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Windows Analysis Report snBYiBAMB2

Overview
General Information Detection Signatures Classification
Sample snBYiBAMB2 (renamed 3 3
Name: file extension from none to MALICIOUS Found malware configuration
dih Multi AV Scanner detection for subm...
Analysis ID: 532249
. Yara detected Emotet

MDs: 4bd80b1d18138b..
SHAL: 287827295639 Sigma detected: Emotet RunDLL32 ...

. a78af27a C.
SHA256: 321f59b8¢52019 Changes security center settings (no...
Tags: Tries to detect virtualization through...
Infos: Q & EP C2 URLs / IPs found in malware con...
Most interesting Screenshot: Hides that the sample has been dow...

m Uses 32bit: PE files:
Score: 88 Contains functionality te checkiifiaid:..
Range: 0-100 Contains functionality'te guery/locales..
Whitelisted: false
X Deletesifiles inside the: Windows fold...
Confidence: 100%
[

Process Tree

= System is w10x64
o [ loaddl32.exe (PID: 4348 cmdline: loaddll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dIl" MD5: 72FCD8FBOADC38ED9050569AD673650E)
. cmd.exe (PID: 6596 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dIl",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundlI32.exe (PID: 6628 cmdline: rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dII",#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 6120 cmdline: C:\Windows\SysWOW&64\rundII32.exe "C:\Users\user\Desktop\snBYiBAMB2.dlII*,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 6560 cmdline: rundll32.exe C:\Users\user\Desktop\snBYiBAMB2.dll,Control_RunDLL MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
. D rundll32.exe (PID: 5116 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\SysWOW64\Gcedru\wgnupsxInfgvhei.gop”,rRrsbNdtBW MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 4104 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\System32\Gcdru\wgnupsxinfqvhei.gop”,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundli32.exe (PID: 5744 cmdline: rundll32.exe C:\Users\user\Desktop\snBYiBAMB2.dll,awrrgyparpkpycx MD5: D7CA562B0DB4F4DD0OF03A89A1FDADG3D)
. D rundli32.exe (PID: 6132 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dllI",Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
o D rundll32.exe (PID: 5976 cmdline: rundll32.exe C:\Users\user\Desktop\snBYiBAMB2.dll,bcnxvrdkfysosxtof MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
o D rundll32.exe (PID: 5984 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dlI",Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
o D rundli32.exe (PID: 1896 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dlI",Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
o [B] svchostexe (PID: 6644 cmdiine: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B svchostexe (PID: 6768 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B] svchostexe (PID: 5092 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B] SgrmBroker.exe (PID: 7076 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EAG)
e [ svchost.exe (PID: 4360 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
. == MpCmdRun.exe (PID: 4548 cmdline: "C:\Program Files\Windows Defender\mpcmdrun.exe" -wdenable MD5: A267555174BFA53844371226F482B86B)
. conhost.exe (PID: 4544 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ svchost.exe (PID: 1356 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchost.exe (PID: 5340 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 2584 cmdline: C:\Windows\system32\svchost.exe -k wsappx -p -s AppXSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 400 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
= cleanup

Malware Configuration

Threatname: Emotet
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"C2 list": [
"46.55.222.11:443",
"104.245.52.73:8080",
"41.76.108.46:8080",
"103.8.26.103:8080",
"185.184.25.237:8080",
"103.8.26.102:8080",
"203.114.109.124:443",
"45.118.115.99:8080",
"178.79.147.66:8080",
"58.227.42.236:80",
"45.118.135.203:7080",
"103.75.201.2:443",
"195.154.133.20:443",
"45.142.114.231:8080",
"212.237.5.209:443",
"207.38.84.195:8080",
"104.251.214.46:8080",
"212.237.17.99:8080",
"212.237.56.116:7080",
"216.158.226.206:443",
"110.232.117.186:8080",
"158.69.222.101:443",
"107.182.225.142:8080",
"176.104.106.96:8080",
"81.0.236.90:443",
"50.116.54.215:443",
"138.185.72.26:8080",
"51.68.175.8:8080",
"210.57.217.132:8080"

1,

"Public Key": [

"RUNLMSAAAADZz0zW1D14r9DVWzQpMKT588RDdy 7BPILP6ATDOTL YMHKSWvrQ05s Lbmr10vZ2Pz+AQWzRMggQmAt06rPH7nyx2",
"RUNTMSAAAABAX352xNjcDDOfBno33Ln5t71eii+mofIPOXkNFOX1Mei1wCh481z97kBOmIjGGZXwar dnDXKxI8GCHGNTOPF 35"

Yara Overview

Memory Dumps

Source

0000000F.00000002.753889449.0000000002DB
5000.00000004.00000020.sdmp

00000001.00000002.622227585.0000000000E90000.00000
040.00000010.sdmp

00000001.00000002.622259831.0000000000EF
C000.00000004.00000020.sdmp

00000005.00000002.582748176.0000000000675000.00000
004.00000020.sdmp

0000000F.00000002.754640431.0000000004700000.00000
040.00000001.sdmp

Unpacked PEs

Source

7.2.rundll32.exe.ac4248.1.raw.unpack
8.2.rundlI32.exe.2e041f0.1.unpack
8.2.rundlI32.exe.2cb0000.0.unpack
5.2.rundlI32.exe.400000.0.raw.unpack

7.2.rundll32.exe.990000.0.unpack

Sigma Overview

Copyright Joe Security LLC 2021

Rule Description Author Strings
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet

Click to see the 7 entries

Rule Description Author Strings
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet

Click to see the 13 entries
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System Summary: | |

Sigma detected: Emotet RunDLL32 Process Creation

Jbx Signhature Overview

g

Click to jump to signature section

=

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

‘]

E-Banking Fraud:

‘]

Yara detected Emotet

System Summary:

=

K

Hooking and other Techniques for Hiding and Protection:

]‘

Malware Analysis System Evasion:

Lowering of HIPS | PFW | Operating System Security Settings:

]‘]

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows DLL Side-  Process Masquerading os System Time Remote Archive Exfiltration Encrypted Eavesdrop ¢
Accounts  Management Loading Injection Credential  Discovery Services Collected  Over Other Channel Insecure
Instrumentation Dumping Data Network Network
Medium Communical
Default Scheduled Boot or DLL Side- Disable or Modify LSASS Security Software  Remote Data from  Exfiltration Application Exploit SS7
Accounts  Task/Job Logon Loading Tools Memory  Discovery Desktop Removable Over Layer Redirect Phc
Initialization Protocol Media Bluetooth  Protocol Calls/SMS
Scripts
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Initial Privilege Credential
Access Execution Persistence Escalation Defense Evasion Access
Domain At (Linux) Logon Script Logon Script  Process Security
Accounts (Windows)  (Windows) Injection Account
Manager
Local At (Windows) Logon Script Logon Script  Deobfuscate/Decode NTDS
Accounts (Mac) (Mac) Files or
Information
Cloud Cron Network Network Hidden Files and LSA
Accounts Logon Script Logon Script  Directories Secrets
Replication  Launchd Rc.common Rc.common  Obfuscated Files or Cached
Through Information Domain
Removable Credentials
Media
External Scheduled Task  Startup Startup Items  RundlI32 DCSync
Remote Iltems
Services
Drive-by Command and Scheduled  Scheduled DLL Side- Proc
Compromise Scripting Task/Job Task/Job Loading Filesystem
Interpreter

Exploit PowerShell At (Linux) At (Linux) File Deletion letc/passwd
Public- and
Facing letc/shadow
Application
Behavior Graph

ID:

Sample:

Startdate:

Architecture:

203.114.100.124 &

UNAIR-AS-ID OTPublicCompanyLimitedTH

In

rundii32.exe

QG i W:

— - e

G

rundii32.exe

L

rundii32.exe

o

[}

&
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Score:

Discovery

Process
Discovery

File and Directory
Discovery

System
Information

Discovery

System
Owner/User
Discovery

Network Sniffing

Network Service
Scanning

System Network
Connections
Discovery

Behavior Graph
532249
SNBYIBAMB2
01/12/2021
WINDOWS
88

loaddii32.exe 53
c] b
started started
cmd.exe i rundiz2.exe
G W c
started started
rundiz2.exe i fundiz2.exe

=
QH

l started

2]
rundiz2.exe i

=
QH

Lateral Command Network
Movement Collection Exfiltration and Control Effects
SMB/Windows Data from Automated Steganography Exploit SS7
Admin Shares Network Exfiltration Track Devict
Shared Location
Drive
Distributed Input Scheduled Protocol SIM Card
Component Capture Transfer Impersonation Swap
Object Model
SSH Keylogging Data Fallback Manipulate
Transfer Channels Device
Size Limits Communical
VNC GUI Input  Exfiltration  Multiband Jamming or
Capture Over C2 Communication Denial of
Channel Service
Windows Web Portal Exfiltration = Commonly Rogue Wi-Fi
Remote Capture Over Used Port Access Poin
Management Alternative
Protocol
Shared Credential Exfiltration Application Downgrade
Webroot API Over Layer Protocol Insecure
Hooking Symmetric Protocols
Encrypted
Non-C2
Protocol
Software Data Exfiltration Web Protocols Rogue Cellu
Deployment  Staged Over Base Statior
Tools Asymmetric
Encrypted
Non-C2
Protocol
Legend:

UNKNOWN'

&

§

startec

svchost.exe

@
. E

L@ 2 )

2 other processes

started

-

rundii32.exe

=
QH

i

Process
Signature
Created File
DNS/IP Info

|

&
*

Is Dropped
Is Windows Process
Number of created Registry Values

Number of created Files

S

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

(C] B

started

conhost.exe
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

L

Recycle Bin  PIVFAGEAAV PWCCAW.. ZQIXMVQ..

~ B B @ X8 U

Acrobat  QNCYCDFUJ) PWCCAW.. ZQIXMVQ... Excel 2016 Word 2016
Reader DC

2 0B

Microsoft  SUAVTZKNFL QCFWYSK...
Edge

o m &

Google ZQIXMVQ  QNCYCDFI

Chrome

EFOYFBOL... QNCYCDFI...

A
B

BJZFPPWAPT GAOBCVIQ... QNCYCDFI...

L

DUUDTUB  LSBIHQFDV... SQSJKEBW..

mREB

GIGIYTFFYT NVWZAP... SQSJKEBW...

-

JDDHMPC  PALRGUC... SUAVTZKN...

n 0B

LSBIHQFDVT PIVFAGEAA.. ZGGKNSU...

S44 PM
127172021 El

£ AR W
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:ifhttps://%s.xboxlive.com 0% URL Reputation safe
http:i/https://%s.xboxlive.combled 0% Avira URL Cloud  safe
http:ifhttps://dynamic.t 0% URL Reputation safe
http://https://%s.dnet.xboxlive.com 0% URL Reputation safe

Domains and IPs
Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Contacted IPs

P Domain Country Flag ASN ASN Name Malicious
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https://www.virustotal.com/gui/file/32f1f59b8c52019d2a946ddff1996e13fbadac1ed518278a281267f440ea3ea4/detection/f-32f1f59b8c52019d2a946ddff1996e13fbadac1ed518278a281267f440ea3ea4-1638390956

P Domain Country Flag ASN ASN Name Malicious

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 532249

Start date: 01.12.2021

Start time: 21:39:16

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 11m 49s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: snBYiBAMB2 (renamed file extension from none to dll)
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 31

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal88.troj.evad.winDLL@35/2@0/29

EGA Information: Failed

HDC Information: e Successful, ratio: 36.9% (good quality ratio 35.2%)

e Quality average: 72.1%
e Quality standard deviation: 25.3%

HCA Information: e Successful, ratio: 78%
e Number of executed functions: 0
e Number of non-executed functions: 0

Copyright Joe Security LLC 2021 Page 10 of 23



Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

21:42:37

API Interceptor

e Adjust boot time

e Enable AMSI
e Override analysis time to 240s for rundll32
Show All
Type Description

Joe Sandbox View | Context

IPs

Match
195.154.133.20

212.237.17.99

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
3
]
<]
Q,
2
@
-3
(7]
i
3
j-3
o
2
I
3
®
c
A
[l

1x Sleep call for process: MpCmdRun.exe modified

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context
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https://view.joesandbox.com/analysis/419346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid
https://view.joesandbox.com/analysis/417163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417163/html/none?idtype=webid
https://view.joesandbox.com/analysis/417160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417160/html/none?idtype=webid
https://view.joesandbox.com/analysis/417107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417107/html/none?idtype=webid
https://view.joesandbox.com/analysis/417105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417105/html/none?idtype=webid
https://view.joesandbox.com/analysis/417104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417104/html/none?idtype=webid
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid
https://view.joesandbox.com/analysis/417163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417163/html/none?idtype=webid
https://view.joesandbox.com/analysis/417160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417160/html/none?idtype=webid
https://view.joesandbox.com/analysis/417107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417107/html/none?idtype=webid
https://view.joesandbox.com/analysis/417105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417105/html/none?idtype=webid
https://view.joesandbox.com/analysis/417104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417104/html/none?idtype=webid

Domains

No context

ASN

Match
ARUBA-ASNIT

RACKCORP-APRackCorpAU

OnlineSASFR

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash

>
]
73
o
2,
2
@
-
[
L
3
-
®
2
Q
3
o
c
a
[

Get hash

Detection
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Context

212.237.56.116
212.237.56.116
62.149.128.40
94.177.217.88
94.177.217.88
94.177.217.88

94.177.217.88
94.177.217.88
94.177.217.88
212.237.56.116
212.237.56.116
212.237.56.116
94.177.217.88
94.177.217.88
94.177.217.88
212.237.56.116
94.177.217.88
94.177.217.88
94.177.217.88
94.177.217.88

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

110.232.11
7.186

195.154.133.20
195.154.133.20
195.154.133.20
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https://view.joesandbox.com/analysis/419346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid
https://view.joesandbox.com/analysis/419282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419282/html/none?idtype=webid
https://view.joesandbox.com/analysis/419281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419281/html/none?idtype=webid
https://view.joesandbox.com/analysis/419276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419276/html/none?idtype=webid
https://view.joesandbox.com/analysis/419272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419272/html/none?idtype=webid
https://view.joesandbox.com/analysis/419266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419266/html/none?idtype=webid
https://view.joesandbox.com/analysis/419263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419263/html/none?idtype=webid
https://view.joesandbox.com/analysis/419259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419259/html/none?idtype=webid
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid
https://view.joesandbox.com/analysis/419240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419240/html/none?idtype=webid
https://view.joesandbox.com/analysis/419239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419239/html/none?idtype=webid
https://view.joesandbox.com/analysis/419238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419238/html/none?idtype=webid
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid
https://view.joesandbox.com/analysis/419231/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419231/html/none?idtype=webid
https://view.joesandbox.com/analysis/419230/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419230/html/none?idtype=webid
https://view.joesandbox.com/analysis/419229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419229/html/none?idtype=webid
https://view.joesandbox.com/analysis/419205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419205/html/none?idtype=webid
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid
https://view.joesandbox.com/analysis/417163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417163/html/none?idtype=webid
https://view.joesandbox.com/analysis/417160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417160/html/none?idtype=webid
https://view.joesandbox.com/analysis/417107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417107/html/none?idtype=webid
https://view.joesandbox.com/analysis/417105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417105/html/none?idtype=webid
https://view.joesandbox.com/analysis/417104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417104/html/none?idtype=webid
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context
Get hash malicious Browse e 195.154.133.20

Get hash malicious Browse 195.154.133.20

Get hash malicious Browse 195.154.133.20

Get hash malicious Browse 195.154.133.20

Get hash malicious Browse 195.154.133.20

Get hash malicious Browse 195.154.146.35

Get hash malicious Browse 195.154.146.35

Get hash malicious Browse 51.15.17.195

Get hash malicious Browse 195.154.133.20

Get hash malicious Browse 195.154.133.20

Get hash malicious Browse 195.154.133.20

Get hash malicious Browse 195.154.133.20

Get hash malicious Browse 195.154.133.20

Get hash malicious Browse 163.172.208.8

Get hash malicious Browse 212.83.174.79

Get hash malicious Browse 212.83.130.20

Get hash malicious Browse 51.158.219.54

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\Temp\MpCmdRun.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Windows Defender\MpCmdRun.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

modified

9062

3.1623855628144644

false
192:cY+38+DJI+ibJ6+i0JJ+H3N+WLT+E9tD+Ett3d+E3z0+Ut:j+s+v+b+P+m+0+Q+q+D+Ut
71CC33C92A040B1FBB33C0OB71A141AAB
26E36B3FD6648A8FA719479E373D00B2D72AFE79
65C9951C6373E80FA3F6FIF1A6A2B05082185D6853C773A25A0496F86465616D

E4A5134CE42793DCF68BE8F1342E0D7CADOADAECAF3296FCA70D1EB309A8B1545BF084FB17637105606D10FB2CEGE195629146217D2000BCEB72AB819D8E4D
A

false

M.p.C.m.d.R.u.n... .C.oom.m.a.n.d. .L.i.n.e...
MCo\Program. .Files\W.ind.ow.s. .Defender\mp.cmdrun..exe.' -wdenab.le....Start Time.: . Thu. . Jun ..27..20.19. .0.1.:209..
49......... M.p.E.n.s.u.r.e.P.ro.ce.s.s.M.itig.atio.nP.olicy.. .hr .= .0x1..W.D.E.nab.le...ERRO.R.. .MpW.D.Enab.le(T.RUE.). faile.d. ..8.0.0.7.
0.4.E.C.)....M.p.C.m.d.R.u.n... .E.nd. . T.iime... .. T.hu. .. Jun. .. 2.7...2.0.1.9. .0.1.:.2.9.:.4.9..

C:\Windows\ServiceProfiles\NetworkService\AppDatalLocal\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20211202 054042 931.etl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\System32\svchost.exe

data

dropped

12288

3.8115487201863103

false
96:dC+Po+/a5P+91/YZWCJ/I2|AikSe4dsT2XjFzFNMCDdJIR8j5KgNMCQj5dNMCPj5E:0UXNmE2DUJC/PCTCPC2JCBCo
895A0530F6008758BC78F45AC359A9CE

CCEA51FC004374A10657E58991084ECB8A5B6131
87576788303323CCA1677CEB84483904037EB48013D4F174A0CBAB0O30BD14CE7C
FA65B859797DE4B7BE48432A09E86E76C64612139EF58BB8C71DB1363DE7A0B81754673197D642D441B046FE8700A3636D9D3A9BFOE8705E42AB9686A8B44ED2

false
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https://view.joesandbox.com/analysis/419248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid
https://view.joesandbox.com/analysis/419112/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419112/html/none?idtype=webid
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid
https://view.joesandbox.com/analysis/418402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418402/html/none?idtype=webid
https://view.joesandbox.com/analysis/418395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418395/html/none?idtype=webid
https://view.joesandbox.com/analysis/417861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417861/html/none?idtype=webid
https://view.joesandbox.com/analysis/417820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417820/html/none?idtype=webid

C:\Windows\ServiceProfiles\NetworkService\AppDatalLocal\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20211202 054042 931.etl

Preview:

\W.i.n.d.o.ws.\S.erv..c.e.P.ro.f.
0.5.v.c...2.0.2.1.1.2.0.2._.05.4.04.2._9.3.1...eitl.... PPN P e

Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Copyright Joe Security LLC 2021

Jles\N.eitwo.rkS.ervicelAppD.atallL.o.cal\Mic.ro.s.oft\W.indow.s\D.e.liv.e.ry.O.p.timiza.tio.n\Lo.gs\d.

74f0edecccdceOed

0x10014c2e
text
false
0x10000000

windows gui

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

7.186195017328645

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

e Generic Win/DOS Executable (2004/3) 0.20%

e DOS Executable Generic (2002/1) 0.20%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

snBYiBAMB2.dlI

472064
4bd80b1d18138b1808925ddb69991001
2a78af27a95639c1095e4f8a411a8efb9c861abc

32f1f59b8c52019d2a946ddff1996e13fbadacled518278a
281267f440ea3ead

d4488h660326344b71e74fb7f8fccd6a51b9f0d34266ebl
c05d8d03c511f3e2a6665eel68afa96a35a25fcf99e92aa
7845f4f3be0dd5c590c628c4c7d0a69819

12288:bRCSNgIVfiQRVcVTd4qoxHbGelsjEyP79iAM7
13+/1Z1:NCh5sQTgxsjEUINE

...... fr Tt

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DYNAMIC_BASE, NX_COMPAT

0x61A7B2CD [Wed Dec 1 17:37:17 2021 UTC]

o o O o O O

171ec87b04dbfécc5aa2b57f2bec0e02
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Sections

Name  Virtual Address

text 0x1000

.rdata 0x3a000

.data 0x4c000

.rsrc 0x4f000

.reloc 0x74000

Resources
Imports
Exports
Version Infos
Possible Origin

Language of compilation system

English

Russian

Network Behavior

No network behavior found

Virtual Size

0x385cc

0x11f44

0x23d4

0x24448

0x2cb4

Code Manipulations

Statistics

Behavior

g

System Behavior

Copyright Joe Security LLC 2021

Click to jump to process

Raw Size

0x38600

0x12000

0x1600

0x24600

0x2e00

Xored PE ZLIB Complexity

False 0.541457351718 data
False 0.496636284722 data
False 0.225852272727 data
False 0.805768094931 data
False 0.726647418478 data

Country where language is spoken

United States

Russia

File Type

Entropy
6.65488747706

5.5177662601

3.92752770482

7.67601542511

6.54150636624

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Map
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Analysis Process: loaddll32.exe PID: 4348 Parent PID: 5828

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

21:40:05

01/12/2021
C:\Windows\System32\loadd|I32.exe

true

loaddlI32.exe "C:\Users\user\Desktop\snBYiBAMB2.dll"
0x980000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000001.00000002.622227585.0000000000E90000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000001.00000002.622259831.0000000000EFC000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 6596 Parent PID: 4348
General
Start time: 21:40:05
Start date: 01/12/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dIl" #1
0xd80000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 6560 Parent PID: 4348

General

Start time: 21:40:06

Start date: 01/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

rundll32.exe C:\Users\user\Desktop\snBYiBAMB2.dll,Control_RunDLL
0xc50000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.585390946.0000000002F10000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.585330942.0000000002E36000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Deleted
Analysis Process: rundll32.exe PID: 6628 Parent PID: 6596
General
Start time: 21:40:06
Start date: 01/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dIlI",#1
0xc50000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.582748176.0000000000675000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.582699855.0000000000400000.00000040.00000010.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: svchost.exe PID: 6644 Parent PID: 572
General
Start time: 21:40:09
Start date: 01/12/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 5744 Parent PID: 4348

General

Start time: 21:40:10

Start date: 01/12/2021

Copyright Joe Security LLC 2021
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\snBYiBAMB2.dll,awrrqyparpkpycx
0xc50000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.604540735.0000000000AAA000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.604509096.0000000000990000.00000040.00000010.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 5976 Parent PID: 4348
General
Start time: 21:40:14
Start date: 01/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundlI32.exe C:\Users\user\Desktop\snBYiBAMBZ2.dll,bcnxvrdkfysosxtof
0xc50000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000008.00000002.622753667.0000000002DEA000.00000004.00000020.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000008.00000002.622693429.0000000002CB0000.00000040.00000010.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: svchost.exe PID: 6768 Parent PID: 572
General
Start time: 21:40:25
Start date: 01/12/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc
Imagebase: 0x7ff70d6e0000
File size: 51288 bytes
MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Registry Activities

true
false
C, C++ or other language
high

Show Windows behavior

Analysis Process: svchost.exe PID: 5092 Parent PID: 572

Copyright Joe Security LLC 2021
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General

Start time: 21:40:43

Start date: 01/12/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k NetworkService -p
Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: SgrmBroker.exe PID: 7076 Parent PID: 572

General

Start time: 21:41:04

Start date: 01/12/2021

Path: C:\Windows\System32\SgrmBroker.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\SgrmBroker.exe
Imagebase: 0x7ff7b1450000

File size: 163336 bytes

MD5 hash: D3170A3F3A9626597EEE1888686E3EAG
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: svchost.exe PID: 4360 Parent PID: 572

General
Start time: 21:41:16
Start date: 01/12/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc
Imagebase: 0x7ff70d6e0000
File size: 51288 bytes
MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: high
Registry Activities Show Windows behavior

Analysis Process: rundll32.exe PID: 6120 Parent PID: 6628

General

Start time: 21:42:27

Start date: 01/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe
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Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dII",Control_
RunDLL
Imagebase: 0x7ff682a50000
File size: 61952 bytes
MDS5 hash: D7CA562BODB4F4DDOF03A89A1FDAD63D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: rundll32.exe PID: 5116 Parent PID: 6560

General

Start time: 21:42:28

Start date: 01/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Gedru\wgnupsxInfqvhei.gop”

,FRrsbNdtBW

Imagebase: 0xc50000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000F.00000002.753889449.0000000002DB5000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000F.00000002.754640431.0000000004700000.00000040.00000001.sdmp, Author:

Joe Security
Analysis Process: MpCmdRun.exe PID: 4548 Parent PID: 4360
General
Start time: 21:42:33
Start date: 01/12/2021
Path: C:\Program Files\Windows Defender\MpCmdRun.exe
Wow64 process (32bit): false
Commandline: "C:\Program Files\Windows Defender\mpcmdrun.exe” -wdenable
Imagebase: 0x7ff7059e0000
File size: 455656 bytes
MD5 hash: A267555174BFA53844371226F482B86B
Has elevated privileges: true
Has administrator privileges: false
Programmed in: C, C++ or other language
File Activities Show Windows behavior
File Written

Analysis Process: conhost.exe PID: 4544 Parent PID: 4548

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

21:42:34

01/12/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6225d0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

false

C, C++ or other language

Analysis Process: rundll32.exe PID: 6132 Parent PID: 5744

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

21:42:34

01/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dlI",Control_
RunDLL

0xc50000

61952 bytes
D7CA562BODB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundli32.exe PID: 5984 Parent PID: 5976

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

21:42:46

01/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOWe64\rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dlI",Control_
RunDLL

0Xc50000
61952 bytes
D7CA562B0DB4FADDOF03A89A1FDAD63D
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundli32.exe PID: 1896 Parent PID: 4348

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Copyright Joe Security LLC 2021

21:42:47
01/12/2021
C:\Windows\SysWOW64\rundll32.exe

true
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Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\snBYiBAMB2.dII",Control_

RunDLL
Imagebase: 0xc50000
File size: 61952 bytes
MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 1356 Parent PID: 572
General
Start time: 21:42:56
Start date: 01/12/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff70d6e0000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 5340 Parent PID: 572
General
Start time: 21:43:34
Start date: 01/12/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff70d6e0000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 2584 Parent PID: 572
General
Start time: 21:43:40
Start date: 01/12/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\svchost.exe -k wsappx -p -s AppXSvc
Imagebase: 0x7ff70d6e0000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Registry Activities

51288 bytes
32569E403279B3FD2EDB7EBD036273FA
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundll32.exe PID: 4104 Parent PID: 5116

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

21:43:44

01/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Gcdru\wgnupsxInfqvhei.gop”
,Control_RunDLL

0xc50000

61952 bytes
D7CA562BODB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Analysis Process: svchost.exe PID: 400 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

21:43:56

01/12/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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