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General
File Activities
File Written

Analysis Process:
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rundli32.exe PID: 2952 Parent PID: 1860

svchost.exe PID: 5116 Parent PID: 556

rundll32.exe PID: 4548 Parent PID: 1860

svchost.exe PID: 5276 Parent PID: 556

svchost.exe PID: 4144 Parent PID: 556
SgrmBroker.exe PID: 5044 Parent PID: 556

svchost.exe PID: 3520 Parent PID: 556

rundll32.exe PID: 844 Parent PID: 4668

rundll32.exe PID: 1748 Parent PID: 2892

rundll32.exe PID: 5840 Parent PID: 2952

rundll32.exe PID: 2092 Parent PID: 4548

svchost.exe PID: 1400 Parent PID: 556

WerFault.exe PID: 5004 Parent PID: 1400

WerFault.exe PID: 4896 Parent PID: 1860

MpCmdRun.exe PID: 2932 Parent PID: 3520

conhost.exe PID: 5028 Parent PID: 2932

svchost.exe PID: 1208 Parent PID: 556
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svchost.exe PID: 6000 Parent PID: 556
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svchost.exe PID: 1568 Parent PID: 556
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Windows Analysis Report 5i3yQOSgTm

One! o1 MOore. Processes cras

Contains functienality toicheckiifia d:..

80

Overview
General Information Detection Signatures Classification
Sample 5i3yQOSqTm (renamed
Name: file extension from none to MALICIOUS Multi AV Scanner detection for subm...
dih Yara detected Emotet

Analysis ID: 532299

. Sigma detected: Emotet RunDLL32 ...
MDs: 1e3db971ac31b8..

. Changes security center settings (no...
SHAL: 8f47d8c2d75d49.. : Y os (
SHA256: dflaec18655ffdo Hides that the sample has been dow...
Tags: Uses 32bit PE files
Infos: Q & P Queries thevolume!infermation (nam...

P

LI Score: Deletesifiles inside the: Windows fold...
L] N -
a Range: 0-100 May/sleepi(evasive loops)ito hinder: ...
B Whitelisted: false

X Checksiif Antivirus/Antispyware/Eire...
: | Confidence: 100%
2
a2
B

Process Tree

= System is w10x64
o [ loaddl32.exe (PID: 1860 cmdline: loaddll32.exe "C:\Users\user\Desktop\5i3yQOSqTm.dIl" MD5: 72FCD8FBOADC38ED9050569AD673650E)
. cmd.exe (PID: 4956 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\5i3yQOSqTm.dIl",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 4668 cmdline: rundll32.exe "C:\Users\user\Desktop\5i3yQOSqTm.dIl* #1 MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
. D rundlI32.exe (PID: 844 cmdline: C:\Windows\SysWOW64\rundll32.exe “C:\Users\user\Desktop\5i3yQOSqTm.dII",Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
D rundll32.exe (PID: 2892 cmdline: rundll32.exe C:\Users\user\Desktop\5i3yQOSqTm.dIl,Control_RunDLL MD5: D7CA562B0ODB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 1748 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\SysWOW64\Tormivkitze\hbajscvbpn.eld”,Bvsmkekla MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 736 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Tormivkitze\hbajscvbpn.eld”,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
D rundli32.exe (PID: 2952 cmdline: rundll32.exe C:\Users\user\Desktop\5i3yQOSqTm.dll,ajkaibu MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
. D rundli32.exe (PID: 5840 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\5i3yQOSqTm.dlII",Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
D rundli32.exe (PID: 4548 cmdline: rundll32.exe C:\Users\user\Desktop\5i3yQOSqTm.dIl,akyncbgollmj MD5: D7CA562B0DB4F4DDOF03A89A1FDADG3D)
. D rundli32.exe (PID: 2092 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\5i3yQOSqTm.dlII",Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
n@ WerFault.exe (PID: 4896 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 1860 -s 304 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
n@ WerFault.exe (PID: 2576 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 1860 -s 348 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

.

.

e [ svchostexe (PID: 988 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [ svchostexe (PID: 5116 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B] svchostexe (PID: 5276 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
o [B] svchostexe (PID: 4144 cmdiine: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

o [E SgrmBroker.exe (PID: 5044 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EAG)

o [

svchost.exe (PID: 3520 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
. == MpCmdRun.exe (PID: 2932 cmdline: "C:\Program Files\Windows Defender\mpcmdrun.exe" -wdenable MD5: A267555174BFA53844371226F482B86B)

. conhost.exe (PID: 5028 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

svchost.exe (PID: 1400 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

. @ WerFault.exe (PID: 5004 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 468 -p 1860 -ip 1860 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

. M WerFault.exe (PID: 4404 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 564 -p 1860 -ip 1860 MD5: 9E2BBACAD48ECCAS55C0230D63623661B)

e [ svchostexe (PID: 1208 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [ svchostexe (PID: 6000 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [ svchostexe (PID: 2960 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [ svchostexe (PID: 5884 cmdline: C:\Windows\system32\svchost.exe -k wsappx -p -s AppXSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 1568 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

= cleanup

Malware Configuration

Copyright Joe Security LLC 2021
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No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000000.00000000.568855686.0000000000DA JoeSecurity_Emotet Yara detected Joe Security
0000.00000040.00000010.sdmp Emotet
00000000.00000000.568855686.0000000000DA JoeSecurity_Emotet_1 Yara detected Joe Security
0000.00000040.00000010.sdmp Emotet
00000002.00000003.520020229.00000000006C JoeSecurity_Emotet Yara detected Joe Security
C000.00000004.00000001.sdmp Emotet
00000002.00000003.520020229.00000000006C JoeSecurity_Emotet_1  Yara detected Joe Security
C000.00000004.00000001.sdmp Emotet
00000010.00000002.654498844.0000000000F60000.00000 JoeSecurity Emotet Yara detected Joe Security
040.00000001.sdmp Emotet

Click to see the 35 entries

Unpacked PEs

Source Rule Description Author Strings

5.2.rundll32.exe.ca21e0.1.raw.unpack JoeSecurity_Emotet Yara detected Joe Security
Emotet

5.2.rundll32.exe.ca21e0.1.raw.unpack JoeSecurity Emotet_1  Yara detected Joe Security
Emotet

5.2.rundll32.exe.ca21e0.1.unpack JoeSecurity_Emotet Yara detected Joe Security
Emotet

5.2.rundll32.exe.ca21e0.1.unpack JoeSecurity Emotet_1  Yara detected Joe Security
Emotet

0.0.loaddlI32.exe.f83618.10.unpack JoeSecurity_Emotet Yara detected Joe Security
Emotet

Click to see the 75 entries

Sigma Overview

System Summary: -i.

Sigma detected: Emotet RunDLL32 Process Creation

Jbx Signature Overview

@ Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

E-Banking Fraud:

Yara detected Emotet

System Summary:

Copyright Joe Security LLC 2021 Page 5 of 29



Hooking and other Techniques for Hiding and Protection:

Lowering of HIPS | PFW | Operating System Security Settings:

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Contrc
Valid Windows DLL Side-  Process Masquerading os System Time Remote Archive Exfiltration Over Other  Encrypted
Accounts Management Loading Injection Credential  Discovery Services Collected  Network Medium Channel

Instrumentation Dumping Data
Default Native API Boot or DLL Side- Disable or Modify LSASS Security Software Remote Data from  Exfiltration Over Junk Data
Accounts Logon Loading Tools Memory Discovery B Desktop Removable Bluetooth

Initialization Protocol Media
Scripts
Domain At (Linux) Logon Script Logon Script  Virtualization/Sandbox Security Virtualization/Sandbox SMB/Windows Data from  Automated Exfiltration Steganogra
Accounts (Windows)  (Windows) Evasion Account Evasion Admin Shares Network
Manager Shared
Drive
Local At (Windows) Logon Script Logon Script  Process NTDS Process Discovery Distributed Input Scheduled Transfer Protocol
Accounts (Mac) (Mac) Injection Component  Capture Impersonat
Object Model

Cloud Cron Network Network Deobfuscate/Decode LSA Remote System SSH Keylogging Data Transfer Size Fallback
Accounts Logon Script Logon Script  Files or Information Secrets Discovery Limits Channels
Replication  Launchd Rc.common Rc.common  Hidden Files and Cached File and Directory VNC GUI Input  Exfiltration Over C2 Multiband
Through Directories Domain Discovery Capture Channel Communice
Removable Credentials
Media
External Scheduled Task  Startup Startup Items Obfuscated Files or ~ DCSync System Information ~ Windows Web Portal Exfiltration Over Commonly
Remote Items Information Discovery Remote Capture  Alternative Protocol Used Port
Services Management
Drive-by Command and Scheduled  Scheduled RundlI32 Proc Network Service Shared Credential Exfiltration Over Application
Compromise Scripting Task/Job Task/Job Filesystem Scanning Webroot API Symmetric Encrypted Layer Proto

Interpreter Hooking Non-C2 Protocol
Exploit PowerShell At (Linux) At (Linux) DLL Side-Loading letc/passwd System Network Software Data Exfiltration Over Web Protoc
Public- and Connections Deployment  Staged Asymmetric Encrypted
Facing letc/shadow Discovery Tools Non-C2 Protocol
Application
Supply AppleScript At At (Windows)  File Deletion Network Process Discovery Taint Shared Local Data Exfiltration Over File Transfe
Chain (Windows) Sniffing Content Staging Unencrypted/Obfuscated Protocols
Compromise Non-C2 Protocol

Behavior Graph
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

ID: 532299
Sample: 5i3yQ0SqTm
Startdate: 02/12/2021
Architecture:  WINDOWS
Score: 80

started

of

Changes security center
settings (notifications,
updates, anivirus,
firewall)

MpCmdRun.exe fg

3 other processes.

G

started

[*/]
rundiia2.exe

[c]
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@®
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o
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B
e I:‘ Signature
UNKNOWN
~ I:I Created File
\. DNS/IP Info
started
.I.a Is Dropped
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" 23 Number of created Registry Values
LLL}

Number of created Files

Y

Visual Basic

g5
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oz

)
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i
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o

Bin TQDFHPUIU GIGIYTFFYT ZI

0 GIGIYTFFYT

DUUDTUB  JDDHMPC

EOWRVP...

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
5i3yQOSqTm.dll 20% Virustotal Browse
5i3yQOSqTm.dll 18% ReversingLabs Win32.Infostealer.Convage

nt
Dropped Files
No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

2.2.rundlI32.exe.5b0000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File
31.2.rundll32.exe.d60000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File
5.2.rundlI32.exe.b00000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File
0.2.loaddlI32.exe.da0000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File
0.0.loaddlI32.exe.da0000.9.unpack 100% Avira HEUR/AGEN.1110387 Download File
7.2.rundlI32.exe.e10000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File
0.0.loaddlI32.exe.da0000.6.unpack 100% Avira HEUR/AGEN.1110387 Download File
0.0.loaddlI32.exe.da0000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File
3.2.rundlI32.exe.a90000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File
0.0.loaddlI32.exe.da0000.3.unpack 100% Avira HEUR/AGEN.1110387 Download File

Copyright Joe Security LLC 2021 Page 8 of 29


https://www.virustotal.com/gui/file/df1aec18655ffd091bac7e217ad7334c30d99bd906ec9269d0a38c5c92267fbd/detection/f-df1aec18655ffd091bac7e217ad7334c30d99bd906ec9269d0a38c5c92267fbd-1638399088

Source

Domains

No Antivirus matches

URLs

Source
http://https://watson.telemetry.micro
http://crl.microsoft

Detection

http://https://www.disneyplus.com/legal/your-california-privacy-rights

http:ifcrl.ver)

http://https://www.tiktok.com/legal/report/feedback

http://https://%s.xboxlive.com

http://https://www.disneyplus.com/legal/privacy-policy

http://https://dynamic.t
http://https://disneyplus.com/legal.
http://help.disneyplus.com.
http://https://%s.dnet.xboxlive.com

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Contacted IPs

Public

P Domain

Private

P
127.0.0.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:

Copyright Joe Security LLC 2021

Country Flag

34.0.0 Boulder Opal

532299

02.12.2021

00:03:12

CloudBasic

Oh 12m 34s

false

light

5i3yQOSqTm (renamed file extension from none to dll)

default.jbs

Scanner

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

ASN

Label

Scanner

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Link

Label Link
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

ASN Name

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

40

Download

Malicious

Page 9 of 29



Number of existing processes analysed: 0

Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal80.troj.evad.winDLL@46/21@0/1
EGA Information: Failed
HDC Information: e Successful, ratio: 22.2% (good quality ratio 20.6%)

e Quality average: 72.9%
e Quality standard deviation: 27.5%
HCA Information: e Successful, ratio: 72%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Override analysis time to 240s for rundll32
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

00:04:18 API Interceptor 10x Sleep call for process: svchost.exe modified
00:06:46 API Interceptor 1x Sleep call for process: MpCmdRun.exe modified
00:07:05 API Interceptor 1x Sleep call for process: WerFault.exe modified

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created |/ dropped Files

C:\ProgramData\Microsoft\Network\Downloader\edb.chk
Process: C:\Windows\System32\svchost.exe

Copyright Joe Security LLC 2021 Page 10 of 29



C:\ProgramData\Microsoft\Network\Downloader\edb.chk

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

data

dropped

8192

0.3593198815979092

false

12:Snaab0JcaaD0JwQQU2naaD0JcaaD0JwQQU:4tgJctgIw/tgJctgIw
BF1DC7D5D8DAD7478F426DF8B3F8BAAG
C6BOBDE788F553F865D65F773D8F6A3546887E42
BE47C764C38CA7A90A345BE183F5261E89B98743B5E35989E9ASBEODA498COF2

00F2412AA04E09EA19A8315D80BEG6D2727C713FCOFSAEGA9334BABA539817F568A98CA3A45B2673282BDD325B8BOE2840A393A4DCFADCB16473F5EAF2AF31E
0

false

.C:\ProgramData\Microsoft\Network\Downloader\
C:\ProgramData\Microsoft\Network\Downloader\..
.0u.. @..@..

C:\ProgramData\Microsoft\Network\Downloader\edb.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

MPEG-4 LOAS

dropped

1310720

0.24943230285109033

false

1536:BJiRdfVzkzm3lyf49uyc0ga04PdHSILrM/oVMUdSRU4c:BJiRdwfu2SRU4c
F8278FB6FOFAD83F958977C17923316B
FE8CB5839B2093F8A5317A75C069BD6245F3CF18
8C9BC794CF48BD82D4623952C2CE7515EE1550C7882E444203E78C3D1479332C

02C98ED96223F753B1FAGD63C34ACB02B0OD528CAGEDG58376F6F22714340B60EGEFE95D2235B380BD2B45F2C5DAF3166309FEESF11A74EAECFEGA3EDEO2DCE
C

false

.C:\ProgramData\Microsoft\Network\Downloader\.

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\svchost.exe

Extensible storage engine DataBase, version 0x620, checksum 0x2896c4f4, page size 16384, Windows version 10.0
dropped

786432

0.2506497898872072

false

384:JTq+WO0StseCI48EApWOStseCI48E2rTSjIK/ebmLerYSRSY1J2:JTFSB2nSB2RSjIK/+mLes0j1J2
1530FAF726F6F710DDB030432232F4CD

32DF13656F3BF34E9260D1ACBD6F4558B6455DEQ
5D1FD4301EE259117F9B5C3630E5D224672D731C41316409E0AA360CD06216C0O
DFA69D72075DDDEEF73529533B39EA8135A12384976D826F3EC841255CD899D0B3C31154C96E6FCC86D98EAOF8FF711997BF04B615EF93B1E2ED41263071DEC

false

C:\ProgramData\Microsoft\Network\Downloader\gmgr.jfm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Windows\System32\svchost.exe

data

dropped

16384

0.07672165611230795

false
3:0fr7v3JuxIXSpcdHF4j/IpcYkl+D7IXall3Vkttiminl:0jr5elKc4HF4j/IpcYz7le3
E1DF4B0C131268DFOCC7C40FA2D76440
0A41A9A9F05BC5COFF818EFF2D38B80EBIOEOSF2
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C:\ProgramData\Microsoft\Network\Downloader\gmgr.jfm

SHA-256:
SHA-512:
Malicious:

Preview:

091C13E9203F05B3EBBDAOBD13FEGDB8D34E63A0A2112A9D5BFD0O43EF67F5664
AB6B31FC36A2584E54AE22D2B720F0D9BIB65DD48F7697A2A9F0B11639BF11E1ASFD22CB884536895CA4FB33C603B12D3672177688A25285FDE385E5C8C935F2¢

false

Q(z YY" yY.FE"

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_747b3d3843a661accc8c92924ccfd5a2e2d128 d70d8aa6_12aa26b5\R

eport.wer
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

65536

0.6754306180786143

false
96:02+JPZqyXy9hkoyt7JfqpXIQcQ5c6A2cE2cw33+a+z+HbHgQ2VG4rmMOyWZAXGnd:oHB2HNM28jjX9q/u7sZS2741tW
EF07A93E9C6F43E4254FB502F910B953

CFE89B53CF44DF6CD2D77F1ADB52E9268E58B13F
3D1E873CC14934D8159F62E8BI8FE7B2B2A8B93195D406D0F19875A6BA23D83F
32D13E1D700FCEF635418461D8B531028ECB484296880EFBF2216C3E6B168DFA1B120B7F7FA8607AD041012D6C631AFFO079ADC252C6BEOADE2F980522F7E1CRB

false

.V.eursio.n=1...EventTyp.e=APP.CRASH..EventTim.e=132282090.6.0.05.8.8456.78...Rep.ortTy.p.e=2...C.ons.ent=1...R.e.p.o.rtld
e.ntifier=11d.0.d.d.8b.-a6.eb.-4a5.d.-86.4.1-53.0.759.30.b.4b.7..lntegratorReportldentifier=4£9.48b.dd.-ae3b.-4.c36.-a21l1.-
.2.4.7.0.c.9.5.c.c.d.3.7...W.0w.6.4.H.0.5.t.=3.4.4.0.4....W.0.w.6.4.G.ue.s.t=3.3.2....N.s.Ap.p.N.ame.=lo.a.ddll.3.2. exe..Ap.p.S.es.s.ionG.u.id=0.0.0.0.0.
7.4.4.-0.0.0.1.-.0.0.1.6.-.2.9.0.c.~.a.e.3.2.5.3.e.7.d.7.0.1....T.a.r.g.e.t Ap.p..d.=.W...0.0.0.0.d.a.3.9.a.3.e.e.5.e.6.b.4.b.0.d.3.2.5.5.b.f..f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.
9.1.0.0.0.0.d.a.3.9.a.3.e.e.5..6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9..L.o.a.d.d.l.1.3.2...e.x.e....T.ar.g.e.tApp.p.V.e.r=.2.0.2.1././.0.9././.2.8.:.1.1.:.5.3.:.0.
5.10.lo.a.d.dll.3.2.exe...B.0.0.tld=4294.

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_d71d33d652a62c864ch684e881f783bcee8c2df7_d70d8aa6_0b9adb6f

\Report.wer
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

65536

0.678887484512025

false
96:etgF7PZqyzy9hk1Dg3fWpXIQcQYc6ZcEKcw3u+a+z+HbHgQ2VG4rmMOyWZAXGngt:hf BDHWAQAjX9g/u7scS2741tW
A81BF43CB7A3237E273539D143738BES

633AF7CA87F63EBE6DFEEOD600C325C6FB3CA12C
A310110AC5DFC5AFEF9E91FBCDF7A8BD575E73CB0127A974BA4DE22AA215B33F
90A4698D36E426662429D6FFF735FFB40AD754ECE47E991006F5E2156E0A31484F0D255FBEOE76647B4AES7EE36310EC91352D6BF306613EFS50CD6AC1E7287E6

false

.Version=1..EventType=APPCRASH.. .EventTime=1328290.6.01.64476.295...ReportType=2..Consent=1..UploadT.i
m.e.=.1.3.2.8.2.9.0.6.0.2.4.4.0.0.7.4.7.1....R.epp.ortStatus=524384...Rep.ortldentifier=ac.a3.398.a-78.e.6.-4a96.-be.c0.-b4dbs24a56.e.
4.7...IntegratorR.ep.ortlden.tifier=33509154.4.-40.8b.-4.e9.4.-b9.d5.-8.c.d4db.cB8.0.18.c...W.0w.6.4H0.s.t=344.04...W.0w.6.4G.ues.
t=.3.3.2....N.s.Ap.p.Nam.e.=lo.ad.dll32. .exe..Ap.pS.e.s.s.ionG.u.id=0.0.0.0.0.7.4.4.-.0.0.0.1.-.0.0.1.6.-e.9.0.c.-.a.e.3.253.e.7.d.7.0.1....T.ar.g.etAp.p.lL
d.=.W.:.0.0.0.0.d.a.3.9.a.3.e.e.5.e.6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9...0.0.0.0.d.a.3.9.a.3.e.e.5.€.6.b.4.b.0.d.3.2.5.5.b.f.€.f.9.5.6.0.1.8.9.0.a.f.d.8.0.
7.0.9.!lo.a.d.dll3.2. . exe..Targ.etAp.p.V.e.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER180F.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Thu Dec 2 08:06:46 2021, 0x1205a4 type

dropped

26528

2.5120002974365048

false

192:XpF803Z7pOLpABIACWOKSIfag8IW2HSZ7TDVe:8YZ7sdABfwqOaq8IW2Hj
77C146715D33B8B4F4707E29B0C51982
C6F9F4EFAF91D4930A0C7637FACCDE460B8E7339
A91B1B701E47CBB5B1DC7ABEFBEEF31B9C7FB726A63DEC5A6CB9402BC9916740
DD5FEA27B73EFF3644DC99BBC91D60AE4052F258C12E6590802E2C3140D6265E0DF674849758D07F78051E49BAFB77FEDF72B40B9BA27B1EBFD47FD09900818

false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER180F.tmp.dmp

Preview:

P.a.c.ific..D.ay.lig.ht T.ime

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1BF8.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8340

3.699389225248728

false
192:Rrl7r3GLNit76z6YImSU3LgmfcSzfCpBw89b32sfHIM:RrIsNix6z6YpSU3LgmfcSzo3VIA
DD5AE7B00C56C07184EB78FA77415001
F455C82320513D23BD5FDC741C8FBB4C704FF88D
2F100CDCD4FBC8EECDD37890BCCD386F08DABIB42418C9427953933A0C68CB60

9CC012ACDD774F25D6659B79C3ABB1BASAB38CF60CA832D89C851D179FDB00C8767C998582525C47FB68A3E129484C2FF1275667F5E368D17DDFF5BBBI5B3F
0

false

.<.?x.ml .v.ersio.n.="1.0" .enc.0.ding="UTF.-16."2>. .. <WERReportMetadata>....<O.SV.ers.io.nlnformation>....<W.ind.
o.w.s.N.T.V.e.rs.i.o.n.>.1.0..0.</W..nd.ows.N.T.V.ers.ion>.....<Bu.ild>17134</Build>.....<Pro.du.c.t>(0x3.0.)... .W.i.n.d.ow.s. .1.0. .P.r.o.
</P.roduct>....<E.dition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd64fre.rs4._releas.e.18.04.10.-.1.8.04.
<./.B.u.ild.S.tr.in.g.> .<Rewvision>1l</Reuvision>....<Flav.or>Multipro.cess.or Free</Flavor>....<Architecture>X6.4<l/.
Architecture>.....<LClD>10.33</LC.ID>...</0.SV.ersio.nlnformadtion>...<Proc.ess.lnformation>....<P.id>186.0.</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1FE1.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4598

4.47174106724153

false
48:cviwSD8zsuJgtWI9bLWSC8Bu8fm8M4J2ynZF2+q84WDoKcQlcQwQvd:ul Tfk46 SNRJI1aYoKkwQvd
75004B30D6FF99BBCBCDF729653A1C92

1BCD871E983772132482515F60E87D280D23C8F2
9COFACEB54E46D41642A83F5AB8B22C88EOFA1BC83F58360D79FODFCCES4A1CB

C49C25D4EBSA3F8AESA4A8B6D9ESB29ADEADOC245429212988C88FABA3FCBB665ABB726D0AE143D569239F2A8EDA4ASE22C819C3074A86C12EDS556F3EAA26D6,
5A

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1279757" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0"/>.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4152.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Thu Dec 2 08:06:57 2021, 0x1205a4 type

dropped

1059544

1.3696560040117185

false
3072:WGIVIUKEWSsSK/VFIJIALbKvhQOmS+sqMIzdd7hRualFK3mP90VtITLICs5eww27qp:hjlx+uCf7mkv2
FBE4CFA5E26BAB7AB2CCESD3EFFOACEF

55E0B876345E96A903E314829B20EBSEB7384E6B
C1E8B52B35A825FE35A91E2D354F312034BB6A8C5E732172C93088E2B38ADB77
81FE2EB6238DDB6468CC60E96E6E44561542466853C3D1F973A8A466981099EC8C7C86B77584B148ADCD41D185EA7C1BC41F658AEBBE219603C47E217C62A20

false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER4A2C.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8298

3.6930371653252183

false
192:Rrl7r3GLNitv6W6Y1ySU5gmfL8GSdCpDP89bB2sfO7rm:RrisNiVEWEYtSUSgmfLIS9BVfj
943EEFFC79A98B6E757CE48D6565E2A7
6DOFDA51A899B8DA9IDD7D9502D16F94CD6657208
E951051CF3995E2F913D162EEC3A1B387C5273F2EC063399D75ABB5382071B29

56B9A010325813A05445ADACA1BF4A4BIATCO63B2BA8F42D9884A81557165B9EA297BC65908D2F596E4476BBFA7B548BE621E23C4A35EF44E2D1E2EE7C729DC
2

false

.<.?x.m.l .v.ers.io.nz="1.0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformadtion>....<W.in.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W..n.d.ow.s.N.T.V.e.rrs.i.o.n>........<.B.u.ild>17.1.34.</Bu.ild>.....<Pro.du.c.t>(0x3.0.).;.. W.in.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>....<BuildString>17134.1.am.d.6.4fre.rs4._re.leas.e..18.04.10.-18.0.4.
<./.B.u.i.l.d.S.tr.i.n.g.> .<.R.ewis.ion>1l</Rewvision>....<Flavor>Multipro.cess.or Freex</Flav.or>....<Architecture>X6.4.</
Ar.ch.itecture>.....<LCl1D.>1.0.3.3</LC.lD>....</l0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.i.d>18.6.0.</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4D4A.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4558

4.428483588419375

false
48:cviwSD8zsuJgtWI9bLWSC8BJI8m8M4J2yGtFvIG+q84tjsKcQlcQwQvd:ul TTk46 SNMJIEn/xsKkwQvd
FE22CC33AE1C993EAC130D1C7BEB3126

084592D6FA7945F8D0OCOE59B2DCESA42B1F79851
CB8BAC1492F4A450A4D73175C9E96615CDB8A2661D63BAA7D5DAB4A18251CDF5D

03A2CBOE18B84EFEDD16A95A86B18DBCACDE1BCOD33EFF77ABBEF39049395622421E791D680ADF5D9C7AECOFAE2A21137D5BOF7FSAE8D4175B1B357E372AC
63E

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="verqgfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244"/>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1279757" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0"/>.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERA26E.tmp.csv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

49378

3.0511470645915133

false
1536:cJHL2R822reJXHInsZsVxIUPXXNsGGJYUPu8SvAIv8Cu2fvwP6+EpYFXiFvoh:cJHL2R822reJXHINSZsVXIUPXXNVGWLs
DBE5DCA698DEDE74DDCE2561BC5EC011

E01D7EF9CA7CAD3DBBC8759CESEA2402DBEDAGAA
4907C8CBA96877B72CBAADFE2975C8D66AFB6AB762F810E35D9FE7FBI3A059E4
95F40FCB06C72BC214D07D2F80006528596D83COFBAA1A4C22803CDD6FASEF571623727277D3CD6546F1C99E72A274DB94D9FFB357BDEODB67FCE95912F164F

false

l.m.a.g.e.N.am.e.,.U.n.i.q.u.e.P.ro.cess.ld., Numb.erO.fThreads.,WorkingS.etPrivatesS.ize.,HardFaultC.o.unt,Numb.erOfT.hreads.H.
i.g.hW.atermark.,.Cy.cleTime.,.CreateTime.,UserTime.,KernelTim.e.,Bas.ePriority.,P.eakV.irtualS.ize.,V.irtua.lS.ize.,PageF.
a.ult.C.o.u.nt, W.orkingS.e.tS.ize.,P.eakW.orkingsSetSize.,Qu.o.taP.eakP.agedP.o.0lUsag.e.,QuotaP.agedP.o.0lUsag.e.,QuotaP.e.
a.k.N.o.n.P.a.g.e.d.P.o.olUs.ag.e.,.Qu.o.taN.o.n.P.a.g.e.d.P.o.olUs.ag.e.,PagefileUs.ag.e., PeakPagefileUsage.,PrivateP.agecC.o.un.
t.,.R.e.a.d.O.p.eratio.nC.o.u.nt, WriteO.p.eration.C.ount, O.therO.perationcC.ount, ReadTransferCo.unt,WriteT.ransfercC.o.u.
n.t,.O.therTransfer.C.o.unt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERA686.tmp.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\System32\svchost.exe
data

dropped

13340

2.6936467116346887
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERA686.tmp.txt

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

false

96:9GiZYWjEnRhvlYGYHOWhpH8YEZI0t8iyZwow8wPDaaP/i0u/klcc3:9jZD3RJ6GaP/pu/Tcc3

02CC4555D4076B2561FFAF2402BEADA4

72991E38FE5CAG3E91344F18EC141FEA3539F7B8

5FC8923EE6CEGEE3476A77681C769297B12ACCF8B8B5805E550DCEAF67EL4FED
7F3558855CA25450509466CDBF661AAE4B48F907C1992A0577012FA9FC126F2DE2FEEE6D6B0724E58520BC80559B78AE158E7C175ACD913F4C962057CDB3CA2

false

B..T.imerRes.olution. ... ... .. .. . . 1.5.6.2.5.0....B...P.@.0.€.5..Z.8. . . 4.0.9.6.....B...N.L
m.b.e.r.O0.f.P.h.y.s.i.c.alP.a.g.e.s. .. ce.........1.0483.15...B.Lowes.tPhysicalPageNumber ...... ... .. ... 1.
....B...H|ghestPhyS|caIPageNumber 0.2 131.0.7.1.9.. B Allo.cationGranularity. ..o
.6.5.5.3.6.....B...M.i.n.im.um.U.s.eor.M.o.d.e.Ad.d.re.s.s. o S ..6.5.,5.3.6.....B..M.ax.imumuU.s.erModeAddress.................

.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B..Ac.tiv.e.P.r.o.c.e.s.s.o.r. sAff i.n.i. ty M a.s. k

C:\ProgramData\Microsoft\Windows\WER\Temp\WERCFF9.tmp.csv

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

49504

3.051206324644155

false

1536:RdH8h/422deJczInsZfyxvPxXNsO9zY p50rIDAOFaeosU8wWNkJICEBAKf:RdH8h/422deJczInsZfyxvPxXNnQU7Ts
EF3F085EDE7002C660EFA32DD6212C3F

73D67037A2DE85977BC34573E067E938516DD8A9
1A1193CDCE1E9AE0A69FB900016BIF6FDE79161D4E976CF6C4EAB7CACICF39B2
F2582A8656DBCFCB9FBB1586E343F278DDF4DBDE3B028336B6F4850E8C0825F55B1A22DDBC8C65FELA36EA7561A261376D58BD057C4495A550114A7BF516507

false

l.m.a.g.e.N.am.e.,.U.niqu.eP.ro.ce.s.s.ld, Numb.erO.fThreads.,W.o.rkingS.etPrivatesS.ize.,HardFaultCount,Numb.erOfThrea.d.s.H.
i.g.hW.atermark.,.CycleTime.,.CreateTime.,UserTime.,KernelTim.e.,Bas.e.Priority.,.PeakV.irtualSize.,V.irtualS.ize.,.P.ag.e.F.
a.u.lt.C.o.u.nt., W.orking.S.etS.ize., .PeakW.orkingS.etSize.,.QuotaP.eakP.agedP.o.0.lUsage.,QuotaP.agedP.o.0lUs.ag.e.,QuotaP.e.
a.k.N.o.n.P.a.g.e.d.P.o.o.l.Us.a.g.e.,.Q.u.o.t.a.N.o.n.P.a.g.e.d.P.0.0lUs.a.g.e.,.P.agefileUs.ag.e.,PeakP.ag.efileUs.ag.e.,PrivateP.ag.e.C.o.un.
t.,.R.e.a.d.O.p.eratio.n.C.o.unt, Write.O.p.eratio.n.C.o.unt, O.ther0O.p.eration.C.ount, ReadTransfercC.o.unt, WriteTran.s.ferC.o.u.
n.t.,.O.the.rT.ransfer.C.o.u.nt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERD410.tmp.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

13340

2.6943056660058997

false
96:9GiZYWU590vyYZYDWgwhHQVYEZUvtriBIZQKoi8wgh2fgaXggANT7Ivr3:9jZDo+nyEkthGgaXggANOvr3
F92759062A0F6E1CA57BFFFDDDBF4D27

43EF626ED3601ACAC280BDA7C1244163FBB28B83
3DA9A14BD37D23C810F20B36517E5F60B59B0C20605A797270F13BB69D3903FD

2FO0A9BB83A01F69D49D1E5C541B646BB42E1D6BD2C3F6B2A096E5C5B7AE1682CF3E6304829A931B08069925DE3B5274C99DD97109FCA2AAFADADSEFDCB222E
43

false

B.TimerRes.olution ............ . ... ... ... ........ 156.25.0....B.PageSize ... ... .. 4.0.9.6.....B..N.L
m.b.e.r.OfP.hys.icalPages. ... ..1.0.4.8.3.15...B..Low.es.tP.hysicalP.ageNumb.er . ....
....B...H|ghestPhy3|caIPageNumber ..1.3.1.0.7.1.9....B..Allo.cationGranularity. ........... ... .. o0
.6.5.5.3.6.....B..M.i.n.imum.Us.erM.o.deAddre.s.s. B Ca ..6.55.3.6....B..M.aximumUserModeAddress.................
.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B..Ac.tiv.e.P.r.o.c.e.s.s.0.r.s. Aff i.n.i. ty M as.k. .

C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\FontCache\Fonts\Download-1.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

C:\Windows\System32\svchost.exe

ASCII text, with no line terminators

dropped

55

4.306461250274409

false

3:YDQRWuU83XfAW2fHbY:YMRI83Xt2f7Y

DCA83F08D448911A14C22EBCACC5AD57
91270525521B7FE0D986DB19747F47D34B6318AD
2B4B2D4A06044AD0OBD2AE3287CFCBECD90B959FEB2F503AC258D7C0A235D6FE9

96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE66254EFD701E8FDIE9ID867A2C8ABEB4C482738291B715D4965A0D2412663FDF1EE6CBCOBAIFBA
A
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C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\FontCache\Fonts\Download-1.tmp

Malicious:

Preview:

false

{"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\Temp\MpCmdRun.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Windows Defender\MpCmdRun.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

modified

7250

3.1655472251388366

false
96:cEj+AbCEH+AbuEAc+AbhGEA+AbNEe+Ab/Ee+AbPE6WI+AbIWTE6+Aby:cY+38+DJc+iGr+MZ+65+6tg+ECV+v
C9E5773BFBBFBF5BF211AC9EAEFC2C37

5F8266E69272284DF7BD609F20F995A7FFC01221
4BC5CFF69044A20C22EC1B65DE02042C5A6FB5B968F8319094047CF20A89E513
14248A940984CC2D96F4A1ASFEAE5103F3EFE355BEEBB21810177D6713985E50C77152BC2D64DC4F705B04405BE064F2D7B182ECB1BE3C3B94DAB3D1C927CB

false

........................................................................................................................................................................................ M.p.C.m.d.R.u.n.;. .C.o.om.m.a.n.d. .L.i.n.e.:.
MCo\Pro.gram. Files\W..nd.ow.s. .D.efender\mp.cmdrun.exe." -wdenab.le... Start Time.. .. Thu . Jun . 27..20.109..0.1.:.29..
4.9......... M.p.E.n.s.ur.e.P.ro.ce.s.s.M.itig.atio.nP.olicy.. hr .= .0x1..W.D.E.nab.le..ERROR.. MpW.D.Enable(TRUE). faile.d..(.8.0.0.7.
0.4.E.C)....M.p.C.m.d.R.u.n... .E.nd. . T.iim.e... .. T.hu. .. Jun. .. 2.7...2.0.1.9. .0.1.:.2.9.:.4.9..

C:\Windows\ServiceProfiles\NetworkService\AppDatalLocal\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20211202_ 080449 032.etl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

12288

3.8265123990755723

false
96:PCOU/0+RV5T59G2YCXCv4I2IzIkCe4isT2/YFzxUMCy6JRTYSNEUMCWY5GUMCTl+:KIJHFsD2XMECtRCkCeC40C9Cs
AEADFFF9416C65D6239813A510D345EE

1CED2893980CC958158B72FD3CA598BA1162F084
204B04665534F5497E88C076489CFIB052DF25E80A1EFFD5DC7666AE300D3B54

D1AS5EEF7AG66A1C62891AFOED9EA2C2BBEGEA7ADI9348638804BB26C6BDB8BI3FFCDB1FCB74A48CES51C42235263FCA4ABC72BCE890F77AE90654CB121D890FE
EAA

false

................................................. LMK B Zb e @020 AL 2.1 20
@tzres.dll,.-211.... / 8. f.GS.........8.6.9.6. E.A.C4.-1.2.88.-4.2.88.-A4EE.-49.EE431B.0.ADJ9..C.
\W.in.d.ows\S.eruv.iceProfiles\Netw.o.rkS.ervicelAp.pD.atallLo.cal\Micros.oft\Windows\D.eliv.eryO.p.timizationl\Lo.gs.\d.
0.5.v.c..2.0.2.1.1.2.0.2._.0.8.0.4.4.9._.0.3.2...e.tl

C:\Windowsl\appcompat\Programs\Amcache.hve

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

1572864

4.264930724718149

false
12288:UU8BNAfh3anj70LUrkgt4sP7vz1nGgXFbiFdALIRG+fmOPGjbk4FDjmBZt:j8NAfh3anj7OLUrWAFBt
BBDCB8D777F9BFDBFEAFO086ADF129A6E

9DBCAAB60636EBD6A7509263D65DD4EC78D5D756
6FEC9121A69815D374B284A7DA85901775086091B2FB173845F6529A7F443166

EA03D139C5D0CB98768E2D60286E29CICFCCO58E65ABFCA41E70A68895F348AB8FC36E663770D331FEEEA8478FCABFSECAS935ECE77E8C066F4D9583EBAES7E
E9

false

regfR...R..p\. oo e VApop.Coomepaat\.Poro.grams\Am.ca.che..hve. 4. ... .Ed. ... . E.. .5 ... E¢'mm.S. ...,

C:\Windows\appcompat\Programs\Amcache.hve.LOG1

Process:
File Type:
Category:

C:\Windows\SysWOW64\WerFault.exe
MS Windows registry file, NT/2000 or above
dropped
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C:\Windows\appcompat\Programs\Amcache.hve.LOG1

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

16384
3.05442335548835

false

192:CIY2Y 1loxkbRpbZhYb5FSE9IMgXyQVWnxuYW2oaKge8mxwpeuN5X:UtbhCk5TXQnxuf2oaPmxwpeuN5X

99D2EFABDBC2BAFB543A7C624892087D
87B3DB69B85989D8A1DCD92CB529EAEBOD893290

7F2C869A40CC4ED4D7F9006470DCE72122DA0B5CB2AB6249A5441C541756987A

C7691CFO0BE2FC711D669C24A7A2416093D00A46FCAAOE3CE8FB60A15378D505209527ECE1879504976A38C1EBFOB47949A0BESD8CBF5CD87AAGA18EAGA458C!

A

false
regfQ...Q...p.\.
................. HVLE.>.....Q.

332c3ae}......nk ..[.S.
TR WritePermissionsCheck....... p...

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:

Entrypoint Section:

Digitally signed:

Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

Copyright Joe Security LLC 2021

74f0e4ecccdceOed

0x1001a401
text
false
0x10000000

windows gui

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

7.067333612631272

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

e Generic Win/DOS Executable (2004/3) 0.20%

e DOS Executable Generic (2002/1) 0.20%

e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%

5i3yQOSqTm.dll

372736

1e3db971ac31b856864c12b55bcc4435
8f47d8c2d75df496a20b5ddaec949f9524c60a66

dflaec18655ffd091bac7e217ad7334c30d99bd906ec926
9d0a38c5¢92267fbd

66f9cf44cc85cha27c2194ae0803bd3914926763455a387
1b5c452720a5815bf04aba4753dde4ffa274e7abb98f2591
ac24543201bcc74ce2485805ac9352¢99

6144:qRsMh9YQWtcgA70wgF7nJyq6CQK+kIVDRjudJ
Mrt32fFcRmXIeIXjWMmAD:cvm9YOHFLPRQKqV4epR
mxAVAD

is program cannot be run in DOS mode....$........0...Q...
Q..Q.E#..Q.E#..Q.E#..Q./$..Q..5..Q...$..Q..$..Q.
E#..Q..Q..Q..Q...Q../$..Q../$...Q..Rich.Q....

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL, LARGE_ADDRESS_AWARE

DYNAMIC_BASE, NX_COMPAT

0x61A7100E [Wed Dec 1 06:02:54 2021 UTC]

0x1000c500
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General

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name Virtual Address

text 0x1000

.rdata 0x28000

.data 0x5a000

.pdata  0x5c000

.reloc 0x5d000

Imports

Exports

Network Behavior

No network behavior found

Virtual Size

0x264f4

0x313fa

0x1844

0x66¢

0x1bb0

Code Manipulations

Statistics

Behavior

)

System Behavior

Click to jump to process

Raw Size

0x26600

0x31400

0xe00

0x800

0x1c00

Xored PE

False

False

False

False

False

o o O o o

609402ef170a35cc0e660d7d95ac10ce

ZLIB Complexity
0.546620521173

0.822468868972

0.270647321429

0.3583984375

0.784598214286

File Type

data

data

data

data

data

Entropy
6.29652715831

7.43224405131

2.60881097454

2.21689595795

6.62358237634

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Analysis Process: loaddll32.exe PID: 1860 Parent PID: 6116

General

Start time:
Start date:
Path:
Copyright Joe Security LLC 2021

00:04:15
02/12/2021

C:\Windows\System32\loadd|I32.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

loaddlI32.exe "C:\Users\user\Desktop\5i3yQOSqTm.dll"

0x11c0000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E

true

true

C, C++ or other language

.

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.568855686.0000000000DA0000.00000040.00000010.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.568855686.0000000000DA0000.00000040.00000010.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.569090954.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.569090954.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.570083613.0000000000DA0000.00000040.00000010.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.570083613.0000000000DA0000.00000040.00000010.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.570281269.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.570281269.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.593746221.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.593746221.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.593529130.0000000000DA0000.00000040.00000010.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.593529130.0000000000DA0000.00000040.00000010.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.592478741.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.592478741.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000002.622171924.00000000000A0000.00000040.00000010.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000002.622171924.00000000000A0000.00000040.00000010.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000002.622274934.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000002.622274934.0000000000F7C000.00000004.00000020.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.592320940.0000000000DA0000.00000040.00000010.sdmp, Author:
Joe Security

Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.592320940.0000000000DA0000.00000040.00000010.sdmp, Author:
Joe Security

Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 4956 Parent PID: 1860

General

Start time: 00:04:15

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\cmd.exe

Copyright Joe Security LLC 2021
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\5i3yQOSqTm.dlI" #1
0x150000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 2892 Parent PID: 1860

General

Start time: 00:04:15

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundlI32.exe C:\Users\user\Desktop\5i3yQOSqTm.dll,Control_RunDLL
0xfc0000

61952 bytes

D7CA562BODB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000002.00000003.520020229.00000000006CC000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000003.520020229.00000000006CC000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000002.00000002.547175169.00000000005B0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000002.547175169.00000000005B0000.00000040.00000010.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: rundli32.exe PID: 4668 Parent PID: 4956
General
Start time: 00:04:15
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

rundll32.exe "C:\Users\user\Desktop\5i3yQOSqTm.dll"#1
0xfc0000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000003.00000002.527531884.0000000000A90000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.527531884.0000000000A90000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.527507715.00000000008BA000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: svchost.exe PID: 988 Parent PID: 556
General
Start time: 00:04:17
Start date: 02/12/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS
0x7ff797770000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 2952 Parent PID: 1860

General

Start time: 00:04:20

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

true

rundll32.exe C:\Users\user\Desktop\5i3yQOSqTm.dll,ajkaibu
0xfc0000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.568532914.0000000000C8A000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000005.00000002.568102560.0000000000B00000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.568102560.0000000000B00000.00000040.00000010.sdmp, Author:
Joe Security

high

Analysis Process: svchost.exe PID: 5116 Parent PID: 556

General

Copyright Joe Security LLC 2021
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Start time: 00:04:27

Start date: 02/12/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
Imagebase: 0x7ff797770000
File size: 51288 bytes
MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior

Analysis Process: rundll32.exe PID: 4548 Parent PID: 1860

General

Start time: 00:04:28

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundlI32.exe C:\Users\user\Desktop\5i3yQOSqTm.dll,akyncbgolimj

Imagebase: 0xfc0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.567804185.000000000315A000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.567601226.0000000000E10000.00000040.00000010.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:

00000007.00000002.567601226.0000000000E10000.00000040.00000010.sdmp, Author:
Joe Security

Reputation: high

Analysis Process: svchost.exe PID: 5276 Parent PID: 556

General

Start time: 00:04:42

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Registry Activities Show Windows behavior

f 1
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Analysis Process: svchost.exe PID: 4144 Parent PID: 556

General

Start time: 00:04:50

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k NetworkService -p
Imagebase: 0x7ff797770000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: SgrmBroker.exe PID: 5044 Parent PID: 556

General

Start time: 00:05:14

Start date: 02/12/2021

Path: C:\Windows\System32\SgrmBroker.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\SgrmBroker.exe
Imagebase: 0x7ff7024e0000

File size: 163336 bytes

MD5 hash: D3170A3F3A9626597EEE1888686E3EAG
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: svchost.exe PID: 3520 Parent PID: 556

General
Start time: 00:05:33
Start date: 02/12/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc
Imagebase: 0x7ff797770000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: high
Registry Activities Show Windows behavior

Analysis Process: rundll32.exe PID: 844 Parent PID: 4668

General

Start time: 00:06:20
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Start date:
Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\5i3yQOSgTm.dII",Control_
RunDLL

0xfc0000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundll32.exe PID: 1748 Parent PID: 2892

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

00:06:21

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Tormivkitze\hbajscvbpn.eld
" Bvsmkekla

0xfc0000

61952 bytes
D7CA562BODB4F4DD0OF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.654498844.0000000000F60000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000010.00000002.654498844.0000000000F60000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_ Emotet_1, Description: Yara detected Emotet, Source:
00000010.00000002.654439419.0000000000CFA000.00000004.00000020.sdmp, Author:

Joe Security
Analysis Process: rundll32.exe PID: 5840 Parent PID: 2952
General
Start time: 00:06:35
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\5i3yQOSqgTm.dII"*,Control_
RunDLL
Imagebase: 0x7ff64e5e0000
File size: 61952 bytes
MDS5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

true
true

C, C++ or other language

Show Windows behavior

Analysis Process: rundll32.exe PID: 2092 Parent PID: 4548
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

00:06:39

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\5i3yQOSgTm.dII",Control_
RunDLL

0xfc0000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 1400 Parent PID: 556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Registry Activities

00:06:41

02/12/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k WerSvcGroup
0x7ff797770000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Show Windows behavior

Analysis Process: WerFault.exe PID: 5004 Parent PID: 1400

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

00:06:41

02/12/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -pss -s 468 -p 1860 -ip 1860
0x10e0000

434592 bytes

9E2BBACAD48ECCAS55C0230D63623661B

true

true

C, C++ or other language

Analysis Process: WerFault.exe PID: 4896 Parent PID: 1860

General
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Start time: 00:06:43

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 1860 -s 304

Imagebase: 0x10e0000

File size: 434592 bytes

MDS5 hash: 9E2B8BACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
File Activities Show Windows behavior
File Created
File Deleted
File Written
Registry Activities Show Windows behavior
Key Created

Key Value Created

Analysis Process: MpCmdRun.exe PID: 2932 Parent PID: 3520

General

Start time: 00:06:45

Start date: 02/12/2021

Path: C:\Program Files\Windows Defender\MpCmdRun.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Windows Defender\mpcmdrun.exe” -wdenable

Imagebase: 0x7ff7189b0000

File size: 455656 bytes

MD5 hash: A267555174BFA53844371226F482B86B

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language
File Activities Show Windows behavior
File Written

Analysis Process: conhost.exe PID: 5028 Parent PID: 2932

General

Start time: 00:06:45

Start date: 02/12/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
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Has elevated privileges:
Has administrator privileges:

Programmed in:

true
false

C, C++ or other language

Analysis Process: svchost.exe PID: 1208 Parent PID: 556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

00:06:48
02/12/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p

0x7ff797770000
51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true
true

C, C++ or other language

Show Windows behavior

Analysis Process: WerFault.exe PID: 4404 Parent PID: 1400

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

00:06:52
02/12/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -pss -s 564 -p 1860 -ip 1860

0x10e0000
434592 bytes

9E2BBACAD48ECCAS55C0230D63623661B

true
true

C, C++ or other language

Analysis Process: WerFault.exe PID: 2576 Parent PID: 1860

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

00:06:54
02/12/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 1860 -s 348

0x10e0000
434592 bytes

9E2BBACAD4BECCAS55C0230D63623661B

true
true

C, C++ or other language

Analysis Process: svchost.exe PID: 6000 Parent PID: 556
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

00:06:55

02/12/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff797770000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 736 Parent PID: 1748

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

00:07:21

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Tormivkitze\hbajscvbpn.eld
", Control_RunDLL

0xfc0000

61952 bytes
D7CA562BODB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000001F.00000002.784894715.0000000000D60000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000001F.00000002.784894715.0000000000D60000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000001F.00000003.772094317.0000000000C4B000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000001F.00000003.772094317.0000000000C4B000.00000004.00000001.sdmp, Author:

Joe Security
Analysis Process: svchost.exe PID: 2960 Parent PID: 556
General
Start time: 00:07:23
Start date: 02/12/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff797770000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Analysis Process: svchost.exe PID: 5884 Parent PID: 556
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General

Start time: 00:07:47

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\svchost.exe -k wsappx -p -s AppXSvc
Imagebase: 0x7ff797770000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 1568 Parent PID: 556

General

Start time: 00:07:54

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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