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Windows Analysis Report efELSMI5R4.dll

Overview

General Information

Sample 
Name:

efELSMI5R4.dll

Analysis ID: 532312

MD5: 1ec5996508211a…

SHA1: ede146abf146c0d…

SHA256: 2933137a5e251f4…

Tags: 32 dll exe trojan

Infos:

Most interesting Screenshot:

Detection

EmotetEmotet

Score: 72

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected EmotetYara detected Emotet

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (noChanges security center settings (no……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crashOne or more processes crash

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows foldDeletes files inside the Windows fold……

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/FireChecks if Antivirus/Antispyware/Fire……

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows directDrops PE files to the windows direct……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

loaddll32.exe (PID: 7084 cmdline: loaddll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll" MD5: 72FCD8FB0ADC38ED9050569AD673650E)

cmd.exe (PID: 7104 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

rundll32.exe (PID: 7140 cmdline: rundll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll",#1 MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 6752 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll",Control_RunDLL MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
rundll32.exe (PID: 4892 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Luvyipkowrkroyzm\ogjmypdycx.tqu",YATH MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
rundll32.exe (PID: 7128 cmdline: rundll32.exe C:\Users\user\Desktop\efELSMI5R4.dll,Control_RunDLL MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 6092 cmdline: rundll32.exe C:\Users\user\Desktop\efELSMI5R4.dll,ajkaibu MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 6956 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll",Control_RunDLL MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
rundll32.exe (PID: 5032 cmdline: rundll32.exe C:\Users\user\Desktop\efELSMI5R4.dll,akyncbgollmj MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 6952 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll",Control_RunDLL MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
WerFault.exe (PID: 5240 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 7084 -s 344 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

svchost.exe (PID: 7152 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 5824 cmdline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbService MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 2336 cmdline: c:\windows\system32\svchost.exe -k unistacksvcgroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

wermgr.exe (PID: 5096 cmdline: "C:\Windows\system32\wermgr.exe" "-outproc" "0" "572" "2276" "2168" "2272" "0" "0" "2268" "0" "0" "0" "0" "0"  MD5: 

FF214585BF10206E21EA8EBA202FACFD)
svchost.exe (PID: 6524 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6588 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

WerFault.exe (PID: 1244 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 476 -p 7084 -ip 7084 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

WerFault.exe (PID: 2228 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 536 -p 7084 -ip 7084 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

svchost.exe (PID: 6692 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

SgrmBroker.exe (PID: 6940 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EA6)

svchost.exe (PID: 2884 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

cleanup

No configs have been found

Process Tree

Yara Overview
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

E-Banking Fraud:

Yara detected Emotet

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)

Lowering of HIPS / PFW / Operating System Security Settings:

Changes security center settings (notifications, updates, antivirus, firewall)

Stealing of Sensitive Information:

Source Rule Description Author Strings

00000003.00000002.516956813.0000000000600000.00000
040.00000010.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000003.00000002.516956813.0000000000600000.00000
040.00000010.sdmp

JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

00000000.00000000.629962254.0000000000CC
C000.00000004.00000020.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000000.00000000.629962254.0000000000CC
C000.00000004.00000020.sdmp

JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

00000000.00000000.545400007.0000000000CC
C000.00000004.00000020.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Click to see the 35 entries

Source Rule Description Author Strings

0.0.loaddll32.exe.920000.0.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

0.0.loaddll32.exe.920000.0.unpack JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

0.0.loaddll32.exe.cd3b40.4.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

0.0.loaddll32.exe.cd3b40.4.unpack JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

0.0.loaddll32.exe.cd3b40.10.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Click to see the 71 entries

Memory Dumps

Unpacked PEs
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Yara detected Emotet

Mitre Att&ck Matrix
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Logon Script
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Process
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NTDS Virtualization/Sandbox
Evasion 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Deobfuscate/Decode
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LSA
Secrets

Process Discovery 2 SSH Keylogging Data
Transfer
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Manipulate
Device
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Replication
Through
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Launchd Rc.common Rc.common Hidden Files and
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Domain
Credentials
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Discovery 2

VNC GUI Input
Capture

Exfiltration
Over C2
Channel
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Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Obfuscated Files or
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Discovery 1 3

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol
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Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Rundll32 1 Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) File Deletion 1 /etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data
Staged

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols Rogue Cellular
Base Station

Behavior Graph
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Behavior Graph
ID: 532312

Sample: efELSMI5R4.dll

Startdate: 02/12/2021

Architecture: WINDOWS

Score: 72

Multi AV Scanner detection
for submitted file Yara detected Emotet

loaddll32.exe

1

        started       

svchost.exe

        started       

svchost.exe

4

        started       

7 other processes

cmd.exe

1

        started       

rundll32.exe

        started       

rundll32.exe

        started       

2 other processes

Changes security center
settings (notifications,

updates, antivirus,
firewall)

WerFault.exe

        started       

WerFault.exe

        started       

rundll32.exe

        started       

rundll32.exe

2

        started       

rundll32.exe

        started       

rundll32.exe

2

        started       
Hides that the sample
has been downloaded

from the Internet (zone.identifier)

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

rundll32.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

efELSMI5R4.dll 20% Virustotal Browse

efELSMI5R4.dll 18% ReversingLabs Win32.Infostealer.Convage
nt

No Antivirus matches

Source Detection Scanner Label Link Download

3.2.rundll32.exe.600000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

0.0.loaddll32.exe.920000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

13.2.rundll32.exe.6d0000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

0.0.loaddll32.exe.920000.5.unpack 100% Avira HEUR/AGEN.1110387 Download File

0.2.loaddll32.exe.920000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

0.0.loaddll32.exe.920000.9.unpack 100% Avira HEUR/AGEN.1110387 Download File

8.2.rundll32.exe.2fd0000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

2.2.rundll32.exe.32d0000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

7.2.rundll32.exe.30a0000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

0.0.loaddll32.exe.920000.3.unpack 100% Avira HEUR/AGEN.1110387 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 8 of 24
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 532312

Start date: 02.12.2021

Start time: 00:55:55

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 26s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: efELSMI5R4.dll

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Run name: Run with higher sleep bypass

Number of analysed new started processes 
analysed:

23

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal72.troj.evad.winDLL@37/12@0/0

EGA Information: Failed

HDC Information: Successful, ratio: 25.3% (good quality ratio 23.6%)
Quality average: 72.6%
Quality standard deviation: 27.2%

HCA Information: Successful, ratio: 77%
Number of executed functions: 0
Number of non-executed functions: 0

15.2.rundll32.exe.3460000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

Source Detection Scanner Label Link Download

No Antivirus matches

Source Detection Scanner Label Link

crl.m 0% URL Reputation safe

https://dynamic.t 0% URL Reputation safe

No contacted domains info

No contacted IP infos

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Copyright Joe Security LLC 2021 Page 9 of 24



Cookbook Comments: Adjust boot time
Enable AMSI
Sleeps bigger than 120000ms are automatically reduced to 1000ms
Found application associated with file extension: .dll

Warnings:

No simulations

No context

No context

No context

No context

No context

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppHang_NcbService_c3fd3c3f830283a6ba0c7e839e220c16a1c8146_00000000_138b2837\Repo
rt.wer
Process: C:\Windows\System32\wermgr.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.8231951723067327

Encrypted: false

SSDEEP: 96:H1MrC1MYSgGgkgOpXItJ+HbHgS3gePnMXh88WAfbNkqKjibkUDvLgWRN1mDjTcuo:OrCStgY1jwHggN/u7siS274ltB

MD5: 369DDD6A00F461839364CE0A5618C350

SHA1: 47A3F4FF7AE18ED07FFEDDB6570C3B3C681D0225

SHA-256: 1794860678438E4CDDC19A5F9CD6F85CA20FEFD3107FC9656CC4F2C07313AE78

SHA-512: AEA5D45B3601BABFA6A5F8012A57D404B69CE0A69B8863369860A97BBECB099675000DB6EE58C4B5B0A4F91DC1EDD7E45D06B33FB2A06FF7993A5D9399E0D1
F7

Malicious: false

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.S.e.r.v.i.c.e.H.a.n.g.....E.v.e.n.t.T.i.m.e.=.1.3.2.8.2.9.0.9.0.8.8.7.7.2.1.3.8.8.....R.e.p.o.r.t.T.y.p.e.=.3.....C.o.n.s.e.n.t.=.1.....R.e.p.o.r.
t.I.d.e.n.t.i.f.i.e.r.=.c.9.b.8.1.d.f.0.-.3.7.2.1.-.4.3.5.b.-.9.5.b.9.-.0.7.5.8.e.4.a.3.e.b.a.d.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.6.c.0.-.0.0.0.0.-
.0.0.1.c.-.3.f.e.5.-.0.f.8.a.5.a.e.7.d.7.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.0.f.5.1.9.f.e.e.c.4.8.6.d.e.8.7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0.!.0.0.0.0.6.6.0.b.7.6.b.
6.f.b.8.0.2.4.1.7.d.5.1.3.a.d.c.9.6.7.c.5.c.a.f.7.7.f.c.2.b.a.c.6.!.s.v.c.h.o.s.t...e.x.e.....T.a.r.g.e.t.A.p.p.V.e.r.=.2.0.5.6././.1.2././.1.2.:.0.8.:.2.8.:.3.4.!.1.7.e.f.9.!.s.v.c.h.o.s.t.
..e.x.e.....B.o.o.t.I.d.=.4.2.9.4.9.6.7.2.9.5.....T.a.r.g.e.t.A.s.I.d.=.3.9.0.....I.s.F.a.t.a.l.=.4.2.9.4.9.6.7.2.9.5.....R.e.s.p.o.n.s.e...t.y.p.e.=.4.....S.i.g.[.0.]...N.a.m.e.=.S.e.r.v.i.c.e. 
.N.a.m.e.....S.i.g.[.0.]...V.a.l.u.e.=.N.c.b.

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER1D8A.tmp.txt
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 13340

Entropy (8bit): 2.6949263738165645

Encrypted: false

SSDEEP: 96:9GiZYWVlM3JRGcYMYJWdHJYEZCytk0ikOffawrRrcaO1Oeq6IOV3:9jZDXArAZtcaO1OeqtOV3

MD5: 3CFC69CBB869D5499841608AE3588E17

SHA1: DA00EC700D01F00D344000EE51ABC2A49C1A814A

SHA-256: E4FA4612A40EF26E4F177E82AD82519E610B5BC429D829AA5460EEBFAA5E2FFA

SHA-512: 77ADBA72D5757AB4AD5922DC042684C5F87A375AEE3C1A6347419CD0F412EAAFA3975B47F75421FD3BC2B304FBE514B0D5E6A1EDCA3E48EF905B8804DB5CB5
1A

Malicious: false

Preview:
B...T.i.m.e.r.R.e.s.o.l.u.t.i.o.n. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1.5.6.2.5.0.....B...P.a.g.e.S.i.z.e. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .4.0.9.6.....B...N.u.
m.b.e.r.O.f.P.h.y.s.i.c.a.l.P.a.g.e.s. . . . . . . . . . . . . . . . . . . . . . . . . . .1.0.4.8.3.1.5.....B...L.o.w.e.s.t.P.h.y.s.i.c.a.l.P.a.g.e.N.u.m.b.e.r. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1.
....B...H.i.g.h.e.s.t.P.h.y.s.i.c.a.l.P.a.g.e.N.u.m.b.e.r. . . . . . . . . . . . . . . . . . . . . . .1.3.1.0.7.1.9.....B...A.l.l.o.c.a.t.i.o.n.G.r.a.n.u.l.a.r.i.t.y. . . . . . . . . . . . . . . . . . . . . . . . . . . . 
.6.5.5.3.6.....B...M.i.n.i.m.u.m.U.s.e.r.M.o.d.e.A.d.d.r.e.s.s. . . . . . . . . . . . . . . . . . . . . . . . . . . .6.5.5.3.6.....B...M.a.x.i.m.u.m.U.s.e.r.M.o.d.e.A.d.d.r.e.s.s. . . . . . . . . . . . . . . . . 
.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B...A.c.t.i.v.e.P.r.o.c.e.s.s.o.r.s.A.f.f.i.n.i.t.y.M.a.s.k. . . . . . .

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE4A6.tmp.WERInternalMetadata.xml
Process: C:\Windows\System32\wermgr.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 4890

Entropy (8bit): 3.7073303275852574

Encrypted: false

SSDEEP: 96:RtIU6o7r3GLt3i0phGtGxDtYr74SfV4dKggBCaMEt4Lm:Rrl7r3GLNi0phGtGvYr74SfCpk6m

MD5: 34BE64BCB8B363705C9C4DA551D47538

SHA1: 4A81A84910CE26D211E115DBEFDA3FED99CAD71F

SHA-256: D5B7EFB56A60F985FFACE77BD8A454D652B99C91E9C4110082326AA7F5EC5DC1

SHA-512: 01B2DB0AF928200AFAD8F970EBE00585EE7869F1F5664C31FC71878EA26C0248A0A0E8CC876F820561A6506AD920B5B934649F8D3A305B7621410722ED0FDCA2

Malicious: false

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.5.8.2.4.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE7F3.tmp.xml
Process: C:\Windows\System32\wermgr.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4310

Entropy (8bit): 4.423803269239469

Encrypted: false

SSDEEP: 48:cvIwSD8zsjJgtBI9NZWSC8BD8fm8M4JFKfY2xAFPdyq8veY2xqhO8OPd:uITf9roSNCJFKf/0dWe/qk8OPd

MD5: 469C4FEC7B84FC0C4E04F5CC72603CA6

SHA1: B5F92BD7A45D92CAB8CBF0D17605A89B19B7C9FB

SHA-256: 78A1F6800DAA14B8195C02AA14ACC00A670D22D595FCCDF800073D50C2EB4A96

SHA-512: E1265916EA8FFC9D8A780F0FE14B2C006CDC062719F5C413CE4CA30B01278341B604BC09E36700A9865FE8605E3656AAF4580F31F57A903DF6C9A43064F7C1BD

Malicious: false

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1279808" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\ProgramData\Microsoft\Windows\WER\Temp\WERECA5.tmp.csv
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 49232

Entropy (8bit): 3.0460235056418297

Encrypted: false
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SSDEEP: 1536:TQH7IpGvba/ceMGHPHnfGqFzRqpxeyR0KUSKO1Xkz9:TQH7IpGvba/ceMGHPHnfGqFzRKxeyR0f

MD5: 21C83691B1D67BB0E7EE91722BE9C739

SHA1: 54ADC2702FC200682B0DF13D9B04FA71CB94471E

SHA-256: A064274F9A1F1DDAAE130873BE491779757288A60EED61772FBEC169B8D80D78

SHA-512: C6D8BEDAAEB84AD2A039611E142B39D567FDC83603B73920040D62F92C52AFC3B1DF2784EDC48929C86327850BD6652300A2EAECDF5978A4804D18A9BA7FD2F
9

Malicious: false

Preview:
I.m.a.g.e.N.a.m.e.,.U.n.i.q.u.e.P.r.o.c.e.s.s.I.d.,.N.u.m.b.e.r.O.f.T.h.r.e.a.d.s.,.W.o.r.k.i.n.g.S.e.t.P.r.i.v.a.t.e.S.i.z.e.,.H.a.r.d.F.a.u.l.t.C.o.u.n.t.,.N.u.m.b.e.r.O.f.T.h.r.e.a.d.s.H.
i.g.h.W.a.t.e.r.m.a.r.k.,.C.y.c.l.e.T.i.m.e.,.C.r.e.a.t.e.T.i.m.e.,.U.s.e.r.T.i.m.e.,.K.e.r.n.e.l.T.i.m.e.,.B.a.s.e.P.r.i.o.r.i.t.y.,.P.e.a.k.V.i.r.t.u.a.l.S.i.z.e.,.V.i.r.t.u.a.l.S.i.z.e.,.P.a.g.e.F.
a.u.l.t.C.o.u.n.t.,.W.o.r.k.i.n.g.S.e.t.S.i.z.e.,.P.e.a.k.W.o.r.k.i.n.g.S.e.t.S.i.z.e.,.Q.u.o.t.a.P.e.a.k.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.P.e.
a.k.N.o.n.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.N.o.n.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.P.a.g.e.f.i.l.e.U.s.a.g.e.,.P.e.a.k.P.a.g.e.f.i.l.e.U.s.a.g.e.,.P.r.i.v.a.t.e.P.a.g.e.C.o.u.n.
t.,.R.e.a.d.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.W.r.i.t.e.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.O.t.h.e.r.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.R.e.a.d.T.r.a.n.s.f.e.r.C.o.u.n.t.,.W.r.i.t.e.T.r.a.n.s.f.e.r.C.o.u.
n.t.,.O.t.h.e.r.T.r.a.n.s.f.e.r.C.o.u.n.t.,.H.a.n.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERECA5.tmp.csv

C:\Users\user\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.10999621725422179

Encrypted: false

SSDEEP: 12:264Xm/Ey6q9995rIq3qQ10nMCldimE8eawHjc8:26pl68tdLyMCldzE9BHjc8

MD5: 0D823330F13DC97B3087A389FF22002E

SHA1: 32863EB78B7F1D10B2A84461FB8C0ADB84DA3F08

SHA-256: 0592EAFC505C7D769310FBDEB1B6C9C6AF219DC2DEE4581457043C34A6BC23CB

SHA-512: E33E3CE122758118CFF21895A8A3D1413738CAB848E8339CC92803983F73C8D99A2ADE902DE09F8D3A8EAEC93950D58D92352C01B998F1D9189D58034385B653

Malicious: false

Preview:
.................................................................................... ...B..6.....................B..............Zb..................................................@.t.z.r.e.s...d.l.l.,.-.2.1.2.........................................
..............@.t.z.r.e.s...d.l.l.,.-.2.1.1............................................................o]v~..... ......w .Z...........S.y.n.c.V.e.r.b.o.s.e...C.:.\.U.s.e.r.s.\.h.a.r.d.z.\.A.p.p.D.a.t.a.\.L.o.c.a.l.\.p.a.
c.k.a.g.e.s.\.A.c.t.i.v.e.S.y.n.c.\.L.o.c.a.l.S.t.a.t.e.\.D.i.a.g.O.u.t.p.u.t.D.i.r.\.S.y.n.c.V.e.r.b.o.s.e...e.t.l...........P.P..... ......6..............................................................................
..............................................................................................................................................................................................................................................................................
........................................

C:\Users\user\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.112605537514197

Encrypted: false

SSDEEP: 12:zXm/Ey6q9995rO1miM3qQ10nMCldimE8eawHza1miII:ql68tO1tMLyMCldzE9BHza1tII

MD5: B6D8B32C8DB818530C88B7D70C0CB6F1

SHA1: B23B13C8B617E1B654566F8E41B503D411336994

SHA-256: 385AA4B4EF7E08F867863C0B783ED41C1A219294EC0CB616DF8CFFA49C69CCE9

SHA-512: E7235B8FA40600D48518ABDC3D80E6B8725C6B45EB4F73D96CF36613EE3184CEB0ADA14DD52ED3BF8EB8C572B7080310BEF385FB57EA7E647FC630C8529CF4
BE

Malicious: false

Preview:
.................................................................................... ......6.....................B..............Zb..................................................@.t.z.r.e.s...d.l.l.,.-.2.1.2.........................................
..............@.t.z.r.e.s...d.l.l.,.-.2.1.1............................................................o]v~..... ......w .Z...........U.n.i.s.t.a.c.k.C.i.r.c.u.l.a.r...C.:.\.U.s.e.r.s.\.h.a.r.d.z.\.A.p.p.D.a.t.a.\.L.o.c.
a.l.\.p.a.c.k.a.g.e.s.\.A.c.t.i.v.e.S.y.n.c.\.L.o.c.a.l.S.t.a.t.e.\.D.i.a.g.O.u.t.p.u.t.D.i.r.\.U.n.i.s.t.a.c.k.C.i.r.c.u.l.a.r...e.t.l.......P.P..... ...j..6..............................................................
..............................................................................................................................................................................................................................................................................
........................................

C:\Users\user\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.11253967095173796

Encrypted: false

SSDEEP: 12:aW9Xm/Ey6q9995F1mK2P3qQ10nMCldimE8eawHza1mKuWV:a3l68T1iPLyMCldzE9BHza1n

MD5: 53DF375759499AE134F652CD4E2DD71B

SHA1: F891C9950130540C1A5AF7A290F400D48261C4A1

SHA-256: 74011A237DF2625DCFDBA0D7A9266CE9B0CEF34C89A57DC327D22C685E22042D

SHA-512: 75EEEA9AD6DB0A2E96C85A089EC07B763AD725536FF7F52C450FA3199703647A33B9F11C6CCD73010947DBD22C709D17BB06CE1F673B9849C55BD86D6F79431D

Malicious: false
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Preview:
.................................................................................... ....=.6.....................B..............Zb..................................................@.t.z.r.e.s...d.l.l.,.-.2.1.2.........................................
..............@.t.z.r.e.s...d.l.l.,.-.2.1.1............................................................o]v~..... ......P..Z...........U.n.i.s.t.a.c.k.C.r.i.t.i.c.a.l...C.:.\.U.s.e.r.s.\.h.a.r.d.z.\.A.p.p.D.a.t.a.\.L.o.c.
a.l.\.p.a.c.k.a.g.e.s.\.A.c.t.i.v.e.S.y.n.c.\.L.o.c.a.l.S.t.a.t.e.\.D.i.a.g.O.u.t.p.u.t.D.i.r.\.U.n.i.s.t.a.c.k.C.r.i.t.i.c.a.l...e.t.l.......P.P..... ...LE.6..............................................................
..............................................................................................................................................................................................................................................................................
........................................

C:\Users\user\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl

C:\Users\user\AppData\Local\packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl.0001 (copy)
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.10999621725422179

Encrypted: false

SSDEEP: 12:264Xm/Ey6q9995rIq3qQ10nMCldimE8eawHjc8:26pl68tdLyMCldzE9BHjc8

MD5: 0D823330F13DC97B3087A389FF22002E

SHA1: 32863EB78B7F1D10B2A84461FB8C0ADB84DA3F08

SHA-256: 0592EAFC505C7D769310FBDEB1B6C9C6AF219DC2DEE4581457043C34A6BC23CB

SHA-512: E33E3CE122758118CFF21895A8A3D1413738CAB848E8339CC92803983F73C8D99A2ADE902DE09F8D3A8EAEC93950D58D92352C01B998F1D9189D58034385B653

Malicious: false

Preview:
.................................................................................... ...B..6.....................B..............Zb..................................................@.t.z.r.e.s...d.l.l.,.-.2.1.2.........................................
..............@.t.z.r.e.s...d.l.l.,.-.2.1.1............................................................o]v~..... ......w .Z...........S.y.n.c.V.e.r.b.o.s.e...C.:.\.U.s.e.r.s.\.h.a.r.d.z.\.A.p.p.D.a.t.a.\.L.o.c.a.l.\.p.a.
c.k.a.g.e.s.\.A.c.t.i.v.e.S.y.n.c.\.L.o.c.a.l.S.t.a.t.e.\.D.i.a.g.O.u.t.p.u.t.D.i.r.\.S.y.n.c.V.e.r.b.o.s.e...e.t.l...........P.P..... ......6..............................................................................
..............................................................................................................................................................................................................................................................................
........................................

C:\Users\user\AppData\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl.0001 (copy)
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.112605537514197

Encrypted: false

SSDEEP: 12:zXm/Ey6q9995rO1miM3qQ10nMCldimE8eawHza1miII:ql68tO1tMLyMCldzE9BHza1tII

MD5: B6D8B32C8DB818530C88B7D70C0CB6F1

SHA1: B23B13C8B617E1B654566F8E41B503D411336994

SHA-256: 385AA4B4EF7E08F867863C0B783ED41C1A219294EC0CB616DF8CFFA49C69CCE9

SHA-512: E7235B8FA40600D48518ABDC3D80E6B8725C6B45EB4F73D96CF36613EE3184CEB0ADA14DD52ED3BF8EB8C572B7080310BEF385FB57EA7E647FC630C8529CF4
BE

Malicious: false

Preview:
.................................................................................... ......6.....................B..............Zb..................................................@.t.z.r.e.s...d.l.l.,.-.2.1.2.........................................
..............@.t.z.r.e.s...d.l.l.,.-.2.1.1............................................................o]v~..... ......w .Z...........U.n.i.s.t.a.c.k.C.i.r.c.u.l.a.r...C.:.\.U.s.e.r.s.\.h.a.r.d.z.\.A.p.p.D.a.t.a.\.L.o.c.
a.l.\.p.a.c.k.a.g.e.s.\.A.c.t.i.v.e.S.y.n.c.\.L.o.c.a.l.S.t.a.t.e.\.D.i.a.g.O.u.t.p.u.t.D.i.r.\.U.n.i.s.t.a.c.k.C.i.r.c.u.l.a.r...e.t.l.......P.P..... ...j..6..............................................................
..............................................................................................................................................................................................................................................................................
........................................

C:\Users\user\AppData\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl.0001mo (copy)
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.11253967095173796

Encrypted: false

SSDEEP: 12:aW9Xm/Ey6q9995F1mK2P3qQ10nMCldimE8eawHza1mKuWV:a3l68T1iPLyMCldzE9BHza1n

MD5: 53DF375759499AE134F652CD4E2DD71B

SHA1: F891C9950130540C1A5AF7A290F400D48261C4A1

SHA-256: 74011A237DF2625DCFDBA0D7A9266CE9B0CEF34C89A57DC327D22C685E22042D

SHA-512: 75EEEA9AD6DB0A2E96C85A089EC07B763AD725536FF7F52C450FA3199703647A33B9F11C6CCD73010947DBD22C709D17BB06CE1F673B9849C55BD86D6F79431D

Malicious: false

Preview:
.................................................................................... ....=.6.....................B..............Zb..................................................@.t.z.r.e.s...d.l.l.,.-.2.1.2.........................................
..............@.t.z.r.e.s...d.l.l.,.-.2.1.1............................................................o]v~..... ......P..Z...........U.n.i.s.t.a.c.k.C.r.i.t.i.c.a.l...C.:.\.U.s.e.r.s.\.h.a.r.d.z.\.A.p.p.D.a.t.a.\.L.o.c.
a.l.\.p.a.c.k.a.g.e.s.\.A.c.t.i.v.e.S.y.n.c.\.L.o.c.a.l.S.t.a.t.e.\.D.i.a.g.O.u.t.p.u.t.D.i.r.\.U.n.i.s.t.a.c.k.C.r.i.t.i.c.a.l...e.t.l.......P.P..... ...LE.6..............................................................
..............................................................................................................................................................................................................................................................................
........................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20211202_085826_059.etl
Process: C:\Windows\System32\svchost.exe

Copyright Joe Security LLC 2021 Page 13 of 24



Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi

ndows

Entropy (8bit): 7.0673433889863775

TrID: Win32 Dynamic Link Library (generic) (1002004/3) 
99.60%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: efELSMI5R4.dll

File size: 372736

MD5: 1ec5996508211a8d174a1a09d6289463

SHA1: ede146abf146c0dfdb88431dfecf5cc80b267335

SHA256: 2933137a5e251f44b2e6d2cc919c8a679651a76b900b3b
9e2b06edc73b64e5e6

SHA512: 796194f3fa1b90a732fd2e567f6b3acd2443282e5c3c1d6
9db3f619b2285f5526e2059ac5ecfb47467cdec1539e3a0
d936d83679677e67b87ee7573406f720bd

SSDEEP: 6144:qRsMh9YQWtcgA70wgF7nJye6CQK+kIVDRjudJ
Mrt32fFcRmXIeJXjWMmAD:cvm9Y0HFLTRQKqV4epR
mxAvAD

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........0...Q...
Q...Q..E#...Q..E#...Q..E#...Q../$...Q...$...Q...$...Q...$...Q.
.E#...Q...Q...Q...Q...Q../$...Q../$...Q..Rich.Q.........

File Icon

Icon Hash: 74f0e4ecccdce0e4

File Type: data

Category: dropped

Size (bytes): 8192

Entropy (8bit): 3.3895914623692858

Encrypted: false

SSDEEP: 96:IgCOpmo+mU5UY94/YYECYxI2ltskUt4aXT2cjFzYNMCBdJRDhj5H:ix3evZ2wRZCFx

MD5: 2777080E9DDA6D90C01649DEBFC9F6CE

SHA1: C6C64DA7B78A79C073BB6BB7858E3C7BA4C75441

SHA-256: 4247C9B65C9C97A08786505773A25991F44D73F6AC64EEE7389658F9906AA2C4

SHA-512: F9BF6AB9B69D7FD163FADF0D5DB3988F6BC8B45573C4AA454DC34E56128EA28737090B956E6DDA18AE1555A2954D6CA7358A1BB055DA3F3897E38D881D55B52
5

Malicious: false

Preview:
.... ... ....................................... ...!...............................|...?0B......................B..............Zb... ... ..........................................@.t.z.r.e.s...d.l.l.,.-.2.1.2.........................................
..............@.t.z.r.e.s...d.l.l.,.-.2.1.1..................................................................... ........Z...........8.6.9.6.E.A.C.4.-.1.2.8.8.-.4.2.8.8.-.A.4.E.E.-.4.9.E.E.4.3.1.B.0.A.D.9...C.:
.\.W.i.n.d.o.w.s.\.S.e.r.v.i.c.e.P.r.o.f.i.l.e.s.\.N.e.t.w.o.r.k.S.e.r.v.i.c.e.\.A.p.p.D.a.t.a.\.L.o.c.a.l.\.M.i.c.r.o.s.o.f.t.\.W.i.n.d.o.w.s.\.D.e.l.i.v.e.r.y.O.p.t.i.m.i.z.a.t.i.o.n.\.L.o.g.s.\.d.o
.s.v.c...2.0.2.1.1.2.0.2._.0.8.5.8.2.6._.0.5.9...e.t.l.........P.P.....|...?0B..................................................................................................................................................................
...................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20211202_085826_059.etl

General
Entrypoint: 0x1001a401

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x10000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL, LARGE_ADDRESS_AWARE

DLL Characteristics: DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x61A7100E [Wed Dec  1 06:02:54 2021 UTC]

TLS Callbacks: 0x1000c500

Static PE Info
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No network behavior found

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

CLR (.Net) Version:

OS Version Major: 6

OS Version Minor: 0

File Version Major: 6

File Version Minor: 0

Subsystem Version Major: 6

Subsystem Version Minor: 0

Import Hash: 609402ef170a35cc0e660d7d95ac10ce

General

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x264f4 0x26600 False 0.546620521173 data 6.29652715831 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x28000 0x313fa 0x31400 False 0.822468868972 data 7.4322686519 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x5a000 0x1844 0xe00 False 0.270647321429 data 2.60881097454 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.pdata 0x5c000 0x66c 0x800 False 0.3583984375 data 2.21689595795 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.reloc 0x5d000 0x1bb0 0x1c00 False 0.784598214286 data 6.62358237634 IMAGE_SCN_CNT_INITIALIZED_DA
TA, 
IMAGE_SCN_MEM_DISCARDABLE, 
IMAGE_SCN_MEM_READ

Network Behavior

Start time: 00:56:46

Entrypoint Preview

Data Directories

Sections

Imports

Exports

Analysis Process: loaddll32.exe PID: 7084 Parent PID: 5316Analysis Process: loaddll32.exe PID: 7084 Parent PID: 5316

General
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File ActivitiesFile Activities

Start date: 02/12/2021

Path: C:\Windows\System32\loaddll32.exe

Wow64 process (32bit): true

Commandline: loaddll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll"

Imagebase: 0x9b0000

File size: 893440 bytes

MD5 hash: 72FCD8FB0ADC38ED9050569AD673650E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000000.629962254.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.629962254.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000000.545400007.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.545400007.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000000.620091364.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.620091364.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000002.685885620.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000002.685885620.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000000.535753712.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.535753712.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000000.605013673.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.605013673.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000000.666094116.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.666094116.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000000.666680634.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.666680634.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000000.590946343.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.590946343.0000000000920000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000002.686580217.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000002.686580217.0000000000CCC000.00000004.00000020.sdmp, 
Author: Joe Security

Reputation: high

Show Windows behavior

Start time: 00:56:46

Analysis Process: cmd.exe PID: 7104 Parent PID: 7084Analysis Process: cmd.exe PID: 7104 Parent PID: 7084

General
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File ActivitiesFile Activities

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll",#1

Imagebase: 0xd80000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 00:56:47

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\efELSMI5R4.dll,Control_RunDLL

Imagebase: 0xce0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000002.00000003.497340032.00000000033D2000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000002.00000002.518881595.00000000032D0000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000002.00000002.518881595.00000000032D0000.00000040.00000010.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Start time: 00:56:47

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe  "C:\Users\user\Desktop\efELSMI5R4.dll",#1

Imagebase: 0xce0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 7128 Parent PID: 7084Analysis Process: rundll32.exe PID: 7128 Parent PID: 7084

General

Analysis Process: rundll32.exe PID: 7140 Parent PID: 7104Analysis Process: rundll32.exe PID: 7140 Parent PID: 7104

General
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Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000003.00000002.516956813.0000000000600000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000003.00000002.516956813.0000000000600000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000003.00000002.516978960.000000000068A000.00000004.00000020.sdmp, Author: 
Joe Security

Reputation: high

File ActivitiesFile Activities

Start time: 00:56:47

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 00:56:48

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbService

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 00:56:49

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k unistacksvcgroup

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: false

Analysis Process: svchost.exe PID: 7152 Parent PID: 572Analysis Process: svchost.exe PID: 7152 Parent PID: 572

General

Analysis Process: svchost.exe PID: 5824 Parent PID: 572Analysis Process: svchost.exe PID: 5824 Parent PID: 572

General

Analysis Process: svchost.exe PID: 2336 Parent PID: 572Analysis Process: svchost.exe PID: 2336 Parent PID: 572

General
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File ActivitiesFile Activities

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 00:56:51

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\efELSMI5R4.dll,ajkaibu

Imagebase: 0xce0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000007.00000002.564256085.00000000030A0000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.564256085.00000000030A0000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.569478783.000000000316A000.00000004.00000020.sdmp, Author: 
Joe Security

Reputation: high

Start time: 00:56:55

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\efELSMI5R4.dll,akyncbgollmj

Imagebase: 0xce0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000008.00000002.518906170.000000000345A000.00000004.00000020.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000008.00000002.518853652.0000000002FD0000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000008.00000002.518853652.0000000002FD0000.00000040.00000010.sdmp, Author: 
Joe Security

Reputation: high

Analysis Process: rundll32.exe PID: 6092 Parent PID: 7084Analysis Process: rundll32.exe PID: 6092 Parent PID: 7084

General

Analysis Process: rundll32.exe PID: 5032 Parent PID: 7084Analysis Process: rundll32.exe PID: 5032 Parent PID: 7084

General

Analysis Process: wermgr.exe PID: 5096 Parent PID: 572Analysis Process: wermgr.exe PID: 5096 Parent PID: 572

General
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File ActivitiesFile Activities

Start time: 00:58:08

Start date: 02/12/2021

Path: C:\Windows\System32\wermgr.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\system32\wermgr.exe" "-outproc" "0" "572" "2276" "2168" "2272" "0" "0" "2268" 
"0" "0" "0" "0" "0" 

Imagebase: 0x7ff73afe0000

File size: 209312 bytes

MD5 hash: FF214585BF10206E21EA8EBA202FACFD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Registry ActivitiesRegistry Activities

Start time: 00:58:09

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 00:58:10

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k WerSvcGroup

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 6524 Parent PID: 572Analysis Process: svchost.exe PID: 6524 Parent PID: 572

General

Analysis Process: svchost.exe PID: 6588 Parent PID: 572Analysis Process: svchost.exe PID: 6588 Parent PID: 572

General

Analysis Process: svchost.exe PID: 6692 Parent PID: 572Analysis Process: svchost.exe PID: 6692 Parent PID: 572

General
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Start time: 00:58:26

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k NetworkService -p

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

File ActivitiesFile Activities

Start time: 00:58:30

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll",Control_
RunDLL

Imagebase: 0xce0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000D.00000003.665545793.00000000008F9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000D.00000003.665545793.00000000008F9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000D.00000002.669521657.00000000006D0000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000D.00000002.669521657.00000000006D0000.00000040.00000010.sdmp, Author: 
Joe Security

Show Windows behavior

Start time: 00:58:34

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll",Control_
RunDLL

Imagebase: 0xce0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 6752 Parent PID: 7140Analysis Process: rundll32.exe PID: 6752 Parent PID: 7140

General

File DeletedFile Deleted

Analysis Process: rundll32.exe PID: 6956 Parent PID: 6092Analysis Process: rundll32.exe PID: 6956 Parent PID: 6092

General
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File ActivitiesFile Activities

Start time: 00:58:37

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\efELSMI5R4.dll",Control_
RunDLL

Imagebase: 0xce0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000F.00000002.667708514.0000000003460000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000F.00000002.667708514.0000000003460000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000F.00000003.665849147.00000000034DA000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000F.00000003.665849147.00000000034DA000.00000004.00000001.sdmp, Author: 
Joe Security

Show Windows behavior

Start time: 00:58:38

Start date: 02/12/2021

Path: C:\Windows\System32\SgrmBroker.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\SgrmBroker.exe

Imagebase: 0x7ff6211b0000

File size: 163336 bytes

MD5 hash: D3170A3F3A9626597EEE1888686E3EA6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 00:58:42

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -pss -s 476 -p 7084 -ip 7084

Imagebase: 0x8e0000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 6952 Parent PID: 5032Analysis Process: rundll32.exe PID: 6952 Parent PID: 5032

General

Analysis Process: SgrmBroker.exe PID: 6940 Parent PID: 572Analysis Process: SgrmBroker.exe PID: 6940 Parent PID: 572

General

Analysis Process: WerFault.exe PID: 1244 Parent PID: 6588Analysis Process: WerFault.exe PID: 1244 Parent PID: 6588

General
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Registry ActivitiesRegistry Activities

Start time: 00:58:50

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Show Windows behavior

Start time: 00:58:53

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -pss -s 536 -p 7084 -ip 7084

Imagebase: 0x8e0000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 00:59:48

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Luvyipkowrkroyzm
\ogjmypdycx.tqu",YATH

Imagebase: 0xce0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 00:59:48

Analysis Process: svchost.exe PID: 2884 Parent PID: 572Analysis Process: svchost.exe PID: 2884 Parent PID: 572

General

Analysis Process: WerFault.exe PID: 2228 Parent PID: 6588Analysis Process: WerFault.exe PID: 2228 Parent PID: 6588

General

Analysis Process: rundll32.exe PID: 4892 Parent PID: 6752Analysis Process: rundll32.exe PID: 4892 Parent PID: 6752

General

Analysis Process: WerFault.exe PID: 5240 Parent PID: 7084Analysis Process: WerFault.exe PID: 5240 Parent PID: 7084

General
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Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Disassembly

Code Analysis

Copyright Joe Security LLC

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit):

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 7084 -s 344

Imagebase:

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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