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Windows Analysis Report 916Q89rlYD
Overview

General Information Detection

Sample 916Q89rlYD (renamed file
Name: extension from none to dll) MALICIOUS

Analysis ID: 532417

Classification

Found malware configuration

Multi AV Scanner detection for subm...

%)
«Q
=3
4
c
=
(1
7]

MDS: 5926d69e2574c7.. Yara detected Emotet
SHA1:
débf2dd4cbearfr.. Sigma detected: Emotet RunDLL32 ...
SHA256: 188f8280f0c7418.. : -
Changes security center settings (no...
Tries to detect virtualization through...
Infos: Q & EP

C2 URLs / IPs found in malware con...

Most interesting Screenshot:

Hides that the sample has been dow...

Uses 32bit: PE files:

88

Score: Contains functionality te checkiifiaid:..
Range: 0-100 Contains functionality'te guery/locales..
Whitelisted: false

X Deletesifiles inside the: Windows fold...
Confidence: 100%

Process Tree

= System is w10x64

e [ svchost.exe (PID: 3176 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
. == MpCmdRun.exe (PID: 6740 cmdline: "C:\Program Files\Windows Defender\mpcmdrun.exe" -wdenable MD5: A267555174BFA53844371226F482B86B)
. conhost.exe (PID: 6728 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ svchostexe (PID: 1472 cmdline: c:\windows\system32\svchost.exe -k unistacksvegroup MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B loaddli32.exe (PID: 5652 cmdline: loaddll32.exe "C:\Users\user\Desktop\916Q89rYD.dIl" MD5: 72FCD8FBOADC38ED9I050569AD673650E)
. cmd.exe (PID: 4896 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dllI",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 5404 cmdline: rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dII*#1 MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
. D rundll32.exe (PID: 6256 cmdline: C:\Windows\SysWOW&64\rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dlII*,Control_RunDLL MD5:
D7CA562B0DB4F4DD0OF03A89A1FDADG3D)
. D rundll32.exe (PID: 6608 cmdline: rundll32.exe C:\Users\user\Desktop\916Q89rlYD.dll,Control_RunDLL MD5: D7CA562B0ODB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 7000 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\SysWOW64\Rfxbrkhbotdrhg\gxhga.aas",mhtJsZIOSmOuZy MD5:
D7CA562B0DB4F4DD0OF03A89A1FDADG3D)
. D rundll32.exe (PID: 5876 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Rfxbrkhbotdrhg\qxhga.aas”,Control_RunDLL MDS5:
D7CA562B0DB4F4DD0OF03A89A1FDADG3D)
o D rundli32.exe (PID: 3640 cmdline: rundll32.exe C:\Users\user\Desktop\916Q89rlYD.dIl,agrwghxohbh MDS5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
o D rundll32.exe (PID: 4244 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dlI*,Control_RunDLL MDS5:
D7CA562B0DB4F4DD0OF03A89A1FDADG3D)
. D rundll32.exe (PID: 4336 cmdline: rundll32.exe C:\Users\user\Desktop\916Q89rlYD.dll,aoydsyidkopcdbcv MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6E3D)
o D rundll32.exe (PID: 6784 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dlI*,Control_RunDLL MDS5:
D7CA562B0DB4F4DD0OF03A89A1FDADG3D)
o D rundli32.exe (PID: 6832 cmdline: C:\Windows\SysWOW&64\rundlI32.exe "C:\Users\user\Desktop\916Q89rlYD.dlI",Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDADG3D)
o [E1 svchostexe (PID: 5444 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
o [E1 svchostexe (PID: 6648 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
= cleanup

Malware Configuration

Threatname: Emotet
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"C2 list": [
"46.55.222.11:443",
"104.245.52.73:8080",
"41.76.108.46:8080",
"103.8.26.103:8080",
"185.184.25.237:8080",
"103.8.26.102:8080",
"203.114.109.124:443",
"45.118.115.99:8080",
"178.79.147.66:8080",
"58.227.42.236:80",
"45.118.135.203:7080",
"103.75.201.2:443",
"195.154.133.20:443",
"45.142.114.231:8080",
"212.237.5.209:443",
"207.38.84.195:8080",
"104.251.214.46:8080",
"212.237.17.99:8080",
"212.237.56.116:7080",
"216.158.226.206:443",
"110.232.117.186:8080",
"158.69.222.101:443",
"107.182.225.142:8080",
"176.104.106.96:8080",
"81.0.236.90:443",
"50.116.54.215:443",
"138.185.72.26:8080",
"51.68.175.8:8080",
"210.57.217.132:8080"

1,

"Public Key": [

"RUNLMSAAAADZz0zW1D14r9DVWzQpMKT588RDdy 7BPILP6ATDOTL YMHKSWvrQ05s Lbmr10vZ2Pz+AQWzRMggQmAt06rPH7nyx2",
"RUNTMSAAAABAX352xNjcDDOfBno33Ln5t71eii+mofIPOXkNFOX1Mei1wCh481z97kBOmIjGGZXwar dnDXKxI8GCHGNTOPF 35"

Yara Overview

Memory Dumps

Source

0000000E.00000002.776047551.0000000001145000.00000
004.00000020.sdmp

00000008.00000002.655536066.00000000033A
A000.00000004.00000020.sdmp

00000002.00000002.658455070.0000000000890000.00000
040.00000010.sdmp

0000000E.00000002.776604050.00000000049F0000.00000
040.00000001.sdmp

00000002.00000002.658369304.000000000079B000.00000
004.00000020.sdmp

Unpacked PEs

Source

2.2.loaddll32.exe.7beef0.0.unpack
8.2.rundlI32.exe.3340000.0.raw.unpack
7.2.rundll32.exe.990000.0.unpack
5.2.rundlI32.exe.f60000.0.unpack

14.2.rundll32.exe.49f0000.0.unpack

Sigma Overview

Copyright Joe Security LLC 2021

Rule Description Author Strings
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet
JoeSecurity Emotet_1  Yara detected Joe Security
Emotet

Click to see the 7 entries

Rule Description Author Strings
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet
JoeSecurity_Emotet_1 Yara detected Joe Security
Emotet

Click to see the 13 entries
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System Summary: | |

Sigma detected: Emotet RunDLL32 Process Creation

Jbx Signhature Overview

g

Click to jump to signature section

=

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

‘]

E-Banking Fraud:

‘]

Yara detected Emotet

K

System Summary:

Hooking and other Techniques for Hiding and Protection:

‘]

Malware Analysis System Evasion:

K

Lowering of HIPS | PFW | Operating System Security Settings:

‘]

Stealing of Sensitive Information:

=

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows Path Process Masquerading os System Time Remote Archive Exfiltration Encrypted Eavesdrop o
Accounts Management Interception  Injection Credential Discovery Services Collected  Over Other Channel Insecure
Instrumentation Dumping Data Network Network
Medium Communicat
Default Scheduled Boot or Boot or Logon Disable or Modify LSASS Query Registry Remote Data from  Exfiltration Application Exploit SS7 t
Accounts Task/Job Logon Initialization Tools Memory Desktop Removable Over Layer Redirect Pho
Initialization  Scripts Protocol Media Bluetooth  Protocol Calls/SMS
Scripts
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ID:
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Architecture:

Score:

— - e

Screenshots
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

View
Sort by
Refresh

Paste
Paste shortcut
Mew

1 Display settings
& Personalize

EFOYFBOL..

AG =
B

H 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
916Q89rlYD.dlII 28% Virustotal Browse
916Q89rlYD.dlII 29% ReversingLabs Win32.Trojan.Fragtor
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https://www.virustotal.com/gui/file/188f8280f0c74181710c91e91ebe026e1723c7a4b9f83f4b518c376528ce5e91/detection/f-188f8280f0c74181710c91e91ebe026e1723c7a4b9f83f4b518c376528ce5e91-1638430504

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs

Contacted Domains

No contacted domains info

Contacted IPs

Public

T

Domain Country Flag ASN ASN Name

=
2
8
o
c
7

Copyright Joe Security LLC 2021 Page 9 of 23



Domain

ASN Name Malicious

Country Flag

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
08:43:13

Copyright Joe Security LLC 2021

API Interceptor

34.0.0 Boulder Opal

532417

02.12.2021

08:41:15

CloudBasic

Oh 12m 14s

false

light

916Q89rlYD (renamed file extension from none to dll)
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
25

o o o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal88.troj.evad.winDLL@30/7@0/29
Failed

e Successful, ratio: 28.3% (good quality ratio 27.3%)
e Quality average: 72.8%
e Quality standard deviation: 24.4%

e Successful, ratio: 78%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Override analysis time to 240s for rundlI32

Show All

Description

1x Sleep call for process: MpCmdRun.exe modified

Page 10 of 23



Joe Sandbox View | Context

IPs

Match
195.154.133.20

212.237.17.99

Domains

No context

ASN

Match
ARUBA-ASNIT

Copyright Joe Security LLC 2021
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malicious
malicious
malicious
malicious
malicious
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malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
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Browse
Browse
Browse
Browse
Browse
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Browse
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Browse

Link

Browse
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Browse
Browse

Browse

Context

Context

212.237.56.116
212.237.56.116
94.177.217.88

94.177.217.88

212.237.56.116
212.237.56.116
212.237.56.116
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https://view.joesandbox.com/analysis/419482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419482/html/none?idtype=webid
https://view.joesandbox.com/analysis/419481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419481/html/none?idtype=webid
https://view.joesandbox.com/analysis/419368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419368/html/none?idtype=webid
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid
https://view.joesandbox.com/analysis/419355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419355/html/none?idtype=webid
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid
https://view.joesandbox.com/analysis/419482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419482/html/none?idtype=webid
https://view.joesandbox.com/analysis/419481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419481/html/none?idtype=webid
https://view.joesandbox.com/analysis/419368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419368/html/none?idtype=webid
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid
https://view.joesandbox.com/analysis/419355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419355/html/none?idtype=webid
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419013/html/none?idtype=webid
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419010/html/none?idtype=webid
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417797/html/none?idtype=webid
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417169/html/none?idtype=webid
https://view.joesandbox.com/analysis/419482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419482/html/none?idtype=webid
https://view.joesandbox.com/analysis/419481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419481/html/none?idtype=webid
https://view.joesandbox.com/analysis/419418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419418/html/none?idtype=webid
https://view.joesandbox.com/analysis/419416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419416/html/none?idtype=webid
https://view.joesandbox.com/analysis/419368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419368/html/none?idtype=webid
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid
https://view.joesandbox.com/analysis/419355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419355/html/none?idtype=webid

Match

OnlineSASFR

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
[]
73
o
Q,
2
@
-3
[
Q
3
-
®
2
o
3
®
c
a
[

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11008531207393801

false
12:26ezXm/Ey609995xgwtq3qQ10nMCIdimE8eawHjcVCv:26LI68KTLYMCIdzE9BHjcU
EBAD37723ECCE437DCEB6895B16B978F
AF549C3FE8BA32F509FCBFEC55AFBBD8364D5BED
C20FADD5AB15968B373325E5FC1AA8215A139C2C9C88D705B7D4DA950C032004

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

212.237.56.116
212.237.56.116
62.149.128.40
94.177.217.88
94.177.217.88
94.177.217.88
94.177.217.88
94.177.217.88
94.177.217.88
212.237.56.116
212.237.56.116
212.237.56.116

94.177.217.88
195.154.133.20
195.154.133.20
51.15.17.195
195.154.133.20
195.154.133.20
195.154.133.20
195.154.133.20
195.154.133.20
195.154.133.20
195.154.133.20
195.154.133.20
195.154.133.20
195.154.133.20
195.154.133.20
195.154.146.35
195.154.146.35
51.15.17.195
195.154.133.20
195.154.133.20
195.154.133.20

22665EE7D35F482BC8FEC8ABID7ACA5B51AC7BD08449F6877C19EF448A0C7C8F3726B1BAF699F7D3C36A503CA1CD1F61330D9E34EEF9011CEBCF97AB33C8A

54

false
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https://view.joesandbox.com/analysis/419346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid
https://view.joesandbox.com/analysis/419282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419282/html/none?idtype=webid
https://view.joesandbox.com/analysis/419281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419281/html/none?idtype=webid
https://view.joesandbox.com/analysis/419276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419276/html/none?idtype=webid
https://view.joesandbox.com/analysis/419272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419272/html/none?idtype=webid
https://view.joesandbox.com/analysis/419266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419266/html/none?idtype=webid
https://view.joesandbox.com/analysis/419263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419263/html/none?idtype=webid
https://view.joesandbox.com/analysis/419259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419259/html/none?idtype=webid
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid
https://view.joesandbox.com/analysis/419240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419240/html/none?idtype=webid
https://view.joesandbox.com/analysis/419482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419482/html/none?idtype=webid
https://view.joesandbox.com/analysis/419481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419481/html/none?idtype=webid
https://view.joesandbox.com/analysis/419404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419404/html/none?idtype=webid
https://view.joesandbox.com/analysis/419368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419368/html/none?idtype=webid
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid
https://view.joesandbox.com/analysis/419355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419355/html/none?idtype=webid
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419346/html/none?idtype=webid
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419337/html/none?idtype=webid
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419252/html/none?idtype=webid
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419248/html/none?idtype=webid
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419245/html/none?idtype=webid
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419236/html/none?idtype=webid
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419199/html/none?idtype=webid
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid
https://view.joesandbox.com/analysis/419112/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419112/html/none?idtype=webid
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419028/html/none?idtype=webid
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419026/html/none?idtype=webid
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419021/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl

Preview:

................................................................................ Ao OB Zb @t zires UL -2 20
.............. @.tzres.dll,.-21.1. JRRPRURIUPRUURIPN o FIRUPPPURIORS S ..S.y.n.cV.erb.ose..C:\Us.ers\hardz\Ap.p.D.atal\Lo.cal\p.a.
ckages\Act|veSync\LocaIState\D|agOutputD|r\Sycherbose...e.t.I ........... PPl s

C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11262727304653969

false
12:PszXm/Ey6q9995xgwrimiM3qQ10nMCldimE8eawHzalmilLhf:hl68kg1tMLyMCldzE9BHzaltl1
ED9864E52A88774BD60EAFA7TASEB570F
67DD04B3B12B0A6145F41BC6900C1C50AA5930BC

C24171AD56A98E4225F656 AECD44D0D852B890B81FAE1F96747C88AD8ID550D8
4560B9DDC97CE2A132E570DD668FACAG8E7EF2849103B0641A2BEB3A7B88EB7C1399D3542AAA751026F679252F6069FFE738ED536E74293C9FBO09EF2311522E

false

@.tzres.dll,.-2.1.2. ..,
.@.tz.res..d.lL . U.nistack.C.rcular..C:\Us.ers\hardz\Ap.p.D.atal\L.o.c.
al\packages\Act|veSync\LocaIState\D|agOutputDlr\Un|stackC|rcular etl

C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11254990682105491

false
12:XXm/Ey6q9995xgv1imK2P3qQ10nMCldimE8eawHzalmKMsl:Gl68kv1iPLyMCldzE9BHzal7!
90F51C27191C58D93378363C6D29C156
A3E23673A43DDD602E98COCOE128D5074A674E58
A20377CAB248FABA9A4AT24AEB53E332E8EB24E96FF5FB85ES275EECA37DALT7

5699536EB2633E5FDF494CE1F1406F8F9C289785CB3314C1DB6EFA1880B9B02C1D09ADE1498A375E5101AA0D5FFC6AF3BDES937A4D8A5948A2211EABY65507A
E

false

@tzres. . dll, 2,120
.U.nistackC.ri al..C..\Users\hardz\App.Datal\Lo.cal\p.a.
P.P.d..

.@.tzres.dll,.-21.1. .
ckages\ActlveSync\LocaIState\DlagOutputDlr\UnlstackCrltlcaI etl

C:\Users\user\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl.0001S (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11008531207393801

false
12:26ezXm/Ey6q9995xgwtq3qQ10nMCldimE8eawHjcVCv:26LI68kTLYyMCldzE9BHjcU
EBAD37723ECCE437DCEB6895B16B978F
AF549C3FE8BA32F509FCBFEC55AFBBD8364D5BED
C20FADD5AB15968B373325E5FC1AA8215A139C2C9C88D705B7D4DA950C032004

22665EE7D35F482BC8FEC8ABID7ACA45B51AC7BD08449F6877C19EF448A0C7C8F3726B1BAF699F7D3C36A503CA1CD1F61330D9E34EEF9011CEBCF97AB33C8A
54

false

@tzres.dllL,.~21.2 ...
.@.tzres..dll,.-21.1. . . S.y.n.c.V.erb.os.e..C:\Us.ers\hardz\AppD.atallLo.cal\pa.
ckages\Act|veSync\LocaIState\D|agOutputD|r\Sycherbose etl

C:\Users\user\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl.0001 (copy)

Process:

C:\Windows\System32\svchost.exe
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C:\Users\user\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl.0001 (copy)

File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

data

dropped

65536

0.11262727304653969

false

12:PszXm/Ey6q9995xgwrimiM3qQ10nMCldimE8eawHzalmilLhf:hl68kg1tMLYyMCldzE9BHzaltl1

ED9864E52A88774BD60EAFA7TASEB570F

67DD04B3B12B0A6145F41BC6900C1C50AA5930BC

C24171AD56A98E4225F656AECD44D0D852B890B81FAE1F96747C88AD8ID550D8
4560B9DDC97CE2A132E570DD668FACAGSE7EF2849103B0641A2BEB3A7B88EB7C1399D3542AAA751026F679252F6069FFE738ED536E74293C9FBO09EF2311522E

false

................................................................................ oo B Zb e @021 008 L 2,020,
.............. @.tzres.dll,.-21.1.. . P S ..UnistackcC.rcular..C:\Us.ers\hardz\Ap.pD.atalL.o.c.
al\packages\Act|veSync\LocaIState\D|agOutputDlr\Un|stackC|rcular eth....PPd...z...

C:\Users\luser\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl.0001.9 (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11254990682105491

false
12:XXm/Ey609995xgvimK2P3qQ10nMCldimE8eawHzalmKMsl:GI68kv1iPLyMCldzE9BHzal7|
90F51C27191C58D93378363C6D29C156
A3E23673A43DDD602E98COCIE128D5074A674E58
A20377CAB248FABAIAAAT24AEB53E332EBEB24E96FF5FBB5E5275EECA37DAL77

5699536EB2633E5FDF494CE1F1406F8F9C289785CB3314C1DB6EFA1880B9B02C1D09ADE1498A375E5101AA0D5FFC6AF3BDES937A4D8A5948A2211EABY65507A
E

false

@tz S AL 22120
itical.C.:\Us.ers\hardz\App.DatalLo.cal\p.a.

C:\Windows\ServiceProfiles\LocalService\AppData\Local\Temp\MpCmdRun.log

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Windows Defender\MpCmdRun.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

modified

9062

3.163120415181025

false
192:cY+38+DJI+ibJ6+i0JJ+H3N+WIT+EOtD+Ett3d+E3zt+8:j+s+v+b+P+m+0+Q+q+m+8
FATEE9684A8A5A874EE4DA3C6091EB39
AA092276312C2A66831D6BF87DAE08BDA4358496E
8DI9ESE1E54EAB1821DD2267E91A1IE0C2CD8BFD341ACA7494A577497ADDDF8F7E
7B6098B4288440F78DC3712748C5F0A73C9890E25DF50AB37BC15D020643A01177D82359B6E186345C99091CAE1B29CC13196D1315F99F89DA6186149A19DA97

false

........................................................................................................................................................................................ M.p.C.m.d.R.u.n... .C.oom.m.a.n.d. .L.i.n.e...
MCoA\Program. Files\W.nd.ow.s. .Defender\mp.cmdrun.exe.' -wdenab.le.. Start Time. . Thu. . Jun .27 .20.109..0.1.:29..

49....... M.p.E.n.s.ure.P.ro.cees.s.M.itig.atio.n.P.olicy.. hr. = .0x1..WD.Enab.le..ERRO. M.p.W.D.E.n.a.b.l.e.(T.R.U.E.). fa.ile.d. .(.8.0.0.7.
0.4.E.C))....M.p.C.m.d.R.u.n.;.. .E.n.d. .T.i.m.e... .. T.huu. .. J.un. .. 2.7...2.0.1.9. .0.1.:.2.9.:.4.9

Static File Info

General
File type:

Entropy (8bit):

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

7.196237382539224
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General
TrID:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address

text 0x1000

.rdata 0x3a000

.data 0x4d000

.rsrc 0x50000

.reloc 0x75000

Copyright Joe Security LLC 2021

Virtual Size
0x385cc

0x12520

0x23d4

0x24448

0x2d78

Raw Size
0x38600

0x12600

0x1600

0x24600

0x2e00

Xored PE

False

False

False

False

False

74f0e4ecccdceOed

0x10014c2e
text
false
0x10000000

windows gui

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

e Generic Win/DOS Executable (2004/3) 0.20%

e DOS Executable Generic (2002/1) 0.20%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

916Q89rlYD.dll

473600

5926d69e2574c7e31e45b7317c94f337
débf2dd4cbca7f77a9aleea84f795766a62f4517

188f8280f0c74181710c91e91ebe026e1723c7a4b9f83f4
b518c376528ce5e91

0d4c80efd85c3ec8d90367c7003f0476fa2dc28211af36¢
bleb2b5842c9543abd6e762f4d3619db5ae5c48029843a
2c9355fb3e915b7¢235bd05¢cc1332832ce7

12288:mFyGBDytNZAR5Myju+qQuj/J+7d6Dg8stHb1h:
mF92e/jEk78Dg8stIh

is program cannot be run in DOS mode....$.
o F WF.D UL UL UL R LR LR
TU.. .TU... .TU... ... ... .TU....

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DYNAMIC_BASE, NX_COMPAT

0x61A7B2E7 [Wed Dec 1 17:37:43 2021 UTC]

o o O o O o

057d91f9747659ff50a0558e0aed5a44

ZLIB Complexity

0.542072304601 data
0.497967155612 data
0.2265625 data
0.788874570447 data
0.740913722826 data

File Type

7.6756831368

6.57934659057

Entropy Characteristics

6.65370681685 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

5.51962067899 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

3.93138515856 IMAGE_SCN_CNT_INITIALIZED_DA

TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ
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Resources

Imports

Exports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Russian Russia

Network Behavior

No network behavior found

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: svchost.exe PID: 3176 Parent PID: 572

General

Start time: 08:42:09

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc
Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: false
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Programmed in:

C, C++ or other language

Reputation: high
Registry Activities Show Windows behavior
Analysis Process: svchost.exe PID: 1472 Parent PID: 572

General

Start time: 08:42:09

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k unistacksvcgroup
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

false

false

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: loaddll32.exe PID: 5652 Parent PID: 316

General

Start time: 08:42:09

Start date: 02/12/2021

Path: C:\Windows\System32\loaddll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

loaddll32.exe "C:\Users\user\Desktop\916Q89rlYD.dIl"
0x13d0000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000002.658455070.0000000000890000.00000040.00000010.sdmp, Author:

Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000002.658369304.000000000079B000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 4896 Parent PID: 5652
General
Start time: 08:42:10
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true

Commandline:

Copyright Joe Security LLC 2021

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dIl" #1
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0xd80000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 6608 Parent PID: 5652

General

Start time: 08:42:10

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundlI32.exe C:\Users\user\Desktop\916Q89rlYD.dll,Control_RunDLL
0x1230000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.617237063.0000000000F60000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.617302328.0000000001126000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Deleted
Analysis Process: rundll32.exe PID: 5404 Parent PID: 4896
General
Start time: 08:42:10
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

true

rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dlI" #1
0x1230000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.654161803.0000000003435000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.653952053.0000000003250000.00000040.00000010.sdmp, Author:
Joe Security

high

r
Copyright Joe Security LLC 2021
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Analysis Process: rundll32.exe PID: 3640 Parent PID: 5652

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

08:42:15

02/12/2021
C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\916Q89rlYD.dll,agrwghxohbh
0x1230000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.651572879.0000000000990000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.654095792.0000000000D5A000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 4336 Parent PID: 5652
General
Start time: 08:42:22
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundlI32.exe C:\Users\user\Desktop\916Q89rlYD.dll,aoydsyidkopcdbcv
0x1230000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000008.00000002.655536066.00000000033AA000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000008.00000002.655499530.0000000003340000.00000040.00000010.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: MpCmdRun.exe PID: 6740 Parent PID: 3176
General
Start time: 08:43:10
Start date: 02/12/2021
Path: C:\Program Files\Windows Defender\MpCmdRun.exe
Wow64 process (32bit): false
Commandline: "C:\Program Files\Windows Defender\mpcmdrun.exe" -wdenable
Imagebase: 0x7ff705ad0000
File size: 455656 bytes
MDS5 hash: A267555174BFA53844371226F482B86B

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright Joe Security LLC 2021

true
false
C, C++ or other language

high
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File Activities

File Written

Show Windows behavior

Analysis Process: conhost.exe PID: 6728 Parent PID: 6740

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:43:10

02/12/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

false

C, C++ or other language

Reputation: high
Analysis Process: rundll32.exe PID: 6256 Parent PID: 5404
General
Start time: 08:44:37
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dIl",Control_
RunDLL

0x1230000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundli32.exe PID: 7000 Parent PID: 6608

General

Start time: 08:44:40

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Rfxbrkhbotdrhqg\gqxhga.aas",
mhtJsZIOSmOuZy

0x1230000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000E.00000002.776047551.0000000001145000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000E.00000002.776604050.00000000049F0000.00000040.00000001.sdmp, Author:

Joe Security
Analysis Process: rundll32.exe PID: 4244 Parent PID: 3640
General
Start time: 08:44:51
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dIl",Control_
RunDLL

0x1230000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundli32.exe PID: 6784 Parent PID: 4336

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

08:45:01

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOWe64\rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dII",Control_
RunDLL

0x1230000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundll32.exe PID: 6832 Parent PID: 5652

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator privileges:
Copyright Joe Security LLC 2021

08:45:02

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\916Q89rlYD.dIl",Control_
RunDLL

0x1230000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true
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Programmed in:

File Activities

C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 5444 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

08:45:08

02/12/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 6648 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

08:45:44

02/12/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundli32.exe PID: 5876 Parent PID: 7000

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

08:45:58

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Rfxbrkhbotdrhg\gqxhga.aas",
Control_RunDLL

0x1230000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language
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Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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