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Windows Analysis Report https://pickap.acepickapart.c...
Overview

General Information Detection Signatures Classification

Sample URL:  http://https://pickap.acepic

kapart.com/hergsl/kut.gxs? F MALICIOUS ]

op=JFernandez@wickers
mith.com

Antivirus / Scanner detection for sub...
Phishing site detected (based on fav...
Analysis ID: 532715

Infos: n ;f il & L

Most interesting Screenshot:

Yara detected HtmIPhish10
Phishing site detected (based on log...

Phishing site detected (based on im...

B “ae

URL centains potential Pl (phishing.:

No/HiML title found
Outlook
HiVIL boedy: centains low/number: ofi...

HTMLPhisher

Submitbutten contains javascript call

-
Score: 72
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 2948 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation “https://pickap.acepickapart.com/hergsl/kut.gxs?
op=JFernandez@wickersmith.com MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 4580 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1560,8371606130546468176,16739999905795240130,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1920
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source Rule Description Author Strings
C:\Users\user\AppData\Local\Google\Chrome\User Dat JoeSecurity_HtmlIPhish_10 Yara detected Joe Security
a\Default\Cache\data_3 HtmlIPhish_10

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview
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g

Click to jump to signature section

AV Detection:

Antivirus | Scanner detection for submitted sample

Phishing:

Phishing site detected (based on favicon image match)

Yara detected HtmIPhish10

Mitre Att&ck Matrix

Initial Privilege  Defense Credential Lateral
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection
Valid Scripting Path Process Masquerading os System Remote Data from
Accounts Interception  Injection Credential = Service Services Local
Dumping  Discovery System
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from
Accounts Task/Job  Logon Logon Injection Memory  Window Desktop Removable
Initialization  Initialization Discovery Protocol Media
Scripts Scripts
Domain At (Linux)  Logon Script Logon Scripting Security  Query SMB/Windows Data from
Accounts (Windows)  Script Account  Registry Admin Shares Network
(Windows) Manager Shared
Drive
Local At Logon Script Logon Binary Padding NTDS System Distributed Input
Accounts (Windows) (Mac) Script Network Component  Capture
(Mac) Configuration Object Model
Discovery

Behavior Graph
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Legend:

D Process
D Signature

Behavior Graph D Created File
ID: 532715
URL: hitps:ipickap.acepickapar. SUEPIEIONE . DNS/IP Info
Startdate: 02/12/2021 CLEAN
Architecture:  WINDOWS [ ansovoum Is Dropped
Score: )

Is Windows Process

Number of created Registry Values

Number of created Files
[ e IV i
- - - s - e

Delphi

started

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

!

7 chromeexe s

c: i \data_3, datef{T)

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ pickap.acepickapart.com/hergsl/9cef6f3804526417cbaec8bd7ad485f3/?client_id=0000009918-0000-0slr-iw00-0000000008y=87SkZlcm5hbmRIekB3aWNrZX)z...

Chrome is being controlled by automated test software.

Outlook

©2020 Microsoft  Terms ofuse  Privacy & cookies

i O Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
http.// https://pickap.acepickapart.com/hergsl/kut.gxs?op=JFernandez@wickersmith.com 0% Virustotal Browse
http.// https://pickap.acepickapart.com/hergsl/kut.gxs?op=JFernandez@wickersmith.com 0% Avira URL Cloud safe
http:ifhttps://pickap.acepickapart.com/hergsl/kut.gxs?op=JFernandez@wickersmith.com 100% SlashNext Fake Login Page

type: Phishing &
Social usering

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs
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https://www.virustotal.com/gui/url/867982adba9bb9613e0a843394720602ccf5945d0d8955f1803a845aea681fe2/detection/u-867982adba9bb9613e0a843394720602ccf5945d0d8955f1803a845aea681fe2-1638459347

Source

http:ff
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7chaec8b47ad485f3/include/src/arrow_left_a9cc
2

http:ff
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/Mic_BG.jpg

http://https://acctcdn.msauth.net/lightweightsignuppackage_XHIZmGIS3g-Ac0QYFxaGDg2.js?v=1

http://https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/0-
small_138bcee6

http://https://pickap.acepickapart.com/hergsl/rcopy.phpSign

http:ff
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/microsoft_logo_
e

http://https://pickap.acepickapart.com/hergsl/rcopy.php2
http://https://pickap.acepickapart.com
http://https://acctcdn.msauth.net/oneds_ EMWt_IK9fDTY6ZqY6xYrUA2.js?v=1

http:ff
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/ellipsis_grey_2b

http://https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/0-
small_138bcee624fa04ef9b75e86211a9fe0d.jpg

http:ff
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/favicon_a_eupa
v

http:// pki.goog/repo/certs/gtsrl.der04
http://https://acctcdn.msauth.net/knockout_3.3.0_X1BYS2jZMbi7hfUj8VugFA2.js?v=1
http://https://pickap.acepickapart.com/hergsl/rcopy.php
http://https://acctcdn.msauth.net/jqueryshim_tGLkJ9mMWEbN2n0ToVG2gvQ2.js?v=1
http://https://acctcdn.msauth.net/images/2_vDOyppaJX3jBnfbHF1hgXQ2.svgZ
http://https://acctcdn.msauth.net/images/dropdown_caret_KXSZjGsyILZaoTf0sI9X-A2.svg
http://https://pickap.acepickapart.com/hergsl/9cef6f38045264f7chaec8b47ad485f3/include/src/mp.js
http://https://dns.google
http://https://acctcdn.msauth.net/datarequestpackage_h-_7C7UzwdefXJT9njDBTQ2.js
http://https://acctcdn.msauth.net/images/microsoft_logo_7lyNn7YkjJOPONWZNw6QvVQ2.svg
http://https://pickap.acepickapart.com/hergsl/9cef6f38045264f7chaec8b47ad485f3/include/src/css.cssM
http://https://www.google.com;

http://crl.pki.goog/gtsr1/gtsrl.crlowW

http://https://pki.goog/repository/0

hitp://
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7chaec8b47ad485f3/include/src/ellipsis_grey 2b
5d393db04a5e6e1f739ch266e65b4c.svg

http://https://acctcdn.msauth.net/

hitp://
https://aadcdn.msauth.net/ests/2.1/content/images/ellipsis_grey_5bc252567ef56db648207d9c36a9d004.

png

hitp://
https://aadcdn.msauth.net/ests/2.1/content/images/ellipsis_white_0ad43084800fd8b50a2576b5173746fe.

pn
http://crl.pki.goog/gsr1/gsrl.crl0;
http://https://acctcdn.msauth.net/lightweightsignuppackage_XHIZmGIS3g-Ac0QYFxaGDg2.js?v=1a
http://crls.pki.goog/gts1c3/moVDfISia2k.crl0

hitp://
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/arrow_left_a9cc
2824ef3517b6c4160dcf8ff7d410.svg

http:{/https://acctcdn.msauth.net/converged_ux_v2_kGcCYmUOrW3A6Zc7U108nw2.css?v=1

hitp://
https://aadcdn.msauth.net/ests/2.1/content/images/ellipsis_white_5ac590ee72bfe06a7cecfd75b588ad73.
sv

http:i/https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/?
client_id=0000009918-0000-0

http://
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/45_sgsjshsdggd
X

http:ff
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/ellipsis_white_5

Domains and IPs

Contacted Domains

Copyright Joe Security LLC 2021
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Name P Active Malicious Antivirus Detection Reputation

pickap.acepickapart.com 209.182.194.220 true false unknown
accounts.google.com 172.217.168.45 true false high
snilgl.wpc.alphacdn.net 152.199.21.175 true false unknown
clients.l.google.com 142.250.203.110 true false high
googlehosted.l.googleusercontent.com 142.250.203.97 true false high
passwordreset.microsoftonline.com unknown unknown false high
clients2.googleusercontent.com unknown unknown false high
signup.live.com unknown unknown false high
clients2.google.com unknown unknown false high
fpt.live.com unknown unknown false high
acctcdn.msauth.net unknown unknown false unknown
ajax.aspnetcdn.com unknown unknown false high
acctcdn.msftauth.net unknown unknown false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp:// false e Avira URL Cloud: safe unknown
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/Mic_

BG.jpg

http:ifhttps://acctcdn.msauth.net/lightweightsignuppackage_XHIZmGIS3g- false e Avira URL Cloud: safe unknown
AcOQYFxaGDg2.js?v=1

http:i/https://acctcdn.msauth.net/oneds_EMWt_IK9fDTY6ZqY6xYrUA2.js?v=1 false e Avira URL Cloud: safe unknown
http:// false e Avira URL Cloud: safe unknown
https://pickap.acepickapart.com/hergsl/9cef6{38045264f7chaec8b47ad485f3/include/src/0-

small_138bcee624fa04efob75e86211a9fe0d.jpg

http://https://acctcdn.msauth.net/knockout_3.3.0_X1BYS2jZMbi7hfUj8VuqFA2.js?v=1 false e URL Reputation: safe unknown
http:i/https://pickap.acepickapart.com/hergsl/rcopy.php false e Avira URL Cloud: safe unknown
http:ifhttps://acctcdn.msauth.net/jqueryshim_tGLkI9mWEbN2n0ToVG2gvQ2.js?v=1 false e URL Reputation: safe unknown
http:ifhttps://acctcdn.msauth.net/images/dropdown_caret_KXSZjGsylLZaoTf0sI9X-A2.svg false e URL Reputation: safe unknown
http:if false e Avira URL Cloud: safe unknown
https://pickap.acepickapart.com/hergsl/9cef6{38045264f7chaec8b47ad485f3/include/src/mp.js
http:ifhttps://acctcdn.msauth.net/datarequestpackage_h-_7C7UzwdefXJT9njDBTQ2.js false e URL Reputation: safe unknown
http://https://acctcdn.msauth.net/images/microsoft_logo_7lyNn7YkjJOPONWZNw6QvQ2.svg  false e URL Reputation: safe unknown
http:i/https://clients2.google.com/service/update2/crx? false high
os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-

64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-

US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%2

6installedby%3Dother%26uc%26ping%3Dr%253D-

1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26inst

alledby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http:if false e Avira URL Cloud: safe unknown
https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/ellipsi

s_grey_2b5d393db04a5e6e1f739ch266e65b4c.svy

http:ifhttps://passwordreset.microsoftonline.com/? false high

ru=https%3a%2f%2flogin.microsoftonline.com%2fcommon%2freprocess%3fctx%3drQIIAXWR
02_TUABGA47xoqwggFhgrxARyYvveGalDXIfY TWzXiVPHWSLHdhgb2NdJbuomv4CBoawdW
UAJECAQEAXxsDJ06s7AiJsSAGBhIfwDLN53h0zkPcmSZrN6nAc043FDABYcFOC2QBO7QFIs
DBrCAIkiPIcDs9tb2p1Kxkn120b552mKWf1_fO8fujBFK5tVKIU3TMhyNAtcvuzCgfMCwKwz7j
mFN2Y1f4930eXbOAlagOE7gKZIBgKYFpmyHNUaL 2IHfgiM1PAzsDkFolsqOLGVpWwZSV26q
hv2JFrqUHSmpbgmkJrvDzVSQFtVJdc3rotGqZU5C7ZpvGIxGtSf2SiFV63D8NXtLry3QmLoeO
AtW_q_s5gjOokEC5-
gsOWLTEZz9WvDOYxX76LyteYH6PAdVAA44MZTPwZCvz5bgfoH_UBNCGGEXcwTCIOYKV204t
XAi95BhzARU8UepJ4TO7z01g0nB50Lk4oRke1x18YU_548lhUeqowlUGDE-
UTMwFHIiuDrgkc29Qe4drSSPwmJzteMNQHmMIIbfN1T-
D2bXaJu722uuNYawfgyd3N9Kg68nWQGRBHEV8pjP_lIIIfd2NjaztzN7GT-5LHnhXWtb-
9eFd63vjQ_X7wsbf_ez1wWKjDRZFOUOIlawICnbjPkJ1QhCuAIS6aV2ZQrFefOhkN1UoXe5Knla
XEBLXZIF7MmNzMfN_7X-Bw2&mkt=en-US&hosted=0&device_platform=Windows+10

http:if false e Avira URL Cloud: safe unknown

https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/arrow
_left_a9cc2824ef3517b6c4160dcf8ff7d410.svg

http://https://acctcdn.msauth.net/converged_ux_v2_kGcCYmUOrW3A6Zc7U108nw2.css?v=1 false e URL Reputation: safe unknown

http:// false high
https://clients2.googleusercontent.com/crx/blobs/Acy1k0ObLIjHsvnKaKN_oRpVaYYvFs25d7GK
YF1IWXrT6yizCMksBOOc_ggEOB6tx6HPRHe6q1GOEe3_NclbSiGG8kXeLMUY0sAKVVC6R89
zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NIQ/extension_8520_615_0_5.crx
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URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
209.182.194.220 pickap.acepickapart.com  United States £S5 22611 IMH-WESTUS false
142.250.203.110 clients.l.google.com United States £S5 15169 GOOGLEUS false
172.217.168.45 accounts.google.com United States £S5 15169 GOOGLEUS false
142.250.203.97 googlehosted.l.googleuser United States £S5 15169 GOOGLEUS false
content.com
239.255.255.250 unknown Reserved 7] unknown unknown false
152.199.21.175 snilgl.wpc.alphacdn.net United States £S5 15133 EDGECASTUS false
Private
P
192.168.2.1
192.168.2.6
192.168.2.22
127.0.0.1
General Information
Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 532715
Start date: 02.12.2021
Start time: 16:36:33
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 4m 58s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http:// https://pickap.acepickapart.com/hergsl/kut.gxs?op=JFernandez@wickersmith.com
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 4
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal72.phis.win@30/239@13/10
EGA Information: Failed
HDC Information: Failed
HCA Information: ® Successful, ratio: 100%

e Number of executed functions: 0
e Number of non-executed functions: 0
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Cookbook Comments: e Adjust boot time

e Enable AMSI

e Browse: https://login.live.com/oauth20_authorize.srf?response_type=code&amp;client_id=51483342-085c-4d86-bf88-cf50c72520
78&amp;scope=openid+profile+email+offline_access&amp;response_mode=form_post&amp;redirect_
uri=https%3a%2f%2flogin.microsoftonline.com%2fcommon%2ffederation%2foauth2&amp;state=rQIIA
XVSPW_TUADMS9rQVAiqCgkWRAFEgOT42S-240gVavPROk3s5tNxIshxnMRx_OzYr7HsjY2xEOgZGGBA6sgELOydOvc
XICbUCSSQSNIZbri74XR3z1NMIlik8zaEcpwtDkRJI1IHIESkY GUNmMN5CNGIRyxkRhxE_u72zpP56_nvOGP5Tevl5-Drn
xcrkBnMraWZNVznAjycEulFBZoOwzDrjseW8U-gPwFwBCcA3AFbIJTRNTNdZFMUARL7ICQgKQzwIShuHZrKxWLKXUteV
2mcglA8kRhFrctGrtCacsdalLNunZ_1rS1ulzkkhT1VS2qtxuh7Kz97JqzIFSO6lytPbelWZ3IR41YjitTWW30-qUOV
E7eVw70yJS9Bde3YvMmmRm7vjPw3ICsUh-A4plYGhVdJE2DZG9tJiaWoRPLxae-65k-scxgvlshbinS1s_D5PF8kRWP
YOun5Esc2WIg-XjJzL6ZqC7w8VYxpjl6lw2V1IMfHqZ4I19HWgN2zxWqlK8mGHKODNweOJolajnTxpmxPtiUlJgnZHI2-
64920BqjUbJyE6jQ4HXfZAHBUVP6pQH1Ppda20iy9T99ahsDXa83x3bM3Nqw3wfeMuTBW2trZ3Eo8Se4mfG-Dd5nq
5VP3X4Fm8W35v47c3sZC43KTheUGhXazZChx5L94YLL2BYWirrejevdnhabQei5AiBaArlfbbAnKfBeTrolwle3UI8yfxv6-viB-
u_iBTKkKMjvMbAA-QLi-n8B0&amp;estsfed=1&amp;uaid=6c966c1f06fc4e1d975381b973bffd3f&amp;signup=1&amp;lw=1&amp;fl=ea
si2&amp;fci=4345a7h9-9a63-4910-a426-35363201d503&amp; mkt=en-US

e Browse: https://passwordreset.microsoftonline.com/?ru=https%3a%2{%?2flogin.microsoftonline.com%2fcommon%?2freprocess%3fctx
%3drQIIAXWRO2_TUABG47xoqwgqFhgrxARyYvv6GalDXIfY TWzXiVPHWSLHdhgb2NdJbuomv4CBoawdWUAJECAQEAX
sDJ06s7AiISSAGBhIfwDLN53h0zkPcmSZrN6nAc043FDABYcFOC2QBO7QFISDBrCAIkiPIcDs9th2p1Kxkn120b552
mKWf1_fO8fujBFK5tVKJIU3TMhyNAtcvuzCqfMCwKwz7jmFn2Y1f4930eXbOAlagOE7gKZIBgKYFpmyHNUaL2|HfgiM
1PAzsDkFolsqOLGVpWwZSV26ghv2JFrqUHSmpbgmkJrVDzVSQFtVJdc3r0tGqZU5C7ZpvGIxXGtSf2SiFV63D8NXtLr
y3QmLoeOAtW_q_s5gjOokEC5-gsOwWLTEzOWvVDOYx76Lyte YHEPAdVAA44MZTPwZCvz5bgfbH_U8NCGGEXcwTCIOYKV
204tXAi95BhzARUBUepJ4TO7z01g0nB50Lk40Rkec1x18YU_548lhUeqowlUGDE-UTMwFHIiuDrgkc29Qe4drSSPwmJ
zteMNQHmMIIbfN1T-D2bXaJu722uuNY awfgyd3N9Kg68nWQGR8HEV8pjP_IlIIfd2NjaztzN7GT-5LHnhXWth-9eFd6
3vjQ_X7wsbf_ezlwWKjDRZFOUOIlawlCnbjPkJ1QhCuAIS6aV2ZQrFefOhkN1UoXe5KnlaxE6LxZ9F7MmNzMfN_7X-B
w2&amp;mkt=en-US&amp;hosted=0&amp;device_platform=Windows+10

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context
IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 451603
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C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOEBI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESBE10648EA8321
01

false

low

BDic.... . "..Z.4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0895e2f3-90c4-4f24-8726-9cfb66b1c685.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.748576654032021

false
384:FTk77p+0Ry1IJVKAHMNHrkvzZ3crNUH9wGonryNjbxkNJpIrC/ma905Hr/EO1VzNn:RaadtShkkcejvBIcPrOhKfp7Zn
EC47B76295C2054F7959805FAA2CEC9E

A2D7D5CDCE22820EAB625E4AC99819D8A3BDBADS
BFFCEF75B663DD2DF52A5A125640BFB3255D686AFA9507E4516CCA07FF2C480F
E5E1937804351B648326873CEDD4FA436F749517F8D39312D10E75823724B8468937797C6DAF151F37B95A750367TEADABFASEA3EC4D1CBIB6BIA25ACAL576351
false

low

Q... .C..\P.R.O.G.RA~1\MIC.R.O.S.~1\0fficel6)\GRO.OVEEX.DLL.PL]..%programfiles%\m.icro.s.o.ft officeloffic.e

.1.6. .g.ro.o.v.eex.dll..Micros.o.ft .Office. .20.16.*.Microsoft .OneDrive. for Business. Extens.ions..16..0..4711.10
.0.0....*..C..\P.R.0O.G.RA~1\M.I.CR.O.S.~1\0fficel6)\GRO.OV.EEX.D.LL..Micros.o.ft .Co.rp.oration..L8D..C:\Pro.gram. F.iles\C.0
.m.m.o.n. .F.iles\M.icros.oft Shared\OFFICE1l6\msoshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e).Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0.426.6..10.0.1..D..C
2\P.rogram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0c2e9591-95f5-482f-bc5f-a48fa3596184.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

399235

6.047665381809676

false
6144:.vMWT5jsSyAiP5i3a2G00P1eVxR+v+F7EFpfY4XB3IE7ZPXYGzLxinb:vMHSmMc3a2GNPUZ+w7wJHYEtAWe
09F910EFFCCA46BD22C3B59FBE9DDOCD

9300B1220405FFCC433F924E1C66C931F373176F
BB5EA6B936F7DAD6E3CIEOD82D8AE049585A0D10CE7EBIESA7275821F647E8DC

32A6DF286C4C05CCBCEDI1F2F44E8FF98569A26769033DEA7277307C88C4A6426E16D956970DD4BI0FF6D4DEFACO8BBA2FBC4B01378EB32DD69C42032FD0747
4

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.638491860068937e+12,"network":1.638459462e+12,"ticks":168047864.0,"uncertainty":4179482.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAACMBY zeObKMTIhZGR/AWAMS5AAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHEna20U
Dn+rpXOk+H/ONjHe5ZwbAAAAAABAAAAAAGAAIAAAADEeZR1IiI2QIPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACuUIP4EJtfud3aEFZzvijkFSTP1RNwcy 8fFg19xXfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJIv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbY cUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWel EQQVEM"},"password_man

C:\Users\user\AppData\Local\Google\Chrome\User Data\5d6dba8e-c562-4adc-b939-d268361dae01.tmp

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

399235
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C:\Users\user\AppData\Local\Google\Chrome\User Data\5d6dba8e-c562-4adc-b939-d268361dae01.tmp

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

6.047664940386291

false
6144:gMWT5jsSyAiP5i3a2G00P1eVxR+v+F7EFpfY4XB3IE7ZPXYGzLxinb:gMHSmMc3a2GNPUZ+w7wJHyEtAWe
51C283AD5C16D3668A5B6D0326COAOEC

C1CDD84C3C0646A4E7C64CBACB8355EE3AOE1064
5ABOD1DCE119E5CD75398BA23FD85A47A37828654AE9F9950E960AACOE3ABE14

AC2B71B8F5AF0627F1CFB54809D86B393A054E9012E83628C48FC94EODCC5A8D2D58E83C94A52CDA3FE98B5C46687CB948EC8A84DEBBC515A4B685593BC30I
DB

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.638491860068937e+12,"network":1.638459462e+12,"ticks":168047864.0,"uncertainty":4179482.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTIhZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHENna20U
Dn+rpXOk+H/ONjHe5ZWwbAAAAAABAAAAAAGAAIAAAADEZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJY DpEMAAAACUIP4EJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19xXfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJIv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWelEQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488896803"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\91720e0c-3641-4c73-805c-8e87ccd148af.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

390768

6.027133715784902

false
6144:ZMWT5jsSyAiP5i3a2G00P1eVXR+v+F7EFpfY4XB3IE7ZPXYGzLxinb:ZMHSmMc3a2GNPUZ+w7wIHYyEtAWe
E7DDF019D4C642967AB65D7E6DC02A81

349FBC1D0415041EFD79720DD735AB95E03BEB26
8CCF1627BE00377D74ACDB14AFDE9CF2300E96628DA3D6FB116B5CD7787C9FDB

AQ9F5C2CDD32FEDFD281FB5D40C4E065FEF134B20394A2C22424719BFEDB1EEA2C1A6035B71538442BB13CAAA7A5C765A6293586D6355C535D9A57190B1546(
7

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.638491860068937e+12,"network":1.638459462e+12,"ticks":168047864.0,"uncertainty":4179482.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAACMBYzeObKMTIhZGR/AWAM5AAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHENa20U
Dn+rpXOk+H/ONjHe5ZwhAAAAAAGAAAAAAGAAIAAAADEeZR1IiI2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJY DpEMAAAACUIP4EJtfud 3aEFZzvijkFSTP1RNwcy8fFg19xXfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJIv8rXU2wt9ZoSemiGI7RviMeHwgrJRvbYcUfMpjLAZ2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiwelEQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488896803"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

40

3.3041625260016576

false

3:FkXEwo0zZHn:+EwozZHn

BEBB369FF4A565B19D5E0BC83CD176AE
A6F07666F8DDDF61E5AACES33129BFB541A8A769
8018F98553432706436A31FFD1E743018C3B7F1AA8D34B2FA18F494A4CFCEB19
5D2F9F6E9502517AFF4673C3157D57046D4E38D70B5E228F468FB820363E559087D1A2F2E4006B4589BF3F175A4507F1FA3D7BESFC34F9FA39EB17757DAECL7F
false

low

SAPC...oiiiiiiiid y3..M.Y.NbD.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2a8fa2fc-8ed0-47d8-966c-a3dc39ef2bfl.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5134

4.9780223898652

false
96:nQ/XbueRgm9paAKI6xk0JCKL8Ykd1fghOTQVuwn:n2Xbu9m9p9A4K9kdBg
EOOD9AC1BOE964E4EC1E3E7FF85AB6DA
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2a8fa2fc-8ed0-47d8-966c-a3dc39ef2bfl.tmp

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

92F70AB89FC948D9CC77F1D4AC5CA04B8D68262A
56E031FE1FB4EF0C89470328E3924031A40523D7B269573DC7C255327A043774

36B9E952CA3B29B825174219544E59D02615724C6BC3FFB1B76DBOBC4F61A31CDAS5B810D8A67402D1E7AFDA3871F51BE931FFESDCOF8E3BCAO1E4893F6329E
1

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282965458423506","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0 "0","0" "o"
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0 '"o","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length™["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3d66fa37-3c13-40de-805c-037b4ba5766d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2825

4.86435102445835

false
48:YALtdpBeMsNMHK5sJDysACs37sHWsd5/sSYMHCKs/MHCzsSOMHwsSJtFsX3RLs9D:HQXGKWDS1i/5vY GmGqOGKJI03QshS
95488A82D5073BDAAFC1480073FF801F

E2E979B6D4A3EE16A815115C414D0A9SE1DFA93F
C091AE68AFCD5EC632B2C324B983D70F722463CB4D05A3CE8D52E07AATESASD6
D536466352320C5D394130A59B605617580050CDF325C4B3392D87D384C246E9D8C54FC16A247FF4B379F162536304E0D312D7781FFE245C643C5081B8BEOSCD
false

low

"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"host":"accounts.google.com”,"isolation":[],"port":443,"protocol_str":"quic"},{"broken_
count":1,"host":"www.google.com”,"isolation":[],"port":443,"protocol_str":"quic"}],"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"132485449526
75493" "port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":32613},"server":"https://dns.google","supports_spdy":true} {"alternative_service":[{"adve

rtised_versions":[],"expiration":"13248544952813644","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://ogs.google.com”,"supports_spdy":true},{"alternati

ve_service":[{"advertised_versions":[],"expiration":"13248544952748754","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://apis.google.com”,"supports_spd
y":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248544952634896","port":443,"protocol_str":"quic"}],"isolation":[],"server"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\41215f30-c27a-41f5-8ee0-35ced623e8f2.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5681

5.019474186276136

false
96:nQ/XbgeMu9paAKI4xk0ICKLBAgsFkWuShIkd1SkzhjobOTQVuwn:n2Xbgm9p904KrkWZykdlkzBa
83E2D065FDB1B982AE6EBDE1F372995F

BDB936F556E5A2C4FA2A66F8C38F641A062DC6C8
74D6B5E7FA8A007904FBFIDBD0O364EEEF3AC40DFIFE6C16A66A3235F87CDBAEE
3BA230EF686338405842EE72001A577EC097A311815BA23C572AE8D6E1855704F3753345D8DEBA964F1E9DD81D4ACC746BA7CA239ADF38F7A702BA35C751D43
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282965458423506","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"),"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\48e812d0-ed15-4aa8-9844-efec8f1547f3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5416

5.001415484449115

false
96:nQ/XbgeQu9paAKI4xk0ICKLBYkd1Skzhj3bOTQVuwn:n2XbgA9p904K9kdlkzBT
BBB4C9468A2E7EF7F1FO0B451FE093CE2
4C2B49B8BA8F6BFC45638A6494D2709EAAFEB41F
E62C683C3239050C31A81FBAFCFAF729CEE9A31B02D431AEA518B557F28A0A5A
EAAC60916D018BADF7F27D2046A2B7972456A733912B2B4D5F644EF4AB905627C25B43F4809EFCEC5C50FCC6D97CES1E83C48F9B425D42A947E219FFAD2F731
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\48e812d0-ed15-4aa8-9844-efec8f1547{3.tmp

Malicious:
Reputation:

Preview:

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282965458423506","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottol | "work_area_right":1280,"work_area_to|
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0 "0","0","0","0","0' "o","o","0","0","0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5ef89025-b34e-4063-8633-869bfb7899d7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577683187544897

false
384:alytELIXsXD1kXqKf/pUZNCgVLH2HfDDrUe/oKEa/Z4LU:YLIOD1kXqKf/[pUZNCgVLH2HfvrU2oK/h
7F5541D387019D87AB29EEFC20B3A0F1

600DC31D748D862D1AF1A9FFFCFC473AC97E41F4
8D69F1358964A61DDE429F06675B769BE3F6C452323032545D4FAF1CDF8046AC
056A63D180294E9E66317F5616D3539F17DCE1154DA1069636619031742CB6C95697D3D3A6C5AB913ABIFE630D929E770D29E5ED1505D04DF4309541129EB2B9
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282965457885873","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG
ij]SOAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6ba1039b-fabf-40aa-8675-54270c8839c0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2825

4.86435102445835

false
48:YALtdpBeMsNMHK5sJDysACs37sHWsd5/sSYMHCKs/MHCzsSOMHwsSJtFsX3RLs9D:HQXGKWDS1i/5vYGmGqOGKJ03QshS
95488A82D5073BDAAFC1480073FF801F

E2E979B6D4A3EE16A815115C414D0A9BE1DFA93F
C091AE68AFCDS5EC632B2C324B983D70F722463CB4D05A3CE8D52E07AA7TESASD6
D536466352320C5D394130A59B605617580050CDF325C4B3392D87D384C246E9D8C54FC16A247FF4B379F162536304E0D312D7781FFE245C643C5081B8BEOSCD
false

low

{"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"host":"accounts.google.com","isolation":[],"port":443,"protocol_str*:"quic"},{"broken_
count":1,"host":"www.google.com","isolation":[],"port":443,"protocol_str":"quic"}],"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"132485449526
75493""port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":32613},"server":"https://dns.google","supports_spdy":true}{"alternative_service":[{"adve
rtised_versions":[],"expiration":"13248544952813644","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://ogs.google.com”,"supports_spdy":true},{"alternati
ve_service":[{"advertised_versions":[],"expiration":"13248544952748754","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://apis.google.com","supports_spd
y":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248544952634896","port":443,"protocol_str":"quic"}],"isolation":[],"server"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\73b1cel7-6756-4a70-acal-7aea72f32ec6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17092

5.583296751784482

false
384:a/ytdLIXsXD1kXqKf/pUZNCgVLH2HDDrUB2KEaeZ4kf:5LI0D1kXqKf/pUZNCgVLH2HrUB2Ke9
6445EFCDF63C1EE73306433767EB6B99

D9E7296B06FFEBBD4061D798C56F441ABDFEFEOA
ABFA2046769EDO90E5AC1688B803FE9785D1ACB29797355BDF1EAGA9FACDB6B3

2C9F2D7D9EF96EA7D39D126E1E85A30A93322F865C0061AEE71E522D4DF648C89208F6CB38B56B500520FE637C75C2777A11FSE4A4DCCABFI98BDASB5DES1CS
B

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\73b1cel7-6756-4a70-acal-7aea72f32ec6.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282965457885873","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\8dd7dfe2-be4f-4a23-9aec-3131f5aac8a4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19181

5.570474814462528

false
384:alytdLIXsXD1kXgKf/ipUZNCgVLH2HfDDrUxHGn2KEaPZ4j:5LI0D1kXqKf/[pUZNCgVLH2HfvruIGn2p
4BDA4C93A676EF49EGES1CCA74D4EE32

958DAACFF85AF969305188076 CDACB96C64E2EF7
6082D797CEEF9043203C2EB97EDCBD28109EFOA7FOEC7508E819CBA79746EFIB
EOOE3CEF1F48F933369A882CC8E7AD69D60460B6278F1AA371C058EBID300DAES2251D92D3A09C99A078B0537949E2937F082C0715083A918B7E9EB643D07E3(C
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282965457885873","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ij]SOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

337

5.222001316436423

false
6:mNav+q2PN723iKKdKIRXXTZIFUtManHZZmwKae3VkwON723iKKdKIRXX5LJ:iZvVa5Kk7XT2FUtM+Z/Kn50a5Kk7XVJ
81FA792BCOB1126C6FF241347B8B1C09

20F26BE6FOE9D7A6CE8C1930438FF5D88DES7C8E
CB36C6DCD3B05BF5CA041C0C439F557E01D5D5D08F9961631288F1C06E33DOES

12C64407E7B72A8841EE3AA1C2C3E68E2215D21EE328805D9CE7F3AFB6836D5485DF31FD3D02B45A810150CC1679D76AE7D82F9CA82D9A911FA4675E7D28AELL
8

false

low

2021/12/02-16:37:58.004 988 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/1
2/02-16:37:58.006 988 Recovering log #3.2021/12/02-16:37:58.012 988 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDa
tabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

337

5.222001316436423

false
6:mNav+q2PN723iKKdKIRXXTZIFUtManHZZmwKae3VkwON723iKKAKIRXX5LJ:iZvVa5KKk7XT2FUtM+Z/Kn50a5Kk7XVJ
81FA792BC0OB1126C6FF241347B8B1C09

20F26BE6FOE9D7AG6CE8C1930438FF5D88DES7C8E
CB36C6DCD3B05BF5CA041C0C439F557E01D5D5D08F9961631288F1C06E33D0ES

12C64407E7B72A8841EE3AALC2C3E68E2215D21EE328805D9CE7F3AFB6836D5485DF31FD3D02B45A810150CC1679D76AE7D82F9CA82D9A911F4675E7D28AELI
8

false

low

2021/12/02-16:37:58.004 988 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/1
2/02-16:37:58.006 988 Recovering log #3.2021/12/02-16:37:58.012 988 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDa
tabase/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

321

5.234576093476529

false
6:mNafp/+q2PN723iKKdKyDZIFUtMaflZmwKafEVkwON723iKKdKyJLJ:icsvVa5Kk02FUtMcl/KcE50a5KkWJ
2B81315750C325E069BABEF42E72DDB3

EDA375AF80A8CB8CF34FB8E7114C31C1D5ACA566
3402B374A0FE71040F47C80D2457DA4DFF84F3DF7D1CAD562CB8472E0CD82057

678FACB2651CEE027DCECBEA32C25BD8A601920561817CB23C89204CC30E21DB15A788741671F1E138E80FE318A4C5E9EDA01056F3376512134BB30B2E07AD/
A

false

low

2021/12/02-16:37:57.980 988 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/12/02-16:
37:57.988 988 Recovering log #3.2021/12/02-16:37:57.989 988 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase
/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old.. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

321

5.234576093476529

false
6:mNafp/+q2PN723iKKdKyDZIFUtMaflZmwKafEVkwON723iKKdKyJLJ:icsvVa5Kk02FUtMcl/KcE5Oa5KkWJ
2B81315750C325E069BABEF42E72DDB3

EDA375AF80A8CB8CF34FB8E7114C31C1D5ACA566
3402B374A0FE71040F47C80D2457DAADFF84F3DF7D1CAD562CB8472E0CD82057

678FACB2651CEE027DCECBEA32C25BD8A601920561817CB23C89204CC30E21DB15A788741671F1E138E80FE318A4C5E9EDA01056F3376512134BB30B2E07AD/
A

false

low

2021/12/02-16:37:57.980 988 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/12/02-16:
37:57.988 988 Recovering log #3.2021/12/02-16:37:57.989 988 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase
/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

45056

0.41219073361615666

false
48:7Wwwp7V5xIJmRy6DPr8VkgFqZAT+unQ23CJIKixktk:7RwBhDEDPr8mgVTV3iB9
D205C200594F6D8426B6AF1C4A9EOADA
632B6E2454429838543D992C276327307627F225
F1291397214F4155B4D00B7A037D3218CB8FE1AADEEDF1FD4618E1D094D42A3B

A714C157B4CE2F159AB8604D7FEEC08F7457EB36AACA4F185D4B4989BBFD66E2FEOA3F20E32BDAA79F33DFODF925C80D777C2A3CDCBAGC862F000411B9DBF8
6A

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

270336

0.6080106368359717

false

192:0Ai52as90UVRfP5rgKp18xDfJRy2F+00v98t3pX:CsoUVRxD18xyol98t
E2C7C5A0544BBD127E3842875C408298
195B434212F89A98055D8297BBICE24BA81DIFE9
A3E3CF3F944210E66BF238F500E5A4337CF4D33673507D580D46DF0953AFE930

8E8D07AOBFB52162ADC3239DE2230DA631513D066C62CE3B39990AA9C25C6A810CCAF906D87B53B33E12CD1915ACD0A21CE301AE1437C834A2D1D741A57E0
2

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1056768

1.642720884940711

false

1536:fNINQI/hNINoTENTE1ININsmdkUxnvoPc6h2:ylQdjxnvd02
600198177D5D5C7EAC46BEFBF5645C19
0AF30452EB65CA684CFCF5EC11A0F030551C64A4
1D81FE77C9A3B8609DCA88F58328ADAD541946164EFB0EDB831E44857E48FAFC

587166103BE0769CB298356544B2C786CA1EBAB51A26016F99EGD096CADACA3SADAFALB69C40263F37EB1E1IFCFEDAEEOSEGADEEO4F5317CBB8A02EAG2160C5¢
A5

false

low

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

4202496

0.6691595678414073

false
1536:ps1nYzcmYchU9LeL60U3ew44i711rSVajJ8s008ErL:psBYHyLeL60U3eH4i7I1rSXs008E9rL
86D96513FE36CE8D8834EACC04D08493
DB55DBBB9DOFDE2626096D36C4B4635DA2F43E06
61169FAEC3D37B427630F9E76A621C5B56704CC49ACFEG80B499D2437B9326EA

10195897D44639D92C3118E3DFOC552EEED006A48789E3173B3EEGE384327F0COAA7DFCDBBF64DFAE6B6895F41AF85FEA69AFALCT3E76A72738B74C8FF4TEF:
D

true

e Rule: JoeSecurity_HtmlIPhish_10, Description: Yara detected HtmIPhish_10, Source: C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3,
Author: Joe Security

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
SQLite 3.x database, last written using SQLite version 3032001
dropped

20480

2.1980057019508275

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

96:tNwrscysclscy T2Js2sbwpssdMpes2sVGsQxiwFhhBf3a5p8xXwC4scDsc0sclsg:tuXTopOjGxiChhRIpzCxD

FB39D39A203A3D9A6D3DI3AC33C19610

BCF42EF341136B776BC6B711E4A84BC2BE579CAA

6DC27C915A67221969CAEDOSE290E671C8C3DCE3E165714A579BAFFF521B2595
5AE7F083589E080D195740FDC7EFE7B87B6981189E9DD388CD2C5C3FEFF64726547FC60C0282B9CF41455CB802F566E6DA550175E668279E3EEA3F295396896C
false

low

SQLite format 3......@ ..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

23602

4.811545544311425

false
384:MIRGmMSvuDbDmM5GmRvuDbabvuDPMNQUT3ZwUWH9:MvmSVEDmMAMRVEgvQmMNQupQ9
9C49430176F5FB8A38B233DF07851D20

EE28D65C6878376DE5AB502557079E5A19944750
E66841AF41DC1667E65C8ECDF26D7938C36180D9DB11BC1FDBC44F619A1222DB

2062DCA0311427C15F1C7BB9A43B126B7F1813A7DBOEEA74C95E36D148B88A8BE91F373E7A45DFSAE7D12BC1CEA81BA4EAS913A6B7E8B9ECI6C399C7FEBO3AI
1B

false

low

................ L Loy $...7420b79_ecde_45cb_be16_c3494€34f0Ca.... ..o ™ i
&..{68BADBCFB-ED3C-4AA1-B80C-ADD502B6FA85}........ccovcvviinne L...https://pickap.acepickapart.com/hergsl/kut.gxs?op=JFerna
...................................... N A 3LLNBL@. X .L..h.ttp. l.p.icka.p..

a.c.e.p.i.ckap.art.comlhergs.l/kut.gxs.?.0.p.=JF.ernan.dez@w.ickersm.ith..c.om.
............. L...https://pickap.acepickapart.com/hergsl/kut.gxs?op=JFernandez@wickers

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

335

3.5297306448944714

false
6:qTCTCTCTCTCTCTCTCTCT5z/t2qoEwhXeLKB:qWWWWWWWWWhbopXeLKB
4B02663C177BA8EA36FB2E49617CCC05
6E77145135116873842B1BEE6622B116CDA3CBB1
OFDOB4ED1B18A8A1C73736E3C74168C6102092E5AFD431CD36F7F222E578A1C9

6FAE4934BB9F78B40ECE19DC10FD522EB88497B97F47B76ACADBC28146F73D23984322AFBF32DDBC3AC219277A7A6F899FAES9ES834DC2E28377A6306D9D6F!
3

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Preview:

F5e F5e f.5u s F5e i F.5u i F5e i f.5i f.5es f.5e s f.5e i LW Sgdaefkejpgkiemlaofp
almlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. Foiiiins

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

323

5.212215520002592

false
6:mNaopndL+q2PN723iKKdK8aPrglFUtMaorL1ZmwKao6N1LVkwON723iKKdK8amLJ:iRIV+vVa5KkL3FUtMRrL1/KR49V50a5G
95D084A0F4260F09255F1FAC54EC6D1C

7C5849A3BBC69193276A4FC5FBFB11EB8584F135
30091BDB620970296B055E6D1BF21813BF6BD9I6C43C409FD5F8D199EBF1D2C7A
5E46699EC3EA4F7874508E028ED4F72A3E20940727ABFF8D114FADA490A610387762EA78BEB632C41136BC10AA726B7638FFA2A267075B1943057036D2A6F12F
false

low

2021/12/02-16:37:38.475 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/12/02-16
:37:38.477 87c Recovering log #3.2021/12/02-16:37:38.478 87c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

323

5.212215520002592

false
6:mNaopndL+q2PN723iKKdK8aPrqlFUtMaorL1ZmwKao6N1LVkwON723iKKdK8amLJ:iRJV+vVa5KKL3FUtMRrL1/KR49V50a5G
95D084A0F4260F09255F1FAC54EC6D1C

7C5849A3BBC69193276A4FC5FBFB11EB8584F135
30091BDB620970296B055E6D1BF21813BF6BD96C43C409FD5F8D199EBF1D2C7A
5E46699EC3EA4F7874508E028EDA4F72A3E20940727ABFF8D114FADA490A610387762EA78BEB632C41136BC10AA726B7638FFA2A267075B1943057036D2A6F12F
false

low

2021/12/02-16:37:38.475 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/12/02-16
:37:38.477 87¢ Recovering log #3.2021/12/02-16:37:38.478 87c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1425

1.8784775129881184

false
12:qWWWWWWWWWWWWwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwWWWWWWWWWWWWW7:
763F7DC0C355624843438D92927ACD06

E6DF45862B8D4F2DD538BEAD4A0288EACAB3AEDG
B2394571D88A272B80731B23A88DB6D0490A241D4A0958C2C468C42ECF6ESDC1
58A9E61B4E6304AA2030B0335B93EA0522F68C528AE34E3101E566CF9453CDB767CCB005A003BCD3D0248B6836BE37752692AEF0C443DC416E91D26BF8FC866

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

323

5.177605187107165
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Encrypted: false

SSDEEP: 6:mNaU1jL+q2PN723iKKdK8NIFUtMa+1ZmwKabLVkwON723iKKdK8+eLJ:iB+vVa5KkpFUtMV1/KOV50a5KkqJd

MDS5: E5AC81DB113ABBAE3C94D3777F10CFBF

SHA1L: 681E93F386640E9717243F0A047004A666119101

SHA-256: 15F2672D6015362CA483139F867261A4B96645A33E7CIDAF4F11FO3ECBFADOBA

SHA-512: 00BD99A028C156C6CB9217862BAF37C7AID3A296FE901ECE8FAAIFCF2AFBBC8FEBIEN72C4D04FCB226798F596C40D0B02D0D253DA53CBFBEAB9340EF34C3F
73

Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:41.314 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/12/02-16
:37:41.316 87c Recovering log #3.2021/12/02-16:37:41.320 87c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.old. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 323

Entropy (8bit):  5.177605187107165

Encrypted: false

SSDEEP: 6:mNaU1jL+q2PN723iKKdK8NIFUtMa+1ZmwKabLVkwON723iKKdK8+eLJ:iB+vVa5KkpFUtMV1/KOV50a5KkqJd

MDS5: E5AC81DB113ABBAE3C94D3777F10CFBF

SHAL: 681E93F386640E9717243F0A047004A666119101

SHA-256: 15F2672D6015362CA483139F867261A4B96645A33E7CIDAF4F11FO3ECBFADOBA

SHA-512: 00BD99A028C156C6CB9217862BAF37C7A9ID3A296FE901ECE8FAAIFCF2AFBBC8FEBIEN72C4D04FCB226798F596C40D0B02D0D253DA53CBFBEAB9340EF34C3F
73

Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:41.314 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/12/02-16
:37:41.316 87c¢ Recovering log #3.2021/12/02-16:37:41.320 87c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit):  6.069602775336632

Encrypted: false

SSDEEP: 192:GbylInITwGB7V9Hne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1L: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
Malicious: false

Reputation: low

Preview:

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","|DctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0Iprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By9I6AKKXALRM+COEUL11XUjPiIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuce TpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vdi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOSGwOS5jUckiUwY 14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDBI1X2Mmfg/M/txVMITWBMEGbOGjqBTP7CMjYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJ0ubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtu0hGYrHn3lIsMHqBbi70gkl EE=", "rhIzZuEVW2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23474

Entropy (8bit): 6.059847580419268

Encrypted: false

SSDEEP: 384:7dNc1NC6lcafusK4H1IIGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEwWEM1tf7SNyb
MD5: 6AE2135EA4583C2F06CDEBEA4AE7OFA4
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9IB5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUVZ2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2gNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmMUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","{8mPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","ViBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuUHALE}8=","20C4HcCuXu3VjFféwnKlznt9u
gQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

45056

3.925956806862218

false
384:maPjGYHamHmMcmwwmgGmbGmQGmM4Gm619xrI6Gi:mkGY6mHmMecmwwmdmgmDm7m62
F3F7C4B1AE7C42ECOC9D35EE722CE32E
811CE528A53BF04AA2F78CF491AC56637972B277
DBC260FE1E70F89F2BOAE4ECBBCAD19E24999FAGEO0C7A61AD0OD295BF92BB3802

6925BAAFA2069170C4E7FF56DCF63BE29CDB86F12F3946D0C050A8C75CD04E13ABB4A8549BEACO973DEA4EE0639459C91F3DE61D7872E070F10BEFB2FB863C
F7

false

low

SQLite format 3.

s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.8784775129881184

false

3:FOXIXNQXIX:qTCT

51A2CBB807F5085530DEC18E45CB8569
7AD88CD3DE5844C7FC269C4500228A630016AB5B
1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF
false

low

7 TR, f50 s

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

375

5.258272622761373

false
6:mNaf5Y+q2PN723iKKdK25+Xgx8chl+IFUtMafCXZmwKafov4VkwON723iKKdK25N:icPvVa5KkTXfchI3FUtMci/Kclw50a5G
186AABC016199BB0793292BD5653A981

A280918787F023A0D158067B1F31E118BDE6DD1B
66583A0D97C57AF15BCDD451BC1600BBE37E75D562A658984BC6BB759CC40001
F60A1A80941F56C936AF00BB14D40EEF59FE099221C97F2206CAG0A07EA8772203FB3FF77C5BE9123EES89CFAB81A76733852F6A9EFB598B4ABEB1AG62292A22
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Preview:
2021/12/02-16:37:57.828 988 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2021/12/02-16:37:57.859 988 Recovering log #3.2021/12/02-16:37:57.860 988 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 375

Entropy (8bit):  5.258272622761373

Encrypted: false

SSDEEP: 6:mNaf5Y+q2PN723iKKdK25+Xgx8chl+IFUtMafCXZmwKafov4VkwON723iKKdK25N:icPvVa5KKkTXfchI3FUtMci/Kclw50a5G

MDS5: 186AABC016199BB0793292BD5653A981

SHA1L: A280918787F023A0D158067B1F31E118BDE6DD1B

SHA-256: 66583A0D97C57AF15BCDD451BC1600BBE37E75D562A658984BC6BB759CC40001

SHA-512: F60A1A80941F56C936AF00BB14D40EEF59FE099221C97F2206CA60A07EAB772203FB3FF77C5BE9123EES89CFAB81A76733852F6A9EFB598B4ABEB1A662292A22
Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:57.828 988 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2021/12/02-16:37:57.859 988 Recovering log #3.2021/12/02-16:37:57.860 988 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 361

Entropy (8bit):  5.210317553573027

Encrypted: false

SSDEEP: 6:mNafL+q2PN723iKKdK25+XuolFUtMafvXZmwKafO3VkwON723iKKdK25+XuxWLJ:icyvVa5KkTXYFUtMcv/KeS50a5KkTXHJ

MD5: 11A568440D5A58B82DC501AF1A49AE7B

SHAL: B6FCD90F64CEFFF9D388F2285E7385B87AFDE3CC

SHA-256: C48FB43B790473CE03482C7B28089531E741B87711B13F74284BE3C0A2F30409

SHA-512: B6EAAE8BC1F7848E48ADAFED1C9F23709B4F50318EE6B30FF2E7EDIC72A3F139A4252451341BD23CEB662D70A9DD580C4ESAAAD2DDD1A6DDF3244BAAB22F9/
73A

Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:57.739 988 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-0
00001.2021/12/02-16:37:57.810 988 Recovering log #3.2021/12/02-16:37:57.811 988 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\De
fault\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 361

Entropy (8bit):  5.210317553573027

Encrypted: false

SSDEEP: 6:mNafL+g2PN723iKKdK25+XuolFUtMafvXZmwKafO3VkwON723iKKdK25+XuxWLJ:icyvVa5KkTXYFUtMcv/KcS50a5KkTXHJ

MD5: 11A568440D5A58B82DC501AF1A49AE7B

SHAL: B6FCD90F64CEFFF9D388F2285E7385B87AFDE3CC

SHA-256: C48FB43B790473CE03482C7B28089531E741B87711B13F74284BE3C0A2F30409

SHA-512: B6EAAEBC1F7848E48ADAFED1C9F23709B4F50318EE6B30FF2E7EDIC72A3F139A4252451341BD23CEB662D70A9DD580C4ES5AAAD2DDD1A6DDF3244BAAB22F9/
73A

Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:57.739 988 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-0
00001.2021/12/02-16:37:57.810 988 Recovering log #3.2021/12/02-16:37:57.811 988 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\De
fault\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default'\GCM Store\Encryption\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

333

5.187888436308406

false
6:mNafrN+q2PN723iKKdKWT5g1ldglFUtMafbAWZmwKafVVkwON723iKKdKWT5g1lu:icrN+vVa5Kkg5gSRFUtMc8W/KcVV50az
A5D3718068E543F910DESA3BDDBD280D

B3D41E1BEB8B2DED518735DAEF17961A993503CC
40E3288C67FID834D6DFF304CDF40A1365F228F4131057AC9D5C245F3B1F4931

87E1429A6CAF4EEOC4A35CF533E37ACB665EE64C65D790E251DB86FE02E9BB87C3EF98A9498A475F5523B34683A22E3AE9ASD296207B4D6978C62EDFF6C1E4+
F

false

low

2021/12/02-16:37:57.553 15¢c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/12/
02-16:37:57.555 15c Recovering log #3.2021/12/02-16:37:57.557 15¢ Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Stor
e\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

333

5.187888436308406

false
6:mNafrN+g2PN723iKKdKWT5g1ldgIFUtMafbAWZmwKafVVkwON723iKKdKWT5g1lu:icrN+vVa5Kkg5gSRFUtMc8W/KcVV50az
A5D3718068E543F910DESA3BDDBD280D

B3D41E1BEB8B2DED518735DAEF17961A993503CC
40E3288C67F9D834D6DFF304CDF40A1365F228F4131057AC9D5C245F3B1F4931

87E1429A6CAFAEEOC4A35CF533E37ACB665EE64C65D790E251DB86FE02E9BB87C3EF98A9498A475F5523B34683A22E3AE9ASD296207B4D6978C62EDFF6C1E4+
F

false

low

2021/12/02-16:37:57.553 15¢ Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/12/
02-16:37:57.555 15¢ Recovering log #3.2021/12/02-16:37:57.557 15¢ Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Stor
e\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

147456

1.4019446044892985

false
384:WfB4U3iVy/BBE3uuMKomOmIm19Gm1Rmd3/QGmIXm87mL:WfmoiWwBBjRbmOmIm10mzmhmtmemL
094ABCD806C1FDE9557E4977EC421615

0B1986D74D92DF051C28FDB8CCDD99A8F5D4470E
55B4C2034BC494D0A85D9510536651FCAEB4ABFAEE8512588D8309B8DCD17166D
BC480CBC67E9B5FF609A92486E46BA49304B3280855493FFD522DEBDSB1EE015374C8C95A08E8424526651A8FACF54FF9F2C55AB88689DF21713DB026101AEBI
false

low

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2909

5.963281306577294

false
48:KYFjzR23XIE3p5Svo/P6clFIVI4BSfUgsH2dsjgqBLIQaSFOuesL:H3RyyASvsrivC5WdcgDQale8
1891B569A04826DA8350F6D5E753C6EF
A4EEBOD9B04D72FEA41B92A3347B9D30816E2DAG
7TED4A8A3723BDAE2FCF7A07632CE52C1AAL10FB85EE77AC815969515EE20B9C33
60D8FB80508F8EF3ESEE4BC446DC81BC73CA198DF56117AE8C08DIE79406574A408316D82AB34C23897E20E18B974F42B1662D93EDC608DADB411501D544588
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Malicious:
Reputation:

Preview:

false

low

"...4..account..acepickapart..com..hergsl..https..in..php..pickap..rcopy..sign..to..your..0..0000..000000000..0000009918..0slr..45f4d5f9..4657..4816.%87skzlc
m5hbmrlekb3awnrleszIOaCSIbZO .9528. 9cef6f38045264f7cbaec8b47ad485f3. af3f59994l74 cllent .code..form..id.. |W00 mode .msafed..office..openid..outlook..owa..
000000000...

...request.&....resource

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8720

0.3284214229143717

false

6:KIW/IMt76Y4QZVTIXs99pG/2qRAEZY4QZv8fOgn:KgnMWQfy9LWBQZ8fOg
EEFA7A74FC5DD041DFBEC2DC62664EC7
20B5C2760C4D6110FES3EDO9BIOEDIAAC2809F28
BF69239396BF46B7AE9311D908617734B972F07A63FD42D2A04C2D9137829546

536ABDB076867D5B209D5455DAF8A37039AB5345BA8B837B5A3F9370C6D35FESC5EB88A13CFB2C3DF911C452CD7151B69ES5A0160899D4B01BAEE2B9559B23B1
4

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Session (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

23602

4.811545544311425

false
384:MIRGmMSvuDbDmM5GmRvuDbabvuDPMNQUT3ZwUWH9:MvmSvEDmMAmMRVEgvQmMNQuUpQ9
9C49430176F5FB8A38B233DF07851D20

EE28D65C6878376 DE5AB502557079E5A19944750
E66841AF41DC1667E65C8ECDF26D7938C36180D9DB11BC1FDBC44F619A1222DB

2062DCA0311427C15F1C7BB9A43B126B7F1813A7DBOEEA74C95E36D148B88A8BE91F373E7A45DFSAE7D12BC1CEA81BA4EAS913A6B7E89ECI6C399C7FEBO3AI
1B

false

low

1. $...7420bf79_ecdc_45ch_bcl6_c3494e34f0ca..
..{68BADBCFB-ED3C-4AA1-B80C- ADD50286FA85 ..L...https://pickap.acepickapart. com/hergsl/kut gxs?op=JFerna
ndez@wickersmith.com.. e .L.https.//lpickap..
a.c.e.p.i.cka.p.art.com/hergs.l/kut.gxs.?.0.p.=JF.ernandez@w.ickersmith..com. .8 0uiBi
..... L...https://pickap.acepickapart.com/hergsl/kut.gxs?op=JFernandez@wickers

..0.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Tabsnd (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

335

5.1744006067359765

false
6:mNato5dL+q2PN723iKKdK8a2jMGIFUtMatoiZ1ZmwKatom1FILVkwON723iKKdKw:ip5V+vVa5Kk8EFUtMpiZ1/KpONV50a5i
1DE30E5EB5ED0727EC62525DA4364EB2

54B6121D6A349C01E1F2826E15B48AA4D8AF4B22
7929BB1E7397F27D7C51698EBDOFB796E7A13639579AF76B07F32F26F9990AB4
63E4E9BD67AA878176C514201CCD42DD5FB65307B6674182A1123DD9252BBF0A220EB019193AEA5C27710BC122553B6C584A5BCA7255B0310E5B2A10C44E1DL
false

low

2021/12/02-16:37:37.906 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/12/02-
16:37:37.909 87c Recovering log #3.2021/12/02-16:37:37.912 87c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\lev
eldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagelleveldb\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

335

5.1744006067359765

false
6:mNato5dL+2PN723iKKdK8a2jMGIFUtMatoiZ1ZmwKatom1FILVkwON723iKKdKw:ip5V+vVa5Kk8EFUtMpiZ1/KpONV50ab5i
1DE30E5SEB5ED0727EC62525DA4364EB2

54B6121D6A349C01E1F2826E15B48AA4D8AF4B22
7929BB1E7397F27D7C51698EBDOFB796E7A13639579AF76B07F32F26F9990AB4
63E4E9BD67AA878176C514201CCD42DD5FB65307B6674182A1123DD9252BBF0A220EB019193AEA5C27710BC122553B6C584A5BCA7255B0310E5B2A10C44E1DL
false

low

2021/12/02-16:37:37.906 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/12/02-
16:37:37.909 87c Recovering log #3.2021/12/02-16:37:37.912 87¢ Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\lev
eldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

36864

0.6094297141107083

false

96:/0gAuhjspnWOvcaWsBsgspsjmVXhsBsqgs1+5DsM:3a%ah
F69BFFD4FE3967F3CF6D76E980C32C0E
47A3FEC31EED417C3CD70A6DC96E41D07088C847
6AB89CDIF7D22BDFDE9DE269606AB5EO0D06D6085FB8ID56B6EE28A84F458B293

B912B86A43B4478350341B34997D5865D828A6FOFEA28DF05697B474A60A796394AB5A4F43ED55022E5AAEAECAACBESFEGOB3506D7BCBEE2101869F17E3F6A1
7

false

low

SQLite format 3......@ ..

C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2825

4.86435102445835

false
48:YALtdpBeMsNMHK5sJDysACs37sHWsd5/sSYMHCKs/MHCzsSOMHwsSJtFsX3RLs9D:HQXGKWDS1i/5vYGmGqOGKJI03QshS
95488A82D5073BDAAFC1480073FF801F

Copyright Joe Security LLC 2021 Page 25 of 140



C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State (copy)

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

E2E979B6D4A3EE16A815115C414D0A98E1DFA93F

C091AE68AFCD5EC632B2C324B983D70F722463CB4D05A3CEBD52E07AATESASD6
D536466352320C5D394130A59B605617580050CDF325C4B3392D87D384C246E9D8C54FC16A247FF4B379F162536304E0D312D7781FFE245C643C5081B8BEOSCD
false

low

{"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"host":"accounts.google.com","isolation":[],"port":443,"protocol_str":"quic"},{"broken_
count":1,"host":"www.google.com","isolation":[],"port":443,"protocol_str":"quic"}],"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"132485449526
75493","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":32613},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"adve
rtised_versions":[],"expiration":"13248544952813644","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"alternati
ve_service":[{"advertised_versions":[],"expiration":"13248544952748754","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://apis.google.com","supports_spd

y":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248544952634896","port":443,"protocol_str":"quic"}],"isolation":[],"server"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

340

5.209626884629129

false
6:mNaoQgSQL+q2PN723iKKdKgXz4rRIFUtMaoQMGKWZmwKaoQVpQLVkwON723iKKdA:iR93+vVa5KkgXiuFUtMR2KW/KRRV50aR
AFODE78EBE629367D95F449570A4B911

0CB56C31F1D0D003388546344A8F92C0OCOE7B485
D1EE311A429C2E13E8D6270F4FDC8AGE48898EE223A3DD96708B112B1874B15F
6447A3C313A7AAB4A3AB48BA3073E6993568DAAD0D690104F294F099FB377FF1B703A82FA71AA9261F1F77FAC969DD465BF172748046EEODA9S58E4CD36E706FE
false

low

2021/12/02-16:37:38.590 13ec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
12/02-16:37:38.593 13ec Recovering log #3.2021/12/02-16:37:38.594 13ec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

340

5.209626884629129

false
6:mNaoQgSQL+q2PN723iKKdKgXz4rRIFUtMaoQMGKWZmwKaoQVpQLVkwON723iKKdA:iR93+vVa5KkgXiuFUtMR2KW/KRRV50aR
AFODE78EBE629367D95F449570A4B911

0CB56C31F1D0D003388546344A8F92C0COE7B485
D1EE311A429C2E13E8D6270F4FDC8AGE48898EE223A3DD96708B112B1874B15F
6447A3C313A7AAB4A3A848BA3073E6993568DAAD0OD690104F294F099FB377FF1B703A82FA71AA9261F1F77FAC969DD465BF172748046EEODA9S8E4CD36E706FE
false

low

2021/12/02-16:37:38.590 13ec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
12/02-16:37:38.593 13ec Recovering log #3.2021/12/02-16:37:38.594 13ec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5681

5.019474186276136

false
96:nQ/XbgeMu9paAKI4xk0IJCKL8AgsFkWuShlkd1SkzhjobOTQVuwn:n2Xbgm9p904KrkWZykdlkzBa
83E2D065FDB1B982AEGEBDE1F372995F

BDB936F556E5A2C4FA2A66F8C38F641A062DC6C8
74D6B5E7FA8A007904FBFODBD0364EEEF3AC40DFIFE6C16A66A3235F87CDBAEE
3BA230EF686338405842EE72001A577EC097A311815BA23C572AE8D6E1855704F3753345D8DEBA964F1E9DD81D4ACCT746BA7CA239ADF38F7A702BA35C751D43
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282965458423506","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"dail i 'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ 0","0","0"
,"o","0","0","0","0","0","0","0","0 "0, '"o","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length™["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\PreferencesMP (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5416

5.001415484449115

false
96:nQ/XbgeQu9paAKI4xk0ICKLBYkd1Skzhj3bOTQVuwn:n2XbgA9p904K9kdlkzBT
BBB4C9468A2E7EF7F1FOB451FE093CE2
4C2B49B8BA8BF6BFC45638A6494D2709EAAFEB41F
E62C683C3239050C31A81FBAFCFAF729CEE9A31B02D431AEA518B557F28A0A5A
EAAC60916D018BADF7F27D2046A2B7972456A733912B2B4D5F644EF4AB905627C25B43F4809EFCEC5C50FCC6D97CES1E83C48F9B425D42A947E219FFAD2F7317
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282965458423506","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time™":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
'0","0","0",

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferences\ (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5162

4.983114723495147

false

96:nQ/XbleQu9paAKIExk0IJCKL8BYkd1fgbOTQVuwn:n2XblA9p9A4K9kdBgy
FF932D6AB2E49BCOFD14668E432E56CB
164DA1AB3288C49A632F26124BBF79A7A033EA4D
A81FBD1160368E3FCECOEAEC328FA688DD6864C374A451AAFB5C1F25D9ECF896

C02C8A110B385D8F1067F347F9E71BED3C1E66EBEF037F952A8189701F910E2DAFEA19ABB55C347C9D7FF4F260BEOF4A2E137FD86AFA796E1BEB14DD12E111!
8

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282965458423506","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length™:["0"," !

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19181

5.570474814462528

false
384:a/ytdLIXsXD1kXqKf/pUZNCgVLH2HDDrUXHGN2KEaPZ4j:5LI0D1kXqKf/pUZNCgVLH2HfvrUIGn2p
4BDA4C93A676EF49EGES1CCA74D4EES2

958DAACFF85AF969305188076 CDACB96C64E2EF7
6082D797CEEF9043203C2EB97EDCBD28109EFOA7FOEC7508E819CBA79746EF9B
EOOE3CEF1F48F933369A882CC8E7AD69D60460B6278F1AA371C058EBID300DAES2251D92D3A09C99A078B0537949E2937F082C0715083A918B7E9EB643D07E3C
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[[},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282965457885873","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences.2 (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577683187544897

false
384:alytELIXsXD1kXgKf/pUZNCgVLH2HfDDrUe/oKEa/Z4LU:YLIOD1kXqKf/pUZNCgVLH2HfvrU2oK/h
7F5541D387019D87AB29EEFC20B3A0F1

600DC31D748D862D1AF1A9FFFCFC473AC97E41F4
8D69F1358964A61DDE429F06675B769BE3F6C452323032545D4FAF1CDF8046AC
056A63D180294E9E66317F5616D3539F17DCE1154DA1069636619031742CB6C95697D3D3A6C5AB913ABIFE630D929E770D29E5ED1505D04DF4309541129EB2B9
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282965457885873","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ij]SOAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Secure Preferenceslo (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17092

5.583296751784482

false
384:a/ytdLIXsXD1kXqKf/ipUZNCgVLH2HfDDrUB2KEaeZ4kf:5LI0OD1kXqKf/[pUZNCgVLH2HfvruB2Ke9
6445EFCDF63C1EE73306433767EB6B99

D9E7296B06FFEBBD4061D798C56F441ABDFEFEOA
ABFA2046769EDO90ESAC1688B803FE9785D1ACB29797355BDF1EAGA9FACDB6B3

2C9F2D7D9EF96EA7D39D126E1E85A30A93322F865C0061AEE71E522D4DF648C89208F6CB38B56B500520FE637C75C2777A11F8E4A4DCCA8FI8BDA8B5DESLCS
B

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282965457885873","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

606

4.039560967919871

false

12:s+asljljljlijlijljiljllalutuEiez/31R5XyZsQjcPqPuJwfGew:Ra0 uutd3gsBbJwuQs
E6AE0648753FE4BAB627FB0222AEDF2C

E9FB85CA2CD999A7E116E929619D756F7B5A2A21
146503F6464570FEDB6140D8BA75EA34E2E0C33BDES7CF4865B68EAC21181396

A362DE1F5962AF91DA442A711FCOABIBDAF125EEBASDBA4E26EFCALAAB43D6987B583EB7A595AD5F7C9B2BD585DB83B0D11C8372377A18D7742340AFD3198I
87

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Preview:

&f oo ) CHRUURN next-map-id.1.Ynamespace-67d58c94_d576_497d_aca7_95d903a0dda0-https://passwordrese

t.microsoftonline.com/.0.. map-0-BannerLogoUrl6i.m.a.g.e.s./.h.e.a.d.e.r._.M.i.c.r.o.s.o.f.t..p.n.g...map-0-TenantBrandName.C.0.m.p.a.n.y.. ....ccccceeveus

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 323

Entropy (8bit):  5.182491451790285

Encrypted: false

SSDEEP: 6:mNaoWO1jL+q2PN723iKKdKrQMxIFUtMaoWQ1ZmwKaoWhdLVkwON723iKKdKrQMFd:iRWOV+vVa5KkCFUIMRWQ1/KRWfV50a5N

MDS5: A475C1BBD920F9C74AABAB14173E3CFE

SHAL: 72898B8218FF405B35C5DF5231ECBBD14B2002CA

SHA-256: 36D2660D8614388FCA1D3CIFA82C259EBAFA54531BD42F2C453EDD8D31241492

SHA-512: 5BD96F9C4D6668841EDEA99199A521428D5DEC6523482B254C0CE15192D06C14678376CC19A9F7EIBAF4662FATED52487D40523E5AACF57861AFA6D558D02D5
Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:38.392 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/12/02-16
:37:38.394 87c Recovering log #3.2021/12/02-16:37:38.395 87c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Stora
ge/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 323

Entropy (8bit):  5.182491451790285

Encrypted: false

SSDEEP: 6:mNaoWO1jL+q2PN723iKKdKrQMxIFUtMaoWQ1ZmwKaoWhdLVkwON723iKKdKrQMFd:iRWOV+vVa5KkCFUIMRWQ1/KRWfV50a5N
MD5: A475C1BBD920F9C74AABAB14173E3CFE

SHA1L: 72898B8218FF405B35C5DF5231ECBBD14B2002CA

SHA-256: 36D2660D8614388FCA1D3CIFA82C259EBAFA54531BD42F2C453EDD8D31241492

SHA-512: 5BD96F9C4D6668841EDEA99199A521428D5DECE523482B254C0CE15192D06C14678376CC19A9F7E9BAF4662FA7ED52487D40523E5AACF57861AFAGD558D02D5
Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:38.392 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/12/02-16
:37:38.394 87¢ Recovering log #3.2021/12/02-16:37:38.395 87c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Stora
ge/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 354

Entropy (8bit):  5.177950309991291

Encrypted: false

SSDEEP: 6:mNato/rHN+q2PN723iKKdK7Uh2ghZIFUtMatou9ZZmwKatolUWHNVkwON723iKKF:ip8vVa5KklIhHh2FUtMpu9Z/KppOz50al

MD5: B81F95E8A12CBAOE4FC72A54284ACA43E

SHAL: A0910BEF3632A97BDB888BFE97763EDCE2472A82

SHA-256: 63E197926D8038596B4AD80A663BBD748F02771DC6735018C0950C0FD7CF8EF8

SHA-512: EE898EA34CC208275E31DD8A63CFEDG5E308EA27ACBECAD42999B773C3DF7E2FBF38A9E9B78428CA620236C60DA7B5B1770065444F8B2DCD9A658692667885
E

Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:37.900 15f8 Reusing MANIFEST C:\Users\usen\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/12/02-16:37:37.905 15f8 Recovering log #3.2021/12/02-16:37:37.907 15f8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 354
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.177950309991291

false
6:mNato/rHN+q2PN723iKKdK7Uh2ghZIFUtMatou9ZZmwKatolUWHNVkwON723iKKF:ip8vVa5KklIhHh2FUtMpu9Z/KppOz50al
B81F95E8A12CBAOE4FC72A54284ACA43E

AO0910BEF3632A97BDB888BFE97763EDCE2472A82
63E197926D8038596B4AD80A663BBD748F02771DC6735018C0950COFD7CF8EF8

EE898EA34CC208275E31DD8AG3CFEDG5E308EA27ACBECAD42999B773C3DF7E2FBF38A9E9B78428CA620236C60DA7B5B1770065444F8B2DCDYA658692667885
E

false

low

2021/12/02-16:37:37.900 15f8 Reusing MANIFEST C:\Users\usen\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/12/02-16:37:37.905 15f8 Recovering log #3.2021/12/02-16:37:37.907 15f8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEIlIKEthXIIkI2zE:/M/XT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECA4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2ES898|
58

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagel\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

433

5.276452081617288

false

12:iRW+vVa5KkFFUtMRSPj1/KRSP9V50a5Kk0J:ipVasKkfgMUgUVOa5KkK
2363BEOOBFOE8498756369E8EFDE915B
7BDOFEBC9F7CE099143B54A5C2A739AB7459D797
FF860E24F053AEB3B7D5CE70B20F29A89D6660DCF99777F7F13B6619EBODO7DE

8D6638330476F9E8043DDDCEOA3FBA4E7ADS562136C4C650AAB5E182D5C05F356B8DFC5DAABAFFS557EF98F717E2EC918144A19AE9B5BB1E47D4A7C85218C125L
EB

false

low

2021/12/02-16:37:38.456 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Local Storage\leveldb/MANIFEST-000001.2021/12/02-16:37:38.458 87c Recovering log #3.2021/12/02-16:37:38.458 87c Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG.old (

copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

433

5.276452081617288

false

12:iRW+vVa5KkFFUtMRSPj1/KRSP9V50a5Kk0J:ipVas5KkfgMUgUVOa5KkK
2363BEOOBFOE8498756369E8EFDE915B
7BDOFEBC9F7CE099143B54A5C2A739AB7459D797
FF860E24F053AEB3B7D5CE70B20F29A89D6660DCF99777F7F13B6619EBODO7DE
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storage\leveldb\LOG.old (

copy)
SHA-512:

Malicious:
Reputation:

Preview:

8D6638330476F9E8043DDDCEOA3FB4E7ADS62136C4C650AAB5E182D5C05F356B8DFC5DAABAFFS57EF98F717E2EC918144A19AE9B5BB1E47D4A7C85218C125L
EB

false

low

2021/12/02-16:37:38.456 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
defl\Local Storage\leveldb/MANIFEST-000001.2021/12/02-16:37:38.458 87c Recovering log #3.2021/12/02-16:37:38.458 87c Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiLocal Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.95629898779197

false
6:YHpoNXR8+eq7JdV5kjxZsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdSZsBdLJIlyH7E4f3K33y
D5BB2F0F1694209F0C6AE5BA44DAC338

41B2CDE10C8937FC9607E608AF65EDF709033350
20FC2ED4DABAC625B83B6B84C1B88B534BC35B18DC8BD7521C66FFDABAB53738

AT713918E0F88AEG2AFAC2A6202107CF547B962900BCB779C7C5C2C8A228C140AAC5191A50BDAF5718EAAES1446DB21648CF2A7B967B9029AF16F13E923FDGEE
2

false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544897343531","port":443,"protocol_str*:"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent State. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.957678621686452

false
6:YHpoNXR8+eq7JdV5kjxZsDHF4R8HLI2AVQBR70S7PMVKIW1K3KNMRKXk1Yn:YHO8sdSZsBdLJIlyH7E4f3K3X
93D2EOEFF548FC5E2DA9ECA4EG30D565B

3DOF4AF0C9516FB2FFE8690E7E932062BF2F147B
D0044287A77347B99FB2FE2D4DE94B11EDE6659696A45D5874CA31312D2239FF
3D9F2000B6F8BIDD108BFE62790E2A9E4AD2742AFA0819464F7FBOCAE77B9A3DA860F326B985A6E37087141F5AA8DE959DC4218DDO5SEA3FE6F90F1899B632CF131
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544897343531","port":443,"protocol_str":"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"3G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

435

5.28078510478941

false

12:iRIxvVa5KkmiuFUtMRoX/KRWz50a5Kkm2J:i69Va5KkSgMKyWOa5Kkr
E2DD668C92AC32156555A152F28CF65A
18C1BAD45A87F3EF5FD930D640156A338FD52D02
6C17382A744EBE66C821B4CA3FCIA37F979907FA3EF55D3242C463F7292654B5

4AESEC3A8A390CAD2DCC58B39755DDC929F9F81A2B5C2CB7DD7D3DEB46A9A8BD06722A3B1D065424D6F2EA73F5D48279EF35645FA51FE9EF863E59FB0O6D7F
29

false

low

2021/12/02-16:37:38.587 db0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Platform Notifications/MANIFEST-000001.2021/12/02-16:37:38.591 db0 Recovering log #3.2021/12/02-16:37:38.593 db0 Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.oldr
(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 435

Entropy (8bit):  5.28078510478941

Encrypted: false

SSDEEP: 12:iRIxvVa5KkmiuFUtMRoX/KRWz50a5Kkm2J:i69Va5KkSgMKyWOa5Kkr

MDS5: E2DD668C92AC32156555A152F28CF65A

SHAL: 18C1BAD45A87F3EF5FD930D640156A338FD52D02

SHA-256: 6C17382A744EBE66C821B4CA3FCIA37F979907FA3EF55D3242C463F7292654B5

SHA-512: 4AEBEC3A8A390CAD2DCC58B39755DDC929F9F81A2B5C2CB7DD7D3DEB46A9A8BD06722A3B1D065424D6F2EA73F5D48279EF35645FA51FE9EF863E59FB0O6D7F
29

Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:38.587 db0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Platform Notifications/MANIFEST-000001.2021/12/02-16:37:38.591 db0 Recovering log #3.2021/12/02-16:37:38.593 db0 Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit):  3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ItHIS+QUILASEGhTFIjl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1L: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20ADOCDA84135E70C97DB3CDD59E25E6536B19F7781E5FCOCA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351FIF4AEE
67

Malicious: false

Reputation: low

Preview:
PO SO version.l..namespace-..&f................. 11 T

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 421

Entropy (8bit):  5.25632121755869

Encrypted: false

SSDEEP: 6:mNadoHk+q2PN723iKKdKusNpZQMxIFUtMadoDoFZZmwKadoNkVkwON723iKKdKuG:ilk+vVa5KkMFUtMhE/K8V50a5KkTJ
MD5: 2DD10D20462EF927528F6EEC32546978

SHA1L: COBC1E685F947DB322F18473B9D0445210CD39C8

SHA-256: E01F05913B5E26EF7FDOB5DC699DE1D0232BBA788CF86AES55F6016B22AA59B0

SHA-512: CE526226551CF59FCF171F68BC3499931354B09ABBAEOA543CB821271255005DF5CEB330FCF1146A734EE7TEEFAA2524CAAQ01885962E2FC4DB2B37507135737A%
Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:55.922 6bc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Session Storage/MANIFEST-000001.2021/12/02-16:37:55.926 6bc Recovering log #3.2021/12/02-16:37:55.928 6bc Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 421

Entropy (8bit): 5.25632121755869

Encrypted: false

SSDEEP: 6:mNadoHk+q2PN723iKKdKusNpZQMxIFUtMadoDoFZZmwKadoNkVkwON723iKKdKuG:ilk+vVa5KkMFUtMhE/K8V50a5KkTJ
MD5: 2DD10D20462EF927528F6EEC32546978

SHAL: COBC1E685F947DB322F18473B9D0445210CD39C8
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG.old (copy)

SHA-256: E01F05913B5E26EF7FDOB5DC699DE1D0232BBA788CF86AES55F6016B22AA59B0

SHA-512: CE526226551CF59FCF171F68BC3499931354B09ABBAEOA543CB821271255005DF5CEB330FCF1146A734EE7TEEFAA2524CAA01885962E2FC4DB2B37507135737A%
Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:55.922 6bc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Session Storage/MANIFEST-000001.2021/12/02-16:37:55.926 6bc Recovering log #3.2021/12/02-16:37:55.928 6bc Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\d3d555a2-6157-435e-a720-4ac08f9
c4017.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 325

Entropy (8bit):  4.957678621686452

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5kjxZsDHF4R8HLI2AVQBR70S7PMVKJIW1IK3KNMRKXk1YNn:YHO8sdSZsBdLIlyH7E4f3K3X

MD5: 93D2EOEFF548FC5E2DA9EC4E630D565B

SHA1L: 3D0F4AF0C9516FB2FFE8690E7E932062BF2F147B

SHA-256: D0044287A77347B99FB2FE2D4DE94B11EDE6659696A45D5874CA31312D2239FF

SHA-512: 3D9F2000B6F8BIDD108BFE62790E2A9E4D2742AFA0819464F7FBOC4E77B9A3DA860F326B985A6E37087141F5AA8DE959DC4218DDOSEA3FEFI0F1899B632CF13I
Malicious: false

Reputation: low

Preview:

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544897343531","port":443,"protocol_str*:"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"3G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defle705d973-b79f-43e9-8e87-929d68a
0b91b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.95629898779197

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5kjxZsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdSZsBdLJlyH7E4f3K33y

MD5: D5BB2F0F1694209F0C6AESBA44DAC338

SHAL: 41B2CDE10C8937FC9607E608AF65EDF709033350

SHA-256: 20FC2ED4DABAC625B83B6B84C1B88B534BC35B18DC8BD7521C66FFDABAB53738

SHA-512: A713918E0F88AE62AFAC2A6202107CF547B962900BCB779C7C5C2C8A228C140AAC5191A50BDAF5718EAAE91446DB21648CF2A7B967B9029AF16F13E923FD6EE
2

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544897343531","port":443,"protocol_str":"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit):  0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEIIKEthXIIkI2ZE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHAL: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9BI9EFD1B89C17814D7C558FFCOCDEC

SHA-512: BF8CDA48CF1ECA4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEEDAABE958265237D6EOAACF35A9EDE7A2ES898|
58

Malicious: false

Reputation: low

Preview:
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflLocal Storagelleveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

433

5.179301087527843

false
12:i1AUVVa5KKkkGHArBFUtM1AP/K1AQBH750a5KkkGHAryJ:iKeVa5KkkGgPgMKgKetOas5KkkGga
4955E94FC7B47C65B66F30B13A08C8F5

4CE75EOQEF1F0D876572F6E5CEEF10DE90F064200
15C9B84FCDBE49CF2ED55B1FCC609D2EDE3764E9104583350B7905C38F6C7907
762845C07FFDF04835362653138EF7CF9810A41ECC124B6AC3933C89C6E16879D78CE44CC48DFE9EF349FCAB585D6A0482EC2904E7AAC13C58155BBD700803A
false

low

2021/12/02-16:38:26.872 db0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\
defl\Local Storage\leveldb/MANIFEST-000001.2021/12/02-16:38:26.874 db0 Recovering log #3.2021/12/02-16:38:26.875 db0 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG.oldt/

(copy)
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

433

5.179301087527843

false
12:i1AUVVa5KKkkGHArBFUtM1AP/K1AQBH750a5KkkGHAryJ:iKeVa5KkkGgPgMKgKetOa5KkkGga
4955E94FC7B47C65B66F30B13A08C8F5

4CE75EOEF1F0D876572F6ESCEEF10DE90F064200
15C9B84FCD8E49CF2ED55B1FCC609D2EDE3764E9104583350B7905C38F6C7907
762845C07FFDF04835362653138EF7CF9810A41ECC124B6AC3933C89C6E16879D78CE44CC48DF69EF349FCABS585D6A0482EC2904E7AAC13C58155BBD 7008034
false

low

2021/12/02-16:38:26.872 db0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\
defiLocal Storage\leveldb/MANIFEST-000001.2021/12/02-16:38:26.874 db0 Recovering log #3.2021/12/02-16:38:26.875 db0 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiNetwork Persistent State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.958114650763609

false
6:YHpoNXR8+eq7JdV59YIEsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdXXEsBdLJIlyH7E4f3K33y
F08847672DDD58749FE32FEFD1DBBAEYS

C4C1750B297311628D53B0D3DD473F3EDD6019E9
4165A9C7A2CA81E34A969C02FC75FFA899F49A5B04899EBA10E341C44839CC90

541C4ADF3A92398F61F1E90C9995FDICCB668FF51F578968C6CCD73AB81AB24668D969A9F98A1B529F631022EF4A3D224D76B4AEDCB656ADADB27A7E4065395/
0

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544901990438","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiPlatform Notifications\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

438

5.196409440433364

false
12:i1xSVvVa5KkkGHArqiuFUtM1ng/K18150a5KkkGHArg2J:ibMvVa5KkkGgCgM3/0a5KkkGg7
65079635928FBC30FB63B7B8DAD80743
618BOE943C56BBD2DC01508C1DDDF3C28270D3EC

Copyright Joe Security LLC 2021 Page 34 of 140



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflPlatform Notifications\LOG

SHA-256: 084E53E389EB28464497008737AC61454662318522A062F2D983B74A6A062424

SHA-512: D5FB217875BBC363875ED8B6D965427CDDE472COAEFD94431ADF23452A4607058E1550B85ABF2201F6B182BD60A1CDOF30ACC679E2A708C99F4723243CB44D/
Malicious: false

Reputation: low

Preview:

2021/12/02-16:38:26.909 1658 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/12/02-16:38:26.911 1658 Recovering log #3.2021/12/02-16:38:26.912 1658 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG.old\>
(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 438

Entropy (8bit):  5.196409440433364

Encrypted: false

SSDEEP: 12:i1xSVvVa5KkkGHArqiuFUtM1ng/K18150a5KkkGHArg2J:ibMVa5KkkGgCgM3/0a5KkkGg7

MD5: 65079635928FBC30FB63B7B8DAD80743

SHAL: 618BOE943C56BBD2DC01508C1DDDF3C28270D3EC

SHA-256: 084E53E389EB28464497008737AC61454662318522A062F2D983B74A6A062424

SHA-512: D5FB217875BBC363875ED8B6D965427CDDE472COAEFD94431ADF23452A4607058E1550B85ABF2201F6B182BD60A1CDOF30ACC679E2A708C99F4723243CB44D/
Malicious: false

Reputation: low

Preview:

2021/12/02-16:38:26.909 1658 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/12/02-16:38:26.911 1658 Recovering log #3.2021/12/02-16:38:26.912 1658 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefl\Session Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit): 3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ItHIS+QUILASEGhTFIjl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1L: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20ADOCDA84135E70C97DB3CDD59E25E6536B19F7781E5FCOCA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351FIF4EE
67

Malicious: false

Reputation: low

Preview:
o version.l..namespace-..&f................. 11 T

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 421

Entropy (8bit):  5.184385525705666

Encrypted: false

SSDEEP: 12:i1qcvVa5KKkkGHArAFUtM1T5/K1S50a5KkkGHArfJ:iAmVa5KkkGgkgM260a5KkkGgV
MD5: B768699BD046BA418477D975F4334BDB

SHAL: C888C9944113FF8CE985A2AF214A2DC3200D239A

SHA-256: 6D1C2A34BOE2A5328DF06607B2FF121D003CD780E9DAABE08D92C51CF962405C
SHA-512: DO5F1877A843796AF11DCF688C0D38761C3049DDE09BIF9437755935A614C5F86B2E199BEAEG639746822CA71B4F5FBE7216E6E89AOEB3B4715EBA3373ADF741
Malicious: false

Reputation: low

Preview:

2021/12/02-16:38:42.257 964 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\
def\Session Storage/MANIFEST-000001.2021/12/02-16:38:42.261 964 Recovering log #3.2021/12/02-16:38:42.262 964 Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefl\Session Storage\LOG.old5, (copy

)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

421

5.184385525705666

false
12:i1qcvVa5KkkGHArAFUtM1T5/K1S50a5KkkGHATJ:iAmVa5KkkGgkgM260a5KkkGgV
B768699BD046BA418477D975F4334BDB
C888C9944113FF8CE985A2AF214A2DC3200D239A
6D1C2A34B0OE2A5328DF06607B2FF121D003CD780E9DAABEN8D92C51CF962405C
DO05F1877A843796AF11DCF688C0D38761C3049DDE09BIF9437755935A614C5F86B2E199BEAE6639746822CA71B4F5FBE7216E6E89AOEB3B4715EBA3373ADF741
false

low

2021/12/02-16:38:42.257 964 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\
def\Session Storage/MANIFEST-000001.2021/12/02-16:38:42.261 964 Recovering log #3.2021/12/02-16:38:42.262 964 Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defld4b4a7aa-d6ff-4051-aal4-fce1973

0b6d3.tmp
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.958114650763609

false
6:YHpoNXR8+eq7JdV59YIEsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdXXEsBdLJIlyH7E4f3K33y
F08847672DDD58749FE32FEFD1DBBAEY

C4C1750B297311628D53B0D3DD473F3EDD6019E9
4165A9C7A2CAB1E34A969C02FC75FFAB99F49A5B04899EBALOE341C44839CCI0

541CAADF3A92398F61F1E90C9995FDICCB668FF51F578968C6CCD73AB81AB24668D969A9F98A1B529F631022EF4A3D224D76B4AEDCB656ADADB27A7E4065395/
0

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544901990438","port":443,"protocol_str":"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

160

3.0217164415295743

false

3:sLollttz6sjIGXU2tk0IkGgGgGgGgGyg:qolXtWswXU2tkEtttt
DE92AD90BE6D3364745B2F73F4C3CF73
9158681463BD30E5AF4DDA4BAAC81F93CEDBDA77
0025A3E0D3B834401B3B5F820E1991EF7E810D9A4B8B6B579E6301C94E7031A0
9E81CEFC195439439F4B23EE7696309D7BC3C08E5B444D2ABDE26D2F12B2D3BCFD124FBI9A2D40C6389E9F787741676FAD366A2E9982674E7B931028C014D8A7
false

low

.._mts_schema_descriptor.....F.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

327

5.266628555906883

false
6:mNatoL+q2PN723iKKdKplFUtMatoOyZmwKatoRpGFNVkwON723iKKdKa/WLJ:ipL+vVa5KkmFUtMpOy/KpRpSNV50a5Ka
38632C44ADE8C4FB7B1720F097D17FD2

488840DB259931DEE3CBE724AD7B2826AF965DF6
588E5DOFDD8C5EF4BFC7E82128B52FF9CABEO85AC084A565A729F0DA3CIC5711
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

SHA-512:
Malicious:
Reputation:

Preview:

693B9308B15FE1002451254C6603C95EF1F50653DA9ID0A82A041F05304767363471107F2335BF20791C6EF376F01A6CAD682378EFODAFBFCB0OD541CCC3860B63
false

low

2021/12/02-16:37:37.958 6bc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/12/02-
16:37:37.965 6bc Recovering log #3.2021/12/02-16:37:37.968 6bc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\L
evelDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

327

5.266628555906883

false
6:mNatoL+q2PN723iKKdKplFUtMatoOyZmwKatoRpGFNVkwON723iKKdKa/WLJ:ipL+vVa5KkmFUtMpOy/KpRpSNV50a5Ka
38632C44ADESC4FB7B1720F097D17FD2

488840DB259931DEE3CBE724AD7B2826AF965DF6
588E5D0FDD8C5EF4BFC7E82128B52FFICABEO85AC084A565A729F0DA3CIC5711
693B9308B15FE1002451254C6603CI5EF1F50653DA9D0A82A041F05304767363471107F2335BF20791C6EF376F01A6CAD682378EFODAFBFCB0OD541CCC3860B63
false

low

2021/12/02-16:37:37.958 6bc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/12/02-
16:37:37.965 6bc Recovering log #3.2021/12/02-16:37:37.968 6bc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\L
evelDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

408

5.292717027826798

false

12:1128GVvVa5KkkOrsFUtM128g/K128150a5KkkOrzJ:iSVa5Kk+gM3kOa5Kkn
4BF650D0B28855FEC1253473C10DAE98
1975FD725048CA039FB2DB982E5B4251B00B00C1
4CC360DB011D376DA8135A676C6175C59A2B225EES5A311EALAD7B4635CEA3EEL

C67C3054D5A7B813F578826B34521E5654758B92183608AB038652FE4C5ECA1483BCAEDACDIAECBEDDAEEF9610920A3A5CC1C406DB1521DA736ACE2DBFEBF
53

false

low

2021/12/02-16:38:58.126 1658 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/12/02-16:38:58.127 1658 Recovering log #3.2021/12/02-16:38:58.127 1658 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

131072

0.010865659079179758

false

3:ImtVdDj9T/XBnl+QZEbbBZJtX/Zullfoll WKTI/j6wZB2tl:1iVXT5nlv41thu/glftine
5FEOE2E6F14E8C598FD80A02E6AGOFDB
84679BB4076261EB358F90FDD3C1CCB50A3EEA9C
FB3A1DBEOB9B3FE0763D3AF055A209B8409CCA32204F65E707181DA2FOFCO71F
1CB76600F56608118B6C69BEGF67F86049606474462FE3824008FAE7752DAE813A4ATF722CESB2444EA2F5DC888D1FF2CAG52FD36C672A0478A6A9EEC35EDD7¢

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ba9c3af3-9a7d-4bd2-a201-ae11df27ae2f.tmp
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ba9c3af3-9a7d-4bd2-a201-ae11df27ae2f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5162

4.983114723495147

false

96:nQ/XbleQu9paAKI6xk0ICKL8Ykd1fgbOTQVuwn:n2XblA9p9A4K9kdBg
FF932D6AB2E49BCOFD14668E432E56CB
164DA1AB3288C49A632F26124BBF79A7A033EA4D
A81FBD1160368E3FCECOEAEC328FA688DD6864C374A451AAFB5C1F25D9ECF896

C02C8A110B385D8F1067F347F9E71BED3C1E66EBEF037F952A8189701F910E2DAFEA19ABB55C347C9D7FF4F260BEOF4A2E137FD86AFA796E1BEB14DD12E111!
8

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282965458423506","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"," 0","0","0"
,'o","o","0","0","0","0","0","0", ,"1501624"],"daily_received_length™:["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\d3d534ca-fObb-42fc-a832-6f771e93f4ea.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19182

5.570456024984464

false
384:a/ytdLIXsXD1kXqKf/pUZNCgVLH2HfDDrUxHGi2KEaNZ4a:5LI0D1kXqKf/[pUZNCgVLH2HfvrUIGi2G
4983AEF83C9DCD439B374CCB431C9CF6

6A5D0F3D742D5AAA0EBEDG9223750A172AF8ES97
6D78B2A3D89A0E7D1EA215E08F0D332264818EB44F45A7FB24A7F53EED15ACB2
278501528E01288764D1040A12D0FF969C3B7D8DAYE7F614A4ACCA423950F35D22AE50A072796EC6DF81CC1FF1BD668B9BA998CD20163D2AAA4E05816F5688AB
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api*:[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282965457885873","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1gIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDYA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

16

3.2743974703476995
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1gIFJ

MDS5: 6752A1D65B201C13B62EA44016EB221F

SHAL: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FAIEESB77D6DF7C344A0AA030E0:
89

Malicious: false

Reputation: low

Preview:

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 136

Entropy (8bit):  4.492938625950144

Encrypted: false

SSDEEP: 3:tUKQUT+SemQ2WZmwv21UT+SIMWUKJA7V8tLUT+SIMWUkJA7WGvV:mNaLQ2WZmwKafXukSVgafXukStv

MDS5: BC133FFBODC8A9B6A19DF1E5943C3239

SHAL: 6282A7227916E7160DE9E6OEFSFE634EBA38531F

SHA-256: CACCEO07F3354BDOE972EA437FCA48B3B8595547D5A6BCBB89409A32C8DB85761

SHA-512: 54725E7EFAE7A17E1D86901EEAS91AF194A58B29EFB2E26345BC5844754CF62CC765BA813127F2533B5FF7C9153D6763E9D273E7E0215CD849D98ECF54286908
Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:56.726 15c Recovering log #3.2021/12/02-16:37:57.433 15c Delete type=0 #3.2021/12/02-16:37:57.433 15c Delete type=3 #2.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG.oldQ (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 136

Entropy (8bit):  4.492938625950144

Encrypted: false

SSDEEP: 3:tUKQUT+SemQ2WZmwv21UT+SIMWUkJA7V8tIUT+SIMWUkIA7WGY:mNaLQ2WZmwKafXukSVgafXukStv
MD5: BC133FFBODC8A9B6A19DF1E5943C3239

SHA1L: 6282A7227916E7160DE9E6OEFSFE634EBA38531F

SHA-256: CACCEO07F3354BDOE972EA437FCA48B3B8595547D5A6BCBB89409A32C8DB85761

SHA-512: 54725E7EFAE7TAL7E1D86901EEAS591AF194A58B29EFB2E26345BC5844754CF62CC765BA813127F2533B5FF7C9153D6763E9D273E7E0215CD849D98ECF54286908
Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:56.726 15¢ Recovering log #3.2021/12/02-16:37:57.433 15c¢ Delete type=0 #3.2021/12/02-16:37:57.433 15c Delete type=3 #2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MPEG-4 LOAS

Category: dropped

Size (bytes): 50

Entropy (8bit):  5.028758439731456

Encrypted: false

SSDEEP: 3:Ukk/vxQRDKIVmt+8jzn:007t8n

MD5: 031D6D1E28FE41A9BDCBD8A21DA92DF1

SHAL: 38CEE81CB035A60A23D6E045E5D72116F2A58683

SHA-256: B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

SHA-512: E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1ASBDD7261FOFD1FCDFADF1A173EFAE1S9EE1DES125E54EFEE488A1220CESSAF
04

Malicious: false

Reputation: low

Preview:
Vo leveldb.BytewiseComparator.. #.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ele4eff1-98c4-4cb4-95e9-ee5cff7clac8.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ele4eff1-98c4-4cb4-95e9-ee5cff7clac8.tmp

File Type: very short file (no magic)
Category: dropped
Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3Ll

MDS5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\fbd3b0f7-1alb-41bc-9574-f91a53d212d9.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: modified

Size (bytes): 2267

Entropy (8bit):  4.899350822523359

Encrypted: false

SSDEEP: 48:YALteBdpNntw3gTCXDHz5sQGsNRLsMc2rqXsByKsS075s+TMHPYhbG:2INnOaTCXDHz3b9rfiNTGghS

MD5: B4A5145308145667B122EBAFC072B63E

SHA1L: 8DC3162F3AC7689495D955952ABD57B13EBDDC15

SHA-256: 41233CCECO08CFE36AADEOBA49944CF68E9D65168AE4102324557B708736DE65B

SHA-512: 6C3A94DB9135552974157F967F6A4916042E8310B045DF474893FA3F8213D8DB14749EC21DAD41EC40B2F214A445DD6B75CCCCF755CC80DEB7D91A343020A26
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"host":"www.google.com","isolation":[],"port":443,"protocol_str":"quic"},{"broken_count

":1,"host":"accounts.google.com","isolation":[],"port":443,"protocol_str":"quic"}],"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true} {"isolation":[

],"server":"https://ssl.gstatic.com”,"supports_spdy":true},{"isolation™[],"server":"https://www.googleapis.com","supports_spdy":true} {"isolation":[],"server":"https://w

ww.gstatic.com”,"supports_spdy":true} {"isolation™:[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com”,"suppo
rts_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{“isolation™:[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[

{"advertised_versions":[50],"expiration":"13285557460719488","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://r

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 341

Entropy (8bit):  5.2397484902437075

Encrypted: false

SSDEEP: 6:mNajL+q2PN723iKKdKfrzAdIFUtMaxL1ZmwKag51LVkwON723iKKdKfrzILJ:i4+vVa5Kk9FUtM+L1/K1DV50a5Kk2J

MD5: 3EBDD390C6B9053519FF3F930814FC2F

SHA1: 4236D34F115219ADB9496011392B16E120236AC6

SHA-256: 0A9AC042D69EB6DDA4CES5A3409DFDD3D04A5E5293D68625430E58112A51EDCIF7

SHA-512: 95728F056BCE326BBD51E3EEEFCIAF32238E2C74FC47B92E100524BAADEABE1ES67ADAA912C1DAB36A7EGE7475EFES32E41B98F1C534B7190096EA475D8042
FA

Malicious: false

Reputation: low

Preview:

2021/12/02-16:37:58.289 87c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.2021
/12/02-16:37:58.292 87c Recovering log #3.2021/12/02-16:37:58.293 87c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shar
ed_proto_db\metadata/000003.log .

Static File Info

No static file info
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Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Dec 2, 2021 16:37:41.104460001 CET
Dec 2, 2021 16:37:41.364326954 CET
Dec 2, 2021 16:37:41.378447056 CET

Dec 2, 2021 16:37:49.306010962 CET

Dec 2, 2021 16:37:50.945247889 CET
Dec 2, 2021 16:37:57.063638926 CET
Dec 2, 2021 16:37:57.918374062 CET
Dec 2, 2021 16:37:57.968579054 CET

Dec 2, 2021 16:37:58.738503933 CET

Dec 2, 2021 16:37:59.301811934 CET
Dec 2, 2021 16:37:59.809782028 CET
Dec 2, 2021 16:38:17.032062054 CET

Dec 2, 2021 16:38:20.766741991 CET

DNS Answers

Timestamp Source IP

Dec 2, 2021
16:37:41.132386923
CET

Dec 2, 2021
16:37:41.132386923
CET

Dec 2, 2021
16:37:41.402796030
CET

Dec 2, 2021
16:37:41.547118902
CET

Dec 2, 2021
16:37:49.323225021
CET

Dec 2, 2021
16:37:49.327305079
CET

Dec 2, 2021
16:37:49.327305079
CET

Dec 2, 2021
16:37:49.327305079
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Source IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID
0xbbd0

Oxbbd0

0xfc05

0x4a30

Oxbbad

Oxd8a7

Oxd8a7

Oxd8a7

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code
0xbbd0 Standard query
(0)
0xfc05 Standard query
(0)
0x4a30 Standard query
(0)
0xd8a7 Standard query
)
0x9600 Standard query
)
0xe6d6 Standard query
)
0x519d Standard query
)
0x888c Standard query
)
0xd028 Standard query
(©)
Oxfe98 Standard query
(©)
ox6dd7 Standard query
)
0x99b6 Standard query
(©)
0x6ebb Standard query
)
Name CName
clients2.g clients.l.google.com
oogle.com
clients.|.
google.com
accounts.g
oogle.com
pickap.ace

pickapart.com

prda.aadg.

msidentity.com  s.net

passwordre
set.micros om
oftonline.com

Name

clients2.g
oogle.com

accounts.g
oogle.com
pickap.ace
pickapart.com
passwordre
set.micros
oftonline.com
pickap.ace
pickapart.com

signup.live.com

acctcdn.ms
auth.net

acctcdn.ms
ftauth.net

clients2.g
oogleuserc
ontent.com

fpt.live.com

acctcdn.ms
auth.net

ajax.aspne
tcdn.com

passwordre
set.micros
oftonline.com

Address

142.250.203.110

172.217.168.45

209.182.194.220

www.tm.a.prd.aadg.akadn

na.privatelink.msidentity.c

na.private prdf.aadg.msidentity.com
link.mside

ntity.com

prdf.aadg. www.tm.f.prd.aadg.akadn

msidentity.com  s.net

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 41 of 140



Timestamp Source IP

Dec 2, 2021
16:37:51.112921953
CET

8.8.8.8

Dec 2, 2021
16:37:57.086446047
CET

8.8.8.8

Dec 2, 2021
16:37:57.086446047
CET

8.8.8.8

Dec 2, 2021
16:37:57.953558922
CET

8.8.8.8

Dec 2, 2021
16:37:57.953558922
CET

8.8.8.8

Dec 2, 2021
16:37:57.953558922
CET

8.8.8.8

Dec 2, 2021
16:37:57.990253925
CET

8.8.8.8

Dec 2, 2021
16:37:57.990253925
CET

8.8.8.8

Dec 2, 2021
16:37:57.998353958
CET

8.8.8.8

Dec 2, 2021 8.8.8.8
16:37:57.998353958

CET

Dec 2, 2021
16:37:57.998353958
CET

8.8.8.8

Dec 2, 2021
16:37:58.758111000
CET

8.8.8.8

Dec 2, 2021 8.8.8.8
16:37:58.758111000

CET

Dec 2, 2021
16:37:59.336041927
CET

Dec 2, 2021
16:37:59.839374065
CET

Dec 2, 2021
16:37:59.839374065
CET

Dec 2, 2021
16:37:59.839374065
CET

Dec 2, 2021
16:38:17.053517103
CET

Dec 2, 2021
16:38:18.000468016
CET

Dec 2, 2021
16:38:20.808051109
CET

Dec 2, 2021
16:38:20.808051109
CET

Dec 2, 2021
16:38:20.808051109
CET

Dec 2, 2021
16:38:20.821408033
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

HTTP Request Dependency Graph
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Trans ID

0x9600

Oxe6d6

Oxe6d6

0x519d

0x519d

0x519d

0x49f7

0x49f7

0x888c

0x888c

0x888c

0xd028

0xd028

0xfe98

0x6dd7

0x6dd7

0x6dd7

0x99b6

0x5736

0x6ebb

Ox6ebb

Ox6ebb

0xb41b

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

pickap.ace
pickapart.com

signup.live.com

account.ms
a.msidentity.com

acctcdn.ms
auth.net

scdnlefff.
wpc.9da5e.
alphacdn.net

snilgl.wpc
.alphacdn.net

scdnlefff.
wpc.9da5e.
alphacdn.net

snilgl.wpc
.alphacdn.net

acctcdn.ms
ftauth.net

scdnlefff.
wpc.9da5e.
alphacdn.net

snilgl.wpc
.alphacdn.net

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

fpt.live.com

acctcdn.ms
auth.net

scdnlefff.
wpc.9dabe.
alphacdn.net

snilgl.wpc
.alphacdn.net

ajax.aspne
tcdn.com

ppe.aadg.p
rivatelink
.msidentity.com

passwordre
set.micros
oftonline.com

na.private
link.mside
ntity.com

prdf.aadg.
msidentity.com

ppe.aadg.p
rivatelink

.msidentity.com

CName Address

209.182.194.220

account.msa.msidentity.c
om

account.msa.trafficmanag
er.net

acctcdn.trafficmanager.ne
t

snilgl.wpc.alphacdn.net

152.199.21.175

snilgl.wpc.alphacdn.net

152.199.21.175

acctcdn.trafficmanager.ne
t

snilgl.wpc.alphacdn.net

152.199.21.175

googlehosted.l.googleuse
rcontent.com

142.250.203.97

fpt.microsoft.com

acctcdn.trafficmanager.ne
t

snilgl.wpc.alphacdn.net

152.199.21.175

mscomajax.vo.msecnd.ne
t

www.ppetm.aadg.akadns.
net

na.privatelink.msidentity.c
om

prdf.aadg.msidentity.com

www.tm.f.prd.aadg.akadn
s.net

www.ppetm.aadg.akadns.
net

Type
A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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e accounts.google.com

e clients2.google.com

e pickap.acepickapart.com

e https:
e acctcdn.msauth.net

e clients2.googleusercontent.com

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:41 UTC O

2021-12-02 15:37:41 UTC 0

Session ID Source IP

1 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:41 UTC 0

Session ID Source IP

10 192.168.2.6
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49693

Direction

ouT

ouT

Source Port

49692

Direction
ouT

Source Port
49707

Direction

Destination IP Destination Port Process

172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

Destination IP Destination Port Process
142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
becmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 15:37:48 UTC 27

Session ID Source IP

11 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:48 UTC 28

Direction

ouT

Source Port

49706

Direction

ouT

Session ID Source IP Source Port
12 209.182.194.220 443

kBytes
Timestamp transferred Direction
2021-12-02 15:37:48 UTC 28 IN
2021-12-02 15:37:48 UTC 29 IN
2021-12-02 15:37:48 UTC 42 IN
2021-12-02 15:37:48 UTC 50 IN
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Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/css.css HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/?client_id=0000009918-0000-0sIr-
iw00-000000000&y=87SkZIlcm5hbmRIekB3aWNrzZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/mp.js HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/2client_id=0000009918-0000-0slr-
iw00-000000000&y=87SkZlcm5hbmRIlekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%?2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process
192.168.2.6 49707 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:48 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 25498

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: text/css

Data Raw: 68 74 6d 6c 20 7b 0d 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 73 61 6e 73 2d 73 65 72 69 66 3b
0d 0a 20 20 20 20 2d 6d 73 2d 74 65 78 74 2d 73 69 7a 65 2d 61 64 6a 75 73 74 3a 20 31 30 30 25 3b 0d 0a 20 20 20 20
2d 77 65 62 6b 69 74 2d 74 65 78 74 2d 73 69 7a 65 2d 61 64 6a 75 73 74 3a 20 31 30 30 25 3b 0d Oa 7d 0d Oa 0d Oa 62
6f 64 79 20 7b 0d Oa 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0d Oa 7d 0d Oa 0d Oa 61 20 7b 0d 0a 20 20 20 20 62 61 6
3 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 0d Oa 7d Od Oa Od Oa 61 3a 61 63 74
69 76 65 2c 0d Oa 61 3a 68 6f 76 65 72 20 7b 0d 0a 20 20 20 20 6f 75 74 6¢ 69 6e 65 3a 20 30 3b 0d Oa 7d 0d Oa Od Oa 69
6d 67 20 7b 0d Oa 20 20 20 20 62 6f 72 64 65 72 3a 20 30 3b 0d Oa

Data Ascii: html { font-family: sans-serif; -ms-text-size-adjust: 100%; -webkit-text-size-adjust: 100%;}body { margin:
O;}a{ background-color: transparent;}a:active,a:hover { outline: 0;}img{ border: 0;

Data Raw: 6f 6e 2d 64 65 6¢ 61 79 3a 20 2e 35 73 3b 0d Oa 7d 0d Oa 0d Oa 2e 70 72 6f 67 72 65 73 73 3e 64 69 76 3a 6e
74 68 2d 63 68 69 6¢ 64 28 35 29 20 7b 0d Oa 20 20 20 20 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6 2d 64 65
6c 61 79 3a 20 2e 36 35 73 3b 0d 0a 20 20 20 20 2d 6d 6f 7a 2d 61 6e 69 6d 61 74 69 6f 6e 2d 64 65 6¢ 61 79 3a 20 2e
36 35 73 3b 0d 0a 20 20 20 20 2d 6f 2d 61 6e 69 6d 61 74 69 6f 6e 2d 64 65 6¢ 61 79 3a 20 2e 36 35 73 3b 0d 0a 20 20 20
20 61 6e 69 6d 61 74 69 6f 6e 2d 64 65 6¢ 61 79 3a 20 2e 36 35 73 3b 0d Oa 7d 0d Oa 0d Oa 62 6f 64 79 2e 63 62 20 7b Od
0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 32 36 32 36 32 36 3b 0d 0a 20 20 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 6¢ 65
66 74 3b 0d Oa 7d 0d Oa Od Oa 2e 62 61 63 6b 67 72 6f 75 6e 64

Data Ascii: on-delay: .5s;}.progress>div:nth-child(5) { -webkit-animation-delay: .65s; -moz-animation-delay: .65s; -o-
animation-delay: .65s; animation-delay: .65s;}body.cb { color: #262626; text-align: left;}.background

Data Raw: 6¢ 6¢ 20 2e 35 73 20 65 61 73 65 2d 69 6e 3b 0d 0a 20 20 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74
69 6f 6e 3a 20 61 6¢ 6¢ 20 2e 35 73 20 65 61 73 65 2d 69 6e 3b 0d Oa 7d 0d Oa 0d Oa 2e 66 61 64 65 2d 69 6e 2d 6¢ 69
67 68 74 62 6f 78 20 7b 0d 0a 20 20 20 20 61 6e 69 6d 61 74 69 6f 6e 3a 20 66 61 64 65 49 6e 20 2e 33 73 20 65 61 73
65 2d 69 6e 3b 0d Oa 20 20 20 20 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 66 61 64 65 49 6e 20 2e 33 7
3206561 73 65 2d 69 6e 3b 0d 0a 20 20 20 20 2d 6d 6f 7a 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 66 61 64 65 49 6e 20 2e
3373206561 73 65 2d 69 6e 3b 0d 0a 20 20 20 20 2d 6d 73 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 66 61 64 65 49 6e 20
2e 3373206561 73 65 2d 69 6e 3b 0d Oa 20 20 20 20 2d 6f 2d 61 6e

Data Ascii: Il .5s ease-in; -webkit-transition: all .5s ease-in;}.fade-in-lightbox { animation: fadeln .3s ease-in; -webkit-
animation: fadeln .3s ease-in; -moz-animation: fadeln .3s ease-in; -ms-animation: fadeln .3s ease-in; -o0-an
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kBytes
Timestamp transferred

2021-12-02 15:37:48 UTC 58

Direction

IN

Session ID Source IP Source Port
13 209.182.194.220 443

kBytes
Timestamp transferred Direction
2021-12-02 15:37:48 UTC 36 IN
2021-12-02 15:37:48 UTC 37 IN

Session ID Source IP

14 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:48 UTC 59

Session ID Source IP

15 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:49 UTC 60

Copyright Joe Security LLC 2021

Source Port

49711

Direction

ouT

Source Port
49713

Direction
ouT

Data

Data Raw: 66 72 6f 6d 20 7b 0d 0a 20 20 20 20 20 20 20 20 6f 70 61 63 69 74 79 3a 20 30 3b 0d 0a 20 20 20 20 7d 0d Oa
2020 20 20 74 6f 20 7b 0d 0a 20 20 20 20 20 20 20 20 6f 70 61 63 69 74 79 3a 20 31 3b 0d Oa 20 20 20 20 7d 0d Oa 7d
0d 0a 0d 0a 40 2d 6d 6f 7a 2d 6b 65 79 66 72 61 6d 65 73 20 66 61 64 65 49 6e 20 7b 0d Oa 20 20 20 20 66 72 6f 6d 20
7b 0d 0a 20 20 20 20 20 20 20 20 6f 70 61 63 69 74 79 3a 20 30 3b 0d 0a 20 20 20 20 7d 0d 0a 20 20 20 20 74 6f 20 7b 0
d 0a 20 20 20 20 20 20 20 20 6f 70 61 63 69 74 79 3a 20 31 3b 0d 0a 20 20 20 20 7d 0d Oa 7d 0d Oa Od 0a 40 2d 77 65 62
6b 69 74 2d 6b 65 79 66 72 61 6d 65 73 20 66 61 64 65 49 6e 20 7b 0d Oa 20 20 20 20 66 72 6f 6d 20 7b 0d Oa 20 20 20
20 20 20 20 20 6f 70 61 63 69 74 79 3a 20 30 3b 0d Oa 20 20 20 20 7d

Data Ascii: from { opacity: 0; } to{ opacity: 1; }}@-moz-keyframes fadeln { from { opacity: 0; } to

{ opacity: 1; }}@-webkit-keyframes fadeln { from { opacity: 0; '}

Destination IP Destination Port Process

192.168.2.6 49706 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:48 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 5551

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: application/javascript

Data Raw: 66 75 6e 63 74 69 6f 6e 20 4d 61 73 6b 65 64 50 61 73 73 77 6f 72 64 28 70 61 73 73 66 69 65 6¢ 64 2C 20 73
79 6d 62 6f 6¢ 2c 20 66 75 6¢ 6¢ 6d 61 73 6b 29 20 7b 0d Oa 09 69 66 20 28 74 79 70 65 6f 66 20 64 6f 63 75 6d 65 6e 74
2e 67 65 74 45 6¢ 65 6d 65 6e 74 42 79 49 64 20 3d 3d 20 27 75 6e 64 65 66 69 6e 65 64 27 0d 0a 09 09 7c 7c 20 74 79
70 65 6f 66 20 64 6f 63 75 6d 65 6e 74 2e 73 74 79 6¢ 65 53 68 65 65 74 73 20 3d 3d 20 27 75 6e 64 65 66 69 6e 65 64 27
2920 7b 20 72 65 74 75 72 6e 20 66 61 6¢ 73 65 3b 20 7d 0d Oa 09 69 66 20 28 70 61 73 73 66 69 65 6¢ 64 20 3d 3d 20
6e 75 6¢ 6¢ 29 20 7b 20 72 65 74 75 72 6e 20 66 61 6¢ 73 65 3b 20 7d 0d Oa 09 74 68 69 73 2e 73 79 6d 62 6f 6¢ 20 3d 2
073 79 6d 62 6f 6¢ 3b 0d 0a 09 74 68 69 73 2e 69 73 49 45 20 3d

Data Ascii: function MaskedPassword(passfield, symbol, fullmask) {if (typeof document.getElementByld == ‘undefined'|| ty
peof document.styleSheets == 'undefined') { return false; }if (passfield == null) { return false; }this.symbol = symbol;this.isIE

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/sc_login.js HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/2client_id=0000009918-0000-0slr-
iw00-000000000&y=87SkZlcm5hbmRIekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7chaec8b47ad485f3/include/src/45_sgsjshsdggdjxdghvevej.png HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/?client_id=0000009918-0000-0sIr-
iw00-000000000&y=87SkZlcm5hbmRIlekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Session ID Source IP Source Port

16 192.168.2.6 49716
kBytes
Timestamp transferred Direction
2021-12-02 15:37:49 UTC 61 ouT
Session ID Source IP Source Port
17 209.182.194.220 443
kBytes
Timestamp transferred Direction
2021-12-02 15:37:49 UTC 62 IN
2021-12-02 15:37:49 UTC 62 IN
2021-12-02 15:37:49 UTC 70 IN
Session ID Source IP Source Port
18 209.182.194.220 443
kBytes
Timestamp transferred Direction
2021-12-02 15:37:49 UTC 75 IN

Copyright Joe Security LLC 2021

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg H
TTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/2client_id=0000009918-0000-0slr-
iw00-000000000&y=87SkZlcm5hbmRIekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%?2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

192.168.2.6 49711 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:49 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 12768

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: application/javascript

Data Raw: 6e 65 77 20 4d 61 73 6b 65 64 50 61 73 73 77 6f 72 64 28 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6¢ 65 6d 65
6e 74 42 79 49 64 28 22 69 30 31 31 38 22 29 2c 20 27 5¢ 75 32 35 43 46 27 2¢ 20 30 29 3b 0d Oa 76 61 72 20 50 72 6f
67 72 65 73 73 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6¢ 65 6d 65 6e 74 42 79 49 64 28 27 70 72 6f 67 72 65
737342617227 29 3b0d 0a 76 61 72 20 4d 61 69 6e 62 6f 78 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6¢ 65 6
d 65 6e 74 42 79 49 64 28 27 6d 61 69 6e 62 6f 78 27 29 3b 0d Oa 76 61 72 20 46 65 64 72 65 64 20 3d 20 64 6f 63 75 6d
65 6e 74 2e 67 65 74 45 6¢ 65 6d 65 6e 74 42 79 49 64 28 27 66 65 64 72 65 64 27 29 3b 0d Oa 76 61 72 20 45 6d 61 69
6c 73 65 63 74 69 6f 6e 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 67 65 74

Data Ascii: new MaskedPassword(document.getElementByld(*i0118"), \u25CF', 0);var Progress = document.getEleme
ntByld(‘progressBar’);var Mainbox = document.getElementByld('mainbox’);var Fedred = document.getElementById(‘f
edred');var Emailsection = document.get

Data Raw: 22 73 74 79 6¢ 65 22 2c 20 22 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 22 29 3b 0d 0Oa 09 09 09 09 09 62 61 63
6b 67 72 6f 75 6e 64 6¢ 68 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 73 74 79 6¢ 65 22 2¢ 20 22 64 69 73 70 6¢ 61
79 3a 6e 6f 6e 65 22 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 50 41 53 53 2e 66 6f 63
75 73 28 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 69 66 20 28 6d 79 4f 62 6a 2e 54 59 50 45 20 3d 3d 3d 20 22 46 45 44 22 29 20 7b 0d Oa 0d 0Oa 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 45 6d 61 69 6¢ 73 65 63 74 69 6f 6e 2e 63 6¢ 61 73 73 4¢c 69 73 74 2e 72
65 70 6c 61 63 65 28 27 73 6¢ 69 64 65 2d 69 6e 2d 6e 65 78 74 27 2c 20

Data Ascii: "style", "display:block");backgroundlh.setAttribute("style”, "display:none"); PASS.focus();

} if (myObj. TYPE === "FED") { Emailsection.classList.replace('slide-in-next’,

Destination IP Destination Port Process
192.168.2.6 49713 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:49 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 5139

Connection: close

Content-Type: image/png
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kBytes

Timestamp transferred Direction
2021-12-02 15:37:49 UTC 75 IN
Session ID Source IP Source Port
19 209.182.194.220 443

kBytes
Timestamp transferred Direction
2021-12-02 15:37:49 UTC 80 IN
2021-12-02 15:37:49 UTC 80 IN
Session ID Source IP Source Port
2 142.250.203.110 443

kBytes
Timestamp transferred Direction
2021-12-02 15:37:41 UTC 1 IN
2021-12-02 15:37:41 UTC 2 IN

Copyright Joe Security LLC 2021

Data

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 56 00 00 00 48 08 06 00 00 00 ad 04 dd dc 00 00 00
1974 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 25 69 54
58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d
22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3¢ 78
3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74
6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 34 38 20 37 39 2e 31 36 34 30 33 36 2c 20 32
30 31 39 2f 30 38 2f 31 33 2d 30 31 3a 30 36 3a 35 37 20 20

Data Ascii: PNGIHDRVHtEXtSoftwareAdobe ImageReadyqe<%iTXtXML:com.adobe.xmp<?xpacket begin=""id="W5M
OMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmiIns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c148 79.164036,
2019/08/13-01:06:57

Destination IP Destination Port Process

192.168.2.6 49716 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:49 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 3651

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/svg+xml

Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30
2031 30 38 20 32 34 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3¢ 2f 74 69 74 6¢ 65 3e 3¢ 70 61 74 68 20 64 3d 22
4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 39
2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 39
2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2¢ 34 2e 36
5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30

Data Ascii: <svg xmIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4.38.119,18.4H36.5311.32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L.41.545,4.6Zm2,1.049a1.268,1.268,0

Destination IP Destination Port Process

192.168.2.6 49692 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample’ ‘'nonce-OC9McfAtoTigi2+Vh5+00w' ‘unsafe-inline’ ‘strict-dynamic' https:
http:;object-src ‘none';base-uri ‘self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 02 Dec 2021 15:37:41 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5449

X-Daystart: 27461

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 35 31 65 0d Oa 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
727665 72 3d 22 70 72 6f 64 22 3e 3¢ 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 34 34 39
222065 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 37 34 36 31 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22 6e
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6C 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 51e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlIns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5449" elapsed_seconds="27461"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""
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kBytes
Timestamp transferred

2021-12-02 15:37:41 UTC 2

2021-12-02 15:37:41 UTC 3

Session ID Source IP

20 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:49 UTC 84

Session ID Source IP

21 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:49 UTC 84

Session ID Source IP

22 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:49 UTC 85

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49712

Direction

ouT

Source Port

49715

Direction

ouT

Source Port
49714

Direction
ouT

Data

Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20
66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37
3137 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 73
68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31
37 3137 3563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65
63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 73
69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3¢ 2f 61 70 70 3e 3c 61 70

Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/Mic_BG.jpg HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7chaec8b47ad485f3/?client_id=0000009918-0000-0slr-
iw00-000000000&y=87SkZlcm5hbmRIlekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%z2foutlook.offi
ce.com%2fowa%?2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/0-small_138bcee624fa04efob75e86211a9fe0d.jpg HTTP/1.1
Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/2client_id=0000009918-0000-0slr-
iw00-000000000&y=87SkZlcm5hbmRIekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%?2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7chaec8b47ad485f3/include/src/arrow_left_a9cc2824ef3517b6c4160dcf8ff7d410.svg HTTP/
1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/?client_id=0000009918-0000-0sIr-
iw00-000000000&y=87SkZlcm5hbmRIlekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Session ID Source IP

23 192.168.2.6
kBytes
Timestamp transferred

2021-12-02 15:37:49 UTC 86

Source Port

49717

Direction

ouT

Session ID Source IP Source Port
24 209.182.194.220 443

kBytes
Timestamp transferred Direction
2021-12-02 15:37:49 UTC 87 IN
2021-12-02 15:37:49 UTC 87 IN
2021-12-02 15:37:50 UTC 100 IN
2021-12-02 15:37:50 UTC 108 IN

Session ID Source IP

25 192.168.2.6
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port
49719

Direction

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/ellipsis_white_5ac590ee72bfe06a7cecfd75b588ad73.svg H
TTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/2client_id=0000009918-0000-0slr-
iw00-000000000&y=87SkZlcm5hbmRIekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%?2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

192.168.2.6 49712 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:49 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 17453

Connection: close

Content-Type: image/jpeg

Data Raw: ff d8 ff e1 09 50 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 30 2f 00 3c 3f 78
70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a
4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73
3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 34 32
20 37 39 2e 31 36 30 39 32 34 2c 20 32 30 31 37 2f 30 37 2f 31 33 2d 30 31 3a 30 36 3a 33 39 20 20 20 20 20 20 20 20
223e203c 7264 66 3a 52 44 46 20 78 6d 6¢ 6e 73 3a 72 64 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 31 39 39 39 2f 30 32 2f 32 32 2d 72 64 66 2d 73 79 6e

Data Ascii: Phttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlIns:x
="adobe:ns:meta/* x:xmptk="Adobe XMP Core 5.6-c142 79.160924, 2017/07/13-01:06:39 "> <rdf:RDF xmIns:rdf
="http://www.w3.0rg/1999/02/22-rdf-syn

Data Raw: 00 01 51 40 00 00 01 71 51 54 11 50 00 01 40 14 00 1f ff d7 da 80 65 b0 00 10 00 00 51 14 04 15 01 05 00 10
4144 05 11 40 40 00 00 00 00 00 00 00 45 01 05 01 05 01 14 00 00 00 00 01 40 00 00 10 00 00 00 05 04 50 10 00 00 00
00 00 00 01 40 00 00 00 00 00 10 50 10 00 00 00 01 40 00 00 00 04 15 00 14 01 14 10 14 40 14 4500 05 01 14 00 00 00
05 10 14 45 44 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 d0 4a 00 20 00 00 00
08 00 00 00 80 00 22 a2 28 00 00 2a 08 a2 08 28 08 00 20 a8 00 08 00 00 00 20 02 00 20 00 00 00 Oa 02 Oa 80 28 00 00
a0 00 00 00 00 00 02 a2 80 00 00 00 00 00 00 a8 a0 Oa 28 82 80 8a 00 00 00 00 00 28 00 Oa 8a 22 80 a0 00 00 00 00 af ff
d0 da 80 65 b0 00 40 00 00 00 00 40 14 00 00 00 00 10 54 00 00 00 00

Data Ascii: Q@qQTP@eQAD@@E@P@P@@EED@@J "(*( ((("e@@T

Data Raw: 01 00 50 04 00 00 01 51 41 05 11 40 04 00 45 51 14 01 14 00 10 00 00 00 00 40 00 50 00 00 05 10 41 44 01
40 00 04 05 45 14 00 11 40 10 51 15 00 00 04 00 00 00 00 10 00 05 00 54 54 50 00 40 45 01 01 51 44 50 10 54 00 00 00
45 00 00 00 00 40 00 00 10 00 14 14 07 22 90 00 11 40 00 00 00 00 00 00 50 10 00 00 40 15 40 01 00 00 01 40 04 00 14
00 10 01 54 45 41 00 14 14 00 00 00 00 05 51 00 00 00 05 45 40 00 01 41 ff d5 dc 00 74 61 05 41 00 80 08 a0 20 00 00
00 00 84 54 01 14 04 15 00 00 00 04 00 50 45 01 05 84 04 08 00 00 00 00 00 00 00 00 00 02 42 28 09 05 01 05 01 05 Oa
20 a4 04 08 40 05 40 51 14 50 00 00 00 01 00 05 00 41 50 00 50 00 00 00 00 00 00 45 15 14 00 00 00 00 00 01 00 00 00
00 14 01 14 01 04 55 00 00 10 00 00 00 51 04 14 00 00 00 00 00 45 00 00 00

Data Ascii: PQA@EQ@PAD@E@QTTP@EQDPTE@"@P@@@TEAQE@AtaA TPEB( @ @QPAPPEUQE

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestamp transferred Direction
2021-12-02 15:37:49 UTC 95 ouT
Session ID Source IP Source Port
26 209.182.194.220 443

kBytes
Timestamp transferred Direction
2021-12-02 15:37:49 UTC 96 IN
2021-12-02 15:37:49 UTC 96 IN
Session ID Source IP Source Port
27 209.182.194.220 443

kBytes
Timestamp transferred Direction
2021-12-02 15:37:49 UTC 99 IN
2021-12-02 15:37:49 UTC 99 IN
Session ID Source IP Source Port
28 209.182.194.220 443

kBytes
Timestamp transferred Direction

Copyright Joe Security LLC 2021

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/ellipsis_grey_2b5d393db04a5e6e1f739ch266e65b4c.svg HT
TP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/?client_id=0000009918-0000-0sIr-
iw00-000000000&y=87SkZIlcm5hbmRIekB3aWNrzZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

192.168.2.6 49715 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:49 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 3006

Connection: close

Content-Type: image/jpeg

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 48 00 48 00 00 ff e1 09 50 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f
62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64
3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74
6120 78 6d 6¢ 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62
65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 34 32 20 37 39 2e 31 36 30 39 32 34 2¢ 20 32 30 31 37 2f 30 37 2f 31
33 2d 30 31 3a 30 36 3a 33 39 20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 6¢ 6e 73 3a 72 64 66
3d 2268 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f

Data Ascii: JFIFHHPhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta
xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c142 79.160924, 2017/07/13-01:06:39 "> <rdf:RDF xml
ns:rdf="http://www.w3.org/

Destination IP  Destination Port Process
192.168.2.6 49714 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:49 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 513

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/svg+xml

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 32 34 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20
323420323422 3e 3c 7469 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3c 70 61 74 68 20 64 3d 22 4d 31
38 2c 31 31 2e 35 37 38 76 2e 38 34 34 48 37 2e 36 31 37 6¢ 33 2e 39 32 31 2¢ 33 2e 39 32 38 2d 2e 35 39 34 2e 35 39
34 4c 36 2c 31 32 6¢ 34 2e 39 34 34 2d 34 2e 39 34 34 2e 35 39 34 2e 35 39 34 4c 37 2e 36 31 37 2¢ 31 31 2e 3537 385
a 22 20 66 69 6¢ 6¢ 3d 22 23 34 30 34 30 34 30 22 2f 3e 3¢ 70 61 74 68 20 64 3d 22 4d 31 30 2e 39 34 34 2¢ 37 2e 30 35
36 6¢ 2e 35 39 34 2e 35 39 34 4c 37 2e 36 31 37 2c 31 31 2e 35 37

Data Ascii: <svg xmlIns="http://www.w3.0rg/2000/svg" width="24" height="24" viewBox="0 0 24 24"><title>assets</title>
<path d="M18,11.578v.844H7.61713.921,3.928-.594.5941.6,1214.944-4.944.594.5941.7.617,11.578Z" fill="#404040"/><path
d="M10.944,7.0561.594.5941.7.617,11.57

Destination IP Destination Port Process

192.168.2.6 49717 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 15:37:50 UTC 109

2021-12-02 15:37:50 UTC 109

Session ID Source IP

29 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:37:50 UTC 110

2021-12-02 15:37:50 UTC 110

Session ID Source IP

3 172.217.168.45
kBytes

Timestamp transferred

2021-12-02 15:37:41 UTC 3

2021-12-02 15:37:41 UTC 4

2021-12-02 15:37:41 UTC 4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:49 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 915

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/svg+xml

Data Raw: 3¢ 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 2220 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20
313620 31 36 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3c 70 61 74 68 20 66 69 6¢ 6¢ 3d 22
23 66 66 66 66 66 66 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2¢ 30 2¢
30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2¢ 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 30 37
2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 2¢ 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2¢ 31 2e 31 36 34 2¢ 30 2
€30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e

Data Ascii: <svg xmlIns="http://www.w3.0rg/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#ffffff" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Destination IP Destination Port Process

192.168.2.6 49719 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:50 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 915

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/svg+xml

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20
3136 20 31 36 22 3e 3¢ 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3¢ 70 61 74 68 20 66 69 6¢ 6¢ 3d 22
2337 37 37 37 37 37 22 20 64 3d 22 4d 31 2e 31 34 33 2¢ 36 2e 38 35 37 61 31 2e 31 30 37 2¢ 31 2e 31 30 37 2¢ 30 2¢
30 2c 31 2c 2e 34 34 36 2e 30 38 39 2¢ 31 2e 31 36 34 2c 31 2e 31 36 34 2¢ 30 2¢ 30 2¢ 31 2c 2e 36 30 37 2e 36 30 37
2c 31 2e 31 36 31 2¢ 31 2e 31 36 31 2¢ 30 2¢ 30 2c¢ 31 2¢ 30 2c 2e 38 39 33 2¢ 31 2e 31 36 34 2¢ 31 2e 31 36 34 2¢ 30 2
€ 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e

Data Ascii: <svg xmlns="http://www.w3.0rg/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#777777" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Destination IP  Destination Port Process
192.168.2.6 49693 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 02 Dec 2021 15:37:41 GMT

Strict-Transport-Security: max-age=31536000

Cross-Origin-Resource-Policy: cross-origin

Content-Security-Policy: script-src ‘report-sample’ ‘nonce-gsfoP81jyli586385QIhEQ" 'unsafe-inline';object-src ‘'none’;base-
uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'

Content-Security-Policy: script-src ‘nonce-gsfoP81jyli586385QIhEQ' 'self' https://apis.google.com https://ssl.gstatic.com
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
Icspreport

Cross-Origin-Opener-Policy: same-origin

Server: ESF

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2¢ 5b 5d 5d 0d 0a
Data Ascii: 11["gaia.l.a.r',[]]

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Page 51 of 140



Session ID Source IP

30 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:50 UTC 111

2021-12-02 15:37:50 UTC 112

Session ID Source IP

31 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:50 UTC 112

Session ID Source IP

32 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:37:50 UTC 113

2021-12-02 15:37:50 UTC 113

Copyright Joe Security LLC 2021

Source Port

49720

Direction

ouT

ouT

Source Port

49722

Direction

ouT

Source Port
443

Direction
IN

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/check.php HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

Content-Length: 29

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-type: application/x-www-form-urlencoded

Accept: */*

Origin: https://pickap.acepickapart.com

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/2client_id=0000009918-0000-0slr-
iw00-000000000&y=87SkZlcm5hbmRIekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%?2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 69 64 3d 4a 46 65 72 6e 61 6e 64 65 7a 40 77 69 63 6b 65 72 73 6d 69 74 68 2e 63 6f 6d
Data Ascii: id=JFernandez@wickersmith.com

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/favicon_a_eupayfgghgiai7k9sol6lg2.ico HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://pickap.acepickapart.com/hergsl/9cef6f38045264f7cbaec8b47ad485f3/2client_id=0000009918-0000-0slr-
iw00-000000000&y=87SkZlcm5hbmRIlekB3aWNrZXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.offi
ce.com%2fowa%?2f&resource=client_id&response_mode=form_post&response_type=code+id_token&scope=openid&
msafed=0&client-request-id=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP  Destination Port Process

192.168.2.6 49722 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:50 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 17174

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/x-icon

Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 8 0d 00 00 ce 28
00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 €8 02 00 00 1e 3d 00 00 18 18 10 00 00
00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 00
01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff f 00 ef a4 00 00
00 b9 f 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22
22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33

Data Ascii: h(fHH(00h6 =@(A(("P 333333333333333
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kBytes

Timestamp transferred Direction
2021-12-02 15:37:51 UTC 121 IN
2021-12-02 15:37:51 UTC 129 IN
Session ID Source IP Source Port
33 192.168.2.6 49727
kBytes
Timestamp transferred Direction
2021-12-02 15:37:51 UTC 130 ouT
Session ID Source IP Source Port
34 192.168.2.6 49726
kBytes
Timestamp transferred Direction
2021-12-02 15:37:51 UTC 130 ouT
Session ID Source IP Source Port
35 209.182.194.220 443
kBytes
Timestamp transferred Direction
2021-12-02 15:37:51 UTC 131 IN
2021-12-02 15:37:51 UTC 131 IN
2021-12-02 15:37:52 UTC 144 IN

Copyright Joe Security LLC 2021

Data

Data Raw: 44 44 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 50 00 00
04 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 55 55 55 55 55 55 55 55
55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 50 00 00 04 44 44 44 44 44 44 44 44 44 44 44 44 44
44 44 44 44 44 44 44 44 44 A4 44 44 44 44 44 44 44 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55
55 55 55 55 55 55 55 55 50 00 00 04 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44
44 44 44 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 50 00 00 04 44 44
4444 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44

Data Ascii: DDUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUPDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDUUUUU
uuuuuuuuUUUUUUUUUUUUUUUUUPDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDUVUUUUUUUULUUUU
uuuuuuuuuUuUUUUUPDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDUVUUUUUUUUVUULULUUULLLUUU
UuuuuuUUPDDDDDDDDDDDDDDDDDDDDDDDDDDD

Data Raw: 22 c0 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 99 99 99 99 99 99 99 70 03 33
333333 3333330000 00 00 00000000 0000 00 00 00 000000 00000000 00 00 00 00 0000 0000 00 00 00 00 aa
aa aa aa aa aa aa 50 04 ee ee ee ee ee ee ee 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0
0d 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 Od 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88
88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66 66
66 b0 Od 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 Od 88 88 88 88
88 88 88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66

Data Ascii: "3333333 3333333p333333 3PSttt reerereererereereret

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/favicon_a_eupayfgghgiai7k9sol6lg2.ico HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/45_sgsjshsdggdjxdghvevej.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

Destination IP  Destination Port Process

192.168.2.6 49727 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:51 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 17174

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/x-icon

Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 8 0d 00 00 ce 28
00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 €8 02 00 00 1e 3d 00 00 18 18 10 00 00
00 00 00 8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 00
01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff f 00 ef a4 00 00
00 b9 f 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22
2222 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33

Data Ascii: h(fHH(00h6 =@(A(("P 333333333333333

Data Raw: 44 44 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 50 00 00
04 44 44 44 44 A4 A4 44 44 A4 44 44 A4 44 44 44 A4 A4 44 A4 A4 44 A4 44 44 44 A4 A4 44 44 44 55 55 55 55 55 55 55 55
55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 50 00 00 04 44 44 44 44 44 44 A4 44 44 44 44 44 44
44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55
55 55 55 55 55 55 55 55 50 00 00 04 44 44 44 A4 44 44 44 A4 A4 44 A4 A4 44 A4 A4 44 44 44 A4 A4 44 A4 44 44 A4 44 44
44 44 44 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 50 00 00 04 44 44
444444 44 44 44 4444 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44

Data Ascii: DDUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUPDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDUUUUU
uuuuuUUUUUUUUUUUUUUUUUUUUPDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDUVUUUUUUULLUUY
uuuuuuuuuUUUUULUPDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDUVVUUUUUUVUULULUUULLLLUY
UUuuUuUUUPDDDDDDDDDDDDDDDDDDDDDDDDDDD
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kBytes
Timestamp transferred

2021-12-02 15:37:52 UTC 152

Session ID Source IP

36 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:37:51 UTC 139

2021-12-02 15:37:51 UTC 139

Session ID Source IP

37 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:55 UTC 153

Session ID Source IP

38 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:37:55 UTC 153

2021-12-02 15:37:55 UTC 153

Session ID Source IP

39 209.182.194.220

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port

49729

Direction

ouT

Source Port
443

Direction
IN

Source Port

443

Data

Data Raw: 22 c0 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 99 99 99 99 99 99 99 70 03 33
33333333 33330000 0000 00000000 0000 000000 000000 00000000 000000 000000 000000000000 aa
aa aa aa aa aa aa 50 04 ee ee ee ee ee ee ee 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0
0d 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 Od 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88
88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66 66
66 b0 Od 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66 66 66 b0 0Od 88 88 88 88
88 88 88 66 66 66 66 66 66 66 b0 0d 88 88 88 88 88 88 88 66 66 66 66 66

Data Ascii: "3333333"""""'3333333p3333333Pffffffffffffitititiiririiirtrfr e

Destination IP Destination Port Process

192.168.2.6 49726 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:51 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 5139

Connection: close

Content-Type: image/png

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 01 56 00 00 00 48 08 06 00 00 00 ad 04 dd dc 00 00 00
19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 25 69 54
58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d
22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78
3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74
6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 34 38 20 37 39 2e 31 36 34 30 33 36 2c 20 32
30 31 39 2f 30 38 2f 31 33 2d 30 31 3a 30 36 3a 35 37 20 20

Data Ascii: PNGIHDRVHtEXtSoftwareAdobe ImageReadyqe<%iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M
OMpCehiHzreSzNTczke9d"?> <x:xmpmeta xmiIns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c148 79.164036,
2019/08/13-01:06:57

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg H
TTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

Destination IP  Destination Port Process
192.168.2.6 49729 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:55 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 3651

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/svg+xml

Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30
2031 30 38 20 32 34 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3c 70 61 74 68 20 64 3d 22
4d 34 34 2e 38 33 36 2¢ 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4¢ 33 38 2e 31 31 39
2c 31 38 2e 34 48 33 36 2e 35 33 31 4¢ 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 39
2e 39 56 34 2e 36 68 33 2e 34 33 36 4¢ 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 36
5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30

Data Ascii: <svg xmlIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4.38.119,18.4H36.5311.32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L.41.545,4.6Zm2,1.049a1.268,1.268,0

Destination IP Destination Port Process

192.168.2.6 49720 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-12-02 15:37:55 UTC 157

2021-12-02 15:37:55 UTC 157

Session ID Source IP

4 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:41 UTC 4

Session ID Source IP

40 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:56 UTC 157

Session ID Source IP

41 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:37:56 UTC 158

2021-12-02 15:37:56 UTC 158

Session ID Source IP

42 192.168.2.6

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49696

Direction

ouT

Source Port

49735

Direction
ouT

Source Port
443

Direction
IN

Source Port

49737

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:50 GMT

Server: Apache

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Set-Cookie: PHPSESSID=40e903eb61151135da92clac155ae9f7; path=/
Vary: Accept-Encoding,User-Agent

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 32 0d Oa 5b 5d 0d Oa 30 0d Oa Od Oa
Data Ascii: 2[]0

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/kut.gxs?op=JFernandez@wickersmith.com HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 21

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7chaec8b47ad485f3/include/src/arrow_left_a9cc2824ef3517b6¢4160dcf8ff7d410.svg HTTP/
11

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

Destination IP  Destination Port Process
192.168.2.6 49735 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:56 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 513

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/svg+xml

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 2220 77 69 64 74 68 3d 22 32 34 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20
32342032 34 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3c 70 61 74 68 20 64 3d 22 4d 31
38 2c 31 31 2e 35 37 38 76 2e 38 34 34 48 37 2e 36 31 37 6¢ 33 2e 39 32 31 2c 33 2e 39 32 38 2d 2e 35 39 34 2e 35 39
34 4¢ 36 2¢ 31 32 6¢ 34 2e 39 34 34 2d 34 2e 39 34 34 2e 35 39 34 2e 35 39 34 4¢ 37 2e 36 31 37 2c 31 31 2e 3537 385
a 222066 69 6¢ 6¢ 3d 22 23 34 30 34 30 34 30 22 2f 3e 3¢ 70 61 74 68 20 64 3d 22 4d 31 30 2e 39 34 34 2c 37 2e 30 35
36 6¢ 2e 35 39 34 2e 35 39 34 4c 37 2e 36 31 37 2c 31 31 2e 35 37

Data Ascii: <svg xmlIns="http://www.w3.0rg/2000/svg" width="24" height="24" viewBox="0 0 24 24"><title>assets</title>
<path d="M18,11.578v.844H7.61713.921,3.928-.594.59416,1214.944-4.944.594.5941.7.617,11.578Z" fill="#404040"/><path
d="M10.944,7.0561.594.594L.7.617,11.57

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-12-02 15:37:56 UTC 158

Session ID Source IP

43 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:37:57 UTC 159

2021-12-02 15:37:57 UTC 159

Session ID Source IP

44 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:57 UTC 160

Session ID Source IP

45 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:37:57 UTC 160

2021-12-02 15:37:57 UTC 160

Session ID Source IP

46 192.168.2.6

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Source Port

49740

Direction

ouT

Source Port
443

Direction
IN

Source Port

49746

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/ellipsis_white_5ac590ee72bfe06a7cecfd75b588ad73.svg H
TTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

Destination IP Destination Port Process

192.168.2.6 49737 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:56 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 915

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/svg+xml

Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20
3136 20 31 36 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3c 70 61 74 68 20 66 69 6¢ 6¢ 3d 22
23 66 66 66 66 66 66 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2¢ 30 2¢
30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2¢ 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 30 37
2c 31 2e 31 36 31 2c¢ 31 2e 31 36 31 2c 30 2¢ 30 2¢ 31 2c¢ 30 2c 2e 38 39 33 2¢ 31 2e 31 36 34 2c 31 2e 31 36 34 2¢ 30 2
¢ 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2¢ 31 2e 31 30 37 2¢ 31 2e

Data Ascii: <svg xmIns="http://www.w3.0rg/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#ffffff" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7chbaec8b47ad485f3/include/src/ellipsis_grey 2b5d393db04a5e6e1f739ch266e65b4c.svg HT
TP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

Destination IP  Destination Port Process
192.168.2.6 49740 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:57 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Content-Length: 915

Vary: Accept-Encoding,User-Agent
Connection: close

Content-Type: image/svg+xml

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20
3136 20 31 36 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3c 70 61 74 68 20 66 69 6¢ 6¢ 3d 22
2337 37 37 37 37 37 22 20 64 3d 22 4d 31 2e 31 34 33 2c¢ 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2¢ 30 2¢
30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2¢ 30 2¢ 30 2c¢ 31 2c 2e 36 30 37 2e 36 30 37
2c 31 2e 31 36 31 2c¢ 31 2e 31 36 31 2¢ 30 2¢ 30 2c 31 2c¢ 30 2c 2e 38 39 33 2¢ 31 2e 31 36 34 2c 31 2e 31 36 34 2¢ 30 2
¢ 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2¢ 31 2e

Data Ascii: <svg xmlIns="http://www.w3.0rg/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#777777" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Destination IP Destination Port Process

152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Page 56 of 140



kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 161

Session ID Source IP

47 152.199.21.175
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 162

2021-12-02 15:37:58 UTC 162

2021-12-02 15:37:58 UTC 178

2021-12-02 15:37:58 UTC 178

2021-12-02 15:37:58 UTC 194

2021-12-02 15:37:58 UTC 210

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Data

GET /converged_ux_v2_kGcCYmUOrW3A6Zc7U108nw2.css?v=1 HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

Origin: https://signup.live.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: style

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

192.168.2.6 49746 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 4833046

Cache-Control: public, max-age=31536000

Content-MD5: 7Hs7090UWeZ5FZzJi+s0lA==

Content-Type: text/css

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D9890C8314B694

Last-Modified: Wed, 06 Oct 2021 21:01:48 GMT

Server: ECAcc (frc/8FC2)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: 1edde828-301e-0050-379d-bb9d0f000000

x-ms-version: 2009-09-19

Content-Length: 95107

Connection: close

Data Raw: 2f 2a 21 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69
6f 6e 2e 20 41 6¢ 6¢ 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 20 2a 2f 2f 2a 21 0a 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 53 54 41 52
54 20 4f 46 20 54 48 49 52 44 20 50 41 52 54 59 20 4e 4f 54 49 43 45 20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d Oa Oa 54 68 69 73 20 66 69 6¢ 65 20 69
73 20 62 61 73 65 64 20 6f 6e 20 6f 72 20 69 6e 63 6f 72 70 6f 72 61 74 65 73 20 6d 61 74 65 72 69 61 6¢C 20 66 72 6f 6d
20 74 68 65 20 70 72 6f 6a 65 63 74 73 20 6¢ 69 73 74 65 64 20

Data Ascii: /*! Copyright (C) Microsoft Corporation. All rights reserved. *//*! START OF
THIRD PARTY NOTICE This file is based on or incorporates material from the projects listed
Data Raw: 2d

Data Ascii: -

Data Raw: 65 72 72 6f 72 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 65 78 74 22 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d
22746578 74 22 5d 2e 68 61 73 2d 65 72 72 6f 72 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 65 38 31 31 32 33 7d 69
6e 70 75 74 3a 3a 2d 6d 73 2d 63 6¢ 65 61 72 2¢ 69 6e 70 75 74 3a 3a 2d 6d 73 2d 72 65 76 65 61 6¢ 7b 68 65 69 67 68
74 3a31 30 30 25 3b 70 61 64 64 69 6e 67 3a 34 70 78 20 38 70 78 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 38 70
78 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 34 70 78 3b 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2¢ 30 2¢ 30 2¢ 30 2e 36 29 7d
69 6e 70 75 74 3a 3a 2d 6d 73 2d 63 6¢ 65 61 72 3a 68 6f 76 65 72 2c 69 6e 70 75 74 3a 3a 2d 6d 73 2d 72 65 76 65 61 6
¢ 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 30 30 37 38 64 37 7d

Data Ascii: error input[type="text"],input[type="text"].has-error{border-color:#e81123}input::-ms-clear,input::-ms-revea
l{height:100%;padding:4px 8px;margin-right:-8px;margin-left:4px;color:rgba(0,0,0,0.6)}input::-ms-clear:hover,input::-ms-
reveal:hover{color:#0078d7}

Data Raw: 2c 22 4d 69 63 72 6f 73 6f 66 74 20 54 61 69 20 4c 65 22 2c 22 4d 69 63 72 6f 73 6f 66 74 20 59 69 20 42 61
69 74 69 22 2c 22 4d 6f 6e 67 6f 6¢ 69 61 6e 20 42 61 69 74 69 22 2¢ 22 4d 56 20 42 6f 6¢ 69 22 2¢ 22 4d 79 61 6e 6d 61
722054 65 78 74 22 2c 22 43 61 6d 62 72 69 61 20 4d 61 74 68 22 7d 2e 49 45 5f 4d 37 20 2e 63 5f 69 6e 6d 69 64 64 6¢
65 5f 61 72 65 61 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 32 30 70 78 7d 2e 49 45 5f 4d 37 20 2e 72 6f 77 2c 2e
49 45 5f 4d 37 20 64 69 76 23 69 53 68 6f 77 53 65 6e 64 48 6f 6¢ 64 65 72 7b 63 6¢ 65 61 72 3a 62 6f 74 68 7d 2e 49 45
5f 4d 37 20 75 6¢ 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 49 45 5f 4d 37 20 2e 6d 6f 64 61 6¢ 20 2e 6d 6f 64 61
6c 2d 63 6f 6e 74 65 6e 74 7b 70 61 64 64 69 6e 67 2d 62

Data Ascii: ,"Microsoft Tai Le","Microsoft Yi Baiti","Mongolian Baiti","MV Boli","Myanmar Text","Cambria Math"}.IE_M7 .c
_inmiddle_area{padding-bottom:20px}.IE_M7 .row,.IE_M7 div#iShowSendHolder{clear:both}.IE_M7 ul{margin-left:0}.
|IE_M7 .modal .modal-content{padding-b

Data Raw: 65 61 72 63 68 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 6e 70 75 74 5b
747970 65 3d 22 74 65 6¢ 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 6e 70 75 74 5b
747970 65 3d 22 74 65 78 74 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 6e 70 75
74 5b 7479 70 65 3d 22 74 69 6d 65 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 6e 70
75 74 5b 74 79 70 65 3d 22 75 72 6¢ 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 69 6e 70
75 74 5b 74 79 70 65 3d 22 77 65 65 6b 22 5d 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65 5f 53 6b 79 70 65 20 73
65 6¢ 65 63 74 2c 62 6f 64 79 2e 63 62 2e 63 62 54 68 65 6d 65

Data Ascii: earch"],body.cb.cbTheme_Skype input[type="tel"],body.cb.cbTheme_Skype input[type="text"],body.cb.c
bTheme_Skype input[type="time"],body.cb.cbTheme_Skype input[type="url"],body.cb.cbTheme_Skype input[type="week
"],body.cb.cbTheme_Skype select,body.cb.cbTheme
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kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 226

2021-12-02 15:37:58 UTC 244

Session ID Source IP

48 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 242

Session ID Source IP

49 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 243

Session ID Source IP

5 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:37:42 UTC 5

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49750

Direction

ouT

Source Port
49748

Direction
ouT

Source Port
443

Direction

IN

Data

Data Raw: 7d 2e 6d 69 64 64 6¢ 65 7b 64 69 73 70 6¢ 61 79 3a 74 61 62 6¢ 65 2d 63 65 6¢ 6¢ 3b 76 65 72 74 69 63 61 6C
2d 61 6¢ 69 67 6e 3a 6d 69 64 64 6¢ 65 7d 2e 69 6e 6e 65 72 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 61 75 74 6f 3b 6d
61 72 67 69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 6d 61 78 2d 77
69 64 74 68 3a 34 34 30 70 78 3b 77 69 64 74 68 3a 63 61 6¢ 63 28 31 30 30 25 20 2d 20 34 30 70 78 29 3b 70 61 64 64
69 6e 67 3234 34 70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 32 38 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63
6f 6¢ 6f 72 3a 23 66 66 66 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 32 70 78 20 36 70 78 20 72
67 62 61 28 30 2c 30 2c 30 2c 30 2e 32 29 3b 2d 6d 6f 7a 2d 62

Data Ascii: }.middle{display:table-cell;vertical-align:middle}.inner{margin-left:auto;margin-right:auto;position:relative;max-
width:440px;width:calc(100% - 40px);padding:44px;margin-bottom:28px;background-color:#fff;-webkit-box-shadow:0 2px
6px rgha(0,0,0,0.2);-moz-b

Data Raw: 6e 2d 74 6f 70 3a 31 36 70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 32 70 78 3b 66 6f 6e 74 2d 66
61 6d 69 6¢ 79 3a 22 53 65 67 6f 65 20 55 49 22 2¢ 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 22 4¢c 75 63 69 64
6120 47 72 61 6e 64 65 22 2c 22 52 6f 62 6f 74 6f 22 2¢c 22 45 62 72 69 6d 61 22 2c 22 4e 69 72 6d 61 6¢ 61 20 55 49 22
2c 22 47 61 64 75 67 69 22 2c 22 53 65 67 6f 65 20 58 62 6f 78 20 53 79 6d 62 6f 6¢ 22 2¢ 22 53 65 67 6f 65 20 55 49 20
5379 6d 62 6f 6¢ 22 2¢ 22 4d 65 69 72 79 6f 20 55 49 22 2c 22 4b 68 6d 65 72 20 55 49 22 2c 22 54 75 6e 67 61 22 2c 22
4c 61 6f 20 55 49 22 2¢ 22 52 61 61 76 69 22 2c 22 49 73 6b 6f 6f 6¢ 61 20 50 6f 74 61 22 2c 22 4c 61 74 68 61 22 2¢ 22
4c 65 65 6¢ 61 77 61 64 65 65 22 2c 22 4d 69 63 72 6f 73

Data Ascii: n-top:16px;margin-bottom:12px;font-family:"Segoe UI","Helvetica Neue","Lucida Grande","Roboto","Eb
rima","Nirmala Ul","Gadugi","Segoe Xbox Symbol","Segoe Ul Symbol","Meiryo UI","Khmer UI","Tunga","Lao Ul","Raa
vi","Iskoola Pota","Latha","Leelawadee","Micros

Destination IP Destination Port Process

152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /jqueryshim_tGLkJ9mWEbN2n0ToVG2gvQ2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

Origin: https://signup.live.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP  Destination Port Process
152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /knockout_3.3.0_X1BYS2jZMbi7hfUj8VuqFA2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

Origin: https://signup.live.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

192.168.2.6 49696 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:42 GMT
Server: Apache

Vary: Accept-Encoding,User-Agent
Connection: close

Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8
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kBytes
Timestamp transferred

2021-12-02 15:37:42 UTC 5

Session ID Source IP

50 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 243

Session ID Source IP

51 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 244

Session ID Source IP

52 152.199.21.175
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 257

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49749

Direction

ouT

Source Port

49751

Direction

ouT

Source Port
443

Direction
IN

Data

Data Raw: 31 31 37 66 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f
44 54 44 20 48 54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 21
68 74 6d 6¢ 34 2f 73 74 72 69 63 74 2e 64 74 64 22 3e 0a 3c 68 74 6d 6¢ 3e 0a 3c 68 65 61 64 3e 0a 3c 73 74 79 6¢ 65 3¢
0a 68 74 6d 6¢ 2c 20 62 6f 64 79 0a 7b 0a 20 20 20 20 68 65 69 67 68 74 3a 20 31 30 30 25 3b 0a 20 20 20 20 6d 61 72
67 69 6e 3a 30 3b 0a 20 20 20 20 70 61 64 64 69 6e 67 3a 30 3b Oa 7d Oa Oa 64 69 76 20 7b Oa 20 20 20 20 70 6f 73 69
74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 0a 20 20 20 20 68 65 69 67 68 74 3a 20 31 30 30 25 3b 0a 20 20 20 20 77 69
64 74 68 3a 31 30 30 25 3b 0a 7d 0a Oa 64 69 76 20 69 6d 67

Data Ascii: 117f<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.0rg/TR/html4/strict.dtd"><htmI>
<head><style>html, body{ height: 100%; margin:0; padding:0;}div{ position:relative; height: 100%; w
idth:100%;}div img

Destination IP Destination Port Process

152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /lwsignupstringscountrybirthdate_en-us_Hu9XQvsxbdtI5Cn8ywiXCA2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

Origin: https://signup.live.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /lightweightsignuppackage_XHIZmGIS3g-Ac0QYFxaGDg2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

Origin: https://signup.live.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP  Destination Port Process
192.168.2.6 49749 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type, Content-Length,Date, Transfer-Encoding
Age: 5321788

Cache-Control: public, max-age=31536000

Content-MD5: +v9Yu4dBC40sInjoTPM11Q==

Content-Type: application/javascript

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D98519D22FBF93

Last-Modified: Fri, 01 Oct 2021 20:26:59 GMT

Server: ECAcc (frc/8E87)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

X-ms-request-id: 6ba692e8-201e-0093-492b-b76a88000000

x-ms-version: 2009-09-19

Content-Length: 26098

Connection: close
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kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 258

2021-12-02 15:37:58 UTC 274

Session ID Source IP

53 152.199.21.175
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 283

2021-12-02 15:37:58 UTC 284

2021-12-02 15:37:58 UTC 300

Session ID Source IP

54 152.199.21.175
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
443

Direction

Data

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 67 69 73 74 65 72 4e 61 6d 65 73 70 61 63 65 28 22 24 43 6f 6e 66
69 67 22 29 2c 24 43 6f 6e 66 69 67 2e 73 68 61 72 65 64 53 74 72 69 6e 67 73 3d 7b 22 65 72 72 6f 72 73 22 3a 7h 22
7265717569 72 65 64 22 3a 22 54 68 69 73 20 69 6e 66 6f 72 6d 61 74 69 6f 6 20 69 73 20 72 65 71 75 69 72 65 64
2e 22 2c 22 65 6d 61 69 6¢ 52 65 71 75 69 72 65 64 22 3a 22 41 6e 20 65 6d 61 69 6¢ 20 61 64 64 72 65 73 73 20 69 73 2
07265717569 72 6564 22 2c 22 70 68 6f 6e 65 52 65 71 75 69 72 65 64 22 3a 22 41 20 70 68 6f 6e 65 20 6e 75 6d 62
65 722069732072 65717569 72656422 2c 227061737377 6f72 645265717569 72 65 64 22 3a 22 41 20 70
61 73 73 77 6f 72 64 20 69 73 20 72 65 71 75 69 72 65 64 22 2c 22 69

Data Ascii: [function(){registerNamespace("$Config"),$Config.sharedStrings={"errors":{"required":"This information is re
quired.","emailRequired":"An email address is required”,"phoneRequired":"A phone number is required","password
Required":"A password is required","i

Data Raw: 61 6d 65 22 3a 22 53 75 64 61 6e 22 2c 22 69 73 6f 22 3a 22 53 44 22 7d 2c 7b 22 63 6f 64 65 22 3a 22 35 39
3722 2c 22 6e 61 6d 65 22 3a 22 53 75 72 69 6e 61 6d 65 22 2c 22 69 73 6f 22 3a 22 53 52 22 7d 2¢ 7b 22 63 6f 64 65 22
3a22 3437 22 2c 22 6e 61 6d 65 22 3a 22 53 76 61 6¢ 62 61 72 64 22 2c 22 69 73 6f 22 32 22 53 4a 22 7d 2c 7b 22 63 6f
64 65 22 3a 22 32 36 38 22 2c 22 6e 61 6d 65 22 3a 22 53 77 61 7a 69 6¢ 61 6e 64 22 2c 22 69 73 6f 22 3a 22 53 5a 22
7d 2c 7b 22 63 6f 64 65 22 3a 22 34 36 22 2c 22 6e 61 6d 65 22 3a 22 53 77 65 64 65 6e 22 2c 22 69 73 6f 22 3a 22 53 45
22 2c 22 69 6e 45 55 22 3a 21 30 7d 2c 7b 22 63 6f 64 65 22 3a 22 34 31 22 2¢ 22 6e 61 6d 65 22 3a 22 53 77 69 74 7a
65 72 6¢ 61 6e 64 22 2c 22 69 73 6f 22 3a 22 43 48 22 7d 2¢c 7b

ode":"47","name":"Svalbard","iso":"S
:10},{"code":"41","name":

J"}{"code":"268","name":
"Switzerland","iso":"CH"},{

Destination IP Destination Port Process

192.168.2.6 49750 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type, Content-Length,Date, Transfer-Encoding
Age: 4833046

Cache-Control: public, max-age=31536000

Content-MD5: b7urcpOksK7MfxBxTBgmQw==

Content-Type: application/javascript

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D9890C947C38B9

Last-Modified: Wed, 06 Oct 2021 21:02:17 GMT

Server: ECAcc (frc/8EA3)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: a3502b74-f01e-009e-6e9d-bb5806000000

x-ms-version: 2009-09-19

Content-Length: 22972

Connection: close

Data Raw: 66 75 6e 63 74 69 6f 6e 20 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 65 2c 74 2c 6e 29 7b 65 26
26 65 2e 61 64 64 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 3f 65 2e 61 64 64 45 76 65 6e 74 4¢ 69 73 74 65 6e 65 72 28
74 2c 6e 29 3a 65 26 26 65 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 45 6¢ 65 6d 65 6e 74 26 26 65 2e 61 74 74
61 63 68 45 76 65 6e 74 26 26 65 2e 61 74 74 61 63 68 45 76 65 6e 74 28 22 6f 6e 22 2b 74 2c 6e 29 7d 66 75 6e 63 74 6
9 6f 6e 20 5f 67 65 74 4f 72 53 65 74 50 72 6f 70 73 4f 6e 45 6¢ 65 6d 65 6€ 74 73 28 65 2 74 2 6e 2¢ 72 29 7b 69 66 28
22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 74 29 7b 5f 66 6f 72 45 61 63 68 4b 65 79 28 74 2c 66 75 6€ 63 74 69
6f 6e 28 6e 29 7b 66 6f 72 28 76 61 72 20 73 3d 30 2c 69 3d 65

Data Ascii: function _addEventListener(e,t,n){e&&e.addEventListener?e.addEventListener(t,n):e&&e instanceof HT
MLElement&&e.attachEvent&&e.attachEvent("on"+t,n)}function _getOrSetPropsOnElements(e,t,n,r){if("object'==typeof t)
{_forEachKey(t,function(n){for(var s=0,i=e

Data Raw: 74 79 70 65 2e 64 65 6¢ 61 79 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 7d 2c 65
2e 70 72 6f 74 6f 74 79 70 65 2e 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 69 66 28 21 5f 69 73 48 74 6d 6¢ 45 6C
65 6d 65 6e 74 4¢c 69 73 74 28 74 68 69 73 2e 65 6¢ 65 6d 73 29 29 7h 74 68 72 6f 77 22 55 6e 73 75 70 70 6f 72 74 65 64
227d 66 6f 72 28 76 61 72 20 65 3d 30 2c 74 3d 74 68 69 73 2e 65 6¢ 65 6d 73 3b 65 3c 74 2e 6¢ 65 6e 67 74 68 3b 65

2b 2b 29 7b 76 61 72 20 6e 3d 74 5b 65 5d 3b 5f 73 65 74 43 61 63 68 65 56 61 6¢ 75 65 28 6e 2c 63 5f 64 69 73 70 6¢ 61
79 2c 6e 2e 73 74 79 6¢ 65 2e 64 69 73 70 6¢ 61 79 29 2c 6e 2e 73 74 79 6¢ 65 2e 64 69 73 70 6¢ 61 79 3d 63 5f 6 6f 6e
65 7d 72 65 74 75 72 6e 20 74 68 69 73 7d 2c 65 2e 70 72 6f

Data Ascii: type.delay=function(){return this},e.prototype.hide=function(){if(!_isHtmlElementList(this.elems)){throw"Uns
upported“}for(var e=0,t=this.elems;e<t.length;e++){var n=t[e];_setCacheValue(n,c_display,n.style.display),n.style.displa
y=c_none}return this},e.pro

Destination IP Destination Port Process

192.168.2.6 49748 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
transferred

Timestamp

2021-12-02 15:37:58 UTC 306

2021-12-02 15:37:58 UTC 307

2021-12-02 15:37:58 UTC 323

2021-12-02 15:37:58 UTC 372

2021-12-02 15:37:58 UTC 388

2021-12-02 15:37:58 UTC 388

2021-12-02 15:37:58 UTC 404

kBytes
transferred

Session ID Source IP
55 152.199.21.175
Timestamp

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 11110162

Cache-Control: public, max-age=31536000

Content-MD5: 03vbuPQYpAFMmawTk+WKWA==

Content-Type: application/javascript

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D950154EEE67CO

Last-Modified: Mon, 26 Jul 2021 09:11:09 GMT

Server: ECAcc (frc/8F6F)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

Xx-ms-request-id: ffa91ab3-501e-0005-2886-82ch24000000

X-ms-version: 2009-09-19

Content-Length: 80144

Connection: close

Data Raw: 2f 2a 21 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 53 54 41 52 54 20 4f 46 20 54 48 49 52 44 20 50 41 52 54 59 20 4e 4f 54 49 43 45 20

2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 0d 0a 0d Oa 54 68 69 73 20 66 69 6¢c 65 20 69 73 20 62 61 73 65 64 20 6f 6e 20 6f 72 20 69 6e 63 6f 72 70 6f 72 61
74 65 73 20 6d 61 74 65 72 69 61 6¢ 20 66 72 6f 6d 20 74 68 65 20 70 72 6f 62 65 63 74 73 20 6¢ 69 73 74 65 64 20 62 65
6c 6f 77 20 28 54 68 69 72 64 20 50 61 72 74 79 20 49 50 29 2e 20 54 68 65 20 6f 72 69 67 69 6e 61 6¢ 20 63 6f 70 79 72
69 67 68 74 20 6e 6f 74 69 63 65 20 61 6e 64 20 74 68 65 20 6¢

Data Ascii: /*! START OF THIRD PARTY NOTICE This file is
based on or incorporates material from the projects listed below (Third Party IP). The original copyright notice and the |

Data Raw: 75 6e 63 74 69 6f 6e 2e 70 72 6f 74 6f 74 79 70 65 29 3b 61 2e 51 2e 66 6e 3d 7a 3b 61 2e 48 62 3d 66 75 6e
63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 21 3d 61 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70
65 6f 66 20 61 2e 55 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 61 2e 6e 6f 74 69 66 79 53 75 62 73
63726962 657273 7d 3b 61 2e 62 28 22 73 75 62 73 63 72 69 62 61 62 6¢ 65 22 2¢ 61 2e 51 29 3b 61 2e 62 28 22 69
73537562 7363 7269 62 61 62 6¢ 65 22 2C 61 2e 48 62 29 3b 61 2e 5a 3d 61 2e 6b 3d 66 75 6e 63 74 69 6f 6e 28 29
7b 66 75 6e 63 74 69 6f 6e 20 62 28 61 29 7b 63 2e 70 75 73 68 28 65 29 3b 65 3d 61 7d 66 75 6e 63 74 69 6f 6e 20 64 2
829 7b 65 3d 63 2e 70 6f 70 28 29 7d 76 61 72 20 63 3d 5b 5d 2¢

Data Ascii: unction.prototype);a.Q.fn=z;a.Hb=function(a){return null'=a&&"function"==typeof a.U&&"function"==typeof a.no
tifySubscribers};a.b("subscribable,a.Q);a.b("isSubscribable",a.Hb);a.Z=a.k=function(){function b(a){c.push(e);e=a}function
d({e=c.pop(}var c=[],

Data Raw: 63 65 6f 66 20 61 2e 4e 3f 62 3a 6e 65 77 20 61 2e 4e 28 62 29 7d 61 2e 64 3d 7b 7d 3b 76 61 72 20 78 3d 7b
73637269 70 74 3a 21 30 2¢c 74 65 78 74 61 72 65 61 3a 21 30 7d 3b 61 2e 67 65 74 42 69 6e 64 69 6e 67 48 61 6e 64
6¢ 65 72 3d 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 61 2e 64 5b 62 5d 7d 3b 0d Oa 61 2e 4e 3d 66 75
6e 63 74 69 6f 6e 28 62 2¢ 63 2¢ 64 2¢ 67 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 66 3d 22 66 75 6e 63 74 69 6f 6e 22 3d
3d 74 79 70 65 6f 66 20 62 26 26 21 61 2e 46 28 62 29 2c 6d 2c 6¢ 3d 61 2e 6a 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61
72 20 6d 3d 66 3f 62 28 29 3a 62 2c 68 3d 61 2e 61 2e 63 28 6d 29 3b 63 3f 28 63 2e 4b 26 26 63 2e 4b 28 29 2c 61 2e 61
2e 65 78 74 65 6e 64 28 65 2c 63 29 2c 6¢ 26 26 28 65 2e 4b 3d

Data Ascii: ceof a.N?b:new a.N(b)}a.d={};var x={script:!0,textarea:!0};a.getBindingHandler=function(b){return a.d[b]};a.
N=function(b,c,d,g){var e=this,f="function"==typeof b&&!a.F(b),m,|=a.j(function(){var m=f?b():b,h=a.a.c(m);c?(c.K&&c.K()
,a.a.extend(e,c),l&&(e.K=

Data Raw: 64 61 74
Data Ascii: dat

Data Raw: 61 28 22 69 73 52 65 77 72 69 74 74 65 6e 22 2c 21 30 29 7d 3b 61 2e 62 28 22 74 65 6d 70 6¢ 61 74 65 45 6e
67 69 6e 65 22 2¢ 61 2e 4a 29 3b 61 2e 6b 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 62 28 62 2¢
63 2c 64 2c 68 29 7b 62 3d 61 2e 68 2e 62 62 28 62 29 3b 66 6f 72 28 76 61 72 20 6¢ 3d 61 2e 68 2e 6b 61 2¢ 67 3d 30
3b 67 3c 62 2e 6¢ 65 6e 67 74 68 3b 67 2b 2b 29 7b 76 61 72 20 6d 3d 62 5b 67 5d 2e 6b 65 79 3b 69 66 28 6¢ 2e 68 61
73 4f 77 6e 50 72 6f 70 65 72 74 79 28 6d 29 29 7b 76 61 72 20 78 3d 6¢ 5b 6d 5d 3b 69 66 28 22 66 75 6e 63 74 69 6f 6e
22 3d 3d 3d 74 79 70 65 6f 66 20 78 29 7b 69 66 28 6d 3d 0d Oa 78 28 62 5b 67 5d 2e 76 61 6¢ 75 65 29 29 74 68 72 6f 77
204572 72 6f 72 28 6d 29 3b 7d 65 6¢ 73 65 20 69 66 28 21 78

Data Ascii: a(“isRewritten",!0)};a.b("templateuser*,a.J);a.kb=function(){function b(b,c,d,h){b=a.h.bb(b);for(var I=a.h.k
a,0=0;g<b.length;g++){var m=b[g].key;if(l.hasOwnProperty(m)){var x=I[m];if("function"===typeof x){if(m=x(b[g].value))throw
Error(m);}Jelse if('x

Data Raw: 28 62 29 2c 63 2e 6f 70 74 69 6f 6e 73 2e 6¢ 69 76 65 26 26 6e 2e 69 73 4f 62 73 65 72 76 61 62 6¢ 65 41 72
726179 28 62 29 26 26 63 2e 73 75 62 73 63 72 69 70 74 69 6f 6e 73 2e 70 75 73 68 28 62 2e 73 75 62 73 63 72 69 62
65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 63 2e 67 72 61 70 68 4d 6f 6e 69 74 6f 72 2e 76 61 6¢ 75 65 48 61 73 4d 75 74 61
74 6564 28 29 7d 29 29 29 2¢ 67 26 26 21 67 2e 5f 64 65 73 74 72 6f 79 26 26 28 6e 2e 69 73 41 72 72 61 79 28 67 29 3f
66 3d 67 3a 6e 2e 69 73 4f 62 6a 65 63 74 28 67 29 26 26 28 66 3d 6e 2e 76 61 6¢ 75 65 73 28 67 29 29 29 2¢ 30 21 3d
3d 64 26 26 6e 2e 66 6f 72 45 61 63 68 28 66 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 21 62 7c 7c 62 2e 6e 6f 64 65 54 79
70 65 7c 7c 61 2e 69 73 43 6f 6d 70 75 74 65 64 28 62 29 26 26

Data Ascii: (b),c.options.live&&n.isObservableArray(b)&&c.subscriptions.push(b.subscribe(function(){c.graphMonitor.value
HasMutated()}))),0&&!g._destroy&&(n.isArray(g)?f=g:n.isObject(g)&&(f=n.values(g))),0!==d&&n.forEach(f,function(b){!b||b.
nodeType||a.isComputed(b)&&

Destination IP Destination Port Process

192.168.2.6 49751 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Page 61 of 140



kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 339

2021-12-02 15:37:58 UTC 340

2021-12-02 15:37:58 UTC 356

2021-12-02 15:37:58 UTC 418

2021-12-02 15:37:58 UTC 434

2021-12-02 15:37:58 UTC 450

2021-12-02 15:37:58 UTC 466

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 1361702

Cache-Control: public, max-age=31536000

Content-MD5: mEyEiaw/euujjdOzfYEllw==

Content-Type: application/javascript

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D9A884488F77AA

Last-Modified: Mon, 15 Nov 2021 22:07:15 GMT

Server: ECAcc (frc/8F10)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

X-ms-request-id: d6360240-301e-0071-2c30-db1d53000000

X-ms-version: 2009-09-19

Content-Length: 194658

Connection: close

Data Raw: 66 75 6e 63 74 69 6f 6e 20 45 6e 63 72 79 70 74 28 65 2c 74 2c 6e 2c 61 29 7b 76 61 72 20 6f 3d 5b 5d 3b 73
7769 74 63 68 28 6e 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 7b 63 61 73 65 22 63 68 67 73 71 73 61 22 3a 69 66 28
6e 75 6¢ 6¢ 3d 3d 65 7c 7c 6e 75 6¢ 6¢ 3d 3d 74 29 7h 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 6f 3d 50 61 63 6b 61 67 65 53
4144 6174 61 28 65 2c 74 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 63 68 67 70 77 64 22 3a 69 66 28 6e 75 6¢ 6¢ 3d 3d
65 7c 7c 6e 75 6¢ 6¢ 3d 3d 61 29 7b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 6f 3d 50 61 63 6b 61 67 65 4e 65 77 41 6e 64 4f
6c 64 50 77 64 28 65 2c 61 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 70 77 64 22 3a 69 66 28 6e 75 6¢ 6¢ 3d 3d 65 29 7b
72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 6f 3d 50 61 63 6b 61 67 65

Data Ascii: function Encrypt(e,t,n,a){var o=[];switch(n.toLowerCase()){case"chgsgsa":if(null==e||null==t){return nulljo=
PackageSAData(e,t);break;case"chgpwd":if(null==e||null==a){return nullfo=PackageNewAndOIldPwd(e,a);break;case"p
wd":if(null==e){return nulljo=Package

Data Raw: 6e 67 22 29 29 2c 6e 3d 6e 7c 7c 24 66 2e 6¢ 6f 61 64 69 6e 67 54 79 70 65 2e 73 70 69 6e 6e 69 6e 67 2c 61
3d 61 7c 7c 22 32 30 70 78 22 2c 6f 3d 6f 7c 7c 61 2¢ 69 3d 69 7c 7c 22 33 70 78 22 2c 72 3d 72 26 26 72 2e 74 6f 4c 6f
7765724361 73652829 7c 7c 22 23 36 36 36 22 2c 6¢ 3d 6¢ 7c 7c 22 22 3b 0a 76 61 72 20 75 2c 70 3d 22 63 5f 73 70
69 6e 6e 69 6e 67 44 6f 74 73 22 2c 6d 3d 28 24 43 6f 6e 66 69 67 2e 69 6d 67 73 42 61 73 65 7c 7c 22 2f 69 6d 61 67 65
7322 29 2b 22 2f 63 6f 6d 6d 6f 6e 2f 22 3b 6e 3d 3d 24 66 2e 6¢ 6 61 64 69 6e 67 54 79 70 65 2e 66 6¢ 79 69 6e 67 3f
2870 3d 22 63 5f 66 6¢ 79 69 6e 67 44 6f 74 73 22 2¢ 75 3d 22 66 6¢ 79 69 6e 67 64 6f 74 73 2e 67 69 66 22 29 3a 28 75
3d 22 73 70 69 6e 6e 65 72 5f 22 2¢c 75 2b 3d 22 23 66 66

Data Ascii: ng")),n=n||$f.loadingType.spinning,a=al|"20px",0=0||a,i=i||"3px",r=r&&r.toLowerCase()||"#666",I=I||"";var u,
p="c_spinningDots",m=($Config.imgsBase||"/images")+"/common/*;n==%$f.loading Type.flying?(p="c_flyingDots",u="fl
yingdots.gif"):(u="spinner_",u+="#ff

Data Raw: 65 74 2e 70 61 67 65 54 69 74 6¢ 65 3f 7b 22 61 72 69 61 2d 6¢ 61 62 65 6¢ 22 3a 65 74 2e 70 61 67 65 54 69
74 6¢ 65 7d 3a 7b 22 61 72 69 61 2d 6¢ 61 62 65 6C 6C 65 64 62 79 22 3a 22 69 50 61 67 65 54 69 74 6C 65 20 44 69 61
6c 6f 67 55 73 65 72 54 69 74 6¢ 65 22 7d 3a 7b 7d 7d 66 75 6e 63 74 69 6f 6e 20 6a 28 29 7b 76 61 72 20 65 3d 24 50 61
67 6548 65 6¢ 70 65 72 2e 67 65 74 28 65 74 2e 76 69 65 77 54 65 6d 70 6¢ 61 74 65 29 2e 63 6¢ 6f 6e 65 28 29 2¢ 74
3d 65 74 2e 76 69 65 77 43 6f 6e 74 65 78 74 54 6f 6b 65 6e 73 3b 69 66 28 74 26 26 74 2e 6¢ 65 6e 67 74 68 3e 30 29 7
b 66 6f 72 28 76 61 72 20 6e 3d 65 2e 68 74 6d 6¢ 28 29 2c 61 3d 30 3b 61 3c 74 2e 6¢ 65 6e 67 74 68 3b 61 2b 2b 29 7h
76 61 72 20 6f 3d 74 5b 61 5d 2c 72 3d 57 28 6f 29 3b 76 6f 69 64

Data Ascii: et.pageTitle?{"aria-label":et.pageTitle}:{"aria-labelledby":"iPageTitle DialogUserTitle"}:{}}function j(){var
e=$PageHelper.get(et.viewTemplate).clone(),t=et.viewContextTokens;if(t&&t.length>0){for(var n=e.html(),a=0;a<t.length;
a++){var o=t[a],r=W(0);void

Data Raw: 64 69 76 20 63 6¢ 61 73 73 3d 22 72 6f 77 20 70 72 6f 67 72 65 73 73 2d 63 6f 6e 74 61 69 6e 65 72 22 3e 20
2020 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 70 72 6f 67 72 65 73 73 22 3e 20 20 20 20 20 20 20 20 20 20
2020 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 73 75 62 6¢ 69 6e 65 20 69 6e 63 22 3e 3¢ 2f 64 69 76 3e 20 20 20 20 20 20
2020 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 73 75 62 6¢ 69 6e 65 20 64 65 63 22 3e 3c 2f 64 69 76 3e 20 20 2
020 20 20 20 20 3c 2f 64 69 76 3e 20 20 20 20 3c 2f 64 69 76 3e 27 2¢c 77 3d 27 3¢ 64 69 76 20 64 61 74 61 2d 69 64 3d
22 6d 61 72 63 68 69 6e 67 41 6e 74 73 22 20 72 6f 6¢ 65 3d 22 70 72 6 67 72 65 73 73 62 61 72 22 20 63 6¢ 61 73 73 3d
22 7072 6f 67 72 65 73 73 2d 69 6€ 64 69 63 61 74 6f 72 22 20 3e

Data Ascii: div class="row progress-container"> <div class="progress"> <div class="subline inc"></div>

<div class="subline dec"></div> </div> </div>',w="<div data-id="marchingAnts" role="progressbar" class="progress-
indicator" >

Data Raw: 29 7d 29 29 2c 73 2e 6f 6e 28 22 72 65 73 69 7a 65 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 24 50 61 67 65 48
65 6¢ 70 65 72 2e 68 61 73 46 6f 63 75 73 28 72 29 26 26 64 2e 74 6f 6f 6¢ 74 69 70 26 26 28 64 2e 74 6f 6f 6¢ 74 69 70
2822 68 69 64 65 22 29 2c 64 2e 74 6f 6f 6¢ 74 69 70 28 22 73 68 6f 77 22 29 29 7d 29 7d 65 6¢ 73 65 7h 72 2e 6f 6e 28
2273 68 6f 77 2e 62 73 2e 74 6f 6f 6¢ 74 69 70 22 2c 66 75 6€ 63 74 69 6f 6e 28 29 7b 24 50 61 67 65 48 65 6¢ 70 65 72
2e 62 79 43 6¢ 61 73 73 4e 61 6d 65 28 22 74 6f 6f 6¢ 74 69 70 22 29 2e 6e 6f 74 28 74 68 69 73 29 2e 68 69 64 65 28 29
7d 29 3b 76 61 72 20 63 3d 7b 7d 3b 63 2e 61 6e 69 6d 61 74 69 6f 6e 3d 21 31 3b 76 61 72 20 75 3d 69 26 26 69 5b 74
5d 26 26 6e 5b 69 5b 74 5d 5d 3b 63 5b 74 5d 3d 75 7c 7c 6e

Data Ascii: )})),s.on("resize" function(}{$PageHelper.hasFocus(r)&&d.tooltip&&(d.tooltip("hide"),d.tooltip("show"))})}el
sefr.on("show.bs.tooltip",function(){$PageHelper.byClassName("tooltip").not(this).hide()});var c={};c.animation=!1;var u
=i&&i[t]&&nl[i[t]];c[t]=ul|n

Data Raw: 65 64 53 69 67 6e 49 6e 53 70 65 65 64 62 75 6d 70 22 3a 63 2c 22 62 61 63 6b 53 74 61 63 6b 22 3a 5b 48 2¢
4d 5d 7d 7d 2c 22 65 76 69 63 74 69 6f 6e 53 70 65 65 64 62 75 6d 70 22 3a 7b 22 70 61 67 65 49 64 22 3a 46 2e 53 69
67 6e 75 70 5f 45 76 69 63 74 69 6f 6e 53 70 65 65 64 62 75 6d 70 50 61 67 65 5f 43 6¢ 69 65 6e 74 2c 22 73 65 63 74 69
6f 6e 49 64 22 3a 22 45 76 69 63 74 69 6f 6e 53 70 65 65 64 62 75 6d 70 22 2¢ 22 63 6f 6e 74 72 6f 6¢ 223a 7a 7c 7c 71
3f22 53 69 67 6e 75 70 43 6f 6e 74 72 6f 6¢ 22 3a 22 53 69 67 6e 75 70 43 72 65 61 74 65 43 6f 6e 74 72 6f 6¢ 22 2¢ 22
6f 70 74 69 6f 6e 73 22 3a 7b 22 76 69 65 77 4d 6f 64 65 6¢ 22 3a 22 53 69 67 6e 75 70 56 69 65 77 4d 6f 64 65 6¢ 22 2¢
22 76 69 65 77 4d 6f 64 65 6¢ 4f 70 74 69 6f 6e 73 22 3a 7b

Data Ascii: edSigninSpeedbump*:c,"backStack":[H,M]}},"evictionSpeedbump":{"pageld":F.Signup_EvictionSpeedbumpP
age_Client,"sectionld":"EvictionSpeedbump","control*:z||q?"SignupControl":"SignupCreateControl","options":{"viewModel":"
SignupViewModel","viewModelOptions":{
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kBytes

Timestamp transferred Direction
2021-12-02 15:37:58 UTC 482 IN
2021-12-02 15:37:58 UTC 498 IN
2021-12-02 15:37:58 UTC 514 IN
2021-12-02 15:37:58 UTC 530 IN
2021-12-02 15:37:58 UTC 546 IN
2021-12-02 15:37:58 UTC 562 IN
Session ID Source IP Source Port
56 192.168.2.6 49752
kBytes
Timestamp transferred Direction
2021-12-02 15:37:58 UTC 576 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 2f 6b 6f 20 2d 2d 3e 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 69 6e 6¢ 69 6e 65
2d 62 6¢ 6f 63 6b 22 20 64 61 74 61 2d 62 69 6e 64 3d 22 76 69 73 69 62 6¢ 65 3a 20 62 75 74 74 6f 6e 73 2e 6e 65 78 74
42 75 74 74 6f 6e 2e 76 69 73 69 62 6¢ 65 28 29 20 26 26 20 21 62 75 74 74 6f 6e 73 2e 63 6f 6e 73 65 6e 74 43 72 65 61
74 65 42 75 74 74 6f 6e 2e 76 69 73 69 62 6¢ 65 28 29 22 3e 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

Data Ascii: </div> ... [ko > <div class="inline-block" data-bind="visib

le: buttons.nextButton.visible() && 'buttons.consentCreateButton.visible()">

Data Raw: 3a 6¢ 7d 7d 69 66 28 62 29 7b 72 65 74 75 72 6e 20 41 26 26 28 70 2e 76 69 65 77 43 6f 6e 74 65 78 74 2e 64
6174 61 2e 70 72 65 76 69 6f 75 73 43 68 65 63 6b 41 76 61 69 6¢ 52 65 73 75 6¢ 74 3d 62 29 2¢ 62 Oa 7d 69 66 28 30
3d 3d 3d 65 29 7b 69 66 28 6e 3d 3d 3d 21 31 29 7b 72 65 74 75 72 6e 20 62 3d 61 3d 3d 3d 67 2e 4c 69 76 65 3f 7b 22
69 73 56 61 6¢ 69 64 22 3a 21 31 2¢ 22 6d 65 73 73 61 67 65 22 3a 76 3f 75 3a 6f 3f 6¢ 3a 63 7d 3a 7b 22 69 73 56 61 6¢
69 64 22 3221 31 2c 22 6d 65 73 73 61 67 65 22 3a 75 7d 2c 41 26 26 28 70 2e 76 69 65 77 43 6f 6e 74 65 78 74 2e 64 6
17461 2e 707265 76 69 6f 75 73 43 68 65 63 6b 41 76 61 69 6¢ 52 65 73 75 6¢ 74 3d 62 29 2¢ 62 7d 70 2e 73 68 6f 77
55 73 65 72 6e 61 6d 65 52 65 63 6f 76 65 72 79 53 70 65 65 64 62

Data Ascii: :[}}if(b){return A&&(p.viewContext.data.previousCheckAvailResult=b),b}if(0===e){if(n===!1){return b=a===g.Li
ve?{"isValid":!1,"message":v?u:0?l:c}:{"isValid":!1,"message":u},A&&(p.viewContext.data.previousCheckAvailResult=b),b}p.
showUsernameRecoverySpeedb

Data Raw: 72 20 74 3d 74 68 69 73 3b 74 2e 62 69 72 74 68 59 65 61 72 2e 73 75 70 70 72 65 73 73 4d 65 73 73 61 67
65 73 28 65 29 2c 74 2e 62 69 72 74 68 4d 6f 6e 74 68 2e 73 75 70 70 72 65 73 73 4d 65 73 73 61 67 65 73 28 65 29 2c
7426269 727468446179 2e73757070726573734d 657373616765 73286529 7d2c 22 6f 77 6e 657222 3
a 61 7d 29 2c 61 2e 62 69 72 74 68 64 61 74 65 2e 66 6f 63 75 73 65 64 3d 6b 6f 2e 6f 62 73 65 72 76 61 62 6¢ 65 28 21 3
129 3b 76 61 72 20 64 3d 6d 2e 64 61 74 65 4f 72 64 65 72 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 3b 72 65 74 75 72
6e 20 61 2e 62 69 72 74 68 64 61 74 65 50 61 72 74 73 3d 6e 65 77 20 41 72 72 61 79 28 33 29 2c 61 2e 62 69 72 74 68
64 61 74 65 50 61 72 74 73 5b 64 2e 69 6e 64 65 78 4f 66 28 22 44 22

Data Ascii: r t=this;t.birthYear.suppressMessages(e),t.birthMonth.suppressMessages(e),t.birthDay.suppressMessa
ges(e)},"owner":a}),a.birthdate.focused=ko.observable(!1);var d=m.dateOrder.toUpperCase();return a.birthdateParts=new
Array(3),a.birthdateParts[d.indexOf("D"

Data Raw: 65 61 64 79 28 29 7d 2c 22 5f 70 72 65 70 61 72 65 41 63 63 65 73 73 69 62 6¢ 65 48 74 6d 6¢ 22 3a 66 75 6e
63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 27 3¢ 70 20 69 64 3d 22 61 67 72 65 65 6d 65 6e 74 54 69 74 6¢ 65 22 20
74 61 62 69 6e 64 65 78 3d 22 2d 31 22 3e 27 2c 6e 3d 27 3c 70 20 74 61 62 69 6e 64 65 78 3d 22 2d 31 22 3e 27 2¢ 61
3d 22 3c 2f 70 3e 22 2c 6f 3d 2f 28 3f 3a 5¢c 72 5¢ 6e 7c 5¢ 72 7c 5¢ 6e 29 2f 67 2¢ 69 3d 6e 65 77 20 52 65 67 45 78 70 28
6e 2b 61 2¢ 22 67 22 29 2c 72 3d 74 2b 65 2b 61 3b 0a 72 65 74 75 72 6e 20 72 3d 72 2e 72 65 70 6¢ 61 63 65 28 6f 2¢
61 2b 6e 29 2¢ 72 3d 72 2e 72 65 70 6¢ 61 63 65 28 69 2c 22 22 29 7d 2c 22 5f 73 65 74 75 70 44 69 61 6¢ 6f 67 45 76 65
6e 74 73 22 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65

Data Ascii: eady()},"_prepareAccessibleHtmI":function(e){var t="<p id="agreementTitle" tabindex="-1">",n="<p tabindex="-
1">' a="</p>",0=/(?:\"\n|\r\n)/g,i=new RegEXxp(n+a,"g"),r=t+e+a;return r=r.replace(o,a+n),r=r.replace(i,"")},"_setupDial
ogEvents":function(){var e

Data Raw: 72 69 66 69 63 61 74 69 6f 6e 22 29 2e 73 68 6f 77 28 29 3a 28 24 50 61 67 65 48 65 6¢ 70 65 72 2e 62 79 49
64 28 22 50 72 65 66 65 72 65 6e 63 65 73 41 6¢ 74 65 72 6e 61 74 65 22 29 2e 73 68 6f 77 28 29 2¢ 73 2e 69 73 57 69
6e 3130 49 6e 63 6¢ 75 73 69 76 65 4f 4f 42 45 26 26 66 26 26 66 2e 68 61 6e 64 6¢ 65 42 61 63 6b 42 75 74 74 6f 6e 28
61 2e 69 6e 63 6¢ 75 73 69 76 65 4f 4f 42 45 41 6¢ 74 65 72 6e 61 74 65 42 61 63 6b 2e 62 69 6e 64 28 61 29 29 29 29 2¢
245061 67 65 48 65 6¢ 70 65 72 2e 76 69 73 69 62 6¢ 65 28 24 50 61 67 65 48 65 6¢ 70 65 72 2e 62 79 49 64 28 22 50
617373 77 6f 72 64 41 63 74 69 6f 6e 22 29 29 26 26 64 2e 76 69 65 77 43 6f 6e 74 65 78 74 2e 64 61 74 61 2e 73 68 6f
75 6¢ 64 47 6f 54 6f 45 76 69 63 74 69 6f 6e 53 70 65 65 64 62

Data Ascii: rification”).show():($PageHelper.byld("PreferencesAlternate”).show(),s.isWin10InclusiveOOBE&&f&&f.
handleBackButton(a.inclusiveOOBEAlternateBack.bind(a)))), $PageHelper.visible($PageHelper.byld(*PasswordAction”
))&&d.viewContext.data.shouldGoToEvictionSpeedb

Data Raw: 6¢ 46 6f 72 6d 61 74 3b 62 72 65 61 6b 3b 63 61 73 65 20 68 2e 65 6d 61 69 6¢ 4d 75 73 74 53 74 61 72 74 57
69 74 68 4c 65 74 74 65 72 3a 73 3d 62 2e 65 6d 61 69 6¢ 4d 75 73 74 53 74 61 72 74 57 69 74 68 4c 65 74 74 65 72 3b
62 72 65 61 6b 3b 63 61 73 65 20 68 2e 70 72 6f 6f 66 41 6¢ 72 65 61 64 79 45 78 69 73 74 73 45 72 72 6f 72 3a 73 3d 62
2e 70 72 6f 6f 66 41 6¢ 72 65 61 64 79 45 78 69 73 74 73 45 72 72 6f 72 3b 0a 62 72 65 61 6b 3b 63 61 73 65 20 68 2e 69
6e 76 61 6¢ 69 64 50 68 6f 6e 65 46 6f 72 6d 61 74 3a 73 3d 62 2e 69 6e 76 61 6¢ 69 64 50 68 6f 6e 65 46 6f 72 6d 61 74
3b 62 72 65 61 6b 3b 63 61 73 65 20 68 2e 69 6e 76 61 6¢ 69 64 42 69 72 74 68 44 61 74 65 3a 73 3d 62 2e 69 6e 76 61
6C 69 64 42 69 72 74 68 44 61 74 65 3b 62 72 65 61 6b 3b 63 61

Data Ascii: IFormat;break;case h.emailMustStartWithLetter:s=b.emailMustStartWithLetter;break;case h.proofAlrea
dyExistsError:s=b.proofAlreadyExistsError;break;case h.invalidPhoneFormat:s=b.invalidPhoneFormat;break;case h.
invalidBirthDate:s=b.invalidBirthDate;break;ca

Destination IP Destination Port Process
152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/microsoft_logo_7lyNn7YkjJOPONWZNw6QvQ2.svg HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Session ID Source IP

57 152.199.21.175
kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 577

2021-12-02 15:37:58 UTC 577

Session ID Source IP

58 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 581

Session ID Source IP

59 152.199.21.175
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 581

Copyright Joe Security LLC 2021

Source Port

443

Direction

IN

Source Port

49753

Direction

ouT

Source Port
443

Direction
IN

Destination IP Destination Port Process

192.168.2.6 49752 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 11800248

Cache-Control: public, max-age=31536000

Content-MD5: nzalLxFgP7ZB3dfMcaybWzw==

Content-Type: image/svg+xml

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D949CA9E99F66E

Last-Modified: Sun, 18 Jul 2021 09:01:24 GMT

Server: ECAcc (frc/8FED)

Vary: Accept-Encoding

X-Cache: HIT

Xx-ms-blob-type: BlockBlob

X-ms-lease-status: unlocked

X-ms-request-id: 53b4adb0-401e-0009-1d3f-7c07a7000000

X-ms-version: 2009-09-19

Content-Length: 3651

Connection: close

Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30
2031 30 38 20 32 34 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3¢ 2f 74 69 74 6¢ 65 3e 3¢ 70 61 74 68 20 64 3d 22
4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 39
2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 39
2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2¢ 34 2e 36
5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30

Data Ascii: <svg xmIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.41.38.119,18.4H36.5311.32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L.41.545,4.6Zm2,1.049a1.268,1.268,0

Destination IP Destination Port Process

152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/dropdown_caret_KXSZjGsylLZaoTf0sI9X-A2.svg HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP  Destination Port Process
192.168.2.6 49753 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type, Content-Length,Date, Transfer-Encoding
Age: 5366395

Cache-Control: public, max-age=31536000

Content-MD5: 5h8LmH5/0EhH5cNR2+nY3g==

Content-Type: image/svg+xml

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D9846FFE07F84C

Last-Modified: Fri, 01 Oct 2021 00:11:18 GMT

Server: ECAcc (frc/8E8B)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

X-ms-request-id: 882c997-901e-0047-44c3-b63aeb000000

x-ms-version: 2009-09-19

Content-Length: 224

Connection: close
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kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 582

Session ID Source IP

6 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:42 UTC 9

2021-12-02 15:37:42 UTC 10

Session ID Source IP

60 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 582

Session ID Source IP

61 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 583

Session ID Source IP

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49695

Direction

ouT

ouT

Source Port

49754

Direction
ouT

Source Port
49755

Direction
ouT

Source Port

Data

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 2220 77 69 64 74 68 3d 22 33 36 22 20 68 65 69 67 68 74 3d 22 33 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20
333620 33 36 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3c 70 61 74 68 20 64 3d 22 4d 31
38 2c 32 32 2e 34 38 34 6¢ 2d 38 2d 38 2c¢ 2e 39 36 39 2d 2e 39 36 38 4c 31 38 2c 32 30 2e 35 34 37 6¢ 37 2e 30 33 31
2d 37 2e 30 33 31 2e 39 36 39 2e 39 36 38 2d 38 2c 38 5a 22 2f 3e 3¢ 72 65 63 74 20 77 69 64 74 68 3d 22 33 36 22 20 6
865 69 67 68 74 3d 22 33 36 22 20 66 69 6¢ 6¢ 3d 22 6e 6f 6e 65 22 2f 3e 3¢ 2f 73 76 67 3e

Data Ascii: <svg xmlIns="http://www.w3.0rg/2000/svg" width="36" height="36" viewBox="0 0 36 36"><title>assets</title>
<path d="M18,22.484l-8-8,.969-.968L.18,20.54717.031-7.031.969.968-8,8Z"/><rect width="36" height="36" fill="none"/>
</svg>

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /hergsl/rcopy.php HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

Content-Length: 34

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: https://pickap.acepickapart.com

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Referer: https://pickap.acepickapart.com/hergsl/kut.gxs?op=JFernandez@wickersmith.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 74 6f 6b 65 6e 3d 4a 46 65 72 6e 61 6e 64 65 7a 25 34 30 77 69 63 6b 65 72 73 6d 69 74 68 2e 63 6f 6d
Data Ascii: token=JFernandez%40wickersmith.com

Destination IP Destination Port Process

152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/favicon.ico?v=2 HTTP/1.1

Host: acctcdn.msauth.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process
152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /oneds_EMW!t_IK9fDTY6ZqY6XYrUA2.js?v=1 HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process
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Session ID Source IP

62 152.199.21.175
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 583

2021-12-02 15:37:58 UTC 584

2021-12-02 15:37:58 UTC 600

Session ID Source IP

63 152.199.21.175
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 601

2021-12-02 15:37:58 UTC 601

Copyright Joe Security LLC 2021

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Destination IP Destination Port Process

192.168.2.6 49754 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified, ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 10076456

Cache-Control: public, max-age=31536000

Content-MD5: EuPayFgGHQIAI7K9SOL6Ig==

Content-Type: image/x-icon

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D9598292CA0818

Last-Modified: Sat, 07 Aug 2021 09:05:59 GMT

Server: ECAcc (frc/8E9B)

X-Cache: HIT

Xx-ms-blob-type: BlockBlob

X-ms-lease-status: unlocked

X-ms-request-id: ab29bb00-501e-0061-1fed-8ba27b000000

X-ms-version: 2009-09-19

Content-Length: 17174

Connection: close

Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 8 0d 00 00 ce 28
0000 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 1e 3d 00 00 18 18 10 00 00
00 00 00 8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 00
01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00
00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22
22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33

Data Ascii: h(fHH(00h6 =@(A(("P 333333333333333

Data Raw: 01 80 00 00 01 80 00 28 00 00 00 18 00 00 00 30 00 00 00 01 00 04 00 00 00 00 00 80 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33
333333 333022222222 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33
333022222222 222033 333333333022 22 2222222033 333333333022 222222222033333333333022
22222222 2033333333333022222222222033 3333333330

Data Ascii: (0"P""""" 333330"""" 333330""""" 333330
3330™""™" 333330"""" 333330

" 333330"" 33

Destination IP Destination Port Process
192.168.2.6 49755 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id, Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type, Content-Length,Date, Transfer-Encoding
Age: 2489556

Cache-Control: public, max-age=31536000

Content-MD5: LZL6LaEVVFHHX8HIGvew/g==

Content-Type: application/javascript

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0OXBD99EA7E170F666

Last-Modified: Wed, 03 Nov 2021 08:56:52 GMT

Server: ECAcc (frc/8FAE)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: fcf25049-a01e-007e-78ee-d022b0000000

x-ms-version: 2009-09-19

Content-Length: 79896

Connection: close

Data Raw: 2f 2a 21 0d Oa 20 2a 20 31 44 53 20 4a 53 20 53 44 4b 20 43 6f 72 65 2¢ 20 33 2e 31 2e 37 0d 0a 20 2a 20 43
6f 70 79 72 69 67 68 74 20 28 63 29 20 4d 69 63 72 6f 73 6f 66 74 20 61 6e 64 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 2e
2041 6¢ 6¢ 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 0d Oa 20 2a 20 28 4d 69 63 72 6f 73 6f 66 74 20 49 6e 74
65 72 6e 61 6¢ 20 4f 6e 6¢ 79 29 0d Oa 20 2a 2f 0d 0a 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 66 75 6e 63 74 69 6f 6e 28
7329 7b 22 75736520 73 74 7269 63 74 22 3b 76 61 72 20 61 3d 22 66 75 6e 63 74 69 6f 6e 22 2c 75 3d 22 6f 62 6a 65
63 74 22 2c 6e 3d 22 75 6e 64 65 66 69 6e 65 64 22 2c 66 3d 22 70 72 6f 74 6f 74 79 70 65 22 2c 6f 3d 22 68 61 73 4f 77
6e 50 72 6f 70 65 72 74 79 22 2c 74 3d 4f 62 6a 65 63 74

Data Ascii: /*! * 1DS JS SDK Core, 3.1.7 * Copyright (c) Microsoft and contributors. All rights reserved. * (Microsoft Internal
Only) */var e=this,n=function(s){"use strict";var a="function",u="object",n="undefined",f="prototype",0="hasOwnProperty",t
=Object
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kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 617

2021-12-02 15:37:58 UTC 633

2021-12-02 15:37:58 UTC 634

2021-12-02 15:37:58 UTC 650

2021-12-02 15:37:58 UTC 666

Session ID Source IP

64 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 633

Session ID Source IP

65 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 634

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49759

Direction
ouT

Source Port
49760

Direction

ouT

Data

Data Raw: 56 6e 3d 22 69 73 49 6e 69 74 69 61 6¢ 69 7a 65 64 22 3b 66 75 6e 63 74 69 6f 6e 20 42 6e 28 6e 2¢c 74 29 7b
66 6f 72 28 76 61 72 20 65 3d 5b 5d 2¢c 72 3d 6e 75 6¢ 6¢ 2¢ 69 3d 6e 2e 67 65 74 4e 65 78 74 28 29 3b 69 3b 29 7b 76
61 72 20 6f 3d 69 2e 67 65 74 50 6¢ 75 67 69 6e 28 29 3b 6f 26 26 28 72 26 26 61 65 28 72 5b 55 6e 5d 29 26 26 61 65 28
6f 5b 44 6e 5d 29 26 26 72 5b 55 6e 5d 28 6f 29 2c 61 65 28 6f 5b 56 6e 5d 29 26 26 6f 5b 56 6e 5d 28 29 7c 7c 65 2e 70
75 73 68 28 6f 29 2c 72 3d 6f 2¢ 69 3d 69 2e 67 65 74 4e 65 78 74 28 29 29 7d 43 65 28 65 2c 66 75 6e 63 74 69 6f 6e 28
65 29 7b 65 2e 69 6e 69 74 69 61 6¢ 69 7a 65 28 6e 2e 67 65 74 43 66 67 28 29 2c 6e 2e 63 6f 72 65 28 29 2¢c 74 2c 6e
2e 67 65 74 4e 65 78 74 28 29 29 7d 29 7d 66 75 6e 63 74 69 6f

Data Ascii: Vn="isInitialized";function Bn(n,t){for(var e=[],r=null,i=n.getNext();i;){var o=i.getPlugin();0&&(r&&ae(r[Un
])&&ae(o[Dn])&&r[Un](0),ae(o[Vn])&&o[Vn]()||e.push(o),r=0,i=i.getNext())}Ce(e,function(e){e.initialize(n.getCfg(),n.core
(),t,n.getNext())})}Hunctio

Data Raw: 6b 7c
Data Ascii: k|

Data Raw: 7c 7b 7d 2c 65 2e 73 64 6b 2e 76 65 72 3d 57 74 29 2¢c 61 2e 74 72 61 63 6b 28 6e 29 7d 7d 29 2c 65 7d 76 61
722077 72 3d 28 6d 28 54 72 2c 62 72 3d 43 74 29 2c 54 72 29 2¢ 49 72 3d 61 65 3b 66 75 6e 63 74 69 6f 6e 20 50 72
28 6e 29 7b 76 61 72 20 61 3d 30 2c 75 3d 6e 75 6¢ 6¢ 2¢ 65 3d 5b 5d 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2¢ 72 2¢
69 2c 6f 29 7b 65 2e 70 75 73 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3b 74 72 79 7b 28 65 3d 31 3d 3d 3d
61 3f49 7228 74 29 3f 74 28 75 29 3a 75 3a 49 72 28 72 29 3f 72 28 75 29 3a 75 29 69 6e 73 74 61 6e 63 65 6f 66 20 50
72 3f 65 2e 74 68 65 6e 28 69 2c 6f 29 3a 28 32 21 3d 3d 61 7c 7c 49 72 28 72 29 3f 69 3a 6f 29 28 65 29 7d 63 61 74 63
68 28 6e 29 7b 72 65 74 75 72 6e 20 76 6f 69 64 20 6f 28 6e 29

Data Ascii: |{},e.sdk.ver=Wt),a.track(n)}}),e}var wr=(m(Tr,br=Ct),Tr),Ir=ae;function Pr(n){var a=0,u=null,e=[];function i(t,r,i,0)
{e.push(function(){var e;try{(e=1===a?Ir(t)?t(u):u:Ir(r)?r(u):u)instanceof Pr?e.then(i,0):(2!==al|Ir(r)?i:0)(e)}catch(n){return vo
id o(n)

Data Raw: 3a 6e 75 6¢ 6¢ 7d 2e 70 72 6f 70 65 72 74 79 49 73 45 6e 75 6d 65 72 61 62 6¢ 65 28 22 74 6f 53 74 72 69 6e
67 22 29 2c 61 65 3d 5b 22 74 6f 53 74 72 69 6e 67 22 2c 22 74 6f 4c 6f 63 61 6¢ 65 53 74 72 69 6e 67 22 2¢ 22 76 61 6¢
75 65 4f 66 22 2c 22 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 22 2c 22 69 73 50 72 6f 74 6f 74 79 70 65 4f 66 22 2¢ 22 7C
72 670 65 72 74 79 49 73 45 6e 75 6d 65 72 61 62 6C 65 22 2C 22 63 6f 6e 73 74 72 75 63 74 6f 72 22 5d 3b 66 75 6e 63
74 69 6f 6e 20 75 65 28 65 29 7b 76 61 72 20 6e 3d 74 79 70 65 6f 66 20 65 3b 6e 3d 3d 3d 61 7c 7c 6e 3d 3d 3d 7a 26 26
6e 75 6¢ 6¢ 21 3d 3d 65 7c 7c 63 28 22 6f 62 6a 4b 65 79 73 20 63 61 6¢ 6¢ 65 64 20 6f 6e 20 6e 6f 6e 2d 6f 62 6a 65 63
7422 293b 76 617220 74 2c 72 3d 5b 5d 3b 66 6f 72

Data Ascii: :null}.propertylsEnumerable(“toString"),ae=["toString","toLocaleString","valueOf","hasOwnProperty","isProtot
ypeOf*,"propertylsEnumerable”,"constructor”];function ue(e){var n=typeof e;n===a||n===z&&null!==ge||c("objKeys called on
non-object");var t,r=[];for

Data Raw: 2e 64 69 61 67 4c 6f 67 28 29 2e 77 61 72 6e 54 6f 43 6f 6e 73 6f 6¢ 65 28 22 46 61 69 6¢ 65 64 20 74 6f 20 73
65 6e 64 20 74 65 6¢ 65 6d 65 74 72 79 20 75 73 69 6e 67 20 73 65 6e 64 42 65 61 63 6f 6e 20 41 50 49 2e 20 45 78 3a
222b 7529 2c 74 3d 30 7d 66 69 6e 61 6¢ 6¢ 79 7b 79 28 65 2¢ 74 2c 7b 7d 2c 22 22 29 7d 7d 66 75 6e 63 74 69 6f 6e
20 6d 28 6529 7b 72 65 74 75 72 6e 20 32 3d 3d 3d 65 7c 7c 33 3d 3d 3d 65 7d 66 75 6e 63 74 69 6f 6e 20 72 28 65 29
7b 72 65 74 75 72 6e 20 71 26 26 6d 28 65 29 3f 32 3a 65 7d 66 75 6e 63 74 69 6f 6e 20 6f 28 29 7b 72 65 74 75 72 6e 21
46 26 26 4d 3c 65 7d 66 75 6e 63 74 69 6f 6e 20 74 28 29 7b 76 61 72 20 65 3d 4b 3b 72 65 74 75 72 6e 20 4b 3d 5b 5d 2
€ 65 7d 66 75 6e 63 74 69 6f 6e 20 64 28 65 2c 6e 2c 74 29 7b 72

Data Ascii: .diaglLog().warnToConsole("Failed to send telemetry using sendBeacon API. Ex:"+u),t=0}inally{y(e,t,{},"")}}f
unction m(e){return 2===e||3===e}function r(e){return q&&m(e)?2:e}function o(){return!F&&M<e}function t(){var e=K;return
K=[],e}unction d(e,n,t){r

Destination IP  Destination Port Process
152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /datarequestpackage_h-_7C7UzwdefXJT9njDBTQ2.js HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

Origin: https://signup.live.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/2_vDOyppaJX3jBnfbHF1hgXQ2.svg HTTP/1.1
Host: acctcdn.msauth.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://signup.live.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Session ID Source IP

66 152.199.21.175
kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 680

2021-12-02 15:37:58 UTC 681

Session ID Source IP

67 152.199.21.175
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 689

2021-12-02 15:37:58 UTC 690

Session ID Source IP

68 192.168.2.6
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

443

Direction

IN

Source Port

443

Direction

IN

Source Port

49761

Direction

Destination IP Destination Port Process

192.168.2.6 49759 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 11713672

Cache-Control: public, max-age=31536000

Content-MD5: GpB463eVzCqg5vobQLSGoUw==

Content-Type: application/javascript

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D94AFF41500CE6

Last-Modified: Mon, 19 Jul 2021 21:50:42 GMT

Server: ECAcc (frc/8F1B)

Vary: Accept-Encoding

X-Cache: HIT

Xx-ms-blob-type: BlockBlob

X-ms-lease-status: unlocked

X-ms-request-id: 5a741bc7-e01e-003f-7009-7d201f000000

X-ms-version: 2009-09-19

Content-Length: 8111

Connection: close

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 65 28 65 29 7b 66 75 6e 63 74 69 6f 6e 20 74
286529 7b 72 65 74 75 72 6e 20 65 26 26 65 2e 73 74 61 74 65 3d 3d 6¢ 26 26 28 65 2e 70 72 65 76 26 26 28 65 2e 70
72 65 76 2e 6e 65 78 74 3d 65 2e 6e 65 78 74 29 2c 65 2e 6e 65 78 74 26 26 28 65 2e 6e 65 78 74 2e 70 72 65 76 3d 65
2e 70 72 65 76 29 2c 44 3d 3d 65 26 26 28 44 3d 65 2e 6e 65 78 74 29 2c 24 3d 3d 65 26 26 28 24 3d 65 2e 70 72 65 76
29 2c 65 2e 73 74 61 74 65 3d 75 2c 65 2e 70 72 65 76 3d 65 2e 6e 65 78 74 3d 6e 75 6¢ 6¢ 2¢ 79 2d 2d 29 2c 65 7d 66
75 6e 63 74 69 6f 6e 20 61 28 65 29 7b 69 66 28 65 26 26 65 2e 73 74 61 74 65 3d 3d 75 29 7b 76 61 72 20 72 3d 24 3b
72 3f 28 72 2e 6e 65 78 74 3d 65 2c 65 2e 70 72 65 76 3d 72 29 3a 44 3d

Data Ascii: [function(){function e(e){function t(e){return e&&e.state==I1&&(e.prev&&(e.prev.next=e.next),e.next&&(e.next.
prev=e.prev),D==e&&(D=e.next) $==e&&($=e.prev),e.state=u,e.prev=e.next=null,y--),e}function a(e){if(e&&e.state==u){var
r=$;r?(r.next=e,e.prev=r):D=

Destination IP Destination Port Process

192.168.2.6 49760 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id, Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type, Content-Length,Date, Transfer-Encoding
Age: 5059177

Cache-Control: public, max-age=31536000

Content-MD5: DhdidjYrICeaRJIRG/y9mA==

Content-Type: image/svg+xml

Date: Thu, 02 Dec 2021 15:37:58 GMT

Etag: 0x8D98583D2C8CF51

Last-Modified: Sat, 02 Oct 2021 09:05:47 GMT

Server: ECAcc (frc/8F36)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: ddee09dd-a01e-003d-3f8f-b92d72000000

X-ms-version: 2009-09-19

Content-Length: 1864

Connection: close

Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 31 39 32 30 22 20 68 65 69 67 68 74 3d 22 31 30 38 30 22 20 66 69 6¢ 6¢ 3d 22 6e 6f 6e
65 22 3e 3¢ 67 20 6f 70 61 63 69 74 79 3d 22 2e 32 22 20 63 6¢ 69 70 2d 70 61 74 68 3d 22 75 72 6¢ 28 23 45 29 22 3e
3c 70 61 74 68 20 64 3d 22 4d 31 34 36 36 2e 34 20 31 37 39 35 2e 32 63 39 35 30 2e 33 37 20 30 20 31 37 32 30 2e 38
2d 36 32 37 2e 35 32 20 31 37 32 30 2e 38 2d 31 34 30 31 2e 36 53 32 34 31 36 2e 37 37 2d 31 30 30 38 20 31 34 36 36
2e 34 2d 31 30 30 38 2d 32 35 34 2e 34 2d 33 38 30 2e 34 38 32 2d 32 35 34 2e 34 20 33 39 33 2e 36 73 37 37 30 2e 34
3238 20 31 34 30 31 2e 36 20 31 37 32 30 2e 38 20 31 34 30 31 2e 36

Data Ascii: <svg xmlIns="http://www.w3.0rg/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-path="ur
|(#E)"><path d="M1466.4 1795.2c950.37 0 1720.8-627.52 1720.8-1401.652416.77-1008 1466.4-1008-254.4-380.482-254
.4 393.65770.428 1401.6 1720.8 1401.6

Destination IP Destination Port Process

142.250.203.97 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 692

Session ID Source IP

69 142.250.203.97
kBytes

Timestamp transferred

2021-12-02 15:37:58 UTC 692

2021-12-02 15:37:58 UTC 693

2021-12-02 15:37:58 UTC 693

2021-12-02 15:37:58 UTC 695

2021-12-02 15:37:58 UTC 696

2021-12-02 15:37:58 UTC 697

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Data

GET /crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1WXrT6yizCMksBOOc_ggEOB6tx6HPRHe6q1GOE
e3_NcIbSiGG8kXeLMUY0sAKVVC6ER89zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NIQ/extension_8520
_615_0_5.crx HTTP/1.1

Host: clients2.googleusercontent.com

Connection: keep-alive

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP Destination Port Process

192.168.2.6 49761 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdsl|6XF5sFh67FBMODwnOVnu0_-zMoNniXMkXmMge5hGENEr7klJ0bzNCCrppxvY
rff18vP9h3fm0endZdFzFj4

Date: Thu, 02 Dec 2021 13:59:38 GMT

ETag: 730d2491_a246e948_e80d9c94_d8h3f142_86eb8dd2

Expires: Fri, 02 Dec 2022 13:59:38 GMT

Last-Modified: Wed, 05 Aug 2020 01:15:29 GMT

Content-Type: application/x-chrome-extension

Accept-Ranges: bytes

X-Goog-Hash: crc32c=DxAZGA==

Content-Length: 768843

Server: UploadServer

Age: 5900

Cache-Control: public, max-age=31536000

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 43 72 32 34 03 00 00 00 18 04 00 00 12 ac 04 Oa a6 02 30 82 01 22 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 05
00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 8f fb bf 5¢c 37 63 94 3¢ b0 ee 01 ¢4 b5 a6 9a bl 9f 46 74 6f 16 38 a0 32 27
35dd f0 71 6b Oe dc 6 25 cb b2 ed ea fb 32 d5 af 1e 03 43 03 46 f0 a7 39 db 23 96 1d 65 e5 78 51 f0 84 b0 Oe 12 ac Oe 5b
dc ¢9 d6 4c 7c 00 d5 b8 1b 88 33 3e 2f da eb aa f7 1a 75 c2 ae 3a 54 de 37 8f 10 d2 28 e6 84 79 4d 15 b4 {3 bd 3f 56 d3
3c 3f 18 ab fc 2e 05 c0 1e 08 31 b6 61 dO fd 9f 4f 3f 64 0d 17 93 bc ad 41 c7 48 be 00 27 a8 4d 70 42 92 05 54 a6 6d b8
de 56 6e 20 49 70 ee 10 3e 6b d2 7c 31 bd 1b 6e a4 3c 46 62 9f 08 66 93 f9 2a 51 31 a8 db b5 9d b9 0f 73 e8 a0 09 32 01
€9 7b 2a 8a 36 a0 cf 17 b0 50 70 9d a2 f9 a4 6f 62 4d

Data Ascii: Cr240"0*H0\7c<Fto82'5qk%2CF9#exQ[L|3>/u:T7(yM?V<?.1a0?dAH'MpBTmVn Ip>k|1n<Fbf*Q1s2{*6PpobM

Data Raw: 4d 62 68 3d 9f 5b 4f 7d b2 2b 1b ae 55 af 4b 48 46 28 6e 33 e8 5¢ 22 d7 dd d8 2c 67 d7 63 Oe b5 8a 36 29 13
10 28 dd 45 ed ff 00 55 db fa ff 23 92 69 ad 61 03 e7 3a 04 98 9f 4e 89 fd Oa 1d Oe 50 88 1b a9 78 ef 4f a0 90 ea 28 6d 43
3b 7c eb 3501 53 ac 7b 6d ea 61 45 78 8d bb 91 5b 7f 98 66 50 af 69 60 85 79 cc c2 35 b1 88 52 02 84 8b 90 76 7f 24 1la
cf 2e b4 00 bd 6¢ 2d 6d ee b5 02 03 01 00 01 12 80 01 9a a3 91 dc 6d 10 04 8c cf 6e 69 83 be 14 60 5 b7 57 06 05 84 19
a6 52 d1 70 e4 62 bd 2b 89 10 ce 8a 2b b9 5¢ 6b b6 52 24 65 7e dd 8b 4a 5¢ 9d 26 63 25 a7 64 ae 9d cf 4d c4 e8 6a a0
8b 56 bf 25 07 ad df 2b 31 46 b1 a4 03 be 44 03 85 83 96 58 5¢ 95 31 63 74 0b 3c 94 86 bl c4 02 1c 96 fa 45 06 42 df 2b
c1 69 40 01 eb fe 38 f4 9c 5e 9b b9 c5 26 59 52 ca e6 Oa

Data Ascii: Mbh=[O}+UKHF(n3\",gc6)(EU#ia:NPxO(mC;|5S{maEX[fPi'y5Rv$.I-mmni"WRpb++\kR$e~I\&c%dMjV%+1F
DX\1ct<EB+@8"&YR

Data Raw: 78 7e fb f1 fa df 70 f1 7f ee ae bf bc b8 bd bf bc fc b4 fe 04 8b 3b 2e cb cd aa 58 57 a2 6a 15 40 46 b0 99 55 06
9e 99 69 25 32 27 d9 60 40 0f c3 54 2a 57 e8 61 24 24 d0 59 30 1d a0 d3 c5 2c ef b6 1e 00 31 f7 64 d3 b3 96 91 0f 99 4e
45 d3 31 4b 63 4d 47 0d f6 3b ea d5 06 08 c9 60 85 f7 ca 04 25 25 9f d1 eb e0 30 31 ee e2 c8 60 5¢ 26 20 9b 40 82 ca bc
08 da b0 €5 57 6¢ ¢7 37 d9 13 d3 66 94 a2 02 c8 10 01 4a 8a 75 0a 02 4f 27 45 fc eb 39 a8 70 74 38 02 1d ce 67 3f 7e f9
7c 7f 53 7c fe f1 fa f2 f2 b6 be fb 49 Oe 7e 16 5f 5f 17 57 1f ae ef ef be fd 2c bf 62 84 7f 9d 4c 4f 86 e3 d1 3f f2 e9 37 ac 64
€8 09 9b c1 6 4e c5 df d9 64 7c 3d 90 58 af d6 98 13 78 29 d7 57 5 43 62 fe 97 8a 29 d1 c9 7a 84 dd 7d 2c 6f 7e 3f 71 df
50 bb c6 40 f5 11 12 fc 4a 41 d6 77 82

Data Ascii: x~p;. XWj@FUi%2" @ T*Wa$$Y0,1dNEIKCMG; %%01\& @WI7fIJu0'E9pt8g?~|S|I~__W,bLO?7dNd|=Xx)WCh)
2},0~2qP@JAW

Data Raw: 85 47 b6 62 5b 97 15 31 5f ec 34 €8 4b 82 df 3b dd f5 26 a3 7f 47 af 7c 4f 33 bc 69 98 32 ae b8 bf d7 fd c4 f6 f6
dd cd f5 fd ea 73 79 fb f1 fa fa Oe db dc 56 69 d7 74 4c 2d f0 51 cO 2e ca 67 19 00 85 20 ac 64 d1 02 96 dd 08 6b 75 1c 99
59 5b 6d c2 d8 10 64 d5 21 60 db 48 3b c1 17 9b 72 85 d9 7a 55 d3 94 b3 da 5b 88 6f ed 83 75 3a 28 eb d8 8e 03 44 7d
1d 23 9d 94 a5 77 f7 49 08 6d 8¢ f6 c4 ac 17 7b 72 0d 3c 7d 7 €9 9 f1 27 92 21 1e b7 99 d9 71 66 8c c6 2c 6e 57 e2 42
8c 11 02 34 a3 9c 07 7d 66 c2 48 76 bb 52 52 ce bl d1 ad 03 52 6 f2 b8 bc 8f 6a 88 6d 14 4c 7f d8 fO 8d bb ba 11 3c ff 12
a7 07 13 Oc 5e ¢3 bf 50 cc a5 08 3d 9b a9 55 ce fa 74 f5 al 96 a3 d2 de Oc c5 64 d8 98 28 Oa a2 fb 4d 81 fe 42 95 98 ec c9
ee e4 85 b6 50 d2 fa 13 3b 6f 4d a9 8a 6b 70

Data Ascii: Gb[1_4K;&G|03i2syVitL-Q.g dkuY[md! H;rzU[ou:(D}#wim{r<}'!gf, " WB4}fHVRRRjmL<*P=Utd(MBP;0Mkp

Data Raw: 47 db bf 69 Oa 4c a8 7a 35 e0 b4 32 78 98 5f fO cO fe bf 7b 6e 0d 7a 41 c1 15 1a 87 ac ed aa c2 65 ab 73 76 7b
28 59 ef 09 08 94 0f 15 ea ed f9 b8 9e b5 26 fe 56 14 e4 a7 82 b2 0f 86 9d 94 7e 3c 9c al Oa eb 03 a7 f1 38 22 a2 f5 35 e6
2134 3d a9 cb cd 69 05 ec 3e 56 a7 al 33 el bd f6 0a a2 05 c2 86 ed a8 fd 8e 3b 8d 4f df ce 8d 00 86 c8 e0 4e 48 3d 79
a7 f6 2c 3f 1a 0d 97 d3 c9 62 9e 4f 97 c3 a3 a3 d1 7c 34 19 Of 4f 97 87 93 b3 b3 7c 3¢ 9f ed aa 81 3b 9d 9f ca 59 1c 8d 26
cb bf 2f 86 a7 a3 f9 fb 5d 09 5¢ fd 4b 24 1c Oe c7 87 f9 e9 f2 d5 62 3e 9f 8c d3 39 a4 27 d9 53 09 93 f1 1c 16 00 b3 c8 67
d5 9a 76 85 70 7d f2 44 c8 d1 e8 68 39 9e cc 97 f3 69 b2 Oc ae c5 92 8¢ 3f ce f3 a3 57 ¢3 ¢3 37 cb fc 6¢ 38 3a 5d 1e 8f 2
d3 a3 5d 41 dc a9 d5 7e 41 c¢7 93 €9 d9 f2

Data Ascii: GiLz52x_{nzAesv{(Y&V~<8"5!4=i>V3;0NH=y,?bO|40|<;Y&/]\K$b>9'Sgvp}Dh9i?W7I8:]]A~A
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 699 IN Data Raw: 7 79 e7 fd f2 e6 66 f1 7a 09 df 77 5e 7d 62 85 5a d4 9f a2 f9 54 b6 f9 14 cd 27 df b9 fb b9 b7 c¢3 05 97 4e 1b 67
8511 d2 1a ed 04 a3 a8 08 9 69 f5 9a 3f ba f9 2¢c 9a 7f 84 69 fe 51 f5 a7 74 cd 15 db 5d 97 bc fb 2e 16 c9 00 bf 2¢c 7c 25
2c d7 f5 d0 aa 9b €9 c4 99 ff 51 0f 2d a7 21 2e Ob 74 ¢3 73 28 fd 02 79 0f 2d 4d 75 4b 53 12 11 6f be f3 cb 20 Oc 10 43 61
0d fO c6 24 77 cc 68 52 16 66 95 48 20 6e d0 ac 11 97 fe a7 e7 cd 15 2f 16 el b9 f4 b3 2a 61 15 ec 61 01 13 5a 2e 0a 23
39 35 ad 94 88 a2 e9 ae b4 b2 c2 42 e4 48 94 97 dd 77 65 fd 84 5a 08 ae 58 61 a5 e4 30 2d 93 9a 9c 30 fO d6 ec a9 64 f5
a7 f6 02 27 38 34 68 80 c6 77 77 7b dd f4 41 19 bc 1c 88 55 fb 81 17 e8 ba 45 53 38 a4 7b 81 92 43 ca 20 96 dd 0d e5 76
03 a3 9a 39 a6 6a a9 73 66 85 75 da 6e 92 ac
Data Ascii: yfzw"bZT'Ngi?,iQt].,|%,Q-!.ts(y-MuKSo Ca$whRfH n/*aaZ.#95BHweZXa0-0d'84hww{AUES8{C v9jsfun

2021-12-02 15:37:58 UTC 700 IN Data Raw: 4d 19 09 2e 0a e0 e5 a0 bd cf 2b f3 36 90 3c d5 7e 62 27 09 c5 c1 5¢ ¢8 54 99 d3 01 48 ef 23 03 72 71 56 89
38 c5 ce 3348 36 17 d9 fd 62 43 86 be 9b 6a 30 21 d9 8b d5 5d 8f cb 54 5f a8 33 04 b2 4b ab 5f d8 13 04 7a c8 Oe d9 79
Of dd 46 e2 6¢ 8d 5¢ d2 34 02 7b 58 ef 24 ae ac 98 8e ed 98 49 8b 2c 4d a2 a0 11 76 34 06 6e 78 9b 22 21 a0 a2 10 2e 75
44 39 9d 88 al ec ea fe 46 da 9e 75 a6 58 b6 b8 34 18 c9 39 53 90 Oc 4c 3a ac 79 c8 5b 8a d8 1e a3 9a e8 12 51 24 02 55
d6 b9 7b 9e 98 ff fe 85 96 8a d4 22 38 3b dd 2d 5a 49 5c 58 cd 09 3d 9a 22 da fe 02 2d 2d 08 11 61 78 29 b0 94 58 5b ca
49 b6 eb 9b 38 a7 74 58 e4 21 c2 88 4b b4 59 58 fb a3 ed cf 3a 13 aa 0a 8e c¢6 9d 13 96 b2 5¢ 9d 36 2a 64 02 61 2f 24 8f
a4 1557 56 32 ¢6 00 6 43 52 Oe 88 49 d2 a5 c2 b4 7e 47
Data Ascii: M.+6<~b"\TH#rqV83H6bCj0!]T_3K_zyFN\4{X$I,Mv4nx"l.uDFuX49SL:y[Q$U{"8;-ZI\X="--ax) X[I8tX!KY X:\6*da/$
WV2CRI~G

2021-12-02 15:37:58 UTC 701 IN Data Raw: Oa 70 79 f5 21 ed 4d a2 9a 86 ca 60 51 Oe 16 dc db 86 ea 57 54 b2 33 dd ed 10 05 d3 fe 54 da 2c Oc e2 f5 2c
4924 77 e2 9c 6a 38 01 17 1d 38 21 4a Ob 7f a9 3f b3 9d 3c 83 2b 77 ce 14 4c fO ba 3e Oe 88 51 01 50 ¢8 5b 7e 1b 71 12
44 1b f3 de 7c ¢7 67 46 Oc 07 7f 06 41 83 01 Oc 07 67 cO cO db ac c1 36 1b dc fd 12 09 10 87 el a8 b0 93 ed f2 el 5¢c e7
2c 16 3c 2a da ec b6 cb b6 45 5d 73 ac d3 5d ae 18 7d c6 66 cd 5e ad 56 13 be 07 e8 ec 8a 0d 5b c3 cf 6f 53 93 48 a5 b7
6549 a2 0d 4a a0 97 12 20 ab 61 c6 d4 67 96 €0 Ob 0d fb f0 49 75 02 €9 a5 67 d4 8d a9 cb 24 9a 83 c6 2b ae 00 11 53 67
bb ee d5 31 45 95 6d e6 42 80 06 64 d0 51 0d e8 12 a5 3c 51 e2 77 bl be ba be 1e 74 46 4d c1 7b 3d c6 27 30 a3 cc 2d
6a e7 47 81 b5 e8 66 09 da 14 6a ee c6 Oa c8 46 24 87 Ob c6
Data Ascii: py!M'QWT3T,,I$wj88!J?<+wL>QP[~qD|gFAg6\,<*E]s]}{*V[oSHelJ aglug$+Sg1EmBdQ<QwtFM{="0-jGfjF$

2021-12-02 15:37:58 UTC 702 IN Data Raw: 8d 7b 99 83 65 0f 89 e0 43 f5 44 29 42 0d 8d 4c 90 27 aa 7c 14 89 61 3f 85 5f €9 cb 1e a8 91 a3 e7 a9 8b 4f 1f
5e a6 46 8e ch da c1 12 7c 53 87 bc 29 02 99 el d4 43 ef b9 el 8d a9 25 be 94 c¢8 29 b2 04 a8 f8 40 9d 7b ca 12 98 cc cO
52 53 6f 48 65 e5 14 8d 06 0f 3d 9d 1d ce 47 e3 79 59 03 9b 54 1d d3 07 6b b2 84 6a fd 1e 9d 96 29 10 26 de 73 95 25 72
50 f6 a7 33 88 55 35 €0 2b 09 af 9b 1e 5d cf 92 82 50 91 2a 35 f5 c0 7f 96 02 00 d7 df cO fb 80 9d e6 82 17 f5 €6 09 8a 9¢
8f 5f 6b fc 2a 71 b6 36 4f 7 60 5¢ 96 7f a4 c1 8¢ 7a 45 5b 9e 08 e5 9¢ 89 77 72 ac 21 30 86 bd 4a 19 49 0f f6 e6 49 fc 56
8e 9f a7 80 80 a8 7e e7 49 64 22 04 5 44 c2 1a 22 44 84 a0 Oe b5 €5 29 78 68 92 86 dd f4 8d 60 6b 68 4c 01 6f a6 2a 4b
9d ed cb 13 99 0d 5f f4 a7 fb cf 28 25 a3 ce ea
Data Ascii: {eCD)BL'[a?_O"F|S)C%)@{RSoHe=GyYTkj)&s%rP3U5+]P*5_k*q60 \zE[wr!0JIIV~Id"D"D)xh'khLo*K_(%

2021-12-02 15:37:58 UTC 704 IN Data Raw: 17 cb 7a 84 3d 53 ab 7d cf b7 d6 18 f6 40 e5 ba 13 57 f1 ¢4 19 89 b0 27 8e cf f9 11 8f ¢3 06 a9 45 b0 c2 7b 65
8292 92 0f 89 24 74 47 4f 58 44 2a c1 b8 42 80 €7 03 8f 5a 78 11 b4 61 a9 24 91 27 fe b7 89 €5 7b 74 7a 8d bf 55 2a cO
fd 44 80 58 6e 9d 52 70 47 02 d8 be 9d 82 e8 fb 07 7d 90 fd 64 bc fb €5 d3 d7 eb f9 a7 dd ab cb cb 9b ¢5 ed 73 d9 f9 55 7¢
ab 1d b2 c0 9b a9 3f 35 8d 40 0d 8b 77 bf ca ad d7 44 47 b8 7f af c1 46 76 be 0d 47 47 dd 41 ff ef e5 e8 ee ee 57 5 €8 34
3b 58 fd 9b 35 21 4a 5¢ 36 6b Ob 42 ba b1 89 f9 dd d5 ed 87 c5 f5 cf e4 e8 7f 3b f7 91 29 46 9e e6 b4 fd dd 5d 73 d2 c6 40
€817 12 6¢ 43 41 64 75 82 c¢7 96 39 64 5b 85 22 25 a4 ee f4 ce 7a 0d 3d 30 36 21 01 a9 06 dO 9b a0 9d 56 bc ae 62 18
57 a0 68 c3 44 3e 26 82 63 ad a6 31 6¢ 8e 68 24
Data Ascii: z=S}@W'E{e$tGOXD*BZxa${tzU*DXnRpG}dsU|?5@wDGFvGGAWA4;X5!J\6kB;)F]s@ICAdu9d["%z
=06!VbWhD>&c1lh$

2021-12-02 15:37:58 UTC 705 IN Data Raw: 59 b0 42 02 5e 33 41 18 2b 8c 28 b4 5d 69 df ab 87 12 44 a4 a8 aa 41 09 0f d7 b9 50 08 61 1c 1b 09 55 ae bd
7e bl c9 91 33 08 23 7e 91 64 e4 c9 a9 60 a8 96 cf 50 1b c2 4c e8 79 18 c6 6¢ 31 6b 1c 13 a8 ca 88 51 d1 92 03 a3 29 15
aa 26 af c9 77 b8 d2 1d c6 6a 99 82 5b ac d6 3c 14 16 6f 5b 26 €0 b2 b2 ad 23 e9 2e cd 35 18 8f 8d 33 a7 d4 3f 27 5a b3
3c Oe 22 a9 66 €0 ae 21 ed 58 19 a2 c2 26 f1 18 f7 f3 20 7b 0f 99 fb 58 31 d8 d1 76 f1 19 5b 5b 3d b7 b1 e5 a8 c6 ed f5 d5
d7 3 4f 8b 9b 0f 57 57 b7 cd ¢8 86 55 90 dd c5 36 be d5 4e 43 d2 al 7c 51 00 52 0f c2 ca f5 70 9d 66 96 28 65 68 83 5b
a4 5e 58 5b 4d 37 d9 10 64 d5 c4 d8 a0 el 96 ab db 7c ef c7 be ec 45 da de 82 db d3 3e 58 a7 83 b2 2e d3 21 al 63 1c cd
5e 16 f4 b0 d1 cf 6d 26 bl 3c 82 14 35 b2 05 f6 1d 62
Data Ascii: YB*3A+(JiDAPaU~3#~d PLyl1kQ)&wj[<0[&#.537'Z<"fIX& {X1V[[FOWWUBNC|QRpf(eh[*X[M7d|E>X.!c"m&<5b

2021-12-02 15:37:58 UTC 706 IN Data Raw: 0a b3 a2 01 b4 45 86 98 cc c5 33 7e 69 0b 59 61 f5 61 e4 b6 fd 33 33 3f b7 ae c2 48 f8 e7 15 56 3¢ 78 90 0a 7c
7b ed 9c Oe c1 04 be aa 90 ab 4a 78 63 4d 30 85 91 c2 d7 85 52 f3 03 fc 7h 02 86 c9 b5 e9 5¢ 64 Ob 89 97 55 08 3f 98 a2
cf 63 1c 14 e4 85 14 5b 14 73 9b 20 d1 08 c1 4a 2b 8d 07 68 a2 b5 f6 45 01 66 b8 e2 69 58 32 a2 d2 8a d2 6a el a5 0d 5a
04 €5 95 86 20 b0 aa 01 fe 50 27 f2 b0 97 d2 78 dO cf 00 41 dc 49 69 85 a8 7c Ob db 8b 51 f4 24 b1 dc 31 06 f3 85 70 d5
94 9¢ 00 75 87 7f da 19 5e f1 b0 c1 62 cc 87 fb b5 b8 98 9d e4 ac 71 6b db a7 c7 b8 a8 b3 4d el b6 41 3d al ea cf 80 25
cb e0 61 7f c1 7b c7 77 ae e al 8d b9 cd 4c 56 c3 9b 54 22 00 c2 70 15 20 b3 d5 63 b4 b dc 1 f0 a8 a0 12 48 8a 3d b8
14 43 b1 63 d6 d9 62 b3 c6 23 80 18 ad 60 12 96 2 6b
Data Ascii: E3~iYaa33?HV<x|{IxcMOR{\dU?c[s J+hEfiX2jZ P'xAli|Q$1pu"bakMA=%afwLVT"p cH=Ccb#" .k

2021-12-02 15:37:58 UTC 707 IN Data Raw: d7 8f ch 92 84 67 ae 84 df 5e 3f 1d 70 5b e0 9a b0 ed 8a b3 el f1 f4 84 ac e0 5e 7e 7e 77 f7 6f 50 4b 07 08 62
6e ee ba 6a 12 00 00 a8 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00
00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 62 6 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08
08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 62 6 2f 6d 65 73 73 61 67
65 73 2e 6a 73 6f 6e cd 5c eb 6f db 48 92 ff 57 74 be f9 70 b3 ¢8 a3 df ec ce ed dc 40 b1 68 47 1b 5b f2 ea 91 20 8b 01 04
4a 96 92 c1 66 e2 9c ed 60 81 Ob f2 bf 5f 91 dd 8¢ 8a aa 6a 4b ce 78 b2 f3 ¢5 51 24 76 bl bb 1e bf 7a 92 9f 8f a4 90 3e 78
63 9d 34 de 5b 25 ac 2c 8e 9e 5 3e 1f fd b6 be b9
Data Ascii: g"?p[*~~woPKbnjaPK*Q_locales/bn/PKPK)Q_locales/bn/messages.json\oHWtp@hG[ Jf'_jKxQ$vz>xc4[%,>

2021-12-02 15:37:58 UTC 709 IN Data Raw: 31 6¢ 6¢c b9 27 63 4b el 9b 41 ac 8f a7 8a 89 08 88 ca 15 00 96 f0 37 00 7f 42 86 €9 49 87 b0 c7 dc 90 83 a5 ef
23 5d 03 5e 43 49 10 a9 0d 3a d4 26 c3 aa 44 27 65 c2 ac 5a a3 a8 2e 31 3a 09 d3 1a 25 Oc 6¢ 17 52 28 al 35 f0 87 17 66
€2 44 5a e3 20 75 86 68 09 8e ea 40 b1 00 20 d8 35 9d a8 01 al 4a 2b 99 86 98 11 10 88 07 48 94 0a 50 2b c8 95 1c af
ec be 93 df 27 14 8 af 86 9a e0 25 df de f8 c7 67 ed 7d 6a c1 48 29 82 aa fd a6 e2 83 ff bd 21 32 cd a7 51 d2 95 92 71 ff
08 23 45 45 ae 45 f9 7e 4a 0a 14 86 d1 0d 41 al 0d 02 15 cc 02 71 e0 6e 8e db b8 7e 49 Oa Oe ed 06 e2 af 9d 8d fb ad e9
27 b2 31 47 ad 88 59 26 fb 5e a2 cf eb fd ba 9d b2 fd 44 08 69 Ob ce 88 53 06 c6 10 7a 94 f3 5d dd 24 1a 2d 61 92 eb ea
ce 6d 26 45 a3 1c 97 bb 54 23 62 a5 22 c0 9d 62 ec 18
Data Ascii: 1I'cKA7BI#]*Cl:&D'eZ.1:%IR(5fDZ uh@ 5J+HP+%g}jH)!2Qq#EEE~JAQn~I'1GY&"DiSz]$-am&ET#b"b

2021-12-02 15:37:58 UTC 710 IN Data Raw: c4 45 2e f0 a3 ce 58 bc 34 ¢9 3f a8 3f 95 6f dO c7 Oe 2d 53 be a5 ad 20 54 a0 6d 65 f6 63 3c 88 Ob a0 aa 3a 14
a0 bb 5e 58 01 d9 e2 43 a2 24 60 da c9 79 bc 51 01 59 15 d8 46 5d bb 01 15 50 c1 f2 23 9d c8 41 87 4b ac d9 f4 fb de f6
3fed 6¢c 06 52 17 e4 el 52 85 c4 86 ba c1 6f 25 58 29 64 77 5a 83 bl de 3f d9 48 43 62 0d e0 2b e0 1a 78 38 6f 00 e5 24
ab 00 7f fe 6a Ob 66 65 ae 79 81 3d d7 65 2e d5 c9 76 46 f2 59 6d c3 49 27 c0 c7 49 08 Oe 64 11 c0 90 cO 5d 10 4e a6 a4
fb 86 06 a2 07 16 22 51 d1 b5 b3 fc 01 1b 10 f7 ad 4e 77 a6 3e c9 94 10 d7 62 a0 c0 ea 20 be a9 07 f3 21 61 f2 f5 e8 b5
d3 24 4e f8 4b ce 35 e2 a4 12 4d 2c a6 c1 15 67 ea 27 42 94 b1 1a 3c 37 a4 cd 99 41 ca c3 4a 36 28 53 63 a2 ed 7d 29 d8
03 b4 58 11 4b bb el ef f7 9e 8e a5 6¢ fd 7e c3 bl ce
Data Ascii: E.X4??0-S Tmec<:"XC$'yQYF]P#AK?IRR0%X)dwZ?HCb+x80$jfey=e.vFYmI'Id]N"QNw>b 'a$NK5M,g'B<7A
J6(SchHXKI~
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 711 IN Data Raw: Of ca c9 2e 0d ae 40 91 a7 71 31 19 9f 5f cc 08 7b 68 7 20 4f 62 52 fe 7d 3e 9c 94 84 35 5¢ 73 23 4f 65 f6 €6
a2 bc 43 dc 74 0a 81 90 3a 1f 4e 26 e3 c9 70 74 da ea ee 62 3a 7f 5e f3 08 be 22 6a cc 44 cf 84 e0 a8 9c bd le 4f 5e 82
1e 9d 9c 94 93 5a 1d 5f Of 4f 86 84 df 4c 02 9a 25 95 3b 20 {7 e6 ad 2c 91 69 ff bc 64 b7 c2 8d 9d 64 a9 bc ae 65 b6 b8 38
26 acal 01 29 a5 31 de 5d c5 3d 28 4d 96 5d 4c 86 af fa c7 6f 16 83 fe ac bf 98 4f fb a7 25 63 4e e4 31 64 42 66 5a e7 0d
3c b8 70 11 Oa bf fe 6¢ 7c 4a e0 91 29 92 31 8b 67 f3 8b c5 ab el 74 f8 7c d8 28 59 56 a4 cc cb 8b 28 b5 f1 ¢9 ec 75 7f 92
d7 7c 2e d2 21 54 e6 a3 97 a3 f1 6b b2 96 ab 84 92 b5 af 86 83 32 8f f6 4c ac 9e al 30 3d 1f 8f 67 2f 46 €5 94 70 95 7b fb
18 21 f2 a6 a4 ce 8a 79 cf 43 b3 6e 7a ba
Data Ascii: .@q1l_{h ObR}>5\s#0eCt:N&pth: "jDO*Z_OL%; ,idde8&)1]=(M]LoO%cN1dBfZ<pl|J)1gt|(YV(u|.! Tk2L
0=g/Fp{lyCnz

2021-12-02 15:37:58 UTC 713 IN Data Raw: ef db 97 2d d5 fO 1c 4b 45 f0 75 55 57 0d 97 4c 66 92 63 2b 1f e2 ba 88 15 c4 ad 77 57 e4 f7 71 c4 ca Oacb 4a
8f 5f cd e6 fe 74 be 1c 86 a3 f7 af d8 26 4d 22 b6 db a9 8b 3c 5f a7 71 93 17 97 b0 79 15 8c fa cd 8b 6f 5b ab d9 c4 1f bd fe
51 fc bb f8 79 84 09 6d 52 16 c5 77 79 ba 8a 8b 52 cc 64 6b 25 fe 40 88 2b a4 16 9f d6 2b 4d 2c 60 6b 4c 1le eb e2 f1 d3
4 c8 Ob c6 de Ob 52 Of e6 d1 e3 63 47 8c 96 9b bb c3 30 fd 74 c6 fe f1 b9 8e 55 55 fd €9 ac dc b0 6c fb 07 53 ee 8a f8 f6
cd e7 a3 bb aa da 94 e7 67 67 65 bd d9 e4 45 75 ba 16 f1 39 8d f2 fb b3 68 17 d4 33 96 95 bf c5 c5 99 ee 89 aa fd 7c a4
54 ac 58 ¢7 15 ec 97 37 29 cb fe f9 f9 68 eb 98 0f a2 44 29 2b 4b 3c 2c e2 5f eb a4 88 57 af db 19 c1 30 5b bf 2e ef 2 df f0
f0 2f 55 be 39 2d eb db db 24 4a b0 b8
Data Ascii: -KEuUWLfc+wWgJ_t&M"<_qgyo[QymRwyRdk%@++M, kLRcGOtUUISggeEu9h3|TX7)hD)+K<, WO[./U9-$J

2021-12-02 15:37:58 UTC 714 IN Data Raw: el 3f 86 03 b0 23 5b d8 46 24 db 86 a4 49 d5 c3 8c 38 55 04 45 b5 85 20 36 80 83 45 3b d1 3d 7a 02 ad 00 5a
91 30 60 79 cf 32 4¢c 97 04 69 76 98 03 08 d7 5e 51 Ob 2f a0 7c d3 b0 4d 34 45 16 fa 22 c¢7 b0 68 ac 9f 75 38 96 aa f3 be
€9 3541 2b 10 4d aa 69 93 ec Ob d2 43 30 42 32 71 84 01 81 ed 21 4c 5b 80 1c 9e b1 e6 04 14 c0 4b 25 bf 81 f6 04 64 41
3526 6d 14 5¢ cc 98 89 fc dd ee e8 1e 7e 09 84 38 8e ef 93 72 9f 38 76 49 76 c2 7f 96 75 ca ab le c9 b7 df 32 f5 30 37 Oe
ad c7 02 fc 9e 3a a4 d3 ff a6 15 7a al d7 d9 4a 68 49 e4 5e 6e 65 fe 64 7 52 15 79 8d a0 40 52 03 4a 45 17 63 €9 86 bd
d5 dO 16 04 1d 80 4a 77 1d 74 be 00 1a 4b 23 f9 e9 Ob 78 64 db 8¢ 46 16 5b 16 6f 66 2d Of fa Ob bc 4d c5 54 f0 5 49 74
63 b9 e7 ca 65 bf 35 85 66 c2 80 €8 af 6d 68 09 28 Of
Data Ascii: ?#[F$IBUE 6E;=zZ0y2Liv*Q/|M4E"hu85A+MiC0OB2q!L[K%dA5&m\~8r8vivu207:zJhI"nedRy @RJIECIWtK#x
dF[of-MTltce5fmh(

2021-12-02 15:37:58 UTC 715 IN Data Raw: 20 bd dd 05 44 23 14 c5 €9 db 2a 2f 14 7e 66 00 d6 5d 61 86 c9 89 72 3d 19 9d 28 a2 80 6e f3 08 9c Oa 98 5b
17 ec 1e cf 78 1d 8c fc 59 a3 e8 f9 3d 87 a3 ba ae el 42 ca f2 43 26 2a 9d b7 ea 81 13 75 e7 71 02 3d 65 d9 dd 14 fO Ob
ae 55 13 a2 ab a0 1f fa cb e9 78 31 0f a6 4b bf df Of e7 el 78 e4 0f 97 bd f1 d5 55 30 9a cf Oe 87 96 5d 5¢ 51 3f 8b 7e 38
5e 7e 58 f8 ¢3 70 fe €9 d0 83 Oc ac 88 87 9e 3f ea 05 c3 e5 bb ¢5 7c 3e 1e d1 39 dO 7b 21 ea 61 3c 9a 63 01 98 45 30 e3
6b 3a 74 22 6b c5 88 93 7e d8 5f 8e ¢6 f3 €5 7c 4a 96 21 d3 86 c4 7e 10 04 fd 77 7e ef fd 32 b8 f2 c3 e1 72 10 06 c3 fe al
23d9 cl 7b b7 a3 c1 78 7a b5 ec 07 b3 de 34 9c 48 97 25 39 a7 €9 f6 76 19 8 fd 60 7a €8 43 26 9e ba 7d 4c a6 e3 ab c9
9c 84 87 36 1c dd 2e a6 c1 87 45 38 0d 48 68 64 9d
Data Ascii: D#*/~flar=(n[xY=BC&*ugq=eUx1KxUO0)\Q?~8"~Xp?|>9{!a<cEOk:t"k~_|J!~w~2r#{xz4H%9v zC&}L6.E8HNd

2021-12-02 15:37:58 UTC 716 IN Data Raw: 47 f3 e2 19 9f 42 fc a8 3b 7a 44 b2 f2 ea ac fc 6a ff 26 d6 c1 Oa 8e e7 3a 96 a3 99 ba af b9 f6 €9 32 Of cf 11 97
€7 62 c9 86 5b b9 e2 ba 60 38 fb dd f6 f9 d7 1d 15 bf 73 e5 96 el 59 d8 b8 03 bd 9e 6e 38 ae a9 9f 6a ef ¢7 db 55 11 27
59 4e 36 f0 43 ¢8 c5 6¢ ¢3 d0 2d cd f1 4c 53 87 b0 66 da b2 18 5f 34 5a 27 cf d5 8a 24 a3 f0 cO 6e 26 ec 89 e2 a4 41 1e 16
45 96 53 92 27 64 9d 26 62 f7 4b b2 5b 25 9b a2 21 96 b2 35 5f ¢3 5a 96 ab 6b 9e el f9 b6 a7 b6 90 fb 95 cb 38 a6 €3 78
8e 6b 31 bf 59 be 65 ba 8e 24 43 d3 27 ba ¢8 5f f9 c2 d3 €0 68 c3 b5 1c db f3 2d db d5 5d 29 12 ae e3 30 8b 72 f8 42 08
d8 9a €9 bb b6 86 73 31 34 43 33 3d c9 34 84 Oe 5f 01 7b cc 36 e5 f9 3c 3d 93 d6 3¢ 4d 96 74 1a 32 9f b2 cb al 6 6e 38
6a Oe 46 93 db 4e {7 e6 5d b8 8e a3 45 38 8d c8
Data Ascii: GB;zDj&:2b[*8sYn8jU'YNECI-LSf_4Z'$n&AES'd&bK[%!5_Zk8xk1Ye$C' h-])0rBs14C3=4_{6<=<Mt2n8jFN]E8

2021-12-02 15:37:58 UTC 718 IN Data Raw: 54 77 1d fa 97 ¢3 c2 d8 33 5b b4 40 e7 f3 ea 78 73 b2 80 1b e5 53 8b a3 c7 64 93 ¢4 95 c1 59 2c a4 60 76 e9
dc 7d e4 72 13 38 a8 59 68 da 4c 50 13 40 26 58 01 d2 d3 94 28 7b 6b 3e 65 3b 55 18 86 5c 4c 66 51 fe 9b d0 e4 a0 95
b1 4d 06 10 9a 61 9b 40 5f 59 d3 f6 91 b7 3f 96 81 52 84 de c7 72 3d 54 23 ¢7 d2 3d b9 bf 48 b8 f9 38 ba 0d 5d 20 0d cb
74 56 e2 f6 €3 36 66 cd a5 70 0f d0 al 81 34 df 88 5b 23 8 8f fb 7f 41 9f bl 8f 2a ec {7 6d d3 51 ab 64 d9 28 51 1e fa 50
a3 ec 19 6d 4f ae 72 b5 c5 e3 cf b4 66 8c 41 a2 26 f8 86 69 a3 68 d9 be 26 af d7 e5 ab ec e8 86 08 56 50 60 9d 18 d8 95
26 bb 75 b2 5b 85 39 5b 08 04 35 4d e2 82 6d 70 75 90 78 7b af a0 8d 86 6b 5a be 8f ae d0 b6 51 65 e4 42 91 61 91 62
19 €594 87 15 da fO dd a6 58 70 79 97 31 08 18 6d e3 1f d3
Data Ascii: Tw3[@xsSdY, v}r8YhLP@&X({k>e;U\LIQMa@_Y ?Rr=T#=H8] tV6fp4[#A*mQd(QPmMOrfA&ih&VP &u[9[5Mmpu
x{kZQeBabXpylm

2021-12-02 15:37:58 UTC 719 IN Data Raw: af 62 99 ff c1 Of 25 4d 23 ef 57 al 20 €5 0d 62 9c 5b e4 ea 7a 07 5d 36 fb fb 41 2c 8f 5e de b0 Oc 10 Oe b0 2c
13 c0 2a b7 39 fb 38 d9 8f 05 aa 66 bl 86 3a 21 b2 40 1le 53 1a 2e 4f 1f 8f 96 68 51 94 2b b3 ac 61 3d 96 Oe 13 Oc 03 04
d5 90 48 c4 43 b8 5e b1 d9 f6 be 91 44 c7 cd e8 06 98 47 c9 88 35 df 93 64 aa d1 72 c9 f4 b8 10 4a 87 ef fb 4e c9 58 2¢
cb d5 e5 be 1e a5 f3 70 0f 70 df 5e cf 8a 15 64 ¢5 33 4b 10 f7 3¢ 50 29 47 73 d1 20 4a 79 df e7 48 5b 96 6b d1 5c 2e 4a cb
78 a2 9d 4e fd fe de 6a aa b0 ff ef 2b a7 e0 cb 26 ¢3 58 cf 74 c0 ad 7c cb 97 ca 99 8a e8 79 20 ac 20 c3 96 Oe ba c3 b8 98
a5 ca 12 60 a8 38 3d fe 24 9c 2c c2 47 1a a3 10 9f a4 8f aa 99 f1 c0 3d d1 21 5b 3a 4a 2d ea ad 8b 88 39 5d el f0 c8 43
48 a0 a3 c3 5a a6 e6 a3 b3 04 31 31 e4 51 b5 08
Data Ascii: b%M#W b[z]6A," *98f:!@S.0hQ+a=HCADG5drINX,pp d3K<P)Gs JyH[K\.JxNj+&Xtly ‘8=$,G=![:J-9]CHZ11Q

2021-12-02 15:37:58 UTC 720 IN Data Raw: Oa €9 51 67 74 1b 4c a4 c4 50 bc 04 7e 24 cc db 42 b4 2c 82 30 b4 9a 7d 86 62 d2 Oe 14 Of fc f7 5a 40 51 25
77 29 86 fe d5 fd fd e6 78 28 09 a8 5e 92 dd Ob dc 36 65 f8 52 bc 5b 5¢ dd 3f Oc 02 a9 3c ab ¢6 7b d5 fd e3 ae 6a Ob aa 31
78 25 71 df bb 1d df 49 12 aa ff 3a f3 f2 f2 1f 50 4b 07 08 df 97 26 53 40 10 00 00 5d 35 00 00 50 4b 03 04 14 00 08 08 08
00 2a 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 64 61 2f 03 00 50 4b 07 08 00
00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00
00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 64 61 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6€ bd 5a fb 6f db 46 12 fe 57 58 5f 7e 68 Ob
5b e6 fb 11 34 57 30 12 65 b3 b6 25 55 0f 1b 39 04
Data Ascii: QgtLP~$B,0}bZ@Q%w)x("6eR[\?<{j1x%ql:PK&S@]5PK*Q_locales/da/PKPK)Q_locales/da/messages.js
onZoFWX_~h[4W0e%U9

2021-12-02 15:37:58 UTC 721 IN Data Raw: b9 5f 9d 80 5b 14 71 96 1e f3 1e 56 ff 42 74 24 db b2 3c 2a €3 87 €2 b1 28 d9 86 95 7c 01 53 ba 00 e6 13 34 f6
a2 8c 93 04 e9 c4 2 4a 92 2d a9 d5 c6 0f 94 59 05 e8 42 09 a2 11 af 79 8e 15 5b f6 85 96 2a 45 b4 29 2b 2d 8b 18 e4 06
ac 22 2e 50 5 49 b6 5a c6 09 85 1d 8b 09 52 77 69 bc 86 82 2c 2d d6 51 1a d1 13 da 90 52 a3 20 1d 80 5c¢ 5e 4e ec 01 dO
b4 63 40 19 18 9b 3c f2 ec e6 e6 ec 94 9a 1f 81 4b e5 4a c4 8b 0f b5 8f 65 90 c0 26 1d a5 ¢7 52 58 d1 a4 99 02 62 b2 82
6e 1c 89 56 3f 1b 77 47 18 bf ad 68 07 14 al 64 ef bf d4 8a el 1c 6e 43 c4 cb 08 dc Oc 2b 97 bb 74 4d 56 83 d3 28 €0 75
05 19 d2 18 9e 2b 90 28 b2 94 1a c7 be b5 4d 41 33 42 78 ae 11 84 fO Ob 53 e8 54 39 19 b4 ac 37 5c c4 ab b2 59 4c a4 fO
bl 2c 61 f1 22 a6 f8 ef eb 8b €9 90 39 4b Ob 8a da 86
Data Ascii: _[qVBt$<*(|S4J-YBY[*E)+-".PIZRwi,-QR \*"Nc@<KJe&RXbnV?wGhdnC+tMV(u+(MA3BXSTI7\YL,a"9K
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 723 IN Data Raw: c2 Oa 38 04 5d 14 2a 99 02 40 4c 87 ca ef 9e 25 65 bd 27 17 77 34 24 Oc 6a 44 05 46 23 06 2a c2 29 el 3c 65
dd d9 c1 3b 8e 01 9e d1 42 21 cf 14 eb 9a 17 ec 51 8f 4e a3 d5 b5 89 e3 51 df c4 a8 2f Oe b9 1c 2b 7 d9 43 1b 6e be 70
8957 08 fa e7 d0 Oa d1 ee ff 92 55 34 e5 80 50 18 c0 61 47 75 1c 9a db f1 83 d8 25 92 3a fe €8 78 c0 b5 65 5e dd 8d 38
0e 51 19 4b 43 14 31 ca 00 c7 c5 3b 88 1e bc 43 6d 8a 07 32 cd d6 08 02 dd 51 d1 d4 09 5¢c e7 a9 53 43 24 52 7e bd e3
e30d d8 21 20 91 55 f9 de 44 07 33 84 ab 1a 9a ad 03 73 31 f2 38 62 2b fb 3e 91 20 7e be 46 19 d0 80 2a d2 09 e5 c7 65
87 ad 8b 8e a2 1f 9b ca d9 f9 bf d1 57 21 c0 3b 30 d1 4a 8b fe f6 53 6d Oc c6 35 dd d4 d1 5b 41 17 Oc 80 97 c0 9a f9 1d 02
59 c2 5b 7f d1 64 0a 17 a7 c4 25 de ad 41 8f ae 83 21 €9
Data Ascii: 8]*@L%e'w4$jDF#*)<e;BIQNQ/+CnpWU4PaGu%:xe8QKC1;Cm2Q\SC$R~! UD3s18b+> ~F*eW!;0
JSM5[AY[d%A!

2021-12-02 15:37:58 UTC 724 IN Data Raw: 33 93 7d 59 db ae 44 06 ce 92 0f a8 de 50 30 46 ac c4 83 88 2f 5 da 55 fc 16 8¢ 2f 44 42 20 b9 51 6a 57 d1 d2
21 64 2f 9e df 50 22 €9 10 b2 d7 41 ed 1a 2a 6a 22 b6 5d f1 93 dc 37 74 4c c1 37 ¢5 94 95 bd cf 6a 57 32 1b dc f8 d3 ee
b9 2c c9 64 af 16 64 8a 3e 0d 67 98 d0 07 93 1b 49 9 48 be 22 db 53 71 ee Of ce 40 5d 6 el c0 47 d9 5c Ob 16 c8 2e 74
a5 e2 d7 a8 36 91 3a 49 be d1 90 48 d7 13 80 38 2a 8a af d5 24 d2 d3 70 7a 19 cc 85 c2 90 7c 48 b9 27 5c 8d 85 18 59
6a c2 d0 f5 47 84 62 c2 09 24 ef 80 9f b5 80 a2 0a ee 92 dc 9c 37 eb 47 fe 6¢ 22 08 ¢8 be c3 7b 16 b8 f4 45 f8 92 7c 7c d8
ac 9f 04 81 d0 9e 65 37 70 cd fa d9 40 76 04 d9 5d 74 23 71 3d be 9¢ 5d 09 12 b2 af cc 9f 9e fe 03 50 4b 07 08 2d 94 f4 29
4e 0f 00 00 38 30 00 00 50 4b 03 04 14 00 08 08 08
Data Ascii: 3}YDPOF/U/DB QjW!d/P"A*"|7tL7jW2,dd>gIH"Sq@]G\.16:1H8*$pz|H\Y|Gb$7GI"{E| e 7p@v]t#q=]PK-)NBOPK

2021-12-02 15:37:58 UTC 725 IN Data Raw: fb 98 fe fd eb 9e e9 ba fe b7 8f d5 2e cd db 7f 52 0d 99 b0 fc el eb c9 ba ae 77 d5 a7 8f 1f ab fd 6e 57 94 5 f9
8adbe7fcald8 7e 7c 78 35 e4 c¢7 34 af 90 29 1f cd 80 e7 ec d7 13 ad 4e cb 15 ab 21 3f 9b 6f d2 fc f1 eb 49 ab 98 26 d1
le 36 69 55 el 65 89 fO ce 4a b6 38 6b 56 04 c1 7c 75 56 ad 8b 27 bc fc 53 5d ec ce ab fd 72 99 3d 64 d8 5¢ 9f b1 ¢5 3c
7d 20 55 dc 04 c8 01 ¢7 73 4¢c 1b 73 7a 96 a9 7b ae 21 05 d8 2f fb aa 49 9c e7 4d 46 11 fe b9 d8 6e al 2a 2d d9 a7 ff d4
99 4a 5b 1b bf €5 0c b3 71 86 62 b1 4a 67 1c ba €0 ff d1 52 4e 60 58 7a €0 e8 be 6f da 81 69 18 12 60 84 3 79 c9 60 al
bc 11 08 6¢ d7 d3 91 88 c8 5e cf d7 03 cb 3e 16 f8 4c b9 a4 85 39 41 94 90 31 03 48 e8 01 a0 cd 71 4d 1332 12 ec 7e 1b
c2 4e f1 65 Oc 43 4d c6 a7 bb cd be 4c 37 a7 c5
Data Ascii: .RwnW~[x54)N!?01&6iUeJ8kV|uV'S]r=d\<} UsLsz{!/IMFn*-J[gbJgRN Xzoi'y ">L9A1HqM2~NeCML7

2021-12-02 15:37:58 UTC 726 IN Data Raw: €3 a6 9f b9 c6 d4 ec fc ad 75 f9 bf 74 28 ef b4 20 2d a9 55 d8 eb fd Oe e3 3f 6¢ 2a ea b2 d8 63 ¢7 20 b9 45 2d
9a 0b c7 b4 dc 96 d5 3a a0 55 00 30 d3 f7 d0 99 02 79 1c 43 Oa b5 f0 f1 99 ed 6a 70 9c 4d 23 el 39 Oe 35 99 4e 00 5e 84
ca 2b 93 9c 31 5b 97 da ea 8d d0 5d f7 1a 49 fO 1a cc 87 f6 d7 45 f9 07 4f 90 9b d9 4b 9e 58 07 cd e5 9c 71 cf e4 5a 45 €5
07 1le c3 16 a9 Ob c9 b5 fb 9b 30 11 81 ed d8 b6 ae 63 51 20 5e d8 82 07 d6 26 d1 cb e6 b0 22 2c 6b 1e 05 af €9 b3 ca e6
dc e9 3f 36 8a a0 2a fO c1 7a 1c 80 08 c8 85 a4 a7 07 fc 7e 8d 19 d2 34 e6 2c 20 dd 2f b2 42 54 5e 62 9e fc 4c 64 ab bd
1d 60 34 09 ba 87 fb 9b 84 17 25 ad 99 d5 45 93 69 83 c1 al 9a 98 f4 24 d5 11 bl 7c 62 2e eb 74 03 a3 3c 3f 9d 03 a4 8
96 a6 a3 1b 6d 9d 8a c8 05 00 fO b5 d5 ed 76 40 c6
Data Ascii: ut( -U?I*c E-:UOyCjpM#95N"+1[JIEOKXqZEO0cQ "&" k?6*z~4, BT bLd 4%Ei$|b.t<?mv@

2021-12-02 15:37:58 UTC 727 IN Data Raw: 69 78 13 4f be 1c 6b 50 01 96 a4 el 32 4c 2e a3 9b d9 c5 74 32 19 24 f2 1a e4 cb 1c 59 ¢3 20 99 60 03 58 45
34 a6 3d 1d 2b 51 5 6d 92 92 5e dc 9b 25 83 ¢9 6¢ 32 92 b6 al 22 9a 92 7c 3f8a 7a 17 el e5e7 59 74 1b c6 37 b3 7e 1c
dd f4 8e 15 a9 ce d3 bb 15 f5 07 a3 db 59 2f 1a 5f 8e €2 al 72 5b 8a 03 9c 6e 6d d7 51 d8 8b 46 c7 3a 54 74 aa 5b c¢7 70
34 b8 1d 4e 24 f3 c8 4d 4b b7 8a 51 f4 3 34 1e 45 92 69 54 fd 52 b7 96 c9 97 61 f4 8e bb 5 53 06 49 d5 6d 3c 1a 0d 46
7172 d5 c6 ee 6¢ 3c bd 20 1b el 27 29 8c 15 e5 50 52 98 44 93 fb c1 e8 33 e2 a8 df 8f 46 14 8e f7 71 3f 96 ec ad a0 37
9d aa ba 36 a8 fa €6 a3 53 c9 38 bc 8d 94 4b 51 9d f2 74 6a b9 27 9f cd 86 97 92 69 e4 72 26 eb 18 1c 4b a9 6e ab 24 bl
el 28 be Ob 2f bf cc 7a el 24 9c 4d c7 el 55 a4 48 27 €9
Data Ascii: ixOKP2L.t2$Y “XE4=+QmA%I2"|2zYt7~Y/_r[nmQF:Tt{p4AN$MKQ4EITRaSIm<Fgrl< ")PRD3Fq?76S8KQt'i
r&Kn$(/z$MUH'

2021-12-02 15:37:58 UTC 729 IN Data Raw: 2a 9¢ 96 2c 53 97 db 07 26 72 43 27 b3 70 e4 58 17 0a 89 8a 88 78 71 59 b3 60 95 92 46 14 5e 6b 09 8c 08 6d
79 16 90 Oa 45 89 60 bl 3b f4 24 89 65 bl 42 2a 8d cf 57 23 9e d5 e3 cd 8a 80 c4 1d e5 16 b6 fb 8e ea a4 f1 36 ea 5d ae
9158 56 f5 57 1f c7 ad 59 11 04 ec cd 38 29 bc f2 c1 fa 87 48 77 be ae a9 14 ba 28 7c el 4c a5 3c 26 18 ed Oa d6 f8 6a bd
5c 6d d7 37 4a 5f d3 ad 69 79 01 3a a8 9c 29 ac 0f c6 3a €9 58 d7 e0 3d 39 32 89 a5 d6 a9 d9 db 4a 3e 9e 88 8d Of b1 b0
29 67 05 a8 b9 12 aa 22 c7 6e 7b 49 4e 54 6e d9 9e a3 33 6e 04 bd c2 ba 65 5a bf fb c5 64 8f de 5e 5f fd bl 5e ce 6f 6e
b1 56 20 8d 5d ac 3a 8f c6 93 ee 68 32 3b ed Of 5e 3c 42 2a 52 a0 8d 4b 74 44 f5 71 e9 5a 06 9d 93 ab ab 37 ef d7 9d e7
f0 94 47 e5 a0 57 53 f9 ad al 39 3e ef Oe le fd 79 3
Data Ascii: *,S&C'pXxqY FAkmyE ;$eB*W#6]XVWY8)Hw(|L<&\m7J_iy:):X=92J>)g"n{INTn3neZd"_~onV ]:h2;*<B
*RKtDGZ7GWS9>y

2021-12-02 15:37:58 UTC 730 IN Data Raw: a2 e3 el aa a4 7 24 9b 04 62 63 20 90 a4 3f b8 a2 98 54 6b b1 aa e0 e7 d7 df a9 25 a7 e9 33 1b 8 be f9 07 d9
4f dc 6b ¢6 d2 92 58 d0 28 7f 3b 14 c6 da 8d ab 72 94 44 de e5 38 54 9b 8¢ 8e 78 81 04 7f d9 ca 66 ea 1f 1f 18 7e 52 a3
ae 8f 7e de 6e 65 54 12 4b 84 65 a9 57 99 e3 fa 73 02 4f c3 f6 09 8¢ 73 65 2c 2b €7 62 98 04 2c b1 81 43 9c a6 21 7c d2
60 d0 58 3c c4 51 3e fb dd 43 c6 3 e5 24 42 83 22 86 6e b4 08 9d a8 06 2e 16 a3 be 01 76 c9 4d 18 62 b2 db 24 90 63 81
21 fb 64 c2 f2 0a eb 12 4d 31 90 03 89 b1 2c c5 08 88 9b 54 a5 6 3f b8 8c 54 52 9e be d1 2d 1d e6 7c 2¢ 95 70 b6 9a 8b
33 e7d0 cO c4 58 79 45 14 b3 b5 64 c6 e7 7f 83 9f c4 a5 8b a4 b3 f4 15 ee 9a da 5d 54 0b 64 a9 {7 44 97 a4 33 e1 08 53
f7 3aec af f384 f7 38 ec e5 1c ed 7b 95 59 d6 64 a7
Data Ascii: $bc ?Tk%30kX(;rD8Txf~R~neTKeWsOse,+b,C!|"X<Q>C$B"n.vMb$c!dM1,T?TR-|,p3XyEd]TdD3S:8{Yd

2021-12-02 15:37:58 UTC 731 IN Data Raw: 09 f5 a7 19 ee 97 b5 f2 17 a6 ba 93 a3 8c d5 00 4b 6¢ 61 f9 31 d9 bd ba 38 df 54 63 6e 51 73 3c 6e b4 fe d9 43
cc 54 3e 3f 6f 86 b9 b0 de 06 cO ce 8504 c0 08 11 1e 70 €3 9e 95 ¢4 c4 62 69 71 6¢ 9e 14 d5 b0 dc eb e7 16 d2 00 ae 08
52 39 e5 ad 16 8c fe 6d a8 38 a4 5f d8 87 61 f7 94 2b 5a ee 35 7f 9a bb 84 95 58 27 ce 7 91 6b 4b 71 5f bd af 00 b9 81 d3
3a 40 9a 00 6e ca 07 c1 2b 3b cd a4 71 36 48 83 f9 25 92 69 f2 ec a7 9b bd d4 17 58 b8 66 18 96 0d 9d Of cb 0d 46 €0 22
4e d2 52 a4 73 68 78 38 8a Oe €9 25 le 2a 3b 65 75 0f e6 c1 93 03 5f 7b 83 ee 27 8¢ 5¢ 61 51 a3 aa 1d 53 ec 48 42 46 d2
a5 6d 9d ¢3 49 80 01 76 8e a8 fa bb 4c 62 35 76 ¢9 08 de c7 c1 4e 5¢ b7 e0 e6 f4 1a 98 dd Oc 2f e4 d2 b8 64 60 da 6e 39
4d 46 00 b1 dd 18 b2 f8 db 86 a5 be b6 17 90 2f f6
Data Ascii: Kla18TcnQs<nCT>?0pbiglRIm8_a+Z5X'kKq_:@n+;q6H%iXfF"NRshx8%*;eu_{\aQSHBFmIvLb5vNVd n9MF/

2021-12-02 15:37:58 UTC 732 IN Data Raw: 99 cd ce 8f 88 68 28 2e a7 34 86 bb ab b8 37 69 90 65 e7 a3 fe 45 f7 e8 d5 ac d7 9d 74 67 d3 71 {7 a4 64 cc
89 bc ec 81 90 19 57 49 14 ef 5¢ 38 4c c4 af 3f 1d 9e 10 {7 ¢8 54 77 99 c5 93 e9 9 ec a2 3f ee 3f eb 6f 94 2¢ 7b a4 cc 7b
e828b5el fled4 657794 d7 7c Oe 61 11 2ad3 c1 8b cl f0 2559 cb 15 ec ¢9 da 8b 7e af cc 7b 7b 26 ad ¢8 50 18 9f 0d
8793 e783724c a4 cabde5 9110 79 55 d2 60 c5 bec ¢l 67 b3 6e 7¢ 32 3b 06 87 Oc da 3b 19 42 ac 19 13 7 c5 dd 38 6a
56 82 a4 c0 db f4 ca 41 9f 7a 2c ee f2 59 ba 6e d2 3f 2b 81 61 62 78 cc 10 50 b3 f0 6¢ 13 cd 06 e5 d1 24 72 4d e4 c3 bc 82
12 2d fe e2 21 eb b8 dc 3d 3a 2a cf 27 dd 67 a7 c4 76 b8 69 ae 3¢ 9d 93 e1 90 70 c2 65 al 79 Oa e7 e5 e8 18 76 45 b6 c3
bc 30 b2 85 ¢8 70 48 22 18 53 64 c8 13 98 Oe fa 00
Data Ascii: h(.47ieEtgqdWIN\8L?Tw??0,{{(ew|a*%Y~{{&PrLyU gn|2;;B8jVAz,Yn?+abxPI$rM-!=:*gvi<peyvEOpH"Sd

2021-12-02 15:37:58 UTC 734 IN Data Raw: 53 b0 bb f7 1f 8f 36 55 b5 2d df 9d 9e 96 bb ed 36 2f aa 93 b5 88 cf c9 32 bf 3f 5d 3e 47 f2 34 ce ca 07 56 9c ea
9e a8 b2 8f 47 4a 15 17 6b 56 c1 7e 71 9b c6 d9 a7 8f 47 ad 63 3e 89 b2 4c e3 b2 c4 8f 05 fb d7 2e 29 d8 ea 6d b3 22 18
66 eb b7 e5 26 7f cO 8f 7f a9 f2 ed 49 b9 bb bb 4b 96 09 36 37 60 6¢ 75 1b 2f b9 2b 11 02 e4 b5 e5 58 ba 89 39 1d 43 57
1d 5b 23 09 e6 af 56 09 4f ec 38 55 b0 de 7b 38 29 df fd €9 53 94 06 59 fb a3 53 d0 9b 53 90 ac 52 7a Oa fb b1 ff 1f 86 c8
f234 43 f5 2c d5 75 75 d3 d3 35 8d 56 7f 9c 2d 59 da 8c f6 4c db 51 51 7e a8 59 ¢7 55 3d ¢3 3c 1c 3d 3a f5 eb al ba 87
81 aa 07 3c b2 6¢ 5d ¢7 50 02 90 5f 26 88 4d d8 Ob 11 9c 68 76 ac 6¢ d3 5d 11 a7 c7 40 cc bb 92 55 ef b4 {7 aa f2 e5 22
ce d6 f9 ae 7a 7a af 3d 7f 56 1e 92 6a a3 7c 19
Data Ascii: S6U-6/2?]>G4VGJIKV~qGe>L.)m"f&IK67 lu/+X9CW[#VO8U{8)SYSSRz4C,uu5V-YLQQ~YU=<=:<[]P_&Mhvl]@
U"zz=Vj|
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 735 IN Data Raw: 8a 9e f9 39 b5 e2 a6 49 ab 51 15 f9 f1 53 e3 Of 1e 3d 17 42 c0 42 €9 83 7a 89 3b 9e 78 7b e4 1la ef 56 49 ce 93
90 57 7f 73 00 a8 38 b1 ea 84 €3 d7 Ob 14 5b €8 30 55 c¢3 84 64 01 20 eb fc 13 81 62 b1 d6 26 39 4e e7 d3 4b 05 9a a7 5e
e7 b2 9e b6 5d 25 84 07 a4 01 2a 1e d2 00 2a c8 23 22 98 eb 2d cc 7e Ob 3c 16 2c fd 1d 2a 44 34 22 2b b6 fa be 76 62 a3
65 d2 d0 a7 61 cb ae 6a a9 00 cf ee 13 c¢7 21 Oe 86 b5 99 03 54 44 80 38 93 60 Of ba 67 91 5d 8¢ 97 58 6d dd fc cc aa 1d
24 41 4d 05 d0 4b 10 61 96 86 08 03 54 41 09 26 55 94 79 de 8e 45 4e al 27 07 86 bb ae 89 43 d6 c8 Oe 5f a3 0d 7e 18
b5 62 04 24 08 87 b6 8a 94 83 a2 85 58 f3 10 30 24 0d 71 38 07 16 20 45 1a 64 2f f9 al ae f9 3d 48 86 f3 bc 7d 14 59 d8
80 cf a4 61 fa 09 67 fa c7 76 02 d7 e6 f7 24 c0 42 97 df
Data Ascii: 91QS=BBz;x{VIWs8[0Ud b&9INK"]%**#"-~< *D4"+vbeajTD8 g]Xm$AMKaTALUYEN'C_~b$X0$q8 Ed/=H}Ya
gv$B

2021-12-02 15:37:58 UTC 736 IN Data Raw: b3 fO 2c 14 49 d6 79 a4 92 27 e0 d4 db 78 10 5d fb d3 ee cc 97 31 15 f1 32 1f 7d 18 8d af 89 ad ac 99 21 b6 57
61 3f e8 46 7b 89 08 €8 f0 30 1b 8e c7 d1 c5 28 98 91 a8 ca de 8c 20 4e 6e 02 4a 56 92 87 70 c2 6e 76 be 18 00 90 91 bd
d1 18 5¢ 33 23 f0 25 bb €0 6e 2d 11 29 a0 4d 3f 18 85 14 b1 64 97 fO 5f db 45 e1 30 c0 82 49 el 49 ae 61 5a c3 al 60 b3
51 d0 8b 9a 55 93 f8 48 de 00 d9 33 7e 46 c8 9a 97 fd 5e 2f 98 44 fe d9 25 a9 1d d9 45 55 b7 9f 3 f1 98 ac 44 a6 Of bb 3d
4c 82 €9 00 bb 22 db 91 bc 56 f2 8a 93 f1 98 30 98 44 1e 77 3b 98 8f 42 48 85 cb cb f0 3c 94 c4 44 {6 c4 40 e6 ab 1f ce 7a
fe b4 cf 4f 6a 10 4e 87 be ac 14 65 8f 88 64 be 06 el 28 10 fO b2 40 65 8f 24 e4 23 bb 3d 91 39 12 3e 3a 48 5e d2 35 ca
5c 8c 7c 2a bf €8 3b 04 32 cb f1 07 Oa f1 f4 59
Data Ascii: ,ly'x]12}'Wa?F{0( NnJVpnv\3#%n-)M?d_EOIllaZ' QUH3~F/D%EUD=L"VODw;BH<D @zOjNed(@e$#=9>:H"5\
|*;2Y

2021-12-02 15:37:58 UTC 738 IN Data Raw: 1a d2 69 cb 6a c8 af ee b2 24 ff e7 97 b3 4e 31 3d 44 5b a3 e0 2a fc 58 b2 5f 9a 14 05 5 7d 6b 11 04 f3 ed {7
d5 43 f1 2b 7e fc 53 5d ec 2f aa e6 fe 3e 5d 53 5d 8e 18 db dc 25 6b 52 ¢5 5d 80 cc 77 3c c7 b4 f1 4c cf 32 75 cf 35 a4 64
1b c0 3c 4a ec b4 a8 b4 64 03 35 45 9e 64 ac 7a f7 5f 47 52 €9 68 e3 df 45 c2 6¢ 23 al b0 54 19 89 63 ff ff 3f ba c9 09 Oc
4b 0f 1c dd f7 4d 3b 30 0d 43 c2 88 41 92 af 81 ac 65 bb 3e b0 5d 4f 47 3d a2 8a 3d 5f Of 2c fb 74 fd 78 7e 39 le 88 c5 66
80 a5 7a 00 fc 72 5¢c d3 ¢4 62 09 6d bf 4d el 9f 78 10 c3 41 8b f9 f9 3e 6b ca 24 3b 2f ee ef 2b 56 bf 33 b4 1f f4 6f 1f 92 7c
5b 34 5 d3 0f 46 f7 91 80 4a fb 36 99 5d 85 €3 8 1f d1 ec €9 €9 07 b3 ef 27 ed ab 56 d4 65 a2 ed 11 2d 04 7 a9 a8 1f 58 f
9cae23f77 2b 2b ad 6d 1d d5 d3
Data Ascii: ij$N1=D[*X_}kC+~S]/>]S]%kR]w<L2u5d<Jd5Edz_GRhE#Tc?KM;0CAe>]0G==_,tx~9fzr\bmMxA>k$;/+V30|
[4FJ6]'Ve-X?w++m

2021-12-02 15:37:58 UTC 739 IN Data Raw: 42 ff 96 29 d3 08 d8 d1 f6 28 82 6c ed ed 87 96 2c 3a 16 98 12 1e 88 61 da 05 9f 00 fb 90 47 e3 01 32 48 1a 56
77 69 85 3e 02 f2 af 7d 4a bf 1f a5 42 99 6d eb 3a 4c 01 79 83 dd 1e 98 9f 44 56 3b 34 16 a5 af d5 e9 be cd 82 e7 89 88
b2 11 19 04 ff f1 cc 69 91 d9 b1 al 3d f0 41 a8 1c 80 10 b8 8a a4 9a f7 dc a3 83 Oc 28 a2 b2 d9 a5 75 c7 5e b4 a4 d9 a4
¢5 31 25 b9 68 75 bb 98 49 6d 70 3f f4 12 93 3e f5 76 91 d6 ee 43 d6 a2 11 2c 67 d7 9c ab dc 11 67 69 a9 69 67 33 e8 1c
98 15 ¢0 07 cc Oa e4 32 90 ¢6 90 48 18 6 92 b1 b0 fd Ob 56 f4 b6 64 dc 3f 68 ae 45 1b 35 17 03 ad 81 29 1a 4e f1 75 47
07 ec f7 a6 88 f6 76 74 d3 4a 79 00 70 78 90 ba 24 36 69 06 8e b4 cd 9b e2 b1 63 57 54 74 78 2e 7a 25 ed 12 91 e7 9c 51
28 0a 88 fd 3a 06 22 82 76 80 c6 67 4b 09 77 93 64 49
Data Ascii: B)(l,:aG2HVwi>}JBm:LyDV;4i=A(u"1%hulmp?>vC,ggiig32HVd?hE5)NuGvtlypx$6icWTtx.z%Q(:"vgKwdl

2021-12-02 15:37:58 UTC 740 IN Data Raw: 54 27 f9 fd 8a 46 93 d9 cd 6a 18 cd 07 b3 78 aa dc 96 e2 68 a8 5f db 87 28 1c 46 b3 53 1d 2a fa d5 af 63 3a 9b
dc 4c 17 92 7b e4 49 a7 5f c5 2c fa 69 19 cf 22 c9 35 aa 19 ab 5f cb e2 3 34 7a 25 dc f2 d1 84 a4 ea 26 9e cd 26 b3 78 7c
d5 e5 ee 6a be 7c 4f 3e c2 bf a4 34 56 34 48 49 el 38 5a 7c 9a cc 3e 22 8f 46 a3 68 46 €9 f8 29 1e c5 92 bf 15 cc a6 57
55 df 06 55 2f 98 f4 2a 99 87 37 91 d2 14 d5 71 50 af 96 4f 14 b3 d5 74 20 b9 46 ee 6a b2 8e c9 a9 94 ea aa 4c 12 9b ce
e2 db 70 f0 79 35 Oc 17 el 6a 39 Of af 22 45 39 49 b7 59 92 9a 39 51 Oc 35 b8 a8 1a 88 5a fe 7a 72 25 c1 a3 62 be 50 08
2f 96 d3 d5 6d 3c 8f df c7 3c c9 7a 43 aa 78 af 44 d6 36 19 2d 3e 85 b3 fe cc 57 f5 35 49 cb 72 fc 71 3¢ f9 24 c9 aa 26 38
49 f6 36 1e 46 fd 68 af 60 11 3d 1a e6 37 93 c9
Data Ascii: T'Fjxh_(FS*c:L{l_,i"5_4z%&&x|j|0>4V4HI8Z|>"FhF)WUU/*7qPOt FiLpy5j9"E9IY9Q5Zzr%bP/m<<zCxD6-
>W5Irq<$&8I6Fh’=7

2021-12-02 15:37:58 UTC 741 IN Data Raw: fd ae 5d 4b 35 3c ¢7 52 11 61 5d d5 55 ¢3 25 6b bb 66 99 b2 ae e6 c2 51 2a e9 8a 29 17 8b 6d ba e2 f7 08 7a
ac bc 19 47 fe 28 9a de 84 fd eb 37 5b b6 44 70 8a 8¢ 67 ca 65 9a ce 13 ae 5¢ 61 dc 9b a0 df a9 7e ff d4 8c 1e Of fd fe 9b
9f cb 1f ca 8f 27 58 ca 26 61 7 7c 91 26 33 be cd ca 35 34 66 e5 3f {7 e9 3a e7 eb 5¢ 2c e8 8d 56 2e bd 31 26 3f eb e5 cf
cf cb 22 03 8¢ 83 01 52 0f e6 ¢9 d3 53 4b 74 a6 9b c5 71 80 7e 39 67 ff f8 56 70 55 55 7f 39 cf 36 6¢ dd fc c3 94 c5 96 3f
7cfc 76 b2 c8 13 4d 6 el fc 3c 2b 36 9b 74 9b 9f cd cb d8 9c dd a7 ab f3 fb 7d 24 cf d9 3a fb 9d 6f cf 75 af ac cf 6f 27 4a
ce b6 73 9e c3 7e 7a 87 bc 58 7e 3b 69 1c 8b 49 94 fb 84 65 19 7e dc f2 7f 15 f1 96 cf de d7 2b 82 el 7a fe 3e 5b a4 bf e3
c7 9f f2 74 73 96 15 Of Of f1 7d 8c cd
Data Ascii: ]JK5<Ra]U%kfQ*)mzG(7[Dpge\a~'X&a|&354f?:\,V.1&?"RSKtq~9gVpUU96I?|[vM<+6t}$:0u0'Is~zX~;ile~+z>[ts}

2021-12-02 15:37:58 UTC 743 IN Data Raw: 53 8f 35 ¢4 1d 56 dO ac 44 b2 14 cb 43 38 b8 00 59 2e Oa a2 le b2 2e 04 8a 00 cd ae Ob 24 38 f4 41 ce 1b ac
2e 93 88 8b a4 c7 54 69 5e c1 57 a2 b0 bb f8 b4 2e 65 al e6 b0 1c fe a2 dd c0 ef 4b 60 Ob a6 7e 6e 31 ce fe 9b 56 e2 95
5e al d1 al 92 98 bd de Oa fc 45 f5 8f 24 2e 00 €3 d0 a5 69 5e 75 01 96 6e d8 8d 10 b5 a0 7f 00 46 ba eb a0 85 04 98 58
1a49 c5 11 5b 14 a0 98 5d 3d de b1 2c d1 Oa 5a 1e 84 Ob c8 92 4a 91 71 51 6¢ f9 a6 c6 63 56 eb 10 e8 af ab 4e ed 01 22
04 b3 a2 5b b5 c1 d9 20 77 92 23 fe 76 27 8a f4 f1 b0 1f 54 d2 35 2a 61 05 6¢ fc 12 77 e3 f7 4d 4b 3f af d5 8a 65 9a aa 8a
95 41 23 61 17 Oe b4 15 91 82 bd 38 ab 32 €6 el be fa bb 89 5f 60 7c 83 b9 35 6b 7f aa fd c2 b3 e7 42 b4 58 40 15 68 04
e2 f6 10 ae f8 4b da 86 88 8c ab 7c cd 4a c6 86 95 00
Data Ascii: S5VDC8Y..$8A.Ti"W.eK ~n1VAES.i*unFXI[]=,Z3qQIcVN'[ wi#v' T5*alwMK ?eA#a82_"|5kBX@hK|J

2021-12-02 15:37:58 UTC 744 IN Data Raw: 83 Oc ab 88 87 Ob bf 7f 11 dc 4c 3f 4f a2 68 d0 a7 6b a0 cf 29 a8 87 41 3f c2 06 b0 8a 60 2c {6 74 ec 44 d6 e2
10 27 9d b0 33 ed Of a2 69 34 22 db 90 69 3a 62 df 0d 82 ce 67 ff e2 7a 1a f4 fc f0 66 da 0d 83 9b ce b1 23 d9 35 71 bb
a3 ee 60 d4 9b 76 82 f1 ¢5 28 1c 4a b7 25 b9 ec 68 f7 76 15 {8 9d 60 74 ec 43 a6 90 da 7d Oc 47 83 de 30 22 el al dd 41
bb 8b 51 f0 db 24 1c 05 24 34 b2 be a4 dd 4b f4 75 18 bc 72 dc b4 15 27 ae 7a el 68 34 18 85 fd cb 26 77 a7 €3 9 67 11
23 7¢ 45 d2 58 c2 85 c4 61 3f 88 be Oc 46 d7 c8 a3 6e 37 18 89 74 fc 12 76 43 12 6f 89 6e 69 75 d5 b6 41 d9 cb Ob ad 4e
c6 7e 2f 90 2e 45 76 Of d2 ea e5 8b 38 b3 9 f0 82 84 86 b2 18 f5 31 38 b6 92 3d 82 21 66 ¢3 51 78 eb 5f 7c 9d 76 fc c8 9f
4e 6 fe 65 20 29 27 f2 e4 84 b8 19 0b 49 21 07 17
Data Ascii: L?0hk)A?" tD'3i4"i:bgzf#5q"v(J%hv tC}G0"AQ$$4KUr'zh4&wg#|EXa?Fn7tvConiuAN~/.Ev818=1fQx_|vNe )I!

2021-12-02 15:37:58 UTC 745 IN Data Raw: b0 28 5a 1d e8 75 17 c2 7a fc 24 85 ff dd 4f a2 85 e0 8a 15 56 4a Oe 53 31 a9 c9 49 04 e6 b8 46 53 29 24 96
b0 12 81 45 88 34 c0 2f ab d5 e8 63 ff 5b f3 4d 62 3e f9 ff df 22 3e 85 bd 25 ca d6 ea 84 41 0a b4 ec 44 df 32 a3 b7 29 cf
96 19 ¢7 81 03 9a 39 a6 6a 72 9c 59 61 9d b6 fb b2 d9 8f 2f 64 51 d8 c2 a8 5a 2b 94 53 d2 14 e4 78 87 b9 86 8d d4 32 50
28 61 54 al ad 53 da 70 43 ba 08 85 b4 d6 9b 57 b4 bf 20 94 a0 45 81 b0 66 d2 19 cd 40 4f 05 13 4c 5a 62 63 a0 ef 7e Oc
b2 d8 60 78 a9 51 60 2b 8a 55 2d d8 fe e0 fd dd ed 6f ab eb e5 fd 83 97 cc Oa dd 7f 43 98 f6 4d 50 8f 27 d3 59 7f 32 5b 9¢
57 a3 97 4f 52 85 42 Oe 2f f8 1d d3 3b bb bd 7d f7 71 d5 7b 01 d3 3d 29 47 c3 64 a8 40 6a 1f 2f d2 db 72 3b e5 4 b2 3f 7a
f2e786 4413 ef 1130 ee f3c7 e5f5 eafd ed
Data Ascii: (Zuz$OVJIS1IFS)$E4/c[Mb>">%AD2)9jrYa/dQZ+Sx2P(aTSpCW Ef@0OLZbc~xQ +U-0CMP'Y2[WORB/;}q{=)G
d@j/r;?zD0
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 746 IN Data Raw: f5 ad 56 9¢ b0 38 5a 1c 2a b1 b5 36 b9 97 e0 62 95 Oc d5 13 7a 78 ae ca d3 3a 18 Oc c9 Of 70 4c 44 9d 37 ef
ab 76 38 10 24 59 89 78 44 78 ac d8 98 56 c8 36 62 30 81 38 72 80 e7 89 ab c4 1e 46 2b ae ac 84 4c le e0 3d 64 cf 00
b8 e4 8e 7a de 9a ef 19 55 8¢ 44 8 cd dc 47 3e a7 de 4e Oc 5d 24 f6 26 39 bb 0f 05 70 c5 el 46 ab 65 0d 5e 99 d0 12 f2
97 3¢ 80 c5 f1 24 32 0f 42 2e ad 2b f1 b3 08 48 4b ad 94 ca 58 c8 4c 61 c9 96 2c 08 b5 21 9f e6 5f 2b c3 14 b2 f8 a9 b0 e3
cf b7 21 28 4f b0 a3 6e 1d Oc d4 a2 0d c7 82 db a7 64 1d 2e e3 ca 3d 76 Oe c1 dd ef 92 5¢ 50 4a 0d 59 ae 75 90 89 35 fd
Ob 6d €9 04 3d 72 99 91 1b d8 2b 84 fc 6f 16 f8 eb 1a 1c 24 a2 4e 48 0d 39 b7 76 8c da 7b 9c fd ac bb 60 51 €5 25 9b 96
7c eb ee 37 26 c3 fa 99 f8 47 cc f5 75 6b e7 07 f2 dO 81
Data Ascii: V8Z*6bzx:pLD7v8$YxDxV6b08rF+L=dzUDG>N]$&9pFe”<$2B.+HKXLa,!_+!(Ond.=v\PJYuSm=r+o$NHIv{ Q%
|7&Guk

2021-12-02 15:37:58 UTC 748 IN Data Raw: cf 67 6d 11 d6 66 bd e7 5b 7d c3 ba 63 d6 65 cd 59 b0 8f ca 41 df 07 d1 ff 3e 55 al 94 b7 7b 16 85 da 50 Ob ca
2b 01 f8 1b 66 4c 7d 1a Oe fe 21 81 74 f4 a0 88 46 9e 81 4a 03 3c 61 53 17 aa 34 07 b3 50 5¢ 41 5e 41 9d 17 5¢ 57 63 54
47 25 ¢861 b9 77 62 1f 09 2e 8d 69 84 63 c8 87 2e 9c a7 Ob 3c 02 ef 1f 2f al 88 fa 4a 41 dc d7 58 f4 39 67 12 8a 04 c1 46
ac 80 1c 4f f2 42 00 ee 57 bc 30 54 ca fh 43 6a 57 54 b9 6a 7b 3c d4 dd 44 b8 c9 a2 b8 af 72 79 fb 09 77 bd ed ae 47 el
€9 a6 61 76 d1 5c be c1 f9 3b 8e 84 b8 90 8b cf ab b5 9d d8 e8 5¢ 9d ee 64 48 40 b2 1b 7d fO 1c 3f 05 41 99 c2 08 25 Oa
80 a5 5a 49 80 c5 f4 f1 e8 ff aa f8 70 78 15 1d 87 d9 5d 95 aa 74 05 cd ce ea €8 52 77 9d 38 6¢ 51 08 69 b5 a0 cb 4b 18
87 44 d5 bc ed fe c0 32 5b d7 17 24 90 ad 0b be cc
Data Ascii: gmf[}ce YA>U{P+fL}'tFI<aS4P\A"A\WcTG%awb.ic.</JAX9gFOBWOTCjWTj{<DrywGaw\;\dH@}?A%ZIpx]tRw
8IQIKD2[$

2021-12-02 15:37:58 UTC 749 IN Data Raw: a8 b7 80 50 e4 7c fc da e2 57 89 73 ¢3 79 3a a7 93 b2 fc 47 1a cc a8 37 ef e5 89 50 ce 99 78 33 ca 16 02 13
90 55 ba 91 f4 9c 72 9e c4 df cac9 cb 14 10 10 85 ea 3c 89 4c 84 a0 1le Oc d9 42 84 88 10 d4 d1 bb 3c 05 0f 4d d2 b0 9b
be 68 6d Ob 8d 19 e0 cd 54 65 a9 b3 87 79 22 {3 d1 ab fe 6c f0 82 52 32 ea c4 Oe 45 e8 f5 78 Oe 19 fa 68 fa 8a 30 1f e2 85
2988 c48bfee80calcha2laf5cl6eae 921550 cd4e 72 f8 15 58 5b 0a 9d 88 a7 da 88 d1 21 03 48 53 c5 f4 cc 20
31 7a 56 cd ce cb 45 62 18 c4 db 9c dO 60 9f 16 42 ca 12 00 c3 a0 7f 59 7b bl 64 07 c4 el ef 35 15 80 a8 09 bb 88 a6 73
7b ff 65 7f 3e 4d 06 50 6f 87 59 0Of 38 ef a7 ee 8b 78 9b 4f 7b ff b4 2c 93 f0 4c 55 83 db fb €7 23 6a Ob 54 b7 ac 1d 71 35
3e 9f 5f 24 23 a8 97 03 3e 3e fe 07 50 4b 07 08 44
Data Ascii: P|Wsy:G7Px3Ur<LB<MhmTey"IR2Exh0)IPNrX[!HS 1zVEb BY{d5s{e>MPoY8xO{,LU#Tq5>_$#>>PKD

2021-12-02 15:37:58 UTC 750 IN Data Raw: 0d 15 36 e4 €9 9e 20 dc b8 88 05 bb 34 73 5e b3 25 2b f1 d7 82 f1 cO e8 b6 f0 68 78 48 1b c7 b5 e0 51 43 84
4c 82 e0 d1 8a 29 5b 2c 96 55 38 9c d4 66 06 38 52 e7 5e 1c 0f 93 f1 24 d3 ee 23 9d eb 67 4d a4 be ae 61 al 96 67 78 7c
036950 e2 7c 11 ef 8a a3 b8 18 96 a9 ab 26 dc 83 99 55 ¢3 c0 Oc c9 00 81 98 Oa 7e 43 75 b9 f8 4f b7 11 40 cf 33 c8 Oa
ee aa 27 4d 15 d4 e8 81 b0 1d 84 11 9c 6d d3 dd 19 8b e8 09 b2 5a 67 60 a9 2c cf a0 38 94 1f b6 Oc cc 99 56 ac fb e3 db
c6 21 0f 82 a6 a9 9e ce 6b 55 a7 bc 5b b3 dd 05 d4 4a Oe 47 c9 b9 22 b4 cd ae 28 ea 21 9e ea ef 9b a7 38 2f e2 e5 aa fe
06 62 ac 2d ce 95 Oe 22 7f ¢1 50 a8 75 f4 cf 95 75 9c fO 7d 84 1c 2a 94 bc cc 20 22 4a 4c 12 20 55 c0 3f 2f 9b 6d 02 57 49
2a a2 89 ea 61 fc 2f 89 f2 98 b0 2f 29 5f 50 b2 58 b0
Data Ascii: 6 45"%+hxHQCL)[,U8f8R"$#gMagx|iP|&U~CuO@3'MmZg",8V!kU[IG"(!18/b-"Puu}* "JL U?/mWI*a//)_PX

2021-12-02 15:37:58 UTC 752 IN Data Raw: 0d ea 14 a0 43 32 06 7b 8b 32 41 5a 8a 66 cf b6 35 34 78 ae 07 61 al 43 e0 a9 92 9d 39 88 0a 56 e4 59 0d 6¢
8¢9 0d a8 3b 3 03 6¢ 22 b5 5¢ 4f a5 e7 af 6¢ c3 e5 7e fe 56 f9 b8 e0 79 9a e4 42 bb 83 19 eb 6e 26 €3 2d d1 8b 04 42
ee Oa f4 b8 54 7c de 25 64 cb 98 3f 54 3f 0f 35 5d 35 51 2f 11 66 af a8 f7 08 53 c4 3c 29 b8 50 5e 55 a7 58 90 58 c0 53 be
59 ¢7 8d ¢3 91 6 c2 5f b0 c2 aa 17 63 9b 0a f8 8e b5 bc 00 63 a2 8c c4 cf 69 8¢ c0 fO 16 47 a4 ba 07 b5 03 01 ca 85 32 70
1392 94 36 c2 55 01 3d 1e 01 83 a3 21 55 50 24 2a 70 1d db a0 62 23 69 cb bd d9 64 5c a3 40 60 9d a3 51 38 €9 34 2a
79 d2 9c bd 60 ed 6b 36 2f ca b2 71 ee da 5¢c 3a 72 be d5 a0 a3 5e 39 83 10 4e 8f 55 48 85 ad e8 c0 b2 cd 13 2b f3 1a 64
0f 5a e4 18 6e ff 3f aa 84 4e ff 1b 45 49 53 16 d8 Oe
Data Ascii: C2{2AZf54xaC9VYI;I"\Ol~VyBn&-BT|%d?T?5]5Q/fS<)PAUXXSY_cciG2p6U=!UP$*pb#id\@ Q84*y k6/q\:
MINUH+dZn?NEIS

2021-12-02 15:37:58 UTC 753 IN Data Raw: 99 al b2 07 12 f2 91 1d 25 c9 1c 55 3e 5a 48 5e d2 cd ca 5¢ Oc 7c¢ 2a bf e8 9b 3b 32 cb e8 8e 42 3¢ 7d 8d 41
66 39 0a 38 c0 4a d6 2d bb 97 93 39 68 31 97 bd 5a d2 66 5e 95 1a c1 52 89 54 6f 75 20 e3 07 d9 41 7d ab 83 f1 14 95 4a
d150 d6 38 c9 7c 54 7a e8 fd f4 66 16 8d 66 01 17 36 34 1d e9 0d 75 ab 23 9e df d1 7d 40 85 b0 e4 ad d4 56 27 d7 81 3f
99 82 ab b8 e0 Ob 24 a8 4b ef 3d 5b 5d 81 2a 68 52 cb 5e d9 69 f5 00 el fa 2b d0 07 75 da 46 5e b2 b7 a9 64 ee 6a fe 7a
0557 25 d7 74 ed 7e ae 47 41 f0 4f 4a 66 b2 57 91 db 9d c8 c0 59 f2 5e d9 2b Oe 46 d8 2b ba 10 7a 59 d8 ee e2 d7 60 74
47 05 81 e4 3c aa dd 45 0b 43 c8 2e b9 5f 71 22 61 08 d9 b5 52 bb 87 5a 9a 50 da a5 af 30 bf e2 63 02 bd 49 53 56 76 3d
d6 ee 64 3a f8 e0 4f 3a b7 b2 24 93 dd 4a c8 1c 7d 8c a6
Data Ascii: %U>ZH"\|*;2B<}Af98J-9h1Zf"RTou A}JJP8|Tzff64u#}@V'?$K=[]*hRNi+uF djzW%t~GAOJWY +F+zY tG<
EC._q"aRZPOcISVv=d:0:$J}

2021-12-02 15:37:58 UTC 754 IN Data Raw: fa 9e 3d 02 c8 be bd fa af 87 d5 c5 26 ca fe ¢8 7a 40 7d 2d f2 58 39 c0 34 81 85 aa 86 b8 ea 80 2c 5b 25 a0 3e
e0 a9 b7 62 4a 47 e9 dd f4 2a 19 24 83 aa al 0d 78 70 99 67 d8 86 4e fc 7b c5 b6 f1 8a ad 38 92 8f b3 f4 1f d1 5d 11 a7
09 ff d7 8c 2d cf 7a 51 Oe c4 dc 57 ba 5¢ b4 04 55 75 Oc ¢3 81 2a dd 30 Oc fd a5 ae 51 5a af d4 54 53 43 ff 70 3c b4 03 cd
01 78 bf 5¢ 19 76 90 fc 0f 62 b5 81 24 70 6d 5b b7 5d 53 53 0d 15 32 74 35 6f 82 7b b6 42 db 13 c8 fa b9 4e bc 6e b7 5b
ab 30 3c 64 85 e3 5a 50 al 61 cf 26 c1 67 ff 00 c8 f8 26 2d 2a 31 03 0d Oe a9 84 ff 7b 78 ba 27 b3 53 44 a0 5a 6d 22 b7
75 0d 7b b3 3c c3 e3 d1 20 fb ¢7 ae 58 99 57 3d c3 b0 4c 5d 35 al 1la 2d 55 35 Oc 58 47 94 8b 66 58 2f b6 41 09 00 a3 b0
€7 86 c3 3c cf 20 be bd 12 2b 4d 15 cd cd 43 9f 75
Data Ascii: =&z@}-X94,[%>bJG*$xpgN{8]-zZQW\UU*0QZTSCp<x\vb$pm[]SS2t50{BNn[0<dZPa&g&-*1{x'SDZm"u{< XW=
L]5-USXGFX/A< +MCu

2021-12-02 15:37:58 UTC 755 IN Data Raw: b4 4c¢ 39 17 e5 ad 87 67 59 2d 84 7c d4 61 2e aa ca 35 91 1d 1a 71 ¢3 21 82 9c¢ 52 7f b3 ¢7 09 ad b6 8a 6¢ c5
78 00 96 eb c1 b5 48 39 7a Oe d6 50 46 4e c9 90 Of 75 87 c9 15 71 fe b5 ¢7 1f dO be 6d bc e3 bf 8d 8f 79 cd b8 e2 35 2f a9
82 8d ba e4 67 5a 80 66 97 9f 11 d9 06 a9 94 9f 94 2b 71 cc 26 8 64 dd 67 6¢ 93 1f ee €9 a6 85 6 8e 84 b0 8 30 cb 3b
le 07 d5 07 b0 d8 3a 53 9f 43 {3 {7 9e fe a9 c9 df 6f f8 b7 2d d7 f2 00 65 b6 06 fc 40 01 02 46 da Ob 5e 34 df 4a cc d6 30
49 b9 1e b8 80 Oe 06 a6 4a 82 d3 1c a7 ae c1 e7 ca 4d 5¢ 71 8b 34 cd ea 33 04 cc b6 06 38 98 el 01 0f 91 5d ae a7 92 40
7d 60 4b 5e ab 1d 85 b7 d4 4e 94 b0 65 4d 4e 57 51 c1 b6 0f 6¢ 95 56 29 b7 65 1d 14 f2 df 9e 28 ed 8e 7f b7 ab 19 4d 53
e7 b9 18 cc 97 87 da e7 48 92 d6 b3 3a 47 a5 28 c9
Data Ascii: L9gY-|a.5q!RIXH9zPFNugmy5/gZf+q&dgl0;:SCo-e @F*4J01IM\q438]@} K*"NeMNWQIV)e(MSH:G(

2021-12-02 15:37:58 UTC 757 IN Data Raw: 43 8a 58 b2 eb 91 e7 72 b3 70 10 c0 60 52 78 92 53 a7 46 70 20 ba d9 30 38 9f d5 56 13 ff 48 5e 40 3a 12 3e
2064 d5 97 fd f3 f3 60 3c f3 3f 5¢ 93 da 91 9d d5 b5 eb b9 18 8d 88 25 32 7a d9 ae 61 1c 4c fa d8 15 d9 8e e4 a5 a6 57 94
8c 46 a4 83 49 38 77 bb 82 f9 30 04 55 b8 be Oe 2f 42 89 4f 64 17 36 32 5d bd 70 7a ee 4f 7a 3¢ 52 fd 70 32 f0 65 a5 28
bb bc 93 €9 ea 87 ¢3 40 cO cb 02 95 3d 94 34 1f d9 d9 8f 4c 91 dO d1 d2 e4 25 33 aa 4c c5 d0 a7 f4 8b be bc 22 93 1c 5d
51 88 a7 d7 fd 32 9 49 c0 01 56
Data Ascii: CXrp'RxSFp 08VH"@:> d'<?\%2zal WFI8w0U/BOd62]pzOz<Rp2e(@=4L%3L"]Q2IV

2021-12-02 15:37:58 UTC 757 IN Data Raw: b2 6f d9 1d 98 4c 41 8b b8 ec 95 8b 36 71 51 6a 04 4b 25 d4 bc 55 81 ac 3f c8 ce d8 5b 15 4c e7 a8 54 8a 86
b2 59 49 a6 43 f0 al Of f3 8b c5 68 b2 08 38 b1l al e9 48 af 7f 5b 15 f1 fc 1e dd 04 94 08 4b 5e ba 6¢ 55 d2 Of fc d9 1c bd
8a 13 be 40 82 ba f4 22 b2 55 15 5a 05 4d 6a d9 9b 2d ad 1a 40 5¢ 7f 01 fa a0 4e db 9a 97 ec 35 22 99 ba aa 7f bd 82 ab
92 4b b2 76 3d fd 49 10 fc 46 9b 99 ec 05 dc 76 25 32 70 96 bc 49 f5 8a 82 09 62 45 37 42 2f ed da 55 fc 12 4c ae 28 21
90 1c 39 b5 ab 68 €9 10 b2 5b e7 57 94 48 3a 84 ec 6a a8 5d 43 45 4d 68 db a5 af ea be a2 63 06 be 49 53 56 76 c3 d5
ae 64 3e bc 5 67 e7 97 b2 24 93 dd 28 ¢8 14 7d 1c cd 31 al 0f a7 b7 92 {2 91 bc 4f 76 a4 e2 d2 1f 5e 80 ba 2c c2 al 8f b2
b9 21 16 c8 8e 72 a5 e2 37 a8 36 4a 9d 24 ef 64 48 a4
Data Ascii: 0LA6qQjK%U?[LTYICh8H[KNU@"UZMj-@\N5"Kv=IFv%2pIbE7B/UL(!9h[WH:j]CEMhcISVvd>g$(¢10vA,!r76
J$dH
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 758 IN Data Raw: f1 91 87 ¢4 b6 01 97 ba 81 34 9b 40 35 57 97 68 el 2d 1d ae 7d 6a 4c dd b0 b4 el dd 90 9b al 3c 74 03 5¢ 12
20 8e 81 e5 5a a6 14 f4 9f 9b 24 3b e3 02 d0 da df 05 bb 7c 57 27 c0 b8 ba 26 5a d1 68 45 b9 4d 3 a4 26 4d f9 3d {7 ee
8362 74 dd b3 2c 0f ce 4d cb b2 cc 73 ef d3 26 15 43 0d dd 36 40 48 5e 00 5a 31 3c a0 fe f9 d0 31 a6 6¢ 4a Oe cb 16 aa
c5 77 5d d3 f5 6d 43 b7 74 18 49 c3 a3 fc 58 a4 58 f0 f9 39 04 26 b9 c2 87 15 a0 7e 3c df 81 0f 03 81 b0 7b a0 5d 70 d4
01 24 2e 66 b7 40 9b 26 75 e4 05 58 41 a0 58 2¢ 83 00 3e d8 c6 21 30 0d ec cf 09 ac 80 e6 49 Oa c2 2c 69 5a cf 8e 6d ea
36fc82a575chc2ea24cfl13f0a7 18 eb 42 7e 00 6e bl 16 17 11 Ob 02 4b 8a ee 7b 36 d2 d6 41 8b 01 08 db 43 d8 cO
d9 ae 9c 87 70 8b e0 54 44 23 af f7 09 b8 eb bb 5d b2 69
Data Ascii: 4@5Wh-}jL<t\ Z$;|W'&ZhEM&M=bt,Ms&C6@H"Z1<1IIw]mCtIXX9&~<{]p$.F@&UXAX,>!0l,iZm6u$B~nK{6AC
pTD#]i

2021-12-02 15:37:58 UTC 759 IN Data Raw: ¢3 66 €0 c8 37 77 d0 03 c9 b6 95 21 14 {7 12 f6 87 87 {8 17 f8 89 26 82 a9 1e ee 30 a0 22 dd 31 90 46 10 0d
18 d6 96 ca f6 36 69 8e 49 5a b5 €3 51 dd 26 96 8e c3 €9 db a8 2a 43 8a cd 6f 60 e2 fc 32 61 39 2e 09 5f 5a d3 el 30 d6
730 04 bb 3a 8e 03 9a 24 48 fd 00 69 40 05 4b 93 8d 2f b9 d0 el 7e el 45 30 5e c5 74 99 70 79 9f 12 7a 5e 58 b6 7e 83
f4 a2 df 77 75 90 Ob 24 a0 d7 87 20 08 9f 5e bb b9 96 74 3c ff c4 eb 67 fa 19 2¢ 98 d4 45 2a 1a 21 d7 a6 97 ab a6 ed 40
b4 a0 a6 1c f9 3a €0 c4 cb 55 42 55 b3 c4 10 2d 4a d3 ea 27 f9 b6 2c {8 22 7f ff 7b 15 79 2b bf df b5 8a eb f8 4e 00 78 75
0d a0 17 Oe 3a 40 ec 7c e6 9f 28 74 24 29 ab 2a 26 60 84 8a e6 f6 ae 81 e d4 Of 20 64 4c 48 4f 5d 91 c0 8e 9c 12 11 2f
9 7d 52 6e c5 4d 8d 1b 00 9d d1 d4 07 00 6a 54 a5 1f
Data Ascii: f7w!&0"1F6i1ZQ&*Co'2a9._Z0s:$HI@K/~E0Mpyz X~wu$ At<g,EX@:UBU-J',"{y+Nxu:@|(t$)*& dLHOJ}RnM;T

2021-12-02 15:37:58 UTC 761 IN Data Raw: ed c7 d3 1b 09 1e 15 ad 8b c2 78 b9 9a ad ef e2 45 fc 36 66 45 d6 9b 52 c5 fb 40 b2 b7 9 68 f9 21 9c {7 57 be
8a df 24 2f ab c9 fb c9 f4 83 64 ab 6a 1b 25 db bb 78 18 f5 a3 bd 42 6b f4 78 58 dc 4e a7 cb 77 93 68 21 45 55 f5 1a 99 e4
e4 63 24 93 95 e2 9d 00 66 b7 b8 59 8f 00 c8 a8 de e5 14 5¢ b3 90 e0 4b f5 8¢ a9 b5 44 a4 80 36 ¢3 68 12 cb 88 a5 7a 5e
6 dc 6e 19 df 46 58 b0 74 f0 14 d7 7b ad el 2d 63 b3 49 34 58 8a 55 4b f1 51 bc 20 d7 31 3e 21 24 e7 €5 70 30 88 66 cb
f0 ed 58 3a 3b aa Ob d2 7e 3f 37 d3 a9 b4 12 95 Oe ed 7 30 8b e6 23 ec 4a da 8e e2 2d bb 17 9c 4c a7 12 83 29 84 7a bf
83 d5 24 86 54 18 8f e3 9b 58 11 13 d5 73 38 95 af 61 bc 18 84 f3 21 cd d4 28 9e df 86 aa a3 a8 7a ae ab f2 35 8a 27 11
83 97 35 4e f6 44 41 3e aa 5b 31 95 23 e6 a3 87 e4
Data Ascii: XE6fER@h!W$/dj%xBkxXNwh!EUc$fY\KD6hz nFXt{-cl4XUKQ 1>!$p0fX:;~?70#J-L)z$TXs8a!(z5'5NDA>[1#

2021-12-02 15:37:58 UTC 762 IN Data Raw: 1f df 2d 6f ef 6a 6e 34 cb ae ff b3 b8 f9 74 bf fc 74 5f b1l €6 49 56 33 b1 19 4c 7e 96 f5 cf 6b ce 90 07 14 7a 80
a5 a0 8f be 7d 4b c8 69 f6 f9 c3 a6 a8 fe 72 52 fe {7 db 2f 4b 21 c4 5f 4e ee 3e 97 9f 9a ff 94 9d Of b7 cb d5 af 6f 8f 3e dc df
7fbe 7b 7e 72 72 f7 €5 f3 e7 9b db fb 3 f7 b5 a0 8e 17 37 bf 9f 2c 1e d8 7f 52 7e ba fb e7 f2 {6 44 fa 3a ee bc 3d ea dc 97
b7 ef 97 {7 30 7e 36 ff 58 7e fa 9f b7 47 0d el 6a 92 ce e2 63 79 77 07 3f de 2e ff {7 cb 6f b7 cb 77 cf e2 8a 60 e0 a7 7 cf
ee 3edc fc 13 7e fc d3 fd cd e7 e3 bb 2f ab d5 6f 8b df 60 73 67 cb €5 bb 79 b9 a8 48 d5 2c 00 ef 63 ac 91 1a e6 b4 4a Oa
9b 67 ac 7d 04 el 97 16 d9 2c b6 15 ec 7 62 Oc 59 6d 9a 7d f8 1c 7c 7e Oc 74 ea f9 c1 da cO Oa 2b db 25 4d 19 a5 c9 ec
96 95 26 96 el 77 64 b5 f1
Data Ascii: -ojn4tt_IV3L~kz}KirR/K!_N>0>{~rr7,R~D:=0~6X~Gjcyw?.ow >~/0’sgyH,cJg},bYm}|~t+%M&wd

2021-12-02 15:37:58 UTC 763 IN Data Raw: a3 29 3c 60 8d 2b d7 93 b7 5d Ob 7a e8 bl e7 34 d8 d9 cf 3d 4a c1 63 24 51 d1 5e 8¢ 74 c2 79 48 bf eb 63 37
e312 b5 1d cc e5 16 26 3e 14 eb 1c 7c 6¢ d5 8c fe f7 3¢ b6 aa ca cc 4a 49 2f 95 f1 2e 37 5e 50 fe ¢5 8a 1c da 3d 53 87 6d
f8 85 €2 42 e3 5 d6 8a c1 39 41 82 ca d9 f2 ee 1f 64 1le 5d 62 34 60 9c 74 b5 22 1b c5 3 3f 4e 02 1e 74 d7 2a ed bd 70
d2 18 99 b1 e5 29 47 61 2c 03 91 03 45 5b 15 4a 41 98 06 fe 28 2b 40 b8 3f b4 38 {7 63 2d €6 bb f3 7d 7b 29 b1l ed bc 36
4a 89 la 1c 8d b7 10 cf 72 6d bd 51 da f1 27 1a 3b 32 bf 24 6a 40 3a b7 5f 1c a9 17 65 44 a6 55 ae bd d0 46 68 61 95 el
5d e0 8e 93 63 23 64 75 6a ed b4 32 b9 b7 42 €8 7c 67 19 8d 03 4c 87 ea 14 4e 4c le cc 2d 82 c3 53 ee a4 37 2e 1a 05
9d 38 c3 1f 4a 8c e7 a8 22 da d4 55 98 fc ae a5 14 49 47
Data Ascii: )< +]z4=Jc$Q"tyHc7&>|I<JI/.7"P=SmB9Ad]b4 t"?Nt*p)Ga,E[JA(+ @?8c-}{)6IrmQ";2$j@:_eDUFha]c#
duj2B|gLNL-S7.8J"UIG

2021-12-02 15:37:58 UTC 764 IN Data Raw: 6¢ b4 fc 47 95 a9 82 ee ¢7 8¢ 22 7a a9 e3 a7 1d 79 ac cf 5f fe 5f Ob 31 1c 77 Oc 7c f5 4b dc a9 cd ad d4 12 52
77 65 b4 02 1c f8 98 23 5e 26 a2 ec ba 82 99 34 f6 7a 59 95 b7 ac 4e 5e 32 58 9f 94 ca 19 c9 a6 cc 49 b5 4f 83 19 aa fc
4e b8 2a 29 87 fc bc 2e 7c Oa ef f8 f4 7c 7b 8d 49 e0 54 6d ff 5b 06 Oe 60 b8 {7 3e af eb 03 5a db 2¢c 11 76 dO f9 12 2e ff cf
43 cd d6 a9 1a c0 3a e7 32 95 Ob 6b 20 03 63 c1 2c 8a ad bb 1a 74 0f d8 08 el 42 0a 9a 82 83 fe b9 59 Oe ¢3 97 9f 97 e6
38 ad 54 05 27 9c ca 73 e5 bd 6 3c da 4f 15 5e 9¢ 36 da 6b ab 33 c8 aa ab da 82 4e b9 a0 56 39 03 cb 16 db ac 5a 8b 93
03 03 3b 6a ee fb f9 2c 5¢ b6 6d a8 87 ad 98 cc 64 da e9 Oc 92 1f c8 80 2c 28 7c 3a bc b4 eb 3¢ 71 be 12 2e 33 5e 09 2f
9d 84 8¢ 55 6e b9 9e 78 cO e5 ec c3 ad 15 94 c9
Data Ascii: IG"zy__1w|KRwe#"&4zYN"2XION*).|{ITm[>Z,v.C:2k c,tBY8T's<O"6k3NV9Z;j,\md,(]:<q.3"/Unx

2021-12-02 15:37:58 UTC 766 IN Data Raw: 00 68 aa 48 9b el 98 d1 93 fe e4 a2 98 11 c3 60 5e 30 86 06 87 b4 10 52 96 08 18 4e bb 57 95 17 23 3b 60 3a
91 1f a8 00 44 25 ec 62 Oe 58 9b e7 af ba d3 31 19 c0 bd 52 e8 61 c0 45 97 ba 2f €6 9d 50 cd f3 e3 a2 20 el 99 ab 31 37
cf 4f 07 dc 16 b8 c3 b2 66 c4 f5 f0 62 7a 49 46 70 6f b2 fc f6 ed 5f 50 4b 07 08 5b 19 f5 ¢3 bf 11 00 00 ee 56 00 00 50 4b
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 68 69 2f
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00
00 00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 68 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 1c d9 72 1b 37
f2 57 b8 5a 3f 6¢ 52 b2 84 1b 18 6f b2 29 9a 1c c9 8¢ 25
Data Ascii: hH*"0RNW#; :D%bX1RaE/P 170fbzIFpo_PK[VPK*Q_locales/hi/PKPK)Q_locales/hiimessages.jsonr7WZ?
IR0)%

2021-12-02 15:37:58 UTC 767 IN Data Raw: e2 4c 32 80 45 42 09 94 ab cf c5 2f 5b 58 d2 67 16 e2 12 d1 26 c4 75 9d e4 Ob Oe 2a 56 b2 82 83 83 83 80 8e
2c c0 22 59 a7 01 1d Oe 4c 57 64 d4 95 66 43 4d d4 95 09 0d c1 bc d5 e0 25 24 03 60 ee €0 6f 01 27 2e 32 34 a3 74 c6 af
57 60 e6 05 07 ca 6b 40 bd 92 6f 9a 5b 58 6¢ 50 Oc d7 d0 5¢ 2b c1 14 e0 00 79 Oa 93 12 8e 4b 62 91 35 de d5 Oa 70 38
Oe fe 09 03 8c 2f 0a 49 ae 47 €9 2b d7 5 4a 55 a5 09 05 64 26 16 d8 Oe c9 89 al a5 8d 79 05 42 al a5 14 9d 7f b5 d2 ec
15 2¢ 10 5e 20 2a 79 59 Ob b1 c4 0f 4f 9a 3d 2b 92 73 Oe d7 2b 3f 26 32 41 3d 62 a9 88 f2 d1 05 02 cd 70 f4 ca b0 08 71 8f
3892 ba 26 81 bb 44 37 73 9¢ 74 €0 53 2c 11 df c2 ad 49 da 14 6f e8 f6 91 c4 49 04 8b b6 99 98 97 99 8c fe 21 4c cf 24
da 8d a5 f1 1b 73 8e e9 82 f4 0f 45 6¢ 4c 78 a3 84 11 ba
Data Ascii: L2EB/[Xg&u*V,"YLWdfCM%$ 0'.24tW k@0[XIP\+yKb5p8/IG+JUd&yB," *yYO=+s+?&2A=bpq8&D7stS,lol!
L$sEILX

2021-12-02 15:37:58 UTC 768 IN Data Raw: 6a 20 3c d5 fa 78 33 4e b9 b5 32 9a 49 65 40 d9 59 35 b8 a3 Oc 99 72 6f 12 85 a8 e0 87 27 25 a2 9e c4 21 a2
a3 68 cl fach be 74 15 d7 d8 77 22 76 4e 52 44 b0 b7 8d 8c 38 6d 04 e3 10 23 Oa f8 b1 30 05 3d 63 ca 91 8¢ e2 64 9c 28
dc a7 81 €3 83 83 ff 17 ¢2 39 89 3b d7 24 a3 3f 78 5¢ 4d 01 62 2c Ob Ob 72 ed 98 66 90 b9 7d 1d 53 08 46 ec e8 d4 6f 61
2109 02 8d a9 6a 2d cO 7d 51 68 92 ff 58 fO c4 d5 e3 f4 27 42 56 19 3a 35 c6 24 8¢ 06 f8 ed 8b aa d9 ab 39 e8 2d 24 62
5282 fa 92 c9 28 92 93 a6 98 1a d6 83 91 13 40 1f 70 58 4e 81 59 e3 34 37 ff be 25 8e 8d ad f5 f5 da bc 6d 71 a3 a6 96
61 e0 a8 38 f8 73 6e Ob 90 7c f0 01 09 b5 42 de 7b 97 c5 90 2a 69 a2 62 e5 67 d4 d4 bl b9 47 32 1c 95 e3 52 €0 02 5 bb
30d9 70 fd 2e 30 b3 €9 23 24 d8 c4 a6 d0 40 d4 51 cd 35
Data Ascii: j <x3N2le@Y5ro0'%!htw"vNRD8m#0=cd(9;$?x\Mb, f}SFoalj-}QhX'BV:5%9-$bR(@pXNY47%mqga8sn|B{*ib
gG2R0p.0#$@Q5
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 770 IN Data Raw: ad 02 al fa 8b 09 90 fe a0 3f 1f 8e a6 f3 €9 38 39 06 55 aa 4d d6 1f 95 65 ff 69 b7 f7 7c 5e 9e 76 07 27 f3 a3 41
79 d2 5f 05 44 3d 9c 97 07 74 34 1a 9f ce fb e5 a4 37 1e 9c 91 c¢7 22 26 91 f2 dO 9e 95 dd 7e 39 5e 85 41 95 3c f2 30 ce
c6 a3 d3 b3 69 42 9e b4 cb 90 07 31 2e 7f 9b 0d c6 65 42 1a aa f1 91 87 32 7d 79 56 ae 61 77 3a 59 90 80 3a 1d 8¢ c7 a3
f1 60 78 dc c8 ee 7c 32 7b 5a d1 08 7e 4a c4 98 08 9d 13 80 c3 72 fa 62 34 7e Oe 72 74 74 54 8e 2b 71 7c 31 38 1a 24 f4
26 52 da 2c a8 dc 01 a9 57 14 65 81 4c ba a7 25 89 0a 35 3a 92 85 f2 a2 e2 d9 fc ac 97 90 26 0d Ob 53 18 a3 d5 55 d4 e3
b1 c9 b2 b3 fl e0 bc db 7b 39 ef 77 a7 dd f9 6¢ d2 3d 2e 09 75 4a 9e 3b 4d cO 4c aa b8 9d 36 2e 54 60 41 af 3f 19 1d 27
€6 91 a8 ad 11 8b a7 b3 b3 f9 f9 60 32 78 3a a8 85
Data Ascii: ?289UMei|"v'Ay_D=t47"&~9"A<0iB1.eB2}yVaw:Y: x|2{Z~Jrb4~rttT+q|18%&R,WeL %5:&SU{9wl=.uJ;ML6
TA?"2x:

2021-12-02 15:37:58 UTC 771 IN Data Raw: 1f 38 fe a9 df ab 35 cb 57 a2 ba db b5 5c d7 77 3d 5b €6 c4 Oe 6¢ cb 73 4f ef 1e b3 5d 5a 3d 8b 27 75 16 7c 1d
3934 3ddb 75 fc cO 76 3c ¢3 23 7b 8b 47 64 89 a8 36 a8 31 72 74 2b f0 1c 1d 69 37 75 53 b7 7c 12 d7 7d 3c 8f b1 9a 75
ac 65 3b b1 d4 ba 4f a9 d8 f0 47 86 14 16 da 9b f1 a4 33 9a cc 6e a3 fe cd 1b b6 5d c7 2b 86 4c c6 da 95 10 8b 35 d7 ae
71 e3 9b b0 df ab ae ff dc dc 3d 1e 76 fa 6f 7e 2c 2f 94 3f cf 10 ¢7 76 cd 1e f9 93 58 cf 79 9a 95 01 34 66 e5 3f 1e 45 92 {3
24 97 d1 bc 31 ca b8 1b 63 72 d9 2c 2f bf 84 45 6e b0 8e 6e 50 7a b0 cf 9e 9f 5b 52 33 db 3e 9d 66 e7 af 17 ec 6f 5f 0a ae
eb fa 5f 2f b2 2d 4b 9a 7f 30 ed 29 e5 5f 7f fa 72 f6 94 e7 db ec fd c5 45 56 6¢ b7 22 cd cf 17 65 6e ce 1f c5 e6 e2 f1 90 ca
Ob 96 64 bf 2 f4 c2 Oc ca ee fc 72 a6
Data Ascii: 85W\w=[IsO]Z="u|94=uv<#{Gd61rt+i7uS|}<ue;0G3n]+L5q=vo~,/?vXy4f?E$1cr,/EnnPz[R3>fo__/-KO)_rEVI"endr

2021-12-02 15:37:58 UTC 772 IN Data Raw: 6¢ 45 c2 30 58 68 35 3d 32 b9 4c bl 5b f2 54 ee 58 75 29 3e 5e 15 7d 3e 34 8a €959 76 10 60 c4 70 1c 20 33
9d 1a e6 69 55 8e 6¢ 59 2d Oc 31 14 9b 35 b4 48 e5 c2 93 fc 8a d8 1d fc 61 79 80 43 b2 e3 af d1 4f 7b ae 76 6¢ 23 9a 60
6b 8e 02 bb 00 76 51 59 60 7 cO bl 6¢c 9f 64 eb a8 1a 8e al a2 02 7d 90 bb 6d b9 36 86 2a 07 73 95 67 39 34 db c7 33 92
a8 8d 4c 39 7c f9 36 08 06 a2 4b b7 5d 52 82 d7 3b 09 9e 88 17 29 3f ac 72 f3 3d 62 96 a8 98 b0 cd 77 7d bb 15 9b 1a 03
8a ef 1b 38 3f Oc 44 92 03 64 5a 36 f5 Oc 26 57 96 36 05 50 cd dc 2f 80 99 69 fc 50 84 9b 17 18 29 ab 5d d4 e9 f0 e2 93 21
ec 11 3a 36 2d 2a Oc 69 9e 2 32 82 9d ff 37 a3 d6 2b b3 54 23 d3 15 69 7d 7d 54 fa 9d d3 51 9e 8a 02 49 81 6¢ 17 79 35
25 39 a6 e5 36 3a dd 81 b8 03 f0 99 be 87 d9 1a 60 e5
Data Ascii: IEOXh5=2L[TXu)>"}>4YV p 3iUlY-15HayCO{vl# kvQY Id}m6*sg943L9|6K]R;)?r=bw}8?DdZ6&W6EP/iP)]!:6-
*27+THPTQIlY5%96:

2021-12-02 15:37:58 UTC 773 IN Data Raw: 88 fd 37 30 6d el a7 0f 69 f5 5b 54 52 65 6b 60 e2 46 bf bb 12 6a 1c 79 50 4a a2 f9 85 67 d5 f1 50 9c c8 73 de
52 al 4b 7e 94 07 Of 19 7f 40 39 65 e2 6b be e3 a9 76 3f ec bf 93 e7 9b a9 8 e7 bf 96 f2 14 94 61 4a db c7 f5 d9 54 bf 33
7e c7 2a 69 2f 5f 9c 78 ba ef 5b 3e 54 ac 3c al 52 ab 65 a2 eb 92 38 2b 2a 8a 4e 78 cb b9 0Ob f8 3c 93 b0 5b a5 e6 2e ec
45 9d d9 68 30 9d 84 a3 59 a7 d7 8b 26 d1 a0 df b9 9d 75 07 77 77 61 7f 32 3e 7d aa ea 05 18 f5 33 ed 45 83 d9 df a7 9d
db 68 f2 €9 d4 83 0a bd 88 87 6e a7 df 0d 6f 67 1f a6 93 c9 a0 4f 63 a0 ef 98 a8 87 41 7f 82 05 20 8a 70 2c d7 74 ea 44 35
88 11 27 bd a8 37 eb 0f 26 b3 c9 88 2c 43 25 24 89 fd 65 18 f6 3e 74 ba 37 b3 f0 ae 13 dd ce 2e a3 f0 b6 77 ea 48 75 10 df
eee87230ba9bf5c27177 14 0d 95 cb 52
Data Ascii: 70mi[TRek FjyPJgPsRK~@9ekv?aJT3~*i/_x[>T<Re8+*Nx<[.Eh0Y&uwwa2>}3EhnogOcA p,tD5'7&,C%S$e>t
7.wHurOgqwR

2021-12-02 15:37:58 UTC 775 IN Data Raw: 81 e3 05 be €9 99 96 ef 39 81 a9 1f 3f 1d 6e 35 92 7e 7b d6 75 6a 4c a7 09 59 6a 4b f6 61 ee 6e eb 1f Of a9 b6
a2 e9 4b b2 d4 9e 68 9a d2 d5 36 d1 52 ba 78 ca a7 53 92 69 8f 5¢c ac 96 9e 5b 5b 52 f1 cf d5 af 62 6d ac ea fa 9e 6b bb
ba 65 04 ba e7 1c 2f 1d 95 db 66 b1 39 4d e7 74 46 eb 45 69 50 72 05 b6 €9 db d8 a5 Ob 59 df 30 5d cf 32 8e 35 dc 27 33
ca 57 d7 e6 79 fa 42 56 a4 ca cb 92 9b b1 20 5c 8b 63 9a 86 ad bb be 65 19 d0 a5 5b 8e a4 65 98 2¢c 69 51 d1 94 66 da
92 ac 1f ca 5¢c ec 68 c6 15 95 e7 da 67 6e 57 f1 c4 9d b2 3c d5 d6 05 7f 66 2a 7c fO 44 b4 fa Of e4 a9 20 e7 62 61 47 0f 74
ac 6¢ 7b 86 ee 9b 7e e0 f8 ¢7 Ob 77 77 36 73 09 d7 72 5d df f5 6¢ e6 36 3b b0 2d cf 3d 96 18 71 7f 2d b9 3d 29 ad a8 10 f5
75 38 db f4 6¢ d7 f1 03 db f1 Oc 4f 4a 8b 6b 92 2d
Data Ascii: 9?n5~{ujLYjKanKh6RxSi\[[Rbmke/fOMtFEiPrY0]25'3WyBV \ce[e,iQ\hgnW<f*|D baGt{~ww6sr]I6;-=q-=)u8I0Jk-

2021-12-02 15:37:58 UTC 776 IN Data Raw: ab e5 b9 16 2a 7c 78 64 d5 6e d7 c0 6d 7c 37 cf 17 64 f6 44 4e b5 c7 1c db 22 9a a0 8f 47 58 8d 6e c8 78 e7
b6 76 eb cc cd 34 f1 77 80 aa 26 ef 59 b2 81 2e 69 b5 d3 7d 56 51 el 81 60 89 2d 35 66 9e 1d 86 a0 6a 06 98 12 95 73 14
b3 a6 42 8a 19 15 dc 1b 65 cf 79 be 8d 49 cc 02 cf 00 7c a2 c¢7 a3 54 2d 89 7a 47 ac Ob 24 aa 64 13 b3 92 0d ea 0f a0 b1
18 6e e8 a6 63 01 83 8f 75 dc 15 f9 a2 20 ab c7 64 4a 78 36 b0 df b8 b0 89 1e 86 f1 c6 f6 7c b4 31 d7 36 7c 19 27 b6 c2
79d5 71 58 12 6d d9 e4 23 c6 3b 16 eb 8a 20 38 1b a2 1a 7a 04 ca 14 4f 79 a6 81 06 22 11 36 14 54 e3 14 bd ab 49 0f 44
2229 85 a7 2b 69 4a 5a e6 db 4c 8c 47 b6 83 d6 e6 63 20 35 eb 41 d1 f1 15 0d b4 d5 6a 8d 01 67 c9 c6 36 f1 05 aa f9 ee
bb 13 19 a3 8e 68 32 81 69 39 68 76 4e a0 2b 96 d4 de e7
Data Ascii: *|xdnm|7dDN"GXnxv4w&Y.i}VQ'-5fisBeyl|T-zG$dncu dJIx6|16|'ygXm#; 8zOy"6TID")+iJZLGc 5Ajg6h2i9hvN+

2021-12-02 15:37:58 UTC 777 IN Data Raw: 45 4c 31 5d fa ba 65 b8 26 7a Ob 86 6d 4f ee 3 7f 8e a6 35 61 15 a5 32 dd b3 17 66 78 1b 71 5b 72 ea a6 fd b4
4e cf 35 f3 d4 d6 ae ae b7 3b fd Oe fb f4 b3 30 db 73 3d d3 36 41 51 c0 bd 2c 40 b1 34 e5 d4 03 9f aa 0d ef a6 b8 3d a7 3a
c8 cc 5a 3d 2b 1e 36 47 19 58 ¢7 34 c1 64 4d 89 59 a8 e3 2b 26 5d f1 89 08 65 3e 23 27 e0 29 35 91 d6 03 5f 79 03 a9
3e e5 f6 d1 72 82 20 70 6b 9e 63 db 9e 21 83 41 87 6f e2 81 ff 58 08 25 5¢ da aa al de {7 41 b4 5c dd c3 44 28 61 c1 48
60 cf d1 al a3 7c e8 ce 7f 6¢ 8e 46 b1 37 88 bf fc 8b 1b b2 62 7b 7f 5d 47 06 €5 b6 18 46 fb 96 Ob 7e 16 d8 81 d4 19 Of 98
a3 0f 92 Ob 1a 6d 1b e0 52 8c c6 d9 7f bc ca 36 8c 1e f2 Of 4b 5a 02 b9 f9 63 8b b7 65 f7 fd 89 ¢8 07 db 35 6¢ df 36 d0O d6
d1 db 3d 64 d7 bl 2d bf 1d 8c 7f 8c 2d f8 86 13
Data Ascii: EL1]e&zmO5a2fxq[rN5;0s=6AQ,@4=:Z=+6GX4dMY+&]e>#)5_y>r pkc!AoX%\A\D(aH'|IF7b{]JGF~mR6KZce
516=d--

2021-12-02 15:37:58 UTC 778 IN Data Raw: a3 9b 68 22 15 86 e2 3d f5 03 61 3e 16 62 64 11 84 el 32 bc 63 28 26 ed 40 f1 92 c1 4e Ob 28 aa e4 2e c5 e5
44 f3 fc 5d 38 le 4a 02 aa 97 85 77 02 37 al Oc 5f 8a b7 a9 9b e7 87 51 24 b5 67 d5 9 5f f3 fc b8 a7 da 82 ea fc bd 91 b8
ef df 8¢ 6f 25 09 d5 7f 3 79 7d fd 1f 50 4b 07 08 5d 1c 7c 4f 11 10 00 00 16 36 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8¢
04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 64 2f 03 00 50 4b 07 08 00 00 00 00
02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f
6¢ 6f 63 61 6¢ 65 73 2f 69 64 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6€ bd 5a db 72 db c8 11 fd 15 44 f1 c3 ee 16 4d el 7e
71d6 714124 28 cl e2 6d 49 50 2a a7 5¢ c5 la 8a
Data Ascii: h"=a>bd2c(&@N(.D]8Iw7_Q$g_0%y}PK]|O6PK*Q_locales/id/PKPK)Q_locales/id/messages.jsonZrDM~
qgAS(mIP*\

2021-12-02 15:37:58 UTC 780 IN Data Raw: 59 dc 2a d2 76 93 3c 80 b1 d8 43 9c 14 03 53 c6 cb 2a 96 d6 c9 36 8f 4b de 62 5¢ 6a 2c a3 35 df 56 7e 99 86
Ob d0 78 04 57 9b 90 eb 87 1d 04 4b el 9c 8f dd el 11 79 5¢ aa 96 82 20 77 11 08 52 ca e3 2c 5f ¢3 49 1a ee b3 ca 9f 04
94 48 db d2 a0 cc 13 2e 7a f0 c7 87 3c 2e 6e 97 e3 b9 de 29 a7 16 a5 3c al d8 06 b4 cb 27 bd 85 ba 62 18 c2 47 44 85 86
e1 46 f7 51 96 ef db 92 7f 98 cd 6e 1f 2d d8 52 34 ab 7a 31 2d 69 c1 cb 2f 0d b9 ac 91 50 4b 20 eb 34 ca f8 dc f2 fa af 19
4f 04 fc 40 d5 3f b2 56 1d Oe 08 b2 25 44 0d b6 20 4c 73 44 63 1d 2e a2 c7 e2 le 9e fa 85 3f 7d cd b6 51 5b ea 96 68 bl
ad ea 82 0f d8 3e 2f b9 55 ab 88 f8 5b 98 e5 8f 39 44 20 5b 7d 65 b5 56 58 62 €6 59 61 5b 07 a6 b6 7d 5e 4a al 1a 8f 43
6 1c 90 0d c3 30 fc 5f ac 66 b7 4f 96 18 50 79 ae 42
Data Ascii: Y*v<CS*6Kb\j,5V~xWKy\ wR,_IH.z<.n)<'bGDFQn-R4z1-i/PK 40@?V%D LsDc.?}Q[h>/U[9D [}eVXbYa[}
~JCO_fOPyB
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 781 IN Data Raw: f2 b0 8a 3f c4 b2 2d 6b 8a a9 02 Ob al fb 2d ca 24 7f 98 9b 91 c1 Ob 34 e4 d2 4f e0 2a b6 41 a2 4a 6a 4b 97 2e

af fe 2d 7d 41 63 68 fO ab 9f ab 87 a2 2d 51 d1 ae a3 78 al Oc 00 le 44 4b f6 b1l c7 41 cd 7b c5 f3 5f 1e 6f {3 2c e4 8a 54
81 2f 55 85 c0 50 29 05 e5 48 88 3a 98 68 10 38 51 81 b3 0a 5 22 3b 36 e5 df fa 18 c6 e5 e4 5e 5a 01 e4 1c c7 31 O0b b2
43 17 af 08 aa 04 09 86 b6 96 65 6f cb ff 4a 3b ad 00 18 db 06 c1 9a b2 05 c5 4c 4a a5 5b 82 c2 3 d9 cf 73 23 ff 83 al 5¢
30 d9 1f 87 5 d0 43 1a 07 21 5b 33 c1 ca 8e ee d0 d3 c7 83 20 b0 al 54 a0 76 74 05 fc ca b9 5b 17 a6 6a d9 9f af 19 ba
45 41 de 16 €9 5a 7a 83 0c 41 9f ac 2b 00 76 a0 bb 85 7d 26 8f 66 51 f5 64 10 86 ad 18 8e 86 €6 cb 86 6 32 55 7a 8a 5¢
6fe4 f3 ab 14 1b 51 7550 58 a6 a2 18 b2 cc 93

Data Ascii: ?-k-$40*AJjK.-}Ach-QxDKA{_o,T/UP)H:h8Q";6"Z1Ce0J;LJ[s#\0C![3 TVt[[EAZzA+Vv}&fQd2Uz\oQuPX

2021-12-02 15:37:58 UTC 782 IN Data Raw: €0 9b b7 7a fc d4 f3 08 3d 8b ce e5 ea f1 b3 al 68 09 a2 d3 e6 da e2 66 d4 9f 0d 88 85 e8 2b e5 a7 a7 ff 00 50
4b 07 08 db d0 86 a4 8f Oe 00 00 6b 2e 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8¢ 04 51 00 00 00 00 00 00 00 00 00 00
00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 74 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04
14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 74 2f 6d 65
737361 67 65 73 2e 6a 73 6f 6e bd 5a 69 6f db 48 12 fd 2b 5c 6f 80 39 e0 d8 bc 8f 60 66 07 8¢ 44 d9 9c c8 92 47 87 83
2c 02 08 6d 89 96 1b 43 91 1a 1e ce 4e 02 ff f7 7d d5 24 6d 45 dd f4 ec 2c 76 €7 8b 2d 5b 5d d5 dd d5 55 ef bd 6a f2 cb
89 al 1b 7e e0 db 8e 6b d8 be ef 98 ba 63 78 27 6f b4 2f
Data Ascii: z=hf+PKk.PK*Q_locales/it/PKPK)Q_locales/it/messages.jsonZioH+\09 fDG,mCN}$mE,v-[JUj~kcx'o/

2021-12-02 15:37:58 UTC 784 IN Data Raw: 67 c3 d9 36 03 1f c2 86 6b 6b 96 21 63 €9 df 80 f5 3a €3 6b d6 64 2b 96 56 b0 2c cb 11 fd 07 ce 9a 53 68 al 94
81 60 7f 43 9e 97 9c 95 f4 7f 52 21 ad 95 58 ¢9 9a 14 11 79 e4 d9 3a ad 05 11 97 f9 be 80 b6 f8 a5 c6 f2 9e b3 0d 92 25
81 51 5d f1 94 7f fe cc fO 0d b6 ae 41 c6 a0 48 01 6b 8c 18 9c 2a e8 36 4d 76 1c 3b d8 71 92 5a 05 fd 1f c1 bb ab 33 31
€999 16 6b 1b 5a 21 8c cb 5¢c ec a6 5d 3 29 2d 7a 97 6f 72 2d 29 f7 29 70 12 33 60 76 50 59 8d 8f a7 58 15 f6 57 01 14
52 32 2f 13 00 07 c6 a6 a4 88 ca aa a0 5f c5 ae 89 2c ¢3 32 f8 03 5b ff 8e ¢9 ¢8 37 8d fb ed 68 33 6¢ bd 16 €9 4a 31 68 55
04 2a a3 64 4f fb 2b d2 76 83 €9 d3 4e 5a f1 97 88 6d 62 0a fa b5 c9 c9 4b 8e f5 14 0f 10 9b 4d 41 da dO b6 16 08 02 d5
Oc 7c 46 aa 59 b2 54 aa 73 04 29 e5 3b 9e b1 46 fb
Data Ascii: g6kk!c:kd+V,Sh*CR!Xy:%Q]AHK*6Mv;qZ31kZ!\])-zor-))p3 ' vVPYXWR2/_,2[7h31J1hU*dO+vNZmbKMA|FYTs);F

2021-12-02 15:37:58 UTC 785 IN Data Raw: d4 2d 20 ad a7 7b 1e b5 c2 f8 20 61 d4 90 97 6d 66 09 be 6a cc 3c 52 1c 8e 81 d3 42 ef 01 98 96 5b 79 48 ba
ac de 51 06 d1 45 07 2b aa 64 cd 51 85 88 3b al 26 9a 58 ed b9 ca 90 33 da 8e 04 5e 26 c4 59 25 ee 62 d3 6f 3a 81 dd
4c 09 al ef eb 96 e1 9a 00 53 74 2b 9e cc 4d 3d 1a 80 98 9f 37 cc 8f b5 50 57 9d 68 df b2 0d da be 64 b7 07 01 9b a7 b6
76 71 f9 19 b6 Oe fd fe ae 9d Oe 9d 94 69 9b a0 43 d0 ba 05 90 91 44 ee 98 ce 1d 6d f4 e1 05 72 c3 ec 5f 93 bd f0 47 39
4a bad9 80 63 d3 84 9e 31 25 6a 9b 71 29 ce e8 74 88 06 c1 88 42 37 €9 81 af e6 7 ee 4e €9 c0 12 18 19 04 81 2b e8 d4
b6 3d 43 ae 28 1c 2c e5 14 cfea d6 c4 12 c8 e4 fb a0 6e 57 f7 20 ee a5 6a la b6 f0 21 3a fc a7 59 9f ef 11 fe 5a 22 50 2c
8 af 63 02 48 2e 8b fO ca b7 5¢ dO 7¢ 60 07 12 3c 7f 25
Data Ascii: - { amfj<RB[yHQE+dQ;&X3"&Y %bo:LSt+M=7PWhdvgiCDmr_G9Jc1%jq)tB7N+=C(,nW jl:YZ"P,cH.\|'<%

2021-12-02 15:37:58 UTC 786 IN Data Raw: 32 7f af 28 1f c5 eb 58 07 2e 2e c3 ¢9 05 a4 cb 2a 9e 84 28 9b 1b 69 05 aa bb 5c a5 f9 0d aa 4d 96 4e 8a b7 28
14 d6 6d 07 20 b7 8a f2 23 32 85 5 22 5e 8c a3 95 54 18 8a 57 0d Of 8¢c 9b b6 10 2d 4b 2b 18 06 el 35 al 98 b4 03 c5 c3
db 27 2f 90 a8 52 b8 14 37 e6 dd f8 eb 70 39 97 Oc 54 6f b2 3d 19 8c 43 19 be 14 ef f1 75 e3 €7 51 24 d1 b3 ea Oa ae 1b
bf 9c a8 b6 a0 ba 8b ee 2c 6e a6 e3 e5 95 64 al 7a 17 fb f1 f1 df 50 4b 07 08 35 c9 27 78 2c 0f 00 00 5d 2f 00 00 50 4b 03
04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 77 2f 03
00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00
00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69
Data Ascii: 2(X..*(\MN(m #2""TW-K+5'/R7p9To=CuQ$,ndzPK5'x,]/PK*Q_locales/iw/PKPK)Q_locales/i

2021-12-02 15:37:58 UTC 787 IN Data Raw: ec 9e a2 al 4f cd d5 3c 24 44 ec 4b 5 39 af c9 4b 80 9a 10 2a €0 d3 02 fb 36 26 3a 72 ce c2 d4 2b 15 44 3f cl
41 75 da 4a 5b 1a 27 ad 68 85 9e ac d0 46 49 ad 04 53 fO 5¢ 40 be 4c 4a 10 91 7e b2 8b 7c 6e 4d 02 95 Oc 24 6b e0 39 81
7d b2 56 6e b3 5e ac Oc ¢7 b9 62 80 03 2d cO db 14 f6 0d 10 6e 12 31 11 ec 03 38 d8 36 d6 fd 03 ba Ob 81 2b Of 1f 69 e4
1c Oe 49 fd f8 b2 el a2 54 3c e7 cc 8a 32 fa Ob 0a 99 36 fe ec 62 ¢7 3c a0 €9 ¢5 11 81 dd Oe 25 71 17 54 e6 ad 1a 2b ee
c6 6f 40 d6 88 41 c0 79 e0 fb 94 2f d4 7f df c5 77 89 95 7f ae el 89 2e 20 al 5d 5¢ 03 6¢ 91 8d a3 f8 11 46 11 5c 4f 79 cb
bc 48 84 22 8e 57 36 ba 22 ee 39 15 14 66 b3 89 21 38 af 61 d7 2b b0 2¢ 38 c7 f1 95 33 b9 5b 2f 43 6e 09 14 a6 31 87 b5
ab a7 al 8d 63 6e 3d 87 77 3b 83 eb 50 7c dd f1 83
Data Ascii: O<$DK9K*6&:r+D?AuJ[hFIS\@LJI~[nM$k9I}Vn b-n186+il T<26b<%qT+o@Ay/w. NF\OyH"W6"9f!8a+,83[
/Cnlcn=w;P|

2021-12-02 15:37:58 UTC 789 IN Data Raw: c6 4d f2 5a 13 8d 01 35 68 fc ae fe 3d ¢5 02 60 b4 82 5c de 33 5a 02 09 7c¢ 4d db ¢5 2b ¢3 13 ¢8 64 e5 8c 0d 00
48 53 Oe 85 24 32 c8 1d 3f 05 65 62 13 f9 6b 0a aa 9c c4 12 4a 43 d1 Oa 5e aa 23 67 be b8 37 73 e9 c5 81 af 08 f3 de 96
9f 23 7b bc fc de e7 ec al d4 df ef 98 3d d1 46 5b c0 10 09 87 fc 0a 51 1c d2 ec 56 bf f7 a2 1a 8e 27 b5 e9 bb ad 4c b8 82
e4 60 al 6¢ 13 46 4b 46 18 ¢3 66 c2 44 7b 20 41 71 d4 3b d8 ac 9f 68 01 b6 a4 52 5a 40 30 e0 77 c6 b2 4d 23 5e 09 b2 8
06 5f ef b5 82 3f 06 87 5c¢ fe
Data Ascii: MZ5h="\3Z|M+dHS$2?ebkIC Mg 7s#{=F[QV'L IFKFfD{ Aq;RZ@0wM#"_?\

2021-12-02 15:37:58 UTC 789 IN Data Raw: 38 5e a4 11 7b el ba f1 18 82 73 ee f6 96 54 2 7c 16 1a c4 15 31 79 5¢ 47 78 ab ¢3 63 1c af 1d 49 1c 05 44 72
b0 1f 3¢ bc 4c 1c 3e 82 a8 a0 c2 16 b9 5b 88 52 al df d2 76 6d ea 36 2e 91 a8 ca 03 a9 ¢4 3b 50 09 9b 96 5e 23 57 62 5b
0c 5a ac 9e 2d fa 43 92 98 13 af e2 b6 c1 93 b6 4 Oc e3 e7 06 ce 60 5d a8 b5 36 4d 98 €0 65 13 11 70 98 82 bc fd cc 86
88 37 ba 50 Of f1 a5 1c 82 Oe 04 6f 06 f0 15 7c 95 41 48 d8 8a 9 bd 21 d0 98 12 Oa 94 6f 70 cb df ab 74 d7 c6 46 7 50 4d
fe ba 61 cf 24 65 ff a7 2c 9d b8 62 f4 41 f6 1a 5e Ob 6a cf cd Oe 7 cd 40 6d 55 a0 6e 87 6¢ 7f 4d 01 1b aa e7 99 f5 6b 93
02 0 90 24 40 be 94 a5 69 79 f2 Of 5f 36 00 29 af 1f eb cc 27 2d 4b 67 cd ¢1 12 15 57 00 1c a9 19 07 b2 63 9 35 26 71
68 08 c7 74 8a 70 94 ¢3 31 31 5f bf f5 a9 b5 bf
Data Ascii: 8MST|1y\GxcIDr<L>[Rvm6.;P #Whb[Z-C 16Mep7Po|AHIoptFPMase bAN@mUnIMK$@iy_6)-KgWcs&ghtpll_

2021-12-02 15:37:58 UTC 790 IN Data Raw: 86 22 54 d1 88 24 79 a2 e5 44 91 18 74 42 {8 15 be f1 49 ad 1c be 0d 43 7c f8 f6 13 b5 72 94 95 01 96 90 9b
la2c a4 08 44 96 53 af b9 ¢5 96 57 ae 16 c4 52 a2 24 88 12 a0 f2 03 35 1a 11 25 30 9e 82 a7 86 d1 90 2a 54 29 1a 15 le
7a333d 98 0d 47 b3 ac 04 36 al 39 86 93 d2 51 42 a5 7d Of 4f b3 10 08 13 ff 67 22 4a a4 9f 75 26 53 c8 55 25 €0 cb 88
a8 1b ce 60 46 49 41 aa 08 8d 9a 7a 19 30 4a 01 80 eb 2f 10 7d c0 4f 63 ¢9 8b 7a d7 94 22 57 e7 af 0d 71 95 98 41 8b d3
€9 8f b2 ec b7 30 99 51 ff 4f 25 4e 84 Oa ce c4 fb b7 1b 08 8c 60 af 42 41 c2 61 b8 38 89 5f b2 d1 db 10 10 10 5d d6 38 89
48 86 a0 06 69 37 10 21 32 04 35 40 13 a7 50 43 93 30 ed 86 ff d4 63 03 8d 09 €0 cd d0 64 a9 b1 a0 38 91 €9 e0 ac 33 €9
le 52 46 46 8d 03 50 84 de 0d a7 50 al Of c6 67 84 fb
Data Ascii: "T$yDtBIC|r, DSWR$5%0*T)z3=G69QB}Og"Ju&SU% FIAZ0J/}Ocz"WgAO0QO%N BAa8_|8Hi7!25@P
COcd83RFFPPg

2021-12-02 15:37:58 UTC 791 IN Data Raw: f2 9a 48 a9 98 42 43 68 ca 5a f2 2e 01 ca 90 a4 al 56 c1 6a 62 21 4b 4b c5 18 ac 4f ea da e7 73 50 64 3e ca
4193 8b f9 cf 9f 3e dc 5e 15 1f 7e be ac eb eb ea e6 19 1d fc 4a 3e 7b e3 d5 11 83 a4 cb 06 21 6f ae cd 97 5f e9 e7 cf d3
d9 ¢9 70 92 ff 91 cd be Oc ba 78 6f 32 71 5¢ 2c ef a4 c5 Oe d2 22 34 38 db 80 Oe dc 1f 65 f1 €0 0d 2e 6f de 55 57 f7 db e3
9f 5f bb ¢7 97 a0 7f 21 a0 36 10 Oa fe c7 20 4d 2b 82 d4 db 2e b3 0f 1e 0f ¢6 17 €3 b0 10 3¢ 97 50 28 d3 16 cc 66 b9 e2 Oc
31 3c 6¢ ed 57 86 c0 33 a2 ab dd a5 ed 80 47 00 24 01 9c b8 ec ad 98 95 ce 5d f4 16 48 48 b1 86 bf cd ba 6a 9c c6 40 45
27 44 73 ae 61 6b c6 39 67 d8 de 3b f5 88 19 4a 04 05 20 a0 2d 94 70 aa al 16 22 f5 8¢ 9a 8d 43 03 0d 18 el e0 dd 46 29
a6 8c a0 04 6a 82 a5 c8 la e0 d9 db a5 e0 1d a0
Data Ascii: HBChZ.Vjb!KKOsPd>A>"~J>{lo_px02q\,"48e.0UW_!6 M+.<P(f1<IW3G$]HHj@E'Dsak9g;J -p"CF)j
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 793 IN Data Raw: d5 f5 bb cb cb 9b 30 b1 95 8c ab 76 28 28 b9 02 1b 2a 66 b4 06 3c 60 89 a4 48 46 81 de 81 b6 90 4f fb ce 45
aa 3a c4 bd 6¢ a8 68 29 dd f0 5f 5a 4b 5d d3 8c cd 4d fO b3 83 c1 e3 c1 8b 71 43 c4 48 88 5¢ 6e ac 54 d0 db 4b 95 b6 de
e7 a3 10 03 06 9b ed 07 40 07 56 33 83 57 ef 1f 1f bf {7 3f dc eb 1c ac dc 3f c4 49 93 57 73 2a 27 85 20 €0 16 9a 29 03 ca
d2 44 50 f4 b8 ea 5e 69 el al 09 al 72 01 ce 5c c3 62 42 b1 08 c9 3b 1d 2a 34 7c 1f 2e 4b 52 80 2c d6 70 8 2f 54 6d 4a
2c 2a48dc 63 e0 67 70 db f1 3a 3a 1e 08 e7 3d d2 d4 a4 8b b6 be dc d2 Ob df 83 20 07 eb d2 56 28 25 09 17 Oa 82 89 b8
1310 a1 50 20 de cb 41 54 d7 ca 78 16 a0 a2 bf e3 5a d6 64 ea c1 72 76 3a 68 05 54 b2 c1 de d1 fO e6 4e 5b 18 a9 18 al
50 ce 99 85 62 a8 2c 7a d6 1b 1b 60 1d 25 ca 78 18 71
Data Ascii: Ov((*f<’"HFOE:Ih)_ZK]MgCH\nTK@V3W??IWs* )DP"inbB;*4|.KR,p/TmJ,*Hcgp::= V(%P ATxZdrv:hTN
[Pb,z"%xq

2021-12-02 15:37:58 UTC 794 IN Data Raw: €9 2c c7 f9 74 f5 fb 72 78 9a 2f 5e ef 53 c0 aa 61 42 61 34 9c 8c b2 d3 d5 3 e5 62 31 9d a4 3c a4 97 5d 53 Oa
d3 c9 02 04 00 2e b2 b9 93 69 9f 08 36 4e 4c 88 8¢ f3 f1 6a 32 5d ac 16 b3 44 Oc ac 43 4e d6 1f 67 d9 f8 f9 70 f4 72 95 9d
0d f3d3 d5 71 9e 9d 8e f7 09 61 d7 dd fa 09 1d 4f 67 67 ab 71 36 1f cd f2 73 54 2c e4 6¢ ab 9f da 8b 6c 38 ce 66 fb 34 b0
ce a9 9f c6 f9 6¢ 7a 76 be 48 d4 93 8e 6f fa 49 cc b2 df 97 f9 2c 4b 54 83 4d 8e fa a9 2c 5e 9f 67 07 cc 9d Oe 7 13 52 67
f9 6¢ 36 9d €5 93 93 d6 77 57 f3 e5 73 a7 23 f8 2a 71 63 04 48 25 04 27 d9 e2 d5 74 f6 12 fc 8 f8 38 9b 39 77 7c 95 1f e7
89 be 11 ac de 4b aa 4f 40 ec 9d a2 5e 22 f3 el 59 86 b2 82 9d d3 f4 52 79 e5 6¢ b6 3a 1f 25 aa 49 f1 4d 4a 63 ba bf Oa
bb 5a 9a 2c 3b 9f e5 17 c3 d1 eb d5 78 b8
Data Ascii: ,trx/"SaBa4b1<]S.i6NLj2]DCNgprgaOggq6sT,|I8f4lzvHol, KTM,*gRgl6wWs#*qcH%'t89w|KO@""Y Ryl:%IMJcZ,;x

2021-12-02 15:37:58 UTC 795 IN Data Raw: 67 39 8e 47 8a 49 9e 6e 7d 8a 69 91 39 64 e2 78 dc 73 5¢c a0 b1 a0 8d f2 06 94 ad 80 Ob 7a a9 0a a7 25 7b 59
74 cc 2b bb 56 a6 24 b0 e5 5a 3a 73 85 f4 6e ae b1 a0 37 b9 30 b3 71 0b 56 29 69 44 el b5 96 b0 11 al 2d bf 85 fa 50 5e
d5 54 a6 54 e0 44 1c d1 4a 66 2a 27 3f 2c 82 e3 d6 fa bf e9 72 93 d2 5a e3 ee df 4b 74 4a 2a d9 79 94 46 dc 26 b6 d3 48
bb b1 00 29 7e 12 ee f2 38 f1 c¢5 8a 20 80 31 c6 49 el 95 0f d6 b3 ce c0 93 4d c7 5d 25 01 17 ba 28 7c el 4c a5 5b 26 18
ed 8a 3c 77 e7 aa 69 3c d5 56 23 15 2f 40 39 95 33 85 f5 ¢1 58 27 1d eb 98 fO f5 23 €3 13 95 e5 9a fa ca ba 13 5d 2b 74
7056 80 ca 2b al 84 f6 5b ce 18 9d dc ca 85 b4 1e 0d 47 ed c1 68 72 de ed bd 7c d4 3a bb be 7e f7 61 d1 7a 71 fd 47 74
18 be d8 bc fa 5a 18 2b b7 91 58 8f f6 99 94 65 9 a8 ec
Data Ascii: g9GIn}i9dxs\z%({Yt+V$Z:sn70qV)iD-PATTDJf*'?,rZKtJ*yF&H)~8 1IM]%(|L[&<wi<V#/@93X'#]+tpV+[Ghr|:~azqGt
Z+Xe

2021-12-02 15:37:58 UTC 796 IN Data Raw: 99 6e ef ad a6 8f c2 7a c1 74 99 a9 4c 37 8f 38 5f b3 ef 50 30 b2 51 d5 cb d9 e8 3e 3a 78 b8 65 61 e6 53 ef da
54 c4 bd 4d 31 29 56 8a 04 0d 95 9b 2 92 cd 55 3¢ 93 b8 d2 41 71 d1 Oa a7 79 38 f4 26 5f 8f af b9 c0 87 38 f0 6a 53 64
3b 0d 98 97 64 3a 5f 9f aa 51 be 6b 14 56 91 48 9b 6¢ a2 55 38 89 44 8d 15 36 57 d1 4f 8b 8b ed c6 b0 77 09 ef 70 7d fd
b9 4e ec 10 f5 8f 32 53 eb 9f 06 fb 78 3f ¢3 48 €5 d9 fa 78 14 cd 4f e9 3e b7 2b 66 23 64 a2 le d4 5e 27 3e d8 85 65 1d 48
50 eb 43 06 2a ff 94 12 3d bc 34 11 77 a9 db 4c 9f 04 22 95 04 29 6a Oe 78 45 be d8 el 36 9b 06 bc 79 a0 ed 8d af 79 03
bd c6 54 d1 48 3 b5 10 02 92 5f 07 79 11 24 df 7c eb 33 Ob b8 be 3f 23 6e 6¢ 34 2e 9b 6f 57 8¢ 39 52 7e 52 bb 6b a6 8a
bf a5 53 16 1a f2 37 5d e5 60 42 59 0d 39 3e 7b 4a
Data Ascii: nztL78_P0Q>:xeaSTM1)VU<Aqy8& 8jSd;d:_QkVHIUBDEWOWp}IN2Sx?HxO>+f#d">eHPC*=4wL")jxE6YyyTH_y
$[32#nl4.0WIR~RKS7]'BY9>{J

2021-12-02 15:37:58 UTC 798 IN Data Raw: 87 1c 98 b9 50 1c f9 49 51 ae 91 ab 2e Oe 1c el d8 91 16 61 5e 44 Oe a7 78 80 a3 37 42 95 5c¢ 5b 7 5b fb 23
39 d4 be 9a 47 8 fe 33 ee 3f f4 95 5 fc 0d 90 b1 df 3c ce 3e 35 b4 ac 8b c¢7 0d ab 46 ab 7c be 79 b9 1f dd 21 d9 31 e3 15
d0 24 1e 16 44 16 ed a5 16 08 20 74 57 08 25 ab fe 33 a4 73 06 60 33 eb 25 91 a7 al c8 ad d1 4a a4 9e d8 49 08 38 00
36 04 a4 de e0 8a 05 84 83 Oc 4c bb 2f 1a e7 eb 23 91 5 58 b1 b0 6e €0 5b 0b 56 19 30 cf b7 a6 1b fa 2e 81 22 8d 6a ea
23 4e 27 a9 67 4c 12 00 ee f8 a2 ea 43 55 15 3b 69 04 1d 02 c¢7 b5 53 74 ¢8 87 cc 26 37 ca a8 ff 42 79 e5 ¢3 54 67 a9 10
6 2c ce ae 30 Oe 18 91 86 6¢ d3 09 e7 aa 79 7c 78 c3 27 6b 18 af 46 fd 6¢ dc a0 17 69 b9 aa 46 6¢ 25 58 a4 91 06 f2 57
7a07 03 ee 1e ef b0 95 ed d1 3b c9 06 c9 2c 15 0Of b7 76
Data Ascii: PIQ.a"Dx7B\[#9G3?<>5F|y!1$D tW%3s 3%JI86L/#XN[VO."#N'gLCU;iSt&7ByTg,0ly|x kFIiIFI%XWz;,v

2021-12-02 15:37:58 UTC 799 IN Data Raw: d2 ef 93 08 c6 54 03 f2 04 c6 bd 2e 40 85 {3 f3 ee 59 97 el 09 77 5f Oe 47 ab d3 1d 9e b4 07 9d 4a 52 a7 dd c1
45 9b 33 45 ee 46 52 8e d6 69 b7 57 d6 ee 65 02 96 dd 63 82 Of d7 f1 e7 08 d5 34 32 41 9e a9 9b 72 24 7a 6d Oa bf e8 53
e5 b8 95 fd 97 d4 ¢5 d3 87 04 71 2b 07 65 e5 60 99 73 73 37 27 71 04 32 cb b9 27 58 €5 96 d7 a6 46 7c 29 93 a0 64 09
701181 9bdlcc 1218 8e cl 52 a9 37 e4 aa 15 1c 8d 1a Of 3d 1f 9f 4d fa 83 49 59 01 1b aa 8e f4 8e df 2c al 4a bf fb af
4a 0a 84 99 87 03 67 89 9¢ 96 ed d1 18 62 55 05 f8 4a c6 eb d2 5b a3 b2 a4 20 54 50 a5 e6 9e b7 95 a5 00 cO 5 6f e0 7d
c0 4e 73 c1 8b 7b dO 1c 47 2e c6 af 2d 7e 95 b9 e3 21 4f e7 74 50 96 ff a0 c1 8¢ 7b 00 77 9e 08 e7 9c 99 47 fO 6d 21 30
00 59 d1 83 d0 5b 29 f2 24 fe 56 Oe 5e 52 40 c0 d4 fb
Data Ascii: T.@Yw_GJRE3EFRiWec42Ar$zmSg+e 'ss7'q2'XF|)dpR7=MIY,JJgbUJ[ TPO}Ns{G.-~!OtP{wGm!0Y[)$V "R@

2021-12-02 15:37:58 UTC 800 IN Data Raw: 7f cd 17 a2 f1 05 b1 56 d2 17 5d Of fc Of 0d a5 1d 97 cc 69 66 ad 50 4e 70 4e 55 9d aa f6 71 ce 6d d9 c8 38 95
19 86 ec 44 76 1b cb 9c 54 a9 8c af 2b be ec dc 84 82 af cb 2¢ 22 42 54 20 1c ¢4 91 3c 99 d3 99 10 50 90 a0 c8 e7 4b d8
6d 32 9a c0 70 cb c5 93 8f ef 3f dd 15 ef 9f dc de dc dc d7 Of cf f8 e0 67 f6 39 14 3b 5f 52 b5 af 21 00 Oe 9 e5 67 fe 9 f3 6¢
7e 36 9c 4e fe 91 cf bf f8 97 57 c1 a5 37 e5 80 7a 5a a4 4f fb a5 62 47 03 de a2 4b 9f f0 ed c3 db fa ae 5f fe 8f 5f 93 ff 12
ed a0 14 2a 2b e3 70 3b f0 4b 67 8¢ 40 9e d2 da 4d 03 a6 4f 07 e3 ab 71 14 44 c0 30 Oe c0 72 30 9f 93 99 14 94 07 58 5d
9d 8 32 6f 3¢ 5a 89 42 b5 c8 5a f1 4d c0 1f cd bc 87 6¢ a8 6a 96 57 de c3 da 86 42 67 6d 07 98 84 05 ae 31 66 a4 34 78
97 90 52 0a aa 94 b3 f6 69 ce 14 07 10
Data Ascii: V]ifPNpNUgm8DVT+,"BT <PKm2p?g9;_R!gl~6NW7zZObGK__*+p;Kg@MOgD0r0X]20<ZBZMIWBgm1f4xRi

2021-12-02 15:37:58 UTC 802 IN Data Raw: 16 2d 8f 06 0a a0 5d a0 3a df 06 39 b7 a3 d7 2e 63 da 55 a2 48 36 63 7b ch 23 75 8¢ f8 ad b9 da 61 79 Oc f6 3d
a4 cb 58 52 6f Of eb 61 b3 d6 4c 33 a9 d0 06 82 bf 08 ff 13 ¢5 5¢c 74 68 42 75 a0 67 €0 5d 36 ac c6 2f b6 16 ec 64 35 3f ef
90 c2 43 b8 f5 c9 3a 88 2d 8a ff 20 db 9f 2c 36 6b 40 73 87 c6 Oa 85 1f db 46 4f ea a8 b9 7b d8 f1 3e af d9 f6 2b 07 68 €0
ed f9 27 ff 89 0d 3e 2a f4 8f f1 3d 99 83 3b a4 33 f0 8f 65 9a 81 3f 7c 3d 07 10 c9 a7 17 51 dc 00 d5 el 55 cf ee 60 28 el
34 492 1c 8b a5 38 c0 91 f2 1b ad 8a d8 c9 42 33 ba 67 cd 11 1d e0 06 €0 5c 8a c8 a4 c6 38 ac cd 3e 9f 74 02 2b 46 08
5a 85 28 e6 84 6d fa f9 59 c3 f8 65 a7 c4 22 7e fd 04 28 8c 04 b6 48 ca 37 df 86 al 61 4d 19 43 26 73 14 30 6e 1c bc 85
c4 22 d6 44 91 9c Oe 6a c4 60 ff 9d fd 4c 43
Data Ascii: -]:9.cUH6c{#uay=XRoal 3\thBug]6/d5?C:- ,6k@sFO{>+h'>*=;3e?|=QU"(418B3g\8>t+FZ(mYe"~(H7aMC
&s0n"Dj’LC

2021-12-02 15:37:58 UTC 803 IN Data Raw: cf da d8 5d 2f 56 cf bd 8d fO a7 24 8c 09 e6 90 28 9c e6 cb 57 b3 f9 4b c4 d1 e9 69 3e 7 el f8 6a 72 3a 49 ec
4d 90 cb 5e 55 7d 1b a4 ee d3 f6 2a 59 Oc 2f 72 72 29 d4 00 b9 57 cb 2b ef b3 f5 e5 28 31 4d Oa ed a9 8e d9 al 14 75 69
2511 bb 9c 4f ae 86 a3 d7 eb f1 70 39 5c af 16 ¢3 b3 9¢c 48 a7 e4 e2 48 a2 66 el f9 16 5d 5c 28 3c a3 e5 cf 67 67 49 79
24 7a 47 42 78 b9 ba 5¢ 5f 4d 16 93 €7 93 10 64 bd 2e 25 ee a2 a6 da 66 a7 cb 57 ¢3 79 7f e4 53 c8 9a 68 59 4d 5f 4e 67
af 12 59 aa 95 4f 64 af 26 e3 bc bf da 13 9¢c a8 47 c3 e2 62 36 5b be 98 €6 8b c4 aa d4 bd e8 44 c9 eb 3c 05 2b e2 be 59
90 5b 9c ad 4f 51 90 11 bd cb 19 b0 66 91 94 2f ea b8 bb 95 84 a5 50 6d c6 f9 74 92 56 2c ea 84 7f 5f 6e 39 b9 c8 bl e0
24188 d1 73 2b 78 11 d0 6¢ 9a 8f 96 cd aa 13 fb 10
Data Ascii: [/V$(WKi>jr:IMAUFY/rr)W+(1Mui%Op9\HHf\(<ggly$zGBx\_Md.%fWyShYM_NgY Od&Gb6[D<+Y[OQf/PmtV
,_N9$s+x|
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 804 IN Data Raw: 15 52 17 79 be 5c a7 da 07 88 36 62 6f a2 a4 d7 ac fd al 95 1c 0f c3 e4 cd 77 fc 07 fe f1 08 96 6d d7 e4 36 fd
92 af 17 69 51 72 93 5a 31 fe e5 36 cf aa 34 ab 98 7d 6f Oc be 93 56 58 fa d9 e4 3f 3f 9b 28 2d b0 f6 16 28 35 d8 47 4f 4f
1d ce 9a 6d bf 1c fa eb fb 53 f2 ef cf 75 aa eb fa f7 a7 €5 96 64 ed 17 a2 7d 29 d2 bb 7 9f 8f be 54 d5 b6 7c 77 7a 5a d6 db
6d 5e 54 27 4b ee a1 93 db 7c 73 7a bb 73 f1 29 c9 ca 9f d3 e2 d4 Oc 78 96 7f 3e d2 2a 52 2c d3 Oa f2 b3 39 82 64 5 f9 a8
55 cc le a2 dd ae 49 59 e2 c7 22 fd 6f 4d 8b 74 f1 56 58 04 c1 6c 9 b6 fc 92 ff 8c 1f ff 51 5 db 93 b2 be bb a3 b7 14 9b
eb a7 e9 62 4e 6e 99 2a ee 02 e4 82 €3 39 a6 8d 67 7a 96 a9 7b ae 21 47 1a 32 7d 8d 53 a7 da Oa 86 66 b0 89 d0 77 bf
fb 18 95 5e 36 7e ed 18 4c 71 Oc Oa 33 95
Data Ascii: Ry\6bowm6iQrZ164}oVX??(-(5G00mSud}) T|wzZmAT'K|szs)x>*R,9dUIY"oMtVXIQbNn*9gz{!G2}Sfw"6~Lq3

2021-12-02 15:37:58 UTC 805 IN Data Raw: 2e 8d 4a 6f 5b ae 8d 46 d2 41 2f e9 59 8e ec f5 83 2e 32 4b 59 98 ac 88 88 ef 8a 4d 01 a8 d0 65 b2 3e d4 b7
51 7a c0 30 75 db 95 02 f3 8a cc 01 3a c0 73 86 36 9b f4 b0 97 df 7 c4 31 9e 54 6a f7 34 e5 d9 8d a7 ec 80 8d f9 ec 45 fb
7 5¢ 10 4e b4 1f 53 aa 15 00 19 2a b0 69 2e 70 1c 8¢ 59 88 02 b4 59 4c 92 07 3¢ 05 5f 50 59 d8 98 61 07 ae 04 4f 26 5b
d8 01 dc 6e 22 e3 45 07 da ea bc 05 7d 2f d2 e7 76 f3 e4 8f b4 95 af f4 8d 6d 3f a2 70 ea eb 6d el ef ec 04 ab 22 af b1 6d
f4 27 79 d5 74 84 8e 69 b9 6d 43 e2 80 fe 01 ee 4c df f3 00 50 81 ee 18 52 30 83 a1 d0 0d 3b 4e 21 e0 39 Oe 9b 11 38 01
68 1b 18 80 cc ¢3 f8 3c al 25 9d 1f 7a 42 Oc 7c Ob cf f2 41 bd c0 43 c0 59 a4 d0 09 9b 7a 44 19 ab dc 6¢ 69 0d 6b d9 44
a9 73 7e f0 08 66 8b 48 bd af b3 25 70 82 c5 2c e2
Data Ascii: .JO[FA/Y.2KYMe>Qz0u:s61Tj4EWNS*i.pYYL<_PYaO&[n"E}/vm?pm"m'ytimCLPRO;N!98h<%zB|ACYzDIlikDs
~fH%p,

2021-12-02 15:37:58 UTC 807 IN Data Raw: 82 48 88 d2 7d 33 4c 8e d9 4d e6 b6 b9 d6 4f 8b 07 44 03 Oe bc 25 e4 a4 58 e4 62 9e 96 84 63 4d dc 26 8b 19
67 b0 3 7f b6 dc 7f 9d 80 dd c2 79 ba ef 5b 3e 5a 02 36 fb 93 5b 8e dd 5¢c 6a €7 b7 ae 4d 7b d6 89 76 d3 78 94 b3 a3 d7
c7 4f d7 51 2f Oe 67 a3 c1 74 12 8d 66 61 af 17 4f e2 41 12 5e cd ce 07 d7 d7 51 32 19 1f da al ba 62 95 f5 4c 7b f1 60 f6
d3 34 bc 8a 27 9f Oe 35 a8 d0 55 d2 70 1e 26 e7 d1 d5 ec 6¢ 3a 99 Oc 12 d9 06 f9 0a 53 d6 30 48 26 d8 00 ac 88 c6 6¢ 4f
87 4a 54 fd ac a4 a4 17 f7 66 c9 60 32 9b 8c a4 6d a8 f8 b6 24 df 8f a2 de 59 78 7e 39 8b ae c3 f8 6a d6 8f a3 ab de al 22
d5 bd 48 b7 a2 fe 60 74 3d eb 45 e3 f3 51 3c 54 6e 4b 31 20 eb d6 f6 21 0a 7b d1 e8 50 87 8a 50 76 eb 18 8e 06 d7 c3 89
e4 1e b9 7f eb 56 31 8a 7e 9a c6 a3 48 72 8d aa 73
Data Ascii: H}3LMOD%XbcM&gy[>Z6[\iM{vxOQ/gtfaOA*Q2bL{ 4'5Up&I:SOH&IOJITf 2m$Yx~9j"H t=EQ<TnK1 {PPwV1
~Hrs

2021-12-02 15:37:58 UTC 808 IN Data Raw: bb 54 ab a4 89 be el ff ac b5 6d b2 13 4f a0 4f 49 bc d5 e8 fe 91 6e 9e d3 a7 72 cb be 3d 27 f9 86 2e ea 7b 33
ba ce 8b 32 4b b5 a7 0a 6f 91 97 1c ce 58 ac 37 e5 6f 42 1d 28 e2 78 ae 63 39 c4 d4 7d e2 da 97 da 44 71 c6 65 96 71 8e
d5 64 94 eb 46 77 94 03 58 86 67 c1 30 Oe 64 3d dd 70 5¢ 53 bf 44 78 48 56 71 Oa d5 e2 dd 96 ab 2e 00 17 02 c1 36 Oc
dd 22 8e 67 9a 3a 70 88 69 4b 08 83 38 39 ac e2 67 be ae 5¢ 4b Oe cf 71 b2 4a Ob 2d a7 Oc 95 2d be bc d1 fa 7c 91 ab 43
79 ad 89 07 55 cf 31 93 5d 12 17 da b3 70 43 06 ac 1b f1 60 9b f8 04 4f b6 5¢ 9d 78 86 e7 db 9e ac fa a5 d2 8f b9 ec 52 c7
74 1c cf 71 2d 66 48 cb b7 4c d7 91 17 fO 4c 13 28 4a b7 62 cd 1e 81 d9 0d d7 72 6¢ cf b7 6¢ 57 77 a5 98 9a ac 2b 4b 9b
ch 72 2b 1e e3 d9 c4 f4 5d 9b c0 51 06 31 88 €9 c9 ea
Data Ascii: TmOOInr="{32KoX70B(xc9}DgeqdFwXg0d=p\SDxHV(q.6"g:piK89g\KgJ--|CyU1]pC O\xRtg-fHLL(IbrlIW
w+Kr+]Q1

2021-12-02 15:37:58 UTC 809 IN Data Raw: 98 fc 6e 99 9c¢ 56 9d 5¢ db a7 f8 9a 08 ed b6 b5 81 56 07 f0 f3 a3 6d ae 1b 5e ca ba e6 5a 78 01 Oe 62 2a Ob
b6 09 1d 33 ad b1 6b 6d 47 6e c5 c6 40 4f 30 44 99 95 b5 08 4c b9 2a d7 f8 9d af 6f 4d 37 7b 3e Oe fO c4 cO c8 66 82 47
a0 5a al 8f 23 39 4c 89 66 33 ca 5¢c 97 7c¢ 84 4b 35 e3 e0 f2 a9 ee bf 09 2c 07 f3 89 6d b2 4c 25 86 6d a2 f4 49 83 1b 0f 4a
3187 70 a6 6f 19 €8 13 18 6d 2c d7 43 ab 70 2c dd 93 72 f3 58 d8 f6 59 7c 10 Oc 8d Of 2f 22 b4 61 b2 7d 46 3 26 0d 58 a8
cl 6¢ 48 56 9a 88 44 2d f2 f3 09 a8 3¢ 3c e2 1a 1b 7c 10 5e 3f 34 Oe 59 36 9a 87 87 79 d4 a8 86 42 db 93 db 52 b0 67 Of
8c b5 dd d9 3c 76 fe e0 1a b8 19 58 7f ec d9 ae 8d 4a ee 1b a6 8d d6 62 fb 44 7e f6 79 2f cf bl 78 e6 1f b8 1a da 3c d3 ac
4e 7b 36 a2 26 79 22 12 b6 38 d7 ad ae 4e Ob 5a
Data Ascii: "V\Vm"Zxb*3kmGn@OO0DL*oM7{>fGZ#9Lf3\|K5,mL%mIJ1pom,Cp,rXY|/"a}F&XIHVD-<<|*?4Y6yBRg<vXJbD~
YIX<N{6&y"8NZ

2021-12-02 15:37:58 UTC 810 IN Data Raw: 11 a0 3d a5 6c 13 b4 76 79 9d 44 a0 e6 eb 26 1f 84 d3 31 c2 7a c4 d4 1d 03 bd 0a f3 bb 2b 13 8b 1f 61 7b 2b
ca 3d2c 12 1b c9 ab 22 7d f8 f9 27 ac a3 3e 2d a4 db 6b cd b8 b6 8 4d 77 ef Of ec 11 76 f3 ed e7 5a 41 d7 71 0d cb 00 fb
01 93 3351 c8 db 46 ee 4a c5 46 af 4a 13 dO ab cb c¢8 e3 9d 8d 25 12 9b cf 74 c0 1b 06 18 af 21 11 93 28 6e f7 a7 47 3c
€6 66 40 6¢ 2a aa 4d 7c 4f 12 0f 2a 5a a8 d8 7e f6 d0 98 7c df 77 2a 5e 64 59 ae 2e d7 83 f1 91 03 29 ce 52 3d b3 ea 02
9e 07 7a €6 10 17 d3 a5 54 Ob ba 17 f5 f9 b2 f4 55 c5 al 65 8f f0 4c e5 e4 cf ed da 8a a5 fd 79 6d 1b 6¢ dd 64 55 da 33 1d
10 38 df f2 a5 56 79 c2 2c 3d d0 62 10 71 4b 07 e3 62 3c cf 52 a7 0d 66 72 36 Ob 51 04 22 02 bf 09 28 74 d8 6b 6d 81 22
dd 9e 51 bf 37 34 79 e0 c0 ba e5 59 3a ba 3b 5a bc
Data Ascii: =lvyD&1z+a{+=,"}'>-kMwvZAq3QFIFJI%t!(nG<f@I*M|O*Z~|w* dY.)R=zTUeLymldU38Vy,=bqKb<Rfr6 Q" (t
km"Q74yY:;Z

2021-12-02 15:37:58 UTC 812 IN Data Raw: 90 9e 46 d3 7e 38 97 12 43 f1 9a fa 89 30 1f Ob 31 b2 08 c2 d0 09 46 ac 8a 49 2b 50 bc 7f dO a0 80 a2 4a e6
52 1c 31 d4 f7 8f 82 d9 44 12 50 bd aa db 08 f4 03 b9 7c 29 5e 64 ae ef 9f 84 al d4 9e 55 3b 7f f5 fd b3 81 6a 09 aa 5d f5
5a e2 61 d8 9f dd 4b 12 aa ff e4 f3 f2 f2 7f 50 4b 07 08 98 9c¢ 1d 6¢ 39 10 00 00 51 36 00 00 50 4b 03 04 14 00 08 08 08 00
2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 6d 6¢ 2f 03 00 50 4b 07 08 00 00
00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00
00 5f 6¢ 6f 63 61 6¢ 65 73 2f 6d 6¢ 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5d 5b 6f 1b 3b 92 fe 2b 5a 4f 1e f6 Oc 1c
9b 7 4b 76 ce le 28 56 db d1 c4 96 3c ba 38 c8 20
Data Ascii: F~8C01FI+PJR1DP|)*dU;j]ZaKPKI9Q6PK*Q_locales/ml/PKPK)Q_locales/ml/messages.json][o;+ZOKv(V<8

2021-12-02 15:37:58 UTC 813 IN Data Raw: 05 2d 76 44 4f 48 73 20 02 7a fc 43 8¢ 46 02 9c 4e c8 b5 al 22 Oe f9 02 4e 45 be 3c 10 8a dO 44 38 00 dO 8¢
59 29 2d cc 57 48 09 fa 9e c7 f2 a9 27 bf 8¢ 54 38 53 1c 90 b8 5 00 77 b9 05 90 47 2e 04 9e 4e 58 Oe 1b 04 01 21 56 81
10 2b 56 ed 68 e0 24 58 38 67 8¢ 30 4e 71 26 19 74 48 77 55 31 16 23 ff 16 3a 43 e6 2f 1b 4d 31 14 86 a6 08 7f f3 d8 09
00 f7 de 5e 1c bb f4 60 3e ad d3 30 76 Oe a2 a6 1e 80 03 b3 c1 64 5c a3 24 64 6a ad 37 ac af b1 60 bf el d3 03 Ob 7d 6e
a5 72 ba 4e e8 64 90 af 40 5d 81 7f 13 1c a4 41 7b €9 4b ed 24 a5 09 47 f0 b6 c5 f8 €6 59 22 4f 54 1b 20 c4 97 60 5f d2
€9 b6 65 45 2b c1 14 4c 15 c2 45 26 25 70 9e 9c 6¢ 8 5b 10 4e af 6¢ 01 2e db c1 3f c2 80 54 7b 2f f3 31 40 b4 f4 57 55 4k
¢5 20 12 f1 10 fc 59 10 57 88 ff 4c 46 ad 50 9c 83 a5
Data Ascii: -vDOHs zCFN"NE<D8Y)-WH T8SWG.NX!V+Vh$X8gONq&tHWU 1#: C/M1~">0vd\$dj7 InrNd @]A{K$SGY"OT *_eE
+LE&%pI[NI.?T{/1@WUK YWLFP

2021-12-02 15:37:58 UTC 814 IN Data Raw: 57 1f 9e 1e 7e 78 d4 fa 0 15 45 3b 3d d8 5d 2d f6 5b 97 71 0f 93 52 8a 31 e0 99 30 Oe d6 ca 32 c5 e9 c2 df 16

af f1 de 5e a7 4e e2 c4 0d 15 89 7d 87 11 26 8a c5 1f 98 50 d9 ac 40 5a 2b 60 95 77 12 fe 05 e0 cd 99 a7 f9 e4 92 b0 3e
dd ca ca 71 8b 28 3c 6f 95 7a €0 97 e8 ad bc bc 5d ae b3 ac b2 el 35 51 37 fd 93 82 29 42 82 6b f8 16 79 6d 34 93 ca 80
05 63 65 65 a6 32 6b 8f 41 64 d7 7b eb 29 f1 fc 8c ee 25 53 al 55 4e 2b 27 78 c6 ee 33 bl 3f 9f 1c 27 b9 4f 02 d2 b2 2e
b9 54 bc 96 48 a7 8d 60 1c 80 ba fO 00 35 8d 27 8f 70 44 c5 62 8d 4a b5 {7 84 37 da bc db 12 bl d7 24 42 bl 43 74 f7 bc
d1 89 16 02 c1 d8 b0 b3 5c 28 af a2 bf 04 86 18 0f 9a 29 bd 05 55 75 4c 33 2d ba aa d2 1f cd f3 80 87 38 3¢ 09 03 b0 10
95 83 89 28 13 86 20 b5 c2 6b 52 6e 03 84 €3 1b 73 13

Data Ascii: W~XE;=]-[qR102"N}&P@Z+ w>q(<0z]5Q7)Bkym4cee2kAd{)%SUN+'x3?'0.TH 5'pDbJ7$BCt\()UuL3-8<( kRns
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 816 IN Data Raw: 63 a3 00 e9 fb cf aa a4 29 c2 14 17 d6 c5 ff bd b3 d3 d1 6e a6 15 4e 54 b4 a0 60 e4 da 2e 4a d6 63 13 85 35
€9 7b 53 78 a3 fe 14 ef f0 bc 45 ¢2 75 d9 5d 29 b0 0a 5d 31 c7 eb 72 c7 dc 95 14 f1 8c 43 79 bf 8e 65 ce 49 27 c0 3e 83
al a6 7 57 ff 4f 94 a8 62 73 4f 44 d5 Oc cd be 75 13 e0 8f 2f 4e 3e 29 06 c3 fe 62 32 e cf 8a c9 a2 3f 18 Oc 67 c3 f1 a8 7f
bc 38 18 9f 9c 14 a3 d9 74 95 e5 d4 45 53 29 9d f9 60 38 5e fc 6d de 3f 1e ce 5e af 52 a0 20 67 42 el a0 3f 3a 28 8e 17 cf
e7 b3 d9 78 94 8e 21 bd 87 29 a5 30 le cd 60 02 30 8a 62 5a ce 69 95 08 55 76 92 10 19 Oc 07 8b d1 78 b6 98 4d 92 69
50 db 37 49 fb c3 a2 18 3c ef 1f bc 5¢c 14 27 fd el f1 e2 70 58 1c 0f 56 09 51 57 4d e4 09 1d 8e 27 27 8b 41 31 3d 98 Oc 4f
€9 69 11 55 bb 79 6a 2f 8a fe a0 98 ac d2 a0 32
Data Ascii: ¢)nNT.Jc5{SxEu])]1rCyel>WObsODu/N>)b2?g8tES) 8" m?”*R gB?:(x!)0 0bZiUvxMiP7I<\'pXVQWM"A
1=0iUyj/2

2021-12-02 15:37:58 UTC 817 IN Data Raw: 59 fd 55 f6 €0 e1 b0 73 c0 05 97 85 b6 85 13 56 48 67 75 21 18 05 8b 9b 16 96 ac 61 29 d6 7e 16 8b fa 1b 57
3f a9 fd af 1d f4 9f cb 76 5b al fc e6 5 cf cc b4 ab 03 d4 eb fa 9b 95 df ad 7e 48 38 bf a2 86 e7 7f f0 84 b1 76 81 df 87 2f
10 6¢ €9 d6 1f 92 18 19 b5 be 58 d5 e8 49 8b be 5f 75 €8 dd 02 25 Oe 91 e8 7f 6e 88 fb 25 b0 16 98 6a 9c 35 ca 30 c9 Ob
66 35 79 4a bc 5e 8f 08 Ob d8 16 e8 f4 ac a7 c8 €3 63 10 19 el 10 95 70 Oa 64 c1 c0 93 8e Ob 63 25 a7 b6 22 c0 af d6 51
€0 d2 9f cc Oa d1 e6 d0 d9 23 3a e5 d2 6f ae 85 e0 8a 19 27 25 07 14 98 d4 e4 e6 le 56 74 98 18 1d 83 58 ca 34 12 02 d3
a2 10 1d 63 10 b0 eb 44 2e ed 11 16 3d d9 4a 58 2c 55 5e 56 38 42 2a 62 3b 7e e8 1a 51 be 5a 97 le 42 Oc e4 f2 28 70
46 03 31 c0 1a 65 39 73 c2 15 da e5 8f 25 1c 85 43 db
Data Ascii: YUsVHgu!a)~W?v[~H8V/IXI_u%n%;j50f5yJ cpdc%"Q#:0'%ViX4cD.=JX,U"V8B*b;~QZB(pF1e9s%C

2021-12-02 15:37:58 UTC 818 IN Data Raw: 96 36 94 cc aa a4 48 20 45 a2 20 02 d5 a2 02 75 el 1c Ob c4 bf a0 c0 57 eb 6¢ 8f d4 55 el 80 23 O fd Oa 41 Of
67 ee 1f f2 75 85 a8 40 b0 b7 77 8b cc 4a 14 64 b5 8f 06 31 c0 9e 69 Ob f9 ff 92 ed al Oe da 33 c¢7 b5 52 44 99 3d bc 0f d6
07 af a2 76 5d ae 72 88 35 b6 62 d9 12 d7 c8 c4 bf 42 96 4c e5 0d 55 2c 1b cb 99 1e f6 €5 51 c6 74 51 1e 03 9f €0 82 e6
50 94 €9 45 aa 8d 74 be 41 36 51 d5 68 07 2c ¢5 3a 03 7b 27 b1 8f ab 78 98 de 2d 65 5b 96 b2 00 89 8a 20 fc 00 46 79 27
af 7388 85 12 fb Oc c2 ef 59 84 a6 67 85 6b d1 8¢ bc 55 20 12 2d 48 9d 41 a8 91 23 21 8e 2b 9f a9 0d 64 eb f4 fa e3 8f 0d
5b 6a 68 58 22 7b 3e lafa a6 26 66 17 09 08 15 39 77 b8 af c8 fb af 44 64 24 71 8c 8a 43 e0 28 46 d9 d6 16 88 f6 Ob €5
bc 9a 0b 69 68 8e 3 84 28 ad da ac 5d d8 69 53
Data Ascii: 6H E uWIU#Agu@wJd1i3RD=v]r5bBLU,QtQPEtA6Qh,:{'x-e[ Fy'sYgkU -HA#!+d[jhX"{>&f9wDd$qC(Fih(]iS

2021-12-02 15:37:58 UTC 819 IN Data Raw: 12 c1 58 5a 32 21 c4 34 3b 58 65 Oc 57 10 28 14 5¢ 58 el b4 64 84 ac 22 cd 45 eb 1f el 60 10 22 99 54 39 4c
8b 99 02 42 7b 2b 65 01 51 3e 18 1f 57 30 5a c0 17 48 e2 50 c8 10 c6 93 3¢ 82 5f 67 34 71 f9 d1 b4 16 46 26 b3 22 4d 24
16 45 07 ad 1a 10 61 63 68 c5 e2 a6 d4 b6 18 80 50 ed ff f3 Ob b3 d7 98 32 58 6d a8 4d ac 45 63 d9 c6 4f 34 Oe 98 98 49
89 48 69 da 98 29 17 51 89 61 db bc d6 be 73 6b b8 bc b2 a9 e7 7 b8 fa 3f 36 65 01 11 81 44 58 27 ea 15 f9 93 7c 89 6a
9f 09 b6 3d 26 22 70 41 7f 73 00 4f 14 df 02 Of 2f 91 94 24 53 50 cd 6e b9 ca 56 2e 68 21 fa 14 c8 a5 71 62 9e 8a 28 c7 43
4c 6¢ 0d 13 bc 6a 6a 42 12 a3 20 da dc 30 27 ba cb 2e 59 cb 67 39 18 7d 70 d5 Oc 52 48 30 7d Oc 4c f2 fa 56 eb 35 d2 2d
65 40 1c 92 8b 48 16 2e 11 42 b1 d2 e3 73 8c 6e 1c ee
Data Ascii: XZ214;XeW(\Xd"E "TILB{+eQ>WO0ZHP<_g4qF&"M$EachP2XmMEcO4IHi)Qask?6eDX'[j=&"pAsO/$SPnV.h!gb
(CLIjjB 0".Yg9}pRHO}LV5-e@H.Bsn

2021-12-02 15:37:58 UTC 821 IN Data Raw: 61 d9 9b 06 ac 13 fe 10 2f 31 43 8b bf 5a 48 ef 97 bb bd 5e 79 31 ed 3e 3f 4b 74 87 9a 3b c9 c3 39 1d 8d 12 4c
a8 84 2f 0f el a2 1c 9f 00 55 09 39 c4 bb bf 36 00 19 8d 12 0f 46 24 e5 79 00 b3 el 00 42 85 b3 b3 c1 9 80 e0 09 75 Ob
80 82 d5 1f 4c 7a dd 71 bf 3a a9 93 c1 f8 bc 4b a9 22 75 e9 8¢ 82 75 32 18 96 b5 79 99 83 66 0f 09 e7 43 75 41 29 40 35
8c 8¢ 93 27 ca 80 14 88 61 37 0d bf d2 77 14 51 2b 47 2f 53 13 9f be aa 83 5a 39 2e 2b 03 4b dO 4d dd 90 a0 00 64 96 53
6f 7d c9 2d af 55 2d bl a5 44 fa
Data Ascii: a/1CZH"y1>?Kt;9L/U96F$yBuL zq:K"uu2yfCuA) @5'a7wQ+G/SZ9.+KMdSo}-U-D

2021-12-02 15:37:58 UTC 821 IN Data Raw: 91 05 40 f9 07 6a 54 2d Ob 60 32 03 4d 4d ad 21 55 45 a0 60 d4 f1 dO f3 d9 e9 7c 34 9e 97 55 60 93 8a 63 7a
5130 0b a8 92 ef d1 ab 32 0d 84 89 17 45 66 81 9c 94 dd e9 Oc 7c 55 15 f0 95 84 d5 4d 6f 6b 64 41 81 ab 48 85 9a 7a c9
4d 16 02 04 ae 7f 02 eb 03 7a 9a 73 5e d4 bb 98 28 70 de 7f 6d b0 ab c4 10 76 1e ce c9 b8 2c ff 92 3a 33 ea bd a9 79 20
94 71 26 5e 6¢ b5 01 c0 18 ce 2a 25 24 1d dc ce 83 f8 53 39 7e 99 06 04 44 5d 3c 0f 22 e3 21 a8 4b 35 1b 80 10 1e 82 9a
lacc 43 f0 al 49 ea 76 75 f2 86 cc 0d 30 a6 10 6f a6 22 4b cd 4e e6 81 cc 86 af bb d3 de Ob 4a c8 a8 71 1d Oa d0 9b d1
Oc 32f4 el e4 35al 3e c4 8b a8 10 88 17 dd el 29 84 2e f3 c1 b0 Ob 6a f3 2a c1 80 ea 40 92 cb 5f 81 b6 a5 al 13 71 35
92 58 1d 32 80 34 55 4c 07 11 89 d5 d3 c1 f4 ac 9c 27 8a
Data Ascii: @jT-'2MM!IUE’|4U"czQO02Ef|[UMokdAHzMzs"(pmv,:3y q&*1*%$S9~D]<"IK5CIvu00"KNJ(25>).j*@_g5X24UL"

2021-12-02 15:37:58 UTC 822 IN Data Raw: 5e 35 a3 74 89 c0 15 5a 5c 60 ba aa 3a 86 el 40 89 6e 18 86 7e aa €5 23 2b 57 6a aa a9 al 01 38 1e 40 5d 73
80 c3 a7 2b 3b d8 8e 58 6b 20 98 ae 6d eb b6 6b 6a aa al 42 82 ae 85 63 16 1c 55 77 €8 66 cb 55 be 56 a6 00 c2 f4 f2 f2
b2 d4 60 78 08 ae e3 5a d0 a0 61 ab 26 81 d8 Of ec 89 6d cb fe 56 c8 18 e8 4d 48 07 fc ef el ce 9e c4 c2 36 2c bc 58 ed
cd 34 91 9d ba 86 8d 59 9e el f1 08 90 cd 7f 88 2a €5 96 a9 ab 26 54 a3 1b aa 86 01 d3 88 72 d1 e0 cb c5 36 9a 39 d0 Of
6 d8 70 95 7 19 a7 8b 7b 77 62 a5 a9 a2 43 79 8 93 Oe 5¢ 86 56 69 53 ff 07 28 bd 95 f2 d3 36 e6 fd 23 f9 f9 6d 25 c7 b7
aa 69 aa a7 f3 8a d1 69 97 bb 07 8a c4 65 bb 39 57 fe 10 df d2 38 cd a2 b5 b2 85 f3 23 b8 6d 05 7e 70 Oe 02 91 09 47 36
80 a2 e7 4a 9a b1 Oc ab 90 6b db 5d 84 2f 90 c2 f2 c7
Data Ascii: "5tZ\":@n~#+Wj8@]s+;Xk mkjBcUwWfUV xZa&mVMHB,X4Y*&Tr69p{wbCy\ViS(6#m%iie9W8#m~pG6JIK]/

2021-12-02 15:37:58 UTC 823 IN Data Raw: 71 84 c2 89 6d 12 ff e8 d9 9a 1a fe €3 46 6b db 72 2d 0f 90 65 6b cO 07 d4 19 60 42 de 93 4b 42 52 08 d9 1a
66 1c d7 43 33 d7 c1 a6 54 49 74 ca 43 4a 11 66 4e 74 12 fc 2b 64 3d 40 1d c6 44 0f a8 87 1c 72 3d 95 84 c9 5f 8b 11 f3
42 e109 14 al 22 05 65 da 71 f2 9c 3¢ 72 66 3e 63 5f 39 f9 fc 47 39 40 20 84 4f 00 02 Oc Od f3 a5 e0 7f 1c Od Oa 76 cc 21
41 30 b9 3d 05 47 75 a5 98 65 3f 8b 99 f9 05 7f el 10 bb 65 7c 12 a9 0a a2 20 3a 12 e6 Oc 3d 7b a4 02 20 38 36 28 19 67
94 00 2d 90 34 f9 40 57 e8 16 22 8e 86 28 23 ¢5 55 40 27 1c a8 22 06 64 48 c7 66 33 b6 28 9b 3f 27 c8 c7 a7 b7 a0 8d f9
51 bf 3e 62 03 97 d5 0d 5¢ 9b 93 2d de cd 30 65 d3 19 b3 84 bb e3 c6 7e 02 7d 87 d6 fe 02 04 ff 3f 5d 9e 1a fc 1f 36 f9 2a
8f 11 02 03 c8 ea a8 8e c3 a7 65 7¢ 20 70 34 c0 08
Data Ascii: gmFkr-ek’ BKBRfC3TICJIfNt+d=@Dr=_B"eq<rf>c_9G9@ Ov!A0=Gue?e| :={ 86(g-4@W"(#U@"dHf3(?'Q>b\-
Oe~}?]6*e| p4

2021-12-02 15:37:58 UTC 825 IN Data Raw: d9 ¢3 27 99 82 1a 71 d9 5b Oc 75 e2 a2 d4 08 96 4a 28 79 ad 02 59 7f 90 9d 7f d7 2a 18 8e 51 a9 14 0d 65 93
92 4c¢ 87 e0 43 d7 e3 9b 49 6f 30 09 38 bl al e9 48 1f c2 d6 2a e2 f9 dd bb 0f 28 11 96 bc 83 58 ab a4 15 f8 a3 31 7a 15
27 7c 8104 75 e9 33 c0 5a 55 68 15 34 a9 65 2f 8¢ d4 6a 00 71 fd 00 f4 41 9d d6 35 2f d9 1b 39 32 75 45 ff 7a 05 57 25 Of
af ea f5 b4 06 41 fO 3b 6d 66 b2 17 52 eb 95 c8 c0 59 f2 46 d2 2b 0a 06 88 15 dd 08 7d a8 56 af €2 43 30 b8 a3 84 40 72
ba 54 af a2 a6 43 c8 le fb be a2 44 d2 21 64 8f 70 ea 35 14 d4 84 b6 5d fa 1a eb 2b 3a 46 €0 9b 34 65 65 4f a4 ea 95 8¢
bb 0f fe a8 71 2b 4b 32 d9 b3 00 99 a2 8f bd 31 26 f4 ee f0 41 52 3e 92 77 b4 8e 54 dc fa dd 1b 50 97 49 d8 f5 51 36 {7 c4
02 d9 69 ae 54 fc 1e d5 46 a9 93 e4 5d 08 89 74 39
Data Ascii: 'q[uJ(yY*QeLClo08H*(X1z'|u3ZUh4e/jgA5/92uEZW%A;mfRYF+}VCO@rTCD!dp5]+:F4eeOq+K21&AR>WTPIQ
6iTF]t9

2021-12-02 15:37:58 UTC 826 IN Data Raw: 72 03 cb b5 4c 12 a4 51 01 e8 dd 94 5f f3 ac dc ec 93 74 5d 01 fb 97 79 al 2d 93 Oc 18 84 69 48 6e b8 cd 8b 8t
74 €9 03 c7 75 dd b3 2c Of 1e 4d cb b2 4c 02 a2 49 3d d2 dO 6d 03 a0 ef 05 00 73 c3 03 e0 12 98 db 22 e7 41 4d 62 bc 85
2d f55d d7 74 7d db dO 2d 1d 56 74 3c 67 ae 42 ab d6 e9 6d b2 61 0f 2c 5d 08 02 8 fd 1e d3 3e 43 22 de b1 0f 59 fe 7b
91 6¢ 79 1c 4c b7 76 6b 05 d8 6e cf 77 e0 d6 40 40 6¢ 8a b6 7b 14 9b a4 3c 69 62 81 a7 4c ee cl Ob 30 9b 40 31 f3 10 7b
58 0f b6 91 b4 a6 81 c5 3a 81 15 f0 6d 22 01 99 80 56 9f f9 68 9b ec 4a 26 2d 1d db d4 6d 3c 04 1c a9 5b 16 e6 48 1e 33
60 eb 7a a8 Ob 76 07 48 62 5e 2e 42 19 04 d6 f1 dO el 95 18 69 eb 20 ab 00 fc €9 21 9¢ a0 50 97 ee 4f 74 b6 cd cb 4a fb
Oe db bd 5a 16 58 4 {7 1f 1a 53 be 6a c3 d0 03 93 97
Data Ascii: rLQ_t]y-iHntu,MLI=ms"AMb-]t}-Vt<gBma,]>C"Y{lyLvknw@ @K{<ibLO@ 1{X:m"VhJI&-m<[H3 zvHb".Bi |POtIZXSj
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 827 IN Data Raw: 78 48 93 55 23 33 ca 63 11 53 34 ee 7d 97 9f 2e 01 81 7d 7e 5¢c e3 5a a4 22 7e d0 f8 39 d1 2a 01 0a 36 71 72
6d 7e b0 66 da Oe f8 1d 1b ee d0 46 73 c2 9b 1le 21 85 88 08 ba ff f3 db 72 3a df 3f af 2b 77 1d df 09 80 58 ae 01 78 40 b9
01 25 68 Ob 59 53 ed 42 66 80 b4 73 0d b4 42 7e 00 05 60 42 79 €9 8a 9d 89 90 4a 8b 3a Of d1 al 5a d0 5b 56 00 84 43
ce f8 81 4e 9b ff 05 d2 aa 7c 29 9a 2e ab 12 48 el 02 8a Oa a5 d8 08 2a 8e 49 bc 40 9e 55 d7 Ob eb f5 eb 66 22 63 Ob al
3 35 f4 10 7c 8f 5 6e 1d e2 42 51 43 86 €8 d4 b9 c4 28 d7 95 ¢8 87 67 91 7b ae 5d f0 53 ce fc 61 55 17 c1 6b 01 cc fb 66
al 91 12 Oe 2e 7c 42 7b de 05 ad Oe a5 b0 54 2e 98 0a 9f 43 9d ce 01 e4 08 f4 1e 57 a9 80 39 28 40 52 c0 37 1c d7 9a 20
7b 06 b2 01 35 a0 03 6a 11 65 1d 7b a5 a8 de 8a 7 3f
Data Ascii: xHU#3cS4}.}~\Z"~9*6grm~fFs!r:2+wXx@%hY SBfsB~"ByJ:Z[VCN|).H*| @ Uf"c5|nBQC(g{]SaUkf.|B{T.CWI(@R7
{5je{?

2021-12-02 15:37:58 UTC 828 IN Data Raw: e9 84 e3 2e df a9 5e 3c be Oe 55 a5 a8 ba 79 53 f9 ea c5 83 48 c0 cb 1c 95 3d 50 90 8f ea 5¢c 47 e5 48 8 68 21
79 45 ffa9 72 31 08 a9 fc a2 ef 88 a8 2¢c 87 57 14 e2 €9 7d bb ca 72 1c 71 80 55 ac 5b 75 89 a5 72 d0 62 ae 7a 17 a2 cd
5c 94 1lacl 52 85 2c 6f 75 a0 e2 07 d5 51 78 ab 83 ¢9 Oc 95 4a d1 50 d5 14 a9 7c 08 3d f4 71 76 31 1f 8e e7 11 17 36 34
1d e9 fd 6d ab 23 9e df c3 9b 88 0a 61 c5 3b 8c ad 4e 7a 51 38 9d 81 ab b8 e0 8b 14 a8 4b 6f Oe 5b 5d 81 2a 68 52 ab 5e
3169 f5 00 el fa Ob d0 07 75 da 46 5e aa 17 7d 54 ee 24 7f bd 81 ab 8a eb ac 76 3f bd 71 14 fd 46 c9 4c f5 Oe 6b bb 13
1538 2b 5e 76 7a c3 c1 18 7b 45 17 42 6f d9 da 5d fc 12 8d af a8 20 50 9c 20 b5 bb 68 61 08 d5 15 f1 1b 4e 14 Oc al ba
d4 69 f7 20 a5 09 a5 5d fa e6 eb 1b 3e a6 d0 9b 34 65
Data Ascii: .A<UySH=P\GHh!yEr1l,W}rqU[urbz\R,ouQxJP|=qv164m#a;NzQ8Ko[]*hR 1iuF}T$v?qFLk8+"vz{EBo] P haNi
1>4e

2021-12-02 15:37:58 UTC 830 IN Data Raw: f3 56 55 99 57 fd 4c 95 08 e9 ce 99 b2 41 02 b3 2¢ 7d ca ca 25 cb 5f b3 fe 7b 6d 91 3e 3d 55 5b 32 4d 60 9a aa
2157 3290 ¢7 56 05 9c be c8 d8 4c 39 51 66 0f 15 b2 €9 c8 ae aa 01 d6 3d 44 cO 33 6¢ 43 17 22 76 07 08 5d 44 Of 6¢ 5
18 25 71 c9 €2 92 ¢3 74 19 dd e3 74 cc ce ee b7 39 8b b6 f4 bl f2 €7 02 €9 55 d5 31 Oc 07 ee 74 ¢3 30 f4 43 7f 1f a2 7a
a4 a6 9a 1a 68 c1 f1 80 f0 9a 03 14 16 92 3b 2f 36 2¢ a9 73 6b 20 b9 ae 6d eb b6 6b 6a aa al c2 4a 18 df d4 8f 52 94 58
55 fa 79 Ob ec b0 6b 63 c3 43 92 1d d7 82 b1 86 3d 9b 02 c6 7e c8 b6 8f 88 66 9 98 65 79 b5 17 ac dd 76 74 f2 e1 78 98
d5 93 ad 30 €5 67 8d 8f 36 51 aa ba 86 5d 59 9e el 51 22 84 9d {7 69 f4 7d ce 56 cd 96 2¢ 53 57 4d b8 07 4f aa 86 81 15
09 13 4 18 ab 87 da a0 73 e0 22 56 64 23 58 9e 67 08
Data Ascii: VUWLA }%_{m>=U[2M"IW:VL9Qf=D3IC"v]DI%qtt9U1t0Czh;/6,sk mkjJRXUykcC=~feyvtx0g6Q]YQ"}V,SW
MOs"Vd#Xg

2021-12-02 15:37:58 UTC 831 IN Data Raw: 57 44 ¢5 55 2d 15 50 dc 5e Oe c8 ed f9 75 65 e6 00 5d 11 43 62 2a ec 4b 7 2c 61 67 97 11 68 bb 54 8a 6c 5d
a9 4d 68 41 e8 4c 4b 43 f4 81 ca 60 1c 53 28 a3 61 c2 c0 1f f5 68 d4 9a 8e 55 el a8 b8 26 f2 ae 09 5b fe cO b8 b8 42 dc
a2 67 f4 22 54 e4 c9 b9 67 8d 32 ae 72 61 ab 28 42 e8 77 48 51 0f 11 44 1d 09 Oe 29 ef 35 95 f3 ¢4 d7 14 51 90 4f 9e 6b
e4 1le 78 ad 44 b5 00 7c al 2a f6 18 be 99 dO b5 €9 26 09 10 ea d2 4d 8c 6d 08 e5 ff 93 72 Ob 5¢ 8b eb ab 30 db a4 Ob 33
dd b4 c0 c3 c8 b7 25 b6 8e 17 90 6e 5¢ cb bd 50 20 d9 e6 7b b7 d8 e2 4a bf 5f 87 6d 5b ae 5 01 90 6¢ 0d 18 80 33 05 28
90 32 ec 82 d5 24 5d 75 46 b6 ad al bf 71 3d 90 b3 Oe 85 a4 4a b2 c1 cd 78 33 00 76 5e 91 5e ad a8 19 8d a6 01 71 64
78 8033 54 91 eb a9 42 62 ee 60 05 ec db 3e e2 b4 bd 55 2e
Data Ascii: WDU-P*ue]Cb*K,aghTI]MhALKC S(ahU&[Bg"Tg2ra(BwHQD)5QOkxD|[*&Mmr03%n\P {J_m([I3(2$]uFg=Jx3v
Madx3TBb™>U.

2021-12-02 15:37:58 UTC 832 IN Data Raw: 04 27 9f 02 91 ac 24 8f 48 b9 dd f0 62 72 Oe 40 46 f5 8e fa 0 9a a1 00 5f b2 ab fd c6 12 91 02 da 74 83 5e 28
22 96 ec bl c4 4b bb 51 78 1d 60 ¢1 c2 ¢1 93 dc 1b 35 86 d7 9c cd 7a 41 67 54 af 5a 88 8f e4 dd 9d 3d e3 1d 42 56 bc ec
77 3acl cd 8 7f 7f 25 9c 1d d9 a5 5a bb 9f 8b 7e 5f 58 89 4c 34 b6 7b b8 09 06 €7 d8 95 b0 1d c9 3b 40 af 38 €9 f7 05 06
9308 e7 76 07 €3 5e 08 a9 70 75 15 5e 84 92 98 c8 9e 8¢ 8 7c 75 ¢3 61 ¢7 1f 74 29 53 e7 el €0 da 97 1d 45 d9 e3 32
99 af f3 b0 17 70 78 99 €0 64 {7 24 4 23 bb da 91 39 e2 3e 5a 48 5e d2 72 ca 5¢ 4 7c 51 7e 89 af 7e c8 2¢ b 1f 45 88 17
1f ad cb 2¢ 07 01 01 ac 64 df b2 a7 4d 32 07 2d e6 b2 17 1b da cc f9 51 13 b0 54 a2 ¢4 5b 1d c8 f8 41 76 23 de ea 60 38
€6 49 15 d1 50 d6 08 c9 7c 70 3d f4 7e 7c 31 9 Of
Data Ascii: '$SHbr@F_t"("KQx 5zAgTZ=BVw:%Z~_XLA{;@8v/pu’|uat)SE2pxd$#9>ZHM\|Q~~, E,dM2-QT[Av# 8IP|p=-|1

2021-12-02 15:37:58 UTC 834 IN Data Raw: 36 d9 5¢ 64 9 d3 53 34 8d b0 b8 ab 30 9c 3d b2 29 b9 2a 43 80 0a b1 1c 4b 37 f1 4c c7 d0 55 c7 d6 84 94 eb
2433 b6 5d 26 bb bd b2 c4 44 63 cc a9 8 18 a7 77 51 1a 64 ed 7 76 41 af 76 41 32 4b e9 2e 1c c7 fe 7f 18 22 cb d3 Oc d5
b3 54 d7 d5 4d 4f d7 34 01 47 5a 71 be ca 17 d5 68 cf b4 1d 15 05 89 2a 76 5¢ d5 33 4c 19 ea cc 12 €0 6b b1 e7 26 ba 07
03 d5 03 de 59 b6 ae c3 44 40 e6 6f 7d c4 28 68 07 08 d2 68 78 be 59 e5 29 5b 9d 27 4f 41 59 b8 fd a8 29 3f a9 df 3e b3
78 9e e4 db 97 9f b4 fa a3 82 5d fa d6 1b 5¢ b7 ba c1 6f fe €0 €5 5 27 bd el 17 25 52 16 61 56 00 d2 f0 df 59 5¢ c1 7a 92
25 1c 27 ac 97 a7 70 7 fb a6 7f 2f 2d d8 3a 7a 59 b3 78 f 67 c6 27 db e7 30 fd 23 06 51 1c 13 05 c1 6c ff f2 c2 23 67 9a 80
57 55 43 52 €8 40 40 5b 15 c8 a6 43 84 a0 7c
Data Ascii: 6\dS40=)*CK7LU$3]&DcwQdvAVAZK." TMOA4GZgh*\3Lk&YD@o}(hhxY)['00Y)?>X]\0'%RaVY\z%'p/-:zYxg'
04#Ql#gWUCR@@IC|

2021-12-02 15:37:58 UTC 835 IN Data Raw: 96 b7 59 96 6e d8 b5 cc b7 a0 03 01 74 ba eb a0 5f 07 48 59 9a 90 ¢7 1d 82 95 6d 08 92 ab 32 c2 70 2c 8b 3a
70 ch 83 74 83 1c 10 55 58 89 ce ¢4 b8 db 8 20 43 3f 77 2a 6b 08 2f 3¢ d4 85 06 83 30 81 82 11 f2 €9 a6 d2 94 a8 de d7
Oe 1c bb b4 45 26 67 6c 4d 7f a3 70 1a 29 Of d1 8f 57 55 4e 9b a6 aa 62 52 50 86 58 83 03 61 29 48 e2 5f 48 38 20 ad 00
ff 05 5b e4 ¢7 ca fO 6d 76 64 c5 cf 95 4f 78 f5 5¢ a8 32 Ob b0 04 f1 23 b8 ec 9f 24 95 52 al cf ae f2 7b 28 01 2e 4a a0 7a
€0 3f 34 Oe 45 bd 55 92 c7 03 ed 44 3b 22 68 e2 b6 fd fa cd €9 50 1c €5 17 d5 64 6¢ 74 e4 26 34 27 88 49 a7 4f 02 25 d1
02 95 35 36 2a ad f5 cc €5 78 70 5b 51 a5 a9 9f 94 c0 be 5e 24 34 24 b6 07 f0 05 6d 07 51 eb 09 4d d8 43 c5 b5 ab 68 71
ac 7d c2 c7 7c 9e f0 6a fb ae 80 84 99 62 09 df 73 of
Data Ascii: Ynt_HYm2p,:ptUX C?w*k/<OE&gIMp)WUNbRPXa)H_H8 [mvdOx\2#$R{(.Jz?4EUD;"hPdIt&4'10%56*xp[Q"$
4$mQMCha}|jbs

2021-12-02 15:37:58 UTC 836 IN Data Raw: 87 b4 a6 53 27 b2 96 4e 70 d2 09 3a 93 6e 6f 34 19 0d 84 65 c8 c4 a9 60 7f e5 fb 9d 4f ad f6 cd c4 bf 6b 05 b7
93 ab c0 bf ed 9¢c 3a 92 5d 11 34 3b ba ea 0d ee 26 1d 7f d8 1e 04 7d e9 b2 24 €7 45 cd de 3e fb ad 8e 3f 38 f5 21 13 6b
cd 3e fa 83 de 5d 7f 24 84 47 ec 75 9a 5d Oc fc 5f ¢7 ¢1 c0 17 42 23 6b b1 9a bd 8¢ be f4 fd 77 b6 5b 3c a2 10 5¢ dd 05 83
41 6f 10 74 af eb dc 9d Oc c7 9f 28 46 f8 27 21 8d 25 ec 29 38 ec fa a3 87 de €0 06 79 74 75 e5 Of 28 1d 1f 82 ab 40 88 b7
44 12 35 ba 6a 5a a0 ec 4d 9b 46 27 ¢3 d6 9d 2f 9d 8a ec 78 a8 d1 cb 03 ed d9 a4 df 16 42 23 92 9d e8 a3 77 6a 25 bb 7f
13 cc fa 83 e0 be d5 fe 32 9 b4 46 ad c9 78 d8 ba f6 25 e5 24 5¢ 97 09 6e 86 24 3d e4 e0 22 €3 17 b9 fd 6d ef 5a 80 47
49 47 22 31 1e 8d fb 93 fb 60 18 7c Oa ca 24 6b
Data Ascii: S'Np:node Ok:]4;&}$E>?81k>]$Gu]_B#kw[<\Aot(F'1%)8ytu(@D5jZMF'/xB#Wj%2Fx%$\n$="mZGIG"1"|$k

2021-12-02 15:37:58 UTC 837 IN Data Raw: b4 64 5 60 db b0 6d d7 76 4c 6e 20 d3 33 0d c7 3e 1d 3c 64 c5 92 a5 55 e3 2¢ 57 85 2d 75 ¢7 b4 2d d7 33 2d
47 73 88 6f 6f 3 f5 6e d3 48 77 2d d5 fO 1c 4b 85 dd 75 55 57 0d 97 a8 c2 f7 32 f7 14 18 ba ac ad 72 cf d6 Oa cb b0 cf aa
48 0a 38 7c a7 f4 ee 8a 7c c3 6 49 59 61 ab ca b3 f1 c4 1f 4d 66 d7 61 f4 fe 59 b2 dd 2a 57 79 be 5a 33 e5 1d 86 3c Ob
a2 7e fd c3 9b 76 d8 78 e8 47 cf 7e 12 3f 88 ¢7 33 68 b5 5d 27 73 76 97 af 17 ac 28 85 3a ed 34 f1 07 5f 19 c6 e4 ba 3d
d3 c4 2e da c9 e4 67 5d fc fc a8 0f 19 60 1c Oc 90 4a 30 cf 1e 1le 3a Oc 35 db de 9d da ea e7 cb e4 1f 9f 77 4c 55 d5 9f 2f
cb 6d 92 b5 7f 24 ca 5d c1 96 af 3f 9f dd 55 d5 b6 7c 75 79 59 ee b6 db bc a8 2e 56 c2 36 17 f3 7c 73 39 df 1b f1 32 c9 ca
af ac b8 d4 3d 91 a4 9f cf 94 2a 29 56 ac c2 fc
Data Ascii: d'mvLn 3><dU,W-u-3-GsoonHw-KuUW2rH8||lYaMfaY*WyZ3<~vxG~?3h]'sv(:4_=.g] J0:5wLU/m$]?U|uyY
.V6|s92=*)V
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 839 IN Data Raw: 58 16 c0 f8 54 83 30 e3 bd d7 3a 5d ed 57 ae 67 3a bc 94 42 69 0b ff 18 Oe f0 8f 78 6d 6f 88 36 7e 4f fd 5f 9b
45 94 al bd 5e 07 05 08 €5 03 f0 8a a0 40 fd f6 2c ¢3 74 89 75 c6 5d 2e 6e 32 5b 88 41 35 37 0d db 44 77 64 al 41 72 Oc
8b 5a f9 a8 db b1 54 9d 37 50 ae 89 02 02 ea a4 9a 36 09 ae 31 db c9 20 a9 55 20 dd 70 22 2e 48 48 8b 3c 9b 63 e4 39
c0 ee Ob 65 c8 33 71 ef cd 47 d0 e2 18 71 02 f3 c8 f1 72 87 26 18 d2 Oe 5b a2 1e e3 8d 93 80 69 9f af f6 d8 13 5d fc 37 bd
cf 13 cd 4d cb 96 25 46 7a ba 77 f9 8b ed Oa 4a d2 Oe 66 00 7b 06 78 8a b6 c5 d2 0d bb a5 cb 16 68 19 80 47 77 1d 74 bb
00 Oe 4b 23 c1 e7 cf el dO da 39 6d c8 22 4c 2d 8b f7 b1 96 07 26 85 5a 4d 69 11 9f b0 30 2a 14 le e5 79 b2 ae 38 6f 5b
a6 59 7a 14 5f 2f 1a 61 e0 45 50 03 9d b6 0d ee 00 92
Data Ascii: XT0:]Wg:Bixmo6~0O_E"@,tu].n2[A57DwdArZT7P61 U p".HH<c9e3gGqr&[i]7M%FzwJIf{xhGwtK#9m"L-&ZMi
0*y8o[Yz_/aEP

2021-12-02 15:37:58 UTC 840 IN Data Raw: 3e b8 1d 46 22 f4 51 52 d7 e2 a0 8d bf 6 5d f2 b7 7f 9d c3 2f 05 fb 9a ac c5 0f 65 be ac be 26 05 53 22 7f 8¢
7a 59 22 8d e0 c9 ba 39 e0 37 2a 8e ea ba 86 Ob 3a cc cf ac 28 09 7f e2 a4 e5 e9 f3 8b 83 43 15 c0 6¢ 5a f2 9b b5 45 c3
50 6f 82 7e e8 cf 46 f1 74 12 8c 66 7e bf 1f 4e c2 38 f2 af 67 bd f8 e6 26 88 26 €3 53 25 64 57 66 54 ce b4 1f c6 b3 0f 53 ff
3a9c 7c 3a 952043 3422 al e7 47 bd e0 7a f6 76 3a 99 c4 11 d5 81 de 45 51 09 71 34 c1 06 a0 45 30 e6 7b 3a 15 22
6b 3 88 90 7e d8 9f 45 f1 64 36 19 91 6d c8 38 27 99 3f 08 82 fe 5b bf {7 7e 16 dc f8 el f5 6¢ 10 06 d7 fd 53 41 b2 b3 fd 6e
418378 74 33 eb 07 e3 de 28 1c 4a b7 25 39 1b ea 96 f6 2e fO fb c1 e8 54 86 8c 71 75 cb 18 8e €2 9b el 84 98 87 6 2f
dd 22 46 c1 87 69 38 0a 88 69 64 ed 53 b7 94
Data Ascii: >F"QR]/e&S"zY"97*:(CIZEPo~Ftf~N8g&&S%dWfTS:|: C4"Gzv:EQQ4EO0{:"k~Ed6m8'?[~ISANAXt3(J%9.Tq
u/"FigidS

2021-12-02 15:37:58 UTC 841 IN Data Raw: a2 6¢ 49 ac dc c6 29 55 72 8a 41 ba 76 4b 49 45 94 92 bc e6 33 61 Oe db 75 6¢ d3 56 0d cd 53 1d eb 78 a2 21
74 65 3b 9a c7 39 25 98 b0 d8 65 5f €3 32 be a7 49 96 37 la 4c dd 35 b1 48 1b c2 ae a6 db 8e al 89 b6 26 71 49 4a c8
e7 74 dd 2e 34 56 ee e3 35 cd 56 49 bc ab 92 8a af db d2 75 cd 54 6d d7 30 34 68 54 0d 4b d4 95 a5 f4 4b 5c a5 50 96 56
4a fl 82 28 45 49 6e 63 4c 70 a6 40 b5 ba a2 e9 8a e6 2b d2 ac 35 66 2e 52 d2 ac 3a e3 fa 2d d5 53 31 81 e9 68 aa ab bb
9e e5f6 ec 4a12 a7 8d al 8d 9c 6d d8 b6 6b 3b 26 73 95 €9 99 86 63 f7 c8 c1 51 1b ba 2a 7 65 5d 15 1le d6 1d d3 b6 5¢c
cf b4 1c cd 11 22 el 26 4b aa 2d 1f 6¢ a9 86 e7 58 2a 36 43 57 75 d5 70 05 03 07 1f f3 6¢ 4b 57 a4 28 ab 44 59 df 17 67
0a d9 b1 99 d9 e2 29 4d 95 67 b3 b9 3f 9d 2f af c2 e8 ed 33
Data Ascii: Il)UrAvKIE3aulVSx!te;9%e_217L5H&q1Jt.4V5VIuUTmMO4hTKK\PVJI(EIncLp@+5f.R:-S1hImk;&scQ*e]\"&K-
IX*6CWuplKW(DYg)Mg?/3

2021-12-02 15:37:58 UTC 842 IN Data Raw: 91 2d 86 a4 4d 49 ab 36 92 5b a5 09 €9 d6 f4 9a eb bl c1 d8 2d 83 65 b0 aa 5b 06 83 cd 23 3d 41 ce 9a 93 66
b4 0e 80 00 c¢7 37 1d 17 18 61 9b 9a 2b e4 e7 Oc ae 5f c5 8c d4 90 da 4f 58 07 fd ca f6 Ob 1f 37 08 30 74 12 c5 2e 4e b9 bf
10 9d 8d 3b 4a ba 2b 3b 2b 39 54 11 34 49 b4 51 d2 82 17 6b 10 Oe 3b 03 d3 02 3c b8 e8 b3 f4 ba 23 b2 5¢ 11 71 a2 a6
dd d8 55 25 d0 b1 01 9d 92 fc 85 a6 83 71 24 d4 68 4f 37 2c 40 84 e5 a9 32 d5 75 9a 70 e8 ad 2b 4f ca d2 a4 99 Ob bl 79
€7 6b 3f eb 72 50 ba e2 cd 23 ab ¢7 ¢8 83 1c db 5f 63 8f 3d 20 4b ba 63 98 9e 87 le c8 b2 80 06 82 3d 94 f9 2c 89 ef 62
7456 8d 90 c3 70 1c d6 5b f8 63 38 28 ac c2 06 8f 3a 50 3b 32 be a9 57 67 ca 8c 3e 1la 47 f2 96 41 b4 b6 71 20 04 7e al
7a238a40213cch305dcl59fbal8l7a7d502d la
Data Ascii: -MI6[-e[#=Af7a+_OX70t.N;J+;+9T41Qk;<#\qU%q$hO7,@2up+Oyk?rP#_c= Kc=,btVp[c8(:P;2Wg>GAq ~z#@!
<0]YZ}P-

2021-12-02 15:37:58 UTC 844 IN Data Raw: 45 d6 64 bf 09 42 6f ce 4a ae eb 82 be d8 aa 83 2e 4a 72 2d c8 8a 64 dc f5 1le ab ce 84 bd d3 ae 1f 8b 75 12
ab 7f 1c d8 81 a2 1a ac 5e ba 86 0d 52 e3 99 9e 00 3e 72 7a e5 82 1c 82 81 9a 1a f8 08 a3 41 a6 2c ea 77 fb b7 b7 ac le
6e e2 fc 54 89 49 be 9f 07 3b ba d7 06 b8 60 7a 1a 9a 67 0d 80 08 54 74 10 09 3d f6 74 Od 2a 97 43 9b a4 59 9e 81 Oe df
0539 b6 75 f1 f2 a9 db €9 fa 02 b7 11 83 df 3d 64 ae ad 69 96 aa b2 58 13 ef 2d 9b 59 aa f2 e0 dc dc 75 54 9b 9d 45 a8
ac 53 37 c1 11 4c c1 6f d7 55 d2 48 54 5b b4 cd bc 96 ec d1 2a 7e bc 50 ab f3 18 ¢7 ¢5 de 6b €8 33 f1 d1 05 b5 eb c1 85
4e 43 23 a7 e9 aa 87 dc b7 59 ed b1 d8 31 b4 c8 1d 62 25 6b 88 e5 1e ¢8 62 3b 77 ac 59 6f al 0a 75 e6 66 12 9d b2 fa fO
e5df a7 6¢ 9b e8 67 92 24 35 ce 57 a9 52 64 9b 2 33 73
Data Ascii: EdB0J.Jr-du*R>rzA,wnTl; zgTt=t*CY9u=diX-YUTES7LoUHT[*~Pk3NC#Y 1b%kb;wYouflg$5WRd3s

2021-12-02 15:37:58 UTC 845 IN Data Raw: 72 75 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00
00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 72 75 2f 6d 65 73 73 61 67 65 73 2€ 6a 73 6f 6e
d5 5¢ 7b 6f 1b b9 11 ff 2a aa 9b 3f 2e 85 €3 f0 b9 4b a6 77 3d 28 d6 da 51 63 4b ae 1e Oe 52 18 10 64 59 4a 82 26 76 6a
3b 38 14 07 7f f7 ce ee 72 a3 al 66 28 c9 8e 93 c3 21 80 22 6b 97 43 72 38 f3 9b e7 ee ef 3b 52 48 €7 9d b1 99 34 ce 59
25 ac cc 77 5e b4 7e df f9 34 bf b9 99 be 9b ¢3 7 9d b3 2f c2 ¢8 bc fc d4 a2 fa 54 d5 a7 2b 3f 8d 44 bf 5f a0 df 17 3b 77 bb
ad 1d a9 a4 6 36 7 4e e5 4a bb dc 7a 25 58 ea 53 44 a5 fe 3e af 3e 7d 6b 49 52 e7 2d 34 7b 75 af 11 €8 32 5a 83 51 88
86 6a ad 2e 4e 67 d5 a7 ¢5 17 30 25 89 46 9f d7 b7
Data Ascii: ru/PKPK)Q_locales/ru/messages.json\{o*?.Kw=(QcKRdYJ&vj;8rf(!"kCr8;RH4Y %w"~4/T+?D_;w6NJIz%
XSD>>}kIR-4{u2ZQj.Ng0%F

2021-12-02 15:37:58 UTC 846 IN Data Raw: dO bd c3 bd €0 c7 38 f8 4f 65 20 49 de eb f4 al ca 69 35 c6 08 88 f0 3¢ c4 f6 39 48 04 84 7 59 42 64 ¢5 12 bd
22 7¢ aa b5 c6 5¢ 2¢ 35 2c a8 fe 94 68 e4 1c b1 00 33 c2 93 78 ba d6 76 d3 c4 6a 3f al 21 18 39 e5 52 al 35 86 b9 b5 ee
b0 9e 3f 7d d1 ec bc 14 14 29 85 57 a5 af a6 12 71 2e 76 bd 67 €8 8¢ 67 08 79 70 a6 c1 20 bf 3d ec 7c 86 16 17 21 cf 2e
ce 93 e0 ac 20 ce 3f 26 39 86 25 2b ac Oc 5d 08 5e 63 80 e3 dd 26 d6 Oc 21 22 62 20 ca d2 04 9b al a8 a6 a5 94 1f 1f 79
7056 71 a0 81 2f €3 19 6a d2 1e f1 e2 fe f1 c9 8b b3 cb b3 4b f9 b4 b5 3a c2 20 63 17 41 7c 14 4b 45 €8 4d 4e 66 bd ac
62 da 91 96 a3 fc 62 93 63 70 98 d5 78 3a 8d Oe 3a 5a 4c 48 10 fc bd dc 9e 7a 4a b2 b6 eb 33 Oe 41 8a 9a 54 c0 59 65 7f
f7 21 d2 ad c8 9 88 5b 73 b4 02 Oc b4 19 3e 4d 74 38
Data Ascii: 80e 1i5<9HYBd"|\,5,n3xvj?!9R52})Wa.vggyp =|I. 2&9%+]1"c&!"b ypVa/iK: cA|KEMNfbbcpx::ZLHZzI3ATYel[s>M
t8

2021-12-02 15:37:58 UTC 848 IN Data Raw: 23 b1 4f 91 8a 4b 4e ff 84 48 al ba 64 64 8e bl 41 c5 Oe 24 4d 3b 2e 9e d6 4c c8 3c e8 97 6 39 28 9c 13 56
40 Oc fe 98 80 7d 86 81 5 e0 b8 9e 32 87 €0 15 54 bb cc de 80 e0 29 6f 79 d1 bb 40 5a 88 bd 4c ac 91 18 d1 b1 9f 43 8b
12 4c 1f ea f6 95 ed 40 ae 5e be 2f 6b €8 56 02 40 41 00 ae 35 e0 d4 9a 5a 2b 8e 9a 70 1c 1c 4c 59 69 c1 14 fO 1le 4c b6
03 97 5f 48 5e 04 99 fe ba b5 a9 e5 46 f2 23 e7 6d 43 fc 52 2b 45 26 c0 d8 49 fO 1a 64 ee 41 25 c0 72 fO 2b fa 86 84 €6 4a
b0 f3 6a 7a f9 ee ea cb ed 0d ce 62 22 43 82 dd 7 14 56 c4 82 fd 67 c8 8b 87 40 a3 el b9 cb ca 07 26 20 7e 73 65 b7 7a
a6 89 a7 f1 b7 6a 4f df d4 2a 50 4f 65 ca €7 84 94 b1 1a dc 01 9b d9 44 6f 28 11 ab b4 93 8b 6f 9a e2 8d 6e 65 ed 7f 6¢ 5f
2e dd fd 8f 6b cb cd ac b3 le 1c d7 4c 82 1b 06 06
Data Ascii: #OKNHddAS$M;.L<9(V@}2T)oy@ZLCL@"kV@A5Z+pLYiL_HAF#mCR+E&IdA%r+Jjzb"CVg@& ~sezjo
*POeDo(onel_.kL

2021-12-02 15:37:58 UTC 849 IN Data Raw: 6¢ 64 77 32 1c bf 2c 79 04 3f 11 31 66 9c 76 42 b0 57 8c de f4 07 af 41 8e Oe Oe 8a 41 29 8e 6f ba 07 5d c2 6f
26 bc 4e 92 4a 6d 90 7b 13 5¢ 92 ¢8 b0 7d 5¢ b0 4b el da 69 92 54 de 94 67 36 39 d9 27 ac al 9e 30 a5 d1 5f 1d c5 3d 85
4c 86 9d Oc ba a7 ed fd b7 93 4e 7b d4 9e 8¢ 87 ed ¢3 82 51 27 f2 90 2d 21 33 2c c3 16 1e 5c¢ 38 7f 88 1f 7f d4 3f 24 f0 c8
e43399 cl a3 fl c9 e4 b4d 3b ec be ec 56 42 96 3¢ 52 e6 0d 53 94 5a ff 60 f4 a6 3d 48 4b 3e e7 63 11 2a e3 de eb 5e ff
0d 19 cb a5 a3 c9 d8 d3 6e a7 48 a3 3d e3 c4 27 28 Oc 8f fb fd d1 ab 5e 31 24 5¢ e5 de 55 47 88 bc 2d a8 b1 62 de 8e 50
8d 1b le 4e Oe 00 90 41 7a 47 7d b0 35 43 02 5f dc 53 Oe cd 48 e0 14 a0 4d a7 €8 75 29 62 71 4f 87 c4 e3 46 dd e3 02 16
4c 14 8f €9 31 68 06 1e 57 d6 ac 57 ec 8f c2 aa 09
Data Ascii: Idw2,y?1fvBWAA)0]o&NIM{\}\KiTg69'0_=LN{Q'-!3,\8?$3;VB<RSZ =HK>c*"nH='("1$\UG-bPNAzG}5C_S
HMu)bgOFL1hWW
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 850 IN Data Raw: d2 ae d2 f4 4b 4c b5 6b 58 bc Ob 7b 1d fe cc 4f 9a b0 18 0d 5a bd 77 7f ab 7e a8 3e 9e 61 48 59 4c 66 74 91 c6
73 9a 17 d5 58 6a b3 ea 2f b3 34 29 69 52 b2 81 bd e3 13 af 8d a5 9f cd ea e7 ¢3 d0 a4 07 ac a3 07 94 08 f6 d9 cb 4b 83
97 a6 d9 e2 d4 51 7f 7f 4f fe f1 b0 a6 ba ae ff fd 7d 91 91 a4 fe Ob d1 16 39 7d fa f1 el 6¢ 51 96 59 f1 el fd fb 62 9d 65 69
5e 5e 7c a9 7c 73 31 4b 57 ef 67 7b 9f be 27 49 f1 95 e6 ef cd a0 ca ea 87 33 ad 24 f9 17 5a c2 7e fa 18 93 64 f9 70 56 03
b3 97 68 33 2c 6a 81 1f 73 fa ef 75 94 d3 f9 Of 62 44 30 4c be fc 50 2c d2 af f8 f1 2f 65 9a 5d 14 eb a7 a7 68 16 61 72 97
94 ce 1f c9 8c 41 55 2e 40 d8 3b 9e 63 da 78 a7 67 99 ba e7 1a 52 d0 55 b9 4e 49 bc 4f ee 25 c¢6 9b f0 c4 37 72 fa el 37
af a8 d2 el c6 2f ad 88 29 56 44 31 62 e5
Data Ascii: KLkX{OZw~>aHYLftsXj/4)iRKQO}9}HQYbei||s1KWg{'I13$Z~dpVh3,jsubDOLP,/e]harAU.@;cxgRUNIO%7
r7/)VD1b

2021-12-02 15:37:58 UTC 851 IN Data Raw: 62 38 ec 75 10 c9 79 la af 31 e4 3a 31 77 87 14 2f de 18 0d f4 ab €9 59 76 10 a0 45 75 1c 70 95 34 1a ba c3
eb d6 ab 53 46 e0 f6 1e 93 22 98 86 83 3f 2c Of ac 20 d3 Of 4f c8 88 36 66 el be 97 1le a4 cb 75 c1 a6 9a 66 64 b9 7e a6
3569 83 68 c1 3b 08 30 48 a0 c0 bl 6¢ 5f 72 59 b5 c6 73 45 b0 f0 72 b6 ae 60 20 82 6¢ cb b5 d1 93 3b 68 cb 3d cb 91 5d
af 6e ae 1d dd 64 fd bb 6f 83 6d 21 bf 75 db 7d 23 6e df 10 21 f5 d2 ac 10 64 2b 51 3e 8f 93 bd ce 3a 51 54 38 df 90 7d d4
b3 08 8e b4 e7 b5 36 ab 37 3d 56 94 39 6d 95 ce ea aa 95 8b bd 15 63 ff c4 69 d5 2f f6 70 88 57 48 51 31 a4 e7 79 45 cO
0f 52 43 8f 77 95 39 ab 68 78 4b 74 e8 el 2f 7e 4f af fe 46 33 5e 77 76 0a 57 bf dd 6b ff c6 f6 1a 59 b2 7e 8c 29 3a bd b4
e4 6d b6 63 5a 6e dd da 39 10 c7 28 93 a6 ef 79 28
Data Ascii: b8uy1:1w/YVEup4SF"?, O6fufd~5ih;0HI_rYsEr" [;h=]ndom!u}#n!d+Q>:QT8}67=VImci/pWHQ1lyERCwSh
XKt/~OF3"wvWkY~):mcZn9(y(

2021-12-02 15:37:58 UTC 853 IN Data Raw: 17 Oc ec 21 7c a4 90 df 9f 95 08 Ob 74 7d 86 13 58 7a 80 ee 13 5a c5 94 98 be 8e cc ¢3 7d 01 1f 2b 15 20 f7 5d
€370 74 9d 05 a6 24 ca af 1f c4 b5 85 e3 33 0d df d3 5d b6 €3 a2 b3 4d 08 1b ba c4 96 1c fd cO 4f 5b d9 16 c¢8 8a dd 73
a8 b7 57 9b 75 1d af 48 01 d3 €3 08 1c 03 fd 33 3e fa d0 98 ea dd 98 87 5f dc dd e3 78 86 a9 07 a8 1d 2e 2b 70 Oe 3b 33
90 af 44 c8 a7 5c a8 b2 cf a4 de e9 e6 94 99 d1 59 c4 fd cd 6 8f b3 c3 35 8a fh 41 ef 5¢ 2b 68 be al 39 db a8 f8 cf f6 5c ab
57 26 59 6b 4f 88 e5 af 24
Data Ascii: !|t}XzZ}+ ]pt$3]MO[sWuH3>_x.+p;3D\Y5A\+h9\W&YkO$

2021-12-02 15:37:58 UTC 853 IN Data Raw: 8e eb 0d ce f4 a9 14 ba 23 d7 7a ad 11 6f bf d8 01 ac a7 fb be e5 a3 b3 60 9b 9c 72 5b 33 7a 63 fb f5 f5 c6 5a
T7aed le f5 2e 1e 9e 16 db 69 76 ce bd 7e 17 76 ba ad €9 b0 3f 19 87 c3 69 ab d3 e9 8e bb fd 5e eb 76 da ee df dd 85 bd
f1 e8 74 34 aa e3 76 19 67 d2 e9 f6 a7 ff 9a b4 6e bb e3 cf a7 08 aa 4a 2a 21 b4 5b bd 76 78 3b fd 38 19 8f fb 3d 79 Oc f2
19 b6 8c d0 ef 8d 31 01 8¢ 22 1c b1 39 9d 82 a8 9a 6b 09 a4 d3 ed 4c 7b fd f1 74 3c 94 a6 al 52 e8 92 fd 65 18 76 3e b6
da 37 d3 fO ae d5 bd 9d 5e 76 c3 db ce 29 90 ea 68 ab 19 e8 b2 3f bc 9b 76 c2 51 7b d8 1d 28 a7 a5 d8 ed 6b 46 bb Oe 5b
9d 70 78 8a al 52 95 cd 18 83 61 ff 6e 30 96 dc 23 b7 7d cd 10 c3 fO 5f 93 ee 30 94 5¢c a3 ea 38 9b 51 ¢6 9f 07 el 1b cb
2d ef Oc 49 50 77 dd el b0 3f ec f6 ae ea d8 9d 8e
Data Ascii: #z0'r[3zcZz.iv~v?i*vtdvgnJd*![vx;8=y1"9kL{t<Rev>7"v)h?vQ{(kF[pxRan0#}_0\8Q-IPw?

2021-12-02 15:37:58 UTC 854 IN Data Raw: ba e7 1c 7b 1f 2e 56 59 5c b2 14 3e 53 b6 c9 58 59 db d9 a6 6f 63 01 2e 4c 7c c3 74 3d cb 38 36 9c f2 95 90 37
d3 17 5cdb 64 7c 51 b2 65 e5 a5 8c 17 5¢ 6¢ 44 9e f2 62 c5 6a 67 8e 69 1a b6 ee fa 96 65 cO a5 6e 39 c4 d9 dd Oe 16 05
2b €382 97 da 46 94 7c c7 4a 04 14 6b db 7c c3 13 76 a6 8d 44 be da e6 f8 59 db a5 a2 64 67 8d 63 47 Of 74 78 b6 3d 43
7 4d 3f 70 fc 37 a2 ac 4d 5¢ cb 75 7d d7 b3 65 56 ec c0 b6 3c 97 66 24 89 6b 93 54 d4 36 be 8e 24 9a e ed 3a 7e 60 3b
9e el 91 2d bd 4c 58 9e 62 05 cd 5 8e 6e 05 9e a3 23 e5 ab 6e ea 96 4f c2 ea 25 b1 86 5¢ 9d 3f 65 62 cd 1f 58 5e 54 69
4b b5 52 7b 37 99 f6 c¢6 d3 f9 4d 34 b8 7e c7 36 49 bc 62 0f f1 32 d6 2e 85 78 4c b8 76 85 cb df 85 83 7e fd fb 2f ed d5 93
51 6f f0 ee ef d5 Of d5 c7 13 44 b1 49 d8 03 7f 12
Data Ascii: {.VY\>SXYoc.L|t=867\d|Qe\IDbjgien9+F|Jk|vDYdgcGtx=CM?p7M\u}eV<f$kT6$:~";-LXbn#n0O%\?ebX T
iIKR{7M4~61b2.xLv~/QoDI

2021-12-02 15:37:58 UTC 855 IN Data Raw: 57 f6 04 10 90 e8 5a 81 ed 5e d0 63 d5 7 71 52 al 6e 86 14 a4 52 cf e3 77 ad 84 94 df 57 e7 5a 66 12 1a 5f ac
9b 7d d1 17 b8 f5 12 cb 49 39 fe d7 9a af f2 46 fb db Oe fO da c7 b8 64 56 33 8e e3 53 e4 3f c0 e0 fd 28 21 3a 46 09 a9 89
00 8¢ 81 69 39 c0 69 27 d0 a9 bb 08 8a 0d Ob ab 79 8e ed 89 Oe 9e b1 38 81 fe 7d dc cf 43 e8 f8 7a 03 50 88 b2 e0 10 49
€9 3379 ch 78 2d 37 a2 59 2a 89 01 82 c8 f4 2¢ 3b 08 30 cd 38 Oe 60 97 02 27 5¢ 6f d7 c9 32 2e 6b 7c b6 3d c9 95 08 d8
c1 3f 96 07 4c 23 7b 8 bb 78 e5 20 3f 77 2f bb c2 db 48 0f 79 07 8¢ 01 08 45 ¢9 80 b0 03 ¢7 b2 7d 92 a9 83 3a 68 3a bf Oe
16 54 6d 5b ae 8d 91 cd c1 d4 e6 59 Oe 4d 32 19 be 1c dd 94 93 9d 6f 83 2c a0 €9 74 db 25 65 77 55 b2 a4 2e 3a 75 fb a2
78 ea 8e 05 3c 2¢ 25 30 bc ea c9 b5 38 44 da 33
Data Ascii: WZ"cqRnRWWZf_}9FdV3S?(1:Figi'y8}CzPI3yx-7Y*,;08 \02.k|=?L#{x ?w/HyE}:h:Tm[YM20,t%ewU.:ux<,%08D3

2021-12-02 15:37:58 UTC 857 IN Data Raw: a8 06 52 b0 f2 58 b7 b9 18 93 81 el 04 16 86 58 1f 12 d2 35 09 b3 ed 8b 8c 3e 64 f4 b1 0f 01 5a d3 35 Oc 47
d7 65 ad 11 4d 18 e5 ab fd 79 ac ef e9 ae 1c b5 75 39 89 da e0 5f 9b 64 af 1a 2b 81 e6 18 d1 2a b5 2b cf 79 12 f5 79 4a
0d 10 81 14 87 28 03 03 c3 15 3e fa 50 4e 6f e1 b9 ca 51 ed c7 c0 80 8d 2e 77 25 ce 38 f2 a4 93 c4 26 4f 7c e2 35 ab 19
a7 39 69 78 21 ea 4d 75 5a 26 5e 3d 0f d6 ee 46 03 79 8c d8 7e 23 f7 78 93 89 ff fe 9f d3 86 36 31 bc 62 4a d5 76 f1 a2 a2
53 fc f6 98 31 8c 15 70 23 c1 52 68 83 de a4 d6 f9 f2 b1 8d a7 fb be e5 43 de ca 83 29 2a a0 47 1d 67 Oc 87 ba a4 4a 68
75 3a f2 fa 30 04 3f 40 70 b7 49 bd 0d fb 51 6f 3e 1le ce a6 el 78 de eb f7 a3 69 34 1c f4 6e e6 e7 c3 db db 70 30 9d 1c df
59 f5 Oc 8e fa 99 5 a3 el fc 5f b3 de 4d 34 fd 72
Data Ascii: RXX5>dZ5GeMyu9_d+*+yyJ(>PNoQ.w%8&0|59ix!MuZ&"=Fy~#x61bJvS1p#RhC)*GgJhu:0?@pIQo
>Xi4np0Y_M4r

2021-12-02 15:37:58 UTC 858 IN Data Raw: dd be cd 05 b4 38 92 b9 96 48 2d 1f 32 bc 30 40 d0 d4 c8 36 ce bl 7c 92 8c 00 67 e8 bf 5f 0d a7 ¢7 ac 66 55
53 64 ac 28 bb 87 00 0a 4d 4e 57 77 bd 9f 3d df f6 a4 90 3e 78 63 9d 34 de 5b 25 ac 2c f6 9e 77 be ed fd 5a dd dc cc df
5710 79 ef ed 57 61 64 51 ff d5 a2 fe 6b f4 f2 af 5¢ fe 55 ab ef f5 f2 b3 0d cd 37 9d d5 43 da ee dd ed 77 f6 a4 92 3a d8 22
78 55 28 ed Ob 1b 94 60 b7 9a 2f d7 54 4b 60 1e 01 6b be d2 06 43 7e d7 c0 6f 7e 58 7d b6 cd 7 cb d5 c6 e2 d5 97 cb af
dc eae7 74 8b 8b 15 3a f1 07 89 4e d3 a0 46 el c5 8d e4 8a 3a 71 71 7c 74 bl fc 41 a0 b3 ba e6 d1 5f 22 61 80 24 ce 17
ce 38al 65 10 85 65 €9 52 21 82 cf 11 44 bf 22 7e 3c f9 1c 6d le b9 85 36 b7 8a 20 29 9a 73 18 e5 0d 88 81 83 23 78 a9
5c al e5 06 06 61 ce 63 72 ab d5 4e 46 75 08 e6 97
Data Ascii: 8H-20@6|g_fuSd(MNWw=>xc4[%,wZWyWadQKk\U7Cw:"xU( /TK'kC~o~X}t:NF:qq|tA_"a$8eeR!D"~<m6 )s#x
\acrNFu

2021-12-02 15:37:58 UTC 859 IN Data Raw: 9¢ 98 dd c¢7 53 a2 42 54 63 8d 13 43 95 4d ba a2 cc 61 4b 95 58 0a 7c ca fd 66 05 4a 28 9b ca 4f 34 7d 6d 51
0b 3b 20 5¢ 22 88 07 42 e2 fd 9d 54 4d 66 f7 b4 f9 d7 fe 2e 2b d7 a5 28 59 40 2c b9 c6 €6 a8 59 95 9c 1d d7 ab 70 71 63
91 9¢ Oc 5b 3¢ 54 6d c1 84 61 4a 20 80 25 e4 4d 09 8e b4 56 98 90 9d 30 a2 75 53 1d c4 fe 68 de 69 66 3f 47 ac 61 44 Ob
5b 75 92 23 b3 ¢7 ¢7 6¢ b5 €8 29 5a 76 ba c8 e8 84 ¢5 07 ¢7 29 be c5 a4 d3 eb 3¢ 62 24 d2 el c3 e0 83 53 93 21 b2 ee
le a5 7d 06 6f ba 45 c9 c0 e8 58 92 4a 0a 61 bb 3a c4 07 30 33 96 51 bd 8d 41 64 6a 72 12 aa fc 00 43 2 d2 86 e3 43 5¢
95 5e 30 52 95 54 83 24 fa 25 c5 ef 92 00 46 65 €8 44 Ob b1 04 18 5¢ 4f c5 2a c2 d8 ee 86 b9 2a 71 Oc 49 f5 6a b9 b0 cO
329333 0d 09 e3 36 fb 04 bc 9a 5a d9 b4 96 b6 9f 10 09 1d
Data Ascii: SBTcCMaKX|fJ(04}mQ; \"BTMf.+(Y@,Ypac[<TmaJd %MVOuShif?GaD[u#l)Zv)<b$S!}oEXJa:03QAdjrCC\*0
RT$%FeD\O**qlj236Z
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 860 IN Data Raw: a4 5a c3 4c cd c7 cd 1a c8 a6 be 6¢c a2 8c d5 10 23 40 46 9f 19 b9 fc 33 9a 8c 38 6e c2 4d 64 a6 3a 82 85 30
ladac7 9e 9c a5 84 7c bc c1 59 67 bd 0d 10 fa 3a 09 61 1e 38 60 88 f6 ee 1b 76 4d 84 9d c9 74 73 a5 8d ea 00 89 7f 53
7776 4e 02 17 7d 90 aa 50 de 6a c1 08 27 da 3d a9 cc de d3 8d 49 cd 72 36 53 6b 4e 11 20 36 2f b4 Oe 10 a6 83 al f1 41
b0 92 ac 34 41 b5 e0 6d 17 b2 88 4b 47 84 d4 Ob 1f 1e 19 13 a6 99 58 31 75 6f 3c ¢3 81 2d 70 20 eb b6 0a 23 f0 9c 02 52
ca f6 f8 ff f9 €3 01 49 1b 60 e0 14 26 73 ed 2c 6d cc 33 74 ca 32 39 17 fd d9 Oe c4 7d 4f 89 96 27 66 86 b6 90 98 39 b9 24
b8 42 97 6b b8 0 83 6e f1 3b 2d 19 53 58 46 3e 68 cb b2 03 62 70 32 ed 84 87 a9 ee a9 51 a7 9a 94 14 76 70 eb le 63
€3 94 b8 91 1b 6e 59 9f 29 ec a4 53 50 8 08 4c 28 db 21
Data Ascii: ZLI#@F38nMd:0|Yg:a8 vMtsSwvN}Pj'=Ir6SkN 6/A4AmKGX1uo<-p #RI'&s,m3t29}0'f9$Bkn;-SXF>hbp2Q
vpenY)SPL(!

2021-12-02 15:37:58 UTC 862 IN Data Raw: 8e f2 92 cf ¢5 69 04 ca 74 f0 6a 30 7c 4d d6 72 05 7d b2 f6 bc df 2b f3 d6 9e 49 79 32 10 c6 a7 c3 el e4 e5 a0
1c 13 aa 72 2f €9 23 40 de 94 d4 59 31 ef df 58 ae 1b 1f cf 8e c0 20 83 f4 4e 86 €0 6b c6 c4 7c 71 b7 47 da 95 40 29 b0 36
bd 72 d0 a7 16 8b bb 16 94 ae 9b f4 4f 4b 38 30 51 3c 66 68 a5 5d 78 ba f4 66 83 f2 70 12 4f 4d e8 c¢3 bc df Of 2d fe 6e 21
1b bf dc 3d 3c 2c cf 26 dd 17 27 44 77 b8 29 a3 3c 9c e3 el 90 9c 84 cb 93 f3 10 ce ca d1 11 60 45 dO 61 de a7 b7 01 c8
70 48 3c 18 53 e7 ¢8 03 98 Oe fa 10 2a 9c 9c f4 8f fb Oc 4d b8 6b 1e 1c ac 5e 7f 7c d8 1d f5 6a 4e 1d 5 47 a7 5d 4e 15 b9
ab 7c 1c ac a3 fe a0 5¢c 9a 97 19 68 f6 80 71 3e 5c¢ ff 9d 03 b4 84 91 71 f2 4¢c 59 97 03 31 e8 d2 fO 8b be ed 8b 5b 39 7c 45
4d 3c 7d 57 09 b7 72 54 d6 06 96 c1 9b bb
Data Ascii: itjo|Mr}+ly2r/#@Y1X Nk|gG@)6roK80Q<fh]xfpOM-n!=<,&'Dw)<"EapH<S*Mk"|jNG]N|\hg>\qLY1[9|EM<}WrT

2021-12-02 15:37:58 UTC 863 IN Data Raw: cc a3 7f 6f e2 3c 9a 1d d5 16 41 30 5d 1c 15 0Of d9 6f 78 f9 8f 32 5b 1f 17 9b f9 3c be 8f b1 b8 6e 14 cd ee c2 7b
ae aa 72 01 22 db b4 4d cd c0 9c b6 ae 29 b6 a5 92 68 fa 5¢ 22 04 91 ef 61 1e bl 65 b6 5a 41 Ob 1e f3 f7 7f 79 27 a5 8e
56 ff 68 27 b4 7a 27 24 96 4a 77 62 d7 ff ff 43 37 99 ae aa 2b ae a9 38 8e 66 b8 9a aa 12 Oc fO b6 77 f9 63 59 8f 76 0d cb
56 90 6f 48 52 db 51 5¢ dd 20 70 f5 b5 82 d3 1a 79 d6 cf 70 aa 69 2e 04 15 17 78 65 5a 9a 06 51 02 a7 df 06 f0 55 70 16
c059 e3dlel3added 617298 cde7 4554 be 57 d9 07 e5 db 45 98 2e b2 4d f9 f4 41 6d 1e d9 2a 9a bl 6f fd el b9 d7
Ob 7e 5 87 4f 4f 1f b4 b6 57 2c bb 7f 60 6a 65 dc 53 56 3e 44 f9 9b 03 ff 29 06 3e 09 db 0d 03 50 a6 a8 d8 le 0d 50 63 29
04 a4 4f 3 90 7d d9 68 8a aa b3 d9 76 26 84
Data Ascii: 0<AOJox2[<n{r"M)h\"aeZAy'Vh'z'$IwbC7+8fwcYVvVoHRQ\ pypi.xeZQUpY:arETWE.MAm*0o~O0OW, jeSV>D)
>PPc)O}hv&

2021-12-02 15:37:58 UTC 864 IN Data Raw: ac 32 91 ff 00 15 02 ad 4b 11 4a b3 d7 15 a3 02 32 26 f8 43 f2 75 33 3b ae 27 b3 d0 fb 19 a0 5d 28 08 1a 7f 92
95 02 6e 35 30 36 12 93 9a 88 58 01 €9 5b fe 2a 65 bf 45 77 77 35 d9 a9 66 01 3c 37 4b 01 9f c2 26 00 60 40 75 c0 ee 5¢
42 f4 47 0d ac 3c 67 00 e7 2f 45 cd 42 7e c¢8 23 d1 8d 21 ee c3 e2 47 al d4 42 eb a8 a2 5f 85 9f 1c c5 54 80 ea ed 91 d3
04 41 f7 5a c8 da 40 69 b8 96 97 3c 2¢ 56 73 4d b2 dc 8b b0 da 8d 98 37 a3 82 6a 83 16 82 6¢ 9a 2a b6 05 f8 8e c2 65 90
c0 eb d4 8e 89 17 b5 04 22 54 83 81 48 30 c¢7 40 60 a8 64 dd ed 25 ee 2e e2 cc 98 3b b1 da 4f b1 4f 96 82 a0 05 8f 07 35
75 el 47 44 1ad1 e8 bd 30 06 ee 42 7e 14 55 d7 97 82 €5 20 7d dc 83 fc c7 86 26 ec 13 96 7a le c7 e2 27 49 40 5d 87 1f
c0 58 3a c9 92 9f 58 ff 8e f3 ab 32 cb e3 a2 46 5f cb
Data Ascii: 2KJ2&Cu3;|(n506X[*eEww5f<7K& @U\BG<g/EB~#!GB_TAZ@i<,VsM7jl*e"THO@ d%.;005uGDOB~U }&z'|@
IX:X2F_

2021-12-02 15:37:58 UTC 866 IN Data Raw: f6 a6 93 91 77 ee 4b d2 89 5c e2 10 35 23 4e 36 e4 e0 22 2b 22 72 f9 ab fe 39 81 47 49 3b 21 11 1e 4f 06 d3
9b 60 14 9c 06 55 90 b5 6e a9 e4 7b 08 aa ad df 1d df 7a c3 f6 ¢8 97 95 37 a2 65 d2 bb ec f5 6f 89 ac ac 49 23 b2 37 41
c7 6f 47 7b 09 8b 68 d1 30 ba ee f7 ¢7 17 3d 7f 44 bc 2a fb 8a 86 28 f9 ec d3 62 25 b9 8a ad e4 46 e7 d3 2e 00 19 d1 3b
ee a3 d6 8¢ 08 7c c9 6e 24 1a 49 78 0a 68 d3 f1 7b 01 45 2c d9 15 ca 6b b9 71 70 ed c3 60 92 78 92 83 a9 46 fO ba aa 66
3d ff 6¢ 5¢ 5b 4d fc 23 9 46 68 47 {8 19 21 45 5d f6 ce ce fc ¢1 d8 3b bd 22 b9 23 3b c0 6b d7 73 de ef 13 4b 64 fc b2 5d
€3¢0 1f 76 b1 2a b2 1c c9 37 46 6f 28 €9 7 49 05 93 90 f1 76 05 93 5e 00 aa 70 75 15 9c¢ 07 12 9f c8 ee 71 64 ba 3a c1
e8 cc 1b 76 f8 4e 75 83 el b5 27 4b 45 d9 f5 9e 4c 57
Data Ascii: WK\5#N6"+"r9GI;10°Un{z7eol#7A0G{h0=D*(b%F.;|In$IXh{E kqp xFf=\[M#FhG!E];"#;ksKd]v*7Fo(Iv*puqd:vNu'
KELW

2021-12-02 15:37:58 UTC 867 IN Data Raw: 87 f3 f3 75 ba 5c 26 ab cd d9 38 8b cd d9 7d 32 3f bf 3f 84 f5 5¢ 2c d6 db 68 75 ae 7b 59 11 7e 3f 51 36 62 35
8e 36 b0 1f de cd c4 62 fa fd a4 74 4c 0f 51 ee 67 62 bd c6 97 ab e8 9f 69 bc 8a 46 ef 8b 19 c¢1 70 31 7e bf 9e 24 5b 7c f9
97 4d b2 3c 5b a7 0f Of f1 7d 8c c5 35 a3 68 74 27 ee c9 55 16 02 a4 b8 e5 58 ba 89 67 3a 86 ae 3a b6 c6 52 ac 2d 92 45
51 b4 62 24 3e fc €9 0d 94 ¢6 57 fb 77 1b a0 17 1b 20 99 a0 74 03 5e 86 fd 7f 18 1d cb d3 Oc d5 b3 54 d7 d5 4d 4f d7 34
86 01 17 13 01 e8 28 46 7b a6 ed a8 28 3f 14 ac e3 aa 9e 61 le 8f be 14 f1 26 9d c7 d3 c2 40 f7 30 5¢ 5 00 53 96 ad eb
3060 c0 f9 e3 1a 11 Oa ea 01 42 d4 ef 9d 2e 67 €9 4a cc 4e 93 87 87 75 b4 f9 a0 29 1f d5 1f 97 62 31 4e d2 cd d3 47 ad
fc a8 a0 56 7f 74 ba 17 b5 30 f8 e6 77 9f 9e 3e ea
Data Ascii: u\&8}2??2\,hu{Y~?Q6b56btLQgbiFp1~$[|M<[}5ht'UXg::R-EQb$>Ww t"TMO4(F{(?a&@0\S0"B.gJNu)bINGVOw>

2021-12-02 15:37:58 UTC 868 IN Data Raw: a7 c2 0b fc 78 2e a4 82 85 fa 07 29 33 27 97 05 8 1e 4a 6b 4d 8d 24 fd 9e 13 f1 a4 14 b5 e5 9c a7 d4 87 2b
13 fc e5 ac 78 84 8d 2e ca 84 c0 01 3c eb f4 89 03 33 42 4c d4 90 52 1a 66 d5 9b 8e 26 69 7c 3e €8 b6 5e cd 15 02 05 d2
0100 00 €9 00 c9 e4 31 c1 dc 27 eb d7 74 3e 29 50 5b f9 05 2b 27 f4 8f a6 d1 7e 2b 7e cd 5d da e8 b6 34 b4 78 08 83 ab
5a2a do f5 8d 24 cO d6 36 db b9 9d 03 bc 44 d4 88 65 b0 22 dd b3 d8 9a ae e2 71 3a 46 60 f6 44 83 cb 6¢ 7f 97 a2 04 12
8f 24 9c a5 21 6 cO 5¢ 90 88 ¢9 12 a9 4d 34 5¢ Oc 46 b2 al b5 07 d6 bb ae 89 5d d7 d8 b2 2b 99 26 87 6a 50 37 01 75 €6
cd 56 91 89 10 ¢3 90 79 1e 42 88 14 62 de da a4 6d 69 de bb 03 €6 af f1 79 81 14 1a 27 fb 6d b6 94 1e a9 00 7c df cc 05
€0 31 19 db a8 2¢ 3a 81 01 52 ba 74 86 61 1b 2c f1 7f 53
Data Ascii: x.)3'JkM$+X.<3BLRF&I|>A't>)P[+~+~]4xZ*$6De"q:F DIS\MA\F]+&jP7uVyBbmiy'm|1,:Rta,S

2021-12-02 15:37:58 UTC 869 IN Data Raw: 91 d1 83 dc be d5 b9 60 f0 28 91 fd 12 e3 fe e0 7a 78 13 f4 82 cf 41 96 64 95 5b 2a b9 eb e7 de 3a cd fe 6d ad
5b 9d f9 32 f6 62 5e 06 el 55 d8 b9 65 b6 b2 4e 8a d9 de 04 0d bf 1a ed 25 8a a0 c2 43 af dd e9 4 2f 43 bf c7 a2 2a 7b 27
84 399 ea 73 b2 92 5¢ 33 66 76 bd 8b 61 13 80 8c ec ed 77 c0 35 3d 06 5f b2 a3 fa d2 12 91 02 da 34 fc 30 e0 88 25 bb
59 78 6d d7 Of da 3e 26 cc 0Oa 4f 72 50 54 1a b6 33 36 Ob fd 7a bf 98 35 8b 8f e4 85 97 17 ¢6 07 84 cc 79 b9 56 af fb d7 fd
da e7 16 ab 1d d9 89 5a b5 9f 8b 4e 87 cd 44 a6 16 ab 3d 5c¢ fb dd 26 56 ¢5 96 23 79 79 e6 0d 27 9d Oe 63 30 89 8a ae 76
30 08 03 48 85 56 2b b8 08 24 31 91 5d 7a c8 7c¢ 35 82 5e bd d6 6d d0 4e 35 83 6e bb 26 2b 45 d9 35 97 cc 57 33 08 fd
Oc 5e 86 a8 ec 50 42 3e b2 a3 1d 99 a3 cc 47 05 c9
Data Ascii: *(zxAd[*:m[2b"UeN%C/C*{'9s\3fvaw5=_40%Yxm>&O0rPT36z5yVZND=\&V#yy'cOVvOHV+$1]z|5*mN5n&+E5W3
PB>G

2021-12-02 15:37:58 UTC 871 IN Data Raw: 44 53 Oe 61 b9 fa a5 13 d7 3d b9 e8 Oe 7f f8 69 bd 84 f5 e3 01 70 ed e3 fb c5 d5 ea dd cd fb 37 ab db bb 35 bb
aa 05 ae ff 73 75 f3 el 7e 5 el 7e cd bb 92 cb d5 60 f2 b5 5a 7f bd 61 30 f9 81 46 3f 60 29 98 83 2f 5f 12 1b 39 ff f8 6e 7b
2f ff 72 bc 8 eb eb 4f 2b 21 c4 5f 8e ef 3e 2e 3e 54 ff 59 74 de dd ae ae 7f 7e 7d fO ee fe fe €3 dd d3 e3 e3 bb 4f 1f 3f de
dc de 1f bd 5d 6f f8 d1 d5 cd 6f c7 57 5f 77 5 78 f1 el ee 5f ab db 63 15 d6 6e fb f5 41 e7 7e 71 fb 76 75 0f e3 e7 cb f7 8b
Of ff 7c 7d 50 11 2e 5e d2 b9 7a bf b8 bb 83 2f 6f 57 ff f7 €9 d7 db d5 9b 27 71 46 30 fO c3 db 27 77 ef 6e fe 05 5f fe cf fd cd
c7 a3 bb 4f d7 d7 bf 5e fd 0a 8b 3b 59 ad de 2¢ 17 57 05 a9 35 0b c0 5a d9 cc 2a 03 ef cc b4 12 99 93 0d 2a 75 a5 88 ed
3058 20 91 cd c7 ee 3a ea
Data Ascii: DSa=ip75su~~"Za0F?")/_9n{/rO+!_>.>TYt~}O?]ooW_wx_cnA~qvu|}P.*z/oW'gqF0'wn_O";Y,W5Z**u0X :
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 872 IN Data Raw: 85 4e 31 10 4a c8 4f 33 f0 a9 55 56 5b e5 9c¢ 22 27 b2 cd e8 1d 5 ed c7 09 06 bf 34 1a c6 7e 4d b3 25 4a fb b5
78 10 f7 52 €0 bc 03 13 d2 2f 0d 19 fd 86 52 fa fe 35 5e 63 95 17 3e 28 al d6 cd 01 d6 f3 b9 e4 7d 64 e4 8f 54 e2 2e 0a 45
5a ab a0 b4 0d de d9 20 e8 f2 63 1a 1f c7 e6 18 a9 8a 0d 4b 1e 10 e2 7c 3b 5e 35 cf 8c e9 4f 21 4e 97 d6 85 ff b3 82 19
40 24 33 6d 42 10 5e 59 ab 24 9f cf 2e 27 8d a3 16 26 6d 4d 13 2b 78 5 ad d8 5¢ 4e 2a 2b 0a 37 20 27 16 fe e8 4c 80 dc
7ce7 12 cO 7f 9f 32 b5 2d 48 18 30 2a 21 03 4f e8 4c 16 ac 36 be c1 b0 b4 8a e2 13 b0 a5 e6 6a e2 d7 cb ed 3d e6 fc c7
7a 96 56 48 a3 9d 09 c2 58 61 44 a6 2d 6f ff f6 6e 3c bl 42 15 1d 33 de 68 eb 42 26 84 71 bc ef 6d ef 1a 77 d5 dd 2b 18
da db ea 02 79 34 e6 6d 97 8 68 cc 92 a4 a5 a5 96
Data Ascii: N1JO3UV["4~M%JIxR/R5"c>(}dT.EZ cK|;"50!N@$3mB"Y$.'&mM+x\N*+7 'L|2-HO*|OL6j=zVHXaD-on<B3h
B&gmw+y4mh

2021-12-02 15:37:58 UTC 873 IN Data Raw: c9 f7 ce a6 97 la ec 57 47 e8 c5 ab a3 8e 3a 32 a7 cf ff 1f 2f Ob 99 f8 1a 3a 8e 72 d3 b1 f0 fb 1f 23 7f 33 97 29
a3 1c 04 25 d6 68 08 8a 48 al f6 eb 61 90 7d 4e 95 a6 72 d7 Of cc 1d 96 el 6f el 76 8a c2 b2 84 59 2b a5 bd 55 2d ae 1d
68 01 d3 a3 8e 7a el 8b 4c 9b 06 b2 45 31 48 04 cf e7 dc 5a 24 d0 7 39 86 €9 21 2c 0d 21 b8 75 ba cf 98 4c 2 ae 1f 63
a4 5ach 40 eb 0a 46 2d 67 e7 f5 3a fa f3 de 4b ed 44 66 85 el 4f ce 62 27 f7 88 23 3c 0d Oc 69 8¢ c8 1a b2 18 bf 6f f6 80
el d7 ef 97 3e f0 46 eb 02 1a 7a ed 9c Oe c1 04 36 28 de 91 5f f5 c6 9a 60 32 23 85 5f e7 06 0d b1 a4 d1 2e d1 cb 56 52
21 ¢l 4e 53 87 c5 ee 61 36 ef 70 87 b9 de e8 df 03 a6 54 f2 c5 4a 2b 8d 37 32 d3 5a fb 2c 03 5d 4c 17 90 b8 33 e4 91 8a
16 5e da a0 45 50 5e 69 30 a8 6¢ 66 e5 51 57 ed
Data Ascii: WG:2/:r#3)%hHa}NrovY+U-hzLE1HZ$9!,!luLcZ@F-g:KDfOb'#<io>Fz6(_"2# .VRINSa6pTJ+72Z,]L3"EP"0IfQW

2021-12-02 15:37:58 UTC 874 IN Data Raw: d3 b3 7c 4e 14 83 b9 c5 15 0d 2e ¢3 42 08 59 22 60 e8 75 2f 0a 2b 46 56 c0 9c fe f8 4a 05 20 2a 61 17 53 72
ae 7e 7f d1 9d 4d c8 00 ee 5a c7 af 03 ce ba d4 7c 31 {7 74 56 bf 9f e4 39 71 cf 5¢ 1e b9 fa fd 6¢ ¢8 2d 81 2b c9 55 23 2e
47 67 b3 73 32 82 bb 3b fc ch 97 7f 03 50 4b 07 08 8b 4a 75 50 bd 11 00 00 7e 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a
8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 Oc 00 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 74 65 2f 03 00 50 4b 07 08 00 00 00
00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
5f 6¢ 6f 63 61 6¢ 65 73 2f 74 65 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5¢ 5b 73 13 4b 92 fe 2b 5a 2f Of 73 26 c0 d4
bd aa d9 39 7b 42 58 6d a3 c1 96 3c 92 Oc c1 c4 89 50
Data Ascii: [N.BY" u/+FVJ *aSr~MZ|1tV9q\l-+U#.Ggs2;PKIJuP~aPK*Q_locales/te/PKPK)Q_locales/te/messages.json\[sK+
Z/s&9{BXm<P

2021-12-02 15:37:58 UTC 876 IN Data Raw: Oe c7 d4 69 b0 df 91 4b bd 72 2e ee 72 ab 06 a9 23 c0 6e 1f al aa 00 f1 b2 10 5e 6b Of 7b 54 5a 6b 95 c7 ef a8
€7 d8 51 47 1b 0f 52 18 09 81 b7 2f 20 dc 95 1e a2 b8 7c ec 9f c4 94 7e 3d 34 69 c0 a6 e0 9c 72 c1 48 al 05 90 67 09 47
772 89 e4 49 63 f8 25 91 10 8d 35 ae 10 ab a3 96 2d d0 9e a3 0Oa 53 fd df df df 8f eb d5 05 c0 9c Of 16 d6 2b 41 81 cc da
58 ad d7 e9 43 34 b5 66 61 7e 75 91 a2 89 48 40 3a ce 03 86 c2 67 01 2c 29 32 7c a6 86 d8 8e 37 e0 46 94 04 69 d9 42
17 95 ¢5 b0 d2 c6 96 28 2f 90 Oe e6 e5 64 8d 12 06 96 05 79 98 d0 1a 38 c0 2e ac 15 7a c7 ba a8 40 d5 08 f0 71 01 fe 51
Oe f4 a7 28 74 be 3e 10 35 de d7 23 8d 80 00 bf 80 34 cb 83 aa 40 a6 e5 32 Oa ec 11 df 1d 5e 3f 86 9b de 9f ea 5d Oa b4
d7 c6 4c cf bb df 36 26 2b d4 2f cf da f9 2b 89 48 29
Data Ascii: iKr.r#n"k{TZkQGR/ |~=4irHgGrlc%5-S+AXC4fa~uH@:9,)2| 7FiB(/dy8.z@qQ(t>5#4@2"?]L6&+/+H)

2021-12-02 15:37:58 UTC 877 IN Data Raw: bb Oe b0 46 0f b1 91 fa de eb {7 4f Oe df a3 c8 ef be 0d b0 c4 e6 b2 cd ba 49 49 bd d9 a6 31 42 00 ff 94 Ob 20
312f8c 5cd3 13 cO a5 el 31 7d 46 35 02 1c 2b 30 e9 de 8f 28 f1 a0 58 Ob eb ce 7d 2b 12 bf 45 56 00 33 8a a0 el 5f 88
e3 a5 2858 4e ec 70 Oe 26 90 ab al 4e 2e ad 12 7d 7f 92 b5 5d c5 3e df 5b dc b1 94 71 88 b4 63 aa e5 6f a6 e2 d0 96 79
ac 71 56 68 €3 00 92 44 d5 db 67 dc 8e 65 1e 8c €0 89 1b 75 e4 c9 e5 d3 b3 ¢9 31 51 96 7b b2 f6 7b 75 29 58 a7 84 84
00 5f 15 10 9c ba 82 6f ba 97 dd b6 b3 85 9c f5 e7 6d 8¢ 1a a5 5d 19 cd 81 3d 56 db 18 d8 d3 62 10 d3 al 8a d5 6¢ 43 31
e5 97 66 e7 ae 00 e3 d1 85 07 6b 0a c2 Oa ab f8 5¢ eb 87 39 01 80 ec ¢3 93 66 6a 0f 19 38 d8 6f 55 4b 04 4d 53 85 65 75
2d 8211133276 fb 5b ff 6d 12 17 45 21 al 43 91 b6 7a
Data Ascii: FOII1B 1A1}F5+0(X}+EV3_(XNp&N.}>[qcoyqVhDgeulQ{{u)X_om]=VbIC1fk\9fjBoUKMSeu-2v[mE!Cz

2021-12-02 15:37:58 UTC 878 IN Data Raw: 23 ce 3b 7a f4 d6 16 f7 be 9b 7c a9 69 d4 9f e2 76 97 25 a2 9f e0 c6 2a fd d5 e8 92 bd 33 26 56 74 el 1b 09 72
d4 cd 2c 97 29 Oe 31 8d ed d5 cb 39 bc 08 41 07 05 ¢8 0d 10 be f6 98 ee el 9b 20 29 33 69 f8 82 53 9a ef ec bl c5 ef 7e
20 ee 21 49 6f 7e 5a 7f ec 49 39 18 f6 €7 93 f1 d9 ac 9c cc fb 83 ¢1 70 36 1c 8f fa c7 f3 83 f1 ¢9 49 39 9a 4d 57 c5 ¢3 bd d1
86 d2 39 1b Oc c7 f3 bf 9d 5 8f 87 b3 37 ab 14 b8 c8 95 50 38 e8 8f Oe ca e3 f9 f3 b3 d9 6¢ 3c a2 6b a0 2f 7c al 14 c6 a3
19 6¢c 00 56 51 4e ab 3d ad 12 el ba 13 08 91 c1 70 30 1f 8d 67 3 d9 84 6¢ 83 3b 81 20 e3 0f cb 72 f0 bc 7f f0 72 5e e f4
87 ¢7 13361 79 3c 58 25 c4 5d d1 cf 13 3a 1c 4f 4e e6 83 72 7a 30 19 9e b2 db 62 5a 45 3 d4 5e 94 fd 41 39 59 a5 c1
95 d6 f2 34 4e 27 €3 93 d3 19 61 0f 3d 91
Data Ascii: #;z|iv9%*3&Vtr,)19A )3iS~ !10~Z19p619MW9I7P8I<k/|IVQN=p0gl; rr*ay<X%]:ONrzObZE"A9Y4N'a=

2021-12-02 15:37:58 UTC 880 IN Data Raw: 60 d7 ab 76 bd 7a 5d ff ad ab 4f 59 d3 95 b6 fe c6 a3 5f e3 7 af ea cf 78 57 bb 4d 41 d6 d7 eb 78 e5 ba e5 4c
¢5 7b 89 96 6f 55 df 4b bb 76 6d e2 c7 6f af 8a df a7 6b 5¢ 4b 41 d7 57 4a 8d 78 43 12 89 7f 47 Oe a5 43 dc c6 1d ad 11
05 93 a4 06 f2 2a bc 2b 4c¢ 21 b4 Oc c2 59 56 68 12 bl a7 b7 d5 10 c5 a2 5e al 6b 5e a3 1b bd 6a 29 c4 b5 89 f9 3 c¢8 80
51 de 80 c6 Ob b8 b7 97 aa 70 5a €6 d5 ae 1c ba 47 a4 68 5b 81 c6 4d 46 6e a2 68 22 4f f1 1a 2a d0 44 0d 09 31 09 2b 5d
19 f9 b3 4a 49 23 Oa af b5 04 2e 85 b6 3c 7f 44 42 49 ed eb 6d fe 22 07 91 7b 6a 6e Oa 1b 97 6¢ e9 e0 9d 28 37 68 d9 8¢
e2 55 ¢8 86 d3 45 78 a3 af db cd 45 46 3b d6 28 db 5b 36 be 64 ad 08 02 76 6d 9c 14 5e f9 60 3d b7 e9 b4 5e b5 76 8f ed
bb 51 47 a4 58 e8 a2 f0 85 33 95 b1 99 60 b4 2b 58 8a
Data Ascii: "vz]OY_xWMAXL{oUKvMok\KAWJIXCGC*+LIYVh kA)QpZGh[MFnh"0O*D1+]JI#.<DBIm"{jnl(7hUEXEF;([6dvm
A =AVQGX3+X

2021-12-02 15:37:58 UTC 881 IN Data Raw: 31 24 b9 66 cc 8e 29 f0 d7 db 57 €2 22 2c 59 92 42 08 e4 7b dO 3c 6d 4c 61 bf €9 84 51 8a fe 29 eb 77 14 5f
b4 9a 14 fa 5e b7 1c c6 bd 50 a5 76 c4 ed b6 e9 e0 a6 04 76 9a f4 3d f2 6f 79 81 76 2d 5a Oe 19 cb da 25 1a 2a c2 56 12
2e ea9a 459508 d4 67 c1 dd 43 53 Oc 90 d9 f4 86 55 1a ad 14 32 2d a6 16 40 5a 4a 06 89 35 ac 5a 26 b0 49 27 29 9a
56 0f 71 15 Oe 15 Oa 4b 17 05 b8 fe 7a 04 cb 3b 46 90 64 29 8a 84 6d da 82 a0 2a 66 22 1b 6a 1b 4a 9c 5f b0 7f 5a b4 Oa
c508837032edc7e6dc2d 3905 71 ae ac 5d a0 d8 9b 10 10 45 e0 28 e0 35 a2 d9 21 73 fd 88 88 90 fc 70 dd ae c5 5d
d0 8e 65 51 6b 45 1b 53 a8 93 8b 55 d8 a5 33 48 2d a9 f6 9e 78 1f 1d 45 d7 al 9c c6 a8 ef 97 c1 4e 2d f4 de 48 78 e7 88
54 ¢3 01 dc 03 48 40 5f 20 0a 71 d7 a8 de ca 79 60 a7 a5 ca
Data Ascii: 1$f)W",YB{<mLaQ)w_"Pvv=oyv-Z%*V.EgCSU2-@ZJ5Z&I"VqKz;Fd)m*{'jJ_Zp2-9q]E(5'sp]leQKESU3H-XEN-
HXTH@_ ay’

2021-12-02 15:37:58 UTC 882 IN Data Raw: 65 94 d6 c2 b9 47 1d fO ec b1 99 07 Oe be 20 98 9d 7b e6 bb 9c 45 d9 5d 86 09 08 €0 c1 0d 66 99 39 07 75 4f
7d 48 7a fc 05 03 9c ce 21 a6 dc 14 77 87 c9 f0 4e e2 cb e0 f1 8e ff 6 77 3f 50 €9 40 93 al 48 59 21 04 57 08 25 ab b1 Ob
40 6a 03 e8 6a c7 68 92 95 4b 4d d7 49 08 8b 90 cc 04 14 26 10 48 04 04 ad 3c 30 a2 33 6¢ 46 0f a4 57 24 1d f9 06 9f 85
29 b6 25 d1 ed 03 f1 26 fa 7d ed 12 dc f8 6a a4 e0 8b aa d9 5¢ 95 f0 d2 08 fe 9c 5¢c d7 40 b6 db 23 7f 26 cc 8f 9e 45 8 2a
fa ff 31 bd 17 2a d1 1d 5b 2f 4d fa 04 6b d7 50 3d 38 el 5¢ 75 e6 10 fe 60 b1 29 13 bf fb 9f 23 71 ae ea 06 59 09 6e 64 a4
81 da 24 73 92 13 1d b9 48 73 c6 b0 6d e4 74 78 d0 d1 05 3e 89 97 fa 25 5d 5c cc 38 2b 1e 8a 93 22 1b 17 5f cc 51 17 7c
60 0f 55 02 a9 ce c2 5¢ 62 f7 43 29 29 45 7c d9
Data Ascii: eG {E]JfouO}Hz!WNwW?P@HY W% @jjihKMI&H<03IFW$)%&H\@#&E*1*[/MkP=8\u")#qYnd$sHsmtx>%]\8+"_Q)|
"U\bC))E|
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 883 IN Data Raw: 9c 7b d9 42 6e 79 ed 6a 24 96 32 05 47 96 00 97 1f b8 13 4f 59 02 f3 25 78 2a 8d 86 5c 1d cf d1 a8 f1 d0 93 e5
d1 6a 3a 5b 95 15 b0 al e6 48 1f 36 ca 12 aa ec 7b 7a 56 52 20 cc bc 68 2d 4b e4 b0 1c 2e 96 90 ab 2a c0 57 32 51 97 1e
7f cf 92 82 54 41 8d 9a 7b 8d 44 96 02 00 d7 7f 40 f4 01 3f cd 25 2f ee cd 27 1c b9 98 bf 7a e2 2a 73 54 35 4f e7 70 56 96
ffa2 c9 8c 7b 8d 60 9e 08 17 9¢ 99 37 c0 f4 10 98 81 ae e8 46 €8 69 d9 3c 89 7f 94 b3 67 14 10 30 7d e3 3c 89 4c 86 €0
le 5fe8 21 c2 64 08 ee cO 5a 9e 42 84 26 34 ed d2 97 c9 f5 d0 58 00 de a4 26 cb 9d e6 cb 13 59 4e 9e Of 17 07 4f 39 23
e3 4e ac 70 84 5e 4c 97 50 al 4f e6 cf 19 f7 61 de f7 82 48 3c 1d 4e 8e 00 ba ac c6 93 21 b8 cd 19 el 80 1b fd bl cb cf cO
db 28 74 62 1e f9 62 56 a7 Oa 80 96 8a f4 a8 1d
Data Ascii: {Bnyj$2GOY%x*\j:[H6{zVR h-K.*W2QTA{D@?%/'z*sT50pV{ 7Fi<g0}<L_!dZB&4X&YNO9#Np LPOaH<N!(tbbV

2021-12-02 15:37:58 UTC 885 IN Data Raw: 5d 9c cb b6 51 ff a8 01 77 99 a8 4b 2e 55 20 40 d8 Oc 68 f2 23 €9 df f6 85 10 9c 4c 0d a0 46 00 53 04 96 6b 99
8a dd a6 2c 5d b1 d3 9b b8 8c 45 45 2b 2b f1 49 c6 c5 fa 6f 2c 2d 51 63 72 72 15 67 49 c5 4a 51 ea 4c 1f 90 42 a9 67 59
le 74 9a 96 65 99 4a 64 7f 65 95 7c d6 a0 b6 01 04 f2 02 c0 86 el al 78 1f 3e 5b 83 4d fd b0 05 37 fb ae 6b ba be 6d 50
8b 42 44 79 8 82 15 09 41 e5 5b 26 45 b2 6a 6a 61 8e c4 10 c5 f0 e4 e4 44 6a b2 02 b8 df f3 1d 68 32 60 04 5b a9 c6 77
0d ca 56 fb f8 2d e4 2d 20 26 82
Data Ascii: JQWK.U @h#LFSk,]JEE++10,-QcrrglJQLBgYteJde|x>[M7kmPBDyA[&EjjaDjh2 [wV-- &

2021-12-02 15:37:58 UTC 885 IN Data Raw: 07 ff 06 d8 4d a0 d9 76 7f e7 37 21 61 c3 f6 a6 81 €3 3a 81 15 70 67 29 46 €9 23 ce d2 ac 39 ab 63 9b d4 86
7e 00 35 b5 2c ec 55 59 el 32 de 8a 3d c9 15 f0 Oc f2 c6 ¢7 87 €9 c2 92 41 60 1d 4a cc 00 1a ab fa 61 9b 02 ee 02 60 b5
07 9b 02 ae 5d 8d 8f 7e 7c 59 97 55 4c fe 90 94 15 93 67 91 48 0d fO 16 2b ff f0 a9 d1 c6 ad 61 18 34 30 79 Oa 9a 2a 90
de 6d d2 06 dd 97 31 59 c6 cf 49 46 58 b5 02 3c 92 92 6b a7 cc ab a4 c5 38 f8 11 19 65 2b ee cc 27 ce 8a 18 61 29 8 40
Oc 1b 11 81 94 a4 14 cf 14 f2 51 09 ed 12 78 8f 89 cc 95 8¢ 55 08 85 92 9f 62 55 e3 6a ae 17 3¢ 26 12 63 7b 40 04 12 6f
€322 6b 76 dc f8 fe 98 6¢ 81 14 32 2¢ 56 31 79 61 c5 e3 ba 58 ed 7e 47 b0 48 5¢ el 9f 24 c5 8e eb 73 20 83 13 be 03 99
b7 2b 92 c6 79 2c ad 47 84 5d 9d c7 e7 a4 24 0d 33 c9 24
Data Ascii: Mv7!a:pg)F#9c~5,UY2=A"Ja’]~|YULgH+a40y*m1YIFX<k8e+'a) @ QxUbUj<&c{@0"kvI2,V1yaX~GH\$s +y,G]$3$

2021-12-02 15:37:58 UTC 886 IN Data Raw: ea 62 bb 11 02 36 9f 32 9b b6 03 56 83 b8 71 d4 31 47 1b b2 {7 19 64 3d 20 bc 47 c7 08 a6 f4 84 df e4 bf f5 84
48 dd fc 6f 37 20 72 1d df 09 50 1c 5d 03 55 08 79 8¢ 62 a4 34 d3 92 f6 88 76 d7 75 0d 74 dc 7e 00 16 63 82 80 52 8d 6b
04 2b 78 ad €9 52 d2 c4 b3 1b a0 96 7a 96 15 a0 ac 22 a2 fc 80 2a 2e 9a 6f 1b e4 fc 44 c2 6d 03 a2 d5 5e 7a 28 19 Oe 26
be 6d 18 18 ab 52 10 2d 12 7e d1 5f 08 e8 aa 03 72 97 d7 23 7c 13 54 b9 35 23 7a 86 75 €3 72 d7 57 21 44 b2 4d dd 08
70 0a dO Oe 27 94 ca e6 21 d4 3b 10 el 9a f8 72 6¢ 68 d5 9d 15 ab c9 3c 7a 9c 06 af 1f e2 ba 19 d4 b5 3a 9c 8d d4 a4 1f
5d 85 64 8e a8 50 9e Ob fa cc f9 3e 6a 2f 08 b5 52 0f 22 2e b1 6¢ d2 3a 93 Oe 3 Oc 84 14 12 8a 02 0a e0 31 0a 87 2b cc
aad5 ad f3 c9 db b6 el db ef b5 61 82 d7 ae 60 a6 34 dd
Data Ascii: b62Vq1Gd= GHo7 rP]Uyb4vut~cRk+xRz"*.oDm"z(&mR-~_r#|T5#zurW!DMp'l;rh<z:]dP>j/R".l:1+a’4

2021-12-02 15:37:58 UTC 887 IN Data Raw: b7 82 f9 70 00 aa 70 7d 3d b8 18 68 6¢ a2 bb 8d d3 €9 ea 0f a6 bd 70 d2 e7 9e 3a 1f 4c 6e 42 5d 2a ea 2e 7c
75 ba ce 07 c3 a8 2e 2f Ob 64 f6 50 03 3e ba 41 99 4e 51 ad a3 03 e4 35 9d b1 4e c5 30 54 €9 97 fa f6 97 4e 72 74 a5 96
785 9d 19 9d e4 24 e2 05 56 73 6e dd bd a6 4e 41 87 b8 ee 8d a6 2e f1 3a d5 94 5a aa 61 e7 9d Oa 74 f8 a0 bb b1 e8 54
309d 23 53 d5 6a a8 eb b9 74 3a 6a 3e 74 36 bf 58 8¢ 26 8b 88 13 1b 35 1c d5 17 04 3a 15 f1 f8 1le dd 46 2a 11 d6 bc Oc
dd a9 e4 3c 0a 67 73 60 15 27 7c 91 a6 ea aa 37 cb 9d aa 00 15 6a 50 eb 5e 14 eb d4 00 e2 fa 17 54 1f e4 69 17 78 e9 de
d7 d3 a9 13 f8 f5 4e 5d d5 dc 4f 76 eb 39 9f 44 d1 2f 2a 98 €9 5e 98 ef 56 a2 2b ce 9a 77 16 df 51 30 81 af d4 83 a8 77 a4
dd 2a fe 12 4d ae 54 42 a0 99 6¢ 75 ab e8 40 08 dd eb
Data Ascii: pp}=hlp:LnBJ*.|u./dP>ANQ5NOTNrtx$VsnNA.:ZatTO#S;jt:j>t6 X&5:F*<gs ™| 7jPATixN]JOvID/*V+wQOw*MTBlu@

2021-12-02 15:37:58 UTC 889 IN Data Raw: c0 aa 59 67 15 f8 cf e0 b4 12 ae 90 ac f6 ¢8 0d 58 8e f5 ¢9 16 1d 72 01 b9 ad a8 c0 d8 ¢3 45 21 7c b1 b5 7c b0
ec 93 0f f1 57 45 fe 32 e7 67 f9 8b b9 fa 0d 89 6f 83 d4 22 58 el bd 32 41 49 c9 7a 95 68 d3 e7 88 5a d8 9a 2b c2 Oe 1f al
07 53 38 01 86 Oc 4c a3 f3 22 68 b3 ce 67 21 1e el f8 4b a9 00 30 44 00 d7 6d Ob a5 00 Oa 89 bf fe 3¢ 06 32 7 {7 fa 40 e7
€9 78 {7 f3 a7 2f d7 f3 4f bb 57 17 17 37 8b db 17 b2 f3 ab f8 13 d9 b6 88 66 e7 d5 fc f2 fd d5 97 db 9b bb 5f 65 73 19 1b
53 74 ¢c6 24 f4 9a 63 63 e7 56 8f 0d 26 a7 85 0a 08 Oe 47 07 dd 41 ff df e5 e8 ee ee 57 f5 57 6f d1 41 32 7f 1f e9 c9 bb ab
cb ¢5 0f d9 f9 ef 77 17 8b 3f 7e dO ce bf cf 2f ff f7 07 6d 7d 75 fb 61 71 fd 83 f6 be 6b 94 c5 18 88 8a 84 04 53 a2 20 7e 28
04 1f 74 63 63 2a 97 d6 af f6 €9 10
Data Ascii: YgXIE!||WE2go"X2AIzhZ+S8L"hg!KODm<2@x/OW7f_esSt$ccV&GAWWOA2w?~/m}uagkS ~(tcc*

2021-12-02 15:37:58 UTC 890 IN Data Raw: 56 a8 aa 03 ee 81 91 45 70 42 98 62 c3 c2 47 db 20 7b b0 8e b7 c2 c1 48 99 82 17 c1 16 aa 59 5e 66 c4 c6 c8
5d 54 23 31 28 10 b0 08 6e 13 39 73 28 e0 e2 13 13 6 51 87 8¢ eb 01 38 b8 a4 e5 e9 47 47 57 31 5e ac 4a 28 d1 1c 33
01 1c b6 74 c8 d4 e6 67 2a d2 04 8a 66 a5 d8 32 79 2c ac 98 36 db e6 a6 da 7d 85 37 4a 6b 04 8¢ 78 d1 6f 98 €0 60 7d ch
9f 82 a0 €9 5a 43 8d 80 12 65 da f9 35 62 39 17 f0 ec 31 fd ff 35 Od fe b6 bf ch 28 e8 fa fe fd 96 2d fb db eb ab 2f a7 9f 16
37 1f ae ae 6e 9b d6 bd 55 a0 9d bl c1 6b 75 al 21 10 57 de 39 08 81 83 b0 92 f7 05 b4 88 8d b2 b9 c8 64 85 04 36 1a 1f
ed ac ad c6 55 6¢ 08 b2 2a ba f2 4d 87 87 0c 59 db 74 7a d5 8b 50 bd 05 03 a3 7d b0 85 Oe ca 16 99 5a 6e 8d 95 9c a7 de
7c 65 78 64 db b9 a6 36 f4 61 52 ed c5 ea Oa 2c ef 6d
Data Ascii: VEpBbG {HYA]T#1(n9s(Q8GGW1(3tg*f2y,6}7Jkx0"}ZCe5b915(-/7nUku!W9d6UI*MYtzP}Zn|exd6aR,m

2021-12-02 15:37:58 UTC 891 IN Data Raw: b0 21 7e 9c c1 65 87 2d 71 62 84 43 eb a4 14 83 6¢ cb 43 dd a0 d8 22 5d f1 11 75 6d 36 d9 7c d9 34 f2 56 5a
69 3c e4 cd 5a 43 7e ed 40 33 d7 88 39 {3 7c 57 84 a2 85 97 36 68 11 94 57 1a 4c 31 ff cO fa 46 €6 83 06 bf 8 b5 05 1e a4
2e 80 df 2 a4 b4 42 54 d6 63 dd a3 fa 0d 51 3d b5 77 4e 14 d5 00 8d 00 c1 85 1f 5d 18 5e 84 cc aa de €2 28 bl cd 98 b9
08 7e f3 49 7c 3a b5 be 66 a4 a5 46 3e 54 45 6b 50 3a 19 3¢ 1c 20 78 5f ac 1b ff {9 d6 63 35 0d 0a 52 89 00 2e b7 a8 e2
17 5b 3d 9 ¢3 3f €6 4b 67 6d b3 55 5d 2c 13 cc 50 60 b4 e2 b4 c2 9d 4c b2 a2 01 ae 24 €9 7f €8 05 23 9d 93 €3 c1 2e 63
b7 11 e3 e3 b8 d4 53 44 42 Oc 2e a9 32 ed e2 d8 92 98 72 8d a5 07 3b cb b8 3a db 82 a3 a8 69 b2 03 2a 30 a5 59 2e 86
67 d1 7 b8 aa 40 df 1c d3 d6 da 37 39 75 b3 4d 67 d 1d
Data Ascii: 1~e-qbCIC"JumB|4VZi<ZC~@39|WBEhWL1F. BTcQ=wN]*(~I|:fF>TEKP:< x_c5R.[=?KgmU],P°L$#.cSDB.2r
;i*0Y.g@79uMg

2021-12-02 15:37:58 UTC 892 IN Data Raw: 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00
00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 76 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5b 6d 73 db b8 11 fe 2b ac 9b 0f 77 1d
c7 06 08 be 21 ed f5 46 91 68 5b b5 2d b9 12 e5 4c 3a 99 d1 e8 cd 96 26 96 e4 ea e5 7a 6e c6 ff bd 0f 08 80 a4 b5 a0 ee
ae d3 de 97 84 96 b8 8b c5 be 3e bb 80 be 9d 70 c6 13 99 04 61 c4 83 24 09 7d 16 2 f8 e4 83 {7 ed 64 39 db 6e 47 8f 33
3c 9f b4 be ec f9 6¢ 36 5e 3d 7a f3 2f 7b ¢6 66 93 d5 fc e4 5 d4 3b el 3e 17 32 8¢ 65 e2 c7 be 48 e2 50 fa ec 90 34 db 80
82 8f 99 e2 30 9d 6a Oe e0 25 9e bd 55 ce 8a ad bd ed 68 ef a9 97 38 cf 3f f1 5f bc a5 7a 78 08 bc 9d 7a 77 24 2a df 3e 8¢
c0 62 95 f3 18 85 3b f5 22 1e 38 3e 9b e4 6¢ €3
Data Ascii: PK)Q_locales/viimessages.json[ms+w!Fh[-L:&zn>pa$}dInG3<I6”=z/{f;>2eHP40j%Uh8?_zxzw$*>b;"8>|

2021-12-02 15:37:58 UTC 894 IN Data Raw: 35 a7 3b cd e2 61 6a 54 32 92 2b 23 8e c6 39 c0 1b 66 0d c8 f3 54 ec d2 80 ae 09 75 2c 6f 9b 2f 35 2d c1 6d
119b 93 d2 cf 75 7a 54 78 a3 48 2f 4b 6d 91 85 41 7f 1a 08 2e 56 36 86 cb 05 0a db 79 e3 d1 5a b3 9c 8a a5 97 ff ff 90 fb
7e 2e €399 77 47 82 c9 82 f3 17 a7 74 5b 83 28 4b 08 54 1a 06 30 ab 56 41 13 13 22 9a c1 03 d7 4a 99 f2 42 d9 8f Ob 8d
1 9f f5 37 23 08 b2 33 16 59 b9 cc 7d e6 dd d6 28 c3 2c 65 21 9f ef 50 8f d5 f1 a9 da 87 52 b2 06 cd 78 25 d7 cc 43 a8 ff
87 0b a2 69 19 bd e4 09 1c 94 e3 3d 98 5a fb 9e 56 77 ce {7 4e 6d 19 47 5f 6b Ob c2 d1 51 35 d6 b9 92 cc 76 b6 46 2d f3
f2d5a5 75 ba c2 6d f4 fb 79 fb a3 83 33 58 9c 79 39 d4 1d 73 5b 46 73 1e 47 52 64 61 d5 d3 52 Ob a5 fc 53 al 0d a9 7c
7c 53 30 36 €0 96 60 69 ea 03 8e 5 a8 4b ee 6d ab
Data Ascii: 5;a]T2+#9fTu,0/5-muzTxH/KmA.V6yZ~.wGt[(KTOVA"IB7#3Y}(,e!PRx%Ci=ZVWNmMG_kQ5vF-umy3Xy9s[FsG
RdaRS||S06"iKm
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 895 IN Data Raw: 97 ca 13 ad 9d 96 6b 54 4 df f9 99 el a2 ec 01 Oe a5 35 d5 dO 84 af 04 a6 47 8f a6 fa 55 d4 33 74 6d 47 e6 8f
36 b7 3f e8 f0 8d 39 dc 19 f1 cf 50 86 el 24 Oc ce 46 bd 6b ed 44 c7 €3 03 6b 16 a9 ca 54 bf 0a 56 f8 59 ef ee c5 43 9f 55
€0 d7 Oa Oa 3f b3 b2 24 91 6a ae 14 38 e3 e8 29 c8 36 8a 3a 59 45 af bf 5¢ 33 2b 47 7c bf a5 7a fe 7f 90 2e dd e5 af 04 ba
3621 c0d6 027537 66 71 ac 06 c8 78 a0 27 f8 36 57 17 3d 8f 2e b3 71 ac e0 75 c8 el 27 01 0f 50 b8 eb 86 e2 d5 73 9e
8a 6b cf 62 72 26 92 b7 15 8f 8b 91 2d 65 6f 27 44 d3 fd 8b 9d 5a da 11 c9 88 57 df 99 4a Ob c5 e2 c4 07 3e 11 3c f2 51
48 03 1le c5 14 26 b9 71 6f 0d da 2d 41 6e 19 c9 08 73 00 82 ef 34 93 82 e2 83 7 9f 06 97 57 ff 2e 98 87 f8 €3 7b 23 54
1cc5 7e e0 03 bf 01 af 0Oa 24 7e d2 e4 76 88 fb
Data Ascii: KT5GU3tmG6?9P$FKDKTVYCU?$8)6:YE\3+G|z.6!u7fgx'6W=.qu'Pskbr&-eo'DZWJ><QH&qo-Ans4W {#T~$~v

2021-12-02 15:37:58 UTC 896 IN Data Raw: d8 €9 fa 75 24 af 3a Oe cf eb f9 5¢ f4 d2 f4 1f b4 98 b9 7e d1 54 cf ¢4 95 9c 1d 97 b1 8f 30 e8 c1 56 74 23 f4 e4
be 9e c5 df d2 de 35 05 04 8e 29 5a 3d 8b 9a 0a el ba 59 73 84 89 a3 42 b8 8e 53 eb 39 68 68 42 cb 2e fd b5 d1 11 1e
19 f0 26 7559 d7 59 71 3d 93 41 e7 53 23 6b 5e b9 9c cc 75 96 €5 62 f4 b9 3b 40 87 de €9 7f 72 84 8f €3 96 79 85 c5 55
a3 7309 e8326¢ 77 1a 08 9b 7b 22 81 6b 76 ee 24 bf 47 b4 51 e8 e4 b8 d6 €6 a0 36 1d 00 6d 15 €9 29 b3 83 3a 6b 67
37990 04 86 3 27 1a 15 62 dd 16 a2 65 31 80 al d9 b8 53 59 8¢ ec c0 71 6d a3 e0 02 88 4a d4 e5 38 a5 b0 ef df 35 06
7d 42 e0 ba 7f 5f 10 dc 34 68 fa 72 fc 6a c1 be df 4f 53 52 9e 5d c3 42 fb fe a0 e3 da 82 6b 38 6f 29 ee bb 37 83 5b 42 el
fa a5 dc eb eb 7f 00 50 4b 07 08 99 e0 54 92 fd Of 00
Data Ascii: u$:\~TOVt#5)Z=YsBSOhhB.&uYYq=AS#k ub; @ryUs2Iw{"kv$GQ6m):kg7'be1SYqmJI85}B_4hrjOSR]Bk80)7[
BPKT

2021-12-02 15:37:58 UTC 898 IN Data Raw: 01 7c db a7 Ob 01 74 f4 85 Ob a8 58 05 d0 38 30 8b d1 15 42 c4 c2 46 51 46 21 ae bc b5 12 Ob 2a 84 12 90 e4
64 d6 56 25 78 ef 8a 2c 42 ac 88 e6 a6 70 Ob 1le bf 03 d3 6¢ ab 51 05 04 9a f3 40 6a 51 c0 3e 7a b0 6¢ a4 da 6f 2c 15 4f
b7 36 3a c9 2b 94 6a 49 ea 5c c0 fd cO ee e2 19 48 92 8¢ 46 3a c9 02 fb 47 f5 0d e4 4d c6 4e 28 9a b0 b6 11 66 93 64 8c
96 42 e3 2d e0 09 42 29 ac 98 79 4f 4a a8 9d 85 €9 29 c4 95 c7 5f d2 c2 c0 21 a8 5¢ a6 e5 3b eb 50 45 19 2d 50 a2 03 48
8483 a9 cl 23 2c e7 43 67 14 c5 c0 da 10 9b 12 55 4d 6f 6e 6¢ ¢7 9a 8¢ d3 22 92 09 1f 2d Of ae 65 bc 5d c7 5f 42 02 cf ee
4d 64 b8 a2 10 41 12 4c 48 8e 18 04 6b 35 69 7 b6 3 42 f2 2b 76 5a 75 11 99 de 61 65 4d 6f 52 82 56 a6 e5 ba f3 97 95
b4 1a 60 11 ee ea a6 26 e2 24 52 6a 14 76 47 79 9a 2d
Data Ascii: [tX80BFQF!*dV%x,BplQ@jQ>zlo,06:+jl\HF:GMN(fdB-B)y0J)_!\;PE-PH#,CgUMonl"-e]_BMdALHK5iB+vZ
uaeMoRV &$RjvGy-

2021-12-02 15:37:58 UTC 899 IN Data Raw: 9c a2 02 a4 7a 4d ae 72 d1 ef 14 dc dO 5e ed 98 de cb 2c 16 8f ae f7 96 e3 2d 4d 9b 51 c4 3c 4d 67 ad ca 52 fd
cf 11 7c 4d ea de 92 90 a6 €9 bc d4 06 ec Ob al 65 b8 39 50 8b ef bl fa a6 74 42 22 91 c9 9a 40 e6 2f 22 67 1d 2c 68 7f
f4 5c 2d df d1 1f 37 56 b3 ¢6 03 88 c¢1 79 0a 00 20 b0 01 38 c8 44 €0 86 68 7a 4a 49 df 6¢ 12 e0 5b 5b 68 60 4a 00 €9 92
60 d5 82 71 de 21 39 a4 72 4b 53 eb 24 1f 80 f1 4e a9 00 b8 47 5¢ 7a f4 90 9c 23 6d a4 7d ba 8a a5 02 2c 9c fa ¢3 9a ce
1f 00 90 22 02 96 39 20 4a db 46 46 76 b7 Ob e2 c4 29 fa 07 31 7d 5¢ 69 2b 7c 44 87 a4 41 37 45 75 dO c4 f7 90 2d 75 05
fd a9 ac 35 ba €9 ¢8 52 bf f7 1b 62 ba a9 77 4d 9d 67 db cb 1d f4 63 07 1d 5d 24 57 ba 8e 35 e7 40 7f 6b 4a d0 1d b4 00
d4 d7 00 eb d1 14 Oc 8e 65 Oe 06 2d ae 40 bc 21 0d 05
Data Ascii: zZMr",-MQ<MgR|Me9PtB"@/"g,h\-7Vy 8DhzJIl[[h*J" q!9rKS$NG\z#m},"9 JFFv)1]\i+|DA7Eu-uSRbwMgc
$W5@kJe-@!

2021-12-02 15:37:58 UTC 900 IN Data Raw: 55 ce cf b0 ab 6¢ 3b cc ¢7 9f 2f 28 99 cd b2 0a c6 b0 fb 61 05 d7 d3 09 a8 c2 c5 c5 e4 7c c2 d8 84 3b a7 e4 74
9d 4e 16 27 €3 f9 29 79 ea 6¢ 32 bf 1c 73 a9 ¢8 9d 97 73 ba ce 26 d3 32 c2 ch 0a 99 3d 65 8a 0f 37 8b €3 14 45 1d 03 45
9e €9 9f 39 15 d3 71 4e bf f2 af f4 38 ¢9 d9 db 1c e2 3 4f 8b 38 c9 79 49 00 cb ec 9b 3b f4 €5 14 Oc 88 73 1f 82 0d 89 c7
54 cb b0 94 el e8 83 0a b8 fa cO 9d ae Oc 2a 58 5c 23 53 73 34 e4 fa 2d 4e 47 e4 43 af af cf 57 b3 f9 aa 24 62 93 87 63 fe
81 c5 a0 22 8a ef d9 4d 99 13 61 e6 Ob f6 41 25 67 e5 78 79 8d 5a 45 84 af 64 50 37 3f 63 1f 54 85 52 91 07 35 {7 5d dd
a0 06 10 d7 bf 01 7d 90 a7 43 c5 8b fb f2 91 53 97 ea d7 Ob b8 ca 9c d2 Oe eb 39 9b 97 e5 3f f2 62 c6 fd 8f 87 61 25 1c 38
33 5f 80 be a0 60 Oe 5f e5 1b c9 0f 8d 87 55
Data Ascii: Ul;/(al;tN")yl2ss&2=e7EE9qN8O8yI;sT*X\#Ss4-NGCW$hc"MaA%gxyZEdP72cTR5]}CS9?ba%83_"_U

2021-12-02 15:37:58 UTC 901 IN Data Raw: 76 3b fa 9b fO 7f e8 2b ed b9 64 5e 33 e7 84 f2 82 f3 4c ¢5 d1 92 3¢ 63 36 ¢8 ¢3 28 e3 15 2a 2f f2 19 95 c0 3a
€6 a5 la ca cf 58 88 8d 50 48 29 53 ea 2d 79 d9 37 al 06 b2 90 58 54 49 cb 90 76 ac 2a 43 7d aa bb 44 44 c5 b0 a3 7f c7
2f 0d 55 21 5f 6e 54 ff 97 ae de 69 b9 a5 {7 30 23 9f 06 f1 4d fc 61 44 16 28 33 3a ac 01 d6 34 0d e5 b6 da 04 55 b1 38 06
85 62 4b e5 7d ab c8 1c 2b Oe cd a4 a2 d9 15 56 2a ef 9d 43 Oe 43 e8 f0 f9 e8 28 el el 26 e6 81 Oa da 08 01 47 25 d8 f6
5 0a f1 31 3d 9d 22 40 56 cb 9f be 7c 7a b8 2d 3f fd 74 b3 dd de 35 7 bf f0 d1 af ec eb cb f2 f3 fb 9b 87 fb bb 6f bf f2 af 78
01 e2 63 f4 75 be 38 1f cf a6 7f 2f 16 df 46 64 91 Oc 70 a4 ea d1 fe 59 91 7f 56 2b 17 5¢ d6 90 f5 9e 9b 11 27 3f 35 e4 f9 9¢
9a 9b fb Of cd ed 0f 6a fa d3 a3 9a
Data Ascii: v;+d"3L<c6(*/:XPH)S-y7XTIv*C}DD/U!_nTi0#MaD(3:4U8bK}+V*CC(&G%1="@V|z-?t50xcu8/FdpYV+\'"?5j

2021-12-02 15:37:58 UTC 903 IN Data Raw: 78 ae 48 f6 46 39 46 06 c0 02 84 b5 f2 56 6b 9a 22 81 87 70 22 62 59 Oe ed 89 56 00 7c 24 1a 87 97 93 51 68
19 5d 37 7b dc 31 7e 2d 41 9d 61 8f 03 8b 06 7d 04 €3 4c 42 f4 ea b4 6d 70 Oe c¢7 3d 7d 5¢ 8b al 11 d1 2f 10 b5 37 1f 7f
3e fb 38 ea cf 1c €3 db 94 62 Oc b6 83 fe 63 dd 16 dd 43 a6 e5 39 84 a0 3d 48 6a 45 d3 a7 58 82 bc d3 4d Oe 36 77 40 a4
15 de 05 42 86 ff 22 da c1 59 33 2f 6a 31 2d 30 97 fd fc 32 d7 04 f7 09 65 9c ce b5 53 cb 7e c2 1c bl a4 d6 Oc a3 99 54 b0
93 be a2 4f 83 98 db d7 d5 56 03 6e 08 99 aa ca 3f ef 3c 49 14 bd 1b Oe c4 c9 6f 6f c5 €8 17 c0 cf 51 3e c1 cf d1 ce f8 cc
e4 b8 5f 3a 35 a3 08 e9 a0 b7 a3 a8 44 d9 f6 a5 ef 69 54 6d 3c 7c 28 bd 85 53 1d 43 53 23 32 15 3e 1f b0 08 be b3 cb a8
c4 02 cab0 21 c4 3b e0 08 ac 36 e7 8a e8 7a 13 c0
Data Ascii: XHF9FVK"p"bYV|$Qh]7{1~-Aa}LBmp=}V7>8bcCI=HJEXMEW@B"Y3/j1-02eS~TOVn?<l00Q>_:5DiTm<|(SCS#
2>1,6z

2021-12-02 15:37:58 UTC 904 IN Data Raw: 36 7a c3 2a 16 c5 df ae a7 8b 22 71 4d ae ¢7 1c d6 b2 7a 7b 55 3c b2 dd €9 e0 28 51 75 39 5d 2c e6 8b €9 ec
bc 8b dd f5 f2 fa 05 f9 08 5f 25 61 9c 01 e6 44 el ac 58 bd 99 2f 5e 21 8e ce ce 8a 05 85 e3 9b €9 d9 34 f1 77 86 a3 0d aa
1a 5a 60 ee de df a0 92 e5 8 b2 ¢8 9a 92 9b e6 0d 6a 79 43 7b b6 be 3a 4d 5¢c 93 22 68 aa 63 7e 2¢ 95 3b el 4e c4 ae 16
d3 d7 e3 d3 b7 eb c9 78 35 5e 5f 2f ¢7 e7 45 26 9d 92 53 €6 44 cd 92 68 4d be b8 e4 e0 26 2f 7f 31 3f 4f ca 63 a6 61 ca 08
af ae af d6 af a7 cb e9 8b 69 08 b2 c1 2d cd dc db 4b b5 cd cf 56 6f c6 8b el c8 cf el 5f a2 e5 7a f6 6a 36 7f 93 c8 e6 9a
d4 44 6 f5 74 52 0c 57 fb Oc 2b 19 dO b0 bc 9c cf 57 2f 67 c5 32 f1 6a ee 32 68 a2 e4 6d 91 82 55 e6 36 4a 90 5b 9e af cf
50 90 11 bd ab 39 b0 66 99 94 af dc 31 5d 27
Data Ascii: 62*"qMz{U<(Qu9],_%aDX/N4wZ jyC{:M\"hc~,;Nx5"_/E&SDhM&/1?0cai-KVo_zj6DtRW+W/g2j2hmU6J[P9f1]'

2021-12-02 15:37:58 UTC 905 IN Data Raw: 3a 8b e9 25 ed 5f 91 bb 5e 67 96 5d 8f a3 24 73 {7 b6 3e df 5f 7d 9e 7f be ec 7d {7 64 4f d0 60 fd 96 b3 2c¢ d2 ac
3f 2c b2 d4 ae 6d bd 5 9d 39 37 e3 6¢ 97 9f 7f be bc 78 dd 91 af 87 fd 3b 37 3 fc 2c 48 db 61 42 bf d6 6a 13 4e b1 86 6e
ea ad cb 3d ba 8e 14 f4 14 cb f1 38 Oc a3 87 87 24 06 1c c9 1a db 07 01 7d fa 99 5e 3c 3c 9c f3 df db 9d 9d 68 6b 58 cc 17
51 91 a0 df 5b 5d 72 3f 90 fb ea c8 45 75 86 c5 d6 05 03 13 c3 45 a4 d7 ba 04 97 18 80 b9 7f 18 ¢6 f4 Of 2d 32 35 ba 45
bd 57 1a 3f 9a cd a2 3b ea d4 5e 4c 3d el a8 33 5¢ 64 13 cf 9a 89 1b 89 58 a4 12 be 12 8c 3b f2 e8 cf 11 66 83 cd cf b9
07 cf b9 9e 4d 17 53 34 42 8b 17 e6 3b 3b 7a c0 ea a9 88 26 fa 4b d4 19 44 f3 8b 55 f1 66 36 bd ce 08 59 b8 39 0d 39 ee
10 b0 8d dd 54 44 57 79 4f e4 22 52 07 ¢4 ac
Data Ascii: :%_~g]$s>_}}dO",?,m97Ix;7,HaBjNn=8$}"<<hkXQ[]r?EUE-25EW?;".=3\dX;fMS4B;;z&KDUf6 YOI TDWyO"'R
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 906 IN Data Raw: 83 4e bc ec f7 b3 99 27 5a f4 f3 6e 41 3c 58 7f 9e 2d 84 c1 64 35 d2 c1 4d 1e 73 15 6a 18 f0 43 47 1b 27 5b 23
23 74 62 15 72 65 ab 2f 55 63 2e 3e 97 b3 26 04 41 5¢ 73 b6 a8 bf a6 3d 2b 81 56 c3 a6 ec c7 dd af Of €9 58 22 e9 8d 35
78 cd 94 77 e3 b5 e4 4f 36 5e 4b b2 fb f8 52 45 16 8b 5a 1b 80 a6 53 ba 72 6¢ 3 ad 34 ec €9 72 96 64 22 b2 c5 f0 09 88
8e bb 77 f5 eb 1e e4 6f 8f 50 2a b1 6d 9d 71 34 5f 9c e3 dc 01 5f e9 df 22 ae cf 77 3c 8d bf 35 d2 ab a8 27 ee 81 8d 7c ea
92 fe 59 7b 6b 29 91 96 ec 72 79 €0 ab 2c f4 ba 25 51 e7 55 4f Oc e8 Of 1d el 28 21 c9 bd 9b 42 27 83 13 2f 71 06 51 be
18 02 72 23 50 58 d4 3a ae 62 85 45 e4 30 32 89 a8 48 5¢ f9 32 a4 0Of 3f 53 f1 ae 16 49 c2 7d ff 9a 68 85 el 44 23 10 02
€7 60 34 b0 83 44 bd 35 aa bb 4a 7a eb 06 6¢ 11 97
Data Ascii: N'ZnA<X-d5MsjCG'[##tbre/Uc.>&A\s=+VX"5xwO6"KREZSrl4rd"woP*mg4__"w<5'|Y{k)ry,%QUO(!B'/qQr
#PX:bEO2H\2?S1thD# 4D5JzI

2021-12-02 15:37:58 UTC 908 IN Data Raw: 52 00 cc 9a b1 59 44 5a 37 el 7c fe ec ¢3 be d8 73 3c d9 65 46 5d 66 4d 5d b6 d0 e4 49 d6 75 b3 8e 34 fc 3e
1b 86 4a 57 4a Ob 9e 0a 47 be dd 4d 89 6f 17 a0 fe 49 97 ce 1a 31 19 82 16 d0 7f c6 d2 08 c9 64 1d b6 9e ba 8e 31 61 fb
5b e9 70 1le c5 63 3a fl 5b d1 72 31 25 ac 39 4c b6 e2 e9 74 41 0d 46 d7 9d ad 43 69 14 ff 69 8b cd 65 c9 74 4c 6¢ 4a 3a
24 5¢ 96 cd b7 88 5a 65 b7 8b ac 98 d3 32 88 2d 4d 9d 3b 30 ¢3 62 65 3a 83 59 d6 a7 d7 54 b2 98 2e b6 18 21 77 1c 9b
lac4 a9 26 32 cf 09 bd 12 01 4e 69 ef a0 a6 78 e3 de eb 69 12 0f ba d6 18 2a 09 2d c6 45 12 11 e6 el 09 d3 fd 2e d7 d8
33891 0803 1d ee 92 69 e8 3a fa 97 e3 33 15 0a 4a 71 27 c6 6¢ af 53 47 24 25 8¢ 1f ee d1 a9 1d 2f 2a 70 ff 13 de e5
78 e7 05 eb 18 02 09 21 aa b8 b3 2c e6 83 61 7f el 5e 39 4f
Data Ascii: RYDZ7|s<eF]fM]lu4>JWJGMolldla[pc:[r1%9LtAFCiietLI1J:$\Ze2-M;0be: Y T.Iw&2Nixi*-E.3i:3Jq'ISG$%/*px!,a”
90

2021-12-02 15:37:58 UTC 909 IN Data Raw: 9a c5 6¢ 3a 1e ab a2 e5 63 73 f1 94 16 98 36 ed 26 53 a5 6b 2c a7 63 be 73 d3 4a f0 7c a4 ac f9 2e 87 41 cO
e2 1f 0b 82 92 0a 60 9c 1a bb 80 bd €9 eb 60 b0 b3 73 ec Oe 2c 88 86 aa a0 3c 44 b3 92 ee 49 75 bb 66 c1 35 11 21 €9
52 58 9e 74 10 34 a5 79 3d ed 85 90 32 8d 45 f9 b9 36 28 a7 ac 4a 46 33 7 6b 61 29 a8 d3 52 53 49 07 bd fa ea c0 2b 5b
34 08 a5 42 4b 5e d8 22 29 94 19 51 22 85 4a 66 a8 88 cf 86 3e 11 08 89 0a 99 d9 6e 28 1c 5b 36 93 8d c9 2a 4d ab 74
04 8b e5 b9 da 3f a4 81 95 c6 fd 8a 3d 3e d5 14 4f 9f a7 d8 5e cd e3 a8 62 61 81 de ff ¢3 f5 b5 61 a8 4a 1d 44 22 59 c1 c8
e8 d9 f4 88 Of a4 5d 05 ce 12 ff 59 75 f1 c¢8 d2 8a 4e 58 91 d2 67 4a 00 3b 9b 45 39 b3 94 20 35 57 6¢ b7 9e 26 92 {7 96
bb 9a 2a 9d df c9 60 38 4e 5d 5d 5d c9 24 2e c1 e3 0d b8 76
Data Ascii: l:cs6&Sk,csJ|.A™'s,<DIuf5!RXt4y=2E6(JF3ka)RSI+[4BK ") Q"If>n([6*Mt?=>0"baaJD"Y]YuNXgJ;E9 5WI&* 8N]]
1$.v

2021-12-02 15:37:58 UTC 910 IN Data Raw: f1 fb ae 55 2c 4a d3 3f 1c Oa d1 8c 67 0d 05 f5 30 6¢ 95 6d 05 b4 69 63 7e 89 af e2 2a 07 0Of 3f 9e 51 7a c5 ce
dO c4 2a 58 86 e3 d7 15 69 cb e0 0f d6 el 10 d6 98 3f 93 dc fe 9b 19 13 c9 cc 2a 52 06 7a 74 d2 5a al b5 66 aa e8 c8 5f
a5 0f 0f 09 3b ee 5 c0 5f 4a 78 f7 {7 25 d1 ¢3 11 ff 4a ac c1 70 32 c9 d2 al 14 dd af a3 9c 25 fa cb c5 94 58 f1 d4 8 3f 27
24 df 4d af cf 1b 4a 06 8f 7f b2 87 fb cd 6e c2 16 c2 0a b8 1d eb 23 78 94 da 2b 97 75 65 7d a9 1f 4d 08 27 62 95 9a ba d6
0d 6f 2c 18 1b ce bf 39 18 b9 7e 03 92 7e e6 d7 59 32 8c c6 2f 98 1f 99 7d 9c 41 3a 99 3d 3c 5c 64 c1 c1 61 c6 56 4f 92 eb
69 8d 8c 14 3f 22 34 39 22 64 82 a8 a5 3f 18 99 4b 34 66 00 fb 80 48 af 46 c4 37 ae 49 38 82 bd a2 54 27 59 fc ce 45 66
4 f9 5a 35 6¢ 3b f4 bc 31 9f 25 72 03 32
Data Ascii: U,J?g0Imic~*?Qz*Xi?*RztZf_;_JIx%Jp2%X?'$MIn#x+ue}M'bo,9~~Y2/}A:=<\daVOi?"49"d?KAFHF7I8T'Y
EfZ51;1%r2

2021-12-02 15:37:58 UTC 912 IN Data Raw: 2b 4a aa 26 ¢9 95 4d f1 11 90 98 30 93 10 24 1b 1c b6 74 33 30 84 3e b5 fc d2 2d ea cf 06 b8 fb 27 c0 53 39 b6
39 02 87 bb 5e 8b 45 58 74 cc 4a 85 03 b7 a8 f9 87 ff 4e Ob 35 57 3e 18 b0 ea 8d 8d 63 89 cd 41 5¢ d3 22 d7 f1 2c cd f3
14 7b 7c 4c ad 9e d6 5a 8d 1b 26 29 e2 86 71 f3 6¢ 09 dO a5 66 17 Oa 04 58 ea 8f 03 6b d0 ba 81 b0 25 19 13 da a2 63 6f
1d 18 2a 4d 5d e9 5f 88 d0 89 42 56 c2 53 23 ca 6d ab f4 05 al 3a c6 df 34 de e0 43 88 ef 5f 96 04 77 8d d2 10 ee 5f 67
ab 57 aa f9 aa 27 1c ba f9 66 03 c6 31 64 69 65 f9 c8 cc 8e 92 7c cb 8c b8 f4 59 cd 8e 96 84 94 12 68 b9 68 2b aa ae al
db 07 eb a0 14 be 08 f2 a5 52 Oe 4e 8c da eb 4d bb 3a 2a bf 47 8b d7 4d 2b 14 d7 Oa eb 06 c4 04 1c 5a 67 al 8f f9 74 62
c4 c1 9a f7 83 13 81 00 7c b5 03 b5 88 33 23 1e aa 91
Data Ascii: +J&MO0$t30>-'S99"EXtINSW>cA\" {|LZ&)qlfXk%co*M]_BVS#m:4C_w_gW'fldie|Yhh+RNM:*GM+Zgtb|3#

2021-12-02 15:37:58 UTC 913 IN Data Raw: fc e4 51 05 7f ¢5 99 38 a9 ab eb 80 d7 81 19 16 dd 85 e4 40 5¢ a0 e0 c2 f3 17 70 b2 87 87 87 88 3a d7 le 7e
8ac2 03 ba 16 45 a7 08 6b 6e €8 b9 62 33 a8 bl 16 4e 1b fb df 77 ae 71 ae 39 91 22 d5 80 28 ab 5c bc b6 74 72 07 78 7a
271101 cf99 f6 86 75 9d el 90 ed 90 81 ca d1 23 06 08 bf 5a d3 8¢ ef 87 29 84 22 31 02 9d 27 82 c2 1a 92 24 ba 8e 92
€182 0e a4 cc e6 d1 79 75 f4 e9 b7 7f 1c bd fc 70 4a 54 06 e5 e4 50 21 45 el 9c 69 e0 07 27 70 4f 5¢ 68 4d bc 93 91 d8
4a 73 35 3e ac 37 a9 e5 bf 09 55 27 b4 35 el 56 46 d9 1d 86 15 40 Oa 5e 3 ec 46 Of Of 7d 82 c4 91 94 29 fb 3f 8d 09 1b
62 63 a4 bl c3 e5 dc 78 d6 39 94 02 7e 8d 57 7f ac f3 98 3b af 30 58 d4 73 e9 53 89 4e b5 59 e5 7f d2 66 1c 4a b0 28 08
ff 5e 7b fc b8 60 d8 a0 ad f4 82 1c 3b 2a f8 8b 3a 0a 68
Data Ascii: Q8@\p:~Eknb3Nwq9"(\trxz'u#Z)"1'$yupITP!Ei'(pO\hMJIs5>7U'5VF@"F}) ?bcx9~W;0XsSNYFI(A{ ;*:h

2021-12-02 15:37:58 UTC 914 IN Data Raw: 98 17 c7 0a 00 ff b0 b1 53 d3 d8 e9 5a 69 a0 74 63 12 6a 4d 06 94 3f dd e4 b1 69 f2 58 36 b9 Oc Of d4 24 a7 85
94 a3 e7 ef 17 8d 42 €8 46 76 2c 77 69 1a 5b 2a 0d 94 59 31 42 60 28 6b 68 d2 b7 46 b6 d9 f0 99 69 58 a9 2e 66 68 bs
25 5b 9e 4b 0b ee 7f b3 e9 99 69 7a 56 b3 8e d8 14 73 58 2¢ b2 d9 35 33 86 cd 04 d4 79 a2 11 91 d2 d1 el 15 67 b0 92
€9 22 8¢ e3 b1 a8 25 96 98 27 fc 8f 0a 71 ¢4 cf 27 73 09 84 84 d2 86 1b 49 25 32 51 88 5f 22 1 52 bc 15 ef ¢4 17 0b el af
94 ce Oe 78 66 77 7 85 e 78 ff 18 a9 d0 Oa c1 bc 70 d1 4f 06 05 89 fc 4b 2f 78 d9 90 9b 42 bb 12 44 24 f1 c6 el 47 €3 4b
10 1d c6 41 bb 1d bl 66 18 63 44 fc aa d1 Ob af 98 ba d1 df b5 e9 69 5d 6a 99 5f 44 ed b6 25 78 9c 58 ce 5 {7 9b a9 e9
al 7e 53 1e a6 fb 2a 31 4e 99 9d fe 30 e5 c0 76 65 d4
Data Ascii: SZitcjM?iX6$BFv,wil*Y1B" (KhFiX.fho%[KizVsX,53yg"%'q'sI%2Q_"RxfwxpOK/XBDSGKAfCDIl_D%xX~S*1NOve

2021-12-02 15:37:58 UTC 915 IN Data Raw: 23 c6 8d df 7f a4 96 e5 3c aa el 52 b4 7e 57 a3 5e 38 c¢6 51 99 d0 c9 6f 70 6d f5 e0 da 1a 16 82 83 af 46 52 90
1e bl bf 46 a0 2e 7f 20 56 84 a8 80 dc 9d 91 70 8e 78 67 c4 a9 b8 f3 d6 c4 5f 5f 2f 39 10 03 97 65 0d 86 69 9a 15 32 9of 6f
35 14 94 2f d8 f2 36 83 32 91 6¢ d0 44 a0 09 c4 b2 cb dO 80 ed b7 fa 18 f7 d9 31 81 b0 23 ab 9a 9e cb 9b 19 fa 74 a0 21 31
d0 81 f6 64 92 02 bc 76 c0 6f f4 25 ea 88 88 3e 72 c2 00 3a c6 le af 4c 04 7f 76 al 27 71 22 c1 4b cf f6 3d 7d fe 1e la 2a
b4 ac 96 57 65 4e 6d 47 96 ee 36 b0 d2 37 5d 46 fe 2d 5a 8b 4a dc 52 f9 fe 77 ff 82 48 c9 3f ad 43 b1 8e e5 4d 54 b3 a8
€9 13 c6 2e 69 54 8e 39 49 fa 2a f3 81 dd 0d 87 4e 2b 9d 24 Oe Oc 00 48 6e dO 40 38 af ac b9 0d 30 37 68 €8 11 f4 aa 98
ea a4 c2 54 ff ab 8a 9f 91 2b 32 e4 a0 b6 8
Data Ascii: #<R~W"8QopmFRF. Vpxg__/9ei205/62ID1#t!?dvo%>r:Lv'q"K=}*WeNmG67]F-ZIRWH?CMT.iT9I*N+$Hn@80
7hT+2

2021-12-02 15:37:58 UTC 917 IN Data Raw: 41 d4 6d 41 93 39 f6 68 89 67 9e ff 68 31 2e e3 49 cd cc 2¢c 38 Ob 65 42 61 96 a7 56 18 ef 4c 4b ad fc bb 32 82
f2 1109 67 67 96 1a 88 70 1d 26 bd 18 83 db 67 70 09 69 99 Oe 82 15 02 15 6f a0 58 44 ae 97 55 54 ad b2 8a 64 9d 87
87 55 64 f5 8a 62 76 b7 d6 33 b5 3e e2 d8 1e 5e ae 35 f6 6b 7f bd 5d 19 26 90 8a ed 98 e3 de 85 77 Of Of dO 66 60 49 fe
dd 69 9f b5 9d 7f df b2 4d 4f 77 57 67 3d b9 72 f8 45 8b a7 b7 al 1c 2c 46 ff 09 0a ad 99 1e 31 ef 83 2e 30 e7 18 al a5 6¢
64 49 2d 08 47 c1 18 e4 dc 1b ef
Data Ascii: AmA9hgh1.1,8eBaVLK2ggp&gpioXDUTdUdbv3>"5k]&wf liMOwWg=rE,F1.0ldI-G

2021-12-02 15:37:58 UTC 917 IN Data Raw: 17 8c 53 ac c¢2 72 bf ¢5 db f0 78 03 1a c1 80 c8 a4 75 27 d2 2e e8 9e 89 94 86 e4 81 9 3f 86 c0 f1 25 72 fb 26
84 el ad d8 c7 75 bl e2 2d 64 cf 27 4f 4a 15 55 c8 6f ca 67 82 6e 12 43 46 11 c1 39 63 91 9d 9d 9c 37 5d dc 3f 7a ac fc
e5 da 2b 5d c9 2e d9 8d 87 83 fa 6f 68 Ob de 86 ad 2b 09 f9 ab 84 5 44 cf 94 ab da 4d 23 91 94 de 5e b6 93 16 09 18 5d
db f3 €9 00 2a fc 55 22 7d 32 2f 61 94 67 5 d1 33 Oe 20 66 e2 78 cc 7b Oa el c6 f5 1a €8 24 d5 25 09 57 46 4f f5 82 b8 eb
72 55 5a 73 6e ec 92 53 19 93 dO 7a 69 5c 4b 10 f3 fd d6 4a af 7e ed 3e ab 8d bd 2e b0 12 66 95 3c 37 f2 63 97 2a a7 82
93 ce 5d 7a 97 57 45 Oc b7 35 fe 57 2d 37 ff €6 60 60 e6 51 de d2 16 cf 12 be 35 af 9¢c Oc f1 c1 fa 4e 1b 7b 97 14 b9 50 ff
dc 57 4c 46 7e 5d cc 91 82 8f 46 c2 34 b8 77 46
Data Ascii: Srxu'.?%r&u-d'0JUognCF9c7]?z+].oh+DM#*U"}2/ag3 fx{$%WFOruZsnSzi\KJ~>.f<7c*]zZWE5W-7""Q5
N{PWLF~]F4wF
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 918 IN Data Raw: ¢8 07 37 45 09 dd 55 b9 24 53 6d 05 b1 6¢ 20 12 39 10 c1 58 89 09 89 c3 70 5a a3 €3 15 €9 9c 43 74 c2 e8 8c
9e 88 7b db b5 5a 86 ab 95 68 97 9f 15 db 26 1f 1a 18 19 ff 64 0d al fc c8 3d a9 70 83 dd ca 23 87 42 f8 95 57 e2 2e 3c
d9 e4 9b 83 d8 08 Oc 99 fb d2 eb 2c 06 99 15 50 09 65 1d b8 f2 84 4f cc 49 c9 98 27 86 29 4f 34 53 7e 27 f3 dc 32 Ob 2e
79 06 24 85 €0 50 21 89 be 6¢ 3e 3c fb 06 1f 7e 22 51 d2 4b 64 2a b2 18 70 66 cc 63 7d a7 c¢8 29 d8 f1 Oc ec 78 02 a4 70
6230 12 d1 8a 53 99 a8 35 3c d5 1c 76 a4 38 ec 44 89 4e c4 73 d1 01 60 c6 ba 92 b4 87 64 5 55 c8 26 2e 40 59 4e bd 9d
a8 ed 2530 eb d7 e2 37 22 75 7b 7d 1f 81 35 d8 6e 4f c9 71 13 38 02 e2 85 ad b0 cb e9 98 9b d8 7f 5a be 42 03 86 f2 07
ae 3e 1f 97 cf 08 1b 36 df 4e a5 33 a4 46 €9 a9 Oe e3 65
Data Ascii: 7TEU$SmI 9XpZCt{Zh&d=p#BW.<,PeOl)04S~'2.y$P!I><~"QKd*pfc})xpb0S5<v8DNs dU&.@YN%07"u{}5nO
q8ZB>6N3Fe

2021-12-02 15:37:58 UTC 919 IN Data Raw: 33 a0 76 d2 75 fe cb f1 69 Oa fa 9a 77 62 2b 21 b0 cd al 6b ea cb b8 1f 91 e2 e0 24 57 ab 9e f1 95 02 2b a0 71
4b 2d 5d 95 ba 55 ea el el 1d e3 dd dc 1d d0 56 a0 05 d5 4e 24 63 36 2d cc b4 32 98 49 05 21 2¢ b8 b3 e0 dc 5d 78 5d
ae 13 d3 2f 84 8b 50 93 Ob 19 fe 49 2f el 45 8f 7f d5 42 7e 4d 64 2f da 41 ac ea ae e9 84 8e 0Of 5e de 9e 26 8f 75 a2 Oc b8
6 84 03 6b ae e0 f2 26 04 0d 78 a5 8a 62 88 27 21 89 6¢ 78 a5 dc ac 4e 3a e3 21 al el 68 dc bd 89 fc 41 a2 04 a7 93 4e
€411 919588 d7 45 c8 ¢3 3f 71 cd f5 d4 92 Oe 15 b2 ac 23 dO 2e c9 b6 2d 3d 9a 75 60 57 99 54 12 19 el 3a 24 9e 36 ed
19 7e d3 8a 9d e2 6¢ 70 05 cf 97 ab 57 46 60 87 f1 3a 98 74 9e 70 9e al fe 12 5a 73 da 4a 12 d5 4d d6 87 ae e6 cc 4e cc
2b 9e a7 98 20 85 ab 22 1a e6 95 8¢ 81 30 73 7f 6¢ ed
Data Ascii: 3vuiwb+!k$W+gK-]JUVN$c6-2I!,]x]/PI/EB~Md/A"&uk&xb'IXN:!hANE?g#.-=u"WT:$6~IpWF ":tpZsJMN+ "Osl|

2021-12-02 15:37:58 UTC 921 IN Data Raw: ae 42 60 ab c9 a0 57 86 3a f5 4b 36 78 67 €7 bc bc 62 5a 26 9d 36 d9 al e7 a9 b9 a6 d7 8c f7 ea 7b Ob 70 06
7d 2b eb 1f 71 92 3a 9b Ob 61 c7 26 ee b5 €9 ba 84 40 25 75 94 17 97 db a9 78 13 be 61 20 16 56 ca 3b 07 06 29 42 29 6f
a4 56 4a de 5b a2 d3 fb 8c ¢7 d3 d5 f3 f1 34 8e c6 56 e7 ¢8 c1 bf bd ff 8d cc 28 3a 97 a8 65 67 ad e5 a6 b6 dc 76 70 2b 36
2e bd ef 48 8c e0 d9 09 38 ad 41 72 d8 Of b2 f6 71 52 02 5d 1a 83 6d 25 eb 3a 4d c8 a5 6b 84 72 35 09 06 f2 f2 88 41 30
c2 ce 8¢ 64 e4 ea 48 c5 45 e6 f0 4a 20 ea 2e 1d 86 €6 a9 74 41 d0 17 a0 2c 52 76 bb 19 f7 27 Ob 4e 59 2b 13 02 20 1c 35
60 07 f1 11 dc 86 a0 68 ab ed c2 04 17 6f 4c 7a 7e 9a 42 a3 28 7d 02 26 e0 25 90 db ae 9b 42 dd c5 8f be d6 06 d8 29 Oa
75 a7 b4 83 Oe e2 4a bf c6 34 23 2e Oe 69 6e 00 bf 0d
Data Ascii: B'W:K6xgbZ&6{p}+q:a&@%uxa V;)B)oVJ[4V(:egvp+6.H8ArqR]m%:Mkr5A0dHEJ .tA,RV'NY+ 5 hoLz~B(}
&%B)uJ4#.in

2021-12-02 15:37:58 UTC 922 IN Data Raw: 7e d7 3d 3d dd df 3f 84 1e 3 fb fd fd 9f a2 6e ec 23 9f 0d 96 1d 62 14 f0 fa f3 32 8d 36 24 12 ec 2a 64 11 ce 09
fc 85 c3 al 64 12 d7 42 a6 ca b9 40 06 db e5 6¢ ec 7d b3 12 97 50 a9 5 68 52 93 6¢ 31 98 a6 be c3 37 b7 6e 20 90 a8 53
7f 2536 71 4f b4 39 db 8d c3 c5 9e 4c f6 9b a6 73 15 75 36 5f ae 65 ce 63 b5 c4 15 21 54 6b aa f4 f2 67 72 93 62 fd c2 83
2d 3a 48 d4 45 09 1d 89 82 44 42 58 3d ee c8 69 7b 3d 4f e9 15 38 d3 52 a2 5d 18 5e 23 2f 0d 7b 31 e0 35 c7 6e bd 26 91
07 1e 3b 03 5b 87 c0 09 99 12 24 7b d4 b0 43 30 3b 03 a0 79 6b 97 ¢7 2d fb 21 51 c8 d5 bf f1 b6 b6 16 21 09 82 f5 77 5e
57 5e eb ba f9 c1 df 78 15 64 df bc ce 47 79 8f a9 04 6¢ 1c f5 05 48 9b 4f c7 37 24 e5 80 2c cd 2a 34 de 95 bl f5 54 1d a9
d6 d5 cf 53 b0 dd 1e 12 18 6a 0f 50 f3 49 d4
Data Ascii: ~==?n#b26$*ddB@I}PhRI17n S%6q09Lsu6_ec!Tkgrb-:HEDBX=i{=08R]"#/{15n&;[${CO;yk-Qw W"xdGy
IHO7$,*4TSjPI

2021-12-02 15:37:58 UTC 923 IN Data Raw: ¢3 7¢c 96 c0 e5 a7 13 b1 16 61 7b 3f c8 2b aa 84 be e2 67 18 85 bd 84 42 a0 20 22 e7 00 ab b1 8d e8 91 ef ac
35e7 0259 27 9e a6 77 f5 5¢ ba 32 bd al 92 13 76 0f 48 4e 70 96 c5 a8 98 ae 0a 07 49 95 54 07 f2 e6 26 36 5f 12 02 8e
€6 d8 8d 2c 95 57 fe 44 el 3d be f8 aa 2b be 91 4e 16 16 83 50 bd Oc 75 fd ee Of fb 3f {8 44 74 58 9b 97 ba 30 97 ad 31 e7
34 7d 7c 5e 9b 1f 37 26 65 7b 62 f7 cb 68 f1 0d 13 5d 56 ea 2f ¢4 42 9¢c 8a 63 b1 b4 36 9b 59 el 13 da 1c 49 6b 38 08 3f
0a 88 e7 fc e2 f2 e5 97 d4 4f 8¢ 3c al 55 be 4c €8 b0 68 04 9f bb 2b 08 Oe ea c2 44 7a 08 be 84 ea 4e da 32 7c 3a f7 d6
83 70 00 ea c7 97 c3 b2 47 95 c5 18 65 9e 27 51 55 a2 8d fe Oa f4 dd 81 27 be 84 f0 63 bc 68 48 fa 92 86 b4 ac d2 3d 8a
6f8d d6 12 b9 7b 41 eb el 8e 99 87 c6 5d 9e 36 99 Of
Data Ascii: [a{?+gB "5Y'W\2vHNpIT&6_,WD=+NPu?DtX014}|"7&e{bh]V/Bc6YIk8?0<ULh+DzN2|:pGe'QU'chH=0{A]6

2021-12-02 15:37:58 UTC 924 IN Data Raw: al b7 f7 7a 2d al f7 7e 1d e4 df b8 b2 3c e2 ac ab 56 13 b8 a5 19 37 b3 5c 55 5f {7 f4 e2 ¢8 3c a3 0b 38 96 73
b4 ee 66 41 65 bd 73 64 a7 59 ea 20 Ob 6f 65 37 dc €8 b1 39 d7 da d2 b7 a6 97 32 8¢ 05 b3 cf 12 9d 1e 40 a9 92 f6 ac bc
49 96 6f 2a 3b al b2 4f 5 20 66 bc 56 1e ad 7f 7b 7a 46 87 Ob 15 4b 7d 8f c2 6b f4 ce ba 96 2c d5 01 fb 03 Oe 6a 47 42 04
cd 2b 23 3d 81 fa c9 ef 07 d3 39 2e 49 c7 3f 9c d8 94 cb 82 4d 65 ee 84 96 00 Oa le 7a 16 07 f0 44 bc ¢3 9c 75 fd 5e 3d
al d7 57 e5 4e c1 88 f9 6b 5f 7a c2 98 f8 f0 2f 52 6f 75 8d dc 00 fa 52 f4 24 a4 91 6f 57 b3 5d ca 94 fa Oe a2 ff 61 7f 95 53
80 c3 cd ce Oe bd 64 69 14 6d 60 b4 65 ad 6e cb 7a 5b cd 94 69 de 7b 4d 2b 6f 25 11 ca b0 f2 1c €3 9d 66 c9 34 cd 3e bc
3b 37 57 21 72 ec 37 ed 3c 5f 00 al 72 e6 58
Data Ascii: z-~<V7\U_<8sfAesdY 0e792@I0*;0 fV{zFK}k,jGB+#=9.1?MezDu"=WNk_z/RouR$oW]aSdim enz[i{M+0%f
4> 7TWIr7<_rX

2021-12-02 15:37:58 UTC 926 IN Data Raw: 88 88 fd fc 3b b7 34 5e 3e 4c a2 el 78 31 f5 fc bd 21 51 76 84 0Of 25 84 fa 47 d5 a0 1le 95 4f aa Oa e7 fO 4a 90
9e 34 8b d9 f8 97 ec 8e 7f 4f b2 45 a4 7f b3 59 9f 1f 9e b2 84 b7 1a Oc 93 81 7e 88 97 8b ¢5 b4 28 35 7c 39 €2 34 3b Ob
2264 d9 c2 0b 9c 48 dd 92 cc 01 f5 ac 22 c5 2f 4e ac 4d ff 3e 3¢ 6¢ 33 67 a2 d3 e2 79 25 15 53 6¢ 7b 8a 4b 5¢ 89 15 92
41 1 88 6¢ b8 4f 51 01 19 18 64 de 03 9d 76 40 15 51 2f 11 2b 26 9f 39 21 82 af 8a 3e 67 e7 43 e3 42 7f f9 8f e7 47 f2 a6
554 06 25 f5 64 14 €8 62 aa 63 94 38 €6 80 24 d7 d4 5c a9 d8 41 53 5e 70 a6 c3 43 68 7c 69 d9 9b 9c 38 fa 27 89 69 fe
4c da f0 09 b3 c2 56 93 a5 2e 4a 6f ec 74 2a 46 6¢ c2 €5 58 61 2a a7 6a b9 38 71 fa a8 30 a3 ¢9 07 41 26 ed 55 da 18 31
a0 71 e5ch 71 34 bb 72 fa fd dd 1f ff fe c3 d3 fd
Data Ascii: ;4">Lx11Qv%GOJ40EY ~(5|94;"dH"/NM><I3gy%SKK\AIOQdv@Q/+&9!>gCBGT%dbc8$\AS pCh|ig'iLV.Jot*
FIXa*8q0A&U1qq4r

2021-12-02 15:37:58 UTC 927 IN Data Raw: c6 06 65 17 2d 8e 32 80 f1 f6 01 54 aa dc 20 bd 30 cd 89 8d e6 f0 55 37 f6 e7 27 cc 17 12 94 d3 7d 4 64 ea 5d
6b 19 7c 48 10 fd 68 4d 61 d7 b4 d4 49 a7 a9 52 23 4a 6e 55 7b 15 45 9c 45 c5 22 64 26 19 94 26 12 9a ac b3 59 55 65
96 8a 7d e4 64 06 19 a7 9f 2a 2f aa 65 70 4c 2b 16 ca 85 cc 07 65 a3 21 9c 79 f3 ba 8e 69 2c cb 52 75 cc ec 0f ad 7d a6
d0 09 bf a9 Oe 5f 2b 48 a5 e3 76 f3 f1 12 38 33 7e 53 6d c1 87 c¢7 d7 95 5f 3f e7 ac 55 1c 49 95 11 3e 59 Ob cd b4 f8 Oe fc
22 cd 40 5f f0 40 a5 5c 21 51 4f 68 31 e3 e7 df fc fa 36 ae 58 31 48 68 63 3d d6 17 c9 b8 e8 77 27 32 df 3b 6e 51 ea 24 f3
eb 2e 8a 9c c3 4d dd c7 af 17 f8 65 0d c7 4e 15 73 a4 4f c¢8 45 1f b1l 57 da 81 dO f3 cf 74 Oa 2e ab e6 3 52 ce 42 {6 8c 38
bc 77 16 b3 65 e6 40 09 ee f4 09 ec f0 f3 40 38
Data Ascii: e-2T 0U7'}d]k|HhMalR#InU{EE"d&&YUe}d*/epL+elyi,Ru} +Hv83~Sm_2UI>Y"@_@\!QOh16X1Hhc=w'2;nQ
$.MeNsSOEWt.RB8we@ @8

2021-12-02 15:37:58 UTC 928 IN Data Raw: da 41 60 be ab 2b 37 4c 7c 89 64 0b f7 d9 24 a7 b3 21 1f Oe 82 76 3b 87 9f 84 b5 91 €3 30 bb ca 7b 60 Oc 65
da 56 7e d2 73 ef 71 7b 47 6e el 75 47 ee 58 10 c9 51 4b ea f9 32 dd 85 8a b5 c4 47 fd c9 9f 58 0f ca 97 e3 2d c0 78 2¢
de 7a e2 ad ba c2 fb 2d db c7 e6 {3 {7 d3 d3 da d9 07 b5 7f cb 3b 24 33 dd dc ef ee 5e c0 5d 5a ad 3e d6 7b 8d e0 75 13 8i
2f 99 2d c0 a7 76 d1 d7 1b 27 6f 05 e9 82 58 cf 5¢ €7 4b 72 97 8¢ 39 ed b7 e7 4b 8f 91 3a €3 53 39 €5 78 62 71 06 17 36
d7 8b a7 95 cf 45 fd 73 66 1d 4c 29 1le 21 4b 1c 2d 25 7b 1e ¢5 9c 00 34 f6 94 7b a6 cc 2¢ 42 9c 4e Oe 34 54 9b 04 a2 b1
7329 7c 6a 7e d2 f3 ad 52 37 32 85 b7 d8 a8 77 20 06 65 31 4f 6f c4 3b 12 12 €9 cf ba c6 17 35 2d 9e 9c d4 06 cb b3 d1
75 b0 d1 f5 d3 c0 ee da f2 e7 76 2d 6 2b 29 03 2a 14
Data Ascii: A'+7L|d$!v;0{ eV~sg{GNuGXQK2GX-x,z-;$3"|Z>{u/-v'0X\Kr9K:S9xbq6 EsfL)!K-%{4{,BN4Ts)|j~R72w e100;5-uv
—H)*
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 930 IN Data Raw: 73 80 97 06 28 28 25 68 49 f6 3c b7 62 63 8c 4d 5a 8f 97 e0 8e 70 7f 83 b0 4f 46 d4 21 32 7f 9d d8 3f c3 31 1d
14 e5 a8 8a 96 2d 7d 60 Ob 2d ac 6f a0 88 f1 21 07 49 1b c3 b4 e7 ab 1f a3 cb f6 67 7e 2c 50 fb df 7f 2f 00 79 b3 ab 08 1f
cf 7c 91 bd 7 el 3c df 06 7c 48 04 63 98 1c bb 3c 39 0a 46 a4 40 47 06 dd 6¢c 93 0d 01 b0 a2 8 88 41 b9 d9 a3 70 al e5
5c 40 ca ad 18 d2 ca 33 9e e5 4b 19 06 ca 9e 20 2d 4d fa b2 2b 77 28 a0 72 11 1d 57 d5 88 2e 83 cb a9 8d 86 17 d4 b8 Of
5b 35 ee e4 cd a2 40 37 5b 72 bb 21 e2 b7 71 07 3a bc df 16 28 26 c7 b0 16 c8 44 65 38 aa cc ab a7 d2 59 87 be f8 d7 ee
3b f2 94 3e 8e 11 63 61 81 75 c2 Oc b0 b9 €9 7e 64 5d bb 51 84 d6 c1 Oe 85 e4 09 4a 3a 18 84 ca c8 29 13 3c fc b7 45 35
04 93 0f 90 17 18 14 dc c5 ba 3c c1 3b 01 34 73 88
Data Ascii: s((%hl<bcMZpOF!2?71-} -o!lg~,P/y|<|Hc<OF@GIAp\@3K -M+w(rW.[5@7[r!q:(&De8Y;>cau~d]QJ:)<E5<;4s

2021-12-02 15:37:58 UTC 931 IN Data Raw: ¢3 2e 01 ad 1d 9f 91 ab 30 4f 5f 80 da a8 6a 9b db c7 0f e0 8f ce 45 d5 18 dd 28 58 d1 63 5e b2 9a 57 30 15 47
ae 20 3b 4d 72 38 98 e0 25 6a 21 42 cf be 3a e2 33 f3 b3 4f 09 e7 95 ¢8 5 bc 94 b9 06 50 b3 3e c9 e5 01 66 7a 98 d0 21
98 47 94 ce a9 46 20 5e f6 d2 d2 be e7 90 df 15 c9 61 ad e5 89 aa 0f cO 9c f2 71 90 86 5a ba c0 ed b0 54 6e 07 c3 8a 42
01 ed 36 53 46 c5 a0 68 70 2a 36 4c da 13 a7 40 fb b5 05 b9 0d 85 95 39 1d ad 2a 87 03 8 5a 45 07 23 b1 da Of 6f f1 34
f7 23 ¢1 76 db 24 8 00 06 6d b9 9a 5f 63 3c d7 68 10 d9 8c 10 f2 3d 78 72 d8 16 d6 e6 7 7e c9 3e 95 0a 14 13 51 al 14
58 d7 7e ec 76 fb bd dc 50 0f 98 76 31 56 a4 e2 24 4c Ob 53 04 5¢ 05 70 6f a6 00 17 d8 1c a6 d8 99 6d 19 e7 74 da ec 78
4c 7a9d 48 f3 75 67 3d 3a 55 f1 c1 74 7e 38 54 ch 74
Data Ascii: .00_jE(Xc"WO0G ;Mr8%j!B:30P>fz!GF "aqZTnB6SFhp*6L @9*ZE#04#v$m_c<h=xr~>QX~vPv1V$LS\pomtxLz
Hug=:Ut~8Tt

2021-12-02 15:37:58 UTC 932 IN Data Raw: 70 f5 f7 3c 60 eb 7a 10 b1 69 07 d8 79 f3 77 fb bf 36 f2 55 b8 bf b6 dc 5b e7 59 45 6¢ Ob aa ad af de 6e c7 d7
e4c0f9 96 fd 72 e5 ee fd a2 a0 46 3a 22 31 fa 41 5e 9d ac 80 a2 88 d7 ab 4c 3a e2 02 8e 4c 00 dd 13 49 af 59 3b 33 e9
a3 05 de 7d 99 5d 28 ff d4 98 a0 43 c4 18 cf 39 56 f2 a5 ae ba e3 08 74 80 4d 35 c0 af 60 77 93 7e ac 7c 34 77 f4 53 5e f6
cf ab 4e 5e 38 5a 52 6e 72 4a 29 7f 8d 9c ff b0 5a 21 16 25 ce 5d 6e Ob d4 96 22 58 d1 cd b6 72 56 ed b3 af eb b8 d2 d9
b5 91 ea 93 af e7 fc dd a0 b2 96 46 24 e4 ee 2f 30 d7 da 19 05 1a ed Oc 8d c8 €9 96 72 91 f4 b8 9d 7b 7a 06 f2 c7 7d 91
36 f1 c0 50 Oa 8f a6 2a f2 8b a2 b7 71 fc 35 42 ea €9 71 c7 ee e8 97 c3 c3 1a 0f 01 a5 e2 83 el 4f d3 46 39 93 ¢8 7d 62
e8 62 bc 4c Ob 52 0f 29 9c 51 e8 b3 ¢2 89 b6 da c7
Data Ascii: p<'ziyw8U[YEInrF:"1AML:LIY;3}](COVIM5 w~[4wS~N"8ZRnrJ)Z!%]n"XrVF$/0r{z}6 P*q5BqOF9}bbLR)Q

2021-12-02 15:37:58 UTC 933 IN Data Raw: fc 34 e8 e7 ba 45 7d 0a 01 d6 ef 85 ad 5¢ b1 68 10 ea d2 2d 6c 11 aa 08 db 42 15 c9 3f 62 8f 63 9c 53 d2 f5 03
96 2c 6¢ 43 d5 a9 51 27 c2 f5 ¢3 31 ac 03 84 ef 21 Oe d5 ad 9a d9 e4 61 1a 24 8d 86 97 69 85 ce 16 b5 54 af 07 79 52 1b
95 e6 21 89 61 83 9e 36 da 78 87 46 c2 f9 c1 bl 01 25 7a e8 c7 56 59 aa c2 d1 le 63 18 d5 45 96 ae 93 ec 0d ba 0a b2 fc
6 b2 8d 5a 5¢ 27 9d 42 24 ef fe d9 d6 b8 96 aa ed 4f e6 a8 91 76 d4 6e 01 cb Ob 08 39 87 29 96 60 e6 b3 7a 91 9a 01 b8
14 7f 08 38 37 89 ¢8 39 c5 68 79 1e 9d e7 07 0d 10 e6 35 16 c9 ec 8f 96 4f 47 b3 d1 Oa bd 4a 08 29 c6 a4 d6 a3 18 c5 17
75 e0 b3 c6 48 c7 23 36 f7 €0 e9 6a fd e0 41 3b 73 38 7e 5d 3f 84 dd Ob 5b 05 d6 14 3a b7 89 71 a9 20 36 ¢3 27 85 d7 c6
b0 54 d3 00 68 71 58 29 e8 b7 26 63 27 5d 38 7e 70 10
Data Ascii: 4E)\h-IB?bcS,ICQ'1!a$iTyR!a6xF%zVYCEZ\'B$Ovn9) z879hy50GJ)uH#6jA;s8~]?[:q 6'ThgX)&c']8~p

2021-12-02 15:37:58 UTC 935 IN Data Raw: Oa 6¢ cd 46 51 a8 92 84 a5 b4 4e a3 ed b7 05 fa 63 34 65 2c 24 al al f8 8e cc d9 21 d9 9c e6 3e 83 15 36 40
d5 dc b4 f2 76 08 b8 af ad 92 f1 de a2 09 19 Oc 79 b6 4c d8 29 82 9f 58 1e 32 68 40 6¢ b7 91 91 92 cd d8 22 be 82 2¢ 50
49 fc b4 b8 ¢5 16 62 58 21 cc 12 53 59 Ob ad 9e d9 2f 2a ba €9 a7 07 8a 23 83 9a 23 e4 0f 4d 3a 27 62 0a a5 16 cb 57 43
66 95 76 5¢ Oc 6a b3 9a bf 40 c1 eb €3 08 c3 5f 09 8¢ 05 63 a5 78 be 21 e2 41 1a ea 99 92 64 48 f6 dc 13 cf 54 9c bc 58
a6 00 6d ba 4f 94 17 60 c0 ec 78 40 f3 23 55 a6 92 30 3d ce 28 21 bf 72 2e 6f 54 69 37 5d 25 9f cd b7 96 96 d4 2a b9 70
51 54 fb 33 5f 80 02 ¢3 31 €8 b1 73 04 83 9c 86 54 58 6f 3d a5 fb 08 b4 a0 27 26 61 9f d7 d2 34 3¢ 01 c6 a6 33 f4 93 20
0a 8b 92 54 58 €0 6a 5b 54 f1 2d b7 34 dO a8 38 37 ca le
Data Ascii: IFQNc4e,$!>6@vyL)X2h@!I",PIbX!ISY/*##M:'bWCWj@_cx!AdHTXmO x@#U0=(Ir.oTi7]%*pQT3_1sTXo0="&a4<3
TXj[T-487

2021-12-02 15:37:58 UTC 936 IN Data Raw: €9 7c bd cc ca 7d c4 d5 31 56 5d 55 40 d3 b6 17 78 f1 1a 47 €9 73 1c 7e bc 1b a2 ba 5f 8e 96 24 00 Oc ee 1c
6c 5d 8e 9d a8 d9 45 d9 93 00 4f cO 96 43 Ob 2e d0 d8 74 51 8e 35 9f e4 bb dd 5¢c 6d 5e ¢7 71 7c 33 21 90 eb 5a fa b8 6f
4a 533343 26 1c db a6 7f 96 2d 01 8c c1 28 32 82 1b a7 01 71 d2 28 e2 bc e7 dc c3 a8 5f a9 79 bf cf 69 3a 49 59 bf 34
daec 9531 3539 67 61 7c e5 6b ac 81 8a b4 a9 5a d3 62 ad 14 29 57 1d 63 95 af db 28 74 b0 94 58 dd a6 da 8f ae e4 60
3a b7 9f e0 3f 3f 29 88 97 5f be e4 24 29 61 ae 03 14 29 a7 b0 98 59 9c 9d f1 2b 89 59 31 ba e2 54 16 18 cd d6 00 1d a4
2¢ 97 9¢ 72 91 01 15 9c 72 ca 52 65 9a 4c 46 4b 95 7e d4 3e fd 6e eb 33 1c ed 9f fe d5 c2 c6 a9 bd 36 b6 d2 c2 aa 5b 58
5b 8b 2a 68 55 69 64 25 da 77 03 b2 44 dd b8 9b f4 f0 aa
Data Ascii: [}1V]JU@xGs~_$I|EOC.tQ5\m"q|3!Z0JS3C&-(2q(_yi:lY4159galkZb)Wc(tX :??)_$)a)Y+Y1T,rrReLFK~>
n36[X[*hUid%wD

2021-12-02 15:37:58 UTC 937 IN Data Raw: 41 69 d2 14 dO Oe 7a 5f 24 50 cb 7d 09 Oa a0 f6 bd ed c7 90 95 Oe 1e 85 13 18 5¢ 69 66 2d d6 68 5¢ 08 €0 3¢
32 b9 a3 42 12 d4 fe 28 ec bb 8f c4 ba 93 f9 52 37 {7 69 b8 ee a0 2b c9 45 38 56 56 9f 2¢ 5b 45 cb fe 25 00 7d 83 26 61 1f
03 8¢ 92 b1 a0 70 78 95 9 c4 02 36 8e 5e 8b d2 db de 80 2e a9 €0 ec 38 a0 53 a4 d2 22 23 3a 6c 6f 31 be bc 72 fd 36 10
33 d2 18 91 af 8f 44 ed a9 58 17 cc 0d 7f 8b 4d 79 12 13 bb ea a6 80 cc 2d 89 0f 95 82 3a cd 97 ca d3 a5 09 e4 b4 12 b2
2d a2 0f 2f 13 fc d6 3d 41 4e 67 e5 17 Oa e4 56 €0 d7 8a Of 92 aa 08 f5 dd 44 4e 08 e4 69 08 08 7b 92 7a al dd e6 e8 8f
30 88 3 35 86 ff c8 af 15 74 82 ba 46 28 df 3¢ 54 5e 53 e8 af a5 7b 88 ff ¢5 8d c9 98 22 93 4f 49 ae 84 62 55 dc 1a 77 5¢
6e 48 7a 3d fc 4f a2 72 b1 30 8e 64 2e 4b d4 bf 2b
Data Ascii: Aiz_$Pif-h\<2B(R7i+E8VV, [E%}&apx6~.8S"#:101r63DXMy-:-/=ANgVDNi{z05tF(<TAS{"OlbUw\nHz=0r0d.K+

2021-12-02 15:37:58 UTC 938 IN Data Raw: e4 33 53 2e 4c 68 67 55 43 97 bb 7c eb ¢3 82 ¢3 31 7f 9b 84 b7 ac 5a f8 32 fa f8 04 56 ca dO ff 61 2b 46 03 f4
€9 76 e4 36 eb le fc ed 46 8d cf bd fb de c1 91 58 47 4a da 93 ab 08 d9 9a 17 e2 bc 4a 1d 57 6a 27 5b ba a9 b0 52 c5 ab
8 ce dc 6f d1 47 40 9e fb a3 78 1a 89 4f 11 30 94 ac e7 2¢ 06 7d 7a 26 b3 2d f1 17 da a6 91 e8 45 4c 2b c0 54 22 5f f1 df
44 7d 84 e9 7f ad be bf ea 8b f7 11 46 22 c2 33 42 fc 15 85 4f 9a c0 c5 ae 27 11 ca 04 f4 33 a9 33 ad 13 f1 01 3d ea e3 fO
bd c0 8c ca 51 9b 7e 40 e2 9b 3e 47 4a dc db a4 1b ae cd 66 c7 3a 85 4d 7b d6 94 24 24 f2 cb 9f 62 f3 8d cc fd 7e 96 aa
ac a3 25 fd 8a 8f 19 4e 51 97 e7 6e cf ed 8 6f 47 b3 d5 bf 37 f4 {7 f1 24 9a 5e 67 29 bd b4 7f a4 9f ef 1e 6¢ 9e €3 {7 e7 94
f2 9c 12 48 78 ae 7e 7f fc de a3 8a 7b 30
Data Ascii: 3S.LhgUC|1Z2Va+FVv6FXGJIW][RoG@x00,}z&EL+T"_D}F'3B0O'33=Q~@>GJf:M{$$b~%NQnoG7$"g)IHXx~{0

2021-12-02 15:37:58 UTC 940 IN Data Raw: c9 80 b6 e3 14 4e 7c 6a 8c f6 8¢ 6¢ 69 8f 57 c1 1e 8a 7f 70 93 ed c1 91 b2 42 36 Oc 18 95 bd 14 76 d4 68 b2
dc d9 c6 98 9c bf 92 f2 30 €9 d7 a4 40 f5 a0 e2 8f 1¢c 06 54 d9 el 47 47 90 1a 8e 4e 57 8f 94 3e 9a f9 ac dc 43 79 7c 56 af
99 0d 5e d3 fd Of 7c bb e6 07 4c bb 58 65 d7 18 €3 3e bb 76 b0 27 b7 84 ¢3 57 89 €0 1b be 27 f8 b6 4c d0 53 20 3d 9a a0
5a 7a dd 93 b8 1b 35 09 ad f6 f2 93 46 €3 7d 91 a0 1d de ee 1a a4 85 9d a4 67 90 8e c1 d8 57 4b 60 fa 29 fe d3 b6 20 48
8 9d e2 83 51 54 31 0d ef 68 36 cc 16 80 23 53 6a €5 79 2¢ 38 9¢ 42 c5 ca fb ¢8 97 85 11 f1 ce 14 ¢2 74 b3 79 1e a3 d9
13 dd 1a el ae c3 c8 75 28 24 e6 88 92 da 69 28 67 ¢7 55 59 33 3f 7d al 11 ab 16 68 6b c7 a7 f3 b9 e2 b1 81 06 15 d2 b8
68 02 c7 c1 30 15 4a 5a 5d d5 12 82 2e Oc 81 36 14 e6
Data Ascii: N[jliWpB6vh0@TGGNW>Cy|VA|LXe>V'W'LS =Zz5F}gWK") HQT1h6#Sjy,8Btyu($i(gUY3?thkh0JZ].6

2021-12-02 15:37:58 UTC 941 IN Data Raw: d1 93 02 5e 7b f2 21 01 5d 45 2f cf 6a 42 6f 77 07 59 a2 23 bd 32 ce d2 68 f9 a4 18 69 a9 e2 86 17 6d c3 2a eb

d8 52 d0 ad e7 53 f4 86 04 14 ff 8e e8 5b 54 74 54 91 e9 02 Oa 5f 6b 48 aa aa 91 39 76 00 f5 a5 8a b7 a5 98 60 67 ca d1
04 87 a8 c2 7b 4b 1e 6b 72 ef f1 1a bd bb 91 4f b3 05 46 bb 95 81 5a d2 Oe 10 Of ca 7b 7b Oa d3 39 40 8¢ 1c 5b 6b 79 dO
bc 13 7e d7 43 7f 08 1c 8d 20 a2 48 d2 db 32 37 68 d3 67 d6 19 9d 19 6e 2f a4 e7 31 93 4c eb 1f b3 f6 37 91 45 e4 b8 86
08 98 7e 4f fa aa 13 48 9d 93 06 fd 47 a4 b2 3d ff 7d e2 a6 a2 98 4b 1f 18 98 bb 93 fa 8a €0 a9 19 90 91 a2 a0 29 7b 81
b3 34 30 5f d7 b3 72 8e 7e 9f 5d 4b 0d d4 15 18 4b 81 5d be 17 9d a4 a6 24 e7 dd 28 fd 58 d4 0f 89 d4 54 bf 43 b3 c1 5f
b2 4f 56 3c ef 77 da 96 30 b0 32 01 9e ac ce 26 eb 42

Data Ascii: M!]E/iBowY#2him*RS[TtT_kH9v g{KkrOFZ{{9@[ky~C H27hgn/1L7E~OHG=}K){40_r~]KK]$(XTC_OV<w02&B
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 942 IN Data Raw: c0 4a f3 26 f8 c2 de 60 2e 6a 89 c1 d8 72 10 69 el 50 2e 2a 94 18 e7 3b c6 af 63 e4 46 46 ec b9 54 c0 e2 55
52 04 78 89 8e 46 82 54 23 c6 70 1a bb f4 46 bb c7 b4 ac d5 6d aa ac 8e 94 cc e5 52 86 dd d5 1b b9 b8 05 13 f7 56 35 62
7c e7 76 00 e5 56 35 22 ¢8 21 e6 92 b8 c0 cc ea 45 fe 86 0d 64 45 10 ac 04 24 9b 4a 20 a8 16 1d 94 46 ca 78 97 59 a9
79 41 ce ca 69 d6 82 01 9d 4d 21 ff 74 80 49 a5 07 8c a9 90 04 e8 7a 93 fc 6f 52 fa 6a 2e c8 f5 2b 5a d4 4f af a9 99 8c cO
b2 12 04 6¢ b2 1a 62 09 a9 31 56 42 16 c6 a4 c8 4f 00 Oe 1d 26 3d bl de 41 46 21 4e 59 9c 3c b5 cf 17 03 93 ¢4 ac 8f ca
41 cadbc7ca6lcc66 1359 eaad 92 cb e5 08 5d 3ae2 3246 e8c21b 65 72 bc daed 49 07 51 74 2b 53 f4 57 a2 e8 37
a4 bl cc 9a 23 be 8d 2e 66 87 d5 1f 75 12 97 dd 30 3 79
Data Ascii: J&.jriP.*;,cFFTURXFT#pFmRV5b|vV5"IEAE$J FxYYAiM!tIzoR].+Z0Ib1VBO&=AF!NY<AafY]:2FerlQt+SW
7#.fuly

2021-12-02 15:37:58 UTC 944 IN Data Raw: b0 cf 03 96 bb 77 fe d1 bb Of 1b ae 03 8f f8 e4 75 dc 7f b8 cd fb bc €3 3e c1 62 24 b5 fe 7f b7 04 6b 4 7f ff fd 77
02 b5 f9 1f b4 b7 e2 3d 2f 41 65 34 80 e8 a8 cf 82 f9 ee d5 d5 51 ef f6 81 d8 1e 89 93 41 78 Ob f4 7a bc 7c bb 98 60 2c €8
83 03 54 b7 fa c1 df 6f Ob 14 2d 91 dO 1a 5f 64 8e d7 bl eb a8 ec 50 el 7a 31 29 de 4a 19 c1 4b f7 94 63 8d c5 44 92 eb
9f 07 ec ab Ob d6 2c 89 cb 95 43 5¢ 4f d2 02 18 2f da ad 88 95 8¢ 79 3d 2a 3 00 ca 54 95 94 51 Ob 31 80 0f 79 56 97 c6
9a 113256 1c a6 c7 71 6¢ 9d a5 3c 22 37 77 4a bd 42 b7 28 ec 36 a7 2 23 a4 50 34 6¢ 99 Of 1e 31 05 40 5 1f a5 94 12
al 62 ae 7d 17 a4 94 06 3b a6 7f 33 5f eb df 71 1c ed c8 88 bc 11 51 cc ec 08 e8 07 19 e7 db de c8 d2 ac a3 64 58 cd c6
1d 2d df 1e 71 ae 82 €3 7b b6 7d f2 67 8a 2e
Data Ascii: wu>b$kw=/Ae4QAxz|",To-_dPz1)JKcD,C\O/y=*TQ1yV2Vql<"7wJIB(6#P4l1@b};3_gqQdX-q{}g.

2021-12-02 15:37:58 UTC 945 IN Data Raw: ca 4c 82 64 22 0a c7 df 73 76 3a b9 07 87 20 31 8b 8e b7 35 0f f4 ed ae d3 37 06 12 81 4f 5d e5 2e 09 4e 5d f6
c5e5e7 cb d0 e3 49 27 d4 b0 63 fb f1 54 6b 42 4e 1e d8 55 34 8f 9a fa 2f 2f 8b b8 b2 7c 60 Oc 69 05 fe 8b d5 40 99 70 28
2d 99 9d €3 10 31 f1 61 6¢ 10 a9 69 68 a2 92 91 6e 8d 48 13 1e 94 a2 4d b1 25 96 2f ed 00 19 eb 9d 17 3d 6¢ 94 84 9c 6¢
2b f5¢7 3b 47 63 70 27 9e Ob 92 7a 38 20 4d 70 cf 59 e3 ba 1c 60 38 c6 aa 0d 6f 00 53 6b 9b 04 d1 Of 1e 46 92 20 a7 1f
47 dd ab 34 6a f4 7b b7 df 6f 8f 46 0a fd 57 ad b7 f5 6¢ 84 07 c1 5e b6 4c a2 eb 6¢ af 7b 75 b5 76 ea 19 e2 13 9b 72 fb 5e
a4 f5 90 87 8a 64 ca 8f 25 7a 75 75 d8 d2 4c b4 7f 44 f5 63 ¢8 f7 68 d0 1d 00 0d 39 e0 91 d1 f1 06 af ae a8 5f 1e bl 99 b4
dd 31 36 1f 51 f7 b7 d6 08 ef 5e ec 34 c9 49
Data Ascii: Ld"sv: 1570].N]I'cTkBNU4//|'i@p(-1alihnHM%/=II+;Gcp'z8 MpY 80SkF G4j{oFWINL{uvr*d%zuuLDch9_16Q"4|

2021-12-02 15:37:58 UTC 946 IN Data Raw: 31 0f 10 5 9e 41 08 19 82 98 6a 02 4f 6f 2c f4 62 a0 33 57 ¢8 31 80 51 el 0d c1 e2 8¢ 3c 2f a9 14 d9 04 5c ce
44 0a 34 87 94 a8 76 bb cd ¢5 09 3b 99 80 0a 8c 90 ef 7d f6 f5 03 67 6b 01 23 ee 1c da de 9d 43 ab d1 36 73 44 b8 aa 59
20 b6 73 76 b7 bb 46 bc b4 3f d4 3a dO 24 bb cd 24 0b 19 d6 64 49 6¢ 92 dc 22 bb 7a bl fd 96 5e 6¢ 75 2f ec 2d a0 9d 3c
8f d1 25 83 33 9a 8d 56 8e 5¢ d9 45 dc e8 c6 18 10 ac 88 20 45 dc 54 db 14 7d 73 96 a8 7b al 42 26 97 87 6d 17 b6 36
1b b2 f6 61 45 53 dc 3b 68 a7 53 66 2c ee 6a 5a 7d a2 a6 4c 48 e8 88 2d d4 d5 a5 ba 34 4c 16 3e 2c 4d b1 05 65 ab 62 40
6a 5f 1a 11 6b 7f 49 39 21 34 ee 18 3d f6 3c b5 1a e3 af 5d 7d 5b a7 b8 1f 8b 62 16 85 8a 47 19 af bf 1d 77 27 4a 81 10 79
d0 e5 a7 d9 Oa fd 06 4a e2 0d b5 02 e5 e5 70 7e e5 91
Data Ascii: 1AjO0,b3W1Q</\D4v;}gk#C6sDY svF?:$$dIl"z Nu/-<%3V\E ET}s{B&m6aES;hSf,jZ}LH-4L> Meb@j_kI9!4=<]}
[bGw'IyJp~

2021-12-02 15:37:58 UTC 947 IN Data Raw: b0 d0 8b 18 96 db 6¢ be 22 7f 97 f6 b6 91 23 87 be ed 6a 18 b5 dd 06 a4 f2 d6 ea 4b c0 e0 a5 56 Oe 4c 5¢ 6a
51 df 76 89 0a 70 f2 eb 2f 82 a9 Oc 52 2e 87 a9 82 83 3c 9c b1 db d2 8f 2b 4d a7 c1 60 f4 f9 fO ee c0 bl 68 5e 24 ba 15 98
09 68 86 33 5b dc eb 60 3c 40 3a cd 60 91 77 26 3e 86 68 4e 2d 76 9e 03 f5 4a 57 59 7a 1e 4a cd 6f 36 3c Of fd bb 1b bl
3c 6b ec ae Ob fa 62 66 84 43 1e d5 94 33 74 52 84 45 fa a4 5b 36 99 b8 d8 e6 ec 71 01 al 2e 8d d6 6a 7d 13 03 7f 21 bb
70 6e 51 1e 03 7d d4 8b f8 4b 0d a0 b6 54 8¢ 60 59 78 be b2 94 31 08 55 b3 5f 94 c4 12 8a 1c 87 6 b4 5b 73 ea 15 97 c8
17 56 2f cb ad c4 b8 84 45 d4 4c dO Oc d2 b8 8e ad 79 8a f4 82 e8 b8 13 98 24 bd a8 cc da 95 bc 18 70 8d a0 45 60 50 a7
7010882 1c f2 72 29 1c 87 88 ab d4 de d1 b3 56 91
Data Ascii: I'#jKVL\JQvp/R.<+M h"$h3[ <@: ' w&>hN-vIWYzJo6<<kbfC3tRE[6q.j}!pnQ}KT Yx1U_[sV/ELY$pE Ppr)V

2021-12-02 15:37:58 UTC 949 IN Data Raw: 40 33 44 e5 59 3d a8 59 57 7f 5b be 29 97 04 b9 2d 07 8f 30 6a 85 bc 2d ca 09 c1 5c 18 ee 91 1b ee 90 96 90
29f2 ee 9c f9 ed 52 da a0 db ea 55 4c 72 02 ed 1a 7e e0 d1 07 7c 98 ca 98 2e 86 5f e5 04 7d 89 ab 5b db 1d 08 2e c1 48
71 5c 30 a3 ec f2 6e 2a 33 15 eb aa af 32 3c e3 68 63 Oe 9d ca 5a 94 07 d7 a6 3e 19 b7 10 41 f5 fd 82 12 de 9b 75 10 dd
a9 89 69 e0 cf 77 c8 7 79 de 77 48 e9 2d fa a3 eb 90 32 af 29 63 ee b9 66 d5 25 29 3b 4f 78 ad 82 ad 44 ef c1 55 f2 f4 42
831 a8 dc e2 40 98 6d 96 e5 d6 ca b5 5f bl 7e 6a 56 ec 68 56 7c¢ 6d 7b d5 e2 69 Ob 68 69 0a d2 f1 9d 9e 5b 68 Oc 4f e9
82 e6 80 21 9c 2e 7d c9 25 d3 9e 01 82 21 8e 56 cb d1 54 fb 62 59 26 2d b5 9d 22 cc 5d 63 24 25 91 40 55 ef ef 03 77 95
73 5a 40 b0 96 25 58 c2 e2 3f 4b 23 ab 32 a3 b4 d7 e0
Data Ascii: @3DY=YW][)-0j-\)RULr~|._}[.Hg\On*32<hcZ>AuiwywH-2)cf%);OxDUB@m_~jVhV|m{ihi[hO!.}%!VTbY&-"
1c$%@UwWSZ@%X?K#2

2021-12-02 15:37:58 UTC 950 IN Data Raw: 7b Oa 6b 44 71 14 4b df 1e e0 b7 16 7f 2b 7c 6a e7 c5 5e c2 7f fe 32 76 9d 97 b0 d5 86 Oe 25 18 ef 32 0f 95 97
29 0f 50 d4 61 a5 b4 31 e5 05 fc 67 15 e4 fa d3 94 72 3e al e8 59 0f e0 dd 78 85 52 67 67 f4 7e 36 07 96 99 be 5b ef 18
12 72 68 65 10 8d 36 64 b2 d2 6a 6d 4e 9c 4e 19 a6 d1 Oc 70 17 57 56 48 81 ea 96 4b 4a ba c8 60 f1 a6 9c a9 90 42 99
96 b2 e0 64 32 5a aa Of df 79 e2 14 fe a3 3e 3e 89 3e 39 f4 aa df a8 b3 51 f5 71 d7 7e f0 90 c2 5f 12 cO 2e 46 3a 3d 79 f9
fa e5 05 de 15 a8 c7 76 6f 2b fe 28 1d fe 51 d8 68 df 57 01 48 dc d6 71 18 75 9c 3a 47 11 75 2f 62 {7 65 b4 1a 76 5b c7 90
d8 9f cc e7 Ob f8 90 64 a3 09 46 0f 3a fa 11 a0 79 e0 d5 65 a6 66 14 2f dd e8 9f 9c e8 6d c5 87 Of fe 6f 29 ba 34 a6 5f e8 f1
33 ff 97 44 3¢ 93 7f d5 cf b3 ea de b4 1e 72
Data Ascii: {kDgK+|j*2v%2)Palgr>YxRgg~6[rhe6djmNNpWVHKJ Bd2Zy>>>9Qq~_.F:=yvo+(QhWHqu:Gu/bev[dF:yef/m
0)4_3D<r

2021-12-02 15:37:58 UTC 951 IN Data Raw: ee 1a 81 78 15 c5 5b d8 66 9a a8 4b Oc ed 3f 3a da 3a a9 7b 8f b5 4d 9c de 3d 4f 6a 2b f9 a8 f1 25 9f 37 9b 33
15 7e 9c af 4c fb 30 7c 8e dO 94 16 b0 2b a7 27 8f 1d a2 a6 17 d9 fb f5 68 91 f9 5d 99 c9 f9 {3 cf Oe 3d f5 44 1e 8a 10 87
b7 44 76 93 02 41 1e 58 db 85 bd 68 4c 78 ac 62 c3 0d d8 40 c6 c1 bf 8e 5f c3 73 1b 48 29 9c 50 48 a3 5f ¢7 df 57 71 4c
8040 b1 08 7b a0 f9 72 35 05 54 ed 22 ad 41 a0 dd 29 03 1c 11 7b 7d 4f 49 ed 4c 6a 01 56 2d ab 1c 18 6b 73 58 71 16 05
c3 d2 aa 42 31 4b 89 02 0f 52 e4 13 a0 77 a7 98 fe 02 f6 15 3a 10 70 1d 5e bl 8e 18 a3 56 1c d2 f6 07 29 Oe f2 fc 93 65
29 69 85 7f a6 9a 18 a5 ed ac 6¢ cb b1 92 61 ab b9 03 8a bc 36 b4 76 82 d7 34 ce 4f b4 e6 65 c9 64 d6 49 dc 21 1f 22 e
7f 46 ca 69 13 18 c3 21 1a 6e 68 aa 2a b3 a8 2a 99
Data Ascii: X[fK?::{M=0j+%73~L0|+'h]=DDVAXhLxb@_sH)PH_WqL@{r5T"A){}OILjV-ksXqB1KRw:p"V)e)ila6v4Oed!!
"Filnh**

2021-12-02 15:37:58 UTC 952 IN Data Raw: e7 76 26 d7 71 14 b9 d0 e0 14 e5 ce 04 12 1a 58 4e d1 75 33 d9 fc 02 8a 9d 3d 8¢ a8 3b 33 f6 71 8a 9d 12 c5
31c¢2 58 77 d6 86 30 5a 1b 93 09 da d7 b6 b6 3a 8e 28 b4 3d be ad 3c 11 85 ab e3 59 67 e6 af be ad 4d 84 f2 f6 fa ae 36
9179 cd e7 81 e2 45 12 00 9d 62 33 32 bd d4 d6 d7 61 f3 29 4e 37 06 f0 3d 27 ef f6 bf ea 6d 74 78 8 d0 dc ea 5b 14 5c¢ 51
62 16 4e 3b 2d a5 34 b2 82 97 76 4b bf 5e e3 ab 7a 79 cf 85 6e a4 Oc 29 88 42 75 60 04 b5 2¢ 54 18 3b 18 84 1a 65 12 38
eb 50 2f 2e 63 1d 4f d1 09 d8 fb 26 c1 f3 16 53 fa 93 f9 07 cf 48 7c 75 23 d3 3a c6 92 5f bb e5 bd a2 06 6b eb af 83 88 ec
48 8b 67 d6 d4 ac 82 f1 05 50 6d d5 17 75 25 5¢ 8d c7 61 fc 30 9c 6d 45 5f 1e 61 68 ec 9d 95 1b 82 13 e9 7f d5 dO Oa 1b
3a 0e 57 dc 10 9e 50 63 68 68 50 6a 88 ce 99 aa 96
Data Ascii: v&gXNu3=;3q1Xw0Z:(=<YgM6yEb32a)N7="mtx[\_bN;-4vK"zyn)Bu’,T;e8P/.cO&SH|u#:_kHgPmu%\aOmE_a
h:WPchhPj
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 954 IN Data Raw: 08 1d 1c ac 26 31 a6 56 68 09 19 b6 62 62 2c 26 88 43 f2 a3 e2 79 df 1a 9d b4 33 de 6¢ fa ae 51 41 1f 25 50 fd
20 ed a6 f2 da b4 5e ef e1 01 7b c0 5a c0 8f e7 53 d6 02 06 3a 7b Of ab 73 44 8d eb 45 03 b4 5b d8 24 33 b4 a9 83 fd 43
eb 8e 30 38 93 38 e8 el 07 2d 4a dd 09 5e 65 c9 ed e5 22 8b 40 0a 40 62 8c 6a f9 4d 75 2b 45 ae 06 f9 03 2a 78 4f c2 93
18 ed 93 b1 7a b4 6d a7 95 ec 4e bc 66 0a 09 16 89 bd 8f 1a f5 11 15 91 8a 45 62 c8 4f 3c 79 3d f1 2b cd da 4a le 18 6f
d0 88 7f c9 7a 3d b3 64 38 5f 5¢ 24 b8 5d 2d ad 9e 2f 1e 04 a7 8f 4d a2 e6 fb c2 cc 55 ce b3 81 17 fe 8a 9a b3 f9 fc fa ce
b3 84 c6 78 46 95 6¢ 36 59 73 b9 48 €0 38 c9 60 b9 03 56 4a 11 31 43 2f b3 66 b4 5e cd 97 04 7f c5 41 9c 89 a9 98 89 95
e2 e0 60 ed 88 6b f1 5e 58 cc d2 35 Oc dc 75 3e 37
Data Ascii: &1Vhbb,&Cy3IQA%P NZS:{sDE[$3C088-J"e"@ @bjMu+E*xOzmNfEbO<y=+Joz=d8_\$]-/MUXFI6YsH8 VJ1C/
fAATKAX5U>7

2021-12-02 15:37:58 UTC 955 IN Data Raw: 29 e7 d3 20 5e 57 c4 88 94 5f 52 85 d3 55 f6 32 46 a6 03 cb b0 9e e3 13 ea 36 12 8e 94 8 85 16 98 06 55 06
dd 9d 75 76 77 65 da c2 7b 6b f9 32 4a aa 29 2e 13 9b 3e b1 6¢ 2c €8 ca 10 32 18 98 b7 fc ea d6 2f b9 3d cf 1b 4b f6 45
€6 48 52 5¢ a3 5d 8d b6 64 89 4f 6b c5 64 43 c0 31 86 4a 51 b1 77 a8 19 41 76 52 2f bc 29 2f 6a d4 47 78 ea c8 6f 8e ab
59 30 d0 0a 56 cf b5 94 c4 42 72 49 28 60 e3 00 59 76 44 88 74 4b e6 42 88 11 d3 80 48 5b 78 25 19 14 68 3c dc da Of dc
ce c1 6f 9e 2b 8¢ 80 bb c¢6 73 71 49 a4 b5 1a d4 c6 e6 12 08 5b 92 50 8e 0b 87 19 69 28 8f c0 7f 10 df ea 59 74 05 11 7e
8b 14 a2 b4 04 al c0 27 5a 4e 19 Ob 3a 39 69 b0 ba 18 e6 04 2c b0 c5 52 4e 81 18 f9 05 8¢ 97 85 7c 59 c6 €5 c4 7a 7f ec
3303 d6 64 9b 69 8c c4 92 af fd 17 c4 11 c0 a6 97 66 8c
Data Ascii: ) "W_RU2F6Uuvwe{k2J).>l,2/=KEHR\|dOkdC1JQwWAVR/)/iGxoYOVBrI(" YvDtKBH[x%h<o+sql[Pi(Yt~'ZN:
9i,RN|YZz3dif

2021-12-02 15:37:58 UTC 956 IN Data Raw: f9 f1 4c 7a 9d 8a 60 54 bb 43 8 6a d2 c9 8e 4a fa a7 2e 14 6e b7 e5 ee b4 c8 57 4b fa 3b ba e9 7c 1d a7 25 2¢c
84 e9 d7 a7 59 92 35 aa d0 23 5d 43 28 1c 06 ee c5 c3 7 9f 2e f9 9f df 71 c8 ac 7 2e 0f c2 28 a5 67 bf a3 ec 3d 9d Ob 6a
23 b5 5b 17 dd 57 45 34 be ea 1a 1d 1c 61 93 99 a5 2d 37 02 e0 6d b2 cc 6e 4a 20 39 e3 b8 21 4f 44 89 88 18 c5 60 00
Ob ae 71 65 51 5f 35 81 3a 12 05 f3 68 94 cc c3 b1 78 e0 c5 Oc 63 f1 20 97 2e Oe 93 5a 66 39 55 9a dc ab ed ed 65 a4 92
d2 8c c0 3f 23 33 d7 ¢8 4c 2¢ 30 46 70 dO c8 8b 9a 29 d3 a0 a4 73 1e 42 85 3c 36 83 32 49 65 ef b8 4e 25 b0 16 16 5¢ 91
d4 ee c7 22 7e e7 d6 44 0a ba c6 48 1c 96 7c 5e 22 73 d8 91 50 f9 89 ab 68 72 f1 07 ba b3 27 17 ff 85 94 Oc 93 8b 3f d2
¢l Oc 1f f5 a2 b2 27 53 6b 4d 60 32 b0 bd 3d 51 Oe al
Data Ascii: Lz'TCjJ.nWK;|%,Y5#]C(.q.(g=j#[WE4a-7mnJ 9!0D geQ_5:hxc .Zf9Ue?#3L,0Fp)sB<62leN%\"~DH|""s
Phr'?'SkM™2=Q

2021-12-02 15:37:58 UTC 958 IN Data Raw: 54 6f d0 81 58 78 5b 6b 6a b7 3d e4 62 7b db 80 60 97 29 d2 42 6b 56 47 a0 02 04 02 17 77 df de c1 60 ff 10
d7 f5 de 9e 92 38 ca 0a 08 49 47 5¢ 84 e0 c5 bc el 0f 23 b7 3e 6a b5 f3 a7 17 98 2f 88 86 0d 7f ad b1 06 44 6e 82 d2 be
5d df 7b 71 70 08 93 48 76 a5 30 54 7c 21 4b 88 25 82 42 32 9c da 97 a7 7f 24 cd a3 85 50 61 84 fd 14 94 84 b2 32 14 of
0f 45 9e d7 40 3e fa 75 bb e1 48 €9 71 1b f7 32 11 1b 66 d3 63 a2 76 85 61 25 1b 9b 8¢ 9a d5 db 23 11 50 4c 17 06 a3 33
3 €591 37 30 c0 01 bf cd 90 20 34 4b 6b 7 7c 57 9f 6 bb bb 27 43 f6 d6 1e 11 21 8b c3 81 ea 1f 9b 3e €6 16 80 7b da 20
fe c1 64 66 44 cc f6 5b 8e 94 f3 7c da €6 f1 c5 d2 3c ba 5d 3f 9a fa 08 5¢ 05 c9 85 8b 98 43 a5 37 74 fb fO c2 55 14 af 6d
bb 2d 9d ae 35 75 78 25 92 d2 81 aa 73 23 el 8¢ 27
Data Ascii: ToXx[kj=b{")BkVGw 8IG\#>j/Dn{qpHVOT|'K%B2$Pa2E@>uHq2fcva%#PL370 4Kk|W'C!>{ dfD[|<]?\C7tUm-
S5ux%s#'

2021-12-02 15:37:58 UTC 959 IN Data Raw: 22 ¢3 99 79 3c 18 d9 9e 9b 3c 8a b1 1a 74 18 d1 b6 1d 8b bd 3f de 34 04 6f f0 29 5¢ 29 a2 70 36 b3 dc cO bf 64
3f d1 bc d6 3a 1c 22 8d 28 25 63 c4 21 9c e5 9f 2¢ 72 26 ba 18 0d 1d 83 dd 21 42 4a d9 43 38 97 6e cc 8e Oc 33 64 58 2
6f el ca a8 fc 81 54 f1 9e la eb 5a 11 16 €9 7f 7a Oa 2f a8 db f6 14 f4 a0 03 6b 36 bf 69 Oa bf b0 6e b2 c3 cb 52 Oc 42 c4
73 bc 99 27 0d 4a 32 a6 43 2f f2 dc 2d 5d 2b 85 c9 03 9e c2 18 01 37 7c 8e 7b 31 60 Of 46 14 40 ed 03 43 68 cf bf 9a 7d
53 04 00 c3 5b 3 ec 53 4a c3 b2 fc c0 2f 74 46 89 a6 39 14 72 ff 96 44 98 af 2f bb 1d fe 55 70 04 4e 3f cd 99 cb 2f a0 65
b9 00 71 d0 a9 9c d2 85 63 e9 a2 3d 66 dc b7 9c a7 1c le ec 00 8a 65 2b 6e 80 18 2e 5c¢ cf f3 cc 37 bf d6 5a 20 3f 19 5¢
29 e4 e4 45 ca e4 f1 aa bf cc 97 30 a6 8d a5 04
Data Ascii: "y<<t?40)\)p6d?:"(%c!,r&!BJC8n3dX0TZz/k6inRBs'J2C/-]+7|{1' F@Ch}S[SJ/tFIrD/UpN?/eqc=fe+n.\7Z ?\)EO

2021-12-02 15:37:58 UTC 960 IN Data Raw: 00 el 9b e8 cd 60 d2 8e a6 df 04 62 a4 18 11 51 71 0d 2b Oe 56 cc ce 3d 81 Oe eb 13 e0 22 31 95 10 59 b6 10
dafc 52 cd 60 7f 3d Of f9 72 19 5¢ ¢1 30 b7 5d 91 4b f5 69 17 ee e4 2a 7b 81 1c 25 2¢ 26 b7 b7 63 41 50 4a 11 da 74 f8 85
€9 58 e4 ce e0 fe c9 5d 75 4e 4e cf e0 aa 6b 8c c6 88 82 d9 50 8b 6a 66 0d 11 cd c4 8e 29 2c d3 c9 4f bb 86 12 6f 49 58
b4 06 12 7b ed be 63 91 a0 94 fb 36 5f 4e 84 d1 Oc Of cf 58 1d 65 89 e2 f8 4d 4b 20 07 31 95 65 58 le 11 e3 aa 31 28 af
a6 e6 86 63 38 d0 07 ee 7d 34 a6 08 7a b8 99 ac 1c 7c d1 da c2 da 36 42 ca 13 95 35 c2 5e 15 2c 02 e4 2a f5 f0 08 57 cO
d0 Oc 6b a8 d3 f0 41 3d 2e d4 e4 58 2d 96 7a 81 01 28 67 6d dc b3 29 ba b8 36 d2 34 c2 8c 1b 62 af 62 66 30 e4 9b cc 37
8d 18 66 88 7f 4c f4 34 72 f7 b2 e7 16 ef 82 4d 42 4f
Data Ascii: "bQq+V="1YR =n\0]Ki*{%,&CcAPJIXJuNNKPjf),00IX{c6_NXeMK 1eX1(c8}4z|6B5"*WkA=.X-z(gm)64bbf
07fL4rMBO

2021-12-02 15:37:58 UTC 961 IN Data Raw: 08 14 cc 46 66 a9 38 15 19 6a 96 3c e5 74 72 13 2c ¢6 04 86 ab 71 f8 3¢ 71 8f 69 e7 57 63 dc 26 8e 8f 88 18 af
84 69 f0 a5 0f 43 cd 22 bf 66 13 06 db b9 47 16 17 2e cd a3 8c b2 b4 4a 7f 45 4f c1 ab c9 5a 88 cc e5 6b 43 €9 97 ¢5 44
9d 10 fa 1b 23 a0 99 7b 1b 05 4f 69 c9 b2 e5 aa O0a b2 c4 07 45 44 24 4c 84 df 08 ¢3 11 1c 4f fd 72 5c a4 cb 2a 58 ce a4
b3 60 50 ce 7c 41 ¢9 07 d5 cc 17 19 41 82 bf 4c fd 3a 37 48 fO 5a 3d a9 5¢ 2a c1 2b 94 b0 e5 45 f0 56 ff 44 10 88 e0 af fa
1 6d 4c dO 28 9e 2 €8 2a 38 e5 9f f5 79 3f ¢3 33 e2 53 04 27 f8 05 33 90 20 ¢5 00 5e 4e 82 1f 51 22 e3 82 07 7f 13 0f 69
15 fc Of 7e bd 9 33 Oc 85 b3 41 8d 50 bf b6 a6 9d e0 51 98 64 06 53 fc 86 79 4c 30 e3 5f 30 f0 08 7e el 9f ac c9 Od ae ea
df d0 5b 07 3 fa 59 45 20 58 a0 48 79 89 26
Data Ascii: Ff8j<tr,q<qiWc&iC"fG.JEOZKCD#OIED$LON*X P|AAL:7HZ=\*+EVDmL(*8y?3S'3 "NQ"i~3APQdSyL0_0~[YE
XHy&

2021-12-02 15:37:58 UTC 963 IN Data Raw: 24 9b 11 cc ¢3 38 61 9d 47 77 70 78 fb e2 fc f5 2b da 32 a2 de 1c ff €9 d9 59 e0 8c 4b 1a e5 8f a7 54 88 64 df
fe 9 c9 d9 db 1f 4f 9f 9e 7c e0 22 e2 a7 f3 15 dd 77 3f e2 d5 f9 c9 eb 77 af 08 7d 89 57 Oa f1 f3 ab 1f a8 al 5f 10 11 e8 6¢
1c 3e fa €0 5e 44 7b bf 5e 7a 8f a6 fe 6¢ ca dd 2b a2 d4 1b 7c 36 19 cc 27 89 61 96 e2 8f 62 61 87 e7 8a 1b 82 68 Ob c9
ed 4a 26 c5 ad f3 b6 08 31 f3 8¢ 6e 06 84 75 93 c6 52 8d da ce 61 09 d2 ee 31 d5 60 f9 df ce 9f el 6e 50 26 55 cf f9 f1 fc
d9 de 9f 9c c1 fb ec 7d 76 91 4d df bf Of 38 51 db a5 df bb 50 49 db fO 1b dc dd 9e 59 f0 d9 78 7a 9f f5 d5 83 df eb d7 6f e4
0b d8 1b 07 59 5e b9 fd 86 f1 b1 d7 bb 7d 9f f5 7a 71 4a 28 80 18 9a 5e 46 fb d6 db 4a 17 4b 3a 4d 51 56 d1 98 d6 18 16
8f 0a 84 79 a3 fa 88 c0 e9 4a 55 42 db
Data Ascii: $8aGwpx+2YKTdO|"w?w}W_I>"D{"zl|+|6'abahJ&1nuRal nP&U}VMBQPIYxzoY"}zqJ(*FIK:MQVyJUB

2021-12-02 15:37:58 UTC 964 IN Data Raw: 3a 8c 67 3b €6 57 9a 13 04 1a 96 Ob a5 91 1a ad 4c 2b 3a 87 ba ee 68 bc 39 92 78 e8 55 81 ed 06 ef cc bl da
17 c2 24 b4 35 85 b0 ed c8 6b fd 55 e5 ab 23 2a 9d 4d 53 91 88 c4 83 69 29 2f 99 27 9b 17 81 19 3c ff b7 b7 cb 31 2f 4c
b5 70 d1 39 25 11 fd 9d 16 cb a2 c9 d4 54 0b b8 50 34 a0 ae e2 30 34 fc aa 6b ed e5 44 e8 2d 61 45 c7 85 6b 71 52 bb 16
0f a9 64 97 66 e7 39 01 1d 69 57 e5 8f c8 c2 94 e6 a6 49 08 bb c3 Oc 1d 66 6d ba 23 c4 36 0f aa 10 61 1f fO 33 cc 05 64
bd 26 6e 3a e2 a6 55 48 61 58 87 a9 e4 08 6e 49 c7 e5 a2 ea 83 e7 8e 2e 39 32 99 84 c7 b5 20 2f d6 c6 a5 ¢9 61 cf 8¢ d8
C7 a6 3a ee 22 a9 db 48 74 1b 06 9e 12 c0 aa d6 25 a3 09 82 f0 c1 2d 43 24 40 86 f8 ef 90 2f a2 53 e3 e8 c6 e2 23 71 8e
2e 1c 70 3d c4 8¢ 7f 76 6a c8 1c 56 43 ac 41 00 82 21 b8
Data Ascii: :g;WL+:h9xU$5kU#*MSi)/'<1/Lp9%T P404kD-aEkqRdfoiWIfm#6a3d&n:UHaXnl.92 /a:"Ht%-C$@/S#q.p=VjVCA!
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 965 IN Data Raw: cf 8b 24 19 29 9a 5f 41 c0 e3 63 a3 9e bl e4 a8 7f f6 e2 ed 4f 1f ce 4f fe €7 5¢ 38 7e 43 00 93 43 19 9d 84 19 87
d6 e1 98 35 de c0 4b 99 5e 71 f3 dd 30 31 ¢3 38 6b a6 24 97 eb c6 34 4d 43 0a 48 a3 1a 24 ¢6 1d cd f2 39 b3 c0 a3 bd ae
06 82 1a 37 a1 93 40 41 39 b3 34 6f e2 88 c8 8e 3d al 82 70 6a e2 60 dd 10 cc 08 c6 aa eb 84 28 39 50 65 81 9f 8a 48 da
ec 48 0 40 9a dc e6 b7 f3 24 26 a4 b4 a9 0a 1d 8¢ 31 15 88 3a 26 83 74 ec 6a 2a d3 24 58 62 25 bd 01 37 2f 52 6e 7c Oc
55 7e ae 86 55 44 58 ¢9 72 65 5b 17 66 be ce a6 06 cd 58 98 eb 67 65 b0 12 a6 22 €9 2b 21 5b d0 8d ef 8a 44 a4 19 87
8d 13 08 dc 93 4c 84 f8 ee 20 b9 2d 1e le bl 06 23 39 30 3a 1c 6b d9 11 ed 15 8¢ f9 3f c2 d5 be 31 5a 11 a4 52 Oc d4 Oa
50 e3 18 ¢3 33 8c 25 8¢ 75 30 32 bb 98 eb b3 be f4 63
Data Ascii: $)_AcOO\8~CC5K"q018k$4MCH$I7@A940=pj (9PeHH@$&1:&1j*$Xb%7/Rn|U~UDXre[fXge"+[DL -#90:k?1
ZRP3%u02c

2021-12-02 15:37:58 UTC 966 IN Data Raw: f1 cf bd 6b fO 86 b4 cd Oe 5f 5a 3c ee cb 7a 58 4f 6a 10 e2 db 9a 08 69 9d 7f a3 2d 7f 1d 68 f1 ac 82 c5 6b 2c 96
14 cb 4e e6 10 f3 c1 ce 86 98 d2 8a 68 8d 2d 24 94 a8 65 91 f4 48 a4 48 1a 3a 87 ce 6e bl eb f4 58 af f3 8 fO 11 3f 3d a6
7d ee b0 a2 5b 12 5a 4f 97 9f a2 39 b5 7 08 1d 8c 56 d3 f2 ff fb ef bd 32 5f 24 7b 20 57 {7 24 e2 2c f7 c6 34 cb bd 51 b2 87
5a 7b f2 82 4b 38 b7 e5 eb a8 b8 5a 2d 7b 3b b7 fb eb 9d de 22 ba 61 3b b5 4f 79 71 85 7c 7a 42 a9 91 c4 50 49 bf 3c €9
3d 11 ce 18 65 bf 47 {7 74 b9 9a 57 f4 d9 01 7d 06 31 4b 9c 50 9b 3 b2 ef 10 7f c1 9b 32 ef c3 da 6d 1le 81 86 fe 7 77 72
91 fe a7 96 e4 d2 b3 e4 03 3f aa 23 05 72 f1 23 88 86 db 7b 37 5a a0 07 27 f8 c9 ad fc 1b 61 c9 83 e0 cd 32 8b d5 c0 00
06 d4 78 48 35d2 f2 4d f4 46 a9 c1 11
Data Ascii: k_Z<zXOji-hk,Nh-$eHH:nX?=}{ZO9V2_${ W$,4QZ{K8Z-{;"a;Oyq|zBPI<=eGtW}1KP2mwr?#r#{7Z'a2xH5MF

2021-12-02 15:37:58 UTC 968 IN Data Raw: 97 80 1f e3 8d 58 31 19 5f c0 d9 6e 2c f2 53 19 d3 8e b5 c2 56 1d b5 4d aa c6 22 cd 5e c9 6d e6 ae d4 a3 83
1b2b ba 11 a5 c7 f8 €9 f8 da 1d 44 94 1e d5 de 21 13 e4 4b 23 a2 54 2f d8 22 7e 66 16 89 6f 65 94 09 fd b1 8a f9 07 8¢
2922 48 f0 97 af d5 a3 7c a3 f8 b0 66 15 ab 5¢ ee 9a 51 e7 a5 7e 96 ef 5e ¢6 c6 8b 97 74 70 09 3e a2 65 a2 82 23 f0 bb
13 b3 88 d6 a0 c8 97 10 8c 31 90 ca b5 30 8b ea 1a ef 94 6f 1d 37 73 dc 28 75 58 2d 53 3c el db 47 b4 f3 b4 2e a8 8f cc
eb a4 2c 23 6¢ d6 9f 8d 0d 95 85 b4 1a 31 a2 39 c8 8d 82 81 d4 ba 4b 66 a3 a9 el 44 7a 4d f2 e4 0d d1 09 dd 51 a2 bf 3d
ba 10 €5 06 a2 30 cb 7 22 10 43 69 79 c5 c9 b2 {7 40 2d 8b 5f 2a bc d6 e5 3d 36 eb 0d 1a 3f f1 2e 65 20 1d 70 14 b9 30
d7 00 11 69 9a 8c 6b 61 0a 1b c6 bc 91 94 27 5b 4c 8b c8
Data Ascii: X1_n,SVM" m+D!K#T/"~foe)"H|\Q~"tp>e#1007s(uX-S<G.,#19KfDzMQ=0"Ciy@-_*=6?.e pOika'[L

2021-12-02 15:37:58 UTC 969 IN Data Raw: f3 f6 bf a5 23 68 4a bf de ef 04 9d 00 d7 12 68 75 b0 50 02 f9 59 1e 8a 5d a4 dc a6 a9 Oa 7f db a4 70 3a 1b da
19 b4 96 1f 40 28 15 41 20 f9 92 c8 5¢c ae 26 54 60 ed f6 ca 59 91 66 57 {7 bd c3 f5 1f 3a 07 6d 88 fc c6 1d ad 27 b9 71 84
ff be 0d fd 4f 6¢ 67 e7 1e ac f9 34 b7 45 fe 5a 8¢ db 20 7b 0f 57 73 63 25 36 cd f6 5e d1 8a d6 48 b4 6a 81 a2 a6 db 63 c3
65 bb 81 d5 a9 0d 71 37 20 18 82 ¢4 13 ce ec dc ¢9 69 f3 e7 9c d2 7a f3 e7 af 38 e3 f5 e6 cf 71 8d 7f b3 7c 41 6¢ 07 9a 27
32 al 2d a6 4b bf bc cc Oe 78 96 d2 d5 3b 35 74 98 4c 06 50 Oa d3 47 1b 50 99 83 21 34 5a 25 Ob 98 fe 75 0d 58 46 41 €9
10 6d 9b 00 a9 14 2a 04 88 7c d3 f5 c2 30 ec be ed f9 6d 7b d7 ea 4b 5f f0 50 Oc el 42 bc 73 2f cf b3 4b 67 41 56 €0 a6 3b
00 a2 f7 85 6b 53 8¢ dd 15 df 77 c9 f0 c5
Data Ascii: #hJhuPY]p:@(A \&T YfW:m'qOIg4EZ {Wsc%6”Hjceq7 iz8q|Al'2-Kx;5tLPGP!4Z%uXFAmM*|0m{K_PBs/KgA
V;kSw

2021-12-02 15:37:58 UTC 970 IN Data Raw: 04 10 23 a8 df f9 ab 66 54 02 65 65 13 b3 95 0d 47 78 3e 8f 0a 98 70 c3 a7 c7 f4 1d c6 f2 35 1c 12 95 89 f3 dd
5d d7 db 68 c3 0b 8 5d 27 93 f4 33 52 4a 29 f6 84 ed 5d 10 7e 6e 35 68 20 3a b1 02 f5 8d f7 97 e4 66 a5 d3 d2 84 b6 al
d4 5572 f3 14 c2 31 84 18 fa cb c9 df 3f 3c 7d 7b 7c d2 3f 39 7b 7a f4 ee 64 7b 7b d3 fe f9 73 de fO 2b b4 4b e8 69 63 5f
84 a3 84 eb 05 a4 fb 1c 87 87 6e aa d3 66 fc 63 41 56 75 80 2e 22 22 81 6f 5e 19 db 23 4a aa f6 9e 7c 25 2¢ b8 da d8 bf
1 c2 f3 5b 57 03 6¢ 8d 1a 45 ae 08 Oe 61 8f 14 b6 ca d6 06 30 19 d7 3e 28 c2 e6 bb 35 48 14 9b 37 1a 6e 17 83 1c 4a bf
85 04 43 4c 0d 2b Oc 78 22 82 54 f8 9d f9 60 39 29 23 ab 49 1a 14 30 9e 5a b6 72 dc 81 8e b0 Ob 67 fb 9d c3 ¢8 10 32 28
c1 36 db 26 aa a6 le 1f 3e 8a le ef 04 3b 4a 06 de
Data Ascii: #fTeeGx>p5]h]'3RJ)]~n5h :fUrl?<}{|?9{zd{{s+Kic_nfcAVu."'0"J|%,[WIEa0>(5H7nJCL+x"T 9)#I0Zrg2(6&>;J

2021-12-02 15:37:58 UTC 972 IN Data Raw: 45 a9 48 5d 73 3a 22 53 ¢8 8e 0a 2c 5f 37 00 62 8c e0 7d 7 e7 bl ff a7 5e 5f el d6 49 db 6a 2f 2f c7 29 c0 f2
26 1b 49 88 8e 5b 22 af 23 93 2d d9 c¢5 5d 2 68 b1 Oc c4 24 34 8f 9c 94 20 35 bf 93 41 77 6f 15 ce 14 98 d4 8a fb 1a 88 e8
b0 6b 30 09 c2 45 48 b1 2c dd 62 5f 5b 30 bf 48 dc 4d 6¢ a4 a9 c0 e8 24 83 95 d3 db 43 a5 97 92 6b c7 fa 2a 40 9e a9 af
a2 85 cc b5 4c 2b 6d ae 00 9d 48 2a 03 c0 al 3d fc f5 53 b9 2a al 5a 1e 99 93 c¢7 4d ad 8e c2 dc d3 60 05 02 41 38 a8 01
3a 34 25 0a e6 8b b5 25 05 01 ac 5b 19 51 23 3d 82 87 b5 de 69 63 59 56 0d d5 50 b7 32 28 69 e0 08 89 33 4c 77 5c 23
7859 6d c6 15 3a 3a d8 d6 a9 94 49 23 2c 84 Oe db e5 1a d7 fe 72 a3 a8 c0 80 f7 Ob 47 2c 01 54 1f 4a d1 d5 88 10 7a 2f
fa 5b 77 20 91 2e 36 87 c3 7b d2 42 8f 8a 3c 8a €9 5e
Data Ascii: EH]s:"S,_7b}*_lj//)&I["#-]h$4 5AWOKOEH,b_[OHMISCk*@L+mH*=S*ZM"A8:4%%[Q#=icYVP2(i3LW\#xYm
LI#,rG, TIz/[w .6{B<"

2021-12-02 15:37:58 UTC 973 IN Data Raw: a3 ed 63 €5 06 88 23 69 ¢4 c1 96 52 42 57 25 7c al 25 09 5b ef 65 3¢ 47 76 02 b1 a4 37 bc 9d 5b d9 dd 9d f1

b9 27 03 6d 33 a4 d9 d5 05 f0 b8 aa 86 3e e8 1d 31 7c e4 28 d5 c6 a9 2c de 4a 5b 69 f6 37 d0 a2 ea ad 30 4c 1b 02 65 1a
1a 67 bb 2 40 ad 41 9a 56 98 ee ca 8f 59 29 09 03 ¢4 89 1f b1 11 62 €5 2f 6a 15 €5 ad 41 57 09 23 06 a6 de ce 84 88 04
56 89 4f 59 7b 47 04 9e 15 0a 31 b1 ee 47 22 9a cd 47 d7 96 08 30 5d 3f a8 fa 06 39 c6 da 8f fa 51 fe 66 fa db 94 1f 74 d4
d1 c9 66 d9 2c c5 c8 b3 e0 08 4a 34 71 38 ff 30 2b c8 c5 d8 b6 b6 32 7f ab 7e 56 89 4a 2b 71 €3 ff 04 fe 12 36 d8 42 02 c9
8f 03 15 ec 94 6b 20 80 8e 24 73 93 41 2e ¢5 03 90 3 09 12 22 17 03 4a c3 4c 1b 1c 8a dO 5f 65 23 fd a9 f9 51 e2 9b dd df
dd a5 cc 97 72 92 9d 8d 76 a0 c6 c2 94 €0 90 38

Data Ascii: C#HIRBW%6|%6[e<Gv7[m3>1|(,J[i70Leg@AVY)b/AW#VOY{G1G"G0]29Qftf, J4q80+2~VJI+q6Bk $sA.2"IL_e#Qrv8

2021-12-02 15:37:58 UTC 974 IN Data Raw: 53 al 70 99 35 15 59 32 73 b0 4c 0a 69 6a 36 75 29 al 7f 33 5f dd 40 86 35 09 43 3b 53 9b 02 18 9d 1f 39 b3
d2 dc 69 9b 4f 3a 7d fb 83 fc 50 71 13 83 7c 77 d7 43 6b d9 45 7e 79 77 77 ed e2 af 7f el 9¢ 3d 3d 7d f9 ee dc f1 9d b3 f3
bf bf 3a 71 2e 3d 62 8b 91 fO a3 2b 33 30 a2 67 b3 d1 38 63 33 54 23 92 d7 ea 5d 27 3c 01 cf eb 67 34 82 4c 27 8a 19 64
34 82 ea 22 bb 84 82 68 43 2 63 64 f8 a4 65 61 b2 a9 ea af b2 79 3e be 3a €3 13 85 08 60 b6 4d 99 f0 5a be af b2 89 e7
36 1947 49 89 18 8¢ 82 15 73 fc 23 73 ¢4 d2 7d a2 97 4f 7a 75 35 64 bc ae 93 62 f9 bd 65 9d 14 ab 43 60 ca a9 b0 2c e2
5a 72 44 6f 33 38 93 78 b7 ee b2 d3 4f a9 73 ac 8a 3f c1 a9 f3 7b ad ce 7a 42 e4 17 20 f1 de 1e c3 00 b6 2a f5 34 99 bb
76 a5 93 cf 99 10 21 74 7b a4 1a f6 66 86 e2 07 a2 12
Data Ascii: Sp5Y2sLij6u)3_@5C;S9i0:}Pg|wCkE~yww==}:q.=b+30g8c3T#]'<g4L'd4"hCcdeay>:"MZ6GIs#s}Ozu5dbe
C",ZrDo38x0s?{zB *4v!t{f

2021-12-02 15:37:58 UTC 975 IN Data Raw: 77 d6 d5 f7 bf 62 e2 f7 Oe 3a 2b 7a f7 7d 1e 7d 26 ea ba f3 ab 41 4b 54 9d 5d 74 55 bc 6¢ 4c 7a 60 7¢ 91 b7 57
60 1f 72 15 49 04 77 9d a5 7b 7d 6f 8d 7b bf ce 74 59 8b 16 6d cc 5f b2 34 2f b4 b8 0d 76 le 11 6a 2e e7 7a d1 4f 4b 50 ca
bd 90 c3 e5 81 b2 91 c7 fc eb 3e 62 57 47 d6 83 58 23 dO b8 0a 00 a7 c8 7d 5f dd 63 5f d7 f4 96 7e 10 a3 ea 30 8a 31 4e
90 79 9a 88 48 15 18 ba 94 0d 84 ea c7 dd 1d 11 8 fO cc 2d 6¢ b2 al eb 52 68 a7 d2 bc 50 4e 50 fa ee 33 2e 50 de f4 ee
9352 f4 99 d2 99 Ob 79 f3 66 33 €9 fb 1a a0 3b 45 b6 b0 12 Oc 61 6b 7c b9 9f Oe 2a e5 36 80 95 d4 eb d1 f4 90 89 ac 4b
bl e0 7b c3 d9 ad a0 8c 30 af 58 2e 25 6¢ 34 96 82 72 a3 69 b9 2f 76 9c 3d b8 8f 12 11 c0 el f0 36 c1 03 d1 04 04 b7 04
€2 43 b7 b0 15 26 33 2b d2 90 bd 2a 1d 77 6¢ d6 79
Data Ascii: wh:+z}}&AKTItUILZ |W riw{}o{tYm_4/vj.zOKP>bWGX#}_c_~01NyH-IRhPNP3.PRyf3;Eak|*6K{0X.%l4ri
I=6C&3+*wly
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 977 IN Data Raw: 76 6e 7e 25 2c 6b a7 ba 9e 58 a5 66 2d b9 a6 e7 9 12 f4 ff 22 2a a6 69 26 1f 2a f1 47 4a dd 1d 67 1d dc b2 f5
ee ff 8b ae 15 b4 16 36 b4 8e 99 88 99 68 48 d0 03 a2 4d b5 56 b0 09 d5 Oa 68 1a 15 37 80 f1 22 8c 1f 45 fe aa de ac c5
c6 cd 1a 8c fb f5 bc 74 77 ab ee ee 68 5¢ 7a da 7a 16 ab 4d b3 30 07 c7 f8 ¢8 1c 10 01 57 ce c0 65 Oe cc cd 01 66 b9 dd
63 f5 35 7d b5 57 6¢ ¢3 14 d4 51 1b af 39 46 af 54 57 01 d3 02 65 7d d3 €9 5b 73 24 a2 22 81 47 b6 eb f5 89 0d 01 e5 Oa
61 b9 Ob 4b d1 9a 1a 72 6f 85 57 5¢ 70 6b d4 09 aa 35 42 07 85 e9 9a f1 28 c1 42 a8 cc c8 2b 1f 3a 1f 8e 6b 06 a5 39 b7
01 7ac4 e4 al a5 25 4c 02 7b 80 51 ff f5 c9 f1 cb 23 ef 04 a2 46 46 ef 7f 05 4b €6 ca 72 44 ba 02 c9 a5 ad 79 73 7d 9b 9c
f4 59 04 dO 71 1b 94 ee 85 be c6 9b 17 a2 79 4f 5¢
Data Ascii: vn~%,kXf-"*i&*GJg6hHMVh7"Etwh\zzMOWefc5}WIQIFTWe}[s$"GaKroW\pk5B(B+:k9z%L{Q#FFKrDys}YqyO\

2021-12-02 15:37:58 UTC 978 IN Data Raw: 4d 30 5a 03 2d ca 39 3e b1 50 7b 69 26 02 9f 20 ff 90 fO Oa 2a cc dO 8b 4d 65 33 0f 42 85 ad e7 35 b9 bd b7 d3
5a 25 a6 ba e7 64 74 8d 5a ad e1 98 41 cb 77 94 4e d4 ea a6 6e bb 3d 43 19 ac 4f a5 28 20 c6 9f 41 46 f8 b0 fb 95 a9 ff
94 21 8¢ 39 56 7e b3 d4 5f 81 f4 e7 88 c7 05 af c4 86 e8 fd 60 ef 9a 9b 25 5f f9 11 2c 24 78 59 59 45 6d 84 ec 4e 3e ba 07
5f bl e6 1f f4 44 38 f1 1d ed 7f 07 f4 37 73 46 15 aa dd c8 a2 58 70 1f 68 7d c2 ac b6 52 bc 70 38 d4 8b e3 1b 29 4e f0 33
96 67 c6 bl 3d 8a 1d 23 a6 09 3d ad d2 bd 92 5a 42 30 29 f1 07 09 5a c5 af 42 84 81 62 Ob 2f f1 82 53 47 d6 5f c8 5f c8
20 09 de 1b da 74 8e ca 06 d7 13 f6 al ce 95 6f bl 31 dc c4 f3 2c dd 52 de 08 ec 6a 99 5c b2 db 79 66 af 17 cc 8a a7 56
8127 3c el c0 2a 5b a5 66 68 ef 85 ed dO 23 5¢
Data Ascii: MOZ-9>P{i& *Me3B5Z%dtZAwNN=CO( AF!9V~_"%_,$xYYEmN>_D87sFXph}Rp8)N3g=#=ZB0)ZBb/SG__
tol, Rj\yfV'<*[fh#\

2021-12-02 15:37:58 UTC 979 IN Data Raw: 47 84 5b b1 d0 74 49 95 74 37 fb 0d c3 e7 3a c9 46 d4 82 7e a5 6f 86 0f 9c 29 72 e4 18 ec 82 99 7d 81 98 e3
fa 2c 00 65 1a 79 b2 f5 0a 77 1d 28 ab a6 50 72 b3 60 0d 51 1f 8c b4 32 56 07 96 86 49 12 11 72 d4 82 7a 6b 5a a9 03 8c
19 1e 6a 24 22 a8 70 5a 67 €9 d6 31 bf c1 47 f8 38 ac 1a 76 78 82 8¢ f3 b1 25 47 73 f6 38 7b 2b c2 fc 01 Oc 3a 1a a8 c3
22 aacd 7a 07 22 8b fa 92 68 c7 2e 17 ab bb e2 ac Ob 9c 6¢ ac 3d 1f 19 df fb b7 4e 68 9a 70 d3 ee cc a4 66 ba 8e 8b 81
31f5 6f 1c 58 4d €3 88 43 4¢ 93 9e
Data Ascii: G[tIt7:F~o)r},eyw(Pr Q2VIrzkZj$"pZg1G8vx%Gs8{+:"z"h.I=NhpfloXMCL

2021-12-02 15:37:58 UTC 979 IN Data Raw: 31 €6 44 eb 48 02 c2 bb e3 f9 b3 ba 22 87 b0 6a 57 7c 8d 77 af fO 4e 85 Oe ed 02 a0 a6 06 71 30 51 d2 01 6f
a2 32 fc 10 cc d3 dd 3b 33 02 03 7d 61 6¢ 76 €5 af 1e 5f 47 63 96 7e 15 {7 75 1b 32 6a 99 80 bc ad db d6 ef 02 fb dc dd 6d
f0 €9 53 17 9b 37 58 da 4e 99 ac 06 ab 2c 1e b8 6a 5a 8e 6a 88 6d c1 02 f2 1e b7 0a b7 42 15 b4 34 5¢ d5 d7 c5 ee c1 a0
Ob b8 85 33 20 51 b3 b7 ca 19 3f 59 77 1f 8e ad 4a 64 7d 63 56 4a 26 8e ae 38 Ob a9 c0 6d ea 1d 43 ed 97 3e c7 7e Oc 89
42 Oe be fb c3 7e 1d 5a 49 Oe ef bc 73 91 fb 9a 41 62 5e e4 42 09 de 2e c¢1 dO 71 3c c9 3a 22 41 c7 5e d7 b0 60 c2 e3 d2
74 76 5d 7a fe 92 4f 97 4c 2a 61 39 5d 41 37 a6 12 2a 36 82 66 al b8 45 bb ae b4 b3 92 bb ea c2 7a 46 15 30 13 bf el 26
c1 5 3d 06 b5 3d 54 70 16 €0 36 ff €2 8d 2c 5¢c ¢4 70
Data Ascii: 1DH"jW|wNg0Qo2;3}alv_Gc~u2jmS7XN,jZjmB4\3 Q?YwJd}cVJI&8mC>~B~ZIsAb”B.q<:"A"'tv]zOL*a9]A7*
6fEZF0&==Tp6,\p

2021-12-02 15:37:58 UTC 981 IN Data Raw: 72 54 8a al b2 de c9 b0 e5 fe 42 92 fe 1c 18 d0 ac 92 75 a7 27 34 b1 9d 14 9d 23 da 78 df 6a 87 3e 1d c2 fe 9e
1d da dd c6 4b 5f 0f 2¢ 18 d7 f9 37 04 45 c0 64 80 c2 be 3d 91 ab a4 17 cd 3f 45 37 a5 72 f3 bc Of eb fa 39 dd 0f c5 a7 14
86 67 2a 18 el 75 5a dd 10 ad 19 d1 f6 26 a5 c8 e0 01 ff 81 4f 79 71 d5 5b 72 80 80 9 4d 1f e2 53 05 86 bl Oa 7d 78 8a
58 db 10 4a b4 15 e4 5a b7 53 bb 2d 6 d2 3e b6 bf aa e6 49 1b 3e f4 56 a9 16 66 fc €9 40 98 cf 2e fa 55 8e e0 ba b0 9f
81 93 2d 80 4c 8d e6 bc 43 6d a5 82 80 27 9e df f5 3a 2f 10 8b 8e ¢5 Oe 63 66 03 b8 a6 31 a6 f3 6e 5d 86 d5 6¢ 67 8d ce
96 d9 bc 20 de 14 fc 5e ea bd 11 eb 55 cb 01 94 11 b7 f4 72 18 6¢ 08 73 bf 5 d4 14 92 65 a6 90 ec f8 e5 d1 ab b7 cf 39
22 9c9d 13 e0 69 67 4e 80 4c 41 75 1d af 3f e8 ec
Data Ascii: rTBu'4#xj>K_,7Ed=?E7r9g*uZ&0yq[rMS}xXJZS->I>Vf@.U-LCm"/cfln]lg "Urlse9"igNLAu?

2021-12-02 15:37:58 UTC 982 IN Data Raw: 6b 38 fa da c5 90 2e f3 8b 42 73 3e 58 12 45 d4 bb 0a d4 90 3b 28 58 a5 85 0Ob bc bb 1b 47 32 17 1d ef 65 dO
c6 5a 6b 7a 99 dc 6e e3 f3 04 51 02 06 06 b0 8b 67 41 41 8 a8 f6 4c 2e 19 91 e6 Oa ff ee 2d f1 ef 10 ac ed da 45 bb d1 c2
719557 72 39 4d 58 38 98 3b d1 70 63 1b ec 56 22 8b c6 ab 83 be 27 eb 53 e5 53 91 8a 27 22 93 2¢ 32 2d 97 7c a8 55
5f 4a 0a 09 99 fd 20 78 b8 c¢7 dd d9 7b 18 58 7d al ab 17 1b d0 09 f2 eb 20 fd 9c 6f 46 Of 25 a8 df 05 1d 99 02 e4 44 b4 8d
19 12 Oc 5¢ 6b 4c 18 24 f1 4a b6 e2 92 ff dO b0 e0 4f 7c be 97 5c cc 94 f7 c7 44 b9 84 38 dd 54 ab 99 d3 75 3d 4b 53 b2
37 bf aa cf 14 90 5d 5a 09 a0 e6 5e 58 a9 84 95 fc 8d b8 2e 29 d3 39 51 e8 ed 19 b5 53 35 5d d5 73 30 e7 c¢7 89 aa 7e cf
26 3 f3 54 7d fd 6c a6 bf bf 71 d6 d6 44 d5 e5 a6 e9
Data Ascii: k8.Bs>XE;(XG2eZkznQgAAL.-EqWrIMX8;pcV*'SS™,2-|U_J x{X} oF%D\KL$JO|\D8Tu=KS7]Z*X.)9QS5]s
0~&T}lgD

2021-12-02 15:37:58 UTC 983 IN Data Raw: db 93 f5 bd c1 24 e9 fa 64 57 cc f4 9a 81 31 30 9c f2 08 90 a5 38 d5 4f 00 54 62 a3 33 68 4e de ac eb 0d 5b 04
1f 84 f9 6¢ 1f 51 04 c3 4a fd 4d f9 af 6f 7b a4 6c 66 17 25 db ba 08 43 75 43 ac 56 95 01 d0 b0 20 66 2a 43 24 5f b6 a6 94
49 60 f1 75 ac 9f a0 b6 61 6¢ 75 f5 8c 26 58 10 ce cd 60 9d 51 4f b0 23 a8 a7 03 15 7a e6 3a d3 31 66 €9 a2 bf a0 59 83
95 38 ee fc a8 48 1e 6a ad 90 dd 5e aa f7 b4 77 1f 1a a8 a8 ca 2f 59 a9 92 68 8d d9 d5 66 a4 68 3f 4b 49 dc 1a 69 82 92
74 ae 32 b4 6¢ 92 76 Oe 87 1e 87 b4 1e 20 al fe bf 38 Oc d4 70 a5 f3 f2 1b fe 5e 35 5c¢ df 41 05 db be 77 c0 b7 f8 9b 43 62
2e cf 71 55 0f 78 28 39 0f 57 4b d7 el eb Ob be b7 5f a5 6b 9c 84 4 1e de fc ea 35 5d 33 2f ¢4 d9 3f 64 af 15 c9 a0 af 66
95 c9 dc d4 8d dO a3 e6 f4 e5 42 Oc 45 d4 7d
Data Ascii: $dW1080Thb3hN[IQIMo{If%CuCV f*C$_I ualu&X QO#z:1fY8Hj w/Yhfh?Klit2lv 8p 5\AwCh.qUX(9WK_K5]3/?
dfBE}

2021-12-02 15:37:58 UTC 984 IN Data Raw: 28 1b 52 fa c1 86 ae 10 a3 62 77 f7 32 3c ¢3 5d 76 al d8 eb ff ac ca ab 75 78 a2 36 6b 6¢ 36 62 cb 37 al 36 d7
ab b6 Oc 1b Ob 98 92 60 89 cd b2 89 27 8a dc a8 85 €5 b4 77 7b 1a 77 f0 ad 09 bc 52 d9 70 e4 f1 29 6f a5 8a b6 12 e4 75
00 90 a2 b4 dd dd e6 a0 ec ec 94 51 5¢ 46 88 d1 a9 19 bc 82 32 9f b3 ¢9 1d 46 22 2c 92 63 1a ba e6 89 83 5d 4d ef 23 84
ac 4a 38 7f 58 d1 76 cb 9b 9b dO ee Oa 3a f9 3f 40 5e 06 a3 5¢ 9b ea 6¢ a9 14 aa 8a 20 Oe f3 61 15 7d a3 16 fa db 97 df
8c 68 c9 71 bc 4e 57 8¢ fc 59 79 03 2f €8 17 e3 ab 4c 31 23 aa 31 ¢7 7f a4 31 fb 7f a4 31 11 af dd 8e 95 1a a7 88 ca ba a0
3f5b 67 3d 60 c0 f4 c¢7 7d fa 4a b6 36 22 aa d1 38 be 67 59 14 f5 e4 62 c4 15 62 87 d5 38 20 10 24 b2 4a 6e 25 ba 91 0a
la a9 42 14 c9 d3 76 9a b6 15 5e d7 79 f6 €9 07 86
Data Ascii: (Rbw2<]vux6kl6b76 'w{wRp)ouQ\F2F",c]M#J8Xv:?@"\l athqNWYy/L1#111?[g="}J6"8gYbb8 $In%Bv"y

2021-12-02 15:37:58 UTC 986 IN Data Raw: c6 79 cf 67 5e b3 9a e7 9e 4f f0 08 4c 5a f1 2¢ 3¢ 78 4c d6 93 04 2c f4 22 0a 68 7c a0 dd 14 e0 ef de 84 74 de
5c 9d ad 10 d6 72 bb 8d 7a 31 da 19 ed a4 01 d2 3e 77 55 2b cd 75 f2 35 20 ed 75 13 a4 dd ee e5 ee 65 19 75 a0 b5 33
32 ae 29 d8 Ob da ce 2a 89 46 b8 d1 fe 83 98 83 30 7a 06 87 Oe 5d 57 bb 12 9e ¢5 28 87 73 1c 28 cf 7e 2c 22 fe 84 51 08
b2 3b 3b a3 3b 70 40 44 4d 17 96 1d 60 46 ad d2 23 1d 3f 83 89 6f 9c 02 f5 c1 78 06 d5 2a 2f 4d e2 46 al f7 Oa 4e 1b 10
el 4a aae5 d3 89 4d 21 d6 96 6d ac d8 d3 24 f4 68 ca bc 17 06 dc 55 f3 fc 2d Ob 37 16 3b 66 95 04 4e 53 ef c5 07 83 55
89 7b 3c f6 d8 85 f4 f3 68 1c aa a5 f8 38 ac 18 28 dc 7f 32 d1 46 9a 9¢ 58 79 7e de c3 a3 89 7d a3 65 cd f8 75 a7 6e 1c ee
87 ac 41 eb 31 6f f2 83 ae 4f e7 c0 8b 68 60 99 f1 59
Data Ascii: yg"OLZ,<xL,"h|t\rz1>wU+u5 ueu32)*F0z]W(s(~,"Q;;;p@DM F#20x*/ MFNIM!m$hU-7;INSU{<h8(2FXy~}
eunAloOh'Y

2021-12-02 15:37:58 UTC 987 IN Data Raw: ¢9 9b d7 2c 4d f9 dd 5d 47 6a 1c 9c 38 6b 8f f9 d3 53 ac d3 0a 82 7d b3 ba a7 1b 5a b9 25 3a 45 dc c8 24 00
b3 72 ea 8a 4e 78 39 2d 9a ef 15 2d 7d 41 2c 7f 33 36 91 5¢ 93 6¢ ¢9 aa 18 cd 8d 6¢ b0 72 cd 32 96 dd dd 32 ba 9d 8b 3
7f 61 1d e8 35 d4 82 4e 52 48 Of 4a eb ad 53 e5 71 ab 24 53 5¢ 47 29 ea 71 55 3¢ 00 d4 9a 51 96 8b 9b 27 a3 Oe 88 c7 ad
52 9e 57 ac ba 60 60 31 f9 bl 65 60 e3 dd dd 79 d4 24 Oc 00 f7 67 1a 99 b0 93 71 ec b7 31 d1 2e c9 bl df 4a 4a 97 1f f1
€2 22 f7 al 12 3e fa 9d 34 55 4d 33 59 d5 c2 c9 73 fe b3 dd b2 a7 1f e8 f2 fO 4a ce 5d 0f 52 24 5e 26 0f 40 1e fd c8 0a 55
03 a5 03 c2 35 ec 40 32 94 68 18 3b €9 2c 4c 93 95 d8 06 20 10 03 02 d3 d3 2e 6a a6 c4 81 0a 6f 10 45 be 7e 22 65 00
89 66 6e 20 df 72 1c Oe e8 2f 70 cf d1 99 1c 9e dO {7 16
Data Ascii: ,M]Gj8kS}Z%:E$rNx9--}A,36\Ir22a5NRHJISq$S\G)qU<Q'RW "1e'y$gql.JJ">4UM3YsI|R$"&@U5@2h;,L
.joE~"efn r/p
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 988 IN Data Raw: f4 6d 39 ee c9 6b 77 af 97 55 e5 aa 7b eb 72 33 fO ef c4 9d 9e 8d e9 4c a8 9c a2 e9 82 ae d9 4d 1a f0 c2 da 54
ef 57 ee 95 7d 14 66 50 37 08 34 dO 72 f4 ec fd fb d1 f1 bb c3 d7 ef 5f bc 79 f7 2a Oe Oc ed 60 ca d4 cd e5 d3 2a 63 32 3f
59 84 c1 9e da 56 c4 29 c7 6¢ 43 4e 7f c7 51 e0 e4 fa 35 54 €9 00 0d 07 8a 7d c9 8a b7 1e 02 8b 18 09 d9 Ob 15 f0 38 cc
71 4b a7 2038 ¢c3 34 11 dd 1d 51 58 1d 51 9e 53 8f 39 f9 6f 63 fd e5 e0 ec 34 14 bd 5f f2 f9 6f ea 76 37 57 67 97 59 ba c8
aa 01 04 68 4f 07 83 be 7 44 58 b2 95 ee 60 70 4f 1e 0d a9 a4 b4 b4 94 d3 33 bc 6d fb 04 83 f2 25 46 6b 29 43 d8 94 e6
39 b8 2c 51 0b 2d a5 64 08 67 dc 61 a9 3e 6d 2a c1 60 29 e9 75 85 d8 59 53 ff 04 76 14 04 5a 37 df 63 d5 da ee 11 53 99
e20ba22c7c9101al 6770 3a 89 42 18 4d 12
Data Ascii: m9kwU{rBLMTW}{P74r_y**c2?YV)ICNQ5T}8gK 84QXQS90c4_ov7WgYhODX pO3m%Fk)C9,Q-dga
>m*")uYSvZ7cS,|gp:BM

2021-12-02 15:37:58 UTC 990 IN Data Raw: fb 27 6f ec f1 59 2c 8f 93 Oc e2 c8 9f 68 ec 7e f0 62 08 7d 68 ce 94 37 ac c9 5f 59 5f cb 3e b9 ef bd 17 75 dc b5
06 a8 fa 7f f2 f4 64 3d 2d 37 ed a5 e2 dc ac 9a 9a 65 7e 8e 04 a4 90 18 7e fe 56 68 72 65 36 57 a6 73 e9 3c 4d 87 e7 e8
6 f2 ee 8e 3a c2 3a 4e 69 6¢c b3 57 19 ab 73 d7 a3 a2 94 4e 31 10 10 e8 dc le fd aa fa ae 16 69 f4 19 a5 33 12 92 69 cc
67 2e db 1e b9 46 63 e2 b5 23 5f 4c 7e Oe d7 9e b8 b1l af 49 9d 43 ff 36 f4 14 70 ec 85 dd 58 81 39 97 68 9c a2 Oa 4e 93
bd 95 4c 69 f6 a3 9e b7 8e db c5 4d 91 ae f2 f9 50 84 9e 7e 91 e7 e6 8 46 b8 fa 64 6e b9 be 81 39 cO 5b bl ae 99 e3 a2
01 36 bc 3a 8b d8 d2 e2 3a dd 24 a6 54 5f 19 c9 c7 45 64 6f 25 ba 6¢ 47 89 b5 d9 35 de b7 64 48 12 5d 43 47 41 85 25 ca
b9 31 1d 62 90 de d9 13 bc b6 Oe 17 a2 96 ba 27 3b
Data Ascii: '0Y,h~b}h7_Y_>ud=-7e~~Vhre6Ws<M::NilWsN1i3ig.Fc#_ L~IC6pX9hNLIMP~Fdn9[6::$T_Edo%IG5dH]CGA
%1b';

2021-12-02 15:37:58 UTC 991 IN Data Raw: 24 27 74 5b 9b 5b a2 ee d8 04 9d 57 0d a4 90 Oe 31 95 b1 61 43 e2 a5 58 Oa ab ec ab c2 b9 21 fe 66 69 ee 95
8a 8e 57 45 db 35 8c Oe 5e 16 79 ed 12 cb 8e 41 f6 97 24 aa 46 64 3a f5 a4 a2 2e 35 ca 62 56 16 fb 32 a6 9¢ 96 4d 06 f1
83 28 7e 13 ba 84 5f fc 29 6e 6¢ 40 86 27 7d a3 97 da 8f bc 69 Oe 63 49 83 e2 5¢ 71 80 f1 31 83 6¢ 52 a2 c3 13 04 f1 b3 f8
1d e4 90 94 ec 4f 71 10 bf e2 fc d7 08 23 a9 42 69 c4 af f9 d9 bb 3d 83 f8 bd ca 64 39 86 80 53 36 9f f2 75 66 6¢ 73 25 cf
7303 3b 2d 29 58 8d d2 19 9d c3 91 be 48 92 e5 1d 83 8 86 53 c4 21 d7 ab 6a 2d 94 6d b2 a4 5f 62 fa 8c 6d ab 3c 8a e4
54 86 44 bc 4b 6 22 6e 76 90 65 Ob d1 ba b3 1f 77 d1 b2 92 dc 25 a0 e4 ea 55 3f df b2 35 06 63 ee 1b 9e 3c a0 1c 36 7c
ca 5f 73 6a 5b 00 c7 24 84 2d e0 48 5f 69 b1 18 fO
Data Ascii: $1[[W1aCX!fiwE5"yA$Fd:.5bV2M(~_)nl@icl\qlIROg#Bi=d9S6ufls%s;-)XHS!j-m_bm<TDK"nvew%U?5
c<6|_sj[$-H_i

2021-12-02 15:37:58 UTC 992 IN Data Raw: e6 72 ef a9 30 Oa a4 eb 1d f1 7a Ob b1 b5 db 1c 82 2b f6 23 f6 Oe f8 a7 33 5¢ 52 89 a3 6a ff ea f1 03 c6 e5 1f 19
3b 73 71 ff 4b ¢3 67 4a ff 8f 46 50 53 17 ff a3 d1 73 06 cb ac 4c 6d 3e el 8c de ed ed cO fd b4 66 77 06 b3 c1 70 7f 30 19
8c 07 6a 1c 54 60 57 37 af ¢7 00 ab d8 86 fe 70 29 fb Ob 19 af fe 71 88 25 b7 88 82 b8 9d dd f9 ad 64 46 0d af a6 4e bc 66
a9 c4 50 ac 2d f5 10 b6 4d 41 da cd fd 83 0d 50 fb 5b 51 ac fe 3c 73 9a 69 42 33 50 ae 1f a6 71 32 f1 26 df 3b be 38 2c ae
63 b9 el cf 1c 3d 38 ec 2d cd d9 98 a6 8c e6 0d 73 e6 78 37 a4 67 03 7c 05 b9 85 6a 07 b7 83 d7 6a 6e c5 87 88 db 37 c8
0Ob af df 2c 93 72 23 4d 82 bd 32 47 bc ae 35 e7 88 91 Oe 03 e6 bf 68 85 92 f4 db 6d b2 b8 7b d3 36 56 a7 Oe ee ee 68 9a
d8 56 f5 b7 87 66 77 b6 36 8f e2 48 50 de
Data Ascii: r0z+#3\Rj;sqKgJFPSsLm>fwp0jT " W7p)q%dFNfP-MAP[Q<siB3P(2&;8,c=8-sx7g|jin7,r#M2G5hm{6VhVfw6HP

2021-12-02 15:37:58 UTC 993 IN Data Raw: fa ab 2d db f4 34 d1 34 cf 34 ca 81 2c d1 f3 c2 01 03 0d 29 51 c4 bc 78 26 ec €0 80 5d 8b 05 09 e2 cf a7 47 6a
59 b1 9d 94 c8 a9 6¢ c8 57 bc cf c2 40 c9 d4 dd bd 56 77 64 70 5e da a3 45 05 be d0 01 9a da 76 5¢ 2a ea 2e 10 2¢ b3 51
63 57 b2 22 b4 39 52 09 42 28 0d 4d 2a 70 80 fc 2¢c a7 1c ea 50 55 b0 93 d9 65 00 dc 35 01 30 e6 ed ba 19 7c ca eb cb 81
bc de Oc 84 24 1c 88 57 ¢8 80 96 9d 29 c¢7 d0 c6 e9 7c 9e 6d 36 f9 59 4e 1b e7 66 44 5b fd 79 56 a7 f9 72 33 19 20 88 f9
66 f2 e8 11 8e 63 da 4e cb 51 5a 5c 20 ae fa 3f 36 1c d1 1c bb 7d 53 3f 4a d7 f9 23 90 47 f9 3c 7b a4 0Of 8¢ ff b5 5a c8 c6
52 47 9e 6d 38 b7 d6 b4 1d Ob 95 4d 17 ed 63 f2 10 c7 e5 66 a0 66 6e c8 1a 75 53 76 ef 61 00 03 a6 87 ac 6b b5 9b 8b cd
2a9d 67 16 5e 53 25 47 1b 3a 44 32 94 50 2f 81 d1
Data Ascii: -444,)Qx&]GjYIW@Vwdp”EV\*.,QcW"9RB(M*p,PUe50|$W)|m6YND[yVr3 fcNQZ\ ?6}S?J#G<{ZRGm8Mcffn
uSvak*g"S%G:D2P/

2021-12-02 15:37:58 UTC 995 IN Data Raw: e5 38 b9 cf c2 d2 41 29 97 b1 d5 88 a9 9c 34 dc a8 05 26 3a 3d 6f 9b 65 b2 6d 5¢ 81 73 6b a2 7a 2a 13 dd 1b
76 2e 35 4d 47 b6 72 00 Oc cd 40 0d 19 Oe a0 Ob c9 97 46 5a 10 5f 64 3e 6e 35 fc 2e 53 91 16 8d 57 d3 34 19 8 14 fa da
5553 64 97 c3 9b cd 3d da 96 75 a8 e3 5¢c a9 28 57 d2 98 4f 89 f8 04 09 96 3b bb 4c Oe 38 80 29 93 2¢ 41 fc 21 el d0 a4
f2 5a c8 64 79 cf 57 73 10 7f 94 c8 28 b7 9f 27 c7 a3 cf 6f 35 81 f5 8c cd 20 e3 1b 4a bc 31 89 87 3f be f9 db d1 56 b9 8f
35 0a bc 79 f1 e2 fd d1 f1 87 a3 d7 cf 1b 85 a4 a6 ad 8e b9 f2 35 df f9 el e8 c7 37 3f 6f 63 76 59 eb fe cc fb €3 ¢3 77 ¢7 dd
1f d2 d0 de 3d 50 92 8f f7 c7 5a a4 bb 5a fc b7 63 e7 f5 df ca f1 64 b5 90 eb 9d 13 95 28 71 b5 f8 5b 4e Oc 37 02 5e 22 55
3d 20 fd 90 ee 73 90 04 2 42 3f 71 2d 6¢ ef
Data Ascii: 8A)4&:=0oem\skz*v.5SMGr@FZ_d>n5.SW4USd=u\(WO;L8),A!ZdyWs(‘'05 J1?V5y57?0cvYw=PZZcd(q[N7~"U=
sB?q-|

2021-12-02 15:37:58 UTC 996 IN Data Raw: 5d 39 cf cf 86 93 f7 a5 3c d0 f7 00 6f Ob b8 e3 2f 81 {7 12 ef 8f €9 68 fa 16 93 ff {8 db 03 5a 83 d9 c1 3e 23 11
29 05 a8 27 15 18 98 5 34 60 6a Of 81 5d 3 82 7e e6 44 03 bd ac b5 66 f4 8¢ 32 Oe Oa 86 8d 31 88 08 fb Oc e 0 f8 5b da
€9 38 ee 88 84 fe 56 a3 75 03 44 30 63 44 56 5f 04 11 00 9d 75 bl e6 ae 29 c5 31 0f 16 c2 6¢ 10 7d 5e 8b 81 4c 36 5a 95
8b 2b 62 a4 82 e2 e2 95 52 ac 06 f1 49 00 c3 Oa fa e7 dO 58 bf d0 ef 8a cd 5c 8¢ fa 75 5e 56 59 {3 79 64 cd 65 fc f4 Ob 5a
3f57 74 28 b5 5e e4 16 25 ad 5 8e 48 da f2 aa 6e 25 af 88 a4 68 25 d6 62 Oe 42 a4 ca 32 ab 3b 1a 50 6b 73 11 37 5d 85
01 dc b0 e4 1a 8f cO 75 e8 c9 a2 43 16 7 bd 66 c6 fO fd 65 96 d5 7d 39 c4 29 a7 fb e5 1c 8 71 3d af 54 c0 85 de d7 f9 7a
d3 7 Oe f8 Oa fd 2f b5 19 4f d7 5b 2c 98
Data Ascii: ]9<0/hZ>#)'4"j|~Df21[8VuDO0cDV_u)1*L6Z+bRIX\uAVYydeZ ?Wt(*%Hn%h%bB2;Pks7]uCfe}9)q=Tz/O[,

2021-12-02 15:37:58 UTC 997 IN Data Raw: 3f 1c 3e fb 2f f9 e0 5f e2 7 d4 b9 e3 a3 c9 b7 7f de c6 cf de bf 9f dc b2 99 c1 cb e3 97 6f 5e 3 8b Oe a8 2e 84
9e 7b 21 b1 dc 03 d9 de c7 €6 cd 11 bd c1 65 12 1f be 7e f9 ea d0 14 35 c2 fc 66 49 a3 69 30 05 8d 6d c3 a4 56 38 be 1c
fbce 79 f1 el 0d 5 eb e5 6b ef fd 1b d6 b3 €9 5¢ dc 66 3 5e 2c c2 dc 57 1f 9e ff f4 ee b0 9d e7 b9 42 27 76 9b ff el ed 8f
87 bf 42 1f 4d 03 43 99 4d 47 de 12 c5 f5 9e c3 ba ba 99 dd 7a 4d d6 ce 6a 5f 1f be f2 2b 84 00 cf cb 71 fc f2 d5 cb d7 ff e9
e5 39 ce 41 98 bd 50 ab d6 ff f2 cb 77 47 cf da 9f 36 02 31 5a fc af 8e 9e d3 b2 bc fd bc 99 78 d1 8a be 03 ¢8 3e ae 3b bl
9b c5 ch bc 68 84 32 8a 37 ab ae 74 16 ¢9 b8 75 7d ff 9d ad 6b b3 6a d4 5 fd 9f a5 ae d5 a2 2b bd 55 d7 fe e3 ff b0 95 ad
16 8d ca 6 1f ff 45 6a 5b 5e 74
Data Ascii: ?>/_o"{!e~5fliomV8yk\f", WB'VBMCMGzMj_+q9APWG61Zx>;h27tu}kj+UEj["t

2021-12-02 15:37:58 UTC 998 IN Data Raw: 8d a8 29 4d f3 7c 39 e3 d5 b1 al 08 39 86 80 95 c8 68 74 32 c1 a4 10 4e 31 b4 83 16 1d a9 54 e7 c8 df 2c 88
15 fb c5 b5 9d 94 ea 74 5a 78 f1 32 2a 7c 83 cb 88 f1 fb 53 fd 5a 1e f7 f6 el 7a 42 bb d8 38 3b 10 d9 b0 98 0a 94 a7 b1l 45
54 el 49 ac e7 15 96 2d 31 32 72 Oc 05 fb e3 f1 9f 02 3e a3 86 a5 8a d6 32 f5 5a 81 d0 35 al ee 6b 79 4d b4 c2 12 98 53
ca 2b bf Ob e6 bc 31 30 49 11 37 06 30 a9 89 f7 30 8d 4e 4a 84 e7 f5 c4 al ee 36 71 d7 34 9d e9 fO c4 3 86 3 55 ba f9 38
2b 92 72 42 2b f4 1e 2f 2a €5 89 b0 a2 dc 1d e8 09 ce 5b Oe 35 f9 54 fb dd e3 df 87 ec cf 20 1e 57 38 17 dd 0d 0d 4e a5 09
64 6¢ 1d aa 4a 1d 93 5a 9c¢ 03 60 a0 22 Oa 14 d7 4b 8f ed a0 ba 72 ed 74 f4 74 77 17 b2 5d e5 2b 3 9a e5 7a 8d 04 6d 06
cd Oe 5e 6¢ a9 41 c3 8b 4d 3c fd 03 9b ¢5 dd 1a
Data Ascii: )M|99ht2N1T ,tZx2*|SZzB8;ETI-12r>2Z5kyMS+101700NJ6q4U8+rB+/*[5T WBNIIZ "Krttw]+zm NAM<
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1000 IN Data Raw: c9 66 ec Oe 5d 12 fc c4 cc 00 30 ac 20 f6 19 60 ea 06 0f 89 30 79 c8 96 31 f2 1d 4a d8 df 3e 1c 05 f1 49 19 Ob
11 4b 24 35 83 5b c0 4f df a1l d8 9 74 77 11 0a 16 4e 77 9b 7b 28 b2 32 34 22 b1 8c 31 d9 b4 3e 28 a6 b5 40 7e cO ca c4
5d 4b 8e 79 Ob a3 2d e9 79 a7 6¢ de 24 4b 18 ed 7a d6 ba 43 a6 de 87 8b 44 02 19 ab 0f 17 07 e5 b4 a0 Of ab c1 cb 4e 8a
53 89 29 6a 0a 08 3e 45 ee 10 ec ba 6¢ 75 40 f7 33 95 65 fa 6¢ 11 9e b8 79 4e aa 53 8b Ob 52 a3 71 1c 39 04 37 1d 48 56
91 cc a7 4b 75 95 e4 99 b3 26 d5 fd 5f 25 95 48 8b 1c 69 15 6d e7 7c ¢3 2a b3 1f 72 16 b0 6e 1a b8 89 ac 29 28 55 e5 4a
54 fc 53 b1 d0 22 6¢ a6 39 15 81 d8 d0 el 88 1f Oe c6 1c 1la le a8 71 bc Oc 15 8a ce fO ef a4 30 f7 17 9c ca 7a 2e de 73
€375 16 43 62 ac b4 83 74 ¢5 96 e2 d0 c5 02 55 35 3¢
Data Ascii: f]0 "0y1J>IK$5[OtwNw{(24"1>(@~]Ky-yl$KzCDNS)j>Elu@3elyNSRq97HVKu&_%Him|*rn)(UJTS"I990z.s
uChtUs<

2021-12-02 15:37:58 UTC 1001 IN Data Raw: 9e 6f €2 0d 8d 5a f6 cb 84 95 e7 ac b4 0a f7 c¢7 e3 6f Oc 60 dd e8 3b 9a 57 d6 1c 3d 5a c8 df 28 7a 04 04 29 2e
7 eb fd 5 44 17 44 05 e5 87 94 dc 6e 1b 2d 1b 9b 36 8d 75 6b 00 5¢ 28 f5 8f be db 3a 13 fb df 65 b9 3a 2e c5 dc bb ¢7 40
c5 ¢5 83 2c 7a f0 20 07 fa db 00 85 d4 Of bf f2 ¢3 78 10 0d 8 d3 94 49 1a b3 8d d5 af 5f b7 83 28 88 c2 f9 a8 6f 9d 71 43 di
75 f8 1e 7e 9b ff d7 db fb 55 6d aa 4b 3a fa 5b 84 48 99 dc da fb da b2 69 59 9b 37 de 69 30 c4 59 04 d2 7b 7c 90 30 b4 3
80 c8 ed 81 20 67 2b 6¢ 55 5e 2a 03 99 f7 c1 e7 c1 cd c0 58 55 f3 2f f5 c2 58 68 3 2f a5 3a 74 22 92 46 cc 4e 8b 35 e2 94
312394 d55dad ec e8 1c 13 ff 49 11 8e e3 e6 el 00 00 48 1b c7 d7 f1 28 68 e6 66 3c c5 e cc ca bd a0 ab 88 f2 46 68
94 3¢ 27 92 7b c8 f8 23 93 f2 ¢4 79 a2
Data Ascii: 0Z0";W=Z(z).DDn-6uk\(:e:.@,z xI_(0qCu~UmK:[HiY7i0Y{|0 g+UN*XU/Xh/:t"FN51#]IH(hf<Fh<'{#y

2021-12-02 15:37:58 UTC 1002 IN Data Raw: b3 71 41 ee 5d cf ¢7 54 d7 75 ae 3d 5a 51 52 c6 c8 a5 7a 8a 69 0f 6b 27 af 2a 5¢ 27 8d 46 dc dd 6d 64 d2 c7
07 36 33 27 fa bd 84 22 65 67 67 63 f6 1b f4 39 1b 77 f7 c4 ¢7 34 f0 70 b7 90 50 87 62 cd 43 fc 41 34 bd el 19 el 64 04 8f
c8 ed 49 75 2b f8 b9 97 82 12 1b b3 4c b0 6d 4c Oc 29 7c db 7a 8d 96 €0 d1 ee ee 11 cd e4 03 4d 7f c5 47 49 e5 1e 7d 47
0a 02 5c ad d4 2c 39 e7 79 c7 7a 7d e0 ae d7 07 b4 26 61 €9 fO cO 5¢c 5a 00 c9 fO e9 35 ee dd 7e 14 ef ac f4 4a a6 45 34
fd 14 2e 3b 82 3e e0 12 80 45 c2 c9 fe €9 74 ae 56 ed 21 dd 94 cc ab c6 67 76 38 b2 36 €8 88 ec 82 22 b9 6¢ cb 27 6b ec
8e eb b0 38 59 76 7b €9 9f c2 00 4e bd ef f0 b6 3f 85 55 5a bb b8 ec 2e 38 20 b7 cb ea 77 d3 fc 1b Ob 71 e8 e7 79 c9 9e
cc f4 e3 19 ec cf 29 b3 00 20 ee 2b 07 0f 73 68 €5 71
Data Ascii: gA]Tu=ZQRzik*\'Fmd63"'eggcOw4pPbCA4dlu+LmL)|zMGI}G\,9yz}&a\Z5~JE4.;>EtV!gv86"I'k8YV{N?UZ.8 wqy)
+shq

2021-12-02 15:37:58 UTC 1004 IN Data Raw: bd f2 9b 32 7a ca f9 fa Of 0Oa d3 9b e6 8a 51 c3 al a7 36 f4 97 c6 a2 4a 2f bc a5 91 17 ce d2 b8 24 b2 f4 77 b8
le 2c el 47 27 9f 78 75 05 fc el 65 4e 57 01 11 8b bc 02 68 36 9b fe 8a b9 de d2 34 e0 ce 8d 27 de a9 fa 56 8b bd 27 22
78 ed f7 66 c1 3a 2d d8 91 16 7f 3f ch 4e 78 06 8b 52 ef 53 ba 73 de 47 c0 61 f9 15 b7 f3 74 2e 5d ad 7b ea 5¢c b4 74 e8 37
c7 b9 63 59 18 7b ca af 5f 1e ee ea c3 74 28 03 ea 99 b7 8a 9f d3 Ob 7c Oe a6 fe al b7 68 f4 92 70 c6 2e 2c 84 ab 4e cf 20
b3 d3 07 f2 2f 6a 0d 35 8e 64 3b el 71 47 al 5f bf 54 e8 9b 8e d7 cd 85 12 4d ba 5b f4 c5 ca bb 5a f4 ¢5 6e 7c¢ 55 8b e2 62
16 76 8f 7b b2 86 b8 e5 42 e3 88 b4 de ab f9 ea 3c 5e 90 4d c2 e7 f4 15 8e 26 65 63 c3 46 ec 8¢ e7 4d f2 24 73 82 d7 75
af ce 7¢c 03 79 bb 88 13 fe f5 b6 f6 37 13 26
Data Ascii: 2zQ6J/$w,G'xueNWh64'V"xf:-?NxRSsGat.J{\t7cY{_t(|hp.,N /j5d;gG_TM[Zn|Ubv{B<"M&ecFM$suly7&

2021-12-02 15:37:58 UTC 1005 IN Data Raw: 1a c6 93 1e ac d7 Oc 8a 14 32 b8 20 12 22 33 74 8d 37 74 c6 €9 81 57 6f 68 44 23 33 01 26 ed 26 fa 77 0d 6e
2c 51 ec 28 41 7e a8 e7 8d 49 80 87 18 14 5¢ 8b 63 7d cb 79 cf 77 77 42 46 40 dO f1 15 38 5d 51 13 a6 Ob 94 a6 00 74 65
1c 5a 98 61 4f 3e c7 58 3e fa af ed al €9 9a d3 23 db 13 d3 85 ce 26 46 93 ce a9 7d 76 45 24 c6 ca 9d 5b 27 e5 de c9 95
d6 d2 2e bd af f3 4e 65 ba f3 7e fd d2 fb db ed d7 6f 53 bd 01 1a 5¢ 5b 19 39 e2 3d 65 be ec 48 el 4c 8a 92 a3 99 67 91
8b 99 47 66 c2 6d 71 25 61 56 09 9b 2f 8b 8f 8d ac 43 13 12 da 60 58 61 00 88 7c ce 12 85 44 63 88 c3 b6 39 6e 4f Oc a3
79 0a bb ee a9 cb 6b 9a da 31 01 fa 9c b4 e7 d6 ad 92 3d ab 37 b0 59 69 4a 06 27 85 ce 23 23 21 8a ee 6d bc 6a 8b 07
bb 25 38 aa b0 c8 f7 d8 c4 3a bb 4f f2 e2 ca 7e ba 92 19 05
Data Ascii: 2 "3t7tWohD#3&&wn,Q(A~I\c}lywwBF@8]QteZaO>X>#&F}VES$['.Ne~0S\[9=eHLgGfmq%aV/C Xa|DcInOyk1=
7YiJ'##!m|%8:0~

2021-12-02 15:37:58 UTC 1006 IN Data Raw: 63 86 d0 a6 4a 02 a3 78 b1 2a 94 d9 03 62 13 6d al 53 46 b4 14 ae 81 0d fd 16 76 2a 36 2e 1b 68 el 1b 80 29
9e 2c €2 92 Oe 2c dc ce 70 cd eb b8 Ob b7 c0 6¢ 2f cO 70 39 2a aa 55 7c 45 4b 79 1d 5f d2 34 16 f1 79 7c 01 10 a7 3e af
ca 79 9c c3 4d a0 c2 3f 69 62 61 26 e7 62 21 de 83 63 b6 08 cd 16 13 46 12 e8 a4 fa a8 98 5d 8d b4 37 6e 34 b9 82 2b 2c
5d 85 53 fb 9e d1 74 8a 16 60 93 88 85 2b b3 5¢ 81 83 c6 28 27 d8 e9 36 3c 90 54 c8 6e be 5a a8 db 87 fd 54 cb 5¢ b7 bl
al 52 f1 6f 80 67 af 72 e9 ee 58 06 b4 19 8d e3 b6 6f 04 bf e6 25 97 9b bb 84 d8 e0 7d 76 4b d7 6d cc a5 7e 76 2e 5c 64
44 df 11 6d af dd d4 ef f9 a0 8b f9 cb 37 d1 ee 2e 7a 1a b3 27 64 ab a2 6d cc 27 a3 63 52 e3 f0 a8 c0 a5 57 f8 50 70 3¢ 23
76 7b 26 03 97 aa 0d 03 e4 4b 80 37 e0 17 06 3a 83 29
Data Ascii: cJx*bmSFv*6.h),,pl/p9*U|EKy_4y|>yM?iba&b!cF]7n4+,]St +\('6<TnZT\RogrXo%}vKm~v.\dDm7.z'dm
'CRWPP<#V{&KT:)

2021-12-02 15:37:58 UTC 1007 IN Data Raw: 89 28 5b 19 35 17 bf d6 e9 3¢ 1b a6 8c 68 67 Le cf b2 fa 53 96 al 9a 57 5f 55 cd 69 7c 9c dc 2a 1c 15 68 d1 19
€6 91 d5 15 08 4c b5 85 1b 7c 9f fa 8e ce 1e 96 38 9f 04 c5 05 7c 7a 2f 93 47 7f Of c3 d9 e4 13 dd 22 ad d3 e8 64 f2 db f0
€3 69 f4 28 8f cf 69 00 €5 69 2f 1c 45 18 b5 0b 6a 9b 2e 1e 9c 2f 81 8e c4 7f 86 65 b5 0 46 ca 03 c7 be Ob 62 95 75 98 2e
13 0b 4 ec Oc 28 fa 22 2f be 14 19 bl ca b0 4e 17 Ob 91 62 ab 84 15 91 b3 79 21 3a 48 2d c5 e1 51 f9 Oc 9 df 45 3d 4 bf
9b 95 3c 0 df d5 42 1e 18 ef 12 42 1e f8 ef 67 cc 28 4f bc eb 57 ed 83 5b 5e 74 €0 1e 14 b3 6¢ 2f 18 06 7b c5 24 9b ae b5
dd 21 6d 96 bf 82 b4 37 d9 2b 7d 20 9e b8 72 7a cf a5 5c b9 9c 17 9¢ a3 cb 24 43 10 79 58 8¢ ¢7 b7 50 fa 57 f9 b 9e 04
87 41 ac 28 a8 4e 6f 0a 55 f8 58 63 €9 d0
Data Ascii: ([5<hgSW_Ui[*hL|8|z/G"di(il/E}./eFbu.("/Nby!:H-QE=<BBg(OW[MI{$Im7+} r2A$CyXPWA(NoUXc

2021-12-02 15:37:58 UTC 1009 IN Data Raw: 4b €8 32 20 79 2e 12 9d 7d d4 80 53 4a 23 4c 9a Oe cc c7 fd a6 d0 25 c4 12 e0 7d 60 5d 4c 80 f7 29 5f 02 85 Of
b3 49 73 63 e2 cc f9 c4 7b 85 91 b9 af 9f a5 73 df eb 7 52 e2 50 58 5a 4f 23 b3 d2 bd 9e 96 62 45 6¢ 71 bc 74 50 72 f3 8a
9b 23 95 eb Oc 00 c9 3b 1c 96 3c 3a 6e 69 3e 99 fa ff b9 Oe d4 cf 73 b7 71 7b 3c be 03 93 32 b6 Oc 12 31 33 b6 61 ae 97
cc d5 a3 da 90 49 2a de 11 d8 55 fa 70 29 d9 af 2¢c 77 02 14 f4 e3 a3 b2 9f 55 b6 fb 7c 85 74 a4 7b 2b 73 a4 32 26 e4 93
€6 2f e7 1d 9d b0 9a 87 c4 09 44 da 58 a4 8f 78 cc 09 22 0b 9e cb b7 91 3d 36 cd f9 20 49 00 a0 6f f3 41 00 de Of dd 5d a7
b7 86 50 Oc f0 a6 c5 78 ac c0 3c 46 cf fc f3 63 9a 5b 60 a8 53 80 a8 af 29 7c 2f 86 8e 9f b8 a9 72 68 7b 1d e3 5d 8a 82 38
09 57 34 a0 d5 00 e3 7e 85 16 d0 99 36 c1 14
Data Ascii: K2 y.}SJ#L%} |L)_Isc{sSRPXZO#bEIlqtPr#;<:ni>sq{<213al*Up),wU|t{+s2&/DXx"=6 lI0A]Px<Fc[ S)|/rh{]8W4~6

2021-12-02 15:37:58 UTC 1010 IN Data Raw: 1d 2a cl de 0f f2 f3 3d 5a 97 de 1f 74 fb c1 7f 4d 26 6¢ c4 €0 55 af cb 9f c6 59 b6 1b c4 bb f4 c4 26 27 €9 49 la
c4 7b fc e9 e0 68 ef 68 2f 88 7 ¢5 b7 83 bd 83 6e 10 1f 0 7a fb fb 7b 7b 87 41 7c 28 4a ee 9d ec 1d 04 f1 11 3d 65 7b bb
93 dd 49 10 1f d3 d3 f8 70 f7 78 f7 38 88 4f €8 69 74 d4 1b f7 c6 41 7c 26 bb 3f 4e 8f al d1 b3 5d f1 78 b0 7b 00 a3 39 db
17 8f bd a3 fd 7d 78 14 ed 42 d7 dd 2e 9a 50 14 d5 1c 16 40 b8 1e 8a 7d 30 e5 d1 le d5 c7 74 fe Ob 7d 59 f4 83 83 6e Ob
ba 6b 41 1f 2d 98 59 Ob fb d6 05 81 df 2c 8b eb d7 58 5b 96 87 de 5b d0 57 Ob 26 d7 3a c2 0a 58 13 ¢7 d4 c2 91 04 ab 78
86 f2 34 01 ce 31 db 67 63 05 ce e3 d1 28 eb 4a 70 4e 6 8f 27 a3 9e 04 e7 a4 7b b8 7b b2 ab c0 39 de ef 1e a5 12 9c ec
a4 c7 Oe f7 24 38 b3 e3 de 8 b0 2b c1 39 de
Data Ascii: *=ZtM&IUY &'[{hh/nz{{A|(J=e{Ipx8OitA|&?N]x{9}xB.P@}0t}Y nkA-Y X[[W&:Xx41gc(IJpN{9$8+9

2021-12-02 15:37:58 UTC 1011 IN Data Raw: 59 3a 19 ed ef aa 53 7b ¢2 4e b2 dd 7d c5 8c c0 cd 81 f3 96 cc 08 1c 53 e2 3e 44 ff 40 cd ec 6b 66 64 8c 30 eb
6a 3a 1a b0 70 33 6f b7 06 66 Of c1 8a c3 €8 0b 43 79 a8 €2 80 27 99 01 25 58 59 c4 66 92 65 82 85 cd 14 cb 86 1c a8 22
54 00 09 b1 83 63 c5 01 03 4a da 1b 49 28 4d b2 ec 58 73 c0 13 20 07 77 33 09 25 60 aa 8f 77 0f 24 94 26 07 47 13 13 4a
f0 df 71 66 b0 6¢ 02 2c aa cb d4 80 12 Oc fc f0 01 28 ad e2 14 c3 26 €9 a9 le b3 9e 9e 2a 83 03 a0 a7 ca ba c7 bb 7a aa
d9 01 72 92 b2 df 71 ba 6b 4c 75
Data Ascii: Y:S{N}S>D@kfd0j:p3ofCy'%XYfe"TcJI(MXs w3% w$&GJIqfl,(&*zrgkLu
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1011 IN Data Raw: dc eb 2a 66 60 32 19 ed 75 15 77 3a 99 a4 c4 94 8b a9 4e 8e 69 f8 62 aa 93 43 3e 19 d5 3d cc dd 98 6a 76 b4
6f 4e 75 bc 6f 4d 35 1d 3d 38 d5 72 8e 21 94 5 5¢ 7 58 d7 98 6b 77 b4 ab e7 3a 1e a3 9c 41 ce 75 74 b4 9f e9 b9 a6 47
bb 87 7a ae 27 ¢7 5d 85 75 27 a3 e3 b1 31 57 e0 90 f4 5¢ 19 e0 55 3d 57 06 cc 8¢ 35 d7 ac 67 09 36 80 55 35 e7 7a d2 b3
e6 7a 98 fd ae cd ff 18 64 al 11 05 e7 16 39 cc 14 96 1d b1 13 f3 2c 8c c7 a3 b1 06 5a 3a 3a d1 e2 8b c9 71 7a 78 a0 81
76 d4 dd df d3 40 3b 38 da dd 55 40 db 3f 8 21 ee 3c 12 80 01 fe fa 44 02 2d 3b de df eb a9 b3 30 9a ec 1d 76 4d 69 dO
09 b3 80 76 c8 2c a0 ed 65 06 d0 b2 6¢ 77 fc af 90 06 49 a2 9d 73 84 8f a5 dc 15 69 6a 10 ef a3 79 f9 59 91 00 28 65 d3
b7 d7 11 5c 4a ea f6 1a 8d d3 34 55 f4 53 da 3b 3e 3e 52
Data Ascii: *f'2uw:NibC>=jvoNuoM5=8r'\Xkw:AutGz'Ju'IW\U=W5g6U5zzd9,Z::qzxv@;8U@?!<D-;0vMiv,elwlsijy Y
(e\J4US;>>R

2021-12-02 15:37:58 UTC 1013 IN Data Raw: 98 35 ee b0 40 0d 70 66 89 5b 2c c1 5d cf 9f 01 13 b6 90 a6 53 15 f7 15 5a c4 1f 5f bf fa f3 b7 17 1f 5f 9c bf 3¢
fb f1 f5 ¢5 ¢7 6f 7f 3c 7f df ff 14 7f 7c 71 f6 ee 3b fb €5 66 fc f1 87 b3 d7 e7 17 17 f0 7b 16 7f bc f8 6 fc Od fc 4a 63 6e 18 ff
ee Oe 81 f5 26 fe 88 57 55 ff €3 ca 89 b3 20 c3 f4 7d 69 8e 40 b7 51 al 93 1f 45 fO 2b 84 9d 8b 27 Oc 70 be 58 60 cc 35 7e
b8 5b 7f ea 61 18 60 71 c0 5b 7f da dd 08 94 29 7d f0 a7 1e 7a d5 1a 39 d9 8d 4f bb 78 b8 b4 bd a8 19 bb 4d da Oc a6 da
37 b3 85 bf 85 7d 3f 46 24 41 82 47 26 63 el b1 96 15 6e 8a 86 88 7b fa 68 c1 2c 83 8b aa 33 ba b5 75 ae 6e al 42 a0 27
c7 fd bf 94 58 ab ba 12 ¢4 Oc 23 54 15 03 ba 5b 4 cd f3 43 18 70 c1 53 94 d3 71 76 22 eb 50 cc 5e 6e dO 64 22 77 1e 1f 9
a 25 14 57 c8 09 aa 4a fb 3f da cO
Data Ascii: 5@pf[,]SZ__<o<|q;f{Icn&WU }i@QE+'pX 5~[a q[)}zZ90xM7}?F$AG&cn{h,3unB'X#T[CpSqv"P nd"w%WJ?

2021-12-02 15:37:58 UTC 1014 IN Data Raw: bd 46 45 e4 46 80 ef 41 bb 77 ca 63 54 72 cf 07 16 93 4b c7 26 6¢ a5 3a e3 39 33 8e 3f al c3 4f 02 1d a6 8f 47
87 €809 a5 2e 97 84 0d 74 32 40 19 d8 7b 50 b5 db 83 28 07 1e 80 e7 95 33 ae 96 fe 75 ¢3 cd c2 9a 6e 96 e5 72 d6 31 af
57 b8 9c b6 b6 36 4c f1 d8 ad cO f1 2e 17 d8 52 1e de 30 5e 09 Oe c4 39 23 1le 7b d4 5a 2f 14 6¢ 85 51 9f 79 22 3c db b5
57 a8 30 69 46 b3 e3 28 be a5 fd 40 48 ee 2e 81 1b eb 33 0f 67 6b 89 a4 70 bd 71 dc 08 4a eb €6 bd Ob 29 8a 9f 79 7e 4b
2b fc bd 7a fd 26 cc 28 c0 f3 fd 46 cd b5 6e 63 76 19 32 cd 90 f1 dO Oa 3c 13 63 8d c2 fe b9 bc 6b 2d ee 50 €2 05 0b 9d 02
a3 2a 28 6e 4e 51 4b 2e 1le 16 59 52 dc 3d a4 b8 77 €5 17 93 €0 16 af 90 dc de 73 c9 ed 1a 79 bd eb 90 d3 7b 36 eb 31
73 58 0f 9¢c 2¢c 52 3a 95 76 cb 27 8¢ {7 f1 fb b3 37 e7
Data Ascii: FEFAwcTrK&l:93?0G.t2@{P(3unrlW6L.RO"H{Z/IQy"<WOiF(@H.3gkpgJd)y~K+z&(Fncv2<ck-P*(nNQK.YR=
wsy{61sX,R:v'7

2021-12-02 15:37:58 UTC 1015 IN Data Raw: 5¢c c3 ea 79 7 1b 2d Oc €8 f1 Oc ¢7 c5 4e 02 14 d4 4e 02 44 d4 4e 92 47 f1 a5 1a 7c 11 f7 Oe a3 58 3d 96 f6 63
8e 8f 57 ¢6 36 ff 68 01 86 0d ¢3 7d bd 26 34 d9 73 b8 31 66 b8 5¢ 71 35 64 3c ed 58 1f 27 42 bf e0 25 14 0a Oa ca d0 ab af
37 d4 11 ba 57 1e 26 8f 96 6b 3d e4 26 3e c0 f6 4a 5e 24 00 24 16 93 b0 2e Oa 78 4c 33 e7 23 c6 00 a3 7 db 64 2e b4 1d
05 40 b6 be eb 00 e7 7f 37 4d e7 4d 1e f2 22 90 e8 a2 83 39 1f c6 c2 al bf 66 a0 66 1b a4 a9 3a f9 18 b3 9c 7b 3f 7d ca
e7 d5 5d 3a 7d ¢7 66 70 30 30 cd 82 21 49 60 Of c4 e6 74 c2 6e 72 57 fd 5a c2 5f 1d b0 d3 48 15 ec 26 11 86 23 bc b0 8¢
53 e2 7a 20 e7 a6 a0 03 7e d0 44 96 9c fc 4d 76 66 7c 7c 5e 61 b2 55 c1 0a 4e 59 b2 7f 1c 8f 59 72 10 df b2 e4 38 be 63
€9 6e 3c 63 a8 31 06 d4 9d ce 33 Oc 74 92 04 02 50
Data Ascii: \y-NNDNG|X=cW6h}&4s1\q5d<X'B%7W&k=&>J"$$.xL3#d.@7MM"9ff:{?}]:}fp00!I"tnrWZ_H&#Sz ~DMvi|
|"aUNYYr8cn<c13tP

2021-12-02 15:37:58 UTC 1016 IN Data Raw: 40 ba 7d 06 82 12 e3 23 cf 5¢ 5b 90 6f ¢5 87 89 37 94 de 86 f1 5b 84 33 75 5e c4 15 ¢9 88 58 72 33 60 66 72
65 43 35 69 32 21 ed 45 81 49 96 e2 0d 27 d9 18 60 00 15 6a 33 e4 96 31 8e f4 e0 1e 6b f6 19 92 3f 48 80 6 03 Oa bc 48
ba 9f 4e 55 be 2e 3f b3 f9 f3 14 33 8e 0f b1 4c ff 06 3 44 66 f5 fe 79 92 27 28 21 0d 2a 1e 2c 38 30 fb 2f 78 e7 05 06 83 1b
84 9f 92 fb 5b a0 c0 fb 98 87 35 76 88 {2 be 2f ad 6b 87 d2 c7 d0 49 68 cf e9 28 e8 e8 af 71 Ob bf 4a 16 ab 8d c8 cd 08 0d
1b 89 f6 1f df b0 2c ef 6b 57 7e 43 af 9c a9 82 d5 dd 94 26 1c e7 88 44 d5 5b 7a e2 1f 68 ee 8c 18 80 98 2f 47 07 ff 89 91
77 ed 5b a9 69 30 fb 6d 9e 7c ea dc 4d ed ec 2f 17 3c e0 6b 18 4c 73 e8 fb 53 67 d3 83 26 51 d1 21 24 69 a8 59 6d b1 a8
16 69 ba 40 61 4d 75 59 58 29 63 50 al 67 9a
Data Ascii: @}#\[07[3u”Xr3 freC5i2!EI"j31k?HHNU.?3LDfy'(!*,80/x[5v/klh(qJ,kW~C&D[zh/Gw[i0m|M/<KLsSg&Q!$iYmi@a
MuYX)cPg

2021-12-02 15:37:58 UTC 1018 IN Data Raw: a9 6e ed 27 ce f1 Ob 09 8c d8 3a 5a 32 cf a2 86 83 ff 37 b5 66 26 ab cd 91 a9 16 1f 58 69 2d 36 7e 36 13 55 88
81 92 6¢ ee cf 98 d9 62 8e 78 cf ec e2 67 dd 45 68 ca 88 a0 34 9e 4b 94 15 c1 d3 c6 73 a3 ca 77 86 2f eb ac 03 54 7c 3a
93 9 ef 96 4b 12 5¢ 39 6f ed d3 6e 88 b9 74 9b 7f d6 c3 d8 70 65 bb ba d4 df ad 52 a4 12 b1 ce 9f 2e f9 57 bd db 7f d5 e7
€9 52 9c ff 2b a3 e7 ff 56 25 2d 24 44 b6 98 62 00 4f 93 ff 31 41 f6 17 c2 82 de ab de ec 8b 5d 79 36 3e df 42 Of b0 8a 83
4c 25 dd 0d 81 4e 6a 05 3b 35 ad 49 1c 00 97 8a 72 37 0a 9f 5f 71 7e 01 a8 1c 12 63 92 ca be b3 39 07 e6 90 91 9b 0f d2
b5 98 93 d6 1c aa 83 b9 cc 71 c7 3f 85 24 77 e2 b9 Oc b4 fe 96 85 1a 83 02 ca b4 75 07 26 d2 32 f2 c7 61 9d 9f 50 06 1d
3b 28 7e e0 cf b3 fb 89 cc 5a 9e df c1 3d 7b 2b
Data Ascii: n':Z27f&Xi-6~6UlbxgEh4Ksw/T|:K\9ontpeR.WR+V%-$DbO1A]y6>BL%N;;51r7_g~c9q?$wus2aP;(~Z={+

2021-12-02 15:37:58 UTC 1019 IN Data Raw: Oa 9d 71 53 82 8a 3d 68 47 8d ee 8 a8 9f a8 db 50 bb f1 3b 9f 19 25 6d d3 66 6d ff dc 6¢ da ac cd 9f 85 59 f3
e6 fc ec 25 fe 2b 4f 87 61 47 91 ¢6 59 5c¢ c5 c2 70 38 be 53 18 56 47 f6 3c Of b8 23 be aa 82 86 c7 d2 af cc dc af 8a 9a 53
6 f2 1d 9e ae 11 0d 4e 76 54 f2 49 e3 33 aa a4 €0 1b fa 5e a0 a4 3d e0 c5 el 9a el 22 f9 55 c5 35 b0 f4 4f 58 c6 Ob f4 62
36 08 1la 4a 41 9a ff c6 ¢8 41 35 cc 93 69 3d d5 37 5a 73 92 be 3c 8a 94 b1l 8e 1c 67 e6 b5 66 7e a0 99 98 b2 7d 1f 76 63
925302 ¢c93598dba2f7a9 6d17 82 71 fc 5¢ 93 10 a3 37 a7 a2 29 b3 27 97 1a 8e 3b 4b 65 b8 31 30 14 df 2a cd 2b a5
4c 2e 00 cd 71 39 9a 00 a6 9c 2e 2¢ 3¢ 07 12 b9 d2 a5 55 3e c6 3a e 49 52 46 66 05 a5 ad ad b1 10 23 9e de 66 6d b9
75 9f 02 c7 fa 85 24 88 9f cb f9 2f ad 19 d9 Ob 4c
Data Ascii: gS=hGP;%mfmlY%+0aGY\p8SVG<#SNvTI3"="USOXb6JAA5I=7Zs<gf~}vcS5mq\7)';Ke10*+L.q9.,<U>:IRFf#
fmu$/L

2021-12-02 15:37:58 UTC 1020 IN Data Raw: d9 53 87 b3 c1 02 1c f2 c4 2b 1e el d9 dd 64 02 fb 4b a9 33 16 8¢ Oe ee a4 9c df d2 6a 4a a2 10 3e bc 2d 00
d8 f6 Ob de 9c 7a 87 26 e2 33 d8 33 99 6a 4f dc a5 af 32 bd 59 d0 34 fe 22 1d 71 b2 57 ef 28 1c cc 19 c9 cl 5f a0 9f 57 32
95 7390 91 62 75 03 59 a6 bd 87 03 7a 12 bd 71 40 e8 6f e2 39 90 5b 23 27 8b ce df cb 3a 2e 64 18 84 b8 99 73 34 d5 10
03 17 26 92 08 59 b4 c5 4b Oc aa €3 52 a9 dc db da 47 f3 17 d7 ed 5b 6e 20 b4 5c 8a 63 57 dd cd de 93 b4 8a c6 27 eb 69
98 89 78 97 35 b5 d4 73 9c 18 1f 31 el 5b 39 3b 7e ae 6d 5a 86 77 f3 4a 9e ab 90 13 88 f0 ea 27 3e 09 fe 72 15 ad ed 9c
ab d1 b4 53 1c ef d3 58 6f db 3b ae aa 6d 07 1d a2 05 23 Oe 93 3f aa b9 0a 9b 65 f1 82 4b 28 cd b5 90 8e 42 6¢ 20 b8 Oe
7370 68 Ob 3e 88 44 a4 70 22 ca ec 26 ed 69 3f c0 ce
Data Ascii: S+dK3]jJ>-z&33j02Y4"qW(_W2sbuYzq@o9[#':.ds4&YKRG[n \cW'ix5s1[9;~mZwJ'>rSXo;m#?eK (Bl sph>Dp"&i?

2021-12-02 15:37:58 UTC 1022 IN Data Raw: c4 4f e8 cf 22 fO c4 b6 ad 4b 27 bb b5 b6 68 38 eb db 10 82 4c 5f 5d 2e dO 7c a8 ba 14 7b fa 5a e0 e7 ee al 16
78 a9 5a 0b 16 6d d2 20 72 72 a5 f2 43 fb ad 21 e5 6f fe d2 d9 fc 24 9d 05 fb de 46 11 b3 7d d2 9f b5 a4 78 60 52 83 ca 6d
77 48 ce 77 75 24 e4 9f cc d7 4e 23 5¢ 33 Of cb ef 31 30 b6 a5 a7 ac 74 88 8¢ 1le 98 73 82 67 c4 9e 76 e2 4e af ce f3 78
2e 50 13 48 d4 e0 ad a8 a2 28 1f f9 22 b1 ad 3d e4 6b 11 ed Oc 0d 97 ad f7 9e fb f8 69 62 95 b0 47 4b 11 f7 01 37 10 30
6a 4b 51 b8 00 35 03 cf 40 83 6d 61 ee b5 d1 cc ed d5 14 50 b0 c3 44 9f 61 e4 63 9e c4 c2 d8 d1 ff 04 f2 b3 46 cb 0d 54
55 34 f8 7a 37 b0 fa dc 8f 1e 83 36 61 20 f9 85 2d 4a 06 c6 10 c7 a0 f8 3b 71 83 3b 1a b6 90 27 61 f4 10 1b 6b 69 Ob 89 f1
75 a2 28 2f 2a f6 80 07 d3 1d e7 18 ad ca 87 a7
Data Ascii: O"K'h8L_].l{ZxZm rrClo$F}x’ RmwHwu$N#\310tsgvNx.PH("=kibGK70jKQ5@maPDacFTU4z76a -J;q;'akiu(/*
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1023 IN Data Raw: 77 80 29 47 58 eb c0 b4 9a aa 35 62 b2 c9 fe 9a €8 5b 5d 40 75 hd fa 3b f5 c9 d3 06 40 a7 8d 60 c3 7f 7e b7 b€
ec 65 d3 ac aa 80 8b af eb 29 37 84 76 86 6¢ 59 3f 84 b4 83 23 58 96 0f db 1f b6 61 65 f8 8e de 81 c7 Oe fc 7f b5 72 e7
6b 9d 1b 51 6b c7 1e 9b b6 df 86 f6 b0 40 6d ba 38 5f 9e 60 e5 b1l f3 35 b8 76 ff 84 e5 36 ad 94 2f 86 07 a7 49 13 96 Ob 20
08 29 c2 c4 d3 d3 27 b0 d5 dd 9d Of a3 cb 27 4e 75 6b e2 ee 74 9c a3 c2 45 7d 46 08 6e a7 b8 3e 34 ed e fb ed 51 f3 e0
a2 caab 59 9c 3e 11 8d e8 37 9e f3 ec 86 09 97 b3 7e e4 82 18 38 a5 86 39 1e 35 07 a2 3b 9a a7 a0 9f d4 74 f8 f5 f8 74
1b a8 ad 6d 55 90 a6 el 5f Ob 4e 52 fa 01 df b5 de af 39 2d b6 61 al b3 93 0d dd 7d ad a2 6d 72 10 ba 88 4b 5a b8 7b 20
€389 4b b7 b4 38 2f 56 69 93 1e 76 76 25 d4 a0 2c
Data Ascii: w)GX5b[]@u;@ ~e)7vlY ?#XaerkQk@m8_"5v6/I )"NuktE}Fn>4QY>7~895;ttmU_NR9-a}mrKZ{ K8/Vivv%,

2021-12-02 15:37:58 UTC 1024 IN Data Raw: bc 09 1a ee 4d e7 de b2 c7 f4 ef 73 88 a6 a5 6b 72 b0 8c bf de 59 da 05 1c 91 c4 02 21 ac d5 d6 cO 7 bf 62 d9
fO 7e 93 ea f0 64 c9 Oe d2 68 fO da d4 fe 21 06 22 dd da da fO bc f5 b8 06 9e c2 8d ef cb 70 e5 c9 93 3d a8 85 45 56 8e 97
6b a9 9b 81 8a 2d 25 c2 f0 a2 31 b8 3d 37 99 ca de 17 4b f7 d2 84 12 25 da 71 6a ff 8b c2 00 34 c5 aa f1 €9 c8 7e a7 d2
cb b8 1a 30 a4 84 48 37 eb ea be 4c a9 10 af 21 30 62 93 cc cc b9 71 24 ac 9c 0a 3c 7b 8a bf 86 bc 29 ¢3 75 cd 99 32 21
37 39 a5 bf 59 f3 32 b7 2b 13 93 c9 d5 e4 6d 4a f1 2c e5 35 b5 ce ed 4b dd 92 1d a2 b4 47 6e 6f 94 d9 2d fc a3 b0 8e 80
5d bd 96 87 d8 14 e0 3a df 5b d6 7f 68 24 cd 8a bb 76 ¢3 5a b5 17 77 d7 d7 b0 29 61 3f 2d ea f2 79 c9 de 51 72 aa a6 41
1b 89 9c 3d 0d a0 5d 05 a5 b5 6a aa ae 52 46 d7 2a
Data Ascii: MskrY!b~dh!"p=EVk-%1=7K%(qj4~0H7L!0bg$<{)u2!79Y2+mJ,5KGno-]:[h$vZw)a?-yQrA=]jRF*

2021-12-02 15:37:58 UTC 1025 IN Data Raw: ae 84 87 4f 71 6b Oc b4 f7 88 b5 c8 9e 8c 6a f4 b6 63 fe 63 77 9b 1c 23 e8 7 de 36 c0 4e 35 c5 al 97 f3 4d 93
e0 fc 61 c1 cb 58 4e 56 02 81 4f 9f cf f5 12 8b a2 2b f1 a3 47 fe db 36 8d 8d 06 06 03 44 db 5b ee fb 71 79 af 12 be d2 11
58 ac ae e2 d6 e8 ae 6a 7d 4e 17 46 bl ed 7b fc 4d 25 56 38 7a a7 52 df c4 d9 85 b2 a8 c0 64 b0 aa 5e 1f c7 8f da 04 be
2d c4 al ee 57 70 d2 97 4b Oc 10 66 d8 23 8¢ €3 79 43 Oe a8 b3 c0 b0 6d f9 ¢7 90 5f 5b 78 9b 79 48 c0 9c 6f b5 69 5d a4
4d 26 00 04 9f b8 42 54 ce 34 2a ef f7 b9 7f d8 72 99 76 60 9b 63 72 28 59 16 d5 c0 f2 77 c2 d4 b9 c6 2a 98 4e cc 74 fd 96
08 48 57 20 5f 14 89 5f 36 ¢8 a7 00 73 9f 96 cb e5 bc 21 22 b2 5b 17 33 53 Oe ea 34 6d 01 54 2d dO b4 0a 7a 39 2c c0 7d
c073 a7 c349 4251 6a 39 69 f1 70 ff 14 53 41
Data Ascii: Ogkjccw#6N5MaXNVO+G6D[qyXj}NF{M%V8zRd"-WpKf#yCm_[xyHoi]M&BT4*rv cr(Yw*NtHW __ 6s!"[3S4mT-
29,}sIBQj9ipSA

2021-12-02 15:37:58 UTC 1027 IN Data Raw: 82 82 cd bd e0 2e 32 8f 8¢ 1e 14 74 44 b8 b3 fa 1d 16 0d c8 c7 80 54 61 e8 e6 21 4c ba c2 c6 e2 46 28 b7 6b
56 el 38 5e 65 32 92 96 01 0a 94 cc 29 e4 ae f3 56 3e fb f2 0a a5 b6 83 12 65 6f 46 af 69 96 35 76 19 97 76 dO le 13 b8
8c a7 87 17 d4 d2 43 60 b8 54 34 e7 15 ca 90 d1 4a 5e c6 45 72 63 62 €3 96 7b 6f 9e a4 86 1d ef 21 3a 5¢ b3 d3 86 5 50
32c8c2037d54 7e 79 d3 2e f0 11 61 96 67 ca 10 89 5c 2e 1f 4f 33 b8 1f 5e ab 86 f5 40 c8 af 1f 04 19 99 c0 3e ae d3 36
ac 16 a7 f3 8c c0 7 72 5e de 4a d2 al 09 a6 82 90 1c a8 88 e2 9f 6f 2 f1 8d 8c 27 ce 63 f8 f7 85 b3 11 ef 34 10 21 a3 ad
78 d4 d2 1d 09 bd 68 e7 94 6a 5c 96 32 e2 73 9b 85 a6 6¢ a2 cb be 78 fb d3 f7 56 99 16 72 f2 55 0a 83 1f f2 e2 33 60 ea
db 44 78 f4 45 27 e5 67 fe 2c db f8 f1 87 47 b4 70
Data Ascii: .2tDTalLF(kV8"e2)V>eoFi5vwC T4J Ercb{o!:\P2}T~y.ag\.03"@>6r"Jo'c4!xhj\2sIxVrU3'DxE'g,Gp

2021-12-02 15:37:58 UTC 1028 IN Data Raw: ca 39 16 58 00 f7 al 24 1d 5c cc 28 84 1d 40 ba 23 96 2f 93 ee a0 3c 3d 1a 94 3b 3b f2 76 6b 2c 7f 43 61 07 dO
41 41 68 b2 93 ea 32 2c 77 58 f4 a7 a3 2b 60 52 54 2c d2 69 86 97 al cf 49 93 a8 3a a0 2b 79 d1 b0 70 60 el c3 52 2e 06
d1 72 46 71 29 20 ad bd 4e ee 6b 33 1c 85 bd b6 75 d1 15 97 26 d5 50 44 48 e6 20 Of f6 2a 99 d4 07 5 40 ce cc 9b a4 04
6e 3e 08 73 f0 94 78 ca 38 76 64 ac 26 24 3c 98 02 29 2a 6a 17 62 09 9c b9 16 00 92 5a 6¢ 6e 1f 08 29 46 aa b8 00 c9 94
07 5 d1 9a 2f 2f 60 57 e0 8a e2 e6 Oa cb d8 ca 42 66 08 86 bc 85 db 9e d2 86 5c c8 aa 42 a7 b2 al 07 25 09 f2 d7 f0 75
a3 a4 4d de 81 1d f9 2b d4 ba 90 f3 b0 cb 73 11 11 95 44 6e 93 9f cd 8a bd 9d 70 46 b3 b4 0a a3 d8 48 16 c5 7c 06 76 c9
55 8e c6 b9 ae 7a 60 Oa f4 06 6d c2 3c 2e a4 52 09 7f
Data Ascii: 9X$\(@#/<=;;vk,CaAAh2,wX+'RT,il:+yp R.rkq) Nk3u&PDH *@n>sx8vd&$<)*jbZIn)F//"WBA\B%uM+sDn
pFH|VUZ’'m<.R

2021-12-02 15:37:58 UTC 1029 IN Data Raw: d8 1b 75 57 28 79 71 a4 a6 0f b4 d7 ab 25 9d ff f7 28 aa ac 8d f2 9f d0 53 3d c6 8e d1 d1 50 90 52 c2 12 03 02
96 7e 40 4b al 37 aa 5f 64 ed c5 50 e8 90 aa 74 19 73 ae cb 48 51 21 f2 08 45 ¢6 3c 49 6b 92 e0 bc 59 95 el 2f be 5e cb
e0 af 73 d8 ac 67 68 e8 e4 30 5a 01 c0 e6 1c c4 19 80 52 c8 55 86 a9 5f d7 20 bf 47 7d 82 c8 02 6b 08 e6 bl bl 86 90 c7
50 8d 01 8e c3 57 4e 43 d6 d0 47 cc c9 25 ce 50 98 d1 cb fa 1a 4a 9b 74 19 96 9b fd 3f a7 f4 1b 16 d6 51 f3 08 49 fa 95 33
cf df a7 11 2c a0 4a 5d 17 68 e7 b6 ad 6d f7 26 09 90 75 bf 54 c4 e8 0f 4d 62 a0 c1 f3 c6 67 27 d3 af 6a 66 2f c2 7b 8a 71
8b c4 4f ff 97 b4 3f 88 f5 b8 f2 a7 ce 74 34 d2 9f e6 23 e7 58 7c 2d 5e 49 3f 59 4e a5 93 e7 2b 7e 7c 4b 8f c1 ca a4 5a 3f
b9 64 2b 2f 8a ed fc 01 e2 35 c6 a8 02 3d 8¢
Data Ascii: UW(yq%(S=PR~@K7_dPtsHQ!E<IkY/*sgh0ZRU_ G}kPWNCG%PJt?QI3,J]hm&uTMbg'jf{qO2t4#X|-N2YN+~|
KZ?2d+/5=

2021-12-02 15:37:58 UTC 1030 IN Data Raw: 56 f6 c9 2e 75 ef b2 05 fd 14 5b ¢6 43 22 21 53 17 d9 15 c6 70 de a4 d5 4d 67 32 2d el 2e Of 2b 6d 19 60 6¢ 6
76 2f 7a 72 84 7d 99 c6 e7 0d 31 ed bf 16 ad ef 54 66 c3 e2 b6 cd e2 ba 49 ba 2f 7a f3 e3 7a e3 71 25 63 65 ea e8 1f b9
31 a6 24 a9 f4 c3 d6 56 4a e5 68 bd 2c 07 1d 7f 3b bd dd 6f 38 18 f5 70 da ce f0 a2 1d 5e 42 Oc b0 6d 8e 96 06 aa c4 08 fd
45 2¢ 8c 5b 70 cd 2f 4a 19 92 a7 3f 8d 7d 91 7a fa e3 b8 66 12 €9 08 fd 64 d0 91 31 25 6a 4e 30 8e cf 70 8c 32 65 el 82
81 21 6a el 45 21 65 fO dc 62 64 23 5f 2e f3 d3 a4 24 4b 49 c0 48 40 98 cd cd 75 23 79 9b 1f 1e 68 91 Oc 30 11 00 34 15
47 4d 29 9c d7 c2 6e 15 2b 99 7f c3 cc 14 95 82 f1 ce 4f 2b Oa 16 ad 83 f7 58 a2 a0 62 6b ab 38 65 76 89 c2 2a 51 f2 40
e3 ae fe d9 da 8c 18 9e 18 f5 b5 37 €9 a2 59 16 15
Data Ascii: V.u[C"ISpMg2-.+m’Iv/zr}1Tfl/zzq%ce1$VJIh,;08p"BmE, [p/J?}zfd1%jNOp2e!jElebd#_.$KIH@u#yh04G
M)n+O+Xbk8ev:Q@7Y

2021-12-02 15:37:58 UTC 1032 IN Data Raw: 7d 60 92 33 f8 45 fb ed 85 b4 31 fa 23 b6 49 26 16 64 52 b9 57 bb b0 68 8d 00 39 b9 5f 4a c2 3a 37 49 f0 d1 al
1f a6 65 5a 01 88 e4 96 9a d4 4a c0 ed ef 10 8d 80 14 7c 85 14 65 c6 Ob cd 92 27 f9 2c cd 96 f9 ec 06 e6 06 ff 94 d9 12 e8
a4 79 99 67 4f f2 86 18 55 3c de 7d 3c 8d c7 f1 ad 34 96 e7 ab 5b b3 81 5f 28 0b 74 b9 e4 d2 2c 5e 1la a5 cb 78 f6 14 dc
7e ea Ob 6e 9f 89 97 62 81 93 5b d1 87 d0 98 0a 55 69 e2 8b 86 ee 94 59 1b 6 9e f6 80 6¢ cc 87 f9 44 66 78 d9 c6 2b b3
bc d1 79 ad 31 33 f7 bb ba Oe 1b 71 eb 1a 0a d3 09 26 84 14 d4 63 9a bl c8 33 b7 91 67 44 fa 3e a6 19 41 ba 9b b3 79 03
34 97 355 ¢7 ce c9 24 d6 a4 09 90 f2 b7 50 1e 16 88 39 94 7f 05 f7 be 60 7a 7f 59 7a 55 41 b8 1a 6e 11 2f 84 25 4a 72
cd 64 ca 80 4a be e3 03 95 b6 2a c2 4a 46 28 d6 Oa
Data Ascii: } 3E1#1&dARWh9_J:7leZJ|e',ygOU<}<4[_(t,"x~nb[UiYIDfx+y13q&c3gD>Ay45$P9 zYzUAN/%JrdJ*JF(

2021-12-02 15:37:58 UTC 1033 IN Data Raw: 45 1f 1a 90 70 1b 91 76 Oc 8f 1e 90 a8 f7 e0 80 d2 df f8 80 2a 34 6¢ 58 79 7c 53 b4 78 3e 52 b4 41 53 6b 5c¢ f2
€7 32 c3 69 49 78 aa a0 df 24 89 3f 1f 68 41 48 e1 90 4c 44 77 63 33 12 9d b5 51 79 5e 78 11 Oe 55 a8 7e 94 2d 2b 9a fO
6b af 79 a8 45 ed 87 18 47 c2 37 05 21 ca fd ba 91 c5 5e f1 92 a2 d0 6d 89 78 1a 6f 34 74 eb 62 40 63 bc 8e d3 99 b4 40
86 6b d3 3c 34 9e 03 21 a6 22 a0 62 9b e8 86 ca cf ca Oe d9 57 b9 ac 8a 7d 04 6b 4c 99 3d db 7a 96 a7 34 c2 44 b8 72 b7
eb 6d 66 6¢c 11 01 d1 2b 6f fa e4 f5 8b c1 30 53 31 e7 55 9c 71 d7 49 33 ff dO e5 3e a2 80 2c 0d db 4b 84 29 da d9 f3 45 ff
d5 34 57 83 ¢7 a5 67 bb 02 ba 1b fa 37 ac f4 e7 b6 97 d5 6b d7 a6 b0 98 b5 b7 71 8b 48 f4 5¢c a3 82 b5 7c 4e 3e d4 d4 07
ee fa ff ab a2 Oc 5a 81 05 1f 88 25 68 60 1a 63 83
Data Ascii: Epv*4IXy|Sx>RASK\2ilx$?hAHLDwc3Qy xU~-+kyEG7!"mxo4th@c@k<4!"bW}kL=z4Drmfl+00S1UqI3> K)E4
Wg7kgH\|IN>Z%h'c
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1034 IN Data Raw: 52 6d bc 1c c0 40 a3 c6 fO d4 ba ff ca fb 5a 88 1f f6 ba 5d 33 34 6f 65 38 10 91 3f 19 1a 23 16 74 33 d9 le 6b
14 3d 01 2d b1 34 33 c1 81 82 60 6¢ 7f 4e f3 8a 38 09 8¢ fe a0 Ob 7d b4 4b 61 08 e8 2f 81 8a b4 89 b1 7a 81 cf 66 ce 7d
Oc 73 7e 3f 63 8¢ b6 60 c0 65 20 d6 75 7e 36 9d 72 cb 37 00 a4 88 f3 47 31 99 al ec b4 9e 29 59 94 13 ea 6¢ b4 a7 f0 24
9e ¢6 71 02 97 de fe 84 b6 3f 40 3b a3 51 59 9e 90 54 ef 15 9c ff 77 74 99 c1 Oa 02 d7 9e bd 47 f6 32 2¢ a2 ce 3f 29 Oc 50
3498 30 25 f8 2c 1d 45 b6 8c 31 41 2¢ €9 a0 30 38 68 60 el d9 e8 97 bc ba 30 c¢5 55 a2 00 c9 09 5e b0 69 fa 85 bf 2¢ 67
€9 38 af be 24 3d 8 cd 3b 25 21 07 25 60 a8 76 72 64 f4 05 d3 2b be e6 3b f2 fb 4e 2f 96 cc 04 59 e2 ad 1d 28 1la a0 ca cl
c6f3 24 9c 76 4c 31 8f 4a 4d fd 7f d8 fb 16 ee
Data Ascii: Rm@Z]340e8?#t3k=-43"IN8}Ka/zf}s~?c’e u~6r7G1)YI$q?@;QYTwtG2,?)P40%,E1A,08h 0U"i,g8%=;%!%
“vrd+;N/Y($vL1IM

2021-12-02 15:37:58 UTC 1036 IN Data Raw: d9 84 eb fd c1 fd 8a b3 94 11 df 1d fd ba 87 ee 1d b0 93 8 Oc a6 a2 c8 af fb 04 c4 d4 87 5d fa 22 79 5e 5e 5d
b4 6f a6 93 c1 19 9c 86 ff f6 2a 7c ff 6e ef c5 6f b7 6f 5e fc f6 eb 8f 5f e2 5f fe 31 7f 7f b8 7d b3 f3 69 2b dd 7e 77 f1 8f ed 41
6f ae 93 8d ed 8b e4 a8 97 ee be 7b 3 6a 3b 7d {3 22 fe e5 e7 97 3f 4d ff f1 Oa d2 5d 6f 6f ae 5f ec 7e fa 09 ff 4b df 7f ba c
9 e0 bf eb b3 17 37 df ff f6 e2 1f f3 ed 77 6f ae e2 5f be ef 8d be 40 de a3 0f f3 bd 8d eb 97 3b 98 f6 €8 a7 72 2f 5d 7f b5
b3 b9 75 bb bd b9 d5 83 bf af e0 ef 2a 7c 2b 77 8f 3e ce el db cd ee c6 2b f6 7d 63 fb ea fd a7 eb ab df be bc fa fb ce 4b
68 e7 97 57 91 17 82 50 80 17 09 ff 93 9d fa f8 eb 41 be fd c3 4f ff d8 fe dc bb d9 3f 5¢ 7f 01 8d bd 39 db €8 dd e0 df 9d a3
ad f9 de e6 56 b5 77
Data Ascii: ]"y™o*|noo”__1}i+~wOo{j;}"?M]oo_~K7wo_@;r/Ju*[+w>+}cKhWPAO?\9Vw

2021-12-02 15:37:58 UTC 1037 IN Data Raw: 22 66 98 b3 ef 13 68 7c a2 40 e3 09 49 le aa 41 d7 3e ea 7d 1f 26 24 08 fd 18 ab b8 ec 9f 07 66 01 ae 7b 1b
0924 13 25 8c 72 7d Oc 07 30 d2 30 2c 4a 3c 82 4c d2 59 67 16 63 a4 31 0c 89 9d 17 1d 58 15 e7 a4 a6 f2 46 f3 a2 cc Ob
e6e3 3191 ae le fO0 e3 b2 48 ce 49 e9 5b a0 3d 27 b7 49 13 8f d3 74 ac 1e 60 ab a3 87 f2 33 fc 41 1f c¢5 cf 09 fd b8 a5 Oa
ae e8 ee a7 93 9c 9f 63 3c c2 13 e0 Oa 31 b7 af 3e da dd 81 01 b9 20 17 b2 95 b4 7c 8b 71 4e 13 9f 7b 8b 8f a5 13 38 3a
8c 73 47 f0 0f 59 19 9f 27 ad 38 1b b7 €6 19 3b ed 25 €3 56 96 67 9d 8c 72 b5 60 b5 c0 38 b6 ce 8b 7c da d2 4d b5 68 2c
ba 2a b4 4b 16 79 a7 23 20 a7 c4 6b 8f 11 26 Ob 41 al fO 4f 3b ca 48 97 a3 a8 ad 7e db 75 9c 8e 4f 3c ed b8 57 b1 78 11
39 5e e0 a6 51 6f 90 ae 89 58 d9 83 b4 dd Oe f2 76 e4
Data Ascii: "fh|@1A>}&$f{$%r}00,J<LYgcIXF1HI[="It 3Ac<1> |qN{8:sGY'8;%Vgr 8|Mh,*Ky# k&AO;H~UO<WxX9"QoXV

2021-12-02 15:37:58 UTC 1038 IN Data Raw: 04 2d 0f 7b 29 4e c1 3a 7c 43 58 e6 a7 4f 57 f4 63 a9 88 38 d1 2d f3 69 e2 92 93 2b d8 19 40 9c f1 b3 80 ee 58
97 d4 b8 1a 2c 34 22 71 50 89 35 45 72 fc bc 70 e4 fe b0 75 33 b3 bf 4d c7 4c 8c 13 68 9f 70 cc b3 cd 91 d8 a8 29 e0 df
86 04 ae 61 9d 2f 4f ab 27 9d 05 3a 62 2f 29 58 f0 de ff b1 08 cd 82 d5 89 75 7e ec 6d ef bd ff 70 04 9f 8e b6 7e 3d 5a 3f
40 a2 f1 58 c0 63 f8 bl bb d9 el bf 4f 10 6¢ 02 04 5 f1 7c a4 4f 97 11 78 05 56 d5 28 86 63 b7 27 c2 5e fc 17 82 d3 85 ac
3ff2 19 05 df 63 60 14 2c 76 5b 88 31 7d 1f 5d 72 05 47 89 ff 12 81 26 80 9d d0 a3 28 de ab 95 3¢ 70 f1 13 ce cb 6b 11 ba
32 b2 33 b6 44 f6 8a 62 30 d6 df 8f e5 91 c8 6¢ 71 8a 39 fc ec fe 3e a7 20 56 75 d5 ac e3 54 20 9a 8f 84 de 00 ae cb be 0f
50 88 ad 59 b6 50 cc 0d 32 33 87 b6 36 26
Data Ascii: -{)N:|CXOWc8-i+@X,4"qP5Erpu3MLhp)a/O":b/)Xu~mp~=Z?@XcOI|OxV(c"*?c v[1}]rG&(<pk23Db0lq9> VuT
PYP236&

2021-12-02 15:37:58 UTC 1039 IN Data Raw: 60 56 18 7a b3 32 a3 55 35 36 32 09 42 d7 f6 b4 99 54 b0 5f 33 13 71 4f b5 ab b6 19 ae d6 ce 6¢ 22 6d Of f6 4f
93 86 07 2b ab 64 e4 be d2 63 76 1b 63 26 57 a2 ca 72 30 6a 96 bd b5 f9 48 68 dd ae f4 16 04 cf 30 00 c9 02 e6 64 c0 1c
77 67 0f 07 85 3a d7 83 42 9d 6b 41 al 2a 3c €0 e9 41 al 54 7b c6 20 9c 69 f1 al 60 b0 b2 Ob 3a 13 99 c2 1a 3f f8 4¢c 80
31 74 99 6a 55 f1 8f dO c9 55 4c f6 03 d3 90 21 97 c9 35 60 6¢ 4d ea bb 70 22 dO cc f4 d8 83 68 bf 04 ff d3 e0 a5 bf b6 80
55 da 83 b1 9081 73 61 cc 4c 58 0d 1c cd 72 8b 4c e4 d1 52 c6 5a 28 66 e2 de da 14 21 3e fc 40 8a 84 24 79 77 af 38 5a
e8 fd fd 1d 34 fd 2c 66 e7 99 60 bl 6c b7 ab 35 da 6a 17 bd 61 92 35 df b0 16 ba 01 dc Oc d6 59 fd 60 b5 ee 39 ¢3 f3 d5 c3
1 d9 a7 a9 24 cc 55 Oc 63 0d 58 00 c3 ac 4a 4d
Data Ascii: "Vz2U562BT_3gOI"mO+dcvc&Wr0jHhOdwg:BKA*<AT{ i :?L1jUUL!5 IMp“"hUsalLXrLRZ(f!>@%$yw8Z4,f'I5
jabY 9sUcXIM

2021-12-02 15:37:58 UTC 1041 IN Data Raw: ef be d4 cd 7b cf 4c 30 2b 53 5b 96 45 4d 23 3b d0 a4 6f 39 0d 12 3a ca dd 39 5a 4f cb 3b 67 35 bc 67 76 ab a9
eb 0d 5d bb 32 66 d8 31 17 Oe 7b 07 66 d8 da 9c d6 48 6a 1c 2c Oc a6 ef a6 31 89 fe 2d ef cd 96 b7 65 01 eb 44 5f 56 4d
57 f0 8d 05 68 83 21 18 20 9c 87 12 38 2d 23 7c 7f 46 56 6e 9b Of 42 3b 4e 09 b7 65 3b fb 7c 90 ce 66 64 6a b6 d7 88 77
79 68 7d 11 b6 6e 36 20 8d 30 ec 7a 34 26 e4 a4 09 64 c6 84 83 c4 96 ea 00 42 9b 36 5e Oc 83 a0 d9 73 bd de 46 04 36
e8¢l 83 b8 24 30 30 f3 6f 00 16 0d b7 6b 18 3b 58 8e 66 02 a3 0d ba 9c 88 fa 58 c1 cf 22 cf ab 43 91 42 9a 3c 3e 38 88
d4 70 1b dd 19 5b 81 30 b3 1e b4 2f 08 df 7d 13 b6 28 2f d8 34 20 a3 de bd 83 32 7 ff 1a 44 57 5e 89 el f3 c9 2a d9 7f dc
9c bd 79 3¢ 82 17 b3 e2 69 6e c6 49 33 cc a8 9c 39 63
Data Ascii: {L0+S[EM#;09:9Z70;g5gv]2f1{fHj,1-eD_VMWh! 8-#|FVnB;Ne;|fdjwyh}n6 0z4&dB6”sF6$000k;XfX"CB<>8p[0/}(/4
2DWA*y<inI39c

2021-12-02 15:37:58 UTC 1042 IN Data Raw: 3b 68 b7 2b ba d3 3a ae 4e 9a 54 89 fc Oc 21 86 52 a8 aa 57 5d dc 5d db de 9b 16 61 dd 1b 08 05 8a ae ac 68
50 61 00 3f d5 04 11 c5 2a 30 88 b6 61 97 6e da 9c 48 29 f9 de a5 85 Oa 4d 55 e3 a3 f5 21 35 ad 14 e9 81 de 3f 5e 67 e4
2842 c6 e3 79 c0 45 b4 ee d2 c5 00 f3 19 82 6¢ c2 6e b3 75 5f 7a 8e 3f 5b a2 2b 3c 9a ea 78 e4 c¢7 19 ee 3c 1c 80 87 b4
4a 7f 42 4d 84 ea 4f 5d 4f b4 93 50 b5 4d 7a Of 2b 94 95 50 7c 08 al 88 9a 63 84 d6 02 56 ea 8d 10 82 ee 2c bf 21 0Of 4c e€
54 e0 15 f1 38 cd e5 Ob 01 89 8d a7 25 fe 8a 23 6e 43 7b b7 26 cc a6 40 70 23 34 f9 a2 8f 8c 01 d7 3e af 9e 84 22 e8 25
36 9e 88 5d c4 ff 2b 69 53 32 3a 48 91 c0 f7 2e 50 67 5d b7 d1 b4 4f 7b ba 0a e9 58 4c 9b 30 f3 fO b8 83 86 74 b9 64 8f 23
86 c0 87 b3 64 38 70 29 83 5d 46 05 04 97 51 1f 7¢
Data Ascii: ;h+:NTIRW]JahPa?*0anH)MU!52°g(ByEInu_z?[+<x<JBMO]JOPMz+P|cV,!L T8%#NnC{&@p#4>"%6]+iS2:H.Pg]
OfXLOtd#d8p)]FQ|

2021-12-02 15:37:58 UTC 1043 IN Data Raw: df dd 91 b9 2d 9d 12 3c de ¢7 92 73 5d b2 b8 9f 15 €9 34 86 63 9d eb db 3c 13 8f 5e 7f c5 f1 5d 40 f8 €8 04 9b
8c 5d 0d 34 ¢4 09 73 2b ce 50 f9 5d cb 21 86 bb 71 03 d7 cd 09 5¢ 61 60 51 7e 12 b7 0d 56 f1 9a fc 6¢ 2¢ 1e df ec 62 04
52 92 58 1a da ec 9b 5a 48 4d 8f d5 13 96 Oe 8f 4c df 59 ad b5 4c 09 36 8d fd 16 ad ab f7 c9 05 be e4 1b 33 13 el 5d 8d
a3 89 12 d0 e9 93 a9 e2 28 6b fb b7 29 43 f1 f9 36 b3 29 ce 57 cf b8 62 ce 1d 57 c6 48 9d 94 Oe a7 1b dc 8d b5 03 39 c5
29 a8 4a 61 2c b8 a5 74 01 86 ed
Data Ascii: -<s]4c<"|@]4s+P]!g\a’ Q~VI,bRXZHMLYL63](k)C6)WbWH9)Ja,t

2021-12-02 15:37:58 UTC 1043 IN Data Raw: 20 4b 4f 78 f3 ea 64 ff cO 09 7e 16 67 c9 a3 43 d6 6a 46 aa a6 79 e5 7b 56 4a 7d f9 bl e0 04 ef a9 fd fd 24 44
a0 d8 c9 84 3d 96 fd 2a 24 ed 9a 78 cc 25 5e e7 57 76 b2 86 d8 69 40 55 8f fd 54 60 76 12 62 a7 d0 41 fe bd 07 47 47 3a
6c d1 18 48 38 a3 ac d1 95 53 a5 a5 b9 ¢7 98 a7 33 dd 65 af a7 al c4 a4 d1 dd c2 b2 72 e4 al df 31 42 43 1d 1c 9d 8f al
b0 72 ed b7 8e 2e 93 16 55 d6 62 b3 df a2 al 4c 99 33 50 d9 9a c6 13 74 72 4f c6 5d 4a 89 6¢ 84 90 d5 79 e2 fc Oc 47 a9
15 17 49 4b 40 15 75 b9 e7 a3 0d 3f 90 38 a0 da 1f 6e cd 6d 3e 67 88 4c 05 c3 54 4d c6 fO 58 b6 e2 09 85 a6 6f 9d 25 49
d6 €2 91 29 b0 62 74 74 ac 90 d7 a7 e3 50 fe 9e e5 2c d4 b3 7a 23 6d d2 c3 14 ed 2b 2b 3d e4 b6 7e f0 03 62 b8 85 5d 4d
77 34 47 ff 5 3b cd ¢3 66 ac c3 b7 b2 85 ¢7 61 62 37
Data Ascii: KOxd~gCjFy{VJ}$D=*$x%" "Wvi@UT vbAGG:IH8S3er1BCr.UbL3PtrO]JlyGIK@u?8nm>gLTMX0%!)bttP,z#m+
+=~b]Mw4G;fab7

2021-12-02 15:37:58 UTC 1045 IN Data Raw: d9 40 6¢ a4 ad 9b 51 92 8c cb 7a 6b 75 95 b4 39 ba 42 d7 2b 5f 4b 77 f3 35 39 82 68 f1 ae 06 9e df f2 bc 96 9f
17 12 c9 c3 6¢ 16 ed b5 a4 b0 c4 54 9c ef d5 9d 45 b4 Oe aa 4a 98 8f Of 99 89 5b a5 ea 67 35 07 c0 80 0d 1c c5 94 0d 14
74 4c el 9e b6 5a ae 54 2d a5 9c cO 7b 5b 3a 6d 22 5a 90 4f c1 54 02 c4 09 42 cd 04 fb d7 73 34 8b 07 43 13 a7 bf a5 ee
15 8f 6a e7 77 da d5 ab 01 3a d4 dc 5e 23 f6 7b 08 94 e2 38 93 dd 6d ec ec 1f 6e 81 60 90 31 3f 3c 4c d4 c4 8d 0d 18 78
53 7f fa 87 ef e2 d9 29 6¢ 9c 08 d6 91 84 29 5e 0d c0 63 99 c2 6¢ 25 6f 70 17 48 bb e5 65 7e 0d 5f 06 69 97 ed c0 82 89
e7 7566 9e 76 eb 3b al b6 63 d5 3f 9b 50 6¢ ea 94 d4 b8 42 08 b9 cb 48 e8 a4 59 le 53 8b 35 10 8d ff 19 36 18 dd ed ea
234799 d5 dO 15 02 bf 6a f9 d8 91 76 25 86 aa 81 Ob
Data Ascii: @1Qzku9B+_Kw59hITEJ[g5tLZT-{[:m"ZOTBs4Cjw:M#{8mn' 1?<LxS)|)"cl%opHe~_iufv;c?PIBHY S56#Gjv%
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1046 IN Data Raw: df ac 20 54 35 bb 93 01 83 f0 a8 d5 d2 78 a6 3b c3 08 7a d6 8b 5a ad 40 45 59 8d 8a a8 1c 71 ad 97 1c 09 7b
30 9f de 43 cf b9 db 5b 7d ca 12 04 2b 27 20 ee ba bc a9 32 7e 35 b5 21 2d b8 06 eb 4b 87 9b 02 cb 2e 30 73 b5 da 70 35
25 6¢ af 1a 81 84 c9 bf af 4c 2a 6e b4 e4 eb e5 18 31 a9 dc 37 Of b5 46 6a c7 8e 90 86 06 f8 9e 6¢ 81 32 €9 93 de 40 75
ead2 0d 46 65 7a a8 8a a2 4a 40 83 07 8a d2 f8 15 e7 30 33 2f fc 75 67 6¢ 97 23 a3 b8 1a 25 ab 00 bb fb d4 68 86 a0 6d
cf a6 4a 57 77 8a 55 76 5f be be 39 d5 0d c5 5¢ 67 53 ab 22 b3 95 ee 8b eb ff e6 1d 56 d3 33 89 51 96 f6 8e d6 20 da a3
b4 a4 f5 da ed a3 55 f8 80 02 96 d1 10 1b b7 d7 d6 60 26 Oa a7 ed d1 24 ba f4 34 10 07 7a 02 be 76 Oc db c3 ee d1 fe fb
90 ac e3 8e f0 3a e0 c1 e4 6f 6 8f 8e f6 77 59 8e 37 a4
Data Ascii: T5x;zZ@EYq{OC[}+' 2~5!-K.0sp5%IL*n17Fjl2@uFezJ@03/ugl#%hmJWwUv_9\gS"V3Q U &$4zv:owY7

2021-12-02 15:37:58 UTC 1047 IN Data Raw: a6 7b d3 e0 fb 32 9f 5¢ 21 2f a8 a9 42 a5 1c al 21 7e 69 61 2d 1d 13 42 46 ea 93 5b 98 d8 a4 26 e5 el ae 61
11 9a 5d 10 1e 8b 2b 3b a3 f2 4e 72 38 19 38 4c 53 b8 c9 41 5d 1f 24 cc fd 06 16 18 8e 5d c0 80 1f 15 95 45 Ob f1 65 04
3a 97 5f a4 b8 e5 b4 34 90 c6 85 0d Oe 49 8e 4a 1f fO 4c a2 74 c0 28 92 b6 67 fb 1d 79 0f 76 08 Of 03 ce 2e 0d f8 1a 15 1f
b5 65 89 dd 32 9c b9 ef 8¢ 23 57 df 73 1c 69 bd 90 1d e5 fb 9e al 7f f0 30 b0 b8 2 3b bf db 60 b8 3a de 88 6b d5 d6 77 b6
7f d8 3b 3d 3c 5a 3f 38 ea 7b f1 24 bd ¢8 3a 14 f2 52 7c 41 10 1c fe 3e c9 c6 5e b8 ff f6 ed el d6 91 c8 cO b0 8 44 Oe fe 80
b2 f0 2f 98 07 5b 70 fb 50 Ob 8e 6 df 1f 8a 8a 40 36 2d c5 7b a6 ed 95 9f 98 54 8a 5f df ec ff Oc 7d 8d cf 72 Oc ca f8 66 6b
67 ff 97 be 77 96 4c f2 6b aa 4f 7 74
Data Ascii: {2\!l/B!~ia-BF[&a]+;Nr88LSA]$]|Ee:_41ILt(gyv.e2#Wsi0; :kw;=<Z?8{$:R|A>"D/[pP@6-{T_}rfkgwLkOt

2021-12-02 15:37:58 UTC 1048 IN Data Raw: 8e c3 3c 34 30 42 58 b2 b5 05 db 4e 45 e8 6d d7 f2 1c a4 6b 02 ae 9a ce c9 Oc df 2a 5e 93 c1 55 €9 75 da f1
8b 4e dc ae 02 fa 4c e6 42 16 73 a6 76 8d 9b 79 77 19 d9 ec a5 3d Oe 27 8d 8c 61 30 96 cd 62 2a 08 d6 ae c9 5a 29 db 45
ef ¢7 1d bf ec 4¢c 54 ¢3 92 7a 7c 89 a6 85 a4 80 d6 56 a2 28 13 fb 04 96 Oa cf b9 bd 82 0b 86 01 de 28 2f 32 2d 8a 14 f5
ba 4c 23 25 56 5a a2 54 e8 2a 38 83 c¢7 54 5¢ c1 10 57 ff 6¢ 12 03 bf 7 af 42 0f 75 5¢ c0 6a d4 07 52 94 89 1c 56 db ce
d2 71 da 2c 77 b1 23 b8 90 15 cc 5e 10 1a 9a 4d c2 ce e5 e4 dc 27 69 4a 49 fe 9a 53 44 d6 8d 49 0a 07 bd 03 54 4b a3 4c
bc 1b 57 97 08 3e €3 67 5d 0a b4 c1 ee 90 47 94 88 66 19 7 4e 2d d1 25 51 a4 9e 8a d1 68 20 a2 a7 1a 87 b4 65 75 c7
51 41 2a 82 70 Oc 3f 48 2e 03 02 2c 58 2b 8c 18 ab 34 76 7e
Data Ascii: <40BXNEmk*UuNLBsvyw="a0b*Z)ELTz|V/((/2-L#%VZT*8T\WIBuU\|RVq,w#"M'iJISDITKLW>g]GfN-%Qh euQ
A*p?H. X+4v~

2021-12-02 15:37:58 UTC 1050 IN Data Raw: 62 04 70 b7 5a cc b0 3c ec 36 37 76 5d 75 91 b4 bb 2c 2e b7 19 a0 ea 04 63 ca ab 2a 64 ba 87 cb 3f c1 40 ec
7ae358 17 b6 b3 cf 07 €9 6¢ 36 a9 95 a2 f2 e5 7a 3e c6 ab d2 29 47 44 11 48 ed 1e 73 ed 79 1f fd 3d 3c 8f 7a el 68 19
b2 f3 48 98 da 7b af ad 2f 29 7c 12 f1 ae 44 d4 2b 7d 01 7d Oe 6f c2 bd fO 30 dc Oc b7 c3 77 al dc bb f7 a4 63 e5 80 c7 21
Oc 79 08 c2 50 05 50 Oc 5 b0 87 62 a9 23 5e 48 91 8e aa be b7 e5 85 3c a8 55 ff d8 fb d7 70 Oa 1c 66 36 af a4 57 00 06
2f 53 d3 c9 23 cf c3 af el bf 50 9e 83 41 e2 a8 25 7d 97 f6 56 1b Ob 6f 0d ba c9 02 ce 75 c8 82 e0 f5 5a 09 f2 1a f4 96 ff
b1 3f 7b e4 2a c2 30 5c be a3 b4 da 78 f1 94 34 6¢ ad 18 68 87 07 1c 8b bc aa 98 27 9e 28 f5 3b f4 c1 33 fc 66 f4 2a 50 74
c7 ad f2 32 2e b5 a8 7a €9 d8 03 d1 35 e3 3e 63
Data Ascii: bpZ<67v]u,.c*d?@zXI|6z>)GDHsy=<zhH{/)|D+}}o0wc!yPPb#"H<Upf6 W/S#PA%}VouZ?{*0\x4lh'(;3f*Pt2.z5>c

2021-12-02 15:37:58 UTC 1051 IN Data Raw: €9 d0 ca bf 3e 23 26 ¢4 ca 10 fd 03 1c 02 ad b1 f0 0d 5a 12 5d 31 dd c7 0d 3e d1 87 42 6d e7 df 47 97 5b {3 1a
36 8a 5e 84 2b e7 84 8e 91 49 8f 7f 83 8¢ bl 1c 15 6f da 27 ac 07 be 32 cf 26 3 ¢2 4c 8d 58 87 13 34 ce 1f 63 58 6e 36 d4
db 25 13 7c 19 36 c8 f6 74 9a 80 f0 59 25 06 48 08 6f b8 5e cf 2a 5b 99 5a 48 be 27 b8 ee al 82 32 2a ef ef bf 81 c5 58 eb
cc 2f bb 82 a8 €9 1d 09 2 aa b6 5b c6 78 Ob c1 25 6b a9 ef 50 00 ef 13 93 47 09 53 30 78 9d €9 27 fc 64 31 2c da 1le 7a
04 27 7d d4 84 4c d1 f0 f6 e2 02 99 a9 e5 cb ce d6 ca 3e 8b f3 82 8b 62 81 1b 44 03 7e d7 8a a5 e2 4a 22 47 13 b4 83 92
31 ed 831504 e2 d6 88 c5 4f 22 73 49 81 c0 12 25 61 d3 76 96 10 d7 e5 2c 74 al ed 63 f5 fd bf 3e cc 8b f0 49 60 70 5¢c
e0 8 42 36 34 45 f0 a7 4f af 7c c1 ed b6 €9 6e
Data Ascii: >#&Z]1>BmG[6”+|0'2&LX4cXn6%|6tY %Ho N[ZH'2*X/[x%kPGS0x'd1,z'}L>bD~J"G10"s|%av,tc>I p\B64EO|n

2021-12-02 15:37:58 UTC 1052 IN Data Raw: 3¢ 9d 20 43 a8 8f 13 01 3a 55 d2 f5 23 al ad 8e 5f 3d 8c e5 72 c6 cl ae 63 ch e2 80 88 ca el 09 dd 88 69 25
c9 7e cf €529 d0 dd 41 e7 68 Oc 1a fa e6 6¢ 96 ac 5e ef 30 f1 87 60 31 6e 94 bb 4c 48 52 10 29 27 f0 fa 88 5d a4 a3 d6
27 8f 70 4f e3 cf fa Oe 89 88 04 65 34 89 72 38 b2 2c c2 97 3d 38 bf 8c da 8c 99 70 61 0f 55 bc 07 ¢9 ¢5 d6 cd cc 7 fe e5
b5 47 al 97 a2 40 06 cc bl 8c d2 fa 4d 4f 38 al 1c 6¢ 7a 85 b7 99 11 57 bd b4 ce 8e 13 18 65 34 9c 87 15 c8 83 6d 08 97
d9 40 f9 b2 65 51 6f 90 ad 4d 84 f7 5a bb 9d 91 {7 1a e4 82 bd 6b 72 9c 9d c8 5d a5 84 07 64 53 a8 €8 8¢ ec a9 e5 b3 43
dc 41 5f 92 51 15 6a 53 b7 64 11 4a 66 76 6¢ cd cf c9 62 20 14 62 b0 8b 52 41 6¢ 83 84 aa 3d Oa 73 ff e6 96 ed 90 99 fO
87 05 06 9a 46 33 54 a9 ea 65 b9 71 9e 72 5a df 73 e4
Data Ascii: < C:U#_=rci%~)AhI"0"1nLHR)TpOe4r8,=8palUG@MO8IzZWedm@eQoMZkrldSCA_QjSdJfvib bRAI=sF3TeqrZs

2021-12-02 15:37:58 UTC 1054 IN Data Raw: 5e a4 06 b4 16 5¢c d2 72 d3 dd 3b bb 60 el ea da 9a 4c ba a9 6c eb d4 04 f2 18 ec 2d 76 cb Oc d2 68 dc 62 d9
8599 15 ca 50 7c 0a 79 c1 2d 58 db 04 c4 fd dd 5d 6f f1 dd 8a 17 1e 8b 2a 4f 02 32 e7 94 2e 10 77 72 48 31 8¢ 12 bf c7
d0 75 c6 a2 a9 21 9f 51 e3 1b 7b 17 fO 3b 8f ad 49 3f Ob 65 14 dO 7e ec 30 e2 e5 a4 86 6a 90 92 ae 4b 50 64 €3 97 23 e5
9b db a3 f8 02 23 7b 1a 3a 09 34 5e 82 69 41 ee 88 al c3 eb 01 b4 f8 ae 9e b9 e3 4a ae 6¢ ea 8a f2 4¢c 2a ca 77 37 3b 9b
db eb 3b fb 3f 78 78 bd 6b 46 9e dc 74 07 9c 14 1d a7 c0 80 d4 f1 be b3 52 34 3a ca f4 30 5e 44 ad 22 d0 02 94 6e 86 02
43 1d 83 22 13 91 Oc 0f 25 a4 4f ee 10 9a 35 59 ae cc bb e4 7c ab 15 16 be ¢3 31 ¢4 45 16 52 3c cc 3b €9 a2 83 41 2f 6b
6 94 38 4a 67 b2 51 ea b7 b4 14 0b 1b 46 d1 1a 21 5f 1le
Data Ascii: A\r;LI-vhbPly-X]o*O02.wrH1u!Q{;| 7e~0jKPd##{:4NAJIL*W7;; 2xxkFtR4:0°D"nC"%05Y | LER<;A/k8JgQF!_

2021-12-02 15:37:58 UTC 1055 IN Data Raw: 68 3f 6d bf 27 9a 78 2f 28 61 c2 81 4f 3a ef 39 91 4c 18 70 49 e7 7d c7 df ec 9e 4f 72 8a c1 c6 3a 7b 16 17 30
2e ¢3 d5 bf 5 7b 68 47 1e 8d 10 b6 ad 33 25 24 c7 59 e4 8f 18 3a a6 fc c3 €0 39 a7 1c 0 bl e3 53 f2 f6 88 57 08 7c 03 55
61 ac b2 17 cf de 87 e7 70 d6 6a da ea f5 bb f0 f0 02 12 3e a8 08 09 cf 1e 48 45 71 8f 20 dd 95 3 fe 16 ¢4 25 3¢ da f2 1b
6c 85 3d ¢5 97 d7 a0 fe 2a f2 ce 26 39 ca ef 18 46 ¢9 12 8d 74 60 9d d0 91 35 5f 70 93 ce 3b 15 76 Ob 58 48 19 Oc 9c d8
86 89 1d fb 8b 45 19 02 9e 92 99 7a bc 61 d9 a5 70 10 7c 10 36 90 f4 ee ef cb fe 39 08 22 67 c2 92 €0 Oc da d3 bf 10 4f 17
18 e4 ce 86 a6 c4 9a c0 5 fa 12 8a a7 7e 20 ¢4 c4 0d 67 1a 27 d1 25 43 d5 e5 df 10 85 95 92 33 9e 7d 85 67 54 ba 35 ¢3
b0 a0 b8 ff b0 f9 b8 4a 8a 73 Oc 89 c4 36 c6
Data Ascii: h?m'x/(a0:9Lpl}Or:{0.{hG3%$Y:9SW|Uapj>HEq %<I=*&9Ft'5_p;vXHEzap|69"g0~ g'%C3}gT5Js6

2021-12-02 15:37:58 UTC 1056 IN Data Raw: 30 8e 10 d8 47 2b 8c 1f 27 05 02 97 14 89 c6 61 de 4e db f9 f3 17 cf 12 52 13 99 87 cf 82 47 52 c0 ff 63 59 7f
8c 56 7b 61 92 44 af f4 8b cc 2f el 2f 61 1a fe 1c 7e Oc ff 19 fe 10 fe 1a fe 14 fe 26 ¢9 9¢c 79 2f a2 2b 98 b4 2b 1d ea e0 78
5 b5 72 12 56 c9 74 86 5¢ b4 5f c3 a6 a2 a4 9d eb 02 af d6 eb €0 80 fc b3 b0 04 bl 3f 93 7d ee 12 6¢ 41 fa 2e c1 05 1d df
5a b2 90 f3 74 32 59 96 b2 03 2b ec 73 69 02 15 da e9 2e e7 d3 b3 65 ad c1 ef 0d 75 d0 89 fc 11 29 c8 de d0 9d a0 04 el
c6 7b 6d c3 05 b2 46 31 ab 5¢ 09 38 €8 c8 2d 16 a3 d5 86 da bf df 3d 16 f5 30 a9 d9 e9 10 3b 90 aa 27 6b €6 11 b2 29 d2
6d 81 7b 12 f8 43 59 71 e6 41 e8 2b be 81 ac 4d 31 06 32 Ob b1 33 74 56 35 13 10 03 48 50 fO db 30 15 40 1c 89 01 c4 11
84 85 6e 2c 5¢ f8 b0 1f 32 54 b1 7f a2 1a 81
Data Ascii: 0G+'aNRGRcYV{aD//a~&y/++xrVt\_?}A.Zt2Y+si.eu){mF1\8-=0;' k)m{CYgA+M123tV5HPO@n \2T

2021-12-02 15:37:58 UTC 1057 IN Data Raw: b3 74 f5 f5 06 bf 6e 40 05 52 f3 01 f9 7b el df e8 46 45 70 f8 5f 02 c3 2e 6e 9d 4e 24 8d fa 20 2b a3 6e 18 b7
ce 5d 04 39 72 ca be e8 a5 7d 52 23 67 e2 7d 4a aa Oe 63 ec ed 7b e7 db 1d 36 99 7b d1 9d 76 a4 84 65 7c b7 17 8d 96
45 ac 91 69 37 d5 81 ea 12 af 28 d5 97 6d 82 b4 61 90 5f 64 ec 60 2e a6 c4 30 3f 7b 47 d7 f3 96 db 31 ae d5 c4 40 e8 dc
47 8e 07 07 85 3d 43 7e 40 f9 ¢3 98 76 63 d2 5d 24 al b2 Oe 18 df fc c3 7a 9b 75 55 01 91 fe c9 41 3d 19 2a 8f 8d ec c0 bf
08 d6 8d 76 68 e3 8b ea ca 7b cd 7d d7 1d f5 91 ¢7 23 e7 ef ab 60 58 f5 b7 c2 cc 78 09 c7 93 ac ff 24 94 2a b6 4a dd 3a
62 bc f3 cO b8 74 74 55 75 a7 c9 2b ec 96 d8 4f 98 bc f2 ec b6 bd 25 cd 3b f5 04 15 bb 44 9e e5 d7 70 ae 09 37 82 e0 b9
f9 8¢ 28 98 71 b3 52 f3 €9 d3 9f bb 3 04 a3 22 8d 12
Data Ascii: tn@R{FEp_.nN$ +n]9r}R#g}Jc{6{ve|Ei7(ma_d".0?{G1@ G=C~@vc]$zuUA=*vh{}# Xx$*J:bttUu+0%;Dp7(qR"
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1059 IN Data Raw: de 26 8d 99 62 e9 95 23 5a e5 83 d2 4f 43 9d cc df 06 56 3f 2c d8 cc 0d 97 2d 50 cf 2¢ 13 33 cb 9c Oc 46 d4 1d
f4 d2 02 c6 11 56 81 cd c2 b8 65 a6 28 e4 bb b0 51 d6 79 6c df 75 33 3b 56 96 6e 62 87 80 29 b9 31 02 78 78 b8 ba 90 36
8b df 3a c4 dO dd 1c ca 4e 2b 77 d4 56 3e a6 df 5¢ fa €6 7c 3a bd fd 85 df 51 43 2d c0 78 8d 9a 8c 81 a6 4a bf b9 aa 23 ce
5a 3d a8 02 38 b8 d5 al a3 3c 2e 51 Oc 1f 57 8f Oa 6d fa 60 23 a8 b8 c7 da 7a b2 c8 b1 b6 ac ce 9a 04 2d b5 ac 82 f9 fb
3162 e4 54 2e 5b ca 26 f0 27 83 54 85 01 ed 23 ba 92 a3 4b db 37 1c 72 ad de f0 62 4a 68 {7 c4 68 b7 5a 24 b6 7d ae 65
bd ab 1b dc 5a 3d 7b 8f 11 ee 29 1f ab aa 4a 67 5f 41 fb 2c ¢3 63 bb 38 a3 ba 5¢ 1d a4 42 26 95 76 c4 71 b5 c7 c6 5a 2b
10 f8 d7 88 34 77 20 d4 18 77 e2 6a bf c1 c3 b7 40
Data Ascii: &b#ZOCV?,-P,3FVe(Qylu3;Vnb)1xx6:N+wV>\|:QC-xJ#Z=8<.QWm #z-1bT.[& T#K7rbJhhZ$}eZ={)Jg_A,c
8\B&vgZ+4w wj@

2021-12-02 15:37:58 UTC 1060 IN Data Raw: 01 23 3c f5 2f 68 68 8b a2 56 d6 19 d3 2c b7 d2 b2 ¢5 31 e0 ¢3 56 75 99 b4 18 30 79 6b 06 5b 4f 32 6e 55 79
ab c6 41 99 1d 6f 0a 12 24 c3 10 16 ed 2d 5b 66 bb fc 80 e2 5b cb a6 f8 41 d7 e3 1c 70 ca a2 f1 e8 b8 7e 89 db 51 d5 al
d8 14 a7 52 9d 06 34 c1 8f 93 c1 20 87 6d 0d cd 12 14 c2 8c 30 ba c5 75 8a be e2 79 95 €3 81 52 1a d6 1b 16 2c a6 ac 95
84 3a 7a bl be €3 30 bb 33 f6 84 76 cc c9 04 06 6d 3e ba c4 03 2f fb c5 6¢ 01 6b f3 7e 49 80 97 4c b9 89 d3 1le ea 4d 4a
4b 25 f8 45 75 bd ba 25 49 9a 79 2f b8 e4 d5 90 0d 37 02 33 03 17 c4 4e 1d 4e 90 94 03 Oa dc 4c al e7 25 7c 42 de 78 ea
6b 1b 99 cd c8 e4 70 53 78 27 e6 69 68 d4 36 cf ea f5 09 d6 58 2f a3 al fe 93 c8 21 2e 36 8a 90 56 03 e4 e6 6e el de ae
d4 44 5a 09 46 c0 98 87 9a 13 3f 18 d6 5a ac 5d el f6 1b
Data Ascii: #</hhV,1VuOyk[O2nUyAo$-[f[Ap~QR4 mOuyR,:z03vm>/Ik~ILMIK%Eu%ly/73NNL%|BxkpSx'ih6X/!.6VnDZF?Z]

2021-12-02 15:37:58 UTC 1061 IN Data Raw: 50 05 10 22 3f aa 6a 6b Ob 2f 5e 73 1e Of 45 55 ff f4 69 b6 a6 0d b2 58 86 3d 31 cd 4b e6 d5 d8 d8 d8 3e 94 3e
98 69 50 db c8 e5 89 c2 af ed f2 f2 48 91 06 8b 4c b4 48 1b 35 82 bf 5e d1 2e Oc 84 3e 3f 13 e4 cd 1b 87 61 8d 2b c4 74
35 0e bb da 62 f8 8a 0d 37 cc ed 8d c8 3c e3 fa 5¢ 93 21 99 73 a8 07 00 d5 76 bd c0 69 dd c4 f6 26 e5 ff 8¢ 77 e6 03 bf 5a
ab 53 3b f4 e5 75 54 a3 78 de 38 6d 1f 95 36 52 e6 45 53 ed 5a 47 42 f5 91 3a 09 af b1 f0 5a a3 14 1e 24 45 54 6f c2 a0
58 b3 1b 00 04 45 7a 18 7d 7b 2f 4e 48 2d 15 db 52 4a 61 f0 26 fe 32 c6 c0 2b 63 66 b2 16 33 47 9a 01 d3 7f 38 8a ac 67
37 1391 65 08 d7 90 4d a2 a2 b3 ea 68 f1 d7 b6 ad 94 6d a3 78 27 c6 ce a5 89 55 cc 5f e0 4d 02 d5 27 ac 55 e3 7c fa b6
88 2f 90 a4 de 16 f9 94 Ob a8 be b8 7e d3 c9 0d 43
Data Ascii: P"?jk/"sEUiX=1K>>IPHLH5".>?a+t5b7<\Isvi&wWZS;uTx8mMERESZGB:Z$EToXEz}{/NH-RJa&2+cf3G8g7eMhm
X'U_MU|/~C

2021-12-02 15:37:58 UTC 1062 IN Data Raw: 73 3a 82 21 33 al 4f 7a d1 33 0d cd c6 64 66 c7 49 f2 73 1d f2 8b 60 95 76 6b 63 8a eb 8b 7c 35 2c c5 30 6¢
d8 f7 b5 a9 32 83 2b 99 9d 92 a7 22 8c ab 8d ac ¢9 68 d5 16 2e e0 69 1d 7f bd b7 d9 6¢ 35 c9 6d 27 47 fe b6 40 37 1b ca
42 a9 2a e3 8b f4 c5abcl 67 15 85 6e 6d 8b d4 84 a6 c1 9b 20 aa 16 92 1c 01 6b c3 ae 6b 81 36 c1 al 8c 65 15 a2 47 75
7b 83 81 47 26 b6 6a 30 63 f0 fd fa 26 43 be 9d 15 03 81 b5 dc 58 6c 40 da 06 66 42 27 b9 5a a0 b2 5d d9 8c d0 66 93 b7
0450 6d d3 50 de df f5 e8 69 3c 61 18 13 6b 5b 04 7c bb 6 cO d4 16 1f ae db 8a 33 52 75 21 d4 9f 1d e9 fb d9 f9 91 b7 05
€6 19 b2 21 89 1b cc 92 2c €9 d5 c¢3 b1 96 79 2b 25 b7 99 6¢ 96 82 aa 3d 5b aa fa bd 2e 4d 8d 67 4c 63 4b cc 1b 34 18 a7
86 32 95 02 ad e7 75 34 7a 9f b3 a7 51 13 9c fe b5 1b
Data Ascii: s:!130z3dfls’vkc|5,012+"h.il5m'G@7B*gnm kk6eGu{G&j0c&CXI@fB'Z]fPmPi<ak([|3Ru!!,y+%l=[.MgLcK42u4zQ

2021-12-02 15:37:58 UTC 1064 IN Data Raw: 3f 3c 0d b4 2e 12 13 3f 72 ba b6 ce 3e ef 60 44 a3 e9 c0 18 12 e9 55 05 df cf be d4 2e 66 28 cb 42 1523 94 el
1c ca lc ba a3 fd 68 7ac3 b7 90 f1 6f 14 90 e6 ad 93 16 3a Oc f6 a9 c6 b2 3e 17 29 08 6e 9c 22 7a 3b 05 4e 0f e2 fd 68 b0
3f 9f de fc 54 Oe 94 28 0d e0 71 b3 06 8b 71 c3 06 5f 16 4d 1a 34 eb 40 33 ea 1b bc da ac 97 5f a2 46 6f d7 61 48 22 ec 78
a4 65 f1 dO Ob ff b8 76 06 el 51 45 23 bc 57 5d 05 56 01 a0 aa 44 ab a2 79 59 01 d5 d8 b8 2f bb a0 f8 a3 2c 1c e8 95 64
fb bf 5f 07 53 d3 a8 el d1 5a 48 Oa b3 ce 4d 69 ad 1d 43 ac 47 67 65 28 bl 6e {7 f3 69 e3 c6 3d af 11 58 3c ca 65 88 6b 60
f9 69 5¢c 52 5a 7a d8 b0 bf 6b 74 b2 78 ¢5 a9 09 b3 19 14 7c¢ 22 be d4 15 88 d5 31 b3 3b 53 0f 68 b2 2a a9 1d a0 e0 64 6e
8b 98 c1 a9 26 61 53 39 da 1f 87 8b 05 1d 84
Data Ascii: ?<.?r>"DU.f(B#hzo:>)n"z;Nh?T(qq_M4@3_FoaH"xevQE#W]VDyY/,d_SZHMiCGge(ni=X<ek I\RZzktx|"1;
Sh*dn&aS9

2021-12-02 15:37:58 UTC 1065 IN Data Raw: Oa 5¢c 4d d8 al al e7 Oc d1 6f 15 b1 04 61 4c 4b ce a7 65 94 4c fb fd 3a 47 4b d5 83 d5 ec Oc ¢3 2a 98 4c 07 29
27 0c 99 48 dd 16 ec 26 47 46 d6 e2 45 7a ea 09 5e 55 1f f6 59 05 b4 ea 54 37 be 20 d7 14 4a ab Oc Oc 8e a3 d1 87 69 42
4b 6d 20 06 52 9a 9d 10 b8 01 07 0d 92 b6 29 37 b7 04 32 cb 94 2d 53 59 Oe 73 1d 01 d8 Oe c0 da 9c 5¢ 5b 46 b7 4b a3
09 64 79 f9 ef 3d 49 6e aa c7 b6 2d c0 9b 41 2e e3 d5 6 68 ae 05 7a 1b 52 bd 11 dc a6 5c de 8a 8c 6f 8d e2 12 c8 35 Oe
ad dd 58 6e Oc 66 75 3b 52 53 0a 78 fd 21 d8 Oe d8 5a e4 96 9d b7 bc Oe df 13 e7 7d 03 df c2 08 a3 11 37 37 83 90 25 a2
cl dl a6 eb b2 6c 9b 66 7a 8b f0 34 46 6¢ 93 be 2d fa 10 95 dd 6d 3e ee db 25 6e 9b ae 43 11 3c f3 Oe 83 7b 13 cf 2d 58
df ed 83 2d e4 cf 96 a8 dd be a3 50 97 07 9b 4b f0 56 48
Data Ascii: \MoalLKeL:GK*L)H&GFEz"UYT7 JiBKm R)72-SYs\[FKdy=In-A.hzR\o5Xnfu;RSx!Z}77%lfz4FI-m>%nC<{-X-
PKVH

2021-12-02 15:37:58 UTC 1066 IN Data Raw: 25 ce 8552 00 a4 a5 11 b9 06 4c 6b c9 6a 81 32 2a fa 7a 55 89 df d7 22 b9 69 21 a6 29 dc 58 1b 41 f1 38 6e
15 4d 9d 63 26 60 6 fe 7d 13 44 ca 98 d5 1b a9 a2 da cd b5 b1l 9b 6b 73 cb cb c5 b6 82 ac 78 14 ef 0d 65 ad d3 5a b6 31
a4 ca 2e cd 46 a3 5b 58 a4 ba 36 25 ca 67 5b ca 76 54 6¢ 0d 4d f1 a8 de 03 b2 ea 43 6¢ b6 31 98 72 33 4d a3 91 34 97 df
16 d3 60 d2 d8 0d 3c cf ba 70 8b 38 66 30 00 31 f5 16 46 eb 27 9e ed df cc €9 6¢ 66 f2 cb 1b 1e 8 5¢ 88 88 cd 24 3a cO
059a 69 e9 39 d4 a9 4c 95 11 bd f9 c9 ca a5 94 c2 c3 d2 32 85 aa c6 fa fe 99 fa 6f d7 fa 48 41 15 38 ee €9 25 67 b2 d5 7e
5b 22 af db 4a cc al 86 af 6f 38 f6 79 80 85 47 53 f2 f9 7a 58 13 a2 b2 2 6d 5a 32 34 1c 09 59 00 30 75 b4 7f aa 9c 5d cd
44 b3 1872 72 ed d3 c9 35 5d fc 94 4e b6 d1 74 92
Data Ascii: %RLKj2*zU"il)XA8nMc& }DksxeZ1.F[X6%g[vTIMCI1r3M4 <p8f01F'If\$:i9L 20HA8%g~["J08yGSzXmZ24Y
Ou]Drr5]Nt

2021-12-02 15:37:58 UTC 1068 IN Data Raw: 3d 81 c5 cf 61 f1 57 29 8e 0f 89 ac 5e d9 5e ca 63 90 3a da al 41 70 12 d1 c5 c2 c6 e7 2b 85 b0 8f 25 8d e6 el
78 7a 1d 9a db 7d c2 fe 08 22 d2 56 08 c7 4f 90 c1 58 4a 9a 92 7b 8e f2 db 9d 80 22 71 7a be 8a 08 da 48 92 d4 db 8e 7e
€9 5b 2a 7d 9f 32 fe c2 2¢ 59 2e 41 c2 19 9f 3b Of 1e cc e6 21 16 89 06 52 f8 69 27 98 8e df 40 40 c0 a2 83 e5 72 e7 75 4f
bf 5 26 5d c1 fe 3f 78 a0 3e 7b 8a 93 db 6d c3 38 d9 4e cf 73 5f c3 44 52 50 c0 83 55 7e da 0f c¢5 b4 7f ca ff f6 9e f1 bf €9
0Ob e2 c1 1d 9f 75 6¢ 62 fa c8 6d 3e fb e4 64 e4 bd 4d 1a 3d 4b 1a c5 53 a5 49 3c c5 06 30 8f 33 af ff 5b 9f b0 5e 87 1f 16
b2 60 ac f2 41 a8 d4 6b 7c 67 €0 da 41 32 48 a0 d9 2c 87 69 14 db d7 6f 92 31 be a7 8c 8a f6 6a f6 3e 68 89 4f 40 77 87
6 f1 dc b6 7c bc 0f 20 06 a0 00 40 00 38
Data Ascii: =aW)Mc:Ap+%xz}"VOXJI{"qzH~[*}2,Y.A;!Ri'@ @ruO&]?x>{m8Ns_DRPU~ulbm>dM=KSI<03[*'Ak|gA2H,iol
j>hoew| @8

2021-12-02 15:37:58 UTC 1069 IN Data Raw: dc 15 fc 86 e8 f2 8c fa ¢3 de 07 f8 3d 5a 1c cf e7 f4 b6 77 ca 7e 7f 60 5a ba 37 a7 ec 8a ab ad de 5b 76 f1 69
02 b1 2e 68 c8 a0 77 cb 9f 9e 8a cb 27 fc f2 a9 20 a7 47 f9 5 19 47 b8 72 3a a3 49 7f 6a df 89 1c cc bf 45 b6 c8 2a 4c e8
58 d0 24 80 a0 8a 2d a3 29 9d fe 70 43 67 dO 71 eb 01 95 4c b0 le cc a7 d3 f8 03 f4 17 2e 74 83 29 74 f1 3c e4 7c ee 5a
€7 16 97 00 3f ba 0a c2 ae 25 d8 61 91 1d 71 12 63 d4 6d 1f 90 d9 7c 34 9d 8f 40 4c 7f 38 38 20 60 Oe 2e 55 5d 1a 60 54
42 2e 8531 21 cf cO ed 7e 70 43 63 7f 78 32 8d f0 fc 48 7c 6b d0 d1 c8 5d 2e 07 e7 16 70 db 52 46 eb 2b 84 c2 3c 13 42
af 51 47 f6 9e 81 91 7c d6 79 10 20 a9 d3 5b db 21 cf 84 95 06 6d f4 15 2c 22 e8 a2 af ce 33 88 cf 1e 4c c2 1b 78 7c 69 3f
d3 02 72 df f5 20 e4 84 ce 84 73 a0 12 9b 92 00
Data Ascii: =Zw~"Z7[vi.hw' GGr:ljE*LX$-)pCgqL.t)t<|Z?%aqcm|4@L88 *.U] TB.1!~pCcx2H|k].pRF+<BQG]y ['m,"3Lx|i?r s
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1070 IN Data Raw: c1 7f 79 d3 07 a5 41 3e bb 6f a0 d1 bl fb 79 b9 Oc 59 76 10 24 b8 d7 77 db c7 bb bb cf c5 65 b2 18 13 81 72 6b
7 b9 e5 €9 1d 2f 97 11 38 3f 98 9d 16 b7 96 4b fb d8 6d f7 91 ba 31 c¢8 3c a3 f9 58 92 f6 79 77 17 66 ef 0d d0 6d c1 cb f3
d8 72 08 52 ab dc €6 53 0b 3b f0 72 77 f7 19 92 f1 19 bc 8¢ ¢4 5¢ 75 5f 12 11 40 75 61 d6 a2 21 ef Oe 49 92 86 4f 47 58 4h
c7 6b 43 41 18 86 ee 84 88 45 a6 ee 8c cc 99 a9 e8 de b0 75 ba 88 fb 8f 81 6d al 3f 60 91 cf cO 62 76 e7 51 da 47 9d d3
ff 86 49 d1 27 9f 13 dd d7 ef 70 80 2b Oe 86 9b 62 01 28 03 47 be 0Oa 41 14 3a cb 3b 2c 0d 03 ef f4 55 Ob dd ef 30 92 el 39
7b 2c b0 48 ac 44 c2 e8 c9 c6 80 13 45 d5 8¢ 11 9b 7d 26 77 ab Oc 30 9c d8 2f 8f 86 6¢ ad 07 64 89 Oc dd cf dc 4f 82 86
ec 2f 99 b9 39 8c 3c 6b 94 42 04 de 41 33 85
Data Ascii: yA>oyYv$werk/8?Km1<XywfmrRS;w\u_@ua!lOGXKkCAEum? bvQGI'p+b(GA:;,U09{,HDE}&w0/IdO/9<kBA3

2021-12-02 15:37:58 UTC 1071 IN Data Raw: b2 le cc 47 58 f7 8b f9 67 3d 7b 94 a6 74 b4 04 d2 68 f2 27 73 15 cc b9 al 24 87 a4 27 e2 15 de 89 c5 17 f2 55
€9 40 f8 c6 94 33 8b 7 7d 08 {7 ¢3 20 ad a7 54 6e a2 5d 93 49 36 18 44 9c f2 60 95 03 35 16 de 19 30 96 06 04 38 2e 93
7 93 5e bf c7 e0 4f dc 01 63 3d c6 23 93 14 2c d8 ab 89 eb d9 13 34 ce cc 6a f6 c1 67 57 Oc 8e 3d 59 2e 7d a7 e3 Ob 13
c8 a7 3555 6a 82 h9 68 dc c9 17 30 79 8b bd e6 al 38 23 23 70 Of 7a 41 5a Oc 1a c8 62 d0 bl 4b cf 83 8b 1e 27 7a 9c 74
Oa 6f ba 77 €2 aa 9b de ef 4f e0 a2 3f 21 2a 26 f0 6f cc 08 80 ab 00 c6 c9 65 d1 12 69 c0 ac 33 4b 85 69 24 26 dd 54 40 f9
a2 cf c9 43 06 98 82 8d 13 2f b1 b0 d6 3d 80 3e 83 54 a5 d0 7c 43 87 7d ec fO c1 4f a2 a8 25 22 d8 cc e3 f0 07 Oe 03 e0
00 3fd8 35 f6 95 e5 62 25 49 62 f5 53 73 94 a3 bd
Data Ascii: GXg={th's$'U@3} Tn]I6D 508.*Oc=#,4jgW=Y.}5Ujh0y8##pzAZbK'ztowO?!*&0ei3Ki$&T@C/=>T|C}0%"?
5b%IbSs

2021-12-02 15:37:58 UTC 1073 IN Data Raw: a0 0f 06 28 17 64 a0 6¢ 73 80 69 48 26 2e db Ob 10 00 44 32 49 3d 0f 59 6e ea 26 85 ee 86 87 e4 00 db e4 8b
59 d5 46 f9 a7 d8 6a a0 69 0d 46 08 ba 04 40 37 81 f8 54 7a 03 13 cc 64 28 db 25 51 64 8e 93 b8 f4 3a 53 55 a6 ea Oa af
c3 6a dc 31 d7 9e fc 92 1e 04 75 bf da 38 ¢9 31 72 3b 56 23 b7 63 08 d9 10 fO 71 a2 15 d4 ac 7c 04 ee 72 40 22 2c 4d f3
24 8b 31 a6 Oe 38 03 7d f2 1b e6 7d 46 93 fe 68 32 e2 6b 3b 81 e2 ¢8 69 55 c0 6¢ 37 56 c¢1 33 17 37 1d ec 78 82 19 01 db
73 d4 8b 5¢ ¢5 29 64 45 bf 10 8¢ f8 9d 4c c1 30 f4 15 78 ce 7e ba d1 ee 6e 90 6e 52 40 40 dd 68 b9 Oc c4 2b b9 71 f2 f3
83 fb 9d 5f 44 22 f1 0d a3 9a a8 04 7f c5 57 94 3f 61 9c fb 06 a2 de 63 54 a7 b9 €8 5¢ db dd 85 5e 50 ac ba 2d d7 ec 06 5a
6e 65 55 44 ec 42 b6 df 2c 97 1e 84 d5 c7 20 2 6f 30
Data Ascii: (dIsiH&.D2I=Yn&YFjiF@7Tzd(%Qd:SUj1u81r;V#cq|r@",M$18}}Fh2k;iUl7V37xs\)dELOX~nnR@ @h+q_D"W?
acT\"P-ZneUDB, 00

2021-12-02 15:37:58 UTC 1074 IN Data Raw: 65 1a 96 57 3e 53 38 b6 c8 62 3c 45 65 c8 8b ca 3e d8 e2 27 56 3d b3 1f €9 9c ea 8a 3b e4 2d ee 54 {7 f1 9f 53
2c 75 56 32 ff 6f 21 aa 3a 4d b7 ae 77 el b9 fd d6 3d c5 b9 a8 6¢ 61 f7 f7 e0 b5 30 bf 7f bd 17 66 b6 af a7 cb 1b d8 66 87
4d 6¢ d1 b8 60 3f 3b 22 42 3b 25 3c dc 33 3a 8f 6e d5 65 12 61 ¢3 59 52 14 ac ca 5b €2 2b 45 06 c0 a3 d1 18 dc 90 17 ee
57 61 9d c9 bf 01 19 fc b1 c4 c9 90 30 df bf ba 4f 99 5e d1 cb ef f0 9e a3 2c 09 b7 21 02 05 2a 2f 85 Ob c7 54 8f ba 37 64
b9 fc 0a 41 07 d5 06 9f 85 ad c8 4e 16 91 3a 77 4f 5d cd 64 ca fb 7c 2f a7 b6 55 92 6d 76 7c 9a dd fd f8 94 18 76 53 1e 18
76 6e 1le 70 39 e7 eb 73 89 3b f2 9b 7b Ob 3f a0 f3 63 4a 7e 07 8f b3 3¢ 8e 50 7c 22 Oc 22 42 45 de 58 €7 61 08 9f ba e7
ef 49 ee c1 05 19 al 56 7a ea 48 c3 f8 d4 61
Data Ascii: eW>S8b<Ee>'V=;-TS,uV20!:Mw=la0ffMI" ?;"B;%<3:neaY R[+EWa00A,!*/T7dAN:wO]d|/Umv|vSvnp9s;{?cJ~
<P|"BEXalVzHa

2021-12-02 15:37:58 UTC 1075 IN Data Raw: f5 e4 5e ae 40 79 8c 6e 6f 90 cf 2b e0 6d c3 a9 08 00 8a 2f 3e 65 ce a2 64 67 ed 15 9c 8a c9 71 ff 2a 7f 99 cf
be c4 da 34 8a 6b ad 55 f3 0e 65 7d ac e7 7f c6 a6 fc cf 6b 36 00 b7 ee d7 64 2b 14 9a a9 01 1f 97 33 50 65 be 92 b4 da
dd 3d e4 e7 d5 a6 b7 92 0d 4b cb e5 6d b2 el c2 f6 9d 23 bf 7b 6b 2c 3b 4e cd 6d 5a 21 f6 4e 94 8b 10 76 54 31 4d 2a 11
93 9a 0f a7 fb 33 ab e0 2c 72 6b 5e 2e 8 b1 2f a5 f5 14 9a a3 52 51 d0 2e fd Of ed dO 02 fd dc 1c b6 ad e8 03 ef aa 6f 2a
17 c4 4a 19 82 47 68 8a d3 62
Data Ascii: *@yno+m/>edgq*4kUe}k6d+3Pe=Km#k,;NmZ!NvT1M*3,rk"./RQ.0*JGhb

2021-12-02 15:37:58 UTC 1075 IN Data Raw: 92 58 ee 52 2d 84 be bc 20 57 2e 1e 39 3b 0f 07 a3 05 38 20 61 90 46 3d e7 63 50 00 78 3e 07 fc €0 47 a7 b2
3a 1d b6 c2 7e 05 36 05 ef b3 8d 3d 49 1d 1f 07 fb c9 Oe Oc cc 27 78 08 d2 75 f6 a0 85 6¢ e5 da 18 5e bc 56 dc 9a af a2
61 1f eb 61 85 af 11 48 5f 43 56 40 75 41 33 c0 2c e5 a3 d8 c¢7 51 Oc 2f 34 a7 43 d9 29 89 6f 3e 23 4f b2 6f 24 e7 78 ca 37
32 cf d5 03 3b f9 2b Oc c4 8e 7e 90 33 7b 10 5e ac 92 2a d4 1le cb 7a 53 3e 75 99 7f 88 79 f0 27 54 6a al c4 53 14 2a 89
68 07 76 fa Oe e5 26 21 4c 3 eb 4f d8 b6 8e 64 6f 82 9c 48 6a 19 8a c2 31 7e de 07 53 e4 fd 54 9c fa 72 5b 48 1f 8b 46 87
bb bb 83 cc 29 23 72 9f 4e fb 90 e8 c9 ff 90 65 9b 41 ed d8 97 cb e5 6b ac e4 24 03 ed dc 00 47 e f6 8b 3a d5 cf 55 02 f6
cd 95 80 7d 59 09 c8 8f df f9 8a ab dO bc 13 0a
Data Ascii: XR- W.9;8 aF=cPx>G:~6=I'xul"VaaH_CV@uA3,Q/4C)0>#00$x72;+~3{"*zS>uy'TjS*hv&!LOdoHj1~STr[H
F)#rNeAk$G:U}Y

2021-12-02 15:37:58 UTC 1077 IN Data Raw: d3 2f e8 Oc db de 72 89 67 4f 5a f8 15 36 fc c2 a6 fa 90 1e a5 ef 76 ad 39 0d 46 53 bc bd 93 6b 94 3c 82 16 fc
37 be 3e 19 70 7f 1b 5e 94 87 fb 79 74 2e 4f 19 5e 44 cc fd 91 8d f0 65 fc 16 88 €9 48 68 31 32 dd 74 10 92 23 a0 1f 1d 1c
10 b4 dc a3 48 d9 05 1b a0 62 e6 81 75 64 8f d3 2c da 1d 6e aa 52 5f ¢3 95 9c 89 32 7a e3 d4 fd 98 74 1e 8c 11 17 9b 54
ca 37 81 78 6a 92 8f 82 3e 07 06 fc 74 7f d7 85 a6 d7 a3 fO 86 b5 d4 86 a5 a8 65 1b 5a 8¢ 16 67 e3 59 7c 6b 6b 8d 79 3a
16 8f c9 b5 a4 02 c6 d5 a2 e4 a7 cf 56 20 45 b6 26 94 d9 1a 31 02 fc 22 1d 40 3c e3 ¢3 77 b0 44 4a 91 29 Oc d2 bd 2c 3d
96 62 49 04 92 dd dd 9d 40 da a9 31 49 65 21 3c 1a 76 23 16 ef 4a b0 29 75 07 8e 9e d9 el 63 6¢ 26 43 8a 03 4f e4 c8 29
63 25 46 48 ee €6 fa ec b6 35 1e 32 96 8f f1 34 21
Data Ascii: /rgOZ6vIFSk<7>pyt.0"DeHh12t#Hbud,nR_2ztT7xj>teZgY|kky:V E&1"@<wDJ),=bl@1le!<v#J)ucl&CO)
Cc%FH524!

2021-12-02 15:37:58 UTC 1078 IN Data Raw: ¢7 85 1d 6b 8c d5 02 ¢6 72 28 b0 65 bb 1f 53 25 {7 7b 81 6f 3f 18 3d 53 73 7c 23 da 87 57 d6 fd Of fb 54 31 97
2508 7f a8 f5 67 43 82 4a d2 8f 08 59 1b 2e 7b 7b 2e 94 60 65 d4 8c de f3 e4 28 86 79 ac 54 4d 7a a4 8f 5¢c al bl c4 1b
82 c9 el 2a 38 40 6 6b 2e cf c2 cd 93 f4 34 80 e5 3f 81 38 24 47 c6 0f 61 43 1c e7 ff ed ab 21 ce 7c ce 52 d1 dO 40 d1 e5
df 91 8a ec 4c 6e cb 58 6f df 52 96 fd 4c 4f da c1 b0 44 1b 4f c2 16 c0 5d a8 fe 03 19 58 45 e2 c0 7f e2 5a ae cl 3a 8a 00
69 51 a0 bb 83 01 e5 4d 32 cf 6e af 88 8f ca 3a 7f bl 27 ee 2e e6 c7 €8 af 95 2b 41 cb 84 4b f9 97 72 d8 ed 60 03 68 38
0a 7d 85 cf 8¢ a5 2f 81 2d fd dd 86 2e c9 36 5b 7a 7f 7f 4a f3 07 6b 16 77 52 b7 5f 10 f8 71 83 d3 7e 44 8f 2a bd 68 53 91
5d 1f 04 65 a7 19 97 6¢ 27 33 89 2d c2 9d d1
Data Ascii: kr(eS%{0?=Ss[#WT1%gCJY {{. e(yTMz\*8@k.4?8$GaC!|R@LnXoRLODO]XEZ:iQM2n:".+AKr h8}/-.6[zJk
wWR_g~D*hS]el'3-

2021-12-02 15:37:58 UTC 1079 IN Data Raw: 09 bd 5b 77 cf f6 1d e0 d9 a3 3b f3 Ob a9 dd 99 5f 23 39 76 c¢7 01 42 b2 4a Oc d2 77 b3 05 b2 bl ba f4 ef 1e 1f
33 fd a8 a0 84 c0 ef 5b e3 d9 7d 9a db 4d 52 0d 56 73 2f 2¢ 6b 55 90 12 94 5f cd 55 9d 5¢ 1f dc 00 d7 da 40 8f f1 Oc 10 51
al 5d 75 bf bb f6 90 72 el e3 a3 fc 56 d6 b0 06 ad 82 e5 f5 ba 90 00 4e 5d d0 6d a9 54 76 b0 45 1c 97 b2 ae d7 75 f1 el
1 f1 d6 f7 9c bd 03 13 e8 fe c8 be 76 6e 4a 25 fc Of 62 8e f3 76 84 3c 48 3d b2 4d fc 58 63 3f 20 6f 6b f4 17 24 fc 9c a4 fa
27 de 6 6¢ 64 6f 5b 92 6d 92 60 93 e5 9a 89 ¢8 b2 f3 25 dd d6 f8 91 60 e6 48 ae 32 dc 01 4f 2¢ 40 6e d2 9f c7 c7 3b 18 58
ff ae 2a 5e 61 62 60 8f 40 ba 41 68 4a cf 9 6f d5 85 eb 00 e3 66 52 68 3e 3a f5 f8 5f 7c 33 55 €6 aa 3d 18 76 7a 5d 3 fa
dO 78 79 53 bf 2f 6b 8a 8f 9a al 48 d4
Data Ascii: [w;_#9vBJIW3[}MRVs/,kU_U\@Q]JurVN]mTvEuvnJ%bv<H=MXc? ok$'ldo[m % H20,@n;X**ab’@AhJofRh>:_|
3U=vz]xyS/kH
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1080 IN Data Raw: 65 3a 10 85 ff 38 df c2 f8 9f 40 8b 8d 02 db d4 34 03 8d 01 66 00 3c 3f 34 5¢c f3 a0 ee be 71 ea 6e a5 a2 db 15
93 5¢ bb 37 95 b2 fb ¢6 12 4e 2c Ob 12 6a ac 92 06 33 fe 68 57 6d b0 36 9c 1b 06 e8 31 76 fc 38 03 64 23 08 d0 b1 e0 2f
2538 17 69 53 21 f6 a6 1c 97 b5 13 10 27 80 56 30 ab c9 91 56 43 8b a6 a6 69 ba f1 24 43 f6 10 Oc 1b a6 a5 c3 44 9d 2e
01 dd 6f 13 7b 76 94 d6 47 73 f2 f1 ba 69 9e 6d 2d 5d 28 32 b0 22 34 02 12 b5 80 Oe 1le 98 6b 91 d7 e0 28 1a 02 4d af 11
63 0a 88 9e 02 a2 a7 80 e8 29 7a 67 dc 52 89 3b e8 6¢ c3 bd 9e de 18 53 83 80 55 €9 67 ac a9 68 ec a2 f6 9c 27 b4 c7 06
d6 a6 03 Ob 04 ed 62 93 4e d4 24 d3 f8 Oc 07 46 d7 70 al 5d 9d 9b 54 2e b7 7a 9f 1f 32 64 36 e9 ff 15 31 5f 94 5e 4c 8d 6f
f0 fb 06 7e d7 fO fb 16 7e 03 f8 d5 e0 37 84 df 5f
Data Ascii: e:8@4f<?4\qn\7N,j3hWm61v8d#/%8iS!'VOVCi$CD.o{vGsim-](2"4k(Mc)zgR;|ISUgh'bN$Fp]T.z2d61_"Lo~~7_

2021-12-02 15:37:58 UTC 1082 IN Data Raw: 62 ac 44 cb 84 9b 9a 62 2c dd ef el 9a a0 77 37 d7 f1 1a 63 36 eb 04 9e a4 4c d4 a9 b2 f3 8e cf ca ff 95 de b3
92 03 37 58 81 48 4c d9 72 d3 34 12 4e d2 48 60 14 6e c7 ce 6e fb 48 ce cf 3d 52 80 24 8a 62 4e 04 35 3b 42 55 c¢7 89 dc
e7 c2 ffe5 b9 81 99 8c 45 5a ¢8 99 d7 09 a7 58 35 f2 da 25 9d 65 d5 c8 6f 77 23 58 49 6e 79 c4 €0 11 fc e4 c4 a3 6f 72 c4
2d a7 1b 34 1c 63 d2 e6 le 14 61 ef 37 23 17 57 dc 67 e7 68 ff b0 €6 64 a2 00 74 d0 a3 4c ee 11 d6 59 73 f3 ac 78 25 15
9e a4 07 e0 3e 3b 00 c2 27 4d 2c 17 fd e0 04 08 ef 96 54 43 a8 Ob 04 34 4c 7 a8 bc 93 38 34 57 d2 30 11 ad 59 21 b2 57
c4 e0 6a 0b 08 c3 54 ee 37 99 dc df 08 57 6¢ b2 99 df 66 32 af 09 57 7d 32 99 41 66 a7 33 07 24 52 8e b2 75 ff 92 a9 3b
c4 ec ff 78 f5 87 2a 37 5a 49 99 02 1b 5a e0 00 3
Data Ascii: bDb,w7c6L7XHLr4NH nnH=R$bN5;BUEZX5%eow#XInyor-4ca7#WghdtLYsx%>;'M,TCAL84WOY!Wj
T7WIf2W}2Af3$Ru;x*7Z1Z

2021-12-02 15:37:58 UTC 1083 IN Data Raw: a0 ce Ob 94 91 40 87 9d 51 e3 1c c9 34 f1 5e 38 48 27 30 21 9e a2 17 ca b3 4f c8 c2 9b df ab fO 72 a6 c4 4b 87
8e 56 72 84 8e 7b €7 28 bd e0 3f 7b 1e 23 14 30 6b 6a d2 Ob 48 15 9e c8 df 9f 02 3 30 bc 9f 2b c7 ac 93 36 a2 59 72 Of
80 3b ef bc a7 a2 f3 7d 9b c6 €2 d9 2b 7f 00 01 d6 3b 3f 47 c2 67 bf b8 9e 43 a4 88 a7 3c c0 2e 03 f5 ca 00 d1 b2 0a 59 ab
ac fd c4 3d 6f e8 47 50 5a 69 9c 53 dc 90 d9 67 4a 17 82 a8 5¢c d5 64 f8 57 9b ec a3 62 bc a3 b9 50 d9 dc ed 5f 6e Oe 74
8d 1d ad dd 2a 5b 6b 5a bb 5a 3 6 69 34 0d 9b 3c c3 1a 23 3d 68 3f ee 82 67 08 a6 c0 Oe 78 9a 6a 82 6b fe d5 ee a3 99
be ab 39 65 f7 47 8a 85 9a dc 87 21 3c 1d 4f 6a 9c 59 e2 3b 9a 1f a9 7b bb 52 b4 4f 17 26 6b b8 16 4b 4b 78 7 3a 8e 79
90 70 88 43 82 b4 a0 92 ae 21 16 7e Oc ea 37 al 4c
Data Ascii: @Q4"8H'0!OrKVr{(?{#0kjHO+6Yr;}+;?GgC<.Y=0GPZiSgJ\dWbP_nt*[kZZi4<#=h?gxjk9eG!<OjY;{RO&KKK
x:ypC!~7L

2021-12-02 15:37:58 UTC 1084 IN Data Raw: 7d 98 7f 5e b6 2f db 63 c9 1f 1c bb 7f 53 ae 48 69 a9 31 4c 50 d1 99 Ob 74 ae ec e0 aa 3f 31 fd ad a3 38 bf 42
3ffa 50 ed 9d 9c e4 38 bf d5 5e 1a 3a 27 16 78 6e 6f d5 6b 74 14 9a 80 dc eb 4e 77 d8 1e 8c fe 62 bf d3 c4 e7 2d 71 63
e0 b1 8b a3 59 3c c5 d3 cc 38 d1 ef 8a 18 dd 29 27 fc ef 05 63 79 d9 6f 35 46 ed bf df ab a2 3e 5¢c ae d0 11 53 d4 87 ef 6a
6e be c8 30 73 6e 17 d2 88 fe b2 59 ac 12 5e ff a4 af 75 47 7f 77 f5 6 1d d4 ba a3 1b 17 ca c5 3d d9 68 d2 93 7b 21 31
c9 df 03 7c 48 4f 14 e3 a7 5d ed e8 41 43 6d Oa dd 17 fO c8 a0 7d d1 bb fa 49 6a a2 21 8a 9f a6 a7 01 dd 37 53 44 4f {7 4a
9e f8 51 d8 8b de a0 d5 1e fc 27 ba f1 f3 cc 3e 70 fd b5 e3 ae 8b 7a f6 43 3d 40 1f b3 87 66 31 10 a2 f9 3¢ 32 ac 10 60 3e
51 af fc 80 ee fa 88 96 d9 27 03 04 bc 93 c1
Data Ascii: }"/cSHi1LPt?18B?P8":'xnoktNwhb-qcY<8)'cyo5F>\Sjn0snY uGw=h{!1|HOJACm}lj!7SDOJQ">pzC=@f1<2">Q"

2021-12-02 15:37:58 UTC 1086 IN Data Raw: f5 da ba 01 4b 26 47 04 fc 60 84 43 cf d3 93 e2 14 d3 a3 29 8f 6b b0 a3 d2 77 8c da 6e 83 €8 a9 32 f0 82 53 dc
c8 ef ba 77 cc ad 58 34 34 45 d4 70 62 27 9c 83 e2 6¢ cc 37 3b 1c 4b 89 43 33 0b 18 9¢ 55 10 f0 a2 05 d0 9e 14 51 9a 63
cb Oe 75 18 ff 8¢ 17 4d €9 46 e3 67 03 94 4a 07 6f b8 63 8a d1 27 31 cb df cb fa 73 9e f4 e2 b0 fd aa 9e dd fe 54 c9 78 ef
7e 95 9d 83 a5 12 Oe fd be 19 a7 44 d1 90 52 89 bc 55 26 e3 c1 3e ca 0f 65 a2 4a d7 eb 07 6f 09 fd 78 20 dd 15 c4 1f d2
€0 16 b2 ff d4 0d db 01 10 1e c1 53 Ob bd 42 ab c8 29 1a 13 4b 39 26 92 a7 ae 54 8a ee 0d 48 7f ca c4 30 74 b9 57 7f 61
5c 8f 0a 5b a8 a4 87 bc 56 58 e4 09 fe b6 08 a3 71 34 a6 08 6b 45 €3 44 fe 53 78 15 51 a3 ff 2e 6e 45 2b 3f 89 5f 51 ec a7
71 1c c5 c2 8a b0 58 84 67 5b 89 e7 8¢ f7 38 8d
Data Ascii: K&G C)kwn2SwX44Epb'l7;KC3UQcuMFgJoc'1sTx~DRU&>eJox SB)K9&THOtWa\[VXg4kEDSXQ.nE+?
_QaXg[8

2021-12-02 15:37:58 UTC 1087 IN Data Raw: 9f 97 ¢9 5b 9d 2e 97 60 9c 2e 7 96 f4 14 12 bc aa 29 2a 2d dd 0f 89 Oe 14 e7 8d 5d 77 2a 26 16 a7 2c 13 c6
b7 2c 5e 3b 37 86 f4 52 39 bc d1 b7 22 62 4b f4 34 fd 9c d3 4b 9f 2e e0 8b 81 77 17 7a b8 23 02 d0 01 e8 el cd 08 b0 9d
4a 25 6e cc a6 8d a0 2f 96 3e 8a 98 30 56 e5 30 7a 88 b2 82 59 c6 2e al 3c 97 68 fe bd 4c 63 17 54 5c c6 fd 43 67 8a 01
64 19 c5 8d 05 08 40 55 3a a9 ae 36 c1 8¢ 09 58 72 cd be 5f 5b 37 37 52 6¢ 2e d1 92 3d c7 f3 9d b2 d7 Oa 8a 91 8b c6 2b
d1 94 89 07 e3 9c 67 64 b4 ea a2 aa 2e 87 05 e8 e8 a8 ec b8 73 37 74 f7 38 74 e4 86 59 da 93 e7 cf d9 c3 b4 52 31 12 ed
bc 7d f9 2b cb 51 2a 71 2c 18 fb 07 7a 6d 9f 5f ec 78 91 61 fd ea 84 de 4a 22 f8 30 ba 77 92 71 31 a2 2c fe 5a 17 2b 6b 08
4551 bd Ob ¢5 09 58 5e 18 cc 84 14 1b 18 d5 74 74 ca
Data Ascii: [.".)*]w*&,,,7R9"bK4K.wz#3%n/>0V0zY .<hLcT\Cgd@U:6Xr_[77RI.=+gd.s7t8tYR1}+Q*q,zm_xaJ"0w
q1,Z+KEQXAtt

2021-12-02 15:37:58 UTC 1088 IN Data Raw: da 29 1d 43 a8 e0 59 92 fb 47 2a 15 47 d8 27 13 78 da 1a 97 59 81 27 54 7b 82 aa bd 00 09 2c 90 28 02 6d 38
7c dd 02 a8 ec 6d 02 f6 6d 54 83 ab 3f 70 43 05 3e 5e bb b1 ¢7 a5 a2 fd 03 7b 44 8b 45 fb ae 6f b6 60 Ob 8a ec d8 9a 30
51 8¢ 0f b9 7a d1 b5 15 57 4a ef 8f 8e 94 23 5b 8e ¢5 5b d2 8b 61 cb c1 75 4b 7a c1 1b 13 0d 3b 1d af 34 ad 74 8a 61 d7
b3 7b 44 ec b2 25 3b e2 38 47 5b f2 22 01 9e 4a 97 02 18 71 ad 92 c1 8d 26 ad a5 6b 14 2f 1a de ce 69 f3 a8 bf ¢5 51 9¢c
90 23 80 5e d7 bc 42 af 85 8b 54 35 ¢3 ed d1 2e ee 92 3e 88 15 6f bd f6 cc 4a 29 d4 65 6a 99 al 39 4d 6f dd 96 ee e8 4e
a2 1367 b4 2b 35 e6 ad d4 50 5a a9 al 34 a8 ba 72 6d df d4 61 72 28 e7 6d b9 b0 52 28 4b d6 al 1b ac 0a 30 eb e8 5d
98 49 e0 a0 Ob 84 57 43 79 c0 41 46 36 f1 2e f4 e4 8e 15 3a
Data Ascii: )CYG*G'xY'T{,(m8|mmT?pC>{DEo 0QzWJ#[[auKz;4ta{D%;8G["Jq&k/iQ#"BT5.>0J)ej9MoNg+5PZ4rmar(
mMR(KO]IWCYAF6.:

2021-12-02 15:37:58 UTC 1089 IN Data Raw: 21 2¢ 07 54 b6 b8 2a bd 3e 45 1d ce 9c d6 77 €8 14 0f 6¢ c2 47 c5 22 ee e8 e5 f5 fc 06 fa 8a 3f e6 4c¢ df 02 2a
a0 26 72 03 5a 0a 47 39 43 b5 15 a3 da 7c f6 8a 55 b5 a6 aa bc bl 31 cb ae 9 54 Oe 63 5f €0 91 45 23 73 b5 83 fa dc 04
35 ¢5 a9 bc 4c 7d 7b 89 df 66 €6 fa ed db 97 f5 b5 59 5e 97 5e e9 6f de b 7e dc be 7d fb ba Oe d5 6d 4a 87 bf 41 ¢2 cb c7
19 db b7 bf 83 16 62 fe fe aa Oe dc 5e 9e 9b bf bf 36 5¢ 78 d8 c0 03 f4 d9 e6 51 Oe e8 90 41 ae d7 f8 6f 73 03 14 07 d6 2f
7407 1f f4 2d 50 24 b7 83 el 25 39 f3 7e c9 dO 1f a9 be cf 99 5e de c7 61 €6 7 65 4a 15 1a b3 9d 21 53 94 2b ce 13 0d 4c
1c 8e 8e 83 59 68 f0 45 d1 66 23 Oe 78 56 74 4b 74 ¢8 91 d5 04 4a fd 18 ff 92 22 90 9c 74 31 67 4a 9f {8 aa 38 9b 50 c4
14 €6 96 42 bd 11 d0 f3 7a 34 9f 86 46 a0 5f
Data Ascii: |, T*>EWIG"?L*&rZG9C|U1Tc_E#S5LKFY Mo~}mIADA6\XxQAOS/t-P$%69~"aed!S+LYhEf#XVIKtI"t1gJ8PBz4F_

2021-12-02 15:37:58 UTC 1091 IN Data Raw: bd 34 34 d4 8e 65 52 d3 2e 0d c3 03 Oe 98 2f 40 ec 6b c3 78 23 10 26 e4 82 6f a9 b8 73 66 d6 5f a8 76 €9 bl
718e 19 a2 55 a9 d4 57 7c 77 37 73 8f c8 a2 62 aa 3f b8 d5 d6 f3 e7 f5 29 Ob 21 51 31 39 95 a7 d1 28 87 43 d3 b3 7e d8
c4 45 54 49 de 55 2f 3¢ 60 30 b2 7b 18 23 dO d8 7 28 fb 5¢ 7f 98 55 3b 04 7e eb f4 30 21 31 d3 d1 f2 9c ca 57 f9 47 83 3b
6c 09 91 cd 63 d1 18 d4 70 52 2e 6b 33 1b be 4a 88 d8 78 f7 5b 9d ee 8¢ 73 12 c0 cd 79 6¢ bl 54 3a 34 4d f1 c2 cd 9c 23
b7 54 02 13 85 27 5e 1f dc 80 34 9a ff 95 39 6b 5a 2a 4d al 31 8 35 76 Oa ed b4 ab 84 99 96 d9 50 a9 da 21 9b d8 ce fc
21 bl 3ee7f6 e5 78 21 22 de d1 bc a0 dc e6 97 6e 48 a7 55 f4 c5 ea 9f f4 09 48 71 b9 a5 d3 a4 07 47 {3 ¢8 3a 25 61 60
1f 95 97 9f 92 43 ae 80 16 8a a8 9e a3 32 05 56 25 a3
Data Ascii: 44eR./@kx#&osf_vqUW|w7sb?)!Q19(C~ETIU/< 0f#(\U;~0!1WG;IcpR.k3IX[syIT:4M#T'*49kZ*M15vP!!>
x!"nHUHQG:%a’'C2V%
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1092 IN Data Raw: 03 30 51 28 20 4d dd 26 77 9c aa b5 a9 ac 35 5b a9 a8 ae c5 16 45 ab 2e aa 6b a6 aa de 2c dd c0 26 2b 55 24
18359 78 39 al 56 d2 f4 23 cd f1 6d b6 6e 8c 6e b3 6f €3 20 d4 4e e8 7f 92 01 48 54 9d 04 40 a4 a6 dO 1f 34 a2 20 dO fe
61 46 14 c5 5f 53 e8 8f 3f 24 eb 1b d2 40 6d 82 c9 26 89 e5 9 74 a7 5f a2 40 92 ef b0 82 83 7c 10 99 99 40 4c 76 cd 72
75 3c 6 97 a7 4d c8 d5 58 79 51 ae 7a ce 02 3e Oc 2c a2 86 40 23 1d b8 81 3e c4 d5 cd 02 b3 55 1a 81 a5 66 d0 51 12 fc
322890 bc 3d 60 22 ba da 2f d2 cc b4 ec e5 5 13 62 ec 1f ea 46 6e 89 56 ef 82 df ab 7d 4e 17 01 ab 4a eb 75 ea 89 e7
bb 17 41 6a fd 3f 50 4b 07 08 ae 1a bc ¢5 0d 37 00 00 15 c4 00 00 50 4b 03 04 14 00 08 08 08 00 29 8¢ 04 51 00 00 00 00
00 00 00 00 00 00 00 00 09 00 00 00 63 6f 6d 6d 6f 6
Data Ascii: 0Q( M&WS5[E k,&+U$5x9V#mnno NHT@4 aF_S?$@mé&t_@|@Lvru<sMXyQz>,@#>UfQ2(=""/bFnV}NJuAj?
PK7PK)Qcommon

2021-12-02 15:37:58 UTC 1093 IN Data Raw: 5a 4e 9a 60 2d 40 5a 09 01 f1 4b ba 44 33 13 29 7d c6 71 7a 42 ed 90 92 d4 ae 77 5b 82 71 44 75 05 aa b0 82
0a a9 55 e8 1le 80 1b 86 37 al c6 84 f2 36 38 94 5a 39 86 b8 c8 97 1c 03 c1 5f d4 06 1c 76 31 65 85 a0 92 93 07 99 1d b0
f4 8 6a 9a cb 2b af 25 93 80 e6 51 5¢ b1 80 4c 34 ca 35 30 14 97 78 46 c6 07 43 81 ca d8 48 6a 60 Oe af 81 f3 95 13 81
ed 46 55 44 e2 7c 22 82 45 b1 8 d3 8e 8d 00 13 cf 23 fbh 32 0a bd 56 d7 92 9c 4b 16 19 db fc 67 62 cb 8¢ 37 e2 fd 9c d7
cc 48 44 eb 3b 8b 76 a2 66 de f2 96 4d c5 7e c5 35 a4 63 40 16 ef a6 15 cf a7 53 60 69 1a 82 1f c¢6 d5 cd ac a9 ba Oe f3
4aeb 72 9c 40 97 f8 12 cf ea b2 06 85 61 dd ee b9 a6 43 3e 4c 10 67 al cd 00 36 ee 04 c4 bb ce b8 d6 b2 c0 99 e5 e6 al
0591 85 e4 4f 82 42 00 42 70 d7 4b bb 2e 51 62 27 ae c4
Data Ascii: ZN'-@ZKD3)}qzBw[qDuU768Z9_v1ej+%Q\L450xFCH;j FUD|'E#2VKgb7HD;viM~5c@S"iJr@aC>Lg
60BBpK.Qb"

2021-12-02 15:37:58 UTC 1094 IN Data Raw: 6f dd 5e 91 59 18 ca 74 a3 03 af ec fa 08 b4 b3 29 4d c3 4b d6 72 23 0f a8 52 ff da 3e al e6 b5 7d 5a a8 d2 d7
72 40 9c 46 aa 8b f4 a9 4e ac 04 49 ba 17 dc 7b ab e0 ee d9 6b ae a8 02 eb eb 71 4b 82 ec df 53 3a af 3 94 9b 11 3d 84
d3 67 e4 01 29 03 da 7b b5 58 2¢ 41 b7 8d 24 0a f3 41 3a b9 9b d2 8a b9 5¢ 59 14 e4 7b 61 5f 55 2¢ 31 05 19 71 3b ec 9a
b9 27 9c fc 2f 16 ea 9b ae 61 Ob 5a 1b eb 2b c6 5¢ 2b 27 3c c0 22 3c ec 11 91 05 f8 a7 65 e4 19 8b 85 a0 b9 c0 d4 1c 90
c9 bd el c6 06 fe 5d 5f b6 c2 43 6a 1f 4d bd de d0 14 3f f6 6d 66 f2 5f a0 32 af 6a d3 53 24 07 d8 cb ae a2 ec 2b 3a f1 92
92 ac 6a fe 9c bc bb ab 6d 01 19 f9 d2 48 d9 a8 b4 bd c2 ce 9d 30 5b fc 00 13 e3 c6 fc 4e fe 7a 9b 59 e2 11 10 25 49 6d
e5 b9 9e d7 99 30 2f a4 6 52 Oa 2f ¢7 cd 1b d1 79
Data Ascii: 0"Yt)MKr#R>}Zr@FNI{kqKS:=g){X,A$A:\Y{a_U,1q;/aZ+\+'<"<e]_CjM?mf_2jS$+:jmHO[NzY%ImO/R/y

2021-12-02 15:37:58 UTC 1096 IN Data Raw: Oc 62 60 bd 2c 4a b3 0d 87 42 bc 28 8e 68 bb 0a 01 40 2b Oe 62 20 2c 33 60 70 ec 24 a5 ee ¢5 69 Oc 02 9b bl
22 5d 50 9f 6d 79 d0 27 69 8b 5c a6 4e 82 c5 2c 84 27 ef 96 bf da 80 4b 34 4f 91 92 9a 2d 15 50 8a 02 f6 2b 7d db 11 Ob
0d 9a b4 3a 9b 29 20 b9 ad ed cc 01 23 26 3c 5f e3 53 78 e5 f0 9f 9d 3a eb 54 94 b7 df 12 ¢5 Ob ¢2 b5 35 8d a0 9e 95 7b
c1 e0 86 b3 d8 Ob cf 82 7d 66 b8 6d 9b Oe d8 b0 ad b3 c2 49 al ef 40 82 29 1a d9 56 69 ae db 46 67 1b 3e e4 1d 87 ¢3 60
67 79 bc db 49 82 07 99 d1 54 19 f2 eb e5 ad 2f 4c 19 52 dd 2d 2b b5 7c be cf 34 61 fb bf f5 40 00 31 71 7b 58 f7 b7 47 90
€7 46 56 1e 91 ec 38 ba 06 fb 93 80 7e 35 00 25 14 e8 d0 6e 1d 70 d5 c2 b8 d1 61 c5 b5 b6 4e fb bc 6f b4 4a 1a e4 9e 1a
3d f4 c0 87 fa a6 51 e8 ac f8 22 65 e4 ad b3 34 21 29
Data Ascii: b*,JB(h@+b ,3 p$i"]Pmy'i\N,'K40-P+}:) #&<_Sx:T5{(}fml@)ViFg>"gyIT/LR-+|4a@1g{XGFV8~5%npaNoJ=Q"e4!)

2021-12-02 15:37:58 UTC 1097 IN Data Raw: 3b 68 a2 89 b0 8b 33 95 d2 47 2b 7a 74 dc 92 fe 1d 54 88 b6 34 e8 cc 1a 49 69 83 4b 01 90 88 1f 4a d9 3c 03
c1 12 37 a4 b7 84 03 73 d2 d8 3c cd 48 fa ab 7e 55 2f 0d ca 0d 0f f3 26 9a ed 20 e5 fb a5 23 84 30 3a dd c¢7 04 81 5¢ 17
c9ele5fdedb25ee9dale26d7ld534dcf5le 71 1b 86 8b 07 bd 20 ca eb 78 10 b3 de 55 16 56 2c d2 f5 f2 46 28 64
48 6e 2d 30 0a 21 90 96 Oa ef cd 2a 34 23 1e df 01 b2 aa 38 ed af d1 Oe d9 88 82 61 3f 57 52 29 d1 Oc {7 fc ac 36 e2 Oe
818b 34 ab 11 db 4d c0 01 bl 91 0f 4c b6 €8 b4 db ca 21 {7 ab 6a 8d 42 8a 13 65 cb 72 3b 4d 2d 03 f6 73 62 aa ce db 19
b8 48 8c 55 fe 0d d5 5f ff c3 ea 9e 52 77 77 ¢5 26 2c fd a8 c4 68 33 f2 €6 d7 c0 14 e6 9f 35 a7 09 7a 6f ef 01 8b Oa el 7a
77 67 05 45 e6 cd c8 5e 13 00 00 67 aa 4b 83 83 ¢3 11
Data Ascii: ;h3G+ztT4liKJ<7s<H~U/& #0:\"*"mq4q xUV,F(dHn-0!*4#8a?WR)64ML!jBer;M-sbHU_Rww&,h35z0zwgE~gK

2021-12-02 15:37:58 UTC 1098 IN Data Raw: 13 c0 36 fd ed 56 3f bb 6a 1b d9 56 40 7c 78 fd 5b d7 c5 aa 1a 7d dc d5 83 ee €6 73 a0 6¢ 1d 73 70 36 dc 1c
b6 cf b6 16 90 f6 f7 d6 d9 d9 70 31 8 db 84 df df 78 62 fe fc 68 dO ff cf 70 41 1d 58 7c d3 19 d3 e9 c5 7f 8c ad 90 b8 1e 72
ca 5193 0b d9 07 57 c7 9b fc 3c 8e 40 55 ea c1 90 02 95 7b f7 9e a7 3b 42 8b 75 bc 9c e7 9e d7 89 49 6e 76 b6 d1 c2 43
93 74 4f 39 64 cf c8 c5 8a e2 b4 83 42 f9 15 8b 77 00 3d 75 03 08 51 35 21 23 e3 ea e0 45 3d bc 7 95 9c 5d d3 ee fO d1
83 ad fc ca 55 46 a6 9e 74 46 51 39 75 1c 4e fa cb 2d 60 cf 90 a3 57 4e bc 1a 9a d7 f1 e9 64 {8 a8 6f a8 3d e2 b5 00 28 3e
40 c7 87 a8 3e 35 5a 7a c4 54 27 03 ea 93 cc 71 ea 39 f9 a0 84 d5 8a a2 7a d5 35 41 b9 bc aa 37 ce 5d 49 dO 3b 26 df 59
33 8f 68 1b 74 32 b3 34 a3 48 fb 81 69 €3 54 4d
Data Ascii: 6V?2j)V@|x[}slsp6p1xbhpAX|[rQW<@U{;BulnvCtO9dBw=uQ5#E=]UFtFQUN-"WNdo=(>@>5ZzT'q9z5A7]l;&Y
3ht24HITM

2021-12-02 15:37:58 UTC 1100 IN Data Raw: 94 19 fa 5f 8b af 8b 6f 8b 27 9e d1 37 60 2e 9b ed 47 5b 52 c9 fd 0d 87 49 5a a0 d1 e2 d8 3e 78 f6 1a 68 c0 67
8f b6 c8 71 93 f6 d7 a2 2a 55 50 6f 5f 10 6e 5b 10 a2 29 4a a2 b6 57 d2 c4 bf f5 c1 43 6d c8 65 cc b3 1e cO b5 a8 17 90 11
99 00 f2 d8 a3 1c bb 26 19 Oa cd bb 1e 20 03 e7 c6 c5 c1 45 db 6f 3b f0 8f 65 f2 cO fe f4 6e 66 7a 02 cc f4 74 99 99 72 c6
76 c2 f9 f2 e7 06 fd 6e 59 2f aa da 60 f2 30 25 75 1a fc fO c5 43 65 a3 16 81 a2 0a 00 e8 80 24 86 ae 7 d7 cf 7a c6 e0 ef
b3 f8 6¢ 7a e6 a3 39 01 f7 21 ea b8 c6 a3 b3 1e f2 Oc 19 57 a9 ba 7b fe d3 31 1f b5 c8 cb f6 ff cO 42 81 e fe {7 83 05 22
a7 c0 6¢ 77 d5 00 ab 24 a0 bl bl a2 35 41 06 38 01 51 e9 8d a5 b8 46 02 c4 34 5d 33 35 03 14 82 01 fc Oe 81 e5 €6 Oe
dd 96 ff a2 72 8a 76 2b dc 70 f0 24 8d df b7
Data Ascii: _0'7".G[RIZ>xhgq*UPo_n[)JWCme& Eo;enfztrvnY/ 0%uCe$zIz9!W{1B"Iw$5A8QF4]35rv+p$

2021-12-02 15:37:58 UTC 1101 IN Data Raw: f2 68 al de 34 65 31 82 cf 1e 33 3d 62 f9 d2 af 3b 9d 19 8d al 3f d9 6d 66 90 b8 be fa dO el Of 64 26 32 92 2b
9e 62 8a 56 8d 3c b6 9e 18 9b 92 65 d4 7b c4 6b 42 49 43 c3 18 e4 be 93 d2 00 e5 73 d8 ed 9f 60 aa f2 ec 6f 58 15 €0 d1
59 ad e3 45 93 4e 02 7b 07 23 4c ed f1 e6 61 13 b5 5¢c f1 6d 0a 50 29 40 6a e2 el 1b 20 bb 25 95 75 dc 8e 68 2e c9 3b 69
3 3 9d 58 46 e0 20 69 7d 4c 20 9f €5 51 6a 5d 9b 1b 9f a3 2b e8 e8 b5 5¢ 24 c0 7e 8¢ ¢4 ec 62 2c 6e 3a 1f a7 9f 43 76 85
01 d1 04 10 bf f0 60 5f a8 43 78 18 be 12 b9 70 47 02 76 63 c3 eb a0 9b 25 f6 94 1b 57 3¢ 45 97 ca 23 51 64 92 ca e2 cd
€7 8d 8d a6 a8 f8 ac 83 40 15 c¢7 d2 45 €3 80 12 8b 45 2d a2 7d 43 41 7e 20 57 2d 93 Of 6a b1 a8 65 e4 55 84 2d f1 90 d3
b2 1c 34 be 5d al 9f 1d 2f 4c 40 9b b9 41 00 e3 65
Data Ascii: h4e13=b;?mfd&2+bV<e{kBICs oXYEN{#La\mP)@j %uh.;iXF i}L Qj]+\$~b,n:Cv’_CxpGvchW<E#Qd@EE-}CA~
W-jeU-4]/L@Ae

2021-12-02 15:37:58 UTC 1102 IN Data Raw: b7 16 45 cf f9 9f 47 f6 63 cO 5e 58 b0 b5 ca 5¢ a8 13 ¢5 d5 18 69 3f c4 07 e0 72 d8 e4 fd 28 f2 b3 84 32 af 8a el
34 24 16 fc a8 ee 29 19 ed bd 33 aa 07 94 83 24 1c d1 48 86 94 c3 6f d5 ac 4b 67 ad b8 da 84 c4 1d 9a 2f 53 37 07 f1 60
98 59 71 05 3f aa 61 le f3 1b ff 42 7b 2a 86 ee f5 6f 33 13 ed d2 45 Oa a8 17 62 54 07 el 78 1c 26 7d d1 a3 59 4b b6 84
26 a3 d4 ba 98 f7 7b 26 fe 90 40 4d 1e 31 ea 01 b9 13 81 40 8a 57 8b a9 65 60 8d 67 a0 f5 30 34 56 a0 44 5a 4d bl a8 7d
fb ca 31 0542 92 79 8¢ 11 7e 27 2c 1d 45 9e €9 10 d9 9e 19 10 b5 0a 86 35 8c bc 1b d3 25 95 41 9b 1e f9 39 35 fd cc ea
bd 14 e0 eb 27 7e 1e 2d 53 c4 10 1e 49 d9 4e 09 le fe ca 41 6¢ e7 a6 bl d4 af db 9b ba 2f 60 d5 Oa c9 b0 7 12 3f 24 52
78 a2 8¢c 72 09 d2 82 6e b8 ca Oc 7a 7c 9d 94 40 8d
Data Ascii: EGcX\i?r(24$)3$HoKg/S7"Yq?aB{*03EbTX&}YK&{&@M1@We'g04VDZM}1By~' E5%A95'~-SINAI/ ?$Rxrnz| @

2021-12-02 15:37:58 UTC 1103 IN Data Raw: 40 98 89 88 dc b6 2b ab cb €9 b2 72 ba 03 76 ed 32 fe 55 ec 16 14 15 31 28 5a 01 13 aa 1le 8b 87 bc 11 ae fa
67 1e 08 9a 30 e6 df 31 ba 9f d2 40 a7 d3 19 03 85 68 f1 68 cc fO 32 2c 2a 60 5¢ 66 Of bf f9 a0 96 85 1c 77 c4 fO b2 e4 35
a0 ca 2c¢ 1d b5 c6 el 24 4c 45 45 b3 1c d6 d4 1b 6a 8d 20 dd 69 02 a9 f2 b5 a6 55 01 a7 73 ab e3 8a b8 d3 Oe 7e 37 61
2d b7 77 88 d8 d2 02 7c f2 5b 85 56 69 a4 74 8a af 0d eb 18 da 41 94 ed 17 86 70 f1 1d 5c f2 a6 61 a0 78 2e 01 cb Of 8b
7 c6 37 38 82 db 6f f9 eb aa f5 1e Oc 2b 9f 72 79 5b 97 ff 05 b6 Oc b8 47 e1 a9 c3 67 91 3b 06 71 70 bb 61 ec ce c7 a8 08
€6 bb 54 2e 51 be eb 61 8d 7e ef be 2c 2e 56 dd ba 05 36 51 a3 ad €9 95 Ob 59 b4 53 5a ec f1 08 d8 e3 97 af 2a al 46 ba
2f d0 e5 5¢ Oe 80 b4 a4 f3 95 6f 63 d0 50 4b 7a 60 14
Data Ascii: @+rv2U1(Zg01@hh2,*\fw5,$LEE] iUs~7a-w|[VitAp\ax.780+ry[Gg;qpaT.Qa~,.V6QYSZ*FAocPKz
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1105 IN Data Raw: 58 72 b6 45 7 ef ce c8 e3 d6 2d 97 bb d3 1a 16 €8 04 78 cf 19 0f a2 80 e4 e0 73 c7 4d 12 34 17 da ae a9 b9 40
ac 12 99 c9 9f 39 13 87 Oc 20 b5 32 19 63 fO bd 81 a5 73 cd 20 a8 f9 8f e0 55 9e 9a 43 58 10 60 e4 53 d7 30 cf 3d dd 23
1la 8d 43 ba 89 07 cl e2 15 3f 2d b8 a9 2d 55 e2 77 81 30 8c 28 ff fa 12 09 02 fb d6 65 e3 f1 8c 7a le ec 1f 18 25 bc 7c 10
2f lacl 97 64 86 9e 37 32 €7 44 bc 40 4e 84 19 53 48 8d 30 71 aa 11 3f 86 €9 38 c0 al 58 Oc 53 c2 97 57 fc 45 23 62 61
4d 4d fc 6a f8 a9 2e al a2 98 1a 3c ee f3 47 8d 70 ef 36 33 77 72 5b 8b 41 53 32 35 fc ab 11 dO 78 45 67 f0 20 3a 13 df 02
4b b9 79 7c 9e b0 09 9d 99 1a fc 1e d0 99 46 fO de 7f 00 85 2f b7 f1 57 23 1c f5 4c 8d ff 60 3c a9 2a 36 21 27 2b bc 39 a8
ad ed 9c 9c f4 f0 08 80 e2 5a a3 03 23 3e a2
Data Ascii: XrE-xsM4@9 2cs UCX SO0=#C?--Uw0(ez%]|/d72D@NSHO0q?8XSWE#baMM].<Gp63wr[AS25xEg :Ky|F/W#L <*6
'+97Z#>

2021-12-02 15:37:58 UTC 1106 IN Data Raw: de 3a 55 f6 af e2 3e f9 3e dc 6¢ 3b 38 bc 2a 9e 2f de 8e cb fa 6a 9¢ 19 e5 72 d8 40 d7 el 74 3f 6f 2b 68 Oe 62
74 bl a7 b7 el b5 6f dc ae ad 16 ae 07 8c ab d0 93 89 3e bd 3f 33 18 d8 f9 10 17 82 2a 59 5b 61 18 ed 4f 60 ee 4c fb 29
bf 42 d8 0d 8f e5 ec 99 ea 74 9a 26 ed 36 42 1b 95 b6 34 9f c1 24 5¢ f9 59 69 99 le 3a 2e 04 cf 7f 71 ce 97 54 f9 32 dc ff
22 9f 8f 68 1d ea 21 b9 f6 4e e8 b2 4d 27 e3 23 e3 ff d8 0a 37 94 fd a9 b5 86 5e dd 07 27 ab 8d 12 9c b9 81 92 7e a4 38
b2 c3 c3 41 dc e3 d0 47 bc db 7a 8d 6¢ a5 b6 4d dO ae dc bb bl 97 6d 82 94 56 c8 ff 6e 16 b6 fa aa 3e 41 9f 84 55 15 1c
cd 4a88 9e 06 a3 70 fb ab 17 77 a3 b9 82 a6 al 25 4c 07 1f a6 b8 d9 d9 7f 5f 56 dc a0 b0 da 51 d9 4c 98 bf 6d 95 d3 99
3c c7 21 dc f1 da c4 cd 35 b7 8a 3a 1a ae b9 40 93
Data Ascii: :U>>1;8*/jr@t?0+hbto>?3*Y[aO L)Bt&6B4$\Yi:.qT2"hINM#7N~8AGzIMMVn>AUJpw%L_VQLmM<!5:@

2021-12-02 15:37:58 UTC 1107 IN Data Raw: a4 8f fd 14 Ob 18 35 d0 11 27 03 1a 90 ed ac 8b 68 ac a9 08 21 8c fc f5 17 b6 6e da bf 6e 6e 0a 13 8f 2b 11 b8
9b 9b dc ec 0a a3 67 67 97 9f 4f bd 76 00 c3 1a 7c 80 bb dc 29 49 61 96 f9 66 0d 8f cd 69 28 4c Oe 85 8c fa 24 d2 2b cc el
50 07 d4 bf 45 c5 6¢ bb 7b a8 d9 f9 68 78 76 3e 29 22 8a df 3e 1d e3 7e 10 1a 32 93 9f 51 36 b7 3a 63 fc ce 23 bf 68 9d 14
ea 5a ce 3b 2b f6 5b a9 43 6e b2 25 7f 53 c1 af cd dc c0 51 6e 8e 9c 17 a8 6f 3a 9c cf b9 cb 61 c4 24 c7 73 8e bf 87 04 02
€896 00 ab 57 f1 a8 ba
Data Ascii: 5'h!Innn+ggOv/)lafi(L$+PEKhxv>)">~2Q6:c#hZ;+[Cn%SQno:a$sW

2021-12-02 15:37:58 UTC 1107 IN Data Raw: dc 09 95 d6 a2 60 b3 49 ca 21 d7 48 98 85 9a 99 90 38 5¢ 71 18 41 67 4c 40 46 12 fd 5f ac c5 34 08 2¢ 91 d6

d8 4d 37 1b 82 95 dc c0 48 bf 82 73 96 02 7e fc 2 9f 2a 44 02 41 5d b6 94 c2 c3 44 17 Oc 00 88 21 2 6d 5f 6f 98 42 c1 a2
95 40 e6 19 8f 5b 9¢ 74 79 86 39 7d 2d d8 7e 45 34 d9 e9 fb 66 c9 7c d0 40 ae 94 54 a0 b1 1f 42 2a b8 d9 3a d6 ad ae 92
d2 c6 a7 b8 f8 f9 cc e2 ac 3f 1a 0d 47 fd c1 3b fO bc ed d3 fe e4 6a 3a be 78 8b 79 1b 14 dd c1 46 68 08 ce 82 c4 d3 a8 f5
c1f8 a5 50 90 18 Ob d2 65 80 b1 dO0 ff 38 3b 48 73 63 Oa 79 ca 4e 55 ca e8 67 04 69 db 56 a0 52 6a d3 00 3d 27 d2 f3 2a
da 16 90 89 87 ¢7 74 78 8f 0a c4 1d 6f 57 84 8f fd 6e 6f 38 1d 9f 0d 87 93 f7 83 de 78 5¢ 0d 34 7e 05 15 80 f8 c9 24 d1 2b
c8d7 96 3e 90 df ab 05 d1 7 d1 76 19 a7 5d aa

Data Ascii: "I'H8\qAgL@F_4,M7Hs~*DA]D!m_oB@[ty9}-~E4f|@TB*:?G;j:xyFhPe8;HscyNUgiVRj="*txoWno8x\4~$+>V]

2021-12-02 15:37:58 UTC 1109 IN Data Raw: 5f 6f bd ba d8 b3 ed 5f 45 89 32 15 af 7f cb 21 b2 e7 62 6¢ 5e 47 ee ab 1f f5 ba 91 d3 Ob 3b 9b a2 62 84 9a 29
cb 76 11 8e fb 6a c5 7e 8d c0 29 b9 4b e6 5e e3 2d dO 88 9d e4 cf 22 47 d4 18 ea 2e 4f 65 f1 b0 19 5f da 2c 01 43 e8 ba
6b d2 11 dc bd 7e f5 3a df 92 2a 4e 1b 16 Ob 48 20 f1 22 b8 c7 66 e1 82 08 68 4f 5e 29 16 d9 82 c7 bc d7 4e 81 fd 84 a5
4c 31 ee e5 5e 32 62 51 04 f1 bb 38 9e bd 85 63 08 30 3 09 7c 86 81 9a 01 b1 21 de 99 25 8a 5a 2f 66 a0 be bc 81 4f 7d
7709 da 95 b4 9d 41 64 01 11 10 98 11 84 ac d0 40 aa le 6f f6 96 37 90 17 cc e4 69 69 ea 83 2f fc 93 79 2d c¢5 56 72 cd
52 25 e5 ff fd d5 ¢7 cd 16 17 ba €6 77 83 f3 f6 04 28 34 10 95 €8 9d 13 4e ed ¢8 59 73 b6 41 64 5f bd be af 91 8d 7b 83 ee
f4 74 18 ae 14 03 2a 2c Ob 87 8e 04 92 6a 45 f5 f2
Data Ascii: _0_E2!bI"G;b)vj~)K"-"G.Oe_,Ck~:*NH "fhO*)NL1/2bQ8c0|!%Z/fOwWAd@07iily-VIRY%w(4NYsAd_{t*,jE

2021-12-02 15:37:58 UTC 1110 IN Data Raw: 7f 7f b1 58 48 86 €3 18 13 22 69 ce 74 df 77 9c 89 b7 3f 26 44 57 15 ed 91 c¢3 b9 18 f2 1b 98 05 43 52 66 b3 c9
Ob af 8b 30 83 2d 32 f1 ¢8 2b ac dc 1e b7 3f 71 14 5d fa €9 9d 72 f5 bl e3 f2 38 e7 69 ce b2 73 8a a0 ca ca ed f4 5e b4 e7
b0 fa b2 ba 5c 6 14 98 3c 4c 4c df 93 89 ad 39 3a b9 19 74 9a ce 74 e6 d8 c0 6b 7e 2a ec 71 32 b7 b7 al 45 85 96 1d 4e
a8 2b f2 2f 83 1f 1b 3c 11 44 6e d8 1c 74 ae 47 1c 15 Oc 9c a5 df fO 81 c3 ea dc 27 3¢ 47 65 83 13 41 38 c6 b2 a9 a3 f4 40
ad 82 ef 44 52 1d fd 05 27 42 6¢ bd 69 5a 13 9d 57 84 d5 aa fe c2 73 a0 27 6e ¢8 09 00 b0 60 c5 40 72 cf 43 de 88 9e cl1
a4 d5 4f c8 ba fO ea 9b 96 27 fd 94 €9 c3 64 8f 39 7b 4c 61 16 93 9e 32 25 ec 75 c2 1e 06 7b 34 34 99 e3 ea b4 €8 04 e0
ecdl 94 b7 8b 2b 3a ce dc 90 35 d3 75 a6 44 b2
Data Ascii: XH"itw?&DWCRf0-2+?q]r8isM\<LL9:ttk~*q2EN+/<DntG'<GeA8@DR'BliZWs'n" @rCO'd9{La2%u{44+:5uD

2021-12-02 15:37:58 UTC 1111 IN Data Raw: 6e d0 el 94 9a 8c 3a a3 98 c4 e4 6a 7e 4d c9 3f bc dd c4 4d a9 15 fb d6 69 31 e6 af c4 0f cc 98 de Oc db 89 45
04 49 4b 28 70 b3 13 6b 4d 72 21 ba fd de 05 ea 7b 44 f6 20 28 82 3d fa 92 82 3¢ 8f 65 fc 12 16 a5 3d 88 38 d7 8b 64 ae
01 f3 1c 5¢ b4 47 d1 aa 37 bb 8d 61 04 d7 89 d9 39 fa c1 66 cf bc 7f c5 94 5f 57 f5 ad 30 d2 c8 a9 26 04 2a af 10 9f 7d 81
f0 77 5b 1f f3 55 41 70 89 3f 77 ed db 82 48 ff df d3 7e 10 72 99 92 a9 78 fd 85 7d ed 3a 33 e2 fa 2f dO f1 54 31 6f 95 fb 1a
06 62 34 5e 0d ba e6 d4 fa 61 05 1c ba 93 be fa 93 68 be f4 48 5e 3c 5e 31 85 20 28 ¢5 98 14 c9 60 db 93 26 c7 23 a9 b0
bd 41 40 b5 7f 77 77 5b ¢8 57 1b f9 73 25 3f be 7f 3d 5¢ dd 79 a7 fb 10 26 d1 66 35 db 5¢ 14 2b 00 90 6e 97 d8 ab 2a b9
64 36 51 34 c2 ef d7 6¢ c7 bf 3 f9 db bf ef
Data Ascii: n:j~M?MilEIK(pkMr{D (=<e=8d\G7a9f_WO0&*w[UAp?wWH~rx}:3/T1ob4 ahH <"1 ("&H#A@WW[Ws%?=\y&f5
\+n*d6Q4l

2021-12-02 15:37:58 UTC 1112 IN Data Raw: a3 91 d3 89 Of dc 25 3a a0 8f 54 39 la a7 f1 4f e3 88 cc 60 al 73 5¢c 2¢ 7c 8a 4e 7d c2 c2 15 70 3a b0 be 40 8c
04 9b dc 24 4d 48 a7 9d db 4c cb Oa ad 6a Oe 8d 7d 48 Oc 58 27 d4 18 67 9c 43 5c¢ ff 87 f9 dO al 63 7a €3 d9 9d 25 77 1f
60 e9 c4 14 95 94 66 c5 4e 4f ec 13 a9 39 cb f6 7c ¢5 d6 90 12 94 3e 1d c5 €9 4a 99 81 cb 13 87 0d 4d 33 dc b7 7c f7 €5
15 d8 e8 50 dc 29 bd 12 6f f1 40 49 58 69 28 e6 3c €3 70 be 28 cb ba 34 65 49 ab d8 96 36 72 le d1 e6 ae e5 bf e4 cO 74
a8 20 74 39 47 83 0a 17 e7 19 b0 42 af af e2 a9 b5 e8 d4 da f8 b7 1e 4f f0 89 11 41 65 f9 1f €7 b6 41 20 93 ae 62 3b Oc 8¢
b6 79 25 d9 2d al 4e 19 al eb 39 7e 4e b1 93 00 b8 ce 11 c2 f3 8d 24 2f 18 c9 54 b9 fe 63 92 87 08 9e 24 f6 22 b3 d2 1e
c5 lad9 8f 0d 88 39 b6 a7 82 a7 11 0a 5d 6a 7d 2f
Data Ascii: %:T90's\,|N}p: @$MHLj}HX'gC\cz%w fNO9|>IM3|P)o@IXi(<p(4el6rt t9GBOAEA b;y%-N9~N$/Tc$ 9]y

2021-12-02 15:37:58 UTC 1114 IN Data Raw: 53 2e 88 df cd 0d f7 81 60 cb Oc ae 04 85 25 43 e6 74 c5 57 f2 84 a9 ca 02 86 99 2a b3 3c ¢5 9d e7 f6 be 99 7b
7b ab fa 77 33 Oe c9 d1 21 59 b7 56 b0 c4 53 aa 75 a9 d0 5a bc 65 63 dc Ob el 6a 50 f3 d8 01 a3 05 1d ec 50 4d 37 75 60
9b 82 08 6 3c a0 18 a2 14 59 65 61 8f 16 dc 6b 62 5b al 2a e4 8b 22 0d 28 58 5f 51 4b 30 49 60 95 3f 19 68 ec 3a 63 ed
aa be 95 9a 98 91 9a d8 7f 36 ad 70 21 ff 3f 13 13 83 89 29 f7 19 Oe 6b 13 a2 b8 eb ab 27 81 ca b5 15 88 85 92 44 c2 70
33 3a5c 36 e7 10 8f b8 a2 03 05 7c 4c cb 00 93 bf 1f a6 fc 17 88 11 5e c0 93 dO e2 4b 9e 62 5b be f5 1b 75 5f 19 93 96
3345 d3 00 8e a7 06 81 17 4d 34 fc 65 ca db 5f cO 2d 28 82 ce f4 a8 e3 ce 1b 63 41 fc 10 54 b3 fd 7c a3 7f 24 2a 56 72 66
8c 00 d5 92 5f 1b d7 78 5e 8c 6e 61 €3 a6 d5 €9 63
Data Ascii: S."%CtW*<{{w3!YVSuZecjPPM7u'<Yeakb[*'(X_QKOI ?h:c6p!?)k'Dp3:\6|L"Kb[u_3EM4e_-(cAT|$*Vrf_x"nac

2021-12-02 15:37:58 UTC 1115 IN Data Raw: 11 d6 e8 ee 51 78 f1 28 79 eb e8 1f 31 6b Oc 73 80 0Ob 6f 27 25 af 26 45 f7 92 fe 11 cf 8d c2 4f 2d f6 7a 25 30 9c
49 ee 44 57 9a 10 d0O b6 c0 84 3d a8 13 c5 7e 84 11 1e 20 9e 1c 63 cc 9f 61 27 bb f4 84 f0 Oe 28 b8 d4 5¢c 03 e8 b4 68 eb
6c 43 eb 56 74 3b 0a 21 14 e9 33 ea 78 1d 96 9d 9a 99 5f 59 91 86 bd 05 e2 41 ee 63 94 fe e2 95 3d Oe ad a8 90 b6 8a
2b d1 d8 68 5f 6¢ fa 49 88 68 67 f1 86 07 ff 01 d8 08 43 4d 35 93 c1 Oe 52 67 2b 10 9b 0d a8 81 2c 8a 1c 0d d4 1f f4 73 a5
e8 78 fd 54 09 3a 4e b3 9a 14 5f 82 89 Oc dc 4a 74 d6 al e8 11 3c bd 23 b0 cf 9f d6 ee bc 3d 61 3f 79 dc 7f 7b 2f 12 b9 50
27 27 el d1 7c 9d 84 89 8e 31 a8 ba 7a 4b ee 01 Ob 7e 4c 13 24 3e c7 61 Oe 23 87 19 d8 a0 13 53 7d 3d 71 69 47 9c fd
47 04 bb 59 6e 32 e9 57 25 dc fc ea 60 be 3b 18 5f
Data Ascii: Qx(y1kso'%&EO-z%0IDW=~ ca'(\hICVt;!3x_YAc=+h_lIhgCM5Rg+,sxXT:N_Jt<#=a?y{/P"|1zK~L$>a#S}=
giGGYN2W%';_
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1116 IN Data Raw: Oe 08 fa 7d 00 82 df 8a 23 e4 5b df 9c fd fb df aa a5 5b 0f 80 01 c3 7e 6e e2 bb d4 5b 8 6¢ d1 8e 30 14 ae bd
6b fO 9c eb 4f a8 f7 b0 00 b9 0d f6 7c 6¢ c7 30 4f 06 f7 11 74 10 62 51 4d e6 35 7a 46 18 f8 9b 1f b4 d8 d1 34 d1 c4 e 84
57 bl eb 66 8 63 4e 65 0d 36 86 fa Of 8d 1d d6 4f 85 d3 2d 1e 1c 50 71 Oc 00 b5 bf e2 5a fc a2 be f6 3d 7e 87 f6 9a a2 87
af 20 d4 08 00 32 25 83 53 3a 3e 35 4e 8b b5 42 4d 2a 9f 90 fd f1 69 be 58 Ob af 99 63 b2 03 2f e2 92 53 d0 c2 1a 11 4e
e9 c4 6a 74 e2 ab 15 38 ba ce 74 66 4d 48 2d eb e0 ab f8 05 44 e0 be 51 dd 7e db e5 51 a6 94 87 18 df b2 c3 36 7e ff ef
3b 7d ef ¢3 3e 12 a9 be b5 12 c1 31 2c b0 38 30 5a 89 8f d6 2d 1d 2f 1b 5a 9e 87 17 32 d8 b6 a6 86 77 73 df 42 b7 c7 3d
cc 4c Oe 7d b5 db fb 78 ¢7 23 74 ¢7 d3 c0 49 Oa
Data Ascii: }#[[~n[l0kO|I00tbhQM5zF4WfcNe60-PgZ=~ 2%S:>5NBM*iXc/SNjt8ttMH-DQ~Q6~;}>1,80Z-/Z2wsB=L}x#t

2021-12-02 15:37:58 UTC 1118 IN Data Raw: 9d e2 cf 59 ba cc 85 54 e4 03 83 ca be d0 9 14 43 e5 83 fc c2 27 4c f4 d2 2e 48 61 3e ea 87 37 64 d1 6f 4f d3
8d 3e 3c 66 83 13 78 14 6a 8b 3¢ 5a a5 d2 99 e4 34 88 ef 3d 99 83 0a 57 bl 0 f0 Oc 4a 33 d7 9a 2a 20 fd b6 01 1d 3d 05
¢4 16 86 dc 4e 32 8b cb 41 9b 46 7d 27 8e 9a fc 6f d4 fc f3 02 92 11 71 09 08 88 06 fa 44 cb 59 3a {6 37 cc 31 ae b b4 9b
8¢ b2 d9 89 68 €8 24 fc 72 c0 5 c7 9f 9e 93 6¢ 1c 17 7f 1 Ob 36 2f 67 63 40 10 83 d5 43 93 bd 71 23 5f 2e 2b ed d2 89
96 57 4f 9f d9 09 9a a8 08 35 8f fd b0 9d 33 7 19 60 0 84 cf 24 16 db 25 11 47 0a ce 32 9f 37 47 24 05 08 3b a3 fa bl 68
88 a6 f0 6a 9e 8e 79 4c 3c el al 58 56 c6 47 86 38 ¢7 5b 14 a2 c1 07 27 a0 e7 e0 25 c1 e2 {8 4e Oe 41 39 bc bl 2e 46 41
a4 1e 7e 47 f3 44 be 11 35 70 13 4f b9 2b f0 9e
Data Ascii: YTC'L.Ha>7doO><fxj<Z4=WJ3* =N2AF}oqDY:71h$rl6/gc@Cq#_.+WO53'$%G27G$;hjyL<XVG8['%NA9.FA~
GD5pO+

2021-12-02 15:37:58 UTC 1119 IN Data Raw: 81 60 6d 6a 8a 74 60 53 63 10 7b 6e 6a b2 ec d9 dc df d8 82 3f 73 e4 30 51 4c e6 a4 05 29 96 29 08 53 02 f2
9b be 3b c1 0f 06 37 b0 4f 7c b2 ee 05 fc 75 66 1b 8c a6 32 26 f4 ab 19 f4 e6 87 1a b9 24 93 19 38 76 96 77 01 ef 78 €9
333 ¢9 7b 7c a5 8f fe d4 8a a9 9f 6e 17 6a db c5 d5 3f e2 c3 1f 25 ec e0 8f Ob ae 1f f0 e2 8f 70 bf df 7d 6e 2f 5¢ 65 d6 b0
5f d2 94 e0 45 d5 e4 57 bf ba 1e 7e d2 44 e8 8f db c4 5f 52 d5 b3 a0 8f 24 04 a5 df b8 be 07 7a 16 61 a5 3f 99 b3 d6 7e
11 b5 5f 6e 6¢ ff aa 85 ed df b4 cc 50 c9 2b b6 42 1d b8 b0 5 1f b0 e1 02 2¢ b5 1d fc 84 7a 92 1f c1 c7 6¢ 1c fd 50 17 44
3d 3141 353b41f051 3d 67 ee 6a e4 c6 a5 b0 e0 d6 85 db 57 50 93 €0 e4 7a ef 79 1a 46 4d 2f c2 69 b6 4f ad 19 fd ba
93 e6 79 c9 9e 97 51 c3 cf 54 fd 37 2d 33 ea 3a
Data Ascii: “mijt'Sc{nj?s0QL))S;70|uf2&$8vwx3{|nj?%p}n/\e_EW~D_R$za?~_nlP+B,zIPD=1A5;AQ=gjWPzyFM/iOyQT7-3:

2021-12-02 15:37:58 UTC 1120 IN Data Raw: 24 80 4c 2c e4 al 3c 76 48 13 e3 2e 22 13 89 44 22 81 83 2d 1f fc f1 a3 ff f3 ff 34 3e 6a 7c bc be 7b 58 4e 77
5f 7e df f8 7a ba 2f 76 8b €9 b2 f1 59 51 2e ee d6 9c 78 bf df 6f cb ab 3f fe f1 6e b1 bf 7f b8 69 cf 36 ab 3f 4e 25 ff 1f 57 8a
9b b3 fd 79 b9 98 15 eb b2 68 7c fd e2 07 fe fb 4d b7 dd 6d 7 3a ec cf 3f de 6¢c €6 4f cd fb fd 6a 79 b8 2f 16 77 {7 fb ab 6e
a7 f3 el f5 76 53 2e f6 8b cd fa 6a 57 2c a7 fb c5 9b e2 3d e7 3b ac a6 bb bb c5 faaa 73 bd 9d ce e7 8b f5 dd 55 e7 fd 2f fk
e9cd 62 3d 2f lefff4 41 abfb cl ab ab db cd ec al 3c 6¢ 1e f6 cb c5 ba b8 5a 6f d6 c5 fb {6 82 15 bd 3f e8 3¢ dd ce f6 f1
fd b4 bd 9a b7 d6 9b 56 b9 7f 5a 16 cd 9b 87 fd 7e b3 86 49 87 db cd 7a df 7a 2b 55 1a 74 3a d7 37 d3 d9 eb bb dd e6 61
3d 6f cd 36 cb cd ee 6a bl
Data Ascii: $L,<vH."D"-4>j|{XNw_~z/vYQ.x0?ni6?N%Wyh|Mm:?|Ojy/wnvS.jW,=;sU/b=/A<|Z0?<VZ~Izz+Ut:7a=06j

2021-12-02 15:37:58 UTC 1121 IN Data Raw: 53 3e ba 3c 77 bb e9 93 18 ca 44 53 2b 0f 6d 0d e4 0a 92 17 74 d5 ed b2 09 e9 35 5¢ 51 f6 3b bc 07 ec f9 3c af
e4 fd 92 89 69 b5 3b dd 62 75 cd d7 7b a6 46 3c 9f 25 b5 0f a4 Oe 47 8e d0 01 2a b4 33 74 a4 f2 7¢ 96 d0 1e 10 3a 18 62
42 41 ee d1 cO c9 dd 05 b9 fb 83 48 ee 41 47 e5 be 2f a6 73 4e 00 99 7b bl cc 7d 6d 8d fd 62 bf b4 72 76 9c 9c 43 df 12
d2 10 7290 79 b8 el c5 c3 06 e2 a6 84 45 f5 74 2d b9 bb b6 ba 4d 2f 1b 6d 72 d1 8c 20 2f 2¢ 66 €0 16 d3 81 c5 f4 5¢c d6
68 95 5¢ 87 31 6a cf a6 5b bl c2 04 02 b9 Ob 7a 02 7a 5a 55 b1 7c 3d a0 55 01 9b Of c4 b6 85 28 e5 76 ba 5a 2c 9f ae be
db b0 ¢1 75 d3 fc a2 58 be 29 f8 12 be f1 4d f1 50 34 4b f6 3d 60 Ob e0 dd e2 36 bc 01 02 f4 ed a8 79 fb 76 ba 66 eb 6b d6
€199 62 6f 77 7c a9 bc b3 b6 8a d4 87 84 5a 6f 56
Data Ascii: S><wDS+mt5\Q;<i;bu{F<%G*3t|:bBAHAG/sN{mbrvCryEt-M/mr /,Ah\1j[zzZU|=U(vZ,uX)MP4K="6yvfkbow|ZoV

2021-12-02 15:37:58 UTC 1123 IN Data Raw: c6 ¢7 31 b3 cd 89 ad 75 06 ¢3 92 dc 6d 77 8f 77 5 ae 0d 38 e6 05 e2 cd 5e 88 29 cf de b7 fe 3f 8b d5 76 b3 63
5d 64 6f 04 4c 26 ae 00 79 84 50 89 d0 9c 63 b8 81 dc 9a 3f ¢8 3b 77 57 9e 02 cc b8 cb cd 9d 9f ff d2 2b 49 5d 18 2b ef 8b
02 29 6f e4 6b b6 60 fe 3e 7d e3 b3 Oe 3d d6 19 3f 1d 6e cd a6 fb d9 3d 36 Oc bb ec 72 ¢7 17 6e 20 e3 1c d5 1c cb 5a 2d
06 1891 24 77 c1 19 2c cd de c3 a7 76 b6 07 65 44 02 92 84 ae 7b 61 93 20 5f 2f ¢7 Ob 8d 77 82 4b 0f 0d 7e 6 d7 18 {3
d1 c6 b4 bc b9 42 c6 9c ba 65 6e 37 c2 44 39 62 8a 5e 13 99 9f 77 9a 63 b6 58 6¢ 2 57 e0 7c 7a ea f2 08 fa f6 96 d9 b0
d8 31 93 78 9a a0 5¢ 89 54 7f f2 e6 1a 5¢c 9c e3 4e 4b 71 96 Ob 76 c8 e5 51 96 cb eb 7b 62 d4 70 7c Oe 11 32 9c a2 93 45
79 5b 42 ce 37 3b bl el c0 28 94 cc 89 e9 14 99 b3
Data Ascii: Lumww8")?vc]doL&yPc?;wW+I]+)ok >}=?n=6rn Z-$w,veD{a _/wK~Ben7D9b wcXIW|z1X\T\NKqvQ{bp|2Ey[B7;(

2021-12-02 15:37:58 UTC 1124 IN Data Raw: 1b db 3e 0f e8 7b 75 bb d8 f1 bb 06 7 8b a5 bb 72 e8 09 7d c4 a7 31 28 61 39 f5 04 88 d8 4d ef a8 4c d7 45 7c
6c 85 f4 fc €3 6¢ cb 4b 9c a9 84 fc c4 06 Oe b2 67 d3 dd 3¢ 72 7f 23 b0 25 55 05 41 db 33 7f 5e 50 df 9f 3a 5¢ 34 4d 63 3a
a4 ee 80 d3 7a 8a d6 72 a3 8a bb f2 18 86 2b db 50 ff 3a 87 6a 72 ¢3 2a b2 3b 4f c8 80 0d 6e 48 d3 37 d3 fd 74 a7 96 65
aa d3 89 68 53 2b 70 e3 14 69 62 c6 a9 52 c4 70 23 c4 13 42 2b 8f 22 64 56 12 a2 0a a6 c9 82 ea 81 ea €3 32 5d 41 c4 Oc
38 29 b3 18 fa c4 b6 93 fc dd 4c cb a5 67 57 fe da 37 2f 3f 8¢ f7 cf ca f9 bc 7c 73 a7 2f 18 e9 89 a7 b4 83 fa 95 26 ee 0f 36
55 6e d5 f2 4d 5 6¢ 43 62 92 84 71 dd fO 60 be 5f 16 13 09 b5 c1 be 05 e8 00 91 21 14 1e ab 12 aa 3d 5f ac ee b4 33 3c
7724029291 2e aad9 92 c3 29 a3 a7 Oe 73
Data Ascii: >{ur}1(a9MLE|lIKg<r#%UA3"P:\4Mc:zr+P:jr*;OnH7tehS+pibRp#B+"dV2]A8)LgW7/?|s/&6UNnMICbq”_!=_3<w$.)s

2021-12-02 15:37:58 UTC 1125 IN Data Raw: cb 8a 00 76 fO b6 61 a7 1e cb 1b 35 f8 58 59 95 ee 23 9b d9 5f 07 01 1b c4 86 €8 fd bd db 7e 42 {7 aa c4 be be
80 5b ¢9 16 b3 b5 62 3a €7 27 b4 26 8f 87 9f 9 44 8f 00 d5 f4 e2 46 cb 30 40 1e dc fe 6e 31 ab cd 1b ae b0 3b c0 €9 c0
dd 9e ef 80 a9 79 1d 84 d4 9e a5 24 2a a0 aa ac 7b 00 2f 25 Oe 32 94 89 c9 72 b4 1b 40 e5 4c 85 ec b9 0a 32 26 e2 4b 09
3c 9a a7 3a 1b 55 37 ae 61 30 97 c4 e5 37 9f 04 0a 12 b5 0a f9 c4 df a6 43 ac 63 2a 03 ca 57 8e 7e ed 7d 37 fc bl 15 5a
d0 e9 71 95 b6 c8 e6 88 a3 6a e2 50 10 d0 df 57 27 4f 7b 2a 66 ca ca 25 50 ac 61 ae 56 31 67 f3 a0 45 d9 2a d6 62 fe 7a
c8 dd d8 79 cd d1 ea d3 36 7c 42 95 50 6f aa 84 56 6f da af ad d8 25 a2 ff 26 14 b0 73 57 c5 71 f5 Oe 24 62 25 98 25 cb
be 00 e2 9e d0 80 30 7f 75 8f 63 81 56 ef 30 7a 7d 21
Data Ascii: va5XY#_~B[b:'&DFO@n1;y$*{/%2r@L2&K<:U7a07Cc*W~}7ZqjPW'O{*f%PaV1gE*bzy6|BPoV0%&
SWg$b%%0ucV0z}!

2021-12-02 15:37:58 UTC 1126 IN Data Raw: bd 52 38 8e bf 26 ea c7 5e 67 56 73 4d a2 dd d5 e2 b5 55 bc 61 bf 4a 39 27 72 6f b2 20 55 3c a0 ef fc 99 17 3f
3c b3 0d e5 e3 51 f0 35 6b 61 18 7 ab ee c9 ef 52 1a 34 ac 65 00 7e da 01 b2 15 8f ac cc b9 19 62 4f 7c 89 2f e3 42 ab 3e
81 57 2d 67 5f 46 1d a2 f0 d9 10 65 29 cc 22 74 d6 Oc 6e 95 cd e7 44 4d 95 e8 db Oc e6 bd 5e 3e 3f Ob d5 fb 9f cf 06 43 bc
ca 92 e2 8c d5 01 65 bc 9b Of el 62 5b 74 b9 82 14 a9 3b a7 e2 al 9a 10 c4 5a 75 a8 11 7a 2d c1 41 d2 a9 ca 02 cf 9a 27
cd b6 5 77 03 bd e7 9e 22 d6 35 a5 b7 69 0d 78 c5 e0 e3 Oc 05 18 4f 44 5 26 96 45 f0 54 93 ea 58 ed 12 4a 75 6a 86 95
5a 4d e4 f8 8¢ 89 d5 7b 56 dc 6f 96 ac 60 39 c1 8d 67 79 33 5d 3e 14 38 33 6b f4 d6 74 ce 63 fc 54 74 01 3e 06 87 ec 6d
7d 02 ac cd 98 10 9c dd cf cf 5a 63 d6 f3 a8 e0
Data Ascii: R8&"gVsMUaJ9'ro U<?<Q5kaR4e~bO|/B>W-g_Fe)"tnDM">?Ceblt;Zuz-A'w"5ixOD&ETXJujZM{Vo 9gy3]>8
3ktcTt>m}Zc

2021-12-02 15:37:58 UTC 1128 IN Data Raw: f5 15 71 23 53 33 f3 9b 01 db 54 3b 20 21 38 61 24 cd 85 df 28 5a a9 a7 d2 f9 eb e9 b1l cf b4 c5 dc 84 3f 1a fa
c7 7e bl 2c 68 8a 42 b7 0d 30 c8 63 0f 9a el f9 ed e2 ee 81 82 a9 7c 4f 66 8b 7d 90 €9 9c 0d 55 60 6¢ 8f 8d 38 dd 85 1b
be d4 bl ae 87 74 69 c7 81 98 7d 75 e9 13 84 9a 59 66 c6 6¢ le 3c e2 e3 eb 36 a4 d2 fa d2 19 3f 5e 91 43 Oc df 22 87 37
caac 03 dc f1 8537 d1 23 d0 14 3b 70 6¢ 4c af 71 e3 be 9f 5a 69 9d 61 90 67 a5 8c 12 74 86 c1 c1 89 2¢ 32 cd 29 62 d3
f4 5b 34 67 a9 a5 51 1a 79 6b ea ac 56 1a c0 02 7b e9 05 ea c8 31 7d aa 9a ae e4 c1 bc 81 92 7b dc 53 8d 12 f8 89 0f 5e
18 12 52 64 9e 1b 14 23 b9 6a 65 b9 9c aa 3e c5 32 2e 98 7d 24 d4 5f 39 60 91 1c 9f fb 6a f6 b0 e3 5f f0 4f 79 7f 33 e0 97
55 f8 ae f8 13 42 51 eb df 15 59 ab d8 e0 4f b9 61
Data Ascii: q#S3T; !18a$(Z?~,hBOc|OffU’I8ti}uYfl<6 2 C"77#;plLgZiagt,2)b[4gQykV{1}{S Rd#je>2.}$_9'j_Oy3UBQYOa
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1129 IN Data Raw: a8 48 ae 9c dd aa 90 44 al 6c be 22 20 5b d6 be 99 0f f9 c6 91 47 d8 3f fc 24 34 €8 09 e2 3a af bd 2f 3b f2 37
66 d3 5a ce 97 e5 6d el el e7 1c 48 43 1c 2a 5d 72 1d c8 15 02 bc 27 56 be bc 38 1d af 42 92 1e 88 30 d4 b6 51 7f 50 bf
b0 b7 9b cd 71 48 Of 5e 45 cf dO Of 17 ee de bl 4d e8 75 99 d5 4e f1 84 53 7b 13 25 e3 c4 ae 75 d9 e3 7d 4a e fc fO 11
de 5¢ 59 c¢7 71 4d 6d a6 8c bb 06 20 f3 fd 74 3d 47 81 a6 34 da d2 b0 7a fO d9 dc 1f b3 be 39 16 50 17 58 fc 2b 7c ae 75
a9 8a ca be 0a 83 18 5f 81 94 b7 6 7 c5 aa 30 23 b9 b8 89 62 ee bb 60 97 07 2b 54 a4 46 47 f3 38 €0 06 11 Oc ef a5 c0
cd 37 48 c2 ed 4e b7 58 d9 6b c3 76 4f de 34 e6 b2 a5 ae eb 52 5¢ Oe e2 09 26 f8 91 a6 Oa 7d cc 2f 56 fb b5 fd b4 df 40 5d
07 ce 93 a0 a0 6e c3 45 6b 3c 5¢ e0 3b 4e c1 d7 5e
Data Ascii: HDI" [G?$4:/;7fZmHC*]r'V8BOQPgH"EMUNS{%u}J\YgMm t=G4z9PX+|u_0#b +TFG87HNXkvO4R\&}/V@]nEk
<\;N7

2021-12-02 15:37:58 UTC 1130 IN Data Raw: f5 1a dd 94 d0 37 b3 f9 09 cd cf d9 fO e5 db c5 7e 76 9f 6¢ 58 c9 1e 6¢ 74 07 fe 36 ef a3 98 a0 6a be 4d 6d a5
a9 57 c0dl1 c9 96 fb cd c6 d2 b6 f1 85 9f cd 92 20 e5 b9 7c 5b c2 6¢ 97 5b 90 97 d6 86 a8 7d ec ed 24 5b c7 6¢ 1e 4f 1f cf
8a 1d 83 c2 ef 3d d8 07 c4 51 3e 09 1d 45 ad 37 3c c2 54 ¢5 d2 c7 14 Oe 67 €8 27 08 45 aa 62 65 88 2e 4b 88 aa 20 57 16
52 2a 94 92 8d bc 5e 91 52 39 24 1b ee 47 e2 6f 02 25 09 81 e0 4a 33 01 4f b1 2f ff 65 1a 23 20 20 e3 c6 61 a6 81 2a 01
09 17 0c b3 8c 10 cb 7d ca f5 c1 2c c3 c4 72 9f e5 72 60 dc 54 e0 c¢2 50 a6 65 b0 9c 29 {7 92 32 eb ed 5¢ 43 1a 39 41 19
032a28c39c le 7b d1 19 5e e8 3e 02 49 86 77 cb 1c b3 Oe 8e 36 ab 9f 33 e5 ca 5f b6 59 07 6e ac 4b c8 8c 7d f1 7a 63
17 33 fe bf c4 bc db 63 ad eb 67 4c b8 11 99 6b db
Data Ascii: 7~vIXIt6jMmW |[I}$[IO=Q>E7<Tg'Ebe.K WR**R9$G0%J30/e# a*},rr TPe)2\CIA*({*>Iw63_YnK}zc3cgLk

2021-12-02 15:37:58 UTC 1132 IN Data Raw: 4b a9 9b 43 5a 55 08 f7 88 74 19 d0 f4 de 04 fc bf 3a 72 91 01 e4 0b 85 04 7c 27 a8 9f 7c 23 bb db 0b 55 aa a9
9e 9d Oe 32 61 85 49 94 48 af b4 a4 c2 c2 2a b9 a5 bl f1 4b 62 6f 17 18 a6 31 e7 64 43 fO 6e 6a 2d 86 2d 87 b7 07 41 3e
41 fa b3 ee bf af 8b a7 db dd 74 55 94 0d 3e 53 63 3d 9b 65 66 05 b5 64 7 3c 74 3e a4 7b ba e8 b9 7e 8f 16 c9 ef {7 1b 3a
63 77 ff b0 5b 23 39 65 3a 5b 5 ff 6f 54 6a 25 20 03 ee 76 45 59 b6 66 8b dd ec 61 39 45 f0 32 fd 57 44 bd 4c c2 79 bc d4
96 46 69 3e 78 27 49 b8 14 3e 32 6f €6 45 cb b2 90 b8 37 6f 1e 1b 34 40 f6 98 15 1b dd el 68 dc 1e f5 57 1a c5 80 d9 fa
76 b1 66 43 d1 f5 b1 19 51 45 d5 7b ab 6e 7 36 47 39 a2 ba 4b 3b 4a df 12 24 0b 89 3d d3 0d 67 24 ca f7 el 73 02 42 3a
78 ff dd b9 ce 68 bf a4 el 14 6d 37 98 4c 4b 6d
Data Ascii: KCZUt:r|'|[#U2alH*Kbo1dCnj--A>AtU>Sc=efd<t>{~:cw[#9e:[0T|% VEYfa9E2WDLYyFi>X'|>20E704@hWvf
CQE{n6G9K;J$=g$sB:xhm7LKm

2021-12-02 15:37:58 UTC 1133 IN Data Raw: 32 Ob ab 10 25 af 3d f4 05 b2 34 d4 2e 12 95 38 d2 le de 95 2e 24 de 50 81 86 56 71 43 06 ed f2 4d b1 db 2f
98 12 ea 2e f7 6a 31 9f 2f Ob ec e1 09 ec f1 7a e0 fd el c1 4a 56 c4 02 8a 73 10 43 3b b0 17 fO 8e be 6d b3 ba 6¢ c4 83 c7
3c4ad9 15 db c4 99 ef f6 ad e5 5d 76 16 d1 29 f3 b2 94 ab ec 2c 8f 65 5e 96 dc 8a e4 d6 22 b7 Oa 8f cb 4c 7e aa be 07 7f
2a 41 b4 bd 6c ce dd e6 6d 56 5b 66 f1 33 2b 64 f1 b3 5a a5 3 67 29 9f a5 79 3a 67 56 05 59 1b 67 30 a3 a6 38 98 7b dd
32 e2cf8d b2 ce 6a e6 84 9c 84 d9 12 72 12 96 49 c8 49 38 41 2c €7 91 95 3¢ b2 86 c7 e4 39 d2 24 84 db 44 b3 85 1c 08
60 0d 38 10 a9 99 4e e4 el Oa e7 f8 51 62 66 dc 6e 89 99 71 33 a4 64 3e be c2 c7 d7 f6 c8 6¢ ¢7 5b 08 77 ae a4 9c 71 c3
86 26 25 ae a7 11 d1 23 b0 e0 95 79 al 8f 5f el 2a
Data Ascii: 2%=4.8.$PVqCM/.j1/zJVsC;mli<J]v),eNL~*AlmV[f3+dZg)y:gVYg08{2jrlI8A,<9$D 8NQbfnq3d>I[wq&%#y *

2021-12-02 15:37:58 UTC 1134 IN Data Raw: 34 dd a7 34 ac 42 2a 2f b1 86 33 81 b1 6d a3 ec 08 18 c2 ac ed 4c 30 06 1b a0 d0 dO a4 c5 1d 36 15 5e 29 1f
cd c4 8c a7 61 b6 39 01 d7 2f 2b e6 36 8b ed b2 78 55 d5 ¢5 ec 77 f3 51 b5 58 4b 58 13 ab 7e 83 8e 57 3f 1f b4 ed e4 52
108 6b 0d ab 7a 84 ec 7f 9b fb 6a 91 Ob 6a a7 57 1d bd c7 76 b2 d8 ff 80 6b 65 a7 db 40 ce f2 70 13 04 eb 24 2f {5 75 cO
a5 be Oe bc d4 67 fc 42 fc 59 8b ae ff da eb 89 ¢7 aa 2f e6 e4 b8 7d 41 f3 b6 7b 83 f2 b4 8b 74 de c2 1d b9 1a 58 3d 53 72
64 8d 7e 91 79 f4 f6 8d aa 5b 75 b5 30 30 ba 9f 50 44 d0 49 49 38 b4 c1 10 07 52 53 €9 04 06 d4 a0 3d e2 bl 7d ca 2d da
3d fe 1f 00 fd 96 1b f3 6a fd 6¢ 58 35 40 79 bf dd e7 ff e5 35 8a ¢6 9c 12 3f 54 53 57 3d ef 58 2b 86 26 5c 47 c8 93 fb 2e
2e 28 4d b4 71 e8 6f 96 7c bc 30 fc f1 12 1f a8
Data Ascii: 44B*/3mL06")a9/+6xUWQXKX~W?RkzjjWvke@p$/ugBY/JA{tX=Srd~y[uOOPDIIBRS=}-5jIX5@y5?TSW=X+&\G..
(Mqo|0

2021-12-02 15:37:58 UTC 1135 IN Data Raw: 29 f5 4a 10 90 58 31 c7 bd 44 25 9a 67 b2 49 da be c2 51 7a db 23 6e 6e 4e 10 e3 53 4b b5 33 b4 49 94 a6 a6
62 49 af 44 98 a3 8a 06 32 02 04 b8 08 cb 57 ca fe b2 2b a6 f3 cd 7a f9 f4 aa e6 c6 25 8b 08 18 32 98 e7 37 36 97 1d 7e
05 66 Oe f8 67 1d e5 17 f3 80 26 c2 23 3d c6 d4 f1 22 38 1b 72 45 07 9b 28 00 8d 85 4a 73 26 6f de 9d db aa 95 74 b0 da
2bfce6 39 bcal 2d 77 09 c1 31 20 21 09 db ad 93 01 31 d6 63 7e 5d 78 e5 56 07 70 f5 cc e4 58 6¢ 51 ca 75 74 59 2c 6f
5 7a d9 5a 66 3 6b ea 90 5a ee a6 le d8 87 ba ae 2e c6 80 6b 67 e2 e0 69 28 ce 9d 44 44 74 48 b6 b3 9d c3 a5 c0 Ob
26 aa8e 62 9b 10 93 7d 6d c5 93 a5 15 e2 ed 8b e8 73 a9 5¢c 19 ee aa a7 a5 bl a7 c2 96 14 7d 27 a2 b7 35 18 54 7d 42
16 33 d0 7b 55 93 36 fe 24 22 be 23 al f7 23 52 76 2f 00 6f 96
Data Ascii: )JJX1D%glQz#nnNSK3IbID2W+z%276~fg&#="8rE(Js&ot+9-w1l !1c~]xVpXIQutY,0zZfkZ.kgi(DDtH&b}ms\}
'5T}B3{UBS$"##Rv/0

2021-12-02 15:37:58 UTC 1137 IN Data Raw: d3 2f 09 21 78 bf 5b ac 5f 57 05 40 f0 58 50 fd 6a 59 39 7f 5a 4f 57 8b 99 9a 6¢ cb 8d 75 33 cd 53 df 77 2e 88 af
4b d4 5b 68 ec d7 9f 64 ed 5e b9 48 a0 f1 1c aa 1d 4a 73 e0 ee 9b d3 58 Oe Of el 10 e7 ed d5 22 3d ad 34 dd ec ba 54 fd
7d fO b4 f6 6d 42 ca 00 a6 42 16 a6 d7 e6 54 dd 3d f9 11 7f c2 83 17 d3 b6 6f 16 e5 82 4d f4 a2 ba 68 55 aa 3 45 3c 48 48
1b c6 da 64 f5 9b c0 9e 95 35 3a 10 f6 14 9c e3 d2 12 29 6f 0a 9a 7f 30 a9 ac 6e 08 ce 5a 9d 5¢ 63 20 33 9d 48 bc b0 53
1257 6d cd 37 dd ab 57 31 5¢ b2 d8 5¢ 51 af 51 8 d7 2f 24 10 db 99 a0 be dc fd 8f 6a db db 59 96 83 7d 94 91 05 b2 Oc
67 2f 0d d6 f9 25 d8 72 83 ab e6 cf 4a c2 57 fe 02 66 93 37 a5 23 c6 23 ae 53 07 c4 c2 9b 41 11 el 90 d5 8c d8 4c 7 6b 7f
5 1b 2a 50 9c 7a 4c 25 7e 42 a8 34 cd 87 5d
Data Ascii: /'x[_ W@XPjY9ZOWIu3Sw.K[hd"HJsX"=4T}mBBT=0MhUE<HHd5:)o0nZ\c 3HSWm7W1\QQ/$jY}g/
%rIWI7##SALK*PzL%~B4]

2021-12-02 15:37:58 UTC 1138 IN Data Raw: f6 f4 e2 8d f0 al d5 8f bf b2 7e 40 d7 97 db f9 f3 fb €5 f4 a7 f9 66 ae 7e 7f 05 07 17 bb 3e cc 7f 97 af 59 fe d7 d:
7f 7e 13 {6 €6 f3 bf Oe 8d 4c 59 47 6b 30 63 f5 2b d9 ff 4b 9a 25 ef ad f0 cd bf df 75 fe 6f 6¢ cO f2 ¢7 1f 00 72 9b 38 97 0d 62
3755 53 cc 86 42 f3 54 53 ba c8 84 d4 el 76 55 91 07 el bb 62 3f bb 17 e9 62 f0 9d de 71 a0 4b be 65 a6 57 91 ce 03 17
fe d5 c4 7c 99 7a e5 cd 8f 20 0f fO ed Od b3 c4 95 dO 11 fe 92 d5 dd b9 41 f7 8f el 16 84 12 e5 e3 07 d8 d8 99 33 b6 10 d9
5d 89 93 76 3b a3 3c 4b 7a 58 ad 9e 02 9b 2¢ 70 cf Oa f1 15 52 12 fd 79 93 59 da 95 5 d8 82 cc bc b9 d1 ef 79 f5 13 9b 8a
€2 28 d7 de 0a Ob bc ¢5 80 de b8 a3 45 ca fd c6 €9 cd 41 9e 33 89 83 0d Oc 2e fb 3d ee 45 70 bf 89 42 91 44 de 39 Oc 86
€0 81 ac e7 cb 82 bd be 18 2c 82
Data Ascii: ~@f~>Y~LYGk0c+K%uolr8b7USBTSvUb?bgKeW|z A3]v;<KzX,pRyYy(EA3.=EpBD9,

2021-12-02 15:37:58 UTC 1139 IN Data Raw: bd 87 e5 f2 e0 c1 d4 d9 09 60 9d db 1b 5b fa 72 09 dc db 1f56 96 a0 bl 23 67 ec 88 19 07 a5 a8 3e a6 1c 86 fd
5b 7a 8f 6f 10 2f 9f Of 6¢ b9 cf b9 20 ee ba a2 97 56 1f 6a ee ab ee 50 19 cc e0 83 ¢7 8c 06 56 49 ff df ca bc d4 fe 9c 7f 24
16 25 d8 3e 09 f3 35 d4 bf 62 6f 01 20 bf 34 c4 6e cf 9b 05 Oc 55 af f6 c4 2c eb 38 bd 72 59 ec f9 be 9f ef 13 2 f2 db 9d ce
b0 58 11 eb 5b b8 13 38 €8 74 ae f3 81 95 90 17 44 46 03 bb 59 46 03 7b f7 a3 Oa 6a 36 9b 4e a0 3a 8d fb 6e 13 49 ec 61
89 7d 50 77 1d ee Oc ab 64 87 40 9b f0 65 5f d2 f4 20 a3 7e 74 06 31 d9 9c 17 b3 8d 1a 97 70 cb 37 da bc 33 ab 6a c6 40
a9 90 ec ab ea c9 cd 43 54 45 7f 1e 2a 8f 59 ed a8 7a cc a0 55 4e c4 86 15 51 38 3f {3 4e {7 5a cd bf 74 9c 3e 42 61 30 8
85 eb 1b 18 24 bd 7c cf ab 7¢ 10 db c9
Data Ascii: ‘[rV#g>[zo/l VjPVI$%>5bo 4nU,8rYX[8tDFYF{j6N:nla}Pwd@e_ ~t1p73j@CTE*YzZUNQ8?NZt>Ba0$||
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1141 IN Data Raw: c6 Oe e5 d2 50 2e 1d ca c8 50 46 Oe 65 68 28 43 87 32 30 94 81 43 e9 1b 4a df al f4 Oc a5 e7 50 ba 86 d2 75
28 ¢6 06 5d c7 06 c6 04 8e 05 8c 01 9c fa 9b ea 3b b5 37 95 77 ea 6e aa ee d4 dc 54 dc a9 b7 a9 b6 53 6b 53 69 b7 ce a6
62 56 7a 07 f5 05 cd 6¢ f3 6a d1 b6 64 ad 88 ad 87 56 db d6 5a 57 d2 ae a3 36 89 6d 11 6d 40 db 7e da dc b6 b5 75 e3
d8 6d 63 1a d3 69 4b d3 fc 4e eb 1b 87 71 fc c5 b8 98 €3 61 c6 29 1d 9f 34 6e ec 78 b1 71 7c c7 ef 4d 57 71 7a 8a e9 5¢
4e df 32 dd d1 e9 8d a6 03 57 fd 57 ec 95 b4 d8 20 aa 86 Oe fd 76 44 98 5a 11 f4 5f 36 d2 3a dc d2 bl 25 01 42 b0 44 9a
0f 63 41 b5 f0 8f 9f 9d 5a 0f 83 b5 6 a9 15 41 ff 65 95 37 fc 90 aa f6 30 b1 da 21 3e 8c 05 55 c3 af 36 53 cc 2a a6 1b 6e
6e 84 Oc 28 e6 4f fb 20 a5 43 56 be 9b da e8 41 46 94 07
Data Ascii: P.PFeh(C20CJPu(];7wnTSkSibVzljdVZW6mm@~umciKNga)4nxq|MWqgz\N2WW vDZ_6:%BDcAZAe7
0!>U6S*nn(O CVAF

2021-12-02 15:37:58 UTC 1142 IN Data Raw: d1 69 36 Of 48 76 35 1f 45 6¢ 3e c2 6¢ 3e a2 2d 33 3a cd e6 01 c9 9e e6 11 9b 5f 62 36 bf a4 2d 73 79 9a cd 03
92 5d cd 2f 23 36 bf c4 6¢ 7e 49 5b e6 f2 34 9b 07 24 7b 9a 47 6¢ 3e c6 6¢ 3e a6 2d 33 3e cd e6 01 c9 ae e6 3 88 cd c7
98 cd c7 b4 65 c6 a7 d9 3c 20 d9 d3 3c 62 f3 09 66 f3 09 6d 99 c9 69 36 Of 48 76 35 9f 44 6¢ 3e c1 6¢ 3e al 2d 33 39 cd
e6 e2 9c a2 52 ce 1c 4a 30 39 4d 2a 43 b0 aa el 55 53 e7 e0 e8 4a ad 77 fO f5 55 ce 32 28 36 3f ec 83 fd 22 71 50 f2 al
al a8 bd 89 d1 08 29 2e 55 be 38
Data Ascii: iBHV5EI>[>-3:_b6-sy]/#61~1[4${GI>I>-3>e< <bfmi6Hv5DI>I>-39RJI0IM*CUSIwU2(6?"gP).U8

2021-12-02 15:37:58 UTC 1142 IN Data Raw: 8e 30 1f 00 7e f4 f0 21 b2 dO 66 5a 98 22 b4 12 fe 97 05 €8 el 48 b2 e7 a0 b4 30 fb 7b 42 cb b3 34 f3 ed 83 70
61 5f c2 23 ed 86 09 8a db 30 be 55 al aa a2 a7 df 01 cb 80 ea 90 16 cb 70 7a 42 14 fc 5e d3 cd 09 51 ac 4c c5 1c f5 a0
f1 13 30 5b 9d 72 e4 c3 8f 2e 84 2b b4 b0 cb c1 df 9b d4 64 8d 16 54 ae c0 be ac 4a 54 75 2d 57 06 c¢7 52 20 f9 d8 4c 6e
a6 d6 dd 9e e5 c0 53 fd 22 5a ab 39 92 84 a8 42 28 47 a8 8c ea a0 68 ab f9 01 bc 3d e2 19 82 65 5d 22 c5 f1 74 4¢ 31 94
b9 d2 62 €9 d9 a7 a2 f9 55 57 b4 e5 9d d1 50 42 7e 29 2e 75 Oe 6a d9 51 a6 55 2d 25 7f 5b 0d 25 93 9c 1c 8e 89 60 a2 27
1d 6a 6a 52 7c 1d 70 a5 70 4d b1 d2 ab f6 51 95 18 fb 75 77 5b a7 4a 46 34 c2 58 d1 a6 71 49 5e 7d ab 86 51 aa 59 ed c2
c158 64 1f e3 7f 5d 09 6¢ 16 4d 93 50 2d 80 aa b0 5b
Data Ascii: 0~!fZ"HO{B4pa_#0UpzB QLO[r.+dTITu-WR LnS"Z9B(Gh=e]"tL1bUWPB~).ujQU-%[% "jjR|ppMQuW[IF4Xq
INJQYXd]IMP-[

2021-12-02 15:37:58 UTC 1143 IN Data Raw: af 6b ac 02 bc b7 d5 5e 87 6b fb aa ae 16 8c dd e4 e7 c9 67 Oa 6e Oe 8a 4e 8f 6f 26 9a a3 46 ad 91 36 a8 2d
30 fb bl c4 63 b3 45 fa b9 c2 b3 63 c2 93 23 b4 09 db d7 aa 39 62 fd 1a c3 cb 1f 4b 3c c2 5¢ a4 9f 2b ¢8 3¢ 22 3c 3d ce 9c
b2 7f 9d 9a 63 f6 af 2f 48 fe bl c4 e3 e4 45 fa b9 42 e5 c3 c2 33 a2 e5 09 fb d7 aa 39 62 ff 1a 43 fd 1f 4b 3c da 5f a4 9f 2b
€0 3f 2c 3c 23 e6 9f b2 7f 9d 9a 63 f6 af Of b0 e0 b1 c4 31 0b 44 fa b9 60 Ob c2 c2 33 90 Ob 08 fb d7 aa 39 62 ff 1a 61 17
le 4b 1c 79 41 a4 9f Ob 7c 21 2c 3c 03 7f 81 b2 7f 9d 9a 63 6 af Of 3c €2 b1l c4 f1 23 44 fa b9 20 24 c2 c2 3d 2c 86 6c ff af
55 73 c4 fe 35 42 60 3c 96 38 0a 86 48 3f 17 10 46 58 b8 57 85 6¢ ff af 55 73 cc fe f5 01 79 3¢ 96 38 96 87 48 3f 17 9c 47
58 b8 b7 82 c9 6 ff 5a 35 c¢7 56 5f
Data Ascii: k"kgnNo&F6-0cEc#9bK<\+<"<=c/HEB39bCK<_+?,<#c1D 39baKyA|!,<c<#D $=,IUs5B <8H?FXWIUsy<8H?G
XZ5V.

2021-12-02 15:37:58 UTC 1144 IN Data Raw: 91 2a 81 3d c0 19 d2 31 01 9a 4a e6 8b a0 53 91 4c 1e dd 49 b0 b4 09 c0 54 19 01 39 16 4b 01 ab c2 38 43 3a
26 40 56 a9 7c 29 3e 46 03 57 55 74 27 c1 b6 58 cc ¢7 92 11 ac 12 d8 03 9c 21 1d 13 a0 ac d4 7a 34 8c 66 45 32 79 74
27 c1 5e 89 e3 b0 56 ea 2b 1f 46 b6 22 99 3c ba 93 60 cf 6f 62 10 57 46 4c d6 2c 27 01 e8 Oa €3 Oc 69 9a Oe 77 25 b2 37
91 b4 3 83 5e 81 62 02 0a a0 90 32 90 c1 87 33 b1 f5 0f 8b cf ¢6 c0 92 99 03 5a 85 10 77 2c Oe 4a f1 00 02 91 ¢3 90 01
89 25 73 52 45 92 30 40 15 39 94 95 56 f5 08 84 2c d5 3a 34 48 96 cf 10 74 92 30 3a Oe c¢2 14 70 99 13 01 b3 a0 14 1c 33
Ob e1 88 57 8e 06 f6 c1 b8 62 d5 3b 05 3f 2b d1 81 ¢3 3e 93 d5 18 09 b5 aa 0d 4e 2b b5 7f 47 7a 53 9e €7 a6 78 41 ed e8
5a 48 4d 3d cc 2b b7 ae 04 43 Oa cc 16 5d 5f 8a f5 64 b0 ad
Data Ascii: *=1JSLIT9K8C:&@V|)>FWUt'X!z4fE2yt'"\V+F"<"0bWFL, iw%7/b23Zw,J%sRE0@9V,:4Ht0:p3Wb;?+>N+GzS
XAZHM=+C]_d

2021-12-02 15:37:58 UTC 1146 IN Data Raw: 32 41 9f 49 c6 44 8b f1 52 6¢ a4 5e 09 50 68 7c 7a 11 5 19 1a 04 4d 11 e1 2f 4b 83 00 fc 99 cc 9a 6¢ 99 14 €0
33 8 8d d4 2b 01 f2 8¢ 67 8a fa Oc 0d 76 a6 88 f0 97 6d 99 a0 cf 24 63 9c c5 78 29 36 52 af 04 68 33 3e 13 8¢ fa Oc 0d 6a
a6 88 0 97 a5 41 00 ce 4c 66 4d b6 4c 0a 90 99 c7 46 ea 95 00 61 c6 33 45 7d 86 06 2f 53 44 18 cb b6 4c d0 67 92 31 cb
62 bc 14 1b a9 57 02 54 19 9f 02 45 7d 86 06 29 53 44 8 cb 9e €3 05 7d 26 19 9b 2¢ c6 4b b1 91 7a 25 40 92 f1 4c f1 a9
6f 70 ee 6b 4f 7e 93 61 c8 64 d6 74 cb 24 4e 80 a9 19 70 36 f4 18 5f af 46 7d 86 06 1d 53 44 18 cb d2 20 00 37 26 b3 26
5b 26 05 68 cc 63 23 f5 4a 80 18 €3 99 a2 3e 43 83 8b 29 22 fc 65 5b 26 8 33 c9 98 62 31 5e 8a 8d d4 2b 01 4a 8¢ 6f 65
44 7d 86 06 11 53 44 8 cb d2 20 00 1f 26 b3 26 5b
Data Ascii: 2AIDRIPh|zM/KI3+gvm$cx)6Rh3>JALMLFa3E}/SDLg1bWTE})SD}&, Kz%@LopkO~-adt$Np6_F}SD 7&&[&hc#
J>C)"e[&3b17+J0eD}SD &&[

2021-12-02 15:37:58 UTC 1147 IN Data Raw: 05 42 a4 €9 14 Oe 91 a6 53 50 44 9a 4e al 11 69 3a 05 48 a4 e8 04 26 91 a2 12 b0 44 8a 4a 20 13 29 2a 01
4e a4 a8 04 3e 91 a2 12 10 45 8a 4a a0 14 69 8f c1 81 8a b4 3d 70 ac 22 49 c5 el 8a 24 0d 47 2¢ 92 34 1c b4 48 d2 70
dc 22 49 c3 al 8b 24 0d 47 2f 92 34 1c c0 48 d2 70 Oc 23 49 ¢3 61 8¢ 24 0d 47 32 52 75 27 c0 8¢ 14 95 c0 33 52 54 02 d2
48 51 09 54 23 45 25 80 8d 14 95 c0 36 52 54 02 de 48 51 09 84 23 45 25 40 8e 14 95 c0 39 52 be 40 41 1d 29 17 Ob 06 a
150 3c 2e d9 fe 7d 80 c1 1e 24 ec 91 ce 9c fc 48 7c 84 9b 66 Oc 68 17 85 40 52 ce 9f 60 25 32 78 ca 90 ed df 96 1e 74 fc
94 ce 9d 63 a6 84 18 2a 84 31 a0 5e 1c 1a 49 77 cc 04 43 d1 00 49 15 dd 49 b0 94 09 c0 24 19 01 39 d6 4a 01 4b c2 38 4
3 3a 26 40 26 €9 41 23 ¢5 62 11 df ea ba ce 95 Oe 9f 64 04 64 59
Data Ascii: BSPDNi:H&DJ )*N>EJi=p"I$G,4Hp"I$G/4Hp#la$G2RuU'BRTHQTH#E%ERTHQ#E% @IR@A)P<.}$H|fh
@R %2xtc*1NWCII$IIKBC:&@&A#bddY

2021-12-02 15:37:58 UTC 1148 IN Data Raw: 1c d9 53 6a ad 02 dd 28 5 01 99 49 81 28 96 99 26 9d Ob ce 2c 2a df ad 4b 1c d1 Oc 6f 94 5a ab 40 36 4a 8d
8 66 4a 20 dd 53 ce 87 71 16 95 ef d5 €5 ¢8 9e 52 6b 15 €8 46 a9 Of f2 4c 0a 44 51 cf 34 9 5¢ c0 67 51 f9 6e 5d e2 d8
6778 a3 d4 5a 05 b2 51 6a c4 41 53 02 9 9e 72 3e 34 b4 a8 7c af 2e 47 f6 94 5a ab 40 37 4a 7d €0 68 52 20 8a 8f a6 49
782 48 8b ca 77 eb 12 47 49 ¢3 1b a5 d6 2a 90 8d 52 23 62 9a 12 48 f7 94 f3 el a6 45 e5 7b 75 39 b2 a7 d4 5a 05 ba 51
6a a9 08 10 d8 05 d0 65 e8 al 5a 45 Oe 9c bc b9 4c fe 09 60 e8 80 13 4c 00 69 6a b7 f0 8¢ 18 69 6a 46 7¢ 5e 98 b4 84 6a
78 db 9e d9 48 69 09 35 f1 66 7 29 28 5¢ ¢4 3e 71 cd 90 69 c4 7a a8 66 €0 34 a7 14 f4 4e Oa bd 69 5d 33 82 1a bd 3e ab
19 47 cd 2f 08 87 52 13 7c e8 58 el 8f 0d 39 98 6a 50 52
Data Ascii: Sj(I(& *KoZ@6Jf) SqRKFLDQ4\gQn]gxZQjASr>4|.GZ@7JHR IHWGI*R#bHE{U9ZQjeZEL LijijF|AjxHi5f)
(\>qizf4Ni]3>G/RIX9jPR

2021-12-02 15:37:58 UTC 1150 IN Data Raw: 58 8e 4c 98 2d 91 23 1b 63 4b e4 ca 04 d8 5a cd 51 74 2d 9e 7c 06 68 2d 21 36 8a ab 15 2c dc bd 50 18 2d 9d
49 ab b7 5e 28 9¢ 16 ef 6d b5 d7 01 03 d2 5a cd 51 14 2d 9e 7c 26 08 ad a0 68 2f 52 35 b7 39 6a d4 1a 69 83 da 30 b3 56
73 1c 30 4b a4 9f Ob 2d 2b 26 dc 95 9e 6b fb 5a 35 47 ac 5f 23 3c d6 6a 8e 63 63 89 f4 73 01 63 45 84 bb 55 c8 f6 fd 5a 35
c7 ec 5f 1f 12 d6 6a 8e c3 60 89 f4 73 61 60 85 85 bb 55 88 03 60 b9 f6 af 55 73 c4 fe 35 82 5e ad e6 38 e2 95 48 3f 17 dc
55 58 b8 57 85 6c ff af 55 73 cc fe f5 el 5b ad e6 38 b8 95 48 3f 17 b2 55 58 b8 17 ¢3 91 ed ff b5 6a 8e d8 bf 46 28 ab d5
lcc7 bl 12 e9 e7 02 bl Oa Ob f7 aa 90 ed ff b5 6a 8e d9 bf 3e d4 aa d5 1c 87 ac 12 €9 e7 c2 ab 0a Ob 77 ab 10 07 ab 72
ed 5f ab e6 88 fd 6b 04 a8 5a cd 71 74 2a 91 7e
Data Ascii: XL-#cKZQt-|h-16,P-1"(mZQ-|&h/R59ji0Vs0K-+&kZ5G_#<jccscEUZ5_j'sa’U Us5"8H?UXWIUsS[8H?UXjF(
>wr_kZqt*~
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1151 IN Data Raw: 06 95 ca 97 e2 63 34 12 55 45 77 12 6¢ 8b ¢5 7¢ 2¢c 19 92 2a 81 3d c0 19 d2 31 01 9b 4a €6 8b c0 53 91 4c le
dd 49 b0 b4 09 e0 54 19 01 39 16 4b 41 ab c2 38 43 3a 26 60 56 a9 7c 29 3e 46 23 57 55 74 27 c1 b6 58 cc c7 92 21 ac
12 d8 03 9c 21 1d 13 b0 ac d4 7a 34 Oc 67 45 32 79 74 27 c1 5e 89 e3 b8 56 ea 2b 1f 86 b6 22 99 3c ba 93 60 cf 6f 62 18
57 46 4c d6 2c 27 01 €9 Oa e3 Oc 69 9a 8e 77 25 b2 37 91 b4 f3 a3 5e 81 62 02 0a a0 98 32 90 c1 c7 33 bl 5 0f 8b cf 06
c1 92 99 03 5a 85 20 77 2c Oe 4a f1 00 04 91 ¢3 90 81 89 25 73 52 45 92 38 40 ff 7f 6f 67 b3 63 37 8e 43 el 57 €9 d9 75
80 a0 31 e9 5d 7a 35 af 12 a0 02 27 80 2a 69 74 05 68 03 85 bc fb 58 3f be d6 cf 39 24 e5 a2 b2 8b 75 28 9a a4 28 97 7d
ef f5 97 4b 96 a6 f2 50 6f 20 b2 ca ea 70 4a d6 68 20 36 89
Data Ascii: c4UEWI|,*=1JSLIT9KABC:& V|)>F#WUt'X!lz4gE2yt"V+"< 0bWFL, iw%7°b23Z w,J%sRE8@ogc7CWul]z5
*ithX?9%u((}KPo pJh 6

2021-12-02 15:37:58 UTC 1152 IN Data Raw: aa dc 18 97 01 29 97 ae 36 5a 65 38 4c ae 88 f5 51 13 81 80 91 cb 53 cd 95 b1 00 e4 06 33 1a 97 01 1d 17 27
a9 3d c3 al 71 45 ac 8f da ca 88 3d 63 66 c5 69 b6 cc 8c c6 65 40 c4 c5 db Ob b5 67 38 1c ae 88 f5 51 13 81 80 85 ch 53
cd 95 b1 00 e1 06 33 1a 97 01 05 17 27 a9 3d c3 21 70 45 ac 8f da ca 88 3d 63 66 bf 69 b6 cc 8¢ c6 65 40 be c5 3b 4f b5
67 38 ec ad 88 f5 51 13 81 80 79 cb 53 cd 95 b1 00 de 06 33 1a 97 01 ed 16 27 a9 3d c3 al 6e 45 ac 8f da ca 88 3d 63 66
b9 69 b6 cc 8c c6 65 40 b8 c5 5b 20 b5 67 38 bc ad 88 f5 51 7b 8f 27 f6 8¢ 99 d9 a6 d9 32 33 1a 97 01 d5 16 27 €9 b7 be
e2 bd 6f 7b f3 6b c6 b3 e5 a9 f6 ca 18 6f 80 d9 1d fO 34 92 2d 3e af aa 3d c3 61 6¢ 45 ac 8f 9a 08 04 Oc 5b 9e 6a ae 8c 05
c0 36 98 d1 b8 Oc e8 b5 38 49 ed 19 Oe 5d 2b 62 7d d4
Data Ascii: )6Ze8LQS3'=qE=cfie@g8QS3'=!pE=cfie@;0g8QyS3'=nE=cfie@[ g8Q{'23'o{ko4->=alE[j68I]+b}

2021-12-02 15:37:58 UTC 1153 IN Data Raw: 2a el 12 15 95 a0 89 8a 4a 8 44 45 25 80 a2 a2 12 46 51 51 09 a6 8 ec 18 4c 2a 3a eb 81 61 45 59 c5 bc a2
ac 61 64 51 d6 30 b5 28 6b 18 5c 94 35 cc 2e ca 1a c6 17 65 0d 13 8¢ b2 86 21 46 59 ¢3 1c a3 ac 61 94 51 ¢9 9d dO 8¢ 8a
4280 46 45 25 4c a3 a2 12 ac 51 51 09 d9 a8 a8 04 6e 54 54 c2 37 2a 2a 41 1c 15 95 50 8e 8a 4a 40 47 a5 17 18 eb a8
b4 98 8 16 0a b3 e9 5 f6 18 b5 7e db 83 72 8f ce c9 b6 b7 50 74 6b 6 28 44 a7 32 90 4a f3 1b aa 44 df 9e 7a c8 ed 71
13 07 7f 81 ea 9c 3d 53 26 ¢3 4b 54 c0 50 08 4f 67 23 9d 1b d3 50 28 4e 48 ba f4 6e a0 09 46 €0 24 3d 1c cc 54 cb 42 4b
42 96 52 8¢ 06 66 d2 79 d1 b0 54 4c €9 ad 0Of 7d 73 d9 f9 49 0f 07 53 15 33 37 18 04 29 c1 18 0d 2c a5 3 82 66 a8 18 27
2a 5d 7a 37 d0 44 23 70 95 1e Oe 66 2a 66 al 2b 21 4b 29 46
Data Ascii: *JDE%FQQL*:aEYadQO(K\5.e!FYaQJFE%LQQNTT7**APJ@G~Ptkn(D2JDzq=S&KTPOg#P(NHNF$=T
BKBRIyTL}sIS37),i*]z7D#pf*+IK)F

2021-12-02 15:37:58 UTC 1155 IN Data Raw: aa ff 21 97 9b 3b c5 35 05 be 28 7e 74 b4 ec 10 02 d2 4e 69 15 23 4d f5 df e7 a2 63 d2 f0 a2 b8 a6 40 17 c5 11
99 56 1c f2 9d b2 Oe 9c a6 fa 1f 72 b9 b9 53 5c 53 €0 8b e2 92 48 5 0 43 05 2e 83 5f aa 5d b2 0 cd 5b 6f 34 7e 03 28 7d
c1 b9 88 90 56 3e 2d 5c 08 49 2b 77 c4 6b 39 69 86 34 86 8f 3d a7 51 69 86 4c 86 bb 7b Ob 86 8b 7c 4e ec cc 4c¢ 23 cf 43
ce e4 b4 ee 2c 0 37 29 fc 43 6b 67 84 1a 7f 3e 73 06 a9 8d 27 ¢2 2¢ b5 64 07 af 15 e3 b5 61 06 aa 56 7b 52 b8 6a 97 ff
ce 2e a2 d5 72 8d 2 ¢9 f6 20 cO d3 a2 48 c9 69 49 64 d8 b4 24 32 66 5a 12 19 30 2d 89 8c 96 96 44 86 4a 4b 22 €3 a4 25
91 41 d2 92 c8 08 69 49 64 78 b4 28 12 36 5a 94 08 18 2d 4a 84 8a 16 25 82 44 8b 12 el al 45 89 c0 d0 a2 44 48 68 69
ed 31 06 2d 25 8d 19 68 87 84 01 68 87 80 €9 67 87 80
Data Ascii: 1;5(~tNi#Mc@VrS\SHC._][04~(}V>-\l+wk9i4=QiL{|NL#C,7)Ckg>s',daV{Ri.r Hild$2fZ0-DJK"%Aildx(6Z-J%DEDH
hi1-%hhg

2021-12-02 15:37:58 UTC 1156 IN Data Raw: Oa 3a 5b a9 af bf 6b e4 a0 fe 8e 3¢ a5 3d 60 98 52 1a 5f 45 52 92 9d Of 29 4c {7 bf 6b e4 a8 fe 7e e8 a4 3d 60
6e 52 1a 5f 05 4d 92 9d Of 4f 30 d3 fd ef 1a 39 7a fa f2 a3 24 ed 01 23 92 d2 8 2a 3e 92 ec 7c 48 61 fe d9 d7 33 72 54 7f
3f20 d2 1e 30 0d 29 8d af 42 21 9 ce 87 37 21 a7 fb df 35 72 50 7f 47 f6 d1 1e 30 f8 28 8d af a2 1e c9 ce 87 14 a6 fb df
357254 7f 3f cc d1 1e 30 e3 28 8d af 02 1c c9 ce fb 14 74 ba 51 5f 7f d7 c8 41 fd 1d 89 46 7b cO 38 a3 34 be 8a 65 24 3b
1f 52 98 ee 7f d7 c8 51 fd fd €0 45 7b cO e4 a2 34 be 0a 5b 24 3b ef 53 d0 99 45 7d fd 5d 23 07 5 77 e4 14 ed 01 43 8a d2
18 2a 42 91 ec 7c 48 61 ba ff 5d 23 47 {5 f7 43 12 ed 01 13 88 d2 f8 2a 18 91 ec bc 4f 41 27 11 15 f5 77 8d 1c d4 df 91 3e b4
07 8¢ 1e 4a 3 ab b8 43 b2 3 21 85
Data Ascii: :[k<="R_ER)Lk~="nR_MO09z$#*>|Ha3rT? 0)BI7!5rPGO(5rT?0(tQ_AF{84e$;RQE{4[$;SE}#WC*B|Hal#G
C*OAW>JC!

2021-12-02 15:37:58 UTC 1157 IN Data Raw: 54 e8 ad 86 fb 41 b7 el a5 00 fO e3 08 5a 6e 56 2b 10 cb 3 d0 9d 5f b5 3a da Ob ba 80 4b 04 fc 5d b1 23 fe ca
8a 6f f7 75 fa f4 b4 c6 37 12 37 05 b1 6¢ 01 7d al 15 98 54 73 02 24 7 db 8e a3 9f ec ee ee 9c e9 d6 e6 Of 47 df 3c 3e ff
86 cf 7b bb 8e 7e 7a b6 73 be 73 7c b1 79 bl 7f 72 ac 5b ¢5 47 47 ff b4 73 f1 fd 1c Oa be 9c eb d6 fd be a3 f3 e7 ef 50 ef f4
e4 8 7c 47 b7 52 51 69 6b f3 74 3 3 fe el fe c5 fe Oe 54 fd 3a 73 74 b5 44 69 30 db 73 f4 b3 d3 2d 9d 4f fd b6 8b 83 al
3ff1 83 64 94 94 09 2b 3c 2a el e8 ed 09 78 d0 1f 86 4b e4 8f f9 24 14 0f ac 98 8e 4a fe 8c dO e5 4f bl e8 83 d3 f5 fd 88
40 35 b7 ca 26 55 2f f3 19 92 32 1d f9 53 3a d4 97 3d Of 7b c8 06 9a 6f 96 40 57 ee b5 f3 59 5a fa 3f 76 70 58 03 08 50 9a
66 a5 36 f1 73 60 69 69 96 be el cd
Data Ascii: TAZnV+_:KJ#ou77I}Ts$G<>{~zss|yr[GGsP|GRQIiktT:stDi0s-O?d+<*xK$JO@5&U/2S:={o@WYZ 2vpXPf6sii

2021-12-02 15:37:58 UTC 1158 IN Data Raw: 54 c8 ac a6 1e al 20 2d 20 Oe 96 68 72 42 0d 48 14 5d Ob 14 d8 5d 84 02 9f 66 6e bd 2d c7 fe b8 9f d4 35 6a
c0 ¢l 27 ac 69 Oc d7 c2 9c e6 54 5e 8d 45 8d 66 8b 30 69 53 52 c2 Oe ab 11 c0 78 f5 70 bc fe b3 e3 14 2¢ 9c e6 6¢ ab 6f
b4 ec f5 03 a9 bd f4 Oe b7 24 c7 f3 a7 51 92 9d 65 01 54 49 41 d9 8 ef Of 64 ab a3 67 17 79 97 44 6¢ f1 a0 d3 d7 Of da ea
68 d1 a0 fa 04 ed 99 80 4f 69 79 98 84 2c 2d 98 b0 5b 9f 4f 27 64 94 54 d8 76 85 83 2f b4 31 1b dd 9e bl 11 03 26 7e c4
5 b5 45 bd 6f f5 5 fe 5¢ d3 e6 20 28 35 b0 4e a7 e3 be 4e d5 aa d8 49 04 c5 09 42 f4 8e ed 47 fO 1e 28 3f cb eb ae 96 78
57 b1 c2 78 9f 69 60 2a ec 80 4c 37 7b 2d eb 10 59 90 fa ec f7 62 91 db 49 31 41 eb Ob 5a f1 5d 41 72 7c 57 el 21 52 e0
45 8a 71 e4 4f a4 dO bb 36 b7 f6 bb e2 38 50 71 df
Data Ascii: T - hrBH]]fn-5]'iT*"Ef0iSRxp,l0$QeTIAdgyDIhOiy,-[O'dTv/1&~Eo\ (SNNIBG(?XWxi *L7{-YbI1AZ]Ar|W!REqO68Pq

2021-12-02 15:37:58 UTC 1160 IN Data Raw: 40 09 93 ef 09 62 Oe 8f d5 68 98 1b be cd e0 7c 07 cd 12 d7 00 89 2c 80 51 06 4f 4f 20 14 e0 78 Oc b8 fc Oe 06
d2 24 3f f0 48 4a 89 08 b4 9c 88 fc a9 55 01 1f 56 af 70 ef 78 c6 69 fO b6 b5 de 40 d5 88 04 ee 08 c0 11 cO ff 70 42 el ff
82 87 4e 74 05 4b 8e 2c d8 7d 85 5f 42 dc fd 1b 3d b2 70 50 60 99 3e le 9a c8 fe ca f9 51 35 81 7f b0 06 3f 9¢ 91 bd c7 c5
dc c8 6¢ 1f d7 b8 3a cd ff Ob 5 81 b2 b5 de 8f 71 ¢6 7f 1b 1c 84 b7 de bf b0 d2 18 25 9¢ 08 c9 de 03 fc 82 07 eb 16 7f c7
f2 77 8c bf 71 ¢3 22 14 6e el ff b8 49 05 ce 84 35 b6 3a e5 05 c8 d8 61 09 30 45 e3 17 50 c1 82 d8 30 f2 be a5 16 f3 8b
31 62 04 b0 6d 79 79 6¢ 8f €0 29 ab 71 26 b7 a6 b0 16 0f 04 8¢ el 06 00 d6 fe c4 80 de a0 66 2c 60 a7 19 49 e4 €9 ab 9
aa 6e d6 ae e2 a9 €9 50 93 78 65 45 b6 f9 8a
Data Ascii: @bh|,QO0 x$?HJUVpxi@pBNtK,} B=pP >Q57?l:q%wq"nI5:a0EP01bmyyl)q&f, InPxeE

2021-12-02 15:37:58 UTC 1161 IN Data Raw: 92 fa 3c 29 5d 28 a7 cc 42 44 56 5e el 4f 8b 27 13 6¢ b3 91 3f 53 5e b5 8e 84 ¢5 51 5b ad 40 05 56 85 df cd 57
bc cc 42 eb f8 47 98 b1 a3 af bf 05 a5 70 d8 3d 3f 96 dc al b3 32 9c 90 f4 75 98 0d 1d 1f 30 8b a5 7e 30 62 fO 6b 88 d6 19
58 de ce 0f 98 0a 12 e6 c2 b9 d4 fd c8 9f a0 a7 ed fb 04 6 9d 4d cb ef 11 2e 40 bf 42 26 70 6d 47 05 74 46 ed 31 70 36
b6 d5 41 b6 el 9d f7 el 37 d3 05 da €9 79 bd 70 da 68 48 1d 46 5c 09 6f 78 18 bf 17 d9 34 0f 19 08 30 49 89 2b 70 d6 fe
1cf6 1c a7 8d f5 9d {7 ff ee 7b el fc b6 d6 2c af ce cf 6a Of 7c 94 aa 92 62 58 3c d7 86 c6 ee 83 a8 ac e7 74 9b ce 4d 67
c1d2 88 d3 56 4bch 19 e0 64 8e 91 53 e2 8d 6e a9 13 15 €9 0f d9 34 8d 8c ce 32 6b 72 b0 aa bf 05 d2 b4 a6 5b 4b 7c f5
d4 74 11 58 2c d2 e4 a6 25 df df c7 fb 24 2a 63
Data Ascii: <)](BDV/O'I?S"Q[@VWBGp=22u0~0bkXM.@B&pmGtF1p6A7yphHF\0ox401+p{,j|bX<tMgVKdSn42kr[K|tX,%$*c
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2021-12-02 15:37:58 UTC 1162 IN Data Raw: 73 52 49 60 5a 1c 53 bc €9 35 7a 8c 78 30 3b 7f 7 f4 a4 eb dc 6f 39 68 fa 2b 77 ab 53 c5 53 51 4b 3f d0 f6 b7
45 a8 10 35 75 fe 5f aa 55 ff f4 d5 56 c7 8a 3d 53 97 30 90 be 64 2e 7b 06 30 5a 81 d6 05 8 9a Oc 94 80 4d 46 74 4d 41
50 88 ce a7 9c 6b e6 47 7e 0a 22 3c 60 f1 d3 13 21 04 85 32 d6 d8 2d 6¢c a3 cO 7b 98 45 90 18 fb 37 Oc 83 eb f0 6a 01 74
46 11 a0 ec 49 99 ff 57 db 51 41 f1 85 5d 91 9b 22 90 e8 06 7f f6 45 89 a0 77 8b c7 63 9e 27 €9 cd e6 1d 80 19 69 24 ea
21 e4 d0 8c ac 77 dc cb 64 5d 7 bb 35 38 76 d6 16 €9 40 3a €9 e4 2a 81 c¢3 00 04 55 1f 5¢ e5 Oe ac 3c 81 aa 87 6b 4f 3e
6c a3 1e 8¢ 16 12 57 04 79 40 3f b8 fe e2 34 4f ee 30 bl 3f 4b 4f 73 36 28 b6 40 21 1e 02 1f 89 fd 42 71 44 4e 41 dd 78 5d
bb 8e 0f 73 5a 81 6d 91 27 eb 1e ce 54 76 6f f7 b3
Data Ascii: SRI'ZS5zx0;09h+wSSQK?E5u_UV=S0d.{0ZMFtMAPKG~"<"12-{E7jtFIWQA]"Ewc'i$!wd]58v@:*U\<kO>IWy@?
400?KO0s6(@!'BgDNAX]sZm'Tvo

2021-12-02 15:37:58 UTC 1164 IN Data Raw: 15 5 fd b0 53 7b 73 73 ab 59 29 83 d7 9d 5a 27 a7 5f ce 9b d5 b8 eb 12 fd a0 dc ce fc d2 d8 1f 6e 94 ca e7 5f
4e 4f 4f ce 2e be 7f f8 Oc 92 a6 5a 2b 7e f7 db 87 4e a7 7b 50 d8 1a 7c f2 7b a7 d6 d7 d3 df db 95 fe d0 9d b8 91 b3 b5 45
c7 15 2d 60 da 97 51 99 fb 3a e6 ab b5 bb f9 a3 d9 4d cc ee c2 ff a2 9f bd 9d af 15 60 23 36 f0 a7 a3 d2 19 3c c8 fb 00 53
79 al 12 bf 36 40 43 c4 c5 a3 38 26 0d 02 d1 61 65 a5 3b 8a e7 f1 37 bd 70 ac 63 41 1a d4 12 2d cc 18 6d 40 76 67 e0 b5
a8 78 21 a6 86 80 a7 0d 15 17 44 92 66 4b 92 Oc 3b 25 ed 3a 00 14 4c 59 17 ee d7 66 fd 4f f7 3d b5 db 5d 42 51 8b c0 2b
d2 fc 45 86 c7 ab d9 64 70 cf 49 47 fc a0 8a 50 3d 69 15 6a f2 ee 6e 23 Ob 23 93 d7 03 08 03 e0 9a 4c fb e5 b9 2f 93 a6 bc
e2 8b 5b 6f 40 a0 b1 26 2c 87 93 39 46 5f 37
Data Ascii: S{ssY)Z'_n_NOO.Z+~N{P|{E-'Q:M #6<Sy6@C8&ae;7pcA-m@vgx!DfK;%:LYfO=]BQ+EdpIGP=ijn##L/[0@&,
9F 7

2021-12-02 15:37:58 UTC 1165 IN Data Raw: bf f2 4f Oc 38 af f9 Oe 81 05 5 b7 78 d4 b7 a3 4f a6 c1 28 09 75 6b 2c 02 2¢c b8 21 d0 f9 7c 8d 17 63 f3 28 31
27 f5 ef 92 a1 0f e7 ¢5 9e 16 2c df 1c c2 86 3c 3d €9 5f 8e 3f 1f 9f 7c 3b d6 ab c0 66 20 e2 d1 34 2c 29 4d 01 15 fd b9 8c
9e 09 65 84 4c d4 27 57 65 7d 57 0a 4c d5 Ob fO ea ab 5b e7 ee 47 95 0a b4 9c d6 Oa 11 00 6¢ eb 39 d5 bl 29 29 af 2f 63
67 94 2b fd c5 a4 54 ea 24 dc 10 55 64 8d 05 40 f9 63 e7 57 3c f28d 89 34 dd e2 cd 79 18 bd 13 91 e4 b4 62 8a 4a a3 6b
95 68 db bb 95 cb 58 05 89 64 65 f3 85 7e al 26 a8 3a ae 77 85 17 6¢ 49 97 cd 96 7a 7a 75 59 5f bd 5b 68 43 ec 95 6f 98
4e cf d5 43 b2 23 a8 60 5a 41 df ed 44 44 a9 c2 1b 59 31 {3 44 41 45 46 b7 db 64 54 46 64 d2 7c el f8 6d 74 96 8a 01 87
edace9f270ala7 77 2e 10 8e bc 2d b2 52 c¢8 7b
Data Ascii: O8xO(uk,,!|c(1',<=_?|;f 4,)MeL'We}WL[GI9))/cg+T$Ud@cW<4ybJkhXde~&:wllzzuY_[hCoNC# ZADDY1
DAEFdTFd|mtpw.-R{

2021-12-02 15:37:58 UTC 1166 IN Data Raw: Ob 30 ad 44 d6 fd f6 b9 23 8b f9 b4 15 5 cc d1 89 Oc 44 22 98 e4 4f 61 5f 8 4b 17 {7 ce f5 07 30 60 €8 42 eb €5
ce 34 67 37 be b6 9d a5 c3 11 d3 cd 66 92 f2 2f 7b 9b 5b 9f 9d 45 c7 41 Ob a0 d3 29 45 07 d5 17 44 68 €3 2¢ 62 a3 37 6f
f4 5 56 97 8¢ 68 f5 17 1d ¢8 5e 98 €5 91 f0 68 42 db 30 c3 5b 69 df bc 49 0a 11 0f 55 cf cf fe 05 f6 9d 22 a3 7b 6f 52 1b 91
30 90 3c 0 4b 94 30 €6 1b ef 3b b3 10 95 31 8d 5¢ f2 b0 d1 83 b8 6a 6 50 de 6d 6d f9 7d b1 bb 4a ec 5d 6b 85 3c f8 96
27 93 e1 56 32 49 a5 2d d6 c7 e2 6a ef 4c 28 d8 db ce 82 18 b6 e7 bc 09 d3 96 5f e4 ¢5 5b 32 7e 3¢ 90 7b bd 3f db el 3d
02 ec 13 06 €9 ff b8 26 9f 17 d4 fd 5a df f5 dd Of Of bc fe 4f 61 5a dc 85 a2 35 9c 7f d5 5d d4 d2 06 5e 47 92 33 4c b0 60 1c
02 ¢8 48 1a 40 f8 fa 5a 20 b ff 39 20
Data Ascii: 0D#D"Oa_K0 B4g7f{[EA)EDh,b70_Vh hBO[ilU"{oR0<KO; 1\Pmm}J]K<'V2I-L(_[2~<{?=8&Z0aZ5}"G3L"H@Z 9

2021-12-02 15:37:58 UTC 1167 IN Data Raw: a4 14 42 95 5a 7f 73 8b 68 21 cc 78 07 26 77 a8 7e 19 02 f5 2d 5b 85 67 58 78 5b 15 8a 64 ec 7f 62 65 ba 4d
fb a9 ba 1a 34 cff5 d2 82 bl e4 08 ea c7 c1 89 34 ed 62 24 2e 45 c3 d3 7d 58 7c Oe 3d 76 82 f3 66 ac f5 02 7b 55 9f 65
b1 3d 8e fa bl 21 5f 2a a4 c7 b2 08 5d 91 64 55 ed d2 42 32 ff d6 1f b6 01 el a2 29 4d 7d 63 c1 59 19 56 3d el 25 6f cf d4
96 4a 72 55 5f c2 7a 57 fd d6 de 42 79 0d 13 2c 5b 53 f7 d4 f1 dc be 2f 45 a3 69 76 a3 9f 12 f7 7d d3 dd c1 2f fa 35 60 e7
f1 3ec4 27 1d 08 cc c8 71 64 62 d2 e7 6e e8 fO de b3 37 94 60 2a 10 17 66 4e 02 3c 2a 2c 07 71 44 5a d5 8f 5e 6a da 15
5f95d6 63 fc 54 17 77 9d e0 a5 ed ea b7 ba 26 53 a9 c0 cf ad ¢3 17 72 a9 da f3 a4 Ob 66 19 08 44 85 1b 56 d7 38 6e f2
3b 88 eab56fha7a2a85bc9 1617 16 7d c4 30 6e
Data Ascii: BZsh!x&w~-[gXx[dbeM44b$.E}X|=vi{Ue=!_*]dUB2)M}cYV=%0JrU_zWBY,[S/Eiv}/5 >'qdbn7 *fN<*qDZ
A_cTw&SrfDV8n;V[}0n

2021-12-02 15:37:58 UTC 1169 IN Data Raw: 75 f0 31 d3 fO 55 04 €9 75 6d e2 4f 67 93 61 ce 9e 1b fb 69 e4 da 11 36 1d 29 5b 33 9b 8d Of 80 94 8b e8 ea 20
9d 13 13 5d 42 06 c¢7 90 75 3f 0a bc 5¢c ¢9 b2 2¢ 67 0f bl 61 f2 31 ea 10 06 4e 81 26 83 dO cf 47 95 78 86 cf 2a 69 c7 15
771427 17 2a a2 31 f1 el 6d 5e 73 8b 3d ab 5d b3 f3 ca 2c 1e 66 31 da fa 1c 32 1e 04 c5 f1 64 34 1d 4d 1f c7 7e d1 b5 87
ae df 97 00 e6 c4 d5 83 a7 5a dO ce 33 80 59 f3 Oe 1b dO ae e8 05 d5 1c fa d3 8b 60 e0 03 c6 f2 d2 78 72 8¢ 38 50 cb dc
28 e9 73 86 99 8f 49 cc 18 2e 40 18 e3 ¢2 65 b8 70 05 3a 11 17 07 41 0a 0d 76 b1 53 9c 76 fd 61 9c dc d6 9f 00 4e 47 9f
4e 1e 9f bc be 03 ef fa 1c e8 c6 ed 22 02 08 35 7e 1f 18 80 07 1f 00 03 c9 52 2e 2f e5 2e 2a e5 e7 09 67 71 39 0f 41 60 48
83 67 44 e7 5a 02 9f 08 5b 6a f8 79 77 3e 06 84
Data Ascii: ulUumOgai6)[3 |Bu?\,galN&Gx*iw*1m”s=],f12d4M~Z3Y xr8P(sl. @ep:AvSvaNGN"5~R./.*gq9A HgDZ[jyw>

2021-12-02 15:37:58 UTC 1170 IN Data Raw: 04 ed 47 90 05 75 59 ec ca e8 17 b4 c¢8 71 55 18 6a €6 cc a8 ¢8 1b 80 b1 96 a5 2c 7f 2f ff 37 72 19 5f 37 50 5a
d4 4d 2f ff 2f 5¢ 3e 81 5f 3e dO ca 5a 54 6b 04 5e 1e db 3e Oe f2 da c2 96 72 6d 3b e8 fb 5e 6e 3a ca al 70 95 Ob a0 33 f8
€0 a0 Oc 65 54 50 e6 db 6e 56 99 d0 9d 18 9f 5e 02 7b 20 6a b1 71 66 58 cb Oe db c5 04 2a cc a2 09 a4 4f 7b d2 f1 a7 7a
41 cb 21 7b f3 50 ff €6 32 db 68 9c ¢7 56 71 60 fe 15 64 29 21 c7 fb 34 99 0d a7 dO f5 62 df Oe a7 24 b8 6d 6c 2c fa 22 64
¢4 3d 8e 96 55 f9 8¢ 37 ba 29 30 e8 0f ¢6 d3 c¢7 9b 90 11 2b aa 57 86 9d 42 41 ac 55 d9 a8 d7 db 4b c7 9f e4 78 ec 9a 07
92 12 a3 5b d0 90 01 8d 5e 71 3c Ob bb 79 8d d6 38 dO c2 b9 7c 65 59 28 30 c5 9f d9 b8 6b 4c 82 f2 ad a5 64 d0 8e 30 c2
€5 8898 06 50 72 6f 74 47 a3 dO df 67 9f 68 4a
Data Ascii: GuYqUj,/7r_7PZMIN>_>ZTkA>rm;”n:p3eTPnVA{ jgfX*O{zAl{P2hVq d)!4b$ml,"d=U7)0+WBAUKXx[ q<y8
|leY(OkLdOProtGghJ

2021-12-02 15:37:58 UTC 1171 IN Data Raw: 5e 23 d9 f1 Oc f7 ca 62 2c 16 bf db b7 6¢ 8a 68 86 0d 60 €9 c6 b0 67 d9 7c 75 bb 4b 56 88 7b 2f 31 97 e5 Oc 8b
ch 37 dd e9 74 6¢ 6a eb 96 c3 e6 9f 3b ea 6f 6¢ 50 62 98 4c dd 5b 2f 9b 9b 65 0b 52 60 fa 77 81 21 7b fe cf 93 76 5e bb 21
72 ad 8f c7 2d ef €6 46 13 7b 3b ae e0 4c eb 65 60 f8 93 1e e8 3b ac ce d7 af 81 fb 80 50 3¢ 1a 75 fa 28 82 82 90 1b 7d
19 00 3d c9 5f ae 8d b0 a7 92 3d 6d 66 27 08 bf 83 ec 95 d7 20 c5 fc b9 39 9a 74 8a c4 9d 83 d9 80 c9 df 66 c8 Oc 8d 20
52 99 la ac a0 9b e5 75 cb 8e el 2e 1d 6¢ 97 de ee 34 77 71 01 99 aa 9a 59 59 b1 b0 cf 82 ea 37 37 66 aa 35 0d b7 46
ed 89 fb 62 20 f9 98 10 9a d9 8e 15 6d Ob b4 60 25 82 aa 66 Oe fO 84 bc 53 a8 ee e8 46 b9 c4 65 02 36 de f7 69 46 4d e2
ce be 2d ac 33 3d cbh 91 2d e8 dc 58 d3 91 6¢ 35 67 29
Data Ascii: M#b,Ih"g|uKV{/17tlj;0lPbL[/eR W{vAlr-F{;Le";P<u(}=_=mf" 9tf Ru.l4wqYY77f5Fb m %fSFe6iFM-3=-XI5g)

2021-12-02 15:37:58 UTC 1173 IN Data Raw: db 68 6a 25 0a 60 44 33 a6 7b d9 91 27 17 78 5a c2 3a 8f 0d 24 37 95 01 58 1b bb 91 5a 20 49 6f 03 5d fa 58
96 18 3a 1d 3f 9c e6 ec dc ed 70 f4 30 8c f6 08 08 71 64 79 ba b5 64 64 d6 6e 41 b2 4d 6a 47 b7 c0 fa d3 29 67 99 94 bf
52 a5 d6 6e 81 6d a4 33 35 db €9 94 8b 4c 9e 6f 3d 05 09 fc b0 71 d4 6f b9 29 34 b6 3d 34 46 c3 e9 64 d4 ef fb 2a 03 24
2b 84 23 bd 9f 1d €9 a4 5f 57 df 8a bc 70 b3 2e a9 5¢ 5d 65 1e 5d cd a4 52 1d 3e 04 38 €5 50 e2 78 72 6d 58 63 b8 19 88
86 c9 8c e5 87 3d dO 4f c2 68 fb 3e 8f 82 6b a7 a0 e9 9a 29 a7 6b b5 44 15 82 a8 78 35 51 4e 91 e cc dd 86 45 25 93 b5
3f 82 9 8d 7b 41 53 34 ca 88 02 88 be 1b e4 b2 98 47 0d 25 e5 51 c2 49 5f 44 55 32 dd 66 1a d7 0a b8 39 f4 fc ac 85 c1
d4 07 5a e3 Oe db 22 9b 36 9f 1b 07 49 6¢ 92 83 51 5f 4f
Data Ascii: hj% D3{'xZ:$7XZ |o]X:?p0qdyddnAMjG)gRnm35Lo=qo)4=4Fd*$+#_ Wp.\le]R>8PxrmXc=0h>k)kDx5QNE%?
{AS4G%QI_DU2f9Z"61IQ_O

2021-12-02 15:37:58 UTC 1174 IN Data Raw: 26 a5 40 89 94 20 64 4a cf 9e da 96 33 37 4e d3 be ae 12 83 b3 85 f5 17 Ob 26 45 da d6 10 46 05 64 52 6e 5b
4b ea d7 27 24 05 40 19 e8 16 b6 03 a4 f6 55 bd a7 c7 0f cO c6 02 84 2d d6 43 d6 af e4 96 26 c9 30 f2 39 8e 85 47 86 40
62 13 67 86 94 e7 89 7c 79 63 f5 42 89 2c e6 d8 ee de 57 8a a7 be 3f 81 56 87 be cb 8c a3 ac c6 cf d6 59 8f 1f 06 b6 ad
73 ce e8 85 bc db b7 f8 17 ae 60 ef 03 16 b8 db 09 34 01 9c a5 1f 20 67 ¢3 13 44 bc ¢4 27 el 1c 45 6f a3 68 e9 ef 89 45
b9 2b c9 cd 33 56 7d c3 8a c4 12 91
Data Ascii: &@ dJ37N&EFdRN[K'$@U-C&09G@bg|ycB,W?VYs'4 gD'EohE+3V}
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1174 IN Data Raw: fd 63 52 ba 61 68 53 a4 ed 2b d2 Oe 12 69 73 e3 32 2b 97 0f 90 64 be 65 d3 f7 31 fd 7b 36 fd 00 d3 7f 64 d3 3f
62 fa 5f d9 f4 7e 71 34 14 07 ff 64 21 df c9 bb 9c 92 e6 c6 df 2a ae 05 7d 70 8a c0 64 70 4b db 9f 84 d6 d5 13 48 ce a6 16
4e 67 43 13 ff 40 cd b1 d3 81 59 7e 5b 2d 55 b4 f9 35 ba c7 ba 74 1a 2f da 9a 00 b8 ce d5 8e 7a 7f f7 98 ff 1f 8e d3 83 ef
dc 06 d3 b3 8b 46 92 36 dO b7 Oa 84 e3 21 00 e2 da 43 2f 40 f3 2b 88 df 87 d1 d6 Od ff d8 b1 f1 48 1d 12 38 50 a4 ef a2 1f
0d e6 fb 91 ce e7 46 35 27 33 7e 93 f6 82 16 3a b5 36 88 f2 bc 2c ac bc ca ¢8 ad b5 1d 90 al 3c b5 ce b9 d2 56 a3 33 af
5d f4 96 1d el 60 54 08 cb 8b 20 47 0 68 b7 cc 7b 40 cf 94 55 8 84 c6 67 32 b8 9d 76 ec a3 77 78 d4 fd 62 b1 a8 c5 d6
c7 a8 95 b2 al cl 5a 1f fa 9e b6 1e 4d 38 3c
Data Ascii: cRahS+is2+de1{6d?b_~g4d!*}pdpKHNgC@Y~[-U5t/zF6!C/@+H8PF5'3~:6,<V3] T Gh{@Ug2vwxbZM8<

2021-12-02 15:37:58 UTC 1175 IN Data Raw: 54 00 08 ab 96 01 5d 3b cf 6d e8 01 77 3b 82 da 2a d5 b7 58 5b 75 67 1b 6b 8b 6a e2 ee 51 f4 62 74 45 aa 6f
61 3d 6f 10 eb bb cf 79 aa 08 1e 2b cf f9 Oe 7b dc 79 ee e2 ¢3 26 0d d2 32 68 88 12 0a 79 c4 78 09 28 7b 59 4e a4 89 82
18 6e el 2e 25 20 8b 40 5c de f3 f2 36 87 b3 2d e0 24 80 a3 21 8¢ 67 05 75 bc 7b Ob 63 16 c0 9f 9a 18 d6 5c ef 36 5e b3
4aef ed 9a cd 8c 4e b6 83 87 7b c4 e6 el fb f7 ef 4b e2 Ob 8b 0d 91 b7 37 5d fd f5 56 e5 ed d6 db 9d 37 dO 65 58 1b 21
1354 8c 56 3b db fa 3f 2a 02 24 92 ff 3f 17 9f f4 42 d9 88 32 6f bf 73 c9 b4 07 1a 20 48 84 52 b2 4d 65 01 6f 7a 0d 20 75
6b 00 a9 3d 5f 8b 40 bd 4d 82 ba 57 36 11 28 67 6f d3 36 6d 1e 03 c3 b2 f5 d2 bb f2 6b 7b 0f ca 63 3f cd 3c fe 35 €0 ad 52
de 7a b3 b5 5b dd d9 da 8d 09 2e 08 8f ed 63 dc 95
Data Ascii: T];mw;*X[ugkjQbtEoa=oy+{y&2hyx({YNn.% @\6-$!gu{c\6"IN{K7]V7eXITV;?*$?B20os HRMeoz uk=_@MW
6(gobmk{c?<5Rz[.c

2021-12-02 15:37:58 UTC 1176 IN Data Raw: 4a cf 2e ac 7b cf 1e a0 6f e7 d9 87 ee 6d e9 5c fO af bc ca 83 18 0f 6a 56 al Oc Ob 21 4a f4 95 ea 46 65 7b 1b
56 11 4b c8 8e 1c 46 48 45 1f 44 77 Of a4 3a b3 35 6¢ €3 21 85 c¢7 57 b6 89 1e 10 7b f6 ab b4 9c fb ca 35 13 89 ce 66 79
bb a4 43 73 0529 91 f4 a3 e4 Oc 1le 28 d8 d5 cf 84 c1 71 76 Ob fa 3e Ob 3c 9d ¢4 99 70 3a 46 66 c8 58 07 ff d1 05 3b 62
39 84 6b 16 67 57 5d 6b b3 2c b6 6e ¢9 27 31 59 ab 90 a2 d0 69 b0 37 af fd 7a 01 bb 61 €9 79 3d d3 Oc 67 40 1f d4 63 4d
1 fe 1c e8 81 05 ea 9d 2e fc de 6a 79 fc d6 d7 29 e0 08 45 c6 81 cf 8d e7 e7 d2 7b 07 b7 dd e0 cf 7b cc 9e 08 5e 82 b3
7e df 87 €9 ed 83 6a 18 4c d1 cf 87 3c 76 34 dd c0 35 09 30 41 01 7c 38 51 01 7a 29 4a Oe 23 80 2a 8e 3d 4d 4c e0 bc cO
cd b6 e9 6f 99 fe 56 e8 6f 95 fe 6e c1 5f b9 3d el 16
Data Ascii: J.{fom\jV!JFe{VKFHEDw:5I'W{5fyCs)(qv><p:FfX;b9kgW]k,n'1Yi7zay=g@cM.jy) E{{"~jL<v450A|8Qz)J
#*=MLoVon_=

2021-12-02 15:37:58 UTC 1178 IN Data Raw: e6 61 60 81 6a e8 17 5b df 01 01 c6 ea a2 05 18 7e 7d 9d 89 20 4e le d5 af e7 36 €9 fe 3b 20 42 e3 9e b6 93
6f 03 0d 6d c0 8a 88 74 54 d1 0d fc 00 25 9d 7c 07 d6 a6 0d e0 cc cf 5d dc 7c 36 4e 13 6¢ 12 7b 78 72 ab 3f 9d e0 a4 89
60 b4 2d ad fe al bl df 3c f8 f8 a9 f5 f9 cb el d1 f1 c9 e9 d7 b3 3 8b cb 6f df 7f fc f5 b7 ed b8 20 04 75 ba 41 ef b6 3f 18
8e c6 77 93 70 3a bb 7f f8 f9 f8 ab 54 ae 54 b7 b6 77 de ec be d5 8a el b8 1f 4c 91 e0 80 8d 5d 69 85 d7 96 66 cO 5f f8 b3
79 63 d1 df 22 fd d5 68 a7 b0 b6 cd 79 49 24 13 71 ¢7 4a e7 ca bd 8e ab d2 6b 30 3f dd 6b 58 58 e2 30 el 6b b8 68 79 f1
a2 5588 a2 84 c3 8c 88 27 3a8c 71 1b 14 e6 3c fd 02 26 e7 73 be Of 7f 9e 5d 35 fa c8 cc 33 ce b3 €8 72 71 2b 1c 62 61
59 31 2e d3 fc ec 82 19 d0 2a c8 48 d0 c8 04 ab
Data Ascii: a’j[~} N6; BomtT%|]|6NI{xr?"-<o uA?wp:TTwL]if_yc"hyl$qJk0?kXX0khyU':q<&s]53rq+baY1.*H

2021-12-02 15:37:58 UTC 1179 IN Data Raw: 4f ¢9 83 ¢8 b1 5b 14 dc 3d 98 75 26 bb 4b 71 1f de 38 c5 b8 3a ef 37 6d 58 b2 28 52 9b e4 8d ¢8 36 Oc cd 27
a6 34 8ac513 b7 71 31 18 03 89 85 ee 66 d9 60 db e5 ce b5 bl 4e Ob 24 56 f0 fc ac 8d 88 9a 62 Oc 41 1a f3 05 0a 42 61
d6 7a 7e 1e 02 3a 13 51 1d 24 a7 27 9d 9f 86 dd 04 b0 f8 b6 25 19 77 72 6 7c b3 fc ce c3 fO 2c 83 f8 80 b7 67 38 85 2 26
df f2 ec f1 f0 2c 98 e3 78 36 70 fc 49 f1 a8 fe 3 e6 5b fd fO b2 39 ¢7 33 28 c0 e8 f1 de 33 92 1c 18 d3 f0 65 a6 el 58 3e da
2d e9 08 fc 1e ee 35 40 bd 06 eb 24 ef eb f3 f3 08 3 bf 8c 91 17 60 83 ec 4b 4f 7c c1 da db 18 25 52 92 50 58 3b 6d b9 9d
3b 9c 4f 6d 26 09 ae 8d fa 16 9f 81 ed 89 ef ff f2 7 12 6f 79 18 37 18 3b 63 9¢ 9c 2d c2 34 39 28 30 2c 31 d8 28 62 Oe 87
7 89 6e 39 cd 5a ae a9 73 20 bf 50 e7 24
Data Ascii: O[=u&Kq8:7mX(R6'4q1f N$VbABaz~:Q$'%wr|,g8&,x6pI[93(3eX>-5@$ KO|%RPX;m;0m&oy7;c-49(0,1(bn9Zs
P$

2021-12-02 15:37:58 UTC 1180 IN Data Raw: bd bc d0 11 15 a2 81 3b 55 49 b6 b5 0f b7 ec c2 96 3a 1d 10 d1 b9 ff af 13 c5 2b 2e 9b 6¢ c6 3e dc a2 cb 34 ba
44 d6 8e 99 e0 9d 74 ad 75 ad 8f 54 03 ca 27 95 d4 d7 aa c9 2c 67 47 fd da fe 2d dd de 73 02 2a f2 39 e4 ac c6 39 85 d7
68 83 e2 8d c4 e2 ff d9 62 45 af 2c 24 6d 10 Oe fe c2 8a cb 58 1d fb 56 91 be 7d 84 4f 15 f6 e9 2b 7c 02 9c 54 a5 af 2d 8
0a 70 18 5f 01 63 00 d8 3f 41 52 8¢ 82 b2 02 41 32 0a 93 58 5a d4 {7 af 2f eb fb ¢7 05 5d 5f 13 78 a9 d0 91 a5 43 d9 8c 66
bb 8a a9 7e c8 28 a9 2c dc c4 16 ac c0 ac 83 Oe cf 75 ae b4 fb 51 20 3c 8d ae e0 b3 ¢7 63 8d c7 5¢ a3 98 b6 2d 8f 87 38
b8 d2 f8 9d 67 45 1f 2f 60 3b c5 €0 a0 47 2c 34 59 f1 84 65 dd d7 ae 9f 9f b9 79 8a c5 a4 98 39 89 18 7b ec 76 60 61 55 ec
8f 3a 2c 2c b2 25 7d fd 3c Ob a7 e7 fe f4 72
Data Ascii: ;Ul:+.1>4DtuT',gG-s*99hbE, $mXV}O+|T-p_c?ARA2XZ/]_xCf~(,uQ <c\-8gE/";G,4Yey9d{v aU:, %}<r

2021-12-02 15:37:58 UTC 1182 IN Data Raw: 6f eb 93 Oc ec f8 fd 00 e8 f2 cc b7 3d 7f 02 cb 05 bb b7 3d 75 76 88 6e f6 a3 d1 d5 dd e8 a9 b6 c6 a2 ef 03 7e
63 af 35 bc 77 2d 04 c5 89 ce da 19 1d 14 0f 2c bf €8 3c 4e fd 43 46 70 9d 77 fO 9f 9f d2 e2 a7 cd 56 9c d4 12 fd 2b ef bO
Oe fa 46 c7 88 22 99 77 37 3b 06 d5 f5 ba 82 31 96 18 6b 2a 12 07 56 5¢ 46 ce 74 8b 10 31 a7 19 ed e8 78 09 cc f3 bc a0
81 01 28 90 f0 67 3e af 61 57 6¢ af 1e 4a el 3c 28 08 €0 1c e6 80 8c 9c 98 f1 29 56 77 64 3e 82 dd 39 8¢ dd c5 49 3a le
68 66 1c cd 49 af d3 7c 11 41 67 d6 c1 66 64 b9 5b ba ea 3b 62 d5 17 3b 77 8a cc b4 93 17 ad 06 ec 8e bc Ob 31 09 6f 14
0Ob ae 88 b3 35 1b b0 1b 74 60 3d d4 49 f2 d1 0a 78 16 42 e3 2f 78 48 e2 46 bc e0 59 09 24 7 54 81 4d 3c 4d 21 f2 dc cO
ch 6b f1 82 ¢7 2a 2c bc d4 57 1c 85 b9 1f 48 96 2¢
Data Ascii: 0==uvn~c5w-,<NCFpwV+F"w7;1k*V\Ft1x(g>aWIJ<()Vwd>9l:hfl|Agfd[;b;w105t =IXB/XHFY$TM<M!k*, WH,

2021-12-02 15:37:58 UTC 1183 IN Data Raw: 5e bb 98 c2 ca f3 73 89 4d 9a 0f dc 52 f4 2b 4d aa b1 8d 5f 58 63 83 b1 c5 37 0f Of 54 d6 5b 74 fc 95 26 9a 37
60 Oe 43 1b e5 3d b2 b3 6b a6 b7 51 ad ec f1 9d 19 8c 7b 7d 43 el 5d 34 53 4a d2 a2 3b 76 12 d7 ff 74 92 17 fe 34 c4 1d
3fd1 1d 38 f2 6b 2f 3a 4d 71 1e d0 71 8a 83 15 eb 1e db 7e 60 42 9b b8 6b a7 9b b0 3d 93 1d 26 af f8 60 d9 b0 10 62 54
9a e8 78 26 03 90 9d d4 e4 c0 3a 89 3c 2e cf 33 58 8f 23 a4 0f 2c 37 91 ¢7 e3 79 3a 6¢ 6b 57 €0 80 €7 el 13 db 4f f5 Oc f5
23 4f c1 94 39 d8 81 97 ca ff 45 b5 11 ¢7 40 86 89 9d ¢8 da 50 4c 6¢ 96 75 c0 ef 5b 55 9b Oe 73 c2 33 59 9b b1 63 f9 1a bt
137560 d1 75 30 2d 72 4b 47 ¢3 5¢ 30 cc 3d ec 3d 14 13 89 e6 13 b7 12 99 a9 cc 06 dd e6 6e 6a da dc 68 a5 2e 40 6a
0d 96 78 ec 33 ab ¢7 a7 41 2d 95 ef 62 51 {7 84 e7
Data Ascii: "sMR+M_Xc7T[t&7" C=kQ{}C]4SJ;vt4?8k/:Mqq~"Bk=& bTx&:<.3X#,7y:IKWO#O9E@PLIu[Us3Y cu u0-rKG\
0==njh.@jx3A-bQ

2021-12-02 15:37:58 UTC 1184 IN Data Raw: 9e 9f 77 4b a5 b7 b5 36 db 28 1d 60 cc 48 72 fb 33 b8 b5 e8 86 bf b8 92 77 9f d1 15 8d de e0 c6 67 c8 4d 30 74
6d 1le a0 93 c5 8c 04 54 b4 99 66 8a b8 40 6b 4a af €6 2f ed 27 7b 77 d9 85 ba 88 1a a0 67 51 03 0f fa d9 c5 48 42 50 33
34 83 81 bf d7 ef 9e 9f ef 8a bc 44 Ob 74 07 c0 ef 37 bl f7 57 f7 3¢ 18 71 ac 33 ¢7 73 c0 8 f9 30 ee 14 2d 9d 59 59 70 48
al ae 3b f4 a7 ef 70 01 20 2f d5 08 9f ac 27 7b 36 ed 9a 5a 18 f6 6f a0 04 5e ab e5 69 46 e4 2a 69 b6 41 9d 06 36 4c 28
6d 83 be 8c 42 24 14 8a aa 30 7d 03 b7 59 1f e9 c2 38 53 83 a9 Ob 6a ec ad ef 8f eb 7d 80 00 0f 82 93 fd e3 64 d8 7f 34
d7 11 65 1b b0 7e 72 9f c1 16 74 c4 bc 9b d7 b0 db b8 56 Oc 8c 3b 40 25 40 8a 2f 3e 22 1b d1 32 01 b4 f4 05 5a 26 1b 1b
93 04 46 40 0a 88 50 72 e6 6f 46 f7 b4 a5 d1 10 Of
Data Ascii: wK6("Hr3wgMOtmTf@kJ/{wgQHBP34Dt7W<q3s0-YYpH;p /{6Z0NF*iA6L(MmB$0}Y8Sjld4e~rtV;@%@/>"2Z
&F@ProF
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1185 IN Data Raw: 5f b6 a3 0d f2 b2 70 07 54 ce bb 08 31 bd 38 62 16 dd 96 3c 14 76 54 7c 9b 0d d9 e9 a9 e2 99 18 83 a8 27 e8
4af9 30 5¢c ad e2 17 45 5¢ 80 c7 34 f1 c6 db b1 {7 43 e6 fe 20 cd 2e Ob 5d 4b 49 64 77 6a 4c df fe 39 a4 a8 9d d9 53 e8 20
92 96 de 61 b8 89 9d e6 36 d4 59 1b 0f €9 76 0d 57 9e 3d 6b 09 50 43 58 41 78 8f 16 ec 70 33 d1 18 el a7 59 eb Oc 52 e6
18 b4 7d f3 da b9 43 32 80 8e 06 9c 3c b7 32 35 66 el 74 34 c8 45 13 Ob 6f e7 c2 3b ec c2 d9 98 df 1a af 33 19 ad 6b 3d
Oe 85 €394 74 51 9a 67 56 9b 55 83 dc d9 ba c5 0f 4e ed d7 30 8a 00 8¢ 57 ef 18 fe 3 33 1b 3e 80 16 ed 16 43 7e a5 44
8c ff bb 21 28 40 1d 50 df 25 8e 35 10 50 d6 87 92 bc 34 c0 60 6e 59 Oc f1 ¢3 71 2b 31 64 fc d7 ba f0 02 €8 d9 05 f0 eb 18
12 e8 1f f4 95 5¢ 22 b2 cc 34 6 22 0f 51 66 27 ee
Data Ascii: _pT18b<vT|'JO\E\4C .]KldwjL9S a6YvW=kPCXAxp3YR}C2<25ft4E0;3k=tQgVUNOW3>C~D!(@P%5P4 nYq+1
d\"4"Qf

2021-12-02 15:37:58 UTC 1187 IN Data Raw: 2c¢ 1c b3 31 94 bb 9e 27 Oc f3 74 d2 4f 44 f1 66 dd 15 3b 2a c7 a3 1c 82 01 72 c9 6¢ €8 15 73 0d 71 b8 9b 91
78 6e c0 a6 41 ce ed 07 e4 a4 09 fa d2 5a 92 f1 f3 63 3e bc be ac 35 e8 c2 76 72 2e 4e 4e d6 44 8e 6f dc 60 a3 fc dO 3c
88 6b f2 €8 88 10 6e €8 db 8d dc 26 1a 06 1e 4f 55 6¢ 29 8a le 1c 25 40 cc d1 f1 71 93 ed 91 09 e7 ba 77 4e 8a bc 47 4a
€9 328abhl 1d 09 05 c0 11 a3 98 4b 18 9a 81 ac 75 c9 41 e6 b1 91 66 6¢ b3 47 04 54 62 ba 87 97 08 {7 87 41 93 79 c4 26
f9 06 e2 a3 00 f4 58 c0 38 fb 96 6b ed e7 28 e6 3¢ 46 2f 71 47 03 fc c2 75 d5 22 bb 07 59 84 46 80 59 13 c9 dd 20 55 61
68 5a e6 07 2c 4e 2c 84 aa 10 06 5d 7b e8 f5 b1 52 ae 45 6b 78 b5 49 ec 7c 49 b3 fa 78 99 a9 e0 bc cf 84 eb 85 9e 25 e7
304d 25 a8 15 9e 25 b4 79 95 a2 61 c9 02 83 df 41 9c 3a
Data Ascii: ,1'tODf;*rlsqxnAZc>5vr.NNDo <kn&OUI)%@qwNGJI2KuAfIGTbAy&X8k(<F/qGu"YFY UahZ,N,{REkxI|Ix%
0M%%yaA:

2021-12-02 15:37:58 UTC 1188 IN Data Raw: 82 5e 02 39 d1 2b b9 33 59 0a 38 e3 7d 96 7d f4 92 cd 4e 53 1c f1 13 34 db f8 74 76 82 ee 30 2c 1d c6 f3 e4 1c
46 70 04 f2 0d cc fe b3 93 16 8e fb d0 9b 00 3f ca f6 8e 31 e0 53 ce bf 93 6d 7d 4a b5 d5 e8 23 dd 9d 5f b0 49 a8 19 80 48
a0 40 c0 1d do 1f 20 fe 23 d1 1f 1e 4a 20 fa 63 1c 4b f0 a7 6¢ cb a2 af b8 54 26 db 6d f4 93 ed 1e 8c ad a7 b3 cb e3 63 a2
1f50 31 86 44 35 e8 64 41 dc 08 aa 1f 13 8f e2 a3 ce 46 3b cb 19 00 ce 3a 73 90 4a b5 77 90 5a 67 7f 06 c9 7e 62 4b ac
99 c5 bd 60 Oc 27 59 ef cf 40 af ad 25 96 33 44 e0 09 50 68 e3 82 38 b7 f0 70 46 54 9e 4b 1f c8 bd 2b fa 96 €9 a8 62 10
69 16 30 df af d4 0a 9a c2 e5 17 00 al 7e 01 b3 f2 92 7c 6d 80 32 a6 30 1f 67 7c ed 3d 68 fd cO 86 €8 b0 3e b0 30 c0 01
328381 8d 9a 47 b6 59 b6 56 f1 13 fb d9 61 fc
Data Ascii: #9+3Y8}}NS4tv0,Fp?1Sm}J#_IH@ #J cKIT&mcP1D5dAF;:sJwZg~bK™Y @%3DPh8pFTK+bi0~|m20g|=h>02GY
Va

2021-12-02 15:37:58 UTC 1189 IN Data Raw: 9c f8 d3 22 72 fa d4 57 b5 7d 3e 16 06 28 32 a2 44 8f 68 4a 02 e2 3d bb 3c 25 35 56 7a 41 d5 2 b8 75 fe 09 93
c5 53 a4 b0 d3 cf 22 f8 5a 1e 85 ¢4 Oe d3 ca b5 80 44 b9 b2 c1 50 5d 34 7f c0 00 el 5f ce 03 39 ff €3 7c 8a b3 a7 85 2¢ f9
62 02 2a dc 22 ac 9c 2a 47 e4 08 5a 3d bf fc 70 d1 ba 38 44 ce 18 3d a2 09 f3 14 19 eb 39 a2 8a 3d c1 62 de 3c 6f 9c b5
44 ba fc 46 66 2c 64 02 98 9f 3f el f9 a6 8b fa 7e fd a2 Oe ec 92 3f 2d c2 18 4a 7c 4b c1 3f 52 82 df 02 f0 8f 4f 8e 81 78 fO
2f 10 cf 5 ¢5 61 0b 5f f9 03 80 7c 76 72 0a 53 ab be 0f 9¢c 4c 93 5e 70 39 69 11 f7 60 bf d8 b9 d3 33 d0 91 31 29 7a 5c 09
6e d3 eb 2c 64 f4 2d 25 ¢8 c7 29 90 8f 4f ce 8e d0 24 ¢5 7e 01 ac 93 cb e3 fd e6 3e b0 fb b3 63 42 67 2a 61 f1 €8 Ob 98 be
53 dc ee 45 50 1d 2b al fa 8c 74 50 3f
Data Ascii: "rW}>(2DhJ=<%5VzAuS"ZDP]}4_9|,b**GZ=p8D=9=b<oDFf,d?~?-J|K?ROx/a_|vrSL"p9i*31)z\n,d-%)O0$~
>cBg*aSEP+tP?

2021-12-02 15:37:58 UTC 1190 IN Data Raw: 3c f8 8a ae 48 fb d9 41 00 f5 Of 7d 1f e5 dc 69 cc 2b 54 €9 65 7b 74 a8 51 a8 fa 7b ab b4 c7 ec 8f 2d ad d1 28
d7 f7 77 b7 b6 35 75 ad fb cd 83 fa e5 el 05 f7 d8 8c 9c 44 eb a7 a7 37 ad 7d 55 4b fb 4a b5 50 ec f0 3f cd 17 7f 2¢ 22 2e
ac cc 59 81 6¢ 1e a5 5¢ 29 7d 57 Oe ad c8 fO d9 5e d5 44 47 18 ef 96 b5 3 d9 5e d2 4d 1a f3 55 cd 60 9e 65 2d e0 {7 a5
6d a0 c1 6f 65 23 6¢ db 7c 45 86 65 cd e0 5e fh aa 56 d8 7e fc f2 ef 4b db 40 ef 97 55 6d a0 e7 e7 b2 36 e0 fb d2 81 ff el
ac ee ¢6 54 75 1a 20 5d cd b2 9e 5¢c 06 ab 1a f1 13 f6 95 65 2d 5d 06 cb 5a 6a de af 6a 89 4c Oc cb 1a 68 de ab 1a 38 51
fa 31 4d 19 07 12 6¢ 8f 5e 1b d2 f2 94 49 4d b0 cc a9 b4 82 a5 39 1c 3f de 99 72 5a e3 12 d5 72 6b 1d el 51 €9 6b a3 36
77 1e ae b6 3f b7 c5 b6 45 fc 9a d8 69 89 93 d3
Data Ascii: <HA}+Te{tQ{-(w5uD7}UKJIP?,".YN)}WADG MU e-moe#l|[Ee"V~K@Um6Tu ]\e-]ZjjLh8Q1MINIMI2rZrkQk6w?Ei

2021-12-02 15:37:58 UTC 1192 IN Data Raw: 08 4e 56 53 c4 e7 7b 85 72 6a 5b 31 56 6a a5 7 b0 7e e5 4b ef 9d 3d 8¢ fc 9e 4f af 64 ec ee 06 39 e5 c1 2b 66
82 0f 9 ba 69 53 bc 6e 8¢ 2e 8e 37 db bc a8 af 47 1c d3 17 a3 63 ff 81 29 80 2b bb b3 92 11 3c 28 82 4b 6f 96 df 2d d1
05 8a 01 36 7d 82 81 cd 57 2f 97 ac 86 90 97 5d c9 3e le 56 55 f8 35 11 d1 5b 8e dd 2c e9 32 ab 05 3b 90 a7 9b el 34 18
€0 cd 80 a4 fd ac 6¢ 76 25 f1 26 00 13 77 bb 4b ca c4 c6 46 14 2d 2d fd 29 63 76 d1 e5 8e 2d cb f8 12 c5 21 ea 68 6¢ d5
59 d9 97 95 6¢ eb bf d5 5b 61 7e 7a 51 8f 45 e6 df 1b df a4 99 6b 65 c7 56 75 fd 54 d9 5 8¢ 32 99 46 40 26 03 b3 da ac
ce 06 2 4e 02 39 99 1c bf 45 03 19 93 d8 ca 25 6¢ 25 42 ea bf 27 c7 da 9e c7 84 a8 38 b4 d1 aa fa 57 Oe f7 87 7f 08 c2 6f
68 5a 1f 56 0a d6 Of bf a7 67 b1 20 b6 bf 87 92 87
Data Ascii: NVS{rj[1Vj~K=0d9+fiSn.7Gc)+<(Ko-6}W/]>VU5[,2;4Iv%&WKF--)cv-IhlYI[a~zQEkeVuT2F @ &N9IE%I%B'8
WohZVg

2021-12-02 15:37:58 UTC 1193 IN Data Raw: 5a 1e 0d 3d 98 5b 90 4b dc 22 b1 de 9f fa d8 d1 5f 95 99 9c 71 8¢ 98 d7 65 6d cd 3a 91 79 3b 8e d3 30 al d4
4a 21 e3 ce 85 1b 55 0d c2 da 7f bl bb f9 62 6f 6b 17 6b 3e 3c 58 0d f1 df 46 c5 3f f2 3f a8 ba 12 b2 44 2e 2e 67 b3 cb 65
72 al 29 c4 93 51 9¢ 51 2e 37 8¢ 65 cc 08 25 34 8f 5b bl b7 21 Oc df 84 e3 d5 49 af df ef 65 ca €3 93 12 88 09 71 15 41 9
a8 70 dc 58 aa 2e bf db 91 5f bc 51 92 31 ce ef 39 1a 2e dc 4e bl 2d 2f 87 1d 06 ed 11 1e 67 28 42 98 99 c2 28 d2 a3 44
64 c4 49 47 fa 65 4e 94 45 d5 08 6e ae c2 eb 20 e2 31 de 54 49 44 3a 91 dd 1d b9 2a 5b dd 6¢ 84 c9 08 29 ad 1d 14 97
12 d6 39 7e 92 cf 3d f6 7b 38 be 7e fd 06 3a 4b 00 22 6e cb 3b c0 09 f3 d4 3c 7c 54 6f d6 3b ad 1b 28 70 13 39 25 aa ea
85 75 91 ba 01 20 ae 3e eb a6 c3 1c 04 53 e7 3e 6d d9
Data Ascii: Z=[K"_gem:y;0J!Ubokk><XF??D..ger)QQ.7e%4[!leqApX._Q19.N-/g(B(DdIGeNEN 1TID:*{1)9~={8~:K"n;<|To;(p9
%u >S>m

2021-12-02 15:37:58 UTC 1194 IN Data Raw: a5 13 07 1b c7 ¢4 00 93 81 23 a2 9a 4d ba 03 55 b0 b8 f5 35 el 9c 4b bf 11 aa 18 c¢7 1a c0 06 d0 9f c3 8d 8f 92
80 4c 43 b8 44 85 9a 58 14 a5 68 e2 fe Ob cd cb 2f 69 25 da 65 €9 61 b2 ae 6e al 3f b8 9d bb a2 4f 89 65 81 6d 90 65 05
ec Oa e8 41 be a9 42 ab b8 9e 02 2e 44 2d 13 al 3a 74 fb 33 b0 c4 c0 3d 37 fe 08 62 27 e6 83 d1 Oe e4 f6 89 a6 45 1c Ob
4c 92 7c 55 81 58 01 1c ba 81 dd 2d d5 90 98 f2 87 9b d8 2d 6d 22 b0 72 62 1b 63 97 09 3f f9 87 b6 d5 d8 50 4d ba f6 b5
ea ab 86 13 7e 47 78 b3 45 88 4d d0 66 df 1f af 0a 78 52 54 9c 8¢ 82 a7 f6 7f ff fe ba ee d8 2d ef 6f db be fa fb ab 5b 03 6a
ed 6f a8 f5 e4 29 81 fb f6 28 b8 7f 87 a9 3¢ 76 76 bd e6 c2 dd 81 c7 fe 1b 78 cc 26 5e d3 0d 5f 79 9b Ob 77 17 ca 4e 7 al
4c e6 e0 6¢ ba 22 bd 24 bc dc 83 97 03 6¢ bf
Data Ascii: #MU5KLCDXh/i%ean?0OemeAB.D-:t3=7b'EL|UX--m"rbc?PM~GXEMfXRT-0[jo)(<vvx&”"_ywNLI"$|

2021-12-02 15:37:58 UTC 1196 IN Data Raw: a8 08 fO 3c 11 e7 cb d1 30 25 9c 83 ff bl 2b 04 4a 29 75 8b f4 18 24 d4 bb 86 be e2 20 a8 70 27 69 b7 eb 22 4f
63 eb 31 7c 20 72 3a 2e ef 83 10 46 6b e5 87 38 c5 7b a4 86 4a 06 c9 Ob a3 f1 48 30 33 8d 8a 68 bd 1e d9 c6 54 7f 34 33
a3 f5 ba 2d 49 83 0d 94 ec c2 f1 df f2 8c Oa 8e 7 1a 49 03 1a 84 0a 86 55 02 31 f9 86 07 63 96 89 1le 16 ee 79 11 5c 1b 78
b3 0f ea 59 ef 3b c0 20 50 20 cf 49 5a 8¢ 52 45 00 7d a0 1c Oe 50 6e 8a 08 15 ad le el 27 9c a5 93 6a c2 fd a4 40 b8 17
ab 11 el 7e 52 20 dc 4f 4a 8¢ 42 a9 c4 ac c3 50 5e 2e f2 57 4e 4a c4 7d a9 84 5d 8a 46 65 d4 a3 22 04 65 86 4e 55 a0 54
16 65 a2 f8 68 el be 2b Ob 01 1e 95 22 b0 f8 al el 6e 8f 94 f4 79 07 0d 7e ba d4 96 75 e6 b8 af c4 e0 86 50 94 2b 8b 80
e4 05 74 bb 3b c4 b4 e8 af 46 76 d3 f1 5e 11 18 30
Data Ascii: <0%+J)u$ p'i"Ocl]| r:.Fk8{JHO3hT43-IUlcy\xY; P IZRE}Pn'j@~R OJBPA.WNJ}|Fe"eNUTeh+"ny~uP+t;Fv"0
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1197 IN Data Raw: ab 46 91 92 9b 72 6f 73 fc 4c 04 df 98 3a fe c4 e4 6 97 19 cf ad ad 75 83 60 ce 5f 5e 5b 1b €0 6f fe f6 c3 43 b9
87 42 4b ad 76 cb 9e 03 01 be da 70 db 6¢ 1b 35 c¢5 3d 94 3f 17 84 d6 98 b8 75 73 00 2d 90 b7 4b 40 d4 6f 57 4e d7 9e e6
73 75 d6 d6 fa 63 b4 3e 74 a7 ca 12 1c 86 02 d7 08 7c 19 d6 2b €8 14 a0 41 58 47 03 6¢ 8d a6 4b 61 45 dd c0 83 32 f2 Oc
51 00 81 ea 8d 9b 2a 46 87 6e 03 d3 b0 22 32 4f 31 db 68 1d al 96 ea c3 60 29 6a 16 ac 55 Oe 88 cc 86 49 ce 8e ec d3
01 9a fe 42 1c fb ca ad 32 76 1f f2 bd 92 92 dc 16 fO da 88 ef da 04 97 6¢ 30 96 97 aa 4b 03 19 17 73 9b 21 eb fd 6f e2 b7
13 98 5¢ 6f 48 42 9b a3 24 {7 88 89 8a af 10 b0 23 94 dd 8c ea 23 96 45 ae b2 c9 fe 2e 1a db ab 76 6a 3e f2 €8 6b 9d 90
4d bd e0 25 d1 05 a6 22 74 7d 27 b2 3b 63 1d 71 09
Data Ascii: FrosL:u™_"[0CBKvpl5=?us-K@oWNsuc>t|+AXGIKaE2Q*Fn"201h")jUIB2vI0OKs!o\oHB$##E.vj>kM%"t}';cq

2021-12-02 15:37:58 UTC 1198 IN Data Raw: ca 8b 45 29 15 d9 9a 4b 43 15 66 7f f9 68 6a 61 1f 46 9a dc d5 d2 6f bd 6¢ 96 55 6 9b 06 87 42 bc a2 a3 4c 1a
68 5a 1c 28 1le e7 e5 a3 d4 87 44 30 74 82 8e 8f a8 8¢ 63 e9 0d aa cc 06 f2 5b c8 45 ea 2e 45 cc 1c ff b9 cc 55 fb 70 6¢ 22
56 72 d9 2e 32 cc f8 29 e0 95 1b ae 65 55 b3 ¢8 fa 49 65 34 a6 43 05 4c 29 ac 11 05 54 13 13 91 3a 04 8f 20 04 45 9f a5
a0 89 52 7a fe Oe 29 41 1f 30 47 69 a4 15 9c 7d Oc 2d 3f f4 4b a3 4a 96 8e 8a 2f 9a aa 61 b1 27 d7 61 11 ad 29 44 16 2b
44 da 92 97 b1 70 96 e8 8c 8b ce d5 c2 22 5d 00 c6 91 99 c9 42 30 09 8d 83 e7 8d df 7f dd 7f 21 82 21 bc 78 be bb b7 b3
b9 79 80 8f ac 8c 7d 5d c6 e9 68 6a 2a e3 6e 08 11 d5 33 bf f3 32 9¢c 76 €6 68 91 2d 7d 1f fd 5 5 8e d3 be ea 6¢ 3c bb Oe
d4 bb ab Oe 33 08 5d 96 a2 09 fd 6d 28 d5 b6 32
Data Ascii: E)KCfhjaFolUBLhZ(DOtc[E.EUpl"Vr.2)eUle4CL)T: ERz)A0Gi}-?KJ/a'a)D+Dp"|B0!!xy}]hj*n32vh-}<3]m(2

2021-12-02 15:37:58 UTC 1199 IN Data Raw: cb da 39 28 2c db 68 6e 44 eb 4d e5 89 86 9e ee 94 19 ee 3e 4b 6e f1 d8 7a 9b ee 17 5e 09 19 e4 65 3a 1f a2
a0 03 51 d4 49 38 ec b5 91 ef 82 bb 8e 2b b9 11 b0 f6 f0 29 b1 7a 1e 2c 04 9c d3 19 a6 41 f5 3e 8e 61 d5 b2 3b 20 4b 06
f2 35 9c 3a e5 bb 4b 5f 6b 2e d4 f5 41 05 41 d8 6a a0 77 f8 47 03 a0 85 12 0a a9 44 a9 82 62 c0 3b bb b0 3c bl 11 cf 85
fe 8c f3 fd 66 aa 7c 4b ea d5 c2 58 95 3d 93 16 82 bd el fc 9b 2a fd 55 6a 7b 1a bc 93 4f ca d4 4e 61 49 fa 80 bd 99 7c 2a
93 35 56 15 b5 45 5¢ 68 9b 98 52 b7 b6 ac 33 e4 46 ed 65 2f a5 4d 03 20 36 69 de c6 06 62 18 a8 72 ad 13 b1 8f 9f 21 6e
88 04 64 86 5 34 d4 ec 28 7e 36 58 f8 e1 e4 11 5b db 5b 41 36 73 3f 51 55 92 63 5e 9f f3 01 31 ¢9 57 91 9c 31 8a d6 dd
e4 5a 04 7c f9 05 08 40 69 60 71 39 b6 ff ea 93 a4 eb
Data Ascii: 9(,hnDM>Knz"e:QI8+)z,A>a; K5:K_k.AAjwGDDb;<f|[KX=*Uj{ONal|*5VE\hR3Fe/M 6ibr'nd4(~6X[[A6s?Q
UcMW1Z|@i'q9

2021-12-02 15:37:58 UTC 1201 IN Data Raw: 1c 88 c5 38 €8 f5 b7 fd 6 ed e7 ed f7 db 47 c7 db 3b 47 ¢7 47 97 1f 2d 0d 22 09 6¢ b0 cb 71 25 ef dO 2f 05 ba
be 21 26 €0 cd d0 e4 1d 16 fe f8 e7 59 f2 c9 Of ee 4d be 2d e3 fa fc 76 63 c¢3 c5 88 b9 f3 5b 54 5b 21 2d 89 81 c6 2f 23 Oc
d0 6d 18 9 08 ea €9 d5 c0 4e c8 ee 8e c9 9c dc 9d c4 4b ea 37 c0 75 05 79 d1 67 a0 5f e2 70 68 19 d6 cc f3 61 45 13 ad
50 36 c2 a0 c9 fa 65 ce 8a d8 40 5f 02 54 a4 56 86 03 27 6d €6 1b 89 c0 68 32 0d c7 f4 ca f6 b4 f9 90 95 f9 bd 1c le 11 29
d2 06 b9 34 2c af 34 0b f5 86 29 d6 55 11 55 Ob ee 5d 54 48 2c 74 ff 25 €5 84 bd 6e 61 54 63 d4 15 91 54 3e ec 0d 33 e0
c4 61 03 b0 04 43 25 a4 c0 85 ea 9b 8b €5 8a 63 5f b8 d2 1d 1d 08 d1 29 93 dd e4 10 e4 b8 cf d1 29 7d ab €8 94 1e d5 d3
b1 51 cd e8 39 2b db f1 a0 83 3a 1a ec 8a 49 a2
Data Ascii: 8G;GG-"1q%/!&YM-vc[T[!-#mNK7uyg_phaEP6e@_TV'mh2)4,4)UU]TH,t%naTcT>3aC%c_))}Q9+:|

2021-12-02 15:37:58 UTC 1202 IN Data Raw: 89 43 be e7 6a ed 59 dc fO 4e 10 a7 07 fa 2b Oe d3 f5 75 a8 bf aa ef 55 68 31 77 a9 e2 07 11 4b e0 95 b0 7e e6
3f23 11 07 dd 2d f7 cf 01 bf ce 86 b6 5e ff 15 f1 fd 3b 13 ¢3 f2 1b 28 38 b2 fc aa c6 7a 24 4d aa cf cc 74 85 21 a5 28 2¢c 67
34 0d 81 d5 20 3e 1e 5b 7e c6 ad fb 3c 41 7 fd d6 b2 17 9e b4 3d 34 83 ae 71 €5 84 82 ad c9 f5 32 82 91 f5 8d 27 33 50
d9 81 f1 d4 91 4f 4a 6a c¢5 01 9f c7 13 73 41 85 59 9 40 54 27 1e €2 75 b7 bc 28 35 c1 01 9f 84 22 8e fd 97 41 05 ee 22 a8
89 ca 73 b7 8b 8a 79 65 ¢5 62 c2 6b 2c e5 53 7b 93 ca cc 95 40 aa dc 90 db 17 b0 f6 66 6a 27 ¢3 30 7c 51 1d ea 2c 16 12
90 45 41 e4 ff 1d d1 22 4e c1 dd 68 62 8e 1a a5 aa 50 8e 13 4e 6b 7a €3 c9 2¢ 7f b7 2¢ 03 39 8b 32 e4 9d 86 1d f6 30 a5
9359 3d 77 37 e6 49 fb 71 cb 90 33 48 e7 cc
Data Ascii: CjYN+uUh1wK~?#-";(8z$Mt!(,g4 >[~<A=402'3POJjsAY @T'u(5"A"syebk,S{@fj'0|Q,EA"NhbPNkz,,920Y=w71q3H

2021-12-02 15:37:58 UTC 1203 IN Data Raw: 6d d8 ee 76 81 ba e0 73 0d d3 69 9b d3 81 93 74 1e d9 d9 c8 06 d6 27 1a al c2 14 2a b4 5b 70 34 3b ad 39 96
12 2d e6 a2 d1 51 29 26 de ee bb 8b cb b3 93 cf bb 67 a7 97 €7 67 c7 ¢7 18 51 8a c2 e3 d1 36 93 2c a4 8d 71 bc da 92 9c
02 08 00 42 65 55 15 b4 54 2d 2f 91 bf 70 3f 7d 58 40 54 a0 33 16 69 c5 5e 62 68 b2 cc a9 d1 da bd aa 36 97 67 5¢c 87 c9
bc 19 4b af 52 44 b6 91 8b Ob 94 e3 b5 ed 44 cb 6a de 96 36 59 19 05 b7 c0 78 6e 42 fe 85 44 d4 cd 04 a5 9e 80 db e7 14
86 5f 64 92 76 4b 29 a4 71 la ee 5e 15 1a 97 77 37 13 84 14 58 06 a9 44 65 3e b8 c2 b7 e7 3d df 8b fO d2 47 51 94 34 5f
9b e8 83 46 56 02 07 a5 85 72 1f ac 93 ad 5¢ aa c7 1e e0 5b f1 66 Oc 04 9f 51 3e 6d d9 7f 21 8f d4 b2 a7 c0 Oc a7 ee b4
de Of 06 8e 07 65 53 25 21 03 d4 88 2f 55 01 55 9a 4a 8c
Data Ascii: mvsit*[p4;9-Q)&ggQ6,qBeUT-/p?}X@T3i"bh6g\KRDDj6YXxnBD_dvK)g"w7XDe>=GQ4_FVr\[fQ>m!eS%!/UUJ

2021-12-02 15:37:58 UTC 1205 IN Data Raw: 4b 58 50 9f cb 93 4a c7 10 5 02 49 3a 03 86 b6 4c d9 68 44 44 93 62 80 92 41 eb cd 12 ea 47 68 10 04 32 31
32 eb ee 86 43 a4 66 38 88 05 4b 20 87 3c fc ba a5 2b e0 8e 6f 28 b2 77 ¢7 8f d6 9a c4 c5 66 dd d1 bc 9f ec b2 d6 fb 3d
9045 23 e2 51 a2 b5 67 e5 d7 db f3 a4 c7 af ab 5e 90 2c a5 dc 1d 99 8¢ 03 42 3f 06 b4 33 8¢ ef 38 af 04 1a 1f 84 df 8c 22
€0 11 ¢3 61 6f 80 72 a0 1f 55 a5 ef 93 a2 fb 02 be 70 9c ce e0 ca 88 46 df 00 52 d0 94 fa 04 a3 7d 8 67 e4 64 54 6f 4f d3
4 3b 2a 36 Oc f5 6b 59 05 7c¢ 01 9d 40 7b 19 45 35 5¢ b7 90 db 7c 73 a3 02 2d 17 e7 f6 d8 94 2b b7 86 74 4d 62 83 10 a6
71 8f 00 1e 6a 48 8a 8e 30 Ob 72 88 3d d6 84 fd 01 6¢c da 8a 8a 78 82 00 74 b3 44 6f fd 39 9b c1 69 c7 70 c9 64 6¢ ba 3b
5c 06 3b 8a 64 8e 30 7a 4b 26 fe ad cf c8 03 ce a0
Data Ascii: KXPJI:LhDDbAGh212Cf8K <+o(wf=E#Qg",B?38"aorUpFR}gdToO;*6kY |@{E5\|s-+tMbgjHOr=IxtDo9ipdl;\;d0zK&

2021-12-02 15:37:58 UTC 1206 IN Data Raw: 6e e0 47 76 db 4d 5b 09 30 bb 49 fa ee fc 68 77 34 18 8f 86 40 8f d9 08 2e e3 3e 1a 4d 3f fd 7b fd 69 c7 b5 6a
2862 c2 30 16 8b 85 fb 57 c5 dc f2 cb 24 f4 a5 e5 bb 1a 36 46 aa 6a fc 41 3e c7 8a 4c c9 a3 af ab 6a 2d 8b 90 6b e3 8f e4
el 219 23 46 33 92 58 90 b9 96 c5 e3 4e 8d f8 b0 30 1f a4 86 c2 €0 4a 96 c2 c4 57 30 31 85 ab 0a 62 e7 1a 6d ee af 9a
d7 3e fe 13 44 ad b8 15 af c3 ea af 47 5e e4 29 06 3f 04 d4 bb 6e 63 8d 16 8c 63 5d 84 52 74 38 82 a0 fb a1 Oc 87 30 dO
ed e9 34 bc 03 48 a7 bf 78 fb
Data Ascii: N"GvM[0lhw4@.>M?{ij(bOW$EFjA>Lj-k!#F3XNOIJWO01bm>DG")?ncc]Rt804Hx

2021-12-02 15:37:58 UTC 1206 IN Data Raw: c9 ed 44 17 f1 e4 65 24 b7 33 81 ed fc 80 94 9b 88 cc 15 5d 25 d7 68 fa c4 57 be 50 1f 22 f5 44 57 79 b8 6e 5b
78 9f 44 18 b3 12 76 7c 1d d8 e5 e2 f6 c8 8e 28 42 b5 fb 71 19 99 41 f0 15 53 94 2c 1c 40 ec e2 a6 6b 01 8b 22 11 0 66
0d ed 35 3e 15 77 35 0a 3e 4e ec be f2 5f 13 ce al e2 3e 29 2f 46 2¢ 94 a0 71 eb f1 01 c7 04 44 66 8f eb 94 al 78 1a 3c fd
e5 01 ce 4d 54 ed 9d 1b Oa e4 6a 87 cO ff 08 b9 22 ae b2 5¢ f1 14 {3 cO 88 e5 86 63 61 eb 70 15 71 26 b5 e4 65 ec ab d3
820142 c8 ae 7f 7b 66 27 1b 1c 66 78 eb 05 dd 84 bf 6e c1 1f 47 58 29 e8 d5 d6 81 7c 5d c5 Oa 4d aa 27 aa 6f 3d c7 ea
52 9a 98 ac 07 e9 7a 73 91 04 1b e4 fc 0d a0 6¢ dO 58 a9 Oe ee 6b 96 c8 32 d8 f8 03 03 fe 00 c0 a7 00 ef d0 83 9c c9 ba
b2 db a8 38 al Oa c0 81 6¢ de 00 4e a7 e2 bc 2e dc
Data Ascii: De$3]%hWP"DWyn[xDv|(BgAS, @k"f5>w5>N_>)/F,qDfx<MTj"\capq&eB{f'fxnGX)|]M'0=RzsIXk28IN.

2021-12-02 15:37:58 UTC 1207 IN Data Raw: 81 57 85 1b 21 fc 94 ae Oc a8 7c 0b 7a 53 43 c6 64 46 66 cb 04 96 31 c2 f7 74 49 ¢8 04 9d 15 76 51 55 16 7b
27 44 a8 5f 24 d1 68 50 3¢ 1d a9 b1 8b 85 61 03 7b de 85 2e 9a 4c a3 Oe 54 18 e4 09 61 c6 7a d0 d4 c7 90 a7 20 32 36
45 8d c0 f8 aa 8¢ d9 90 87 97 91 d4 28 8f 51 10 7d 1b €6 cO c4 42 Ob ea 52 7a 13 84 Oe ab 09 6e 01 39 03 f7 55 11 12 4f
9f bc 80 6b 4a 51 f4 3d 7e 6¢ 61 1b 41 20 d7 16 17 €9 6b f1 84 40 7d d4 6e e2 b4 4 f0 ba 22 d6 6d e4 54 ec 64 bf bd 8¢
a2 41 9f 51 3f 57 32 44 1c 7d f3 56 9a a6 3f ba ad 55 fe 0a 98 26 e2 b0 18 51 22 64 d7 78 74 a3 e0 ac 6¢ 98 84 51 ff 83 c9
84 a2 ca 3591 20 af 5¢ Ob ¢9 ¢9 55 99 09 60 cc 71 57 58 d6 97 ce 44 ce fd 86 7c 2c 80 21 ce 69 8b 36 d4 90 a0 85 12 07
5f 3b 09 f0 95 6a 60 52 91 Oc fO 9¢ 97 31 b7 f3 55 81 1a
Data Ascii: W!|zSCdFf1tivQU{'D_$hP<a{.LTaz 26E(Q}BRzn9UOkJIQ=~IaA k@}n"mTdAQ?W2D}V?U&Q"dxtlQ5 \U qWXD
|,Yi6_;j’ R1U
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1208 IN Data Raw: 39 d2 97 48 53 93 7 20 ca d1 4e 41 ff 6a 95 29 f7 95 f6 b5 86 73 ed €3 b7 d0 1a 97 4f 33 3c a8 b4 23 c8 00 7c
41 9f 08 72 12 d8 f2 c4 9a 08 c0 el 33 26 ca 38 cf ae 1e 36 7b 53 55 c7 40 30 3f aa dd 54 b5 61 e7 1e a9 2c 13 93 c8 da
bc 59 15 f5 65 2c bd fd 32 9f c2 f4 cd 95 75 65 5d b3 84 3f Oc ec fc 10 6f a0 91 cc 53 c0 bl ae f0 99 b6 ad 1a ff 47 b8 7d 74
do fb 96 26 36 05 ac 26 fc b3 f1 5b ce 33 €2 11 ¢7 9e €0 7a c2 1b 4b 52 40 fa 9d 26 4e 7f b3 f1 47 bb 65 35 00 dc bd f6 c2
4f e4 e2 03 a7 76 00 48 e3 23 a0 27 5b 93 e8 39 ae b5 61 b9 29 57 38 19 0d 67 5d db 59 6f 1a a5 f4 59 b8 a5 ac 9a 2a 3a
04 0a 24 a3 32 2f 6f dc 1b 62 e0 a0 42 €9 45 0a 6b 97 70 69 1d 4b 4f c2 59 b7 de ee 8f 46 53 d9 Oc 0d df 65 ad a7 cd 06
12 0d 62 d4 d6 f5 15 9c d7 e8 2a 62 68 b9 76
Data Ascii: 9HS NAj)sO3<#|Ar3&86{SU@07?Ta,Ye,2ue]?20SG}&6&[3zKR@&NGe50vH#[9a)W8g]YoY*:$2/0bBEKpiIKOYF
Seb*bhv

2021-12-02 15:37:58 UTC 1210 IN Data Raw: 1d 16 6a Of d2 69 c1 33 6e 55 4c 08 59 e7 d7 4a 35 fO 1a 6d 5a 5f 03 39 ba 2a 56 02 5f 87 2a fa 77 98 dO 6¢ 1c
bf f0 56 f5 65 56 13 a9 a9 b3 aa 43 a3 12 c7 dd c8 ad c9 13 60 d0 21 94 c0 5b df 15 3f 14 fe 5d b8 69 56 45 da 46 19 f4 8f
16 42 dd 22 de d3 f3 5e c4 99 2d 15 5b 98 65 28 c5 fc bb 59 2d 11 58 1e 43 03 a7 80 73 d3 5a bb d7 07 8¢ 40 b1 5d 73 cf
b9 4c 58 4d 17 7b 7e 23 23 ¢2 76 d8 61 b9 76 28 ce 10 6b 02 d4 5¢ ac 5¢ 03 7e 75 4d a9 15 2a 67 b2 d9 78 19 b6 ac cd
c6 3a 72 4d 39 57 b6 70 a3 e2 5a b2 c0 27 e7 d2 55 30 Oa 1a a9 ab 18 ef d8 d1 7e af ff be ff bc 24 e5 d7 ef 06 9e bb 4d ae
3048 77 87 99 Oe 79 15 23 5e ¢5 80 55 a4 bd 78 78 58 c5 68 db 09 86 7b a2 02 f4 b3 a2 cc bb 50 28 7e af ea af 30 e6 a6
6¢c a4 0a 64 54 9a 76 56 42 07 a8 54 eb 64 6 5f 18
Data Ascii: ji3nULYJ5mZ_9*V_*wIVeVC'[?]iVEFB"-[e(Y-XCsZ@]sLXM{~##vav(k\~uM*gx:rMOWpZ'UO~$MOHwy#"U
xxXh{P(~0ldTvVBTd_

2021-12-02 15:37:58 UTC 1211 IN Data Raw: 9f 87 07 3b 21 ab 00 87 ec 7e d8 79 Ob 9a 64 18 15 59 a0 ec 6a 9c de cf 44 c0 18 4d 25 Oc d0 b0 b9 ff cc 51 c8
5d e0 7a 95 ¢8 dO fd 6a 9e 9d 38 b2 ef cf 3d 34 8e 27 bd 9a 77 13 51 c4 45 86 49 a2 f2 3d f4 18 94 09 €8 43 3d 47 a4 e3
le c5 5882 5c¢ cd b7 a5 d7 86 89 aa 6f ec 62 €5 ¢7 10 3b 1b 7e ac 18 f5 47 d5 77 92 69 45 76 90 8a a8 6a 52 fc 92 13 6d
87 53 fb ea 4e ac dc c0 01 ee 57 b8 fd 39 d7 15 17 04 5f 02 da 2d 05 a0 92 23 cc 2a 94 9f a2 5¢ f9 63 d2 42 29 a6 40 b2 f2
88 7b a5 94 27 92 d0 d4 39 23 8c 7a 2b ec 1d 16 12 72 62 28 81 23 a2 05 14 d0 c2 13 a6 57 2a 60 e9 b5 df 69 75 58 3e
81 f1 b8 91 d6 4e af 3a ea 6d d0 51 51 3a 17 ee 7d 9e 45 48 d0 8e b7 29 ac 4b 45 66 22 40 5b 80 79 fc 59 25 77 26 86 4d
d2 dd fa 9e 22 9c f3 f5 16 28 84 b3 f3 c8 44 9a 45 54
Data Ascii: ;!'~ydYjDM%Q]zj8=4'wQEI=C=GX\ob;~GWIiEVjRmSNW9_-#*\cB)@{'9#z+rb(#W* iuX>N:mQQ:}EH)KEf'@[yY
%wW&M"(DET

2021-12-02 15:37:58 UTC 1212 IN Data Raw: d8 a3 51 7b 71 07 e4 38 da ec 84 16 fb 9f 0d 02 07 7e 51 44 e5 67 d9 c3 c3 5b 20 2c fd 3f e1 87 7d 06 bf dc 3f
33 cae7 71 ce 5e 52 ac 76 3c cb dc b7 59 01 ca bf d6 05 c1 0f c8 b3 fe d6 Oc 0f 97 e3 eb 62 dc 38 49 86 9f 19 dd 85 cc 83
5c 02 d7 cd 97 d1 59 09 f9 47 c1 65 e6 af 9e 84 36 c1 b4 42 6e ce c3 c3 d7 fa 5f 12 b1 8b 5f f9 42 09 fc bd 9f 00 f2 70 aa
2a189d 05 81 d9 79 cb 7e 8d cb f2 3a Ob de 10 f1 fd 3a a3 e8 94 66 25 e4 al 16 b4 6a 4d 7 9c 4f cd 71 e6 5e 66 95 84
bd 1f 06 e7 ca 11 ce f1 d9 0d 80 44 83 6¢ 17 49 fb 26 ad 64 61 7f 8e fO 8b 8b c3 cc 3e 45 f2 6¢ 41 5f 11 26 21 45 a9 6d 3e
a5 27 a8 03 fb 7c d9 65 23 25 94 8d b8 ef cd da ba bb 29 50 a2 38 08 f1 b0 1a 16 9a €7 63 91 d5 05 Oe f9 58 49 c6 74 24
d1 32 12 16 Ob 46 f8 a5 6e d9 d7 7b 57 06 6f
Data Ascii: Q{q8~QDg[ ,?}?3q"Rv<Yb8I\YGe6Bn__Bp*y~::f%jMOg*fDli&da>EIA_&!Em>'|e#%)P8cXIt$2Fn{Wo

2021-12-02 15:37:58 UTC 1214 IN Data Raw: 8e ce 42 8f 1c 5f 11 ee 02 d0 27 4b c0 66 8b ef 5f 1c f4 2a dc 39 2c ff 0d 51 54 bb 4b ae b5 37 a8 6d 16 f4 3f ea
9e 23 3a b5 04 44 3 99 80 94 dc bd 10 7a 68 45 80 d8 98 25 90 c4 a5 e3 a9 aa 39 al fe 65 c6 b5 38 a3 2f f1 51 4f f8 72 99
97 6f c6 4d Oc 96 1c ca 8e 43 d9 31 86 a4 a7 f5 a6 98 84 ¢5 57 Ob 37 2b e3 e4 5d bc 55 cd 8b 0d Oa d7 d6 8c el b0 29 cd
97 59 70 94 b9 1f 4c ee 6¢ 3b d2 ed al d0 1d d1 fe 90 b9 db 70 45 7f dO b7 6e 48 99 3f f9 c6 b5 d8 ba ae 3c 2b da a3 76
28 85 0b 32 70 67 24 1f 91 bf 91 aa f9 af 55 a7 84 8d f3 30 f9 ce 65 3e 2a 99 3e 29 f8 d4 b6 ad 70 3c 46 b1 78 2f 9c de d5
b7 €9 0f e7 a9 91 e6 f0 5d 8d 03 d9 c3 6d 66 8b b1 e0 66 66 ab c8 4b d2 d1 1f 28 bl d6 f2 08 3c al 48 0d c1 75 5f 71 bf ak
48 bc 4a 0b f0 57 81 14 23 bd Oe e2 42 20
Data Ascii: B_'Kf_*9,QTK7m?#:DzhE%9e8/QOroMC1W7+]U)Y pLl;pEnH?<+v(2pg$U0e>*>)p<Fx/|mfffK(<Hu_qHIW#B

2021-12-02 15:37:58 UTC 1215 IN Data Raw: 5b 41 00 47 ba f1 52 65 7a 3c 98 91 39 ba 18 db 06 a9 d9 51 25 d2 f1 c9 1a d1 3d a8 e6 Oe d4 40 5e cd aa 5¢
df 35 97 32 d5 02 7b db 7f 8¢ 23 3f 9c f9 ec 3f f0 75 66 57 66 c7 c3 ec b8 4d e4 Oa 13 a2 b3 ed 3¢ 52 Oc 00 39 65 e4 25 8b
66 f7 b0 fa 2b 9a 20 b6 94 1e 92 24 5b 91 91 c4 fe 08 a5 2b 49 8e 55 38 92 ¢5 6a 97 0d 54 5b 6d 14 41 41 c1 b3 46 33 08
44 61 1d 61 a6 d5 59 b2 f4 8e d7 bl al 81 ec a0 6b 44 fe 2a 3¢ 02 c9 e3 75 3d 96 08 61 6¢ 41 c4 Of b8 80 47 55 cc 76 18
dc 4b 6¢ e7 c5 ae 44 f0 8¢ f6 0d 87 4e e4 10 00 1d 20 ae 0f 92 a2 7a fb b8 ac 60 ea 28 be ad 5b d0 27 55 fa dO f6 12 38 26
bd d9 5d fd 48 fc c8 6d e8 a4 79 b5 ff 5a 0a 18 de cc a4 c1 f5 49 a5 c2 00 90 4b Ob 99 6f 91 7b 01 7f 2a 5f b9 ff 58 18 77
09 43 ¢7 fb ¢7 33 d3 3a 4a 1d 9e 0a d3 3a 11 75
Data Ascii: [AGRez<9Q%=@"\52{#??ufWfM<R9e%f+ $[+IU8JT[MAAF3DaaYkD*<u=alAGUVKIDN z'(['U8&]HmyZIKo{*_X
wC3:J:u

2021-12-02 15:37:58 UTC 1216 IN Data Raw: 5e bf 55 3b f5 e6 fc af 7¢ 57 f0 53 6f ce c5 cf 6b 7 f8 0d 0f 03 be ee 5a 17 c7 34 88 e3 4b 06 aa 63 9c db 31 ce
ed e4 f4 32 ef 21 85 d2 93 53 f1 13 de bd 17 3d b4 b1 fc 3d Oe f8 e4 c¢3 a9 1a de 49 fa 0d c¢7 77 f2 51 d4 3a 21 30 82 92 d3
33 b5 e550 74 7a 46 13 7b bb 2d 36 f2 29 82 01 fe Ob 65 fb dc db 05 95 5d 70 d9 el db 7c 5 10 dO a0 00 8b df 88 e5 c3
d9 c0 43 46 75 8f 4f f9 43 df 11 dc 9e 6d 5a 9 af 6b f7 fc 8¢ 3b 87 bf 16 ff Ob 65 17 7b d4 4b d2 ¢3 0d 87 27 2c 7b b7 ¢3 9d
d0 17 01 78 57 2¢ 28 82 17 17 db 62 62 bc 63 f4 07 4a 7 f5 ¢9 d1 d4 2e 5e e5 7b 76 81 4b 72 79 b8 23 81 30 dd c2 c5 83
02 2c 3e ff 98 4f 0d 81 06 Oa b0 f8 2f 6e 7e 7a 89 1d e0 bf 50 f6 €9 82 06 7a 79 81 c8 06 ff bd 76 df 6d 1f ca 5e 9f 6d 6d el
bf cf 1a f4 3b c1 d5 83 b7 58 7 22
Data Ascii: "U;|WSokZ4Kc12!S==IwQ:!03PtzF{-6)e]p| CFUOCMZk;e{K' {xW,(bbcJ.AvKry#0,>0/n~zPzyvm~mm;X"

2021-12-02 15:37:58 UTC 1217 IN Data Raw: a0 93 7b d0 1f 85 33 fb bb 3 74 b2 60 6b 16 03 a4 f9 cc bb 2b 04 16 bc 08 52 2e 08 74 9c af 9d 89 57 32 63 8d
9c 47 52 d5 d5 81 fb e3 9e Oe 64 4f d2 2d a5 b5 91 a2 a7 a5 89 76 fO 3e 08 4b 2a 55 4e d2 9b 9b b5 c2 f2 7d 18 4b e2 ea
5a 20 9b 0f 33 c0 4b 1f 51 af b6 11 d7 77 a6 32 44 49 e3 8f 90 ee 9e 10 a9 93 e6 d3 d0 4f 5a 71 7d 3e 94 61 c8 f1 37 20
47 f5 34 9e a6 ed de 37 15 e5 9c 11 83 f3 a3 1a 73 47 24 13 3e c0 e3 4f 69 38 71 95 82 f0 df 36 cc b3 e9 35 9d 7f eb e6
9c 27 8e b0 a8 77 3e 99 e6 9e 5d 44 e3 4f 44 59 03 6f 0a 2d ec bc 96 96 82 7e f6 47 68 a4 {7 54 fd 6e 36 9c f5 cd fd 8d e6
73 47 2d 84 72 6d €6 de fd 26 23 c8 3d 41 8c ed 31 42 ed b6 e0 72 4f ff c5 45 70 95 b6 €9 b6 e7 47 b8 ba 5d d1 1b fc 4a
37 82 36 5d 7 5e 53 35 05 ba 52 d6 80 93 04 2b 95
Data Ascii: {3t k+R.tW2cGRdO-v>K*UN}KZ 3KQwW2DIOZqg}>a7 G47sG$>0i8065'w>]DODY0-~GhTn6sG-rm&#
=A1BrOEpG]J76]"S5R+

2021-12-02 15:37:58 UTC 1219 IN Data Raw: 4c 4b e4 28 58 a2 €0 40 93 33 b8 e8 f5 80 03 e8 92 6b 47 88 3e 84 e4 e2 d1 6e 5b 42 dc ¢4 62 c5 62 4e c1 83
2e a6 76 23 5f 03 f2 5b 59 ec d5 d3 75 a0 4f 01 7a c6 c4 e8 a5 4b ae 07 28 8e f8 ac c3 e4 ee 4c db 46 6b 85 la f7 3f 6f 2
ce fa 7f ad ¢9 20 f2 18 4d 7e 6¢ a7 f4 53 38 Ob Oa 79 25 9a b9 df 87 de d3 a7 7e b9 e8 8e ba 65 58 ba 63 fa cb ec 39 7e fb
de 43 57 25 {7 47 6e fa 6f 60 71 34 6e 1d 68 3f b0 e3 41 12 06 ef 7b 2a 0a 46 d1 fd 04 3a 50 23 f4 98 16 7c 05 ee ad d8
8a 36 fa b0 3a e0 98 46 f2 b8 12 48 9b be 3f ca f3 €3 80 63 dc ff df 52 11 c6 11 c7 1f be 15 ab 16 02 17 95 d7 d4 8d 35 75
6338e959e57575635ddd a8 c7 13 ab 6¢ 91 3d 14 fa 1b 8c 3c 7f 54 el bf 24 19 8d b2 fd 57 8e 90 a4 d5 f1 57 2c 4b
0851 81 81 8¢ 5e 11 1c 5d 07 18 e2 d5 12 b2 12
Data Ascii: LK(X@3kG>n[BbbN.v#_[YuOzK(LFk?0 M~IS8y%~eXc9~CW%Gno q4nh?A{*F:P#|6:FH?cR5uc8Yuuc]l=
<T$WW,KQ"]

Copyright Joe Security LLC 2021 Page 114 of 140



kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1220 IN Data Raw: 41 5b 17 c3 d2 e4 61 11 c7 66 b5 29 87 a5 fe 9a 61 41 6¢ 74 6d 58 fe 0f 28 8¢ 07 f2 a9 20 11 6f 5¢ eb 8f 12 Oe
137157 7298 e2 99 3b 7e d5 da e8 ff 66 6d 2c a4 17 47 84 63 51 cc 59 23 af 59 22 4c 47 d4 fa 70 78 c0 d2 6b a4 a2 b6
c4 eb 16 ca bc 11 49 2d 1c 93 85 bf cd 91 c0 40 10 ae 47 51 fd 06 e4 37 5f €9 33 b5 dc e3 28 ¢3 59 37 96 80 6¢ 00 f9 45
84 05 94 de 77 f5 8¢ 03 56 69 73 6d ad b4 51 7c fb 7e 7d bd f4 fe fd db e2 fa 26 b4 c7 9d ce 2f b0 b1 b6 f1 76 03 9e de 78
7 fe dd fa da db 8d d2 fb b7 50 e0 71 7e 81 cd Of 1f 4a 1b 6b ef 36 36 df af bd 7f bf b1 bl 51 2c 15 al c0 a7 d6 dc 02 6f 8b
6f d7 3f 94 8a 1b 6f 4b ef 3e bc fb fO b6 58 c4 1c ba ee af f9 6f 78 f7 6e 7d f3 ed 87 cd 52 71 6d 63 a3 b4 f1 61 f3 dd fb Of
50 60 eb 85 3e 6¢ be db 5c 5f 5f fb b0
Data Ascii: Alaf)aAltmX( o\qWr;~fm,GcQY#Y"LGpxkl-@GQ7_3(Y7IEwVismQ|~}&/vxPg~Jk66Q,00?70K>Xoxn}RgmcaP"
>|\

2021-12-02 15:37:58 UTC 1221 IN Data Raw: f7 78 17 3e de b9 8f 7b fO f1 de fd fc Ob 3e 3e b8 d3 4f €5 8d 12 74 al 06 1f 25 77 17 1e 29 ad b9 63 78 a4 b4
ee fe c2 8f 0d 37 f8 Oc 1f 9b ee 14 7f bd 75 a7 f0 a2 d2 3b f7 27 bc 7d 6d cd ad c3 1b d6 e0 49 b8 b8 b6 el ee 41 f1 b5 {7
6e 0d ef 7d 70 27 50 60 bd e4 9e dd 97 37 al b9 fb 3b f0 51 72 4f a6 fO b1 e6 fe dc 87 8f 75 f7 ee 13 7c 6¢ b8 61 0d 3e 36
dd 01 7e bc 73 07 f0 24 b4 e5 eb 6e b9 b4 b6 b6 2e a2 d9 d3 87 8e 01 af 46 db 57 84 53 8b d4 c1 c3d1e0 02 11 e578 11
e38ef4 e4 7505 a2 76 df eb Oe 62 c5 02 d2 3d 4f 2a c5 03 07 eb e4 8b 88 Oe 76 34 22 ec 36 Oa 16 1c a5 d5 f5 c7 23 ca
60 e8 d3 7b a4 37 d9 52 b1 22 c9 18 6f d4 24 c6 b6 7a c2 05 e4 Ob 9c ea 52 b1 bc b4 04 bf 19 2e 80 88 4b al 8e 49 ce 74
a6 4f 66 af e2 c2 a8 8a a3 78 f5 bf d2 63 c3 a0
Data Ascii: x>{>>0t%w)cx7u;YmlAn}p'P 7;QrOul|la>6~s$n.FWSxuvb=0*v4"6# {7R"0$zR.KItOfxc

2021-12-02 15:37:58 UTC 1222 IN Data Raw: 27 a6 d2 50 ba 8c 4e 50 c6 1a 64 f8 44 2a 5f c7 64 8c 64 1a a7 2b 1f 0d ac d0 05 89 80 2e de Ob 1d 09 aa b6 0f
d7 af 02 e0 97 7f 04 36 b9 11 14 3d 2f 09 69 b2 39 a9 f9 a2 aa 49 86 3f ac 22 50 3a c9 02 c2 c8 32 ce 3d 64 59 e5 c2 2d
0d 39 61 67 ba 99 91 f7 13 e1 8d 30 57 34 3a 13 11 be d8 d8 e6 86 f0 e5 4c 6b c4 d3 3e b5 43 53 3¢ €6 0d €3 56 db cc 2a
€193 23 a9 3e 8c ca95al a2 12 59 8b f1 14 de 75 21 46 b7 68 ae a5 62 30 28 ad 37 da 8d 22 e5 21 Ob 2b 66 65 25 80
6d 61 63 36 5f 54 53 €9 a3 17 8a d0 69 68 f5 2c 99 7a 9a aa 71 ee c2 f5 69 00 02 ad b1 38 93 ab 25 c2 f0 09 78 55 f2 a3
c6 9c fa 30 9f 02 62 7a c1 18 11 10 el 24 eb 9a 3b 5b c9 59 89 e9 ea aa fa 28 95 c9 9f 56 3d 10 c8 41 ff 15 ca 04 ad 3a c4
a0 1c 2b 4c 6¢ dO f8 28 5d cb 2b 2b 2b 3¢ a6 36 70 26
Data Ascii: 'PNPdD*_dd+.6=/i91?"P:2=dY-9ag0W4:Lk>CS<V*#>Yu!FhbO(7"!+fe%mac6_TSih,zqi8%xU0bz$;[Y (V=A:
+LI(J+++<6p&

2021-12-02 15:37:58 UTC 1224 IN Data Raw: fd 4c c9 85 bb c2 49 d6 a8 ef 0a 65 ef 6e 92 1b 92 b0 16 c2 0a e6 d7 de 75 64 28 3d f2 93 a2 df 15 49 3b b1l 1f
70 9c 51 5¢ 60 56 45 e6 b0 d9 eb 92 60 db 13 da ac af 8d 4b c7 cf ea 83 43 1d Ob c1 af c8 5a 22 ac e5 38 a4 94 73 33 49
39 03 8d 25 08 8c ed 52 af d4 71 bb 30 ff 4c €9 bc 50 9d 01 bc 6a el 1le e4 09 dc 2d 3e 90 f4 78 c6 37 c3 ec 1d ed 4a 49
5c¢ 51 2f cc el 3f 92 97 b8 d9 82 8a b8 c2 f4 05 06 20 2e 2c 89 ed 00 ae 65 96 1c 1c 6b 8e b9 b6 60 fe 98 02 e7 cd b6 66
07 3b 26 ae 5f d9 b6 €0 11 68 07 2f 01 72 c9 ca 67 b7 d4 76 31 8a 13 1f 24 39 35 63 55 43 03 b3 ba a8 63 al b7 3c 4e f4
0Ob 68 ba 34 0b de d7 33 91 a9 42 c3 74 Oc 47 9f 6a 37 8b a3 7e 72 3e 50 d0 ac 38 02 35 67 f8 a5 a2 fb 7b bl b6 6e 1e 82
da f1 18 24 b1 Oe ea 7c 43 5f 39 3c df ea 74 bc d5 e9
Data Ascii: Llenud(=1;pQ\'VE 'KCZ"8s319%Rq0LPj->x7J\Q/? .,ek f;& h/rgv1$95cUCc<Nh43BtGj7~r>P85g{n$|C_9<t

2021-12-02 15:37:58 UTC 1225 IN Data Raw: ff 49 a3 ae dd a0 57 7e 92 el 09 98 d3 e6 3f 6¢ 62 41 54 8d 9e 9f d8 5¢c a3 b5 98 c6 6a ae db 54 25 db 74 8e
1b 9a d3 f6 32 d6 66 €9 63 ca 39 03 9f c4 03 e5 c0 d5 fa f5 fa ce 44 18 2f 9e a4 76 9 Oe 17 cf 69 al 48 2f cf c5 49 6b d8
5c 3c d8 c6 5¢c b3 18 e2 a0 87 a8 a4 66 87 33 f5 a5 7a 9c 80 5a 53 90 f9 d3 Oc c4 b0 ae bd 37 46 ed d9 00 8d 34 18 df d4
25fa 52 01d9 2b ea 75 11 83 4e 5e 72 40 08 14 58 0f 28 33 a3 f9 1a dd Ob 58 81 cf e7 11 54 85 84 b2 8e 98 0d 11 39 84
€6 0d ed e5 ab 97 6a 6a 58 23 97 bb 75 ec Of ee ca el df 18 d8 e4 6¢c 6d 48 52 72 30 f6 26 05 22 6f 14 7a 4a d7 Oe 0d 96
68 56 39 9¢ 23 1c 1d 8d b3 cc Oc 7b bf 35 d8 b7 0d 46 6 33 ea 56 05 88 2d Oa bc c1 55 €9 9a d0 81 e9 31 2f d0 bd 25 b0
82 e3 bl 7b 92 7a fd 27 fb 64 ec 1e 8e f9 60 3b cd d3
Data Ascii: IW~?IbAT\[T%t2fcOD/ViH/IK\<\f3zZS7FA%R+uNr@X(3XT9jjX#ulmHRr0&"0zJhVI#{5F3V-U1/%{z'd";

2021-12-02 15:37:58 UTC 1226 IN Data Raw: 6b a9 bc 44 05 el f7 1f 62 5f 67 e6 3e c8 9e d1 89 92 3c 49 2e f2 aa 46 a9 d7 e0 el 41 7c 4f 5a 47 9e 1a b3 51
6 5 35 0c 98 b6 c5 c1 3 fc cc 3b 4f 7c b6 ab fe 84 eb el 0d 3f 65 33 80 51 e5 d4 a8 52 3e 2f d4 9b fe 24 9b Oa bd 99 cf
d0 d7 ¢8 55 ¢7 2f 7¢c 05 81 65 79 79 ¢3 f3 82 09 49 32 08 7b 59 38 c4 17 07 ac ad b9 44 3f 03 eb a8 07 9d 94 b4 84 89 c0
62 04 53 41 40 31 28 b3 b6 1a dd 5e 1f d9 60 dd 01 70 3f a9 d9 01 da e5 e3 31 5e 54 fa 7b 7a 04 e6 30 7d e6 c3 74 aa 52
4f 46 2b c4 9 b2 98 2c 04 a7 22 b6 08 f9 87 60 91 aa 9d bb aa 49 25 38 c0 c4 €9 98 e5 b5 e3 bd a5 14 af 11 96 58 b1 16
af 30 15 2c f6 7a c5 ba b6 5c da 41 ce ac 8e 31 96 ed c7 27 de 4a b3 19 cc 7e 9e bb Oc 9c 7f df 69 cb 49 6f 9c 06 b9 el 7c
45 50 b6 03 76 b0 20 74 55 f1 e5 2b 7f 09 dO db
Data Ascii: kDb_g><I.FA|OZGQ5;0|?e3QR>/$U/|eyyl2{YBD?bSA@1L(" p?1 T{zO}ROF+,"1%8X0,2\A1'J~ilo|EPV tU+

2021-12-02 15:37:58 UTC 1228 IN Data Raw: ad 2e bc ad 5e 48 5f 72 05 a7 8e f7 e4 57 b4 57 a9 3d 71 cb 8a 99 d8 6d a4 bb dd 74 74 e3 47 66 c2 3a ee 03
€9 Oc 48 dd d7 44 24 b5 27 c2 4f 3b 88 ca 84 ab c6 40 64 65 b4 d9 b9 62 31 94 3b 2e c3 8f 95 1f dc 43 60 b6 be ec 9c 6¢
1f 9c ec dd 6¢ 7d f9 72 76 fa 75 eb 88 32 c2 08 70 1f 9a c3 94 37 51 93 04 9e 8e 47 f5 3f 78 02 02 6d a2 c3 a9 55 le Oa
ad cl 27 04 13 45 8c 18 60 e2 f7 10 5e bd e3 be 43 cc b4 ed 96 fd 20 90 dc ¢8 d8 29 56 ca 7d 9a c6 89 6e b7 27 a8 06 c9
8179 4c 21 da el b6 bf a9 9d ed 6¢ ef 9c 5c 1c 6¢ 1d 9d 5b ee 93 4e b5 ¢3 99 e3 2e 04 8¢ 6b 27 9c 6f e7 10 80 66 a2 Of
4f 36 f5 cc ed 67 57 b2 e6 ab 9b 3b 39 5 04 d7 4f f2 7f 4c 4e 24 17 88 58 9a 56 d9 c4 36 36 2c 01 06 3e 3c 8a 76 dd b8 9d
c0 c4 39 15 16 84 18 2e ce cc 89 c6 f4 6a bl e9 23 53
Data Ascii: .*H_rWW=qmttGf:HD$'O;@deb1;.C ll}rvu2p7QG?xmU'E AC )VIn'yLIN[N.K'ofO6gW;90LN$XVE6,><v.j#S

2021-12-02 15:37:58 UTC 1229 IN Data Raw: 72 02 a5 5e 3d 8a de 02 29 ad 55 b6 f6 f9 1c dd bc 3b 09 ba b6 35 12 d2 20 7b d4 b8 29 6e 8b 5b 8b ec 16 66
aac2 bl 60 56 88 35 ff 03 Oe 23 43 c0 6e 31 22 6e 24 82 02 eb 42 49 96 98 f8 66 ee ee 1c 7d 19 Oe 4c b2 39 b2 04 d8 79
52 e0 74 af 1c al 99 c1 8d 8b 3e 25 81 40 c9 cb e4 aa 20 ef 54 9e 71 cb 0d 95 18 bc 3f 61 84 99 03 83 7d 3c bc d7 68 d8
a6 9b d7 22 03 5f c1 ca 3e 72 de ea de 6d b7 06 21 82 cd 3e 4a 71 d9 d5 16 7e af 2b f4 61 ce 6f f6 bl f9 26 22 a7 07 13 {7
fO de a9 1c e8 f4 ab d7 ca 58 96 97 97 cd 3d e5 09 bc 5b b8 de 23 ef 5d 3d da 35 22 67 ce c4 aa 67 dc a0 3f 92 18 24 81
0c b6 7e b7 e2 4b c4 42 04 a3 69 45 24 c9 3b 3a a9 4b ec 61 61 dc 1a c3 4c 69 3b 50 5f 75 b8 e8 d0 98 67 5b 2b c1 8a e5
58 e8 26 3b 53 ec 3e 47 4f 18 3 ¢5 26 86 fd 09 9c a4
Data Ascii: r'=)U;5 {)n[f V5#Cn1"n$BIf)LIyRt>%@ Tq?a}<h"_>rm!>Jq~+ao&"X=[#]=5"gg ?$~KBiE$;:KaaLi;P_ug
[+X&;S>GO&

2021-12-02 15:37:58 UTC 1230 IN Data Raw: fd 9e 5f b2 43 25 3b 5¢ 72 ac 15 €9 cc dc 1f f9 45 8e a9 08 43 03 ee 8f f9 65 50 7d ea 95 ¢7 33 f7 67 ce ca 90
95 ec 49 16 f3 07 16 54 c3 b5 4f 75 ef 73 be d4 89 fd 4d d4 ba 00 05 e8 5a 67 82 60 aa 85 7d e4 5¢ d5 ab f6 66 95 43 df be
98 88 6d 3e cd 83 b7 50 0a a2 8e 14 60 6a c2 db 51 a0 1a 0a b7 d6 9a c4 c0 68 78 7f a0 91 bf 25 13 e4 35 8d c7 db 14 37
34 15 74 29 90 5f a4 5f 78 dc 8d 64 4e 58 79 e4 e7 ba 18 60 fc 49 38 7d 09 f3 4a 33 60 eb 87 45 cb cf ea b5 d1 41 3f 71
4d ce cf 7e f8 05 03 19 ba 43 06 6b f1 db e4 07 bf 48 2f €5 €0 92 40 22 fa 24 13 09 2c d8 2c db 4c 13 2d 2b 6d 66 a7 el f9
5d 7b 03 89 76 e5 e3 e8 cf 69 6f 1c 63 7a ae 6e 37 a6 62 e4 62 23 9b 1d c4 71 77 11 ab b8 a7 b6 cf 54 98 ce d4 a4 db 14
7121 a6 c3 ch Oc 18 b1 d7 b9 19 41 b3 Oe 21 48
Data Ascii: _C%;\rECeP}3gITOusMZg \MfCm>P jQhx%574t)__xdNXy'18}J3" EA?qM~CkH/@"$,, L-+mfl{vioczn7bb#qw
Tq!AH
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1231 IN Data Raw: 8c 40 7c d0 91 6a 1e 1f 08 66 20 48 b4 d5 55 f4 f9 87 67 df 72 ac 41 d9 ce c4 85 f5 ba 2c 04 2e 4a 8f 6d 37 c8
00 52 56 83 b2 90 22 76 a4 75 c9 ef f2 ad 45 26 56 8b 8d de 90 5¢ db 09 27 8¢ 73 43 23 43 bd bc 2¢ 1a 10 cf 0d 39 08 85
la 1f 69 86 c8 06 d2 76 e8 2f 9e ef 52 4b 97 44 31 39 55 94 75 13 fd 1d 19 44 30 46 bc €8 94 03 e4 05 83 e5 65 54 €8 49
9b cc cc bd cb 1b 3a 5e 5e 88 93 2e 57 c0 61 4b 8a 9e 46 78 2e f2 e0 75 ac 57 99 a0 1la e9 a8 80 Ob Oa b0 d0 45 37 8e
38 a9 ch 2c 1d 78 10 d2 c9 09 bf 1f 27 14 a8 2¢ d0 56 61 54 6a 2d 9b d2 3b b1 56 b2 d7 3d c0 98 2b bb e9 cc 2e d0 30 30
43 3d 26 b0 4c Ob 44 e6 3a f0 fa Oe cc 6b 5b c4 da 51 84 9d 7 d7 bd 1d a3 6d 8a f9 59 4a 33 15 08 4f 7b 8e 58 ea 20 01
ef e0 ef 3d b6 5e f1 8f ed e4 26 31 fe fb da 6f 5¢ ad bb
Data Ascii: @|jf HUgrA,.Jm7RV"vuE&V\'sC#C,9iv/RKD19UuDOFeTI:M WaKFx.uWE78,x',VaTj-;V=+.00C=&LD:k[Qm
YJ30{X ="&10\

2021-12-02 15:37:58 UTC 1233 IN Data Raw: 85 33 bd be 46 7e 7d 03 24 b4 cf cf 43 a2 d4 81 47 2c 30 07 ac f6 50 25 b8 84 9f 8d e5 e5 50 ¢7 3d 7a 79 59
827020 73 14 96 58 af 28 ea b0 23 e2 9f 89 49 65 49 7c 49 38 29 46 71 08 c4 d2 47 cc dd 6f 71 20 b0 65 1c 9f 5¢ c2 e0
29 b4 7b a0 99 82 a0 d4 50 87 8c 9a 9e d3 al 52 f5 c0 45 al f9 d3 2e 1e 0f ¢9 80 Oc c3 ac 92 53 ¢7 d5 a5 12 c2 67 d8 30
27 44 aa 4c ee 69 01 d9 08 bf 1f 36 53 0a 93 34 da bd a9 72 7c d9 ea Oa b2 36 19 71 bc ad 81 4c 49 14 e0 56 ca f8 cO dd
a3 42 fb 2a ba d6 b3 f5 25 d1 62 09 53 8b 90 36 fd 5e bb ad ¢7 74 a8 6d f8 9d 92 56 dd 15 04 b3 9e ab f8 c9 75 ee 21 46
f9 8b 60 f1 2d 7c 2c d7 89 47 02 eb 90 48 b0 c3 aa 64 0e 09 b9 75 d3 el 86 42 31 cc b7 6b e8 ed 73 97 eb €2 d3 d2 5¢ 7¢
60 26 5 aa 13 ¢8 50 f3 3a 52 8e 39 af 93 45 6a de dc 47
Data Ascii: 3F~}$CG,0P%P=zyYp sX(#lel|I8)FqGoq e\){PRE.Sg0'DLi6S4r|6qLIVB*%bS6 MtmVu!F -|, GHduB1ks\|
&P:RIE|G

2021-12-02 15:37:58 UTC 1234 IN Data Raw: 11 4c a7 5c¢ 0f 91 5c¢ Of 4f 8d 26 6¢ ba 46 73 a6 dd 76 10 98 55 20 Oe c0 2d c2 72 75 19 cb d5 ec 6¢ 9c f5 96 a8
1bal 12 40 73 62 a8 81 92 2c e0 61 6d 2c 17 bc 61 3a 02 9f 23 ¢9 42 0d 8d 92 4d 6e 45 72 86 9d b4 al 31 0d 75 d7 90
d4 fd d6 13 9c 40 ff 3e 8f 13 20 48 09 ab 25 38 b7 1b 31 45 22 6b cc 5¢ 36 81 53 fc 99 dc 0d bf 15 ¢1 38 77 f5 d9 ca cd aa
ad d2 8d 30 28 29 31 cb be fb 2d 2c 07 2e 27 2a 2f 87 d2 el 6f 2f db 53 16 f9 51 3d 50 6f 61 00 02 48 e1 39 73 90 ed 14
22a3325b 1817 be 85c0e2 el 17 91 21 dd 43 15 06 ca f5 11 d2 ab 06 al ff 86 b1 1d b9 25 d4 ff a4 87 8e de 9d e7 91
cle3294279 97 97 3316 86 79 cl ef 21 34 88 4f fc 50 b4 08 f9 93 24 d0 7a ce 74 37 32 70 a5 b7 2a 62 36 eb 8d 8c dc
46 a8 72 2¢c 6586 47 24 77 90 d1 ae fb €9 33 37 df ce
Data Ascii: LAO&IFsvU -rul@sb,am,a:#BMnErlu@> H%81E"k\6S8w0()1-,.*/0/SQ=PoaH9s"2[!C%)By3y!40P$zt72
p*b6Fr,eG$w37

2021-12-02 15:37:58 UTC 1235 IN Data Raw: 70 d2 19 2c ea 9e ff Oc 28 42 ce f8 d2 c¢1 09 51 3a d0 e9 a3 2c 5¢ 52 29 05 81 68 52 45 e5 bf 44 d3 f2 83 77 3e
25 6a 5¢c c7 e5 50 fc 58 af d6 cb 6f 77 36 80 el ed e8 7d 16 5d 6d 40 47 1f b4 9c c5 67 aa 3b f5 f4 69 d1 57 bb aa af 2d 44
b8 da 4c 3b df d3 6b 94 b3 13 10 c9 be 74 16 ee 57 04 56 e7 6f 5¢ 9a Oc d4 2f ec 6b c3 f4 ae 62 67 85 7f 36 d2 c8 63 4b
c7 5e af 91 df 12 d1 00 1a c9 fc d1 91 43 bb be b3 f1 82 77 d8 1c €8 32 58 3f f5 0a 77 eb 32 bd 7e fe f3 5e c5 5e 8c ad 8b
ab 31 b6 8e 3a a9 5a 47 8d aa 43 93 ce 51 5d 8e 2a c0 4c d7 62 9e al 17 7c b8 59 18 d7 26 24 d1 30 04 d5 af ca 85 64
9e fe 29 48 c3 e4 a3 35 22 ed 1b 9b 6 d8 9e e7 9f ed Ob 47 d9 df 86 11 f9 84 20 5f 92 26 33 61 bc 90 b9 35 6b 08 dc a6
52 db de 66 39 15 11 de 9f ff 16 ea 81 53 f9 a6 ba
Data Ascii: p,(BQ:,\R)hREDw>%;\PXow6}m@ Gg;iW-DL;ktWVoVkbgbcKACw2X?w2~1:ZGCQJ*Lb|Y&$0d)H5"G _&3a5
kRf9S

2021-12-02 15:37:58 UTC 1237 IN Data Raw: fO 9a 80 45 ca 7d 78 dc 87 3b 14 b6 c3 d3 9b b5 87 98 8b 41 39 cc f4 6¢ 53 45 c1 Oe 1la 4b e8 af b3 9f 26 96 ae
a6 5f Oe 30 f8 35 d4 a2 bf 95 84 97 8d f2 1f 51 22 63 61 67 el 6¢ Oe 15 6¢ 8e 22 bb 75 d5 20 38 f3 a9 2b 75 27 a5 11 de f5
ea 5a 20 7f a3 f0 0d 31 e1 42 1d dd 03 88 73 ac 35 89 1a 9b 54 d2 24 91 bf a9 13 a6 93 d6 f2 f2 3a 26 75 ed c7 fe a0 d7
15 b1 a8 42 3d f3 5e 2a f6 9a 15 4e ee 75 6b 4c c2 42 8e 36 55 Oe 3f 01 69 ¢8 c6 36 ab b2 4b 4d 13 61 04 bb d4 54 8 22
85 7b 9f cO ba 52 7d e0 fa 67 7a 18 a5 94 3b 42 16 e3 45 72 7a 35 d8 a4 96 bf c8 1e 73 d2 db 6b 4f c5 5b 05 88 78 54 fc
€8 45 e8 95 b9 84 a8 b8 7b d2 87 b7 bc 04 97 8 90 d9 d3 5d b8 58 al 0f 67 e3 dc f5 98 96 34 74 bf 45 b5 7f 81 c4 26 e2
46 56 7d 3d 2f a4 4b ef 85 1e 97 22 62 75 2¢ 52 7d
Data Ascii: E}x;A9ISEK& _05Q"cagll"u 8+u'Z 1Bs5T$:&uB="*NukLB6U?i6KMaT"{R}gz;BErz5skO[XTE{]Xg4tE&FV}=
/K"bu,R}

2021-12-02 15:37:58 UTC 1238 IN Data Raw: ba 42 7e 8a 16 82 79 6 52 9d ba 91 6f ea a8 f2 60 22 cf 5e 05 31 b6 90 Oc 28 6 a0 fb aa b5 b9 09 23 f5 89 96
21 aa da 5b 5b 82 0a 5b 19 62 30 db 99 4e 27 53 df 40 9c fd 32 15 04 8a 89 bf 5d 0b 03 3f b6 41 ae 17 1e 5d %e 54 1c 5a
29 fb 5a bb 01 5e 2e d1 45 88 32 ec 6e 6e 92 c9 b7 6b f0 88 d3 09 8f 91 63 3a b5 6b b a6 ea 00 49 4f 19 67 e8 5a d3 f3
c1c89d 2c €6 29 27 73 66 a5 11 33 21 04 Oa 4b 10 58 b6 a5 95 €9 03 38 fc 4b 2c 08 83 80 9f e9 2a ee 74 58 ed 4e ab 29
2233 a6 83 d5 1b Ob €2 d0 1d f7
Data Ascii: B~yRo " 1 (#[[[bON'S@2]?A]TZ)Z*. E2nnkc:KIOgZ,)'sf3IKX8K, *XN)"3

2021-12-02 15:37:58 UTC 1238 IN Data Raw: e6 d0 0a f4 b1 51 a5 08 b8 26 ae 98 f5 07 dd 79 2a 0d b2 e5 5e 67 6f 50 Of fe 68 37 20 4e ee b5 7e 53 05 dc bb
00 55 ff dc ab 74 d3 f3 €9 Ob 69 d7 37 bb d4 26 b9 3f 7f 5a 60 93 60 42 a8 22 7c 30 4d 8a 57 1d b7 81 52 df c4 c6 dc e2
33 90 ea a7 d3 08 9b Of db 04 54 al ef 8b 19 b0 0 e7 cf 24 67 57 d2 34 4d 3c 65 30 19 4f 99 13 58 d0 06 33 17 78 26 4f
92 78 9 ee 98 d8 14 60 03 96 5d 3a d6 dc e9 a7 46 20 96 e6 08 11 d3 94 45 84 d5 3f 7f a6 80 05 a0 a2 4b 32 6e b5 43
b0 7a 06 1c f7 cO da 41 05 ea b0 5f 1b f0 53 4b 23 55 ae 53 20 85 36 ea 83 3e 83 f0 b5 71 57 15 9b 6a 09 7e 96 26 f3 46
25 b6 53 03 62 10 9e 27 98 b7 1b d3 46 78 ae 70 19 44 a2 2b 89 13 65 be c5 a5 dc 12 d2 4d ac b7 5b 4b ¢1 02 8b 92 ¢9
b4 64 23 50 af b6 5a 4d 2c 8a 8e a8 07 7b el 69 4c 0a 9b 32
Data Ascii: Q&y**goPh7 N~SUL1i7&?Z"B"|OMWR3T$gW4M<e00X3x&OX ]:F E?K2nCzA_SK#US 6>qWj~&F%Sh
"FxpD+eM[Kd#PZM {iL.2

2021-12-02 15:37:58 UTC 1239 IN Data Raw: 90 ¢7 c9 eb 1b 64 9b 9f 34 08 92 a0 d4 81 9e 3b 0a 63 3b 1c 3f 97 33 b6 73 53 05 2d 72 3d 2d da dc 74 e8 6a
52 b5 3c 1d 9d d5 52 2e Ob 1c bl e6 Ob 01 4f €3 08 ca f5 b4 57 b4 f9 9f 71 92 a8 bl da 31 a9 fc 89 d5 6b 09 Ob 28 44 40
74 36 33 2f 30 07 14 b3 2e 9d 0f 31 f8 d7 31 16 b8 7b 70 41 31 d3 a6 b3 Oa e9 fa 40 c8 81 1c b8 8b 46 80 72 8f 5a cb ee
a7 9e a7 f5 44 e9 51 82 fc 86 Oe ad 39 35 3f 3d 9f 5d 48 e3 01 20 2e b5 03 93 4d 39 6a cb cc f4 cd b3 0d dc 4c 23 ed 0f 36
d3 92 f5 3d 3f 3e af b5 61 30 07 51 ce f0 8a f3 c9 1c dc a6 39 5e 5b a6 e0 5f 13 a7 a9 c3 ed 73 03 6d 60 68 c4 a0 98 b2 07
€0 46 88 42 1d 3f ba d3 3e 04 00 94 bc Oa af 3e 24 44 fb 21 dc 71 47 d4 ef 85 d4 73 bb c3 61 9a 1c 66 e5 62 f1 a0 d8 11
53 5a a5 2c ba 6a da 66 32 59 d5 76 72 7f 92 6¢ 84
Data Ascii: d4;c;?3sS-r=-tjR<R.OWq1k(D@163/0.11{pA1@FrZDQ95?=]H .M9jL#6=7>a0Q9"[_sm hFB?>>$D!qGsafbS
Z jf2Yvrl

2021-12-02 15:37:58 UTC 1240 IN Data Raw: 3f c0 06 el da 6f 6e 6a 7a 11 c¢7 75 d7 9d 4f da 4d 35 dd f9 f4 49 fO cf 95 96 4a 84 b7 7b 26 55 97 c3 {7 ae bb
00 dd dd da 42 ee a7 4f 50 29 81 82 5f db 35 b3 38 Oe 64 Oe c5 50 d6 3e bc 37 62 6f 99 9d 6a c7 a4 02 94 cc 64 32 ff 33 fd
9f 31 fe ff ff c1 ff 25 da c7 cd c4 f9 e9 d7 a3 7a ed 7c a7 91 8 94 38 dd 39 3c be 80 52 72 8b 64 37 3a 9f 5¢ 6¢ 03 b7 af ce
77 ce 48 03 de 1a 3ac2 bb 23 6¢ dc Oe 1d 87 53 da dd 72 ff 90 90 fc 2c b0 eb 79 d8 75 11 40 61 ¢3 1b 5a 09 e6 36 ec 79
16 38 90 f2 3a fe 04 70 94 44 77 49 b2 a3 7c 32 b0 bb bf 65 €2 5¢ 83 8 45 31 4b 7d dc d0 12 73 bd b9 89 e5 0Ob c2 1e 79
19 61 6d 47 e9 ea 06 f4 26 c4 82 5a c7 9e 2a f0 36 ac 10 20 e9 dO 8f e3 eb a5 87 9d df d4 08 f5 d3 d5 be af 17 26 81 bd 25
da 56 fd 13 9f b5 53 f7 96 c0 66 b9 d8 21
Data Ascii: 20njzuOM5IJ{&UBOP)_58dP>7b0jd231%z|89<Rrd7:\IwH:#ISr,yu@aZ6y8:pDwl|2e\E1K}syamG&Z*6 &%V Sf!
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1242 IN Data Raw: 8e 5b 9b e3 48 4d cf e7 ff 70 71 84 74 0d al f8 8d e9 6e c2 03 e4 fe f9 a7 59 02 af 9b 3d 23 2b 21 dd 45 15 81
bb 45 02 77 eb e6 ff 35 4f 6b d7 d6 7f 9d d6 58 05 Of e2 93 4f 53 30 f2 23 8 ff 53 72 eb cb 1d 3e 21 83 ce 57 45 36 38 73
fb c9 c8 e9 3b 05 72 5¢c 92 e8 72 ea 8c 84 f1 58 26 a9 da da e2 b8 a3 6b ee e0 63 8a 44 5¢ d9 62 62 92 b3 92 7c 7f 8f 4c
4c 0d 24 1a f5 cc b6 9d 3a 85 f8 12 d6 24 4d 5a Of fa be 6d f1 0f 66 3b d5 87 7a 6e 21 fO 2f dd {7 2b 97 c6 fe Oe 87 a2 4f fe
ec d0 92 9e fe 60 3a b0 b6 d4 87 30 8e 26 65 02 bb 4b 26 66 30 5a 1d 02 ca 19 4a 72 8d b9 a7 3 9b d8 3f 4b Oc 27 bd c4
82 4c 72 62 46 45 b4 02 01 b7 0d 21 e2 52 4a b4 1c d4 c0 90 8 44 c7 bf a3 43 d9 d9 a0 eb 15 Oc 74 ea 3a 93 29 19 82 0f
c5 c6 80 b9 4c cc 60 31 86 56 78 18 88 e7 f1
Data Ascii: [HMpgtnY=#+EEw50kXOS0#Sr>!WE68s;r\rX&kcD\bb|LL$:$MZmf;zn!/+0O":0&eK&f0ZIr?K'LrbFE!RJIDCt:

L' 1VX

2021-12-02 15:37:58 UTC 1243 IN Data Raw: c2 e7 a3 62 37 40 c5 3a 83 b9 1d 32 86 3a 02 9e c3 8f aa 3b e5 3b af 6a 65 26 9f c1 54 4f 98 f1 06 9b df 06 5a
b3 78 1f 79 92 ae 50 c7 c2 87 67 5b €9 ad f6 c8 5f 00 e9 59 ¢8 73 65 b5 1c 2c b5 ea 4c f5 2c a5 71 d8 7b 50 d4 83 a0 c7
67 0f 9 be 3¢ 11 70 36 ca be 37 08 7b 2d 74 9f a6 4b fc 68 ee 87 fa 90 5f d9 39 cd 5b e6 02 d2 f5 50 a8 89 93 11 2e 16 bé
d2 4e a6 el 54 d5 49 38 75 21 4a 0a 46 16 74 36 60 d9 a6 Ob cb 55 8d bf 95 68 el 44 37 43 bd cd 51 87 25 7e 4b f3 16 93
0Ob 89 24 ba b5 46 1f a7 02 54 5d 04 d3 21 13 6f 35 04 9a 60 36 c8 d3 6f 64 02 d8 Oe 3a 35 ed db 11 f9 45 6b db cb 2e da
db 3c bb 68 6d 9b d7 9a 71 53 b5 b7 €5 88 3a 2c d5 d2 a6 bd 69 dO 81 0f f8 25 6¢ 17 98 01 1b Oc 31 27 0a 31 7f e2 d3 11
a8 75 b6 43 e7 b7 0d 3f 34 ea 79 c1 b4 6e 6e 36 41
Data Ascii: b7@:2:;;je&TOZxyPg[_Yse,L,q{Pg<p67{-tkKh_9[P.NTI8u!JFt6"UhD7CQ%~K$FT]!05 60d:5Ek.<hmgS:,i
%I1'1uC?4ynn6A

2021-12-02 15:37:58 UTC 1244 IN Data Raw: 7b db 77 ba e3 2d 93 74 97 39 18 47 99 07 62 1d ee 32 77 51 dd 18 04 e4 39 cc a7 fe 42 41 80 09 5a 91 40 8d
3b 61 a3 9d bl 9e 8a 6¢ b8 el ed 5b 33 41 ba c3 c4 37 a2 f8 55 97 f8 d5 10 fc aa 03 bf 20 7e 6f 28 a6 95 25 8b {7 48 ba
34 0a 4b 82 a4 af 75 27 8¢ 3d 8¢ 6 6 10 e5 54 f8 63 5f f7 ac df 5¢ b0 df 91 af 5f 92 c2 38 4e f1 ch a6 e8 29 ab 28 f2 77 24
f2 77 05 f9 3b 40 3e 68 60 09 81 36 62 99 d9 5d 67 09 3 01 2f de 94 1c 1f f8 f7 d5 5d eb 2a ec 30 a2 6b 5d 2¢c 59 7b 51 d4
37 25 ea f7 04 f5 4d ba 6e ef bd 6b f2 {7 d6 98 fc bc Oa 1f 3a f9 f9 60 bf 6f 4f 7e 2b be 19 6a 11 06 dc 99 2d c5 3c ac 4b 79
b4 45 d1 09 44 Oc 6d b8 8b 52 81 bb 18 a4 ef ¢7 27 7d 9f 91 be ff 7f 09 €9 07 f1 49 3f 20 a4 1f 28 2b 3 11 be d6 €8 4d 47
fa 30 6a 98 b6 a4 5b 87 42 b7 da a0 5b
Data Ascii: {w-t9Gb2wQIBAZ@;al[3A7U ~o(%H4Ku'=Tc_\_8N)(w$w;@>h"6b]g/]*0k],Y{Q7%Mnk: 00~+j-<KyEDmMR'}I?
(+MGOj[B[

2021-12-02 15:37:58 UTC 1246 IN Data Raw: c2 cb c7 8e fO dc 15 6¢ 09 3b af 4f 18 e2 36 62 ba 16 dc d1 ec ad 66 fc cc e5 76 ac 2b a9 6a 4f a8 6a b7 41 1c
ce 9e 3207 b4 19 7e fc 1e b9 ec ad 29 97 bd 98 72 d9 5b 4f 2e fb 51 ec 09 d7 d5 3e 61 50 3f c0 15 a2 ad fd f7 71 a5 bf 26
57 fa 31 b9 d2 5f 8f 2b b7 11 5¢ 99 70 al 19 48 42 73 2b 84 66 40 85 €6 56 65 0f 69 86 1f bf 87 3d b7 6b b2 e7 36 26 7b
6e d7 63 cf 30 8a 3d 7c f9 bb 93 d8 33 14 ec b9 6b 10 87 74 18 60 0f 59 fd 86 ef 63 cf 70 4d f6 Oc 63 b2 67 b8 1e 7b c6 11
ec 99 73 e9 19 49 ec 19 0b 6 8¢ a8 f4 8¢ 55 f6 90 66 8 f1 7b d8 33 5e 93 3d €3 98 ec 19 af c7 9e fb 28 f6 70 9 99 48 ec
b9 17 ec 99 50 e9 b9 0f b0 87 48 cf fd fb d8 73 bf 26 7b ee 63 b2 e7 7e 3d 6 3¢ c4 5f 12 1f 04 63 66 ab 79 6a 33 8e 4e 25
8e ce 44 c3 29 e5 e84c el a8 4d fd 8c d9
Data Ascii: ;06bfv+j0jA2~)r[0.Q>aP?q&W1_+\pHBs+f@ Vei=k6&{nc0=|3kt"YcpMcg{slUf{3"=(pHPHs&{c~=<_cfyj3
N%D)LM

2021-12-02 15:37:58 UTC 1247 IN Data Raw: 40 b5 34 95 99 1a e6 e6 bd 00 01 4b a4 a9 b7 22 6a 8 5a c4 31 01 99 93 43 cb 59 6 dd Oa cf 91 el ac c3 b7
04 d2 8f d2 38 f2 47 69 a8 94 01 eb af 3b 37 42 0a 55 7b a6 ch 22 1a 70 €9 74 49 48 75 d5 a8 €9 92 94 ea aa f6 ea de 15
b1 f3 f8 66 68 2e cc d0 22 9e 92 fd da ed b6 dc 24 53 fc 1e e3 e3 f7 28 f0 7b 8a 87 5f d4 15 b6 57 8a 15 58 f3 a6 d3 10 3d
df 8d ab e6 40 b8 ea 8e e0 cf 10 ae Oe cd 0a 8c 57 cf f1 79 f5 2c 78 f5 12 c9 ab 50 63 e0 98 0f 44 f3 a9 51 c0 6¢ 3b c0 77
3fe2 af cc f2 af 38 0a 23 91 c1 1f 5b ¢7 9f 31 1d 7a 9f c8 e5 65 7c f5 62 e6 d6 fb 60 ae 8 ca df 32 6¢ 0d af 33 5f ed 59 66
ce cl 1b 11 ab 0f 38 ea 9e 06 9e 2f 7b 8d cf ¢3 57 c1 ¢3 9a ca 43 cb 2f 6b 16 77 4f 78 1a bc fe e6 28 db 3b 74 67 53 8c bl
0d Ob dc 75 el e6 06 35 de bd c2 45 {8 43
Data Ascii: @4K"jZ1CY8Gi;7BU{"ptIHufh."$S({_WX=@Wy,xPcDQIl;w?8#[1ze|b 2I3_Y{8/{WC/kwOX(;tgSUSEC

2021-12-02 15:37:58 UTC 1248 IN Data Raw: 42 33 b2 aa 94 1b 45 df 99 1b 90 fa a0 15 f2 1f bc f1 1b aa 0d 9a 1e 2e f8 7a d1 d5 6d a0 9c bl 4a 6d e9 ac c8
le 8b 3a 67 39 69 ce 02 ee 4c 4e 9a b3 a0 3b 23 2f 6f 65 15 27 5d f6 d0 72 2a 4e 39 09 a5 7c e0 f4 4c 5e de 26 Of cc 89 cf
6¢ 07 8c af 4c 6¢ 90 db 65 89 da 9c 8a b2 21 63 ac f2 ¢9 90 5b aa 7c 32 24 3e 19 2a 9f Oc 89 1a 43 65 84 21 al eb 79 5d
1b bc 56 b2 Oe 86 6a 1e f2 b2 3b 19 48 ca 6b 3e ad d1 03 6a 21 Ob 7e 39 e8 6c 4a 56 a2 a4 12 54 92 09 52 9d ef bc 34 6¢
59 ad d4 b2 32 52 01 e7 5¢ 93 49 32 54 a4 f2 f2 4e 99 3a 77 79 d9 €9 57 e7 4e 5e d6 Oc 75 ee f2 d2 dc 15 02 bb 73 45 1f
93 83 3e 84 ac 21 fe 08 89 d6 ch Oe Oa 2c 47 61 €6 b6 20 9b 79 2d e0 88 68 05 99 67 f9 c0 51 14 70 3c 25 0d Oe 8 b0 ba
ce baa7 3b 4b 9a b2 62 {7 c9 1la ch 77 86 1e 03 9e
Data Ascii: B3E.zmJm:g9iLN;#/oeIr*N9|L &ILle!c[|2$>*Cely]Vj;Hk>]I~91JVTR4IY2R\I2TN:wyWN"usE>!,Ga y-hgQp<%;Kbw

2021-12-02 15:37:58 UTC 1249 IN Data Raw: f0 45 09 68 f6 37 50 1e 70 40 a9 47 63 ef 92 a3 9c af 91 23 06 13 86 el a3 f2 d3 2b 4b 34 7f db 51 da 21 fd 60
47 69 11 7f df ef d7 27 7a 89 26 2b 3d 91 33 7c 10 75 89 Oe 54 3c bc db cc d1 c3 ca c6 57 e4 3d 88 25 ba fb 25 2a 36 42
fd db 25 ea ed 92 0f 8b dd a0 el ef 3e 53 94 Ob 71 6f fd 9a 10 a8 a6 da 30 7a 37 26 fc 7d 7a 76 3e 33 fe 89 ab b6 38 a6
75 f8 6e 59 f1 98 4c 8f 33 be 89 ¢5 d1 2e 3d ce 28 70 38 89 8f f8 89 68 f4 25 7e a3 2f a2 d1 d1 ae 38 8a 7a le 4e 38 b6 b7
3048 d8 51 d4 53 b1 7f Of 1d 86 1d b4 3e c3 56 6 f4 6d 4d dd 15 9a 7a b6 06 30 bd b8 21 3e d5 5f 05 d5 17 f1 1b 5d 88
46 df 56 f3 €7 22 9c 3f 97 82 3f 17 el fc b9 dc 0d 33 28 d2 25 1f b8 2d 88 45 e8 ab fb de 36 89 92 9b 27 57 60 40 df 7f e3
fb 37 4d 6e de €9 d1 d3 f8 ec bc 12 ec fc fe 77
Data Ascii: Eh7Pp@Gc#+KA4Q!" Gi'z&+=3|uT<W=%%*6B%>Sq00z7&}zv>38unYL3.=(p8h%~/8zZN8OHQS>VmMzO0!
> FV*??23(%-E6'W @7Mnw

2021-12-02 15:37:58 UTC 1251 IN Data Raw: a4 6a 46 65 83 70 e5 46 ac 74 10 a9 Oc 1c ca f5 9d el 50 07 95 Of f2 a8 83 ea 72 16 30 ab 56 4a 6f 20 83 0a 04
df 41 ¢7 79 92 43 11 39 eb 01 1b 26 dd 4a 03 fa 10 38 d6 8c 8f f3 a0 23 91 19 01 13 aa 87 bd 7e 8c 0f e7 a0 5d 9c 19 39
fc a5 28 fc 3f 73 ef 3¢ 68 3f 39 5e 71 b4 e6 da b5 11 89 24 b9 32 al a9 6e ab bb 6¢ 5b 1d 9d 60 ae 9c fc 6e 47 25 e2 82
a0 b0 bd ca 25 fa a2 62 40 8f 85 0a 27 e0 2c ca 04 9e 4a 56 f3 cc 33 80 a7 38 23 ab dd a0 f3 df 9d 52 8a 54 59 3d 90 1c
95 3b 55 5b ea 2b 38 23 79 77 64 17 77 27 74 17 77 2c 76 aa dc 66 f8 65 53 4d Oe 30 Oc cf 5a 3d 08 80 59 33 f4 e2 a5 47
01 b0 d7 Oc bd 78 €9 58 00 d8 4d bf 01 6d f1 84 a9 23 40 cO 41 Ob bf 2f b3 21 40 cO 7d d6 54 52 b0 d5 43 cf 5e 8e 3c f4 cc
8f 26 bd 3e a3 a9 c1 89 2f 20 52 24 b0 1c d7 52 ab
Data Ascii: jFepFtPrOVJo AyC9&J8#~]9(?s<h?9"q$2nI[ nG%%b@',JV38#RTY=;U[+8#ywdw'tw,vfeSMOZ=Y3GxXMmM#@A
/@}TRC <&>/ R$R

2021-12-02 15:37:58 UTC 1252 IN Data Raw: ef al 24 7f 47 42 fe Oe 3d f9 3b fa 27 c9 df 6b 1c f9 6b c7 d1 cf b6 a7 9f c7 f1 e5 ef 58 70 €8 44 0d a6 f1 8e Oa
de 45 b1 d9 2e 8a ed ed a2 d8 81 5d 94 26 a9 3f 21 5b 5e c¢1 9d 13 9b dd ba 8 7c 97 72 32 3d bc 39 09 7f c8 e7 0a ff ec fc
fc 09 e5 ad ce 9f 4e a6 cf bf f3 e4 64 ea e6 87 2c da bl 53 ¢9 d6 8 d1 1a 02 27 ed 97 b9 9b a0 d5 1f 92 69 44 37 63 be Oe
c6 f3 52 6d 3a b5 5e 52 d9 74 d5 1d ce 5¢ b2 3b e7 9a b8 af d9 c2 b6 48 15 74 8f ¢8 10 30 2e fc 31 3b 30 bc bb 7c¢ 1a 92
dd 37 07 25 93 21 1b 38 b6 d8 c0 b1 28 4b 4f a3 58 fa 45 12 b9 53 c1 d0 b3 f8 b3 70 26 1a 9d c7 6f 74 2e 1a 7d 8d df e8
ab 68 74 11 bf d1 85 68 74 19 bf d1 a5 68 f4 2d 7e a3 6f a2 d1 55 fc 46 57 7b e2 48 ¢7 17 9c 30 23 df f5 28 e0 73 03 5a €9
06 7d f4 77 24 ef 19 7a fb 85 a7 7b 7c ff
Data Ascii: $GB=;'kkXpDE.]&?!["r2=9Nd,S'iD7cRm: Rt\;Ht0.1;0|7%!8(KOXESp&ot.}hthth-~oUFW{HO#(sZ}w$z{|
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1253 IN Data Raw: de ec 1d ff 93 66 ef f0 b7 cf de 97 28 e6 9c 48 cc f9 22 98 73 1a 7f c2 4f 5b 62 b3 ec a4 45 6e a4 3c 7f 57 10 49
76 cf 5a 3c a9 7e 26 f2 f9 f8 02 ef d6 1a 5b 5f eb 67 3d 2e c2 23 2b 9c 74 3c 6d a9 37 69 ba fc 26 cd af ad d8 69 f3 f0 fc c7
d9 7f 2e a5 f6 75 ed 9c 15 dd 6f 8d 92 86 4b 49 80 be 09 01 ba 8a 2f 40 57 a2 d1 f7 f8 8d be 8b 46 1f €3 37 fa 28 1a 59 fb
bl 1b 59 fb e2 4d b2 f8 8d 6¢ d1 c8 89 df c8 11 8d 3a f1 1b 75 44 a3 6e 54 23 77 5f 7a f7 69 5f 68 6¢ 2f fe 40 3d 31 50 3f
7e a3 be 68 34 88 df 68 e0 el 77 d9 c2 37 22 e3 2b 62 f1 fd b0 fe 2e 56 bf ac fb ad 15 fb 65 dd 26 a9 b7 33 8b f0 6d 75 Ob
ab 96 bd 2a a5 c3 6a d5 94 4e 9e 6f 0d b6 f8 ab bd b7 fb c4 8a d1 2b 12 ae fc 56 ac c4 a0 bf Ob e8 bb 7d fa ca b0 ba 05 ce
77 47 bb fb 1c 72 ¢8 20 Ob el 9b
Data Ascii: f(H"'SO[bEn<WIvZ<~&[ g=.#+t<m7i&i.uoKI/@WF7(YYMI:uDnT#w_zi_hl/@=1P?~h4hw7"+b.Ve&3mu*jNo+V
wGr

2021-12-02 15:37:58 UTC 1254 IN Data Raw: f1 4a 3c ff ce ca f7 08 08 ef 1c ac 75 10 81 ec 47 69 06 ac 03 b1 51 8b 55 06 el 23 17 c8 f6 b7 f6 76 ee ac 03 fe
da 6¢ 7d c8 3d 5a e4 1c ac c6 28 e7 bb 95 ad 13 85 95 b2 6f 2a f0 72 e3 37 72 45 a3 Ob f3 ¢7 12 75 Of cc d4 c5 b5 5e 30
6e 4c 03 41 al 98 a7 05 2d 5f 2c b3 47 b9 42 96 97 f2 f0 2c 87 6b 8b 25 ed c6 d4 70 49 2b 94 45 a9 78 63 16 31 5c 36 9f
a3 cf a0 64 88 da 92 78 a6 df 98 3a 79 56 2c f2 da 72 99 b5 d5 8d bc a8 cd 3 da 62 81 d6 42 49 17 cf 72 a2 24 c6 28 79
2551 5b 12 2d 3c 9c 4b 59 d1 56 60 5f 64 f8 41 03 81 55 51 b4 28 f2 16 b9 12 d4 16 a0 54 30 ca bc 90 a5 85 3c 1e le 17
7482 1c 65 63 59 63 95 18 4b 4c 43 be 5c a4 4c d4 09 81 84 9d 46 99 b1 3d 5f 2a 71 70 f1 a4 c8 9f €8 bc 03 06 a3 e5 31
1d 39 3a 6d 6¢ 68 4d 2f b0 67 1a 41 87 94 4a 94 8e
Data Ascii: J<uGIiQU#VvI}=Z(o*r7rEu”"OnLA-_,GB,k%pl+Exc1\6dx:yV,rbBIr$(y%Q[-<KYV _dAUQ(TO<tecYcKLC\LF=_
*gp19:mlhM/gAd

2021-12-02 15:37:58 UTC 1256 IN Data Raw: 90 fc a2 58 7e 34 b1 ac 68 62 21 2a 09 e7 37 5b 36 44 49 e8 63 36 2b 9e 09 6b 52 10 22 51 e6 6d 0d Oe 97 33
8a 3951 12 cf 44 7f 59 61 ed b2 dc bf 00 2b c1 79 2a 4a 46 1e fb 80 25 0a c¢7 97 81 82 b0 17 79 bl dc e6 4b 7c b9 28 68
9e b5 e3 13 cc 8d 67 8e ac 3e d4 90 eb 3a 5b e6 73 06 8f 22 73 05 c1 al ac b0 2b 59 9d 2f 7b 46 d1 10 70 05 21 11 c2 ee
95 bd 92 10 4a bd 24 4a 5c 86 ca b9 ac 80 13 7e 97 10 e3 72 4e 88 67 99 63 60 94 05 bd 59 61 5b b3 7c a5 31 4a 45 51
ch 39 99 17 6a 6b 94 38 45 06 0f 66 al 24 9c 19 69 8c ac a8 2d 89 67 dc 0d 21 el 25 5d 5a 79 f0 69 90 80 94 d5 8a a8 a0
5¢ 12 b5 1c ab a2 50 4c ¢3 8b 37 30 37 d8 ac Oa be 70 5e 19 f9 9¢c 50 74 ce 67 78 €6 49 84 2e 6a bd d9 12 72 80 a3 87 12
2d f1 55 20 9f 17 b1 54 9e 73 2d 8b f5 68 83 35 2e 8b 6e 04
Data Ascii: X~4hb!*7[6DIc6+kR"Qm39QDYa+y*JF%yK|(hg>:[s"s+Y/{Fp!lI$I\~rNgc"Ya[| LJEQ9K8Ef$i-g!%]Zyi\PL
707p"Ptgxl.jr-U Ts-h5.n

2021-12-02 15:37:58 UTC 1257 IN Data Raw: d2 3f 06 dd 94 93 e6 2f a3 76 cc 6¢ b5 23 Oe f0 55 3b 5b 5b 8¢ 2b b7 12 57 7f fe c4 bb cb 55 86 25 79 71 72 59
1d bec 45 9d 8c fe 2d 45 ff f6 80 be 02 79 90 4a de 5f d8 cf db 4e 92 62 79 17 b6 d7 fe 63 89 1c fc 4f c7 bc be 41 2e fe a7
eb 41 3d 10 3a 3e 38 d7 0f 37 14 7e 6a 3e 24 06 30 91 d6 d8 71 27 5d 18 e2 f3 43 a6 57 b9 be a9 62 10 d3 71 52 d3 74
75 cf 4e 4d 91 e8 62 91 fe 61 5f 2f 6e 4c fc Of 26 a9 8a Ob f4 ca €6 87 34 08 c7 94 31 e5 e7 cf Oe 7f ca 7a 48 2f 97 e4 6d
5e f8 65 c1 af 6a 87 b3 8f a2 d2 33 3b 99 59 7f dO 9d a7 d2 55 97 36 ed a5 al f7 de cd e6 26 34 c1 05 24 13 f2 dd 4e 61
24 11 be 23 1e fe 06 87 5d a6 97 64 f2 31 37 46 c0 08 8c 86 eb eb 42 al 7d 73 33 f5 60 3e 64 fa e4 54 80 69 3e fc fc d9
87 8e 41 d0 f0 1f 7c cb fc 88 77 9d 26 94 92 99 fa
Data Ascii: ?/vI#U;[[+WU%yqrYE-EyJ_NbycOA.A=:>87~j>$0q']CWbgRtuNMba_/nL&41zH/m"ej3;YU6&4$Na$#]d17FB}
s3>dTi>Alw&

2021-12-02 15:37:58 UTC 1258 IN Data Raw: al 16 01 18 7d 51 65 99 35 cd 57 ef 16 a0 8e 3b 74 e7 58 d5 f1 78 4b 60 55 97 a8 28 al c0 74 51 6a 8a f1 al
3f d3 e0 00 89 1f e6 14 8c 5e 9a 10 bc b9 59 c7 ac c5 d4 03 05 f8 09 b1 Of 6e 5¢ fb dO ¢3 f6 01 d3 8e 5b 32 Oc a6 54 a8 7f
4c ad 8a 85 3a 15 77 29 d9 75 54 57 2d 34 ea 80 17 €8 93 8a 34 fb a8 cf a3 ec a4 60 05 a3 7f 15 95 al 3d bb 99 el c4 ea
a4 3a 8 6e f6 74 f5 23 ee ef 19 08 de 19 21 8b Oc 81 df ad 8f 33 32 75 c1 24 dd 72 92 b0 88 84 7 ba 01 dd 56 bf f3 87 bd
5b 31 54 f5 ce 94 5d 94 ea 1d 54 86 be 48 24 79 29 d2 3a 8b 4d Ob f5 d9 ae ad 1b be 80 89 07 58 bf f0 a8 1d 18 95 fa 7b
b7 48 44 40 82 1f 1d bc 98 7f b0 fd 6b f6 e1 a4 b3 18 ba de 42 9c b0 17 73 bl 6a c3 Oa dd 65 6b 3a f5 86 fc 9e 50 e2 69
30 ef 27 c0 9a 26 1c ea 7a cc f0 32 ee 39 44 0d aa
Data Ascii: }Qe5W;tXxK U(tQj?"Yn\[2TL:w)uTW-44"=:nt#!32u$rV[1T|THS$y):MX{HD @kBsjek:Pi0'&z29D

2021-12-02 15:37:58 UTC 1260 IN Data Raw: b5 f4 d1 2f db d4 b3 27 2b 1d 5e e7 fO e5 3c 38 0f 83 83 74 b1 36 5a 78 9f e3 ce bc f2 07 Oe ed 10 57 b5 69 5a
e4 bd db b0 6f fd 52 00 e2 a3 7e eb a9 31 07 61 e5 07 92 Ob 4d d9 26 49 dc 8e ac e7 14 0d 1c 18 bf 2d ce 7f 9b bc 96 be
72 57 a3 41 de 7f Oe 7b 6d 92 b6 a7 7c f8 7e a0 ba 88 84 09 9f b4 0f 26 b9 eb 93 ae 95 f0 ac 9a e4 70 49 90 38 4c 3c b8 cf
76 e6 f8 73 ca 32 8f 86 44 ed db 43 84 db 80 7b 74 8c f9 56 09 6f 31 b2 f0 35 27 23 2b 85 37 2a 7c 73 d6 5a 39 69 43 05
72 2f 0c f2 23 5f e5 e5 6d ae ab 78 1b 41 c9 eb €3 7b 97 d9 d6 41 a7 92 60 86 fb Oc c2 2c f1 63 b8 95 44 89 47 77 3a 03
20 f1 b0 8f 97 82 65 95 77 98 b8 3¢ 10 7d 5e df 90 8d 91 6f 07 66 16 59 6d 79 4c 9f 9d 07 51 80 a8 a5 4d 2c bl d5 96 45
98 99 fe a4 87 5a df 9a 25 ac 21 b8 22 9d 97 84 ed
Data Ascii: /'+"<8t6ZXWiZoR~1aM&I-rWA{m|~&pI8L<vs2DC{tVo15'4+7*sZ9iCr# mxA{A’,cDGw: ew<}*ofYmyLQM,EZ%!"

2021-12-02 15:37:58 UTC 1261 IN Data Raw: 3f 6a ca ec cd 7e 7a a2 1f 8c f6 a4 6d 6a e8 1e ff f3 e0 27 20 98 39 ed d3 0d 6d 77 5e e5 27 a0 f1 f7 70 60 9d
€6 69 1b 58 ea da 38 b5 f9 20 e3 37 1b f4 c6 56 d8 b5 al 53 76 8f d8 07 7e 91 d8 ac 1d e6 ef 4c b1 14 12 f6 f9 ba bd Oc bf
c0 6b Oe e2 43 47 ac 2c da 3c 33 8f 3a d6 dc aa d8 62 31 7a Oc Oa af e3 e5 8e 9d cf 9e 45 10 fd ba cb 8a c3 2c c8 82 28
89 38 86 7b 59 09 01 b7 32 97 78 cf 1f 9e 80 eb b3 44 53 d5 72 50 bf ec a9 4d af ed ed 67 c0 2b a7 c5 f3 94 2d 9d d1 44
8b 40 c3 cc e4 e7 cf 14 fc 6b 3e 53 34 b6 92 9f 92 5b {7 6d 7c 10 dc 6b f6 ac 36 f3 12 b6 38 3b 79 4c d6 91 Oc 98 92 €9 cO
9d el fc 66 3a d3 1d 8c 3b 3e 79 71 4c fc a7 ea f0 f3 49 42 7e e8 6f 7a 02 c9 34 81 ab 69 ba a3 f7 f3 67 b2 76 74 7c 74 75
78 fc f5 2¢ 59 49 1e 5f 1e ed 9c b6 77 ce ce
Data Ascii: ?j~zmj' 9mw~'p’iX8 7VSv~LkCG,<3:b1zE,(8{Y2xDSrPMg+-D@k>S4[m|k68;yLf:;>yqLIB~oz4igvttux,YI_w

2021-12-02 15:37:58 UTC 1262 IN Data Raw: 47 9f d5 dd 9f 9f 46 95 2b 6b a7 66 31 6b 7b d7 ba 66 c7 f4 33 82 6d 8e 0a b5 ce b8 3b 99 e2 9b c1 60 58 d8 85
a3 36 e8 42 95 6f a3 8a 75 bc df d8 6e 1c 1f 6f 9f b7 9a bb 16 59 0d 4e 6d cb 02 12 f1 6e f1 bb 2f d8 ce 1b cc be f1 63 61
3ff2 c7 f4 d0 40 a9 76 61 7b 34 ee f6 €0 f9 bl 70 3c 1b 44 f0 4f ef b1 b0 3d 8b 67 93 29 90 d7 a3 69 d4 {7 el 36 6e 05 d3
21 fe 6d Oe ef 79 c1 6e 14 dO 83 1a a4 00 a3 3c dd fd 7f 31 ca 03 1f 05 47 c0 ce bl 6b d9 31 f6 8b dd 62 9f d8 1b f6 84 9d
18 ed 6b ff c3 f6 97 dO fe 7c 36 08 al 49 63 48 7f 2e 66 d1 04 ff 5e 46 el 80 3f 5d 74 66 63 7a d8 1f 77 f1 cf b9 07 30 00 Of
46 47 4b 7b ff a9 9e 1le 79 47 d8 Ob 76 81 cd b1 21 b6 c1 06 46 dd dd 7f 50 77 b4 07 75 1b 17 97 17 fb €7 3a 34 ed dc e5
16 ff b8 03 f8 3d 2d 03 d0 9e ae el 3f
Data Ascii: GF+kf1k{f3m; X6BounoYNmn/ca? @va{4p<DO=g)i6n!myn<1Gk1bk|6lcH.fAF?]tfczwOFGK{yGV!FPwu:4=-?

2021-12-02 15:37:58 UTC 1263 IN Data Raw: 69 ¢3 71 69 7f 10 30 a8 8e 4c 5b 06 21 11 2e 33 ed eb 22 42 66 b5 ec ea 25 b0 41 5b 92 41 13 09 bf 62 a0 fd
el 26 46 43 e8 4a 20 ¢3 96 24 1e 88 0a 93 71 b1 4b d0 c8 a0 33 61 12 8¢ 6a 07 5¢ bd e7 67 c0 Ob b0 df ea 8e f6 8a 5f ef
f4 18 0f 57 d7 8c bb 9d f9 ba 4b 9e 38 d5 7e 31 e8 78 e3 da 30 8c b6 49 be 2a 66 b4 f1 fe 83 1b bd 7a b5 f9 ee 23 9c 66
3e 60 b1 0d 5¢ 79 4d 54 b6 71 90 95 68 75 e3 3d 30 73 d4 05 35 87 3b d1 d5 3e 21 b9 1b be 91 40 22 6¢ a4 09 80 65 3b
01 6e f2 66 8e a6 7 11 70 a6 al fc 25 10 ad f3 4b 58 ee 50 40 8d c2 14 36 b1 60 c3 e9 f0 3d 1f f8 00 af 10 0Of 87 31 Oa 7c
a2 22 ee b4 53 2¢ 7¢ 06 76 1f 1f 51 2d 6b be 44 00 60 14 3e 02 65 c6 Oa 63 a0 cb €8 70 36 e5 5d b7 bb 51 2f e4 4e a3 cc
6f e4 50 58 4c 01 86 5a 6e 95 3f 50 ac 53 ¢9 11 a2 14 eb
Data Ascii: iqiOL[!.3"Bf%A[Ab&FCJ $qK3aj\g_WK8~1x0I*fz#f>"\yMTghu=0s5;>!@"le;nfp%KXP@6 =1|'S,|vQ-kD"
>ecp6]Q/NoPXLZn?PS
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1265 IN Data Raw: 4f ab d0 57 00 73 f7 26 c3 41 55 da af 86 91 3f 8b 8f 06 ed 21 86 f4 80 b5 2a b8 50 6b 1b 6e 9f e4 0d b3 fe 35
b0 d8 06 50 bc 14 aa a2 04 48 47 2c 0d 76 a9 47 1b 72 d8 01 9a 34 60 94 29 be ec 2b 52 fe c7 0a 24 2e 52 2a 56 09 a7
9e 8d 06 8f 25 15 24 43 70 b4 50 5a b1 3e 0f 6e 07 ¢3 87 81 c5 61 73 d4 c8 48 e0 30 5¢ e6 9c dd a5 f9 70 Of fd 96 of of 7f
ce 53 d6 66 e3 3c e8 36 0d c9 6a 09 9a 31 f1 4f 1f 83 be 96 a4 6b 42 08 bc 04 f4 de 30 2c d7 4b 66 01 cO 88 le 93 52 06
1892 fd f2 71 €5 b9 29 09 73 cd d4 5d 01 d5 15 d7 01 b7 32 da 14 fc €9 15 87 64 57 92 79 b3 82 86 07 5b 1a 5d 01 3f ff
b4 8d c0 9c ab c5 4d e7 cf b5 3f 29 06 68 89 a2 6b 74 56 56 f8 dO b3 fc €5 d5 cd f0 a6 0d 3c cd b3 06 1b 35 d0 63 6a 66
22 bc 17 fc 9e 3f fc 97 e6 de 8¢ 82 01 6b 45 84 b6 7a
Data Ascii: OWs&AU?!*Pkn5PHG,vGr4")+R$.R*V%$CpPZ>nasHO\pSf<6j10kB0,KfRq)s]2dWy[]?M?)hktVV<5cjf'?kEz

2021-12-02 15:37:58 UTC 1266 IN Data Raw: 44 46 26 30 e4 7c 8e 1f 82 e6 3e b6 1f a7 b7 30 69 32 0b f8 22 17 2d 87 a5 Oe e5 2e 0f 9b 56 ¢9 00 10 2a 9c fd
62 Oc ff 38 b8 f0 87 6a 65 85 f1 c0 41 1a c3 48 87 eb 1b b2 20 f7 13 81 56 40 94 f9 4d 91 87 a5 al 37 80 a8 6¢ 0a 47 7d
b8 a8 97 4e 7e 2f 9d bc 5e 52 40 31 cb b1 57 31 9d ae bf 4e 9c 7f 00 2b 3e 30 50 2c 84 3f 9c af 62 11 20 7f b2 2f e4 {7 c3
df c3 f1 df ed 31 46 7c 1e 84 96 4b b5 95 67 83 af 3c 1b 56 cb 15 fa 5b aa 08 9f 05 00 05 32 75 1b 0d c7 d3 bf 67 03 ef 1e
Oe ba e7 f7 22 ab 1a €6 41 cf 7b 6¢ 90 3d 35 f9 95 37 4a 25 ac ee 7b el df e2 00 53 45 03 f4 44 c¢5 32 56 84 el 67 d3 ce
70 dc 7d 12 5d e6 d5 5¢ ¢3 9a 40 75 a0 ab 0d 75 db 1d bf 50 7b 9d 60 7d 38 6 bb 61 18 0d 16 54 2b 8b 4e c7 c3 00 f8 2f
c4 4e fa db 4d fe 15 dd 01 5a 4a 78 bd bf 31 3e
Data Ascii: DF&0|>0i2"-.V*b8jeAH V@M7IGIN~/"R@1W1N+>0P,?b /1F|Kg<V[2ug"A{l=57J%{SED2Vgp}\@uuP{}8aT
+N/NMZJIx1>

2021-12-02 15:37:58 UTC 1267 IN Data Raw: 00 56 99 68 7f 21 1c c7 9c 04 18 21 4f 83 a4 e6 22 c3 5¢ 80 62 23 8d a7 20 28 a4 74 a8 cd cd 5c 4e 1f a4 04
29 eb 7a 7a 2c 04 28 86 eb 69 b3 c1 8e la 4e b5 f9 cf ef a6 65 b4 16 03 78 68 09 c2 31 31 ac 59 74 d1 e5 7d 00 ef ed d5
ab 4e f1 de db ea 70 99 05 3f df 5¢c 2a 6d 5¢c al e4 5e 9a 66 €9 64 44 86 1b a4 d2 f2 a3 5d 87 de a2 37 ad 84 Ob 43 20 el
8b 58 ef 55 cf ¢9 21 9c 3a 45 79 41 0b dd 9f e1 0a 37 96 c9 74 09 cb eb 3f 07 ae 5e bd aa 37 48 49 72 92 f0 87 a6 16 fe
24 fd 81 b6 ef c2 ff 2f fe 32 35 75 2e 26 c2 00 88 8d 1e 5b 27 10 7c 20 e7 61 8¢ 80 d5 7c 09 Ob 02 08 9b 58 32 95 32 16 Of
8f 8e 11 27 bb a4 a4 ca 3d 37 02 f2 ef 76 d9 5a 92 ¢3 0d 63 3f 96 31 Ob 81 f9 ad a7 8d 94 9c 72 61 1c d2 53 4e 60 e ea
b3 1c b533 58 17 f1 90 18 c2 90 7a 8e da 69 e0 93 98
Data Ascii: Vh!!O"\b# (1\N)zz, (iNexh11YtiNp?\*m\*dD]7C XU!:EyA7t?"7HIr$/25u.&['| a|X22'=7vZc?1raSN 3Xzi

2021-12-02 15:37:58 UTC 1269 IN Data Raw: 7 33 8a 60 be a4 cc 68 94 d7 48 d4 94 92 a9 a0 29 1d 61 02 a2 a5 23 cc 04 51 45 b8 da d0 b8 6d c1 4a b5 9b
46 48 ae b8 99 42 13 f5 fa af f8 98 60 d8 eb 45 01 e7 60 3c d2 f1 16 55 d2 23 9e bd 68 38 b6 54 5c 5e 4f 2a 2a 94 69 29
5a d7 4d ed b8 c9 ea 22 23 50 27 3d 87 76 b3 d8 f1 30 5e 06 c6 93 a5 €9 c6 4d f3 90 4b df Ob Oc 61 dc ca c3 69 ca d9 bc
83 68 80 41 8f 3c 50 98 66 d0 09 65 22 07 2d eb 36 f3 60 1b 88 12 3b dd 75 12 3f Of d7 1f fO 8¢ 08 be de d4 fO b8 c8 3 94
17 eb ac 6f 4b 37 6f 0a f6 4d al 4d 12 4f 22 12 4f 6¢ 49 79 a5 88 64 c7 a4 bb 7d ac b8 e4 73 91 56 b2 2f 24 a0 95 9b 66
€2 83 63 a0 74 7d 36 46 f6 2d €9 32 4f Oc de ca €6 07 a3 e3 aa 73 db 4c 32 59 e2 49 21 cb 4f 8f 41 4d 74 3b 5b 71 37 ab
e9 c9 ac 7a 5b 37 46 23 cc 56 5b c9 ef 27 1b c6 56 dc
Data Ascii: 3'hH)a#QEmJFHB E <U#h8T\*O**|)ZM"#P'=v0"MKaihA<Pfe"-6";u?0K70MMO"Ollyd}sV/$fct}6F-20sL2Y
IIOAMt;[q7z[7TF#V['V

2021-12-02 15:37:58 UTC 1270 IN Data Raw: b6 b8 91 3e 16 97 9c 24 b9 d4 17 98 a7 71 81 57 e2 37 52 87 ca 05 2c Oc a4 1b c4 30 71 e2 1a f8 ea 7d ¢7 5d
5d 93 da 6e e9 84 31 d3 9c 3a c8 94 d9 85 bb 58 64 89 0f 28 79 bb 7b 8c 79 a7 aa €3 66 bl e5 ab 2c db c9 a0 b7 81 7b
17 e8 3e 67 a6 Oe bd 2e ec 45 76 95 12 5d cc 70 50 c3 3b 3f ca 7f bb ab 41 9b 30 b3 ab d9 31 8f e5 5e 5d d2 e2 b6 3f 36
al 5810 cb 8¢ 57 60 57 d7 cc 0a 3d Ob f5 cf 53 fb 89 df 2a 4f 3a 23 f8 52 42 e5 64 43 Ob ff 65 24 54 66 7a 86 65 4a aa 8¢
83 2d ca ac 4c 96 55 e9 fb d1 9c b7
Data Ascii: >$qW7R,00q}]]n1:Xd(y{yf,{>g.EV]pP;?A01"]?6 XW W=S*O:#RBdCe$TfzeJ-LU

2021-12-02 15:37:58 UTC 1270 IN Data Raw: af €6 0d 13 f6 c4 94 d9 8e c9 80 e3 66 a0 01 04 6d 0d al 47 bl 49 6d cf 62 1e c0 15 72 ca 97 81 b8 dd 6¢ 2¢
81 e201 26 84 3a 21 53 6¢c e3 c3 al ed d8 f4 22 81 f6 b5 a6 12 9e 2 d1 12 58 78 f5 6a a7 29 36 13 15 a5 30 e6 b2 f6 d6
91 df a3 12 ae 8b b9 ¢5 00 40 bb b2 al d0 56 9e 31 ed ac 14 68 22 51 b2 9e c9 6d 89 0b 2b ad ed ec 44 44 21 b2 44 a6
be 66 38 d2 b7 10 a7 18 9b 1f 00 dc 4b db 2¢ 71 e8 b1 dd 43 91 82 d0 8e 7a be 7c 4a Oe 00 5b 30 ed el 68 b4 60 da 15
7d da c2 e9 c7 dc 4b af 78 88 bb 35 83 6d 44 fa 1f ba 3e 1a 74 a7 5d cc ¢8 80 90 a4 6¢ a4 39 81 af 13 10 dO 48 4b 9b 31
f4 a9 c4 15 41 45 8¢ 351 7c 13 bd 12 ee 79 f5 ea al 29 f1 06 13 65 4c 20 22 fe 17 60 45 78 84 a5 61 36 9d 3b 8d dc 95
7d 44 8e 5¢ 63 15 17 6f f0 56 a3 4c 05 ee 5e d3 26 bl 8b 31 25
Data Ascii: fmGImbrl,&:!SI"Xx})60@V1h"Qm+DD!Df8K,qCz|J[0h }Kx5mD>t]I9HK1AES5|y)eL ""Exa6;}D\coVL"&1%

2021-12-02 15:37:58 UTC 1271 IN Data Raw: 14 a6 al 9e 27 e6 7c 15 57 be a3 66 c5 54 67 66 76 cf 40 b3 ec cb 6f c8 93 52 70 5d 89 38 b8 47 1c 42 51 67
f2 fc ac d5 59 e2 60 2e 40 5a ea 47 35 47 d3 2c fc 93 fa 94 4e Ob 89 29 c9 91 55 a9 df 0d 98 c6 4b 9e 88 de c5 80 ad c3
6e ea 1a 19 07 bf f2 b7 4c 78 €0 64 2f c4 da 71 2d 94 a6 6a b4 56 10 c5 c1 c5 42 4d 8e el Oc Oa e9 86 83 34 8c 8f 49 76
b7 8 55 0b 43 1e 55 f2 ba e6 3d f1 14 db 83 61 61 36 c2 60 ed 96 53 39 10 64 f3 ab 57 88 02 cf a8 16 1a 39 7b 03 4d f3
47 e9 0d 3a de 3d 9a 58 de 7b 3d d8 2f 31 7e 81 a7 9d 61 40 45 10 66 4c 8c 36 d0 ce d9 83 a7 7b 44 94 4e 75 39 e4 9c Of
ec b2 88 33 55 fe 28 1e a5 66 0Ob af 4c c5 88 3 57 18 d7 3f 8b 2a 13 57 ¢4 f0 aa 73 5d ed c8 7e d2 ca b4 3b 4d df 06 a4 d7
9d 53 04 f4 ee 5 26 76 1f 51 0d 40 5¢ 47 dd d8 5e 6¢
Data Ascii: '|WfTgfv@oRp]8GBQgY ".@ZG5G,N)UKnLxd/q-jVBM4lvUCU=aa6 S9dWHMG:=X{=/1~a@EfL6{DNu93U(fLW?
*Ws]~;MS&Q@\G"

2021-12-02 15:37:58 UTC 1272 IN Data Raw: d9 fO 2b 3e e3 91 71 31 cf 5e 7a dd 7e 78 79 eb e6 61 14 69 3a de e6 al e4 74 89 34 cd ea 86 ee ca 4a d8 9a
b3 c7 3c d6 3f 6a e5 38 €9 75 a4 11 c6 b7 48 1a a3 d5 db dc fa ec bl c9 a2 16 9c a3 c7 df d5 e7 9f 98 04 8f a6 c3 ef 86 08
ed 69 dc 1d 67 c¢9 30 31 95 2c 31 26 df d5 f5 e3 83 33 4a 5b 03 28 57 85 bd a6 be 7e 66 c8 Oc 32 b3 a8 78 c5 a0 37 1c 60
le 6e 72 6d cf 5b 33 4e aa a2 61 9d b2 cf 13 72 66 69 b9 e7 4b 7b 96 4e 22 ba 10 b1 63 54 b4 a3 e5 f2 9c 7d 6d f2 e4 5f
0d 6f e4 90 al 6a b9 c4 de be 73 d8 8f a6 5b 62 61 Ob fe b9 c8 b5 f1 eb 68 89 1a e6 d5 Ob c3 e4 9ff8 d7 3c 70 9 09 7b 9a
8e 8c 3b 02 fO e3 a4 5a 2f de 49 d3 47 84 ce e2 65 f6 a4 78 dc 96 59 b7 6¢ 34 24 40 24 b1 a0 80 65 14 b6 72 07 73 aa cb
48 52 3c €2 34 66 c5 e4 4f 55 8b ec a0 2d 20 5b 3c
Data Ascii: +>q1/z~xyai:t4J<?j8uHig01,1&3J[(W~f2x7 nrm[3NarfiK{N"cT}m_ojs[bah<p{;Z/|GexYI4$@$ersHR<4fOU- [<

2021-12-02 15:37:58 UTC 1274 IN Data Raw: bd 4d ad a8 c7 63 41 a4 91 fd 59 fc 41 84 52 d4 55 46 64 9a 83 60 5d 2e 95 44 1e f2 55 8a f0 2b 8a 61 77 d5
3532 e5 10 a7 8b 3d 8f 84 8¢ 5¢ f2 bb ¢4 f2 14 fc a8 37 7c 0 64 d7 c4 9d al 70 dd 10 5¢ 16 ec 84 5d 75 d4 75 35 f7 65
9a 83 76 77 10 6 79 99 85 f8 09 28 05 50 81 19 97 b9 eb 76 8¢ 46 ba bl f3 33 31 ec dc 9d 8d 7a b8 b5 91 9c d8 58 a8 73
12 b1 7e al 3b 2d 6a 83 27 df 74 ca 23 e5 e7 88 43 97 60 c9 bf 0a 2b db 1b 7e 35 a4 36 67 4b 10 4e b6 53 11 14 15 30 3a
{6 ff 40 52 4c 7 ¢5 24 8f dc 3a 26 d4 8c 8e fa e2 82 90 41 cd Oa 70 3f 5 1e d3 7a 16 4d ea 15 b0 9f df a2 8a cf ea 6d 2e 7c
61 b7 d9 fe 51 05 40 98 Oe f1 cb 57 83 5a f2 b4 9b 9b 8b 32 45 f1 57 b4 €9 0a b6 42 77 d4 a2 6b ad 42 b8 31 c1 80 6¢ 68
22356891 d8 a6 ef c9 0c 10 1c 49 33 ea ae ac 26
Data Ascii: McCAYARUFd'].DU+aw52=\7|dp\JuuSevwy(PvF31zXs~;-j't#C +~56gKNS0: @RL$:&Ap?zMm.|aQ
@WZ2EWBwWKB1Ih"5hI3&

2021-12-02 15:37:58 UTC 1275 IN Data Raw: 71 52 40 f9 5f 88 93 77 16 79 d2 3c 47 e0 7d 12 9c ca eb Oe 68 c0 €9 eb 09 11 77 13 af 0f 57 85 06 3b da a5 20
62 da e8 fa 53 4a 28 e5 15 fd b0 8 cd 2e bf 5f 7b c7 7e 7e f7 81 36 bd Ob 81 25 03 32 16 ¢9 19 39 5f b9 29 12 5e d3 4c b0
312394 b7 Oc a2 07 49 9f 1a 77 d2 3f 9c 9e e4 55 e7 32 96 4e ae 8d 6f 87 10 99 b0 a8 81 9b 46 7a 05 54 f9 Oe 48 77 f6
e5 32 ca cb d0 0a 25 fe 05 bc ¢7 57 02 d6 11 ce 5f d8 f5 98 76 5d f8 bb 34 79 13 f2 c¢f 90 b6 a3 72 e3 b4 43 5d 40 37 12 c1
67 7b 83 b0 €0 85 7 1e 51 bd 6a fd €8 f6 10 cb c1 f1 27 1e 54 9e 61 10 f8 3d 0f a9 73 e5 el 1e 93 96 c8 8a 90 58 9f b3 69
Oe 82 37 2d 27 28 19 ae 9b 44 fc c7 a8 27 2e d9 66 94 f8 1f Ob 85 4b 70 0d b8 f2 44 a7 2d 2f 78 7b df 6c ef f3 f6 be 68 ef
3b be 6a ef 69 5e 07 b2 6¢ 39 3d 29 e8 26
Data Ascii: qR@_wy<G}hwW; bSJ(._{~~6%29 )"L1#Iw?U2NoFzTHW2%W_v]4yrCl@7g{Qj' Ta=sXi7-'(D'.fKpD-/x{lh;}i*I9=)&
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1276 IN Data Raw: 87 90 0d 64 08 Oc 27 55 fb 05 06 e7 ec 68 77 62 63 8a 3c 57 b0 21 db 9c 89 e9 86 13 59 12 45 68 39 ef 08 de
e4 a0 9551 99 c4 cac4 10 8d 31 e7 d5 03 7d ec 9b bc b0 3b 08 59 fb 4a a9 48 el 86 b2 ae Oc b1 1b 04 76 26 74 fd 51 ba
a2 5c 2fc5 e6 05 14 9a e0 e8 37 17 e0 7c 32 Oe Oe c6 c3 d9 08 56 al ef 01 8d 19 a8 Of a7 95 98 cO 7b 55 d2 el eb 60 f4
1d e5 65 22 90 5b d1 11 9f 77 9c 35 3a cd ce 5c 70 aa 0f dd 70 da 51 56 ec 51 37 ee 4c dd 70 5e 3d 36 14 57 68 28 bf 60
61 8f 85 c9 64 2c f2 73 b2 a4 57 a6 f5 e9 a4 ba 7c 61 8d 6¢ 7d 41 92 a5 28 ac ca 1f d4 f9 8a f5 50 f8 al 5e d3 18 2b 56 47
c2 cd a7 f4 be c9 6d 75 5d 7f 6b b9 54 41 55 d3 96 34 9f 40 43 Oa be Oc fO 8b 1e b0 84 7e f1 27 be 2a f8 93 9e 2a 68 74
67 2e d0 70 80 ee 41 b9 d6 8 fc 5b c8 7c 43 e6 9e d7
Data Ascii: d'Uhwbc<W!YEh9Q1};YIHV&tQV7|2V{U e"[w5:\ppQVQ7Lp =6Wh( ad,sW|al}A(P +VGmu]kTAU4@C~"**ht
g.pA[|C

2021-12-02 15:37:58 UTC 1278 IN Data Raw: 01 01 ee 32 fe e0 25 17 76 12 2d c0 1a 8c 2d a4 hd 6f 4e 88 6 be 75 6f 4e 4c 85 64 Oe 70 ff e4 76 51 dc 2b 60
34 40 63 1a 0a 6b c7 49 54 Oc af c0 69 f4 db 13 01 ff 2f 63 df 18 e8 6d ac 71 9e b3 b6 56 7f 66 a9 64 71 92 Oa e5 d9 10 a7
37 d9 ea c8 c6 df c2 94 16 6a 69 69 7b 6e cd 35 13 61 4c f1 1e 17 81 4c ¢7 91 55 91 7b cb 33 4d 76 cb ef 07 94 66 92 fb
b7 db d6 db bf 36 4b a5 f5 f5 77 1b e5 cd 77 6b eb 7f 6d bc 2f 97 31 ¢3 38 35 87 25 fd 55 f3 {7 ef 36 df 6d 6¢ 6¢ bc 5f 5b db
28 6d 94 df 6e bc df 78 9f 34 0Of 7f d9 7c e3 dd fb b5 d2 c6 5f 6f df 6e be 5d fb ab b4 b1 5e fe 2b 19 dd fb 75 f3 b5 72 a9 f4
7e 6d 7d f3 ed 5f ef 37 36 cb 30 f6 da 5f aa 79 db fb 65 f3 bf fe 82 41 37 df bf df 7c 5b de dc 5c 2f 97 36 55 e3 c9 f4 97 8d
df 95 ca ef de 6f 94 ca eb eb 6b
Data Ascii: 2%Vv--oNuoNLdpvQ+ 4@ckITi/cmqVfdq7jii{n5aLLU{3Mvf6Kwwkm/185%U6mll_[(mnx4|_on]*+ur~m}_760_yeA7|
[V6Uok

2021-12-02 15:37:58 UTC 1279 IN Data Raw: 7a a9 9a bf b8 f2 04 33 b1 f3 cf cf 7b 2f 73 ba 6f 16 9c 6e 1d 27 c4 e2 bc ef fc d6 79 df 56 e7 7d 7 05 52 4c ee
9379 15 2c ed fc ea f6 €8 e4 dd 1e b5 df 11 e2 ec e6 cO 8c a6 9e d8 4f 88 39 4d 3d 11 73 fb 03 8¢ 3e 23 c2 1e e6 42 58
4d 5d f1 2 62 ae 25 4a 12 d4 97 cc 8a 93 5e 37 50 cd 11 56 51 66 ed ee 9a 82 a0 5f 6a 2a a4 31 93 al b0 50 de 09 43 5d
37 al 4af7 8d 53 95 84 8b 90 7e 10 bd 19 8e 84 e5 02 fb 49 dc 21 2d 46 7e c8 6b 4c aa d8 09 3d c2 85 15 9d e9 41 87 6f
4c fd c0 19 8f d6 59 d0 09 54 b4 61 4a 45 21 46 4d 84 2a da d5 5 28 7a 32 4b ae 5¢ 58 a8 3d 18 be 2c fc e2 f2 ff ¢5 da 05
52 1f 3¢ 2e d4 2e 24 Ob 22 43 5f 56 17 68 13 f8 47 fc 53 4d c2 de 49 a2 3a 44 48 dd 5b ¢4 23 0b 75 83 2f d4 0d 9e d0 35
8 f4 77 ce f6 73 bl e2 22 5¢ 30 54 8a 84 al 50
Data Ascii: z3{/son'yV}RLy,09M=s>#BXM]b%J"7PVQf_j*1PC]7JS~I!-F~kL=AoLYTaJE!FM*(z2K\X=,R<..$"C_VhGSMI
:DH[#u/5ws"\0TP

2021-12-02 15:37:58 UTC 1280 IN Data Raw: 38 3a ee 6¢ 3b 17 2c 95 4c ae 9f de 74 ae b5 4d e5 74 bc ba ae 44 8a 99 92 a4 67 5a 7b 1b 2f a2 70 6b ae 2e
289 24 cfa7 19 b4 5b 18 60 c3 aa b4 e7 6¢ 90 86 83 05 f4 ab a6 7e d5 b4 ab 9a 7e 56 29 70 81 ca a4 8b b3 07 c4 17 ac
1b fe cd a5 34 87 7c bf 04 a9 d8 3f fd 95 90 4e 86 75 a0 af c1 38 ac 6¢ d6 le 7b c2 5e e6 86 8d 1e 42 49 2b 02 23 11 47
e3 11 a0 2b 21 d5 8b 59 38 ed 4d ce 86 3d 41 88 d5 58 20 75 b9 09 19 d6 33 b2 4c {7 81 6e 14 44 1c c6 f0 33 a6 b7 88 16
eb 9f da 3a 11 76 63 68 41 63 43 0b 3a 74 74 12 2¢ b9 5f 8d 71 bc 85 02 8a 3e 07 a6 el Ob b7 46 2d 23 0Of 1b e5 83 1e 13
41 8d b8 41 c2 6f 3b 3e d0 3¢ 1e 72 44 0d fc cd 9d f6 c6 e7 6f 04 fc 5e 7a 59 09 b3 04 f1 05 00 dd 73 45 4e 90 aa 6d 6b a7
84 aa 44 Oe b9 1f 67 7d 97 fb ce cf 4e b1 47 49 44 fa
Data Ascii: 8:1;,LtMtDgZ{/pk.$[ |~~V)p4|?Nu8i{"BI+#G+!Y8M=AX u3LnD3:vchAcC:tt,_gq>F-#AA0;><rDo”"zYSENmkDg}NGID

2021-12-02 15:37:58 UTC 1281 IN Data Raw: 95 d8 2d f3 e0 c¢9 40 52 3 72 51 bc 26 8b e7 35 7b fb 14 a3 3f 73 b9 25 bc d6 63 fb d1 {7 fO 2f 9c d3 51 66 31
c7 9a 1b 2c 94 08 74 13 1e 3b 58 0f 10 59 88 1c 1e ff 82 8e f8 80 88 bd c5 46 9c fb 59 02 2 b4 da 21 fO c7 6f 08 6a 8¢ 42
b0 8c 7a dd a9 6d 61 76 84 a6 8d 41 87 3b 18 0f 86 9e d7 e0 b9 Oc cf 88 34 d6 18 66 80 11 1f 1a 16 6b 4a b8 1b 4c 47 de
04 50 16 0f 09 bb ce 3f 4d 7c 2f be €9 de 47 56 a5 2f bf b9 aa 5a 89 f2 f2 bc cf 11 d5 3b ¢4 0f e7 b0 e4 6b b0 e4 73 62 b4
b9 74 44 b3 51 c¢1 7d 7e 4f 72 Oa Oa fb e4 73 15 08 97 ¢1 35 77 d8 6a 79 99 33 eb 18 d6 a6 cc 88 72 e7 65 31 2f 5b 23 0a
9f ca f8 65 84 85 eb Oc af 23 86 43 bf a3 7c b9 6e 20 el 47 81 c1 5b ed 30 b7 d1 a8 43 bf bb 6f 16 90 08 5f 77 74 ba 40 e0
54 28 6f 61 79 c0 49 07 ae 82 96 c4 01 0f 37
Data Ascii: -@RrQ&5{?s%c/Qf1,t;XYFY!ojBzmavA;4fkILGP?M|/GV/Z;ksbtDQ}~Ors5wjy3rel/[#e#C|n G[0Co_wt@T(oayl7

2021-12-02 15:37:58 UTC 1283 IN Data Raw: Ob ae ce 3f 76 aa 6a 43 35 f4 a6 ef 66 39 bb 91 2f b1 80 ca f9 52 6d a3 62 02 f1 46 46 81 6¢ e5 67 40 86 d9 a9
cl ac cfbb 27 56 76 40 eb a2 46 c5 69 74 7a 7e 5e 17 6f d6 17 21 04 a9 45 54 4e 9d 79 73 a2 f3 20 e5 9e 3d 1le 19 1a fd
0Oc aa 32 24 34 9e 9b 53 5b dd c6 9b 4c bb al 87 c9 0d bd cf 1f df 73 24 aa dd dO c6 46 f4 ff 09 c2 2c eb 57 43 55 el dO df
5e fe 04 03 26 48 ec ad 99 78 a7 24 d5 63 ad 53 9b 5f dc 88 db 4e f8 Of 22 80 25 c6 8b e5 ba a0 84 dc 86 8b 18 f0 14 30
3d c0e0 c4 8e 89 f1 24 a9 af 19 35 69 5b el 8d fb d1 14 4e 7a 9a 98 e8 00 b3 a5 6b 78 05 4d 40 7 b5 47 3f de 3b 68 a5
ac 49 a5 06 27 b6 e9 58 8d 62 3a 81 b8 4e 5e 24 a5 15 15 8b 30 97 a2 63 11 aa 52 94 ac 80 b5 df 82 2f cf 90 6a cf 59 f3
65 9a be de aa 6d d7 33 74 fd c9 de de d9 df 67 7b
Data Ascii: ?vjC5f9/RmbFFlg@'Vv@Fitz~"0!ETNys =2$4S[Ls$F, WCU"&Hx$cS_N"%0=3$5i[NzkxM@G?;hI'’Xb:N*$0cR/j
Yem3tg{

2021-12-02 15:37:58 UTC 1284 IN Data Raw: 15 9b fe 22 be ef c¢3 4f 16 4f ed 2b f4 02 e8 a0 58 1a fe 78 f4 e7 32 ba 4e 67 4f 50 7a 1e ff aa 8¢ 6a 2d ff 6a ed
3a 51 e80a 7c 2f c8 62 be e3 82 6a f1 51 93 14 ab 18 7282 70 1c 21 71 59 a7 74 11 00 e8 b7 76 8¢ 38 12 9f 1b 03 5b 29
76 90 ce f9 84 ba 92 4f 9e e4 81 db 58 c6 a3 d2 €9 01 e9 04 71 43 01 4c 6a a4 dd db 44 db 8c Oe 09 51 ee d0 16 01 da 03
8d 23 Oe 93 e5 51 7b e8 96 4f 3f 2e 1e 45 a4 2c c3 Oe ee 6b 8c 93 e2 58 8a cc 26 cd 8d 49 cd 31 3b 27 d6 3a 72 1c 95 bb
98 88 72 ea ee 27 97 b9 4f f9 1c de f1 €9 e2 1c a6 35 14 2a 03 93 dd 71 4d c8 91 8c b6 f2 f2 09 3c ab d2 c9 48 le 00 ea
a0 34 c5 6e 2f a5 b4 17 32 20 37 a0 01 fa 78 25 5a 40 f1 7f 07 a7 12 53 e4 65 20 c2 f1 41 de 01 6d 52 65 ab 59 02 46 6b
13 3e 8e 8a 35 24 77 6a 48 40 ae e3 07 cf c5 a9 c5
Data Ascii: "00+Xx2NgOPzj-j:Q|/bjQrp!qYtv8[)VOXgCLDQ#Q{O?.E kX&I1; :rr'O5*qM<H4n/2 7x%Z@Se AmReYFk>
5$WjH@

2021-12-02 15:37:58 UTC 1285 IN Data Raw: d1 6d f4 28 0f 05 91 Oc 5¢c ef 58 dd d3 77 b5 3b d9 8d 60 33 a2 45 09 a5 65 d4 6a ea 40 06 Oe 32 c7 e2 29 92
55 47 b6 46 fa 4a 01 03 b5 06 08 aa Of 1f a2 71 0d 18 39 25 5a b5 a6 €3 59 64 71 5e c4 6a 7b c0 46 d1 8f 2d 7b 1f 8d 89
ac 3d a9 5a c7 6a 6f e8 3d 2b f8 b3 69 el c1 9b 90 09 0d 5 bc 62 15 81 5a 5b 2e 3b 15 de 1d 92 45 73 76 98 06 ef 45 13
2d f8 42 28 d7 9c f5 fd 68 6¢ 8b 5e d5 4a 77 27 4d Of b8 37 47 a6 ae e7 af 33 53 f4 60 c1 b0 bd 3e c1 80 4f cd 77 2a c1 9¢c
ed a7 27 74 74 b6 75 84 c7 11 36 Oa ab d8 9e 6b 61 ca 10 fa 30 28 5b b1 48 63 cc 80 96 05 4a fc 68 62 f3 cc d3 9¢ 17 3¢
3a 739590 ec 18 90 3 53 bd 02 2c 02 fb 64 dc d1 46 c2 ea dd 61 01 13 56 23 bd 8b 52 65 54 3d 86 dd 31 cc bd f7 08 88
74 5e fd a4 c3 45 c4 c9 6e b3 f0 d7 59 9e 04 e7 9d ea
Data Ascii: m(\Xw; 3Eej@2)UGFJq9%ZYdg"j{F-{=Zjo=+ibZ[.;ESVE-B(hI"Iw'M7G3S >0Ow*'ttubkaO([HcIhb<:sS,dF
aV#ReT=1t"EnY

2021-12-02 15:37:58 UTC 1286 IN Data Raw: b5 fa 18 67 ce 52 d7 6e 5c df 64 Oc 7b 72 79 61 8a a4 6f 12 f4 10 72 8b 71 6b ee a0 e5 36 ba bd 21 5e b3 e7
b6 f5 6f 84 c8 ae 84 83 27 20 ce b3 5a aa 1c e3 3f a6 d8 11 f9 3a 11 7f 4¢c 73 22 2c e4 bb b9 ¢8 9d 22 5¢ 72 48 37 a7 21
ec 05 19 4f 5d 92 7e bf 40 d7 e9 c2 bb 0d ef 70 24 bf Oe 11 0f 09 e7 fc f7 5f 4a 30 3e e4 4b 41 d9 e4 6a ac 2d 18 4e e0 90
37 db d0 ca e0 35 33 08 1b ad el 28 1c 10 91 6a b4 37 83 20 Oe 19 a4 af d0 25 3a 6d 01 40 76 66 fe 05 4b 7f 21 fb 2f 22
5c 1d b7 42 b4 2a 81 00 28 91 b2 c7 cb 53 f1 4c 53 14 13 81 70 d2 f8 78 b6 a3 ae 01 a3 c4 22 90 ac 0f a7 27 f4 01 60 2d
6e 2e 66 82 57 f0 92 fd 31 51 c2 fc 29 3e cc 74 8a ee de fa 77 64 1f 2a e5 e0 bf 11 d9 32 58 34 77 52 8e d5 04 27 f9 68 6a
12 dd e7 fc 76 e8 Oe 2c 5d 4a ec b5 a9 5e 79 12 ba
Data Ascii: gRn\d{ryaorgk6!*o' Z?:Ls","\rH7!0]~@p$_JO>KAj-N753(j7 Y%:m@VfK!/"\B*(SLSpx™"-n.fW1Q)>twd*2X4wR'hjv
VA
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1288 IN Data Raw: 60 34 48 13 fa a0 8b Ob 10 2d 65 1a d8 2e f8 8b 40 9e c0 70 3a 21 59 f1 05 4e 83 14 c1 61 80 f6 99 00 08 08
ee 79 90 3c 79 75 a3 a0 cc 8e db 4f 6b 14 01 2b el 58 34 ca b2 59 21 5e 37 50 a3 52 db 30 a7 5 c4 dc dc 21 97 2e bl 45
74 dd eb 58 77 21 77 8e 89 18 4e 57 2b 32 a7 c6 a5 ac 96 4f 67 94 5a 45 c2 0d e6 9e fa 31 41 a3 34 63 a0 a7 63 37 ed 1f
4d 3c 08 9b 8a 62 46 81 5d 33 12 d8 35 6e 11 da e8 ce 21 50 a3 09 1la 7d el 7e 97 a8 3b 61 72 ab a9 3f ea cf e8 3b aa 58
dd 89 a7 95 63 6a 54 f3 23 30 45 4d a7 c1 18 68 3a 72 03 79 22 1a 63 a7 f8 b9 al ce 24 €3 73 91 3e 97 Oa e5 a6 44 87 fO
d1 a8 07 d1 21 50 3d 16 27 03 fc 6d 38 0d d2 35 c3 9a d6 el 78 87 Oe 6a b2 3 44 c2 b3 6a f2 3c 09 94 18 a7 4e 30 ef 3¢
6a 21 0d ce 68 d6 e0 a8 7d 61 88 2b 5f cc el 6d db 91 a8
Data Ascii: “4H-e.@p:!YNay<yuOk+X4Y!"7PRO!.EtXw!wNW+20gZE1A4cc7M<bF]35n!P}~;ar?;XcjT#OEMh:ry"c$s>D!P
='m85xjDj<NO<j'h}a+_m

2021-12-02 15:37:58 UTC 1289 IN Data Raw: b0 Ob 2d 25 b5 Ob 18 b5 4d 18 b2 8e f3 b6 50 c0 41 4a 5a 61 32 b2 4d Oc dO 26 05 Oe 87 b9 31 f7 f6 d3 9d e4
a3 cc d6 71 f3 68 b2 8d 9d 7c 19 a8 22 6b 6¢ 46 e8 dc 31 ed 15 47 11 42 Oc af 26 70 fe 88 22 e4 89 31 12 56 8f c0 52 4d
e6 74 c7 ef laa2 c8e9 fb 45 77 63 1b bf 97 dc b2 72 08 61 c0 ec f5 2b ec 6 be fc 84 93 d0 53 fb 01 43 3f bc 60 98 cb c2
38 86 fa 9f €9 78 44 3a a0 43 df 2a ea 38 34 7c 9b fc 22 2d 7b a9 8b a7 5 7e 23 1d b9 b1 33 92 c1 a6 8f 9b 4e cb d7 23
6a 64 8 3a 7b 15 bc 31 12 3e 63 a5 e2 db 53 96 a0 fa b5 c2 03 05 06 59 41 e4 9b ee de bd ca b4 88 a5 5f 21 13 c6 14 9a
5a 2f 91 27 14 f4 86 70 4a 44 Oc da Ob cb 7e 79 9b dd 9f 96 12 54 a7 8c 6f 1a c6 65 8e 76 83 db 8c 7c dd bf f0 51 74 3c 14
5a 2f 78 bf 22 aa 76 f9 c1 d9 37 76 8c f2 43 ae e2
Data Ascii: -%MPAJZa2M&1gh|"kIF1GB&p"1VRMtEwcra+SC? 8xD:C*84|"-{~#3N#jd:{1>cSYA_!Z/']pJD~yToev|Qt<Z/x
"v7vC

2021-12-02 15:37:58 UTC 1290 IN Data Raw: 67 b5 cc c2 ed 71 ed fc 8 fa 2e a3 c7 €9 bd 64 90 6a b1 68 d4 64 ee fd a8 50 9b 95 5f d6 a6 98 f8 22 fh 5e 46
83 2a de 2e 2d eb d6 df d6 6e ee 92 f1 f5 90 af dc c0 60 de dO 60 e6 16 12 93 69 2f ec 8e 5b dd 30 63 56 el ac 76 9b c9
df 2d fc 3f fc be 7f 96 d9 Of 5f 5¢ 9e a0 ¢5 3f 73 f9 bd fd 37 Oc 4f 99 b5 99 3f ad 71 1f f1 cc Oa b9 65 88 c5 03 7e d1 3 1f fc
66 ab Of 1f b7 43 b4 4c c8 54 07 61 ¢8 df 2a 9b c¢7 95 da c9 5e 66 e7 fa €6 e4 b4 42 21 5d b7 1f Oc dc 06 d7 4d 01 24 bd
ac af 66 02 4a Oc ed a8 26 27 a5 d9 bb 2b 8b 85 7c b1 90 af 51 ff fc 3f a8 c8 2a d5 97 39 fc ef 49 a2 31 49 le 34 25 96 d7
d8 95 d2 f1 91 f5 5d 91 8f df 7f 83 7c 6¢ ba dd 46 6f 3c 52 27 75 d3 fb 3b 87 3c 9f 98 87 8a 44 18 bb 22 el f6 b2 f9 Oe a5 f9
df 91 8f 47 06 55 20 4f c1 69 7a b5
Data Ascii: gq.djhdP_""F*.-n""i/[0cVv-?_\?s70?qe~fCLTa*fB!|M$fI&'+|Q?*91114%]|IFo<R'u;<D"GU Oiz

2021-12-02 15:37:58 UTC 1292 IN Data Raw: 24 b9 7c 67 1d 88 8d aa fO c8 16 1a 8d e4 48 e2 64 bb b7 de 1d ed 31 fO 4c 9c 54 cd 38 cd 64 b8 1c c7 83 a9
10c5 16 ad 99 31 el 68 33 63 96 63 d5 6¢ dd cf 92 83 3d f4 13 51 87 f5 59 51 ab 2d ae ed 7d 35 41 38 93 fa 55 85 6¢ 9f of
b4 ef 03 b7 6¢ 54 Oe ce 44 d3 cd fa c3 cc 56 3c d1 41 1c c5 6¢ 27 cb 32 e2 86 bl 4c e3 ad a8 fa 33 5b 11 24 ¢7 fO b4 1e at
8d 81 d7 4c 05 79 78 de bb 86 2a 55 2c f1 e5 cc 8b 9¢ 63 d9 5d 9d 77 9a fO dO 98 dd 04 77 e6 98 9d b5 13 51 07 33 c7 6¢
47 56 a2 fb 4e 25 4e e3 83 d3 7b 27 ea 51 bc cb 1f 1c b3 1a c0 75 05 69 7e 08 cc ae f4 €3 5d f9 90 db 9c 29 al f5 03 fc 3e
9e 69 19 ba d5 c0 ef 4f 33 bf bf dd 13 4f 39 {3 fb 7e 9d 24 c0 fb cd 59 11 6 64 df f5 €3 b3 95 c0 b6 6¢ 25 2e a5 59 2e 55 20
fe 27 6b 1b 0a 11 1b f4 46 df e3 8 60 79
Data Ascii: $|gHd1LT8d1h3ccl=QYQ-}5A8UIITDV<AI2L3[$Lyx*U,c]lwwQ3IGVN%N{'Qui~])>i0309~$YdI%.Y.U 'kF'y

2021-12-02 15:37:58 UTC 1293 IN Data Raw: 82 14 1c c7 8a 3b a0 f1 ed 8d 62 a9 a0 81 3b 21 a2 27 5¢c 98 d1 9e 15 44 6e 0f 9a b0 c1 f3 5¢c 6e a2 15 d4 a0
6a 85 06 20 87 b4 45 94 7d 5e 86 a4 7e 2c 69 43 26 45 13 55 34 1d 93 6f 6¢ 1le 3a 41 b5 40 a3 Ob 48 b3 16 01 78 6d bc
46 a8 b6 d0 8d f3 c7 c2 ce 12 da bc e4 51 21 56 da 6e dd fa a8 5d 77 57 ba ad cb 9a c0 21 29 38 ac fc 5e e5 81 9a 48 56
df 75 20 33 48 96 47 57 1b 9c 3d de 3f b3 97 1b 19 31 6b 5e d9 72 d0 5f 59 34 eb ac a6 10 9e 8f 55 a2 39 79 16 19 00 b3
5e ce 9c 46 96 1d a7 cf 78 14 47 d3 c2 c3 08 7c ef e7 cf 1f 7e af f7 dO 0a 4b d9 2c 5e ad 38 a3 38 19 dc 1a ee 74 51 df 36
15 7b 56 df de 73 16 32 26 d1 a2 31 3c a6 d8 dc 01 d6 Oe f7 c8 1e 69 13 1b 7b a4 af e8 10 3f {7 7a 54 46 a8 8c 61 8 8f 07
40 5b 48 90 da 3a 04 05 bd 8e db ea 2a 0f cb d2 98 c9
Data Ascii: ;b;!"\Dn\nj E}*~,iC&EU40l:A@HxmFQ!Vn]wW!)8*"HVu 3HGW=21k"r_Y4U9y"FxG|~K,"88tQ6{Vs2&1<i{?z
TFa@[H:*

2021-12-02 15:37:58 UTC 1294 IN Data Raw: 63 20 04 b3 6d b7 db c8 a2 cd 1a 7a df 43 8f d9 a2 42 5e 94 05 9c 17 65 69 52 ba 8d 7e 77 d1 33 al 7c 93 36
18 2f 6e Oc 79 77 70 6¢ 15 76 96 c5 d2 ce 8a c8 15 b4 d6 d0 1c 55 54 d9 da 68 bb 8d aa a4 3c ec f2 bd fc d6 10 d9 51 cb
7f c8 8a bl 6f 1d f1 67 04 bc 10 1f Oa c2 98 Oe 63 47 e6 b7 ba b3 12 cf 6a 1c 65 35 fe ad ac f6 7e fe e4 d8 ac 85 ab 48 df
11 6¢c c6 16 e4 f4 40 10 el 5e 08 74 41 38 ee e2 e5 62 96 9b dd d1 f9 08 1d ed 9d 08 aa fb 51 6f a8 11 36 5b 41 38 15 8d
96 d2 71 95 d4 ef 70 a5 1c cd 58 e4 9e €9 dd 06 f1 2a c8 6f a0 Ob bc 2e 50 0f 39 af 85 74 09 fa ae 91 21 93 f2 bl 79 bd 92
e2 9f b4 03 8d 86 38 49 63 2b 69 1b 31 75 83 62 Oc f4 17 6f a3 00 04 89 1a ec 37 3c 83 la e4 93 13 b1 31 e7 62 05 c3 02
48 d0 61 87 6d cb 55 c2 7d 39 c5 17 16 ca 64 c8 53
Data Ascii: ¢ mzCB”eiR~w3|6/nywplvUTh<QogcGje5~HI@tA8bQo6[A8qpX*0.Potly8Ic+ilubo7<1bHamu}9dS

2021-12-02 15:37:58 UTC 1295 IN Data Raw: 55 9¢ 34 03 e2 9d 94 d7 76 06 09 fd b0 8b b4 cb 08 ed 95 a3 12 1f 93 el 37 c8 fe ec 1b 1a 0Ob f2 2f 73 fe 19 86
10 17 55 84 b5 be 88 €9 11 a5 7a 84 68 c4 7d 3e 54 53 d5 bf 94 8f Oe ad fe a5 fd 64 18 €8 14 e7 d5 59 le 36 a4 66 43 2d
99 b7 ec 10 d3 ed 42 ad fa Ob 2b f5 48 02 ca a9 85 24 95 9b 02 d5 3a 60 48 f2 e5 20 12 4c 06 Ob Ob b6 bf 0 b8 b7 c1 9d
08 b4 ec 15 47 71 c1 f1 20 dO ac e2 3b 78 2e 66 ad c4 8f 7f 82 c3 7c af c0 e3 ff 2e ca f1 34 94 Ob 1d bf 97 c9 3e 8d ee 15
50 54 0b 1c 32 f4 86 32 87 57 bd b2 b0 10 d8 fe 6d b0 58 b8 73 f4 37 e8 8¢ 32 69 be 27 2e 79 a7 e4 bc 48 b8 eb 4b 88 8d
€0 36 d0 82 e7 3b ec e8 fa 5d 49 a2 7 b0 2c 8 83 55 ff a2 dd 05 d9 Oa c6 d4 87 6f e5 86 €9 62 a0 56 dd c8 7f 26 f3 65 35
44 89 ac el 1b 42 79 73 e6 d2 da 3f 10 84 6f a8
Data Ascii: U4v7/sUzh}>TSdY6fC-B+H$:'H LGq ;x.f|.4>PT22WmXs72i'.yHK6;]I,UobV&e5DBys?0

2021-12-02 15:37:58 UTC 1297 IN Data Raw: cd 92 e3 1b 9d f8 Oc eb a7 90 06 b7 7a dd 6e 48 05 1e f5 86 a3 e3 5e b7 35 ea 0d fO 9e 4c 55 a3 1e 21 9e 5b
8f 35 a0 c6 b7 11 7c cc d6 77 8a 8a e6 d3 d7 79 1d 7d 35 b8 cb a4 9a d9 f1 f2 Oe 6b 57 dd 08 e6 da 64 04 a6 2e dc dO e4
3c 5e 74 0d 9d 37 8c ¢6 59 f1 al 9e fb 4a 3e Oc c6 c8 26 b7 6b 76 42 5e 84 38 €0 b9 5e ce 1d 8d 62 24 60 43 e5 31 a8 Of
b3 a2 f1 25 ¢8 75 7a Oc 5c¢ 2e 8f 62 5f 5d 7f ce al 9a 58 90 Ob 3a 38 17 7a 35 d1 95 52 99 al dc 4c 75 47 c1 ae 38 44 92
cf 1d 74 32 40 9b 35 1a 64 17 58 ca c8 31 1c bd 17 1f 85 dd 29 69 06 d3 cb c8 df 80 41 ca 7d b3 86 35 74 c9 8e bf f1 34
b4 46 f8 5a c6 8f 0d 49 4a 95 62 3e 2d 99 5d 6f bd 85 1b 0a b2 a7 49 90 3d 4d c4 01 8c d1 de 3d 6b 75 69 ad 20 7e 7c {7
4a 31 24 ec 86 02 78 15 59 76 9a d4 61 bf 2a e3 dc 15 b2
Data Ascii: znHA5LU![5|wy}5kWd.</t7YJ>&kvB8"b$ C1%uz\.b_]X:825RLUGED2@5dX1)iA}5t4FZIIb>-Jol=M=kui
~|31$xYva*

2021-12-02 15:37:58 UTC 1298 IN Data Raw: 60 98 fc 0d 34 c6 5e 1a ad 30 47 4f 68 01 2b 36 ef d5 7e 7d 7b e7 c4 93 90 92 6b c4 Oe 3f 74 2e 7a 8f 52 ef 7
e2 97 db 25 6a 66 a6 6e 95 fb ad 46 f3 22 1c 12 08 48 75 80 fb e6 20 d2 9b 51 ee ed 51 f7 82 20 74 69 3b c3 12 2b c9 a5
fd ee 7a 2e 4e ad 67 04 80 7d a2 85 2c 6f 8f 94 ed 09 86 al 3d 30 4d fe a5 15 dc 90 0 10 d6 2b 80 2f 32 e3 b3 c4 d0 18
ff 40 80 e6 27 ee 89 bc 95 8¢ 47 7c 4f ad b7 56 53 6a bd 57 d3 ¢3 17 e1 09 6d 2b fc 2b 73 ¢7 c7 ee 64 de 7b a7 7c 59 a3
c9 14 7d 90 78 f0 e2 92 87 ee Oa Oe 75 3c 37 b0 a4 ef a9 44 a5 ce 97 0f 99 eb 9a c9 ac 99 da f1 22 3e 02 3c 4f 3e 20 c9
83 3d 50 76 09 64 80 aa b5 ad ee 72 ab 35 0b 15 0d 97 6¢ €5 13 40 06 2c db 4a 9c 50 45 01 dO 2b 2a cb 23 81 d2 1a 42
4e 78 39 1c 38 3f f6 ef 4b be 38 7f 28 05 a2 5b Oa 27 fa
Data Ascii: “4"0GOh+6~}k?t.zZR%jfnF"Hu QQ ti;+z.Ng},0=0M+/2@'G|OVSjWm-++sd{|Y}xu<7D"><0O> =Pvdr5|@,JPE
+4#BNx98?K8(['
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1299 IN Data Raw: b5 a3 b0 6f e7 c¢7 83 67 0f c2 3a 51 d8 e5 e5 f2 db Oe €6 d7 8d c2 Oe 77 db 67 3d Oc eb 45 61 5f 6b dd e3 73 08
ea 47 41 ad 95 87 ca 13 46 1b 44 61 de d7 a3 d7 06 56 c5 8b c2 ae dc f1 ea 21 86 05 51 d8 4d ef a8 7a 80 55 09 a3 b0 cd
c2e5e309c6ab4761bbc59d833696dl88c2hb6 bdclb587 613769 1c 2c 32 71 4a 31 1a 46 f9 e6 77 08 fe e6 c2
82 9a db 05 e5 26 b4 a9 7c 93 35 16 2c 97 b5 b5 1b f6 47 a9 25 cb c2 eb cb 99 72 8f a4 2e e2 3b 22 10 89 c6 5a 21 12 fb
1d 61 b1 5e 70 9d f8 eb 38 6d 39 5e c5 64 ca 4d cd ba 99 a7 ff 36 6e cc 24 86 fO a4 e5 ba 3d 49 95 2f 37 1c f2 60 b4 73 a9
a5 c9 bb f1 55 45 d2 e4 8a 56 1d af cc 52 1d df b9 44 62 6e ef 32 b1 cf 44 8a de 57 c0 b5 55 51 da e7 1b 42 e6 bl 29 64
b6 7f 4c ec 59 02 e8 80 c4 ca 28 77 40 cc 1d 25 7a
Data Ascii: 0g:Qwg=Ea_ksGAFDaV!QMzUGa6a7i,2qJ1Fw&|5,G%r.;"Z!a"p8m9*dM6n$=I/7"SUEVRDbn2DWUQ
B)dLY(w@%z

2021-12-02 15:37:58 UTC 1301 IN Data Raw: 2e 2a 30 2c 57 26 cd 60 7a 35 d5 8a 79 72 02 78 8e el 54 f4 07 19 8d 85 01 5a 93 76 dc 97 8b 90 9c 41 75 5a
a3 61 a9 90 9f 94 bc 32 4c d5 4b 05 75 d8 10 48 5a 99 7a e8 37 97 e4 5e 37 56 76 dc 45 aa 61 87 fb a2 81 ff 87 17 1f b4
91 06 ea 1d a3 66 c4 82 15 99 6d 2c 5a b1 18 d1 87 d2 e8 02 8f c7 44 89 69 ae 57 33 b2 2b 13 51 bf b7 52 3a 26 22 29 60
b3 51 4b cf 4d f1 05 1f a9 f7 7e bf 24 ed 16 35 b8 bc 51 44 ¢6 4d 7c d3 ¢8 74 50 05 c1 10 90 Oe 52 14 90 5b 87 29 ad cd f8
08 2b 21 Oc 88 Oc 72 af 28 c¢5 d9 20 ec bb 03 b2 af 93 88 09 1a b1 86 28 2e 9d 93 fc 88 60 25 48 6¢ 85 19 b7 9b €9 al 67
15 ca cd fb 65 6e bf ca b5 4f 49 43 ca cd e7 dc a4 bb 97 Oc 39 Ob ca 10 b1 45 ca 43 d2 ab el 9f dd Oc ff 4f d2 82 01 a7 da
4d 66 a9 Ob 53 55 60 c7 86 bf a8 43 ef 2a 79 1d a3
Data Ascii: .*0,W& z5yrxTZvAuZa2LKuHZz7~7VvEafm,ZDiW3+QR:&")' QKM~$5QDMItPR[)+!r( (."%HIgenOIC9ECOM(S
U'C*y

2021-12-02 15:37:58 UTC 1302 IN Data Raw: 86 b8 01 59 24 2b 13 31 69 32 f3 06 €9 69 4d 55 39 50 3d bb 7d 85 d2 38 aa d7 ca 7a 61 0d 55 25 66 55 63 27
16 75 1d 45 e8 96 da fb 20 e0 93 da fb 38 €3 dd 2b 31 87 aa 17 6¢ 7c c2 f3 65 13 38 d8 4e 9f 66 3a 92 b3 12 78 92 c5 93
38 ad Oe a6 48 e4 64 94 38 Ob 43 9f a7 ae 4b 65 05 f6 af 6¢ 79 10 69 27 e2 1f 92 67 51 e2 00 ea 4c 6f b9 b0 7 64 03 45
52 c7 ee a5 fa 17 30 4b 48 fa 87 bb 91 1c 18 aa 51 44 74 cb fa 54 5d eb 80 89 9b af 12 8f 6e 4f cb 48 68 {7 d2 1b ef d9 66
ad 42 fb 6e b4 1d 92 a5 4b 5a ff
Data Ascii: Y$+1i2iMU9P=}8zaU%fUc'uE 8+1l|e8Nf:x8Hd8CKelyi'gQLodEROKHQDtT]nOHhfBnKZ

2021-12-02 15:37:58 UTC 1302 IN Data Raw: c1 e6 3a ee c4 3b f0 5b b2 03 a7 e3 24 96 23 47 98 d5 87 87 b2 0f 65 b5 de e9 3f a3 0f 38 cb b4 4e 8 76 15 9d
6f 4d 1d ef bf ed fb 82 e6 39 4f ac ec f7 ac 71 7c 19 43 1e 43 68 7d b8 b0 6e ef 04 fc 63 5a c5 23 aa 42 9f 5e 89 13 8 88
fb f2 a0 d1 ed 0d 08 ba 01 71 68 a0 4b f1 6¢ 57 e4 66 b0 85 e3 4d c4 15 30 9c 08 9a ea 8d 11 a7 89 41 45 15 dd 25 34 6b
d7 1a 11 51 1c 31 bc bd 7e 5f 6e a9 c7 8a 90 eb 91 47 ea 08 98 15 8b 8b 13 b9 46 a9 39 cd 65 66 b6 93 65 67 ac 56 1d
6a f5 6a 53 cc 28 22 8¢ 9d ff 90 19 0d 5¢ 3f 2c 45 al 4c 1f 4e 51 79 bd 7e ca 3d 67 a5 7a 7a 76 06 f3 61 8a b6 03 32 76 17
08 bf ca 7e da c7 c4 7c a0 09 76 74 45 82 14 al 44 0d 32 f8 98 82 c5 6e 1d 99 1e 4f el 34 9e 03 2b 68 97 9f 4f 2c fd 8f 25
1542923131 a9 af 44 al 15 31 01 ad 44 c1 73
Data Ascii: :;[$#Ge?8NvoM90g|CCh}incZ#B qhKIWfMOAE%4kQ1~_nGF9efegVjjS("\?, ELNQy~=gzzva2v~|vtED2nO4+hO
,%B11D1Ds

2021-12-02 15:37:58 UTC 1303 IN Data Raw: af 55 96 44 4a c2 7f d8 Oa 24 23 81 4b ff 81 b3 db 1c 07 ad 5e e6 77 33 1d 43 0d fb al 3f Oa 03 a0 7f a6 4b 48
96 51 99 de e6 e5 6a ba bf 56 9b 72 fb 1a 3e 75 ae 59 9d 34 86 45 3a e2 bb ae 69 ¢3 79 7d 1f 29 cf 77 5¢ d8 93 48 99 0d
56 07 26 8e ee 6¢ 27 4c 47 3d a8 32 27 5d 2c 6e Oe bd 23 f5 b8 17 8e c¢7 23 6a 1d 03 b1 48 92 6e fa 14 be a9 a7 4e 42 79
12 bb Oe 93 42 e4 Oa bb al e9 b1 6f 6e 99 b5 5d 37 e4 05 f6 c2 42 89 2b 2e c5 a3 03 7f 61 01 d5 02 a2 43 d3 b3 ef ec 0d
d8 de 22 3a ch 50 1f 85 43 8f c9 1e bc d9 70 5¢ 11 9d ba ae 6d 47 7b 66 ef 5a ca 63 ce a7 06 81 fc 9c bb 67 2a 6f d7 cc
db 93 79 13 b0 65 72 11 06 f1 0d a5 3b bd 87 f4 e5 24 85 03 26 ed f4 49 cc ab 51 2f 7e 07 ab 58 54 35 7f ba c9 d5 a9 fa
34 05 4a 21 a4 2b 3d 49 63 29 a7 93 78 96 02 ed 08 bf
Data Ascii: UDJ$#K"W3C?KHQjVr>uY4E:iy)W\HV&I'LG=2"],n##HnNByBon]7B+.aC":PCp\mG{fZcg*oyer;$&IQ/~XT5
4J!+=Ic)x

2021-12-02 15:37:58 UTC 1304 IN Data Raw: 99 2b 0Oa 10 14 d5 fd c5 23 ee 03 17 6¢ b8 03 94 01 c1 06 08 4d 93 03 33 cf 00 04 3e 59 1a 91 6b d1 62 1le 75
29 c4 b7 5d ea 71 24 6¢ 37 af 13 42 35 35 4b e6 18 00 16 16 29 c4 f6 44 90 46 cf eb 09 14 da 4a 18 9d d2 34 b4 01 ea 85
la6b ee c7 44 34 1d be f2 5 1f c2 d1 10 23 74 e0 75 67 44 42 86 90 21 f1 08 8e b5 dc 74 9a 8e 13 96 3b ce 87 Oe 7c 6¢
92 79 9f 4e 8 84 02 53 39 4d 41 b9 6b b8 3a 75 ¢4 76 26 5a 48 8¢ c2 bc af e9 fc Of 10 9b f3 f3 85 95 9d a5 cf 1a be {7 92
fd a8 1c 25 c3 8f 18 83 14 €8 72 b5 3a a4 85 d8 ac 99 99 a9 ab 51 af a3 86 03 75 14 f2 36 30 ac 3e 1la d7 cd 60 82 c8 04
8f51 71 ed 48 cc 85 8b 0a 77 cc 30 17 a2 e6 cc 2f d2 7d 76 fc 28 9d 47 Oa 14 ae 58 5e 2d ae d1 d2 e4 b7 f5 b5 15 5b 5a
4c 32 2d 4e 83 3d 67 29 ea 1d 67 c¢7 76 b2 d7 66 1b c5
Data Ascii: +#IM3>Ykbu)]q$l7B55K)DFJ4kD4#tugDB!t;|lyNSOMAK:uv&ZH%r:Qu6 0> QqHwWO/Iv(GXA-[ZL2-N=g)gvf

2021-12-02 15:37:58 UTC 1306 IN Data Raw: Oc 12 ca d8 b1 92 02 b1 2a bb 34 ea 93 f7 85 04 82 80 32 5¢ 12 d5 9d 24 a3 d2 61 99 8c 4a 87 e7 €9 af 72 a5
29 4c b9 9e fd 2a 57 8a fa 61 6a 40 b6 ee 93 52 77 e3 86 7d 8f 70 78 3e 28 Ob 65 be 3d de 30 57 f4 f1 b5 71 d3 76 72 ad
68 23 c2 cd 20 53 23 99 78 c4 89 ef 63 89 4f cd c4 67 2a f1 88 ee 8¢ 14 €9 77 4d 97 e4 0d 25 ae db c4 2b 8¢ 32 ad 29 Oe
8 46 01 Oc fO 4d 18 dc 76 a4 9f 27 0d €5 d9 17 8c d2 78 55 83 7a 1e ef 30 54 b2 e9 22 97 12 dd f1 46 43 76 91 12 97 7c
cc 9b 31 b5 ¢9 80 f4 9b ¢8 17 bf bf 2¢c 25 1a c2 ea 2f 4a el fd 2a a5 94 8 88 3e 34 a7 ef 24 90 6a 5 9¢ 67 54 20 96 dd c8
ee 8a 5d 23 ec 9b Oc 33 d6 44 53 4a 12 9b a8 07 87 72 c4 b2 1a 04 65 d1 1b 1b cf 73 18 4f 64 ba 3d 49 db 2a 68 8b 6b ad
Oe f9 6d 46 ca 8a 4c e9 c6 53 56 af f1 a6 47 8f 1c Of
Data Ascii: *42\$aJr)L*Waj@Rw}px>(e=0Waqvrh# S#xcOg*wM%+2)FMv'xUz0T"FCV|1,%/J*>43$jgT [#3DSJIresOd=I*hk
mFLSVG

2021-12-02 15:37:58 UTC 1307 IN Data Raw: 56 16 5d 5b 2b da 78 c5 ae de d0 37 Of cc 4c 55 6a 9a c2 44 bc 57 Oc 64 83 61 ca 50 fO ca a9 9d d1 0Of fb 83 03
bf d2 11 87 f0 b3 5a 45 73 ef c6 82 2e a5 d1 ff 83 33 45 20 el 09 56 56 16 f3 f8 7e 31 f0 99 26 d4 bb 31 84 ec c1 3f 38 43
2c 02 d5 9f ae 54 19 57 ef 97 71 e5 2 1d ¢4 bb 31 a0 8¢ 27 5d c6 15 da 6f d8 46 67 c6 b7 €9 d9 98 ee 8a 11 b1 08 ed 46
b1 7a 0b d9 Oc ac 53 d2 e8 57 al f7 b9 fb 90 83 09 68 36 Oa be 79 58 c8 da 59 b9 e3 ee 4c 5b 51 9d el 02 c4 6b e7 b5 15
d3 cl1 42 21 9f ff 37 7e cc 91 3f 75 f2 b9 04 51 96 c5 07 0a 04 32 7e 80 f2 77 dc 2a 6b d3 d8 b0 31 bf df 3f 26 25 1f ed 3e
9a d3 6a b3 be €9 2c 93 dd d1 49 10 b7 20 77 23 ed 75 26 e2 39 59 69 d9 8b bf a7 92 a9 15 61 53 ae bf 1d 6f 92 50 ec 89
25 ¢0 c2 c7 ff a7 85 4f c4 cb 75 ba c0 38 ae 03
Data Ascii: V][+x7LUjDWdaPZEs.3E VV~1&1?8C, TWq1'JoFgFzSWh6yXYL[QkB!7~?2uQ2~w*k1?&%>j,| w#u&9YiaSoP%Ou
8

2021-12-02 15:37:58 UTC 1308 IN Data Raw: 4d 30 00 4b 6 1c 2d d6 88 23 1b cb 43 59 9d 70 2f be f5 78 11 03 c9 aa 4b 07 22 0d 21 21 04 b4 0a d9 99 89 fb
dc 56 08 03 1a dO 3a 76 68 de 1b a5 6d d3 a7 46 55 42 97 d3 db d7 73 8d 7a ec 6b d0 eb 40 91 15 Oa 52 3a 86 df cd 58
bc 7f f0 d5 a5 b6 ab 92 fd 47 22 9d d2 b4 ad 4e dd 90 7 4c ¢4 9c 4c 34 4¢ 89 69 1c de f5 5¢ 3b d5 a5 00 89 57 f0 bc bl 35
4c 78 d4 21 5b 6e bc 47 8e e4 a8 f4 cd 36 bc 79 09 e4 f 91 9b 40 fe ff ce d9 Oc e5 fc 19 49 83 15 45 46 ee ab 53 8b 07 d5
d3 70 df 3d 3e cf 1e 8f cc a9 a3 80 ¢9 7b 5e Oe cd d1 dc b6 aa 6¢ 37 2d 76 db 77 86 47 09 60 fe 17 57 63 56 7b be b3 c7
b2 90 6e fb fb fd 9b 4f 36 €6 23 eb 95 69 d9 57 93 96 4d c1 af 69 eb 33 76 Ob ca 4b 80 d5 18 Ob 74 12 cf 49 8d de 2c 33 ac
3d c9 e0 bd 4d af 7d a0 d1 dO b8 6d 4f ba af 97
Data Ascii: MOK-#CY p/xK"!IV:.vhmFUBszk@R:XG"NLLALi\;W5Lx![nG6y @IEFSp=>{N7-vwG "WcV{nO6#iWMi3vKtl,3=M}mO
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1310 IN Data Raw: 8f 67 cO ef c3 79 f5 8f e0 5b 23 b0 7e 76 bd 2c 65 92 6f 37 a9 88 9e 09 46 26 4e 5a 68 3c d0 69 b2 b6 92 46 6f
d5 2e e6 e7 6b 17 b9 fb 0d 6f 64 el d3 2e c1 0f b2 f0 24 5 aa 6d 41 60 5b 01 8a 56 9b 65 05 06 4f 6b ec b4 bd d1 ae 92
44 b5 44 4f b6 12 e5 83 ea 9e 4e 66 df 80 a0 09 23 38 4d 9a 94 db ad 80 e8 58 e9 59 c6 6f 7 c6 41 04 a9 2c d7 d5 83 8b
3b ba 32 b7 42 f7 3a bc dd 87 49 61 6¢ 9d 18 9c ba 49 aa c4 55 68 5b dd d6 a8 c5 26 62 7e af d3 ¢7 13 00 cf 3f d8 5a b6
5125 al 2e c8 97 ec 3d 12 4b 75 bc ff ac c3 e6 f2 ec e6 4e eb d6 6d db 75 ef 14 75 d3 70 76 ce d1 24 16 13 40 af c0 1f 74
55 21 24 13 00 6f cf f0 e7 ac 09 7 f6 9b 78 4c 9c 58 0d 51 2c 02 81 e5 51 fe ad 7b 69 0a 9a ab 3¢ d0 49 76 8e 85 2f 2f ad
ac e0 05 5f 43 7c 42 a4 47 fa 55 28 a0 73 f2 32
Data Ascii: gy[#~v,e07F&NZh<iFo.kod.$mA [VeOkDDONf#8MXY0A,;2B:lallUh[&b~?ZQ%.=KuNmuupv$@tU!$oxLXQ,Q{
i<lv//_C|BGU(s2

2021-12-02 15:37:58 UTC 1311 IN Data Raw: c2 22 7b 65 47 d9 2b 63 5a 2e 27 ¢3 02 b7 06 4a cb 65 f3 dc a4 ¢8 10 75 b9 59 1c fc 1a dc fO 5f 80 2c cd 97 f3
f4 33 8e 08 b3 87 d5 el 21 3f 1d d8 1f de 4b bb 94 5e 2d b3 el 9a ed 73 b4 bf cO 0b 03 d9 aa 67 8b a5 31 2a c3 23 3c f4
fO a1l 07 Of el c2 cO b3 f0 68 41 fb c7 f3 34 65 62 €3 b9 8¢ f0 5d 16 ef 15 db 06 06 bc b6 c8 cb 46 df a6 92 b2 d9 3c 23 1b
13 8e 4b d2 83 09 5b a3 fd ae 1d 38 83 0 30 31 d2 fe 24 0a 4a 22 d1 a0 c7 42 1d 58 b5 34 47 fb 08 13 de 71 74 25 19 b7
20 e3 ba d8 d2 95 84 44 f0 6f 35 06 b6 9c a4 c8 d3 a4 21 9f d3 6e be 2c 5¢c 63 d8 ef 04 37 9c d7 c2 7e 76 e7 5a Oc 44 72
04 50 46 f8 92 7e e3 al 8b 9 08 b9 le 16 46 63 ea 73 58 93 9f 59 1f a9 55 ce 05 72 ba 54 21 d4 ba c8 87 04 6¢ 97 32 4d
97 61 a6 c8 72 ae 5¢ 2a b7 61 f3 50 4e 34 3c 9a 22
Data Ascii: "{eG+cZ.'JeuY_,3!1?K"-sg1*#<hAdeb]F<#K[801$J"BX4Gqt% Do5!n,\c7~vZDrPF~FcsXYUrT!I2Mar\*aPN4<"

2021-12-02 15:37:58 UTC 1312 IN Data Raw: a8 03 6¢ 6 f3 2e 4d 39 1c 44 ee be d8 ca 24 67 8d f8 4f 72 e0 89 51 5f 86 37 20 49 10 24 9d f4 97 8c 98 a2 a4
ed 18 16 4e f2 38 a2 83 6d 11 09 42 ec 03 91 9e 2b b4 5b c4 aa 8a e6 02 b3 e4 f3 05 96 3a b8 24 df 10 b1 53 c4 eb el d8
03 d4 a2 5d 33 21 al e0 d3 d4 d5 6a f2 3c 50 52 b1 66 93 aa 6d 03 6d 5a b3 07 ec e2 30 3a 7f 30 55 63 d8 16 30 88 2f 7c
3b ae ad af 87 61 b8 58 06 fe 74 3d 87 39 69 0d ed 02 36 58 4c 5a 66 61 94 ce 69 ae 17 9a 47 5d 69 57 65 €0 4b c1 6e e4
a9 f5 f0 43 da fO 79 47 94 a3 4f 7b 8¢ 29 e4 78 15 e ca 4f 7b 8a 39 fb 6¢ 3d 3f 5f 62 8d 50 06 3f 7c cd 4d 32 26 aa 5d cc
32 50 df Ob d9 4b 2b 0b d0 5d 69 00 5a 91 e6 €0 31 27 2c bc fc e3 5¢ 6a ad 77 b4 3e 3f b7 32 df cd f6 ba 3c 39 5¢ 82 02
45 d9 56 77 dO a8 5a eb 44 81 70 3e 32 72 b2 4a 91
Data Ascii: .LM9D$gOrQ_7 ISN8mB+[:$S]3!j<PRfmmZ0:0Uc0/|;aXt=9i6XLZfaiG]iWeKnCyGO{)xO{9I=?_bP?|M2&]2P
K+]iz1' \w>?2<9\EVwZDp>2rJ

2021-12-02 15:37:58 UTC 1313 IN Data Raw: c4 d5 Oe 5d ed 88 ab 5d ba da 15 57 c7 74 75 2c ae 7c ba f2 ¢5 15 8d Oc ¢3 27 8b dd 6a f2 7c a6 62 c3 e2 55
535c 1d e0 c5 c1 a4 54 8d 38 88 a9 4d 37 c5 47 ac ce cl c3 1f al 10 Of a2 7f 69 00 5a 31 c5 c4 2c e6 e4 c9 94 8f da d2
bb 52 Oc 42 7c bb f8 68 f1 7d 62 7a c4 9c c9 4e 76 4d 49 99 13 61 f8 47 88 46 b5 12 c6 8b c0 a9 7a 27 3d el 88 da fa e3
4e e3 20 ac 6a 1c b2 68 67 5d 83 00 d1 63 3f 29 59 d5 f9 8e 3a c¢5 51 99 72 d4 fd cf 8e ba 33 00 7e 15 37 79 b0 73 09 3c
cc bl b3 43 e3 9b 63 59 fd 48 93 ea 67 1b cO ae ce d8 00 6d b5 68 ba 1b 2d c6 28 9f 94 ec ea 3c eb 66 55 43 eb 66 57 b5
757312 d6 ad 81 a4 ec a5 60 e7 00 34 f4 01 3c 9e 58 1d 2f 58 b8 fa a0 37 ee 53 88 98 72 b0 a8 62 7d 1b c3 4b af 4d 42
2a 5c fe 49 ¢9 09 af ee c1 10 a0 4f 6¢ 9c ef 80 de c5 bb
Data Ascii: ]]Wtu,[j|bUS\T8M7GiZ1,RB|h}bzNvMIaGFz'=N jhg]c?)Y:Qr3~7ys<CcYHgmh-(<fUCfWus 4<X/X7Srb}KMBHIOI

2021-12-02 15:37:58 UTC 1315 IN Data Raw: 8b d9 el 36 2b 7c 66 8f 39 29 d2 23 a7 b7 31 7b b7 01 12 4e 64 be bc 6e 98 6a 7f 79 4a 08 18 09 78 f1 b9 d1
757b cf 12 0a c8 48 91 75 Oc Oa 85 ea 73 f1 al 6d 38 0d ba 1a ad 69 02 eb cd 6b ca 2e e0 b5 5b e9 6e 95 bd 3c c1 d4 4d
3f 2c f0 a8 62 87 8f 86 22 4a d2 43 19 a8 52 11 17 9c 24 08 93 cd 5¢ 54 11 7a 47 3b ae c9 89 0f 90 d9 d2 da d8 22 ba 07
96 d6 56 39 ee d0 08 83 7e 10 51 4a 99 ed 0 16 ff 25 69 24 1d 07 8b f9 91 d3 dd 9b 67 ba 37 9a 68 27 57 cf 18 fa ac b7
cd 7c 76 f9 87 dc 7a 9c 4d 39 6b bc 78 ed 0b 34 f2 df 28 18 79 f9 fd 2f 3a 2d a6 22 56 8a 86 04 36 8e 11 c9 6¢ c4 ee a4 53
e9 4e a3 fb 9d 2c 45 c7 38 44 63 01 de €9 f6 fb 2f 19 b6 90 fe fe ec d9 ad c6 e8 3b 56 el af ff de c¢7 {7 7f 27 2f 03 aa 9a 49
7162 02 d7 b8 c7 d7 b8 57 0d b9 57 03 d8 8e 6d
Data Ascii: 6+[f9)#1{NdnjyJxu{Husm8ik.[n<M?,b"JCR$\TzG;"VI~QJI%i$g7h'W|vzMIkx4(y/:-"V6ISN,E8Dc/;V'/IgbWWm

2021-12-02 15:37:58 UTC 1316 IN Data Raw: 58 62 8d Oa c5 03 6f 57 28 10 78 a7 42 81 c0 9b 15 0a 04 de ad 50 20 f0 56 85 02 81 ef f2 cO d4 3b 2f 14 98 7a
bc 45 81 a9 47 5b 14 5f fa 70 8f e2 4b 1f ec 51 7c 69 bf 42 f1 a5 eb 15 Oa 2c fd f3 85 02 4b 5f bf 50 60 €9 eb 1d Oa 2c¢ 7d
b5 43 81 a5 9d 1d Oa 2c 6d ed 50 60 69 7b 87 02 4b fb db 14 58 ba be 4d 81 a5 9b 9b 14 58 ba b1 49 81 a5 fb 5b 14 58 ba
b7 45 81 a5 bf 5¢ ec 51 64 9 d3 3d 8a 2c 7d be 47 91 a5 cf f6 28 b2 f4 db 36 45 96 7e dd a6 c8 d2 77 3b 14 59 fa 76 87
22 4b ef f3 ¢8 d2 95 3d 8a 2c bd bd 47 91 a5 77 6 28 c8 f6 ee 1e 05 d9 de db a3 20 db d7 9b 14 63 fb 6a 93 62 6¢ 9f f1 18
db a7 3c c6 f6 d5 1b 05 dO 3e 7f a3 88 d4 de 16 45 a4 76 b7 28 22 5 el 26 45 a4 3e d8 a4 88 d4 fb 9b 14 91 fa f2 8d 22
52 5f bc 51 44 ea bd 17 8a 48 5d 79 a5 88 d4 65
Data Ascii: XboW(xBP V;/zEG[_pKQ|iB,K_P",}C,mP {KXMXI[XE\Qd=,}G(6E~w;YV"K=,Gw( cjbl<>EV("&E>"R_QDH]ye

2021-12-02 15:37:58 UTC 1317 IN Data Raw: 91 f6 05 36 €9 62 be b4 a0 e2 d4 6f 86 57 bb 66 be e4 26 bd da cd 38 f7 ee 7 bc fe 6a f7 al 64 05 52 2a 6b 83
14 16 86 85 d1 c2 30 c0 13 0f 88 3a 6b 92 2a 82 1f 46 5b 30 31 5d 4c ed 37 ¢3 62 07 4d 03 b3 6d 91 54 a6 f9 cf 4e d7 dd
5c d3 d5 82 7a ff bf 9a ad dc 44 ea 9f 2a d1 63 46 f9 94 ca dc 85 7fab ca 36 51 6a 10 c4 96 b5 d0 f6 71 el 19 78 a3 05 21
78 75 53 al ec ab 2a d7 92 8d c7 bf 54 99 da 47 ea 5b da 41 dO 52 00 12 e9 7f 8f 6b 5e ae 46 a0 05 2e 57 c4 65 86 c7 b0
93 f9 98 b0 43 ee 9a e9 f3 a0 8e 94 fe 93 03 98 ed aa 32 92 1f 8f af 7c cf 4e bl 1a a6 4f 4e 55 97 9b ab eb Oe f4 7c b9 e3
dfed d9 c2 64 7e 27 24 eb 8c 03 96 24 78 52 76 a2 10 04 81 c6 Oe 01 8d 9d cf 4c a0 02 61 da 6e 58 b4 b5 13 b2 82 08 81
ae e9 3a fd dd 2a db a9 66 4a bb 9f bd 35 3c ac
Data Ascii: 6boWf&8jdR*k0:k*F[01]L7bMmTN\zD*cF6Qjox!XuS*TG[ARKNF.WeC2|NONU|d~'$$xRvLanX:*fJ5<

2021-12-02 15:37:58 UTC 1318 IN Data Raw: 14 da cf 2e 5¢ 36 €0 b4 2f 94 31 63 c6 25 9a Oc a5 30 Oe e6 3 98 a2 ff 60 a3 05 d5 6a 21 dd b2 fb ¢3 Oc 54 50
bd 4e a9 f1 30 51 a8 41 f1 09 d2 Of ae 87 26 90 78 €0 ad 5f ec 67 15 03 5a ff d2 €6 ec 36 39 Oc Oc 00 dc fb dc 03 cb 17 96
80 cb 34 35 b5 a8 3 57 1e 6 12 fc 01 36 5¢ 54 5a ca 61 ce 63 ad 8e a5 ea 60 c6 98 bf 31 9b 30 fc b5 42 al c9 75 02 a2
bd 91 5d 59 fe 93 ff fc 96 2d 2e ff 09 3b 9f 3b 6f c1 47 00 b1 03 7f 30 26 32 ab 53 02 e2 fc f2 df 6 86 4c 83 68 d6 0d €0 7
79 d3 1f Oe 56 €3 5f ff 5 ab 2b cd 17 fd 45 Oc 6¢ 55 e7 1e 6d 3d e8 ae b0 5d fc f1 7c 91 ae 53 aa 23 el 46 b7 d9 32 1c b6
3 ¢3 89 3b 41 a7 79 db 36 6¢ d6 b4 8d 1a db b6 Oc Of b8 e8 d0 9c €9 27 5b 8b 74 79 e2 93 61 4f d3 2e cl 1e df b6 3e 3e
30 9f 72 55 a0 10 7b a3 b8 ba b4 6a 14 57
Data Ascii: \6/1c%0'JITPNOQA&X_gZ6945W6\TZac 10Bu]Y-.;;0G0&2SLhyV_+EIUm=]|S#F2;Ay6!tyaO.>>0rU{iw

2021-12-02 15:37:58 UTC 1320 IN Data Raw: 00 15 3f 01 ea d0 62 41 80 6d 68 b3 20 1b 69 54 e2 6d 70 84 5f 2f e4 4c 85 48 47 21 9f c2 39 6b 70 20 dd 32
1b bf 42 72 94 98 60 44 ac 42 aa ed 9c 2¢ 03 51 14 7b 99 af 82 b6 d0 6b ef 54 60 8d 2f ad 99 40 3f c8 33 42 89 21 a2 61
6655 72 b9 ed 1d f8 fd f1 f1 84 85 cc 90 67 62 4e 3b 24 8 8d 74 07 €0 ef 1e c1 df Oe d4 ca c1 89 07 74 el b3 75 bc c8 00
19 d6 51 52 14 cc 5d e7 c1 29 aa 99 82 8¢ ba 55 91 0a 81 69 c9 fd 70 03 df 7a 37 8e 5¢ 66 8e 07 df 03 cd 10 c9 88 57 33
1c 15 4e 76 87 60 3f 5a 4d b8 61 f1 4c 90 be 90 1a ad 60 2b 1a 61 12 75 a7 9b 64 b8 19 86 99 28 30 59 2¢ d0 69 d7 16 a6
76 50 62 ¢6 1a 05 f1 13 a4 df 18 95 cd e2 58 65 00 5e €5 b7 97 90 8d be e5 49 d8 25 32 1a 3b 86 c7 7e 76 80 9b c6 7d 3d
1e 02 0b 7d 32 02 b6 1a f8 e8 fa 84 96 31 c2 3d 5b d9
Data Ascii: ?bAmh iTmp_/LHG!9kp 2Br' DB,Q{kT"/@?3B!afUrgbN;$ttuQR])Uipz7\IW3Nv' 2ZMaL +aud(0Y,ivPbXe|
%2;~v)=}21=[

2021-12-02 15:37:58 UTC 1321 IN Data Raw: e8 f1 d6 18 53 95 5f 36 de 6 90 6e 44 5b fc 1e 4c e2 ad 17 78 f3 05 6¢ 3f 4d 10 8d 20 a3 27 40 46 ef 3f 07 19
ca 03 19 8e ab c3 8f ab a3 83 0c 77 ¢3 21 90 el 2a b9 af 4b 20 c3 41 90 el 04 20 c3 d5 5¢c ed 7f 17 64 4c 1b 03 82 09 c7
54 af 29 49 f9 32 7 57 96 87 ee 08 8e da 6f bl 49 ab d0 d9 f7 3c c1 0f 38 7f bd 79 76 dc 91 dc 67 fd 7f Od eb 5d 6 3d cf f1
b7 5f fa 56 d7 9d 29 47 8b 56 9c 63 83 f1 26 Ob bc cd 02 36 0a a3 bb 76 18 7d 01 96 ff cb 51 b2 47 21 48 00 6¢ a7 88 71
b1 13 43 22 4b bl 25 fb 62 4b f6 ff 67 b0 d8 f8 7f 18 8b 4d 17 7f 8d 75 f1 17 7d d7 14 f1 d7 a0 0d ad f2 b9 22 a5 2e 8¢ 7f
7a 48 24 e0 4f 22 86 2b c8 1c 7d 46 6a 5b 82 d4 8e 64 9b 11 f8 10 d7 52 43 87 34 01 24 c6 72 28 a5 04 1c f4 27 fc 8d cb
0d 8f a5 bd aa 95 f9 4b 60 bb 6f 79 74 eb 30
Data Ascii: S_6nD[LxI?M '@F?w!*K A \dLT)I2Wol<8yvg]=_V)GVc&6V}QG!HIgC"K%bKgMu}"'.zH$O"+}Fj[dRC4$r('K oyt0
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1322 IN Data Raw: 3e 63 00 88 d2 cc 3a 46 73 c0 a5 44 c5 01 3a 37 c6 14 13 ca 2e be 4d 76 f1 a3 b9 74 00 75 01 88 9e 48 07 30
fe 65 a6 9f 02 d1 7e a0 03 28 a2 b4 1e 9e f0 4f 35 ef 8b 21 al ff 93 50 bf 3f ff 16 34 4b f2 a4 0f e0 95 af €0 15 d6 1a 25 40
27 19 be b5 3e d3 52 5e 83 53 db 75 82 53 cf 36 c1 29 58 63 97 Oc €6 01 92 04 06 3 78 81 2b 8e 36 f0 Oe 45 13 40 b0 13
de 41 38 b5 07 9¢ 25 9c 4e 77 c3 21 af 59 b2 86 a7 9f 21 6b f8 67 05 81 5e fe 25 c9 el 89 37 f2 1e 11 98 Oc 93 21 51 f0 fc
33 01 4e a3 bb 40 95 €9 16 30 2c b9 f1 b5 64 52 21 15 69 4f 17 ca bc 08 60 f4 32 a7 fd 7b a2 58 46 ad d1 {6 Oe c9 00 9f b0
d0 ¢4 32 de 86 4b 62 19 dd dc 1c 45 23 2e 8a 65 dc 40 2c €3 29 b1 8¢ fb db 62 99 69 63 40 d2 0d 2d 58 c5 6b 4a 81 01 bd
9b 09 44 28 9d 46 77 aa cc 24 2c ad 51 ef 51
Data Ascii: >C:FsD:7.MvtuHOe~(O5!P?4K%@'>RASuS6)Xcx+6E@AB%NWIYIkg %7!Q3N@0,dR!IO" 2{XF2KbE#.e@,)bic@-
XkID(Fw$,QQ

2021-12-02 15:37:58 UTC 1324 IN Data Raw: 75 05 3f 07 a3 51 ea 61 56 34 3c fb de 79 30 31 d1 8f dc 9b 70 fd f1 91 1a cb a5 53 87 d8 9e 30 98 73 b3 ec a4
df 4f Oe Oc 20 45 0f 8¢ 3c 3b 3b c0 70 f2 07 46 91 ed 1e 18 4b ec e0 c0 58 66 87 07 c6 Oa 3b 3a 30 56 d9 f1 81 b1 c6 f6 Oe
28 3e 3c fc cd 4f 32 6¢ 9b 68 5e d8 a7 66 7a fb 17 a0 96 60 93 c0 a3 fb 3c 5c¢ 6f 8f 7c 6f 00 Ob 45 37 0a 70 €3 a6 b1 d3 a0
8b 22 5d 74 f0 13 el 6a 09 ae b6 da 63 6f d4 eb 61 d4 0f b8 b3 Oc 77 8e 7b 76 a3 ed d1 e5 8a ba 5¢ 28 ec d2 9d d5 68 7
6b 41 95 22 af 92 ¢7 21 55 c6 9d ce 2b bf c4 11 fd 3c 3b c1 Ob 11 b1 f1 1f 03 2e 27 7c 33 06 90 25 2c ef 50 3a 5f 65 6d a9
59 c1 13 74 de 91 ae 60 3b 61 57 b0 f9 bc b7 12 2d 15 d1 e3 75 aa d9 23 7b 54 d6 de 64 a8 22 cc 20 f3 39 61 d4 d4 53 96
23 cae8fb5b60eef8fd1l ed 94 d0 d6 dl
Data Ascii: u?QaV4<y01pS0sO E<;;pFKXf;:0V(><02lh"fz'<\o|oE7p"ltjicoaw{v\(hkA"IU+<;."|3%,P:_emYt ;aW-u#{Td" 9aS#["

2021-12-02 15:37:58 UTC 1325 IN Data Raw: 34 60 6a bc 30 be Oc ¢3 3e 8d 47 8c b3 97 60 2a 45 df 47 c3 e0 1e 3c 66 47 8¢ el 47 07 c6 84 a9 b3 b8 89 d4
238357 a3 c6 d4 31 1d db da 70 6d 2b ed 64 Oc 8f 0a 82 a5 4e 44 72 e0 e0 27 41 65 de 1d 17 46 62 48 07 24 69 18 89
1d 03 d1 00 3 35 00 ea 92 cf dc cf 90 75 29 5¢c b9 04 40 5d 9d a6 11 42 cd 5e 44 3e €0 al 7c 00 af bf 58 fa fc 58 7c 22 54
3c 27 0a 8e ec 21 04 f5 03 31 81 ¢8 33 e4 da 51 35 dc 6¢ df 51 fc d8 1f 2e fc d9 70 0d 67 c2 fO 75 00 27 e8 7d b9 89 4c 65
6d el 8¢ 08 3 87 3c 11 45 5¢ 5d 77 82 31 9a a9 ae 45 93 05 63 b8 9a a6 ca 10 d1 db 4e 6¢ 2d 98 55 28 f8 78 a7 11 86
22 42 23 eb d9 49 bb fe f7 3f 4a 51 44 ea db 2c d8 a2 fO 5d e8 54 42 2b 2d 1a Ob cc 5a d8 5e 02 d4 ba al cd bf 3d 11 56
1c el 539 1b 5219 72 ea a3 77 69 e2 99 4f 31 59 7e 6d
Data Ascii: 4'j0>G *EG<fGG#W1pm+dNDr'AeFbH$i5u)\@]B"D>|XX|"T<'113Q5IQ.pgu’tLem<E\]w1EcNI-U(x"B#?JQD
JTB+-Z"=VSRrwiO1Y~m

2021-12-02 15:37:58 UTC 1326 IN Data Raw: 69 9a 2c ¢8 32 97 72 c5 e5 24 45 34 3d 29 24 6a a0 e9 51 31 51 5 4c 8f 96 26 56 00 24 ac 90 c8 bd 50 5c 8d
d0 01 bf 4b fc 9f 24 12 ff ¢9 7a €9 df 54 4b b7 09 82 b4 00 82 b4 73 11 b5 34 dc 08 a9 a5 el 3a a2 96 86 3b 89 6a €9 b6
00 2f 9d 38 7f f0 db d9 34 77 13 c2 f2 7d 1e 7f 2f 1e a3 af 1d ca 84 e4 cb 14 48 52 6e c3 c3 a8 59 b9 e9 61 d4 76 66 67 db
1c 3b 94 6d f3 d9 66 3e 25 dd 2c 79 18 a0 68 d1 cd 76 4a 70 ba ea 94 19 Ob 2f d2 de c7 87 af e5 d1 dc 25 51 53 0d 45 4d
a8 fe f5 36 5¢ 1c 55 ce e0 39 72 3a 31 51 13 e7 51 dc 5¢ 52 30 b7 59 al f7 b4 al 8e 3a 53 86 ea eb 43 f5 63 43 dd 63 ef fk
03 18 aa 77 64 2c ca bl fa c1 58 45 6 cf 2f da 60 b9 24 ab 9e 30 ab 52 92 35 fe 64 56 a7 0d b5 a9 0f b5 19 1b ea b1 18
aa af 0d b5 19 Oc b5 19 9b 56 2e 2f 6b 26 8¢ 54 06
Data Ascii: i,2r$E4=)$jQ1QL&V$P\K$zTKs4:;j/84w}/HRnY avfg;mf>%,yhvIp/%QSEM6\U9Ir:1QQ\R0OY:SCcCewd, XE/'$
OR5dVV./k&T

2021-12-02 15:37:58 UTC 1327 IN Data Raw: 6e db 3b 83 19 3f e9 8d 1a b5 06 10 f4 28 a4 6d 74 9f 7a 2d cf 65 Ob b6 05 3b 67 61 d8 78 f3 30 fe 8d da d6 a5
20 87 20 40 05 46 d1 ca 13 5e 6e c1 Ob c5 eb 81 47 e0 2f ce 2d 2a 3b f9 af 5f f3 a6 76 b1 67 4b d4 e0 cb d3 7 25 f4 ed 7e
€2 b7 6320 9a dl 16 76 Oc 04 33 2e 62 11 5f 8b 77 8f Oe 60 41 65 a8 63 78 69 06 46 9c e6 b4 6a ae e4 fc b8 3c Oe 32 22
da e6 e5 f1 bd f3 90 7d b1 f9 e2 5a 5¢ 33 8b el 91 4b ce b7 6f 99 d2 a4 24 df bc f0 94 ¢3 97 a7 a5 c4 92 12 a0 a6 52 86 45
01 ac be 99 a9 5f a9 20 2e d3 b7 37 24 cb 78 1c ca 38 e8 b8 99 25 56 bb 30 ab b5 74 94 {3 ¢7 fa d9 2d 38 27 c8 a5 cb 88
26 03 e0 1b 04 aa b0 82 a0 e6 e2 46 d6 17 34 93 88 dd 33 16 25 f0 6e 18 42 0d c3 db 98 81 ba b8 d5 c9 da 78 46 74 92
94 €7 09 30 9f 73 9¢ 97 el eb a3 d7 13 15 1b 89 6d
Data Ascii: n;?(mtz-e;gax0 @F*nG/-*;_vgK%-~c v3.b_w'AecxiFj<2"}Z\3Ko$RE_ .7$x8%V0t-8'&F43%nBxFtOsm

2021-12-02 15:37:58 UTC 1329 IN Data Raw: 56 c8 b6 b3 3f el 13 c9 a9 b2 8d f1 88 ed ec 71 c3 74 26 ea €9 b0 96 96 92 Ob 87 36 1e af 07 ab 70 05 f5 a4 44
29 fb 06 bb b2 5b 23 ¢3 2d 51 c1 c9 5a a4 79 b1 b5 5a 3f 0f 79 0d 86 dd b4 ea b2 27 9f d7 53 3d d7 23 d7 ed c8 75 33 72
5d e6 d7 1d 58 1c 58 f8 4c 29 36 99 fc f5 99 ec el 28 3c 42 bf 8f 2d 1d d3 ¢7 65 95 37 77 1b c4 a8 f0 81 5b 30 6f a6 2d a7
741390 69 78 3e 53 fb 27 fb 57 fb 9b 47 a9 45 f3 8b a5 21 al 8¢ 85 90 06 13 21 bc e3 59 1d c0 2c¢ 7e fd 2a 9¢c Ob 57 8b fO
7b 71 f7 22 5d b9 48 a7 ce ed e5 aa 65 a7 28 85 a5 ¢3 97 c0 c9 6e e3 3b bl 9d d5 40 1d 00 6f 2d 5b d8 c5 dd eb 66 2d d2
€292 2d 1e 6b 1f 1f a2 e2 a0 70 b2 b6 eb 44 2a 3e d6 44 c5 ad 96 aa 78 €0 16 07 a7 91 7a 5b 2d 51 af dc 08 5e dd cd 5d
5597 22 15 cb fc cd f2 db 96 33 00 bb 9a 75 23
Data Ascii: V?qt&6pD)[#-QZyZ?y'S=#u3r]XXL)6(<B-e7w[00-tix>S'WGE!Y ,~*W{q"]He(n; @o-[f--kpD*>Dxz[-Q"|U"3u#

2021-12-02 15:37:58 UTC 1330 IN Data Raw: 04 cd 11 58 64 94 24 9d 6f 21 ce d3 14 62 9f 82 9b 87 56 ab a8 64 75 1c c5 cb 1e 2c 3f 6d 07 b9 a3 16 62 23 8f
ce ad e5 47 d6 2d 18 b5 00 08 41 5b 84 09 el 71 93 a2 8a 02 6d 07 36 36 be 24 00 e4 90 08 08 85 ee 10 28 08 dd e9 c5
ea b8 bl 3b 0169 11 08 1a 63 ad ea 1a 00 54 93 b5 14 3d 13 d7 fe 3f b5 93 2c d7 15 3e 94 b0 b4 35 a2 78 d8 82 ed d1 Oc
01 a5 b0 80 5e da al fd 04 db 09 01 13 ad af a7 89 1d 79 1a 51 3b a3 12 38 d4 b3 87 96 34 db b7 52 46 58 c4 ef d4 89 75
d6 2c f1 9f a2 55 1a 3e 1e 4e 45 1f 70 8c €6 47 44 36 ba 6¢ 80 Oe 6d b5 96 64 e2 90 1a fO 78 a2 b5 c6 60 38 5a 20 c3 58
c0 7356 c7 43 cb 3c 47 8a fe 48 39 4f 20 6d 85 ad €5 d0 al 12 6d 1c cc 5¢ 4c 1e d3 Of 6b 5d ad 2c fO fd 30 c9 a6 64 3f 37
80 e8 3c 3d 3b db ae a4 4c 61 ce e7 6d a4 2b 3a d9 20
Data Ascii: Xd$o!bVdu,?mb#G-A[gm66$(;icT=?,>5x"yQ;84RFXu,U>NEpGD6Imdx 8Z XsVC<GH90 mm\Lk],0d?7<=;Lam+:

2021-12-02 15:37:58 UTC 1331 IN Data Raw: 6¢ 74 24 a6 b5 24 a7 d3 49 c2 b3 Oe ef ¢7 85 03 54 4d 93 38 dc 47 e7 ec ec 16 6a 4c 3c d3 fd 96 fa 2b f5 cd 83
cf e6 5f b0 61 8b c4 df dc b4 d5 01 82 c2 16 64 d9 bd f3 90 21 17 23 a2 09 85 d5 al 43 6a 16 3e 9d 88 88 c4 44 3a 48 95
44 26 d2 c9 f0 6f 4f a0 36 b5 41 86 €9 90 47 45 87 3c 4a f3 3e €0 93 1f 9d 34 d9 be 3a e8 6d 45 16 db f2 51 09 55 c1 2d fc
34 69 f7 84 df 49 76 dc ea eb d1 6b 12 7b d8 48 75 c6 29 23 d5 6e a4 58 87 7f 55 1d 8d c1 ad 8b 74 87 39 ac 86 86 da fc
1b dd 0d 20 85 2f 4e d3 ef 55 df a8 33 94 df 32 52 a0 a2 45 a2 08 d1 eb 61 f2 29 d6 11 5b 2e 63 9c 9d c2 24 f8 38 c1 5e
b6 Oa ac 7d 89 8c 52 60 b2 4e f1 81 b7 f1 25 €5 00 df 99 1a 3a a9 4c e9 9c 6e 65 66 ec 31 98 1e 8d fe 76 12 e9 6f d8 fd 7c
0d fb 36 1a e3 a0 55 8d 2b 0d 5e 50 7f €5 08 5b
Data Ascii: It$$ITM8GjL<+_ad!#Cj>D:HD&0O6AGE<J>4:mEQU-4ilvk{Hu)#nXUt9 /INU32REa)[.c$8"}R " N%:Lneflvo|6U+"P[

2021-12-02 15:37:58 UTC 1333 IN Data Raw: 3a ff ec 8f 24 cb 18 37 b0 11 73 37 92 ac e2 27 86 5b 8a af ab 87 3a 2d f4 51 76 51 67 44 36 29 cc ca ff a7 fd
97 51 ¢1 32 ab 6f Oe 18 f2 d3 01 07 6d 42 f4 50 1c f4 da 6d 6f 20 a5 85 49 10 €3 a8 9e 10 2f 24 7a 47 ed ef a3 3a 09 f8 ef
80 a5 b0 f2 a2 Oe 93 4f 22 6f 85 5b b1 5a be aa fc 64 5b b4 11 ed 3c 6e 44 3b af ed a9 a3 76 12 66 8b f5 de 26 98 aa 80
ee 33d9 e7 cb da 45 b2 f2 3b b0 50 bc 52 50 bf 03 10 fd 14 aa 8d 04 34 6¢ ee bc 0a 18 f4 6¢ cb 69 76 93 96 f1 35 17 89
30 a5 6¢ a0 02 60 bd 13 d8 77 22 87 c5 ef 29 37 8d dd 90 13 88 70 Oc dc 95 de 5¢c 67 96 66 05 79 ab 1a fd Oc 35 6a 08 7d
df 4f d9 aa 11 35 b2 01 94 55 43 5f 50 b2 53 9b 6e 49 e5 e4 b9 7a 13 05 8d f2 b7 18 fO c8 Oa bd f2 46 20 f0 91 25 df 39 36
df 27 c2 2f 50 3a 9c 08 47 16 ed Ob 3a e6 bb 6f
Data Ascii: :$7s7'[:-QvQgD6)Q2omBPmo 1/$zG:0"o[Zd[<nD;Vf&3E;PRP4lliv50I'w") 7p\gfy5j}O5UC_PSnlzF %96'/P:G:o

2021-12-02 15:37:58 UTC 1334 IN Data Raw: d7 9f ba 71 4b 5c 4c b2 b3 55 f2 b3 63 8¢ 8e 84 b3 0d ac 88 f4 db 4e fb 62 ba 60 73 fa 9c ¢3 05 90 5f 46 4d 3c
fe f5 04 a4 af 7c f2 b5 a9 Oc cb 03 55 73 9c ee b0 fc 2a 6¢ dd 0d e9 21 a2 d7 86 ¢3 d9 ea f6 9¢c 16 6e 13 01 64 58 31 7 77
4d 55 7e 6e b4 db 0b 40 99 7b 9d fe 68 c1 aa 5b 68 8¢ 54 03 Oe 64 81 42 88 42 ed 2f e5 a7 34 06 79 93 04 31 1e 18 40 3¢
8f b0 5b 70 17 d4 be e5 d1 b8 4a 76 d7 bl 5e 8 Ob 65 9f 8c 60 05 be be 49 94 21 4c d6 36 e5 28 85 fd 53 28 2e €9 6d €9
ch 86 ¢3 05 8b ef 6a ab eb 12 7c b1 44 87 00 4c c7 6d d8 e0 b0 79 00 c6 b9 12 c6 al 17 b7 42 10 2e 5e fe d4 7c 25 ¢8 75
db e5 05 5d 1d da b0 09 6f 3c 56 €6 be 23 f0 19 a8 11 26 db 9c b4 d8 f9 b0 49 8f 30 d8 41 e4 66 c3 46 €8 8b 13 b0 dd 65
96 38 eb 28 e4 34 75 98 80 c2 eb ed 6e 02 74 e6 3¢
Data Ascii: gK\LUcNb's_FM<|Us*IndX1wMU~n@{h[hTdBB/4y1@<[pJv"e IIL6(S(.mj|DLmyB. | %u]o<V#&I0AfFe8(4unt<
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1335 IN Data Raw: 19 0d 8a al 13 8f da 9f ¢3 59 1a 94 d9 4a 06 03 ba 8a 8b 2f 2b c0 af 66 32 3f ef 78 9¢ 00 1e 94 a0 e3 b0 77 f7
d9 70 49 57 71 97 5e 5f 47 6b 33 58 08 f3 3d 6f 60 f2 d3 02 fc cd b3 22 fc 2d b0 25 8 bb c2 96 el ef 2a 5b 81 bf eb 6¢ d5
28 e4 57 58 1le aa 16 8a c0 03 1b 85 e2 32 00 1c 28 e0 26 b4 29 ae b2 3c 34 2a ae bl 3c b4 2a ae b3 3c 34 5b ca 4d 58
85 bf 00 bb 2f 42 67 45 8 5b c4 ee 81 8d 5e 86 df cb d0 3d de 5f a5 bf 6b 06 4a de f0 25 9 55 ae 91 f3 a3 c2 b7 cc 7b eb
3a a4 8f 73 50 3e 1c 8d 07 db fc ff b8 7b d3 ae 36 92 a4 6d 8 3b bf 42 d4 d3 87 ae 1a 12 59 Ob c6 b6 d4 ba 75 63 56 bl
37 8b 6d 4c 3 f4 a9 4d 25 81 16 dO c2 62 dO 7f 7f 63 c9 cc ca 5a 84 dd 33 f3 7c 79 e7 4c 1b 55 55 ee 4b 64 44 64 c4 15
9a e7 65 df 87 84 d7 83 42 77 ef 27 bc 1e 22 61 1d
Data Ascii: YJ/+f2?xwplWg”_Gk3X=0""-%*[I(WX2(&)<4*<*<4[MX/BgE["=_kJ%U{:sP>{6m;BYucV7mLM%bcZ3|yLUUKdD
deBw"a

2021-12-02 15:37:58 UTC 1336 IN Data Raw: d2 cf 53 45 e5 71 b5 61 da c0 44 ed 53 11 12 9e e2 ef ca 36 ec bb ab c2 2a c8 bf 46 b6 ed 38 f9 ba d4 Oe 1e bb
29 8¢ f9 13 b7 al 10 3b 7b df 6f 7e 10 06 28 7d f8 96 6¢ f0 10 ¢3 05 20 b3 db 2b 8b 9b 13 a7 de 33 67 35 09 4e 27 f9 63 d2
a3 f6 a5 8d 01 a3 76 71 49 45 bf 17 ba 23 0d 72 2f 3b 0a 73 39 17 79 6e al f7 8b 1c 8e d2 5b 32 bf a0 19 95 65 ab d0 9f
a2 b3 957a81 a8 72 77 a8 d0 d4 af 76 e0 0d 73 08 Oc 6b 27 5f 77 €0 b5 64 f5 ad 65 a9 04 92 Oe ce c5 2e 33 08 Oe 33 40
89 26 6e 26 d6 38 62 21 Oc e4 40 58 67 30 30 77 7c 79 89 ¢5 92 2d 4b al 8b ed 70 al 44 27 19 c4 10 19 ee f5 69 d0 1d
d2 79 89 cc be 90 6f 29 04 a6 7e 9b e3 27 0a b2 cc e4 41 5d b8 90 a2 5a 79 1c 0d 93 34 04 5a e6 1a b0 c1 bc 55 2¢ bec 21
9b e2 Oe a2 5f 7d 5b 2e fc 3b 5f 62 eb 24 ba 3b 4d 17
Data Ascii: SEqaDS6*F8);{o~(}| +3g5N'cvqlE#/;s9yn[2ezrwvsk’ wde.33@&n&8b!@Xg00w|y-KpD'iyo)~'A]Zy4ZU,!_}.;_b$
M

2021-12-02 15:37:58 UTC 1338 IN Data Raw: 11 4f cc 83 3b 56 96 41 €3 09 da be 76 07 44 da 54 62 32 7b 2d dc 01 7f 3b c4 19 aa d9 5c¢ fe 26 be a6 5d 36
7207 e3 2e Oe 38 83 c8 f3 a4 c2 22 51 05 b0 f5 ec 34 86 32 fc 49 9b 6¢ 9e 51 ec a8 54 81 c0 af 83 06 ac 43 44 f3 40 73 fb
840199 d4 58 70 ab 12 45 73 77 14 71 d6 66 c2 a6 39 6f b1 b0 ee al 5f 02 f2 6e ee 6d 58 18 Oe a0 e3 88 35 52 80 d6 f6
ba 7e 77 a2 cc 76 71 9e 17 68 c3 bd ff f0 11 b7 5a df c6 50 30 b0 de 2a 5b 55 5a ff 30 2b 70 ac e3 fe 46 69 a5 5f 87 43 ff
4459 85 4a de al de d7 5¢ 83 69 73 42 4d df 40 ce 9a cc 7 ¢2 41 90 b9 c4 1a bl b9 46 66 dd 43 43 76 1b 32 c2 98 79 3c
ec 4aab 82 93 39 57 e8 f9 a3 49 31 30 f0 1a 7a dd 53 20 2e 33 f1 1e 03 5a 43 c3 bd 84 el 1e b6 56 95 40 51 89 c4 24 a5
17 e0 15 €9 16 0f 70 77 98 c9 el 15 32 ba 3¢ 71 82
Data Ascii: O;VAVDTb2{-;\&]6r.8"Q421lQTCD@sXpEswgf9o_nmX5R~wvghZP0*[UZ0+pFi_CDYJ\isBM@AFfCCv2y<J9WI1
0zS .3ZCV@Q$pw2<q

2021-12-02 15:37:58 UTC 1339 IN Data Raw: 4c 6a a3 fc f7 94 5a da 26 ce 1b be 0f 1f e2 Oc 3c 2b 1b 9a d1 87 3c 67 b0 fe c6 ed bc 66 7d 8c 3 7d e0 ee a6
6¢ 96 8c b4 9f e2 b4 3c 45 87 bl d5 24 87 f0 db 9¢c 86 €7 ¢3 b3 ce 74 12 c0 f6 37 b2 7e 2c 89 05 9d {7 53 3a ef 3e 08 cO
67 24 4f 1c 27 32 c5 ab e7 3d 4c 9a dc d3 8f 39 b6 21 8f dd 60 82 51 13 6f 24 Oe 51 d8 8d 3a 13 bc c9 el 67 8a 3f 73 8a
8a 65 17 51 38 1f 7f f1 9a 9d 58 b7 b3 8e 7b 17 da 5¢ 81 d4 be d1 03 a2 c0 cb 7a 94 b6 9a 9e fO 7d 5¢ 9f ba 4d d7 6f f0 16
dd c9 34 61 6f 3c cc b9 5¢ 7d al 8a 6a 71 9d 82 ab a8 19 d5 09 5d 72 2d 59 d1 2c 55 c9 5c¢ 8b cf c5 45 a5 94 e6 4e c2 18
d1 0ff9 52 f6 11 07 93 7e ¢9 d7 71 17 el 4b 5¢ 29 cd d0 53 39 c3 e4 4b 9c 22 a9 88 bc 61 55 40 fd €9 97 2¢ Oa 1f 5 95 la
e3 59 64 f9 41 b4 d0 56 bc d9 4c fc c8 26 8 24
Data Ascii: LjZ&<+<gf}}I<E$t7~,S:>g$0'2=L9!"Q0$Q:g?seQ8X{\z}\Mo4ao<\}jq]r-Y,U\ENR~qK\)S9K"aU@, YdAVL&S

2021-12-02 15:37:58 UTC 1340 IN Data Raw: 9e 7a de 45 50 8d 05 cf 18 b9 9e 78 f9 73 bf e6 cd 14 22 31 47 be fa f5 43 71 4f 33 11 5f ff b3 00 28 46 1c 90 f2
cf e3 80 ec a5 76 f2 bc 90 e2 3a ac 80 82 3f de ff 69 d7 d6 65 a0 1a dd bl f5 5e 82 3b 3a 48 ef 98 Oc 69 f5 7f 42 5a e7 dO
€839 14 75 2e €9 cc 27 94 a9 38 50 8a 8a 7 b4 45 7f 64 18 fa 27 e3 8a 61 44 31 19 7a f4 d6 a9 1f b9 ae 79 f3 cb 48 86
8b 3e de 32 9a 2e f9 c1 76 9d el 39 11 6a 8f a0 03 ca 1f 39 8e 22 11 de 03 22 bc b7 8d 03 13 18 ea 36 65 8 7f 28 19 d8
b7 82 c8 43 9e 9c 09 5e dc 47 e0 ed c5 4e fb f5 15 75 al 65 06 60 ea 8e b7 06 c8 23 cc 25 ef 3d 82 6e 18 87 93 4c 3a a5
ff d8 a0 7b 61 65 31 ab Ob c4 b7 d2 00 4d dd 74 9d df 66 02 a2 6¢ Ob 97 1b 72 7e 9b Of 6a 81 f1 b9 04 42 d8 02 ad ff e6
b9 6¢ ee 9¢c 80 61 63 d3 b5 48 el 2e 2c 2d 79 af
Data Ascii: ZEPxs"1GCqO3_(Fv:?ie”;:HiBZ9u.'8PEd'aD1zyH>2.v9j9""6e(C "GNue #%=nL:{ae1Mtflr~jBlacH.,-y

2021-12-02 15:37:58 UTC 1341 IN Data Raw: 85 ed 5e f9 88 70 1lach 48 ca f2 d4 ab 64 Oe 74 10 77 ae bc d4 ec b3 92 50 61 e8 e4 54 €9 36 11 19 cd 9d 89
df b2 96 89 68 27 97 28 4e 46 b7 f6 9b 2c a3 16 a8 c6 eb 1a ff 69 f8 a9 21 al f1 9d 73 43 e9 56 94 8e 89 e7 5a 46 16 91
7e 6f 49 34 68 49 03 fc 4a Oe bl 7b €9 d4 94 7b 6e 50 79 83 6a dd f8 06 43 1d 54 d4 11 09 af 1b 57 d5 6b 11 26 f3 ce 67
10 83 ca 2f 33 88 4f b7 24 b5 62 dc 64 6f 7e 3c 6a 17 €3 26 7b 66 3c 6a 1d bd 99 f4 Oe 9a c¢3 3c 51 1c 26 ¢6 71 3e fe 19 87
59 0f 52 cb f9 90 81 66 7e 7a ca 10 b5 9d b7 7b 13 11 d2 5e 30 1c 5a 18 bf 09 c9 3 a8 16 26 37 36 bd 53 Oe 7a be 69 68
01 43 f9 bd 9c Oa d5 15 71 7a 24 82 6a ef 47 4d 3f 81 95 d5 d6 5b 18 b5 89 ed 8a 8 Oe c7 48 fb 97 7b ab 36 2f 41 e0 8 39
61 5b a4 9b 51 ¢3 22 cb 31 ba 55 93 de 9c 56 d2 19
Data Ascii: “pHdtwPaT6h'(NF,i'sCVZF~ol4hlJ{{nPyjCTWk&g/30$bdo~<j&{f<j<Q&q>YRf~z{*0Z&76SzihCqz$jGM?[H
{6/A9a[Q"1UV

2021-12-02 15:37:58 UTC 1343 IN Data Raw: 50 ¢3 da 7b b3 96 6d a8 65 9b 6a e9 c5 b5 c0 39 fd 56 9e 1b 82 a2 ¢5 3¢ 03 99 67 0d 76 92 b8 7b 33 d3 26 64
da a4 4c 77 32 53 75 eb fd 4c Oc 33 93 4e 3e 6d 33 71 ff 66 69 3d c2 b8 c5 d2 ee 65 69 a5 99 18 5 66 81 29 86 c4 53 4a
3c 928961 c3cfcd 2423 e2ca8580ch588ce7 141621 96ae 72 1d 1d 73 79 04 ac a4 al de 67 62 fa 46 de 8e 4a 37
8d f3 76 8c bc 8f d9 56 6d c4 ad 7a 78 a3 e4 0d 55 ca 83 2a 79 c1 78 a9 20 92 32 €3 0d e7 d6 23 81 d1 16 c9 57 68 43 47
59 36 03 43 a4 3e a9 28 01 a8 42 08
Data Ascii: P{mejoV<gv{3&dLw2SuL3N>m3gfi=eif)SI<a$#X!rsygbFI7vVmzxU*yx 2#WhCGY6C>(B

2021-12-02 15:37:58 UTC 1343 IN Data Raw: 1a 1b 88 de 27 d2 c1 6 Oc 2f 3f cd 2f 10 87 el 26 22 37 86 69 6 c2 d6 €9 05 99 32 19 e4 7d 95 bc c8 95 36 28
33 58 26 f3 08 7e 3b 24 b1 99 70 13 46 b9 82 d8 cb ac ee d2 8d ba be 4f 8f a5 71 8a 96 cb 7c fc a2 5f Oc 86 83 b0 1e bf
7238 0a 05 5¢ a8 7b 57 18 12 21 ad 12 3 f1 12 2d 96 95 9 al 62 9e 30 f2 f4 8f 85 91 a7 ff 9f Ob 23 9 ¢8 a3 c8 0f 22 bd
c6 ab fa b6 92 00 28 a5 62 fa db 8a 9 6f ff 94 e9 ef f 9 e9 97 a3 dd 4f f0 f2 da 97 5b d6 Oe ac 7a ba 9d 6d 47 41 5 50 b8
da 76 b6 66 58 ac cO ae bf f4 c3 49 67 18 d4 94 54 00 9c 78 ad 2f 3a 14 1b 63 4c de 92 1c 27 03 ad 12 98 99 ef c3 €8 d6
40 18 1b 8d 2d b1 €0 8f c2 00 1a de 75 7b €3 9a 25 43 25 59 82 37 44 0d b6 b7 4d a6 11 2c 69 cd d2 dd bf d7 3d 19 fb 08
1f 73 ff 56 92 8e ee da bd 09 76 03 09 ee cd
Data Ascii: '/2/&"712}6(3X&~:$pFOq|_r8NWI-b0#"(boO[zmGAPVIXIgTX/:cL'@-u{%C%Y 7DM,i=sVv

2021-12-02 15:37:58 UTC 1344 IN Data Raw: 39 d0 10 f9 eb 70 b9 a2 ff 46 c9 58 58 f1 32 68 62 79 fc b7 42 7f 5f e4 1e a9 51 02 96 69 f5 76 al c4 fc ee a8
5d a3 2c f4 34 ab bd 99 cd 60 20 d7 44 5c 06 1f 4b c6 3 7e 60 3e d1 8d 24 d5 31 Oa dd f1 70 e0 60 9d d5 5f af 2a 96 14
42 2e 76 4e 31 1a 0c 29 b7 94 d5 44 29 a5 54 29 33 3e d5 71 cb d3 ca bb e7 5d 7e 93 b7 ch 83 86 Oe 89 f2 8b 75 97 c5
42 5c¢ 39 fd b1 36 7a 5d e0 36 09 97 30 28 Oc a7 18 81 1d 1a 52 81 86 €0 5a f7 72 d6 c5 bd b9 cc €5 02 01 €9 ad dd 00 12
d9 26 db f9 f6 cf 36 87 52 a0 00 43 96 73 34 51 ff 35 ca b0 Oc 4b fe 6d ac cO 7a Oe 3d a5 14 4b 68 79 Oc d1 20 2c 76 08
65 87 a0 e5 74 2c ¢9 b8 bc b6 3 46 f7 80 d4 04 89 82 75 al 06 7d d4 5d 88 30 e6 f2 7c b5 94 9c Oc a4 a8 1b ff bc a7 52
97 88 bd 01 42 b8 83 90 5f 73 9b 1d e4 8c 6f 30 13 9b c9
Data Ascii: 9pFXX2hbyB_Qiv],4* D\K~">$1p"_*B.vN1)D)T)3>q]~uB\96z]60(RZr&6RCs4Q5Kmz=Khy ,vet,Fu}]0|RB_so0

2021-12-02 15:37:58 UTC 1345 IN Data Raw: 7e 46 af 1d 03 01 33 80 48 c9 c1 a8 ae a8 c1 93 3b 46 33 df 70 74 9e b3 40 ce b8 16 84 e3 al a9 d6 05 1d 79
337198 77 84 7f 05 96 66 Oe fO ed 37 ba 7c 73 93 fc b5 97 a3 el f2 53 e8 b5 71 ¢3 83 99 ¢3 dO c2 19 38 16 25 09 1e 33
c2 b1 16 77 52 00 d5 89 a2 90 07 ff 36 f7 3e 6¢ 9b 48 83 6f 48 24 d2 66 ec 68 58 18 23 df 35 2e f8 68 17 c0 27 26 Oc cf 02
6f 6f 3c a7 30 67 90 9b 93 01 eb d3 59 25 5d 22 9e 29 11 8b 26 91 b7 37 84 f5 24 4b 50 b9 dO cf be 1b 09 03 1e 6f 9d bb
f0 83 83 be ef d6 4f ec 1f 40 af d6 09 f5 €3 07 3a 30 15 3b 91 7c a8 a2 93 bf ac e9 c¢7 8c e0 65 77 6¢ 75 9f Ob eb e8 Ob d9
d5 f9 b8 c2 7¢ 36 52 ec 37 d0 17 be f3 fa 5a c5 3f cd 43 98 50 b2 71 af 49 bb d5 c5 b2 18 el 3f 53 d4 72 da 88 27 f3 75 57
94 d7 08 50 26 07 df 1d da 3a 6a 8c 5e 5f 61 c9
Data Ascii: ~F3H;F3pt@y3qwf7|sSq8%3wR6>IHoH$fhX#5.h'&00<0gY%]")&7$KPoO@:0;|ewlu|6R7Z?CPql?Sr'uWP&:j"_a

Copyright Joe Security LLC 2021 Page 125 of 140



kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1347 IN Data Raw: 06 a7 85 d7 07 88 94 35 71 23 96 €8 44 59 47 00 2e b0 8e c3 75 9a 2b 65 f4 4c fe 96 30 08 5a f7 32 64 b6 2f
bd 3d ad b8 37 18 ea cd ed 91 df 5b c1 Ob c3 41 21 24 7b 57 8c 2c a8 48 6e 1f 32 ac 73 92 2d f9 91 d1 f8 91 2e 7e ab 88
75 8f 19 d2 2f e9 ad a4 cc 9b 24 f9 47 01 58 fd f6 9a 6e 2d 36 9e 22 db 66 20 b4 40 aa 09 56 81 59 b4 af al 7b 0b 9c 93 8
9e 1c 99 83 83 4c bf 52 3a 97 58 Oe 1b 03 6f 19 de 5 dc 09 ec e8 7e 51 f7 9a bb 31 1c 59 5a 6f a2 95 30 86 €9 1d 50 32
ec el f7 8a 38 38 70 ea df 4d 5a 29 07 29 57 ca 24 55 10 dd 7c 61 3c 5f 66 85 €9 de 8b 38 77 74 3a 30 23 36 29 85 1b 48
6 83 20 57 a6 e5 73 86 8 df a6 c5 20 c6 a6 27 3c 9e 22 df 22 a0 33 35 75 7e 70 94 6e 51 6e 28 3c 71 Oe 7b 7d 28 35 48
22 69 c7 e0 43 82 38 56 f6 6f 68 c6 c8 36 3d 4e ed b7
Data Ascii: 5g#DYG.u+eL0Z2d/=7[AI${W,Hn2s-.~u/$GXn-6"f @VY{LR:X0~Q1YZ0o0P288pMZ))W$U|a<_f8wt:0#6)H Ws
'<"35U~pnQn(<q{}(5H"IC8Voh6=N

2021-12-02 15:37:58 UTC 1348 IN Data Raw: 56 d9 79 72 5e 9e 4b 29 04 9f 40 dd b8 c¢5 57 f1 eb 37 f9 d7 e4 63 6a 8e 77 31 f7 76 57 76 7c 03 7e 2b 11 71
e4 6b ed 96 d4 4a 4a f5 e4 7d a7 el 4d 6¢ b5 0a d5 05 9e €9 56 10 ab 2f 2f db 0d 2e 66 ff bb 76 44 28 4a ad e5 66 76 0d
ed le d9 f3 ad ee db bl 5b €9 4c 03 b9 3d fO 48 b7 18 ee 1c ed 38 95 3c ab db e0 27 5b 20 2d 09 7c dd 8e 2f 46 da c3 44
d2 1b 36 73 28 le aa a4 6e 94 f8 fe 4d fa b1 ba 91 4a fO 7c 93 48 b0 ef 69 b5 eb 65 97 11 cd 65 43 d7 25 22 fc 30 94 2d
3e b7 65 32 a7 be c0 64 d6 cd 9f cb 5b 26 4f 7b a4 18 12 32 a9 44 47 53 d8 58 9e 6f cc c7 f7 6e 43 be 44 43 7b 53 f9 db ef
18 5d 77 6f 13 4d 3f 96 d5 4f 5¢ 23 8d 67 58 59 48 64 17 5a 07 17 fb b8 8a b3 f3 19 62 b2 48 cd d5 4d 47 39 f8 55 94 7f df
44 8e 70 df a8 e4 1b c7 Oa 79 b0 ab da 59 46 Oe ce
Data Ascii: Vyr*K)@W7cjwlvWy|~+gkJI}MIV//.fvD(Ifv[L=H8<[ -|/FD6s(nMJI|HieeC%"0->e2d[&O{2DGSXonCDC{SjwoM?
OWgXYHdZbHMGOUDpyYF

2021-12-02 15:37:58 UTC 1349 IN Data Raw: 2d da 6e dc 51 aa 76 €3 90 cc ac 4b 08 7e 73 27 2b 69 63 79 52 81 b0 53 a2 88 74 72 66 88 d6 f2 53 cc 7f a3
€6 27 ac 2b 3a 3a 94 8c 06 2c 06 64 23 12 d4 fO 2e 4f d9 18 Ob 84 d3 a6 12 60 32 87 56 e2 ec b8 93 01 b4 3c b2 6¢c ad e5
7e d3 7a 35 3a 36 65 9b 80 97 a6 3b 10 a7 fO €8 8e €9 Oe 18 08 6a 86 d7 e9 75 e6 f0 a9 2¢ 9d f2 91 7c 1f 68 3b 3f 83 Oc
42 05 7b 43 24 91 31 07 4a 46 06 68 2f 98 3d 89 e9 16 72 aa 88 a5 62 97 dc e2 8e a3 99 c2 9d ac a9 ae 32 bb ad 4a cf f1
3a a4 6a 8c f0 29 73 d8 2b e7 42 8¢ 6¢ a6 0d 8d 65 46 c8 66 08 08 ef 89 b3 f1 49 c5 ef de c6 08 39 84 c1 a4 b2 9a 08 1b
3b 6a be ef d3 e7 66 85 8a f2 9c a6 fd b9 64 a3 5f c3 b7 36 1f b8 02 ed cb c5 b8 8a aa ac 9a 1b ef 7a 60 93 e5 fc 90 9d e7
33 1e 5f 18 f8 33 ¢5 al c2 8¢ 7d 69 6d 7d 45 94 cc 6b
Data Ascii: -nQvK~s'+icyRStrfS'+::,d#.0"2V<I|~z5:6e;ju,|h;?B{C$1JIFh/=rb2J:j)s+BleFfl9;jfd_6z"3_3}im}Ek

2021-12-02 15:37:58 UTC 1350 IN Data Raw: 7f 27 2e f1 eb da e3 ad 6f 38 69 5¢ 55 af 31 c¢2 c¢7 a6 cf cd 85 d4 df 11 ec ba 0d 39 9e 6f 12 38 a5 c4 85 86 46
1b 10 c2 e4 06 48 55 12 b5 85 f8 ¢2 1e c9 c2 84 92 22 77 98 34 ac 81 fe 1a 56 69 68 12 4b a6 b0 ac 9a ec 85 7c 16 6f 66
3 90 ec 3e 47 16 d8 49 5a 78 df 28 7d f4 86 a2 68 16 96 20 45 0f 36 84 13 05 a9 3a 7 5¢ ff 16 b7 7d eb a8 75 de 5a 3f 68
7d df da 64 3e d8 22 b6 89 85 41 6d fa 6d 78 08 55 61 8e 7d 94 f9 d1 d2 34 89 33 d2 b4 bd 46 a5 fc 49 c4 e7 36 Oc 82 84
47 5b 24 ef 52 af f1 44 €6 89 12 el 63 4a af a4 06 80 70 6e 1c 23 33 8¢ 86 18 92 a4 a5 fc d6 24 57 89 32 73 5d 12 b2 ad
5f 14 bb 6 8e 5b 47 14 4c 56 6¢ 27 07 59 fa d1 25 c6 59 4c ab 79 04 95 Oc a5 df 10 99 b4 24 b4 15 e4 bl 25 ae €6 49 38
Oa e2 af ec 2f 87 36 96 8f 1b cb 23 e5 38 f1 b3 ca
Data Ascii: '.081\U1908FHU"w4VihK|of>GIZx(}h E6:\JuZ?h}d>"AmmxUa}43FI6G[$RDcIpn#3$W2s]_[GLVI'Y%YLy$%I8/6#8

2021-12-02 15:37:58 UTC 1352 IN Data Raw: 19 29 73 af €9 2d db ¢9 84 12 b1 bd 96 f9 b0 f0 b9 cd b2 5a 6¢ 49 3e 7c 7b 9b 3d 1e a2 05 98 c6 48 26 d7 34
8d d3 75 fa 80 fa 08 1d fa ce 6b 98 a8 f1 Oe 85 af 90 22 96 d7 84 c6 7b e8 c2 c4 7e 64 a4 8b 81 e9 a5 79 f5 33 al 3f 8f €9
e0 a9 51 6b e3 6b 41 f1 94 e6 Ob b8 fO 3b 3a 31 51 97 85 4a 2e 5f b0 03 10 88 45 27 1a 1c 83 5f 3a c6 f5 a4 2b e5 63 c5
b7 32 fd 6d fe a9 c9 10 48 ba 68 7c 5 3d 07 02 6b dO c1 88 4e 93 74 6b 18 16 ab cf b8 58 9e 6f 5a 45 02 c9 3c ca 43 7e
90 2c 44 84 83 dc 27 49 1b 17 d6 Oe 31 25 f1 2c el 89 df ef cc c4 €9 bc db 88 ed 79 fc ad el al 43 70 ee 33 bl b0 9f bb
69 4e 59 6a e2 d8 09 92 f7 7b 7d dd 3d 62 €6 50 99 b1 4f ec 2b e8 5b 46 f7 65 78 c7 c0 ef 84 4a 2b a3 07 f5 dc cc el 35 f2
b3 a7 35 71 ad 06 c8 6¢ 82 c7 f0 8¢ ch 77 c5 32 a6
Data Ascii: )s-ZII>|{=H&4uk"{~dy3?QkkA;:1QJ._E'_:+c2mHh|=kNtkX0ZE<C~,D'11%,yCp3iNYj{}=bPO+[FexJ+55qIw2

2021-12-02 15:37:58 UTC 1353 IN Data Raw: ba bc 96 b8 c5 b8 c9 31 94 35 54 eb 1d 37 73 b7 05 b3 b9 59 95 11 20 9c 7a d2 fe 74 4b 6a d1 b7 €5 df af 34
ed 64 86 1 ea 3f 52 83 5f ce 53 e6 13 5e 00 47 aa 34 ea 13 01 43 76 75 d2 46 7e al 6¢ 09 7a a6 92 53 82 5b dc d5 16 bl
2f 5b 7c 6d cc 79 fc 38 84 c1 6¢ 9b 3f cc 7c e4 f3 d9 4f f8 7b Oe 3d 8b d2 76 60 39 4a 47 36 02 f3 ¢9 08 Oc 25 bc €6 97 4b
0c 56 Oe 67 89 b5 88 04 05 8e a2 b2 4d Oe af 8¢ bc 39 4f c6 cb 9b 85 d6 a5 cd 8d O eb 45 19 7b 24 65 {7 1b 39 71 22 f6
e4 4e 18 d0 3 09 44 06 8c 03 84 d3 2d 8 14 82 40 82 72 d6 3f 9b ec 29 1a e7 99 cc c6 46 55 df 40 9b b6 89 db c5 08 78
cb cf 3 45 be b4 al b3 42 c3 eb al 3a f4 6e 48 21 fc f8 d0 91 1f 86 e9 Of 9b a9 d3 60 93 3f 93 df 89 4 Oe 9d 9f 60 de 11
b3 fd b3 23 06 fb 7f a7 Oe 98 72 1c b2 4c b6 32 32
Data Ascii: 15T7sY ztKj4d?R_S"G4CvuF~IzS[/[|my8I2|0{=v'9JG6%KVgMIOE{$e9q"ND-@r?)FU@XEB:NHI 2 #1122

2021-12-02 15:37:58 UTC 1354 IN Data Raw: 2a 86 fc 0a 5d 56 c4 cc c9 b3 b6 8a 19 d7 8c 3c 51 a3 2d 3 c0 58 35 e0 05 7d 20 4d 45 c8 6¢ ¢3 69 18 6d 3d
dd d9 ef ec 66 4d e9 00 ff 7a f7 f7 eb 1d 2c 38 e8 89 3 Oe ce d3 e9 c8 0f 97 ad ab 77 d7 d6 32 26 bb fa bf 7f bd bb 5e fe
ab c8 7f b3 29 ae fe 7a fc fb af 15 f3 cb bb ab bf 9a 90 b6 a9 5e 70 0b 5a d5 2¢ 2c 92 6a 42 f8 04 e3 88 46 31 c5 2d f5 cb
32 e2 16 ec 55 f5 54 92 6a d5 6b b8 e4 43 e3 83 cO d9 0f 97 96 d4 af e2 68 3a c0 72 e9 e2 38 18 52 30 4d af 88 21 50 b0
98 e2 70 d4 8d ba 03 82 e5 4f be a2 3b dd 9 c5 bd be fa 4e 7c bd 3c 23 db 8e 06 f2 f5 23 1c 32 b6 34 f0 f4 8b d9 63 a7 db
0Ob a5 dd 8d 67 66 d4 b2 95 ee d8 7e 35 de 7c 1c 82 0d 44 7a ec 62 dc 42 5a d8 70 d8 36 ad c1 6d d8 ed 77 86 d1 4d 70
37 b8 3 fd el b0 7d d7 eb 76 fb ae db 81 ff a0 b9
Data Ascii: ¥)V<Q-X5} MElim=fMz,8w28&")z"pZ,,jBF1-2UTjkCh:r8ROM!PpO;N|<##24cgf~5|DzbBZp6mwMp7}v

2021-12-02 15:37:58 UTC 1356 IN Data Raw: 2d 3b 86 b1 36 62 c8 42 bb 41 31 a3 c6 08 1d b4 el df 4e 91 8¢ f1 cf 48 40 11 78 a9 3d 8a 6f b4 6b c0 c2 d5 2c
87 a2 04 8e d4 b5 38 bc 10 €9 6e €0 a0 9c f0 43 2b d8 1e 8e ce 5d cf d6 71 55 46 57 23 a9 31 5a 01 aa 05 1d 89 77 de 54
0f 70 86 1a bf be 82 74 31 65 5b 2a 33 b8 42 70 €5 5d b3 31 80 74 07 2e 89 08 fe eb cO 7f 7d d2 d3 f4 51 4f 23 a9 d3 3d
24 ef 5f d7 2d 6f 34 7c 1c 93 3d fc 7d 11 17 40 33 82 1f 30 99 35 2b 02 56 42 bf ed a8 b7 fa 48 d5 df 96 96 e0 6f 77 d2 Ob
81 54 25 5b 8c 28 52 ee a0 db 46 88 5e 87 4e cf a5 a5 05 38 86 a8 28 67 e6 da 2f 30 8a c0 b1 5¢ d0 b9 15 e2 5b 21 db a3
df 46 02 da al 9f 3a e2 ae 37 05 1e 58 bf 68 cf 28 4c 2e af 95 97 el 40 2 b4 b5 17 83 75 a9 99 Ob 06 c3 77 65 e6 68 38
60 bb ¢8 20 c1 f1 20 82 83 30 6e 86 8c 05 fb 46 09
Data Ascii: -;6bBAINH@x=0k,8nC+]qUFW#1ZwTptle[*3Bp]1t.}JQO#=$_-04|=}@305+VBHowT%[(RF N8(g/0\['F:7Xh(L
.@uweh8" OnF

2021-12-02 15:37:58 UTC 1357 IN Data Raw: 9d db cc e2 0a d4 fO bd d2 f5 62 aa 6d 74 62 dc 76 fO 5e df 06 11 af 37 69 58 d4 23 54 0a 27 b2 3f ad 68 37 79
11 ¢7 b3 d9 1a a0 27 dc ca a9 dc 49 2b ad f6 0a 87 ef 74 bd 5e 68 5d 37 2c 0f b6 cb da 2a 9a 02 98 a5 53 5b d2 35 a4 7c
12536 17 90 09 8f c2 08 fc 11 29 db b6 17 a8 ff b0 75 b8 b5 2 85 €3 29 61 3d e5 62 89 af 96 3a 0d 6b eb 68 {3 ef e3 ed
bf 4f 90 09 b4 96 7f e0 01 0f 39 36 f8 ba 79 05 17 11 e4 f8 bd Of fb a6 Ob 14 7f f2 6e 14 f6 50 3c ad 17 bc el 74 10 b8 a3
e786f5fh 72679 77 eb 77 98 a8 07 90 15 da c2 17 91 e8 fO dd 51 6a 54 1e 1f 1f 57 30 70 e2 ca 74 04 cd c3 d1 c0 58 90
Ob 6d ba 15 bd bc 47 78 87 a0 78 1b 3e 37 83 c6 Ob fc a9 d1 c3 ac 06 4f 33 47 c4 f0 4e d9 06 b6 a9 d5 eb 3e 7a 41 af 1c
00 cb 34 45 1a 72 0d 03 72 8a 61 c2 c3 81 a5
Data Ascii: bmtbvA7iX#T'?h7y'I+t"h]7,*S[5|%6)u)a=b:khO96ynP<trgwwQjTWOptXmGxx>703GN>zA4Erra

2021-12-02 15:37:58 UTC 1358 IN Data Raw: 33 52 2b ac 17 e4 08 49 a7 c6 al ef 4f 47 18 e7 c¢7 1d 04 84 05 49 67 67 62 32 7d 0d 67 ee al 43 2e 5e 39 90
le 8f 66 al 51 fa 77 e6 ee f5 35 28 f6 a9 17 cc fe fc 96 14 c3 be 9b b7 ab de c4 2e e9 60 dc 28 9a 4d ec df aa e2 7b d5 a9
ff f6 4f 59 8c fa 9c Ob 57 f2 da c6 68 53 e4 Oc 33 €9 10 2c 5b 86 be b7 15 4f cc 27 f8 Ob 32 c3 c5 ¢4 79 d9 b0 3e 87 ee 28
c4 ed da ae 07 f6 3c 16 28 8e 5¢ 45 e8 71 al be 64 76 57 cd 13 72 26 9e 53 7a 29 13 fc ca 87 65 31 19 4d fd c9 70 84 b8
6a b0 72 2f 82 ba 83 2a 94 4d 0f ad 14 36 bd 64 12 f8 5c ec f5 89 f9 a6 5f 8d a7 90 9c 9f cc 31 91 9f 50 f6 16 4f 61 1e 9c 8¢
Ob 29 cc 5b e2 3e 8e 5b b2 2a 63 ea fa 2a ea 18 4d 5e 10 c8 53 45 b1 a9 32 60 3d 26 19 35 4a f5 d1 1f {7 f5 e5 e5 91 23
13 5f 8d ae 8b 17 fb dO 60 4e 0Od 8f a4 52 8c
Data Ascii: 3R+10GIggb2}gC.A9fQw5(. (M{OYWhS3,[0'2y>(<(\EqdvWr&Sz)e1Mpjr/*M6d\_1POa)[>[*c*M"SE2'=&5J# 'NR
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1359 IN Data Raw: aa d9 3a dc 3a 3a 2f 42 b5 f0 ae b0 f5 05 1e 0a 67 bb eb 07 07 58 d7 42 01 ef 69 8e 4f b1 89 85 8d 3 93 cb d3
dé ce ee 79 61 {7 f8 60 73 Ob 5e 7e de 82 b6 ad 7f 3e d8 e2 ba a0 5f 1b 07 eb ad 43 51 d8 5¢ 3f 5¢ df d9 a2 5¢ ¢7 50 Oc 74
0f d3 71 03 Ob 5f 77 b7 fO 1d d6 b8 Oe ff df 38 6f 1d 1f 61 4f 36 8e 8f ce 4f el 51 40 47 4f cf 75 de af ad b3 2d 51 58 3f 6d
9d el 98 6¢ 9f 1e 1f 42 1f 71 4c 21 cb 31 95 22 01 b0 b1 18 1c ef e4 b4 40 12 7c be 38 db d2 25 16 36 b7 d6 0f a0 30 98
a3 a3 e4 24 e2 a4 ae fc 37 ff 07 d4 85 ec f8 d9 2d e0 47 af eb 09 b4 16 fO 3b 48 6a a6 83 00 e4 al e4 12 97 9b 6d al cO
3e 57 ef de 45 b0 a3 a7 1e al ec f6 5d Oc 50 fe Oe 4b 79 e7 {5 86 1le bc 18 4f e4 8b 62 07 9a ce 3f a0 07 64 Ob 37 6a bb
7e a8 96 ed ef f8 ed f7 42 84 b6 81 b8 aa a7
Data Ascii: :::/BgXBiOya's"~>_CQ\?\\Ptq_w80a060Q@GOu-QX?mIBgL!1"@|8%60%$7-G;Hjm>WE]PKyOb?d7j~B

2021-12-02 15:37:58 UTC 1361 IN Data Raw: 35 €8 a9 c2 4f f5 76 15 27 ac f4 54 6b 9b 6b 22 5f b5 6d 5a 54 14 Oe 80 6d f5 6b 0a 54 ed d4 97 75 ca 98 87 68
7e 8d 20 9a 72 c8 e7 be e5 26 €6 ba Oc f9 14 ee 17 b7 70 04 8b 65 d3 68 54 d7 9a b4 98 b4 70 a5 59 6f 70 34 44 b7 68
ae fb 4a c7 97 2e 52 24 6a d2 68 d6 aa 30 aa d0 3a 51 09 2d b4 9b 8d 46 ad 59 d4 c2 12 57 b8 be 6e 56 f4 a2 d6 29 71 66
38 ec 2f eaf3 a0 68 9b d5 d6 46 b8 69 b6 ab 95 3a 1e aa 6d 2e 46 4f b5 76 7d 2e 94 58 31 48 03 15 74 01 48 ec ad 07 3c
92 a5 41 18 8f 8d 80 e3 b3 2f 75 df f8 a7 dd d7 0d d1 f9 2e 61 74 f1 dc Oe db 9a 1c 84 4c a0 b9 7b 08 37 36 36 9a 6d 4d
0d 4a 7e al f9 e5 2f 66 b5 ad a9 a4 7a 45 24 b5 Oc 55 bc da 92 99 56 9a 35 3d 99 9a e3 5a 17 53 43 24 44 c1 a2 a4 bb 01
6¢ 4e 56 b7 fe a8 fd 8f b3 82 ae 35 1e 2a f0 66 8f c6 9a
Data Ascii: 50v'Tkk"_mZTmkTuh~ r&pehTpYop4DhJ.R$jh0:Q-FYWnV)qf8/hFi:m.FOv}.X1HtH<A/u.atL{766mMJ~/fzE
$UV5=ZSC$DINV5*f

2021-12-02 15:37:58 UTC 1362 IN Data Raw: 74 el 53 be 54 b2 3a 36 98 8c 60 73 56 a7 d1 b6 67 e0 af 89 f5 Ob 68 9d ae ea aa 66 20 49 d7 be 4e d5 17 94
ec db b8 be 00 5 cd a5 af 2¢c 7f 9d 47 3f e7 c2 54 1d dc 1le c4 20 3b 4e 51 0f 97 88 2a f1 eb 2e d1 51 22 el 46 20 9e 8e 06
84 3b fc b4 33 86 al 3b 38 12 4c¢ 32 23 f5 34 b4 1b ab 35 5e 6¢ 1d 4a e8 ac 87 16 el be ce 9c 1a 2d b6 ce 39 88 25 4d 55
b1 8822 e7 76 d7 ee a8 49 a6 fe da 15 bd cd d9 08 e6 72 c9 5a d5 0d 89 4a e2 24 35 55 ba ba d1 dd 2c 16 bb 6d 22 2f 54
6a 20 56 af a8 6¢ 20 96 f5 be 4f 60 64 1a 43 Ob ba 44 98 4c d9 98 60 ba d8 26 ba b2 a3 a8 0d 7c 98 b9 6e 77 ac 4e a9 a4
33 8e 7b 38 47 1e 08 66 b2 23 1a 56 a8 6b 4a 1c 44 c1 52 €9 dc 90 f9 4d dd fO d3 19 4b 25 c0 e4 9c 47 99 78 f5 0d d9 61
01 94 22 7e fc 08 dd d1 79 2d 86 ca 86 ad 9e fd f3 cd
Data Ascii: tST:6°sVghf IN,G?T ;NQ*.Q"F ;3;8L2#45"J-9%MU"vIrZI$5U,m"/Tj VI O dCDL &|nwN3{8Gf#VkIJDRM
K%Gxa'"~y-

2021-12-02 15:37:58 UTC 1363 IN Data Raw: 30 76 58 40 74 9a fb c4 ce fb f5 71 dd 45 9c €9 db e3 99 16 89 ca a2 f2 23 81 bf df 53 f8 eb 94 9d al 44 5a 6 ef
ba eb 19 40 81 db al cl 2a 6b 87 96 5c 40 fO 6b 22 28 34 el b5 a6 5e 49 12 a6 5d 2f 92 54 c1 b8 5f 06 c6 35 7e 7c 62 11
91 99 08 4f cb 98 d9 c4 c0 16 03 b8 ed da 12 8f 60 b9 76 3d 30 bd 6f 11 4d d5 23 72 5e a5 29 a0 86 46 Oe e3 15 le 48 le
1le 49 8e 90 2f fc 76 cf ee 8b 2c b7 6e ad ac f0 33 55 68 33 db 43 6f 78 02 9b 8¢ 97 62 51 bd 82 ff f9 e9 83 5 62 76 8a 28
27 be fa e2 2b b2 89 ec ff 2f 24 f8 eb 63 4b b7 ee 49 f8 6b 95 b4 71 c9 c7 f1 d8 98 70 b4 85 91 de 6f 20 82 6f f9 86 b8 03
da 53 ef 4512 ad 0d 21 21 c7 e0 b4 14 38 e7 4a f4 23 ae fa fa cc 5d 19 9c eb 1b 1d bl 31 96 4a 24 3c e6 94 da 7b 9d 21
bb 09 a7 01 23 27 81 10 7f a5 c8 6e 40 b8 ad
Data Ascii: OVX@tqE#SDZ@*K\@K"(4M]/T_5~|bO v=00M#r")FHI/v,n3Uh3CoxbQbv('+/$cKlkgpo 0SE!8J#]1I$<{!#'n@

2021-12-02 15:37:58 UTC 1365 IN Data Raw: 60 19 2d 47 5a 8c 4c dd c4 27 48 58 e2 42 a4 54 97 88 97 23 f5 eb a9 52 6f 92 15 7e 8e 92 85 33 1b bb 25 3d
7f 86 38 29 €5 c7 cb 40 d4 e0 f5 ¢5 6f 10 15 11 2b 3c 51 db f5 95 fa 84 9d 5f 64 bf f4 13 19 6e 87 d2 5b b1 bc 3d 3b 92 99
58 a3 28 1e 5f 5f 88 5f 47 66 dd f5 64 56 19 ae eb 26 94 dd 91 ef bb b2 7b 6f 65 fe cf 2a 9f 2c b7 23 9b d8 96 bf 03 59 ff 61
57 fc 7e 70 54 9f af 3c 65 25 39 f3 35 d3 ac 37 a5 6f 87 db 20 99 5e ad 2a a7 fa 6e 22 79 b5 a5 5b 9f ea 9a ac 27 7e be 0d
€2 67 9c 75 88 07 39 d4 5b d9 85 93 ae 9d 4b cO c8 4f 36 a7 3a 71 93 6¢ ad b1 5a 8b ab bd 51 d5 4e 25 64 f8 74 5b 5¢ 7a
c591 eb 63 €584 b1 82 a4 77 c2 eb 2e ac 3d 04 d5 13 2b 55 00 4c da 93 fO cb be 6¢ 63 5f 41 53 a2 d7 81 2c f8 46 be bf
ba b0 2b 49 ab Oe b5 d5 70 40 ec 87 87 17 52
Data Ascii: *-GZL'HXBT#R0~3%=8)@0+<Q_dn[=;X(___GfdV&{oe* #YaW~pT<e%9570 *n"y['~gu9[KO6:qIZQN%dt[\zc
w.=+ULlc_AS,F+Ip@R

2021-12-02 15:37:58 UTC 1366 IN Data Raw: 6f db 29 1f 4f 54 3a 22 9f 6f 88 07 be 98 5b b4 23 31 f0 2e c8 82 11 47 5e 8a 9c 2b f7 d9 81 5d a4 3¢ a0 el 04
0d 5 0a 60 57 64 f0 Oe 99 14 09 59 3c 28 36 9f 90 8e 6d 03 4e 64 4d 2 d7 29 9b 50 88 60 b9 52 a9 d5 a5 ed ad c4 9b 30
ab b2 a8 8b 95 8d 00 e6 71 30 4f 2c 05 3a c1 61 3d 60 fb c1 aa 11 94 78 Oc ac e3 Oa 1f 1e d6 d6 e9 4f eb 05 13 a7 d6 06
09 74 c8 0a 39 d0 ¢3 37 dO cc 8d Oe d1 b4 5 8e ee da 1f 61 65 Of 71 8d f9 ec 96 2d 2¢ 02 03 7b 4d d8 be 8a e0 4b ef 02
87 43 d3 00 57 06 d6 00 03 cf b9 f4 cb f8 dd a5 07 a5 f5 18 40 8f 11 dO 4f e0 d9 e6 fa 3a 5e €9 e5 92 4a 41 91 65 d2 3 e0
c2 Oe 8b ab f4 70 d8 15 39 06 17 f4 b2 ed db 48 el 1c 3b be fd 9f ff 68 1a be e0 34 44 7f 49 db d3 20 d2 86 c4 77 57 ff 46
9d 8 c4 da 90 58 Oc 47 45 48 be 4c 27 8a bc 24
Data Ascii: 0)OT:"0[#1.G"+]<"WdY<(6mNdM)P R0q00,:a="x0t97aeq- {MKCW@O:"JAep9H;h4Dl WVFXGEHL'$

2021-12-02 15:37:58 UTC 1367 IN Data Raw: 58 cc 27 8d 5e 21 9b b1 ca 40 42 90 88 36 ¢3 5f 57 47 a6 81 9c 02 cd 4b d0 75 c1 79 11 eb ed 4b a5 42 20 89
9e c1 24 90 64 fa e6 9a f8 5d ad 89 df 35 53 fc 9a 15 99 40 9c 9a cc 9 ba 09 7f d3 c1 46 €9 f1 39 8¢ 54 13 09 21 cc 70 a0
8e 81 a6 60 53 64 a8 €9 38 95 68 3b 44 58 8d 47 f1 82 45 6f 96 9e 59 20 90 d9 40 28 59 20 51 92 27 e2 43 b2 3b 96 6e
6361 65 56 22 6a 3d Oe 26 33 c4 12 89 bl c7 49 a0 Oe 44 aa 4e 9 62 d4 1b 6a 85 82 de 26 b8 4f 06 90 al 3a ac f4 16 92
9103 29 0a b6 bb 10 al f8 b4 99 1e 12 17 42 Oe 93 17 78 48 €2 75 bl a7 e0 97 44 34 38 49 15 8c 38 89 88 88 ed 26 66
90 4f af 99 b7 a6 ba 25 19 72 51 ed c3 03 €8 10 25 ¢6 77 4a e4 08 84 e4 da 6b a4 1d b1 f6 92 14 aa 93 €5 7d 75 31 c4 23
7a 1b d3 04 c6 4b 2d bc c4 15 Oc 38 d7 49 d5 e7 06 29 d1 7d
Data Ascii: XN@B6_WGKuyKB $d]5S@F9T!p' Sd8h;DXGEoY @(Y Q'C;ncaeV"j=&3IDNbj&O:)BXxHUDA48I8&S
0%rQUwWJIK}u1#zK-81)}

2021-12-02 15:37:58 UTC 1368 IN Data Raw: f4 57 8d 28 8e cc ca ca 8b 2b 94 al 9d 84 96 57 ea 03 a7 43 34 ae 53 ed 7a 3a 18 b2 1f f4 83 Oe dc b4 22 cO
99 70 a8 eb 07 e3 de 4d 20 7c dd 4e 66 57 c1 d8 eb 3b 13 {8 94 4d e4 94 ec cb ¢7 98 65 d1 ce ea e6 ea la c9 la 95 2a fe
b4 f0 07 af 66 8d fe 54 e9 4f ad 51 37 ea 5 a6 89 3f f4 5a 5f 6d e0 0f 65 69 €0 43 a3 bl 2a dd 58 5c a7 89 ea 52 5¢ 49 37
c1 51 bc 56 ec 83 19 33 14 c4 ed cd 24 d9 57 91 7c¢ 54 d2 d1 bb 28 50 13 ¢7 13 fa 94 e0 d3 9c al d3 bf 9b f6 bc 89 8a d1
3518 d1 1le cd 51 e2 cb d2 77 ae 8a fa 76 28 be a8 70 ee 22 b2 9a a5 1a 79 ff 6e 31 32 93 07 92 dc b5 3d ¢5 63 5¢ 44 a7
37 dc 8d eb 03 39 3a b9 52 e5 32 ¢5 19 93 d3 8f a2 66 aa 30 be cb 75 47 7b ¢3 37 1c 4d 57 38 5¢ d3 54 bb 6e 20 ce 25 00
6 69 61 ef e5 5d ae ff 49 ed 72 fd 4f f1 2e e7 46 b5
Data Ascii: W(+WC4Sz:"pM |NfW;Me*fTOQ7?Z_meiC*X\R\I7QV3$W|T(P5Qwv(p"yn12=c\D79:R2fOuG{7MW8\Tn %ia]lr
O.F

2021-12-02 15:37:58 UTC 1370 IN Data Raw: 52 b6 9f Ob 5b 7b bb ba 6a c4 49 57 50 d6 b7 ab 2d 63 81 7b 78 49 9b 06 a5 af 2d a5 13 6f 48 1b 51 9b da 5b
fc 22 22 67 d1 27 73 €9 13 89 60 94 5e 5d 4a 87 20 41 e2 4c 48 1f 6b 46 9a 41 79 29 48 3a 7d a9 2f 7e el ae d5 1a 8b c9
51 fb cd b9 71 cf 50 f2 00 a5 fb ¢6 59 e5 9c 38 08 fa 35 cf ed 2a 7e ab e7 76 0d bf b5 73 bb 8e df 3a 6¢ 28 €8 b7 71 6e 37
1 db 84 b1 06 fd ae c2 20 83 7e 5b 30 f0 a0 df b5 73 db 44 45 ba 71 43 f5 3f 3e 18 d3 ¢8 3d 02 b6 ea dc f8 96 90 d0 Oa ae
e3 5d d2 c6 8c b8 cO ff 56 el 73 33 82 e0 aa d0 ba ff a6 bf 33 19 c0 46 84 f9 45 a3 a8 24 bf 14 a9 39 bf 10 0a 18 31 62 3c
74 67 d8 11 91 90 48 96 al fe 8d 6f 82 f1 bf 45 68 df 89 50 d9 25 c¢3 d9 23 f2 0a 95 9f Od fd 48 66 c8 17 64 f0 53 3f 74 96
4e 1d 3a 09 8b c0 Ob fb 62 aa 45 12 99 48 42
Data Ascii: R[{jIWP-c{xI-oHQ["'g's "|J ALHkKFAY)H:}/~QqPY85*~vs:l(qn7 ~[0sDEqC?>=]Vs33FE$91b<tgHOEhP%#HfdS?
tN:bEHB
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1371 IN Data Raw: 71 fd eb 22 b2 77 c1 73 40 2c f0 5d 36 a8 79 dd ce 85 ab a7 8b f2 64 34 9e 6a fb 90 ab 50 07 8d 85 60 0Od da
44 ab 45 b8 fc 63 dc 89 bd 5e 6 d1 a0 9d 6¢ fO el 01 17 70 53 75 89 97 41 90 66 66 09 39 b1 8a 31 d9 7c 8d d7 e6 27 65
8f f5 82 08 91 d8 2c 71 88 41 d2 6f 16 47 7d 12 71 d4 27 ef 1e 3b 50 78 ad Oe 14 f6 d2 dc d4 a7 98 99 32 Oa be 1b 1d ac
3860 99 a7 da 5e c3 8 24 99 89 fd c5 75 17 b9 5 f5 02 ec 8f 5e b0 59 ea 7a 70 4d 02 43 6e 42 cb 87 07 7e fd 00 5d ea 87
2e 96 0a b2 98 6d ce 6a b6 53 1f e7 c6 ce 32 ff 7b 91 90 31 fa 91 3b Oc €9 e0 a0 2b 39 9e 9d 24 61 65 8e e2 17 eb 51 15
60 6¢ 6f d3 40 79 27 ad e8 68 d3 2c 99 46 74 d8 01 de 5a 7b db 30 de ea d6 db 64 ab df 33 18 d8 43 51 05 49 c8 05 a9 bf
7e f7 08 fc 8e d8 bd 11 1f 44 dac9 6a ad cb f2 eb cl1
Data Ascii: g"ws@,]6yd4jP DEcNpSuAffol|'e,gAoG}q';Px28 "$urYzpMCnB~].mjS2{1;+9%aeQ lo@y'h,FtZ{0d3CQI~Dj

2021-12-02 15:37:58 UTC 1372 IN Data Raw: 42 d6 2e 4c b5 63 3e 6¢ 64 90 bf 5f 46 69 15 8b 8¢ 29 25 da 8b 5b a3 a9 80 36 1d b7 3¢ 83 95 95 a0 bc ed 11
2e 32 65 f2 75 43 23 2e 4d df f4 6d 2a 82 2f a9 3e 2a 05 b8 d6 91 57 c5 69 ea f9 a0 7b 0a 33 6d bd ed 31 Oc 8c c2 6¢ 58
d0 39 45 10 ff 6f 29 45 88 71 b2 dc d9 25 d3 e4 e4 65 27 34 31 1e f5 fb 41 14 34 58 1c 9e be 6d 24 37 87 45 db df c9 81
44 6¢ 65 95 €8 29 45 78 da 1c f8 62 29 e7 57 6f 29 69 c7 59 4a 1a 2e 27 7d 5d 4a €9 2c 67 ba 5d 4e 3a 58 4a f9 bc 94 72
b5 5¢c ec f5 72 d2 6¢ 39 69 ba 9c b4 b3 5¢c d5 52 ca db a5 94 ed 65 b0 cc 96 52 Oe ed b3 4f 15 ed 67 d7 99 b4 bf 95 b7 a6
46 8e c8 21 3d bd 1e 18 13 7e e8 f4 e6 ba 11 e7 8 3e 31 44 86 ef 63 99 c1 4f 67 70 a7 32 83 37 91 19 de 5¢c a6 32 78 2a
83 af 32 4c 7f a4 32 04 2a c3 96 ea c3 5e ba 86 50 65 78
Data Ascii: B.Lc>ld_Fi)%[6<.2euC# Mm*/>*Wi{3m1IX9E0)Eq%e'41A4Xm$7EDle) Exb)Wo)iYJ.}]J,g]N:XIr\rl9i\R
eROgF!=~>1DcOgp27\2x*2L2*"Pex

2021-12-02 15:37:58 UTC 1373 IN Data Raw: Oc a2 f2 56 11 a3 28 7d el 10 40 ff c9 9a f8 8b 65 4d 3c d5 fc 51 89 22 d9 ba fa 48 c9 1b 80 c9 31 3a b6 2f 49
06 d4 b9 b0 fe 93 e5 8d 4f f8 ed 94 5f 85 52 25 fd 2a 2c fb bd c9 d5 68 12 80 3a al 90 54 fc 86 ac 28 24 49 29 eb €6 52 dc
9b b4 30 3 5a 98 2e 2d a4 ce 64 2a ef 59 6a 8b 82 48 f5 99 45 aa cf Ob 16 fa 44 e5 96 39 ¢7 b3 73 50 12 cf 99 6a 57 9a
24 14 bl 4e 58 27 52 7a a5 2d 93 ce bc 43 €3 53 84 eb b4 91 75 6¢ e4 24 €9 6a fa a6 66 4c fe 1a bl 07 4d dO e9 1f 99 74
3a 8f 1d 3 89 5a 48 a6 8a 90 69 be 34 e8 6¢ c2 af 46 2a 8¢ 6d 41 db 5f 85 82 b6 5b b9 cf 8f 4b a2 52 77 2e 84 bf 88 8e 8¢
ef 52 ee a4 96 a0 8 8¢ 6f a9 9f 2a 72 8e d8 37 5f 85 96 1f a3 8e e5 f0 1e a7 96 92 2f 4d 77 a9 7a a5 7d a7 5d 8b 36 89 bb
9f Oe c4 b7 f9 13 a2 2e ab 8c 3f 66 cb ba 2e
Data Ascii: V(}@eM<Q"H1:/10_R%*h:T($I)R0Z.-d*YjHED9sPjW$NX'Rz-CSul$jfLMt:ZHi4IF*mA_[KRw.Ro*r7_/Mwz}]6.2f.

2021-12-02 15:37:58 UTC 1375 IN Data Raw: cb 84 a4 93 86 9d c5 fb 38 62 ¢5 71 {7 56 el bb 68 61 dd 35 c4 da 30 2b 2a al 29 13 a2 1c 55 99 50 55 09 a6
5a9e e2 a7 22 7f 4d f9 1b e5 5b b3 fc 20 74 66 fd a9 4a 98 f5 d1 Ob d6 63 6f 36 d8 1f ca 6d f6 5d 5f 98 db 64 51 90 30 la
4f b8 44 41 5e bc fd 8e ad 68 b8 3d 1a Oe 03 6f 4a 9b 9a 4c d8 €9 4d 3c 99 b6 19 aa f5 0d 10 df 68 al 11 2f el 24 dd 51
56 22 76 2e 24 6e 54 e4 fb 12 a8 7c 35 5d 91 24 99 cf b7 91 2d 20 79 5a 70 70 8b e2 5d 6¢ 77 d2 01 a2 f2 89 97 49 f4 bc
7c 09 76 47 e7 06 92 06 80 41 9a
Data Ascii: 8bqVha50+*)UPUZ"M[ tfico6m]_dQOODAh=0JLM<h/$QV"v.$nT|5]$- yZpp]iwl[vGA

2021-12-02 15:37:58 UTC 1375 IN Data Raw: 07 64 d3 1a bf 7c e5 6a d2 e5 93 30 1e 19 6f 5b 5d fb 48 eb 1a ec 85 b0 63 9f 6a 1d a3 69 74 23 64 38 84 57
02 18 07 €9 46 5d f6 b8 ae 7a 1c c3 al 22 f4 a8 77 bf 3d 11 22 96 18 e6 el 9f cO 3f 83 e7 54 13 a2 28 27 4f 08 c2 99 hd
48 b4 42 73 02 58 fb fO b1 81 ec 9e 24 50 88 Ob e2 c2 47 94 e6 97 2f be f9 fb c3 c0 86 f7 33 9d 67 2b 40 19 6b 71 e8 26 54
58 d2 0Ob Ob 40 70 9f 06 41 2e 86 41 16 04 02 05 81 e0 f7 20 10 3c 03 81 00 62 50 3c f2 20 39 f2 80 91 31 30 68 66 11 64
8d 06 ac 97 87 be 76 ff 8a €9 e0 dd 2b 5¢c 8a e7 01 fb c8 aa 7a 1d 24 06 ec 27 07 bc 15 66 9c be a5 06 89 eb 6a 09 ff 90
38 ea9bccae ae 46 e3 69 e0 17 74 Ob 95 bc fa 2f 54 22 bc a9 2d b8 7a ac 25 ee 01 2a cb 33 al Oc be 34 97 bd 12 5c f5
ca 3f02 77 3c 65 cf 75 c1 10 9e 4f ca 7b c2 d3 cc ae
Data Ascii: d|jOo[JHcjit#d8WF]z"w="2T('OHBsX$PG/3g+@kq&TX@pA.A <bP< 910hfdv+\z$fj8Fit/T"-z%*34\?w<euO{

2021-12-02 15:37:58 UTC 1376 IN Data Raw: €0 99 31 cf 25 cb 05 ¢3 34 d5 26 15 b2 3c 18 2e 4f 98 6b 07 4d f9 fc 1c 38 22 47 96 24 7e 1b 5f de a8 98 24 34
2f ed cf 6f 12 54 72 7f 66 6¢ 75 db 5f df cc f5 14 73 b4 0d 57 47 46 el b5 d8 4b a7 a3 bc 58 40 e0 dc f3 e0 d6 81 b5 7e 92
359c 1b 41 56 7f df f6 71 e2 c4 6e 5b 6b 38 9f 4d 85 34 79 63 f9 8f 22 06 07 86 f0 el 5a 55 04 a6 a8 19 6e 92 b3 f5 16 1b
53 {7 ca c4 el 56 b4 95 05 70 2f 8¢ 70 8f 9d f2 d7 cO c2 bd aa d3 a9 15 c6 df 43 61 53 16 5a 09 42 09 85 76 17 01 df 12 c3
e7 35 4a 7f 3d ac 5¢ 5a 71 d2 6d 5f c1 10 80 42 a0 3f 78 a6 83 27 1c 58 9a 5d 06 72 50 9a ea 5a 47 cd 80 fc 09 33 2e a5
4a a5 28 f4 cb 69 Oc 7a 43 68 02 7f dd 77 91 3f 50 5a d7 d0 6b 28 6f 8e 36 5b 80 2a 97 fc 02 92 02 16 03 3b 97 f1 4d 8b
34 b0 b6 3d 58 68 ec b0 27 fc 8b 46 be 72 85
Data Ascii: 1%4&<.0kM8"G$~_$4/0Trflu_sWGFKX@~5AVqn[k8M4yc"ZUnSVp/pCaSZBv5J=\Zqm_B?x'X]rPZG3.J(izChw?
PZk(06[*;M4=Xh'Fr

2021-12-02 15:37:58 UTC 1377 IN Data Raw: 24 40 26 71 1f 95 5a 65 61 38 11 60 9a 4b c3 69 4a c0 d0 60 08 be 12 95 69 d7 20 52 bf ba 5a af 64 02 a5 b6
58 cb da 22 4c b0 19 ae 36 6b 6b ab b4 ad 66 12 e7 5f 80 49 1d 3b ¢5 6a b5 b5 46 2b el 17 60 92 cb 06 0a 98 17 b3 b6
56 6f ae 2d 50 f7 df 82 09 08 20 31 65 34 18 da 25 fe 29 4c 68 21 35 5b 34 24 da b3 ea ff 10 26 bc 35 d4 88 58 55 2a ab
99 7b d5 af e0 09 58 de c6 6a b5 5e 27 e2 b0 fa 4f 41 42 bb 26 51 29 da 7f 5b d9 bb 8 f3 0 58 ¢3 6e 40 db 2e 51 96 4a 26
5d f9 05 78 60 05 e7 48 ce 23 2a 67 d6 d3 7b ca 6f ad 1c 5a c¢3 8d 1a 81 94 d8 c0 ca 3f 85 48 15 38 b2 b6 d6 ac b6 9a f5
c6 ef c1 24 f8 97 e6 3d fc 27 da fd 49 ce 6a 12 7f 5b 6f 64 72 7f 4b 5d a9 36 23 72 ab b9 0f ff 09 22 2a 69 56 9b ad 35 b3
6e 66 f3 7e 4b a4 ad 5a 8d c8 ad 16 3e fc 27 c1 fa 91
Data Ascii: $@8&qZea8'KiJ'i RZdX"L6kkf_I;jF+ Vo-P 1e4%)Lh!5[4$&5XU*{Xj* OAB&Q)[Xn@.QJI&]X H#*g{0Z?H8%=
‘lj[odrK]6#r"*iV5nf~KZ>'

2021-12-02 15:37:58 UTC 1379 IN Data Raw: 43 €3 €9 49 00 c3 7d c¢2 b3 38 dc 9f 63 4b 0b 6d 69 2d b2 ef {7 83 6d 79 39 db ca 8c c4 bb 99 ba 1d 30 a6 29
86 91 61 1a c0 32 75 6e 1c 67 05 18 fa 1c 05 18 fa 9c Oe 30 e4 da 1c a6 3 48 85 €9 8c 2d 4e 70 59 35 74 98 18 be 63 ff
41f2 14 7b 16 98 4d 06 dc 65 4f d8 48 65 7b 34 eb fb 6c f5 32 71 6e 82 fc 49 e0 11 24 30 c4 d3 d9 60 e0 8c ef f2 6e €0 39
33 e204 60 5 4b d3 c3 46 32 89 50 a6 05 9d 63 a6 c7 d7 4d 12 66 1b b4 ea 07 4d 2d 6e d6 12 94 fb ba c9 f6 23 92 da 4d
9b d8 ae 7c db e7 60 c5 96 72 b4 ec c1 2b 50 e2 ee d7 fb 25 34 ¢8 1a 43 27 98 26 86 30 79 be f3 ba f2 ae 91 60 d3 b0 99
96 9a bb 44 cd ed 33 b0 39 15 2b 58 47 b7 44 fc cf 84 33 €9 cb e0 8e 18 cf 62 e2 ee 1c be 6 5e f8 b4 95 15 08 7f af ¢6 93
7f 17 70 19 36 b4 6f dO 4f 62 de e2 5c 6a f3 al 5d
Data Ascii: CI}8cKmi-my90)a2ungOH-NpY5tcA{MeOHe{412qnI$0°n93"KF2PcMfM-n#M| r+P%4C'&0y’ D39+XGD3b"p600
b\j]

2021-12-02 15:37:58 UTC 1380 IN Data Raw: 34 d2 93 8f 51 d9 2f fb a7 bb 46 7e eb 64 ff 14 40 79 7d 72 7c 48 83 04 50 a9 c8 31 d7 42 05 8f 76 45 35 00 78
7a 5e 28 0b de 3f 9d ee 46 35 6 77 76 b7 Oe a8 b2 53 14 e6 51 aa dc 34 ab 82 cc 6¢ 6f 57 30 c1 02 03 f9 42 2b 21 f3 88
3089 36 11 da 50 fc 60 9c ef 3b 3f Oc fe ec 08 52 92 ef 82 35 25 8¢ ea 79 bc d2 81 67 31 66 12 4a e6 68 d5 f6 c5 27 Oe 82
4b €9 ee 68 cc 26 b3 bc 3e 05 ¢2 27 69 87 5¢ 01 be 32 3d 5a 1e 03 22 36 f9 1f a3 71 df ff d1 23 a9 13 6b 20 99 9d e e3
b5 eb 47 ¢4 00 f4 8a be 83 a2 dd 01 6d bf 8d 66 b4 Oc 78 47 e5 2e 8f 69 1f ed dd a0 5b dc 5f 85 €9 04 82 fc 7b d1 f2 8e 68
79 47 8¢ 0d ab c9 e9 8f 24 b9 c9 a5 fb 5c ce ef 87 58 6b b4 8¢ 89 70 76 a7 d3 ab 49 fb e5 4b e6 dd a8 0d 6f 34 18 d0 62
2a 8f c6 9d 97 62 54 62 50 2f ef 83 f1 8 a5 59
Data Ascii: 4Q/F~d@y}r|HP1BVESxz(?F5wvSQ4loWO0B+!06P;?R5%yg1fIh'Kh&>'i\2=Z"6qg#k GmfxG.i[_{hyG$\Xkpv
IKo4b*bThP/Y

2021-12-02 15:37:58 UTC 1381 IN Data Raw: 33 62 05 27 e8 9d 44 59 8b 32 f6 a8 ad c1 08 Ob 5d Oe 98 64 72 47 6¢ 65 77 dc 89 68 ff 11 db Oe f6 2c b9 04
65 bb bc 8f 51 55 3d 54 25 50 ad 37 15 c4 fa 6a 4c Ob d2 bb 53 55 5f 89 7d 28 da 2c c4 aa fa 3f 04 a4 01 74 36 d8 60 f8 7f
fd de 65 30 Oc 26 c4 d5 06 57 3d 9e 34 50 da b8 cb 37 e5 a8 46 31 ad 8c 5e a0 45 b4 d5 cf 86 al d3 93 6b 78 da 13 57 5f
41 a3 3a ce d8 4f ec 67 0a 48 Ob 42 67 4c 92 19 9b 89 48 39 9d b1 73 d5 cd d7 71 29 4b 6c ef €8 43 3e b3 0f 72 b5 8f 1d
29 a0 d3 84 4c 82 41 6f 28 29 49 bc b5 cc c4 fe 89 5d 5b f6 23 35 ¢2 1b 82 64 b4 a3 2b 44 9c cc c0 28 4c e4 la al e5 cf
b7 ee 04 aa ef f4 ¢6 e8 02 b1 29 6b cd 97 6b 2f 77 b7 25 33 2f 2b df 9d 21 64 07 51 9b f7 ce 98 f6 52 de 1a d1 11 c5 f1 8f
66 43 af c7 db 85 69 e6 0f el bc 2f 6f ae ad 35 f3
Data Ascii: 3b'DY2]drGlewh,eQU=T%P7jLSU_}(,?t6 'e0& W=4P7F1*EkxW_A:OgHBgLH9sq)KIC>r)LAo()I][#5d+D(L)kk
IW%3/+!dQRfCi/o5
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1382 IN Data Raw: cc 61 9e 61 28 64 5f Oe 64 26 07 a8 a4 44 79 b2 21 0f 23 31 25 b4 11 f8 00 a3 17 8c 87 4a 1a 13 a0 96 30 34
98 33 ef c5 23 81 f3 0e 84 5c 4b 5 fe 19 4d 5d aa 5d 51 0f 89 99 a0 d9 20 13 5d fa e4 b8 bd 7e 0f e2 01 b1 36 bc Oe 78 09
ca 08 19 33 62 65 14 b1 60 32 9f 93 e2 5f ac b5 14 ca 35 3e e5 9c f0 11 b6 d4 72 Oa fa 27 d8 Oa 3f 00 84 41 el 3c a2 8d
24 63 1b 11 60 98 51 10 20 63 56 24 ae 84 bd db 4d 62 d6 1a 1a Of 98 56 c0 49 ee 8d da 8¢ 98 f6 8f e2 aa 32 5 93 d4 81
58 9a 44 60 8a bd c4 14 fb 12 19 27 ca b9 4b 4f 80 87 al c2 el 67 12 e2 98 d2 f9 a9 03 64 d5 0d 5a ea dO e4 08 15 57 52
bd 25 c93ae4 e90cal 32 a2 e7 42 ab 10 cd 61 7c 92 ff 9c ¢8 92 a0 02 65 51 cd 6b al 38 35 7e 71 84 09 4b 01 6¢ 51 01
58 52 5a e5 39 a9 al 19 62 9a 26 46 e2 c0 7a 12 4f 72
Data Ascii: aa(d_d&Dy!'#1%J043#\KM]]Q ]~6x3be 2_5>r'?A<$c’Q cV$MbVI2XD 'KOgdZWR%:2Ba|eQk85~gKIQXRZ9b&
FzOr

2021-12-02 15:37:58 UTC 1384 IN Data Raw: 21 ¢1 72 7c a3 1d de 60 a2 47 57 d4 52 el cd ee c7 02 el 2c 42 ff 50 d2 90 f6 66 ff 8e a3 71 7a 1c ea 28 c9 b8
d5 71 15 83 33 b0 38 4b 4d 55 2b 15 15 d0 76 36 d9 f4 a2 a0 1c ec c7 8e 7d 41 7e a4 d9 d1 db 9e Oa 7b cf 86 5 b4 e7 c1
47 ec d0 97 81 d1 a4 79 73 320b f6 c5 bb e4 75 ce c3 e5 bb 58 17 76 61 3a 9e 05 05 db 76 ac dd a6 f2 e4 9f 2a b5 97 55
2a ba 55 e8 6¢ 3a ed 57 b2 60 a2 06 f6 86 b7 bb 38 el af a3 c1 09 f7 b5 36 1c 87 f6 09 06 f4 d7 86 c5 f4 32 4e 44 3b 06 2f
65 8b b7 64 fc dd 74 cb 13 b1 38 88 3f 41 ¢8 22 f9 f6 95 97 0a 42 51 2e af 50 aa 2b 4d bc el 8a 9c 63 2d 72 2f 40 de d5
07 23 34 33 6f 35 f9 1d 5¢ df 89 5d 81 e2 36 59 5d 06 b1 13 6f 8d d4 5b 53 5¢ bf d1 a2 bb 66 7c b9 20 7d 17 47 46 55 c4
c5 44 58 ba 77 9a 84 78 2 96 9a da b4 1e b9 aa 16
Data Ascii: Ir| GWR,BPfqz(q38KMU+v6}A~{Gys2uXva:v*U*Ul:W'862ND;/edt8?A"BQ.P+Mc-r/@#4305\|6 Y]o[S\f| }
GFUDXwx

2021-12-02 15:37:58 UTC 1385 IN Data Raw: 68 4e dc 5b 63 ea b1 5b 1b ¢3 9f 5d b7 96 dd 81 85 1d 8a 6f bb 83 b1 da 31 8e f2 18 7f f0 d0 18 3a cc 1le 29 3a
b1 03 ¢7 76 40 96 bf ce a0 f8 11 c5 5¢ 63 dc ¢4 01 47 76 €6 f6 c7 80 54 €6 6¢ 8a 6e 6a 80 9b b2 03 7f d4 a6 Oc cc 38 b9 fd
€2 8c 08 cc4a a2 4f7d cl 70 7e Ob 1a 73 6d e7 b5 d2 al 51 7a 82 46 bd 6d 15 73 54 77 99 c4 98 8b 26 50 3a 97 85 da
90 01 6b cb a2 84 8c 86 5f 1f 44 6e 75 18 b9 14 95 1e 97 04 30 21 16 58 23 b0 a8 f9 46 ac dd 90 62 0d 37 Oa 1c e5 36 89
71 9b 8a be 5b dc ef da 5f 50 c2 7a c¢8 01 6b 4f 8¢ 2f 09 f3 18 02 77 14 51 08 5¢c Oc 75 cb b1 61 37 31 €0 54 01 a3 db d2 f7
36 7f 7e 89 f8 73 6d 8b bf db f7 14 cf 76 61 ed 1d b7 d4 el ef 35 06 61 60 cO 50 7a e0 23 54 84 48 2f 02 €6 47 c0 68 dO ef
42 0d 8b ae 63 51 34 4d be e7 aa eb 7c Oc 8d 30
Data Ascii: hN[c[]o1:):v@\cGvTInj8JO}p~smQzFmsTw&P:k_DnuQ!X#Fbh76q[ PzkO/wQ\ua71T6~smva5a Pz#TH/GhBcQ
4M|0

2021-12-02 15:37:58 UTC 1386 IN Data Raw: aa c4 83 2a f1 25 dd ¢4 07 d5 c¢7 50 f5 f1 23 3d 88 8e 6a al ad 5a 38 4a b7 30 54 05 86 aa c0 69 ba c0 48 15
18 a9 02 67 €9 02 03 55 60 a0 Oa 9c a4 Ob f4 55 81 be 2a 70 9c 2e d0 52 05 ee 55 81 8f €9 02 3d 55 a0 a7 Oa 7c 4e 17 b8
57 05 62 55 e0 20 5d a0 ad Oa b4 54 81 c3 74 81 ae 2a d0 51 05 3e 41 81 db 9a 07 a7 62 4a ca 1d 14 9e 2f b7 48 4a 32
29 d4 2e 95 83 7d 7a 4c bc d2 8f 89 97 53 e7 b5 44 8e 17 3d 14 42 91 2e 00 bf 9 dd f9 fa d5 87 ea 3d e4 3e d7 ¢9 17 3a
54 7f d3 8f 72 81 21 9d Oa 8d 77 05 d4 3b 5f 5e Oe ea 41 f1 a3 1d b2 ee 41 2d 71 fe 7e b5 65 7f dd 42 87 cc f8 10 87 Oa bd
8d e2 15 8a 82 72 9e 22 22 d4 8b fa d9 cc 5 6f 1a 3b a7 6b a8 18 11 2f 2f 7b 30 Of 5f 40 a3 71 61 c6 b3 87 2e d1 86 21 45
85 f9 0f 3b 39 ¢5 27 ac 21 64 88 fO 1b 13 c8 cf 43 b8
Data Ascii: *%P#=jZ8J0TiHgU U*p.RU=U|NWbU ]Tt*Q>AbJ/HJ2).}zLSD=B.=>:Trlw;_"AA-g~eBr"'o;k//{0_@ga.!E;9'ldC

2021-12-02 15:37:58 UTC 1388 IN Data Raw: 28 83 84 84 70 72 05 f5 26 bc 0a 69 fb d7 7e 9a e4 85 69 17 06 53 a8 c8 €5 82 c5 37 cb 18 3b 21 cd 1d bc 37
cc 5d 7a df 51 03 83 f1 Oc 9e 2c 45 f0 49 5d b3 ef €8 58 7e 49 99 46 90 76 3e ae c1 bl 64 6d 9e bf 87 d5 f5 fd 75 71 39 aa
6e 4f a4 8d 8f 5b fc 24 ¢8 c8 05 6d a6 d2 c3 f8 43 9a 17 e5 Oc c6 8f ¢3 60 dc ca 1b Of 5a d8 a4 63 a2 b8 72 bf 6b b4 64 a8
92 7 0d cd c2 b6 72 7 a3 0d e3 fe f0 00 a3 6a a3 92 1d 57 44 95 fb 4a e6 c4 78 ce a7 2f 50 ea a3 20 de e8 94 dO 5d 50
21 4a a9 b6 90 da 93 4f 59 5d 79 ee 4a 6a a4 6a 7d cb 00 2d 92 5d 5f 49 55 8c 39 33 3c 9b 40 41 73 5d e4 63 1d 06 da cb
9a b5 62 7b 2b 96 60 07 d1 b2 5e 0b 99 2e 07 f5 70 e2 5d f9 f8 ed fd 2d 73 30 da 43 41 1e 0d Of a6 a8 38 d5 9a 54 af 1f 74
1f 17 e5 85 b4 4f Oe 38 ¢3 80 08 43 35 Oc d5 2f
Data Ascii: (pr&i~iS7;!7]zQ,El]X~IFv>dmuq9nO[$mC ZcrkdrjWDJIx/P JP!JOY]yJjj}-]_IU93<@As]ch{+ ".p]-SOCA8TtO8C5/

2021-12-02 15:37:58 UTC 1389 IN Data Raw: f3 39 20 58 f3 71 4b 39 9e af 7c a6 4a 9e 60 e0 6e 48 36 db d1 86 d5 9e 7d a9 77 f9 84 7f 1d ef 8a 50 ef ab d9
17 d1 00 78 b8 f2 Oe 56 5f 9 9e f6 13 11 da 83 dd 57 9b 1b 41 3a 45 b2 f6 31 cc 5b 21 c5 ce 00 e6 Oa f5 52 2d a2 d3 17
c0 24 ec b7 4b 22 1b Ob el 1b a3 1c 76 f6 c4 3a 1f d3 f8 e5 65 €9 f8 04 9f b1 52 6d e5 2e bf 85 e2 ab cf 58 58 8d bc af 4e
ec b3 24 1f ab 6d 81 5¢c 52 5 c2 8e c5 ef 5d 12 eb dc dc f2 33 56 16 ae 1b 26 5c 37 18 ae 61 7 45 a0 c3 dc e2 42 8f 3b b0
el 8d 91 8c 6b 8b 1c 77 Of ee 34 d2 74 3d 31 2e 4f 25 3d 6¢ 06 55 85 28 4f 4d 44 d9 41 c7 9a 8b 5d 9f dc 76 62 50 14 cO
a8 al be 57 e8 26 94 be b1 08 92 ce a2 5c af 5b e6 46 91 df 90 d6 cb cb 82 ad 0f c4 29 5a 26 33 96 52 90 9d 84 e4 54 2b
05 37 2f 8d fe 2e 23 9d 20 76 b6 b7 87 51 97 e9
Data Ascii: 9 XqK9|J nHE}wWPxV_WA:E1[!R-$K"v:eRm. XXN$mM\R]3V&\7aEB;kw4t=1.0%=IU(OMDAJVbPW&\[F)Z&3RT+7/.#
vQ

2021-12-02 15:37:58 UTC 1390 IN Data Raw: 67 84 al 2c 54 10 41 a2 3b 29 86 aa 3e 4e ec b2 70 28 a5 f1 50 5f 3a d3 6e f6 30 f4 42 11 46 30 3a 37 12 ec c2
62 7b 3c a4 50 1e 48 28 85 14 88 aa 3b d0 ce 8c 31 11 48 e8 aa 8f 87 b1 95 a7 bb 84 a3 93 3e 59 7e b2 3 3f 42 a7 29 e4
4c cb 3a eb f1 c4 ff al 5f c2 3a 4c 65 08 0d b4 ea e6 cd 41 el 85 e7 9f d2 25 91 a4 20 97 4a 4c 3d fe 31 2d 1d 85 d9 1c 32
1f a6 e0 a3 b6 90 1a e0 43 9c c1 60 4c ea f1 ed f5 07 de 5e fa 01 4c be 82 b3 64 49 93 37 d5 5d ce 18 Oa d5 2f 76 aa 98
3f b9 b4 8a b9 93 be 70 8b da 6d 16 4b 21 60 d6 67 €7 e7 30 6b 7e 45 b3 Oe a0 f1 ch 43 fc 7e 4b e3 6e 03 43 09 86 9d 20
69 76 62 3c 4a c5 88 8a 55 2b 27 63 a0 5a 7b ad 50 b5 41 f1 c6 16 53 24 2b bd 1b 3c al f4 77 dc 43 c7 cf 21 b6 5b cd 28
c4 01 3d ea fl af 8e e7 7c 07 6a 3f 12 92 24 3d 16
Data Ascii: g, TA;)>Np(P_:n0BF0:7b{<PH(;1H>Y~?B)L:_:LeA% JL=1-2C L LdI7])/v?pmK! gOk~EC~KNC ivb<JU+'cZ{PAS$+
<wC![(=]j?$=

2021-12-02 15:37:58 UTC 1391 IN Data Raw: be 42 01 d7 e7 b3 0d 53 47 36 4a ab 20 c5 f4 0a c6 1e c2 66 b5 d1 3a b6 81 3 6f 50 33 35 38 05 56 60 al e7
9b 7b d7 26 ¢7 6d d0 3b 29 55 47 {8 8e 14 d7 4f 4e €9 41 a6 81 be 9 ef 08 39 c1 30 al ca 92 ac 02 c7 6e 64 c7 29 17 80
72 eb 60 29 51 b3 59 b3 78 €5 29 16 6f 21 8f ¢7 9b b9 d2 2b 6d 3a 28 a8 fe 9e 85 71 a2 d3 72 d8 1a 05 5¢ 77 e4 16 08 1f
6203 e7 3 17 f8 85 23 2f d4 74 ac 03 56 8e de df d5 Oe d8 fb a8 ba c5 aa cd b0 bc 97 a4 59 8d 05 e5 6a 90 9e 84 68 b8
d9 47 76 cb b5 50 15 8a d7 e5 7f 6¢ 50 3¢ Oe 74 74 3e 63 20 91 04 da 53 43 ¢5 d1 78 24 f3 7f 4c ab 98 c0 fa e3 a3 d0 b3
26 c5 a1 0d el 01 30 3c 8f 01 93 8f 26 96 d4 fb a8 ed 32 2d ce 8a 20 7b ae 76 03 5b dc 13 71 05 28 e8 a7 9c 8¢ 08 33 7e
1b 2a 2b 7b 35 d7 09 7e b0 57 6b ad 0d b7 €0 d6 bd 2a fa
Data Ascii: BSG6J f:0P358V{&m;)UGONAIONd)r')QYx)oH+m:(arwb#/tVYjhGvPIP<tt>c SCx$L&O<&2- {v[(3~*+{5~WK*

2021-12-02 15:37:58 UTC 1393 IN Data Raw: €9 a5 98 d1 07 21 86 88 2f Ob 5f 7c e7 38 88 62 94 1d ba d4 73 30 89 69 cb aa ba 05 da 1d db b0 6a 87 54 e4
91 bb 8a 45 a0 07 54 8¢ 9c db 20 8b a8 81 9 98 ac b1 55 37 db dd 23 01 a4 98 a6 4c 7c 3c 4b 31 05 6f f2 e7 c6 f8 02 b4
8134 d9 81 8b fa 72 2c 48 cf e7 8f f5 c9 ed 32 6f fb 50 el b7 cd 4e cc 8f 9¢c 93 c4 6¢ ed 1c 4d 47 6f 6e el 7f d2 9b a8 9c
ad 7e 41 d6 ef c1 f9 d3 fc 3a a5 25 9d 33 4f 3f 17 Oe f4 28 al 4f e4 c7 1e 18 28 d2 83 83 al f9 7a 70 7d 3d b8 76 f7 81 82
cf e6 8e e9 db ff cO 98 a0 2b b1 40 3e 20 f2 61 8¢ 56 f9 bb ba 5a 69 49 89 c6 Oc 88 60 09 24 c1 62 dc be 39 13 c3 b9 f1 c4
le a7 af 36 86 8d 41 cc el f1 6a 4a 7e 23 05 44 46 e8 1le 77 30 54 2b 70 04 23 27 e1 61 50 a8 96 90 2d 91 ba d6 b2 d2 c7
2e f0 03 c0 2c 3c 65 8b 7b 85 aa 4f 3a 06 83 a9
Data Ascii: !/_|8bsOijTET U7#L|<K1o4r,H20PNIMGon~A:%30?(0(zp}=v+@> aVZil $b96AjJ~#DFwOT+p#'aP-.,<e{O:
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1394 IN Data Raw: 7c 56 98 70 bd al 1d ac 96 d7 b6 91 9a 48 ec cd 3e 56 b4 b5 c6 a3 a4 1f 95 19 68 de ab e2 b4 d7 ba d0 90 27
5f 38 77 5f ed 39 56 15 08 9c 8¢ 2f cf c6 a3 1e 5a 8b 89 1c 3a bl 61 3f c6 cc 6b 69 eb 83 60 79 79 8c cf d9 a7 9f 81 74 24
4c 3d 75 e0 14 29 48 35 7e d8 5b 9b 28 5e 49 1b 8b df cd 34 80 b8 93 9f Of dd 16 ea 51 95 f4 99 ac 53 94 3b 5¢ a3 6a 62
6¢ 71 a5 54 8e b4 d1 04 85 10 ac 90 df ba 4f 26 28 28 cd ff e9 13 61 19 cb 60 cb 63 23 ad fd c7 c5 66 80 1a 28 72 30 32
95 bf dO 8a 49 7a 94 d3 d2 40 92 cf 18 4e 06 b8 24 52 87 d2 6¢ b1l b6 90 1la d4 7 1c 55 Oe 19 f9 f2 17 6b 73 99 6b el 4e
d2 53 3a72 67 1d ef 71 a6 64 ce b1 f9 4e 06 9b 00 44 73 4f cb 93 66 56 3d 29 1f a2 59 a4 1a 6f 4f b5 2d a7 00 95 Ob 99
81 fc 98 a2 a3 94 ae 19 ff cd 3c 92 d2 e3 39 d0 53 e2
Data Ascii: [VpH>Vh'_8w_9V/Z:a?ki'yyt$L=u)H5~[("14QS;\iblqTO&((a c#f(r021z@N$RIUkskNS:rggdNDsOfV=)YoO-<9S

2021-12-02 15:37:58 UTC 1395 IN Data Raw: 51 19 14 9c 63 f8 ca 97 e6 1b 68 7a b5 fc 37 35 84 1b 83 f5 4e a8 1e b5 c¢5 f5 d1 1a 49 2d 9a 72 cb 0b fO 7a 62
92 18 ad 69 27 €2 09 eb 7a 37 bd 45 34 83 fc 4b f8 54 6a 00 b3 ff 7c 3e Oe 9f 72 79 fc 12 d1 2a f9 b6 20 de 0a 40 1c 4d 7e
35 50 0b 53 f3 55 22 1e 77 48 6¢ f7 74 a6 4e 49 f0 4b 09 b5 95 71 3b ab de 5f fe 44 7c ce 1d 03 29 fa 4c 0d 00 dd 35 a3 82
80 2d 09 a2 e7 51 35 ca 76 24 fc 6a 59 34 ab d1 04 65 5c 49 a9 d4 f0 a0 cc aa 2c 84 20 7c ef db 5a f7 b2 24 02 f8 7f e8 ac
1le 75 1a 68 16 fc 04 24 4b 3e 61 13 a9 f8 07 40 af 88 b6 13 af 86 b5 d2 fb 46 f2 be 03 ab 02 69 22 58 71 8e ed 06 10 b7
62 ed 5d el cf 36 50 f1 18 9b dO af db df 3c 94 4d 17 9b 05 d1 f4 el d7 29 5e c3 d5 9f 2a b1 16 3a 71 de 9a 05 b8 66 67
53 37 bl 6b 1c 5f 84 c4 c8 3c 8d 6e ea 34 2e
Data Ascii: Qchz75NI-rzbi'z7E4KTj|>ry* @M~5PSU"WHItNIKg;_D|)L5-Q5v$jY4e\l, |Z$uh$K>a@Fi"Xgb]6P<M)"*:
qfgS7k_<n4.

2021-12-02 15:37:58 UTC 1397 IN Data Raw: 77 65 9f 9¢ 86 22 45 22 fe b1 db 70 62 €5 ae d9 7f 83 bb e6 c¢7 d0 1b 8c fc 2 b9 3b 1c 02 b3 79 4c ba 11 09
61 14 69 8f 66 2d d5 41 2a 6a 05 12 1f df 49 4a f1 7d 36 19 fb el 41 3f fc bd 42 a4 7e 4f 5e 45 17 5b 72 28 a8 da 49 a2 5d
9 90 cf 2 ec ef 33 25 ea 09 b3 a9 bd 69 14 2f 3d 5b el c2 b8 38 42 5a dd 5b 52 8e 11 b4 18 df f1 44 32 52 5 {7 20 1b a6
01 ef a3 ef e4 cb 22 aa 5b 72 d1 ac aa b5 e3 23 ab 4e e6 23 63 9b d4 03 bl c5 3a 6f 1f bb d5 3f 54 97 c4 8f 94 ab 8e c5 d1
c0 ed Oc 9b a4 f6 32 4a 68 05 f8 cf d4 22 dO cc 53 13 1f 4f 4f 9c 39 8d 66 c7 d6 2c 07 6f df 8a 9c 65 bd Oc 1c 64 el 4f 86
10 1e 67 57 ce 76 b7 al f5 23 24 e4 ed al ba 8a 6d 4e a6 f5 b7 f4 a2 d7 e0 59 b5 de 2b 07 14 75 db 80 Ob 6e 10 17 Ob 66
ab 56 c3 eae9 f5 72 e5 7a 15 aa c9 3a 33 b5
Data Ascii: we"E"pb;yLaif-A*jIJ}6 A?B~0O"E[r(1]3%i/=[8BZ[RD2R "[r#N#c:0?T2Jh"SO09f,0edOgWVv#SmNY+unfVrz:3

2021-12-02 15:37:58 UTC 1398 IN Data Raw: €5 ce b7 f3 03 Ob 2e fa 12 10 a6 ac e7 8f 75 e0 d6 b5 88 f4 d8 5a ac 56 c9 bf 28 de ee 1d 45 f2 dd e2 23 9d 67
de d8 70 64 d1 c2 c8 d4 83 7f 42 53 8¢ 89 70 b7 67 46 bf 64 24 dO 68 4a cd 81 b6 43 86 db a2 ef f8 3e 39 a5 84 b3 06 08
bd b1 bc be b0 14 d5 62 f8 3b 20 71 36 ab d8 c2 08 96 d8 e8 c5 6f 8d 83 70 48 Oc 3b 26 18 41 26 07 8a 4e 8b b8 Of Oa f8
89 f0 ca 67 34 59 8f 1d e7 e2 1c 8f f6 6f c4 42 e2 dO 31 d6 a6 d6 5e 5e 6e 13 8b 71 e8 fc ae 5b 7b 57 ¢7 97 7f 5d ee 5e 9d
03 05 fc 75 ef fc 2f fc 4c 0a 33 8a 3¢ 73 8¢ 62 00 41 87 f5 9b df c¢5 5d d8 ac db ea 4e 1a d8 7f 27 fe 78 7f bb c5 c3 c0 74
7d Oc 43 4d 13 74 c9 46 8e 85 f5 ce 12 87 2 Oc 0f 05 dO b0 7a 67 6a b0 48 51 1d 52 f0 30 ¢3 41 06 68 a2 4f fc d9 ed b4
9e ac 2a 6a 64 cb 7c 4a 50 bd c8 43 3a 80 3b 38
Data Ascii: .uZV(E#gpdBSpgFd$hJC>9b; q6opH;&A&Ng4YoB1ng[{W] u/L3<sbA]N'xt}CMtFzgjHQROAhO*jd|JPC:;8

2021-12-02 15:37:58 UTC 1399 IN Data Raw: 68 34 a3 f1 00 df 34 aa 4b 25 11 76 c6 €8 49 46 7e c1 45 5¢ 35 Of 4d fa 41 48 8a 97 27 e2 f0 5f b5 13 67 db 41
a5 6¢ 6d 7b db 26 71 a0 52 7e 42 2b 4c 58 b8 cd 77 f8 10 07 bf a5 39 f4 4e d8 1b 5e a0 74 96 b5 04 53 fe 27 13 01 a8 97
b9 f8 e2 d1 a8 57 fd eb af c7 ¢7 ¢7 62 33 1c 35 8a dd 41 f4 57 33 f8 2b 18 b8 8d d1 6a dc 6d c1 c0 57 07 6d 58 d8 d5 04 al
3c 36 83 10 b0 ca 2a dc 76 61 67 48 d2 61 04 12 3d dc 80 87 9b 72 e7 95 eb 61 0d 2f 39 7c a8 55 82 22 3¢ d3 08 9f 4c 2d
a0 73 cl a8 38 ec 0171 c2 34 ae 50 cf ea 22 1b 97 49 28 97 2d 81 89 €9 bc 49 b2 84 al e4 4a 0d 27 d5 33 46 45 96 47
88 a4 e0 5¢c a7 06 86 e4 00 51 70 2c e4 Oa 6f el 9a 49 3e 8a 8f 77 28 e4 41 01 56 60 Oa b0 d8 ff 93 af fd 57 93 b4 8f 7d d4
98 40 db 00 a0 0d 6f Ob €9 a3 96 58 6e fb db b9 ef
Data Ascii: h44K%VIF~E\SMAH'_gAIm{&qR~B+LXWIN/tS'Wh35AW3+mWmX<6*vagHa=ra/9|U"<L-s8q4P"I(-IJ'3FEG\Qp
L,0I>W(AV'W}@0oXn

2021-12-02 15:37:58 UTC 1400 IN Data Raw: 94 12 a8 18 34 40 89 93 8b 68 58 €0 4b f6 12 a4 6d 1f f8 0a 1a 3d 28 6d c1 19 54 81 11 ad 53 66 €9 fd 21 bf 43
6c 75 97 29 96 90 Oa €9 f4 14 01 90 ce 42 ad 23 9f 67 2a 15 e2 08 ed 8d f2 05 15 22 c8 bb 03 c3 cc 1d 28 6f 2a 46 30 a4
20 a2 ef 14 72 7e a3 dc 70 00 82 ae 69 cb 3b e3 5e 1b 4e b9 bf d6 dc b1 9d dc 6f 8e d3 28 ea 7b ef e5 25 79 5 49 65 14
50 b0 25 5f 75 07 92 a4 b8 87 b6 c9 8b 36 fc 35 63 96 a3 20 52 de 4b 83 10 8e al 1f d2 48 f1 bd 9f af a2 f1 d4 aa fO bc 71
Oa bc c6 7a ce c9 33 7d ce a4 df 32 e5 44 f4 a9 07 45 a3 27 fb c3 dc 61 d2 41 00 a6 fa 6e 3b 47 f9 67 d1 55 b4 93 ec b0
9e 4d b0 Ob d5 05 94 1b 3f 34 f3 94 87 54 7d 49 c4 d5 dd Oc 4d 47 2 83 d4 19 19 4f a9 8e al 13 24 05 e0 05 e3 37 5a 3e
ec 5f da 66 2e 13 af 4c 8f de 23 0d a7 34 ed e2 e2
Data Ascii: 4@hXKm=(mTSfIClu)B#g*"(0*F0 r~pi;"No({%yleP%_u65c RKHqz3}2DE'aAn;GgUM?4T}HMGOS$7Z>_f.L#4

2021-12-02 15:37:58 UTC 1402 IN Data Raw: 4d 04 04 9c 82 7 2f 78 89 65 48 39 7c 8d ¢7 37 97 4f 01 dd 71 9d 06 ed b9 a0 Oa ac 37 1a a2 c8 09 9f c7 20
130d 50 c2 42 75 b8 cd 41 Ob 16 46 88 3a 6b 6 €0 da db f4 bc 27 b6 e4 c8 b6 aa 58 c3 01 96 09 a7 5e 4a bd 31 ad 49 b6
2346 b6 a3 5d 10 63 52 3b 4c 3¢ a3 31 ef 81 26 €6 €8 23 8d 63 2e 12 61 5b c4 b7 ea b8 00 1b 40 fb 34 cc 5e 44 4b f4 18
22 45 d4 ec 6a c7 65 c7 ba 07 ac ff 68 50 d8 07 b9 92 62 c4 47 dd 6d dc 9a 7c 62 87 1e 56 49 7 87 84 9 8e 52 cc c7 17
4954 a3 d8 89 96 97 97 4 b3 ab al fc 50 €0 94 cb a3 13 7c ee d4 01 36 66 97 3¢ 38 da c3 9f 06 81 24 1a a6 55 ad 5f dc
c5 a8 37 37 21 fa 2c €9 6d 23 d7 48 ff de 8a 18 13 cb e9 c4 5a 83 45 8¢ 4d 54 74 74 92 de aa 30 20 d4 45 30 f5 1d 6b ac
5d 91 1a 9b 1c 15 76 56 00 d0 5d ¢8 31 1c 47 a3 0d a9 d2
Data Ascii: MixeH9]70q7 PBUAF:K’XAJ1I#F]cR;L<18&#c.a[@4"DK"EjehPbGm|bVIRITP|6f<8$U_77!,m#HZEMTtO EOk
WG

2021-12-02 15:37:58 UTC 1403 IN Data Raw: 42 1f 9b 26 d0 ac d9 8a b7 2c b2 55 6d a7 83 fc b7 29 56 96 f4 74 3b 25 5e ae a9 4f b8 90 51 00 86 76 cc 4a

el cacl 9e 34 57 57 5f 08 56 56 aa 9a df 33 b3 96 97 c3 95 15 34 6f 2e 20 44 44 7c 85 e3 c2 fb 08 11 85 6a a4 Oe 5a c4
af 57 e2 47 96 04 76 53 44 90 dd 1c 1e f9 a8 Oe 85 02 25 92 18 11 b0 3e 4c db 85 4a fe 51 68 8f 81 62 20 c6 64 3a 7f 98
b7 e7 67 0a 92 cf 10 49 68 a0 fc d1 64 6f d3 74 1c 43 7 79 22 89 95 b0 48 e3 b9 ea ca e7 5e 12 c1 a2 33 82 6¢ 06 49 61
€9 39 37 be 5f 37 €8 56 2a 46 c0 69 34 a6 e5 2 c0 47 78 35 74 26 08 4c Ob c6 5e 45 al e5 c0 e9 6b af 4a 03 f6 aa 94 24
15 d0 34 9c df 02 c6 24 c2 ed 85 81 f9 72 8f 2e 0f 92 a7 fb €5 e5 c4 74 33 9d 03 1b bb 03 df 69 91 bf 48 f6 7a 87 9e f6 eb
f1 ea aa bl cb 9¢ b8 bc be d0 5e 5d e5 bl fe 06 fc 5

Data Ascii: B& Um)Vt;%*0QvJ4WW._VV340. DD|jZWGvSD%>LIQhb d:glhdotCy"H"3I1a97_7V*Fi4Gx5t&L AEKI$AST.13iHz"]

2021-12-02 15:37:58 UTC 1404 IN Data Raw: fa 8d fa 52 09 03 5¢ 64 5f 15 f0 60 63 3¢ 99 4a 05 c5 49 28 55 9e 6b b2 6b 8a e7 c4 73 76 01 5f b3 bc 8d 4c cb
db b4 bb 91 4f 81 f4 45 da 69 90 ed 2d 9e cd 9d f4 7a ba ce 3e 87 67 9a Oa d6 a9 82 da b9 ea 57 cd 82 a5 f2 ef 11 d1 eb
90 64 94 c2 21 76 fd 7b 59 11 8d b2 1d 73 dd 77 d5 b2 73 d4 1d Oa ef bb 2d e8 83 c7 d4 ba 73 13 c1 06 b3 63 7f 21 ae bb
95 ef al 53 68 f3 cd 1a 2c ac f6 bc ab ac 17 b4 Oe 4b 4b €9 c¢3 dc 39 1d c4 63 4a f7 c4 23 8a 5f de ee ad cb el f7 75 f2 Oc
69 aa aa dc 29 ff ae ca d6 ce 03 84 8b 8e 8f 73 3d f4 ef 3a 70 61 77 e4 59 56 e3 a0 a8 77 64 35 cl ea el 18 c7 dc 6d Of c5
229001 51 13 4d 8a d4 71 ee 2a 6a 18 a5 c0 33 aa 2d 8e 7b 64 6b a9 ea f4 ef 66 bb dd 08 8a bf a3 1a f2 01 6d 58 2e 94
a3 48 4b 5e d2 7¢ 37 Oc bc f0 79 7b a9 2¢ 62 53
Data Ascii: R\d_"c<JI(Ukksv_LOEi-z>gWd!v{Ysws-sc!Sh,KK9cJ# _ui)s=:pawYVwd5m"QMqg*j3-{dkfmX.HK"|7y{,bS

2021-12-02 15:37:58 UTC 1405 IN Data Raw: 04 c9 86 fa 11 158 21 c1 e1 05 7b 71 ca 05 al 52 1a 9c b2 96 a4 44 9c b2 41 3e e0 a0 bb 1d 7c 96 20 5e ef
2274 f19c 13 ¢c566 75 68 7b 51 a0 89 38 00 58 6¢ 2e 7d d4 01 Oa 89 28 43 de 02 f7 d7 cb 4b 73 78 ea 9e da b3 f2 Ob 05
df 39 4f 6d 82 af 21 6b ba b4 a3 c3 b5 1c cd a2 35 0f b7 15 7b 36 fe Oc 39 a7 9f 25 05 96 30 82 8a 4f f4 15 9f 98 8a c0 06
b7 f1 a4 76 94 b2 a2 25 26 2c 57 61 88 1b e0 47 32 6e 35 79 5e b3 c6 1d 4b 19 79 e3 e5 ec 16 ea 7e 5d f9 94 91 16 49 e4
33 df 02 de b5 0a 7f da 56 d5 4b bc ce a0 39 08 64 ff be 93 ee 5e 04 95 30 7c 68 b2 03 fc 8¢ 2c 03 99 98 5¢ 89 85 2b 4d
3d bl d2 a7 3c 13 al 9c 2d d5 7b 57 a8 af 96 ab 40 e0 ef e4 e0 16 98 53 1e 34 b8 al bf 87 6f b0 11 a0 84 03 12 83 02 9e
90 2f ¢7 0a 22 66 97 29 bc bc 9c 62 80 9e 72 45 cc 2d
Data Ascii: {gRDA>| Mtfuh{Q8XI.}(CKsx90m!k5{69%00v%&,WaG2n5y"Ky~]I3VK9d"0|h,\+M=<-{W@ S40/"f)brE-
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1407 IN Data Raw: 70 5b ¢3 90 dc 47 e6 el 4a e9 b0 bb 98 c¢5 85 2b 5e 71 0a 11 56 8d b6 14 66 56 5 65 1c b8 1a 7b a5 30 bd a3
04 30 26 40 d7 55 b8 39 d4 be d0 1a 45 f8 ce 9d bb 46 67 db e6 02 2d 78 37 81 dc 86 00 57 0a 16 el 78 96 f8 d0 95 el e8
a5 b3 4a 96 12 73 50 1c f4 3f 84 3a 56 66 1c 9b 93 b4 28 4d 3e f6 68 d7 2c ab e5 94 63 15 f9 68 14 a7 9e 81 ba ea 35 08
4d el 4e 5e 11 3c 4e 87 2f 7b 96 {7 47 75 b5 Oc 97 Oc fe 3b bc c7 7f bb f8 7b 62 0a 6b 9d e4 8e 5f 5e 9e 4e f4 f2 12 fd bc
44 76 d6 e0 fe 2d dd 67 4a 4d Oe
Data Ascii: p[GJ+"qV{Ve{00&@U9EFg-x7WxJsP?:Vf(M>h,chSMNA<N/{Gu;{bk_~NDv-gJM

2021-12-02 15:37:58 UTC 1407 IN Data Raw: 7f 95 a7 23 fa 89 Ob 9f 80 d3 c8 e2 5d 4e 77 5¢ 6f 57 db 2b fd 5a 5¢ dc bb 73 4a ef db 75 83 6¢ 28 97 4a 7f 6 ff
6a 17 60 e4 b5 92 7a bc a4 e0 97 2e 37 14 89 b6 e3 f1 cf 5d 11 17 e5 d4 b3 cd 6¢ ff d9 fe ab 5f a8 96 0a 93 b4 97 9f 5d 25
fb ed 2a d9 6f db 09 26 d3 f3 0b f3 26 dd 20 37 42 21 77 1e 43 e7 c3 7b e8 d7 35 fb b5 1b 9c db 2a fc €5 e2 1c 84 dc ed
50 da 5d 3a 8d 42 6d ba 61 98 €0 82 1d 17 bb 77 4e c4 d5 ef 54 e0 e8 24 54 6b cc 48 f6 6¢ 1a c9 26 30 a6 df 2a 01 8e ce
5e 05 23 05 ef ea c8 fd 57 40 42 f0 60 6¢ 58 02 1a 81 de 39 85 50 d4 1c 1b Oa 60 62 8c 9e 38 ea 56 4b ef 43 73 31 c3 bf
02 d8 42 d1 c0 8c 86 99 d1 a0 8c 49 66 6f 75 ac €5 d8 f1 27 69 19 f9 el bf 57 32 fb d4 6e 92 1a c7 b9 3b 18 26 2a 66 87
09 1c 61 13 9f b7 b5 c2 99 f1 4a 3c e3 f5 61 55
Data Ascii: #]Nw\oW+Z\sJul(Jj z.7]l_]%*0&& 7BIwC{5*P]:BmawNT$TkHI&O*#W@B"IX9P b8VKCs1Blfou'iW2n;&*fal<aU

2021-12-02 15:37:58 UTC 1408 IN Data Raw: ca 09 b5 32 7a 83 95 d1 93 24 a8 €9 34 a4 cb 0f a6 e7 e5 72 34 d4 ec 23 9a 72 a4 d4 00 a3 82 60 d4 1c 15 30
400b 7b 72 ¢6 50 8d 7e b2 28 €9 25 c6 15 aa 29 a3 04 5f 9a 2f 72 cc bc 9b 5b ed a4 1a 8d 86 c9 48 30 60 57 36 17 77 19
27 5a 4a 51 eb 99 f6 09 83 fe 90 99 0d 86 91 99 1d ee 53 af 66 60 70 1c 68 7d 20 d7 14 09 fe d0 58 d8 ac 20 b5 a0 44 8d
726 41 6a 66 ec b7 88 ad 30 70 5a ca b1 75 09 95 05 33 35 a6 5b 86 53 €8 04 ab 14 a8 9e 7c 69 d3 29 56 4d 90 63 9f 64
5c d3 b0 59 f7 59 ab c0 41 b1 67 06 34 Oe 94 41 47 d2 1b ba 30 28 3e 48 77 24 05 f2 ¢9 62 c4 d5 bc 9c 65 47 37 08 83 b1l
6f 46 73 4c c4 0d 80 46 12 Oe c4 80 57 3b 39 51 b3 39 01 80 8a f4 81 32 90 8d 5¢ 38 9f a3 b6 cb al 68 39 14 07 cb 01 6¢
3e11¢73399d4 27 74 11 00 9f a8 15 2d c1 9a 1c c9 la
Data Ascii: 2z$4r4#r' 0@{rP~(%)_/r[HO"W6w'ZJQSf ph} X DrAjfOpZu35[S|i)VMcd\Y YAg4AGO(>Hw$beG70FsLFW;9Q
92\8h9I>3't-

2021-12-02 15:37:58 UTC 1409 IN Data Raw: 3e 9b a4 5f f2 55 ¢9 7a f2 Oc c8 Ob ca a8 3b 29 36 db 8a bc a0 ec bd 59 a0 b4 89 62 51 d2 30 91 b1 81 e9 95
0d 2a 75 78 cb 8f 3a 8d 2e f2 66 df be 2a ad c¢8 d1 ff d7 dc 97 37 b7 ad 2b 7b fe ef 4f 21 f3 a9 3c e4 35 a3 48 5e 62 4b Oa
8f ca fl le af f1 9a d8 c7 2f c5 4d 94 6¢ 6d d6 e2 25 8e be fb f4 02 80 e0 a2 1c 9f 37 33 55 73 6f 9d 98 22 01 10 04 1a 8d
46 2f bf 1e be be b9 8e 71 6b 2c ba 8b ¢6 9d 61 b3 e5 €0 f2 d2 74 1b 84 62 44 da 7c 38 a3 33 44 24 1c b2 22 27 98 fa 2e
41 e9 5b 6f d3 €9 d4 be c8 58 35 58 43 2f 14 b8 9e a6 b3 8a 61 04 c4 d1 5¢ 01 17 4f 44 7f 60 da 11 ff 7e 22 7c 33 b5 f4 79
7f05 53 fb 5b 9e d1 €9 6d 8a 19 45 84 71 64 b6 c1 c7 65 6d b4 2f 55 9c e8 08 ca 84 81 d4 9b 35 ff c1 f3 4e 40 cf cc 58 8b
8f b3 ef dd fa 77 4e 90 30 ec fc ¢8 Oc 81 5b
Data Ascii: >_Uz;)6YbQO0*ux:.f*7+{O!<5H"bK/MIm%73Uso"F/gk,atbD|83D$" . A[oX5XC/a\OD"~"|3yS[mEqdem/USN@XwNO[

2021-12-02 15:37:58 UTC 1411 IN Data Raw: 1d 30 ed ee c7 be 91 40 fc 21 ac 3f ec 98 19 89 b2 11 7a 9a c1 dd 08 7b 99 ed 37 75 ab f5 e0 8a b8 bl 44 97
€760 31 7b 49 cb 7a bc 98 bb da ca c5 ef 20 a7 89 b8 02 1e 8f 66 15 5e d1 0a Ob 44 f1 33 3d 60 75 56 bd c4 59 1c f1 d4
ba 96 6a 47 73 12 98 55 bd 5a d6 de 9b ef 51 3b b3 6a 85 ab d2 21 94 dc 33 27 40 7b 2c 73 c¢d 57 2c 8b €7 1c 81 01 d1 81
0329 01 5d f5 d0 55 24 ac e6 9e 25 dd 52 7b 80 ae 55 ed 81 e6 dc 6a e3 9e 8a b2 22 3e cl bf cc ad 71 e7 42 c7 4d 9f ce
3f 81 70 45 8a 5d a3 6a 86 d5 c0 f3 ae Of 7 dd 9a b1 18 d4 e0 02 ff f2 46 46 a9 51 d8 39 a4 fd e0 de ba 25 5f f7 6a c5 d7
4a 07 58 74 0d b9 a7 22 14 99 e5 {7 3b 70 78 75 4b 2a 5d 85 2a 3b b5 1f 84 84 7b a5 23 42 b7 49 dc 0d 94 44 1d cc 5a ab
3 cd 2a 49 09 bc 54 23 fc 01 db 61 52 50 12 1b 9e 27
Data Ascii: 0@!?z{7uD"1{lz f"D3="uVYjGsUZQ;j!3'@{,sW,)]U$%R{Uj">qBM?pE]jFFQ9%_jIXt";pxuK*]*;{#BIDZ*IT#aRP"

2021-12-02 15:37:58 UTC 1412 IN Data Raw: 9f 83 1a b4 c1 25 a0 e9 6a 42 3f 9b bb d5 a5 e2 89 90 3d 06 92 3d 8a c6 98 bb fe 43 2b 19 26 ab 5a 71 35 51
259 d1 92 2d 2c e3 59 05 d3 Of cd 34 cb 26 39 63 8e 56 24 68 e4 b2 46 3c 0f 99 81 b4 31 24 b0 ed 30 01 6b ea 7e 1c f7
08 eb 7b 8b b2 28 6e c1 d9 cf d3 e0 ac c4 69 ba 4c b5 17 85 b1 42 68 98 52 60 50 f8 7e 0Of 71 a0 ca 22 24 61 c9 9e fb 50
cl a9 fd 91 54 d5 4b 83 17 ba a6 d8 68 7b 74 4b 0f el 2b 19 b9 fe 9c 11 2a 4e 07 e5 dd 06 77 c2 60 18 28 c3 c2 73 29 95
57 0c 6d 29 bd 19 2c 5b c4 5f c4 7a d7 10 35 af 14 e8 6a 49 c3 25 ae 28 f2 7e 4a 45 65 d4 a5 07 91 5¢ 21 96 28 25 42 2e
6¢ 71 bf fa 49 3e 48 44 67 d8 f3 e2 79 65 79 1d b5 €9 f1 62 67 fO b5 ed 1d 8a ff 7d c2 3f b7 65 54 91 da 66 88 39 23 30 5¢
24 c0 labc 74 d0 54 09 d3 72 a2 1e 58 d2 b7 0f 53 79
Data Ascii: %jB?==C+&Z5Q%-, Y4&9cV$hF<1$0k~{(niLBhR P~q"$aPTKh{tK+*Nw’(s)Wm),[_z5]l%(~JEe\(%B.IgI>H
Dgyeybg}?eTfO#0\$tTrXSy

2021-12-02 15:37:58 UTC 1413 IN Data Raw: 0d 72 7d Oa a7 67 23 c9 26 98 3f 18 27 e3 16 48 3d 5 af 20 d3 c1 8f 41 38 74 8d da 01 fd a0 28 81 5e 38 2e 6¢
bf Oc 3a 7d 4c 5d 5d 6b 35 f1 c1 4e 1b 6 fb fe 8b 51 f3 42 20 91 20 fa 68 58 78 7b b3 85 e9 5a 27 dd 0f 1e 01 3e c1 83 dO
a8 75 b1 06 ce 4b 23 f5 1c f6 68 ba 01 65 7a 8¢ 59 6b 9c bb 4d 77 d8 8e 73 87 b9 53 7b 50 4d 71 36 a6 ec 51 55 b2 f5 51
b5 2e 98 a9 fb d4 8e 5¢ a0 c3 d2 a0 33 89 da bd 91 ed bl 5b 24 92 af 8b 7b 84 ea 40 el 74 6b a7 80 f9 e9 48 dc 9b 73 6f
bd 3b f2 b4 8f db 74 e6 a5 e4 46 3f 2a 53 24 ¢7 9c c1 eb f3 €0 9d d3 78 31 0f 07 el e3 Oc 7f a2 68 71 8a d8 35 41 8 72 02
2f 17 44 d5 30 ba ae Of df Oe ff 7e 18 Oc €0 aa fc d9 b9 09 e2 62 9b c3 93 73 1e 4e 7f d8 87 b6 2e 42 1e 9b 4e bb 37 79 49
Oc cd b8 9a ef 49 d5 cd 26 56 93 fc 7c d9 f4
Data Ascii: r}g#&?'H= A8t("8.1:}L]]kKSNQB hXx{Z'>uK#hezYkMwsS{PMg6QUQ.\3[${@tkHs0;tF?*S$x1hq5Ar/DO~b
sN.BN7ylI&V|

2021-12-02 15:37:58 UTC 1414 IN Data Raw: cb 1c 04 b7 77 20 dc 65 19 f1 16 af 4c 90 11 ea cf 3a 73 1c 61 2e 70 7d 8a 70 4c 76 d5 19 37 5d b8 3f 48 97 35
55 de 10 99 6¢ b9 3d 12 93 68 5a b6 36 1c e2 47 17 c1 2d 05 bf db 9b 1d 1a 8 32 f0 e7 3c 1a b9 fe 42 08 ce 1d 8b d6 00
67 ¢4 06 81 d3 72 9d 33 1c f4 52 07 87 9d e2 02 51 7f b2 89 81 49 79 f0 a3 c9 88 26 2d 4e 30 d6 1d aa 38 41 5d 77 88 3e
3c ac 93 4b 05 31 99 39 21 76 ac a2 0f d3 90 a4 al c0 3a ¢3 98 c1 94 f9 ab de cc cb f1 c1 11 80 7 1a 6e €9 bd c2 2d b5
ch 7 39 91 04 0d 96 98 a4 7 71 e4 1f 79 al 23 4e 42 ec 17 8e 36 Ob 05 45 6a d9 49 03 6f a0 61 8e 5a 53 17 23 c8 4d el
bb 03 27 7c 7a 86 62 ea fe 9f e7 6a a9 5c a6 69 9a 50 77 26 4e 60 e3 6¢ dc 37 ce 89 7e 31 76 06 5a 45 39 6d ee 68 86 51
8c 47 6¢ 1e 8d bf 40 d6 cd 58 5 db c4 88 23 11 74 69
Data Ascii: w eL:sa.p}pLv7]?H5UI=hZ6G-2<Bgr3RQly&-NO8AJw><K19!v:n-9qy#NB6EjloaZ S#M'|zbj\iPW&N'|7~1vZ
E9MhQGI@X#ti

2021-12-02 15:37:58 UTC 1416 IN Data Raw: 93 80 46 59 4e 27 32 55 01 e3 7c f3 6¢ ff f4 c2 cO 78 d7 b7 7e bf 16 da 37 91 74 13 b1 79 85 9f ff 32 4f 1f 5¢ 90
ae a5 08 de 75 24 43 14 5d 68 a8 ab da ea f6 32 Oc 10 a6 6¢ 6b c5 8e 04 c4 20 el a9 a9 f1 92 0d 18 6a 02 30 80 79 a0 40
d9 2f 55 b3 62 1b a2 64 01 8e ef 7e Ob 53 b5 f4 87 85 4e df 0d d8 e2 30 6¢ Of c6 05 63 91 a2 2a bb dO e5 d2 4d e4 b4 80
3d 80 14 8¢ 85 1c bc 20 1d 3f a2 e0 84 3e 79 cd ea Oc 2¢ 2¢ d1 53 d4 00 60 c2 4a ac 13 06 48 62 c9 fb 7e 1f fd 84 c7 61
ea 09 fO 75 ea 35 9c 40 87 78 bc 81 23 82 1d 95 a4 bd 80 36 Oc 4c d8 8d 9d 20 55 99 93 fd 5¢c 84 ee d7 3e b8 6¢ Ob 6d da
73 ab dd 09 b3 1f 3a 87 5f 5a 47 c2 77 ¢7 30 7f de 64 8c c8 9f 6f d3 fa 91 0f c7 c4 b7 31 25 51 40 fd el c7 7b f7 c9 e5 6a
86 0d df 0d ec 73 5¢ 33 2e 2f 76 3e ac a3 7a aa
Data Ascii: FYN'2U|Ix~7ty20\u$Clh2lk joy@/Ubd~SNOIc*M= ?>y,,S’JHb~au5@x#6L U\>Ims:_ZGw0do1%Q@{js\3./v>z

2021-12-02 15:37:58 UTC 1417 IN Data Raw: 11 a5 24 d8 16 ee 91 41 a9 d7 a6 73 1f 16 8 be 96 38 46 86 a5 9e ef 44 f5 2d 3c 11 4e ed b7 1f 8f b5 a0 74 1f
d9 3b 13 8 bb 09 ac 87 85 cc Ob Oc ad e5 f7 dc c0 58 f3 d5 77 38 69 b7 06 68 47 bf Of 29 6e 03 c4 08 89 ef ch 25 a0 69 6¢
8d 7f8c dd 77 58 7b 4f c3 70 88 be 02 c3 3e 48 56 4a 98 18 84 6¢ 7d 8c b3 a9 e3 €7 8b 51 14 1d e4 27 e2 67 db d5 8d 9a
be 92 21 be f2 2e ee Ob 17 de 2d 21 6a fb 89 f4 ec d8 f8 33 fb 01 41 7b 2f ec 7c 51 da 55 06 d3 ef Ob Ob f1 4d 2c 7c b5 c6
bf be 23 74 17 5d 7d 63 cc b3 d7 aa 56 5d 3c 10 8d 9c fa 49 39 67 83 e5 2d 60 48 93 08 53 87 57 b6 57 c4 7c bb 6¢ b3 a2
1f 07 9e 23 4d c0 2f ae 53 d1 4d b3 aa a5 be 6 31 bf 3c f4 31 90 88 ad ea 76 e4 26 ab bc 7a c9 df 0f a9 ce 1d Oa e9 c7 15
9d 3¢ d5 87 77 8b 1b 3b 0f c7 a2 71 2f f9 fb
Data Ascii: $As8FD-<Nt;Xw8ihG)n%ilwX{Op>HVJI}Q'g!.-lj3A{/|QUM, |#t]}cV]<I9g- HSWW/|I#M/SM1<1v&z<w;q/
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1418 IN Data Raw: 07 7a 35 ef 5a d2 1b b9 95 39 03 Oa 9f 4d 4f 21 6a 1b 35 al 78 3b c5 cd 03 3 39 b6 42 b6 25 a0 03 27 b0 fe
db f2 5d 12 59 db a8 cd 2a fd 48 46 6b 84 1c ca 00 57 18 4b 06 da fc f1 fb a7 49 a4 ee 60 76 7b d7 fa db a5 5f €8 b6 67 2a
97 6c 3a29 15 ¢c8 12 c2 12 52 2c e5 9c e6 4b 39 c0 12 a4 2f 7f ea 6d ca 99 5f b8 fb 3 87 ce 83 24 78 a0 62 7f 5a 78 90 b3
€9 8e d8 ba df 3b 0a 3a d7 65 0a fO e5 f4 ¢3 60 04 74 9a dd 63 41 49 52 85 12 74 da fO 8e 53 49 10 08 9c 53 ba cl e7 36
7a 1f 74 a5 5¢c 73 92 10 34 7 34 cf 3e 68 d1 c6 44 0a 07 ae 8d 7e 22 44 67 be 73 4a 2f 93 f8 ce 64 d7 6b a9 38 07 0f cd
a8 c87d e0 44 0d f4 81 78 8e 59 ee 5a cb el ad 6¢ 9d 96 f6 9e d8 d7 1b 24 59 el 3d 2e a5 59 Oc 17 d1 74 08 c4 76 d1 fO
e7 8e 46 7d bf 8d 7e 35 62 7b c0 6d 8c fa d5 72 dO
Data Ascii: zZ5Z9MO!j5x;9B%'TY*HFKWKI'v{_g*:)R,K9/m_$xbZx;:e tcAIRtSIS6zt\s44>hD~"DgsJ/dk8}DxYZI$Y=.
YtvF}~5b{mr

2021-12-02 15:37:58 UTC 1420 IN Data Raw: 4d e4 70 a4 33 69 29 ff 17 21 03 06 b1 68 22 e4 40 Oa 6b 46 4d aa fO d8 e2 bd 80 5e b6 5c 4b 10 fc 3b 9b 1d
4d 7c¢ 3f 0c 03 81 f3 27 01 7b b2 92 11 3a 42 da 73 7 d7 39 ce 63 29 €9 52 30 79 5f 63 f2 cc a8 81 99 3f 65 7b 60 a0 b4
b9 cb 71 6e 22 a6 cc 2d 5d 49 51 a3 82 c¢7 €9 5d ff f7 ef 16 87 02 ba 68 54 41 33 d3 93 ¢9 52 d1 c2 42 dO b8 aa d6 18 94
b0 dd c3 70 34 18 e5 0d 4c 13 96 €0 65 57 b6 31 6e fb Of c8 cc 9e 10 02 99 76 4c 7a e5 54 bd ¢3 2d 1d 92 9e 8 50 be e2
aa9ae2 8887 71 2b 63 9a ce 43 d9 8a 94 93 37 dd 4e 87 35 61 22 69 5f 38 3e 4c 8d 25 7c f1 a3 4b c8 80 ba b0 fc 8d 69
2a4551 7e 86 a2 d8 d5 c4 43 82 f2 e3 cd 6e e6 cb 0a 7d b4 5¢c e4 9e 22 80 7a bf b1 34 60 7b 92 84 de db 9e 4e 36 73 3e
ba bb 13 81 7c bf ca 48 da f2 a4 2b d8 3f 99 e5 93 56 a2
Data Ascii: Mp3i)!h"@kFMMK;M|?'{:Bs9c)R0y_c?e{’gn"-]IQ]hTA3RBp4LeW1nvLzT-Pg+cC7N5a"i_8>L%|Ki*EQ~Cn}
\"z4*{N6S>|H+?V

2021-12-02 15:37:58 UTC 1421 IN Data Raw: b8 3d c1 2d 3d 0d fd 09 bf 1d 3e 44 3b 12 68 86 be 02 a3 2f cO 3a 09 72 8a 90 5d 36 2e 22 57 b4 5f a4 56 39
41 4b 8e 5f e4 26 7c d9 7e 4e 4f ac b7 49 27 c7 8a 4e dc d5 ff 8b e2 fc a8 Ob 20 e8 1b Oa 4d b8 b0 5¢ 59 2d 1b 8c c6 8d
4d 3b 98 92 91 1d 78 Of f2 d5 cc a8 63 f7 fO c8 9e 32 41 e5 b0 58 42 73 3 7d d3 55 9e 16 33 Oc 6e 85 20 ed 69 21 5b {7
eac4 91 e6 0c 09 60 21 06 96 11 ec fa bd Of 4f ed el 78 82 b2 fd 68 e8 17 c8 8e f1 dc 0Oa 41 ac ef 75 5e Ob fa b3 51 61 d4
22 ae €6 85 85 09 22 29 c6 07 6¢ d4 7e 12 00 27 1c dc e9 cb fe dO cd 88 7b 47 c5 el e8 Ob 9b b8 8d 74 9a 36 23 al 25 50
6f de 7e be 4e 6f 96 d9 99 b2 de 34 12 51 50 d2 05 03 37 c4 2b 75 44 87 b6 d2 e2 2d e9 d9 ea 02 fd af 74 08 f4 41 Ob ec
05 97 c0 21 36 b9 b4 56 5e 46 76 71 ea 3a 1b 4f fa Ob
Data Ascii: =-=>D;h/:r]6."W_V9AK_&|~NOI'N M\Y-M;xc2AXBs}U3n il[ !OxhAu”*Qa™)|I~'{Gt6#%Po~No4QP7+uD-tA
16V AFvg:O

2021-12-02 15:37:58 UTC 1422 IN Data Raw: a4 6¢ 4b dc 2d 82 ad 63 6d 2f ab 19 28 72 13 1d e4 f0 af 10 95 ea 08 18 1c 90 ae 59 78 50 b5 f4 27 74 72 73 f3
38 26 6a 4a 25 cf 3c 42 da 6¢ a2 23 02 Oc c2 51 5e 44 67 Ob d3 8c 1d b0 92 a5 8b 1b 9f 00 25 al 3d 5f 4c 9a 72 15 f3 94
fa c4 b3 10 7f c5 f6 f5 81 f7 2 81 f7 70 e0 2d ab 46 cf 61 Oa ec 87 d4 86 a5 Ob 01 9e 08 33 da 8c 71 a0 3d 21 b4 b6 8b 78
7854 e2 9d 87 f2 47 05 Oe 35 76 25 bb el f4 ¢3 d4 3e c6 be c3 c2 22 d3 26 a8 bf 76 31 c1 cf db €9 ad cf 7 e7 f3 1d 52 68
3866 7aabdc 17 19 cf f1 3e dd de 26 ea d3 0d 66 2c c6 8c a6 e5 71 6e a9 bc ba 1a 4b d0 70 90 5b el 2d 16 da bd 49 1f
€0 3c 84 92 8e 15 c4 5¢ 65 63 4d 46 d7 a0 ba 19 66 b0 dd 44 71 a6 e7 d1 c1 fc 3e b3 04 34 17 53 9c 67 Oe 93 3a ee 93
74 ca49 al 46 05 18 5e d4 04 11 57 f4 52 bl 28 ca
Data Ascii: IK-cm/(rYxP'trs8&j1%<BI#Q"Dg%=_Lrp-Fa3q=IxxTG5v%>"&v1Rh8{z>&f,qnKp[-I<\ecMFfDg>4Sg:tIF*"WR(

2021-12-02 15:37:58 UTC 1423 IN Data Raw: 44 22 c5 af ac d7 17 f5 3c 28 ¢7 al 8e a3 ¢9 00 8d 16 21 3b 96 53 b4 63 61 28 4d b7 fd 1e 7a 90 20 36 92 72
77 9e 4e eb 3f ae f4 b0 93 b0 17 64 57 5b 44 f7 51 39 96 2c dd 1e 9d e4 7a d9 1b 38 b2 86 38 96 46 7a b4 4b 7d 2e d1 40
bf b7 39 c3 cd 9e a9 13 48 88 57 4c 3f b9 62 ae ff 44 fc ef de 7 15 4a 1d 79 67 a4 76 fd 48 42 a2 c4 9b f1 bd f3 72 96 d8
9b 12 bb bb be 43 b9 24 ec 25 72 b2 07 20 f4 al 1a 67 6b bc b0 b0 8f 48 66 e8 51 49 94 df 2f da d7 56 bd 3f 7b 6f 1f 08 be
5a bf fe 87 5d 78 90 1c a5 4d ce b2 14 2b 53 ec af 62 c7 43 1a 28 6¢ 26 63 1f 18 Oa ea 60 46 09 71 c0 87 12 fb 19 8e 39
28 c6 98 7c 38 30 3f ae cc ef 57 b8 ff ea 88 5e 88 78 f0 d6 1f 62 ce 9f 00 73 75 74 dd 97 b3 90 ac 6c¢ dd f6 78 54 43 9f Of
18 bf 2e e2 97 66 01 89 b1 d5 5f Of 66 40 eb 49
Data Ascii: D"<(!;Sca(Mz 6rwN?dW[DQ9,z88FzK}.@9HWL?bDJIygvHBrC$%r gkHfQI/V?{0Z]xM+ShC(I&c Fgq9(|80?W"x
bsutixTC.f_f@l

2021-12-02 15:37:58 UTC 1425 IN Data Raw: 51 96 c4 5f c6 41 5b 67 e3 c1 5e 88 48 eb 5b 93 ee 40 42 94 d3 87 €9 b8 82 1e 5a 94 11 90 9c 2b 09 2b b2 Ob
13 e0 f8 8d b8 49 05 66 35 ab 6d 5a Oe d9 86 47 85 16 95 2b 04 58 50 2e d8 b6 f4 f9 63 b7 1a ed cd 35 34 74 66 53 7 c2
b89d 2f 53 ee el 1c el 52 f6 f1 ec e2 34 f1 36 15 8e 37 a3 6f 79 1f ed 27 c1 8a b1 f1 03 99 02 74 24 52 80 a6 df f3 8e d6
17 8d 12 03 61 23 4e 49 28 33 f0 d6 d9 39 29 ac a3 f6 00 be bc d3 30 e3 af 21 5¢ 45 7c dd 70 3c 48 bc 4e 78 ae 14 10 9f
bb 53 40 c0 71 e0 2c d7 al 07 87 62 c9 43 Ob 2d 97 c4 e2 el 58 c2 a2 75 66 €9 30 3a d7 82 7e a6 34 8 f4 b9 7f a2 1f 74
8b 16 ef 94 2f 03 11 1c 99 ad e0 71 30 18 98 65 01 Of fb 40 a7 17 19 79 29 69 52 Oe f4 09 3c c7 1le 8b 24 ab 8 35 20 a0 2
7e 9c 78 4d 76 98 0d 9b b6 15 fa 45 01 6¢ 7b 31 d2
Data Ascii: Q_A[g"H[@BZ++If5mZG+XP.c54tfS/SR4670y't$Ra#NI(39)0\E|p<HNXS@q,bC-Xuf0:~4t/q0e@y)iR<$5 #
~XMVEN1

2021-12-02 15:37:58 UTC 1426 IN Data Raw: 54 56 d0 80 40 07 34 94 c2 3c f6 72 53 39 2a 7c a9 64 8a 2d fe 7d 27 c4 cd 92 af 11 2d 38 63 76 8a 58 72 €0
34 ad e7 bb 98 ¢5 11 2e 46 bb 5 63 b3 6b af 61 6a f3 73 b3 05 17 5d d8 6f 40 Oe 95 3b 6e 4b 05 ab 7c 9f 99 5d e4 bb 2¢
91 70 83 8a c8 a5 8d 9d 8f 1e 63 07 1e f9 6¢ 20 9f Od b3 cf 1e €5 b3 51 6 d9 50 3e 1b 67 9f 8d e4 b3 49 f6 d9 44 3e 7b ce
3e 7b 92 cf 9e b2 cf d0 e2 cb c9 4b 5e 26 d2 ff d1 31 6 8f f7 2f f6 37 Oe 8d 5¢ 85 de 6e f2 e7 5e 22 23 1b d3 61 22 ed 8a
9e 82 e4 4a 9a 00 82 ec fc 09 5a 6¢ 42 al 88 8d cc 2f 45 fb €6 9c a9 ed 21 ad 01 13 f8 01 ca 25 de 41 6f aa 74 9e 6a 62
8559 77 3c 9f aa 6¢ 39 7e ec d7 3d 3c ¢3 46 70 f7 c0 30 7a 78 fb 4b c2 85 a8 3b cb da 7f 48 d6 fe 44 el c7 3c 08 3f fe fa
54 49 01 bd 32 d3 95 a0 93 2a ff 3c b3 1b 5d 6
Data Ascii: TV@4<rS9*|d-}-8cvXr4.Fckajslo@;nK|],pcl QP>gID>{>{K &1/7\n""#a"IZIB/E!%AotjbYw<I9~=<Fp0zxK;HD<?TI
2*<]

2021-12-02 15:37:58 UTC 1427 IN Data Raw: b7 93 53 73 4¢ 98 ce 96 5d 29 57 ac 92 07 Oc 23 ea 7 a3 4e 8 01 5d 27 05 be f5 9d 88 b7 16 f0 cf 01 a2 3f 63
f4 fa cd 29 fO ec 2b f8 c7 92 1e 88 68 c3 f1 9c a7 6f 94 76 14 23 9e 61 1f a0 7d 92 58 28 46 8b 3c ba e8 e6 79 7b 57 47 c6
430820 8f 08 a0 12 fb c1 66 b8 90 c6 79 42 c5 73 10 1f 12 77 de 90 42 53 64 32 3d 7c f9 23 be fc 86 1b a6 38 77 57 1d
0d 84 40 45 08 42 98 ce 4a 1a f3 b3 90 1f 14 f4 ba 03 1b 7b €9 97 ab a7 a5 79 89 59 4b 7d 2e b1 75 Oc f2 dc 77 b0 28 9a
49 be 84 14 5a 4c 92 c5 4f ec ea 4f 81 3a 00 83 c9 bl a3 c2 83 14 13 ae a0 33 9a 7c 1f 42 7b cb 7c 7f 57 7a ca 3f 9a b2 80
d2 fc 79 7a 7c 3d 67 01 c4 {7 49 2f 41 0a b8 c8 b3 77 13 b8 34 1c e8 28 c0 47 d3 fa 22 98 34 6d Oa bb 3c d6 a8 ac 4d 40
59 66 9c 2b 5d 6d 67 98 67 a4 3c a9 dO 8c db 94
Data Ascii: SsL])W#N]'?c)+hov#a}X(F<yfWGC fyBswBSd2=[#8wW@EBJI{yYK}.uw(IZLOO:3|B{|Wz?yz|=gl/Aw4(G"4m<
M@ Yf+lmgg<

2021-12-02 15:37:58 UTC 1429 IN Data Raw: e7 02 d6 6¢ 37 f1 22 02 5a 8f 3e 4b 60 9f 7a b4 b8 68 31 b7 69 {7 60 bf ¢6 2¢ 75 b7 d1 1d c1 be 37 4c 7f 71 11
6a 07 bf 7f cf 77 02 f3 05 24 17 7c c4 48 62 96 55 33 08 03 3a 53 0d b6 8b 10 ea 35 9d 66 7e 3d f4 66 77 ca 9f 31 ad be
03 7f 31 ce 2b a0 d4 87 7 75 ae 83 c8 8 a8 20 fc fd bb c9 8e 04 4a 2d b7 4a 2b 43 61 eb ac b0 34 28 7e 7d d2 68 15 95
30 7b 49 25 4c 2b b1 d8 a0 1d 5a 60 6f 31 de 44 bf aa 98 94 ed 49 3 ad 1f 9b 6f 7d bb 62 c7 2e 8 68 ¢7 f5 ec 35 ca 60 el
6c 3d 10 88 31 de 59 8f 0d 39 31 €6 80 b0 84 3d 94 fc 64 3 3a 01 4b cd 87 f3 88 53 d4 12 ¢8 40 35 66 59 5b {8 8a 2d 5d
65 54 27 6d d8 5e 2b 4e 62 42 dd 47 7 07 98 66 2e 46 0a d1 00 fe bd 80 f3 6a cb 9a f2 07 bd 90 9¢ 61 b f6 89 c6 91 85
46 03 f7 12 42 d9 b8 91 cf 26 5a 26 ¢4 d4 a7 3¢ 94
Data Ascii: I7"Z>K zh1i",u7Lgjw$|HbU3:S5f~=fwl1+u J-J+Cad(~}h0{I%L+Z 01Dlo}b.h5'I=1Y91=d>:KS@5fY[-]e
T'm +NbBGF.FjaFB&Z&<
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kBytes
Timestamp transferred Direction Data

2021-12-02 15:37:58 UTC 1430 IN Data Raw: 10 d8 42 10 24 1d 80 75 d6 52 ae 87 f1 07 c3 69 cb 92 8f 9a c4 51 3c 78 fb 1d 4c 15 26 d4 e2 42 1f 2a f5 f2 67
27 aa 47 1f 3e 48 07 d5 26 32 le ff b6 75 87 d0 c9 fc a6 16 ea 8e c4 95 35 c5 38 1a 44 63 0d 4d 1a b9 40 4f 8b fe 72 90 fa
08 e0 60 b4 98 50 6f 1e 5b 60 b4 63 68 dd ff 8¢ 2¢ 46 f4 19 4e 96 96 ac 12 dd fa 77 €8 87 91 67 b8 39 4e ea 59 dd 20 f5
5a 09 f2 21 50 c0 6e dd 3b b8 Ob ff a6 6a 46 59 5f 6f 26 cf c5 ¢5 58 1c dc 43 7a bb 74 cd 1b 71 f2 da el 35 62 d5 57 ca 15
Oc 4b 36 b7 d4 9a 3d 8a 99 01 f9 ad f7 dc c9 b8 05 42 fe 2f 4a c2 79 56 94 €6 09 21 d4 2a el c5 aa ad 54 ca d4 d6 b9 28
03 d2 f8 85 58 d2 56 6d f9 b3 88 4c d7 df b5 21 52 be 08 8f 20 21 30 al cb bf e4 45 cc 29 2c 5b b6 59 d1 db d4 5a 42 c8
a0 d7 77 b5 44 7f 77 05 82 21 9c Oc ec f5 32 8d
Data Ascii: BSURIQ<xL&B*g'G>H&2u58DcM@Or Po[ ch,FNwgINY Z!Pn;jFY_0&XCztq5bWK6=B/JyV!*T(XVmL!R !0E),[
YZBwDw!2

2021-12-02 15:37:58 UTC 1431 IN Data Raw: 21 ba 01 19 fc a2 a8 cb 8b ff aa 58 ef de 9b 46 77 58 ea b6 09 25 4d 8d 5b ba 9e 0d 55 78 8a ae ff d0 c9 6e 18
€281 6124 95 8f 9b 42 al 3f 36 af b9 c3 d7 ff d8 el 23 d1 44 dc el 44 9d 19 2b ef a7 7a 33 7f e0 f7 a4 48 al f2 dc 71 9a
3b fa f6 fd 25 53 4d cb ¢9 01 2c c2 31 de d8 84 23 c9 45 d3 35 b3 12 8b 97 20 43 ac b6 01 07 c6 8b fe 03 4c 22 32 7b 4b
37 laa7 7afd cd 4b 74 67 06 9f 8e 96 cd ef e2 14 85 e9 d4 d1 28 9b 63 16 56 9e ff df 70 43 a2 d3 5¢ e2 5d 49 39 e4 32 f9
28 1d 78 eb 3a f2 8d 52 cc 52 d4 2d 26 c0 7c 3a 22 17 77 3a 30 08 b2 b9 9e 49 36 €9 d9 b3 5b 48 36 73 ff 1b 50 4b 07 08
94 8d 3c d4 71 08 03 00 52 5d 09 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 13
00 00 00 6d 69 72 72 6f 72 69 6e 67 5f 77 65 62 72
Data Ascii: IXFwX%M[Uxna$B?6#DD+z3Hq;%SM,1#E5 CL"2{K7zKtg(cVpC\]I92(x:RR-&|:"w:016[H6SPK<gR]PK)Qmirr
oring_webr

2021-12-02 15:37:58 UTC 1432 IN Data Raw: 74 61 64 61 74 61 2f 76 65 72 69 66 69 65 64 5f 63 6f 6e 74 65 6e 74 73 2e 6a 73 6f 6e 95 59 5d 73 a3 38 d6 fe
2b 5b 7d bd 53 85 c0 38 ed bd 8b 0d 02 13 23 07 al 0f dO d6 56 17 20 62 Oc 02 13 1b c7 c0 d4 fc f7 55 7a e7 e2 dd €9 6e
af df 8b 54 ca 36 20 ce a3 73 9e 0f f8 e7 ef 5f 64 79 29 ce c7 7e 38 9e ba 2f ff f8 32 9c cb b2 ca 2e d5 df fa f2 fc b7 b7 a3
2a bf fc fd cb e5 78 e8 4a f9 ad 38 75 43 d9 0d 5f fe f1 fb 97 3e 9b d4 29 93 fa f8 72 0a ea dc b4 0d c1 6d 23 31 ab aa 30
2b 55 4c db 25 b7 2e ¢7 b4 1d 3f 52 73 78 2b 4c b5 14 f1 76 89 9c 67 1b 1d 6f 47 el a9 4e 24 c¢8 d8 d6 a7 a3 3e be Oa 6b
6a 6e 3f bf 6f d5 45 24 el 71 af 86 a7 6d b7 ae a4 77 38 ee 8f c1 5b ee ad ea 94 8f fa ba ab 2a 8f 57 83 3e 77 4e b9 d4 9f
ed f7 c2 5c 5d 3f cf 2d da d5 87 84 ab 53
Data Ascii: tadata/verified_contents.jsonY]s8+[}S8#V bUznT6 s_dy)~8/2.*xJ8uC_>)rm#10+UL%.?Rsx+LvgoGN$>kjn?
OE$gmw8[*W>wWN\]?-S

2021-12-02 15:37:58 UTC 1434 IN Data Raw: 8d d5 b8 77 ab 1e f9 fd 3b 85 a8 8f 3d 10 a6 bc 5f a7 ec eb 2d 35 ¢6 1b aa 05 2¢ 3b 11 c9 5a 41 de 60 40 7d 6¢
44 f4 eb dd b9 cb 1e e6 bc 40 84 6e b0 0d cd 60 a3 fd 14 8a 5d ad 3b ad 60 68 8e 00 4d 54 af 7b bf ¢7 5¢ 78 61 c2 96 al
3910 ccc489984158h8 77 bl ef e5f4 a0 c7 25 12 84 cd b8 d3 35 ee 78 b2 1d 32 2a 68 d1 08 9e 83 fe 43 b6 ab 29 d2
76 af 30 d9 7e cf 01 8c e9 68 a6 16 fc 28 Oc 85 ee fb ac fe 51 9f 05 50 a2 71 21 e2 45 78 81 1d 5b 68 1d d5 30 c8 79 bf 4f
09 bb €6 04 5e 23 a5 1c 62 29 al fb 11 15 d0 d5 fc 88 dd b0 66 ec 2e f6 e6 €2 d1 be 77 5 5¢c d1 94 06 15 82 ab 44 76 ea
35 aa 55 20 4d 91 c5 47 b0 c4 00 3a 29 Of 7c c6 45 9f ce 87 45 de 55 9b b2 bl d7 92 d2 7b d8 9f f3 07 b1 8f 2c 76 94 dc
00 d8 Oc ed b0 45 2e 6f 82 ad f4 4e 37 ca a5 9d 1a
Data Ascii: w;=_-5,;ZA"@}ID@n’];"hMT{\xa9AXw%5x2*h C)v0~h(QPq!Ex[h0yO #b)f.w\Dv5U MG:)|[EEU{,vE.ON7

2021-12-02 15:37:58 UTC 1435 IN Data Raw: 96 42 1a e8 25 e4 bd c9 €9 a8 bd 36 €6 7b 58 18 d2 d3 07 df c1 be 6c¢ Of Of 66 2b b8 29 dd f1 84 d4 69 48 2d
76 2e a8 3d 69 7f 41 11 ac b6 74 Oe 2e 05 ¢7 22 56 18 84 b5 6a 33 4b 56 b1 c9 52 62 9d cc 18 de 5 f7 cb Oc ae 28 7b 34
5f f1 40 73 6b df Oa 4f 6e 50 17 6¢ 18 Oc 7a c6 18 c¢8 3d 65 f3 0e ¢6 92 04 bb 90 el 25 51 eb 17 4a 82 58 fb 11 77 17 6b 6¢
ff 8a 7f Ob af c2 62 97 34 d9 ea 7a c¢3 9f 61 fd 41 67 d6 dO 4e 86 fa 5a b7 bc Oe 04 33 d4 db de 03 33 03 b2 17 €6 e5 a6 7d
05 4f eb 6a 51 74 6a 4a cc 68 11 53 f9 2a 1a f8 03 bf a7 2d ac 33 53 4e b9 c5 ae 5a fb 67 cd d7 7d el 47 bf 58 77 6b 50
17 9f 45 63 6b cd 3c d8 69 Ob 74 9e 5¢ 5d 33 8e db c8 40 16 d3 e7 96 b5 1a c3 b9 59 c4 ce 5a df 14 c6 el 5¢ cd da fb fe
b8 ae 09 67 8d dd 2c b8 dd 88 5f d7 69 11 4b d7 00
Data Ascii: B%6{XIf+)iH-v.=iAt."Vj3KVRb({4_@skOnPIz=e%QJXwklb4zaAgNZ33}0jQtjJhS*-3SNZg}GXwkPEck<it\]
3@YZ\g,_iK

2021-12-02 15:37:58 UTC 1436 IN Data Raw: Oa cf 35 db 92 22 69 16 c1 61 31 ed d4 6b fe 7c 68 5e 9e 16 9d 7c 56 d0 eb 99 78 96 d3 37 8c ac a7 7c bf 5f d4
65 74 58 b4 b7 14 bd ec 3f d6 d7 af f5 38 5¢ b7 51 6b 7e db 5 56 €9 bd 39 57 26 f2 ab b7 ee 30 2c al b6 18 6d 7d fb ba 09
9e 67 cd 97 87 db 8b f9 da 6¢ 97 df fc cd 33 e8 e5 c9 ca 9f 36 4f 31 a6 61 75 3e de 1c ef f6 5b fd 04 62 1c 3a d7 Ob 82 6b
0Oc 37 3d a9 cf 24 1b 6f eb 2e f9 70 6e ee b0 78 a2 c6 66 2a 2a 36 7a 46 63 90 6f 2c b0 40 9f 2d 00 f7 b2 8b ad 9c af 1f f5
b7 e6 fO bc 30 5e 2b ce d2 97 {7 de ba Oe e4 0 7e el 6f db Of 39 de be fc f1 af 3f fe f8 d7 bf 01 50 4b 07 08 16 b7 56 d0 ec
0f 00 00 a9 22 00 00 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8¢ 04 51 00 00 00 00 02 00 00 00 00 00 00 00 09 00 00 00
00 00 00 00 00 00 10 00 ed 01 00 00 00 00
Data Ascii: 5"ialk|h"|Vx7|_etX?8\Qk~VIW&0,m}gI3601au>[b:k7=$0.pnxf**6zFco, @-0"+~09?PKV"PK*Q

2021-12-02 15:37:58 UTC 1437 IN Data Raw: 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 Oc 00 00 00 00 00 00 00 00 00 10 00 ed 01 a5 89
00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 65 6¢ 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8¢ 04 51 32 77 9f 34 08 13 00 00 f4 5f 00
00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 el 89 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 65 6¢ 2f 6d 65 73 73 61 67 65 73 2e
6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8¢ 04 51 00 00 00 00 02 00 00 00 00 00 00 00 Oc 00 00 00 00 00 00
00 00 00 10 00 ed 01 30 9d 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 65 6e 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8¢ 04 51 7a
25 be a9 78 0e 00 00 be 2d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 6¢ 9d 00 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 65 6e
2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14
Data Ascii: *Q_locales/el/PK)Q2w4__locales/el/messages.jsonPK*QO0_locales/en/PK)Qz%x-|_locales/en/messages.jsonPK

2021-12-02 15:37:58 UTC 1439 IN Data Raw: 02 00 00 00 00 00 00 00 Oc 00 00 00 00 00 00 00 00 00 10 00 ed 01 4d 32 01 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 68
72 250 4b 01 02 14 03 14 00 08 08 08 00 29 8¢ 04 51 58 3d ee 03 7a 0f 00 00 65 31 00 00 19 00 00 00 00 00 00 00 00 00
00 00 a4 01 89 32 01 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 68 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14
00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 Oc 00 00 00 00 00 00 00 00 00 10 00 ed 01 4a 42 01 00
5f 6¢ 6f 63 61 6¢ 65 73 2f 68 75 2f 50
Data Ascii: M2_locales/hr/PK)QX=ze12_locales/hrimessages.jsonPK*QJB_locales/hu/P

2021-12-02 15:37:58 UTC 1439 IN Data Raw: 4b 01 02 14 03 14 00 08 08 08 00 29 8¢ 04 51 5d 1c 7c 4f 11 10 00 00 16 36 00 00 19 00 00 00 00 00 00 00 00
00 00 00 a4 01 86 42 01 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 68 75 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03
1400 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 Oc 00 00 00 00 00 00 00 00 00 10 00 ed 01 de 52 01
00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 64 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8¢ 04 51 db dO 86 a4 8f Oe 00 00 6b 2e 00
00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 1a 53 01 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69 64 2f 6d 65 73 73 61 67 65 73 2e
6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 Oc 00 00 00 00 00 00
00 00 00 10 00 ed 01 f0 61 01 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 69
Data Ascii: K)Q]|O6B_locales/hu/messages.jsonPK*QR_locales/id/PK)Qk.S_locales/id/messages.jsonPK*Qa_locales/i

2021-12-02 15:37:58 UTC 1440 IN Data Raw: 51 b9 ab d8 b2 b5 11 00 00 16 5a 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 44 eb 01 00 5f 6¢ 6f 63 61
6¢ 65 73 2f 6d 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00
02 00 00 00 00 00 00 00 Oc 00 00 00 00 00 00 00 00 00 10 00 ed 01 40 fd 01 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 6d 73 2f 50 4b
0102 14 03 14 00 08 08 08 00 29 8¢ 04 51 48 dc de c1 d2 Oe 00 00 6f 2f 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01
7c fd 01 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 6d 73 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08
00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 Oc 00 00 00 00 00 00 00 00 00 10 00 ed 01 95 Oc 02 00 5f 6¢ 6f 63 61
6¢c 65 73 2f 6e 62 2f 50 4b 01 02 14 03 14 00 08 08 08 00
Data Ascii: QZD_locales/mr/messages.jsonPK*Q@_locales/ms/PK)QHo/|_locales/ms/messages.jsonPK*Q_locales/nb/PK
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kBytes
Timestamp transferred

2021-12-02 15:37:58 UTC 1441

2021-12-02 15:37:58 UTC 1443

Session ID Source IP

7 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:37:47 UTC 10

Session ID Source IP

70 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:59 UTC 1444

Session ID Source IP

71 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:59 UTC 1444

Session ID Source IP

72 152.199.21.175
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port

49772

Direction
ouT

Source Port
49771

Direction
ouT

Source Port
443

Direction

Data

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 a4 01 f4 8f 02 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 73 72 2f 6d 65 73 73 61 67 65 73
2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8¢ 04 51 00 00 00 00 02 00 00 00 00 00 00 00 Oc 00 00 00 00 00
0000 00 00 10 00 ed 01 f5 al 02 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 73 76 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51
c9 be 49 61 f4 0e 00 00 09 30 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 31 a2 02 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 73
76 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00
00 00 00 Oc 00 00 00 00 00 00 00 00 00 10 00 ed 01 6¢ b1 02 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 73 77 2f 50 4b 01 02 14 03 14
0008 08 08 00 29 8c 04 51 e4 9d 96 78 af Oe 00 00 c1 2e

Data Ascii: _locales/sr/messages.jsonPK*Q_locales/sv/PK)Qla01_locales/sv/messages.jsonPK*QI_locales/sw/PK)Qx.

Data Raw: a4 01 18 3b 03 00 5f 6¢ 6f 63 61 6¢ 65 73 2f 7a 68 5f 54 57 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01
02 14 03 14 00 08 08 08 00 29 8c 04 51 4f 99 ea ee 33 b2 02 00 aa 44 09 00 Oa 00 00 00 00 00 00 00 00 00 00 00 a4 01
6e 4b 03 00 61 6e 67 75 6¢ 61 72 2e 6a 73 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 ed c9 b8 eb cb 03 00 00 28
08 00 00 14 00 00 00 00 00 00 00 00 00 00 00 a4 01 d9 fd 05 00 62 61 63 6b 67 72 6f 75 6e 64 5f 73 63 72 69 70 74 2e 6a
7350 4b 01 02 14 03 14 00 08 08 08 00 29 8¢ 04 51 ae 1a bc ¢5 0d 37 00 00 15 c4 00 00 Oe 00 00 00 00 00 00 00 00 00
00 00 a4 01 e6 01 06 00 63 61 73 74 5f 73 65 6e 64 65 72 2e 6a 73 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 f1 1c
2d 6¢ 9b 34 00 00 d3 94 00 00 09 00 00 00 00 00 00 00 00 00 00

Data Ascii: ;_locales/zh_TW/messages.jsonPK)QO3DnKangular.jsPK)Q(background_script.jsPK)Q7cast_sender.jsPK)Q-14

Destination IP Destination Port Process

192.168.2.6 49695 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 302 Found

Date: Thu, 02 Dec 2021 15:37:42 GMT

Server: Apache

Location: 9cef6f38045264f7cbaec8b47ad485f3/?client_id=0000009918-0000-0slr-iw00-000000000&y=87SkZlcm
5hbmRIekB3aWNrzXJzbWI0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.office.com%2fowa%2f&resource=cli
ent_id&response_mode=form_post&response_type=code+id_token&scope=openid&msafed=0&client-request-id=45f4d5f9-
4657-4816-9528-af3f59994174&protectedtoken=true

Vary: User-Agent

Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process

152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/microsoft_logo_7lyNn7YkjJOPONWZNw6QvQ2.svg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: acctcdn.msauth.net

Destination IP  Destination Port Process
152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/favicon.ico?v=2 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: acctcdn.msauth.net

Destination IP Destination Port Process

192.168.2.6 49772 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 15:37:59 UTC 1444

2021-12-02 15:37:59 UTC 1445

Session ID Source IP

73 152.199.21.175
kBytes

Timestamp transferred

2021-12-02 15:37:59 UTC 1448

2021-12-02 15:37:59 UTC 1449

2021-12-02 15:37:59 UTC 1465

Session ID Source IP

74 192.168.2.6

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port

49773

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type, Content-Length,Date, Transfer-Encoding
Age: 11800249

Cache-Control: public, max-age=31536000

Content-MD5: nzalLxFgP7ZB3dfMcaybWzw==

Content-Type: image/svg+xml

Date: Thu, 02 Dec 2021 15:37:59 GMT

Etag: 0x8D949CA9E99F66E

Last-Modified: Sun, 18 Jul 2021 09:01:24 GMT

Server: ECAcc (frc/8FED)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: 53b4adb0-401e-0009-1d3f-7c07a7000000

x-ms-version: 2009-09-19

Content-Length: 3651

Connection: close

Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30
2031 30 38 20 32 34 22 3e 3c 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3¢ 2f 74 69 74 6¢ 65 3e 3¢ 70 61 74 68 20 64 3d 22
4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 39
2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 39
2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2¢ 34 2e 36
5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30

Data Ascii: <svg xmIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.41.38.119,18.4H36.5311.32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L.41.545,4.6Zm2,1.049a1.268,1.268,0

Destination IP Destination Port Process

192.168.2.6 49771 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id, Server,x-ms-version,Content-Type,Cache-Control,Last-Modified, ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 10076457

Cache-Control: public, max-age=31536000

Content-MD5: EuPayFgGHQIAI7K9SOL6Ig==

Content-Type: image/x-icon

Date: Thu, 02 Dec 2021 15:37:59 GMT

Etag: 0x8D09598292CA0818

Last-Modified: Sat, 07 Aug 2021 09:05:59 GMT

Server: ECAcc (frc/8E9B)

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: ab29bb00-501e-0061-1fed-8ba27b000000

x-ms-version: 2009-09-19

Content-Length: 17174

Connection: close

Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 €8 0d 00 00 ce 28
0000 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 €8 02 00 00 1e 3d 00 00 18 18 10 00 00
00 00 00 €8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 00
01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00
00 b9 ff 00 00 ba 7f 00 22 50 2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22
22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33

Data Ascii: h(fHH(00h6 =@(A(("P 333333333333333

Data Raw: 01 80 00 00 01 80 00 28 00 00 00 18 00 00 00 30 00 00 00 01 00 04 00 00 00 00 00 80 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 00 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33
33 33 33 333022222222 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33
3330222222 2222 20 33 33 33 333330222222 222220 33 33 3333333022 222222222033 333333333022
22 222222 2033 33 33 33 33 30 22 22 22 22 22 20 33 33 33 33 33 30

Data Ascii: (0"P"""" 333330 333330 333330""" 333330""" 333330 333330 333330 333330 33
3330""™" 333330 333330

Destination IP Destination Port Process

152.199.21.175 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-12-02 15:38:00 UTC 1466

Session ID Source IP

75 152.199.21.175
kBytes

Timestamp transferred

2021-12-02 15:38:00 UTC 1466

2021-12-02 15:38:00 UTC 1467

Session ID Source IP

76 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:38:01 UTC 1467

Session ID Source IP

77 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:38:01 UTC 1467

Direction

ouT

Source Port

443

Direction

IN

Source Port
49775

Direction
ouT

Source Port
49776

Direction
ouT

Session ID Source IP Source Port
78 209.182.194.220 443

kBytes
Timestamp transferred Direction

Copyright Joe Security LLC 2021

Data

GET /images/dropdown_caret_KXSZjGsylLZaoTf0sI9X-A2.svg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: acctcdn.msauth.net

Destination IP Destination Port Process

192.168.2.6 49773 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified, ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date, Transfer-Encoding
Age: 5366397

Cache-Control: public, max-age=31536000

Content-MD5: 5h8LmH5/0EhH5cNR2+nY3g==

Content-Type: image/svg+xml

Date: Thu, 02 Dec 2021 15:38:00 GMT

Etag: 0x8D9846FFE07F84C

Last-Modified: Fri, 01 Oct 2021 00:11:18 GMT

Server: ECAcc (frc/8E8B)

Vary: Accept-Encoding

X-Cache: HIT

x-ms-blob-type: BlockBlob

x-ms-lease-status: unlocked

x-ms-request-id: 882c997f-901e-0047-44c3-b63aeb000000

x-ms-version: 2009-09-19

Content-Length: 224

Connection: close

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 77 69 64 74 68 3d 22 33 36 22 20 68 65 69 67 68 74 3d 22 33 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20
3336 20 33 36 22 3e 3¢ 74 69 74 6¢ 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6¢ 65 3e 3c 70 61 74 68 20 64 3d 22 4d 31
38 2c 32 32 2e 34 38 34 6¢ 2d 38 2d 38 2c 2e 39 36 39 2d 2e 39 36 38 4c 31 38 2c 32 30 2e 35 34 37 6¢ 37 2e 30 33 31
2d 37 2e 30 33 31 2e 39 36 39 2e 39 36 38 2d 38 2c 38 5a 22 2f 3e 3c 72 65 63 74 20 77 69 64 74 68 3d 22 33 36 22 20 6
86569 67 68 74 3d 22 33 36 22 20 66 69 6¢ 6¢ 3d 22 6e 6f 6e 65 22 2f 3e 3c 2f 73 76 67 3e

Data Ascii: <svg xmlns="http://www.w3.0rg/2000/svg" width="36" height="36" viewBox="0 0 36 36"><title>assets</title>
<path d="M18,22.484I-8-8,.969-.968L18,20.54717.031-7.031.969.968-8,8Z"/><rect width="36" height="36" fill="none"/>
</svg>

Destination IP  Destination Port Process
209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/favicon_a_eupayfgghgiai7k9sol6lg2.ico HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

If-Modified-Since: Thu, 02 Dec 2021 15:37:47 GMT

Destination IP  Destination Port Process
209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7chaec8b47ad485f3/include/src/45_sgsjshsdggdjxdghvevej.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

If-Modified-Since: Thu, 02 Dec 2021 15:37:47 GMT

Destination IP Destination Port Process

192.168.2.6 49775 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 15:38:02 UTC 1468

Session ID Source IP

79 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:38:02 UTC 1468

Session ID Source IP

8 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:37:47 UTC 11

Session ID Source IP

80 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:38:02 UTC 1468

Session ID Source IP

81 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:38:02 UTC 1468

Session ID Source IP

82 209.182.194.220

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port

49699

Direction

ouT

Source Port
49781

Direction
ouT

Source Port
49782

Direction
ouT

Source Port

443

Data

HTTP/1.1 304 Not Modified

Date: Thu, 02 Dec 2021 15:38:01 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Vary: User-Agent

Connection: close

Destination IP Destination Port Process

192.168.2.6 49776 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 304 Not Modified

Date: Thu, 02 Dec 2021 15:38:01 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Connection: close

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/2client_id=0000009918-0000-0slr-iw00-000000000&y=87SkZI|
cm5hbmRIekB3aWNrZXJzbwl0aC5jb20%3D&redirect_uri=https%3a%2f%2foutlook.office.com%2fowa%2f&resource=c
lient_id&response_mode=form_post&response_type=code+id_token&scope=openid&msafed=0&client-request-id
=45f4d5f9-4657-4816-9528-af3f59994174&protectedtoken=true HTTP/1.1

Host: pickap.acepickapart.com

Connection: keep-alive

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Referer: https://pickap.acepickapart.com/hergsl/kut.gxs?op=JFernandez@wickersmith.com

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Destination IP  Destination Port Process
209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg H
TTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

If-Modified-Since: Thu, 02 Dec 2021 15:37:47 GMT

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/arrow_left_a9cc2824ef3517b6c4160dcf8ff7d410.svg HTTP/
11

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

I--Modified-Since: Thu, 02 Dec 2021 15:37:47 GMT

Destination IP Destination Port Process

192.168.2.6 49781 C:\Program Files\Google\Chrome\Application\chrome.exe

Page 137 of 140



kBytes
Timestamp transferred

2021-12-02 15:38:02 UTC 1469

Session ID Source IP

83 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:38:02 UTC 1469

Session ID Source IP

84 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:38:03 UTC 1469

Session ID Source IP

85 192.168.2.6
kBytes

Timestamp transferred

2021-12-02 15:38:03 UTC 1469

Session ID Source IP

86 209.182.194.220
kBytes

Timestamp transferred

2021-12-02 15:38:03 UTC 1470

Session ID Source IP

87 209.182.194.220
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port

49783

Direction

ouT

Source Port
49784

Direction
ouT

Source Port
443

Direction
IN

Source Port

443

Direction

Data

HTTP/1.1 304 Not Modified

Date: Thu, 02 Dec 2021 15:38:02 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Vary: User-Agent

Connection: close

Destination IP Destination Port Process

192.168.2.6 49782 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 304 Not Modified

Date: Thu, 02 Dec 2021 15:38:02 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Vary: User-Agent

Connection: close

Destination IP Destination Port Process

209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7cbaec8b47ad485f3/include/src/ellipsis_white_5ac590ee72bfe06a7cecfd75b588ad73.svg H
TTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

If-Modified-Since: Thu, 02 Dec 2021 15:37:47 GMT

Destination IP Destination Port Process
209.182.194.220 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /hergsl/9cef6f38045264f7chaec8b47ad485f3/include/src/ellipsis_grey 2b5d393db04a5e6e1f739ch266e65b4c.svg HT
TP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: pickap.acepickapart.com

If-Modified-Since: Thu, 02 Dec 2021 15:37:47 GMT

Destination IP  Destination Port Process
192.168.2.6 49784 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 304 Not Modified

Date: Thu, 02 Dec 2021 15:38:03 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Vary: User-Agent

Connection: close

Destination IP Destination Port Process

192.168.2.6 49783 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestamp transferred Direction
2021-12-02 15:38:03 UTC 1470 IN
Session ID Source IP Source Port
9 209.182.194.220 443
kBytes
Timestamp transferred Direction
2021-12-02 15:37:47 UTC 12 IN
2021-12-02 15:37:47 UTC 12 IN
2021-12-02 15:37:47 UTC 20 IN
2021-12-02 15:37:47 UTC 20 IN
2021-12-02 15:37:47 UTC 20 IN

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Data

HTTP/1.1 304 Not Modified

Date: Thu, 02 Dec 2021 15:38:03 GMT

Server: Apache

Last-Modified: Thu, 02 Dec 2021 15:37:47 GMT
Accept-Ranges: bytes

Vary: User-Agent

Connection: close

Destination IP Destination Port Process

192.168.2.6 49699 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 15:37:47 GMT
Server: Apache

Vary: Accept-Encoding,User-Agent
Connection: close

Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

Data Raw: 31 66 63 65 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 64 69 72 3d 22 6¢ 74 72
222063 6¢ 61 73 73 3d 22 22 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa Oa 3c 68 65 61 64 3e 0a 20 20 20 20 3c 74 69 74 6¢
65 3e 53 69 67 6e 20 69 6e 20 74 6f 20 79 6f 75 72 20 61 63 63 6f 75 6e 74 3c 2f 74 69 74 6¢ 65 3e Oa 20 20 20 20 3c 6d
65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22
74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22 3e 0Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 7
4702d 65717569 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 65
64 67 65 22 3e 0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22

Data Ascii: 1fce<!IDOCTYPE htmi><html dir="Itr" class="" lang="en"><head> <title>Sign in to your account</title> <m
eta http-equiv="Content-Type" content="text/html; charset=UTF-8"> <meta http-equiv="X-UA-Compatible" conten
t="IE=edge"> <meta name="

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢
6173 73 3d 22 69 64 65 6e 74 69 74 79 42 61 6e 6e 65 72 22 3e Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 62 75 74 74 6f 6e 20 74 79 70 65 3d 22 62 75
74 74 6f 6e 22 20 63 6¢ 61 73 73 3d 22 62 61 63 6b 42 75 74 74 6f 6e 22 20 69 64 3d 22 69 64 42 74 6e 5f

Data Ascii: <div class="identityBanner"> <button type="button" class="ba
ckButton" id="idBtn_

Data Raw: 0d Oa
Data Ascii:

Data Raw: 31 63 33 66 0d Oa 42 61 63 6b 22 20 61 72 69 61 2d 6¢ 61 62 65 6¢ 3d 22 42 61 63 6b 22 3e 3c 69 6d 67 20 72
6f 6¢ 65 3d 22 70 72 65 73 65 6e 74 61 74 69 6f 6e 22 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 70 6e 67 73 72 63 3d
22 69 6e 63 6¢ 75 64 65 2f 73 72 63 2f 61 72 72 6f 77 5f 6¢ 65 66 74 5f 37 63 63 30 39 36 64 61 36 61 61 32 64 62 61 33
66 38 31 66 63 63 31 63 38 32 36 32 31 35 37 63 2e 70 6e 67 22 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 76 67 73
72 63 3d 22 69 6e 63 6¢ 75 64 65 2f 73 72 63 2f 61 72 72 6f 77 5f 6C

Data Ascii: 1c3fBack" aria-label="Back"><img role="presentation” pngsrc="includ
e/src/arrow_left_7cc096dabaa2dba3f81lfcc1c8262157¢.png” svgsrc="include/src/arro
w_|

Analysis Process: chrome.exe PID: 2948 Parent PID: 384
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

16:37:36

02/12/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-
automation "https://pickap.acepickapart.com/hergsl/kut.gxs?op=JFernandez@wickersmith.co
m

0x7ff7c15e0000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 4580 Parent PID: 2948

General

Start time: 16:37:37

Start date: 02/12/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1560,8371606130546468176,16739
999905795240130,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1920 /prefetch:8

0x7ff7¢15e0000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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