
ID: 532861
Sample Name: FedEx
TRACKING DETAILS.exe
Cookbook: default.jbs
Time: 19:01:11
Date: 02/12/2021
Version: 34.0.0 Boulder Opal
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Windows Analysis Report FedEx TRACKING DETAILS.exe…

Overview

General Information

Sample 
Name:

FedEx TRACKING 
DETAILS.exe

Analysis ID: 532861

MD5: 32414d4cae15c3…

SHA1: 3e92cca40b5b3b…

SHA256: d6b4f7ba99b492e…

Tags: exe FedEx Formbook

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign processAllocates memory in foreign process……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing Creates a thread in another existing ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crashOne or more processes crash

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whicAllocates memory within range whic……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

FedEx TRACKING DETAILS.exe (PID: 6348 cmdline: "C:\Users\user\Desktop\FedEx TRACKING DETAILS.exe"  MD5: 32414D4CAE15C3A8063BF1251346533C)

logagent.exe (PID: 3144 cmdline: C:\Windows\System32\logagent.exe MD5: E2036AC444AB4AD91EECC1A80FF7212F)

WerFault.exe (PID: 4848 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 3144 -s 368 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021 Page 4 of 20



{

  "C2 list": [

    "www.hdetpnipa.xyz/a34b/"

  ],

  "decoy": [

    "mesonarte.com",

    "eksiwakun9.xyz",

    "dustcollectionconsultant.com",

    "heliosarchitecture.com",

    "chinaanalysisgroup.com",

    "nimbinhillshemp.com",

    "ychain.biz",

    "mountshastaart.com",

    "monstermangoloco.com",

    "bodhiandbear.com",

    "rootednft.xyz",

    "metayema.com",

    "zw21.xyz",

    "criccketworld.com",

    "segurobarato.net",

    "ananyacap.com",

    "momo-momo.xyz",

    "ezrealestatedeals.com",

    "ghrde.xyz",

    "idimol.com",

    "pcthspoe.xyz",

    "thewhiteswanharringworth.com",

    "che8760.com",

    "85111280.xyz",

    "apteka-magnolia.com",

    "proach.online",

    "portfolioabeckford.com",

    "affilinvest.com",

    "subspank.xyz",

    "odessamadrecoffeehouse.com",

    "onetrade.biz",

    "tianfuhg.com",

    "kibtitalikeniwenti.com",

    "terriblearttours.com",

    "saudirelief.com",

    "metacourting.xyz",

    "kimera.blue",

    "mgpsfm.com",

    "metawzrd.com",

    "veahhiodl.xyz",

    "alimasurfhotel.com",

    "sirensandiego.com",

    "gd-hxgg.com",

    "aurorarift.com",

    "clingbee.com",

    "zettavisor2021.xyz",

    "gregoryryankramer.art",

    "robertsonfandc.com",

    "sociedadgeograficacafe.com",

    "emilyhkeefer.com",

    "v-hush.com",

    "judithtuttle.xyz",

    "itbrandlink.com",

    "carrybicycles.com",

    "storge-evolution.com",

    "socnhhpa.xyz",

    "victorzark.com",

    "ghettoguy.com",

    "redtruckguy.com",

    "jeanmariewallendorf.com",

    "ocpdtel.xyz",

    "democracies.online",

    "bw529twonineh5.world",

    "chinhdohuyenthoai.xyz"

  ]

}

Source Rule Description Author Strings

00000007.00000000.369906603.00000000725B
0000.00000040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 20



00000007.00000000.369906603.00000000725B
0000.00000040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0xb34c:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xb5c6:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x170f9:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x16be5:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x171fb:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x17373:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xbfde:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x15e60:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xccd7:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1d36b:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1e36e:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000007.00000000.369906603.00000000725B
0000.00000040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x1a28d:$sqlite3step: 68 34 1C 7B E1
0x1a3a0:$sqlite3step: 68 34 1C 7B E1
0x1a2bc:$sqlite3text: 68 38 2A 90 C5
0x1a3e1:$sqlite3text: 68 38 2A 90 C5
0x1a2cf:$sqlite3blob: 68 53 D8 7F 8C
0x1a3f7:$sqlite3blob: 68 53 D8 7F 8C

00000007.00000000.368986547.00000000006C
0000.00000040.00000010.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000007.00000000.368986547.00000000006C
0000.00000040.00000010.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x9908:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x151a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa59a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b927:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c92a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 13 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

7.0.logagent.exe.725b0000.11.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

7.0.logagent.exe.725b0000.11.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0xa74c:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xa9c6:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x164f9:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x15fe5:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x165fb:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x16773:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xb3de:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x15260:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xc0d7:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1c76b:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1d76e:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

7.0.logagent.exe.725b0000.11.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x1968d:$sqlite3step: 68 34 1C 7B E1
0x197a0:$sqlite3step: 68 34 1C 7B E1
0x196bc:$sqlite3text: 68 38 2A 90 C5
0x197e1:$sqlite3text: 68 38 2A 90 C5
0x196cf:$sqlite3blob: 68 53 D8 7F 8C
0x197f7:$sqlite3blob: 68 53 D8 7F 8C

7.0.logagent.exe.6c0000.8.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

7.0.logagent.exe.6c0000.8.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8b08:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x148b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x143a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x149b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x979a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1361c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa493:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab27:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1bb2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 43 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 6 of 20



Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Machine Learning detection for sample

Networking:

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

Writes to foreign memory regions

Allocates memory in foreign processes

Injects a PE file into a foreign processes

Creates a thread in another existing process (thread injection)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Copyright Joe Security LLC 2021 Page 7 of 20



Initial
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Effects
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Security Software
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Remote
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Network
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Channel 1
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Insecure
Network
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Scheduled
Task/Job

Boot or
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Initialization
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DLL Side-
Loading 1

Virtualization/Sandbox
Evasion 1
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Memory

Virtualization/Sandbox
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Remote
Desktop
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Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 4 1 2

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 1 1

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Deobfuscate/Decode
Files or Information 1

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Obfuscated Files or
Information 2

LSA
Secrets

System Information
Discovery 1 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Software Packing 1 Cached
Domain
Credentials

System Owner/User
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items DLL Side-Loading 1 DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Behavior Graph
ID: 532861

Sample: FedEx TRACKING DETAILS.exe

Startdate: 02/12/2021

Architecture: WINDOWS

Score: 100

Multi AV Scanner detection
for domain / URL Found malware configuration

Malicious sample detected
(through community Yara

rule)
5 other signatures

FedEx TRACKING DETAILS.exe

14

        started       

sn-files.fe.1drv.com onedrive.live.com 3eie8a.sn.files.1drv.com

Writes to foreign memory
regions

Allocates memory in
foreign processes

Creates a thread in
another existing process

(thread injection)

Injects a PE file into
a foreign processes

logagent.exe

        started       

Tries to detect virtualization
through RDTSC time measurements

WerFault.exe

23 9

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

FedEx TRACKING DETAILS.exe 36% Virustotal Browse

FedEx TRACKING DETAILS.exe 52% ReversingLabs Win32.Backdoor.Androm

FedEx TRACKING DETAILS.exe 100% Joe Sandbox ML

No Antivirus matches

Screenshots

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 9 of 20

https://www.virustotal.com/gui/file/d6b4f7ba99b492e9b2382b51f6c49b32e86cc81b7fc6c93313f5962de4b910bd/detection/f-d6b4f7ba99b492e9b2382b51f6c49b32e86cc81b7fc6c93313f5962de4b910bd-1638446669


Source Detection Scanner Label Link Download

1.3.FedEx TRACKING DETAILS.exe.26e1534.338.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c9508.291.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d1914.140.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d0fb8.93.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c975c.64.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c95f8.303.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d1104.107.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26f189c.44.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d25fc.8.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26cd434.350.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26de008.143.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c53cc.145.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26dd954.118.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26cce64.330.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d4014.184.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c7cb8.211.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d858c.229.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c5d74.167.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26cb8c4.81.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e1c44.353.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e1348.39.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c62e4.178.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c45dc.85.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c88e4.227.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

7.0.logagent.exe.725b0000.11.unpack 100% Avira TR/Crypt.Morphine.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26de3c4.151.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c6f60.197.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c88e0.231.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d6ecc.218.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c8b88.236.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d1104.108.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c8dfc.35.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c8b84.239.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d421c.193.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e9e68.119.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c4008.14.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26dd3f0.111.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26cb8c4.79.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d2eac.171.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c7d7c.216.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d4014.182.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e2180.55.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d0fb8.90.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c8ecc.251.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26f4008.71.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26ea4f8.290.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c4e74.106.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c5504.154.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c8b84.241.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26eaa28.308.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d91b4.253.unpack 100% Avira TR/Patched.Ren.Gen Download File

7.0.logagent.exe.6c0000.8.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e4008.202.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e0fb8.321.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e42c4.27.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26ca2bc.309.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d9ca8.51.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d9494.258.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d25fc.10.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e130c.333.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d9ca8.54.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c8b88.235.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 10 of 20



1.3.FedEx TRACKING DETAILS.exe.26e1c2c.351.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26cd43c.356.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e90a8.247.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c0fd0.47.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26f0008.196.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e42c4.30.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d2c04.162.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26cc0b4.22.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d9774.263.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26db95c.311.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c527c.138.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c4e70.99.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c11a0.61.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26de3c4.148.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26de758.159.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26ca1c8.15.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c93bc.50.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26cd3f4.7.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26dbffc.242.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d3840.84.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d8ad4.238.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e4008.200.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26dffc8.172.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e9518.104.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26f0008.194.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c9434.285.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26de758.156.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26c2104.74.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26dddf4.126.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26d39ac.179.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26dffc8.170.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26cd3f4.5.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26ef590.186.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26ec37c.31.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26e10e4.331.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26cb5dc.77.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26dbffc.240.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.3.FedEx TRACKING DETAILS.exe.26ea68c.58.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

Source Detection Scanner Label Link Download

No Antivirus matches

Source Detection Scanner Label Link

www.hdetpnipa.xyz/a34b/ 10% Virustotal Browse

www.hdetpnipa.xyz/a34b/ 100% Avira URL Cloud phishing

Name IP Active Malicious Antivirus Detection Reputation

onedrive.live.com unknown unknown false high

3eie8a.sn.files.1drv.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

www.hdetpnipa.xyz/a34b/ true 10%, Virustotal, Browse
Avira URL Cloud: phishing

low

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 532861

Start date: 02.12.2021

Start time: 19:01:11

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 52s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: FedEx TRACKING DETAILS.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

22

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@4/7@2/0

EGA Information: Failed

HDC Information: Successful, ratio: 100% (good quality ratio 86.3%)
Quality average: 71.1%
Quality standard deviation: 33.9%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

No contacted IP infos

Time Type Description

19:02:16 API Interceptor 1x Sleep call for process: FedEx TRACKING DETAILS.exe modified

19:02:55 API Interceptor 1x Sleep call for process: WerFault.exe modified

URLs from Memory and Binaries

Contacted IPs

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context
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No context

No context

No context

No context

No context

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_logagent.exe_131232484c36b2f738ed9f8bca70746a5db0df_0357e9de_121e11bd\Re
port.wer
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.7680010292392891

Encrypted: false

SSDEEP: 96:CzpFyTUlstcneIb6oI7JfapXIQcQvc6QcEDMcw3DSDq+HbHgoC5AJkq+h88WpB8B:E5itcnDHBUZMXojFq/u7smS274ItQT

MD5: 419C342E2FF1D66525019CF8A7412F8A

SHA1: 2160A039CE1626B5C19985EDC43001DB18E3FA16

SHA-256: CC9EF71255F0687FE00477DF292D7AD7A1EAE6DC7AB73CA1EA3BB0C8A5D47F52

SHA-512: 15D0C391C989975E35D065A76EFBD137EA2E1BF9CD7D73D5A5EF3D8E9B1B6CD4366993ACC51D55733544F0E4D35E84C6C40542E86AFD411B83BFEC8C6DD088
B2

Malicious: false

Reputation: low

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.A.P.P.C.R.A.S.H.....E.v.e.n.t.T.i.m.e.=.1.3.2.8.2.9.7.4.1.6.9.8.1.9.9.7.4.7.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.
m.e.=.1.3.2.8.2.9.7.4.1.7.3.8.8.2.4.5.3.6.....R.e.p.o.r.t.S.t.a.t.u.s.=.5.2.4.3.8.4.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.c.e.1.2.7.f.d.4.-.7.f.d.a.-.4.d.3.8.-.9.1.f.9.-.9.4.c.2.9.5.0.c.b.3.
8.4.....I.n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.5.b.e.e.5.a.1.6.-.f.b.0.4.-.4.e.a.9.-.9.2.d.a.-.e.0.8.2.3.a.8.6.f.8.a.d.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.
t.=.3.3.2.....N.s.A.p.p.N.a.m.e.=.l.o.g.a.g.e.n.t...e.x.e.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e.=.l.o.g.a.g.e.n.t...e.x.e.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.0.c.4.8.-.0.0.0.1.-.0.0.1.c.-
.c.e.f.5.-.3.2.3.7.f.2.e.7.d.7.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.0.f.5.1.9.f.e.e.c.4.8.6.d.e.8.7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0.!.0.0.0.0.5.8.d.c.4.a.2.6.c.e.8.7.
e.b.d.d.a.8.2.4.7.e.4.2.b.1.5.6.c.a.9.b.4.c.0.b.a.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER124.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8310

Entropy (8bit): 3.695731414622114

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiOG6mqUm6YLM6+PgmfcLSaCprh89b2hsfo0Sm:RrlsNiX6NUm6YQ6Ggmf4Ss2afN

MD5: 063F7D56170385E625802CC652610447

SHA1: 0DC00C5627088CEB143EA2B7CFC1E9360E03353C

SHA-256: 3F12E53652B361A6A37801A732FEAFA0B4AE1BEE74BDA54AF1A2DC0327E9DDCD

SHA-512: CE1BD71C0AED946C6CC27BF237053D6ADC383612DBC7C0D3C0370195DEB4F4929DB11A62AF904797D1FD5BACF5690BE30C15A7AAA706531AC9267AD07AA1D3
68

Malicious: false

Reputation: low

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.3.1.4.4.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER124.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4AF.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4670

Entropy (8bit): 4.476819952907959

Encrypted: false

SSDEEP: 48:cvIwSD8zsvJgtWI90aWSC8BS8fm8M4JemfZFmj+q86Gvx7Fcfrmrd:uITfRfbSNBJnyjox7Furmrd

MD5: 336F69F3EC0897593738A0A982C59B9A

SHA1: 76CED5ACBC0EC8D632735F57BCBB5B176717A888

SHA-256: 2DDA1DF2C6660E634F389EBC8F503484B9AF03A59D1009B4C52F2908DC75222B

SHA-512: 7D83AB3B3BAA5E6A9E77A3EFF41138907BFB850A078E09539625E2251E06E583C098693DA3205004010939A913CA0EF80974351802546FFC7068CDEF066570A7

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1280893" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\ProgramData\Microsoft\Windows\WER\Temp\WERFC41.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Fri Dec  3 03:02:50 2021, 0x1205a4 type

Category: dropped

Size (bytes): 47606

Entropy (8bit): 1.7988139734386561

Encrypted: false

SSDEEP: 192:5GuBz473Be7zOWQ2ybM/ifHXsmao+2cf9YUni:E73B8qWQUivXsgcW

MD5: 5B0A9E1019955F0C1E419FAB47D191AE

SHA1: B9C8571135C1A6A59BFC86323B6608C00F2F34AB

SHA-256: 45461A2551690183BD56F18FE4A1D8F2A3716D2B5CDBD49097EDD5AC9070A2EF

SHA-512: 8157CC2E4302FEB4729EDFB46DB854FAE2003CF80EC22FB469DD0866119811256A2B55D4BBB0598521792F464C443C263CA875D104DE1979C4E7A225309B2731

Malicious: false

Reputation: low

Preview:
MDMP....... .........a........................$...........$...*%..........T.......8...........T...............^............................................................................................U...........B......t.......GenuineInt
elW...........T.......H.....a.............................0..................P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e...........................................P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e............................
...............1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Ipknvfrclgulizdtylbxizfhvowtamb[1]

Process: C:\Users\user\Desktop\FedEx TRACKING DETAILS.exe

File Type: data

Category: dropped

Size (bytes): 304640

Entropy (8bit): 7.998000849555144

Encrypted: true

SSDEEP: 6144:K728FG5e8FW+j7HoyEHTmcCknu7yB2A7X37dcVhPsBZ6Q/cnb1kTpm+BxOn:/1e8FW+j7Irqxkn+9AL37dokBZ6Tnb1p

MD5: C4357B267D515956EA1CB9AED8413834

SHA1: 7DD659D3772D23142E9040D32057095A37123437

SHA-256: D75F7B2470A35DFCE5AD17422908FD0C085776F3D252C4CAA855DFABF1136984

SHA-512: 51F9D250C71573E6C5CFCE0ADA38F04FE358FC64FB8EF417481BD90CC5D768F30DE418B08E4BDB5FEE955E80A21920B168643626FA30A86EA53B0A1CCCC7447
9

Malicious: false

Reputation: low
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.715076012164725

TrID: Win32 Executable (generic) a (10002005/4) 
90.87%
Win32 Executable Borland Delphi 7 (665061/41) 
6.04%
Win32 Executable Borland Delphi 6 (262906/60) 
2.39%
InstallShield setup (43055/19) 0.39%
Win32 Executable Delphi generic (14689/80) 0.13%

File name: FedEx TRACKING DETAILS.exe

File size: 697856

MD5: 32414d4cae15c3a8063bf1251346533c

SHA1: 3e92cca40b5b3bde11265ea773e77e0cd2432f96

Preview:
...,y...Z.\..S....)....x..q...x..q..>...%....v.Z.....3....C..D...;...K..#..Z.L)...1.2kv.....5...+.p.F.9.WF.....!...x..q...x..q..>...%....v.Z.....3....C..D...;...K..#..Z.L)...1.2kv.....5...+.p.F.9.WF..
...!...x..q...x..q..>...%....v.Z.....3....C.l.cK......Z......#......NBe_I./...Q....Y^.{:...6..=....t.....!.Dp...%.J."Y^.{:...6..=....t.....!.Dp...%.J..L>*x.%..-..p.}L9..`.@aV.US.iWgz.&J..L>*x.%..-..p.
}L9..`.@aV.US.iWgz.&J..L>*x.%..-..p.}L9..`.@aV.US.iWgz.&J+R.Y.|..E3Zu.4.UjTx/V}.U...e.|.E,..>.&.lTx-D.]...5N...C4..nXw..3M.Z.....>./....X6.....drm..~Y.;....u.\)"...-b.W..
.~\....k.i.......*.i..E<...>..]...[..$.a.s...~..*.i..E<...>..]...[..$.a.s...~..*.i..E<...>..]...[..$.a.s...~..*.i..E<...>..]...[..$.a.s...Y....L...b".~....I.fK..8.....To....0s.]..........5G....}.......*..x*.'m.}...nY....
+c..J...Q..nY.y./V...m..w..u....._..{..>.*.....l@..1Xi.S..\p<..e.(......&.....5A?3G.[.../U..)c.-Zo.5W... ..#v'v5Vx&.v/Q..Zv(..4.\u..i.....6.*.E9?3K.....P..|..6......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Ipknvfrclgulizdtylbxizfhvowtamb[1]

C:\Windows\appcompat\Programs\Amcache.hve
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 1572864

Entropy (8bit): 4.277492162857272

Encrypted: false

SSDEEP: 12288:15pAHpPpGqxnemhizybkiFOEZlxJw5qJfJa4gDXNTqYMd5LC4UzfYQ:vpAHpPpGqxnemhWT

MD5: F5278E8C90C6CD7F46EEAEC5CA6492EF

SHA1: 1B088B8E770B36A14C898689C615B4FBDE3303F2

SHA-256: 0E6C371B3907EAD27B65988EC532B2B3C5D3F65CD2D76608BCA039C1F884215D

SHA-512: 09687E0F4152D0ED322F6D4A40B6155C077FCA5369A95F3EE112B46DA9E12D4FC7D7023647CAC1C4F3E1C8AE85FBA7D8CA3FF283CFB75F59DC8DE3D749CC32
33

Malicious: false

Reputation: low

Preview:
regfZ...Z...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtm>..@...................................................
..............................................................................................................................................................................................................................................................................
................G.............................................................................................................................................................................................................................................................
.............................................................................................................................................................................................................................................

C:\Windows\appcompat\Programs\Amcache.hve.LOG1
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 24576

Entropy (8bit): 4.02994997432179

Encrypted: false

SSDEEP: 384:I9cs5Rftx1OPJ4X9seFnh7khPBqXeSeq5QMVyi6+/rl4Lk4TZd1DoXznqGUXvu:McaRftx10J4XaeFh7KBqXleq5QMVyi6L

MD5: C5C36F93BAF245509167136DFF19024F

SHA1: 7EECA1040B8962D0DB6EB612A9AD9141DE8E9F5E

SHA-256: BC1B85E63C38939BA308CF8C1BC6B7363434358957AC3DAA969A3438AA216C95

SHA-512: 0CED1208041C041C193F517701CF3FDBB554D352504DB2D5A455B3EF270BEA4DA4F1F5D392B311BE3C8349681A9AE779F073E9F9A61245F7BCDD93BE5DB6C10
8

Malicious: false

Reputation: low

Preview:
regfY...Y...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtm>..@...................................................
..............................................................................................................................................................................................................................................................................
................G..HvLE.^......Y....................{...S>.........0................... ..hbin................p.\..,..........nk,..u.@........ ........................... ...........................&...{ad79c032-a2ea-f756-e377-
72fb9332c3ae}......nk ..u.@........ ........................... .......Z.......................Root........lf......Root....nk ..u.@.....................}.............. ...............*...............DeviceCensus............
...........vk..................WritePermissionsCheck...
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SHA256: d6b4f7ba99b492e9b2382b51f6c49b32e86cc81b7fc6c93
313f5962de4b910bd

SHA512: a1af25aab065a83f5cac7a8ae89e9cae22a4014f2440f95
4773be0855950bb110aa28187da898b07dc795900d7181
b1461541b29767fd45ab0336b3689ac6769

SSDEEP: 12288:CIEpAb3iVUYfqUe+L7JMlbv7fkgx8BcFcePyaW:
CI8G3DYfq9+hMNTMK8Cbm

File Content Preview: MZP.....................@...............................................!..L.!..
This program must be run under Win32..$7....................
.........................................................................................
..........................

General

File Icon

Icon Hash: 3670910284e2d9b0

General
Entrypoint: 0x45ac10

Entrypoint Section: CODE

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, BYTES_REVERSED_LO, 
EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, BYTES_REVERSED_HI

DLL Characteristics:

Time Stamp: 0x2A425E19 [Fri Jun 19 22:22:17 1992 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: bbc9c0e1dd018627fbe5726a5fc2ba6c

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

CODE 0x1000 0x59c5c 0x59e00 False 0.533007540855 data 6.54076370728 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

DATA 0x5b000 0x1480 0x1600 False 0.412642045455 data 3.98462224633 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

BSS 0x5d000 0xda5 0x0 False 0 empty 0.0 IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.idata 0x5e000 0x210a 0x2200 False 0.361443014706 data 4.94811291969 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.tls 0x61000 0x10 0x0 False 0 empty 0.0 IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rdata 0x62000 0x18 0x200 False 0.05078125 data 0.199107517787 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_SHARED, 
IMAGE_SCN_MEM_READ

.reloc 0x63000 0x636c 0x6400 False 0.6420703125 data 6.6906267798 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_SHARED, 
IMAGE_SCN_MEM_READ

.rsrc 0x6a000 0x46600 0x46600 False 0.417646120115 data 5.79742330784 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_SHARED, 
IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Data Directories

Sections
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Network Port Distribution

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Dec 2, 2021 19:02:17.356704950 CET 192.168.2.3 8.8.8.8 0x7a68 Standard query 
(0)

onedrive.live.com A (IP address) IN (0x0001)

Dec 2, 2021 19:02:18.154975891 CET 192.168.2.3 8.8.8.8 0x6502 Standard query 
(0)

3eie8a.sn.
files.1drv.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 2, 2021 
19:02:17.374954939 
CET

8.8.8.8 192.168.2.3 0x7a68 No error (0) onedrive.l
ive.com

odc-web-
geo.onedrive.akadns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Dec 2, 2021 
19:02:18.199157953 
CET

8.8.8.8 192.168.2.3 0x6502 No error (0) 3eie8a.sn.
files.1drv.com

sn-files.fe.1drv.com CNAME 
(Canonical 
name)

IN (0x0001)

Dec 2, 2021 
19:02:18.199157953 
CET

8.8.8.8 192.168.2.3 0x6502 No error (0) sn-files.f
e.1drv.com

odc-sn-files-
geo.onedrive.akadns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Resources

Imports

Possible Origin

UDP Packets

DNS Queries

DNS Answers

Analysis Process: FedEx TRACKING DETAILS.exe PID: 6348 Parent PID: 5308Analysis Process: FedEx TRACKING DETAILS.exe PID: 6348 Parent PID: 5308
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File ActivitiesFile Activities

Start time: 19:02:08

Start date: 02/12/2021

Path: C:\Users\user\Desktop\FedEx TRACKING DETAILS.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\FedEx TRACKING DETAILS.exe" 

Imagebase: 0x400000

File size: 697856 bytes

MD5 hash: 32414D4CAE15C3A8063BF1251346533C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Reputation: low

Show Windows behavior

Start time: 19:02:32

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\logagent.exe

Wow64 process (32bit): true

Commandline: C:\Windows\System32\logagent.exe

Imagebase: 0x12e0000

File size: 86016 bytes

MD5 hash: E2036AC444AB4AD91EECC1A80FF7212F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: logagent.exe PID: 3144 Parent PID: 6348Analysis Process: logagent.exe PID: 3144 Parent PID: 6348

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.369906603.00000000725B0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000000.369906603.00000000725B0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.369906603.00000000725B0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.368986547.00000000006C0000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000000.368986547.00000000006C0000.00000040.00000010.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.368986547.00000000006C0000.00000040.00000010.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.370945934.00000000006C0000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000000.370945934.00000000006C0000.00000040.00000010.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.370945934.00000000006C0000.00000040.00000010.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.400149920.00000000725B0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.400149920.00000000725B0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.400149920.00000000725B0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.394673690.00000000006C0000.00000040.00000010.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.394673690.00000000006C0000.00000040.00000010.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.394673690.00000000006C0000.00000040.00000010.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.372945434.00000000725B0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000000.372945434.00000000725B0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.372945434.00000000725B0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

Start time: 19:02:47

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 3144 -s 368

Imagebase: 0x1250000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: WerFault.exe PID: 4848 Parent PID: 3144Analysis Process: WerFault.exe PID: 4848 Parent PID: 3144

General
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Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Reputation: high

Show Windows behavior

Show Windows behavior

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created
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