JOESandbox Cloud™*

ID: 532893

Sample Name:
DHL_AWB_NO#907853880911.exe
Cookbook: default.jbs

Time: 19:30:44

Date: 02/12/2021

Version: 34.0.0 Boulder Opal



Table of Contents

Windows Analysis Report DHL_AWB_NO#907853880911.exe

Overview
General Information
Detection
Signatures
Classification
Process Tree

Malware Configuration
Threatname: FormBook

Yara Overview
Memory Dumps
Unpacked PEs

Sigma Overview

Jbx Signature Overview
AV Detection:
Networking:
E-Banking Fraud:
System Summary:
Data Obfuscation:

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:

Remote Access Functionality:

Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails

Table of Contents

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
Contacted URLs
Contacted IPs
General Information

Simulations
Behavior and APIs

Joe Sandbox View / Context
IPs
Domains
ASN
JA3 Fingerprints
Dropped Files
Created / dropped Files

Static File Info
General
File Icon
Static PE Info
General
Entrypoint Preview
Data Directories
Sections
Resources
Imports
Version Infos
Network Behavior
Network Port Distribution
UDP Packets
DNS Queries
DNS Answers

Code Manipulations
Statistics

Behavior
System Behavior

Analysis Process: DHL_AWB_NO#907853880911.exe PID: 7156 Parent PID: 5320

General
File Activities
File Created
File Written
File Read
Copyright Joe Security LLC 2021

©OW OO OON~N~NNNNN~N~NNOODoa U ADNDMAMANMNDDDN

RPRrRr PR
RPRrRRPRLRoooo O

=
=Y

H
)

N
NN NN NN

[N
N

P hpppRpR ol
A rdrPERREOELEWWwW

B e
NN

Page 2 of 19



Analysis Process: DHL_AWB_NO#907853880911.exe PID: 5160 Parent PID: 7156 15

General 15
File Activities 16
File Read 16
Analysis Process: explorer.exe PID: 3424 Parent PID: 5160 16
General 16
Analysis Process: mstsc.exe PID: 6700 Parent PID: 3424 17
General 17
File Activities 17
File Read 17
Analysis Process: cmd.exe PID: 4088 Parent PID: 6700 17
General 18
File Activities 18
File Deleted 18
Analysis Process: conhost.exe PID: 6880 Parent PID: 4088 18
General 18
Analysis Process: explorer.exe PID: 980 Parent PID: 6420 18
General 18
File Activities 18
Registry Activities 18
Disassembly 19
Code Analysis 19

Copyright Joe Security LLC 2021 Page 3 of 19



Windows Analysis Report DHL_AWB_NO#907853880911...

Sample uses process hollowing tech...

Most interesting Screenshot:

Overview
General Information Detection Signatures Classification
Sample DHL_AWB_NO#90785388
Name: 0911.exe MALICIOUS Found malware configuration
Analysis ID: 532893 Multi AV Scanner. detection for subm...
MDS: 37340b33801b04.. Yara detected FormBook
SHAL:
f742cbc4772188b... Malicious sample detected (through ...

SHA256: ©a8718672f8963.. "

Yara detected AntiVM3

Multi AV Scanner detection for doma...
Infos: B QA &y

Maps a DLL or memory area in .
FormBook Tries to detect sandboxes and other...
Score: 100 Self deletion via cmd delete
Range: 0-100 .NET source code contains potentia...
Whitelisted: false
X Injects a PE file into/a foreign proce...
Confidence: 100%
P

Process Tree

= System is w10x64

. % DHL_AWB_NO#907853880911.exe (PID: 7156 cmdline: "C:\Users\user\Desktop\DHL_AWB_NO#907853880911.exe" MD5: 37340B33801B049CA07055A4BCCA5F27)
. % DHL_AWB_NO#907853880911.exe (PID: 5160 cmdline: C:\Users\user\Desktop\DHL_AWB_NO#907853880911.exe MD5: 37340B33801B049CA07055A4BCCA5F27)
o [ explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. % mstsc.exe (PID: 6700 cmdline: C:\Windows\SysWOW64\mstsc.exe MD5: 2412003BE253A515C620CE4890F3D8F3)
. cmd.exe (PID: 4088 cmdline: /c del "C:\Users\user\Desktop\DHL_AWB_NO#907853880911.exe" MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6880 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e = explorer.exe (PID: 980 cmdline: "C:\Windows\explorer.exe" /[LOADSAVEDWINDOWS MD5: AD5296B280E8F522A8A897C96BABOE1D)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www.makheads . com/f19w/"

1,

"decoy": [
"alicebowtique.com”,
"way2discounts.com”,
"chihangjingmi.com",
"exmcap.com",
"artisquid.com",
"financelbs.com",
"tresholdnetwork.com”,
"www-9367.com",
"funtripsouthindia.com”,
"ibew-neca.com”,
"elgaunim.com",
"gbetapi.com",
"turkthee.com”,
"greaterdetroitrealtyexpert.com”,
"springhousevet.com",
"dgjt1688.com",
"broomsweeping.com”,
"bettyfred.xyz",
"afmcabnot6.xyz",
"toylandmetaverse.com”,
"livelifeloveloes.com”,
"tabuchikazuharu.com”,
"johnnymarrjaguarguitar.com”,
"pintoppers.net"”,
"anstransport.net",
"gazprommeta.com",
"starisle.online”,
"abbeastore.com"”,
"piratcigo.com”,
"opito.digital”,
"bemaster.guru”,
"foerderportal -thueringen.net”,
"mendy. link",
"qasimabdullah.com",
"michaelsmetaverse.com”,
"oasiganaiblog.com",
"metaplayvr.com”,
"lesspainmoresleep.com”,
"600717ua.xyz",
"lauraderksen.com”,
"listentoyourovo.com”,
"businessfunnelpro.com”,
"lowpricetoday.online"”,
"etutorpay.com"”,
"uootpon.xyz",
"dazelu8.com",
"kirklandweightlosssecret.com”,
"godrunner®91.com”,
"melvinmillsroof.com"”,
"herdeiras.com”,
"fitztoursmontreal.com”,
"super-ultra-porn.net”,
"choumok -bom.com",
"raribledollar.com”,
"womencando. info",
"meicarijp-jpo.com”,
"yymfzp.com”,
"sops.wiki",
"rusungolf.com"”,
"smellyrose.com”,
"hueslook.club"”,
"screenlyco.com”,
"akasamotor.online",

"formacioneducaciondesarollo.com"”

Yara Overview

Memory Dumps

Source Rule

00000005.00000000.719427940.000000000E89 JoeSecurity_FormBook
8000.00000040.00020000.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

00000005.00000000.719427940.000000000E89
8000.00000040.00020000.sdmp

00000005.00000000.719427940.000000000E89
8000.00000040.00020000.sdmp

Rule Description

Formbook_1

yara-signator

Formbook
memory

00000002.00000000.672669530.0000000000400000.00000 JoeSecurity_FormBook  Yara detected

040.00000001.sdmp

00000002.00000000.672669530.0000000000400000.00000 Formbook_1

040.00000001.sdmp

Unpacked PEs

Source

2.0.DHL_AWB_NO#907853880911.exe.400000.8
.raw.unpack

2.0.DHL_AWB_NO#907853880911.exe.400000.8
.raw.unpack

2.0.DHL_AWB_NO#907853880911.exe.400000.8
.raw.unpack

2.0.DHL_AWB_NO#907853880911.exe.400000.8.unpack

2.0.DHL_AWB_NO#907853880911.exe.400000.8.unpack

Sigma Overview

Copyright Joe Security LLC 2021

FormBook

yara-signator

Click to see the 33 entries

Rule Description
JoeSecurity_FormBook  Yara detected
FormBook
Formbook_1 autogenerated rule
brought to you by
yara-signator
Formbook detect Formbook in

memory

JoeSecurity_FormBook  Yara detected
FormBook

Formbook_1

yara-signator

Click to see the 17 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

autogenerated rule
brought to you by

Author

Felix Bilstein - .
yara-signator at
cocacoding dot
com

e o o o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Author

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o .

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Strings

0x26a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x2191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x27a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x291f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x140c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x8917:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x991a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x5839:$sqlite3step: 68 34 1C 7B E1
0x594c:$sqlite3step: 68 34 1C 7B E1
0x5868:$sqlite3text: 68 38 2A 90 C5
0x598d:$sqlite3text: 68 38 2A 90 C5
0x587b:$sqlite3blob: 68 53 D8 7F 8C
0x59a3:$sqlite3blob: 68 53 D8 7F 8C

e 0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x9b72:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1591f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa58a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1440c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb283:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b917:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c9la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9b72:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1591f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa58a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1440c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb283:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b917:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c9la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x18839:$sqlite3step: 68 34 1C 7B E1
0x1894c:$sqlite3step: 68 34 1C 7B E1
0x18868:$sqlite3text: 68 38 2A 90 C5
0x1898d:$sqlite3text: 68 38 2A 90 C5
0x1887h:$sqlite3blob: 68 53 D8 7F 8C
0x189a3:$sqlite3blob: 68 53 D8 7F 8C

e 0x8b08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x8d72:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x148a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14391:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x149a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x14b1f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x978a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1360c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxa483:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Oxlabl7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1lbbla:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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No Sigma rule has matched

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file
Yara detected FormBook

Multi AV Scanner detection for domain / URL

=

Networking:

]‘

E-Banking Fraud:

Yara detected FormBook

]‘

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

E‘]

Hooking and other Techniques for Hiding and Protection:

:

Malware Analysis System Evasion:

Yara detected AntiVM3

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

Yara detected FormBook

Copyright Joe Security LLC 2021 Page 7 of 19



Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access

Valid
Accounts

Default
Accounts

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Drive-by
Compromise

Execution

Shared
Modules

Scheduled
Task/Job

At (Linux)

At
(Windows)

Cron

Launchd

Scheduled
Task

Command
and
Scripting
Interpreter

Privilege
Persistence Escalation
Path Process
Interception  Injection
Boot or Boot or Logon
Logon Initialization
Initialization  Scripts
Scripts

Logon Script
(Windows)

Logon Script
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Network
Logon Script

Network Logon
Script

Rc.common Rc.common
Startup Startup Items
Items

Scheduled  Scheduled
Task/Job Task/Job

Behavior Graph
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Defense Evasion

Masquerading

Disable or Modify

Tools

Virtualization/Sandbox

Evasion

Process

Injection

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Software

Packing

File Deletion

Credential
Access
()
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

Discovery

Query Registry

Security Software

Discovery

Process Discovery

Virtualization/Sandbox

Evasion

File and Directory
Discovery

System Information

Discovery

Network Sniffing

Network Service
Scanning

Lateral
Movement Collection
Remote Archive
Services Collected
Data
Remote Data from
Desktop Removable
Protocol Media
SMB/Windows Data from
Admin Shares Network
Shared
Drive
Distributed Input
Component Capture
Object Model
SSH Keylogging
VNC GUI Input
Capture
Windows Web Portal
Remote Capture
Management
Shared Credential
Webroot API
Hooking

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Command Network
and Control Effects
Encrypted Eavesdrop ¢
Channel Insecure
Network
Communical
Non- Exploit SS7
Application Redirect Phc
Layer Calls/SMS
Protocol
Application Exploit SS7
Layer Track Device
Protocol Location
Protocol SIM Card
Impersonation  Swap
Fallback Manipulate
Channels Device
Communical
Multiband Jamming or
Communication Denial of
Service
Commonly Rogue Wi-Fi
Used Port Access Poin
Application Downgrade
Layer Protocol Insecure
Protocols
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

DHL_AWB_NO#907853880911.exe
DHL_AWB_NO#907853880911.exe
DHL_AWB_NO#907853880911.exe

Dropped Files

No Antivirus matches

Unpacked PE Files

Source

2.0.DHL_AWB_NO#907853880911.exe.400000.8.unpack
2.0.DHL_AWB_NO#907853880911.exe.400000.4.unpack
2.0.DHL_AWB_NO#907853880911.exe.400000.6.unpack
2.2.DHL_AWB_NO#907853880911.exe.400000.0.unpack

Domains

No Antivirus matches

Copyright Joe Security LLC 2021

Scanner

Detection

26%

31%

51%
Detection
100% Avira
100% Avira
100% Avira
100% Avira

Scanner
Virustotal
Metadefender

ReversingLabs

Label

TR/Crypt.ZPACK.Gen
TR/Crypt.ZPACK.Gen
TR/Crypt.ZPACK.Gen
TR/Crypt.ZPACK.Gen

Label Link
Browse
Browse
ByteCode-

MSIL.Trojan.AgentTesla

Link Download

Page 10 of 19

Download File
Download File
Download File

Download File


https://www.virustotal.com/gui/file/ea87186f72f8963ae73aaa33ab50634f83f945cdef2b73e7bef08dce61807c56/detection/f-ea87186f72f8963ae73aaa33ab50634f83f945cdef2b73e7bef08dce61807c56-1638360121
https://www.metadefender.com/#!/results/file/YnpJeE1USXdNbUp3Tm1WSU5sRmlSalFXN0hCTmwxOUV2/regular/analysis

URLs

Source Detection Scanner Label Link
www.makheads.com/flow/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

www.ibew-neca.com 66.96.147.103 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 532893
Start date: 02.12.2021
Start time: 19:30:44
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 11m 35s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: DHL_AWB_NO#907853880911.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 26
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.WinEXE@8/1@1/0
EGA Information: Failed
HDC Information: e Successful, ratio: 16.8% (good quality ratio 14.7%)

e Quality average: 71.6%
e Quality standard deviation: 33%

HCA Information: e Successful, ratio: 98%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Warnings: Show All
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https://www.virustotal.com/gui/url/36e0d47f52c735dd2690d35fafcb90ad24946a807114dbfc40fbd9010f086f9d/detection/u-36e0d47f52c735dd2690d35fafcb90ad24946a807114dbfc40fbd9010f086f9d-1638417302
https://www.virustotal.com/gui/url/36e0d47f52c735dd2690d35fafcb90ad24946a807114dbfc40fbd9010f086f9d/detection/u-36e0d47f52c735dd2690d35fafcb90ad24946a807114dbfc40fbd9010f086f9d-1638417302

Simulations

Behavior and APIs

Time
19:31:42
19:32:49

Type Description
API Interceptor 2x Sleep call for process: DHL_AWB_NO#907853880911.exe modified
API Interceptor 345x Sleep call for process: explorer.exe modified

Joe Sandbox View | Context

IPs

No context

Domains

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 66.96.147.103

www.ibew-neca.com _ Get hash malicious Browse e 66.96.147.103

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\DHL_AWB_NO#907853880911.exe
ASCII text, with CRLF line terminators

dropped

1216

5.355304211458859

false
24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZIpKhPKIE40KFKHK0ZAE4KZI7FE4x84):MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKzr
FED34146BF2F2FA59DCF8702FCC8232E

BO3BFEA175989D989850CFO06FESE7BBF56EAAQ0A
123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0OD5C

1CC89F2ED1DBD70628FA1DC41A32BA0BFA3ES1EAE1IALCF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4AFBEG663068D86AA8CABDEE17933F75687C3178F
F6

true

high, very likely benign file

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll”,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\Nativelmages_v4.0.30319_32\System.XmI\b219d4630d26b88041b59c21
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https://view.joesandbox.com/analysis/419549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419549/html/none?idtype=webid
https://view.joesandbox.com/analysis/416544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416544/html/none?idtype=webid

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:
Entrypoint Preview
Data Directories
Sections

Name  Virtual Address

Copyright Joe Security LLC 2021

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.707890502429745

e Win32 Executable (generic) Net Framework
(10011505/4) 49.83%

e Win32 Executable (generic) a (10002005/4)
49.78%

e Generic CIL Executable (.NET, Mono, etc.)
(73296/58) 0.36%

e Generic Win/DOS Executable (2004/3) 0.01%

e DOS Executable Generic (2002/1) 0.01%

DHL_AWB_NO#907853880911.exe

650240
37340b33801b049ca07055a4bcca5f27
f742chc4772f88bcc3e98b3alf2396d813ccOff5

ea87186f72f8963ae73aaa33ab50634f83f945cdef2b73e7
bef08dce61807c56

f3fcfce3d242f9afe4f890d80f3860fb9b53172ff1dc22fa92
7¢595959d5d2a1f5023493d0e4feb01d9fc2b032fbclecc
40cedd4dcd8cla8c8c4cf50771581ff

12288:z0jwBJ1zIBzzuY2gPaOHmidzkqR6yHNaz5SG+
BJ1:zXBJRIxzuY2EaQ5LaoBJ

8ce8acc4e071f0e4

0x487efa

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x61A6C4AC [Wed Dec 1 00:41:16 2021 UTC]

v4.0.30319

o »n o » O »

f34d5f2d4577ed6d9ceec516c1f5a744

ZLIB Complexity File Type Entropy Characteristics
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Name  Virtual Address Virtual Size

text 0x2000 0x85f18

.rsrc 0x88000 0x18768

.reloc 0xa2000 Ooxc

Resources
Imports

Version Infos

Network Behavior

Network Port Distribution

UDP Packets

DNS Queries

Timestamp

Dec 2, 2021 19:33:48.028042078 CET

DNS Answers

Timestamp Source IP Dest IP

Dec 2, 2021 8.8.8.8 192.168.2.4
19:33:48.142942905
CET

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Raw Size

0x86000

0x18800

0x200

Source IP

192.168.2.4

Trans ID
Oxe56¢

Xored PE ZLIB Complexity File Type Entropy
False 0.860710485658 data 7.7277719097
False 0.889817841199 data 7.58504983745
False 0.044921875 data 0.101910425663
Dest IP Trans ID OP Code Name
8.8.8.8 Oxe56¢ Standard query  www.ibew-n
(0) eca.com
Reply Code Name CName Address
No error (0) www.ibew-n 66.96.147.103
eca.com

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D

ATA,

IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Type
A (IP address)

Type
A (IP address)

Class

IN (0x0001)

Class
IN (0x0001)

Analysis Process: DHL_AWB_NO#907853880911.exe PID: 7156 Parent PID: 5320

General

Start time:

Copyright Joe Security LLC 2021

19:31:40
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Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

File Read

02/12/2021
C:\Users\user\Desktop\DHL_AWB_NO#907853880911.exe
true
"C:\Users\user\Desktop\DHL_AWB_NO#907853880911.exe"
0xb30000

650240 bytes

37340B33801B049CA07055A4BCCA5F27

true

true

.Net C# or VB.NET

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.676498068.0000000003ED9000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000000.00000002.676498068.0000000003ED9000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.676498068.0000000003ED9000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.677126052.000000000414A000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000000.00000002.677126052.000000000414A000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.677126052.000000000414A000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.676134512.0000000002ED1000.00000004.00000001.sdmp, Author:
Joe Security

low

Show Windows behavior

Analysis Process: DHL_AWB_NO#907853880911.exe PID: 5160 Parent PID: 7156

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

19:31:44

02/12/2021
C:\Users\user\Desktop\DHL_AWB_NO#907853880911.exe
true
C:\Users\user\Desktop\DHL_AWB_NO#907853880911.exe
0x600000

650240 bytes

37340B33801B049CA07055A4BCCA5F27

true

true

C, C++ or other language
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Yara matches:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000000.672669530.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000002.00000000.672669530.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000000.672669530.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000000.673053998.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000002.00000000.673053998.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000000.673053998.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.736134377.0000000001060000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000002.00000002.736134377.0000000001060000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.736134377.0000000001060000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.732545477.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000002.00000002.732545477.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.732545477.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.734719303.0000000000C30000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000002.00000002.734719303.0000000000C30000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.734719303.0000000000C30000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3424 Parent PID: 5160

General

Start time: 19:31:46

Start date: 02/12/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff6fee60000

File size: 3933184 bhytes

MDS5 hash: AD5296B280E8F522A8A897C96BABOE1D

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

C, C++ or other language
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Yara matches:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.719427940.000000000E898000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000000.719427940.000000000E898000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.719427940.000000000E898000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.705738120.000000000E898000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000000.705738120.000000000E898000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000000.705738120.000000000E898000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high
Analysis Process: mstsc.exe PID: 6700 Parent PID: 3424
General
Start time: 19:32:09
Start date: 02/12/2021
Path: C:\Windows\SysWOW64\mstsc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

true

C:\Windows\SysWOW64\mstsc.exe

0xf40000

3444224 bytes
2412003BE253A515C620CE4890F3D8F3

true

true

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.930477185.0000000000D20000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000002.930477185.0000000000D20000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.930477185.0000000000D20000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.929049449.0000000000780000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.929049449.0000000000780000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.929049449.0000000000780000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.928132789.0000000000150000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.928132789.0000000000150000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.928132789.0000000000150000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

moderate

Show Windows behavior

Analysis Process: cmd.exe PID: 4088 Parent PID: 6700

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:32:15

02/12/2021

C:\Windows\SysWOW64\cmd.exe

true

/c del "C:\Users\user\Desktop\DHL_AWB_NO#907853880911.exe"
0x11d0000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Deleted
Analysis Process: conhost.exe PID: 6880 Parent PID: 4088

General

Start time: 19:32:17

Start date: 02/12/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff724c50000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: explorer.exe PID: 980 Parent PID: 6420
General
Start time: 19:32:48
Start date: 02/12/2021
Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Copyright Joe Security LLC 2021

false

"C:\Windows\explorer.exe" /[LOADSAVEDWINDOWS
0x7ff6fee60000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior
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Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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