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Windows Analysis Report https://localchicks3.com/?u=...
Overview

General Information Detection Signatures Classification

Sample URL:  http://https:/localchicks3.c

om/?u=41nkd08&0=8dhpk Multi AV Scanner detection for subm...
MALICIOUS

zk
Analysis ID: 533071

Infos: ;f il &

Most interesting Screenshot:

his Is NOT a Dating Site!

Score: 48
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is wl0x64

. G chrome.exe (PID: 408 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://localchicks3.com/?u=41nkd08&0=8dhpkzk
MD5: C139654B5C1438A95B321BB01AD6G3EF6)
. G chrome.exe (PID: 2596 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1556,2749669335117414198,17052703739190485345,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1936
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

Copyright Joe Security LLC 2021 Page 3 of 130



AV Detection: “i.

Multi AV Scanner detection for submitted file

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects Impa
Valid Windows Path Process Masquerading oS System Remote Data from Exfiltration Encrypted Eavesdrop on Remotely Modi
Accounts Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Dumping  Discovery System Network Network Without Partit
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Devic
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lock«
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delet
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration Layer Track Device  Device Devic
(Windows) Manager Shared Protocol ¢§ Location Cloud Data
Drive Backups
Local At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Ingress SIM Card Carrit
Accounts (Mac) Script Network Component Capture Transfer Tool Swap Billing
(Mac) Configuration Object Model Transfer Frauc
Discovery
Behavior Graph
Behavior Graph Legend
ID: 533071 I:I Process
URL: https://localchicks3.com/?u... SUSPICIOUS .
Startdate: 03/12/2021 CLEAN I:l Signature
Architecture:  WINDOWS — I:l Created File
Score: 48 . DNS/IP Info
£, Is Dropped
A% Is Windows Process

Number of created Registry Values

- e

Number of created Files

B
o0

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

Is malicious
192.168.2.1 239.255.255.250
unknown unknown started Internet
unknown Reserved
clients.l.google.com c‘a googlehosted.|.googleusercontent.com C‘
142.250.203.110, 443, 49754, 49791 142.250.203.97, 443, 49796 6 other IPs or domains
GOOGLEUS GOOGLEUS

United States ES United States ES
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

@ Get Laid Tonight! X +

c @ localchicks3.com/?u=41nkd08&o=8dhpkzk

Chrome is being controlled by automated test software.

This Is NOT a Dating Site!

WARNING! You will see explicit photos. Please be
discreet.

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://https://localchicks3.com/?u=41nkd08&0=8dhpkzk 11% Virustotal Browse
http://https://localchicks3.com/?u=41nkd08&0=8dhpkzk 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches
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https://www.virustotal.com/gui/url/49358355adf04b2c10069981f89864cc9786a811fadfde56e4868155a79fddd1/detection/u-49358355adf04b2c10069981f89864cc9786a811fadfde56e4868155a79fddd1-1637758165

Domains

No Antivirus matches

URLs

Source Detection Scanner
http://https://datajsext.com/ExtService.svc/getextparams 0% Virustotal
http://https://datajsext.com/ExtService.svc/getextparams 0% Avira URL Cloud
http://https://dns.google 0% URL Reputation
http://https://csp.withgoogle.com/csp/apps-themesCross-Origin-Resource-Policy: 0% URL Reputation
http://https://csp.withgoogle.com/csp/report-to/apps-themes 0% URL Reputation
http://https://csp.withgoogle.com/csp/apps-themes 0% URL Reputation

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection
gstaticadssl.l.google.com 172.217.168.3 true false
accounts.google.com 172.217.168.45 true false
localchicks3.com 5.101.45.5 true false
clients.l.google.com 142.250.203.110 true false
googlehosted.l.googleusercontent.com 142.250.203.97 true false
clients2.googleusercontent.com unknown unknown false
clients2.google.com unknown unknown false

Contacted URLs

Name Malicious Antivirus Detection

http:ifhttps://clients2.google.com/service/update2/crx? false
os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%2
6installedby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26inst
alledby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http://https://accounts.google.com/ListAccounts? false
gpsia=1&source=ChromiumBrowser&json=standard

http:ff false
https://clients2.googleusercontent.com/crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GK
YF1WXrT6yizCMksBOOc_ggEOB6tx6HPRHe6q1GOEe3_NclbSiGG8kXeLMUYO0sAKVVC6R89
zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NIQ/extension_8520_615_0_5.crx

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN

142.250.203.110 clients.l.google.com United States = 15169

172.217.168.45 accounts.google.com United States = 15169

142.250.203.97 googlehosted.l.googleuser United States = 15169
content.com

239.255.255.250 unknown Reserved 7] unknown

172.217.168.3 gstaticadssl.l.google.com  United States £S5 15169

5.101.45.5 localchicks3.com Russian Federation - 209813

Private

P

192.168.2.1

127.0.0.1

Copyright Joe Security LLC 2021

Label

safe
safe
safe
safe

safe

ASN Name

GOOGLEUS
GOOGLEUS
GOOGLEUS

unknown
GOOGLEUS
FASTCONTENTDE

Link

Browse

Reputation
high

high
unknown
high

high

high

high

Reputation

high

high

high

Malicious
false
false

false

false
false

false
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https://www.virustotal.com/gui/url/00f9ef7b16ce4485b6edea91a3605ec57ad2aeb8391a8f1f1acc0c8b671d204e/detection/u-00f9ef7b16ce4485b6edea91a3605ec57ad2aeb8391a8f1f1acc0c8b671d204e-1624610838

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 533071
Start date: 03.12.2021
Start time: 00:46:46
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 4m 31s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http://https://localchicks3.com/?u=41nkd08&0=8dhpkzk
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 14
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal48.win@22/144@4/8
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI
Warnings: Show All
Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains
No context
ASN

No context
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JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ

MDS5: A78AD14E77147E7DE3647E61964C0335

SHA1L: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6..."..Z..49....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0f8cacla-4541-4c23-befc-0529dfc91d71.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit):  3.748374025106193

Encrypted: false

SSDEEP: 384:jTcjDhmsItCPUNPrsv7h3kjlcHVYGA/r6FbTx8IBBwranmy1mxvTncON97NS1nut:MKNdSZccsejn518PbusK3RTIn

MD5: E34EEA1633EF7CB73D2F026BE81FB6B5

SHA1L: B87819787F6E962290ECEC6D1738C70DA73B2017

SHA-256: E2BE91AFDE9A13C586D9936BA9197A6DBBFOC857D65EC47A803F25DCDFD5D385

SHA-512: B32E30CFBD83395C25D6932F90EB1794E9BDAG3A4F63785E2CEA93205D96638863AD7CB87D4DF024CA331DC96A9B8D030E9AOFC55353854DDD6569B89CO55E
B

Malicious: false

Reputation: low

Preview:
0j. ..C..\.P.R.0O.G.RA~1\M.I.LC.R.O0.S.~.1\0Offic.el6\GCRO.O.VEEX.D.LL.P.L...%.pro.gram.files%.\m.cro.s.o.ft .officeloffic.e

.g.r.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*. .Micr.oso.ft .O.neD.rive. for. B.usines.s. Extens.ions....16..0..4711..10

.m.m.o.n. .F.i. U/..%.c.o.om.m.o.n.p.r.o.g.ra.m.files.%.\mic.ro.s.oft shared\o.f
ficel6.\...msoshext.dll..Micros.o.ft Offic.e.)..Micros.o.ft Office. .Shell Extens.ion. Handlers.....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\2732baff-8fd4-4365-9b57-3693d4a3f5da.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 388256

Entropy (8bit): 6.014609883465329

Encrypted: false

SSDEEP: 6144:j5xe1jxhfMp3ylz8Acx6ZaurE5/EDnJpAI9SeefNqWF4iVx/9LPeq/1LHmM/dBX:dkxhailgxzurRDn9nfNxF4ijZVtiIBX
MD5: BEF160CF46669F3E6EFEC106BDFSEDBO
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C:\Users\user\AppData\Local\Google\Chrome\User Data\2732baff-8fd4-4365-9b57-3693d4a3f5da.tmp

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

D0646512CA62C6032EBAD768D1E5B3B2820D6043
704BFEF24DD28DE532C6AFES3BA9FF5CODAAF3DOAGAESBBCEAESEA464D793126

D79653AA353D404BAAB69D34BC8871AB950A2A7B91BAABBA3CC1B5DF69B41BE409C83BCOA7A781EB52C65B05C066DB03F05A9144D15F6A8303A802F431D5E?
09

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.638521278205254e+12,"network":1.638488879e+12,"ticks":126175499.0,"uncertainty":4177312.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]ByYxXIY/Ds1S6cdCxIW6iSr1Qfjo
KIVKOVEQ4EAAAAAABAAAAAAJGAAIAAAADIPMfiGKWkdrfUu+zeMpOLPS1eDxLpcgjYP2R/nde CNXMAAAAK+RpovfP6INtBSNOpQgPMjPTyt2T1WPeru9i3yP05
ZNVEjOUCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4AM8HFpybOBpréaxpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13282994875623

C:\Users\luser\AppData\Local\Google\Chrome\User Data\78d0a256-e6c2-4374-a79f-5a10999d362a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

388256

6.014609883465329

false
6144:j5xe1jxhfMp3ylz8Acx6ZaurE5/EDnJpAl9SeefNgWF4iVx/9LPeq/1LHmM/dBX:dkxhailgxzurRDn9nfNxF4ijZVtilBX
BEF160CF46669F3E6EFEC106BDF8EDBO

D0646512CA62C6032EBAD768D1E5B3B2820D6043
704BFEF24DD28DE532C6AFES3BAIFF5CODAAF3DOAGAESBBCEAESEA464D793126

D79653AA353D404BAAB69D34BC8871AB950A2A7B91BAABBA3CC1B5DF69B41BE409C83BCOA7A781EB52C65B05C066DB03F05A9144D15F6A8303A802F431D5E?
09

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.638521278205254e+12,"network":1.638488879e+12,"ticks":126175499.0,"uncertainty":4177312.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQIlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByxXIY/Ds1S6cdCxJW6iSr1Qfjo
KIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFiGkWkdrfU+zeMpOLPS1eDxLpcgjY P2R/ndeCNxMAAAAK+RpovfP61INtB5SnOpQgPMjPTyt2T1WPeru9i3yP05
zNVEjOUCRDWfONruG9ricX 1IkAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0OBpr6axpi+zmMIXt76noTOxFzKN"},"password_man
ager"{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13282994875623

C:\Users\luser\AppData\Local\Google\Chrome\User Data\83f46ae8-9c54-41f5-a52b-4693d0152fb2.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

388256

6.014610247054415

false
6144:p5xeljxhfMp3ylz8Acx6ZaurE5/EDnIpAl9SeefNgWF4iVx/9LPeq/1LHM/dBX:jkxhailgxzurRDnInfNxF4ijZVtilBX
F443D1CDAA5596008199829153B774D1

23C8FA99BE63565A24CA826593B8EOF904C33085
33D0000E09A4109D6B396B2323CFF066B892C08A489F0330C30656157E64415E
F6E112B9CI9CF1BE00B7984D720BDC21B6CD33920590152B528C26C1E28BABBD2AC1349851912ABDBD10582208272CE7D064FF49B6564F5929EEF27915997F23!
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.638521278205254e+12,"network":1.638488879e+12,"ticks":126175499.0,"uncertainty":4177312.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCT7IWC]ByYxXIY/Ds1S6cdCxIW6iSr1Qfjo
KIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMIIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK +RpoviP6 INtB5nOpQgPMjPTyt2T1WPeru9idyP05
ZNVEjOUCRDWfONruG9ricX1kAAAADBIKIQIKY2z38GdfaF 7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075886763"},"policy":{"last_statistics_update":"13282994875623

C:\Users\user\AppData\Local\Google\Chrome\User Data\8db9532e-ch50-43bc-9cb5-402c849560a9.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7488054303280216

false
384:ITcjDhmspqtBVyIPuNPrsv7h3kjlcHVYGA/r6FbTx8IBBwranmy2ImxvTncON97u:BgKNdSZ0csejn518PbuSK3RTJIg
3A015A0233CFFOCEFC37DF46A343B613
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C:\Users\user\AppData\Local\Google\Chrome\User Data\8db9532e-ch50-43bc-9cb5-402c849560a9.tmp

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

99299606829D85DEAFF5CA437766EEBF397B85B0
OBF6B19A075A8392506E414E0EE3E1672E3DCE61CC23522EB73DB78A30AC0622

0A1D81D5FD316A264331317D61C2D7CA4C238AC85B583F98BDDCO33C5AFF70A4A39990AEC88CFBE4DDB8F5178EC826FA2C44D7E88DE4C855DC7C2BBC445C
7C7

false

low

B APUR ...C..\.P.R.0.G.R.A~1\M.I.LC.R.0.S.~.1\.0Offic.el6\GRO.O.VEEX.D.LL.PL...%.pro.gram.files%.\m.icro.s.o.ft .officelofficelb\..
..g.ro.ov.eex..dll..Micros.oft .Offic.e..2.0.1.6..*..M.i.cr.o.s.o.f.t. .O.n.e.D.r.iv.e. for. .B.us.ines.s. Exte.ns.io.ns...16..0..4.7.11..1.0.0.0...*
...C..\P.R.O.G.RA~1\M.I.C.R.0.S.~.1\0.ffic.e.l.6.G.RO.O.V.EEX.D.L.L...Micro.s.o.ft .C.orp.oratio.n..L8.D..C..\P.ro.g.ram. .F.iles\C.o.mm.o.n.
.F.ile.s\M.i.cro.s.oft .S.h.ar.ed\O.FF.ICE.1.6\ms.os.hext.dll..@...U/..%.c.omm.o.n.p.r.o.g.ram.file.s.%.\m..c.ro.s.0.ft .s.h.ared\o.ffic.e.l6.
.m.s.o.s.h.ext..dll..M.icro.s.o.ft .Offic.e.)..Micro.s.oft .O.ffic.e..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C..\.P.r.o
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Datal919935bc-4a14-4468-88d8-527317cfa2b5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

391828

6.026542480954977

false
6144:s5xeljxhfMp3ylz8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHmM/dBX:+kxhailgxzurRDn9nfNxF4ijZVtiIBX
8DA336070D5BOE15A44DFC61B380DFEC

AB7906A13FD914AE8F06C87FC58244B92839AE7C
6COEABEC5E965C41A4615A2172F560EDSDBAB4D109DD3477F3851A146A50438C

0C53E9A4F92518CA543CEABBOA1AFG677E6F645492BA2F981AAD3B13AAED94463A6484F3EC47D62C2D50C582274578 CAF72AADF29705EA725D628F801C762D+
0

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.638521278205254e+12,"network":1.638488879e+12,"ticks":126175499.0,"uncertainty":4177312.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByxIY/Ds1S6cdCxJW6iSr1Qfjo
KIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMfiIGkWkdrfU+zeMpOLPS1eDxLpcgjY P2R/ndeCNxMAAAAK+RpovfP61NtB5SnOpQgPMjPTyt2T1WPeru9i3yP05
ZNVEjOUCRDWfONruG9ricX1kAAAADBIKIQIKY 2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOXFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075886763"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9b3f0d4c-7e53-4259-a937-bb7d3603859d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.74909465005972

false
384:1TcjDhmspqtBVyIPuNPrsv7h3kjlcHVYGA/r6FbTx8IBBwranmylmxvTncON97NW:xqKNdSZccsejn5I18PbusK3RTIW
0BODBB614B9C9E74EAF17613B135CFBE

AF28EBAED49BCC7E153D95F3A32C80EF4ADEFODA41
7D99221868FC7448C3FAOF8F32586D5DCBD76B748D6C599E65533CB6C524D72C

6CC6BIC5E40B2757EC58BFCBOEEE7CF948EB6CAEL731D77C276EDAAG89DC38D399853A80E309AA282638B00F7AA032181EB3B0OA2A9CA020D7A6DACBF12AFE
FC3

false

low

o TR *..C.\P.R.O.G.RA~1\MIC.R.O.S.~1\0.ffic.el16\G.R.O.0.VEEX..D.LL.P..[)..%.p.ro.g.ramfiles.%.\m..c.r.o.s.0ft .officeloffice
.1.6.\...gro.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.Micr.o.s.o.ft .O.neD.rive. for. Bus.iness. Extens.ions...16..0..471.1..10
.0.0....*..C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0.fficel6\GRO.OV.EEX.DLL..M.icros.o.ft .Co.rp.oratio.n..L8.D..C:\P.ro.gram. .F.iles\C.o

.m.m.o.n. .F.iles\M.ic.r.os.0ft .Shared\O.FFICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles%.\m.ic.ro.s.oft share.d\o.f
fic.e.l6. .m.s.o.s.h.ext..dll..Micro.s.o.ft Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

40

3.3041625260016576

false

3:FkXYDu6cR9N:+Y66CRI
7A9D405E9218ED86C7ED3BB729DAA896
E5BB69E833231B755B20E5A0C9B2392D8B923C66
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

SHA-256: D83D002DFE4F96C43A6FBF24FC7AA739945731ABDEC2AFB53EDDCE2D2D87D6AF

SHA-512: F34290BF6A4B1AA63F47436C0788FC1DAC7B970A1861EF1D1891826FD3DFDOFD484A900E23A3024C19CA93DEB42BF8B5BC7ASE159362A4C3A36AE8D47C8551/
7

Malicious: false

Reputation: low

Preview:
SAPC...ovcveiciie 8...7E."..N_.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3c6e2434-2913-4515-989c-12badc90ce9d.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 17092

Entropy (8bit):  5.583756973155396

Encrypted: false

SSDEEP: 384:8B5tsLIxeXP1kXqKfipUZNCgVLH2HfDOrUyuZ4y:7LIOP 1k XK f/pUZNCgVLH2HfRrUTZx

MDS5: 48637291BE5SA4BB6765E5C891671A3C8

SHA1L: 25C15D23133BEA3F3144F28E5C0BI3CF1E09FCE2

SHA-256: CDCO0143A99ED2D1D36BC369EECB8FD7AF530590725E66F8E825218E939BFD76C

SHA-512: 8EC232F82FC8862020583364A15FBIF3A05C3E5B052B72F56BF5EDIBEE752E3055237478C9D45821737375D41B81DF18E63532513C8BFF82AB3EA4C393672290
Malicious: false

Reputation: low

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282994875956713","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mzVG

ij]SOAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3f744f69-b5a9-488e-91b9-1b730e87768b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5078

Entropy (8bit):  4.973124064448462

Encrypted: false

SSDEEP: 96:nJrGg6hb9pSKIxIk0ICKL8dk611hbOTQVuwn:nJr+9pSHCAKOKER

MD5: 48DAES5989C03D5D85C49A3A63702F387

SHA1L: CDB26EFE2566D03DA045C709D7DF578B37CD28E1

SHA-256: 372890CDOEF72175ADCA1B08CC46F18050C686DC67811667D2266332D03FOFES
SHA-512: 923ACE512E3A41833E3FB6B46507D49DCB024F37503156538E7142E661BFFD0O309BE952F4FD415A2977219224C3127458093D36ED23B991991DE401CF7A6F843
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282994876511568","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time™":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length*:[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"," 0","0","0"
,’o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length™:["0",

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8efd3cf1-593a-4a44-9654-3eec37a10089.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2693

Entropy (8bit):  4.871599185186076

Encrypted: false

SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQIltFsym6zs6zMHWLsSZMH5YhV:+GDGTHGmMGHDW1/nOlbmOGIGGhVD

MD5: 829D5654ADF098AD43036E24C47F2A94

SHAL: 506C8BA397509BA0357787950C538C1879047DF3

SHA-256: 4D0B852D18FCA5C1A712904CF6DB3811FB905E86D8A7508A2D42F9C8D68E2211

SHA-512: D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBEOA56D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8efd3cf1-593a-4a44-9654-3eec37a10089.tmp

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[1,"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog

leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9ed84752-bb26-4890-9¢c40-6fb340d95007.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 5078

Entropy (8bit):  4.97261989618514

Encrypted: false

SSDEEP: 96:nIrGRGIpSKIXIkOICKLBAkE11hbOTQVuwn:nIrRIpSHCAKOK6R

MDS5: 4CF4405C8731FA6B97D82AAAB854B19EA

SHA1L: 388375947EE5449FCD524EF8A3DCA7C1EB8CF885

SHA-256: ODFF14BD54C7BFDD008CDE02B5E7208F58E49247D90144307113753B52EBB533

SHA-512: 23D496D5D6399AA4620095387C1FCBE952D77D5FEF22E8FB29ECAECB6ASBCCFEL9E7627D6EE2D015EE196D90CI86AB4BC7C1E62CEOF654BD20D18D0023E5B2
c2

Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282994876511568","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time™":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 336

Entropy (8bit): 5.1774455735462945

Encrypted: false

SSDEEP: 6:mwwSIB+q2P923iIKKAKIRXXTZIFUtbwQbWZmwJIw2VkwO923iKKAKIRXX5LJI:WSIB+v45Kk7XT2FUtsEW/+2V5L5Kk7XH
MD5: 9820EO0FB1F85B3615B6374E1D49BEE46

SHAL: 0F342E68BOCEESADC7C22969630D18C236B31CD2

SHA-256: 6E4C784BABD84DDB861724787C1E72104D6B7E68DFEF4569B4C1D8061AAD811A

SHA-512: 985C9DA386B6892E6FF6A9C29D8D31F31FOE1C1885EDFOD8FF2D9885105668A2EFB693D9FFFDCFAG351890975FCEG654BF6479A997EC881B5D23C7C3B6C4B99:
Malicious: false

Reputation: low

Preview:

2021/12/03-00:48:14.315 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
12/03-00:48:14.317 1bcc Recovering log #3.2021/12/03-00:48:14.318 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 336

Entropy (8bit):  5.1774455735462945

Encrypted: false

SSDEEP: 6:mwwSIB+2P923iIKKAKIRXXTZIFUtbwQbWZmwJw2VkwO923iIKKAKIRXX5LJ:WSIB+v45Kk7XT2FUtsEW/+2V5L5KK7XH
MD5: 9820E0FB1F85B3615B6374E1D49BEE46

SHAL: 0F342E68BOCEESADC7C22969630D18C236B31CD2

SHA-256: 6E4C784BABD84DDB861724787C1E72104D6B7E68DFEF4569B4C1D8061AAD811A

SHA-512: 985C9DA386B6892E6FF6A9C29D8D31F31FOE1C1885EDFOD8FF2D9885105668A2EFB693D9FFFDCFA6351890975FCE654BF6479A997EC881B5D23C7C3B6C4B99:
Malicious: false

Reputation: low

Preview:

2021/12/03-00:48:14.315 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
12/03-00:48:14.317 1bcc Recovering log #3.2021/12/03-00:48:14.318 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.160179159260059

false

6:mwwy+q2P923iKKdKyDZIFUtbwY mWZmwJIwOVkwO923iKKdKyJLJI:Wy+v45Kk02FUtsY mW/+OV5L5KKkWJ
5B482C71B8646C8161C26F4E9ASFDB74

3E3F2AF225677B087DF1EDC26297A6E1EC1F4336
30F6C202669FABF5776702FF017C583729655BD20E035206674FCEDA953CF324

E5A2CD491E63C4E5D46BDAC30B7DDA8345926905AC9A758B263EESD49ECCBC6526C16D0D7B432E3DF94796A062AA5919664AA8875BEB11E1D179F033074777
9

false

low

2021/12/03-00:48:14.307 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/12/03-00
:48:14.309 1bcc Recovering log #3.2021/12/03-00:48:14.310 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.160179159260059

false

6:mwwy+q2P923iKKdKyDZIFUtbwY mWZmwJwOVkwO923iKKdKyJLJI:Wy+v45Kk02FUtsY mW/+OV5L5KKkWJ
5B482C71B8646C8161C26F4E9ASFDB74

3E3F2AF225677B087DF1EDC26297A6E1EC1F4336
30F6C202669FABF5776702FF017C583729655BD20E035206674FCEDA953CF324

E5A2CD491E63C4E5D46BDAC30B7DDA8345926905AC9A758B263EE8D49ECCBC6526C16D0D7B432E3DF94796A062AA5919664AA8875BEB11E1D179F033074777
9

false

low

2021/12/03-00:48:14.307 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/12/03-00
:48:14.309 1bcc Recovering log #3.2021/12/03-00:48:14.310 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

45056

0.1416939542709061

false
12:dkygMg1N4gp31RAeDel4J1TinNz+DyoVtvqvoEROwWkusZ909Fn7CXYoFajWw2F:ddgMg3IRAeDelGknd+Djtvg/4wk84kx
F596A3E83F10045A4EBI9B5BSECBFIDE4

13388314C739819BFCE4138DE8A20194692DBF58
8F34D2C645447D09FB873B3AAEF2F2BD0B6B558C3C1C74E44033B21E756705C0
A3A2B13344EC86A9BIF51D1AA516A296BB1029DFFF47302243D5933E2D85223D66F941543ED4F6BED7179F91C78A0C8BDF540BE1F1F180A2C18C4C6476B8333:

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.12887439094763625

false
48:KUq7nMg9eK+uQQfXOwvjLh1TYttr/4+IN/4A+LPqSpWMaJhPk73JPu0:Kd7MieAF3gJ/rzPCeTRu
CBC9095D9F8B18DBDD3FDEE744F8108C
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

OEDB6AF296800D43080B561A7C528C8686557337
E3CB72A6EC61B8D1F8B87DC18AASEO8E334EC8304E744A52C6DB359974694738
CF465EF710FD6E4A55417257706F01E812F3561C7C9C10A54B4BFA4C5CCOD026FAC394FC1103AD774F5F6A246E57ACBD1D826C415344BD8C3422FFDD1F4726/

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1056768

0.6297568945020602

false

768:gUItVIt+ItIUItUItXIT ItWItqItSP/XC5ItP5It3ItHItS It gtEP/
2EB12D1C559C2BOE84B4F9CDAACB176B
1EE4E77654345444420BBA22DFB152123541AB1B
DODE292FA1E65F1500B12741B76E7A53654998C8D373EC8F237FDF627A8A4B59

BDBDDDECB1E61B4B5107D48393E98B12FAA31865E6AC249064F88F43FFOE6681A7CACO6E3C46E973CD433B2B1DBFBD6F9171D39EACF97D018080741C1C25D¢
E8

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

4202496

0.14630972521698926

false
768:vL/114JtriTpM3KPWJItRwWwb4GjFznInJGoJMNHNACxxYV1+3nwx160qh/kmjgRxM8:B1KUVY4GtktdCxxA11lh/kmjgRxMxU
DF53CC1892CD4F2347684E998D865ACT

2E11455DC7099FDFABESFFC48BF7EA36F0A50756
A23B12084B2C2253209FE9FB725B64E4ACD5F871B8476E6A8264D49326639CF6

491D2F32AA8A44CAE74081A634CBFCDD6CAB20E9EFC6811A2C3BEC786BB25B703F66F65DCD68C97467C2B2A13F85F855726E4E65585702F7D41917FALIAELAD
4

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

20480

0.600665000075401

false

24:TLygJLbXaFpEO5bNmMISHN06UwcQPx5fBOokEhc2qr5oRan: TekLLOpEO5J/Kn7U1uBfkEO2qr50An
6E696EAE4A20C105A6693FBOEADFGF88

3DF1DF05D33A51892074F216B2F4D008419B56AE
E35B392C098FD1EOAOAD76BF8154741D91CD662F734D86A27906B74722507BA5

CF52BC86E8D2629DBC8B0544466F3A8FDFB31CE0101DBDB77D76837FC89C1297E27719BDCE17BE771C81410416A69FE399ACA9C20113A5E9B49E88F26C4264!
0

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Preview:

SQLite FOrmat 3......@ .vveeeeiiieeeee s Covoen Lo R TP PP O PRSP P R UPUSRPRPPN

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 37144

Entropy (8bit): 2.3159020325326685

Encrypted: false

SSDEEP: 96:34CZW71z9yaUQR3uZOMgRKiol37Gm2SEiFCicgJ:3RZABYDQBUMMiKHIrGUEGCzgJ

MDS5: 51AE341E1510B39598DA99A2ES507EALC

SHA1L: EBA10681B7132CF73E400BA635310C615E690ED4

SHA-256: 3258C621301FE37E22F589B0C2BAD45DAF729D2AEF0AA21D79DBB5681ABDFB28

SHA-512: 98E60C88FAAID7E25A4739F3CCA865FCDF4B6A37CB9229EBIA3C36F331D1211E5F8435A4BB8037EO00E7E2A1134074D5664B3F42716D74BFD4F72D390963ED41

Malicious: false

Reputation: low

Preview:
SNSS. ot e Loy $...b4052e8f 9ef3_4a6f a655_e894d3743c45.......cccveeennne. B
.................... 5..0.......&..{2F4F8386-A58B-4B0C-A17B-2FAAF764E551}... ..https://localchicks3.com/?u=41nkd08&0=8dhpkzk.......G.e.t. .L.a.i.d.
.T.o.n.i.g.ht FET TP PP PRSPV ho.... BT PR TP TPRURTTN o Xevoiiiiiiicieee b hititpesii/Lo.caal.c hi.c ks 3.
c.0.m./.?.u.=4.1.n.k.d.0.8.&.0.=.8.d.h.p.k.z.k.. )
...... 0PN

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 8
Entropy (8bit):  1.8112781244591325
Encrypted: false
SSDEEP: 3:3Dtn:3h
MD5: 0686D6159557E1162D04C44240103333
SHA1L: 053E9DB58E20A67D1E158E407094359BF61D0639
SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
Reputation: low
Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 297

Entropy (8bit):  3.5463808523880833

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCT5z/t2qoEwhXeLKI:gWWWWWWWWWhbopXeLKI

MD5: 746483DOFEBEDA6169B2CEB1EB3AOEF7

SHAL: 2304971D31B736FE61A32COE3CF8B5CC5232E101

SHA-256: 62CC0023396BC8E5DBB1B6C4AB4E46FD7CA314096BB07593033DF3DB7E869B77

SHA-512: 7F22DE5SE98DESCIAFID2990BF4F4F792240A7A01F32318C63EDF2ACI9B6661D8C49ABFFODC1AEGF0214607622451C187A551DDADCBC9248D726E829273D3BB6
A

Malicious: false

Reputation: low

Preview:
F5 F5u f5u F5u F.5 F5u f5 f5u f.5u f.5u i LW Sgdaefkejpgkiemlaofp

almlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 322
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.206207912658474

false
6:mwn+jFN+q2P923iKKdK8aPrqlFUtbn+vZZmwJn+49Vkw0923iKKdK8amLJ:0jOv45KkL3FUtah/wq5L5KkQJ
6BOC7E11691504D875C13CD588C47E17

77D51461D1535A7FCD81770F7957FC268E95EA37
09182FF7AD94E36095918711CC8B8CBECAA7FE7325D28CDAA67DB7944CF3A382

5900A841FCA1E7BE7334B3B38E95192ACF08801E68A9A76D7CFOE9428DF2CDB922D5EC59CFE345670E65593300BE914COCE9DFF5BIDC4775920DCFA2029A1C
4

false

low

2021/12/03-00:47:56.674 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/12/03-0
0:47:56.676 1128 Recovering log #3.2021/12/03-00:47:56.677 1128 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

322

5.206207912658474

false
6:mwn+jFN+q2P923iKKdK8aPrqlFUtbn+vZZmwJIn+49Vkw0923iKKdK8amLJ:0jOv45KkL3FUtah/wg5L5KkQJ
6BOC7E11691504D875C13CD588C47E17

77D51461D1535A7FCD81770F7957FC268E95EA37
09182FF7AD94E36095918711CC8B8CBECAA7FE7325D28CDAAG7DB7944CF3A382

5900A841FCA1E7BE7334B3B38E95192ACF08801E68A9A76D7CFOE9428DF2CDB922D5EC59CFE345670E65593300BE914COCE9DFF5BIDC4775920DCFA2029A1C
4

false

low

2021/12/03-00:47:56.674 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/12/03-0
0:47:56.676 1128 Recovering log #3.2021/12/03-00:47:56.677 1128 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1368

1.8784775129881184

false
12:qWWWWWWWWWwWwWWwWwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwWWWWWWWWWWWWWe:
6C88FEEDEE47B405DCBB87ABEBC47027

C28BOEB68BAB44D7D6F514351A3BDFCD70A3941E
153DDD24CD5DBCA43DC2071DDF4BE156DCBF32FB3338A2815023358A9740F708
A78C7A534278ADF5D741C721D7109E0E421C3C43EFOE3E4265E9A9BA9AECDBE1FC14268183CESCCA79523D1B1554AA29E708DF54023720D37929658359E242A

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

322

5.192479069967972

false
6:mwnOHN+gq2P923iKKdK8NIFUtbnnFXZmwJnIF3VkwO923iKKdK8+eLJ:GHIvA5KkpFUtRX/vw5L5KkgJd
AA1F88D7B1EBF80F348A5525EFEB8504

12FD1F62033636051E0F775320FF5E24EB351CBB
B5DD4FBC0980A002E25153753D1F7904A71B86A6329C9CADCDF123BF9C73317B

4D9DDFB8071CFB11518E7CA4BE6ASB56AF40A19171737C2505CEEA954C9FD398002AE73DFB3B06DC3033D9BAD477D665EB44CA70B2ACB884E2191861886B12
CF
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Malicious: false
Reputation: low
Preview:

2021/12/03-00:47:59.529 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/12/03-0
0:47:59.531 1128 Recovering log #3.2021/12/03-00:47:59.533 1128 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldMP (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit):  5.192479069967972

Encrypted: false

SSDEEP: 6:mwnOHN+2P923iKKdK8NIFUtbnnFXZmwJnlF3VkwO923iKKdK8+eLJ:GHIv45KkpFUtRX/vw5L5KkqgJ

MDS5: AA1F88D7B1EBF80F348A5525EFEB8504

SHAL: 12FD1F62033636051E0F775320FF5E24EB351CBB

SHA-256: B5DD4FBC0980A002E25153753D1F7904A71B86A6329C9CADCDF123BF9C73317B

SHA-512: 4D9DDFB8071CFB11518E7CA4BE6SASB56AF40A19171737C2505CEEA954CIFD398002AE73DFB3B06DC3033D9IBAD477D665EB44CA70B2ACB884E2191861886B12
CF

Malicious: false

Reputation: low

Preview:

2021/12/03-00:47:59.529 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/12/03-0
0:47:59.531 1128 Recovering log #3.2021/12/03-00:47:59.533 1128 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit):  1.8784775129881184

Encrypted: false
SSDEEP: 3:FOXIXNQxIX:qTCT
MD5: 51A2CBB807F5085530DEC18E45CB8569
SHAL: 7AD88CD3DE5S844C7FC269C4500228A630016AB5B
SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
SHA-512: B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF
Malicious: false
Reputation: low
Preview:
F5i f5u s

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit):  5.210766883521952

Encrypted: false

SSDEEP: 6:mwwGs+q2P923iKKdK25+Xgx8chl+IFUtbwGyAWZmwIwGRVkwO923iKKdK25+Xgx7:WI+v45KKTXfchI3FUtsOW/+wV5L5KKTM

MD5: 9C183114D5EC6BF1738A64CFE54FFEOC

SHAL: 8148DEF6766400DD773034D9F617450F04D95DDB

SHA-256: OCF04A9E7948304E33C233E01DAF8AB233E6AG6D0B616A9D7891AA6E281A8132A

SHA-512: D1A4046B2D6AA38B4DB3FE2F8A23BB5BCIBDD4ESE4CDC6BF380D13C06B49ED6361CEOSEA143A39521268434B302C538A393D6CD460B9132BE2A49FD2745CF!
4D

Malicious: false

Reputation: low

Preview:

2021/12/03-00:48:14.290 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/12/03-00:48:14.292 1bcc Recovering log #3.2021/12/03-00:48:14.293 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

374

5.210766883521952

false
6:mwwGs+q2P923iKKdK25+Xgx8chl+IFUtbwGyAWZmwJIwGRVkwO923iKKdK25+Xgx7:WI+v45KKTXfchI3FUtsOW/+wV5L5KKTM
9C183114D5EC6BF1738A64CFES4FFEOC

8148DEF6766400DD773034D9F617450F04D95DDB
OCF04A9E7948304E33C233E01DAF8AB233E6A6D0B616A9D7891AA6E281A8132A

D1A4046B2D6AA38B4DB3FE2F8A23BB5BCO9BDD4ESE4CDC6BF380D13C06B49ED6361CEOSEA143A39521268434B302C538A393D6CD460B9132BE2A49FD2745CF!
4D

false

low

2021/12/03-00:48:14.290 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/12/03-00:48:14.292 1bhcc Recovering log #3.2021/12/03-00:48:14.293 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

360

5.198368777921622

false
6:mwwKIN+q2P923iKKdK25+XuolFUtbwCmXWZmwJIwaiVkwO923iKKdK25+XuxWLJI:WmN-+v45KKTXYFUtsPW/+9V5L5KKTXHJ
4C8E50FA9084C539BEEDDA4F55ECAAA3

34D83BAFD6DBA23D18B4D3FOC8ACA75435C4F26C
3B2492124D4F46CB367A616E967FB4966246622A13A1DB8349658D5BB6F48DC3
BCIOC3AE7F806E83BB224D3FDAIAG1C5B6FA92051EB8814013AD064882ACB5C011FAEFBFA24954B34EAA46961398C3E42FD0477C5260598067648A8E8B6541CE
false

low

2021/12/03-00:48:14.259 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/12/03-00:48:14.260 1bcc Recovering log #3.2021/12/03-00:48:14.261 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old.. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

360

5.198368777921622

false
6:mwwKIN+q2P923iKKdK25+XuolFUtbwCmXWZmwJwaiVkwO923iKKdK25+XuxWLJI:WmN+v45KKTXYFUtsPW/+9V5L5KKTXHJ
4C8E50FA9084C539BEEDDA4F55ECAAA3

34D83BAFD6DBA23D18B4D3FOC8AC475435C4F26C
3B2492124D4F46CB367A616E967FB4966246622A13A1DB8349658D5BB6F48DC3
BCI9C3AE7F806E83BB224D3FDA9AG61C5B6FA92051EB8814013AD064882ACB5C011FAEFBFA24954B34EAA46961398C3E42FD0477C5260598067648A8E8B6541CE
false

low

2021/12/03-00:48:14.259 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/12/03-00:48:14.260 1bcc Recovering log #3.2021/12/03-00:48:14.261 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default'\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.189869792727976

false
6:mww9l0q2P923iIKKdKWT5g1ldglFUtbwYZmwJIwOpPkwO923iKKdKWT5g113ULJ:W20v45Kkg5gSRFUtsY/+0pP5L5Kkg59Z
591590943261590F51A1952F74D5060B

205D6B19386B32F08ABB3730FE94C987F5B95856
DF54FDA885CA77913ACABDI9EB366BIECCA9034A8B7E520290BF3DEFEBEE14C9

58165F1F80E6C8EBFAFBAEES5B0342FB8E16760AC42EFD3BBB79433A37F56DDE36COBA4659AE3D618AC0C32008F740CC7EDF105A5218DE40C9B56F82C5E58D/
2F
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Malicious:
Reputation:

Preview:

false

low

2021/12/03-00:48:14.157 1414 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Store\Encryption/MANIFEST-000001.2021/12
/03-00:48:14.159 1414 Recovering log #3.2021/12/03-00:48:14.160 1414 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.olddl (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.189869792727976

false
6:mww9l02P923iIKKdKWT5g1ldgIFUtbwYZmwJIwOpPkwO923iKKdKWT5g1I13ULJ:W20v45Kkg5gSRFUtsY/+0pP5L5Kkg59Z
591590943261590F51A1952F74D5060B

205D6B19386B32F08ABB3730FE94C987F5B95856
DF54FDAB85CA77913ACABDI9EB366BIECCA9034A8B7E520290BF3DEFEBEE14C9

58165F1F80E6C8EBFAFBAEES5B0342FB8E16760AC42EFD3BBB79433A37F56DDE36COBA4659AE3D618AC0C32008F740CC7EDF105A5218DE40C9B56F82C5E58D/
2F

false

low

2021/12/03-00:48:14.157 1414 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/12
/03-00:48:14.159 1414 Recovering log #3.2021/12/03-00:48:14.160 1414 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

118784

0.5247413170148989

false
96:F/MAZJg9sm03pU+bDoYysX0uhnydVjNIDLGQLBE3U/G:F/MAZJfO+bDo3irhnydVj3XBBE3U/G
DDD9D76696D54F59CCC6B88D7994807C

595B08580F33231F87ABA596AAB7ABEDA2546F22
8E6309E782269DB380F68436F063E2B4374A34604BF65FEC73353226842F2555

E1F2BB2CCDAO50E0466F0CF6489E93657874928EFB9B4559E1DBA31D7D9037DCFESECEB5CE06DDA5FC17E50C04747CB152ECEDO0AS8F63669912050F64A5B4
C

false

low

SQLite format 3...... PP PP PSP PR PR PP

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

801

5.461290487624289

false
24:WQI2KwoLhBB5QIK4YC1jY78BJgskfa9i95GaEDjiYcE8053IrD/:32KLhBdK4YC1nUBdED]iYCESE3IrD/
18A7E615B571A068517CA14C84A66994

DA5AC291B96F103F40530B8BC1687FBD9D059C35
CC64C818EEFECOBA3871A4AECFEDG66A345BA28F2F9E69F0B1FDODF147713083B

B5BA7CBBAB905C016B1293EDC3AD4D5CE83EFA633277DCD30827DD8A74D3DAAB0156E75EEF85BC8E2CA0AG5A26137CABESDOB723BF7C524AFFEL38A2BF99
3122

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8720

0.21877385907302488

false

3:t4/n3lljg7 A/mhWJFuQ3yy710WUvIn4/dweytlirEQSFcTp4AGZVVIRUIk:ss75f034/d0Xi99pG/O
4445BE1DEE31EDA8B3EF248EF96560EB
F7C2B86BF078E7BE16F922827C3248EE4D93E08A
DF1D1C165EB270033AA7B68BCDE6G8BID848A403F261A77D145FC81CEB5E38570
5FDA452CD5BDOEE83939B28A60D60F3FB27805FF23B65CA4D68293F00EC8736A17097FC64677905F354076B1515E6110098670C6C4D19A2F0C5DF40780583150
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Session (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

37144

2.3159020325326685

false
96:34CZW71z9yaUQR3uZOMgRKiol37Gm2SEiFCicgJ:3RZABYDQBUMMIiKHIrGUEGCzgJ
51AE341E1510B39598DA99A2E507EALC
EBA10681B7132CF73E400BA635310C615E690ED4
3258C621301FE37E22F589B0C2BAD45DAF729D2AEF0AA21D79DBB5681ABDFB28
98E60C88FAAID7E25A4739F3CCA865FCDF4B6A37CB9229EBIA3C36F331D1211E5F8435A4BB8037E00E7E2A1134074D5664B3F42716D74BFD4F72D390963ED41

false

low

1. $...b4052e8f_9ef3_4a6f_a655_e894d3743c45..
....... ..0. ..{2F4F8386-A58B-4B0C-A17B-2FAAF764E551} ..https://localchicks3.com/?u=41nkd08&o=8dhpkzk.......G.e.t. .L.a.i.d.
.https..//lo.calchicks3..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Tabs (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.13181307469599

false
6:mwnl2eyq2P923iKKdK8a2jMGIFUtbnje1ZmwJnlIRkwO923iKKdK8a2jMmLJ:bv45Kk8EFUtnel/05L5Kk8bJ
2D79966ABEEB4C88F3EA9770FB38AEGC

A865ABA497CFBC4C2056AAF8A3EC09C716414789
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5E349FBBCDC16250C1D960A4895ED1EC425F9A0CCDIOE7CAOB4250ECF305B190
4A906D463DFCB96B3CA6CF29372F8BFBCFB135647C64684BB6F327D89F16139B4A388798F04E438463BF71D9D5D8A1325FD82AF6FB396B158235070D8A4D3C0¢
false

low

2021/12/03-00:47:55.917 11e0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/1
2/03-00:47:55.922 11e0 Recovering log #3.2021/12/03-00:47:55.924 11e0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagelleveldb\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.13181307469599

false
6:mwnl2eyq2P923iKKdK8a2jMGIFUtbnje1ZmwJnlIRkwO923iKKdK8a2jMmLJ:bv45Kk8EFUtne1/05L5Kk8bJ
2D79966ABEEB4C88F3EA9770FB38AE6C

AB65ABA497CFBC4C2056AAF8A3EC09C716414789
5E349FBBCDC16250C1D960A4895ED1EC425F9A0CCDI0E7CAOB4250ECF305B190
4A906D463DFCB96B3CA6CF29372F8BFBCFB135647C64684BB6F327D89F16139B4A388798F04E438463BF71D9D5D8A1325FD82AF6FB396B158235070D8A4D3C0"
false

low

2021/12/03-00:47:55.917 11e0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/1
2/03-00:47:55.922 11e0 Recovering log #3.2021/12/03-00:47:55.924 11e0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State.. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2693

4.871599185186076

false
48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLSZMH5YhV:+GDGTHGmMGHDW1/nOlbmOGIGGhVD
829D5654ADF098AD43036E24C47F2A94

506C8BA397509BA0357787950C538C1879047DF3
4D0B852D18FCA5C1A712904CF6DB3811FBI05E86D8A7508A2D42F9C8D68E2211

D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBEOAS56D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions"[],"expiration":"13248542600883925","port":443,"protocol_str*:"quic"}],"isolation":

[,"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog

leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":

[,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

336

5.197964316694725

false

6:mwnDt+q2P923iIKKAKgXz4rRIFUtbnwnXZmwJInTVKkwO923iKKdKgXz4q8LJ: Sv45KkgXiuFUt8X//5L5KkgX2J
A276811239E8796BOSEODE39A94DEF21

4A2C268F26294089E7F295BF44D388820FB4CF14
1AE5148087EC7CFE7BD5AA272DD730D003D314D64EAAG61B40039499BDE298C57
67B82761A62D3025B459BB2DAFAC0859BBFFE9AL6E1812D9F91D9855DA3A78BDEB3482DF3E1823C65814063EB031AE08409ADD292DD958F10C51C2902443807
false

low

2021/12/03-00:47:56.741 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
12/03-00:47:56.760 1128 Recovering log #3.2021/12/03-00:47:56.761 1128 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.oldi: (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

336

5.197964316694725

false

6:mwnDt+q2P923iKKdKgXz4rRIFUtbnwnXZmwJInTVkwO923iKKdKgXz4q8LJ: Sv45KkgXiuFUt8X//5L5KkgX2J
A276811239E8796B0SEIDE39A94DEF21

4A2C268F26294089E7F295BF44D388820FB4CF14
1AE5148087EC7CFE7BD5AA272DD730D003D314D64EAA61B40039499BDE298C57
67B82761A62D3025B459BB2DAFAC0859BBFFE9A16E1812D9F91D9855DA3A78BDEB3482DF3E1823C65814063EB031AE08409ADD292DD958F10C51C2902443807
false

low

2021/12/03-00:47:56.741 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
12/03-00:47:56.760 1128 Recovering log #3.2021/12/03-00:47:56.761 1128 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5078

4.973124064448462

false

96:nJIrGg6b9pSKIxIkOICKL8dk611hbOTQVuwn:nJr+9pSHCAKOKER
48DAE5989C03D5D85C49A3A63702F387
CDB26EFE2566D03DA045C709D7DF578B37CD28EL
372890CDOEF72175ADCA1B08CC46F18050C686DC67811667D2266332D03FOFES
923ACE512E3A41833E3FB6B46507D49DCB024F37503156538E7142E661BFFD0309BE952F4FD415A2977219224C3127458093D36ED23B991991DE401CF7A6F843
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282994876511568","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group 'should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0 "0","0","0","0", ,
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", ,"0","1538886"],"daily_received_length":[" 0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

modified

36864

0.6237357069927731

false
48:TUIopK2rINVr1GImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGUI1cEBwe:wIEIWQF8mpcSast
8BED56726BA856DC9271518C5209B312
1FC85D9ADAEFFDB77DCA5EFC477267BC314FF5D6
A79D055C08DDEFFDC91F74EB52A0C2D1AB8AEALBSC335F55FFESBE490BD3A7B4
43FBDBDOD87B4CF919FA6607741A139AB2C3962779AC790F746FC64F2F5E7078F7F6FAEAB2E35FC034506C3E60FB3C2F1E4D897C06B138FE2846955D8C5E5DA
false

low

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

17092

5.583756973155396

false

384:8B5tsLIxeXP1kXqKf/pUZNCgVLH2HfDIrUyuZ4y:7LIOP1kXgKf/pUZNCgVLH2HfRIUTZx
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

48637291BE5A4BB6765E5C891671A3C8

25C15D23133BEA3F3144F28E5C0BI3CF1E09FCE2

CDCO0143A99ED2D1D36BC369EECB8FD7AF530590725E66F8E825218E939BFD76C
8EC232F82FC8862020583364A15FBIF3A05C3E5B052B72F56BFSEDIBEE752E3055237478C9D45821737375D41B81DF18E63532513C8BFF82AB3EA4C393672290
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282994875956713","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesK (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.57798861251247

false
384:8B5tJLIxeXP1kXqKf/ipUZNCgVLH2HfDOrUDRBZ4b:QLIOP1kXgKf/pUZNCgVLH2HfRrUDzZY
5391290A22B1BDEB9DEC2B76E7CE9CO08
EB5AF2DB798CEB8DFD24D5C55B67FE5C9A579520
1710E1D3E5576C45AAA58D0D7B56D829F68B4A3282F75ADACB6215937C11645F

18065EF641B155F4D71947276CC1ECFE919FCB1E50855F41BAC29C04B874472D727ECAOBD336648E8E5C1B4E0699D462B4B7EAGB0178FFFA338DACOAD2A849¢
7

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282994875956713","location":5,"manifest":{"a
pp"{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome." ,"icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWKVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

346

2.5144888658965625

false

99EB4F3410780D4F7C9F432F5CC23F74
186C87877609C9F2B5F44BBC3FOEECE2E096F842
F6644A9BB1515338C075E4566E5A4862E68CEC526012120AB1269A36C1F2855A
986ED64FA359668606A5E6B7528D09244CD0093097A8F8B701A8108DE20D7F7CB09BEFCBB5653CFE1A0C32813020B5646A278CABIE4DSDE2F2E40DD2492037C3
false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

322

5.164197949671272

false
6:mwnZPGHN+q2P923iKKdKrQMxIFUtbnzmZZmwJInhVkwO923iKKdKrQMFLJ:L+ov45KkCFUtS/t5L5KktJ
6D7C9AD70211908ACF16DA9830468054

877CDD37AD73356F6D5A8405417C6E7C2FC571DE
E5B30EBB2DAE376B0A7909984CC60BF459C8F84CCA9E2CF032AD31684D8E3727
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

SHA-512:

Malicious:
Reputation:

Preview:

DA8CO0DF3CCEF8B2A9BCE7ECES0852720652519B124F6CO6EC3EE8252BED9C7425D9E6C117CFB5864917FE7B56F2F1F2ES81AB0677456F4EOEADGF9996B3A8
9

false

low

2021/12/03-00:47:56.510 13c8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/12/03-0
0:47:56.512 13c8 Recovering log #3.2021/12/03-00:47:56.513 13c8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.oldMP (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

322

5.164197949671272

false
6:mwnZPGHN+q2P923iKKdKrQMxIFUtbnzmZZmwJInhVkwO923iKKdKrQMFLJ:L+ov45KKCFUtS/t5L5Kkt)
6D7C9AD70211908ACF16DA9830468054

877CDD37AD73356F6D5A8405417C6E7C2FC571DE
E5B30EBB2DAE376B0A7909984CC60BF459C8F84CCA9E2CF032AD31684D8E3727

DA8C90DF3CCEF8B2A9BCE7ECES0852720652519B124F6C06EC3EE8252BED9C7425D9E6C117CFB5864917FE7B56F2F1F2E581AB0677456F4EOEADGF9996B3A8
9

false

low

2021/12/03-00:47:56.510 13c8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/12/03-0
0:47:56.512 13c8 Recovering log #3.2021/12/03-00:47:56.513 13c8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

350

5.1801136467299465

false
6:mwn4bWHIL+gq2P923iKKdK7Uh2ghZIFUtbnt1ZmwJIndmLVkwO923iKKdK7Uh2gnLJ:LFyv45KkIhHh2FUth/CR5L5KKIhHLJ
F7BEB455A60C43962D4FAD6EDF2D0B1D

19E5E04EFA4B4EFOE90583C0C4F8BAAG3AEN1204
0F2D4BD179555E8007672F323169BD396F51E550BEBA29927FD4900A0F629AF5
DDD9DDC95C7EC9E21B3633B4F67AA2F421E6C8BIB733F9F1B880C06CD39846F7E4C8751D4242207CA43595EA1F29A8896F6641277334E6BF666511610528F113B
false

low

2021/12/03-00:47:55.895 1138 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/12/03-00:47:55.903 1138 Recovering log #3.2021/12/03-00:47:55.906 1138 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

350

5.1801136467299465

false
6:mwn4bWHIL+q2P923iKKdK7Uh2ghZIFUtbnt1ZmwJIndmLVkwO923iKKdK7Uh2gnLJ:LFyv45KklIhHh2FUtb/CR5L5KKINHLI
F7BEB455A60C43962D4FAD6EDF2D0B1D

19E5E04EFA4BAEFOE90583C0CAF8BAAG3AE01204
0F2D4BD179555E8007672F323169BD396F51E550BEBA29927FD4900A0F629AF5
DDD9DDC95C7EC9E21B3633B4F67AA2F421E6C8BIB733F9F1B880C06CD39846F7E4C8751D4242207C43595EA1F29A8896F6641277334E6BF666511610528F113B
false

low

2021/12/03-00:47:55.895 1138 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/12/03-00:47:55.903 1138 Recovering log #3.2021/12/03-00:47:55.906 1138 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\0b95f4a4-efb7-44a6-a3fb-9842672
0524e.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 325

Entropy (8bit):  4.956993026220225

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5rAcJksDHF4R8HLI2AVQBR70S7PMVKJIWIK3KNMRK3VY:YHO8sdVAsSBdLIlyH7E4f3K33y

MDS5: 0C03D530AC97788D62D27B2802C34D83

SHAL: 20F78B6B32D98FA52846C70DF78E4E5CEF663E2D

SHA-256: 7941FADA9867DAAEOBEBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B

SHA-512: D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2ACI972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEIlIKEthXIIkI2zE:/M/XT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHAL: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

SHA-512: BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898|
58

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.26974872081766

Encrypted: false

SSDEEP: 6:mwn/zt+q2P923iKKdKusNpV/2jMGIFUtbn8fZmwJIn88VkwO923iKKdKusNpV/2jz:xov45KkFFUtY/P5L5KkOJ

MD5: 37EAD28AAAB8A39BDA92FAF041A264C2

SHA1L: A364D70FCF45C051F9DC9D317E3F5DBDAC6C6CBB

SHA-256: 783411CA96581C4C41ATEC32F124ACB3CC7FD94DADEEAG3E7922EFC6A9207642

SHA-512: 0E070BCDC83B87C1FBCEAABDF2BI9CB32D6018203456FEE36B2EBF95B2315673D7F8AC034F8A725AE3DC2C1395B2E92C02E54E747D9E29C22137D61279DAEB
98

Malicious: false

Reputation: low

Preview:

2021/12/03-00:47:56.648 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/12/03-00:47:56.650 1128 Recovering log #3.2021/12/03-00:47:56.651 1128 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storage\leveldb\LOG.old (
copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.26974872081766

Encrypted: false

SSDEEP: 6:mwn/zt+q2P923iKKdKusNpV/2jMGIFUtbn8fZmwJIn88VkwO923iKKdKusNpV/2jz:xov45KkFFUtY/P5L5KkOJ
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storage\leveldb\LOG.old (

copy)
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

37EAD28AAAB8A39BDA92FAF041A264C2
A364D70FCF45C051F9DCOD317E3FSDBDAC6C6CBB
783411CA96581C4C41ATEC32F124ACB3CC7FD94DADEEAG3E7922EFC6A9207642

OE070BCDC83B87C1FBCEAABDF2B9CB32D6018203456FEE36B2EBF95B2315673D7F8AC034F8A725AE3DC2C1395B2E92C02E54E747D9E29C22137D61279DAEB
98

false

low

2021/12/03-00:47:56.648 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/12/03-00:47:56.650 1128 Recovering log #3.2021/12/03-00:47:56.651 1128 Reusing old log C:\Users\usenA
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storagel\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiNetwork Persistent StateMP (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.956993026220225

false
6:YHpoNXR8+eq7JdV5rAcIJksDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdVAsSBdLIlyH7E4f3K33y
0C03D530AC97788D62D27B2802C34D83

20F78B6B32D98FA52846C70DF78E4E5CEF663E2D
7941FADA9867DAAEOBEBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B
D5905C124060997A14322D12DECE5C00C63F7174743C740C974DO0E88B03F203909CC2ACI972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80
false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str*:"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

434

5.298371483670207

false
6:mwnU++02P923iIKKdKusNpqz4rRIFUtbnmZZmwJInTtVkwO923iKKdKusNpgz4q8LJ:yvw45KkmiuFUtyZ/p5L5Kkm2J
7FDB16077CE542C3B146A32F96204731

FAE2209429E93F9D6028A39ED12E40C755B1B248
ADE4CB5A8C84B255BBC770D83636426A8195AF91E8156419BDDE9CD7D8681416

3E512A2A2C38C6DC3C3BED3770C6A2BBD51B998065A0451B8A264AECOF039D1C97E4CF8C83C6601AFB110A126255FA857FA3FF1559500D6189B835CBB6448A(
D

false

low

2021/12/03-00:47:56.721 11b8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/12/03-00:47:56.739 11b8 Recovering log #3.2021/12/03-00:47:56.741 11b8 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.old

(copy)
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

434

5.298371483670207

false
6:mwnU++q2P923iKKdKusNpqz4rRIFUtbnmZZmwJnTtVkwO923iKKdKusNpgz4q8LJ:yvv45KkmiuFUtyZ/pSL5Kkm2J
7FDB16077CE542C3B146A32F96204731

FAE2209429E93F9D6028A39ED12E40C755B1B248
ADE4CB5A8C84B255BBC770D83636426A8195AF91E8156419BDDE9CD7D8681416

3E512A2A2C38C6DC3C3BED3770C6A2BBD51B998065A0451B8A264AECOF039D1C97E4CF8C83C6601AFB110A126255FA857FA3FF1559500D6189B835CBB6448A(
D

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.old

(copy)

Preview:
2021/12/03-00:47:56.721 11b8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/12/03-00:47:56.739 11b8 Recovering log #3.2021/12/03-00:47:56.741 11b8 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit):  3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ItHIS+QUITASEGhTFIjl: S85aEFIjl

MDS5: 69449520FD9C139C534E2970342C6BD8

SHAL: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20ADOCDAB4135E70C97DB3CDD59E25E6536B19F7781E5FCOCA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351F9F4EE
67

Malicious: false

Reputation: low

Preview:
Fodbe version.l..namespace-..&f................ &

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 420

Entropy (8bit):  5.207678924449862

Encrypted: false

SSDEEP: 6:mww13+q2P923iKKdKusNpZQMxIFUtbwluF5ZmwIw1RNVkwO923iKKdKusNpZQMFd:W10v45KkMFUts1uF5/+1R5L5KKkTJ

MD5: A517F798EA799893E99B4BAB44C959E1

SHA1L: 406484F7D774DEA7C1C2406D522CC6402E970278

SHA-256: F5000EFOC89FF773CAC7ECF622253E5345F2B9DE1DFC0C4460AB5B05CBC7B9BA

SHA-512: AF52E10E4972A9855B6018118C725E50F2B9BB3BA4F99CAASCD1C02E797D5157EFFA9E79EO0A83B627C1DB4177A91FF1C74391F6ADESC8C087E32F340E345B6F
1

Malicious: false

Reputation: low

Preview:

2021/12/03-00:48:16.002 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/12/03-00:48:16.005 1128 Recovering log #3.2021/12/03-00:48:16.006 1128 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 420

Entropy (8bit):  5.207678924449862

Encrypted: false

SSDEEP: 6:mww13+q2P923iKKdKusNpZQMxIFUtbwluF5ZmwJIw1RNVkwO923iKKdKusNpZQMFd:W10v45KkMFUts1uF5/+1R5L5KKTJ

MD5: A517F798EA799893E99B4BAB44C959E1

SHAL: 406484F7D774DEA7C1C2406D522CC6402E970278

SHA-256: F5000EFOC89FF773CAC7ECF622253E5345F2B9DE1DFC0C4460AB5B05CBC7B9BA

SHA-512: AF52E10E4972A9855B6018118C725E50F2B9BB3BA4F99CAASCD1C02E797D5157EFFA9E79E0A83B627C1DB4177A91FF1C74391F6ADESC8C087E32F340E345B6F
1

Malicious: false

Reputation: low

Preview:

2021/12/03-00:48:16.002 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/12/03-00:48:16.005 1128 Recovering log #3.2021/12/03-00:48:16.006 1128 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflLocal Storagelleveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflLocal Storagelleveldb\LOG
Size (bytes): 432
Entropy (8bit):  5.18161238424558

Encrypted: false

SSDEEP: 6:mwWTLW+q2P923iIKKdKKGCkArV/2MGIFUtbTOMZZmwJITQmMNVkwO923iKKdKkGckAa: 1v45KkkGHArBFUt7Z/Fz5L5KkkGHAryJ

MDS5: 204F0B71E02F3685EDOFF89A5851977A

SHA1L: 56E538E9168A8D09AAESB8065F9482976E095896

SHA-256: E262727C870324C06890B991D5472C8202B13B2B7A561B35AF6BBAB547DAD2AD

SHA-512: C536DB5C0444C5EABD77667063D4FA73D283B8BE865D3782915F4D67FB148B5F9BI6D2C7626B324FB8D58511820A8AD96525BB2F430896A3ABA0C370FC08306!
Malicious: false

Reputation: low

Preview:

2021/12/03-00:49:05.554 13c8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/12/03-00:49:05.555 13c8 Recovering log #3.2021/12/03-00:49:05.555 13c8 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 160

Entropy (8bit):  3.0217164415295743

Encrypted: false
SSDEEP: 3:sLollttz6sjIGXU2tk0IkGgGgGgGgGg:qolXtWswXU2tkEtttt
MD5: DE92AD90BE6D3364745B2F73F4C3CF73
SHA1L: 9158681463BD30E5AF4DDA4BAAC81F93CEDBDA77
SHA-256: 0025A3E0D3B834401B3B5F820E1991EF7E810D9A4B8B6B579E6301C94E7031A0
SHA-512: 9E81CEFC195439439F4B23EE7696309D7BC3C08E5B444D2ABDE26D2F12B2D3BCFD124FB9A2D40C6389E9F787741676FAD366A2E9982674E7B931028C014D8AT
Malicious: false
Reputation: low
Preview:
JON 1 DU _mts_schema_descriptor.....F.................. Foiiiei Froiiieees Foiieees Foiiies Foiiiine

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 326

Entropy (8bit):  5.235293477633501

Encrypted: false

SSDEEP: 6:mwnICUSDM+q2P923iKKdKpIFUtbnipgZmwJnI3DMVkwO923iKKdKa/WLJI:gSDM+v45KkmFUtwg/Y DMV5L5KkaUJd

MD5: 1FD39FB939DC920F03876D92765D79CC

SHA1L: DFF250F79D7B5E36E41CDAA80A4A32313DB46753

SHA-256: 94BFD9B97A9C55BD60440EF31573E1DS0EEEA7D3DD300D8A44685B947A44D326

SHA-512: 190954E9EF7CCFCCC78A05CD1180E1B4551349CC1915BD2C7600DB6FOC80F594253C5D55D4D8791D439006874D3A98EBAS8CE4E346738CC19B1E122C3EBGEC
8

Malicious: false

Reputation: low

Preview:

2021/12/03-00:47:55.913 15fc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/12/03-
00:47:55.916 15fc Recovering log #3.2021/12/03-00:47:55.918 15fc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 326

Entropy (8bit):  5.235293477633501

Encrypted: false

SSDEEP: 6:mwnICUSDM+q2P923iKKdKplIFUtbnlpgZmwJnI3DMVkw0923iKKdKa/WLJ:gSDM+v45KkmFUtwg/YDMV5L5KkauJ

MD5: 1FD39FB939DC920F03876D92765D79CC

SHAL: DFF250F79D7B5E36E41CDAA80A4A32313DB46753

SHA-256: 94BFD9B97A9C55BD60440EF31573E1D50EEEA7D3DD300D8A44685B947A44D326

SHA-512: 190954E9EF7CCFCCC78A05CD1180E1B4551349CC1915BD2C7600DB6FO0C80F594253C5D55D4D8791D439006874D3A98EBAS8CE4E346738CC19B1E122C3EBGEC
8

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old (copy)

Preview:

2021/12/03-00:47:55.913 15fc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/12/03-
00:47:55.916 15fc Recovering log #3.2021/12/03-00:47:55.918 15fc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

131072

0.0033616753448762224

false

3:ImtVu9c8tlig7CWX:liVuRIP2

D2FCFA52E1A991206A865172E8B86AAT
DB472E3BFBD141DFD8F142D37F270CE49EC50AFE
4547F87C5A7A34C115208929FDA56624331909EB402439F3862487385186D88B

2DA2F8E3BC68372C4616880E3E4E92858ADDFEBIAL7FFCBB975EDA891BA563DB2B78F3AC213DD9B7AECC40963BFE1EBO04DBF1A952C8A520C54DF7817F307C
E4D

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\acf8c772-03c9-4204-829e-7599582a4d80.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DCID
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1gIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEOSB
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDYA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENTMP (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

16

3.2743974703476995
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENTMP (copy)

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1gIFJ

MDS5: 6752A1D65B201C13B62EA44016EB221F

SHA1L: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE0O8B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FAIEESB77D6DF7C344A0AA030E0:
89

Malicious: false

Reputation: low

Preview:

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 139

Entropy (8bit):  4.521674235909069

Encrypted: false

SSDEEP: 3:tUK3w47pdWZmwv2YwQRIjv7V8tYWQRIjVZWGV:mwwa7XWZmwJIwQcjVpwQcjtv

MDS5: 72FC43E7FDA165F407D80C608D8385B3

SHAL: 4980BA2A10705FB705A7A474BI9AAEC36230F6938

SHA-256: 66AF365844877ADF2498927818559C85BDAC173DE62AF64DEC1FF76A55D9223A

SHA-512: E1EOCC7D09F541B331E9A9C81223998CDF006733A07826CB1D3A9ED52D7930F016D79D57EE1022033B4D33B99EF58401C81EDED7CA7FABFD4ESAL13F3F970B]
Malicious: false

Reputation: low

Preview:

2021/12/03-00:48:13.408 1bcc Recovering log #3.2021/12/03-00:48:13.794 1bcc Delete type=0 #3.2021/12/03-00:48:13.794 1bcc Delete type=3 #2.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 139

Entropy (8bit):  4.521674235909069

Encrypted: false

SSDEEP: 3:tUK3w47pdWZmwv2YWQRIjV7V8tYWQRIjV7WGV:mww47XWZmwJIwQcjVpwQcijtv
MD5: 72FC43E7FDA165F407D80C608D8385B3

SHA1L: 4980BA2A10705FB705A7A474B9AAEC36230F6938

SHA-256: 66AF365844877ADF2498927818559C85BDAC173DE62AF64DEC1FF76A55D9223A
SHA-512: E1EOCC7D09F541B331E9A9C81223998CDF006733A07826CB1D3A9ED52D7930F016D79D57EE1022033B4D33B99EF58401C81ED6D7CA7FABFD4ESA113F3F970B]
Malicious: false

Reputation: low

Preview:

2021/12/03-00:48:13.408 1bcc Recovering log #3.2021/12/03-00:48:13.794 1bcc Delete type=0 #3.2021/12/03-00:48:13.794 1bcc Delete type=3 #2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MPEG-4 LOAS

Category: dropped

Size (bytes): 50

Entropy (8bit):  5.028758439731456

Encrypted: false

SSDEEP: 3:Ukk/vxQRDKIVmt+8jzn:007t8n

MD5: 031D6D1E28FE41A9BDCBD8A21DA92DF1

SHAL: 38CEE81CB035A60A23D6E045E5D72116F2A58683

SHA-256: B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

SHA-512: E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1ASBDD7261FOFD1FCDFADF1A173EFAE1S9EE1DES125E54EFEE488A1220CESSAF
04

Malicious: false

Reputation: low

Preview:
Vo leveldb.BytewiseComparator.. #.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ef12f51d-3347-4a16-9476-c7e4957edaf8.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ef12f51d-3347-4a16-9476-c7e4957edaf8.tmp

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped
Size (bytes): 16745

Entropy (8bit):  5.57798861251247

Encrypted: false

SSDEEP: 384:8B5tJLIxeXP1kXqKf/ipUZNCgVLH2HfDIrUDRBZ4b:QLIOP1kXgKf/pUZNCgVLH2HfRrUDzZY

MDS5: 5391290A22B1BDEB9DEC2B76E7CE9CO08

SHA1L: EB5AF2DB798CEB8DFD24D5C55B67FE5C9A579520

SHA-256: 1710E1D3E5576C45AAA58D0D7B56D829F68B4A3282F75ADACB6215937C11645F

SHA-512: 18065EF641B155F4D71947276CC1ECFE919FCB1E50855F41BAC29C04B874472D727ECAOBD336648E8E5C1B4E0699D462B4B7EA6B0178FFFA338DACOAD2A849¢
7

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy

stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282994875956713","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 340

Entropy (8bit):  5.129234142528812

Encrypted: false

SSDEEP: 6:mwwC+q2P923iKKdKfrzAdIFUtbwnNIZmwJIwnN9VkwO923iKKdKfrzILJ:WTv45Kk9FUtsnX/+nF5L5Kk2J

MD5: O0BADAC0202FDAB16565ABA48387B58DF

SHA1L: FAE10DFDDA858599F451272A3465DF69C897898C

SHA-256: EC4E666FFBEFADB765703903183938C62614C3A313BDA6395C663AAE9I38DABAT7

SHA-512: 254309E246ADFE36728F1BF2ECB79253AE0B3C82A75E2B3AAAG067B75F79E4DA7397D38D39AA2123F335ABC543C6BA1DFD7F166970C199B923B84629CEFOEB:
6

Malicious: false

Reputation: low

Preview:

2021/12/03-00:48:14.328 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/12/03-00:48:14.330 1128 Recovering log #3.2021/12/03-00:48:14.330 1128 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 340

Entropy (8bit):  5.129234142528812

Encrypted: false

SSDEEP: 6:mwwC+q2P923iKKdKfrzAdIFUtbwnNIZmwJIwnN9VkwO923iKKdKfrzILJ:WTv45Kk9FUtsnX/+nF5L5Kk2J

MD5: 0BADAC0202FDAB16565ABA48387B58DF

SHA1L: FAE10DFDDA858599F451272A3465DF69C897898C

SHA-256: EC4E666FFBEFADB765703903183938C62614C3A313BDA6395C663AAE938DABAT

SHA-512: 254309E246ADFE36728F1BF2ECB79253AE0B3C82A75E2B3AAAG067B75F79E4DA7397D38D39AA2123F335ABC543C6BA1DFD7F166970C199B923B84629CEFOEB:
6

Malicious: false

Reputation: low

Preview:

2021/12/03-00:48:14.328 1128 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/12/03-00:48:14.330 1128 Recovering log #3.2021/12/03-00:48:14.330 1128 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3:tblolrJ5ldQxI7aXVdJiGERORIAL:tbdIrmQxZaHIGiOR6!
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFEGBEGSE33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

false

low

C..\.P.r.o.gram. .F.iless\G.o.0.gle\Chromel\Ap.p.licatio.n\chrom.e..ex.e.

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4A!
false

low

85.0.4183.121

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLocal State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

388256

6.014610247054415

false
6144:p5xeljxhfMp3ylz8Acx6ZaurE5/EDnIpAl9SeefNgWF4iVx/9LPeq/1LHmM/dBX:jkxhailgxzurRDnInfNxF4ijZVtilBX
F443D1CDAA5596008199829153B774D1

23C8FA99BE63565A24CA826593B8EOF904C33085
33D0000E09A4109D6B396B2323CFF066B892C08A489F0330C30656157E64415E
F6E112B9CI9CF1BE00B7984D720BDC21B6CD33920590152B528C26C1E28BABBD2AC1349851912ABDBD10582208272CE7D064FF49B6564F5929EEF27915997F23!
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background™:{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.638521278205254e+12,"network":1.638488879e+12,"ticks":126175499.0,"uncertainty":4177312.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOQIlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByYxXIY/Ds1S6cdCxJW6iSr1Qfjo
KIVKoVEQ4EAAAAAAGAAAAAAGAAIAAAADIPMfiIGkWkdrfU+zeMpOLPS1eDxLpcgjY P2R/ndeCNxMAAAAK+RpovfP61NtB5SnOpQgPMjPTyt2T1WPeru9i3yP05
ZNVEjOUCRDWfONruG9ricX IkAAAADB9KtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9lsuMexxChB4M8HFpyb0OBpr6axpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075886763"},"policy":{"last_statistics_update":"13282994875623

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache-d (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.748374025106193

false

384:jTcjDhmsItCPuNPrsv7h3kjlcHVYGA/r6FbTx8IBBwranmylmxvTncON97NS1nut: MKNdSZccsejn518PbuSK3RTJIn
E34EEA1633EF7CB73D2F026BE81FB6B5

B87819787F6E962290ECEC6D1738C70DA73B2017
E2BE91AFDE9A13C586D9936BA9197A6DBBFOC857D65EC47A803F25DCDFD5D385

B32E30CFBD83395C25D6932F90EB1794E9BDA63A4F63785E2CEA93205D96638863AD7CB87D4DF024CA331DC96A9B8D030EYAOFC55353854DDD6569B89CO55E
B

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache-d (copy)

Preview:
(0] TR, *..C.\P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l1.6\G.R.O.0.V.EEX..D.LL.P..[)..%.p.r.o.gram./files.%.\m..c.r.o.s.0ft .offic.elo.ffice
.1.6.\....g.r.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.M.icr.o.s.0.ft .O.neD.riv.e. for. .B.us.ines.s. Exte.ns.ions...16..0..47.11.10
.0.0....*...C.\.P.R.O.G.RA.~1\MIC.R.O.S.~1\.0.ffic.el6\GRO.O.V.EEX.D.LL..M.icros.o.ft .Corp.ora.tio.n..L8.D..C.:\P.ro.g.ram. .F.iles\C.0o
.m.m.o.n. .F.i.l.e.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.1.6\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D...C
2\P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Module Info Cachel* (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit):  3.74909465005972

Encrypted: false

SSDEEP: 384:1TcjDhmspqtBVyIPuNPrsv7h3kjlcHVYGA/r6 FbTx8IBBwranmylmxvTncON97NW:xgKNdSZccsejn518PbusK3RTIW

MD5: 0BODBB614B9C9E74EAF17613B135CFBE

SHA1L: AF28EBAED49BCC7E153D95F3A32C80EF4DEFOD41

SHA-256: 7D99221868FC7448C3FA0F8F32586D5DCBD76B748D6C599E65533CB6C524D72C

SHA-512: 6CC6BIC5E40B2757EC58BFCBOEEE7CF948EB6CAE1731D77C276EDAA689DC38D399853A80E309AA282638B00F7AA032181EB3BOA2AICA020D7A6DACBF12AFE
FC3

Malicious: false

Reputation: low

Preview:
Qoveeeree®CLALP.R.O.G.RA~1\M.I.C.R.O0.S.~.1\.0O.f fi.c.,e.1.6..G.R.O.0.V.E.EX..D.L.L..P...[)...%.p.r.o.g.ram.files.%.\m..c.r.o.s.o.ft .officeloffic.e
.1.6.\....g.ro.ov.eex..dll..Micros.oft .Office. .2.0.1.6..*.Micr.os.0ft .O.neDurive. for. Busines.s. .Exte.ns.ions...16..0..4711.10

.0.0....*..C..\\P.R.0.G.RA~1\M.I.C.R.0.S.~1\.0fficel6\GR.O.OV.EEX..D.LL....Micros.oft .Co.rp.oratio.n..L8D..C:\P.ro.gram. .F.iles\C.o
.m.m.o.n. .F.ile.s\M..c.r.os.oft Shared\O.F.FICE.16\ms.0s.hext.dl.@...U/..%.comm.o.np.r.o.gramfiles.%.\micro.s.oft shared\o.f
ficel6.\...ms.oshext.dll..Microso.ft Office)..Micros.oft .Office..Shell Extens.ion. Handlers....16..0..426.6..1.00.1...D..C
s \.P.rog.ram.

C:\Users\luser\AppData\Local\Temp\30ed6946-d37e-4e63-a3ee-2a45a1558122.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit): 7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2EDIWjXNC1Gse83ru82/u0eKhgxuPFrDXgtbPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9I48seur0/uZKCuPNbgtbzémlob

MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHA1: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0E7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98DOFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59

Malicious: false

Reputation: low

Preview:
Cr24.......... 0.."0..* H.ooorrrrnvns (o T \7C.<........ Ft0.8.2'5..9k...%....2...C.F.9.4..XQ......[..L]....3>/..u.T.7...(yM...2V.<?........1.2...0?d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....5..2.{*6....Pp...0bM..L.......b1......(.UN'Z....v.F.W.X4."*eu...b......... BW..>Nuw9..R{c...Nq.H.K.AL... V.k+..2.5.>V.....;.._~...tp...X.q.V...7.m.0.~.{L.0/q."..BK..4./
2. L fH&.._<.&pkA.)\s...1y. F.N.+. . X.PO@Mo...X.GL..Y.@;. j.......... =ae...0.....DU...n..n;.Ipr.Q....i.. <coood. Yoo f€in 0.0 K Hocn 0.......Mbh=.[0}.+..U
KHF(n3.\"...,g.c...6)..(.E...U..#i.a...N...P..x.0...(mC;|.5.S {m.aEx...[.fP.i".y.5.R..v.$...l-m............. m...ni...W...R.p.b.+.. .+ \kR$e~N.&c%.d...M. j..V.%...+1F
...D..X\ct<.......EB.+i@...8. M. .&YR...l.0...,...[0Y0..* H=..* H.=...B.............r...2..+Y.l..k..bR.j5SI..8.... i.-l..".Q{...FOD. D.".N@.(..GK....m...A.0.."

C:\Users\user\AppData\Local\Temp\41c6d709-5cd8-42e7-856f-4e3dda23e347.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3LL

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHAL: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

Malicious: false

Reputation: low

Preview:
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C:\Users\user\AppData\Local\Temp\49cal113-69b3-4514-98ae-f34cfb1d30c7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

248531

7.963657412635355

false
3072:r+nmRykNgoldZ8GjICiIUXZSk+QSVh85PxEalRVHmMcld9R6YYfEp4ABUGDcaKKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL
541F52E24FE1EF9F8E12377A6CCAEOCO

189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6
81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BCA4CFAS7DGE763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

false

low

<Fb..f.*QL..
..1.6rlyu...%. .
W..L1.2..R.#. W....cIk.$W..$.J...+#MLHZ.n U.)N.|b.I... { K@]6.LIP/....](.:A
@?v.;~.2..C...[0Y0..* H.=..* H=.B...........2.+Y.L..k.bR.j5SI..8....... H'-LC.

C:\Users\luser\AppData\Local\Temp\browser-sslkeys.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

21006

4.647302321094761

false

192:mpKaLobzr04JXt3SwbPM8RKY Csow9ylbJfwFQOZIgr+RgbcK5pFNaQbU+mcLT73F: TaL2dISwzM8RKkmIbJfwFQOCYpBUK
653A7A9CDF687ACB58F2FD2F94E5DEDD

FE6A021B05471D46BDBC21B3E179B4367BDB5553
65CE7FBC26706C6CC36F848A4DB20DCDEC2432DFC99005C1BA915772EE174C32

B3DOF43147CC77C9FD31708291F7E02A76C570EFF18510A3BEF962E0D51CC9DB45473AC5BDFOECEF9D356FE364CFA8D4DDICB3D23C065B930EE81C2C0B4DE
F6

false

low

CLIENT_HANDSHAKE_TRAFFIC_SECRET 158c964dbf4087c5092d5bf9ce222d744edafb7d832f8e26a117d46482a70e7d 7200ae8990ef83ec05e032e5e5a28a821
264a254bbec33d1b333e566749e0428.SERVER_HANDSHAKE_TRAFFIC_SECRET 158c964dbf4087¢5092d5bf9ce222d744edafb7d832f8e26a117d46482a70e7d f
1d1160e2c7c75eb50813589f8005623be37e300cad14483826d53a97831d70f.CLIENT_HANDSHAKE_TRAFFIC_SECRET 3a78035dd3b53de9462fce1117d41c344a
ec18729e8e211416601e43ecc9f8cc dcc3a5071a224119380d0e45e3f86299ac0ae8010c81chb7ff93b4f6f73c18f4.SERVER_HANDSHAKE_TRAFFIC_SECRET 3a
78035dd3b53de9462fce1117d41c344aec18729e8e211416601e43ecc9f8ce 45a4bdaadf5fd5f4138ae31317b7b1387€29181b27e1b71d3ca08d0fe46c6225.CL
IENT_HANDSHAKE_TRAFFIC_SECRET b5f8011d7bfff2a15ed91b39d4be7e69e0b4e04f09c172e3443d3eaeh93fc018 a9f3a7e70a347635219f5072b4f37d4289¢c
aeb9baf190d92228ba7f97d18f0d1.SERVER_HANDSHAKE_TRAFFIC_SECRET b5f8011d7bfff2a15ed91b39d4be7e69e0b4e04f09c172e3443d3eaeb93fc018 a08
ab37e0d30cea764181007c9a2c3530030234fe50c72b7c5c4119b236€5231.CLIENT_HANDSHAKE_TRAFFIC_SEC

C:\Users\user\AppDatal\Local\Temp\scoped_dir408 32297866\49cal113-69b3-4514-98ae-f34cfb1d30c7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

248531

7.963657412635355

false
3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmMCcId9R6YYfEp4ABUGDcaKklirv:k30F4Z4h45P99FId9RBQYBVcaxInfL
541F52E24FE1EFOF8E12377A6CCAEOCO

189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6G
81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AALIA78BCACFAS7D6E763AABI7276C8FI088940AC0476690D4D46023FFABF52F3326(C
88

false

low

L|..3>/..uT. 7. (yM...2V.<?.......1.a..07d....AH...\MpB..T.m..Vn Ip..>k.|1..n.
.%Z.vFm.9..5!
0..0..*H 0

0K 1.5, Y 06.KY 0 {1+ ~V.0n J.n 2.0 ) (6.

1L}z
W.L1.2..R.#..W....clk$W.$.J... +MLHz.n
.B...

C:\Users\user\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\bg\messages.json

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\bg\messages.json

File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped
Size (bytes): 796

Entropy (8bit):  4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLKSIWZGGMLKSIwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ030yZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MDS5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1L: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: Al114E2783D0E9B12155017323BA70838F0F82A71C7EESDC1F115AE36991241F8

SHA-512: OF87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBBOE7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770!
C

Malicious: false

Reputation: low

Preview:
{.. "app_description": {..  "message": "....... .. ccceeue. .. Chrome".. },.. "app_name":{.. "message" "....................Chrome".. },.. "craw_app_unavailable": {..
"MESSAGE": it et e e s ".. },.. "craw_connect_to_network™ {..  "message":"...., ... .. . ... p_unavailable™: {..  "message": "
...................................... }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.”.. },.. "please_sign_in"{.. = "message": "...., .......
Chrome.".. }.}..

C:\Users\luser\AppData\Local\Temp\scoped_dir408_32297866\CRX_INSTALL\ locales\caimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit):  4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJOgbbGGOgbb+WYpU34g3YbiLO+dgyGFo08ZpU34+puiPmb030yZnLAOfTYABk: 1HE5baib6WYpm31Lt0Z8Zp8pxOGAOKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAATAEGA3344EAL17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CE
B4

Malicious: false

Reputation: low

Preview:
{.. "app_description": {..  "message": "Sistema de pagaments de Chrome Web Store".. }.. "app_name" {.. "message": "Sistema de pagaments de Chrome Web
Store".. },.. “craw_app_unavailable™: {..  "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. “craw_connect_to_network": {.. = "message": “C
onnecteu-vos a una xarxa.”.. },.. “iap_unavailable™ {..  "message": "La funci. Pagaments a I'aplicaci. no est. disponible actualment.”.. },.. “jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Inicieu la sessi. a Chrome.".. }.}..

C:\Users\luser\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit):  4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yZnLAOFTYWCc:1HEI4AG8WY pdt8Zpg5TOGAOFW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1L: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BBI9A184F3BI3DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEBIC0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D8488¢
B

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{.. "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable": {..  "message": "Aplikace v sou.asn. dob. nen. dostupn..".. },.. "craw_connect_to_network": {.. = "message": "P.ipojte se pros.m k s.ti.".. },..
"lap_unavailable™: {..  "message": "Platby v aplikaci aktu.In. nejsou k dispozici.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed

}.. "please_sign_in":{.. = "message": "P.ihlaste se do Chromu.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\daimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yZnLAOTYzD:1HErMKfgMKVWYpM6IL8ZpDNOGAOfiD
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C:\Users\user\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\daimessages.json

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

238B97A36E411E42FF37CEFAF2927ED1
4E47AC90BA24C8F4724D9293FA40CFD4ADAGGFEOD
4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

FDO0742D47B5F5AB9AADIB4C3D57F63CB693EOG0EECE123A72036C6E92156D099495C7E9E9CCE6DCE3EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10CS!
EOA

false

low

{.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name": {. "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u
navailable™: {..  "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. "craw_connect_to_network": {.. = "message": "Opret forbindelse til et netv.rk.".. },..
"jap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be comp
leted.".. },.. "please_sign_in":{.. "message": "Log ind p. Chrome.".. }.}..

C:\Users\luser\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\de\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

651

4.583694000020627

false
12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIMICTO8ZpU34p6FKE030yZnLAOFTYJIEK: IHEZWWY p3Bewv8Zp7k4OGAOFQ]
6B3E916E8C1991AA0453CBAOOFEDCAAA

D6366D15912E40CA107FD42BFE9579C3336A51F9
AB2FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80L
52

false

low

{.. "app_description": {..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name™ {..  "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },.. “craw_connect_to_network": {.  “"message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. “iap_unavailable": {..  "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. “jwt_retrieve_failed": {..  "message": "The trans
action could not be completed.”.. },.. “"please_sign_in":{.. = "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\el\lmessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

787

4.973349962793468

false

24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWIOGAOf+XD:WguYpCZnpEZbGoD
05C437A322C1148B5F78B2F341339147
AB53003A678E44A170E73711FBD9949833BBF3AA
A052C32B4FCAC61152EBOADB2C260FB6A8256AD104AA0013DB93E9798D41A070
C36CB9202A34356DD06D377E2A088F428D0BBEBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EEO0BD60784A6B4

false

low

{.. "app_description": {..  "message": " . Chrome Web Store".. },.. "app_name":{.. "message": " ... Chrome Web Store".. },.. “craw_app_unavail
able™: {..  "message":’ M. }.. “craw_connect_to_network™ {..  "message": "........ .. M. }.. liap_unavailable™: {..  "message":
" jwt_retrieve_failed": {.. ~ "message": "The transaction could not be completed.”.. },.. “"please_sign_in": {..

[ Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\enimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

593

4.483686991119526

false
12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpR0O30yZnLAOTYdD:1IHEVSWYpVp0JS8Zp5KpaOGAOfuD
91F5BC87FD478A007EC68C4ESBADF11AC

D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6
92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICY

FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98AG5
FFD9

false

low
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C:\Users\user\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\enimessages.json

Preview:
{.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. "craw_connect_to_network": {.. = "message": "Please connect to a network.".. },.. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir408_32297866\CRX_INSTALL\ locales\en_GB\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit):  4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30yZnLAOTYdD: IHEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4EBADF11AC

SHA1L: D07DD49E4EF3B36DAD7D038B7E999AEB50C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9CI

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview:
{.. "app_description": {.. = "message": "Chrome Web Store Payments".. }.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™ {..  "message": "App currently unavailable.".. },.. “craw_connect_to_network™ {..  "message": "Please connect to a network.".. },.. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\es\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit):  4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34IPbdIVo030yZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNISOGAOfD

MD5: 82719BD3999AD66193A9BOBB525F97CD

SHA1L: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB0O8SESDB1CY

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDFOB51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCEO]
8

Malicious: false

Reputation: low

Preview:
{.. "app_description": {..  "message": "Sistema de pagos de Chrome Web Store".. }.. "app_name": {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. “craw_app_unavailable™ {..  "message": “Esta aplicaci.n no est. disponible en este momento.".. },.. “"craw_connect_to_network": {..  "message": "Con.ctate a
unared.".. },.. ‘“iap_unavailable": {..  “"message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. },.. “jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Inicia sesi.n en Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir408 32297866\CRX_INSTALL\ locales\es_419\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: modified

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO030yZnLAOSTYiJD:1HEvaC6WY pcDeEFxq8Zp4LIOGAOfVD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHAL: 4DADEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2FAEBBC3787B3892A240348324F

SHA-512: 37FODBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAEGE4764C545723FA
3

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™ {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™: {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network™ {..  "message": "Con.ctate a
unared.".. },.. "iap_unavailable™ {..  "message": "En este momento, Pagos En-Apps no est. disponible.".. },.. "jwt_retrieve_failed": {..  "message": "The tr
ansaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Accede a Chrome.".. }..}..
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Static File Info

No static file info

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
12/03/21- UDP 254
00:47:58.847657

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Dec 3, 2021 00:47:58.672457933 CET
Dec 3, 2021 00:47:58.674829006 CET
Dec 3, 2021 00:47:58.675740957 CET

Dec 3, 2021 00:48:14.461157084 CET

DNS Answers

Timestamp Source IP

Dec 3, 2021
00:47:58.694452047
CET

Dec 3, 2021
00:47:58.705159903
CET

Dec 3, 2021
00:47:58.705159903
CET

Dec 3, 2021
00:47:58.847656965
CET

Dec 3, 2021
00:47:59.906228065
CET

Dec 3, 2021
00:48:14.490814924
CET

Dec 3, 2021
00:48:14.490814924
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Message

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

HTTP Request Dependency Graph

Copyright Joe Security LLC 2021

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID
0xd731

Oxdef2

Oxdef2

Oxla72

Oxf8fb

0xcObd

0xcObd

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

DNS SPOOF query response with TTL of 1 min. and no authority

Trans ID

0xd731

Oxdef2

Oxla72

0xcObd

Name

accounts.g
oogle.com

clients2.g
oogle.com

clients.l.
google.com

localchick
s3.com

gstaticads

sl.l.google.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

OP Code

Standard query
©)
Standard query
©)
Standard query
©)
Standard query
©)

CName

clients.l.google.com

googlehosted.l.googleuse

rcontent.com

Source Dest Source
Port Port P Dest IP
53 65447 8.8.8.8 192.168.2.5
Name Type Class
accounts.g A (IP address) IN (0x0001)
oogle.com
clients2.g A (IP address) IN (0x0001)
oogle.com
localchicks3.com A (IP address) IN (0x0001)
clients2.g A (IP address) IN (0x0001)
oogleuserc
ontent.com
Address Type Class
172.217.168.45 A (IP address)  IN (0x0001)
CNAME IN (0x0001)
(Canonical
name)
142.250.203.110 A (IP address)  IN (0x0001)
5.101.45.5 A (IP address)  IN (0x0001)
172.217.168.3 A (IP address)  IN (0x0001)
CNAME IN (0x0001)
(Canonical
name)
142.250.203.97 A (IP address)  IN (0x0001)
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e accounts.google.com

e clients2.google.com

e |ocalchicks3.com

e https:
e fonts.gstatic.com

e clients2.googleusercontent.com

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.5
kBytes

Timestamp transferred

2021-12-02 23:47:59 UTC 0

2021-12-02 23:47:59 UTC 0

2021-12-02 23:47:59 UTC 4

2021-12-02 23:47:59 UTC 5

2021-12-02 23:47:59 UTC 5

Session ID Source IP

1 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49755

Direction

ouT

ouT

Source Port
49754

Direction

Destination IP Destination Port Process

172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 02 Dec 2021 23:47:59 GMT

Strict-Transport-Security: max-age=31536000

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy: same-origin

Content-Security-Policy: script-src ‘report-sample’ 'nonce-xZWZd69ZsQeHInKwdggDPA' ‘unsafe-inline’;object-src
‘none’;base-uri ‘self;;report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self*

Content-Security-Policy: script-src ‘nonce-xZWzZd69ZsQeHInKwdggDPA' 'self' https://apis.google.com https:/ssl.gstatic.co
m https:/ww.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
cspreport

Server: ESF

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c¢ 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r",[]]

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 23:47:59 UTC 0

2021-12-02 23:47:59 UTC 1

2021-12-02 23:47:59 UTC 2

2021-12-02 23:47:59 UTC 3

2021-12-02 23:47:59 UTC 3

Session ID Source IP

10 192.168.2.5
kBytes

Timestamp transferred

2021-12-02 23:48:00 UTC 172

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49772

Direction
ouT

Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample' 'nonce-OIGfVgN7h90LAF4AMGtbzxA' 'unsafe-inline' 'strict-dynamic' https:
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 02 Dec 2021 23:47:59 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5449

X-Daystart: 56879

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 35 31 65 0d 0a 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
7276 6572 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 34 34 39
222065 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 35 36 38 37 39 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22 6e
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 51e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlIns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5449" elapsed_seconds="56879"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""

Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20
66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37
31373563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 73
68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31
37 31 37 3563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65
63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 73
69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3¢ 61 70

Data Ascii: mhkkegccagdldgimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122h30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP Destination Port Process

5.101.45.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /media/exit-new/exitl.js HTTP/1.1

Host: localchicks3.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://localchicks3.com/?u=41nkd08&0=8dhpkzk
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: sid=t4~unzpoklighxizfax3ogxryjg
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kBytes
Timestamp transferred

2021-12-02 23:48:00 UTC 221

2021-12-02 23:48:00 UTC 221

Session ID Source IP

11 192.168.2.5
kBytes

Timestamp transferred

2021-12-02 23:48:00 UTC 173

2021-12-02 23:48:00 UTC 224

2021-12-02 23:48:00 UTC 225

2021-12-02 23:48:00 UTC 228

2021-12-02 23:48:00 UTC 248
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Direction

IN

Source Port

49771

Direction

ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:48:00 GMT
Content-Type: application/javascript
Content-Length: 3473

Connection: close

Last-Modified: Mon, 31 May 2021 11:57:41 GMT
Vary: Accept-Encoding

ETag: "60b4cf35-d91"

Cache-Control: no-transform
Accept-Ranges: bytes

Data Raw: 2f 2a 20 64 6f 63 52 65 61 64 79 20 69 73 20 61 20 73 69 6e 67 6¢ 65 20 70 6¢ 61 69 6e 20 6a 61 76 61 73 63
7269 70 74 20 66 75 6e 63 74 69 6f 6e 20 74 68 61 74 20 70 72 6f 76 69 64 65 73 20 61 20 6d 65 74 68 6f 64 20 6f 66 20
73 63 68 65 64 75 6¢ 69 6e 67 20 6f 6e 65 20 6f 72 20 6d 6f 72 65 20 6a 61 76 61 73 63 72 69 70 74 20 66 75 6€ 63 74 69
6f 6e 73 20 74 6f 20 72 75 6e 20 61 74 20 73 6f 6d 65 20 6¢ 61 74 65 72 20 70 6f 69 6e 74 20 77 68 65 6e 20 74 68 65 20
44 4f 4d 20 68 61 73 20 66 69 6e 69 73 68 65 64 20 6¢ 6f 61 64 69 6e 67 2e 20 2a 2f 0d Oa 21 66 75 6e 63 74 69 6f 6e 28
742c 6529 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 6e 28 29 7b 69 66 28 21 61 29 7b 61
3d 21 30 3b 66 6f 72 28 76 61 72 20 74 3d 30 3b 74 3c 6f 2e

Data Ascii: /* docReady is a single plain javascript function that provides a method of scheduling one or more javascript
functions to run at some later point when the DOM has finished loading. */!function(t,e){"use strict";function n(){if(!a){a=!0;f
or(var t=0;t<o.

Destination IP Destination Port Process

5.101.45.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /media/dating/toon2/images/123.jpg HTTP/1.1

Host: localchicks3.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https:/localchicks3.com/?u=41nkd08&0=8dhpkzk
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: sid=t4~unzpokllghxizfax3ogxryjg

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:48:00 GMT
Content-Type: image/jpeg
Content-Length: 179176

Connection: close

Last-Modified: Thu, 20 May 2021 06:04:50 GMT
Vary: Accept-Encoding

ETag: "60a5fc02-2bbe8"
Cache-Control: no-transform
Accept-Ranges: bytes

Data Raw: ff d8 ff el 14 69 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 Oc 01 00 00 03 00 00 00 01 02 6¢ 00 00 01 01
00 03 00 00 00 01 04 2d 00 00 01 02 00 03 00 00 00 03 00 00 00 9e 01 06 00 03 00 00 00 01 00 02 00 00 01 12 00 03 00
00 0001 00 01 00 00 01 15 00 03 00 00 00 01 00 03 00 00 01 1a 00 05 00 00 00 01 00 00 00 a4 01 1b 00 05 00 00 00 01
00 00 00 ac 01 28 00 03 00 00 00 01 00 03 00 00 01 31 00 02 00 00 00 22 00 00 00 b4 01 32 00 02 00 00 00 14 00 00 00
d6 87 69 00 04 00 00 00 01 00 00 00 ec 00 00 01 24 00 08 00 08 00 08 00 Oa fc 80 00 00 27 10 00 Oa fc 80 00 00 27 10 41
64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 20 28 57 69 6e 64 6f 77 73 29 00 32 30 31 37 3a 30 36
3a 30 32 20 31 36 3a 34 37 3a 35 38 00 00 00 00 04 90 00 00 07 00

Data Ascii: iExifMM*-(1"2i$"Adobe Photoshop CC 2017 (Windows)2017:06:02 16:47:58

Data Raw: 5a €6 8d 1a e3 3e 7 fe eb 13 fd ec 9¢ 3¢ 00 f8 78 b0 cb 06 1e 33 3e 1e bc 5b fa 49 f1 0f 39 d4 69 19 16 36 90
ed 8c 2e Oc dc 7f 7d c3 74 ba 3f 36 b6 aa 16 f4 ae b5 43 b6 7a 25 e0 9d 1d 59 04 1f fb f3 7f b4 ae b6 fa 1c c7 3b 24 6e a9
97 93 6¢ 72 18 f6 ba 8f 51 bf f1 5e a7 a9 fd 85 bf 4e 55 6d €9 8c c8 cb 69 70 60 db 7d ad 05 c3 da 76 7d a7 f7 9d 55 db 77
fa 8c fd f4 €8 64 9e 31 40 03 d1 52 c5 8f 2c 89 91 31 ad 6e 27 a7 8b 93 f5 7f a4 dd 87 99 4e 7f 51 61 6b 89 3e 83 49 90 20
fa 56 5b 2d f6 b9 f5 b9 cc ff 00 8b 5d 76 57 f3 36 Oe fb 48 03 ce 34 57 9d d2 2b bf a4 €3 €0 e4 ¢5 77 d2 cd c2 da f5 d9 73
a6 cb 5¢c d9 fa 6¢ dd 67 a5 6d 7f el 3f ed b5 5a ae 8f d4 09 6d 37 db 5f a4 08 dd 6b Ob b7 96 8f cd 65 6e 6f b5 ce fe 53 ff
00 47 ff 00 08 9b 92 33 91 b3 ad fe Oc

Data Ascii: Z><x3>[19i6.}t?6Cz%Y ;$nIrQ"NUmip }}Uwd1@R,1n'NQak>| V[-[vVWEH4W+ws\lgm?Zm7_kenoSG3

Data Raw: f3 46 94 a4 85 b4 95 c4 d4 e4 f4 a5 b5 ¢5 d5 e5 f5 56 66 76 86 96 a6 b6 c6 d6 e6 f6 27 37 47 57 67 77 87 97
a7 b7 c7 ff da 00 Oc 03 01 00 02 11 03 11 00 3f 00 66 70 8a d1 28 55 ab Oc 6a aa ed 25 a5 a4 ff 00 12 b4 71 4c 10 07 04
2a 35 0d 15 fc 56 12 e6 €9 ac c0 08 85 b2 2d c6 0d 24 e8 02 cc eb 9f 5a 7a 67 45 79 c7 bb 7e 46 6e dO e3 8b 48 04 b0 3b
5afe d3 63 dc d6 52 eb 3e 93 29 fd 25 fb 3f 49 e9 ec 43 fa cf f5 88 f4 aa eb c4 e9 bb 6¢ ea 56 ed 2e b8 89 6d Oc 70 de d7
35 8e 6 ba f7 d6 3d 46 7a 9f cd 55 fa 55 e7 4f 2e 78 b3 26 d7 39 6 5¢ f7 3d ef 79 25 ce 71 32 eb 1e e7 7b 9c e7 39 36 59
00 d0 6a 56 c7 1c a5 52 f9 63 bf 98 7d 37 a3 fd 6b e8 5d 5d d8 f8 d4 d8 ec 7e a5 94 5c 2b c3 b3 de 49 60 2e 76 eb 6b 1e
9d 5f 47 f4 7e af a7 ea 2d cb 69 aa 86 6f be fa aa

Data Ascii: FViv'7GWgw?fp(Uj%qL*5V-$ZzgEy~FnH;ZcR>)%7?ICIV.mp5=FzUUO.x&9\=y%q2{96 YjVRC}7K]]~\+I".vk_G~-io
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:48:00 UTC 252 IN Data Raw: c¢9 e3 9f 7b 9c dd a5 f6 16 81 c3 9e e2 3f 12 b6 fa 1f d5 Oc ce a7 53 72 af 27 17 11 fa b0 34 7e 92 c6 fe f8 dd ed
a9 8e fc c7 bb 7f f5 13 f4 af aa 03 2f 3d ad 76 48 b3 1e ab 2b 36 d4 e6 90 f7 56 7d 47 be Ob 09 6f f8 1f 4d ff 00 f1 ab d1 7d
ac 6e 80 00 38 03 45 26 5¢ f4 00 c6 77 dc b0 e2 e5 8f 11 39 46 db 46 ff 00 ef 5¢ 6¢ 4f ab f8 5d 2e a2 31 6a 6d 6f 23 dd 67
d2 7b bf af 6b bd ff 00 f7 c¢5 93 d4 73 1d d3 c5 99 b4 b8 36 dc 67 b5 f5 91 cf aa c7 35 cc 61 fe 57 ef 37 7 17 49 7b e4 42
clea5898 cfbbed46 a6 1c 86 €8 db 08 f7 69 c2 ae 0d 9b 36 5b 80 54 78 62 00 fc 87 d1 eb ed ba 9b ed fb 46 39 dd 46
48 6d f5 38 70 5b 6b 5b 77 fd fd 53 a0 ce ef eb 1f ca 85 d0 f6 8e 8d 84 18 36 b0 31 ed 68 88 d1 b7 5e df a2 7f 37 f7 12 al f
a 38 8e ee 3f 95 58 26 e8 b5 40 ab
Data Ascii: {?Sr'4~/=vH+6V}GoM}n8E&\WIFF\IO].1jmo#g{ks6g5aW7{BXFi6[TxbFOFHM8p[k[wS61h"78?X&@

2021-12-02 23:48:00 UTC 256 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 58 59 5a 20 00
00 00 00 00 00 f3 51 00 01 00 00 00 01 16 cc 58 59 5a 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 63 75 72 76
00 00 00 00 00 00 00 01 02 33 00 00 63 75 72 76 00 00 00 00 00 00 00 01 02 33 00 00 63 75 72 76 00 00 00 00 00 00 00
01 02 33 00 00 58 59 5a 20 00 00 00 00 00 00 9c 18 00 00 4f a5 00 00 04 fc 58 59 5a 20 00 00 00 00 00 00 34 8d 00 00 a0
2c¢ 00 00 Of 95 58 59 5a 20 00 00 00 00 00 00 26 31 00 00 10 2f 00 00 be 9c ff ee 00 21 41 64 6f 62 65 00 64 40 00 00 00
01 03 00 10 03 02 03 06 00 00 00 00 00 00 00 00 00 00 00 00 ff db 00 84 00 02 02 02 02 02 02 02 02 02 02 03 02 02 02
03 04 03 02 02 03 04 05 04 04 04 04 04 05 06 05 05 05 05 05 05 06 06
Data Ascii: XYZ QXYZ curv3curv3curv3XYZ OXYZ 4,XYZ &1/!Adobed@

2021-12-02 23:48:00 UTC 260 IN Data Raw: db 89 4f 43 10 16 6c 7b 94 2a 04 00 60 80 48 10 34 19 80 dc 60 cd e7 ce 1d b3 a8 d8 b1 d9 b2 86 9a a6 38 81
8c 38 4b 92 58 d2 b6 0d 23 53 5b 52 b4 95 09 8a 95 99 8f 51 f6 b1 c6 a7 3c 53 97 b3 d2 1d 6e 15 a9 a9 ab el 9f 8c fb 17
01 7b Of 1b 0d dc d3 e8 0f 39 eb ae 8e 3f 6f 40 b9 56 35 1c cb 8c ¢1 98 87 dc 17 64 e0 c8 ¢3 92 2a ed fd 17 8c 1b 31 fc d8
3289 le 1c cf f8 b2 58 24 cf ba 13 ¢6 5d ef 11 52 ec e8 6 af 2f d2 74 9e Oc b3 45 ae 68 f9 23 3b f2 53 d1 8 3d 8d ff 00 16
c5 a5 ce ec db 5c fe a7 d0 3e 8f 98 el 3c bd 6e f9 f5 fe 36 97 e7 75 ba 53 6b 99 12 ad f4 c6 40 b0 49 08 Oc 46 51 81 b0 d1
58 9b 63 ¢8 10 89 99 fc f9 8d a3 04 69 58 51 c2 32 51 €3 58 d2 a7 4b 08 72 52 75 b1 c8 72 Oe 62 c1 2a 05 cf 1e 27 70 63
d5 a8 f2 ed 5¢c 1c dc 16 cb e5 df d9 b8 7e 21
Data Ascii: OCI{*'H4 88KX#S[RQ<Sn{9?20@V5d*12X$]R/tEh#;S=\><n6uSk@IFQXciXQ2QXKrRurb*pc\~!

2021-12-02 23:48:00 UTC 264 IN Data Raw: ef 19 8d 59 46 09 56 48 34 46 Oc d5 90 54 b7 4c cc 49 42 4b 06 e5 41 f3 07 88 52 cf 91 e7 24 a9 4f 6d Oe 98
1b b2 e3 56 d0 d4 9f 2¢ 79 7e be 8b d7 cd 37 e7 74 9d 26 eb ad ad 58 36 de 94 b3 06 59 76 be fd 77 b9 cf 6d cb 86 39 b1
a5 14 da d0 a8 fa bc 47 cd 6d eb 27 47 a5 11 e8 72 bb 33 87 ed e2 ef 3b 4d 43 a6 3c be 97 66 f2 9d 31 d4 el 20 77 20 ac
35 fe ¢5 f1 0a d8 e7 7c 9c ff 00 50 75 b0 02 37 ae 6¢ b2 cc f3 98 00 6f 68 d8 2 9e cO c9 04 25 66 1d b3 6d 1c c1 37 bl 9b
12 61 26 88 20 20 10 80 86 5b d8 a9 f1 6d f1 02 c8 a0 a5 2b 19 f9 65 48 c6 51 89 ec 0d 18 c0 f8 95 2d ba b4 a6 60 c6 {7
08 el bb d8 b0 91 55 2c 4b a7 a7 8d 2a e5 ec d4 1a 1d da 42 7b 75 3d 57 1f e5 ¢3 09 ¢6 48 75 b6 eb dd ad 06 dc 90 7 8f
39 89 60 55 5d 5e 23 f6 1c b6 de 6¢ 71 ad 9d 3e 7f b8
Data Ascii: YFVH4FTLIBKAR$OMV,y~7t&X6Yvwm9Gm'Gr3;MC<f1 w 5|Pu7loh%fm7a& [m+eHQ- U,K*B{u=WHu9 U]"#Iq
>

2021-12-02 23:48:00 UTC 268 IN Data Raw: dc 7c f9 ab e8 d9 d5 42 27 3c 18 ce d6 ed 35 2e al 39 c4 cb 66 57 09 9c d5 b5 ec f0 9f af f2 dO ef 47 e6 9c d9
92 b4 09 81 43 60 06 el 31 a8 56 5b ee 86 cf 65 8 bf 7f 4c d6 Oe 4b dc f3 f6 87 33 b8 36 ab 1e 97 16 b3 df e4 de 1c 6f 4b
Oa dc e7 bd 62 ce f9 e9 b8 86 f4 f9 ee d5 6e ce 82 86 39 8a 97 57 07 7c 78 3f a7 5 37 3f 28 ca 65 77 d3 9b 5e 6f d2 cf 61
f33e 75 d5 f4 74 ce 1e dO 46 6b 91 d2 53 8e 4d 73 85 €8 36 07 88 f2 36 d6 99 b6 6e 4f 26 a3 a6 6¢ 8b 82 4a 25 64 8d a3
55 ed al a5 80 22 ce 01 cc 8¢ 9e ab 9d Ob b7 91 b1 45 61 ee c6 67 24 11 6¢ c6 1d c2 2b 2f 44 1a 33 ¢3 03 3c dc 7e 72 56
f3 bl cf 5b 77 c¢7 3f 47 f9 a3 6 40 2d 0a 51 6d 92 c3 c0 20 82 51 05 46 e7 1c 4a 75 ce c5 93 b6 fc 67 d1 78 2f al e5 6e ae
2f a3 ch 2b 4e 8f 1a 37 9b 52 c3 e7 f6 2a 1e
Data Ascii: |B'<5.9fWGC 1V[eLK360Kbn9W|x?7?(ew”0a>utFkSMs66n0&IJ%dU"Eag$l+/D3<~rV[w?G@-Qm QFJugx/n/+
N7R*

2021-12-02 23:48:00 UTC 272 IN Data Raw: 15 81 0f 3a 9d 9a 2d b6 78 38 63 6a 09 3d b5 72 96 03 92 14 33 61 a0 54 31 89 78 1c 1b 0d 82 c1 b9 dc 9d Ob
6318 c4 17 4e 6e 7d c7 c2 cf cf da 5e 91 ca b0 8c 36 ef 69 63 79 4b 40 5¢ 38 1c ec 39 bc 4f 69 30 99 39 7f 67 17 30 74
39 be 87 f1 7b 88 e7 2f 93 3e 8f ch 44 31 d5 6d d3 e3 75 7f 2b d1 75 bf 2b be 00 b4 cd 4e 95 f4 5e 56 al 9e 8¢ 9f 26 37 77
2d cach 66 63 07 20 aa b6 1b 09 2e 4c 4f 6a 14 96 73 c6 60 84 1a Oc 00 81 20 48 24 8a 4c af 72 18 90 6¢ f3 a7 23 34 62
4c f0 57 2d 50 95 20 c0 57 29 e4 16 81 6¢ 10 18 99 a9 2f 05 8d 04 36 35 00 e5 61 f1 06 14 78 c7 6e 58 62 ee ac 3c 2e 2d
3 de f1 c2 b1 8c 46 30 63 d0 f4 e7 6a 8b 4e 23 39 5e 4c 4e 14 37 8e 27 39 99 d5 d7 9b 1a 4b 31 6¢ 70 ef 47 4b 95 3a 5¢
46 cc 9a fd 63 ce ee f4 df 33 bc 10 82 6¢ e2 5 bb a7
Data Ascii: :-x8cj=r3aT1xcNn}"6icyK@\890i09g0t9{/>D1imu+u+NAV&7w-fc .LOjs” H$Lr#4bLW-P W)I/65axnXb<.-
FOCiN#9”LN7'9K1IpGK:\Fc3lI

2021-12-02 23:48:00 UTC 320 IN Data Raw: 83 €8 6¢ 15 85 ed e3 73 78 9c 08 34 59 49 00 db 15 31 2a 61 2a 10 f3 54 9b 38 d2 4e 46 fa 22 79 a7 8¢ 3d Of
94 13 3e 8¢ 78 0 97 79 35 19 36 1a a5 89 c0 e7 2¢ 03 05 cd 2f 1b ed Ob 46 60 60 70 1d c8 O 4e 86 33 f1 c6 8a 13 17 29
3862 1e 06 14 32 76 50 a5 60 18 07 89 5a 97 21 df 78 75 a6 3c 1f 46 85 e5 10 29 05 4e 06 04 0d 10 31 19 23 06 48 d1 70
ab 75 56 62 b8 d8 d7 el 4f 5b f3 a8 96 7 29 da 72 ab ba 3c 60 41 6d 6¢ 5b 04 84 df 5¢ 0f 5b eb 47 92 16 d3 75 ae f0 1 b8
38 54 48 80 aa 49 41 1b b6 79 1a d5 c6 8a 68 2f 9b 7a 9a 5c fb bf a5 22 d7 d9 a6 3a 3c c6 4a 9d 95 d6 58 5f b2 99 b9 15
¢6 1d f1 06 ed 6a 5c 06 72 57 b8 b2 cd 9e 17 aa 6e 43 34 30 38 0a f1 9a 31 3b 18 ce 98 c9 7b 1a c2 0f 2b 63 10 65 31 4a
18 Oe 5e 80 60 68 1a al cc 77 be 1d 79 ff 00 Ob d1 37
Data Ascii: Isx4YI1*a*T8NF"y=>xy56,/F""pN3)8b2vP ZIxu<F)N1#HpuVbO[)r< AmI\GUSTHIAyh/z\":<JX_j\\WnC4081;{+cel
I~ hwy7

2021-12-02 23:48:00 UTC 324 IN Data Raw: 6d 8c 66 79 2f 6f 5f 76 fc 75 al 2e 7d 23 65 cc 94 6¢ a2 86 8a 8a 81 6¢ 8e fa 12 02 0d 74 a6 1b 50 14 10 12 5e
6 80 1b 45 {8 ea 26 9e 38 17 09 ae 9d fd 56 5a b4 9a 96 33 64 0d 53 58 2a Ob 1a al b1 7c c1 d8 57 b9 4b 89 9e 35 13 09
78 45 15 29 e2 €9 19 55 80 b8 a0 9 ¢3 ¢5 d6 47 fe 1a ee 89 01 6f a5 74 al 41 10 50 45 50 af 28 ad a8 09 a6 ea ab 15 44
0a a5 15 51 28 1a 8a a0 11 d0 79 f0 bc al 45 55 b9 52 41 f9 1d 18 8d c4 97 57 Oe 9c 86 02 ec 5¢ 1b 13 c8 dd cb be ee 24
10 ab 44 77 27 64 77 5¢ 1c 53 a2 de 1b 30 d6 b2 1a 90 d5 8 80 5¢ 5a 14 ee 96 61 06 30 39 d2 3a 3b 51 2b 9 98 d9 44 55
0a 6d 02 68 2f 36 58 d6 c4 09 a0 fc 88 3f 79 2c 1a 9 8f 93 a5 cf 97 1d ad eb 13 f2 a4 3a Ob 31 c6 06 f8 ad 51 5f 42 be 83
¢5 11 08 8d a8 74 fa 2f b9 55 55 55 17 03 a5 15 34
Data Ascii: mfy/o_vu }J#elltP\E&8VZ3dSX* WK5XE)UGOtAPEP(DQ(yEURAWASDW'dW\S0\Za09:;Q+DUmh/6X?y,:1Q_Bt/
uuu4

2021-12-02 23:48:00 UTC 328 IN Data Raw: ae 1d 41 a5 02 3e 16 fa 53 4f a6 a3 41 e0 al a5 74 14 a9 44 d1 57 4a 2a 69 52 15 45 37 07 el 55 5a a0 68 88
db e0 51 3c 9b 54 6a 8d 68 51 45 39 7d 3e 5e 74 21 51 03 al a2 ae ae 55 5e 55 08 54 1a 05 7a 7e 27 7d 06 80 68 4a 03
41 a9 2a a3 4a d1 1a 22 68 89 a2 24 94 13 5a 53 22 73 93 6d 6a 8e 3d c4 4b 19 63 b6 51 8e 69 d1 39 a6 a5 54 94 57 85
5a aa 94 d2 9c b6 54 d6 dc 93 6¢ a9 44 42 3b al f0 27 65 4d Oa fa 8a 05 4d 2b 44 08 44 d5 1f 3a 56 aa 88 05 44 75 0a f8
ee 02 f0 89 aa 25 14 37 03 e3 el 79 55 5¢ 95 42 aa d8 ad 95 55 51 dd 51 06 a6 44 e7 2b 5¢ 73 1a 2e 2d f8 10 a3 78 72 94
07 09 el fc 6e 11 92 9¢ f2 06 ¢5 0d 91 15 4d dd 51 51 04 45 51 14 55 d6 d1 d5 b5 ae e4 d7 4a 22 74 a6 d4 d7 ca 1b la af
aa a6 8e d0 90 a9 54 06 80 69 44 55 74 a2 Oa fb fc ab 53 al 5e
Data Ascii: A>SOAtDWJISRE7UZhQ<TjhQE9}> IQUAUTZ~1hJA*J"h$ZS"smj=KcQi9TWZTIDB;'eMM+DD:VDu
%7yU\BUQQDH\s.-xrMQQEQUJ"tTIDUtSA
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:48:00 UTC 332 IN Data Raw: ba fa 9d 69 44 34 28 68 50 28 91 44 0f f3 42 c2 7 17 08 99 6f 21 32 5f 34 c4 eb 59 ¢4 8¢ bc b7 fc al a7 6a aa
ed 54 df 1f 00 aa 88 af c2 a8 eb 54 11 54 47 ce a7 50 88 fe 03 b6 b6 64 07 39 €5 ee 1f 0a d5 0d 29 55 €3 43 be 80 57 51
€319 31 70 12 ec 94 b4 64 4e al bc 68 7c 38 8b c1 04 8¢ d9 b7 f1 7e 37 17 55 72 d8 14 df 04 e8 46 95 54 a2 {2 ab 45 44
4d 17 95 e1 03 a8 47 47 68 06 87 50 8a fa 55 Of 8f 9d 00 46 4e 36 b4 a2 1f 10 8a 08 af a6 8d 75 11 2 87 f2 da 30 32 2b
a9 8¢ b2 34 d1 48 ea c5 2b 56 1b 21 fd 86 5¢ 33 94 6e 69 63 d0 4d f1 f1 28 22 0a aa a5 57 85 c5 1d 95 75 03 47 68 11 2
75 08 €9 5f e0 25 5e 4a 7f aa 50 f9 8d 91 55 54 8 85 5f €3 89 bc 9f 74 ff 00 ¢5 0a 69 d9 ee 21 a4 55 47 2b ed de fc cb 9f
1c d7 8d b8 78 dc 04 df 07 43 a5 34 1a 15 e3 42 a9
Data Ascii: iD4(hP(DBo!2_4Y{TTTGPd9)UCWQ1pdNh|8~7UrFTEDMGGhPUFN6U02+4H+VI\3nicM("WuGhu_%"J
PUT_tilUG+xC4B

2021-12-02 23:48:00 UTC 336 IN Data Raw: 09 59 12 65 75 ac 0d 88 5b 87 3b 4e 2a 89 aa 57 06 88 23 6b 5a 68 04 b2 10 a4 70 6b 67 34 Oc b2 74 aa 26 35
f2 ce f7 5d dc 06 86 86 bd 44 f6 95 77 07 0 99 9c 9a e7 b0 84 {7 fe 46 33 65 15 65 8d 85 93 c2 e8 ff 00 Oe 41 6 2 da e6
cc 9f ¢4 8a 1a 9f 1a d7 4f 2a 9b b6 94 aa 1e 01 dO 05 4d c8 44 02 28 aa 75 08 af 08 94 49 46 81 17 2a 6¢ 28 08 80 97 4f
6¢ d2 1d 86 80 99 ad 24 b6 53 4b f9 1f 8e ea 37 92 98 5b 6f 68 ca 4b 76 ad b1 cd 80 4f 20 26 c2 00 c6 93 55 55 2f f8 c5 6¢
01 64 74 3e 01 15 45 ae 2e 7b b8 91 56 97 32 b2 01 c5 4a f2 14 b2 10 9e c2 d6 b2 dd cf 25 9¢c 06 62 e8 5a c3 63 66 19 1d
51 f3 52 bb 04 40 3d ae a8 8b 71 4e Oe b7 88 71 85 c5 8e 7c 4d 31 dc 64 3f bl 6b d9 6d cb 44 0f Of 8f 4a 6d e3 f8 47 86
53 40 86 9f 4d d7 81 a5 15 42 22 9a 1d 4a f2 a8 88
Data Ascii: Yeu[;N*W#kZhpkg4t&5]DwF3eeAO*MD(ulF*|(OI$SK7[ohKvO &UU/Idt>E.{V2J%bZcfQR@=qNg|M1d?kmDJImG
S@MB"J

2021-12-02 23:48:00 UTC 340 IN Data Raw: 38 14 c9 b9 b6 f6 42 27 90 f2 56 76 b1 b8 3a df f0 9a 38 9c 7d a8 62 Oe 35 05 07 53 4b €9 ff 00 b1 90 d0 1d 89
20 3c 4af5 15 ac 51 91 b2 Oc al d5 a0 84 46 94 41 00 55 15 15 34 f0 ab f0 a5 35 29 be 5a b8 ed 5d 08 aa e2 9b f0 ad 15
6a 50 44 2a aa 69 c5 7d 4b a8 64 91 ac 6b e7 9a fd 8 fc 63 2d c5 68 b8 84 28 53 76 40 9a 5d 63 62 b8 0d 13 c0 3f 30 95
72 2d 20 90 84 85 al 92 00 ec a3 €9 33 0d 19 03 db Oc 92 5b 38 96 €3 db 1b a9 40 d2 83 b7 e4 0a 96 76 c0 dc 71 2f 8e
88 0f 8d 42 32 80 85 cc 55 0f Oe 40 50 ea 4a 06 9a 38 68 4d 34 28 6e bc 6a 42 3a 11 5d 19 b8 ae c8 f8 2a a5 78 5e 75 70
aa 68 al 43 46 8a 9d 01 01 14 68 ae 27 7d f4 d6 16 2d b6 66 8d 15 40 6e c4 d2 9b ba 91 8d 70 b8 6b ad e6 73 ea d1 22
e49d bl c882fl1c9cal 78 e4 db 1b 91 33 01 a2 a0 7a 22
Data Ascii: 8B'Vv:8}b5SK <JQFAU45)Z]jPD*i}Kdkc-h(Sv@]cb?0r- 3[8@vqg/B2U@PJ8hM4(njB:]*x uphCFh'}-f@npks"x3z"

2021-12-02 23:48:00 UTC 344 IN Data Raw: 1a 53 46 8a 97 38 04 5c a4 63 65 17 3d 6a ca 65 71 d3 le 15 c7 5e bc 84 ff 00 a9 ba 50 e2 6e 8b ad ba b5 d4
86 ce dd b6 d0 97 8e 40 d4 72 2e 37 d2 71 6b 63 a9 bc 6d 1b 0b 02 cO fd b1 4d d6 e0 ba 37 dd 7e f2 d1 7d 55 55 74 00 95
87¢1¢990 75 bd a4 76 bl 15 42 08 f1 f5 a0 d1 a2 a5 a2 aa 94 57 6f fc 70 el 59 59 b5 21 11 fc cd 47 c1 43 50 68 ad Oe
d553 1d f4 08 04 10 f2 06 c3 43 55 17 87 15 54 e7 ae 4b 99 09 b2 95 f9 9¢ 05 bb ¢9 93 9b 9¢ 5d 27 dc 37 05 f5 31 8a Ob
b7 f2 7c 4c ab ae 85 1d 8d 77 38 b1 8e e3 35 7f 1c c2 42 15 de 2a d6 ec 4d d3 al 72 93 a6 cc 13 3a 6¢ e4 c1 d3 e0 62 83
09 63 02 63 c3 57 e7 8e 56 a7 f8 06 a3 40 82 01 51 67 66 fc 56 58 38 b8 c7 a9 d2 9a 1f 27 e5 54 36 d4 22 37 a7 c6 d1 c6
89 d5 28 80 10 1a 04 d6 a0 17 94 34 76 cb fc 45 53 9d b9
Data Ascii: SF8\ce=jeq"Pn@r.7gkcmM7~}UUtuvBWopYY!GCPhSCUTK]'71|Lw85B*Mr:lbccWV@QgfVX8'T6"7(4VES

2021-12-02 23:48:00 UTC 348 IN Data Raw: 43 c0 f2 55 36 d0 04 02 6a 08 78 d0 68 0a 20 14 40 52 42 c¢7 87 c¢6 d7 5f €2 b1 dO c2 1c ed 89 af ¢4 05 4d 00
40 6a 06 80 6d a5 50 fO b6 Ob 22 fe 59 3f 3f 08 f5 aa af c5 be 3e 27 e0 75 6f cO a6 ff 00 96 09 fc al 28 78 dO ea 10 4d 41
37 cf c4 22 89 a2 92 12 32 6e 6f €3 6b be 43 40 86 83 el ba 6e a2 aa 49 9b 18 bd be 6f Oc 81 ff 00 f6 23 c6 b1l a2 8e a7
€0 02 aa ad 10 28 6f al d4 fc 41 f8 Of 38 33 ¢6 57 04 3c 68 45 75 1a 05 f4 6f ¢8 27 21 e4 da 17 5f 4a fa 97 6f f1 02 9a 00
a8 87 ca ba 8f 20 a7 35 ae 0d b1 81 ae cc b4 1c ae be 53 53 93 b4 06 9a ff 00 ff da 00 08 01 01 00 01 05 00 8f ee 4d 68
5e 43 1a 0a 00 82 13 7c¢ 34 b8 9a 34 a0 ea 06 38 01 f5 fa b5 c6 8e a9 16 fc 81 88 36 b1 50 86 b7 89 82 47 05 01 75 2d 8f
11 6cel 4b 625301 70 90 16 16 93 56 b9 c1 cc 72
Data Ascii: CU6jxh @RB_M@jmP"Y??>'uo(xMA7"2nokC@nlo#(0A83W<hEuo'l_Jo 5SSMh"C|4486PGu-IKbSpVr

2021-12-02 23:48:00 UTC 352 IN Data Raw: 86 d7 72 8b ff 00 b5 06 3e 58 ef a2 8a 17 c1 75 d7 ef a3 ae 12 e5 f6 17 5e af ef 59 3f 4b fb 42 df 27 63 d5 3d ad
8a b2 6e 03 b6 5e 32 58 ef 3¢ a6 ee 9d 50 00 35 24 2a 2 5f 5a ef 5a a2 28 5a 00 1b 27 fd eb 20 07 f6 38 39 71 04 31 80
a0 c7 56 80 b4 36 a2 17 Oe 20 d4 54 a6 95 ff 00 48 e5 46 6¢ 5¢c 39 28 5a d2 60 8¢ a8 a3 2d 16 ce 6b 5a dd d3 89 03 f2 30
ac 2d 85 9e 40 e4 fa eb fb a7 47 ec bd 6f 25 d6 32 Oc 72 86 29 66 7c 3e bd ee 7e c7 b6 7e 03 d6 de 88 b2 fd 85 6 bf 68 ed
6 9d b7 bd ¢9 74 19 8b 76 1e cb a7 e0 2e bb 16 7b 25 3¢ 56 ea c6 cc b5 5a db 8b Oc 6f b5 fb 07 fe 47 92 f4 6f a9 0d 94 7d
d6 e6 de dd 93 31 c1 16 08 da db 19 4c 6c c5 ff 00 53 1e fb 58 ed 2d 31 d6 ec 8a 09 a2 16 d6 b9 5c 88 86 29 2e 99 8f 66
50 b9 ad b2 e9 d3 e5 ad bd 6f d6 ed 2f b3 d6
Data Ascii: r>XuY?KB'c=n"2X<P5$*_7Z(Z' 89q1V6 THFI\9(Z -kZ0-@G0%2r)f|>~~htv.{%<VZ0Go}1LISX-1\).fPo/

2021-12-02 23:48:00 UTC 356 IN Data Raw: 97 b8 30 dd 36 4e f3 82 f6 4f ac 33 5e b3 bd 92 48 al 65 fd e4 2e 93 ad 5 7e ¢7 dd b3 36 de 87 ¢5 74 9c 26 73
3 e6 33 50 dc 4f 61 75 e9 fe f3 69 ec 4e 9d ed 2b 39 ee 71 d7 37 36 b9 8c 07 b3 fa f3 30 9e cf €8 98 59 ac c6 13 07 8¢ 64
d6 d1 44 f9 3b 0f ad 3a 3f 6a 76 6f f5 17 d1 9 f3 d4 3f 4f 3d 31 d4 2e 71 f8 ec 76 2a d8 10 5¢c d0 c0 9b 2b ab 7d 66 f9 5e e
5f 14 26 47 49 1c 6d 73 9b d7 3a dc ef c0 99 01 10 34 b1 39 c1 c6 8 33 f1 67 da la cf d4 1b 89 47 68 ff 00 d8 2b 1d 85 fd
c3 e9 36 6e 6 6d 9f 6¢ c5 75 Oe b9 63 6f d1 32 f1 62 bf 4f bd Oa ef 61 f6 c6 dc 63 b0 d8 32 42 6f 30 8d 42 f0 4f 81 b2 3b 1C
45 5a 6a aa 85 2a 08 5b 95 b2 69 14 94 51 f9 d3 4b 5d ff 00 d3 78 4d 6b c8 a2 ad 1c 37 35 09 a7 92 e5 b3 1c 41 80 f2 68
14 11 b8 00 1a 2a 18 ea d4 35 5b c9
Data Ascii: 06NO3"He.~6t&s3POauiN+9q760YdD;:?jvo?0=1.qv"\+}f* _&GIms:493gGh+6nmluco2bOac2Bo0BO;EZj*|i
QKIXMKk75Ah*5[

2021-12-02 23:48:00 UTC 360 IN Data Raw: 55 ff 00 f9 Oc 25 84 33 89 31 d2 ac 03 90 d9 05 fe 23 92 69 aa a8 72 0d 43 ed 50 3b 93 1b b2 68 24 57 76 7f 95
bl a2 b2 b7 96 f2 e3 a0 74 dc 1f ac 3a a7 73 ee 17 9d 8f 22 5¢ 4a 73 e8 a7 90 81 72 el 8 ef cb 81 ¢8 39 a5 d7 3b 4f 95 c5
58 e7 f1 dd b3 0f 77 d4 bb 5¢ d7 Oe 92 16 5d 18 dd 23 1c d7 dd c4 cb 59 7b 7c ¢3 21 6d 65 7a 24 eb b7 20 5d d8 fe bc fb
40 76 2¢ 46 72 ¢1 97 Oc b6 b9 bc eb aa c6 ee df 21 6b 71 66 cO ae 2c dc 1b fa bd d7 61 c9 7b 97 2f 7e fc 96 50 51 50 84
0a 26 8e eb bd 3f 35 d8 a4 c4 7a 8b 19 6c db 7e b7 d4 71 4d 39 fe bf 68 a0 ec d8 db 85 23 6¢ b2 11 66 bd 5d d6 f2 8c ec
7d 4b 31 d7 2e 69 c5 c7 cd 77 35 28 26 06 84 c7 6e d3 cd 34 8a 83 44 c2 4b 95 37 6b aa 6b 54 06 ff 00 4f b6 83 c5 fb 4f
€6 fe b3 7f f2 76 f1 a5 b3 4a 60 e2 81 04 b4 b5 04
Data Ascii: U%31#irCP;h$Wvt:s"\Jsr9;OXw\J#Y{|!mez$ |@v,Frikgf,a{/~PQP&?5zI~qM9h#f[}K1.iw5(&n4DK7kkTOOVJI"

2021-12-02 23:48:00 UTC 416 IN Data Raw: ec 96 ac 82 7c 63 dd 69 3f 42 9e db bc 7 e7 59 b1 a2 ea c9 af 67 68 c1 36 ea cf 13 75 75 69 73 88 be 12 33 19
76 24 60 71 ad c3 04 f1 5¢c c4 e8 9e de ae 73 38 39 43 e0 9e e2 57 15 75 03 ad 7a Ob 7e d6 03 43 5a 90 6a 61 7d 74 3e
41 a9 75 0a 08 71 02 ad 06 84 b6 ca 1f c4 cc a3 80 83 f2 1e 61 37 cd 94 4e 4c 6f 15 ¢9 37 62 1d 45 52 57 80 Oa 6b c9 23
€2 15 4c 04 Ob 6b 67 5a 74 03 b0 ae f4 aa ba 34 6d f4 f4 17 92 99 1f 95 9b f1 45 d5 71 27 39 9e b2 80 41 0d c4 bf 8e 3b
99 2a b2 57 81 a3 2d 7a cb 5b 7e d1 d8 63 b4 5d 07 b3 f4 ch ab ec 07 b4 3d 73 71 05 86 57 1b 7a c6 ca d7 Of c8 9d 28 68
ed d0 45 7d 8d ee 98 4c bc b8 bc 9b al be b7 fe d4 8e c2 e4 2e d9 95 b6 ¢8 65 af 2e e6 b2 b9 18 6¢ 9f b8 fO 6¢ b2 c9 de
330 5e 74 4c 8b al be c9 b0 5¢ d8 55 d3 62 7f 59 b3 d1
Data Ascii: |ci?BYgh6uuis3v$ q\s89CWuz~CZja}t>Auqa7NLo7bERWk#LkgZtdmEQq'9A;*W-z[~c]=sqWz(hE}L.e.lI3ML\UbY

2021-12-02 23:48:00 UTC 420 IN Data Raw: al 12 42 1e 34 86 57 43 26 47 26 3b 16 06 €2 03 5e 85 11 63 9b 5a 03 45 33 82 bb 7f 27 de 4c 78 4f 28 €3 70
fe 52 de 4d c6 3c b4 ed b7 b4 bf 9d ad 2¢c 9a 4b a9 70 3d 7d d2 b7 1b 64 e8 59 6f 8d 85 49 63 08 6e 43 ab e2 2e d5 cf 46
c5 82 7a 55 8b 07 44 €9 96 79 9b fc f7 58 c6 58 3 32 99 36 cf 93 89 ce 99 d9 3b f1 35 c6 29 82 2b 3e d7 78 72 39 5c 3d
b9 93 21 d9 e3 68 bd €9 17 4e c8 e2 3d 1b 7c 2c fb 6d dd ab b1 3d c6 fb 09 69 76 ce c3 €9 9e bb 96 39 0f d7 9 23 37 1e
9aec fl1 1b 7f 4a 76 69 5f 8d fd 7e fb b0 de 93 ea f8 e7 75 ce a4 fb fc af b2 ba 87 fe Of ec 1b 77 b6 9d 86 de e2 d4 f5 1c cc
52 b5 8f 63 da ff 00 Oe 76 fc c5 66 78 03 25 2d 47 eb 4e 30 e5 bd 9b ef 1c a0 97 24 09 d3 fc 50 5¢ 8b 50 78 a3 Of de cf 15
a0 f2 1a 36 47 cb 50 24 2b 6e 4a 27 3d a8 1a 9a
Data Ascii: BAWC&G&;"cZE3'LxO(pRM<,Kp=}dYolcnC.FzZUDyXX26;5)+>xr9\=!hN=|,m=iv9#7Jvi_~uwRcvfx%-GNO$P\P
X6GP$+nJ'=
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:48:00 UTC 424 IN Data Raw: d1 30 9d 2f 18 40 68 7f 8e 20 9b a0 25 53 b3 f1 37 ad df 5d ff 00 €6 39 Ob 50 d7 5d 5b 1b 49 fd 51 ee 4b cf 58
7b 6f d7 9d e3 19 de ba f7 be 3d 60 33 f6 25 86 39 01 40 8a d2 a8 6e 60 20 c9 07 f8 30 a8 cd 5b e0 8d d7 80 8f 8a ec f1
51 29 fb bc a6 fd ae 76 ff 00 00 2a a2 d9 30 d1 07 2e 45 34 a6 d0 84 d3 c5 5b cc 53 5d b7 2d 90 dc eb 08 fb ed 79 55 95
20 d6 bb d3 d3 56 11 74 be 81 3d d4 99 1b f8 81 22 9b 2a fd ac 06 83 75 e0 03 54 76 43 c5 f3 f8 5b e3 ae 9c 2e 98 fd aa
14 9e 1c Ob 4d d5 bb 66 65 ce 2e af 6d 93 22 88 b3 83 a4 a8 6¢ a7 66 92 9a da a9 e3 fb b1 5d 06 fe df da 37 d6 fc db 92
b5 fc bl fb 5e 6 6¢ 7f 77 fd 03 fd 86 2d b8 6b €2 bc b7 f7 77 a9 a4 ¢3 49 41 4a 92 1b b8 61 01 d6 ee ff 00 92 dc 9e Oc 00
26 11 45 5a 2a ec 9d ba ad 03 b7 53 1a 2a d4 81 50
Data Ascii: 0/@h %S7]9P][IQKX{0="3%9@n" 0[Q)v*0.E4[S]-yU Vt="*uTvC[.Mfe.m"If] 7" lw-kwlAJa&EZ*S*P

2021-12-02 23:48:00 UTC 428 IN Data Raw: ¢3 77 2c 77 75 €8 d9 9e 91 7e db 8f c6 61 98 38 09 5a 57 da aa 0a e6 10 91 b4 33 86 89 6e 76 fd 77 f5 ad cf
78 ec fd 77 ac 45 8e 86 1b 77 3c c¢3 6a d6 08 €2 00 35 al 12 02 7c dc 43 e5 75 24 75 55 c4 d5 32 96 31 b7 Oe 32 3e e2 16
c8 df 7a 74 eb ec be 2f 01 ed 9c c6 34 5f fb 9f 1a c8 bb 2f 6e cc 76 89 f0 38 39 b3 b9 6¢ e6 22 eb 1b 79 fa 63 ed db de 8d
ef ef 72 58 1c 7f b2 d5 68 9d el db 37 b1 80 62 b5 ff 00 e5 b5 ad 61 34 2d 2b 95 0f 31 a3 77 09 9e 74 ad 14 24 92 aa 57
90 89 28 6f al dc b5 02 53 5¢ 54 32 06 9f 41 4d 4f 68 f6 10 5b d9 c6 ec 1b 88 f6 0d e4 aa 9f e2 61 56 dc 30 96 e4 1b 46
5d 34 39 97 4c e7 1e 52 db 8b e6 8¢ f2 cf e0 f1 b9 fb 1f 60 fa a7 2d d3 a7 63 8¢ 61 97 ad 29 b7 6d 00 5d 45 53 73 18 4e
ba 65 5f 70 49 c1 el ef fb 36 5f d3 9e b5 c7 f4 5e b5
Data Ascii: w,wu~a8ZW3nvwxwEw<j5|Cu$uU212>zt/4_/nv89I"ycrxXh7bad-+1wt$W(0S\T2AMOh[aVOF]49LR -ca)m]ESs
Ne_pl6_»

2021-12-02 23:48:00 UTC 432 IN Data Raw: 73 4d 2b f2 f5 f0 54 b8 7b ba 01 75 ¢4 7d 42 d2 30 d9 7b 5d 52 d6 09 95 50 27 ed c5 52 b1 95 41 cf fc 5b 5b 20
78 b7 8a 94 86 32 27 cc a2 42 ea €9 39 77 a7 29 86 cd 37 Oe 6d 7d 87 da 6d 9a 2a da ea 96 10 81 25 38 35e3 7222 71
f3 a2 04 ¢8 01 90 4d 05 55 4c 7e 1f 35 30 6f 27 c1 dO 88 b1 97 5¢ 45 0f 96 €9 b6 25 2d 52 29 70 28 98 06 Oa aa 88 69 48
7d a6 87 9a 01 3a 65 54 00 e7 dc 2a 54 5f 2b 27 a2 7f 75 42 63 bb ae d3 6d 35 b4 de 35 84 1b 95 17 14 1e 4f e4 9c a0 4d
c9 81 ea 9e 03 23 9f 3¢ 9d 7d 45 e5 8d 8e 53 94 41 b9 70 c1 30 40 9c 77 75 2c 9b Ob 6a ab b1 a9 3c 83 77 cc b2 03 2b 23
aa 2f 89 42 62 €9 0d cd 37 4f be 64 ¢7 72 c1 39 54 ae al 1d da 63 8f 1c 82 24 df 9e 76 39 5d 46 c6 c1 31 Oe 10 22 2c 88
17 df b8 a6 c5 6¢ 6b 28 76 00 18 97 3d d7 26 09 94 a0 7d
Data Ascii: SM+T{u}BO{]JRP'RA[[ x2'B9w)7m}m*%85r'qMUL~500"E%-R)p(iH}:eT*T_+'uBcm550M#<}ESApO@wu,j<w+
#/Bb70dr9Tc$voIF1" k(v=&}

2021-12-02 23:48:00 UTC 436 IN Data Raw: a3 49 12 4d 77 ef 9a 2a 7a 7f c7 e3 5f 87 b0 41 e2 a4 78 9d db 2b dc 2e a8 9d db 9c 11 84 Ob 47 7b d4 2d 01
0011 05 1d 23 74 9d 10 70 f6 05 11 e7 bd ea 89 54 35 1b af c7 13 53 be 31 95 c5 38 al 55 2c 98 22 4a al bd 47 53 18 c8
le e520 3d 82 79 ef 81 89 aa 02 54 3b 89 48 e0 a5 23 be aa 11 9d d9 a7 12 Oc a9 54 d8 27 05 49 ef 6f 85 ea 13 38 ¢4 1f
2f 60 01 ¢4 29 Oc 89 f5 df b8 4d 3a 84 f0 3d db 5f 8¢ 76 5e 74 50 19 3c 7c 3d 80 Oe 4c 54 c7 fb 1e c2 f0 2c 9a 63 bc 2b d9
38 2f 61 9e 48 cc e3 d9 5¢ 29 1c a5 ea 1f 65 bb 59 e4 a4 78 fa 8e c5 4b 1e 25 96 9c c4 cb 97 7e e2 ba 4c 93 76 56 Ob 52
39 6a Of 4f 60 55 73 03 d3 b2 c4 e4 65 f0 3f 14 4f 65 60 1d 75 4c 5¢ b5 88 ff 00 e4 f8 7b 06 27 87 al ec b2 86 17 8e 6¢ c7
d0 76 67 05 31 92 d4 1f ec 3d 37 9f ff da 00 08 01
Data Ascii: IMw*z_Ax+.G{-#tpT5S18U,"JGS =yT;H#T'108/" )M:=_vMP<|=LT,c+8/aH\)eYxK%~LVVR9jO Use?0Oe uL\{'lvgl=7

2021-12-02 23:48:00 UTC 440 IN Data Raw: 39 b2 a0 16 e5 f1 4f a9 a6 09 6b d9 bc ¢3 12 9e 10 07 9a 77 40 e2 9c 27 08 3a 71 65 14 61 2f dd 77 3b 19 3d
9451 27 35 a2 7f fa €3 ea 9e ae 99 96 48 f4 56 66 ef 9a 3a da bf 79 fO ec 22 c7 3b Of be 2f 91 40 70 51 84 e8 1e 85 52 4e
39 ae b2 6f b9 39 2a 8b 4f 4c 96 79 44 cb fe 00 bb 29 eb c6 90 b8 71 ff 00 37 22 65 42 7d c0 f9 a2 4e 68 e8 cc d2 57 73
41 d3 8b d0 fe 42 ¢7 bl c2 7b 19 51 31 b6 89 c2 64 62 3e el 51 cc 26 95 35 21 49 Oc f8 aa a6 4f 60 03 02 b4 81 fe 31 f9 fc
53 1b ca 30 3a 95 ¢4 04 c0 a7 37 a6 de d7 79 4d d3 d8 c6 e4 c4 21 19 16 22 al 88 7f Oc 50 fc 93 69 71 79 83 c4 54 07 e0
€591 02 12 27 33 41 dc ba b5 4b 70 09 82 13 03 ea 04 05 08 c4 11 08 86 0f 8b 63 e2 ec 8¢ cf 75 8e 2f 5d 13 3f 5¢ 7¢ c6
7c {8 26 4e 2f 54 4¢ 55 2c 6b 1d 38 4e 6¢ 01 43 4f
Data Ascii: 90kw@":qea/w;=Q'5HVf:y";,/@pQRN909*OLyD)q7"eB}NhWsAB{Q1db>Q&5!10°1S0:7yM!"Piqy T'3AKpcu/]?
\||&N/TLU k8NICO

2021-12-02 23:48:00 UTC 444 IN Data Raw: b5 {3 3e 88 92 89 b0 3e 2e 87 30 8¢ 4e 52 1e 17 20 0d cb cf 98 4e 13 c4 b7 Oc d5 46 ¢3 29 91 74 00 16 38 bd
00 68 77 11 80 b8 5f de ab d9 5f 69 b0 3b 97 26 e4 34 c5 ec fe 1b 74 4e 6¢ 22 d8 3 4e a4 50 40 71 3e 8a 5¢ 15 71 f9 26
17 a2 31 1e 89 b1 1b 53 81 c1 fc 94 f5 8d 3 24 da f1 bd 31 fb 93 ec 99 14 64 6f 3d b1 d0 3b 4c 9c aa dc b4 27 ¢4 c0 {7 a6
d8 ad b4 b1 95 53 15 10 8 9f 24 51 16 38 cf d4 26 2a 32 17 84 c6 f1 e6 9f 02 98 fb e5 63 9b 93 83 65 16 al 8d fa 8d 11 df
7 9e e0 84 45 c2 9e 09 ed 70 53 4e al 5e 9c 15 7a ac 9c e4 89 91 ed d5 b9 38 55 d8 67 fa 93 9b Oc 85 f1 31 97 72 13 06
86 al 3e ch Ob 5d 38 4e a2 46 04 8f 14 46 62 d9 Oe f4 02 27 24 1b 0f 44 el 10 72 f4 40 f0 55 5d 70 40 4d 02 Oa 10 1f 6e
98 ff 00 3 25 ce e2 85 54 9d eb 76 46 35 8f a2 61
Data Ascii: >>.0NR NF)t8hw__i;&4tNI"'NP@0>\q&1S$1do=;L'S$Q8&*2ceEpSN"z8Ug1r>]8NFFb'$Dr@U]p@Mn%TvF5a

2021-12-02 23:48:00 UTC 448 IN Data Raw: ce 75 01 a4 31 f4 c5 0f f7 a6 ba f1 16 a4 da c5 d8 ef 47 1d c4 99 61 1f 66 21 dd 6f b2 8a 2d 37 53 8b 4e 07 7f
c4 b3 d3 ae 2e 4f ed e5 4e 52 f8 a3 53 b9 cf d5 9e c6 €8 07 ee af 83 77 Oc ¢5 d2 07 13 fd e4 ec fa 5¢ ae 02 fb d3 03 e0 fe
f2 1e fe 58 6d bd bc d5 4c 53 eb 36 b0 fO b9 71 63 f6 57 c2 d7 ac 1c ba 73 80 fd el 59 ed c6 2b fO 1e b5 a4 8d 23 fd 91 de
47 14 82 1 9c 6f bd 19 b5 09 bd d5 cb 4e 95 5a 33 d1 b7 55 79 10 d5 a8 49 a9 f6 95 73 32 7c 69 c2 b0 c7 d6 4e cd 4c 78
85 9d 55 e9 5a f3 21 16 dd 67 7a 89 2c 59 df d6 4e d5 58 3d 70 43 ba b1 c0 6a 9d a8 d5 a7 13 23 7e 2c d8 2a 53 07 c3 de
59 a8 fb 38 15 31 17 6e 65 83 bf a5 d6 2f c5 cc aa cc df 4a ad 1c bl e4 64 2c 3b ae 58 e6 e6 44 8 37 26 6a 6e aa 3f Oe ea
c1f8 78 45 13 b7 Oa a3 d0 b0 a6 6e 45 5a be
Data Ascii: ulGaflo-7SN.ONRSW\XmLS6qcWsY +#GoNZ3UylIs2|iNLxUZ!gz, YNX=pCj#~,*SY81ne/Jd,;XD7&n?XEnEZ

2021-12-02 23:48:00 UTC 452 IN Data Raw: 53 ee ac 01 f7 5b 8 f5 96 dd 9c fd a5 73 e2 2d 6d bf f4 9d 2b 86 17 dd 29 ee 3f 87 10 f4 17 59 4a d7 51 3b c4
07 1f cf Oc 4f 46 18 cb f0 ad 22 ec 3c 9d 67 e4 65 ac 7e 64 78 be e4 6d b4 ed 3a 29 Oc 66 3d d7 ee 84 47 24 50 0f 23 75
05 96 a3 e2 9d 66 57 87 4a b7 72 8b 45 d3 6b b9 6d 6¢ 25 b8 22 3c e5 b4 9f 95 5¢ dc c4 39 6e ef 37 6d 7d 56 2e b7 d9 56
da 6d 37 ae a4 ee c8 9b 6e 4e 29 Ob de d8 a3 b7 ch 84 20 d9 86 8a 1b 5b 77 66 78 37 72 ff 00 b9 d6 fb 22 86 11 67 dc ea
a7 95 db 31 3b 96 5f dd fe de 64 cd 5d d8 f9 b9 5d 13 bb f0 fO aa Ob f1 27 77 c0 5b 15 23 62 cf 70 6d 1f a3 8b fb 91 96 4c
e7 5e 27 59 59 a8 23 c2 88 f2 ee 83 7d 68 ae 04 28 72 33 be 6f 56 26 de fb ce cb 29 3e 6e ed d8 08 bd 61 e2 40 59 5f 32
fO 9e 93 88 ca f6 df 37 30 d7 16 71 0d df bc ee ad
Data Ascii: S[s-m+)?YJQ;OF"<ge~dxm:)f=G$P#ufWJIrEkmI%"<\9n7m}V.Vm7nN) [wfx7r'gl;_d]]'w[#bpmL Y Y#}h(r
30V&)>na@Y_270q

2021-12-02 23:48:00 UTC 456 IN Data Raw: 18 fc 3b 81 7e c1 7e d1 e7 5f dO af 64 ef al 36 ef 34 9b a2 el 38 8b a8 bc 23 e3 4d 30 cc 2d f4 7d 4e 1b d6 8d
9f 68 66 cb 77 01 74 49 11 3b 2d 1f c6 9a 6d c0 1f 80 7f 3a e0 b6 78 e4 17 ac 63 a9 cf 08 94 66 5¢ dd f0 53 d2 ce b5 bd 26
372861d7 62 79 2d 7b 1d e0 bl 65 2c bc 35 57 50 ce f9 a6 8a 52 ef 89 f8 9d ea aa f4 27 6e 75 57 26 59 b6 0a ab 2a 75
96 1b a9 dd e8 5f b5 6¢ ca 9e 95 da 9a b5 4d 5f d5 d6 4c ed f6 56 61 d8 c2 5¢ a8 da 9d 95 b7 de 4c ec e8 ab bc 45 4f 42
a5 17 3b ec 3 aa 30 d3 Oe 14 4d 4a 92 ab 7d 94 d4 1a e5 ea a6 6¢ dc 39 95 70 a5 39 15 6b 82 6a 2c d4 al 32 a3 b3 b6
6e 75 b3 67 11 51 50 c7 8b a3 aa aa ed c9 ba 34 ff 00 12 e4 17 2e aa 1c ac c4 35 el 55 ab 61 5 ad 4a Ob c¢7 ac 7f 27 23
08 b6 3c 43 bc 79 79 72 ed f4 2f Oc 69 d6 df 13 57 fO
Data Ascii: ;~~_d648#MO0-}Nhfwtl;-m:xcAS&7(aby-{e, SWPR'nuW&Y*u_IM_LVa\LEOB;0MJ}I9p9kj,2nugQP4.5Ual'#
<Cyyr/iw
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:48:00 UTC 460 IN Data Raw: f1 16 aa 56 36 47 8c d7 06 f5 b8 ba 7e c4 43 c5 bd cf €8 14 0d 05 b3 68 1e 18 83 Ob 3d 3d bf 16 40 ed ce 43 ca
5c c9 d9 c5 dd e9 4c bd 91 ec 8f 37 ac aa ce 52 9b f0 db b7 0d 7a be 85 2c ce ef 90 db 25 6 a0 fb a2 c3 fe 94 7d 1f 5b a8
b4 dd 02 36 d4 75 86 6e e8 6f 0d ab 1d b7 b3 d5 6f 32 7b 8b a3 3b ab db c7 f8 d2 6d 92 69 7b 02 ae 64 07 17 b6 b4 7e ea
f2 f1 b8 1le 6f fe d6 22 1d ae 23 c6 e3 83 6¢ 1d ae 82 30 07 10 6¢ 32 b3 51 81 ba ab 4f f0 68 5f 94 fa 0d 85 bb 5c ea 96 76
ce 5d cb dd 66 dd 09 48 78 dc 46 8f 47 d8 e8 6f 48 8b c3 7e Oe 07 78 ff 00 ab 48 24 3d e9 75 86 08 fa f9 7a cf b3 a5 42 36
fa 2c 1a c6 a2 Oc 3d f6 ad a9 88 cd 24 a4 3d 6¢ a5 b8 0d dO df 69 43 6d 05 a4 36 d6 el 46 1b 6b 70 18 c1 9b d6 ca ab 97
73 0c a4 cf 9b 75 13 33 b9 77 81 94 85 f0 af
Data Ascii: V6G~Ch==@C\L7Rz,%}[6unoo2{;mi{d~0"#1012Q0h_\v]fHXFGoH~xH$=uzB6,=$=liCm6Fkpsu3w

2021-12-02 23:48:00 UTC 464 IN Data Raw: b4 d3 ef 3c Ob ac 91 d8 6b ee 17 d1 14 d1 5e c7 a7 dc 46 12 1d ae e3 81 48 3b 1le 8b c3 7e 3d d7 00 ef f5 4d
58 26 92 de de 46 18 el 86 30 98 a3 8c c8 8b 8d c8 5a bc cb ¢7 1f 9d 37 1e 20 d2 2f 74 0f cc db d1 b5 f0 fe 83 65 39 4d
75 6b 0e 9b 7d 75 19 15 df 50 24 2c cf 96 3c d5 60 c4 b9 95 e5 9d cc ad 07 5 08 1e d3 35 72 16 59 37 72 fd 74 f4 af cb Od
Oe d0 02 30 3d 02 e6 €0 6d 63 6d c8 €5 9e 51 1c 82 5e cd 5¢ 94 b3 33 54 6a cd f6 8b 85 69 25 04 74 3b 1e f9 bb cO 1c 64
02 3f 88 64 5e d6 02 a8 ef 86 c5 6a d4 de 76 23 fb 44 9f 2f 2a b6 b3 23 77 0d 63 46 bf 83 Oe d6 41 90 7f 75 78 87 c3 84 7d
d5 8fe6 1d 91 ea 16 71 f5 5e €6 00 le f4 47 d2 ce fe 95 fd 2c 1a 81 1d e5 d5 e4 94 7d a7 72 79 bf b9 63 bb 5e 11 5b 69
€6 5b 2b e9 54 e8 58 6e d7 99 Ob 61 99 0d 19 f6 dO
Data Ascii: <k"FH;~=MX&F0Z7 /te9Muk}uP$,< 5rY7rt0=mcmQ”™3T;ji%t;d?d"\jv#D/*#wcFAux}g"G,}ryc/[i[+TXna

2021-12-02 23:48:00 UTC 468 IN Data Raw: ¢8 c¢7 9f 2c 99 7a 73 54 bd 2a de d1 8d ce 13 61 78 c6 bb a2 7d 6f 41 73 2b 1b €9 2d 63 96 fe c5 9c 2c ef Of 13
8f 37 16 5e 67 2e 12 fa 10 8c b1 33 85 2a 42 fc eb 36 bf el 9d 37 57 2a 7c 39 2f 6d 82 63 6f 64 b8 9b ed 23 7b bf 05 c3 6f
71 2b 10 47 35 b4 3 42 71 8f 68 72 96 5f 65 05 d5 be 91 75 aa dc 83 f7 91 95 fc dd e3 36 7 54 44 47 ef 28 ec 34 fh 38 ac
6d a2 6a 43 Oc 6d 46 65 90 b7 c0 f1 12 e6 42 24 8 8e 6¢ b2 36 f3 ac 8e 7b ad c2 54 e5 52 1c 39 62 72 de la a2 12 7a 3e
cc d4 c1 99 30 8b bb 2 61 fd b0 59 5e ad fe db ab dd 4f 4f 62 95 f4 d9 6b 75 6b 4c c4 10 91 6e 90 f5 a8 3f b5 13 33 6f 37
5a 99 56 6¢ 77 ba d5 de 59 5d e9 5e b7 2a 98 87 11 a5 Ob 1d a8 43 11 66 63 2c ad fe 25 ad c0 35 al db bl el ea 92 fc dO
96 d6 42 8e 4f ea 16 97 83 20 3d 1c 4e 5b 78
Data Ascii: ,zsT*ax}oAs+-c,7g.3*B67W*|9/mcod#{oq+G5Bghr_eu6 TDG(48mjCmFeB$I6{TR9brz>0aY *OObkukLn?307
ZVIwY]*Cfc,%5BO =N[x

2021-12-02 23:48:00 UTC 472 IN Data Raw: b7 80 07 42 cb Ob 3e 63 fb 29 d8 46 49 3e c8 ba 1e fa ca e6 59 5b 87 74 1d 49 f2 51 fc b4 04 ee e3 1b d0 bf 77
62 70 9e 6 3b 76 Oc 78 ff 00 cc 4a 6d 2e c7 c3 f7 47 a3 c2 d5 b8 f1 34 e4 41 1b b8 8e 6f 87 d5 3¢ d5 a5 13 b3 35 09 df 9d
77 86 2c 55 1e 57 5e 24 fc ¢5 69 46 db f3 0f f3 3d 8f 41 fO Oc 6f 84 90 5a 97 fd 4d dO 8f 57 76 b8 fb 2a 4b cb 93 33 7b 89
08 c8 8f 17 37 2e 22 2f 68 be ba a6 9b 20 3b c4 fb b5 €0 6d de 22 2f 57 99 44 43 2f 7d 25 el 93 97 6b 77 b4 b4 d8 07 1e
fe e2 18 be f8 af 03 Oc c2 e0 57 9f 3b 73 18 bf 60 ae Oc 45 fe 86 5a bd 1b 02 78 cf ed 00 a2 6e 2a a2 65 56 6a e5 58 aa b6
eb ad b9 7d 64 f4 a2 ad 6a b0 7c cd da 42 d4 7f de 4c cf bd b7 79 f6 2a 33 e6 f5 99 62 ed e9 4d 47 d8 b6 d3 Oa a7 ad 36
3e d4 cf d1 44 02 d4 a3 ca 1b 76 ec 59 73 0d
Data Ascii: B>C)FI>Y[tIQwbp;vxJm.G4Ao<5w, UWA$IF=A0ZMWV*K3{7."/h ;m"/WDC/}%kwW;s EZxn*eVjX}dj|BLy*3bM
G6>DvYs

2021-12-02 23:48:00 UTC 476 IN Data Raw: 84 7a b8 ef 2a bd 09 53 1c bd 64 6¢ ef ed Of 3f bb ca b5 ad 1b 54 95 ad 74 ff 00 13 58 49 65 25 d3 b6 51 8c f8
84 8b al 78 93 c0 9a 81 b4 67 72 e5 2d a8 d6 al df 5b 6e 93 8f 3e 60 fa 68 bc 45 e3 3f 09 5b bl f8 93 ¢3 17 92 7f de le
17 8d be 3c 61 98 bb bb e8 83 8a 4b 79 82 99 9c 2a e0 fb c5 ba al 1b 81 78 2e ¢3 72 4b 79 77 5e 40 2e 20 21 fd aa 1d 42
d2 56 3a c6 1d cc 8f 8b b6 5e a9 74 8e c5 37 7d 6b 08 bd e4 4f 19 61 bb de 75 48 b9 9c 94 17 b2 db 35 cc 27 09 47 34 6¢
fb ed 97 30 d4 4b 9c 70 74 37 10 33 bl f5 87 b6 29 f4 7d 46 e6 3b 4b 8c bd de 9b a8 49 80 48 1f e8 ca 5d 43 1e ab af 99
€8 32 34 bf Oe e0 6b d7 1e 12 fb 34 4¢ 17 b1 7 44 55 01 d4 32 e6 0f 62 51 e5 04 56 af 19 c8 03 f1 7e 46 33 a4 9b bb c2
76 92 6 c7 68 3f b8 48 3¢ 39 ae 97 cd df 42 dd fe 8f
Data Ascii: z*SdI?TtXl1e%Qxgr-[n>"hE?[<aKy*x.rKyw @. !|BV: t7}kOauH5'G4I0Kpt73)}F;KIH]C24k4LDU2bQV~F3vh?H<9B

2021-12-02 23:48:00 UTC 480 IN Data Raw: ae bb dd 27 ¢4 36 7 71 9b 57 77 29 b3 fd 92 5f 0a ea d2 66 f3 90 a0 2d 5b 54 8a da df f8 83 03 67 3f 74 b8 59
4a df 3f 68 17 b1 d5 a4 al b4 d7 24 fd 92 cb b3 cd 82 9a d3 45 91 ed 2d 2b 41 91 9f 29 65 52 1c f7 05 3c 92 3f c4 27 7c 56
56 c0 d5 6b bb 4d dc 16 0d 95 56 b5 54 a5 4a bb d4 e6 5d e4 04 e2 4d d6 41 49 cd 80 1c 77 5d f3 0a 83 c3 de 26 99 8f 4f
ba a0 43 71 27 f0 8b d6 f5 10 5e 41 f1 6d 6e 8e bl 4c d9 4a ad d5 de 55 67 e4 el 45 99 b6 b2 a3 3b ec 43 c9 ea ac 55 5f
7b cb ¢8 39 9d 52 bb 55 39 d3 3b el 99 6d fa 91 33 96 6a f4 ae 4c de 65 ca b6 aa e3 99 8d d6 6¢ bd 35 54 67 7a f9 93 66
ea b2 e855 64 d4 58 d5 62 e8 68 ca af c8 aa f4 ch e7 43 e6 64 1d 92 e2 c1 53 1c b5 44 2f bc 2c aa ef c2 db aa ae f8 3a ch
da 7d da ab ef 19 6a 11 b6 6¢ 8e d6 f2 1f 20 88
Data Ascii: '6qWw)_f-[Tg?tYJ?h$E-+A)eR<?'|VVKMVTJIIMAIW]&OCq* AmnLIUGE;CU_{9RU9;m3jLel5TgzfUdXbhCdSD/,:}l

2021-12-02 23:48:00 UTC 484 IN Data Raw: Od ea 2 e6 4c ce fb ce 9d a8 d9 91 bb 33 1d 3d d4 62 ed 88 e0 2b c1 77 f2 cb 92 10 d4 42 39 Ob a2 4d df f1 2d
54 19 a8 32 3b 4e 3e f0 8a 1e 52 75 8b 3a 67 77 a3 79 d3 35 5b 29 74 ac 56 ¢5 52 7f 69 Ob 3d 28 a8 ec fb 15 3¢ 95 77 5f
el 59 38 b2 83 6d ec aa aa 57 d3 e4 66 42 cc fc 9c e8 6a cd 54 2e ca 9f af c8 ca 8d d6 55 a2 a7 ea 55 f4 2a bb a6 a3 7b
a4 ea acchb c4 97 ¢6 0d dd db 59 96 52 e9 cc af ee 1d d8 bb eb 83 3f bc 9b ac b6 27 a7 59 13 d6 83 95 13 57 2b 03 a2 a6
dd e4 4d d5 eb 66 65 95 9f 33 8e 22 8a 4a ef 75 6a 82 18 82 b2 cc f4 11 €9 51 dd 6a €0 d7 97 ee 15 ee dd b7 22 f6 79 dd
08 c7 0086 1f c3 11 66 ca a8 2d 4c aa 8e fc aa a2 39 99 54 9d 83 cc b7 9d c9 fb 4b 63 0f 9d 6d 7f 43 60 9a bb 11 09 8b
15 3a b5 45 93 28 53 aa cc 84 81 c7 3e ¢l 62 e2 4c 34
Data Ascii: L3=b+wB9M-T2;N>Ru:gwy5[)tVRi=(<w_Y8mWIBjT.UUYR?'YW+Mfe3"JujQj'yf-L9TKecmC :E(S>bL4

2021-12-02 23:48:00 UTC 488 IN Data Raw: 31 e6 e3 6¢ cc 33 14 78 ed 75 73 aa 44 0f 73 e0 dd 73 e3 de 14 19 8e 2b 19 8b 77 be cb fe 94 84 fb 76 83 be
6 d6 45 el db fb 8f 84 38 d8 c8 c7 9a 39 62 2f c¢3 de €5 7c b8 57 99 1e 9d 31 6f db be 7b 72 7d da 8f aa 49 ee ed df 2¢ f1
ef 95 1b 88 7b 5e ea 18 a5 dd b3 d5 29 1c 85 5f c2 9f b5 fb 55 e6 93 70 39 ef 63 80 67 b5 ¢3 6¢ d1 06 f0 ff 00 e2 45 99 bc
ec c8 08 f8 e0 73 8a 4f 77 85 5b ca ce e3 be 2e 85 eb ¢8 6d 7 73 7f 89 5f db 3b b0 f7 d1 cd 14 65 5e bd 46 48 fe f3 7d 6b
481 04 6¢ e5 fd 03 50 8a 5b ab 7f f5 2c ef 44 63 9c 4b de fa d5 bd dd bl 34 b6 97 31 84 b6 3 37 09 01 Oe 61 2f b2 4c 8a
9b 1d 3b f5 69 5 c8 b2 88 34 a4 1f ¢3 a6 f3 92 2d 67 4f 88 a6 30 6f fd 4a c4 37 5e e2 21 cd be 3f ee 46 3c bc ad 82 86 48
e6 ef a3 36 67 12 e7 f7 79 1f al 33 8d 1f
Data Ascii: 113xusDss+wvE89b/|W1o{r}l {*)_Up9cglEsOw[.ms_;e"FH}KHIP[,DcK417a/L;i4-gO00J7 ! ?F<H6gy3

2021-12-02 23:48:00 UTC 492 IN Data Raw: 02 a6 94 df 34 b3 11 19 79 c9 30 cd b9 26 d2 85 df 16 1f 5b 99 1c e4 fb f4 26 8¢ 51 eb d7 a2 fd f3 ff 00 f8 f8 dd
b7 9d cb 84 95 c6 a7 21 66 0d 35 fb 8b 5a f5 af 24 1f 88 43 ff 00 2c 3e b7 65 33 b0 ef 5¢c b8 45 8f 64 77 8b ef 51 0f 55 1e
39 5e 9b a9 8d ba ec cf e4 a3 3e 28 c8 b8 b6 0f b4 ab 5d ca 54 7d e4 2c¢ cf d9 cc b5 e7 77 dd 0d 42 3c bf 60 50 bb 6e 93
ac 37 73 2c 77 79 09 11 b2 69 59 b2 e3 c4 9f 43 bb 95 be 66 d3 f0 ea fb 45 6a 0d 63 b9 aa 69 21 f3 d6 32 53 17 28 ¢7 31
37 be 3f a9 43 2b f1 4d 18 49 6 85 61 ¢8 99 0f 57 d0 9d fa 53 6¢ 75 83 71 3f 0a 6¢ 15 59 ba 15 28 a9 d5 2e aa a7 37 4a cc
89 b6 7a be 41 4d 5e 45 4a f2 2¢ 15 69 e5 6f 32 aa 75 87 d6 af 3c 47 28 d2 e3 58 3a 11 3b f5 20 5a b5 db 96 78 20 9c a0
b5 1a el 92 2d dc c8 d9 df 87 12 f3 23 9c cb
Data Ascii: 4y0&[&Q!f5Z$C,>e3\EdwQUI>(] T}, wB<'Pn7s,wyiYCIEjci!2S(17?C+MIaWSlug?IY(.7JzAM7EJ,io2u<G(X:; Zx -
#

2021-12-02 23:48:00 UTC 496 IN Data Raw: ba 3f 79 d1 4a 4f 5c df a8 7f b3 a0 b3 8c a9 2f cb 88 7f e3 4f bc 5f 76 8a 0b 51 el 39 18 7d 1d 65 3d db 8e e5
9c 67 20 fb 22 2b 51 9a b5 e fe 4a 17 b4 45 99 4f 61 29 65 1b fe 7e 43 1e 12 5e 1f f1 1c 22 f9 00 d9 ee 05 b9 44 4f 2c 82
ad b5 bd 2d fb dc b0 35 €5 9c 91 ef 67 b7 21 12 2¢ b9 79 63 a3 18 fb 2a 1b d6 6¢ b3 d3 25 e0 b6 6 59 07 8b 87 90 b3 33
8f 3b 3b 2a 65 cb 44 54 6a 1a 76 31 cc 5d 2c a9 95 9b cc ca 9c 4c be b5 a3 14 el 4b 3b 3b 80 92 e8 8b 86 82 59 96 ab e2
4d 16 d9 8f c5 9e 1e 92 5b 9d 2c 9b 8e e6 d4 77 a4 b5 e9 7c a2 ce 1d 2d 97 85 d0 4a db 76 4d 19 6e 90 17 64 85 3c 46 ec
5 e7 65 30 da 99 b0 1c 99 fb 97 7f c3 7e c8 al 8c b7 a4 87 8b 1d ac bb 59 96 18 66 54 76 ab 0f 12 c6 be 95 46 7c bc b9
56 bl e2 5b a7 10 7b 68 3b ab 72 7c bc 52 38 8e 61
Data Ascii: ?yJOVO_vQ9}e=g "+QJEOa)e~C""DO,-5g!,yc*1%Y 3;;*eDTjv1],LK;; YM[,w|-JvMnd<Fe0~YfTvF|V[{h;r|R8a
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kBytes
Timestamp transferred

2021-12-02 23:48:00 UTC 500

2021-12-02 23:48:00 UTC 504

2021-12-02 23:48:00 UTC 508

Session ID Source IP

12 192.168.2.5
kBytes

Timestamp transferred

2021-12-02 23:48:00 UTC 181

2021-12-02 23:48:00 UTC 232

2021-12-02 23:48:00 UTC 233

2021-12-02 23:48:00 UTC 236

2021-12-02 23:48:00 UTC 276

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49773

Direction

ouT

Data

Data Raw: bf b9 6f 70 fd d4 c2 fc 8e ad 6d ee 26 a6 9f ab b3 69 {7 83 5¢ 1b 36 f4 47 ee 97 eb 75 b6 a2 ab 55 25 39 90 86
5c¢ 0d 5b b9 b0 c7 af 7e 62 48 12 5¢ 15 37 c6 d8 77 b2 66 e6 de 42 ce 4c 22 3d 6f 55 03 89 3b 86 cc ce b6 21 76 f3 2d b5
4f 56 aa 6¢ 3a 55 30 dd 54 ae ea db d2 a8 db 29 55 b7 a4 57 2f a5 3a d8 aa ab e5 f6 55 29 cb 5c ab 16 fa 15 6b 99 63 ba
aa ec ba 3c ad 4f 20 d5 55 60 ca a4 aa b0 f2 6¢ 58 ba ca 86 a8 7d 6f 23 2c 1d 33 2a 3f 96 ac bf bd 78 f3 c¢3 b6 f1 {7 93 69
53 47 7b 6e 35 db 9b 78 be 3 3a ee 6 88 a3 90 1f 7a 37 6d e6 5e 75 46 6a 65 54 fd 2f 3f 12 a7 4a 84 87 85 de a4 a5 72
1c dOc9 84 d8 6¢ f5 90 8 c3 4f 86 96 9a €0 00 6a 82 03 80 5¢ c1 94 48 f3 7f b8 3b de 7a al 90 b6 17 eb 5a 56 bf a5 e6
b9 80 e7 28 88 40 6a 76 f7 11 10 97 75 20 f2 73 8b

Data Ascii: opm&i\6GuU%9\[~bH\7wfBL"=0U;!v-OVI:UOT)UW/:U)\kc<O U’IX}o#,3*?xiSG{n5x:z7m"uFjeT/?JrlOj\
H;zZV(@jvu s

Data Raw: 99 3a b4 f0 bc 07 96 e3 53 7e 6 f3 a2 21 el 1f 79 5f 78 8e 70 cd 6f a4 87 77 6b 5e 59 e7 12 el f6 42 af €9 65 7
053356 32 71 2f 64 77 55 bc bl 1b 81 77 al 97 ab 42 12 1c ca 1d Oa fe el 8a f2 d6 36 78 44 df 6b 76 51 0d 59 d4 1f 98
7a 34 6e e0 d9 2d fc 43 Ob 35 45 bf d3 9f 2f 9b 02 54 90 9f e9 4c ec 6e 87 39 65 c7 95 d4 75 36 3d c6 de 6¢ 3a a9 95 15
3c a4 e8 aa 8b 15 45 e7 55 5b 10 d7 91 6d 2 Of 95 bc a5 e4 af 3f 91 bc 9b 7f 4b 04 0f b1 79 d1 33 ba 3b d2 f8 65 35 bd c5
ce 6f 68 49 4f 2b be 32 c8 47 e7 4e ef e4 {7 56 2f b5 6d 54 6f 23 55 60 c8 99 d7 d2 9d dd 96 83 71 a7 80 bd c5 85 c6 4e f9
c8 43 bb 88 80 b3 6e 96 d6 dd 65 6b 6f 23 b9 3c 51 b3 11 3e 3d 5e d7 b4 ce bd e5 4f 2b 57 ad e4 ab a2 a2 1a a7 25 82 a7
42 d8 8d e8 b5 cb b3 27 99 ad ee Oe da d4 6b

Data Ascii: :S~ly_xpowk"YBe3V2q/dwUwB6xDkvQYz4n-C5E/TLn9eu6=I:<EU[m?Ky3;e50hI0+2GNV/mTo#U qNCneko#
<Q>="0+W%B'k

Data Raw: c3 aa e9 7 4d 49 2d e5 1e b7 55 c4 b8 99 fa 45 5¢ eb be 06 9a 6d 6f 45 6¢ d2 49 al c8 d9 ae el 1le cc 64 3c 6¢
3f 4a 28 2e 00 ad e7 85 c8 24 84 db 29 b3 6 48 79 d3 38 9a c5 60 fb a8 70 7d 8a 8e aa 51 81 7a d9 56 15 8b cc eb 72 73
f4 ac ad 71 99 bb 2e 35 15 52 71 ab b5 33 33 65 54 cf 99 ba a5 44 2e 77 04 24 cd 4c 17 fd 5c c5 ea b1 65 55 26 ce fd 2e
4e b7 22 66 f4 2a 33 37 al 6¢ 58 ad aa 8d c4 a8 4e ec 2b 71 b3 20 b3 f0 ee 8f 73 aa dc 1b ef 49 10 fc 20 €9 92 42 dc 66
50 6a 1f 98 3a 98 b8 ed 2d 07 4f 7c 3d 99 65 e5 3 Oa fe 9f el cd 22 0d 36 d9 98 73 0d b8 Ob 3c 9e b4 85 c4 4a b2 3e 51
ea dl 33 37 0f 92 8a 68 24 1c €0 6d f7 93 Ob 70 83 2¢ 13 3f 12 d1 b5 90 91 e3 8a fc 21 79 89 9f af 1f c3 2f d8 b4 €9 5a 4c
e53d a0 1b 79 ¢5 95 cc f1 8f ¢3 bc 11 9c 7f 74 bf

Data Ascii: MI-UE\moEIId<I?J(.$)Hy8 p}QzVrsq.5Rq33eTD.w$L\eU&.N"f*37IXN+q s BfPj:-O|=e"6s<J>Q37h$mp,?ly/ZL=yt

Destination IP Destination Port Process

5.101.45.5 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /media/dating/toon2/images/bg.jpg HTTP/1.1

Host: localchicks3.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://localchicks3.com/media/dating/toon2/css/style.css
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: sid=t4~unzpokllghxizfax3ogxryjg

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:48:00 GMT
Content-Type: image/jpeg
Content-Length: 119754

Connection: close

Last-Modified: Thu, 20 May 2021 06:04:50 GMT
Vary: Accept-Encoding

ETag: "60a5fc02-1d3ca"
Cache-Control: no-transform
Accept-Ranges: bytes

Data Raw: ff d8 ff e1 0d 21 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 Oc 01 00 00 03 00 00 00 01 04 ff 00 00 01 01 00
03 00 00 00 01 02 94 00 00 01 02 00 03 00 00 00 03 00 00 00 9e 01 06 00 03 00 00 00 01 00 02 00 00 01 12 00 03 00 00
00 01 00 01 00 00 01 15 00 03 00 00 00 01 00 03 00 00 01 1a 00 05 00 00 00 01 00 00 00 a4 01 1b 00 05 00 00 00 01 00
00 00 ac 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 00 00 22 00 00 00 b4 01 32 00 02 00 00 00 14 00 00 00 d6
87 69 00 04 00 00 00 01 00 00 00 ec 00 00 01 24 00 08 00 08 00 08 00 Oa fc 80 00 00 27 10 00 Oa fc 80 00 00 27 10 41 64
6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 20 28 57 69 6e 64 6f 77 73 29 00 32 30 31 37 3a 30 36 3a
30 32 20 31 36 3a 35 30 3a 35 37 00 00 00 00 04 90 00 00 07 00

Data Ascii: |ExifMM*(1"2i$"Adobe Photoshop CC 2017 (Windows)2017:06:02 16:50:57

Data Raw: 00 00 00 00 4c 62 6¢ 73 62 6f 6f 6¢c 00 00 00 00 00 4e 67 74 76 62 6f 6f 6¢ 00 00 00 00 00 45 6d 6¢ 44 62 6f 6f
6¢ 00 00 00 00 00 49 6e 74 72 62 6f 6f 6¢ 00 00 00 00 00 42 63 6b 67 4f 62 62 63 00 00 00 01 00 00 00 00 00 00 52 47 42
43 00 00 00 03 00 00 00 00 52 64 20 20 64 6f 75 62 40 6f €0 00 00 00 00 00 00 00 00 00 47 72 6e 20 64 6f 75 62 40 6f €0
00 00 00 00 00 00 00 00 00 42 6¢ 20 20 64 6f 75 62 40 6f €0 00 00 00 00 00 00 00 00 00 42 72 64 54 55 6e 74 46 23 52 6¢
74 00 00 00 00 00 00 00 00 00 00 00 00 42 6¢ 64 20 55 6e 74 46 23 52 6¢ 74 00 00 00 00 00 00 00 00 00 00 00 00 52 73
6¢C 74 55 6e 74 46 23 50 78 6¢ 40 52 00 00 00 00 00 00 00 00 00 Oa 76 65 63 74 6f 72 44 61 74 61 62 6f 6f 6¢ 01 00 00 00
0050 67 50 73 65 6e 75 6d 00 00 00 00 50 67 50 73 00 00

Data Ascii: LblsboolNgtvboolEmIDboolIntrboolBckgObjcRGBCRd doub@oGrn doub@oBl doub@oBrdTUntF#RItBld
UntF#RItRsltUntF#PxI@RvectorDataboolPgPsenumPgPs

Data Raw: a7 f3 64 13 a6 4e 12 53 ff d3 ba de 42 d8 e8 de ee 9e d2 df 70 05 c0 91 ae b2 64 68 b1 82 c0 cc c2 ba be a5
90 fc 6b dd 8e 6d 70 b0 ec 2e 64 ef 1b b9 a9 cd fc ed ca a7 0d f5 aa 75 27 75 a0 b7 b5 ea {8 b4 e4 74 db eb ca a9 b6 54
06 fd b6 36 5b b8 1f 6f d2 4f d1 71 99 4e 05 4c a6 b1 5d 43 76 d6 b0 43 40 dc ef 6b 61 71 18 58 57 5d d4 b1 fe d3 90 fc 8f
4d de a9 0f 73 dd fc df bc 7f 3a e7 7e 7e c4 d9 94 67 53 d4 f2 8e 25 cf a8 3e c3 64 57 6b ab fa 60 59 f9 ae 6b 7f 39 21 8f
a7 17 f5 96 92 6b 6f ea bd 7 54 69 18 37 12 08 1b 79 59 bd ca e4 f0 e8 ea 17 5 3¢ 4f b6 5e fb 9a db 43 f6 d9 6b ec d1 of
a4 fa 2f 73 9b f9 ab ab 05 11 1e 1b d6 ed 30 db 6d 99 85 20 a0 14 82 29 66 14 c2 18 53 09 21 20 52 0a 00 a9 04 50 90 29
b4 12 40 1c 9d 02 18 4e fa cd b5 ba al 61 a8 d8

Data Ascii: ANSBpdhkmp.du'utT6[0OgNL]CvC @kagXW]Ms:~~gS%>dWk Yk9!koTi7yY<O”Ck/sOm )fS! RP)@Na
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:48:00 UTC 280 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

Data Ascii:

2021-12-02 23:48:00 UTC 284 IN Data Raw: 5d 9c df 7f 87 7 e8 e3 e8 4e ed bd 49 f6 3f 31 fa 45 8e 9a 68 d1 a3 46 8f cf be 4f 76 88 55 45 16 c4 22 89 29 53
a4 d3 a7 fe 53 eb 30 1d 5c dc 27 dO f3 f9 56 0Of d5 fe 5f 2f b3 f7 71 ec fO d9 b4 d5 9d c7 2d c6 ed 5f 0d 3b ed 64 fa 39 6¢ 71
2e 7e df c7 be 9f 6b 65 d5 c¢7 fa 17 €9 79 b9 d9 92 84 5b 1a 22 8c 42 b1 42 aa 51 0a 15 31 22 10 91 22 a4 95 68 84 31 22
1091 88 43 15 8a 34 5a 48 84 31 22 15 31 09 11 4a a9 10 84 24 56 21 09 10 ca 68 4a 91 08 42 44 21 08 b6 24 a5 29 44
211456 28 e3 fe 7e 3c 7b af 87 d4 3e 9f ce el 3a 67 1d e4 eb fc ef eb f4 3d fb ab c6 c7 ce 8e c2 dd c6 b3 da f4 df 96 58
76 43 1f 96 13 ae 73 ea ea bd 5e 8e 57 8b d3 fc dd 7a 5e 35 cf 4f df 5e cd ab 17 8b d1 1e 66 ff 00 dO 3f 8e f7 f9 6f 3e fd bb
2f 85 dd c8 f6 79 f9 2e be 7f 3b 6 ee
Data Ascii: INI?Z1LEhFOVUE")SSO\'V_/g-_;d9lg.~key["BBQ1""h1"C4ZH1"1J$V!hIBD!$)D!V(~<{>:g=XvCs Wz 50"f?0>/y.;

2021-12-02 23:48:00 UTC 288 IN Data Raw: ea ee 4f 4b a6 fe 2f f4 Oe c8 9c 5c 6f eb 3e 67 79 eb 78 3b 4f 9b fa ee c0 d1 d3 da 53 97 a5 f2 eb eb ce ae 8d
97 57 93 bd d5 9e bc ff 00 4b 9b fa 3e 6f a0 6f 3b b2 94 54 85 5f 9c bc ff 00 46 8a 68 a5 5a 88 a6 2b 8f 4f bl f8 34 e9 8f e4
6 ef 6b ac fa b9 fO 3e bf cb 75 1f 57 27 2e c3 7e 76 5f 68 71 bd ef e6 {7 f2 2e Oe bd a6 1b 72 fb b9 ea 63 f5 ec dc 67 37 fb
b5 5 26 dc 3¢ 5b dd c9 d3 bb e7 c¢2 3b df 87 77 b9 7c 2f 63 80 65 bf bl 76 f2 72 8d dc ff 00 38 f1 ff 00 67 47 2e ef cd 16 c4
24 42 12 2153 11 4a 28 54 84 8c 42 12 54 54 91 2d 14 2a 48 86 21 0d 10 84 24 46 8b 49 18 84 34 42 15 34 45 28 95 09
1092 a2 a6 51 a2 11 4a 51 Oc a3 2a 20 b0 ed 2f 03 5f 23 d3 96 ef 3d 4f 29 fO 8¢ 5c¢ df f9 73 e8 fb fe 35 fa 6f 8d c7 ed 9c 73
2c dd 84 fa c7 cd 79 86 ee 6f 76
Data Ascii: OKNo>gyx;OSWK>00;T_FhZ+04k>uW'.~v_hq.rcg7&<[;w|/cevr8gG.$B!SJI(TBTT-*H!$FI4B4E(QJIQ* /_#=
0)\s50s,yov

2021-12-02 23:48:00 UTC 292 IN Data Raw: 45 08 42 b1 Oc 42 4b 63 2a 25 a2 10 84 8c 42 46 21 08 69 4d 16 c6 21 08 68 85 48 48 c4 69 68 d1 08 49 45 62
1891 08 a5 2a a4 42 19 51 08 65 af 16 f3 e7 c7 3c de fd €5 86 el d4 9b b6 5 ef al c9 c9 f8 b7 f6 {7 a7 e4 fe 8b f1 f9 99 4d
3b f1 1d de 82 2d 28 55 51 08 a2 2c 52 96 a9 4a 22 a5 2a 5a a5 44 52 94 fc f5 e4 f7 68 8a 94 a2 2d 28 d1 4c 3e 58 f6 af cf
e5 ¢7 6e 3f 90 3f 5f f3 18 ed 9a f9 06 3b 79 b6 ae 9a 9b 56 1c d7 57 47 1f ba f1 59 6b c4 65 87 24 9b 31 76 65 a6 7b 7b 38
ce 5af8 d6 7a 76 37 1d fa fe 9c fO 7d 17 69 eb dc 84 22 8d 28 ca 2a a5 14 21 59 51 08 62 44 2a 45 28 al 0a 90 d1 08 49
45 63 4a b4 42 10 91 88 68 84 2a 50 ec 51 a2 d5 46 21 0d 10 87 55 18 8a 55 42 44 21 22 b1 08 48 84 23 42 10 84 21 22
11 4e 8ac7 3f2b 72 ee e5 fc 7d 1b 96 3c 47 2d
Data Ascii: EBBKc*%BF!iMIhHHihIEb*BQe<M;-(UQ,RJ"*ZDRh-(L>Xn??_;yVWGYke$1lve{{8Zzv7}i"(*'YQbD*E(IEcIBh
*PQF!UUBD!"H#B!"N?+r}<G-

2021-12-02 23:48:00 UTC 296 IN Data Raw: 48 c4 21 09 1d 28 43 b2 c5 35 49 18 86 54 62 a5 0a 9a 22 95 68 d1 09 10 91 52 3f 36 bd 5e 7e 8e ea f3 7d 11
f3 be al e0 f5 38 07 ad e6 fO Oe 8d 5d 8f 8e 9f d5 5e 5e e4 23 15 96 3e 2e e2 ea c2 71 f4 f0 Oe 8d 5d ad ec 78 be f5 e7 ec
49 9c c7 c2 dc 68 ea e3 dd 3e 9d 10 8a 24 42 11 69 15 10 84 51 49 4a ba aa 22 94 a8 8d 22 af cf 5e 4f 76 95 29 44 52 9c
53 3d 79 df 9f eb ef 5d 1a bb 6b 77 16 6f a7 9d ed c3 6b ae ec 70 d9 b6 66 70 c8 69 cc el bl 6a d9 a9 7a af 66 df 30 fd 17
26 ef a3 5f 6b 7c c¢7 a3 dc ce 6e 57 9f 3e f3 7e 9d d6 58 ee b3 c3 77 9e af ae 41 2f ¢7 46 dd b6 9d db 5d 1b fO ba f6 f5 8d
dd e6 efaa el ed ac 76 al 08 48 84 21 56 84 b6 45 49 12 51 88 48 84 21 55 28 al 96 9a 21 0d 2d 29 15 88 ab 44 24 62
10 86 88 43 15 8a 29 aa 42 44 31 09 10 a9 a2 10 8d
Data Ascii: H!(C5ITh"hR?6"~}8]"*#>.q]xIh>$BiQIJ""*Ov)DRS=y]kwokpfpijzf0&_k|nW>~XwA/FJvH!VEIQH!U(!-)D$bC)BD1

2021-12-02 23:48:00 UTC 300 IN Data Raw: 68 el 20 a3 bb a0 68 98 7b 92 8b 82 ad 10 72 ad 10 35 4f b6 05 3e 37 31 35 a4 aa 27 b4 94 d1 44 58 5c 6f €6
da 2e 09 2e 20 84 1d 45 2b df b6 03 b4 36 20 d1 8¢ 9b 64 b2 4b bc 7e 51 86 86 e2 12 ¢7 12 62 30 cf 40 a4 1b 1c 0d 74 70
45021 71 18 46 60 f4 d7 20 e4 e7 55 44 37 10 3b c7 1f b4 df 86 f2 cf fe e5 94 fb 1f 1b c4 82 47 6d 40 27 bc b8 ¢5 35 13
93 5f dc 39 1f 5a 55 6d 45 ab d0 87 29 3e 61 b6 9a 15 44 df 5¢ 9f 77 dc 43 b8 38 10 9a 2a 9d e9 1f 63 6e €0 55 ad a3 00
fc a8 57 7d a5 9a 20 83 bd a3 Oc fb 53 80 70 20 b0 87 55 38 a7 a7 44 d7 26 ¢7 40 83 d7 77 16 b0 34 5b c5 b5 13 5f 86 da
3b e4 5e 4c ac ec ec 74 e4 99 45 4c 8f a9 d1 92 16 a3 4a 31 c8 a8 9d 54 e3 d8 1a a7 85 e8 9b dd 4c 29 d3 91 7f ce 59 51
73 66 1a 29 42 7b a6 f6 4d 79 6a c5 cf ee c7 f9 6b d3
Data Ascii: h h{r50>715'DX\o.. E+6 dK~QbO@tpE!qF" UD7;Gm@'5_9ZUmE)>aD\wC8*cnUW} Sp USD&@wA[_;ALtELJ1
TL)YQsf)B{Myjk

2021-12-02 23:48:00 UTC 364 IN Data Raw: ae 4f fa 6¢ ff 00 6f f4 56 bb 68 71 aa 6a 60 4c 08 04 54 37 Oe 81 d6 f2 b2 66 ed a2 23 a4 a6 eb 2c 8c 8d b3 dd
3a 77 34 21 a9 4f 4e 41 42 ff 00 72 2f 83 ee 4d 00 f4 68 aa 60 a2 6b 7d a6 b8 54 38 50 a6 fd 78 f1 3 9d 1f f4 d9 fe df e8 b7
4f d9 Ob 82 6a 8c 26 8d Oa 71 ef 14 ae 89 d6 97 ad 9c 12 8e b4 54 54 45 3e 56 46 db bb b7 5¢ bc 77 4d 40 2a 68 53 93 86
98 c7 ee 8f e0 fb a3 df fa 46 68 63 65 44 d2 6f 72 b8 04 10 13 49 56 00 6d d2 4f a2 cf f6 ff 00 45 c9 3b fb 65 34 28 c2 6a 29
c8 a2 b7 16 9b 4c a0 7a 22 9d 3e aa 47 06 Ob eb d3 72 fO 82 6a 6a ae 8e 4e 4e 45 62 df 49 7e 0f b8 35 73 7d 76 d4 c7 f2
33 4b 80 9a 50 1d ac bf 6f 49 3e 8b 3f db fd 17 26 7e 6f ea c4 c4 34 72 29 c8 aa 90 ac f2 4f 88 41 2b 26 68 Ob d1 14 16 46
fb de 35 4d d0 21 ab 93 91 45 59 bb 64
Data Ascii: OloVhaj LT 7f#,:w4!ONABr/Mh k}T8PxOj&qTTE>VF\WWM@*hSFhceDorlVmOE;e4(j)Lz">GrjjNNEbI~5s}v3K
Pol>?&~04r)OA+&hF5MIEYd

2021-12-02 23:48:00 UTC 368 IN Data Raw: c5 44 01 97 b4 92 4a 13 9c 5f 1d 93 43 e6 b8 b7 30 cb f9 88 fd 64 f5 01 31 aa cd ee 26 18 43 04 85 39 c8 bc a9
6e 9a c5 34 ee 94 38 53 4a ad ca ba 00 83 4a a2 01 05 44 42 72 70 dO 28 3d 62 fa 7e Oa 3d 93 c6 {7 83 de c8 ec 52 Of 6d
c8 b9 0f 5d a5 c2 94 7b af e4 ac b9 09 5e 37 b9 35 c4 ¢9 91 61 6¢ a0 d5 06 95 13 6a e7 10 c0 f2 5¢ 9a 55 42 70 40 d1 45
3d 14 53 55 d6 4f da eb 8e c6 69 fe 68 69 Oc 38 c2 d2 fb d2 1c 83 a8 ab dO 5e d0 81 07 f2 4c f5 7f a8 09 8d 24 d9 c2 d8 9a
e7 ee 32 3c 01 35 €3 58 64 b9 7b d5 42 05 3¢ 55 1d 6a 80 4d 14 5b 82 a8 55 d0 14 42 21 3c 53 40 99 d9 91 8f 97 e0 a9
0d 1b 18 ec 05 13 1d 47 dd c2 1c d3 d9 08 4b d5 a5 98 6b 2f 4f cd al d0 Oe 7 ec dc 5b 50 98 9a dd a6 67 55 55 6e 5b ca
f7 02 2e 09 ae ee c9 68 6¢ ae 6a 66 6e 8 23 63 a6 7d
Data Ascii: DJ_C0d1&C9n48SJJDBrp(=b~=Rm]{*75alj\UBp@E=SUOIihi8"L$2<5Xd{B<UjM[UB!<S@GKk/O[PgUUn[.hljfn
#c}

2021-12-02 23:48:00 UTC 372 IN Data Raw: a7 d3 31 eb 61 4 fe 8b 70 dd ae d2 a5 35 c4 21 23 97 ba e5 ef 3d 19 dc 17 ba f4 e2 4a a6 83 b9 87 e8 78 a8
97 d5 Oe c9 af 72 f7 5¢c bd e2 bd d2 bd c2 bd e2 11 9d c1 19 9e 51 24 e9 18 ab a3 14 6f c0 f2 b8 b5 ae 06 e2 47 46 18 d6
Oa 3c 7d 2d 15 2f ec ae e4 a3 a0 66 c8 f4 bc 34 8e c8 83 1b 8d 54 8d f9 5a 28 db 03 59 74 cc 7a d8 fd 3f a2 de 37 e6 1a
57 4f 5d 4f 4d bb 77 39 15 70 da 3b a4 68 7a 61 6d 5d fO 45 e5 de d6 db 5b 88 84 bd a3 8c ef 71 6d 04 3f 2a 79 Oe 3b bd
9 35 ba 93 7d c5 83 a9 20 3d e7 3d de fd 82 d2 21 1c 7a 65 fe ab 1f a7 f4 5b d6 f6 d4 1d 77 75 59 33 5b ¢6 50 f4 55 04 7a
ad 45 5d f0 3c 8f da a2 83 dd b8 57 8f 2c 6e 3d 95 73 64 de a5 1b 45 c4 c5 8c 8a 3d 8d d1 cf da ac 98 65 96 dc 52 61 d9
4a 7e 6¢ 81 a4 60 50 69 98 fa ac 7e 9f d1 6e 1b 56 96
Data Ascii: 1ap5!#=JxnQ$0GF<}-/f4TZ(Ytz?7WO]OMw9p;hzam]E[gm?*y;5} ==Ize[wuY 3[PUzE]<W,n=sdE=eRaJ~I'Pi~nV
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:48:00 UTC 376 IN Data Raw: 34 1a 04 34 1a 84 10 41 04 10 41 04 10 e8 08 68 10 41 04 10 43 a0 20 82 1a 8d 06 a3 a0 20 82 08 20 82 08
75 0e 9c f6 43 fc 56 13 88 63 9b 87 e3 be 5f 81 ae c¢6 71 9c de 57 82 72 6¢ af 38 c1 64 b8 bf 1e c3 4b 60 c4 17 28 el 76 f9
c9ale577 17 b7 38 7c b5 ef 06 bd b4 c9 47 83 e4 {8 4b c1 1c ef 88 28 fb 17 97 46 eb 1b b8 f2 d6 17 36 €6 da 6e 5b c5
b1 dc 9f 19 e5 fe 02 ff 00 1b 79 20 7a cc 08 80 47 be 3e 09 35 b3 38 f5 fb 6e 5d 27 04 f2 31 b8 30 c9 14 ed 64 64 ab 56 34
ba e6 d9 be df 0f 90 9c a7 e2 84 34 1a 0d 6d 44 4e b9 81 9b ed 8b 1f 1b b1 59 39 8a f6 ac 79 25 be 6b 8f 48 d9 38 e7 24
cf f0 4c e7 89 3c ad 85 e7 8 e6 c9 bd bc 8a ff 00 29 8e b2 bd e3 5¢ b7 2d 34 3e 3e c9 5f 5¢ e0 b8 cc 32 de 86 6d 67 dc d7
97 23 e4 f9 4e 27 c5 f2 5¢c bf 31 ¢5 b8 ce 37 89 61
Data Ascii: 44AAhAC uCVc_gWrl8dK' (vw8|GK(F6n[y zG>58n]'10ddV44mDNY 9y%kH8$L<)\-4>> \2mg#N'\17a

2021-12-02 23:48:00 UTC 380 IN Data Raw: d7 7e 33 fb e5 cb e3 dd ¢3 3¢ 85 ¢2 7c 8d 8c 96 8a 39 36 bd 86 al ce da 1f 21 7b a2 88 94 cb 72 e3 ce bc dd
e2af 1d c5c9 fe fb f2 77 52 e7 fe e5 fe e3 b2 57 {6 bf 73 bf 70 5¢ 77 1f e3 7f be ec 16 56 e6 2c a6 3f 21 63 c8 73 a2 21 81
c6 9c 46 3e 13 51 76 fO c8 fc b9 74 73 9c e4 68 34 08 68 34 08 21 a8 41 04 Oa 1a 04 10 43 50 82 08 20 82 08 21 a0 dO 6a
34 1a 04 10 41 04 10 d4 20 82 08 68 10 d0 20 86 al 04 10 d4 29 58 65 87 8e 5f b6 fb 08 d7 17 96 9a 03 dc 7b 6d 2b 2b
01 96 cb ee 17 07 78 30 31 5c 47 38 c8 d9 b6 76 46 d7 34 39 a5 cd 89 e4 34 48 e0 89 ef c2 b9 21 c0 64 70 f1 5f b2 d3 93
fb d6 11 e3 6f a2 c9 d8 5a 65 ae ac e4 b3 e4 ac 94 33 2d 19 6b 32 30 39 ad bd 8e ae cb db 44 af 39 44 00 71 f9 ae 72 dc
db 91 64 a7 e4 f9 4c 7d cc dc 19 41 77 9a cf 5f 70 5f
Data Ascii: ~3<|96{rwRWsp\wV,?!cs!F>Qvtsh4h4!ACP !j4A h )Xe_{m++x01\G8vF494H!dp_oZe3-k209D9DqrdL}Aw_p_

2021-12-02 23:48:00 UTC 384 IN Data Raw: €5 20 89 d6 fe 7a b8 82 1c 15 85 dc af 87 16 c8 e5 75 bb 2f 76 b6 6b bl 15 85 be 3e 68 f1 d8 b9 2e a4 bb c1 e3
el b8 8e ca da d9 97 58 eb 69 Oe 59 ef b4 86 €5 97 b7 31 3a 29 ec e3 8e ce ce ea eb c6 5c 9a ff 00 83 67 f0 99 9b Oe 41
8b 43 40 86 81 04 3a 01 ec 35 1a 04 10 43 41 d0 10 d4 21 a0 41 0d 46 81 04 10 41 04 34 08 74 04 10 41 04 10 41 04 10
d0 68 10 dO 21 a0 43 a4 68 10 41 04 35 0Ob 25 8d b2 cc 63 df 89 bc €3 19 d6 1a 88 5¢c 05 c5 d4 5e d3 f9 1b 36 5e 5d 81 1e
5a 46 d1 ff 00 6a f7 31 Oe 31 80 03 fd db 93 7f d8 b4 1d 03 f4 1f 2a 30 1e 3b c7 24 ac 4c 75 59 e4 5c e3 31 6 1f 74 bc ec
5e 65 71 97 0f b8 95 97 32 18 ec 99 7b 7f 2d b5 a9 8c 89 6¢ 22 83 8d 5e 47 6e a2 c6 32 5b 83 25 b3 61 75 e5 fd a3 f3 57
2c 36 39 3c 6¢ f6 16 37 3f c8 b8 9a 6 d5 f6 b9 89 ad
Data Ascii: zu/vk>h.XiY1:)\gAC@:5CA!AFA4tAAh!IChA5%Cc\*67ZFj11*0;$LuY\1t eq2{-I""Gn2[%auW,69<I7?

2021-12-02 23:48:00 UTC 388 IN Data Raw: 04 34 08 21 d0 35 08 20 82 08 21 a8 41 0d 02 08 14 10 41 04 3a 02 08 68 10 43 51 d0 10 41 Oe 80 82 08 69 9of
€7 9c 3b 8b 4d 73 95 7f 23 e4 32 91 6f 8d e6 33 fb 8b ed ff 00 08 fc 4f 8f 50 41 79 d5 a3 f8 6d d9 bb 33 26 d8 3e dd 86 ef
2f 8d 38 65 7f de f9 c7 fd d5 04 10 d4 20 86 81 Oe 81 d2 34 1f 84 3a 3c 92 ed 9c 0f 8d 80 cb 4c 01 ed 64 4e c6 20 2a 9e 40
12 1e ef 26 a5 1e 8e 6b 00 7d b7 8f 1b 25 be 4f ca el 9f fc df 8d c0 22 b4 c2 c6 03 6d c7 66 26 00 9a 99 e8 3d 1f e8 e0 2a
fe e5 de 97 c3 b6 6f ea f1 a5 0d d8 43 40 82 08 21 d0 34 08 68 34 1a 04 35 1a 84 10 43 40 82 1a 84 10 41 04 34 08 20 50
€9 08 20 86 81 04 10 43 a0 20 86 81 04 10 57 b7 d6 78 db 4f 21 fd d6 el f1 73 8f 23 f9 53 98 5 6e 78 f3 9d cd b8 b7 38
e3 d6 7c 8f 2f 3b 26 3c 86 49 32 39 bc 06 32 3¢
Data Ascii: 415 |AA:hCQAI;Ms#2030PAym3&>/8e 4:<LdN *@&k}%0"mf&=*0C@!4h45C@A4 P C WxO!s#Snx8|/;&<I292<

2021-12-02 23:48:00 UTC 392 IN Data Raw: 88 55 56 66 25 b2 e0 9c 5f 7b 2a 03 24 e5 41 32 6e d4 73 aa 1f ad 85 04 cb 85 9a de a5 f1 87 dd 36 ee bd 8e
81 ce 3b 18 cb 66 d9 f6 ee 02 03 f5 €6 99 93 04 05 ca 6f 3e 4c 85 63 1d dd 24 ae ac 10 a3 15 4c 24 02 71 64 53 5¢ 7¢ b6
4e 5394 08 cd 3a 60 81 28 71 1d al e4 38 a2 69 20 93 08 46 18 a7 20 b5 fd 2c 02 ef 45 52 ab ¢3 76 a0 60 a0 bd d2 50
b0 14 c5 38 50 16 1d b3 26 4f 68 08 Oc 80 ec ec cf 5f 96 a9 ea 24 f9 5b 04 {7 1d 46 66 36 3d ee 8f 92 58 1c b5 e0 9c 44
67 ba ef 79 d3 20 13 a7 5d 42 6a 4b 24 e7 b0 17 90 44 6 63 51 90 46 ba a6 67 69 4f 63 da e8 d5 82 60 9e fb d2 79 60 bd
4 91 a2 fc db 50 bf 30 54 29 25 42 8f 12 a3 47 d8 af 61 8e 46 7b 9f 1b 8e 9c 2e 9b 1d Oe c2 d6 35 ac 3b 3b 7f 71 f2 b8 53
d8 d7 59 36 d9 d4 7f 21 e3 ¢7 73 80 17 1b 34 7e 32 88 bl
Data Ascii: UVf%_{*$A2ns6;fo>Lc$L$qdS\INS: (q8i F ,ERv' P8P&Oh_$[Ff6=XDgy |BjK$DcQFgiOc'y POT)%BGaF{.
5:,0SY6!s4~2

2021-12-02 23:48:00 UTC 396 IN Data Raw: 14 32 2a 1d 85 fb 2f 23 67 d6 Oe 9e ac 62 9c 61 82 63 04 45 24 41 74 90 d5 32 0d 93 €6 99 dc e4 aa a4 89 al
9b 27 a4 fd 19 a7 12 46 a3 1d 54 ac 80 40 8¢ ac 76 4c e5 75 28 20 64 73 40 f0 b0 50 31 9e €7 3e c6 13 4d 6f fa al 5b 33
a8 64 a9 7c af ch b8 29 e7 63 70 3e 4a 28 89 e3 c9 3b Of ba 73 4c 46 52 5d 75 fb 54 00 61 9¢ d4 13 26 16 38 29 cd 9a a2
4e 4c a0 98 81 05 14 el 70 44 8c 54 93 54 22 13 94 6a dc 8 dd 8d b1 92 6¢ 53 96 51 18 a2 2a 13 92 14 €5 05 d5 89 54
91 91 4f 4c 5b b9 a9 36 02 14 al 54 53 84 f8 22 d1 52 74 €6 c6 4c 53 22 8d 26 69 ac 6¢ dO 22 ce a3 37 5d 6¢ dO c3 ea 65
7b 87 d9 16 31 82 15 45 al 2f 15 48 04 c5 7 aa 14 89 d5 34 ¢3 73 de c8 28 a2 d3 bc c5 4f 14 15 60 60 6¢ a5 55 af 73 03
6 d6 c4 48 e4 51 a6 al 11 31 64 0d 99 5¢ 8a €9 18 15 ed c5
Data Ascii: 2*/#gbacE$At2' FT@vLu( ds@P1>Mo[3d|)cp>J(;sLFR]uTa&8)NLpDTT'jISQ*TOL[6TS RILS"&il"7]le{1E
[H4S(O™ IUSHQ1d\

2021-12-02 23:48:00 UTC 400 IN Data Raw: 72 f6 8f ab 2c 2e d9 69 14 9d 25 d3 a8 29 73 b7 da b1 f3 6e 09 cf €9 65 e6 01 02 80 76 57 07 cd 8b da c8 11 9b
37 69 66 35 35 c0 Ob a6 26 19 02 28 32 c2 b8 ab af 30 32 ¢7 93 6b b7 b5 d2 c0 7c 54 21 08 3e be 38 2d fe 12 7b ch 77 52
a5 55 ¢3d0 91 91 20 60 c9 ba 6¢ 7b 8c 7b 8¢ 45 8¢ b6 37 11 b2 c6 ec 09 a3 c9 21 ad 45 28 29 89 23 bd d9 20 86 19 01
1a 62 6d 2a a0 fe 6d 73 07 16 5b 75 cd dc dd 47 d1 73 b8 89 f6 eb a7 d7 73 64 06 7f 41 21 e4 01 {6 4e 47 d3 8b 1d 3 65
bb 4b ed b7 71 8c 49 6d 70 9c c7 02 08 39 82 Oe 44 1e 07 f9 b7 49 f4 e2 b8 f2 6d e2 9f 7b be 5a 82 a4 b1 36 d6 f5 a0 a8
23 4c¢ b5 07 b8 e0 05 3f 40 9f ¢3 07 9f €9 1f 4e 16 34 1a 99 cd 02 8e dc 1b 6b 46 06 el 85 2e 6e 06 7f b2 9d c3 9e Oe 79
9e de fe 38 8e f6 e2 3d 76 d1 93 e5 82 32 24 1c 46 04 60
Data Asci: r,.i%)snevW7if55&(202k| T!>8-{wRU “I{E7!E()# bm*ms[uGssdAINGeKqlmp9IDIm{Z6#L? @N4kF.ny8=v2$F"

2021-12-02 23:48:00 UTC 404 IN Data Raw: 9b 7c fa c1 a8 62 6 e5 54 90 45 73 53 84 b3 d8 7e d8 3e d0 60 b0 8e e 4d 95 f5 fd 96 e8 88 a3 82 a3 df 58 cc
€0 Oe 5e 2c 1b ab fe aa df 77 4b ¢7 4d 12 dd c9 3d bd a4 ae 0f 10 d2 58 5b 5b 48 47 ed €0 4f 6f 67 1a 5¢ 85 Ob ef 64 17 9a
83 85 65 72 cf fe 56 32 cb 2¢c 56 99 8e 5e bc 1e 58 1f 2e 2b cb €0 a2 9¢ ¢9 14 1d 87 96 3a ec c3 fc 33 be de 53 3e 7a fc 5f
2d 70 cf c9 47 1e fc 6f 1b ec 8b 47 dd ae 96 08 1b 2c e2 b4 05 7f eb 1d c7 ab ee 88 fc 15 bf b5 da 25 f2 2f af 1a 28 96 41
c4 45 e6 2b 4e 47 ff 00 09 5b 1b 45 e6 dO ch 26 d9 35 9c 6d 64 63 cc 04 50 02 8¢ bb 33 ae 19 81 d2 58 70 c1 b6 9d 44 d1
ba 94 68 d8 55 48 39 10 c3 98 a6 la ef 6b 8f ce e8 7b cb 97 96 08 de ac db 4d d5 c6 52 c7 ff 00 76 b8 cc 11 c1 5a 87 17
3d 29 71 71 4d d7 a7 09 16 d1 38 fa 51 6¢ 33
Data Ascii: [0 TESS~>"MXA,wKM=X[[HGOog\derV2,VAX.+:3S>z_-pGoG,%/(AE+NG[E&5mdcP3XpDhUHIk{MRv
Z=)qqM8QI3

2021-12-02 23:48:00 UTC 511 IN Data Raw: 54 1a 7e 2e 18 b5 e9 2e 98 8e 3b ee b6 dd 93 5¢ 10 48 35 c1 b6 5b 13 46 bf be 00 8a 22 03 55 8e ba a4 6a Oe
07 1f 65 76 11 dd 4e f1 2f 53 4d 61 b9 ef 57 23 cc b8 9a 6d da 35 79 6e 66 el aa 49 24 8c 90 32 02 aa a3 c2 29 88 b6 cd
a2 d8 41 04 74 32 48 73 92 57 a6 6f 23 7c e2 7f f7 65 f8 3d d4 db a8 f1 2f 9b Oe dd 6e fc b4 5a a7 9b 20 1f b6 e4 62 9c 7b
71 b2 d9 68 0d 67 d3 b0 49 ba 5e 73 1a a2 02 38 01 ec fa 59 35 0f d5 fe 48 ee fb 58 f3 3a f7 a5 24 8b 75 e9 9f 77 5d 53 a7
95 22 b4 cb 25 38 44 f1 86 Oc Of 75 33 ¢6 c7 d4 f6 Oe 3c bd d2 05 95 e3 07 d8 94 0f 1a 9e c2 1b 01 8d 44 a8 3c 6b cf 3e dc
51 88 3a b2 ae 0d 39 8e 78 91 75 95 Oc 38 63 77 dc 66 6d Ob 05 b4 87 59 e4 74 9f c7 f8 f1 be 6e 53 b6 b9 ef 2e 19 dc e
5a b3 d3 eac2 2flcf3c2c4 00d52b05a7 71
Data Ascii: T~..;\H5[F"UjevN/SMawW#m5ynfl$2)At2HsWo#|e=/nZ b{ghgl"s8Y5HX:$uw]S"%8Du3<D<k>Q:9xu8cwfmYt
nS.Z/+q

2021-12-02 23:48:00 UTC 515 IN Data Raw: ¢3 52 b5 1c 30 74 al 60 38 d3 1e 34 20 76 d0 e0 7c b8 a5 31 ec d3 00 3a 86 52 7b 2b 4c 54 a0 ec 19 72 c7 b0
0f a7 19 ¢6 05 78 e0 83 12 9c 4c 3c 84 9a 19 a3 68 e7 89 c0 65 74 61 46 56 56 a8 20 83 42 08 a6 21 e9 bf 35 cf 43 f5 7b
b9 e9 98 dd 8b 2e df b8 20 d5 25 aa b3 54 84 94 1d 48 09 e3 fa 5a 89 fc Oc 2c cc 15 57 36 62 68 00 ed 24 e2 f7 ae ae 53
cc db 41 7b Oe 8f 05 69 fd dd 48 17 17 34 3c Oc ac 28 Of €6 81 8d 96 e4 54 34 fb 2a 71 e0 74 c8 46 1a 94 6a 93 a5 4f Oe
1c 31 a4 e5 13 9a ab 72 0d d9 8d 7c 6d 6e c8 2c 7f 36 43 cc e3 65 ea 3b 29 Oc 73 ec b7 bl ce ¢5 4d 2b 12 90 b2 7c 62 b8
db b7 4b 19 d5 ed ef ad e3 b8 0f 1f 63 8c d7 e3 ¢5 c2 ea 04 90 ec 29 c6 a0 70 c4 bb 73 28 1e 52 fb cc fd aa 26 66 2b 8d c2
09 88 10 6d fb 6a fb bd 73 a8 91 c0 72 3d 35 c6 c9 bf
Data Ascii: ROt 84 v|1:R{+LTrxL<hetaFVV BI5C{. %THZ,W6bh$SA{iH4<(T4*qtFjO1r|mn,6Ce;)sM+|bKc)ps(R&f+mjsr=5
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kBytes
transferred

Timestamp

2021-12-02 23:48:00 UTC 519

2021-12-02 23:48:00 UTC 523

2021-12-02 23:48:00 UTC 527

2021-12-02 23:48:00 UTC 531

2021-12-02 23:48:00 UTC 535

2021-12-02 23:48:00 UTC 539

2021-12-02 23:48:00 UTC 543

2021-12-02 23:48:00 UTC 547

kBytes
transferred

Session ID Source IP
13 192.168.2.5
Timestamp

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49774

Direction

Data

Data Raw: 8d 3d 87 16 6b b6 7d a0 4b d6 1d 39 bd ca 5a f6 ee fc 8d 50 5e 39 a3 09 00 c8 46 e2 94 1d b5 c5 ed 9e d8 20
dd 76 2b cb a3 7d b7 5b 09 44 57 36 17 07 c4 24 b6 94 9a 05 ae 78 87 63 ea bd b6 58 {7 2b 65 8e 34 b9 8b €9 1a 64 f6 44
8545 4b 13 c4 €9 18 Oc b6 ec 43 0a 83 8f f4 76 f9 3f a7 1f 8 cd f2 63 fd 19 fe 4c 65 69 21 f5 63 fd Oe 4f 45 31 fe 83 37 f5
7f 92 fb 45 8f 87 99 b7 6¢ f2 7c b2 83 85 f4 60 01 c4 e4 3b 73 34 ¢7 5a 5¢ 79 a5 ed f6 ab b1 b3 6d e0 1c 84 5b 72 08 8d 3f
5a 4d 64 7 9¢c 49 b8 6f 2b 73 ba aa b7 d1 ec 56 13 24 17 57 6f 91 0a f3 be af 76 86 9c 64 2a cd ca 35 27 c6 17 a6 24 dd
20 d8 b6 39 25 53 6f d0 bd 3c 5a d3 6b b4 85 73 f1 a2 1d 77 32 37 07 9a el 99 98 7 62 36 b3 db 24 b9 8d 58 30 55 8d 84
4d 4352 a4 8a 0a le 79 el 76 cb db 17 8d 6d 74

Data Ascii: =k}K9ZP"9F v+}[DW6$xcX+e4dDEKCv?cLeilcOEL7EI| ;s4Z\ym[r?ZMdlo+sV$Wovd*5'$ 9%So<Zksw27b6$
XOUMCRyvmt

Data Raw: 83 7b b4 8a ea 3b 3b 91 a6 48 c4 8a Oe 93 c2 be 9e 78 fb 41 b7 ea bd be 2b cb a9 Oe df 34 61 6d 64 9a 40 0d
b0 5d 55 8d 4d 01 d3 4e 39 d3 0f 03 f4 c3 5b b8 a9 58 9b 6e ba Oc 45 69 aa 85 6b 9e 0d 3a 74 54 f6 d8 5d 7f 67 0a e9 d1
b3 3a 30 ad 46 d9 78 41 1d c7 46 3e 97 a2 26 5e ef aa ef 7f b1 82 07 45 c9 43 ff 00 95 de 7f 67 15 5e 8d 7e da 9d ae f3 fb
18 27 fc 1a f5 6e 7f 56 5e Of 8 18 3f fe 1d 20 a7 0Of f5 65 e7 f6 31 e2 €9 09 7b 07 fa b6 ef fb 18 00 f4 83 8e cf f5 65 df f6 30
2b d1 ed 53 cf ea cb cf ec 63 4f f8 49 fd 5b 65 df f6 31 ff 00 a4 64 3f fe d9 77 fd 8c 1f ff 00 Of 90 50 7f fa 5d df f6 31 53 d1 d
2 57 b7 eacb bf ec 63 2e 90 93 ff 00 f9 97 7f d8 c5 4f 47 4a 7f fd ae f3 fb 18 al e8 f9 07 67 fa ae ef fb 18 23 fc 21 25 0f b4
3e ab bb fe c6 3f f4 7c 9e

Data Ascii: {;;HxA+4amd@]UMN9[XnEik:tT]g:0FXAF>&"ECg"~'nV"? e1{e0+ScOl[e1ld?wP]1SWc.0GJIg#!%>?|

Data Raw: 38 61 50 45 29 43 8b ed a2 74 61 65 7f dO fb f4 06 35 01 b4 4d 7b 19 b5 81 85 48 a0 49 5d 18 9e 20 03 4a fO
c6 e5 25 d4 8b 6f 1c 92 09 e5 8b 83 ab 30 06 45 61 ca 8e 18 60 4d 69 23 5f 47 34 9a 36 ed ba 33 5d 00 0a b3 10 2a 41 03
17 96 d7 b6 ed b7 49 74 a0 ed f1 97 02 92 ae 6¢ al 9e 80 12 4f 03 8b 35 92 61 25 b1 80 47 04 72 c4 a4 af 96 c1 48 91 1f
57 8d 5b 98 e3 cb 0d 65 74 ef 26 eb 05 65 b8 8e 66 07 5b 6a f6 95 78 00 ab 4a 0a 71 27 Of 77 6f e6 a5 95 d4 41 21 72 cc
6290 94 2a e4 0a 9a 32 9c ea 3b 31 14 56 17 10 ec b6 82 15 49 5a 66 56 91 a5 06 ad al 1b c3 5e 5a 9b 2e ec 5b b5 85
c4 7 c2 52 c6 76 95 d6 74 31 81 5a 05 fO d6 a7 2c 88 03 10 9b ed ba 5b 03 36 49 05 9c b1 95 2c 73 a6 45 4f c9 8b 4b 60
2179 9e 57 b8 9f 43 6a 1a a3 46 68 d0 b3 12 ce 75 90 73 ec

Data Ascii: 8aPE)Ctae5M{HI] J%00Ea Mi#_G463]*AltlO5a%GrHW[et&ef[jxJq'woAlrb*2;1VIZfVAZ.[Rvt1Z,[6],SE
OK'lyWCjFhus

Data Raw: ea 97 cO ac a6 91 db 9a 97 6¢ c0 50 1d 7c¢ 20 06 3c c6 25 b5 14 95 6d 24 f3 5a da 7a 3a a4 81 7d b0 58 a3 2f
99 c1 68 0f 6e 23 b0 36 32 7b bc 52 fb d4 5e 5c a0 02 4f 84 b4 cc e6 a4 b1 1c 29 96 2e ee de ce 58 27 9e d4 5b 24 d6 e4
148802 74 ae 46 8b c7 8d 31 2c ea 86 €0 ea 11 cb 6d 12 9f a2 01 02 a3 68 15 34 60 29 97 66 22 82 56 63 2d 94 6b 2c
30 db a0 33 29 9a be 62 b9 ad 06 9e 60 8a d3 02 32 cd 14 b3 28 06 09 19 83 10 45 6a 4d 39 8e 00 Oe 1c f1 69 71 65 76
b3 2d ab 29 36 8f 55 50 5¢ d0 a3 3d 4d 16 45 aa 92 46 59 37 10 31 67 bb ed 92 f9 b6 97 89 a9 3f 39 18 12 af 1b 81 c1 91
81 56 1c 88 fe 56 9d ff 00 79 87 de 8b dd ab 71 80 5¢ d8 6e 10 b4 17 50 1f 9c 8e 28 69 d8 47 10 79 1c f1 ba 74 ed eb 2c
92 6d 93 49 17 9c Oe 4e 8a de 06 fd a5 al c2 9a ea 15 24 81 df

Data Ascii: IP| <%m$Zz:}X/hn#62{R™0).X'[$tF1,mh4")f'Vc-k,03)b 2(EjM9igev-)6UP\=MEFY71g?9VVyq\nP(iGyt,mIN$

Data Raw: d3 af 8e 49 14 02 fc 88 1c 3e 4c 3b 1f 11 50 01 a7 2c 6¢ bb 1c O0a 5a 4b eb db 7b 48 d4 67 53 24 80 36 5e 8c
4169 10 1e 55 ac 6b Oc 40 64 34 a0 0a 32 1d c3 1b 58 a7 fe 1d 7d 9f ed db e2 e2 bf f6 2b 6f de 97 ef 45 9f d9 df 4e cb 1a
6e db 94 13 6e 17 b3 c9 5f 2a de 18 11 bd df cc 23 31 e6 cf a4 2f a2 b8 9a d3 71 63 fd d6 66 8b 78 b0 95 16 de 78 ee 23
fa 26 54 61 4a 32 b0 a5 0f 1e dc 41 2c 93 18 60 2b e4 dc 49 31 5b 89 21 35 1e 59 a4 67 c2 09 cb bf 12 41 00 7f 2e ce 88
8d 20 a6 b1 4a 54 Oe 23 3e 47 16 d7 50 a2 9b fb 48 e4 b9 d2 ab 56 9a 25 2b 11 8d c8 a5 03 97 a6 a3 ¢3 16 71 5¢ 79 d4
b0 Oc 2d 9d 68 b2 6a 19 69 73 a4 90 c2 94 a5 74 93 9d 73 a0 5d c7 70 14 8e cf 53 c3 ad 15 25 91 eb 51 el 4f 69 89 e2 c7
2188 al ba 80 31 b4 26 34 9a 3a 8a 3c 83 5e 85 02 b5 3¢

Data Ascii: I>L;P,|IZK{HgS$6"AiUk@d42X}+0ENNn_*#1/qcfxx#&TaJ2A, +I1[!'5YgA. JT#>GPHV%+q\y-hjists]pS%QOi!1&4:
=

Data Raw: 16 30 47 6f 02 76 24 48 11 47 c4 3e 0d ab b7 ea ad c3 f7 ed f1 71 fe cf b5 fd f9 7e f3 6d 9d 3b 1b 05 97 aa b7
8b 1d b0 76 f9 6d 28 96 5a Oe cd 11 90 7d 38 45 8¢ 05 8d 28 91 a8 e4 8a 28 a0 7a 06 07 a3 e0 af c0 d8 1b 27 53 c5 25 b5
e5 9e b9 36 Oe a5 b4 00 5e 6d f3 48 3¢ 4d 19 3e dc 6e 69 ae 26 3a 5b 88 d2 da 48 3d 37 d4 9b 62 5b Ob 88 fc ed ab 7b 80
19 2d 37 28 11 88 f3 6d e4 39 d3 93 ab 78 d4 d7 57 2c 3c 46 28 98 ba 51 d9 81 00 16 02 ba 08 d2 47 a7 9e 03 99 d2 d6
ee 24 31 08 a3 14 20 d4 69 62 0d 6b a8 65 d9 81 6b 72 b1 46 b0 92 56 da 99 30 34 a3 80 73 3c 4e 35 ¢3 3¢ 56 9e 75 17
dd 8b 04 5a 57 22 f4 39 93 82 6d 5e 48 a2 80 88 52 64 61 59 5d 8d 68 ba 49 04 9e 54 el cf 13 47 71 26 a3 3c 6e 93 31
6d 54 28 0b 0f 17 71 18 fa 38 ea ea fa 9d 88 d4 04 92 28 24 2a

Data Ascii: 0GOV$HG>q~m;vm(Z}8E((2'S%6" mH<M>ni&:[H=7b[{-7(m9IxW,<F(QG$1 ibkekrFV04s<N5<VuZW"9m HRdaY]
hITGg&<n1mT(q8($*

Data Raw: f5 8e f6 b1 b7 8d 6d 6d db e8 63 23 fe 52 5c ff 00 63 13 c6 53 4b b9 d4 cb d9 5c f1 6b Ob 1a 09 a4 40 47 1f 9¢
06 23 b6 8e 80 2a aa ad 32 f6 46 28 ed 93 90 ba 4e 66 98 7d 2d 4d 3e 11 4e c4 ca 9e ba e0 44 1a 82 4c a8 4e 62 98 dc 7
d7 4a de ee d7 2b 07 9c dc 7c ab 74 04 01 e9 67 24 fc 3d 31 b0 5a c8 63 8b 7f de 17 df 40 6a 07 4b 75 d6 a8 c0 66 57 51
04 8e el 8d f6 72 al 22 59 96 ca 20 d5 d3 a2 05 Ob 4f 59 a9 ¢5 c5 ce ¢7 74 f6 37 37 01 5a 7b 34 72 b0 dc 95 cf c6 01 a6
1c 5f ed f3 d9 18 d1 f5 4b 1a 9d Oc 78 64 46 02 8f 39 d8 d7 81 62 6b c3 33 8e a5 ea 73 6a 60 db 36 bd ac 6d 7 13 b9 cd
ae 2e 24 57 44 a7 7a a3 1f 57 c¢3 b4 ff 00 b3 2f f2 fd bb 7c 5d 77 6d 36 7f bf 2f de 5d 7 69 74 Oc 37 5d b2 f6 cc 12 40 d2
67 b7 91 03 d4 e5 el 26 b8 4d d3 6a bf b8 da 77 02

Data Ascii: mmc#R\cSK\k@G#*2F(Nf}-M>NDLNbJ+|tg$=1Zc@jKufWQr"Y OYt77Z{4r_KxdF9bk3sj 6m.$WDzW/|]wmé6/Ji
t7]@g&Mjw

Data Raw: el e3 8c f0 47 6e 29 dd 8c bd 78 cb 1b 53 c8 81 a3 b3 73 79 20 26 99 c4 0f 97 98 ec 72 0f de ff 00 c5 fc ef a8
56 00 5a 66 da ef 04 4a 38 96 30 3d 00 5 el 75 b0 04 55 48 ec 6a f0 23 98 c¢3 da 3b 7b d5 9b 67 ee f3 66 15 8e 7a a3 3¢
47 a3 0c 5d 6b 9d 4b 7f bb 2c 02 ae 43 0f 12 b2 f1 07 16 f6 b1 29 96 e2 fa 75 86 24 e6 cc e6 94 c6 ef bd 8b 84 3b 3d cc 32
ec f7 f6 84 fd 22 dc 44 23 b9 49 08 ec a6 5f b5 7 3b c5 fc 11 88 a0 de 4a 6e b6 54 14 59 05 c8 fe fO 9e a7 d4 31 6d ba 6d
ac 42 41 70 b7 36 5d 94 63 e2 8c fa 56 aa 47 a3 06 f2 cb ff 00 f5 db c0 f7 db 03 ca 8e 6a ea 0f e8 9a d7 1a Ob 05 2e 7c¢ 1d
f4 c7 46 2e 9d 71 ed f2 5d 6e 53 0a 57 4f bb 5b b9 8c 9f 44 84 7a fe e3 6a 1c be ab bf ff 00 ac b7 c5 df fb 22 cf fe b2 5f bc
4 22 b5 e3 8d f7 68 28 22 8e d2 f1 da

Data Ascii: Gn)xSsy &rVZfJ80=uUHj#:{gfz<G]kK,C)u$;=2"D#I_;InTY1mmBAp6]cVG;j.|F.qInSWO[Dzj"_"h("

Destination IP Destination Port Process

172.217.168.3 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 23:48:00 UTC 183

2021-12-02 23:48:00 UTC 183

2021-12-02 23:48:00 UTC 184

2021-12-02 23:48:00 UTC 185

2021-12-02 23:48:00 UTC 186

2021-12-02 23:48:00 UTC 187

2021-12-02 23:48:00 UTC 189

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /s/lato/v20/S6u9w4BMUTPHh6UVSWiPGQ.woff2 HTTP/1.1

Host: fonts.gstatic.com

Connection: keep-alive

Origin: https://localchicks3.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://fonts.googleapis.com/css?family=Lato:100,100i,300,300i,400,400i,700,700i,900,900i|Roboto:100,
100i,300,300i,400,400i,500,500i,700,700i,900,900i&subset=cyrillic,cyrillic-ext,latin-ext

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Accept-Ranges: bytes

Content-Type: font/woff2

Access-Control-Allow-Origin: *

Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="apps-themes"

Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-t
hemes"}]}

Timing-Allow-Origin: *

Content-Length: 22992

Date: Sat, 27 Nov 2021 04:21:13 GMT

Expires: Sun, 27 Nov 2022 04:21:13 GMT

Last-Modified: Tue, 10 Aug 2021 00:18:57 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 502007

Cache-Control: public, max-age=31536000

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 77 4f 46 32 00 01 00 00 00 00 59 d0 00 10 00 00 00 00 e7 38 00 00 59 70 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1b a6 42 1c 70 06 60 00 81 44 08 2e 09 8d 65 11 Oc Oa 82 fe 64 82 e3 15 Ob 83 42
00 01 36 02 24 03 86 76 04 20 05 85 00 07 84 45 Oc 4b 1b 89 d6 17 06 37 53 10 b7 03 de 15 cf €7 c4 68 44 Oc ba 73 d6 4f
24 4872 66 20 b7 03 14 8a ea 0b 66 ff ff 9f 95 54 c6 d8 3e 68 3f 47 35 12 ¢9 32 72 b7 21 84 ac ca 03 Oe af db 90 ea 22 9b
cc Oe c1 4b 0f 7b 3a 7b b3 56 61 7c ae b2 f9 82 a2 93 ba a8 44 25 2a 31 99 9b c8 2¢ 3a d0 99 20 f2 7d 10 91 d3 34 33 f2
Oe 17 64 c6 fe 6e b8 cc 82 9f 1b da 61 7e 31 4c b8 e9 ad 85 f1 15 34 55 fe 88 3e a2 e7 e6 ec 7c 9c 78 a5 ab 74 d6 4e fc
7a 47 1f 9f 34 be 4c 22 59 42 4c a2 52 f9 cd 54 30 d7 cb

Data Ascii: WOF2Y8YpBp 'D.edB6$v EK7ShDsO$Hrf fT>h?G52r!"K{:{Va|D%*1,: }43dna~1L4U>|xtNzG4L"YBLRTO

Data Raw: 1f 2d bc 3a cc 6¢ 2f c0 17 ff 6b 9a be 2f f5 bf bb 92 ec 04 b0 00 6a 6¢ 82 2e 27 9d 7b 85 2a 3f 65 97 ee 66 78
08 aa e8 c6 2c¢ 81 19 b3 54 00 33 c6 69 3f da c5 7 b2 42 e2 09 86 5e el cb 45 79 d5 25 a0 01 cO a4 4e 73 e8 41 aa 02 f7
2b d0 b0 fd 88 cb d0 93 a5 10 bb 3c 3d 39 5a ec b5 59 6d 4e 81 5¢ 22 fe f4 81 e0 09 d7 de de 4c 32 9b 94 Oe 90 14 10 aa
aa 03 22 85 e0 ce 02 93 2a aa ab fb 40 4a 75 87 ec 4a 30 30 2b a8 87 ba 7c 57 c5 6d ea 33 d6 9c b3 06 41 75 b9 da 6f bf
0Ob be 5b ef 1c 48 62 2d 53 6d 3a 4c e7 a5 02 24 b5 2f 2a 93 6b d9 c6 26 33 95 48 1c 98 55 25 92 40 91 b2 Oc c7 14 98 ab
6a ff 87 ff 9d 4d ba e6 cc 17 38 a8 3a cl df ff 1b a0 b9 35 01 e5 11 18 b5 11 2b 6e 09 Oc 36 62 23 7a 95 6¢ f4 92 31 36 62
23 7293 54 a2 45 b0 01 03 30 a6 a8 28 56 82 9d a8

Data Ascii: -:I/k/jl.'{*?efx, T3i?B"Ey%NsA+<=9ZYmN\"L2"*@JuJ00+|Wm3Auo[Hb-Sm:L$/*k&3HU%@jM8:5+n6b#zI1
6b#zTEO(V

Data Raw: 2d 8b 5e 9d 81 71 bf ab 67 0f ec f7 60 ed al 98 1c e5 d8 ec e9 98 89 96 8¢ d5 82 6d ff a3 4d bb 33 67 5¢ 44 77
5f 75 78 1a fO 1f 1e 2a 4d f4 9a 9a d2 32 b2 72 de 24 cf 52 50 54 52 56 51 0d a8 Oe 02 43 a0 b0 c1 01 61 24 aa 34 18 6¢
ce c1 85 4b 57 a9 11 6f 7a cb fe ce 19 a7 ae fe 66 83 37 86 5d fb 18 18 1e fd 1b af a5 f8 88 20 2a 64 15 6b 93 d8 91 52 d9
6e c6 b9 26 b4 ce 34 9f 5¢ 06 a8 9d 73 15 9a 65 23 4a ba 4a b4 d6 f4 Oc 8¢ eb 8e ea ae f9 bd bb ee d3 83 da ¢3 60 72 b4
le 3b 391 72 ca 6a 96 b4 52 6d dc ff a3 90 5d c6 d1 52 4e 3b ae 59 f7 ea e9 3c ef 61 2f e8 ab 7e 3d bb f8 7a 98 bf 81 9c
20 12 b2 b0 88 a8 98 78 12 32 29 69 19 59 39 6f 92 b7 56 50 54 52 56 51 05 82 c0 10 28 6¢ 70 2e 02 64 29 dO 18 6¢ ce
b9 2e 5¢ ba 4a 4d f2 a6 b7 cc 9d Oc 77 9e ba 9d 86

Data Ascii: -qg° mM3g\Dw_ux*M2r$RPTRVQCa$4IKWozf7] *dkRn&4\se#JJ'r;9fRm]RN; Y<a/~=z x2)iY90VPTRVQ(Ip
.d)L\IMw

Data Raw: d3 b7 d2 3d 99 6b 24 6f c9 32 b6 7e 58 1e 31 1b ec d4 40 80 a4 57 74 6