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Windows Analysis Report https://the-hatchery.colevent!...
Overview

General Information Detection Signatures Classification

Sample URL: https://the-hatchery.co/eve
nt/risk-based-regulation-20
22/brochure/?utm_sour...0
urce=psalerts7991&utm_m
edium=email&utm_campai
gn=risk_based_regulation_
2022

No/HimML title found
Eormiaction) URLs|do/noet matchimatk..

Analysis ID: 533076

ot Q & &

Score: 2
= Range: 0-100
Download Brochure Whitelisted: false
Confidence: 80%

Process Tree

= System is wl0x64

. G chrome.exe (PID: 6868 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://the-hatchery.co/event/risk-based-regul
ation-2022/brochure/?utm_source=psalerts7991&utm_medium=email&utm_campaign=risk_based_regulation_2022 MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 7104 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1540,7959371060222284288,16221920061773539339,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1
944 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section
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There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Privilege
Initial Access Execution Persistence Escalation
Drive-by Windows Path Process
Compromise Management  Interception Injection
Instrumentation
Default Scheduled Boot or Boot or
Accounts Task/Job Logon Logon
Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon
Accounts (Windows)  Script
(Windows)

Local Accounts At (Windows)

Behavior Graph
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Logon Script Logon
(Mac)

Defense
Evasion

Masquerading

Process

Injection

File Deletion

Binary Padding

Script
(Mac)
Behavior Graph

ID: 533076
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Startdate: 03/12/2021
Architecture:  WINDOWS
Score: 2
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Lateral
Discovery  Movement
System Remote
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Application  Remote
Window Desktop
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Scheduled
Transfer
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Command Remote
and Network Service
Control Effects Effects
Encrypted Eavesdrop on Remotely
Channel Insecure Track Device
Network Without
Communication Authorizatior
Non- Exploit SS7to Remotely
Application Redirect Phone Wipe Data
Layer Calls/SMS Without
Protocol Authorizatior
Application Exploit SS7 to  Obtain
Layer Track Device  Device
Protocol § Location Cloud
Backups
Ingress SIM Card
Tool Swap
Transfer
end:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

chrome.exe 54
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

\J Brochure - Driving Risk-Based Re X +
X @ the-hatchery.co/event/risk-based-regulation-2022/brachure/?utm_source=psalerts7991&utm_medium=email&utm_campaign=risk_based regulation 2022

Chrome is being controlled by autamated test software.

The
) Phone 1300 918 334

HOME AGENDA SPEAKERS CONTACT

TWO DAY ONLINE CONFERENCE

Driving Risk-Based
Regulation

Enhance the efficiency of your compliance program

REGISTER NOW

(—) EARLY BIRD
Wednesday 23rd & Thursday Online Book by 17/12/21

24th February 2022 SAVE $600

Download Brochure

Build a robust risk-based framework to drive better outcomes
Regulators in Australia and New Zealand are actively exploring the
shift ta a risk-hased annroach: to oriaritize effort in assisting

Waiting for snrtpl.marketo.com..

o Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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Source Detection Scanner Label Link

http://https://the-hatchery.co/event/risk-based-regulation-2022/brochure/? 0% Avira URL Cloud safe
utm_source=psalerts7991&utm_medium=email&utm_campaign=risk_based_regulation_2022

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\6868_1841435752\_platform_specific\x86_64\pnacl_public_x8 0% Metadefender Browse
6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\6868_1841435752\_platform_specific\x86_64\pnacl_public_x8 0% ReversingLabs

6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\6868_1841435752\_platform_specific\x86_64\pnacl_public_x8 0% Metadefender Browse

6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\6868_1841435752\_platform_specific\x86_64\pnacl_public_x8 0% ReversingLabs
6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\6868_1841435752\_platform_specific\x86_64\pnacl_public_x8 0% Metadefender Browse
6_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\6868_1841435752\_platform_specific\x86_64\pnacl_public_x8 0% ReversingLabs
6_64_pnacl_sz_nexe

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://the-hatchery.co/event/wp-content/themes/criterion_conferences_v4/assets/fonts/criterion- 0% Avira URL Cloud safe
icon

http://https://the-hatchery.co/wp- 0% Avira URL Cloud safe
content/themes/Avada/includes/lib/assets/min/js/library/jquery.requestAni

http://https://the-hatchery.coX-Cache: 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/uploads/fusion-gfonts/KFOICngEU92FriIMmWUIfBBc4.woff2X 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/uploads/fusion-gfonts/KFOICnqEU92FriMmWUIfBBc4.woff2 0% Avira URL Cloud safe
http://https://the-hatchery.co/event/wp- 0% Avira URL Cloud safe
content/themes/criterion_conferences_v4/assets/images/ui/print.png

http://https://the-hatchery.co/event/wp-content/plugins/duracelltomi-google-tag- 0% Avira URL Cloud safe
manager/js/1636704769.gtm4wp-soundcloud.js?ver=1.13.1

http://https://the-hatchery.co/wp-content/uploads/2020/06/Green-Image-300x185.jpgfunction 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/plugins/fusion-core/js/min/avada-fusion-slider.js?ver=5.4 0% Avira URL Cloud safe
http://https://csp.withgoogle.com/csp/report-to/apps-themes 0% URL Reputation safe
http://https://the-hatchery.co/event/wp-content/themes/criterion_conferences_v4/assets/images/criterion- 0% Avira URL Cloud safe
logo-color.png

http://https://the-hatchery.co/wp-content/themes/Avada/includes/lib/assets/min/js/library/jquery.ilightbox. 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/themes/Avada/assets/min/js/general/avada-menu.js? 0% Avira URL Cloud safe
ver=7.4function

http://https://the-hatchery.co/wp-content/themes/Avada/assets/min/js/general/avada-select.js?ver=7.4 0% Avira URL Cloud safe
http:i/https://the-hatchery.co/wp- 0% Avira URL Cloud safe
content/themes/Avada/includes/lib/assets/min/js/library/jquery.mousewheel

http:ifhttps://the-hatchery.co/event/wp- 0% Avira URL Cloud safe
content/themes/criterion_conferences_v4/assets/fonts/ProximaNova-Ex

http://the-hatchery.co/event/risk-based-regulation-2022/d 0% Avira URL Cloud safe
http:i/https://the-hatchery.co/event/wp-content/themes/criterion_conferences_v4/assets/images/uif/icon- 0% Avira URL Cloud safe
calen

http://https://the-hatchery.co/event/risk-based-regulation-2022/speakers/Speakers 0% Avira URL Cloud safe
http://https://the-hatchery.co/event/risk-based-regulation-2022/files/2021/11/7991-Sarah-Mcdowell- 0% Avira URL Cloud safe
Speaker-i

http://https://the-hatchery.co/wp-content/themes/Avada/assets/min/js/general/avada-contact-form-7.js? 0% Avira URL Cloud safe
ver=7.

http://https://the-hatchery.co/wp-content/themes/Avada/includes/lib/assets/min/js/general/fusion- 0% Avira URL Cloud safe
responsive

http://https://the-hatchery.co/event/risk-based-regulation-2022/files/2021/11/7991-Alex-Taylor-speaker- 0% Avira URL Cloud safe
imag

http://https://the-hatchery.co/event/risk-based-regulation-2022/agenda/Agenda 0% Avira URL Cloud safe
http://https://the-hatchery.co/event/wp- 0% Avira URL Cloud safe

content/themes/criterion_conferences_v4/assets/fonts/ProximaNova-Bo

http://https://the-hatchery.co/event/wp-content/plugins/duracelltomi-google-tag- 0% Avira URL Cloud safe
manager/js/1636704769.gtm4wp-youtube.js?ver=1.13.1
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https://www.metadefender.com/#!/results/file/bzIxMTEyMzVEaVVWYldaNGJBNzE5UGxINlU1/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTEyM0N5aFVYanoyS293czByZktfZVM/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTEyM2dUckF5WURBZ2lTc1l3cEdyb2Q/regular/analysis

Source Detection Scanner Label Link

http://https://the-hatchery.co/event/wp- 0% Avira URL Cloud safe
content/themes/criterion_conferences_v4/assets/fonts/ProximaNova-Se

http://https://the-hatchery.co/wp-content/uploads/fusion- 0% Avira URL Cloud safe
gfonts/JTUQjlgl_i6t8kCHKmM459WxRyS7m.woff2dR

http://https://the-hatchery.co/wp-content/uploads/2020/06/Green-Image-300x185.jpg 0% Avira URL Cloud safe
http://https://the-hatchery.co/event/risk-based-regulation-2022/agenda/D 0% Avira URL Cloud safe
http://https://the-hatchery.co/event/risk-based-regulation-2022/files/2021/11/7991-Speaker-Photo- 0% Avira URL Cloud safe
Richard-Ma

http://https://the-hatchery.co/wp-content/uploads/fusion-gfonts/JTUS]lg1_i6t8KCHKm459WIhyw.woff2 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/themes/Avada/assets/min/js/general/avada-drop-down.js? 0% Avira URL Cloud safe
ver=7.4

http://https://the-hatchery.co/wp-content/uploads/fusion- 0% Avira URL Cloud safe
styles/1624710574.e6b426b44cd243fc0f97d515fb807f97
http://https://the-hatchery.co/wp-content/uploads/fusion-gfonts/KFOkCngqEU92FriMu51xlizl.woff2 0% Avira URL Cloud safe
http://https://the-hatchery.co/event/risk-based-regulation-2022/speakers/m 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp- 0% Avira URL Cloud safe
content/themes/Avada/includes/lib/assets/fonts/fontawesome/webfonts/fa-so
http://https://the-hatchery.co/event/risk-based-regulation-2022/files/2021/11/7991-hero-banner-1-1.jpg 0% Avira URL Cloud safe
http://the-hatchery.co/event/risk-based-regulation-2022/ 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp- 0% Avira URL Cloud safe
content/themes/Avada/includes/lib/assets/fonts/fontawesome/webfonts/fa-solid-900.woff2
http://https://the-hatchery.co/wp-content/uploads/2016/07/2-1-300x225.jpg 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-includes/js/1624710574.wp-embed.min js?ver=5.7.2 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/plugins/fusion-core/js/min/fusion-vertical-menu-widget.js? 0% Avira URL Cloud safe
ver=5.4

http://https://the-hatchery.co 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/themes/Avada/assets/min/js/general/avada-header.js?ver=7.4 0% Avira URL Cloud safe
http://https://the-hatchery.co/event/wp- 0% Avira URL Cloud safe
content/themes/criterion_conferences_v4/assets/compiled/1636704769.criterion.min.js?ver=1.1
http://https://the-hatchery.co/wp-content/themes/Avada/includes/lib/assets/min/js/library/jquery fitvids.js 0% Avira URL Cloud safe
http://https://the-hatchery.co/event/risk-based-regulation-2022/files/2021/11/Untitled-design-1.png 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/plugins/revslider/public/assets/js/1624710574.rs6.min.js? 0% Avira URL Cloud safe
ver=6.4.11

http://https://the-hatchery.co/wp-includes/js/jquery/1624710574.jquery-migrate.min.js?ver=3.3.2Y 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/themes/Avada/assets/min/js/general/avada-tabs-widget.js? 0% Avira URL Cloud safe
ver=7.4v

http://https://csp.withgoogle.com/csp/report-to/apps-themesd 0% URL Reputation safe
http://https://the-hatchery.co/event/risk-based-regulation-2022/speakers/F 0% Avira URL Cloud safe
http://the-hatchery.co/event/risk-based-regulation-2022/speakers/E 0% Avira URL Cloud safe
http://https://the-hatchery.co/favicon.ico 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/themes/Avada/includes/lib/assets/min/js/library/fusion-video-bg.j 0% Avira URL Cloud safe
http://the-hatchery.co/event/risk-based-regulation-2022/IG 0% Avira URL Cloud safe
http://https://csp.withgoogle.com/csp/apps-themesCross-Origin-Resource-Policy: 0% URL Reputation safe
http://https://the-hatchery.co/wp-content/themes/Avada/includes/lib/assets/min/js/library/fusion-video- 0% Avira URL Cloud safe
gene

http://https://the-hatchery.co/wp-content/uploads/fusion-gfonts/KFOMCngEu92FriMu4mxK.woff2 0% Avira URL Cloud safe
http://https://the-hatchery.co/wp-content/themes/Avada/assets/min/js/general/avada-live-search.js? 0% Avira URL Cloud safe
ver=7.4fu

http://https://the-hatchery.co/wp-includes/js/jquery/1624710574 jquery.min.js?ver=3.5.1 0% Avira URL Cloud safe
http://https://the-hatchery.co/event/wp- 0% Avira URL Cloud safe
content/themes/criterion_conferences_v4/assets/compiled/1636704769.jquery.min.js?ver=1.8.1
http://the-hatchery.co/event/risk-based-regulation-2022/contact/3 0% Avira URL Cloud safe
http:ifhttps://the-hatchery.co/event/risk-based-regulation-2022/wp-includes/js/1636704769.comment- 0% Avira URL Cloud safe
reply.min

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 172.217.168.3 true false high
star-mini.c10r.facebook.com 31.13.86.36 true false high
snrtpl.marketo.com 103.237.104.73 true false high
accounts.google.com 172.217.168.45 true false high
s.twitter.com 104.244.42.131 true false high
www-google-analytics.l.google.com 216.58.215.238 true false high
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Name P Active Malicious Antivirus Detection Reputation

stats.l.doubleclick.net 108.177.119.155 true false high
www-googletagmanager.l.google.com 172.217.168.8 true false high
s3-r-w.ap-southeast-2.amazonaws.com 52.95.133.22 true false high
platform.twitter.map.fastly.net 199.232.136.157 true false unknown
vimeo.map.fastly.net 151.101.0.217 true false unknown
youtube-ui.l.google.com 172.217.168.78 true false high
scontent.xx.fbcdn.net 157.240.17.15 true false high
t.co 104.244.42.69 true false high
d3qgp7l4grgxdvb.cloudfront.net 13.225.87.74 true false high
the-hatchery.co 54.79.115.248 true false unknown
pi-uel-lba4.pardot.com 35.174.151.106 true false high
www.google.com 172.217.168.68 true false high
clients.l.google.com 142.250.203.110 true false high
www.google.ch 172.217.168.67 true false high
s.w.org 192.0.77.48 true false high
942-cnu-349.mktoresp.com 103.237.104.82 true false unknown
googlehosted.l.googleusercontent.com 142.250.203.97 true false high
snrtp-cdn.marketo.com unknown unknown false high
static.ads-twitter.com unknown unknown false unknown
stats.g.doubleclick.net unknown unknown false high
clients2.googleusercontent.com unknown unknown false high
clients2.google.com unknown unknown false high
www.youtube.com unknown unknown false high
pi.pardot.com unknown unknown false high
www.facebook.com unknown unknown false high
rtp-static.marketo.com unknown unknown false high
www.linkedin.com unknown unknown false high
w.soundcloud.com unknown unknown false high
criterionassets.s3-ap-southeast-2.amazonaws.com unknown unknown false high
connect.facebook.net unknown unknown false high
px.ads.linkedin.com unknown unknown false high
munchkin.marketo.net unknown unknown false unknown
analytics.twitter.com unknown unknown false high
snap.licdn.com unknown unknown false high
player.vimeo.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://the-hatchery.co/wp-content/uploads/fusion- false e Avira URL Cloud: safe unknown
gfonts/KFOICngEu92FriIMmWUIfBBc4.woff2

http://https://the-hatchery.co/event/wp-content/plugins/duracelltomi-google-tag- false e Avira URL Cloud: safe unknown
manager/js/1636704769.gtm4wp-soundcloud.js?ver=1.13.1

http://https://the-hatchery.co/event/wp- false e Avira URL Cloud: safe unknown
content/themes/criterion_conferences_v4/assets/images/criterion-logo-color.png

http://https://criterionassets.s3-ap-southeast-2.amazonaws.com/hatchery_logo_favicon.png  false high
http://https://snrtpl.marketo.com/gwl/ga/sgm?sid=thehatcheryhub-1638489243841- false high
2eb3ed97&1638489246551

http:ifhttps://connect.facebook.net/en_US/all.js?hash=0fe1209adf264271ead2abd8aaabbe6e false high
http:ifhttps://the-hatchery.co/event/wp-content/plugins/duracelltomi-google-tag- false e Avira URL Cloud: safe unknown
manager/js/1636704769.gtm4wp-youtube.js?ver=1.13.1

http:ifhttps://stats.g.doubleclick.net/j/collect?t=dc&aip=1& r=3&v=1& v=j96&tid=UA- false high
53341737-

71&cid=702235456.1638489243&)id=1547886716&(jid=688496437& gid=220565565.1638489
243&_u=YGDAIAABDAAAAE~&7z=1613423658

http://https://t.cofi/adsct? false high
type=javascript&version=2.0.4&p_id=Twitter&p_user_id=0&txn_id=nzfi0&events=%5B%5B%2
2pageview%22%2Cnull%5D%5D&tw_sale_amount=0&tw_order_quantity=0&tw_iframe_status

=0&event_id=10005d0d-79f4-499a-a9fd-

51falaffab92&tw_document_href=https%3A%2F%2Fthe-hatchery.co%2F

http://https://the-hatchery.co/wp-content/uploads/fusion- false e Avira URL Cloud: safe unknown
gfonts/JTUS)lgl_i6t8kCHKmM459WIhyw.woff2

http://https://the-hatchery.co/wp-content/uploads/fusion- false e Avira URL Cloud: safe unknown
gfonts/KFOkCngEuU92FriMu51xlizl.woff2

http://https://the-hatchery.co/event/risk-based-regulation-2022/files/2021/11/7991-hero- false e Avira URL Cloud: safe unknown
banner-1-1.jpg

http://the-hatchery.co/event/risk-based-regulation-2022/ false e Avira URL Cloud: safe unknown
http://https://the-hatchery.co/wp- false e Avira URL Cloud: safe unknown

content/themes/Avada/includes/lib/assets/fonts/fontawesome/webfonts/fa-solid-900.woff2
Copyright Joe Security LLC 2021 Page 8 of 269



Name

http://https://the-hatchery.co/event/wp-

content/themes/criterion_conferences_v4/assets/compiled/1636704769.criterion.min.js?

ver=1.1

http://https://the-hatchery.co/wp-

content/plugins/revslider/public/assets/js/1624710574.rs6.min.js?ver=6.4.11

http://https://pi.pardot.com/pd.js

http://https://the-hatchery.co/wp-content/uploads/fusion-
gfonts/KFOmMCngEu92FriMu4mxK.woff2

http://https://snrtpl.marketo.com/gw1/trw?aid=thehatcheryhub&trwv.uid=thehatcheryhub-

1638489243839-1e8c476c&trwv.vc=1&trwsa.sid=thehatcheryhub-1638489243841-

2eb3ed97&trwsh.cpv=1&ctzo=+01:00&uri=https%3A%2F%2Fthe-
hatchery.co%2Fevent%2Frisk-based-regulation-
2022%2Fbrochure%2F%3Futm_source%3Dpsalerts7991%26utm_medium%3Demail%26utm
_campaign%3Drisk_based_regulation_2022&ma=id%3A942-CNU-349%26token%3A_mch-

the-hatchery.co-1638489242275-20661&pm=&viewedTypes=&rts=1638489243851
http://https://the-hatchery.co/wp-includes/js/jquery/1624710574.jquery.min.js?ver=3.5.1
http://https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?

utm_source=psalerts7991&utm_medium=email&utm_campaign=risk_based_regulation_2022

http://https://the-hatchery.co/event/wp-

content/themes/criterion_conferences_v4/assets/compiled/1636704769.jquery.min.js?

ver=1.8.1

URLs from Memory and Binaries

Contacted IPs

Public

P
216.58.215.238

35.174.151.106
142.250.203.110
151.101.0.217
157.240.17.35
157.240.17.15
172.217.168.68
172.217.168.45
172.217.168.8

103.237.104.73
142.250.203.97

13.225.87.74

172.217.168.3
13.225.87.6
31.13.86.36

108.177.119.155
104.244.42.69
104.244.42.131
172.217.168.78
103.237.104.82

239.255.255.250
52.95.128.118
54.79.115.248
199.232.136.157

Private

P
192.168.2.1
192.168.2.4
127.0.0.1

Domain

www-google-
analytics.l.google.com

pi-uel-lba4.pardot.com
clients.l.google.com
vimeo.map.fastly.net
unknown
scontent.xx.fbcdn.net
www.google.com
accounts.google.com

WWw-

googletagmanager.l.google

.com

snrtpl.marketo.com

googlehosted.l.googleuser

content.com

d3qp7l4grgxdvb.cloudfront.

net
gstaticadssl.l.google.com
unknown

star-
mini.c10r.facebook.com

stats.l.doubleclick.net
t.co

s.twitter.com
youtube-ui.l.google.com

942-cnu-
349.mktoresp.com

unknown
unknown

the-hatchery.co

platform.twitter.map.fastly.

net

Copyright Joe Security LLC 2021

Country
United States

United States
United States
United States
United States
United States
United States
United States
United States

Australia

United States

United States

United States
United States

Ireland

United States
United States
United States
United States

Australia

Reserved

United States
United States
United States

Flag

Malicious

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

ASN
15169

14618
15169
54113
32934
32934
15169
15169
15169

53580
15169

16509

15169
16509
32934

15169
13414
13414
15169
53580

unknown
16509
16509
54113

ASN Name
GOOGLEUS

AMAZON-AESUS
GOOGLEUS
FASTLYUS
FACEBOOKUS
FACEBOOKUS
GOOGLEUS
GOOGLEUS
GOOGLEUS

MARKETOUS
GOOGLEUS

AMAZON-02US

GOOGLEUS
AMAZON-02US
FACEBOOKUS

GOOGLEUS
TWITTERUS
TWITTERUS
GOOGLEUS
MARKETOUS

unknown
AMAZON-02US
AMAZON-02US
FASTLYUS

Reputation

unknown

unknown

high

unknown

high

unknown

unknown

unknown

Malicious

false

false
false
false
false
false
false
false

false

false

false

false

false
false

false

false
false
false
false

false

false
false
false

false

Page 9 of 269



General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

34.0.0 Boulder Opal
533076

03.12.2021
00:52:49
CloudBasic

Oh 6m 48s

false

light

browseurl.jbs

http://https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium=email&utm_campaign

=risk_based_regulation_2022

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

17

o O o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
CLEAN
clean2.win@42/263@38/27
Failed
Failed

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

Adjust boot time
Enable AMSI
Browse: https://the-hatchery.co/

Browse: http://the-hatchery.co/event/risk-based-regulation-2022/agenda/
Browse: http://the-hatchery.co/event/risk-based-regulation-2022/speakers/
Browse: http://the-hatchery.co/event/risk-based-regulation-2022/contact/

Show All

Joe Sandbox View | Context

IPs

No context

Domains

No context

Copyright Joe Security LLC 2021

L]
L]
L]
e Browse: http://the-hatchery.co/event/risk-based-regulation-2022/
L]
L]
L]
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ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0417c1df-0e51-48ac-b71b-24add6028222.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.748889407168919

false
384:h3tyKOPNQXAuVNn52pNar/vOG3luQdHYtGRorzQO8xdIkQnrvWmbDgzggqaWJOoEEN7:RGeZZKoxJgengqUIPXG+KYG65H
410B05D976D84787EC2431B4BA961B14

9016F65A9AAFFE12FC15F3CIFEOAFI8E3837388A
8EBE7392F594473A78BBCA67B8617DA3386C1F3D9DB6CFF4647FD5D7A95600B6

46521524CF3E97A9E5C4BA3CFAE1952EB4B1E94C1B9FED2831A0F21A3FDC226C4967FC15D71A984491E716CC58A005A7D02C492C7CEB670CCEG8C8C2396EC!
9

false

low

Qe CLLP.R.O.G.RA~1\M.I.C.R.0.S.~1\.0.f fi.c.e.1.6\.G.R.0.0.V.E.EX..D.L.L.PL.])...%.p.ro.g.ramfiles.%\m.icros.oft .officeloffice
.1.6.\....gro.0.v.eex.dll..Micros.oft Office .2.0.1.6..*.Micros.oft .OneDrive. for B.usiness. Extens.io.ns...16..0..4711.10
.0.0....*..C..\P.R.0O.G.RA~1\M.I.C.R.O.S.~1\0fficel6)\GRO.OV.EEX.D.LL..Micros.o.ft .Co.rp.oration..L8D..C:\Pro.gram. F.iles\C.o
.m.m.o.n. .F.iles\M.icros.oft Shared\O.FFICEZ16\msoshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Office).Micros.o.ft .Office. Shell Extens.io.n. Handlers....16..0.426.6..10.0.1..D..C
2\P.rogram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\l06bf9c43-c50b-4907-a5bb-02dcabf66576.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.7481346932167363

false
384:H3tyKOPNUAv2pNar/vOG3luQdHYtGRorzQO8xdIkQnrvWmDgzggaWJOoE6Nb1KD4:XeZZKoxJgengqUIPXG+KYG65/
C1276BA2F9F2432BD620AEE38FICF7A3

4C20C2E9D83A74C367D2F0155FE7TEEAE95B30D3A
189A1C54A2F724B635F9F7233FDD5F7141CF2B8E2E97181727AA52FBIBC16F85
B6726A145B29C36CA500C176285D4EAC4B2BD488B74EEC7ABAS30E991370542B6F5602F96A731653A31FF5210374E735BE49DBD557F88BEFAD654F0A55ADIC8
false

low

(0] AT *..C.\P.R.O.G.RA~1\MIC.R.O.S.~1\0.ffic.el1.6\G.R.O.0.VEEX..D.LL.P..][)..%.p.ro.gramfiles%.\m..c.r.o.s.0ft o.fficelo.ffice
.1.6\.....gr.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.M.icr.os.o.ft .O.neD.rive. for. B.us.iness. Extens.ions...16..0..4711..10
.0.0....*..C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0.fficel6\GRO.OV.EEX.DLL..M.icros.o.ft .Co.rp.oratio.n..L8.D..C.:\P.ro.gram. . .F.iles\C.o
.m.m.o.n. .F.iles\M.c.r.os.0ft .Shared\O.FFICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles%.\m.icro.s.oft share.d\o.f
ficel6.\...msoshext.dll..Micros.o.ft Offic.e.)..Micros.oft Office. .Shell Extens.ion. Handlers.....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\1cf384f4-1a2f-41f6-900c-f49239ch6294.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

197438

6.074742363092344

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\1cf384f4-1a2f-41f6-900c-f49239ch6294.tmp

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3072:/7yLbGk/IQPev31IFxUI7Raebo7N9QhAyZQa5UFchXaflBOulGOJmA3iuRg:jy5xeljxhfMp3ylSaqfllUOoSiuRg
D7E4BB034A9B6D44534BF3CE19BIBB60

7CE7789DF9B59BEB24D172A6C2DBE88625FCF03D
E333E6C1EE7A61400DF29488EE4427483CB0CA24173710CF8DCF9BB26199CC30

5444A0F76A08C40E1BE4783FC558E96DA925BB73AEFESD94C25B50E35EA6687DE69965CC857C6B0D05B2BE242FF2D3E1BCFD6186F845F61BC0009D8B2EBIODC
9

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.638489236591949e+12,"network":1.638489237e+12,"ticks":319985467.0,"uncertainty":3902611.0}},"os_crypt":{"encrypted_key":
"RFBBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZXX60EUPPIYBIjSIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\2089baed-c638-450a-a58a-45€16918ele8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

197438

6.074743532543495

false
3072:hBfLbGk/IQPev31IFxUI7Raebo7N9QhAyZQa5UFcbXaflBOu1GOJImAS3iuRg:rf5xeljxhfMp3ylSagflluOoSiuRg
428283C2COCBF9BC87FF325C44DD411F

433A73FCIC7A4EAESAA42F38561C4991996829C9
4CD25FBDBA71BD952D71F1BC30EE65745COE8B7E373609DAA8CF7406394D6F51

0066FDE4819F3DBA05BCA453B14684B900D959F551C13D4CEAAB2BC99A2815A16FE284534051A0AEEA39F45346D2CDES144B561B340EE739C9CA9CALIBD1EBE
DC

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.638489236591949e+12,"network":1.638489237e+12,"ticks":319985467.0,"uncertainty":3902611.0}},"0s_crypt":{"encrypted_key":
"RFBBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8V0OyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZXX60EUPPIYBISIOIL
GeiMKilFJZDroAAAAAAGAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmMgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY xjf7/AqYrFr0JZ6kbTiUt0/2PKKCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715743875"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4475dc36-d573-438c-8e70-930457b5a25b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7488429513003507

false
384:R3tyKOPNQXAuUVn52pNar/vOG3luQdHYtGRorzQO8xdIkQnrvwWmbD39zgqaWJOoE6+:hGeZZKoMJgengqUIPXG+KYG65k
0A6FOD20EA3DB64D4F5CFE429101D524

392DBD441C54E7FOA5D9C5A682325A5F342648DC
3C9072ECCA72800162DEFF0B148C528D327755D7A1052260347D22730A9F8112

C8F57ACOFCB40C4174297593A8C81BA7651915B0205301DDA4460D9B906DCB620EFF55F7ED9A0491A4ABA2DED1DABE1IA062ADBIESECIA936E4B529340F3A4E
C

false

low

doveinn*.CLVP.R.O.G.RA~1\M.I.C.R.O.S.~.1\0Officel6\G.RO.0O.VEEX.D.LL.P.L...%.pro.gramfiles%.\m.icro.s.oft .officelofficelb\..
...g.ro.ov.eex..dll..Micros.oft Offic.e..2.0.1.6..*..Mic.r.o.s.0.ft .O.n.eD.r.iv.e. for. Bus.iness. Exte.ns.io.ns...16..0..4.711.10.0.0...*
...C.\\P.R.O.G.RA~1\M.ICR.O.S.~1\0Officel6)\GC.RO.OV.EEX.DLL..M.icros.o.ft .Corp.oratio.n..L8.D..C.:\Pro.gram. .F.iles\C.o.mm.o.n
.F.iles\M.i.c.ros.oft Shared\O.FF.ICE.1l6\ms.os.hext.dll.@...U..%.c.omm.o.np.ro.gramfiles%.\m.icros.o.ft shared\officel6b\...
.m.s.o.s.h.ext..dll..Micro.s.o.ft Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.00.1....D..C..\.P.r.o
.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\471100bf-bd6a-4c44-b0f6-388a13c8771d.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

197438

6.074742607721718

false

Copyright Joe Security LLC 2021 Page 12 of 269



C:\Users\user\AppData\Local\Google\Chrome\User Data\471100bf-bd6a-4c44-b0f6-388a13c8771d.tmp

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3072:/u5LbGk/IQPev31IFxUI7Raebo7N9QhAyZQa5UFchXaflBOu1GOJmA3iuRg:255xe1jxhfMp3ylSaqfllUOoSiuRg
B1C87480F69B42306 CEDDA75E8C57D8D

3A403547FBC255DA0AE067FA9043869D4E5D37CE
24BA004E330BB5FD7CFABBACFAF5563B7AEC2624FD91B821807573F69B748347

D8CBC469AF26C20E149AA595BB1E18277E8E939FD2DBAYAES332DF345B0061DES5E2CEF08A6285972A9D6EF767351C7CAEG6955A161A9B97C9CI9B47E931EFCA
BD

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.638489236591949e+12,"network":1.638489237e+12,"ticks":319985467.0,"uncertainty":3902611.0}},"os_crypt":{"encrypted_key":
"RFBBUEKBAAAAQIyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZXX60EUPPIYBIjSIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\53693992-a672-4d6a-bd61-de5809cc3b74.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

188962

6.045919443949411

false
3072:HLbGk/IQPev31IFxUI7Raebo7N9IQhAyZQa5UFchXaflBOu1GOJmA3iuRg:H5xe1jxhfMp3ylSaqgfllUOoSiuRg
1B8F6257C4EA760B5680D49C31E4CBI6

60F14740140912949EC6FBE4D736870F981B85A9
49E2A5F5D786E17E9A156E359DFBF299C1067C2FI9C3FD17F35BF79BE98FDIBCL
C8F629E7754ECASDEDDC768593D30F835700D38F28EA67F607721AA2BF17C781D0DE4207224D2CEF4DDC183E95932E1995748F8060EE1CES0DB07B6C141EBI(
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.638489236591949e+12,"network":1.638489237e+12,"ticks":319985467.0,"uncertainty":3902611.0}},"0s_crypt":{"encrypted_key":
"RFBBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8V0OyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZXX60EUPPIYBISIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmMgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY xjf7/AqYrFr0JZ6kbTiUt0/2PKKCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715743875"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\7397d2e4-64d1-49bf-bfe5-653d09f403d5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

189056

6.046186894492669

false
3072:SLbGk/IQPev31IFxUI7Raebo7N9QhAyZQa5UFchXaflBOU1GOJIMAS3iuRg:S5xeljxhfMp3ylSaqfllUOoSiuRg
AC3B8B92F39638A24B79E19BD1F52A3B

FOA61C545EB735CAFIF242602EC05C2A55261282
AF766A9E336A0D14FD02C3D40E506F3E56FFOEC3796D061CB6AE2174FODFF797
44C5E91AB6A8D0F93579C9F51738B04C09F27C2D8185CFAG8903A1A5588CA48131599BA055694764164A4CD0OA13059F0EBE468C9C635FE958ADA42032B7AF4496B
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.638489236591949e+12,"network":1.638489237e+12,"ticks":319985467.0,"uncertainty":3902611.0}},"os_crypt":{"encrypted_key":
"RFBBUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwWB8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4AI8ZmIULzXX60EUPPlYBIjSIOIL
GeiMKiIFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY xjf7/AqQYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715743875"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

40

3.3041625260016576

false

3:FkXwgsOoRLn:+taRLn
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

7AE9008C2AASED3ESED52743E082F5BF
CD90099842F51474494BFC490433578A89C1B539
94E7D9BF431A0E3FOFD02FOFBA7321F43DD8B523E3D32092AFC474D3FD5ABF62

596E66D10186ADAD552F4CF7E74CD438AD19AF4C30950D2D6EBBOEOF9430CA475D12BB79423EC8D15EAF37ABEOAD1IDCCAE459C356A00055A82155C24A35C6
14

false

SAPC....coviiiirnne UO..E.D.Q.o....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0121fe81-fd07-42e5-b646-df16bc16b18b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

204

5.345609089220481

false

6:YAQNjXCRVXILYDr9cyR8wXwImUUANIMOXiX2SQ:YrQXI2pcO+UANI6ZQ
17C3B68F6C29F4755E24EC76DAB5EESB
295705108E489C25A54710092CBFE408F03CC321
FEE7C215BC6772B012B4A39FE2B4C70844374173B4E2048DDCAC1126ED1149AA

A843CBE93E69085D47D3ACD387D62586818138B374A8BA3BA7960B1E9FF713F2A3EDSDAFEEG682C8ECAEBFA766DEESB756CB3489851B3F780EE035E4A09ADOC
oD

false

low

{"expect_ct":[],"sts":[{"expiry":1670025302.426133,"host":"kYxWDelDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1638489302.426138}],"version":2}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1013a669-efb9-4945-a434-897fcfadbd26.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DCID
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\17768f90-9ef8-4fa4-9ccc-8fecc92dcfas.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5201

4.965469724976606

false

48:YCcAKKSChklijgAOqqTIY GIQKHo TWONrN4MgM8C1Nfct/9BhUJo3KhmeSnpvhwkvd:ngLwit9plKIp5k0JCKL8ekvldbOTIVuHN
8A793A28B1BD9D329CDEBFB4441F77B1

986563BBB6DEF92BA49A172A01ABF7442C07C8DE
D4C60673DB9AA15FCIEDDBI93A67D0899404B7D4D83FEEFD71F39FFA53A58DC5F

AE35D3F828657A1A261A40767C6D5661D55AE8E688AFASD6DE223BECB56F058063922EF04E118B62AA5571C9BFFE78FE34BEABES5779935ECE4E45163471A0C
B

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\17768f90-9ef8-4fa4-9ccc-8fecc92dcfas.tmp

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13282962835187175","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0" "o"," "o","o","o","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", 0","0 2042016"),"daily_recei

0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\19ff88fc-1849-4bac-9723-bf177e83a0fe.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 5242

Entropy (8bit):  4.972105755737742

Encrypted: false

SSDEEP: 96:ngLXp9pIKle5k0ICKLBekviDGbOTIVuHN:ngLZ9plch4Kjkvpqg

MDS5: 99486EF6300C7DAE953F00A7A72CD87D

SHA1L: F889D572EA98E791B426A706AEFA2A2A3207AB6A

SHA-256: 9091BF36A2187C65DE20F3746DB54109AB3BDDFFF02BDIAECD274F80CEBFC697

SHA-512: 0D01D982D66C039C0A2BFAB0COFB5DOCEAD295D03CFC300DDA121FB120623BAFC920101EF86BEA2DF1DF42F67162A81BEB2B05546963E8B643CB1284204301!
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282962835187175","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length™":[" "0 0","0 "0, “o*,"0","0","0","0","0","0","0","0"
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"),"daily_recei

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\24c82757-6a47-4dc2-a653-4736d10a2334.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5215

Entropy (8bit):  4.966881467961954

Encrypted: false

SSDEEP: 48:YCcAKKSChKli+gACqqTIY GIQKHoTwONrN4MgM8C1Nfct/9BhUJo3KhmeSnpvhwkvd:ngLVp9pIKIp5k0JCKL8ekvidbOTIVuHN
MD5: 3797D6B752A65D8E0343828731D75A6D

SHA1L: FF3A14EDFOC50E49236907ED9548EBF7A815381C

SHA-256: 0C10366CC8BD5E4BBD3763DAC967EBF152B3708EE12876E27C48FCDA0940C2D7

SHA-512: 83C825462213C24EE33254031606BF969059EADEE6AAF6342CF22BICAD6EB5203DBFF6CCAOEBAEI28F062B37909B05B8A83954451DA4DB05E9C5949AA855E31D
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282962835187175","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom™":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0" 0", "o","0","0","0","0","0","0","0","0"
,'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\31d7f581-dcff-4b1b-89f4-8cae7af12866.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5215

Entropy (8bit):  4.967266386391909

Encrypted: false

SSDEEP: 48:YcAKKSChKIIRGACqqTIYGIQKHo TwWONrE4MgM8C1Nfct/9BhUJo3KhmeSnpvhwkvd:ngLKp9pIKIA5k0JCKL8ekv1dbOTIVuHN

MD5: B6E81ADDFF5BF8130EAE9C273338C448

SHAL: C9E4E63CAB4614F038D74E075DB5C1D017E3EB7A

SHA-256: 9290334AC5616DB27AFAEB7771CC61EFBOFEE9873CFCBF87FAAE1IAODASF3117E

SHA-512: 46EEFOF9F0A176CD84AADC372E3E1DA727F698C9A69B5682058FD5840766E0ECC2AA805EFB0482BAEC74574AA20077D5DBC1273EEFB70DF1795A1B7C877461
3

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\31d7f581-dcff-4b1b-89f4-8cae7af12866.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282962835187175","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0" "o"," "o","o","o","0","0","0","0","0","0"
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", 0","0 2042016"),"daily_recei

0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\37820f5d-9216-4a3c-ac62-261ce2a67ece.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17092

5.5832192956895925

false
384:PHMtwLIHMXr1kXgKf/pUZNCgVLH2HfDIrUWMI4L:LLIMr1kXgKf/pUZNCgVLH2HfxrUplC
2E55AD279651157E75367E64470COFD9
C4E5C8D1439135FCA6630C93C2C79F201F1048E7
8CC8CD421EA099803828181E90E576 CEBB095CFD5785B635E0F4CD2AA86BEL7C

B7221A1566DAC107F037E4DF22DFCEG6A01C33FBB8269454822FBOEOD7ABE797E1A92ED3DOACD423DA1BF963FD2C01C7533C972C4760698C13467C3836EADBC
E3

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282962834494995" "location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ij]SOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4468816e-fbaa-4727-9fc2-13ef2a30680f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3091

4.887784168301526

false
48:Y2zM3gKDHGXtwWsCcRLsI6VLsDSsGVs0yKs/MHisva6zsazQsW7szMHwcst5sjZK0:JzMaKDHGXO06i6VWofOGlauuyGwIWKIM
384AC92E13CA74609F65FE09C71CEBAF

B1D783CF2852F01F088115D02B85C2FD4AB83696
55534080EFE58320D9C015AD12A3D133580959A92ADA846523DBDB95DSESBFES
EE87E6C059F7E3B374408D953BB748292934BE73275A448D4395EE370FC9858E08385E6463F3F15CFBC5C82694018429C5B11C383A779781A534541435613857
false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true} {"isolation":[],"server":"https://www.googleapis.com","su

pports_spdy":true},{"isolation":[],"server":"https://redirector.gvtl.com”,"supports_spdy":true} {"isolation":[],"server":"https://ogs.google.com","supports_spdy":true} { isolation"

:[1,"server":"https://play.google.com”,"supports_spdy":true},{"isolation"[],"server":"https://apis.google.com","supports_spdy":true},{“isolation":[],"server":"https://ssl.gstatic.
com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"expiration":"1328
5554836876280","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":

[50],"expiration":"13285554843599023","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://stats.g.doubleclick.n

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\684234ed-2357-4750-98f9-3ce4fc7730bb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19185

5.570762401923494

false
384:PHMtwLIHMXr1kXqKf/pUZNCgVLH2HfDIrU3HGnwI4I:LLIMr1kXgKf/pUZNCgVLH2HfxrUXGwID
AB44E3964A362269FA77E99E7CAD8548

F1BBAE78AD20A37E9CAE0C6741A674B43B3ABEO4
C7ED852880EC8223C01AB6A46AC60704F5253326BEE0838CC36B5D9D898D2846
EB4385877AF1C1FBD55D1FB3956542CB19F786FFOBC7EEBEB82CFOFCOF6277370917EA990B176C8D1EEC8BFF959BAASF28EDI7A636749E70329793091C821C2
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\684234ed-2357-4750-98f9-3ce4fc7730bb.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282962834494995","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\81df998d-4e9c-4dcf-a6e9-ceade5d3ee94.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3473

4.884843136744451

false
96:6FGX0G70GhIGpyGzRDYLIEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sllyGzRDYLIEHYDBKSUpCQHISP
494384A177157C36E9017D1FFB39F0BF

CE5D9754A70CD84CEE77C9180DB92C69715BE105
07CFOA5189FAD30A4AA721F4F6DA1B15100991115833EACFALE2DC84A1B54337
BFBBOEECOCOB5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994DOFDASCE3D341CE615C15F2F1
false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[,"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{

"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.225085663667993

false
6:mwxsDM+q2Pwkn23iKKdKIRXXTZIFUtbxKgZmwJIx1VDMVkwOwkn23iKKAKIRXX5LI:wDM+vYf5Kk7XT2FUtEg/rDMV5Jf5Kk73
965034CFC0634F578D4283529080E102

11A4CECC739D3C9835F08EBD6A0597E2058B66E8
4CE1626021D7180C7461115246562E3D4A857B2E90721229FCES4EF08D7F66FA

11DFFF73D90BE96A0B17CA5201F2F4AB138892EDE2495E35B83C51D8C06C59BBB5038366D5669A45D65ACAC820E4B8C546CF2FCEBSAC268457764D0OEOA376D
C

false

low

2021/12/03-00:54:18.476 1e6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
12/03-00:54:18.478 1e6c Recovering log #3.2021/12/03-00:54:18.480 le6c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.225085663667993

false
6:mwxsDM+2Pwkn23iKKdK9RXXTZIFUtbxKgZmwJx1VDMVkwOwkn23iKKAKIRXX5LI:wDM+vYf5Kk7XT2FUtEg/rDMV5Jf5Kk73
965034CFC0634F578D4283529080E102

11A4CECC739D3C9835F08EBD6A0597E2058B66E8
4CE1626021D7180C7461115246562E3D4A857B2E90721229FCES4EFO08D7F66FA

11DFFF73D90BE96A0B17CA5201F2F4AB138892EDE2495E35B83C51D8C06C59BBB5038366D5669A45D65ACAC820E4B8C546CF2FCEBSAC268457764D0EOA376D
C

false

low

2021/12/03-00:54:18.476 1e6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
12/03-00:54:18.478 1e6c Recovering log #3.2021/12/03-00:54:18.480 1e6¢ Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.215782250932246

false
6:mwxju2pDM+g2Pwkn23iKKdKyDZIFUtbxYgZmwJxyDMVkwOwkn23iKKdKyJLJ:Hu2pDM+vYf5Kk02FUtyg/GDMV5Jf5Kky
F8267DAC3C4F4788E0ACBCB78BB89C29

DDAED465719A94C326F1F9569CEFDOD480F66BD5
5448594E65218080E5C2D87412A2AC6031360A03F842FC02A484CF42D5C2A48E

3144DF9D855CB5ADCACT75AA6400994EDB15763EB081D4B0363A6D14A2EEAEFG6F81E892425BE98B7B1EEB81664DA58B7BA011D1C1E165919106061B438485FE
5

false

low

2021/12/03-00:54:18.442 1e6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/12/03-00
:54:18.469 1e6c Recovering log #3.2021/12/03-00:54:18.470 1le6c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.215782250932246

false
6:mwxju2pDM+q2Pwkn23iKKdKyDZIFUtbxYgZmwJxyDMVkwOwkn23iKKdKyJLJ:Hu2pDM+vYf5Kk02FUtyg/GDMV5Jf5Kky
F8267DAC3C4F4788E0ACBCB78BB89C29

DDAED465719A94C326F1F9569CEFDOD480F66BD5
5448594E65218080E5C2D87412A2AC6031360A03F842FC02A484CF42D5C2A48E

3144DF9D855CB5ADCAC75AA6400994EDB15763EB081D4B0363A6D14A2EEAEFGF81E892425BE98B7B1EEB81664DA58B7BA011D1C1E165919106061B438485FE
5

false

low

2021/12/03-00:54:18.442 1e6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/12/03-00
:54:18.469 le6c Recovering log #3.2021/12/03-00:54:18.470 le6c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

45056

1.2405053845094853

false
192:dJAJzZKEVWQD9eBbgrEse1S8S1ZH64E0R2abKkZe9:7AJZWQJeBbgermH690YapZ
OA9EOE3EO03B3ECE1DC46583A66D5EB20
75EO0AE8E1CF801BA4EAF2B58EC58005EEDO0581A
C02B6E1CAB82A0F230AC90916396A0ACE7C96A7906FFC26191D684F90B92FD75

7D760EAE1EDOA7A9A46B4ACC1A005CFDID5508E103AC7F46DCC85B7F448BBOFOE331BD91CES53983BF47BE3135CEFE802A62F4524E5EF55F2291273E52F92D
B9

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

270336

1.694496905353216

false

1536:fMGie9StcryINal7f9/AMbsq6abXSQ93jCURB:fdie9Stcrylcl7Ibsq6abSQ93mURB
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

OE399B27D3203E136E03D5DFB4B42261
DA7AB865A0EAF4F52436EC329F64FA41810DFAQ0E
577B019440083C9DDA82C54B10019C5C279A5FF8E274D7C2A8C54B1AEF9036D4

7DB2478CEF8AFCEB9C3CE20B76CA275DA32C782D18827E5DC5D850D636F8BEBD630B1B87442092ACF7E4E4483E4535BDOC8A9EAOD280983876EEA1IDFOD3A4
3C

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1056768

5.740445630565751

false
3072:Egx6hmmFGytmyXRMCoAl6yt+NMbGy7crEn3AtmtmaeGDFOHtPN:EqVyVIeyNGW3Atmt
D805A8C2F8C3D9C7D125240531F808F7
4667AB26911487676E0C605A32AD72391F5C5682
CA52D0AAOF4F36E55D799A5E90C58727BD0A799C5C24B335AC099803D10480F6
BFF81BD2B6BCEBB6C1251E31E785E27C1D17275725EA8F7FC1DF90612E37FDF1C4C9A35E72E577D8160B8EFD2FC74A64F0A9123AC31708D75201105AE629AE!

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

4202496

1.1903280749285128

false
6144:81YQyfnvwvmo5UaFOPyDxgGquZ6vFMB/NK37j16xNN7C2I1xSDOcpTZHOZtdfUs2fz:81YPnmo514PphuzZ6vFMB/nckObsstyn
326333932EFCALEC38C9B2A94B4BC899

85003ACOCDEESEC20D892A7A8E664A1BA3CE8S580
CDFBDFC25BF98752207724172AFA401091AA711C8E261BEE29B15246C89FF972
FE2F5E45703A76183254624CAD96A4E2C234F5844E34A851CCC8DF6F34DF6A7B55019592097C2E89FAB57AD6CA2235D8EAB44CA341AC09BB174E3898F15BE3S

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

20480

2.114393188706644

false
48:TpLLOpEO5J/Kn7ULlu+RBVAEXVPfn66p9qR7k/gpvZoDEmMBJIJIX/K2zh411gc8q10:9NwrLxPCNAIboDEIYb1dUSvL8Oy/
A45FA427CEBB875172C6650A24A84127

AD5BD3CC69D094D79E3794E8C45160350FFFDEAF
E4878EBBFC15826F5A36A770241F486CA3299F0E14DD318F611BEALSCB1EBAAB
981E37A87C7228691DESA37EF1AF78B603C91689CFB3EIE4E6BOAOEE2C423534407E6E8231AD43FF1A349A38452B155BF9FC3D878A11DA5BB848933621F8427E
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Preview:

SQLite FOrmat 3......@ .vveeeeiiieeeee s Covoen Lo R TP PP O PRSP P R UPUSRPRPPN

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

32646

3.0068883666313524

false

192:3teaHXXaHX3SAy8SLy/8eKzOFoPRDyv9lw:deanayBWIz
7D52E731D33809DBDBA16701FDEC8F3A
F84828B9663B6439B6770A5DECD115C8A08B6D40
C771C6752426908148FC43686E4B8FEB45CCE3C2EEFB56AES26D6E797D076A3A

1C82419EB981CE38D216686DCAOCE2D20D4EE25BA62E2BC7B718C0BA259D35318A3C7CC4B5F24605A06CBADB32CD99F9E24C1E165004BDFFE7129EDAF428¢
EF

false

................... Loy $...30990fA6_4€5€_449D_b76f_95979EBCCIBC.........ovvveeereeeeeeseeeeeeeeeesee e

.&..{730C75E3-B87A-4292-818B-DC8FIBADOBAEL.........c.ocuiiiiiiiiiiiiiie e https://the-hatchery.co/event/risk- based regulation-
2022/brochure/?utm_source=psalerts7991&utm_medium=email&utm_campaign=risk_based_regulation_2022.....t...p....... N, N
i 2 ..https..//the-hatchery..co/leventl/risk-bas.e.d.-re.g.ulatio.n.-20.2.2/br.o.c.h.ure.l

7utm source-psalerts?ggl&utm medlum .e.m.a.il&utm._.cam.p.aig.n=risk_b.ased_re.g.ulation._.2022....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

335

3.5297306448944714

false
6:qTCTCTCTCTCTCTCTCTCT5z/t2qoEwhXeLKB:qWWWWWWWWWhbopXeLKB
4B02663C177BA8EA36FB2E49617CCC05
6E77145135116873842B1BEE6622B116CDA3CBB1
OFDOB4ED1B18A8A1C73736E3C74168C6102092E5AFD431CD36F7F222E578A1C9

6FAE4934BB9F78B40ECE19DC10FD522EB88497B97F47B76ACADBC28146F73D23984322AFBF32DDBC3AC219277A7A6F899FAES9ES834DC2E28377A6306D9D6F!
3

false

low

F5e F5u f.5u F5u i F.5 F.5e f5 f.5e s F.5u f.5u i LW Sgdaefkejpgkiemlaofp
almlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. | ST

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text
dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

320

5.200722446392628

false

6:mwDShFeEqM+q2Pwkn23iKKdK8aPrglFUtbDSnSZZmwJDStFCpMVkwOwkn23iKKdr:2FkM+vYf5KKL3FUtXZ/SFKMV5Jf5KkQJ
084FED565CD7AE92935B1A520F8CAA56

68COF63C2658BBF2B3F33356A83A72F2CF715A2A

75F086474C6F63655B644C637DBD8D44EA7BIDB1152EE64BC9A39F228816570C
E5F77973869FDBDCB4C81B9113A4D9AESF4902644253363939FDF5E3FFOEBAEA1813FA7CFF865080A241EC52416DF02D8FE39177A2C38D9455324A6285294775
false

low

2021/12/03-00:53:55.195 1b8c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/12/03-0
0:53:55.198 1b8c Recovering log #3.2021/12/03-00:53:55.199 1b8c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.200722446392628

false
6:mwDShFeEqM+q2Pwkn23iKKdK8aPrqlFUtbDSNSZZmwJDStFCpMVkwOwkn23iKKdr:2FkM+vYf5KKL3FUtXZ/SFKMV5Jf5KkQJ
084FED565CD7AE92935B1A520F8CAA5S6

68COF63C2658BBF2B3F33356A83A72F2CF715A2A
75F086474C6F63655B644C637DBD8D44EA7BIDB1152EE64BCIA39F228816570C
E5F77973869FDBDCB4C81B9113A4D9AESF4902644253363939FDF5E3FFOEB4EA1813FA7CFF865080A241EC52416DF02D8FE39177A2C38D9455324A6285294775
false

low

2021/12/03-00:53:55.195 1b8c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/12/03-0
0:53:55.198 1b8c Recovering log #3.2021/12/03-00:53:55.199 1b8c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1482

1.8784775129881184

false
12:qWWWWWWWWWWWWwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwWwwWwWwWWWWWWWWWa:
531557DF3F473422DD0102A22E51FEL5

E2048D9AD1D7E3AC2135A339A6FF91814A473501
FB89F5D2BDE68159700BDEOE306D9ESD5CFFOBOAF733603967D228BB9C286A93

64EFCBOE9EAODOOE8S27555B9CA381A34F39AADD524B631CD5E3D4BA1EEFOA27CDEES116138869A7FD5BEOF647CEEA08F95146273138921C46F1245DA0D0A9C
4A

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

317

5.210536005708131

false
6:mwDtQBt+q2Pwkn23iKKdK8NIFUtbDICXrZmwJDtXTNVkwOwkn23iKKdK8+eLJ:HSovY5KkpFUtNCXr/PDz5Jf5KkqJd
E86A139900EFF935BACAFA7AOBC8A9B2

95E48493DA1D375165D469A4C99A475CODB2E31B
BB6A786C168D27348E15A047B079B3D979623E4E92AB738C076DEC53D55F10F2
641BE46950A37F2547A48247988706BD8CA89FD3AC038398FC085BD0O9AFE3B938B4954D3858B56A613F7C75C85CBD9700C4C28CA60527B607CCEA063E21770F¢
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Malicious:
Reputation:

Preview:

false

low

2021/12/03-00:53:56.932 248 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/12/03-00
:53:56.934 248 Recovering log #3.2021/12/03-00:53:56.935 248 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

317

5.210536005708131

false
6:mwDtQBt+g2Pwkn23iKKdK8NIFUtbDICXrZmwJDtXTNVkwOwkn23iKKdK8+eLJ:HSovY5KkpFUtNCXr/PDz5Jf5KkgJ
E86A139900EFF935BACAFA7AOBC8A9B2

95E48493DA1D375165D469A4C99A475CODB2E31B
BB6A786C168D27348E15A047B079B3D979623E4E92AB738C076DEC53D55F10F2
641BE46950A37F2547A48247988706BD8CAB9FD3AC038398FCO85BD0O9AFE3BI38B4954D3858B56A613F7C75C85CBDI700C4C28CA60527B607CCEAD63E21770F¢
false

low

2021/12/03-00:53:56.932 248 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/12/03-00
:53:56.934 248 Recovering log #3.2021/12/03-00:53:56.935 248 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITWGB7V9Hne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes"["A+1PYW3V6CJIbBuQ7agrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKY THjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=
rQKmA4kDjUB7FokSJfjo/pmvFowRVIaY=","LPxhhJiuU0IprtOT6fpS7TkaDg7MocrbmzOB5xHBRI=", "nZ9zLb2By9IBAKKXALRM+COEU11XUjPIMXEKjiCPAtHE=","wifibc1QfMB
N2jrtUtLgsCefvuce TpAatmLvul11RIA=""dHjWISIIdjj7MWqg3T8MG58RuUUqRXk32vqi/13JgEgA=","zd3DV7dbviNvx1hdhUO1fWS5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNIFUdQIOSGWOS]UckiUwY 14=""gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDBI1X2Mmfg/M/txVMITWBMEGbOG]qBTP7CM;YqdHs=",
"yLPAQVA4gqoyS/zFKEt3Cn2j002v9QOSthVFIWNSEZCM=","EPQ3jzdrLkAHyVf3920B5Y3aAk011Jdn/UtbnAmg6 TO=","+00c6ca+ChKUpTu+0a2ZRXRE+WG3QJImuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubREUWtS4/900M7w=","1 AONNawxuhu95H5e Thvf1rewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
NOITpW5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gkJEE=""rhlzuEvw2KRAF
Mms896XFWKNgPIweWvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6lcafusK4H1IIGRINKIKIALQWdYynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEwWEM1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AE7OFA4

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76AC0OF93651F3425FA7C21AA6A13977AC1C8CI9322F998F131648CB8909096058D4F0D23312
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Preview:
{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUvZ2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
AwhtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmMUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","{8mPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","ViBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuUHALE}8=","20C4HcCuXu3VjFféwnKlznt9u
gQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 26624

Entropy (8bit):  2.551952158694069

Encrypted: false

SSDEEP: 96:5BCY8FWR69rZJOkA4IVIUM5BwW6/yEIZaob:eNoWoZJOkdIUM5XyEI/b

MDS5: 64498919D6C85B497A96E8F39E7B45F3

SHAL: A79642196A5ACE39E25A7E0511817CFF84886E4E

SHA-256: BD320543FF4253D6146DBBF253E9A6DAB83018EFCC584F5C44FC17E2EBI850ED

SHA-512: E5A982B26A427854509DC6DEGEO7F8F714AEC06798354C73BB6078BB40A93143C26A88E18CBA2CCAEBE40DI98CIDEBDB2BC53823F4424217D81CD477AA492D
7

Malicious: false

Reputation: low

Preview:

SQLite format 3......

.s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 38
Entropy (8bit):  1.8784775129881184
Encrypted: false
SSDEEP: 3:FOXIXNQxIX:qTCT
MD5: 51A2CBB807F5085530DEC18E45CB8569
SHAL: 7AD88CD3DE5844C7FC269C4500228A630016AB5B
SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
SHA-512: B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF
Malicious: false
Reputation: low
Preview:
f5....

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.287970122575759

Encrypted: false

SSDEEP: 6:mwxgVg2Pwkn23iKKdK25+Xgx8chl+IFUtbxqgZmwJIxDESIkwOwkn23iKKdK25+Xc:UVvYf5KKTXfchI3FUtkg/cSISIfSKKTM
MD5: 9ED1D25576D83BD9B4205EA76FBI1A9F

SHAL: 43C641165EFD64ADESCF4BISECFOD4945942E59A

SHA-256: AE9AO6E9463CABF53FDDF76633F00BB43A68E35EA0DS504B4955DF9721BFA4567

SHA-512: 62219012FFCA372FA850FAA5442BBC17F2FA0517C3500D27E01891D69119BF015C5F7C1048E8589D67FD05BC56DC47D81361FBCF55ECE18F008E7C6C35F5BFA
Malicious: false

Reputation: low

Preview:

2021/12/03-00:54:18.394 1b54 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/12/03-00:54:18.396 1b54 Recovering log #3.2021/12/03-00:54:18.397 1b54 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.oldal (copy)
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.oldal (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.287970122575759

false
6:mwxgVgq2Pwkn23iKKdK25+Xgx8chl+IFUtbxqgZmwJIxDESIkwOwkn23iKKdK25+Xc:UVvYf5KKTXfchI3FUtkg/cSISIf5KKTM
9ED1D25576D83BD9B4205EA76FBI1AIF

43C641165EFD64ADESCF4BI98ECFOD4945942E59A
AE9A06E9463CABF53FDDF76633F00BB43A68E35EA0D504B4955DF9721BFA4567
62219012FFCA372FA850FAA5442BBC17F2FA0517C3500D27E01891D69119BF015C5F7C1048E8589D67FD05BC56DC47D81361FBCF55ECE18F008E7C6C35F5BFA
false

low

2021/12/03-00:54:18.394 1b54 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/12/03-00:54:18.396 1b54 Recovering log #3.2021/12/03-00:54:18.397 1b54 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.214455270474126

false
6:mwxoFUNnVq2Pwkn23iKKdK25+XuolFUtbxuFPOgZmwJx10lkwOwkn23iKKdK25+Xp:UUnVvYf5KKTXYFUt0t0g/ROISJIfSKKTZ
91D8B473EBBI8E8BF57534BB4DD8D57A

D15063C1C298A689750A099A02194E1C6FFCB947
9BFB10444608E935CE955E4B6CC48E22D7410B69D1C1D2676D4B145D200782BD
8981F0469896D513BFCF7D3F18FFC2614D824007C2E65CAE1031B6D16962DAE785C44E5135624ECA4EEEBD2E71DCEC8F55FCBABD8F773783FF426191136E336¢
false

low

2021/12/03-00:54:18.382 1b54 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/12/03-00:54:18.384 1b54 Recovering log #3.2021/12/03-00:54:18.385 1b54 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.214455270474126

false
6:mwxoFUNVq2Pwkn23iKKdK25+XuolFUtbxuFPOgZmwJx10lkwOwkn23iKKdK25+Xp:UUnVvYf5KKTXYFUt0t0g/ROISIf5KKTZ
91D8B473EBB98E8BF57534BB4DD8D57A

D15063C1C298A689750A099A02194E1C6FFCB947
9BFB10444608E935CE955E4B6CC48E22D7410B69D1C1D2676D4B145D200782BD
8981F0469896D513BFCF7D3F18FFC2614D824007C2E65CAE1031B6D16962DAE785C44E5135624EC4EEEBD2E71DCEC8F55FCBABD8F773783FF426191136E3368
false

low

2021/12/03-00:54:18.382 1b54 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/12/03-00:54:18.384 1b54 Recovering log #3.2021/12/03-00:54:18.385 1b54 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.18999253467224

false
6:mwx6rpDM+q2Pwkn23iKKdKWT5g1ldqlFUtbxf3gZmwIxWDMVkwOwkn23iKKdKWTk:OVDM+vY5Kkg5gSRFUth3g/KDMV5Jf5N
EE70129BABFF459C0E54667104464627

6A11416A8CF53B0C577EF350A10C76B55F51E2AE
D8D3FB5DC907A7923B624E92FBF011E8051C761FABD4FE338DE3B77EFBAEG7D9
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default'\GCM Store\Encryption\LOG

SHA-512:

Malicious:
Reputation:

Preview:

ECA0738774E3A29DDDC71E4CE319014838FFF3DD00531E84EBEDO7F1E6GEE49848D28BA177ED16A0F28EBCED717FD995199E1F7BDCA23038968A1D7D8267643
A

false

low

2021/12/03-00:54:18.308 1le6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Store\Encryption/MANIFEST-000001.2021/12
/03-00:54:18.310 le6c Recovering log #3.2021/12/03-00:54:18.311 le6c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.18999253467224

false
6:mwx6rpDM+g2Pwkn23iKKdKWT5g1ldgIFUtbxf3gZmwIxWDMVkwOwkn23iKKdKWTk:OVDM+vYf5Kkg5gSRFUth3g/KDMV5Jf5N
EE70129BABFF459C0E54667104464627

6A11416A8CF53B0C577EF350A10C76B55F51E2AE
D8D3FB5DC907A7923B624E92FBF011E8051C761FABD4FE338DE3B77EFBAEG7D9

ECA0738774E3A29DDDC71E4CE319014838FFF3DD00531E84EBEDO7F1EGEE49848D28BA177ED16A0F28EBCED717FD995199E1F7BDCA23038968A1D7D8267643
A

false

low

2021/12/03-00:54:18.308 1e6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/12
/03-00:54:18.310 1e6¢ Recovering log #3.2021/12/03-00:54:18.311 1le6c¢ Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

118784

0.6915630640596827

false
96:Vh2S/eUQ4U+bDoYysX0uhnydVjNIDLjGQLBE3uU:VbP/eUQP+bDo3irhnydVj3XBBE3uU
C3030DDE5B4DB2F785BE6CCE8AF348C8
4000B3AFD5BED641984C49A44ECA32A410A75C0F
E10D9DF71A7C969E4F9ECCF7736600D5B679E7872C23424A4FD5C5454259233B

FC81F8D87AE84C4CCA42E3BFD5FFOFB45005CESAA3EAE3926AESC80A6C52F0E23658F24EB9C9081C82430A98BD04E1IAFBBEF6F554027E80B5528319430D117!
1

false

low

SQLite format 3.....@ ..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1179

5.62379778441365

false
24:CMj3i34YXz7NcXT/VIOOMmjyd198ZhDk2dEgskfa9yBDOxo7nQBrjs9z3IRguVbh:CMjuziXTITOdjWvdJ8J19z8Vb
74C85710352FFCEA15ABF4D92D382765

523BEDBD535C40287B8F925C198046B268AA0F6F
57656F1D5C8FB5942FB102551CD3659BB063A565ACEOB363862DC81E1D74BB57
7DDD5938F3D03D9BFE254433F128635731F6FA42E953C897C7D827D772CFODE41FFCF5FAF967806F6A90166464050CAD2792CDEDBBOA546AF185A58069C1DD8
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Preview:

RSP [ IR (TN (o PR Do [T [ | ISP Meeiiiens N Ouevrires Perereans | PR Serrreriens t..
.............................................................................................................................................. B.....H...... ......*.https://the-hatchery.co/2.The

Hatchery:. *..https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psal

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Sessionp (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

32646

3.0068883666313524

false

192:3teaHXXaHX3SAy8SLy/8eKzOFoPRDyv9lw:deanayBWIz
7D52E731D33809DBDBA16701FDEC8F3A
F84828B9663B6439B6770A5DECD115C8A08B6D40
C771C6752426908148FC43686E4B8FEB45CCE3C2EEFB56AES26D6E797D076A3A

1C82419EB981CE38D216686DCAOCE2D20D4EE25BA62E2BC7B718C0BA259D35318A3C7CC4B5F24605A06CBADB32CD99F9E24C1E165004BDFFE7129EDAF428¢
EF

false

low

SNSS ..o L Lo $...3099dfd6_4e5e_449b_b7ef_959798CCOBC.......c.cuoviimiiiiiiiiiiiiiii e

............................ 5..0.......&..{730C75E3-B87A-4292-818B-DC8FI84D0BAE}..........c.ccocirriiircriceiceeeeeen . NEEPS:/the-hatchery.co/event/risk-| based regulation-

2022/brochure/?utm_source=psalerts7991&utm_medium=email&utm_campaign=risk_based_regulation_2022.....t...p....... N, N
22 ..https..//the-hatchery..co/levent/risk-bas.e.d.-.re.g.ulatio.n.-20.2.2/br.o.c.h.ure.l

7utm source—psalerts?ggl&utm medlum .e.m.a.il&utm._.cam.p.aig.n=risk_b.ased_re.g.ulation._.2022....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Tabsex (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8329

5.430479809369342

false

192:90Mpd3fvwESfgPVZHgQVreypgdnYoOE5fgJ/:IWLV5VEgG/
9354ECD148E1F71B508A1133EALEOFEL
6FAOBCFCB3F7F4DC4B6BED8A1ABCFF4D650DDF8B
0D306B4D66BFE906C6D592E908CF4360C36BF718D0OD53EADB43DE1A987D46D7E

C9AA732BC14EDD843CDE529CDEAD47471B6C5AFD8870BFCDB2C0ODAOD26C481C272F1D3D307DCBELIEF2E1IEBODB5B8F434B8FB6EF382FE33DC4F3F6F7E38B
EB33

false

low

Ch@....ccooees VERSION.1.8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm.............. Q_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjb
eemfm..mr.persistent.CloudProvider7 {"cloudEnabled":false,"notifiedHangoutsPrivacy":false}.S_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.persistent.
IdentityService6.{"signedIn":false,"userEmail":null,"kioskAuth":false}.Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutSinkDiscoveryServic
e; {"cache":{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.RequestidGenerator
..285164000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...['[2020-09-30 09:28:42.02][INFO][mr.Init] MR instance ID: a3f601d9-
09ed-4d73-b6cf-2acd12d4689c\n","[2020-09-30 09:28:42.02][INFO][mr.Init] Native Cast MRP is disabled.\n","[2020-09-30 09:28:42.02][INFO][mr.Init] Native Mirroring Ser
vice is enabled.\n","[2020-09-30 09:28:42.02][INFO
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C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.145098192771054

false
6:mwDfq2Pwkn23iKKdK8a2jMGIFUtbDzZmwJD+w7kwOwkn23iKKdK8a2jMmLJ:RvYf5Kk8EFUtT/75Jf5Kk8bJ
3FA204COF4EBF6EGEF799A17030FA483

14FAB480D51C98B6F77E7F2689F7B8BBF5BES87F
65078F9B3E0682739E1A481D6DFEAFF556998177135518128B6621338BEFD414
C1869677502E4517A170267E16647D612A90E9E4C9331CBDEF3346A9C5154FA8FOA6C45FOCDA48AC1179E049E47128451275167C4B10725F48F78804E6C91CIC
false

low

2021/12/03-00:53:54.518 1b50 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/1
2/03-00:53:54.522 1b50 Recovering log #3.2021/12/03-00:53:54.526 1b50 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG.oldl (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.145098192771054

false
6:mwDfg2Pwkn23iKKdK8a2jMGIFUtbDzZmwJD+w7kwOwkn23iKKdK8a2jMmLJ:RvY5KK8EFUtT/753f5Kk8bJ
3FA204COF4EBF6EGEF799A17030FA483

14FAB480D51C98B6F77E7F2689F7B8BBF5BES87F
65078F9B3E0682739E1A481D6DFEAFF556998177135518128B6621338BEFD414
C1869677502E4517A170267E16647D612A90E9E4C9331CBDEF3346A9C5154FA8F0A6C45F0CDA48AC1179E049E47128451275167C4B10725F48F78804E6C91CIC
false

low

2021/12/03-00:53:54.518 1b50 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/1
2/03-00:53:54.522 1b50 Recovering log #3.2021/12/03-00:53:54.526 1b50 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

36864

0.5413269517826647

false

48:T7w/qALihje9kqL42WOT/9F6CWy6VCv+Ypc6Z:/OgAuhjspnWOvvnp9
9344F532C8D976596093A6E916C5BB05
2D1D31350FD1BFAF597D2C39A437B7C546505BCC
AOCCFF6AC15840526659BDEC64DA6390262A561970829E34CB50CD5BF50EDSF5S

DD7564B6420B6490C621B67BCECBID06F8E6C76C30E7C2D700B639896AED2D213E826FE752AA0E31E7B7F5F2ECBFCF8F160AF2D73E3370D1C0A91D038EDFB!
98

false

low

SQLite format 3......@ ..

C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3091

4.887784168301526

false
48:Y2zM3qKDHGXtwWscRLsI6VLsDSsGVs0yKs/MHisva6zsazQsW7szMHwcst5sjZK0:JzMaKDHGX06i6VWofOG lauuyGwJWKM
384AC92E13CA74609F65FE09C71CE6AF
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C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State (copy)

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

B1D783CF2852F01F088115D02B85C2FD4AB83696

55534080EFE58320D9C015AD12A3D133580959A92ADA846523DBDBI5DBESBFES
EE87E6C059F7E3B374408D953BB748292934BE73275A448D4395EE370FC9858E08385E6463F3F15CFBC5C82694018429C5B11C383A779781A534541435613857
false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","su

pports_spdy":true} {"isolation":[],"server":"https://redirector.gvtl.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com”,"supports_spdy":true} {"isolation"

:[1,"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.

com","supports_spdy":true} {"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"expiration":"1328
5554836876280","port":443,"protocol_str':"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":

[50],"expiration":"13285554843599023","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://stats.g.doubleclick.n

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State} (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3473

4.884843136744451

false
96:6FGX0G70GhIGpyGzRDYLIEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sllyGzRDYLIEHYDBKSUpCQHISP
494384A177157C36E9017D1FFB39F0BF

CE5D9754A70CD84CEE77C9180DB92C69715BE105
07CFOA5189FAD30A4AA721F4F6DA1B15100991115833EACFALE2DC84A1B54337
BFBBOEECOCOB5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994DOFDASCE3D341CE615C15F2F1
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str*:"quic"}],"isolation":
[,"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str*:"quic"}],"isolatiol "network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true} {“alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{

"srtt":23359},"server":"https://apis.google.com","supports_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.213891026015376

false

6:mwD3+0q2Pwkn23iKKdKgXz4rRIFUtbD+R1XZmwJDtY 7kwOwkn23iKKdKgXz4q8LJ:1+OvYf5KkgXiuFUteDX/L05Jf5KkgX2J
AF6390FEE8D22D69555A36B81101D956

32EBAECD205EE73CB38B1F6FD2797846FA1D34C9
83C91781255BA4133F5365B57901E7301AF91896831F749ECDC7C7A7F333D34A
9688A6B7662A49F8FACC4B18216761530628386B505389B2377965511A73FFFE11C71B568DBCCC8795DCF1495E638664A8BA861A09568504B5D697A5B2E4A005
false

low

2021/12/03-00:53:55.248 14b0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
12/03-00:53:55.268 14b0 Recovering log #3.2021/12/03-00:53:55.271 14b0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.oldc" (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.213891026015376

false

6:mwD3+0q2Pwkn23iKKdKgXz4rRIFUtbD+R1XZmwJDtY 7kwOwkn23iKKdKgXz4q8LJ:1+OvY{5KkgXiuFUte DX/L05Jf5KkgX2J
AF6390FEE8D22D69555A36B81101D956

32EBAECD205EE73CB38B1F6FD2797846FA1D34C9
83C91781255BA4133F5365B57901E7301AF91896831F749ECDC7C7A7F333D34A
9688A6B7662A49F8FACC4B18216761530628386B505389B2377965511A73FFFE11C71B568DBCCC8795DCF1495E638664A8BA861A09568504B5D697A5B2E4A005
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.oldc" (copy)

Preview:

2021/12/03-00:53:55.248 14b0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
12/03-00:53:55.268 14b0 Recovering log #3.2021/12/03-00:53:55.271 14b0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5242

4.972105755737742

false

96:ngLXp9pIKle5k0ICKL8ekvliDGbOTIVuHN:ngLZ9plch4Kjkvpqg
99486EF6300C7DAE953F00A7A72CD87D
F889D572EA98E791B426A706AEFA2A2A3207AB6A
9091BF36A2187C65DE20F3746DB54109AB3BDDFFF02BDIAECD274F80CEBFC697
0D01D982D66C039C0A2BFAB0COFB5DOCEAD295D03CFC300DDA121FB120623BAFC920101EF86BEA2DF1DF42F67162A81BEB2B05546963E8B643CB1284204301!
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282962835187175","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install':21843,"data_reduction":{"daily_original_length":{"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"),"daily_recei

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferences.” (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5215

4.966881467961954

false

48:YCcAKKSChKli+gACqqTlY GIQKHoTwONrN4MgM8C1Nfct/9BhUJo3KhmeSnpvhwkvd:ngLVp9pIKIp5k0JCKL8ekvidbOTIVuHN
3797D6B752A65D8E0343828731D75A6D

FF3A14EDFOC50E49236907ED9548EBF7A815381C
0C10366CC8BD5E4BBD3763DAC967EBF152B3708EE12876E27C48FCDAQ0940C2D7
83C825462213C24EE33254031606BF969059EADEE6AAF6342CF22BICAD6B5203DBFF6CCAOEBAEI28F062B37909B05B8A83954451DA4DB05E9C5949AA855E31D
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13282962835187175","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences”X (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5201

4.965469724976606

false

48:YCcAKKSChklijgAOqqTIY GIQKHo TWONrN4MgM8C1Nfct/9BhUJo3KhmeSnpvhwkvd:ngLwt9plKIp5k0JCKL8ekv1dbOTIVuHN
8A793A28B1BD9D329CDEBFB4441F77B1

986563BBB6DEF92BA49A172A01ABF7442C07C8DE
D4C60673DB9AA15FCIEDDBI93A67D0899404B7D4D83FEEFD71F39FFA53A58DC5F

AE35D3F828657A1A261A40767C6D5661D55AE8E688AFASD6DE223BECB56F058063922EF04E118B62AA5571C9BFFE78FE34BEABES5779935ECE4E45163471A0C
B

false

low

{"account id migration state":2,"account_| tracker service_last update"'"13282962835187175" "alternate error. pages"'{"backup"'true} "announcement notification_ser

should reset check_d
efault browser ‘false,’ wmdow placement {bottom 974 "left" lO ‘maximized":true,’ rlght 1060 top :10," work area_| bottom 984 Work area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length" "o","o","o","0","0","0","0","0","0"
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ "2042016"],"daily_recei
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences”X (copy)

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

36864

1.2285698153394378

false

96:QIEIwQF8mpcSasz81tFshTTRd/zvefdIrHi1:QIEIWQF8mpcSasZThRdapl
26DD55D17AE508A6B27C3E70B829AE84
8EAB575DE3A699C71BA37FFC1AC5532450DB732E
FB9B07032E01F4143FEF3FE5B0DB79D809BCD053C2A8A190FBB7BC20E9BBAG4A
37B688CCFAED039A95D0066BF28D1D603285BD652D927F96142EB99FCB5CI86AE9ACEB0403635E93FA26F00A2A0641737857886DF4676B6D5BE97BC23BB75CA
false

low

SQLite FOrmat 3......@ .ovveeeeeeeeeee s Covoed g e, bbb bbbttt

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19184

5.570551224681396

false
384:PHMtwLIHMXr1kXqKf/pUZNCgVLH2HfDIrU3HGUSI4LJI:LLIMr1kXgKf/pUZNCgVLH2HXrUXG1IW
0E372746B8F2D69DC79E3C7AOFF613E2

CO3B6CE59EEB306122808805EA031E7A5FB99557
F8D190D9388CE46506A168A3BC52492DCA46052132EDE3FC161331DDDC798565
595096D8BA3509330D56B7838E844F7125A6598597C54FBC229DCFB930F89B9913BFOEEFAD85B5DFA37221B32B8781F568E1BEE18FF6F41861394FAB6DE78E1A
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api*:['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282962834494995" “location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ij]SOAIWbFCC3LpGdaoe6Q1rSRDp76wWR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesMP (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577946376585241

false
384:PHMtVLIHMXr1kXqKf/pUZNCgVLH2HDIrUTZcl4c:OLIMr1kXgKfipUZNCgVLH2HfxrUelz
E81C789E8D7D94CEF6B42139EAB6G4B7D
20C9BD033AFF3A9A83FED772E0AD726A80CCD9AC
6182D5294ED3AGE7A5CB49713F9A02CDCB73715583B2497D88344E4E3811D574

67C522B58487319BBF3B5D34CC2C0B08A7E042EE8D15B8D6AD28FIBFF31E1DE4DE6FCD3F983050862FB2DE94FA3FFOCFB32D1D2264EC6FA71BACD7F21C339
7C

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesMP (copy)

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[[},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282962834494995","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencess (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19185

5.570762401923494

false
384:PHMtwLIHMXr1kXgKf/pUZNCgVLH2HfDIrU3HGnwI4I:LLIMr1kXqKf/pUZNCgVLH2HfxrUXGwID
ABA4E3964A362269FATTE99E7C4D8548

F1BBAE78AD20A37E9CAEOC6741A674B43B3ABEO4
C7ED852880EC8223C01AB6A46AC60704F5253326BEE0838CC36B5D9D898D2846
EB4385877AF1C1FBD55D1FB3956542CB19F786FFOBC7EEBEB82CFOFCOF6277370917EA990B176C8D1EEC8BFF959BAASF28EDI7A636749E70329793091C821C2
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282962834494995" "location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ij]SOAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3021

4.605624357929704

false
48:127277777777777727B2LoVLs8HHIEKLPLGQJIWLI1LOK+LELwWcLQLK33:BINHHR|jG/7eCz06
2E914E363BE760FAE2B3A32C2FALEOEL

4665425CB3CEEB7E2B27296C0784782259DF6096
532FB2B48F760FA15A83ABE8983F976E3AB5948253F980C7BA9878E2BE33B157

B3BD9846F33EDC7343CFB7431AEBOFACAGB7A8B8E30B7BC3DA77AAG7B3959116345EAEF79A442C05258E22693B75EABACAGFED3E3C0739EEF7904C0AEGB23
D5B

false

e next-map-id.1.Gnamespace-3099dfd6_4e5e_449b_b7ef 95979e8cc93c-https://the-hatchery
.C0/.0...7S e map-0-fbssls_..{.".a.u.th.R.e.s.p.o.n.s.e”..null, " status. . "unknown", exp.iresAt":16.3.85.7.5.6.4.2.53.2.}..map-0-fbssls_2
20364504717415..{.".a.u.th.R.e.s.p.o.ns.e.”"..null, "status. . ".unknow.n", "exp.iresAt":.16.3.85.756.4.2.7.0.3.}..map-0-__test 1638489242535..map-

0-modernizr.R................. Reiiiiin Reiiiiiiin < next-map-id.2.Gnamespace-6673f1d4_0c01_49e0_94be_fd172al7a31a-https://the-hatchery.co/.16_........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.178727525472202

false
6:mwD4Q+q2Pwkn23iKKdKrQMxIFUtbDSqgZmwJDSjQVkwOwkn23iKKdKrQMFLJ:2VvYf5KkCFUt7g/AI5If5Kktd
0644FD6ACB54761825B20E81CC215474

24788ABE2EA9958E1BA4515FDOCC89A2ED1974E5
E8BDB98F38BCC3188624C1A4E75F82C1515A5BAF4191FA1099530EADF8844D58

AOFB6A2C51FFA45E44552D1C7AF8E9956523D6CD5A6E8B4BC7367AAC0885749041C3CE3B8C8416718BFDOBC7413271611CF203E2C203AEAA412433DAEAFELDL
B

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Preview:
2021/12/03-00:53:55.073 1b98 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/12/03-0
0:53:55.126 1b98 Recovering log #3.2021/12/03-00:53:55.127 1b98 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.178727525472202

Encrypted: false

SSDEEP: 6:mwD4Q+q2Pwkn23iKKdKrQMxIFUtbDSqgZmwJDSjQVkwOwkn23iKKAKrQMFLJ:2VvYf5KKCFUt7g/AI5Jf5Kktd

MDS5: 0644FD6ACB54761825B20E81CC215474

SHA1L: 24788ABE2EA9958E1BA4515FDOCC89A2ED1974E5

SHA-256: E8BDB98F38BCC3188624C1A4E75F82C1515A5BAF4191FA1099530EADF8844D58

SHA-512: AOF6A2C51FFA45E44552D1C7AFBE9956523D6CD5A6E8B4BC7367AAC0885749041C3CE3B8C8416718BFDOBC7413271611CF203E2C203AEAA412433DAEAFELDL
B

Malicious: false

Reputation: low

Preview:

2021/12/03-00:53:55.073 1b98 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/12/03-0
0:53:55.126 1b98 Recovering log #3.2021/12/03-00:53:55.127 1b98 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 348

Entropy (8bit):  5.169717031355024

Encrypted: false

SSDEEP: 6:mwD91yq2Pwkn23iKKdK7Uh2ghZIFUtbDwq1ZmwJDBjRkwOwkn23iKKdK7Uh2gnLJ:/1yvYf5KklIhHh2FUtQs/rR5Jf5KklhHd
MD5: 7C9AB2131BE074CA921AC865504D6F05

SHA1L: 78D4FE13BDA781FFID915BESACA35A2B71739D29

SHA-256: 8685E527A929D33CA5B2F1BF768BA9C37378D367AD32779C2EFB5C8969E8CBET7

SHA-512: DE7E19A2D70E1B79634B45C506FC98FB19A3E92176D8093D2F377ECFO5E6BF88A5AES912D5B5C79A98D35D0851476E2309D6BCDB4129CF93E79COB8E3EG075¢
Malicious: false

Reputation: low

Preview:

2021/12/03-00:53:54.504 1b94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/12/03-00:53:54.517 1b94 Recovering log #3.2021/12/03-00:53:54.519 1b94 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 348

Entropy (8bit):  5.169717031355024

Encrypted: false

SSDEEP: 6:mwD91yq2Pwkn23iKKdK7Uh2ghZIFUtbDwqlZmwJDBjRkwOwkn23iKKdK7Uh2gnLJ:/1yvYf5KklIhHh2FUtQs/rR5Jf5KklhHd
MD5: 7C9AB2131BE074CA921AC865504D6F05

SHAL: 78DAFE13BDA781FF9D915BESACA35A2B71739D29

SHA-256: 8685E527A929D33CA5B2F1BF768BA9C37378D367AD32779C2EFB5C8969E8CBE7

SHA-512: DE7E19A2D70E1B79634B45C506FC98FB19A3E92176D8093D2F377ECFO5E6BF88A5AES912D5B5C79A98D35D0851476E2309D6BCDB4129CF93E79COBBE3EG075¢
Malicious: false

Reputation: low

Preview:

2021/12/03-00:53:54.504 1b94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/12/03-00:53:54.517 1b94 Recovering log #3.2021/12/03-00:53:54.519 1b94 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 270336
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
Entropy (8bit):  0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEIlIKEthXIIkI2zE:/M/XT02z

MDS5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1L: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

SHA-512: BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898I
58

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagel\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.275941066283105

Encrypted: false

SSDEEP: 6:mwDSDQ+q2Pwkn23iKKdKusNpV/2jMGIFUtbDSJgZmwJDShGQVkwOwkn23iKKdKux:oVvYf5KkFFUtMg/yGI5Jf5KkOJ

MD5: E608C7D4E3F7CBCC603E845E6D6F3B34

SHA1L: 7FFBBA580ED91C860E42CF5A64758218694FF278

SHA-256: BFC39311F46080CE871FFB205095C64595AD4004D18A27C01B79A84BC50AAFA4

SHA-512: FDF6EC5354D8D76F1391F52222BCFB6ED5CCF2D1135EF9C567848F4AF232CA3296EAFOA878B71F3DF0482AD0089DF5E86945D98188CB3FAA2F7261D7A57927E
Malicious: false

Reputation: low

Preview:

2021/12/03-00:53:55.174 1b98 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/12/03-00:53:55.176 1b98 Recovering log #3.2021/12/03-00:53:55.177 1b98 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG.old (
copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.275941066283105

Encrypted: false

SSDEEP: 6:mwDSDQ+q2Pwkn23iKKdKusNpV/2jMGIFUthDSJgZmwJIDShGQVkwOwkn23iKKdKux:oVvYf5KkFFUtMg/yGI5Jf5KkOJ
MD5: E608C7D4E3F7CBCC603E845E6D6F3B34

SHA1L: 7FFB8AS580ED91C860E42CF5A64758218694FF278

SHA-256: BFC39311F46080CE871FFB205095C64595AD4004D18A27C01B79A84BC50AAFA4

SHA-512: FDF6EC5354D8D76F1391F52222BCFB6ED5CCF2D1135EF9C567848F4AF232CA3296EAFOA878B71F3DF0482AD0089DF5E86945D98188CB3FAA2F7261D7A57927E
Malicious: false

Reputation: low

Preview:

2021/12/03-00:53:55.174 1b98 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/12/03-00:53:55.176 1b98 Recovering log #3.2021/12/03-00:53:55.177 1b98 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent StateMP (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHIShsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHfHYhsBdLJIlyH7E4f3K33y
MD5: 8CA9278965B437DFC789E755E4C61B82

SHAL: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51

SHA-512: 3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D4A5EB999EE2CBE4E9CI6D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F¢
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent StateMP (copy)
Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.254336146509092

Encrypted: false

SSDEEP: 6:mwDTUB8Aq2Pwkn23iKKdKusNpqz4rRIFUtbD3FZmwJDLIkwOwkn23iKKdKusNpgzW:BkvY f5KkmiuFUtXF/t15Jf5Kkm2J

MDS5: 6AAB8D936ECC5FBE5290E9199425BE5S0

SHAL: F63DFA9314228D95FFD6BE6F62C275753332F69F

SHA-256: 4650FCB86C12FEF39B11061D832FBB1FB0531655FE99269D0AA0147B96B04A65

SHA-512: B686E8398B8A766C760EBI4B1CBFA97A427FCF83AC3D463343E7BFA4DE9406D8E6668A2F06230CA9854661D2FFE742D855972C6303038D474CCAA7B4E263556!
Malicious: false

Reputation: low

Preview:

2021/12/03-00:53:55.244 1b90 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/12/03-00:53:55.248 1b90 Recovering log #3.2021/12/03-00:53:55.250 1b90 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.oldI)
(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.254336146509092

Encrypted: false

SSDEEP: 6:mwDTUBAQ2Pwkn23iKKdKusNpqgz4rRIFUtbD3FZmwJDLIkwOwkn23iKKdKusNpgzW:BkvY f5KkmiuFUtXF/tI5Jf5SKkm2J
MD5: 6AAB88D936ECC5FBES5290E9199425BES0

SHA1L: F63DFA9314228D95FFD6BE6F62C275753332F69F

SHA-256: 4650FCB86C12FEF39B11061D832FBB1FB0531655FE99269D0AA0147B96B04A65

SHA-512: B686E8398B8A766C760EB94B1CBFA97A427FCF83AC3D463343E7BFA4DEY406D8E6668A2F06230CA9854661D2FFE742D855972C6303038D474CCAA7BAE263556|
Malicious: false

Reputation: low

Preview:

2021/12/03-00:53:55.244 1b90 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/12/03-00:53:55.248 1b90 Recovering log #3.2021/12/03-00:53:55.250 1b90 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit):  3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ItHIS+QUILTASEGhTFIjl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHAL: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEFO5AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20ADOCDA84135E70C97DB3CDD59E25E6536B19F7781E5FCOCA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351FIF4EE
67

Malicious: false

Reputation: low

Preview:
Fodi version.l..namespace-..&f................. 1 A

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 415

Entropy (8bit): 5.2075269566720435
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

6:mwy7+q2Pwkn23iKKdKusNpZQMxIFUtbhj5ZmwJARNVkwOwkn23iKKdKusNpZQMFd:MivYf5KkMFUtz/w5Jf5KkTJ

54F93FCF9395336313713DD194F3CCC1

CB8C2AA2DF9BA256067BC1CDC22FF1F027COE66A

81933A2214D0B794639E4F4FD2E4A94ABF354F77674765961A9798C59C2CC8BA
7B2F2B4176F1D08SED7A2CE142DA92461236640B7F2F872B59131F2124ABE990A6F4C236A6E02E7ABE8C63391BFD2E2D1A530E417183FB8DFC15BE3D0899B4CO:
false

low

2021/12/03-00:54:11.118 248 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Session Storage/MANIFEST-000001.2021/12/03-00:54:11.120 248 Recovering log #3.2021/12/03-00:54:11.121 248 Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\LOG.old. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

415

5.2075269566720435

false

6:mwy7+q2Pwkn23iKKdKusNpZQMxIFUtbhj5ZmwJARNVkwOwkn23iKKdKusNpZQMFd:MivY f5KkMFUtz/w5Jf5KkTJ
54F93FCF9395336313713DD194F3CCC1

CB8C2AA2DF9BA256067BC1CDC22FF1F027COE66A
81933A2214D0B794639E4F4FD2E4A94ABF354F77674765961A9798C59C2CC8BA
7B2F2B4176F1D08SED7A2CE142DA92461236640B7F2F872B59131F2124ABE990A6F4C236A6E02E7ABE8C63391BFD2E2D1A530E417183FB8DFC15BE3D0899B4CO:
false

low

2021/12/03-00:54:11.118 248 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Session Storage/MANIFEST-000001.2021/12/03-00:54:11.120 248 Recovering log #3.2021/12/03-00:54:11.121 248 Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflded4dbc7-2c63-4b75-8747-06dbdc7

00bb0.tmp
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.971623449303805

false
6:YHpoNXR8+eq7JdV5p7DHIShsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHfHYhsBdLJIlyH7E4f3K33y
8CA9278965B437DFC789E755E4C61B82

5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6
A57D9231244C1FBDE5S8A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51
3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9CI6D5FFC108CB817766240E27BF97E3ES5C2A58081D369E2968F¢
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data 1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEIlIKEthXIIkI2zE:/M/xT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECA4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEEDAABE958265237D6EOAACF35A9EDE7A2E8898|
58

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.2100143969371775

Encrypted: false

SSDEEP: 12:FXfQyvYf5KkkGHArBFUts/g/SqQR5Jf5KkkGHAryJ:I5Yf5KkkGgPgs/zqSJf5KkkGga

MDS5: F0974AB39A93291AE053E4CA38DC109B

SHAL: 8D691E3CC15D72C2EE239DCAEB7E27D7175C6A06

SHA-256: 5A582040F2224FDC902945891D965EE7320360348D27EE21135C87524B8CF1FE

SHA-512: DDC948E4992EE10EA9430BBFOBDOF12F374F76C00BD044C1A29E6COF50D2B55CD8266AAB52052926D43DB530BEC58ACE4127DC243B4F1919824CF9BAC4AAF!
1

Malicious: false

Reputation: low

Preview:

2021/12/03-00:54:53.785 1210 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/12/03-00:54:53.793 1210 Recovering log #3.2021/12/03-00:54:53.796 1210 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG.old (
copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.2100143969371775

Encrypted: false

SSDEEP: 12:FXfQyvYf5KkkGHArBFUts/g/SqQR5JfSKkkGHAryJ:I5Yf5KkkGgPgs/zqSJf5KkkGga

MD5: FO0974AB39A93291AE053E4CA38DC109B

SHA1L: 8D691E3CC15D72C2EE239DCAEB7E27D7175C6A06

SHA-256: 5A582040F2224FDC902945891D965EE7320360348D27EE21135C87524B8CF1FE

SHA-512: DDC948E4992EE10EA9430BBFOBDOF12F374F76C00BD044C1A29E6COF50D2B55CD8266AAB52052926D43DB530BEC58ACE4127DC243B4F1919824CFI9B4C4AAF:
1

Malicious: false

Reputation: low

Preview:

2021/12/03-00:54:53.785 1210 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/12/03-00:54:53.793 1210 Recovering log #3.2021/12/03-00:54:53.796 1210 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiINetwork Persistent State.. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHFAR8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEAOA

SHAL: B3EO7BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFEDO3

SHA-512: 233F7BDAAB48A295E9F58CA52761829FE1044DA1DE1IFBCAC407FADC8C7ABALEAFFD7CA7A4FBEG49EB3FD1815DC2E3619ACB2A22CESB2C7241E474CDBYAF2
F7ED

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflPlatform Notifications\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflPlatform Notifications\LOG
Category: dropped

Size (bytes): 429

Entropy (8bit):  5.261032900817141

Encrypted: false

SSDEEP: 12:MvYf5KkkGHArqiuFUtss/SZh5Jf5KkkGHArq2J:2Yf5KkkGgCgsvZzJf5KkkGg7

MDS5: C5E3366690718B22C3D871C41102BD51

SHAL: AB11A89AD5FIC7CCF688306BFEBA03523C0727AE

SHA-256: ODAE096BC1657FBE8SFBC53B628C8B07CCAOF5772CB57ABCB95C714EDB2E30016

SHA-512: B33A86E7AFBBOF056A1BB6DFA7EDCFCF854BCECA8F185F4B0050972425FBFOEBF1E4987EAED81927E188DD1C4A63CE81619670E3E73E09C5160E5EDC5648D:!
79

Malicious: false

Reputation: low

Preview:

2021/12/03-00:54:53.786 248 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\
def\Platform Notifications/MANIFEST-000001.2021/12/03-00:54:53.793 248 Recovering log #3.2021/12/03-00:54:53.796 248 Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG.old
(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit): 5.261032900817141

Encrypted: false

SSDEEP: 12:MvYf5KkkGHArqgiuFUtss/SZh5Jf5KkkGHArg2J:2Yf5KkkGgCgsvZzIf5KkkGg7

MD5: C5E3366690718B22C3D871C41102BD51

SHAL: AB11AB9AD5FIC7CCF688306BFEBA03523C0727AE

SHA-256: ODAE096BC1657FBE8SFBC53B628C8B07CCAOF5772CB57ABCBI5C714EDB2E30016

SHA-512: B33A86E7AFBBOF056A1BB6DFA7EDCFCF854BCECABF185F4B0050972425FBFOEBF1E4987EAED81927E188DD1C4A63CE81619670E3E73E09C5160E5EDC5648D:!
79

Malicious: false

Reputation: low

Preview:

2021/12/03-00:54:53.786 248 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdidgiimedpiccmgmiedal
def\Platform Notifications/MANIFEST-000001.2021/12/03-00:54:53.793 248 Recovering log #3.2021/12/03-00:54:53.796 248 Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit):  3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ItHIS+QUILIASEGhTFIjl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1L: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20ADOCDA84135E70C97DB3CDD59E25E6536B19F7781E5FCOCA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351FIF4EE
67

Malicious: false

Reputation: low

Preview:
Fodi version.l..namespace-..&f................. 1 A

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.177087599399359

Encrypted: false

SSDEEP: 12:fu0fVvYT5KkkGHArAFUtXNGg/ndI5If5KKkGHATfJ:fzf5 Y f5SKkkGgkgxOEdSJIf5KkkGgV
MD5: A48E3B8FA49D9FB836D428483404A265

SHAL: 8B185E06ABE74A283FC417450864E5A4CC33DBCC

SHA-256: 2B56A4065E4E8FDBBF763D2FB07E4B068E6B18E175613A6804CBB596AE4237F1
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefl\Session Storage\LOG

SHA-512:

Malicious:
Reputation:

Preview:

FOC5B9DB6783BD4565EB6D297FA68A898321C103C80E31EEBB777DA834FEDOABG6FAA32CEDFOBAF162D1732A271A0D81A645718A1F025AD28FA3711829533BAl
D

false

low

2021/12/03-00:55:09.028 1b98 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/12/03-00:55:09.030 1b98 Recovering log #3.2021/12/03-00:55:09.031 1b98 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\lextinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

418

5.177087599399359

false

12:fuofVvYf5SKKkGHArAFUtXxNGg/ndI5If5SKKkGHArfJ:fzf5 Y fSKkkGgkgxOEdS IfSKKkGgV
A4BE3B8FA49DIFB836D428483404A265
8B185E06ABE74A283FC417450864E5A4CC33DBCC
2B56A4065E4E8FDBBF763D2FB07E4B068E6B18E175613A6804CBB596AE4237F1

FOC5B9DB6783BD4565EB6D297FA68A898321C103C80E31EEBB777DA834FEDOABGFAA32CEDFOBAF162D1732A271A0D81A645718A1F025AD28FA3711829533BAl
D

false

low

2021/12/03-00:55:09.028 1b98 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/12/03-00:55:09.030 1b98 Recovering log #3.2021/12/03-00:55:09.031 1b98 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defi\Session Storage/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\c88bc3d0-1708-4a01-8ee7-

4064cca29ecl.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHirhsBdLJIlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEAOA

SHA1L: B3EO7BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFEDO3

SHA-512: 233F7BDAAB48A295E9F58CA52761829FE1044DA1DELIFBCAC407FADC8C7ABALE4AFFD7CA7A4FBEG49E83FD1815DC2E3619ACB2A22CESB2C7241E474CDB9AF2
F7ED

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

198

2.871724756892511

false

3:sLollttz6sjIGXU2tk0IkGgGgGgGgGgGgGy:qolXtWswXU2tKEtttttt
1F7F208858A1F652FA7AE45C3C7510C9
E3B7EOFB73EE579BI9ESB6E29F9DICCD783050A5D
81B396566964F665632A83714FF09AFE24C96E8E5401A588B943D721669DEGF4

CFBOEA1566CD946F39159F01DCECCCD98FF4ADCC10CD30F85E9BB86AF8661ACF8BIADOEGC3EI15FDACI3959C64158723673EB877ECFECO78C1C82A2E11066E
AO1

false

low

JO 1 DU _mts_schema_descriptor.....F.................. Foviiii Foiiiens Foiiiees Foiiieees Foiie Foiie Fooiiies
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

324

5.21508944996991

false
6:mwDNg2Pwkn23iKKdKplFUtbDahZmwJDrlkwOwkn23iKKdKa/WLJ:DvYf5KkmFUtu/RI5Jf5KkaUJd
F1E736FE154C34038A8FOASBEDOC89ES

45EAEDFOAB4CD029902A6664474DA4382556A2A2
4A259102680C9F677A1AC24D57FE302E60216487982DA89D43848986A138790D
9FBC32979D3C9413628DA6232F74CC3D3411549782D9B3BF43EC151B903560920E3329D5560C76DD3C1C4A27D9D82FIDB470A2A8850FF129C810362F4D156E4(
false

low

2021/12/03-00:53:54.516 1b90 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/12/03-
00:53:54.521 1b90 Recovering log #3.2021/12/03-00:53:54.523 1b90 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

324

5.21508944996991

false
6:mwDNg2Pwkn23iKKdKplFUtbDahZmwJDrlkwOwkn23iKKdKa/WLJ:DvYf5KkmFUtu/RI5Jf5KkaUJ
F1E736FE154C34038A8FOASBEDOC89ES

45EAEDF0AB4CD029902A6664474DA4382556A2A2
4A259102680C9F677A1AC24D57FE302E60216487982DA89D43848986A138790D
9FBC32979D3C9413628DA6232F74CC3D3411549782D9B3BF43EC151B903560920E3329D5560C76DD3C1C4A27D9D82FIDB470A2A8850FF129C810362F4D156E4(
false

low

2021/12/03-00:53:54.516 1b90 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/12/03-
00:53:54.521 1b90 Recovering log #3.2021/12/03-00:53:54.523 1b90 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

402

5.265783685102095

false

12:fKwyvYT5KKkOrsFUtxb/ngR5Jf5KKkOrzJ:fkwY Y5Kk+gxjqDIf5Kkn
78C0O3ADB8C5C3C866E8BA022AA723D29
3B3E3C5261B1CBA3730958C18B35C8A05EF60866
8504CA2C6033EED254003DEODOCA47EO0F064EFED85848BAFBDF15E699C9A6C4E

DCFC02A60AED91ABC9230980FACBB2185CB3F9344BCES56C0745CEF4AF7B148635CBD21620E29BBEF765664CB7B288A98452F102C455C32C1DC48F90772CF496
2

false

low

2021/12/03-00:55:52.113 1654 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/12/03-00:55:52.115 1654 Recovering log #3.2021/12/03-00:55:52.116 1654 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG.old (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

402

5.265783685102095

false

12:fKwyvYf5KkkOrsFUtxb/ngR5Jf5KkkOrzJ:fKwY Yf5Kk+gxjgDJIf5Kkn
78C0O3ADB8C5C3C866E8BA022AA723D29
3B3E3C5261B1CBA3730958C18B35C8A05EF60866
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG.old (copy)

SHA-256: 8504CA2C6033EED254003DEODOCA47EOF064EFED85848BAFBDF15E699C9A6CAE

SHA-512: DCFCO02A60AED91ABC9230980FACBB2185CB3F9344BCE56C0745CEF4F7B148635CBD21620E29BBEF765664CB7B288A98452F102C455C32C1DC48F90772CF496
2

Malicious: false

Reputation: low

Preview:

2021/12/03-00:55:52.113 1654 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/12/03-00:55:52.115 1654 Recovering log #3.2021/12/03-00:55:52.116 1654 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 204

Entropy (8bit):  5.345609089220481

Encrypted: false

SSDEEP: 6:YAQNjXCRVXILYDr9cyR8wXwImUUANIMOXiX2SQ:YrQXI2pcO+UANI6ZQ

MDS5: 17C3B68F6C29F4755E24EC76DAB5EESB

SHA1L: 295705108E489C25A54710092CBFE408F03CC321

SHA-256: FEE7C215BC6772B012B4A39FE2B4C70844374173B4E2048DDCAC1126ED1149AA

SHA-512: AB843CBE93E69085D47D3ACD387D62586818138B374A8BA3BA7960B1E9FF713F2A3ED5DAFEE682C8ECAEBFA766DEESB756CB3489851B3F780EE035E4A09ADOC
0D

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1670025302.426133,"host":"kYxWDelDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains"
false,"sts_observed":1638489302.426138}],"version":2}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\TransportSecurityoe (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 204

Entropy (8bit): 5.3395055965840275

Encrypted: false

SSDEEP: 6:YAQNFXI1YDr9cyR8wXwImUUANIMOXPIrqSQ:Y3XI2pcO+UAnIL5Q

MD5: 29D94B3A6E384C88EDIDA49ASA7AOEOB3

SHA1L: 4COEE661B8AEB38C55A4909F92884FC6472BD3E4

SHA-256: 335F616C16DF8D710541D23C3A630FBE2164E8F50CFB3COC29E8E4F443B81756

SHA-512: FCE3C1F1D696FA9193BA5CB9200713F600BFI9FF141B075EDDCDB171B8E4D53C1COEAF3D9394BF61820A2DD5EAS54C7D11FF611C4CDAAEBB1760EAF918076AE
CF9

Malicious: false

Reputation: low

Preview:

{"expect_ct"[],"sts":[{"expiry":1670025288.302956,"host":"kYxWDelDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains"
‘false,"sts_observed":1638489288.302962}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 131072

Entropy (8bit):  0.013211769899660936

Encrypted: false

SSDEEP: 3:ImtV9Q+Xa/l’h4/ltnleXIMm2Y III1ZIvKbiwX/4t1 7xHttulGIISPGpBt:liVOQAe/h4ta6m2IILISbiwXf9fg+p
MD5: FOE066382ABFBFA16480D96F2478E3E3

SHAL: 1BCOEA242F7496E490224425E00A29AE6BADA928

SHA-256: EFDE9A9B32CD3B4078A003D4F0F586199DA539C34F59AA488721D89D8EE321A5

SHA-512: FC06813C1D4E9E18F72A9F5C6032333345C9752E58AE53BIFE6169505053C3F962DIDCA89C3BIC2DFE3B408694E65FAS8EGE4D0059A6251D9FCCCAAFD26CI3!
Malicious: false

Reputation: low

Preview:
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a82318ce-5bd6-4661-b1fb-586ab27672df.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22602

5.536766610953058

false
384:PHMtwLIHMXr1kXgKf/pUZNCgVLH2HfDIrU3HGtNZgOMI4g:LLIMr1kXgKf/pUZNCgVLH2HfxrUXGtnD
C345AB16E4873879446DF03B84D00EEL

9785C06BB8DB689B480861A81832237B5F203553
5CCA20FF7FE7FCC32E96338861884DE453E42D94A77AB12EFB1FC39D908DDEEQ

EAF2B901B96750304CC96CABC3D4FCF194A1A4BB032759EBEEBB3F4346F42AD8926C767C46BCEC032DCC87715FA997DOCAD7BEGSA9EDOAEF78F836D4CCC6
DDF

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13282962834494995" "location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ij]SOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\d547574b-e10a-4d5d-b3b2-8f87f3ela70c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

204

5.3395055965840275

false

6:YAQNFXI1YDr9cyR8wWXwImUUANIMOXP9rgSQ:Y3XI2pcO+UAnIL5Q
29D94B3A6E384C88EDID49ASA7TAOEOB3
4COEE661B8AEB38C55A4909F92884FC6472BD3E4
335F616C16DF8D710541D23C3A630FBE2164E8F50CFB3C0C29E8E4F443B81756

FCE3C1F1D696FA9193BA5CB9200713F600BF9FF141B075EDDCDB171B8E4D53C1COEAF3D9394BF61820A2DD5EAS4C7D11FF611CACDAAEBB1760EAF918076AE
CF9

false

low

{"expect_ct":[],"sts":[{"expiry":1670025288.302956,"host":"kYxWDelDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains"
false,"sts_observed":1638489288.302962}],"version":2}

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Source IP Dest IP Trans ID OP Code Name Type Class
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Timestamp

Dec 3, 2021 00:53:56.417867899 CET

Dec 3, 2021 00:53:56.421529055 CET

Dec 3, 2021 00:53:56.427874088 CET

Dec 3, 2021 00:53:58.236205101 CET

Dec 3, 2021 00:53:58.237359047 CET

Dec 3, 2021 00:53:58.759907007 CET

Dec 3, 2021 00:54:01.431732893 CET

Dec 3, 2021 00:54:01.437412024 CET

Dec 3, 2021 00:54:01.902148008 CET

Dec 3, 2021 00:54:01.947973013 CET

Dec 3, 2021 00:54:01.960619926 CET

Dec 3, 2021 00:54:01.985271931 CET

Dec 3, 2021 00:54:02.205432892 CET

Dec 3, 2021 00:54:02.233130932 CET

Dec 3, 2021 00:54:02.275338888 CET

Dec 3, 2021 00:54:03.096709967 CET

Dec 3, 2021 00:54:03.134269953 CET

Dec 3, 2021 00:54:03.276089907 CET

Dec 3, 2021 00:54:03.403476000 CET

Dec 3, 2021 00:54:03.576963902 CET

Dec 3, 2021 00:54:03.579302073 CET

Dec 3, 2021 00:54:03.760443926 CET

Dec 3, 2021 00:54:03.776259899 CET

Dec 3, 2021 00:54:06.239773035 CET

Dec 3, 2021 00:54:06.495100021 CET

Dec 3, 2021 00:54:08.574294090 CET

Dec 3, 2021 00:54:18.297386885 CET

Dec 3, 2021 00:54:35.281116009 CET

Dec 3, 2021 00:55:00.003189087 CET

Dec 3, 2021 00:55:00.003839016 CET

Dec 3, 2021 00:55:00.043191910 CET

Dec 3, 2021 00:55:02.207596064 CET

Dec 3, 2021 00:55:02.317037106 CET

Dec 3, 2021 00:55:02.643719912 CET
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Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Trans ID

0xe325

0x54d0

0xf992

Ox3ef

Oxddff

0x578f

0xa08e

Oxc9a

0xa802

0x334f

Oxc66a

0x2bc0

0xd71c

Oxe8a

0x6474

0xa885

0oxdsf7

0x31d1

Oxded

0xd170

0x874b

Ox4fd1

0xb770

0xb535

Ox7fef

Oxea9a

0x36bd

0x7c¢5f

0xb699

Oxac34

Oxb4a9

Oxeadb

0x651e

Oxa5a2

OP Code
Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
()

Standard query
(©)

Standard query
()

Standard query
()

Standard query
)

Standard query
(©)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
(©)
Standard query
)

Standard query
0

Standard query
0
Standard query
0
Standard query
0
Standard query
0
Standard query
0
Standard query
0
Standard query
0

Name

accounts.g
oogle.com

the-hatchery.co

clients2.g
oogle.com

player.vimeo.com

w.soundclo
ud.com

s.w.org

www.linked
in.com

www.youtub
e.com

connect.fa
cebook.net

snrtp-cdn.
marketo.com

static.ads-
twitter.com

munchkin.m
arketo.net

942-cnu-34
9.mktoresp.com

t.co

www.facebo
ok.com

analytics.
twitter.com

snap.licdn.com

px.ads.lin
kedin.com

stats.g.do
ubleclick.net

www.google.com

www.google.ch

rtp-static
.marketo.com

snrtpl.mar
keto.com

criteriona
ssets.s3-ap-
southeast-
2.amazon
aws.com

pi.pardot.com

criteriona
ssets.s3-ap-
southeast-
2.amazon
aws.com

clients2.g
oogleuserc
ontent.com

the-hatchery.co

player.vimeo.com

the-hatchery.co

w.soundclo
ud.com

s.w.org

www.linked
in.com

static.ads-
twitter.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2021 00:55:02.826693058 CET

Dec 3, 2021 00:55:02.867166996 CET

Dec 3, 2021 00:55:02.877547979 CET

Dec 3, 2021 00:55:03.904860973 CET

DNS Answers

Timestamp Source IP

Dec 3, 2021
00:53:56.437176943
CET

8.8.8.8

Dec 3, 2021
00:53:56.444344044
CET

8.8.8.8

Dec 3, 2021
00:53:56.455209017
CET

8.8.8.8

Dec 3, 2021
00:53:56.455209017
CET

8.8.8.8

Dec 3, 2021 8.8.8.8
00:53:58.255781889

CET

Dec 3, 2021
00:53:58.255781889
CET

8.8.8.8

Dec 3, 2021
00:53:58.255781889
CET

8.8.8.8

Dec 3, 2021
00:53:58.255781889
CET

8.8.8.8

Dec 3, 2021
00:53:58.255781889
CET

Dec 3, 2021
00:53:58.258991957
CET

Dec 3, 2021
00:53:58.258991957
CET

Dec 3, 2021
00:53:58.258991957
CET

Dec 3, 2021
00:53:58.258991957
CET

Dec 3, 2021
00:53:58.258991957
CET

Dec 3, 2021
00:53:58.371778965
CET

Dec 3, 2021
00:53:58.779161930
CET

Dec 3, 2021
00:54:01.450794935
CET

Dec 3, 2021
00:54:01.463175058
CET

Dec 3, 2021
00:54:01.463387012
CET

Dec 3, 2021
00:54:01.463387012
CET

Dec 3, 2021
00:54:01.463387012
CET

Dec 3, 2021
00:54:01.463387012
CET
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8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xe325

0x54d0

0xf992

0xf992

Ox3ef

0x3ef

0x3ef

0x3ef

0x3ef

Oxddff

Oxddff

Oxddff

Oxddff

Oxddff

Oxdbac

0x578f

Oxa08e

Oxe781

0xc9a

Oxc9a

0xc9a

0xc9a

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0xf814

0x3f8e

0x688b

0x3695

Name

accounts.g
oogle.com

the-hatchery.co

clients2.g
oogle.com

clients.l.
google.com

player.vim
eo.com

vimeo.map.
fastly.net

vimeo.map.
fastly.net

vimeo.map.
fastly.net

vimeo.map.
fastly.net

w.soundclo
ud.com

d3qp7l4grg
xdvb.cloud
front.net

d3qp7l4grg
xdvb.cloud
front.net

d3qp7l4grg
xdvb.cloud
front.net
d3qp7l4grg
xdvb.cloud
front.net

gstaticads
sl.l.google.com

s.w.org

www.linked
in.com

www-google
tagmanager
.l.google.com

www.youtub
e.com

youtube-ui
.l.google.com

youtube-ui
.l.google.com

youtube-ui
.l.google.com

OP Code

Standard query
(0
Standard query
(0
Standard query
(0
Standard query
0

CName

clients.l.google.com

vimeo.map.fastly.net

Name

www.facebo
ok.com

942-cnu-34
9.mktoresp.com

t.co

snrtpl.mar
keto.com

Address
172.217.168.45

54.79.115.248

142.250.203.110

151.101.0.217

151.101.64.217

151.101.128.217

151.101.192.217

d3qp7l4grgxdvb.cloudfron

t.net

www-linkedin-com.|-
0005.I-msedge.net

youtube-ui.l.google.com

13.225.87.74

13.225.87.110

13.225.87.19

13.225.87.6

172.217.168.3

192.0.77.48

172.217.168.8

172.217.168.78

142.250.203.110

172.217.168.14

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 3, 2021
00:54:01.463387012
CET

8.8.8.8

Dec 3, 2021
00:54:01.923477888
CET

8.8.8.8

Dec 3, 2021
00:54:01.923477888
CET

8.8.8.8

Dec 3, 2021
00:54:01.968899965
CET

8.8.8.8

Dec 3, 2021
00:54:01.980384111
CET

8.8.8.8

Dec 3, 2021
00:54:01.980384111
CET

8.8.8.8

Dec 3, 2021
00:54:02.006122112
CET

8.8.8.8

Dec 3, 2021
00:54:02.252120972
CET

8.8.8.8

Dec 3, 2021 8.8.8.8
00:54:02.252120972

CET

Dec 3, 2021
00:54:02.252120972
CET

8.8.8.8

Dec 3, 2021
00:54:02.252120972
CET

8.8.8.8

Dec 3, 2021 8.8.8.8
00:54:02.292426109

CET

Dec 3, 2021
00:54:02.292426109
CET

Dec 3, 2021
00:54:02.313267946
CET

Dec 3, 2021
00:54:03.115716934
CET

Dec 3, 2021
00:54:03.115716934
CET

Dec 3, 2021
00:54:03.115716934
CET

Dec 3, 2021
00:54:03.115716934
CET

Dec 3, 2021
00:54:03.115716934
CET

Dec 3, 2021
00:54:03.115716934
CET

Dec 3, 2021
00:54:03.156081915
CET

Dec 3, 2021
00:54:03.157152891
CET

Dec 3, 2021
00:54:03.295551062
CET

Dec 3, 2021
00:54:03.295551062
CET

Dec 3, 2021
00:54:03.431255102
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxc9a

0xa802

0xa802

0x334f

Oxc66a

Oxc66a

0x2bc0

Oxe8a

Oxe8a

Oxe8a

Oxe8a

0x6474

0x6474

Oxd71c

0xa885

0xa885

0xa885

0xa885

0xa885

0xa885

0xdsf7

0x9778

0x31d1

0x31d1

Oxde4

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

youtube-ui
.l.google.com

connect.fa
cebook.net

scontent.x
x.fbcdn.net

snrtp-cdn.
marketo.com

static.ads-
twitter.com

platform.t
witter.map
fastly.net

munchkin.m
arketo.net

t.co

t.co

t.co

t.co

www.facebo
ok.com

star-mini.
c10r.faceb
ook.com

942-cnu-34

9.mktoresp.com

analytics.
twitter.com

ads.twitter.com

s.twitter.com

s.twitter.com

s.twitter.com

s.twitter.com

snap.licdn.com

www-google-
analytics
.l.google.com

px.ads.lin
kedin.com

www.linked
in.com

stats.g.do
ubleclick.net

CName Address

172.217.168.46

scontent.xx.fbcdn.net

157.240.17.15

wildcard.marketo.com.ed

gekey.net

platform.twitter.map.fastly
.net

199.232.136.157

wildcard.marketo.net.edg

ekey.net
104.244.42.69
104.244.42.5
104.244.42.133
104.244.42.197
star-

mini.c10r.facebook.com

31.13.86.36

103.237.104.82

ads.twitter.com

s.twitter.com

104.244.42.131

104.244.42.3

104.244.42.195

104.244.42.67

od.linkedin.edgesuite.net

216.58.215.238

www.linkedin.com

www-linkedin-com.|-

0005.I-msedge.net

stats.|.doubleclick.net

Type

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)
CNAME

(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 3, 2021 8.8.8.8
00:54:03.431255102
CET

Dec 3, 2021 8.8.8.8
00:54:03.431255102
CET

Dec 3, 2021 8.8.8.8
00:54:03.431255102
CET

Dec 3, 2021 8.8.8.8
00:54:03.431255102
CET

Dec 3, 2021 8.8.8.8
00:54:03.594978094
CET

Dec 3, 2021 8.8.8.8
00:54:03.607151985
CET

Dec 3, 2021 8.8.8.8
00:54:03.781929970
CET

Dec 3, 2021 8.8.8.8
00:54:03.796025038
CET

Dec 3, 2021 8.8.8.8
00:54:06.261509895
CET

Dec 3, 2021 8.8.8.8
00:54:06.261509895
CET

Dec 3, 2021 8.8.8.8
00:54:06.514842987
CET

Dec 3, 2021 8.8.8.8
00:54:06.514842987
CET

Dec 3, 2021 8.8.8.8
00:54:06.514842987
CET

Dec 3, 2021 8.8.8.8
00:54:06.514842987
CET

Dec 3, 2021 8.8.8.8
00:54:08.596980095
CET

Dec 3, 2021 8.8.8.8
00:54:08.596980095
CET

Dec 3, 2021 8.8.8.8
00:54:18.338062048
CET

Dec 3, 2021 8.8.8.8
00:54:18.338062048
CET

Dec 3, 2021 8.8.8.8
00:54:35.303605080
CET

Dec 3, 2021 8.8.8.8
00:55:00.022829056
CET

Dec 3, 2021 8.8.8.8
00:55:00.022829056
CET

Dec 3, 2021 8.8.8.8
00:55:00.022829056
CET

Dec 3, 2021 8.8.8.8
00:55:00.022829056
CET

Dec 3, 2021 8.8.8.8
00:55:00.022829056
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxde4

Oxde4

Oxde4

Oxde4

0xd170

0x874b

Ox4fd1

0xb770

0xb535

0xb535

Ox7fef

Ox7fef

Ox7fef

Ox7fef

Oxea9a

Oxea9a

0x36bd

0x36bd

Ox7c5f

0xb699

0xb699

0xb699

0xb699

0xb699

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

www.google
.com

www.google.ch

rtp-static wildcard.marketo.com.ed
.marketo.com gekey.net

snrtpl.mar
keto.com

criteriona s3-r-w.ap-southeast-
ssets.s3-ap- 2.amazonaws.com
southeast-

2.amazon

aws.com

s3-r-w.ap-
southeast-
2.amazonaw
s.com

pi.pardot.com pi-uel.pardot.com

pi-uel.par pi.t.pardot.com
dot.com

pi.t.pardot.com  pi-uel-lba4.pardot.com

pi-uel-lba
4.pardot.com

criteriona s3-r-w.ap-southeast-
ssets.s3-ap- 2.amazonaws.com
southeast-

2.amazon

aws.com

s3-r-w.ap-
southeast-
2.amazonaw
s.com

clients2.g googlehosted.l.googleuse
oogleuserc rcontent.com
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

the-hatchery.co

player.vim vimeo.map.fastly.net
eo.com

vimeo.map.
fastly.net

vimeo.map.
fastly.net

vimeo.map.
fastly.net

vimeo.map.
fastly.net

Address
108.177.119.155

108.177.119.154

108.177.119.157

108.177.119.156

172.217.168.68

172.217.168.67

103.237.104.73

52.95.133.22

35.174.151.106

52.95.128.118

142.250.203.97

54.79.115.248

151.101.0.217

151.101.64.217

151.101.128.217

151.101.192.217

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 3, 2021 8.8.8.8
00:55:00.037194967
CET

Dec 3, 2021 8.8.8.8
00:55:00.066581964
CET

Dec 3, 2021 8.8.8.8
00:55:00.066581964
CET

Dec 3, 2021 8.8.8.8
00:55:00.066581964
CET

Dec 3, 2021 8.8.8.8
00:55:00.066581964
CET

Dec 3, 2021 8.8.8.8
00:55:00.066581964
CET

Dec 3, 2021 8.8.8.8
00:55:00.072042942
CET

Dec 3, 2021 8.8.8.8
00:55:02.226731062
CET

Dec 3, 2021 8.8.8.8
00:55:02.338867903
CET

Dec 3, 2021 8.8.8.8
00:55:02.662866116
CET

Dec 3, 2021 8.8.8.8
00:55:02.662866116
CET

Dec 3, 2021 8.8.8.8
00:55:02.848351002
CET

Dec 3, 2021 8.8.8.8
00:55:02.848351002
CET

Dec 3, 2021 8.8.8.8
00:55:02.896537066
CET

Dec 3, 2021 8.8.8.8
00:55:02.896537066
CET

Dec 3, 2021 8.8.8.8
00:55:02.896537066
CET

Dec 3, 2021 8.8.8.8
00:55:02.896537066
CET

Dec 3, 2021 8.8.8.8
00:55:02.972516060
CET

Dec 3, 2021 8.8.8.8
00:55:03.925021887
CET

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

HTTP Request Dependency Graph

Copyright Joe Security LLC 2021

Trans ID

Oxac34

0xb4a9

0xb4a9

0xb4a9

0Oxb4a9

0xb4a9

0x6861

Oxeadb

0x651e

Oxa5a2

Oxa5a2

0xf814

0xf814

0x688b

0x688b

0x688b

0x688b

0x3f8e

0x3695

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

the-hatchery.co

w.soundclo
ud.com

d3gp7l4grg
xdvb.cloud
front.net
d3gp7l4grg
xdvb.cloud
front.net
d3qgp7l4grg
xdvb.cloud
front.net
d3qgp7l4grg
xdvb.cloud
front.net

gstaticads
sl.l.google.com

s.w.org

www.linked
in.com

static.ads-
twitter.com

platform.t
witter.map
fastly.net

www.facebo
ok.com

star-mini.
clor.faceb
ook.com

t.co

t.co

t.co

t.co

942-cnu-34

9.mktoresp.com

snrtpl.mar
keto.com

CName

d3gp7l4grgxdvb.cloudfron
t.net

www-linkedin-com.|-
0005.I-msedge.net

platform.twitter.map.fastly
.net

star-
mini.c10r.facebook.com

Address
54.79.115.248

13.225.87.6

13.225.87.110

13.225.87.74

13.225.87.19

172.217.168.3

192.0.77.48

199.232.136.157

157.240.17.35

104.244.42.69

104.244.42.5

104.244.42.133

104.244.42.197

103.237.104.82

103.237.104.73

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)
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e |ogin.live.com

e clientconfig.passport.net

e ocos-office365-s2s.msedge.net

e client-office365-tas.msedge.net

e config.edge.skype.com

e storeedgefd.dsx.mp.microsoft.com

e arc.msn.com

e clients2.google.com

e accounts.google.com

e the-hatchery.co

e https:

e w.soundcloud.com
player.vimeo.com
www.youtube.com
www.googletagmanager.com
fonts.gstatic.com
connect.facebook.net
static.ads-twitter.com
t.co
www.facebook.com
analytics.twitter.com
942-cnu-349.mktoresp.com
www.google-analytics.com
stats.g.doubleclick.net
www.google.com
snrtpl.marketo.com
pi.pardot.com

© © o o o o o o o 0 0o 0 o o o o

e clients2.googleusercontent.com

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:42 UTC 0

2021-12-02 23:53:42 UTC 0

Copyright Joe Security LLC 2021

criterionassets.s3-ap-southeast-2.amazonaws.com

Source Port
49717

Direction
ouT

ouT

Destination IP  Destination Port Process

20.190.160.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 3592

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4c 22 20 78 6d 6¢ 6€ 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73
736563 757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/0asis-200401-wss-wssecurity-secext-1
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kBytes

Timestamp transferred

2021-12-02 23:53:42 UTC 22

2021-12-02 23:53:42 UTC 22

Session ID Source IP

1 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:42 UTC 3

2021-12-02 23:53:42 UTC 4

2021-12-02 23:53:42 UTC 33

2021-12-02 23:53:42 UTC 34

Session ID Source IP

10 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49716

Direction

ouT

ouT

Source Port

49727

Data

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:42 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
X-ms-route-info: R3_BL2

X-ms-request-id: 72286548-7b34-46e4-906e-11179f9c3dad
PPServer: PPV: 30 H: BLO2PF4AC4AF131 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:42 GMT
Connection: close

Content-Length: 11297

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6€ 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6€ 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d7773732d7773736563757269 7479 2d 736563657874 2d 31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP Destination Port Process

40.126.31.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4740

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4c 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73
736563757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmIns:wsse="http://docs.oasis-open.org/w
$5/2004/01/0asis-200401-wss-wssecurity-secext-1

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:42 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2

X-ms-request-id: 5bb06b29-c021-463a-8335-0548970dff09
PPServer: PPV: 30 H: BLO2PF6284C2430 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:41 GMT
Connection: close

Content-Length: 1980

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6€ 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6C 6€ 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d7773732d7773736563757269 7479 2d 736563657874 2d31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP Destination Port Process

20.190.160.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-12-02 23:53:43 UTC 174

2021-12-02 23:53:43 UTC 174

2021-12-02 23:53:43 UTC 181

2021-12-02 23:53:43 UTC 182

Session ID Source IP

11 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:43 UTC 192

2021-12-02 23:53:43 UTC 192

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port
49728

Direction
ouT

ouT

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4683

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4c 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73
736563757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmiIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlIns:wsse="http://docs.oasis-open.org/w
$5/2004/01/0asis-200401-wss-wssecurity-secext-1

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:43 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
X-ms-route-info: R3_BL2

x-ms-request-id: 7ce11387-f1fe-4f5a-977a-fAd14ea3b04a
PPServer: PPV: 30 H: BLO2PF1DA6B8ES2 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:43 GMT
Connection: close

Content-Length: 10109

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6€ 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d 777373 2d 77 73 736563 757269 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP  Destination Port Process

40.126.31.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4740

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4c 22 20 78 6d 6¢ 6€ 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73
736563 757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmIns:wsse="http://docs.oasis-open.org/w
ss/2004/01/0asis-200401-wss-wssecurity-secext-1
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kBytes

Timestamp transferred

2021-12-02 23:53:43 UTC 208

2021-12-02 23:53:43 UTC 209

Session ID Source IP

12 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:43 UTC 211

2021-12-02 23:53:43 UTC 211

2021-12-02 23:53:44 UTC 216

2021-12-02 23:53:44 UTC 216

Session ID Source IP

13 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49730

Direction

ouT

ouT

Source Port

49731

Data

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:43 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
X-ms-route-info: R3_BL2

x-ms-request-id: 5830a4ce-0fd6-48ce-b157-bd8115f7839¢c
PPServer: PPV: 30 H: BLBPPFF9A932B15 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:43 GMT
Connection: close

Content-Length: 1980

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6€ 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6€ 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d7773732d7773736563757269 7479 2d 736563657874 2d 31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP Destination Port Process

40.126.31.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4740

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4c 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 3030 34 30 31 2d 77 73 73 2d 77 73
736563757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmIns:wsse="http://docs.oasis-open.org/w
$5/2004/01/0asis-200401-wss-wssecurity-secext-1

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:44 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2

x-ms-request-id: 4b998add-95d2-4025-993d-2570cde4cde2
PPServer: PPV: 30 H: BLO2EPF00001882 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:43 GMT
Connection: close

Content-Length: 11297

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6€ 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6C 6€ 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d7773732d7773736563757269 7479 2d 736563657874 2d31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlIns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP Destination Port Process

20.190.160.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-12-02 23:53:44 UTC 227

2021-12-02 23:53:44 UTC 228

2021-12-02 23:53:44 UTC 238

2021-12-02 23:53:44 UTC 238

Session ID Source IP

14 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:44 UTC 232

2021-12-02 23:53:44 UTC 233

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port
49732

Direction
ouT

ouT

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4683

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4c 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73
736563757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmiIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlIns:wsse="http://docs.oasis-open.org/w
$5/2004/01/0asis-200401-wss-wssecurity-secext-1

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: -1

Referrer-Policy: strict-origin-when-cross-origin
X-ms-route-info: R3_BL2

x-ms-request-id: bele451a-4dcd-4f61-989f-e8f9496ce219
PPServer: PPV: 30 H: BLO2PFB66283E15 V: 0
PPServer: PPV: 30 H: BLO2PFC3C988E48 V: 0
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:43 GMT
Connection: close

Content-Length: 10109

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6€ 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d 777373 2d 77 73 736563 757269 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP  Destination Port Process
40.126.31.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4740

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4c 22 20 78 6d 6¢ 6€ 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73
736563 757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmIns:wsse="http://docs.oasis-open.org/w
ss/2004/01/0asis-200401-wss-wssecurity-secext-1
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kBytes
Timestamp transferred

2021-12-02 23:53:44 UTC 249

2021-12-02 23:53:44 UTC 249

Session ID Source IP

15 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:44 UTC 248

2021-12-02 23:53:44 UTC 248

2021-12-02 23:53:44 UTC 249

Session ID Source IP

16 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:44 UTC 260

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49733

Direction

ouT

Source Port
49737

Direction
ouT

Data

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:44 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
X-ms-route-info: R3_BL2

X-ms-request-id: 2497c9f0-a86d-4949-b486-131252fae889
PPServer: PPV: 30 H: BLO2PF2FEF40816 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:43 GMT
Connection: close

Content-Length: 11297

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6€ 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6C 6€ 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d7773732d7773736563757269 7479 2d 736563657874 2d 31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP Destination Port Process

23.211.5.146 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /v8.0/oemdiscovery?oemld=&scmld=&phoneManufacturerName=&smBiosManufacturerName=VMware%2C+Inc.&ph
oneDeviceModel=&smBiosDm=VMware7%2C1 HTTP/1.1
Accept-Encoding: gzip, deflate

Accept: */*

TASIGNORE: YES

MS-PreciseDeviceFamilyVersion: 2814750890000385
User-Agent: WindowsStore/11712.1001.23.0

MS-CV: 3nKdQ60aYEKfXTq5.1

Accept-Language: en-US

Host: storeedgefd.dsx.mp.microsoft.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
Server: Microsoft-HTTPAPI/2.0
X-OSG-Served-By: WESTEUROPE_Legacy000018_1.0.0.0
MS-CV: DzuiGYPgIEmhkZPC.9.0

Expires: Thu, 02 Dec 2021 23:53:44 GMT
Cache-Control: max-age=0, no-cache, no-store
Pragma: no-cache

Date: Thu, 02 Dec 2021 23:53:44 GMT
Content-Length: 143

Connection: close

Data Raw: 7b 22 24 74 79 70 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 4d 61 72 6b 65 74 70 6¢ 61 63 65 2e 53 74 6f 72
65 66 72 6f 6e 74 2e 43 6f 6e 74 72 61 63 74 73 2e 56 33 2e 4f 65 6d 44 69 73 63 6f 76 65 72 79 52 65 73 70 6f 6e 73 65
42 6f 64 79 2c 20 4d 69 63 72 6f 73 6f 66 74 2e 4d 61 72 6b 65 74 70 6¢ 61 63 65 2e 53 74 6f 72 65 66 72 6f 6e 74 2e 43
6f 6e 74 72 61 63 74 73 22 2¢ 22 4f 65 6d 49 64 22 3a 22 56 4d 57 41 52 45 22 7d

Data Ascii: {"$type":"Microsoft.Marketplace.Storefront.Contracts.V3.0emDiscoveryResponseBody, Microsoft.Market
place.Storefront.Contracts”,"Oemld":"VMWARE"}

Destination IP Destination Port Process

40.126.31.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4774

Host: login.live.com
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kBytes
Timestamp transferred

2021-12-02 23:53:44 UTC 261

2021-12-02 23:53:44 UTC 276

2021-12-02 23:53:44 UTC 276

Session ID Source IP

17 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:44 UTC 265

2021-12-02 23:53:44 UTC 266

2021-12-02 23:53:44 UTC 287

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49735

Direction

ouT

ouT

Data

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4¢ 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 303034 3031 2d 77 7373 2d 77 73
736563757269 7479 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmIns:wsse="http://docs.oasis-open.org/w
$s/2004/01/0asis-200401-wss-wssecurity-secext-1

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:44 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
X-ms-route-info: R3_BL2

X-ms-request-id: 0a8d9fe9-a523-4e47-8575-b6cd9454f706
PPServer: PPV: 30 H: BLO2EPF00001847 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:44 GMT
Connection: close

Content-Length: 11069

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d 777373 2d 77 73 736563 757269 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/o0asis-200

Destination IP Destination Port Process

40.126.31.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4776

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4c 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73
736563 757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmiIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmIns:wsse="http://docs.oasis-open.org/w
$5/2004/01/0asis-200401-wss-wssecurity-secext-1

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:44 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
X-ms-route-info: R3_BL2

x-ms-request-id: 0711a30c-fle2-4a4f-8e04-94b1c36a915b
PPServer: PPV: 30 H: BLO2PF486B78C37 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:44 GMT
Connection: close

Content-Length: 11093
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kBytes
Timestamp transferred

2021-12-02 23:53:44 UTC 288

Session ID Source IP

18 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:44 UTC 271

2021-12-02 23:53:44 UTC 271

2021-12-02 23:53:44 UTC 298

2021-12-02 23:53:44 UTC 299

Session ID Source IP

19 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49736

Direction

ouT

ouT

Source Port
49740

Direction

Data

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6€ 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6C 6€ 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d7773732d7773736563757269 7479 2d 736563657874 2d31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope’
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmins:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP Destination Port Process

40.126.31.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})

Content-Length: 4776

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6€ 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4¢ 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32303034 3031 2d 77 7373 2d 77 73
736563 757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmins:s="http://www.w3.0rg/2003/05/soap-envelope"
xmins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmIns:wsse="http://docs.oasis-open.org/w
$5/2004/01/0asis-200401-wss-wssecurity-secext-1

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:44 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2

x-ms-request-id: f74b3075-673f-4401-b838-8a4580fe267e
PPServer: PPV: 30 H: BLBPPFCD35B391D V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:44 GMT
Connection: close

Content-Length: 11093

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d 777373 2d 77 73 736563 757269 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP Destination Port Process

20.50.102.62 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 23:53:45 UTC 310

2021-12-02 23:53:45 UTC 315

2021-12-02 23:53:45 UTC 316

2021-12-02 23:53:45 UTC 331

2021-12-02 23:53:45 UTC 347
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Direction

ouT

Data

GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=314559&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image, poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20211202T235337Z&Ic=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=80572b5e2fe44275acdc872ad43d1912&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&0=1280500&metered=false&nettype=ethernet&npid=sc-
314559&0emName=VMware%2C%20Inc.&oemid=VMware%2C%?20Inc.&ossku=Professional&smBiosDm=VMware7
%2C1&tlI=2&tsu=1280500&waasBIdFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate

X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32068&sc=6

X-SDK-HW-TOKEN: t=EwDYAppeBAAU+CVBfQcFVEV2DZI9cfqZBAbEZGMAASLIB/cQIzSfLDSNOcKhBWCRYHX4aBo1l
2ti644VfakwN56ArMgEvcRkbNZz/LnH3hx3eHVkZV/09019JZPLhv8RqtOh66QdrkJNWcFHhfugY QrLXrzaUzBjxBI
Exer6GJ0/VV5MFSNXXOFdgr7cMkS+LTUOobEOeh/hCVytG8fupChDpX2Th2KoLEoaWRHqygqAUstHWUEQalN+d67sIL
XQGLZnQFb385BH4ed/hh+BVGUId12/YIHwsfCIfRZDbEqFHP+Bec63v3GPDvtrVKZxMsoU8irfWNg/iMAWK6gbXA91
orEXakEdyuavsXgfGJIFrvBx4yDYXrNHQioz/MIdcDZgAACBI3M+L9jUurgAFpfddRBbFyexxq4q0IDvsgplAmhv/C
JZRMCZpO4BZLjEupcHQHsFOsKdpBcWZfu0Z7t6Rbks+b/XcU00iTfA/g6v17uzOwgMmOwPtTyG+md5da6/rwjgLPAx
rDSzqcrHhRNOmMS3F9Wau/QRftU/AqQz3UBE+VZCkaiLyL Tly2Ic6wClYaeGLydqy9wQfVrbzpQPS5fbFIgOrgM+X+e
iBSkS7k6/3RRALYYcOtu9SUkZc9aytrOMwGwmVHXJIfmEiIOlgT2TO00BnzFDXUPtF5EkggLFCsHLOmMFcpxQjioKeAGO/
cVh60wU4NO2UN52plIplLvb5VBOtSXhcFF3rpj5SKXRVBn32mHDTRVil/y7Aqd69VPa7mO0fy6nAl8McVceyeQq/6Vup
k2e5H32zzdAeWo7coZVwWFRrDaG4WVJIVV/HuY mEDpSKui5AHH4eKTHaWA+cLIYIUDKyT74KoVKdBiyOofOT54vcKaF5
CqWRL8Trdt7E+6gYGTJIVRasEA2xg1PwB2rKG03kk4UPtxIN2mwDT3z69t8]7WAs6VFXVm3216MKwgUI4ISXHI1QE=
&p=

Cache-Control: no-cache

MS-CV: tYMO4XIESUukqQWB.0

User-Agent: WindowsShellClient/9.0.40929.0 (Windows)

X-SDK-HWF: tch0,m301,m751,mA01,mT01

Host: arc.msn.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Cache-Control: public, max-age=536

Content-Length: 57313

Content-Type: application/json; charset=utf-8

Expires: Mon, 01 Jan 0001 00:00:00 GMT

Server: Microsoft-11S/10.0

ARC-RSP-DBG: [{"RADIDS":"2,P425106554-T700342084-C128000000001392709+B+P80+S1,P425106558-T700342085-
C128000000001392729+B+P80+S2"},{"BATCH_REDIRECT_STORE":"1,BB_9INXQXXLFST89_9WZDNCRFJ3Q2_9WZ
DNCRFHVFW_9WZDNCRFJ3P2_9NCBCSZSJRSB_9NMPJ99VJIBWV_9NBLGGH5FV99_9WZDNCRDFNG7+P0+S0"},
{"BATCH_REDIRECT_STORE":"1,BB_9NBLGGGZM6WM_9WZDNCRFHWD2_9NH2GPH4JZS4 9NBLGGH6
J6VK_9P6RC76MSMMJ_9WZDNCRFJ27N_9N0866FS04W8_9WZDNCRFJ10M_9WZDNCRFJ140_9NC2FBTHCJ
V8_9NBLGGH1CQ7L+P0+S0"},{"OPTOUTSTATE":"256"}]

X-ARC-SIG: rqDEkhecjXauaU3U0X9auQTFPGFOGumValpHpBN8PAWY OFJIORVL+XuWCBXeBraZISEfhwQmv5ZvAPw
TsIB1cWSIDyruUOKFDkmoges1xvyUgENhwuUy7/fKwQfiM4yUhiBG8wF9s58uRMNKwWwWORQOPHrEAw8atb99klwab\Wy
awJ/47R5hz+ga8KHNJ3hFhTKO2fHCh9Lak4ZWN4u6MCk4W9S511ag27J+V2/DF2zR+7iw75q6MMEbrN2P1Ru+LdnPV
eT3rDDHZDE1kHRgsyallVZGAFOuxBZnmLc5Bf+SnjWhhby6WOELmVQfL8zUPmMgOBEg9bvhpIXwTAun3/YEA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Strict-Transport-Security: max-age=31536000; includeSubDomains

Date: Thu, 02 Dec 2021 23:53:44 GMT

Connection: close

Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 22
69 74 65 6d 22 3a 22 7h 5c 22 66 5c 22 3a 5¢ 22 72 61 66 5¢ 22 2c 5¢ 22 76 5¢ 22 3a 5¢ 22 31 2e 30 5¢ 22 2¢ 5¢ 22 72 64
725c 22 3a 5b 7b 5¢c 22 75 5¢ 22 3a 5¢ 22 53 75 62 73 63 72 69 62 65 64 43 6f 6e 74 65 6e 74 5¢ 22 2c 5¢ 22 63 5¢ 22 3a
5¢ 22 43 44 4d 5¢ 22 7d 5d 2c 5¢ 22 61 64 5¢ 22 3a 7b 5¢c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73
74 5c 22 3a7h 5¢ 22 73 74 6f 72 65 43 61 6d 70 61 69 67 6e 49 64 5c 22 3a 7b 5¢ 22 74 79 70 65 5¢ 22 3a 5¢ 22 74 65
78 74 5c 22 2c 5¢ 22 69 73 4f 70 74 69 6f 6e 61 6¢ 5¢ 22 3a 74 72 75 65 7d 2c 5¢ 22 69 6e 73 74 61 6¢ 6¢ 41 70 70 5¢ 22
3a 7b 5¢ 22 74 79 70 65 5¢ 22 3a 5c 22 62 6f 6f 6¢ 65 61 6e 5¢

Data Ascii: {"batchrsp™:{"ver":"1.0","items":[{"item":"{\"f\":\"raf\" \"v\":\"1.0\" \"rdr\": [{\"u\":\"SubscribedContent\",\"c\":\"
CDM\"}],\"ad\":{\"itemPropertyManifest\":{\"storeCampaignld\":{\"type\":\"text\",\"isOptional\":true} \"install App\":{\"type\":\"b
oolean\

Data Raw: 69 6¢ 65 5¢ 22 7d 2c 5¢ 22 64 69 73 70 6¢ 61 79 4e 61 6d 65 5¢ 22 3a 7b 5¢ 22 74 65 78 74 5c 22 3a 5¢ 22 59
6f 75 72 20 50 68 6f 6e 65 5¢ 22 7d 2c 5¢c 22 70 68 6f 6e 65 74 69 63 4e 61 6d 65 5¢c 22 3a 7b 5¢ 22 74 65 78 74 5¢c 22 3a
5c 22 59 6f 75 72 20 50 68 6f 6e 65 5¢ 22 7d 2¢ 5¢ 22 70 61 63 6b 61 67 65 53 69 7a 65 5¢ 22 3a 7b 5¢ 22 6e 75 6d 62 65
72 5c 22 3a 32 33 31 37 39 32 36 36 34 2e 30 7d 2c 5¢ 22 6¢ 61 75 6e 63 68 53 74 6f 72 65 5¢ 22 3a 7b 5¢ 22 65 76 65
6e 74 5c 22 3a 5¢ 22 63 6¢ 69 63 6b 5¢ 22 2¢ 5¢ 22 70 61 72 61 6d 65 74 65 72 73 5¢ 22 3a 7b 5¢ 22 75 72 69 5c 22 3a
5c 22 6d 73 2d 77 69 6e 64 6f 77 73 2d 73 74 6f 72 65 3a 5c 2f 5¢ 2f 70 64 70 5c 2f 3f 70 72 6f 64 75 63 74 69 64 3d 39 6e
6d 70 6a 39 39 76 6a 62 77 76 26 6f 63 69 64 3d 65 6d 73 2e

Data Ascii: ile\"},\"displayName\":{\"text\":\"Your Phone\"}\"phoneticName\":{\"text\":\"Your Phone\"} \"packageSize\":
{\"number\":231792664.0},\"launchStore\":{\"event\":\"click\",\"parameters\":{\"uri\":\"ms-windows-store:\\\pdp\/?produ
ctid=9nmpj99vjbwv&ocid=ems.

Data Raw: 5¢ 22 7d 2c 5¢ 22 69 6e 73 74 61 6¢ 6¢ 41 70 70 5¢ 22 3a 7b 5¢ 22 62 6f 6f 6¢ 5¢ 22 3a 74 72 75 65 7d 2c 5¢
2269 6e 73 74 61 6¢ 6¢ 44 65 6¢ 61 79 5¢ 22 3a 7b 5¢ 22 74 65 78 74 5¢ 22 3a 5¢ 22 6f 6e 44 65 6d 61 6e 64 5¢ 22 7d 2c
5c 227377 61 7053 74 61 72 74 54 69 6¢ 65 5¢ 22 3a 7b 5¢ 22 65 76 65 6e 74 5¢ 22 3a 5¢ 22 70 69 6e 5c 22 2c 5¢ 22
706172 61 6d 65 74 65 72 73 5¢c 22 3a 7b 7d 2c 5¢ 22 61 63 74 69 6f 6e 5¢ 22 3a 5¢ 22 73 77 61 70 53 74 61 72 74 54
69 6¢ 65 5¢ 22 7d 2c 5¢ 22 64 69 73 70 6¢ 61 79 4e 61 6d 65 5¢ 22 3a 7b 5¢ 22 74 65 78 74 5c 22 3a 5c 22 54 69 6b 54 6f
6b 5¢ 22 7d 2c 5¢ 22 70 68 6f 6e 65 74 69 63 4e 61 6d 65 5¢ 22 3a 7b 5¢ 22 74 65 78 74 5c 22 3a 5¢ 22 54 69 6b 54 6f 6b
5c 22 7d 2c 5¢c 22 70 61 63 6b 61 67 65 53 69 7a 65 5¢ 22 3a 7b

Data Ascii: \"},\"installApp\":{\"bool\":true},\"installDelay\":{\"text\":\"'onDemand\"},\"swapStartTile\":{\"event\":\"pin\",\"par
ameters\":{},\"action\":\"swapStartTile\"},\"displayName\":{\"text\":\"TikTok\"},\"phoneticName\":{\"text\":\"Tik Tok\"},
\"packageSize\":{
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Session ID Source IP

20 192.168.2.4
kBytes

Timestamp transferred
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Direction

IN

Source Port

49719

Direction

ouT

Source Port
49741

Direction
ouT

Data

Data Raw: 6d 65 74 65 72 73 5¢c 22 3a 7b 7d 2c 5¢ 22 61 63 74 69 6f 6e 5¢ 22 3a 5¢ 22 73 77 61 70 53 74 61 72 74 54 69
6¢c 65 5¢ 22 7d 2¢ 5¢ 22 64 69 73 70 6¢ 61 79 4e 61 6d 65 5¢c 22 3a 7b 5¢ 22 74 65 78 74 5¢ 22 3a 5¢ 22 54 77 69 74 74
65 72 5c 22 7d 2c 5¢ 22 70 68 6f 6e 65 74 69 63 4e 61 6d 65 5¢c 22 3a 7b 5¢ 22 74 65 78 74 5¢ 22 3a 5¢ 22 54 77 69 74 74
65 72 5c 22 7d 2c 5¢ 22 70 61 63 6b 61 67 65 53 69 7a 65 5¢ 22 3a 7b 5¢ 22 6e 75 6d 62 65 72 5¢ 22 3a 34 34 32 33 39
32 2e 30 7d 2c 5¢c 22 6¢ 61 75 6e 63 68 53 74 6f 72 65 5¢ 22 3a 7b 5¢ 22 65 76 65 6e 74 5¢ 22 3a 5¢ 22 63 6¢ 69 63 6b 5¢
22 2c5c 2270617261 6d 65 74 65 72 73 5¢ 22 3a 7b 5¢ 22 75 72 69 5¢ 22 3a 5¢ 22 6d 73 2d 77 69 6e 64 6f 77 73 2d 73
74 6f 72 65 3a 5¢ 2f 5¢ 2f 70 64 70 5¢ 2f 3f 70 72 6f 64 75 63

Data Ascii: meters\":{},\"action\":\"swapStartTile\"},\"displayName\":{\"text\":\"Twitter\"},\"phoneticName\":{\"text\":\" Twitter\
"}\"packageSize\":{\"number\":442392.0} \"launchStore\":{\"event\":\"click\",\"parameters\":{\"uri\":\"ms-windows-store
:\WpdpV/?produc

Destination IP Destination Port Process

96.16.150.73 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /wlidsvcconfig.xml HTTP/1.0

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})

Host: clientconfig.passport.net

HTTP/1.0 200 OK

Content-Type: text/xml

Last-Modified: Thu, 11 Nov 2021 02:36:18 GMT
ETag: "03dad4e7a4d6d71:0"

Server: Microsoft-11S/10.0

PPServer: PPV: 30 H: BY1PPFE58ECO01A7 V: 0
Access-Control-Allow-Origin: *

Date: Thu, 02 Dec 2021 23:53:42 GMT
Content-Length: 12703

Connection: close

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 73 2d 61 73 63
69 69 22 3f 3e 3¢ 53 69 67 6e 61 74 75 72 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 30 2f 30 39 2f 78 6d 6¢ 64 73 69 67 23 22 3e 3c 63 66 67 3a 43 6f 6e 66 69 67 75 72 61 74 69 6f 6e 20 76 65
7273 69 6f 6e 3d 22 31 2e 31 22 20 78 6d 6¢ 6e 73 3a 63 66 67 3d 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 73 2e 6d 69
63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 50 50 43 52 4c 22 3e 3¢ 21 2d 2d 0d Oa 20 20 20 20 20 20
57 68 65 6e 20 61 20 63 65 72 74 69 66 69 63 61 74 65 20 69 73 20 72 65 76 27 64 2¢ 20 61 20 6C 69 6e 65 20 6¢ 69 6b
65 20 74 68 65 20 66 6f 6¢ 6¢ 6f 77 69 6e 67 20 73 68 6f 75

Data Ascii: <?xml version="1.0" encoding="us-ascii"?><Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#"><cf
g:Configuration version="1.1" xmIns:cfg="http://schemas.microsoft.com/Passport/PPCRL">...  When a certificate is rev
'd, a line like the following shou

Destination IP  Destination Port Process
20.50.102.62 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&Iocali
d=w:D9BC7EDF-91E8-C8ED-3ED4-3B144B30C00C&ctry=US&time=20211202T235337Z&Ic=en-US&pl=en-US&i
dtp=mid&uid=a9223225-82ba-4622-a95e-dcecd6738abd&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=9ff1266bd6e64a8b88fcbcOfdbaébcad&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&l0=1280500&metered=false&nettype=ethernet&npid=sc-
310091&oemName=VMware%2C%20Inc.&oemid=VMware%2C%?20Inc.&ossku=Professional&rver=2&smBiosDm=
VMware7%2C1&tI=2&tsu=1280500&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate

X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32068&sc=6

X-SDK-HW-TOKEN: t=EwDYAppeBAAU+CVBfQcFvEv2DZI9cfqZBAbEZGMAAex5G02ulLOkYZzoF0TIlj9eoqc3EMWLVCO
asn0hA6P0OcHHalW8w1CbWsAcbb/X1S1JrFKnESIL7QQWw1yNcWXnjmJI6gb50aJulZNjkpWN5gzw+nJKWfnAKSEYKUL
3LAIKZIN7mOimVoVIH2qr8c2+UzE3kM1kkn2EJ9aG/xCPf8VRj17Jgxjrow87eFlvuaeBXES4kmQn4UPGwHdbOMhR9
HuVUI4nf/fTykSOQTECBbEgjNF/XtTIMk+YTgTyVnWjWkMuOpD3SmtkpypObt3XCGLBmMX41XbBrYL5IkOvNCHJIqtFb
bw3iQCs1hAEexgikhp4kcaetiQngXjreWZVWPrh9oDZgAACLkfDIg+rzdSqAF8gMF2xkI5XdbMBdgtCwO97z Trrioy
GsGLk/aTDHUHhFZ2QV6FXKNgRx+OQSnUJUI+WRGAat90DnoG2LfIQKaYn49YTLO7kROyJrKNaFX8sB0OLzog9pj3hC
6uXdLr+2LNruzKvjjlrVs88FsI+DIY6ZWcs6YeZrkMQN/7uijpUzQB6zLqQTODKryRMGrEmnHrcliaAl96Z5J+aQsp
WApHaV3ilfdlgdpa9+C7r6k6HdyfpgQaEpKfB37n4SPCrZ2L.04V7JZIhCH/4za70ESbhc8FzcW+e63VZPF+zrge+kUm
AALKLMQ6BPVyyz7xfZrtziN4AFU04DX009p3SCGaHtVy76q/briJh8wdy86PvtpQsHPWS+z7kAO67Ue8IGPPpgipNJ7
r4nwgO7FI/MOLKBr7VD1UuzGWemY3GtAIMPXKawvARDEPY TfyrApwBIWpKXjrBIBUHeINLUB0VFEQfkUHexXmiXc5X
WHoclrD2lfw4boh/6L297d9CVqO5zFAcuoL09qw7082RIkG+eJArDIxi0jPY COocb2Lnalm1rMIGMwae/kZR+/1QE=&p=
Cache-Control: no-cache

MS-CV: tYMO4XIESUukqQWB.0

User-Agent: WindowsShellClient/9.0.40929.0 (Windows)

X-SDK-HWF: tch0,m301,m751,mA01,mTO1

Host: arc.msn.com

Connection: Keep-Alive
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Direction

IN

Source Port

49784

Direction

ouT

Data

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Length: 167

Content-Type: application/json; charset=utf-8

Expires: Mon, 01 Jan 0001 00:00:00 GMT

Server: Microsoft-11S/10.0

ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]

X-ARC-SIG: LD7MGPp/AwjmT+AQCbYjcUMMCgJIH9gmMbZMtYFYp+pepO2BYKtdN7aMmU7HenEimBwqSf27Qe9xjSk
ABW/4sMWwWFm73GYtFuVu4i/f8zJNB6C8g3wB72vY mNTLv429b70H3EiVoQ7Cjl05AS00x0260tVYJIWbly1OBazdOdi
iwcwlyDx4lyWuJ6Glvd/fXrB7ZQNUwpIDTDVOVJ12Wh4js3xabYeGYCqc/rMIbdYYQ+hL/qIRKgSFKOhA60TubGMbb
WXigk9BVFVu5DIMzh9sTamlp8nRjXHN520vZz/j8Khka5HuopypVjlL+smlJkrf32+DLiThj20bnpR13M5w==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Strict-Transport-Security: max-age=31536000; includeSubDomains

Date: Thu, 02 Dec 2021 23:53:44 GMT

Connection: close

Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2¢ 22 65 72 72 6f 72 73 22 3a 5b 7b
22 63 6f 64 65 22 3a 32 30 34 30 2¢ 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e
732065 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2¢ 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6¢ 69 67 69 62 6¢ 65
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 31 2d 31 32 2d 30
335430333a35333a3435227d7d

Data Ascii: {"batchrsp™:{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2021-12-03T03:53:45"}}

Destination IP Destination Port Process

142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
becmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample’ ‘'nonce-i8hKhGmR9j6tm6t9d5g5ag’ ‘unsafe-inline’ ‘strict-dynamic' https:
http:;object-src ‘none';base-uri ‘self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 02 Dec 2021 23:53:56 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5449

X-Daystart: 57236

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 35 31 65 0d Oa 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
72766572 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 34 34 39
222065 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 35 37 32 33 36 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22 6e
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6C 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 51e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlIns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5449" elapsed_seconds="57236"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""
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kBytes
Timestamp transferred

2021-12-02 23:53:56 UTC 375

2021-12-02 23:53:56 UTC 376

Session ID Source IP

22 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:56 UTC 373

2021-12-02 23:53:56 UTC 374

2021-12-02 23:53:56 UTC 376

2021-12-02 23:53:56 UTC 377

2021-12-02 23:53:56 UTC 377

Session ID Source IP

23 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49782

Direction

ouT

ouT

Source Port
49783

Direction

Data

Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20
66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37
3137 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 73
68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31
37 3137 3563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65
63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 73
69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3¢ 2f 61 70 70 3e 3c 61 70

Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Data Raw: 20
Data Ascii:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Thu, 02 Dec 2021 23:53:56 GMT

Strict-Transport-Security: max-age=31536000

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"

Report-To: {"group”:"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{“url":"https://csp.withgoogle.com/csp/rep
ort-to/ldentityListAccountsHttp/external“}|}

Content-Security-Policy: script-src ‘report-sample’ ‘nonce-A8CSDcW/tFRgXOZVAcQ8GW' ‘unsafe-inline';object-src
‘none’;base-uri ‘self;;report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self*

Content-Security-Policy: script-src ‘nonce-A8CSDcW/tFRgXOZVAcQ8GW' 'self' https://apis.google.com https://ssl.gstatic.co
m https:/mww.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport

Server: ESF

X-XSS-Protection: 0

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2¢ 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r',[]]

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestamp transferred Direction
2021-12-02 23:53:57 UTC 377 ouT
2021-12-02 23:53:58 UTC 378 IN
2021-12-02 23:53:58 UTC 378 IN
2021-12-02 23:53:58 UTC 394 IN
2021-12-02 23:53:58 UTC 432 IN
2021-12-02 23:53:58 UTC 448 IN
Session ID Source IP Source Port
24 192.168.2.4 49785
kBytes
Timestamp transferred Direction
2021-12-02 23:53:58 UTC 410 ouT

Copyright Joe Security LLC 2021

Data

GET /event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium=email&utm_campaig
n=risk_based_regulation_2022 HTTP/1.1

Host: the-hatchery.co

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:53:57 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close

Vary: Accept-Encoding
X-XSS-Protection: 0

X-Cache: EXPIRED

Data Raw: 31 63 37 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65
6e 2d 55 53 22 20 70 72 65 66 69 78 3d 22 6f 67 3a 20 68 74 74 70 3a 2f 2f 6f 67 70 2e 6d 65 2f 6e 73 23 20 66 62 3a 20
68 74 74 70 3a 2f 2f 6f 67 70 2e 6d 65 2f 6e 73 2f 66 62 23 22 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 3c 4d 45 54 41 20 48 54
54 50 2d 45 51 55 49 56 3d 22 43 6f 6e 74 65 6e 74 2d 74 79 70 65 22 20 43 4f 4e 54 45 4e 54 3d 22 74 65 78 74 2f 68 74
6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22 3e 0d Oa 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22
58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63 6f 6 74 65 6e 74 3d 22 49 45 3d 65 64 67 65 22 20 3e 0d Oa 3c
6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20

Data Ascii: 1c79<IDOCTYPE htmI><html lang="en-US" prefix="0g: http://ogp.me/ns# fb: http://ogp.me/ns/fb#"><head>
<META HTTP-EQUIV="Content-type" CONTENT="text/html; charset=UTF-8"><meta http-equiv="X-UA-Compatible"
content="|E=edge" ><meta charset="UTF-8"

Data Raw: 62 6¢ 65 64 5d 3a 66 6f 63 75 73 2c 0d 20 2e 63 72 69 74 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61 72 79 5b 64
69 73 61 62 6¢ 65 64 5d 2e 66 6f 63 75 73 2c 0d 20 2e 63 72 69 74 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61 72 79 5b 64
69 73 61 62 6¢ 65 64 5d 3a 61 63 74 69 76 65 2c 0d 20 2e 63 72 69 74 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61 72 79 5b
64 69 73 61 62 6¢ 65 64 5d 2e 61 63 74 69 76 65 2c 0d 20 66 69 65 6¢ 64 73 65 74 5b 64 69 73 61 62 6¢ 65 64 5d 20 2e 6
3726974 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61 72 79 2c 0d 20 66 69 65 6¢ 64 73 65 74 5b 64 69 73 61 62 6¢ 65 64 5d
20 2e 637269 74 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61 72 79 3a 68 6f 76 65 72 2c 0d 20 66 69 65 6¢ 64 73 65 74 5b 64
69 73 61 62 6¢ 65 64 5d 20 2e 63 72 69 74 2d 62 74 6e 2d 2d 73 65

Data Ascii: bled]:focus, .crit-btn--secondary[disabled].focus, .crit-btn--secondary[disabled]:active, .crit-btn--seconda
ry[disabled].active, fieldset[disabled] .crit-btn--secondary, fieldset[disabled] .crit-btn--secondary:hover, fieldset[disabled] .c
rit-btn--se

Data Raw: 2d 33 34 39 2f 69 6d 61 67 65 73 2f 37 39 39 31 25 32 30 2d 25 32 30 52 69 73 6b 2d 42 61 73 65 64 25 32 30
52 65 67 75 6¢ 61 74 69 6f 6e 25 32 30 2d 25 32 30 42 72 6 63 68 75 72 65 2e 70 64 66 22 20 64 6f 77 6e 6¢ 6f 61 64 20
68 69 64 64 65 6e 3e 3c 2f 61 3e 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20
09 09 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78
74 2f6a 61 76 61 73 63 72 69 70 74 22 3e 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2f 2f 20 43
6c 69 65 6e 74 20 53 69 64 65 20 46 6f 72 6d 20 76 61 6¢ 69 64 61 74 69 6f 6€ 73 20 42 4f 43 0d Oa 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 24 28 64 6f 63 75 6d 65
Data Ascii: -349/images/7991%20-%20Risk-Based%20Regulation%20-%20Brochure.pdf* download hidden></a>

<script type="text/javascript"> /I Client Side Form validations BOC $(docume

Data Raw: 62 72 6f 63 68 75 72 65 2d 64 6f 77 6e 6¢ 6f 61 64 2d 66 6f 72 6d 33 22 3e 0d 0a 09 3c 69 6e 70 75 74 20 74
7970 65 3d 22 68 69 64 64 65 6e 22 20 6e 61 6d 65 3d 22 6f 69 64 22 20 76 61 6¢ 75 65 3d 22 30 30 44 32 38 30 30 30
303031 68 68 34 38 22 3e 0d 0a 09 3¢ 69 6e 70 75 74 20 74 79 70 65 3d 22 68 69 64 64 65 6e 22 20 6e 61 6d 65 3d 22
72 65 74 55 52 4¢ 22 20 76 61 6¢ 75 65 3d 22 68 74 74 70 73 3a 2f 2f 74 68 65 2d 68 61 74 63 68 65 72 79 2e 63 6f 2f 65
76 65 6e 74 2f 72 69 73 6b 2d 62 61 73 65 64 2d 72 65 67 75 6¢ 61 74 69 6f 6€ 2d 32 30 32 32 2f 62 72 6f 63 68 75 72 65
2f 3f 64 6f 77 6e 6¢ 6f 61 64 5f 69 64 3d 37 39 39 31 22 3e 0d 0a 09 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 68 69 64 64
65 6e 22 20 6e 61 6d 65 3d 22 63 22 20 76 61 6¢ 75 65 3d 22 22

Data Ascii: brochure-download-form3"><input type="hidden" name="oid" value="00D28000001hh48"><input type="hidden"
name="retURL" value="https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?download_id=7991"><input typ
e="hidden" name="c" value=""

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/css/1636704769.jquery.qtip.css?ver=0.1 HTTP/1.1

Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;0=0.1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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kBytes

Timestamp transferred

2021-12-02 23:53:58 UTC 461

2021-12-02 23:53:58 UTC 462

Session ID Source IP

25 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:58 UTC 410

2021-12-02 23:53:58 UTC 455

2021-12-02 23:53:58 UTC 456

2021-12-02 23:53:58 UTC 456

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49795

Direction

ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:53:58 GMT
Content-Type: text/css

Content-Length: 13196

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-338c"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 2f 2a 0d 0a 2a 20 71 54 69 70 32 20 2d 20 50 72 65 74 74 79 20 70 6f 77 65 72 66 75 6¢ 20 74 6f 6f 6¢ 74 69
7073 0d Oa 2a 20 68 74 74 70 3a 2f 2f 63 72 61 69 67 73 77 6f 72 6b 73 2e 63 6f 6d 2f 70 72 6f 6a 65 63 74 73 2f 71 74 69
70 32 2f 0d Oa 2a 0d Oa 2a 20 56 65 72 73 69 6f 6e 3a 20 6e 69 67 68 74 6¢ 79 0d Oa 2a 20 43 6f 70 79 72 69 67 68 74 20
32303039 2d 323031302043 726169 67 20 4d 69 63 68 61 65 6¢ 20 54 68 6f 6d 70 73 6f 6€ 20 2d 20 68 74 74 70

3a 2f 2f 63 72 61 69 67 73 77 6f 72 6b 73 2e 63 6f 6d 0d Oa 2a 0d Oa 2a 20 44 75 61 6¢ 20 6¢ 69 63 65 6e 73 65 64 20 75
6e 64 65 72 20 4d 49 54 20 6f 72 20 47 50 4c 76 32 20 6¢ 69 63 65 6e 73 65 73 0d Oa 2a 20 20 20 68 74 74 70 3a 2f 2f 65
6e 2e 77 69 6b 69 70 65 64 69 61 2e 6f 72 67 2f 77 69 6b

Data Ascii: /** qTip2 - Pretty powerful tooltips* http://craigsworks.com/projects/qtip2/** Version: nightly* Copyright 2009-
2010 Craig Michael Thompson - http://craigsworks.com** Dual licensed under MIT or GPLv2 licenses* http://en.wikipe
dia.org/wik

Destination IP Destination Port Process

13.225.87.74 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /player/api.js?ver=1.0 HTTP/1.1

Host: w.soundcloud.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Content-Type: application/javascript; charset=UTF-8

Content-Length: 5540

Connection: close

Via: sssr, 1.1 2afacc6ad96dbba3fOb477cd95f16459.cloudfront.net (CloudFront)

p3p: policyref="https://w.soundcloud.com/player/w3c/p3p.xml*, CP="NON DSP COR CUR ADM DEV TAI PSAo PSDo OUR
STP CNT"

Accept-Ranges: bytes

Cache-Control: public, max-age=300

Last-Modified: Thu, 02 Dec 2021 08:37:38 GMT

ETag: W/"15a4-17d7a4abc50"

Date: Thu, 02 Dec 2021 23:53:58 GMT

strict-transport-security: max-age=63072000

Server: am/2

X-Cache: Miss from cloudfront

X-Amz-Cf-Pop: FRA2-C2

X-Amz-Cf-Id: BKGqIVFjUgwE7T-Rd TtktV60BVTACPIsLkK8xc1VtTHHOKnoKehBQw==

Data Raw: 76 61 72 20 53 43 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 53 43 3f 53 43 3a 7b 7d 3b 53 43 2e
57 69 64 67 65 74 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 6e 28
7229 7b 69 66 28 74 5b 72 5d 29 72 65 74 75 72 6e 20 74 5b 72 5d 2e 65 78 70 6f 72 74 73 3b 76 61 72 20 6f 3d 74 5b
72 5d 3d 7b 69 3a 72 2c 6¢ 3a 21 31 2c 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 72 65 74 75 72 6e 20 65 5b 72 5d 2e 63 61 6
¢ 6¢ 28 6f 2e 65 78 70 6f 72 74 73 2c 6f 2c 6f 2e 65 78 70 6f 72 74 73 2c 6e 29 2c 6f 2e 6¢ 3d 21 30 2c 6f 2e 65 78 70 6f
727473 7d 72 65 74 75 72 6e 20 6e 2e 6d 3d 65 2c 6e 2e 63 3d 74 2c 6e 2e 64 3d 66 75 6e 63 74 69 6f 6e 28 65 2¢ 74 2
€ 7229 7b 6e 2e 6f 28 65 2c 74 29 7c 7c 4f 62 6a 65 63 74 2e 64

Data Ascii: var SC="object"==typeof SC?SC:{};SC.Widget=function(e){var t={};function n(r){if(t[r])return t[r].exports;var
o=t[r]={i:r,l:!1,exports:{}};return e[r].call(o.exports,0,0.exports,n),o.1=!0,0.exports}return n.m=e,n.c=t,n.d=function(e,t,r){n
.o(e,1)||Object.d

Data Raw: 29 2c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 22 5f 5f 65 73 4d 6f 64 75 6¢ 65
22 2c 7b 76 61 6¢ 75 65 3a 21 30 7d 29 7d 2c 6e 2e 74 3d 66 75 6e 63 74 69 6f 6e 28 65 2¢ 74 29 7b 69 66 28 31 26 74
26 26 28 65 3d 6e 28 65 29 29 2c 38 26 74 29 72 65 74 75 72 6e 20 65 3b 69 66 28 34 26 74 26 26 22 6f 62 6a 65 63 74
22 3d3d 74 79 70 65 6f 66 20 65 26 26 65 26 26 65 2e 5f 5f 65 73 4d 6f 64 75 6¢ 65 29 72 65 74 75 72 6e 20 65 3b 76 61
72 2072 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 6e 75 6¢ 6¢ 29 3b 69 66 28 6e 2e 72 28 72 29 2c 4f 62 6a 65 63 74
2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 72 2c 22 64 65 66 61 75 6¢ 74 22 2c 7b 65 6e 75 6d 65 72 61 62 6¢ 65
3a 2130 2c 76 61 6¢ 75 65 3a 65 7d 29 2¢ 32 26 74 26 26 22 73

Data Ascii: ),Object.defineProperty(e,"__esModule" {value:!0})},n.t=function(e,t){if(1&t&&(e=n(e)),8&t)return e;if(4&t&&
"object"==typeof e&&e&&e.__esModule)return e;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default",{enum
erable:!0,value:e}),2&t&&"s
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Session ID Source IP

26 192.168.2.4
kBytes
Timestamp transferred

2021-12-02 23:53:58 UTC 411

2021-12-02 23:53:58 UTC 412

2021-12-02 23:53:58 UTC 412

2021-12-02 23:53:58 UTC 414

2021-12-02 23:53:58 UTC 415

2021-12-02 23:53:58 UTC 416

Copyright Joe Security LLC 2021

Source Port

49794

Direction

ouT

Destination IP Destination Port Process

151.101.0.217 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /apilplayer.js?ver=1.0 HTTP/1.1

Host: player.vimeo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Connection: close

Content-Length: 20020

Server: nginx

Content-Type: application/javascript;charset=utf-8
X-Xss-Protection: 1; mode=block

Content-Security-Policy: default-src 'none’; style-src ‘unsafe-inline’
X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Access-Control-Allow-Origin: *

P3p: CP="This is not a P3P policy! See https://vimeo.com/privacy"
Expires: Fri, 03 Dec 2021 00:00:33 GMT

Via: 1.1 varnish, 1.1 varnish

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
X-Varnish-Cache: 1

X-VServer: infra-playproxy-b-3

X-Vimeo-DC: ge

Accept-Ranges: bytes

Date: Thu, 02 Dec 2021 23:53:58 GMT

Age: 1399

X-Served-By: cache-mxp6971-MXP

X-Cache: HIT

X-Cache-Hits: 2

X-Timer: S1638489238.327190,VS0,VEO

Vary: Accept-Encoding

X-Player-Backend: p

Data Raw: 2f 2a 21 20 40 76 69 6d 65 6f 2f 70 6¢ 61 79 65 72 20 76 32 2e 31 36 2e 32 20 7c 20 28 63 29 20 32 30 32 31
2056 69 6d 65 6f 20 7c 20 4d 49 54 20 4c 69 63 65 6e 73 65 20 7c 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f
6d 2f 76 69 6d 65 6f 2f 70 6¢ 61 79 65 72 2e 6a 73 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 22 6f 62 6a
65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f
66 20 6d 6f 64 75 6¢ 65 3f 6d 6f 64 75 6¢ 65 2e 65 78 70 6 72 74 73 3d 74 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d
7479 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 74 29 3a 28 28 65
3d 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66

Data Ascii: /*! @vimeo/player v2.16.2 | (c) 2021 Vimeo | MIT License | https://github.com/vimeo/player.js */!function(e,t)
{"object"==typeof exports&&"undefined"!=typeof module?module.exports=t():"function"==typeof define&&define.amd?
define(t):((e="undefined"!=typeof

Data Raw: 6f 66 20 77 69 6e 64 6f 77 26 26 76 6f 69 64 20 30 21 3d 3d 77 69 6e 64 6f 77 2e 70 6f 73 74 4d 65 73 73 61 67
65 3b 69 66 28 21 28 65 7c 7c 74 26 26 6e 29 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 53 6f 72 72 79 2c 20
74 68 65 20 56 69 6d 65 6f 20 50 6¢ 61 79 65 72 20 41 50 49 20 69 73 20 6e 6f 74 20 61 76 61 69 6¢ 61 62 6C 65 20 69 6€
2074 68 69 73 20 62 72 6f 77 73 65 72 2e 22 29 3b 76 61 72 20 6f 2c 61 2¢ 75 2c 6¢ 2¢ 66 3d 22 75 6e 64 65 66 69 6e 65
64 22 21 3d 74 79 70 65 6f 66 20 67 6¢ 6f 62 61 6¢ 54 68 69 73 3f 67 6¢ 6f 62 61 6C 54 68 69 73 3a 22 75 6€ 64 65 66 69
6e 65 64 22 21 3d 74 79 70 65 6f 66 20 77 69 6e 64 6f 77 3f 77 69 6e 64 6f 77 3a 22 75 6e 64 65 66 69 6e 65 64 22 21 3d
7479 70 65 6f 66 20 67 6¢ 6f 62 61 6¢ 3f 67 6C 6 62

Data Ascii: of window&&void 0!==window.postMessage;if(!(e|[t&&n))throw new Error("Sorry, the Vimeo Player API is not
available in this browser.");var 0,a,u,l,f="undefined"I=typeof globalThis?globalThis:"undefined"!=typeof window?w
indow:"undefined"!=typeof global?glob

Data Raw: 29 29 72 65 74 75 72 6e 21 31 3b 76 61 72 20 74 3d 65 5b 74 68 69 73 2e 5f 69 64 5d 3b 72 65 74 75 72 6e 21
282174 7c 7c 74 5b 30 5d 21 3d 3d 65 29 7d 29 2c 6¢ 28 64 2e 70 72 6f 74 6f 74 79 70 65 2c 22 73 65 74 22 2¢ 66 75 6e
63 74 69 6f 6e 28 65 2c 74 29 7b 69 66 28 68 28 74 68 69 73 2c 22 73 65 74 22 29 2c 21 6d 28 65 29 29 74 68 72 6f 77
20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 49 6e 76 61 6¢ 69 64 20 76 61 6¢ 75 65 20 75 73 65 64 20 61 73 20 77
65 61 6b 20 6d 61 70 20 6b 65 79 22 29 3b 76 61 72 20 6e 3d 65 5b 74 68 69 73 2e 5f 69 64 5d 3b 72 65 74 75 72 6e 20 6
e 26 26 6e 5b 30 5d 3d 3d 3d 65 3f 6e 5b 31 5d 3d 74 3a 6¢ 28 65 2c 74 68 69 73 2e 5f 69 64 2¢ 5b 65 2c 74 5d 29 2c 74 €
869 73 7d 29 2c 6¢ 28 64 2c 22 5f 70 6f 6¢ 79 66 69 6¢ 6¢C 22 2C

Data Ascii: ))return!1;var t=e[this._id];return!(!t||t[0]!==e)}),I(d.prototype,"set",function(e,t){if(h(this,"set"),!m(e))throw new
TypeError(“Invalid value used as weak map key");var n=e[this._id];return n&&n[0]===e?n[1]=t:I(e,this._id,[e,t]),this})
(d,"_polyfill*,

Data Raw: 72 67 75 6d 65 6e 74 73 29 7d 29 7d 63 61 74 63 68 28 65 29 7b 68 2e 63 61 6¢ 6¢ 28 74 2¢ 65 29 7d 7d 29 3a
2872 2e 6d 73 67 3d 65 2c 72 2e 73 74 61 74 65 3d 31 2c 30 3c 72 2e 63 68 61 69 6e 2e 6¢ 65 6e 67 74 68 26 26 63 28
66 2c 72 29 29 7d 63 61 74 63 68 28 65 29 7b 68 2e 63 61 6¢ 6¢ 28 6e 65 77 20 6d 28 72 29 2¢ 65 29 7d 7d 7d 66 75 6e
63 74 69 6f 6e 20 68 28 65 29 7b 76 61 72 20 74 3d 74 68 69 73 3b 74 2e 74 72 69 67 67 65 72 65 64 7c 7c 28 74 2e 74 7
26967 67 65 72 65 64 3d 21 30 2c 74 2e 64 65 66 26 26 28 74 3d 74 2e 64 65 66 29 2c 74 2e 6d 73 67 3d 65 2¢c 74 2e 73
74 61 74 65 3d 32 2c 30 3c 74 2e 63 68 61 69 6e 2e 6¢ 65 6e 67 74 68 26 26 63 28 66 2c 74 29 29 7d 66 75 6e 63 74 69
6f 6e 20 76 28 65 2c 6e 2c 72 2¢ 6f 29 7b 66 6f 72 28 76 61 72 20 74

Data Ascii: rguments)})}catch(e){h.call(t,e)}}):(r.msg=e,r.state=1,0<r.chain.length&&c(f,r))}catch(e){h.call(new m(r),e)
Hunction h(e){var t=this;t.triggered||(t.triggered=!0,t.def&&(t=t.def),t. nsg=e,t.state=2,0<t.chain.length&&c(f,t))}function v(e
,n,r,o0){for(var t
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:53:58 UTC 418 IN Data Raw: 28 22 66 75 6e 63 74 69 6f 6e 22 21 3d 74 79 70 65 6f 66 20 65 7c 7c 22 66 75 6e 63 74 69 6f 6e 22 21 3d 74
7970 65 6f 66 20 74 29 74 68 72 6f 77 20 54 79 70 65 45 72 72 6f 72 28 22 4e 6f 74 20 61 20 66 75 6e 63 74 69 6f 6e 22
29 3b 65 28 6e 29 7d 29 7d 29 2c 74 28 79 2c 22 72 65 6a 65 63 74 22 2c 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74
75 72 6e 20 6e 65 77 20 74 68 69 73 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22
213d 7479 70 65 6f 66 20 65 7c 7c 22 66 75 6e 63 74 69 6f 6e 22 21 3d 74 79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 54
79 7065 45 72 72 6f 72 28 22 4e 6f 74 20 61 20 66 75 6e 63 74 69 6f 6e 22 29 3b 74 28 6e 29 7d 29 7d 29 2c 74 28 79 2c
22 61 6¢ 6C 22 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61
Data Ascii: ("function"!=typeof e||"function"!=typeof t)throw TypeError("Not a function");e(n)})}),t(y, reject",function(n){return
new this(function(e,t){if("function"!=typeof e||"function"!=typeof t)throw TypeError("Not a function");t(n)})}),t(y,"all",function(t)
{va

2021-12-02 23:53:58 UTC 419 IN Data Raw: 73 69 6e 6¢ 69 6e 65 22 2c 22 70 6f 72 74 72 61 69 74 22 2¢c 22 72 65 73 70 6f 6e 73 69 76 65 22 2c 22 73 70
65 65 64 22 2¢c 22 74 65 78 74 74 72 61 63 6b 22 2c 22 74 69 74 6¢ 65 22 2c 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2¢
227572 6¢ 22 2¢ 22 77 69 64 74 68 22 5d 3b 66 75 6e 63 74 69 6f 6e 20 54 28 72 2¢ 65 29 7b 76 61 72 20 74 3d 31 3c
61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 26 26 76 6f 69 64 20 30 21 3d 3d 65 3f 65 3a 7b 7d 3b 72 65 74 7572 6
e 2045 2e 72 65 64 75 63 65 28 66 75 6e 63 74 69 6f 6e 28 65 2¢ 74 29 7b 76 61 72 20 6e 3d 72 2e 67 65 74 41 74 74 72
69 62 75 74 65 28 22 64 61 74 61 2d 76 69 6d 65 6f 2d 22 2e 63 6f 6 63 61 74 28 74 29 29 3b 72 65 74 75 72 6e 21 6e
26 26 22 22 21 3d 3d 6e 7c 7c 28 65 5b 74 5d 3d 22 22 3d 3d 3d 6e 3f
Data Ascii: sinline”,"portrait","responsive”,"speed","texttrack","title","transparent","url","width"];function T(r,e){var t=1<argu
ments.length&&void 0!==e?e:{};return E.reduce(function(e,t){var n=r.getAttribute("data-vimeo-".concat(t));return!n&&'
=n||(e[t]=""===n?

2021-12-02 23:53:58 UTC 420 IN Data Raw: 6f 75 6e 64 2e 22 29 29 29 7d 2c 6f 2e 6f 6e 65 72 72 6f 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20
65 3d 6f 2e 73 74 61 74 75 73 3f 22 20 28 22 2e 63 6f 6e 63 61 74 28 6f 2e 73 74 61 74 75 73 2¢ 22 29 22 29 3a 22 22 3b
6e 28 6e 65 77 20 45 72 72 6f 72 28 22 54 68 65 72 65 20 77 61 73 20 61 6e 20 65 72 72 6f 72 20 66 65 74 63 68 69 6e
67 20 74 68 65 20 65 6d 62 65 64 20 63 6f 64 65 20 66 72 6f 6d 20 56 69 6d 65 6f 22 2e 63 6f 6 63 61 74 28 65 2¢ 22 2e
222929 29 7d 2c 6f 2e 73 65 6e 64 28 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 4d 28 65 29 7b 69 66 28 22 73 74 72 69
6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 74 72 79 7b 65 3d 4a 53 4f 4e 2e 70 61 72 73 65 28 65 29 7d 63 61 74 63 68 2
86529 7b 72 65 74 75 72 6e 20 63 6f 6e 73 6f 6¢ 65 2e 77 61 72
Data Ascii: ound.")))},0.onerror=function(){var e=o.status?" (".concat(o.status,")"):"";n(new Error("There was an error
fetching the embed code from Vimeo".concat(e,".")))},0.send()})}unction M(e){if("string"==typeof e)try{e=JSON.parse(e)}
catch(e){return console.war

2021-12-02 23:53:58 UTC 422 IN Data Raw: 26 63 6f 6e 73 6f 6¢ 65 2e 77 61 72 6e 28 22 41 20 6a 51 75 65 72 79 20 6f 62 6a 65 63 74 20 77 69 74 68 20
6d 75 6¢ 74 69 70 6¢ 65 20 65 6¢ 65 6d 65 6e 74 73 20 77 61 73 20 70 61 73 73 65 64 2¢ 20 75 73 69 6e 67 20 74 68 65
2066 69 72 73 74 20 65 6¢ 65 6d 65 6e 74 2e 22 29 2¢ 75 3d 75 5b 30 5d 29 2c 22 75 6e 64 65 66 69 6e 65 64 22 21 3d
7479 70 65 6f 66 20 64 6f 63 75 6d 65 6e 74 26 26 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 75 26 26 28 75 3d
64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6¢ 65 6d 65 6e 74 42 79 49 64 28 75 29 29 2c 65 3d 75 2c 21 42 6f 6f 6¢ 65 61 6e
28 65 26 26 31 3d 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 26 26 22 6e 6f 64 65 4e 61 6d 65 22 69 6e 20 65 26 26 65 2e 6f 77
6e 65 72 44 6f 63 75 6d 65 6e 74 26 26 65 2e 6f 77 6e 65 72 44
Data Ascii: &console.warn("A jQuery object with multiple elements was passed, using the first element."),u=u[0]),"undefi
ned"l=typeof document&&"string"==typeof u&&(u=document.getElementByld(u)),e=u,!Boolean(e&&1===e.node
Type&&"nodeName"in e&&e.ownerDocument&&e.ownerD

2021-12-02 23:53:58 UTC 423 IN Data Raw: 6e 74 2e 6e 6f 64 65 4e 61 6d 65 26 26 4e 28 74 68 69 73 2c 22 70 69 6e 67 22 29 2¢ 53 2e 69 73 45 6e 61 62
6c 65 64 26 26 28 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 53 2e 65 78 69 74 28 29 7d 2c 74 68 69
73 2e 66 75 6¢ 6¢ 73 63 72 65 65 6e 63 68 61 6e 67 65 48 61 6e 64 6¢ 65 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 28 53
2e 69 73 46 75 6¢ 6¢ 73 63 72 65 65 6e 3f 77 3a 6b 29 28 6¢ 2c 22 65 76 65 6€ 74 3a 65 78 69 74 46 75 6¢ 6¢ 73 63 72 6
565 6e 22 2c 72 29 2c 6¢ 2e 72 65 61 64 79 28 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 29 7b 4e 28 6¢ 2¢ 22 66
75 6¢ 6¢ 73 63 72 65 65 6€ 63 68 61 6e 67 65 22 2¢ 53 2e 69 73 46 75 6¢ 6¢ 73 63 72 65 65 6e 29 7d 29 7d 2c 53 2e 6f 6e
2822 66 75 6¢ 6C 73 63 72 65 65 6e 63 68 61 6e 67 65 22 2C 74 68
Data Ascii: nt.nodeName&&N(this,"ping”),S.isEnabled&&(r=function(){return S.exit()},this.fullscreenchangeHandler=functio
n(){(S.isFullscreen?w:k)(l,"event:exitFullscreen",r),l.ready().then(function(){N(l,"fullscreenchange",S.isFullscreen)})}
,S.on("fullscreenchange”,th

2021-12-02 23:53:58 UTC 424 IN Data Raw: 63 74 69 6f 6e 22 21 3d 74 79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72
2822 54 68 65 20 63 61 6¢ 6C 62 61 63 6b 20 6d 75 73 74 20 62 65 20 61 20 66 75 6€ 63 74 69 6f 6 2e 22 29 3b 6b 28
74 6869 73 2c 22 65 76 65 6e 74 3a 22 2e 63 6f 6e 63 61 74 28 65 29 2¢ 74 29 26 26 74 68 69 73 2e 63 61 6¢ 6¢ 4d 65
74 68 6f 64 28 22 72 65 6d 6f 76 65 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 22 2¢ 65 29 2e 63 61 74 63 68 28 66 75 6€ 6
37469 6f 6e 28 65 29 7b 7d 29 7d 7d 2c 7b 6b 65 79 3a 22 6¢ 6f 61 64 56 69 64 65 6f 22 2¢ 76 61 6C 75 65 3a 66 75 6€ 6
374 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 63 61 6¢ 6¢ 4d 65 74 68 6f 64 28 22 6¢ 6f 61 64 56 69 64 6
5 6f 22 2¢ 65 29 7d 7d 2c 7b 6b 65 79 3a 22 72 65 61 64 79 22 2¢
Data Ascii: ction"!=typeof t)throw new TypeError("The callback must be a function.");k(this,"event:".concat(e),t)&&this.
callMethod("removeEventListener",e).catch(function(e){})}},{key:"loadVideo",value:function(e){return this.callMethod("lo
adVideo",e)}},{key:"ready",

2021-12-02 23:53:58 UTC 426 IN Data Raw: 20 74 68 69 73 2e 63 61 6¢ 6¢ 4d 65 74 68 6f 64 28 22 72 65 71 75 65 73 74 50 69 63 74 75 72 65 49 6e 50 69
637475 72 65 22 29 7d 7d 2c 7b 6b 65 79 3a 22 65 78 69 74 50 69 63 74 75 72 65 49 6e 50 69 63 74 75 72 65 22 2¢c 76
61 6¢ 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 63 61 6¢ 6¢ 4d 65 74 68 6f 64 28 22
65 78 69 74 50 69 63 74 75 72 65 49 6e 50 69 63 74 75 72 65 22 29 7d 7d 2c 7b 6b 65 79 3a 22 67 65 74 50 69 63 74 75
72 65 49 6e 50 69 63 74 75 72 65 22 2¢ 76 61 6¢ 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 6
973 2e 67 65 74 28 22 70 69 63 74 75 72 65 49 6e 50 69 63 74 75 72 65 22 29 7d 7d 2c 7b 6b 65 79 3a 22 75 6e 6¢ 6f 61
64 22 2c 76 61 6¢ 75 65 3a 66 75 6€ 63 74 69 6f 6e 28 29 7b 72 65
Data Ascii: this.callMethod("requestPicturelnPicture")}} {key:"exitPicturelnPicture",value:function(){return this.callM
ethod("exitPicturelnPicture")}},{key:"getPicturelnPicture",value:function(){return this.get("pictureInPicture")}},{key:"
unload",value:function(){re

2021-12-02 23:53:58 UTC 427 IN Data Raw: 6b 65 79 3a 22 67 65 74 42 75 66 66 65 72 65 64 22 2¢ 76 61 6¢ 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72
6574 75 72 6e 20 74 68 69 73 2e 67 65 74 28 22 62 75 66 66 65 72 65 64 22 29 7d 7d 2c 7b 6b 65 79 3a 22 67 65 74 43
61 6d 65 72 61 50 72 6f 70 73 22 2¢ 76 61 6¢ 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 74 68 69 73
2e 67 65 74 28 22 63 61 6d 65 72 61 50 72 6f 70 73 22 29 7d 7d 2c 7b 6b 65 79 3a 22 73 65 74 43 61 6d 65 72 61 50 72 6f
70 7322 2c 76 61 6¢ 75 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 73 65 74 28 22
63 61 6d 65 72 61 50 72 6f 70 73 22 2¢c 65 29 7d 7d 2c 7b 6b 65 79 3a 22 67 65 74 43 68 61 70 74 6572 7322 2c 76 61 6
€ 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20
Data Ascii: key:"getBuffered",value:function(){return this.get("buffered")}} {key:"getCameraProps",value:function(){return
this.get("cameraProps")}},{key:"setCameraProps",value:function(e){return this.set("cameraProps",e)}},{key:"getChapter
s",value:function(){return
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kBytes
Timestamp transferred

2021-12-02 23:53:58 UTC 428

2021-12-02 23:53:58 UTC 430

2021-12-02 23:53:58 UTC 431

Session ID Source IP

27 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:58 UTC 475

2021-12-02 23:53:59 UTC 490

2021-12-02 23:53:59 UTC 491

2021-12-02 23:53:59 UTC 506

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49793

Direction

ouT

Data

Data Raw: 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 67 65 74 28 22 71 75 61 6¢ 69 74 69 65 73 22 29 7d 7d 2c 7b
6b 65 79 3a 22 67 65 74 51 75 61 6¢ 69 74 79 22 2¢c 76 61 6¢ 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72
6e 20 74 68 69 73 2e 67 65 74 28 22 71 75 61 6¢ 69 74 79 22 29 7d 7d 2c 7b 6b 65 79 3a 22 73 65 74 51 75 61 6¢ 69 74 7
922 2c 76 61 6¢ 75 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 73 65 74 28 22 71 75
61 6¢ 69 74 79 22 2c 65 29 7d 7d 2c 7b 6b 65 79 3a 22 67 65 74 53 65 65 6b 61 62 6¢ 65 22 2¢ 76 61 6¢C 75 65 3a 66 75
6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 67 65 74 28 22 73 65 65 6b 61 62 6¢ 65 22 29 7d 7d 2¢
7b 6b 65 79 3a 22 67 65 74 53 65 65 6b 69 6e 67 22 2¢ 76 61 6¢ 75 65 3a

Data Ascii: (){return this.get("qualities")}},{key:"getQuality",value:function(){return this.get("quality")}},{key:"setQuality",va
lue:function(e){return this.set("quality",e)}},{key:"getSeekable",value:function(){return this.get("seekable")}},{key:"g
etSeeking",value:

Data Raw: 6b 69 74 66 75 6¢ 6¢ 73 63 72 65 65 6e 63 68 61 6e 67 65 22 2¢c 22 77 65 62 6b 69 74 66 75 6¢ 6¢ 73 63 72 65
65 6e 65 72 72 6f 72 22 5d 2c 5b 22 6d 6f 7a 52 65 71 75 65 73 74 46 75 6¢ 6¢ 53 63 72 65 65 6e 22 2c 22 6d 6f 7a 43 61
6e 63 65 6¢ 46 75 6¢ 6¢ 53 63 72 65 65 6e 22 2¢ 22 6d 6f 7a 46 75 6¢ 6¢ 53 63 72 65 65 6e 45 6¢ 65 6d 65 6e 74 22 2¢ 22
6d 6f 7a 46 75 6¢ 6¢ 53 63 72 65 65 6e 45 6e 61 62 6¢ 65 64 22 2¢ 22 6d 6f 7a 66 75 6¢ 6¢ 73 63 72 65 65 6 63 68 61 6e
67 65 22 2c 22 6d 6f 7a 66 75 6¢ 6¢ 73 63 72 65 65 6 65 72 72 6f 72 22 5d 2¢ 5b 22 6d 73 52 65 71 75 65 73 74 46 75 6¢C
6C 73 63 72 65 65 6e 22 2¢ 22 6d 73 45 78 69 74 46 75 6¢ 6¢ 73 63 72 65 65 6e 22 2¢c 22 6d 73 46 75 6¢ 6¢C 73 63 72 65
65 6e 45 6¢ 65 6d 65 6e 74 22 2¢c 22 6d 73 46 75 6¢ 6¢ 73 63

Data Ascii: kitfullscreenchange","webkitfullscreenerror"],['mozRequestFullScreen","mozCancelFullScreen”,"mozFu

lIScreenElement”,"mozFullScreenEnabled","mozfullscreenchange”,"mozfullscreenerror"],['msRequestFullscreen","ms

ExitFullscreen”,"msFullscreenElement","msFullsc

Data Raw: 6e 63 74 69 6f 6e 28 65 29 7b 66 75 6e 63 74 69 6f 6e 20 6e 28 65 29 7b 22 63 6f 6e 73 6f 6¢ 65 22 69 6e 20
77 69 6e 64 6f 77 26 26 63 6f 6e 73 6f 6¢ 65 2e 65 72 72 6f 72 26 26 63 6f 6e 73 6f 6¢ 65 2e 65 72 72 6f 72 28 22 54 68
6572 65 20 77 61 73 20 61 6e 20 65 72 72 6f 72 20 63 72 65 61 74 69 6e 67 20 61 6e 20 65 6d 62 65 64 3a 20 22 2e 63
6f 6e 63 61 74 28 65 29 29 7d 76 61 72 20 74 3d 30 3¢ 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 26 26 76 6f 69
64 20 30 21 3d 3d 65 3f 65 3a 64 6f 63 75 6d 65 6e 74 3b 5b 5d 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6¢ 28 74 2e 71 75 65 72 79
53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 22 5b 64 61 74 61 2d 76 69 6d 65 6f 2d 69 64 5d 2c 20 5b 64 61 74 61 2d 76 69 6d 65
6f 2d 75 72 6¢ 5d 22 29 29 2e 66 6f 72 45 61 63 68 28 66 75 6e

Data Ascii: nction(e){function n(e){"console"in window&&console.error&&console.error("There was an error creating an
embed: ".concat(e))}var t=0<arguments.length&&void 0!==e?e:document;[].slice.call(t.querySelectorAll("[data-vimeo-id],
[data-vimeo-url]")).forEach(fun

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.main.min.css?ver=3.0 HTTP/1.1
Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:53:59 GMT
Content-Type: text/css

Content-Length: 281972

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-44d74"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 40 63 68 61 72 73 65 74 20 22 55 54 46 2d 38 22 3b 2e 66 61 6e 63 79 62 6f 78 2d 6e 61 76 2c 68 74 6d 6¢ 7b
2d 77 65 62 6b 69 74 2d 74 61 70 2d 68 69 67 68 6¢ 69 67 68 74 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d
2e 66 61 6e 63 79 62 6f 78 2d 65 72 72 6f 72 2c 2e 74 65 78 74 2d 6e 6f 77 72 61 70 7b 77 68 69 74 65 2d 73 70 61 63 65
3a6e 6f 77 72 61 70 7d 2e 71 74 69 70 2d 63 6f 6e 74 65 6e 74 2c 70 72 65 7b 77 6f 72 64 2d 77 72 61 70 3a 62 72 65 61
6b 2d 77 6f 72 64 7d 2e 62 6¢ 6f 67 66 65 65 64 2¢ 2e 6d 6f 64 61 6¢ 2d 74 70 6¢ 20 75 6C 2C 2€ 73 6f 63 69 61 6C 70 72
6f 66 69 6¢ 65 73 7b 6¢ 69 73 74 2d 73 74 79 6¢ 65 2d 74 79 70 65 3a 6e 6f 6e 65 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67
3a30 7d 70 2c 75 6¢ 2e 72 65 73 70 2d 74 61 62 73 2d 6¢

Data Ascii: @charset "UTF-8";.fancybox-nav,html{-webkit-tap-highlight-color:transparent}.fancybox-error,.text-nowrap{whi
te-space:nowrap}.qtip-content,pre{word-wrap:break-word}.blogfeed,.modal-tpl ul,.socialprofiles{list-style-type:none}body
{padding:0}p,ul.resp-tabs-|

Data Raw: 6f 6¢ 6f 72 73 74 72 3d 23 37 31 37 31 37 31 2c 65 6e 64 43 6f 6¢ 6f 72 73 74 72 3d 23 34 41 34 41 34 41 29
227d 2e 71 74 69 70 2d 6a 74 6f 6f 6¢ 73 20 2e 71 74 69 70 2d 63 6f 6e 74 65 6e 74 7b 66 69 6¢ 74 65 72 3a 70 72 6f 67
69 64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 4d 69 63 72 6f 73 6f 66 74 2e 67 72 61 64 69 65 6e 74 28 73
74617274 43 6f 6¢ 6f 72 73 74 72 3d 23 34 41 34 41 34 41 2c 20 65 6e 64 43 6f 6¢ 6f 72 73 74 72 3d 23 32 33 32 33 32
3329 3b 2d 6d 73 2d 66 69 6¢ 74 65 72 3a 22 70 72 6f 67 69 64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e
4d 69 63 72 6f 73 6f 66 74 2e 67 72 61 64 69 65 6e 74 28 73 74 61 72 74 43 6f 6¢ 6f 72 73 74 72 3d 23 34 41 34 41 34 41
2c 65 6e 64 43 6f 6¢ 6f 72 73 74 72 3d 23 32 33 32 33 32 33

Data Ascii: olorstr=#717171,endColorstr=#4A4A4A)"}.qtip-jtools .qgtip-content{filter:progid:DXImageTransform.Microsoft.gr
adient(startColorstr=#4A4A4A, endColorstr=#232323);-ms-filter:"progid:DXImageTransform.Microsoft.gradient(star
tColorstr=#4A4A4A endColorstr=#232323
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:53:59 UTC 626 IN Data Raw: 6f 6e 2d 63 68 65 76 72 6f 6e 2d 75 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 31 33 22
7d 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 63 68 65 76 72 6f 6e 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6 74 3a
22 5c 6531313422 7d 2e 67 6¢c 79 70 68 69 63 6f 6e 2d 72 65 74 77 65 65 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e
74 3a225c 65 31 31 35 22 7d 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 73 68 6f 70 70 69 6e 67 2d 63 61 72 74 3a 62 65 66 6f 72
65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 65 31 31 36 22 7d 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 66 6f 6¢ 64 65 72 2d 63 6¢ 6f 73
65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5¢ 65 31 31 37 22 7d 2e 67 6¢ 79 70 68 69 63 6f 6e 2d 66 6f 6¢ 64
65 72 2d 6f 70 65 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74
Data Ascii: on-chevron-up:before{content:"\e113"}.glyphicon-chevron-down:before{content:"\e114"}.glyphicon-retweet:befor
e{content:"\e115"}.glyphicon-shopping-cart:before{content:"\e116"}.glyphicon-folder-close:before{content:"\e117"}.glyphi
con-folder-open:before{cont

2021-12-02 23:53:59 UTC 642 IN Data Raw: 68 3a 39 31 2e 36 36 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 6¢c 2d 78 73 2d 31 32 7b 77 69 64 74 68 3a 31 30
3025 7d 2e 63 6f 6¢ 2d 78 73 2d 70 75 6¢ 6¢ 2d 30 7b 72 69 67 68 74 3a 61 75 74 6f 7d 2e 63 6f 6¢ 2d 78 73 2d 70 75 6¢C
6c 2d 31 7b 72 69 67 68 74 3a 38 2e 33 33 33 33 33 33 33 33 3333 25 7d 2e 63 6f 6¢ 2d 78 73 2d 70 75 6¢ 6¢ 2d 32 7b
72 69 67 68 74 3a 31 36 2e 36 36 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 78 73 2d 70 75 6¢ 6¢ 2d 33 7b 72 69 67
68 74 3a 32 35 25 7d 2e 63 6f 6¢ 2d 78 73 2d 70 75 6¢ 6¢ 2d 34 7b 72 69 67 68 74 3a 33 33 2e 33 3333 33333333333
33325 7d 2e 63 6f6c 2d 78 73 2d 70 75 6¢ 6¢ 2d 35 7b 72 69 67 68 74 3a 34 31 2e 36 36 36 36 36 36 36 36 36 37 25 7d
2e 63 6f 6¢ 2d 78 73 2d 70 75 6¢ 6¢ 2d 36 7b 72 69 67 68 74 3a 35
Data Ascii: h:91.6666666667%}.col-xs-12{width:100%}.col-xs-pull-0{right:auto}.col-xs-pull-1{right:8.3333333333%}.col-xs-
pull-2{right:16.6666666667%}.col-xs-pull-3{right:25%}.col-xs-pull-4{right:33.3333333333%}.col-xs-pull-5{right:41.6 666666
667%}.col-xs-pull-6{right:5

2021-12-02 23:53:59 UTC 658 IN Data Raw: 67 72 6f 75 70 2d 73 6d 3e 69 6e 70 75 74 5b 74 79 70 65 3d 6d 6f 6e 74 68 5d 2e 66 6f 72 6d 2d 63 6f 6e 74
72 6f 6¢ 2 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 69 6e 70 75 74 5b 74 79 70 65 3d 6d 6f 6e 74 68 5d 2e 69 6e
7075 74 2d 67 72 6f 75 70 2d 61 64 64 6f 6e 2c 69 6e 70 75 74 5b 74 79 70 65 3d 64 61 74 65 5d 2e 69 6e 70 75 74 2d 73
6d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 74 69 6d 65 5d 2e 69 6e 70 75 74 2d 73 6d 2c 69 6e 70 75 74 5b 74 79 70 65 3d
64 61 74 65 74 69 6d 65 2d 6¢ 6f 63 61 6¢ 5d 2e 69 6e 70 75 74 2d 73 6d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 6d 6f 6e 74
68 5d 2e 69 6e 70 75 74 2d 73 6d 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 33 33 70 78 7d 2e 69 6e 70 75 74 2d 67 72 6f
75 70 2d 6¢ 67 20 69 6e 70 75 74 5b 74 79 70 65 3d 64 61 74 65
Data Ascii: group-sm>input[type=month].form-control,.input-group-sm=>input[type=month].input-group-addon,input[
type=date].input-sm,input[type=time].input-sm,input[type=datetime-local].input-sm,input[type=month].input-sm{line-height
:33px}.input-group-lg input[type=date

2021-12-02 23:54:00 UTC 753 IN Data Raw: 3e 61 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 67 6¢ 6f 62 61 6¢ 6e 61 76 2d 2d 61 63 74 69 6f 6e 73 3e
6¢ 69 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 61 2e 66 6f 63 75 73 2c 2e 67 6¢ 6f 62 61 6¢ 6€ 61 76 2d 2d 61 63 74 69 6f
6e 73 3e 6¢ 69 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 61 3a 61 63 74 69 76 65 2e 66 6f 63 75 73 2¢ 2e 67 6¢ 6f 62 61 6C
6e 61 76 2d 2d 61 63 74 69 6f 6e 73 3e 6¢ 69 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 61 3a 61 63 74 69 76 65 3a 66 6f 63
7573 2c 2e 67 6¢ 6f 62 61 6¢ 6e 61 76 2d 2d 61 63 74 69 6f 6e 73 3e 6¢ 69 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 61 3a
66 6f 63 75 73 2¢ 2e 67 6¢ 6f 62 61 6¢ 6€ 61 76 2d 2d 61 63 74 69 6f 6 73 3e 6¢ 69 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 3e
61 2e 61 63 74 69 76 65 2e 66 6f 63 75 73 2¢ 2e 67 6¢ 6f
Data Ascii: >a.active:focus,.globalnav--actions>li:first-child>a.focus,.globalnav--actions>li:first-child>a:active.focus
,.globalnav--actions>li:first-child>a:active:focus,.globalnav--actions>li:first-child>a:focus,.globalnav--actions>li:last-child>a.
active.focus,.glo

2021-12-02 23:54:00 UTC 769 IN Data Raw: 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 61 63 74 69 76 65 2e 70 61 63 6b 61 67 65 2d 2d 62 74 6e 2c
2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 6¢ 6f 63 6b 2d 2d 62 75 74 74 6f 6e 3a 61 63 74 69 76
65 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 6¢ 6f 63 6b 2d 2d 62 75 74 74 6f 6e 3a 66 6f 63
7573 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 6¢ 6f 63 6b 2d 2d 62 75 74 74 6f 6e 3a 68 6f
76 65 72 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 74 6e 2e 61 63 74 69 76 65 2c 2e 62 74
6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 74 6e 3a 61 63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70
2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 74 6e 3a 66 6f 63 75 73 2c
Data Ascii: group-vertical>.active.package--btn,.btn-group-vertical>.block--button:active, .btn-group-vertical>.block--bu
tton:focus,.btn-group-vertical>.block--button:hover,.btn-group-vertical>.btn.active,.btn-group-vertical>.btn:active,.btn-group-
vertical>.btn:focus,

2021-12-02 23:54:00 UTC 785 IN Data Raw: 2e 62 74 6e 2d 67 72 6f 75 70 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 3a 6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69
6¢ 64 29 3e 62 75 74 74 6f 6e 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6C 65 66
742d 72 61 64 69 75 73 3a 30 3b 62 6f 72 64 65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 30 7d 2e 62 74 6e
2d 67 72 6f 75 70 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 61 63 74 69 76 65 2 2e 62 74 6e 2d 67 72 6f 75
70 2e 6f 70 65 6e 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 6f 75 74 6¢ 69 6€ 65 3a 30 7d 2e 62 74 6e 2d 67
72 6f 75 70 3e 2e 62 6¢ 6f 63 6b 2d 2d 62 75 74 74 6f 6e 2b 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 2¢ 2e 62 74
6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 2b 2e 64 72 6f 70 64
Data Ascii: .btn-group:last-child:not(:first-child)>button:first-child{border-bottom-left-radius:0;border-top-left-radius:0}.btn-g
roup .dropdown-toggle:active,.btn-group.open .dropdown-toggle{outline:0}.btn-group>.block--button+.dropdown-toggle,.btn-
group>.btn+.dropd

2021-12-02 23:54:00 UTC 801 IN Data Raw: 72 74 69 63 61 6¢ 3e 2e 62 74 6e 2d 67 72 6f 75 70 3a 6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 29 3a
6e 6f 74 28 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 29 3e 2e 62 6¢ 6f 63 6b 2d 2d 62 75 74 74 6f 6e 2c 2e 62 74 6e 2d 67 72 6f
7570 2d 76 65 72 74 69 63 61 6¢ 3e 2e 62 74 6e 2d 67 72 6f 75 70 3a 6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6¢ 64
29 3a 6e 6f 74 28 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 29 3e 2e 62 74 6e 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69
63 61 6¢ 3e 2e 62 74 6e 2d 67 72 6f 75 70 3a 6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 29 3a 6e 6f 74 28 3a 6¢ 61
73 74 2d 63 68 69 6¢ 64 29 3e 2e 63 72 69 74 2d 62 74 6e 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6¢
3e 2e 62 74 6e 2d 67 72 6f 75 70 3a 6e 6f 74 28 3a 66 69 72 73
Data Ascii: rtical>.btn-group:not(:first-child):not(:last-child)>.block--button,.btn-group-vertical>.btn-group:not(:first-child):n
ot(:last-child)>.btn,.btn-group-vertical>.btn-group:not(:first-child):not(:last-child)>.crit-btn,.btn-group-vertical>.btn-group:no
t(:firs

2021-12-02 23:54:00 UTC 817 IN Data Raw: 69 64 74 68 3a 31 25 7d 2e 6e 61 76 2d 6a 75 73 74 69 66 69 65 64 3e 6¢ 69 3e 61 2c 2e 6e 61 76 2d 74 61 62
73 2e 6e 61 76 2d 6a 75 73 74 69 66 69 65 64 3e 6¢ 69 3e 61 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 6e 61
76 2d 74 61 62 73 2d 6a 75 73 74 69 66 69 65 64 3e 6¢ 69 3e 61 2c 2e 6e 61 76 2d 74 61 62 73 2e 6e 61 76 2d 6a 75 73
74 69 66 69 65 64 3e 6¢ 69 3e 61 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 31 70 78 20 73 6f 6¢ 69 64 20 23 64 64 64
3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 34 70 78 20 34 70 78 20 30 20 30 7d 2e 6e 61 76 2d 74 61 62 73 2d 6a 75
73 74 69 66 69 65 64 3e 2e 61 63 74 69 76 65 3e 61 2c 2e 6e 61 76 2d 74 61 62 73 2d 6a 75 73 74 69 66 69 65 64 3e 2e
61 63 74 69 76 65 3e 61 3a 66 6f 63 75 73 2c 2e 6e 61 76 2d 74 61
Data Ascii: idth:1%}.nav-justified>li>a,.nav-tabs.nav-justified>li>a{margin-bottom:0}.nav-tabs-justified>li>a,.nav-tabs.nav-
justified>li>a{border-bottom:1px solid #ddd;border-radius:4px 4px 0 0}.nav-tabs-justified>.active>a,.nav-tabs-justif
ied>.active>a:focus,.nav-ta
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kBytes

Timestamp transferred Direction
2021-12-02 23:54:00 UTC 833 IN
2021-12-02 23:54:00 UTC 849 IN
2021-12-02 23:54:00 UTC 865 IN
2021-12-02 23:54:00 UTC 885 IN
2021-12-02 23:54:00 UTC 901 IN
2021-12-02 23:54:00 UTC 917 IN
2021-12-02 23:54:00 UTC 933 IN
2021-12-02 23:54:00 UTC 949 IN
Session ID Source IP Source Port
28 192.168.2.4 49791

Copyright Joe Security LLC 2021

Data

Data Raw: 61 20 2e 6¢ 61 62 65 6¢ 2¢c 2e 73 74 61 63 6b 65 64 2d 66 6f 72 6d 20 62 75 74 74 6f 6e 20 2e 6¢ 61 62 65 6C
7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 74 6f 70 3a 2d 31 70 78 7d 61 2e 6¢ 61 62 65 6¢ 3a 66 6f 63 75
73 2c 61 2e 6¢ 61 62 65 6¢ 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69
6f 6e 3a 6e 6f 6e 65 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 6¢ 61 62 65 6¢ 2d 64 65 66 61 75 6¢ 74 7b 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 37 37 37 7d 2e 6¢ 61 62 65 6¢ 2d 64 65 66 61 75 6C 74 5b 68 72 65 66 5d
3a 66 6f 63 75 73 2c 2e 6¢ 61 62 65 6¢ 2d 64 65 66 61 75 6¢ 74 5b 68 72 65 66 5d 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72
6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 35 65 35 65 35 65 7d

Data Ascii: a .label,.stacked-form button .label{position:relative;top:-1px}a.label:focus,a.label:hover{color:#fff;text-
decoration:none;cursor:pointer}.label-default{background-color:#777}.label-default[href]:focus,.label-default[href]:hove
r{background-color:#5e5e5e}

Data Raw: 64 3e 2e 74 61 62 6¢ 65 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 74 62 6f 64 79 3a 66 69 72 73 74 2d 63 68 69
6c 64 3e 74 72 3266 69 72 73 74 2d 63 68 69 6¢ 64 20 74 68 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 2C 2e 70 61 6e 65 6¢ 3e
2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69 76 65 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 2e 74 61 62 6¢ 65 3a 66 69
72 73 74 2d 63 68 69 6¢ 64 3e 74 68 65 61 64 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 74 72 3a 66 69 72 73 74 2d 63 68 6
9 6c 64 20 74 64 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 2C 2e 70 61 6e 65 6¢ 3e 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69
76 65 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 2e 74 61 62 6¢ 65 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 74 68 65 61 64
3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 74 72 3a 66 69 72 73 74 2d 63

Data Ascii: d>.table:first-child>tbody:first-child>tr:first-child th:last-child,.panel>.table-responsive:first-child>.table:first-
child>thead:first-child>tr:first-child td:last-child,.panel>.table-responsive:first-child>.table:first-child>thead:first-child>tr:first-c

Data Raw: 6f 6e 73 3e 6¢c 69 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 3e 61 2b 2e 62 74 6e 2c 2e 6d 6f 64 61 6¢ 2d 66 6f 6f 74
65 72 20 2e 62 74 6e 2d 67 72 6f 75 70 20 2e 67 6c 6f 62 61 6¢ 6e 61 76 2d 2d 61 63 74 69 6f 6e 73 3e 6¢ 69 3a 66 69 72
7374 2d 63 68 69 6¢ 64 3e 61 2b 2e 63 72 69 74 2d 62 74 6e 2c 2e 6d 6f 64 61 6¢ 2d 66 6f 6f 74 65 72 20 2e 62 74 6e 2d
67 72 6f 75 70 20 2e 67 6¢ 6f 62 61 6¢ 6e 61 76 2d 2d 61 63 74 69 6f 6e 73 3e 6¢ 69 3a 66 69 72 73 74 2d 63 68 69 6¢ 64
3e 61 2b 2e 68 65 72 6f 75 6e 69 74 2d 2d 62 75 74 74 6f 6e 2c 2e 6d 6f 64 61 6¢ 2d 66 6f 6f 74 65 72 20 2e 62 74 6e 2d
67 72 6f 75 70 20 2e 67 6¢ 6f 62 61 6¢ 6e 61 76 2d 2d 61 63 74 69 6f 6e 73 3e 6¢ 69 3a 66 69 72 73 74 2d 63 68 69 6¢ 64
3e 61 2b 2e 70 61 63 6b 61 67 65 2d 2d 62 74 6e 2c 2e

Data Ascii: ons>li:first-child>a+.btn,.modal-footer .btn-group .globalnav--actions>li:first-child>a+.crit-btn,.modal-footer .btn-g
roup .globalnav--actions>li:first-child>a+.herounit--button,.modal-footer .btn-group .globalnav--actions>li:first-child>
a+.package--btn,.

Data Raw: 3a 62 6¢ 6f 63 6b 21 69 6d 70 6f 72 74 61 6e 74 7d 74 61 62 6¢ 65 2e 76 69 73 69 62 6¢ 65 2d 73 6d 7b 64 69
7370 6¢ 61 79 3a 74 61 62 6¢ 65 7d 74 72 2e 76 69 73 69 62 6¢ 65 2d 73 6d 7b 64 69 73 70 6¢ 61 79 3a 74 61 62 6C 65
2d 72 6f 77 21 69 6d 70 6f 72 74 61 6e 74 7d 74 64 2e 76 69 73 69 62 6¢ 65 2d 73 6d 2c 74 68 2e 76 69 73 69 62 6¢ 65 2d
73 6d 7b 64 69 73 70 6¢ 61 79 3a 74 61 62 6¢ 65 2d 63 65 6¢ 6C 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 76 69 73 69 62 6C
65 2d 73 6d 2d 62 6c 6f 63 6b 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 76 69 73 69
62 6¢ 65 2d 73 6d 2d 69 6e 6¢ 69 6e 65 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2
e 76 69 73 69 62 6¢ 65 2d 73 6d 2d 69 6e 6¢ 69 6e 65 2d 62 6c 6f

Data Ascii: :blocklimportant}table.visible-sm{display:table}tr.visible-sm{display:table-row!important}td.visible-sm,th.visible-
sm{display:table-celllimportant}.visible-sm-block{display:block!important}.visible-sm-inline{display:inlinelimportant}.visible-
sm-inline-blo

Data Raw: 72 2d 63 6f 6¢ 6f 72 3a 23 30 30 30 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 66 66 7d 2e 63
7269 74 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61 72 79 2d 69 6e 76 2e 61 63 74 69 76 65 2c 2e 63 72 69 74 2d 62 74 6e
2d 2d 73 65 63 6f 6e 64 61 72 79 2d 69 6e 76 2e 66 6f 63 75 73 2c 2e 63 72 69 74 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61
7279 2d 69 6e 76 3a 61 63 74 69 76 65 2c 2e 63 72 69 74 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61 72 79 2d 69 6e 76 3a
66 6f 63 75 73 2c 2e 63 72 69 74 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61 72 79 2d 69 6e 76 3a 68 6f 76 65 72 2c 2e 6f 70
65 6e 3e 2e 63 72 69 74 2d 62 74 6e 2d 2d 73 65 63 6f 6e 64 61 72 79 2d 69 6e 76 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67
67 6¢ 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67

Data Ascii: r-color:#000;background-color:#fff}.crit-btn--secondary-inv.active, .crit-btn--secondary-inv.focus, .crit-btn--
secondary-inv:active,.crit-btn--secondary-inv:focus, .crit-btn--secondary-inv:hover,.open>.crit-btn--secondary-inv.dropdown-
toggle{color:#fff;backg

Data Raw: 23 61 61 61 7d 2e 73 6d 6f 6b 65 2d 62 61 73 65 2c 2e 73 6d 6f 6b 65 62 67 7b 70 6f 73 69 74 69 6f 6e 3a 66
69 78 65 64 3b 74 6f 70 3a 30 3b 6¢ 65 66 74 3a 30 3b 62 6f 74 74 6f 6d 3a 30 3b 72 69 67 68 74 3a 30 7d 2e 63 6f 75 6e
74 64 6f 77 6e 2d 2d 64 61 79 73 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 44 61 79 73 22 7d 2e 63 6f 75 6e 74 64
6f 77 6e 2d 2d 68 6f 75 72 73 3a 61 66 74 65 72 7h 63 6f 6e 74 65 6e 74 3a 22 48 6f 75 72 73 22 7d 2e 63 6f 75 6e 74 64
6f 77 6e 2d 2d 6d 69 6e 75 74 65 73 3a 61 66 74 65 72 7b 63 6f 6€ 74 65 6e 74 3a 22 4d 69 6e 75 74 65 73 22 7d 2e 73
6d 6f 6b 65 2d 62 61 73 65 7b 6f 70 61 63 69 74 79 3a 30 3b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 3a 6f
7061 63 69 74 79 20 2e 33 73 3b 2d 6f 2d 74 72 61 6e 73 69

Data Ascii: #aaa}.smoke-base,.smokebg{position:fixed;top:0;left:0;bottom:0;right:0}.countdown--days:after{content:"Days"
}.countdown--hours:after{content:"Hours"}.countdown--minutes:after{content:"Minutes"}.smoke-base{opacity:0;-webkit-
transition:opacity .3s;-o-transi

Data Raw: 6e 2d 74 6f 70 3a 35 70 78 7d 2e 74 69 6¢ 65 2d 67 72 69 64 7b 6d 61 72 67 69 6e 3a 2d 31 30 70 78 7d 2e 74
69 6¢ 65 2d 67 72 69 64 3e 2e 74 69 6¢ 65 2d 67 72 69 64 2d 2d 69 74 65 6d 7b 77 69 64 74 68 3a 35 30 25 7d 2e 74 69
6c 65 2d 67 72 69 64 3e 2e 74 69 6¢ 65 2d 67 72 69 64 2d 2d 69 74 65 6d 3a 6e 74 68 2d 6f 66 2d 74 79 70 65 28 6e 29
7b 63 6¢ 65 61 72 3a 6e 6f 6e 65 7d 2e 74 69 6¢ 65 2d 67 72 69 64 3e 2e 74 69 6¢ 65 2d 67 72 69 64 2d 2d 69 74 65 6d 3
a6e 74 68 2d 6f 66 2d 74 79 70 65 28 32 6e 2b 31 29 7b 63 6¢ 65 61 72 3a 62 6f 74 68 7d 2e 74 69 6¢ 65 2d 67 72 69 64
2d 2d 69 74 65 6d 7b 64 69 73 70 6¢ 61 79 3a 69 6e 6¢ 69 6e 65 3b 6d 61 72 67 69 6e 3a 30 3b 77 69 64 74 68 3a 31 30
30 25 7d 2e 77 73 5f 5f 63 6f 6d 70 61 63 74 20 2e 77 73 2d 2d 67 2d

Data Ascii: n-top:5px}.tile-grid{margin:-10px}.tile-grid>.tile-grid--item{width:50%}.tile-grid>.tile-grid--item:nth-of-type(n){cle
ar:none}.tile-grid>.tile-grid--item:nth-of-type(2n+1){clear:both}.tile-grid--item{display:inline;margin:0;width:100%}.ws
__compact .ws--g-

Data Raw: 63 74 2d 75 73 2d 2d 6¢ 65 66 74 2c 2e 63 6f 6e 74 61 63 74 2d 75 73 2d 2d 72 69 67 68 74 7b 66 6c 6f 61 74
3a 6c 6566 74 3b 77 69 64 74 68 3a 35 30 25 7d 7d 2e 62 65 63 6f 6d 65 2d 73 70 6f 6e 73 6f 72 2d 2d 67 2d 72 6f 77 2¢
2e 63 6f 6e 74 61 63 74 2d 75 73 2d 2d 67 2d 72 6f 77 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2d 31 30 70 78 3b 6d 61 72
67 69 6e 2d 72 69 67 68 74 3a 2d 31 30 70 78 7d 2e 62 65 63 6f 6d 65 2d 73 70 6f 6e 73 6f 72 2d 2d 67 2d 72 6f 77 3a 61
66 74 65 72 2c 2e 63 6f 6e 74 61 63 74 2d 75 73 2d 2d 67 2d 72 6f 77 3a 61 66 74 65 72 7b 63 6¢ 65 61 72 3a 62 6f 74 68
7d 2e 63 6f 6e 74 61 63 74 2d 75 73 2d 2d 69 74 65 6d 2b 2e 63 6f 6e 74 61 63 74 2d 75 73 2d 2d 69 74 65 6d 7b 6d 61
72 67 69 6e 2d 74 6f 70 3a 34 30 70 78 7d 2e 63 6f 6e 74 61

Data Ascii: ct-us--left,.contact-us--right{float:left;width:50%}}.become-sponsor--g-row,.contact-us--g-row{margin-left:-
10px;margin-right:-10px}.become-sponsor--g-row:after,.contact-us--g-row:after{clear:both}.contact-us--item+.contact-us--
item{margin-top:40px}.conta

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
transferred

Timestamp

2021-12-02 23:53:58 UTC 475

2021-12-02 23:53:59 UTC 522

2021-12-02 23:53:59 UTC 523

2021-12-02 23:53:59 UTC 538

2021-12-02 23:53:59 UTC 674

2021-12-02 23:53:59 UTC 690

kBytes
transferred

Session ID Source IP
29 192.168.2.4
Timestamp

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49790

Direction

Data

GET /event/risk-based-regulation-2022/wp-includes/css/dist/block-library/1636704769.style.min.css?ver=5.7.2 HTTP/1.1
Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:53:59 GMT
Content-Type: text/css

Content-Length: 58171

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-e33b"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 40 63 68 61 72 73 65 74 20 22 55 54 46 2d 38 22 3b 23 73 74 61 72 74 2d 72 65 73 69 7a 61 62 6¢ 65 2d 65 64
69 74 6f 72 2d 73 65 63 74 69 6f 6e 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 7d 2e 77 70 2d 62 6¢ 6f 63 6b 2d 61 75 64 69
6f 20 66 69 67 63 61 70 74 69 6f 6e 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 35 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74
6f 6d 3a 31 65 6d 7d 2e 77 70 2d 62 6¢ 6f 63 6b 2d 61 75 64 69 6f 20 61 75 64 69 6f 7b 77 69 64 74 68 3a 31 30 30 25 3b
6d 69 6e 2d 77 69 64 74 68 3a 33 30 30 70 78 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 62 75 74 74 6f 6e 5f 5f 6¢ 69 6e 6b 7b 63
6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 33 32 33 37 33 63 3b 62 6f 72 64 65
72 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 72 61 64 69 75

Data Ascii: @charset "UTF-8";#start-resizable-editor-section{display:none}.wp-block-audio figcaption{margin-top:.5em;mar
gin-bottom:1em}.wp-block-audio audio{width:100%;min-width:300px}.wp-block-button__link{color:#fff;background-c
olor:#32373c;border:none;border-radiu

Data Raw: 20 2e 77 70 2d 68 61 73 2d 61 73 70 65 63 74 2d 72 61 74 69 6f 20 2e 77 70 2d 62 6¢ 6f 63 6b 2d 65 6d 62 65
64 5f 5f 77 72 61 70 70 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 22 3b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f
63 6b 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 35 30 25 7d 2e 77 70 2d 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65
202e 77 70 2d 68 61 73 2d 61 73 70 65 63 74 2d 72 61 74 69 6f 20 69 66 72 61 6d 65 7b 70 6f 73 69 74 69 6f 6e 3a 61 62
73 6f 6¢ 75 74 65 3b 74 6f 70 3a 30 3b 72 69 67 68 74 3a 30 3b 62 6f 74 74 6f 6d 3a 30 3b 6¢ 65 66 74 3a 30 3b 68 65 69
67 68 74 3a 31 30 30 25 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 77 70 2d 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76
65 20 2e 77 70 2d 65 6d 62 65 64 2d 61 73 70 65 63 74 2d 32 31

Data Ascii: .wp-has-aspect-ratio .wp-block-embed__wrapper:before{content:"";display:block;padding-top:50%}.wp-embed-
responsive .wp-has-aspect-ratio iframe{position:absolute;top:0;right:0;bottom:0;left:0;height:100%;width:100%}.wp-embed-
responsive .wp-embed-aspect-21

Data Raw: 72 3a 23 66 66 66 3b 6d 69 6e 2d 77 69 64 74 68 3a 32 30 30 70 78 7d 2e 69 74 65 6d 73 2d 6a 75 73 74 69
66 69 65 64 2d 6¢ 65 66 74 3e 75 6¢ 7b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 73 74 61 72 74
7d 2e 69 74 65 6d 73 2d 6a 75 73 74 69 66 69 65 64 2d 63 65 6e 74 65 72 3e 75 6¢ 7b 6a 75 73 74 69 66 79 2d 63 6f 6e 7
4 65 6e 74 3a 63 65 6e 74 65 72 7d 2e 69 74 65 6d 73 2d 6a 75 73 74 69 66 69 65 64 2d 72 69 67 68 74 3e 75 6¢ 7b 6a
75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 65 6e 64 7d 2e 69 74 65 6d 73 2d 6a 75 73 74 69 66 69 65
64 2d 73 70 61 63 65 2d 62 65 74 77 65 65 6e 3e 75 6¢ 7b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63
65 2d 62 65 74 77 65 65 6e 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 6e 61 76 69 67

Data Ascii: r:#fff;min-width:200px}.items-justified-left>ul{justify-content:flex-start}.items-justified-center>ul{justify-content:
center}.items-justified-right>ul{justify-content:flex-end}.items-justified-space-between>ul{justify-content:space-betwee
n}.wp-block-navig

Data Raw: 6b 2d 66 69 76 65 68 75 6e 64 72 65 64 70 78 7b 63 6f 6¢ 6f 72 3a 23 30 30 30 7d 2e 77 70 2d 62 6¢ 6f 63 6b
2d 73 6f 63 69 61 6¢ 2d 6¢ 69 6€ 6b 73 2e 69 73 2d 73 74 79 6¢ 65 2d 6¢ 6f 67 6f 73 2d 6f 6 6¢ 79 20 2e 77 70 2d 73 6f
6369 61 6¢ 2d 6¢ 69 6e 6b 2d 66 6¢ 69 63 6b 72 7b 63 6f 6¢ 6f 72 3a 23 30 34 36 31 64 64 7d 2e 77 70 2d 62 6¢ 6f 63 6b
2d 73 6f 63 69 61 6¢ 2d 6¢ 69 6e 6b 73 2e 69 73 2d 73 74 79 6¢ 65 2d 6¢ 6f 67 6f 73 2d 6f 6 6¢ 79 20 2e 77 70 2d 73 6f
63 69 61 6¢ 2d 6¢ 69 6€ 6b 2d 66 6f 75 72 73 71 75 61 72 65 7b 63 6f 6¢ 6f 72 3a 23 65 36 35 36 37 38 7d 2e 77 70 2d 62
6¢ 6f 63 6b 2d 73 6f 63 69 61 6¢ 2d 6C 69 6e 6b 73 2e 69 73 2d 73 74 79 6¢ 65 2d 6¢ 6f 67 6f 73 2d 6f 6e 6¢C 79 20 2e 77
70 2d 73 6f 63 69 61 6¢ 2d 6C 69 6€ 6b 2d 67 69 74 68 75

Data Ascii: k-fivehundredpx{color:#000}.wp-block-social-links.is-style-logos-only .wp-social-link-flickr{color:#0461dd}.wp-
block-social-links.is-style-logos-only .wp-social-link-foursquare{color:#e65678}.wp-block-social-links.is-style-logos-only .wp-
social-link-githu

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 23:53:58 UTC 476

2021-12-02 23:53:59 UTC 478

2021-12-02 23:53:59 UTC 479

Session ID Source IP

3 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:42 UTC 36

2021-12-02 23:53:42 UTC 36

2021-12-02 23:53:42 UTC 40

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49720

Direction
ouT

ouT

Data

GET /event/wp-content/plugins/stick-admin-bar-to-bottom/css/1636704769.wordpress-3-3.css?ver=5.7.2 HTTP/1.1
Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:53:59 GMT
Content-Type: text/css

Content-Length: 350

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-15¢e"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 2a 20 68 74 6d 6¢ 20 62 6f 64 79 20 7b Oa 20 20 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 30 20 21 69 6d 70
6f 72 74 61 6e 74 3b 20 Oa 7d Oa Oa 62 6f 64 79 2e 61 64 6d 69 6e 2d 62 61 72 20 7b 0a 09 6d 61 72 67 69 6e 2d 74 6f 70
3a20 2d 32 38 70 78 3b 0a 09 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 20 32 38 70 78 3b Oa 7d Oa Oa 62 6f 64 79 2e
7770 2d 61 64 6d 69 6e 20 23 66 6f 6f 74 65 72 20 7b 0a 09 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 20 32 38 70 78
3b 0a 7d 0a 0a 23 77 70 61 64 6d 69 6e 62 61 72 20 7b Oa 09 74 6f 70 3a 20 61 75 74 6f 20 21 69 6d 70 6f 72 74 61 6e 74
3b 0a 09 62 6f 74 74 6f 6d 3a 20 30 3b Oa 7d Oa 0a 23 77 70 61 64 6d 69 6e 62 61 72 20 2e 71 75 69 63 6b 6¢ 69 6e 6b
73202e 6162 2d 737562 2d77 726170 70 65 72 20 7b Oa

Data Ascii: * html body { margin-top: 0 !important; }body.admin-bar {margin-top: -28px;padding-bottom: 28pXx;}body.wp-
admin #footer {padding-bottom: 28px;}#wpadminbar {top: auto !important;bottom: 0;}wpadminbar .quicklinks .ab-sub-
wrapper {

Destination IP Destination Port Process

20.190.160.135 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe,
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 3592

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4c 22 20 78 6d 6¢ 6€ 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73
736563757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmIns:wsse="http://docs.oasis-open.org/w
$5/2004/01/0asis-200401-wss-wssecurity-secext-1

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 02 Dec 2021 23:52:42 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
X-ms-route-info: R3_BL2

X-ms-request-id: b7346ca6-fe44-4742-8b23-1c83511b95ea
PPServer: PPV: 30 H: BLO2PFD37B79816 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Thu, 02 Dec 2021 23:53:42 GMT
Connection: close

Content-Length: 11297
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kBytes
Timestamp transferred

2021-12-02 23:53:42 UTC 40

Session ID Source IP

30 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:58 UTC 477

2021-12-02 23:53:59 UTC 554

2021-12-02 23:53:59 UTC 555

2021-12-02 23:53:59 UTC 570

2021-12-02 23:53:59 UTC 699

2021-12-02 23:53:59 UTC 715

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49792

Direction

ouT

Data

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6€ 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6C 6€ 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d7773732d7773736563757269 7479 2d 736563657874 2d31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.jquery.min.js?ver=1.8.1 HTTP/1.1
Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:53:59 GMT
Content-Type: application/javascript
Content-Length: 86110

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-1505e"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75
6c 65 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3f 6d 6f 64 75
6c 65 2e 65 78 70 6f 72 74 73 3d 65 2e 64 6f 63 75 6d 65 6e 74 3f 74 28 65 2¢ 21 30 29 3a 66 75 6e 63 74 69 6f 6e 28 65
29 7b 69 66 28 21 65 2e 64 6f 63 75 6d 65 6e 74 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 6a 51 75 65 72 79
207265717569 72 65 73 20 61 20 77 69 6e 64 6f 77 20 77 69 74 68 20 61 20 64 6f 63 75 6d 65 6e 74 22 29 3b 72 65
747572 6e 20 74 28 65 29 7d 3a 74 28 65 29 7d 28 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 77 69
6e 64 6f 77 3f 77 69 6e 64 6f 77 3a 74 68 69 73 2c 66 75 6e 63

Data Ascii: [function(e,t){"object"==typeof module&&"object"==typeof module.exports?module.exports=e.document?
t(e,!0):function(e){if('e.document)throw new Error(*jQuery requires a window with a document");return t(e)}:t(e)}(“undef
ined"!=typeof window?window:this,func

Data Raw: 3f 74 2e 6e 6f 64 65 54 79 70 65 3a 39 3b 69 66 28 6e 3d 6e 7c 7c 5b 5d 2¢ 22 73 74 72 69 6e 67 22 21 3d 74
7970 65 6f 66 20 65 7c 7¢c 21 65 7c 7c 31 21 3d 3d 67 26 26 39 21 3d 3d 67 26 26 31 31 21 3d 3d 67 29 72 65 74 75 72
6e 20 6e 3b 69 66 28 21 72 26 26 28 28 74 3f 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 7c 7c 74 3249 29 21 3d 3d 71
26 26 4c 28 74 29 2¢ 74 3d 74 7c 7c 71 2c¢ 4f 29 29 7b 69 66 28 31 31 21 3d 3d 67 26 26 28 6¢ 3d 6d 65 2e 65 78 65 63 28
65 29 29 29 69 66 28 69 3d 6¢ 5b 31 5d 29 7b 69 66 28 39 3d 3d 3d 67 29 7b 69 66 28 21 28 73 3d 74 2e 67 65 74 45 6¢
65 6d 65 6e 74 42 79 49 64 28 69 29 29 29 72 65 74 75 72 6e 20 6e 3b 69 66 28 73 2e 69 64 3d 3d 3d 69 29 72 65 74 75
72 6e 20 6e 2e 70 75 73 68 28 73 29 2c 6e 7d 65 6¢ 73 65 20 69 66

Data Ascii: ?t.nodeType:9;if(n=nl|[],"string"I=typeof e||'e||1!==g&&9!==g&&11!==g)return n;if(!'r&&((t?t.ownerDocument||t
1)I==q&&L(1),t=t||q,0){if(11!==g&&(I=me.exec(e)))if(i=I[1]){if(9===g){if(!(s=t.getElementByld(i)))return n;if(s.id===i)return n.
push(s),n}else if

Data Raw: 65 3d 54 2e 66 69 6¢ 74 65 72 73 3d 54 2e 70 73 65 75 64 6f 73 2c 54 2e 73 65 74 46 69 6¢ 74 65 72 73 3d 6e
65 77 20 66 2c 45 3d 74 2e 74 6f 6b 65 6e 69 7a 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7h 76 61 72 20 72 2c 69 2¢
6f 2c 73 2c 61 2c 75 2c 6¢ 2¢ 63 3d 58 5b 65 2b 22 20 22 5d 3b 69 66 28 63 29 72 65 74 75 72 6e 20 6e 3f 30 3a 63 2e 73
6¢ 69 63 65 28 30 29 3b 66 6f 72 28 61 3d 65 2c 75 3d 5b 5d 2¢ 6¢ 3d 54 2e 70 72 65 46 69 6¢ 74 65 72 3b 61 3b 29 7b
722626 21 28 69 3d 75 65 2e 65 78 65 63 28 61 29 29 7c 7c 28 69 26 26 28 61 3d 61 2e 73 6¢ 69 63 65 28 69 5b 30 5d
2e 6¢ 65 6e 67 74 68 29 7c 7c 61 29 2¢ 75 2e 70 75 73 68 28 6f 3d 5b 5d 29 29 2c 72 3d 21 31 2c 28 69 3d 6¢ 65 2e 65 78
65 63 28 61 29 29 26 26 28 72 3d 69 2e 73 68 69 66 74 28 29 2c

Data Ascii: e=T filters=T.pseudos,T.setFilters=new f,E=t.tokenize=function(e,n){var r,i,0,s,a,u,l,c=X[e+" "[;if(c)return n?
0:c.slice(0);for(a=e,u=[],|I=T.preFilter;a;){r&&!(i=ue.exec(a))||(i&&(a=a.slice(i[0].length)||a),u.push(o=[])),r=!1,(i=le.exec(a
))&&(r=i.shift(),

Data Raw: 6¢ 65 72 29 2e 61 70 70 6¢ 79 28 69 2e 65 6¢ 65 6d 2c 61 29 2c 76 6f 69 64 20 30 21 3d 3d 72 26 26 28 65 2e
72657375 6¢ 74 3d 72 29 3d 3d 3d 21 31 26 26 28 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 65 2e 73
74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6 28 29 29 29 3b 72 65 74 75 72 6e 20 6¢ 2e 70 6f 73 74 44 69 73 70 61 74 63 68
26 26 6¢ 2e 70 6f 73 74 44 69 73 70 61 74 63 68 2e 63 61 6¢ 6¢C 28 74 68 69 73 2C 65 29 2¢ 65 2e 72 65 73 75 6¢ 74 7d 7d
2c 68 61 6e 64 6¢ 65 72 73 3a 66 75 6e 63 74 69 6f 6e 28 65 2¢c 74 29 7b 76 61 72 20 6e 2c 72 2c 69 2c 6f 2¢ 73 3d 5b 5d
2c 61 3d 74 2e 64 65 6¢ 65 67 61 74 65 43 6f 75 6e 74 2c 75 3d 65 2e 74 61 72 67 65 74 3b 69 66 28 61 26 26 75 2e 6e 6f
64 6554 79 70 65 26 26 28 22 63 6¢ 69 63 6b 22 21 3d 3d 65

Data Ascii: ler).apply(i.elem,a),void 0!==r&&(e.result=r)===11&&(e.preventDefault(),e.stopPropagation()));return |.postD
ispatch&&l.postDispatch.call(this,e),e.result}},handlers:function(e,t){var n,r,i,0,s=[],a=t.delegateCount,u=e.target;if(
a&&u.nodeType&&(“click"l==e
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kBytes
Timestamp transferred

2021-12-02 23:53:59 UTC 731

2021-12-02 23:53:59 UTC 747

Session ID Source IP

31 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:58 UTC 477

2021-12-02 23:53:59 UTC 479

2021-12-02 23:53:59 UTC 479

Session ID Source IP

32 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49799

Direction

ouT

Source Port
49801

Direction

Data

Data Raw: 74 63 68 2e 62 6f 6f 6¢ 2e 74 65 73 74 28 74 29 3f 75 74 3a 76 6f 69 64 20 30 29 29 2c 76 6f 69 64 20 30 21 3d
3d 6e 3f 6e 75 6¢ 6¢ 3d 3d 3d 6e 3f 76 6f 69 64 20 6f 65 2e 72 65 6d 6f 76 65 41 74 74 72 28 65 2c 74 29 3a 69 26 26 22
73 65 74 22 69 6e 20 69 26 26 76 6f 69 64 20 30 21 3d 3d 28 72 3d 69 2e 73 65 74 28 65 2¢ 6e 2c 74 29 29 3f 72 3a 28 65
2e 73657441 74 74 72 69 62 75 74 65 28 74 2c 6e 2b 22 22 29 2c 6e 29 3a 69 26 26 22 67 65 74 22 69 6e 20 69 26 26
6e 75 6¢ 6¢ 21 3d 3d 28 72 3d 69 2e 67 65 74 28 65 2c 74 29 29 3f 72 3a 28 72 3d 6f 65 2e 66 69 6e 64 2e 61 74 74 72 28
65 2c 74 29 2c 6e 75 6¢ 6¢ 3d 3d 72 3f 76 6f 69 64 20 30 3a 72 29 29 7d 2c 61 74 74 72 48 6f 6f 6b 73 3a 7b 74 79 70 65
3a7b 73 65 74 3a 66 75 6e 63 74 69 6f 6e 28 65 2¢ 74 29

Data Ascii: tch.bool.test(t)?ut:void 0)),void 0!==n?null===n?void oe.removeAttr(e,t):i&&"set"in i&&void 0!==(r=i.set(e,n,t))?r:
(e.setAttribute(t,n+""),n):i&&"get"in i&&null'==(r=i.get(e,t)) ?r:(r=oe.find.attr(e,t),null==r?void 0:r))} attrHooks:{type:{set:functi
on(e,t)

Data Raw: 79 70 65 73 5b 30 5d 3f 28 69 3d 74 2e 6a 73 6f 6e 70 43 61 6¢ 6¢ 62 61 63 6b 3d 6f 65 2e 69 73 46 75 6e 63
74 69 6f 6e 28 74 2e 6a 73 6f 6e 70 43 61 6¢ 6¢ 62 61 63 6b 29 3f 74 2e 6a 73 6f 6e 70 43 61 6¢ 6C 62 61 63 6b 28 29 3a
74 2e 6a 73 6f 6e 70 43 61 6¢ 6¢ 62 61 63 6b 2C 61 3f 74 5b 61 5d 3d 74 5b 61 5d 2e 72 65 70 6¢ 61 63 65 28 50 74 2c 22
243122 2b 69 29 3a 74 2e 6a 73 6f 6e 70 21 3d 3d 21 31 26 26 28 74 2e 75 72 6¢ 2b 3d 28 6d 74 2e 74 65 73 74 28 74
2e 7572 6¢ 29 3f 22 26 22 3a 22 3f 22 29 2b 74 2e 6a 73 6f 6e 70 2b 22 3d 22 2b 69 29 2c 74 2e 63 6f 6e 76 65 72 74 65
72 735b 22 73 63 72 69 70 74 20 6a 73 6f 6e 22 5d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 73 7c 7c 6f
65 2e 65 72 72 6f 72 28 69 2b 22 20 77 61 73 20 6e 6f 74 20

Data Ascii: ypes[0]?(i=t.jsonpCallback=0e.isFunction(t.jsonpCallback)?t.jsonpCallback():t.jsonpCallback,a?t[a]=t[a].repl
ace(Pt,"$1"+i):t.jsonp!==!1&&(t.url+=(mt.test(t.url) ?"&":"?")+t.jsonp+"="+i),t.converters["script json"]=function(){return s||oe.e
rror(i+" was not

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.modernizr.min.js?ver=1.1 HTTP
/1.1

Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:53:59 GMT
Content-Type: application/javascript
Content-Length: 11086

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-2b4e"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 77 69 6e 64 6f 77 2e 4d 6f 64 65 72 6e 69 7a 72 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 66 75 6e
63 74 69 6f 6e 20 72 28 65 29 7b 62 2e 63 73 73 54 65 78 74 3d 65 7d 66 75 6e 63 74 69 6f 6e 20 6f 28 65 2¢ 74 29 7b 72
65 74 75 72 6e 20 72 28 53 2e 6a 6f 69 6e 28 65 2b 22 3b 22 29 2b 28 74 7c 7c 22 22 29 29 7d 66 75 6e 63 74 69 6f 6e
206128 65 2c 74 29 7b 72 65 74 75 72 6e 20 74 79 70 65 6f 66 20 65 3d 3d 3d 74 7d 66 75 6e 63 74 69 6f 6e 20 69 28 65
2c 7429 7b 72 6574 75 72 6e 21 21 7e 28 22 22 2b 65 29 2e 69 6e 64 65 78 4f 66 28 74 29 7d 66 75 6e 63 74 69 6f 6e
20 63 28 65 2c 74 29 7b 66 6f 72 28 76 61 72 20 72 20 69 6e 20 65 29 7b 76 61 72 20 6f 3d 65 5b 72 5d 3b 69 66 28 21 6
9 28 6f 2¢ 22 2d 22 29 26 26 62 5b 6f 5d 21 3d 3d 6e 29 72 65 74

Data Ascii: window.Modernizr=function(e,t,n){function r(e){b.cssText=e}function o(e,t){return r(S.join(e+";")+(t||""))}function
a(e,t){return typeof e===t}function i(e,t){return!!~(""+e).indexOf(t)}function c(e,t){for(var r in e){var o=e[r];if(!i(o,"-")&&b[0]!
==n)ret

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes

Timestamp transferred Direction
2021-12-02 23:53:59 UTC 478 ouT
2021-12-02 23:53:59 UTC 586 IN
2021-12-02 23:53:59 UTC 587 IN
2021-12-02 23:53:59 UTC 602 IN
2021-12-02 23:53:59 UTC 618 IN
Session ID Source IP Source Port
33 192.168.2.4 49803
kBytes
Timestamp transferred Direction
2021-12-02 23:53:59 UTC 752 ouT

Copyright Joe Security LLC 2021

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.vendors.min.js?ver=1.1 HTTP/1.1
Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:53:59 GMT
Content-Type: application/javascript
Content-Length: 40304

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-9d70"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b 66 75 6e 63 74 69 6f 6e 20 6e 28 6e 2c 65 2c 72 2c 69 29 7b 76 61 72
2061 3d 7b 64 61 74 61 3a 69 7c 7c 30 3d 3d 3d 69 7c 7c 69 3d 3d 3d 21 31 3f 69 3a 65 3f 65 2e 64 61 74 61 3a 7b 7d 2¢c
5f 77 72 61 70 3a 65 3f 65 2e 5f 77 72 61 70 3a 6e 75 6¢ 6¢ 2¢ 74 6d 70 6¢ 3a 6e 75 6¢ 6¢ 2¢ 70 61 72 65 6e 74 3a 65 7c
7c 6e 75 6¢ 6C 2c 6e 6f 64 65 73 3a 5b 5d 2c 63 61 6¢ 6¢ 73 3a 63 2¢ 6e 65 73 74 3a 73 2¢ 77 72 61 70 3a 66 2c 68 74 6d
6c 3a 70 2¢ 75 70 64 61 74 65 3a 64 7d 3b 72 65 74 75 72 6e 20 6e 26 26 74 2e 65 78 74 65 6e 64 28 61 2c 6e 2c 7b 6e
6f 64 65 73 3a 5b 5d 2c 70 61 72 65 6e 74 3a 65 7d 29 2c 72 26 26 28 61 2e 74 6d 70 6¢ 3d 72 2c 61 2e 5f 63 74 6e 74 3d
61 2e 5f 63 74 6e 74 7c 7c 61 2e 74 6d 70 6¢ 28 74 2c 61 29

Data Ascii: Ifunction(t){function n(n,e,r,i){var a={data:i||0===i||i===!17i:e?e.data:{},_wrap:e?e._wrap:null,tmpl:null,p
arent:e||null,nodes:[],calls:c,nest:s,wrap:f,html:p,update:d};return n&&t.extend(a,n,{nodes:[],parent:e}),r&&(a.tmpl=r,a
._ctnt=a._ctnt||a.tmpl(t,a)

Data Raw: 61 72 20 65 3d 7b 7d 3b 72 65 74 75 72 6e 20 6e 7c 7c 28 6e 3d 6b 2e 69 64 65 6e 74 69 74 79 29 2c 66 75 6e
63 74 69 6f 6e 28 29 7b 76 61 72 20 72 3d 6e 2e 61 70 70 6¢ 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 3b 72
65 74 75 72 6e 20 6b 2e 68 61 73 28 65 2c 72 29 3f 65 5b 72 5d 3a 65 5b 72 5d 3d 74 2e 61 70 70 6¢ 79 28 74 68 69 73
2c 6172 67 75 6d 65 6e 74 73 29 7d 7d 2c 6b 2e 64 65 6¢ 61 79 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 6e 29 7b 76 61 72 2
065 3d 75 2e 63 61 6¢ 6¢ 28 61 72 67 75 6d 65 6e 74 73 2¢ 32 29 3b 72 65 74 75 72 6e 20 73 65 74 54 69 6d 65 6f 75 74
28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 61 70 70 6¢ 79 28 6e 75 6¢ 6¢ 2¢ 65 29 7d 2c 6e 29 7d
2c 6b 2e 64 65 66 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65

Data Ascii: ar e={};return n||(n=k.identity),function(){var r=n.apply(this,arguments);return k.has(e,r)?e[r]:e[r]=t.apply(this,arg
uments)}} k.delay=function(t,n){var e=u.call(arguments,2);return setTimeout(function(){return t.apply(null,e)} n)} k.def
er=function(t){re

Data Raw: 78 69 6e 28 5f 2e 73 74 72 2e 65 78 70 6f 72 74 73 28 29 29 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72
20 6e 3d 36 65 34 2c 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 6e 3d 74 2e 74 6f 49 53 4f 53 74 72 69 6e 67
2829 2e 72 65 70 6¢ 61 63 65 28 2f 54 2e 2a 24 2f 2c 22 22 29 3b 72 65 74 75 72 6e 20 6e 2e 72 65 70 6¢ 61 63 65 28 2f
2d 7c 3a 7c 5¢ 2e 5¢ 64 2b 2f 67 2¢ 22 22 29 7d 2¢ 72 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7h 72 65 74 75 72 6e 20 65 28
74 2e 65 6e 64 3f 74 2e 65 6e 64 3a 6e 65 77 20 44 61 74 65 28 74 2e 73 74 61 72 74 2e 67 65 74 54 69 6d 65 28 29 2b
74 2e 64 75 72 61 74 69 6f 6e 2a 6e 29 29 7d 2c 69 3d 7b 67 6f 6f 67 6¢ 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7h 76 61
7220 6e 3d 65 28 74 2e 73 74 61 72 74 29 2c 69 3d 72 28 74

Data Ascii: xin(_.str.exports()),function(t){var n=6e4,e=function(t){var n=t.tolSOString().replace(/T.*$/,"");return n.replace(/-|
(\\d+/g,")},r=function(t){return e(t.end?t.end:new Date(t.start.getTime()+t.duration*n))},i={google:function(t){var n=e(t.start

),i=r(t

Destination IP  Destination Port Process
54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.criterion.min.js?ver=1.1 HTTP/1.1
Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Page 70 of 269



kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:00 UTC 952 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 02 Dec 2021 23:54:00 GMT
Content-Type: application/javascript
Content-Length: 198420
Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close
Vary: Accept-Encoding
ETag: "618e21d3-30714"
Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

2021-12-02 23:54:00 UTC 953 IN Data Raw: 66 75 6e 63 74 69 6f 6e 20 73 68 6f 77 41 64 64 69 74 69 6f 6e 61 6¢ 52 65 67 69 73 74 72 61 74 69 6f 6e 46
69 65 6¢ 64 73 28 74 29 7b 76 61 72 20 65 3d 24 28 74 68 69 73 29 2e 76 61 6¢ 28 29 3b 66 6f 72 28 24 28 22 2e 61 64
64 4174 74 42 6¢ 6b 22 29 2e 68 69 64 65 28 29 2¢ 69 3d 31 3b 69 3c 3d 65 2d 31 3b 69 2b 2b 29 24 28 22 23 61 64 64
41 74 74 65 6e 64 65 65 5f 22 2b 69 29 2e 73 68 6f 77 28 29 2c 24 28 22 23 61 64 64 41 74 74 65 6e 64 65 65 43 6f 6e 74
61 63 74 5f 22 2b 69 29 2e 73 68 6f 77 28 29 7d 66 75 6e 63 74 69 6f 6e 20 67 65 74 41 6d 6f 75 74 57 69 74 68 47 53 54
28 7429 7b 76 61 72 20 65 3d 74 2a 47 53 54 5f 56 41 4c 55 45 3b 72 65 74 75 72 6e 20 74 2b 65 7d 66 75 6e 63 74 69 6
f 6e 20 74 6f 67 67 6¢c 65 53 70 65 61 6b 65 72 41 62 6f 75 74 28
Data Ascii: function showAdditionalRegistrationFields(t){var e=$(this).val();for($(".addAttBIk").hide(),i=1;i<=e-1;i++)$
("#addAttendee_"+i).show(),$("#addAttendeeContact_"+i).show()}function getAmoutWithGST (t){var e=t*GST_VALUE;re
turn t+e}unction toggleSpeakerAbout(

2021-12-02 23:54:00 UTC 968 IN Data Raw: 70 65 72 73 26 26 69 2e 65 61 63 68 28 6f 2e 68 65 6¢ 70 65 72 73 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29
7b 6e 26 26 72 2e 68 65 6¢ 70 65 72 73 5b 65 5d 26 26 69 2e 69 73 46 75 6e 63 74 69 6f 6e 28 72 2e 68 65 6¢ 70 65 72
73 5b 65 5d 5b 74 5d 29 26 26 72 2e 68 65 6¢ 70 65 72 73 5b 65 5d 5b 74 5d 28 69 2e 65 78 74 65 6e 64 28 21 30 2c 7b
7d 2c 72 2e 68 65 6¢ 70 65 72 73 5b 65 5d 2e 64 65 66 61 75 6¢ 74 73 2c 6e 29 2c 6f 29 7d 29 2c 61 2e 74 72 69 67 67 6
572287429 7d 7d 2c 69 73 49 6d 61 67 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7h 72 65 74 75 72 6e 20 75 28 74 29 26
26 74 2e 6d 61 74 63 68 28 2f 28 5e 64 61 74 61 3a 69 6d 61 67 65 5c 2f 2e 2a 2c 29 7c 28 5¢ 2e 28 6a 70 28 65 7c 67 7c
65 67 29 7c 67 69 66 7c 70 6e 67 7c 62 6d 70 7c 77 65 62 70 7c 73
Data Ascii: pers&&i.each(o.helpers,function(e,n){n&&r.helpers[e]&&i.isFunction(r.helpers[e][t])&&r.helpers|e][t](i.extend(!0,
{},r.helpers[e].defaults,n),0)}),a.trigger(t)}},isimage:function(t){return u(t)&&t.match(/(*data:image\V/.*))|(\.(ip(e|aleg)|g
ifpng|bmp|webp|s

2021-12-02 23:54:01 UTC 992 IN Data Raw: 62 65 66 6f 72 65 43 6¢ 6f 73 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 77 72 61 70 26 26 74 68
69 73 2e 77 72 61 70 2e 72 65 6d 6f 76 65 28 29 2c 74 68 69 73 2e 77 72 61 70 3d 6e 75 6¢ 6C 2c 74 68 69 73 2e 6¢ 69
7374 3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 77 69 64 74 68 3d 30 7d 7d 7d 28 6a 51 75 65 72 79 29 2c 66 75 6e 63 74 69 6f
6e 28 74 29 7b 76 61 72 20 65 3d 21 30 3b 74 2e 66 6¢ 65 78 73 6¢ 69 64 65 72 3d 66 75 6e 63 74 69 6f 6e 28 69 2c 6e 2
97b 76 61 72 20 6f 3d 74 28 69 29 3b 6f 2e 76 61 72 73 3d 74 2e 65 78 74 65 6e 64 28 7b 7d 2c 74 2e 66 6¢ 65 78 73 6¢C
69 64 65 72 2e 64 65 66 61 75 6¢ 74 73 2¢ 6e 29 3b 76 61 72 20 73 2¢c 61 3d 6f 2e 76 61 72 73 2e 6e 61 6d 65 73 70 61
63 65 2c 72 3d 77 69 6e 64 6f 77 2e 6e 61 76 69 67 61 74 6f 72 26 26
Data Ascii: beforeClose:function(){this.wrap&&this.wrap.remove(),this.wrap=null, this.list=null,this.width=0}}}(jQuery),f
unction(t){var e=!0;t.flexslider=function(i,n){var o=t(i);o.vars=t.extend({},t.flexslider.defaults,n);var s,a=o0.vars.nam
espace,r=window.navigator&&

2021-12-02 23:54:01 UTC 1008 IN Data Raw: 65 6d 57 2b 6f 2e 76 61 72 73 2e 69 74 65 6d 4d 61 72 67 69 6e 29 2a 6f 2e 6d 6f 76 65 2a 6f 2e 61 6e 69 6d
61 74 69 6e 67 54 6f 2c 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 70 29 72 65 74 75 72 6e 22 73 65 74 54 6f 75 63
68 22 3d 3d 3d 65 3f 74 3a 75 26 26 6f 2e 61 6e 69 6d 61 74 69 6e 67 54 6f 3d 3d 3d 6f 2e 6¢ 61 73 74 3f 30 3a 75 3f 6f 2e
6c 69 6d 69 74 2d 28 6f 2e 69 74 65 6d 57 2b 6f 2e 76 61 72 73 2e 69 74 65 6d 4d 61 72 67 69 6e 29 2a 6f 2e 6d 6f 76 65
2a 6f 2e 61 6e 69 6d 61 74 69 6e 67 54 6f 3a 6f 2e 61 6e 69 6d 61 74 69 6e 67 54 6f 3d 3d 3d 6f 2e 6¢ 61 73 74 3f 6f 2e 6¢
69 6d 69 74 3a 69 3b 73 77 69 74 63 68 28 65 29 7h 63 61 73 65 22 73 65 74 54 6f 74 61 6¢ 22 3a 72 65 74 75 72 6e 20
75 3f 28 6f 2e 63 6f 75 6e 74 2d 31 2d 6f 2e 63 75 72
Data Ascii: emW-+o.vars.itemMargin)*o.move*o.animatingTo,n=function(){if(p)return“setTouch"===e?t:u&&o.animatin
gTo===0.last?0:u?o0.limit-(0.itemW+o.vars.itemMargin)*o.move*o.animatingTo:0.animatingTo===0.last?o.limit:i;switch(e)
{case"setTotal":return u?(o.count-1-o.cur

2021-12-02 23:54:.01 UTC 1024 IN Data Raw: 73 2e 63 6f 6e 74 61 69 6e 65 72 73 29 29 2c 74 68 69 73 2e 73 65 74 74 69 6e 67 73 2e 73 75 63 63 65 73 73
29 66 6f 72 28 76 61 72 20 74 3d 30 3b 74 68 69 73 2e 73 75 63 63 65 73 73 4c 69 73 74 5b 74 5d 3b 74 2b 2b 29 74 68
69 73 2e 73 68 6f 77 4c 61 62 65 6¢ 28 74 68 69 73 2e 73 75 63 63 65 73 73 4¢ 69 73 74 5b 74 5d 29 3b 69 66 28 74 68
69 73 2e 73 65 74 74 69 6e 67 73 2e 75 6e 68 69 67 68 6¢ 69 67 68 74 29 66 6f 72 28 76 61 72 20 74 3d 30 2¢ 69 3d 74 6
869 73 2e 76 61 6¢ 69 64 45 6¢ 65 6d 65 6€ 74 73 28 29 3b 69 5b 74 5d 3b 74 2b 2b 29 74 68 69 73 2e 73 65 74 74 69
6e 67 73 2e 75 6e 68 69 67 68 6¢ 69 67 68 74 2e 63 61 6¢ 6¢ 28 74 68 69 73 2¢ 69 5b 74 5d 2¢ 74 68 69 73 2e 73 65 74
74 69 6e 67 73 2e 65 72 72 6f 72 43 6¢ 61 73 73 2¢ 74 68 69 73 2e 73 65
Data Ascii: s.containers)),this.settings.success)for(var t=0;this.successList[t];t++)this.showLabel(this.successList[t]);if(this.s
ettings.unhighlight)for(var t=0,i=this.validElements();i[t];t++)this.settings.unhighlight.call(this, i[t] this.settings.errorClass,
this.se

2021-12-02 23:54:01 UTC 1053 IN Data Raw: 65 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7h 72 65 74 75 72 6e 20 6e 2e 77 68 65 6e 2e 61 70 70 6¢ 79 28 6e
2c 74 29 7d 2c 6b 2e 72 65 6e 64 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7h 69 66 28 74 68 69 73 2e 72 65 6e 64 65
72 6564 7c 7c 74 68 69 73 2e 64 65 73 74 72 6f 79 65 64 29 72 65 74 75 72 6e 20 74 68 69 73 3b 76 61 72 20 65 2c 69
3d 74 68 69 73 2c 6f 3d 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2c 73 3d 74 68 69 73 2e 63 61 63 68 65 2c 61 3d 74 68 69 73
2e 65 6¢ 65 6d 65 6e 74 73 2c 72 3d 6f 2e 63 6f 6e 74 65 6e 74 2e 74 65 78 74 2c 6¢ 3d 6f 2e 63 6f 6e 74 65 6e 74 2e 74
69 74 6¢ 65 2c 63 3d 6f 2e 63 6f 6 74 65 6e 74 2e 62 75 74 74 6f 6e 2c 64 3d 6f 2e 70 6f 73 69 74 69 6f 6e 2c 68 3d 28
22 2e 22 2b 74 68 69 73 2e 5f 69 64 2b 22 20 22 2c¢ 5b 5d 29 3b
Data Ascii: en=function(t){return n.when.apply(n,t)} k.render=function(t){if(this.rendered||this.destroyed)return this;var
e,i=this,o=this.options,s=this.cache,a=this.elements,r=0.content.text,|=o0.content.title,c=0.content.button,d=0.position,h=
("."+this._id+" ",[I);

2021-12-02 23:54:01 UTC 1069 IN Data Raw: 3f 6¢ 3d 6¢ 2e 61 64 64 28 61 2e 61 64 64 43 6¢ 61 73 73 28 4b 29 29 3a 2f 6d 6f 75 73 65 28 6f 76 65 72 7c
65 6e 74 65 72 29 2f 69 2e 74 65 73 74 28 6f 2e 73 68 6f 77 2e 65 76 65 6e 74 29 26 26 74 68 69 73 2e 5f 62 69 6e 64 28
6¢c 2c 22 6d 6f 75 73 65 6¢ 65 61 76 65 22 2C 66 75 6e 63 74 69 6f 6 28 29 7b 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 74
6869 73 2e 74 69 6d 65 72 73 2e 73 68 6f 77 29 7d 29 2c 28 22 22 2b 6f 2e 68 69 64 65 2e 65 76 65 6e 74 29 2e 69 6e 64
65 78 4f 66 28 22 75 6e 66 6f 63 75 73 22 29 3e 2d 31 26 26 74 68 69 73 2e 5f 62 69 6e 64 28 63 2e 63 6¢ 6f 73 65 73 74
2822 68 74 6d 6¢ 22 29 2c 5b 22 6d 6f 75 73 65 64 6f 77 6e 22 2¢ 22 74 6f 75 63 68 73 74 61 72 74 22 5d 2c 66 75 6e 63
74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6e 28 74 2e 74
Data Ascii: ?|=l.add(a.addClass(K)):/mouse(over|enter)/i.test(o.show.event)&&this._bind(l,"mouseleave",function(){clearT
imeout(this.timers.show)}),(""+o.hide.event).indexOf("unfocus")>-1&&this._bind(c.closest("html"),["'mousedown","touchstar
t"],function(t){var e=n(t.t
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kBytes

Timestamp transferred Direction
2021-12-02 23:54:01 UTC 1085 IN
2021-12-02 23:54:01 UTC 1101 IN
2021-12-02 23:54:01 UTC 1117 IN
2021-12-02 23:54:01 UTC 1133 IN
2021-12-02 23:54:01 UTC 1149 IN
2021-12-02 23:54:01 UTC 1165 IN
Session ID Source IP Source Port
34 192.168.2.4 49804
kBytes
Timestamp transferred Direction
2021-12-02 23:54:00 UTC 752 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 6e 6f 6e 65 22 21 3d 3d 54 3f 63 28 4f 2¢ 4e 2c 54 2¢ 43 2e 78 2c 52 2c 4c 2¢ 6a 2¢ 73 2¢ 72 29 3a 30 2c 74 6f
70 3a 22 6e 6f 6e 65 22 21 3d 3d 6b 3f 63 28 4e 2c 4f 2¢ 6b 2¢ 43 2e 79 2¢ 50 2¢ 57 2c 71 2c 61 2c 6¢ 29 3a 30 7d 2c 68
26 26 45 2e 6¢ 61 73 74 43 6¢ 61 73 73 21 3d 3d 28 75 3d 56 2b 22 2d 70 6f 73 2d 22 2b 68 2e 61 62 62 72 65 76 28 29
29 26 26 5f 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 69 2e 63 61 63 68 65 2e 6¢ 61 73 74 43 6¢ 61 73 73 29 2e 61 64 64 43
6c 61 73 73 28 69 2e 63 61 63 68 65 2e 6¢ 61 73 74 43 6¢ 61 73 73 3d 75 29 2c 44 29 3a 44 7d 2c 48 2e 70 6f 6¢ 79 73 3d
7b 70 6f 6¢ 79 67 6f 6 3a 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 29 7b 76 61 72 20 69 2c 6e 2c 6f 2c 73 3d 7b 77 69 64 74
68 3a 30 2c 68 65 69 67 68 74 3a 30 2c 70 6f 73 69 74 69

Data Ascii: none"!==T?c(O,N,T,C.x,R,L,j,s,r):0,top:"none"!==k?c(N,O,k,C.y,P,W,q,a,l):0},h&&E.lastClass!==(u=V+"-pos-
"+h.abbrev())&&_.removeClass(i.cache.lastClass).addClass(i.cache.lastClass=u),D):D},H.polys={polygon:function(t,e){var
i,n,0,s={width:0,height:0,positi

Data Raw: 6d 6f 6b 65 2d 76 69 73 69 62 6¢ 65 20 20 73 6d 6f 6b 65 2d 22 2b 6e 2e 74 79 70 65 2c 73 2e 69 6e 6e 65 72
48 54 4d 4c 3d 6f 3b 22 22 3d 3d 3d 73 2e 69 6e 6e 65 72 48 54 4d 4c 3b 29 73 2e 69 6e 6e 65 72 48 54 4d 4c 3d 6f 3b 73
7769 74 63 68 28 69 2e 73 6d 6f 6b 65 74 69 6d 65 6f 75 74 5b 6e 2e 6e 65 77 69 64 5d 26 26 63 6¢ 65 61 72 54 69 6d
65 6f 75 74 28 69 2e 73 6d 6f 6b 65 74 69 6d 65 6f 75 74 5b 6e 2e 6e 65 77 69 64 5d 29 2c 69 2e 6¢ 69 73 74 65 6e 28 65
2e 67 65 74 45 6¢ 65 6d 65 6e 74 42 79 49 64 28 22 73 6d 6f 6b 65 2d 62 67 2d 22 2b 6e 2e 6e 65 77 69 64 29 2c 22 63
6¢ 69 63 6b 22 2¢ 66 75 6e 63 74 69 6f 6e 28 29 7h 69 2e 64 65 73 74 72 6f 79 28 6e 2e 74 79 70 65 2c 6e 2e 6e 65 77 69
64 29 2¢c 22 70 72 6f 6d 70 74 22 3d 3d 3d 6e 2e 74 79 70 65 7c

Data Ascii: moke-visible smoke-"+n.type,s.innerHTML=0;""===s.innerHTML;)s.innerHTML=0;switch(i.smoketimeout[n
.newid]&&clearTimeout(i.smoketimeout[n.newid]),i.listen(e.getElementByld("smoke-bg-"+n.newid), "click",function(){i.destr
oy(n.type,n.newid),"prompt"===n.type|

Data Raw: 65 6e 22 29 2e 74 72 69 67 67 65 72 28 22 73 68 6f 77 6e 2e 62 73 2e 64 72 6f 70 64 6f 77 6e 22 2¢ 72 29 7d
7265747572 6e21317d7d2c 61 2e 70 72 6f 74 6f 74 79 70 65 2e 6b 65 79 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28
65 29 7b 69 66 28 2f 28 33 38 7c 34 30 7c 32 37 7c 33 32 29 2f 2e 74 65 73 74 28 65 2e 77 68 69 63 68 29 26 26 21 2f 69
6e 70 75 74 7c 74 65 78 74 61 72 65 61 2f 69 2e 74 65 73 74 28 65 2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 29 29
7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 3b 69 66 28 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 65 2e
73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 2c 21 6e 2e 69 73 28 22 2e 64 69 73 61 62 6¢ 65 64 2¢ 20 3a 64 69 73
61 62 6¢ 65 64 22 29 29 7b 76 61 72 20 6f 3d 69 28 6e 29 2c 61

Data Ascii: en").trigger("shown.bs.dropdown",r)}return!1}},a.prototype.keydown=function(e){if(/(38|40|27|32)/.test(e.whi
ch)&&!/input|textareali.test(e.target.tagName)){var n=t(this);if(e.preventDefault(),e.stopPropagation(),!n.is(".disabled,
:disabled")){var o=i(n),a

Data Raw: 22 2e 70 6f 70 6f 76 65 72 2d 74 69 74 6¢ 65 22 29 2e 68 74 6d 6¢ 28 29 7c 7c 74 2e 66 69 6e 64 28 22 2e 70
6f 70 6f 76 65 72 2d 74 69 74 6¢ 65 22 29 2e 68 69 64 65 28 29 7d 2c 69 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 43 6f
6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 67 65 74 54 69 74 6¢ 65 28 29
7c 7c 74 68 69 73 2e 67 65 74 43 6f 6e 74 65 6e 74 28 29 7d 2c 69 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 43 6f 6e 74
65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 2e 24 65 6¢ 65 6d 65 6e 74 2c 65 3d 74 68
69 73 2e 6f 70 74 69 6f 6e 73 3b 72 65 74 75 72 6e 20 74 2e 61 74 74 72 28 22 64 61 74 61 2d 63 6f 6e 74 65 6e 74 22 29
7c 7c 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66

Data Ascii: “.popover-title").html()||t.find(".popover-title*).hide()},i.prototype.hasContent=function(){return this.getTitle()||t
his.getContent()},i.prototype.getContent=function()}{var t=this.$element,e=this.options;return t.attr("data-content")||("
function"==typeof

Data Raw: 64 65 66 22 29 2e 68 74 6d 6¢ 28 29 29 2c 64 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 24 28 22 23 62 6¢ 6b 5f 22
2b 69 2b 22 5f 77 73 5f 61 63 5f 63 75 74 6f 66 66 5f 37 5f 64 65 66 22 29 2e 68 74 6d 6¢ 28 29 29 2c 68 3d 70 61 72 73
65 46 6¢ 6f 61 74 28 24 28 22 23 62 6¢ 6b 5f 22 2b 69 2b 22 5f 77 73 5f 61 63 5f 63 75 74 6f 66 66 5f 33 5f 64 65 66 22 29
2e 68 74 6d 6¢ 28 29 29 2¢ 75 3d 30 3b 30 3d 3d 24 28 22 2e 77 73 42 6¢ 6b 5f 22 2b 69 2b 22 3a 63 68 65 63 6b 65 64
2229 2e 6¢ 65 6e 67 74 68 26 26 28 24 28 22 23 67 72 6f 75 70 5f 22 2b 69 2b 22 5f 43 4f 5f 31 5f 73 65 6¢ 5f 77 73 5f 74
6f 74 5f 64 65 66 22 29 2e 68 74 6d 6¢ 28 73 29 2c 24 28 22 23 67 72 6f 75 70 5f 22 2b 69 2b 22 5f 43 4f 5f 32 5f 73 65 6¢
5f 77 73 5f 74 6f 74 5f 64 65 66 22 29 2e 68 74 6d

Data Ascii: def").html()),d=parseFloat($("#blk_"+i+"_ws_ac_cutoff_7_def").html()),h=parseFloat($("#blk_"+i+"_ws_ac_cutof
f_3_def").html()),u=0;0==$(".wsBIk_"+i+":checked").length&&($("#group_"+i+"_CO_1_sel_ws_tot_def").html(s),$("#
group_"+i+"_CO_2_sel_ws_tot_def").htm

Data Raw: 69 6f 6e 3d 63 72 69 74 65 72 69 6f 6e 5f 73 65 6e 64 5f 74 6f 5f 63 6f 6¢ 6¢ 65 61 67 75 65 22 2c 6e 2e 66 69
6e 64 28 22 62 75 74 74 6f 6e 22 29 2e 70 72 6f 70 28 22 64 69 73 61 62 6¢ 65 64 22 2¢c 21 30 29 2¢c 24 2e 70 6f 73 74 28
4d 79 41 6a 61 78 2e 61 6a 61 78 75 72 6¢ 2c 6f 2b 22 26 63 3d 22 2b 4d 79 41 6a 61 78 2e 73 69 74 65 49 64 2c 66 75
6e 63 74 69 6f 6e 28 74 29 7b 6e 2e 66 69 6e 64 28 22 62 75 74 74 6f 6e 22 29 2e 70 72 6f 70 28 22 64 69 73 61 62 6¢ 65
6422 2c 21 31 29 2c 74 2e 72 65 73 75 6¢ 74 3f 28 6e 2e 68 69 64 65 28 29 2c 65 2e 73 68 6f 77 28 29 29 3a 61 6¢ 65 72
742822 41 6e 20 65 72 72 6f 72 20 6f 63 63 75 72 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6€ 67 20 74 6f 20 73 65 6e
6420 79 6f 75 72 20 72 65 66 65 72 72 61 6 2e 20 50 6¢C

Data Ascii: ion=criterion_send_to_colleague",n.find("button”).prop(“disabled",!0),$.post(MyAjax.ajaxurl,0+"&c="+MyAjax.s
iteld,function(t){n.find("button").prop(“disabled",!1),t.result?(n.hide(),e.show()):alert("An error occurred while trying to send
your referral. Pl

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/plugins/duracelltomi-google-tag-manager/js/1636704769.gtm4wp-form-move-tracker.js?ver=1.13.1
HTTP/1.1

Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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kBytes

Timestamp transferred

2021-12-02 23:54:.00 UTC 883

2021-12-02 23:54:00 UTC 883

Session ID Source IP

35 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:00 UTC 881

2021-12-02 23:54:01 UTC 1040

2021-12-02 23:54:01 UTC 1040

Session ID Source IP

36 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49805

Direction

ouT

Source Port
49806

Direction

Data

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:00 GMT
Content-Type: application/javascript
Content-Length: 1536

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-600"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 6a 51 75 65 72 79 28 20 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 09 6a 51 75 65 72 79 28 20 22 3a 69 6e 70
7574 22 20 29 0d 0a 09 09 2e 6f 6e 28 20 22 66 6f 63 75 73 22 2¢ 20 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 09 09 09
76 61 72 20 69 6e 70 75 74 20 20 20 20 20 20 3d 20 6a 51 75 65 72 79 28 74 68 69 73 29 3b 0d 0a 09 09 09 76 61 72 20
69 6e 70 75 74 49 44 20 20 20 20 3d 20 69 6e 70 75 74 2e 61 74 74 72 28 22 69 64 22 29 20 7c 7c 20 22 28 6e 6f 20 69
6e 70 75 74 20 49 44 29 22 3b 0d 0a 09 09 09 76 61 72 20 69 6e 70 75 74 4e 61 6d 65 20 20 3d 20 69 6e 70 75 74 2e 61
74 7472 28 22 6e 61 6d 65 22 29 20 7c 7c 20 22 28 6e 6f 20 69 6e 70 75 74 20 6e 61 6d 65 29 22 3b 0d Oa 09 09 09 76
6172 20 69 6e 70 75 74 43 6¢ 61 73 73 20 3d 20 69 6e 70 75 74 2e 61

Data Ascii: jQuery( function() {jQuery( ":input" ).on( "focus", function() {var input = jQuery(this);var inputlD = input.a
ttr("id") || "(no input ID)";var inputName = input.attr("name") || “(no input name)";var inputClass = input.a

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/plugins/duracelltomi-google-tag-manager/js/1636704769.gtm4wp-vimeo.js?ver=1.13.1 HTTP/1.1
Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:00 GMT
Content-Type: application/javascript
Content-Length: 7253

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-1c55"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 76 61 72 20 67 74 6d 34 77 70 5f 76 69 6d 65 6f 5f 70 65 72 63 65 6e 74 61 67 65 5f 74 72 61 63 6b 69 6e 67
203d 20 31 30 3b 0d Oa 76 61 72 20 67 74 6d 34 77 70 5f 76 69 6d 65 6f 5f 70 65 72 63 65 6e 74 61 67 65 5f 74 72 61 63
6b 69 6e 67 5f 6d 61 72 6b 73 20 3d 20 7b 7d 3b 0d 0a 0d Oa 6a 51 75 65 72 79 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b
0d 0a 09 6a 51 75 65 72 79 28 20 27 69 66 72 61 6d 65 5b 73 72 63 2a 3d 22 76 69 6d 65 6f 2e 63 6f 6d 22 5d 27 20 29
2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 09 09 76 61 72 20 76 69 6d 65 6f 61 70 69 20 3d 20 6e 65 7
7 20 56 69 6d 65 6f 2e 50 6¢ 61 79 65 72 28 20 74 68 69 73 20 29 2¢ 0d 0a 09 09 09 09 6a 71 66 72 61 6d 65 20 20 3d 20
6a 51 75 65 72 79 28 20 74 68 69 73 20 29 2¢ 0d 0a 09 09 09 09 76

Data Ascii: var gtm4wp_vimeo_percentage_tracking = 10;var gtm4wp_vimeo_percentage_tracking_marks = {};jQuery(f
unction() {jQuery( ‘iframe[src*="vimeo.com"]" ).each(function() {var vimeoapi = new Vimeo.Player( this ),jgframe = jQuery(
this ),v

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 23:54:00 UTC 881

2021-12-02 23:54:01 UTC 984

2021-12-02 23:54:01 UTC 985

Session ID Source IP

37 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:00 UTC 882

2021-12-02 23:54:01 UTC 1047

2021-12-02 23:54:01 UTC 1048

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49807

Direction

ouT

Data

GET /event/wp-content/plugins/duracelltomi-google-tag-manager/js/1636704769.gtm4wp-youtube.js?ver=1.13.1 HTTP/1.1
Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:00 GMT
Content-Type: application/javascript
Content-Length: 7296

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-1c80"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 76 61 72 20 67 74 6d 34 77 70 5f 79 6f 75 74 75 62 65 5f 70 65 72 63 65 6e 74 61 67 65 5f 74 72 61 63 6b 69
6e 67 20 3d 20 31 30 3b 0d Oa 76 61 72 20 67 74 6d 34 77 70 5f 79 6f 75 74 75 62 65 5f 70 65 72 63 65 6e 74 61 67 65 5f
7472 61 63 6b 69 6e 67 5f 74 69 6d 65 6f 75 74 73 20 3d 20 7b 7d 3b 0d Oa 76 61 72 20 67 74 6d 34 77 70 5f 79 6f 75 74
75 62 65 5f 70 65 72 63 65 6e 74 61 67 65 5f 74 72 61 63 6b 69 6e 67 5f 6d 61 72 6b 73 20 3d 20 7b 7d 3b 0d Oa 0d Oa 69
66 20 28 20 74 79 70 65 6f 66 20 6f 6e 59 6f 75 54 75 62 65 49 66 72 61 6d 65 41 50 49 52 65 61 64 79 20 3d 3d 3d 20 22
75 6e 64 65 66 69 6e 65 64 22 20 29 20 7b 0d 0a 09 77 69 6e 64 6f 77 2e 6f 6e 59 6f 75 54 75 62 65 49 66 72 61 6d 65 41
50 49 52 65 61 64 79 20 3d 20 66 75 6e 63 74 69 6f 6e 28

Data Ascii: var gtm4wp_youtube_percentage_tracking = 10;var gtm4wp_youtube_percentage_tracking_timeouts = {};var
gtm4wp_youtube_percentage_tracking_marks = {};if ( typeof onYouTubelframeAPIReady === "undefined" ) {window
.onYouTubelframeAPIReady = function(

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/plugins/duracelltomi-google-tag-manager/js/1636704769.gtm4wp-soundcloud.js?ver=1.13.1 HT
TP/1.1

Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:01 GMT
Content-Type: application/javascript
Content-Length: 4508

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-119¢"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 76 61 72 20 67 74 6d 34 77 70 5f 73 6f 75 6e 64 63 6¢ 6f 75 6e 64 5f 70 65 72 63 65 6e 74 61 67 65 5f 74 72 61
63 6b 69 6e 67 20 3d 20 31 30 3b 0d 0a 76 61 72 20 67 74 6d 34 77 70 5f 73 6f 75 6e 64 63 6¢ 6f 75 6e 64 5f 70 65 72 63
65 6e 74 61 67 65 5f 74 72 61 63 6b 69 6e 67 5f 6d 61 72 6b 73 20 3d 20 7b 7d 3b 0d Oa 0d Oa 6a 51 75 65 72 79 28 66
75 6e 63 74 69 6f 6e 28 29 20 7b 0d Oa 2f 2f 09 6a 51 75 65 72 79 28 20 27 5b 69 64 5e 3d 22 73 6f 75 6e 64 63 6¢ 6f 75
64 70 6¢ 61 79 65 72 5f 22 5d 27 20 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 09 6a 51 75 65 72
79 2820 27 69 66 72 61 6d 65 5b 73 72 63 2a 3d 22 73 6f 75 6e 64 63 6¢ 6 75 64 2e 63 6f 6d 22 5d 27 20 29 2e 65 61 63
68 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 09 09 76 61

Data Ascii: var gtm4wp_soundclound_percentage_tracking = 10;var gtm4wp_soundclound_percentage_tracking_marks =
{}:jQuery(function() {/jQuery( '[id"="soundcloudplayer_"]").each(function() {Query( ‘'iframe[src*="soundcloud.com"]'
).each(function() {va
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Session ID Source IP

38 192.168.2.4
kBytes
Timestamp transferred

2021-12-02 23:54:01 UTC 1052

2021-12-02 23:54:02 UTC 1507

2021-12-02 23:54:02 UTC 1507

2021-12-02 23:54:02 UTC 1523

2021-12-02 23:54:02 UTC 1920

Session ID Source IP

39 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1053

Copyright Joe Security LLC 2021

Source Port

49808

Direction

ouT

Source Port
49809

Direction
ouT

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/fonts/ProximaNova-Regular.woff HTTP/1.1

Host: the-hatchery.co

Connection: keep-alive

Origin: https://the-hatchery.co

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://the-hatchery.co/event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.m
ain.min.css?ver=3.0

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:01 GMT
Content-Type: font/woff

Content-Length: 47264

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

ETag: "618e21d3-bh8a0"
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 77 4f 46 46 00 01 00 00 00 00 b8 a0 00 Of 00 00 00 01 79 40 00 01 00 65 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 46 46 54 4d 00 00 01 58 00 00 00 1c 00 00 00 1c 5¢ 50 2d f4 47 44 45 46 00 00 01 74 00 00 00
54 0000 00 62 17 a9 14 a3 47 50 4f 53 00 00 01 c8 00 00 14 b2 00 00 31 b4 75 cb 5e f3 47 53 55 42 00 00 16 7c 00 00 09
2400 00 13 96 46 85 36 df 4f 53 2f 32 00 00 1f a0 00 00 00 5a 00 00 00 60 7c e7 c2 5¢ 63 6d 61 70 00 00 1f fc 00 00 03
€6 00 00 05 4a 6f 68 81 36 67 61 73 70 00 00 23 c4 00 00 00 08 00 00 00 08 ff ff 00 03 67 6¢ 79 66 00 00 23 cc 00 00 7b
710000 fd 24 17 2b 9f f5 68 65 61 64 00 00 9f 40 00 00 00 33 00 00 00 36 05 19 6d 6a 68 68 65 61 00 00 9f 74 00 00 00
21 00 00 00 24 0d 9f 08 b4 68 6d 74 78 00 00 9f 98 00 00 05

Data Ascii: WOFFy@eFFTMX\P-GDEFtThGPOS1u*GSUB|$F60S/2Z"|\cmapJoh6gasp#glyf#{q$+head @36mjhheat!$hmtx

Data Raw: 09 2d 82 9a f9 ¢3 29 7f 32 e2 cd 26 87 16 25 99 c9 40 ce 28 68 89 8d 5d 5a 96 a6 4f c9 31 26 a7 ce f2 4d 8c 37
1b 7d 8b Of 6f 99 1e 12 97 16 03 d3 83 93 21 50 7 2f 5b d4 cc 77 24 e6 42 al 72 37 f7 77 b8 d3 d7 al 70 cd 96 f9 d7 4b
c8 3a ef db 99 7a 83 f2 4b 06 d9 f7 b7 c9 be 1f 47 63 54 82 23 03 43 9a 42 04 94 9a 9a 3e 5e 30 fb 24 cd b2 38 b9 14 22
61 16 be da d5 f9 d6 5b 39 39 08 dd d9 b2 b0 70 cb 96 85 0b 13 ff 11 7d 00 3e 1f cO 6b 79 bb 76 f1 33 60 cO be e6 5b da
93 7d 17 93 70 57 23 24 93 6f 1a db 07 b8 67 db d1 fc 6f 6a de f9 52 9b 8¢ f9 69 c6 12 79 39 c1 01 bd 3b 28 b4 de f4 a4 a2
81 5b b6 d4 32 3e 5b f0 f7 48 b9 72 0d 2e 83 fc b6 95 f8 33 4b fd 12 71 11 d2 a2 bd 75 a9 37 fa 3f a3 3a 66 c1 85 Ob 66 34
ce 8a a5 a0 be 36 66 05 52 bf 9a 17 9b c3 87 eb

Data Ascii: -)2&%@(h]Z01&M7}o!P/[w$Br7wpK:zKGcT#CB>"0$8"a[99p}>kyv3 [}pW#$0gojRiy9;([2>[Hr.3Kqu72:ff46fR

Data Raw: 06 Oe 6a a9 54 72 32 a7 1a 0b 59 fc b5 55 26 51 66 bb 68 dd 08 9a 83 2f 25 5b 58 94 d0 c9 ce 88 3 7 cf 88 85
a9 4a 59 bc 9f 62 3 66 8c 9e 32 5b 26 ch 2b 76 50 0f 69 17 65 80 d1 58 88 51 17 8e 1e 30 09 60 5c a9 62 0d 69 7f 4f 86
8d 97 b8 52 5 26 5a e0 1a b8 8a f7 56 3d 95 77 6b 23 18 8b 7e da 8b f6 1c Oe 3b 36 d0 56 53 b5 71 8d bf 50 66 d8 23 16
19 ba 85 3¢ 95 c4 a9 el 4f e4 8c 5f 47 a7 38 bd a4 cc d8 68 b6 c6 94 31 4a fc 8¢ 6¢ 54 bb b9 8e Oe 19 e7 ad ac Of fd cc
7d 28 d7 3d 61 37 64 e4 28 af 67 65 2b Oe 9b 52 64 9f 21 a3 bc 07 72 91 e7 af 1a d7 e3 ba d1 d1 5f ff ba 1e 77 83 41 ee
d6 02 48 25 43 3¢ f5 72 d6 de 51 3a c2 ab 3f 6b a5 c8 3b 49 17 eb 5f 5f 9b 79 6b a9 ea 02 4f eb fd d0 81 1e 79 e6 da 53
43 f5 18 af b0 bb 47 2f 7a c2 b6 c7 69 1e 62 4f 29 3a

Data Ascii: jTr2YU&Qfh/%[XJYbf2[&+VPieXQ0 \biOR&ZV=wk#~;6VSqPf#<O_G8h1JIT}(=a7d(ge+Rd!r_wAH%C<rQ:?k;
|__ykOySCG/zibO):

Destination IP  Destination Port Process
54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/risk-based-regulation-2022/wp-includes/js/1636704769.comment-reply.min.js?ver=5.7.2 HTTP/1.1

Host: the-hatchery.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1401

2021-12-02 23:54:01 UTC 1401

Session ID Source IP

4 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:42 UTC 51

2021-12-02 23:53:42 UTC 52

Session ID Source IP

40 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1167

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49721

Direction

ouT

Source Port
49816

Direction
ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:01 GMT
Content-Type: application/javascript
Content-Length: 2984

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

Vary: Accept-Encoding

ETag: "618e21d3-bha8"

Expires: Thu, 31 Dec 2037 23:55:55 GMT
Cache-Control: max-age=315360000
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 2f 2a 21 20 54 68 69 73 20 66 69 6¢ 65 20 69 73 20 61 75 74 6f 2d 67 65 6e 65 72 61 74 65 64 20 2a 2f 0a 77
69 6e 64 6f 77 2e 61 64 64 43 6f 6d 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 76 29 7b 76 61 72 20 49 2c 43 2c 68 2c 45
3d 76 2e 64 6f 63 75 6d 65 6e 74 2c 62 3d 7b 63 6f 6d 6d 65 6e 74 52 65 70 6¢ 79 43 6¢ 61 73 73 3a 22 63 6f 6d 6d 65 6e
742d 72 65 70 6¢ 79 2d 6¢ 69 6e 6b 22 2c 63 6f 6d 6d 65 6e 74 52 65 70 6¢ 79 54 69 74 6¢ 65 49 64 3a 22 72 65 70 6¢ 79
2d 74 69 74 6¢ 65 22 2¢ 63 61 6e 63 65 6¢ 52 65 70 6C 79 49 64 3a 22 63 61 6e 63 65 6¢ 2d 63 6f 6d 6d 65 6€ 74 2d 72
65 70 6¢ 79 2d 6¢ 69 6e 6b 22 2c 63 6f 6d 6d 65 6e 74 46 6f 72 6d 49 64 3a 22 63 6f 6d 6d 65 6e 74 66 6f 72 6d 22 2¢c 74
65 6d 70 6f 72 61 72 79 46 6f 72 6d 49 64 3a 22 77 70 2d 74

Data Ascii: /*! This file is auto-generated */window.addComment=function(v){var |,C,h,E=v.document,b={commentR
eplyClass:"comment-reply-link",commentReplyTitleld:"reply-title",cancelReplyld:"cancel-comment-reply-link",com
mentFormld:"commentform",temporaryFormld:"wp-t

Destination IP Destination Port Process

13.107.5.88 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /ab?&clientid=%7bB7AA9FBC-69B9-4BDF-8E28-F8B8D26FD102%7d HTTP/1.1

Accept: */*

User-Agent: Microsoft Office 2014

X-MSEdge-AppID: hxcomm

X-OCAS-Platform: winrt

X-OCAS-Build: 16.0.8827

X-MSEdge-IG: 19E9686A-24BD-4ECB-8EF7-A6BAF689F820
Accept-Encoding: gzip, deflate, br

Host: ocos-office365-s2s.msedge.net

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 400 Bad Request

X-MSEdge-Ref: Ref A: 4DA546091319417F867AA9707C49ADDF Ref B: AMS04EDGE2122 Ref C: 2021-12-02T23:53:4
2Z

Date: Thu, 02 Dec 2021 23:53:42 GMT

Connection: close

Content-Length: 0

Destination IP  Destination Port Process

172.217.168.78 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /iframe_api HTTP/1.1

Host: www.youtube.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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kBytes
Timestamp transferred

2021-12-02 23:54:01 UTC 1185

2021-12-02 23:54:01 UTC 1187

2021-12-02 23:54:01 UTC 1188

Session ID Source IP

41 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1168

2021-12-02 23:54:01 UTC 1218

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49815

Direction
ouT

Data

HTTP/1.1 200 OK

Content-Type: text/javascript; charset=utf-8

X-Content-Type-Options: nosniff

Expires: Thu, 02 Dec 2021 23:54:01 GMT

Date: Thu, 02 Dec 2021 23:54:01 GMT

Cache-Control: private, max-age=0

X-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=31536000

Report-To: {"group":"AXrpQdexiF0ssZ_nH8Dr-M3QghdVRvO77RECMA","max_age":2592000,"endpoints":[{"url":"https://cs
p.withgoogle.com/csp/report-to/encsid_AXrpQdexiFOssZ_nH8Dr-M3QgbdVRvO77RECMA"}}
Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="AXrpQdexiFOssZ_nH8Dr-M3QgbdVRvO77RECMA"
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-model=*, ch-ua-platform=*, ch-ua-platform-
version=*

P3P: CP="This is not a P3P policy! See http://support.google.com/accounts/answer/151657?hl=en-GB for more info."
Server: ESF

X-XSS-Protection: 0

Set-Cookie: YSC=0pC9fz0kQ8Q; Domain=.youtube.com; Path=/; Secure; HttpOnly; SameSite=none

Set-Cookie: VISITOR_INFO1_LIVE=hlvaDOEp4CY; Domain=.youtube.com; Expires=Tue, 31-May-2022 23:54:01 GMT;
Path=/; Secure; HttpOnly; SameSite=none

Set-Cookie: CONSENT=PENDING+499; expires=Sat, 02-Dec-2023 23:54:01 GMT; path=/; domain=.youtube.com; Secure
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 33 64 34 0d 0a 76 61 72 20 73 63 72 69 70 74 55 72 6¢ 20 3d 20 27 68 74 74 70 73 3a 5¢ 2f 5¢ 2f 77 77 77 2e
79 6f 75 74 75 62 65 2e 63 6f 6d 5c 2f 73 5¢ 2f 70 6¢ 61 79 65 72 5¢ 2f 65 65 61 37 30 33 66 33 5¢ 2f 77 77 77 2d 77 69 64
67 65 74 61 70 69 2e 76 66 6¢ 73 65 74 5¢ 2f 77 77 77 2d 77 69 64 67 65 74 61 70 69 2e 6a 73 27 3b 74 72 79 7b 76 61
7220 74 74 50 6f 6¢ 69 63 79 3d 77 69 6e 64 6f 77 2e 74 72 75 73 74 65 64 54 79 70 65 73 2e 63 72 65 61 74 65 50 6f 6¢
69 63 79 28 22 79 6f 75 74 75 62 65 2d 77 69 64 67 65 74 2d 61 70 69 22 2c 7b 63 72 65 61 74 65 53 63 72 69 70 74 55
52 4c 3a 66 75 6e 63 74 69 6f 6e 28 78 29 7h 72 65 74 75 72 6e 20 78 7d 7d 29 3b 73 63 72 69 70 74 55 72 6¢ 3d 74 74
50 6f 6¢ 69 63 79 2e 63 72 65 61 74 65 53 63 72 69 70 74 55 52

Data Ascii: 3d4var scriptUrl = 'https:VWwww.youtube.comVs\V/player\eea703f3\lwww-widgetapi.vflsetVwww-widgetapi.js';
try{var ttPolicy=window.trustedTypes.createPolicy("youtube-widget-api" {createScriptURL:function(x){return x}});scriptUr
|=ttPolicy.createScriptUR

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

172.217.168.8 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /gtm.js?id=GTM-WXFQXQ HTTP/1.1

Host: www.googletagmanager.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Content-Type: application/javascript; charset=UTF-8
Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: true

Access-Control-Allow-Headers: Cache-Control

Vary: Accept-Encoding

Date: Thu, 02 Dec 2021 23:54:01 GMT

Expires: Thu, 02 Dec 2021 23:54:01 GMT

Cache-Control: private, max-age=900

Last-Modified: Thu, 02 Dec 2021 23:35:30 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains
Cross-Origin-Resource-Policy: cross-origin

Server: Google Tag Manager

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Connection: close

Transfer-Encoding: chunked
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:01 UTC 1219 IN Data Raw: 38 30 30 30 0d Oa Oa 2f 2f 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 32 20 47 6f 6f 67 6¢ 65 20 49 6e 63 2e 20
41 6¢ 6¢ 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 0a 28 66 75 6e 63 74 69 6f 6e 28 29 7b 0a 0a 76 61 72 20
64 61 74 61 20 3d 20 7b 0a 22 72 65 73 6f 75 72 63 65 22 3a 20 7b 0a 20 20 22 76 65 72 73 69 6f 6e 22 3a 22 32 38 22 2c
0a 20 20 0a 20 20 22 6d 61 63 72 6f 73 22 3a 5b 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 65 22 7d 2c 7b 22 66 75 6e
63 74 69 6f 6e 22 3a 22 5f 5f 75 22 2¢ 22 76 74 70 5f 63 6f 6d 70 6f 6e 65 6e 74 22 3a 22 50 41 54 48 22 2¢ 22 76 74 70 5f
65 6e 61 62 6¢ 65 4d 75 6¢ 74 69 51 75 65 72 79 4b 65 79 73 22 3a 66 61 6¢ 73 65 2C 22 76 74 70 5f 65 6e 61 62 6¢ 65 49
67 6e 6f 72 65 45 6d 70 74 79 51 75 65 72 79 50 61 72
Data Ascii: 8000// Copyright 2012 Google Inc. All rights reserved.(function(){var data = {"resource": { "version":"28",

"macros":[{"function™:"__e"},{"function™:"__u","vtp_component":"PATH","vtp_enableMultiQueryKeys":false,"vtp_enablelg

noreEmptyQueryPar

2021-12-02 23:54:01 UTC 1220 IN Data Raw: 75 6¢ 74 56 61 6¢ 75 65 22 3a 74 72 75 65 2¢ 22 76 74 70 5f 64 65 66 61 75 6¢ 74 56 61 6¢ 75 65 22 3a 22 22
7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 67 61 73 22 2¢ 22 76 74 70 5f 63 6f 6f 6b 69 65 44 6f 6d 61 69 6e 22 3a
22 61 75 74 6f 22 2¢c 22 76 74 70 5f 64 6f 75 62 6¢ 65 43 6¢ 69 63 6b 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 73 65 74 54
72 61 63 6b 65 72 4e 61 6d 65 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 75 73 65 44 65 62 75 67 56 65 72 73 69 6f 6e 22 3a
66 61 6¢ 73 65 2¢ 22 76 74 70 5f 75 73 65 48 61 73 68 41 75 74 6f 4¢c 69 6e 6b 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 64
65 63 6f 72 61 74 65 46 6f 72 6d 73 41 75 74 6f 4c 69 6e 6b 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 65 6e 61 62 6¢ 65 4C
69 6e 6b 49 64 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f
Data Ascii: ultValue":true,"vtp_defaultValue":""},{"function":"__gas","vtp_cookieDomain":"auto","vtp_doubleClick":false,
"vtp_setTrackerName":false,"vtp_useDebugVersion":false,"vtp_useHashAutoLink":false,"vtp_decorateFormsAutoLink"
:false,"vtp_enableLinkld":false,"vtp_

2021-12-02 23:54:01 UTC 1221 IN Data Raw: 2c 22 76 74 70 5f 6e 61 6d 65 22 3a 22 67 74 6d 2e 65 6¢ 65 6d 65 6e 74 49 64 22 2¢ 22 76 74 70 5f 64 61 74
61 4c 61 79 65 72 56 65 72 73 69 6f 6e 22 3a 31 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 76 22 2¢ 22 76 74 70
5f 6e 61 6d 65 22 3a 22 67 74 6d 2e 65 6¢ 65 6d 65 6e 74 54 61 72 67 65 74 22 2¢c 22 76 74 70 5f 64 61 74 61 4c 61 79 65
7256 65 72 73 69 6f 6e 22 3a 31 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 76 22 2c 22 76 74 70 5f 6e 61 6d 65
223a22 67 74 6d 2e 65 6¢ 65 6d 65 6e 74 22 2¢c 22 76 74 70 5f 64 61 74 61 4¢c 61 79 65 72 56 65 72 73 69 6f 6e 22 3a 31
7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 76 22 2¢ 22 76 74 70 5f 6e 61 6d 65 22 3a 22 67 74 6d 2e 65 6¢ 65 6d
65 6e 74 43 6¢ 61 73 73 65 73 22 2¢ 22 76 74 70 5f 64 61
Data Ascii: ,"vtp_name":"gtm.elementld”,"vtp_datalLayerVersion":1} {"function":"__v","vtp_name":"gtm.elementTarget","vtp_

dataLayerVersion":1},{"function™:"__v","vtp_name":"gtm.element","vtp_datalayerVersion":1} {"function":"__v","vtp_name":"

gtm.elementClasses","vtp_da

2021-12-02 23:54:01 UTC 1222 IN Data Raw: 68 74 6d 6¢ 22 3a 22 5¢ 6e 5¢ 75 30 30 33 43 73 63 72 69 70 74 20 74 79 70 65 3d 5¢c 22 74 65 78 74 5¢c 2f 67
74 6d 73 63 72 69 70 74 5¢ 22 5¢ 75 30 30 33 45 28 66 75 6e 63 74 69 6f 6e 28 61 2c 64 2c 62 2c 66 2c 65 2¢ 63 29 7b 61
5b 62 5d 3d 61 5b 62 5d 7c 7c 66 75 6e 63 74 69 6f 6e 28 29 7b 28 61 5b 62 5d 2e 71 3d 61 5b 62 5d 2e 71 7c 7c 5b 5d
292e 707573682861 7267 75 6d 65 6e 74 73 29 7d 3b 61 5b 62 5d 2e 61 3d 65 3b 61 5b 62 5d 2e 65 3d 63 3b 63 3d
64 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6€ 74 28 5¢ 22 73 63 72 69 70 74 5¢ 22 29 3b 63 2e 61 73 79 6e 63 3d 21 30 3b
63 2e 74 79 70 65 3d 5¢ 22 74 65 78 74 5¢ 2f 6a 61 76 61 73 63 72 69 70 74 5¢c 22 3b 63 2e 73 72 63 3d 66 2b 5¢ 22 3f 61
69 64 5¢ 5¢ 78 33 64 5c 22 2b 65 3b 64 3d 64 2e 67 65 74 45 6¢ 65
Data Ascii: html":"\n\u003Cscript type=\"text\/gtmscript\"\uOO3E(function(a,d,b,f,e,c){a[b]=a[b]||function(){(a[b].g=a[b].qa||[).p
ush(arguments)};a[b].a=e;a[b].e=c;c=d.createElement(\"script\");c.async=!0;c.type=\"text\Vjavascript\";c.src=f+\"?aid\\x
3d\"+e;d=d.getEle

2021-12-02 23:54:01 UTC 1224 IN Data Raw: 61 22 2c 22 6f 6e 63 65 5f 70 65 72 5f 65 76 65 6e 74 22 3a 74 72 75 65 2c 22 76 74 70 5f 65 6e 61 62 6¢ 65 45
63 6f 6d 6d 65 72 63 65 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 75 73 65 48 61 73 68 41 75 74 6f 4 69 6e 6b 22 3a 66 61
6c 73 65 2c 22 76 74 70 5f 73 65 74 54 72 61 63 6b 65 72 4e 61 6d 65 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 75 73 65 44
65 62 75 67 56 65 72 73 69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 64 6f 75 62 6¢ 65 43 6C 69 63 6b 22 32 74 72 75
65 2c 22 76 74 70 5f 64 65 63 6f 72 61 74 65 46 6f 72 6d 73 41 75 74 6f 4c 69 6e 6b 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70
5f 74 72 61 63 6b 69 6e 67 49 64 22 3a 22 55 41 2d 34 35 38 36 34 33 31 32 2d 31 22 2¢c 22 76 74 70 5f 74 72 61 63 6b
5479 70 65 22 3a 22 54 52 41 43 4b 5f 50 41 47 45 56 49
Data Ascii: a","once_per_event":true,"vtp_enableEcommerce":false,"vtp_useHashAutoLink":false,"vtp_setTrackerNa
me":false,"vtp_useDebugVersion":false,"vtp_doubleClick":true,"vtp_decorateFormsAutoLink":false,"vtp_trackingld":"UA-
45864312-1","vtp_trackType":"TRACK_PAGEVI

2021-12-02 23:54:01 UTC 1225 IN Data Raw: 74 70 5f 65 76 65 6e 74 4c 61 62 65 6¢ 22 3a 5b 22 6d 61 63 72 6f 22 2¢ 33 5d 2c 22 76 74 70 5f 65 6e 61 62
6c 65 52 65 63 61 70 74 63 68 61 4f 70 74 69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 65 6e 61 62 6¢ 65 55 61 52 6C
7361 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 65 6e 61 62 6¢ 65 55 73 65 49 6e 74 65 72 6e 61 6¢ 56 65 72 73 69 6f 6e 22
3a 66 61 6¢ 73 65 2c 22 76 74 70 5f 65 6e 61 62 6¢ 65 46 69 72 65 62 61 73 65 43 61 6d 70 61 69 67 6€ 44 61 74 61 22
3a747275652c227674705f74 7261 63 6b 54 79 70 65 49 73 45 76 65 6e 74 22 3a 74 72 75 65 2c 22 76 74 70 5f
65 6e 61 62 6¢ 65 47 41 34 53 63 68 65 6d 61 22 3a 66 61 6¢ 73 65 2¢ 22 74 61 67 5f 69 64 22 3a 38 7d 2¢ 7b 22 66 75 6
e 63 74 69 6f 6e 22 3a 22 5f 5f 75 61 22 2c 22 6f 6e 63 65 5f 70
Data Ascii: tp_eventLabel":["macro",3],"vtp_enableRecaptchaOption*:false,"vtp_enableUaRlIsa":false,"vtp_enableU
selnternalVersion™:false,"vtp_enableFirebaseCampaignData:true,"vtp_trackTypelsEvent":true,"vtp_enableGA4Schem
a"false,"tag_id":8},{"function":" [

"__ua","once_p

2021-12-02 23:54:01 UTC 1226 IN Data Raw: 61 53 65 74 74 69 6e 67 73 22 3a 5b 22 6d 61 63 72 6f 22 2c 37 5d 2c 22 76 74 70 5f 65 76 65 6e 74 41 63 74
69 6f 6e 22 3a 22 43 6¢ 69 63 6b 22 2¢ 22 76 74 70 5f 65 76 65 6e 74 4c 61 62 65 6¢ 22 3a 5b 22 6d 61 63 72 6f 22 2¢ 33
5d 2c 22 76 74 70 5f 65 6e 61 62 6¢ 65 52 65 63 61 70 74 63 68 61 4f 70 74 69 6f 6€ 22 3a 66 61 6¢ 73 65 2C 22 76 74 70
5f 65 6e 61 62 6¢ 65 55 61 52 6¢ 73 61 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 65 6e 61 62 6¢ 65 55 73 65 49 6e 74 65 72
6e 61 6¢ 56 65 72 73 69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 65 6€ 61 62 6¢ 65 46 69 72 65 62 61 73 65 43 61 6d
7061 69 67 6e 44 61 74 61 22 3a74 72 75 65 2c 22 76 74 70 5f 74 72 61 63 6b 54 79 70 65 49 73 45 76 65 6e 74 22 3a
74 7275 65 2c 22 76 74 70 5f 65 6e 61 62 6¢ 65 47 41 34 53
Data Ascii: aSettings™:["'macro",7],"vtp_eventAction":"Click","vtp_eventLabel":["macro”,3],"vtp_enableRecaptchaOption":fa
Ise,"vtp_enableUaRlsa":false,"vtp_enableUselnternalVersion":false,"vtp_enableFirebaseCampaignData":true,"vtp_t
rackTypelsEvent":true,"vtp_enableGA4S

2021-12-02 23:54:01 UTC 1227 IN Data Raw: 64 61 74 69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 77 61 69 74 46 6f 72 54 61 67 73 54 69 6d 65 6f 75
7422 3a22 3230303022 2c 22767470 5f75 6e 69 71 75 65 54 72 69 67 67 65 72 49 64 22 3a 22 31 34 36 37 30 36
36 5f 32 34 22 2¢ 22 74 61 67 5f 69 64 22 3a 34 35 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 5f 6¢ 63 6¢ 22 2¢ 22
76 7470 5f 77 61 69 74 46 6f 72 54 61 67 73 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 63 68 65 63 6b 56 61 6C 69 64 61 74
69 6f 6e 22 3a 66 61 6¢ 73 65 2¢ 22 76 74 70 5f 77 61 69 74 46 6f 72 54 61 67 73 54 69 6d 65 6f 75 74 22 3a 22 32 30 30
30222c 2276 74 70 5f 75 6e 69 71 75 65 54 72 69 67 67 65 72 49 64 22 3a 22 31 34 36 37 30 36 36 5f 32 36 22 2¢ 22 74
61 67 5f 69 64 22 3a 34 36 7d 2c 7b 22 66 75 6e 63 74 69 6f
Data Ascii: dation":false,"vtp_waitForTagsTimeout™:"2000","vtp_uniqueTriggerld":"1467066_24","tag_id":45},{"function":"_
_lel","vtp_waitForTags":false,"vtp_checkValidation":false,"vtp_waitForTagsTimeout":"2000","vtp_uniqueTriggerld
":"1467066_26","tag_id":46},{"functio
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:01 UTC 1229 IN Data Raw: 5¢ 22 29 29 7d 76 61 72 20 63 3d 21 31 2c 61 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65
6e 74 28 5¢ 22 73 63 72 69 70 74 5¢ 22 29 3b 61 2e 74 79 70 65 3d 5¢ 22 74 65 78 74 5¢ 2f 6a 61 76 61 73 63 72 69 70
74 5¢ 22 3b 61 2e 61 73 79 6e 63 3d 21 30 3b 61 2e 73 72 63 3d 5¢ 22 5¢ 2f 5¢c 2f 6d 75 6e 63 68 6b 69 6e 2e 6d 61 72 6b
65 74 6f 2e 6e 65 74 5¢ 2f 6d 75 6e 63 68 6b 69 6e 2e 6a 73 5¢c 22 3b 61 2e 6f 6e 72 65 61 64 79 73 74 61 74 65 63 68 61
6e 67 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 5c 22 63 6f 6d 70 6¢ 65 74 65 5¢ 22 21 3d 74 68 69 73 2e 72 65 61 64 79
53 74 61 74 65 5¢ 75 30 30 32 36 5¢ 75 30 30 32 36 5¢ 22 6¢ 6f 61 64 65 64 5¢ 22 21 3d 74 68 69 73 2e 72 65 61 64 79 5
374617465 7c 7c 622829 7d 3b 61 2e 6f 6e 6¢ 6f 61 64 3d 62
Data Ascii: \"))}var c=!1,a=document.createElement(\"script\");a.type=\"text\/javascript\";a.async=!0;a.src=\"\\\V\munchk
in.marketo.netVmunchkin.js\";a.onreadystatechange=function(){\"complete\"!=this.readyState\u0026\u0026\"loaded\"!=this.
readyState||b()};a.onload=b

2021-12-02 23:54:01 UTC 1230 IN Data Raw: 6e 22 3a 22 5f 65 71 22 2c 22 61 72 67 30 22 3a 5b 22 6d 61 63 72 6f 22 2c 30 5d 2c 22 61 72 67 31 22 3a 22
67 74 6d 2e 6a 73 22 7d 2c 7b 22 66 75 6e 63 74 69 6f 6e 22 3a 22 5f 65 71 22 2¢ 22 61 72 67 30 22 3a 5b 22 6d 61 63 72
6f 22 2¢c 36 5d 2¢ 22 61 72 67 31 22 3a 22 68 74 74 70 73 3a 5¢ 2f 5¢ 2f 77 77 77 2e 63 72 69 74 65 72 69 6f 6e 63 6f 6e
66 65 72 65 6e 63 65 73 2e 63 6f 6d 5¢ 2f 77 68 6f 2d 77 65 2d 77 6f 72 6b 2d 77 69 74 68 22 7d 2c 7b 22 66 75 6e 63 74
69 6f 6e 22 3a 22 5f 63 6e 22 2c 22 61 72 67 30 22 3a 5b 22 6d 61 63 72 6f 22 2¢c 32 5d 2¢ 22 61 72 67 31 22 3a 22 74 68
65 2d 68 61 74 63 68 65 72 79 2e 63 6f 22 7d 5d 2c 0a 20 20 22 72 75 6¢ 65 73 22 3a 5b 5b 5b 22 69 66 22 2¢ 30 5d 2c
5b 22 61 64 64 22 2c 32 2¢ 35 5d 5d 2c 5b 5b 22 69 66 22 2¢
Data Ascii: n":"_eq","arg0":["macro",0],"arg1":"gtm.js"},{"function":"_eq","arg0":["macro",6],"argl":"https:\/\\www.crit
erionconferences.com\/who-we-work-with"},{"function":"_cn","arg0":["macro",2],"arg1":"the-hatchery.co"}], "rules":[[["if",0],
['add",2,5]],[["if",

2021-12-02 23:54:01 UTC 1231 IN Data Raw: 2c 5b 35 32 2c 22 6a 22 2c 5b 22 66 22 2c¢ 5b 33 30 2c 5b 31 37 2c 5b 31 35 2c 22 61 22 5d 2¢ 22 65 76 65 6e
745f70 61 72 61 6d 65 74 65 72 73 22 5d 2c 5b 37 5d 5d 2c 22 70 61 72 61 6d 5f 74 61 62 6¢ 65 5f 6b 65 79 5f 63 6f 6C
75 6d 6e 22 2c 22 70 61 72 61 6d 5f 74 61 62 6¢ 65 5f 76 61 6¢ 75 65 5f 63 6f 6¢ 75 6d 62 22 5d 5d 2¢ 5b 32 32 2¢ 5b 31
2c 5b 31 35 2c 22 6a 22 5d 2c 5b 32 2c 5b 31 35 2¢ 22 6a 22 5d 2c 22 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 22 2c 5b
37 2c 22 63 6f 6e 74 65 6e 74 5f 69 64 73 22 5d 5d 5d 2c 5b 34 36 2c 5b 35 33 2¢ 5b 34 31 2¢ 22 6b 22 5d 2c 5b 33 2¢ 22
6b 22 2c 5b 31 36 2c 5b 31 35 2c 22 6a 22 5d 2c 22 63 6f 6e 74 65 6e 74 5f 69 64 73 22 5d 5d 2¢ 5b 33 2¢ 22 6b 22 2¢ 5b
32 2c 5b 32 2¢ 5b 31 35 2¢ 22 6b 22 5d 2¢ 22 73 70 6¢ 69
Data Ascii: ,[52,"",["f",[30,[17,[15,"a"],"event_parameters"],[7]],"param_table_key_column","param_table_value_column"]],
[22,[1,[15,""],[2,[15,"]"],"hasOwnProperty",[7,"content_ids"]]],[46,[53,[41,"k"],[3,"k",[16,[15,"]"],"content_ids"]],[3,"k",[2,[2,
[15,"K"],"spli

2021-12-02 23:54:01 UTC 1233 IN Data Raw: 22 77 72 69 74 65 22 3a 74 72 75 65 2c 22 65 78 65 63 75 74 65 22 3a 74 72 75 65 7d 5d 7d 2c 22 69 6e 6a 65
6374 5f 7363 72 69 70 74 22 3a7b 22 75 72 6¢ 73 22 3a 5b 22 68 74 74 70 73 3a 5¢ 2f 5¢ 2f 73 74 61 74 69 63 2e 61 64
732d 7477 69 74 74 65 72 2e 63 6f 6d 5c 2f 75 77 74 2e 6a 73 22 5d 7d 7d 2c 22 5f 5f 62 7a 69 22 3a 7b 22 61 63 63 65
73 73 5f 67 6¢ 6f 62 61 6¢ 73 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6b 65 79 22 3a 22 5f 6¢ 69 6e 6b 65 64 69 6e 5f 64
6174 61 5f 70 61 72 74 6e 65 72 5f 69 64 22 2¢c 22 72 65 61 64 22 3a 74 72 75 65 2¢ 22 77 72 69 74 65 22 3a 74 72 75 65
2c 22 65 78 65 63 75 74 65 22 3a 66 61 6¢ 73 65 7d 5d 7d 2c 22 69 6e 6a 65 63 74 5f 73 63 72 69 70 74 22 3a 7b 22 75
72 6¢ 73 22 3a5b 22 68 74 74 70 73 3a 5¢ 2f 5¢c 2f 73 6e 61
Data Ascii: "write":true,"execute":true}]},"inject_script":{"urls":["https:V\/static.ads-twitter.comVuwt.js"[},"__bzi":{"access
_globals":{"keys":[{"key":"_linkedin_data_partner_id","read":true,"write":true,"execute":false}]},"inject_script":{"urls":["https:
Wsna

2021-12-02 23:54:01 UTC 1234 IN Data Raw: 6e 64 54 61 67 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 68 2e 6d 61 74 63 68 28 71 29 3b 69 66
286129 72 65 74 75 72 6e 7b 74 61 67 4e 61 6d 65 3a 61 5b 31 5d 2c 6¢ 65 6e 67 74 68 3a 61 5b 30 5d 2e 6c 65 6e 67
74 68 7d 7d 2c 61 74 6f 6d 69 63 54 61 67 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 65 2e 73 74 61 72 74 54
6167 28 29 3b 69 66 28 61 29 7b 76 61 72 20 62 3d 68 2e 73 6¢ 69 63 65 28 61 2e 6¢ 65 6e 67 74 68 29 3b Oa 69 66 28
62 2e 6d 61 74 63 68 28 6e 65 77 20 52 65 67 45 78 70 28 22 3c 2f 5¢c 5¢ 73 2a 22 2b 61 2e 74 61 67 4e 61 6d 65 2b 22 5
c5c 73 2a3e 22 2c 226922292929 7b 76 61 72 20 63 3d 62 2e 6d 61 74 63 68 28 6e 65 77 20 52 65 67 45 78 70 28 22
28 5b 5¢ 5¢ 73 5¢ 5¢ 53 5d 2a 3f 29 3c 2f 5¢ 5¢ 73 2a 22 2b 61 2e
Data Ascii: ndTag:function(){var a=h.match(q);if(a)return{tagName:a[1],length:a[0].length}} ,atomicTag:function(){var a=e
.startTag();if(a){var b=h.slice(a.length);if(b.match(new RegExp("</\\s*"+a.tagName+"\\s*>""i"))){var c=b.match(new RegE
xp("((\s\S]*?)</N\s*"'+a.

2021-12-02 23:54:.01 UTC 1235 IN Data Raw: 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 68 3d 22 3c 2f 22 2b 63 2e 70 6f 70 28 29 2e 74 61 67 4e 61 6d 65 2b 22
3e222b 68 7d 2c 72 3d 7b 73 74 61 72 74 54 61 67 3a 66 75 6e 63 74 69 6f 6e 28 6¢ 29 7h 76 61 72 20 70 3d 6¢C 2e 74
61 67 4e 61 6d 65 3b 22 54 52 22 3d 3d 3d 70 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 26 26 63 2e 76 28 22 54 41 42
4c 45 22 29 3f 28 68 3d 22 3c 54 42 4f 44 59 3e 22 2b 68 2c 75 28 29 29 3a 6d 2e 6e 61 26 26 62 2e 74 65 73 74 28 70 2
9 26 26 63 2e 56 28 70 29 3f 63 2e 76 28 70 29 3f 67 28 29 3a 28 68 3d 22 3c 2f 22 2b 6¢ 2e 74 61 67 4e 61 6d 65 2b 22 3
€22 2b 68 2c 75 28 29 29 3a 6¢ 2e 73 7c 7c 63 2e 70 75 73 68 28 6¢ 29 7d 2c 65 6e 64 54 61 67 3a 66 75 6e 63 74 69 6f
6e 28 6¢ 29 7b 63 2e 48 28 29 3f 6d 2e 57 26 26 21 63 2e 76 28 6¢
Data Ascii: =function(){h="</"+c.pop().tagName+">"+h}r={startTag:function(l){var p=I.tagName;"TR"===p.toUpper
Case()&&C.V("TABLE")?(h="<TBODY>"+h,u()):m.na&&b.test(p)&&c.V(p)?c.v(p)?g():(h="</"+l.tagName+">"+h,u()):|.s||
c.push(l)},endTag:function(l){c.H()?m.W&&!c.v(l

2021-12-02 23:54:01 UTC 1236 IN Data Raw: 71 28 65 2c 66 2c 61 29 7b 66 6f 72 28 76 61 72 20 62 20 69 6e 20 65 29 65 2e 68 61 73 4f 77 6e 50 72 6f 70
65727479 28 62 29 26 26 66 2e 63 61 6¢ 6¢ 28 61 2¢ 62 2¢ 65 5b 62 5d 29 7d 66 75 6e 63 74 69 6f 6e 20 74 28 65 2¢
66 29 7b 71 28 66 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 65 5b 61 5d 3d 62 7d 29 3b 72 65 74 75 72 6e 20 65 7d
66 75 6e 63 74 69 6f 6e 20 42 28 65 2¢ 66 29 7h 65 3d 65 7c 7c 7b 7d 3b 71 28 66 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62
29 7b 76 28 65 5b 61 5d 29 7c 7c 28 65 5b 61 5d 3d 62 29 7d 29 3b 72 65 74 75 72 6e 20 65 7d 66 75 6e 63 74 69 6f 6e 2
041286529 7b 74 7279 7b 72 65 74 75 72 6e 20 79 2e 63 61 6¢ 6¢ 28 65 29 7d 63 61 74 63 68 28 61 29 7h 76 61 72 20
66 3d 5b 5d 3b 77 28 65 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 66
Data Ascii: q(e,f,a){for(var b in e)e.hasOwnProperty(b)&&f.call(a,b,e[b])}function t(e,f){q(f,function(a,b){e[a]=b});return
e}function B(e,f){e=¢e||{};q(f,function(a,b){v(e[a])||(e[al=b)});return e}function A(e){try{return y.call(e)}catch(a){var f=[];
w(e,function(b){f

2021-12-02 23:54:01 UTC 1238 IN Data Raw: 29 3b 64 26 26 74 68 69 73 2e 58 28 62 29 3b 6b 26 26 74 68 69 73 2e 59 28 62 29 7d 3b 66 2e 70 72 6f 74 6f
747970 65 2e 6a 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 74 68 69 73 2e 52 28 61 29 3b 0a 62 2e
46 26 26 28 62 2e 5a 3d 74 68 69 73 2e 42 2b 62 2e 46 2c 74 68 69 73 2e 42 2b 3d 62 2e 70 72 6f 78 79 2c 74 68 69 73
2e 43 2e 69 6e 6e 65 72 48 54 4d 4c 3d 62 2e 5a 2c 74 68 69 73 2e 68 61 28 29 29 7d 3b 66 2e 70 72 6f 74 6f 74 79 70 65
2e 52 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 74 68 69 73 2e 75 2e 6¢ 65 6e 67 74 68 2c 63 3d 5b 5d 2
€ 64 3d 5b 5d 2c 6b 3d 5b 5d 3b 77 28 61 2c 66 75 6e 63 74 69 6f 6e 28 67 29 7b 63 2e 70 75 73 68 28 67 2e 74 65 78 74
29 3b 69 66 28 67 2e 67 29 7b 69 66 28 21 2f 5e 6e 6f 73 63 72 69
Data Ascii: );d&&this.X(b);k&&this.Y(b)};f.prototype.ja=function(a){var b=this.R(a);b.F&&(b.Z=this.B+b.F,this.B+=b.proxy
,this.C.innerHTML=b.Z,this.ha())};f.prototype.R=function(a){var b=this.u.length,c=[],d=[],k=[];w(a,function(g){c.push(g.
text);if(g.g){if('/*noscri
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2021-12-02 23:54:01 UTC 1239 IN Data Raw: 54 65 78 74 4e 6f 64 65 28 61 2e 63 6f 6e 74 65 6e 74 29 29 29 7d 3b 66 2e 70 72 6f 74 6f 74 79 70 65 2e 54
3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 74 68 69 73 2e 69 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74
28 61 2e 74 61 67 4e 61 6d 65 29 3b 62 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 74 79 70 65 22 2c 61 2e 74 79 70
65 29 3b 71 28 61 2e 67 2c 66 75 6e 63 74 69 6f 6e 28 63 2c 64 29 7b 62 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 63 2
€ 6429 7d 29 3b 72 65 74 75 72 6e 20 62 7d 3b 66 2e 70 72 6f 74 6f 74 79 70 65 2e 61 61 3d 66 75 6e 63 74 69 6f 6e 28
6129 7b 74 68 69 73 2e 44 28 27 3¢ 73 70 61 6e 20 69 64 3d 22 70 73 2d 73 74 79 6¢ 65 22 2f 3e 27 29 3b 76 61 72 20
62 3d 74 68 69 73 2e 69 2e 67 65 74 45 6¢ 65 6d 65 6e 74 42 79 49 64
Data Ascii: TextNode(a.content)))};f.prototype. T=function(a){var b=this.i.createElement(a.tagName);b.setAttribute("type"
,a.type);q(a.g,function(c,d){b.setAttribute(c,d)});return b};f.prototype.aa=function(a){this.D('<span id="ps-style"/>");var b=this
.i.getElementByld

2021-12-02 23:54:01 UTC 1240 IN Data Raw: 28 29 7b 76 61 72 20 6b 3d 7b 6d 65 73 73 61 67 65 3a 22 72 65 6d 6f 74 65 20 73 63 72 69 70 74 20 66 61 69
6c 65 64 20 22 2b 0a 61 2e 73 72 63 7d 3b 63 28 29 3b 64 28 6b 29 3b 62 28 29 7d 7d 29 7d 3b 66 2e 70 72 6f 74 6f 74
79 70 65 2e 67 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 21 2f 5e 73 63 72 69 70 74 24 2f 69 2e 74 65
73 74 28 61 2e 6e 6f 64 65 4e 61 6d 65 29 7c 7c 21 21 28 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 65 61 26 26 61 2e 73 72
63 26 26 61 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 61 73 79 6e 63 22 29 29 7d 3b 72 65 74 75 72 6e 20 66 7d 28
29 3b 6d 2e 70 6f 73 74 73 63 72 69 62 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 66 75 6e 63 74 69 6f 6e 20 65 28 29 7b 76
61 72 20 64 3d 62 2e 73 68 69 66 74 28 29 2c 6b 3b 64 26 26 28
Data Ascii: (}{var k={message:"remote script failed "+a.src};c();d(k);b()}})}:f. prototype.ga=function(a){return!/"script$/i.test(a
.nodeName)||!!(this.options.ea&&a.src&&a.hasAttribute("async"))};return f}();m.postscribe=function(){function e(){var d=
b.shift(),k;d&&(

2021-12-02 23:54:01 UTC 1241 IN Data Raw: 6¢ 2e 70 6f 73 74 73 63 72 69 62 65 2e 67 65 74 50 6f 73 74 73 63 72 69 62 65 22 2c 66 75 6e 63 74 69 6f 6e
2829 7b 72 65 74 75 72 6e 20 77 69 6e 64 6f 77 2e 67 6f 6f 67 6¢ 65 5f 74 61 67 5f 6d 61 6e 61 67 65 72 2e 70 6f 73 74
73637269 62 65 7d 29 3b 7d 29 2e 63 61 6c 6¢ 28 74 68 69 73 29 3b Oa 2f 2a 0a Oa 20 43 6f 70 79 72 69 67 68 74 20
54 68 65 20 43 6¢ 6f 73 75 72 65 20 4c 69 62 72 61 72 79 20 41 75 74 68 6f 72 73 2e Oa 20 53 50 44 58 2d 4c 69 63 65 6e
73 65 2d 49 64 65 6e 74 69 66 69 65 72 3a 20 41 70 61 63 68 65 2d 32 2e 30 Oa 2a 2f 0a 76 61 72 20 6¢ 2c 61 61 3d 66
75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 30 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 7
47572 6e 20 62 3c 61 2e 6¢ 65 6e 67 74 68 3f 7b 64 6f 6e 65 3a
Data Ascii: |.postscribe.getPostscribe", function(){return window.google_tag_manager.postscribe});}).call(this);/* Copyright
The Closure Library Authors. SPDX-License-Identifier: Apache-2.0*/var |,aa=function(a){var b=0;return function(){return
b<a.length?{done:

2021-12-02 23:54:01 UTC 1243 IN Data Raw: 7d 7d 2c 73 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 5b 5d 2c 64 3b 66 6f 72 28 64
2069 6e 20 61 2e 43 29 69 66 28 61 2e 43 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 64 29 29 73 77 69 74 63 68
2864 3d 64 2e 737562 73 74 72 28 3529 2¢ 62 29 7b 63 61 73 65 20 31 3a 63 2e 70 75 73 68 28 64 29 3b 62 72 65 61
6b 3b 63 61 73 65 20 32 3a 63 2e 70 75 73 68 28 61 2e 67 65 74 28 64 29 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 33 3a
63 2e 70 75 73 68 28 5b 64 2c 61 2e 67 65 74 28 64 29 5d 29 7d 72 65 74 75 72 6e 20 63 7d 3b 72 61 2e 70 72 6f 74 6f 74
79 70 65 2e 67 65 74 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 43 5b 22 64 75 73 74
2e222b 615d7d 3b 72 61 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74
Data Ascii: }},sa=function(a,b){var c=[],d;for(d in a.C)if(a.C.hasOwnProperty(d))switch(d=d.substr(5),b){case 1:c.push(d
);break;case 2:c.push(a.get(d));break;case 3:c.push([d,a.get(d)])}return c};ra.prototype.get=function(a){return this.C["
dust."+a]};ra.prototype.set

2021-12-02 23:54:01 UTC 1244 IN Data Raw: 69 73 2e 6f 2c 31 29 2c 62 3d 30 3b 62 3c 74 68 69 73 2e 67 2e 6¢ 65 6e 67 74 68 3b 62 2b 2b 29 61 2e 70 75
73682862 2b 22 22 29 3b 72 65 74 75 72 6e 20 6e 65 77 20 75 61 28 61 29 7d 3b 76 61 72 20 76 61 3d 66 75 6e 63 74
69 6f 6e 28 61 2¢ 62 29 7b 71 61 28 62 29 3f 64 65 6¢ 65 74 65 20 61 2e 67 5b 4e 75 6d 62 65 72 28 62 29 5d 3a 74 61 28
61 2e 6f 2c 62 29 7d 3b 6¢ 3d 75 61 2e 70 72 6f 74 6f 74 79 70 65 3b 0a 6¢ 2e 70 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 29
7b 72 65 74 75 72 6e 20 74 68 69 73 2e 67 2e 70 6f 70 28 29 7d 3b 6¢ 2e 70 75 73 68 3d 66 75 6e 63 74 69 6f 6e 28 61
29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 67 2e 70 75 73 68 2e 61 70 70 6¢ 79 28 74 68 69 73 2e 67 2c 41 72726179 2
e 70 72 6f 74 6f 74 79 70 65 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6C 28
Data Ascii: is.0,1),b=0;b<this.g.length;b++)a.push(b+"");return new ua(a)};var va=function(a,b){ga(b)?delete a.g[Number(
b)]:ta(a.o,b)};I=ua.prototype;l.pop=function(){return this.g.pop()};|.push=function(a){return this.g.push.apply(this.g,A
rray.prototype.slice.call(

2021-12-02 23:54:01 UTC 1245 IN Data Raw: 2c 62 2c 63 2c 64 29 7b 69 66 28 21 61 2e 6f 2e 73 29 69 66 28 61 2e 73 2e 43 62 28 28 22 73 74 72 69 6e 67
22 3d 3d 3d 74 79 70 65 6f 66 20 62 3f 62 2e 6¢ 65 6e 67 74 68 3a 31 29 2b 28 22 73 74 72 69 6e 67 22 3d 3d 3d 74 79 70
65 6f 66 20 63 3f 63 2e 6¢ 65 6e 67 74 68 3a 31 29 29 2c 64 29 7b 76 61 72 20 65 3d 61 2e 6f 3b 65 2e 73 65 74 28 62 2¢
63 29 3b 65 2e 46 5b 22 64 75 73 74 2e 22 2b 62 5d 3d 21 30 7d 65 6¢ 73 65 20 61 2e 6f 2e 73 65 74 28 62 2c 63 29 7d
3b 0a 79 61 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7h 74 68 69 73 2e 6f 2e
73 7c 7c 28 21 74 68 69 73 2e 6f 2e 68 61 73 28 61 29 26 26 74 68 69 73 2e 43 26 26 74 68 69 73 2e 43 2e 68 61 73 28
61 29 3f 74 68 69 73 2e 43 2e 73 65 74 28 61 2¢ 62 29 3a 28 74
Data Ascii: ,b,c,d){if(a.0.s)if(a.s.Cb(("string"===typeof b?b.length:1)+("string"===typeof c?c.length:1)),d){var e=a.o;
e.set(b,c);e.F["dust."+b]=!0}else a.o.set(b,c)};ya.prototype.set=function(a,b){this.o.s||(!this.0.has(a)&&this.C&&this.C
.has(a)?this.C.set(a,b):(t

2021-12-02 23:54:01 UTC 1247 IN Data Raw: 61 6¢ 6¢ 65 65 22 29 29 7d 2¢ 53 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 4d 61 74 68
2e 72 6f 75 6e 64 28 4e 75 6d 62 65 72 28 61 29 29 7c 7c¢ 30 7d 2c 54 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74
7572 6e 22 66 61 6¢ 73 65 22 3d 3d 53 74 72 69 6e 67 28 61 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3f 21 31 3a 21
2161 7d 2c 56 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 5b 5d 3b 69 66 28 49 61 28 61 29 29 66 6f 72
2876 61 72 20 63 3d 30 3b 63 3c 61 2e 6¢ 65 6e 67 74 68 3b 63 2b 2b 29 62 2e 70 75 73 68 28 53 74 72 69 6e 67 28 61
5b 63 5d 29 29 3b 72 65 74 75 72 6e 20 62 7d 2c 57 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61
3f 61 2e 72 65 70 6¢ 61 63 65 28 2f 5e 5¢ 73 2b 7c 5¢ 73 2b 24
Data Ascii: allee"))},Sa=function(a){return Math.round(Number(a))||0},Ta=function(a){return"false"==String(a).toLowerCas
e()?!1:!1a},Va=function(a){var b=[];if(la(a))for(var c=0;c<a.length;c++)b.push(String(a[c]));return b},Wa=function(a){return a?
a.replace(/\s+[\s+$

2021-12-02 23:54:01 UTC 1248 IN Data Raw: 29 7b 66 75 6e 63 74 69 6f 6e 20 63 28 29 7b 2b 2b 64 3d 3d 3d 62 26 26 28 65 28 29 2c 65 3d 6e 75 6¢ 6¢ 2¢
63 2e 64 6f 6e 65 3d 21 30 29 7d 76 61 72 20 64 3d 30 2c 65 3d 61 3b 63 2e 64 6f 6e 65 3d 21 31 3b 72 65 74 75 72 6e 20
63 7d 3b 76 61 72 20 6e 62 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢c 62 29 7b 72 61 2e 63 61 6¢ 6¢ 28 74 68 69 73 29 3b 74
68 69 73 2e 4e 3d 61 3b 74 68 69 73 2e 4e 61 3d 62 7d 3b 6¢ 61 28 6e 62 2c 72 61 29 3b 6e 62 2e 70 72 6f 74 6f 74 79 70
65 2e 74 6f 53 74 72 69 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 4e 7d 3b 6e 62
2e 70 72 6f 74 6f 74 79 70 65 2e 41 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 6e 65 77 20 75 61 28 73
61 28 74 68 69 73 2c 31 29 29 7d 3b 6e 62 2e 70 72 6f 74 6f 74
Data Ascii: }{function c(){++d===b&&(e(),e=null,c.done=!0)}var d=0,e=a;c.done=!1;return c};var nb=function(a,b){ra.call(
this);this.N=a;this.Na=b};la(nb,ra);nb.prototype.toString=function(){return this.N};nb.prototype.Ab=function(){return new
ua(sa(this,1))};nb.protot
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2021-12-02 23:54:01 UTC 1249 IN Data Raw: 65 77 20 6e 62 28 61 2c 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 67
297b 76 61 72 20 68 3d 41 61 28 64 29 3b 76 6f 69 64 20 30 3d 3d 3d 68 2e 67 26 26 28 68 2e 67 3d 74 68 69 73 2e 67
2e 67 29 3b 66 6f 7228 76 61 72 20 6b 3d 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6C
286172 67 75 6d 65 6e 74 73 2c 30 29 2c 6e 3d 30 3b 6e 3c 6b 2e 6¢ 65 6e 67 74 68 3b 6e 2b 2b 29 69 66 28 6b 5b 6e
5d 3d 42 28 74 68 69 73 2c 6b 5b 6e 5d 29 2c 6b 5b 6e 5d 69 6e 73 74 61 6e 63 65 6f 66 20 70 61 29 72 65 74 75 72 6e 2
0 6b 5b 6e 5d 3b 66 6f 72 28 76 61 72 20 70 3d 65 2e 67 65 74 28 22 6¢ 65 6e 67 74 68 22 29 2¢ 72 3d 0a 30 3b 72 3¢ 70
3b 72 2b 2b 29 72 3c 6b 2e 6¢ 65 6e 67 74 68 3f 68 2e 61 64 64 28
Data Ascii: ew nb(a,function(){return function(g){var h=Aa(d);void 0===h.g&&(h.g=this.g.g);for(var k=Array.prototype.sli
ce.call(arguments,0),n=0;n<k.length;n++)if(k[n]=B(this,k[n]),k[n]instanceof pa)return k[n];for(var p=e.get("length"),r=0
;r<p;r++)r<k.length?h.add(

2021-12-02 23:54:01 UTC 1250 IN Data Raw: 76 61 72 20 78 62 2c 79 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 76 6f 69 64 20 30 3d 3d 3d 78 62 29
7b 76 61 72 20 61 3d 6e 75 6¢ 6¢ 2¢ 62 3d 6d 61 2e 74 72 75 73 74 65 64 54 79 70 65 73 3b 69 66 28 62 26 26 62 2e 63
72 6561 74 65 50 6f 6¢ 69 63 79 29 7b 74 72 79 7b 61 3d 62 2e 63 72 65 61 74 65 50 6f 6¢ 69 63 79 28 22 67 6f 6f 67 23
68 74 6d 6¢ 22 2¢ 7b 63 72 65 61 74 65 48 54 4d 4c 3a 6e 61 2¢c 63 72 65 61 74 65 53 63 72 69 70 74 3a 6e 61 2¢ 63 72
65 61 74 65 53 63 72 69 70 74 55 52 4c 3a 6e 61 7d 29 7d 63 61 74 63 68 28 63 29 7b 6d 61 2e 63 6f 6e 73 6f 6¢ 65 26 26
6d 61 2e 63 6f 6e 73 6f 6¢ 65 2e 65 72 72 6f 72 28 63 2e 6d 65 73 73 61 67 65 29 7d 78 62 3d 61 7d 65 6¢ 73 65 20 78 62
3d 61 7d 72 65 74 75 72 6e 20 78 62 7d 3b 76 61 72 20 42 62 3d
Data Ascii: var xb,yb=function(){if(void 0===xb){var a=null,b=ma.trustedTypes;if(b&&b.createPolicy){try{a=b.createPolicy
("goog#html" {createHTML:na,createScript:na,createScriptURL:na})}catch(c){ma.console&&ma.console.error(c.messa
ge)}xb=a}else xb=a}return xb};var Bb=

2021-12-02 23:54:01 UTC 1251 IN Data Raw: 33 61 62 31 0d Oa 20 74 68 69 73 2e 73 2e 74 6f 53 74 72 69 6e 67 28 29 7d 3b 4e 62 2e 70 72 6f 74 6f 74 79
70 65 2e 74 6f 53 74 72 69 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 73 2e 74 6f 53
7472 69 6e 67 28 29 7d 3b 76 61 72 20 4f 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 20 69 6e
73 74 61 6e 63 65 6f 66 20 4e 62 26 26 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 3d 3d 4e 62 3f 61 2e 73 3a 22 74 79 70
65 5f 65 72 72 6f 72 3a 53 61 66 65 48 74 6d 6¢ 22 7d 2¢ 50 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d
79 62 28 29 2c 63 3d 62 3f 62 2e 63 72 65 61 74 65 48 54 4d 4c 28 61 29 3a 61 3b 72 65 74 75 72 6e 20 6e 65 77 20 4e
62 28 63 2c 6e 75 6¢ 6¢ 2c 4d 62 29 7d 2¢ 52 62 3d 6e 65 77 20
Data Ascii: 3ab1 this.s.toString()};Nb.prototype.toString=function(){return this.s.toString()};var Ob=function(a){return a
instanceof Nb&&a.constructor===Nb?a.s:"type_error:SafeHtmI"},Pb=function(a){var b=yb(),c=b?b.createHTML(a):a;return
new Nb(c,null,Mb)},Rb=new

2021-12-02 23:54:01 UTC 1253 IN Data Raw: 7d 2c 5a 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 48 2e 67 65 74 45 6¢ 65 6d 65 6e 74 73
4279 54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 7c 7c 48 2e 62 6f 64 79 7c 7c 48 2e 68 65 61 64 3b
62 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 6e 73 65 72 74 42 65 66 6f 72 65 28 61 2¢ 62 29 7d 2c 24 62 3d 66 75 6e 63 74
69 6f 6e 28 61 2¢c 62 29 7b 62 26 26 28 61 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 3f 61 2e 6f 6e 6¢ 6f 61 64
3d 62 3a 61 2e 6f 6e 72 65 61 64 79 73 74 61 74 65 63 68 61 6e 67 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 72 65
61 64 79 53 74 61 74 65 20 69 6e 7b 6¢ 6f 61 64 65 64 3a 31 2c 63 6f 6d 70 6¢ 65 74 65 3a 31 7d 26 26 28 61 2e 6f 6e 72
6561 64 79 73 74 61 74 65 63 68 61 6e 67 65 3d 6e 75 6¢ 6C 2C
Data Ascii: },Zb=function(a){var b=H.getElementsByTagName("script")[0]||H.body||H.head;b.parentNode.insertBefo
re(a,b)},$b=function(a,b){b&&(a.addEventListener?a.onload=b:a.onreadystatechange=function(){a.readyState in{lo
aded:1,complete:1}&&(a.onreadystatechange=null,

2021-12-02 23:54:01 UTC 1254 IN Data Raw: 74 28 61 2c 30 29 7d 2c 68 63 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 61 26 26 62
2626 61 2e 61 74 74 72 69 62 75 74 65 73 26 26 61 2e 61 74 74 72 69 62 75 74 65 73 5b 62 5d 3f 61 2e 61 74 74 72 69
62 7574 65 73 5b 62 5d 2e 76 61 6¢ 75 65 3a Oa 6e 75 6¢ 6¢ 7d 2c 6b 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61
7220 62 3d 61 2e 69 6e 6e 65 72 54 65 78 74 7c 7c 61 2e 74 65 78 74 43 6f 6e 74 65 6e 74 7c 7c 22 22 3b 62 26 26 22 2
02221 3d 62 26 26 28 62 3d 62 2e 72 65 70 6¢ 61 63 65 28 2f 5e 5b 5¢ 73 5¢ 78 61 30 5d 2b 7c 5b 5¢ 73 5¢ 78 61 30 5d
2b 24 2f 67 2c 22 22 29 29 3b 62 26 26 28 62 3d 62 2e 72 65 70 6¢ 61 63 65 28 2f 28 5¢ 78 61 30 2b 7c 5¢ 73 7b 32 2¢ 7d
7c 5¢c 6e 7c 5¢ 72 5¢ 74 29 2f 67 2c 22 20 22 29 29 3b 72 65 74 75
Data Ascii: t(a,0)},hc=function(a,b){return a&&b&&a.attributes&&a.attributes[b]?a.attributes[b].value:null},kc=function(a){var
b=a.innerText||a.textContent||"";b&&" "I=b&&(b=b.replace(/"[\s\xa0]+|[\s\xa0]+$/g,"™));b&&(b=b.replace(/(\xa0+\s{2,}[\n|\r
\t)/g," *));retu

2021-12-02 23:54:01 UTC 1255 IN Data Raw: 63 61 74 69 6f 6e 22 3a 76 61 72 20 63 3d 6d 2e 6c 6f 63 61 74 69 6f 6e 2e 68 72 65 66 3b 62 20 69 6e 73 74
61 6e 63 65 6f 66 20 73 62 26 26 62 2e 67 65 74 28 22 73 74 72 69 70 50 72 6f 74 6f 63 6f 6¢ 22 29 26 26 28 63 3d 63 2e
7265 70 6¢ 61 63 65 28 2f 5e 68 74 74 70 73 3f 3a 5¢ 2f 5¢ 2f 2f 2¢ 22 22 29 29 3b 72 65 74 75 72 6e 20 63 7d 7d 3b 76
617220 78 63 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 67 3d 6e 65 77 20 75 62 3b 77 63 28 74 68 69 73 29
7d 3b 78 63 2e 70 72 6f 74 6f 74 79 70 65 2e 65 78 65 63 75 74 65 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7h 72 65 74 75 72
6e 20 74 68 69 73 2e 67 2e 6f 28 61 29 7d 3b 76 61 72 20 77 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 77 62 28 61 2e
67 2c 22 6d 61 70 22 29 3b 76 61 72 20 62 3d 66 75 6€ 63 74 69
Data Ascii: cation":var c=m.location.href;b instanceof sb&&b.get("stripProtocol")&&(c=c.replace(/*https?:\\//,""));return
c}hvar xe=function(){this.g=new ub;wc(this)};xc.prototype.execute=function(a){return this.g.o(a)};var wc=function(a)
{wb(a.g,"map");var b=functi

2021-12-02 23:54:01 UTC 1256 IN Data Raw: 66 28 21 61 7c 7c 22 6f 62 6a 65 63 74 22 21 3d 43 63 28 61 29 7c 7c 61 2e 6e 6f 64 65 54 79 70 65 7c 7c 61
3d 3d 61 2e 77 69 6e 64 6f 77 29 72 65 74 75 72 6e 21 31 3b 74 72 79 7b 69 66 28 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72
2626 21 45 63 28 61 2c 22 63 6f 6e 73 74 72 75 63 74 6f 72 22 29 26 26 21 45 63 28 61 2e 63 6f 6e 73 74 72 75 63 74 6f
72 2e 70 72 6f 74 6f 74 79 70 65 2¢ 22 69 73 50 72 6f 74 6f 74 79 70 65 4f 66 22 29 29 72 65 74 75 72 6e 21 31 7d 63 61
74 63 68 28 6329 7b 72 65 74 75 72 6e 21 31 7d 66 6f 72 28 76 61 72 20 62 20 69 6e 20 61 29 3b 72 65 74 75 72 6e 20
76 6f 69 64 20 30 3d 3d 3d 0a 62 7c 7c 45 63 28 61 2c 62 29 7d 2c 47 63 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76
61722063 3d 62 7c 7¢c 28 22 61 72 72 61 79 22 3d 3d 43 63
Data Ascii: f(!a||"object"!=Cc(a)||a.nodeType||a==a.window)return!1;try{if(a.constructor&&!Ec(a,"constructor")&&!Ec(a.co
nstructor.prototype,"isPrototypeOf"))return!1}catch(c){return!1}for(var b in a);return void 0===b||Ec(a,b)},Gc=function(a,b)
{var c=b||("array"==Cc

2021-12-02 23:54:01 UTC 1258 IN Data Raw: 6e 63 74 69 6f 6e 28 68 29 7b 76 61 72 20 6b 3d 64 2e 69 6e 64 65 78 4f 66 28 68 29 3b 69 66 28 2d 31 3c 6b
29726574 75 72 6e 20 65 5b 6b 5d 3b 69 66 28 49 61 28 68 29 7c 7c 50 61 28 68 29 29 7b 76 61 72 20 6e 3d 6e 65 77
20 7561 28 5b 5d 29 3b 64 2e 70 75 73 68 28 68 29 3b 65 2e 70 75 73 68 28 6e 29 3b 66 6f 72 28 76 61 72 20 70 20 69
6e 20 68 29 68 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 70 29 26 26 6e 2e 73 65 74 28 70 2c 67 28 68 5b 70 5d 2
9293b 7265747572 6e 20 6e 7d 69 66 28 46 63 28 68 29 29 7b 76 61 72 20 72 3d 6e 65 77 20 73 62 3b 64 2e 70 75
73 68 28 68 29 3b 65 2e 70 75 73 68 28 72 29 3b 66 28 68 2¢c 72 29 3b 72 65 74 75 72 6e 20 72 7d 69 66 28 22 66 75 6e
63 74 69 6f 6e 22 3d 3d 3d 74 79 70 65 6f 66 20 68 29 7b 76 61 72 20 74
Data Ascii: nction(h){var k=d.indexOf(h);if(-1<k)return e[k];if(la(h)||Pa(h)){var n=new ua([]);d.push(h);e.push(n);for(var p in
h)h.hasOwnProperty(p)&&n.set(p,g(h[p]));return n}if(Fc(h)){var r=new sb;d.push(h);e.push(r);f(h,r);return r}if(“function"=
==typeof h){var t
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2021-12-02 23:54:01 UTC 1259 IN Data Raw: 62 2e 67 28 61 2c 74 68 69 73 2e 67 65 74 28 64 29 2¢ 64 2¢ 74 68 69 73 29 29 72 65 74 75 72 6e 21 31 3b 72
6574 75 72 6e 21 30 7d 2c 66 69 6¢ 74 65 72 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63 3d
7468 69 73 2e 6¢ 65 6e 67 74 68 28 29 2¢ 64 3d 5b 5d 2¢ 65 3d 30 3b 65 3c 74 68 69 73 2e 6¢ 65 6e 67 74 68 28 29 26
26 65 3c 63 3b 65 2b 2b 29 74 68 69 73 2e 68 61 73 28 65 29 26 26 62 2e 67 28 61 2c 74 68 69 73 2e 67 65 74 28 65 29
2c 65 2c 74 68 69 73 29 26 26 64 2e 70 75 73 68 28 74 68 69 73 2e 67 65 74 28 65 29 29 3b 72 65 74 75 72 6e 20 6e 65
7720756128 64 29 7d 2c 66 6f 72 45 61 63 68 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63
3d 74 68 69 73 2e 6¢ 65 6e 67 74 68 28 29 2¢ 64 3d 30 3b 64 3c 74
Data Ascii: b.g(a,this.get(d),d,this))return!1;return!0},filter:function(a,b){for(var c=this.length(),d=[],e=0;e<this.length()&&e<
c;e++)this.has(e)&&b.g(a,this.get(e),e,this)&&d.push(this.get(e));return new ua(d)},forEach:function(a,b){for(var c=this
.length(),d=0;d<t

2021-12-02 23:54:01 UTC 1260 IN Data Raw: 77 69 74 68 20 6e 6f 20 65 6¢ 65 6d 65 6e 74 73 2e 22 29 3b 7d 66 6f 72 28 76 61 72 20 68 3d 66 3b 68 3c 64
3b 68 2b 2b 29 74 68 69 73 2e 68 61 73 28 68 29 26 26 28 65 3d 62 2e 67 28 61 2c 65 2¢ 74 68 69 73 2e 67 65 74 28 68
29 2c 68 2c 74 68 69 73 29 29 3b 72 65 74 75 72 6e 20 65 7d 2c 72 65 64 75 63 65 52 69 67 68 74 3a 66 75 6e 63 74 69
6f 6e 28 61 2¢ 62 2¢ 63 29 7b 76 61 72 20 64 3d 74 68 69 73 2e 6¢ 65 6e 67 74 68 28 29 2¢c 65 2¢ 66 3d 64 2d 31 3b 69 6
6 28 76 6 69 64 20 30 21 3d 3d 63 29 65 3d 63 3b 65 6¢ 73 65 7b 69 66 28 30 3d 3d 3d 64 29 74 68 72 6f 77 20 45 72 72
6f 72 28 22 54 79 70 65 45 72 72 6f 72 3a 20 52 65 64 75 63 65 52 69 67 68 74 20 6f 6 20 4c 69 73 74 20 77 69 74 68 20
6e 6f 20 65 6¢ 65 6d 65 6e 74 73 2e 22 29 3b Oa 66 6f 72 28 76 61
Data Ascii: with no elements.");}for(var h=f;h<d;h++)this.has(h)&&(e=b.g(a,e,this.get(h),h,this));return e},reduceRight:
function(a,b,c){var d=this.length(),e,f=d-1;if(void 0!'==c)e=c;else{if(0===d)throw Error("TypeError: ReduceRight on List with
no elements.");for(va

2021-12-02 23:54:01 UTC 1261 IN Data Raw: 53 74 72 69 6e 67 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 74 6f 53 74 72 69
6e 67 28 29 7d 2c 75 6e 73 68 69 66 74 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 74 68 69 73
2e 75 6e 73 68 69 66 74 2e 61 70 70 6¢ 79 28 74 68 69 73 2c 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 73 6¢ 69 63
65 2e 63 61 6¢ 6¢ 28 61 72 67 75 6d 65 6e 74 73 2¢ 31 29 29 7d 7d 3b 76 61 72 20 4d 63 3d 22 63 68 61 72 41 74 20 63
6f 6e 63 61 74 20 69 6e 64 65 78 4f 66 20 6¢ 61 73 74 49 6e 64 65 78 4f 66 20 6d 61 74 63 68 20 72 65 70 6¢ 61 63 65 20
7365 61 72 63 68 20 73 6¢ 69 63 65 20 73 70 6¢ 69 74 20 73 75 62 73 74 72 69 6e 67 20 74 6f 4c 6f 77 65 72 43 61 73 65
20 74 6f 4c 6f 63 61 6¢ 65 4c 6f 77 65 72 43 61 73 65 20 74 6f
Data Ascii: String:function(){return this.toString()},unshift:function(a,b){return this.unshift.apply(this,Array.prototype.slice.c
all(arguments, 1))}};var Mc="charAt concat indexOf lastindexOf match replace search slice split substring toLowerCase toL
ocaleLowerCase to

2021-12-02 23:54:01 UTC 1263 IN Data Raw: 69 66 28 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 6e 62 7c 7c 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 73 62 29
7b 69 66 28 61 2e 68 61 73 28 62 29 29 7b 76 61 72 20 6e 3d 61 2e 67 65 74 28 62 29 3b 69 66 28 6e 20 69 6e 73 74 61
6e 63 65 6f 66 20 6e 62 29 7b 76 61 72 20 70 3d 4a 63 28 63 29 3b 70 2e 75 6e 73 68 69 66 74 28 74 68 69 73 2e 67 29
3b 72 65 74 75 72 6e 20 6e 2e 67 2e 61 70 70 6¢ 79 28 6e 2c 70 29 7d 74 68 72 6f 77 20 45 72 72 6f 7228 22 54 79 70 6
545 72 72 6f 72 3a 20 22 2b 62 2b 22 20 69 73 20 6e 6f 74 20 61 20 66 75 6e 63 74 69 6f 6e 22 29 3b 7d 69 66 28 22 74
6f 53 74 72 69 6e 67 22 3d 3d 3d 62 29 72 65 74 75 72 6e 20 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 6e 62 3f 61 2e 4e 3a
61 2e 74 6f 53 74 72 69 6e 67 28 29 3b 69 66 28 22 68 61 73 4f 77
Data Ascii: if(a instanceof nb||a instanceof sb){if(a.has(b)){var n=a.get(b);if(n instanceof nb){var p=Jc(c);p.unshift(this.g);ret
urn n.g.apply(n,p)}throw Error(“TypeError: "+b+" is not a function");}if("toString"===b)return a instanceof nb?a.N:a.toS
tring();if(*hasOw

2021-12-02 23:54:01 UTC 1264 IN Data Raw: 61 2c 62 29 7b 61 3d 42 28 74 68 69 73 2c 61 29 3b 62 3d 42 28 74 68 69 73 2c 62 29 3b 76 61 72 20 63 3d 61
2069 6e 73 74 61 6e 63 65 6f 66 20 79 63 2¢ 64 3d 62 20 69 6e 73 74 61 6e 63 65 6f 66 20 79 63 3b 72 65 74 75 72 6e
20 63 7c 7c 64 3f 63 26 26 64 3f 61 2e 53 61 3d 3d 62 2e 53 61 3a 21 31 3a 61 3d 3d 0a 62 7d 2c 64 64 3d 66 75 6e 63 74
69 6f 6e 28 61 29 7b 66 6f 72 28 76 61 72 20 62 2c 63 3d 30 3b 63 3c 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 3b
63 2b 2b 29 62 3d 42 28 74 68 69 73 2¢ 61 72 67 75 6d 65 6e 74 73 5b 63 5d 29 3b 72 65 74 75 72 6e 20 62 7d 3b 66 75
6e 63 74 69 6f 6e 20 65 64 28 61 2¢ 62 2c 63 2¢ 64 29 7b 66 6f 72 28 76 61 72 20 65 3d 30 3b 65 3c 62 28 29 3b 65 2b 2b
29 7b 76 61 72 20 66 3d 61 28 63 28 65 29 29 2c 67 3d 72 62 28
Data Ascii: a,b){a=B(this,a);b=B(this,b);var c=a instanceof yc,d=b instanceof yc;return c||d?c&&d?a.Sa==b.Sa:!1:a==b},dd
=function(a){for(var b,c=0;c<arguments.length;c++)b=B(this,arguments|c]);return b};function ed(a,b,c,d){for(var e=0;e<b(
)ie++){var f=a(c(e)).g=rb(

2021-12-02 23:54:01 UTC 1265 IN Data Raw: 29 7b 76 61 72 20 66 3d 41 61 28 64 29 3b 66 2e 61 64 64 28 61 2c 65 29 3b 72 65 74 75 72 6e 20 66 7d 2c 62
2c 63 29 7d 3b 0a 66 75 6e 63 74 69 6f 6e 20 6a 64 28 61 2c 62 2c 63 29 7b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 3d
74 7970 65 6f 66 20 62 29 72 65 74 75 72 6€ 20 65 64 28 61 2c 66 75 6€ 63 74 69 6f 6€ 28 29 7b 72 65 74 75 72 6e 20 62
2e 6¢ 65 6e 67 74 68 7d 2c 66 75 6e 63 74 69 6f 6e 28 64 29 7b 72 65 74 75 72 6e 20 62 5b 64 5d 7d 2c 63 29 3b 69 66
28 62 20 69 6e 73 74 61 6e 63 65 6f 66 20 75 61 29 72 65 74 75 72 6e 20 65 64 28 61 2c 66 75 6e 63 74 69 6f 6e 28 29 7b
7265 74 75 72 6e 20 62 2e 6¢ 65 6e 67 74 68 28 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 64 29 7b 72 65 74 75 72 6e 20 62 2
e 67 6574 28 64 29 7d 2c 63 29 3b 74 68 72 6f 77 20 6e 65 77 20
Data Ascii: ){var f=Aa(d);f.add(a,e);return f},b,c)};function jd(a,b,c){if("string"===typeof b)return ed(a,function(){return b.len
gth},function(d){return b[d]},c);if(b instanceof ua)return ed(a,function(){return b.length()},function(d){return b.get(d)},c);throw
new

2021-12-02 23:54:01 UTC 1266 IN Data Raw: 38 30 30 30 0d Oa 2c 75 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 42 28 74 68 69 73 2¢ 61 29 3b 76 61
722062 3d 74 68 69 73 2e 67 2c 63 3d 21 31 3b 69 66 28 63 26 26 21 62 2e 68 61 73 28 61 29 29 74 68 72 6f 77 20 6e
65 77 20 52 65 66 65 72 65 6€ 63 65 45 72 72 6f 72 28 61 2b 22 20 69 73 20 6e 6f 74 20 64 65 66 69 6€ 65 64 2e 22 29
3b 72 65 74 75 72 6e 20 62 2e 67 65 74 28 61 29 7d 2c 76 64 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 6
33b 61 3d 42 28 74 68 69 73 2c 61 29 3b 62 3d 42 28 74 68 69 73 2c 62 29 3b 69 66 28 76 6f 69 64 20 30 3d 3d 3d 61 7c
7c 6e 75 6¢ 6¢ 3d 3d 3d 61 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 54 79 70 65 45 72 72 6f 72 3a 20 63 61 6e 6e 6f 74
20 61 63 63 65 73 73 20 70 72 6f 70 65 72 74 79 20 6f 66 20 22 2b
Data Ascii: 8000,ud=function(a){a=B(this,a);var b=this.g,c=!1;if(c&&!b.has(a))throw new ReferenceError(a+" is not define
d.");return b.get(a)},vd=function(a,b){var c;a=B(this,a);b=B(this,b);if(void 0===a||null===a)throw Error("TypeError: cannot
access property of "+

2021-12-02 23:54:01 UTC 1267 IN Data Raw: 4e 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 70 61 28 22 72 65 74 75 72 6e
222c 4228746869 73 2¢ 61 29 29 7d 2c 4f 64 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2¢ 63 29 7b 61 3d 42 28 74 68 69
732c 6129 3b 62 3d 42 28 74 68 69 73 2c 62 29 3b 63 3d 42 28 74 68 69 73 2c 63 29 3b 69 66 28 6e 75 6¢ 6¢ 3d 3d 3d
61 7c 7c 76 6f 69 64 20 30 3d 3d 3d 61 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 54 79 70 65 45 72 72 6f 72 32 20 43 61
6e 27 74 20 73 65 74 20 70 72 6f 70 65 72 74 79 20 22 2b 62 2b 22 20 6f 66 20 22 2b 61 2b 22 2e 22 29 3b 28 61 20 69
6e 73 74 61 6e 63 65 6f 66 0a 6e 62 7c 7c 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 75 61 7c 7c 61 20 69 6e 73 74 61 6e 63
65 6f 66 20 73 62 29 26 26 61 2e 73 65 74 28 62 2c 63 29 3b 72
Data Ascii: Nd=function(a){return new pa("return”,B(this,a))},Od=function(a,b,c){a=B(this,a);b=B(this,b);c=B(this,c);if(
null===al|void 0===a)throw Error("TypeError: Can't set property "+b+" of "+a+".");(a instanceofnb||a instanceof ua||a in
stanceof sh)&&a.set(b,c);r
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2021-12-02 23:54:01 UTC 1268 IN Data Raw: 65 72 28 42 28 74 68 69 73 2c 61 29 29 3c 3c 4e 75 6d 62 65 72 28 42 28 74 68 69 73 2c 62 29 29 7d 2c 67 65
3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 42 28 74 68 69 73 2c 61 29 29
3e 3e4e 75 6d 62 65 72 28 42 28 74 68 69 73 2c 62 29 29 7d 2c 68 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7h 72
65 74 75 72 6e 20 4e 75 6d 62 65 72 28 42 28 74 68 69 73 2c 61 29 29 3e 3e 3e 4e 75 6d 62 65 72 28 42 28 74 68 69 73
2c 62 29 29 7d 2c 69 65 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢c 62 29 7b 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 42 28
74 68 69 73 2¢ 61 29 29 26 4e 75 6d 62 65 72 28 42 28 74 68 69 73 2c 62 29 29 7d 2c 6a 65 3d 66 75 6e 63 74 69 6f 6e
28 61 2c 62 29 7b 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 42 28 74 68
Data Ascii: er(B(this,a))<<Number(B(this,b))},ge=function(a,b){return Number(B(this,a))>>Number(B(this,b))},he=function(
a,b){return Number(B(this,a))>>>Number(B(this,b))},ie=function(a,b){return Number(B(this,a))&Number(B(this,b))},je=funct
ion(a,b){return Number(B(th

2021-12-02 23:54:01 UTC 1270 IN Data Raw: 3d 74 79 70 65 6f 66 20 61 7c 7c 22 6e 75 6d 62 65 72 22 3d 3d 3d 74 79 70 65 6f 66 20 61 7c 7c 22 62 6f 6f 6¢
65 61 6e 22 3d 3d 3d 74 79 70 65 6f 66 20 61 29 72 65 74 75 72 6e 20 61 7d 3b 76 61 72 20 70 65 3d 66 75 6e 63 74 69
6f 6e 28 29 7b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6e 28 62 29 7h 72 65 74 75 72 6e 7b 74 6f 53 74 72 69 6e 67 3a 66
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 62 7d 7d 7d 3b 72 65 74 75 72 6e 7b 43 68 3a 61 28 22 63 6f 6e 73
65 6e 74 22 29 2c 58 64 3a 61 28 22 63 6f 6e 73 65 6e 74 5f 61 6¢ 77 61 79 73 5f 66 69 72 65 22 29 2c 46 66 3a 61 28 22
63 6f 6e 76 65 72 74 5f 63 61 73 65 5f 74 6f 22 29 2c 47 66 3a 61 28 22 63 6f 6e 76 65 72 74 5f 66 61 6¢ 73 65 5f 74 6f 22
29 2c 48 66 3a 61 28 22 63 6f 6e 76 65 72 74 5f 6e 75 6C
Data Ascii: =typeof a||"number"===typeof a||"boolean"===typeof a)return a};var pe=function(){var a=function(b){return{to
String:function(){return b}}};return{Ch:a("consent"),Xd:a("consent_always_fire"),Ff:a("convert_case_to"),Gf:a("convert_f
alse_to"),Hf:a("convert_nul

2021-12-02 23:54:01 UTC 1271 IN Data Raw: 26 28 64 5b 65 5d 3d 65 66 28 61 5b 65 5d 2c 62 2¢ 63 29 29 3b 72 65 74 75 72 6e 20 64 7d 2c 65 66 3d 66 75
6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7h 69 66 28 49 61 28 61 29 29 7b 76 61 72 20 64 3b 73 77 69 74 63 68 28 61 5b
305d 29 7b 63 61 73 65 20 22 66 75 6e 63 74 69 6f 6e 5f 69 64 22 3a 72 65 74 75 72 6e 20 61 5b 31 5d 3b 63 61 73 65
2022 6¢ 69 73 74 22 3a 64 3d 5b 5d 3b 66 6f 72 28 76 61 72 20 65 3d 31 3b 65 3c 61 2e 6¢ 65 6e 67 74 68 3b 65 2b 2b 2
964 2e 70 75 73 68 28 65 66 28 61 5b 65 5d 2c 62 2¢ 63 29 29 3b 72 65 74 75 72 6e 20 64 3b Oa 63 61 73 65 20 22 6d
61 63 72 6f 22 3a 76 61 72 20 66 3d 61 5b 31 5d 3b 69 66 28 63 5b 66 5d 29 72 65 74 75 72 6e 3b 76 61 72 20 67 3d 55
65 5b 66 5d 3b 69 66 28 21 67 7c 7c 62 2e 68 66 28 67 29 29 72 65 74 75
Data Ascii: &(d[e]=ef(a[e],b,c));return d},ef=function(a,b,c){if(la(a)){var d;switch(a[0]){case "function_id":return a[1];case "li
st":d=[];for(var e=1;e<a.length;e++)d.push(ef(ale],b,c));return d;case "macro™:var f=a[1];if(c[f])return;var g=Ue[f];if(!g||b.hf(g
)retu

2021-12-02 23:54:01 UTC 1272 IN Data Raw: 74 61 63 6b 3d 64 2e 73 74 61 63 6b 29 3b 74 68 69 73 2e 6f 3d 61 3b 74 68 69 73 2e 67 3d 63 7d 3b 6¢ 61 28
68 66 2c 45 72 72 6f 72 29 3b 66 75 6e 63 74 69 6f 6e 20 6a 66 28 61 2¢ 62 29 7b 69 66 28 49 61 28 61 29 29 7b 4f 62 6a
65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 61 2c 22 63 6f 6e 74 65 78 74 22 2¢ 7b 76 61 6¢ 75 65 3a 7b 6¢
69 6e 65 3a 62 5b 30 5d 7d 7d 29 3b 66 6f 72 28 76 61 72 20 63 3d 31 3b 63 3c 61 2e 6¢ 65 6e 67 74 68 3b 63 2b 2b 29
6a 66 28 61 5b 63 5d 2c 62 5b 63 5d 29 7d 7d 3b 76 61 72 20 6b 66 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61
722063 3b 63 3d 45 72 72 6f 72 2e 63 61 6¢ 6¢ 28 74 68 69 73 29 3b 74 68 69 73 2e 6d 65 73 73 61 67 65 3d 63 2e 6d 6
573736167 653b 2273 74 61 63 6b 22 69 6e 20 63 26 26 28 74
Data Ascii: tack=d.stack);this.o=a;this.g=c};la(hf,Error);function jf(a,b){if(la(a)){Object.defineProperty(a,"context" {value:{lin
e:b[0]}});for(var c=1;c<a.length;c++)jf(a[c],b[c])}};var kf=function(a,b){var c;c=Error.call(this);this.message=c.messag
e;"stack"in c&&(t

2021-12-02 23:54:01 UTC 1274 IN Data Raw: 6f 4c 6f 77 65 72 43 61 73 65 28 29 3a 61 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 29 3b 62 2e 68 61 73 4f
77 6e 50 72 6f 70 65 72 74 79 28 70 65 2e 48 66 29 26 26 6e 75 6¢ 6¢ 3d 3d 3d 61 26 26 28 61 3d 62 5b 70 65 2e 48 66
5d 29 3b 62 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 70 65 2e 4a 66 29 26 26 76 6f 69 64 20 30 3d 3d 3d 61 26 26
28 61 3d 62 5b 70 65 2e 4a 66 5d 29 3b 62 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 70 65 2e 49 66 29 26 26 21
30 3d 3d 3d 61 26 26 28 61 3d 62 5b 70 65 2e 49 66 5d 29 3b 62 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 70 65 2
e 47 66 29 26 26 21 31 3d 3d 3d 61 26 26 28 61 3d 62 5b 70 65 2e 47 66 5d 29 3b 72 65 74 75 72 6e 20 61 7d 7d 3b 76
61 72 20 72 66 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 67
Data Ascii: oLowerCase():a.toUpperCase());b.hasOwnProperty(pe.Hf)&&null===a&&(a=b[pe.Hf]);b.hasOwnProperty(pe.
Jf)&&void 0===a&&(a=b[pe.Jf]);b.hasOwnProperty(pe.If)&&!0===a&&(a=b[pe.If]);b.hasOwnProperty(pe.Gf)&&! 1===a&&(
a=b[pe.Gf]);return a}};var rf=function(){this.g

2021-12-02 23:54:.01 UTC 1275 IN Data Raw: 6f 6e 4e 61 6d 65 3d 61 3b 63 2e 76 74 70 5f 63 72 65 61 74 65 50 65 72 6d 69 73 73 69 6f 6e 45 72 72 6f 72
3d 76 66 3b 74 72 79 7h 72 65 74 75 72 6e 20 64 66 28 63 29 7d 63 61 74 63 68 28 64 29 7b 72 65 74 75 72 6e 7h 61 73
73 6572 74 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7h 74 68 72 6f 77 20 6e 65 77 20 68 66 28 65 2¢ 7b 7d 2c 22 50 65 72 6d
69 73 73 69 6f 6e 20 22 2b 65 2b 22 20 69 73 20 75 6e 6b 6e 6f 77 6e 2e 22 29 3b 7d 2c 50 3a 66 75 6e 63 74 69 6f 6e 28
29 7b 66 6f 72 28 76 61 72 20 65 3d 7b 7d 2c 66 3d 30 3b 66 3c 61 72 67 75 6d 65 6€ 74 73 2e 6¢ 65 6e 67 74 68 3b 2b
2b 66 29 65 5b 22 61 72 67 22 2b 28 66 2b 31 29 5d 3d 61 72 67 75 6d 65 6 74 73 5b 66 5d 3b 72 65 74 75 72 6e 20 65
7d 7d 7d 7d 66 75 6e 63 74 69 6f 6e 20 76 66 28 61 2c 62 2¢ 63 29
Data Ascii: onName=a;c.vtp_createPermissionError=vf;try{return df(c)}catch(d){return{assert:function(e){throw new hf(e,{
},"Permission "+e+" is unknown.");},P:function(){for(var e={},f=0;f<arguments.length;++f)e["arg"+(f+1)]=arguments|f];return
el}function vf(a,b,c)

2021-12-02 23:54:01 UTC 1276 IN Data Raw: 4c 6f 77 65 72 43 61 73 65 28 29 3b 65 6¢ 73 65 7b 71 3d 71 2e 73 6¢ 69 63 65 28 32 29 3b 76 61 72 20 76 3d
75 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 69 6e 64 65 78 4f 66 28 71 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29
3b 74 3d 2d 31 3d 3d 3d 76 3f 21 31 3a 75 2e 6¢ 65 6e 67 74 68 3d 3d 3d 71 2e 6¢ 65 6e 67 74 68 3f 0a 21 30 3a 75 2e 6¢
65 6e 67 74 68 21 3d 3d 71 2e 6¢ 65 6e 67 74 68 2b 76 3f 21 31 3a 22 2e 22 3d 3d 3d 75 5b 76 2d 31 5d 7d 69 66 28 74
29 7b 76 61 72 20 77 3d 70 2e 73 6¢ 69 63 65 28 70 2e 69 6e 64 65 78 4f 66 28 22 2f 22 29 29 3b 68 3d 5a 66 28 6b 2e 70
61 74 68 6e 61 6d 65 2b 6b 2e 73 65 61 72 63 68 2¢ 77 29 3f 21 30 3a 21 31 7d 65 6¢ 73 65 20 68 3d 21 31 3b 69 66 28
682972 65747572 6e21307d72657475726e21317d2c
Data Ascii: LowerCase();else{q=q.slice(2);var v=u.toLowerCase().indexOf(g.toLowerCase());t=-1===v?!1:u.length=
==q.length?!0:u.length!==g.length+v?!1:"."===u[v-1]}if(t){var w=p.slice(p.indexOf("/"));h=Zf(k.pathname+k.search,w)?!0:!
1}else h=!1;if(h)return!O}return!1},

2021-12-02 23:54:01 UTC 1277 IN Data Raw: 72 20 65 3d 62 5b 64 5d 3b 45 61 28 65 29 3f 63 2e 73 65 74 28 64 2¢c 68 67 28 61 2b 22 5f 22 2b 64 2c 65 29
29322848 61 28 65 29 7c 7c 47 61 28 65 29 7c 7c 22 62 6f 6f 6¢ 65 61 6e 22 3d 3d 74 79 70 65 6f 66 20 65 29 26 26 63
2e 73 65 74 28 64 2c 65 29 7d 63 2e 42 62 28 29 3b 72 65 74 75 72 6e 20 63 7d 3b 76 61 72 20 6a 67 3d 66 75 6e 63 74
69 6f 6e 28 61 2¢ 62 29 7b 51 28 47 28 74 68 69 73 29 2c 5b 22 61 70 69 4e 61 6d 65 3a 21 73 74 72 69 6e 67 22 2c 22
6d 65 73 73 61 67 65 3a 3f 73 74 72 69 6e 67 22 5d 2c 61 72 67 75 6d 65 6e 74 73 29 3b 76 61 72 20 63 3d 7b 7d 2c 64 3
d 6e 6577 20 7362 3b 72 65 74 75 72 6e 20 64 3d 69 67 28 22 41 73 73 65 72 74 41 70 69 53 75 62 6a 65 63 74 22 2c
6329 7d 3b 76 61 72 20 6b 67 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62
Data Ascii: r e=b[d];Ea(e)?c.set(d,hg(a+"_"+d,e)):(Ha(e)||Ga(e)||"boolean"==typeof e)&&c.set(d,e)}c.Bb();return c};var
g=function(a,b){Q(G(this),["apiName:!string","message:?string"],arguments);var c={},d=new sb;return d=ig("AssertApiSubje
ct",c)};var kg=function(a,b
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2021-12-02 23:54:01 UTC 1279 IN Data Raw: 72 65 74 75 72 6e 20 61 7d 3b 76 61 72 20 77 67 3d 7b 7d 3b 77 67 2e 73 73 74 45 43 45 6e 61 62 6¢ 65 44 61
7461 3d 21 30 3b 77 67 2e 65 6e 61 62 6¢ 65 41 64 73 45 63 3d 21 30 3b 77 67 2e 65 6e 61 62 6¢ 65 43 72 6f 73 73 44 6f
6d 61 69 6e 3d 21 31 3b 77 67 2e 65 6e 61 62 6¢ 65 43 72 6f 73 73 44 6f 6d 61 69 6e 3d 21 30 3b 0a 77 67 2e 73 73 74 46
46 43 6f 6e 76 65 72 73 69 6f 6e 45 6e 61 62 6¢ 65 64 3d 21 30 3b 77 67 2e 73 73 74 45 6e 61 62 6¢ 65 41 75 69 64 3d 21
303b 77 67 2e 65 6e 61 62 6¢ 65 47 62 72 61 69 64 55 70 64 61 74 65 3d 21 30 3b 77 67 2e 72 65 71 75 69 72 65 47 74
61 6755 73 65 72 44 61 74 61 54 6f 73 3d 21 30 3b 77 67 2e 65 6e 61 62 6¢ 65 47 6¢ 6f 62 61 6C 45 76 65 6e 74 44 65 76
65 6¢ 6f 70 65 72 49 64 73 3d 21 31 3b 0a 66 75 6e 63 74 69
Data Ascii: return a};var wg={};wg.sstECEnableData=!0;wg.enableAdsEc=!0;wg.enableCrossDomain=!1;wg.enableCross
Domain=!0;wg.sstFFConversionEnabled=!0;wg.sstEnableAuid=!0;wg.enableGbraidUpdate=!0;wg.requireGtagUs
erDataTos=!0;wg.enableGlobalEventDeveloperlds=!1;functi

2021-12-02 23:54:01 UTC 1280 IN Data Raw: 75 6e 64 20 6d 61 78 20 6d 69 6e 20 61 62 73 20 70 6f 77 20 73 71 72 74 22 2e 73 70 6¢ 69 74 28 22 20 22 29
3b 76 61 72 20 46 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 7b 7d 3b 72 65 74 75 72 6e 7b 64 6a 3a 66
75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 61 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 62 29 3f 61 5b
62 5d 3a 76 6f 69 64 20 30 7d 2c 57 6a 3a 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 61 5b 62 5d 3d 63 7d 2c 72 65 73 65
74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 61 3d 7b 7d 7d 7d 7d 2c 47 67 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 51 28
47 28 74 68 69 73 29 2c 5b 22 61 70 69 4e 61 6d 65 3a 21 73 74 72 69 6e 67 22 2¢ 22 6d 6f 63 6b 3a 3f 2a 22 5d 2¢ 61 72
67 75 6d 65 6e 74 73 29 3b 7d 3b 76 61 72 20 48 67 3d 7b 7d
Data Ascii: und max min abs pow sqrt".split(" ");var Fg=function(){var a={};return{dj:function(b){return a.hasOwnPropert
y(b)?a[b]:void 0}, Wj:function(b,c){a[b]=c},reset:function(){a={}}}}, Gg=function(a,b){Q(G(this),["apiName:!string","mock:?
*"),arguments);};var Hg={}

2021-12-02 23:54:01 UTC 1281 IN Data Raw: 68 61 73 65 22 2c 4f 62 3a 22 72 65 66 75 6e 64 22 2¢ 70 62 3a 22 62 65 67 69 6e 5f 63 68 65 63 6b 6f 75 74
22 2c 4d 62 3a 22 61 64 64 5f 74 6f 5f 63 61 72 74 22 2c 4e 62 3a 22 72 65 6d 6f 76 65 5f 66 72 6f 6d 5f 63 61 72 74 22 2¢
4c 68 3222 76 69 65 77 5f 63 61 72 74 22 2c 4c 66 3a 22 61 64 64 5f 74 6f 5f 77 69 73 68 6¢ 69 73 74 22 2¢ 79 61 3a 22
76 69 65 77 5f 69 74 65 6d 22 2¢ 71 62 3a 22 76 69 65 77 5f 70 72 6f 6d 6f 74 69 6f 6 22 2c 64 64 3a 22 73 65 6¢ 65 63
74 5f 70 72 6f 6d 6f 74 69 6f 6e 22 2c 61 65 3a 22 73 65 6¢ 65 63 74 5f 69 74 65 6d 22 2¢ 24 61 3a 22 76 69 65 77 5f 69
74 65 6d 5f 6¢ 69 73 74 22 2¢ 4b 66 3a 22 61 64 64 5f 70 61 79 6d 65 6e 74 5f 69 6e 66 6f 22 2¢ 4b 68 3a 22 61 64 64 5f
73 68 69 70 70 69 6e 67 5f 69 6e 66 6f 22 2¢c 50 61 3a
Data Ascii: hase",Ob:"refund”,pb:"begin_checkout",Mb:"add_to_cart",Nb:"remove_from_cart",Lh:"view_cart",Lf:"ad
d_to_wishlist",ya:"view_item",gb:"view_promotion”,dd:"select_promotion”,ae:"select_item",$a:"view_item_list",Kf:"add_pay
ment_info",Kh:"add_shipping_info",Pa:

2021-12-02 23:54:01 UTC 1282 IN Data Raw: 6e 67 61 67 65 6d 65 6e 74 22 2c 46 68 3a 22 61 70 70 5f 72 65 6d 6f 76 65 22 2¢c 47 68 3a 22 61 70 70 5f 73
74 6f 72 65 5f 72 65 66 75 6e 64 22 2c 48 68 3a 22 61 70 70 5f 73 74 6f 72 65 5f 73 75 62 73 63 72 69 70 74 69 6f 6e 5f 63
61 6e 63 65 6¢ 22 2¢ 49 68 3a 22 61 70 70 5f 73 74 6f 72 65 5f 73 75 62 73 63 72 69 70 74 69 6f 6e 5f 63 6f 6e 76 65 72
74 22 2c 0a 4a 68 3a 22 61 70 70 5f 73 74 6f 72 65 5f 73 75 62 73 63 72 69 70 74 69 6f 6e 5f 72 65 6e 65 77 22 2c 4d 68
3a 22 66 69 72 73 74 5f 6f 70 65 6e 22 2c 4e 68 3a 22 66 69 72 73 74 5f 76 69 73 69 74 22 2c 4f 68 3a 22 69 6e 5f 61 70
70 5f 70 75 72 63 68 61 73 65 22 2c 50 68 3a 22 73 65 73 73 69 6f 6e 5f 73 74 61 72 74 22 2¢c 51 68 3a 22 75 73 65 72 5f
64 61 74 61 5f 6¢ 6f 67 69 6e 22 2¢ 52 68 3a 22 75 73
Data Ascii: ngagement",Fh:"app_remove",Gh:"app_store_refund”,Hh:"app_store_subscription_cancel",Ih:"app_store_
subscription_convert",Jh:"app_store_subscription_renew",Mh:"first_open”,Nh:"first_visit",Oh:"in_app_purchase",Ph:"sessio
n_start",Qh:"user_data_login",Rh:"us

2021-12-02 23:54:01 UTC 1284 IN Data Raw: 6d 65 74 68 6f 64 22 2c 67 69 3a 22 73 65 61 72 63 68 5f 74 65 72 6d 22 2c 57 68 3a 22 63 6f 6e 74 65 6e 74
5f 74 79 70 65 22 2c 63 69 3a 22 6f 70 74 69 6d 69 7a 65 5f 69 64 22 2¢ 62 69 3a 22 65 78 70 65 72 69 6d 65 6e 74 73 22
2c 65 62 3a 22 67 6f 6f 67 6¢ 65 5f 73 69 67 6e 61 6¢ 73 22 2¢ 6b 64 3a 22 67 6f 6f 67 6¢ 65 5f 74 6¢ 64 22 2C 72 64 3a 22
7570 64 61 74 65 22 2c 73 65 3a 22 66 69 72 65 62 61 73 65 5f 69 64 22 2¢ 53 62 3a 22 67 61 5f 72 65 73 74 72 69 63 74
5f 64 6 6d 61 69 6e 22 2c 67 64 3a 22 65 76 65 6e 74 5f 73 65 74 74 69 6e 67 73 22 2¢ 6d 65 3a 22 64 79 6e 61 6d 69 63
5f 65 76 65 6e 74 5f 73 65 74 74 69 6e 67 73 22 2c 78 63 3a 22 75 73 65 72 5f 64 61 74 61 5f 73 65 74 74 69 6e 67 73 22
2c 67 67 3a 22 73 63 72 65 65 6e 5f 6e 61 6d 65 22 2c
Data Ascii: method",gi:"search_term",Wh:"“content_type",ci:"optimize_id",bi:"experiments”,eb:"google_signals",kd:"google_
tld",rd:"update",se:"firebase_id",Sh:"ga_restrict_domain”,gd:"event_settings",me:"dynamic_event_settings",xc:"user_data_
settings",gg:“screen_name",

2021-12-02 23:54:01 UTC 1285 IN Data Raw: 30 2c 5f 5f 68 6¢ 3a 21 30 2c 5f 5f 6a 65 6¢ 3a 21 30 2c 5f 5f 6¢ 63 6¢ 3a 21 30 2c 5f 5f 73 64 6¢ 3a 21 30 2¢ 5f
5f 74 6¢ 3a 21 30 2c 5f 5f 79 74 6¢ 3a 21 30 7d 2c 59 67 3d 7b 5f 5f 70 61 75 73 65 64 3a 21 30 2c 5f 5f 74 67 3a 21 30 7d
2c 5a 67 3b 0a 66 6f 72 28 5a 67 20 69 6e 20 58 67 29 58 67 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 5a 67 29 26
26 28 59 67 5b 5a 67 5d 3d 21 30 29 3b 4a 2e 5a 64 3d 22 77 77 77 2e 67 6f 6f 67 6¢ 65 74 61 67 6d 61 6e 61 67 65 72
2e 63 6f 6d 22 3b 76 61 72 20 24 67 3d 4a 2e 5a 64 2b 22 2f 67 74 6d 2e 6a 73 22 3b 76 61 72 20 61 68 3d 24 67 2c 62
68 3d 54 61 28 22 22 29 2c 63 68 3d 6e 75 6¢ 6¢ 2¢ 64 68 3d 6€ 75 6¢ 6C 2C 65 68 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77
2e 67 6f 6f 67 6¢ 65 74 61 67 6d 61 6€ 61 67 65 72 2e
Data Ascii: 0,__hl:!0,__jel:!0,__lcl:!0,__sdl:!0,__tl:!0,__ytl:!0},Yg={__paused:!0,__tg:!0},Zg;for(Zg in Xg)Xg.hasOwnPro
perty(Z9)&&(Yg[Zg]=!0);J.Zd="www.googletagmanager.com";var $g=J.Zd+"/gtm.js";var ah=$g,bh=Ta(""),ch=null,dh=nu
Il,eh="https://www.googletagmanager.

2021-12-02 23:54:01 UTC 1286 IN Data Raw: 72 65 74 75 72 6e 20 6a 68 5b 61 5d 5b 62 5d 7d 2c 77 68 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 6a 68
5b 61 5d 26 26 64 65 6¢ 65 74 65 20 6a 68 5b 61 5d 5b 62 5d 7d 3b 76 61 72 20 78 68 3d 6e 65 77 20 52 65 67 45 78 70
28 2f 5e 28 2e 2a 5¢ 2e 29 3f 28 67 6f 6f 67 6¢ 65 7c 79 6f 75 74 75 62 65 7¢ 62 6¢ 6f 67 67 65 72 7c 77 69 74 68 67 6f 6f
67 6¢ 65 29 28 5¢ 2e 63 6f 6d 3f 29 3f 28 5c 2e 5b 61 2d 7a 5d 7b 32 7d 29 3f 5¢ 2e 3f 24 2f 29 2c 79 68 3d 7b 63 6¢ 3a 5b
2265 63 6¢ 22 5d 2¢ 63 75 73 74 6f 6d 50 69 78 65 6¢ 73 3a 5b 22 6e 6f 6e 47 6f 6f 67 6¢ 65 50 69 78 65 6¢ 73 22 5d 2¢C
65 63 6¢ 3a 5b 22 63 6¢ 22 5d 2¢ 65 68 6¢ 3a 5b 22 68 6¢ 22 5d 2¢ 68 6¢ 3a 5b 22 65 68 6¢ 22 5d 2¢ 68 74 6d 6¢ 3a 5b
226375 73 74 6f 6d 53 63 72 69 70 74 73 22 2¢ 22 63 75
Data Ascii: return jh[a][b]},wh=function(a,b){jh[a]&&delete jh[a][b]};var xh=new RegExp(/*(.*\.)?(google|youtube|blogger
|withgoogle)(\.com?)?(\.[a-z]{2})?\.?$/),yh={cl:['ecl"], customPixels:['nonGooglePixels"],ecl:["cl,ehl:["hI"],hl:[*ehl"], html:["c
ustomScripts","cu

2021-12-02 23:54:01 UTC 1288 IN Data Raw: 29 3b 30 3c 3d 56 61 28 64 29 2e 69 6e 64 65 78 4f 66 28 22 67 6f 6f 67 6¢ 65 22 29 26 26 55 67 28 32 29 3b
76 61 72 20 65 3d 64 26 26 67 62 28 56 61 28 64 29 2c 7a 68 29 2¢ 66 3d 7b 7d 3b 72 65 74 75 72 6e 20 66 75 6e 63 74
69 6f 6e 28 67 29 7b 76 61 72 20 68 3d 67 26 26 67 5b 70 65 2e 7a 62 5d 3b 69 66 28 21 68 7c 7c 22 73 74 72 69 6e 67
2221 3d 74 79 70 65 6f 66 20 68 29 72 65 74 75 72 6e 21 30 3b 68 3d 68 2e 72 65 70 6¢ 61 63 65 28 2f 5e 5f 2a 2f 2¢ 22
22 29 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 66 5b 68 5d 29 72 65 74 75 72 6e 20 66 5b 68 5d 3b 76 61 72 20 6b 3d 67 6
85b 68 5d 7c 7c 5b 5d 2c 6e 3d 61 28 68 2c 6b 29 3b 69 66 28 62 29 7b 76 61 72 20 70 3b 0a 69 66 28 70 3d 6e 29 61 3a
7b 69 66 28 30 3e 63 2e 69 6e 64 65 78 4f 66 28 68 29 29 69 66 28
Data Ascii: );0<=Va(d).indexOf("google")&&Ug(2);var e=d&&gb(Va(d),zh),f={};return function(g){var h=g&&g[pe.zb];if('h||"
string"!=typeof h)return!0;h=h.replace(/*_*/,"");if(void 0!==f[h])return f[h];var k=gh[h]||[],n=a(h,k);if(b){var p;if(p=n)a:{if(0>
c.indexOf(h))if(
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2021-12-02 23:54:01 UTC 1289 IN Data Raw: 68 2c 61 63 74 69 76 65 3a 21 31 2c 75 73 65 64 44 65 66 61 75 6¢ 74 3a 21 31 7d 29 3b 72 65 74 75 72 6e 20
61 2e 69 63 73 7d 0a 66 75 6e 63 74 69 6f 6e 20 52 68 28 61 2c 62 2¢ 63 2¢ 64 2¢ 65 2¢ 66 29 7b 76 61 72 20 67 3d 51
68 28 29 3b 67 2e 61 63 74 69 76 65 3d 21 30 3b 67 2e 75 73 65 64 44 65 66 61 75 6¢ 74 3d 21 30 3b 69 66 28 76 6f 69
64 20 30 21 3d 62 29 7b 76 61 72 20 68 3d 67 2e 65 6e 74 72 69 65 73 2c 6b 3d 68 5b 61 5d 7c 7c 7b 7d 2c 6e 3d 6b 2e 7
265 67 69 6f 6e 2¢ 70 3d 63 26 26 47 61 28 63 29 3f 63 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 3a 76 6f 69 64 20 30 3
b 64 3d 64 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 3b 65 3d 65 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 3b 69 66 28
22 22 3d 3d 3d 64 7c 7c 70 3d 3d 3d 65 7c 7c 28 70 3d 3d 3d 64 3f
Data Ascii: h,active:!1,usedDefault:!1});return a.ics}function Rh(a,b,c,d,e,f){var g=Qh();g.active=!0;g.usedDefault=!0;if(void
0!=b){var h=g.entries,k=h[a]||{},n=k.region,p=c&&Ga(c)?c.toUpperCase():void 0;d=d.toUpperCase();e=e.toUpperCase()
iif("===d||p===e||(p===d?

2021-12-02 23:54:01 UTC 1290 IN Data Raw: 76 61 72 20 65 3d 30 3b 65 3c 62 2e 6¢ 65 6e 67 74 68 3b 65 2b 2b 29 69 66 28 21 59 68 28 62 5b 65 5d 29 29
7265747572 6e 21 30 3b 72 65 74 75 72 6e 21 31 7d 69 66 28 63 28 29 29 7b 76 61 72 20 64 3d 21 31 3b 61 69 28 62
2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 64 7c 7c 63 28 29 7c 7c 28 64 3d 21 30 2c 61 28 65 29 29 7d 29 7d 65 6¢ 73 65 20
61 28 7b 7d 29 7d 2c 0a 64 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 66 75 6e 63 74 69 6f 6e 20 63 28 29 7b 66 6f
722876 61 72 20 66 3d 5b 5d 2c 67 3d 30 3b 67 3c 64 2e 6¢ 65 6e 67 74 68 3b 67 2b 2b 29 7b 76 61 72 20 68 3d 64 5b
67 5d 3b 21 31 3d 3d 3d 57 68 28 68 29 7c 7c 65 5b 68 5d 7c 7c 28 66 2e 70 75 73 68 28 68 29 2c 65 5b 68 5d 3d 21 30 2
97d 7265747572 6e 20 66 7d 76 61 72 20 64 3d 47 61 28 62 29
Data Ascii: var e=0;e<b.length;e++)if(!Yh(b[e]))return!0;return!1}if(c()){var d=!1;ai(b,function(e){d||c()||(d=!0,a(e))})}else a({
D} di=function(a,b){function c(){for(var f=[],g=0;g<d.length;g++){var h=d[g];!1===Wh(h)||e[h]||(f.push(h),e[h]=!0)}return fvar
d=Ga(b)

2021-12-02 23:54:01 UTC 1291 IN Data Raw: 6f 74 6f 74 79 70 65 2e 6d 6f 7a 4d 61 74 63 68 65 73 53 65 6¢ 65 63 74 6f 72 7c 7c 45 6¢ 65 6d 65 6e 74 2e
7072 6f 74 6f 74 79 70 65 2e 6d 73 4d 61 74 63 68 65 73 53 65 6¢ 65 63 74 6f 72 7C 7c 45 6C 65 6d 65 6e 74 2e 70 72 6f
74 6f 74 79 70 65 2e 6f 4d 61 74 63 68 65 73 53 65 6¢ 65 63 74 6f 72 2c 64 3d 61 3b 69 66 28 21 48 2e 64 6f 63 75 6d 65
6e 74 45 6¢ 65 6d 65 6e 74 2e 63 6f 6e 74 61 69 6e 73 28 64 29 29 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 64 6f 7b 74 72 79
7b 69 66 28 63 2e 63 61 6¢ 6C 28 64 2C 62 29 29 72 65 74 75 72 6e 20 64 7d 63 61 74 63 68 28 65 29 7b 62 72 65 61 6b
7d 64 3d 64 2e 70 61 72 65 6e 74 45 6¢ 65 6d 65 6e 74 7c 7c 64 2e 70 61 72 65 6e 74 4e 6f 64 65 7d 77 68 69 6¢ 65 28
6e 75 6¢ 6¢ 21 3d 3d 64 26 26 31 3d 3d 3d 64 2e 6e 6f 64 65 54
Data Ascii: ototype.mozMatchesSelector||Element.prototype.msMatchesSelector||[Element.prototype.oMatchesSelecto
r,d=a;if('H.documentElement.contains(d))return null;do{try{if(c.call(d,b))return d}catch(e){break}d=d.parentElement||d.p
arentNode}while(null'==d&&1===d.nodeT

2021-12-02 23:54:01 UTC 1293 IN Data Raw: 76 61 72 20 64 3d 41 72 72 61 79 2e 66 72 6f 6d 28 6e 65 77 20 55 69 6e 74 38 41 72 72 61 79 28 63 29 29 2e
6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 53 74 72 69 6e 67 2e 66 72 6f 6d 43 68 61 72 43 6f
64 65 28 65 29 7d 29 2e 6a 6f 69 6e 28 22 22 29 3b 72 65 74 75 72 6e 20 6d 2e 62 74 6f 61 28 64 29 2e 72 65 70 6¢ 61
63 65 28 2f 5¢ 2b 2f 67 2c 0a 22 2d 22 29 2e 72 65 70 6¢ 61 63 65 28 2f 5¢ 2f 2f 67 2¢ 22 5f 22 29 2e 72 65 70 6¢ 61 63
65 28 2f 3d 2b 24 2f 2c 22 22 29 7d 29 2e 63 61 74 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 65 32
227d 29 7d 63 61 74 63 68 28 63 29 7b 72 65 74 75 72 6e 20 50 72 6f 6d 69 73 65 2e 72 65 73 6f 6¢ 76 65 28 22 65 32 22
29 7d 65 6¢ 73 65 20 72 65 74 75 72 6e 20 50 72 6f 6d 69 73
Data Ascii: var d=Array.from(new Uint8Array(c)).map(function(e){return String.fromCharCode(e)}).join("");return m.btoa(d
).replace(/\+/g,"-").replace(/\V/g,"_").replace(/=+$/,"")}).catch(function(){return"e2"})}catch(c){return Promise.resolve("e2")}el
se return Promis

2021-12-02 23:54:01 UTC 1294 IN Data Raw: 74 5f 6e 61 6d 65 22 2c 65 28 41 69 29 29 3b 63 28 61 2c 22 6¢ 61 73 74 5f 6e 61 6d 65 22 2c 65 28 41 69 29
293b 76 61 72 20 67 3d 61 2e 68 6f 6d 65 5f 61 64 64 72 65 73 73 7c 7c 7b 7d 3b 63 28 67 2¢c 22 73 74 72 65 65 74 22 2¢
6528 7a 69 29 29 3b 63 28 67 2c 22 63 69 74 79 22 2c 65 28 7a 69 29 29 3b 63 28 67 2¢ 22 70 6f 73 74 61 6¢ 5f 63 6f 64
65 22 2c 65 28 79 69 29 29 3b 63 28 67 2c 22 72 65 67 69 6f 6e 22 2c 65 28 7a 69 29 29 3b 63 28 67 2¢c 22 63 6f 75 6e 74
727922 2c 652879692929 3b76617220683d612e616464726573737c7c7b7d3b4961286829 7c7c28
68 3d 5b 68 5d 29 3b 66 6f 72 28 76 61 72 20 6b 3d 30 3b 6b 3c 68 2e 6¢ 65 6e 67 74 68 3b 6b 2b 2b 29 64 28 68 5b 6b
5d 2c 22 66 69 72 73 74 5f 6e 61 6d 65 22 2c 41 69 2c 6b 29 2c
Data Ascii: t_name",e(Ai));c(a,"last_name",e(Ai));var g=a.home_address||{};c(g,"street",e(zi));c(g,"city",e(zi));c(9,"po
stal_code",e(yi));c(g,"region",e(zi));c(g,"country",e(yi));var h=a.address||{};|a(h)||(h=[h]);for(var k=0;k<h.length;k++)d(h[K],"f
irst_name",Ai k),

2021-12-02 23:54:01 UTC 1295 IN Data Raw: 7b 76 61 72 20 62 3d 6e 65 77 20 50 69 3b 62 2e 65 76 65 6e 74 4d 6f 64 65 6¢ 3d 61 3b 72 65 74 75 72 6e 20
62 7d 2c 52 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 2e 74 61 72 67 65 74 43 6f 6e 66 69 67 3d 62 3b 72 65 74
7572 6e 20 61 7d 2c 53 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 61 2e 63 6f 6e 74 61 69 6e 65 72 43 6f 6e 66 69
67 3d 62 3b 72 65 74 75 72 6e 20 61 7d 2c 54 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7h 61 2e 67 6¢ 6f 62 61 6¢ 43
6f 6e 66 69 67 3d 62 3b 72 65 74 75 72 6e 20 61 7d 2c 55 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 0a 62 29 7b 61 2e 72
65 6d 6f 74 65 43 6f 6e 66 69 67 3d 62 3b 72 65 74 75 72 6e 20 61 7d 2c 56 69 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29
7b 61 2e 6f 6e 53 75 63 63 65 73 73 3d 62 3b 72 65 74 75 72
Data Ascii: {var b=new Pi;b.eventModel=a;return b},Ri=function(a,b){a.targetConfig=b;return a},Si=function(a,b){a.contai
nerConfig=b;return a}, Ti=function(a,b){a.globalConfig=b;return a},Ui=function(a,b){a.remoteConfig=b;return a}, Vi=functio
n(a,b){a.onSuccess=b;retur

2021-12-02 23:54:01 UTC 1297 IN Data Raw: 5b 62 5b 67 5d 5d 26 26 28 63 5b 62 5b 67 5d 5d 3d 66 5b 62 5b 67 5d 5d 2¢ 64 3d 21 30 29 3b 72 65 74 75 72
6e 20 64 7d 3b 69 66 28 65 28 61 2e 65 76 65 6e 74 4d 6f 64 65 6¢ 29 7c 7c 65 28 61 2e 74 61 72 67 65 74 43 6f 6e 66 69
67 29 7c 7c 65 28 61 2e 63 6f 6e 74 61 69 6e 65 72 43 6f 6e 66 69 67 29 7c 7c 65 28 61 2e 67 6¢ 6f 62 61 6¢ 43 6f 6€ 66
69 67 29 29 72 65 74 75 72 6e 20 63 3b 65 28 61 2e 72 65 6d 6f 74 65 43 6f 6e 66 69 67 29 3b 72 65 74 75 72 6e 20 63
7d 2c 62 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 5b 5d 2c 63 3b 66 6f 72 28 63 20 69 6e 20 61 2e 65
76 65 6e 74 4d 6f 64 65 6¢ 29 63 21 3d 3d 52 2e 57 62 26 26 61 2e 65 76 65 6e 74 4d 6f 64 65 6¢ 2e 68 61 73 4f 77 6e 50
72 6f 70 65 72 74 79 28 63 29 26 26 76 6f 69 64 20 30 21 3d
Data Ascii: [b[g]]&&(c[b[g]]=f[b[g]].d=!0);return d};if(e(a.eventModel)||e(a.targetConfig)||e(a.containerConfig)||e(a.gl
obalConfig))return c;e(a.remoteConfig);return c},bj=function(a){var b=[],c;for(c in a.eventModel)c!==R.Wb&&a.eventModel.
hasOwnProperty(c)&&void 0!=

2021-12-02 23:54:01 UTC 1298 IN Data Raw: 3d 3d 3d 62 29 61 2e 70 72 6f 74 6f 63 6f 6¢ 3d 72 6a 28 61 2e 70 72 6f 74 6f 63 6f 6¢ 29 7c 7c 72 6a 28 6d 2e
6¢ 6f 63 61 74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6¢ 29 3b 22 70 6f 72 74 22 3d 3d 3d 62 3f 61 2e 70 6f 72 74 3d 53 74 72 69
6e 67 28 4e 75 6d 62 65 72 28 61 2e 68 6f 73 74 6e 61 6d 65 3f 61 2e 70 6f 72 74 3a 0a 6d 2e 6¢ 6f 63 61 74 69 6f 6e 2e
70 6f72 7429 7c 7c 28 22 68 74 74 70 22 3d 3d 61 2e 70 72 6f 74 6f 63 6f 6¢ 3f 38 30 3a 22 68 74 74 70 73 22 3d 3d 61
2e 70 72 6f 74 6f 63 6f 6¢ 3f 34 34 33 3a 22 22 0d Oa
Data Ascii: ===b)a.protocol=rj(a.protocol)||rj(m.location.protocol);"port"===b?a.port=String(Number(a.hostname?a.port:m.
location.port)||("http"==a.protocol?80:"https"==a.protocol ?443:""
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2021-12-02 23:54:01 UTC 1298 IN Data Raw: 32 64 34 65 0d 0a 29 29 3a 22 68 6f 73 74 22 3d 3d 3d 62 26 26 28 61 2e 68 6f 73 74 6e 61 6d 65 3d 28 61 2e
68 6f 73 74 6e 61 6d 65 7c 7c 6d 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 6f 73 74 6e 61 6d 65 29 2e 72 65 70 6¢ 61 63 65 28 70
6a 2c 22 22 29 2e 74 6f 4¢c 6f 77 65 72 43 61 73 65 28 29 29 3b 72 65 74 75 72 6e 20 73 6a 28 61 2c 62 2c 63 2c 64 2¢c 65
29 7d 2c 73 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2c 63 2c 64 2c 65 29 7b 76 61 72 20 66 2c 67 3d 72 6a 28 61 2e 70
72 6f 74 6f 63 6f 6¢ 29 3b 62 26 26 28 62 3d 53 74 72 69 6e 67 28 62 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 3b
7377 69 74 63 68 28 62 29 7b 63 61 73 65 20 22 75 72 6¢ 5f 6e 6f 5f 66 72 61 67 6d 65 6e 74 22 3a 66 3d 75 6a 28 61 29
3b 62 72 65 61 6b 3b 63 61 73 65 20 22 70 72 6f 74 6f 63
Data Ascii: 2d4e)):"host"===b&&(a.hostname=(a.hostname||m.location.hostname).replace(pj,"").toLowerCase());return
sj(a,b,c,d,e)},sj=function(a,b,c,d,e){var f,g=rj(a.protocol);b&&(b=String(b).toLowerCase());switch(b){case "url_no_f
ragment":f=uj(a);break;case "protoc

2021-12-02 23:54:01 UTC 1299 IN Data Raw: 65 3a 63 2c 73 65 61 72 63 68 3a 62 2e 73 65 61 72 63 68 2c 68 61 73 68 3a 62 2e 68 61 73 68 2c 70 6f 72 74
3a 62 2e 70 6f 72 74 7d 7d 2c 77 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 75 6e 63 74 69 6f 6e 20 62 28 6e 29 7b 76
6172 20 70 3d 6e 2e 73 70 6¢ 69 74 28 22 3d 22 29 5b 30 5d 3b 72 65 74 75 72 6e 20 30 3e 64 2e 69 6e 64 65 78 4f 66
28 70 29 3f 6e 3a 70 2b 22 3d 30 22 7d 66 75 6e 63 74 69 6f 6e 20 63 28 6e 29 7h 72 65 74 75 72 6e 20 6e 2e 73 70 6¢
69 74 28 22 26 22 29 2e 6d 61 70 28 62 29 2e 66 69 6¢ 74 65 72 28 66 75 6e 63 74 69 6f 6€ 28 70 29 7h 7265 74 7572 6
e 20 76 6f 69 64 20 30 21 3d Oa 70 7d 29 2e 6a 6f 69 6e 28 22 26 22 29 7d 76 61 72 20 64 3d 22 67 63 6¢ 69 64 20 64 63
6¢C 69 64 20 67 62 72 61 69 64 20 77 62 72 61 69 64 20 67 63 6C 61
Data Ascii: e:c,search:b.search,hash:b.hash,port:b.port}},wj=function(a){function b(n){var p=n.split("=")[0];return 0>d.
indexOf(p)?n:p+"=0"}function c(n){return n.split("&").map(b).filter(function(p){return void 0!=p}).join("&")}var d="gclid dclid gb
raid wbraid gcla

2021-12-02 23:54:01 UTC 1301 IN Data Raw: 2d 5a 30 2d 39 2e 5f 25 2b 2d 5d 2b 40 5b 41 2d 5a 30 2d 39 2e 2d 5d 2b 5c 2e 5b 41 2d 5a 5d 7b 32 2c 7d 2f
69 29 2c 47 6a 3d 6e 65 77 20 52 65 67 45 78 70 28 2f 40 28 67 6d 61 69 6¢ 7c 67 6f 6f 67 6¢ 65 6d 61 69 6C 29 5¢C 2€ 2f
69 29 2c 7a 6a 3d 6e 65 77 20 52 65 67 45 78 70 28 2f 73 75 70 70 6f 72 74 7c 6e 6f 72 65 70 6¢ 79 2f 69 29 2c 48 6a 3d
2253 43 52 49 50 54 20 53 54 59 4c 45 20 49 4d 47 20 53 56 47 20 50 41 54 48 20 42 52 22 2e 73 70 6¢ 69 74 28 22 20
22 29 2c 49 6a 3d 5b 22 42 52 22 5d 2c 4a 6a 3d 7b 7d 2c 4b 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 61 7c 7c
7b 50 64 3a 21 30 2c 51 64 3a 21 30 7d 3b 61 2e 6¢ 62 3d 61 2e 6¢ 62 7c 7c 7b 65 6d 61 69 6¢ 3a 21 30 2c 70 68 6f 6e 65
3a21 30 2c 4267 3a21307d 3b 76 61 72 20 62 2¢c 63 3d 61 2
Data Ascii: -Z0-9._%+-]+@[A-Z0-9.-]+\.[A-Z]{2,}/i),Gj=new RegExp(/@(gmail|googlemail)\./i),zj=new RegExp(/supp
ort|noreply/i),Hj="SCRIPT STYLE IMG SVG PATH BR".split(" *),lj=["BR"],Jj={},Kj=function(a){a=a||{Pd:!0,Qd:!0};a.lb=a.lb||
{email:!0,phone:!0,Bg:!0};var b,c=a,

2021-12-02 23:54:01 UTC 1302 IN Data Raw: 29 7b 4b 3d 21 31 3b 62 72 65 61 6b 7d 7d 4b 26 26 50 2e 70 75 73 68 28 79 5b 4f 5d 29 7d 4e 3d 50 7d 65 6¢
73 65 20 4e 3d 79 3b 76 3d 41 6a 28 4e 29 3b 31 30 3c 79 2e 6¢ 65 6e 67 74 68 26 26 28 71 3d 22 33 22 29 7d 76 61 72
20 5a 3d 5b 5d 3b 69 66 28 76 29 7b 76 61 72 20 69 61 3d 76 2e 65 6¢ 65 6d 65 6e 74 2c 44 61 3d 7b 4c 61 3a 76 2e 4c
61 2c 74 61 67 4e 61 6d 65 3a 69 61 2e 74 61 67 4e 61 6d 65 2¢ 74 79 70 65 3a 31 7d 3b 61 2e 50 64 26 26 28 44 61 2e 7
175657279 53 65 6¢ 65 63 74 6f 72 3d 42 6a 28 69 61 29 29 3b 61 2e 51 64 26 26 Oa 28 44 61 2e 69 73 56 69 73 69 62
6c 65 3d 21 67 6a 28 69 61 29 29 3b 5a 2e 70 75 73 68 28 44 61 29 7d 76 61 72 20 42 61 3d 7b 65 6c 65 6d 65 6e 74 73
3ab5a2c 737461747573 3a717d3b4a6a5b625d3d 7b 74 69 6d
Data Ascii: ){K=!1;break}}K&&P.push(y[O])}N=P}else N=y;v=Aj(N);10<y.length&&(q="3")}var Z=[J;if(v){var ia=v.el
ement,Da={La:v.La,tagName:ia.tagName,type:1};a.Pd&&(Da.querySelector=Bj(ia));a.Qd&&(Da.isVisible=!gj(ia));Z.pu
sh(Da)}var Ba={elements:Z,status:q};Jj[b]={tim

2021-12-02 23:54:01 UTC 1304 IN Data Raw: 74 6f 72 73 29 3b 63 61 73 65 20 22 61 75 74 6f 5f 64 65 74 65 63 74 22 3a 76 61 72 20 62 3b 76 61 72 20 63
3d 61 2e 61 75 74 6f 5f 64 65 74 65 63 74 3b 69 66 28 63 29 7b 76 61 72 20 64 3d 4b 6a 28 7b 50 64 3a 21 31 2c 51 64
3a 21 31 2c 0a 46 63 3a 63 2e 65 78 63 6¢ 75 64 65 5f 65 6¢ 65 6d 65 6e 74 5f 73 65 6¢ 65 63 74 6f 72 73 2¢ 6¢ 62 3a 7b
65 6d 61 69 6¢ 3a 21 21 63 2e 65 6d 61 69 6¢ 2c 70 68 6f 6e 65 3a 21 21 63 2e 70 68 6f 6e 65 2c 42 67 3a 21 21 63 2e 61
64 6472 65 73 73 7d 7d 29 2e 65 6¢ 65 6d 65 6e 74 73 2¢ 65 3d 7b 7d 3b 69 66 28 30 3c 64 2e 6¢ 65 6e 67 74 68 29 66
6f 72 28 76 61 72 20 66 3d 30 3b 66 3c 64 2e 6¢ 65 6e 67 74 68 3b 66 2b 2b 29 7b 76 61 72 20 67 3d 64 5b 66 5d 3b 69 6
628 31 3d 3d 3d 67 2e 74 79 70 65 29 7b 65 2e 65 6d 61 69 6¢ 3d
Data Ascii: tors);case "auto_detect":var b;var c=a.auto_detect;if(c){var d=Kj({Pd:!1,Qd:!1,Fc:c.exclude_element_selector
s,Ib:{femail:!'c.email, phone:!ic.phone,Bg:!!c.address}}).elements,e={};if(0<d.length)for(var f=0;f<d.length;f++){var g=d[
fl;if(1===g.type){e.email=

2021-12-02 23:54:01 UTC 1305 IN Data Raw: 74 75 72 6e 20 66 5b 30 5d 2e 69 64 3b 66 3d 5a 6a 28 66 2c 66 75 6e 63 74 69 6f 6e 28 67 29 7b 72 65 74 75
72 6e 20 67 2e 51 63 7d 2¢c 63 29 3b 72 65 74 75 72 6e 20 66 5b 30 5d 3f 66 5b 30 5d 2e 69 64 3a 76 6f 69 64 20 30 7d 7d
7d 3b 66 75 6e 63 74 69 6f 6e 20 62 6b 28 61 2¢ 62 2¢ 63 2¢ 64 29 7b 76 61 72 20 65 3d 57 6a 28 29 2c 66 3d 77 69 6e
64 6f 77 3b 55 6a 28 66 29 26 26 28 66 2e 64 6f 63 75 6d 65 6e 74 2e 63 6f 6f 6b 69 65 3d 61 29 3b 76 61 72 20 67 3d 57
6a 2829 3b 72 65 74 75 72 6e 20 65 21 3d 67 7c 7c 76 6f 69 64 20 30 21 3d 63 26 26 30 3c 3d 58 6a 28 62 2c 67 2c 21
31 2c 64 29 2e 69 6e 64 65 78 4f 66 28 63 29 7d Oa 76 61 72 20 66 6b 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢c 62 2c 63 2¢ 64
29 7b 66 75 6e 63 74 69 6f 6e 20 65 28 77 2¢ 79 2c 78 29 7b 69
Data Ascii: turn f[0].id;f=Zj(f,function(g){return g.Qc},c);return f[0]?f[0].id:void O}}};function bk(a,b,c,d){var e=Wj(),f=window
;Uj(f)&&(f.document.cookie=a);var g=Wj();return e!=g||void 0!=c&&0<=Xj(b,g,!1,d).indexOf(c)}var fk=function(a,b,c,d){fun
ction e(w,y,x){i

2021-12-02 23:54:01 UTC 1306 IN Data Raw: 3d 63 3f 64 2e 70 75 73 68 28 68 29 3a 76 6f 69 64 20 30 3d 3d 3d 66 7c 7c 6b 3c 66 3f 28 65 3d 5b 68 5d 2¢
66 3d 6b 29 3a 6b 3d 3d 3d 66 26 26 65 2e 70 75 73 68 28 68 29 7d 72 65 74 75 72 6e 20 30 3c 64 2e 6¢ 65 6e 67 74 68
3f 64 3a 65 7d 66 75 6e 63 74 69 6f 6e 20 59 6a 28 61 2c 62 2c 63 29 7b 66 6f 72 28 76 61 72 20 64 3d 5b 5d 2c 65 3d 58
6a 28 61 2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 2c 63 29 2c 66 3d 30 3b 66 3c 65 2e 6¢ 65 6e 67 74 68 3b 66 2b 2b 29
7b 76 61 72 20 67 3d 65 5b 66 5d 2e 73 70 6¢ 69 74 28 22 2e 22 29 2c 68 3d 67 2e 73 68 69 66 74 28 29 3b 69 66 28 21
62 7c 7c 2d 31 21 3d 3d 62 2e 69 6e 64 65 78 4f 66 28 68 29 29 7b 76 61 72 20 6b 3d 67 2e 73 68 69 66 74 28 29 3b 6b 2
626 28 6b 3d 6b 2e 73 70 6¢ 69 74 28 22 2d 22 29 2c 64 2e 70 75
Data Ascii: =c?d.push(h):void 0===f||k<f?(e=[h],f=k):k===f&&e.push(h)}return 0<d.length?d:e}function Yj(a,b,c){for(var d=
[l,.e=Xj(a,void 0,void 0,c),f=0;f<e.length;f++){var g=e[f].split("."),h=g.shift();if(!b||-1!==b.indexOf(h)){var k=g.shift();k&&(k=
k.split("-"),d.pu

2021-12-02 23:54:01 UTC 1308 IN Data Raw: 29 7b 69 66 28 21 61 29 72 65 74 75 72 6e 20 31 3b 61 3d 30 3d 3d 3d 61 2e 69 6e 64 65 78 4f 66 28 22 2e 22
293f612e 73756273 7472283129 3a613b72657475726e 2061 2e 73 70 6¢ 69 74 28 22 2e 22 29 2e 6¢ 65 6e
67 74 68 7d 2c 6¢ 6b 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 21 61 7c 7c 22 2f 22 3d 3d 3d 61 29 72 65 74 75 72
6e 20 31 3b 22 2f 22 21 3d 3d 61 5b 30 5d 26 26 28 61 3d 22 2f 22 2b 61 29 3b 22 2f 22 21 3d 3d 61 5b 61 2e 6¢ 65 6e 67
74 68 2d 31 5d 26 26 28 61 2b 3d 22 2f 22 29 3b 72 65 74 75 72 6e 20 61 2e 73 70 6¢ 69 74 28 22 2f 22 29 2e 6¢ 65 6e 67
74 68 2d 31 7d 3b 66 75 6e 63 74 69 6f 6e 20 6f 6b 28 61 2¢c 62 2¢ 63 29 7b 76 61 72 20 64 2c 65 3d 4e 75 6d 62 65 72 28
6e 75 6¢ 6¢ 21 3d 61 2e 6d 62 3f 61 2e 6d 62 3a 76 6f 69 64
Data Ascii: ){if('a)return 1;a=0===a.indexOf(".")?a.substr(1):a;return a.split(".").length},Ik=function(a){if(a||"/"===a)return 1
"I==a[0]&&(a="/"+a);"/"I==a[a.length-1]&&(a+="/");return a.split("/").length-1};function ok(a,b,c){var d,e=Number(nul
I'=a.mb?a.mb:void
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2021-12-02 23:54:01 UTC 1309 IN Data Raw: 6¢ 65 6e 67 74 68 3b 65 2b 2b 29 7b 76 61 72 20 66 3d 63 5b 65 5d 2e 76 61 6¢ 75 65 2e 73 70 6¢ 69 74 28 22
2e 22 29 3b 69 66 28 21 28 22 31 22 21 3d 3d 66 5b 30 5d 7c 7c 62 26 26 33 3e 66 2e 6¢ 65 6e 67 74 68 7c 7c 21 62 26
26 3321 3d 3d 66 2e 6¢ 65 6e 67 74 68 29 26 26 4e 75 6d 62 65 72 28 66 5b 31 5d 29 29 7b 64 5b 63 5b 65 5d 2e 42 66
5d 7c 7c 28 64 5b 63 5b 65 5d 2e 42 66 5d 3d 5b 5d 29 3b 76 61 72 20 67 3d 7b 76 65 72 73 69 6f 6e 3a 66 5b 30 5d 2c 7
469 6d 65 73 74 61 6d 70 3a 31 45 33 2a 4e 75 6d 62 65 72 28 66 5b 31 5d 29 2c 76 61 3a 66 5b 32 5d 7d 3b 62 26 26
33 3c 66 2e 6¢ 65 6e 67 74 68 26 26 28 67 2e 6¢ 61 62 65 6¢ 73 3d 66 2e 73 6¢ 69 63 65 28 33 29 29 3b 64 5b 63 5b 65
5d 2e 42 66 5d 2e 70 75 73 68 28 67 29 7d 7d 72 65 74 75 72 6e 20 64 7d
Data Ascii: length;e++){var f=c[e].value.split(".");if(!("1"!==f[0]|[b&&3>f.length||'b&&3!==f.length)&&Number(f[1])){d[c[e].Bf]||(
d[c[e].Bf]=[]);var g={version:f[0],timestamp:1E3*Number(f[1]),va:f[2]};b&&3<f.length&&(g.labels=f.slice(3));d[c[e].Bf].p
ush(g)}}return d}

2021-12-02 23:54:01 UTC 1310 IN Data Raw: 38 30 30 30 0d Oa 7d 2c 45 6b 3d 76 6f 69 64 20 30 2c 49 6b 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20
61 3d 46 6b 2c 62 3d 47 6b 2c 63 3d 48 6b 28 29 2c 64 3d 66 75 6e 63 74 69 6f 6 28 67 29 7b 61 28 67 2e 74 61 72 67
65 74 7c 7c 67 2e 73 72 63 45 6¢ 65 6d 65 6e 74 7c 7c 7b 7d 29 7d 2c 65 3d 66 75 6e 63 74 69 6f 6e 28 67 29 7b 62 28 67
2e 7461 72 67 65 74 7c 7¢ 67 2e 73 72 63 45 6¢ 65 6d 65 6e 74 7c 7c 7b 7d 29 7d 3b 69 66 28 21 63 2e 69 6e 69 74 29
7b 66 63 28 48 2c 22 6d 6f 75 73 65 64 6f 77 6e 22 2c 64 29 3b 66 63 28 48 2¢ 22 6b 65 79 75 70 22 2¢ 64 29 3b 66 63 28
48 2c 22 73 75 62 6d 69 74 22 2¢ 65 29 3b 76 61 72 20 66 3d 48 54 4d 4c 46 6f 72 6d 45 6¢ 65 6d 65 6e 74 2e 70 72 6f 74
6f 74 79 70 65 2e 73 75 62 6d 69 74 3b 48 54 4d 4c 46 6f 72 6d
Data Ascii: 8000},Ek=void 0,lk=function(){var a=Fk,b=Gk,c=Hk(),d=function(g){a(g.target||g.srcElement]|{})},e=function(g)
{b(g.target||g.srcElement]||{})};if('c.init){fc(H,"mousedown",d);fc(H, "keyup",d);fc(H,"submit",e);var f=HTMLFormElement.
prototype.submit;HTMLForm

2021-12-02 23:54:01 UTC 1311 IN Data Raw: 3d 65 26 26 22 5b 6f 62 6a 65 63 74 20 4f 62 6a 65 63 74 5d 22 21 3d 3d 65 2e 74 6f 53 74 72 69 6e 67 28 29
26 26 28 63 2e 70 75 73 68 28 64 29 2c 63 2e 70 75 73 68 28 41 6b 28 53 74 72 69 6e 67 28 65 29 29 29 29 7d 76 61 72
20 66 3d 63 2e 6a 6f 69 6e 28 22 2a 22 29 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 62 29 7b 76 61 72 20 67 3d 22 78 70 5f
22 2b 62 2c 68 3d 52 6b 5b 62 5d 28 66 29 3b 66 3d 5b 66 2¢ 67 2c 41 6b 28 53 74 72 69 6e 67 28 68 29 29 5d 2e 6a 6f
69 6e 28 22 2a 22 29 7d 72 65 74 75 72 6e 5b 22 31 22 2c 53 6b 28 66 29 2c 66 5d 2e 6a 6f 69 6e 28 22 2a 22 29 7d 3b 0
a 66 75 6e 63 74 69 6f 6e 20 53 6b 28 61 2¢ 62 29 7b 76 61 72 20 63 3d 5b 6d 2e 6e 61 76 69 67 61 74 6f 72 2e 75 73 65
72 41 67 65 6e 74 2c 28 6e 65 77 20 44 61 74 65 29 2e 67 65 74 54
Data Ascii: =e&&"[object Object]"I==e.toString()&&(c.push(d),c.push(Ak(String(e))))}var f=c.join("*");if(void 0!==b){var
g="xp_"+b,h=Rk[b](f);f=[f,g,Ak(String(h))].join("*")}return["1",Sk(f),f].join("*")};function Sk(a,b){var c=[m.navigator.userAgent,
(new Date).getT

2021-12-02 23:54:01 UTC 1312 IN Data Raw: 20 64 7d 2c 24 6b 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3b 62 3d 76 6f 69 64 20 30 3d 3d 3d
623f333a623b 747279 7b 6966 28 61 29 7b 76 61 72 20 63 3b 61 3a 7b 66 6f 72 28 76 61 72 20 64 3d 61 2c 65 3d 30
3b 33 3e 65 3b 2b 2b 65 29 7b 76 61 72 20 66 3d 4c 6b 2e 65 78 65 63 28 64 29 3b 69 66 28 66 29 7b 63 3d 66 3b 62 72
65 61 6b 20 61 7d 64 3d 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 64 29 7d 63 3d 76 6f 69 64 20 30 7d 76
61 7220 67 3d 63 3b 69 66 28 67 26 26 22 31 22 3d 3d 3d 67 5b 31 5d 29 7b 76 61 72 20 68 3d 67 5b 32 5d 2c 6b 3d 67
5b 33 5d 2c 6e 3d 6e 75 6¢ 6¢ 21 3d 3d 6b 2e 6d 61 74 63 68 28 4f 6b 29 2c 70 3b 61 3a 7b 66 6f 72 28 76 61 72 20 72 3d
303b 72 3c 62 3b 2b 2b 72 29 69 66 28 68 3d 3d 3d 53 6b 28 6b
Data Ascii: d},$k=function(a){var b;b=void 0===b?3:b;try{if(a){var c;a:{for(var d=a,e=0;3>e;++e){var f=Lk.exec(d);if(f)
{c=f;break a}d=decodeURIComponent(d)}c=void O}var g=c;if(g&&"1"===g[1])}{var h=g[2],k=g[3],n=null!==k.match(Ok),p;a:
{for(var r=0;r<b;++r)if(h===Sk(k

2021-12-02 23:54:01 UTC 1314 IN Data Raw: 28 65 29 3b 65 6¢ 28 22 5f 67 6¢ 22 2c 6b 2c 61 2¢ 21 30 29 7d 66 6f 72 28 76 61 72 20 6e 20 69 6e 20 66 29
69 66 28 66 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 6e 29 29 61 3a 7b 76 61 72 20 70 3d 6e 2c 72 3d 66 5b 6e 5d
2c 74 3d 61 3b 69 66 28 74 2e 74 61 67 4e 61 6d 65 29 7b 69 66 28 22 61 22 3d 3d 3d 74 2e 74 61 67 4e 61 6d 65 2e 74
6f 4c 6f 77 65 72 43 61 73 65 28 29 29 7b 65 6¢ 28 70 2c 72 2¢ 74 2¢ 76 6f 69 64 20 30 29 3b 62 72 65 61 6b 20 61 7d 69
66 28 22 66 6f 72 6d 22 3d 3d 3d 74 2e 74 61 67 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 7b 64 6C 28 70
2c 72 2c 7429 3b 62 72 65 61 6b 20 61 7d 7d 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 74 26 26 62 6¢ 28 70
2c 72 2c 74 2¢ 76 6f 69 64 20 30 29 7d 7d Oa 66 75 6e 63 74 69
Data Ascii: (€);el("_gl",k,a,!0)}for(var n in f)if(f.hasOwnProperty(n))a:{var p=n,r=f[n],t=a;if(t.tagName){if(" t.ta
gName.toLowerCase()){el(p,r,t,void 0);break a}if(*form"===t.tagName.toLowerCase()){dl(p,r.t);break a}}"string"==typeof t
&&bl(p,r,t,void 0)}}functi

2021-12-02 23:54:01 UTC 1315 IN Data Raw: 63 3d 62 5b 32 5d 2c 64 3d 62 5b 31 5d 2c 65 3d 22 22 3b 69 66 28 63 29 7b 76 61 72 20 66 3d 63 2e 73 70 6¢
69 74 28 22 2f 22 29 2¢ 67 3d 66 5b 31 5d 3b 65 3d 22 73 22 3d 3d 3d 67 3f 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e
65 6e 74 28 66 5b 32 5d 29 3a 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6 65 6e 74 28 67 29 7d 65 6¢ 73 65 20 69 66 28
6429 7b 69 66 28 30 3d 3d 3d 64 2e 69 6e 64 65 78 4f 66 28 22 78 6e 2d 2d 22 29 29 72 65 74 75 72 6e 21 31 3b 65 3d
64 2e 72 65 70 6¢ 61 63 65 28 2f 2d 2f 67 2c 22 2e 22 29 2e 72 65 70 6¢ 61 63 65 28 2f 5¢ 2e 5¢c 2e 2f 67 2¢ 22 2d 22 29
7d 76 61 72 20 68 3d 61 2e 72 65 70 6¢ 61 63 65 28 4e 6b 2c 22 22 29 2¢ 6b 3d 65 2e 72 65 70 6¢ 61 63 65 28 4e 6b 2¢
22 22 29 2c 6e 3b 69 66 28 21 28 6e 3d 68 3d 3d 3d 6b 29 29 7b
Data Ascii: c=b[2],d=b[1],e="";if(c){var f=c.split("/"),g=f[1];e="s"===g?decodeURIComponent(f[2]):decodeURICom
ponent(g)}else if(d){if(0===d.indexOf("xn--"))return!1;e=d.replace(/-/g,".").replace(/\.\./g,"-")}var h=a.replace(Nk,"),k=e.repla
ce(Nk,™),n;if(!(n=h===Kk)){

2021-12-02 23:54:01 UTC 1316 IN Data Raw: 2e 70 75 73 68 28 61 5b 65 5d 29 3b 66 6f 72 28 76 61 72 20 66 3d 30 3b 66 3c 62 2e 6¢ 65 6€ 67 74 68 3b 66
2b 2b 29 63 5b 62 5b 66 5d 5d 7c 7c 64 2e 70 75 73 68 28 62 5b 66 5d 29 3b 72 65 74 75 72 6e 20 64 7d 0a 66 75 6e 63
74 69 6f 6e 20 75 6¢ 28 61 29 7b 72 65 74 75 72 6e 20 61 26 26 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 61
26 26 61 2e 6d 61 74 63 68 28 6b 6¢ 29 3f 61 3a 22 5f 67 63 6¢ 22 7d 0a 76 61 72 20 77 6¢ 3d 66 75 6€ 63 74 69 6f 6 28
29 7b 76 61 72 20 61 3d 76 6a 28 6d 2e 6¢ 6f 63 61 74 69 6f 6 2e 68 72 65 66 29 2¢ 62 3d 74 6a 28 61 2¢ 22 71 75 65 72
79 22 2c 21 31 2c 76 6f 69 64 20 30 2c 22 67 63 6¢ 69 64 22 29 2c 63 3d 74 6a 28 61 2¢ 22 71 75 65 72 79 22 2¢ 21 31 2¢
76 6f 69 64 20 30 2c 22 67 63 6¢ 73 72 63 22 29 2c 64 3d 74 6a
Data Ascii: .push(ale]);for(var f=0;f<b.length;f++)c[b[f]]||d.push(b[f]);return d}function ul(a){return a&&"string"==typeof
a&&a.match(kl)?a:"_gcl"}var wi=function(){var a=vj(m.location.href),b=tj(a,"query",!1,void 0,"gclid"),c=tj(a,"query",!1,void O
,"gelsrc™),d=tj

2021-12-02 23:54:01 UTC 1318 IN Data Raw: 28 28 76 6f 69 64 20 30 3d 3d 6a 6¢ 2e 65 6e 61 62 6¢ 65 5f 67 62 72 61 69 64 5f 63 6f 6f 6b 69 65 5f 77 72 69
74 65 3f 30 3a 6a 6¢ 2e 65 6e 61 62 6¢ 65 5f 67 62 72 61 69 64 5f 63 6f 6f 6b 69 65 5f 77 72 69 74 65 29 26 26 21 6b 26
26 61 2e 67 62 29 7b 76 61 72 20 72 3d 61 2e 67 62 5b 30 5d 2¢ 74 3d 7a 6¢ 28 22 67 62 22 2c 0a 67 29 2¢ 75 3d 21 31
3b 69 66 28 21 62 29 66 6f 72 28 76 61 72 20 71 3d 70 6¢ 28 74 29 2c 76 3d 30 3b 76 3c 71 2e 6¢ 65 6e 67 74 68 3b 76
2b 2b 29 71 5b 76 5d 2e 76 61 3d 3d 3d 72 26 26 71 5b 76 5d 2e 6¢ 61 62 65 6¢ 73 26 26 30 3c 71 5b 76 5d 2e 6¢ 61 62
65 6¢ 73 2e 6¢ 65 6e 67 74 68 26 26 28 75 3d 21 30 29 3b 75 7c 7c 66 28 22 67 62 22 2¢ 70 28 72 29 29 7d 7d 0a 76 61 7
22042 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72
Data Ascii: ((void 0==jl.enable_gbraid_cookie_write?0:jl.enable_gbraid_cookie_write)&&'k&&a.gb){var r=a.gb[0],t=zl("gb",
g),u=!1;if(!b)for(var g=pl(t),v=0;v<q.length;v++)g[v].va===r&&q[v].labels&&0<q[v].labels.length&&(u=!0);ul|f("gb",p(r))} }var
Bl=function(a,b){var
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2021-12-02 23:54:01 UTC 1319 IN Data Raw: 2c 45 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 55 6a 28 6d 29 29 7b 66 6f 72 28 76 61 72 20
63 3d 75 6¢ 28 62 2e 70 72 65 66 69 78 29 2c 64 3d 7b 7d 2c 65 3d 30 3b 65 3c 61 2e 6¢ 65 6e 67 74 68 3b 65 2b 2b 29
6d 6¢ 5b 61 5b 65 5d 5d 26 26 28 64 5b 61 5b 65 5d 5d 3d 6d 6¢ 5b 61 5b 65 5d 5d 29 3b 6f 6¢ 28 66 75 6e 63 74 69 6f 6e
28 29 7b 4f 61 28 64 2c 66 75 6e 63 74 69 6f 6e 28 66 2c 67 29 7b 76 61 72 20 68 3d 58 6a 28 63 2b 67 2c 48 2e 63 6f 6f
6b 69 65 2c 76 6f 69 64 20 30 2c 22 61 64 5f 73 74 6f 72 61 67 65 22 29 3b 68 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e
28 752c 0a 7129 7b 72 65 74 75 72 6e 20 41 6¢ 28 71 29 2d 41 6¢ 28 75 29 7d 29 3b 69 66 28 68 2e 6¢ 65 6e 67 74 68
29 7b 76 61 72 20 6b 3d 68 5b 30 5d 2c 6e 3d 41 6¢ 28 6b 29 2¢
Data Ascii: ,El=function(a,b){if(Uj(m)){for(var c=ul(b.prefix),d={} ,e=0;e<a.length;e++)ml[a[e]]&&(d[a[e]]=ml[a[e]]);ol(f
unction(){Oa(d,function(f,g){var h=Xj(c+g,H.cookie,void 0,"ad_storage");h.sort(function(u,q){return Al(q)-Al(u)});if(h.length)
{var k=h[0],n=Al(k),

2021-12-02 23:54:01 UTC 1320 IN Data Raw: 29 5b 61 5d 7c 7c 5b 5d 3b 69 66 28 30 3c 67 2e 6¢ 65 6e 67 74 68 29 72 65 74 75 72 6e 20 66 3f 5b 22 30 22
5d 3a 67 7d 76 61 72 20 68 3d 7a 6¢ 28 61 2c 65 29 3b 72 65 74 75 72 6e 20 68 3f 71 6¢ 28 68 29 3a 5b 5d 7d 2¢ 4b 6¢
3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 76 6a 28 6d 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 29 2¢c 63
3d 74 6a 28 62 2c 22 68 6f 73 74 22 2c 21 31 29 3b 69 66 28 63 26 26 63 2e 6d 61 74 63 68 28 4d 6¢ 29 29 7b 76 61 72
20 64 3d 74 6a 28 62 2¢ 22 70 61 74 68 22 29 2e 73 70 6¢ 69 74 28 61 2b 0a 22 3d 22 29 3b 69 66 28 31 3c 64 2e 6¢ 65 6
e 67 746829 72 65 74 75 72 6e 20 64 5b 31 5d 2e 73 70 6¢ 69 74 28 22 3b 22 29 5b 30 5d 2e 73 70 6¢ 69 74 28 22 3f 22
29 5b 30 5d 7d 7d 2c 4e 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62
Data Ascii: )[a]||[];if(0<g.length)return f?["0"]:g}var h=zl(a,e);return h?ql(h):[]},KI=function(a){var b=vj(m.location.href),c=tj
(b,"host",!1);if(c&&c.match(Ml)){var d=tj(b,"path").split(a+"=");if(1<d.length)return d[1].split(";")[0].split("?")[0]}},NI=functi
on(a,b

2021-12-02 23:54:01 UTC 1321 IN Data Raw: 28 6e 6¢ 28 29 3f 76 6b 28 29 3a 7b 7d 29 29 3b 63 3d 4d 61 74 68 2e 6d 61 78 28 48 6¢ 28 22 67 62 22 2c 61
29 2c 49 6¢ 28 6e 6¢ 28 29 3f 76 6b 28 22 5f 67 61 63 5f 67 62 22 2¢ 0a 21 30 29 3a 7b 7d 29 29 3e 64 7d 62 3d 63 7d 72
6574 75 72 6e 20 62 7d 3b 76 61 72 20 56 6c 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 57 62 26 26 57
62 2e 75 73 65 72 41 67 65 6e 74 7c 7c 22 22 3b 69 66 28 30 3e 62 2e 69 6e 64 65 78 4f 66 28 22 53 61 66 61 72 69 22
29 7c 7c 2f 43 68 72 6f 6d 65 7c 43 6f 61 73 74 7c 4f 70 65 72 61 7c 45 64 67 7c 53 69 6¢ 6b 7c 41 6e 64 72 6f 69 64 2f 2e
746573 7428622929 7265747572 6e 2131 3b 76617220 633d 28 2f 56 65 72 73 69 6f 6e 5¢ 2f 28 5b 5¢ 64 5c 2e
5d 2b 29 2f 2e 65 78 65 63 28 62 29 7c 7c 5b 5d 29 5b 31 5d
Data Ascii: (nl()?vk():{}));c=Math.max(HI("gb",a),lI(nl()?vk("_gac_gb",!0):{}))>d}b=c}return b};var VI=function(a){var b
=Wb&&Whb.userAgent||"*;if(0>b.indexOf("Safari")||/Chrome|Coast|Opera|Edg|Silk|Android/.test(b))return!1;var c=(/Version\/
(N J+)-exec(b)| D[]

2021-12-02 23:54:01 UTC 1323 IN Data Raw: 41 67 65 6e 74 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 69 6e 64 65 78 4f 66 28 22 66 69 72 65 66 6f 78
2229 7d 2c 62 6d 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3b 69 66 28 21 61 7c 7c 21 61 2e 6¢ 65 6e 67
74 6829 72 65 74 75 72 6e 3b 66 6f 72 28 76 61 72 20 63 3d 5b 5d 2c 64 3d 30 3b 64 3c 61 2e 6¢ 65 6e 67 74 68 3b 2b
2b 64 29 7b 76 61 72 20 65 3d 61 5b 64 5d 3b 65 26 26 65 2e 65 73 74 69 6d 61 74 65 64 5f 64 65 6C 69 76 65 72 79 5f 6
461 74 65 3f 63 2e 70 75 73 68 28 22 22 2b 65 2e 65 73 74 69 6d 61 74 65 64 5f 64 65 6¢ 69 76 65 72 79 5f 64 61 74 65 2
93a632e 70757368 28222229 7d 62 3d 63 2e 6a 6f 69 6e 28 22 2c 22 29 3b 72 65 74 75 72 6e 20 62 7d 2c 63 6d 3d
66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 21 31 3b 72 65
Data Ascii: Agent.toLowerCase().indexOf("firefox")},bm=function(a){var b;if(!a||!a.length)return;for(var c=[],d=0;d<a.le
ngth;++d){var e=a[d];e&&e.estimated_delivery_date?c.push(""
},em=function()}{var a=!1;re

2021-12-02 23:54:01 UTC 1324 IN Data Raw: 68 69 73 2e 43 2e 70 75 73 68 28 63 29 7d 3b 76 61 72 20 6f 6d 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e
732b 2b 3b 72 65 74 75 72 6e 20 63 62 28 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 6f 2b 2b 3b 61 2e 4e 26 26 61 2e 6f 3e
3d 61 2e 73 26 26 6e 6d 28 61 29 7d 29 7d 3b 76 61 72 20 70 6d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69
6f 6e 20 61 28 64 29 7b 72 65 74 75 72 6e 21 48 61 28 64 29 7c 7c 30 3e 64 3f 30 3a 64 7d 69 66 28 21 56 67 2e 5f 6¢ 69
26 26 6d 2e 70 65 72 66 6f 72 6d 61 6e 63 65 26 26 6d 2e 70 65 72 66 6f 72 6d 61 6e 63 65 2e 74 69 6d 69 6e 67 29 7b
76 61 72 20 62 3d 6d 2e 70 65 72 66 6f 72 6d 61 6e 63 65 2e 74 69 6d 69 6e 67 2e 6e 61 76 69 67 61 74 69 6f 6 53 74 6
17274 2c 63 3d 48 61 28 70 68 2e 67 65 74 28 22 67 74 6d 2e 73
Data Ascii: his.C.push(c)};var om=function(a){a.s++;return cb(function(){a.o++;a.N&&a.o>=a.s&&nm(a)})};var pm=function()
{function a(d){return!Ha(d)||0>d?0:d}if('\Vg._li&&m.performance&&m.performance.timing){var b=m.performance.timi
ng.navigationStart,c=Ha(ph.get("gtm.s

2021-12-02 23:54:.01 UTC 1325 IN Data Raw: 69 6e 6b 65 72 22 29 3b 62 28 61 2b 22 6¢ 69 6e 6b 65 72 3a 70 61 73 73 74 68 72 6f 75 67 68 22 2c 0a 21 30
29 3b 7d 3b 66 75 6e 63 74 69 6f 6e 20 7a 6d 28 29 7b 72 65 74 75 72 6e 20 6d 2e 47 6f 6f 67 6¢ 65 41 6e 61 6¢ 79 74 69
63 73 4f 62 6a 65 63 74 7c 7c 22 67 61 22 7d 0a 76 61 72 20 41 6d 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 7d 2c 42 6d 3d
66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 63 3d 75
6d 28 29 2c 64 3d 63 26 26 63 2e 67 65 74 42 79 4e 61 6d 65 26 26 63 2e 67 65 74 42 79 4e 61 6d 65 28 61 29 3b 69 66
2864 29 7b 76 61 72 20 65 3d 64 2e 67 65 74 28 22 73 65 6e 64 48 69 74 54 61 73 6b 22 29 3b 64 2e 73 65 74 28 22 73
65 6e 64 48 69 74 54 61 73 6b 22 2c 66 75 6e 63 74 69 6f 6e 28 66
Data Ascii: inker");b(a+"linker:passthrough",!0);};function zm(){return m.GoogleAnalyticsObject||"ga"}var Am=function(a)
{},Bm=function(a,b){return function(){var c=um(),d=c&&c.getByName&&c.getByName(a);if(d){var e=d.get("sendHitTa
sk'");d.set("sendHitTask",function(f

2021-12-02 23:54:01 UTC 1327 IN Data Raw: 35 30 30 30 22 2c 77 68 3a 22 22 2c 76 68 3a 4e 75 6d 62 65 72 28 22 35 22 29 7d 2c 6a 6e 3d 30 3c 3d 48 2e
6c 6f 63 61 74 69 6f 6e 2e 73 65 61 72 63 68 2e 69 6e 64 65 78 4f 66 28 22 3f 67 74 6d 5f 6¢ 61 74 65 6e 63 79 3d 22 29
7c 7c 30 3c 3d 48 2e 6¢ 6f 63 61 74 69 6f 6e 2e 73 65 61 72 63 68 2e 69 6e 64 65 78 4f 66 28 22 26 67 74 6d 5f 6¢ 61 74
65 6e 63 79 3d 22 29 2c 6b 6e 3b 69 66 28 21 28 6b 6e 3d 6a 6e 29 29 7b 76 61 72 20 6¢ 6e 3d 4d 61 74 68 2e 72 61 6e
64 6f 6d 28 29 2c 6d 6e 3d 68 6e 2e 73 61 6d 70 6¢ 65 52 61 74 65 3b 6b 6€ 3d 6¢ 6€ 3c 6d 6e 7d 76 61 72 20 6e 6e 3d
6b 6e 2c 6f 6e 3d 7b 6¢ 61 62 65 6¢ 3a 4a 2e 4a 2b 22 20 43 6f 6e 74 61 69 6e 65 72 22 2c 63 68 69 6¢ 64 72 65 6e 3a 5b
7b 6¢ 61 62 65 6¢ 3a 22 49 6e 69 74 69 61 6¢ 69 7a 61 74 69 6f
Data Ascii: 5000",wh:"",vh:Number("5")},jn=0<=H.location.search.indexOf("?gtm_latency=")||0<=H.location.search
.indexOf("&gtm_latency="),kn;if(!(kn=jn)){var In=Math.random(),mn=hn.sampleRate;kn=In<mn}var nn=kn,on={label:J.J+"
Container",children:[{label:"Initializatio

2021-12-02 23:54:01 UTC 1328 IN Data Raw: 69 6e 61 74 65 7d 2c 63 2c 64 29 7d 72 65 74 75 72 6e 20 66 7d Oa 66 75 6e 63 74 69 6f 6e 20 44 6e 28 61 2c
62 2c 63 2c 64 29 7b 66 75 6e 63 74 69 6f 6e 20 65 28 29 7b 69 66 28 66 5b 70 65 2e 73 69 5d 29 68 28 29 3b 65 6¢ 73
65 7b 76 61 72 20 77 3d 66 66 28 66 2c 63 2c 5b 5d 29 3b 76 61 72 20 79 3d 77 5b 70 65 2e 43 68 5d 3b 69 66 28 6e 75
6¢ 6¢ 21 3d 79 29 66 6f 72 28 76 61 72 20 78 3d 30 3b 78 3c 79 2e 6¢ 65 6e 67 74 68 3b 78 2b 2b 29 69 66 28 21 6¢ 69 2
879 5b 785d 29 29 7b 68 28 29 3b 72 65 74 75 72 6e 7d 76 61 72 20 7a 3d 6¢ 6d 28 63 2e 6b 62 2c 53 74 72 69 6e 67 28
66 5b 70 65 2e 7a 62 5d 29 2c 4e 75 6d 62 65 72 28 66 5b 70 65 2e 72 67 5d 29 2c 77 5b 70 65 2e 75 69 5d 29 2c 41 3d
2131 3b 77 2e 76 74 70 5f 67 74 6d 4f 6e 53 75 63 63 65 73 73 3d 66
Data Ascii: inate},c,d)}return f{function Dn(a,b,c,d){function e(){if(f[pe.si])h();else{fvar w=ff(f,c,[]);var y=w[pe.ChJ;if(null!=y
)for(var x=0;x<y.length;x++)if(!li(y[x])){h();return}var z=Im(c.kb,String(f[pe.zb]),Number(f[pe.rg]),w[pe.ui]),A=!1;w.vt
p_gtmOnSuccess=f

+e.estimated_delivery_date):c.push(™)}b=c.join(",");return b
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2021-12-02 23:54:01 UTC 1329 IN Data Raw: 74 69 6f 6e 20 48 6e 28 61 2c 62 29 7b 62 28 29 7d 3b 76 61 72 20 4b 6e 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢
6229 7b 66 6f 72 28 76 61 72 20 63 3d 5b 5d 2c 64 3d 30 3b 64 3c 58 65 2e 6¢ 65 6e 67 74 68 3b 64 2b 2b 29 69 66 28
61 5b 64 5d 29 7b 76 61 72 20 65 3d 58 65 5b 64 5d 3b 76 61 72 20 66 3d 6f 6d 28 62 2e 6b 62 29 3b 74 72 79 7b 76 61
72 20 67 3d 43 6e 28 64 2c 7b 6f 6e 53 75 63 63 65 73 73 3a 66 2c 6f 6e 46 61 69 6¢ 75 72 65 3a 66 2c 74 65 72 6d 69 6e
61 74 65 3a 66 7d 2c 62 2c 64 29 3b 69 66 28 67 29 7b 76 61 72 20 68 3d 63 2c 6b 3d 68 2e 70 75 73 68 2c 6e 3d 64 2¢c 7
03d 65 5b 22 66 75 6e 63 74 69 6f 6e 22 5d 3b 69 66 28 21 70 29 74 68 72 6f 77 22 45 72 72 6f 72 3a 20 4e 6 20 66 75 6
e 63 74 69 6f 6e 20 6e 61 6d 65 20 67 69 76 65 6e 20 66 6f 72 20
Data Ascii: tion Hn(a,b){b()};var Kn=function(a,b){for(var c=[],d=0;d<Xe.length;d++)if(a[d]){var e=Xe[d];var f=om(b.kb);
try{var g=Cn(d,{onSuccess:f,onFailure:f,terminate:f},b,d);if(g){var h=c,k=h.push,n=d,p=e["function"];if(!p)throw"Error: No
function name given for

2021-12-02 23:54:01 UTC 1330 IN Data Raw: 28 62 29 7c 7c 42 6e 28 61 2c 22 69 6e 70 75 74 22 2¢c 62 29 29 7d 7d 0a 66 75 6e 63 74 69 6f 6e 20 4f 6e 28
612c 6229 7b 75 68 28 61 2c 22 65 76 65 6e 74 22 2¢ 31 29 3b 75 68 28 61 2c 22 65 63 6f 6d 6d 65 72 63 65 22 2c 31
29 3b 75 68 28 61 2c 22 67 74 6d 22 29 3b 75 68 28 61 2c 22 65 76 65 6e 74 4d 6f 64 65 6¢ 22 29 3b 7d 66 75 6e 63 74
69 6f 6e 20 4e 6e 28 29 7b 76 61 72 20 61 3d 7b 7d 3b 61 2e 65 76 65 6e 74 3d 74 68 28 22 65 76 65 6e 74 22 2¢ 3129 3
b 61 2e 65 63 6f 6d 6d 65 72 63 65 3d 74 68 28 22 65 63 6f 6d 6d 65 72 63 65 22 2¢ 31 29 3b 61 2e 67 74 6d 3d 74 68 28
22 67 74 6d 22 29 3b 61 2e 65 76 65 6e 74 4d 6f 64 65 6¢ 3d 74 68 28 22 65 76 65 6e 74 4d 6f 64 65 6¢ 22 29 3b 72 65 74
75 72 6e 20 61 7d 66 75 6e 63 74 69 6f 6e 20 50 6e 28 61 29 7b 66
Data Ascii: (b)||Bn(a,"input”,b))}}function On(a,b){uh(a,"event",1);uh(a,"ecommerce”,1);uh(a,"gtm");uh(a,"eventModel");}
function Nn(){var a={};a.event=th("event",1);a.ecommerce=th("ecommerce”,1);a.gtm=th("gtm");a.eventModel=th("ev
entModel");return a}function Pn(a){f

2021-12-02 23:54:01 UTC 1332 IN Data Raw: 28 22 69 50 68 6f 6e 65 22 29 26 26 21 4c 62 28 22 69 50 6f 64 22 29 26 26 21 4c 62 28 22 69 50 61 64 22 29
7d 3b 4c 62 28 22 4f 70 65 72 61 22 29 3b 4c 62 28 22 54 72 69 64 65 6e 74 22 29 7c 7c 4c 62 28 22 4d 53 49 45 22 29
3b 4c 62 28 22 45 64 67 65 22 29 3b 21 4c 62 28 22 47 65 63 6b 6f 22 29 7c 7c 2d 31 21 3d 47 62 2e 74 6f 4c 6f 77 65 72
43 61 73 65 28 29 2e 69 6e 64 65 78 4f 66 28 22 77 65 62 6b 69 74 22 29 26 26 21 4c 62 28 22 45 64 67 65 22 29 7c 7c
4c 62 28 22 54 72 69 64 65 6e 74 22 29 7c 7c 4c 62 28 22 4d 53 49 45 22 29 7c 7c 4c 62 28 22 45 64 67 65 22 29 3b 2d 3
121 3d 47 62 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 69 6e 64 65 78 4f 66 28 22 77 65 62 6b 69 74 22 29 26 26 21
4c 62 28 22 45 64 67 65 22 29 26 26 4c 62 28 22 4d 6f 62 69 6¢ 65
Data Ascii: ("iPhone")&&!Lb("iPod")&&!Lb("iPad")};Lb("Opera");Lb("Trident")||Lb("MSIE");Lb("Edge");!Lb("Gecko")||-1!=Gb.
toLowerCase().indexOf("webkit")&&!Lb("Edge")||Lb("Trident")||Lb("MSIE")||Lb("Edge");-1!=Gb.toLowerCase().index
Of("webkit")&&!Lb("Edge")&&Lb("Mobile

2021-12-02 23:54:01 UTC 1333 IN Data Raw: 43 3d 7b 7d 3b 74 68 69 73 2e 4e 3d 30 3b 74 68 69 73 2e 46 3d 76 6f 69 64 20 30 3d 3d 3d 62 3f 35 30 30 3a
62 3b 74 68 69 73 2e 73 3d 6e 75 6¢ 6¢ 7d 3b 6¢ 61 28 6a 6f 2c 68 6f 29 3b 0a 76 61 72 20 6¢ 6f 3d 66 75 6e 63 74 69 6f
6e 28 61 29 7b 72 65 74 75 72 6e 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 3d 74 79 70 65 6f 66 20 61 2e 6f 2e 5f 5f 74 63 66
617069 7c 7c 6e 75 6¢ 6¢ 21 3d 6b 6f 28 61 29 7d 3b Oa 6a 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 61 64 64 45 76 65 6e 74
4c 69 73 74 65 6e 65 72 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 7b 7d 2c 63 3d 55 62 28 66 75 6e 63
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 28 62 29 7d 29 2c 64 3d 30 3b 2d 31 21 3d 3d 74 68 69 73 2e 46 26 26 28
64 3d 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e
Data Ascii: C={};this.N=0;this.F=void 0===b?500:b;this.s=null};la(jo,ho);var lo=function(a){return“function"===typeof a.
o.__tcfapi||null'=ko(a)};jo.prototype.addEventListener=function(a){var b={},c=Ub(function(){return a(b)}),d=0;-1!==this.F&&
(d=setTimeout(function

2021-12-02 23:54:01 UTC 1334 IN Data Raw: 72 3f 6e 6f 28 61 2e 70 75 72 70 6f 73 65 2e 6¢ 65 67 69 74 69 6d 61 74 65 49 6e 74 65 72 65 73 74 73 2¢ 62
29 26 26 6e 6f 28 61 2e 76 65 6e 64 6f 72 2e 6¢ 65 67 69 74 69 6d 61 74 65 49 6e 74 65 72 65 73 74 73 2c 76 6f 69 64 20
30 3d 3d 3d 64 3f 22 37 35 35 22 3a 64 29 3a 21 30 3a 21 30 3b 72 65 74 75 72 6e 20 6b 7d 2c 6e 6f 3d 66 75 6e 63 74 69
6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 21 28 21 61 7c 7c 21 61 5b 62 5d 29 7d 2c 6d 6f 3d 66 75 6e 63 74 69 6f 6e 28
61 2c 62 2c 63 2c 64 29 7b 63 7c 7c 28 63 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 29 3b 69 66 28 22 66 75 6e 63 74 69 6f
6e 22 3d 3d 3d 74 79 70 65 6f 66 20 61 2e 6f 2e 5f 5f 74 63 66 61 70 69 29 7b 76 61 72 20 65 3d 61 2e 6f 2e 5f 5f 74 63
66 61 70 69 3b 65 28 62 2c 32 2¢ 63 2¢ 64 29 7d 65 6¢ 73
Data Ascii: r?no(a.purpose.legitimatelnterests,b)&&no(a.vendor.legitimatelnterests,void 0===d?"755":d):!0:!0;return k},n
o=function(a,b){return!('al|!a[b])},mo=function(a,b,c,d){c||(c=function(){});if(*function"===typeof a.o.__tcfapi){var e=
a.o.__tcfapi;e(b,2,c,d)}els

2021-12-02 23:54:01 UTC 1335 IN Data Raw: 3b 0a 65 6¢ 73 65 7b 76 61 72 20 66 3b 61 2e 67 64 70 72 41 70 70 6¢ 69 65 73 3d 65 2e 67 64 70 72 41 70 70
6c 69 65 73 3b 69 66 28 21 31 3d 3d 3d 65 2e 67 64 70 72 41 70 70 6¢ 69 65 73 29 66 3d 43 6f 28 29 2c 62 2e 72 65 6d 6f
76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 65 29 3b 65 6¢ 73 65 20 69 66 28 22 74 63 6¢ 6f 61 64 65 64 22 3d 3d
3d 65 2e 65 76 65 6e 74 53 74 61 74 75 73 7c 7c 22 75 73 65 72 61 63 74 69 6f 6e 63 6f 6d 70 6¢ 65 74 65 22 3d 3d 3d
65 2e 65 76 65 6e 74 53 74 61 74 75 73 7c 7c 22 63 6d 70 75 69 73 68 6f 77 6e 22 3d 3d 3d 65 2e 65 76 65 6e 74 53 74 6
174757329 7b 76 61 72 20 67 3d 7b 7d 2c 68 3b 66 6f 72 28 68 20 69 6e 20 72 6f 29 69 66 28 72 6f 2e 68 61 73 4f 77 6
e 50 72 6f 70 65 72 74 79 28 68 29 29 69 66 28 22 31 22 3d 3d 3d
Data Ascii: ;else{var f;a.gdprApplies=e.gdprApplies;if(!1===e.gdprApplies)f=Co(),b.removeEventListener(e);else if("tcloa
ded"===e.eventStatus||"useractioncomplete"===e.eventStatus||‘cmpuishown"===e.eventStatus){var g={},h;for(h in
ro)if(ro.hasOwnProperty(h))if('1"===

2021-12-02 23:54:01 UTC 1337 IN Data Raw: 65 29 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 61 2e 6¢ 6f 61 64 54 69 6d 65 29 7d 2c 45 6f 3d 66 75 6e 63
74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 75 6f 28 29 3b 72 65 74 75 72 6e 20 61 2e 61 63 74 69 76 65 3f 61 2e 74 63 53 74
7269 6e 67 7c 7c 22 22 3a 22 22 7d 2c 47 6f 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 75 6f 28 29 3b 72 65
747572 6e 20 61 2e 61 63 74 69 76 65 26 26 76 6f 69 64 20 30 21 3d 3d 61 2e 67 64 70 72 41 70 70 6¢ 69 65 73 3f 61
2e 6764 70 72 41 70 70 6¢ 69 65 73 3f 22 31 22 3a 22 30 22 3a 22 22 7d 2c 48 6f 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b
69 66 28 21 72 6f 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 53 74 72 69 6e 67 28 61 29 29 29 72 65 74 75 72 6e 21
303b 76 61 72 20 62 3d 75 6f 28 29 3b 72 65 74 75 72 6e 20
Data Ascii: e)return Number(a.loadTime)},Eo=function(){var a=uo();return a.active?a.tcString||" ,Go=function(){var a
=uo();return a.active&&void 0!==a.gdprApplies?a.gdprApplies?"1":"0":""},Ho=function(a){if(‘ro.hasOwnProperty(String(a)))
return!O;var b=uo();return

2021-12-02 23:54:01 UTC 1338 IN Data Raw: 63 74 69 6f 6e 20 61 70 28 61 29 7b 76 61 72 20 62 3d 5b 5d 2c 63 3b 66 6f 72 28 63 20 69 6e 20 61 29 69 66
28 61 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 63 29 29 7b 76 61 72 20 64 3d 61 5b 63 5d 3b 22 41 57 22 3d 3d
3d 64 2e 70 72 65 66 69 78 26 26 64 2e 4d 5b 31 5d 26 26 62 2e 70 75 73 68 28 64 2e 63 6f 6e 74 61 69 6e 65 72 49 64
29 7d 66 6f 72 28 76 61 72 20 65 3d 30 3b 65 3c 62 2e 6¢ 65 6e 67 74 68 3b 2b 2b 65 29 64 65 6¢ 65 74 65 20 61 5b 62 5
b 65 5d 5d 7d 3b 76 61 72 20 64 70 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 72 65 74 75 72 6e 28 32 3d
3d 3d 63 70 28 29 7c 7c 64 7c 7c 22 68 74 74 70 3a 22 21 3d 6d 2e 6¢ 6f 63 61 74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6¢ 3f 61
3a 6229 2b 63 7d 2c 63 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b
Data Ascii: ction ap(a){var b=[],c;for(c in a)if(a.hasOwnProperty(c))}{var d=a[c];"AW"===d.prefix&&d.M[1]&&b.push(d.conta
inerld)}for(var e=0;e<b.length;++e)delete a[b[e]]};var dp=function(a,b,c,d){return(2===cp()||d||"http:"!=m.location.protocol?
a:b)+c},cp=function(){
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:01 UTC 1339 IN Data Raw: 30 3d 3d 3d 64 2e 56 61 26 26 28 66 2e 61 75 74 6f 72 65 70 6¢ 61 63 65 3d 63 29 3b 65 28 32 2c 64 2e 56 61
2c 66 2c 63 2c 30 2c 24 61 28 29 2c 64 2e 6f 70 74 69 6f 6e 73 29 7d 7d 2c 6d 70 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62
2c 63 2c 64 29 7b 55 67 28 32 31 29 3b 69 66 28 62 26 26 63 29 7b 64 3d 64 7c 7c 7b 7d 3b 66 6f 72 28 76 61 72 20 65
3d 7b 63 6f 75 6e 74 72 79 4e 61 6d 65 43 6f 64 65 3a 63 2¢ 64 65 73 74 69 6e 61 74 69 6f 6e 4e 75 6d 62 65 72 3a 62 2¢
72657472 69 65 76 61 6¢ 54 69 6d 65 3a 24 61 28 29 7d 2c 66 3d 30 3b 66 3c 61 2e 6¢ 65 6e 67 74 68 3b 66 2b 2b 29
7b 76 61 72 20 67 3d 61 5b 66 5d 3b 6b 70 5b 67 2e 69 64 5d 7c 7c 0a 28 67 26 26 22 41 57 22 3d 3d 3d 67 2e 70 72 65 6
669 78 26 26 21 65 2e 61 64 44 61 74 61 26 26 32 3c 3d 67 2e 4d
Data Ascii: 0===d.Va&&(f.autoreplace=c);e(2,d.Va,f,c,0,%$a(),d.options)}},mp=function(a,b,c,d){Ug(21);if(b&&c){d=d||{};fo
r(var e={countryNameCode:c,destinationNumber:b,retrievalTime:$a()},f=0;f<a.length;f++){var g=a[f];kp[g.id]||(g
&&"AW"===g.prefix&&!e.adData&&2<=g.M

2021-12-02 23:54:01 UTC 1341 IN Data Raw: 6¢ 61 63 65 3d 78 3b 43 2e 67 61 5f 77 70 69 64 3d 79 3b 43 2e 64 65 73 74 69 6e 61 74 69 6f 6e 3d 78 3b 41
28322c246128292c43297d 7d 7d 7d 7d 7d 3b 0a 76 61 72 20 71 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72
20 61 3d 56 67 2e 66 6¢ 6f 63 3b 69 66 28 61 29 7b 76 61 72 20 62 3d 61 2e 74 73 2c 63 3d 61 2e 66 6¢ 6f 63 3b 69 66 28
62 26 26 63 26 26 31 45 33 3e 61 62 28 29 2d 62 29 72 65 74 75 72 6e 20 50 72 6f 6d 69 73 65 2e 72 65 73 6f 6¢ 76 65
286329 7d 76 61 72 20 64 3d 76 6f 69 64 20 30 3b 74 72 79 7b 64 3d 50 72 6f 6d 69 73 65 2e 72 61 63 65 28 5b 48 2e 6
9 6e 74 65 72 65 73 74 43 6f 68 6f 72 74 28 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 56 67 2e 66 6¢ 6f 6
33d 7b 74 73 3a 61 62 28 29 2c 66 6¢ 6f 63 3a 65 7d 3b 72 65 74
Data Ascii: lace=x;C.ga_wpid=y;C.destination=x;A(2,$a(),C)}}}}}};var gp=function(){var a=Vg.floc;if(a){var b=a.ts,c=a.fl
oc;if(b&&c&&1E3>ab()-b)return Promise.resolve(c)}var d=void O;try{d=Promise.race([H.interestCohort().then(function(e){Vg
floc={ts:ab(),floc:e};ret

2021-12-02 23:54:01 UTC 1342 IN Data Raw: 72 26 26 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 75 3d 68 2e 67 65 74 42 79 4e 61 6d 65 28 62 29
3b 75 26 26 28 6e 3d 75 2e 67 65 74 28 22 63 6¢ 69 65 6e 74 49 64 22 29 29 3b 63 2e 69 73 47 74 6d 45 76 65 6e 74 7c
7c 68 2e 72 65 6d 6f 76 65 28 62 29 7d 29 3b 68 28 22 63 72 65 61 74 65 22 2c 61 2c 63 2e 69 73 47 74 6d 45 76 65 6e
74 3f 67 3a 6b 2e 43 61 29 3b 64 26 26 6¢ 69 28 52 2e 49 29 26 26 28 64 3d 21 31 2c 68 28 66 75 6e 63 74 69 6f 6e 28 29
7b 76 61 72 20 75 3d 75 6d 28 29 2e 67 65 74 42 79 4e 61 6d 0d Oa
Data Ascii: r&&h(function(){var u=h.getByName(b);u&&(n=u.get("clientld"));c.isGtmEvent||h.remove(b)});h("create",a,c.isG
tmEvent?g:k.Ca);d&&Ii(R.1)&&(d=!1,h(function(){var u=um().getByNam

2021-12-02 23:54:01 UTC 1342 IN Data Raw: 32 35 65 36 0d Oa 65 28 63 2e 69 73 47 74 6d 45 76 65 6e 74 3f 66 3a 62 29 3b 21 75 7c 7c 75 2e 67 65 74 28
22 63 6¢ 69 65 6e 74 49 64 22 29 3d 3d 6e 26 26 70 7c 7c 28 63 2e 69 73 47 74 6d 45 76 65 6e 74 3f 6b 2e 47 63 5b 22
26 67 63 75 22 5d 3d 22 31 22 3a 6b 2e 6¢ 61 5b 22 26 67 63 75 22 5d 3d 22 31 22 2¢ 75 2e 73 65 74 28 6b 2e 47 63 29
2c 63 2e 69 73 47 74 6d 45 76 65 6e 74 3f 75 2e 73 65 6e 64 28 22 70 61 67 65 76 69 65 77 22 29 3a 75 2e 73 65 6e 64 2
822706167 6576 69 65 77 22 2c 6b 2e 6¢ 61 29 29 7d 29 29 3b 63 2e 69 73 47 74 6d 45 76 65 6e 74 26 26 68 28 66 75
6e 63 74 69 6f 6e 28 29 7b 68 2e 72 65 6d 6f 76 65 28 66 29 7d 29 7d 7d 3b 64 69 28 65 2¢ 52 2e 49 29 3b 64 69 28 65 2c
52 2e 44 29 3b 63 2e 69 73 47 74 6d 45 76 65 6e 74 26 26 Oa 28 42
Data Ascii: 25e6e(c.isGtmEvent?f:b);!ul|u.get(“clientld”)==n&&p||(c.isGtmEvent?k.Gc["&gcu"]="1":k.la["&gcu"]="1",u.set(k
.Ge),c.isGtmEvent?u.send("pageview"):u.send("pageview" k.la))}));c.isGtmEvent&&h(function(){h.remove(f)})}};di(e,R.1);di
(e,R.D);c.isGtmEvent&&(B

2021-12-02 23:54:01 UTC 1343 IN Data Raw: 72 65 74 75 72 6e 3b 69 66 28 22 70 72 6f 6d 6f 5f 63 6¢ 69 63 6b 22 3d 3d 3d 54 7c 7c 22 70 72 6f 6d 6f 5f 76
69 65 77 22 3d 3d 3d 54 7c 7c 4f 26 26 4b 2e 53 63 29 7b 76 61 72 20 5a 3d 4b 2e 53 63 3b 50 28 22 65 63 3a 61 64 64
50 72 6f 6d 6f 22 2c 5a 29 3b 69 66 28 5a 26 26 30 3c 5a 2e 6¢ 65 6e 67 74 68 26 26 22 70 72 6f 6d 6f 5f 63 6¢ 69 63 6b
22 3d 3d 3d 54 29 7b 4f 3f 70 28 22 65 63 3a 73 65 74 41 63 74 69 6f 6e 22 2c 54 2c 4b 2e 69 62 29 3a 70 28 22 65 63 3a
7365 74 41 63 74 69 6f 6e 22 2c 54 29 3b 72 65 74 75 72 6e 7d 69 66 28 21 4f 29 72 65 74 75 72 6e 7d 22 70 72 6f 6d 6f
5f 76 69 65 77 22 21 3d 3d 54 26 26 22 69 6d 70 72 65 73 73 69 6f 6e 73 22 21 3d 3d 54 26 26 28 50 28 22 65 63 3a 61
64 64 50 72 6f 64 75 63 74 22 2c 4b 2e 48 62 29 2c 70 28 22
Data Ascii: return;if("promo_click"===T||"promo_view"===T||O&&K.Sc){var Z=K.Sc;P("ec:addPromo",2);if(Z&&0<Z.le
ngth&&"promo_click"===T){O?p("ec:setAction”,T,K.ib):p("ec:setAction”, T);return}if(!O)return}"promo_view"!==T&&
"impressions"!==T&&(P("ec:addProduct",K.Hb),p("

2021-12-02 23:54:01 UTC 1345 IN Data Raw: 28 29 2c 70 28 22 73 65 6e 64 22 2c 22 70 61 67 65 76 69 65 77 22 2c 71 2e 6¢ 61 29 3b 65 6¢ 73 65 20 62 3d
3d 3d 52 2e 7a 61 3f 28 75 28 29 2c 6f 70 28 66 2¢ 63 29 2c 63 2e 67 65 74 57 69 74 68 43 6f 6e 66 69 67 28 52 2e 68 62
29 26 26 28 47 6¢ 28 5b 22 61 77 22 2c 22 64 63 22 5d 29 2c 79 6d 28 6e 2b 22 2e 22 29 29 2c 30 21 3d 71 2e 73 65 6e
64 50 61 67 65 56 69 65 77 26 26 70 28 22 73 65 6e 64 22 2c 22 70 61 67 65 76 69 65 77 22 2c 71 2e 6¢ 61 29 2¢ 45 71
28 66 2c 6e 2c 63 29 2c 21 63 2e 69 73 47 74 6d 45 76 65 6e 74 26 26 30 3c 62 6a 28 63 29 2e 6¢ 65 6e 67 74 68 26 26 2
855 67 28 36 38 29 2c 31 3¢ 56 67 2e 63 6f 6e 66 69 67 43 6f 75 6e 74 26 26 55 67 28 36 39 29 29 29 3a 62 3d 3d 3d 52
2e 4f 61 3f 7a 71 28 6e 2c 63 29 3a 22 73 63 72 65 65 6e 5f 76 69
Data Ascii: (),p("send","pageview",q.la);else b===R.za?(u(),op(f,c),c.getWithConfig(R.hb)&&(GI(["aw","dc"]),ym(n+".")),0
1=qg.sendPageView&&p("send","pageview",q.1a),Eq(f,n,c),!c.isGtmEvent&&0<bj(c).length&&(Ug(68),1<Vg.configCount&
&Ug(69))):b===R.0a?zq(n,c):"screen_vi

2021-12-02 23:54:.01 UTC 1346 IN Data Raw: 67 2c 4e 2c 46 29 7d 7d 65 6¢ 73 65 20 49 28 63 2e 6f 6e 46 61 69 6¢ 75 72 65 29 7d 2¢ 50 71 3d 66 75 6e 63
74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 71 69 28 66 75 6e 63 74 69 6f 6e 28 29 7b 4f 71 28 61 2c 62 2c 64 29 7d 2c 5b
52 2e 49 2¢ 52 2e 44 5d 29 7d 2c 52 71 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 66 75 6e 63 74 69 6f 6e 20 63 28 66
29 7b 66 75 6e 63 74 69 6f 6e 20 67 28 70 2c 72 29 7b 66 6f 72 28 76 61 72 20 74 3d 30 3b 74 3c 72 2e 6¢ 65 6e 67 74 68
3b 74 2b 2b 29 7b 76 61 72 20 75 3d 72 5b 74 5d 3b 69 66 28 66 5b 75 5d 29 7b 6b 5b 70 5d 3d 66 5b 75 5d 3b 62 72 65
61 6b 7d 7d 7d 66 75 6e 63 74 69 6f 6e 20 68 28 29 7b 69 66 28 66 2e 63 61 74 65 67 6f 72 79 29 6b 2e 63 61 74 65 67 6f
7279 3d 66 2e 63 61 74 65 67 6f 72 79 3b 65 6¢ 73 65 7b 66
Data Ascii: g,N,F)}}else I(c.onFailure)},Pg=function(a,b,c,d){qi(function(){Oq(a,b,d)},[R.I,R.D])},Rg=function(a,b){function
c(f){function g(p,r){for(var t=0;t<r.length;t++){var u=rt];if(flu]){k[p]=f[u];break}}}function h(){if(f.category)k.category=
f.category;elseff

2021-12-02 23:54:.01 UTC 1347 IN Data Raw: 65 72 72 65 72 3d 31 2¢ 57 71 2e 63 6¢ 69 65 6e 74 49 64 3d 31 2c 57 71 2e 63 6f 6f 6b 69 65 44 6f 6d 61 69
6e 3d 31 2¢ 57 71 2e 63 6f 6f 6b 69 65 45 78 70 69 72 65 73 3d 31 2¢ 57 71 2e 63 6f 6f 6b 69 65 46 6¢ 61 67 73 3d 31 2¢
57 71 2e 63 6f 6f 6b 69 65 4e 61 6d 65 3d 31 2¢c 57 71 2e 63 6f 6f 6b 69 65 50 61 74 68 3d 31 2¢ 57 71 2e 63 6f 6f 6b 69
6555 70 64 61 74 65 3d 31 2c 57 71 2e 6¢ 65 67 61 63 79 43 6f 6 6b 69 65 44 6f 6d 61 69 6e 3d 31 2¢ 57 71 2e 6¢ 65 67
6163 79 48 69 73 74 6f 72 79 49 6d 70 6f 72 74 3d 31 2c 57 71 2e 6e 61 6d 65 3d 31 2c 57 71 2e 73 61 6d 70 6¢ 65 52 61
74 65 3d 31 2c 57 71 2e 73 69 74 65 53 70 65 65 64 53 61 6d 70 6¢ 65 52 61 74 65 3d 31 2¢c 57 71 2e 73 74 6f 72 61 67
65 3d 31 2c 57 71 2e 73 74 6f 72 65 47 61 63 3d 31 2c 57 71
Data Ascii: errer=1,Wq.clientld=1,Wq.cookieDomain=1,Wq.cookieExpires=1,Wq.cookieFlags=1,Wq.cookieNam
e=1,Wq.cookiePath=1,Wq.cookieUpdate=1,Wg.legacyCookieDomain=1,Wgq.legacyHistorylmport=1,Wg.name=1,Wq.
sampleRate=1,Wq.siteSpeedSampleRate=1,Wq.storage=1,Wq.storeGac=1,Wq
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:01 UTC 1348 IN Data Raw: 32 22 2c 22 69 74 65 6d 5f 63 61 74 65 67 6f 72 79 33 22 2c 22 69 74 65 6d 5f 63 61 74 65 67 6f 72 79 34 22 2¢
22 69 74 65 6d 5f 63 61 74 65 67 6f 72 79 35 22 5d 29 2¢ 63 72 3d 7b 7d 2c 4a 71 3d 4f 62 6a 65 63 74 2e 66 72 65 65 7a
65 28 28 63 72 2e 6¢ 65 76 65 6¢ 73 3d 0a 31 2c 63 72 5b 52 2e 71 61 5d 3d 22 64 75 72 61 74 69 6f 6e 22 2¢ 63 72 5b
52 2e 50 62 5d 3d 31 2c 63 72 29 29 2c 64 72 3d 7b 7d 2c 65 72 3d 4f 62 6a 65 63 74 2e 66 72 65 65 7a 65 28 28 64 72
2e 61 6e 6f 6e 79 6d 69 7a 65 5f 69 70 3d 31 2c 64 72 2e 66 61 74 61 6¢ 3d 31 2c 64 72 2e 73 65 6e 64 5f 70 61 67 65 5f
76 69 65 77 3d 31 2c 64 72 2e 73 74 6f 72 65 5f 67 61 63 3d 31 2c 64 72 2e 75 73 65 5f 61 6d 70 5f 63 6¢ 69 65 6e 74 5f
69 64 3d 31 2c 64 72 5b 52 2e 6f 61 5d 3d 31 2c 64 72 5b 52
Data Ascii: 2","item_category3","item_category4","item_category5"]),cr={},Jg=Object.freeze((cr.levels=1,cr[R.qa]="durati
on",cr[R.Pb]=1,cr)),dr={},er=Object.freeze((dr.anonymize_ip=1,dr.fatal=1,dr.send_page_view=1,dr.store_gac=1,dr
.use_amp_client_id=1,dr[R.0a]=1,dr[R

2021-12-02 23:54:01 UTC 1350 IN Data Raw: 70 65 72 74 79 28 62 29 7c 7c 28 61 5b 62 5d 3d 63 29 7d 2c 6e 72 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69
66 28 49 61 28 61 29 29 7b 66 6f 72 28 76 61 72 20 62 3d 5b 5d 2¢ 63 3d 30 3b 63 3c 61 2e 6¢ 65 6e 67 74 68 3b 63 2b
2b 29 7b 76 61 72 20 64 3d 61 5b 63 5d 3b 69 66 28 76 6f 69 64 20 30 21 3d 64 29 7b 76 61 72 20 65 3d 64 2e 69 64 2c
66 3d 64 2e 76 61 72 69 61 6e 74 3b 76 6f 69 64 20 30 21 3d 65 26 26 76 6f 69 64 20 30 21 3d 66 26 26 62 2e 70 75 73 6
82853747269 6e 67 28 65 29 2b 22 2e 22 2b 53 74 72 69 6e 67 28 66 29 29 7d 7d 72 65 74 75 72 6e 20 30 3c 62 2e 6¢
65 6e 67 74 68 3f 62 2e 6a 6f 69 6e 28 22 21 22 29 3a 76 6f 69 64 20 30 7d 7d 2c 43 71 3d 66 75 6e 63 74 69 6f 6e 28 61
2c 62 2¢ 63 29 7b 66 75 6e 63 74 69 6f 6e 20 64 28 50 2c 4f 29 7b
Data Ascii: perty(b)||(a[b]=c)},nr=function(a){if(la(a)){for(var b=[],c=0;c<a.length;c++){var d=a[c];if(void 0!=d){var e=d.id,f=d.
variant;void 0!=e&&void 0!=f&&b.push(String(e)+"."+String(f))}}return 0<b.length?b.join("!"):void 0}},Cg=function(a,b,c)
{function d(P,O){

2021-12-02 23:54:01 UTC 1351 IN Data Raw: 41 64 46 65 61 74 75 72 65 73 3d 21 31 29 3b 69 66 28 21 31 3d 3d 3d 65 28 52 2e 46 61 29 7c 7c 21 75 71 28
2929 7b 76 61 72 20 43 3d 63 2e 69 73 47 74 6d 45 76 65 6e 74 3f 0a 22 61 6¢ 6¢ 6f 77 41 64 50 65 72 73 6f 6 61 6¢ 69
7a 61 74 69 6f 6e 53 69 67 6e 61 6¢ 73 22 3a 22 61 6¢ 6¢ 6f 77 41 64 46 65 61 74 75 72 65 73 22 3b 43 3d 22 61 6C 6C 6f
7741 6450 65 72 73 6f 6e 61 6¢ 69 7a 61 74 69 6f 6e 53 69 67 6€ 61 6¢ 73 22 3b 68 5b 43 5d 3d 21 31 7d 21 63 2e 69 73
47 74 6d 45 76 65 6e 74 26 26 65 28 52 2e 68 62 29 26 26 28 6b 2e 5f 75 73 65 55 70 3d 21 30 29 3b 69 66 28 63 2e 69
73 47 74 6d 45 76 65 6e 74 29 7b 6b 2e 6e 61 6d 65 3d 6b 2e 6e 61 6d 65 7c 7c 66 2e 67 74 6d 54 72 61 63 6b 65 72 4e
61 6d 65 3b 76 61 72 20 45 3d 68 2e 68 69 74 43 61 6¢ 6¢C 62 61
Data Ascii: AdFeatures=!1);if(!1===e(R.Fa)||!'uqg()){var C=c.isGtmEvent?"allowAdPersonalizationSignals":"allowAd
Features";C="allowAdPersonalizationSignals";h[C]=!1}!c.isGtmEvent&&e(R.hb)&&(k._useUp=!0);if(c.isGtmEvent){k.n
ame=k.name||f.gtmTrackerName;var E=h.hitCallba

2021-12-02 23:54:01 UTC 1351 IN Data Raw: 38 30 30 30 0d Oa 47 71 28 66 2c 22 65 76 65 6e 74 4c 61 62 65 6¢ 22 2¢ 65 28 52 2e 57 68 29 29 3b 76 61 72
20 44 3d 66 5b 52 2e 6a 61 5d 7c 7c 7b 7d 2c 46 3d 44 5b 52 2e 54 62 5d 3b 46 7c 7c 30 21 3d 46 26 26 44 5b 52 2e 4f
5d 3f 6b 2e 61 6¢ 6¢ 6f 77 4c 69 6e 6b 65 72 3d 21 30 3a 21 31 3d 3d 3d 46 26 26 47 71 28 6b 2c 22 75 73 65 41 6d 70 43
6c 69 65 6e 74 49 64 22 2c 21 31 29 3b 67 2e 68 69 74 43 61 6¢ 6¢ 62 61 63 6b 3d 63 2e 6f 6 53 75 63 63 65 73 73 3b
6b 2e 6e 61 6d 65 3d 61 7d 5a 68 28 29 26 26 28 68 5b 22 26 67 63 73 22 5d 3d 6d 69 28 29 2c 6¢ 69 28 52 2e 49 29 7¢c 7
€ 28 6b 2e 73 74 6f 72 61 67 65 3d 22 6e 6f 6e 65 22 29 2c 6¢ 69 28 52 2e 44 29 7c 7c 28 68 2e 61 6¢ 6¢ 6f 77 41 64 46 6
561 74 7572 65 73 3d 21 31 2c 6b 2e 73 74 6f 72 65 47 61 63 3d
Data Ascii: 8000Gq(f,"eventLabel",e(R.Wh));var D=f[R.ja]||[{},F=D[R.Tb];F||0!=F&&D[R.O]?k.allowLinker=!0:11===F
&&Gq(k,"useAmpClientld",!1);g.hitCallback=c.onSuccess;k.name=a}Zh()&&(h["&gcs"]=mi(),li(R.1)||(k.storage="none
"),li(R.D)||(h.allowAdFeatures=!1,k.storeGac=

2021-12-02 23:54:01 UTC 1353 IN Data Raw: 6f 65 29 2c 63 6f 75 70 6f 6e 3a 64 28 52 2e 24 68 29 2c 6¢ 69 73 74 3a 64 28 52 2e 6e 65 29 7c 7¢c 75 7d 7d
66 6f 72 28 76 61 72 20 64 3d 66 75 6e 63 74 69 6f 6e 28 75 29 7b 72 65 74 75 72 6e 20 62 2e 67 65 74 57 69 74 68 43 6f
6e 66 69 67 28 75 29 7d 2c 65 3d 64 28 52 2e 61 61 29 2c 66 2c 67 3d 30 3b 65 26 26 67 3c 65 2e 6¢ 65 6e 67 74 68 26
26 21 28 66 3d 65 5b 67 5d 5b 52 2e 6e 65 5d 29 3b 67 2b 2b 29 3b 76 61 72 20 68 3d Oa 64 28 52 2e 71 63 29 3b 69 66
28 46 63 28 68 29 29 66 6f 72 28 76 61 72 20 6b 3d 30 3b 65 26 26 6b 3c 65 2e 6¢ 65 6e 67 74 68 3b 2b 2b 6b 29 7b 76 6
172 20 6e 3d 65 5b 6b 5d 2c 70 3b 66 6f 72 28 70 20 69 6e 20 68 29 68 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 7
029 26 26 2f 5e 28 64 69 6d 65 6e 73 69 6f 6e 7c 6d 65 74 72 69
Data Ascii: oe),coupon:d(R.$h),list:d(R.ne)||u}}for(var d=function(u){return b.getWithConfig(u)},e=d(R.aa),f,g=0;e&&g<e.
length&&!(f=e[g][R.ne]);g++);var h=d(R.qc);if(Fc(h))for(var k=0;e&&k<e.length;++k){var n=e[k],p;for(p in h)h.hasOwnPrope
rty(p)&&/(dimension|metri

2021-12-02 23:54:01 UTC 1354 IN Data Raw: 2c 63 2¢ 64 29 7d 2c 75 72 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 71 72 28 29 2e 70 75 73 68 28 22 63
6f 6e 66 69 67 22 2c 5b 61 5d 2c 62 29 7d 2c 76 72 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 2¢ 64 29 7b 71 72 28 29
2e 70 75 73 68 28 22 67 65 74 22 2¢ 5b 61 2c 62 5d 2¢ 63 2¢ 64 29 7d 2c 77 72 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b
7265747572 6e 20 71 72 28 29 2e 67 65 74 52 65 6d 6f 74 65 43 6f 6e 66 69 67 28 61 29 7d 2c 78 72 3d 7b 7d 2c 79 72
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 73 74 61 74 75 73 3d 31 3b 74 68 69 73 2e 63 6f 6e 74 61 69 6e 65
72 43 6f 6e 66 69 67 3d 7b 7d 3b 74 68 69 73 2e 74 61 72 67 65 74 43 6f 6e 66 69 67 3d 7b 7d 3b 74 68 69 73 2e 72 65 6
d 6f 74 65 43 6f 6e 66 69 67 3d 7b 7d 3b 74 68 69 73 2e 6f 3d 7b
Data Ascii: ,c,d)},ur=function(a,b){gr().push(“config",[a],b)},vr=function(a,b,c,d){qr().push("get",[a,b],c,d)},wr=function(a){ret
urn gr().getRemoteConfig(a)},xr={},yr=function(){this.status=1;this.containerConfig={};this.targetConfig={};this.remoteC
onfig={};this.o={

2021-12-02 23:54:01 UTC 1355 IN Data Raw: 29 2c 66 75 6e 63 74 69 6f 6e 28 76 29 7b 72 65 74 75 72 6e 20 61 2e 43 5b 76 5d 7d 29 3b 74 72 79 7b 41 6e
2872 2c 74 2c 22 31 22 29 3b 66 28 64 2e 55 2c 62 2c 64 2e 73 2¢ 71 29 7d 63 61 74 63 68 28 76 29 7b 41 6e 28 72 2c
74 2c 223422 293b7d 7d 7d 7d 3b 0a 72 72 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 67 69 73 74 65 72 3d 66 75 6e 63
74 69 6f 6e 28 61 2¢ 62 2c 63 29 7b 76 61 72 20 64 3d 41 72 28 74 68 69 73 2¢ 61 29 3b 69 66 28 33 21 3d 3d 64 2e 73 7
46174757329 7h 64 2e 73 3d 62 3b 64 2e 73 74 61 74 75 73 3d 33 3b 63 26 26 28 47 63 28 64 2e 72 65 6d 6f 74 65 43
6f 6e 66 69 67 2c 63 29 2c 64 2e 72 65 6d 6f 74 65 43 6f 6e 66 69 67 3d 63 29 3b 76 61 72 20 65 3d 24 6f 28 61 29 2¢ 66
3d 78 72 5b 65 2e 63 6f 6e 74 61 69 6e 65 72 49 64 5d 3b 69 66 28
Data Ascii: ),function(v){return a.C[v]});try{An(r,t,"1");f(d.U,b,d.s,q)}catch(v){An(r.t,"4");}}}};rr.prototype.register=function(
a,b,c){var d=Ar(this,a);if(3!==d.status)}{d.s=b;d.status=3;c&&(Gc(d.remoteConfig,c),d.remoteConfig=c);var e=$o(a),f=xr[e.
containerld];if(

2021-12-02 23:54:01 UTC 1357 IN Data Raw: 6e 20 66 75 6e 63 74 69 6f 6e 28 75 2¢ 71 29 7b 47 63 28 69 62 28 75 2c 71 29 2c 74 2e 4d 61 29 7d 7d 28 65
2929 3b 76 61 72 20 67 3d 21 21 65 2e 4d 61 5b 52 2e 72 64 5d 3b 64 65 6¢ 65 74 65 20 65 2e 4d 61 5b 52 2e 72 64 5d
3b 76 61 72 20 68 3d 0a 41 72 28 74 68 69 73 2c 66 2e 55 29 2c 6b 3d 24 6f 28 66 2e 55 29 2c 6e 3d 6b 2e 63 6f 6e 74 61
69 6e 65 72 49 64 3d 3d 3d 6b 2e 69 64 3b 67 7c 7c 28 6e 3f 68 2e 63 6f 6e 74 61 69 6e 65 72 43 6f 6e 66 69 67 3d 7b 7d
3a 682e 74 61 72 67 65 74 43 6f 6e 66 69 67 5b 66 2e 55 5d 3d 7b 7d 29 3b 68 2e 67 26 26 67 7c 7c 43 72 28 74 68 69
73 2c 52 2e 7a 61 2c 65 2e 4d 61 2¢ 66 29 3b 68 2e 67 3d 21 30 3b 64 65 6¢ 65 74 65 20 65 2e 4d 61 5b 52 2e 57 62 5d 3
b 6e 3f 47 63 28 65 2e 4d 61 2c 68 2e 63 6f 6e 74 61 69 6e 65 72
Data Ascii: n function(u,q){Gc(ib(u,q),t. Ma)}}(e));var g=!'e.Ma[R.rd];delete e.Ma[R.rd];var h=Ar(this,f.U),k=$o(f.U),n=k
.containerld===k.id;g||(n?h.containerConfig={}:h.targetConfig[f.U]={});h.g&&g||Cr(this,R.za,e.Ma,f);h.g=!0;delete e.Ma[R
.Whb];n?Gc(e.Ma,h.container
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Timestamp transferred Direction Data

2021-12-02 23:54:01 UTC 1358 IN Data Raw: 20 61 5b 22 67 74 6d 2e 75 6e 69 71 75 65 45 76 65 6e 74 49 64 22 5d 7d 0a 66 75 6e 63 74 69 6f 6e 20 4f 72
2829 7b 72 65 74 75 72 6e 20 4a 72 7d Oa 76 61 72 20 50 72 3d 7b 63 6f 6e 66 69 67 3a 66 75 6e 63 74 69 6f 6e 28 61
29 7b 76 61 72 20 62 2c 63 3d 4e 72 28 61 29 3b 72 65 74 75 72 6e 20 62 7d 2c 63 6f 6e 73 65 6e 74 3a 66 75 6e 63 74
69 6f 6e 28 61 29 7b 66 75 6e 63 74 69 6f 6e 20 62 28 29 7b 4f 72 28 29 26 26 47 63 28 61 5b 32 5d 2c 7b 73 75 62 63 6f
6d 6d 61 6e 64 3a 61 5b 31 5d 7d 29 7d 69 66 28 33 3d 3d 3d 61 2e 6¢ 65 6e 67 74 68 29 7b 55 67 28 33 39 29 3b 76 61
72 20 63 3d 68 68 28 29 2¢ 64 3d 61 5b 31 5d 3b 22 64 65 66 61 75 6¢ 74 22 3d 3d 3d 64 3f 28 62 28 29 2¢ 69 69 28 61
5b 32 5d 29 29 3a 22 75 70 64 61 74 65 22 3d 3d 3d 64 26 26 28 62 28
Data Ascii: a["gtm.uniqueEventld"]}function Or(){return Jr}var Pr={config:function(a){var b,c=Nr(a);return b},consent:f
unction(a){function b(}{Or()&&Gc(a[2],{subcommand:a[1]})}if(3===a.length){Ug(39);var c=hh(),d=a[1];"default"===d?(b(),ii
(a[2])):"update"===d&&(b(

2021-12-02 23:54:01 UTC 1359 IN Data Raw: 6f 74 6f 74 79 70 65 2e 69 6a 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 67 7d
3b 76 61 72 20 6¢ 73 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 21 61 7c 7c 22 6f 62 6a 65 63 74 22 21 3d
3d 43 63 28 61 29 7c 7c 46 63 28 61 29 3f 21 31 3a 22 67 65 74 55 6e 74 72 75 73 74 65 64 55 70 64 61 74 65 56 61 6¢C
75 65 22 69 6e 20 61 7d 3b 6d 73 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 55 6e 74 72 75 73 74 65 64 55 70 64 61 74
65 56 61 6¢ 75 65 3d 6d 73 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6a 3b 76 61 72 20 6e 73 3d 5b 5d 2c 6f 73 3d 21 31 2c 70
733d 21 312c 7173 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6d 5b 4a 2e 57 5d 2e 70 75 73 68 28 6
129 7d 2c 72 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29
Data Ascii: ototype.ij=function(){return this.g};var Is=function(a){return!al|"object"!==Cc(a)||Fc(a)?!1:"getUntrustedUp
dateValue"in a};ms.prototype.getUntrustedUpdateValue=ms.prototype.ij;var ns=[],0s=!1,ps=!1,qs=function(a){return
m[J.W].push(a)},rs=function(a,b,c)

2021-12-02 23:54:01 UTC 1360 IN Data Raw: 66 28 45 61 28 67 29 29 74 72 79 7b 67 2e 63 61 6¢ 6¢ 28 70 68 29 7d 63 61 74 63 68 28 77 29 7b 7d 65 6C 73
6520 69 66 28 49 61 28 67 29 29 7b 76 61 72 20 6e 3d Oa 67 3b 69 66 28 47 61 28 6e 5b 30 5d 29 29 7b 76 61 72 20 70
3d 6e 5b 30 5d 2e 73 70 6¢ 69 74 28 22 2e 22 29 2c 72 3d 70 2e 70 6f 70 28 29 2c 74 3d 6e 2e 73 6¢ 69 63 65 28 31 29
2c 75 3d 6f 68 28 70 2e 6a 6f 69 6e 28 22 2e 22 29 2c 32 29 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 75 26 26 6e 75 6¢ 6C
213d3d 7529747279 7b 75 5b 72 5d 2e 61 70 70 6¢ 79 28 75 2¢ 74 29 7d 63 61 74 63 68 28 77 29 7b 7d 7d 7d 65 6¢ 7
365 7b 69 66 28 50 61 28 67 29 29 7b 61 3a 7b 76 61 72 20 71 3d 67 3b 69 66 28 71 2e 6¢ 65 6e 67 74 68 26 26 47 61
2871 5b305d 2929 7b 76 61 72 20 76 3d 50 72 5b 71 5b 30 5d 5d 3b
Data Ascii: f(Ea(g))try{g.call(ph)}catch(w){}else if(la(g)){var n=g;if(Ga(n[0]))}{var p=n[0].split("."),r=p.pop(),t=n.slice(1),u=oh
(p.join("."),2);if(void O!==u&&null'==u)try{u[r].apply(u,t)}catch(w){}}}else{if(Pa(g)){a:{var g=g;if(q.length&&Ga(q[0])){var v=Pr[
a[ol;

2021-12-02 23:54:01 UTC 1362 IN Data Raw: 44 65 66 61 75 6¢ 74 54 61 72 67 65 74 73 3d 56 67 2e 70 65 6e 64 69 6e 67 44 65 66 61 75 6¢ 74 54 61 72 67
65 74 73 7c 7c 5b 5d 2c 56 67 2e 70 65 6e 64 69 6e 67 44 65 66 61 75 6¢ 74 54 61 72 67 65 74 73 2e 70 75 73 68 28 61
29297d 3b 76 61 72 20 42 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 5b 5d 3b 72 65 74 75 72 6e 20 61
7d 3b 76 61 72 20 43 73 3d 7b 7d 3b 43 73 2e 75 64 3d 6e 65 77 20 53 74 72 69 6e 67 28 22 75 6e 64 65 66 69 6e 65 64
2229 3b 0a76 61 72 20 44 73 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 67 3d 66 75 6e 63 74 69 6f 6e 28
6229 7b 66 6f 72 28 76 61 72 20 63 3d 5b 5d 2c 64 3d 30 3b 64 3c 61 2e 6¢ 65 6e 67 74 68 3b 64 2b 2b 29 63 2e 70 75
73 68 28 61 5b 64 5d 3d 3d 3d 43 73 2e 75 64 3f 62 3a 61 5b 64 5d 29 3b
Data Ascii: DefaultTargets=Vg.pendingDefaultTargets||[],Vg.pendingDefaultTargets.push(a))};var Bs=function(){var a=[J;re
turn a};var Cs={};Cs.ud=new String("undefined");var Ds=function(a){this.g=function(b){for(var c=[],d=0;d<a.length;d++)c.
push(a[d]===Cs.ud?b:a[d]);

2021-12-02 23:54:01 UTC 1363 IN Data Raw: 50 72 6f 70 65 72 74 79 28 22 61 75 74 6f 45 76 65 6e 74 73 53 65 74 74 69 6e 67 73 22 29 7c 7c 28 56 67 2e
6175 74 6f 45 76 65 6e 74 73 53 65 74 74 69 6e 67 73 3d 7b 7d 29 3b 76 61 72 20 62 3d 56 67 2e 61 75 74 6f 45 76 65
6e 74 73 53 65 74 74 69 6e 67 73 3b 62 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 61 29 7c 7c 28 62 5b 61 5d 3d Oa
7b 7d 29 3b 72 65 74 75 72 6e 20 62 5b 61 5d 7d 2c 48 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 47 73 28
61 29 5b 62 5d 3d 63 7d 2c 49 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 2¢ 64 29 7b 76 61 72 20 65 3d 47 73 28 6
129 2c 66 3d 62 62 28 65 2¢ 62 2c 64 29 3b 65 5b 62 5d 3d 63 28 66 29 7d 2c 4a 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢
62 2c 6329 7b 76 61 72 20 64 3d 47 7328 61 29 3b 72 65 74 75 72
Data Ascii: Property(“autoEventsSettings")||(Vg.autoEventsSettings={});var b=Vg.autoEventsSettings;b.hasOwnPro
perty(a)||(b[a]={});return b[a]},Hs=function(a,b,c){Gs(a)[b]=c},Is=function(a,b,c,d){var e=Gs(a),f=bb(e,b,d);e[b]=c(f)},
Js=function(a,b,c){var d=Gs(a);retur

2021-12-02 23:54:.01 UTC 1364 IN Data Raw: 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 57 6e 28 29 29 7b 62 26 26 49 28 62 29 7d 65 6¢ 73 65 20 64 63
2861 2c 62 29 7d 2c 6f 74 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 21 21 4a 73 28 61 2c 22 69 6e 69 74
222c2131297d2c 70 74 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 48 73 28 61 2c 22 69 6e 69 74 22 2¢ 21 30 29 7d 2¢ 71
74 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 61 68 2c 63 3d 22 3f 69 64 3d 22 2b 65 6e 63 6f 64 65 55 52
49 43 6f 6d 70 6f 6e 65 6e 74 28 61 29 2b 22 26 6¢ 3d 22 2b 4a 2e 57 3b 56 6e 28 29 26 26 28 63 2b 3d 22 26 73 69 67 6e
3d 22 2b 4a 2e 7a 64 2c 58 62 26 26 28 62 3d 58 62 2e 72 65 70 6¢ 61 63 65 28 2f 5e 28 3f 3a 68 74 74 70 73 3f 3a 5¢ 2f
5c 2f 29 3f 2f 69 2c 22 22 29 2e 73 70 6¢ 69 74 28 2f 5b
Data Ascii: nction(a,b){if(Wn()){b&&I(b)}else dc(a,b)},ot=function(a){return!!Js(a,"init",!1)},pt=function(a){Hs(a,"init",!0)},qt=
function(a){var b=ah,c="?id="+encodeURIComponent(a)+"&l="+J.W;Vn()&&(c+="&sign="+J.zd, Xb&&(b=Xb.replace(/*(?:h
ttps?:\W)2/i,"").split(/[

2021-12-02 23:54:.01 UTC 1365 IN Data Raw: 65 73 53 65 6¢ 65 63 74 6f 72 22 2c 22 6f 4d 61 74 63 68 65 73 53 65 6¢ 65 63 74 6f 72 22 5d 3b 74 72 79 7b
66 6f 72 28 76 61 72 20 68 3d 30 3b 68 3c 67 2e 6¢ 65 6 67 74 68 3b 68 2b 2b 29 69 66 28 62 5b 67 5b 68 5d 5d 29 7b
66 3d 62 5b 67 5b 68 5d 5d 28 63 29 3b 62 72 65 61 6b 20 61 7d 7d 63 61 74 63 68 28 6b 29 7b 7d 7d 66 3d 21 31 7d 72
65 74 75 72 6e 20 66 3b 63 61 73 65 20 22 5f 65 77 22 3a 72 65 74 75 72 6e 20 50 74 28 62 2c 63 29 3b 63 61 73 65 20 2
25f65 71 22 3a 72 65 74 75 72 6e 20 53 74 72 69 6e 67 28 62 29 3d 3d 0a 53 74 72 69 6e 67 28 63 29 3b 63 61 73 65 20
22 5f 67 65 22 3a 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 62 29 3e 3d 4e 75 6d 62 65 72 28 63 29 3b 63 61 73 65 20
22 5f 67 74 22 3a 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 62 29 3e
Data Ascii: esSelector","oMatchesSelector"];try{for(var h=0;h<g.length;h++)if(b[g[h]]){f=b[g[h]](c); break a}}catch(k){}}
f=!1}return f;case "_ew":return Pt(b,c);case "_eq":return String(b)==String(c);case "_ge":return Number(b)>=Number(c);ca
se "_gt":return Number(b)>

2021-12-02 23:54:01 UTC 1367 IN Data Raw: 2e 4e 29 28 66 2c 65 2c 6b 29 3b 0a 63 3d 48 63 28 70 2c 74 68 69 73 2e 67 29 3b 76 6f 69 64 20 30 3d 3d 3d
63 26 26 76 6f 69 64 20 30 21 3d 3d 70 26 26 55 67 28 34 35 29 3b 72 65 74 75 72 6e 20 63 7d 3b 66 75 6e 63 74 69 6f
6e 20 76 76 28 61 29 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 77 76 28 61 29 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 78 76 28
61 29 7b 51 28 47 28 74 68 69 73 29 2c 5b 22 6¢ 69 73 74 65 6e 65 72 3a 21 46 6e 22 5d 2c 61 72 67 75 6d 65 6e 74 73 2
93b 7567 28 74 68 69 73 2c 22 70 72 6f 63 65 73 73 5f 64 6f 6d 5f 65 76 65 6e 74 73 22 2c 22 77 69 6e 64 6f 77 22 2¢ 22
6¢ 6f 61 64 22 29 3b 57 72 28 49 63 28 61 29 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 79 76 28 61 29 7b 76 61 72 20 62 3b 7
265747572 6e 20 62 7d 3b 66 75 6e 63 74 69 6f 6e 20 7a 76 28
Data Ascii: .N)(f,e,k);c=Hc(p,this.g);void 0===c&&void 0!==p&&Ug(45);return c};function vv(a){};function wv(a){};function
xv(@}{Q(G(this),["listener:!Fn"],arguments);ug(this,"process_dom_events","window","load");Wr(lc(a))};function yv(a){var
b;return b};function zv(
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2021-12-02 23:54:01 UTC 1368 IN Data Raw: 2c 62 63 28 61 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 67 3d 65 5b 66 5d 5b 30 5d 2c 68
3d 30 3b 68 3c 67 2e 6¢ 65 6e 67 74 68 3b 68 2b 2b 29 49 28 67 5b 68 5d 29 3b 67 2e 70 75 73 68 3d 66 75 6e 63 74 69
6f 6e 28 6b 29 7b 49 28 6b 29 3b 72 65 74 75 72 6e 20 30 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72
20 67 3d 65 5b 66 5d 5b 31 5d 2c 68 3d 30 3b 68 3c 67 2e 6¢ 65 6e 67 74 68 3b 68 2b 2b 29 49 28 67 5b 68 5d 29 3b 65
5b 66 5d 3d 6e 75 6¢ 6¢ 7d 2c 62 29 29 3a 62 63 28 61 2¢ 63 2c 64 2¢ 62 29 7d 0a 66 75 6e 63 74 69 6f 6e 20 5a 76 28 6
12c 62 2c 63 2c 6429 7b 512847 28746869 73 29 2c 5b 22 75 72 6¢ 3a 21 73 74 72 69 6e 67 22 2c 22 6f 6e 53 75 63
63 65 73 73 3a 3f 46 6e 22 2c 22 6f 6e 46 61 69 6¢ 75 72 65 3a 3f
Data Ascii: ,bc(a,function(){for(var g=e[f][0],h=0;h<g.length;h++)I(g[h]);g.push=function(k){l(k);return 0}},function(){for(var
g=e[f][1],h=0;h<g.length;h++)I(g[h]);e[f]=null},b)):bc(a,c,d,b)}unction Zv(a,b,c,d){Q(G(this),["url:!string","onSuccess:?
Fn","onFailure:?

2021-12-02 23:54:01 UTC 1369 IN Data Raw: 74 65 22 29 7d 69 69 28 49 63 28 61 29 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 75 77 28 61 2c 62 2c 63 29 7b 51
28 47 28 74 68 69 73 29 2¢ 5b 22 70 61 74 68 3a 21 73 74 72 69 6e 67 22 2c 22 76 61 6¢ 75 65 3a 3f 2a 22 2c 22 6f 76 65
727269 64 65 45 78 69 73 74 69 6e 67 3a 3f 62 6f 6f 6¢ 65 61 6e 22 5d 2¢c 61 72 67 75 6d 65 6e 74 73 29 3b 75 67 28 74
68 69 73 2¢ 22 61 63 63 65 73 73 5f 67 6¢ 6f 62 61 6C 73 22 2¢ 22 72 65 61 64 77 72 69 74 65 22 2¢ 61 29 3b 76 61 72 20
64 3d 21 31 3b 76 61 72 20 65 3d 61 2e 73 70 6¢ 69 74 28 22 2e 22 29 2c 66 3d 68 62 28 65 2c 5b 6d 2c 48 5d 29 2¢c 67
3d 65 2e 70 6f 70 28 29 3b 69 66 28 66 26 26 28 76 6f 69 64 20 30 3d 3d 3d 66 5b 67 5d 7c 7c 63 29 29 72 65 74 75 72 6e
20 66 5b 67 5d 3d 49 63 28 62 2c 74 68 69 73 2e 67 2c 64 29
Data Ascii: te")}ii(lc(a))};function uw(a,b,c){Q(G(this),["path:!string","value: ?*","overrideExisting:?boolean"],argumen
ts);ug(this,"access_globals","readwrite",a);var d=!1;var e=a.split("."),f=hb(e,[m,H]),g=e.pop();if(f&&(void 0===f[g]||c))return f[
gl=lc(b,this.g,d)

2021-12-02 23:54:01 UTC 1371 IN Data Raw: 6e 65 72 22 2¢ 56 74 29 3b 61 2e 61 64 64 28 22 61 64 64 45 76 65 6e 74 43 61 6¢ 6¢ 62 61 63 6b 22 2¢c 59 74
29 3b 61 2e 61 64 64 28 22 61 6¢ 69 61 73 49 6e 57 69 6e 64 6f 77 22 2¢ 73 76 29 3b 61 2e 61 64 64 28 22 61 73 73 65
72744170 69 22 2c Oa 6a 67 29 3b 61 2e 61 64 64 28 22 61 73 73 65 72 74 54 68 61 74 22 2c 6b 67 29 3b 61 2e 61 64
64 28 22 63 61 6¢ 6C 49 6e 57 69 6e 64 6f 77 22 2¢ 75 76 29 3b 61 2e 61 64 64 28 22 63 61 6C 6C 4C 61 74 65 72 22 2¢ 76
76 29 3b 61 2e 61 64 64 28 22 63 6f 70 79 46 72 6f 6d 44 61 74 61 4c 61 79 65 72 22 2c 7a 76 29 3b 61 2e 61 64 64 28 22
63 6f 70 79 46 72 6f 6d 57 69 6e 64 6f 77 22 2c 41 76 29 3b 61 2e 61 64 64 28 22 63 72 65 61 74 65 41 72 67 75 6d 65 6e
747351 75 65 75 65 22 2¢ 42 76 29 3b 61 2e 61 64 64 28 22 63
Data Ascii: ner",Vt);a.add("addEventCallback", Yt);a.add("aliasinWindow",sv);a.add("assertApi",jg);a.add("assertThat",kg)
;a.add("calllnWindow",uv);a.add("callLater",vv);a.add("copyFromDatalLayer",zv);a.add("copyFromWindow",Av);a.add
("createArgumentsQueue”,Bv);a.add("c

2021-12-02 23:54:01 UTC 1372 IN Data Raw: 63 61 6¢ 6¢ 28 74 68 69 73 2c 22 65 72 72 6f 72 22 2¢c 63 29 7d 29 29 3b 4c 67 28 61 2c 22 69 6e 74 65 72 6e
61 6¢C 2e 61 64 64 48 69 73 74 6f 72 79 43 68 61 6e 67 65 4c 69 73 74 65 6e 65 72 22 2¢ 49 75 29 3b Oa 4c 67 28 61 2c
22 69 6e 74 65 72 6e 61 6¢ 2e 73 65 6e 64 47 74 61 67 45 76 65 6e 74 22 2c 71 77 29 3b 57 6e 28 29 3f 4c 67 28 61 2¢
22 69 6e 74 65 72 6e 61 6¢ 2e 69 6e 6a 65 63 74 53 63 72 69 70 74 22 2c 43 61 29 3a 4c 67 28 61 2c 22 69 6e 74 6572 6
e 61 6¢ 2e 69 6e 6a 65 63 74 53 63 72 69 70 74 22 2¢ 62 77 29 3b 4c 67 28 61 2c 22 69 6e 74 65 72 6e 61 6¢ 2e 6¢ 6f 63
61 74 6555 73 65 72 44 61 74 61 22 2¢ 67 77 29 3b 0a 4c 67 28 61 2c 22 69 6e 74 65 72 6e 61 6¢ 2e 61 64 64 46 6f 72
6d 49 6e 74 65 72 61 63 74 69 6f 6e 4c 69 73 74 65 6e 65 72 22 2c 6e
Data Ascii: call(this,"error”,c)}));Lg(a, "internal.addHistoryChangeListener”,lu);Lg(a,"internal.sendGtagEvent",qw);Wn()?
Lg(a,"internal.injectScript”,Ca):Lg(a,"internal.injectScript",bw);Lg(a, "internal.locateUserData",gw);Lg(a,"internal.addF
orminteractionListener",n

2021-12-02 23:54:01 UTC 1373 IN Data Raw: 66 5d 29 3b 61 2e 67 2e 67 2e 46 3d 76 6f 69 64 20 30 3b 70 20 69 6e 73 74 61 6e 63 65 6f 66 20 70 61 26 26
227265 74 75 72 6e 22 3d 3d 3d 70 2e 67 26 26 28 70 3d 70 2e 6f 29 3b 72 65 74 75 72 6e 20 49 63 28 70 29 7d 7d 66
75 6e 63 74 69 6f 6e 20 4a 77 28 61 29 7b 76 61 72 20 62 3d 61 2e 67 74 6d 4f 6e 53 75 63 63 65 73 73 2c 63 3d 61 2e
67 74 6d 4f 6e 46 61 69 6¢ 75 72 65 3b 45 61 28 62 29 26 26 28 61 2e 67 74 6d 4f 6e 53 75 63 63 65 73 73 3d 66 75 6 6
374 69 6f 6e 28 29 7b 49 28 62 29 7d 29 3b 45 61 28 63 29 26 26 28 61 2e 67 74 6d 4f 6e 46 61 69 6¢ 75 72 65 3d 66 75
6e 63 74 69 6f 6e 28 29 7b 49 28 63 29 7d 29 7d Oa 66 75 6e 63 74 69 6f 6e 20 4b 77 28 29 7h 48 77 2e 67 2e 67 2e 4e
3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 56 67 2e 53 41 4e
Data Ascii: f]);a.g.g.F=void O;p instanceof pa&&"return"===p.g&&(p=p.o);return Ic(p)}}function Jw(a){var b=a.gtmOnSucces
s,c=a.gtmOnFailure;Ea(b)&&(a.gtmOnSuccess=function(){l(b)});Ea(c)&&(a.gtmOnFailure=function(){I(c)})}function Kw()
{Hw.g.g.N=function(a,b,c){Vg.SAN

2021-12-02 23:54:01 UTC 1374 IN Data Raw: 65 67 45 78 70 28 22 5e 5b 5¢ 5¢ 64 61 2d 7a 41 2d 5a 2d 5d 7b 31 2¢ 32 30 7d 24 22 29 2e 74 65 73 74 28 64
2926 26 28 61 3d 64 29 7d 7d 29 7d 63 61 74 63 68 28 62 29 7b 7d 72 65 74 75 72 6e 20 61 7d 7d 3b 76 61 72 20 74 7a
3d 77 69 6e 64 6f 77 2c 75 7a 3d 64 6f 63 75 6d 65 6e 74 2c 76 7a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62
3d 74 7a 2e 5f 67 61 55 73 65 72 50 72 65 66 73 3b 69 66 28 62 26 26 62 2e 69 6f 6f 26 26 62 2e 69 6f 6f 28 29 7c 7c 61
26 26 21 30 3d 3d 3d 74 7a 5b 22 67 61 2d 64 69 73 61 62 6¢ 65 2d 22 2b 61 5d 29 72 65 74 75 72 6e 21 30 3b 74 72 79
7b 76 61 72 20 63 3d 74 7a 2e 65 78 74 65 72 6e 61 6¢ 3b 69 66 28 63 26 26 63 2e 5f 67 61 55 73 65 72 50 72 65 66 73 2
6 26 22 6f 6f 22 3d 3d 63 2e 5f 67 61 55 73 65 72 50 72 65 66 73
Data Ascii: egExp("*[\da-zA-Z-){1,20}$").test(d)&&(a=d)}})}catch(b){}return a}};var tz=window,uz=document,vz=function(a)
{var b=tz._gaUserPrefs;if(b&&b.i00&&b.ioo()||a&&!0===tz["ga-disable-"+a])return!0;try{var c=tz.external;if(c&&c._gaUser
Prefs&&"oo0"==c._gaUserPrefs

2021-12-02 23:54:01 UTC 1376 IN Data Raw: 72 69 6e 67 28 62 29 29 3a 53 74 72 69 6e 67 28 62 29 7d 29 7d 28 29 3b 0a 59 2e 68 2e 61 63 63 65 73 73 5f
67 6¢ 6f 62 61 6¢ 73 3d 5b 22 67 6f 6f 67 6¢ 65 22 5d 2C 66 75 6€ 63 74 69 6f 6 28 29 7b 66 75 6e 63 74 69 6f 6e 20 61
2862 2c 63 2¢ 64 29 7b 76 61 72 20 65 3d 7b 6b 65 79 3a 64 2c 72 65 61 64 3a 21 31 2¢ 77 72 69 74 65 3a 21 31 2c 65
786563 75 74 65 3a 21 31 7d 3b 73 77 69 74 63 68 28 63 29 7b 63 61 73 65 20 22 72 65 61 64 22 3a 65 2e 72 65 61 64
3d 21 30 3b 62 72 65 61 6b 3b 63 61 73 65 20 22 77 72 69 74 65 22 3a 65 2e 77 72 69 74 65 3d 21 30 3b 62 72 65 61 6b
3b 63 61 73 65 20 22 72 65 61 64 77 72 69 74 65 22 3a 65 2e 72 65 61 64 3d 65 2e 77 72 69 74 65 3d 21 30 3b 62 72 65
61 6b 3b 63 61 73 65 20 22 65 78 65 63 75 74 65 22 3a 65 2e 65 78 65
Data Ascii: ring(b)):String(b)})}();Y.h.access_globals=["google"],function(){function a(b,c,d){var e={key:d,read:!1,writ
e:l1,execute:!1};switch(c){case "read":e.read=!0;break;case "write":e.write=!0;break;case "readwrite":e.read=e.write=!0;
break;case "execute":e.exe

2021-12-02 23:54:01 UTC 1377 IN Data Raw: 6d 55 72 6¢ 53 6f 75 72 63 65 3f 62 2e 76 74 70 5f 63 75 73 74 6f 6d 55 72 6¢ 53 6f 75 72 63 65 3a 69 74 28 22
67 74 6d 2e 75 72 6¢ 22 2¢ 31 29 29 7c 7c 66 74 28 29 3b 76 61 72 20 64 3d 62 5b 61 28 22 76 74 70 5f 63 6f 6d 70 6f 6e
65 6e 74 22 29 5d 3b 69 66 28 21 64 7c 7c 22 55 52 4c 22 3d 3d 64 29 72 65 74 75 72 6e 20 68 74 28 53 74 72 69 6e 67
281632929 3b 76 61 72 20 65 3d 76 6a 28 53 74 72 69 6e 67 28 63 29 29 2c 66 3b 69 66 28 22 51 55 45 52 59 22 3d 3d
3d 6429 61 3a 7b 76 61 72 20 67 3d 62 5b 61 28 22 76 74 70 5f 6d 75 6¢ 74 69 51 75 65 72 79 4b 65 79 73 22 29 2e 74 6f
53 7472 69 6e 67 28 29 5d 2c 68 3d 62 5b 61 28 22 76 74 70 5f 71 75 65 72 79 4b 65 79 22 29 2e 74 6f 53 74 72 69 6e 67
2829 5d 7c 7c 22 22 2c 6b 3d 62 5b 61 28 22 76 74 70 5f 69
Data Ascii: mUrlSource?b.vtp_customUriSource:it("gtm.url",1))||ft();var d=b[a("vtp_component")J;if(d||"URL"==d)return h
t(String(c));var e=vj(String(c)),f;if("QUERY"===d)a:{var g=b[a("vtp_multiQueryKeys").toString()],h=b[a("vtp_queryKey").t
oString()]||"" k=b[a("vtp_i
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Timestamp transferred Direction Data

2021-12-02 23:54:01 UTC 1378 IN Data Raw: 28 29 2c 45 5b 22 26 67 63 75 22 5d 3d 22 31 22 2c 4d 2e 73 65 74 28 45 29 2c 4d 2e 73 65 6e 64 28 22 70 61
67 65 76 69 65 77 22 29 29 7d 29 29 3b 41 28 66 75 6e 63 74 69 6f 6e 28 29 7b 41 2e 72 65 6d 6f 76 65 28 43 29 7d 29
7d 3b 64 69 28 7a 2c 52 2e 49 29 3b 64 69 28 7a 2c 52 2e 44 29 3b 66 5b 71 5d 3d 21 30 7d 7d 76 61 72 20 63 3d 21 31
3b 0a 63 3d 21 30 3b 76 61 72 20 64 2c 65 3d 7b 7d 2c 66 3d 7b 7d 2c 67 3d 7b 6e 61 6d 65 3a 21 30 2c 63 6¢ 69 65 6e 7
449 64 3a21 30 2c 73 61 6d 70 6¢ 65 52 61 74 65 3a 21 30 2¢ 73 69 74 65 53 70 65 65 64 53 61 6d 70 6¢ 65 52 61 74 65
3a21302c 616¢ 776179 735365 6e 64526566 6572726572 3a21302c616c 6¢c6f77 41 6e 63 68 6f 72 3a 21 30
2c 61 6¢ 6¢ 6 77 4c 69 6e 6b 65 72 3a 21 30 2c 63 6f 6f 6b 69 65
Data Ascii: (),E["&gcu"]="1",M.set(E),M.send("pageview"))}));A(function(){A.remove(C)})};di(z,R.1);di(z,R.D);f[q]=!0}}var
c=!1;c=!0;var d,e={},f={},g={name:!0,clientld:!0,sampleRate:!0,siteSpeedSampleRate:!0,alwaysSendReferrer:!0,allowAncho
r:10,allowLinker:!0,cookie

2021-12-02 23:54:01 UTC 1379 IN Data Raw: 72 74 55 72 6¢ 29 3b 69 66 28 21 63 29 7b Oa 76 2e 5f 78 5f 31 39 26 26 28 76 2e 5f 63 64 32 6¢ 3d 21 30 29
3b 6c 69 28 52 2e 49 29 7c 7c 28 76 2e 73 74 6f 72 61 67 65 3d 22 6e 6f 6e 65 22 29 3b 6¢ 69 28 52 2e 44 29 7c 7c 28 76
2e 61 6¢ 6¢ 6f 77 41 64 46 65 61 74 75 72 65 73 3d 21 31 2¢ 76 2e 73 74 6f 72 65 47 61 63 3d 21 31 29 3b 76 71 28 29 7c
7c 28 76 2e 61 6¢ 6¢ 6 77 41 64 46 65 61 74 75 72 65 73 3d 21 31 29 3b 75 71 28 29 7c 7c 28 76 2e 61 6¢ 6¢ 6f 77 41 64
50 65 72 73 6f 6e 61 6¢ 69 7a 61 74 69 6f 6e 53 69 67 6e 61 6¢ 73 3d 21 31 29 3b 0a 69 66 28 54 61 28 76 2e 75 72 6¢ 50
617373746872 6f7567 682929 7b 76 61 7220 77 3d 21 31 3b 5a 68 28 29 26 26 21 77 26 26 28 76 2e 5f 63 73 3d
6129 7d 7d 72 65 74 75 72 6e 20 76 7d 2c 74 3d 66 75 6e 63
Data Ascii: rtUrl);if(lc){v._x_19&&(v._cd2I=!0);li(R.I)||(v.storage="none");li(R.D)||(v.allowAdFeatures=!1,v.storeGac=!1);vq()||
(v.allowAdFeatures=!1);uq()||(v.allowAdPersonalizationSignals=!1);if(Ta(v.urlPassthrough)){var w=!1;Zh()&&!w&&(v
._cs=a)}}return v},t=func

2021-12-02 23:54:01 UTC 1381 IN Data Raw: 28 78 61 29 7b 76 61 72 20 6f 61 3d 5b 5d 2e 73 6¢ 69 63 65 2e 63 61 6c 6¢ 28 61 72 67 75 6d 65 6e 74 73 2¢
3029 3b 6f 61 5b 30 5d 3d 4d 2b 6f 61 5b 30 5d 3b 4e 2e 61 70 70 6¢ 79 28 77 69 6e 64 6f 77 2c 6f 61 29 7d 2c Oa 4b 3d
66 75 6e 63 74 69 6f 6e 28 78 61 2c 6f 61 29 7b 72 65 74 75 72 6e 20 76 6f 69 64 20 30 3d 3d 3d 6f 61 3f 6f 61 3a 78 61
28 6f 61 29 7d 2c 4c 3d 66 75 6e 63 74 69 6f 6e 28 78 61 2c 6f 61 29 7b 69 66 28 6f 61 29 66 6f 72 28 76 61 72 20 5a 61
20 69 6e 20 6f 61 29 6f 61 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 5a 61 29 26 26 28 63 3f 44 5b 78 61 2b 5a 61
5d 3d 6f 61 5b 5a 61 5d 3a 4f 28 22 73 65 74 22 2¢ 78 61 2b 5a 61 2c 6f 61 5b 5a 61 5d 29 29 7d 2c 54 3d 66 75 6e 63 74
69 6f 6e 28 29 7b 7d 2c 5a 3d 66 75 6e 63 74 69 6f 6e 28
Data Ascii: (xa){var oa=[].slice.call(arguments,0);0a[0]=M+o0a[0];N.apply(window,0a)} K=function(xa,oa){return void 0:
a?oa:xa(oa)},L=function(xa,oa){if(oa)for(var Za in oa)oa.hasOwnProperty(Za)&&(c?D[xa+Za]=0a[Za]:O("set",xa+Za,
oa[Zal]))}, T=function(){},Z=function(

2021-12-02 23:54:01 UTC 1382 IN Data Raw: 6¢ 41 63 74 69 6f 6e 54 61 72 67 65 74 29 29 3a 22 54 52 41 43 4b 5f 54 49 4d 49 4e 47 22 3d 3d 71 2e 76 74
705f 74 72 61 63 6b 54 79 70 65 26 26 28 46 3d 22 74 69 6d 69 6e 67 5f 63 6f 6d 70 6¢ 65 74 65 22 2C 44 2e 65 76 65 6e
74 43 61 74 65 67 6f 72 79 3d 53 74 72 69 6e 67 28 5a 28 22 76 74 70 5f 74 69 6d 69 6e 67 43 61 74 65 67 6f 72 79 22 2¢
226361 74 65 67 6f 72 79 22 29 29 2¢c 44 2e 74 69 6d 69 6e 67 56 61 72 3d 53 74 72 69 6e 67 28 5a 28 22 76 74 70 5f 74
69 6d 69 6e 67 56 61 72 22 2c 22 6e 61 6d 65 22 29 29 2c 44 2e 76 61 6¢ 75 65 3d 53 61 28 5a 28 22 76 74 70 5f 74 69
6d 69 6e 67 56 61 6¢ 75 65 22 2¢ 22 76 61 6¢ 75 65 22 29 29 2¢ 44 2e 65 76 65 6e 74 4c 61 62 65 6¢ 3d 4b 28 53 74 72
69 6e 67 2c 5a 28 22 76 74 70 5f 74 69 6d 69 6e 67 4c 61 62 65
Data Ascii: IActionTarget)):"TRACK_TIMING"==q.vtp_trackType&&(F="timing_complete",D.eventCategory=String(Z("vt
p_timingCategory","category”)),D.timingVar=String(Z("vtp_timingVar","name")),D.value=Sa(Z("vtp_timingValue","v
alue")),D.eventLabel=K(String,Z("vtp_timingLabe

2021-12-02 23:54:01 UTC 1383 IN Data Raw: 44 2e 5f 78 5f 31 39 29 3b 4f 28 22 72 65 71 75 69 72 65 22 2c 22 65 63 22 2c 22 65 63 2e 6a 73 22 2c 47 65
293b 542829 7d 77 28 29 3b 76 61 72 20 51 64 3d 7b 68 69 74 54 79 70 65 3a 22 65 76 65 6e 74 22 2c 65 76 65 6e 74
43 61 74 65 67 6f 72 79 3a 53 74 72 69 6e 67 28 5a 28 22 76 74 70 5f 65 76 65 6e 74 43 61 74 65 67 6f 72 79 22 2¢ 22 63
61 74 65 67 6f 72 79 22 29 29 2c 65 76 65 6e 74 41 63 74 69 6f 6e 3a 53 74 72 69 6e 67 28 5a 28 22 76 74 70 5f 65 76 65
6e 74 41 63 74 69 6f 6e 22 2c 22 61 63 74 69 6f 6e 22 29 0d Oa
Data Ascii: D._x_19);0("require","ec","ec.js",Ge); T()}w();var Qd={hitType:“event",eventCategory:String(Z("vtp_eventCateg

category")),eventAction: String(Z(“vtp_eventAction","action")

ory”,
2021-12-02 23:54:01 UTC 1383 IN Data Raw: 33 35 36 64 0d Oa 29 2c 65 76 65 6e 74 4c 61 62 65 6¢ 3a 4b 28 53 74 72 69 6e 67 2c 5a 28 22 76 74 70 5f 65
76 65 6e 74 4c 61 62 65 6¢ 22 2¢ 22 6¢ 61 62 65 6C 22 29 29 2¢ 65 76 65 6e 74 56 61 6¢ 75 65 3a 4b 28 53 61 2c Oa 5a
282276 74 70 5f 65 76 65 6e 74 56 61 6¢ 75 65 22 2c 22 76 61 6¢ 75 65 22 29 29 7d 3b 70 28 69 63 2c 51 64 2c 21 31
29 3b 4f 28 22 73 65 6e 64 22 2c 51 64 29 3b 7d 7d 65 6¢ 73 65 20 69 66 28 22 54 52 41 43 4b 5f 53 4f 43 49 41 4c 22 3d
3d 71 2e 76 74 70 5f 74 72 61 63 6b 54 79 70 65 29 7b 69 66 28 21 63 29 7b 7d 7d 65 6¢ 73 65 20 69 66 28 22 54 52 41 4
3 4b 5f 54 52 41 4e 53 41 43 54 49 4f 4e 22 3d 3d 0a 71 2e 76 74 70 5f 74 72 61 63 6b 54 79 70 65 29 7b 7d 65 6¢ 73 65
20 69 66 28 22 54 52 41 43 4b 5f 54 49 4d 49 4e 47 22 3d 3d 71 2e
Data Ascii: 356d),eventLabel:K(String,Z("vtp_eventLabel","label")),eventValue:K(Sa,Z("vtp_eventValue","value"))};p(ic,Qd
,11);0("send",Qd);}}else if("TRACK_SOCIAL"==q.vtp_trackType){if(c){}}else if("TRACK_TRANSACTION"==q.vtp_track
Type){lelse if("TRACK_TIMING"==q.

2021-12-02 23:54:01 UTC 1385 IN Data Raw: 69 28 66 75 6e 63 74 69 6f 6e 28 29 7b 75 28 71 29 7d 2c 5b 52 2e 49 2c 52 2e 44 5d 29 7d 29 7d 28 29 3b Oa
59 2e 68 2e 69 6e 6a 65 63 74 5f 73 63 72 69 70 74 3d 5b 22 67 6f 6f 67 6¢ 65 22 5d 2¢ 66 75 6e 63 74 69 6f 6e 28 29 7b
66 75 6e 63 74 69 6f 6e 20 61 28 62 2¢ 63 29 7h 72 65 74 75 72 6e 7b 75 72 6¢ 3a 63 7d 7d 28 66 75 6e 63 74 69 6f 6e 28
62 29 7b 59 2e 5f 5f 69 6e 6a 65 63 74 5f 73 63 72 69 70 74 3d 62 3b 59 2e 5f 5f 69 6e 6a 65 63 74 5f 73 63 72 69 70 74
2e 6d 3d 22 69 6e 6a 65 63 74 5f 73 63 72 69 70 74 22 3b 59 2e 5f 5f 69 6e 6a 65 63 74 5f 73 63 72 69 70 74 2e 69 73 56
65 6e 64 6f 72 54 65 6d 70 6¢ 61 74 65 3d 21 30 3b 59 2e 5f 5f 69 6e 6a 65 63 74 5f 73 63 72 69 70 74 2e 70 72 69 6f 72
69 74 79 4f 76 65 72 72 69 64 65 3d 30 7d 29 28 66 75 6e
Data Ascii: i(function(){u(q)},[R.1,R.D])P}();Y.h.inject_script=["google"],function(){function a(b,c){return{url:c}}(function(b){
Y.__inject_script=b;Y.__inject_script.m="inject_script";Y.__inject_script.isVendorTemplate=!0;Y.__inject_script.priority
Override=0})(fun

2021-12-02 23:54:01 UTC 1386 IN Data Raw: 20 74 6a 28 76 6a 28 75 29 2c 22 48 4f 53 54 22 2c 21 30 29 7d 66 75 6e 63 74 69 6f 6e 20 66 28 75 2c 71 2c
762c 7729 7Tb 73 77 69 74 63 68 28 75 29 7b 63 61 73 65 20 22 53 55 42 4d 49 54 5f 54 45 58 54 22 3a 72 65 74 75 72
6e 20 62 28 71 2c 76 2c 22 46 4f 52 4d 2e 22 2b 75 2c 67 2c 22 66 6f 72 6d 53 75 62 6d 69 74 45 6¢ 65 6d 65 6e 74 22 29
7c 7c 77 3b 63 61 73 65 20 22 4¢ 45 4e 47 54 48 22 3a 76 61 72 20 79 3d 62 28 71 2c 76 2c 22 46 4f 52 4d 2e 22 2b 75 2¢
6829 3b 72 65 74 75 72 6e 20 76 6f 69 64 20 30 3d 3d 3d 79 3f 77 3a 79 3b 63 61 73 65 20 22 49 4e 54 45 52 41 43 54
45 44 5f 46 49 45 4c 44 5f 49 44 22 3a 72 65 74 75 72 6 20 6b 28 71 2c 76 2¢ 22 69 64 22 2¢ 77 29 3b 63 61 73 65 20 22
49 4e 54 45 52 41 43 54 45 44 5f 46 49 45 4c 44 5f 4e 41 4d 45
Data Ascii: tj(vj(u),"HOST",!I0)}function f(u,q,v,w){switch(u){case "SUBMIT_TEXT":return b(q,v,"FORM."+u,g,"formSubmitEl
ement")||w;case "LENGTH":var y=b(q,v,"FORM."+u,h);return void 0===y?w:y;case "INTERACTED_FIELD_ID":return k(q,
v,"id",w);case "INTERACTED_FIELD_NAME
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2021-12-02 23:54:01 UTC 1387 IN Data Raw: 70 72 69 6f 72 69 74 79 4f 76 65 72 72 69 64 65 3d 30 7d 29 28 66 75 6e 63 74 69 6f 6e 28 75 29 7b 76 61 72
2071 3d 75 2e 76 74 70 5f 67 74 6d 45 76 65 6e 74 49 64 2c 76 3d 75 2e 76 74 70 5f 64 65 66 61 75 6¢ 74 56 61 6C 75 65
2c 77 3d 75 2e 76 74 70 5f 76 61 72 54 79 70 65 2c 79 3b 75 2e 76 74 70 5f 67 74 6d 43 61 63 68 65 64 56 61 6¢ 75 65 73
2626 28 79 3d 75 2e 76 74 70 5f 67 74 6d 43 61 63 68 65 64 56 61 6¢ 75 65 73 2e 67 74 6d 29 3b 73 77 69 74 63 68 28
7729 7b 63 61 73 65 20 22 54 41 47 5f 4e 41 4d 45 22 3a 76 61 72 20 78 3d 61 28 79 2c 71 2c 22 65 6¢ 65 6d 65 6e 74
22293b 7265747572 6e 20 78 26 26 78 2e 74 61 67 4e 61 6d 65 7c 7c 76 3b 63 61 73 65 20 22 54 45 58 54 22 3a 72 6
5747572 6e 20622879 2c 71 2c 77 2¢ 6b 63 29 7c 7c 76 3b 63
Data Ascii: priorityOverride=0})(function(u){var g=u.vtp_gtmEventld,v=u.vtp_defaultValue,w=u.vtp_varType,y;u.v
tp_gtmCachedValues&&(y=u.vtp_gtmCachedValues.gtm);switch(w){case "TAG_NAME":var x=a(y,q,"element");return x&&x
.tagName||v;case "TEXT":return b(y,q,w,kc)||v;c

2021-12-02 23:54:01 UTC 1389 IN Data Raw: 21 31 2c 64 3d 5b 5d 2c 65 3d 66 75 6e 63 74 69 6f 6e 28 6b 29 7b 76 61 72 20 6e 3d 56 28 22 67 6f 6f 67 6¢
65 5f 74 72 61 63 6b 43 6f 6e 76 65 72 73 69 6f 6e 22 29 2c 70 3d 6b 2e 67 74 6d 5f 6f 6e 46 61 69 6¢ 75 72 65 3b 22 66
75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 6e 3f 6e 28 6b 29 7c 7c 70 28 29 3a 70 28 29 7d 2c 66 3d 66 75 6e 63
74 69 6f 6e 28 29 7b 66 6f 72 28 3b 30 3c 64 2e 6¢ 65 6e 67 74 68 3b 29 65 28 64 2e 73 68 69 66 74 28 29 29 7d 2c 67 3d
66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 66 28 29 3b 63 3d 21 31 7d 7d
2c 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 66 28 29 3b 0a 64 3d
7b 70 75 73 68 3a 65 7d 3b 7d 7d 3b 28 66 75 6e 63 74 69 6f 6e
Data Ascii: |1,d=[],e=function(k){var n=V("google_trackConversion"),p=k.gtm_onFailure;"function"==typeof n?n(k)||p():p()
}f=function(){for(;0<d.length;)e(d.shift())},g=function(){return function(){f();c=!1}},h=function(){return function(){f();d={push
:e};};(function

2021-12-02 23:54:01 UTC 1390 IN Data Raw: 69 66 28 76 29 7b 76 61 72 20 46 61 3d 7b 7d 3b 6b 2e 76 74 70 5f 63 6f 6e 76 65 72 73 69 6f 6e 43 6f 6f 6b
69 65 50 72 65 66 69 78 26 26 28 46 61 2e 70 72 65 66 69 78 3d 6b 2e 76 74 70 5f 63 6f 6e 76 65 72 73 69 6f 6e 43 6f 6f
6b 69 65 50 72 65 66 69 78 29 3b 0a 74 6b 28 46 61 29 3b 54 28 22 61 75 69 64 22 2c 71 6b 5b 72 6b 28 46 61 2e 70 72
65 66 69 78 29 5d 29 7d 7d 69 66 28 28 6b 2e 76 74 70 5f 65 6e 61 62 6¢ 65 45 6e 68 61 6e 63 65 64 43 6f 6e 76 65 72
73 69 6f 6e 73 7c 7c 6b 2e 76 74 70 5f 65 6e 61 62 6¢ 65 45 6e 68 61 6e 63 65 64 43 6f 6e 76 65 72 73 69 6f 6e 29 26 26
55 26 26 28 21 62 7c 7c 21 55 6¢ 28 29 29 29 7b 76 61 72 20 6a 62 3d 0a 58 6¢ 28 75 28 29 29 3b 6a 62 26 26 6b 61 2e 7
075 73 68 28 6a 62 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28
Data Ascii: if(v){var Fa={};k.vtp_conversionCookiePrefix&&(Fa.prefix=k.vtp_conversionCookiePrefix);tk(Fa); T(“auid",qk[rk
(Fa.prefix)])}if((k.vtp_enableEnhancedConversions||k.vtp_enableEnhancedConversion)&&U&&(!b||!UI())){var jb=XI
(u());jb&&ka.push(jb.then(function(

2021-12-02 23:54:01 UTC 1391 IN Data Raw: 69 6e 67 26 26 28 4b 3d 4f 28 6b 2e 76 74 70 5f 70 72 6f 64 75 63 74 52 65 70 6f 72 74 69 6e 67 44 61 74 61
53 6f 75 72 63 65 29 2c 4b 28 22 67 6f 6f 67 6¢ 65 5f 63 6f 6e 76 65 72 73 69 6f 6e 5f 6d 65 72 63 68 61 6e 74 5f 69 64 22
2c 227674 70 5f 61 77 4d 65 72 63 68 61 6e 74 49 64 22 2c 22 61 77 5f 6d 65 72 63 68 61 6e 74 5f 69 64 22 29 2c 4b 28
22 67 6f 6f 67 6¢ 65 5f 62 61 73 6b 65 74 5f 66 65 65 64 5f 63 6f 75 6 74 72 79 22 2¢ 22 76 74 70 5f 61 77 46 65 65 64 43
6f 75 6e 74 72 79 22 2c 22 61 77 5f 66 65 65 64 5f 63 6f 75 6e 74 72 79 22 29 2c 4b 28 22 67 6f 6f 67 6¢ 65 5f 62 61 73 6b
65 74 5f 66 65 65 64 5f 6¢ 61 6e 67 75 61 67 65 22 2¢ 0a 22 76 74 70 5f 61 77 46 65 65 64 4c 61 6e 67 75 61 67 65 22 2c
22 61 77 5f 66 65 65 64 5f 6¢ 61 6e 67 75 61 67
Data Ascii: ing&&(K=0(k.vtp_productReportingDataSource),K("google_conversion_merchant_id","vtp_awMerchantld","

aw_merchant_id"),K("google_basket_feed_country","vtp_awFeedCountry","aw_feed_country"),K("google_basket_feed_|

anguage","vtp_awFeedLanguage","aw_feed_languag

2021-12-02 23:54:01 UTC 1392 IN Data Raw: 2f 63 6f 6e 76 65 72 73 69 6f 6e 5f 61 73 79 6e 63 2e 6a 73 22 29 3b 42 61 7c 7c 28 42 61 3d 61 6d 28 29 3f 22
68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 70 61 67 65 61 64 2f 63 6f 6e 76 65 72 73 69 6f 6e 5f
61 73 79 6e 63 2e 6a 73 22 3a 22 2f 2f 77 77 77 2e 67 6f 6f 67 6¢c 65 61 64 73 65 72 76 69 63 65 73 2e 63 6f 6d 2f 70 61
67 65 61 64 2f 63 6f 6e 76 65 72 73 69 6f 6e 5f 61 73 79 6e 63 2e 6a 73 22 29 3b 6b 2e 76 74 70 5f 65 6e 61 62 6¢ 65 4e
65 77 43 75 73 74 6f 6d 65 72 52 65 70 6f 72 74 69 6e 67 26 26 28 4b 3d 5a 28 6b 2e 76 74 70 5f 6e 65 77 43 75 73 74 6f
6d 65 72 52 65 70 6f 72 74 69 6e 67 44 61 74 61 53 6f 75 72 63 65 29 2c 4b 28 22 76 64 6e 63 22 2¢c 22 76 74 70 5f 61 77
4e 65 77 43 75 73 74 6f 6d 65 72 22 2c 22 6e 65 77
Data Ascii: /conversion_async.js");Bal|(Ba=am()?"https://www.google.com/pagead/conversion_async.js":"//www.goo
gleadservices.com/pagead/conversion_async.js");k.vtp_enableNewCustomerReporting&&(K=Z(k.vtp_newCustomerReporti
ngDataSource),K("vdnc","

,"vtp_awNewCustomer","new

2021-12-02 23:54:01 UTC 1394 IN Data Raw: 61 6d 65 26 26 68 63 28 6b 2c 22 76 61 6¢ 75 65 22 29 29 7b 76 61 72 20 6e 3b 6b 2e 66 6f 72 6d 3f 6b 2e 66
6f 72 6d 2e 74 61 67 4e 61 6d 65 3f 6e 3d 6b 2e 66 6f 72 6d 3a 6e 3d 48 2e 67 65 74 45 6¢ 65 6d 65 6e 74 42 79 49 64 28
6b 2e 66 6f 72 6d 29 3a 6e 3d 6d 63 28 6b 2c 5b 22 66 6f 72 6d 22 5d 2c 31 30 30 29 3b 6e 26 26 66 2e 73 74 6f 72 65 28
6e 2c 6b 29 7d 7d 2c 21 31 29 3b 66 63 28 65 2c 22 73 75 62 6d 69 74 22 2c 66 75 6e 63 74 69 6f 6e 28 68 29 7b 76 61
72 20 6b 3d 68 2e 74 61 72 67 65 74 3b 69 66 28 21 6b 29 72 65 74 75 72 6e 20 68 2e 72 65 74 75 72 6e 56 61 6¢ 75 65
3b 76 61 72 20 6e 3d 68 2e 64 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 7c 7c 21 31 3d 3d 3d 68 2e 72 65 74 7572 6
e 56 61 6¢ 75 65 2c 70 3d 62 28 6b 29 26 26 21 6e 2c 72 3d 66 2e
Data Ascii: ame&&hc(k,"value")){var n;k.form?k.form.tagName?n=k.form:n=H.getElementByld(k.form):n=mc(k,["form"
1,100);n&&f.store(n,k)}},!1);fc(e,"submit”,function(h){var k=h.target;if(!k)return h.returnValue;var n=h.defaultPrevente
d||!1===h.returnValue,p=b(k)&&!n,r=f.

2021-12-02 23:54:01 UTC 1395 IN Data Raw: 6f 6e 28 65 29 7b 59 2e 5f 5f 66 73 6¢ 3d 65 3b 0a 59 2e 5f 5f 66 73 6¢ 2e 6d 3d 22 66 73 6¢ 22 3b 59 2e 5f 5f
66 73 6¢ 2e 69 73 56 65 6e 64 6f 72 54 65 6d 70 6¢ 61 74 65 3d 21 30 3b 59 2e 5f 5f 66 73 6¢ 2e 70 72 69 6f 72 69 74 79
4f 76 65 72 72 69 64 65 3d 30 7d 29 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 66 3d 65 2e 76 74 70 5f 77 61 69
74 46 6f 72 54 61 67 73 2c 67 3d 65 2e 76 74 70 5f 63 68 65 63 6b 56 61 6¢ 69 64 61 74 69 6f 6€ 2c 68 3d 4e 75 6d 62 65
72 28 65 2e 76 74 70 5f 77 61 69 74 46 6f 72 54 61 67 73 54 69 6d 65 6f 75 74 29 3b 69 66 28 21 68 7c 7c 30 3e 3d 68 29
68 3d 32 45 33 3b 76 61 72 20 6b 3d 65 2e 76 74 70 5f 75 6e 69 71 75 65 54 72 69 67 67 65 72 49 64 7c 7c 22 30 22 3b
69 66 28 66 29 7b 76 61 72 20 6e 3d 66 75 6e 63 74 69 6f
Data Ascii: on(e){Y.__fsl=e;Y._ fsl.m="fsl";Y.__fsl.isVendorTemplate=!0;Y.__fsl.priorityOverride=0})(function(e){var f=e
.vtp_waitForTags,g=e.vtp_checkValidation,h=Number(e.vtp_waitForTagsTimeout);if('h||0>=h)h=2E3;var k=e.vtp_uniq
ueTriggerld||"0";if(f){var n=functio

2021-12-02 23:54:01 UTC 1396 IN Data Raw: 69 73 69 62 69 6¢ 69 74 79 3d 22 68 69 64 64 65 6e 22 3b 48 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6C
64 28 6b 29 3b 74 72 79 7b 67 28 6b 2c 64 2c 68 29 7d 63 61 74 63 68 28 6e 29 7b 49 28 66 29 7d 7d 29 7d 3b 76 61 72
2063 3d 66 75 6e 63 74 69 6f 6e 28 64 29 7b 69 66 28 48 2e 62 6f 64 79 29 7b 76 61 72 20 65 3d 0a 64 2e 76 74 70 5f 67
74 6d 4f 6e 46 61 69 6¢ 75 72 65 2¢ 66 3d 73 74 28 64 2e 76 74 70 5f 68 74 6d 6¢ 2c 64 2e 76 74 70 5f 67 74 6d 4f 6e 53
756363 65 73 73 2c 65 29 2c 67 3d 66 2e 6d 6a 2c 68 3d 66 2e 6f 6e 53 75 63 63 65 73 73 3b 69 66 28 64 2e 76 74 70 5f
75736549 66 72 61 6d 65 29 7b 7d 65 6¢ 73 65 20 64 2e 76 74 70 5f 73 75 70 70 6f 72 74 44 6f 63 75 6d 65 6e 74 57 72
69 74 65 3f 62 28 67 2c 68 2c 65 29 3a 61 28 48 2e 62 6f 64
Data Ascii: isibility="hidden";H.body.appendChild(k);try{g(k,d,h)}catch(n){I(f)}})};var c=function(d){if(H.body){var e=d
.vtp_gtmOnFailure,f=st(d.vtp_html,d.vtp_gtmOnSuccess,e),g=f.mj,h=f.onSuccess;if(d.vtp_uselframe){}else d.vtp_s
upportDocumentWrite?b(g,h,e):a(H.bod
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kBytes
Timestamp transferred

2021-12-02 23:54:01 UTC 1397

2021-12-02 23:54:01 UTC 1398

2021-12-02 23:54:01 UTC 1398

2021-12-02 23:54:01 UTC 1399

2021-12-02 23:54:01 UTC 1401

2021-12-02 23:54:01 UTC 1401

Session ID Source IP

42 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1168
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Direction

IN

Source Port
49798

Direction
ouT

Data

Data Raw: 35 39 63 0d Oa 66 2e 72 65 74 75 72 6e 56 61 6¢ 75 65 2c 6b 3d 4a 73 28 22 6¢ 63 6¢ 22 2c 68 3f 22 6e 76 2e
6d 77 74 22 3a 22 6d 77 74 22 2c 30 29 2c 6e 3b 6e 3d 68 3f 4a 73 28 22 6¢ 63 6¢ 22 2c 22 6e 76 2e 69 64 73 22 2¢ 5b
5d 29 3a 4a 73 28 22 6¢ 63 6¢ 22 2c 22 69 64 73 22 2c 5b 5d 29 3b 69 66 28 6e 2e 6¢ 65 6e 67 74 68 29 7b 76 61 72 20
70 3d 46 73 28 67 2c 22 67 74 6d 2e 6¢ 69 6e 6b 43 6¢ 69 63 6b 22 2c 6e 29 3b 69 66 28 62 28 66 2c 67 2¢ 63 29 26 26 2
168 26 26 6b 26 26 67 2e 68 72 65 66 29 7b 76 61 72 20 72 3d 21 21 4a 61 28 53 74 72 69 6e 67 28 6f 63 28 67 2¢ 22 72
65 6c 22 29 7c 7c 22 22 29 2e 73 70 6¢ 69 74 28 22 20 22 29 2c 66 75 6e 63 74 69 6f 6e 28 76 29 7b 72 65 74 75 72 6e
22 6e 6f 72 65 66 65 72 72 65 72 22 3d 3d 3d 76 2e 74 6f 4c 6f 77 65

Data Ascii: 59cf.returnValue,k=Js("lcl",h?"nv.mwt":"mwt",0),n;n=h?Js("lcl","nv.ids",[]):Js("lcI","ids",[]);if(n.length){var p=Fs(g
"gtm.linkClick",n);if(b(f,g,c)&&!h&&k&&g.href){var r=!'Ja(String(oc(g,"rel")||"").split(" "),function(v){return"noreferrer'===v.t
oLowe

Data Raw: 7c¢ 30 3e 3d 66 29 66 3d 32 45 33 3b 76 61 72 20 67 3d 63 2e 76 74 70 5f 75 6e 69 71 75 65 54 72 69 67 67 65
724964 7c 7c 22 30 22 3b 69 66 28 64 29 7b 76 61 72 20 68 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e
20 4d 61 74 68 2e 6d 61 78 28 66 2c 6e 29 7d 3b 49 73 28 22 6¢ 63 6¢ 22 2c 22 6d 77 74 22 2¢ 68 2¢ 30 29 3b 65 7c 7C
49 73 28 22 6¢ 63 6C 22 2¢ 22 6e 76 2e 6d 77 74 22 2¢ 68 2¢ 30 29 7d 0d Oa

Data Ascii: |0>=f)f=2E3;var g=c.vtp_uniqueTriggerld||"0";if(d){var h=function(n){return Math.max(f,n)};Is("lcl","mwt",h,
0);e||Is("lcl","nv.mwt",h,0)}

Data Raw: 62 32 31 0d 0a 76 61 72 20 6b 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 6e 2e 70 75 73 68 28 67 29 3b 72 65 74
7572 6e 20 6e 7d 3b 49 73 28 22 6¢ 63 6¢ 22 2¢ 22 69 64 73 22 2c 6b 2¢ 5b 5d 29 3b 65 7c 7c 49 73 28 22 6¢ 63 6C 22 2C
22 6e 76 2e 69 64 73 22 2¢ 6b 2c 5b 5d 29 3b 6f 74 28 22 6¢ 63 6¢ 22 29 7c 7c 28 61 28 29 2c 70 74 28 22 6¢ 63 6¢ 22 29
29 3b 49 28 63 2e 76 74 70 5f 67 74 6d 4f 6e 53 75 63 63 65 73 73 29 7d 29 7d 28 29 3b 0a 76 61 72 20 4a 7a 3d 7b 7d

3b 4a 7a 2e 6d 61 63 72 6f 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 43 73 2e 4d 65 2e 68 61 73 4f 77 6e 50 72 6f
7065727479 28 6129 29 72 65 74 75 72 6e 20 43 73 2e 4d 65 5b 61 5d 7d 2c 4a 7a 2e 6f 6e 48 74 6d 6¢ 53 75 63 63
65 73 73 3d 43 73 2e 49 67 28 21 30 29 2c 4a 7a 2e 6f 6e 48 74

Data Ascii: b21var k=function(n){n.push(g);return n};Is("lcl","ids" k,[]);e|[Is("lcI","nv.ids" k,[]);ot("lcl") || (@(),pt("lcI"));I(
c.vtp_gtmOnSuccess)})}();var Jz={};Jz.macro=function(a){if(Cs.Me.hasOwnProperty(a))return Cs.Me[a]},Jz.onHtmIS
uccess=Cs.lg(!0),Jz.onHt

Data Raw: 64 20 30 21 3d 3d 79 29 66 6f 72 28 76 61 72 20 4e 3d 5b 22 73 61 6e 64 62 6f 78 65 64 53 63 72 69 70 74 73
22 5d 2c 4d 3d 30 3b 4d 3c 79 2e 6¢ 65 6e 67 74 68 3b 4d 2b 2b 29 7b 76 61 72 20 50 3d 79 5b 4d 5d 2e 72 65 70 6¢ 61
63 65 28 2f 5e 5f 2a 2f 2c 22 22 29 3b 67 68 5b 50 5d 3d 4e 7d 4c 77 28 78 29 3b 4b 7a 28 29 3b 79 73 28 29 3b 64 6d 3d
21 31 3b 65 6d 3d 30 3b 69 66 28 22 69 6e 74 65 72 61 63 74 69 76 65 22 3d 3d 48 2e 72 65 61 64 79 53 74 61 74 65 26
26 21 48 2e 63 72 65 61 74 65 45 76 65 6e 74 4f 62 6a 65 63 74 7c 7c 22 63 6f 6d 70 6¢ 65 74 65 22 3d 3d 48 2e 72 65 61
64 79 53 74 61 74 65 29 67 6d 28 29 3b 65 6¢ 73 65 7b 66 63 28 48 2c 22 44 4f 4d 43 6f 6e 74 65 6e 74 4c 6f 61 64 65 64
22 2c 67 6d 29 3b 66 63 28 48 2c 22 72 65 61 64 79 73 74 61 74

Data Ascii: d 0!==y)for(var N=["sandboxedScripts"], M=0;M<y.length;M++){var P=y[M].replace(/*_*/,"");gh[P]=N}Lw(x);Kz();y
s();dm=!1;em=0;if(“interactive"==H.readyState&&!H.createEventObject||"complete"==H.readyState)gm();else{fc(H,"
DOMContentLoaded",gm);fc(H, "readystat

Data Raw: 72 20 6b 3d 76 6a 28 48 2e 72 65 66 65 72 72 65 72 29 3b 22 74 61 67 61 73 73 69 73 74 61 6e 74 2e 67 6f 6f
67 6¢ 65 2e 63 6f 6d 22 3d 3d 3d 73 6a 28 6b 2c 22 68 6f 73 74 22 29 26 26 28 67 3d 33 29 7d 69 66 28 21 67 29 7b 76 61
72 20 6e 3d 58 6a 28 22 5f 5f 54 41 47 5f 41 53 53 49 53 54 41 4e 54 22 29 3b 6e 2e 6¢ 65 6e 67 74 68 26 26 6e 5b 30 5d
2e 6c 65 6e 67 74 68 26 26 28 67 3d 34 29 7d 69 66 28 21 67 29 7b 76 61 72 20 70 3d 48 2e 64 6f 63 75 6d 65 6e 74 45
6C 65 6d 65 6e 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 64 61 74 61 2d 74 61 67 2d 61 73 73 69 73 74 61 6e 74
2d 70 72 65 73 65 6e 74 22 29 3b 7a 73 28 70 29 26 26 28 67 3d 35 29 7d 67 26 26 58 62 3f 66 28 67 29 3a 61 28 29 7d 2
9 28 4c 7a 29 3b Oa Oa 7d 29 28 29 Oa 0d Oa

Data Ascii: r k=vj(H.referrer);"tagassistant.google.com"===sj(k, "host")&&(g=3)}if(!g){var n=Xj("__TAG_ASSISTAN
T");n.length&&n[0].length&&(g=4)}if('g){var p=H.documentElement.getAttribute("data-tag-assistant-present");zs(p)&&(g=5)}
g&&Xb2f(g):a0})(L2) )0

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP  Destination Port Process
172.217.168.3 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /s/raleway/v22/1Ptug8zYS_SKggPNyCOITw.woff2 HTTP/1.1

Host: fonts.gstatic.com

Connection: keep-alive

Origin: https://the-hatchery.co

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://fonts.googleapis.com/css?family=Raleway:400,500,600,800
Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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Direction

IN

Data

HTTP/1.1 200 OK

Accept-Ranges: bytes

Content-Type: font/woff2

Access-Control-Allow-Origin: *

Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="apps-themes"

Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-t
hemes"}]}

Timing-Allow-Origin: *

Content-Length: 47312

Date: Sat, 27 Nov 2021 04:28:07 GMT

Expires: Sun, 27 Nov 2022 04:28:07 GMT

Last-Modified: Tue, 29 Jun 2021 19:40:30 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 501954

Cache-Control: public, max-age=31536000

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 77 4f 46 32 00 01 00 00 00 00 b8 d0 00 16 00 00 00 01 7e a8 00 00 b8 54 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 8d 56 1b 81 e2 42 1c 85 3c 3f 48 56 41 52 88 04 06 60 3f 53 54 41 54 81 38 27 32
0085 08 08 81 0a 09 9f 14 2f 7e 11 08 Oa 81 bb 64 81 9c 4e Ob 84 26 00 30 81 f4 34 01 36 02 24 03 88 48 04 20 05 89 4a
07 88 77 Oc 83 1c 5b 6e 6b 91 02 32 c7 7e 5b 39 31 a8 1a 76 8e b6 2d 2a 8e ef 81 52 81 9c 6¢ e4 41 79 33 ff 6d bb 02 2d
94 2c 1a 51 bb 1d 24 al ed 6f 34 fb ff ff ff ff 57 2c 8b 38 f6 3f b3 7a 7f 76 ef 4e 20 12 15 a5 d7 7f 86 c4 1e 49 99 4a 7d a6
86 5d ad 3a 44 56 3f 40 14 91 ad b6 5a cb 97 Oa fd c8 53 8b ab el 6e aa ca 6¢ dc 9c ca 12 38 a7 82 35 73 ¢4 7d c5 c5 a8
3b 3c a8 e5 86 44 19 e3 44 51 a9 e6 8b 93 cb 49 27

Data Ascii: WOF2~TVB<?HVAR ?STAT8'2/~dN&046$H Jw[nk2~[91v-*RIAy3m-,Q$04W,8?zvN 13}]:DV?@ZSnlI85s};<DDQI'

Data Raw: eb ec 88 30 d4 36 61 1d 32 e7 d6 8d 82 73 84 f5 91 f1 db 7d d0 al de €9 8b b9 2b 6f fa 8f 6¢ d5 77 77 53 46 90
0c 91 Oc 91 Oc 7d ed f4 67 dd dd 47 d4 74 4b 1b 84 80 b6 80 fb 7d 84 27 a4 el f1 3b 95 82 f3 30 bc 4a 29 4 3a fe f2 30 5b
be 16 b5 ba bd 8c 41 47 d2 e6 14 22 9f e8 10 e2 21 a4 79 8b 74 8c dd 45 34 b8 bd Oc 67 34 af ad cc f9 4c 1d 6d ff 86 bd
f2 55 c6 84 b4 9f f6 7a 20 99 12 2e f8 8d Oa 21 43 d6 1b 07 52 32 9a 2a 99 56 7e f2 97 c5 37 ee 5¢ 82 e8 ed b8 4e 98 71
4392 35 7c cd be f2 bd 59 84 9e 54 ¢5 25 96 2d fb 43 d2 69 ba 47 4f fb 86 97 50 87 63 4c 19 7b ce 31 67 9a a9 a5 84 54
6 7a 09 5a 45 1a e0 88 14 c2 97 ef 88 65 60 ec 32 28 91 1e bl 4e 8b 17 fa Of 7e 2d bf cf 79 63 be 03 1e 82 85 4c 55 ad
ce 3a11 23 6b ca 9a 13 27 5f 44 34 e6 7e 7f 1e cf

Data Ascii: 06a2s}+olwwSF}gGtK}';0J):0[AG"lytE4g4LmUz .ICR2*V~7\NgC5|YT%-CiGOPcL{1gTzZEe 2(N~-ycLU:#k'_D4~

Data Raw: 42 7f f4 be 8a 52 bf 8c 42 3b b2 df 31 94 d6 9c 87 28 7e 8f 53 bf 1d 53 ee 14 44 38 47 bf 29 1b 54 64 8c c4 98
d4 55 16 4b 39 d0 4f 07 6a c3 83 af 37 dd 7f 75 bb 11 86 5¢ 46 c7 24 23 42 7a db 9f 66 b1 9c 45 a6 8a 00 85 b6 7b f1 1le
dd b9 e4 3c 17 1c e2 10 d7 08 a3 82 al 6c df cf 51 3f 79 33 fd 1f af f5 22 14 95 6¢ 09 e2 88 b8 dd ac e4 d7 e3 3c 0Oa cf df
3e 9e ff d6 ee e3 eb be f7 f6 57 9e 8¢ 91 64 8¢ 64 8¢ 91 24 49 8e 6b 6e 55 4d e2 e3 e3 1e 67 d3 c8 e0 1c 2b 8d 48 90 10
8a 10 a4 9f eb c7 bd 6f ef Oc 22 79 13 4d b3 bb a9 22 4c fd df e7 fc 7e da f7 8b 41 d3 67 52 6e 92 99 9d 34 35 28 55 01 41
€092 dc 9c fd 6a ef 7d 35 22 al 61 3e fd 89 dd 7f 30 3d 84 96 0f 51 Oc 51 Oe 51 6d 87 e8 dO 15 fd 06 63 d8 70 cc 32 37 16
59 14 4b 2c 89 71 47 ad 4e 24 c4 44 88 65 21

Data Ascii: BRB;1(~SSD8G)TdUK90j7u\F$#BzfE{<IQ?y3"I<>Wdd$IknUMg+Ho"yM"L~AgRn45(UAj}5"a>0=QQQmcp27YK,
qGN$De!

Data Raw: 00 4b ea e7 a0 1c 8f be d1 e5 40 8e a7 6d 6b 2e 13 €9 al 21 18 ff 1c 34 ad 32 04 8e e6 62 bb c5 af 6f 45 b7 53
a7 e6 cd df 6¢ 3e 63 2a al 7f 1e 21 a8 01 5b d5 50 3 81 13 69 3f 43 1c db d3 8e 94 8 3f 9f 2e c6 76 75 f9 ff 46 2b bb 7a
94 59 d5 c9 41 d5 1e b9 08 84 6e d0 79 9e d5 d1 ff 39 96 6¢ 3e b2 06 f0 35 7d ad bc 9a ac cd d2 eb 64 06 7b d9 00 bf 30
04 fa df ¢7 de 5b 1c 35 59 f0 6f 34 15 bb 08 84 97 80 bf 78 53 3e ¢7 bd 55 da 74 1b 13 0a 95 73 07 09 dd 9b 9c 48 17 2f
7b 49 08 7a 63 76 d9 c2 f9 Ob 5b 20 51 f1 1a Oa 07 8f 80 88 04 7b 16 32 c0 33 84 01 99 23 Oe 54 ef 92 a8 {7 f4 88 Oc b6
b7 91 46 74 6 90 99 9f 13 15 23 25 43 0a d0 Oa 99 60 60 0d 35 e8 fb 8f 72 dO b3 55 25 50 01 aa 4e 52 0d 83 1a b5 b3 eb
1a fd 3d 55 bf cc €9 d1 50 fb 9e 61 Oc ce 1a 34 c2

Data Ascii: K@mk.!42boESI>c*![Pi?C?.vuF+zYAny9I>5}d{0[5Y 04xS>UtsH/{Izcv[ Q{23#TFt#%C " 5rU%PNR=UPa4

Data Raw: 62 c9 c5 89 97 80 4d 89 5d 35 67 50 bd c¢5 67 dc d0 01 d3 69 7d 15 12 b3 96 4a 86 70 ca eb 15 4e 1c 3f 19 93
€2 40 7a 68 34 88 d9 Oe b7 39 07 34 e5 c2 f8 4c 43 el 67 b5 ab al e7 5f Ob 48 e3 fa a0 75 ¢3 61 d7 c4 c9 77 4c c7 57 36
94 1e 56 3f 68 6a 2a 0a 48 56 67 9d 6b 99 3b 31 d3 d3 08 42 8f 97 e2 35 26 €8 9b 65 77 cc 1d 81 03 0f 01 22 24 b0 96 6d
49 47 7570 2c e5 ee 4d 1b bd fb 23 85 ed €9 a3 52 39 d3 2e a7 d7 eb f0 1c 7b al fa 43 fb ee ca 0d 58 9a 71 a4 a5 2b 2e
8f 9b e2 d4 a5 e8 50 fc f7 14 a5 94 20 2a ea 46 b3 88 ae Oa 8d 3a d0 bd 42 37 a8 4f b7 0d 67 f7 a6 78 5e c5 b6 el dd bd
ac 1f 50 49 cb 23 f0 a2 16 ¢6 70 ab 02 5e 2a 1f a0 c8 19 ad e8 36 d3 9f 22 75 8e 8d Ob 14 e9 e6 34 34 ea 6f 5b 59 8d 42
17 60 15 4b 14 95 ca 5e 9f 1e 83 20 4d 05 1f 2a 18 95 5e

Data Ascii: bM]5gPgi}JpN?@zh494L.Cg_HuawLW6V?hj*HVgk;1B5&ew"$mIGup,M#R9.{CXq+.P *F:B70gx"Pl#p"*6"ud44o
[YB KA M*»

Data Raw: 26 78 20 b7 df 54 e8 9b 4d be 3e ee e2 5f 61 45 dO ca 54 5a d5 49 ae fa d8 54 9f 35 d1 38 d9 6b e7 49 7b d1
99 4e a0 87 ca d1 26 ca 86 35 ca 87 9a 77 04 17 b8 dc d9 2b 47 cd e6 6f df 67 a7 48 20 ff b5 69 c3 93 6d 44 5d 3e b4 f2
83 06 50 ee d6 97 62 37 6b 11 df 38 99 f4 6d f6 7c f6 9b 4e 71 90 63 3c 4a 54 ec dc b5 c9 05 6¢ 4d 92 4e 96 d2 15 20 5a
3a 87 e9 af 1b 20 04 d8 d0 ef 29 c8 eb 7c a4 d0 81 bd 9e 86 0a 30 88 18 28 ed 2f 75 33 36 f2 b5 db d8 4b 85 42 59 19 bf
3f 78 f0 1f b2 52 3f 56 38 78 04 44 24 d8 22 83 ae a4 00 fa 12 27 76 53 99 68 85 14 cc 05 17 04 12 85 c6 e2 f0 04 22 a9
94 93 a7 d1 32 50 88 0a 8d ce 10 08 15 07 14 22 41 df 37 08 23 15 2c 2c 1a 80 79 46 db 7c Ob e6 2e 8c 48 76 92 3e 44
64 24 e5 19 d2 70 5a 88 cc d4 a2 22 94 53 66 77 e5 9b 93 9f

Data Ascii: & TM>_aETZIT58kI{N&5w+GogH imD]>Pb7k8m|Ngc<JTIMN Z: )|0(/u36KBY ?xR?V8xD$"vSh"2P"AT#,,y
F|.Hv>Dd$pZ"Sfw

Data Raw: 4f 79 85 eb 68 d6 b1 db f4 2b 93 50 05 61 45 83 f0 7 9¢ 67 16 c1 39 e7 a6 b8 dO c2 Ob ce a7 89 a2 45 86 84 fO
18 a0 e4 e4 79 24 9a a0 4a c4 c2 94 f4 e7 e6 14 90 56 66 9d 60 ec 00 f0 5f e2 88 b0 92 da 9a cb 57 be 9e cb c1 59 52 f4
09 92 4b eb €3 0b 60 6e d4 81 fa 7d al a4 e4 d7 27 00 al 9c 64 fb fc 4c 28 d7 10 4b 73 fa 51 fe 1e 34 6d 47 34 35 76 el
c0 e8 c4 75 83 {7 ff 2c 53 39 79 88 e5 2d €9 73 87 b1 fe 77 2d a3 87 95 ac 2 fe b8 97 fd bf d6 9c fb a5 be 6d 53 04 7f db
d8 bd b9 87 dc 72 83 37 7f 6e 3d 78 b3 c4 7a 7f cb df b6 €9 c4 cb ee fc 64 fb 6f b6 3f ba 63 €9 ee fe bb b7 df 7f 92 47 ec b¢
7d e2 55 a9 8b 67 66 67 3b ca 07 ea b7 9a 2b 9 39 6a 83 39 fa b7 d2 bf 4e 5f 77 e8 a5 7b 71 f2 7d 3f 2d f7 7a ba be 57
6a ed 2e a4 fc 5b b8 55 17 67 78 ad cd 6b 9b

Data Ascii: Oyh+PaEg9Ey$JIVF_WYRK n}'dL(KsQ4mG45vu,S9y-sw-mSr7n=xzdo?cG}Ugfg;+9j9N_w{q}?-zWj.[Ugxk
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:01 UTC 1178 IN Data Raw: 11 12 d8 83 93 e3 9c 5f d0 62 83 5b 84 71 ¢3 03 51 41 5f 22 ed b1 0f 40 e8 6e 6b 79 fb 60 98 d7 2c a0 71 9f b5
a9 d1 a0 bf 9c bf 1d 6e 51 00 1c 81 13 fb 6d ed 30 67 38 5d c9 30 62 18 65 4c 57 cf 35 c1 db fb 5b 85 88 ee 46 44 76 2f 53
90 fb 55 2f 80 f0 a0 5¢ 74 0f 03 b5 d7 Oc 50 0b aa 39 5b f8 08 63 3a 56 9c cb c7 6¢ d7 86 23 f2 {8 93 7e 86 e8 b2 79 21 02
86 0a c8 c0 2d d4 82 03 0f 01 22 24 b0 8b cf 12 fc ¢9 09 bc 28 02 a3 5b ¢5 5e 32 b9 17 25 72 7d 6f d9 ab 82 38 06 c8 c3
7883 61 58 12 9b 28 aa 9c ¢5 52 31 7d 60 6d 88 d2 40 31 2a 83 e6 68 66 55 6f 76 c9 63 11 8b 97 59 e0 af 9f d3 9e 7d 7d
aa 5f b3 b5 04 39 d6 28 0a 87 e3 8f 41 47 94 13 bd 6d ca 50 db f1 33 0f a6 ab 9e 26 ec 0d d4 7 d4 af d8 e4 7d 4b ac 4b
3c 48 36 55 3e 3e a3 d8 7d e0 55 da 08 d9 29 2b
Data Ascii: _b[gQA_"@nky",qnQm0g8]0beLW5[FDv/SUNtPI[c:VI#~y!-"$([2%r}o8xaX(R1} m@1*hfUovcY}} 9(AGm
P3&JKK<HBU>>}U)+

2021-12-02 23:54:01 UTC 1179 IN Data Raw: dO 7a 55 41 55 5b Oc d4 58 6d dd 73 9e 71 a3 d3 06 ff 51 e0 4f 84 b0 b9 92 4c 2d 1f 01 fe ca e2 d6 6a 11 cc b4
d2 d6 46 e8 4d 7a 50 1f Of e0 33 11 75 c6 f8 c9 8e fO 7c €9 80 e6 el 8f 02 ff ef 78 64 d4 ba 50 6¢ 7e 53 4b 03 1e 36 6b cb
39 db 9e b6 f5 90 36 6b 49 7e 97 d8 55 00 85 dd 87 52 f4 b5 1e 5b dd f6 18 c4 98 2¢ 85 d5 9c 26 93 67 78 90 cf f9 f4 aa d8
85 e7 7a 01 25 2 1f 5f 83 Oc ec 3a 00 a9 5e 8e 8a 27 74 18 30 61 c1 86 03 17 1e 7c 14 24 ed 4f 4e 71 4b 4a 92 5f a4 Oa
69 28 49 57 06 7d 56 50 77 fa b1 81 d4 d8 f8 32 b9 a0 f8 94 3c c8 a7 40 85 96 22 74 14 53 a2 b2 14 4f a0 e6 6f 45 05 54
359a 61 ba ce 73 a7 76 2c 6a 98 3c 9d €8 02 03 26 2c d8 70 e0 c2 4b fc 6e 98 33 48 16 94 64 c1 e4 75 4d 57 f1 64 41 c7
2849 27 a3 92 5e 7b d2 ef dc e5 3c e0 c9 82 Oe
Data Ascii: ZUAU[XmsqQOL-jFMzP3u|xdPI~SK6k96kI~UR[,&gxz%_:t0a|$ONqKJI_i(IW}VPw2<@"tSOoET5asV,j<&,pK
n3HduMWdA(I"<

2021-12-02 23:54:01 UTC 1180 IN Data Raw: 46 eb ff 4b fb 62 fb 17 a0 a9 a8 b5 5¢ 1e ac 25 48 b8 6d 7b 56 85 6a 37 5d be el 5a ca ed 6a 15 db df cd 08 7e
5d 99 73 7d Ob 95 71 4b de b5 ab {7 fc 94 4f 4f 37 67 51 9e f7 cc 9b 5f 2c db a8 8f ff af 2f da c9 b5 d7 e0 ba ed e2 7b a5 ba
7 5¢ 1f 20 15 50 fa eb 24 3d dc cb ff 88 fb 03 c9 82 14 f9 d7 20 db 5e a8 99 7c 5¢ 04 39 76 a7 46 ff b9 df 7e d8 86 6e 6a
92 d9 86 92 28 2c 18 9a d9 f4 48 35 36 f0 be bb ff 4e f5 a3 29 42 ff 77 aa 94 93 b4 bb 29 c9 €9 99 3d 1b ca f8 d8 33 62 2f
79 a7 ba 8b 2b 2e 59 55 3b 7c 80 04 {7 f7 45 e4 39 77 5f 34 38 a2 54 26 63 b3 ec 8e b6 €8 20 f9 ee e7 d1 0d 2f 27 6d 93
58 bd c7 6d 37 48 83 83 d7 12 c2 60 af 9c e4 2a 7c 79 1c 4c ba 09 66 dc 57 c¢7 b7 7f 02 23 76 d5 d9 77 0d 62 fO 7b 42 5d
a6 de 14 3f 00 4d 48 b2 7e f6 fa 89 0d 17
Data Ascii: FKb\%Hm{Vj7]Zj~]s}qKkO07gQ_,{\ P$= ~\9vF~nj(,H56N)Bw)=3b/y+.YU;|[E9w_48T&c /'mXm7H*|yLf
WiHvwb{B]?MH~

2021-12-02 23:54:01 UTC 1182 IN Data Raw: bd fd 98 3d a3 9e 99 85 e7 0d 75 Of fc 67 bf 68 al 73 c0 4f 51 87 c6 bb 56 bf b9 65 3c 7f 22 2c ed cd f0 f5 8c c1
eb 44 75 9d a8 3b d8 aa 99 b2 82 f3 47 08 f8 €9 47 2a 15 01 4b 71 d8 63 10 fe 2e a7 58 99 8a 08 4c 95 b9 1f 33 00 91 12
3e 9f e0 69 58 fd ac 23 72 e2 bb 4b 97 a2 a4 23 27 d3 65 da 53 ¢3 58 b7 18 29 83 d0 a0 c8 c7 cf ea a3 98 ca fc d5 34 33
9f 0d 3f 1f Ob d7 c1 fb 08 49 65 81 05 cb 88 b5 5f 8b 59 58 cb a5 18 7a e2 06 1a 1b c5 fe cf 49 bc 37 ec 25 c4 8a 7 2f 17
e7 4a 7f df e4 75 13 f1 2e b7 3c a6 b4 ea 23 6a 90 b5 b5 49 74 d3 9e cf 5d 09 97 b7 57 95 77 09 eb 66 cO f5 15 63 38 97
96 d4 05 24 4e 69 4a 36 7f 50 a0 64 1c c9 72 f7 bl a0 39 5e 7 1b 29 29 17 2d ¢2 18 57 2f 90 57 c8 ab b8 d0 ed cc e8 fe bf
32 9e 09 18 2f ea d9 19 6f 61 7b 7c 30 38 €8
Data Ascii: =ughsOQVe<",Du;GG*Kqc.XL3>iX#rK#'eSX)43?le_YXzI7%/Ju.<#jlt]Wwfc8$NiJ6Pdron))-W/W2/o0a{|08

2021-12-02 23:54:01 UTC 1183 IN Data Raw: fe 75 f8 7e de be 22 6b ab 88 3f 4d 18 c3 dd 65 46 6¢c 97 50 46 87 84 37 af 7e Oa 1a d4 e4 ed 1a bb Oe bd 74
5b 11 b7 f1 €0 9d c1 6b cb c9 bb 0f d1 1b e3 d1 ba 96 1c 56 c7 2b a9 c¢3 d6 15 cd cd 96 83 b8 35 38 1e 1f c2 77 fO 1le 9f 1a
f8 43 e5 ¢3 27 ec €9 bb 9e 3d d1 b7 99 af e6 e2 54 ab f1 61 09 8b a9 2d ¢3 67 42 ba 25 1c 9c a3 3d a8 31 9f 739 22 17
€890 51 be 1c f8 ae 2e 57 2c ea 6b 9e 65 d1 c5 2c 2a 19 e6 66 ab b0 d1 82 f3 82 cb 82 eb 82 3b a6 df db f1 46 b9 52 82
6 16 cf 26 61 7e c0 6559 78 1e 94 1b 25 84 1e 54 92 45 c4 2d cc c0 22 e4 61 3b 78 59 15 e7 f1 bc 52 47 f6 20 09 9b da
ea 12 ¢3 6558 21 b0 c0 04 41 ¢3 43 42 57 Oc 57 98 e8 dc 6¢ 53 fb 7e eb 7d 84 c8 49 7f a3 6d 88 69 cc 3c 37 43 81 09 Oe
04 0f 10 12 1d 03 Oc d2 b4 34 3a 9b Ob ad 05 0a 54 ac
Data Ascii: u~"k?MeFIPF7~t[kV+58wC'=Ta-gB%=1s"Q.W,ke,*f;FR&a~eYX%TE-"a;xYRG eX!ACBWWIS~}Imi<7C4:T

2021-12-02 23:54:01 UTC 1184 IN Data Raw: 28 38 e0 84 33 1e 78 2 85 37 34 02 08 24 88 60 8 84 c2 67 3e 02 84 84 21 46 42 24 52 a2 38 cf ea 82 7f 9c
9e 9f 21 9a 85 14 92 a5 ca 94 65 11 95 5¢ 4b 2¢ b5 cc 72 79 4a 95 d1 2b 57 a9 4a 9d 7a 0d 8¢ 9a 9c f5 97 73 9e fa c9 31
bf b9 e5 77 b7 fd ed 5 e0 el 8d 95 2e 79 66 cc db 21 c0 8c 27 be 3 fd ec 83 e7 5e e9 1f 00 be b5 ca 65 3f d8 ef 80 1f 11
41183418004 1947 dc 71 c1 15 37 fc f1 ¢1 17 3f a8 84 c0 86 01 13 2e 2c ee €3 10 41 38 22 16 20 63 1le 15 e2 88 21
96 04 72 e2 25 4a 92 21 8d 52 3a 8d 1c 8b a9 a5 d0 2a 92 af 40 b1 42 0f e8 d4 aa 66 50 a3 d1 Oa 26 3c 4a 86 88 90 60 c4
b0 6b ae bb ba 02 28 be 88 €0 68 ae 5e 0a 18 10 cf 03 f1 14 10 4f 7d 9f 08 65 Of Oa 10 4f 01 34 97 82 1c da d8 35 50 bd
€6 8¢ 33 74 ¢5 d6 d9 1b 16 5c b3 11 d4 db 7a fa 37 2f
Data Ascii: (83x74$ g>!IFBSR8!e\K,ryJ+WJzslw.yfl""e?AAGq7?2.,A8" c!r%J!R:*@BfP&<J k(h"O}eO45P3t\z7/

2021-12-02 23:54:01 UTC 1188 IN Data Raw: ab 2a 02 42 be 16 45 a9 e7 e6 0d ae 78 04 2b 73 bd ca b5 64 80 65 e9 dd d0 02 bc 61 74 c9 36 02 d5 22 8d af
95 6e 31 4d df 90 22 04 28 7e 3 32 0d a2 c2 48 a4 a8 ca 1d 8c 41 00 b4 7e d9 a2 a5 e7 66 96 a2 aa d2 40 Oe ff 60 8e 05
74 c0 b4 6b dc e3 89 4c a4 51 aa4b a8 el Oc 17 52 17 f5 a9 24 8b b9 c7 8d 1e f3 91 {7 16 5d 36 36 aa 9d 34 02 03 4e 62
da aa a6 82 91 09 5e 55 12 5¢ 59 bc dc b4 96 03 4e 95 76 ae 48 ed f2 9f 73 4f 0d 23 55 89 8b d3 85 ea 14 10 52 17 15 17
2f1b 1b 4a 23 89 38 ¢7 a9 ad cc fe e4 90 a2 cb 81 53 e0 6¢ 68 5e 42 db 08 de 51 a2 d9 c0 3d d4 c1 48 43 3f 71 8d 29 36
9b 3a c1 50 f7 48 a8 5a 39 51 af d0 4f 0a 0d f5 02 03 b6 48 33 6b 19 d5 ca 36 7c 45 a0 5b f9 98 €9 64 71 52 25 40 ad 83
a8 29 fb ee c3 bf 12 64 da dc 9¢ 81 20 33 11 aa 12 bb 3d
Data Ascii: *BEx+sdeat6"n1M"(~2HA~f@ tkLQKR$]664Nb U\YNvHsO#UR/J#8SIh"BQ=HC?q)6:PHZ9QOH3k6
|E[dgR%@)d 3=

2021-12-02 23:54:01 UTC 1189 IN Data Raw: 35 1b 25 4c Ob 19 a7 e5 d9 83 Oc df cc 5f 2¢ 24 6a 65 bc 22 4a le fa f8 4e cf 84 aa 81 af 82 f8 14 09 6¢ e6 83
08 96 0d 8a e3 8a 71 fO af 4a b3 a8 al 82 ef 31 42 03 55 ea f1 4b a0 95 30 4d fc ad Oc f1 34 41 56 03 c1 bd al el 5f 44 c8
82 le 2c 48 6a 41 8a 85 91 ac b8 b8 8 96 20 96 32 94 2c e2 80 e3 a0 1d 7d 45 ¢3 93 29 cd 2c e4 f7 32 b0 56 cd 69 b9 68
e8 58 b4 5c d4 5f ee fb d5 c6 c4 4e e0 b2 a5 30 b9 22 b5 17 05 48 af 83 46 b2 b9 8f 2e 26 91 6f 6d b0 8 15 17 ab 35 f4 5f
ef b8 16 52 99 44 be 43 da 7b 27 01 52 Oc bd f9 cd 25 c1 cb a6 28 b2 b7 4d b3 23 d2 b7 a7 be 47 fd 79 ea ed 66 73 5a db
09 7¢ 50 24 b1 88 9c a7 d3 38 al 54 8c 24 2a 45 89 c0 11 7e 6¢ bf 75 41 4a e3 5a fa 44 8d fc 9¢ 2b 55 eb d0 a2 e5 39 2d
3f 3a 7a 81 ab de 8f de af 86 15 bc 08 f5 54 cd
Data Ascii: 5%L_,$je"INIqJIBUKOM4AV_D,HjA 2 ,}E),2VihX\_NO"HF.&om5_RDC{R%(M#GyfsZ|P$8T$*E~IUAIZD+U9-
?:zT

2021-12-02 23:54:01 UTC 1190 IN Data Raw: b1 84 7e 3d 49 ea 9c 2c 9b 66 f3 64 62 ¢8 17 9¢ 89 a4 56 a5 26 5d df 5¢c ee 74 ¢8 e0 b7 db 1b 0f dd 74 43 bd
a0 65 8f Oc 41 90 al 40 af 94 6b al ae 91 79 15 07 2b 1f 75 9e 8c 6a 47 07 62 a4 f8 01 22 7f e2 a7 2c ec 78 b1 7b c9 6a
27 4c Te ef 45 f6 b2 0d 56 09 82 be 4e a2 4f db 31 €9 a9 14 fa 12 ce ad dc 6b 09 8f 3e f9 36 6f Oc b7 09 c0 98 6¢ 22 b9 7f
59 c2 df e7 07 e3 71 cf 66 da 1f 04 7f 75 9f 52 4f b2 c4 5a 14 32 d4 6a 41 f0 89 09 al 25 2e d3 ed 9c da e7 36 c5 df a7 88
€8 36 59 3d 40 30 8c 45 6¢ 50 26 d7 16 ec 38 ee 2b 1c 43 85 8a 75 11 20 a2 d3 89 e0 55 07 14 4b 13 5¢ 48 99 7c d8 e6
85 d2 ad 64 a0 82 el 56 64 45 c8 2b 42 a2 f4 e6 77 07 68 56 72 d3 cf a5 12 8a 57 4b 76 4b c8 b7 b9 f1 aa 88 70 2d 8 9
4c 77 Of d6 41 e9 e7 57 31 b6 e8 4b 74 76 e3 70 a7 41
Data Ascii: ~=I,fdbV&]\ttCeA@ky+ujGb" x{j'L~EVNO1k>60l"YqfuROZ2jA%.66Y=@O0EIP&8+Cu UK\H|dVdE+BwhVrWKvKp-
LWAW1KtvpA
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:01 UTC 1192 IN Data Raw: 58 51 7c c4 5e d7 ad 1a f7 22 1a 71 89 61 2b 82 8f 2a 14 ce de 95 c4 90 Oe 80 73 df 41 48 72 60 d2 1b 8a 4c
381319 7c eb c4 a6 7c 2d 2b a8 fe ef 65 b5 28 5¢c 48 06 4e cc d7 al 79 d9 7c 7a 8a 53 Ob 7c 55 48 14 87 a3 32 ab ae a7
c9 ed 00 34 25 b0 c4 ed b2 a4 ce a8 4d d4 59 Oc 65 b4 21 6d e6 43 20 4c a2 Ob 60 e6 3f cb 03 b7 da 3f b7 6a 55 db 0a 9c
52 25 89 8f fb 7e f2 29 c6 bd 27 18 Oc 6e 6¢ ea 8e 5a 77 c3 61 88 be 2b 44 81 ea 62 36 79 52 ff 52 ce fa 37 1b 78 ee d3
20 6f 62 45 7b dc 78 ad 47 50 5d 51 5d 31 26 3 04 bc 4a 3e e2 53 b5 d3 1c f6 2e 5a 83 ae f1 87 a7 1f f0 31 82 25 b2 e5
9335 35 66 bd af 4f 56 57 11 2f 1f 14 d9 10 a7 c7 d5 38 a4 8c aa 23 e4 2f e6 68 f8 41 f2 21 70 88 Oc 4c 94 c9 c2 c6 61 97
3f cb 5a 8f a6 40 ca c7 98 70 75 65 6d 35 b5 fd Oe 67
Data Ascii: XQ|""ga+*sAHr L8||-+e(\HNy|zS|UH24%MYe!mC L' ??jUR%~)'nIZwa+Db6yRR7x 0bE{xGP]Q]1&J>S.Z1%5
5fOVW/8#/hAlpLa?Z@puem5g

2021-12-02 23:54:01 UTC 1193 IN Data Raw: 8c c1 37 36 bc ec 42 80 9f dO f8 6d 23 29 4c a0 ff 2d 94 3f d0 0a 62 7a fb 2b 79 6f 6b 40 7c 17 al 48 fc 8e e4
4c c9 96 ff b0 ba 45 6¢ 8d 77 22 4e c9 ae 5a €6 9e 58 80 ae 94 9b b4 5 1c bd 37 al a8 a0 69 9a b8 06 65 90 71 54 25 b8
78 71 f1 c3 24 fc 8b 1a eb af a5 7d 59 ba 26 6f 63 4f c2 6e 6¢ 6a d3 ba 2b 01 59 85 8b d6 49 e5 cf 07 45 1a 7d 58 2d ad
b7 dd 00 37 3c 9a b6 7a 83 c5 58 27 d3 04 d4 22 ae af 1d aa 27 27 fa 6a 74 82 28 66 4a c1 fe 3c 18 a6 11 de f0 07 36 7d
3 66 fa fe 28 88 1e 05 47 d7 82 b5 fb d9 Of 31 85 7f 13 a6 d8 3e 17 02 61 2e 34 10 31 b4 a9 bl da cf 23 e0 63 d2 56 7f 5b
a2 9d ef 9b 88 05 ea 1b d7 c0 36 63 59 fc b4 08 ba fO ad 93 21 cd 4e 3b €5 bb 22 €8 b3 a2 aa 75 02 ¢8 55 a0 40 17 bf 9d
e6 34 9f al c6 9e 87 4¢c 05 77 59 79 ea a2 93 df 4e
Data Ascii: 76Bm#)L-?bz+yok@|HLEIW"NZX7ieqT%xq$}Y &ocOnlj+YIE}X-7<zX""jt(fI<6}(G1>a.41#cV[6CY!IN;"u
U@4LwYyN

2021-12-02 23:54:01 UTC 1194 IN Data Raw: 5d f3 41 0b 02 61 da 21 32 95 6¢ fd be ea 17 1f 47 87 79 fd 4a ce €9 2b e4 80 fe b7 d7 41 21 85 7a aa dO d3 60
96 ff 45 95 bc 28 b2 84 b4 62 59 9d 06 85 aa 20 7f 40 2a 96 62 7a b3 e2 d7 33 df df bb b6 93 23 f7 bl 6a 38 82 b3 27 2e
a5 ¢5 70 Oe 61 dO Oa 72 df 56 fe f4 9f 45 2b c5 9a fb 64 c¢3 db 1f b0 Of ff 22 f3 ¢1 19 91 78 Ob c2 91 69 22 8a ca 25 a5 7e
alcc 1272 6af8 f1 07 78 82 03 10 95 f1 ec d5 d3 37 e7 9f 8b bc 26 7e 14 1d a5 76 ad 15 4d a2 02 85 36 ae ba 48 50 46
d3 6e e9 c5 53 df 9e 3 65 aa 40 cb d8 64 30 51 87 2a 31 c1 ed 0f c4 44 ef 20 5¢c ae el 1d 91 78 Oe e5 72 Oc 73 6¢ 78 20
9f 22 f8 64 1d ad a4 3e c3 bb 0b 65 c8 54 08 ac 87 a5 e7 ed c5 24 2e a7 ff 02 8f 7f a4 9f c3 2d 66 ec ba d9 08 8f 3f c9 el
ee 4d b2 d9 e3 47 60 ee 93 89 5f ce d3 79 7a 06
Data Ascii: JAal2IGyJ+Alz’ E(bY @*bz3#8'.parVE+d"xi"%~rjx7&~-vM6HPFnSe@d0Q*1D \xrsIx "d>eT$.-f2MG"_yz

2021-12-02 23:54:01 UTC 1196 IN Data Raw: 1b 1c dd 7d 96 db 6a 2a 23 e5 fe ef 44 12 ee 77 7b 94 db 92 0a 13 52 13 b4 e9 d2 f5 90 52 1d 26 2f b1 42 0d
db 4d e2 08 fd af 97 Ob 71 b6 4a 7f f0 6a 71 50 bc 13 1e ef 85 84 1f 30 d0 92 28 37 6a dc d8 de 33 61 c5 d1 49 63 57 87
75 43 3c 62 da dO d1 3d 65 09 48 63 55 86 bb 53 75 14 79 64 93 3d 95 b6 6d a9 a9 77 de 9a 4e 6d b2 6¢ 13 56 7c f5 3d
a0 2d 09 d1 6¢ 92 60 d5 75 b9 d0 bb 85 cf 74 ch 9b 87 37 9e 32 fa 53 74 89 d2 1f 95 69 55 88 20 29 54 98 f0 06 cf c7 a7
e2 5e 6d 58 67 75 e3 6d 02 8d a7 c7 82 b7 8b c¢7 dc c0 2b 9d 88 f5 2¢ 77 60 96 94 cc 53 eb 30 ea e2 75 7e 82 22 ee dc 2d
d4 86 3d 36 b9 9f df 27 ac 2a fe f9 d0 86 ed 30 f7 a3 81 fb a6 6e 3e 03 02 f9 20 d4 16 02 al e6 bc 75 16 34 4d 09 86 83 ad
6b 94 78 fe de f5 b7 e4 56 e6 da f6 b6 09 37 1c 79 f7 26
Data Ascii: }j*#DwW{RR&BMqJjqP0(7j3alcWuC<b=eHcUSuyd=mwNmIV|=-I"ut72StiU ) T"mXgum+,w SOu~"-=6*0n> u
AMKXV7y&

2021-12-02 23:54:01 UTC 1197 IN Data Raw: 73 ¢3 69 99 42 d8 f2 95 e3 34 cd 6a 15 04 c6 92 78 1d a4 7e 80 37 dc 2c 3 89 bf 29 €9 97 73 d8 81 55 9b 20
4562 dc d9 f3 b3 69 12 b4 2a 5b 01 ¢8 81 60 79 55 3d 03 c0 22 79 ed 30 e1 3b 7b 70 5c 59 cb 49 a4 15 Oe 05 88 d1 13
95 4f 75 ab ca e2 d0 d6 Ob 6f 4c 27 95 4e 6a 0d 48 47 22 67 6f e7 7e af a7 24 e7 14 ba 15 50 cc 5¢ 9e 8f 58 95 0a a3 17
0 c9 19 44 52 90 30 54 18 68 ba €0 el ae 44 85 42 bb ca ca al da 98 57 49 f2 26 96 2d d7 d3 1a 41 51 01 56 18 42 90
ec 00 0d 31 1c 0a a4 10 44 25 10 20 Oc 43 24 a7 af d9 13 ae 4e 12 b8 42 b5 d8 f0 7b 8¢ 68 a9 16 b5 3d c1 4c 70 5¢ 1f 95
c9 a8 ea c2 56 dd 59 f5 e6 0a 03 cf b5 95 72 77 47 96 29 d0 ea c1 2a b7 2e 93 5e 37 ca d4 35 05 51 17 dc 81 a9 df fd ¢6
7b 18 d5 d9 25 1e d8 29 5a a7 fb 90 86 be 11 19 0a e dc 6d 81
Data Ascii: siB4jx~7,)sU Ebi*['yU="y0;{p\YIOuoL'NjHG"go~$P\XDROThDBWI&-AQVB1D% C$NB{h=Lp\VYrwG)*.A75
Q{%)Zm

2021-12-02 23:54:01 UTC 1198 IN Data Raw: 0f 31 e5 5f €9 12 07 8d ae 7c de 72 9b 1a aa 6e ad b3 b6 15 87 cd 47 5d b2 41 8b 86 70 53 4e 45 03 7e 26 f5
7f 5a 08 45 bd 4d 0f 70 dc f9 18 35 1b 72 2¢ 16 fd 58 95 8d 3e 20 da f4 79 1e 40 ee Oa 7d 60 f6 89 €9 67 84 7b al 76 e4
b6 53 ed el el 80 3f 5e 60 49 85 6b 2b 73 Oe el b8 fb a8 22 7c 47 aa cf ac 2f 15 16 b4 fc dc 6f 39 9f e3 73 83 2c eb 7d 99
3fe0 75 1e cb f9 bf d4 6f 08 90 96 ae 33 ff 3e e0 b2 de 97 ¢5 d2 c4 92 10 18 bl al 22 9c 66 be 6e 12 c5 47 f9 f5 e8 7d 5d
c0 d7 f5 6e 50 73 15 9c 5b ff b9 4c 2f 77 bb 92 8f 46 ¢3 61 b9 11 82 06 28 al dc ed c9 7c el 1f 1a 1d 8a 11 Oe 27 9d 9d 7
c132 54 da 08 6e a0 d9 67 Oa bb e4 0Oe 8b 3c 2d 00 71 00 cb 6e 06 f3 70 7b c¢3 8¢ 15 d9 7 2f 66 04 b6 73 66 19 f6 c1 7d
f2 6¢c bl 40 af 30 52 32 6 5d a5 91 d9 28 16 40
Data Ascii: 1_|rnG]JApSNE~&ZEMp5r,X> y@} g{vS?” Ik+s"|G/09s,}?u03>"fnG}nPs[L/wFa(|' 2Tng<-qnp{/fsfl @OR2](@

2021-12-02 23:54:01 UTC 1199 IN Data Raw: c4 6f 4b 54 92 bb 24 cf 4a 8d d2 07 a4 Ob 32 ae ec 36 d9 b3 b2 b3 2 b4 7c 52 be 5d 3e 27 bf 20 ff 56 51 a9 50
29 22 8a 15 8a 5b 15 8f 2b fe 51 96 29 87 95 97 95 bf ab 88 2a 95 0a 51 b5 a8 56 a8 5e 55 d3 d5 26 75 b5 fa 66 f5 ac fa
3d f5 97 ea ff af a9 d0 f8 35 63 9a 7b 34 07 35 9f 69 fe d4 ca b4 11 ed a0 76 9b 76 8f f6 19 ed 4b db 17 21 1d 5f b7 43 6f
d6 3f62 b0 1a 36 19 76 1b 4e 1a ce 19 fe 35 f2 8¢ 2e 63 a7 71 93 71 af f1 77 53 b1 a9 df f4 9b 9 7d 4b 87 €5 79 eb 98 8d
6c db 6e 7b c3 5e 65 97 d8 bd 6 36 fb 4a fb ad f6 47 ec 87 ed 67 ed 1f db 6f 38 14 8e ac e3 59 07 09 fd 6 31 fb de 45 f6
fd 7e b7 bf 45 71 91 e2 26 5 8b 14 6f 3d 16 6f 7 3e 7b 6¢ 45 €0 7f ¢3 68 5c 5a 49 34 08 bb 00 30 1b ¢ dc ed bb dd c7 00
f7 1c 85 df 21 cf cc fd 13 f6 57 40 c2 cd
Data Ascii: 0KT$J26|R]>' VQP)"[+Q)*QVAU&Uf=5¢{45iwK!_Co?b6VN5.cqqwS}Kyln{"e6JGgo8Y1E~Eq&o=0>{IEn\ZI
40W@

2021-12-02 23:54:01 UTC 1201 IN Data Raw: 5d 90 2b 74 10 b5 c3 36 43 4c 9b cd 4e c7 9e a6 a5 Oc d9 Oe 0 56 77 31 79 a6 8d d0 4c 48 aa 8a 76 4d 4 8d
37 46 5 9b 0b b5 42 96 ff 73 81 31 32 25 23 ea 28 16 df €5 0 b5 a3 {6 82 11 94 19 3f e7 64 92 7b bl Of 22 14 4e 58 97 48
85 74 36 1a ff 27 7c f7 73 47 27 84 0d 3c 5e 20 16 2a 31 90 27 69 bb 3 93 b5 b1 cc 67 c0 43 36 33 13 8f 0a c2 16 5¢ 40
€9 3f a2 05 36 58 1b 8d bf 8e 9c 6f ea 6¢ 5b ce el cl 2f 6¢ 32 23 75 b6 e9 bf 70 62 e4 3b 87 36 ¢3 5b 3b 80 9f 95 ed Oe ff
7f be 62 88 37 el cO 6 31 66 25 47 42 b3 70 6e d8 65 6d c8 8d 5 21 38 c5 85 88 81 ¢8 22 f4 2d b6 ba 01 93 89 €7 €9 35
a2 a4 ab 8d 5¢ 04 3d 3¢ 14 45 80 ea 8 55 33 a9 99 69 8d 87 db 23 a6 64 26 07 a6 15 54 d5 ad 73 31 bc 78 9e aa fb 2f 29
b8 1d 48 17 05 b9 5d 11 be 58 2a 5¢ 70 2d 5d 3f d9
Data Ascii: [+{6CLNVW1yLHVM7FBs1296#(?d{"NXHI6'|sG'<" *1'igC63\@?6Xol[/124upb;6[;b71f%GBpnem!8"-5\=<E
UBi#d&TSIx)H]XH\p-]?

2021-12-02 23:54:01 UTC 1202 IN Data Raw: 5a b5 dd 7f 39 1f ¢2 42 bd ac bd e4 93 e3 db de 79 a4 0d c1 64 fd 92 8c 23 71 be 22 cd bf 79 3f 5a 67 5c 67 6e
d3 ca 37 a5 8f 38 28 ef 5b 80 ac 1f ed d8 57 e2 7f 37 b6 fO 4f b6 45 1c 19 58 7b 40 ba 9e 60 f1 25 3¢ 39 e6 c1 a3 49 b8 0d
1 36 f8 e4 79 32 eb 31 f8 f3 d4 da 27 db 40 52 d1 dc da 91 ce 7d 41 f0 00 df 24 d6 2c b5 14 b9 ba 1b fb 60 ad 10 c3 c5 97
ea e6 6b 92 6f 7b fe 04 49 2d 52 7f 23 7b 19 e6 a9 4a 8d d2 7c €9 6c¢ f1 dO 7e 68 14 69 bb 9b cO 7e 00 a4 9c 3d a5 90 4b
ch 64 6¢ e9 cf cO e7 d7 26 24 82 63 55 ea e4 5b 9¢ 92 0d Of 8f 68 fO0 71 84 23 84 €8 f9 8 90 bd 97 12 ca c1 f4 47 c6 c5 9a
50 89 €9 a8 5d 9d 49 3a 9a 84 5f ad 06 8a 90 2c e6 86 d5 a0 81 14 ff c3 9e 9b 6a 4f 6f 68 43 Of 65 11 fc 97 b4 26 54 ec 90
fc Oc 9f c8 e7 fc 70 d1 9f 60 d3 00 ef 65
Data Ascii: Z9Byd#q"y?Zg\gn78([W7OEX{@ %<9I6y21' @R}AS$, ko{I-R#{J|I~hi~=KdI&$cU[hg#GP]I:_,jOohCe&Tp'e
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:01 UTC 1203 IN Data Raw: 08 aa 5b d9 de 5a 00 32 5¢c 20 41 39 ab 6a 11 42 60 75 6e 8f ae 38 71 ec d1 13 de 34 1c d5 53 cd d7 e5 b4 af
5d 31 7b fc bf f7 50 75 c2 d1 fa b8 ce f7 63 8b 07 a2 a7 22 91 7b b4 Ob 5d d2 ee 56 04 92 27 4b 22 23 2e 72 53 65 99 d1
b0 cc 65 aa 43 ee 90 c0 a0 ad ff c1 c4 ae 5e 53 19 dO 4 f8 1c d1 d7 e5 6d 00 70 73 66 21 c9 ae 54 7f 39 bb c8 23 53 47 2f
ff 87 e6 f1 37 1d bf d3 fa ac 5a af 8e el c3 dd df b5 87 af fe 6a 5a 71 b9 a2 8e el 8a ff 65 fa 5f a7 8d ea 9d 14 04 87 39 b2
73 45 57 d9 d8 dc 2c 26 cb 2e 2c 42 3c 38 7b ed b2 6b 3a c1 8c 7c b2 2b c6 el 81 fc ec 95 {7 bd ad Ob 9d 67 4e 55 cf d6
43 df 01 33 50 Ob 6d b3 c4 aa b6 19 af 9a 8a cc 08 23 bb 86 66 d8 b5 59 €9 92 4a 2d 07 cb 65 a4 5f ¢3 81 44 59 bb 96 81
859 32 46 92 ed 52 7a 6b bd 78 4c de 6¢ 95 32
Data Ascii: [Z2\ A9jB un8g4S]1{Puc"{]V'K"#.rSeeC"SmpsfIT9#SG/7ZjZqe_9sEW,&.,B<8{k:|+gNUC3Pm#fYJ-e_DY
Y2FRzkxLI2

2021-12-02 23:54:01 UTC 1204 IN Data Raw: 01 88 33 d5 €9 78 d8 e4 46 2a d5 24 84 6a a8 Oc ef 41 6d 9c dc b1 66 36 ba 6d 2f eb 34 cc 31 29 34 65 d8 fO
b3 5a 6259 17 ac ba 81 93 c3 61 3a 77 3c 32 49 62 5¢ 56 31 64 fe 7e 15 12 79 ee b5 54 60 e5 d5 6b c9 ee 47 4d e2 1d
29 c9 bd b9 6a eb 32 6b 8e 80 ba 7c b2 2b c6 e0 fe fc 6¢c a8 77 db e6 85 e6 98 5e d5 bd f9 dO b7 41 1d ba Oe 3d 2f 54 a5
25 b8 e8 94 2a 72 e6 b7 8a 3c e3 8a dc 0a 4c b7 c7 2d 31 bf a8 c7 4f 9f d9 30 77 28 a7 Oe cc 61 84 2b 86 cd 22 ff 4b c5 c8
9f f8 2d 9e 29 88 ef 9d 29 a2 49 1d af b3 7e 43 5¢ 3f 57 7e 98 e2 cc el 54 2e 5d d0 fd Ob 58 a4 e3 e3 2d dd 26 7b 6b a5 f9
e8 1b e9 c7 76 84 c7 ef bf b4 c8 8f 62 4c el 76 65 03 7b 5f 24 bb d7 52 e0 47 ef 8b e4 df 5f 6a 7e e4 a9 €2 01 13 71 bd e7
cc 06 c8 61 31 20 a3 d7 a3 4f a4 47 95 50 ae ab ed
Data Ascii: 3xF*$jAmfém/41)4eZbYa:w<21b\V1d~yT kGM)j2k|+Iw A=/T%*r<L-100w(a+"K-))I~C\?W~T.]X-&{kvbLv
e{ $RG_j~gal OGP

2021-12-02 23:54:01 UTC 1206 IN Data Raw: 56 6d c3 51 ad 36 16 23 6f 6d f7 c3 al d9 99 b6 el a6 1b 0d 3b 75 3d 36 2a bd 5d ae ea c7 7a 64 c4 39 b8 14
b8 9c ec el 6¢ b8 08 1c e8 36 56 f2 b8 4e 7b dc 34 ff b2 ef cb e4 69 91 5¢c 64 47 53 a3 c3 2e 5a 55 18 74 09 8d d1 9e 98
6 97 b5 69 1c 4f a7 47 a8 f6 21 dd 11 8b 3e a2 97 e2 ce 38 65 90 92 1a 09 24 82 93 6f 74 fa 64 9a d2 d6 a0 9d ae e7 8d
884 61 37 4b ee ec c3 01 f2 83 c4 d5 b2 bb 69 3b ff d9 63 06 2f d1 03 e9 b4 4b 62 ad fd 33 1e 5e 2b 61 4f d7 05 6b b0 2f
47 al ca 47 69 cb aa eb b6 30 59 6e ed 11 5b b4 cf be 90 b8 88 9a 82 f3 14 66 8e 0f a9 85 1c 01 6b 42 a5 6¢ d8 9f 1f 78 3
de bf dO 0d 76 56 0Od ee 3f f4 33 b0 06 51 48 d8 67 99 4e ef 38 78 df c1 Oa a0 64 c4 94 ae 4a d0 Oe 78 b1 bf 0d ce 9c fe d4
ba 9f 58 26 83 64 b9 0d fc 20 6a 06 Oa 50 6d 9a
Data Ascii: VmQ6#om;u=6*]zd9I6VN{4i\dGS.ZUtiOG!>8e$otda7Ki;c/Kb3"+aOk/GGi0Yn[fkBIx?vV?3QHgN8xdJIxX&d jPm

2021-12-02 23:54:01 UTC 1207 IN Data Raw: 72 12 92 8f 5d 97 22 be 68 74 98 97 2f 8e f3 4c 28 f2 33 94 25 c1 ea e5 0d f3 4d cb 28 5d 2a ac ea 03 1c ad 25
35 96 e8 a4 45 91 77 53 1c 9d dO 06 fe 8f 22 8 19 2a bc 1f 81 22 cd 44 3¢ a9 a4 9 1f 96 cc dO fc 50 3b be 5d 28 80 86 62
€3 8¢ 3201 10 ¢1 37 ca d7 92 16 Of 4d b6 39 40 8c 5c 26 6b 66 49 €6 86 62 aa 14 53 b9 38 a4 al cf 75 a6 bd 2a a3 f0 58
25 32 ba 18 37 35 e4 cd 5a ¢9 38 ¢4 25 e3 0f ad 92 64 5d 7b d9 36 58 32 c4 eb af 3d b9 a8 ae df 69 42 b2 77 21 b6 8f 6e
04 60 14 18 56 17 94 09 cc d6 95 cO f8 fa fb 36 8d 8e 2a 74 a2 50 7d 5¢ 79 27 aa cd d7 Oe e3 80 6e 6d 81 Ob d1 eb 38 43
fc a4 a4 9a c0 13 82 e7 4d a1 38 Ob a3 03 Oc 56 1d fd 77 bb dd 35 10 be 41 fa 5d d2 7f 4b c8 68 ff 6b 9e 45 c3 8b 57 ee 84
04 b0 15 37 ¢2 68 51 12 94 43 41 34 44 08 7c 80
Data Ascii: 1]"ht/L(3%M(*%5EWS"*"D<P;](b27MI@\&kfIbSBU*X%27528%d]{6X2=iBwIn"V6*tP}\y' nm8CM8VW5A]Khk
EW7hQCA4D|

2021-12-02 23:54:01 UTC 1208 IN Data Raw: 46 8c Oc 6d d3 6d b3 58 88 20 4b db 59 b3 a8 96 1c 2f 8f 28 15 Oe e4 dc 90 ef 02 88 35 be 9e b2 8e 75 cb 75
85 c7 dc 2c Ob 8a ae de c9 86 44 ff 0f 31 c4 ec €9 b3 1b 0a 74 f2 d5 ac 1c 83 e6 4c 95 a5 7d e7 49 25 cb c4 ec f3 6b e7 14
c7 fa58 ae ¢7 259554 f9 1c 7a 7c b6 e7 11 aa le 5e a9 25 f6 €8 d5 3b 09 5¢c b4 74 a7 1c e4 5¢c b9 a4 1c a2 d4 al 87 70
17 12 fe 1c 81 19 2c €3 95 9a df d1 03 a8 95 8d Ob dd 85 2c 04 66 59 68 70 a5 e6 d9 51 aa bf 94 80 b3 da a5 3 a7 fe 7d
3b 7e 20 e6 b9 80 db 35 15 1d df Oa 8a 4e b5 4e 44 8c 7b c4 22 79 05 7c 73 62 8e 1c 04 79 31 2e 92 1a 48 cc b2 13 12
e1 26 7d b8 88 51 3b el 4f 9e 99 05 84 ea 44 83 4a 63 ab 07 73 09 a3 d2 1b b9 8c 5e c5 98 43 2¢ 21 74 8b d7 ec 72 67
7e f7 80 51 7b 1d df 5a 49 b4 6e a4 61 24 d6 61 a5 Oc 11 b8
Data Ascii: FmmX KY/(5uu,D1tL}1%kX%Tz|"%;\t\p,,fYhpQ};~ SNND{"y|sby1.H&}Q;ODJcs"C,!trg~Q{ZIna$a

2021-12-02 23:54:01 UTC 1209 IN Data Raw: 28 d9 36 23 8f 37 €9 0f 29 35 99 cd 83 1f ¢6 87 bd 1f 14 78 5e c7 28 ba 92 36 59 04 a2 06 31 21 24 Oe 76 81
73 ch 4e 2d ba 57 81 Oc 75 9c bb 38 a5 39 8¢ 7c 24 49 d1 29 98 92 05 2¢ 25 de 90 2d 1b 1f 87 67 03 70 da c7 60 7c 8a a5
ed 09 89 e7 ca 65 69 92 c0 1c 1c d6 e8 96 92 61 89 3c d5 d4 51 29 7f 2d b6 67 95 32 79 9e ae 6f 49 12 7b cc 08 f4 42 al
d1 93 6f 66 91 3a 70 f0 19 10 88 c4 c6 8 ab f3 b5 cd 5e 9 {6 43 fe 3c f8 84 4f 6e 10 8f b3 ea fe 03 46 d5 7b 8d b5 2b 61 58
f0 7d 55 80 82 0 58 ce a2 01 f0 b3 20 f0 99 62 ca 45 82 22 88 a7 8f 67 a6 8e 73 c2 49 48 fd 06 e5 40 1b 6f 31 9a c8 8f 96
47 ed b7 47 f5 a7 a3 fa af 80 9f 3e da 6f 7a f5 21 4e 30 95 81 25 f0 e4 34 ac ¢8 62 42 d9 3a c9 3b 34 77 6 bf c8 54 7e 58
2579 5d c2 01 25 1d al 70 44 93 69 56 6 ed
Data Ascii: (6#7)5x"(6Y 1!$vsN-Wu89|$l),%-gp’|eia<Q)-g2yol{Bof:p"C<OnF{+aX}UX bE"gsIH@01GG>0z!N0%4bB:
;AWT~X%y]%pDiV

2021-12-02 23:54:01 UTC 1211 IN Data Raw: 7b 0a 01 f9 a2 c8 18 52 92 48 1b 94 4e 4f aa ee c6 63 86 22 26 55 88 0a a8 85 0f ab 80 83 37 6a 13 39 22 9a
3379 e4 d6 34 4a b9 69 cd e9 7a ac e4 a3 59 aa a2 47 27 4b ac 79 be a2 b0 a4 00 73 87 58 7e 99 6b 02 73 46 2a 90 45
317181 cc 8629278509 02 c5f334 2d 35 b2 73 9a 32 cb 8b fc 65 52 a5 32 11 58 99 aa d6 94 Oc 96 34 b5 29 b9 1e 8b
f6 08 38 b4 a4 65 d4 50 b0 a7 09 08 40 4c 20 c5 ¢8 60 12 94 93 96 c4 18 96 ae 94 b5 8a 34 56 09 4d 11 5d 16 9e 2f 1f e0
64 1a eb 97 79 b6 8b 9a 56 68 73 8e de f0 32 d7 54 dd 9e 2e 6f 9b aa 8a 96 3d bl 51 el fO 7c 81 d9 8f 31 f7 be f9 Oe a9
Oc 59 b3 bd 56 84 59 cd 84 4f cd 62 ce 1b 54 64 56 7f 94 45 09 a9 1e b2 a7 86 3b a3 98 bc fa e9 2f 3¢ f5 a3 5¢ 0a b4 c0 6f
66 57 40 ed e5 8b 15 ce 74 c6 53 Oe 5d 4c f6 2b el f5 d1
Data Ascii: {RHNOCc"&U7j9"3y4JizY G'KysX~ksF*E1q)'4-5s2eR2X4)8eP@L "4VM]/dyVhs2T.0=Q|1YVYObTdVE;/<\ofW
@tS]L+

2021-12-02 23:54:.01 UTC 1212 IN Data Raw: 39 19 06 ac d1 36 ef 7e ef 59 c5 41 f2 b5 70 20 68 f8 ef 04 bc 24 63 8c 45 bf al ad 24 60 38 dc de 7d fe 63 40
2c 4f f5 8f ff 26 20 c2 2b ec 2e 22 65 de €7 73 19 40 b9 7a 2f 1b 59 7f 52 68 a6 €0 2b 10 5e 22 27 44 d4 06 9d a6 ea 89 b5
50 f3 5e d0 55 fc ee 73 43 ef 1f 2f 30 6b 97 76 a5 09 93 ¢3 55 f3 dc 08 2f aa 78 bl a0 6b 5 b2 2c 6f c4 ff 1f 6d 8b f5 ad 24
4d 9e 74 4a ba 01 2c 34 9a 68 42 d7 56 7d 44 18 06 f5 9a 53 52 b8 27 9a e2 dc ea 5¢ 5¢ 5f 64 10 c0 4f c7 36 5a 09 4a Of
1b 87 Oc 01 07 ff 29 ea 1e 96 93 4d b0 c1 d2 31 3f 8¢ d4 al 8f f5 2e b5 al 20 52 cb 7e f0 ed ee 56 15 33 8¢ 19 b7 fc b5 Oe
c7 ac ad 65 3c 6b fc 5a 0b 70 78 d8 ec 98 27 ¢3 7d f8 df b7 e6 8f de d6 ee 6d f2 e2 f1 de b3 02 b3 94 b3 2e 4e a7 c4 83 c6
4c ef 8e ac Oc 6f 63 b5 fa 29 00 81 1f
Data Ascii: 96~YAp h$cE$ 8}c@,0& +."es@z/YRh+""DPUsC/0kvU/xk,om$MtJ,4hBVIDSR\\_dO6ZJ)M1?. R~V3e<k
Zpx'tm.NLoc)

2021-12-02 23:54:01 UTC 1213 IN Data Raw: €6 30 cd 51 22 82 90 84 28 0f a6 45 a0 b4 67 59 ac da cf 29 de 2e 7d c0 ed 22 81 b4 08 03 40 d6 95 e7 14 56
c8 ad 3f 97 5f 3d 59 78 18 7f 54 cc be el e9 07 5 53 15 69 b6 13 8e a0 17 92 18 e2 55 Oc b2 85 35 76 €3 01 b7 5e e6 e6
2e 48 a8 1e 11 f2 d3 e4 89 9c d3 a3 cc 6f 3f 24 70 60 ad 2c 59 5f 6a €9 6d f3 f9 92 aa ad 85 dc 99 31 e6 93 2f 8b 7d 97 18
fd 4b 7f f5 ¢3 06 9e fc db 64 99 68 3f bc cd 04 cb 97 8d 9f 99 32 61 57 d3 70 9b 76 5f 56 fe 32 5a 16 6d 91 f4 7d fc 18 e7
33 6b b8 07 af ce 5d 1b a7 05 ce 4d d3 00 83 0d 8e 36 2 fO ee 13 e5 22 98 f4 ff 22 24 al el cf 2f 35 fe 6b df f4 57 9 12 29
1b 75 c5 fc de 6f 4a f6 8f 6¢ 5e 28 f5 ee b3 95 1b 55 99 61 f4 59 75 {7 81 6a 6b 10 71 32 fe 55 c0 4b 79 50 a4 bf a2 69 af
1c 3f 6a bd ef €7 00 a0 82 79 11 fa a0 7d
Data Ascii: 0Q"(EgY).}"@V?_=YxTSiU5v .Ho?$p",Y_jm1/}Kdh?2aWpv_V2Zm}3k]M6™'$/5kW)uoJiN(UaYujkq2UKyPi?jy}
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kBytes
Timestamp transferred

2021-12-02 23:54:01 UTC 1214

2021-12-02 23:54:01 UTC 1216

2021-12-02 23:54:01 UTC 1217

2021-12-02 23:54:01 UTC 1218

Session ID Source IP

43 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1300

2021-12-02 23:54:02 UTC 2170

2021-12-02 23:54:02 UTC 2170

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49810

Direction

ouT

Data

Data Raw: f3 47 89 9a be 01 56 8d e7 89 28 f9 48 85 15 8e 15 ab 55 3c Oc 04 d1 df dO df ba 8c 2a b8 6a 86 4c c7 31 5d
91 88 b5 4a 2b 42 35 25 26 95 48 75 dd 72 05 53 ae e4 d6 d7 71 72 11 2b 66 d9 1a 0d Oc Oe 3e 4e 33 94 cc 70 40 92 08
Ob 9a ec 0d c2 a8 f0 2d cc e3 80 96 8a 09 4b ad b9 08 4d 8e 83 10 67 24 68 ee 84 b8 ae b8 0a b6 66 fbh e2 5¢c c9 38 47 5a
1f 67 8d 1a 28 f4 7c f2 b8 55 02 24 04 3a db 51 f9 00 06 87 20 10 78 92 69 d5 0d 30 3d e4 5f 47 a5 0Of 8b be 75 c0 38 25
8b 3289 a3 65 01 8b 69 04 47 d9 2b 62 a6 23 c3 88 a8 05 d3 31 78 3c f7 c2 42 47 ba d3 97 99 92 a4 1a 62 36 99 cc el
02 ad 36 bb 42 4d cc 5b fe 22 56 cb 30 b9 54 b9 20 53 25 39 Oe 6a 6d cf el 31 24 68 5a 24 e7 5d 2d 51 62 94 50 d8 dc 56
9e b8 8d 25 59 d1 4a 3d 9c 1f 4f f4 30 1f 90 14 40 26 ca aa al

Data Ascii: GV(HU<*/L1]J+B5%&HurSqr+f>N3p@-KMg$h\8GZg(|U$:Q xi0=_GuB8%2eiG+b#1x<BGbh66BM["VOT S%9jm1$
hZ$]-QbPV%YJ=00@&

Data Raw: 7d e5 9b cb 63 7f 94 57 fc d2 1b 87 4e 4a 5f 51 c8 cb 62 85 85 f9 74 f7 c6 5a 17 5a 6d 21 3c 01 ad 48 b5 96 a2
06 47 b8 07 f8 6a €9 f5 €2 43 a5 7b dO b6 ea Oc 52 al 17 37 d2 24 c8 12 1f 36 69 b3 25 c9 5a la cf bl c6 29 8f f8 56 47 b5
7f af bb 3b 48 8e ff ¢7 dd ed 1b d2 10 92 d7 f6 al 6b 3b c6 be 29 e0 eb 9c el 57 b4 72 6d 24 21 6f 8a 82 bf 3f fc 7b 86 3c
7c e3 51 6d 81 9c 3e 7e 7c 6 02 de Ob 04 22 f0 27 4f 1a 16 3d 19 45 54 95 8a 4d 2d 84 08 4c 53 19 a5 92 ac 44 c1 93 6d
4c 9e 45 51 4e 92 9c 22 a5 38 53 25 51 00 44 7f 2f 82 e4 d2 56 b3 24 3c 78 f0 bc cf b6 35 9e cc 6b be Oc 4d b7 a2 bc 06
2a 60 bb 34 35 a5 af 70 c1 2f 76 49 ed fb 19 04 ab 06 62 68 21 93 08 bd b2 52 31 50 17 f5 ac 2c 6b 9c de 08 81 6a 95 8¢
18 ff e8 e0 3 63 6e 77 eb b5 81 bc 3e 6f a5 Of

Data Ascii: }cWNJ_QbtZZm!<HGjC{R7$6i%Z)VG;Hk;)Wrm$!o?{<|Qm>~|"O=ETM-LSDmMLEQN"8S%QD/V$<x5kM* 45p/vib
h!R1P kjcnw>0

Data Raw: 62 be e8 80 e9 31 68 ee 61 7f c9 d7 17 f8 26 8d f1 44 1a 8a 95 Of fe ec 92 34 8d 96 3b 7f 21 18 a7 3d ed 1e bd
69 5b 5b b1 63 c5 2f 60 e8 6d 74 7e 92 e6 1b 98 df 49 5e f4 36 b7 29 38 95 72 9f 82 6a a5 dc 53 44 8b e5 09 11 8f 31 92
41 b8 17 bc 68 9e 74 ac 55 04 al 2e 72 4f 7b a5 da 8b 47 18 fd 2d d9 b4 14 df 09 f0 35 ee be db 32 02 a5 b9 92 73 20 fb
la 1f 46 60 aa f8 95 26 48 f4 42 74 5e 98 6f 47 b3 be b5 b2 92 9a 2f 65 8e 4b 5e 02 a9 73 f8 8a fe 65 01 ba d2 75 c9 7b f3
4e 6e 4f 5 72 57 ab e5 eb 21 61 89 87 ¢8 53 ¢4 36 Ob d6 a7 04 89 cd 02 4c c9 5b 44 33 4b c6 75 05 6e 2a 9a 7f 08 86 ab
4f Oc 5f 13 40 9b 99 a9 4d b1 da 42 f0 22 b4 66 07 66 2b a5 89 3d 23 42 b3 a6 71 d2 17 f8 5a 4f 7c 38 f3 78 53 43 39 12
06 44 50 5c¢ 10 f2 09 dO 33 23 3 70 €0 00 Oe 53 Of

Data Ascii: b1ha&D4;!=i[[c/'mt~I1"6)8rjSD1AhtU.rO{G-52s F &HBt"0G/eK"seu{NnOrW!aS6L[D3Kun*O_@MB"ff+=#
BgZO|8xSCIDP\3#pS

Data Raw: f2 6e 85 73 cb ac 55 9a 9d de b8 84 9f 5d 3c 97 88 2e ae 99 11 8e 3f 13 2e a6 3e 0f fd b3 93 33 fd 7c 72 d6 e7
7e 7f 2c ae 8b 31 5e 8f 33 9e b5 6¢ 3b 98 44 63 61 5d 8d c9 3a 6e 53 93 83 ec ea 01 86 99 cc 46 36 1e 6¢ bc 96 4f e4 57
9 4f fe 17 19 fO ef aa 07 ea 99 5a 56 5f 41 04 27 75 9d 9d a4 ba ce 28 6b al 91 95 d7 f4 84 fe 91 68 55 ab de af e3 77 fc
5c d6 6¢ bf 54 8d ca 18 82 €9 79 e0 9b d2 8e 94 €9 07 05 a4 76 84 7a 71 e2 12 e2 c7 ec 87 Of 1f 60 a8 c6 €8 f2 b9 ea 7e
65 f0 63 f1 89 28 9d b9 71 73 66 a9 7d aa d6 2b 6b 8d 4f 95 26 1a 13 77 cc 56 43 b3 a5 cd 95 65 4c 18 18 92 26 8b ca 65
00 00

Data Ascii: nsU]<.?.>3|r~,13l;Dca]:nSF6IOWOZV_A'u(khUm\ITyvzq ~ec(gsfi+kO&wVCel.&e

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/fonts/ProximaNova-Extrabold.woff HTTP/1.1

Host: the-hatchery.co

Connection: keep-alive

Origin: https://the-hatchery.co

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://the-hatchery.co/event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.m
ain.min.css?ver=3.0

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Cookie: utms=psalerts7991; utms_risk-based-regulation-2022=psalerts7991

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:02 GMT
Content-Type: font/woff

Content-Length: 46908

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

ETag: "618e21d3-b73c"
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 77 4f 46 46 00 01 00 00 00 00 b7 3c 00 Of 00 00 00 01 76 b4 00 01 00 65 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 46 46 54 4d 00 00 01 58 00 00 00 1c 00 00 00 1c 5¢c 50 a4 5¢ 47 44 45 46 00 00 01 74 00 00 00
54 0000 00 62 17 a9 14 a3 47 50 4f 53 00 00 01 c8 00 00 14 98 00 00 31 56 67 22 40 a0 47 53 55 42 00 00 16 60 00 00
09 24 00 00 13 96 46 85 36 df 4f 53 2f 32 00 00 1f 84 00 00 00 5a 00 00 00 60 7e 77 c2 6¢ 63 6d 61 70 00 00 1f €0 00 00
03 c6 00 00 05 4a 6f 68 81 36 67 61 73 70 00 00 23 a8 00 00 00 08 00 00 00 08 ff ff 00 03 67 6¢ 79 66 00 00 23 b0 00 00
7a 13 00 00 fa e4 58 87 d0 de 68 65 61 64 00 00 9d c4 00 00 00 34 00 00 00 36 06 21 6d 67 68 68 65 61 00 00 9d f8 00 00
00 21 00 00 00 24 Oe 66 09 52 68 6d 74 78 00 00 9e 1c 00 00 05

Data Ascii: WOFF<veFFTMX\P\GDEFtTbGPOS1Vg"@GSUB $F60S/2Z ~wicmapJoh6gasp#glyf#zXhead46!mgh
hea!$fRhmtx
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kBytes
Timestamp transferred

2021-12-02 23:54:02 UTC 2186

2021-12-02 23:54:02 UTC 2209

Session ID Source IP

44 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1404

2021-12-02 23:54:02 UTC 1593

2021-12-02 23:54:02 UTC 1595

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49818

Direction

ouT

Data

Data Raw: ff 2a e5 d2 76 fa 1d 6e Oc 7f 82 91 e5 f8 ed 35 48 47 f1 1e 85 6e 2 1a 67 89 c6 45 64 71 27 5 31 1e af 61 da d=
df Oe 3d 78 8a 2a bd af 1e 77 21 96 cO e5 4b 6¢ c3 67 41 2b 58 66 de a0 b3 20 Oe 9e 9d 49 d7 58 36 ec 16 df 24 7a 19 49
8b 00 81 f4 fa de 96 96 5f c1 03 aa 97 84 9e 9d dc 9f 13 f9 3c b7 f9 3¢ 81 bc da 46 99 c5 99 5 d1 a4 f2 45 93 52 e7 3¢ 99
4 83 2c 06 6f 4f 9a 14 2c 8b c1 5a 14 03 5a ee 32 69 cf 4e 59 2a 82 c2 99 54 d4 a0 54 48 5b e4 89 25 21 51 10 34 25 aa
62 d4 45 al 42 14 db df bc fd 82 0d 71 03 08 86 2f 93 7f 43 5f d4 77 14 82 07 c9 ed 2b 28 4c 8¢ 54 7f fd 2d 58 4a 19 39 8c
90 5e 4a d7 32 c8 ca c4 c8 a2 97 c6 04 93 3f a0 e8 44 a4 e7 ad 6¢ 78 67 26 8a 8e a6 2c 67 d6 8a 9f d3 83 fd 50 88 08 a3
68 a5 b8 89 db 6¢ 61 6¢ 1f 60 00 f1 8d Oe 75

Data Ascii: *vn5HGngEdq'la=x*w!KIgA+Xf IX6$zl_<<FER<,00,ZZ2iNY*TTH[%!Q4%bEBq/C_w+(LT-XJ9"J2?DIxg&,gP
hlal’u

Data Raw: f9 80 Oe aa e0 0d 9c 47 d6 cc 72 38 c4 ed 8a 4f 01 bb ef 7b ab 4b 70 01 2e e3 58 21 08 ff 96 48 3b 59 5d 0d 39
44 de c2 b5 6b 51 5f ad f5 04 15 27 98 bb 56 91 7f 18 6e 1b 0d 1d 27 7f d4 b0 b5 f7 80 4a 15 a0 b0 27 bb 68 1le 2f 77 15
b6 d1 56 29 cc 87 c4 95 e3 93 ¢6 6¢ 1c cd 42 Oe 92 bd 7d 99 24 3e 0d 06 fa fa 6a 37 e7 b5 17 c1 c3 d6 3a d6 ab ba be 8b
b0 f6 9e b9 20 1b 7d 48 df 78 89 6e 72 f3 46 3b d8 fe 56 72 fe ef a0 4e c5 65 fa 15 69 3f 33 3f 75 35 ae 47 c9 e4 67 {7 1c f
ab e9 9e ab 83 87 ed d4 2a 6¢ ab 31 07 81 73 e4 0f bd 47 fe 58 €9 73 49 ae 97 c0 4a 65 50 16 a7 60 06 9e 36 21 56 06 60
9b ¢4 9b 74 2b 35 3a 9a fe d0 06 27 58 3b ba 67 a7 c0 93 10 00 53 26 a7 3c 89 ff 76 3f 9f b5 09 a9 44 ca 61 c6 e6 db cl 6f
3241 ab 18 0a 7b ed 9b c9 03 17 5 d1 €0 33

Data Ascii: Gr8O{Kp.X!H;Y]9DkQ_'Vn'J'h/wV)IB}$>j7: IHxnrF;VrNei?3?u5Gg*I1sGXslJeP 6!V t+5:'X;gS&<v?Dao2A{3

Destination IP Destination Port Process

157.240.17.15 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /en_US/all.js HTTP/1.1

Host: connect.facebook.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Vary: Accept-Encoding

Access-Control-Expose-Headers: X-FB-Content-MD5

x-fb-content-md5: 5d6906b623f4eba5b58f348062¢c1b640

ETag: "dac7c5014a765c63c78dblab0a089617"

Content-Type: application/x-javascript; charset=utf-8

timing-allow-origin: *

Access-Control-Allow-Origin: *

cross-origin-resource-policy: cross-origin

Content-MD5: XWkGtiP066W1jzSAYsG2QA==

Expires: Fri, 03 Dec 2021 00:14:02 GMT

Cache-Control: public,max-age=1200,stale-while-revalidate=3600
document-policy: force-load-at-top

cross-origin-embedder-policy-report-only: require-corp;report-to="coep_report"
X-Content-Type-Options: nosniff

x-fb-rlafr: O

report-to: {"max_age":86400,"endpoints":[{"url":"https:\/\\www.facebook.comV/browser_reportingV/?minimize=0"}],"group™:"
coep_report"}

X-Frame-Options: DENY

Strict-Transport-Security: max-age=31536000; preload; includeSubDomains
X-FB-Debug: iMfz5v012BNEhEFYPa5TorMUgnYLda8vQ2dRUbItFfVM7+Xtrh+mCWil/P8fi3Tc4TYsmBxhIk8rRi
hxkzpm+w==

X-FB-TRIP-ID: 1679558926

Date: Thu, 02 Dec 2021 23:54:02 GMT

Alt-Svc: h3=":443"; ma=3600,h3-29=":443"; ma=3600

Connection: close

Content-Length: 3097

Data Raw: 2f 2a 31 36 33 38 34 38 39 32 34 32 2c 2c 4a 49 54 20 43 6f 6e 73 74 72 75 63 74 69 6f 6e 3a 20 76 31 30 30
34 38 30 31 32 33 33 2c 65 6e 5f 55 53 2a 2f 0a 0a 2f 2a 2a 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32 30
3137 2d 70 72 65 73 65 6e 74 2c 20 46 61 63 65 62 6f 6f 6b 2c 20 49 6e 63 2e 20 41 6¢ 6¢ 20 72 69 67 68 74 73 20 72 65
73 65 72 76 65 64 2e 0a 20 2a 0a 20 2a 20 59 6f 75 20 61 72 65 20 68 65 72 65 62 79 20 67 72 61 6e 74 65 64 20 61 20
6e 6f 6e 2d 65 78 63 6¢ 75 73 69 76 65 2c 20 77 6f 72 6¢ 64 77 69 64 65 2c 20 72 6f 79 61 6¢ 74 79 2d 66 72 65 65 20 6C
69 63 65 6e 73 65 20 74 6f 20 75 73 65 2c 0a 20 2a 20 63 6f 70 79 2c 20 6d 6f 64 69 66 79 2c 20 61 6e 64 20 64 69 73 74
726962 75 74 65 20 74 68 69 73 20 73 6f 66 74 77 61 72 65

Data Ascii: /¥1638489242,,JIT Construction: v1004801233,en_US*//** * Copyright (c) 2017-present, Facebook, Inc. All righ
ts reserved. * * You are hereby granted a non-exclusive, worldwide, royalty-free license to use, * copy, modify, and dis
tribute this software
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kBytes
Timestamp transferred

2021-12-02 23:54:02 UTC 1595

2021-12-02 23:54:02 UTC 1596

Session ID Source IP

45 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1405

2021-12-02 23:54:02 UTC 1407

2021-12-02 23:54:02 UTC 1408

2021-12-02 23:54:02 UTC 1408

2021-12-02 23:54:02 UTC 1424

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49819

Direction

ouT

Data

Data Raw: 2a 0a 20 2a 20 41 73 20 77 69 74 68 20 61 6e 79 20 73 6f 66 74 77 61 72 65 20 74 68 61 74 20 69 6e 74 65 67
726174657320 77 69 74 68 20 74 68 65 20 46 61 63 65 62 6f 6f 6b 20 70 6¢ 61 74 66 6f 72 6d 2¢ 20 79 6f 75 72 20 75
73 65 20 6f 66 0a 20 2a 20 74 68 69 73 20 73 6f 66 74 77 61 72 65 20 69 73 20 73 75 62 6a 65 63 74 20 74 6f 20 74 68 65
2046 61 63 65 62 6f 6f 6b 20 50 6¢ 61 74 66 6f 72 6d 20 50 6f 6¢ 69 63 79 0a 20 2a 20 5b 68 74 74 70 3a 2f 2f 64 65 76
65 6¢ 6f 70 65 72 73 2e 66 61 63 65 62 6f 6f 6b 2e 63 6f 6d 2f 70 6f 6¢ 69 63 79 2f 5d 2e 20 54 68 69 73 20 63 6f 70 79 72
69 67 68 74 20 6e 6f 74 69 63 65 20 73 68 61 6¢ 6¢ 20 62 65 0a 20 2a 20 69 6e 63 6¢ 75 64 65 64 20 69 6e 20 61 6¢ 6C
20 63 6f 70 69 65 73 20 6f 72 20 73 75 62 73 74 61 6e 74

Data Ascii: * * As with any software that integrates with the Facebook platform, your use of * this software is subject to the
Facebook Platform Policy * [http://developers.facebook.com/policy/]. This copyright notice shall be * included in all copies
or substant

Data Raw: 7d 29 3b 6a 5b 69 5d 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 61 3d 3d 3d 22 69 6e 69 74 22 29 72 65
747572 6e 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 67 2e 5f 5f 62 75 66 66 65 72 2e 63 61 6¢ 6¢ 73 2e
707573 68 28 5b 61 2c 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6¢ 28 61 72 67 75 6d
65 6e 74 73 29 5d 29 7d 7d 28 66 29 7d 6b 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22
73637269 70 74 22 29 3b 6b 2e 73 72 63 3d 61 3b 6b 2e 61 73 79 6e 63 3d 21 30 3b 65 26 26 28 6b 2e 63 72 6f 73 73
4f 72 69 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 29 3b 68 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6¢ 65 6d 65 6e
7473 42 79 54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29

Data Ascii: });jli]=function(a){if(a==="init")return;return function(){g.__buffer.calls.push([a,Array.prototype.slice.call(argumen
ts)])}}(f)}k=document.createElement("script");k.src=a;k.async=!0;e&&(k.crossOrigin="anonymous");h=document.get
ElementsByTagName("script")

Destination IP Destination Port Process

157.240.17.15 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /en_US/fbevents.js HTTP/1.1

Host: connect.facebook.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Vary: Accept-Encoding

Content-Type: application/x-javascript; charset=utf-8

x-fb-rlafr: 0

document-policy: force-load-at-top

cross-origin-resource-policy: cross-origin

Pragma: public

Cache-Control: public, max-age=1200

Expires: Sat, 01 Jan 2000 00:00:00 GMT

X-Content-Type-Options: nosniff

X-XSS-Protection: 0

X-Frame-Options: DENY

Strict-Transport-Security: max-age=31536000; preload; includeSubDomains
X-FB-Debug: NnOb+TtMrC55D7y5sDodN+ygxPvYm40ColSk8f8njO+FRBzWWCSx7N9914p0QwRyDqdIMRizNbg5fy
dffTzRpA==

X-FB-TRIP-ID: 1679558926

Date: Thu, 02 Dec 2021 23:54:02 GMT

Alt-Sve: h3=":443"; ma=3600,h3-29=":443"; ma=3600

Connection: close

Content-Length: 100837

Data Raw: 2f
Data Ascii: /

Data Raw: 2a 2a 0Oa 2a 20 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32 30 31 37 2d 70 72 65 73 65 6e 74 2c 20 46 61 63
65 62 6f 6f 6b 2c 20 49 6e 63 2e 20 41 6¢ 6¢ 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e Oa 2a Oa 2a 20 59 6f 75
2061 72 65 20 68 65 72 65 62 79 20 67 72 61 6e 74 65 64 20 61 20 6e 6f 6e 2d 65 78 63 6¢ 75 73 69 76 65 2c 20 77 6f 72
6¢C 64 77 69 64 65 2c 20 72 6f 79 61 6¢ 74 79 2d 66 72 65 65 20 6C 69 63 65 6e 73 65 20 74 6f 20 75 73 65 2¢ Oa 2a 20 63
6f 70 79 2c 20 6d 6f 64 69 66 79 2¢ 20 61 6e 64 20 64 69 73 74 72 69 62 75 74 65 20 74 68 69 73 20 73 6f 66 74 77 61 72
65 20 69 6e 20 73 6f 75 72 63 65 20 63 6f 64 65 20 6f 72 20 62 69 6e 61 72 79 20 66 6f 72 6d 20 66 6f 72 20 75 73 65 Oa
2a 20 69 6e 20 63 6f 6e 6e 65 63 74 69 6f 6e 20 77 69 74

Data Ascii: *** Copyright (c) 2017-present, Facebook, Inc. All rights reserved.** You are hereby granted a non-exclusive,
worldwide, royalty-free license to use,* copy, modify, and distribute this software in source code or binary form for use* in
connection wit

Data Raw: 72 6e 20 61 21 3d 6e 75 6¢ 6¢ 3f 5b 61 5d 3a 6e 75 6¢ 6¢ 7d 61 3d 6e 65 77 20 61 28 63 29 3b 6b 2e 65 78 70
6f 72 74 73 3d 61 7d 29 28 29 3b 72 65 74 75 72 6e 20 6b 2e 65 78 70 6f 72 74 73 7d 28 61 2c 62 2c 63 2¢ 64 29 7d 29 3b
66 2e 65 6e 73 75 72 65 4d 6f 64 75 6¢ 65 52 65 67 69 73 74 65 72 65 64 28 22 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e
74 73 43 6f 6e 66 69 67 53 74 6f 72 65 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f
6e 28 67 2c 69 2c 6a 2c 6b 29 7b 76 61 72 20 6¢ 3d 7b 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 6¢ 2e 65 78 70 6f 72 74 73 3b
28 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 61 3d 66 2e 67 65 74 46 62 65
76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69 67 6e 61 6¢C 73

Data Ascii: rn al=null?[a]:null}a=new a(c);k.exports=a})();return k.exports}(a,b,c,d)});f.ensureModuleRegistered("Signal
sFBEventsConfigStore",function(){return function(g,i,j,k){var I={exports:{}};l.exports;(function(){"use strict";var a=f.
getFbeventsModules("Signals
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kBytes

Timestamp transferred Direction
2021-12-02 23:54:02 UTC 1440 IN
2021-12-02 23:54:02 UTC 1456 IN
2021-12-02 23:54:02 UTC 1472 IN
2021-12-02 23:54:02 UTC 1488 IN
2021-12-02 23:54:02 UTC 1504 IN
2021-12-02 23:54:02 UTC 1505 IN
Session ID Source IP Source Port
46 192.168.2.4 49812
kBytes
Timestamp transferred Direction
2021-12-02 23:54:01 UTC 1405 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: 2c 64 29 7d 29 3b 66 2e 65 6e 73 75 72 65 4d 6f 64 75 6¢ 65 52 65 67 69 73 74 65 72 65 64 28 22 73 69 67 6e
61 6¢ 73 46 42 45 76 65 6e 74 73 47 65 74 49 73 43 68 72 6f 6d 65 22 2c 66 75 6e 63 74 69 6f 6 28 29 7h 72 65 74 75 72
6e 20 66 75 6e 63 74 69 6f 6e 28 66 2c 67 2c 68 2c 69 29 7b 76 61 72 20 6a 3d 7b 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 6a
2e 65 78 70 6f 72 74 73 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74
69 6f 6e 20 61 28 29 7b 76 61 72 20 61 3d 66 2e 63 68 72 6f 6d 65 2c 62 3d 66 2e 6e 61 76 69 67 61 74 6f 72 2¢ 63 3d 62
2e 76 65 6e 64 6f 72 2¢c 64 3d 66 2e 6f 70 72 21 3d 3d 76 6f 69 64 20 30 2c 65 3d 62 2e 75 73 65 72 41 67 65 6e 74 2e 69
6e 64 65 78 4f 66 28 22 45 64 67 65 22 29 3e 2d 31 3b 62 3d

Data Ascii: ,d)});f.ensureModuleRegistered("signalsFBEventsGetlsChrome",function(){return function(f,g,h,i){var j={exports:
{}};j.exports;(function(){"use strict";function a(){var a=f.chrome,b=f.navigator,c=b.vendor,d=f.opr!==void 0,e=b.user
Agent.indexOf("Edge")>-1;b=

Data Raw: 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 50 69
78 65 6¢ 54 79 70 65 64 65 66 22 29 2¢ 63 3d 66 2e 67 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69
67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 54 79 70 65 64 22 29 2c 64 3d 63 2e 63 6f 65 72 63 65 3b 66 75 6e 63 74 69 6f 6e
206528 61 29 7b 61 3d 64 28 61 2¢ 62 29 3b 72 65 74 75 72 6e 20 61 21 3d 6e 75 6¢ 6¢ 3f 5b 61 5d 3a 6e 75 6¢ 6¢ 7d
63 3d 6e 65 77 20 61 28 65 29 3b 6b 2e 65 78 70 6f 72 74 73 3d 63 7d 29 28 29 3b 72 65 74 75 72 6e 20 6b 2e 65 78 70 6
f72 7473 7d 28 61 2c 62 2c 63 2c 64 29 7d 29 3b 66 2e 65 6e 73 75 72 65 4d 6f 64 75 6¢ 65 52 65 67 69 73 74 65 72 65
64 28 22 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 50 49 49 43

Data Ascii: etFbeventsModules("SignalsFBEventsPixelTypedef"),c=f.getFbeventsModules("SignalsFBEventsTyped"),d=
c.coerce;function e(a){a=d(a,b);return a!=null?[a]:null}c=new a(e);k.exports=c})();return k.exports}(a,b,c,d)});f.ensure
ModuleRegistered("SignalsFBEventsPIIC

Data Raw: 54 3b 64 3d 2e 30 31 3b 76 61 72 20 65 3d 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 2c 68 3d 67 2e 66 62 71 26
26 67 2e 66 62 71 2e 5f 72 65 6¢ 65 61 73 65 53 65 67 6d 65 6e 74 3f 67 2e 66 62 71 2e 5f 72 65 6¢ 65 61 73 65 53 65 67
6d 65 6e 74 3a 22 75 6e 6b 6e 6f 77 6e 22 2¢ 69 3d 65 3¢ 64 7c 7c 68 3d 3d 3d 22 63 61 6e 61 72 79 22 2c 6a 3d 22 68
747470 73 3a 2f 2f 63 6f 6e 6e 65 63 74 2e 66 61 63 65 62 6f 6f 6b 2e 6e 65 74 2f 6¢ 6f 67 2f 66 62 65 76 65 6e 74 73 5f
74 65 6¢ 65 6d 65 74 72 79 2f 22 3b 66 75 6e 63 74 69 6f 6e 20 6¢ 28 64 29 7b 76 61 72 20 65 3d 61 72 67 75 6d 65 6e 74
73 2e 6¢ 65 6e 67 74 68 3e 31 26 26 61 72 67 75 6d 65 6e 74 73 5b 31 5d 21 3d 3d 76 6f 69 64 20 30 3f 61 72 67 75 6d 65
6e 74 73 5b 31 5d 3a 30 2c 66 3d 61 72 67 75 6d 65 6e 74

Data Ascii: T;d=.01;var e=Math.random(),h=g.fbq&&g.fbq._releaseSegment?g.fbq._releaseSegment:“"unknown" i=e<d||
h==="canary",j="https://connect.facebook.net/log/fbevents_telemetry/";function I(d){var e=arguments.length>1&&
arguments[1]!==void 0?arguments[1]:0,f=argument

Data Raw: 55 73 65 72 45 72 72 6f 72 2c 6¢ 3d 2f 5e 68 74 74 70 73 3a 5c¢ 2f 5¢ 2f 2e 2a 5¢ 2e 66 61 63 65 62 6f 6f 6b 5¢
2e 63 6f 6d 24 2f 69 2c 6d 3d 22 46 41 43 45 42 Af 4f 4b 5f 49 57 4c 5f 43 4f 4e 46 49 47 5f 53 54 4f 52 41 47 45 5f 4b 45
59 22 2c 6e 3d 61 2e 73 65 73 73 69 6f 6e 53 74 6f 72 61 67 65 3f 61 2e 73 65 73 73 69 6f 6e 53 74 6f 72 61 67 65 3a 7b
67 65 74 49 74 65 6d 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 2c 72 65 6d 6f 76 65 49
74 65 6d 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 7d 2c 73 65 74 49 74 65 6d 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b
7d 7d 3b 65 2e 65 78 70 6f 72 74 73 3d 6e 65 77 20 68 28 66 75 6e 63 74 69 6f 6e 28 64 2c 65 29 7b 66 75 6e 63 74 69 6f
6e 20 68 28 63 2c 64 29 7b 76 61 72 20 65 3d 62 2e

Data Ascii: UserError,|=/"https:\/V.*\.facebook\.com$/i,m="FACEBOOK_IWL_CONFIG_STORAGE_KEY",n=a.ses
sionStorage?a.sessionStorage:{getltem:function(a){return null},removeltem:function(a){},setltem:function(a,b){}};e.expor
ts=new h(function(d,e){function h(c,d){var e=b.

Data Raw: 73 65 22 3b 65 2e 61 70 70 65 6e 64 28 22 63 6f 6f 22 2¢ 63 29 3b 64 3d 56 2e 70 6¢ 75 67 69 6e 43 6f 6e 66
69 67 2e 67 65 74 57 69 74 68 47 6¢ 6f 62 61 6¢ 46 61 6C 6C 62 61 63 6b 28 61 3f 61 2e 69 64 3a 6e 75 6¢ 6C 2C 22 64 61
74 6150 72 6f 63 65 73 73 69 6e 67 4f 70 74 69 6f 6e 73 22 29 3b 69 66 28 64 21 3d 6e 75 6¢ 6¢ 29 7b 62 3d 64 2e 64 61
74 6150 72 6f 63 65 73 73 69 6e 67 43 6f 75 6e 74 72 79 3b 63 3d 64 2e 64 61 74 61 50 72 6f 63 65 73 73 69 6e 67 4f 70
74 69 6f 6e 73 3b 61 3d 64 2e 64 61 74 61 50 72 6f 63 65 73 73 69 6e 67 53 74 61 74 65 3b 65 2e 61 70 70 65 6e 64 28
22 64 70 6f 22 2c 63 2e 6a 6f 69 6e 28 22 2¢ 22 29 29 3b 65 2e 61 70 70 65 6e 64 28 22 64 70 6f 63 6f 22 2¢ 62 29 3b 65
2e 6170 70 65 6e 64 28 22 64 70 6f 73 74 22 2¢ 61 29 7d 72

Data Ascii: se";e.append(“coo",c);d=V.pluginConfig.getWithGlobalFallback(a?a.id:null,"dataProcessingOptions");if(d!=null)
{b=d.dataProcessingCountry;c=d.dataProcessingOptions;a=d.dataProcessingState;e.append(“dpo",c.join(*,"));e.ap
pend(“dpoco*,b);e.append(“dpost”,a)}r

Data Raw: 6f 6e 28 29 7b 67 61 3d 51 3b 51 3d 63 2e 68 72 65 66 3b 69 66 28 51 3d 3d 3d 67 61 29 72 65 74 75 72 6e 3b
76 61 72 20 61 3d 6e 65 77 20 69 61 28 7b 61 6¢ 6¢ 6f 77 44 75 70 6C 69 63 61 74 65 50 61 67 65 56 69 65 77 73 3a 21
30 7d 29 3b 58 2e 63 61 6¢ 6¢ 28 61 2¢ 22 74 72 61 63 6b 43 75 73 74 6f 6d 22 2¢ 22 50 61 67 65 56 69 65 77 22 29 7d
29 3b 75 28 64 2c 22 70 75 73 68 53 74 61 74 65 22 2c 62 29 3b 75 28 64 2c 22 72 65 70 6¢ 61 63 65 53 74 61 74 65 22 2
€ 6229 3b 61 2e 61 64 64 45 76 65 6e 74 4¢c 69 73 74 65 6€ 65 72 28 22 70 6f 70 73 74 61 74 65 22 2¢ 62 2¢ 21 31 29 7d
47 2e 6¢ 69 73 74 65 6e 4f 6e 63 65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 61 28 29 7d 29 3b 66 75 6e 63 74 69 6f 6e 20
73 61 28 61 29 7h 66 2e 5f 69 6e 69 74 48 61 6e 64 6¢ 65 72 73 2e

Data Ascii: on(){ga=Q;Q=c.href;if(Q===ga)return;var a=new ia({allowDuplicatePageViews:!0});X.call(a, "trackCust
om","PageView")});u(d,"pushState",b);u(d, "replaceState",b);a.addEventListener("popstate”,b,!1)}G.listenOnce(function(){r
a()});function sa(a){f._initHandlers.

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/fonts/ProximaNova-Bold.woff HTTP/1.1

Host: the-hatchery.co

Connection: keep-alive

Origin: https://the-hatchery.co

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://the-hatchery.co/event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.m
ain.min.css?ver=3.0

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Cookie: utms=psalerts7991; utms_risk-based-regulation-2022=psalerts7991
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kBytes
Timestamp transferred

2021-12-02 23:54:02 UTC 2257

2021-12-02 23:54:02 UTC 2257

2021-12-02 23:54:02 UTC 2273

2021-12-02 23:54:03 UTC 2306

Session ID Source IP

47 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1406

2021-12-02 23:54:02 UTC 2225

2021-12-02 23:54:02 UTC 2225

2021-12-02 23:54:02 UTC 2241

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49813

Direction

ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:02 GMT
Content-Type: font/woff

Content-Length: 46776

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

ETag: "618e21d3-b6b8"
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 77 4f 46 46 00 01 00 00 00 00 b6 b8 00 Of 00 00 00 01 76 08 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 46 46 54 4d 00 00 01 58 00 00 00 1c 00 00 00 1c 5¢ 50 2e €0 47 44 45 46 00 00 01 74 00 00 00
54 00 00 00 62 17 a9 14 a3 47 50 4f 53 00 00 01 c8 00 00 14 6¢ 00 00 31 56 65 47 3f 7b 47 53 55 42 00 00 16 34 00 00 09
2400 00 13 96 46 85 36 df 4f 53 2f 32 00 00 1f 58 00 00 00 5b 00 00 00 60 7e 13 c2 5¢ 63 6d 61 70 00 00 1f b4 00 00 03
¢6 00 00 05 4a 6f 68 81 36 67 61 73 70 00 00 23 7c 00 00 00 08 00 00 00 08 ff ff 00 03 67 6¢ 79 66 00 00 23 84 00 00 79
€8 00 00 fa d4 f7 ec 6e a0 68 65 61 64 00 00 9d 6¢ 00 00 00 31 00 00 00 36 05 9d 53 c6 68 68 65 61 00 00 9d a0 00 00 00
21 00 00 00 24 Oe 22 09 1c 68 6d 74 78 00 00 9d c4 00 00 05

Data Ascii: WOFFVFFTMX\P.GDEFtTbGPOSI1VeG?{GSUB4$F60S/2X[ ~\cmapJoh6gasp#|glyf#ynheadl16Shhea!$"hmtx

Data Raw: a3 78 05 8d 32 Ob 6e 7b b9 88 84 ed cd 28 f4 39 71 db 3b 4f 26 5d 60 2c b0 cf 10 88 2c 0 6e c5 f9 fa ec 37 5a
fe 8c 2a b0 ca 65 d2 ae d6 8d 7f 6e 5e 32 66 cc 94 e0 ca 5a 48 48 f8 fa fO fb 52 87 3c bl c4 f2 e6 6e 21 aa 3c e4 8b 40 61
92 60 ea el Oe 2d e3 Oe 43 ffdc d1 17 f9 ¢7 f3 8b b8 11 49 52 74 82 93 c4 ab 88 b6 72 e8 c4 ec c3 75 ef d7 e4 03 72 11
90 df 91 ec dO b0 cc d2 e5 8b df 4d 2a 18 aa b2 ad ea 87 4a 28 97 68 09 fa 3c cc 4e d3 73 6b 88 2b 34 94 4a c3 88 0f 5a
97 cc 34 0a 60 f2 69 1a fO ec bf 59 03 5b 78 8e 11 52 c2 27 16 €7 b0 84 dc 1f f7 dO 9b 27 7e 80 44 9e 8f 4b 10 ef b3 bc 66
9d 8d e6 c6 c5 c5 67 46 4c 74 e4 e3 56 58 fc 79 3a 2e 59 10 e5 38 a8 ba 8b e7 af 86 b9 64 b0 Oc 2c 2e d7 27 8b f5 2c 8b
b3 39 a7 b2 aa 18 cf 3f 6e 1c 2f 24 5f df 71 5a

Data Ascii: x2n{(99;0&]",,n7Z*en"2fZHHR<n!<@a -CIRtrurM*J(h<Nsk+4JZ4iY[xR"~DKfgFLtVXy:.Y8d,.',9?n/$_qZ

Data Raw: 3c 1c d0 85 ef 5a bf 21 93 cd 13 05 82 27 1f c6 21 05 9c ¢5 71 c4 72 58 a0 47 b4 1b aa 14 76 e6 1f ab 5e 43 1b
0a b0 de 14 c2 f1 df ad 37 f1 df 37 6d 82 c7 50 00 3c 56 53 83 fa 9a 86 fb a8 3¢ 21 7d 2f 45 50 ef e5 7b ed 7e f2 a3 94 cd
35 e7 fa 00 5f d9 6¢ c5 35 da 2c 99 8d 10 bl ac 2a 35 c3 ec 7a b3 d3 96 26 cc 46 ff ce 48 f2 d5 37 4e 9f ac 2e b3 1c 21 ce
8f d7 fO 6b 54 00 ac 3c 75 12 aa ce e5 c6 c4 64 al 6b f4 e2 97 €9 a7 c4 1a d5 6¢ 2d cb 6b 20 54 d3 35 4c 83 c8 9e e2 da
65 6b ad 1a d7 21 0f f2 da 75 4d 82 b4 dc f9 f3 f2 73 ¢1 d3 96 cc cc 96 16 db f4 f ba 1a 21 ee 05 ca 55 5d 94 6a 49 50 7c
48 a0 23 9d 14 eb 78 cd fc 1c 96 c6 bc ab 94 26 34 4f 4b 7f ad 62 29 1b 80 de d4 54 78 c5 ce 1b 95 ¢l 3c 94 09 23 d7 85
36 f6 7c e5 bc fa 6a 7b ¢9 00 al 8d 3f 60 7f

Data Ascii: <Z!I'lqrXGvAC77mP<VS<I}/EP{~5_|5,*5z&FH7N.!kT<udkl-k T5Lek!uMs!U]JjIP|H#x&40Kb) Tx<#6|j{?"

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/fonts/ProximaNova-Semibold.woff HTTP/1.1

Host: the-hatchery.co

Connection: keep-alive

Origin: https://the-hatchery.co

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://the-hatchery.co/event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.m
ain.min.css?ver=3.0

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Cookie: utms=psalerts7991; utms_risk-based-regulation-2022=psalerts7991

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:02 GMT
Content-Type: font/woff

Content-Length: 46604

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

ETag: "618e21d3-b60c"
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 77 4f 46 46 00 01 00 00 00 00 b6 Oc 00 Of 00 00 00 01 73 cc 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 46 46 54 4d 00 00 01 58 00 00 00 1c 00 00 00 1c 5¢c 50 2e 80 47 44 45 46 00 00 01 74 00 00 00
54 0000 00 62 17 a9 14 a3 47 50 4f 53 00 00 01 c8 00 00 13 €8 00 00 31 56 64 9e 3f 65 47 53 55 42 00 00 15 b0 00 00 09
2400 00 13 96 46 85 36 df 4f 53 2f 32 00 00 1e d4 00 00 00 5a 00 00 00 60 7d af c2 4f 63 6d 61 70 00 00 1f 30 00 00 03
¢6 00 00 05 4a 6f 68 81 36 67 61 73 70 00 00 22 f8 00 00 00 08 00 00 00 08 ff ff 00 03 67 6¢ 79 66 00 00 23 00 00 00 79
af 00 00 f8 5¢ 2b 26 93 67 68 65 61 64 00 00 9¢ b0 00 00 00 31 00 00 00 36 05 64 53 d7 68 68 65 61 00 00 9c e4 00 00

00 21 00 00 00 24 0d e9 08 f2 68 6d 74 78 00 00 9d 08 00 00 05

Data Ascii: WOFFSFFTMX\P.GDEFtTbGPOS1Vd?eGSUB$F60S/2Z }Ocmap0Joh6gasp”glyf#y\+&ghead16dShheal$hmtx

Data Raw: c6 cd d1 4b 54 2f 14 9f af 3d 4a f9 1e 6f b5 9f 71 e0 fO 86 ae 8c 65 5b 63 67 cf Oe ca ab 86 37 bf be 50 27 5¢ 14
67 a5 b8 11 b3 46 6e 96 65 13 2d 3b 87 d3 d2 8¢ 28 28 1c 17 56 47 fd da 61 2d 4b 2d 30 a7 d9 30 1a f5 89 04 24 3c 3c 29
b1 9c 7 f8 11 al a2 16 5¢ 00 69 d7 8a 70 8f 79 0f 05 71 20 eb ad 8d 44 68 c2 d6 a2 6a 44 64 06 32 b2 aa d6 a4 a7 2f 58
83229 cf 72 6d 2c 4a d1 5 d4 e2 22 be 81 d8 70 93 69 9e 93 a3 1a c0 49 4e f3 55 3c 4d cc 12 63 ¢8 9f e5 07 69 f2 8¢ 6¢
ce 7a 2f 96 52 83 83 25 26 a0 69 b4 c0 9c cc 23 ¢5 75 07 f1 8d 9e bf 24 db 25 d1 8 bb c6 45 8b 82 82 8d 91 11 e6 a8 18
c3 0e 31 8b b6 39 28 c8 4f 4c a2 dd 7c c1 5f f5 2c 5d 27 16 db 94 0f b0 bc d3 14 87 cc 93 9e c6 d9 46 65 9f e4 34 6e e6
98 82 aaal 12 3ff1 58 1e 84 a0 a3 c7 ea cl ad

Data Ascii: KT/=Joge[cg7P'\gFne-;((VGa-K-00$<<)\ipyq DhjDd2/X2)rm,J"piINU<Mcilz/R%&i#u$%E19(OL|_,]'Fe4n?X

Page 105 of 269



kBytes
Timestamp transferred

2021-12-02 23:54:03 UTC 2292

Session ID Source IP

48 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:01 UTC 1407

2021-12-02 23:54:02 UTC 2202

2021-12-02 23:54:02 UTC 2203

Session ID Source IP

49 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:54:02 UTC 1507

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49811

Direction

ouT

Source Port
49821

Direction
ouT

Data

Data Raw: 50 le 75 94 ea 26 68 39 b1 53 b0 bd 70 c2 4a b9 70 42 71 b1 bd c6 ee 72 d2 05 03 05 d3 a7 6f 6f 6¢ 85 14 4a
€004 b9 b9 8d ad 37 73 99 57 e2 3d 6 ad b0 83 bd 5b 3b 27 7d 00 cd 94 b0 75 89 b0 83 93 b9 f8 c2 57 ef bc f3 34 ef 16
fe 7e 6f 2a 3b 46 e2 88 2f 25 52 19 1f bd 33 cf b4 5e 49 11 ef ad 64 9a 6e 24 5d 7c 00 fc 71 38 12 f1 Of b8 al c4 89 6f 9a
2c 57 18 21 eb f7 d6 7e 38 b3 d4 b6 7e ae 64 3e 09 e7 79 87 00 ce f3 5e c4 5¢ 90 6f ac 93 47 90 c8 dd 0d ba 84 5b 1e bl
7d 47 6¢ 90 b8 d1 15 1c 04 34 c4 1c 20 31 91 db 39 06 16 96 7f c8 c4 88 33 28 al 39 33 25 7e 56 d6 cd 8d 5¢ 1c 6f 2b 91
57 e1 86 Ob de c8 05 3a 31 b7 5f 63 22 c7 f3 bd d9 64 12 1b 37 b2 3d 95 8e 14 86 €3 e0 54 e7 12 53 7a a5 b9 66 46 2c e5
3a 87 3b 98 24 54 91 66 8a 8d 9d 9b 66 8a 8b b3 72 29

Data Ascii: Pu&h9SpJpBqroold7sW=[;' luW4~o0*;F/%R3"ldn$]|q80,W!~8~d>y"oG[}Gl4 193(93%~V\o+W:1_c"d7=TS
zfF,:;$Tffr)

Destination IP Destination Port Process

54.79.115.248 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /event/wp-content/themes/criterion_conferences_v4/assets/fonts/criterion-icons.ttf?4uc3va HTTP/1.1

Host: the-hatchery.co

Connection: keep-alive

Origin: https://the-hatchery.co

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://the-hatchery.co/event/wp-content/themes/criterion_conferences_v4/assets/compiled/1636704769.m
ain.min.css?ver=3.0

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Cookie: utms=psalerts7991; utms_risk-based-regulation-2022=psalerts7991

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Dec 2021 23:54:02 GMT
Content-Type: application/octet-stream
Content-Length: 4292

Last-Modified: Fri, 12 Nov 2021 08:12:03 GMT
Connection: close

ETag: "618e21d3-10c4"
Strict-Transport-Security: max-age=15768000
Accept-Ranges: bytes

Data Raw: 00 01 00 00 00 Ob 00 80 00 03 00 30 4f 53 2f 32 0f 12 06 15 00 00 00 bc 00 00 00 60 63 6d 61 70 ff 6e ba a7 00
00 01 1¢ 00 00 00 64 67 61 73 70 00 00 00 10 00 00 01 80 00 00 00 08 67 6¢ 79 66 3a ch f5 cf 00 00 01 88 00 00 Oc 3¢ 68
65 61 64 09 4f 23 3f 00 00 0d c4 00 00 00 36 68 68 65 61 07 c2 03 d5 00 00 0d fc 00 00 00 24 68 6d 74 78 46 00 03 ee 00
00 Oe 20 00 00 00 50 6¢ 6f 63 61 1b 32 17 b0 00 00 Oe 70 00 00 00 2a 6d 61 78 70 00 25 00 bb 00 00 Oe 9c 00 00 00 20
6e 61 6d 65 ea 58 58 a3 00 00 Oe bc 00 00 01 e6 70 6f 73 74 00 03 00 00 00 00 10 a4 00 00 00 20 00 03 03 e2 01 90 00
05 00 00 02 99 02 cc 00 00 00 8f 02 99 02 cc 00 00 01 eb 00 33 01 09 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01
10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 e9

Data Ascii: 00S/2°cmapndgaspglyf:<headO#?6hhea$hmtxF Ploca2p*maxp% nameXXpost 3@

Destination IP  Destination Port Process
199.232.136.157 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /uwt.js HTTP/1.1

Host: static.ads-twitter.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:02 UTC 1579 IN HTTP/1.1 200 OK
Connection: close
Content-Length: 14407
Last-Modified: Wed, 22 Sep 2021 00:02:22 GMT
ETag: "8dcl1b7cald5ed9ec3blablbeb621c75"
Cache-Control: no-cache
Content-Type: application/javascript; charset=utf-8
Accept-Ranges: bytes
Date: Thu, 02 Dec 2021 23:54:02 GMT
X-Served-By: cache-iad-kcgs7200117-IAD, cache-hhn11546-HHN
X-Cache: HIT, HIT
Vary: Accept-Encoding,Host
P3P: CP="CAO DSP LAW CURa ADMa DEVa TAla PSAa PSDa IVAa IVDa OUR BUS IND UNI COM NAV INT"
x-tw-cdn: FT

2021-12-02 23:54:02 UTC 1579 IN Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 65 3d 7b 33 30 3a 66
75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 2¢ 22
5f 5f 65 73 4d 6f 64 75 6¢ 65 22 2¢ 7b 76 61 6¢ 75 65 3a 21 30 7d 29 2c 74 2e 45 76 65 6e 74 54 72 61 63 6b 65 72 3d 76
6f 69 64 20 30 3b 76 61 72 20 72 3d 6e 28 32 31 33 29 2c 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 76 61 72 20 65 3d 74
68 69 73 3b 74 68 69 73 2e 70 69 78 65 6¢ 49 64 3d 22 22 2¢c 74 68 69 73 2e 65 76 65 6e 74 51 75 65 75 65 3d 5b 5b 5d
5d 2c 74 68 69 73 2e 73 65 74 50 69 78 65 6¢ 49 64 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 65 2e 70 69 78 65 6¢ 49 64 3
d 74 7d 2c 74 68 69 73 2e 71 75 65 75 65 45 76 65 6e 74 3d 66 75
Data Ascii: !function(){"use strict";var e={30:function(e,t,n){Object.defineProperty(t,"__esModule" {value:!0}),t.EventT
racker=void O;var r=n(213),i=function(){var e=this;this.pixelld="",this.eventQueue=[[]],this.setPixelld=function(t){e.pi
xelld=t},this.queueEvent=fu

2021-12-02 23:54:02 UTC 1581 IN Data Raw: 69 64 3d 72 2e 67 65 74 50 72 6f 70 65 72 74 79 43 69 28 69 2c 22 63 6f 6e 74 65 6e 74 5f 69 64 73 22 29 5b
305d 29 2c 72 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 43 69 28 69 2c 22 70 61 72 74 6e 65 72 5f 69 64 22 29 26 26
28 6e 2e 6f 63 74 5f 70 5f 69 64 3d 72 2e 67 65 74 50 72 6f 70 65 72 74 79 43 69 28 69 2c 22 70 61 72 74 6e 65 72 5f 69
6422 29 29 2c 6e 7d 2c 74 68 69 73 2e 69 73 4f 62 6a 65 63 74 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72
6e 20 4f 62 6a 65 63 74 28 65 29 3d 3d 3d 65 7d 7d 3b 74 2e 45 76 65 6e 74 54 72 61 63 6b 65 72 3d 69 7d 2c 35 36 36
3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74
2c 22 5f 5f 65 73 4d 6f 64 75 6¢ 65 22 2¢ 7b 76 61 6C 75 65 3a
Data Ascii: id=r.getPropertyCi(i,"content_ids")[0]),r.hasOwnPropertyCi(i,"partner_id")&&(n.oct_p_id=r.getPropertyCi(i,"p
artner_id")),n},this.isObject=function(e){return Object(e)===e}};t.EventTracker=i},566:function(e,t,n){Object.defineProp
erty(t,"__esModule",{value:

2021-12-02 23:54:02 UTC 1582 IN Data Raw: 5f 6f 72 64 65 72 5f 71 75 61 6e 74 69 74 79 22 29 7c 7c 28 61 2e 74 77 5f 6f 72 64 65 72 5f 71 75 61 6e 74 69
74 79 3d 30 29 2¢c 61 29 72 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 43 69 28 61 2c 73 29 26 26 28 63 2b 3d 22 26 22
2b 72 2e 65 6e 63 28 73 29 2b 22 3d 22 2b 72 2e 65 6e 63 28 72 2e 67 65 74 50 72 6f 70 65 72 74 79 43 69 28 61 2¢ 73
292929 3b 76 61 72 20 64 3d 74 2e 69 73 49 6e 49 46 72 61 6d 65 28 29 2c 66 3d 22 22 2b 6e 3b 66 2b 3d 22 26 74 78
6e 5f 69 64 3d 22 2b 72 2e 65 6e 63 28 69 29 2c 66 2b 3d 22 22 2b 63 2¢ 66 2b 3d 22 26 74 77 5f 69 66 72 61 6d 65 5f 73
7461747573 3d 22 2b 72 2e 65 6e 63 28 4e 75 6d 62 65 72 28 64 29 29 2c 66 2b 3d 22 26 65 76 65 6e 74 5f 69 64 3d
22 2b 72 2e 65 6e 63 28 6f 29 2c 66 2b 3d 64 26 26 22 22 21 3d
Data Ascii: _order_quantity")||(a.tw_order_quantity=0),a)r.hasOwnPropertyCi(a,s)&&(c+="&"+r.enc(s)+"="+r.enc(r
.getPropertyCi(a,s)));var d=t.isinIFrame(),f=""+n;f+="&txn_id="+r.enc(i),f+=""+c,f+="&tw_iframe_status="+r.enc(Number(d)
),f+="&event_id="+r.enc(0),f+=d&&""!=

2021-12-02 23:54:02 UTC 1583 IN Data Raw: 6e 28 65 29 7b 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 64 6f 63 75 6d 65 6e 74 26 26 28
22 63 6f 6d 70 6¢ 65 74 65 22 21 3d 3d 64 6f 63 75 6d 65 6 74 2e 72 65 61 64 79 53 74 61 74 65 26 26 22 69 6e 74 65
726163 74 69 76 65 22 21 3d 3d 64 6f 63 75 6d 65 6e 74 2e 72 65 61 64 79 53 74 61 74 65 3f 64 6f 63 75 6d 65 6€ 74 2e
61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 44 4f 4d 43 6f 6e 74 65 6e 74 4c 6f 61 64 65 64 22 2c 65 29 3a 65
282929 7d 7d 72 65 74 75 72 6e 20 65 2e 50 49 58 45 4c 5f 43 41 4c 4¢ 42 41 43 4b 5f 41 52 47 3d 22 26 74 70 78 5f 63
62 3d 74 77 74 74 72 2e 63 6f 6e 76 65 72 73 69 6f 6e 2e 6¢ 6f 61 64 50 69 78 65 6¢ 73 22 2¢ 65 2e 54 43 4f 5f 42 41 53
45 3d 22 2f 2f 74 2e 63 6f 2f 69 2f 61 64 73 63 74 3f 74 79
Data Ascii: n(e){"undefined"!=typeof document&&("complete”!==document.readyState&&"interactive"!==document.rea
dyState?document.addEventListener("DOMContentLoaded",e):e())}}return e.PIXEL_CALLBACK_ARG="&tpx_cbh=t
witr.conversion.loadPixels",e. TCO_BASE="//t.cofi/adsct?ty

2021-12-02 23:54:02 UTC 1585 IN Data Raw: 43 61 73 65 28 29 3b 66 6f 72 28 76 61 72 20 72 20 69 6e 20 65 29 69 66 28 72 2e 74 6f 4c 6f 77 65 72 43 61
73 65 28 29 3d 3d 3d 6e 26 26 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 72 29 29 72 65 74 75 72 6e 20 65 5b
72 5d 7d 2c 74 2e 64 6f 63 75 6d 65 6e 74 52 65 66 65 72 72 65 72 3d 22 66 61 6b 65 5f 64 6f 63 75 6d 65 6€ 74 5f 72 65
66 65 72 72 65 72 22 2c 74 2e 64 6f 63 75 6d 65 6e 74 48 72 65 66 3d 65 6e 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e
74 28 64 6f 63 75 6d 65 6 74 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 29 2¢ 74 2e 70 69 78 65 6¢ 49 64 3d 22 70 78 65
326322 2c 74 2e 65 6e 63 3d 65 6e 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6 74 3b 74 2e 67 65 6 65 72 61 74 65 45
76 65 6e 74 49 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65
Data Ascii: Case();for(var r in e)if(r.toLowerCase()===n&&e.hasOwnProperty(r))return e[r]} t.documentReferrer=
"fake_document_referrer",t.documentHref=encodeURIComponent(document.location.href),t.pixelld="pxe2c",t.enc=enc
odeURIComponent;t.generateEventld=function(){re

2021-12-02 23:54:02 UTC 1586 IN Data Raw: 2b 36 5d 5d 2b 63 5b 65 5b 74 2b 37 5d 5d 2b 22 2d 22 2b 63 5b 65 5b 74 2b 38 5d 5d 2b 63 5b 65 5b 74 2b
39 5d 5d 2b 22 2d 22 2b 63 5b 65 5b 74 2b 31 30 5d 5d 2b 63 5b 65 5b 74 2b 31 31 5d 5d 2b 63 5b 65 5b 74 2b 31 32 5d
5d 2b 63 5b 65 5b 74 2b 31 33 5d 5d 2b 63 5b 65 5b 74 2b 31 34 5d 5d 2b 63 5b 65 5b 74 2b 31 35 5d 5d 29 2e 74 6f 4c 6
f77 6572 43 61 73 65 28 29 3b 69 66 28 21 75 28 6e 29 29 74 68 72 6f 77 20 54 79 70 65 45 72 72 6f 72 28 22 53 74 72
69 6e 67 69 66 69 65 64 20 55 55 49 44 20 69 73 20 69 6e 76 61 6¢ 69 64 22 29 3b 72 65 74 75 72 6e 20 6e 7d 2c 6¢ 3d
30 2c 70 3d 30 3b 76 61 72 20 68 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2¢ 6e 29 7h 76 61 72 20 72 3d 74 26 26 6e 7c
7¢302c 69 3d 74 7c 7c 6e 65 77 20 41 72 72 61 79 28 31 36 29 2c 61 3d
Data Ascii: +6]]+c[e[t+7]]+"-"+c[e[t+8]]+c[e[t+9]]+"-"+c[e[t+10]]+c[e[t+11]]+c[e[t+12]]+c[e[t+13]]+c[e[t+14]]+c[e[t+15]]
).toLowerCase();if('u(n))throw TypeError("Stringified UUID is invalid");return n},I=0,p=0;var h=function(e,t,n){var r=t&
&n||0,i=t||new Array(16),a=

2021-12-02 23:54:02 UTC 1587 IN Data Raw: 36 32 37 37 37 36 26 32 35 35 2c 6e 5b 31 31 5d 3d 74 2f 34 32 39 34 39 36 37 32 39 36 26 32 35 35 2c 6e 5b
3132 5d 3d 74 3e 3e 3e 32 34 26 32 35 35 2¢ 6e 5b 31 33 5d 3d 74 3e 3e 3e 31 36 26 32 35 35 2c 6e 5b 31 34 5d 3d 74
3e 3e 3e 38 26 32 35 35 2c 6e 5b 31 35 5d 3d 32 35 35 26 74 2c 6e 7d 3b 66 75 6e 63 74 69 6f 6e 20 79 28 65 2c 74 2¢
6e 29 7b 66 75 6e 63 74 69 6f 6e 20 72 28 65 2c 72 2c 69 2c 6f 29 7b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65
6f 66 20 65 26 26 28 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 3d 75 6e 65 73 63 61 70 65 28 65 6e 63 6f 64 65 55 52
49 43 6f 6d 70 6f 6e 65 6e 74 28 65 29 29 3b 66 6f 72 28 76 61 72 20 74 3d 5b 5d 2c 6e 3d 30 3b 6e 3c 65 2e 6¢ 65 6e 67
74 68 3b 2b 2b 6e 29 74 2e 70 75 73 68 28 65 2e 63 68 61 72 43
Data Ascii: 627776&255,n[11]=t/4294967296&255,n[12]=t>>>24&255,n[13]=t>>>16&255,n[14]=t>>>8&255,n[15]=255&t,n}
;function y(e,t,n){function r(e,r,i,0){if("string"==typeof e&&(e=function(e){e=unescape(encodeURIComponent(e));for(var t=
[1,n=0;n<e.length;++n)t.push(e.charC
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kBytes
Timestamp transferred

2021-12-02 23:54:02 UTC 1589

2021-12-02 23:54:02 UTC 1590

2021-12-02 23:54:02 UTC 1591

2021-12-02 23:54:02 UTC 1593

Session ID Source IP

5 192.168.2.4
kBytes

Timestamp transferred

2021-12-02 23:53:42 UTC 51

2021-12-02 23:53:42 UTC 53

Session ID Source IP

50 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49722

Direction
ouT

Source Port

49823

Direction

Data

Data Raw: 72 73 65 49 6e 74 28 22 30 31 32 33 34 35 36 37 38 39 61 62 63 64 65 66 22 2e 63 68 61 72 41 74 28 69 3e

3e 3e 34 26 31 3529 2b 22 30 31 32 33 34 35 36 37 38 39 61 62 63 64 65 66 22 2e 63 68 61 72 41 74 28 31 35 26 69 29
2c 3136 29 3b 74 2e 70 75 73 68 28 6f 29 7d 72 65 74 75 72 6e 20 74 7d 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 65
5b 74 3e 3e 35 5d 7c 3d 31 32 38 3c 3¢ 74 25 33 32 2c 65 5b 67 28 74 29 2d 31 5d 3d 74 3b 66 6f 72 28 76 61 72 20 6e 3
d 3137 3332353834 313933 2c723d 2d 32 37 31 37 33 33 38 37 39 2¢ 69 3d 2d 31 37 33 32 35 38 34 31 39 34 2c 6f
3d 3237 3137 3333 3837 382c 61 3d 30 3b 61 3c 65 2e 6¢ 65 6e 67 74 68 3b 61 2b 3d 31 36 29 7b 76 61 72 20 75 3d
6e 2¢ 63 3d 72 2c 73 3d 69 2c 64 3d 6f 3b 6e 3d 50 28 6e 2¢ 72 2¢ 69

Data Ascii: rselnt("0123456789abcdef".charAt(i>>>4&15)+"0123456789abcdef".charAt(15&i),16);t.push(o)}return t}
(function(e,t){e[t>>5]|=128<<t%32,e[g(t)-1]=t;for(var n=1732584193,r=-271733879,i=-1732584194,0=271733878,a=0;
a<e.length;a+=16){var u=n,c=r,s=i,d=0;n=P(n,r,i

Data Raw: 61 2b 38 5d 2c 31 31 2c 2d 32 30 32 32 35 37 34 34 36 33 29 2c 69 3d 49 28 69 2c 6f 2c 6e 2c 72 2¢ 65 5b 61
2b 31 31 5d 2¢ 31 36 2¢ 31 38 33 39 30 33 30 35 36 32 29 2c 72 3d 49 28 72 2c 69 2c 6f 2c 6e 2c 65 5b 61 2b 31 34 5d 2¢
3233 2c 2d 33 35 33 30 39 35 35 36 29 2c 6e 3d 49 28 6e 2c 72 2c 69 2c 6f 2¢ 65 5b 61 2b 31 5d 2¢ 34 2¢ 2d 31 35 33 30
3939 32 30 36 30 29 2c 6f 3d 49 28 6f 2c 6e 2¢c 72 2¢ 69 2¢ 65 5b 61 2b 34 5d 2¢ 31 31 2c 31 32 37 32 38 39 33 33 35 33
29 2c 69 3d 49 28 69 2c 6f 2c 6e 2¢c 72 2¢ 65 5b 61 2b 37 5d 2¢ 31 36 2¢ 2d 31 35 35 34 39 37 36 33 32 29 2¢ 72 3d 49 28
72 2c 69 2c 6f 2¢ 6e 2¢ 65 5b 61 2b 31 30 5d 2¢ 32 33 2¢ 2d 31 30 39 34 37 33 30 36 34 30 29 2c 6e 3d 49 28 6e 2c 72 2c
69 2c 6f 2c 65 5b 61 2b 31 33 5d 2¢ 34 2¢ 36 38 31 32 37

Data Ascii: a+8],11,-2022574463),i=I(i,0,n,r,e[a+11],16,1839030562),r=I(r,i,0,n,e[a+14],23,-35309556),n=I(n,r,i,0,e[a+1],4,-
1530992060),0=I(0,n,r,i,e[a+4],11,1272893353),i=I(i,0,n,r,e[a+7],16,-155497632),r=I(r,i,0,n,e[a+10],23,-1094730640),
n=I(n,r,i,0,e[a+13],4,68127

Data Raw: 5b 6e 2b 69 5d 3d 72 5b 69 5d 3b 72 65 74 75 72 6e 20 74 7d 72 65 74 75 72 6e 20 76 28 72 29 7d 3b 66 75
6e 63 74 69 6f 6e 20 41 28 65 2c 74 2c 6e 2¢c 72 29 7b 73 77 69 74 63 68 28 65 29 7b 63 61 73 65 20 30 3a 72 65 74 75
72 6e 20 74 26 6e 5e 7e 74 26 72 3b 63 61 73 65 20 31 3a 72 65 74 75 72 6e 20 74 5e 6e 5e 72 3b 63 61 73 65 20 32 3a
72 6574 7572 6e 20 74 26 6e 5e 74 26 72 5e 6e 26 72 3b 63 61 73 65 20 33 3a 72 65 74 75 72 6e 20 74 5e 6e 5e 72 7d
7d 66 75 6e 63 74 69 6f 6e 20 4f 28 65 2¢ 74 29 7h 72 65 74 75 72 6e 20 65 3c 3c 74 7c 65 3e 3e 3e 33 32 2d 74 7d 76 61
722053 3d 79 28 22 76 35 22 2c 38 30 2c 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 5b 31 35 31 38 35
3030 32 34 39 2c 31 38 35 39 37 37 35 33 39 33 2c 32 34 30 30 39 35 39

Data Ascii: [n+i]=r[i];return t}return v(r)};function A(e,t,n,r){switch(e){case O:return t&n"~t&r;case 1l:return t"n”r;case 2:return
t&n &r n&r;case 3:return t*nrjjfunction O(e,t){return e<<t|e>>>32-t}var S=y("v5",80,(function(e){var t=[1518500249,1
859775393,2400959

Data Raw: 6e 5b 33 5d 2c 6e 5b 34 5d 3e 3e 32 34 26 32 35 35 2c 6e 5b 34 5d 3e 3e 31 36 26 32 35 35 2c 6e 5b 34 5d 3e
3e 38 26 32 35 35 2c¢ 32 35 35 26 6e 5b 34 5d 5d 7d 29 29 2c 54 3d 22 30 30 30 30 30 30 30 30 2d 30 30 30 30 2d 30 30
30 30 2d 30 30 30 30 2d 30 30 30 30 30 30 30 30 30 30 30 30 22 3b 76 61 72 20 6b 3d 66 75 6e 63 74 69 6f 6e 28 65 29
7b 69 66 28 21 75 28 65 29 29 74 68 72 6f 77 20 54 79 70 65 45 72 72 6f 72 28 22 49 6e 76 61 6¢ 69 64 20 55 55 49 44 22
29 3b 72 65 74 75 72 6e 20 70 61 72 73 65 49 6e 74 28 65 2e 73 75 62 73 74 72 28 31 34 2¢ 31 29 2¢ 31 36 29 7d 7d 7d
2c 74 3d 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 6e 28 72 29 7b 76 61 72 20 69 3d 74 5b 72 5d 3b 69 66 28 76 6f 69 64 20
3021 3d 3d 69 29 72 65 74 75 72 6e 20 69 2e 65 78 70 6f 72 74 73 3b

Data Ascii: n[3],n[4]>>24&255,n[4]>>16&255,n[4]>>8&255,255&n[4]]})), T="00000000-0000-0000-0000-000000000000";var
k=function(e){if('u(e))throw TypeError(“Invalid UUID");return parselnt(e.substr(14,1),16)}}},t={};function n(r){var i=t[r];if(void
O!==i)return i.exports;

Destination IP Destination Port Process

13.107.5.88 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /ab? HTTP/1.1

Accept: */*

User-Agent: Microsoft Office 2014
X-MSEdge-Clientld: B7AA9FBC-69B9-4BDF-8E28-F8B8D26FD102
X-OfficeApp-LabMachine: 0
X-OfficeApp-Application: hxcomm
X-OfficeApp-Architecture: x64
X-OfficeApp-BuildVersion: 16.0.8827.2205
X-OfficeApp-Audience: Production
X-OfficeApp-BuildFlavor: ship
X-OfficeApp-Channel: CC
X-OfficeApp-MsoVersion: 16.0.8827.2205
X-OfficeApp-Platform: winrt
X-OfficeApp-InstallType: Immersive
Accept-Encoding: gzip, deflate, br

Host: client-office365-tas.msedge.net
Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 404 Not Found

X-MSEdge-Ref: Ref A: 808FFBD49D9D4EEAB2B9B0OF2302DF6FB Ref B: AMS04EDGE1215 Ref C: 2021-12-02T23:53:4
2z

Date: Thu, 02 Dec 2021 23:53:42 GMT

Connection: close

Content-Length: 0

Destination IP Destination Port Process

157.240.17.15 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-12-02 23:54:02 UTC 1539

2021-12-02 23:54:02 UTC 1540

2021-12-02 23:54:02 UTC 1541

2021-12-02 23:54:02 UTC 1541

2021-12-02 23:54:02 UTC 1543

2021-12-02 23:54:02 UTC 1544

2021-12-02 23:54:02 UTC 1545

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /signals/config/300195653731170?v=2.9.48&r=stable HTTP/1.1

Host: connect.facebook.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://the-hatchery.co/event/risk-based-regulation-2022/brochure/?utm_source=psalerts7991&utm_medium
=email&utm_campaign=risk_based_regulation_2022

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Vary: Accept-Encoding

Content-Type: application/x-javascript; charset=utf-8

report-to: {"max_age":86400,"endpoints":[{"url":"https:\/\\www.facebook.com\Vbrowser_reporting\/?minimize=0"}],"group":"
coep_report"}

x-fb-rlafr: O

document-policy: force-load-at-top

cross-origin-resource-policy: cross-origin

cross-origin-embedder-policy-report-only: require-corp;report-to="coep_report"

Pragma: public

Cache-Control: public, max-age=1200

Expires: Sat, 01 Jan 2000 00:00:00 GMT

X-Content-Type-Options: nosniff

X-XSS-Protection: 0

content-security-policy: default-src facebook.net *.facebook.net fhcdn.net *.fbcdn.net fbsbx.com *.fosbx.com data: blob:
‘self';script-src *.fbcdn.net *.facebook.net ‘unsafe-inline’ ‘unsafe-eval' blob: data: 'self';style-src data: blob: ‘unsafe-inline*
facebook.net *.facebook.net fbcdn.net *.fbcdn.net fbsbx.com *.fbsbx.com;connect-src *.fbcdn.net *.facebook.net attach
ment.fbsbx.com blob: 'self';block-all-mixed-content;upgrade-insecure-requests;report-uri https://www.facebook.com/csp/re
porting/?m=c&minimize=0;

X-Frame-Options: DENY

Strict-Transport-Security: max-age=31536000; preload; includeSubDomains

X-FB-Debug: COQ9WbAXSOzWYyFSmjlqdVDpDzVx5eiyCroNpl7K+2IPD9107EDkqY15br8ghxDpT5QPJRd3vtrEoh
OhFYTZZQ==

Priority: u=3,i

X-FB-TRIP-ID: 1679558926

Date: Thu, 02 Dec 2021 23:54:02 GMT

Alt-Svc: h3=":443"; ma=3600,h3-29=":443"; ma=3600

Connection: close

Content-Length: 312022

Data Raw: 2f 2a 2a Oa 2a 20 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32 30 31 37 2d 70 72 65 73 65 6e 74 2c 20 46 61
63 65 62 6f 6f 6b 2¢ 20 49 6e 63 2e 20 41 6¢ 6¢ 20 72 69 67 68 74
Data Ascii: /*** Copyright (c) 2017-present, Facebook, Inc. All right

Data Raw: 73 20 72 65 73 65 72 76 65 64 2e Oa 2a Oa 2a 20 59 6f 75 20 61 72 65 20 68 65 72 65 62 79 20 67 72 61 6e 74
65 64 20 61 20 6e 6f 6e 2d 65 78 63 6¢ 75 73 69 76 65 2¢ 20 77 6f 72 6¢ 64 77 69 64 65 2¢ 20 72 6f 79 61 6C 74 79 2d 66
7265 65 20 6¢ 69 63 65 6e 73 65 20 74 6f 20 75 73 65 2c Oa 2a 20 63 6f 70 79 2¢ 20 6d 6f 64 69 66 79 2c 20 61 6e 64 20
6469 73 74 72 69 62 75 74 65 20 74 68 69 73 20 73 6f 66 74 77 61 72 65 20 69 6e 20 73 6f 75 72 63 65 20 63 6f 64 65 20
6f 72 20 62 69 6e 61 72 79 20 66 6f 72 6d 20 66 6f 72 20 75 73 65 Oa 2a 20 69 6e 20 63 6f 6 6e 65 63 74 69 6f 6e 20 77
69 74 68 20 74 68 65 20 77 65 62 20 73 65 72 76 69 63 65 73 20 61 6e 64 20 41 50 49 73 20 70 72 6f 76 69 64 65 64 20
62 79 20 46 61 63 65 62 6f 6f 6b 2e 0a 2a 0a 2a 20 41 73 20

Data Ascii: s reserved.** You are hereby granted a non-exclusive, worldwide, royalty-free license to use,* copy, modify,

and distribute this software in source code or binary form for use* in connection with the web services and APIs provided
by Facebook.** As

Data Raw: 74 79 70 65 6f 66 20 53 79 6d 62 6f 6¢ 3d 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 3f 53 79 6d 62 6f 6¢ 2e 69 74 65
72 61 74 6f 72 3222 40 40 69 74 65 72 61 74 6f 72 22 29 3d 3d 3d 22 73 79 6d 62 6f 6¢ 22 3f 66 75 6e 63 74 69 6f 6e 28
6129 7b 72 65 74 75 72 6e 20 74 79 70 65 6f 66 20 61 7d 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7h 72 65 74 75 72 6e 20
6126 26 74 79 70 65 6f 66 20 53 79 6d 62 6f 6¢ 3d 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 26 26 61 2e 63 6f 6e 73 74 72 75
63 74 6f 72 3d 3d 3d 53 79 6d 62 6f 6¢ 26 26 61 21 3d 3d 28 74 79 70 65 6f 66 20 53 79 6d 62 6f 6¢ 3d 3d 3d 22 66 75 6e
63 74 69 6f 6e 22 3f 53 79 6d 62 6f 6¢ 2e 70 72 6f 74 6f 74 79 70 65 3a 22 40 40 70 72 6f 74 6f 74 79 70 65 22 29 3f 22 73
79 6d 62 6f 6¢ 22 3a 74 79 70 65 6f 66 20 61 7d 2c 68

Data Ascii: typeof Symbol==="function"?Symbol.iterator:"@ @iterator")==="symbol"?function(a){return typeof a}:function(a)
{return a&&typeof Symbol==="function"&&a.constructor===Symbol&&a!==(typeof Symbol==="function"?Symbol.prototyp
e:"@@prototype")?"symbol":typeof a},h

Data Raw: 5b 62 5d 3d 61 29 7d 29 3b 66 2e 65 6e 73 75 72 65 4d 6f 64 75 6¢ 65 52 65 67 69 73 74 65 72 65 64 28 22 6e
6f 72 6d 61 6¢ 69 7a 65 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 45 6d 61 69 6¢ 54 79 70 65 22 2c 66 75 6€ 63 74
69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 67 2¢ 68 2¢ 69 2c 6a 29 7b 76 61 72 20 65 3d 7b 65 78
70 6f 72 74 73 3a 7b 7d 7d 3b 65 2e 65 78 70 6f 72 74 73 3b 28 66 75 6e 63 74 69 6f 6 28 29 7b 22 75 73 65 20 73 74 72
69 63 74 22 3b 76 61 72 20 61 3d 66 2e 67 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69 67 6e 61 6¢
73 46 42 45 76 65 6e 74 73 56 61 6¢ 69 64 61 74 69 6f 6e 55 74 69 6¢ 73 22 29 2¢ 62 3d 61 2e 6¢ 6f 6f 6b 73 4¢ 69 6b 65
48 61 73 68 65 64 2c 63 3d 61 2e 74 72 69 6d 2c 64 3d 2f 5e 5b

Data Ascii: [b]=a)});f.ensureModuleRegistered("normalizeSignalsFBEventsEmailType",function(){return function(g,h,i,j){var
e={exports:{}};e.exports;(function(){"use strict";var a=f.getFbeventsModules("SignalsFBEventsValidationUtils"),b=a.loo
ksLikeHashed,c=a.trim,d=/"[

Data Raw: 74 65 72 65 64 28 22 6e 6f 72 6d 61 6¢ 69 7a 65 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 50 68 6f 6e 65
4e 75 6d 62 65 72 54 79 70 65 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 67
2c 68 2c 69 2c 6a 29 7b 76 61 72 20 65 3d 7b 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 65 2e 65 78 70 6f 72 74 73 3b 28 66 75
6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 61 3d 66 2e 67 65 74 46 62 65 76 65 6e
74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 56 61 6¢ 69 64 61 74 69 6f 6e 55 74 69 6C
732229 2c 62 3d 66 2e 67 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69 67 6e 61 6¢ 73 46 42 45 76
65 6e 74 73 55 74 69 6¢ 73 22 29 3b 62 3d 62 2e 73 74 72 69 6e

Data Ascii: tered("normalizeSignalsFBEventsPhoneNumberType",function(){return function(g,h,i,j){var e={exports:{}};e.exp
orts;(function(){"use strict";,var a=f.getFbeventsModules("SignalsFBEventsValidationUtils"),b=f.getFbeventsModules("Signa
IsFBEventsUtils");b=b.strin
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:02 UTC 1547 IN Data Raw: 74 79 70 65 6f 66 20 61 3d 3d 3d 22 73 74 72 69 6e 67 22 29 65 2e 72 65 6a 65 63 74 48 61 73 68 65 64 21 3d
3d 21 30 26 26 28 66 3d 61 29 3b 65 6¢ 73 65 7b 76 61 72 20 67 3d 53 74 72 69 6e 67 28 61 29 3b 65 2e 73 74 72 69 70
21 3d 6e 75 6¢ 6¢ 26 26 28 67 3d 64 28 67 2c 65 2e 73 74 72 69 70 29 29 3b 65 2e 6¢ 6f 77 65 72 63 61 73 65 3d 3d 3d
21 30 3f 67 3d 67 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3a 65 2e 75 70 70 65 72 63 61 73 65 3d 3d 3d 21 30 26 26 28
67 3d 67 2e 74 6f55 70 70 65 72 43 61 73 65 28 29 29 3b 65 2e 74 72 75 6e 63 61 74 65 21 3d 6e 75 6¢ 6¢ 26 26 65 2 7
47275 6e 63 61 74 65 21 3d 3d 30 26 26 28 67 3d 62 28 67 2c 65 2e 74 72 75 6e 63 61 74 65 29 29 3b 65 2e 74 65 73
74 21 3d 6e 75 6¢ 6C 26 26 65 2e 74 65 73 74 21 3d 3d 22 22 3f 66 3d
Data Ascii: typeof a==="string")e.rejectHashed!==!0&&(f=a);else{var g=String(a);e.strip!=null&&(g=d(g,e.strip));e.lowerc
ase===!0?g=g.toLowerCase():e.uppercase===!0&&(g=g.toUpperCase());e.truncate!=null&&e.truncate!==0&&(g=b(g,e.tr
uncate));e.test!=null&&e.test!==""?f=

2021-12-02 23:54:02 UTC 1548 IN Data Raw: 73 2c 63 3d 66 2e 67 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 73 69 67 6e 61 6¢ 73 46 42 45
76 65 6e 74 73 45 78 74 72 61 63 74 42 75 74 74 6f 6e 46 65 61 74 75 72 65 73 22 29 2c 64 3d 66 2e 67 65 74 46 62 65
76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 73 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 45 78 74 72 61 63 74 46 72 6f 6d
49 6e 70 75 74 73 22 29 2c 67 3d 66 2e 67 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 73 69 67 6e 61 6C
73 46 42 4576 65 6e 74 73 45 78 74 72 61 63 74 50 61 67 65 46 65 61 74 75 72 65 73 22 29 2c 69 3d 66 2e 67 65 74 46
62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 73 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 47 65 74 54 72 75 6e 63
61 74 65 64 42 75 74 74 6f 6e 54 65 78 74 22 29 2c 6a 3d 66 2e 67 65
Data Ascii: s,c=f.getFbeventsModules("signalsFBEventsExtractButtonFeatures"),d=f.getFbeventsModules("signalsFB
EventsExtractFromInputs"),g=f.getFbeventsModules("signalsFBEventsExtractPageFeatures"),i=f.getFbeventsModules(
"signalsFBEventsGetTruncatedButtonText"),j=f.ge

2021-12-02 23:54:02 UTC 1550 IN Data Raw: 54 4d 4c 54 65 78 74 41 72 65 61 45 6¢ 65 6d 65 6e 74 7c 7c 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d
4c 42 75 74 74 6f 6e 45 6¢ 65 6d 65 6e 74 29 26 26 28 69 2e 6e 61 6d 65 3d 61 2e 6e 61 6d 65 2¢ 69 2e 76 61 6¢ 75 65
3d 61 2e 76 61 6¢ 75 65 29 3b 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 41 6e 63 68 6f 72 45 6¢ 65 6d 65 6e 74
26 26 28 69 2e 6e 61 6d 65 3d 61 2e 6e 61 6d 65 29 3b 72 65 74 75 72 6e 20 69 7d 65 2e 65 78 70 6f 72 74 73 3d 67 7d
292829 3b 72 65 74 75 72 6e 20 65 2e 65 78 70 6f 72 74 73 7d 28 61 2c 62 2c 63 2c 64 29 7d 29 3b 66 2e 65 6e 73 75 7
265 4d 6f 64 75 6¢ 65 52 65 67 69 73 74 65 72 65 64 28 22 73 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 45 78 74 72 61
63 74 46 6f 72 6d 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74
Data Ascii: TMLTextAreaElement||a instanceof HTMLButtonElement)&&(i.name=a.name,i.value=a.value);a instanceof
HTMLANnchorElement&&(i.name=a.name);return i}e.exports=g})();return e.exports}(a,b,c,d)});f.ensureModuleRegiste
red("signalsFBEventsExtractForm",function(){ret

2021-12-02 23:54:02 UTC 1551 IN Data Raw: 22 73 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 4578 74 72 61 63 74 46 72 6f 6d 49 6e 70 75 74 73 22 2c 66
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 67 2c 68 2¢ 6a 2c 64 29 7b 76 61 72 20 65
3d 7b 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 65 2e 65 78 70 6f 72 74 73 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65
207374726963 74 22 3b 76 61 72 20 61 3d 66 2e 67 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69
67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 46 65 61 74 75 72 65 43 6f 75 6e 74 65 72 22 29 2c 62 3d 66 2e 67 65 74 46 62
65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 73 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 43 6f 6¢ 6¢ 61 70 73 65 55 73
65 72 44 61 74 61 22 29 2c 63 3d 66 2e 67 65 74 46 62 65 76 65
Data Ascii: “signalsFBEventsExtractFromlnputs”,function(){return function(g,h,j,d){var e={exports:{}};e.exports;(function()
{"use strict";var a=f.getFbeventsModules("SignalsFBEventsFeatureCounter"),b=f.getFbeventsModules("signalsFB
EventsCollapseUserData"),c=f.getFbeve

2021-12-02 23:54:02 UTC 1553 IN Data Raw: 68 28 61 2c 5b 7b 6b 65 79 3a 22 69 6e 63 72 65 6d 65 6e 74 41 6e 64 47 65 74 22 2¢ 76 61 6¢ 75 65 3a 66 75
6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 5f 66 65 61 74 75 72 65 73 5b 61 5d 3d 3d 6e 75 6¢ 6¢ 26 26 28 74 68 69 73
2e 5 66 65 61 74 75 72 65 73 5b 61 5d 3d 30 29 3b 74 68 69 73 2e 5f 66 65 61 74 75 72 65 73 5b 61 5d 2b 2b 3b 72 65
747572 6e 20 74 68 69 73 2e 5f 66 65 61 74 75 72 65 73 5b 61 5d 7d 7d 5d 29 3b 72 65 74 75 72 6e 20 61 7d 28 29 3b
65 2e 65 78 70 6f 72 74 73 3d 61 7d 29 28 29 3b 72 65 74 75 72 6e 20 65 2e 65 78 70 6f 72 74 73 7d 28 61 2¢ 62 2¢ 63 2C
64 29 7d 29 3b 66 2e 65 6e 73 75 72 65 4d 6f 64 75 6¢ 65 52 65 67 69 73 74 65 72 65 64 28 22 73 69 67 6e 61 6¢ 73 46 4
24576 65 6e 74 73 47 65 74 54 72 75 6e 63 61 74 65 64 42 75 74
Data Ascii: h(a,[{key:"incrementAndGet",value:function(a){this._features[a]==null&&(this._features[a]=0);this._features[
a]++;return this._features[a]}}]);return a}();e.exports=a})();return e.exports}(a,b,c,d)});f.ensureModuleRegistered("sig
nalsFBEventsGetTruncatedBut

2021-12-02 23:54:02 UTC 1554 IN Data Raw: 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 55 74
69 6¢ 73 22 29 3b 76 61 72 20 68 3d 66 2e 67 65 74 46 62 65 76 65 6 74 73 4d 6f 64 75 6¢ 65 73 28 22 73 69 67 6€ 61
6C 73 46 42 45 76 65 6e 74 73 45 6¢ 65 6d 65 6e 74 44 6f 65 73 4d 61 74 63 68 22 29 3b 61 3d 61 2e 66 69 6¢ 74 65 72
3b 76 61 72 20 69 3d 61 28 64 2e 73 70 6¢ 69 74 28 63 29 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6€ 20 6
121 3d 3d 22 61 22 7d 29 2e 6a 6f 69 6e 28 63 29 3b 66 75 6e 63 74 69 6f 6e 20 6a 28 61 2c 63 29 7b 69 66 28 61 3d 3d
6e 75 6c 6¢ 7c 7c 21 62 28 61 29 29 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 69 66 28 68 28 61 2c 63 3f 64 3a 69 29 29 72 65
7475 72 6e 20 61 3b 61 3d 67 28 61 2e 70 61 72 65 6e 74 4e 6f 64
Data Ascii: etFbeventsModules("SignalsFBEventsUtils");var h=f.getFbeventsModules("signalsFBEventsElementDoesMa
tch");a=a.filter;var i=a(d.split(c),function(a){return al=="a"}).join(c);function j(a,c){if(a==null||!b(a))return null;if(h(a,c?d:
i))return a;a=g(a.parentNod

2021-12-02 23:54:02 UTC 1555 IN Data Raw: 31 7d 29 3a 65 7d 66 75 6e 63 74 69 6f 6e 20 69 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 61 2e 75 73 65 72 4f
72 44 6f 6d 61 69 6e 3d 3d 3d 22 64 6f 6d 61 69 6e 22 26 26 61 2e 6¢ 61 73 74 44 6f 74 49 6e 64 65 78 21 3d 6e 75 6C 6C
26 26 61 2e 6¢ 61 73 74 44 6f 74 49 6e 64 65 78 21 3d 3d 62 2d 31 26 26 61 2e 73 74 61 72 74 21 3d 6e 75 6¢ 6C 26 26
61 2e 65 6e 64 21 3d 6e 75 6¢ 6¢ 26 26 61 2e 65 6e 64 21 3d 3d 61 2e 6¢ 61 73 74 44 6f 74 49 6e 64 65 78 7d 66 75 6e
63 74 69 6f 6e 20 6a 28 61 29 7b 76 61 72 20 62 3d 6e 75 6¢ 6¢ 2¢ 64 3d 61 3b 61 3d 5b 5d 3b 66 6f 72 28 76 61 72 20 65
3d 30 3b 65 3c 64 2e 6¢ 65 6e 67 74 68 3b 65 2b 2b 29 62 3d 68 28 65 2¢ 64 5b 65 5d 2¢ 62 29 2¢ 62 21 3d 6e 75 6¢ 6¢ 2
6 26 28 69 28 62 2c 64 2e 6¢ 65 6e 67 74 68 29 3f 61 2e 70 75 73
Data Ascii: 1}):e}function i(a,b){return a.userOrDomain==="domain"&&a.lastDotIndex!=null&&a.lastDotIndex!==b-1
&&a.start!=null&&a.end!=null&&a.end!==a.lastDotIndex}function j(a){var b=null,d=a;a=[];for(var e=0;e<d.length;e++)b=h(e,
d[e],b),b!=null&&(i(b,d.length)?a.pus

2021-12-02 23:54:02 UTC 1557 IN Data Raw: 69 74 65 73 70 61 63 65 5f 61 6e 64 5f 70 75 6e 63 74 75 61 74 69 6f 6e 22 7d 7d 2c 6¢ 6e 3a 7b 74 79 70 65
322273747269 6e 6722 2c 7479 70 65 50 61 72 61 6d 73 3a 7b 6¢ 6f 77 65 72 63 61 73 65 3a 21 30 2¢ 73 74 72 69
70 3a22 77 68 69 74 65 73 70 61 63 65 5f 61 6e 64 5f 70 75 6e 63 74 75 61 74 69 6f 6e 22 7d 7d 2c 7a 70 3a 7b 74 79 70
65 3a 22 70 6f 73 74 61 6¢ 5f 63 6f 64 65 22 7d 2 63 74 3a 7b 74 79 70 65 3a 22 73 74 72 69 6e 67 22 2¢c 74 79 70 65 50
61 72 61 6d 73 3a 7b 6¢ 6f 77 65 72 63 61 73 65 3a 21 30 2c 73 74 72 69 70 3a 22 61 6¢ 6¢ 5f 6e 6f 6e 5f 6¢ 61 74 69 6e
5f 61 6¢ 70 68 61 5f 6e 75 6d 65 72 69 63 22 2¢ 74 65 73 74 3a 22 5e 5b 61 2d 7a 5d 2b 22 7d 7d 2¢ 73 74 3a 7b 74 79 70
65 3a22 73 74 72 69 6e 67 22 2c 74 79 70 65 50 61 72 61 6d
Data Ascii: itespace_and_punctuation"}},In:{type:"string",typeParams:{lowercase:!0,strip:"whitespace_and_punctuation"}},
zp:{type:"postal_code"},ct:{type:"string",typeParams:{lowercase:!0,strip:"all_non_latin_alpha_numeric" test:"[a-z]+"}},st:
{type:"string",typeParam
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2021-12-02 23:54:02 UTC 1558 IN Data Raw: 63 72 65 61 74 65 28 6e 75 6¢ 6¢ 29 3b 69 66 28 63 2e 72 28 64 29 2c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65
50 72 6f 70 65 72 74 79 28 64 2c 22 64 65 66 61 75 6¢ 74 22 2¢ 7b 65 6e 75 6d 65 72 61 62 6¢ 65 3a 21 30 2¢ 76 61 6C 75
653a 61 7d 29 2c 32 26 62 26 26 22 73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 66 20 61 29 66 6f 72 28 76 61 72 20 65 20
69 6e 20 61 29 63 2e 64 28 64 2c 65 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 61 5b 62 5d 7d 2e 62
69 6e 64 28 6e 75 6¢ 6¢ 2¢ 65 29 29 3b 72 65 74 75 72 6e 20 64 7d 2c 63 2e 6e 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b
76 61 72 20 62 3d 61 26 26 61 2e 5f 5f 65 73 4d 6f 64 75 6¢ 65 3f 66 75 6e 63 74 69 6f 6 28 29 7b 72 65 74 75 72 6e 20
61 5b 22 64 65 66 61 75 6¢ 74 22 5d 7d 3a 66 75 6e 63 74 69 6f
Data Ascii: create(null);if(c.r(d),Object.defineProperty(d,"default",{enumerable:!0,value:a}),2&b&&"string"!=typeof a)for(var
e in a)c.d(d,e,function(b){return a[b]}.bind(null,e));return d},c.n=function(a){var b=a&&a.__esModule?function(){return a["d
efault"]}:functio

2021-12-02 23:54:02 UTC 1560 IN Data Raw: 6f 72 63 65 64 29 26 26 75 26 26 6b 28 75 2c 6d 29 2c 6e 3d 76 5b 6d 5d 2c 63 26 26 28 6f 3d 61 2e 6e 6f 54
6172 67 65 74 47 65 74 3f 28 70 3d 65 28 75 2c 6d 29 29 26 26 70 2e 76 61 6¢ 75 65 3a 75 5b 6d 5d 29 2¢ 70 3d 63 26
26 6f 3f 6f 3a 62 5b 6d 5d 2c 63 26 26 28 74 79 70 65 6f 66 20 6e 3d 3d 3d 22 75 6e 64 65 66 69 6e 65 64 22 3f 22 75 6e
64 65 66 69 6e 65 64 22 3a 67 28 6e 29 29 3d 3d 28 74 79 70 65 6f 66 20 70 3d 3d 3d 22 75 6e 64 65 66 69 6e 65 64 22
3f 22 75 6e 64 65 66 69 6e 65 64 22 3a 67 28 70 29 29 7c 7c 28 63 3d 61 2e 62 69 6e 64 26 26 63 3f 69 28 70 2c 64 29 3
a6l2e 7772617026 26 63 3f 6¢c 28 70 29 3a 74 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 70 3f 6
9 28 46 75 6e 63 74 69 6f 6e 2e 63 61 6¢ 6¢ 2¢ 70 29 3a 70 2c 28
Data Ascii: orced)&&u&&k(u,m),n=v[m],c&&(o=a.noTargetGet?(p=e(u,m))&&p.value:u[m]),p=c&&0?0:b[m],c&&(typeof n=
=="undefined"?"undefined":g(n))==(typeof p==="undefined"?"undefined":g(p))||(c=a.bind&&c?i(p,d):a.wrap&&c?I(p)
:t1&&"function"==typeof p?i(Function.call,p):p,(

2021-12-02 23:54:02 UTC 1561 IN Data Raw: 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 72 65 74 75 72 6e 20 64 2e 66 28 61 2c 62 2c 65 28 31 2c 63 29 29
7d 3a 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2c 63 29 7b 72 65 74 75 72 6e 20 61 5b 62 5d 3d 63 2¢ 61 7d 7d 2c 66 75 6e
63 74 69 6f 6e 28 61 2¢ 62 29 7b 76 61 72 20 63 3d 7b 7d 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 3b 61 2e 65 78 70
6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 63 2e 63 61 6¢ 6¢ 28 61 2¢ 62 29 7d 7d 2
66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 61 2e 65 78 70 6f 72 74 73 3d 63 28 36 38 29 7d 2c 66 75 6e 63 74 69 6f
6e 28 61 2c 62 2c 63 29 7b 61 2e 65 78 70 6f 72 74 73 3d 63 28 31 30 32 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2c
6329 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63
Data Ascii: nction(a,b,c){return d.f(a,b,e(1,c))}:function(a,b,c){return a[b]=c,a}},function(a,b){var c={}.hasOwnPropert
y;a.exports=function(a,b){return c.call(a,b)}},function(a,b,c){a.exports=c(68)},function(a,b,c){a.exports=c(102)},functi
on(a,b,c){"use strict";func

2021-12-02 23:54:02 UTC 1562 IN Data Raw: 75 65 3a 62 7d 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 2e 65 78 70 6f 72 74 73 3d 7b 7d 7d 2c
66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 63 2e 64 28 62 2c 22 61 22 2¢
66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 64 7d 29 3b 76 61 72 20 64 3d 5b 22 4f 72 64 65 72 22 2c 22 41 67
67 72 65 67 61 74 65 4f 66 66 65 72 22 2c 22 43 72 65 61 74 69 76 65 57 6f 72 6b 22 2¢ 22 45 76 65 6e 74 22 2¢c 22 4d 65
6e 7549 74 65 6d 22 2c 22 50 72 6f 64 75 63 74 22 2¢ 22 53 65 72 76 69 63 65 22 2¢ 22 54 72 69 70 22 2c 22 41 63 74
69 6f 6e 41 63 63 65 73 73 53 70 65 63 69 66 69 63 61 74 69 6f 6e 22 2¢ 22 43 6f 6e 73 75 6d 65 41 63 74 69 6f 6e 22 2¢
22 4d 65 64 69 61 53 75 62 73 63 72 69 70 74 69 6f 6e 22 2c 22
Data Ascii: ue:b}}},function(a,b){a.exports={}},function(a,b,c){"use strict";c.d(b,"a",function(){return d});var d=["Order","Aggre
gateOffer","CreativeWork","Event","Menultem","Product","Service","Trip","ActionAccessSpecification","ConsumeAc
tion","MediaSubscription","

2021-12-02 23:54:02 UTC 1564 IN Data Raw: 6f 6e 28 61 2c 62 2c 63 29 7b 62 3d 63 28 36 29 3b 76 61 72 20 64 3d 63 28 36 33 29 2c 65 3d 62 5b 22 5f 5f
63 6f 72 65 2d 6a 73 5f 73 68 61 72 65 64 5f 5f 22 5d 7c 7c 64 28 22 5f 5f 63 6f 72 65 2d 6a 73 5f 73 68 61 72 65 64 5f 5f
22 2c 7b 7d 29 3b 28 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 72 65 74 75 72 6e 20 65 5b
61 5d 7c 7c 28 65 5b 61 5d 3d 76 6f 69 64 20 30 21 3d 3d 62 3f 62 3a 7b 7d 29 7d 29 28 22 76 65 72 73 69 6f 6e 73 22 2¢
5b 5d 29 2e 70 75 73 68 28 7b 76 65 72 73 69 6f 6e 3a 22 33 2e 30 2e 30 22 2c 6d 6f 64 65 3a 63 28 33 36 29 3f 22 70 75
72 65 22 3a 22 67 6¢ 6f 62 61 6C 22 2¢ 63 6f 70 79 72 69 67 68 74 3a 22 5¢ 78 61 39 20 32 30 31 39 20 44 65 6e 69 73 20
50 75 73 68 6b 61 72 65 76 20 28 7a 6c 6f 69 72 6f 63
Data Ascii: on(a,b,c){b=c(6);var d=c(63),e=b["__core-js_shared__"]||d(“__core-js_shared__"{});(a.exports=function(a,b){
return e[a]||(e[a]=void 0!==b?b:{})})("versions",[]).push({version:"3.0.0",mode:c(36)?"pure":"global",copyright:"\xa9 2019
Denis Pushkarev (zloiroc

2021-12-02 23:54:02 UTC 1565 IN Data Raw: 3d 6e 65 77 20 41 72 72 61 79 28 61 2e 6¢ 65 6e 67 74 68 29 3b 62 3c 61 2e 6¢ 65 6e 67 74 68 3b 62 2b 2b 29
63 5b 62 5d 3d 61 5b 62 5d 3b 72 65 74 75 72 6e 20 63 7d 7d 28 61 29 7c 7c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66
282874 79 70 65 6f 66 20 53 79 6d 62 6f 6¢ 3d 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 3f 53 79 6d 62 6f 6C 2e 69 74 65 72
61 74 6f 72 3222 40 40 69 74 65 72 61 74 6f 72 22 29 69 6e 20 4f 62 6a 65 63 74 28 61 29 7c 7c 22 5b 6f 62 6a 65 63 74
204172 67 75 6d 65 6e 74 73 5d 22 3d 3d 3d 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 53 74 72 69 6e 67
2e 6361 6¢ 6¢ 28 61 29 29 72 65 74 75 72 6e 20 41 72 72 61 79 2e 66 72 6f 6d 28 61 29 7d 28 61 29 7c 7c 66 75 6e 63
74 69 6f 6e 28 29 7b 74 68 72 6f 77 20 6€ 65 77 20 54 79 70 65
Data Ascii: =new Array(a.length);b<a.length;b++)c[b]=a[b];return c}}(a)||function(a){if((typeof Symbol==="function"?Symb
ol.iterator:"@ @iterator")in Object(a)||"[object Arguments]'===0bject.prototype.toString.call(a))return Array.from(a)}(a)
|[function(){throw new Type

2021-12-02 23:54:02 UTC 1567 IN Data Raw: 72 69 70 74 69 6f 6e 3a 21 30 2c 6b 65 79 77 6f 72 64 73 3a 21 30 7d 3b 66 75 6e 63 74 69 6f 6e 20 72 28 29
7b 76 61 72 20 61 3d 68 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 22 74 69 74 6¢ 65 22 29 2c 62 3d 6€ 75 6C 6C 3b
726574 75 72 6e 20 6e 75 6¢ 6¢ 21 3d 61 26 26 6e 75 6¢ 6¢ 21 3d 61 2e 69 6e 6e 65 72 54 65 78 74 26 26 28 62 3d 61
2e 69 6e 6e 65 72 54 65 78 74 2e 73 75 62 73 74 72 28 30 2c 64 2e 61 29 29 2c¢ 69 28 29 28 5b 6e 75 6¢ 6¢ 21 3d 62 3f 7
b 6b 65 79 3a 22 74 69 74 6¢ 65 22 2 76 61 6¢ 75 65 3a 62 7d 3a 6e 75 6¢ 6¢ 5d 2e 63 6f 6e 63 61 74 28 6d 28 6¢ 28 29
28 6a 28 29 28 68 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 22 6d 65 74 61 5b 6€ 61 6d 65 5d 22 29 29 2¢
66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 61 2e 67 65 74
Data Ascii: ription:!0,keywords:!0};function r(){var a=h.querySelector("title"),b=null;return null!=a&&null!=a.innerText&&
(b=a.innerText.substr(0,d.a)),i()([null!=b?{key:"title",value:b}:null].concat(m(I()(j()(h.querySelectorAll("meta[name]")),functi
on(a){var b=a.get

2021-12-02 23:54:02 UTC 1567 IN Data Raw: 6e 74 22 29 3b 72 65 74 75 72 6e 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 62 26 26 22 73 74 72 69
6e 67 22 3d 3d 74 79 70 65 6f 66 20 61 26 26 71 5b 62 5d 3f 7b 6b 65 79 3a 22 6d 65 74 61 3a 22 2b 62 2c 76 61 6¢C 75
65 3a 61 2e 73 75 62 73 74 72 28 30 2c 64 2e 61 29 7d 3a 6e 75 6¢ 6¢ 7d 29 29 29 2c 42 6f 6f 6¢ 65 61 6e 29 7d 7d 2c 66
75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 61 2e 65 78 70 6f 72 74 73 3d 63 28 31 30 34 29 7d 2c 66 75 6e 63 74 69 6f
6e 28 61 2c 62 29 7b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7h 69 66 28 22 66 75 6e 63 74 69 6f
6e 2221 3d 74 79 70 65 6f 66 20 61 29 74 68 72 6f 77 20 54 79 70 65 45 72 72 6f 72 28 53 74 72 69 6e 67 28 61 29 2b 22
20 69 73 20 6e 6f 74 20 61 20 66 75 6e 63 74 69 6f 6e 22 29
Data Ascii: nt");return"string"==typeof b&&"string"==typeof a&&q[b]?{key:"meta:"+b,value:a.substr(0,d.a)}:null}))),Boole
an)}},function(a,b,c){a.exports=c(104)},function(a,b){a.exports=function(a){if(“function"!=typeof a)throw TypeError(Stri
ng(a)+" is not a function")

Copyright Joe Security LLC 2021 Page 111 of 269



kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:02 UTC 1569 IN Data Raw: 6¢ 65 53 74 72 69 6e 67 22 2c 22 74 6f 53 74 72 69 6e 67 22 2c 22 76 61 6¢ 75 65 4f 66 22 5d 7d 2c 66 75 6e
63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 76 61 72 20 64 3d 63 28 32 35 29 2e 66 2c 65 3d 63 28 31 33 29 2c 66 3d 63 28
313429 2c 67 3d 63 28 34 29 28 22 74 6f 53 74 72 69 6e 67 54 61 67 22 29 2c 68 3d 63 28 38 34 29 2¢ 69 3d 68 21 3d
3d 7b 7d 2e 74 6153 74 72 69 6e 67 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2¢ 63 2c 6a 29
7b 69 66 28 61 29 7b 63 3d 63 3f 61 3a 61 2e 70 72 6f 74 6f 74 79 70 65 3b 66 28 63 2c 67 29 7c 7c 64 28 63 2c 67 2c 7b
63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 2¢ 76 61 6¢ 75 65 3a 62 7d 29 2¢ 6a 26 26 69 26 26 65 28 63 2c 22 74 6f 53
74 72 69 6e 67 22 2c 68 29 7d 7d 7d 2c 66 75 6e 63 74 69 6f 6e
Data Ascii: leString","toString","valueOf"]},function(a,b,c){var d=c(25).f,e=c(13),f=c(14),g=c(4)("toStringTag"),h=c(84),i=h!==
{}.toString;a.exports=function(a,b,c,j){if(a){c=c?a:a.prototype;f(c,g)||d(c,g,{configurable:!0,value:b}),j&&i&&e(c,"toStrin
g",h)}}},function

2021-12-02 23:54:02 UTC 1570 IN Data Raw: 6f 72 29 7c 7c 63 21 3d 3d 41 72 72 61 79 26 26 21 65 28 63 2e 70 72 6f 74 6f 74 79 70 65 29 3f 64 28 63 29
26 26 6e 75 6¢ 6¢ 3d 3d 3d 28 63 3d 63 5b 66 5d 29 26 26 28 63 3d 76 6f 69 64 20 30 29 3a 63 3d 76 6f 69 64 20 30 29 2c
6e 65 77 28 76 6f 69 64 20 30 3d 3d 3d 63 3f 41 72 72 61 79 3a 63 29 28 30 3d 3d 3d 62 3f 30 3a 62 29 7d 7d 2c 66 75 6e
63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 76 61 72 20 64 3d 63 28 32 32 29 3b 61 2e 65 78 70 6f 72 74 73 3d 41 72 72 61 79
2e697341 72726179 7c 7c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 22 41 72 72 61 79 22 3d 3d 64 28
61 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2¢ 63 29 7b 76 61 72 20 64 3d 63 28 36 29 2c 65 3d 63 28 31 33 29
3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61
Data Ascii: or)||c!==Array&&!e(c.prototype)?d(c)&&null===(c=c[f])&&(c=void 0):c=void 0),new(void 0===c?Array:c)(0===b?
0:b)}},function(a,b,c){var d=c(22);a.exports=Array.isArray||function(a){return"Array"==d(a)}},function(a,b,c){var d=c(6),e
=c(13);a.exports=function(a

2021-12-02 23:54:02 UTC 1572 IN Data Raw: 75 72 6e 20 63 3e 3d 62 2e 6¢ 65 6e 67 74 68 3f 7b 76 61 6¢ 75 65 3a 76 6f 69 64 20 30 2c 64 6f 6e 65 3a 21
30 7d 3a 28 62 3d 64 28 62 2c 63 2c 21 30 29 2c 61 2e 69 6e 64 65 78 2b 3d 62 2e 6c 65 6e 67 74 68 2¢ 7b 76 61 6C 75
65 3a 62 2c 64 6f 6e 65 3a 21 31 7d 29 7d 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2¢c 63 29 7b 76 61 72 20 64 3d 63
28333329 2c 65 3d 63 28 32 34 29 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 76
617220 66 2c 67 3b 61 3d 53 74 72 69 6e 67 28 65 28 61 29 29 3b 62 3d 64 28 62 29 3b 76 61 72 20 68 3d 61 2e 6¢ 65
6e 67 74 68 3b 72 65 74 75 72 6e 20 62 3¢ 30 7c 7c 62 3e 3d 68 3f 63 3f 22 22 3a 76 6f 69 64 20 30 3a 28 66 3d 61 2e 63
68 61 72 43 6f 64 65 41 74 28 62 29 29 3c 35 35 32 39 36 7c 7c
Data Ascii: urn c>=b.length?{value:void 0,done:!0}:(b=d(b,c,!0),a.index+=b.length {value:b,done:!1})})},function(a,b,c){var
d=c(33),e=c(24);a.exports=function(a,b,c){var f,g;a=String(e(a));b=d(b);var h=a.length;return b<0||b>=h?c?"":void 0:
(f=a.charCodeAt(b))<55296||

2021-12-02 23:54:02 UTC 1573 IN Data Raw: 22 76 61 6¢ 75 65 73 22 3a 63 61 73 65 22 65 6e 74 72 69 65 73 22 3a 72 65 74 75 72 6e 20 66 75 6e 63 74
69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 63 28 74 68 69 73 2c 61 29 7d 7d 72 65 74 75 72 6e 20 66 75 6e 63
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 63 28 74 68 69 73 29 7d 7d 3b 76 61 72 20 76 3d 62 2b 22 20 49 7
4657261746f72222c 77 3d 21 31 2c 78 3d 61 2e 70 72 6f 74 6f 74 79 70 65 2c 79 3d 78 5b 6¢ 5d 7c 7c 78 5b 22 40 4
0697465726174 6f72225d7c7c 722626 785b725d2c 7a3d 21 6f26 26 79 7c 7¢ 71 28 7229 2¢ 41 3d 22 41 72
72 6179 22 3d 3d 62 26 26 78 2e 65 6e 74 72 69 65 73 7c 7c 79 3b 69 66 28 41 26 26 28 41 3d 66 28 41 2e 63 61 6¢ 6C
28 6e 65 77 20 61 28 29 29 29 2c 6e 21 3d 3d 4f 62 6a 65 63 74 2e 70
Data Ascii: "values":case"entries":return function(){return new c(this,a)}}return function()}{return new c(this)}};var v=b+"
Iterator",w=!1,x=a.prototype,y=x[l]||x['@ @iterator"]|r&&x[r] z=!0&&y||q(r),A="Array"==b&&x.entries||y;if(A&& (A=f(A.
call(new a())),n!==0bject.p

2021-12-02 23:54:02 UTC 1575 IN Data Raw: 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 62 3d 63 28 31 39 29 3b 76 61 72 20 64 3d 63 28 32 35 29 2c 65 3d 63 28
323029 2c 66 3d 63 28 38 30 29 3b 61 2e 65 78 70 6f 72 74 73 3d 62 3f 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f
7065 72 74 69 65 73 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 65 28 61 29 3b 66 6f 72 28 76 61 72 20 63 2c 67 3d 66
2862 29 2c 68 3d 67 2e 6¢ 65 6e 67 74 68 2c 69 3d 30 3b 68 3e 69 3b 29 64 2e 66 28 61 2c 63 3d 67 5b 69 2b 2b 5d 2c
62 5b 63 5d 29 3b 72 65 74 75 72 6e 20 61 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2c 63 29 7b 76 61 72 20 64 3d
63 28 38 31 29 2c 65 3d 63 28 35 31 29 3b 61 2e 65 78 70 6f 72 74 73 3d 4f 62 6a 65 63 74 2e 6b 65 79 73 7c 7c 66 75 6e
63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 64 28 61 2c 65
Data Ascii: tion(a,b,c){b=c(19);var d=c(25),e=c(20),f=c(80);a.exports=b?Object.defineProperties:function(a,b){e(a);for(var
c¢,g=f(b),h=g.length,i=0;h>i;)d.f(a,c=g[i++],b[c]);return a}},function(a,b,c){var d=c(81),e=c(51);a.exports=Object.keys||functio
n(a){return d(a,e

2021-12-02 23:54:02 UTC 1576 IN Data Raw: 7b 6e 65 78 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 7b 64 6f 6e 65 3a 21 21 66 2b 2b 7d 7d
2c 2272 6574 75 72 6e 22 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 65 3d 21 30 7d 7d 3b 62 5b 64 5d 3d 66 75 6e 63 74 69
6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 7d 2c 41 72 72 61 79 2e 66 72 6f 6d 28 62 2c 66 75 6e 63 74 69 6f 6e 28
29 7b 74 68 72 6f 77 20 32 7d 29 7d 63 61 74 63 68 28 61 29 7b 7d 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e
28 61 2c 62 29 7b 69 66 28 21 62 26 26 21 65 29 72 65 74 75 72 6e 21 31 3b 62 3d 21 31 3b 74 72 79 7b 76 61 72 20 63
3d 7b 7d 3b 63 5b 64 5d 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 7b 6e 65 78 74 3a 66 75 6e 63 74 69 6f 6
€ 2829 7b 726574 7572 6e 7h 64 6f 6e 65 3a 62 3d 21 30 7d 7d
Data Ascii: {next:function(){return{done:!!f++}},"return":function(){e=!0}};b[d]=function(){return this},Array.from(b,function(){t
hrow 2})}catch(a){}a.exports=function(a,b){if(!b&&!e)return!1;b=!1;try{var c={};c[d]=function(){return{next:function(){r
eturn{done:b=!0}}

2021-12-02 23:54:02 UTC 1577 IN Data Raw: 30 29 7d 7d 29 2c 63 28 35 34 29 28 22 69 6e 63 6¢ 75 64 65 73 22 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c
62 2c 63 29 7b 63 28 39 38 29 2¢ 61 2e 65 78 70 6f 72 74 73 3d 63 28 31 35 29 28 22 41 72 72 61 79 22 2¢ 22 6d 61 70
2229 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2c 63 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 64 3d
63 28 33 30 29 28 31 29 3b 61 3d 63 28 34 38 29 28 22 6d 61 70 22 29 3b 63 28 37 29 28 7h 74 61 72 67 65 74 3a 22 41
7272617922 2c 70 72 6f 74 6f 3a 21 30 2c 66 6f 72 63 65 64 3a 21 61 7d 2c 7b 6d 61 70 3a 66 75 6e 63 74 69 6f 6e 28
6129 7b 72 65 74 75 72 6e 20 64 28 74 68 69 73 2c 61 2¢ 61 72 67 75 6d 65 6€ 74 73 5b 31 5d 29 7d 7d 29 7d 2c 66 75
6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 63 28 31 30 30 29 2c 61 2e
Data Ascii: 0)}}),c(54)("includes")},function(a,b,c){c(98),a.exports=c(15)("Array","map")},function(a,b,c){"use strict";var
d=c(30)(1);a=c(48)("map");c(7)({target:"Array",proto:!0,forced:!a},{map:function(a){return d(this,a,arguments[1])}})},function
(a,b,c){c(100),a.

2021-12-02 23:54:02 UTC 1598 IN Data Raw: 22 2e 73 74 61 72 74 73 57 69 74 68 3b 63 28 37 29 28 7b 74 61 72 67 65 74 3a 22 53 74 72 69 6e 67 22 2c 70
72 6f 74 6f 3a 21 30 2c 66 6f 72 63 65 64 3a 21 61 7d 2c 7b 73 74 61 72 74 73 57 69 74 68 3a 66 75 6e 63 74 69 6f 6e 28
6129 7b 76 61 72 20 62 3d 65 28 74 68 69 73 2c 61 2¢ 22 73 74 61 72 74 73 57 69 74 68 22 29 2c 63 3d 64 28 4d 61 74
68 2e 6d 69 6e 28 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 3e 31 3f 61 72 67 75 6d 65 6e 74 73 5b 31 5d 3a 76 6f
69 64 20 30 2c 62 2e 6¢ 65 6e 67 74 68 29 29 2¢ 67 3d 53 74 72 69 6e 67 28 61 29 3b 72 65 74 75 72 6e 20 66 3f 66 2e
63 61 6¢ 6C 28 62 2C 67 2C 63 29 3a 62 2e 73 6¢ 69 63 65 28 63 2¢ 63 2b 67 2e 6¢ 65 6e 67 74 68 29 3d 3d 3d 67 7d 7d 2
9 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 76 61 72
Data Ascii: ".startsWith;c(7)({target:"String",proto:!0,forced:!a},{startsWith:function(a){var b=e(this,a,"startsWith"),
c=d(Math.min(arguments.length>1?arguments[1]:void 0,b.length)),g=String(a);return f?f.call(b,g,c):b.slice(c,c+g.length)=
==g}})},function(a,b,c){var
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2021-12-02 23:54:02 UTC 1599 IN Data Raw: 73 3d 73 2e 77 6f 72 6b 69 6e 67 4e 6f 64 65 3b 76 61 72 20 66 3d 6¢ 28 29 28 76 2e 67 65 74 41 74 74 72 69
62 75 74 65 28 22 74 79 70 65 6f 66 22 29 29 3b 73 5b 22 40 74 79 70 65 22 5d 3d 66 3b 66 6f 72 28 76 61 72 20 66 3d
6e 2829 28 76 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 22 5b 70 72 6f 70 65 72 74 79 5d 22 29 29 2e 72 65
76 65 72 73 65 28 29 3b 66 2e 6¢ 65 6e 67 74 68 3b 29 7b 76 61 72 20 77 3d 66 2e 70 6f 70 28 29 3b 69 66 28 21 6f 28
292863 2c 772929 7b 63 2e 70 75 7368 28 77 29 3b 76 61 72 20 67 3d 6¢ 28 29 28 77 2e 67 65 74 41 74 74 72 69 62 7
574 65282270 72 6f 70 65 72 74 79 22 29 29 3b 69 66 28 77 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 74 79 70 65
6f 66 22 29 29 7b 76 61 72 20 6a 3d 7b 7d 3b 73 5b 67 5d 3d 6a 2c
Data Ascii: s=s.workingNode;var f=I()(v.getAttribute("typeof"));s["@type"]=f;for(var f=n()(v.querySelectorAll('[property
1").reverse();f.length;){var w=f.pop();if(!o()(c,w)){c.push(w);var g=I()(w.getAttribute("property"));if(w.hasAttribute("typeof"))
{var j={};s[g]=],

2021-12-02 23:54:02 UTC 1599 IN Data Raw: 2e 70 75 73 68 28 7b 65 6¢ 65 6d 65 6e 74 3a 77 2c 77 6f 72 6b 69 6e 67 4e 6f 64 65 3a 6a 7d 29 3b 62 72 65
61 6b 7d 73 5b 67 5d 3d 4f 62 6a 65 63 74 28 65 2e 62 29 28 77 29 7d 7d 7d 7d 7d 72 65 74 75 72 6e 20 6d 28 29 28 64
2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 6b 28 29 28 62 2e 68 74 6d 6¢ 45 6¢ 65 6d 65 6e 74 2¢c 61
29 7d 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 72 28 61 29 7b 72 65 74 75 72 6e 28 72 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3
d 74 79 70 65 6f 66 20 53 79 6d 62 6f 6¢ 26 26 22 73 79 6d 62 6f 6¢ 22 3d 3d 67 28 74 79 70 65 6f 66 20 53 79 6d 62 6f 6¢C
3d 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 3f 53 79 6d 62 6f 6¢ 2e 69 74 65 72 61 74 6f 72 3a 22 40 40 69 74 65 72 61 74 6f
72 22 29 3f 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72
Data Ascii: .push({element:w,workingNode:j});break}s[g]=Object(e.b)(w)}}}}}return m()(d,function(b){return k()(b.htmIEle
ment,a)})};function r(a){return(r="function"==typeof Symbol&&"symbol"==g(typeof Symbol==="function"?Symbol.ite
rator:"@ @iterator")?function(a){retur

2021-12-02 23:54:02 UTC 1601 IN Data Raw: 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 61 6e 63 68 6f 72 45 6¢ 65
6d 65 6e 74 2e 68 6f 73 74 7d 7d 2c 7b 6b 65 79 3a 22 68 6f 73 74 6e 61 6d 65 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e
2829 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 61 6e 63 68 6f 72 45 6¢ 65 6d 65 6e 74 2e 68 6f 73 74 6e 61 6d 65 7d 7d
2c 7b 6b 65 79 3a 22 70 61 74 68 6e 61 6d 65 22 2¢c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20
74 68 69 73 2e 5f 61 6e 63 68 6f 72 45 6¢ 65 6d 65 6e 74 2e 70 61 74 68 6e 61 6d 65 2e 72 65 70 6¢ 61 63 65 28 2f 28 5e
5c 2f 3f 29 2f 2c 22 2f 22 29 7d 7d 2c 7b 6b 65 79 3a 22 70 6f 72 74 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b
72 6574 75 72 6e 20 74 68 69 73 2e 5f 61 6e 63 68 6f 72 45
Data Ascii: et:function(){return this._anchorElement.host}} {key:"hostname",get:function(){return this._anchorElement.ho
stname}},{key:"pathname",get:function(){return this._anchorElement.pathname.replace(/("VV?)/,"/")}},{key:"port",get:func
tion(){return this._anchorg

2021-12-02 23:54:02 UTC 1602 IN Data Raw: 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 22 3a 73 63 6f 70 65 20 2a 22 29 7d 63 61 74 63 68 28 61 29 7b 6a 2e 43 41
4e 5f 55 53 45 5f 53 43 4f 50 45 3d 21 31 7d 76 61 72 20 7a 3d 6a 3b 79 3d 63 28 32 39 29 3b 76 61 72 20 41 3d 63 2e 6e
2879 29 3b 6a 3d 63 28 31 36 29 3b 76 61 72 20 42 3d 63 2e 6e 28 6a 29 3b 79 3d 28 63 28 34 33 29 2c 63 28 32 31 29
29 3b 76 61 72 20 43 3d 63 2e 6e 28 79 29 3b 66 75 6e 63 74 69 6f 6e 20 44 28 61 29 7h 72 65 74 75 72 6e 20 66 75 6e
63 74 69 6f 6e 28 61 29 7b 69 66 28 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 61 29 29 7b 66 6f 72 28 76 61 72 20 62 3
d 30 2c 63 3d 6e 65 77 20 41 72 72 61 79 28 61 2e 6¢ 65 6e 67 74 68 29 3b 62 3c 61 2e 6¢ 65 6e 67 74 68 3b 62 2b 2b 29
63 5b 62 5d 3d 61 5b 62 5d 3b 72 65 74 75 72 6e 20 63 7d 7d 28 61
Data Ascii: electorAll(*:scope *")}catch(a){j. CAN_USE_SCOPE=!1}var z=j;y=c(29);var A=c.n(y);j=c(16);var B=c.n(j);y=(c(43
),c(21));var C=c.n(y);function D(a){return function(a){if(Array.isArray(a)){for(var b=0,c=new Array(a.length);b<a.length
;b++)c[b]=a[b];return c}}(a

2021-12-02 23:54:02 UTC 1604 IN Data Raw: 28 44 28 61 29 2c¢ 5b 62 5d 29 7d 2c 5b 5d 29 3b 72 65 74 75 72 6e 20 74 28 29 28 62 2c 66 75 6e 63 74 69 6f
6e 28 61 2¢ 62 29 7b 72 65 74 75 72 6e 20 6d 28 29 28 41 28 29 28 70 28 29 28 61 2c 66 75 6e 63 74 69 6f 6e 28 61 29
7b 72 65 74 75 72 6e 20 63 61 28 61 2¢ 62 29 7d 29 29 2c 42 6f 6f 6¢ 65 61 6€ 29 7d 2¢ 5b 61 5d 29 7d 76 61 72 20 63 61
3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7hb 76 61 72 20 63 3d 62 2e 73 65 6¢ 65 63 74 6f 72 3b 73 77 69 74 63 68 28 62
2e 7479 70 65 29 7b 63 61 73 65 22 63 68 69 6¢ 64 72 65 6e 22 3a 69 66 28 6e 75 6¢ 6¢ 3d 3d 61 29 72 65 74 75 72 6e
5b 5d 3b 62 3d 45 28 63 2e 73 70 6¢ 69 74 28 22 2c 22 29 2¢ 32 29 3b 76 61 72 20 64 3d 62 5b 30 5d 2¢ 65 3d 62 5b 31 5
d 3b 72 65 74 75 72 6e 5b 6e 28 29 28 6d 28 29 28 6e 28 29 28 61
Data Ascii: (D(a),[b])}.[]);return t()(b,function(a,b){return m()(A()(p()(a,function(a){return ca(a,b)})),Boolean)},[a])}var ca=fu
nction(a,b){var c=b.selector;switch(b.type){case"children™:if(null==a)return[];b=E(c.split(","),2);var d=b[0],e=b[1];return[n()
(mO(n((a

2021-12-02 23:54:02 UTC 1605 IN Data Raw: 22 5d 2c 70 72 69 63 65 43 75 72 72 65 6e 63 79 3a 61 5b 22 70 72 6f 64 75 63 74 3a 70 72 69 63 65 3a 63 75
7272 65 6e 63 79 22 5d 7d 2c 70 72 6f 64 75 63 74 49 44 3a 61 5b 22 70 72 6f 64 75 63 74 3a 72 65 74 61 69 6¢ 65 72 5f
69 74 65 6d 5f 69 64 22 5d 7d 7d 2c 49 3d 7b 50 41 54 48 3a 22 50 41 54 48 22 2c 51 55 45 52 59 5f 53 54 52 49 4e 47 3a
2251 55 45 52 59 5f 53 54 52 49 4e 47 22 7d 3b 66 75 6e 63 74 69 6f 6e 20 4a 28 61 29 7b 72 65 74 75 72 6e 20 66 75
6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 61 29 29 7b 66 6f 72 28 76 61 72 20
62 3d 30 2c 63 3d 6e 65 77 20 41 72 72 61 79 28 61 2e 6¢ 65 6e 67 74 68 29 3b 62 3c 61 2e 6¢ 65 6e 67 74 68 3b 62 2b 2
b 29 63 5b 62 5d 3d 61 5b 62 5d 3b 72 65 74 75 72 6e 20 63 7d 7d
Data Ascii: "],priceCurrency:a["product:price:currency"]},productiD:a[‘product:retailer_item_id"]}},|I={PATH:"PATH",QUERY
_STRING:"QUERY_STRING"};function J(a){return function(a){if(Array.isArray(a)){for(var b=0,c=new Array(a.length
);b<a.length;b++)c[b]=a[b];return c}}

2021-12-02 23:54:02 UTC 1607 IN Data Raw: 3d 31 7d 72 65 74 75 72 6e 20 65 7d 66 75 6e 63 74 69 6f 6e 20 67 61 28 61 2c 62 29 7b 61 3d 66 75 6e 63 74
69 6f 6e 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 61 2e 70
61 72 65 6e 74 4e 6f 64 65 3b 69 66 28 21 62 29 72 65 74 75 72 6e 2d 31 3b 66 6f 72 28 76 61 72 20 62 3d 62 2e 66 69
727374436869 6¢ 64 2¢ 63 3d 30 3b 62 26 26 62 21 3d 3d 61 3b 29 62 3d 62 2e 6e 65 78 74 53 69 62 6¢ 69 6e 67 2¢
63 2b 3d 31 3b 72 65 74 75 72 6e 20 62 3d 3d 3d 61 3f 63 3a 2d 31 7d 2c 61 3d 61 2c 62 3d 62 2c 64 3d 5b 5d 2c 65 3d 5
b 5d 3b 21 61 2e 69 73 53 61 6d 65 4e 6f 64 65 28 62 29 3b 29 7b 76 61 72 20 66 3d 4d 28 61 2c 62 29 3b 69 66 28 66 3d
3d 3d 4c 2e 44 4f 5f 4e 4f 54 5f 4d 41 54 43 48 29 72 65 74 75 72
Data Ascii: =1}return e}function ga(a,b){a=function(a,b){for(var c=function(a){var b=a.parentNode;if(!b)return-1;for(var
b=b.firstChild,c=0;b&&b!==a;)b=b.nextSibling,c+=1;return b===a?c:-1},a=a,b=b,d=[],e=[];!a.isSameNode(b);){var f=M(a,b);
if(f===L.DO_NOT_MATCH)retur

2021-12-02 23:54:02 UTC 1608 IN Data Raw: 74 75 72 65 20 6e 6f 6e 2d 69 74 65 72 61 62 6¢ 65 20 69 6e 73 74 61 6e 63 65 22 29 7d 28 29 7d 66 75 6e 63
74 69 6f 6e 20 51 28 61 2¢ 62 2¢ 63 29 7b 72 65 74 75 72 6e 20 62 20 69 6e 20 61 3f 4f 62 6a 65 63 74 2e 64 65 66 69 6e
6550 72 6f 70 65 72 74 79 28 61 2¢ 62 2¢ 7b 76 61 6¢ 75 65 3a 63 2c 65 6e 75 6d 65 72 61 62 6¢ 65 3a 21 30 2¢ 63 6f 6e
66 69 67 75 72 61 62 6¢ 65 3a 21 30 2¢c 77 72 69 74 61 62 6¢ 65 3a 21 30 7d 29 3a 61 5b 62 5d 3d 63 2¢ 61 7d 76 61 72
2068 61 3d 63 28 34 32 29 2e 67 65 74 53 63 68 65 6d 61 44 6f 74 4f 72 67 50 72 6f 64 75 63 74 4e 6f 64 65 73 41 73 4a
73 6f 6e 4c 44 2¢ 52 3d 74 28 29 28 5b 22 43 4f 4e 53 54 41 4e 54 5f 56 41 4c¢ 55 45 22 2¢ 22 43 53 53 22 2¢ 22 55 52 49
22 2c 22 53 43 48 45 4d 41 5f 44 4f 54 5f 4f 52 47 22 2¢ 22
Data Ascii: ture non-iterable instance")}()}function Q(a,b,c){return b in a?Object.defineProperty(a,b,{value:c,enumerabl
e:10,configurable:!0,writable:!0}):a[b]=c,a}var ha=c(42).getSchemaDotOrgProductNodesAsJsonLD,R=t()(['CONSTANT_
VALUE","CSS","URI","SCHEMA_DOT_ORG","
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2021-12-02 23:54:02 UTC 1610 IN Data Raw: 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 7b 65 78 74 72 61 63 74 6f 72 49 44 3a 62 2e 69 64 2c 6a 73 6f 6e 4c
44 3a 61 2e 6a 73 6f 6e 4c 44 7d 7d 29 3b 63 61 73 65 22 4f 50 45 4e 5f 47 52 41 50 48 22 3a 72 65 74 75 72 6e 7b 65 78
747261 63 74 6f 72 49 44 3a 62 2e 69 64 2c 6a 73 6f 6e 4c 44 3a 66 61 28 29 7d 3b 63 61 73 65 22 43 53 53 22 3a 76
61 7220 63 3d 70 28 29 28 62 2e 65 78 74 72 61 63 74 6f 72 43 6f 6e 66 69 67 2e 70 61 72 61 6d 65 74 65 72 53 65 6C
65 63 74 6f 72 73 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 21 3d 28 62 3d 61 61 28 61 2¢
62 2e 73 65 6¢ 65 63 74 6f 72 29 29 3f 62 5b 30 5d 3a 62 7d 29 3b 69 66 28 6e 75 6¢ 6¢ 3d 3d 63 29 72 65 74 75 72 6e 20
6e 75 6¢ 6¢ 3b 69 66 28 63 2e 6¢ 65 6e 67 74 68 3d 3d 3d 69 61
Data Ascii: ion(a){return{extractorlD:b.id,jsonLD:a.jsonLD}});case"OPEN_GRAPH":return{extractor|D:b.id,jsonLD:fa()};case
"CSS"var c=p()(b.extractorConfig.parameterSelectors,function(b){return null'=(b=aa(a,b.selector))?b[0]:b});if(null==c)r
eturn null;if(c.length===ia

2021-12-02 23:54:02 UTC 1611 IN Data Raw: 2e 65 78 74 72 61 63 74 6f 72 54 79 70 65 2c 22 20 6e 6f 74 20 6d 61 70 70 65 64 22 29 29 7d 7d 29 29 2c 66
75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 61 2e 6a 73 6f 6e 4c 44 3b 72 65 74 75 72 6e 20 42 6f 6f 6¢ 65 61 6e 28 61 29 7d
29 7d 61 2e 45 58 54 52 41 43 54 4f 52 5f 50 52 45 43 45 44 45 4e 43 45 3d 52 3b 76 61 72 20 6a 61 3d 61 3b 66 75 6e
63 74 69 6f 6e 20 6b 61 28 61 29 7b 73 77 69 74 63 68 28 61 2e 65 78 74 72 61 63 74 6f 72 5f 74 79 70 65 29 7b 63 61 73
65 22 43 53 53 22 3a 69 66 28 6e 75 6¢ 6¢ 3d 3d 61 2e 65 78 74 72 61 63 74 6f 72 5f 63 6f 6 66 69 67 29 74 68 72 6f 77
20 6e 65 77 20 45 72 72 6f 72 28 22 65 78 74 72 61 63 74 6f 72 5f 63 6f 6 66 69 67 20 6d 75 73 74 20 62 65 20 73 65 74
22293b 76 61 72 20 62 3d 61 2e 65 78 74 72 61 63 74 6f 72
Data Ascii: .extractorType," not mapped"))}})),function(a){a=a.jsonLD;return Boolean(a)})}a.EXTRACTOR_PRECEDEN
CE=R;var ja=a;function ka(a){switch(a.extractor_type){case"CSS":if(null==a.extractor_config)throw new Error("extractor_c
onfig must be set");var b=a.extractor

2021-12-02 23:54:02 UTC 1613 IN Data Raw: 65 3a 61 2e 76 61 6¢ 75 65 7d 7d 66 75 6e 63 74 69 6f 6e 20 6d 61 28 61 29 7b 72 65 74 75 72 6e 7b 63 6f 6e
74 65 78 74 3a 61 2e 63 6f 6e 74 65 78 74 2¢ 70 61 72 61 6d 65 74 65 72 54 79 70 65 3a 61 2e 70 61 72 61 6d 65 74 65
72 5f 74 79 70 65 2c 76 61 6¢ 75 65 3a 61 2e 76 61 6¢ 75 65 7d 7d 61 2e 45 58 54 52 41 43 54 4f 52 5f 50 52 45 43 45 44
45 4e 43 45 3d 52 3b 76 61 72 20 6e 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7h 72 65 74 75 72 6e 22 73 74
72 69 6e 67 22 21 3d 74 79 70 65 6f 66 20 61 3f 22 22 3a 61 2e 6¢ 65 6e 67 74 68 3c 63 26 26 30 3d 3d 3d 62 3f 61 3a 5b
5d 2e 63 6f 6e 63 61 74 28 6e 28 29 28 61 29 29 2e 73 6¢ 69 63 65 28 62 2c 62 2b 63 29 2e 6a 6f 69 6e 28 22 22 29 7d 2c
55 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72
Data Ascii: e:a.value}}function ma(a){return{context:a.context,parameterType:a.parameter_type,value:a.value}}a
.EXTRACTOR_PRECEDENCE=R;var na=function(a,b,c){return"string"!=typeof a?"":a.length<c&&0===b?a:[].concat(n()(a
))-slice(b,b+c).join(")},U=function(a,b){retur

2021-12-02 23:54:02 UTC 1613 IN Data Raw: 5b 22 62 75 74 74 6f 6e 22 2c 22 73 75 62 6d 69 74 22 2c 22 69 6e 70 75 74 22 2c 22 6¢ 69 22 2c 22 6f 70 74
69 6f 6e 22 2¢ 22 70 72 6f 67 72 65 73 73 22 2¢ 22 70 61 72 61 6d 22 5d 3b 66 75 6e 63 74 69 6f 6e 20 58 28 61 29 7b 76
6172 20 62 3d 4f 62 6a 65 63 74 28 56 2e 61 29 28 61 29 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 62 26 26 22 22 21 3d 3d 62 29
7265747572 6e 20 55 28 62 2c 57 29 3b 62 3d 61 2e 74 79 70 65 3b 61 3d 61 2e 76 61 6¢ 75 65 3b 72 65 74 75 72 6e
20 6e 75 6¢ 6¢ 21 3d 62 26 26 6f 28 29 28 6f 61 2c 62 29 26 26 6e 75 6¢ 6¢ 21 3d 61 26 26 22 22 21 3d 3d 61 3f 55 28 61
2c 57 29 3a 5528 22 22 2¢ 57 29 7d 76 61 72 20 59 3d 22 2¢ 20 22 2c 5a 3d 5b 22 69 6e 70 75 74 5b 74 79 70 65 3d 27 6
27574 74 6f 6e 27 5d 22 2c 22 69 6e 70 75 74 5b 74 79 70 65 3d
Data Ascii: ["button”,"submit","input”,"li","option","progress","param"];function X(a){var b=Object(V.a)(a);if(null!=b&&
"I==pb)return U(b,W);b=a.type;a=a.value;return null!=b&&o()(0a,b)&&null'=a&&"!==a?U(a,W):U(""W)}var Y=", *,Z=["input[t
ype="button’]","input[type=

2021-12-02 23:54:02 UTC 1614 IN Data Raw: 75 74 65 28 22 68 72 65 66 22 29 3b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 21 3d 63 26 26 21 21 42 28 29 28 62 2c
66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 43 28 29 28 63 2c 61 29 7d 29 7d 28 61 29 7c 7c 21 21 58 28
6129 2e 72 65 70 6¢ 61 63 65 28 74 61 2c 22 20 22 29 2e 72 65 70 6¢ 61 63 65 28 75 61 2C 66 75 6e 63 74 69 6f 6e 28
6129 7b 72 65 74 75 72 6e 20 61 2b 22 20 22 7d 29 2e 72 65 70 6¢ 61 63 65 28 76 61 2c 66 75 6e 63 74 69 6f 6e 28 61 2
97b 72 6574 75 72 6e 20 55 28 61 2c 61 2e 6¢ 65 6e 67 74 68 2d 31 29 2b 22 20 22 7d 29 2e 72 65 70 6¢ 61 63 65 28 77
61 2c 22 20 22 29 2e 74 72 69 6d 28 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 7c 7c 21 21 24 28 61 29 7d 76 61 72 20
79 61 3d 36 30 30 2c 7a 61 3d 31 30 3b 66 75 6e 63 74 69 6f 6e 20
Data Ascii: ute("href");return nulll=c&&!B()(b,function(a){return C()(c,a)})}(@)||!'X(a).replace(ta," ").replace(ua,function(a){r
eturn a+" "}).replace(va,function(a){return U(a,a.length-1)+" "}).replace(wa," ").trim().toLowerCase()||!!$(a)}var ya=60
0,za=10;function

2021-12-02 23:54:02 UTC 1616 IN Data Raw: 65 74 75 72 6e 21 30 3b 66 6f 72 28 76 61 72 20 64 3d 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 2c 65
3d 4172726179 28 64 29 2c 66 3d 30 3b 66 3c 64 3b 66 2b 2b 29 65 5b 66 5d 3d 61 72 67 75 6d 65 6e 74 73 5b 66 5d
3b 69 66 28 61 2e 6¢ 65 6e 67 74 68 21 3d 3d 65 2e 6¢ 65 6e 67 74 68 29 72 65 74 75 72 6e 21 30 3b 66 6f 72 28 76 61
722067 3d 30 3b 67 3c 65 2e 6¢ 65 6e 67 74 68 3b 67 2b 2b 29 69 66 28 65 5b 67 5d 21 3d 3d 61 5b 67 5d 29 72 65 74 7
5726€21303b72657475726e21317d7d2c7b 6b 6579 3a227061 73 73 65 73 54 68 72 6f 74 74 6¢ 65 22 2 76
61 6¢ 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 61 3d 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67
7468 2c 62 3d 41 72 72 61 79 28 61 29 2c 63 3d 30 3b 63 3¢ 61 3b
Data Ascii: eturn!0;for(var d=arguments.length,e=Array(d),f=0;f<d;f++)e[f]=arguments[f];if(a.length!==e.length)return!0;
for(var g=0;g<e.length;g++)if(e[g]!==a[g])return!0;return!1}},{key:"passesThrottle",value:function(){for(var a=arguments
.length,b=Array(a),c=0;c<a;

2021-12-02 23:54:02 UTC 1617 IN Data Raw: 65 2e 65 78 70 6f 72 74 73 7d 28 61 2c 62 2c 63 2c 64 29 7d 29 3b 66 2e 65 6e 73 75 72 65 4d 6f 64 75 6¢ 65
52 65 67 69 73 74 65 72 65 64 28 22 53 69 67 6e 61 6¢ 73 50 69 78 65 6¢ 50 49 49 43 6f 6€ 73 74 61 6e 74 73 22 2¢ 66
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 67 2¢ 68 2c 69 2c 6a 29 7b 76 61 72 20 65
3d 7b 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 65 2e 65 78 70 6f 72 74 73 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65
2073747269 63 74 22 3b 76 61 72 20 61 3d 66 2e 67 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69
67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 55 74 69 6¢ 73 22 29 2¢ 62 3d 61 2e 6b 65 79 73 3b 61 3d 61 2e 6d 61 70 3b 76 6
17220633d7b 63 74 3a 22 63 74 22 2c 63 69 74 79 3a 22 63 74
Data Ascii: e.exports}(a,b,c,d)});f.ensureModuleRegistered("SignalsPixelPlIConstants",function(){return function(g,h,i,j){var
e={exports:{}};e.exports;(function(){"use strict";var a=f.getFbeventsModules("SignalsFBEventsULtils"),b=a.keys;a=a.map;var
c={ct:"ct",city:"ct

2021-12-02 23:54:02 UTC 1619 IN Data Raw: 22 5d 3b 62 5b 22 5e 5¢ 5¢ 64 7b 34 7d 2f 5¢ 5¢ 64 7b 31 2¢ 32 7d 2f 5¢ 5¢ 64 7b 31 2¢ 32 7d 24 22 5d 3d 5b
2259 59 59 59 2f 4d 4d 2f 44 44 22 5d 3b 62 5b 22 5e 5¢ 5¢ 64 7b 34 7d 2d 5¢ 5¢ 64 7b 31 2¢ 32 7d 2d 5¢ 5¢ 64 7b 31 2¢
327d 24 22 5d 3d 5b 22 59 59 59 59 2d 4d 4d 2d 44 44 22 5d 3b 62 5b 22 5e 5¢ 5¢ 64 7b 31 2¢ 32 7d 2f 5¢ 5¢ 64 7b 31 2¢
327d 2f 5¢ 5¢ 64 7b 32 7d 24 22 5d 3d 5b 22 44 44 2f 4d 4d 2f 59 59 22 2¢ 22 4d 4d 2f 44 44 2f 59 59 22 5d 3b 62 5b 22
5e 5¢ 5¢ 64 7b 31 2¢ 32 7d 2d 5¢ 5¢ 64 7b 31 2¢ 32 7d 2d 5¢ 5¢ 64 7b 32 7d 24 22 5d 3d 5b 22 44 44 2d 4d 4d 2d 59 59
22 2¢ 22 4d 4d 2d 44 44 2d 59 59 22 5d 3b 62 5b 22 5e 5¢ 5¢ 64 7b 32 7d 2f 5¢ 5¢ 64 7b 31 2¢ 32 7d 2f 5¢ 5¢ 64 7b 31 2¢
32 7d 24 22 5d 3d 5b 22 59 59 2f 4d 4d 2f 44 44 22 5d 3b 62
Data Ascii: "J;b["\\d{4}\d{1,2}\d{1,2}$"|=["Y Y Y Y/MM/DD'];b[" \d{4}-\d{1, 2}-\d{1, 2}$"|=["Y Y Y Y-MM-DD"J;b[**\d{1,2
ING{L,2)\d{2}$ =" DD/MM/YY","MM/DD/Y Y ];b[*\d{1,2}-\d{1, 2} \d{2}$"]=["DD-MM-Y Y","MM-DD-YY"]: b[“*\d{2}\cH{1, 2}
A\d{L,2}$"1=["Y Y/MM/DD'];b
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:02 UTC 1620 IN Data Raw: 75 65 3b 72 65 74 75 72 6e 20 6¢ 28 63 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 28 7b
69 64 3a 62 2c 6b 65 79 77 6f 72 64 3a 61 2c 6e 61 6d 65 3a 64 2¢ 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 3a 65 2¢ 76 61 6C 75
653a 66 7d 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 70 28 61 29 7b 72 65 74 75 72 6e 20 61 21 3d 6e 75 6¢ 6¢ 26 26 74
79 70 65 6f 66 20 61 3d 3d 3d 22 73 74 72 69 6e 67 22 26 26 68 2e 74 65 73 74 28 61 29 7d 66 75 6e 63 74 69 6f 6e 20
71286129 7b 76 617220 62 3d 61 2e 76 61 6¢ 75 65 2¢ 63 3d 61 2e 70 61 72 65 6e 74 45 6¢ 65 6d 65 6e 74 3b 61 3d 6
12e 707265 76 69 6f 75 73 45 6¢ 65 6d 65 6e 74 53 69 62 6¢ 69 6e 67 3b 76 61 72 20 64 3d 6e 75 6¢ 6¢ 3b 61 20 69 6e
73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 49 6e 70 75 74 45 6¢ 65 6d
Data Ascii: ue;return I(c,function(a){return n({id:b,keyword:a,name:d,placeholder:e,value:f})})}function p(a){return a!=
null&&typeof a==="string"&&h.test(a)}function g(a){var b=a.value,c=a.parentElement;a=a.previousElementSibling;var
d=null;a instanceof HTMLInputElem

2021-12-02 23:54:02 UTC 1622 IN Data Raw: 63 3d 61 2e 6e 61 6d 65 3b 61 3d 61 2e 69 64 3b 72 65 74 75 72 6e 20 62 21 3d 3d 22 22 26 26 6¢ 28 6b 2c 66
75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 62 2e 6d 61 74 63 68 28 53 74 72 69 6e 67 28 61 29 29 3b 72 65 74 75 72 6e 20
61 21 3d 6e 75 6¢ 6¢ 26 26 61 5b 30 5d 3d 3d 3d 62 7d 29 7c 7c 6f 28 7b 69 64 3a 61 2c 6b 65 79 77 6f 72 64 73 3a 69 2e
5a 49 50 5f 43 4f 44 45 2¢ 6e 61 6d 65 3a 63 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 7a 28 61 29 7b 76 61 72 20 62 3d 61 2e
6e 61 6d 65 3b 61 3d 61 2e 69 64 3b 72 65 74 75 72 6e 20 6f 28 7b 69 64 3a 61 2c 6b 65 79 77 6f 72 64 73 3a 69 2e 52 45
53 5452 49 43 54 45 44 2¢ 6e 61 6d 65 3a 62 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 41 28 61 29 7b 72 65 74 75 72 6e 20
61 2e 74 72 69 6d 28 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28
Data Ascii: c=a.name;a=a.id;return b!==""&&I(k,function(a){a=b.match(String(a));return a!=null&&a[0]===b})||o({id:a,keyw
ords:i.ZIP_CODE,name:c})}unction z(a){var b=a.name;a=a.id;return o({id:a,keywords:i.RESTRICTED,name:b})}unction
A(a){return a.trim().toLowerCase(

2021-12-02 23:54:02 UTC 1623 IN Data Raw: 66 2c 68 2c 65 29 29 72 65 74 75 72 6e 20 45 28 22 67 65 22 2c 43 28 66 2e 76 61 6¢ 75 65 29 29 3b 65 6¢ 73
65 20 69 66 28 79 28 66 2c 64 29 29 72 65 74 75 72 6e 20 45 28 22 7a 70 22 2c 66 2e 76 61 6¢ 75 65 29 3b 72 65 74 75
72 6e 20 6e 75 6¢ 6¢ 7d 65 2e 65 78 70 6f 72 74 73 3d 7b 65 78 74 72 61 63 74 50 49 49 46 69 65 6¢ 64 73 3a 47 2¢ 67
65 74 4e 6f 72 6d 61 6¢ 69 7a 65 64 50 49 49 4b 65 79 3a 44 2c 67 65 74 4e 6f 72 6d 61 6¢ 69 7a 65 64 50 49 49 56 61 6¢
75 65 3a 46 7d 7d 29 28 29 3b 72 65 74 75 72 6e 20 65 2e 65 78 70 6f 72 74 73 7d 28 61 2c 62 2c 63 2¢ 64 29 7d 29 3b 6
6 2e 65 6e 73 75 72 65 4d 6f 64 75 6¢ 65 52 65 67 69 73 74 65 72 65 64 28 22 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74
73 2e 70 6¢ 75 67 69 6e 73 2e 69 6e 66 65 72 72 65 64 65 76 65 6e
Data Ascii: f,h,e))return E("ge",C(f.value));else if(y(f,d))return E("zp",f.value);return null}e.exports={extractPlIFields:G,getNo
rmalizedPlIKey:D,getNormalizedPlIValue:F}})();return e.exports}(a,b,c,d)});f.ensureModuleRegistered("SignalsFB
Events.plugins.inferredeven

2021-12-02 23:54:02 UTC 1625 IN Data Raw: 31 5d 3b 66 3d 3d 6e 75 6¢ 6¢ 26 26 6a 2e 74 72 69 67 67 65 72 28 67 29 3b 69 66 28 6b 26 26 66 21 3d 6e 75
6c 6¢ 29 7b 68 3d 61 2e 67 65 74 28 67 2e 69 64 2c 22 61 75 74 6 6d 61 74 69 63 4d 61 74 63 68 69 6e 67 22 29 3b 69
66 28 73 28 66 29 2e 6¢ 65 6e 67 74 68 3e 30 26 26 68 21 3d 6e 75 6¢ 6¢ 29 7b 6¢ 3d 68 2e 73 65 6¢ 65 63 74 65 64 4d
61 74 63 68 4b 65 79 73 3b 66 6f 72 28 76 61 72 20 6d 20 69 6e 20 66 29 6c 2e 69 6e 64 65 78 4f 66 28 6d 29 3e 3d 30 26
26 28 67 2e 75 73 65 72 44 61 74 61 46 6f 72 6d 46 69 65 6¢ 64 73 5b 6d 5d 3d 66 5b 6d 5d 29 3b 64 2e 74 72 69 67 67 6
572286729 7d 7d 62 2e 74 72 61 63 6b 53 69 6e 67 6¢ 65 53 79 73 74 65 6d 28 22 61 75 74 6f 6d 61 74 69 63 22 2C 67
2c 225375 62 73 63 72 69 62 65 64 42 75 74 74 6f 6e 43 6¢ 69 63
Data Ascii: 1];f==null&&j.trigger(q);if(k&&fl=null){h=a.get(g.id, "automaticMatching");if(s(f).length>0&&h!=null){I=h.sel
ectedMatchKeys;for(var m in f)l.indexOf(m)>=0&&(g.userDataFormFields[m]=f[m]);d.trigger(g)}}b.trackSingleSyste
m("automatic”,g,"SubscribedButtonClic

2021-12-02 23:54:02 UTC 1626 IN Data Raw: 20 66 7d 7d 72 65 74 75 72 6e 20 63 7d 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 69 66
284172726179 2e69 734172726179 28622929 7265747572 6e 2062 3b 65 6¢c 73 65 20 69 66 28 28 74 79 70
65 6f 66 20 53 79 6d 62 6f 6¢ 3d 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 3f 53 79 6d 62 6f 6¢ 2e 69 74 65 72 61 74 6f 72 3a
22 4040 69 74 65 72 61 74 6f 72 22 29 69 6e 20 4f 62 6a 65 63 74 28 62 29 29 72 65 74 75 72 6e 20 61 28 62 2c 63 29 3b
65 6¢ 73 65 20 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 49 6e 76 61 6¢ 69 64 20 61 74 74 65 6d 70
742074 6f 20 64 65 73 74 72 75 63 74 75 72 65 20 6e 6f 6e 2d 69 74 65 72 61 62 6¢ 65 20 69 6e 73 74 61 6e 63 65 22
29 7d 7d 28 29 2c 68 3d 74 79 70 65 6f 66 20 53 79 6d 62 6f 6¢
Data Ascii: f}}return c}return function(b,c){if(Array.isArray(b))return b;else if((typeof Symbol==="function"?Symbol.it
erator:"@@iterator")in Object(b))return a(b,c);else throw new TypeError(“Invalid attempt to destructure non-iterable ins
tance")}}(),h=typeof Symbol

2021-12-02 23:54:02 UTC 1626 IN Data Raw: 6¢ 3d 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 3f 53 79 6d 62 6f 6¢ 2e 69 74 65 72 61 74 6f 72 3a 22 40 40 69 74
6572 61 74 6f 72 22 29 3d 3d 3d 22 73 79 6d 62 6f 6¢ 22 3f 66 75 6e 63 74 69 6f 6e 28 61 29 7h 72 65 74 75 72 6e 20 74
7970 65 6f 66 20 61 7d 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 26 26 74 79 70 65 6f 66 20 53 79
6d 62 6f 6¢ 3d 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 26 26 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 3d 3d 53 79 6d 62 6f
6c 26 26 61 21 3d 3d 28 74 79 70 65 6f 66 20 53 79 6d 62 6f 6¢ 3d 3d 3d 22 66 75 6e 63 74 69 6f 6€ 22 3f 53 79 6d 62 6f
6C 2e 70 72 6f 74 6f 74 79 70 65 3a 22 40 40 70 72 6f 74 6f 74 79 70 65 22 29 3f 22 73 79 6d 62 6f 6¢ 22 3a 74 79 70 65 6f
66 20 61 7d 3b 66 75 6e 63 74 69 6f 6e 20 69 28 61 2¢
Data Ascii: I==="function"?Symbol.iterator:"@ @iterator")==="symbol"?function(a){return typeof a}:function(a){return a&&t
ypeof Symbol==="function"&&a.constructor===Symbol&&a!==(typeof Symbol==="function"?Symbol.prototype:"@ @prototy
pe")?"symbol“:typeof a};function i(a,

2021-12-02 23:54:02 UTC 1628 IN Data Raw: 23 5¢ 24 25 26 5¢ 27 5c¢ 2a 5¢ 2b 5¢ 2f 5¢ 3d 5¢ 3f 5¢ 5e 60 5¢ 7b 5¢ 7c 5¢ 7d 7e 5¢ 2d 5d 2b 29 2a 40 28 3f 3a
5b 61 2d 7a 30 2d 39 5d 28 3f 3a 5b 61 2d 7a 30 2d 39 5¢ 2d 5d 2a 5b 61 2d 7a 30 2d 39 5d 29 3f 5¢ 2e 29 2b 5b 61 2d 7a
30 2d 39 5d 28 3f 3a 5b 61 2d 7a 30 2d 39 5¢ 2d 5d 2a 5b 61 2d 7a 30 2d 39 5d 29 3f 24 2f 69 3b 66 75 6e 63 74 69 6f 6e
2065 28 61 29 7b 72 65 74 75 72 6e 20 64 2e 74 65 73 74 28 61 29 7d 66 75 6e 63 74 69 6f 6e 20 67 28 61 29 7b 76 61
7220 64 3d 6e 75 6¢ 6¢ 3b 69 66 28 61 21 3d 6e 75 6¢ 6¢ 29 69 66 28 62 28 61 29 29 64 3d 61 3b 65 6¢ 73 65 20 69 66
287479 70 65 6f 66 20 61 3d 3d 3d 22 73 74 72 69 6e 67 22 29 7b 61 3d 63 28 61 2e 74 6f 4¢ 6f 77 65 72 43 61 73 65 28
29 29 3b 64 3d 65 28 61 29 3f 61 3a 6e 75 6¢ 6¢ 7d 72 65 74
Data Ascii: #\$%&\"\\\+H\\=\\V\\\}-\-]+)*@(?:[a-z0-9](?:[a-z0-9\-]*[a-z0-9])?\.)+[a-z0-9](?:[a-z0-9\-]*[a-z0-9]) ?$/i;function
e(a){return d.test(a)}function g(a){var d=null;if(a!=null)if(b(a))d=a;else if(typeof a==="string"){a=c(a.toLowerCase());d=e(a)?
a:null}ret

2021-12-02 23:54:02 UTC 1629 IN Data Raw: 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 51 45 22 29 3b 76
6172 20 64 3d 2f 5e 30 2a 2f 2¢ 65 3d 2f 5b 5¢ 2d 40 23 3¢ 3e 5¢ 27 5¢ 22 2¢ 3b 20 5d 7c 5¢ 28 7¢ 5¢ 29 7c 5¢ 2b 7c 5b
61 2d 7a 5d 2f 67 69 3b 62 3d 2f 5e 31 5¢ 28 3f 5¢c 64 7b 33 7d 5¢ 29 3f 5¢ 64 7b 37 7d 24 2f 3b 61 3d 2f 5e 34 37 5c 64
7b 38 7d 24 2f 3b 62 3d 2f 5e 5¢ 64 7b 31 2c 34 7d 5¢ 28 3f 5¢ 64 7b 32 2c 33 7d 5¢ 29 3f 5¢ 64 7b 34 2c 7d 24 2f 3b 66
75 6e 63 74 69 6f 6e 20 67 28 61 29 7b 76 61 72 20 62 3d 6e 75 6¢ 6¢ 3b 69 66 28 61 21 3d 6e 75 6¢ 6C 29 69 66 28 63
286129 29 62 3d 61 3b 65 6¢ 73 65 7b 61 3d 53 74 72 69 6e 67 28 61 29 3b 62 3d 61 2e 72 65 70 6¢ 61 63 65 28 65 2C
222229 2e 726570 6¢ 6163652864 2c2222297d726574
Data Ascii: eventsModules("SignalsFBEventsQE");var d=/"0*/,e=/[\-@#<>\'\",; J\(|\)[\+][a-z]/gi;b=/"1\(?\d{3}\) \d{7}$/;
a=/"A7\d{8}$/;b=/"d{1,4]\(?\d{2,3}\)2\d{4,}$/;function g(a){var b=null;if(a!=null)if(c(a))b=a;else{a=String(a);b=a.replace(e,").
replace(d,"")}ret
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:02 UTC 1631 IN Data Raw: 6e 7b 6e 6f 72 6d 61 6¢ 69 7a 65 64 56 61 6¢ 75 65 3a 66 7d 7d 6b 2e 65 78 70 6f 72 74 73 3d 65 7d 29 28 29
3b 72 65 74 75 72 6e 20 6b 2e 65 78 70 6f 72 74 73 7d 28 61 2c 62 2c 63 2c 64 29 7d 29 3b 66 2e 65 6e 73 75 72 65 4d 6f
64 75 6¢ 65 52 65 67 69 73 74 65 72 65 64 28 22 73 68 61 32 35 36 5f 77 69 74 68 5f 64 65 70 65 6e 64 65 6e 63 69 65
73 5f 6e 65 77 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 66 2¢ 67 2c 68 2¢
69 29 7b 76 61 72 20 6a 3d 7b 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 6a 2e 65 78 70 6f 72 74 73 3b 28 66 75 6e 63 74 69 6f
6e 2829 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 61 28 61 29 7b 76 61 72 20 62 3d 22 22
2c 63 3d 76 6f 69 64 20 30 2c 64 3b 66 6f 72 28 76 61 72 20 65
Data Ascii: n{normalizedValue:f}}k.exports=e})();return k.exports}(a,b,c,d)});f.ensureModuleRegistered("sha256_with_depe
ndencies_new",function(){return function(f,g,h,i){var j={exports:{}};j.exports;(function(){"use strict";function a(a){var b="",c=v
oid 0,d;for(var e

2021-12-02 23:54:02 UTC 1632 IN Data Raw: 36 30 30 33 35 32 38 30 34 2c 34 30 39 34 35 37 31 39 30 39 2¢ 32 37 35 34 32 3333 34 34 2¢ 34 3330 32 32
3737 33 34 2¢ 35 30 36 39 34 38 36 31 36 2c 36 35 39 30 36 30 35 35 36 2c 38 38 33 39 39 37 38 37 37 2¢ 39 35 38 31
3339353731 2c313332323832323231382c 31353337 3030323036332c313734373837333737392c
313935353536 32323232 2c323032343130343831352c323232373733303435322c3233363138353
234 32342c32343238343336 343734 2c 32373536 37 3334 3138 37 2¢c 33 32 30 34 30 33 31 34 37 39 2¢ 33 33
32393332353239385d2c 6¢ 3d 6e 65 77 20 41 72 72 61 79 28 38 29 2¢ 6d 3d 6e 65 77 20 41 72 72 61 79 28 32 29
2c 6e 3d 6e 65 77 20 41 72 72 61 79 28 36 34 29 2c 6f 3d 6e 65 77 20
Data Ascii: 600352804,4094571909,275423344,430227734,506948616,659060556,883997877,958139571,1322822
218,1537002063,1747873779,1955562222,2024104815,2227730452,2361852424,2428436474,2756734187,32040314
79,3329325298],I=new Array(8),m=new Array(2),n=new Array(64),0=new

2021-12-02 23:54:02 UTC 1634 IN Data Raw: 3d 30 3b 62 3c 38 3b 62 2b 2b 29 66 6f 72 28 76 61 72 20 63 3d 32 38 3b 63 3e 3d 30 3b 63 2d 3d 34 29 61 2b
3d 70 2e 63 68 61 72 41 74 28 6¢ 5b 62 5d 3e 3e 3e 63 26 31 35 29 3b 72 65 74 75 72 6e 20 61 7d 66 75 6e 63 74 69 6f
6e 2077 28 61 29 7b 76 61 72 20 62 3d 30 3b 66 6f 72 28 76 61 72 20 63 3d 30 3b 63 3c 38 3b 63 2b 2b 29 66 6f 72 28
76 61 72 20 64 3d 32 38 3b 64 3e 3d 30 3b 64 2d 3d 34 29 61 5b 62 2b 2b 5d 3d 70 2e 63 68 61 72 43 6f 64 65 41 74 28 6
¢ 5b 63 5d 3e 3e 3e 64 26 31 35 29 7d 66 75 6e 63 74 69 6f 6e 20 78 28 61 2c 62 29 7b 72 28 29 3b 74 28 61 2c 61 2e 6¢C
65 6e 67 74 68 29 3b 75 28 29 3b 69 66 28 62 29 77 28 62 29 3b 65 6¢ 73 65 20 72 65 74 75 72 6e 20 76 28 29 7d 66 75
6e 63 74 69 6f 6e 20 79 28 62 29 7b 76 61 72 20 63 3d 61 72 67 75 6d
Data Ascii: =0;b<8;b++)for(var c=28;c>=0;c-=4)a+=p.charAt(/[b]>>>c&15);return a}function w(a){var b=0;for(var c=0;c<8;c+
+)for(var d=28;d>=0;d-=4)a[b++]=p.charCodeAt(I[c]>>>d&15)}function x(a,b){r();t(a,a.length);u();if(b)w(b);else return v(
)}unction y(b){var c=argum

2021-12-02 23:54:02 UTC 1635 IN Data Raw: 70 68 61 5f 6e 75 6d 65 72 69 63 22 2¢c 74 65 73 74 3a 22 5e 5b 61 2d 7a 5d 2b 22 7d 7d 2c 73 74 3a 7b 74 79
7065 3a22 7374 7269 6e 67 22 2c 74 79 70 65 50 61 72 61 6d 73 3a 7b 6¢ 6f 77 65 72 63 61 73 65 3a 21 30 2c 74 72
75 6e 63 61 74 65 3a 32 2¢c 73 74 72 69 70 3a 22 61 6¢ 6¢ 5f 6e 6f 6e 5f 6¢ 61 74 69 6e 5f 61 6¢ 70 68 61 5f 6e 75 6d 65
72696322 2c 74 65 73 74 3a 22 5e 5b 61 2d 7a 5d 2b 22 7d 7d 2c 64 6f 62 3a 7b 74 79 70 65 3a 22 64 61 74 65 22 7d
2c 64 6162 79 3a 7b 74 79 70 65 32 22 73 74 72 69 6e 67 22 2c 74 79 70 65 50 61 72 61 6d 73 3a 7b 74 6573 74 3a 22 5
e 5b 302d 39 5d 7b 34 2¢ 34 7d 24 22 7d 7d 2c 67 65 3a 7b 74 79 70 65 3a 22 65 6e 75 6d 22 2c 74 79 70 65 50 61 72 61
6d 73 3a 7b 6¢ 6f 77 65 72 63 61 73 65 3a 21 30 2c 6f 70 74 69 6f
Data Ascii: pha_numeric” test:"\[a-z]+"}},st:{type:"string" typeParams:{lowercase:!0,truncate:2,strip:"all_non_latin_alp
ha_numeric" test:"[a-z]+"}},dob:{type:"date"},doby:{type:"string",typeParams:{test:""[0-9]{4,4}$"}} ,ge:{type:"enum",typ
eParams:{lowercase:!0,0ptio

2021-12-02 23:54:02 UTC 1637 IN Data Raw: 62 3d 61 26 26 61 2e 5f 5f 65 73 4d 6f 64 75 6¢ 65 3f 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61
5b 22 64 65 66 61 75 6¢ 74 22 5d 7d 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 7d 3b 72 65 74 75 72
6e 20 63 2e 64 28 62 2c 22 61 22 2c 62 29 2c 62 7d 2c 63 2e 6f 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75
72 6e 20 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2e 63 61 6¢ 6¢ 28
61 2c 62 29 7d 2c 63 2e 70 3d 22 22 2c 63 28 63 2e 73 3d 35 36 29 7d 28 5b 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2C 63
29 7b 61 2e 65 78 70 6f 72 74 73 3d 63 28 39 37 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2c 63 29 7b 22 75 73 65 20
73747269 63 74 22 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75
Data Ascii: b=a&&a.__esModule?function(){return a["default"]}:function(){return a};return c.d(b,"a",b),b},c.o=function(a,b)
{return Object.prototype.hasOwnProperty.call(a,b)},c.p="",c(c.s=56)}([function(a,b,c){a.exports=c(97)},function(a,b,c){"use
strict";a.exports=fu

2021-12-02 23:54:02 UTC 1638 IN Data Raw: 61 70 26 26 63 3f 6¢ 28 70 29 3a 74 26 26 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 70 3f 69
2846 75 6e 63 74 69 6f 6e 2e 63 61 6¢ 6¢ 2¢ 70 29 3a 70 2¢ 28 61 2e 73 68 61 6d 7c 7c 70 26 26 70 2e 73 68 61 6d 7c 7C
6e 26 26 6e 2e 73 68 61 6d 29 26 26 6a 28 63 2c 22 73 68 61 6d 22 2c 21 30 29 2c 76 5b 6d 5d 3d 63 2c 74 26 26 28 6b
28 67 2c 6e 3d 71 2b 22 50 72 6f 74 6f 74 79 70 65 22 29 7c 7c 6a 28 67 2c 6e 2c 7b 7d 29 2c 67 5b 6e 5d 5b 6d 5d 3d 70
2c 61 2e 72 65 61 6¢ 26 26 77 26 26 21 77 5b 6d 5d 26 26 6a 28 77 2c 6d 2¢ 70 29 29 29 7d 7d 2c 66 75 6e 63 74 69 6f
6e 28 61 2c 62 2¢ 63 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 63 2e 64 28 62 2c 22 61 22 2¢ 66 75 6e 63 74 69 6f 6
€ 2829 7b 726574 7572 6e 20 65 7d 29 2c 63 2e 64 28 62 2c 22
Data Ascii: ap&&c?l(p):t&&"function"==typeof p?i(Function.call,p):p,(a.sham||p&&p.sham||n&&n.sham)&&j(c,"sham"
,10),v[m]=c,t&&(k(g,n=g+"Prototype")||j(g,n.{}),a[n][m]=p,a.real&&w&&w[m]&&j(w,m,p)))}},function(a,b,c){"use strict";c.
d(b,"a",function(){return e}),c.d(b,"

2021-12-02 23:54:02 UTC 1639 IN Data Raw: 2c 62 2c 63 29 7b 61 2e 65 78 70 6f 72 74 73 3d 63 28 31 30 32 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62
2c 6329 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 64 28 61 29 7b 69 66 28 6e 75 6¢ 6¢ 3d
3d 6129 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 61 2e 69 6e 6e 65 72 54 65 78 74 26 26 30 21
3d 3d 61 2e 69 6e 6e 65 72 54 65 78 74 2e 6¢ 65 6e 67 74 68 29 72 65 74 75 72 6e 20 61 2e 69 6e 6e 65 72 54 65 78 74
3b 76 61 72 20 62 3d 61 2e 74 65 78 74 3b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 21 3d 62 26 26 22 73 74 72 69 6e 67 22 3d
3d 74 79 70 65 6f 66 20 62 26 26 30 21 3d 3d 62 2e 6c 65 6e 67 74 68 3f 62 3a 6e 75 6¢ 6¢ 21 3d 61 2e 74 65 78 74 43 6f
6e 74 65 6e 74 26 26 61 2e 74 65 78 74 43 6f 6e 74 65 6e 74 2e 6¢ 65
Data Ascii: ,b,c){a.exports=c(102)},function(a,b,c){"use strict";function d(a){if(null==a)return null;if(null!=a.innerText&&0!==a.
innerText.length)return a.innerText;var b=a.text;return null!'=b&&"string"==typeof b&&0!==b.length?b:null!=a.textContent&
&a.textContent.le

2021-12-02 23:54:02 UTC 1641 IN Data Raw: 63 63 65 73 73 53 70 65 63 69 66 69 63 61 74 69 6f 6e 22 2c 22 43 6f 6e 73 75 6d 65 41 63 74 69 6f 6e 22 2c
22 4d 65 64 69 61 53 75 62 73 63 72 69 70 74 69 6f 6e 22 2c 22 4f 72 67 61 6e 69 7a 61 74 69 6f 6e 22 2c 22 50 65 72 73
6f 6e 22 5d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2¢ 63 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 61 2e 65 78 70
6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 5b 5d 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f
6e 20 61 28 62 2c 63 29 7b 66 6f 72 28 76 61 72 20 64 3d 62 2e 6¢ 65 6e 67 74 68 2c 65 3d 30 3b 64 2d 2d 3b 29 7b 76
61 7220 66 3d 62 5b 65 2b 2b 5d 3b 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 66 29 3f 61 28 66 2c 63 29 3a 63 2e 70
757368 28 66 29 7d 7d 28 61 2c 62 29 2c 62 7d 7d 2c 66 75 6e
Data Ascii: ccessSpecification”,"ConsumeAction”,"MediaSubscription","Organization”,"Person"]},function(a,b,c){"use stric
t";a.exports=function(a){var b=[J;return function a(b,c){for(var d=b.length,e=0;d--;){var f=b[e++];Array.isArray(f)?a(f,
c):c.push(f)}}(a,b),b}},fun
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:02 UTC 1642 IN Data Raw: 65 22 3a 22 67 6¢ 6f 62 61 6¢ 22 2c 63 6f 70 79 72 69 67 68 74 3a 22 5¢ 78 61 39 20 32 30 31 39 20 44 65 6e
69 732050 75 73 68 6b 61 72 65 76 20 28 7a 6¢ 6f 69 72 6f 63 6b 2 72 75 29 22 7d 29 7d 2c 66 75 6e 63 74 69 6f 6e 28
612c 62 2c 6329 7b 76 61 72 20 64 3d 63 28 31 32 29 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2c
6229 7b 69 66 28 21 64 28 61 29 29 72 65 74 75 72 6e 20 61 3b 76 61 72 20 63 2c 65 3b 69 66 28 62 26 26 22 66 75 6e
63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 28 63 3d 61 2e 74 6f 53 74 72 69 6e 67 29 26 26 21 64 28 65 3d 63 2e 63 61
6¢C 6C 28 61 29 29 29 72 65 74 75 72 6e 20 65 3b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 28
63 3d 61 2e 76 61 6¢ 75 65 4f 66 29 26 26 21 64 28 65 3d 63 2e
Data Ascii: e":"global",copyright:"\xa9 2019 Denis Pushkarev (zloirock.ru)"}},function(a,b,c){var d=c(12);a.exports=fun
ction(a,b){if(!d(a))return a;var c,e;if(b&&"function"==typeof (c=a.toString)&&!d(e=c.call(a)))return e;if("function"==typeof
(c=a.valueOf)&&!d(e=c.

2021-12-02 23:54:02 UTC 1644 IN Data Raw: 6¢ 6¢ 28 61 29 29 72 65 74 75 72 6e 20 41 72 72 61 79 2e 66 72 6f 6d 28 61 29 7d 28 61 29 7c 7c 66 75 6e 63
74 69 6f 6e 28 29 7b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 49 6e 76 61 6¢ 69 64 20 61 74 74 65
6d 70 74 20 74 6f 20 73 70 72 65 61 64 20 6e 6f 6e 2d 69 74 65 72 61 62 6 65 20 69 6e 73 74 61 6e 63 65 22 29 7d 28
29 7d 76 61 72 20 6e 3d 5b 22 6f 67 22 2c 22 70 72 6f 64 75 63 74 22 2c 22 6d 75 73 69 63 22 2c 22 76 69 64 65 6f 22 2¢
226172 74 69 63 6¢ 65 22 2c 22 62 6f 6f 6b 22 2¢ 22 70 72 6f 66 69 6¢ 65 22 2¢ 22 77 65 62 73 69 74 65 22 2¢ 22 74 77
69 74 74 65 72 22 5d 3b 66 75 6e 63 74 69 6f 6e 20 6f 28 61 29 7b 66 6f 72 28 76 61 72 20 62 3d 6¢ 28 29 28 65 2e 61 2c
66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 27 5b
Data Ascii: ll(a))return Array.from(a)}(a)||function(){throw new TypeError("Invalid attempt to spread non-iterable instance")}
(}var n=["og","product","music","video","article","book","profile","website","twitter"];function o(a){for(var b=I()(e.a,function(a)
{return’[

2021-12-02 23:54:02 UTC 1645 IN Data Raw: 67 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6c 6¢ 28 22 6d 65 74 61 5b 6e 61 6d 65 5d 22 29 29 2c 66 75
6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 61 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 6e 61 6d 65 22 29 3b
61 3d 61 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 63 6f 6e 74 65 6e 74 22 29 3b 72 65 74 75 72 6e 22 73 74 72 69
6e 67 22 3d 3d 74 79 70 65 6f 66 20 62 26 26 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 61 26 26 71 5b 62 5d 3f
7b 6b 65 79 3a 22 6d 65 74 61 3a 22 2b 62 2c 76 61 6¢ 75 65 3a 61 2e 73 75 62 73 74 72 28 30 2c 64 2e 61 29 7d 3a 6e 7
5 6¢ 6¢ 7d 29 29 29 2c 42 6f 6f 6¢ 65 61 6e 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 61 2e 65 78 70 6f
7274 73 3d 63 28 31 30 34 29 7d 2c 66 75 6e 63 74 69 6f 6e 28
Data Ascii: g.querySelectorAll("meta[name]")),function(a){var b=a.getAttribute("name");a=a.getAttribute("content");retur
n"string"==typeof b&&"string"==typeof a&&q[b]?{key:"meta:"+b,value:a.substr(0,d.a)}:null}))),Boolean)}},function(a,b,c){
a.exports=c(104)},function(

2021-12-02 23:54:02 UTC 1646 IN Data Raw: 72 6f 74 6f 74 79 70 65 3a 64 2c 42 55 47 47 59 5f 53 41 46 41 52 49 5f 49 54 45 52 41 54 4f 52 53 3a 69 7d
7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 76 61 72 20 64 3d 63 28 31 34 29 2c 65 3d 63 28 32 33 29 2c 66
3d 63 28 33 39 29 28 22 49 45 5f 50 52 4f 54 4f 22 29 3b 62 3d 63 28 37 37 29 3b 76 61 72 20 67 3d 4f 62 6a 65 63 74 2e
70 72 6f 74 6f 74 79 70 65 3b 61 2e 65 78 70 6f 72 74 73 3d 62 3f 4f 62 6a 65 63 74 2e 67 65 74 50 72 6f 74 6f 74 79 70 65
4f 66 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3d 65 28 61 29 2c 64 28 61 2c 66 29 3f 61 5b 66 5d
3a22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 26 26 61 20 69 6e 73
74 61 6e 63 65 6f 66 20 61 2e 63 6f 6e 73 74 72 75 63 74
Data Ascii: rototype:d,BUGGY_SAFARI_ITERATORS:i}},function(a,b,c){var d=c(14),e=c(23),f=c(39)("IE_PROTO");b=c(
77);var g=Object.prototype;a.exports=b?Object.getPrototypeOf:function(a){return a=e(a),d(a,f) ?a[f]:"function"==typeof a.
constructor&&a instanceof a.construct

2021-12-02 23:54:02 UTC 1648 IN Data Raw: 68 28 61 29 29 26 26 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 61 2e 6e 6f 64 65 54 79 70 65 26 26
2273747269 6e 67 22 3d 3d 74 79 70 65 6f 66 20 61 2e 6e 6f 64 65 4e 61 6d 65 29 29 7d 7d 2c 66 75 6e 63 74 69 6f 6
28 61 2c 62 2c 63 29 7h 63 28 36 30 29 2c 61 2e 65 78 70 6f 72 74 73 3d 63 28 31 35 29 28 22 41 72 72 61 79 22 2c 22
66 69 6¢ 74 65 72 22 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b
76 61 72 20 64 3d 63 28 33 30 29 28 32 29 3b 61 3d 63 28 34 38 29 28 22 66 69 6¢ 74 65 72 22 29 3b 63 28 37 29 28 7b
74 6172 67 6574 3222417272 61 79 22 2¢c 70 72 6f 74 6f 3a 21 30 2c 66 6f 72 63 65 64 3a 21 61 7d 2c 7b 66 69 6¢ 74
65 72 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20
Data Ascii: h(a))&&"number“==typeof a.nodeType&&"string"==typeof a.nodeName))}},function(a,b,c){c(60),a.exports=c(15)
("Array","filter")},function(a,b,c){"use strict";var d=c(30)(2);a=c(48)("filter");c(7)({target:"Array",proto:!0,forced:!a},{filter:fu
nction(a){return

2021-12-02 23:54:02 UTC 1649 IN Data Raw: 74 79 70 65 6f 66 20 61 3f 61 3a 76 6f 69 64 20 30 7d 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e
2861 2c 62 29 7b 72 65 74 75 72 6e 20 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 3c 32 3f 66 28 64 5b 61 5d 29
7c 7c 66 28 65 5b 61 5d 29 3a 64 5b 61 5d 26 26 64 5b 61 5d 5b 62 5d 7c 7c 65 5b 61 5d 26 26 65 5b 61 5d 5b 62 5d 7d
7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 63 28 37 30 29 2c 63 28 38 38 29 2c 61 2e 65 78 70 6f 72 74 73 3d
6328333829 2e 41 72 72 61 79 2e 66 72 6f 6d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 22 75 73 65 20 73
747269 6374 22 3b 76 61 72 20 64 3d 63 28 37 31 29 3b 61 3d 63 28 37 32 29 3b 62 3d 63 28 37 35 29 3b 76 61 72 20
65 3d 61 2e 73 65 74 2c 66 3d 61 2e 67 65 74 74 65 72 46 6f 72
Data Ascii: typeof a?a:void 0};a.exports=function(a,b){return arguments.length<2?f(d[a])||f(e[a]):d[a]&&d[a][b]||e[a]&&e[a]
[b]}},function(a,b,c){c(70),c(88),a.exports=c(38).Array.from},function(a,b,c){"use strict";var d=c(71);a=c(72);b=c(75);var e=a.
set,f=a.getterFor

2021-12-02 23:54:02 UTC 1651 IN Data Raw: 2c 63 29 7b 61 2e 65 78 70 6f 72 74 73 3d 63 28 33 34 29 28 22 6e 61 74 69 76 65 2d 66 75 6e 63 74 69 6f 6
2d 74 6f 2d 73 74 72 69 6e 67 22 2c 46 75 6e 63 74 69 6f 6e 2e 74 6f 53 74 72 69 6e 67 29 7d 2c 66 75 6e 63 74 69 6f 6e
2861 2c 62 2¢ 63 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 64 3d 63 28 37 29 2c 65 3d 63 28 37 36 29
2c 66 3d 63 28 35 30 29 2c 67 3d 63 28 38 35 29 2c 68 3d 63 28 35 32 29 2c¢ 69 3d 63 28 31 33 29 2c 6a 3d 63 28 38 37
29 2c 6b 3d 63 28 33 36 29 2c 6¢ 3d 63 28 34 29 28 22 69 74 65 72 61 74 6f 72 22 29 2c 6d 3d 63 28 32 37 29 3b 62 3d 6
328343929 3b 76617220 6e 3d 62 2e 49 74 65 72 61 74 6f 72 50 72 6f 74 6f 74 79 70 65 2c 6f 3d 62 2 42 55 47 47 5
9 5f 53 41 46 41 52 49 5f 49 54 45 52 41 54 4f 52 53 2¢ 70 3d 66
Data Ascii: ,c){a.exports=c(34)("native-function-to-string",Function.toString)},function(a,b,c){"use strict";var d=c(7),
e=c(76),f=c(50),9=c(85),h=c(52),i=c(13),j=c(87),k=c(36),I=c(4)("iterator"),m=c(27);b=c(49);var n=b.lteratorPrototype,o=b
.BUGGY_SAFARI_ITERATORS,p=f

2021-12-02 23:54:02 UTC 1652 IN Data Raw: 2c 6b 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 68 28 22 69 66 72 61 6d 65 22 29 2c 62 3d 66 2e
6¢C 65 6e 67 74 68 3b 66 6f 72 28 61 2e 73 74 79 6¢ 65 2e 64 69 73 70 6¢ 61 79 3d 22 6e 6f 6e 65 22 2¢c 67 2e 61 70 70 65
6e 64 43 68 69 6¢ 64 28 61 29 2c 61 2e 73 72 63 3d 53 74 72 69 6e 67 28 22 6a 61 76 61 73 63 72 69 70 74 3a 22 29 2¢
28 61 3d 61 2e 63 6f 6e 74 65 6e 74 57 69 6e 64 6f 77 2e 64 6f 63 75 6d 65 6e 74 29 2e 6f 70 65 6e 28 29 2c 61 2e 77 72
69 74 65 28 22 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 46 3d 4f 62 6a 65 63 74 3c 2f 73 63 72 69 70 74 3e 22
29 2c 61 2e 63 6¢ 6f 73 65 28 29 2¢ 6b 3d 61 2e 46 3b 62 2d 2d 3b 29 64 65 6¢ 65 74 65 20 6b 2e 70 72 6f 74 6f 74 79 70
65 5b 66 5b 62 5d 5d 3b 72 65 74 75 72 6e 20 6b 28 29 7d 3b
Data Ascii: ,k=function(){var a=h("iframe"),b=f.length;for(a.style.display="none",g.appendChild(a),a.src=String("javascript:"),
(a=a.contentWindow.document).open(),a.write ("<script>document.F=Object</script>"),a.close(), k=a.F;b--;)delete k.p
rototypel[f[b]];retumn k(};
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:02 UTC 1654 IN Data Raw: 7d 7d 28 29 3a 76 6f 69 64 20 30 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 76 61 72 20 64 3d
6328 31 32 29 2c 65 3d 63 28 32 30 29 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66
2865 28 61 29 2c 21 64 28 62 29 26 26 6e 75 6¢ 6¢ 21 3d 3d 62 29 74 68 72 6f 77 20 54 79 70 65 45 72 72 6f 72 28 22 43
61 6e 27 74 20 73 65 74 20 22 2b 53 74 72 69 6e 67 28 62 29 2b 22 20 61 73 20 61 20 70 72 6f 74 6f 74 79 70 65 22 29
7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 76 61 72 20 64 3d 63 28 31 33 29 3b 61 2e 65 78 70 6f 72 74 73
3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2c 63 2¢ 65 29 7b 65 26 26 65 2e 65 6e 75 6d 65 72 61 62 6¢ 65 3f 61 5b 62 5d 3d
63 3a 64 28 61 2c 62 2¢ 63 29 7d 7d 2c 66 75 6e 63 74 69 6f
Data Ascii: }}():void 0)},function(a,b,c){var d=c(12),e=c(20);a.exports=function(a,b){if(e(a),!d(b)&&null'==b)throw Type
Error("Can't set "+String(b)+" as a prototype")}},function(a,b,c){var d=c(13);a.exports=function(a,b,c,e){e&&e.enumerable?
a[b]=c:d(a,b,c)}},functio

2021-12-02 23:54:02 UTC 1655 IN Data Raw: 29 2c 66 3d 63 28 32 36 29 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b
62 3d 64 28 62 29 3b 62 20 69 6e 20 61 3f 65 2e 66 28 61 2c 62 2¢ 66 28 30 2c 63 29 29 3a 61 5b 62 5d 3d 63 7d 7d 2c
66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 76 61 72 20 64 3d 63 28 35 33 29 2c 65 3d 63 28 34 29 28 22 69 74 65
72 61 74 6f 72 22 29 2¢ 66 3d 63 28 32 37 29 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66
28 6e 75 6¢ 6¢ 21 3d 61 29 72 65 74 75 72 6e 20 61 5b 65 5d 7c 7c 61 5b 22 40 40 69 74 65 72 61 74 6f 72 22 5d 7c 7c 66
5b 64 28 61 29 5d 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢c 63 29 7b 63 28 39 36 29 2c 61 2e 65 78 70 6f 72 74 73
3d 63 28 31 3529 28 2241 72 72 61 79 22 2c 22 69 6e 63 6C 75
Data Ascii: ),f=c(26);a.exports=function(a,b,c){b=d(b);b in a?e.f(a,b,f(0,c)):a[b]=c}},function(a,b,c){var d=c(53),e=c(4)
("iterator"),f=c(27);a.exports=function(a){if(null!=a)return a[e]||a[*'@ @iterator"]||f[d(a)]}},function(a,b,c){c(96),a.exports=c(15)
("Array","inclu

2021-12-02 23:54:02 UTC 1657 IN Data Raw: 2c 61 2e 65 78 70 6f 72 74 73 3d 63 28 31 35 29 28 22 41 72 72 61 79 22 2c 22 69 6e 64 65 78 4f 66 22 29 7d
2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 64 3d 63 28 34
312928 21 31 29 2c 65 3d 5b 5d 2e 69 6e 64 65 78 4f 66 2c 66 3d 21 21 65 26 26 31 2f 5b 31 5d 2e 69 6e 64 65 78 4f 66
28 31 2c 2d 30 29 3c 30 3b 61 3d 63 28 35 35 29 28 22 69 6e 64 65 78 4f 66 22 29 3b 63 28 37 29 28 7b 74 61 72 67 65
74 3a22 417272617922 2c 70 72 6f 74 6f 3a 21 30 2c 66 6f 72 63 65 64 3a 66 7c 7c 61 7d 2c 7b 69 6e 64 65 78 4f 66
3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 66 3f 65 2e 61 70 70 6¢ 79 28 74 68 69 73 2c 61 72 67 75 6d
65 6e 74 73 29 7c 7c 30 3a 64 28 74 68 69 73 2c 61 2c 61 72 67
Data Ascii: ,a.exports=c(15)("Array","indexOf")},function(a,b,c){"use strict";var d=c(41)(!1),e=[].indexOf,f=le&&1/[1].
indexOf(1,-0)<0;a=c(55)("indexOf");c(7)({target:"Array",proto:!0,forced:f||a},{indexOf:function(a){return f?e.apply(this
,arguments)||0:d(this,a,arg

2021-12-02 23:54:02 UTC 1658 IN Data Raw: 72 20 6e 3d 63 2e 6e 28 6a 29 3b 6a 3d 63 28 31 30 29 3b 76 61 72 20 6f 3d 63 2e 6e 28 6a 29 3b 6a 3d 63 28
3029 3b 76 61 72 20 70 3d 63 2e 6e 28 6a 29 2c 71 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 6f 72 28 76 61 72 20 62
3d 70 28 29 28 69 2e 61 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 27 5b 76 6f 63 61 62 24 3d 22 27 2e
63 6f 6e 63 61 74 28 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 2e 6f 72 67 2f 22 2¢ 27 22 5d 5b 74 79 70 65 6f 66 24 3d
22 27 29 2e 63 6f 6e 63 61 74 28 61 2c 27 22 5d 27 29 7d 29 2e 6a 6f 69 6e 28 22 2¢ 20 22 29 2c 63 3d 5b 5d 2c 62 3d 6e
282928 67 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢C 6C 28 62 29 29 2¢ 64 3d 5b 5d 3b 62 2e 6¢ 65 6€ 67 74 68 3
e 303b 29 7b 76 61 72 20 71 3d 62 2e 70 6f 70 28 29 3b 69 66 28
Data Ascii: r n=c.n(j);j=c(10);var o=c.n(j);j=c(0);var p=c.n(j),q=function(a){for(var b=p()(i.a,function(a){return'[vocab$="".conc
at("http://schema.org/","|[typeof$="").concat(a,"])}).join(", *),c=[],b=n()(g.querySelectorAll(b)),d=[];b.length>0;){var g=b.po
POif(

2021-12-02 23:54:02 UTC 1660 IN Data Raw: 62 6¢ 65 7c 7c 21 31 2c 64 2e 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3d 21 30 2c 22 76 61 6¢ 75 65 22 69 6e 20
64 26 26 28 64 2e 77 72 69 74 61 62 6¢ 65 3d 21 30 29 2c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79
2861 2c 64 2e 6b 65 79 2c 64 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 76 28 61 2c 62 2¢ 63 29 7b 72 65 74 75 72 6e 20 62
20 69 6e 20 61 3f 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 61 2c 62 2c 7b 76 61 6¢ 75 65 3a 63
2c 65 6e 75 6d 65 72 61 62 6¢ 65 3a 21 30 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 2¢c 77 72 69 74 61 62 6C 65
3a 2130 7d 29 3a 61 5b 62 5d 3d 63 2¢c 61 7d 76 61 72 20 77 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e
2061 28 62 29 7b 21 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b
Data Ascii: ble||!1,d.configurable=!0,"value"in d&&(d.writable=!0),0Object.defineProperty(a,d.key,d)}}function v(a,b,c){return
b in a?Object.defineProperty(a,b,{value:c,enumerable:!0,configurable:!0,writable:!0}):a[b]=c,a}var w=function(){function a(b)
{!function(a,b){

2021-12-02 23:54:02 UTC 1660 IN Data Raw: 45 72 72 6f 72 28 22 43 61 6e 6e 6f 74 20 63 61 6¢ 6¢ 20 61 20 63 6¢ 61 73 73 20 61 73 20 61 20 66 75 6e 63
74 69 6f 6e 22 29 7d 28 74 68 69 73 2c 61 29 2c 76 28 74 68 69 73 2c 22 5f 61 6e 63 68 6f 72 45 6¢ 65 6d 65 6e 74 22 2c
76 6f 69 64 20 30 29 2c 76 28 74 68 69 73 2c 22 5f 70 61 72 73 65 64 51 75 65 72 79 22 2c 76 6f 69 64 20 30 29 2c 74 68
69 73 2e 5f 61 6e 63 68 6f 72 45 6¢ 65 6d 65 6 74 3d 67 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6€ 74 28 22 61 22 29 2¢ 74
68 69 73 2e 5f 61 6e 63 68 6f 72 45 6¢ 65 6d 65 6e 74 2e 68 72 65 66 3d 62 7d 76 61 72 20 62 2¢ 63 2¢ 64 3b 72 65 74 75
72 6e 20 62 3d 61 2c 28 63 3d 5b 7b 6b 65 79 3a 22 74 6f 53 74 72 69 6e 67 22 2c 76 61 6¢ 75 65 3a 66 75 6e 63 74 69 6f
6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 61 6e
Data Ascii: Error("Cannot call a class as a function”)}(this,a),v(this,"_anchorElement",void 0),v(this,"_parsedQuery",void
0),this._anchorElement=g.createElement(a"),this._anchorElement.href=b}var b,c,d;return b=a,(c=[{key:"toString",value
:function(){return this._an

2021-12-02 23:54:02 UTC 1661 IN Data Raw: 5d 29 26 26 75 28 62 2e 70 72 6f 74 6f 74 79 70 65 2c 63 29 2c 64 26 26 75 28 62 2c 64 29 2c 61 7d 28 29 2¢
78 3d 2f 5e 5¢ 73 2a 3a 73 63 6f 70 65 2f 67 69 3b 6a 3d 66 75 6e 63 74 69 6f 6e 20 61 28 62 2¢ 63 29 7b 69 66 28 22 3e
22 3d 3d 3d 63 5b 63 2e 6¢ 65 6e 67 74 68 2d 31 5d 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 64 3d 22 3e 22 3d 3d 3d
63 5b 30 5d 3b 69 66 28 28 61 2e 43 41 4e 5f 55 53 45 5f 53 43 4f 50 45 7c 7c 21 63 2e 6d 61 74 63 68 28 78 29 29 26 26
2164297265 74 75 72 6e 20 62 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 63 29 3b 76 61 72 20 65 3d 63
3b 64 26 26 28 65 3d 22 3a 73 63 6f 70 65 20 22 2e 63 6f 6e 63 61 74 28 63 29 29 3b 64 3d 21 31 3b 62 2e 69 64 7c 7c 28
62 2e 69 64 3d 22 5f 5f 66 62 5f 73 63 6f 70 65 64 5f 71 75 65
Data Ascii: ])&&u(b.prototype,c),d&&u(b,d),a}(),x=/"\s*:scope/gi;j=function a(b,c){if(">"===c[c.length-1])return[];var d
=">"===c[0];if((a.CAN_USE_SCOPE||!c.match(x))&&!d)return b.querySelectorAll(c);var e=c;d&&(e=":scope ".concat(
¢));d=!1;b.id||(b.id="__fb_scoped_que

2021-12-02 23:54:02 UTC 1663 IN Data Raw: 72 6e 20 61 2e 74 72 69 6d 28 29 7d 29 2c 42 6f 6f 6¢ 65 61 6e 29 29 7d 66 75 6e 63 74 69 6f 6e 20 62 61 28
612c 6229 7b 76 61 72 20 63 3d 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 72 65 74 75 72 6e 20 62 2e 73 75 62 73 74
72 69 6e 67 28 61 2e 6¢ 65 6e 67 74 68 2¢ 62 2e 6¢ 65 6e 67 74 68 2d 31 29 2e 74 72 69 6d 28 29 7d 3b 62 3d 70 28 29
2862 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7h 72 65 74 75 72 6e 20 43 28 29 28 61 2c 47 29 3f 7b 73 65 6¢ 65 63 74 6f 72
3a 632847 2c 6129 2c 74 79 70 65 3a 22 63 6¢ 6f 73 65 73 74 22 7d 3a 43 28 29 28 61 2c 46 29 3f 7b 73 65 6¢ 65 63 74
6f 72 3a 63 28 46 2c 61 29 2c 74 79 70 65 3a 22 63 68 69 6¢ 64 72 65 6e 22 7d 3a 7b 73 65 6¢ 65 63 74 6f 72 3a 61 2c 74
79 70 65 3a 22 73 74 61 6e 64 61 72 64 22 7d 7d 29 3b 62 3d 74
Data Ascii: rn a.trim()}),Boolean))}unction ba(a,b){var c=function(a,b){return b.substring(a.length,b.length-1).trim()};b=p()
(b,function(a){return C()(a,G)?{selector:c(G,a),type:"closest"}:C()(a,F)?{selector:c(F,a),type:"children"}:{selector:a,type:
"standard"}});b=t
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2021-12-02 23:54:02 UTC 1664 IN Data Raw: 6e 74 73 5b 62 5d 3a 7b 7d 2c 64 3d 4f 62 6a 65 63 74 2e 6b 65 79 73 28 63 29 3b 22 66 75 6e 63 74 69 6f 6e
22 3d 3d 74 79 70 65 6f 66 20 4f 62 6a 65 63 74 2e 67 65 74 4f 77 6e 50 72 6f 70 65 72 74 79 53 79 6d 62 6f 6¢ 73 26 26
28 64 3d 64 2e 63 6f 6e 63 61 74 28 4f 62 6a 65 63 74 2e 67 65 74 4f 77 6e 50 72 6f 70 65 72 74 79 53 79 6d 62 6f 6¢ 73
2863 29 2e 66 69 6¢ 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 2e 67 65
74 4f 77 6e 50 72 6f 70 65 72 74 79 44 65 73 63 72 69 70 74 6f 72 28 63 2c 61 29 2e 65 6e 75 6d 65 72 61 62 6¢ 65 7d 29
29 29 2c 64 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 62 29 7b 48 28 61 2c 62 2¢ 63 5b 62 5d 29 7d 29 7d 72
65 7475 72 6e 20 61 7d 28 7b 7d 2c 61 2c 48 28 7b 7d 2c 62
Data Ascii: nts[b]:{},d=Object.keys(c);"function"==typeof Object.getOwnPropertySymbols&&(d=d.concat(Object.get
OwnPropertySymbols(c).filter(function(a){return Object.getOwnPropertyDescriptor(c,a).enumerable}))),d.forEach(function(b
){H(a,b.clb)hireturn a}({}.a,H({}.b

2021-12-02 23:54:02 UTC 1666 IN Data Raw: 2e 6e 6f 64 65 29 3b 72 65 74 75 72 6e 20 65 3d 3d 3d 4c 2e 44 4f 5f 4e 4f 54 5f 4d 41 54 43 48 3f 65 3a 63 3e
30 26 26 62 21 3d 3d 64 2e 69 6e 64 65 78 3f 4c 2e 44 4f 5f 4e 4f 54 5f 4d 41 54 43 48 3a 31 3d 3d 3d 65 3f 4c 2e 43 4c
41 53 53 5f 4e 41 4d 45 5f 4d 41 54 43 48 45 53 3a 30 3d 3d 3d 64 2e 72 65 6¢ 61 74 69 76 65 43 6¢ 61 73 73 2e 6C 65 6e
67 74 68 3f 4c 2e 44 4f 5f 4e 4f 54 5f 4d 41 54 43 48 3a 28 4b 28 61 2c 64 2e 6e 6f 64 65 29 2¢ 64 2e 72 65 6¢ 61 74 69
76 65 43 6¢ 61 73 73 2¢ 4c 2e 43 4c¢ 41 53 53 5f 4e 41 4d 45 5f 4d 41 54 43 48 45 53 29 7d 66 75 6e 63 74 69 6f 6e 20 4f
28 61 2c 62 2c 63 2c 64 29 7b 69 66 28 64 3d 3d 3d 63 2e 6¢ 65 6e 67 74 68 2d 31 29 7b 69 66 28 21 4e 28 61 2c 62 2¢
64 2c 63 5b 64 5d 29 29 72 65 74 75 72 6e 20 6e 75 6¢ 6C
Data Ascii: .node);return e===L.DO_NOT_MATCH?e:c>0&&b!==d.index?L.DO_NOT_MATCH:1===e?L.CLA
SS_NAME_MATCHES:0===d.relativeClass.length?L.DO_NOT_MATCH:(K(a,d.node),d.relativeClass,L.CLASS_NAME_
MATCHES)}unction O(a,b,c,d){if(d===c.length-1){if(!N(a,b,d,c[d]))return null

2021-12-02 23:54:02 UTC 1667 IN Data Raw: 63 74 69 6f 6e 20 50 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 41
727261792e69734172726179 28612929 72657475726e 2061 7d 28 61 29 7c 7c 66 75 6e 63 74 69 6f 6e 28
61 2c 62 29 7b 76 61 72 20 63 3d 5b 5d 2c 64 3d 21 30 2c 65 3d 21 31 2c 66 3d 76 6f 69 64 20 30 3b 74 72 79 7b 66 6f 72
287661 72 20 67 2c 61 3d 61 5b 74 79 70 65 6f 66 20 53 79 6d 62 6f 6¢ 3d 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 3f 53 79
6d 62 6f 6¢ 2e 69 74 65 72 61 74 6f 72 3a 22 40 40 69 74 65 72 61 74 6f 72 22 5d 28 29 3b 21 28 64 3d 28 67 3d 61 2e 6e
65 78 74 28 29 29 2e 64 6f 6e 65 29 26 26 28 63 2e 70 75 73 68 28 67 2e 76 61 6¢ 75 65 29 2c 21 62 7c 7c 63 2e 6C 65
6e 67 74 68 21 3d 3d 62 29 3b 64 3d 21 30 29 3b 7d 63 61 74 63
Data Ascii: ction P(a,b){return function(a){if(Array.isArray(a))return a}(a)||function(a,b){var c=[],d=!0,e=!1,f=void O;try{for(var
g,a=a[typeof Symbol==="function"?Symbol.iterator:"@ @iterator"]();!(d=(g=a.next()).done)&&(c.push(g.value),!b||c.length
1==b);d=!0);}catc

2021-12-02 23:54:02 UTC 1669 IN Data Raw: 63 79 3a 6e 75 6¢ 6¢ 21 3d 64 2e 70 72 69 63 65 43 75 72 72 65 6e 63 79 3f 64 2e 70 72 69 63 65 43 75 72 72
65 6e 63 79 3a 22 63 75 72 72 65 6e 63 79 22 3d 3d 3d 62 3f 63 3a 76 6f 69 64 20 30 7d 2c 70 72 6f 64 75 63 74 49 44 3a
6e 75 6¢ 6¢ 21 3d 61 2e 70 72 6f 64 75 63 74 49 44 3f 61 2e 70 72 6f 64 75 63 74 49 44 3a 22 63 6f 6e 74 65 6e 74 5f 69
64 73 22 3d 3d 3d 62 3f 63 3a 76 6f 69 64 20 30 7d 7d 2c 69 61 3d 32 3b 66 75 6e 63 74 69 6f 6e 20 61 28 61 2¢ 62 29 7b
62 3d 62 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 52 5b 61 2e 65 78 74 72 61 63
74 6f 7254 79 70 65 5d 3e 52 5b 62 2e 65 78 74 72 61 63 74 6f 72 54 79 70 65 5d 3f 31 3a 2d 31 7d 29 3b 72 65 74 75 72
6e 20 6d 28 29 28 41 28 29 28 70 28 29 28 62 2c 66 75 6e
Data Ascii: cy:null!=d.priceCurrency?d.priceCurrency:“currency"===b?c:void 0},productID:null!=a.productID?a.productID:"c
ontent_ids"===b?c:void 0}},ia=2;function a(a,b){b=b.sort(function(a,b){return R[a.extractorType]>R[b.extractorType]?1:-1
Pireturn mO(AQ(PO(b.fun

2021-12-02 23:54:02 UTC 1670 IN Data Raw: 72 61 63 74 6f 72 43 6f 6e 66 69 67 2e 70 61 72 61 6d 65 74 65 72 54 79 70 65 3b 63 3d 66 75 6e 63 74 69 6f
6e 28 61 2¢ 62 2¢ 63 29 7b 61 3d 6e 65 77 20 77 28 61 29 3b 73 77 69 74 63 68 28 62 29 7b 63 61 73 65 20 49 2e 50 41
54 48 3a 62 3d 6d 28 29 28 70 28 29 28 61 2e 70 61 74 68 6e 61 6d 65 2e 73 70 6¢ 69 74 28 22 2f 22 29 2c 66 75 6e 63
74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 2e 74 72 69 6d 28 29 7d 29 2c 42 6f 6f 6¢ 65 61 6e 29 3b 76 61 72 20 64
3d 70 61 72 73 65 49 6e 74 28 63 2c 31 30 29 3b 72 65 74 75 72 6e 20 64 3c 62 2e 6¢ 65 6e 67 74 68 3f 62 5b 64 5d 3a 6
e 75 6¢ 6¢ 3b 63 61 73 65 20 49 2e 51 55 45 52 59 5f 53 54 52 49 4e 47 3a 72 65 74 75 72 6e 20 61 2e 73 65 61 72 63 68
50 61 72 61 6d 73 2e 67 65 74 28 63 29 7d 72 65 74 75 72 6e 20 6e
Data Ascii: ractorConfig.parameterType;c=function(a,b,c){a=new w(a);switch(b){case I.PATH:b=m()(p()(a.pathname.split("/"
),function(a){return a.trim()}),Boolean);var d=parseint(c,10);return d<b.length?b[d]:null;,case . QUERY_STRING:return a.s
earchParams.get(c)}return n

2021-12-02 23:54:02 UTC 1672 IN Data Raw: 6f 72 73 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 65 78 74 72 61 63 74 6f 72 5f 63 6f 6e 66 69 67
20 6d 75 73 74 20 62 65 20 73 65 74 22 29 3b 72 65 74 75 72 6e 7b 64 6f 6d 61 69 6e 55 52 49 3a 6e 65 77 20 77 28 61
2e 64 6f 6d 61 69 6e 5f 75 72 69 29 2¢ 65 76 65 6e 74 54 79 70 65 3a 61 2e 65 76 65 6e 74 5f 74 79 70 65 2c 65 78 74 72
61 63 74 6f 72 43 6f 6e 66 69 67 3a 6d 61 28 62 29 2c 65 78 74 72 61 63 74 6f 72 54 79 70 65 3a 22 55 52 49 22 2c 69 64
3a 6c 28 29 28 61 2e 69 64 29 2¢c 72 75 6¢ 65 49 64 3a 6e 75 6¢ 6¢ 21 3d 28 62 3d 61 2e 65 76 65 6e 74 5f 72 75 6¢ 65
29 3f 62 2e 69 64 3a 62 7d 3b 64 65 66 61 75 6¢ 74 3a 72 65 74 75 72 6e 7b 64 6f 6d 61 69 6e 55 52 49 3a 6e 65 77 20
77 28 61 2e 64 6f 6d 61 69 6e 5f 75 72 69 29 2¢ 65 76 65 6e 74
Data Ascii: ors)throw new Error(“extractor_config must be set");return{domainURI:new w(a.domain_uri),eventType
:a.event_type,extractorConfig:ma(b),extractorType:"URI",id:|()(a.id),ruleld:null'=(b=a.event_rule)?b.id:b};default:retur
n{domainURI:new w(a.domain_uri),event

2021-12-02 23:54:02 UTC 1673 IN Data Raw: 74 41 74 74 72 69 62 75 74 65 28 22 73 72 63 22 29 7c 7c 22 22 3b 69 66 28 66 2e 67 65 74 43 6f 6d 70 75 74
65 64 53 74 79 6¢ 65 29 7b 76 61 72 20 63 3d 66 2e 67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6¢ 65 28 61 29 2e 67 65
745072 6f 70 65 72 74 79 56 61 6¢ 75 65 28 22 62 61 63 6b 67 72 6f 75 6€ 64 2d 69 6d 61 67 65 22 29 3b 69 66 28 6 75
6¢ 6¢ 21 3d 63 26 26 22 6e 6f 6e 65 22 21 3d 3d 63 26 26 63 2e 6¢ 65 6€ 67 74 68 3e 30 29 72 65 74 75 72 6e 20 63 7d
69 66 28 22 49 4e 50 55 54 22 3d 3d 3d 61 2e 74 61 67 4e 61 6d 65 26 26 22 69 6d 61 67 65 22 3d 3d 3d 61 2e 67 65 74
4174747269 62 75 74 65 28 22 74 79 70 65 22 29 29 7b 63 3d 61 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 73 72
63 22 29 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 63 29 72 65 74 75 72 6e 20 63
Data Ascii: tAttribute("src")||";if(f.getComputedStyle){var c=f.getComputedStyle(a).getPropertyValue("background-image"
);if(null'=c&&"none"l==c&&c.length>0)return c}if("INPUT"===a.tagName&&"image"===a.getAttribute("type")){c=a.ge
tAttribute("src");if(null'=c)return c

2021-12-02 23:54:02 UTC 1675 IN Data Raw: 54 4d 4c 45 6¢ 65 6d 65 6e 74 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 2e 62 7d 29 2¢
63 2e 64 28 62 2c 22 73 69 67 6e 61 6¢ 73 47 65 74 42 75 74 74 6f 6e 49 6d 61 67 65 55 72 6¢ 22 2C 66 75 6€ 63 74 69 6f
6e 2829 7b 72 65 74 75 72 6e 20 24 7d 29 2c 63 2e 64 28 62 2c 22 73 69 67 6e 61 6¢ 73 49 73 53 61 6e 65 42 75 74 74
6f 6e 22 2¢ 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 41 61 7d 29 2c 63 2e 64 28 62 2¢c 22 73 69 67 6e 61 6C
73 43 6f 6e 76 65 72 74 4e 6f 64 65 54 6f 48 54 4d 4c 45 6¢ 65 6d 65 6e 74 22 2¢ 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65
747572 6e 20 73 7d 29 3b 76 61 72 20 42 61 3d 64 7d 5d 29 7d 29 28 29 3b 72 65 74 75 72 6e 20 6b 2e 65 78 70 6f 72
74 73 7d 28 61 2c 62 2c 63 2c 64 29 7d 29 3b 66 2e 65 6e 73 75
Data Ascii: TMLElement" function(){return e.b}),c.d(b,"signalsGetButtonimageUrl",function()}{return $}),c.d(b,"signalslsS
aneButton",function(){return Aa}),c.d(b,"signalsConvertNodeToHTMLElement",function(){return s});var Ba=d}])})();return k
.exports}(a,b,c,d)});f.ensu
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2021-12-02 23:54:02 UTC 1676 IN Data Raw: 75 6¢ 65 73 28 22 53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 55 74 69 6¢ 73 22 29 2c 62 3d 61 2e 6b 65 79
733b 61 3d 61 2e 6d 61 70 3b 76 61 72 20 63 3d 7b 63 74 3a 22 63 74 22 2¢c 63 69 74 79 3a 22 63 74 22 2c 64 6f 62 3a
22 64 62 22 2c 64 6f 62 64 3a 22 64 6f 62 64 22 2¢c 64 6f 62 6d 3a 22 64 6f 62 6d 22 2c 64 6f 62 79 3a 22 64 6f 62 79 22
2c 65 6d 61 69 6¢ 3a 22 65 6d 22 2c 66 6e 3a 22 66 6e 22 2c 66 5f 6e 61 6d 65 3a 22 66 6e 22 2c 67 65 6e 3a 22 67 65
22 2c 6¢ 6e 3a 22 6¢ 6e 22 2c 6¢ 5f 6e 61 6d 65 3a 22 6¢ 6e 22 2c 70 68 6f 6e 65 3a 22 70 68 22 2¢ 73 74 32 22 73 74 22
2c 7374 61 74 65 3222 73 74 22 2¢c 7a 69 70 3a 22 7a 70 22 2c 7a 69 70 5f 63 6f 64 65 3a 22 7a 70 22 7d 2c 64 3d 7b 43
49 54 59 3a 5b 22 63 69 74 79 22 5d 2c 44 41 54 45 3a 5b 22 64
Data Ascii: ules("SignalsFBEventsUtils"),b=a.keys;a=a.map;var c={ct:"ct",city:"ct",dob:"db",dobd:"dobd",dobm:"dobm",doby
"doby",email:"em",fn:"fn",f_name:"fn",gen:"ge",In:"In",|_name:"In",phone:"ph",st:"st",state:"st",zip:"zp",zip_code:"zp"},d=
{CITY:["city"], DATE:["d

2021-12-02 23:54:02 UTC 1678 IN Data Raw: 22 44 44 2d 4d 4d 2d 59 59 22 2¢ 22 4d 4d 2d 44 44 2d 59 59 22 5d 3b 62 5b 22 5e 5¢ 5¢ 64 7b 32 7d 2f 5¢ 5¢
64 7b 31 2c 32 7d 2f 5¢ 5¢ 64 7b 31 2¢ 32 7d 24 22 5d 3d 5b 22 59 59 2f 4d 4d 2f 44 44 22 5d 3b 62 5b 22 5e 5c 5¢ 64 7b
327d 2d 5¢ 5¢ 64 7b 31 2¢ 32 7d 2d 5¢ 5¢ 64 7b 31 2¢ 32 7d 24 22 5d 3d 5b 22 59 59 2d 4d 4d 2d 44 44 22 5d 3b 76 61
72 20 68 3d 5b 22 4d 4d 2d 44 44 2d 59 59 59 59 22 2¢ 22 4d 4d 2f 44 44 2f 59 59 59 59 22 2c 22 44 44 2d 4d 4d 2d 59 59
59 59 22 2¢ 22 44 44 2f 4d 4d 2f 59 59 59 59 22 2¢ 22 59 59 59 59 2d 4d 4d 2d 44 44 22 2¢ 22 59 59 59 59 2f 4d 4d 2f 44
4422 2¢ 22 4d 4d 2d 44 44 2d 59 59 22 2¢ 22 4d 4d 2f 44 44 26 59 59 22 2¢ 22 44 44 2d 4d 4d 2d 59 59 22 2¢ 22 44 44 2f
4d 4d 2f 59 59 22 2¢ 22 59 59 2d 4d 4d 2d 44 44 22 2¢ 22 59
Data Ascii: "DD-MM-YY","MM-DD-YY"J;b[""\d{2}\d{L, 2\d{1,2}$"]=["Y Y/MM/DD"];b["Md{2}-\d{L, 2}-\d{L, 2}$ T=["Y Y-MM-
DD"J;var h=["MM-DD-YYYY","MM/DD/YYYY","DD-MM-YYYY","DD/MM/YYYY","YYYY-MM-DD","YY Y Y/MM/DD","MM-DD-
YY","MM/DD/YY","DD-MM-YY","DD/MM/YY","YY-MM-DD","Y

2021-12-02 23:54:02 UTC 1679 IN Data Raw: 6d 65 6e 74 3b 61 3d 61 2e 70 72 65 76 69 6f 75 73 45 6¢ 65 6d 65 6e 74 53 69 62 6¢ 69 6e 67 3b 76 61 72 20
64 3d 6e 75 6¢ 6¢ 3b 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 49 6e 70 75 74 45 6¢ 65 6d 65 6e 74 3f 64 3d 61
2e 76 61 6¢ 75 65 3a 61 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 54 65 78 74 41 72 65 61 45 6¢ 65 6d 65 6e 74
26 26 28 64 3d 61 2e 76 61 6¢ 75 65 29 3b 69 66 28 64 3d 3d 6e 75 6¢ 6¢ 7C 7c 74 79 70 65 6f 66 20 64 21 3d 3d 22 73
7472 69 6e 67 22 29 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 69 66 28 63 3d 3d 6e 75 6¢ 6¢ 29 72 65 74 75 72 6e 20 6e 75 6
c 6¢ 3b 61 3d 63 2e 69 6e 6e 65 72 54 65 78 74 21 3d 6e 75 6¢ 6¢ 3f 63 2e 69 6e 6e 65 72 54 65 78 74 3a 63 2e 74 65 78
74 43 6f 6e 74 65 6e 74 3b 69 66 28 61 3d 3d 6e 75 6c 6C 7C 7C 61
Data Ascii: ment;a=a.previousElementSibling;var d=null;a instanceof HTMLInputElement?d=a.value:a instanceof HT
MLTextAreaElement&&(d=a.value);if(d==null||typeof d!=="string")return null;if(c==null)return null;a=c.innerText!=null?c.
innerText:c.textContent;if(a==null||a

2021-12-02 23:54:02 UTC 1680 IN Data Raw: 6¢ 61 63 65 68 6f 6¢ 64 65 72 3a 66 2¢ 76 61 6¢ 75 65 3a 61 7d 29 3b 65 6¢ 73 65 20 69 66 28 62 3d 3d 3d 22
74 6578 74 2229 72 65 74 75 72 6e 20 6f 28 7b 69 64 3a 65 2c 6b 65 79 77 6f 72 64 73 3a 68 2e 47 45 4e 44 45 52 5f 46
49 45 4c 44 53 2c 6e 61 6d 65 3a 64 2c 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 3a 66 7d 29 3b 72 65 74 75 72 6e 21 31 7d 66
75 6e 63 74 69 6f 6e 20 79 28 61 2¢ 62 29 7h 76 61 72 20 63 3d 61 2e 6e 61 6d 65 3b 61 3d 61 2e 69 64 3b 72 65 74 75
72 6e 20 62 21 3d 3d 22 22 26 26 6¢ 28 6a 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 62 2e 6d 61 74 63 68 28 53 74 7
269 6e 67 28 61 29 29 3b 72 65 74 75 72 6e 20 61 21 3d 6e 75 6¢ 6¢ 26 26 61 5b 30 5d 3d 3d 3d 62 7d 29 7c 7c 6f 28 7b
69 64 3a 61 2c 6b 65 79 77 6f 72 64 73 3a 68 2e 5a 49 50 5f 43 4f
Data Ascii: laceholder:f,value:a});else if(b==="text")return o({id:e ,keywords:h. GENDER_FIELDS,name:d,placeholder:f});ret
urn!1}function y(a,b){var c=a.name;a=a.id;return b!==""&&lI(j,function(a){a=b.match(String(a));return a!=null&&a[0]===b})
|lo{id:a,keywords:h.ZIP_CO

2021-12-02 23:54:02 UTC 1682 IN Data Raw: 74 28 29 3b 63 3d 45 28 22 6¢c 6e 22 2c 67 2e 6a 6f 69 6e 28 22 20 22 29 29 3b 72 65 74 75 72 6e 20 61 28 7b
7d 2c 62 2¢ 63 29 7d 65 6¢ 73 65 20 69 66 28 76 28 66 29 29 72 65 74 75 72 6e 20 45 28 22 63 74 22 2c 66 2e 76 61 6¢
756529 3b 65 6¢ 73 65 20 69 66 28 77 28 66 29 29 72 65 74 75 72 6e 20 45 28 22 73 74 22 2c 66 2e 76 61 6¢ 75 65 29
3b 65 6¢ 73 65 20 69 66 28 68 21 3d 6e 75 6¢ 6¢ 26 26 78 28 66 2¢ 68 2¢ 65 29 29 72 65 74 75 72 6e 20 45 28 22 67 65 2
2 2c 43 28 66 2e 76 61 6¢ 75 65 29 29 3b 65 6¢ 73 65 20 69 66 28 79 28 66 2¢c 64 29 29 72 65 74 75 72 6e 20 45 28 22 7a
7022 2c 66 2e 76 61 6¢ 75 65 29 3b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 6b 2e 65 78 70 6f 72 74 73 3d 7b 65 78 74 72
61 63 74 50 49 49 46 69 65 6¢ 64 73 3a 47 2¢c 67 65 74 4e 6f 72 6d 61
Data Ascii: t();c=E("In",g.join(" "));return a({},b,c)}else if(v(f))return E("ct" f.value);else if(w(f))return E("st" f.value);else
if(h!=null&&x(f,h,e))return E("ge",C(f.value));else if(y(f,d))return E(“zp",f.value);return null}k.exports={extractPlIFields:G,g
etNorma

2021-12-02 23:54:02 UTC 1683 IN Data Raw: 6e 20 63 7d 69 66 28 6e 2e 74 65 73 74 28 63 29 29 72 65 74 75 72 6e 20 63 2e 74 6f 4c 6f 77 65 72 43 61 73
6528 29 3b 61 3d 72 28 64 2c 63 29 3b 72 65 74 75 72 6e 20 61 21 3d 6e 75 6¢ 6¢ 26 26 61 21 3d 22 22 3f 6d 28 61 29
3a 6e 75 6¢ 6¢ 7d 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 6b 28 62 2c 61 29 3b 66 75 6e 63 74 69 6f 6e 20 62 28 61 29
7b 69 28 74 68 69 73 2c 62 29 3b 76 61 72 20 63 3d 6a 28 74 68 69 73 2c 28 62 2e 5f 5f 70 72 6f 74 6f 5f 5f 7c 7c 4f 62 6a
65 63 74 2e 67 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 28 62 29 29 2e 63 61 6¢ 6¢ 28 74 68 69 73 2c 66 75 6€ 63 74 69 6f
6e 28 62 29 7b 62 2e 70 69 69 54 72 61 6e 73 6¢ 61 74 6f 72 3d 61 7d 29 29 3b 63 2e 70 69 69 54 72 61 6e 73 6¢ 61 74 6f
723d 61 3b 7265747572 6e 2063 7d 72 65 74 75 72 6e
Data Ascii: n clif(n.test(c))return c.toLowerCase();a=r(d,c);return al=null&&a!=""?m(a):null}d=function(a){k(b,a);function b(a)
{i(this,b);var c=j(this,(b.__proto__||Object.getPrototypeOf(b)).call(this,function(b){b.piiTranslator=a}));c.piiTranslator=
a;return cjreturn

2021-12-02 23:54:02 UTC 1685 IN Data Raw: 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 2c 64 29 7b 76 61 72 20 65 3d
7b 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 65 2e 65 78 70 6f 72 74 73 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20
73747269 63 7422 3b 76 61 7220 61 3d 66 2e 67 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22 53 69 67
6e 61 6¢ 73 46 42 45 76 65 6e 74 73 50 6¢ 75 67 69 6e 22 29 3b 65 2e 65 78 70 6f 72 74 73 3d 6e 65 77 20 61 28 66 75
6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 7d 29 7d 29 28 29 3b 72 65 74 75 72 6e 20 65 2e 65 78 70 6f 72 74 73 7d 28 61 2c 62
2c 63 2c 64 29 7d 29 3b 65 2e 65 78 70 6f 72 74 73 3d 66 2e 67 65 74 46 62 65 76 65 6e 74 73 4d 6f 64 75 6¢ 65 73 28 22
53 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 2e 70 6¢ 75 67 69
Data Ascii: on(){return function(a,b,c,d){var e={exports:{}};e.exports;(function(){"use strict";var a=f.getFbeventsModul
es("SignalsFBEventsPlugin“);e.exports=new a(function(a,b){})})();return e.exports}(a,b,c,d)});e.exports=f.getFbeventsMod
ules("SignalsFBEvents.plugi

2021-12-02 23:54:02 UTC 1686 IN Data Raw: 65 73 28 22 73 69 67 6e 61 6¢ 73 46 42 45 76 65 6e 74 73 47 65 74 54 69 65 72 22 29 3b 65 2e 65 78 70 6f 72
7473 3d 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 63 3d 61 28 63 29 3b 63 3d 63 3d 3d 6e 75 6¢ 6¢ 3f 22 77 77 77 2e 66
61 63 65 62 6f 6f 6b 2e 63 6f 6d 22 3a 22 77 77 77 2e 22 2b 63 2b 22 2e 66 61 63 65 62 6f 6f 6b 2e 63 6f 6d 22 3b 72 65
747572 6e 22 68 74 74 70 73 3a 2f 2f 22 2b 63 2b 22 2f 73 69 67 6e 61 6¢ 73 2f 69 77 6¢ 2e 6a 73 3f 70 69 78 65 6¢ 5f
69 64 3d 22 2b 62 7d 7d 29 28 29 3b 72 65 74 75 72 6e 20 65 2e 65 78 70 6f 72 74 73 7d 28 61 2c 62 2c 63 2¢ 64 29 7d
29 3b 66 2e 65 6e 73 75 72 65 4d 6f 64 75 6¢ 65 52 65 67 69 73 74 65 72 65 64 28 22 73 69 67 6e 61 6¢ 73 46 42 45 76
65 6e 74 73 47 65 74 54 69 65 72 22 2c 66 75 6e 63 74 69 6f 6e
Data Ascii: es("signalsFBEventsGetTier");e.exports=function(b,c){c=a(c);c=c==null?"www.facebook.com":"www."+c+
" facebook.com";return”https://"+c+"/signals/iwl.js?pixel_id="+b}})();return e.exports}(a,b,c,d)});f.ensureModuleRegiste
red("signalsFBEventsGetTier",function
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kBytes
Timestamp transferred Direction Data

2021-12-02 23:54:02 UTC 1687 IN Data Raw: 63 65 62 6f 6f 6b 49 57 4c 2e 73 65 74 26 26 61 2e 46 61 63 65 62 6f 6f 6b 49 57 4c 2e 73 65 74 28 22 74 69
6572 22 2c 62 29 3b 64 28 29 7d 3b 61 2e 46 61 63 65 62 6f 6f 6b 49 57 4¢c 53 65 73 73 69 6f 6e 45 6e 64 3d 66 75 6e 63
74 69 6f 6e 28 29 7b 6e 2e 72 65 6d 6f 76 65 49 74 65 6d 28 6d 29 2c 61 2e 63 6¢ 6f 73 65 28 29 7d 3b 65 2e 73 72 63 3d
69 28 63 2c 67 2e 45 4e 44 50 4f 49 4e 54 29 3b 62 2e 62 6f 64 79 26 26 62 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69
6c 64 28 65 29 7d 76 61 72 20 6f 3d 21 31 2¢ 70 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 21 21 28 65
26 26 65 2e 70 69 78 65 6¢ 73 42 79 49 44 26 26 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50
72 6f 70 65 72 74 79 2e 63 61 6¢ 6C 28 65 2e 70 69 78 65 6C
Data Ascii: cebookIWL.set&&a.FacebooklWL.set("tier",b);d()};a.FacebookIWLSessionEnd=function(){n.removeltem(m)
,a.close()};e.src=i(c,g.ENDPOINT);b.body&&b.body.appendChild(e)}var o=!1,p=function(a){return!!(e&&e.pixelsByl
D&&Object.prototype.hasOwnProperty.call(e.pixel

2021-12-02 23:54:02 UTC 1689 IN Data Raw: 65 72 50 6¢ 75 67 69 6e 26 26 66 2e 72 65 67 69 73 74 65 72 50 6¢ 75 67 69 6e 28 22 66 62 65 76 65 6e 74 73
2e 70 6¢ 75 67 69 6e 73 2e 69 77 6¢ 62 6f 6f 74 73 74 72 61 70 70 65 72 22 2c 65 2e 65 78 70 6f 72 74 73 29 3b 66 2e 65
6e 73 75 72 65 4d 6f 64 75 6¢ 65 52 65 67 69 73 74 65 72 65 64 28 22 66 62 65 76 65 6e 74 73 2e 70 6¢ 75 67 69 6e 73
2e 69 77 6¢ 62 6f 6f 74 73 74 72 61 70 70 65 72 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 65 2e 65 78
70 6f 72 74 73 7d 29 7d 29 28 29 7d 29 28 77 69 6e 64 6f 77 2c 64 6f 63 75 6d 65 6e 74 2c 6¢ 6f 63 61 74 69 6f 6 2c 68
69 73 74 6f 72 79 29 3b 0a 28 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 2¢ 64 29 7b 76 61 72 20 65 3d 7b 65 78 70 6f 72
7473 3a7b 7d 7d 3b 65 2e 65 78 70 6f 72 74 73 3b 28 66 75
Data Ascii: erPlugin&&f.registerPlugin("fbevents.plugins.iwlbootstrapper",e.exports);f.ensureModuleRegistered("fbevents.
plugins.iwlbootstrapper”,function(){return e.exports})})()})(window,document,location,history);(function(a,b,c,d){var e=
{exports:{}};e.exports;(fu

2021-12-02 23:54:02 UTC 1690 IN Data Raw: 66 75 6e 63 74 69 6f 6e 20 63 28 64 29 7b 69 66 28 62 5b 64 5d 29 72 65 74 75 72 6e 20 62 5b 64 5d 2e 65 78
70 6f 727473 3b 76 61 72 20 65 3d 62 5b 64 5d 3d 7b 69 3a 64 2c 6¢ 3a 21 31 2c 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 72
6574 75 72 6e 20 61 5b 64 5d 2e 63 61 6¢ 6¢ 28 65 2e 65 78 70 6f 72 74 73 2c 65 2¢ 65 2e 65 78 70 6f 72 74 73 2¢ 63 29
2c 65 2e 6¢ 3d 21 30 2c 65 2e 65 78 70 6f 72 74 73 7d 72 65 74 75 72 6e 20 63 2e 6d 3d 61 2c 63 2e 63 3d 62 2c 63 2e
64 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 64 29 7b 63 2e 6f 28 61 2c 62 29 7c 7c 4f 62 6a 65 63 74 2e 64 65 66 69 6e
65 50 72 6f 70 65 72 74 79 28 61 2c 62 2c 7b 65 6e 75 6d 65 72 61 62 6¢ 65 3a 21 30 2c 67 65 74 3a 64 7d 29 7d 2c 63
2e 72 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 22 75 6e 64 65 66
Data Ascii: function c(d){if(b[d])return b[d].exports;var e=b[d]={i:d,I:!1,exports:{}};return a[d].call(e.exports,e,e.exports,c),e
.I=10,e.exports}return c.m=a,c.c=b,c.d=function(a,b,d){c.o(a,b)||Object.defineProperty(a,b,{fenumerable:!0,get:d})},c.r=f
unction(a){"undef

2021-12-02 23:54:02 UTC 1692 IN Data Raw: 4d 61 74 68 3d 3d 4d 61 74 68 3f 66 3a 22 6f 62 6a 65 63 74 22 3d 3d 28 74 79 70 65 6f 66 20 73 65 6¢ 66 3d
3d 3d 22 75 6e 64 65 66 69 6e 65 64 22 3f 22 75 6e 64 65 66 69 6e 65 64 22 3a 67 28 73 65 6¢ 66 29 29 26 26 73 65 6C
66 26 26 73 65 6¢ 66 2e 4d 61 74 68 3d 3d 4d 61 74 68 3f 73 65 6¢ 66 3a 46 75 6e 63 74 69 6f 6e 28 22 72 65 74 75 72
6e 20 74 68 69 73 22 29 28 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 2¢ 63 29 7b 22 75 73 65 20 73 74 72 69 63 74 2
23b 76 61 72 20 64 3d 63 28 36 29 2c 65 3d 63 28 36 35 29 2e 66 2c 66 3d 63 28 36 37 29 2c 68 3d 63 28 33 38 29 2c 69
3d 63 28 3331 29 2c 6a 3d 63 28 31 33 29 2c 6b 3d 63 28 31 34 29 2c 6¢ 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61
7220 62 3d 66 75 6e 63 74 69 6f 6e 28 64 2c 62 2c 63 29 7b 69 66 28
Data Ascii: Math==Math?f:"object"==(typeof self==="undefined"?"undefined":g(self))&&self&&self. Math==Math?self
:Function(“return this")()},function(a,b,c){"use strict";var d=c(6),e=c(65).f,f=c(67),h=c(38),i=c(31),j=c(13),k=c(14),I=
function(a){var b=function(d,b,c){if(

2021-12-02 23:54:02 UTC 1693 IN Data Raw: 65 28 22 76 61 6¢ 75 65 22 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 74 69 6d 65 22 3a 62 3d 61 2e 67 65 74 41
74747269 62 7574 65 28 22 64 61 74 65 74 69 6d 65 22 29 3b 62 72 65 61 6b 3b 64 65 66 61 75 6¢ 74 3a 62 3d 4f 62
6a 65 63 74 28 64 2e 61 29 28 61 29 7c 7c 22 22 7d 72 65 74 75 72 6e 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66
20 62 3f 62 2e 73 75 62 73 74 72 28 30 2c 65 29 3a 22 22 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b 22 75
736520 73 7472 69 63 74 22 3b 76 61 72 20 64 3d 63 28 35 37 29 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6
f6e 20 61 28 62 2c 63 29 7b 72 65 74 75 72 6e 21 28 21 62 7c 7c 21 63 29 26 26 28 62 3d 3d 3d 63 7c 7c 21 64 28 62 29
26 26 28 64 28 63 29 3f 61 28 62 2c 63 2e 70 61 72 65 6e 74 4e 6f
Data Ascii: e("value");break;case"time":b=a.getAttribute("datetime");break;default:b=0Object(d.a)(a)||""}return”strin
typeof b?b.substr(0,e):"“}},function(a,b,c){"use strict";var d=c(57);a.exports=function a(b,c){return!('b||!c)&&(b===c||!d(b)&&
(d(c)?a(b,c.parentNo

2021-12-02 23:54:02 UTC 1695 IN Data Raw: 62 2c¢ 63 29 7b 61 2e 65 78 70 6f 72 74 73 3d 63 28 31 30 36 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29
7b 76 61 72 20 63 3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 29
7b 72 65 74 75 72 6e 20 63 2e 63 61 6¢ 6¢ 28 61 29 2e 73 6¢ 69 63 65 28 38 2c 2d 31 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e
2861 2c 62 2¢ 63 29 7b 76 61 72 20 64 3d 63 28 32 34 29 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61
29 7b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 28 64 28 61 29 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 2e
65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 6e 75 6¢ 6¢ 3d 3d 61 29 74 68 72 6f 77 20 54 79 70
6545 72 72 6f 72 28 22 43 61 6e 27 74 20 63 61 6¢ 6C 20
Data Ascii: b,c){a.exports=c(106)},function(a,b){var c={}.toString;a.exports=function(a){return c.call(a).slice(8,-1)}},
function(a,b,c){var d=c(24);a.exports=function(a){return Object(d(a))}},function(a,b){a.exports=function(a){if(null==a)throw
TypeError(“Can't call

2021-12-02 23:54:02 UTC 1696 IN Data Raw: 74 75 72 6e 20 6¢ 3f 2d 31 3a 6a 7c 7c 6b 3f 6b 3a 62 7d 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2¢ 63
29 7b 76 61 72 20 64 3d 63 28 34 34 29 3b 61 2e 65 78 70 6f 72 74 73 3d 66 75 6€ 63 74 69 6f 6e 28 61 2c 62 2¢ 63 29 7b
69 66 28 64 28 61 29 2c 76 6f 69 64 20 30 3d 3d 3d 62 29 72 65 74 75 72 6e 20 61 3b 73 77 69 74 63 68 28 63 29 7b 63
61 73 65 20 30 3a 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 2e 63 61 6¢ 6¢ 28 62
29 7d 3b 63 61 73 65 20 31 3a 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 63 29 7b 72 65 74 75 72 6e 20 61 2e 63 6
1 6¢ 6¢ 28 62 2¢ 63 29 7d 3b 63 61 73 65 20 32 3a 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 63 2¢ 64 29 7b 72 65
7475 72 6e 20 61 2e 63 61 6¢ 6¢ 28 62 2¢ 63 2¢ 64 29 7d 3b 63 61
Data Ascii: turn I?-1:j||k?k:b}}},function(a,b,c){var d=c(44);a.exports=function(a,b,c){if(d(a),void 0===b)return a;switch(c)
{case O:return function(){return a.call(b)};case 1:return function(c){return a.call(b,c)};case 2:return function(c,d){return
a.call(b,c,d)};ca

2021-12-02 23:54:02 UTC 1698 IN Data Raw: 6f 6e 28 61 2c 62 2c 63 29 7b 76 61 72 20 64 3d 63 28 33 37 29 2c 65 3d 63 28 31 38 29 2c 66 3d 63 