
ID: 534002
Sample Name:
Cab_Invoice_pdf.bin
Cookbook: default.jbs
Time: 23:20:31
Date: 04/12/2021
Version: 34.0.0 Boulder Opal
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Windows Analysis Report Cab_Invoice_pdf.bin

Overview

General Information

Sample 
Name:

Cab_Invoice_pdf.bin 
(renamed file extension 
from bin to exe)

Analysis ID: 534002

MD5: e5dc6a7459fd6ef…

SHA1: c0a036def9b2d42…

SHA256: ea0fd73223e8313…

Infos:

Most interesting Screenshot:

Errors
Sigma runtime error: Invalid condition: 
all of selection* Rule: Conti Backup 
Database

Sigma runtime error: Invalid condition: 
all of selection* Rule: Stop Or Remove 
Antivirus Service

Sigma runtime error: Invalid condition: 
all of selection* Rule: Conti Volume 
Shadow Listing

Sigma runtime error: Invalid condition: 
all of selection* Rule: Compress Data 
and Lock With Password for 
Exfiltration With 7-ZIP

Sigma runtime error: Invalid condition: 
all of selection* Rule: Disable or 
Delete Windows Eventlog

Sigma runtime error: Invalid condition: 
all of selection* Rule: PowerShell 
SAM Copy

Sigma runtime error: Invalid condition: 
all of selection* Rule: Compress Data 
and Lock With Password for 
Exfiltration With WINZIP

Detection

Score: 72

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Sigma detected: System File Execu

Sigma detected: System File Execu

Sigma detected: System File Execu

Sigma detected: System File Execu

Sigma detected: System File Execu

Sigma detected: System File Execu

Sigma detected: System File ExecuSigma detected: System File Execu……

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a Initial sample is a PE file and has a ……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system nDrops PE files with benign system n……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / Contains functionality to shutdown / ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-sPE file contains sections with non-s……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Contains functionality to get notified

Contains functionality to get notified

Contains functionality to get notified

Contains functionality to get notified

Contains functionality to get notified

Contains functionality to get notified

Contains functionality to get notifiedContains functionality to get notified……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sigma detected: Direct Autorun Key

Sigma detected: Direct Autorun Key

Sigma detected: Direct Autorun Key

Sigma detected: Direct Autorun Key

Sigma detected: Direct Autorun Key

Sigma detected: Direct Autorun Key

Sigma detected: Direct Autorun KeySigma detected: Direct Autorun Key……

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a wContains functionality to check if a w……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has noFound dropped PE file which has no……

Contains functionality to simulate ke

Contains functionality to simulate ke

Contains functionality to simulate ke

Contains functionality to simulate ke

Contains functionality to simulate ke

Contains functionality to simulate ke

Contains functionality to simulate keContains functionality to simulate ke……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

PE file does not import any functions

PE file does not import any functions

PE file does not import any functions

PE file does not import any functions

PE file does not import any functions

PE file does not import any functions

PE file does not import any functionsPE file does not import any functions

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (oExtensive use of GetProcAddress (o……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Sigma detected: Reg Add RUN Key

Sigma detected: Reg Add RUN Key

Sigma detected: Reg Add RUN Key

Sigma detected: Reg Add RUN Key

Sigma detected: Reg Add RUN Key

Sigma detected: Reg Add RUN Key

Sigma detected: Reg Add RUN KeySigma detected: Reg Add RUN Key

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time stBinary contains a suspicious time st……

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)Uses SMTP (mail sending)

Uses reg.exe to modify the Windows

Uses reg.exe to modify the Windows

Uses reg.exe to modify the Windows

Uses reg.exe to modify the Windows

Uses reg.exe to modify the Windows

Uses reg.exe to modify the Windows

Uses reg.exe to modify the WindowsUses reg.exe to modify the Windows……

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve infoContains functionality to retrieve info……

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often usedQueries disk information (often used……

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executedFound large amount of non-executed……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

Cab_Invoice_pdf.exe (PID: 2412 cmdline: "C:\Users\user\Desktop\Cab_Invoice_pdf.exe"  MD5: E5DC6A7459FD6EF46AFEE60318470B03)

Cab_Invoice_pdf.exe (PID: 6476 cmdline: "C:\Users\user\Desktop\Cab_Invoice_pdf.exe"  MD5: E5DC6A7459FD6EF46AFEE60318470B03)

cmd.exe (PID: 6780 cmdline: C:\Windows\system32\cmd.exe /c "reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v svchost /t REG_SZ /d "C:\Users\user\

AppData\Roaming\svchost.exe"" MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6804 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

reg.exe (PID: 6860 cmdline: reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v svchost /t REG_SZ /d "C:\Users\user\AppData\Roaming\svchost.exe" 

MD5: CEE2A7E57DF2A159A065A34913A055C2)
svchost.exe (PID: 6436 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6724 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 3176 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6308 cmdline: "C:\Users\user\AppData\Roaming\svchost.exe"  MD5: E5DC6A7459FD6EF46AFEE60318470B03)

svchost.exe (PID: 3108 cmdline: "C:\Users\user\AppData\Roaming\svchost.exe"  MD5: E5DC6A7459FD6EF46AFEE60318470B03)

svchost.exe (PID: 3672 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6156 cmdline: "C:\Users\user\AppData\Roaming\svchost.exe"  MD5: E5DC6A7459FD6EF46AFEE60318470B03)

svchost.exe (PID: 6128 cmdline: "C:\Users\user\AppData\Roaming\svchost.exe"  MD5: E5DC6A7459FD6EF46AFEE60318470B03)

svchost.exe (PID: 5028 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)

cleanup

Process Tree

Copyright Joe Security LLC 2021 Page 4 of 52



Yara Overview

Sigma Overview

System Summary:

Sigma detected: System File Execution Location Anomaly

Sigma detected: Direct Autorun Keys Modification

Sigma detected: Reg Add RUN Key

Sigma detected: Windows Processes Suspicious Parent Directory

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Antivirus / Scanner detection for submitted sample

System Summary:

Initial sample is a PE file and has a suspicious name

Persistence and Installation Behavior:

Drops PE files with benign system names

Malware Analysis System Evasion:

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Native
API 1

DLL Side-
Loading 1

DLL Side-
Loading 1

Deobfuscate/Decode
Files or Information 1

Input
Capture 1 1

System Time
Discovery 2

Remote
Services

Archive
Collected
Data 1

Exfiltration Over Other
Network Medium

Encrypted
Channel 1

Default
Accounts

Scheduled
Task/Job

Application
Shimming 1

Application
Shimming 1

Obfuscated Files or
Information 2

LSASS
Memory

Peripheral Device
Discovery 1

Remote
Desktop
Protocol

Input
Capture 1 1

Exfiltration Over
Bluetooth

Non-Standard
Port 1

No configs have been found

No yara matches
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Domain
Accounts

At (Linux) Registry Run
Keys /
Startup
Folder 1

Process
Injection 1 2

Software Packing 1 Security
Account
Manager

Account Discovery 1 SMB/Windows
Admin Shares

Data from
Network
Shared Drive

Automated Exfiltration Non-
Application
Layer
Protocol 1

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Registry Run
Keys / Startup
Folder 1

Timestomp 1 NTDS File and Directory
Discovery 2

Distributed
Component
Object Model

Input Capture Scheduled Transfer Application
Layer
Protocol 1

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

DLL Side-Loading 1 LSA Secrets System Information
Discovery 3 6

SSH Keylogging Data Transfer Size
Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Masquerading 1 1 1 Cached
Domain
Credentials

Security Software
Discovery 1 4 1

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Modify Registry 1 DCSync Virtualization/Sandbox
Evasion 2

Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly
Used Port

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Virtualization/Sandbox
Evasion 2

Proc
Filesystem

Process Discovery 1 Shared
Webroot

Credential
API Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application
Layer Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Process Injection 1 2 /etc/passwd
and
/etc/shadow

Application Window
Discovery 1

Software
Deployment
Tools

Data Staged Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply Chain
Compromise

AppleScript At
(Windows)

At (Windows) Invalid Code Signature Network
Sniffing

System Owner/User
Discovery 1

Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols

Compromise
Software
Dependencies
and
Development
Tools

Windows
Command
Shell

Cron Cron Right-to-Left Override Input Capture Remote System
Discovery 1

Replication
Through
Removable
Media

Remote Data
Staging

Exfiltration Over
Physical Medium

Mail Protocols

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Behavior Graph
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Behavior Graph

ID: 534002

Sample: Cab_Invoice_pdf.bin

Startdate: 04/12/2021

Architecture: WINDOWS

Score: 72

Antivirus / Scanner
detection for submitted

sample

Multi AV Scanner detection
for submitted file

Initial sample is a
PE file and has a suspicious

name
2 other signatures

Cab_Invoice_pdf.exe

68

        started       

svchost.exe

68

        started       

svchost.exe

68

        started       

5 other processes

63 other files (none is malicious)

dropped

Drops PE files with
benign system names

Cab_Invoice_pdf.exe

2

        started       C:\Users\user\AppData\Local\...\win32gui.pyd, PE32

dropped

C:\Users\user\AppData\...\win32event.pyd, PE32

dropped

C:\Users\user\AppData\Local\...\win32api.pyd, PE32

dropped

60 other files (none is malicious)

dropped

svchost.exe

        started       C:\Users\user\AppData\Local\...\win32gui.pyd, PE32

dropped

C:\Users\user\AppData\...\win32event.pyd, PE32

dropped

C:\Users\user\AppData\Local\...\win32api.pyd, PE32

dropped

60 other files (none is malicious)

dropped

svchost.exe

        started       

127.0.0.1

unknown

unknown

192.168.2.1

unknown

unknown

smtp.gmail.com

142.250.145.108, 49751, 49754, 49826

GOOGLEUS

United States

142.250.145.109, 49775, 49783, 49796

GOOGLEUS

United States

C:\Users\user\AppData\Roaming\svchost.exe, PE32

dropped

cmd.exe

1

        started       

conhost.exe

        started       

reg.exe

1 1

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Cab_Invoice_pdf.exe 63% Virustotal Browse

Cab_Invoice_pdf.exe 33% Metadefender Browse

Cab_Invoice_pdf.exe 59% ReversingLabs Win32.Trojan.Fsysna

Cab_Invoice_pdf.exe 100% Avira TR/Fsysna.zceqw

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\_MEI24122\VCRUNTIME140.dll 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\_MEI24122\VCRUNTIME140.dll 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\_MEI24122\_asyncio.pyd 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\_MEI24122\_asyncio.pyd 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\_MEI24122\_bz2.pyd 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\_MEI24122\_bz2.pyd 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\_MEI24122\_ctypes.pyd 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\_MEI24122\_ctypes.pyd 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\_MEI24122\_decimal.pyd 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\_MEI24122\_decimal.pyd 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\_MEI24122\_hashlib.pyd 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\_MEI24122\_hashlib.pyd 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\_MEI24122\_lzma.pyd 0% Metadefender Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 8 of 52

https://www.virustotal.com/gui/file/ea0fd73223e8313da714a6924c1dfae72f2c976935c2b323a6b192c063b0063a/detection/f-ea0fd73223e8313da714a6924c1dfae72f2c976935c2b323a6b192c063b0063a-1616823299
https://www.metadefender.com/#!/results/file/bzIxMDMxNzM4eDNiSHRrQ2YtemhjeG93N3c/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1Ea3dPVlJGWkhOV1duZEtiRWcxbU1IUHR6ZEdvNg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ24zTk5Nc1dWdUE/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ0twQUVSU0V0UWQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ2tEWnd3enMxLTU/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZzBVS3BRWFJYYnY/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ24wSnpyZXhfbEQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZzJhdnJYdFM1Q3I/regular/analysis


C:\Users\user\AppData\Local\Temp\_MEI24122\_lzma.pyd 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\_MEI24122\_multiprocessing.pyd 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\_MEI24122\_multiprocessing.pyd 0% ReversingLabs

Source Detection Scanner Label Link

Source Detection Scanner Label Link Download

1.3.Cab_Invoice_pdf.exe.10695b0.14.unpack 100% Avira TR/Patched.Ren.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

crl.pki.goog/gsr1/gsr1.crldn 0% Avira URL Cloud safe

pki.goog/gsr1/gsr1.crt 0% Virustotal Browse

pki.goog/gsr1/gsr1.crt 0% Avira URL Cloud safe

crl.pki.goog/gsr1/gsr1.crl0; 0% URL Reputation safe

crls.pki.goog/gts1c3/moVDfISia2k.crl( 0% Avira URL Cloud safe

pki.goog/repo/certs/gts1c3.derB2 0% Avira URL Cloud safe

crls.pki.goog/gts1c3/moVDfISia2k.crl0 0% URL Reputation safe

crl.pki.goog/gsr1/gsr1.crl 0% Avira URL Cloud safe

pki.goog/repo/certs/gtsr1.der81 0% Avira URL Cloud safe

pki.goog/repo/certs/gts1c3.der 0% Avira URL Cloud safe

pki.goog/repo/certs/gtsr1.derv2 0% Avira URL Cloud safe

crl.pki.goog/gtsr1/gtsr1.crlR 0% Avira URL Cloud safe

pki.goog/gsr1/gsr1.crte 0% Avira URL Cloud safe

pki.goog/repo/certs/gtsr1.der 0% Avira URL Cloud safe

crls.pki.goog/gts1c3/moVDfISia2k.crl# 0% Avira URL Cloud safe

crl.pki.goog/gtsr1/gtsr1.crlT 0% Avira URL Cloud safe

pki.goog/repo/certs/gtsr1.der$ 0% Avira URL Cloud safe

pki.goog/repo/certs/gtsr1.der04 0% URL Reputation safe

crl.pki.goog/gtsr1/gtsr1.crlb 0% Avira URL Cloud safe

crl.pki.goog/gtsr1/gtsr1.crld 0% Avira URL Cloud safe

https://www.disneyplus.com/legal/your-california-privacy-rights 0% URL Reputation safe

crls.pki.goog/gts1c3/moVDfISia2k.crlr 0% Avira URL Cloud safe

ocsp.thawte.com0 0% URL Reputation safe

pki.goog/repo/certs/gts1c3.dere2 0% Avira URL Cloud safe

crl.ver) 0% Avira URL Cloud safe

crls.pki.goog/gts1c3/moVDfISia2k.crl 0% Avira URL Cloud safe

crl.pki.goog/gtsr1/gtsr1.crl0W 0% URL Reputation safe

https://www.tiktok.com/legal/report/feedback 0% URL Reputation safe

pki.goog/gsr1/gsr1.crt02 0% URL Reputation safe

www.cl.cam.ac.uk/~mgk25/iso-time.html 0% URL Reputation safe

pki.goog/gsr1/gsr1.crtloc 0% Avira URL Cloud safe

https://pki.goog/repository/0 0% URL Reputation safe

crls.pki.goog/gts1c3/moVDfISia2k.crlc 0% Avira URL Cloud safe

crl.pki.goog/gtsr1/gtsr1.crl 0% Avira URL Cloud safe

crls.pki.goog/gts1c3/moVDfISia2k.crla 0% Avira URL Cloud safe

https://www.disneyplus.com/legal/privacy-policy 0% URL Reputation safe

crl.p 0% Avira URL Cloud safe

crl.pki.goog/gtsr1/gtsr1.crlXx 0% Avira URL Cloud safe

https://www.tiktok.c 0% Avira URL Cloud safe

https://disneyplus.com/legal. 0% URL Reputation safe

crl.pki.goog/gtsr1/gtsr1.crl: 0% Avira URL Cloud safe

pki.goog/repo/certs/gts1c3.dery1 0% Avira URL Cloud safe

crl.pki.goog/gtsr1/gtsr1.crlACE 0% Avira URL Cloud safe

crl.pki.goog/gsr1/gsr1.crle 0% Avira URL Cloud safe

help.disneyplus.com. 0% URL Reputation safe

pki.goog/repo/certs/gts1c3.der0 0% URL Reputation safe

Unpacked PE Files

Domains

URLs
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https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ2NkTkN0RkZkY1A/regular/analysis
https://www.virustotal.com/gui/url/e1deefc8a4613fe9c16014d5cce4de4a6e12f3caccf80838a04c82faa4b42434/detection/u-e1deefc8a4613fe9c16014d5cce4de4a6e12f3caccf80838a04c82faa4b42434-1638538536


General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 534002

Start date: 04.12.2021

Start time: 23:20:31

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 14m 15s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Cab_Invoice_pdf.bin (renamed file extension from bin to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

26

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal72.evad.winEXE@19/204@7/4

EGA Information: Successful, ratio: 80%

HDC Information: Successful, ratio: 28.3% (good quality ratio 22.6%)
Quality average: 58.9%
Quality standard deviation: 39.1%

HCA Information: Successful, ratio: 64%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

Name IP Active Malicious Antivirus Detection Reputation

smtp.gmail.com 142.250.145.108 true false high

IP Domain Country Flag ASN ASN Name Malicious

142.250.145.109 unknown United States 15169 GOOGLEUS false

142.250.145.108 smtp.gmail.com United States 15169 GOOGLEUS false

IP

192.168.2.1

127.0.0.1

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Public

Private

Show All
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Errors: Sigma runtime error: Invalid condition: all of selection* Rule: Conti Backup Database
Sigma runtime error: Invalid condition: all of selection* Rule: Stop Or Remove Antivirus Service
Sigma runtime error: Invalid condition: all of selection* Rule: Conti Volume Shadow Listing
Sigma runtime error: Invalid condition: all of selection* Rule: Compress Data and Lock With Password for Exfiltration With 7-ZIP
Sigma runtime error: Invalid condition: all of selection* Rule: Disable or Delete Windows Eventlog
Sigma runtime error: Invalid condition: all of selection* Rule: PowerShell SAM Copy
Sigma runtime error: Invalid condition: all of selection* Rule: Compress Data and Lock With Password for Exfiltration With WINZIP

Time Type Description

23:22:05 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run svchost C:\Users\user\AppData\Roaming\svchos
t.exe

23:22:13 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run svchost C:\Users\user\AppData\Roaming\svch
ost.exe

23:22:15 API Interceptor 9x Sleep call for process: svchost.exe modified

No context

No context

No context

No context

No context

C:\ProgramData\Microsoft\Network\Downloader\edb.log
Process: C:\Windows\System32\svchost.exe

File Type: MPEG-4 LOAS

Category: dropped

Size (bytes): 1310720

Entropy (8bit): 0.24860213207435874

Encrypted: false

SSDEEP: 1536:BJiRdfVzkZm3lyf49uyc0ga04PdHS9LrM/oVMUdSRU40:BJiRdwfu2SRU40

MD5: E7964A90D4F58CDF9FC8CD8F170E1392

SHA1: 54B22245F232A23D7E4C3477612663F9D6AF0B9D

SHA-256: 9C568A166DC1C5458C8D7009771B99302696371A335DA52DEF494099C7FBC162

SHA-512: FA48F415C8FEE1BD7FED538C5FF770484170A8DE5912EECEE01CBFDE46CE96ECD9586525510B99B312C7EA36B3A71AA75A2F271CA8711685FC2FCAB887A65A
E3

Malicious: false

Reputation: unknown

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Preview:
V.d.........@..@.3...w...........................3...w..................C:\ProgramData\Microsoft\Network\Downloader\........................................................................................................
.................................................................................................................C:\ProgramData\Microsoft\Network\Downloader\.........................................................................
.................................................................................................................................................0u..................@...@.........................................d#...............................................
..............................................................................................................................................................................................................................................................................
....................

C:\ProgramData\Microsoft\Network\Downloader\edb.log

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db
Process: C:\Windows\System32\svchost.exe

File Type: Extensible storage engine DataBase, version 0x620, checksum 0x0f1d7f0c, page size 16384, DirtyShutdown, Windows version 10.0

Category: dropped

Size (bytes): 786432

Entropy (8bit): 0.25069101930815285

Encrypted: false

SSDEEP: 384:k+W0StseCJ48EApW0StseCJ48E2rTSjlK/ebmLerYSRSY1J2:bSB2nSB2RSjlK/+mLesOj1J2

MD5: D8E0DFC4DCD06173CFC99DCC81026127

SHA1: 8194240D2EB4D7B7991E9FD45208E0BCBAB75408

SHA-256: BA8B4868624CDDF07192E3EE65084F3B358D3A3A6A50FC6CEE4286E2A513898F

SHA-512: 54702C8A0ED3E87925FD0E4423C6AE1BFA3A2B36ED28695A2952AD7F8871B1B9F0BDE820E85B6CFF6A99613313D788211B2323D5D15851BA6BBF072585DDAD0
F

Malicious: false

Reputation: unknown

Preview:
....... ................e.f.3...w........................&..........w.......ym.h.(..............................3...w...........................................................................................................B...........@.............
......................................................................................... ........3...w.......................................................................................................................................................................
.......................................................................y.w.................6.@.....ym...............................................................................................................................................................
..........................................................................................................................................................................................................................

C:\ProgramData\Microsoft\Network\Downloader\qmgr.jfm
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 16384

Entropy (8bit): 0.07651195511846151

Encrypted: false

SSDEEP: 3:9ELEvqmyiAl/bJdAtilsYoll3Vkttlmlnl:CyqDiAt473

MD5: 451B32E663E5A366403C367ED08AA1ED

SHA1: 1876CD992217A285F5CA329F8AB6564E763C732F

SHA-256: F44162197089E4A079F0E48B15F11D664B5455D6674BA4FF4F13DA5D496EF57C

SHA-512: 1CA7880D20DB23D904077ADFF4844D4CB98A74C469284DCBE1BEC1549BED3ACBE51FB2CCF89DE32013B34BFAC8A6758FA9A8E65B70A8534FA12B6629224D4C
45

Malicious: false

Reputation: unknown

Preview:
.np......................................3...w.......ym......w...............w.......w....:O.....w...................6.@.....ym...........................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\4y2igpme
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 4

Entropy (8bit): 2.0

Encrypted: false

SSDEEP: 3:qn:qn

MD5: 3F1D1D8D87177D3D8D897D7E421F84D6

SHA1: DD082D742A5CB751290F1DB2BD519C286AA86D95

SHA-256: F02285FB90ED8C81531FE78CF4E2ABB68A62BE73EE7D317623E2C3E3AEFDFFF2

SHA-512: 2AE2B3936F31756332CA7A4B877D18F3FCC50E41E9472B5CD45A70BEA82E29A0FA956EE6A9EE0E02F23D9DB56B41D19CB51D88AAC06E9C923A820A21023752A
9

Malicious: false

Reputation: unknown

Preview:
blat

C:\Users\user\AppData\Local\Temp\_MEI24122\Include\pyconfig.h
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe
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File Type: C source, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 21096

Entropy (8bit): 5.30196060437062

Encrypted: false

SSDEEP: 384:rG3tApdkHRMYURIn1/8BsRV4ig8as8Ji2MgsdgTaXgDV:rG3tApWySE+aPfZXvV

MD5: 31FEF4BD7506D25D27BF596F949A2066

SHA1: 41F1D3A07B331220DAEA0B106D29D2A2DB74B45E

SHA-256: 12347EF4F8CA786D33CAC569DDF61ACBDC506F986D1AA34F3BAAD8C062543DD3

SHA-512: 062A1EF84DB04D91810CF81604A23E5226326E0BAD0B66077A22D05AC3EF6A06B36EFEBC0552FE2C0FAA17221275E95E77D11B952A29B6D3C3DB144622336B77

Malicious: false

Reputation: unknown

Preview:
#ifndef Py_CONFIG_H..#define Py_CONFIG_H..../* pyconfig.h.  NOT Generated automatically by configure.....This is a manually maintained version used for the Watc
om,..Borland and Microsoft Visual C++ compilers.  It is a..standard part of the Python distribution.....WINDOWS DEFINES:..The code specific to Windows should be 
wrapped around one of..the following #defines....MS_WIN64 - Code specific to the MS Win64 API..MS_WIN32 - Code specific to the MS Win32 (and Win64) API (obsolete, 
this covers all supported APIs)..MS_WINDOWS - Code specific to Windows, but all versions...Py_ENABLE_SHARED - Code if the Python core is built as a DLL.....Also 
note that neither "_M_IX86" or "_MSC_VER" should be used for..any purpose other than "Windows Intel x86 specific" and "Microsoft..compiler specific".  Therefore, these 
should be very rare.......NOTE: The following symbols are deprecated:..NT, USE_DL_EXPORT, USE_DL_IMPORT, DL_EXPORT, DL_IMPORT..MS_CORE_DLL.....WIN3
2 is still required for the locale modul

C:\Users\user\AppData\Local\Temp\_MEI24122\Include\pyconfig.h

C:\Users\user\AppData\Local\Temp\_MEI24122\VCRUNTIME140.dll

Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 76168

Entropy (8bit): 6.781149490150774

Encrypted: false

SSDEEP: 1536:zgTqURG2vo0RwvI7sjBH+cOKXc36r23oEecbi0mju:zdURhvZ6vIQVrPypecbi0m

MD5: 87DD91C56BE82866BF96EF1666F30A99

SHA1: 3B78CB150110166DED8EA51FBDE8EA506F72AEAF

SHA-256: 49B0FD1751342C253CAC588DDA82EC08E4EF43CEBC5A9D80DEB7928109B90C4F

SHA-512: 58C3EC6761624D14C7C897D8D0842DBEAB200D445B4339905DAC8A3635D174CDFB7B237D338D2829BC6C602C47503120AF5BE0C7DE6ABF2E71C81726285E44D6

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......ix..-...-...-....|./...$a..&...-.......h..>...h..8...h..1...h..,...hl.,...h..,...Rich-
...................PE..L....._.........."!.........................................................@......{.....@A......................................... ...................#...0..x....#..8............................#..@.......................
.....................text............................... ..`.data...............................@....idata..............................@..@.rsrc........ ......................@..@.reloc..x....0......................@..B....................
..............................................................................................................................................................................................................................................................................
......................

C:\Users\user\AppData\Local\Temp\_MEI24122\_asyncio.pyd

Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 57520

Entropy (8bit): 6.4179566473980465

Encrypted: false

SSDEEP: 1536:0iULU9Lbx5udbmDoOTXPnbhyBDmuo2iwBIuYncjNayr:0i4MLLbhamuo2iwBIuYncj3

MD5: 54414D216C4DEA54799DC0F5CE657FBE

SHA1: 0043CFCAE73985C7739ABDF6DBB0E4291EFDB5D2

SHA-256: CEF9A3D83E7CC45D99D666A6F8E7E58CC68ACB14E8858FE5BC6ED54A0F7C3898

SHA-512: F3CB7C8D38E59EB8F9A1CF693AD032FD560B4CCCB604B11C1BAE837FE045591C969A7E1EDF35F1BA9546EEF0E3C5D0D70188393B3C656B91ED95736AFC8A53
58

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........K...%..%..%....%...$..%... ..%...!..%...&..%.<.$..%.$..%..$...%.<.-
..%.<.%..%.<....%.<.'..%.Rich..%.........PE..L...../`...........!.....^...f.......].......p.......................................R....@.............................P...0...d...............................H...8...T....................
...........@............p...............................text....\.......^.................. ..`.rdata...8...p...:...b..............@..@.data...............................@....rsrc...............................@..@.reloc..H......
.....................@..B...........................................................................................................................................................................................................................................
.............................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\_bz2.pyd

Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe
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https://www.metadefender.com/#!/results/file/YnpJeE1Ea3dPVlJGWkhOV1duZEtiRWcxbU1IUHR6ZEdvNg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ24zTk5Nc1dWdUE/regular/analysis


File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 79536

Entropy (8bit): 6.643809455301382

Encrypted: false

SSDEEP: 1536:02MfT59id2pNXdCQXa64t3oS8bOWUwXpIuMVwqJyb:0T/5pNXdFa6llbOWUwXpIuMVwq0

MD5: 445CE6BCEFB6EDDF0D953DBA17E0B320

SHA1: 3D5FB5EEC6ECA27D37CAAE31F173DFD53909C74C

SHA-256: CF721704D96F071DE10A1E174A07BB1211864EA588CE1C4D6023F11701AAAB13

SHA-512: 31B2247CB06C1905AE6857CC6FC23A9FC5E1C4FB7E76229D7444B417353A3EC76412DE73FF08750C09F5D1AD8644B8C07D79B3820E594AFE997DC733F610AA41

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........4..g..g..g..xg..gx..f..gX,,g..gx..f..gx..f..gx..f..g_..f..g...f..g..g...g_..f..g
_..f..g_..g..g_..f..gRich..g........................PE..L...../`...........!.........N......y........................................P......2^....@......................... ...H...h........0.......................@......x...T...............
................@............................................text...Y........................... ..`.rdata..n1.......2..................@..@.data...8.... ......................@....rsrc........0......................@..@.reloc....
...@......................@..B......................................................................................................................................................................................................................................
..........................................

C:\Users\user\AppData\Local\Temp\_MEI24122\_bz2.pyd

C:\Users\user\AppData\Local\Temp\_MEI24122\_ctypes.pyd

Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 117424

Entropy (8bit): 6.568932798472365

Encrypted: false

SSDEEP: 1536:UhnXb10JQfHRFDrz2EH7EHURqBcNVValsffwv3TuLlbuRB/FfZWxOSQKkx1IuBPO:UhnLAI5xVVals3Py/FZWobKU1IuBPxEP

MD5: 286CE553108A74197DF006D71D31918F

SHA1: 01A9FDE2833F2FC684A442169480ECFC8F1559D0

SHA-256: 13A45B718DF8CB4C0218F720C396973F8A501678C6CB6EF9380730C97553EE8C

SHA-512: 3CA8AB25B4B069C702E02226623C0CEA55CDB7EC3FEEA50C81A0A2350BDCB9B5BB2C2D7768C810743024EA99568F20DF51ACC4AF28DAACDE0AF18F0F5D6B7
A1F

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......S<...]...]...]...%o..]..,...]..,...]..,...]..,...]../...]...6...]...6...]..4...]...]...]../.
..]../...]../...]../...]..Rich.]..................PE..L...../`...........!.........................0......................................6.....@..........................f......Dg..................................l....b..T...........................
hb..@............0...............................text............................... ..`.rdata..~N...0...P..................@..@.data.... ...........f..............@....rsrc...............................@..@.reloc..l.............
..............@..B..................................................................................................................................................................................................................................................
..............................

C:\Users\user\AppData\Local\Temp\_MEI24122\_decimal.pyd

Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 228528

Entropy (8bit): 6.825703510403188

Encrypted: false

SSDEEP: 6144:vISxoQN8s3Hs6B+ruCQxuqaxV3XMW5gVrserORH0i:vISxoS8s3HSruCQ6userOhv

MD5: DD8724365CDF7372892B0220BC8007C0

SHA1: 0C43CFABCD2FD710432C7E76CF58CFEDE05F9069

SHA-256: FF753B671FE3A1D09B4676A0E08F85A4B19D0F5DD06B50DCA31339911730F343

SHA-512: 42AF80495E1FA96A438ECE00D896D02BF3249BC4832CB182511384DB438A41F07A54A6F3F03FD992F32901A4D684E66EF337BA379CB0C9245A621CD04DB26B0D

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......'.}c...c...c...j.@.m....../a....../o....../i....../g....../`...w../a...c........../l....../b
.....,.b....../b...Richc...................PE..L...../`...........!................w.....................................................@......................... ...P...p........P...............`.......`..D!......T........................
.......@............................................text...Q........................... ..`.rdata..............................@..@.data........0....... ..............@....rsrc........P.......2..............@..@.reloc..D!...`...".
..>..............@..B...............................................................................................................................................................................................................................................
.................................................
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https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ0twQUVSU0V0UWQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ2tEWnd3enMxLTU/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZzBVS3BRWFJYYnY/regular/analysis


C:\Users\user\AppData\Local\Temp\_MEI24122\_hashlib.pyd

Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 39088

Entropy (8bit): 6.576705962671287

Encrypted: false

SSDEEP: 768:cAtCkdtp99Be3oOQi2ApPXl/mr/2IBIuYIBpLDG4y2jha:cAckdtp9/2oOQi3pfVm/2IBIuYIZyt

MD5: 76A7E9C182FB34121881B868829786E5

SHA1: 40392A3BAD97AA8C7C7C7ADD34A59F170E917747

SHA-256: D6F37E0BC993D76BFD3D8F28963E0936D893C3EA1B6A4B2ABCB06A053FF0BB94

SHA-512: 4CE0AD1149F6A2619DFA17DDFC46AE3ECBE18A2A111A3457DF99B84B6F8768FCDB6470C3B0F93C08D43B06218C56EC19C7D21A6D4AEEB86F98A51DBCBCBBE
C7D

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......-.DUi.*.i.*.i.*.`...k.*..+.k.*../.b.*....c.*..).h.*...+.k.*.}.+.k.*..+.j.*.i.+...*
...".h.*...*.h.*.....h.*...(.h.*.Richi.*.........PE..L...../`...........!.....>...>......H=.......P............................................@.........................`e..P....e..x....................|..........p....`..T..................
.........8a..@............P...............................text....<.......>.................. ..`.rdata... ...P..."...B..............@..@.data...P............d..............@....rsrc................h..............@..@.reloc..p....
........t..............@..B.........................................................................................................................................................................................................................................
.......................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\_lzma.pyd

Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 159408

Entropy (8bit): 6.960223316470766

Encrypted: false

SSDEEP: 3072:wV3Rr96Jf12nMU7gc22JNO2cUDQoxXChHALHuki4zHfBg9mNoaCmERoTpIuD1qyO:+hkFPMrxyhHALHEOpgYObdRoT0R

MD5: 45D91843D03A51354A43D8DCECDF22E1

SHA1: C982DCDCEE7B2D64AEAA478D8FFE0087B64E391D

SHA-256: DB9ABC004E8DA4511025E47A255727CB45111195C6AEB6D50B61A037D7408D0A

SHA-512: 34A13E0445499F7B655C40D9431710FDCCF1BFDA1C7477F23481E7C42526284736714ED38949F91098131F80B635631E3A0BA73DD3734D4E0759EE7F32968364

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......YEy..$.Q.$.Q.$.Q.\.Q.$.Q.U.P.$.Q.U.P.$.Q.U.P.$.Q.U.P.$.Q.V.P.$
.Q.O.P.$.Q.$.Q@$.Q.V.P'$.Q.V.P.$.Q.V.Q.$.Q.V.P.$.QRich.$.Q................PE..L..../`...........!................h........................................p......?.....@..........................4..L....4..x....
P...............R.......`.. ...(0..T............................0..@............................................text............................... ..`.rdata.............................@..@.data...`....@.......4..............@....rsrc.....
...P.......8..............@..@.reloc.. ....`.......D..............@..B....................................................................................................................................................................................
............................................................................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\_multiprocessing.pyd

Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 26800

Entropy (8bit): 6.4189500308991985

Encrypted: false

SSDEEP: 384:p6hMLUifrlrCojAelk6WPw6DsuOZRIuABLipJXj0DG4y8V5OB8hU:7lr9WY298RIuAtin0DG4ymFhU

MD5: DBEC7953A3000BB513B26A26F6C1128D

SHA1: B4CBF27FAB8DF534BE31D021E4C49C42161D4CBF

SHA-256: 307046C4F970F910968EDDC6CB9B65767FA3A70C05AA966DD6434021FEEEBDDC

SHA-512: 2C4D84F5D27E2EB84C1867223C147AB7B5F3C0B72671A5FBCC5936B3449D683AEBD7D3D2F07B4F4203E5D6523F0BD3F8314773567D5FB6FD7262A3CEBC84D20
F

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........\.t.=.'.=.'.=.'.Eu'.=.'.L.&.=.'.L.&.=.'.L.&.=.'.L.&.=.'6O.&.=.'.V.&.=.'
.=.'.=.'6O.&.=.'6O.&.=.'6O.'.=.'6O.&.=.'Rich.=.'........................PE..L...../`...........!................}........0......................................>.....@.........................p:..`....:..x....`..(............L....
...p.......5..T............................6..@............0..\............................text............................... ..`.rdata..`....0......."..............@..@.data...0....P.......6..............@....rsrc...(....`.......:........
......@..@.reloc.......p.......F..............@..B........................................................................................................................................................................................................
................................................................................
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https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ24wSnpyZXhfbEQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZzJhdnJYdFM1Q3I/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhOVGhUUkVRMk1uaDZOZ2NkTkN0RkZkY1A/regular/analysis


C:\Users\user\AppData\Local\Temp\_MEI24122\_overlapped.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 40112

Entropy (8bit): 6.515613246434881

Encrypted: false

SSDEEP: 768:iW1TpulXdyBdthIw5o8IYkITWb7PkNIuttgHDG4y5Eh8i:EXdyBdRTTWb7PkNIuttghydi

MD5: 4E5C64134B6C40E187B7F8627A6D8A2D

SHA1: F5C6AFFAB5A1D14D8B586A1893E136D87DDAAD75

SHA-256: 5EEF3EB8F87D332128569E4810F9283FF57417F1BB67D59D1AB2F471505DC1B1

SHA-512: 7D6783D20AEC060BB1D5C72FADC8D52EF6812EE0776851C96FA2AD21B66C9FA853F5F43B8B775C8A741BD2B35938E2FCCAC16A829E37F7C425978C59BA62B60
B

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......C.SP..=...=...=.......=...<...=...8...=...9...=...>...=...<...=...;...=...<...=...
<.v.=...5...=...=...=.......=...?...=.Rich..=.................PE..L...../`...........!.....>...B.......<.......P......................................|.....@.........................0i..X....i.......................................d..T.....
.......................d..@............P...............................text...2<.......>.................. ..`.rdata...$...P...&...B..............@..@.data...,............h..............@....rsrc................l..............@..@
.reloc...............x..............@..B............................................................................................................................................................................................................................
............................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\_queue.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 26288

Entropy (8bit): 6.44734679501627

Encrypted: false

SSDEEP: 768:XH9qUbFuF16rtrazup1IumUYllDG4yzFhj:3AUbFYktrazup1IumUYlvyH

MD5: 963DD36AEC3EDB74C533B91C5A37498E

SHA1: 5B553F18630F25C52A41BED0AC9C6262CCA662DA

SHA-256: D0E208BF308030C4BF879BA2A17FBEED48E10DD76C0DBDC9EB3D5F7A990302F6

SHA-512: 513438B82C62BF26079BFD42CF6C562F7DF02A3190B246D9FB32B4342766C27EB77DEF8DE8D748B71C483CEC2B88DD9EDAE367ABFE8C157D135A259A8D859D4
8

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........H..|&.|&.|&....|&...'.|&...#.|&...".|&...%.|&.<.'.|&..'.|&.|'..|&.<...|&.<.&.|&.
<...|&.<.$.|&.Rich.|&.................PE..L...../`...........!.........,...............0.......................................:....@..........................<..L...,=..d....`...............J.......p..\...X8..T............................8
..@............0...............................text............................... ..`.rdata..b....0......."..............@..@.data...t....P.......8..............@....rsrc........`.......:..............@..@.reloc..\....p.......F..
............@..B....................................................................................................................................................................................................................................................
............................................

C:\Users\user\AppData\Local\Temp\_MEI24122\_socket.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 69808

Entropy (8bit): 6.611317372453449

Encrypted: false

SSDEEP: 1536:+NU6t0wKLlEIOiKISMD9f8+LeJzJbHjW/Z1IuBwC8lYHy/:+NPt0wKLlfkMD9f8ueJdbHi/Z1IuBwpL

MD5: FB09559F0C1C4DC91DFBE361828B0E39

SHA1: E38A5B68F38E6FFF3C276CEA2B40620B33295879

SHA-256: 5EC25AD36306076275E094FCE70E150C632B193C916847535DF3904545F879F0

SHA-512: 6D9BAE50E82F0B57240EFA2E637DE01C16CF1AEAAF95DD9F4B3DDF391CE163D140C06549243EF8D370D76A866190A49A1C1D8E8C0177CE8A709C574A1220E86
C

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........3...]...]...]......].D.\...].D.X...].D.Y...].D.^...].c.\...]...\...]...\.J.].c.U
...].c.]...].c.....].c._...].Rich..].................PE..L...../`...........!.....r..........Kq....................................... ............@......................... ...P...p...................................L.......T........................
.......@............................................text....p.......r.................. ..`.rdata...].......^...v..............@..@.data...@...........................@....rsrc...............................@..@.reloc..L..........
.................@..B...............................................................................................................................................................................................................................................
.................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\_ssl.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped
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Size (bytes): 143024

Entropy (8bit): 6.46611957726107

Encrypted: false

SSDEEP: 3072:Z8wJl2IslifCkaWuNPTTT/TpvdSRyOvm5GgDdhpIuM7GHux3P:Zpl2IsMDuTT/T/SRMGgDrqx

MD5: 50F9B63B7632255FE69ABE0C2B4FAE04

SHA1: 623BB9731CC5AA99EEB7C28DDF949495B0501717

SHA-256: 0A7786AD8A9D4A24BD84B520BB7A8862DF949ABFCF10027172AAF0E3A18EDE7A

SHA-512: B35536AD316D7FABF7617451F9A4AC2088A473A97E8E023BB7AB55C50707ED9E7B3CAC2C72CE98A5F6D2CC56DF2A5D5A6B149110994006F76937BC22644D9273

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$............n..n..n......n.V.o..n.V.k..n.V.j..n.V.m..n.q.o..n.M.o..n...o..n..o.
..n.q.f..n.q.n..n.q..n.q.l..n.Rich.n.........................PE..L...../`...........!.........N......h........................................P......V`....@.............................d...D................................ ...#..H...T......
.........................@............................................text...,........................... ..`.rdata..............................@..@.data....I.......H..................@....rsrc...............................@..@.reloc...#.
.. ...$..................@..B.......................................................................................................................................................................................................................................
.........................................

C:\Users\user\AppData\Local\Temp\_MEI24122\_ssl.pyd

C:\Users\user\AppData\Local\Temp\_MEI24122\_win32sysloader.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 11776

Entropy (8bit): 5.256625843110757

Encrypted: false

SSDEEP: 192:U48hFSvy3GI5DBb7qqAcUkOJk4fgF6O/G9RdfzaYy/o:sq8zb7DAcUkOJF3O/8I/

MD5: D9026D178C4220AA2C40CA592E31F5C6

SHA1: 1EDD3463DA5AB5B442FCFBFB4E9A70940B7A5A76

SHA-256: D5E2378B9028810872ADE3AD7591B716466EAE621CA5B6FFFB4822949A9ABF9A

SHA-512: 00251232772E5BAAF314DE7E8263229094D4057763620A3C929623E3C93CD30C8FA5243015434318CA9A4DFA8F2E82F9519AB6CF55F232D97296F0B5F93D376B

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$......._aS...=...=...=..x....=. ^<...=.hb<...=. ^>...=. ^8...=. ^9...=..f<...=...
<.8.=.^8...=.^=...=.^?...=.Rich..=.........................PE..L....^._...........!.........................0....;.......................................@.........................@5..`....5..d....`..l....................p......`1..T......
......................1..@............0...............................text............................... ..`.rdata.......0......................@..@.data........@......."..............@....gfids.......P.......$..............@..@.
rsrc...l....`.......&..............@..@.reloc.......p.......*..............@..B...........................................................................................................................................................................
.............................................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-console-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.080160932980843

Encrypted: false

SSDEEP: 192:3jBMWIghWGZiKedXe123Ouo+Uggs/nGfe4pBjS/uBmWh0txKdmVWQ4GWDZoiyqnP:GWPhWVXYi00GftpBjSemTltcwpS

MD5: 502263C56F931DF8440D7FD2FA7B7C00

SHA1: 523A3D7C3F4491E67FC710575D8E23314DB2C1A2

SHA-256: 94A5DF1227818EDBFD0D5091C6A48F86B4117C38550343F780C604EEE1CD6231

SHA-512: 633EFAB26CDED9C3A5E144B81CBBD3B6ADF265134C37D88CFD5F49BB18C345B2FC3A08BA4BBC917B6F64013E275239026829BA08962E94115E94204A47B8022
1

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....."............!..
....................... ...............................0.......J....@.............................+............ ..................8=..............T............................................................................text...+........................... .
.`.rsrc........ ......................@..@......".........;...T...T.........".........d.................".....................RSDSMB...5.G.8.'.d.....api-ms-win-core-console-l1-1-0.pdb..........T....rdata..T....
....rdata$zzzdbg.......+....edata... ..`....rsrc$01....` .......rsrc$02......................".....................(...`...............,...W...................G...o...............................D...s...............5...b..........
.....................................api-ms-win-core-console-l1-1-0.dll.AllocConsole.kern

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-datetime-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.093995452106596

Encrypted: false

SSDEEP: 192:RWIghWG4U9xluZo123Ouo+Uggs/nGfe4pBjSbMDPxVWh0txKdmVWQ4CWrDry6qnZ:RWPhWFv0i00GftpBjBHem6plUG+zIw

MD5: CB978304B79EF53962408C611DFB20F5
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SHA1: ECA42F7754FB0017E86D50D507674981F80BC0B9

SHA-256: 90FAE0E7C3644A6754833C42B0AC39B6F23859F9A7CF4B6C8624820F59B9DAD3

SHA-512: 369798CD3F37FBAE311B6299DA67D19707D8F770CF46A8D12D5A6C1F25F85FC959AC5B5926BC68112FA9EB62B402E8B495B9E44F44F8949D7D648EA7C572CF8C

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...A..............!..
....................... ...............................0.......#....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@....A...........<...T...T.......A...........d...............A.......................RSDS...W,X.l..o....4....api-ms-win-core-datetime-l1-1-0.pdb.........T....rdata..T...
.....rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02....................A.......P...............(...8...H...................t.......................api-ms-win-core-datetime-l1-1-0.dll.GetDat
eFormatA.kernel32.GetDateFormatA.GetDateFormatW.kernel32.GetDateFormatW.GetTimeFormatA.kernel32.GetTimeFormatA

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-datetime-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-debug-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.1028816880814265

Encrypted: false

SSDEEP: 384:cWPhWM4Ri00GftpBj2YILemtclD16PaEC:l10oiBQe/L

MD5: 88FF191FD8648099592ED28EE6C442A5

SHA1: 6A4F818B53606A5602C609EC343974C2103BC9CC

SHA-256: C310CC91464C9431AB0902A561AF947FA5C973925FF70482D3DE017ED3F73B7D

SHA-512: 942AE86550D4A4886DAC909898621DAB18512C20F3D694A8AD444220AEAD76FA88C481DF39F93C7074DBBC31C3B4DAF97099CFED86C2A0AAA4B63190A4B307F
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
....................... ...............................0......GF....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@................9...T...T...................d.......................................RSDS.j..v..C...B..h....api-ms-win-core-debug-l1-1-0.pdb............T....rdata..T....
....rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02............................P...............(...8...H...|...............q.......................api-ms-win-core-debug-l1-1-0.dll.DebugBreak
.kernel32.DebugBreak.IsDebuggerPresent.kernel32.IsDebuggerPresent.OutputDebugStringA.kernel32.OutputDebugStri

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-errorhandling-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.126358371711227

Encrypted: false

SSDEEP: 192:NFmxD3PWIghWGJY/luZo123Ouo+Uggs/nGfe4pBjSffcp8Wh0txKdmVWQ4yWRzOr:NFkWPhW60i00GftpBj4emHlD16Pa7v

MD5: 6D778E83F74A4C7FE4C077DC279F6867

SHA1: F5D9CF848F79A57F690DA9841C209B4837C2E6C3

SHA-256: A97DCCA76CDB12E985DFF71040815F28508C655AB2B073512E386DD63F4DA325

SHA-512: 02EF01583A265532D3970B7D520728AA9B68F2B7C309EE66BD2B38BAF473EF662C9D7A223ACF2DA722587429DA6E4FBC0496253BA5C41E214BEA240CE824E8A
2

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...\x.............!..
....................... ...............................0............@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@....\x..........A...T...T.......\x..........d...............\x......................RSDS.1....U45.z.d.....api-ms-win-core-errorhandling-l1-1-0.pdb............T....rdata
..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02............\x......n...............(...D...`...................4...f.......................'...J.....................api-ms-win-core-errorhan
dling-l1-1-0.dll.GetErrorMode.kernel32.GetErrorMode.GetLastError.kernel32.GetLastError.RaiseExcept

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-file-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 21816

Entropy (8bit): 7.014255619395433

Encrypted: false

SSDEEP: 384:d6PvVXHWPhWnsnhi00GftpBjaJemyDlD16PamW8:UPvVX85nhoisJeLt8

MD5: 94AE25C7A5497CA0BE6882A00644CA64

SHA1: F7AC28BBC47E46485025A51EEB6C304B70CEE215

SHA-256: 7EA06B7050F9EA2BCC12AF34374BDF1173646D4E5EBF66AD690B37F4DF5F3D4E

SHA-512: 83E570B79111706742D0684FC16207AE87A78FA7FFEF58B40AA50A6B9A2C2F77FE023AF732EF577FB7CD2666E33FFAF0E427F41CA04075D83E0F6A52A177C2B0

Malicious: false
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Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.................!...
......................0...............................@......./....@..........................................0..................8=..............T............................................................................text............................... ..
`.rsrc........0......................@..@...............8...T...T..................d......................................RSDS.0...B..8....G....api-ms-win-core-file-l1-1-0.pdb.........T....rdata..T........rdata
$zzzdbg............edata...0..`....rsrc$01....`0.......rsrc$02.......................K...K.......D...p...6...`.......................?...l...............A...................6..._...................;...e............... ...I...n....
...........-...d...................*...g...............*...U...................M...

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-file-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-file-l1-2-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.112057846012794

Encrypted: false

SSDEEP: 192:IWIghWGJnWdsNtL/123Ouo+Uggs/nGfe4pBjSfcD63QXWh0txKdmVWQ4yW1rwqnh:IWPhWlsnhi00GftpBjnem9lD16PamFP

MD5: E2F648AE40D234A3892E1455B4DBBE05

SHA1: D9D750E828B629CFB7B402A3442947545D8D781B

SHA-256: C8C499B012D0D63B7AFC8B4CA42D6D996B2FCF2E8B5F94CACFBEC9E6F33E8A03

SHA-512: 18D4E7A804813D9376427E12DAA444167129277E5FF30502A0FA29A96884BF902B43A5F0E6841EA1582981971843A4F7F928F8AECAC693904AB20CA40EE4E954

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...._.L....
.......!......................... ...............................0............@.............................L............ ..................8=..............T............................................................................text...<...................
........ ..`.rsrc........ ......................@..@....._.L........8...T...T........_.L........d................_.L....................RSDS........g"Y........api-ms-win-core-file-l1-2-0.pdb.........T....rdata..T........
rdata$zzzdbg.......L....edata... ..`....rsrc$01....` .......rsrc$02........._.L....@...................(...8...l...............`.......................api-ms-win-core-file-l1-2-0.dll.CreateFile2.kerne
l32.CreateFile2.GetTempPathW.kernel32.GetTempPathW.GetVolumeNameForVolumeMountPointW.kernel32.GetVolumeNameForVolumeMou

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-file-l2-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.166618249693435

Encrypted: false

SSDEEP: 192:BZwWIghWG4U9ydsNtL/123Ouo+Uggs/nGfe4pBjSbUGHvNWh0txKdmVWQ4CWVU9h:UWPhWFBsnhi00GftpBjKvxemPlP55QQ7

MD5: E479444BDD4AE4577FD32314A68F5D28

SHA1: 77EDF9509A252E886D4DA388BF9C9294D95498EB

SHA-256: C85DC081B1964B77D289AAC43CC64746E7B141D036F248A731601EB98F827719

SHA-512: 2AFAB302FE0F7476A4254714575D77B584CD2DC5330B9B25B852CD71267CDA365D280F9AA8D544D4687DC388A2614A51C0418864C41AD389E1E847D81C3AB744

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...4..|...........!..
....................... ...............................0......t.....@.......................................... ..................8=..............T............................................................................text...}........................... .
.`.rsrc........ ......................@..@....4..|........8...T...T.......4..|........d...............4..|....................RSDS.=.Co.P..Gd./%P....api-ms-win-core-file-l2-1-0.pdb.........T....rdata..T........
rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02........4..|........................D...p...............#...P...................;...g...................<...m...............%...Z.........................api-ms-
win-core-file-l2-1-0.dll.CopyFile2.kernel32.CopyFile2.CopyFileExW.kernel32.CopyFileExW.Crea

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-handle-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.1117101479630005

Encrypted: false

SSDEEP: 384:AWPhWXDz6i00GftpBj5FrFaemx+lDbNh/6:hroidkeppp

MD5: 6DB54065B33861967B491DD1C8FD8595

SHA1: ED0938BBC0E2A863859AAD64606B8FC4C69B810A

SHA-256: 945CC64EE04B1964C1F9FCDC3124DD83973D332F5CFB696CDF128CA5C4CBD0E5

SHA-512: AA6F0BCB760D449A3A82AED67CA0F7FB747CBB82E627210F377AF74E0B43A45BA660E9E3FE1AD4CBD2B46B1127108EC4A96C5CF9DE1BDEC36E993D0657A61
5B6

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....G.....
......!......................... ...............................0......V.....@............................._............ ..................8=..............T............................................................................text..._....................
....... ..`.rsrc........ ......................@..@......G........:...T...T.........G........d.................G....................RSDSQ..{...IS].0.> ....api-ms-win-core-handle-l1-1-0.pdb...........T....rdata.
.T........rdata$zzzdbg......._....edata... ..`....rsrc$01....` .......rsrc$02......................G....Z...............(...<...P...................A...|...............,.............api-ms-win-core-handle-l1-1-
0.dll.CloseHandle.kernel32.CloseHandle.CompareObjectHandles.kernel32.CompareObjectHandles.DuplicateHandle.kernel32

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-handle-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-heap-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.174986589968396

Encrypted: false

SSDEEP: 192:GElqWIghWGZi5edXe123Ouo+Uggs/nGfe4pBjS/PHyRWh0txKdmVWQ4GWC2w4Dj3:GElqWPhWCXYi00GftpBjP9emYXlDbNs

MD5: 2EA3901D7B50BF6071EC8732371B821C

SHA1: E7BE926F0F7D842271F7EDC7A4989544F4477DA7

SHA-256: 44F6DF4280C8ECC9C6E609B1A4BFEE041332D337D84679CFE0D6678CE8F2998A

SHA-512: 6BFFAC8E157A913C5660CD2FABD503C09B47D25F9C220DCE8615255C9524E4896EDF76FE2C2CC8BDEF58D9E736F5514A53C8E33D8325476C5F605C2421F15C7
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....:............!..
....................... ...............................0............@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@......:.........8...T...T.........:.........d.................:.....................RSDS.K....OB;....X......api-ms-win-core-heap-l1-1-0.pdb.........T....rdata..T.......
.rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02..........:.........................X...............2...Q...q.......................C...h...........................(...E...f.......................0..._...z.....
..........................................api-ms-win-core-heap-l1-1-0.dll.GetProcessHeap.k

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-interlocked-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17856

Entropy (8bit): 7.076803035880586

Encrypted: false

SSDEEP: 192:DtiYsFWWIghWGQtu7B123Ouo+Uggs/nGfe4pBjSPiZadcbWh0txKdmVWQ4mWf2FN:5iYsFWWPhWUTi00GftpBjremUBNlgC

MD5: D97A1CB141C6806F0101A5ED2673A63D

SHA1: D31A84C1499A9128A8F0EFEA4230FCFA6C9579BE

SHA-256: DECCD75FC3FC2BB31338B6FE26DEFFBD7914C6CD6A907E76FD4931B7D141718C

SHA-512: 0E3202041DEF9D2278416B7826C61621DCED6DEE8269507CE5783C193771F6B26D47FEB0700BBE937D8AFF9F7489890B5263D63203B5BA99E0B4099A5699C620

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....$.............!..
....................... ...............................0...........@.......................................... ...................9..............T............................................................................text............................... ..
`.rsrc........ ......................@..@.....$..........?...T...T........$..........d................$......................RSDS#.......,.S.6.~j....api-ms-win-core-interlocked-l1-1-0.pdb..........T....rdata..T
........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.................$......................(...T...............L...............!...U...................1.......p...............@...s..........................
.......api-ms-win-core-interlocked-l1-1-0.dll.InitializeSListHead.kernel32.InitializeSLis

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-libraryloader-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.131154779640255

Encrypted: false

SSDEEP: 384:yHvuBL3BmWPhWZTi00GftpBjNKnemenyAlvN9W/L:yWBL3BXYoinKne1yd

MD5: D0873E21721D04E20B6FFB038ACCF2F1

SHA1: 9E39E505D80D67B347B19A349A1532746C1F7F88

SHA-256: BB25CCF8694D1FCFCE85A7159DCF6985FDB54728D29B021CB3D14242F65909CE

SHA-512: 4B7F2AD9EAD6489E1EA0704CF5F1B1579BAF1061B193D54CC6201FFDDA890A8C8FACB23091DFD851DD70D7922E0C7E95416F623C48EC25137DDD66E32DF9A63
7

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....u*l...........!..
....................... ...............................0......9.....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.....u*l........A...T...T........u*l........d................u*l....................RSDSU..e.j.(.wD.......api-ms-win-core-libraryloader-l1-1-0.pdb............T....rdata
..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.............u*l....................(...p...........R...}...............*...Y...................8..._.......................B...k...................F...
u...............)...P...w...................................................api-ms-win-c

Copyright Joe Security LLC 2021 Page 20 of 52



C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-libraryloader-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-localization-l1-2-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20792

Entropy (8bit): 7.089032314841867

Encrypted: false

SSDEEP: 384:KOMw3zdp3bwjGjue9/0jCRrndbVWPhWIDz6i00GftpBj6cemjlD16Pa+4r:KOMwBprwjGjue9/0jCRrndbCOoireqv

MD5: EFF11130BFE0D9C90C0026BF2FB219AE

SHA1: CF4C89A6E46090D3D8FEEB9EB697AEA8A26E4088

SHA-256: 03AD57C24FF2CF895B5F533F0ECBD10266FD8634C6B9053CC9CB33B814AD5D97

SHA-512: 8133FB9F6B92F498413DB3140A80D6624A705F80D9C7AE627DFD48ADEB8C5305A61351BF27BBF02B4D3961F9943E26C55C2A66976251BB61EF1537BC8C212ADD

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...S.v.....
.......!......................... ...............................0............@.......................................... ..................8=..............T............................................................................text.......................
........ ..`.rsrc........ ......................@..@....S.v.........@...T...T.......S.v.........d...............S.v.....................RSDS..pS...Z4Yr.E@......api-ms-win-core-localization-l1-2-0.pdb.........T.
...rdata..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02................S.v.....v.......;...;...(.......................<...f.......................5...]...................!...I...q...................
N.............../...j.............../...^.................../...\...................8...`...........

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-memory-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.101895292899441

Encrypted: false

SSDEEP: 384:+bZWPhWUsnhi00GftpBjwBemQlD16Par7:b4nhoi6BedH

MD5: D500D9E24F33933956DF0E26F087FD91

SHA1: 6C537678AB6CFD6F3EA0DC0F5ABEFD1C4924F0C0

SHA-256: BB33A9E906A5863043753C44F6F8165AFE4D5EDB7E55EFA4C7E6E1ED90778ECA

SHA-512: C89023EB98BF29ADEEBFBCB570427B6DF301DE3D27FF7F4F0A098949F987F7C192E23695888A73F1A2019F1AF06F2135F919F6C606A07C8FA9F07C00C64A34B5

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....%(....
.......!......................... ...............................0............@.............................l............ ..................8=..............T............................................................................text...l...................
........ ..`.rsrc........ ......................@..@......%(........:...T...T.........%(........d.................%(....................RSDS.~....%.T.....CO....api-ms-win-core-memory-l1-1-0.pdb...........T....r
data..T........rdata$zzzdbg.......l....edata... ..`....rsrc$01....` .......rsrc$02......................%(....................(...h...........)...P...w...................C...g...................%...P...........B...g.....
..............4...[...|...................=...................................api-ms-win-core-memory-l1-1-0.dl

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-namedpipe-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.16337963516533

Encrypted: false

SSDEEP: 192:pgWIghWGZiBeS123Ouo+Uggs/nGfe4pBjS/fE/hWh0txKdmVWQ4GWoxYyqnaj/6B:iWPhWUEi00GftpBj1temnltcwWB

MD5: 6F6796D1278670CCE6E2D85199623E27

SHA1: 8AA2155C3D3D5AA23F56CD0BC507255FC953CCC3

SHA-256: C4F60F911068AB6D7F578D449BA7B5B9969F08FC683FD0CE8E2705BBF061F507

SHA-512: 6E7B134CA930BB33D2822677F31ECA1CB6C1DFF55211296324D2EA9EBDC7C01338F07D22A10C5C5E1179F14B1B5A4E3B0BAFB1C8D39FCF1107C57F9EAF063A7
B

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L... ..............!..
....................... ...............................0.......-....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.... ...........=...T...T....... ...........d............... .......................RSDS...IK..XM.&......api-ms-win-core-namedpipe-l1-1-0.pdb............T....rdata..T..
......rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02................ .......................(...P...x...............:...w...............O...y...............&...W...............=...j.......................api-ms-
win-core-namedpipe-l1-1-0.dll.ConnectNamedPipe.kernel32.ConnectNamedPipe.CreateNamedP
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C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-processenvironment-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19248

Entropy (8bit): 7.073730829887072

Encrypted: false

SSDEEP: 192:wXjWIghWGd4dsNtL/123Ouo+Uggs/nGfe4pBjSXcYddWh0txKdmVWQ4SW04engo5:MjWPhWHsnhi00GftpBjW7emOj5l1z6hP

MD5: 5F73A814936C8E7E4A2DFD68876143C8

SHA1: D960016C4F553E461AFB5B06B039A15D2E76135E

SHA-256: 96898930FFB338DA45497BE019AE1ADCD63C5851141169D3023E53CE4C7A483E

SHA-512: 77987906A9D248448FA23DB2A634869B47AE3EC81EA383A74634A8C09244C674ECF9AADCDE298E5996CAFBB8522EDE78D08AAA270FD43C66BEDE24115CDBDF
ED

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...).r............!..
....................... ...............................0.......:....@.............................G............ ..................0=..............T............................................................................text...G........................... .
.`.rsrc........ ......................@..@....).r.........F...T...T.......).r.........d...............).r.....................RSDS.6..~x.......'......api-ms-win-core-processenvironment-l1-1-0.pdb...........T...
.rdata..T........rdata$zzzdbg.......G....edata... ..`....rsrc$01....` .......rsrc$02........).r.....................(...|.......B...............$...M...{...............P...................6...k.............../...(...e.............
..=...f...............8...q...............!...T............... ...........................

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-processthreads-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19392

Entropy (8bit): 7.082421046253008

Encrypted: false

SSDEEP: 384:afk1JzNcKSIJWPhW2snhi00GftpBjZqcLvemr4PlgC:RcKST+nhoi/BbeGv

MD5: A2D7D7711F9C0E3E065B2929FF342666

SHA1: A17B1F36E73B82EF9BFB831058F187535A550EB8

SHA-256: 9DAB884071B1F7D7A167F9BEC94BA2BEE875E3365603FA29B31DE286C6A97A1D

SHA-512: D436B2192C4392A041E20506B2DFB593FE5797F1FDC2CDEB2D7958832C4C0A9E00D3AEA6AA1737D8A9773817FEADF47EE826A6B05FD75AB0BDAE984895C2C4
EF

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
....................... ...............................0......l.....@.......................................... ...................9..............T............................................................................text............................... .
.`.rsrc........ ......................@..@................B...T...T...................d.......................................RSDS..t........=j.......api-ms-win-core-processthreads-l1-1-0.pdb...........T....rda
ta..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02............................1...1...(...........K...x...............,...`...................C...q...............'...N...y..............."...I...{.....
..........B...p...............,...c...............H...x...................9...S...p.......

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-processthreads-l1-1-1.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.1156948849491055

Encrypted: false

SSDEEP: 384:xzADfIeRWPhWKEi00GftpBjj1emMVlvN0M:xzfeWeoi11ep

MD5: D0289835D97D103BAD0DD7B9637538A1

SHA1: 8CEEBE1E9ABB0044808122557DE8AAB28AD14575

SHA-256: 91EEB842973495DEB98CEF0377240D2F9C3D370AC4CF513FD215857E9F265A6A

SHA-512: 97C47B2E1BFD45B905F51A282683434ED784BFB334B908BF5A47285F90201A23817FF91E21EA0B9CA5F6EE6B69ACAC252EEC55D895F942A94EDD88C4BFD2DAF
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....9.............!..
....................... ...............................0......k.....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.....9..........B...T...T........9..........d................9......................RSDS&.n....5..l....)....api-ms-win-core-processthreads-l1-1-1.pdb...........T....rda
ta..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.............9......................(...`...........-...l..........."...W...................N...................P...............F...q...............3.
..r...................................api-ms-win-core-processthreads-l1-1-1.dll.FlushInstr

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-profile-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped
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Size (bytes): 17712

Entropy (8bit): 7.187691342157284

Encrypted: false

SSDEEP: 192:w9WIghWGdUuDz7M123Ouo+Uggs/nGfe4pBjSXrw58h6Wh0txKdmVWQ4SW7QQtzko:w9WPhWYDz6i00GftpBjXPemD5l1z6hv

MD5: FEE0926AA1BF00F2BEC9DA5DB7B2DE56

SHA1: F5A4EB3D8AC8FB68AF716857629A43CD6BE63473

SHA-256: 8EB5270FA99069709C846DB38BE743A1A80A42AA1A88776131F79E1D07CC411C

SHA-512: 0958759A1C4A4126F80AA5CDD9DF0E18504198AEC6828C8CE8EB5F615AD33BF7EF0231B509ED6FD1304EEAB32878C5A649881901ABD26D05FD686F5EBEF2D1C
3

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....&............!...
...................... ...............................0......0.....@.......................................... ..................0=..............T............................................................................text............................... ..
`.rsrc........ ......................@..@.....&.........;...T...T........&.........d................&.....................RSDS...O.""#.n....D:....api-ms-win-core-profile-l1-1-0.pdb..........T....rdata..T.......
.rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.....................&.....<...............(...0...8...w......._...........api-ms-win-core-profile-l1-1-0.dll.QueryPerformanceCounte
r.kernel32.QueryPerformanceCounter.QueryPerformanceFrequency.kernel32.QueryPerformanceFrequency....................

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-profile-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-rtlsupport-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17720

Entropy (8bit): 7.19694878324007

Encrypted: false

SSDEEP: 384:61G1WPhWksnhi00GftpBjEVXremWRlP55Jk:kGiYnhoiqVXreDT5Y

MD5: FDBA0DB0A1652D86CD471EAA509E56EA

SHA1: 3197CB45787D47BAC80223E3E98851E48A122EFA

SHA-256: 2257FEA1E71F7058439B3727ED68EF048BD91DCACD64762EB5C64A9D49DF0B57

SHA-512: E5056D2BD34DC74FC5F35EA7AA8189AAA86569904B0013A7830314AE0E2763E95483FABDCBA93F6418FB447A4A74AB0F07712ED23F2E1B840E47A099B1E68E18

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L......(...........!..
....................... ...............................0......}"....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.......(........>...T...T..........(........d..................(....................RSDS?.L.N.o.....=.......api-ms-win-core-rtlsupport-l1-1-0.pdb...........T....rdata..T........r
data$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02...................(....F...............(...4...@...~...........l.................api-ms-win-core-rtlsupport-l1-1-0.dll.RtlCaptureCont
ext.ntdll.RtlCaptureContext.RtlCaptureStackBackTrace.ntdll.RtlCaptureStackBackTrace.RtlUnwind.ntdll.RtlUnwind.

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-string-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.137724132900032

Encrypted: false

SSDEEP: 384:xyMvRWPhWFs0i00GftpBjwCJdemnflUG+zI4:xyMvWWoibeTnn

MD5: 12CC7D8017023EF04EBDD28EF9558305

SHA1: F859A66009D1CAAE88BF36B569B63E1FBDAE9493

SHA-256: 7670FDEDE524A485C13B11A7C878015E9B0D441B7D8EB15CA675AD6B9C9A7311

SHA-512: F62303D98EA7D0DDBE78E4AB4DB31AC283C3A6F56DBE5E3640CBCF8C06353A37776BF914CFE57BBB77FC94CCFA48FAC06E74E27A4333FBDD112554C6468389
29

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....R.....
.......!......................... ...............................0.......\....@.......................................... ..................8=..............T............................................................................text.......................
........ ..`.rsrc........ ......................@..@......R.........:...T...T.........R.........d.................R.....................RSDS..D..a..1.f....7....api-ms-win-core-string-l1-1-0.pdb...........T....rdata..T...
.....rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02......................R.....x...............(...H...h...............)...O...x...........................>...i...........................api-ms-win-core-
string-l1-1-0.dll.CompareStringEx.kernel32.CompareStringEx.CompareStringOrdinal.kernel32.Compare

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-synch-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20280

Entropy (8bit): 7.04640581473745

Encrypted: false

SSDEEP: 384:5Xdv3V0dfpkXc0vVaHWPhWXEi00GftpBj9em+4lndanJ7o:5Xdv3VqpkXc0vVa8poivex
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MD5: 71AF7ED2A72267AAAD8564524903CFF6

SHA1: 8A8437123DE5A22AB843ADC24A01AC06F48DB0D3

SHA-256: 5DD4CCD63E6ED07CA3987AB5634CA4207D69C47C2544DFEFC41935617652820F

SHA-512: 7EC2E0FEBC89263925C0352A2DE8CC13DA37172555C3AF9869F9DBB3D627DD1382D2ED3FDAD90594B3E3B0733F2D3CFDEC45BC713A4B7E85A09C164C3DFA38
75

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L......2...........!..
....................... ...............................0............@.............................V............ ..................8=..............T............................................................................text...V........................... .
.`.rsrc........ ......................@..@.......2........9...T...T..........2........d..................2....................RSDS...z..C...+Q_.....api-ms-win-core-synch-l1-1-0.pdb............T....rdata..T.....
...rdata$zzzdbg.......V....edata... ..`....rsrc$01....` .......rsrc$02.......................2............)...)...(.......p.......1...c...................!...F...m...............$...X...........$...[.......................@...i...
............!...Q.......................[...............7...........O...................

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-synch-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-synch-l1-2-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.138910839042951

Encrypted: false

SSDEEP: 384:JtZ3gWPhWFA0i00GftpBj4Z8wemFfYlP55t:j+oiVweb53

MD5: 0D1AA99ED8069BA73CFD74B0FDDC7B3A

SHA1: BA1F5384072DF8AF5743F81FD02C98773B5ED147

SHA-256: 30D99CE1D732F6C9CF82671E1D9088AA94E720382066B79175E2D16778A3DAD1

SHA-512: 6B1A87B1C223B757E5A39486BE60F7DD2956BB505A235DF406BCF693C7DD440E1F6D65FFEF7FDE491371C682F4A8BB3FD4CE8D8E09A6992BB131ADDF11EF2B
F9

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...X*uY....
.......!......................... ...............................0......3.....@.............................v............ ..................8=..............T............................................................................text...v...................
........ ..`.rsrc........ ......................@..@....X*uY........9...T...T.......X*uY........d...............X*uY....................RSDS.V..B...`..S3.....api-ms-win-core-synch-l1-2-0.pdb............T....rda
ta..T........rdata$zzzdbg.......v....edata... ..`....rsrc$01....` .......rsrc$02....................X*uY....................(...l...........R...................W...............&...b...............$...W.......6...w.......
........;...|...............H...................A.....................................api-ms-win-core-synch-

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-sysinfo-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19248

Entropy (8bit): 7.072555805949365

Encrypted: false

SSDEEP: 384:2q25WPhWWsnhi00GftpBj1u6qXxem4l1z6hi:25+SnhoiG6IeA8

MD5: 19A40AF040BD7ADD901AA967600259D9

SHA1: 05B6322979B0B67526AE5CD6E820596CBE7393E4

SHA-256: 4B704B36E1672AE02E697EFD1BF46F11B42D776550BA34A90CD189F6C5C61F92

SHA-512: 5CC4D55350A808620A7E8A993A90E7D05B441DA24127A00B15F96AAE902E4538CA4FED5628D7072358E14681543FD750AD49877B75E790D201AB9BAFF6898C8D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....C=....
.......!......................... ...............................0............@.............................E............ ..................0=..............T............................................................................text...E...................
........ ..`.rsrc........ ......................@..@......C=........;...T...T.........C=........d.................C=....................RSDS....T.>eD.#|.../....api-ms-win-core-sysinfo-l1-1-0.pdb..........T....r
data..T........rdata$zzzdbg.......E....edata... ..`....rsrc$01....` .......rsrc$02......................C=....................(...........:...i...............N...................7...s...............+...M...r.............../...'...
V...............:...k...................X............... ...?...d..............."...................

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-timezone-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18224

Entropy (8bit): 7.17450177544266

Encrypted: false

SSDEEP: 384:SWPhWK3di00GftpBjH35Gvem2Al1z6hIu:77NoiOve7eu

MD5: BABF80608FD68A09656871EC8597296C

SHA1: 33952578924B0376CA4AE6A10B8D4ED749D10688

SHA-256: 24C9AA0B70E557A49DAC159C825A013A71A190DF5E7A837BFA047A06BBA59ECA

SHA-512: 3FFFFD90800DE708D62978CA7B50FE9CE1E47839CDA11ED9E7723ACEC7AB5829FA901595868E4AB029CDFB12137CF8ECD7B685953330D0900F741C894B88257B
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Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....Y.x....
.......!......................... ...............................0......}3....@.......................................... ..................0=..............T............................................................................text.......................
........ ..`.rsrc........ ......................@..@.....Y.x........<...T...T........Y.x........d................Y.x....................RSDS.^.b. .t.H.a.......api-ms-win-core-timezone-l1-1-0.pdb.........T....rd
ata..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.....................Y.x....................(...L...p...........5...s...........+...i...................U...............I.........................api-
ms-win-core-timezone-l1-1-0.dll.FileTimeToSystemTime.kernel32.FileTimeToSystemTime.GetDynamicTimeZ

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-timezone-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-core-util-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.1007227686954275

Encrypted: false

SSDEEP: 192:pePWIghWG4U9wluZo123Ouo+Uggs/nGfe4pBjSbKT8wuxWh0txKdmVWQ4CWnFnwQ:pYWPhWFS0i00GftpBj7DudemJlP552

MD5: 0F079489ABD2B16751CEB7447512A70D

SHA1: 679DD712ED1C46FBD9BC8615598DA585D94D5D87

SHA-256: F7D450A0F59151BCEFB98D20FCAE35F76029DF57138002DB5651D1B6A33ADC86

SHA-512: 92D64299EBDE83A4D7BE36F07F65DD868DA2765EB3B39F5128321AFF66ABD66171C7542E06272CB958901D403CCF69ED716259E0556EE983D2973FAA03C55D3E

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....f............!..
....................... ...............................0......`k....@.............................9............ ..................8=..............T............................................................................text...)........................... .
.`.rsrc........ ......................@..@......f.........8...T...T.........f.........d.................f.....................RSDS*...$.L.Rm..l.....api-ms-win-core-util-l1-1-0.pdb.........T....rdata..T........r
data$zzzdbg.......9....edata... ..`....rsrc$01....` .......rsrc$02..........f.....J...................,...@...o...................j...}.........................api-ms-win-core-util-l1-1-0.dll.Beep.kernel32.Beep
.DecodePointer.kernel32.DecodePointer.DecodeSystemPointer.kernel32.DecodeSystemPointer.EncodePointer.kernel3

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-conio-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19256

Entropy (8bit): 7.088693688879585

Encrypted: false

SSDEEP: 384:8WPhWz4Ri00GftpBjDb7bemHlndanJ7DW:Fm0oiV7beV

MD5: 6EA692F862BDEB446E649E4B2893E36F

SHA1: 84FCEAE03D28FF1907048ACEE7EAE7E45BAAF2BD

SHA-256: 9CA21763C528584BDB4EFEBE914FAAF792C9D7360677C87E93BD7BA7BB4367F2

SHA-512: 9661C135F50000E0018B3E5C119515CFE977B2F5F88B0F5715E29DF10517B196C81694D074398C99A572A971EC843B3676D6A831714AB632645ED25959D5E3E7

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.................!...
...................... ...............................0............@.......................................... ..................8=..............T............................................................................text............................... ..
`.rsrc........ ......................@..@v..............................8...d...d..................d......................................RSDS....<....2..u....api-ms-win-crt-conio-l1-1-0.pdb.........d....rdata..d........
rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02...............T...............(.......................>...w.........../...W...p...........................,...L...l.......................,...L...m...............
t...........'...^...............P...g...........................$...=...

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-convert-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22328

Entropy (8bit): 6.929204936143068

Encrypted: false

SSDEEP: 384:EuydWPhW7snhi00GftpBjd6t/emJlDbN:3tnhoi6t/eAp

MD5: 72E28C902CD947F9A3425B19AC5A64BD

SHA1: 9B97F7A43D43CB0F1B87FC75FEF7D9EEEA11E6F7

SHA-256: 3CC1377D495260C380E8D225E5EE889CBB2ED22E79862D4278CFA898E58E44D1

SHA-512: 58AB6FEDCE2F8EE0970894273886CB20B10D92979B21CDA97AE0C41D0676CC0CD90691C58B223BCE5F338E0718D1716E6CE59A106901FE9706F85C3ACF7855FF

Malicious: false

Reputation: unknown

Copyright Joe Security LLC 2021 Page 25 of 52



Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....NE.....
.......!.........................0...............................@............@..........................................0..................8=..............T............................................................................text.......................
........ ..`.rsrc........0......................@..@v....................NE.........:...d...d........NE.........d................NE.....................RSDS..e.7P.g^j..[....api-ms-win-crt-convert-l1-1-0.pdb....
.......d....rdata..d........rdata$zzzdbg............edata...0..`....rsrc$01....`0.......rsrc$02.....................NE.............z...z...8... .......(...C...^...y...........................1...N...k....................
...........*...E...`...y...............................5...R...o.......................,...M...n...........

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-convert-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-environment-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18736

Entropy (8bit): 7.078409479204304

Encrypted: false

SSDEEP: 192:bWIghWGd4edXe123Ouo+Uggs/nGfe4pBjSXXmv5Wh0txKdmVWQ4SWEApkqnajPBZ:bWPhWqXYi00GftpBjBemPl1z6h2

MD5: AC290DAD7CB4CA2D93516580452EDA1C

SHA1: FA949453557D0049D723F9615E4F390010520EDA

SHA-256: C0D75D1887C32A1B1006B3CFFC29DF84A0D73C435CDCB404B6964BE176A61382

SHA-512: B5E2B9F5A9DD8A482169C7FC05F018AD8FE6AE27CB6540E67679272698BFCA24B2CA5A377FA61897F328B3DEAC10237CAFBD73BC965BF9055765923ABA9478F
8

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....jU............!..
....................... ...............................0......G.....@............................."............ ..................0=..............T............................................................................text...2........................... .
.`.rsrc........ ......................@..@v....................jU.........>...d...d........jU.........d................jU.....................RSDSu..1.N....R.s,"\....api-ms-win-crt-environment-l1-1-0.pdb.......
....d....rdata..d........rdata$zzzdbg......."....edata... ..`....rsrc$01....` .......rsrc$02.................jU.....................8...............C...d...........................3...O...l....................... .......5...Z...w.
......................)...F...a...........................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-filesystem-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20280

Entropy (8bit): 7.085387497246545

Encrypted: false

SSDEEP: 384:sq6nWm5C1WPhWFK0i00GftpBjB1UemKklUG+zIOd/:x6nWm5CiooiKeZnbd/

MD5: AEC2268601470050E62CB8066DD41A59

SHA1: 363ED259905442C4E3B89901BFD8A43B96BF25E4

SHA-256: 7633774EFFE7C0ADD6752FFE90104D633FC8262C87871D096C2FC07C20018ED2

SHA-512: 0C14D160BFA3AC52C35FF2F2813B85F8212C5F3AFBCFE71A60CCC2B9E61E51736F0BF37CA1F9975B28968790EA62ED5924FAE4654182F67114BD20D8466C4B8F

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L......h...........!..
....................... ...............................0......I.....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@v......................h........=...d...d..........h........d..................h....................RSDS.....a.'..G...A.....api-ms-win-crt-filesystem-l1-1-0.pdb............d....r
data..d........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02...................h............A...A...8...<...@...........$...=...V...q...................)...M...q......................./...O...o.....
......................7...X...v...........................6...U...r.......................

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-heap-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19256

Entropy (8bit): 7.060393359865728

Encrypted: false

SSDEEP: 192:+Y3vY17aFBR4WIghWG4U9CedXe123Ouo+Uggs/nGfe4pBjSbGGAPWh0txKdmVWQC:+Y3e9WPhWFsXYi00GftpBjfemnlP55s

MD5: 93D3DA06BF894F4FA21007BEE06B5E7D

SHA1: 1E47230A7EBCFAF643087A1929A385E0D554AD15

SHA-256: F5CF623BA14B017AF4AEC6C15EEE446C647AB6D2A5DEE9D6975ADC69994A113D

SHA-512: 72BD6D46A464DE74A8DAC4C346C52D068116910587B1C7B97978DF888925216958CE77BE1AE049C3DCCF5BF3FFFB21BC41A0AC329622BC9BBC190DF63ABB25
C6

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...J.o ....
.......!......................... ...............................0............@.......................................... ..................8=..............T............................................................................text.......................
........ ..`.rsrc........ ......................@..@v...................J.o ........7...d...d.......J.o ........d...............J.o ....................RSDSq.........pkQX[....api-ms-win-crt-heap-l1-1-0.pdb..........d....
rdata..d........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02........J.o ....6...............(...........c...................S.......................1...V...y.......................<...c......................
.....U...z...............:...u...................&...E...p.......................,...U...
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C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-heap-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-locale-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.13172731865352

Encrypted: false

SSDEEP: 192:fiWIghWGZirX+4z123Ouo+Uggs/nGfe4pBjS/RFcpOWh0txKdmVWQ4GWs8ylDikh:aWPhWjO4Ri00GftpBjZOemSXlvNQ0

MD5: A2F2258C32E3BA9ABF9E9E38EF7DA8C9

SHA1: 116846CA871114B7C54148AB2D968F364DA6142F

SHA-256: 565A2EEC5449EEEED68B430F2E9B92507F979174F9C9A71D0C36D58B96051C33

SHA-512: E98CBC8D958E604EFFA614A3964B3D66B6FC646BDCA9AA679EA5E4EB92EC0497B91485A40742F3471F4FF10DE83122331699EDC56A50F06AE86F21FAD70953F
E

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...|..O....
.......!......................... ...............................0......E*....@.............................e............ ..................8=..............T............................................................................text...u...................
........ ..`.rsrc........ ......................@..@v...................|..O........9...d...d.......|..O........d...............|..O....................RSDS.X...7.......$k....api-ms-win-crt-locale-l1-1-0.pdb............d
....rdata..d........rdata$zzzdbg.......e....edata... ..`....rsrc$01....` .......rsrc$02....................|..O....................8...........5...h...............E...................$...N...t...................$...D...b
...!...R............... ...s...................:...k.......................9...X...................

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-math-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 28984

Entropy (8bit): 6.6686462438397

Encrypted: false

SSDEEP: 384:7OTEmbM4Oe5grykfIgTmLyWPhW30i00GftpBjAKemXlDbNl:dEMq5grxfInbRoiNeSp

MD5: 8B0BA750E7B15300482CE6C961A932F0

SHA1: 71A2F5D76D23E48CEF8F258EAAD63E586CFC0E19

SHA-256: BECE7BAB83A5D0EC5C35F0841CBBF413E01AC878550FBDB34816ED55185DCFED

SHA-512: FB646CDCDB462A347ED843312418F037F3212B2481F3897A16C22446824149EE96EB4A4B47A903CA27B1F4D7A352605D4930DF73092C380E3D4D77CE4E972C5A

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
.......................@...............................P............@..............................+...........@...............4..8=..............T............................................................................text....,..................
........ ..`.rsrc........@.......0..............@..@v...............................7...d...d...................d.......................................RSDSB...=........,....api-ms-win-crt-math-l1-1-0.pdb..........d....r
data..d........rdata$zzzdbg........+...edata...@..`....rsrc$01....`@.......rsrc$02................l.......:...:...(...................................(...@...X...q...............................4...M...g........................ 
..= ..i ... ... ... ...!..E!..o!...!...!...!..."..F"..s"..."..."..."...#..E#..o#...#...#..

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-process-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19256

Entropy (8bit): 7.076072254895036

Encrypted: false

SSDEEP: 192:aRQqjd7dWIghWG4U9kuDz7M123Ouo+Uggs/nGfe4pBjSbAURWh0txKdmVWQ4CW+6:aKcWPhWFkDz6i00GftpBjYemZlUG+zIU

MD5: 8D02DD4C29BD490E672D271700511371

SHA1: F3035A756E2E963764912C6B432E74615AE07011

SHA-256: C03124BA691B187917BA79078C66E12CBF5387A3741203070BA23980AA471E8B

SHA-512: D44EF51D3AAF42681659FFFFF4DD1A1957EAF4B8AB7BB798704102555DA127B9D7228580DCED4E0FC98C5F4026B1BAB242808E72A76E09726B0AF839E384C3B0

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...l.h............!..
....................... ...............................0.......U....@.............................x............ ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@v...................l.h.........:...d...d.......l.h.........d...............l.h.....................RSDSZ\.qM..I....3.....api-ms-win-crt-process-l1-1-0.pdb...........d....rdata..
d........rdata$zzzdbg.......x....edata... ..`....rsrc$01....` .......rsrc$02....................l.h.............$...$...8.......X...................&...@...Y...q...........................*...E..._...z.......................!...<.
..V...q...........................9...V...t.......................7...R...i...

Copyright Joe Security LLC 2021 Page 27 of 52



C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-runtime-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22840

Entropy (8bit): 6.942029615075195

Encrypted: false

SSDEEP: 384:7b7hrKwWPhWFlsnhi00GftpBj+6em90lmTMiLzrF7:7bNrKxZnhoig6eQN7

MD5: 41A348F9BEDC8681FB30FA78E45EDB24

SHA1: 66E76C0574A549F293323DD6F863A8A5B54F3F9B

SHA-256: C9BBC07A033BAB6A828ECC30648B501121586F6F53346B1CD0649D7B648EA60B

SHA-512: 8C2CB53CCF9719DE87EE65ED2E1947E266EC7E8343246DEF6429C6DF0DC514079F5171ACD1AA637276256C607F1063144494B992D4635B01E09DDEA6F5EEF204

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....L............!..
.......................0...............................@.......i....@..........................................0..................8=..............T............................................................................text............................... .
.`.rsrc........0......................@..@v.....................L.........:...d...d.........L.........d.................L.....................RSDS6..>[d.=. ....C....api-ms-win-crt-runtime-l1-1-0.pdb...........d
....rdata..d........rdata$zzzdbg............edata...0..`....rsrc$01....`0.......rsrc$02......................L.....f.......k...k...8...............................4...S...s.......................E...g.......................)...N..
.n...................&...E...f...................'...D...j.......................>.......

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-stdio-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 24368

Entropy (8bit): 6.873960147000383

Encrypted: false

SSDEEP: 384:GZpFVhjWPhWxEi00GftpBjmjjem3Cl1z6h1r:eCfoi0espbr

MD5: FEFB98394CB9EF4368DA798DEAB00E21

SHA1: 316D86926B558C9F3F6133739C1A8477B9E60740

SHA-256: B1E702B840AEBE2E9244CD41512D158A43E6E9516CD2015A84EB962FA3FF0DF7

SHA-512: 57476FE9B546E4CAFB1EF4FD1CBD757385BA2D445D1785987AFB46298ACBE4B05266A0C4325868BC4245C2F41E7E2553585BFB5C70910E687F57DAC6A8E911E8

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
.......................0...............................@.......)....@.............................a............0..............."..0=..............T............................................................................text...a...................
........ ..`.rsrc........0......................@..@v...............................8...d...d...................d.......................................RSDS...iS#.hg.....j....api-ms-win-crt-stdio-l1-1-0.pdb.........d....
rdata..d........rdata$zzzdbg.......a....edata...0..`....rsrc$01....`0.......rsrc$02................^...............(....... ...................<...y...........)...h........... ...]...............H...............)...D...^...v......
.........................T...u.......................9...Z...{...................0...Q...

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-string-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 23488

Entropy (8bit): 6.840671293766487

Encrypted: false

SSDEEP: 384:5iFMx0C5yguNvZ5VQgx3SbwA7yMVIkFGlnWPhWGTi00GftpBjslem89lgC:56S5yguNvZ5VQgx3SbwA71IkFv5oialj

MD5: 404604CD100A1E60DFDAF6ECF5BA14C0

SHA1: 58469835AB4B916927B3CABF54AEE4F380FF6748

SHA-256: 73CC56F20268BFB329CCD891822E2E70DD70FE21FC7101DEB3FA30C34A08450C

SHA-512: DA024CCB50D4A2A5355B7712BA896DF850CEE57AA4ADA33AAD0BAE6960BCD1E5E3CEE9488371AB6E19A2073508FBB3F0B257382713A31BC0947A4BF1F7A20B
E4

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L......S...........!..
.......................0...............................@......B.....@..........................................0..............."...9..............T............................................................................text............................... 
..`.rsrc........0......................@..@v......................S........9...d...d..........S........d..................S....................RSDSI.......$[~f..5....api-ms-win-crt-string-l1-1-0.pdb............d....rdata.
.d........rdata$zzzdbg............edata...0..`....rsrc$01....`0.......rsrc$02.......................S....,...............8...........W...s.......................#...B...a...........................<...[...z.......................;...
[...{................... ...A...b...........................<...X...r.......

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-time-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20792

Entropy (8bit): 7.018061005886957
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Encrypted: false

SSDEEP: 384:8ZSWWVgWPhWFe3di00GftpBjnlfemHlUG+zITA+0:XRNoibernAA+0

MD5: 849F2C3EBF1FCBA33D16153692D5810F

SHA1: 1F8EDA52D31512EBFDD546BE60990B95C8E28BFB

SHA-256: 69885FD581641B4A680846F93C2DD21E5DD8E3BA37409783BC5B3160A919CB5D

SHA-512: 44DC4200A653363C9A1CB2BDD3DA5F371F7D1FB644D1CE2FF5FE57D939B35130AC8AE27A3F07B82B3428233F07F974628027B0E6B6F70F7B2A8D259BE95222F5

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....OI.....
......!......................... ...............................0............@.......................................... ..................8=..............T............................................................................text........................
....... ..`.rsrc........ ......................@..@v....................OI........7...d...d........OI........d................OI....................RSDS...s..,E.w.9I..D....api-ms-win-crt-time-l1-1-0.pdb..........d....rda
ta..d........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.........OI............H...H...(...H...h... ...=...\...z.......................8...V...s.......................&...D...a...~................
.......?...b.......................!...F...k.......................0...N...k...................

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-time-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\api-ms-win-crt-utility-l1-1-0.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.127951145819804

Encrypted: false

SSDEEP: 192:QqfHQdu3WIghWG4U9lYdsNtL/123Ouo+Uggs/nGfe4pBjSb8Z9Wh0txKdmVWQ4Cg:/fBWPhWF+esnhi00GftpBjLBemHlP55q

MD5: B52A0CA52C9C207874639B62B6082242

SHA1: 6FB845D6A82102FF74BD35F42A2844D8C450413B

SHA-256: A1D1D6B0CB0A8421D7C0D1297C4C389C95514493CD0A386B49DC517AC1B9A2B0

SHA-512: 18834D89376D703BD461EDF7738EB723AD8D54CB92ACC9B6F10CBB55D63DB22C2A0F2F3067FE2CC6FEB775DB397030606608FF791A46BF048016A1333028D0A4

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....!5............!..
....................... ...............................0.......4....@.............................^............ ..................8=..............T............................................................................text...n........................... .
.`.rsrc........ ......................@..@v....................!5.........:...d...d........!5.........d................!5.....................RSDS............k.....api-ms-win-crt-utility-l1-1-0.pdb...........d....rdata..
d........rdata$zzzdbg.......^....edata... ..`....rsrc$01....` .......rsrc$02.....................!5.....d...............8.......(...................#...<...U...l...............................+...@...[...r.........................
..........4...I..._.......................3...N...e...|.......................

C:\Users\user\AppData\Local\Temp\_MEI24122\base_library.zip
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Size (bytes): 788326

Entropy (8bit): 5.450096772437984

Encrypted: false

SSDEEP: 12288:hE7Qf7ul3vNuOn9/eV8h9+fsEaD1VykmrMbbcor:i7Qf7AvT/eV8h9+fsEaxdbbdr

MD5: 8EB57166E2699F02C4BC8BE1383F283D

SHA1: 1B89862749423F4A683B4DA2ADE4610CCD715E92

SHA-256: 9F7818513C4A3D482539D83B0F5669D1C92D0E4DE707F028152EF2DC1F071F0E

SHA-512: 259E001ED7417CFCAC6F8428422048CEB13ED2F814C27345EC55BF619E11F02D6464EFE30445AA6D3FD827582E8E1932DF4F59C9AAC6B0C6E77CB6102CC39607

Malicious: false

Reputation: unknown

Preview:
PK..........!...^D............_bootlocale.pycU............e.....................@...sz...d.Z.d.d.l.Z.d.d.l.Z.e.j...d...r,d.d.d...Z.nJz.e.j...W.n4..e.k.rj......e.e.d...r\d.d.d...Z.n.d.d.d...Z.Y.n.X.d.d
.d...Z.d.S.).z.A minimal subset of the locale module used at interpreter startup.(imported by the _io module), in order to reduce startup time...Don't import directly from 
third-party code; use the `locale` module instead!......N..winTc....................C...s....t.j.j.r.d.S.t.....d...S.).N..UTF-8.....)...sys..flags..utf8_mode.._locale.._getdefaultlocale...
.do_setlocale..r.....Lc:\users\ieuser\appdata\local\programs\python\python38-32\lib\_bootlocale.py..getpreferredencoding....s..........r......getandroidapilevelc...................
.C...s....d.S.).Nr....r....r....r....r....r....r........s......c....................C...s....t.j.j.r.d.S.d.d.l.}.|...|...S.).Nr....r....).r....r....r......localer....).r....r....r....r....r....r........s............c....................C...
s6...|.r.t...t.j.j

C:\Users\user\AppData\Local\Temp\_MEI24122\file.exe.manifest
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1490

Entropy (8bit): 5.276963138578381

Encrypted: false

SSDEEP: 24:2dt4+iNKg9mMPgi0iiNK+bkgxIme7cb3jgMkb4+GE:cSFKgYSEK+bkgxImeMcn3GE

MD5: 0AA1B4EF7F524C59405E0F7B3F004920

SHA1: 24B2A847CC79132566696803636E53CC9D87D79D

SHA-256: 6F78C922ADC11D653C278685025181E37EE7976C5A57DF34EC297166A82F016D
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SHA-512: 26924E70A196FA455C68BE1DCFEEEC1F507A04BE79DE57A55523939C49F106A46194A379109B9348FF009CF5BBB7B676206FB14BBDFC82DFFD67EC2E77309214

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">..  <assemblyIdentity 
type="win32" name="file" processorArchitecture="x86" version="1.0.0.0"/>..  <trustInfo xmlns="urn:schemas-microsoft-com:asm.v3">..    <security>..      <requestedPrivil
eges>..        <requestedExecutionLevel level="asInvoker" uiAccess="false"/>..      </requestedPrivileges>..    </security>..  </trustInfo>..  <dependency>..    <dependen
tAssembly>..      <assemblyIdentity type="win32" name="Microsoft.Windows.Common-Controls" language="*" processorArchitecture="*" version="6.0.0.0" publicKeyToke
n="6595b64144ccf1df"/>..      <compatibility xmlns="urn:schemas-microsoft-com:compatibility.v1"/>..    </dependentAssembly>..  </dependency>..  <compatibility x
mlns="urn:schemas-microsoft-com:compatibility.v1">..    <application>..      <supportedOS Id="{e2011457-1546-43c5-a5fe-008deee3d3f0}"/>..      <supportedOS Id="
{35138b9a-5d96-4fbd-8e2d-a2440

C:\Users\user\AppData\Local\Temp\_MEI24122\file.exe.manifest

C:\Users\user\AppData\Local\Temp\_MEI24122\libcrypto-1_1.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 2234560

Entropy (8bit): 6.107082014192982

Encrypted: false

SSDEEP: 49152:mIvPtO+ejtvRMO8xxZv1CPwDv3uFfJhFcl:xvPtwjnMO8HZv1CPwDv3uFfJh6

MD5: 76DA35FDE4E3E110331612AB351A811C

SHA1: 1836517441C70848DB3F5D4EF4EA0CB2E330732A

SHA-256: ECABC901FA89CD771405C004849384A5148644C273A88048AE16C86BD14EF4DD

SHA-512: A43DAE59C7D71E38F6365413946EE740C643299403DFE531D0CDBD561623807784830124B786422799AE45852F5AA541B5A94FA8E0947850547E2446BA99BC30

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......  ..dA..dA..dA..m9..pA..6)..fA..6)..nA..6)..nA..6)..nA..?)..oA..dA...A...
(...C...(..eA...(m.eA...(..eA..RichdA..................PE..L......_...........!.................H........................................"......."...@.........................0~...h...U!.T.....!.|.............!.......!.X....b..8.
...........................b..@............P!..............................text.............................. ..`.rdata..F&.......(..................@..@.data...4Y.... ....... .............@....idata..h....P!....... .............@
..@.00cfg.......p!....... .............@..@.rsrc...|.....!.......!.............@..@.reloc........!.......!.............@..B.....................................................................................................................
...................................................................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\libffi-7.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 29208

Entropy (8bit): 6.643623418348

Encrypted: false

SSDEEP: 384:l69PtXvz8cLBN3gHhY4AFlfIvDzqig2c2LuRRClfW23JLURlV5uH+6nYPLxDG4yG:l65tXvz2CTIvy2c26A35qYvWDG4yG

MD5: BC20614744EBF4C2B8ACD28D1FE54174

SHA1: 665C0ACC404E13A69800FAE94EFD69A41BDDA901

SHA-256: 0C7EC6DE19C246A23756B8550E6178AC2394B1093E96D0F43789124149486F57

SHA-512: 0C473E7070C72D85AE098D208B8D128B50574ABEBBA874DDA2A7408AEA2AABC6C4B9018801416670AF91548C471B7DD5A709A7B17E3358B053C37433665D3F6B

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......)..qm.."m.."m.."d.p"o.."?..#o.."...#n.."m.."I.."?..#f.."?..#g.."?..#n.."
...#k.."...#l.."...#l.."...#l.."Richm.."................PE..L.....]...........!.....@...........E.......P......................................H.....@.........................pU.......X..P....................X.......p..<....R.....
.........................0R..@............P...............................text...j>.......@.................. ..`.rdata..p....P.......D..............@..@.data........`.......R..............@....reloc..<....p.......T..............@
..B...........................................................................................................................................................................................................................................................................
.....................................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\libssl-1_1.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 538304

Entropy (8bit): 5.760022892820208

Encrypted: false

SSDEEP: 12288:AqejFQiEYXBYYu3yzOBC4ISRpQuU2lvz/c:xaFJ5zF41TQuU2lvz/c

MD5: 0E15ACB04CFABDE2A6493FAA49E74280

SHA1: E8EAC74A6DA0F1E78C66F84C14CF92DF18CC7E8A

SHA-256: A59EC84F8AE6F0174D5C1CE3ABC22B0FDCED6B50F7C8B689367AC859AC9E08E7

SHA-512: 12D24D5FD42829FD0F89A1E42F46CD498D71E441EC803161319E721A3280406589B540EC949BBB6C0AF661CE806BA50A1097B7793C9A1CCC83061DEC4FC753AD

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.............K...K...K..wK...K..J...K..J...K..J...K..J...K..J...K)..J...K...Km.
.K)..J...K)..J...K)..K...K)..J...KRich...K................PE..L......_...........!.........................................................`......h.....@..............................N..............s.................... ...5..P...8.........
......................@............................................text...7........................... ..`.rdata...g.......h..................@..@.data....;...p...6...Z..............@....idata..=A.......B..................@..@.00c
fg..............................@..@.rsrc...s...........................@..@.reloc..4=... ...>..................@..B............................................................................................................................
....................................................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\libssl-1_1.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\pyexpat.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 168624

Entropy (8bit): 6.629244601257658

Encrypted: false

SSDEEP: 3072:ZhgFHiME7l8Z5bYwLoE8KZKGjUdGjN81IuBhh7Eu0:QFHc7l8ZORKZKGjtjN8E

MD5: 6E2329BA53FF8B6E2E4069A859EE3FCE

SHA1: 1C067F16A3069A44EDF7A073FA35B70B86F99405

SHA-256: 27363A2DCDD990DEF43307B1644DC03304F9478830C8989C49F9DA2491889E6E

SHA-512: C0FCC4F0AE5C019ADAE3593F81BA26CA8C5CF6A7C15B78FD42B052DBDA6CBDEFDC6F8FA52C3FD614F1B17F48725D58CA23972C8B7C183EAFC0D542251A9EF
23D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........C...-L..-L..-L..L..-Ls.,M..-Ls.(M..-Ls.)M..-Ls..M..-LT.,M..-L.,M..-L..
,L..-LT.%M..-LT.-M..-LT..L..-LT./M..-LRich..-L........PE..L...../`...........!......................................................................@.........................`B..P....B.......p...............v...............=..T...
.........................>..@............................................text............................... ..`.rdata...N.......P..................@..@.data...X....P.......>..............@....rsrc........p.......J..............@.
.@.reloc........... ...V..............@..B..........................................................................................................................................................................................................................
..............................................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\python38.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 4052656

Entropy (8bit): 6.720992659261596

Encrypted: false

SSDEEP: 49152:NgQmEhbJSgm06kaUr9Alta2tPfx1CI8jXHB7MZnCPYJAT37PtLKK4WoooOA:iEWg5uta2/8LHxMZBJ4lKKoooOA

MD5: 7B97AB4F12ED448B26669B83F9061BEF

SHA1: 0E2516F3DC50EFB7FAA0B276830B4F95D8084772

SHA-256: E7312737C82CC967FB669AE4C2736CB005F4192E1654C717DBDC5986E562957B

SHA-512: 4F123981982EA4AFFE230CBDCDBEC9DE419D4F3D92C026B2DF3DA7D2BE9BEFAAB707167265CFC97FF183F13A60BE6C53FB541E00F518BEACE819B8B9B4927
D8A

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........j...................%(................................"...y...".....".....".....Rich......
......PE..L...m./`...........!......#..........#.......#...............................?.......>...@..........................b8......%9.|.....=...............=...... =..e...]8.T...........................P^8.@.............#................
..............text.....#.......#................. ..`.rdata.......#.......#.............@..@.data.......P9......89.............@....rsrc.........=......H;.............@..@.reloc...e... =..f...T;.............@..B.........
..............................................................................................................................................................................................................................................................................
.................

C:\Users\user\AppData\Local\Temp\_MEI24122\pywintypes38.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 115712

Entropy (8bit): 6.533866514211769

Encrypted: false

SSDEEP: 3072:QCf+6EE1b22/q4+ldC56PsZyLY7b00nPO4KMGSncyl8ZpFI:h+xE1iz4+ldC5msYLY7b00PO4KMGScyW

MD5: 3206CF4CD05B9E993A822C0DAC05B1D0

SHA1: F49E809FB19BC1E24F1A7904663375554BD4D5CD

SHA-256: 9A3B70353BB9346BF1ECD2784164FEAF6DBC9CB969298091F549EF8269AEF930

SHA-512: A6A4AA66E264E2438DF573D31DA0827650F48F4877ECABF391D284C99019E041F3333A708E2657FFC565B0CB9933D9C7A77B3726B8F4EC0DDA5DA3C5E8AB68C
0

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......%.>ua.P&a.P&a.P&h..&m.P&Z.Q'c.P&.c.&`.P&Z.S'c.P&Z.U'
s.P&Z.T'j.P&..V'`.P&u.Q'c.P&..Q'j.P&a.Q&..P&.U'l.P&.P'`.P&.R'`.P&Richa.P&........................PE..L....^._...........!..............................z.......................................@..................
........K...E..............d............................A..T............................B..@............................................text...E........................... ..`.rdata..p...........................@..@.data...H................
...........@....gfids..L...........................@..@.rsrc...d...........................@..@.reloc..............................@..B.........................................................................................................
...............................................................................................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\pywintypes38.dll

C:\Users\user\AppData\Local\Temp\_MEI24122\select.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 24752

Entropy (8bit): 6.44568082211825

Encrypted: false

SSDEEP: 384:Tg7oA2vjUzNJmTgj0nq1RiPFdd+k1IumGEKDG4y8cLrhX:ccnvjANJiXnqSdWk1IumGEKDG4yLrhX

MD5: 404C4F2FF59DA1993518D39754376606

SHA1: 560A0F8A301EF5FEF541C6CE64975E3AA1AD1460

SHA-256: BB4FE62B14AD6FC559A1D88339D0F302450DAFEC09CF6027069F66B6D5BEF1AB

SHA-512: 585ECF2B3DA37F1144191A70CA7C29151DE3C6BC1943719318BC291B29A08BB7E4A8C6200F8C743DF8BD32225221CADEB8306450B7E491B9B16AA94587711169

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........2 ..SN..SN..SN..+...SN.S"O..SN.S"K..SN.S"J..SN.S"M..SN.t!O..S
N..8O..SN..SO..SN.t!F..SN.t!N..SN.t!...SN.t!L..SN.Rich.SN.........................PE..L...../`...........!.........&...............0......................................j.....@......................... ;..L...l;..x....`
...............D.......p.......6..T............................6..@............0...............................text...]........................... ..`.rdata.......0....... ..............@..@.data........P.......2..............@....rsrc.....
...`.......4..............@..@.reloc.......p.......@..............@..B....................................................................................................................................................................................
....................................................................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\ucrtbase.dll
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1142072

Entropy (8bit): 6.809041027525523

Encrypted: false

SSDEEP: 24576:bZBmnrh2YVAPROs7Bt/tX+/APcmcvIZPoy4TbK:FBmF2lIeaAPgb

MD5: D6326267AE77655F312D2287903DB4D3

SHA1: 1268BEF8E2CA6EBC5FB974FDFAFF13BE5BA7574F

SHA-256: 0BB8C77DE80ACF9C43DE59A8FD75E611CC3EB8200C69F11E94389E8AF2CEB7A9

SHA-512: 11DB71D286E9DF01CB05ACEF0E639C307EFA3FEF8442E5A762407101640AC95F20BAD58F0A21A4DF7DBCDA268F934B996D9906434BF7E575C4382281028F64D4

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........E..............o........p.................................................................
.Rich............................PE..L....3............!.....Z...........=.......p...............................p............@A........................`................................0..8=......$... ...T...........................H...@...
.........................................text....Z.......Z.................. ..`.data........p.......^..............@....idata..6............l..............@..@.rsrc...............................@..@.reloc..$.....................
......@..B..........................................................................................................................................................................................................................................................
..............................................

C:\Users\user\AppData\Local\Temp\_MEI24122\unicodedata.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1091248

Entropy (8bit): 5.360848319038452

Encrypted: false

SSDEEP: 12288:gJz3Q191SnFRHotduNpqQOZ6gBjCmN/X4GyCAx9++bBlhJk93cgewrxEekMGv:gJ3KSogG7hCc/4D9nbDhG2wr0MGv

MD5: 5FB1A0234305D5B69DB79B4F7F89EBCA

SHA1: 9A6EF3DD3A024B433566AC20146344A1F0631F9B

SHA-256: D9AF40281331CF55E21E20A57342FE86C6C729906D6A3AF3F3F3AD00F2284ABE

SHA-512: FE52C0AE494459B8D015E2E28AF92BDCF6A491DC424D803B3E87E21612C4654136335E5399F5CA0FEF4717EECE75D53AC11050623E109E4F7ED59392D74A9085

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........c..0..0..0..P0..0w..1..0w..1..0w..1..0w..1..0P..1..0...1..0..0...0P..1
..0P..1..0P.<0..0P..1..0Rich..0........................PE..L...../`...........!.....F...B......rF.......`.......................................j....@.........................pv..X....v.......................................q..T..
.........................@r..@............`..4............................text....E.......F.................. ..`.rdata.......`... ...J..............@..@.data................j..............@....rsrc................v..............@
..@.reloc..............................@..B.........................................................................................................................................................................................................................
...............................................................
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C:\Users\user\AppData\Local\Temp\_MEI24122\win32api.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 104960

Entropy (8bit): 6.460606710335285

Encrypted: false

SSDEEP: 3072:KloBRQj7JH+VldRcmShLAG9wRcM7RSuQrbCQGt5Ne/eo:KloBa4ncmhWKUu/7t5Nen

MD5: 2866BF1A085564A0F63B76173943BA64

SHA1: CAF810657651B1EC3F667A671E8F9307EEEA98B7

SHA-256: 3021294B610E01ABD37289DDBE2BF0507E7DE3FCB678E07525EC4E0892747955

SHA-512: D1090831BA6D06C09F1DFE2790B435020854E328F9826937244C13CDDB1080CAB35F3679AB34EB44D88F9BECF4CCF933CD2EBE1B5CC853758BFA9BC04B00206
8

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........@...!..!..!..Y..!.....!.....!.....!......!..G..!.....!...C..!..!... ......!......!......!..
Rich.!..........................PE..L....^._...........!......................................................................@..........................L......dM..........T...........................`E..T............................D..@...
............@...lL..@....................text...*........................... ..`.rdata.............................@..@.data................b..............@....gfids..L............t..............@..@.rsrc...T............v.........
.....@..@.reloc........... ...z..............@..B...................................................................................................................................................................................................................
.............................

C:\Users\user\AppData\Local\Temp\_MEI24122\win32event.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22016

Entropy (8bit): 5.972372003642818

Encrypted: false

SSDEEP: 384:AkUKkjmkLfkoke6am07BxEjr6p+zDLIkOn/T7AdlF7EpmkteAi5tjVUjaPGaCG:A3KwmwfzkAHUr6uQkG/T7AdlF7Epmktl

MD5: 29EC0D47B88A465F69B5E18A3D35E1D0

SHA1: 91739F4227A6DFA4F1F107DD19D01B9E2C90C177

SHA-256: 9BA207206559F40D534100DF3C847E2A67D8008A8EE98E991D5CD6B0813B8624

SHA-512: 552F4C4892C453B64CE84D8DBEB9B15E3506A0666867AF5CFB28C6B167E2C81F8EED0A8598DEEBB38C90D0B2CCBEC69223C2D487256541D041D85B2F0FDC871
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......?&+.{GE.{GE.{GE.r?...GE.@.D.yGE.@.F.zGE.@.@.qGE.@.A.
pGE...D.yGE.o!D.yGE..%D.~GE.{GD.(GE...@.zGE...E.zGE...G.zGE.Rich{GE.........................PE..L....^._...........!.....*...(.......*.......@............................................@.............
.............M..T....N..........\............................I..T...........................HJ..@............@..h............................text....(.......*.................. ..`.rdata..N....@......................@..@.data...H.
...`.......H..............@....gfids.......p.......J..............@..@.rsrc...\............L..............@..@.reloc...............P..............@..B..........................................................................................
......................................................................................................................................................

C:\Users\user\AppData\Local\Temp\_MEI24122\win32gui.pyd
Process: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 176128

Entropy (8bit): 6.424412252153223

Encrypted: false

SSDEEP: 3072:uVvRKIA/oqLcDwPY5Fej7oLyqx9NkdMiCawrLwCNzR0jzlZ+6KLDtW8d7U:6RNA/oqLcDwPY5FeCNkdMiCasvRIK6KE

MD5: 844D345409407D3C470219342EFBD80C

SHA1: 70612D8676009CC780ABE61583996473F027334A

SHA-256: 42898717D0D574B6C4BEAD3C07A67368FCBFC49F498997A3A08E24612F4EF365

SHA-512: 8A54414DA2D72331441AE5F47690F91C676ED6CD2B96B57AAE783774E5A1FE03F225DDD1DFDAE77E93897E3AE3DA7609A99448184C6BB1D92D3D600BAD17D7A
4

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........r..r..r..r.....r..,..r..,..r..,..r..,..r...,..r.....r......r..r...s...,..r...,..r...,..r..
Rich.r..........................PE..L....^._...........!......................................................................@..........................3..h....3..........T........................:...*..T...........................H+..@.............
...............................text...N........................... ..`.rdata..j...........................@..@.data...X ...`.......P..............@....gfids..L............n..............@..@.rsrc...T............p..............@..@
.reloc...:.......<...t..............@..B............................................................................................................................................................................................................................
....................

C:\Users\user\AppData\Local\Temp\_MEI61562\Include\pyconfig.h
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: C source, ASCII text, with CRLF line terminators

Category: dropped
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Size (bytes): 21096

Entropy (8bit): 5.30196060437062

Encrypted: false

SSDEEP: 384:rG3tApdkHRMYURIn1/8BsRV4ig8as8Ji2MgsdgTaXgDV:rG3tApWySE+aPfZXvV

MD5: 31FEF4BD7506D25D27BF596F949A2066

SHA1: 41F1D3A07B331220DAEA0B106D29D2A2DB74B45E

SHA-256: 12347EF4F8CA786D33CAC569DDF61ACBDC506F986D1AA34F3BAAD8C062543DD3

SHA-512: 062A1EF84DB04D91810CF81604A23E5226326E0BAD0B66077A22D05AC3EF6A06B36EFEBC0552FE2C0FAA17221275E95E77D11B952A29B6D3C3DB144622336B77

Malicious: false

Reputation: unknown

Preview:
#ifndef Py_CONFIG_H..#define Py_CONFIG_H..../* pyconfig.h.  NOT Generated automatically by configure.....This is a manually maintained version used for the Watc
om,..Borland and Microsoft Visual C++ compilers.  It is a..standard part of the Python distribution.....WINDOWS DEFINES:..The code specific to Windows should be 
wrapped around one of..the following #defines....MS_WIN64 - Code specific to the MS Win64 API..MS_WIN32 - Code specific to the MS Win32 (and Win64) API (obsolete, 
this covers all supported APIs)..MS_WINDOWS - Code specific to Windows, but all versions...Py_ENABLE_SHARED - Code if the Python core is built as a DLL.....Also 
note that neither "_M_IX86" or "_MSC_VER" should be used for..any purpose other than "Windows Intel x86 specific" and "Microsoft..compiler specific".  Therefore, these 
should be very rare.......NOTE: The following symbols are deprecated:..NT, USE_DL_EXPORT, USE_DL_IMPORT, DL_EXPORT, DL_IMPORT..MS_CORE_DLL.....WIN3
2 is still required for the locale modul

C:\Users\user\AppData\Local\Temp\_MEI61562\Include\pyconfig.h

C:\Users\user\AppData\Local\Temp\_MEI61562\VCRUNTIME140.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 76168

Entropy (8bit): 6.781149490150774

Encrypted: false

SSDEEP: 1536:zgTqURG2vo0RwvI7sjBH+cOKXc36r23oEecbi0mju:zdURhvZ6vIQVrPypecbi0m

MD5: 87DD91C56BE82866BF96EF1666F30A99

SHA1: 3B78CB150110166DED8EA51FBDE8EA506F72AEAF

SHA-256: 49B0FD1751342C253CAC588DDA82EC08E4EF43CEBC5A9D80DEB7928109B90C4F

SHA-512: 58C3EC6761624D14C7C897D8D0842DBEAB200D445B4339905DAC8A3635D174CDFB7B237D338D2829BC6C602C47503120AF5BE0C7DE6ABF2E71C81726285E44D6

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......ix..-...-...-....|./...$a..&...-.......h..>...h..8...h..1...h..,...hl.,...h..,...Rich-
...................PE..L....._.........."!.........................................................@......{.....@A......................................... ...................#...0..x....#..8............................#..@.......................
.....................text............................... ..`.data...............................@....idata..............................@..@.rsrc........ ......................@..@.reloc..x....0......................@..B....................
..............................................................................................................................................................................................................................................................................
......................

C:\Users\user\AppData\Local\Temp\_MEI61562\_asyncio.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 57520

Entropy (8bit): 6.4179566473980465

Encrypted: false

SSDEEP: 1536:0iULU9Lbx5udbmDoOTXPnbhyBDmuo2iwBIuYncjNayr:0i4MLLbhamuo2iwBIuYncj3

MD5: 54414D216C4DEA54799DC0F5CE657FBE

SHA1: 0043CFCAE73985C7739ABDF6DBB0E4291EFDB5D2

SHA-256: CEF9A3D83E7CC45D99D666A6F8E7E58CC68ACB14E8858FE5BC6ED54A0F7C3898

SHA-512: F3CB7C8D38E59EB8F9A1CF693AD032FD560B4CCCB604B11C1BAE837FE045591C969A7E1EDF35F1BA9546EEF0E3C5D0D70188393B3C656B91ED95736AFC8A53
58

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........K...%..%..%....%...$..%... ..%...!..%...&..%.<.$..%.$..%..$...%.<.-
..%.<.%..%.<....%.<.'..%.Rich..%.........PE..L...../`...........!.....^...f.......].......p.......................................R....@.............................P...0...d...............................H...8...T....................
...........@............p...............................text....\.......^.................. ..`.rdata...8...p...:...b..............@..@.data...............................@....rsrc...............................@..@.reloc..H......
.....................@..B...........................................................................................................................................................................................................................................
.............................................................

C:\Users\user\AppData\Local\Temp\_MEI61562\_bz2.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 79536

Entropy (8bit): 6.643809455301382

Encrypted: false
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SSDEEP: 1536:02MfT59id2pNXdCQXa64t3oS8bOWUwXpIuMVwqJyb:0T/5pNXdFa6llbOWUwXpIuMVwq0

MD5: 445CE6BCEFB6EDDF0D953DBA17E0B320

SHA1: 3D5FB5EEC6ECA27D37CAAE31F173DFD53909C74C

SHA-256: CF721704D96F071DE10A1E174A07BB1211864EA588CE1C4D6023F11701AAAB13

SHA-512: 31B2247CB06C1905AE6857CC6FC23A9FC5E1C4FB7E76229D7444B417353A3EC76412DE73FF08750C09F5D1AD8644B8C07D79B3820E594AFE997DC733F610AA41

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........4..g..g..g..xg..gx..f..gX,,g..gx..f..gx..f..gx..f..g_..f..g...f..g..g...g_..f..g
_..f..g_..g..g_..f..gRich..g........................PE..L...../`...........!.........N......y........................................P......2^....@......................... ...H...h........0.......................@......x...T...............
................@............................................text...Y........................... ..`.rdata..n1.......2..................@..@.data...8.... ......................@....rsrc........0......................@..@.reloc....
...@......................@..B......................................................................................................................................................................................................................................
..........................................

C:\Users\user\AppData\Local\Temp\_MEI61562\_bz2.pyd

C:\Users\user\AppData\Local\Temp\_MEI61562\_ctypes.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 117424

Entropy (8bit): 6.568932798472365

Encrypted: false

SSDEEP: 1536:UhnXb10JQfHRFDrz2EH7EHURqBcNVValsffwv3TuLlbuRB/FfZWxOSQKkx1IuBPO:UhnLAI5xVVals3Py/FZWobKU1IuBPxEP

MD5: 286CE553108A74197DF006D71D31918F

SHA1: 01A9FDE2833F2FC684A442169480ECFC8F1559D0

SHA-256: 13A45B718DF8CB4C0218F720C396973F8A501678C6CB6EF9380730C97553EE8C

SHA-512: 3CA8AB25B4B069C702E02226623C0CEA55CDB7EC3FEEA50C81A0A2350BDCB9B5BB2C2D7768C810743024EA99568F20DF51ACC4AF28DAACDE0AF18F0F5D6B7
A1F

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......S<...]...]...]...%o..]..,...]..,...]..,...]..,...]../...]...6...]...6...]..4...]...]...]../.
..]../...]../...]../...]..Rich.]..................PE..L...../`...........!.........................0......................................6.....@..........................f......Dg..................................l....b..T...........................
hb..@............0...............................text............................... ..`.rdata..~N...0...P..................@..@.data.... ...........f..............@....rsrc...............................@..@.reloc..l.............
..............@..B..................................................................................................................................................................................................................................................
..............................

C:\Users\user\AppData\Local\Temp\_MEI61562\_decimal.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 228528

Entropy (8bit): 6.825703510403188

Encrypted: false

SSDEEP: 6144:vISxoQN8s3Hs6B+ruCQxuqaxV3XMW5gVrserORH0i:vISxoS8s3HSruCQ6userOhv

MD5: DD8724365CDF7372892B0220BC8007C0

SHA1: 0C43CFABCD2FD710432C7E76CF58CFEDE05F9069

SHA-256: FF753B671FE3A1D09B4676A0E08F85A4B19D0F5DD06B50DCA31339911730F343

SHA-512: 42AF80495E1FA96A438ECE00D896D02BF3249BC4832CB182511384DB438A41F07A54A6F3F03FD992F32901A4D684E66EF337BA379CB0C9245A621CD04DB26B0D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......'.}c...c...c...j.@.m....../a....../o....../i....../g....../`...w../a...c........../l....../b
.....,.b....../b...Richc...................PE..L...../`...........!................w.....................................................@......................... ...P...p........P...............`.......`..D!......T........................
.......@............................................text...Q........................... ..`.rdata..............................@..@.data........0....... ..............@....rsrc........P.......2..............@..@.reloc..D!...`...".
..>..............@..B...............................................................................................................................................................................................................................................
.................................................

C:\Users\user\AppData\Local\Temp\_MEI61562\_hashlib.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 39088

Entropy (8bit): 6.576705962671287

Encrypted: false

SSDEEP: 768:cAtCkdtp99Be3oOQi2ApPXl/mr/2IBIuYIBpLDG4y2jha:cAckdtp9/2oOQi3pfVm/2IBIuYIZyt

MD5: 76A7E9C182FB34121881B868829786E5

SHA1: 40392A3BAD97AA8C7C7C7ADD34A59F170E917747

SHA-256: D6F37E0BC993D76BFD3D8F28963E0936D893C3EA1B6A4B2ABCB06A053FF0BB94
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SHA-512: 4CE0AD1149F6A2619DFA17DDFC46AE3ECBE18A2A111A3457DF99B84B6F8768FCDB6470C3B0F93C08D43B06218C56EC19C7D21A6D4AEEB86F98A51DBCBCBBE
C7D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......-.DUi.*.i.*.i.*.`...k.*..+.k.*../.b.*....c.*..).h.*...+.k.*.}.+.k.*..+.j.*.i.+...*
...".h.*...*.h.*.....h.*...(.h.*.Richi.*.........PE..L...../`...........!.....>...>......H=.......P............................................@.........................`e..P....e..x....................|..........p....`..T..................
.........8a..@............P...............................text....<.......>.................. ..`.rdata... ...P..."...B..............@..@.data...P............d..............@....rsrc................h..............@..@.reloc..p....
........t..............@..B.........................................................................................................................................................................................................................................
.......................................................

C:\Users\user\AppData\Local\Temp\_MEI61562\_hashlib.pyd

C:\Users\user\AppData\Local\Temp\_MEI61562\_lzma.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 159408

Entropy (8bit): 6.960223316470766

Encrypted: false

SSDEEP: 3072:wV3Rr96Jf12nMU7gc22JNO2cUDQoxXChHALHuki4zHfBg9mNoaCmERoTpIuD1qyO:+hkFPMrxyhHALHEOpgYObdRoT0R

MD5: 45D91843D03A51354A43D8DCECDF22E1

SHA1: C982DCDCEE7B2D64AEAA478D8FFE0087B64E391D

SHA-256: DB9ABC004E8DA4511025E47A255727CB45111195C6AEB6D50B61A037D7408D0A

SHA-512: 34A13E0445499F7B655C40D9431710FDCCF1BFDA1C7477F23481E7C42526284736714ED38949F91098131F80B635631E3A0BA73DD3734D4E0759EE7F32968364

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......YEy..$.Q.$.Q.$.Q.\.Q.$.Q.U.P.$.Q.U.P.$.Q.U.P.$.Q.U.P.$.Q.V.P.$
.Q.O.P.$.Q.$.Q@$.Q.V.P'$.Q.V.P.$.Q.V.Q.$.Q.V.P.$.QRich.$.Q................PE..L..../`...........!................h........................................p......?.....@..........................4..L....4..x....
P...............R.......`.. ...(0..T............................0..@............................................text............................... ..`.rdata.............................@..@.data...`....@.......4..............@....rsrc.....
...P.......8..............@..@.reloc.. ....`.......D..............@..B....................................................................................................................................................................................
............................................................................................................

C:\Users\user\AppData\Local\Temp\_MEI61562\_multiprocessing.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 26800

Entropy (8bit): 6.4189500308991985

Encrypted: false

SSDEEP: 384:p6hMLUifrlrCojAelk6WPw6DsuOZRIuABLipJXj0DG4y8V5OB8hU:7lr9WY298RIuAtin0DG4ymFhU

MD5: DBEC7953A3000BB513B26A26F6C1128D

SHA1: B4CBF27FAB8DF534BE31D021E4C49C42161D4CBF

SHA-256: 307046C4F970F910968EDDC6CB9B65767FA3A70C05AA966DD6434021FEEEBDDC

SHA-512: 2C4D84F5D27E2EB84C1867223C147AB7B5F3C0B72671A5FBCC5936B3449D683AEBD7D3D2F07B4F4203E5D6523F0BD3F8314773567D5FB6FD7262A3CEBC84D20
F

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........\.t.=.'.=.'.=.'.Eu'.=.'.L.&.=.'.L.&.=.'.L.&.=.'.L.&.=.'6O.&.=.'.V.&.=.'
.=.'.=.'6O.&.=.'6O.&.=.'6O.'.=.'6O.&.=.'Rich.=.'........................PE..L...../`...........!................}........0......................................>.....@.........................p:..`....:..x....`..(............L....
...p.......5..T............................6..@............0..\............................text............................... ..`.rdata..`....0......."..............@..@.data...0....P.......6..............@....rsrc...(....`.......:........
......@..@.reloc.......p.......F..............@..B........................................................................................................................................................................................................
................................................................................

C:\Users\user\AppData\Local\Temp\_MEI61562\_overlapped.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 40112

Entropy (8bit): 6.515613246434881

Encrypted: false

SSDEEP: 768:iW1TpulXdyBdthIw5o8IYkITWb7PkNIuttgHDG4y5Eh8i:EXdyBdRTTWb7PkNIuttghydi

MD5: 4E5C64134B6C40E187B7F8627A6D8A2D

SHA1: F5C6AFFAB5A1D14D8B586A1893E136D87DDAAD75

SHA-256: 5EEF3EB8F87D332128569E4810F9283FF57417F1BB67D59D1AB2F471505DC1B1

SHA-512: 7D6783D20AEC060BB1D5C72FADC8D52EF6812EE0776851C96FA2AD21B66C9FA853F5F43B8B775C8A741BD2B35938E2FCCAC16A829E37F7C425978C59BA62B60
B

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......C.SP..=...=...=.......=...<...=...8...=...9...=...>...=...<...=...;...=...<...=...
<.v.=...5...=...=...=.......=...?...=.Rich..=.................PE..L...../`...........!.....>...B.......<.......P......................................|.....@.........................0i..X....i.......................................d..T.....
.......................d..@............P...............................text...2<.......>.................. ..`.rdata...$...P...&...B..............@..@.data...,............h..............@....rsrc................l..............@..@
.reloc...............x..............@..B............................................................................................................................................................................................................................
............................................................

C:\Users\user\AppData\Local\Temp\_MEI61562\_overlapped.pyd

C:\Users\user\AppData\Local\Temp\_MEI61562\_queue.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 26288

Entropy (8bit): 6.44734679501627

Encrypted: false

SSDEEP: 768:XH9qUbFuF16rtrazup1IumUYllDG4yzFhj:3AUbFYktrazup1IumUYlvyH

MD5: 963DD36AEC3EDB74C533B91C5A37498E

SHA1: 5B553F18630F25C52A41BED0AC9C6262CCA662DA

SHA-256: D0E208BF308030C4BF879BA2A17FBEED48E10DD76C0DBDC9EB3D5F7A990302F6

SHA-512: 513438B82C62BF26079BFD42CF6C562F7DF02A3190B246D9FB32B4342766C27EB77DEF8DE8D748B71C483CEC2B88DD9EDAE367ABFE8C157D135A259A8D859D4
8

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........H..|&.|&.|&....|&...'.|&...#.|&...".|&...%.|&.<.'.|&..'.|&.|'..|&.<...|&.<.&.|&.
<...|&.<.$.|&.Rich.|&.................PE..L...../`...........!.........,...............0.......................................:....@..........................<..L...,=..d....`...............J.......p..\...X8..T............................8
..@............0...............................text............................... ..`.rdata..b....0......."..............@..@.data...t....P.......8..............@....rsrc........`.......:..............@..@.reloc..\....p.......F..
............@..B....................................................................................................................................................................................................................................................
............................................

C:\Users\user\AppData\Local\Temp\_MEI61562\_socket.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 69808

Entropy (8bit): 6.611317372453449

Encrypted: false

SSDEEP: 1536:+NU6t0wKLlEIOiKISMD9f8+LeJzJbHjW/Z1IuBwC8lYHy/:+NPt0wKLlfkMD9f8ueJdbHi/Z1IuBwpL

MD5: FB09559F0C1C4DC91DFBE361828B0E39

SHA1: E38A5B68F38E6FFF3C276CEA2B40620B33295879

SHA-256: 5EC25AD36306076275E094FCE70E150C632B193C916847535DF3904545F879F0

SHA-512: 6D9BAE50E82F0B57240EFA2E637DE01C16CF1AEAAF95DD9F4B3DDF391CE163D140C06549243EF8D370D76A866190A49A1C1D8E8C0177CE8A709C574A1220E86
C

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........3...]...]...]......].D.\...].D.X...].D.Y...].D.^...].c.\...]...\...]...\.J.].c.U
...].c.]...].c.....].c._...].Rich..].................PE..L...../`...........!.....r..........Kq....................................... ............@......................... ...P...p...................................L.......T........................
.......@............................................text....p.......r.................. ..`.rdata...].......^...v..............@..@.data...@...........................@....rsrc...............................@..@.reloc..L..........
.................@..B...............................................................................................................................................................................................................................................
.................................................

C:\Users\user\AppData\Local\Temp\_MEI61562\_ssl.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 143024

Entropy (8bit): 6.46611957726107

Encrypted: false

SSDEEP: 3072:Z8wJl2IslifCkaWuNPTTT/TpvdSRyOvm5GgDdhpIuM7GHux3P:Zpl2IsMDuTT/T/SRMGgDrqx

MD5: 50F9B63B7632255FE69ABE0C2B4FAE04

SHA1: 623BB9731CC5AA99EEB7C28DDF949495B0501717

SHA-256: 0A7786AD8A9D4A24BD84B520BB7A8862DF949ABFCF10027172AAF0E3A18EDE7A

SHA-512: B35536AD316D7FABF7617451F9A4AC2088A473A97E8E023BB7AB55C50707ED9E7B3CAC2C72CE98A5F6D2CC56DF2A5D5A6B149110994006F76937BC22644D9273

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$............n..n..n......n.V.o..n.V.k..n.V.j..n.V.m..n.q.o..n.M.o..n...o..n..o.
..n.q.f..n.q.n..n.q..n.q.l..n.Rich.n.........................PE..L...../`...........!.........N......h........................................P......V`....@.............................d...D................................ ...#..H...T......
.........................@............................................text...,........................... ..`.rdata..............................@..@.data....I.......H..................@....rsrc...............................@..@.reloc...#.
.. ...$..................@..B.......................................................................................................................................................................................................................................
.........................................
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C:\Users\user\AppData\Local\Temp\_MEI61562\_ssl.pyd

C:\Users\user\AppData\Local\Temp\_MEI61562\_win32sysloader.pyd
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 11776

Entropy (8bit): 5.256625843110757

Encrypted: false

SSDEEP: 192:U48hFSvy3GI5DBb7qqAcUkOJk4fgF6O/G9RdfzaYy/o:sq8zb7DAcUkOJF3O/8I/

MD5: D9026D178C4220AA2C40CA592E31F5C6

SHA1: 1EDD3463DA5AB5B442FCFBFB4E9A70940B7A5A76

SHA-256: D5E2378B9028810872ADE3AD7591B716466EAE621CA5B6FFFB4822949A9ABF9A

SHA-512: 00251232772E5BAAF314DE7E8263229094D4057763620A3C929623E3C93CD30C8FA5243015434318CA9A4DFA8F2E82F9519AB6CF55F232D97296F0B5F93D376B

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$......._aS...=...=...=..x....=. ^<...=.hb<...=. ^>...=. ^8...=. ^9...=..f<...=...
<.8.=.^8...=.^=...=.^?...=.Rich..=.........................PE..L....^._...........!.........................0....;.......................................@.........................@5..`....5..d....`..l....................p......`1..T......
......................1..@............0...............................text............................... ..`.rdata.......0......................@..@.data........@......."..............@....gfids.......P.......$..............@..@.
rsrc...l....`.......&..............@..@.reloc.......p.......*..............@..B...........................................................................................................................................................................
.............................................................................

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-console-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.080160932980843

Encrypted: false

SSDEEP: 192:3jBMWIghWGZiKedXe123Ouo+Uggs/nGfe4pBjS/uBmWh0txKdmVWQ4GWDZoiyqnP:GWPhWVXYi00GftpBjSemTltcwpS

MD5: 502263C56F931DF8440D7FD2FA7B7C00

SHA1: 523A3D7C3F4491E67FC710575D8E23314DB2C1A2

SHA-256: 94A5DF1227818EDBFD0D5091C6A48F86B4117C38550343F780C604EEE1CD6231

SHA-512: 633EFAB26CDED9C3A5E144B81CBBD3B6ADF265134C37D88CFD5F49BB18C345B2FC3A08BA4BBC917B6F64013E275239026829BA08962E94115E94204A47B8022
1

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....."............!..
....................... ...............................0.......J....@.............................+............ ..................8=..............T............................................................................text...+........................... .
.`.rsrc........ ......................@..@......".........;...T...T.........".........d.................".....................RSDSMB...5.G.8.'.d.....api-ms-win-core-console-l1-1-0.pdb..........T....rdata..T....
....rdata$zzzdbg.......+....edata... ..`....rsrc$01....` .......rsrc$02......................".....................(...`...............,...W...................G...o...............................D...s...............5...b..........
.....................................api-ms-win-core-console-l1-1-0.dll.AllocConsole.kern

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-datetime-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.093995452106596

Encrypted: false

SSDEEP: 192:RWIghWG4U9xluZo123Ouo+Uggs/nGfe4pBjSbMDPxVWh0txKdmVWQ4CWrDry6qnZ:RWPhWFv0i00GftpBjBHem6plUG+zIw

MD5: CB978304B79EF53962408C611DFB20F5

SHA1: ECA42F7754FB0017E86D50D507674981F80BC0B9

SHA-256: 90FAE0E7C3644A6754833C42B0AC39B6F23859F9A7CF4B6C8624820F59B9DAD3

SHA-512: 369798CD3F37FBAE311B6299DA67D19707D8F770CF46A8D12D5A6C1F25F85FC959AC5B5926BC68112FA9EB62B402E8B495B9E44F44F8949D7D648EA7C572CF8C

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...A..............!..
....................... ...............................0.......#....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@....A...........<...T...T.......A...........d...............A.......................RSDS...W,X.l..o....4....api-ms-win-core-datetime-l1-1-0.pdb.........T....rdata..T...
.....rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02....................A.......P...............(...8...H...................t.......................api-ms-win-core-datetime-l1-1-0.dll.GetDat
eFormatA.kernel32.GetDateFormatA.GetDateFormatW.kernel32.GetDateFormatW.GetTimeFormatA.kernel32.GetTimeFormatA
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C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-debug-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.1028816880814265

Encrypted: false

SSDEEP: 384:cWPhWM4Ri00GftpBj2YILemtclD16PaEC:l10oiBQe/L

MD5: 88FF191FD8648099592ED28EE6C442A5

SHA1: 6A4F818B53606A5602C609EC343974C2103BC9CC

SHA-256: C310CC91464C9431AB0902A561AF947FA5C973925FF70482D3DE017ED3F73B7D

SHA-512: 942AE86550D4A4886DAC909898621DAB18512C20F3D694A8AD444220AEAD76FA88C481DF39F93C7074DBBC31C3B4DAF97099CFED86C2A0AAA4B63190A4B307F
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
....................... ...............................0......GF....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@................9...T...T...................d.......................................RSDS.j..v..C...B..h....api-ms-win-core-debug-l1-1-0.pdb............T....rdata..T....
....rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02............................P...............(...8...H...|...............q.......................api-ms-win-core-debug-l1-1-0.dll.DebugBreak
.kernel32.DebugBreak.IsDebuggerPresent.kernel32.IsDebuggerPresent.OutputDebugStringA.kernel32.OutputDebugStri

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-errorhandling-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.126358371711227

Encrypted: false

SSDEEP: 192:NFmxD3PWIghWGJY/luZo123Ouo+Uggs/nGfe4pBjSffcp8Wh0txKdmVWQ4yWRzOr:NFkWPhW60i00GftpBj4emHlD16Pa7v

MD5: 6D778E83F74A4C7FE4C077DC279F6867

SHA1: F5D9CF848F79A57F690DA9841C209B4837C2E6C3

SHA-256: A97DCCA76CDB12E985DFF71040815F28508C655AB2B073512E386DD63F4DA325

SHA-512: 02EF01583A265532D3970B7D520728AA9B68F2B7C309EE66BD2B38BAF473EF662C9D7A223ACF2DA722587429DA6E4FBC0496253BA5C41E214BEA240CE824E8A
2

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...\x.............!..
....................... ...............................0............@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@....\x..........A...T...T.......\x..........d...............\x......................RSDS.1....U45.z.d.....api-ms-win-core-errorhandling-l1-1-0.pdb............T....rdata
..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02............\x......n...............(...D...`...................4...f.......................'...J.....................api-ms-win-core-errorhan
dling-l1-1-0.dll.GetErrorMode.kernel32.GetErrorMode.GetLastError.kernel32.GetLastError.RaiseExcept

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-file-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 21816

Entropy (8bit): 7.014255619395433

Encrypted: false

SSDEEP: 384:d6PvVXHWPhWnsnhi00GftpBjaJemyDlD16PamW8:UPvVX85nhoisJeLt8

MD5: 94AE25C7A5497CA0BE6882A00644CA64

SHA1: F7AC28BBC47E46485025A51EEB6C304B70CEE215

SHA-256: 7EA06B7050F9EA2BCC12AF34374BDF1173646D4E5EBF66AD690B37F4DF5F3D4E

SHA-512: 83E570B79111706742D0684FC16207AE87A78FA7FFEF58B40AA50A6B9A2C2F77FE023AF732EF577FB7CD2666E33FFAF0E427F41CA04075D83E0F6A52A177C2B0

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.................!...
......................0...............................@......./....@..........................................0..................8=..............T............................................................................text............................... ..
`.rsrc........0......................@..@...............8...T...T..................d......................................RSDS.0...B..8....G....api-ms-win-core-file-l1-1-0.pdb.........T....rdata..T........rdata
$zzzdbg............edata...0..`....rsrc$01....`0.......rsrc$02.......................K...K.......D...p...6...`.......................?...l...............A...................6..._...................;...e............... ...I...n....
...........-...d...................*...g...............*...U...................M...

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-file-l1-2-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232
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Entropy (8bit): 7.112057846012794

Encrypted: false

SSDEEP: 192:IWIghWGJnWdsNtL/123Ouo+Uggs/nGfe4pBjSfcD63QXWh0txKdmVWQ4yW1rwqnh:IWPhWlsnhi00GftpBjnem9lD16PamFP

MD5: E2F648AE40D234A3892E1455B4DBBE05

SHA1: D9D750E828B629CFB7B402A3442947545D8D781B

SHA-256: C8C499B012D0D63B7AFC8B4CA42D6D996B2FCF2E8B5F94CACFBEC9E6F33E8A03

SHA-512: 18D4E7A804813D9376427E12DAA444167129277E5FF30502A0FA29A96884BF902B43A5F0E6841EA1582981971843A4F7F928F8AECAC693904AB20CA40EE4E954

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...._.L....
.......!......................... ...............................0............@.............................L............ ..................8=..............T............................................................................text...<...................
........ ..`.rsrc........ ......................@..@....._.L........8...T...T........_.L........d................_.L....................RSDS........g"Y........api-ms-win-core-file-l1-2-0.pdb.........T....rdata..T........
rdata$zzzdbg.......L....edata... ..`....rsrc$01....` .......rsrc$02........._.L....@...................(...8...l...............`.......................api-ms-win-core-file-l1-2-0.dll.CreateFile2.kerne
l32.CreateFile2.GetTempPathW.kernel32.GetTempPathW.GetVolumeNameForVolumeMountPointW.kernel32.GetVolumeNameForVolumeMou

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-file-l1-2-0.dll

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-file-l2-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.166618249693435

Encrypted: false

SSDEEP: 192:BZwWIghWG4U9ydsNtL/123Ouo+Uggs/nGfe4pBjSbUGHvNWh0txKdmVWQ4CWVU9h:UWPhWFBsnhi00GftpBjKvxemPlP55QQ7

MD5: E479444BDD4AE4577FD32314A68F5D28

SHA1: 77EDF9509A252E886D4DA388BF9C9294D95498EB

SHA-256: C85DC081B1964B77D289AAC43CC64746E7B141D036F248A731601EB98F827719

SHA-512: 2AFAB302FE0F7476A4254714575D77B584CD2DC5330B9B25B852CD71267CDA365D280F9AA8D544D4687DC388A2614A51C0418864C41AD389E1E847D81C3AB744

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...4..|...........!..
....................... ...............................0......t.....@.......................................... ..................8=..............T............................................................................text...}........................... .
.`.rsrc........ ......................@..@....4..|........8...T...T.......4..|........d...............4..|....................RSDS.=.Co.P..Gd./%P....api-ms-win-core-file-l2-1-0.pdb.........T....rdata..T........
rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02........4..|........................D...p...............#...P...................;...g...................<...m...............%...Z.........................api-ms-
win-core-file-l2-1-0.dll.CopyFile2.kernel32.CopyFile2.CopyFileExW.kernel32.CopyFileExW.Crea

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-handle-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.1117101479630005

Encrypted: false

SSDEEP: 384:AWPhWXDz6i00GftpBj5FrFaemx+lDbNh/6:hroidkeppp

MD5: 6DB54065B33861967B491DD1C8FD8595

SHA1: ED0938BBC0E2A863859AAD64606B8FC4C69B810A

SHA-256: 945CC64EE04B1964C1F9FCDC3124DD83973D332F5CFB696CDF128CA5C4CBD0E5

SHA-512: AA6F0BCB760D449A3A82AED67CA0F7FB747CBB82E627210F377AF74E0B43A45BA660E9E3FE1AD4CBD2B46B1127108EC4A96C5CF9DE1BDEC36E993D0657A61
5B6

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....G.....
......!......................... ...............................0......V.....@............................._............ ..................8=..............T............................................................................text..._....................
....... ..`.rsrc........ ......................@..@......G........:...T...T.........G........d.................G....................RSDSQ..{...IS].0.> ....api-ms-win-core-handle-l1-1-0.pdb...........T....rdata.
.T........rdata$zzzdbg......._....edata... ..`....rsrc$01....` .......rsrc$02......................G....Z...............(...<...P...................A...|...............,.............api-ms-win-core-handle-l1-1-
0.dll.CloseHandle.kernel32.CloseHandle.CompareObjectHandles.kernel32.CompareObjectHandles.DuplicateHandle.kernel32

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-heap-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.174986589968396

Encrypted: false

SSDEEP: 192:GElqWIghWGZi5edXe123Ouo+Uggs/nGfe4pBjS/PHyRWh0txKdmVWQ4GWC2w4Dj3:GElqWPhWCXYi00GftpBjP9emYXlDbNs

MD5: 2EA3901D7B50BF6071EC8732371B821C

SHA1: E7BE926F0F7D842271F7EDC7A4989544F4477DA7
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SHA-256: 44F6DF4280C8ECC9C6E609B1A4BFEE041332D337D84679CFE0D6678CE8F2998A

SHA-512: 6BFFAC8E157A913C5660CD2FABD503C09B47D25F9C220DCE8615255C9524E4896EDF76FE2C2CC8BDEF58D9E736F5514A53C8E33D8325476C5F605C2421F15C7
D

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....:............!..
....................... ...............................0............@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@......:.........8...T...T.........:.........d.................:.....................RSDS.K....OB;....X......api-ms-win-core-heap-l1-1-0.pdb.........T....rdata..T.......
.rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02..........:.........................X...............2...Q...q.......................C...h...........................(...E...f.......................0..._...z.....
..........................................api-ms-win-core-heap-l1-1-0.dll.GetProcessHeap.k

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-heap-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-interlocked-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17856

Entropy (8bit): 7.076803035880586

Encrypted: false

SSDEEP: 192:DtiYsFWWIghWGQtu7B123Ouo+Uggs/nGfe4pBjSPiZadcbWh0txKdmVWQ4mWf2FN:5iYsFWWPhWUTi00GftpBjremUBNlgC

MD5: D97A1CB141C6806F0101A5ED2673A63D

SHA1: D31A84C1499A9128A8F0EFEA4230FCFA6C9579BE

SHA-256: DECCD75FC3FC2BB31338B6FE26DEFFBD7914C6CD6A907E76FD4931B7D141718C

SHA-512: 0E3202041DEF9D2278416B7826C61621DCED6DEE8269507CE5783C193771F6B26D47FEB0700BBE937D8AFF9F7489890B5263D63203B5BA99E0B4099A5699C620

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....$.............!..
....................... ...............................0...........@.......................................... ...................9..............T............................................................................text............................... ..
`.rsrc........ ......................@..@.....$..........?...T...T........$..........d................$......................RSDS#.......,.S.6.~j....api-ms-win-core-interlocked-l1-1-0.pdb..........T....rdata..T
........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.................$......................(...T...............L...............!...U...................1.......p...............@...s..........................
.......api-ms-win-core-interlocked-l1-1-0.dll.InitializeSListHead.kernel32.InitializeSLis

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-libraryloader-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.131154779640255

Encrypted: false

SSDEEP: 384:yHvuBL3BmWPhWZTi00GftpBjNKnemenyAlvN9W/L:yWBL3BXYoinKne1yd

MD5: D0873E21721D04E20B6FFB038ACCF2F1

SHA1: 9E39E505D80D67B347B19A349A1532746C1F7F88

SHA-256: BB25CCF8694D1FCFCE85A7159DCF6985FDB54728D29B021CB3D14242F65909CE

SHA-512: 4B7F2AD9EAD6489E1EA0704CF5F1B1579BAF1061B193D54CC6201FFDDA890A8C8FACB23091DFD851DD70D7922E0C7E95416F623C48EC25137DDD66E32DF9A63
7

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....u*l...........!..
....................... ...............................0......9.....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.....u*l........A...T...T........u*l........d................u*l....................RSDSU..e.j.(.wD.......api-ms-win-core-libraryloader-l1-1-0.pdb............T....rdata
..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.............u*l....................(...p...........R...}...............*...Y...................8..._.......................B...k...................F...
u...............)...P...w...................................................api-ms-win-c

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-localization-l1-2-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20792

Entropy (8bit): 7.089032314841867

Encrypted: false

SSDEEP: 384:KOMw3zdp3bwjGjue9/0jCRrndbVWPhWIDz6i00GftpBj6cemjlD16Pa+4r:KOMwBprwjGjue9/0jCRrndbCOoireqv

MD5: EFF11130BFE0D9C90C0026BF2FB219AE

SHA1: CF4C89A6E46090D3D8FEEB9EB697AEA8A26E4088

SHA-256: 03AD57C24FF2CF895B5F533F0ECBD10266FD8634C6B9053CC9CB33B814AD5D97

SHA-512: 8133FB9F6B92F498413DB3140A80D6624A705F80D9C7AE627DFD48ADEB8C5305A61351BF27BBF02B4D3961F9943E26C55C2A66976251BB61EF1537BC8C212ADD

Malicious: false

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...S.v.....
.......!......................... ...............................0............@.......................................... ..................8=..............T............................................................................text.......................
........ ..`.rsrc........ ......................@..@....S.v.........@...T...T.......S.v.........d...............S.v.....................RSDS..pS...Z4Yr.E@......api-ms-win-core-localization-l1-2-0.pdb.........T.
...rdata..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02................S.v.....v.......;...;...(.......................<...f.......................5...]...................!...I...q...................
N.............../...j.............../...^.................../...\...................8...`...........

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-localization-l1-2-0.dll

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-memory-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.101895292899441

Encrypted: false

SSDEEP: 384:+bZWPhWUsnhi00GftpBjwBemQlD16Par7:b4nhoi6BedH

MD5: D500D9E24F33933956DF0E26F087FD91

SHA1: 6C537678AB6CFD6F3EA0DC0F5ABEFD1C4924F0C0

SHA-256: BB33A9E906A5863043753C44F6F8165AFE4D5EDB7E55EFA4C7E6E1ED90778ECA

SHA-512: C89023EB98BF29ADEEBFBCB570427B6DF301DE3D27FF7F4F0A098949F987F7C192E23695888A73F1A2019F1AF06F2135F919F6C606A07C8FA9F07C00C64A34B5

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....%(....
.......!......................... ...............................0............@.............................l............ ..................8=..............T............................................................................text...l...................
........ ..`.rsrc........ ......................@..@......%(........:...T...T.........%(........d.................%(....................RSDS.~....%.T.....CO....api-ms-win-core-memory-l1-1-0.pdb...........T....r
data..T........rdata$zzzdbg.......l....edata... ..`....rsrc$01....` .......rsrc$02......................%(....................(...h...........)...P...w...................C...g...................%...P...........B...g.....
..............4...[...|...................=...................................api-ms-win-core-memory-l1-1-0.dl

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-namedpipe-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.16337963516533

Encrypted: false

SSDEEP: 192:pgWIghWGZiBeS123Ouo+Uggs/nGfe4pBjS/fE/hWh0txKdmVWQ4GWoxYyqnaj/6B:iWPhWUEi00GftpBj1temnltcwWB

MD5: 6F6796D1278670CCE6E2D85199623E27

SHA1: 8AA2155C3D3D5AA23F56CD0BC507255FC953CCC3

SHA-256: C4F60F911068AB6D7F578D449BA7B5B9969F08FC683FD0CE8E2705BBF061F507

SHA-512: 6E7B134CA930BB33D2822677F31ECA1CB6C1DFF55211296324D2EA9EBDC7C01338F07D22A10C5C5E1179F14B1B5A4E3B0BAFB1C8D39FCF1107C57F9EAF063A7
B

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L... ..............!..
....................... ...............................0.......-....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.... ...........=...T...T....... ...........d............... .......................RSDS...IK..XM.&......api-ms-win-core-namedpipe-l1-1-0.pdb............T....rdata..T..
......rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02................ .......................(...P...x...............:...w...............O...y...............&...W...............=...j.......................api-ms-
win-core-namedpipe-l1-1-0.dll.ConnectNamedPipe.kernel32.ConnectNamedPipe.CreateNamedP

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-processenvironment-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19248

Entropy (8bit): 7.073730829887072

Encrypted: false

SSDEEP: 192:wXjWIghWGd4dsNtL/123Ouo+Uggs/nGfe4pBjSXcYddWh0txKdmVWQ4SW04engo5:MjWPhWHsnhi00GftpBjW7emOj5l1z6hP

MD5: 5F73A814936C8E7E4A2DFD68876143C8

SHA1: D960016C4F553E461AFB5B06B039A15D2E76135E

SHA-256: 96898930FFB338DA45497BE019AE1ADCD63C5851141169D3023E53CE4C7A483E

SHA-512: 77987906A9D248448FA23DB2A634869B47AE3EC81EA383A74634A8C09244C674ECF9AADCDE298E5996CAFBB8522EDE78D08AAA270FD43C66BEDE24115CDBDF
ED

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...).r............!..
....................... ...............................0.......:....@.............................G............ ..................0=..............T............................................................................text...G........................... .
.`.rsrc........ ......................@..@....).r.........F...T...T.......).r.........d...............).r.....................RSDS.6..~x.......'......api-ms-win-core-processenvironment-l1-1-0.pdb...........T...
.rdata..T........rdata$zzzdbg.......G....edata... ..`....rsrc$01....` .......rsrc$02........).r.....................(...|.......B...............$...M...{...............P...................6...k.............../...(...e.............
..=...f...............8...q...............!...T............... ...........................
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 7.994931693267312

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: Cab_Invoice_pdf.exe

File size: 7399848

MD5: e5dc6a7459fd6ef46afee60318470b03

SHA1: c0a036def9b2d42804c164b156aaf007d9fffa02

SHA256: ea0fd73223e8313da714a6924c1dfae72f2c976935c2b32
3a6b192c063b0063a

SHA512: 3bb89920ab154111875279e57624436258a8ecc65b627f
cb06445d868a9239eea862b1bd7e7992be861af18c6292
62b323112aa056544f28885343b1c051803a

SSDEEP: 196608:ACUMtXu1qryKbnaqp0VG1p/kuszht6NZq:+Mte
1UyKbnaW0M1VMQ

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......9...}...}...
}.....@.q.....B.......C.e....5v.~...F...o...F...`...F...o....jz.t...}...
........m.....N.|.......|...Rich}..........

File Icon

Icon Hash: e0c88898988884bc

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-processenvironment-l1-1-0.dll

C:\Users\user\AppData\Local\Temp\_MEI61562\api-ms-win-core-processthreads-l1-1-0.dll
Process: C:\Users\user\AppData\Roaming\svchost.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19392

Entropy (8bit): 7.082421046253008

Encrypted: false

SSDEEP: 384:afk1JzNcKSIJWPhW2snhi00GftpBjZqcLvemr4PlgC:RcKST+nhoi/BbeGv

MD5: A2D7D7711F9C0E3E065B2929FF342666

SHA1: A17B1F36E73B82EF9BFB831058F187535A550EB8

SHA-256: 9DAB884071B1F7D7A167F9BEC94BA2BEE875E3365603FA29B31DE286C6A97A1D

SHA-512: D436B2192C4392A041E20506B2DFB593FE5797F1FDC2CDEB2D7958832C4C0A9E00D3AEA6AA1737D8A9773817FEADF47EE826A6B05FD75AB0BDAE984895C2C4
EF

Malicious: false

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
....................... ...............................0......l.....@.......................................... ...................9..............T............................................................................text............................... .
.`.rsrc........ ......................@..@................B...T...T...................d.......................................RSDS..t........=j.......api-ms-win-core-processthreads-l1-1-0.pdb...........T....rda
ta..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02............................1...1...(...........K...x...............,...`...................C...q...............'...N...y..............."...I...{.....
..........B...p...............,...c...............H...x...................9...S...p.......

General
Entrypoint: 0x407ad3

Entrypoint Section: .text

Static PE Info
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Network Port Distribution

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE

DLL Characteristics: TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x5FFEC18A [Wed Jan 13 09:46:50 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 1

File Version Major: 5

File Version Minor: 1

Subsystem Version Major: 5

Subsystem Version Minor: 1

Import Hash: 4f699d9195f8b90fd792f147d3831279

General

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x1e974 0x1ea00 False 0.575279017857 MPEG-4 LOAS 6.64612882784 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x20000 0xb446 0xb600 False 0.557842548077 data 6.07584328103 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.data 0x2c000 0xa678 0xa00 False 0.15 data 1.92492004093 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.gfids 0x37000 0xb8 0x200 False 0.298828125 data 1.80091798684 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.rsrc 0x38000 0x7cd8 0x7e00 False 0.537419394841 data 6.72459510449 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x40000 0x17c8 0x1800 False 0.809244791667 data 6.6658882991 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Dec 4, 2021 23:22:00.746205091 CET 192.168.2.3 8.8.8.8 0xca6b Standard query 
(0)

smtp.gmail.com A (IP address) IN (0x0001)

Dec 4, 2021 23:22:16.199250937 CET 192.168.2.3 8.8.8.8 0x953 Standard query 
(0)

smtp.gmail.com A (IP address) IN (0x0001)

Entrypoint Preview

Rich Headers

Data Directories

Sections

Resources

Imports

Version Infos

TCP Packets

UDP Packets

DNS Queries
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Dec 4, 2021 23:22:31.635875940 CET 192.168.2.3 8.8.8.8 0x84a2 Standard query 
(0)

smtp.gmail.com A (IP address) IN (0x0001)

Dec 4, 2021 23:22:47.018791914 CET 192.168.2.3 8.8.8.8 0x159d Standard query 
(0)

smtp.gmail.com A (IP address) IN (0x0001)

Dec 4, 2021 23:23:02.406687021 CET 192.168.2.3 8.8.8.8 0x1d6a Standard query 
(0)

smtp.gmail.com A (IP address) IN (0x0001)

Dec 4, 2021 23:23:17.804111004 CET 192.168.2.3 8.8.8.8 0xd29d Standard query 
(0)

smtp.gmail.com A (IP address) IN (0x0001)

Dec 4, 2021 23:23:33.163980007 CET 192.168.2.3 8.8.8.8 0x670 Standard query 
(0)

smtp.gmail.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 4, 2021 
23:22:00.787013054 
CET

8.8.8.8 192.168.2.3 0xca6b No error (0) smtp.gmail.com 142.250.145.108 A (IP address) IN (0x0001)

Dec 4, 2021 
23:22:16.239649057 
CET

8.8.8.8 192.168.2.3 0x953 No error (0) smtp.gmail.com 142.250.145.108 A (IP address) IN (0x0001)

Dec 4, 2021 
23:22:31.663851976 
CET

8.8.8.8 192.168.2.3 0x84a2 No error (0) smtp.gmail.com 142.250.145.109 A (IP address) IN (0x0001)

Dec 4, 2021 
23:22:47.049907923 
CET

8.8.8.8 192.168.2.3 0x159d No error (0) smtp.gmail.com 142.250.145.109 A (IP address) IN (0x0001)

Dec 4, 2021 
23:23:02.426625013 
CET

8.8.8.8 192.168.2.3 0x1d6a No error (0) smtp.gmail.com 142.250.145.109 A (IP address) IN (0x0001)

Dec 4, 2021 
23:23:17.824145079 
CET

8.8.8.8 192.168.2.3 0xd29d No error (0) smtp.gmail.com 142.250.145.108 A (IP address) IN (0x0001)

Dec 4, 2021 
23:23:33.183679104 
CET

8.8.8.8 192.168.2.3 0x670 No error (0) smtp.gmail.com 142.250.145.109 A (IP address) IN (0x0001)

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Dec 4, 2021 23:22:00.877780914 CET 587 49751 142.250.145.108 192.168.2.3 220 smtp.gmail.com ESMTP nb4sm4266060ejc.21 - gsmtp

Dec 4, 2021 23:22:00.933149099 CET 587 49751 142.250.145.108 192.168.2.3 250-smtp.gmail.com at your service, [84.17.52.65]
250-SIZE 35882577
250-8BITMIME
250-STARTTLS
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-CHUNKING
250 SMTPUTF8

Dec 4, 2021 23:22:00.936467886 CET 49751 587 192.168.2.3 142.250.145.108 STARTTLS

Dec 4, 2021 23:22:00.965125084 CET 587 49751 142.250.145.108 192.168.2.3 220 2.0.0 Ready to start TLS

Dec 4, 2021 23:22:16.314048052 CET 587 49754 142.250.145.108 192.168.2.3 220 smtp.gmail.com ESMTP g11sm4813068edz.53 - gsmtp

Dec 4, 2021 23:22:16.370438099 CET 587 49754 142.250.145.108 192.168.2.3 250-smtp.gmail.com at your service, [84.17.52.65]
250-SIZE 35882577
250-8BITMIME
250-STARTTLS
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-CHUNKING
250 SMTPUTF8

Dec 4, 2021 23:22:16.370827913 CET 49754 587 192.168.2.3 142.250.145.108 STARTTLS

Dec 4, 2021 23:22:16.398401976 CET 587 49754 142.250.145.108 192.168.2.3 220 2.0.0 Ready to start TLS

Dec 4, 2021 23:22:31.723155975 CET 587 49775 142.250.145.109 192.168.2.3 220 smtp.gmail.com ESMTP lk22sm4330193ejb.83 - gsmtp

Dec 4, 2021 23:22:31.761789083 CET 587 49775 142.250.145.109 192.168.2.3 250-smtp.gmail.com at your service, [84.17.52.65]
250-SIZE 35882577
250-8BITMIME
250-STARTTLS
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-CHUNKING
250 SMTPUTF8

Dec 4, 2021 23:22:31.762145996 CET 49775 587 192.168.2.3 142.250.145.109 STARTTLS

Dec 4, 2021 23:22:31.790158987 CET 587 49775 142.250.145.109 192.168.2.3 220 2.0.0 Ready to start TLS

Dec 4, 2021 23:22:47.108661890 CET 587 49783 142.250.145.109 192.168.2.3 220 smtp.gmail.com ESMTP d14sm4592640edu.57 - gsmtp

DNS Answers

SMTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Dec 4, 2021 23:22:47.147772074 CET 587 49783 142.250.145.109 192.168.2.3 250-smtp.gmail.com at your service, [84.17.52.65]
250-SIZE 35882577
250-8BITMIME
250-STARTTLS
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-CHUNKING
250 SMTPUTF8

Dec 4, 2021 23:22:47.148196936 CET 49783 587 192.168.2.3 142.250.145.109 STARTTLS

Dec 4, 2021 23:22:47.175952911 CET 587 49783 142.250.145.109 192.168.2.3 220 2.0.0 Ready to start TLS

Dec 4, 2021 23:23:02.488786936 CET 587 49796 142.250.145.109 192.168.2.3 220 smtp.gmail.com ESMTP qk40sm4254137ejc.2 - gsmtp

Dec 4, 2021 23:23:02.537081957 CET 587 49796 142.250.145.109 192.168.2.3 250-smtp.gmail.com at your service, [84.17.52.65]
250-SIZE 35882577
250-8BITMIME
250-STARTTLS
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-CHUNKING
250 SMTPUTF8

Dec 4, 2021 23:23:02.538055897 CET 49796 587 192.168.2.3 142.250.145.109 STARTTLS

Dec 4, 2021 23:23:02.566308975 CET 587 49796 142.250.145.109 192.168.2.3 220 2.0.0 Ready to start TLS

Dec 4, 2021 23:23:17.894715071 CET 587 49826 142.250.145.108 192.168.2.3 220 smtp.gmail.com ESMTP a13sm4665468edk.29 - gsmtp

Dec 4, 2021 23:23:17.931472063 CET 587 49826 142.250.145.108 192.168.2.3 250-smtp.gmail.com at your service, [84.17.52.65]
250-SIZE 35882577
250-8BITMIME
250-STARTTLS
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-CHUNKING
250 SMTPUTF8

Dec 4, 2021 23:23:17.931767941 CET 49826 587 192.168.2.3 142.250.145.108 STARTTLS

Dec 4, 2021 23:23:17.959590912 CET 587 49826 142.250.145.108 192.168.2.3 220 2.0.0 Ready to start TLS

Dec 4, 2021 23:23:33.256963015 CET 587 49829 142.250.145.109 192.168.2.3 220 smtp.gmail.com ESMTP w23sm4686966edr.19 - gsmtp

Dec 4, 2021 23:23:33.395736933 CET 587 49829 142.250.145.109 192.168.2.3 250-smtp.gmail.com at your service, [84.17.52.65]
250-SIZE 35882577
250-8BITMIME
250-STARTTLS
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-CHUNKING
250 SMTPUTF8

Dec 4, 2021 23:23:33.397391081 CET 49829 587 192.168.2.3 142.250.145.109 STARTTLS

Dec 4, 2021 23:23:33.425539970 CET 587 49829 142.250.145.109 192.168.2.3 220 2.0.0 Ready to start TLS

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Start time: 23:21:30

Start date: 04/12/2021

Analysis Process: Cab_Invoice_pdf.exe PID: 2412 Parent PID: 1284Analysis Process: Cab_Invoice_pdf.exe PID: 2412 Parent PID: 1284

General
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File ActivitiesFile Activities

Path: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Cab_Invoice_pdf.exe" 

Imagebase: 0x1310000

File size: 7399848 bytes

MD5 hash: E5DC6A7459FD6EF46AFEE60318470B03

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 23:21:32

Start date: 04/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 23:21:44

Start date: 04/12/2021

Path: C:\Users\user\Desktop\Cab_Invoice_pdf.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Cab_Invoice_pdf.exe" 

Imagebase: 0x1310000

File size: 7399848 bytes

MD5 hash: E5DC6A7459FD6EF46AFEE60318470B03

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: svchost.exe PID: 6436 Parent PID: 572Analysis Process: svchost.exe PID: 6436 Parent PID: 572

General

Analysis Process: Cab_Invoice_pdf.exe PID: 6476 Parent PID: 2412Analysis Process: Cab_Invoice_pdf.exe PID: 6476 Parent PID: 2412

General

File DeletedFile Deleted
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File ActivitiesFile Activities

Start time: 23:21:52

Start date: 04/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 23:21:58

Start date: 04/12/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c "reg add HKCU\Software\Microsoft\Windows\CurrentV
ersion\Run /v svchost /t REG_SZ /d "C:\Users\user\AppData\Roaming\svchost.exe""

Imagebase: 0xd80000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 23:21:59

Start date: 04/12/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7f20f0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ReadFile Read

Analysis Process: svchost.exe PID: 6724 Parent PID: 572Analysis Process: svchost.exe PID: 6724 Parent PID: 572

General

Analysis Process: cmd.exe PID: 6780 Parent PID: 6476Analysis Process: cmd.exe PID: 6780 Parent PID: 6476

General

Analysis Process: conhost.exe PID: 6804 Parent PID: 6780Analysis Process: conhost.exe PID: 6804 Parent PID: 6780

General

Copyright Joe Security LLC 2021 Page 48 of 52



File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 23:21:59

Start date: 04/12/2021

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: reg  add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v svchost /t REG_SZ /d 
"C:\Users\user\AppData\Roaming\svchost.exe"

Imagebase: 0x360000

File size: 59392 bytes

MD5 hash: CEE2A7E57DF2A159A065A34913A055C2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 23:22:05

Start date: 04/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 23:22:13

Start date: 04/12/2021

Path: C:\Users\user\AppData\Roaming\svchost.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\svchost.exe" 

Imagebase: 0xbc0000

File size: 7399848 bytes

MD5 hash: E5DC6A7459FD6EF46AFEE60318470B03

Has elevated privileges: false

Has administrator privileges: false

Analysis Process: reg.exe PID: 6860 Parent PID: 6780Analysis Process: reg.exe PID: 6860 Parent PID: 6780

General

Key Value CreatedKey Value Created

Analysis Process: svchost.exe PID: 3176 Parent PID: 572Analysis Process: svchost.exe PID: 3176 Parent PID: 572

General

Analysis Process: svchost.exe PID: 6308 Parent PID: 3352Analysis Process: svchost.exe PID: 6308 Parent PID: 3352

General
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Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 23:22:14

Start date: 04/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 23:22:22

Start date: 04/12/2021

Path: C:\Users\user\AppData\Roaming\svchost.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\svchost.exe" 

Imagebase: 0xbc0000

File size: 7399848 bytes

MD5 hash: E5DC6A7459FD6EF46AFEE60318470B03

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: svchost.exe PID: 3672 Parent PID: 572Analysis Process: svchost.exe PID: 3672 Parent PID: 572

General

Analysis Process: svchost.exe PID: 6156 Parent PID: 3352Analysis Process: svchost.exe PID: 6156 Parent PID: 3352

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read
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Start time: 23:22:53

Start date: 04/12/2021

Path: C:\Users\user\AppData\Roaming\svchost.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\svchost.exe" 

Imagebase: 0xbc0000

File size: 7399848 bytes

MD5 hash: E5DC6A7459FD6EF46AFEE60318470B03

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 23:23:04

Start date: 04/12/2021

Path: C:\Users\user\AppData\Roaming\svchost.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\svchost.exe" 

Imagebase: 0xbc0000

File size: 7399848 bytes

MD5 hash: E5DC6A7459FD6EF46AFEE60318470B03

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Start time: 23:23:14

Start date: 04/12/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 3108 Parent PID: 6308Analysis Process: svchost.exe PID: 3108 Parent PID: 6308

General

File ReadFile Read

Analysis Process: svchost.exe PID: 6128 Parent PID: 6156Analysis Process: svchost.exe PID: 6128 Parent PID: 6156

General

File ReadFile Read

Analysis Process: svchost.exe PID: 5028 Parent PID: 572Analysis Process: svchost.exe PID: 5028 Parent PID: 572

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Reputation: high

Show Windows behavior

Show Windows behavior
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