
ID: 535767
Sample Name: 5.exe
Cookbook: default.jbs
Time: 18:16:19
Date: 07/12/2021
Version: 34.0.0 Boulder Opal
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Windows Analysis Report 5.exe

Overview

General Information

Sample 
Name:

5.exe

Analysis ID: 535767

MD5: 3f332b62eee0970…

SHA1: f68f7dcc8ffcdd3f…

SHA256: 7c7983ada08828…

Tags: exe Hawkeye

Infos:

Most interesting Screenshot:

Detection

HawkEyeHawkEye
MailPassViewMailPassView

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassViewYara detected MailPassView

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye KeyloggerYara detected HawkEye Keylogger

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Yara detected MSIL Injector

Yara detected MSIL Injector

Yara detected MSIL Injector

Yara detected MSIL Injector

Yara detected MSIL Injector

Yara detected MSIL Injector

Yara detected MSIL InjectorYara detected MSIL Injector

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye RatDetected HawkEye Rat

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign processAllocates memory in foreign process……

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of May check the online IP address of ……

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installationDeletes itself after installation

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hookInstalls a global keyboard hook

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic.NET source code references suspic……

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystroContains functionality to log keystro……

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windowsChanges the view of files in windows……

Found evasive API chain (trying to d

Found evasive API chain (trying to d

Found evasive API chain (trying to d

Found evasive API chain (trying to d

Found evasive API chain (trying to d

Found evasive API chain (trying to d

Found evasive API chain (trying to dFound evasive API chain (trying to d……

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassViewYara detected WebBrowserPassView……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger accTries to steal Instant Messenger acc……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crashOne or more processes crash

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/FireChecks if Antivirus/Antispyware/Fire……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to check the p

Contains functionality to check the p

Contains functionality to check the p

Contains functionality to check the p

Contains functionality to check the p

Contains functionality to check the p

Contains functionality to check the pContains functionality to check the p……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging mLaunches processes in debugging m……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

5.exe (PID: 1928 cmdline: "C:\Users\user\Desktop\5.exe"  MD5: 3F332B62EEE0970F3189C689D5BD042A)

5.exe (PID: 1060 cmdline: "C:\Users\user\Desktop\5.exe"  MD5: 3F332B62EEE0970F3189C689D5BD042A)

Windows Update.exe (PID: 5844 cmdline: "C:\Users\user\AppData\Roaming\Windows Update.exe"  MD5: 3F332B62EEE0970F3189C689D5BD042A)

Windows Update.exe (PID: 6244 cmdline: "C:\Users\user\AppData\Roaming\Windows Update.exe"  MD5: 3F332B62EEE0970F3189C689D5BD042A)

dw20.exe (PID: 6640 cmdline: dw20.exe -x -s 2128 MD5: 8D10DA8A3E11747E51F23C882C22BBC3)

vbc.exe (PID: 6716 cmdline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe /stext "C:\Users\user\AppData\Local\Temp\holdermail.txt" MD5: 

C63ED21D5706A527419C9FBD730FFB2E)
vbc.exe (PID: 6736 cmdline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe /stext "C:\Users\user\AppData\Local\Temp\holderwb.txt" MD5: 

C63ED21D5706A527419C9FBD730FFB2E)
WerFault.exe (PID: 7152 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6244 -s 2128 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

WerFault.exe (PID: 3456 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6244 -s 2128 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

WindowsUpdate.exe (PID: 7036 cmdline: "C:\Users\user\AppData\Roaming\WindowsUpdate.exe"  MD5: 3F332B62EEE0970F3189C689D5BD042A)

WindowsUpdate.exe (PID: 4320 cmdline: "C:\Users\user\AppData\Roaming\WindowsUpdate.exe"  MD5: 3F332B62EEE0970F3189C689D5BD042A)

cleanup

No configs have been found

Source Rule Description Author Strings

0000000A.00000002.391527665.00000000075C
0000.00000004.00020000.sdmp

HKTL_NET_GUID_Steale
r

Detects c# red/black-
team tools via 
typelibguid

Arnim Rupp 0x101b:$typelibguid0: 8fcd4931-91a2-4e18-849b-
70de34ab75df

0000000F.00000000.330182095.000000000040
0000.00000040.00000001.sdmp

JoeSecurity_MailPassVie
w

Yara detected 
MailPassView

Joe Security

Process Tree

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 4 of 32



0000000A.00000000.357304833.00000000075C
0000.00000004.00020000.sdmp

HKTL_NET_GUID_Steale
r

Detects c# red/black-
team tools via 
typelibguid

Arnim Rupp 0x101b:$typelibguid0: 8fcd4931-91a2-4e18-849b-
70de34ab75df

00000010.00000000.331574384.000000000040
0000.00000040.00000001.sdmp

JoeSecurity_WebBrowser
PassView

Yara detected 
WebBrowserPassView 
password recovery 
tool

Joe Security

00000006.00000002.309901601.00000000147A
0000.00000004.00000001.sdmp

RAT_HawkEye Detects HawkEye 
RAT

Kevin Breen 
<kevin@techanarchy.net
>

0x8ccca:$key: HawkEyeKeylogger
0x8ef2c:$salt: 099u787978786
0x8d30b:$string1: HawkEye_Keylogger
0x8e15e:$string1: HawkEye_Keylogger
0x8ee8c:$string1: HawkEye_Keylogger
0x8d6f4:$string2: holdermail.txt
0x8d714:$string2: holdermail.txt
0x8d636:$string3: wallet.dat
0x8d64e:$string3: wallet.dat
0x8d664:$string3: wallet.dat
0x8ea50:$string4: Keylog Records
0x8ed68:$string4: Keylog Records
0x8ef84:$string5:    do not script -->
0x8ccb2:$string6: \pidloc.txt
0x8cd40:$string7: BSPLIT
0x8cd50:$string7: BSPLIT

Click to see the 229 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

10.0.Windows Update.exe.4b3fa72.56.raw.unpack RAT_HawkEye Detects HawkEye 
RAT

Kevin Breen 
<kevin@techanarchy.net>

0x1dc00:$key: HawkEyeKeylogger
0x1fe62:$salt: 099u787978786
0x1e241:$string1: HawkEye_Keylogger
0x1f094:$string1: HawkEye_Keylogger
0x1fdc2:$string1: HawkEye_Keylogger
0x1e62a:$string2: holdermail.txt
0x1e64a:$string2: holdermail.txt
0x1e56c:$string3: wallet.dat
0x1e584:$string3: wallet.dat
0x1e59a:$string3: wallet.dat
0x1f986:$string4: Keylog Records
0x1fc9e:$string4: Keylog Records
0x1feba:$string5:    do not script -->
0x1dbe8:$string6: \pidloc.txt
0x1dc76:$string7: BSPLIT
0x1dc86:$string7: BSPLIT

10.0.Windows Update.exe.4b3fa72.56.raw.unpack JoeSecurity_MailPassVie
w

Yara detected 
MailPassView

Joe Security

10.0.Windows Update.exe.4b3fa72.56.raw.unpack JoeSecurity_HawkEye Yara detected 
HawkEye 
Keylogger

Joe Security

10.0.Windows Update.exe.4b3fa72.56.raw.unpack Hawkeye detect HawkEye 
in memory

JPCERT/CC Incident 
Response Group

0x1e299:$hawkstr1: HawkEye Keylogger
0x1f0da:$hawkstr1: HawkEye Keylogger
0x1f409:$hawkstr1: HawkEye Keylogger
0x1f564:$hawkstr1: HawkEye Keylogger
0x1f6c7:$hawkstr1: HawkEye Keylogger
0x1f95e:$hawkstr1: HawkEye Keylogger
0x1de27:$hawkstr2: Dear HawkEye Customers!
0x1f45c:$hawkstr2: Dear HawkEye Customers!
0x1f5b3:$hawkstr2: Dear HawkEye Customers!
0x1f71a:$hawkstr2: Dear HawkEye Customers!
0x1df48:$hawkstr3: HawkEye Logger Details:

2.2.5.exe.4a5dc92.9.raw.unpack RAT_HawkEye Detects HawkEye 
RAT

Kevin Breen 
<kevin@techanarchy.net>

0x1dc00:$key: HawkEyeKeylogger
0x1fe62:$salt: 099u787978786
0x1e241:$string1: HawkEye_Keylogger
0x1f094:$string1: HawkEye_Keylogger
0x1fdc2:$string1: HawkEye_Keylogger
0x1e62a:$string2: holdermail.txt
0x1e64a:$string2: holdermail.txt
0x1e56c:$string3: wallet.dat
0x1e584:$string3: wallet.dat
0x1e59a:$string3: wallet.dat
0x1f986:$string4: Keylog Records
0x1fc9e:$string4: Keylog Records
0x1feba:$string5:    do not script -->
0x1dbe8:$string6: \pidloc.txt
0x1dc76:$string7: BSPLIT
0x1dc86:$string7: BSPLIT

Click to see the 865 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 32



Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Networking:

May check the online IP address of the machine

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected HawkEye Keylogger

Installs a global keyboard hook

Contains functionality to log keystrokes (.Net Source)

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

Yara detected MSIL Injector

.NET source code contains potential unpacker

Hooking and other Techniques for Hiding and Protection:

Deletes itself after installation

Changes the view of files in windows explorer (hidden files and folders)

Malware Analysis System Evasion:

Found evasive API chain (trying to detect sleep duration tampering with parallel thread)

HIPS / PFW / Operating System Protection Evasion:

Allocates memory in foreign processes

Injects a PE file into a foreign processes

Sample uses process hollowing technique

Writes to foreign memory regions

Copyright Joe Security LLC 2021 Page 6 of 32



.NET source code references suspicious native API functions

Stealing of Sensitive Information:

Yara detected MailPassView

Yara detected HawkEye Keylogger

Tries to steal Mail credentials (via file / registry access)

Tries to steal Mail credentials (via file registry)

Tries to harvest and steal browser information (history, passwords, etc)

Yara detected WebBrowserPassView password recovery tool

Tries to steal Instant Messenger accounts or passwords

Remote Access Functionality:

Yara detected HawkEye Keylogger

Detected HawkEye Rat

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Replication
Through
Removable
Media 1

Windows
Management
Instrumentation 2 1

Application
Shimming 1

Application
Shimming 1

Disable or Modify
Tools 1 1 1

OS Credential
Dumping 1

System Time
Discovery 1

Replication
Through
Removable
Media 1

Archive
Collected
Data 1 1

Exfiltration Over Other
Network Medium

Default
Accounts

Native API 2 1 Registry Run
Keys /
Startup
Folder 1

Access Token
Manipulation 1

Deobfuscate/Decode
Files or
Information 1 1

Input
Capture 2 1

Peripheral Device
Discovery 1

Remote
Desktop
Protocol

Data from
Local
System 1

Exfiltration Over
Bluetooth

Domain
Accounts

Shared Modules 1 Logon Script
(Windows)

Process
Injection 4 1 2

Obfuscated Files or
Information 3 1

Credentials in
Registry 2

Account Discovery 1 SMB/Windows
Admin Shares

Email
Collection 1

Automated Exfiltration

Local
Accounts

At (Windows) Logon Script
(Mac)

Registry Run
Keys / Startup
Folder 1

Software
Packing 1 1

Credentials In
Files 1

File and Directory
Discovery 2

Distributed
Component
Object Model

Input
Capture 2 1

Scheduled Transfer

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

File Deletion 1 LSA Secrets System Information
Discovery 2 9

SSH Clipboard
Data 1

Data Transfer Size
Limits

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Masquerading 1 Cached
Domain
Credentials

Query Registry 1 VNC GUI Input
Capture

Exfiltration Over C2
Channel

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Virtualization/Sandbox
Evasion 4 1

DCSync Security Software
Discovery 1 8 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Drive-by
Compromise

Command and
Scripting Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Access Token
Manipulation 1

Proc
Filesystem

Virtualization/Sandbox
Evasion 4 1

Shared
Webroot

Credential
API Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Process
Injection 4 1 2

/etc/passwd
and
/etc/shadow

Process Discovery 4 Software
Deployment
Tools

Data Staged Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Supply Chain
Compromise

AppleScript At
(Windows)

At (Windows) Hidden Files and
Directories 1

Network
Sniffing

System Owner/User
Discovery 1

Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

Compromise
Software
Dependencies
and
Development
Tools

Windows Command
Shell

Cron Cron Right-to-Left Override Input Capture Remote System
Discovery 1

Replication
Through
Removable
Media

Remote Data
Staging

Exfiltration Over
Physical Medium

Compromise
Software
Supply Chain

Unix Shell Launchd Launchd Rename System
Utilities

Keylogging System Network
Configuration
Discovery 1

Component
Object Model
and
Distributed
COM

Screen
Capture

Exfiltration over USB
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Behavior Graph

ID: 535767

Sample: 5.exe

Startdate: 07/12/2021

Architecture: WINDOWS

Score: 100

127.0.0.1

unknown

unknown

Malicious sample detected
(through community Yara

rule)

Multi AV Scanner detection
for dropped file

Multi AV Scanner detection
for submitted file 12 other signatures

5.exe

17

        started       

C:\Users\user\AppData\Local\...\rgsbzeog.dll, PE32

dropped

Injects a PE file into
a foreign processes

5.exe

9

        started       

C:\Users\user\AppData\...\Windows Update.exe, PE32

dropped

C:\...\Windows Update.exe:Zone.Identifier, ASCII

dropped

C:\Users\user\AppData\Local\...\5.exe.log, ASCII

dropped

Windows Update.exe

16

        started       

C:\Users\user\AppData\Local\...\rgsbzeog.dll, PE32

dropped

Injects a PE file into
a foreign processes

Windows Update.exe

16 8

        started       

whatismyipaddress.com

104.16.155.36, 49751, 80

CLOUDFLARENETUS

United States

smtp.privateemail.com

66.29.159.53, 49765, 587

ADVANTAGECOMUS

United States

192.168.2.1

unknown

unknown

C:\Users\user\AppData\...\WindowsUpdate.exe, PE32

dropped

C:\...\WindowsUpdate.exe:Zone.Identifier, ASCII

dropped

Changes the view of
files in windows explorer
(hidden files and folders)

Deletes itself after
installation

Writes to foreign memory
regions 4 other signatures

vbc.exe

1

        started       

vbc.exe

2

        started       

dw20.exe

22 6

        started       

Tries to steal Mail
credentials (via file

registry)

Tries to steal Instant
Messenger accounts or

passwords

Tries to steal Mail
credentials (via file

/ registry access)

Tries to harvest and
steal browser information

(history, passwords,
etc)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

5.exe 41% Virustotal Browse

5.exe 31% ReversingLabs Win32.Trojan.LokiBot

5.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Roaming\WindowsUpdate.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\Windows Update.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\nsw2209.tmp\rgsbzeog.dll 33% ReversingLabs Win32.Trojan.LokiBot

C:\Users\user\AppData\Local\Temp\nswBB9.tmp\rgsbzeog.dll 33% ReversingLabs Win32.Trojan.LokiBot

C:\Users\user\AppData\Roaming\Windows Update.exe 31% ReversingLabs Win32.Trojan.LokiBot

C:\Users\user\AppData\Roaming\WindowsUpdate.exe 31% ReversingLabs Win32.Trojan.LokiBot

Source Detection Scanner Label Link Download

16.0.vbc.exe.400000.3.unpack 100% Avira HEUR/AGEN.1125438 Download File

2.2.5.exe.415058.0.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.38c3258.47.unpack 100% Avira TR/Inject.vcoldi Download File

16.0.vbc.exe.400000.2.unpack 100% Avira HEUR/AGEN.1125438 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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15.0.vbc.exe.400000.4.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.0.Windows Update.exe.415058.18.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.38c3258.25.unpack 100% Avira TR/Inject.vcoldi Download File

2.0.5.exe.400000.13.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.0.5.exe.400000.13.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

2.0.5.exe.415058.16.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.400000.4.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.400000.4.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

16.2.vbc.exe.400000.0.unpack 100% Avira HEUR/AGEN.1125438 Download File

2.0.5.exe.400000.5.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.0.5.exe.400000.5.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.0.Windows Update.exe.400000.6.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.400000.6.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

15.0.vbc.exe.400000.2.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.2.Windows Update.exe.400000.3.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.2.Windows Update.exe.400000.3.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

15.0.vbc.exe.400000.3.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.0.Windows Update.exe.400000.7.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.400000.7.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.0.Windows Update.exe.4a50000.52.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.400000.13.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.400000.13.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

6.2.Windows Update.exe.147a0000.1.unpack 100% Avira TR/Inject.vcoldi Download File

2.0.5.exe.400000.7.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.0.5.exe.400000.7.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.0.Windows Update.exe.400000.5.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.400000.5.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.0.Windows Update.exe.400000.8.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.400000.8.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

2.0.5.exe.400000.9.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.0.5.exe.400000.9.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

1.2.5.exe.148b1458.4.unpack 100% Avira TR/Inject.vcoldi Download File

10.2.Windows Update.exe.38c3258.7.unpack 100% Avira TR/Inject.vcoldi Download File

2.0.5.exe.400000.8.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.0.5.exe.400000.8.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.1.Windows Update.exe.400000.0.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.1.Windows Update.exe.400000.0.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

2.2.5.exe.3863258.6.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.400000.19.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.400000.19.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.2.Windows Update.exe.415058.2.unpack 100% Avira TR/Inject.vcoldi Download File

2.2.5.exe.4a90000.12.unpack 100% Avira TR/Inject.vcoldi Download File

10.2.Windows Update.exe.4a50000.15.unpack 100% Avira TR/Inject.vcoldi Download File

15.0.vbc.exe.400000.1.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

16.0.vbc.exe.400000.1.unpack 100% Avira HEUR/AGEN.1125438 Download File

2.1.5.exe.415058.3.unpack 100% Avira TR/Inject.vcoldi Download File

2.0.5.exe.400000.4.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.0.5.exe.400000.4.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.0.Windows Update.exe.415058.41.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.400000.9.unpack 100% Avira TR/AD.MExecute.lzrac Download File

Source Detection Scanner Label Link Download
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10.0.Windows Update.exe.400000.9.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.0.Windows Update.exe.4a50000.30.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.4ae0000.33.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.4ae0000.33.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

6.2.Windows Update.exe.147b1458.4.unpack 100% Avira TR/Inject.vcoldi Download File

16.0.vbc.exe.400000.0.unpack 100% Avira HEUR/AGEN.1125438 Download File

2.0.5.exe.400000.6.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.0.5.exe.400000.6.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.1.Windows Update.exe.415058.1.unpack 100% Avira TR/Inject.vcoldi Download File

1.2.5.exe.148a0000.1.unpack 100% Avira TR/Inject.vcoldi Download File

15.0.vbc.exe.400000.0.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.2.Windows Update.exe.4ae0000.16.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.2.Windows Update.exe.4ae0000.16.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.0.Windows Update.exe.415058.14.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.4ae0000.55.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.4ae0000.55.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

2.2.5.exe.4b20000.15.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.2.5.exe.4b20000.15.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

2.1.5.exe.400000.0.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.1.5.exe.400000.0.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

2.2.5.exe.400000.3.unpack 100% Avira TR/AD.MExecute.lzrac Download File

2.2.5.exe.400000.3.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

2.0.5.exe.415058.12.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.415058.12.unpack 100% Avira TR/Inject.vcoldi Download File

10.0.Windows Update.exe.400000.40.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.0.Windows Update.exe.400000.40.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

16.0.vbc.exe.400000.4.unpack 100% Avira HEUR/AGEN.1125438 Download File

Source Detection Scanner Label Link Download

No Antivirus matches

Source Detection Scanner Label Link

www.founder.com.cn/cn/bThe 0% URL Reputation safe

ocsp.sectigo.com0 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

www.fontbureau.comiona 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.carterandcone.comB 0% Avira URL Cloud safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.fontbureau.comao 0% Avira URL Cloud safe

www.fonts.comn 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.fontbureau.comrsiv 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe

https://sectigo.com/CPS0 0% URL Reputation safe

Domains

URLs
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 535767

Start date: 07.12.2021

Start time: 18:16:19

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 14m 54s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 5.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

32

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

www.tiro.comn 0% URL Reputation safe

https://adservice.google.co.uk/ddm/fls/i/src=2542116;type=chrom322;cat=chrom01g;ord=586484977799
8;gt

0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

fontfabrik.com-g 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.tiro.comc 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

whatismyipaddress.com 104.16.155.36 true false high

smtp.privateemail.com 66.29.159.53 true false high

Name Malicious Antivirus Detection Reputation

whatismyipaddress.com/ false high

IP Domain Country Flag ASN ASN Name Malicious

104.16.155.36 whatismyipaddress.com United States 13335 CLOUDFLARENETUS false

66.29.159.53 smtp.privateemail.com United States 19538 ADVANTAGECOMUS false

IP

192.168.2.1

127.0.0.1

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Private
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Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.phis.troj.spyw.evad.winEXE@19/18@2/4

EGA Information: Failed

HDC Information: Successful, ratio: 56.9% (good quality ratio 50.7%)
Quality average: 72.8%
Quality standard deviation: 34%

HCA Information: Successful, ratio: 88%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

18:17:51 API Interceptor 27x Sleep call for process: Windows Update.exe modified

18:17:57 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Windows Update C:\Users\user\AppData\Roaming
\WindowsUpdate.exe

18:18:01 API Interceptor 1x Sleep call for process: dw20.exe modified

18:18:06 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Windows Update C:\Users\user\AppData\Roami
ng\WindowsUpdate.exe

18:18:35 API Interceptor 1x Sleep call for process: WerFault.exe modified

No context

No context

No context

No context

No context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_windows update.e_edbd6e1e925f10aab1172265a9dde5d263e57cc8_00000000_19b5a
c3e\Report.wer
Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 1.2381156674465787

Encrypted: false

SSDEEP: 192:nJJxLV5jGBr9B5wNg5wF1szvnuk1SKyaOGewD/u7sUS274It:JJxHjTUv1IUD/u7sUX4It

MD5: B47C10258EABC2107D7CB931765EF9C2

SHA1: C30F40027094229E864DD9FD98A1507C8A452B7C

SHA-256: 853DEA8321711FFCCD7DDFD32EF9E5F2DF2B2219BCF276294829F0329D739A42

SHA-512: B5EA681207A478142F1466E87E14109E04DAB31903A345DF9A2EFBD27FE6625AAFB4360D04DB8744E10DA19EE514EBC9BE6B2B9F5B0952B3B7D66D87429302F
E

Malicious: false

Reputation: unknown

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.C.L.R.2.0.r.3.....E.v.e.n.t.T.i.m.e.=.1.3.2.8.3.4.0.3.4.7.2.9.1.2.8.8.1.6.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.
e.=.1.3.2.8.3.4.0.3.4.7.9.8.6.5.9.8.8.1.....R.e.p.o.r.t.S.t.a.t.u.s.=.5.2.4.3.8.4.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.5.f.1.2.3.c.1.d.-.6.0.0.5.-.4.7.d.a.-.8.2.a.4.-.0.2.e.4.9.3.0.6.f.f.0.
3.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.t.=.3.3.2.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.8.6.4.-.0.0.0.1.-.0.0.1.6.-.c.d.3.6.-.7.4.c.7.d.9.e.b.d.7.0.1.....T.
a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.6.e.1.f.4.7.9.8.5.d.3.d.4.4.a.1.6.f.b.7.6.b.2.7.3.a.7.6.a.9.7.f.d.0.0.0.0.f.f.f.f.!.0.0.0.0.f.6.8.f.7.d.c.c.8.f.f.c.d.d.3.f.9.3.3.3.3.e.7.1.1.7.7.9.e.8.d.0.2.
d.b.2.d.f.a.e.!.W.i.n.d.o.w.s. .U.p.d.a.t.e...e.x.e.....T.a.r.g.e.t.A.p.p.V.e.r.=.2.0.2.1././.1.2././.0.6.:.0.1.:.0.0.:.4.5.!.0.!.W.i.n.d.o.w.s. .U.p.d.a.t.e...e.x.e.....B.o.o.t.I.d.=.4.2.9.
4.9.6.7.2.9.5.....T.a.r.g.e.t.A.s.I.d.=.3.7.5.....I.s.F.a.t.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER8916.tmp.WERInternalMetadata.xml
Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 5678

Entropy (8bit): 3.722759092557584

Encrypted: false

SSDEEP: 96:RtIU6o7r3GLt3iTA6XNmveYZ7oSfG0gEBCaM1K3l1fW4Xm:Rrl7r3GLNiTA6XNPYZ7oSTCp1al1fW+m

MD5: 94136E0292A080EF9BC9DE95B0562FAD

SHA1: FE778207D73A83BEB1EB8F76E266D7BAD7CDBEB8

SHA-256: 89B141AE7F3571624582D21AA9A39151FD89923E1F63AA4B447843D0E7A9E0B1

SHA-512: 457676B39EFC100D4805C94D49D779B3565C8817EE0096D26601914A15BCE6B5795503021B58B41D963D5DC4A1FEC351BFAEC5DEC91F022D28638412D4E2BC50

Malicious: false

Reputation: unknown

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.6.2.4.4.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER952C.tmp.xml
Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4640

Entropy (8bit): 4.452188744668979

Encrypted: false

SSDEEP: 48:cvIwSD8zsHJgtWI97sSWSC8Bl8fm8M4JFKbnWtFvdo+q8vonWbyKw8d:uITfpIiSNwJFKgGKryKw8d

MD5: 4D89C5EE828851195CA96A4029839F2B

SHA1: 04E2024691DDD80771ECBD2D889871B159AB6048

SHA-256: DAB13F633497D9E34D97A212E375566566D745645492F43B4E8B9636344E4D2B

SHA-512: 37C8F6ED9F436F5DBEFAB3968FAB07C7F981D38DF69E2B7762183B3CA8E42B6A67C8C809A9DCC0A9915E3519C09D83B481E637FE5623FFE437708424DF37455E

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1288048" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\5.exe.log

Process: C:\Users\user\Desktop\5.exe

File Type: ASCII text, with CRLF line terminators
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Category: modified

Size (bytes): 916

Entropy (8bit): 5.282390836641403

Encrypted: false

SSDEEP: 24:MLF20NaL3z2p29hJ5g522rW2xAi3AP26K95rKoO2+g2+:MwLLD2Y9h3go2rxxAcAO6ox+g2+

MD5: 5AD8E7ABEADADAC4CE06FF693476581A

SHA1: 81E42A97BBE3D7DE8B1E8B54C2B03C48594D761E

SHA-256: BAA1A28262BA27D51C3A1FA7FB0811AD1128297ABB2EDCCC785DC52667D2A6FD

SHA-512: 7793E78E84AD36CE65B5B1C015364E340FB9110FAF199BC0234108CE9BCB1AEDACBD25C6A012AC99740E08BEA5E5C373A88E553E47016304D8AE6AEEAB58EB
FF

Malicious: true

Reputation: unknown

Preview:
1,"fusion","GAC",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll",0..3,"C:\Windows\assembly
\NativeImages_v2.0.50727_32\Microsoft.VisualBas#\cd7c74fce2a0eab72cd25cbe4bb61614\Microsoft.VisualBasic.ni.dll",0..3,"C:\Windows\assembly\NativeImages
_v2.0.50727_32\System.Drawing\54d944b3ca0ea1188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Wind
ows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Runtime.Remo#\3577
4dc3cd31b4550ab06c3354cf4ba5\System.Runtime.Remoting.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Configuration\de460308a909923
7864d2ec2328fc958\System.Configuration.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Xml\527c933194f3a99a816d83c619a3e1d3\System
.Xml.ni.dll",0..

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\5.exe.log

C:\Users\user\AppData\Local\Temp\84a79tbwxmvn7adt
Process: C:\Users\user\Desktop\5.exe

File Type: data

Category: dropped

Size (bytes): 604159

Entropy (8bit): 7.96721366302899

Encrypted: false

SSDEEP: 12288:uL2jvzmCP0rI7B+0G36tX8j6FTkYcwpWFt7tVYkfv:uCjrml0hGqtXiuT5WX7zYk3

MD5: 71353B7F9141FA3C5760ACE513F8C385

SHA1: A6DD26880269F3FAEADA77C5F74ADE2433AF78C3

SHA-256: FC517290096122DB50FF785F3E3FCE641EF2164EA93351A8655A43732344BF7C

SHA-512: CDD0A4C4278D24019837811E429312D572BEC638812B5C35EA52CAFB443719974E7C614216A499D1008F843F021E06F1F3B6AD6E66082E616EC14D876C8108C0

Malicious: false

Reputation: unknown

Preview:
*...,.).F.C..L.q.='.Z[=.f.w4;..H..8V...s.......Ly./J...0(....0Q.jK.x.,.....J.........J6............Z..v%.bSZCc....?G......:..R.2q..z=.9...N\k....9...}C.....`}...Z.y..d...:Z..s....x.m..^/.-M...F..y...a
.xj.].m...l.)U...u....){.#.h!...g..T.a.@Fn.e,.)..C;....k..Z[=cf.w.;..G8V&..s,........./J...!(.d."0R..P..D.Ft.).".S.v)WG...,p:yt...I..7tx./~....{.4....G..........e..iH.0.<L-.%...I.(N}.wD;QQ.x8.j$..
(fKw.D...T.#.}V...dm..RF.G..)./#...lS..|..5...#........H...Xjs......._....g..T.a.....$,.)...C04L.d.='.\[=cf.w4;..H..8...I....7....../J#..(.d..0RF.P.bD.t.)."...d.....Myt.v..zI....8./A..S..{.n.m.8
..)....@...e.i...0|.;-..>."z{(N}.wk;Q......j$...Kw..DL&\T/..}V...dm..RF.G...../#...lS..| .5...#......m.Ho..Xjs......._....g..T.a.@Fn.e,.).F.C0zL.d.='.Z[=cf.w4;..H..8V...s.......Ly./J...0(.d.
.0RF.P.bD.t.).".S.v.WG...,:Myt.....I..7t8./A..S..{.n.m...G..........e..i...0|<L-..>."z{(N}.wD;QQ.x8.j$..(fKw.DL..T/#.}V...dm..RF.G..)./#...lS..| .5...#......m.Ho..X

C:\Users\user\AppData\Local\Temp\SysInfo.txt
Process: C:\Users\user\Desktop\5.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 29

Entropy (8bit): 3.9614292709896417

Encrypted: false

SSDEEP: 3:oNUWJRWQJ:oNNJAQJ

MD5: 1356096983613619F2F854C2D0BF76F2

SHA1: 7BB60F42B1384287EDB1AB877A8A0FB6AEDC99BA

SHA-256: C34B7762C591577120ADE653C8013A77EBF52CD2E6C1977F35B5880735368A63

SHA-512: C94A70E0E5C8A82BDE56D1E655223027DE48A2905592A718BF23D16C4A3888FFD53403ED9E4165C737BB539A6F368C183EA6FAB9DECA8B18A6D46803185731AB

Malicious: false

Reputation: unknown

Preview:
C:\Users\user\Desktop\5.exe

C:\Users\user\AppData\Local\Temp\bhv636.tmp
Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe

File Type: Extensible storage engine DataBase, version 0x620, checksum 0xbcfcdb90, page size 32768, DirtyShutdown, Windows version 10.0

Category: dropped

Size (bytes): 26738688

Entropy (8bit): 0.9595225336393207

Encrypted: false

SSDEEP: 24576:ydLv1SxfFUAxlse9zZi2Ou/iDyUOjoEO3PX2BU:nUAxtzU2Ouj

MD5: 569753B9E1E0EE0EC6BB7DD64526EF68
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SHA1: B1C6ED7C99BBCFE71AE734B49BEFFC6937D5A5D6

SHA-256: 5D9DB55451D39E1C75AFBD61B28DDE86AFF0D6AD83B87E503A4FCB0310182A55

SHA-512: 87B90EE777ADFD53DBD56389B0A34E2EC1657C2E5DFF6A0A0603371AB654E6593595A29FD4F55AC91D18656117CAE0C1FAD8E625A4C02D348BE3B935B3D710A
5

Malicious: false

Reputation: unknown

Preview:
...... .......v1.......l~.."...wK.......................m..........yW......y7.h.o..........................k.\."...w..............................................................................................Y............B..........................
........................................................................................ ............y........................................................................................................................................................................
...............................................................z.,.....y....................y.....y7................................................................................................................................................................
.........................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\bhv636.tmp

C:\Users\user\AppData\Local\Temp\holderwb.txt
Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe

File Type: Little-endian UTF-16 Unicode text, with no line terminators

Category: dropped

Size (bytes): 2

Entropy (8bit): 1.0

Encrypted: false

SSDEEP: 3:Qn:Qn

MD5: F3B25701FE362EC84616A93A45CE9998

SHA1: D62636D8CAEC13F04E28442A0A6FA1AFEB024BBB

SHA-256: B3D510EF04275CA8E698E5B3CBB0ECE3949EF9252F0CDC839E9EE347409A2209

SHA-512: 98C5F56F3DE340690C139E58EB7DAC111979F0D4DFFE9C4B24FF849510F4B6FFA9FD608C0A3DE9AC3C9FD2190F0EFAF715309061490F9755A9BFDF1C54CA0D8
4

Malicious: false

Reputation: unknown

Preview:
..

C:\Users\user\AppData\Local\Temp\nsw2209.tmp\rgsbzeog.dll

Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 159744

Entropy (8bit): 6.52147420132688

Encrypted: false

SSDEEP: 3072:MO9DZ1DVIbQwhPUfwNRcqz3+dpHquOt/l:MaN1JyQoPMa3+FSl

MD5: C16079C8EB03B8859CDFFD31F4137C80

SHA1: 4F76339C9DE64C0D0943C06AD7FC4D499FB2ACBB

SHA-256: 0C9930C5091E500AB5EDF26F6D3BA85BAB02C65DBDE677068B0943308F29FEAB

SHA-512: 6B4864972150C271D45A58DD5F7CBCD2EADB691A62D65957A5B76DE1EAE7D00D7D996CBCD6EB45F20F6CFFA42AA68190DCA52E2D5A4324B8D9BA90E24BEE6
404

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 33%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........%]..v]..v]..vP.(v}..vP..vR..vP.)v3..vI..wD..v]..v,..v...w\..v...w\..v
..6v\..v...w\..vRich]..v........PE..L....`.a...........!......................................................................@.................................d....................................... ...............................@...@.............
...............................text............................... ..`.rdata..Jf.......h..................@..@.data....p... ...T..................@....rsrc................V..............@..@.reloc...............X..............@..B
..............................................................................................................................................................................................................................................................................
..................................................

C:\Users\user\AppData\Local\Temp\nswBB9.tmp\rgsbzeog.dll

Process: C:\Users\user\Desktop\5.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 159744

Entropy (8bit): 6.52147420132688

Encrypted: false

SSDEEP: 3072:MO9DZ1DVIbQwhPUfwNRcqz3+dpHquOt/l:MaN1JyQoPMa3+FSl

MD5: C16079C8EB03B8859CDFFD31F4137C80

SHA1: 4F76339C9DE64C0D0943C06AD7FC4D499FB2ACBB

SHA-256: 0C9930C5091E500AB5EDF26F6D3BA85BAB02C65DBDE677068B0943308F29FEAB

SHA-512: 6B4864972150C271D45A58DD5F7CBCD2EADB691A62D65957A5B76DE1EAE7D00D7D996CBCD6EB45F20F6CFFA42AA68190DCA52E2D5A4324B8D9BA90E24BEE6
404

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 33%
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Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........%]..v]..v]..vP.(v}..vP..vR..vP.)v3..vI..wD..v]..v,..v...w\..v...w\..v
..6v\..v...w\..vRich]..v........PE..L....`.a...........!......................................................................@.................................d....................................... ...............................@...@.............
...............................text............................... ..`.rdata..Jf.......h..................@..@.data....p... ...T..................@....rsrc................V..............@..@.reloc...............X..............@..B
..............................................................................................................................................................................................................................................................................
..................................................

C:\Users\user\AppData\Local\Temp\nswBB9.tmp\rgsbzeog.dll

C:\Users\user\AppData\Roaming\Windows Update.exe

Process: C:\Users\user\Desktop\5.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Category: dropped

Size (bytes): 852277

Entropy (8bit): 7.535786145318411

Encrypted: false

SSDEEP: 12288:WOe0qo8EWUK1CLF54EMctn6zleqHXFD/ABuqYrNav+qSz4SglH2zbr:WpZwW9cxjn6z917Nq+BVcSg12r

MD5: 3F332B62EEE0970F3189C689D5BD042A

SHA1: F68F7DCC8FFCDD3F93333E711779E8D02DB2DFAE

SHA-256: 7C7983ADA08828EA0C0ED5B17B05F8DAD5BF6FA44E1A4692C37F18C340E14219

SHA-512: 2399BF335B60B87D1126B7CD663DFD937BE0DA7FEF815225D53940E5D01CF4B02969DC33D75E7B1F5F63B3233ED1EA179CC517C1C4639802293E4EA8CF25D5EF

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 31%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........uJ...$...$...$./.{...$...%.:.$.".y...$..7....$.f."...$.Rich..$.................PE
..L......H.................\...........0.......p....@..........................@...............................................t.......p...............................................................................p...............................tex
t...h[.......\.................. ..`.rdata.......p.......`..............@..@.data...X\...........t..............@....ndata...................................rsrc........p.......x..............@..@............................................
..............................................................................................................................................................................................................................................................................
..............................

C:\Users\user\AppData\Roaming\Windows Update.exe:Zone.Identifier

Process: C:\Users\user\Desktop\5.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64E

Malicious: true

Reputation: unknown

Preview:
[ZoneTransfer]....ZoneId=0

C:\Users\user\AppData\Roaming\WindowsUpdate.exe

Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Category: dropped

Size (bytes): 852277

Entropy (8bit): 7.535786145318411

Encrypted: false

SSDEEP: 12288:WOe0qo8EWUK1CLF54EMctn6zleqHXFD/ABuqYrNav+qSz4SglH2zbr:WpZwW9cxjn6z917Nq+BVcSg12r

MD5: 3F332B62EEE0970F3189C689D5BD042A

SHA1: F68F7DCC8FFCDD3F93333E711779E8D02DB2DFAE

SHA-256: 7C7983ADA08828EA0C0ED5B17B05F8DAD5BF6FA44E1A4692C37F18C340E14219

SHA-512: 2399BF335B60B87D1126B7CD663DFD937BE0DA7FEF815225D53940E5D01CF4B02969DC33D75E7B1F5F63B3233ED1EA179CC517C1C4639802293E4EA8CF25D5EF

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 31%

Reputation: unknown
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........uJ...$...$...$./.{...$...%.:.$.".y...$..7....$.f."...$.Rich..$.................PE
..L......H.................\...........0.......p....@..........................@...............................................t.......p...............................................................................p...............................tex
t...h[.......\.................. ..`.rdata.......p.......`..............@..@.data...X\...........t..............@....ndata...................................rsrc........p.......x..............@..@............................................
..............................................................................................................................................................................................................................................................................
..............................

C:\Users\user\AppData\Roaming\WindowsUpdate.exe

C:\Users\user\AppData\Roaming\WindowsUpdate.exe:Zone.Identifier

Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64E

Malicious: true

Reputation: unknown

Preview:
[ZoneTransfer]....ZoneId=0

C:\Users\user\AppData\Roaming\pid.txt
Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 4

Entropy (8bit): 1.5

Encrypted: false

SSDEEP: 3:bn:b

MD5: 21F4C3B5591DA245AF90A2FD52FA1A55

SHA1: 7BF446DEFE82C44EDADC2E74AF4FE0340C4602D9

SHA-256: FF2FBB2C3BFF60DDA45042CBC05BC633AFC1719B19A9E74C55988C48A78C2FC3

SHA-512: A8DEBFD0429625D27B38B421BA212F32B790120600620DBE97E0C9E701CDC5F8C5F046A1EBC061D8943270732731993DBAC16BC08A12854970598912E9EA7957

Malicious: false

Reputation: unknown

Preview:
6244

C:\Users\user\AppData\Roaming\pidloc.txt
Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 50

Entropy (8bit): 4.414177320667444

Encrypted: false

SSDEEP: 3:oNUkh4EaKC59KYr4a:oN9aZ534a

MD5: 201BF2179D431C7E3205E5F410DCDB59

SHA1: 3F774846910F70FC1BCC69DE05E8F9EA4D893F34

SHA-256: FBB871739943E63027102EF9DEECDFC261F94DD3FBB06087772EF705F182D13D

SHA-512: 0047D87CC9E2C50FB2217A4F1200973B575D30195BE7DF04E2F6B494350178568338FAA802DBE41AA47EC64C5A5699AC66B88D8C821CF2DD1F0EF1B93446F0E4

Malicious: false

Reputation: unknown

Preview:
C:\Users\user\AppData\Roaming\Windows Update.exe

C:\Windows\appcompat\Programs\Amcache.hve
Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 1572864

Entropy (8bit): 4.268636026237426

Encrypted: false

SSDEEP: 12288:nG116Z3J4hRWwpVWovqTiOJ2F/vHbuOLDEwKYjjf4Fd+TfcgWyDUS2Ne:G116Z3J4hRWwpVW9766e

MD5: 28BD5B449A28F93626BAC751415841BB
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows, 

Nullsoft Installer self-extracting archive

Entropy (8bit): 7.535786145318411

TrID: Win32 Executable (generic) a (10002005/4) 
92.16%
NSIS - Nullsoft Scriptable Install System (846627/2) 
7.80%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: 5.exe

File size: 852277

MD5: 3f332b62eee0970f3189c689d5bd042a

SHA1: f68f7dcc8ffcdd3f93333e711779e8d02db2dfae

SHA256: 7c7983ada08828ea0c0ed5b17b05f8dad5bf6fa44e1a469
2c37f18c340e14219

SHA512: 2399bf335b60b87d1126b7cd663dfd937be0da7fef81522
5d53940e5d01cf4b02969dc33d75e7b1f5f63b3233ed1ea
179cc517c1c4639802293e4ea8cf25d5ef

SSDEEP: 12288:WOe0qo8EWUK1CLF54EMctn6zleqHXFD/ABuq
YrNav+qSz4SglH2zbr:WpZwW9cxjn6z917Nq+BVcSg12
r

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........uJ...$...
$...$./.{...$...%.:.$.".y...$..7....$.f."...$.Rich..$.................P
E..L......H.................\...........0.....

File Icon

SHA1: 6906DA97F0C289DF382F3C502E27BD15FC374B1F

SHA-256: BA1A411241BC4D75B53D9536975A937FF480B6D2B70807860E2AD88369398FB9

SHA-512: B92181E4B0BBF8B5D72ACF9A5C6367EF27CFF6496D2CE86668D253B9F733C900A3E8E1211F862F1A3BC24BABA044DB021EE0C3F943E2DE69F14E4A9B7C48439
1

Malicious: false

Reputation: unknown

Preview:
regfR...R...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtm.......................................................
..............................................................................................................................................................................................................................................................................
...............'..............................................................................................................................................................................................................................................................
............................................................................................................................................................................................................................................

C:\Windows\appcompat\Programs\Amcache.hve

C:\Windows\appcompat\Programs\Amcache.hve.LOG1
Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 24576

Entropy (8bit): 2.846479762672498

Encrypted: false

SSDEEP: 384:/ZsL5qXQn1Of2oXPmxwpSuN5WEl8HG9N5WEl8H:/i17Uf2oOxwp1N5v8HON5v8H

MD5: A44D4C3671BCCB3F12915FD40CCBDCFA

SHA1: A4A6DD83C82EEC282E42359FCBA43E48EAEDA192

SHA-256: 7E81E687CEC608228065A11A5231B4C28022BDFA9393613A4B4ECC3260EF4960

SHA-512: 4D1F1188549F64A721A02983A99FF4AC2D93697113DC6A1AD7680275DB13182DA59BE095AE73C4AD300C399F5EE672EC0A46860EB2ED06016F3077DB15BF2CA5

Malicious: false

Reputation: unknown

Preview:
regfQ...Q...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtm.......................................................
..............................................................................................................................................................................................................................................................................
...............!..HvLE.>......Q...........]_..K..,~h.g............................hbin................p.\..,..........nk,.+....................................... ...........................&...{ad79c032-a2ea-f756-e377-7
2fb9332c3ae}......nk .+........... ...........P............... .......Z.......................Root........lf......Root....nk .+........................}.............. ...............*...............DeviceCensus....................
...vk..................WritePermissionsCheck.......p...
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Icon Hash: f0ec2e6e7ab68e70

General
Entrypoint: 0x4030e3

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x48EFCDCD [Fri Oct 10 21:49:01 2008 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 7fa974366048f9c551ef45714595665e

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x5b68 0x5c00 False 0.67722486413 data 6.48746502716 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x7000 0x129c 0x1400 False 0.4337890625 data 5.04904254867 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x9000 0x25c58 0x400 False 0.58203125 data 4.76995537906 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.ndata 0x2f000 0x8000 0x0 False 0 empty 0.0 IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.rsrc 0x37000 0x2c6a0 0x2c800 False 0.231011894312 data 4.29448380541 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections

Resources

Imports

Possible Origin
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Snort IDS Alerts

Network Port Distribution

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

12/07/21-
18:17:50.901213

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49751 104.16.155.36 192.168.2.5

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Dec 7, 2021 18:17:50.769954920 CET 192.168.2.5 8.8.8.8 0xa183 Standard query 
(0)

whatismyip
address.com

A (IP address) IN (0x0001)

Dec 7, 2021 18:18:09.537185907 CET 192.168.2.5 8.8.8.8 0x3860 Standard query 
(0)

smtp.priva
teemail.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 7, 2021 
18:17:50.789781094 
CET

8.8.8.8 192.168.2.5 0xa183 No error (0) whatismyip
address.com

104.16.155.36 A (IP address) IN (0x0001)

Dec 7, 2021 
18:17:50.789781094 
CET

8.8.8.8 192.168.2.5 0xa183 No error (0) whatismyip
address.com

104.16.154.36 A (IP address) IN (0x0001)

Dec 7, 2021 
18:18:09.558381081 
CET

8.8.8.8 192.168.2.5 0x3860 No error (0) smtp.priva
teemail.com

66.29.159.53 A (IP address) IN (0x0001)

            
whatismyipaddress.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49751 104.16.155.36 80 C:\Users\user\AppData\Roaming\Windows Update.exe

Timestamp
kBytes
transferred Direction Data

Dec 7, 2021 
18:17:50.871639013 CET

863 OUT GET / HTTP/1.1
Host: whatismyipaddress.com
Connection: Keep-Alive

Dec 7, 2021 
18:17:50.901212931 CET

864 IN HTTP/1.1 403 Forbidden
Date: Tue, 07 Dec 2021 17:17:50 GMT
Content-Type: text/plain; charset=UTF-8
Content-Length: 16
Connection: keep-alive
X-Frame-Options: SAMEORIGIN
Referrer-Policy: same-origin
Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 01 Jan 1970 00:00:01 GMT
Set-Cookie: __cf_bm=nPhtfuKxYyjGLb17cnOMiRcfLWZkAYSylJ_4tWGJvsI-1638897470-0-AeeMaTLcClFuMkrEhsDP2NY
k7ySOraaBkkWDTNnL+xjrSfjvEI6kvtx4e8naTR8mQS8tzHgtAM3Fu23Ag4Cpeiw=; path=/; expires=Tue, 07-Dec-21 17
:47:50 GMT; domain=.whatismyipaddress.com; HttpOnly
Server: cloudflare
CF-RAY: 6b9f68e8fbc9432d-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Data Raw: 65 72 72 6f 72 20 63 6f 64 65 3a 20 31 30 32 30 
Data Ascii: error code: 1020

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Dec 7, 2021 18:18:09.881150961 CET 587 49765 66.29.159.53 192.168.2.5 220 PrivateEmail.com prod Mail Node

Dec 7, 2021 18:18:09.882308960 CET 49765 587 192.168.2.5 66.29.159.53 EHLO 088753

Dec 7, 2021 18:18:10.040832996 CET 587 49765 66.29.159.53 192.168.2.5 250-mta-05.privateemail.com
250-PIPELINING
250-SIZE 81788928
250-ETRN
250-AUTH PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME
250-CHUNKING
250 STARTTLS

Dec 7, 2021 18:18:10.042723894 CET 49765 587 192.168.2.5 66.29.159.53 STARTTLS

Dec 7, 2021 18:18:10.201702118 CET 587 49765 66.29.159.53 192.168.2.5 220 Ready to start TLS

Start time: 18:17:20

Start date: 07/12/2021

Path: C:\Users\user\Desktop\5.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\5.exe" 

Imagebase: 0x400000

File size: 852277 bytes

MD5 hash: 3F332B62EEE0970F3189C689D5BD042A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

SMTP Packets

Analysis Process: 5.exe PID: 1928 Parent PID: 6032Analysis Process: 5.exe PID: 1928 Parent PID: 6032

General
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File ActivitiesFile Activities

Yara matches: Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000001.00000002.269857758.00000000148A0000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000001.00000002.269857758.00000000148A0000.00000004.00000001.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000001.00000002.269857758.00000000148A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000001.00000002.269857758.00000000148A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000001.00000002.269857758.00000000148A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000001.00000002.269857758.00000000148A0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 18:17:22

Start date: 07/12/2021

Path: C:\Users\user\Desktop\5.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\5.exe" 

Imagebase: 0x400000

File size: 852277 bytes

MD5 hash: 3F332B62EEE0970F3189C689D5BD042A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000002.00000002.291364573.0000000004A00000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000002.00000002.291364573.0000000004A00000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000002.00000002.291364573.0000000004A00000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000002.00000002.291364573.0000000004A00000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000002.00000002.291364573.0000000004A00000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000002.00000002.291429637.0000000004A90000.00000004.00020000.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000002.00000002.291429637.0000000004A90000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000002.00000002.291429637.0000000004A90000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000002.00000002.291429637.0000000004A90000.00000004.00020000.sdmp, Author: 

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: 5.exe PID: 1060 Parent PID: 1928Analysis Process: 5.exe PID: 1060 Parent PID: 1928

General
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Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000002.00000002.291429637.0000000004A90000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000002.00000002.291429637.0000000004A90000.00000004.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000002.00000001.265812009.0000000000414000.00000040.00020000.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000002.00000001.265812009.0000000000414000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000002.00000001.265812009.0000000000414000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000002.00000001.265812009.0000000000414000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000002.00000001.265812009.0000000000414000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000002.00000002.291267460.0000000003861000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000002.00000002.291267460.0000000003861000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000002.00000002.291267460.0000000003861000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000002.00000002.291267460.0000000003861000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000002.00000002.291267460.0000000003861000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000002.00000000.264178503.0000000000414000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000002.00000000.264178503.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000002.00000000.264178503.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000002.00000000.264178503.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000002.00000000.264178503.0000000000414000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000002.00000002.290361151.0000000000400000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000002.00000002.290361151.0000000000400000.00000040.00000001.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000002.00000002.290361151.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000002.00000002.290361151.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000002.00000002.290361151.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000002.00000002.290361151.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000002.00000000.265043161.0000000000414000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000002.00000000.265043161.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000002.00000000.265043161.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000002.00000000.265043161.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
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File ActivitiesFile Activities

00000002.00000000.265043161.0000000000414000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000002.00000002.291521813.0000000004B22000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000002.00000002.291521813.0000000004B22000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000002.00000002.291521813.0000000004B22000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000002.00000002.291521813.0000000004B22000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000002.00000002.291521813.0000000004B22000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 18:17:38

Start date: 07/12/2021

Path: C:\Users\user\AppData\Roaming\Windows Update.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\Windows Update.exe" 

Imagebase: 0x400000

File size: 852277 bytes

MD5 hash: 3F332B62EEE0970F3189C689D5BD042A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000006.00000002.309901601.00000000147A0000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000006.00000002.309901601.00000000147A0000.00000004.00000001.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000006.00000002.309901601.00000000147A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000006.00000002.309901601.00000000147A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000006.00000002.309901601.00000000147A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000006.00000002.309901601.00000000147A0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 31%, ReversingLabs

Reputation: low

Show Windows behavior

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: Windows Update.exe PID: 5844 Parent PID: 1060Analysis Process: Windows Update.exe PID: 5844 Parent PID: 1060

General

File CreatedFile Created

File DeletedFile Deleted
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Start time: 18:17:41

Start date: 07/12/2021

Path: C:\Users\user\AppData\Roaming\Windows Update.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\Windows Update.exe" 

Imagebase: 0x400000

File size: 852277 bytes

MD5 hash: 3F332B62EEE0970F3189C689D5BD042A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000002.391527665.00000000075C0000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000000.357304833.00000000075C0000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000002.388678020.00000000049C9000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000002.388678020.00000000049C9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000002.388678020.00000000049C9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000002.388678020.00000000049C9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000002.388678020.00000000049C9000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.306182092.0000000000414000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.306182092.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.306182092.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.306182092.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.306182092.0000000000414000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.351268586.0000000000400000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000000.351268586.0000000000400000.00000040.00000001.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.351268586.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.351268586.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.351268586.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 

File WrittenFile Written

File ReadFile Read

Analysis Process: Windows Update.exe PID: 6244 Parent PID: 5844Analysis Process: Windows Update.exe PID: 6244 Parent PID: 5844

General
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0000000A.00000000.351268586.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.353745665.00000000038C1000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.353745665.00000000038C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.353745665.00000000038C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.353745665.00000000038C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.353745665.00000000038C1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.304487124.0000000000414000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.304487124.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.304487124.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.304487124.0000000000414000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.304487124.0000000000414000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.347861832.00000000049C9000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.347861832.00000000049C9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.347861832.00000000049C9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.347861832.00000000049C9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.347861832.00000000049C9000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000000.350262579.00000000075C0000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000002.389429585.0000000004AE2000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000002.389429585.0000000004AE2000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000002.389429585.0000000004AE2000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000002.389429585.0000000004AE2000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000002.389429585.0000000004AE2000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.342960514.0000000000400000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000000.342960514.0000000000400000.00000040.00000001.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.342960514.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.342960514.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.342960514.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.342960514.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
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0000000A.00000000.347967059.0000000004A50000.00000004.00020000.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000000.347967059.0000000004A50000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.347967059.0000000004A50000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.347967059.0000000004A50000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.347967059.0000000004A50000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.347967059.0000000004A50000.00000004.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000000.350302983.0000000007610000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000002.391554115.0000000007610000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.354086435.0000000004A50000.00000004.00020000.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000000.354086435.0000000004A50000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.354086435.0000000004A50000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.354086435.0000000004A50000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.354086435.0000000004A50000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.354086435.0000000004A50000.00000004.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.347403279.00000000038C1000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.347403279.00000000038C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.347403279.00000000038C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.347403279.00000000038C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.347403279.00000000038C1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000002.389248148.0000000004A50000.00000004.00020000.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000002.389248148.0000000004A50000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000002.389248148.0000000004A50000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000002.389248148.0000000004A50000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000002.389248148.0000000004A50000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000002.389248148.0000000004A50000.00000004.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.354358583.0000000004AE2000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.354358583.0000000004AE2000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
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0000000A.00000000.354358583.0000000004AE2000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.354358583.0000000004AE2000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.354358583.0000000004AE2000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000001.307043885.0000000000414000.00000040.00020000.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000001.307043885.0000000000414000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000001.307043885.0000000000414000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000001.307043885.0000000000414000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000001.307043885.0000000000414000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.353925179.00000000049C9000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.353925179.00000000049C9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.353925179.00000000049C9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.353925179.00000000049C9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.353925179.00000000049C9000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000002.387761153.00000000038C1000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000002.387761153.00000000038C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000002.387761153.00000000038C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000002.387761153.00000000038C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000002.387761153.00000000038C1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.348180728.0000000004AE2000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000000.348180728.0000000004AE2000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.348180728.0000000004AE2000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000000.348180728.0000000004AE2000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.348180728.0000000004AE2000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000002.386168865.00000000028C1000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000002.386168865.00000000028C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000002.386168865.00000000028C1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
0000000A.00000000.357332118.0000000007610000.00000004.00020000.sdmp, Author: 
Arnim Rupp
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000002.382308490.0000000000400000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 

Copyright Joe Security LLC 2021 Page 29 of 32



File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

0000000A.00000002.382308490.0000000000400000.00000040.00000001.sdmp, Author: 
Arnim Rupp
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000002.382308490.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000002.382308490.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000002.382308490.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000002.382308490.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.352528568.00000000028C1000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.352528568.00000000028C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.352528568.00000000028C1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000000.344665694.00000000028C1000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000000.344665694.00000000028C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000000.344665694.00000000028C1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 18:17:52

Start date: 07/12/2021

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe

Wow64 process (32bit): true

Commandline: dw20.exe -x -s 2128

Imagebase: 0x10000000

File size: 33936 bytes

MD5 hash: 8D10DA8A3E11747E51F23C882C22BBC3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Key Value CreatedKey Value Created

Key Value ModifiedKey Value Modified

Analysis Process: dw20.exe PID: 6640 Parent PID: 6244Analysis Process: dw20.exe PID: 6640 Parent PID: 6244

General
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Registry ActivitiesRegistry Activities

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 18:17:54

Start date: 07/12/2021

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe /stext "C:\Users\user\AppD
ata\Local\Temp\holdermail.txt"

Imagebase: 0x400000

File size: 1171592 bytes

MD5 hash: C63ED21D5706A527419C9FBD730FFB2E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000F.00000000.330182095.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000F.00000000.330884518.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000F.00000000.329440107.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000F.00000002.333065075.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Start time: 18:17:55

Start date: 07/12/2021

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe /stext "C:\Users\user\AppD
ata\Local\Temp\holderwb.txt"

Imagebase: 0x400000

File size: 1171592 bytes

MD5 hash: C63ED21D5706A527419C9FBD730FFB2E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: vbc.exe PID: 6716 Parent PID: 6244Analysis Process: vbc.exe PID: 6716 Parent PID: 6244

General

File CreatedFile Created

Analysis Process: vbc.exe PID: 6736 Parent PID: 6244Analysis Process: vbc.exe PID: 6736 Parent PID: 6244

General
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Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000010.00000000.331574384.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000010.00000002.343556416.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000010.00000000.331916237.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000010.00000000.331207385.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read
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