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Windows Analysis Report Securitelnfo.com.W32.AlDete...
Overview

General Information Detection

Sample Securitelnfo.com.W32.AID
Name: etect.malware1.26365.dll MALICIOUS

Analysis ID: 544195

Classification

Found malware configuration

%)
«Q
=3
4
c
=
(1
7]

Yara detected Dridex unpacked file

MD5: . .
fa496e911b3de4b. Multi AV Scanner detection for subm...
SHA1:
€b857722b13f87d. Sigma detected: Suspicious Call by. ...
SHA256: 05a16b81c00f57c. " " ;
Tries to delay execution (extensive O...
C2 URLs / IPs found in malware con...
Infos: QAQ &y

Uses 32bit: PE files:

Most interesting Screenshot:

Found a high' number offiWindow// Us:..

g R
- AV pracess;strings found (ofteniuse...
]
u Score: 76 Sample'filelis different thanioriginall...
- Range: 0-100
. ©ne!or: more! processes crash
. Whitelisted: false
X Contains functionality'te guery/locale:..
-] Confidence: 100%
EY
B

Process Tree

= System is w10x64

o [ loaddl32.exe (PID: 4560 cmdline: loaddll32.exe "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware1.26365.dII" MD5: 7DEB5DB86C0OAC789123DEC286286B938)
. cmd.exe (PID: 1168 cmdline: cmd.exe /C rundl32.exe "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware1.26365.dIl",#1 MD5:
F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 4040 cmdline: rundll32.exe "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect. malware1.26365.dII",#1 MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. w WerFault.exe (PID: 6204 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 4040 -s 700 MD5: 9E2B8BACAD48ECCA55C0230D63623661B)
= cleanup

Malware Configuration

Threatname: Dridex

"Version": 22201,
"c2 list": [
"144.91.122.102:443",
"85.10.248.28:593",
"185.4.135.27:5228",
"860.211.3.13:8116"
1
"RC4 keys": [
"3IC8sFLUX9XZuoBQY9u5LhcZnHsV7ESr",
"hnk6301MfIbUqQnY7gkPwplwCOUe5ZkZBYMCTYTjntgX7zsy90vtNULthIZXRtFF6P52Zbz6R5"

Yara Overview

Memory Dumps

Source Rule Description Author Strings
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Source Rule Description Author Strings

00000002.00000002.300227503.000000006E8E1000.00000 JoeSecurity_Dridex_1  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file
00000002.00000000.261309993.000000006E8E1000.00000 JoeSecurity_Dridex_1  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file
00000002.00000000.259186242.000000006E8E1000.00000 JoeSecurity_Dridex_1  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file
00000000.00000002.650912660.000000006E8E1000.00000 JoeSecurity_Dridex_1  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file

Unpacked PEs

Source Rule Description Author Strings

2.2.rundlI32.exe.6e8e0000.2.unpack JoeSecurity_Dridex_1  Yara detected Joe Security
Dridex unpacked
file
2.0.rundlI32.exe.6e8e0000.5.unpack JoeSecurity_Dridex_1  Yara detected Joe Security
Dridex unpacked
file
2.0.rundlI32.exe.6e8e0000.2.unpack JoeSecurity_Dridex_1  Yara detected Joe Security
Dridex unpacked
file
0.2.loaddlI32.exe.6e8e0000.2.unpack JoeSecurity Dridex_1  Yara detected Joe Security
Dridex unpacked
file

Sigma Overview

System Summary: -

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

=

Found malware configuration

Multi AV Scanner detection for submitted file

: “

Networking:

E-Banking Fraud:

=

Yara detected Dridex unpacked file

‘

System Summary:

=

Malware Analysis System Evasion:

=
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Mitre Att&ck Matrix

Initial Privilege
Access Execution Persistence Escalation Defense Evasion
Valid Windows Path Process Virtualization/Sandbox
Accounts Management  Interception Injection Evasion
Instrumentation
Default Scheduled Boot or Boot or Logon Process
Accounts Task/Job Logon Initialization  Injection
Initialization  Scripts
Scripts
Domain At (Linux) Logon Script Logon Script  Obfuscated Files or
Accounts (Windows)  (Windows) Information
Local At (Windows)  Logon Script Logon Script  Rundll32
Accounts (Mac) (Mac)
Cloud Cron Network Network Software Packing
Accounts Logon Script Logon Script
Replication  Launchd Rc.common Rc.common  Steganography
Through
Removable
Media
External Scheduled Startup Startup Items  Compile After
Remote Task Items Delivery
Services
Drive-by Command and Scheduled  Scheduled Indicator Removal
Compromise Scripting Task/Job Task/Job from Tools
Interpreter
Exploit PowerShell At (Linux) At (Linux) Masquerading
Public-
Facing
Application

Behavior Graph
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Security
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Cached
Domain
Credentials

DCSync

Proc
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letc/passwd
and
Jetc/shadow

Discovery

Query Registry

Security Software

Discovery

Virtualization/Sandbox

Evasion

Process Discovery

Application Window
Discovery

Account Discovery

System Owner/User
Discovery

Remote System
Discovery

System Information

Discovery

Lateral
Movement Collection

Remote Archive
Services Collected

Data

Remote Data from
Desktop Removable
Protocol Media

SMB/Windows Data from

Admin Shares Network
Shared
Drive

Distributed Input
Component Capture
Object Model

SSH Keylogging

VNC GUI Input
Capture
Windows Web Portal
Remote Capture
Management
Shared Credential
Webroot API
Hooking
Software Data

Deployment  Staged
Tools

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
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Protocol

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Command
and Control

Encrypted
Channel

Application
Layer
Protocol

Network
Effects

Eavesdrop
Insecure
Network
Communic

Exploit SS?
Redirect Pl
Calls/SMS

Steganography Exploit SS?

Track Devi
Location
Protocol SIM Card
Impersonation  Swap
Fallback Manipulate
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Communic
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Communication Denial of
Service
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Used Port Access Poi
Application Downgrade

Layer Protocol Insecure
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Screenshots

Thumbnails

ID:
sample:
Startdate:
Architecture:

Score:

&

- - - S

Behavior Graph
544195
Securitelnfo.com. W32 AlDete.
2201212021
WINDOWS
7%

2 other IPs or domains

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Tries to delay execution

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

(extensive OutputDebugStrin
N C, C++ or other language
Is malicious
| Internet
c] B
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PIVFAGEAAV  DUUDTUB
be

DUUDTUB  JDDHMPC

l

DUUDTUB

Securitelnf...

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Securitelnfo.com.W32.AlDetect.malware1.26365.dll 21% Virustotal Browse
Securitelnfo.com.W32.AlDetect.malware1.26365.dll 30% ReversingLabs Win32.Worm.Cridex

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
2.0.rundlI32.exe.bf0000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
0.2.loaddll32.exe.6e8e0000.2.unpack 100% Avira HEUR/AGEN.1144420 Download File
2.0.rundlI32.exe.6e8e0000.2.unpack 100% Avira HEUR/AGEN.1144420 Download File
2.0.rundlI32.exe.bf0000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
2.2.rundlI32.exe.bf0000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
2.0.rundlI32.exe.6e8e0000.5.unpack 100% Avira HEUR/AGEN.1144420 Download File
0.2.loaddll32.exe.9e0000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
2.2.rundlI32.exe.6e8e0000.2.unpack 100% Avira HEUR/AGEN.1144420 Download File
Domains
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https://www.virustotal.com/gui/file/05a16b81c00f57c0bf4ec43f50759006fef117093bc68565c97525374223ff4f/detection/f-05a16b81c00f57c0bf4ec43f50759006fef117093bc68565c97525374223ff4f-1640185376

No Antivirus matches

URLs

Source

hitp://www.n4pkg6fy8o.gaDVarFileInfo$

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Contacted IPs

Detection Scanner Label Link
0% Avira URL Cloud safe
Country Flag ASN ASN Name Malicious

Private

P
192.168.2.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:
Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright Joe Security LLC 2021

34.0.0 Boulder Opal

544195

22.12.2021

20:34:08

CloudBasic

Oh 7m 29s

false

light

Securitelnfo.com.W32.AlDetect. malware1.26365.dll
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Run with higher sleep bypass

26

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled

default

Timeout

MAL
mal76.troj.evad.winDLL@6/6 @0/5
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EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Failed

e Successful, ratio: 96.2% (good quality ratio 93.8%)
e Quality average: 79.4%
e Quality standard deviation: 25.7%

Failed

e Adjust boot time

e Enable AMSI

e Sleeps bigger than 120000ms are automatically reduced to 1000ms
e Found application associated with file extension: .dll

Show All

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Created / dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_rundli32.exe_fbb2d8caa9bc88c88f59a4bf7aec3c671b5lal 82810al7 1965b519\Re

port.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.922228052588535

Encrypted: false

SSDEEP: 192:0niZ0oX/m/HBUZMX4jed+fg/u7sLS274ItWc:+iXX/m/BUZMX4jeKg/u7sLX4ltWc
MD5: 7B2FCCD1269B871F48C2837AE8206D2C

SHAL: 6A4C5595B94C7630832832A2BABDFABF026DB1C6

SHA-256: 18FCC8BD0694B5F5264DFF66888B0F332D8A28ACC3FA09AC17EDA7FDF7CC51AF
SHA-512: B8E7D60976D92F71A4704445A8435F2EAC68635F4828ECBFC1C99002B42E82EE1C8794C3A1B19F4610D29005EBC6FC62FA4E3CC8C08C3144383585377A549014
Malicious: false

Reputation: low

Copyright Joe Security LLC 2021
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C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_rundli32.exe_fbb2d8caa9bc88c88f59a4bf7aec3c671b5lal 82810al7 1965b519\Re

port.wer

Preview:

.V.ersion=1..EventTyp.e=APP.CRASH..EventTim.e=13.2.84.7.0.7.7.1.6.0.7.8.0.4.0.3....R.e.p.ortT.y.p.e.=2...C.o.ns.ent=1...Up.lo.adT..
m.e.=.1.3.2.8.4.7.0.7.7.2.7.0.7.7.9.9.6.2.....R.e.p.o.rt.S.tatu.s.=524.3.8.4...Re.p.ortldentifier=6.9.6.9.e.a.c8.-b.cce.-4fb.0.-.ae.a-e47.de8.fab5.
a.0....lLnte.gr.atorR.ep.ortldentifier=.e4.84.24f2.-4.d.d.8.-4.1.0.9.-b.1.a0.-b.d.7.b.e.a.5.5.0.b.9.9...W.0w.6.4.H.0.5.t.=3.4.4.04....W.0w.6.4.G.u.e.s.
t=.3.3.2....N.s.App.p.N.am.e.=ru.n.d.ll.3.2..ex.e...OriginalF.ilenam.e=RUN.D.LL32.EXE..Ap.p.S.e.s.s.io.nG.u.id=0.0.0.0.0.f.c.8.-.0.0.0.1.-.0.0.1.7 -
.6.1.4.0.-.2.b.7.7.b.6.£.7.d.7.0.1.... T.ar.g.e.t.Ap.p.l.d=W...0.0.0.0.£.5.1.9.f.e.e.c.4.8.6.d.e.8.7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0...0.0.0.0.b.c.c.5.d.c.3.
2.2.2.0.3.4.d.3.£2.5.7.f.1.f£.d.3.5.8.8.9.e.5.b.e.9.0.f.0.9.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER83A9.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 14 streams, Thu Dec 23 04:35:17 2021, 0x1205a4 type
dropped

45384

2.0794687281612982

false

192:Qpbd0XyfsKVyryriO5SkbmQ0ZS1rH300z91hnUt:QfswR5Lbp0ZC300zdU
CABA141EA7EF4E72D7F2FBB3017FDB02
1741771DF6476310C1456DE7057A988006595D2C
DE1CA9C831F007AF46900FBA510ECIDA14A78DE70ED34528F7A9E7BC46E3E292

2461A7CCA91C3BDEC7B6ECD40C5767B2325123C3EB49BB2D0AB4865D951501A76129324CC20E00E4213E2578B372A6F9B89F2FEBGEEDCCA7391F831018C883|
A

false

low

Ui B Genuineln
.Pac.ific..D.ay.light Tim.e.

8.. T. @

P.a.c.ific..S.tandard. T..me.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER8BAS8.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8326

3.6935950589114603

false

192:Rrl7r3GLNi9t670gBP6Yd062gmfT/vSCCprn89bClsfE2m:RrIsNiX6r6 Yu62gmfT/VSCC7fM
D77CAECE28BAFD5FBC85F37028055A1F
3125FE6D1AA3BID485AD7380D892CAB0E4FA6432
83BFE888BDIBEB40089C6646C8D65F641B7F82D19818EBD1320D8CD050C139BD
6B23F7BD21D2769608338B8E10EBEDD25AA4C3A478E50F3779996A6EC62F79B6BOSEES562F600F1FE7C997269D1ED85D2295572E22931AD227A1525997F1B3B69
false

low

.<?2x.ml version="1.0" en.c.o.ding="UTF-16."2>..<WERR.eportMetadata>...<0.SVersionlnformation>....<W.ind.
ow.s.N.T.V.ers.i.on.>10..0.</W.ind.owsN.TV.e.rs.io.n>. <.B.u.ild>17.134</Build>.....<P.ro.du.c.t>(.0x3.0).. .W.in.dow.s..1.0. .P.ro.
</P.roduct>....<Editio.n>Professional</Edition>....<BuildString>17134.1.amd64fre.rs4. _releas.e.18.0.4.1.0.-180.4.
</B.uild.String>....<Revision>1l</Revision>....<Flav.or>Multip.ro.cess.or Freex</Flav.o.r> <Ar.c.hitecture>X6.4.</
Arc.hitecture>.....<LClD>10.33</LC.ID>...</0.SV.ersio.nlnformadtion>...<Proc.ess.lnformation>....<P.id>4.04.0.</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WER8F05.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4698

4.492932697892447

false
48:cviwSD8zsFJIgtWI9ykWSC8BJESfm8M4JCdsDBhFuQ+q8/QIBok4SrSzd:ul Tff'59SNnpJIbVwkDWzd
BDAF83902835F29B48E07E8901C4F239

AEAB76A23475B62A56AE0E84073316D44E8782D3
14AF2B2990DE08F1201815C802EFF786D2E4E3EC2370EE9E7ADCB582C17153CE

36E9439F246063C9053DFFBB53003C9CA5ACB04BBOA8SD8DD22F6C763BBC5ABA9252E9690254556A177CEAC71BEE6619F70COE362996C4AC1BES916925AC10B
4

false

low
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER8F05.tmp.xml

Preview:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1309785" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\Windows\appcompat\Programs\Amcache.hve

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

1572864

4.282793396653412

false
12288:n28uXUGkhgYmiz8yAz6uCOIThJoWg66LBCk1AfXctPNpofhyj0:2tXUGkhgYmizZ8ywjqoV
048B08AB2E60EBF6535444FB27A0596E
F7C80C5E6C73067E4F5AD19BEO09E292C19AF457
3A72B991C011EC53CC07752A322B600669F0AF60306DOFDDD4D28FCIACD1030A

8BDF91428C3A13915A7818741C30BB6C728304AA0D6E4D926AE7TE492D56F5A1552AB86523EF4170767DF1A32300BDACD70C2213547D8D76A6EAE9A435DEADD,
D

false

low

regfW..W...p.\ E.rmtm*V.z.

C:\Windows\appcompat\Programs\Amcache.hve.LOG1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

24576

4.119841628787806

false
384:xas0p53EWxxkVRuU3TvYBnP9SaPeSpafYtw+ygihBzpfjujQOM6XadtIxf7:xR033Nxk/u3rYB1SaPNpafYtryg6fiyyo
37F90C73FEDDFB56C864270B8535DF1F

5F3A33F8A8B45073CC5C0C2A9877AB92292F5B7A
6E14EE2A2EF9ABD590B5FDASF2AC117F84006FD68FF073366601AA2FAS505A0F0

2D6581FB2595F9AFEODC29FCA15CE272FBDC1E2D4B0472331311104B6C2F876B5D286377D1D28CEBC87F8A612AA3DD24A36E1FC9122E1AB4F92ACF4F594D2(
6

false

low

regfV..Vo.p\. s \Ap.p.Comp.at\Pro.grams\Amcache.hve.d. ... .Ed. . ... E..5. . .  E’(m"*V.Z. ...,

HVLE ..
377-72fb9332c3ae}
....... VK...oovveeee . WritePermissions

.&..{ad79c032-a2ea-f756-e
eeZ e F e DeviceCensus................

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

7.322741588730022

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
SecuriteInfo.com.W32.AlDetect.malware1.26365.dll
544768
fa496e911b3de4b5888c894f6eeaabe2

eb857722b13f87d0d9e5596105c4b565fb0e6382

Copyright Joe Security LLC 2021 Page 12 of 16



General

SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address
.rdata 0x1000

.rdata 0x8000

.data 0x7d000

.rsrc 0x84000

.reloc 0x85000

Resources

Imports

Version Infos

Copyright Joe Security LLC 2021

Virtual Size
Ox6b2e

0x7424e

0x6190

0x2f0

0x152f

Raw Size
0x7000

0x75000

0x5000

0x1000

0x2000

Xored PE

False

False

False

False

False

74f0e4ecccdceOed

0x10004db0

.rdata

false

0x10000000

windows gui

05a16b81c00f57c0bf4ec43f50759006fef117093bc68565
€97525374223ff4f

79d7643b375acc7848176e35ab6afff93e903c198ch84e9
80e2balf3e0a87e98c946e70591ab762d4cc5bbcd8822a
2d6db2a705d4cf2a9f236f3b91ef7cc11f0

6144:IT+RYf/IMv1UvVT4vjYf/Glpov3KviMvLo+jwHk3Uryz
U3+R7ff4evm351Qkud+pMV:ITt2UAogoOwhx7nA4d+pM

is program cannot be run in DOS mode....$.

<.<.k..<.=S<=l<il<ial<t?2.<t=4<Ll9.<

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DYNAMIC_BASE, NX_COMPAT
0x61C2E245 [Wed Dec 22 08:31:01 2021 UTC]

o o1 o o1 o u

€980d287af7efOccd616c6efb9daaae8

ZLIB Complexity
0.392543247768

0.316230969551

0.24609375

0.09033203125

0.2421875

File Type

data

data

data

data

data

Entropy Characteristics

4.48735520794 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

7.4406996711 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

5.03782298504 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

0.789164600932 IMAGE_SCN_CNT_INITIALIZED_D

4.12390144992

ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_TYPE_COPY,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ
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Possible Origin

Language of compilation system

English United States

Network Behavior

No network behavior found

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Country where language is spoken

Analysis Process: loaddll32.exe PID: 4560 Parent PID: 4604

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

20:35:07

22/12/2021
C:\Windows\System32\loaddll32.exe

true

loaddll32.exe "C:\Users\user\Desktop\SecuriteInfo.com.W32.AlDetect.malware1.26365.dIl"
0x1240000

116736 bytes
7DEB5DB86C0OAC789123DEC286286B938
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000000.00000002.650912660.000000006E8E1000.00000020.00020000.sdmp, Author:

Joe Security
Reputation: moderate
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 1168 Parent PID: 4560
General
Start time: 20:35:08

Copyright Joe Security LLC 2021
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Start date:
Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

22/12/2021
C:\Windows\SysWOWe64\cmd.exe
true

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect.mal
warel.26365.dll"#1

0x870000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 4040 Parent PID: 1168

General

Start time: 20:35:08

Start date: 22/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32.exe "C:\Users\user\Desktop\Securitelnfo.com.W32.AlDetect.malware1.26365.dll",#1
0xc80000

61952 bytes

D7CA562BODB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000002.00000002.300227503.000000006 ESE1000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000002.00000000.261309993.000000006E8E1000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000002.00000000.259186242.000000006 ESE1000.00000020.00020000.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: WerFault.exe PID: 6204 Parent PID: 4040
General
Start time: 20:35:13
Start date: 22/12/2021
Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\WerFault.exe -u -p 4040 -s 700
0x1a0000

434592 bytes
9E2BBACAD48ECCAS55C0230D63623661B

true

true

C, C++ or other language

high

Show Windows behavior
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File Deleted

File Written

Registry Activities Show Windows behavior
Key Created

Key Value Created

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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