
ID: 544526
Sample Name:
triage_dropped_file
Cookbook: default.jbs
Time: 15:49:08
Date: 23/12/2021
Version: 34.0.0 Boulder Opal
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Windows Analysis Report triage_dropped_file

Overview

General Information

Sample 
Name:

triage_dropped_file 
(renamed file extension 
from none to dll)

Analysis ID: 544526

MD5: 7d424a845f21f90…

SHA1: 129162c1750520…

SHA256: 7f62e9d0e2cb735…

Tags: 22201 dll dridex

Infos:

Most interesting Screenshot:

Detection

DridexDridex

Score: 76

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked fileYara detected Dridex unpacked file

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by Sigma detected: Suspicious Call by ……

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive OTries to delay execution (extensive O……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crashOne or more processes crash

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard secEntry point lies outside standard sec……

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU UsageAbnormal high CPU Usage

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

loaddll32.exe (PID: 6820 cmdline: loaddll32.exe "C:\Users\user\Desktop\triage_dropped_file.dll" MD5: 7DEB5DB86C0AC789123DEC286286B938)

cmd.exe (PID: 5308 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\triage_dropped_file.dll",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

rundll32.exe (PID: 6136 cmdline: rundll32.exe "C:\Users\user\Desktop\triage_dropped_file.dll",#1 MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

WerFault.exe (PID: 3980 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6136 -s 684 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

cleanup

{

  "Version": 22201,

  "C2 list": [

    "144.91.122.102:443",

    "85.10.248.28:593",

    "185.4.135.27:5228",

    "80.211.3.13:8116"

  ],

  "RC4 keys": [

    "3IC8sFlUX9XZuoBQY9u5LhcZnHsV7E5r",

    "hnk63OiMfIbUqQnY7gkPwplwC0Ue5ZkZBYMCTYTjntqX7zsy9OvtNUlthJZXRtFF6P52Zbz6R5"

  ]

}

Source Rule Description Author Strings

00000002.00000002.696523526.000000006E751000.00000
020.00020000.sdmp

JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

Process Tree

Malware Configuration

Threatname: Dridex

Yara Overview

Memory Dumps
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Sigma Overview

System Summary:

Sigma detected: Suspicious Call by Ordinal

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected Dridex unpacked file

System Summary:

Malware Analysis System Evasion:

Tries to delay execution (extensive OutputDebugStringW loop)

00000000.00000002.1178479896.000000006E751000.0000
0020.00020000.sdmp

JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

00000002.00000000.662121743.000000006E751000.00000
020.00020000.sdmp

JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

00000002.00000000.663514896.000000006E751000.00000
020.00020000.sdmp

JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

Source Rule Description Author Strings

Source Rule Description Author Strings

0.2.loaddll32.exe.6e750000.2.unpack JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

2.0.rundll32.exe.6e750000.2.unpack JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

2.2.rundll32.exe.6e750000.2.unpack JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

2.0.rundll32.exe.6e750000.5.unpack JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

Unpacked PEs
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Steganography Exploit SS7 to
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Logon Script
(Mac)

Rundll32 1 NTDS Process Discovery 1 Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
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SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Software Packing LSA
Secrets

Application Window
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Transfer
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Device
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Through
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Capture
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External
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Services

Scheduled
Task
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Delivery
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Discovery 1

Windows
Remote
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Web Portal
Capture
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Commonly
Used Port
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Access Points
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Command and
Scripting
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Task/Job

Scheduled
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Indicator Removal
from Tools

Proc
Filesystem

Remote System
Discovery 1

Shared
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Credential
API
Hooking
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Over
Symmetric
Encrypted
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Application
Layer Protocol

Downgrade to
Insecure
Protocols

Exploit
Public-
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Application

PowerShell At (Linux) At (Linux) Masquerading /etc/passwd
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System Information
Discovery 1 3

Software
Deployment
Tools

Data
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Exfiltration
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Web Protocols Rogue Cellular
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Behavior Graph
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Behavior Graph
ID: 544526

Sample: triage_dropped_file

Startdate: 23/12/2021

Architecture: WINDOWS

Score: 76

185.4.135.27

TOPHOSTGR

Greece

85.10.248.28

HETZNER-ASDE

Germany

2 other IPs or domains

Found malware configuration Multi AV Scanner detection
for submitted file

Yara detected Dridex
unpacked file 2 other signatures

loaddll32.exe

1

        started       

Tries to delay execution
(extensive OutputDebugStringW

loop)

cmd.exe

1

        started       

rundll32.exe

        started       

WerFault.exe

23 9

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

triage_dropped_file.dll 19% ReversingLabs Win32.Worm.Cridex

No Antivirus matches

Source Detection Scanner Label Link Download

2.2.rundll32.exe.6e750000.2.unpack 100% Avira HEUR/AGEN.1144420 Download File

2.0.rundll32.exe.2960000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

2.0.rundll32.exe.2960000.3.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

2.2.rundll32.exe.2960000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

2.0.rundll32.exe.6e750000.5.unpack 100% Avira HEUR/AGEN.1144420 Download File

0.2.loaddll32.exe.6e750000.2.unpack 100% Avira HEUR/AGEN.1144420 Download File

2.0.rundll32.exe.6e750000.2.unpack 100% Avira HEUR/AGEN.1144420 Download File

0.2.loaddll32.exe.be0000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 544526

Start date: 23.12.2021

Start time: 15:49:08

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 17s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: triage_dropped_file (renamed file extension from none to dll)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

21

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal76.troj.evad.winDLL@6/6@0/4

EGA Information: Failed

HDC Information: Successful, ratio: 100% (good quality ratio 98.6%)
Quality average: 79.9%
Quality standard deviation: 24.3%

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Override analysis time to 240s for rundll32

Source Detection Scanner Label Link

www.baxleystamps.comDVarFileInfo$ 0% Avira URL Cloud safe

No contacted domains info

IP Domain Country Flag ASN ASN Name Malicious

185.4.135.27 unknown Greece 199246 TOPHOSTGR true

85.10.248.28 unknown Germany 24940 HETZNER-ASDE true

80.211.3.13 unknown Italy 31034 ARUBA-ASNIT true

144.91.122.102 unknown Germany 51167 CONTABODE true

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Public
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Warnings:

Time Type Description

15:50:17 API Interceptor 1x Sleep call for process: WerFault.exe modified

No context

No context

No context

No context

No context

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_rundll32.exe_3e2aba14ae6839fafa2e423496d524d852da7165_82810a17_0e87d88a\
Report.wer
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.9147712997766284

Encrypted: false

SSDEEP: 192:23vig0oXQm/HBUZMX4jed+9T/u7svS274ItWc:Yvi2XD/BUZMX4je0/u7svX4ItWc

MD5: DE89E2AA2F2E57140250F52200808D70

SHA1: 5138509C76AD35254C1B5A9ED87DB9C3678E7C59

SHA-256: 25EE9B2E24B1A44E2D29A9ED0D990953E58B147CE0F29BF3D42F2DEED9C770BF

SHA-512: 8AE1CE6CFD6A1623C322FFA429CE1E061909BFC827F6D7F246806C3C7B3435D3EBCCBC550FAEEE897CCCBF988B981B85C7208746821DBC2CDFF9D9630001DE
30

Malicious: false

Reputation: low

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.A.P.P.C.R.A.S.H.....E.v.e.n.t.T.i.m.e.=.1.3.2.8.4.7.4.4.6.0.8.0.2.3.9.4.2.4.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.
m.e.=.1.3.2.8.4.7.4.4.6.1.5.0.2.3.9.1.4.5.....R.e.p.o.r.t.S.t.a.t.u.s.=.5.2.4.3.8.4.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.0.0.3.0.0.6.5.4.-.f.6.0.9.-.4.1.e.8.-.a.c.1.a.-.2.9.2.c.7.d.8.c.a.3.
a.0.....I.n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.b.f.8.9.6.8.6.b.-.b.a.9.d.-.4.3.e.9.-.8.f.f.4.-.4.3.3.4.5.3.b.f.c.b.a.7.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.
t.=.3.3.2.....N.s.A.p.p.N.a.m.e.=.r.u.n.d.l.l.3.2...e.x.e.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e.=.R.U.N.D.L.L.3.2...E.X.E.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.7.f.8.-.0.0.0.1.-.0.0.1.b.-
.1.a.6.2.-.6.a.5.d.0.c.f.8.d.7.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.0.f.5.1.9.f.e.e.c.4.8.6.d.e.8.7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0.!.0.0.0.0.b.c.c.5.d.c.3.
2.2.2.0.3.4.d.3.f.2.5.7.f.1.f.d.3.5.8.8.9.e.5.b.e.9.0.f.0.9.

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER3E4E.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Thu Dec 23 14:50:09 2021, 0x1205a4 type

Category: dropped

Size (bytes): 44862

Entropy (8bit): 2.130641699879045

Encrypted: false

SSDEEP: 192:TQ5E+OriDO5Skbm8rajlPkjEnX5MFAD9hJpjH7Y9n:SG55LbxdAnXJpjbm

MD5: A936031D553D643AF51D1FCF052DD00E

SHA1: F90D9D100BF04B300480CABDA41B6BC032205115

SHA-256: 55793C2B51B2D3F746925EBAA07209C419527B6CAD529219E3529207BD88EF74

SHA-512: 827D021CBBD74A2550D9D8CADDA222508461AB22AC97C3A0314B678E6043D5F6E11897B0E6EBCC919B9432B2034F4297A5E225B89F1E4921CB82BE11234076C4

Malicious: false

Reputation: low

Preview:
MDMP....... ..........a.........................................-..........T.......8...........T...........@................................................................................................U...........B...... .......GenuineIn
telW...........T..............a.............................0..=...............W... .E.u.r.o.p.e. .S.t.a.n.d.a.r.d. .T.i.m.e.......................................W... .E.u.r.o.p.e. .D.a.y.l.i.g.h.t. .T.i.m.e............
...........................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4..........................................................................................................................................
..............................................................................................................................................................................................................................................................................
.............................

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4498.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8278

Entropy (8bit): 3.6925178168386767

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiXY67zr6YNu6UgmfT+PSK+prX89b4VFsfNIm:RrlsNiI6j6Yk6UgmfTGSe4VefH

MD5: 89232D93A265A31D511392F409449A06

SHA1: 15CB4254666FFFA15AD65EEB6E6F59AD8B3D90AC

SHA-256: DE2BD70EF23F55935E57989810963F56FFA32923465F0ACB51C1D8B38894D7C9

SHA-512: 69268EC35789299C4736929C33D7CA6FB57A92741DEB8A138DE89CF0ADDF8F5E91722CA13C3EDB4CF70CB51D1F10B062A6A6A54CB55BD2E324B9FA40302630B
6

Malicious: false

Reputation: low

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.6.1.3.6.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER471A.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4648

Entropy (8bit): 4.461792973663736

Encrypted: false

SSDEEP: 48:cvIwSD8zslJgtWI9lhWSC8BK8fm8M4JCdsFv2hFUvZ+q8/iJKBRM4SrSh6d:uITf/CwSN1JjpZddDWh6d

MD5: 817E01E618F00A2CCAE85B09BDAEE33B

SHA1: 6E8DF3BAB42F4770AF52FADC018758EFB309382A

SHA-256: E700330D53DC07896A354B41E5AFC1019991D6D3F20ACF0CF0943FAE3FFEEDC7

SHA-512: AAF34B9C4442D1B2EDC8F8F862F8E50C2F8737AD8ECC5A25595A10276113FA624CCDDE1A678E8557E91FFDF38852D1320CF34A07352F305E1956F90B524A4E4C

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1310400" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\Windows\appcompat\Programs\Amcache.hve
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped
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Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi

ndows

Entropy (8bit): 7.341748728708058

TrID: Win32 Dynamic Link Library (generic) (1002004/3) 
99.60%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: triage_dropped_file.dll

File size: 565248

MD5: 7d424a845f21f905b17fb1e4ece26bc4

SHA1: 129162c17505204008b8c6345f78d8bd8e9d9548

SHA256: 7f62e9d0e2cb7358202052b4b20f43cec7eed7db11c57cf
b372f8fddfb9307a3

SHA512: abc7141739ffb23ba3e982796e697e33a5c3108fa7910cf
97ca4fc6a1e9dbdadbd10b27665da4829f753794df3f0d2
a79adfc9aee91863d60ec70042309bc6a6

SSDEEP: 12288:nGBK1zWlDqhPUVpqF9q9FAfPWvF+r3qTFCX1
za7EV8RgfQOOvDC93:nNkIu2KAGIOwZ+v

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.........R...<...
<...<..k....<...=.S.<.=.....<.......<.......<.t.?...<.t.=.4.<.L.9...<
.t...0.<..k....<..0..x.<.......<..1....<..k....<

File Icon

Size (bytes): 1572864

Entropy (8bit): 4.240136904852045

Encrypted: false

SSDEEP: 12288:GAiErFT0r104eyfsi19L+s2jwMAbUoiNXbK7VfwPuCO6GKs/:hiErFT0r10Jyfs6cw

MD5: 9CEFE0DA93F958702FB2168D6FD3330F

SHA1: 3984E2FE22017BA2CC214A9495E3882006F46FCA

SHA-256: C23107F988F727D1907757756D1F508FFA31441FA70E60D451980B95B970D14F

SHA-512: A64FCEB1572D769ECA2E6EA33C4D132F3E99EE2A73AF84AA6B385E15A163EAF118AA8B63A6735F19333B9E4EF9DB1A55B84D4B1700A39E0414BEFE130119DE
17

Malicious: false

Reputation: low

Preview:
regfH...H...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtmF.._...................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.............................................................................................................................................................................................................................................

C:\Windows\appcompat\Programs\Amcache.hve

C:\Windows\appcompat\Programs\Amcache.hve.LOG1
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 20480

Entropy (8bit): 3.406531776112091

Encrypted: false

SSDEEP: 384:fre5K58Pv4EgnVVeeDze/1NKZtjXT8GpwP1E33SYl:jwKMg/eeDze9NYtjwGpwPcSY

MD5: A2946EABE52DAF16099ED551F6B10EB9

SHA1: B24C428D09B81A321ED547B120C17690C18E86BD

SHA-256: FB1ED152D662C09C01DDC1268577138F2F03EFEBC99C53EF9B0E6EDDB130CAB7

SHA-512: 257D5E3C3DABF7140FEB68720B4B3A84EB527F17E6E78A053BDF2F3D685F1E15174EE27E8797530B0F7057ED1891EDC8F2BEC51F9F2930CA0ED7D64A152C85A
F

Malicious: false

Reputation: low

Preview:
regfG...G...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtmF.._...................................................
..............................................................................................................................................................................................................................................................................
...................HvLE.N......G.............\...Y....90....................... ..hbin................p.\..,..........nk,..A._.................................... ...........................&...{ad79c032-a2ea-f756-e377-7
2fb9332c3ae}......nk ..A._........ ........................... .......Z.......................Root........lf......Root....nk ..A._.................................... ...............*...............DeviceCensus....................
...vk..................WritePermissionsCheck.......p...
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Icon Hash: 74f0e4ecccdce0e4

General
Entrypoint: 0x10005a80

Entrypoint Section: .rdata

Digitally signed: false

Imagebase: 0x10000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DLL Characteristics: DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x61C43E40 [Thu Dec 23 09:15:44 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 0

File Version Major: 5

File Version Minor: 0

Subsystem Version Major: 5

Subsystem Version Minor: 0

Import Hash: 7119acbff3b38a52756367cf5bfb78f2

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.rdata 0x1000 0x699e 0x7000 False 0.389334542411 data 4.45862860296 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x8000 0x7929c 0x7a000 False 0.303943071209 data 7.45743598814 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.data 0x82000 0x6b66 0x5000 False 0.246435546875 data 5.05789801748 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x89000 0x5dc 0x1000 False 0.090087890625 data 0.791740378228 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x8a000 0x1834 0x2000 False 0.242065429688 data 4.12259394173 IMAGE_SCN_TYPE_COPY, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections

Resources

Imports

Version Infos

Possible Origin
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No network behavior found

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 15:50:01

Start date: 23/12/2021

Path: C:\Windows\System32\loaddll32.exe

Wow64 process (32bit): true

Commandline: loaddll32.exe "C:\Users\user\Desktop\triage_dropped_file.dll"

Imagebase: 0x860000

File size: 116736 bytes

MD5 hash: 7DEB5DB86C0AC789123DEC286286B938

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source: 
00000000.00000002.1178479896.000000006E751000.00000020.00020000.sdmp, 
Author: Joe Security

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 15:50:01

Start date: 23/12/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\triage_dropped_file.dll",#1

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Analysis Process: loaddll32.exe PID: 6820 Parent PID: 5340Analysis Process: loaddll32.exe PID: 6820 Parent PID: 5340

General

Analysis Process: cmd.exe PID: 5308 Parent PID: 6820Analysis Process: cmd.exe PID: 5308 Parent PID: 6820

General
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Disassembly

Start time: 15:50:02

Start date: 23/12/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe  "C:\Users\user\Desktop\triage_dropped_file.dll",#1

Imagebase: 0x20000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source: 
00000002.00000002.696523526.000000006E751000.00000020.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source: 
00000002.00000000.662121743.000000006E751000.00000020.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source: 
00000002.00000000.663514896.000000006E751000.00000020.00020000.sdmp, Author: 
Joe Security

Reputation: high

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 15:50:05

Start date: 23/12/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 6136 -s 684

Imagebase: 0x12d0000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Analysis Process: rundll32.exe PID: 6136 Parent PID: 5308Analysis Process: rundll32.exe PID: 6136 Parent PID: 5308

General

Analysis Process: WerFault.exe PID: 3980 Parent PID: 6136Analysis Process: WerFault.exe PID: 3980 Parent PID: 6136

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created
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Code Analysis
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