
ID: 546752
Sample Name: K9jgh4owKk.exe
Cookbook: default.jbs
Time: 09:51:13
Date: 31/12/2021
Version: 34.0.0 Boulder Opal
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Windows Analysis Report K9jgh4owKk.exe

Overview

General Information

Sample 
Name:

K9jgh4owKk.exe

Analysis ID: 546752

MD5: a5eb3426e58279…

SHA1: a2494b972f175ca…

SHA256: 67dd305f6e4cdfa…

Tags: Dridex exe

Infos:

Most interesting Screenshot:

Detection

DridexDridex

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked fileYara detected Dridex unpacked file

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its oDetected unpacking (overwrites its o……

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Detected Dridex e-Banking trojan

Detected Dridex e-Banking trojan

Detected Dridex e-Banking trojan

Detected Dridex e-Banking trojan

Detected Dridex e-Banking trojan

Detected Dridex e-Banking trojan

Detected Dridex e-Banking trojanDetected Dridex e-Banking trojan

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-sPE file contains sections with non-s……

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of WindQueries the installation date of Wind……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Contains functionality to query netwo

Contains functionality to query netwo

Contains functionality to query netwo

Contains functionality to query netwo

Contains functionality to query netwo

Contains functionality to query netwo

Contains functionality to query netwoContains functionality to query netwo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

K9jgh4owKk.exe (PID: 6772 cmdline: "C:\Users\user\Desktop\K9jgh4owKk.exe"  MD5: A5EB3426E582795B6393A328CD27BF94)

cleanup

{

  "Version": 10111,

  "C2 list": [

    "103.9.36.172:443",

    "103.70.29.126:593",

    "46.101.175.170:10172"

  ],

  "RC4 keys": [

    "CisvU52kuCqMOp5DJVJjX7NpSOgbFn5Z",

    "BuEjfhtq8TjhQNb5njPJFUKys2hxPATu0lv0D3Dehj6DP2DBu0bINeCHPnMKWBGwRiks5KDBnA"

  ]

}

Source Rule Description Author Strings

00000000.00000002.512470585.00000000022B0000.00000
040.00000001.sdmp

JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

00000000.00000002.510744656.0000000000400000.00000
040.00020000.sdmp

JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

Process Tree

Malware Configuration

Threatname: Dridex

Yara Overview

Memory Dumps

Unpacked PEs
Copyright Joe Security LLC 2021 Page 4 of 27



Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Antivirus / Scanner detection for submitted sample

Machine Learning detection for sample

Compliance:

Detected unpacking (overwrites its own PE header)

Networking:

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected Dridex unpacked file

Detected Dridex e-Banking trojan

Data Obfuscation:

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

Mitre Att&ck Matrix

Source Rule Description Author Strings

0.2.K9jgh4owKk.exe.400000.0.unpack JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

0.2.K9jgh4owKk.exe.400000.0.raw.unpack JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

0.2.K9jgh4owKk.exe.22b0000.1.raw.unpack JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

0.2.K9jgh4owKk.exe.22b0000.1.unpack JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 27
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Behavior Graph
ID: 546752

Sample: K9jgh4owKk.exe

Startdate: 31/12/2021

Architecture: WINDOWS

Score: 100

Found malware configuration
Antivirus / Scanner

detection for submitted
sample

Multi AV Scanner detection
for submitted file 3 other signatures

K9jgh4owKk.exe

12

        started       

103.70.29.126, 49758, 49764, 49770

MAXDATA-VNCongtyTNHHDichvutructuyenMaxdataVN

Viet Nam

103.9.36.172, 443, 49757, 49761

IDNIC-AERONET-AS-IDPTAeroSystemsIndonesiaID

Indonesia

46.101.175.170, 10172, 49760, 49765

DIGITALOCEAN-ASNUS

Netherlands

Detected Dridex e-Banking
trojan

Detected unpacking (changes
PE section rights)

Detected unpacking (overwrites
its own PE header)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

K9jgh4owKk.exe 60% Virustotal Browse

K9jgh4owKk.exe 26% Metadefender Browse

K9jgh4owKk.exe 60% ReversingLabs Win32.Backdoor.Quakbot

K9jgh4owKk.exe 100% Avira HEUR/AGEN.1138764

K9jgh4owKk.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

0.2.K9jgh4owKk.exe.400000.0.unpack 100% Avira HEUR/AGEN.1115135 Download File

0.0.K9jgh4owKk.exe.400000.0.unpack 100% Avira HEUR/AGEN.1138764 Download File

Source Detection Scanner Label Link

windowsupdate.s.llnwi.net 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2021 Page 8 of 27

https://www.virustotal.com/gui/file/67dd305f6e4cdfaa395ca06f30d971b8a0d4bf3926bfb140b258f0704b31f92b/detection/f-67dd305f6e4cdfaa395ca06f30d971b8a0d4bf3926bfb140b258f0704b31f92b-1640931627
https://www.metadefender.com/#!/results/file/bzIxMTIyOU94bzVMaTNvQjRuRjJpUndCWEc/regular/analysis
https://www.virustotal.com/gui/url/e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488/detection/u-e9ead58398684fdcc95d64b6c961f0141d53d5db6962bd7c071011864a4b3488-1640687586


Source Detection Scanner Label Link

https://46.101.175.170:10172/y 0% Avira URL Cloud safe

https://103.9.36.172/v$ 0% Avira URL Cloud safe

https://46.101.175.170:10172/w 0% Avira URL Cloud safe

https://103.9.36.172/H4 0% Avira URL Cloud safe

https://46.101.175.170:10172/J2 0% Avira URL Cloud safe

https://46.101.175.170:10172/t 0% Avira URL Cloud safe

https://103.70.29.126:593/aphy 0% Avira URL Cloud safe

https://103.9.36.172/101.175.170:10172/L 0% Avira URL Cloud safe

https://103.70.29.126:593/ll 0% Avira URL Cloud safe

https://46.101.175.170:10172/_3 0% Avira URL Cloud safe

https://103.9.36.172/101.175.170:10172/ication 0% Avira URL Cloud safe

https://46.101.175.170:10172/l 0% Avira URL Cloud safe

https://103.9.36.172/101.175.170:10172/W 0% Avira URL Cloud safe

https://103.70.29.126/ 0% Avira URL Cloud safe

https://46.101.175.170/d$ 0% Avira URL Cloud safe

https://103.9.36.172//d$ 0% Avira URL Cloud safe

https://103.70.29.126:593/ 0% Avira URL Cloud safe

https://103.70.29.126:593/Q 0% Avira URL Cloud safe

https://463.9.36.172/ 0% Avira URL Cloud safe

https://103.9.36.172/ 0% Avira URL Cloud safe

https://103.70.29.126:593/R 0% Avira URL Cloud safe

https://103.9.36.172/vider 0% Avira URL Cloud safe

https://46.101.175.170/ 0% Avira URL Cloud safe

https://46.101.175.170:10172/ 0% Avira URL Cloud safe

https://46.101.175.170:10172/S2 0% Avira URL Cloud safe

https://103.9.36.172/D4 0% Avira URL Cloud safe

https://46.101.175.170:10172/7 0% Avira URL Cloud safe

https://103.9.36.172/x$ 0% Avira URL Cloud safe

https://103.9.36.172/101.175.170:10172/Sign 0% Avira URL Cloud safe

https://46.101.175.170:10172/Sign 0% Avira URL Cloud safe

https://46.101.175.170:10172/m3 0% Avira URL Cloud safe

https://103.9.36.172/rsaenh.dllx 0% Avira URL Cloud safe

https://46.101.175.170:10172/ication 0% Avira URL Cloud safe

https://46.101.175.170:10172/a2 0% Avira URL Cloud safe

https://46.101.175.170:10172/H 0% Avira URL Cloud safe

https://46.101.175.170:10172/X2 0% Avira URL Cloud safe

https://103.70.29.126:593/lly 0% Avira URL Cloud safe

https://103.9.36.172/iversal 0% Avira URL Cloud safe

https://103.9.36.172/ryptprimitives.dll 0% Avira URL Cloud safe

https://46.101.175.170:10172/E2 0% Avira URL Cloud safe

https://103.70.29.126:593//y 0% Avira URL Cloud safe

https://46.101.175.170/R$ 0% Avira URL Cloud safe

https://103.9.36.172/oY 0% Avira URL Cloud safe

https://103.9.36.172/RY 0% Avira URL Cloud safe

https://46.101.175.170:10172/Q 0% Avira URL Cloud safe

https://103.9.36.172/5Ze( 0% Avira URL Cloud safe

https://103.9.36.172/t 0% Avira URL Cloud safe

https://46.101.175.170:10172/a 0% Avira URL Cloud safe

https://46.101.175.170:10172/r3 0% Avira URL Cloud safe

https://103.9.36.172/x 0% Avira URL Cloud safe

https://103.9.36.172/rsaenh.dll 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

windowsupdate.s.llnwi.net 178.79.225.128 true false 0%, Virustotal, Browse unknown

URLs

Domains and IPs

Contacted Domains

Copyright Joe Security LLC 2021 Page 9 of 27
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 546752

Start date: 31.12.2021

Start time: 09:51:13

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 33s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: K9jgh4owKk.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

23

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.bank.troj.evad.winEXE@1/2@0/3

EGA Information: Failed

HDC Information: Successful, ratio: 4.6% (good quality ratio 4.6%)
Quality average: 79.9%
Quality standard deviation: 15.6%

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Name Malicious Antivirus Detection Reputation

https://103.9.36.172/ true Avira URL Cloud: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

46.101.175.170 unknown Netherlands 14061 DIGITALOCEAN-ASNUS true

103.70.29.126 unknown Viet Nam 63761 MAXDATA-
VNCongtyTNHHDichvutructu
yenMaxdataVN

true

103.9.36.172 unknown Indonesia 131710 IDNIC-AERONET-AS-
IDPTAeroSystemsIndonesiaI
D

true

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Show All

Simulations

Behavior and APIs

Copyright Joe Security LLC 2021 Page 10 of 27



Time Type Description

09:52:15 API Interceptor 109x Sleep call for process: K9jgh4owKk.exe modified

No context

No context

No context

No context

No context

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Users\user\Desktop\K9jgh4owKk.exe

File Type: Microsoft Cabinet archive data, 61414 bytes, 1 file

Category: dropped

Size (bytes): 61414

Entropy (8bit): 7.995245868798237

Encrypted: true

SSDEEP: 1536:EysgU6qmzixT64jYMZ8HbVPGfVDwm/xLZ9rP:wF6qmeo4eH1m9wmLvrP

MD5: ACAEDA60C79C6BCAC925EEB3653F45E0

SHA1: 2AAAE490BCDACCC6172240FF1697753B37AC5578

SHA-256: 6B0CECCF0103AFD89844761417C1D23ACC41F8AEBF3B7230765209B61EEE5658

SHA-512: FEAA6E7ED7DDA1583739B3E531AB5C562A222EE6ECD042690AE7DCFF966717C6E968469A7797265A11F6E899479AE0F3031E8CF5BEBE1492D5205E9C59690900

Malicious: false

Reputation: moderate, very likely benign file

Preview:
MSCF............,...................I.......;w........RSNj .authroot.stl..>.(.5..CK..8T....c_.d...A.K...+.d.H..*i.RJJ.IQIR..$t)Kd.-[..T\{..ne......<.w......A..B........c...wi......D....c.0D,L........f
y....Rg...=........i,3.3..Z....~^ve<...TF.*...f.zy.,...m.@.0.0...m.3..I(..+..v#...(.2....e...L..*y..V.......~U...."<ke.....l.X:Dt..R<7.5\A7L0=..T.V...IDr..8<....r&...I-.^..b.b.".Af....E.._..
r.>.`;,.Hob..S.....7'..\.R$.".g..+..64..@nP.....k3...B.`.G..@D.....L.....`^...#OpW.....!....`.....rf:.}.R.@....gR.#7....l..H.#...d.Qh..3..fCX....==#..M.l..~&....[.J9.\..Ww.....Tx.%....]..a4E
...q.+...#.*a..x..O..V.t..Y1!.T..`U...-...< _@...|(.....0..3.`.LU...E0.Gu.4KN....5...?.....I.p..'..........N<.d.O..dH@c1t...[w/...T....cYK.X>.0..Z.....O>..9.3.#9X.%.b...5.YK.E.V.....`./.3.._
..nN]..=..M.o.F.._..z....._...gY..!Z..?l....vp.l.:.d.Z..W.....~...N.._.k...&.....$......i.F.d.....D!e.....Y..,.E..m.;.1... $.F..O.F.o_}.uG....,.%.>,.Zx.......o....c../.;....g&.....

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Users\user\Desktop\K9jgh4owKk.exe

File Type: data

Category: modified

Size (bytes): 290

Entropy (8bit): 2.9468995979464374

Encrypted: false

SSDEEP: 6:kKIp5SN+SkQlPlEGYRMY9z+4KlDA3RUe/:OHkPlE99SNxAhUe/

MD5: 61B0605F972049606BA48C2F01F2E641

SHA1: E9E5C36F365C53B0D94F97BC8FB7A09F749CDEFB

SHA-256: 5F5A1D62F69A4944C0E12EF8FA659FB9AE451974038546DECB474D1B8C91E594

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 5.694465584585278

TrID: Win32 Executable (generic) a (10002005/4) 
99.94%
Win16/32 Executable Delphi generic (2074/23) 
0.02%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
VXD Driver (31/22) 0.00%

File name: K9jgh4owKk.exe

File size: 668672

MD5: a5eb3426e582795b6393a328cd27bf94

SHA1: a2494b972f175cadc7e3b43d67af4c7f7efebb19

SHA256: 67dd305f6e4cdfaa395ca06f30d971b8a0d4bf3926bfb140
b258f0704b31f92b

SHA512: 39ede402f550cd8fbea9c54ded315cb7a3f79bdec7807b7
1e285068dee125e702b9af4f1877e3bd0b8bdcabb632d2a
be0057f8632d1565e0f6cdee48f4a7cfac

SSDEEP: 6144:9oZ0CO9gNUkcYQySZi6GZf3wfWaLaYefOG2utt
S6JIhNuttS6JIhz:WZ0tuQ0DZf3wcFVtrJIYtrJId

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L.....
.a...............2............0&.......0....@..........................p........
.....................................

File Icon

Icon Hash: 00828e8e8686b000

SHA-512: B0AF64EF61FC072C99E33072881E0BC8A3760C8C0605302322F2E20DEB5B13783E3B3952CD91AE163DE40966BBF3EB728828D1F2E7B7E44670CA8A2A7AC9F3D
B

Malicious: false

Reputation: low

Preview:
p...... ..........H.o...(....................................................... ........q.\].......................h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.
s.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

General
Entrypoint: 0x402630

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x61CADABE [Tue Dec 28 09:37:02 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 63ce49b1645eb1a9eea5e13edd6aa00f

Static PE Info

Entrypoint Preview
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Network Port Distribution

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x1671 0x1800 False 0.265462239583 data 5.06554083977 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x3000 0x9a806 0x9aa00 False 0.558361648646 data 5.6883445947 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ

.rdata2 0x9e000 0x1 0x200 False 0.02734375 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.data 0x9f000 0x637c 0x6400 False 0.576171875 PGP\011Secret Key - 5.29436476447 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0xa6000 0x70c 0x800 False 0.37744140625 data 3.62963300542 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

English Canada

Network Behavior

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 31, 2021 
09:52:16.781984091 
CET

8.8.8.8 192.168.2.7 0x4ffb No error (0) windowsupd
ate.s.llnwi.net

178.79.225.128 A (IP address) IN (0x0001)

            
103.9.36.172

         

Data Directories

Sections

Resources

Imports

Version Infos

Possible Origin

TCP Packets

DNS Answers

HTTP Request Dependency Graph

HTTPS Proxied Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.7 49757 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:15 UTC 0 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:15 UTC 0 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:15 UTC 4 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:19 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.7 49761 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:19 UTC 4 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:19 UTC 5 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:20 UTC 9 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:23 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.7 49796 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:50 UTC 49 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:50 UTC 49 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:51 UTC 54 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:55 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.7 49799 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe
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Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:54 UTC 54 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:54 UTC 54 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:54 UTC 59 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:58 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.7 49804 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:57 UTC 59 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:57 UTC 59 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:58 UTC 64 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:01 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.7 49808 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:00 UTC 64 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:00 UTC 64 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:01 UTC 69 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:04 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.2.7 49813 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:53:04 UTC 69 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:04 UTC 69 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:05 UTC 74 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:08 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

15 192.168.2.7 49817 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:07 UTC 74 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:07 UTC 74 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:08 UTC 79 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:11 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.7 49825 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:10 UTC 79 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:10 UTC 79 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:11 UTC 84 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:14 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

17 192.168.2.7 49828 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:53:13 UTC 84 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:13 UTC 84 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:14 UTC 89 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:17 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

18 192.168.2.7 49841 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:16 UTC 89 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:16 UTC 89 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:17 UTC 94 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:20 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

19 192.168.2.7 49862 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:19 UTC 94 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:19 UTC 94 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:20 UTC 99 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:23 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.7 49768 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:52:22 UTC 9 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:22 UTC 10 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:23 UTC 14 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:27 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

20 192.168.2.7 49871 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:22 UTC 99 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:22 UTC 99 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:23 UTC 104 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:26 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

21 192.168.2.7 49874 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:26 UTC 104 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:26 UTC 104 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:26 UTC 109 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:30 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

22 192.168.2.7 49877 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:53:29 UTC 109 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:29 UTC 109 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:30 UTC 114 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:33 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

23 192.168.2.7 49880 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:32 UTC 114 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:32 UTC 114 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:33 UTC 119 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:36 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

24 192.168.2.7 49884 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:35 UTC 119 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:35 UTC 119 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:36 UTC 124 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:39 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

25 192.168.2.7 49889 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:53:38 UTC 124 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:38 UTC 124 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:39 UTC 129 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:42 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

26 192.168.2.7 49892 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:41 UTC 129 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:41 UTC 129 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:42 UTC 134 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:45 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

27 192.168.2.7 49904 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:44 UTC 134 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:44 UTC 134 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:45 UTC 139 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:49 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

28 192.168.2.7 49908 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:53:47 UTC 139 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:47 UTC 139 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:48 UTC 144 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:52 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

29 192.168.2.7 49911 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:51 UTC 144 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:51 UTC 144 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:51 UTC 149 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:55 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.7 49772 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:26 UTC 14 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:26 UTC 15 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:27 UTC 19 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:30 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

30 192.168.2.7 49914 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:53:54 UTC 149 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:54 UTC 149 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:54 UTC 154 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:52:58 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

31 192.168.2.7 49917 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:53:57 UTC 154 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:53:57 UTC 154 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:53:57 UTC 159 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:53:01 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

32 192.168.2.7 49920 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:54:00 UTC 159 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:54:00 UTC 159 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:54:00 UTC 164 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:53:04 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

33 192.168.2.7 49924 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:54:03 UTC 164 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:54:03 UTC 164 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:54:04 UTC 169 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:53:07 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

34 192.168.2.7 49927 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:54:06 UTC 169 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:54:06 UTC 169 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:54:07 UTC 174 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:53:10 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

35 192.168.2.7 49931 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:54:10 UTC 174 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:54:10 UTC 174 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:54:11 UTC 179 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:53:14 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

36 192.168.2.7 49934 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:54:13 UTC 179 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:54:13 UTC 179 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:54:14 UTC 184 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:53:17 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.7 49775 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:29 UTC 19 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:29 UTC 20 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:30 UTC 24 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:33 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.7 49778 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:33 UTC 24 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:33 UTC 25 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:34 UTC 29 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:37 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.7 49781 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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2021-12-31 08:52:36 UTC 29 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:36 UTC 30 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:37 UTC 34 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:40 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.7 49787 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:39 UTC 34 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:39 UTC 35 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:40 UTC 39 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:43 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.7 49790 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data

2021-12-31 08:52:43 UTC 39 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:43 UTC 40 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:44 UTC 44 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:47 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.7 49793 103.9.36.172 443 C:\Users\user\Desktop\K9jgh4owKk.exe

Timestamp
kBytes
transferred Direction Data
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Code Manipulations

Statistics

System Behavior

Disassembly

2021-12-31 08:52:47 UTC 44 OUT POST / HTTP/1.1
Host: 103.9.36.172
Content-Length: 4857
Connection: Close
Cache-Control: no-cache

2021-12-31 08:52:47 UTC 44 OUT Data Raw: 9f 0b 8c ac a4 07 56 0e a1 f0 8c bc 82 a5 c9 02 63 50 79 fe 58 0e 8f 5a 46 56 a5 7c 0f c0 ff 08 c7 58 d7 23 6e 
61 5f 08 55 a8 bb ec 91 76 b4 ac ef 52 83 b1 2d 1e 4b fe f6 c0 4d 59 d5 6d 37 97 60 2c 19 53 c2 f8 44 a0 6d 0a c9 fc 8c 15 
9d 40 fb 46 83 b1 82 60 ed 01 c1 2a 76 d5 71 80 7c 95 fa c7 f5 f2 04 87 e4 59 f4 d3 c7 43 9a 05 14 16 19 9f c7 20 da 28 bd 
65 d6 de f3 08 12 c6 5b 12 5b 40 84 6c 19 13 b4 6c 47 d1 d3 c8 69 34 64 0e 68 f9 a3 62 11 e4 17 2f 33 53 af c8 58 47 50 
c1 4d ea 69 1e 2c e9 d5 b1 0b 89 24 3c 9d 06 cb 90 5d 8e d2 de 2c eb 39 12 19 c7 6c df 2b 99 cb ad ab 69 7e 4c 1c a4 22 
a7 5c f9 27 e3 a9 ee 30 08 08 d6 ef 04 09 51 12 2a f6 ff 4d 72 10 4a f8 8c 38 60 03 2a 02 46 ae 3f ca a4 c4 b2 6f 5e b0 7e 
da 76 e7 1f a0 2a 8a 38 33 c4 84 eb 68 96 86 
Data Ascii: VcPyXZFV|X#na_UvR-KMYm7`,SDm@F`*vq|YC (e[[@llGi4dhb/3SXGPMi,$<],9l+i~L"\'0Q*MrJ8`*F?o^~v*83h

2021-12-31 08:52:47 UTC 49 IN HTTP/1.1 403 Forbidden
Server: nginx/1.0.15
Date: Fri, 31 Dec 2021 08:51:51 GMT
Content-Type: text/plain; charset=utf-8
Connection: close

Timestamp
kBytes
transferred Direction Data

File ActivitiesFile Activities

Start time: 09:52:08

Start date: 31/12/2021

Path: C:\Users\user\Desktop\K9jgh4owKk.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\K9jgh4owKk.exe" 

Imagebase: 0x400000

File size: 668672 bytes

MD5 hash: A5EB3426E582795B6393A328CD27BF94

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source: 
00000000.00000002.512470585.00000000022B0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source: 
00000000.00000002.510744656.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Analysis Process: K9jgh4owKk.exe PID: 6772 Parent PID: 1696Analysis Process: K9jgh4owKk.exe PID: 6772 Parent PID: 1696

General

File CreatedFile Created
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