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Analysis Process:

General

zmbGUZTICp.exe PID: 3416 Parent PID: 4404

explorer.exe PID: 3440 Parent PID: 3416

gdrgbdj PID: 2468 Parent PID: 936
gdrgbdj PID: 3492 Parent PID: 2468
1E7F.exe PID: 5200 Parent PID: 3440
2DB3.exe PID: 5640 Parent PID: 3440

svchost.exe PID: 5636 Parent PID: 560

WerFault.exe PID: 5668 Parent PID: 5636

309C.exe PID: 5132 Parent PID: 3440

WerFault.exe PID: 5648 Parent PID: 5200

3F71.exe PID: 5196 Parent PID: 3440

cmd.exe PID: 852 Parent PID: 5132

conhost.exe PID: 5296 Parent PID: 852

cmd.exe PID: 5820 Parent PID: 5132

conhost.exe PID: 6068 Parent PID: 5820

sc.exe PID: 4636 Parent PID: 5132

conhost.exe PID: 3500 Parent PID: 4636

sc.exe PID: 5360 Parent PID: 5132

conhost.exe PID: 1360 Parent PID: 5360

sc.exe PID: 1148 Parent PID: 5132

conhost.exe PID: 1352 Parent PID: 1148
tejjnepq.exe PID: 2320 Parent PID: 560
netsh.exe PID: 5308 Parent PID: 5132
conhost.exe PID: 3532 Parent PID: 5308
svchost.exe PID: 4692 Parent PID: 2320

3F71.exe PID: 1508 Parent PID: 5196
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Windows Analysis Report zmbGUZTICp.exe

Overview

General Information Detection

Sample zmbGUZTICp.exe
Name: MALICIOUS

Analysis ID: 553117

MD5: 9af4d2022dc05c2.
SHAL: 87c7511d2c4ead.
SHA256: c8fe81088b2caa9.
Infos: MBQAQTQ S

wES HCR' HCA'
3
HI A 4

Most interesting Screenshot:
Amadey Raccoon

RedLine
37 EmokeLoader Tofsee
= Vidar
Whitelisted: false
Confidence: 100%

B
]
B

[

o

Process

ree
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Signatures

Yara detected RedLine Stealer

Snort IDS alert for network traffic (e....
Yara detected Amadeys stealer DLL
Detected unpacking (ovenwrites its o...

Yara detected Smokeloader

System process connects to networ...
Yara detected Raccoon Stealer
Detected unpacking (changes PE se...
Antivirus detection for URL or domain
Antivirus detection for dropped file

Sigma detected: Suspect Svchost A...

Yara detected Amadey bot
P

Classification
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= System is wl0x64
. i} zmbGUZTICp.exe (PID: 4404 cmdline: "C:\Users\user\Desktop\zmbGUZTICp.exe" MD5: 9AF4D2022DC05C2DBBC4D218A8F0974C)
e [B1 zmbGUZTICp.exe (PID: 3416 cmdline: "C:\Users\user\Desktop\zmbGUZTICp.exe" MD5: 9AF4D2022DC05C2DBBC4D218A8F0974C)
e [ explorer.exe (PID: 3440 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOE1D)
. E 1E7F.exe (PID: 5200 cmdline: C:\Users\user\AppData\Loca\Temp\1E7F.exe MD5: 277680BD3182EB0940BC356FF4712BEF)
. Q’ WerFault.exe (PID: 5648 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 5200 -s 520 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. i} 2DB3.exe (PID: 5640 cmdline: C:\Users\user\AppData\Local\Temp\2DB3.exe MD5: 6009BCB680BE6COF656AA157E56423DC)
. {} 309C.exe (PID: 5132 cmdline: C:\Users\user\AppData\Local\Temp\309C.exe MD5: 8B25D9317E18654C3F83EF8630D1DE16)
. cmd.exe (PID: 852 cmdline: "C:\Windows\System32\cmd.exe" /C mkdir C:\Windows\SysWOW64\ozuqupbe\ MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 5296 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cmd.exe (PID: 5820 cmdline: "C:\Windows\System32\cmd.exe" /C move /Y "C:\Users\user\AppData\Local\Temp\tejjnepg.exe" C:\Windows\SysWOW64\ozuqupbe\

MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6068 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e B sc.exe (PID: 4636 cmdline: C:\Windows\System32\sc.exe" create ozuqupbe binPath= "C:\Windows\SysWOW64\ozuqupbe\tejjnepg.exe /d\"C:\Users\user\AppDat

a\Local\Temp\309C.exe\"" type= own start= auto DisplayName= "wifi support MD5: 24A3E2603E63BCB9695A2935D3B24695)
. conhost.exe (PID: 3500 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e B sc.exe (PID: 5360 cmdline: C:\Windows\System32\sc.exe" description ozuqupbe "wifi internet conection MD5: 24A3E2603E63BCB9695A2935D3B24695)
. conhost.exe (PID: 1360 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e B sc.exe (PID: 1148 cmdline: "C:\Windows\System32\sc.exe" start ozuqupbe MD5: 24A3E2603E63BCB9695A2935D3B24695)
. conhost.exe (PID: 1352 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e B netsh.exe (PID: 5308 cmdline: "C:\Windows\System32\netsh.exe" advfirewall firewall add rule name="Host-process for services of Windows" dir=in action=allow

program="C:\Windows\SysWOW&64\svchost.exe" enable=yes>nul MD5: AOAA3322BB46BBFC36AB9DC1DBBBB807)
. conhost.exe (PID: 3532 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [ 3F71.exe (PID: 5196 cmdline: C:\Users\user\AppData\Local\Temp\3F71.exe MD5: D7DF01D8158BFADDC8BA48390E52F355)
e [ 3F71.exe (PID: 1508 cmdline: C:\Users\user\AppData\Local\Temp\3F71.exe MD5: D7DF01D8158BFADDC8BA48390E52F355)
. E’ A7FO0.exe (PID: 2200 cmdline: C:\Users\user\AppData\Local\Temp\A7F0.exe MD5: 852D86F5BC34BF4AF7FA89C60569DF13)
. ﬁ BC16.exe (PID: 2576 cmdline: C:\Users\user\AppData\Local\Temp\BC16.exe MD5: 8B239554FE346656 C8EEF9484CE8092F)
. ﬁ mjlooy.exe (PID: 4660 cmdline: "C:\Users\user\AppData\Local\Temp\82aa4a6c48\mjlooy.exe” MD5: 8B239554FE346656 CBEEF9484CEB8092F)
. cmd.exe (PID: 5416 cmdline: "C:\Windows\System32\cmd.exe" /C REG ADD "HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell F

olders" /f /v Startup /t REG_SZ /d C:\Users\user\AppData\Local\Temp\82aa4a6c48\ MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 4864 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [ reg.exe (PID: 3168 cmdline: REG ADD "HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders" /f /v Startup /t REG_SZ /d

C:\Users\usen\AppData\Local\Temp\82aa4a6c48\ MD5: CEE2A7E57DF2A159A065A34913A055C2)
e M schtasks.exe (PID: 4000 cmdline: "C:\Windows\System32\schtasks.exe" /Create /SC MINUTE /MO 1 /TN mjlooy.exe /TR "C:\Users\user\AppData\Local\Te

mp\82aada6c48\mjlooy.exe” /F MD5: 15FF7D8324231381BAD48A052F85DF04)
o § conhost.exe (PID: 4636 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e M D452.exe (PID: 5572 cmdline: C:\Users\user\AppData\Local\Temp\D452.exe MD5: 5800952B83AECEFC3AA06CCB5B29A4C2)
e [ AppLaunch.exe (PID: 5588 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\AppLaunch.exe MD5: 6807F903ACO6FF7E1670181378690B22)
e (B 239.exe (PID: 5632 cmdline: C:\Users\user\AppData\Local\Temp\239.exe MD5: 5800952B83AECEFC3AA06CCB5B29A4C2)
e (B AppLaunch.exe (PID: 2152 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\AppLaunch.exe MD5: 6807F903ACO6FF7E1670181378690B22)
. E‘ 1D34.exe (PID: 2696 cmdline: C:\Users\user\AppData\Local\Temp\1D34.exe MD5: 852D86F5BC34BF4AF7FA89C60569DF13)
. . 2D04.exe (PID: 2896 cmdline: C:\Users\user\AppData\Local\Temp\2D04.exe MD5: 6ADB5470086099B9169109333FADABS86)
. {} gdrgbdj (PID: 2468 cmdline: C:\Users\user\AppData\Roaming\gdrghdj MD5: 9AF4D2022DC05C2DBBC4D218A8F0974C)
e [ gdrghdj (PID: 3492 cmdline: C:\Users\user\AppData\Roaming\gdrghdj MD5: 9AF4D2022DC05C2DBBC4D218A8F0974C)
e [B svchostexe (PID: 5636 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)
. @ WerFault.exe (PID: 5668 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 488 -p 5200 -ip 5200 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. ﬁ tejjnepg.exe (PID: 2320 cmdline: C:\Windows\SysWOW64\ozuqupbe\tejjnepg.exe /d"C:\Users\user\AppData\Local\Temp\309C.exe" MD5:
310337FA2432C256984AA89486B74D95)
o [ svchost.exe (PID: 4692 cmdline: svchost.exe MD5: FA6C268A5B5BDA067A901764D203D433)

e [B7 svchostexe (PID: 5368 cmdline: c:\windows\system32\svchost.exe -k netsvcs -p -s wlidsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [E] svchostexe (PID: 5728 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)
. ﬁ mjlooy.exe (PID: 2988 cmdline: C:\Users\user\AppData\Local\Temp\82aa4a6c48\mjlooy.exe MD5: 8B239554FE346656 CBEEF9484CEB092F)
. ﬁ mjlooy.exe (PID: 3916 cmdline: C:\Users\user\AppData\Local\Temp\82aa4a6c48\mjlooy.exe MD5: 8B239554FE346656 CBEEF9484CEB8092F)
= cleanup

o

Malware Configuration

No configs have been found

Yara Overview

PCAP (Network Traffic)

Source Rule Description Author Strings
dump.pcap JoeSecurity_Amadey Yara detected Joe Security

Amadey bot
dump.pcap JoeSecurity_RedLine_1 Yara detected Joe Security

RedLine Stealer
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Memory Dumps

Source Rule Description Author Strings
0000002E.00000002.664274182.00000000076A JoeSecurity_CredentialSte Yara detected Joe Security
6000.00000004.00000001.sdmp aler Credential Stealer
00000022.00000002.583256444.00000000000C JoeSecurity_RedLine Yara detected Joe Security
2000.00000004.00000001.sdmp RedLine Stealer
00000001.00000002.408517834.00000000005C JoeSecurity_SmokeLoader Yara detected Joe Security
1000.00000004.00020000.sdmp 2 SmokeLoader
00000018.00000003.484958252.000000000065 JoeSecurity_Tofsee Yara detected Joe Security
0000.00000004.00000001.sdmp Tofsee
0000002E.00000002.636412165.000000000040 JoeSecurity_RedLine Yara detected Joe Security
2000.00000020.00000001.sdmp RedLine Stealer

Click to see the 49 entries

Unpacked PEs

Source Rule Description Author Strings

13.2.3F71.exe.370f910.1.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

28.0.3F71.exe.400000.12.unpack JoeSecurity_RedLine Yara detected Joe Security
RedLine Stealer

1.0.zmbGUZTICp.exe.400000.5.unpack JoeSecurity_SmokeLoader Yara detected Joe Security

2 SmokeLoader

11.3.309C.exe.660000.0.raw.unpack JoeSecurity_Tofsee Yara detected Joe Security
Tofsee

24.2.tejjnepq.exe.400000.0.unpack JoeSecurity_Tofsee Yara detected Joe Security
Tofsee

Click to see the 29 entries

Sigma Overview

System Summary:

Sigma detected: Suspect Svchost Activity

Sigma detected: New Service Creation

Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

Yara detected Raccoon Stealer
Antivirus detection for URL or domain
Antivirus detection for dropped file
Multi AV Scanner detection for s

Multi AV Scanner detection for domain / URL

Compliance:
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Detected unpacking (overwrites its own PE header)

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

= “

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected SmokeLoader

E-Banking Fraud:

=

Yara detected Raccoon Stealer

Spam, unwanted Advertisements and Ransom Demands:

=

Yara detected Tofsee

System Summary:

‘]

Data Obfuscation:

=

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

R

Persistence and Installation Behavior:

Yara detected Amadey bot

= “

Boot Survival:

]‘

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

Copyright Joe Security LLC 2022

o
QD
«Q
[+
[e¢)
Q
=
al
a1



Anti Debugging: | |

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

Lowering of HIPS | PFW | Operating System Security Settings:

Stealing of Sensitive Information:

Yara detected RedLine Stealer

Yara detected Amadeys stealer DLL
Yara detected SmokelLoader

Yara detected Amadey bot

Yara detected Raccoon Stealer
Yara detected Vidar stealer

Yara detected Tofsee

Remote Access Functionality:

Yara detected RedLine Stealer
Yara detected SmokelLoader
Yara detected Raccoon Stealer

Yara detected Vidar stealer

Yara detected Tofsee

Mitre Att&ck Matrix

Privilege Credential Lateral Comma

Initial Access Execution  Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration and Col

Valid Native DLL Side- DLL Side- Disable or Modify oS System Time Remote Archive Exfiltration Over Other  Ingress

Accounts API Loading Loading Tools Credential  Discovery Services Collected Network Medium Transfel
Dumping Data
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Initial Access Execution

Default Exploitation  Valid

Accounts for Client Accounts
Execution

Domain Command Windows

Accounts and Scripting Service
Interpreter

Local Scheduled Scheduled

Accounts Task/Job Task/Job

Cloud Service Network

Accounts Execution Logon Script

Replication Launchd Rc.common

Through

Removable

Media

External Scheduled Startup Items

Remote Task

Services

Drive-by Command Scheduled

Compromise  and Scripting Task/Job
Interpreter

Exploit Public- PowerShell At (Linux)

Facing

Application

Supply Chain  AppleScript At (Windows)

Compromise

Compromise  Windows Cron

Software Command

Dependencies Shell

and

Development

Tools

Compromise  Unix Shell Launchd

Software

Supply Chain

Compromise Visual Basic Scheduled

Hardware Task

Supply Chain

Trusted Python Hypervisor

Relationship

Persistence

Behavior Graph
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Privilege
Escalation

Valid
Accounts

Access Token
Manipulation

Windows

Service

Process

Injection

Scheduled
Task/Job

Startup ltems

Scheduled
Task/Job

At (Linux)

At (Windows)

Cron

Launchd

Scheduled Task

Process Injection

Defense Evasion

Deobfuscate/Decode
Files or

Information

Obfuscated Files or
Information

Software

Packing

Timestomp

DLL Side-Loading

File Deletion

Masquerading

Valid Accounts

Modify Registry

Access Token
Manipulation

Virtualization/Sandbox

Evasion

Process

Injection

Hidden Files and
Directories

Credential
Access

Input
Capture

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

letc/passwd
and
letc/shadow

Network
Sniffing

Input
Capture

Keylogging

GUI Input
Capture

Web Portal
Capture

Discovery

Account Discovery

File and Directory
Discovery

System Information

Discovery a

Security Software

Discovery B a

Process Discovery

Virtualization/Sandbox

Evasion

Application Window
Discovery

System Owner/User
Discovery

Remote System
Discovery

Permission Groups
Discovery

Local Groups

Domain Groups

Cloud Groups

Lateral
Movement

Remote
Desktop
Protocol

SMB/Windows
Admin Shares

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Taint Shared
Content

Replication
Through
Removable
Media

Component
Object Model
and
Distributed
COM

Exploitation of
Remote
Services

Attack PC via
usB
Connection

Collection

Data from
Local
System

Email
Collection

Input
Capture

Keylogging

GUI Input
Capture

Web Portal
Capture

Credential
API Hooking

Data Staged

Local Data
Staging

Remote
Data Staging

Screen
Capture

Email
Collection

Local Email
Collection

Exfiltration

Exfiltration Over
Bluetooth

Automated Exfiltration

Scheduled Transfer

Data Transfer Size
Limits

Exfiltration Over C2
Channel

Exfiltration Over
Alternative Protocol

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Exfiltration Over

Unencrypted/Obfuscated

Non-C2 Protocol

Exfiltration Over
Physical Medium

Exfiltration over USB

Commonly Used Port

Standard Application
Layer Protocol

Comma
and Col

Encrypt
Channe

Non-Sta

Port

Non-
Applicat
Layer
Protocol

Applicat
Layer
Protocol

Multibar
Commu
Commo
Used Pc
Applicat
Layer P
Web Prc
File Trai

Protoco

Mail Prc

DNS

Proxy

Internal
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Legend:

D Process
I:‘ Signature

I:I Created File
Il onsieinfo
Is Dropped

Is Windows Process

]
+
*

Number of created Registry Values

LLL]
L L]
.

Number of created Files

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

Q@ 2|

Is malicious

Internet

jii
i

P ——-Y

= O = O e—
(- - - - - @
e e e ] ] ]

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

zmbGUZTICp.exe
zmbGUZTICp.exe
zmbGUZTICp.exe

Dropped Files

Source
C:\Users\user\AppData\Local\Temp\3F71.exe
C:\Users\user\AppData\Local\Temp\239.exe
C:\Users\user\AppData\Local\Temp\2D04.exe
C:\Users\user\AppData\Local\Temp\309C.exe
C:\Users\user\AppData\Local\Temp\1E7F.exe
C:\Users\user\AppData\Local\Temp\2DB3.exe
C:\Users\user\AppData\Local\Temp\1D34.exe
C:\Users\user\AppData\Local\Temp\3F71.exe

C:\Users\user\AppData\LocalLow\sG8rM8v\AccessibleHandler.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\AccessibleHandler.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\AccessibleMarshal.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\AccessibleMarshal.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\IA2Marshal.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\IA2Marshal.dll
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Detection
35%

42%
100%

Detection
100%
100%
100%
100%
100%
100%
100%
100%
0%
0%
0%
0%
3%
0%

Scanner
Virustotal

ReversingLabs

Joe Sandbox ML

Scanner

Avira

Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Joe Sandbox ML
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender

ReversingLabs

Label Link
Browse

Win32.Trojan.Casdet

Label Link
HEUR/AGEN.1211353

Browse

Browse

Browse
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https://www.virustotal.com/gui/file/c8fe81088b2caa9df35d92a588fb266a145c95b81b5c66d5bfe181fa73b17d82/detection/f-c8fe81088b2caa9df35d92a588fb266a145c95b81b5c66d5bfe181fa73b17d82-1642146772
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBrOUxnd3hfZHZz/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBSQlRLOEJiM0c/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBDbFlMc3gya2Jm/regular/analysis

Source Detection

C:\Users\user\AppData\LocalLow\sG8rM8v\MapiProxy.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\MapiProxy.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\MapiProxy_InUse.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\MapiProxy_InUse.dIl
C:\Users\user\AppData\LocalLow\sG8rM8v\breakpadinjector.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\breakpadinjector.dll
C:\Users\user\AppData\LocalLow\sG8rM8v\freebl3.dlII
C:\Users\user\AppData\LocalLow\sG8rM8v\freebl3.dlII
C:\Users\user\AppData\LocalLow\sG8rM8v\ldap60.dIl
C:\Users\user\AppData\LocalLow\sG8rM8v\ldap60.dll
C:\Users\user\AppData\LocalLow\sG8rM8w\Idif60.dll
C:\Users\user\AppData\LocalLow\sG8rM8w\Idif60.dll

Unpacked PE Files

Source Detection Scanner

Scanner

Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender

ReversingLabs

Browse

Browse

Browse

Browse

Browse

Browse

Download

Copyright Joe Security LLC 2022
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjAyRk5BMW13Zk5M/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBIVDJxM0xuMkZW/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjA5YzhrSDNJdUc/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBCWXRoczA4T0FL/regular/analysis

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link

http://185.163.204.24//l/f/N2z-VH4BZ2GIX1a33Fax/74acab80c259fbd3afe9b19dbd62861elddfe5h8 0% Avira URL Cloud safe
http:/fhost-data-coin-11.com/ 0% URL Reputation safe
http://185.163.204.24//l/f/N2z-VH4BZ2GIX1a33Fax/53d4f78085a60d100b5580840cacffadb56a356d 0% Avira URL Cloud safe
http://185.163.204.24/r 0% Avira URL Cloud safe
http://185.215.113.35/d2VxjasuwS/index.php 0% Avira URL Cloud safe
Ppiidatatosicoincomiflesl6%61 16420890067 2380 10%  AV@URLClud mawere
http://185.163.204.24/a 0% Avira URL Cloud safe
http://185.215.113.35/d2VxjasuwS/index.php?scr=1 0% Avira URL Cloud safe
http://185.163.204.24/ 0% Avira URL Cloud safe
http://https://login.lIUTF-8/p 0% Avira URL Cloud safe
http://data-host-coin-8.com/game.exe 0% URL Reputation safe
http://185.163.204.24//l/{IN2z-VH4ABZ2GIX1a33Fax/74acab80c259fbd3afe9b19dbd62861elddfe5h8v 0% Avira URL Cloud safe
_____
http:/fPassport.NET/th Avira URL Cloud safe
http://https://login.lIUTF-16p 0% Avira URL Cloud safe
http:i/https://login.live 0% Avira URL Cloud safe
http://185.163.204.24/F 0% Avira URL Cloud safe
http:ifhttps://api.ip.sh/ip 0% URL Reputation safe
http://185.163.204.24/B Avira URL Cloud safe
_____
http:ihttps://login.live.c Avira URL Cloud safe
http://185.163.204.24/0 0% Avira URL Cloud safe
http:ifcrl.ver) 0% Avira URL Cloud safe
http://185.163.204.24//l/{IN2z-VHABZ2GIX1a33Fax/74acab80c259fbd3afe9b19dbd62861elddfe5h841 0% Avira URL Cloud safe
http://185.163.204.24/as 0% Avira URL Cloud safe

http:i/https://logilive.c 0% Avira URL Cloud safe

http://178.62.113.205/capibar 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
unicupload.top 54.38.220.85 true false high
host-data-coin-11.com 8.209.70.0 true false high
patmushta.info 94.142.143.116 true false high
cdn.discordapp.com 162.159.135.233 true false high
microsoft-com.mail.protection.outlook.com 40.93.207.0 true false high
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https://www.virustotal.com/gui/url/5999318c7749a7ceaf5846c220e7f0f9d167c1e1190845276d99988c6f231dde/detection/u-5999318c7749a7ceaf5846c220e7f0f9d167c1e1190845276d99988c6f231dde-1641835050

Name P Active Malicious Antivirus Detection Reputation

goo.su 104.21.38.221 true false high
transfer.sh 144.76.136.153 true false high
a0621298.xsph.ru 141.8.194.74 true false high
data-host-coin-8.com 8.209.70.0 true false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://a0621298.xsph.ru/7.exe false high
e e B
http://185.163.204.24//l/{/N2z- false e Avira URL Cloud: safe unknown
VH4BZ2GIX1a33Fax/74acab80c259fbd3afe9b19dbd62861e1ddfe5b8

http:/fhost-data-coin-11.com/ false e URL Reputation: safe unknown
http://185.163.204.24//1/{/N2z- false e Avira URL Cloud: safe unknown

VH4BZ2GIX1a33Fax/53d4f78085a60d100b5580840cacffadb56a356d

http://185.163.204.24/ false e Avira URL Cloud: safe unknown

http://data-host-coin-8.com/game.exe false e URL Reputation: safe unknown

http://a0621298.xsph.ru/9.exe false high

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
185.163.45.70 unknown Moldova Republic of & 39798 MIVOCLOUDMD false
40.93.207.0 microsoft- United States = 8075 MICROSOFT-CORP-MSN- false
com.mail.protection.outloo AS-BLOCKUS
k.com
94.142.143.116 patmushta.info Russian Federation - 35196 IHOR-ASRU false
86.107.197.138 unknown Romania '] 39855 MOD-EUNL false
8.209.70.0 host-data-coin-11.com Singapore = 45102 CNNIC-ALIBABA-US-NET-  false
APAlibabaUSTechnologyCo
LtdC
54.38.220.85 unicupload.top France 1] 16276 OVHFR false
162.159.135.233 cdn.discordapp.com United States = 13335 CLOUDFLARENETUS false
104.21.38.221 goo.su United States = 13335 CLOUDFLARENETUS false
144.76.136.153 transfer.sh Germany - 24940 HETZNER ASDE false

141.8.194.74 a0621298.xsph.ru Russian Federation - 35278 SPRINTHOSTRU false

185.163.204.22 unknown Germany - 20771 CAUCASUS-CABLE- false
SYSTEMCCSAutonomousS
ystemGE

185.163.204.24 unknown Germany - 20771 CAUCASUS-CABLE- false
SYSTEMCCSAutonomousS
ystemGE

Private

P

192.168.2.1
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P
127.0.0.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 553117
Start date: 14.01.2022
Start time: 10:42:04
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 16m 2s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: zmbGUZTICp.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 48
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.spyw.evad WinEXE@61/51@81/19
EGA Information: e Successful, ratio: 100%
HDC Information: e Successful, ratio: 19.1% (good quality ratio 13.1%)

e Quality average: 51.7%
e Quality standard deviation: 40.5%
HCA Information: e Successful, ratio: 56%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

10:43:45 Task Scheduler Run new task: Firefox Default Browser Agent EA345A35CCA4E184 path: C:\Users\user\AppData\Roaming\gdr
gbdj

10:43:55 API Interceptor 1x Sleep call for process: 2DB3.exe modified

10:44:13 API Interceptor 1x Sleep call for process: WerFault.exe modified

10:44:22 API Interceptor 3x Sleep call for process: svchost.exe modified

10:44:44 API Interceptor 4x Sleep call for process: A7F0.exe modified

10:44:46 API Interceptor 464x Sleep call for process: mjlooy.exe modified

10:44:48 Task Scheduler Run new task: mjlooy.exe path: C:\Users\user\AppData\Local\Temp\82aa4a6c48\mjlooy.exe
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\ProgramData\Microsoft\Network\Downloader\edb.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

MPEG-4 LOAS

dropped

1310720

0.2485928694932566

false
1536:BJiRdfVzkZm3lyf49uyc0ga04PdHSILrM/oVMUdSRU45:BJiRdwfu2SRU45
46301C913F59052C24F89BB61C076A86
280D65E7DD5758F8E3A6C48C41E32B6D0AA4CS3F
8A752E2055C6F60317E892892F41DF560209FE83C82A8EBESS5AD5A82FB3F15B7

2DEA2312E30258ABD94606A4BBB1C5CBF0819CACF4AA2AE98225AFD924E64406923D915ECED6F62BDD08499A1F8EA479432EE8DOFA243F2ECF9162E658910D
3

false

unknown

Vd......... @.@.3. . Wi 3 Wi C:\ProgramData\Microsoft\Network\DOWNIOAAET\.............cuiuiiiiiiiiiii ettt
C:\ProgramData\Microsoft\Network\Downloader\...

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

Extensible storage user DataBase, version 0x620, checksum 0x2d162e1b, page size 16384, DirtyShutdown, Windows version 10.0
dropped

786432

0.2506815554351528

false

384:IbW+WO0StseCJI48EApWOStseCI48E2rTSjlIK/ebmLerYSRSY1J2:1bZSB2nSB2RSjIK/+mLes0j1J2
5E8CDCD58254AD3AA7C14A73154B3277

9E9C44202300E3B618537D4D692360D57052A478
6D19EF4AD21115659FEB89AB15A4CC3C26E5DBE468A568B2908A2B95AB552345
6B45638E58215FDBF208547170B3DE276BCA26C78415874AAAEASBEAS6507B18529515AD47D36A876B12149FFCIBD5F9154A671BAD5A4C252C1B15DC29703B7:
false

unknown
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C:\ProgramData\Microsoft\Network\Downloader\gmgr.jfm

Process: C:\Windows\System32\svchost.exe
File Type: data

Category: dropped

Size (bytes): 16384

Entropy (8bit):  0.07555221228914681

Encrypted: false

SSDEEP: 3:sX1EvyJAq+/bJdAtiXn6kqgyll3Vkttiminl:sAyug+t4Lkq23

MDS5: C7CCFBC9E369C73F4A1268BEC8B124FA

SHA1L: F665B2B40E0561EE864D90A3D4F80E86324B5D6A

SHA-256: 64230019D1737CAFA29C4DF8DFCF1EFB8FE98851FEBEE83F490EF18F9ESFAF2D

SHA-512: EF37FOAB3ABD2CF8DFOF66F4FDE4COF729044CDD7E0829F0BA42FCD409365A7CE6F17A77CB5F90AFD33F70C612EA82D3DD7374D0ES603F5F766D07D487110E
A

Malicious: false

Reputation: unknown

Preview:

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_1E7F.exe_56ef6c3f939a5c31c54ae423594576ecch36d7e_39743cad_173f7c90\Repor
t.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.8147334084221176

Encrypted: false

SSDEEP: 96:j+F+XLkopwOQoJ7R3V6tpXIQcQecttycEfcw3m+HbHg/8BRTf308Fa9iVOyWYmp:qckoJ8HQOIbjlg/u7srS274ItvS

MD5: 0649ECAD777C02E54262EF3EBI90CCEDS8

SHA1L: 5E75E6699F03B849535D31A1A09A0F3497C86D7B

SHA-256: 85BA251E129D34788335425E83C40F0B5008954FAFF5A28FOE4CEA178D0737BF

SHA-512: 79B833B2EFB512A790883AF7B7F5DEEC4029A1D3FDBD099FC6FDSE4ES51D3584DA139E4633BAG9FEFCFA8076C88AE31177E06AFIB5F3D4360772BFF716705CD!I
F

Malicious: false

Reputation: unknown

Preview:

.Version=1..EventType=BEX..EventTim.e=13286.65944144770.11..Rep.ortType=2..Consent=1..UploadTime=13.
2.8.6.6.5.9.4.5.0.5.8.8.2.7.8.7....R.ep.o.rtStatus.=524384..Reportldentifier=3.db.a8.76.a-beb.4.-4f0.c.-b.3f0.-b.ale39ac003a..l
nte.g.r.ato.rR.ep.ortlden.tifier=25a2.c.d21.-24f3.-4b.b.a-8f6.c.-29521fe9.2d.0b...W.ow.6.4Ho0.s.t=344.04..W.0w.6.4.G.uest=332
...N.sApp.Name=1E7F..exe...Ap.p.S.es.s.ionG.u.id=0.0.0.014.5.0.-0.0.0.1-0.0.1.7.-6.8.09.-.25.2a.b.7.6.0.9.d.8.0.1....T.ar.g.e.t.Ap.p.l.d.=W..0.
0.0.6.0.b.8.2.6.9.7.9.3.a.e.a.f.d.6.b.7.1.9.1.£.0.5.f.0.c.b.d.a.b.c.6.0.0.0.0.2.9.0.1.1.0.0.0.0.5.9.9.5.a..9.d.0.2.4.7.0.3.6.c.c.6.d.3.e.a.7.4.1.e.7.5.0.4.c.9.1.3.f£.1.£.b.7.6..1.
E.7.F..exe...TargetAppV.er=2021//11//1.2.:.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4E1E.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Fri Jan 14 18:44:02 2022, 0x1205a4 type

Category: dropped

Size (bytes): 42152

Entropy (8bit):  2.0070556637522814

Encrypted: false

SSDEEP: 192:9+01WMNuYFYdOeh0k1ZU/z3gtgcoegRtT2t9sL2ChH1X:pNh6QefOjwzAx1X

MD5: 316DB5CFD39AB644814F89500F3C9906

SHAL: 66A84F4A0D70C0ODB0OD93DC88D01CB7DB183612F7

SHA-256: B89B7C2A0A6ECF23AFA9F25E045FF95F078F13F8581664FB63FAB4ABB2F1FCAG

SHA-512: 5D786B587A11E11BFD7D4538D0C815664BF8136E06C9F411C9F563CB31EDED963757FBDCFD54A003C6CC8DCA2C5EBEY64207AD6788D2C2E2ABC8213B909F5!
6

Malicious: false

Reputation: unknown

Preview:

P.a.c.ific..D.ay.lig.ht T.ime..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER5581.tmp.WERInternalMetadata.xml

Process: C:\Windows\SysWOW64\WerFault.exe
File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER5581.tmp.WERInternalMetadata.xml

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

8390

3.702157392275921

false

192:Rrl7r3GLNire6F6YJfSUjgmfgRSUCpDIi89b23sfdym:RrIsNiC6F6YhSUjgmfqRSf28fZ

68B45BFA81BD5DDCCE22105ACE357023

F8518BF4AC336C8189438B8FF8DFACAD2867A272

7A3BDCEB83450471DAADBOBE59262D65E518AC8B3A31C6289846522CCBBBOC300
30C650628A38511C711E5DA5C1979A31325B52F6E478AFEOD574874561A63DC7C217615B62255B7D00A55D38227A24468164D0113BC04D02ES5BEB25E264E21A
false

unknown

.<.?x.m.l .wv.ers.ion="1.0." enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformadtion>....<W.in.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W..n.d.ow.s.N.T.V.ers.i.o.n>......<Bu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(0x.3.0.).;. W.in.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.itio.n>Profess.io.nal</Ed.ition>....<B.uildString>17134.1.am.d.6.4fre..rs4._re.leas.e..18.04.10.-18.0.4.
<./.B.u.i.lL.d.S.tr.i.n.g.> .<.R.ew.is.ion>1l</Rewvision>....<Flav.or>Multipro.cess.or Freex</Flav.or>....<Architecture>X6.4.</
Ar.c.h.itecture>.....<LCl1D.>1.0.3.3</LC.lD>....</l0.SV.ers.io.n.lnformatio.n>....<Pro.cess.lnformation>....<P.i.d>52.0.0.</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WER59A9.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4685

4.480309088097584

false
48:cviwSD8zskJgtWI9oaEYWSC8BQ8fm8M4IN8gFthlco+q8v981juLiAd:ulTfifaERSNnIfnKAuULIAd
FF921EB2F3095E2BB781CB4894F054C4

53BB32657077BCC58DBA8B5554DE9558041C2110
DD601D81852C59F193A8E0FD702813BD11727BB49E38C1DE94CF94BF80C4BAS6

DBOSE9D5B1E65CO9FD7CDA725F54F48AD57B35799325CEE9BA8DC852256AC2C802AA2C853EFOE7E327DBC414F8C3FDDBFD2D52305532E3AD69AAG2ACAEA34:
E5C

false

unknown

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244"/>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite” val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1342314" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER6219.tmp.csv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

48344

3.066109567350114

false
768:/fHX382gE2hsUrLYKARAKNkIUQIyzU9XMPvwO:/fHX382CsUrLYKARAskihNU9XMPvwO
54C5FA9810320E84420B5B29103D744D
6CE46C334A0FCB0C036BCD6C987CA01674896471
07CO0E122791672016203522FCF355B2D35C74777E35EB16B8C09A117A6010B28
3F50E4D84BESDF612BBA7F15DBFB2658ACB83A20547A0BAB93D5F7476769E4008C320E994C297487AD49F896A2129E6FIF2759CE4AC3CEDB4AL2657FB6C16343
false

unknown

l.m.a.g.e.N.am.e.,.U.n.i.q.u.e.P.ro.ces.s.ld, Numb.erO.fThreads.,WorkingS.etPrivatesS.ize.,HardFaultC.o.unt,Numb.erOfT.hreads.H.
i.g.hWatermark.,.Cy.cleTime.,.CreateTime.,UserTime.,KernelTim.e.,Bas.ePriority.,P.eakV.irtualS.ize.,V.irtua.lS.ize.,PageF.
a.u.lt.C.o.u.nt, WorkingS.e.tS.ize.,P.eakW.orkingsSetSize.,Qu.o.taP.eakP.agedP.o.0lUsage.,QuotaP.agedP.o.0lUsag.e.,QuotaP.e.
a.k.N.o.n.P.a.g.e.d.P.o.olUs.a.g.e.,.Qu.o.taN.o.n.P.a.g.e.d.P.o.olUs.ag.e.,PagefileUs.ag.e., PeakPagefileUsage.,PrivateP.agecC.oun.
t.,.R.e.a.d.O.p.eratio.nC.o.u.nt, Write.O.p.eration.C.ount, O.therO.perationcC.ount, ReadTransferCo.unt,WriteT.ransfercC.o.u.
n.t,O.therT.ransferC.o.unt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERG66CE.tmp.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Windows\System32\svchost.exe
data

dropped

13340

2.69536143503136

false

Copyright Joe Security LLC 2022 Page 19 of 55



C:\ProgramData\Microsoft\Windows\WER\Temp\WERG66CE.tmp.txt

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

96:9GIZYWK5aBkdY1Y6W/5H6YEZ7FtBt8i0Tj0/w6UALkaObMaz810q3:9jZDKxiVtZUmkaObMaz70q3
ESDAAS5DFDFG4E4FD828D86A427F34A8

A1743376D125D03351D754B114121A79696341EC
DDFB1CDEA7F63C7808AA474F23F299F6CDO0189E80695D0COF7D0OB87BE293C3A5

FBB6388AAE297315408093BC303D0A87ED52FBBE20F8911FEAA7DE77AD6ADC39CF65D28A534DB34DA4D4D3F70BOF60E3D4C03AF58E2C3D5D6A2206FF559A6!
50

false

unknown

B..T.imerRes.olution. ... ... .. .. . .. . 1.5.6.2.5.0....B...P.@.0.€.S..Z.8. . o 4.0.9.6.....B...N.L
m.b.er.O.f.P.hys.icalPages...........................1.04.83.15....B..Lowes.tPhysicalPageNumber ............................. 1.
....B..H.i.g.h.estP.hysicalPageNumber ......................1.31.0.7.19...B..Allo.cationGranularity. ....... ... .. ... .. ... .......
.6.5.,5.3.6.....B...M.i.n.im.um.U.s.er.Mo.deAd.dress........ ..........6.5536...B..MaximumuUs.erModeAddress.................

.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B..Ac.tiv.e.P.ro.ces.s.orsAffinityMask ......

C:\Users\user\AppData\LocalLow\1xVPfvJcrg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\A7F0.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYgbCP46w/1Vumq
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

unknown

SQLite format 3......@ ..

C:\Users\luser\AppData\LocalLow\RYwTiizs2t

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\A7F0.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAO0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

unknown

SQLite format 3.....@ ....... B P T T O PSP TP P PP PPPTRPRPN

C:\Users\user\AppDatal\LocalLow\frAQBc8Wsa

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Users\user\AppData\Local\Temp\A7F0.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

40960

0.792852251086831

false
48:2i3nBA+I1Y1PJzrOURCVE9VBMXODOHSFINUfAIGUGYFoNSs8LKvUfIKVYJ7hU:pBCJyC2V8MZyFI8AIG4oNFeymw
81DB1710BB13DA3343FCODFIFO0BE49F

9B1F17E936D28684FFDFA962340C8872512270BB
9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB
CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
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C:\Users\user\AppData\LocalLow\frAQBc8Wsa

Malicious: false
Reputation: unknown
Preview:

SQLite format 3...... BT T PRSPV PPSPPRTPR

C:\Users\luser\AppData\LocalLow\rQF69AzBla

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 20480

Entropy (8bit):  0.6951152985249047

Encrypted: false

SSDEEP: 24:TLbJILbXaFpEO5bNmMISHNO6UWCQPX5fBoplvIn2QOYiUG3PaVrX:T5LLOpEO5J/Kn7ULluBoplvZXC/alX

MDS5: EA7F9615D77815B5FFF7C15179C6C560

SHA1L: 3D1D0OBAC6633344E2B6592464EBB957D0D8DD48F

SHA-256: A5D1ABB57C516F4B3DF3D18950AD1319BA1A63F9A39785F8FOEACEOA482CABL7

SHA-512: 9C818471F69758BD4884FDB9B543211COE1EE832AC29C2C5A0377C412454E8C745FB3F38FF6E3853AE365D04933COEC55A46DDA60580D244B308F92C57258C9¢
Malicious: false

Reputation: unknown

Preview:

SQLite format 3......

C:\Users\luser\AppData\LocalLow\sG8rM8v\AccessibleHandler.dll v

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 123344

Entropy (8bit):  6.504957642040826

Encrypted: false

SSDEEP: 1536:DkO/6RZFrpiS7ewfINGa35i0mwWTYP1KxBxZJBYEIMBrsuLelLsWxcdaocACsOK:biRZFdBiussQ1MBjg2aocts03/7FE

MD5: F92586E9CC1F12223B7EEB1A8CD4323C

SHA1L: F5EB4AB2508F27613F4D85D798FA793BBOBD04B0

SHA-256: A1A2BBO3A7CFCEA8944845A8FC12974482F44B44FD20BE73298FFD630F65D8D0

SHA-512: 5C047AB885A8ACCB604E58C1806C82474DC43E1F997B267F90C68A078CB63EE78A93D1496E6DDAF5A72FDF246F40EF19CESCAOD0296BBCFCFA964E4921E68A
F

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown

Preview:

e 1..L.IThis program cannot be run in DOS mode....$........ y.Z.

/b...../{......Rich.
@ 0.$....

...@..@.reloc..
C:\Users\user\AppData\LocalLow\sG8rM8v\AccessibleMarshal.dll v
Process: C:\Users\user\AppData\Local\Temp\A7F0.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 26064
Entropy (8bit):  5.981632010321345
Encrypted: false
SSDEEP: 384:KuAjyb0Xc6JzVuLoW2XDOc3TXglhjsvDG8A30OPLon07zS:BEygs6RV60W2Xd38njiDG8M]
MD5: A7FABF3DCEO008915CEE4FFC338FALCEG
SHAL: F411FB41181C79FBA0516D5674D07444E98E7C92
SHA-256: D368EB240106F87188C4F2AE30DB793A2D250D9344F0E0267D4F6A58E68152AD
SHA-512: 3D2935D02D1A2756AAD7060C47DC7CABBA820CC9977957605CEIBBB44222289CBC451AD331F408317CF01A1A4D3CF8DICFC666C4E6B4DBODDD404C7629CE/
70
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBrOUxnd3hfZHZz/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBSQlRLOEJiM0c/regular/analysis

C:\Users\user\AppData\LocalLow\sG8rM8v\AccessibleMarshal.dll v

Preview:

.L.IThis program cannot be run in DOS mode....$.. U..U..U.U.U.T. . U.T.U.T.U.T..U5T..U..ULU.T.

N <..09..T

C:\Users\luser\AppData\LocalLow\sG8rM8viIA2Marshal.dll v
Process: C:\Users\user\AppData\Local\Temp\A7F0.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 70608

Entropy (8bit):  5.389701090881864

Encrypted: false

SSDEEP: 768:3n8PHF564hn4wva3AVgH5PMEOS]A6QMOavrDG8MR43:38th4wvaQVESPRIOXs

MDS5: 5243F66EF4595D9D8902069EED8777E2

SHA1L: 1FB7F82CD5F1376C5378CD88F853727AB1CC439E

SHA-256: 621F38BD19F62C9CE6826D492ECDF710C00BBDCF1FB4E4815883F29F1431DFDA

SHA-512: ABAB96D73E326C7EEF75560907571AE9CAA70BA9614EB56284B863503AF53C78B991B809COC8BAE3BCE99142018F59D42DD4BCD41376D0A30D9932BCFCAEES
A

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown

Preview:

C:\Users\luser\AppData\LocalLow\sG8rM8viMapiProxy.dlIl v

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19920

Entropy (8bit): 6.2121285323374185

Encrypted: false

SSDEEP: 384:YOGKgKt7QXmFJINauBT5+BjdvDG8A30PLon6nt:akKgWc2FnnTOVDG8MSt

MD5: 7CD244C3FC13C90487127B8D82F0B264

SHA1L: 09E1AD17F1BB3D20BD8C1F62A10569F19E838834

SHA-256: BCFBOE397DF40ABA8C8C5DD23C13C414345DECDD3D4B2DF946226BE97DEFBF30

SHA-512: C6319BB3D6CB4CABF96BD1EADB8C46A3901498AC0OEB789D73867710B0D855AB28603A00647A9CF4D2F223D35ADB2CB71AB22C284EF18823BFF88D87CF31FD!
3D

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown

Preview:

C:\Users\user\AppDatal\LocalLow\sG8rM8v\MapiProxy_InUse.dll v

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19920

Entropy (8bit):  6.2121285323374185

Encrypted: false

SSDEEP: 384:YOGKgKt7QXmFJINauBT5+BjdvDG8A30PLon6nt:aKgWc2FnnTOVDG8MSt

MD5: 7CD244C3FC13C90487127B8D82F0B264

SHAL: 09E1AD17F1BB3D20BD8C1F62A10569F19E838834

SHA-256: BCFBOE397DF40ABA8C8C5DD23C13C414345DECDD3D4B2DF946226BE97DEFBF30

SHA-512: C6319BB3D6CB4CABFI6BD1EADB8C46A3901498AC0EB789D73867710B0D855AB28603A00647A9CF4D2F223D35ADB2CB71AB22C284EF18823BFF88D87CF31FD!
3D

Malicious: false
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBDbFlMc3gya2Jm/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis

C:\Users\user\AppDatal\LocalLow\sG8rM8v\MapiProxy_InUse.dlIl v
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:

C:\Users\luser\AppData\LocalLow\sG8rM8v\breakpadinjector.dll v
Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 117712

Entropy (8bit):  6.598338256653691

Encrypted: false

SSDEEP: 3072:9b9ffsTV5n8cSQQtys6FXCVnx+IMD6eN07e:P25V/QQs6WTMex7e

MDS5: A436472BOA7B2EB2C4F53FDF512D0CF8

SHA1L: 963FEBAEIEC8819EF2A674DBF7C6A92DBB6B46A9

SHA-256: 87ED943D2F06DICA8824789405B412E770FE84454950EC7E96105F756D858E52

SHA-512: 89918673ADDC0501746F24EC9A609AC4D416A4316B27BF225974E898891699B630BB18DB32432DA2F058DC11D9AF7BAF95D067B29FB39052EE7C6F622718271B
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown

Preview:

> {+B.{. 6% y+6.{*Rich7.{*

C:\Users\luser\AppData\LocalLow\sG8rM8v\dI3hX2r.zip E

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Size (bytes): 2828315

Entropy (8bit):  7.998625956067725

Encrypted: true

SSDEEP: 49152:tiGLaX5/cgbRETICOEqgSVAX07XZiEi4qgiefeEIGt5ygL0+6/qax:t90X9alwISVP1fnefekGt5CP

MD5: 1117CD347D09C43C1F2079439056ADA3

SHA1L: 93C2CE5FC4924314318554E131CFBCD119F01AB6

SHA-256: 4CFADA7EB51A6C0CB26283F9C86784B2B2587C59C46A5D3DCOFO06CAD2C55EE97

SHA-512: FC3F85B50176C0F96898B7D744370E2FFO0AA2024203B936EB1465304C1C7AS6E1AC078F3FDF751F4384536602F997E745BFFF97F1D8FF2288526883185C08FAF

Malicious: false

Reputation: unknown

Preview:
PK........ZnN<{r... .nssdbm3.dll...|...8...N..Y..6.8J....$1...D .a....jL.V..C..N.;... }.... . ..~eA.Wo...
[ W A R <YRAE.0.NXS.C...=V....,..FurClUe WO [ UL < W.... 7P { K~ E.W...C.. 2 .[Z....6.G.V.2..+.n4...... wif..nJL.{. . L) SXLL LK

M..w.L..LA8r.IX...r...87.
.Y.3.*%..S<#}.".>.0RBg,...Ih.s..0.....r.p8...)..3..K.v....ds.n3.+]... .
.C..[....b.\.Z..m. ..0...P.F8{].U.p..RW,n...MM ._@.>Q.. ..N> T’>WM )9B

<]r..TWm....b6/._...a.W.IB..3.n.. Mz.._Q.. K .0.9\ t.W.m.X
: {.' M.. \W Y 37+nQ Z * 3\G .5d....Z.hVL..Z.|k.5...XF.Y..IVVW.
.>>8$\.%..L.zF.l..3

C:\Users\user\AppDatal\LocalLow\sG8rM8v\freebl3.dll v

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 334288

Entropy (8bit):  6.808908775107082

Encrypted: false

SSDEEP: 6144:6cYBCU/bEPU6Rc5xUqc+z75nv4FOGHTrIraqgDL6XPSed:67WRCB7zI4F014gn6R

MD5: 60ACD24430204AD2DC7F148B8CFE9BDC

SHAL: 989F377B9117D7CB21CBE92A4117F88F9C7693D9

SHA-256: 9876C53134DBBEC4DCCA67581F53638EBA3FEA3A15491AA3CF2526B71032DA97

SHA-512: 626C36E9567F57FASECI9C36D96CBADEDEIC6F6734A7305ECFBIF798952BBACDFA33A1B6C4999BA5B78897DC2EC6F91870F7EC25B2CEACBAEE4BE942FESS1
DBO1

Malicious: false

Copyright Joe Security LLC 2022 Page 23 of 55


https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjAyRk5BMW13Zk5M/regular/analysis

C:\Users\user\AppDatal\LocalLow\sG8rM8v\freebl3.dll v

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown
Preview:
MZ.ooiiiiiiiiies @ e e 1..L.IThis program cannot be run in DOS mode....$......... [...AV..AV..AV...V.AV].@W..AV.1.V..AV].BW..AV].DW..AV].EW..
AV..@W..AVO.@W..AV..@V.AVO.BW..AVO.EW..AVO.AW..AVO.V..AVO.CW..AVRich..AV.
@i PP @. XK P 0T @i 8...
. H @..@.reloc.......P B 0 = TSRS PSPPSR

C:\Users\luser\AppData\LocalLow\sG8rM8v\idap60.dll v
Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 132048

Entropy (8bit):  6.627391684128337

Encrypted: false

SSDEEP: 3072:qgXCFTvwgiiynFa6zqeqQZ06DdEH4sq9gHNalkiQhEwe:qdvwgMFbOePIP/zklQ2h

MDS5: 5A49EBF1DA3D5971B62A4FD295A71ECF

SHA1L: 40917474EF7914126D62BA7CDBF6CF54D227AA20

SHA-256: 2B128B3702F8509F35CADOD657C9A00F0487B93D70336DF229F8588FBA6BA926

SHA-512: AB6123BA3BCFIDEGAABCEO9F2F84D6D3C79B0586F9E2FDOC8A6C3246A91098099B64EDC2F5D7E7007D24048F10AE9FC30CCF7779171F3FD03919807EE6AF768(
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 2%
Reputation: unknown

Preview:
.Q...7S..75..7S..S..7S|.>R..?S;..S..?S|.<R..?S|..R..?S|.;R..?

.@.. .L.IThis program cannot be run in DOS mode....$..
S..>R..?S..>S..2Sn.;R.?Sn.?R..?Sn..S..?Sn.=R..?SRich..?S. A "

C:\Users\user\AppDatal\LocalLow\sG8rM8v\Idif60.dlIl v
Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20432

Entropy (8bit):  6.337521751154348

Encrypted: false

SSDEEP: 384:YXfML3ALXKOAZEuUzOJKRsIFYVDG8A30PLonw4S:0fMmxFyO4RpGDG8M|S

MD5: 4FE544DFC7CDAA026DA6EDAO9CADGE6CA

SHA1L: 85D21E5F5F72A4808F02F4EA14AA65154E52CE99

SHA-256: 3AABBEOAAB6CEBA91E5C49B7DES77AF73B9889D7F03AF919F17F3F315A879B0F

SHA-512: 5C78C5482E589AF7D609318A6705824FD504136AEAACE3F373E913DA85FA03AF868669534496217B05D74364A165D7E08899437FCCOE3017F02D94858BA814BB
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown

Preview:

C:\Users\user\AppDatal\LocalLow\sG8rM8v\igpllibs.dll

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 55760

Entropy (8bit): 6.738700405402967

Encrypted: false

SSDEEP: 1536:LxsBS3Q6j+37mWT7DT/GszGrn7iBCmjFCOu:LXTBcmWT7X/Gszen7icmjFtu

MD5: 56E982D4C380C9CD24852564A8C02C3E

SHAL: F9031327208176059CD0O3F53C8C5934C1050897F

SHA-256: 7F93B70257D966EA1C1A6038892B19E8360AADDSESAESS8E75EBB0697BIEA8786

SHA-512: 92ADC4C905A800F8AB5C972B166099382F930435694D5F9A45D1FDE3FEF94FAC57FD8FAFF56FFCFCFDBC61A43E6395561B882966BEOC814ECC7E672C67E676!
A
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBIVDJxM0xuMkZW/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjA5YzhrSDNJdUc/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBCWXRoczA4T0FL/regular/analysis

C:\Users\user\AppDatal\LocalLow\sG8rM8v\igpllibs.dll

Malicious: false
Reputation: unknown
Preview:

program cannot be run in DOS mode....$...........l...
" 2

C:\Users\luser\AppData\LocalLow\sG8rM8v\libEGL.dII

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 22480

Entropy (8bit):  6.528357540966124

Encrypted: false

SSDEEP: 384:INZ9MLVDAffIIKAtNOMLAb8X3FbvDG8A30PLonzvGh:4mx+fXvn4YFrDG8MKb

MD5: 96B879B611B2BBEE85DF18884039C2B8

SHA1L: 00794796ACAC3899C1FB9ABBF123FEF3CC641624

SHA-256: 7B9FC6BE34F43D39471C2ADD872D5B4350853DB11CC66A323EFIE0C231542FB9

SHA-512: DF8F1AA0384A5682AE47F212F3153D26EAFBBF12A8C996428C3366BEBE16850D0BDA453EC5F4806E6A62C36D312D37B8BBAFF549968909415670C9C61A6ECA9
Malicious: false

Reputation: unknown

Preview:

NEF,~N{F,.N{.ZN{ T-2.N{Nz..N{.T-

1 NENEN{6..N{.F,z.N{.F,x
.p .@...
.@..@.data.

~N{T-{LN{ T-..N{. T-y.N{.Rich.N{. LL.aAl. e e

C:\Users\luser\AppData\LocalLow\sG8rM8vinssdbm3.dll

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 92624

Entropy (8bit):  6.639527605275762

Encrypted: false

SSDEEP: 1536:YVNGVOt0VjOJkbH8femxfRVMNKBDUOQWL1421GIkxERC+ANCFZ0Z/6tNRCwI41Pc:+NGVOiIBZbcGmxXMcBgmzoCUZoZebHPAT

MD5: 94919DEA9C745FBB01653F3FDAES59C23

SHAL: 99181610D8C9255947D7B2134CDB4825BD5A25FF

SHA-256: BE3987A6CD970FF570A916774EB3D4E1EDCE675E70EDAC1BAF5E2104685610B0

SHA-512: 1A3BB3ECADD76678A65B7CB4EBE3460D0502B4CA96B1399F9E56854141C8463A0CFCFFEDF1DEFFB7470DDFBAC3B608DC10514ECA196D19B70803FBB02188E
5E

Malicious: false

Reputation: unknown

Preview:

L4..

C:\Users\luser\AppData\LocalLow\sG8rM8v\pridap60.dll

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 24016

Entropy (8bit):  6.532540890393685

Encrypted: false

SSDEEP: 384:TQIMOeAdiNcNUO3qgpw6MnTmJIKOIIEEHANDI3VDG8A30PLondJJs2z:KMaNgb6MTmVIIEK2p/DG8MIsQ
MD5: 6099C438F37E949C4C541E61E88098B7

SHAL: 0ADO3A6F626385554A885BD742DFES5B59BC944F5

SHA-256: 46B005817868F91CF60BAA0S52EE96436FC6194CE9AG61E93260DF5037CDFA37A5

SHA-512: 97916C72BF75C11754523E2BC14318A1EA310189807AC8059C5F3DC1049321E5A3F82CDDD62944EAG6688F046EE02FF10B7DDF8876556D1690729E5029EA414A9
Malicious: false

Reputation: unknown
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C:\Users\user\AppDatal\LocalLow\sG8rM8v\pridap60.dii

Preview:

/..@
@..@.data...4...@...

.p.

.$.8.9%t[.$q[.$=[.$.8.%1[.$.8.%p[.$.8.$p[.$.8.%p[.$Richq[.$..
......... @t $ LT L@ 0
@..@.reloc..$...."

C:\Users\luser\AppData\LocalLow\sG8rM8v\qipcap.dlil

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 16336

Entropy (8bit):  6.437762295038996

Encrypted: false

SSDEEP: 192:aPgr1ZCh2vGJ7b20gKvFej7xOKDWpH3VUA397Ae+PjPonZwC7Qm:aYpZPGJIP209F4vDGB8A30PLONZWC7X

MDS5: F3A355D0B1AB3CC8EFFCC90C8A7B7538

SHA1L: 1191F64692A89A04D060279C25E4779C05D8C375

SHA-256: 7A589024CFOEEB59F020F91BE4FE7EE0C90694C92918A467D5277574AC25A5A2

SHA-512: 6A9DB921156828BCE7063E5CDC5EC5886A13BD550BA8ED88CI9FAGE7869ECFBAODOB7953A4932EB8381243CD95E87C98B91CI90D4EB2BOACD7EES7BE114A91
A9E

Malicious: false

Reputation: unknown

Preview:

....... Sl @
...@..@.data.

..... $.P...@. X.... " P. ..
@....rsrc..X....@.

C:\Users\luser\AppData\LocalLow\sG8rM8v\softokn3.dll

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 144848

Entropy (8bit):  6.54005414297208

Encrypted: false

SSDEEP: 3072:8Af6suip+|7FEk/0Jz69sFaXeu9CoT2nIVFetBW3D2xkEMk:B6POsF4CoT20eYMzMk

MD5: 4E8DF049F3459FA94AB6AD387F3561AC

SHA1L: 06ED392BC29ADID5FCO5EE254C2625FD65925114

SHA-256: 25A4DAE37120426AB060EBB39B7030B3E7C1093CC34B0877F223B6843B651871

SHA-512: 3DD4A86F83465989B2B30C240A7307EDD1B92D5C1D5C57D47EFF287DCIDAA7BACE157017908D82E00BE9OFO08FF5BADB68019FFCID881440229DCEA5038F61C
6

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppDatal\LocalLow\sG8rM8v\ucrtbase.dll

Process: C:\Users\user\AppData\Local\Temp\A7F0.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1142072

Entropy (8bit):  6.809041027525523

Encrypted: false

SSDEEP: 24576:bZBmnrh2YVAPROs7Bt/tX+/APcmcvIZPoy4ThK:FBmF2lleaAPgb

MD5: D6326267AE77655F312D2287903DB4D3

SHAL: 1268BEFS8E2CAGEBC5FB974FDFAFF13BESBA7574F

SHA-256: 0BB8C77DEBOACFIC43DES9A8FD75E611CC3EB8200C69F11E94389E8AF2CEB7A9
SHA-512: 11DB71D286E9DF01CBO5ACEFOE639C307EFA3FEF8442E5A762407101640AC95F20BAD58F0A21A4DF7DBCDA268F934B996D9906434BF7E575C4382281028F64D
Malicious: false

Reputation: unknown

Preview:

1..L.IThis program cannot be run in DOS mode....$..
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C:\Users\user\AppDatal\LocalLow\sG8rM8v\ucrtbase.dll

C:\Users\luser\AppData\LocalLow\sG8rM8v\vcruntime140.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\A7F0.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

83784

6.890347360270656

false

1536:AQXQNgAuCDeHFtg3uYQkDqiVsv39nil35kU2yecbVKHHwhbfughZyk: AQXQNVDeHFtO5d/A39ie6yechVKHHwWJIF
7587BF9CB4147022CD5681B015183046

F2106306A8F6FODASAFB7FC765CFA0757AD5A628
C40BB03199A2054DABFC7A8E01D6098E91DE7193619EFFBDOF142A7BF031C14D

0B63E4979846CEBA1B1ED8470432EA6AA18CCAG6B5F5322D17B14BCODFA4B2EEO9CA300A016E16A01DB5123E4E022820698F46D9BAD1078BD24675B4B181E9!
F

false

unknown

MZ.ooiiiiin @i 1..L.IThis program cannot be run in DOS mode....$.......... NE..E..E..".G..LAN..E..lL...... U....... V... A D.....

H?2..0. 8....
@..@.reloc.

C:\Users\user\AppData\LocalLow\sqlite3.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\A7F0.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

916735

6.514932604208782

false
24576:BIDWWdAXW2SBNT|lY24eJoyGttl3+FZVpsq/2W:BIDvX0BY24eJoycti3+FTX
F964811B68FI9F1487C2B41E1AEF576CE
B423959793F14B1416BC3B7051BED58A1034025F
83BC57DCF282264F2B00C21CEO339EAC20FCB7401F7C5472C0CD0C014844E5F7

565B1A7291C6FCB63205907FCD9E72FC2E11CA945AFC4468C378EDBA8B2E2F314C2AC21A7263880FF7D4B84C2A1678024C1AC9971AC1C1DE2BFA4248ECOF98
4

false

unknown

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\3F71.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Users\user\AppData\Local\Temp\3F71.exe

ASCII text, with CRLF line terminators

dropped

700

5.346524082657112

false
12:Q3La/KDLI4AMWuPk210KbbDLI4AMWuPJKiUrRZ910ZKhat/DLI4M/DLI4AMOkvoDLIw:ML9E4Ks2wKDE4KhK3VZ9pKhgLE4qE4jv
65CF801545098D915A06D8318D296A01

456149D5142C75C4CF74D4A11FF400F68315EBDO
32E502D76DBE4F89AEES86A740F8D1CBC112AA4A14D43B9914C785550CCA130F

4D1FF469B62EB5C917053418745CCE4280052BAEF9371CAFASDA13140A16A7DEY49DD1581395FF838A790FFEBF85C6FC969A93CC5FF2EEABBC6CA4A9B4F1DS55
D

false

unknown
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C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\3F71.exe.log

Preview:

1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3eOba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..2,"Microsoft. CSharp, Vers
ion=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Dynamic, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a",0..2,"Sy
stem.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

905216

7.399713113456654

false
12288:KoXpNqySLyUDd48BpBIfji2ucA0ZeEbVkw+IMbguodE1z00LxCZJ9tzj8kpcunn:KoO9FDZpBIMR/4Mzv2Jnp
852D86F5BC34BF4AF7FAB9C60569DF13

C961CCD088A7D928613B6DF900814789694BEOAE
2EAA2A4D6C975C73DCBF251EA9343C4E76BDEE4C5DDA8BDACT7074078BE4AD7FCEF

B66B83D619A242561B2A7A7364428A554BB72CCC64C3AC3F28FC7C73EFE95C7FOF3AC0401116AEGF7B41B960C323CC3B7ADAC782450013129D9DEC49A81DCE
7

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

..L.L.IThis program cannot be run in DOS mode....$..

Pl Xfe(coaPes e
.@..@.data...8....p.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

301056

5.192330972647351

false
3072:4/Is8LAAkcooHqeUoINx8IA0ZU3D80T840yWrxpzbgqrunfed:|Is8LA/oHbbLAGOfT8auzbgwulG
277680BD3182EB0940BC356FF4712BEF

5995AE9D0247036CC6D3EA741E7504C913F1FB76
FOFOAAF36F064CDFC25A12663FFA348EB6D923A153F08C7CA9052DCB184B3570

0B777D45C50EAEO00ADO50D3B2A78FAGOEB78FEB37696A6562007ED628719784655BA13EDCBBEEYS3F7EEFADE49599EE6D3D23E1C585114D7AECDDDAYADIDC
ECB

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

.L.IThis program cannot be run in DOS mode....$....... 2t.vivivihG.iihG.. i hG.[i.Q...q.iv.h. .i.hG.w.i.hG..w.i.

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Reputation:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows
dropped
3576320
7.9976863291960605
true
49152:Y+RSFgeQKgdJee+ntOkgd+TuRCg+687ZEYNFVKIDIcKBnAONaGGh:Yb8eQKg+tOVOT0z875NFKfDPK8NASA
5800952B83AECEFC3AA06CCB5B29A4C2
DB51DDBDF8B5B1ABECD6CFAB36514985F357F7A8
B8BED0211974F32DB2C385350FB62954F0BOF335BC592B51144027956524D674
2A490708A2C5B742CEB14DE6E2180C4CB606FCCEB5F17DE69249CF532EDC37B984686B534A88AE861CC38471C5892785C26DA68CAF662959542458C583E77E3
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown
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Preview:

.L.IThis program cannot be run in DOS mode....$..

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

C:\Windows\explorer.exe

MS-DOS executable

dropped

557664

7.687250283474463

false
12288:fWxcQhhhhhn8bieAtJIIILtrHWnjkQrk8iBHZkshvesxVIA90g+:fWZhhhhhUATILtrUbK8oZphveoMA9
6ADB5470086099B9169109333FADAB86

87EB7A01E9E54E0A308F8D5EDFD3AF6EBA4DC619
B4298F77E454BD5F0BD58913F95CE2D2AF8653F3253E22D944B20758BBC944B4

D050466BE53C33DAAF1E30CD50D7205F50C1ACA7BA13160B565CF79E1466A85F307FE1EC05DD09F59407FCB74E3375E8EE706ACDAGI06ES52DEGF2DD5SFA3ED
CD

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

MZ.....0...9.".(3...32....f....C'B{b.
PELBed 0.8 ..

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped
322560
6.7095586688781985
false
6144:n00J91Tu9Vclye3MKfa+zqKnvDfsxa6hkZC1505Pdz:nRI91TYWym1ffzvD36YC15E
6009BCB680BE6COF656AA157E56423DC
FA9BAG68D6B2026683BD392259BA26D7D468AEATE
5C037C7C1338CF54A9D1E81B74BB4AD003E1A254069A03499426EC1600A748D9
5ECE7D9531051C951DFAOCF9533AB778B468EBE3EBESD7B8A934D408E69BEI10F244C59810A5FB41376B1CA7ESEB78DBF514032354EF047D00F043E2A17795E
true

e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Reputation:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

320512

6.693203776268283

false

6144:ealijlN+Aeeb+saxCBxHoM3sDKOd4xnch3wQ:eag8N+Ae2sTvIM50Ynch
8B25D9317E18654C3F83EF8630D1DE16
B4503FB92DCB9B4B90E2CD2A534AE38C08F0589A
1BE428F924402D7CC4586CA37A9E843C869B394F85085DB5E4E85D150AA87E04

36AD3AD9E9DFOD52DEB4F350880BAEFA3F6871945D566118573AD1511F9CCDES5A5EC205AADCB7ACA156AAFC881587551996BBE27A47B27F8BD596CBCEO4AE
B

true
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown
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Preview:

MZ. .L.IThis program cannot be run in DOS mode....$..

WPELLS e @ D..(..

text....

reloc.ZF....H.....cooee

v )

Process: C:\Windows\explorer.exe
File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: modified
Size (bytes): 537088
Entropy (8bit): 5.840438491186833
Encrypted: false
SSDEEP: 12288:SV2DJIXKmQESNLJIYydpKDDCrgXSIXcZD0sgbxRo:nK1vWYcZyXSY
MDS5: D7DF01D8158BFADDC8BA48390E52F355
SHA1L: 7B885368AA9459CE6GEB8D70F48C2225352FAB6GEF
SHA-256: 4F4D1A2479BA99627B5C2BC648D91F412A7DDDDF4BCA9688C67685C5A8A7078E
SHA-512: 63F1C903FB868E25CE49D070F02345E1884F06EDEC20CIF8A47158ECB70BIEI3AADA7C279A423DB1189C06044EA261446CAE4DB3975075759052D264B020262A
Malicious: true
Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown

Preview:

1..L.IThis program cannot be run in DOS mode....$....... PE..L..2y*

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 905216

Entropy (8bit):  7.399713113456654

Encrypted: false

SSDEEP: 12288:KoXpNqySLyUDd48BpBIfj2ucA0ZeEbVkw+IMbguodE1z00LxCZJ9tzj8kpcunn:KoO9FDZpBIMR/4Mzv2Jnp

MD5: 852D86F5BC34BF4AF7FA89C60569DF13

SHAL: C961CCD088A7D928613B6DF900814789694BECAE

SHA-256: 2EAA2A4D6C975C73DCBF251EA9343C4E76BDEE4CS5DDA8D4AC7074078BE4AD7FC6EF

SHA-512: B66B83D619A242561B2A7A7364428A554BB72CCC64C3AC3F28FC7C73EFE95C7FIF3AC0401116AE6F7B41B960C323CC3B7ADACT782450013129D9DEC49A81DCE
7

Malicious: true

Reputation: unknown

Preview:

Pl P
.@..@.data...8....p. rsrc
C:\Users\luser\AppData\Local\Temp\BC16.exe
Process: C:\Windows\explorer.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 373760
Entropy (8bit):  6.990411328206368
Encrypted: false
SSDEEP: 6144:GszrgLWpo6b1OmohXrldF5SpBLE4Hy+74YOANF3YFUGFHWEZ(q:Gsgq3b10msb7pBLEazsYOSGFHFHW
MD5: 8B239554FE346656C8EEF9484CE8092F
SHAL: D6A96BE7A61328D7C25D7585807213DD24E0694C
SHA-256: F96FB1160AAAAOBO73EFOCDB061C85C7FAFAEFE018B18BE19D21228C7455E489
SHA-512: CE9945E2AF46CCD94C99C36360E594FF5048FE8E146210CF8BAOD71C34CC3382B0AA252A96646BBFD57A22E7A72E9BI17E457B176BCA2B12CCAF662D8430421
D
Malicious: false
Reputation: unknown
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C:\Users\luser\AppData\Local\Temp\BC16.exe

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

3576320

7.9976863291960605

true
49152:Y+RSFgeQKgdJee+ntOkgd+TuRCg+687ZEYNFVKfDIcKBnAONaGGh:Yb8eQKg+tOV0OT0z875NFKfDPK8NASA
5800952B83AECEFC3AA06CCB5B29A4C2

DB51DDBDF8B5B1ABECD6CFAB36514985F357F7A8
B8BED0211974F32DB2C385350FB62954F0BOF335BC592B51144027956524D674
2A490708A2C5B742CEB14DE6E2180C4CB606FCCEB5F17DE69249CF532EDC37B984686B534A88AE861CC38471C5892785C26DA68C4F662959542458C583E77E3
false

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Temp\309C.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

15600640

3.7768495924879493

false

6144:xalijIN+Aee6+saxCBxHoM3sDKOd4xnch3wQ:xag8N+Ae2sTvIM50Ynch

310337FA2432C256984AA89486B74D95

A5234B3EA059F3A553C55D262BC2B7CB347ED12E

966557B6F228EDAG641E155A858F574654E431743311D83E4841013D63044A994
8E9F3F6404445BAE167845B77D173AA8FF982DFD7EB998FD33FFD57AC92FB111B4FEAB934A7A961349A00D7D0B925CD3451C814779E33E8FE9454BFED92C671

true

unknown

R...0.R.]).R.S.R....R...R..... R.Rich.R...

reloc..ZF..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

319488

6.6822544763975475

false
6144:dTIJAM3EC/eddUaHyFImacMuS9W1uPVeHcEN]jQe:dY3EIWU9/pcO9rPVeqge
9AF4D2022DC05C2DBBC4D218A8F0974C
F87C7511D2C4EA4894603D3CFDDD478C8C2B3EAD
C8FE81088B2CAA9DF35D92A588FB266A145C95B81B5C66D5BFE181FA73B17D82

71230365C1E7ACB2B8740434322A1F8AA87D417EADBB6D8D7FB1B2BFOECB1247BFEC2B2568812F22D61F125B3F4F739989121B5E17C63CCD580D8ESB0O59C63(
0

true

unknown

[RTTRN (.
...@....nafuti.
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

ASCII text, with CRLF line terminators

dropped

26

3.95006375643621

false

3:ggPYViIrPYV

187F488E27DB4AF347237FE461A079AD
6693BA299EC1881249D59262276A0D2CB21F8E64
255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237COC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
true

unknown

[ZoneTransfer]....Zoneld=0

C:\Windows\ServiceProfiles\LocalService\AppData\Local\FontCache\Fonts\Download-1.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

ASCII text, with no line terminators

dropped

55

4.306461250274409

false

3:YDQRWuU83XfAw2fHbY:YMRI83Xt2f7Y

DCA83F08D448911A14C22EBCACC5AD57
91270525521B7FE0D986DB19747F47D34B6318AD
2B4B2D4A06044AD0OBD2AE3287CFCBECD90B959FEB2F503AC258D7C0A235D6FES

96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE66254EFD701E8FDOE9D867A2C8ABEB4C482738291B715D4965A0D2412663FDF1EE6CBCOBA9FBA
A

false

unknown

{"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SyswOwe64\cmd.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

15600640

3.7768495924879493

false
6144:xalijIN+Aee6+saxCBxHoM3sDKOd4xnch3wQ:xag8N+Ae2sTvIM50Ynch
310337FA2432C256984AA89486B74D95
A5234B3EA059F3A553C55D262BC2B7CB347ED12E
966557B6F228EDA641E155A858F574654E431743311D83E4841013D63044A994
8E9F3F6404445BAE167845B77D173AA8FF982DFD7EB998FD33FFD57AC92FB111B4FEAB934A7A961349A00D7D0B925CD3451C814779E33E8FE9454BFED92C671
true

unknown

MZ..... ..@.. .L.IThis program cannot be run in DOS mode....$........
R D...(..

text....
reloc.ZF......P.ceccciis

C:\Windows\appcompat\Programs\Amcache.hve

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

1572864

4.2133338797531135

false
12288:mxKBe46xNAzd/VOP]NF8BULoAGVE+dAHMACAsKrugm03eS/SXjZoznH:AKBe46xNAzZVOPsZVrf3
14806013B9BD43BA646F753EAFFIB390

1075C9847B578FB5C4AC7E5D353C7CA37D9EB28F
3DFE3035D3C3273B157B5B4AC66EAD61262F684B5C6ADESACOAB8B6EE432BBE7
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C:\Windows\appcompat\Programs\Amcache.hve

SHA-512:

Malicious:
Reputation:

Preview:

2696AAB6EBADF79A9999B8E1EA97DCAB7352F7DC4236AD07ECS5FF8D9BFBD37F344EFA3BOF2977DDCCD277BE33E83248F83B6290E3C19D831EE751054B3BEQ
BCC

false

unknown

regfV...V..p.\..

C:\Windows\appcompat\Programs\Amcache.hve.LOG1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

20480

3.458017950724434

false

384:v5gC5Bhlpnc8aTVgGpKLXZmnnBpx9787W0:a8nSc8AVgGYLXENnBJI87W
1E22C2B14F4E95B9E20BCC6DC83DA762
14496E143D23B42C0D5C2DE1BID0OF0495607443B
6D7DCA21B04F335CA0AL1C3ABEBCOF14736D1CB2BA0AB22602F395B64E90B3A76

8106412CC3BAG60DD5SEAOCE230AB2FES04D74CB7F7AF93B3CF79B312CCFC873DCEB09918806FD98727C76B7FAD813B2331289DC61826FD9A50757D69E3D5AD(
9

false

unknown

regfU...U...p.\ \.A.p.p.C.om.p.at\P.ro.grams\Am.c.a.che..hve..4.

...... Root....nk .w%O.v..

\Device\ConDrv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\netsh.exe

ASCII text, with CRLF line terminators

dropped

3773

4.7109073551842435

false
48:VHILZNfrI7WFY32iliNOmV/HToZV9It199hiALIIg39bWA1RVTBi/g2eB:VoLrOy9iliNOoHTou7bhBIlydWALLt2w
DA3247A302D70819F10BCEEBAF400503

2857AA198EE76C86FC929CC3388A56D5FD051844
5262E1EE394F329CD1F87EA31BA4A396C4A76EDC3A87612A179F81F21606ABC8
48FFEC059B4E88F21C2AA4049B7D9E303C0C93D1AD771E405827149EDDF986A72EF49COF6D8B70F5839DCDBD6B1EA8125C8B300134B7F71C47702B577AD090I
false

unknown

..A specified value is not valid.....Usage: add rule name=<string>..  dir=injout..  action=allow|block|bypass..  [program=<program path>]..  [service=<service
short name>|any]..  [description=<string>].. ~ [enable=yes|no (default=yes)]..  [profile=public|private|domain|any[,...]]..  [localip=any|<IPv4 address>|<IPv6 a

ddress>|<subnet>|<range>|<list>].. ~ [remoteip=any|localsubnet|dns|dhcp|wins|defaultgateway].. <IPv4 address>|<IPv6 address>|<subnet>|<range>|<list>].. |l
ocalport=0-65535|<port range>[,...]|RPC|RPC-EPMap|IPHTTPS|any (default=any)].. ~ [remoteport=0-65535|<port range>[,...]|any (default=any)].. ~ [protocol=0-
255|icmpv4|icmpv6|icmpv4:type,codelicmpv6:type,code|.. tcpjudplany (default=any)]..  [interfacetype=wireless|lan|ras|any]..  [rmtcomputergrp=<SDDL string>]..

[rmtusrgrp=<SDDL string>]..  [edge=yes|deferapp|deferuser|no (default=no)].. ~ [security=authenticate|authenc|authdynenc|authnoencap|

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:

File size:

PE32 executable (GUI) Intel 80386, for MS Windows
6.6822544763975475

e Win32 Executable (generic) a (10002005/4)
99.83%

Windows Screen Saver (13104/52) 0.13%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

zmbGUZTICp.exe
319488

e o o o
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General
MD5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name Virtual Address

.text 0x1000

.data 0x40000

.zug 0x15d000
.nafuti 0x15e000
.karom 0x15f000

.rsrc 0x160000

Copyright Joe Security LLC 2022

Virtual Size
0x3e474

0x11c988

0x5

Oxea

0xd93

0x83b8

Raw Size
0x3e600

0x1800

0x200

0x200

0xe00

0x8400

Xored PE

False

False

False

False

False

False

9af4d2022dc05c2dbbc4d218a8f0974c

f87c7511d2c4ead894603d3cfddd478c8c2b3ead

c8fe81088b2caa9df35d92a588fh266a145c95b81b5c66d
5bfe181fa73b17d82

71230365cle7ach2b8740434322a1f8aa87d417eadbb6d
8d7fb1b2bf9ech1247bfec2b2568812f22d61f125b3f4{739
989121b5e17¢63ccd580d8e8b059¢c63c0

6144:dTIJAM3EC/eddUaHyFOImgcMuS9W1uPVeHcEN;j
Qe:dY3EIWU9/pcO9rPVege

is program cannot be run in DOS mode....$.

R..R..

c8d0d8e0f8e0f4e0

0x41b3e0

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE
TERMINAL_SERVER_AWARE, NX_COMPAT
0x602DA0A7 [Wed Feb 17 23:03:03 2021 UTC]

o o o o1 o u

80fec6fca6f81033220e34b44810dbfd

ZLIB Complexity File Type Entropy
0.581001847445 data 6.95435391538
0.33984375 data 3.45568717424
0.02734375 data 0.0

0.02734375 data 0.0
0.00697544642857 data 0.0
0.597064393939 data 5.82148733152

SR R...... R..... R.Rich..

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ
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Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

reloc 0x169000 Ox46fa 0x4800 False 0.347493489583 data 3.69367482599 IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Resources

Imports

Possible Origin

Language of compilation system Country where language is spoken Map

Dutch Netherlands

Spanish Colombia

Network Behavior

Network Port Distribution

TCP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2022 10:43:44.633687973 CET 192.168.2.6 8.8.8.8 0x8523 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:45.077446938 CET 192.168.2.6 8.8.8.8 0x6b8b Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:43:45.249844074 CET 192.168.2.6 8.8.8.8 0xb24d Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:43:45.744626045 CET 192.168.2.6 8.8.8.8 0x7fc2 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:43:46.185400963 CET 192.168.2.6 8.8.8.8 0x1213 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:43:46.366353035 CET 192.168.2.6 8.8.8.8 Ox7eel Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:43:48.028930902 CET 192.168.2.6 8.8.8.8 0xf8ea Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:43:48.198477983 CET 192.168.2.6 8.8.8.8 0xfb93 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:43:48.390367031 CET 192.168.2.6 8.8.8.8 Ox1b5e Standard query  data-host-coin- A (IP address) IN (0x0001)
0) 8.com

Jan 14, 2022 10:43:50.684801102 CET 192.168.2.6 8.8.8.8 0xc627 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:43:50.858036041 CET 192.168.2.6 8.8.8.8 0x27bd Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:43:51.026129961 CET 192.168.2.6 8.8.8.8 0x4517 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:51.332477093 CET 192.168.2.6 8.8.8.8 Ox1fe2 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:51.513241053 CET 192.168.2.6 8.8.8.8 0x2f07 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:51.683567047 CET 192.168.2.6 8.8.8.8 0xc35¢ Standard query  unicupload.top A (IP address) IN (0x0001)
0

Jan 14, 2022 10:43:51.847625017 CET 192.168.2.6 8.8.8.8 0x34a3 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2022 10:43:52.016745090 CET 192.168.2.6 8.8.8.8 Oxad87 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:52.187030077 CET 192.168.2.6 8.8.8.8 0x9243 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:52.367851019 CET 192.168.2.6 8.8.8.8 Oxbcdb Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:52.539206982 CET 192.168.2.6 8.8.8.8 0x6463 Standard query  data-host-coin- A (IP address) IN (0x0001)
(0) 8.com

Jan 14, 2022 10:43:54.230817080 CET 192.168.2.6 8.8.8.8 0x3b21 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:54.404676914 CET 192.168.2.6 8.8.8.8 0x5292 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:54.578222036 CET 192.168.2.6 8.8.8.8 0Ox6dba Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:54.775106907 CET 192.168.2.6 8.8.8.8 Oxfaf6 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:58.634373903 CET 192.168.2.6 8.8.8.8 Oxcd6c Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:58.833694935 CET 192.168.2.6 8.8.8.8 0x9e96 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:59.021801949 CET 192.168.2.6 8.8.8.8 0xfa32 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:43:59.187329054 CET 192.168.2.6 8.8.8.8 0x4146 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

Jan 14, 2022 10:44:01.036515951 CET 192.168.2.6 8.8.8.8 0x798d Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:01.201462030 CET 192.168.2.6 8.8.8.8 Oxa9al Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:01.368493080 CET 192.168.2.6 8.8.8.8 Oxae6 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:10.079658031 CET 192.168.2.6 8.8.8.8 0x63ad Standard query  microsoft- A (IP address) IN (0x0001)
(0) com.mail.p

rotection.
outlook.com

Jan 14, 2022 10:44:12.796425104 CET 192.168.2.6 8.8.8.8 0xc715 Standard query  patmushta.info A (IP address) IN (0x0001)
(0)

Jan 14, 2022 10:44:22.727591991 CET 192.168.2.6 8.8.8.8 Ox1b8a Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11l.com

Jan 14, 2022 10:44:22.909961939 CET 192.168.2.6 8.8.8.8 Oxale2 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:23.076080084 CET 192.168.2.6 8.8.8.8 0x8f81 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:23.241534948 CET 192.168.2.6 8.8.8.8 Oxa5c6 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:23.735255957 CET 192.168.2.6 8.8.8.8 Oxe7ca Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:44:24.017632008 CET 192.168.2.6 8.8.8.8 0x9fdc Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:24.186546087 CET 192.168.2.6 8.8.8.8 0xf2be Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:24.353194952 CET 192.168.2.6 8.8.8.8 Oxce72 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:24.792356968 CET 192.168.2.6 8.8.8.8 Oxdfc3 Standard query  host-data-coin- A (IP address) IN (0x0001)
0) 11.com

Jan 14, 2022 10:44:24.984512091 CET 192.168.2.6 8.8.8.8 0xe353 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:44:25.174129009 CET 192.168.2.6 8.8.8.8 Ox6al2 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:44:25.381947994 CET 192.168.2.6 8.8.8.8 Oxlcc3 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:44:25.549240112 CET 192.168.2.6 8.8.8.8 0x74c Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:44:25.719943047 CET 192.168.2.6 8.8.8.8 0xdOo1f Standard query  data-host-coin- A (IP address) IN (0x0001)
(0) 8.com

Jan 14, 2022 10:44:28.817889929 CET 192.168.2.6 8.8.8.8 Oxfbca Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:44:28.989167929 CET 192.168.2.6 8.8.8.8 0x47e3 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:44:29.163213015 CET 192.168.2.6 8.8.8.8 0x6797 Standard query  goo.su A (IP address) IN (0x0001)
0

Jan 14, 2022 10:44:29.556011915 CET 192.168.2.6 8.8.8.8 0x8873 Standard query  host-data-coin- A (IP address) IN (0x0001)
(0) 11.com

Jan 14, 2022 10:44:29.749594927 CET 192.168.2.6 8.8.8.8 0x4608 Standard query  transfer.sh A (IP address) IN (0x0001)

©)
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Timestamp

Jan 14, 2022 10:44:29.934479952 CET

Jan 14, 2022 10:44:30.115786076 CET

Jan 14, 2022 10:44:30.289908886 CET

Jan 14, 2022 10:44:30.467227936 CET

Jan 14, 2022 10:44:30.641408920 CET

Jan 14, 2022 10:44:33.873652935 CET

Jan 14, 2022 10:44:34.136259079 CET

Jan 14, 2022 10:44:35.034046888 CET

Jan 14, 2022 10:44:35.399838924 CET

Jan 14, 2022 10:44:35.576474905 CET

Jan 14, 2022 10:44:35.841660023 CET

Jan 14, 2022 10:44:47.192677975 CET

Jan 14, 2022 10:44:47.358232975 CET

Jan 14, 2022 10:44:47.533195972 CET

Jan 14, 2022 10:44:47.725630999 CET

Jan 14, 2022 10:44:53.396308899 CET

Jan 14, 2022 10:44:55.346837997 CET

Jan 14, 2022 10:44:55.518959045 CET

Jan 14, 2022 10:44:55.711636066 CET

Jan 14, 2022 10:44:59.094153881 CET

Jan 14, 2022 10:44:59.588779926 CET

Jan 14, 2022 10:44:59.792838097 CET

Jan 14, 2022 10:45:03.762748003 CET

Jan 14, 2022 10:45:03.944444895 CET

Jan 14, 2022 10:45:04.970577955 CET

Jan 14, 2022 10:45:05.367841005 CET

Jan 14, 2022 10:45:05.562896967 CET

Jan 14, 2022 10:45:13.775547028 CET

Jan 14, 2022 10:45:43.545881033 CET

DNS Answers

Timestamp Source IP

Jan 14, 2022
10:43:44.922651052
CET

Jan 14, 2022
10:43:45.096684933
CET

Jan 14, 2022
10:43:45.589972973
CET

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2022

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

Source IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID
0x8523

0x6b8b

0xb24d

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

Trans ID

Oxaef6

0x8de9

0x3976

0x94c2

0xc9ba

0x2966

0x58f7

0xcd85

0x8f64

0x7ce8

0x24fc

0x7b69

0xch45

0x3945

0x3f25

0x935¢

0xb5f1

0x5f2b

Oxfd7b

0x6¢83

Oxa9ea

0xc644

0x3885

0x721b

0x721b

Oxaeab

0x5e9

0x2626

Oxada

Name

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

OP Code
Standard query
(©)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
()

Standard query
(©)

Standard query
()

Standard query
()

Standard query
)

Standard query
(©)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
0

CName

Name

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

a0621298.x
sph.ru

host-data-coin-
11.com

host-data-coin-
11.com

transfer.sh

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

transfer.sh

patmushta.info

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

microsoft-
com.mail.p
rotection.
outlook.com

patmushta.info

Address
8.209.70.0

8.209.70.0

8.209.70.0

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 14, 2022
10:43:46.031016111
CET

Jan 14, 2022
10:43:46.204824924
CET

Jan 14, 2022
10:43:46.676295996
CET

Jan 14, 2022
10:43:48.048309088
CET

Jan 14, 2022
10:43:48.216015100
CET

Jan 14, 2022
10:43:48.703352928
CET

Jan 14, 2022
10:43:50.703531981
CET

Jan 14, 2022
10:43:50.876921892
CET

Jan 14, 2022
10:43:51.042943001
CET

Jan 14, 2022
10:43:51.352010012
CET

Jan 14, 2022
10:43:51.532625914
CET

Jan 14, 2022
10:43:51.788089991
CET

Jan 14, 2022
10:43:51.869045019
CET

Jan 14, 2022
10:43:52.034235001
CET

Jan 14, 2022
10:43:52.204862118
CET

Jan 14, 2022
10:43:52.387742996
CET

Jan 14, 2022
10:43:52.558407068
CET

Jan 14, 2022
10:43:54.249917984
CET

Jan 14, 2022
10:43:54.421777010
CET

Jan 14, 2022
10:43:54.597048998
CET

Jan 14, 2022
10:43:54.793905973
CET

Jan 14, 2022
10:43:58.653935909
CET

Jan 14, 2022
10:43:58.851239920
CET

Jan 14, 2022
10:43:59.039109945
CET

Jan 14, 2022
10:43:59.207215071
CET

Jan 14, 2022
10:43:59.207215071
CET

Copyright Joe Security LLC 2022

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x7fc2

0x1213

Ox7eel

Oxf8ea

0xfb93

Ox1b5e

0xc627

0x27bd

0x4517

Ox1fe2

0x2f07

0xc35¢

0x34a3

Oxad87

0x9243

Oxbcdb

0x6463

0x3b21

0x5292

Ox6dba

Oxfafé

Oxcd6e

0x9e96

Oxfa32

0x4146

0x4146

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

unicupload.top

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

cdn.discor
dapp.com

cdn.discor
dapp.com

Address
8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

54.38.220.85

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

162.159.135.233 A (IP address)

162.159.129.233 A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jan 14, 2022 8.8.8.8
10:43:59.207215071
CET

Jan 14, 2022 8.8.8.8
10:43:59.207215071
CET

Jan 14, 2022 8.8.8.8
10:43:59.207215071
CET

Jan 14, 2022 8.8.8.8
10:44:01.056061029
CET

Jan 14, 2022 8.8.8.8
10:44:01.218846083
CET

Jan 14, 2022 8.8.8.8
10:44:01.385657072
CET

Jan 14, 2022 8.8.8.8
10:44:10.106473923
CET

Jan 14, 2022 8.8.8.8
10:44:10.106473923
CET

Jan 14, 2022 8.8.8.8
10:44:10.106473923
CET

Jan 14, 2022 8.8.8.8
10:44:10.106473923
CET

Jan 14, 2022 8.8.8.8
10:44:10.106473923
CET

Jan 14, 2022 8.8.8.8
10:44:10.106473923
CET

Jan 14, 2022 8.8.8.8
10:44:12.815992117
CET

Jan 14, 2022 8.8.8.8
10:44:22.744677067
CET

Jan 14, 2022 8.8.8.8
10:44:22.927047968
CET

Jan 14, 2022 8.8.8.8
10:44:23.095449924
CET

Jan 14, 2022 8.8.8.8
10:44:23.580354929
CET

Jan 14, 2022 8.8.8.8
10:44:23.754772902
CET

Jan 14, 2022 8.8.8.8
10:44:24.036843061
CET

Jan 14, 2022 8.8.8.8
10:44:24.205995083
CET

Jan 14, 2022 8.8.8.8
10:44:24.643091917
CET

Jan 14, 2022 8.8.8.8
10:44:24.812130928
CET

Jan 14, 2022 8.8.8.8
10:44:25.001595020
CET

Jan 14, 2022 8.8.8.8
10:44:25.193222046
CET

Copyright Joe Security LLC 2022

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x4146

0x4146

0x4146

0x798d

Oxa9al

Oxae6

0x63ad

0x63ad

0x63ad

0x63ad

0x63ad

0x63ad

0xc715

Ox1b8a

Oxale2

0x8f81

Oxa5c6

Oxe7ca

0x9fdc

Oxf2be

Oxce72

Oxdfc3

0xe353

Ox6al2

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

microsoft-
com.mail.p
rotection.
outlook.com

microsoft-
com.mail.p
rotection.
outlook.com

microsoft-
com.mail.p
rotection.
outlook.com

microsoft-
com.mail.p
rotection.
outlook.com

microsoft-
com.mail.p
rotection.
outlook.com

microsoft-
com.mail.p
rotection.
outlook.com

patmushta.info

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

CName

Address
162.159.130.233

162.159.133.233

162.159.134.233

8.209.70.0

8.209.70.0

8.209.70.0

40.93.207.0

104.47.54.36

104.47.53.36

40.93.212.0

40.93.207.1

52.101.24.0

94.142.143.116

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jan 14, 2022 8.8.8.8
10:44:25.401681900
CET

Jan 14, 2022 8.8.8.8
10:44:25.568310022
CET

Jan 14, 2022 8.8.8.8
10:44:25.739336014
CET

Jan 14, 2022 8.8.8.8
10:44:28.837270975
CET

Jan 14, 2022 8.8.8.8
10:44:29.006572962
CET

Jan 14, 2022 8.8.8.8
10:44:29.187659979
CET

Jan 14, 2022 8.8.8.8
10:44:29.187659979
CET

Jan 14, 2022 8.8.8.8
10:44:29.575335979
CET

Jan 14, 2022 8.8.8.8
10:44:29.766783953
CET

Jan 14, 2022 8.8.8.8
10:44:29.957333088
CET

Jan 14, 2022 8.8.8.8
10:44:30.132836103
CET

Jan 14, 2022 8.8.8.8
10:44:30.313347101
CET

Jan 14, 2022 8.8.8.8
10:44:30.487637043
CET

Jan 14, 2022 8.8.8.8
10:44:30.968112946
CET

Jan 14, 2022 8.8.8.8
10:44:33.891127110
CET

Jan 14, 2022 8.8.8.8
10:44:34.155517101
CET

Jan 14, 2022 8.8.8.8
10:44:35.060764074
CET

Jan 14, 2022 8.8.8.8
10:44:35.421783924
CET

Jan 14, 2022 8.8.8.8
10:44:35.607868910
CET

Jan 14, 2022 8.8.8.8
10:44:35.867207050
CET

Jan 14, 2022 8.8.8.8
10:44:47.210330963
CET

Jan 14, 2022 8.8.8.8
10:44:47.377250910
CET

Jan 14, 2022 8.8.8.8
10:44:47.552405119
CET

Jan 14, 2022 8.8.8.8
10:44:47.744528055
CET

Jan 14, 2022 8.8.8.8
10:44:53.510515928
CET

Jan 14, 2022 8.8.8.8
10:44:55.367500067
CET

Copyright Joe Security LLC 2022

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

Oxlcc3

0x74c

0xdo1f

Oxfbca

0x47e3

0x6797

0x6797

0x8873

0x4608

Oxaef6

0x8de9

0x3976

0x94c2

0xc9ba

0x2966

0x58f7

Oxcd85

0x8f64

0x7ce8

0x24fc

0x7b69

0xcb45

0x3945

0x3f25

0x935¢

0xb5f1

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

goo.su

goo.su

host-data-coin-
11.com

transfer.sh

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

data-host-coin-
8.com

host-data-coin-
11.com

host-data-coin-
11.com

a0621298.x
sph.ru

host-data-coin-
11.com

host-data-coin-
11.com

transfer.sh

host-data-coin-
11.com

host-data-coin-
11.com

host-data-coin-
11.com

transfer.sh

patmushta.info

host-data-coin-
11.com

Address
8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

104.21.38.221

172.67.139.105

8.209.70.0

144.76.136.153

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

8.209.70.0

141.8.194.74

8.209.70.0

8.209.70.0

144.76.136.153

8.209.70.0

8.209.70.0

8.209.70.0

144.76.136.153

94.142.143.116

8.209.70.0

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 14, 2022 8.8.8.8 192.168.2.6 0x5f2b No error (0) host-data-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:44:55.538839102 11.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 0xfd7b No error (0) data-host-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:44:55.733985901 8.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 0x6¢c83 No error (0) host-data-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:44:59.429790974 11.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 Oxa9ea No error (0) host-data-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:44:59.608838081 11.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 0xc644 No error (0) data-host-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:44:59.810125113 8.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 0x3885 No error (0) host-data-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:45:03.782224894 11.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 0x721b No error (0) host-data-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:45:04.989928961 11.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 0x721b No error (0) host-data-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:45:05.270993948 11.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 Oxaeab No error (0) host-data-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:45:05.384814024 11.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 0x5e9 No error (0) host-data-coin- 8.209.70.0 A (IP address) IN (0x0001)
10:45:05.585026979 11.com
CET
Jan 14, 2022 8.8.8.8 192.168.2.6 0x2626 No error (0) microsoft- 40.93.207.1 A (IP address) IN (0x0001)
10:45:13.916101933 com.mail.p
CET rotection.

outlook.com
Jan 14, 2022 8.8.8.8 192.168.2.6 0x2626 No error (0) microsoft- 52.101.24.0 A (IP address) IN (0x0001)
10:45:13.916101933 com.mail.p
CET rotection.

outlook.com
Jan 14, 2022 8.8.8.8 192.168.2.6 0x2626 No error (0) microsoft- 40.93.207.0 A (IP address) IN (0x0001)
10:45:13.916101933 com.mail.p
CET rotection.

outlook.com
Jan 14, 2022 8.8.8.8 192.168.2.6 0x2626 No error (0) microsoft- 40.93.212.0 A (IP address) IN (0x0001)
10:45:13.916101933 com.mail.p
CET rotection.

outlook.com
Jan 14, 2022 8.8.8.8 192.168.2.6 0x2626 No error (0) microsoft- 104.47.54.36 A (IP address) IN (0x0001)
10:45:13.916101933 com.mail.p
CET rotection.

outlook.com
Jan 14, 2022 8.8.8.8 192.168.2.6 0x2626 No error (0) microsoft- 104.47.53.36 A (IP address) IN (0x0001)
10:45:13.916101933 com.mail.p
CET rotection.

outlook.com
Jan 14, 2022 8.8.8.8 192.168.2.6 Oxada No error (0) patmushta.info 94.142.143.116 A (IP address) IN (0x0001)
10:45:43.565538883
CET

HTTP Request Dependency Graph

e jsplktel.org
e host-data-coin-11.com

e ivfhujym.net

* nipgcts.com

e bxide.net

e rgxie.com

e jnolpkdknj.net
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e sthgsgw.com

e uknngg.net

e data-host-coin-8.com

e otraxus.net

e qgsvubjh.com

o wwmessepf.com

e nixvu.net

* Xjjyulxcfs.com

e unicupload.top

e jdecaoxkel.org

e uhcpfe.com

o qgwfybhxm.org

e odyvisasg.com

e eahgahqv.net

o daixhajgka.com

e cghrkunn.com

o pfwxavhis.net

e 185.7.214.171:8080

e ebgfrfm.org

e covjb.org

e rguskwyq.org

® Vpvxxeoni.org

e arpfh.net

e nnyntvsvo.org

o sopssp.net

e vhclpnkvya.com

e |phbduegjj.com

e kakjdonis.net

® gpnorygxw.org

e ackvfel.net
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e jrhwfdx.org

e yrgforv.org

e hwivor.org

e wpctxossg.com

e kkrgipwnic.net

e glty.com

e ugclrrn.org

e khnjbia.net

e gtapfy.com

e xokmpg.org

e nbjhuloh.com

o cifusjcgu.net

o jfioua.org

e usyqjbp.org

e lepgl.com

e txdwk.net

e a0621298.xsph.ru

e phigqvf.net

e tmtuscxant.net

e jpiimxgwms.net

e 185.215.113.35

e Ismix.org

e etxdwvf.com

e 185.163.204.22

e 185.163.204.24

e Inxul.net

e krijk.com

e brgduyej.org

e imxgr.net

e koqghysihf.net
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e kiocvqo.net

e kcgghyab.com

* smrwgxji.com

Code Manipulations

Statistics

Behavior

g

System Behavior

Click to jump to process

Analysis Process: zmbGUZTICp.exe PID: 4404 Parent PID: 5260

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

10:43:02

14/01/2022
C:\Users\user\Desktop\zmbGUZTICp.exe
true
"C:\Users\user\Desktop\zmbGUZTICp.exe"
0x400000

319488 bytes
9AF4D2022DC05C2DBBC4D218A8F0974C
true

true

C, C++ or other language

low

Analysis Process: zmbGUZTICp.exe PID: 3416 Parent PID: 4404

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2022

10:43:04

14/01/2022
C:\Users\user\Desktop\zmbGUZTICp.exe
true
"C:\Users\user\Desktop\zmbGUZTICp.exe"
0x400000

319488 bytes
9AF4D2022DC05C2DBBC4D218A8F0974C
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000001.00000002.408517834.00000000005C1000.00000004.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000001.00000002.408471084.0000000000580000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
Analysis Process: explorer.exe PID: 3440 Parent PID: 3416
General
Start time: 10:43:10
Start date: 14/01/2022
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline: C:\Windows\Explorer.EXE
Imagebase: 0x7ff6f22f0000
File size: 3933184 bytes
MD5 hash: AD5296B280E8F522A8A897C96BABOELD
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_SmokelLoader_2, Description: Yara detected SmokeLoader, Source:
00000002.00000000.392111314.0000000004151000.00000020.00020000.sdmp, Author:
Joe Security
Reputation: high
File Activities Show Windows behavior
File Created
File Deleted
File Written
Analysis Process: gdrghdj PID: 2468 Parent PID: 936
General
Start time: 10:43:45
Start date: 14/01/2022
Path: C:\Users\user\AppData\Roaming\gdrgbdj
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Roaming\gdrghd]
Imagebase: 0x400000
File size: 319488 bytes
MD5 hash: 9AF4D2022DC05C2DBBC4D218A8F0974C
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: low
Analysis Process: gdrgbdj PID: 3492 Parent PID: 2468
General
Start time: 10:43:47
Start date: 14/01/2022
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Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

C:\Users\user\AppData\Roaming\gdrgbdj
true
C:\Users\user\AppData\Roaming\gdrghd]
0x400000

319488 bytes
9AF4D2022DC05C2DBBC4D218A8F0974C
true

true

C, C++ or other language

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000006.00000002.462828818.00000000020A1000.00000004.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source:
00000006.00000002.462437704.0000000000460000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
Analysis Process: 1E7F.exe PID: 5200 Parent PID: 3440
General
Start time: 10:43:49
Start date: 14/01/2022
Path: C:\Users\user\AppData\Local\Temp\1E7F.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

true
C:\Users\user\AppData\Local\Temp\1E7F.exe
0x400000

301056 bytes
277680BD3182EB0940BC356FF4712BEF
true

true

C, C++ or other language

Reputation: moderate

‘ Analysis Process: 2DB3.exe PID: 5640 Parent PID: 3440 ’
General

Start time: 10:43:52

Start date: 14/01/2022

Path: C:\Users\user\AppData\Local\Temp\2DB3.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\2DB3.exe
Imagebase: 0x400000

File size: 322560 bytes

MDS5 hash: 6009BCB680BE6COF656AA157E56423DC

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

true
true
C, C++ or other language
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source: 00000008.00000002.462596398.0000000000942000.00000004.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source:
00000008.00000002.462596398.0000000000942000.00000004.00000001.sdmp, Author:
Joe Security

Reputation:

low

Analysis Process: svchost.exe PID: 5636 Parent PID: 560

Copyright Joe Security LLC 2022
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General

Start time: 10:43:52

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k WerSvcGroup

Imagebase: 0x7ff6b7590000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Analysis Process: WerFault.exe PID: 5668 Parent PID: 5636

General

Start time: 10:43:53

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -pss -s 488 -p 5200 -ip 5200
Imagebase: 0x1010000

File size: 434592 bytes

MD5 hash: 9E2BBACAD48ECCAS55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: 309C.exe PID: 5132 Parent PID: 3440

General

Start time: 10:43:56

Start date: 14/01/2022

Path: C:\Users\user\AppData\Local\Temp\309C.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\309C.exe

Imagebase: 0x400000

File size: 320512 bytes

MD5 hash: 8B25D9317E18654C3F83EF8630D1DE16

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:
0000000B.00000003.465535302.0000000000660000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:
0000000B.00000002.483029167.0000000000630000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:

0000000B.00000002.482701616.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

Reputation: low
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File Activities

File Created

File Written

File Read

Show Windows behavior

Analysis Process: WerFault.exe PID: 5648 Parent PID: 5200

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Written

Registry Activities

Key Created

Key Value Created

10:43:58
14/01/2022

C:\Windows\SysWOWe64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 5200 -s 520

0x1010000
434592 bytes

9E2BBACAD48ECCAS55C0230D63623661B

true
true
C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: 3F71.exe PID: 5196 Parent PID: 3440

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Copyright Joe Security LLC 2022

10:43:59
14/01/2022

C:\Users\user\AppData\Local\Temp\3F71.exe

true

C:\Users\user\AppData\Local\Temp\3F71.exe

0x130000
537088 bytes

D7DF01D8158BFADDC8BA48390E52F355

true
true

.Net C# or VB.NET

e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000000D.00000002.509652789.00000000035F1000.00000004.00000001.sdmp, Author:

Joe Security
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File Activities

File Created

File Written

File Read

Show Windows behavior

Analysis Process: cmd.exe PID: 852 Parent PID: 5132

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

File Created

10:44:02

14/01/2022

C:\Windows\SysWOW64\cmd.exe

true

"C:\Windows\System32\cmd.exe" /C mkdir C:\Windows\SysWOW64\ozuqupbe\
0x2a0000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: conhost.exe PID: 5296 Parent PID: 852

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:44:02

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 5820 Parent PID: 5132

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Copyright Joe Security LLC 2022

10:44:03

14/01/2022
C:\Windows\SysWOW64\cmd.exe
true

"C:\Windows\System32\cmd.exe" /C move /Y "C:\Users\user\AppData\Local\Temp\tejjn
epg.exe" C:\Windows\SysWOW64\ozuqupbe\
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0x2a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

File Activities

Show Windows behavior

File Moved

Analysis Process: conhost.exe PID: 6068 Parent PID: 5820

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:44:03

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: sc.exe PID: 4636 Parent PID: 5132

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

10:44:03

14/01/2022
C:\Windows\SysWOW64\sc.exe
true

C:\Windows\System32\sc.exe" create ozuqupbe binPath= "C:\Windows\SysWOW64\ozuqup
beltejjnepg.exe /d\"C:\Users\user\AppData\Local\Temp\309C.exe\"" type= own start= auto Dis
playName= "wifi support

0x7ff7ebed0000

60928 bytes
24A3E2603E63BCB9695A2935D3B24695
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: conhost.exe PID: 3500 Parent PID: 4636

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2022

10:44:04
14/01/2022
C:\Windows\System32\conhost.exe
false
C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l
0x7ff61de10000
625664 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

EA777DEEA782E8B4D7C7C33BBF8A4496
true
true

C, C++ or other language

Analysis Process: sc.exe PID: 5360 Parent PID: 5132

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

10:44:04

14/01/2022

C:\Windows\SysWOW64\sc.exe

true

C:\Windows\System32\sc.exe" description ozuqupbe "wifi internet conection
0x1100000

60928 bytes

24A3E2603E63BCB9695A2935D3B24695

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: conhost.exe PID: 1360 Parent PID: 5360

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:44:05

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: sc.exe PID: 1148 Parent PID: 5132

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Copyright Joe Security LLC 2022

10:44:05

14/01/2022

C:\Windows\SysWOW64\sc.exe

true

"C:\Windows\System32\sc.exe" start ozuqupbe
0x1100000

60928 bytes
24A3E2603E63BCB9695A2935D3B24695
true

true

C, C++ or other language

Show Windows behavior
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Analysis Process: conhost.exe PID: 1352 Parent PID: 1148

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:44:06

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: tejjnepg.exe PID: 2320 Parent PID: 560

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:44:06

14/01/2022
C:\Windows\SysWOW64\ozuqupbe\tejjnepg.exe
true

C:\Windows\SysWOW64\ozuqupbe\tejjnepg.exe /d"C:\Users\user\AppData\Local\Temp\30
9C.exe"

0x400000

15600640 bytes
310337FA2432C256984AA89486B74D95
true

true

C, C++ or other language

e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:

00000018.00000003.484958252.0000000000650000.00000004.00000001.sdmp, Author:

Joe Security
e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:

00000018.00000002.487069234.0000000000400000.00000040.00020000.sdmp, Author:

Joe Security
e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:

00000018.00000002.488137960.0000000000ED0000.00000004.00000001.sdmp, Author:

Joe Security
e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:

00000018.00000002.487496290.0000000000630000.00000040.00000001.sdmp, Author:

Joe Security
Analysis Process: netsh.exe PID: 5308 Parent PID: 5132
General
Start time: 10:44:06
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\netsh.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2022

true

"C:\Windows\System32\netsh.exe" advfirewall firewall add rule name="Host-process for servi

ces of Windows" dir=in action=allow program="C:\Windows\SysWOW®64\svchost.exe" en
able=yes>nul

0x9e0000

82944 bytes
AOAA3322BB46BBFC36AB9DC1DBBBB807
true

true

C, C++ or other language
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Analysis Process: conhost.exe PID: 3532 Parent PID: 5308

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:44:07

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: svchost.exe PID: 4692 Parent PID: 2320

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:44:08

14/01/2022
C:\Windows\SysWOW64\svchost.exe
true

svchost.exe

0xf20000

44520 bytes
FA6C268A5B5BDA067A901764D203D433
true

true

C, C++ or other language

e Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source:
0000001B.00000002.639945191.00000000004D0000.00000040.00000001.sdmp, Author:

Joe Security
Analysis Process: 3F71.exe PID: 1508 Parent PID: 5196
General
Start time: 10:44:10
Start date: 14/01/2022
Path: C:\Users\user\AppData\Local\Temp\3F71.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Copyright Joe Security LLC 2022

true
C:\Users\user\AppData\Local\Temp\3F71.exe
0xfa0000
537088 bytes
D7DF01D8158BFADDC8BA48390E52F355
true
true
.Net C# or VB.NET
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000001C.00000000.502914721.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000001C.00000000.504088961.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
0000001C.00000000.503538300.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:

0000001C.00000000.504557008.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security
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Analysis Process: svchost.exe PID: 5368 Parent PID: 560

General

Start time: 10:44:11

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k netsvcs -p -s wlidsvc
Imagebase: 0x7ff6b7590000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 5728 Parent PID: 560

General

Start time: 10:44:22

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS
Imagebase: 0x7ff6b7590000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: A7F0.exe PID: 2200 Parent PID: 3440

General

Start time: 10:44:26

Start date: 14/01/2022

Path: C:\Users\user\AppData\Local\Temp\A7F0.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\A7F0.exe

Imagebase: 0x400000

File size: 905216 bytes

MD5 hash: 852D86F5BC34BF4AF7FA89C60569DF13

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Raccoon, Description: Yara detected Raccoon Stealer, Source:
0000001F.00000002.640601105.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Raccoon, Description: Yara detected Raccoon Stealer, Source:
0000001F.00000002.662718681.0000000004D60000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Raccoon, Description: Yara detected Raccoon Stealer, Source:
0000001F.00000003.553585077.0000000004E00000.00000004.00000001.sdmp, Author:
Joe Security
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Disassembly

Code Analysis
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