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Time: 12:12:23
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Windows Analysis Report DHL Delivery Invoice AWB 2774038374.exe…

Overview

General Information

Sample 
Name:

DHL Delivery Invoice AWB 
2774038374.exe

Analysis ID: 553160

MD5: d746678abd983e…

SHA1: ac41264273c252…

SHA256: 9d69632f6791492…

Tags: AgentTesla DHL exe

Infos:

Most interesting Screenshot:

Detection

AgentTeslaAgentTesla

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its oDetected unpacking (overwrites its o……

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTeslaYara detected AgentTesla

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hookInstalls a global keyboard hook

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec Default

Sigma detected: Bad Opsec DefaultSigma detected: Bad Opsec Default……

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a Initial sample is a PE file and has a ……

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / WiTries to harvest and steal Putty / Wi……

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login cTries to harvest and steal ftp login c……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Sigma detected: Suspicius Add Tas

Sigma detected: Suspicius Add Tas

Sigma detected: Suspicius Add Tas

Sigma detected: Suspicius Add Tas

Sigma detected: Suspicius Add Tas

Sigma detected: Suspicius Add Tas

Sigma detected: Suspicius Add TasSigma detected: Suspicius Add Tas……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell Defende

Sigma detected: Powershell DefendeSigma detected: Powershell Defende……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to WindoAdds a directory exclusion to Windo……

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter inQueries sensitive network adapter in……

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add Uses schtasks.exe or at.exe to add ……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information Queries sensitive BIOS Information ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential StealerYara detected Credential Stealer

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

DHL Delivery Invoice AWB 2774038374.exe (PID: 7072 cmdline: "C:\Users\user\Desktop\DHL Delivery Invoice AWB 2774038374.exe"  MD5: 

D746678ABD983EE65B7968607DE1E18C)
powershell.exe (PID: 6412 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\AppData\Roamin

g\IpkVblcOW.exe MD5: DBA3E6449E97D4E3DF64527EF7012A10)
conhost.exe (PID: 5776 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

schtasks.exe (PID: 5524 cmdline: C:\Windows\System32\schtasks.exe" /Create /TN "Updates\IpkVblcOW" /XML "C:\Users\user\AppData\Local\Temp\tmpE166.tmp MD5: 

15FF7D8324231381BAD48A052F85DF04)
conhost.exe (PID: 3160 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

RegSvcs.exe (PID: 1364 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe MD5: 2867A3817C9245F7CF518524DFD18F28)

cleanup

{

  "Exfil Mode": "SMTP",

  "Username": "negozio@depadova.cf",

  "Password": "graceofgod@amen",

  "Host": "smtp.yandex.com"

}

Source Rule Description Author Strings

00000008.00000002.962103556.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

00000008.00000002.962103556.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

Process Tree

Malware Configuration

Threatname: Agenttesla

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2022 Page 4 of 20



Sigma Overview

System Summary:

Sigma detected: Bad Opsec Defaults Sacrificial Processes With Improper Arguments

Sigma detected: Suspicius Add Task From User AppData Temp

Sigma detected: Powershell Defender Exclusion

Sigma detected: Possible Applocker Bypass

Sigma detected: Non Interactive PowerShell

Sigma detected: T1086 PowerShell Execution

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Antivirus / Scanner detection for submitted sample

Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Compliance:

Detected unpacking (overwrites its own PE header)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Installs a global keyboard hook

00000008.00000000.723647574.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

00000008.00000000.723647574.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

00000008.00000000.723173768.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

Click to see the 14 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

8.0.RegSvcs.exe.400000.2.unpack JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

8.0.RegSvcs.exe.400000.2.unpack JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

8.0.RegSvcs.exe.400000.1.unpack JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

8.0.RegSvcs.exe.400000.1.unpack JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

8.0.RegSvcs.exe.400000.3.unpack JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

Click to see the 16 entries

Unpacked PEs

Copyright Joe Security LLC 2022 Page 5 of 20



System Summary:

Initial sample is a PE file and has a suspicious name

.NET source code contains very large array initializations

Data Obfuscation:

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

Boot Survival:

Uses schtasks.exe or at.exe to add and modify task schedules

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

HIPS / PFW / Operating System Protection Evasion:

Writes to foreign memory regions

Injects a PE file into a foreign processes

Adds a directory exclusion to Windows Defender

Stealing of Sensitive Information:

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality:

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Windows Management
Instrumentation 2 1 1

Scheduled
Task/Job 1

Process
Injection 2 1 2

Disable or Modify
Tools 1 1

OS Credential
Dumping 2

File and Directory
Discovery 1

Remote
Services

Archive
Collected
Data 1 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel

Default
Accounts

Scheduled Task/Job 1 Boot or
Logon
Initialization
Scripts

Scheduled
Task/Job 1

Deobfuscate/Decode
Files or Information 1

Input
Capture 1 1 1

System Information
Discovery 1 1 4

Remote
Desktop
Protocol

Data from Local
System 2

Exfiltration
Over
Bluetooth

Non-Standard
Port

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Obfuscated Files or
Information 3

Credentials in
Registry 1

Query Registry 1 SMB/Windows
Admin Shares

Email
Collection 1

Automated
Exfiltration

Non-
Application
Layer
Protocol

Copyright Joe Security LLC 2022 Page 6 of 20



Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Software
Packing 2 3

NTDS Security Software
Discovery 3 1 1

Distributed
Component
Object Model

Input
Capture 1 1 1

Scheduled
Transfer

Application
Layer
Protocol

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Masquerading 1 LSA Secrets Process Discovery 2 SSH Clipboard
Data 1

Data
Transfer
Size Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Virtualization/Sandbox
Evasion 1 3 1

Cached Domain
Credentials

Virtualization/Sandbox
Evasion 1 3 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Process
Injection 2 1 2

DCSync Application Window
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Drive-by
Compromise

Command and Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator Removal
from Tools

Proc Filesystem Remote System
Discovery 1

Shared
Webroot

Credential API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Behavior Graph
ID: 553160

Sample: DHL Delivery Invoice AWB 27...

Startdate: 14/01/2022

Architecture: WINDOWS

Score: 100

Found malware configuration Antivirus detection
for dropped file

Antivirus / Scanner
detection for submitted

sample
16 other signatures

DHL Delivery Invoice AWB 2774038374.exe

7

        started       

C:\Users\user\AppData\Roaming\IpkVblcOW.exe, PE32

dropped

C:\Users\...\IpkVblcOW.exe:Zone.Identifier, ASCII

dropped

C:\Users\user\AppData\Local\...\tmpE166.tmp, XML

dropped

DHL Delivery Invoi... 2774038374.exe.log, ASCII

dropped

Writes to foreign memory
regions

Adds a directory exclusion
to Windows Defender

Injects a PE file into
a foreign processes

RegSvcs.exe

6

        started       

powershell.exe

24

        started       

schtasks.exe

1

        started       

smtp.yandex.ru

77.88.21.158, 49841, 49842, 587

YANDEXRU

Russian Federation

smtp.yandex.com

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Tries to steal Mail
credentials (via file
/ registry access)

4 other signatures

conhost.exe

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

DHL Delivery Invoice AWB 2774038374.exe 33% Virustotal Browse

DHL Delivery Invoice AWB 2774038374.exe 100% Avira HEUR/AGEN.1140941

DHL Delivery Invoice AWB 2774038374.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Roaming\IpkVblcOW.exe 100% Avira HEUR/AGEN.1140941

C:\Users\user\AppData\Roaming\IpkVblcOW.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\IpkVblcOW.exe 53% ReversingLabs ByteCode-
MSIL.Trojan.RemLoader

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2022 Page 8 of 20
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Source Detection Scanner Label Link Download

8.0.RegSvcs.exe.400000.1.unpack 100% Avira TR/Spy.Gen8 Download File

8.2.RegSvcs.exe.400000.0.unpack 100% Avira TR/Spy.Gen8 Download File

0.0.DHL Delivery Invoice AWB 2774038374.exe.5e0000.0.unpack 100% Avira HEUR/AGEN.1140941 Download File

8.0.RegSvcs.exe.400000.2.unpack 100% Avira TR/Spy.Gen8 Download File

8.0.RegSvcs.exe.400000.3.unpack 100% Avira TR/Spy.Gen8 Download File

8.0.RegSvcs.exe.400000.0.unpack 100% Avira TR/Spy.Gen8 Download File

8.0.RegSvcs.exe.400000.4.unpack 100% Avira TR/Spy.Gen8 Download File

0.2.DHL Delivery Invoice AWB 2774038374.exe.5e0000.0.unpack 100% Avira TR/Crypt.XPACK.Gen2 Download File

No Antivirus matches

Source Detection Scanner Label Link

www.jiyu-kobo.co.jp/A( 0% Avira URL Cloud safe

127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.jiyu-kobo.co.jp/a-d 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/A( 0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.comsioZ 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/%( 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/-cz 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

subca.ocsp-certum.com0. 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.fontbureau.comFk): 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp// 0% URL Reputation safe

subca.ocsp-certum.com01 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

https://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

https://api.ipify.org% 0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe

www.fontbureau.comueed 0% URL Reputation safe

www.fontbureau.commta 0% Avira URL Cloud safe

DynDns.comDynDNS 0% URL Reputation safe

https://AhCxzE4BnkjtzVVxo.com 0% Avira URL Cloud safe

www.carterandcone.comams. 0% Avira URL Cloud safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% URL Reputation safe

www.jiyu-kobo.co.jp/Curs 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/F 0% URL Reputation safe

www.jiyu-kobo.co.jp/D 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

www.fontbureau.coma 0% URL Reputation safe

www.jiyu-kobo.co.jp/H( 0% Avira URL Cloud safe

www.carterandcone.coml 0% URL Reputation safe

yandex.ocsp-responder.com03 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.carterandcone.comtigJ?b 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/t 0% URL Reputation safe

www.jiyu-kobo.co.jp/Y0. 0% Avira URL Cloud safe

Unpacked PE Files

Domains

URLs
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 553160

Start date: 14.01.2022

Start time: 12:12:23

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 10s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: DHL Delivery Invoice AWB 2774038374.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

21

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@9/9@4/1

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 1.4% (good quality ratio 0.8%)
Quality average: 34.4%
Quality standard deviation: 34.1%

HCA Information: Successful, ratio: 92%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

aZnPlk.com 0% Avira URL Cloud safe

www.fontbureau.comtulk7( 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.fontbureau.como 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

smtp.yandex.ru 77.88.21.158 true false high

smtp.yandex.com unknown unknown false high

IP Domain Country Flag ASN ASN Name Malicious

77.88.21.158 smtp.yandex.ru Russian Federation 13238 YANDEXRU false

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Public
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Warnings:

Time Type Description

12:13:41 API Interceptor 1x Sleep call for process: DHL Delivery Invoice AWB 2774038374.exe modified

12:13:45 API Interceptor 44x Sleep call for process: powershell.exe modified

12:13:57 API Interceptor 723x Sleep call for process: RegSvcs.exe modified

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\DHL Delivery Invoice AWB 2774038374.exe.log

Process: C:\Users\user\Desktop\DHL Delivery Invoice AWB 2774038374.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 1310

Entropy (8bit): 5.345651901398759

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE47mE4Ko88:MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKz6

MD5: D918C6A765EDB90D2A227FE23A3FEC98

SHA1: 8BA802AD8D740F114783F0DADC407CBFD2A209B3

SHA-256: AB0E9F716E31502A4C6786575C5E64DFD9D24AF99056BBE2640A2FA322CFF4D6

SHA-512: A937ABD8294BB32A612F8B3A376C94111D688379F0A4DB9FAA2FCEB71C25E18D621EEBCFDA5706B71C8473A4F38D8B3C4005D1589B564F9B1C9C441B6D33781
4

Malicious: true

Reputation: moderate, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\DHL Delivery Invoice AWB 2774038374.exe.log

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 22404

Entropy (8bit): 5.603549403721627

Encrypted: false

SSDEEP: 384:htCDxHHuqVlZ50+9ESBKn8jultI+77Y9gtjSJ3xqT1MaDZlbAV7glD8SZBDI+1zY:6tA4K8CltRf5cQCifwsTV4

MD5: 39B5A82F2DB48B9621A6697D7606C387

SHA1: C4C2E21E9BC08A16ACF741AA72BEEF0E113A2930

SHA-256: D33D7D553EAB4D3489383D29D63040D5AE3F689363E5F0A45C3EA77C2038BCA5

SHA-512: 471EE63396D1B7E115905E67D230995916BC59496CBEBBAF56194C85B66EFABB13F9D1CAA619410C91A2489FB11DB90A0CD1563898DD80C57D35FE42B28BAE3
0

Malicious: false

Reputation: low

Preview:
@...e...................h.?.(.............I..........@..........H...............<@.^.L."My...:R..... .Microsoft.PowerShell.ConsoleHostD...............fZve...F.....x.)........System.Managemen
t.Automation4...............[...{a.C..%6..h.........System.Core.0...............G-.o...A...4B..........System..4................Zg5..:O..g..q..........System.Xml..L...............7.....J@......~......
.#.Microsoft.Management.Infrastructure.8................'....L..}............System.Numerics.@................Lo...QN......<Q........System.DirectoryServices<................H..QN.Y.f.......
.....System.Management...4....................].D.E.....#.......System.Data.H................. ....H..m)aUu.........Microsoft.PowerShell.Security...<.................~.[L.D.Z.>..m.........Sy
stem.Transactions.<................):gK..G...$.1.q........System.ConfigurationP................./.C..J..%...].......%.Microsoft.PowerShell.Commands.Utility...D..................-.D.F.<;.nt.1
........System.Configuration.Ins

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_avxhqy0w.sb4.psm1
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Reputation: high, very likely benign file

Preview:
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_zfx0fqqn.qzb.ps1
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Preview:
1

C:\Users\user\AppData\Local\Temp\tmpE166.tmp

Process: C:\Users\user\Desktop\DHL Delivery Invoice AWB 2774038374.exe
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File Type: XML 1.0 document, ASCII text

Category: dropped

Size (bytes): 1596

Entropy (8bit): 5.139399409850454

Encrypted: false

SSDEEP: 24:2di4+S2qh/S1KTy1moCUnrKMhEMOFGpwOzNgU3ODOiIQRvh7hwrgXuNtaHSxvn:cgeKwYrFdOFzOzN33ODOiDdKrsuTFv

MD5: 26A051C69290196F57034DA7D1E7709E

SHA1: B44329D0FE08DB8E58ECAB7A7CF6689CD7D07227

SHA-256: C16082D1E821A819EA4D274E12D7D656E83B359B2CA7B33DE143E60AFFC7B1B2

SHA-512: F136BA6DCD40DBC2406DFA3EA89955A6CAC89A8B1D59F82D1973D32582C0AF0A817EA2315DA9DDA9CFCD992A7AC9D9961B4BAC5A74EB18E84729E198082B75
82

Malicious: true

Preview:
<?xml version="1.0" encoding="UTF-16"?>.<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">.  <RegistrationInfo>.    <Date>2014-10-
25T14:27:44.8929027</Date>.    <Author>computer\user</Author>.  </RegistrationInfo>.  <Triggers>.    <LogonTrigger>.      <Enabled>true</Enabled>.      <UserI
d>computer\user</UserId>.    </LogonTrigger>.    <RegistrationTrigger>.      <Enabled>false</Enabled>.    </RegistrationTrigger>.  </Triggers>.  <Principals>.    <Principal 
id="Author">.      <UserId>computer\user</UserId>.      <LogonType>InteractiveToken</LogonType>.      <RunLevel>LeastPrivilege</RunLevel>.    </Principal>.  
</Principals>.  <Settings>.    <MultipleInstancesPolicy>StopExisting</MultipleInstancesPolicy>.    <DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>.    <Sto
pIfGoingOnBatteries>true</StopIfGoingOnBatteries>.    <AllowHardTerminate>false</AllowHardTerminate>.    <StartWhenAvailable>true</StartWhenAvailable>.    <

C:\Users\user\AppData\Local\Temp\tmpE166.tmp

C:\Users\user\AppData\Roaming\0stt4t3u.foi\Chrome\Default\Cookies
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.7006690334145785

Encrypted: false

SSDEEP: 24:TLbJLbXaFpEO5bNmISHn06UwcQPx5fBoe9H6pf1H1oNQ:T5LLOpEO5J/Kn7U1uBobfvoNQ

MD5: A7FE10DA330AD03BF22DC9AC76BBB3E4

SHA1: 1805CB7A2208BAEFF71DCB3FE32DB0CC935CF803

SHA-256: 8D6B84A96429B5C672838BF431A47EC59655E561EBFBB4E63B46351D10A7AAD8

SHA-512: 1DBE27AED6E1E98E9F82AC1F5B774ACB6F3A773BEB17B66C2FB7B89D12AC87A6D5B716EF844678A5417F30EE8855224A8686A135876AB4C0561B3C6059E635C
7

Malicious: false

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Roaming\IpkVblcOW.exe

Process: C:\Users\user\Desktop\DHL Delivery Invoice AWB 2774038374.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 541696

Entropy (8bit): 7.705207432104832

Encrypted: false

SSDEEP: 12288:HeRK7777777777773PaXkKQOTHvyzB0a3k88leHI8lXjr7MdZFquU9n7F:GK7777777777773lKJviBf3mqpjv

MD5: D746678ABD983EE65B7968607DE1E18C

SHA1: AC41264273C252B60B7C1FB893324B4F3005C7E6

SHA-256: 9D69632F6791492FADAB28BEA034F7F18D29BC67FD6E7DB08BDBA847487DA47F

SHA-512: ABC9E85926CFF036DBD6C29D4FCDEEAB9B61F9FCACC4FD54F66BE709208068A4FD94E3FED0B0BCA04D1ACA021EE557DEFE0647FC25172FD0F868BA245C4B
7CB1

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 53%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...@..a..............0..:..........nY... ...`....@.. ..................................
..@..................................Y..S....`............................................................................... ............... ..H............text...t9... ...:.................. ..`.rsrc........`.......<..............@..@.reloc........
.......B..............@..B................PY......H..........@............................................................f.........b......0@.b......|......Gq....<(?=.N-.....XU...f..O.-.?.-..Z?............. .i.tQej!.....7..C.~....
..)hG..../.9,...1..a....1...w...3....,...p.....qeF....O..Z.........j..d..Bz ...r ..,....V..D.....\...\/._aJ..H.S..}.6jO72.....]|.3.....|.K._....5.5..&...v6y..w..Z....!y.a+...V.8[....M....._...lBF...Hj_.{$rL....
..x...-...b2... ....c..... .ymzuW....".....i...E>.c"_.Ci.k..-.....E4.i

C:\Users\user\AppData\Roaming\IpkVblcOW.exe:Zone.Identifier

Process: C:\Users\user\Desktop\DHL Delivery Invoice AWB 2774038374.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.705207432104832

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.83%
Win32 Executable (generic) a (10002005/4) 
49.78%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%

File name: DHL Delivery Invoice AWB 2774038374.exe

File size: 541696

MD5: d746678abd983ee65b7968607de1e18c

SHA1: ac41264273c252b60b7c1fb893324b4f3005c7e6

SHA256: 9d69632f6791492fadab28bea034f7f18d29bc67fd6e7db0
8bdba847487da47f

SHA512: abc9e85926cff036dbd6c29d4fcdeeab9b61f9fcacc4fd54f
66be709208068a4fd94e3fed0b0bca04d1aca021ee557de
fe0647fc25172fd0f868ba245c4b7cb1

SSDEEP: 12288:HeRK7777777777773PaXkKQOTHvyzB0a3k88l
eHI8lXjr7MdZFquU9n7F:GK7777777777773lKJviBf3mq
pjv

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L...
@..a..............0..:..........nY... ...`....@.. .............................
.......@................................

File Icon

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64E

Malicious: true

Preview:
[ZoneTransfer]....ZoneId=0

C:\Users\user\AppData\Roaming\IpkVblcOW.exe:Zone.Identifier

C:\Users\user\Documents\20220114\PowerShell_transcript.841675.Kswsc+3P.20220114121344.txt
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 5785

Entropy (8bit): 5.397615946643736

Encrypted: false

SSDEEP: 96:BZAj/N8qDo1ZzZpj/N8qDo1ZDcEqE0EjZSj/N8qDo1ZbbEkEkEZZi:jfTy55z

MD5: D6B3C23FCD25D07358A19001D22FC386

SHA1: 12293D610A57C135C68011459FBA0482AA0066D6

SHA-256: A3396A55BF59B7EEDAB4F780A1F780637991BF22902619AF14A7D7E6FDDEBF94

SHA-512: 4C6099DBEA13CAF2C2D44823CA037A5B7015E647975455D0CD6CCBD4BB7B39F60CB40E6B7CBC315921D6A1F774433EE39BE25F977C8C6A8CA6664FF35B9C6E
EC

Malicious: false

Preview:
.**********************..Windows PowerShell transcript start..Start time: 20220114121345..Username: computer\user..RunAs User: computer\user..Configuration Name: 
..Machine: 841675 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\AppData\Roaming\IpkVblcOW.exe..Process ID: 6412..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4
.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1
.0.1..**********************..**********************..Command start time: 20220114121345..**********************..PS>Add-MpPreference -ExclusionPath C:\Users\user\AppData
\Roaming\IpkVblcOW.exe..**********************..Windows PowerShell transcript start..Start time: 20220114121814..Username: computer\user..RunAs User: computer\user.

Copyright Joe Security LLC 2022 Page 14 of 20



Icon Hash: 00828e8e8686b000

Network Port Distribution

General
Entrypoint: 0x48596e

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x61E0BC40 [Thu Jan 13 23:56:48 2022 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x83974 0x83a00 False 0.852322976021 data 7.71584990689 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x86000 0x5a8 0x600 False 0.419921875 data 4.07621192209 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x88000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2022 12:15:26.087116003 CET 192.168.2.4 8.8.8.8 0x97c7 Standard query 
(0)

smtp.yandex.com A (IP address) IN (0x0001)

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos

TCP Packets

UDP Packets

DNS Queries
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Code Manipulations

Jan 14, 2022 12:15:26.124697924 CET 192.168.2.4 8.8.8.8 0x1636 Standard query 
(0)

smtp.yandex.com A (IP address) IN (0x0001)

Jan 14, 2022 12:15:28.679773092 CET 192.168.2.4 8.8.8.8 0xa90c Standard query 
(0)

smtp.yandex.com A (IP address) IN (0x0001)

Jan 14, 2022 12:15:28.707578897 CET 192.168.2.4 8.8.8.8 0x251b Standard query 
(0)

smtp.yandex.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 14, 2022 
12:15:26.106892109 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) smtp.yandex.com smtp.yandex.ru CNAME 
(Canonical name)

IN (0x0001)

Jan 14, 2022 
12:15:26.106892109 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) smtp.yandex.ru 77.88.21.158 A (IP address) IN (0x0001)

Jan 14, 2022 
12:15:26.144438028 
CET

8.8.8.8 192.168.2.4 0x1636 No error (0) smtp.yandex.com smtp.yandex.ru CNAME 
(Canonical name)

IN (0x0001)

Jan 14, 2022 
12:15:26.144438028 
CET

8.8.8.8 192.168.2.4 0x1636 No error (0) smtp.yandex.ru 77.88.21.158 A (IP address) IN (0x0001)

Jan 14, 2022 
12:15:28.698627949 
CET

8.8.8.8 192.168.2.4 0xa90c No error (0) smtp.yandex.com smtp.yandex.ru CNAME 
(Canonical name)

IN (0x0001)

Jan 14, 2022 
12:15:28.698627949 
CET

8.8.8.8 192.168.2.4 0xa90c No error (0) smtp.yandex.ru 77.88.21.158 A (IP address) IN (0x0001)

Jan 14, 2022 
12:15:28.785387993 
CET

8.8.8.8 192.168.2.4 0x251b No error (0) smtp.yandex.com smtp.yandex.ru CNAME 
(Canonical name)

IN (0x0001)

Jan 14, 2022 
12:15:28.785387993 
CET

8.8.8.8 192.168.2.4 0x251b No error (0) smtp.yandex.ru 77.88.21.158 A (IP address) IN (0x0001)

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Jan 14, 2022 12:15:26.466979980 CET 587 49841 77.88.21.158 192.168.2.4 220 iva6-2d18925256a6.qloud-c.yandex.net ESMTP (Want to use 
Yandex.Mail for your domain? Visit http://pdd.yandex.ru) 1642158926-
aZNwVR2QUL-FQPK1Hth

Jan 14, 2022 12:15:26.467441082 CET 49841 587 192.168.2.4 77.88.21.158 EHLO 841675

Jan 14, 2022 12:15:26.520664930 CET 587 49841 77.88.21.158 192.168.2.4 250-iva6-2d18925256a6.qloud-c.yandex.net
250-8BITMIME
250-PIPELINING
250-SIZE 53477376
250-STARTTLS
250-AUTH LOGIN PLAIN XOAUTH2
250-DSN
250 ENHANCEDSTATUSCODES

Jan 14, 2022 12:15:26.521023989 CET 49841 587 192.168.2.4 77.88.21.158 STARTTLS

Jan 14, 2022 12:15:26.574187994 CET 587 49841 77.88.21.158 192.168.2.4 220 Go ahead

Jan 14, 2022 12:15:29.150554895 CET 587 49842 77.88.21.158 192.168.2.4 220 iva3-dd2bb2ff2b5f.qloud-c.yandex.net ESMTP (Want to use 
Yandex.Mail for your domain? Visit http://pdd.yandex.ru) 1642158929-
9qUrbSArjI-FSQSnRDh

Jan 14, 2022 12:15:29.150820971 CET 49842 587 192.168.2.4 77.88.21.158 EHLO 841675

Jan 14, 2022 12:15:29.211329937 CET 587 49842 77.88.21.158 192.168.2.4 250-iva3-dd2bb2ff2b5f.qloud-c.yandex.net
250-8BITMIME
250-PIPELINING
250-SIZE 53477376
250-STARTTLS
250-AUTH LOGIN PLAIN XOAUTH2
250-DSN
250 ENHANCEDSTATUSCODES

Jan 14, 2022 12:15:29.211972952 CET 49842 587 192.168.2.4 77.88.21.158 STARTTLS

Jan 14, 2022 12:15:29.272480965 CET 587 49842 77.88.21.158 192.168.2.4 220 Go ahead

DNS Answers

SMTP Packets
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Statistics

Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 12:13:34

Start date: 14/01/2022

Path: C:\Users\user\Desktop\DHL Delivery Invoice AWB 2774038374.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\DHL Delivery Invoice AWB 2774038374.exe" 

Imagebase: 0x5e0000

File size: 541696 bytes

MD5 hash: D746678ABD983EE65B7968607DE1E18C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000000.00000002.726607021.00000000029E9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000000.00000002.728081000.00000000041E9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000000.00000002.728081000.00000000041E9000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 12:13:43

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -Exc
lusionPath "C:\Users\user\AppData\Roaming\IpkVblcOW.exe

Imagebase: 0x930000

File size: 430592 bytes

MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10

Analysis Process: DHL Delivery Invoice AWB 2774038374.exe PID: 7072 Parent PID:Analysis Process: DHL Delivery Invoice AWB 2774038374.exe PID: 7072 Parent PID:
53485348

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: powershell.exe PID: 6412 Parent PID: 7072Analysis Process: powershell.exe PID: 6412 Parent PID: 7072

General
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File ActivitiesFile Activities

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

Show Windows behavior

Start time: 12:13:43

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 12:13:43

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit): true

Commandline: C:\Windows\System32\schtasks.exe" /Create /TN "Updates\IpkVblcOW" /XML "C:\Users
\user\AppData\Local\Temp\tmpE166.tmp

Imagebase: 0x360000

File size: 185856 bytes

MD5 hash: 15FF7D8324231381BAD48A052F85DF04

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 5776 Parent PID: 6412Analysis Process: conhost.exe PID: 5776 Parent PID: 6412

General

Analysis Process: schtasks.exe PID: 5524 Parent PID: 7072Analysis Process: schtasks.exe PID: 5524 Parent PID: 7072

General

File ReadFile Read

Analysis Process: conhost.exe PID: 3160 Parent PID: 5524Analysis Process: conhost.exe PID: 3160 Parent PID: 5524
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Start time: 12:13:44

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 12:13:46

Start date: 14/01/2022

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe

Imagebase: 0xa60000

File size: 45152 bytes

MD5 hash: 2867A3817C9245F7CF518524DFD18F28

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000008.00000002.962103556.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000008.00000002.962103556.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000008.00000000.723647574.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000008.00000000.723647574.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000008.00000000.723173768.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000008.00000000.723173768.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000008.00000000.722802377.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000008.00000000.722802377.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000008.00000000.722291160.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000008.00000000.722291160.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000008.00000002.963115226.0000000002D41000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000008.00000002.963115226.0000000002D41000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

General

Analysis Process: RegSvcs.exe PID: 1364 Parent PID: 7072Analysis Process: RegSvcs.exe PID: 1364 Parent PID: 7072

General

File CreatedFile Created
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Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Disassembly

Code Analysis

Copyright Joe Security LLC

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read
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