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Windows Analysis Report https://alliance-bokiau.odoo.c...

Overview

General Information Detection Signatures

Sample URL:  http://https://alliance-bokia
u.odoo.com/ MALICIOUS Phishingsite detected (based on fav...

Analysis ID: 553226
Infos: ;f &

Most interesting Screenshot:

Classification

Yara detected HtmIPhish10

HiVILL boedy: centains low/number: ofi ...

Invalid i&E link found

g = No HIMLE titleifound

CONTRAT DE REVISION

HTMLPhish

Score: 56
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 668 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https:/alliance-bokiau.odoo.com/ MD5:
C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 5724 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1564,7280486331179565442,18425855827197029187,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1936
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

G chrome.exe (PID: 7788 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1564

,7280486331179565442,18425855827197029187,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=5956 /p
refetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview
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@ Click to jump to signature section

Phishing:

Phishing site detected (based on favicon image match)

Yara detected HtmIPhish10

Mitre Att&ck Matrix
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Access Execution Persistence

Valid Windows Path

Accounts Management  Interception

Instrumentation

Default  Scheduled Boot or

Accounts Task/Job Logon
Initialization
Scripts

Domain At (Linux) Logon Script

Accounts (Windows)

Local At (Windows)  Logon Script
Accounts (Mac)

Behavior Graph
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Behavior Graph

ID: 553226
URL: https://alliance-bokiau.odoo.com/ SUSPICIOUS
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O Home | alliance-bokiau x  +
c # alliance-bokiau.odoo.com

Chrome is being controlled by automated test soff

Home Contact us

CONTRAT DE REVISION

En savoir plus sur le contrat.

Useful Links About us

We are a team of passionate people whose goal is to improve
everyone's life through disruptive products. We build great

products to solve your business problems.

Our products are designed for small to medium size

companies willing to optimize their performance.

Copyright © Company name

i O Type here to search

B |

Signin Contact Us

Connect with us

1

111

Powered by (EEREI) - Create a fre

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

http:// https://alliance-bokiau.odoo.com/
Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source

hitp://https://dns.google

hitp:/f https://www.google.com;
hitp:/fhttps://www.google.co.uk
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Domains and IPs

Contacted Domains

Name IP Active
gstaticadssl.l.google.com 142.250.186.163 true
a.nel.cloudflare.com 35.190.80.1 true
alliance-bokiau.odoo.com 34.76.138.44 true
accounts.google.com 142.250.184.205 true
www-google-analytics.l.google.com 142.250.186.78 true
stats.l.doubleclick.net 74.125.140.155 true
odoo.com 178.33.40.43 true
me-media.com 217.160.0.253 true
odoocdn.com 104.26.6.148 true
download.odoocdn.com 172.67.69.4 true
www.google.co.uk 142.250.186.99 true
www.google.com 142.250.185.164 true
clients.l.google.com 172.217.16.142 true
googlehosted.l.googleusercontent.com 142.250.181.225 true
ka-f.fontawesome.com unknown unknown
www.linkedin.com unknown unknown
px.ads.linkedin.com unknown unknown
stats.g.doubleclick.net unknown unknown
clients2.googleusercontent.com unknown unknown
clients2.google.com unknown unknown
snap.licdn.com unknown unknown
www.odoo.com unknown unknown
Contacted URLs

Name Malicious
http://https://alliance-bokiau.odoo.com/website/social/twitter false
http://https://alliance-bokiau.odoo.com/contactus false
http://https://alliance-bokiau.odoo.com/saas_trial/static/xml/trial.xml false
http://https://www.odoo.com/?utm_source=db&utm_medium=website false
http://https://alliance-bokiau.odoo.com/web/image/website/1/favicon?unique=589931b false
http://https://www.odoo.com/app/website?utm_source=db&utm_medium=website false
http://www.odoo.com/?utm_source=db&utm_medium=website false
http://www.odoo.com/app/website?utm_source=db&utm_medium=website false
http://https://alliance-bokiau.odoo.com/ false
http:ff false

https://clients2.googleusercontent.com/crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GK
YF1WXrT6yizCMksBOOc_ggEOB6tx6HPRHe6q1GOEe3_NclbSiGG8kXeLMUYO0sAKVVC6R89
zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NIQ/extension_8520_615_0_5.crx

http://https://alliance-bokiau.odoo.com/web/assets/194- false
df48839/1/web.assets_frontend.min.css
http://https://alliance-bokiau.odoo.com/web/webclient/qweb/1642197894348? false
bundle=web.assets_frontend
http://https://alliance-bokiau.odoo.com/website/static/src/xml/website.xml false
http:i/https://alliance-bokiau.odoo.com/web/login false
http:i/https://alliance-bokiau.odoo.com/web/static/img/odoo_logo_tiny.png false
http://https://alliance-bokiau.odoo.com/web/assets/190- false
25a9f43/1/web.assets_common_lazy.min.js
http://https://alliance-bokiau.odoo.com/website/social/facebook false
http://https://alliance-bokiau.odoo.com/web/static/lib/fontawesome/fonts/fontawesome- false
webfont.woff2?v=4.7.0
http://https://alliance-bokiau.odoo.com/web/image/website/1/logo/alliance-bokiau? false
unique=589931b

http://https://alliance-bokiau.odoo.com/web/assets/191- false
20376a7/1/web.assets_frontend_lazy.min.js

http://https://alliance-bokiau.odoo.com/ false
http://https://alliance-bokiau.odoo.com/saas_worker/trial_info false
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Name Malicious Antivirus Detection Reputation

http:i/https:/iclients2.google.com/service/update2/crx? false high
os=win&arch=x64&o0s_arch=x86_64&nacl_arch=x86-

64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-

US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%2

6installedby%3Dother%26uc%26ping%3Dr%253D-

1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26inst

alledby%3Dother%26uc%26ping%3Dr%253D-1%2526e€%253D1

http://https://accounts.google.com/ListAccounts? false high
gpsia=1&source=ChromiumBrowser&json=standard

hitp://https://alliance-bokiau.odoo.com/web/assets/188- false high
f875f43/1/web.assets_common_minimal.min.js

hitp://https://alliance- false high
bokiau.odoo.com/website/translations/63c39b9719623b23090242bff39258f3aa29fe2b

hitp://https://alliance-bokiau.odoo.com/website/social/linkedin false high
hitp://https://alliance-bokiau.odoo.com/web/assets/189- false high

83f6bc7/1/web.assets_frontend_minimal.min.js

hitp://https://alliance-bokiau.odoo.com/web/assets/185- false high
Ocacbc7/1/web.assets_common.min.css

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

217.160.0.253 me-media.com Germany - 8560 ONEANDONE- false

ASBrauerstrasse48DE

178.33.40.43 odoo.com France [T} 16276 OVHFR false

142.250.185.164 www.google.com United States = 15169 GOOGLEUS false

34.76.138.44 alliance-bokiau.odoo.com  United States = 15169 GOOGLEUS false

172.67.69.4 download.odoocdn.com United States = 13335 CLOUDFLARENETUS false

142.250.184.205 accounts.google.com United States = 15169 GOOGLEUS false

35.190.80.1 a.nel.cloudflare.com United States = 15169 GOOGLEUS false

104.26.6.148 odoocdn.com United States = 13335 CLOUDFLARENETUS false

142.250.186.99 www.google.co.uk United States = 15169 GOOGLEUS false

172.217.16.142 clients.l.google.com United States = 15169 GOOGLEUS false

142.250.186.78 www-google- United States = 15169 GOOGLEUS false
analytics.l.google.com

142.250.186.163 gstaticadssl.l.google.com  United States = 15169 GOOGLEUS false

142.250.181.225 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com

74.125.140.155 stats.|.doubleclick.net United States = 15169 GOOGLEUS false

239.255.255.250 unknown Reserved [+ unknown unknown false

Private

P

192.168.2.1

192.168.2.255

127.0.0.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 553226

Start date: 14.01.2022

Start time: 14:03:51

Joe Sandbox Product: CloudBasic
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Overall analysis duration: Oh 5m 21s

Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http://https://alliance-bokiau.odoo.com/
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 15
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal56.phis.win@41/186@21/18
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Adjust boot time

Enable AMSI

Browse: https://alliance-bokiau.odoo.com/contactus

Browse: https://alliance-bokiau.odoo.com/web/login

Browse: https://me-media.com/wp-includes/contract/viewdoc#

Browse: https://alliance-bokiau.odoo.com/website/social/facebook

Browse: https://alliance-bokiau.odoo.com/website/social/twitter

Browse: https://alliance-bokiau.odoo.com/website/social/linkedin

Browse: http://www.odoo.com/?utm_source=db&amp;utm_medium=website

Browse: http://www.odoo.com/app/website?utm_source=db&amp;utm_medium=website
Browse: https://alliance-bokiau.odoo.com/web/login

Browse: https://alliance-bokiau.odoo.com/website/social/facebook

Browse: https://alliance-bokiau.odoo.com/website/social/twitter

Browse: https://alliance-bokiau.odoo.com/website/social/linkedin

Browse: http://www.odoo.com/?utm_source=db&amp;utm_medium=website

Browse: http://www.odoo.com/app/website?utm_source=db&amp;utm_medium=website

© o © o o o o o o 0 0o 0o 0 o o o

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context
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JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzVRKhGvwJ]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESBE10648EA8321
01

false

low

BDic.... ....6..."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\lbOce77e-42f4-4f86-b0f7-cfb07eec78c4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

392836

6.014515588614552

false
6144:IchzKWygeGKkVGFHhKIFfH8ACX6ZaurE5S/EDNIpAI9SeefNqWF4iVx/9LPeq/1LH+IKHyge GQGFH4f0xzurRDnInfNXF4ijZy
314BF326FDA41E92604EBBAB5FF8952A

147413E1504D0C5B69814565D0E785FFBAEODF79
64ED7915E55E451815AA771A1AFD73A8C4BD2587FF5BFBD3B552B8394D64CCBO

C3382FA09D33ADD1EDCE61BC054CECA40E6321AACF209A149235EB719407246F198BBB40A41B19C5193EB2F2D7415E33AD1A702C7745C0F047091AB0O3EF8F1A,
8

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642197891469109e+12,"network":1.642165493e+12,"ticks":115466288.0,"uncertainty":4167916.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXEWEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCT7IWC|ByYxIY/Ds1S6cdCxJIW6iSr1Qfjo
KIVKoVEQA4EAAAAAABAAAAAAGAAIAAAADIPMIIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK +RpoviP6 INtB5nOpQgPMjPTyt2T1WPeru9idyP05
zZNVEjOUCRDWfONruG9ricX1kAAAADBIKIQIKY2z38GdfaF 7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"password_man

C:\Users\user\AppData\Local\Google\Chrome\User Data\7e90888b-d6fc-42b7-98a3-3124be7811d4.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

392836

6.014515333846317

false

6144:1PhzKWygeGkVGFHhkIFfH8Acx6ZaurE5/EDnJIpAl9SeefNqWF4iVx/9LPeq/1LH+:IpHyge GQGFH4fOxzurRDn9nfNxF4ijZy
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C:\Users\user\AppData\Local\Google\Chrome\User Data\7e90888b-d6fc-42b7-98a3-3124be7811d4.tmp

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

0C81BE3293762E38DFC16BB2EOD3B4F2

AE97C36D8C13AB4B6125DB2ADI0OAFESADBBDC0O33

DEBA4EOE77269150E950A40B2F5A1DEA2BE2D5B84B93A6F1799F364D028C8A10
873D37356DBE21116531D732D361CF5595A87A7590DF825D062BADB1071F479D797EE9CD4050B1E448636CBA4DBE97B44067F09318748C3619BBF882BECCD60
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642197891469109e+12,"network":1.642165493e+12,"ticks":115466288.0,"uncertainty":4167916.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]ByxXIY/Ds1S6cdCxIW6iSr1Qfjo
KIVKoVEQ4EAAAAAABAAAAAAJGAAIAAAADIPMfiGKWkdrfUu+zeMpOLPS1eDxLpcgjYP2R/nde CNXMAAAAK+RpovfP6INtBSNOpQgPMjPTyt2T1WPeru9i3yP05
ZNVEjOUCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4AM8HFpybOBpréaxpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13286671488937

C:\Users\luser\AppData\Local\Google\Chrome\User Data\8a9997cd-fccc-4164-9ffe-b7527f444a15.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.748430644328316

false
384:J7HG+GBxvkKb0zLVgmNoNFrmvID3qNv6HbSGG5rE3Z5xazf3+r8Vmcl+0Tdht201:tHGomK1t+Loagez1fzsv7avK9DBIs
9D3304573E40A17CE720C6D7E5DD3879

C770E0A432918970E1C967EB8D4F303A9412BIF6
DCC20225946ADC41AF7ECOC5B04B7ECALF591D68A6A43999E47F07055A83048D

9BDA2A1C6A0B2AE35F90B89C5B2B0364BF2FFBC565028BED5A21A4DBASBAEDSCDC51141944C8AE25EEA2BI0F551FD597419486990547057C3B902570A0C5D8
7

false

low

L AU *..C..\.P.R.0.G.RA~1\M.I.C.R.0.S.~.1.\.0.ffic.e.l.6\.G.R.O.0.V.E.EX..D.L.L..PL..)...%.p.r.o.gram.files.%.\m.icr.os.oft .officelo.fficel6\..
..g.ro.ov.eex..dll..Micros.oft .Office..2.0.1.6..*. Micro.s.o.ft .O.neD.r.iv.e. for .Bus.ines.s. .Extens.ions...16..0..47.1.1..1.0.0.0....*
P.R.O.G.RA~1\MICR.0.S.~1\0ffic.el6)\GRO.OV.EEX.DLL...Micros.o.ft .Corp.oratio.n..P8D..C.\P.ro.gram. F.iles\C.omm.o.n.
Files\M.icros.oft .Shared\O.FFICE16\ms.oshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\officel6.\....
.m.s.o.s.hext.dll..Microso.ft Office)..Micros.o.ft .Office. Shell Extens.ion. Handlers.....16..0.426.6..10.0.1..D..C:\Pro
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\8b595e86-570d-4281-9d22-2e6f700b909c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

392835

6.014514631525446

false
6144:1rhzZKWygeGkVGFHhk9FfH8Acx6ZaurE5/EDnIpAl9SeefNqWF4iVx/9LPeq/1LH+:I19HYyge GQGFH4f0xzurRDn9nfNxF4ijZy
823DF015B8B521C49DD65FE71F66030E

10EF92DOEF997E1E3168BFF099A3B003A36E48DD
89BF6231CF152745477233B43D82A95D8C99BECA596D514F8ED4C2753217A80A

4C66951C1C1031FE2B540569EED9D106E197E6A787392A8738738FE33834BAA8FBB5B5BCF7C3F6932B3260DFFACDFA9EDG6BB30ADFAEO78E1BAFFAB82910335
F9

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642197891469109e+12,"network":1.642165493e+12,"ticks":115466288.0,"uncertainty":4167916.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCT7IWC]ByYxIY/Ds1S6cdCxJIW6iSr1Qfjo
KIVKoVEQA4EAAAAAABAAAAAAGAAIAAAADIPMIIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK +RpoviP6 INtB5nOpQgPMjPTyt2T1WPeru9idyP05
ZNVEjOUCRDWfONruG9ricX1kAAAADBIKIQIKY2z38GdfaF 7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13286671488937

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

40

3.3041625260016576

false

3:FkXYDu6cR9N:+Y66CR9
7A9D405E9218ED86C7ED3BB729DAA896

Copyright Joe Security LLC 2022 Page 11 of 85



C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

E5BB69E833231B755B20E5A0C9B2392D8B923C66
D83D002DFE4F96C43A6FBF24FC7AA739945731ABDEC2AFB53EDDCE2D2D87D6AF

F34290BF6A4B1AA63F47436C0788FC1DAC7B970A1861EF1D1891826FD3DFDOFD484A900E23A3024C19CA93DE842BF8B5BC7AS5E159362A4C3A36AE8D47C85514
7

false

low

SAPC...ccvviiirne 8..7E."..N_.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\075ff711-1020-4ba6-babb-ce40a063312c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5133

4.973805665767017

false

96:nmrHz5U9pSKIflk0JCKL8Tukj11IbOTQVuwn:nmrHa9pSNC4KZkj9
17F920B8F42791539420A3CA255C5304
AAAEQ0727AA2781381EAA72C2C1DFIC63A927A8F4
8761B04EDD1C5FB93482C5D79A8092FC8BC727A275B6E67CD599431301E4BAFS

87A30E74BF2BB6F888255FEAD371E8A71861EBEC2CE472C92D57EA3SECEG7D4917B141FD82E2D7E69398102C1757B881E56AC8CEDAS65B104DF6E23D0641C20
1

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286671489886829","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0",’ "0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\20f26a91-a288-4f42-841e-192b19693387.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2693

4.871599185186076

false
48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLSZMH5YhV:+GDGTHGmMGHDW1/nOlbmOGIGGhVD
829D5654ADF098AD43036E24C47F2A94

506C8BA397509BA0357787950C538C1879047DF3
4D0B852D18FCA5C1A712904CF6DB3811FBI05E86D8A7508A2D42F9C8D68E2211

D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAFI6D5DF52E28B907B03EADF22F020FBEOAS56D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions"[],"expiration":"13248542600883925","port":443,"protocol_str*:"quic"}],"isolation":

[1,"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com”,"supports_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\26a31f6b-2e06-4e36-8492-4da0999a2ca0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5120

4.972202477020982

false

96:nmrHzRG9pSKI9IkOJCKL8Tukj11IbOTQVuwn:nmrHQ9pSvC4KZkj9
AB5F1D75A3408FFFFD7010D7F957DD1C

7479994296 AAB490EFB196DEBB38F3EE499E1CBE
ABFC01A428B8B85FIF8524E661588DF2FD5B40B15645AA7F035477F08023AC0OE

50AD00645C000B943BE3ACB5433C42B2CC6D88416777F7CA585BCEEE43D2D26A92620AF1272ABBBD2E290394BB4BB297101ADB33B874C791E8ACE9FFC0OD28!
20
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\26a31f6b-2e06-4e36-8492-4da0999a2ca0.tmp

Malicious: false
Reputation: low
Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286671489886829","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottol | "work_area_right":1280,"work_area_to|
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0 "0","0","0","0","0' "o","o","0","0","0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\473fdca5-775f-4ebd-8ff4-6fb26b936cfa.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 3261

Entropy (8bit):  4.914535859479526

Encrypted: false

SSDEEP: 96:J0TXDHzMCKZb/ArQG6VypA2GWKvbGpn7GFhVD:JOTXDHzMCKZb/AcG6VypZ3cbin7oD

MDS5: 672239FE317745947B29C8555826A396

SHA1L: 7B02AA900AC02AAF5984099B68999CCAL1730B634

SHA-256: BA53160CA48E4D3864D88D75491B364C0B01022A8B1EFD3A3D72E363D358B13E

SHA-512: 289EEABD309E4FD95B230E429A465157355A59E0E36ACDC1E21022D6D3CA220C6006D10BD79FC0C42536148FCEA1BID776585C38D3FD2C71DFIA4418C3DDB’
8

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true} {"isolation™[],"server":"https://www.gstatic.com","supports_s

pdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com”,"supports_spdy":true} {"isolation":[],"server"
https://dns.google”,"supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50
],"expiration":"13289263491886108","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://redirector.gvtl.com"},{"alternative_service":[{"advertised_versions":
[50],"expiration":"13289263491908302","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com"”,"supports_spdy":true},{"alternative_service":

[{"advertised_versions":[50],"expiration":"13289263492393337","port":443,"protocol_str*:"quic"},{"advertised_versions":[50],"e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\515de975-ea33-400e-9526-cffb22458f9a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5226

Entropy (8bit):  4.982306914781863

Encrypted: false

SSDEEP: 96:nmrHM7U9pSKItIk0IJCKL8Tukj11dbOTQVuwn:nmrHn9pSrC4AKZkjV

MD5: 9606027A482CD1E47D9C3B068C2C3F7E

SHA1L: D5B855FDE23C7D1870D9D616E6242BEFA2A5169D

SHA-256: 9C661C686268E550C97893CBC796523EADB6C61376F2EA7D86989F6CDD34ACB4
SHA-512: 5CD490E343FEFF57BB4138207DF6DAD446BD049B9D5D865231985B861C606E5587A19266E6573B8D8134AE24123055519154D823ED44E70FB72263462FD90654
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286671489886829","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right*:1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0 "o","0","0","0","0","0","0","0","0","0","0
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0" ,"0","1538886"],"daily_received_length":

"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6e6ea224-ad85-4de1-8238-74ee8dffd9dd.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 204

Entropy (8bit):  5.32342665585273

Encrypted: false

SSDEEP: 6:YAQNWWJprNSTWhh4Dj8wXwimUUANIMOTvW]T2SQ:YEWLrNgmh4r+UAnIXWjVQ
MD5: 70EC5174526AACA462668FIBCE4FE96B

SHAL: E6F37ABD6297231095026503CFC04157205BBCF5

SHA-256: 2ED14797E252D2EC2F403C67902104033A2777437COAC082C2A479ACD141BBC8
SHA-512: E402B445B71576F75030750094382B199B7A6505C58D92DF5B499399B1D0DDB31AF6F673C555A4A9F19A6FC95123AECDC97BD7A8DCF4CB1DA05B0846B9F1B1C
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6e6ea224-ad85-4de1-8238-74ee8dffd9dd.tmp

Preview:
{"expect_ct":[],"sts":[{"expiry":1673733928.448782,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1642197928.448788}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\79f65a89-2b97-4da3-b741-ad693718527a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3Ll

MDS5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\8c3c02c8-05e3-47dc-b779-7a8dbca6aa5d.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 19182

Entropy (8bit):  5.5704569953278975

Encrypted: false

SSDEEP: 384:fVzvtoLIluXJ1kXgKf/pUZNCgVLH2HfDBrUCmMHGD1Ip64+:NKLItJ1kXqKf/pUZNCgVLH2HINrU9Gdk

MD5: 6FA76D3FF240B40A04C6F638F2BDD8BA9

SHA1: BEF69544B20E5F63D026B8859B6FOBD35F9F1909

SHA-256: C3A58FC2A57A31A41A8CA1E283EC180E5DA811DF5341529AF30ABCE92EAD7D3F

SHA-512: F9337A1386DC0BA0448516DD7EA42A7A528A50D81099F35F91B8F31F1B2ECF72BD6D23453FE900979BFB5609647CB83DE1E0762D5D3D7AE6B3756A4FD288279I
Malicious: false

Reputation: low

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api*:[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286671489263789","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":[*https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\_metadata\comput
ed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 11217

Entropy (8bit):  6.069602775336632

Encrypted: false

SSDEEP: 192:GbylInITwGB7V9HNne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHAL: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
SHA-512: DI9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
Malicious: false

Reputation: low

Preview:

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","|DctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuUO0Ilprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPiMXEK|jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JgEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY 14=","gqid6l1+mk/6yWgUECRofI9IMipXgXh2jEN2+CxmPEO0=","prDB91X2Mmfg/M/txVMITWBMEGbOGjgBTP7CMjYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJ0ubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JBHV1Kph3/KM=","i3I18ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqgBbi70gkIJEE=","rhIzuEvw2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 23474

Entropy (8bit):  6.059847580419268

Encrypted: false

SSDEEP: 384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb

MDS5: 6AE2135EA4583C2F06CDEBEA4AETOFA4L

SHAL: DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

SHA-256: 03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903

SHA-512: B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AAB6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
Malicious: false

Reputation: low

Preview:

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUv2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2qNyiRJOyck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEMUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=""p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","j{8mPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtiBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwVRV/dVVMuUHALE}8=","20C4HcCuXu3VjFfewnKlzntu
gQNaebcuWpm/mWj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 38
Entropy (8bit):  1.8784775129881184
Encrypted: false
SSDEEP: 3:FOXIXNQxIX:qTCT
MD5: 51A2CBB807F5085530DEC18E45CB8569
SHA1L: 7AD88CD3DE5S844C7FC269C4500228A630016AB5B
SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
SHA-512: B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF
Malicious: false
Reputation: low
Preview:
R T £5u i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit):  5.224045655793216

Encrypted: false

SSDEEP: 6:MIFVHYq2P923iKKdK25+Xgx8chl+IFUtqVTIFtcZmwYVTIFtb 7kwO923iKKdK25N:M154v45KK T XfchI3FUtulo/O1b5L5KKI

MDS5: 1FEC7788E302B847B52EDD4B489B2FE8

SHA1L: 321B6D65FE718082E0088D551F8C47F8044A5642

SHA-256: AB63A3B71D6C89270A107E678BE560B831DC642AAFABA01IECDC58CD7D249664F

SHA-512: CA1B53FD597690CDDCCEBO63F7E1CFBEF8F37EEG3AES676E553E7303ED7884536DF57C98475DA4BEE2A80FESE738733E1F3758A2A921221642DE08464B1C92¢
D

Malicious: false

Reputation: low

Preview:

2022/01/14-14:05:00.948 1b50 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/14-14:05:00.963 1b50 Recovering log #3.2022/01/14-14:05:00.964 1b50 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old.. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit): 5.224045655793216
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old.. (copy)

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

6:MIFVHY(q2P923iKKdK25+Xgx8chl+IFUtqVTIFtcZmwYVTIFtb7kwO923iKKdK25N: MI54v45KKTXfchI3FUtulo/0Ib5L5KKI
1FEC7788E302B847B52EDD4B489B2FE8

321B6D65FE718082E0088D551F8C47F8044A5642
AB63A3B71D6C89270A107E678BE560B831DC642AAF4BA01IECDC58CD7D249664F

CA1B53FD597690CDDCCEBO63F7E1CFBEF8F37EEG3AES676E553E7303ED7884536DF57C98475DA4BEE2A8B0FESE738733E1F3758A2A921221642DE08464B1C92¢
D

false

low

2022/01/14-14:05:00.948 1b50 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/14-14:05:00.963 1b50 Recovering log #3.2022/01/14-14:05:00.964 1b50 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

462

5.113782915846909

false

12:Rm4WY DvgFguXft58NR/1+tkfu7ycLZBk778B/xgssET63kG6Irn:/WYDrul58//15fu2gY78BJgssh3kvOn
03924EC5F7DF3093DEA4D46CD3208766

41368EEA58548320EDCE400E6CB4DE37BFFC8E9A
80A107AE81A3F2A30177E3237544596E8BBCA1FB39155053CB34EF361B286545

4A03A5AFD2D16B5FBD2552C6C9BD4B6B1204B21EBOE1D8319115565BDC3FC5E93A592A8B24BEFC30F59E6F8751BBCDFEEB820A485DB2EA11EFBO076F0993 1t
B2

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State.. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2693

4.871599185186076

false
48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLSZMH5YhV:+GDGTHGmMGHDW1/nOlbmOGIGGhVD
829D5654ADF098AD43036E24C47F2A94

506C8BA397509BA0357787950C538C1879047DF3
4D0B852D18FCA5C1A712904CF6DB3811FBI05E86D8A7508A2D42F9C8D68E2211

D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAFI6D5DF52E28B907B03EADF22F020FBEOAS56D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com”,"supports_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5134

4.974165865168156

false

96:nmrHM5U9pSKIsIk0JCKL8Tukj11IbOTQVuwn:nmrHvIpSmC4KZkj9
E87B5F884472168CC0C8284CB4964C03
EFADO040A29BBE378192846AD178B27BF3B4E6722
A575BD2E1D7BDD52967716EEAC3CFEOD198A76F67CB643EFF3B85F6B836CCC76

42FDF6202DFED710E8313F3B16FB15431CBBBECB5E4723A047B30EEADD4BDFF3A578AD07FFAESE22044F5F1F96F835DD26EDDACFF1C61131864501B7577DB¢
51
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Malicious:
Reputation:

Preview:

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286671489886829","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
co

acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Preferences\ (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5133

4.973805665767017

false

96:nmrHz5U9pSKIflk0JCKL8Tukj11IbOTQVuwn:nmrHa9pSNC4KZkj9
17F920B8F42791539420A3CA255C5304
AAAEQ727AA2781381EAA72C2C1DFIC63A927A8F4
8761B04EDD1C5FB93482C5D79A8092FC8BC727A275B6E67CD599431301E4BAFS

87A30E74BF2BB6F888255FEAD371E8A71861EBEC2CE472C92D57EA3SECEG7D4917B141FD82E2D7E69398102C1757B881E56AC8CEDAS65B104DF6E23D0641C20
1

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286671489886829","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length™:["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferences\* (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5134

4.974479632687186

false

96:nmrHM5U9pSKILIKOICKL8Tukj11IbOTQVuwn:nmrHvIpSZC4KZkj9
12FFB9199A0C9ED404A605B5CA43C79A
1C171E5F2BD1BA5SFDD35A5C680C047B380AA2C3A
11E6CE69D2B6C2BC154F5FC2CB0AB0D6D6F5081926D3969CAA957900E6FF1CEA

0A9FB70FD758381C03B6C1C02208939E74EEAEDC5F89ED21549376554AB6331A78BF61C2358581F5B9D7F20BAFC2E2148DD22E9COD1BA3FDES95CCF576F55D
3

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286671489886829","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17092

5.583136862964277

false
384:fVzvtoLIluXJ1kXgKf/pUZNCgVLH2HfDBrUm51IH64uB:NKLItJ1kXqKf/pUZNCgVLH2HNrU86/
D498426A71E4DCOE77C5645FF44E3002

AC25F8E4644031988E280BDIACB586A80A558E34
BCC24A6A9DFE20929704966D4BEFB61EE1D2423FA915EB38EDF2F35A5F87D34F

ABE52CF928340F8968E4759C94FEFECBA0C208D7E8D6CE40CC93447DE23EB1D78F3F9EE265A0638EOCDFE1915A3FFFC01180EBESE226D60D3D48332696BB9E
B

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Reputation:

Preview:

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[[},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286671489263789","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\063cbb27-8a91-48d1-a58e-a2cb8ba

912da.tmp
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.956993026220225

false
6:YHpoNXR8+eq7JdV5rAcIJksDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdVAsSBdLIlyH7E4f3K33y
0C03D530AC97788D62D27B2802C34D83

20F78B6B32D98FA52846C70DF78E4E5CEF663E2D
7941FADA9867DAAEOBEBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B
D5905C124060997A14322D12DECE5C00C63F7174743C740C974DO0E88B03F203909CC2ACI972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80
false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str*:"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

270336

0.0012471779557650352

false

3:MsEllIKEthXIIKI2ZE:/M/xT02z
F50F89A0A91564D0B8A211F8921AA7DE

112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BI9EFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECAE73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2ES898|
58

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent StateMP (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.956993026220225

false
6:YHpoNXR8+eq7JdV5rAcJksDHFAR8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdVAsBdLJIlyH7E4f3K33y
0C03D530AC97788D62D27B2802C34D83

20F78B6B32D98FA52846C70DF78E4ES5CEF663E2D
7941FADA9867DAAEOSEBC196BAFC6952DD506842C3E7D8FB14DFOD4E402D894B
D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\3ae95ac5-f762-4df9-9b77-
ad0c33161ad2.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: modified

Size (bytes): 325

Entropy (8bit):  4.976576189225149

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV50V/sDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdysBdLJlyH7E4f3K33y

MDS5: 5886A009EB58EE06AL6EFD6D1BAIA046

SHA1L: A867B5052F3FBB811693DF8CE3FDAA794F2F2E40

SHA-256: 9E3392126DE2D81D019EOAB3E17F20BADDOECIFBD944BCB7C4DAF449D937D496

SHA-512: D24F30A2E35F903AC10AACC4425C58BECB1C6BE2BA30A3C2BIDIDA6CE04914AA71F55B3B16ED89081AD65A7090C77F5DC4A258B7B98D71E6A994D176536FBI
27

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542597817103","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldef\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit):  0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEIlIkEthXIIkI2zE:/M/XT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1L: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFCOCDEC

SHA-512: BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898|
58

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit):  5.18302146745914

Encrypted: false

SSDEEP: 12:Mlelv45KkkGHArBFUtulzU/OIr5L5KkkGHAryJ:Ms45KkkGgPgusFWL5KkkGga

MDS5: 9BC38588189410C7B075B74DE8SAB1F50

SHA1L: 0F40FB42F85ADD5A06376EC59A81491EAB158045

SHA-256: 7A4C6C2FFE7C2F1541587E2853D6EBE820A87C8CEB14756B48323BB7CF98ADC8
SHA-512: 118C745AD9648FD53051A652273BD6F17283436B08C649A1FF4297233FB85C0D67CBFC6549B25A3AEDABES86195ABF59C56E474843ACCFE0843794A15592FFCE
Malicious: false

Reputation: low

Preview:

2022/01/14-14:05:44.302 948 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\
def\Local Storage\leveldb/MANIFEST-000001.2022/01/14-14:05:44.304 948 Recovering log #3.2022/01/14-14:05:44.305 948 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflLocal Storagelleveldb\LOG.old (
copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit): 5.18302146745914

Encrypted: false

SSDEEP: 12:Mlelv45KkkGHArBFUtulzU/OIr5L5KkkGHAryJ:Ms45KkkGgPgusFWL5KkkGga
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflLocal Storagelleveldb\LOG.old (
copy)

MDS5: 9BC38588189410C7B075B74DE8SAB1F50

SHA1L: OF40FB42F85ADD5A06376EC59A81491EAB158045

SHA-256: 7A4C6C2FFE7C2F1541587E2853D6EBE820A87C8CEB14756B48323BB7CF98ADC8

SHA-512: 118C745AD9648FD53051A652273BD6F17283436B08C649A1FF4297233FB85C0D67CBFC6549B25A3AEDABES86195ABF59C56E474843ACCFE0843794A15592FFCE
Malicious: false

Reputation: low

Preview:

2022/01/14-14:05:44.302 948 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\
defi\Local Storage\leveldb/MANIFEST-000001.2022/01/14-14:05:44.304 948 Recovering log #3.2022/01/14-14:05:44.305 948 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb/000003.1og .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiNetwork Persistent StateMP (cop
y)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 325

Entropy (8bit):  4.976576189225149

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV50V/sDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdysBdLJIlyH7E4f3K33y

MDS5: 5886A009EB58EE06AL6EFD6D1BAIA046

SHAL: A867B5052F3FBB811693DF8CE3FDAA794F2F2E40

SHA-256: 9E3392126DE2D81D019EOAB3E17F20BADDOECIFBD944BCB7C4DAF449D937D496

SHA-512: D24F30A2E35F903AC10AACC4425C58BECB1C6BE2BA30A3C2BIDID46CE04914AA71F55B3B16ED89081AD65A7090C77F5DC4A258B7B98D71E6A994D176536FBI
27

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542597817103","port":443,"protocol_str":"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 434

Entropy (8bit):  5.191155313206247

Encrypted: false

SSDEEP: 12:MIHv45KkkGHArqiuFUtulY/0la5L5KkkGHArg2J3:MO45KkkGgCguYVL5KkkGg7

MD5: 8E9EF52A40F62C88A047E6787C9C6C35

SHAL: 7AEDCC646A0836D31BA61505859288D097FA939C

SHA-256: 665AACB372E36223BF62760E54FF93D2320D7560DAE7A256C834F1648C4E2F70

SHA-512: BD859856A26820E12CFCAA83D11796BDB1082DDCEABAAO3F1FF598AC962B976A6ECAOAB3ECES349CCA5C412BDASAAD3A59F7FF5860101B2C0D2C87CESDCF
D6B3

Malicious: false

Reputation: low

Preview:

2022/01/14-14:05:44.303 1384 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/14-14:05:44.305 1384 Recovering log #3.2022/01/14-14:05:44.307 1384 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiPlatform Notifications\LOG.oldng
(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 434

Entropy (8bit):  5.191155313206247

Encrypted: false

SSDEEP: 12:MIHv45KkkGHArgiuFUtulY/0la5L5KkkGHArq2J:MO45KkkGgCguYVL5KKkkGg7

MD5: 8E9EF52A40F62C88A047E6787C9C6C35

SHAL: 7AEDCC646A0836D31BA61505859288D097FA939C

SHA-256: 665AACB372E36223BF62760E54FF93D2320D7560DAE7A256C834F1648C4E2F70

SHA-512: BD859856A26820E12CFCAA83D11796BDB1082DDCEA8AAO3F1FF598AC962B976A6ECAOAB3ECES349CCA5C412BDASAAD3A59F7FF5860101B2C0D2C87CESDCF
D6B3

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\ChromelUser Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiPlatform Notifications\LOG.oldng

(copy)

Preview:
2022/01/14-14:05:44.303 1384 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/14-14:05:44.305 1384 Recovering log #3.2022/01/14-14:05:44.307 1384 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit):  3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ItHIS+QUITASEGhTFIjl: S85aEFIjl

MDS5: 69449520FD9C139C534E2970342C6BD8

SHAL: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20ADOCDAB4135E70C97DB3CDD59E25E6536B19F7781E5FCOCA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351FIF4EE
67

Malicious: false

Reputation: low

Preview:
Fodbei version.l..namespace-..&f................ &

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 420

Entropy (8bit):  5.163472462127102

Encrypted: false

SSDEEP: 12:MINOv45KkkGHArAFUtulc/0Iv5L5KKkkGHArfJ:M2M45KkkGgkgukoL5KkkGgV
MD5: 68152D960B28D3E55A24A89EEAA2062D

SHA1L: FD7746947FC828BDDOCFA4ADFE45067CBAFFB33B

SHA-256: E79AAEFO07FDOEAABCS553CF42C94E95927B6067D37D1E4766D48684A41F23F181
SHA-512: 36AFD5BI9F6A35C39475A3E679A4EA0D0375D205FB1731E76BC0507183A1BBF7050E154200EB17231C8F5ABB02696D292AE880198C5FDOD7769C9BBF573B0650€
Malicious: false

Reputation: low

Preview:

2022/01/14-14:06:01.184 1384 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2022/01/14-14:06:01.187 1384 Recovering log #3.2022/01/14-14:06:01.188 1384 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defi\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 401

Entropy (8bit):  5.308889908910361

Encrypted: false

SSDEEP: 12:MILov45KkkOrsFUtulCX/0ICF5L5KkkOrzJ:M945Kk+guT8TXL5Kkn

MD5: B600F97F28D6A0A37E8422871900F5DE

SHAL: 5103016CD35CD02391720E0A9F45727D145E0445

SHA-256: 1D16FE751C50F89654B27E62679E00A39E806610EC623A926D3F5FBIDGEBO38C

SHA-512: 6694D95169F186F95575C50905CA8004B787F2EDEDSEEAG6621CIDACD366A4AF847C92A2E49BE1A07299F0F06FCECA48346DEEFC872956DFB076F7FBCC77212|
0

Malicious: false

Reputation: low

Preview:

2022/01/14-14:06:48.991 948 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbm
eomcjbeemfm/MANIFEST-000001.2022/01/14-14:06:48.992 948 Recovering log #3.2022/01/14-14:06:48.992 948 Reusing old log C:\Users\user\AppData\Local\Goog
le\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 204
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.32342665585273

false

6:YAQNWWJIprNSTWhh4Dj8wXwimUUANIMOTVW]T2SQ:YEWLrNgmh4r+UAnIXWjVQ

70EC5174526AACA462668F9BCE4FE96B

E6F37ABD6297231095026503CFC04157205BBCF5

2ED14797E252D2EC2F403C67902104033A2777437COAC082C2A479ACD141BBC8
E402B445B71576F75030750094382B199B7A6505C58D92DF5B499399B1D0DDB31AF6F673C555A4A9F19A6FC95123AECDC97BD7A8DCF4CB1DA05B0846BIF1B1C
false

low

{"expect_ct":[],"sts":[{"expiry":1673733928.448782,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1642197928.448788}],"version":2}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\a0dbebac-2a35-432f-9acb-811448de85d0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5226

4.982237533591216

false

96:nmrHM7U9pSKI71k0JCKL8Tukj11dbOTQVuwn:nmrHn9pSdC4KZkjV
4ABBED5543BC0O6E3A6179522141E8368
CA3B52C84C0359586A02CCA5A50F6BE967CA0020
728A8926101C2B14C06DFD742C33C477F12BCC439FDA9OEDI5E2D7C60A9CD33F

4BOEGF1AF7ED18578B45C958278B50AEB7F5BEC691DC978311C9C163C74CCDOFOGE6727A870D3BB5822E37C238F00D9BIFD78A66B615FFOBBFSE9292FAS5A19!
1

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286671489886829","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length*:(*0","0","0","0""0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", ' ,"0","0","0","1538886"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\bd2333ca-9bel-4a73-8a28-11b3c0aeObef.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19181

5.570375641929799

false
384:fVzvtoLIluXJ1kXgKf/pUZNCgVLH2HfDBrUCmHGY1If649:NKLItJ1kXgKf/pUZNCgVLH2HfNrU9G8H
F74921B3C411EA53F2A6267818B97E4B

19435ED1BD9FB8B966B51E819415F03D80C6EBBI
7BC777ECEBECB45D9239AD60F29659695E11DD3A0ESBI9EFA672B37E09B8BAB6G
DD65C9EBBOF0818207EA996094491145C2AF652DEAC11E1D12D34FF1E612DDD26EEF2DBFF80C8D880A6597C22E8421D9D46359F903F3B8E1E499561618342BE
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286671489263789","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3aDQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c158838d-046a-4065-bcc9-82b21d23dada.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17092

5.583136862964277

false
384:fVzvtoLIluXJ1kXgKf/pUZNCgVLH2HIDBrUm51IH64uB:NKLItJ1kXqKf/pUZNCgVLH2HNrU86/
D498426A71E4DCOE77C5645FF44E3002

AC25F8E4644031988E280BDIAC8586A80A558E34

Copyright Joe Security LLC 2022 Page 22 of 85



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c158838d-046a-4065-bcc9-82b21d23dada.tmp

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

BCC24A6A9DFE20929704966D4BEFB61EE1D2423FA915EB38EDF2F35A5F87D34F

ABES52CF928340F8968E4759C94FEFECBA0C208D7E8D6CE40CC93447DE23EB1D78F3F9EE265A0638E0CDFE1915A3FFFCO1180EBESE226D60D3D48332696BBIOE
B

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[[},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286671489263789","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\c333d62a-10dd-4e8b-9669-57d40d6fb40b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577855280906305

false
384:fVzvt9ILIIuXILkXgKf/pUZNCgVLH2HDBrUi4e64T+:NnLItJ1kXqKf/pUZNCgVLH2HfNrUk69
93C7D28FF801C985B8EB7C2561CBI0E3
DBOF2F97728514E9D032DDD473216F2004A9A37F
7764FD5236657C99DF90095C937BBB3BC339FD15A40B235A4D1EB2BC40F5CB67

90A844DEF95B4A5C3AE4D86C3F85E00C3AB3439371EABAODSD2BD597E2749491013C57499A436DBEBE424795F7AE2D7F7053A002F69043CE042A94D44EB5SF2E
C

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286671489263789","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\cd22c5c6-def7-4€95-b4d2-d45c0c301el12.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5134

4.974165865168156

false

96:nmrHM5U9pSKIsIk0JCKL8Tukj11IbOTQVuwn:nmrHvIpSmMC4KZkj9
E87B5F884472168CC0C8284CB4964C03
EFAD040A29BBE378192846AD178B27BF3B4E6722
A575BD2E1D7BDD52967716EEAC3CFEOD198A76F67CB643EFF3B85F6B836CCC76

42FDF6202DFED710E8313F3B16FB15431CBBBECB5E4723A047B30EEADD4BDFF3A578AD07FFAESE22044F5F1F96F835DD26EDDACFF1C61131864501B7577DB¢
51

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286671489886829","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV/IRv:1qgIFJ
6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDY9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENTaa (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1gIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE0O8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDI9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\e54a1543-0767-4343-b2f8-1320689ch912.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5134

4.974479632687186

false

96:nmrHM5U9pSKILIKOJCKL8Tukj11IbOTQVuwn:nmrHvIpSZC4KZkj9
12FFB9199A0C9ED404A605B5CA43C79A
1C171E5F2BD1BA5FDD35A5C680C047B380AA2C3A
11E6CE69D2B6C2BC154F5FC2CB0AB0D6D6F5081926D3969CAA957900E6FF1CEA

0A9FB70FD758381C03B6C1C02208939E74EEAEDC5F89ED21549376554AB6331A78BF61C2358581F5B9D7F20BAFC2E2148DD22E9COD1BA3FDES95CCF576F55D
3

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286671489886829","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0 :1280,"work_area_top™:0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106

3.138546519832722

false

3:tblolIrJ51dQxI7aXVdJiG6RORIAIL:tbdirnQxZaHIGiIOR6|
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFE6BEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

false

low

C..\.P.r.o.gram. .F.iles\G.o.0.gle\Chromel\Ap.p.licatio.nlchrom.e..ex.e.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:YX7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4!
false

low

85.0.4183.121

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLocal State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

392836

6.014515588614552

false
6144:1chzKWygeGkVGFHhk9FfH8Acx6ZaurES/EDnIpAI9SeefNgWF4iVx/9LPeq/1LH+:1IKHygeGQGFH4fOxzurRDn9nfNxF4ijZy
314BF326FDA41E92604EBBA85SFF8952A

147413E1504D0C5B69814565D0E785FFBAEODF79
64ED7915E55E451815AA771A1AFD73A8C4BD2587FF5BFBD3B552B8394D64CCBO

C3382FA09D33ADD1EDCE61BC054CEC40E6321AACF209A149235EB719407246F198BBB40A41B19C5193EB2F2D7415E33AD1A702C7745C0F047091AB0O3EF8F 1A,
8

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642197891469109e+12,"network":1.642165493e+12,"ticks":115466288.0,"uncertainty":4167916.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQIlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByYxXIY/Ds1S6cdCxJW6iSr1Qfjo
KIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFiIGkWkdrfU+zeMpOLPS1eDxLpcgjY P2R/ndeCNxMAAAAK+RpovfP61NtB5SnOpQgPMjPTyt2T1WPeru9i3yP05
zNVEjOUCRDWfONruG9ricX1IkAAAADBIKtQIKY2z38GdfaF 7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0OBpr6axpi+zmMIXt76noTOxFzKN"},"password_man
ager"{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13286671488937

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Local Statew (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

392836

6.014514901845674

false

6144:1LhzKWygeGkVGFHhK9FfH8ACX6ZaurE5/EDnJIpAI9SeefNgWF4iVx/9L Peq/1LH+:IdHygeGQGFH4{OxzurRDnOnfNxF4ijZy
3EF1DA8094F8DACOB23F6262572C417E

DOF01A07F58A05D4423F75A4D97C344C6B338511
38EE6638584B222F972DF63BDCDBD443B28FB745DD9ESFBB60112B22261ED37E
1EF494455E7D9BE2031506022D51F92A1B65C59BFB51A62E9D984FCFCC4B7CCF8560ACA578598D7BF754E993C17645AB64BB16291AF67104E49EC2AF48243F5!
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642197891469109e+12,"network":1.642165493e+12,"ticks":115466288.0,"uncertainty":4167916.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCT7IWC]ByYxXIY/Ds1S6cdCxIW6iSr1Qfjo
KIVKoVEQA4EAAAAAABAAAAAAGAAIAAAADIPMIIGKkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK +RpoviP6 INtB5nOpQgPMjPTyt2T1WPeru9idyP05
ZNVEjOUCRDWfONruG9ricX1kAAAADBIKIQIKY2z38GdfaF 7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4AM8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075371813"},"policy":{"last_statistics_update":"13286671488937

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
SysEx File -

dropped

94708

3.748835128792386
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

384:Z7HG+GBxvkKb0zLVgmNoNFrmvJD3gNv6HbSGG5rE3Z5xazf3+r8Vmc/0Tdht203g:9HGomK 1t+Luagez1fzsv7avK9DBIk

FBFCA32FA231D9E9098E8A5702202A43

81072941483288E9F790C12B65DECD87346B5C08

89836029D1A40D6037C724CCFFC39CA3COFC7A6780242A8366607943026EF784
B939F73606048F19B75A801DA3D92C6A30CBI116CD34A7A3B4E48393D20462CE76B1B993997C5968DC864931A8556197ACCE15CFC04E3576319E95DFOC3CEDC
false

low

...C..\.P.R.0.G.R.A~1\M.I.LC.R.0.S.~.1\.0Offic.el6\GRO.O.V.EEX..D.LL.PL...%.pro.gram.files.%.\m.icro.s.o.ft .officeloffic.e
.g.r.o.o.v.eex.dll..Micros.oft .Office..2.0.1.6..*.M.icr.o.s.o.ft .O.neD.r.ive. for. .B.us.ines.s. .Exte.ns.ions...16..0..47.11.10

.m.m.o.n. .F.i.le.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.1.6\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.icro.s.o.ft .sh.are.d\o.f
fic.e.l6.\...msos.hext.dll..M.icros.o.ft Office.)..Micros.o.ft Office..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D...C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\c61591d3-c343-453d-9f25-4a438ec6fh93.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.748326910050708

false

384:v7THG+GBxvkKHzMNoNFrmvJD3gNv6HbSGG5rE3Z5xazf3+r8Vmc/0Tdht2033INUw: THGNK1t+Luagez1fzsv7avK9DBIP
B28761166686AE242A0BB86863618C12

A18F5A7C6E10F8A58B512F77B470942535D7EF1D
7B70351924D4926A827FE16AD2FDA6D4D439712AE16153273629A943C4F7AA8L

3DF6FD0B8571239767F3BB2FB3C221BESA92E595EA49CF2C2A473B6B587C141BD5B12FAB881C2547DD1A9FEG4E1C16B09DB8EOEOF8756DCE1BEE7092D96CDI
66

false

low

O] ISR *..C..\P.R.0.G.R.A~1\M.IC.R.O.S.~1\0.fficel6\GCRO.0OVEEX.DLL.PL.]..%.programfiles%\m.icros.oft officeloffice
.1.6.\...g.ro.0.veex.dll..Micros.oft .Office .2.0.1.6..*.Micros.oft .OneDrive. for B.usiness. Extens.io.ns...16..0..4711.10

.0.0.....*..C.:\\P.R.0.G.R.A~.1\M.I.C.R.0.S.~1\.0fficel6)\G.RO.O.V.EEX.D.LL..Micros.o0.ft .Co.rp.oration..P8D..C.:\Pro.gram. Files\C.o
.m.m.o.n. .Files\M.icros.oft Shared\OFFICE1l6\msoshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e).Micros.o.ft .Office. Shell Extens.io.n. Handlers....16..0.426.6..10.0.1..D..C
2\P.rogram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\c7893c37-b5fd-4f56-937c-4868231288db.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

396410

6.0263611335258025

false

12288:1lyHyge GQGFH4f0xzurRDn9InfNxF4ijZVtilBp: Tye QGFY QORzxxPjjt8p
46A8E253B4511C1E74633EB206AE218D
8DF7CE4671D807C1186D9B26041A945C086051FA
85CD8AD124192A52BB105DF2F330B1CFBODAOC97B570DC3E652432B63C5E7CFA

AB25ADFDD3DF46942F17DCD2F3AC2C99C4633B053DE43994759B1C82BOE91BEE83A9691E4671BB45C3CCIBELICOF48E1727196D1927E0809CAEB11B2730C20E
0

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642197891469109e+12,"network":1.642165493e+12,"ticks":115466288.0,"uncertainty":4167916.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCT7IWC]ByxIY/Ds1S6cdCxJW6iSr1Qfjo
KIVKoVEQA4EAAAAAABAAAAAAGAAIAAAADIPMFIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK +RpoviP6 INtB5nOpQgPMjPTyt2T1WPeru9idyP05
ZNVEjOUCRDWfONruG9ricX1kAAAADBIKIQIKY2z38GdfaF 7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075371813"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\ce8988cc-d0d0-454a-8566-6b6031bb8a0b.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

396494

6.026478077839842

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\ce8988cc-d0d0-454a-8566-6b6031bb8a0b.tmp

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

12288:11HygeGQGFH4f0xzurRDn9nfNxF4ijZVtilBp:YyeQGFYQORzxxPjjt8p

2AF40E3041C29C22872425997C7B3082

2DBB27F597F72F09792FD48C89ADC5DECCBC4531

AA4C18D04FD2A92564AC44B51F8F5D734BIF94F382FF95B455F826801F2362CB
C903892B1067EE7E549ECDBCFIEFC12E5175C66C6BE8SB302E371B35FB6992F11C7079D6078AA9F543613D912D93CFD5D46024BB129D57B58761E6A9D61A7F54
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642197891469109e+12,"network":1.642165493e+12,"ticks":115466288.0,"uncertainty":4167916.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]ByxXIY/Ds1S6cdCxIW6iSr1Qfjo
KIVKOVEQ4EAAAAAABAAAAAAJGAAIAAAADIPMfiGKWkdrfUu+zeMpOLPS1eDxLpcgjYP2R/nde CNXMAAAAK+RpovfP6INtBSNOpQgPMjPTyt2T1WPeru9i3yP05
ZNVEjOUCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4AM8HFpybOBpréaxpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075371813"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\e946104e-5fcb-4aa2-aa90-ddc356e24840.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

392836

6.014514901845674

false
6144:1LhzKWygeGkVGFHhk9FfH8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LH+:IdHyge GQGFH4f0xzurRDn9nfNxF4ijZy
3EF1DAB094F8DACOB23F6262572C417E

DOF01A07F58A05D4423F75A4D97C344C6B338511
38EE6638584B222F972DF63BDCDBD443B28FB745DDIESFBB60112B22261ED37E
1EF494455E7D9BE2031506022D51F92A1B65C59BFB51A62E9D984FCFCC4B7CCF8560ACA578598D7BF754E993C17645AB64BB16291AF67104E49EC2AF48243F5!
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642197891469109e+12,"network":1.642165493e+12,"ticks":115466288.0,"uncertainty":4167916.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOQIlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByYxXIY/Ds1S6cdCxJW6iSr1Qfjo
KIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFIGKWKdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK +RpovfP61INtBSNOpQgPM|PTyt2T1IWPeru9i3yP05
zNVEjOUCRDWfONruG9ricX1IkAAAADBIKtQIKY 2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9lsuMexxChB4M8HFpyb0OBpr6axpi+zmMIXt76noTOxFzKN"},"password_man
ager"{"os_password_blank":true,"os_password_last_changed":"13245950075371813"},"policy":{"last_statistics_update":"13286671488937

C:\Usersluser\AppData\Local\Google\Chrome\User Data\ecc44176-9b7e-4ae7-9e70-2e9e93888a86.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.748835128792386

false
384:Z7HG+GBxvkKb0zLVgmNoNFrmvJD3gNv6HbSGG5rE3Z5xazf3+r8Vmc/0Tdht203g:9HGomK 1t+Luagez1fzsv7avK9DBIk
FBFCA32FA231D9E9098E8A5702202A43

81072941483288E9F790C12B65DECD87346B5C08
89836029D1A40D6037C724CCFFC39CA3COFC7A6780242A8366607943026EF784
B939F73606048F19B75A801DA3D92C6A30CB9116CD34A7A3B4E48393D20462CE76B1B993997C5968DC864931A8556197ACCE15CFC04E3576319E95DFOC3CEDC

false

low

o TR *..C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0.ffic.el1.6\G.R.O.0.VEEX..D.LL.P..[)..%.p.r.o.g.ramfiles.%.\m..c.r.o.s.0ft .offic.elo.ffice
.1.6\....gro.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.M.icr.os.o.ft .O.neD.rive. for. B.us.iness. Extens.io.ns...16..0..4711.10

.0.0. .C.\P.R.O.G.RA~1\M.I.CR.O.S.~1\0ffic.el.6\G.RO.0O.V.EEEX..D.L.L..Micros.o.ft .Corp.oration..P8D..C.:\Pro.gram. Files\C.0
.m.m.o.n. .F.iles\M.ic.ros.0ft .Shared\O.FFICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles%.\m.ic.ro.s.o.ft share.d\o.f
ficel6.\...msoshext.dll..Micros.o.ft Office.)..Micros.oft Office. .Shell Extens.ion. Handlers.....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\fbb9b33b-b635-4493-b664-ea76a33626c3.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

396410

6.026361081919741

false

12288:1iHyge GQGFH4f0xzurRDn9nfNxF4ijZVtiIBp:3ye QGFYQORzxxPjjt8p
D93329F6DDA01BAD849DBFA48B8D11EQ
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C:\Users\user\AppData\Local\Google\Chrome\User Data\fbb9b33b-b635-4493-b664-ea76a33626c3.tmp

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

0D958358E56B64F94AD1EOEADCA38014F1175E6C

29177F71054F2F926FA5A36B92949C00D0340F8C2144DF0383A8BFF81DAD2A03
C20EC613F9FC392AD31A9599089DC1A956BEEIDEECO7E93658627EB1FABF7877F32459315A73C7F1CE5S3948B9260C8452CEBA9776679C7F8AC109DC18F8FCCE
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642197891469109e+12,"network":1.642165493e+12,"ticks":115466288.0,"uncertainty":4167916.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]ByxXIY/Ds1S6cdCxIW6iSr1Qfjo
KIVKOVEQ4EAAAAAABAAAAAAJGAAIAAAADIPMfIGKWkdrfu+zeMpOLPS1eDxLpcgjYP2R/nde CNXMAAAAK+RpovfP6INtBSNOpQgPMjPTyt2T1WPeru9idyP05
zZNVEjOUCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4AM8HFpybOBpréaxpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075371813"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Temp\03318ba8-0792-4389-80ea-22ah98943fcd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\user\AppData\Local\Temp\06c46bb2-9¢c5hb-4320-9530-1ed4acb6eac46.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

248531

7.963657412635355

false
3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMcIdIR6YYfEp4ABUGDcaKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL
541F52E24FE1EF9F8E12377A6CCAEOCO

189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6
81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AALIA78BCACFAS7D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

false
low
Cr24.............. 0.0, H.ooorrronnns (oI \7C.<........ Ft0.8.2'5..0k...%....2...C.F.9.4..XQ......[..L|....3>/..u.T.7...(yM...2V.<?........1.2...0?d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....5..2.{*6....Pp...0bM..1......b1......(.UN'Z....V.F.W.X4."Feu...b......... \.FL..b..I5...2J.q......L]....W[TO.6....E.....1.%Z.VFM.9..5!,.~g5....t...]... #A...U... k...e.&
LL6ryU..%. f..... N.V....<+...L.}{..z.)y.n.").......b....5.08K%..0.9..D.S.F50..<(...>... \f. X.1.2."l..W.... 7f[.~.C.4.E.......0..0.. * H...........0.......)...b.*$W\$.0&.]zF_2..;...2.U,..

W.L1.2. Ro#. W.....cIKSW..$.J... #MLHZ.N U N b1 LK@]6.LIP/. J( Ao ). Ho QY MG AL iX. #.Z8]..|.2...0K.. 1S, Y .. % Ky...0. {+.~V.0. . J.. Z) (6
@?V.;~.2..C...[OY0..* H= . *H.=...Buooooooe 1.2, 4Y LK DR5SI..8..... . H'i.-L...Q.{..FOD. .0..]L.A.L.+=.kP.L1.

C:\Users\user\AppData\Local\Temp\668 1447074127\ metadatalverified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1425

6.0041706562881

false
24:pZRj/fITM6MgTKGpqYMTpFpNgzkaoXws5dgiasABN1pPrVy8ggminoXvsvg6+5wC:p/hWIlgp/Nskakwy8iPm3DV6nk+ql5BX
7CA907E59E6E623E4B85ED86A23E62D7

10C19F1E99C24DF5E604FDB72417D8980CB40AF1
EA75301687D1B18893F95D8EE4481CB61A291241B2D0D27AD4EE08C25520687E

8AC955A96B761EE4CFE2C3A0096A6AF3D16A825A5EF210957B28CFCBC38B32B3FE2E52047C1D164416E1954CB2B11EE90731E51996FEESCCF429066BC71D67¢
7

false

low
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C:\Users\user\AppData\Local\Temp\668 1447074127\ metadatalverified_contents.json

Preview:

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216 ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJkb3dubG9hZFImaWxIX3R5cGVzLnBiliwicm9vdF9oY XNoljoieHY 1INFR2REsyQktXUzhsUEMwVTFXVW9PcVEWQUF5S0pRMXdicHV4em5EQSJILHsicGF
0aCl6Im1hbmimZXNOLmpzb24iLCJyb290X2hhc2giOiJMZWZNUNc3QX01MOZENXhtMUIMUEdoOERPOG1RZjZBY0t3RUWtVWR1M1JzIn1dLCImb3JtY XQiOiJ
OcmVlaGFzaClsimhhc2hfYmxvY 2tfc216ZSI6ENDA5Nn1dLCIpdGViX2lkljoia2hhb2IlY m5ka29gbG1wcGVIbWpoYnBiYW5kaWxqcGUILCIpdGViX3ZIcnNpb24iOilON
ylsInByb3RvY29sX3ZlcnNpb24i0jF9","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"1IX7TNmM6jmK-HTBIIEkt5GswX
RhXDJ7ERWO9AfKzE1ci3nETW8xsBh8lchnBRFKQJEY139wgjm_KUzKLEVYy-BBxfUQ3SUzEU49gS_C0dxpQKMa9SatYvKim34cSm-3j6aZNgE9IXCNvVEKIimnhC
GpApJgDoTf02He_KIEIrUyrWRnKYDZfm8NFC522AAf5qa34piuKvtA6DErLeGXtAP3rapXOi7lJbyNgkOs8g04WNuS4KB4sgy-sELD-Y5gp6I9tTOdDo2I3xt1hH_myAx
QNsW-hlfue5GrofYYmxVgSpqg8FkBAdIJTCKFRM_V5vwVD5rqQED3IQECLzi66GIAvwW"},

C:\Users\luser\AppData\Local\Temp\668_1447074127\download_file_types.pb

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

7609

5.123608326751086

false

192:FOaEW8SsWk/pvtHB3Nf5Y 10k6 QKEa4pmigh15PGzO6RsO6v:FOaEW8SsWk/pvtHB3Nf5YKK6QKEa4pmT
D374E68291EC84F056C490A20EE7D2DF

41DC8FC942388DAE331840A22B211A3A9C864C17
E061783508D730C3D2A1760E4C7043A92588A47E998C844B1F57DEBSE2ASCDA42
C29D1769137C0118072BFA28824AAFEBF7C6E32578FEF60DE3D3239F77AB0D29D5B0656AE813B3F2C7744DC886B1928DA51B8488EF50467549483C825601D3D8

false

low

*

*

C:\Users\luser\AppData\Local\Temp\668_1447074127\manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCI!I text, with no line terminators

dropped

66

3.8846578544898827

false

3:ShSa94S86tUyhiSZ3R4WfBg:Shr4aUZs3R4F
FOFE68E8D39CABOE631640A5D5131252
D7F0B4B199BBD20DACE04020BA0OAAFA4FDAEFF93
FA3F1671316D008759E4299D7BBAB8294EF23A1680317B2F731884FA8603E58B
A94096C5E3086407B615566D1F35A2C7ABE7FC8ECE7B6E4A1EBDF2126F06AC04459497EB086BOC5ABB9A70772094D611CC1E87801C5894E1C86924F26A800691
false

low

1.d237485db9493e87035e3295dbaale24b727c7fb91b24401814fd88f2ab81c3c

C:\Users\user\AppData\Local\Temp\668_1447074127\manifest.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

173

4.479129266715852

false
3:rR6TAUIhFphifFRxJ1KNOFgS1+JIpEeSWU4pV/8F/FXLj2RF2fcTZTotL:F6VIMDf1KqgS1+JuWfBONpK4aotL
9D0A411FFBA90AB549575AA17EDEDEC4

252D2AF3537C19401D20BA5C7F920E2B0050A1F1
2DE7CC470ECOCF9DC50F9C66D417CF1A1F033BC9907FA01C2B010BF9476EDD1B

AES525504A31ACECC7D6CC5E5C38CA892CFFB8A67F10339B7F4D7CECFBE129A1DFIED64C1FB1D5C0B25110DBB8F74ED38583F8DEA2D6FC995561289EF1FO05¢
88C

false

low

C:\Users\user\AppDatal\Local\Temp\6b264268-5628-4600-8dc4-64e516e786ec.tmp

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)
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C:\Users\user\AppData\Local\Temp\6b264268-5628-4600-8dc4-64e516e786ec.tmp
Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:LiL

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHAL: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢8
F21

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Temp\773c2380-9258-4235-be06-94e4cfelfda2.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit):  7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9WjXNC1Gse83ru82/ufeKhgxuPFrDXgthPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9148seur0/uZKCuPNbgtbz6mlob

MD5: A11D5CAF6BF849AEB84B0OC95B1C3B7CF

SHA1L: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6DOE7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AFI8DOFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59
Malicious: false

Reputation: low

Preview:

L\7e<o Ft0.8.2'5..9k...%....2...C.F.9.#4..e.xQ......[..L]..3>/..u.T.7..(yM...?V.<?......1.a..0?d....AH...MpB..T.m..Vn Ip..>k.|1..n.
. bl UMz VFW.X .6W..>Nuw9..R{c...Ngq.H.K..AL..."v.k+..2.5.>V.. Ap...x.q.V...7.m.0.~ {l.0/q."..BK..4./
2L fH&. < & p.krs.ily F.N+. . X.PO@Mo...X.G1..Y.@; .DU...n..n.;.1pr..Q. Lay... fei. 0..0..*H.. 0.......Mbh=[0}.+..U

KHF(n3.\"...,g.c...6)..(.E...U..#i.a...N....P..x.0...(mC;|.5.S {m.aEx...[.fP.i".y..5.R...v.$. JW....R.p.b.+.. .+ \kR$e~.I\.&%.d...M..,j..V.%...+1F

m....ni.

...D..X\det< .EB+.i@...8... .&YR...l.0.. [0YO.. 5 H.=....*H. B.. .r.2.+Y.1.. .k .bR.j5SI..8. H"i.-..".Q{...FOD. D.".N@.(..GK....m...A.0.."
C:\Users\luser\AppData\Local\Temp\scoped_dir668 1004838962\773c2380-9258-4235-be06-94e4cfelfda2.tmp E
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3
Category: dropped
Size (bytes): 768843
Entropy (8bit):  7.992932603402907
Encrypted: true
SSDEEP: 12288:cK2ED9WjXNC1Gse83ru82/ufeKhgxuPFrDXgtbPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9148seur0/uZKCuPNbgtbz6mlob
MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF
SHA1L: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916
SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0OE7D81C31
SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98DOFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59
Malicious: false
Reputation: low
Preview:

Cro4...... 0.."0..*H.ocovvrrnnn. [T \7¢.<.......Ft0.8.2'5..qk...%....2...C.F.9.#. XQ.......[..L]....3>/.. .0 T.7...(yM...2V.<2........1.a...02d....A.H...MpB..T.m..Vn Ip..>k.|1..n.

<Fb.f.*Q1.....5..2.{*6....Pp....0bM..1.....b1......(UN'Z....V.F.W.X4."*eu...b......... 6W..>Nuw9..R{C...Nq.H.K..AL...V.k+..2.55V.....;.._~..tp...X.qQ.V...7.m.0.~ {.0/q."..BK..4./

2Ll fH&. < & pkrs.ily F.N.+. . X.PO@MoO... X.GL..Y.@;..j.c.o...... =ae...0....... DU...n..n;.lpr.Q...... <..a.Y..{ei.....0.0.*H......... O....... Mbh=.[0}.+..U

KHF(n3.\"...,g.c...6)..(.E...U..#i.a...N....P..x.0...(mC;|.5.S {m.aEx...[.fP.i".y.5.R..v.$...l-m.............

L.D..X\lct<......EB+i@..8.M. &YR..l10..,....0Y0. *H.=. *H=. B......r.2.+Y.l.k.bRj5SI.8. .. H-.".Q{.FOD. D..N@.(..GK...m..A.0.."

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\lam\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 17307

Entropy (8bit): 5.461848619761356

Encrypted: false

SSDEEP: 384:arfbEVrFvMP4rMhuDopC3vUuFBYZV6uml:aHEVrFYMP4KuFvr6D6uml
MD5: 26330929DFOED4E86F06C00C03F07CE3

SHAL: 478F3B7E7A7EO07BEE182B89C2EF6FFE6045E92C
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C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\lam\messages.json

SHA-256: 621B5139ED199022BB6529AF18ED4ADC312AE9F3E90ECAF3B2C9E1D12114F5B22
SHA-512: 0BE6183A1BF12575C0F99960705D4249E79CDB8528C55FF132BE99A111F09494231AD6A36CD61B090A3B34C6971D68A29373BA346888E852C52E05DC14380682
Malicious: false
Reputation: low
Preview:
{.. "1018984561488520517":{..  "message™: "...".. }.. "1213957982723875920":{.. "message": "........ e 2 L "1282768764603190
75" {. "message":"....". }.. "1428448869078126731"'{ "message": ".... " e "1522140683318860351"( message" " "o
”1550904064710828958 {. "message " }.. "1636686747687494376" {.. "message™ ".....".. }.. "1802762746589457177":{..
"1850397500312020388": {..  "message": ".$START_LINK$Google Home ....... $END_LINKS ... ...... Chromecast .......... ? $START_SPANS$*$END_SPANS$",..

"placeholde

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\_locales\arimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 16809

Entropy (8bit):  5.458147730761559

Encrypted: false

SSDEEP: 192:01prkC78ImUjk8RkeryFOYPATXLZ8fsbE3/IFV6c8TEKdI:Jrp8JjA8RkerKO0lc3wFV6uml

MDS5: 44325A88063573A4C77F6EF943BOFC3E

SHA1L: 78908D766F3E7AOE4545E7BD823C8ED47C7164EB

SHA-256: 67A439A08804EF4BEF261BDBADD8FOFEFD51729167D01EDCA99DD4AF57D6108B

SHA-512: 889C02BC986794C58C76022E78F57F867DD1D5217687F12D679A33A2DBIESA18F3A37CF94D8FEA4585E747C78E4662EAB93361FF7D945990774C7CFCACCFB79D

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "...".. }.. "1213957982723875920": {..  "MESSAGE" ".. .. et corrrt et e e e
"message": "...... ....... RO "1428448869078126731": {.. "message":"........". }.. "1522140683318860351":{.. = "message":".

"1550904064710828958": {..  "message": }e. "1636686747687494376' { "message": },.. "1802762746589457177" "message”
}... "1850397500312020388" {.. = "message .. ... Chromecast .. $START_LINKS..... Google Home$END_LINKS$. $START_SPAN$*$END_SPANS", pl
aceholders™: {.. "END_LINK™: {.. "content": "$1" - "END_SPAN" {..

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\bgimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 18086

Entropy (8bit): 5.408731329060678

Encrypted: false

SSDEEP: 192:4jjpr342SIwPlasRIVhMKACVmrv8evj+3eXivOMbb2vVzCkwRV6V6Cc8TEKI:4ZrY o+rxT+qOV6EV6euml

MD5: 6911CE87E8C47223F33BEF9488272E40

SHAL: 980398F076BB7D451B18D7FDE2DE09041B1F55AD

SHA-256: 273DEFOF67FOFA080802B85EF6F334DES50A19408F46BDF41F0F099B1F5501EEA

SHA-512: CDB69405BB553E46DCF02F71B1A394307D0051E7FA662DFFEBA7888F30DD933F13C7FD6E32F1D7AEAEE8746316873B6E1D92029724ABDC75E49DCC092172EA
2

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "....... "} "1213957982723875920" {..  "message": ".. .. ...... .o i o ST . }.. 12827687
6460319075" {..  "message™: "......... LGt b "1428448869078126731M: .. "message™: ol },.. "1522140683318860351": {..  "message":

. "1550904064710828958"{ "message™: ".....".. },.. "1636686747687494376":{.. “"message": ".....".. }.. "18027627

46589457177": {..  "message": "... LML ). "1850397500312020388™: {.. "message”: ... Chromecast . $START_LINKS............ Google Hom
e$END_LINK$? $START_ SPAN$*$END SPANS",.. 'p

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\bn\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 19695

Entropy (8bit):  5.315564774032776

Encrypted: false

SSDEEP: 384:PrUCrcTIOeswIW/Vre/sZn8TFfzheVéuml:IPswIWtoK8xfGeuml

MD5: FODDF525C07251282A3BFFCEE9A09ABB

SHAL: A343A078E804AF400A8F3E1891E3390DA754A5CD

SHA-256: C69C6C90F7EB8F10685CD815AF1F6F1B87CF30C4E8D95DF1D577DE1105AAD227

SHA-512: EBD339C37162984672513019D470B92DF8B743DD69D4430361EF12D42FD1C208DBDE818A7BFE20BESA7D63CD6E02B3F4344DEA1ICAAEDB8719D789981A49DA4
C

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\bn\messages.json

Preview:
{.. "1018984561488520517":{..  "message": ".......".. },.. "1213957982723875920": {.. = "MESSAGE": "..... cicievs ceet corririet et e s ?". ). "128

276876460319075": {..  "message": "...... ........ ".. }.. "1428448869078126731":{.. "message": "............ .. ".. }.. "1522140683318860351": {.. "message":

}.. "1550904064710828958™ {..  "message"™: ".. }.. "1636686747687494376": {.. "message": " },.. "18027627

},.. "1850397500312020388" {..  "message": "$START_LINK$ Google

46589457177": {..

message": "

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\_locales\caimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15518

Entropy (8bit): 5.242542310885

Encrypted: false

SSDEEP: 384:drGUBKxMF2ayv8FriccUVFmwf+7d9VKS3V6uml:dCUBKxMFBYOFE3UzmQ+zkSI6uml

MDS5: A90CF7930E7C3BEC61EE252DEFAD5S74A

SHA1L: F630CA01114A7BDD39607CB84B8280CCE218A5C6

SHA-256: A533740E17559E2ADF40B4555C60F21EEC84E92C09CDBC19EED0O33A0B4DD2474

SHA-512: 598F991B344FA6724617D6CE57BBOD6D64EF86B4F5317BF6ADSEDF43E6B0OA385094E7885F7A8FA2B107405B31C3D9F76E92315BC1DI9BB52ACD4ECAD342917DI
1

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Es congela”.. },.. "1213957982723875920":{.. "message": "Quina de les opcions.seg.ents descriu millor la vostra
xarxa?".. },.. "128276876460319075" {.. "message": "Detecci. de dispositius".. },.. "1428448869078126731": {.. "message": "Flu.desa del v.deo".. },.. "1522
140683318860351": {..  "message": "S'ha produ.t un error en la connexi.. Torneu-ho a provar.".. },.. "1550904064710828958":{..  "message": "Correcta".. },..
"1636686747687494376": {..  "message": "Perfecta”.. },.. "1802762746589457177":{.. "message": "Volum".. },.. "1850397500312020388" {.. "message":
"Pots veure el Chromecast a I'SSTART_LINKS$aplicaci. Google.Home$SEND_LINK$?$START_SPANS$*$END_SPANS",..  "placeholders": {.. "END_LINK": {..
“content™: "$1".. he "END_SPAN": {.. "content": "$2".. }e. "START_LINK": {.. "

C:\Users\luser\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15552

Entropy (8bit):  5.406413558584244

Encrypted: false

SSDEEP: 192:eVdprIrG5efiTk93ebrxZR1fdc8VDCwWTIfTV6c8TEKI: 2rMgiQerxQ88W7Veuml

MD5: 17E753EE877FDED25886D5F7925CA652

SHA1L: 8E4EC969777CCOCEB7C12D0C1B9D87EBBBIC4678

SHA-256: C562FCCFCE374D446BFAC30AC9B18FF17E7A3EF101C919FF857104917F300382

SHA-512: 33D61F6327FC81D7A45AA2CC97922DC527F5F43E54AA1A1638DAGEE407024A2F10CFD82CC5C3C581C2E7B216276987CB26C3FA95198572E139ACF29CC5B7AD
B

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Video zamrz.".. },.. "1213957982723875920": {..  "message": "Kter. popis nejl.pe vystihuje va.i s..?".. },.
"128276876460319075" {..  "message": “Zji..ov.n. za..zen.".. },.. "1428448869078126731":{. “"message": "Plynulostvidea".. },.. "1522140683318860351": {..
"message": "P.ipojen. se nezda.ilo. Zkuste to pros.m znovu.".. },.. "1550904064710828958" {..  "message": "Plynul.".. },.. "1636686747687494376": {.. "m
essage": "Perfektn.”.. },.. "1802762746589457177":{.. "message": "Hlasitost".. },.. "1850397500312020388" {.. “message": "Vid.te sv.j Chromecast v.$ST
ART_LINKS$aplikaci Google Home $SEND_LINK$? $START_SPANS$*$END_SPANS$",..  “placeholders”: {.. "END_LINK": {.. “content": "$1".. e "
END_SPAN": {.. “content": "$2".. b "START_LINK": {.. “content": "$3"..

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\da\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15340

Entropy (8bit):  5.2479291792849105

Encrypted: false

SSDEEP: 192:+Upr8Xnl1MY 2kPuir8j7Rd3kbTWc4QtV6c8TEKdI:FrJ1H9br8h6eZCVeuml

MD5: FO8A313C78454109B629B37521959B33

SHAL: 3D585D52EC8B4399F66D4BESSCED10F4A034FCCC

SHA-256: 23BF7E5EDF70291CAGD8F4A64788C5B86379EECB628E3DFA7DD83344612F7564
SHA-512: 9F2868AEBBF7F6167A7EA120FE65E752F9A65D1DC51072AA2413B2FDE374DA2D169D455A4788E341717F694179E6F1FA80413C080D9CD8CB397C3E84668CBFE
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\daimessages.json

Preview:
{.. "1018984561488520517": {..  "message": "Fryser".. },.. "1213957982723875920":{..  "message": "Hvilket af f.Igende udsagn beskriver bedst dit netv.rk?"..
}.. "128276876460319075" {..  "message": "Enhedsregistrering".. },.. "1428448869078126731":{.. "message": "Videostabilitet".. },.. "152214068331
8860351":{..  "message": "Forbindelsen blev afbrudt. Pr.vigen.".. },.. "1550904064710828958":{..  "message": "Problemfri".. },.. "1636686747687494376" {..
"message": "Perfekt".. },.. "1802762746589457177":{.. "message": "Lydstyrke".. },.. "1850397500312020388" {.. "message": "Kan du se din Chromecasti $
START_LINK$ Google Home-appen$END_LINK$? $START_SPAN$*$END_SPANS$",...  "placeholders": {.. "END_LINK™" {.. “content™: "$1".. -
"END_SPAN": {.. "content": "$2".. - "START_LINK" {.. "content”: "$3".. He "STAR

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\_locales\delmessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15555

Entropy (8bit):  5.258022363187752

Encrypted: false

SSDEEP: 192:AJprM71A4qyJSwIk5KR5rtXsmvLOxhVw921YV6c8TEKAI:2re3jIS5A5rt8msA2KV6uml

MDS5: 980FB419ED6ED94AD75686AFFB4E4AC2E

SHA1L: 871BFBCA6BCBA9197811883A93C50C0716562D57

SHA-256: 585C7814AFD2453232BC940252D4AE821D6E6CBCFD74A793F78E5DB8BAS342F1

SHA-512: 1681FA9C3BA882250A5005FB807D759EB8AG634F1AA011725B1C865C0028BE7AB7BC16DC821A7F5BBFBAB4C91E7D663ADE715284798E7EB4E8FFF2D254488882|
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "H.ngenbleiben".. },.. "1213957982723875920":{..  "message": "Welche dieser Aussagen beschreibt dein Netzwerk
am besten?".. },.. "128276876460319075" {..  "message": "Ger.teerkennung".. },.. "1428448869078126731":{.. "message": "Videowiedergabequalit.t".. },..
"1522140683318860351": {..  "message": "Fehler beim Herstellen der Verbindung. Bitte versuche es noch einmal.”.. },.. "1550904064710828958":{..  "message":
"Strungsfrei".. },.. "1636686747687494376": {.. "message": "Perfekt".. },.. "1802762746589457177":{.. "message": "Lautst.rke".. },.. "18503975003
12020388": {..  "message": "Siehst du deinen Chromecast in der $START_LINK$Google Home App$SEND_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholde
rs": {.. "END_LINK": {.. "content": "$1".. }e "END_SPAN": {.. "content": "$2".. }e. "START_LINK": {.

C:\Users\luser\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\el\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 17941

Entropy (8bit): 5.465343004010711

Encrypted: false

SSDEEP: 384:S0rDuhLh41cZrP3TzDBknbpgo6djlV6uml:SOfuBh46ZD3TzDinbpgoUK6uml

MD5: 40EB778339005A24FF9DA775D56E02B7

SHA1L: B00561CC7020F7FE717B5F692884253C689A7C61

SHA-256: F56BF7C171AA20038EE30B754478B69A98F3014C89362779B0A8788C7BI9BEEEL

SHA-512: 8BED281A33EC1E4E88A9F9D62BB13FE0266COFAF8856D1DC2A843D26DD3CESE7D1400FD3325ABD783B0364EC4FB1188AD941D56AEB9073BC365BEOD12DEGC
013

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "....... "o }.. "1213957982723875920™ {..  "MESSAGE™ ... it i et et e e e .} "1282768

76460319075" {..  "message": "....... ........ . "1428448869078126731":{..  "message": "......... . "1522140683318860351": {..  "message": "........
................ ".. }.. "1550904064710828958": {.. "message":"...".. },.. "1636686747687494376" {.. "message": "....".. }.. "1802762746589457177" {.
"message’ },.. "1850397500312020388" {..  "message”:"....... .. ... .. Chromecast .... $START_LINKS........ Google Home$END_LINKS$; $START_SPAN
$*$END_SPANS$",..  “placeholders": {.. "END_LINK": {.. “content

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\en\imessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 14897

Entropy (8bit):  5.197356586852831

Encrypted: false

SSDEEP: 96:2MKUOpP5N7GTNMRuv6MObIt3FXGKkW6/5NKkQINJIKIhNH3t9F410sUA+ISN6cGDSYR:VKzprogud TGKWqrKeJhdIR+V6c8TEKI
MD5: 8351AF4EA9BDDIC09019BC85D25B0016

SHAL: F6EC1FFD291C8632758E01C9EE837B1AD18D4DCF

SHA-256: F41C82D8A4FOE9B645656D630C882BE94AOFB7F8CECOFEB64B57298F0312B212

SHA-512: 75672B57F21F38F97341AD76A199AD764E9FBAB2384D701BF6EBO6CEFDEGCAF20F047F9051A4E30D99621E5C1FBBDBIE38SESD2B47470806704B38DA130A146C
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\en\messages.json

Preview:

{.. "1018984561488520517": {..  "message": "Freezes".. },.. "1213957982723875920" {..  "message": "Which of the following best describes your network?"..
}.. "128276876460319075": {..  "message": "Device Discovery".. },.. "1428448869078126731": {. "message": "Video Smoothness".. },.. "1522140683318860
351":{.. "message": "Connection failed. Please try again.".. },.. "1550904064710828958" {..  "message": "Smooth".. },.. "1636686747687494376": {..
"message": "Perfect".. },.. "1802762746589457177":{.. "message": "Volume".. },.. "1850397500312020388" {.. "message": "Are you able to see your Chrom
ecast in the $START_LINK$ Google Home app$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders": {.. "END_LINK™ {.. "content": "$1"..

1. "END_SPAN": {.. "content": "$2".. Lo "START_LINK": {.. “content”: "$3".. he "START

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\es\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15560

5.236752363299121

false

192:NAgprfylpTCukFr+1DlyDRoanvV6c8TEKdI:KMrg6FrmvVéuml
8A70C18BB1090AA4D500DE9EBE4AOOEF
8AFC097FA956C1317DB0835348B2DA19F0789669
FF173D1CEF665B1234E02F11070ABD2B65230318150734579A03C7F31B4AE3F4

140BAF40A4ABE9B8BAF0855B0EBB7DFDF17869EDFC4EE1037C5EA7FDD8EDEBD4850E055B6A4D7B8782657618BCE1517813779BA01BA993CC838BB43EOBE71E
EEE

false

low

{.. "1018984561488520517":{..  "message": "Congelaci.n de im.genes".. },.. "1213957982723875920":{..  "message": ".Cu.l de las siguientes respuestas descr
ibe mejor tured?".. },.. "128276876460319075":{..  "message": "Detecci.n de dispositivo".. },.. "1428448869078126731": {.. = "message": "Fluidez del v.deo"..
}... "1522140683318860351": {.. = "message": "Error en la conexi.n. Vuelve a intentarlo.”.. },.. "1550904064710828958": {..  "message": "V.deo fluido".. },..
"1636686747687494376": {..  "message": "Perfecta”.. },.. "1802762746589457177":{.. "message": "Volumen".. },. "1850397500312020388":{.. “message":
".Puedes ver tu Chromecast en la $START_LINKS$aplicaci.n Google.Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK": {..
“content™: "$1".. }e. "END_SPAN": {.. “"content": "$2".. }e- "START_LINK" {..

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\etimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15139

5.228213017029721

false
96:248bxhWYp5Ny5M63niwAKD4rrJSI2RKPXh9P5NFP2+NBMUO1jewUEVez3QOiSevy:ikxprot3lYkf/rHBcOKsUV6C8TEKI
A62F12BCBA6D2C579212CA2FF90F8266

F7E964A2D9BBDA364252BCE5CFBA3FD34FDD825E
3EB3EBOB3B4A8E5A477D1B3C3A3891CCC7DC6B8879ECE243A7BD7C478068273D

E300201245C00ADEC8F39D586875F8FA4607AB203572BF3CE353C1CA7CDCA05B8786810CA0CEE27E4EAS4ASEFDS53690F1EA7AA4148CFFA72A66BB112027235¢
6

false

low

{.. "1018984561488520517":{..  "message™: "Hangub".. },.. "1213957982723875920":{.. “"message": "Milline j.rgmistest v.idetest kirjeldab k.ige paremini teie
v.rku?".. },.. "128276876460319075": {.. "message": "Seadme tuvastamine”.. },.. "1428448869078126731"{. "message": "Video sujuvus".. },.. "152
2140683318860351": {..  "message": ".hendamine eba.nnestus. Proovige uuesti.".. },.. "1550904064710828958": {..  "message": “.htlane".. },.. "163668674768
7494376"{..  "message": "T.iuslik".. },.. "1802762746589457177":{.. "message": "Helitugevus".. },.. "1850397500312020388":{.. "message": "Kas n.ete
oma Chromecasti $START_LINK$rakenduses Google Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  “"placeholders™ {.. "END_LINK": {.. “conte
nt: "$1".. e "END_SPAN" {.. “content": "$2".. }e. "START_LINK™": {.. “content": "$3"..

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\faimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

17004

5.485874780010479

false
192:rngalpriX/t9wkjTIrs3hqaXxRQdiIMDnD+LhfHdoltV6c8TEKdI:4rin5rU1X7QdOMICtV6uml
852BD3CFF960F1BC3A2AAB3CB3874EF9
C9F6F3C776542889FE3B67971D65ACFE048A3A0A
D87597B6C10364501B98AA42524843F109009CCEF022D8E0170440D7F144F4C6

2A7AEAD70E33E53EE31831CE2E61DD8DF103C4170EC483BDA14B8788E5DD536EEE84DBA340CACBDF16889C7E6465B48D82C4714E746E8A7B372D12CBDF371
95

false

low
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C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\faimessages.json

Preview:
{.. "1018984561488520517": {.. "message": ".... ... ....... " }.. "1213957982723875920": {.. "MESSAGE™: "ot it i e et s e e e s e e e B 128
276876460319075": {.. "message"™: "..... ...... ". }.. "1428448869078126731" {.. "message": "..... ..... ". }.. "1522140683318860351" {.. "message™: "..... ......
.......................... ".. }.. "1550904064710828958" {.. "message™: "....".. },.. "1636686747687494376" {.. "message™: "....".. },.. "1802762746589457177": {..
"message™: "..... ...".. },.. "1850397500312020388": {.. "message": ".... ......... Chromecast ... .. .. $START_LINKS ...... Google Home$END_LINKS ....... $START_SPA
N$*$END_SPANS$",..  "placeholders™: {.. "END_LINK" {..

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\fiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15268

Entropy (8bit):  5.268402902466895

Encrypted: false

SSDEEP: 192:efMprYXiYUNpj5Coik1tXxrUhvUzSPWV6c8TEKdI:elrjbjosdrusWveuml

MDS5: 3902581B6170D0CEA9B1ECF6CC82D669

SHA1L: C8208AC2B1DD6D4F8BDAAEO1C8BD71FFFASA732B

SHA-256: D2A8180225A83A423BB6E17343DFA8F636D517154944002ED9240411B8COC5EL

SHA-512: 612FDD8A3C5051F0A4F1E11E50B5D124B337C77D62D987D35C2AF9EO08AFC6AFCEBAEESDA0FDFBCD1E1889F39758B96FAECBF6C6D1CF146C741A5261952050!
21

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{.. = "message": "Pys.htyy".. },.. "1213957982723875920":{.. "message": "Mik. seuraavista kuvaa parhaiten verkkoasi?".. },..
"128276876460319075" {..  "message": "Laitteiden tunnistaminen”.. },. "1428448869078126731":{.. "message": "Videon tasaisuus".. },.. "152214068331886
0351":{..  "message": "Yhteys ep.onnistui. Yrit. uudelleen.”.. },.. "1550904064710828958":{..  "message": "Tasainen".. },.. "1636686747687494376": {..
"message": "T.ydellinen".. },.. "1802762746589457177": {.. "message": "..nenvoimakkuus".. },.. "1850397500312020388":{.. "message": "N.etk. Chromecastisi
$START_LINK$Google Home .sovelluksessa$END_LINK$? $START_SPANS$*$END_SPANS',..  “placeholders™: {.. "END_LINK": {.. “content™: "$1"..

}e. "END_SPAN": {.. “"content": "$2".. }e. "START_LINK": {.. "content": "$3".. 1.

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ localesl\fillmessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15570

Entropy (8bit):  5.1924418176212646

Encrypted: false

SSDEEP: 192:+esprzAsQp68wlJYkMyr2k0jR1/7RrluV6c8TEKdI:Gr78JDMyrROtJuvV6euml

MD5: 59483AD798347B291363327D446FA107

SHA1: C069F29BB68FA7BA2631BOBF5BBF313346AC6736

SHA-256: DD47530EAE96346CD4DC3267A0BB1091BB17B704803A93CDA2E3E81551B94F12

SHA-512: 091595CA135E965ED3DE376873541117F0E7A8EBDEB4714833EFDD6C820234373891BESDEC437BA85CCB79CCCA053D407E6ADAL17EBDAE7D313324A48775C0C
0

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Hindi gumagalaw".. }.. "1213957982723875920":{.. "message": "Alin sa sumusunod ang pinakamahusay na
naglalarawan sa iyong network?".. },.. "128276876460319075": {..  "message": "Pagtuklas ng Device".. }.. "1428448869078126731":{.. "message": "Pagka-s
mooth ng Video".. },.. "1522140683318860351":{.. "message": "Hindi nakakonekta. Pakisubukang muli.".. },.. "1550904064710828958"{..  "message": "Smoot
h".. },.. "1636686747687494376" {.. "message": "Perpekto".. }.. "1802762746589457177":{..  "message": "Volume".. },.. "1850397500312020388" {..
"message": "Nakikita mo ba ang iyong Chromecast sa $START_LINK$ Google Home app$END_LINK$? $START_SPANS$*$END_SPANS$",..  “placeholders™: {..
"END_LINK": {.. “content": "$1".. b "END_SPAN": {.. “content": "$2".. e "START_LINK": {.. “content": "$

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\frimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15826

Entropy (8bit):  5.277877116547859

Encrypted: false

SSDEEP: 192:nLZprAZg3EkV3sjriCe8L/1Va7ltlrixLAkoYHHavV6c8TEKdI:viW+2jrI7TdLAK3MV6EumI

MD5: 9B416146FE4F1403C2AACACA4DCF1A5C3

SHAL: 616F055C9FADACE972DF82EC8A9B2F4EDA3E7FAD

SHA-256: 7C7F5758F54008190ACCDDBD1761CBD980FB5FE0847E992874498228D2571DBC

SHA-512: 6EBE70380A8C6E2C0587ADFF6AE36963EC76694904841CE1DFE4AEEE215B917AD3E8AF727555627FBDF6B8BAG6A4A0674D2BI90ACAEI331B6628A32F4C4348FB51
B

Malicious: false

Reputation: low

Copyright Joe Security LLC 2022 Page 35 of 85



C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\frimessages.json

Preview:
{.. "1018984561488520517": {.. "message": "Se fige".. },.. "1213957982723875920":{..  "message": "Parmi les propositions suivantes, laquelle d.crit le mieux
votre r.seau.?".. },.. "128276876460319075":{..  "message": "D.tection d'appareils".. },.. "1428448869078126731":{.. "message": "Fluidit. de la vid.o".. },..
"1522140683318860351": {..  "message": ".chec de la connexion. Veuillez r.essayer.".. },.. "1550904064710828958":{..  "message": "Fluide".. },.. "163
6686747687494376" {..  "message": "Parfaite”.. },.. "1802762746589457177":{.. "message": "Volume".. },.. "1850397500312020388":{..  "message": "Votre
Chromecast est-il visible dans 'SSTART_LINKS$application Google.Home$END_LINK$.? $START_SPANS$*$END_SPANS$",..  "placeholders™ {.. "END_LINK™" {..
"content"; "$1".. e "END_SPAN": {.. “content": "$2".. e "START_LINK": {..

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\_locales\guimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 19255

Entropy (8bit):  5.32628732852814

Encrypted: false

SSDEEP: 384:Hg2Mr+gPIIKYMdzKgXr3dGsGF+yAK37Wi{7Cy/Veuml:KxzTVgX7ykjeuml

MDS5: 68B03519786F71A426BAC24DECA2DD52

SHAL: BBE6608932EC5CEC4BC3C5475BFC3E312D2E2E7D

SHA-256: C77A4D27E9E6CA25B9290056D93A656E3EBE975957E4C2EE9FOFB11B133D5CD4

SHA-512: 5FFE06A10774877AF25E05BA07F3032CC52F874896D67E320F4EFID524A22E40B462CC6206700E9557EB354FA2730172DC6912EBCA49C671FBOEF155B17F9EFF

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "...".. }.. "1213957982723875920": {..  "MESSAGE" ".....cccirt et crirt rereiriis et e e ?".. }.. "128276876
460319075": {..  "message": ".......".. },.. "1428448869078126731": {. "message": "....... ..... ".. }.. "1522140683318860351":{.. "message":"..... ... ..
........................ ".. }.. "1550904064710828958" {.. "message":"..".. }.. "1636686747687494376" {.. "message™ "...".. }.. "1802762746589457177" {.
"message”: "....... ".. }.. "1850397500312020388" {..  "message™: "... ... $START_LINK$ Google Home ..$END_LINKS$... Chromecast..

C:\Users\luser\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\hiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 19381

Entropy (8bit):  5.328912995891658

Encrypted: false

SSDEEP: 384:zrGrSmhKy7KyY+bNEDqIQdrMEPxtShJV6éuml:zBqG6QdwEPrW6uml

MD5: 20C86E04B1833EA7F21C07361061420A

SHA1L: 617COD70E162CF380005E9780B61F650B7A39F9B

SHA-256: C2C27CA242DBDEG00BA3AA7782156BC2B190A64D8A1B51EDC8007BDECA139553

SHA-512: 9FB91AABE0226519E298B1136E8A1A3C1879DB7FOE6052AF1BFD55921CD698346278D04602510680A9695A76DD5C96D9665380580044C50D81392BB2CB3E8EYS

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517": {.. = "message" ".....".. },.. "1213957982723875920" {..  "MeSSAGE": "..... ... s et cert crrreet e et e e s W20 L 1128276
876460319075" {..  "message": ".......".. },.. "1428448869078126731":{.. "message": "...... ......... ".. }.. "1522140683318860351":{..  "message": "............
.................... ".. },.. "1550904064710828958" {..  "message": "......".. }.. "1636686747687494376": {.. “"message": "....".. }.. "1802762746589457177" {..
"message”: "....".. },.. "1850397500312020388":{.. " :"... .. $START_LINKS$ Google Home ......... SEND_LINKS ... .... Ch

C:\Users\user\AppDatal\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\hrimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15507

Entropy (8bit):  5.290847699527565

Encrypted: false

SSDEEP: 192:Pdapr6h85tRwVQgkvJryLkla5Kfndg/V6c8TEKdI:Arwot2Q7BryVce/Véuml

MD5: 3ED90E66789927D80B42346BB431431E

SHAL: 2B061E3271DF4255B1FFC47BDB207CDECOD9724F

SHA-256: 0B41E3C42414F72C9A12C05F8772597F9685115366A774C66018467AD4B71A74
SHA-512: 92BE43F1FFC8EFBF5BBC50573AC4C65F6104416A5B6CD04404C3A9854CA3DCF2A43A4044C168590CDF83887D234495843572331ADCD5B020D2E48A3956F3C1€
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..  "message": "Zamrzavanje".. },. "1213957982723875920": {.. "message": "Koje od sljede.eg najbolje opisuje va.u mre.u?".. },..
"128276876460319075" {..  "message": "Otkrivanje ure.aja".. },.. "1428448869078126731":{.. "message": "Ujedna.enost videoreprodukcije".. },.. "1
522140683318860351": {..  "message": "Povezivanje nije uspjelo. Poku.ajte ponovo.".. },.. "1550904064710828958": {..  "message": "Glatko".. },.. "16366867
47687494376 {..  "message": "Savr.ena".. },.. "1802762746589457177":{. "message": "Glasno.a".. },. "1850397500312020388":{.. "message": "Vidite li
svoj Chromecast u $START_LINKS$aplikaciji Google Home$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders™: {.. "END_LINK": {.. "co
ntent": "$1".. 1. "END_SPAN" {.. “"content": "$2".. 1. "START_LINK": {.. “"content": "$3"..
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C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\huimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15682

5.354505633120392

false

192:CCEAproS9fZv+JIwkDMrC2NSxoSgbV6c8TEKdI:5r5VZv+RDMrazoVeéuml
8E9FF7E49473C5734A2F6F0812E12EB3
A4F10DDD1580582533D5EB59EDF6D8048F887C81
6CDD2FB39ADECEOOE88B989E464B05ED1414092D0492F6D0AES8D549BFD1A46A

E9A4AF31B1A276F395599BB620A3164CABF3459F3C102DD3F57DFEA734510BD985DEG5CB409E1975559ACCC615075439A08E1IDEBE22C90A0ABCAA3CAFEET9/
c7

false

low

{.. "1018984561488520517": {.. "message": "Lefagy".. },.. "1213957982723875920":{..  "message": "Az al.bbiak k.z.| melyik jellemzi legjobban h.l.zat.t?".. },..
"128276876460319075": {..  "message": "Eszk.zfelfedez.s".. },.. "1428448869078126731" {.. "message": "Vide. folyamatoss.ga".. },.. "1522140683318860351"
:{.. "message": "Sikertelen kapcsol.d.s. K.rj.k, pr.b.lja .jra.".. },.. "1550904064710828958":{.. "message": "Folyamatos".. },.. "1636686747687494376": {..
"message": "T.k.letes".. },.. "1802762746589457177":{.. "message": "Hanger.".. },.. "1850397500312020388":{..  "message": "L.tja a Chromecastot a $STA
RT_LINK$Google Home alkalmaz.sban$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {.. "END_LINK™ {.. “content": "$1".. he-
"END_SPAN": {.. "content": "$2".. He- "START_LINK": {.. "content":

C:\Users\luser\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\idimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15070

5.190057470347349

false

192:GsprMtChjkWfrEWLOKRCNEOWV6c8TEKdI:9rtAEr3LTRUWV6UmI
7ADF9F2048944821F93879336EB61A78
C3DA74FB544684D5B250767BBOCB66FFB7C58963
3630947E1075E3663AD3E4824D0BE42CB47C0D615D8053E83B9595047C8BA9BE
1F28BB80E1839C5581106BEA3AE2501C7618249D7E3115819F5A9A87771D59F5DE346C1B9C87F7FFC390604D5B9888CE738E25F2F04A094002A0FB3B22CBEC95
false

low

{.. "1018984561488520517":{..  "message": "Membeku".. },.. "1213957982723875920" {.. "message": "Dari berikut ini, manakah yang paling mendeskripsikan
jaringan Anda?".. },.. "128276876460319075"{.. “message": "Penemuan Perangkat".. }.. "1428448869078126731":{.. "message": "Kelancaran Video".. },..
"1522140683318860351": {..  “"message": "Sambungan gagal. Coba lagi.".. },.. "1550904064710828958" {.. = "message": "Lancar".. },.. "1636686747687494376"
:{.. "message": "Sempurna”.. },. "1802762746589457177":{.. “message": "Volume".. }.. "1850397500312020388":{..  "message": "Bisakah Anda melihat
Chromecast di $START_LINKS$aplikasi Google Home$END_LINK$? $START_SPAN$*$SEND_SPANS$",.. "placeholders": {.. "END_LINK™: {.. “content": "
$1". e "END_SPAN": {.. “content": "$2".. e "START_LINK™: {.. “content": "$3".. .

C:\Users\user\AppDatal\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\itimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15256

5.210663765771143

false

192:1Yprk52dAaykVza8rEOQWBKD9+vqOhKEV6c8TEKdI:qrlA8r6DalVéuml
BB3041A2B485B900F623E57459AE698A
502F5EA89F9FB0287E864B240EA39889D72053A4
025737EF8FA06706B3F26D0F52B4844244A6D33DAE1D82FEF2931A14C003D57E

BA51784073BEF82F3A116B33DA406FDB10EC823B9EE74375C46036DAD8BDCB4141F60845DE141ABE42CEEF9251572F6AB287CASFC7669C60E4F68071D5AB8C
D

false

low

{.. "1018984561488520517": {..  "message": "Si blocca".. },.. "1213957982723875920": {..  "message": "Quale delle seguenti definizioni descrive meglio la tua
rete?".. },.. "128276876460319075" {..  "message": "Rilevamento dispositivi".. },.. "1428448869078126731":{.. = "message": "Uniformit. video".. },.. "1522140
683318860351": {..  "message": "Connessione non riuscita. Riprova.".. },.. "1550904064710828958": {..  "message": "Fluido".. },.. "1636686747687494376" {..
"message": "Perfetta”.. },.. "1802762746589457177":{..  "message": "Volume".. },. "1850397500312020388":{.. "message": "Riesci a vedere il tuo dispositivo
Chromecast nell'$START_LINK$app Google Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {.. "END_LINK™: {.. “content": "$1"..
he. "END_SPAN": {.. “content": "$2".. | "START_LINK" {.. "content"™: "$3"..

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\iwimessages.json

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

HTML document, ASCII text, with very long lines, with no line terminators
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C:\Users\user\AppDatal\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\iwimessages.json

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

18990

4.903564947699091

false

192:xkQOXrEGOhGUKT/Mf8eZrNj27tS+iilUfOKkGEyWiycLSK8eL+D75J4X:KdrgGvDMEeZrM78fQVLZqDA

A991BEF47A83913A1EOEF06007D09198

80BA1EBFC3E9BEBA34F73E78CED8313E54F9CC96

O0F95D8BF550F14B2B704CE42911F5BD23FA9FE28D0D301F66628848B27C760CB
1B5C8196669088A884FD8E117E7EB0870B296AF493004F948D0ADAFF630B07A34F423647E55856307029B2B06CDCCEAED2F9C43B426200D28D8A19A48CEASD4:
false

low

{"1018984561488520517": {"message": "\u05e7\u05d5\u05e4\u05d0"}, "1213957982723875920": {"message": "\u05d0\u05d9\u05d6\u05d4 \u05de\u05d4\u05de\u05e9
\u05e4\u05d8\u05d9\u05dd \u05d4\u05d1\u05d0\u05d9\u05dd \u05de\u05ea\u05d0\u05e8 \u05d0\u05ea \u05d4\u05e8\u05e9\u05ea \u05e9\u05dc\u05da \u05d1\u05e6
\u05d5\u05e8\u05d4 \u05d4\u05d8\u05d5\u05d1\u05d4 \u05d1\u05d9\u05d5\u05ea\u05e8?"}, "128276876460319075™ {"message": "\u05d2\u05d9\u05dc\u05d5\u05d9
\u05de\u05db\u05e9\u05d9\u05e8\u05d9\u05dd"}, "1428448869078126731": {"'message": "\u05d0\u05d9\u05db\u05d5\u05ea \u05d4\u05e2\u05d1\u05e8\u05ea \u05d
4\u05d5\u05d5\u05d9\u05d3\u05d0\u05d5"}, "1522140683318860351": {"message": "\u05d4\u05d7\u05d9\u05d1\u05d5\u05e8 \u05e0\u05db\u05e9\u05dc. \u05e0\u05
e1\u05d4 \u05e9\u05d5\u05d1."}, "1550904064710828958": {"message”: "\u05d7\u05dc\u05e7"}, "1636686747687494376": {"message": "\u05de\u05e2\u05d5\u05dc
\u05d4"}, "1802762746589457177": {"message": "\u05e2\u05d5\u05e6\u05de\u05ea \u05e7\u05d5\u05dc"}, *

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\_locales\jaimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

16519

5.675556017051063

false

192:nkprPhQdxkRWrZelwYpMR5wnAV6c8TEKdI:YrLRWri65wAV6euml
6F2CC1A6B258DF45F519BA24149FABDC
8A58C7880C6D22765DCBB6BCE22A192C1B109AEL
42ECFEE727CFC4F2845FEFDACESEDC2EO0A40AFAD69973A3BI50CEB53A7633342
F7454F0E14301C59CC54361ACC0AL1C6D072EFIBDF5DEA60646FB90B1CE47612785938C784A4CF1DE3E62648A14420374933B5F5DA43907BC00D3799FF163A3D!

false

low

{.. "1018984561488520517":{..  "message": "..".. },. "1213957982723875920":{. "message”:".............ccerurn. ".. },.. "128276876460319075" {..
"message": ".....".. }.. "1428448869078126731"{. "message": "....... ".. }.. "1522140683318860351": {.. "message": .. 15509040
64710828958": {..  "message™: "..".. }.. "1636686747687494376"{.. “"message™ "...".. },.. "1802762746589457177":{.. “message" ".".. },.. "18503975
00312020388 {..  "message": "$START_LINK$Google Home ...$END_LINK$. Chromecast ......... $START_SPANS$*$END_SPANS$",..  "placeholders™: {.. "END_
LINK": {.. “content": "$1".. - "END_SPAN" {.. “"content": "$2".

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\knimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

20406

5.312117131662377

false
384:a6C5rBSzvrZreGnla9ZBHRUDYr9yRwEcAa4rSeD5BSz0hJz8gbbM3gbr//Hkrd4c:a6C5rBSzvFreGnla9ZBHRUDYr9yRwWECC
2E3239FC277287810BC88D93A6691B09

FC5D585DA00ADC90BF79109C7377BD55E6653569
5FC705AD19761204D8604EA069936A23731B055D51E7836CAAF16ACT7719FBEEA

DF8BC9E577D3ECBOE6C303E1D2C9E9A4A8317CAE810A9DFC88DI1B373A4B665722C5A9AB5A589BB947FDA4C7CDIAGDF39DDD13EA47FEOEFF7EOACA3E49FF
3479

false

low

{.. "1018984561488520517":{..  "message": " }.. "1213957982723875920" {..  "message": " b1
28276876460319075" {..  "message™ "..... ... M) "1428448869078126731": {..  "message™: "...... ... ".. }.. "1522140683318860351":{. “"message":
" ".. }.. "1550904064710828958" {.. "message":"...".. },.. "1636686747687494376" {.. “"message" "....".. },.. "180276274658
9457177":{..  "message": "........ ".. }.. "1850397500312020388": {..  "message": ... $

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\ko\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

15480

5.617756574352461

false
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C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\ko\messages.json

SSDEEP: 192:kWprGvSQtkxWifrnI5JuFBWVZV6c8TEKdI: TrkuxKfrIT4YVZV6uml
MDS5: E303CD63AD00EB3154431DED78E871C4
SHA1L: 3B1E5BBE2CF5EBDF5D33656EF80A46563F751783
SHA-256: FDE602BFDB1AFD282682DA5338C4F91D8A2F6CB5411DB8F62F4583D629CE67A6
SHA-512: 18BA1D5A25FBC1829AD957A531BOCC490AFCBD20AC22181021363AA3CFB916270B8732E824463C9B0897220E8AEB6EB1BES61D6540E6C625F08F228F61DDFFA
Malicious: false
Reputation: low
Preview:
{.. "1018984561488520517":{..  "message™ "..".. },.. "1213957982723875920":{. "message":"........... "128276876460319075": {..

".. }.. "1428448869078126731":{.. "message™ "....".. }.. "1522140683318860351":{.. "message

"message™: ".. .." w1 "155090406471082
8958" {.. "message": "...".. },.. "1636686747687494376" {.. "message™: "...".. },.. "1802762746589457177" {.. "message™: "..".. },.. "1850397500312020
388" {.. "message": "$START_LINK$Google Home .$END_LINK$. Chromecast. .....? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK" {..
"content™: "$1".. e "END_SPAN" {.. "content": "$2".. he "START_LINK": {..

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\itimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15802

Entropy (8bit):  5.354550839818046

Encrypted: false

SSDEEP: 192:1GxSprfkiRR+2zJckS1khrnP185+80p3DWReV6c8TEKdI:IG4rlg0OkSmhrwbpleVeuml

MD5: 93BBBE82F024FBCB7FB18E203F253429

SHA1L: 83F4D80F64FA2ADCE6C515C5F663BD38A76C51DB

SHA-256: E7A8570922CCC4F2CA3721C4E61F426158C4E7BC90274FBC8BE4040FF8B6CAIB

SHA-512: B7E7878106B466CE95069141DF1DE387E847348B62E9C4D548006452F3E164B3AD842E9673A56DC011A5ECC3346B5863E2034EE477A9D1F3EOABD76B2DOF6404
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Stringa".. }.. "1213957982723875920":{.. "message": "Kuris i. toliau pateikt. teigini. geriausiai apib.dina j.s. tinkl.

?".. }.. "128276876460319075" {..  "message": “.renginio suradimas".. },.. "1428448869078126731":{..  "message": "Vaizdo .ra.o sklandumas".. },.. "

1522140683318860351" "message": ".vyko ry.io klaida. Bandykite dar kart..".. },.. "1550904064710828958": "message": "Leid.iama skland.iai".. },..

"1636686747687494376": {..  "message": "Puiki".. },.. "1802762746589457177":{.. "message": "Garsumas".. "1850397500312020388": {..  "message":

"Ar .Chromecast. rodomas $START_LINKS$programoje .Google Home.$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {.. "END_LINK": {..
“content™: "$1".. }e. "END_SPAN": {.. "content": "$2".. b "START_LINK": {..

C:\Users\luser\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\lvimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15891

Entropy (8bit): 5.36794040601742

Encrypted: false

SSDEEP: 192:y18prukm15wkLDG2raghnZDuvyl762V6c8TEKdI:RrAL7rte62V6uml

MD5: 388590CE5E144AE5467FD6585073BD11

SHAL: 61228673A400A98D5834389C06127589F19D3A30

SHA-256: 05CA14196CA5D90B228C0F03684E03EBE403A3E7B513AE0A059244AE12B51164

SHA-512: BF83AC90BC56CEB1CA12DCB47BCE542FB8CFEOBC14E34DE4FE1AB4F7CDBAB54E36C125CEATEEOBEA6244F 7795A0957A8A20DB30CA4CE0FCEEIBEF2A73544
8521

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..  "message": ".lesald.ts. att.Is".. },.. "1213957982723875920": {..  "message": "Kur. no t.l.k min.tajiem apgalvojumiem vislab.k
raksturo j.su t.klu?".. },.. "128276876460319075" {..  "message": "ler.ces atra.ana".. },.. "1428448869078126731" {.. "message": "Video vienm.r.ba".. },..
"1522140683318860351": {..  "message": "Neizdev.s izveidot savienojumu. L.dzu, m..iniet v.Ireiz.".. },.. "1550904064710828958":{..  "message": "Vienm.r.gs a
ttIs".. },.. "1636686747687494376": {.. "message": "Nevainojama".. },.. "1802762746589457177":{. "message": "Ska.ums".. },. "1850397500312020388":
{.. "message": "Vaij.su Chromecast ier.ce ir redzama $START_LINK$lietotn. Google.Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {..
"END_LINK™": {.. “content™: "$1".. e "END_SPAN": {.. “content": "$2"..

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\ml\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 20986

Entropy (8bit): 5.347122984404251

Encrypted: false

SSDEEP: 384:6pQrdbhWHZ3wOn1HbxytQdroExFVRNTPV6uml:X5hUtz6uml
MD5: 2AF93901DE8OCA49DA869188BCDA9495

SHAL: E60DF4F2FB12BD3F1CA869DADIF6BDEOC17CEB11
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C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\ml\messages.json

SHA-256: 329E80AEE1212F634E180DEF7E16D6E38D9CIFDAIACIDBIDIIBBAEL626EF304E

SHA-512: DD1711B017DC65E1272972A1BEBD7A1B1769E1F22B37B20582573392CD432725D19DCE134145B3C031428BC0B5948B02A9AA93C8A651BEAA189B686B7BC2AD.

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{.. ~ "message": "........... " }.. "1213957982723875920" {.. "message": " ?".
}.. "128276876460319075" {..  "message": ".... ......".. }... "1428448869078126731" {.. "message™ }.. "1522140683318860351": {..
"message": " ".. }.. "1550904064710828958": {.. "message":".......".. }.. "1636686747687494376" {.. "message" ... "Lohe "

1802762746589457177":{..  "message"

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\mrimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 19628

Entropy (8bit):  5.311054092888986

Encrypted: false

SSDEEP: 192:PbrpprGy+RmlosTmidpzIF1AkkO3LQYOkQrjNjP8hZYIEQ5z+excV6c8TEKdI:PbfrGUlos7dpzxbP7KrjNjaBEYuV6éuml

MD5: 659F5B4ACA112D3ECBB6EC1613DDES24

SHA1L: 5DEE35FCD260554999F8DDEC489FBA9F81FASEEE

SHA-256: C8B765E7A07578BC0O78A952E151E3B866506959E15E79E9ESE1DBB98FIC4008F

SHA-512: F74B36C1B6160E444F4969D13788A9C60637BDC11DC5065B2518B668E8D638384E00557ACDC88B3EA225D9231B6BED4B227BFB2E12C92773073B256F62ADDE6G

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517": {.. "message™: ".....".. },.. "1213957982723875920": {.. "message”: " ?".. }.. "128276
876460319075" {.. "message": "....... ... ".. }.. "1428448869078126731":{.. "message": "............. ".. }.. "152214068331886035 "message": "...... .....
............................. ".. },.. "1550904064710828958" {.. "message™: ".... ... ..".. },.. "1636686747687494376" {.. "message": "....".. },.. "18027627
46589457177": {..  "message": " ".. }.. "1850397500312020388": {.. "message": $START_LINK$ Goo

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\ locales\ms\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15330

Entropy (8bit): 5.193447909498091

Encrypted: false

SSDEEP: 192:rCprBbx+FkcakY Pr/pEt4EpXIloV6c8TEKdI:CrYjer/mOE4oV6uml

MD5: 09D75141E0D8OFBD3E9E92CE843DA986

SHA1L: B24EAB4B1242C31B69514D77BC1DB36A3F648F40

SHA-256: 8F1DBDEFD910AD88BEEC7956619CDB34391D6E69254C3A7497E8F87134AE8B5C

SHA-512: 935C69481F1555787FCB9A5490B3188B348284B600359239742A7D802ADD5CC8A30CC1F0942D52E620DFB388787FCD69B548BBAC590110245DF5763367A2DD5A

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Tidak bergerak".. },.. "1213957982723875920":{.. "message": "Antara yang berikut, manakah yang terbaik
menggambarkan rangkaian anda?".. },.. "128276876460319075" {..  "message": "Penemuan Peranti".. },.. "1428448869078126731"{.. "message": "Kelancara
nVideo".. },.. "1522140683318860351"{.. “message": "Sambungan gagal. Sila cuba lagi.".. },.. "1550904064710828958":{..  “message": "Lancar".. },..
"1636686747687494376" {..  "message": "Sempurna”.. },.. "1802762746589457177":{.. "message": "Kelantangan".. },.. "1850397500312020388":{.. "me
ssage": "Adakah anda dapat melihat Chromecast anda dalam $START_LINK$ apl Google Home$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders": {..
"END_LINK": {.. “content": "$1".. he. "END_SPAN": {.. “content™ "$2".. | "START_LINK": {.. “content":

C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\nb\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15155

Entropy (8bit):  5.2408655429422515

Encrypted: false

SSDEEP: 192:5PvI9prfckKJ+3kEUroBsL78Z4XyfhV6c8TEKdI:9vhrkDJ+UEUroE780CJV6uml

MD5: ED99169537909291BCC1ED1EA7BB63F0

SHAL: 5F72D51B6DBE8C622EF33D2B2AEBD7E9E20DAFB3

SHA-256: 65B6598225ADA1E14EE9CB76CA863708E8FIEE0724B4EDC8F9508532BD631BAB

SHA-512: 452704BFC109EEBDE7C9D83CFCIEADA7471989CA7D30F5C8754B6C2B026100A87C8DIED49A09E398CEBABB837829E2D9C6772EEEAF1IAFA506F35BDDF25C2(
Cc23

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir668 1004838962\CRX_INSTALL\ locales\nb\messages.json

Preview:
{.. "1018984561488520517": {..  "message": "Fryser".. },.. "1213957982723875920":{..  "message": "Hvilket av f.Igende eksempler beskriver nettverket ditt b
est?".. },.. "128276876460319075" {.. = "message": "Enhetsgjenkjenning".. },.. "1428448869078126731":{.. "message": "Videojevnhet".. },.. "152214068
3318860351":{..  "message": "Tilkoblingen mislyktes. Pr.v p. nytt.".. },.. "1550904064710828958":{..  "message": "Jevn".. },.. "1636686747687494376": {..
"message": "Perfekt".. },.. "1802762746589457177":{.. "message": "Volum".. },.. "1850397500312020388":{..  "message": "Ser du Chromecasten din i
$START_LINK$Google Home-appen$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders™: {.. "END_LINK™ {.. “content™: "$1".. he-
"END_SPAN": {.. “content": "$2".. . "START_LINK": {.. "content™: "$3".. e "START_SPAN™

C:\Users\luser\AppData\Local\Temp\scoped_dir668_1004838962\CRX_INSTALL\_locales\nl\imessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15327

Entropy (8bit):  5.221212691380602

Encrypted: false

SSDEEP: 192:0Yieprloh/Kd1sko8MrlpL721zq8pXL2vVRmMdKV6c8TEKAI:04r60X08MrlpLpRXLOGOV6uml

MDS5: E9236F0B36764D22EEC86B717602241E

SHA1L: DE82B804B18933907095DEF3F2EF164C1BB5F9B6

SHA-256: 300F4F7C45EBE39EAAF40776C28D0A399A710699AAB58E9A8BD43A6FD2DD00376

SHA-512: BB8A81D5D1C3FB3CA05149137852CAC213DEECB0437DA85472D5C03DAEFFE28D73007D7921740E56FE8B79544F529670600D47B86C4F27BF45C090B4D55F23F
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Looptvast".. },.. "1213957982723875920":{.. "message": "Welke beschrijving past het beste bij je netwerk?".. },..
"128276876460319075": {..  "message": "Apparaatdetectie”.. },.. "1428448869078126731":{.. "message": "Vloeiendheid van de video".. },.. "152214
0683318860351": {..  "message": "Kan geen verbinding maken. Probeer het opnieuw.".. },.. "1550904064710828958":{..  "message": "Vloeiend".. },.. "1636686
747687494376 {..  "message": "Perfect".. },.. "1802762746589457177":{.. "message": "Volume".. },.. "1850397500312020388":{..  "message": "Zie je je
Chromecast in de $START_LINK$Google Home app$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK": {.. "content™: "$
1. }e. "END_SPAN™" {.. “"content": "$2".. 1 "START_LINK™: {.. “content": "$3".. }e.

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2022 14:04:51.523766041 CET 192.168.2.5 8.8.8.8 0x7595 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com

Jan 14, 2022 14:04:51.646543980 CET 192.168.2.5 8.8.8.8 0x944e Standard query  alliance-b A (IP address) IN (0x0001)
(0) okiau.odoo.com

Jan 14, 2022 14:04:51.650670052 CET 192.168.2.5 8.8.8.8 0xf167 Standard query  accounts.g A (IP address) IN (0x0001)
(0) oogle.com

Jan 14, 2022 14:04:54.715426922 CET 192.168.2.5 8.8.8.8 Ox2al4d Standard query  alliance-b A (IP address) IN (0x0001)
(0) okiau.odoo.com

Jan 14, 2022 14:05:01.320383072 CET 192.168.2.5 8.8.8.8 0x76b Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc

ontent.com

Jan 14, 2022 14:05:09.628788948 CET 192.168.2.5 8.8.8.8 Ox6alc Standard query  me-media.com A (IP address) IN (0x0001)
©

Jan 14, 2022 14:05:13.090925932 CET 192.168.2.5 8.8.8.8 Oxedaf Standard query  ka-f.fonta A (IP address) IN (0x0001)
0) wesome.com
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Timestamp

Jan 14, 2022 14:05:24.275705099 CET

Jan 14, 2022 14:05:24.807471991 CET

Jan 14, 2022 14:05:25.536288977 CET

Jan 14, 2022 14:05:25.546438932 CET

Jan 14, 2022 14:05:25.773365974 CET

Jan 14, 2022 14:05:25.790735006 CET

Jan 14, 2022 14:05:25.976021051 CET

Jan 14, 2022 14:05:25.976234913 CET

Jan 14, 2022 14:05:26.049212933 CET

Jan 14, 2022 14:05:27.441314936 CET

Jan 14, 2022 14:05:27.469278097 CET

Jan 14, 2022 14:05:30.433691025 CET

Jan 14, 2022 14:05:51.673805952 CET

Jan 14, 2022 14:06:30.725788116 CET

DNS Answers

Timestamp Source IP

Jan 14, 2022 8.8.8.8
14:04:51.551322937

CET

Jan 14, 2022
14:04:51.551322937
CET

Jan 14, 2022
14:04:51.663641930
CET

Jan 14, 2022
14:04:51.688776016
CET

Jan 14, 2022
14:04:52.688081980
CET

Jan 14, 2022
14:04:54.748481035
CET

Jan 14, 2022
14:05:01.358623028
CET

Jan 14, 2022
14:05:01.358623028
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Jan 14, 2022
14:05:09.649272919
CET

Jan 14, 2022
14:05:13.110483885
CET

Jan 14, 2022
14:05:24.294435978
CET

Jan 14, 2022
14:05:24.294435978
CET

Jan 14, 2022
14:05:24.832823038
CET

Jan 14, 2022
14:05:24.832823038
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2022

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0x7595

0x7595

0x944e

0xf167

Oxféac

0x2al4

0x76b

0x76b

Ox6alc

Oxedaf

Oxd1ds

Oxd1ds

0xd097

0xd097

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxd1ds

0xd097

Oxe224

0x7746

0x2780

Oxbaec

0x3001

0x4400

0xa476

Oxe7d7

0x8950

0xdc55

0x1a38

0x8a8d

Name

clients2.g
oogle.com

clients.|.
google.com

alliance-b
okiau.odoo.com

accounts.g
oogle.com

gstaticads
sl.l.google.com

alliance-b
okiau.odoo.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

me-media.com

ka-f.fonta

wesome.com

www.odoo.com

odoo.com

odoocdn.com

odoocdn.com

OP Code Name

Standard query  www.odoo.com
0
Standard query
(0
Standard query  download.o
0) doocdn.com

odoocdn.com

Standard query
(0

snap.licdn.com

Standard query  stats.g.do
(0) ubleclick.net
Standard query  px.ads.lin
(0) kedin.com

Standard query
0)

www.google.com

Standard query  www.google
(0) .co.uk
Standard query  www.linked
(0) in.com

Standard query  odoocdn.com

(©)

Standard query  download.o

(0) doocdn.com

Standard query  a.nel.clou

0) dflare.com

Standard query  alliance-b

(0) okiau.odoo.com

Standard query  a.nel.clou

(0) dflare.com
CName Address

clients.l.google.com

172.217.16.142

34.76.138.44

142.250.184.205

142.250.186.163

34.76.138.44

googlehosted.l.googleuse
rcontent.com

142.250.181.225

217.160.0.253

ka-
f.fontawesome.com.cdn.cl
oudflare.net

odoo.com

178.33.40.43

104.26.6.148

104.26.7.148

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jan 14, 2022
14:05:24.832823038
CET

8.8.8.8

Jan 14, 2022
14:05:25.558870077
CET

8.8.8.8

Jan 14, 2022
14:05:25.558870077
CET

8.8.8.8

Jan 14, 2022
14:05:25.558870077
CET

8.8.8.8

Jan 14, 2022
14:05:25.565265894
CET

8.8.8.8

Jan 14, 2022
14:05:25.573771954
CET

8.8.8.8

Jan 14, 2022 8.8.8.8
14:05:25.802128077

CET

Jan 14, 2022
14:05:25.802128077
CET

8.8.8.8

Jan 14, 2022
14:05:25.802128077
CET

8.8.8.8

Jan 14, 2022 8.8.8.8
14:05:25.802128077

CET

Jan 14, 2022
14:05:25.802128077
CET

8.8.8.8

Jan 14, 2022
14:05:25.807751894
CET

8.8.8.8

Jan 14, 2022
14:05:25.807751894
CET

Jan 14, 2022
14:05:25.999814034
CET

Jan 14, 2022
14:05:26.003518105
CET

Jan 14, 2022
14:05:26.068150043
CET

Jan 14, 2022
14:05:27.460633039
CET

Jan 14, 2022
14:05:27.460633039
CET

Jan 14, 2022
14:05:27.460633039
CET

Jan 14, 2022
14:05:27.486982107
CET

Jan 14, 2022
14:05:27.486982107
CET

Jan 14, 2022
14:05:27.486982107
CET

Jan 14, 2022
14:05:30.451539993
CET

Jan 14, 2022
14:05:51.702653885
CET

Jan 14, 2022
14:05:53.162239075
CET

Jan 14, 2022
14:06:30.748918056
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2022

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0xd097

Oxe224

Oxe224

Oxe224

0x7746

Oxedde

0x2780

0x2780

0x2780

0x2780

0x2780

Oxbaec

Oxbaec

0x3001

0x4400

0xa476

Oxe7d7

Oxe7d7

Oxe7d7

0x8950

0x8950

0x8950

0xdc55

0x1a38

0xd349

0x8a8d

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

odoocdn.com

download.o
doocdn.com

download.o
doocdn.com

download.o
doocdn.com

snap.licdn.com  od.linkedin.edgesuite.net

www-google-
analytics
.l.google.com

stats.g.do stats.l.doubleclick.net

ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

px.ads.lin www.linkedin.com

kedin.com

www-linkedin-com.|-
0005.I-msedge.net

www.linked
in.com

www.google
.com

www.google
.co.uk

www-linkedin-com.|-
0005.I-msedge.net

www.linked
in.com

odoocdn.com

odoocdn.com

odoocdn.com

download.o
doocdn.com

download.o
doocdn.com

download.o
doocdn.com

a.nel.clou
dflare.com

alliance-b
okiau.odoo.com

gstaticads
sl.l.google.com

a.nel.clou
dflare.com

Address
172.67.69.4

172.67.69.4

104.26.6.148

104.26.7.148

142.250.186.78

74.125.140.155

74.125.140.156

74.125.140.157

74.125.140.154

142.250.185.164

142.250.186.99

104.26.6.148

104.26.7.148

172.67.69.4

172.67.69.4

104.26.6.148

104.26.7.148

35.190.80.1

34.76.138.44

142.250.186.163

35.190.80.1

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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HTTP Request Dependency Graph

e accounts.google.com

e alliance-bokiau.odoo.com

e clients2.google.com

e https:
e fonts.gstatic.com

e clients2.googleusercontent.com

* www.odoo.com

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:52 UTC 0

2022-01-14 13:04:52 UTC 0

2022-01-14 13:04:52 UTC 3

2022-01-14 13:04:52 UTC 5

2022-01-14 13:04:52 UTC 5

Session ID Source IP

1 192.168.2.5

Copyright Joe Security LLC 2022

Source Port

49756

Direction

ouT

ouT

Source Port

49754

Destination IP Destination Port Process

142.250.184.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 14 Jan 2022 13:04:52 GMT

Strict-Transport-Security: max-age=31536000

Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"

Report-To: {"group”:"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{“url":"https://csp.withgoogle.com/csp/rep
ort-to/ldentityListAccountsHttp/external“}]}

Content-Security-Policy: script-src ‘report-sample’ 'nonce-wiX3h17QDnfTgyW5a6SfoA" ‘unsafe-inline’;object-src ‘'none';bas
e-uri 'self;report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self*

Content-Security-Policy: script-src ‘nonce-wiX3h17QDnfTqyW5a6SfoA' ‘self' https://apis.google.com https://ssl.gstatic.com
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
[cspreport

Server: ESF

X-XSS-Protection: 0

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r',[]]

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2022-01-14 13:04:52 UTC 0

2022-01-14 13:04:52 UTC 5

2022-01-14 13:04:52 UTC 5

Session ID Source IP

10 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:53 UTC 787

2022-01-14 13:04:53 UTC 837

2022-01-14 13:04:53 UTC 838

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49771

Direction

ouT

Data

GET /HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:52 GMT

Content-Type: text/html; charset=utf-8; charset=utf-8

Content-Length: 12107

Connection: close

Set-Cookie: frontend_lang=en_US; Path=/

Set-Cookie: visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; Expires=Sat, 14-Jan-2023 13:04:52 GMT; Path=/
Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:52 GMT; Max-
Age=7776000; HttpOnly; Path=/

X-Content-Type-Options: nosniff

Referrer-Policy: strict-origin-when-cross-origin

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 20 20 20 20 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53222064 61 74 61 2d 77 65 62 73 69 74 65 2d 69 64 3d 22 31 22 20 64 61 74 61 2d 6d 61 69 6e 2d 6f 62 6a 65 63 74
3d 2277 65 62 73 69 74 65 2e 70 61 67 65 28 34 2c 29 22 20 64 61 74 61 2d 6f 65 2d 63 6f 6d 70 61 6e 79 2d 6e 61 6d
65 3d 22 61 6¢ 6¢ 69 61 6€ 63 65 2d 62 6f 6b 69 61 75 22 3e Oa 20 20 20 20 3¢ 68 65 61 64 3e 0a 20 20 20 20 20 20 20 2
020 20 20 20 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 2f 3e 0a 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69
62 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 65 64 67 65 2c 63

Data Ascii: <IDOCTYPE html> <html lang="en-US" data-website-id="1" data-main-object="website.page(4,)" data-oe-
company-name="alliance-bokiau"> <head> <meta charset="utf-8"/> <meta http-equiv="X-UA-
Compatible" content="IE=edge,c

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/image/website/1/logo/alliance-bokiau?unique=589931b HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
€70c765386b88733c7167f15ac2; tz=America/Los_Angeles

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:53 GMT

Content-Type: image/png

Content-Length: 18150

Connection: close

X-Content-Type-Options: nosniff
Content-Security-Policy: default-src ‘'none’

ETag: afbc920099813caffc4d8e0b67204e4c9898b8eb
Cache-Control: max-age=31536000

Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:53 GMT; Max-
Age=7776000; HttpOnly; Path=/
Access-Control-Allow-Credentials: true

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 f6 00 00 00 92 08 06 00 00 00 76 77 37 84 00 00 00
017352 47 42 00 ae ce 1c €9 00 00 20 00 49 44 41 54 78 5e ed 5d 05 74 54 47 17 fe b2 bb d9 cd 6e dc 09 21 24 21 21
b8 3b 14 b7 e2 b4 b8 14 4a 91 a2 c5 dd 8b 53 1c da 52 83 52 5¢ 8b 53 dc dd 8a 6b 20 04 e2 c9 c6 65 fd 3f 77 56 b2 51 1e
21 40 d2 ff cd 39 1c 20 99 37 6f de 9d f9 e6 ea dc 6b al d3 e9 74 e0 1b 4f 01 9e 02 ff 29 0a 58 f0 cO fe 4f ad 27 ff 31 3c 05
18 05 78 60 f3 1b 81 a7 c0 7f 90 02 3c b0 df 71 51 49 73 51 a5 a5 21 2e 24 02 91 0f 9f 23 21 24 02 42 a1 10 02 81 00 16
02 0b 58 58 58 c0 02 80 d0 c9 01 22 27 5b 58 08 85 39 bf 41 07 28 43 23 al 91 27 00 a4 11 69 75 ec 6f a6 1d b1 3f c8 f4
7f 7d 1f d3 ef a9 3f 35 €3 33 ec 79 fd ff d3 ff dO 3f

Data Ascii: PNGIHDRvwW7sRGB IDATXAJtTGn!$!I;JSRR\Sk e?wVQ!@9 70ktO)XO'1<x <qQIsQ!.$#SBXXX"[XIA(C#'iuo?}?
53y?
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kBytes
Timestamp transferred

2022-01-14 13:04:53 UTC 853

Session ID Source IP

11 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:53 UTC 788

2022-01-14 13:04:53 UTC 803

2022-01-14 13:04:53 UTC 803

Session ID Source IP

12 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:53 UTC 802

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49772

Direction

ouT

Source Port
49775

Direction
ouT

Data

Data Raw: 94 57 9¢ 36 82 9d 9d 2d b3 b0 ca e5 72 66 8c a2 ca 8d e6 e2 fb ca b5 bf 31 8e 1d 11 9b 80 09 83 Oc a2 b8 59
9e 70 22 e3 81 ¢3 47 30 6e el 4a 88 25 62 fc 3¢ 6b 32 3e ab 57 27 03 75 c9 2f 7c e8 f8 29 cc 5e fe 23 f4 a2 78 0f b4 fd bc
65 9e 45 71 32 aa ed d9 7f 10 b3 56 fd 02 3b 5b 5b 2c 9d 32 06 9f d5 cd f8 ce a0 57 c¢1 58 fd c¢7 06 1c 39 77 19 55 cb 94
¢4 d0 af 7b al 6e ad 9a 19 80 1d 97 9c c2 40 5d bd 7c 19 44 46 47 23 34 32 06 62 91 10 ed 9a 35 c2 90 7e 5f 31 dO bd ad
7105 f6 db c6 el 7f ff 69 29 50 a8 80 dd 7b c8 48 b4 68 58 1f 45 5¢ 9d al d1 €9 10 1d 17 8f 26 f5 ea 30 ab f5 d5 eb 37 60
6b 67 cb 36 3b 45 78 51 3d 6a 02 74 c3 fa f5 58 c2 7f 63 a3 2a 1d bf 6¢ d9 89 a0 90 70 Oc ea f6 05 fa 7 ee 9e 21 79 3f 89
fc 8b 96 ad c2 b6 7f 4e 32 bl 70 68 {7 2f d1 bf

Data Ascii: W6-rf1Yp"G0nJ%b<k2>W'u/|) #xeEq2V;[[,2WXIwU{n@]|DFG#42b5~_1qi)P{HhXE\&07 kg6;ExQ=jtXc*Iply?
N2ph/

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/static/img/odoo_logo_tiny.png HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494f1aef3cc7al; session_id=83f496f5alaal
€70c765386b88733c7167f15ac2; tz=America/Los_Angeles

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:53 GMT
Content-Type: image/png

Content-Length: 1168

Last-Modified: Mon, 15 Nov 2021 12:58:37 GMT
Connection: close

ETag: "6192597d-490"

Expires: Sat, 15 Jan 2022 13:04:53 GMT
Cache-Control: max-age=86400

Vary: Origin

X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin
Accept-Ranges: bytes

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 3e 00 00 00 14 08 06 00 00 00 d5 f6 8e 14 00 00 04
57 49 44 41 54 78 01 ed 57 03 b0 2d 49 Oc bd 6b db 2e ac 6d db b6 2f d6 b6 71 e7 56 7d 3f db b6 6d bf b5 6d db b6 79 4e
d5 74 bd bc ec 68 ad 3f 55 a9 9e ee e4 4c fa 34 92 4c e8 af 7c f2 f3 {3 57 ca ca ca ba 2f 3b 3b fb ed 9¢ 9¢ 9c 7d 42 ff 97 07
64 4f 03 f1 9f 28 20 df fe 7f 22 7e ae 20 de 37 9f f8 3f e5 c9 3e 7b ee 6a 49 a7 5a fb 27 9d 1a 3f 81 6d 5a 74 c6 aa 41 bl 3f
fd f4 d3 82 20 b5 03 e4 84 dc dc dc 30 64 0f bc af 16 94 78 49 49 c9 22 d0 ed 04 db 63 80 3d 22 2f 2f 6f 8b 5f 33 f7 c2 c2
€2 15 18 3f 6¢ ff 07 42 d6 f6 05 a5 84 67 ec 9c 1c b6 6e 4a 3e 35 fe 23 48 ff 64 84 7d 8e 53 af 20 72 c2 4b c2 61 02 a4 de
23 31 25 3f 40 5a 20 b9 9a b8 9c 30 c6

Data Ascii: PNGIHDR>WIDATXW-Ik.m/qV}?mmyNth?ULA4L|W/;;}BdO( "~ 7?2>{1Z'?mZtA? 0dxlI“c="//o_3?IBgnI>5#Hd}S
rKa#1%?@Z 0

Destination IP  Destination Port Process
142.250.186.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /s/roboto/v29/KFOmMCngEuU92FriMudmxK.woff2 HTTP/1.1

Host: fonts.gstatic.com

Connection: keep-alive

Origin: https://alliance-bokiau.odoo.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://fonts.googleapis.com/css?family=Roboto:300,300i,400,400i,700,700i&display=swap
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

2022-01-14 13:04:53 UTC 804

2022-01-14 13:04:53 UTC 805

2022-01-14 13:04:53 UTC 806

2022-01-14 13:04:53 UTC 807

2022-01-14 13:04:53 UTC 808

2022-01-14 13:04:53 UTC 809

2022-01-14 13:04:53 UTC 811

2022-01-14 13:04:53 UTC 812

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Accept-Ranges: bytes

Content-Type: font/woff2

Access-Control-Allow-Origin: *

Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="apps-themes"

Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-t
hemes"}]}

Timing-Allow-Origin: *

Content-Length: 15688

Date: Fri, 07 Jan 2022 13:39:48 GMT

Expires: Sat, 07 Jan 2023 13:39:48 GMT

Last-Modified: Wed, 22 Sep 2021 16:13:19 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 602705

Cache-Control: public, max-age=31536000

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 77 4f 46 32 00 01 00 00 00 00 3d 48 00 12 00 00 00 00 8e 74 00 00 3c e4 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 64 1b 99 64 1c 85 5e 06 60 00 83 20 08 54 09 83 3¢ 11 Oc Oa 81 dc 7c 81 c4 7b
0Ob 84 0a 00 12 82 10 01 36 02 24 03 88 10 04 20 05 82 74 07 20 Oc 82 49 1b 33 7f 15 ec d8 4b 80 f3 40 81 10 7d 8e 20 23
11 c2 c6 99 30 36 78 3d 32 90 db 01 a9 4a 8 fd e0 ff af 09 72 8c d1 cO fe 06 6a f6 25 32 5b ce 90 5d a2 5b d6 5¢ 74 47 da
16 b2 da 25 2a 22 f2 8d 26 bl a6 75 27 27 59 a2 08 4f 74 8b d0 62 e0 9f 92 de f9 79 32 8b 5f 63 5f 01 83 af a0 08 06 b8 e8
5d 83 a7 7c f9 22 5b e5 00 al 02 d3 99 dd el Oe 55 6d be d6 53 42 5f 6f 6d c2 8a 4e e6 c9 2b 3b 03 db 46 fe 24 27 2f Of
91 dd ff ff af aa ae 9e d9 e7 Oa d1 13 4 65 66 df 11

Data Ascii: WOF2=Ht<dd"" T<[{6$ t I3K@} #06x=2Jrj%2[][\tG%*"&u"YOtby2_c_]|"[UmSB_omN+;F$'/ef

Data Raw: b7 7 cf cc 9c 69 e5 d6 fe de de 4d 6b 9b 52 c9 02 18 d0 0Of 16 c0 10 3e c0 00 06 fO d3 53 7f db eb 5f 62 de 78
0a 01 f5 4c 9c 9a 74 27 d9 ce e8 de b0 3f 08 7b c2 44 40 8a 51 20 78 c0 37 2f 63 cO 0d 64 db 86 03 70 09 Ob 23 bb 78 9a
b4 dd 79 e0 ef 45 20 ba 3 a9 36 c2 f2 90 86 65 9b ff 39 5d 30 6e ac 9f ab ee el 71 dd fb 47 32 a6 fO 78 2e 4e bd ba d6 Ob
8e 74 99 33 3a f2 cd 68 a5 0f 10 d4 dc fe 57 01 5a ed 1e f8 7d 40 b6 15 60 c1 34 92 af 93 ec a2 09 41 d1 3a 7d 3a 2a a5
3b 43 c2 f0 fd ff 7e bf f3 c5 14 51 4d 54 2a a4 4e 0d 33 9b bb de fd cf 69 c1 25 11 ba ae b2 46 93 fe 50 1c Ob 8f 6a cf cf a9
19 45 70 ¢7 25 68 03 00 05 ac ff a7 b3 6¢ 67 34 f6 62 68 76 2f 2f 7b 61 27 ec 6e 8b 6e 13 2e 1d 28 81 fa d4 a3 2f 6b 25 cd
48 b6 0c 07 f2 91 17 Oe ec 43 db 47 64 fb

Data Ascii: IMKR>S_bxLt{D@Q x7/cdp#xyE 6e9]0nqG2x.Nt3:hWZ}@ 4A:}:*;C~QMT*N3i%FPjEp%hlg4bhv//{a'nn.
(k%HCGd

Data Raw: bc ¢1 d2 db dd 2e fb fa be d2 7a 7f d1 a6 e0 6d 36 f5 7d 14 be 13 af f8 63 58 €9 c0 c6 bb 38 16 4a 3a d8 4e e9
2b 4e 4d b1 1b 73 a4 62 fb 6e de d6 9a 2f f9 57 31 4d ce 1a 1c 1d 54 66 2b ff bb e6 a2 94 ed 03 74 42 76 3b f1 85 2e ca
9b eb 43 6e 55 4b a2 69 01 cd b6 aa 1a le f8 ae f5 b6 69 29 f6 95 77 71 d1 f9 ad 76 1b 5a b7 e5 a2 75 b0 11 6b 1e 25 ee
b7 d7 04 ad 97 af 5a c6 b1 63 fd 3f 1b a7 96 6e 5f 27 12 37 54 45 81 dd 14 82 al 30 d8 13 86 93 24 Ob 41 9e 3a 66 5a Oc
ac 54 73 16 04 58 81 0a b3 ad 2d c2 89 0b 51 6e 54 82 57 ed e3 7c f8 39 al ac b6 b4 46 6d 64 74 9c 55 45 73 Oe 28 79
e7 1357 df fd e6 0d 46 d3 02 el 23 7c 44 08 Ob 31 50 18 29 2a 40 9a 72 91 al 10 59 8a a4 48 59 28 51 56 ca 94 97 1a 85
a8 53 6e 5a 94 9d 36 65 al 43 05 e9 52 7e 7a 14 43 9f b2

Data Ascii: .zm6}cX8J:N+NMsbn/WI1MTf+tByv;.CnUKii)wqvZuk%Zc?n_'7TE0$A:fZTsX-QnTW|9FmdtUES(yWF#|D1P)*@r
YHY(QVSnZ6eCR~zC

Data Raw: 5a 2f a0 08 77 d7 59 4c 63 b3 20 8b €9 9b 67 16 26 78 f2 81 ac 79 06 19 79 10 df df a0 68 18 e9 ef c3 88 12 74
1b 4f 08 bc 8f 2e 26 bc 78 ec 84 d9 c6 81 64 75 b3 ac dc d6 07 al 31 c0 fa ff ab 77 45 d4 65 ca 0d e0 5f cO de df 03 47 5f
07 d4 c5 40 fe 06 b8 f4 2b da cc 07 81 23 78 20 60 e6 44 21 72 Oc ce 56 4c b4 02 cO 24 9b Of 6e 2c 5d ¢5 d0 32 8d c9 d2
99 62 8d 62 6a 48 c0 a2 db 72 cb ac Oe 14 20 d5 32 c2 42 ed 4a 4d 8 e9 87 2a 0f 2a af b9 al 09 85 a3 18 7c cb 7d a0 68
18 52 10 be c5 54 6e fc f1 80 9a f3 11 9f 06 ef 02 2e da f1 3c 8f 4e a3 c1 10 64 7b 5a 9c 2b 2f 5b 63 5a 2f 11 65 a7 6f 5e
b1 a8 f4 e4 8c 33 ab c3 e4 44 34 79 b0 ba f6 51 9f aa 90 85 d3 46 al 92 88 8b 89 76 4e b6 56 75 6f 73 d4 de 78 9c 3 e4
92 4d 36 9c 75 26 bd 4b a6 c3 ae 45 hd ef 63 6¢

Data Ascii: Z/wYLc g&xyyhtO.&xdulwEe_G_@+#x "DIrVL$n,]2bbjHr 2BIM**[}hRTn.<Nd{Z+/[cZ/e0"3D4yQFVNVuos
XM6BU&KEc|

Data Raw: b2 35 06 90 95 50 d4 7c ¢3 94 dd 2a c2 Ob 2d 4b 7a 7d ed 91 72 8b 23 2b 85 73 00 33 f9 31 e5 4f 73 03 0d 31
7 34 98 85 ab 67 30 Oc b2 €0 eb 1b 91 7f 62 8b 86 90 07 7a 89 f5 15 48 1c 4f da 58 d8 79 26 e5 2¢ 19 b8 8e 97 Oc 03 d3
Oc eb 32 89 40 cb 2b 3f ea af c0 85 1c 65 60 dd da 21 f7 3b dc ee 50 8b e5 ad ea b0 36 99 44 ac c0 04 0d 3c 54 ff 2e d8
10 a8 ed fa 5d 9f 59 f5 8a e7 19 06 c4 fe 02 b3 1e bf 46 8a a0 41 4d e0 d2 ee bb 99 fe 7b b2 bb c4 dc fe a3 b0 3d 62 ee ff
9f 6¢ ce 21 74 5 8c be 6a 79 ad c4 40 4c 03 26 6f 72 44 4f c1 1e f8 63 96 db 84 1b 46 10 61 9b 25 80 c9 38 34 4d 1c ea
¢4 78 16 51 ec a8 03 f4 d5 53 bf 31 86 b7 77 83 48 3c f4 cb Ob 3f 09 04 16 bd b1 Oc 33 3a 84 93 86 c8 ¢3 55 97 f5 17 43
c4 49 66 1a aa 95 70 39 aa e5 65 75 53 ad 06 a2 cf 4b

Data Ascii: 5P|*-Kz}r#+s310s14g0bzHOXy&,2@+7?¢e’!;P6D<T.]YFAM{=bl!tjy@L&orDOcFa%84MxQS1wH<?3:UCIfp9euSK

Data Raw: b6 37 85 0f a9 95 f9 eb dO a6 cc 5b f2 Oe a5 b4 e8 01 ec 85 ee 13 ¢6 bd 24 72 1f d7 a2 88 8e 1la a3 f8 bb 52 5¢
8e 4b 87 2b b1 b4 3a bl ac a9 ad 9c be Oc fb fe e4 e6 9b b5 8b 8f b8 64 8a 7b 9e 39 f0 07 ab 52 Oa a0 fa 62 22 f8 1f 57 92
13 e8 c3 7f f6 €6 56 Of 9f 5¢ f7 cf b8 18 79 32 55 b2 60 24 77 fe ff cb 16 b0 79 89 91 58 5f 9a 43 aa a0 14 e6 b6 96 d4 40
94 4c ad c0 ¢3 95 ¢6 15 67 86 73 63 8c cc dc ¢7 05 e9 cf 4b Ob 2b ee d6 b7 9f 58 ad bf 1e b4 3b 59 le 65 40 5e 3a 44 ed
ec 7e 82 3d 9d fd bc 8e b9 32 82 c9 a2 e6 a4 e4 d7 8c b4 d6 74 dO 8a d2 cd d4 99 42 d4 bf 5e 6¢ 97 78 04 ff ff bd d8 21
16 2e 5d 7b ce ba b6 fb 85 7d f5 1e dc e8 af 45 8d 5b 9f 33 e2 1e d5 bf 33 41 d4 d5 6¢ be fb 59 7a 76 e5 64 7d 43 d5 94 93
89 ab a5 e4 84 e5 75 ¢9 7a 7e ee a6 c7 6a 06

Data Ascii: 7[$rR\K+:d{9Rb"WV\y2U $wyX_C@LgscK+X;Ye@":D~=2tB"x!. {}E[33AlYzvd}Cuz~j

Data Raw: 98 46 93 42 29 dO 70 a0 21 2f ¢3 70 32 9a 66 5d 7f 62 cd 4a Ob 9e bb 7c 75 77 48 ee 61 ae ec c¢3 41 69 ed bc
c6 ba c6 3a 61 91 73 4f 3b 21 c9 ed e3 32 f 99 cf bc e2 bl ae 5b €3 94 7e c0 38 1c 77 0d 4c 24 26 04 17 07 5b 30 9c 88
0d f3 ee 29 97 1f 30 e0 67 3f d5 4b ba 63 be 94 bb b7 7a 4a 58 6¢ 55 bb 2c b9 27 06 66 99 cO b8 7e bc 90 9f b9 1d 57 85
ce 1la 00 28 f0 59 3f ae ac 6¢ 47 16 3e 85 b8 5a 7d bb 74 d2 al 7f cd a5 7f bc b8 f6 76 98 7e 41 70 6d 2a 93 e7 08 c2 27
b9 77 3e 38 76 13 21 05 8e 7d 95 f8 f5 71 49 dd a5 Of 4f 98 86 47 98 22 2a 49 91 15 2d 2b 33 c7 2f 37 2f db 8 49 fe 7c a3
38 7d 2d 36 5f 9d Oe 50 e0 3d 3a 31 b6 64 f1 ca 5b b5 1f 53 a8 a9 c6 3b 24 9a 63 fb 47 e7 a6 21 72 e3 bd 30 5b dc 06 4e
ec 93 44 77 c6 9f 8d ca fc 07 87 3¢ 70 bb 4d 78 e7 e8

Data Ascii: FB)p!/p2f]bJ|uwHaAi:asO;!2[~8wL$&[0)0g?KczIXIU, f~W(Y 2IG>Z}tv~Apm*'w>8v!}qlOG"*I-+3/7/1|8}-6_P=:1d
[S;$cG!rO[NDw<pMx
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kBytes

Timestamp transferred Direction
2022-01-14 13:04:53 UTC 822 IN
2022-01-14 13:04:53 UTC 824 IN
2022-01-14 13:04:53 UTC 827 IN
2022-01-14 13:04:53 UTC 829 IN
2022-01-14 13:04:53 UTC 831 IN
2022-01-14 13:04:53 UTC 834 IN
Session ID Source IP Source Port
13 192.168.2.5 49774
kBytes
Timestamp transferred Direction
2022-01-14 13:04:53 UTC 802 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 6b 1d 62 7e 5a c3 al c8 58 c8 89 66 87 ¢3 87 98 7b 94 11 8a 50 ae de 57 1a 50 6¢ d7 61 39 15 ff 57 41 d4 fc
93 6b f3 50 57 47 fb 95 fb 97 62 69 d7 ee b7 76 0d 9e ad af 09 f6 73 f1 6 8b 2e cd 4c 48 8b 2e f5 {3 f1 c1 87 fe 2b 1c ea 3¢
81 3d 6f c4 75 be 3 c4 d0 40 bb 38 b6 a7 bb 0b 77 ae 3 38 b1 7f 85 el 69 bd 98 67 b5 c8 f0 5¢ 59 18 73 b7 be bb b8 60
bd 3a el de 1c 39 73 d1 d5 c6 35 2f 35 3f 33 3c ae 27 75 88 a0 5e 92 65 6e af al d6 c5 1a 3e 98 5f 5a dc 5¢ 49 d2 Ob 14
70 f4 ce 38 e9 2e cd a8 8¢ 77 06 1e 06 6a 7e 71 ba bb a9 Oc 74 71 b7 al 90 e7 e3 cd 23 c4 45 61 8e a9 ab 1b d7 d7 26 3e
34 d8 26 86 6b 7f 04 4d 7f 71 ae 70 e2 6e ee 2b c8 ce cc 35 4a 57 01 cd fa 6e 48 4c f5 03 ba 18 a7 3f 11 3e 92 db 66 01
b9 1b 6b 5a d9 e9 85 94 0d ab be e4 ed a2 76 09 a0

Data Ascii: kb~ZXH{PWPla9WAKPWGbivs.LH.+<=ou@8w8ig\Ys:9s5/5?3<'u"en>_Z\Ip8.wj~qtq#Ea&>4&kMgpn+5JWnHL?
>fkzZv

Data Raw: 46 ad 9a 2c 00 c1 01 8b e2 e5 82 11 96 5e 39 b0 ea 14 7a 48 68 d0 f2 b1 72 f9 08 Ob 2f 32 ac 89 4e 3f 47 08
ba bf 61 48 bd 1c 19 e7 a2 03 ee aa a0 cf 22 dc 63 e3 7c bc 13 08 be 92 ee 31 31 7e be b1 bl 1e 7c 22 92 50 79 85 54 21
4eaaa802c39138719795b12bal0aa8 127326 26fcc7 17 76 bb 53 33 3 34 b0 22 79 fO eb 63 f7 ce 27 85 8a e3
3a 5345 d2 7e 08 9f 40 b2 8e 66 8d 96 8e 66 8f 32 23 85 45 3f 47 91 44 71 dd 04 89 d8 73 b4 15 e4 e5 dc ec bc d2 3c 8a
fe 4b 71 4a a9 3a 85 5¢c ea 25 10 4f ad a4 56 c¢6 Ob 78 7d 59 aa bd el 7d a3 ce a9 20 d6 60 94 62 da 68 2a bc 52 66 5e 29
3e 13 ab cb 57 €3 07 f4 44 5b b3 54 12 52 23 a2 a2 fd 36 a9 9b 83 56 Oc 1d 46 bl 1a 32 38 13 67 7b 3 7e 74 €9 c9 €9 8b
le e3 14 30 34 3d 79 31 54 4e 0f 20 1f d3 fd ca d4 16 55

Data Ascii: F,"9zHhr/2N?GaH"c|11~|"PyT!N8q+s&&vS34"yc': SE~@ff2#E?GDqs<KqJ:\%OVx}Y} "bh*RfA)>WD[TR#6V
F28g{~t04=y1TN U

Data Raw: b3 fc 5f f9 2a d8 81 55 73 8c e5 37 4e a0 3e 11 50 cc 6e 38 af 17 80 99 e7 5b d7 42 9b 8b 37 9f ad 19 df 96 3d
5f 6¢ 87 cf Ob 00 1b 3b 9e 5e 04 e2 b1 f3 3f 78 Oa e4 15 28 ff 7f 07 9f 8b 2f b7 7e ab 39 af 1c 18 3f 9f 6f 79 63 37 ac fa 02
50 5f 57 33 17 90 cb cf 46 7e c8 f0 fO 6e 6d 48 53 20 eb c9 f0 12 f7 97 1a Oa 9b c7 c5 73 61 f1 86 c5 98 Of 06 ea 92 39 cf
6f dc f8 09 43 43 9f ff 6e 93 a6 25 b4 Oa c0 4d le e5 79 51 51 6d 89 39 2f a4 ff ¢3 7f 18 25 40 07 f3 b9 7d 1c {7 7a fd 27 39
16 48 46 04 d1 27 €9 25 7a 97 47 b1 30 5d bd ff ee 30 94 41 df 00 92 7c 21 Oa 3f 75 49 a2 86 b3 69 ff 77 05 e2 07 88 b2
c3 ba 69 a9 28 63 8b ed 09 5a b8 7e 27 3f 5b 8f 17 ff 7a 2 91 41 96 31 00 ad a9 75 2c 90 14 31 96 12 3d 80 d8 95 38 9c
78 ea d5 58 b9 7b dc e3 3e c6 d4 c2 4f

Data Ascii: _*Us7N>Pn8[B7=_l;"?x(/~9?0yc7P_W3F~nmHS sa90CCn%MyQQm9/%@}z'9HF'%zGO0]0A|!?uliwi(cZ~'?[zA
1u,1=8xX{>0

Data Raw: b2 a0 22 17 35 da bc d9 ab 03 44 ad 11 3b f5 08 07 58 3f 9¢ 22 9d f2 88 4b 15 9a a3 63 f2 bf 9b b5 3a 1c 9a bl
4d 56 16 c0 83 0a 9d 75 bl 4d 86 88 c5 cf 48 f6 50 cd 1b 42 ff 42 36 70 34 fb 2b 79 f1 5d 39 8b 49 f4 1b c0 a8 33 d3 a6 Oc
75 fa 3c 70 1c da b4 74 bb 00 23 df Oc a6 d2 6a 63 67 56 98 cf de c9 48 cf 70 34 62 49 ca 10 38 53 97 aa 9d 2f 7b 6a 47
8e c584 b2 92 04 64 4f fc bl 6a da 9a 69 eb 14 c1 b6 a4 7a 52 5e d0 74 e8 cc ca 50 7d 90 Ob a8 1le e9 21 ff 9b 23 c2 a4
5c8acadacladcOf0e2389d98cl50b217 87 cc 99 4d 8367 e0 20 de dc e7 59 e7 a8 88 4b 78 53 fb de 7e 57 3b ac
0e 89 41 20 ca 02 76 c6 8e 8d 4e b6 25 €9 ad 54 9c 35 b2 f8 53 7a f5 10 9b a2 63 92 6f 70 57 a6 1f 4c 46 7f 00 49 83 80
cae9le 612084 1c 6¢ bl 79 23 50 89 c1 90 69 e2

Data Ascii: "5D;X?"Kc:MVUMHPBB6p4+y]913u<pt#jcgVHp4bl8S/HjGdOjizRMP}#\JI8PMg YKXS~W;A VN%T5SzcopWLFla
ly#Pi

Data Raw: f1 01 dO 54 cd bb 49 6d 2b fd 22 2e 48 5b 3f dc 61 1d 1a 8f 4f 62 04 5a 6e 8d bb c8 fe 9b 99 81 ea b9 98 72 34
99 72 68 a0 e4 98 4a aa 74 47 e8 bb f0 da d7 66 53 24 23 a3 6¢ 6a 56 44 35 5¢ 00 db 4c aa d9 08 40 96 db 82 21 de c2
05 61 86 f9 52 03 cd b4 Oc 65 46 a5 87 09 6e 56 0d f5 f5 bd d7 87 a6 Oe e2 8e 2b 37 a9 3d fc €8 3e 97 d6 d0 8f b9 37 4c
8d 53 ce Oc 9f fa 74 19 fd 69 e7 56 17 ca 21 3d b4 ff 9a 34 d4 64 7f e2 f6 b9 1e fd 9b f4 a7 65 e0 d3 dc dd 7f cf 23 bc 19 87
ff 7e f9 fa ab fb 44 e2 4e c7 Ob 3d 8e 6f ca d7 f2 f4 8c e4 71 57 09 e0 74 96 dO ff ee b8 59 d9 23 4d b2 2b a2 34 53 24 d7
89 85 d7 d2 ac Ob d2 1a 99 c9 79 0d 5e bd 35 e7 4b 72 c2 ab ac a5 8b ab f5 15 d6 d3 da c1 61 69 18 7a 24 f4 88 5e cc 1d
€7 56 2a 3b c5 64 0b 32 4b 68 9e d1 dd bc 43 5d

Data Ascii: TIm+".H[?a0ObZnr4rhJtGfS$#ljVD5\L@'aReFnV+7=>7LStiV!=4de#~DN=0qWtY#M+4S$y 5Kraiz$"V*;d2KhC]

Data Raw: b0 1e 53 be 18 51 4e bd bf a3 05 36 00 e0 8b 1f 97 a2 02 fc 68 9c ff f6 eb 98 bf eb 3b ca 9b 44 c0 Oe 18 80 00
d6 27 6d d9 00 d8 b9 fd 7f 84 fe 59 57 ca 20 cd 9d a8 f1 72 21 d4 f5 ff 76 9f 9a fb 75 25 15 b9 de 49 ad 1c b1 73 43 64 fd
14 laal c2 f3 8a e2 bc 41 6a 10 09 57 29 fb a8 21 92 1a 24 53 48 d5 b0 85 dd 39 16 12 61 80 2f 3f 1a 5a 14 b1 13 9f 77
48 7c 40 8a 8b 64 8b 8b 65 85 68 2a 45 a4 bl c4 66 55 12 35 b5 08 d7 6f fd 53 43 ea 34 d4 5f e5 53 20 €8 63 89 32 e6 78
46 2a 98 ac 28 1a 13 61 17 ec 07 96 3f fa af cc 3¢ 29 93 2d cf 37 a6 de e9 ab 69 8e b5 48 65 2a 2b 9f 7c 84 57 01 fa 13 41
bb 56 71 d6 d7 b9 e5 31 35 ¢3 92 cc 94 0f f3 b8 1f a3 d1 06 91 cf a7 5d 5e 62 2a 5b 79 29 f3 a9 42 fe a5 cf 37 97 e8 59 a5
02 2a4279 7c 54 11 87 3d bd 1c 78 ed a3 b6

Data Ascii: SQN6h;D'mYW rlvu%IsCdAjW)!$SH9a/?ZwH|@deh*EfU50SC4_S c2xF*(a?<)-7iHe*+|WAVq15] b*[y)B7Y*
By|T=x

Destination IP  Destination Port Process
142.250.186.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /s/roboto/v29/KFOICngEU92FriMmWUIfBBc4.woff2 HTTP/1.1

Host: fonts.gstatic.com

Connection: keep-alive

Origin: https://alliance-bokiau.odoo.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://fonts.googleapis.com/css?family=Roboto:300,300i,400,400i,700,700i&display=swap
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

2022-01-14 13:04:53 UTC 813

2022-01-14 13:04:53 UTC 814

2022-01-14 13:04:53 UTC 815

2022-01-14 13:04:53 UTC 816

2022-01-14 13:04:53 UTC 817

2022-01-14 13:04:53 UTC 818

2022-01-14 13:04:53 UTC 820

2022-01-14 13:04:53 UTC 821

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Accept-Ranges: bytes

Content-Type: font/woff2

Access-Control-Allow-Origin: *

Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="apps-themes"

Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-t
hemes"}]}

Timing-Allow-Origin: *

Content-Length: 15828

Date: Wed, 12 Jan 2022 17:56:19 GMT

Expires: Thu, 12 Jan 2023 17:56:19 GMT

Last-Modified: Wed, 22 Sep 2021 16:13:28 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 155314

Cache-Control: public, max-age=31536000

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 77 4f 46 32 00 01 00 00 00 00 3d d4 00 12 00 00 00 00 8d b0 00 00 3d 71 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 64 1b 9a 1e 1c 85 5e 06 60 00 83 20 08 48 09 83 3c 11 Oc 0a 81 db 1c 81 c2 38
Ob 84 0a 00 12 82 10 01 36 02 24 03 88 10 04 20 05 82 7e 07 20 Oc 82 29 1b 08 7e 15 ec d8 a3 80 f3 00 41 22 7b de 23
8a 60 e3 00 08 22 9f 3a 8a 92 4d 3a bd e2 ff 6f 07 74 88 ac 65 a6 c0 fc 55 54 89 52 50 20 bc a3 ee 41 a3 58 7c¢ 5a d3 c3
f4 a2 be 8c 01 df 54 b9 4f 2f 37 a3 8d cd 3b 15 94 49 b4 6d 3d 63 ed 88 32 ab 35 06 45 cd 15 le f5 a3 d4 2f 23 ac c5 ad a9
66 4b 1c 8e el e8 fa Of Ob 4b 3e f4 c0 59 28 c3 c7 1e 8e 22 ec €9 2b 62 fc 35 81 5d 8b da de b6 be 46 1d 47 73 8a 1f al
b1 4f 72 09 22 bb €0 bf a6 bl 7b 7 44 45 32 33 7f 29 06 1c

Data Ascii: WOF2==qd"" H<86$ ~ )~A"{#":M:0teUTRP AX|ZTO/7;Im=c25E/#KK>Y ("+b5]FGsOr"{DE23)

Data Raw: 00 ¢3 7f al 79 cf f1 c7 c8 80 eb Oc 30 02 56 68 f8 1c 39 73 e5 78 9f 3a bf 19 09 81 99 dd 45 70 97 bb 10 53 79
d5 75 bb 2b d2 b7 20 db e6 87 2c c1 34 92 7f 87 70 d1 5c Oa 6d 88 45 15 93 00 87 ea ec 77 f5 51 05 b7 79 08 cc 02 c2 04
22 ba 4d 58 18 59 bf ff b5 fd 65 43 22 8a cd 42 f6 06 f9 41 16 9b 41 2d 69 5 c4 79 29 7f 99 6d df 72 dd Of 61 b7 2f 1a 33
4e 4b b2 96 95 10 f7 93 6b 7b 69 16 2a 16 3a 47 c4 bb 4d 1e 48 24 12 47 d4 1a 09 c9 65 73 4c 12 dc ac 1f be ef {7 43 1f
04 11 55 84 al 92 b0 ad ae 15 bb 67 ee fc f8 4f d7 fa b3 91 c1 97 1a a5 01 fc 04 26 56 fd fc ff b7 65 96 fe 5b bf 4b 68 fa 26
2e 03 46 1d 64 32 2e el c9 29 df f8 d7 ab 92 aa 7e fd ae 6e le ab 5b a3 81 92 41 a5 36 34 19 7a 24 83 24 83 a6 47 5e a6
08 38 03 ea 56 2f b5 17 11 83 84 22 cc 29 da

Data Ascii: yOVh9sx:EpSyu+ ,4p\mEwQy"MXYeC"BAA-iy)mra/3NKk{i*: GMH$GesLCUgO&Ve[Kh&.Fd2.)~n[A64z$$G"8V/")

Data Raw: ef 44 8a fd 1f f6 6e ac de 3d 25 5d 7 b4 f5 fO fO 6e 32 32 d4 Ob 30 b3 95 70 5b 2d 72 5 83 35 95 54 bf 05 e3 9e
8f d6 72 60 76 b3 7b d9 7c 87 be 25 de 9d 66 53 9b 3d 6f 1e 3a 47 29 30 02 63 ab d4 94 b0 bb 9a 96 85 2b 82 9e 63 28
7e da 97 06 f4 7a be 13 a9 63 77 e6 77 1d ab Oe 15 f3 18 d0 83 38 6e 08 60 4b 01 41 Oa 18 b1 c1 70 87 1c 83 a0 42 03 1f
6d 06 41 bd 39 22 69 64 08 39 d6 c9 f2 1c 38 51 €0 2c 94 b8 26 2b 73 e7 €9 a0 dc e4 23 2a 5d 74 54 ed 5b ab 6a d4 8a
53 36 ed a2 fa 69 9f 1b 18 4d 07 b8 24 97 e4 b2 90 95 10 30 87 85 b4 23 42 d4 51 01 39 26 b8 a8 Oa 7e a7 84 00 ac 90
80 13 10 0d 21 4e 5b 08 d1 11 fc 08 42 86 ae 90 a2 27 90 f4 85 20 03 21 c2 5¢ 70 b3 10 3c 88 c1 01 0f ¢7 f1 02 11 3b 42
a0 40 c0 39 05 3c de 8e 43 81 4f 42 88 f1 10 7c 3c 85 b0 5¢

Data Ascii: Dn=%]n220p[-r5Tr v{|%fS=0:G)0c+c(~zcww8n KApBmMA9"id98Q,&+s#*|t T[[S6iM$0#BQI&~IN[B' I\p<;
B@9<COB|<\

Data Raw: 29 d0 3d 5f 12 5e af 9d 5f 87 0d fb e7 5e a2 3a 36 59 87 d7 8f 82 90 90 af 27 d2 dd e5 4b 6f {7 12 de cf de 88
57 46 63 18 3d 23 b5 8d fc d2 4a 2c cb 69 7b 7c d4 53 ¢5 0a f8 17 5b 7f Ob 76 3e 07 d4 11 00 f1 1b 38 f1 79 fd 12 c4 57 3a
02 30 8d dO 1f 02 86 9f 96 5¢ 62 9¢ 20 4c 2c 01 4a 31 dd 81 c1 4d 16 35 92 9e 09 6¢ 3 9d 20 1c 2¢ 95 59 2b 5c ea 1a cO
€0 66 31 fb 87 4f 8d 12 97 3a d4 44 08 46 99 Ob d6 Ob 1a 6¢ c1 9a b9 26 02 a2 27 85 ff 71 39 56 ec 6f 8a 86 f3 05 9e b8
d4 59 5c 2a ¢3 8b 22 b3 1a 2d a6 4e 74 57 Oc Oe 4d 2a 1a 6b ea 54 20 8a 99 be 63 25 cb a4 5c 5a 6d f5 da 62 9e 26 99 ce
9d 55 95 cb d4 91 cc 45 6a 95 96 28 05 62 6f bc 5d 66 ba 96 d5 c2 e4 68 52 9d e2 aa 70 d6 eb cc b8 83 4a fd cf 95 eb 19
b6 35 aa cd b0 fO 0d e2 89 d5 66 ee b2 85 4e 32 57

Data Ascii: )=_* ~:6Y'KoWFc=#J,i{|S[v>8yW:0\b L ,J1IM5| ,Y+\f10:DFI&'q9VoY\*"-NtWM*KT c%\Zmb&UEj(bo]fhRpJI5N2W.

Data Raw: 32 31 3e 72 d2 07 96 02 e6 86 fd Oe 3b 4a 45 01 ac 1f 4e 78 16 42 31 95 cc 3e 4d 83 3b 93 dc 1d 2e 50 b3 c3
3d 00 af 99 0b a2 ¢8 24 60 86 fb 62 fd €9 2d al b0 01 89 8¢ 02 Le 6 b4 b6 01 b2 29 d6 4e fc 24 02 bd ¢3 49 14 66 89 61
9a 12 ba ca af ¢5 al da 12 20 41 c1 f1 34 18 15 4a 14 3b aa 51 52 ¢5 92 f4 14 f 63 b4 36 cf 5f bc b0 3f 95 ¢1 71 56 27 13
94 31 af 11 07 ff df 5d 9f 5d cd da 64 0a f2 d7 1d d7 5a 33 eb 24 cf 2e 18 46 70 27 ca 1a af 17 fb a9 3a a6 19 63 7f 57 fe bb
7 3¢ 9a 65 96 c9 Oc 35 1b bd 11 5a a2 10 d7 €0 70 1e 9c 04 {6 ea 6f €0 41 a4 9c 40 d2 27 b7 82 b5 b0 87 9d 99 b 7a d6
al 92 3a ea 77 f8 89 26 4 56 a0 77 52 33 65 c7 d7 62 89 2b e8 3f 4d 38 95 ee be 9b 9d 93 7c c0 2¢ 19 94 77 ¢5 b6 51 8d
2a 38 fe 67 07 3a ea 00 94 d6 2a 16 99 99 ee a2

Data Ascii: 21>1,JENXB1>M;.P=$'b-)N$Ifa A4J;QRc6_2qV'1]]dZ3%.Fp':cW>e5ZpoA@'z:w&\VWR3eb+?M8| wQ*8g:*

Data Raw: a7 9a 9b b9 39 91 88 6e 4e ca d3 49 2f 31 ec 93 2f 51 a6 91 ae aa ff 19 ee 6¢ ed eb c0 Oe Oa aa fd d6 7d b7 af
0d 3b 88 96 1e f0 6d a6 07 7a 5f 84 b5 fa f6 7a 5f 0d 61 78 b4 40 97 49 18 8¢ 2b 8d b1 ee fa 52 91 40 5e 9a 78 f1 dd 9b ee
7e 89 e8 e3 13 e6 €6 cb 62 87 29 65 26 bf 5d 4e 2a fd f4 eb 5 38 33 7c 3e ab cc d2 3d d2 4d aa 94 56 1d 46 Of 75 a3 05
fb b8 53 c2 5d c9 98 ¢8 33 fd ef 02 32 97 b9 de dd f3 4f 68 f3 55 39 73 22 be 3b fe 9e cc ea ea 1b f1 ¢5 3b 18 c7 33 41 ae
41 d1 4c d7 37 5f 2f 14 eb 36 1e 6¢ 59 6d d1 c5 e8 52 05 07 Oe ed 0d 1f 3c 8¢ cb 33 81 al 2d f3 ef 53 3e 63 77 4c¢ 95 b5
03 35 a3 1f af 43 2b f9 b1 1f de 9f a9 cc f8 c4 48 1b 81 27 2a f0 ba 32 fd 69 be f4 bc d4 a4 84 74 56 dO f7 1b al 5a f8 el
2d b9 51 d8 d6 b8 64 77 54 4c cf dO bc c8 87

Data Ascii: 9nNI/1/Ql};mz_z_ax@I+R@"x~b)e&]N*83|>=MVFuS]320hU9s";;3AAL7_/6lYMR<3-S>cwL5C+H"*2itVZ-QdwTL

Data Raw: 67 76 d5 42 29 73 b8 00 70 e3 Oa e6 39 80 67 87 73 10 78 9c 23 87 b9 4f 1e 45 81 55 2d 9e 9b 2f cc 74 2b 3c
2287 68 ec 9c 5a 3a fe e2 69 53 b3 78 44 07 1c 17 f2 ff 86 64 94 9d 66 36 51 78 5d 89 05 cd 9c e0 e8 f6 ba c7 d7 {2 ae fe
bd f6 15 64 1a 58 59 bb 50 c8 8e e6 fa 18 cf a8 ba 67 ae 19 53 6b 53 83 cf c1 85 63 b6 a2 62 53 46 21 da 75 37 99 af 85
ca 81 a6 95 79 82 e9 02 Oa f1 5e 69 92 13 cc 16 8¢ 44 00 6e 80 39 e2 17 dd 34 f1 51 89 17 8d 68 Oe aa 08 ca c5 bl ae 68
44 9c cf 3b 91 23 6e 1c 88 9d b3 f7 3b 0d 91 44 40 68 cc e0 03 ff a4 15 81 c3 08 d4 ff 7c c7 56 ee 7f 5b 82 86 45 20 8a 5f
b0 63 40 60 49 8b 42 5b 40 b1 8d f1 c1 3f Ob 27 c6 6b 03 63 8e 2a 81 22 e0 12 8a Oc 61 5f 1e 5e 52 41 ff a8 a2 37 04 b0
355957 f0 ac cc 27 7e de a8 ad e3 ca 7b 72 4d 67

Data Ascii: gvB)sp9gsx#OEU-/t+<"hZ:iSxDdf6Qx]dXYPgSkSchSF!u7y*iDn94QhhD;#n;D@h|V[E _c@'IB[@?'kc*"a_"
RA75YW'~{rMg
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kBytes

Timestamp transferred Direction
2022-01-14 13:04:53 UTC 825 IN
2022-01-14 13:04:53 UTC 826 IN
2022-01-14 13:04:53 UTC 830 IN
2022-01-14 13:04:53 UTC 832 IN
2022-01-14 13:04:53 UTC 835 IN
2022-01-14 13:04:53 UTC 836 IN
Session ID Source IP Source Port
14 192.168.2.5 49777
kBytes
Timestamp transferred Direction
2022-01-14 13:04:53 UTC 855 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: f2 98 9f b9 a3 65 e2 91 f7 26 Oe aa le 06 ae b6 31 47 d8 92 78 2a de 86 a4 6f 60 45 Oe b6 b2 4c b2 b6 7c 82
d3 b4 27 11 74 6d c9 78 0d f4 4b 45 c1 fc a9 53 55 57 83 d1 ed b9 fe 88 ae al b9 da a6 ab cd e5 17 bd dd 1c 69 ee fe 6¢
c0 4a 8c 09 60 bb bb b8 d8 fb b6 64 b4 96 cb 89 5e 6e aa 43 36 d5 28 3a 55 2b 22 5b 8d ¢4 3a 2a 15 1d 90 6d 33 37 5d
2c 27 52 1ad9 fd 5b 61 e6 c1 1d 57 d2 f8 f0 08 69 f2 96 4b b9 db dd ea 60 6b 87 a4 d8 b4 33 f4 b0 b6 8 ce 40 dc b9 68
63 92 3a f6 aa 50 70 57 4a 76 56 4d 61 a6 9e 8f b4 bd 57 ea 51 ca c1 f6 6¢c 86 15 a0 ea aa d1 58 7a a2 b1 53 88 c4 2b a6
b2 d4 57 d4 8f db 01 79 7f 30 ff 77 f1 c6 d5 al d2 51 ba b2 33 3b 99 c5 d2 9f c5 86 35 73 9b 56 20 6b 46 ea ad 8d 4d 6¢
2e 65 66 5b 7a 1la 6a 58 58 10 dc 41 7e 09 be 85 a7 b7 ad 57

Data Ascii: e&1Gx*0"EL|'tmxKESUWilJ'd*nC6(:U+"[:*m37],'R[aWiK k3@hc:PpWJIvWMaWQIXzS+Wy0wQ3;5sV kFMl.e
flZ]JXXA~W

Data Raw: 34 96 5f a3 cd 59 58 €9 c0 16 68 01 34 df 87 a8 c7 66 05 fb c1 99 b0 da 57 b5 13 cO db e3 cd 3f 12 1d 4d 2d 85
15 bf fc 28 ce 40 5e fe af 15 d9 7f 82 d3 cf 06 33 53 12 21 ff 13 41 69 49 Oc 7a 46 62 88 a4 8d c0 76 c1 4d c9 4c 94 64 e6
4d 24 b2 af 46 f4 6f bd 2e da 2e 44 5e 66 fe 94 e5 5d e2 43 69 2d 20 ec 10 25 25 a5 35 74 27 05 e5 9d 44 b9 Oc 1le 75 19
9e fd 8e aa 8e 24 f5 19 bd 82 dc d7 93 e0 a6 a7 29 28 ef 7a 28 ba c9 ca a0 6d aa ec 92 ec 4a 0d 33 76 c3 bc 48 61 de 3e
29 0a b5 d1 el 67 c3 cb 15 52 36 7a 52 bb Ob ba b3 99 95 61 86 4a 4e 5e 1b 5e 62 03 27 c9 8f 8c 3a 74 ff c7 bb 4f 59 77
09 c7 b6 7c e4 42 90 06 33 7d 2a cf e7 9e 07 66 29 11 94 32 35 cc d1 54 3e cb b1 36 2 f9 32 50 d2 f9 2d 3a 41 b7 96 67
€6 2a 1d 15 81 f7 5d c9 3 59 34 e5 df ef 38 fb de

Data Ascii: 4_YXh4fW?M-(@"3S!AilzFbvMLdM$Fo..D]Ci- %%5t'Du$)(z(mJ3vHa>)gR6zRaJNb":tOYw|B3}*f)25T>62P-
:Ag*]Y48

Data Raw: bc 3a d8 b0 60 40 fd 11 66 8f 07 7 04 f6 ec 4d f8 23 €8 75 13 93 cd f5 fc 51 b6 48 db €3 al 30 01 90 4b 5d 96
8f 01 e3 e3 bd 83 8d 91 78 cb €8 72 09 6f 47 4d ef b7 6 38 3a 50 db f6 86 09 1e 0f d3 09 cO 9e fd 57 cc 09 be 37 44 26 76
ca 82 6f 2e 29 c8 01 bb 58 86 f9 7a a0 ac 33 3 6d d8 59 67 e4 ce 48 68 3f 1f a8 8b 7a 8c d1 b2 c¢2 91 d2 72 ad 3b 9a 83
ae 4c 80 78 cb af 87 45 29 ab d4 bc f3 b2 5b 9f d3 3b 78 65 7f f0 2a 16 8d d3 a6 ed dd c7 47 c0 08 d8 a5 20 a5 7c e8 12
7e 97 10 5c 5e 28 fd 24 b6 3d 91 6e 44 bd dc 93 07 6a 60 96 54 Oc 8b 64 32 01 36 c4 a0 al 7b 19 93 bf 3e 7e 5f fc eb f4
b7 79 34 09 22 c1 9e da 87 6¢ 62 11 aa 75 Ob db a2 c4 e4 d2 bb 76 76 df 7e 58 64 7d e8 ec c0 Oe 59 f8 b4 6f 03 dd 93 5a
74 41 37 3e bl b4 da 0b f8 af 65 9¢ 30 08 67 18 ce

Data Ascii: ;' @fM#uQHOK]xroGM8:PW7D&vo0.)Xz3mYgHh?zr;LXE)[;xe*G |~\"($=nDj Td26{>~_y4"lbuvv~Xd}YoZtA7>e0g

Data Raw: 7a 92 2c 29 88 59 68 32 f9 42 82 ac 04 99 63 c9 12 40 d8 ec f2 2e 78 1a 25 8d 9d 6¢ c7 75 1d e6 61 5d a9 37
8a3a d9 7e a3 ce d6 7a 85 a2 29 06 2¢ 60 33 39 4b 06 c9 1b 52 09 f5 8¢ c2 29 78 28 7e 4f 6b 99 e8 02 08 fc 23 25 60 d2
cf 8f 47 15 b7 87 da 8b 91 8d 76 dc c1 28 d5 d1 b9 d8 78 e0 91 da a2 43 73 b0 cc 4a 84 68 34 c5 ce 04 11 f4 a4 61 42 1e
0Oc 35 3e d0 c9 65 7c 37 97 Oe 5e 24 23 Oc b0 6b 76 00 74 77 27 6¢ 9e b7 09 6¢ 47 28 80 a4 58 1f 31 4d f2 8b df c9 85 21
50 e3 3d ff 68 61 08 22 42 41 14 50 7a 0a 5 03 a3 5¢ 95 28 17 b3 91 4a 4c 50 43 8f 6¢ ad 96 1f a4 49 72 6b 05 ba 91 e4
d3 2c 2d b8 cd 59 ce el 26 5b b0 39 03 06 €0 3c 2e 63 59 66 Oe 64 4a 4d a9 43 79 36 85 d8 9f 14 09 96 1f dc be e4 cc 09
7423 c159 e8 b3 5e 58 cd 83 71 94 dc b3 35 70 45 74 92

Data Ascii: z,)Yh2Bc@.x%lua]7:~z), 39KR)x(~Ok#% Gv(xCsJh4aB5>e|77$#kviw'lIG(X1M!P=ha"BAPz\(JLPClIIrk,-Y&
[9<.cYfdIMCy6t#Y"Xq5pEt

Data Raw: f2 8d 63 42 fb 2a 98 16 68 25 e4 80 30 48 3c 6a 67 48 18 bc d7 1e 41 63 69 05 1d 25 60 Ob 99 3b 15 Oe 2b 90
5e 41 ad 4e f5 22 31 95 92 cb f3 d2 ef 25 1f a8 b3 d1 47 25 35 5e d8 2c 67 1b 71 d1 cc 8c 02 7b bf f7 b3 ea 02 da 3b da
08 cb 1a 19 56 c9 44 d6 8c b7 fd 7a c1 ae 7 Oc f8 44 9e 38 f3 3c ¢9 18 21 7c¢ 5¢ 30 7d 9e d0 35 73 6d 91 50 ad 56 3f al ac
a7 ec b8 56 5d 90 b9 02 58 d0 46 3a 79 13 9f 10 e8 bd 4a 5e 99 3a 9b 33 ad 3c 57 d1 f9 96 98 b1 01 fa b4 e6 93 7c 85 26
d2 6d a0 c8 15 7e 2e 94 be 1e 07 5f a2 08 76 08 ca 82 80 al dc 53 e0 af a9 fc 6a 51 79 2e a7 7b 8d 76 bb 2d 43 8e ce 88
29 3b 18 9e 7b 8c 6d 66 44 f4 65 2b 45 2a 96 43 f0 51 7e d1 5d 74 75 ba 7c be 7b 53 f6 Ob e7 db cf 83 Oe 8b 6a 69 4b 21
49 3b 4f 97 6¢ e4 c2 16 c2 54 3f 5e da 36 b3 Oe 43 a7

Data Ascii: cB*h%0H<jgHACi%";+"AN"1%G%5",gq{;VDzD8<!|\0}5smPV?V]XF:yJ":3<W|&m~._vSjQy.{v-C);{mfDe+E*
CQ-Jtul{SjiK!I;0IT?76C

Data Raw: 3a 37 9f d4 1d 4a 52 72 b5 b0 7a f2 54 1c f4 14 c2 b2 al 47 46 a0 da 14 61 24 00 6b 2d 45 d7 ea 9a b8 30 a5
2d ad 55 8b €2 be 9e 45 b3 14 34 ¢6 90 51 b6 2d 56 21 al de 53 72 €8 80 01 8c d5 7a 5d 40 44 64 7 3¢ 8d cc ea c8 cc c6
d6 93 19 2d 6a 35 d1 48 23 c5 4f d1 dd e6 00 5b 19 bd b6 39 ab 2e 2c fd 90 62 ac 10 a2 a5 7b 79 c7 d4 38 75 4c 35 97 84
15 4b 55 73 bf ¢4 9f 49 ad 8e 8 a9 6b 14 b 55 b9 31 3f 70 cf f1 66 b5 90 73 66 99 b6 73 4f 75 85 2f Ob d6 47 54 e4 84 46
4e 98 26 34 62 62 97 33 b2 d5 e5 e4 1f a5 38 70 87 cf 5e 77 33 0f 33 bd bf f3 4a af 00 c0 37 ff 94 1f 03 0 e3 el 8 93 ff af
fd ff b9 ca 5a 45 81 f0 81 01 18 O fc e8 c6 02 b0 7e e3 7f da e0 d7 59 20 c5 e5 46 €5 9b f9 63 a9 4d a3 47 1c 2d 29 8a 19
d5 d8 36 b8 92 7b af f0 6a 23 ¢4 61 ¢5 30 1e

Data Ascii: :7JRrzTGFa$k-E0-UE4Q-VISrz]@Dd<-j5H#O[9.,b{yBuL5KUsIkU1?pfsfsOu/G TFN&4bb38p"w33J7ZE~Y FCMG-
)6{#a0

Destination IP  Destination Port Process
34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/image/website/1/favicon?unique=589931b HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
c70c765386b88733c7167f15ac2; tz=America/Los_Angeles
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kBytes
Timestamp transferred

2022-01-14 13:04:53 UTC 856

2022-01-14 13:04:53 UTC 857

Session ID Source IP

15 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:53 UTC 856

2022-01-14 13:04:53 UTC 858

2022-01-14 13:04:53 UTC 859

2022-01-14 13:04:53 UTC 874

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49778

Direction

ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:53 GMT

Content-Type: image/x-icon

Content-Length: 1150

Connection: close

X-Content-Type-Options: nosniff
Content-Security-Policy: default-src 'none’

ETag: 2f7028932480cdch927f83b0165d577669e620fa
Cache-Control: max-age=31536000

Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:53 GMT; Max-
Age=7776000; HttpOnly; Path=/
Access-Control-Allow-Credentials: true

Data Raw: 00 00 01 00 01 00 10 10 00 00 01 00 20 00 68 04 00 00 16 00 00 00 28 00 00 00 10 00 00 00 20 00 00 00 01
00 20 00 00 00 00 00 00 04 00 00 13 Ob 00 00 13 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 86 45 a0 00
8a 46 a2 00 89 46 al 10 89 46 a2 4e 89 46 a2 8c 89 46 a2 ab 89 46 a2 ab 89 46 a2 8b 89 46 a2 4b 89 46 a2 Oe 89 46 a2
00 88 45 a1 00 00 00 00 00 00 00 00 00 00 00 00 00 88 45 al 00 88 45 al 02 89 46 a2 45 89 46 a2 ba 89 46 a2 3 89 46
a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 f2 89 46 a2 b4 89 46 a2 3e 88 45 al 01 89 46 a1 00 00 00 00 00 89 46 a2
00 88 45 a1 02 89 46 a2 62 89 46 a2 ea 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89
46 a2 ff 89 46 a2 e6 89 46 a2 58 85 43 9d 00 88 45 al 00 89

Data Ascii: h( EFFFNFFFFFKFFEEEFEFFFFFFFFF>EFFEFbFFFFFFFFFFFXCE

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/assets/190-25a9f43/1/web.assets_common_lazy.min.js HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
€70c765386b88733c7167f15ac2; tz=America/Los_Angeles

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:53 GMT

Content-Type: application/javascript

Content-Length: 1286608

Connection: close

X-Content-Type-Options: nosniff
Content-Security-Policy: default-src ‘none’

ETag: 64319c4db612fa6b0f03a284969b212af3f3aedc
Cache-Control: max-age=31536000

Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:53 GMT; Max-
Age=7776000; HttpOnly; Path=/
X-Content-Type-Options: nosniff

Referrer-Policy: strict-origin-when-cross-origin

Data Raw: Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 6¢ 69 62 2f 75 6e 64 65 72 73 63 6f 72 65 2f 75 6e 64 65 72 73
63 6f 72 65 2e 6a 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75 6€ 64 6¢ 65 20 27 77 65 62 2e 61 73 73 65 74 73 5f 63 6f
6d 6d 6f 6e 5f 6¢ 61 7a 79 27 20 2a 2f 0a 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 72 6f 6f 74 3d 74 68 69 73 3b
76 61 72 20 70 72 65 76 69 6f 75 73 55 6e 64 65 72 73 63 6f 72 65 3d 72 6f 6f 74 2e 5f 3b 76 61 72 20 41 72 72 61 79 50
72 6f 74 6f3d 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2c 4f 62 6a 50 72 6f 74 6f 3d 4f 62 6a 65 63 74 2e 70 72 6f 74
6f 74 79 70 65 2c 46 75 6e 63 50 72 6f 74 6f 3d 46 75 6e 63 74 69 6f 6e 2e 70 72 6f 74 6f 74 79 70 65 3b 76 61 72 Oa 70
757368 3d 41 72 72 61 79 50 72 6f 74 6f 2e 70 75

Data Ascii: /* /webl/static/lib/underscore/underscore.js defined in bundle ‘web.assets_common_lazy' */(function(){var roo
t=this;var previousUnderscore=root._;var ArrayProto=Array.prototype,ObjProto=0bject.prototype,FuncProto=Functi
on.prototype;varpush=ArrayProto.pu

Data Raw: 70 72 6f 74 6f 3d 28 5f 2e 69 73 46 75 6e 63 74 69 6f 6e 28 63 6f 6e 73 74 72 75 63 74 6f 72 29 26 26 63 6f 6e
73747275 63 74 6f 72 2e 70 72 6f 74 6f 74 79 70 65 29 7c 7c 4f 62 6a 50 72 6f 74 6f 3b 76 61 72 20 70 72 6f 70 3d 27

63 6f 6e 73 74 72 75 63 74 6f 72 27 3b 69 66 28 5f 2e 68 61 73 28 6f 62 6a 2c 70 72 6f 70 29 26 26 21 5f 2e 63 6f 6e 74 61
69 6e 73 28 6b 65 79 73 2¢ 70 72 6f 70 29 29 6b 65 79 73 2e 70 75 73 68 28 70 72 6f 70 29 3b 77 68 69 6¢ 65 28 6e 6f 6e
45 6e 75 6d 49 64 78 2d 2d 29 7b 70 72 6f 70 3d 6e 6f 6e 45 6e 75 6d 65 72 61 62 6¢ 65 50 72 6f 70 73 5b 6e 6f 6e 45 6e
75 6d 49 64 78 5d 3b 69 66 28 70 72 6f 70 20 69 6e 20 6f 62 6a 26 26 6f 62 6a 5b 70 72 6f 70 5d 21 3d 3d 70 72 6f 74 6f
5b 70 72 6f 70 5d 26 26 21 5f 2e 63 6f 6e 74 61 69

Data Ascii: proto=(_.isFunction(constructor)&&constructor.prototype)||ObjProto;var prop="'constructor';if(_.has(obj,prop)
&&!_.contains(keys,prop))keys.push(prop);while(nonEnumldx--){prop=nonEnumerableProps[nonEnumldx];if(prop in ob
j&&obj[prop]!==proto[prop]&&!_.contai
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:53 UTC 890 IN Data Raw: 6f 6e 28 73 74 72 2c 65 6e 64 73 29 7b 69 66 28 65 6e 64 73 3d 3d 3d 27 27 29 72 65 74 75 72 6e 20 74 72 75
65 3b 69 66 28 73 74 72 3d 3d 6e 75 6¢ 6¢ 7c 7c 65 6e 64 73 3d 3d 6e 75 6¢ 6¢ 29 72 65 74 75 72 6e 20 66 61 6¢ 73 65
3b 737472 3d 53 74 72 69 6e 67 28 73 74 72 29 3b 65 6e 64 73 3d 53 74 72 69 6e 67 28 65 6e 64 73 29 3b 72 65 74 75
72 6e 20 73 74 72 2e 6¢ 65 6e 67 74 68 3e 3d 65 6e 64 73 2e 6¢ 65 6e 67 74 68 26 26 73 74 72 2e 73 6¢ 69 63 65 28 73 7
472 2e 6c 65 6e 67 74 68 2d 65 6e 64 73 2e 6¢ 65 6e 67 74 68 29 3d 3d 3d 65 6e 64 73 3b 7d 2¢ 73 75 63 63 3a 66 75 6e
63 74 69 6f 6e 28 73 74 72 29 7b 69 66 28 73 74 72 3d 3d 6e 75 6¢ 6¢ 29 72 65 74 75 72 6e 27 27 3b 7374 72 3d 53 74
7269 6e 67 2873 74 7229 3b 72 65 74 75 72 6e 20 73 74 72 2e 73 6C
Data Ascii: on(str,ends){if(ends===")return true;if(str==null||lends==null)return false;str=String(str);ends=String(ends);return
str.length>=ends.length&&str.slice(str.length-ends.length)===ends;},succ:function(str){if(str==null)return";str=String(s
tr);return str.sl

2022-01-14 13:04:53 UTC 906 IN Data Raw: 65 74 75 72 6e 20 6e 6f 72 6d 61 6¢ 69 7a 65 64 49 6e 70 75 74 3b 7d 0a 76 61 72 20 70 72 69 6f 72 69 74 69

6573 3d 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 61 64 64 55 6e 69 74 50 72 69 6f 72 69 74 79 28 75 6e 69 74 2¢ 70 72 69 6f
72697479 29 7b 70 72 69 6f 72 69 74 69 65 73 5b 75 6e 69 74 5d 3d 70 72 69 6f 72 69 74 79 3b 7d Oa 66 75 6e 63 74
69 6f 6e 20 67 65 74 50 72 69 6f 72 69 74 69 7a 65 64 55 6e 69 74 73 28 75 6e 69 74 73 4f 62 6a 29 7b 76 61 72 20 75 6e
69 74 73 3d 5b 5d 3b 66 6f 72 28 76 61 72 20 75 20 69 6e 20 75 6e 69 74 73 4f 62 6a 29 7b 75 6e 69 74 73 2e 70 75 73
68 28 7b 75 6e 69 74 3a 75 2c 70 72 69 6f 72 69 74 79 3a 70 72 69 6f 72 69 74 69 65 73 5b 75 5d 7d 29 3b 7d 0a 75 6e 6
97473 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29

Data Ascii: eturn normalizedInput;}var priorities={};function addUnitPriority(unit,priority){priorities[unit]=priority;}function g
etPrioritizedUnits(unitsObj){var units=[];for(var u in unitsObj){units.push({unit:u,priority:priorities[u]});}units.sort(function(a,b)

2022-01-14 13:04:53 UTC 922 IN Data Raw: 73 2e 69 73 46 6f 72 6d 61 74 2e 74 65 73 74 28 66 6f 72 6d 61 74 29 3f 27 66 6f 72 6d 61 74 27 3a 27 73 74
61 6e 64 61 6¢ 6 6e 65 27 5d 5b 6d 2e 64 61 79 28 29 5d 3b 7d Oa 76 61 72 20 64 65 66 61 75 6¢ 74 4c 6f 63 61 6C 65 57
65 65 6b 64 61 79 73 53 68 6f 72 74 3d 27 53 75 6e 5f 4d 6f 6e 5f 54 75 65 5f 57 65 64 5f 54 68 75 5f 46 72 69 5f 53 61 74
27 2e 73 70 6¢ 69 74 28 27 5f 27 29 3b 66 75 6e 63 74 69 6f 6e 20 6¢ 6f 63 61 6¢ 65 57 65 65 6b 64 61 79 73 53 68 6f 72
7428 6d 29 7b 72 65 74 75 72 6e 28 6d 29 3f 74 68 69 73 2e 5f 77 65 65 6b 64 61 79 73 53 68 6f 72 74 5b 6d 2e 64 61 79
2829 5d 3a 74 68 69 73 2e 5f 77 65 65 6b 64 61 79 73 53 68 6f 72 74 3b 7d 0a 76 61 72 20 64 65 66 61 75 6¢ 74 4c 6f 63
61 6¢ 65 57 65 65 6b 64 61 79 73 4d 69 6e 3d 27 53 75
Data Ascii: s.isFormat.test(format)?'format":'standalone’][m.day()];}var defaultLocaleWeekdaysShort="Sun_Mon_T
ue_Wed_Thu_Fri_Sat"split("_");function localeWeekdaysShort(m){return(m)?this._weekdaysShortm.day()]:this._we
ekdaysShort;}var defaultLocaleWeekdaysMin='Su

2022-01-14 13:04:53 UTC 938 IN Data Raw: 6¢ 2c 69 6e 70 75 74 29 3b 69 66 28 63 6f 6e 66 69 67 2e 5f 74 7a 6d 21 3d 6e 75 6¢ 6¢ 29 7b 63 6f 6e 66 69
67 2e 5f 64 2e 73 65 74 55 54 43 4d 69 6e 75 74 65 73 28 63 6f 6e 66 69 67 2e 5f 64 2e 67 65 74 55 54 43 4d 69 6e 75 74
65 73 28 29 2d 63 6f 6e 66 69 67 2e 5f 74 7a 6d 29 3b 7d Oa 69 66 28 63 6f 6e 66 69 67 2e 5f 6e 65 78 74 44 61 79 29 7b
63 6f 6e 66 69 67 2e 5f 61 5b 48 4f 55 52 5d 3d 32 34 3b 7d 7d 0a 66 75 6e 63 74 69 6f 6e 20 64 61 79 4f 66 59 65 61 72
46 72 6f 6d 57 65 65 6b 49 6e 66 6f 28 63 6f 6e 66 69 67 29 7b 76 61 72 20 77 2¢ 77 65 65 6b 59 65 61 72 2C 77 65 65 6b
2c 77 65 65 6b 64 61 79 2c 64 6f 77 2c 64 6f 79 2¢ 74 65 6d 70 2c 77 65 65 6b 64 61 79 4f 76 65 72 66 6C 6f 77 3b 77 3d
63 6f 6e 66 69 67 2e 5f 77 3b 69 66 28 77 2e 47 47 21 3d
Data Ascii: |,input);if(config._tzm!=null){config._d.setUTCMinutes(config._d.getUTCMinutes()-config._tzm);}if(config._ne
xtDay){config._a[HOUR]=24;}}function dayOfYearFromWeekInfo(config){var w,weekYear,week,weekday,dow,doy,temp,we
ekdayOverflow;w=config._w;if(w.GG!=

2022-01-14 13:04:53 UTC 954 IN Data Raw: 7b 72 65 74 75 72 6e 20 4e 61 4e 3b 7d Oa 74 68 61 74 3d 63 6c 6f 6e 65 57 69 74 68 4f 66 66 73 65 74 28 69
6e 70 75 74 2c 74 68 69 73 29 3b 69 66 28 21 74 68 61 74 2e 69 73 56 61 6¢ 69 64 28 29 29 7b 72 65 74 75 72 6e 20 4e
61 4e 3b 7d Oa 7a 6f 6e 65 44 65 6¢ 74 61 3d 28 74 68 61 74 2e 75 74 63 4f 66 66 73 65 74 28 29 2d 74 68 69 73 2e 75 74
63 4f 66 66 73 65 74 28 29 29 2a 36 65 34 3b 75 6e 69 74 73 3d 6e 6f 72 6d 61 6¢ 69 7a 65 55 6e 69 74 73 28 75 6e 69 74
7329 3b 69 66 28 75 6e 69 74 73 3d 3d 3d 27 79 65 61 72 27 7c 7c 75 6e 69 74 73 3d 3d 3d 27 6d 6f 6e 74 68 27 7c 7c
75 6e 69 74 73 3d 3d 3d 27 71 75 61 72 74 65 72 27 29 7b 6f 75 74 70 75 74 3d 6d 6f 6e 74 68 44 69 66 66 28 74 68 69 7
32c 7468 61 74 29 3b 69 66 28 75 6e 69 74 73 3d 3d 3d 27 71 75
Data Ascii: {return NaN;}that=cloneWithOffset(input,this);if(!that.isValid()){return NaN;}zoneDelta=(that.utcOffset()-th
is.utcOffset())*6e4;units=normalize Units(units);if(units==="year'||units==="month’||units==="quarter'){output=monthDiff(
this, that);if(units==="qu

2022-01-14 13:04:53 UTC 970 IN Data Raw: 29 29 7b 6d 69 6¢ 6¢ 69 73 65 63 6f 6e 64 73 2b 3d 61 62 73 43 65 69 6¢ 28 6d 6f 6e 74 68 73 54 6f 44 61 79
7328 6d 6f 6e 74 68 73 29 2b 64 61 79 73 29 2a 38 36 34 65 35 3b 64 61 79 73 3d 30 3b 6d 6f 6e 74 68 73 3d 30 3b 7d
0a 64 61 74 61 2e 6d 69 6¢ 6¢ 69 73 65 63 6f 6e 64 73 3d 6d 69 6¢ 6¢C 69 73 65 63 6f 62 64 73 25 31 30 30 30 3b 73 65 63
6f 6e 64 73 3d 61 62 73 46 6¢ 6f 6f 72 28 6d 69 6¢ 6¢C 69 73 65 63 6f 6€ 64 73 2f 31 30 30 30 29 3b 64 61 74 61 2€ 73 65
63 6f 6e 64 73 3d 73 65 63 6f 6e 64 73 25 36 30 3b 6d 69 6e 75 74 65 73 3d 61 62 73 46 6¢ 6f 6f 72 28 73 65 63 6f 6e 64
73 2f 36 30 29 3b 64 61 74 61 2e 6d 69 6e 75 74 65 73 3d 6d 69 6e 75 74 65 73 25 36 30 3b 68 6f 75 72 73 3d 61 62 73
46 6¢ 6f 6f 72 28 6d 69 6e 75 74 65 73 2f 36 30 29 3b 64 61 74
Data Ascii: )){milliseconds+=absCeil(monthsToDays(months)+days)*864e5;days=0;months=0;}data.milliseconds=milli
seconds%1000;seconds=absFloor(milliseconds/1000);data.seconds=seconds%60;minutes=absFloor(seconds/60
);data.minutes=minutes%60;hours=absFloor(minutes/60);dat

2022-01-14 13:04:53 UTC 986 IN Data Raw: 29 3b 74 68 69 73 2e 61 64 64 4c 69 6e 65 28 60 73 63 6f 70 65 20 3d 20 24 7b 73 63 6f 70 65 45 78 70 72 7d
60 29 3b 69 66 28 21 63 6f 64 65 42 6¢ 6f 63 6b 29 7b 74 68 69 73 2e 61 64 64 4c 69 6e 65 28 60 73 63 6f 70 65 2e 5f 5f
61 63 63 65 73 73 5f 6d 6f 64 65 5f 5f 20 3d 20 27 72 6f 27 3b 60 29 3b 7d 0a 72 65 74 75 72 6e 20 70 72 6f 74 65 63 74
49 44 3b 7d 0a 73 74 6f 70 50 72 6f 74 65 63 74 53 63 6f 70 65 28 70 72 6f 74 65 63 74 49 44 29 7b 74 68 69 73 2e 72 6f
6f 74 43 6f 6e 74 65 78 74 2e 70 72 6f 74 65 63 74 65 64 53 63 6f 70 65 4e 75 6d 62 65 72 2d 2d 3b 74 68 69 73 2e 61 64
64 4c 69 6e 65 28 60 73 63 6f 70 65 20 3d 20 5f 6f 72 69 67 53 63 6f 70 65 24 7b 70 72 6f 74 65 63 74 49 44 7d 3b 60 29
3b 7d 7d Oa 43 6f 6d 70 69 6¢ 61 74 69 6f 6e 43 6f 6e 74
Data Ascii: );this.addLine('scope = ${scopeExpr} );if('codeBlock){this.addLine('scope.__access_mode__ ='ro";");}return
protectID;}stopProtectScope(protectID){this.rootContext.protectedScopeNumber--;this.addLine('scope = _origScop
e${protectiD};");}}CompilationCont

2022-01-14 13:04:53 UTC 1002 IN Data Raw: 74 75 72 6e 20 63 6¢ 6f 6e 65 3b 7d 2c 73 68 61 6¢ 6¢ 6f 77 45 71 75 61 6¢ 2C 61 64 64 4e 61 6d 65 53 70 61
63 65 28 76 6e 6f 64 65 29 7b 61 64 64 4e 53 28 76 6e 6f 64 65 2e 64 61 74 61 2c 76 6e 6f 64 65 2e 63 68 69 6¢ 64 72 65
6e 2c 76 6e 6f 64 65 2e 73 65 6¢ 29 3b 7d 2c 56 44 6f 6d 41 72 72 61 79 2c 76 44 6f 6d 54 6f 53 74 72 69 6e 67 2c 67 65
74 43 6f 6d 70 6f 6e 65 6e 74 28 6f 62 6a 29 7b 77 68 69 6¢ 65 28 6f 62 6a 26 26 21 69 73 43 6f 6d 70 6f 6e 65 6e 74 28 6f
62 6a 29 29 7b 6f 62 6a 3d 6f 62 6a 2e 5f 5f 70 72 6f 74 6f 5f 5f 3b 7d 0a 72 65 74 75 72 6e 20 6f 62 6a 3b 7d 2c 67 65 74
53 63 6f 70 65 28 6f 62 6a 2c 70 72 6f 70 65 72 74 79 29 7b 63 6f 6e 73 74 20 6f 62 6a 30 3d 6f 62 6a 3b 77 68 69 6¢ 65
28 6f 62 6a 26 26 21 6f 62 6a 2e 68 61 73 4f 77 6e
Data Ascii: turn clone;},shallowEqual,addNameSpace(vnode){addNS(vnode.data,vnode.children,vnode.sel);},VDomArr
ay,vDomToString,getComponent(obj){while(obj&&!isComponent(obj)){obj=obj.__proto__;}return obj;},getScope(obj,p
roperty){const objO=0bj;while(obj&&!obj.hasOwn
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:53 UTC 1018 IN Data Raw: 69 6¢ 73 3d 74 72 75 65 3b 63 6f 6e 73 74 20 7a 65 72 6f 41 72 67 73 3d 63 74 78 2e 65 73 63 61 70 69 6e 67
3f 60 7b 74 65 78 74 32 20 75 74 69 6¢ 73 2e 76 44 6f 6d 54 6f 53 74 72 69 6e 67 28 73 63 6f 70 65 5b 75 74 69 6¢ 73 2e
7a 65 72 6f 5d 29 7d 60 3a 60 2e 2e 2e 73 63 6f 70 65 5b 75 74 69 6¢ 73 2e 7a 65 72 6f 5d 60 3b 63 74 78 2e 61 64 64 4c
69 6e 65 28 60 63 24 7b 63 74 78 2e 70 61 72 65 6e 74 4e 6f 64 65 7d 2e 70 75 73 68 28 24 7b 7a 65 72 6f 41 72 67 73
7d 29 3b 60 29 3b 7d Oa 72 65 74 75 72 6e 3b 7d Oa 6¢ 65 74 20 65 78 70 72 49 44 3b 69 66 28 74 79 70 65 6f 66 20 76
61 6¢ 75 65 3d 3d 3d 22 73 74 72 69 6e 67 22 29 7b 65 78 70 72 49 44 3d 60 5f 24 7b 63 74 78 2e 67 65 6e 65 72 61 74 6
549 44 28 29 7d 60 3b 63 74 78 2e 61 64 64 4c 69 6e 65 28 60 6¢
Data Ascii: ils=true;const zeroArgs=ctx.escaping? {text: utils.vDomToString(scope|utils.zero])} :"...scope[utils.zero] ;
ctx.addLine("c${ctx.parentNode}.push(${zeroArgs});");}return;}let exprID;if(typeof value==="string"){exprID="_${ctx.gene
ratelD()} ;ctx.addLine(’l

2022-01-14 13:04:53 UTC 1034 IN Data Raw: 64 6f 63 2f 72 65 66 65 72 65 6e 63 65 2f 63 6f 6e 66 69 67 2e 6d 64 23 6d 6f 64 65 20 66 6f 72 20 6d 6f 72 65
20 69 6e 66 6f 72 6d 61 74 69 6f 6e 2e 60 29 3b 7d 7d 2¢ 7d 29 3b 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65
72 74 79 28 63 6f 6e 66 69 67 2¢ 22 65 6e 61 62 6¢ 65 54 72 61 6e 73 69 74 69 6f 6e 73 22 2¢c 7b 67 65 74 28 29 7b 72 65
74 75 72 6e 20 51 57 65 62 2e 65 6e 61 62 6¢ 65 54 72 61 6e 73 69 74 69 6f 6e 73 3b 7d 2c 73 65 74 28 76 61 6¢C 75 65
29 7b 51 57 65 62 2e 65 6e 61 62 6¢ 65 54 72 61 6e 73 69 74 69 6f 6e 73 3d 76 61 6¢ 75 65 3b 7d 2c 7d 29 3b 63 6¢ 61
73 7320 4f 77 6¢ 45 76 65 6e 74 20 65 78 74 65 6e 64 73 20 43 75 73 74 6f 6d 45 76 65 6e 74 7b 63 6f 6e 73 74 72 75 63
74 6f 72 28 63 6f 6d 70 6f 6 65 6e 74 2c 65 76 65 6e 74 54
Data Ascii: doc/reference/config.md#mode for more information.);}},});Object.defineProperty(config,"enableTransitions",
{get(){return QWeb.enableTransitions;},set(value){QWeb.enableTransitions=value;},});class OwlEvent extends Cus
tomEvent{constructor(component,eventT

2022-01-14 13:04:53 UTC 1050 IN Data Raw: 73 75 6¢ 74 3b 7d 0a 69 66 28 70 72 6f 70 44 65 66 2e 6f 70 74 69 6f 6e 61 6¢ 26 26 70 72 6f 70 3d 3d 3d 75
6e 64 65 66 69 6e 65 64 29 7b 72 65 74 75 72 6e 20 74 72 75 65 3b 7d Oa 6¢ 65 74 20 72 65 73 75 6¢ 74 3d 70 72 6f 70
44 65 66 2e 74 79 70 65 3f 69 73 56 61 6¢ 69 64 50 72 6f 70 28 70 72 6f 70 2c 70 72 6f 70 44 65 66 2e 74 79 70 65 29 3a
747275 65 3b 69 66 28 70 72 6f 70 44 65 66 2e 76 61 6¢ 69 64 61 74 65 29 7h 72 65 73 75 6¢ 74 3d 72 65 73 75 6C 74
26 26 70 72 6f 70 44 65 66 2e 76 61 6¢ 69 64 61 74 65 28 70 72 6f 70 29 3b 7d 0a 69 66 28 70 72 6f 70 44 65 66 2e 74 79
70 65 3d 3d 3d 41 72 72 61 79 26 26 70 72 6f 70 44 65 66 2e 65 6¢ 65 6d 65 6e 74 29 7b 66 6f 72 28 6¢ 65 74 20 69 3d 30
2c 69 4c 65 6e 3d 70 72 6f 70 2e 6¢ 65 6e 67 74 68 3b 69 3c 69
Data Ascii: sult;}if(propDef.optional&&prop===undefined){return true;}let result=propDef.type?isValidProp(prop,propDef.t
ype):true;if(propDef.validate){result=result&&prop Def.validate(prop);}if(propDef.type===Array&&propDef.element){for(let
i=0,iLen=prop.length;i<i

2022-01-14 13:04:53 UTC 1066 IN Data Raw: 6f 6d 70 6f 6e 65 6e 74 49 64 5d 2e 70 75 73 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 73
65 6¢ 65 63 74 43 6f 6d 70 61 72 65 55 70 64 61 74 65 28 73 74 6f 72 65 2e 73 74 61 74 65 2c 63 6f 6d 70 6f 6e 65 6e 74
2e 7072 6f 70 73 29 3b 7d 29 3b 75 73 65 43 6f 6e 74 65 78 74 57 69 74 68 43 42 28 73 74 6f 72 65 2c 63 6f 6d 70 6f 6e
65 6e 74 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 6¢ 65 74 20 73 68 6f 75 6¢ 64 52 65 6€ 64 65 72 3d 66 61 6¢ 73 65 3b 66 6f
72 28 6¢ 65 74 20 66 6e 20 6f 66 20 73 74 6f 72 65 2e 75 70 64 61 74 65 46 75 6e 63 74 69 6f 6e 73 5b 63 6f 6d 70 6f 6e
65 6e 74 49 64 5d 29 7b 73 68 6f 75 6¢ 64 52 65 6e 64 65 72 3d 66 6e 28 29 7c 7c 73 68 6f 75 6¢ 64 52 65 6€ 64 65 72 3b
7d 0a 69 66 28 73 68 6f 75 6¢ 64 52 65 6e 64 65 72 29 7b
Data Ascii: omponentld].push(function(){return selectCompareUpdate(store.state,component.props);});useContextW
ithCB(store,component,function(){let shouldRender=false;for(let fn of store.updateFunctions[componentld]){shou
IdRender=fn()||shouldRender;}if(shouldRender){

2022-01-14 13:04:53 UTC 1082 IN Data Raw: 6f 72 5d 3b 7d Oa 6a 51 75 65 72 79 2e 65 61 63 68 28 22 42 6f 6f 6¢ 65 61 6e 20 4e 75 6d 62 65 72 20 53 74
72 69 6e 67 20 46 75 6e 63 74 69 6f 6e 20 41 72 72 61 79 20 44 61 74 65 20 52 65 67 45 78 70 20 4f 62 6a 65 63 74 20
4572 72 6f 72 20 53 79 6d 62 6f 6¢ 22 2e 73 70 6¢ 69 74 28 22 20 22 29 2¢ 66 75 6e 63 74 69 6f 6e 28 69 2c 6e 61 6d 65
29 7b 63 6¢ 61 73 73 32 74 79 70 65 5b 22 5b 6f 62 6a 65 63 74 20 22 2b 6e 61 6d 65 2b 22 5d 22 5d 3d 6e 61 6d 65 2e
74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3b 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 69 73 41 72 72 61 79 4c 69 6b 65 28 6f 62
6a29 7b 76 61 72 20 6¢ 65 6e 67 74 68 3d 21 21 6f 62 6a 26 26 22 6¢ 65 6e 67 74 68 22 69 6e 20 6f 62 6a 26 26 6f 62 6a
2e 6¢ 65 6e 67 74 68 2c 74 79 70 65 3d 74 6f 54 79 70 65 28 6f
Data Ascii: or];}jQuery.each(“Boolean Number String Function Array Date RegExp Object Error Symbol“.split(" *),function(
i,name){class2type[“[object "+name+"]"|=name.toLowerCase();});function isArrayLike(obj){var length=!!lobj&&"length"in obj
&&obj.length,type=toType(o

2022-01-14 13:04:53 UTC 1098 IN Data Raw: 63 68 45 78 70 72 5b 22 43 48 49 4c 44 22 5d 2e 74 65 73 74 28 6d 61 74 63 68 5b 30 5d 29 29 7b 72 65 74 75
72 6e 20 6e 75 6¢ 6¢ 3b 7d 0a 69 66 28 6d 61 74 63 68 5b 33 5d 29 7b 6d 61 74 63 68 5b 32 5d 3d 6d 61 74 63 68 5b 34
5d 7c 7c 6d 61 74 63 68 5b 35 5d 7¢ 7c 22 22 3b 7d 65 6¢ 73 65 20 69 66 28 75 6e 71 75 6f 74 65 64 26 26 72 70 73 65
75 64 6f 2e 74 65 73 74 28 75 6e 71 75 6f 74 65 64 29 26 26 28 65 78 63 65 73 73 3d 74 6f 6b 65 6€ 69 7a 65 28 75 6e 71
75 6f 74 65 64 2c 74 72 75 65 29 29 26 26 28 65 78 63 65 73 73 3d 75 6e 71 75 6f 74 65 64 2e 69 6e 64 65 78 4f 66 28 22
29 22 2c 75 6e 71 75 6f 74 65 64 2e 6¢ 65 6e 67 74 68 2d 65 78 63 65 73 73 29 2d 75 6e 71 75 6f 74 65 64 2e 6¢ 65 6e 67
746829 29 7b 6d 61 74 63 68 5b 30 5d 3d 6d 61 74 63 68 5b 30
Data Ascii: chExpr["CHILD"].test(match[0])){return null;}if(match[3]){match[2]=match[4]||match[5]||"";}else if(unquoted&
&rpseudo.test(unquoted)&&(excess=tokenize(unquoted,true))&&(excess=unquoted.indexOf(")",unquoted.length-excess)-
unquoted.length)){match[0]=match[0

2022-01-14 13:04:53 UTC 1114 IN Data Raw: 74 74 72 69 62 75 74 65 28 22 76 61 6¢ 75 65 22 2c 22 22 29 3b 72 65 74 75 72 6e 20 65 6¢ 2e 66 69 72 73 74
4368 69 6C 64 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 76 61 6¢ 75 65 22 29 3d 3d 3d 22 22 3b 7d 29 29 7b 61 64
64 48 61 6e 64 6¢ 65 28 22 76 61 6¢ 75 65 22 2C 66 75 6€ 63 74 69 6f 6 28 65 6¢ 65 6d 2C 6€ 61 6d 65 2¢ 69 73 58 4d 4¢
29 7b 69 66 28 21 69 73 58 4d 4c 26 26 65 6¢ 65 6d 2e 6e 6f 64 65 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29
3d 3d 3d 22 69 6e 70 75 74 22 29 7b 72 65 74 75 72 6e 20 65 6¢ 65 6d 2e 64 65 66 61 75 6¢ 74 56 61 6¢ 75 65 3b 7d 7d
29 3b 7d 0a 69 66 28 21 61 73 73 65 72 74 28 66 75 6e 63 74 69 6f 6e 28 65 6¢ 29 7h 72 65 74 75 72 6e 20 65 6¢ 2e 67 6
5744174747269 62 75 74 65 28 22 64 69 73 61 62 6¢ 65 64 22
Data Ascii: ttribute("value®,"");return el.firstChild.getAttribute("value")==="";})){addHandle("value",function(elem,nam
e,isXML){if(lisXML&&elem.nodeName.toLowerCase()==="input"){return elem.defaultValue;}});}if(!assert(function(el){return
el.getAttribute("disabled"

2022-01-14 13:04:53 UTC 1130 IN Data Raw: 64 61 74 61 2b 22 22 29 7b 72 65 74 75 72 6e 2b 64 61 74 61 3b 7d 0a 69 66 28 72 62 72 61 63 65 2e 74 65
7374286461 746129 29 7b 72 65 74 75 72 6e 20 4a 53 4f 4e 2e 70 61 72 73 65 28 64 61 74 61 29 3b 7d 0a 72 65 74
75 72 6e 20 64 61 74 61 3b 7d 0a 66 75 6e 63 74 69 6f 6e 20 64 61 74 61 41 74 74 72 28 65 6¢ 65 6d 2C 6b 65 79 2C 64 6
1746129 7b 76 61 72 20 6e 61 6d 65 3b 69 66 28 64 61 74 61 3d 3d 3d 75 6e 64 65 66 69 6e 65 64 26 26 65 6¢ 65 6d
2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 31 29 7b 6e 61 6d 65 3d 22 64 61 74 61 2d 22 2b 6b 65 79 2e 72 65 70 6¢ 61 63 65
28 72 6d 75 6¢ 74 69 44 61 73 68 2c 22 2d 24 26 22 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3b 64 61 74 61 3d 65 6C
65 6d 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 6e 61 6d 65 29 3b 69 66
Data Ascii: data+""){return+data;}if(rbrace.test(data)){return JSON.parse(data);}return data;}function dataAttr(elem,key
,data){var name;if(data===undefined&&elem.nodeType===1){name="data-"+key.replace(rmultiDash,"-$&").toLowerCase
();data=elem.getAttribute(name);if
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2022-01-14 13:04:53 UTC 1146 IN Data Raw: 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 6a 51 75 65 72 79 2e 45 76 65 6e 74 28 73 72 63 2c 70 72 6f 70 73 29
3b 7d 0a 69 66 28 73 72 63 26 26 73 72 63 2e 74 79 70 65 29 7b 74 68 69 73 2e 6f 72 69 67 69 6e 61 6¢ 45 76 65 6e 74
3d 7372 63 3b 74 68 69 73 2e 74 79 70 65 3d 73 72 63 2e 74 79 70 65 3b 74 68 69 73 2e 69 73 44 65 66 61 75 6¢ 74 50
72 65 76 65 6e 74 65 64 3d 73 72 63 2e 64 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 7c 7c 73 72 63 2e 64 65 66 61 7
56¢ 74 50 72 65 76 65 6e 74 65 64 3d 3d 3d 75 6e 64 65 66 69 6e 65 64 26 26 73 72 63 2e 72 65 74 75 72 6e 56 61 6¢ 75
65 3d 3d 3d 66 61 6¢ 73 65 3f 72 65 74 75 72 6e 54 72 75 65 3a 72 65 74 75 72 6e 46 61 6¢ 73 65 3b 74 68 69 73 2e 74
61 72 67 65 74 3d 28 73 72 63 2e 74 61 72 67 65 74 26 26 73 72 63 2e
Data Ascii: ){return new jQuery.Event(src,props);}if(src&&src.type){this.originalEvent=src;this.type=src.type;this.isDef
aultPrevented=src.defaultPrevented||src.defaultPrevented===undefined&&src.returnValue===false?return True:retur
nFalse;this.target=(src.target&&src.

2022-01-14 13:04:53 UTC 1162 IN Data Raw: 2c 66 61 6¢ 73 65 2¢ 65 78 74 72 61 29 29 21 3d 3d 75 6e 64 65 66 69 6e 65 64 29 7b 72 65 74 75 72 6e 20 72
6574 3b 7d 0a 72 65 74 75 72 6e 20 73 74 79 6¢ 65 5b 6e 61 6d 65 5d 3b 7d 7d 2¢c 63 73 73 3a 66 75 6e 63 74 69 6f 6e
28 65 6¢ 65 6d 2c 6e 61 6d 65 2¢ 65 78 74 72 61 2¢c 73 74 79 6¢ 65 73 29 7b 76 61 72 20 76 61 6¢C 2C 6€ 75 6d 2C 68 6f 6f
6b 73 2c 6f 72 69 67 4e 61 6d 65 3d 63 61 6d 65 6¢ 43 61 73 65 28 6€ 61 6d 65 29 2¢ 69 73 43 75 73 74 6f 6d 50 72 6f 70
3d 72 63 75 73 74 6f 6d 50 72 6f 70 2e 74 65 73 74 28 6e 61 6d 65 29 3b 69 66 28 21 69 73 43 75 73 74 6f 6d 50 72 6f 70
29 7b 6e 61 6d 65 3d 66 69 6e 61 6¢ 50 72 6f 70 4e 61 6d 65 28 6f 72 69 67 4e 61 6d 65 29 3b 7d Oa 68 6f 6f 6b 73 3d 6a
51 7565 72 79 2e 63 73 73 48 6f 6f 6b 73 5b 6e 61 6d 65 5d
Data Ascii: ,false,extra))!==undefined){return ret;}return style[name];}},css:function(elem,name,extra,styles){var val,n
um,hooks,origName=camelCase(name),isCustomProp=rcustomProp.test(name);if(!isCustomProp){name=finalPr
opName(origName);}hooks=jQuery.cssHooks[name]

2022-01-14 13:04:53 UTC 1178 IN Data Raw: 29 29 21 3d 3d 6e 75 6c 6¢ 29 7b 72 65 74 75 72 6e 20 72 65 74 3b 7d Oa 72 65 74 3d 6a 51 75 65 72 79 2e 66
69 6e 64 2e 61 74 74 72 28 65 6¢ 65 6d 2c 6e 61 6d 65 29 3b 72 65 74 75 72 6e 20 72 65 74 3d 3d 6e 75 6¢ 6¢ 3f 75 6e
64 65 66 69 6e 65 64 3a 72 65 74 3b 7d 2c 61 74 74 72 48 6f 6f 6b 73 3a 7b 74 79 70 65 3a 7b 73 65 74 3a 66 75 6e 63 74
69 6f 6e 28 65 6¢ 65 6d 2¢ 76 61 6¢ 75 65 29 7b 69 66 28 21 73 75 70 70 6f 72 74 2e 72 61 64 69 6f 56 61 6C 75 65 26 26
76 61 6¢ 75 65 3d 3d 3d 22 72 61 64 69 6f 22 26 26 6e 6f 64 65 4e 61 6d 65 28 65 6¢ 65 6d 2¢ 22 69 6e 70 75 74 22 29 29
7b 76 61 72 20 76 61 6¢ 3d 65 6¢ 65 6d 2e 76 61 6¢ 75 65 3b 65 6¢ 65 6d 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22
7479 70 65 22 2c 76 61 6¢ 75 65 29 3b 69 66 28 76 61 6C 29 7b
Data Ascii: ))!==null){return ret;}ret=jQuery.find.attr(elem,name);return ret==null?undefined:ret;} attrHooks:{type:{set
:function(elem,value){if(!support.radioValue&&value==="radio"&&nodeName(elem,"input")){var val=elem.value;elem
.setAttribute("type”,value);if(val){

2022-01-14 13:04:53 UTC 1194 IN Data Raw: 74 7d 3b 7d 7d 7d 7d 7d 7d Oa 72 65 74 75 72 6e 7b 73 74 61 74 65 3a 22 73 75 63 63 65 73 73 22 2c 64 61 74
61 3a 72 65 73 70 6f 6e 73 65 7d 3b 7d Oa 6a 51 75 65 72 79 2e 65 78 74 65 6e 64 28 7b 61 63 74 69 76 65 3a 30 2c 6C
61 73 74 4d 6f 64 69 66 69 65 64 3a 7b 7d 2c 65 74 61 67 3a 7b 7d 2c 61 6a 61 78 53 65 74 74 69 6e 67 73 3a 7b 75 72
6c 3a 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 2c 74 79 70 65 3a 22 47 45 54 22 2¢ 69 73 4c 6f 63 61 6¢ 3a 72 6¢ 6f 63 61
6c 50 72 6f 74 6f 63 6f 6¢ 2e 74 65 73 74 28 6¢ 6f 63 61 74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6¢ 29 2¢ 67 6¢ 6f 62 61 6C 3a
74727565 2c 70 72 6f 63 65 73 73 44 61 74 61 3a 74 72 75 65 2c 61 73 79 6e 63 3a 74 72 75 65 2c 63 6f 6e 74 65 6e 74
54 7970 65 3a 22 61 70 70 6¢ 69 63 61 74 69 6f 6e 2f 78 2d
Data Ascii: t};}}}}}}return{state:"success",data:response};}jQuery.extend({active:0,lastModified:{} etag:{} ajaxSettings:
{url:location.href,type:"GET" isLocal:rlocalProtocol.test(location.protocol),global:true,processData:true,async:true,co
ntentType:"application/x-

2022-01-14 13:04:53 UTC 1210 IN Data Raw: 69 6e 4c 65 66 74 22 2c 74 72 75 65 29 7d 3b 7d 2c 6f 66 66 73 65 74 50 61 72 65 6e 74 3a 66 75 6e 63 74 69
6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6f 66 66 73
65 74 50 61 72 65 6e 74 3d 74 68 69 73 2e 6f 66 66 73 65 74 50 61 72 65 6e 74 3b 77 68 69 6¢ 65 28 6f 66 66 73 65 74
50 61 72 65 6e 74 26 26 6a 51 75 65 72 79 2e 63 73 73 28 6f 66 66 73 65 74 50 61 72 65 6e 74 2c 22 70 6f 73 69 74 69 6f
6e 2229 3d 3d 3d 22 73 74 61 74 69 63 22 29 7b 6f 66 66 73 65 74 50 61 72 65 6e 74 3d 6f 66 66 73 65 74 50 61 72 65
6e 74 2e 6f 66 66 73 65 74 50 61 72 65 6e 74 3b 7d 0a 72 65 74 75 72 6e 20 6f 66 66 73 65 74 50 61 72 65 6e 74 7c 7c 64
6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 3b 7d 29 3b 7d 7d 29
Data Ascii: inLeft" true)};},offsetParent:function(){return this.map(function(){var offsetParent=this.offsetParent;while
(offsetParent&&jQuery.css(offsetParent, "position”)==="static"){offsetParent=offsetParent.offsetParent;}return offsetPare
nt||documentElement;});}})

2022-01-14 13:04:53 UTC 1226 IN Data Raw: 73 65 74 73 5b 30 5d 29 3f 77 69 64 74 68 2f 31 30 30 3a 31 29 2c 70 61 72 73 65 46 6¢ 6f 61 74 28 6f 66 66
7365 74 73 5b 31 5d 29 2a 28 72 70 65 72 63 65 6e 74 2e 74 65 73 74 28 6f 66 66 73 65 74 73 5b 31 5d 29 3f 68 65 69
67 68 74 2f 31 30 30 3a 31 29 5d 3b 7d 0a 66 75 6e 63 74 69 6f 6e 20 70 61 72 73 65 43 73 73 28 65 6¢ 65 6d 65 6e 74 2¢
7072 6f 706572747929 7h 72 6574 75 72 6e 20 70 61 72 73 65 49 6e 74 28 24 2e 63 73 73 28 65 6¢ 65 6d 65 6e 74
2c 70 72 6f 70 65 72 74 79 29 2¢ 31 30 29 7c 7c 30 3b 7d 0a 66 75 6e 63 74 69 6f 6e 20 67 65 74 44 69 6d 65 6e 73 69 6f
6e 73 28 65 6¢ 65 6d 29 7b 76 61 72 20 72 61 77 3d 65 6¢ 65 6d 5b 30 5d 3b 69 66 28 72 61 77 2e 6e 6f 64 65 54 79 70 6
53d 3d 3d 3929 7b 72 65 74 75 72 6e 7b 77 69 64 74 68 3a 65 6¢
Data Ascii: sets[0])?width/100:1),parseFloat(offsets[1])*(rpercent.test(offsets[1])?height/100:1)];}unction parseCss(el
ement,property){return parselnt($.css(element,property),10)||0;}function getDimensions(elem){var raw=elem[0];if(raw.node
Type===9){return{width:el

2022-01-14 13:04:53 UTC 1242 IN Data Raw: 74 5b 30 5d 2e 70 61 72 65 6e 74 4e 6f 64 65 7c 7c 69 6e 73 74 61 6e 63 65 2e 65 6¢ 65 6d 65 6e 74 5b 30 5d
2e 70 61 72 65 6e 74 4e 6f 64 65 2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 31 31 29 29 7b 72 65 74 75 72 6e 3b 7d Oa 66 6f 72
2869 3d 30 3b 69 3c 73 65 74 2e 6¢ 65 6e 67 74 68 3b 69 2b 2b 29 7b 69 66 28 69 6e 73 74 61 6e 63 65 2e 6f 70 74 69 6f
6e 73 5b 73 65 74 5b 69 5d 5b 30 5d 5d 29 7b 73 65 74 5b 69 5d 5b 31 5d 2e 61 70 70 6¢ 79 28 69 6e 73 74 61 6e 63 65
2e 65 6¢ 65 6d 65 6e 74 2c 61 72 67 73 29 3b 7d 7d 7d 7d 3b 76 61 72 20 73 61 66 65 41 63 74 69 76 65 45 6¢ 65 6d 65
6e 74 3d 24 2e 75 69 2e 73 61 66 65 41 63 74 69 76 65 45 6¢ 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6 28 64 6f 63 75 6
d 65 6e 7429 7b 76 61 72 20 61 63 74 69 76 65 45 6¢ 65 6d 65 6
Data Ascii: t[0].parentNode||instance.element[0].parentNode.nodeType===11)){return;}for(i=0;i<set.length;i++){if(instanc
e.options[set[i][0]])){set[i][1].apply(instance.element,args);}}}};var safeActiveElement=$.ui.safeActiveElement=function(
document){var activeElemen

2022-01-14 13:04:53 UTC 1258 IN Data Raw: 6f 6e 73 2e 72 65 76 65 72 74 3d 73 6f 72 74 61 62 6¢ 65 2e 6f 70 74 69 6f 6e 73 2e 5f 72 65 76 65 72 74 3b 73
6f 72 74 61 62 6¢ 65 2e 6f 70 74 69 6f 6e 73 2e 68 65 6¢ 70 65 72 3d 73 6f 72 74 61 62 6¢C 65 2€ 6f 70 74 69 6f 6e 73 2e 5f
68 65 6¢ 70 65 72 3b 69 66 28 73 6f 72 74 61 62 6C 65 2e 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 29 7h 73 6f 72 74 61 62 6C 65
2e 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 2e 72 65 6d 6f 76 65 28 29 3b 7d 0a 75 69 2e 68 65 6¢ 70 65 72 2e 61 70 70 65 6e 64
54 6f 28 64 72 61 67 67 61 62 6¢C 65 2e 5f 70 61 72 65 6e 74 29 3b 64 72 61 67 67 61 62 6¢ 65 2e 5f 72 65 66 72 65 73 68
4f 66 66 73 65 74 73 28 65 76 65 6e 74 29 3b 75 69 2e 70 6f 73 69 74 69 6f 6e 3d 64 72 61 67 67 61 62 6C 65 2e 5f 67 65
6e 65 72 61 74 65 50 6f 73 69 74 69 6f 6e 28 65 76
Data Ascii: ons.revert=sortable.options._revert;sortable.options.helper=sortable.options._helper;if(sortable.placeholder)
{sortable.placeholder.remove();}ui.helper.appendTo(draggable._parent);draggable._refreshOffsets(event);ui.position=drag
gable._generatePosition(ev
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2022-01-14 13:04:53 UTC 1274 IN Data Raw: 73 65 49 6e 69 74 28 29 3b 7d 2c 5f 64 65 73 74 72 6f 79 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e
5f 6d 6f 75 73 65 44 65 73 74 72 6f 79 28 29 3b 76 61 72 20 77 72 61 70 70 65 72 2c 5f 64 65 73 74 72 6f 79 3d 66 75 6e
63 74 69 6f 6e 28 65 78 70 29 7b 24 28 65 78 70 29 2e 72 65 6d 6f 76 65 44 61 74 61 28 22 72 65 73 69 7a 61 62 6C 65
22 29 2e 72 65 6d 6f 76 65 44 61 74 61 28 22 75 69 2d 72 65 73 69 7a 61 62 6¢ 65 22 29 2e 6f 66 66 28 22 2e 72 65 73
69 7a 61 62 6¢ 65 22 29 2e 66 69 6e 64 28 22 2e 75 69 2d 72 65 73 69 7a 61 62 6¢ 65 2d 68 61 6e 64 6¢ 65 22 29 2e 72 6
5 6d 6f 76 65 28 29 3b 7d 3b 69 66 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 49 73 57 72 61 70 70 65 72 29 7b 5f 64 65 73
74 72 6f 79 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 3b 77 72 61
Data Ascii: selnit();},_destroy:function(){this._mouseDestroy();var wrapper,_destroy=function(exp){$(exp).removeData("re
sizable").removeData("ui-resizable").off(".resizable").find(".ui-resizable-handle").remove();};if(this.elementlsWrapper)
{_destroy(this.element);wra

2022-01-14 13:04:53 UTC 1290 IN Data Raw: 73 65 46 6¢ 6f 61 74 28 65 6¢ 2e 63 73 73 28 22 6¢ 65 66 74 22 29 29 2c 74 6f 70 3a 70 61 72 73 65 46 6¢ 6f
6174 28 65 6¢ 2e 63 73 73 28 22 74 6f 70 22 29 29 7d 29 3b 7d 29 3b 7d 2c 72 65 73 69 7a 65 3a 66 75 6e 63 74 69 6f
6e 28 65 76 65 6e 74 2c 7569 29 7b 76 61 72 20 74 68 61 74 3d 24 28 74 68 69 73 29 2e 72 65 73 69 7a 61 62 6¢ 65 28
22 69 6e 73 74 61 6e 63 65 22 29 2c 6f 3d 74 68 61 74 2e 6f 70 74 69 6f 6e 73 2c 6f 73 3d 74 68 61 74 2e 6f 72 69 67 69
6e 61 6¢ 53 69 7a 65 2c 6f 70 3d 74 68 61 74 2e 6f 72 69 67 69 6e 61 6¢ 50 6 73 69 74 69 6f 6e 2¢ 64 65 6C 74 61 3d 7b
68 65 69 67 68 74 3a 28 74 68 61 74 2e 73 69 7a 65 2e 68 65 69 67 68 74 2d 6f 73 2e 68 65 69 67 68 74 29 7c 7c 30 2¢ 7
769 64 7468 3a 28 74 68 61 74 2e 73 69 7a 65 2e 77 69 64 74 68
Data Ascii: seFloat(el.css("left")),top:parseFloat(el.css("top™))});});},resize:function(event,ui){var that=3(this).resizable("ins
tance"),o=that.options,os=that.originalSize,op=that.originalPosition,delta={height:(that.size.height-os.height)||0,width:
(that.size.width

2022-01-14 13:04:53 UTC 1306 IN Data Raw: 6f 64 79 3f 30 3a 74 68 69 73 2e 6f 66 66 73 65 74 50 61 72 65 6e 74 5b 30 5d 2e 73 63 72 6f 6¢ 6¢ 54 6f 70 29
3b 7d 0a 74 68 69 73 2e 72 65 76 65 72 74 69 6e 67 3d 74 72 75 65 3b 24 28 74 68 69 73 2e 68 65 6¢ 70 65 72 29 2e 61
6e 69 6d 61 74 65 28 61 6e 69 6d 61 74 69 6f 6e 2c 70 61 72 73 65 49 6e 74 28 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 72
6576 65 72 74 2¢ 31 30 29 7c 7c 35 30 30 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 61 74 2e 5f 63 6¢ 65 61 72 28 65 76
65 6e 74 29 3b 7d 29 3b 7d 65 6¢ 73 65 7b 74 68 69 73 2e 5f 63 6¢ 65 61 72 28 65 76 65 6e 74 2c 6e 6f 50 72 6f 70 61 67
61 74 69 6f 6e 29 3b 7d 0a 72 65 74 75 72 6e 20 66 61 6¢ 73 65 3b 7d 2c 63 61 6e 63 65 6¢ 3a 66 75 6e 63 74 69 6f 6e 28
29 7b 69 66 28 74 68 69 73 2e 64 72 61 67 67 69 6e 67 29
Data Ascii: ody?0:this.offsetParent[0].scrollTop);}this.reverting=true;$(this.helper).animate(animation,parselnt(this.op
tions.revert,10)||500,function(){that._clear(event);});}elsefthis._clear(event,noPropagation);}return false;},cancel:function(){if
(this.dragging)

2022-01-14 13:04:53 UTC 1322 IN Data Raw: 2e 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 5b 30 5d 21 3d 3d 74 68 69 73 2e 64 6f 63 75 6d 65 6e 74 5b 30 5d 26
26 24 2e 63 6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 73 63 72 6f 6¢ 6¢ 50 61 72 65 6 74 5b 30 5d 2c 74 68 69 73 2e 6f 66
66 73 65 74 50 61 72 65 6e 74 5b 30 5d 29 29 3f 74 68 69 73 2e 6f 66 66 73 65 74 50 61 72 65 6e 74 3a 74 68 69 73 2e
73 63 72 6f 6¢c 6¢ 50 61 72 65 6e 74 2¢ 73 63 72 6f 6¢ 6¢ 49 73 52 6f 6f 74 4e 6f 64 65 3d 28 2f 28 68 74 6d 6¢ 7C 62 6f 64
79 29 2f 69 29 2e 74 65 73 74 28 73 63 72 6f 6¢ 6¢ 5b 30 5d 2e 74 61 67 4e 61 6d 65 29 3b 69 66 28 74 68 69 73 2e 63 73
7350 6f 73 69 74 69 6f 6e 3d 3d 3d 22 72 65 6¢ 61 74 69 76 65 22 26 26 21 28 74 68 69 73 2e 73 63 72 6f 6¢ 6¢ 50 61 72
65 6e 74 5b 30 5d 21 3d 3d 74 68 69 73 2e 64 6f 63 75 6d
Data Ascii: .scrollParent[0]!==this.document[0]&&$.contains(this.scrollParent[0], this.offsetParent[0])) ?this.offsetParen
t:this.scrollParent,scrolllsRootNode=(/(html|body)/i).test(scroll[0].tagName);if(this.cssPosition==="relative"&&!(this.s
crollParent[0]!==this.docum

2022-01-14 13:04:53 UTC 1338 IN Data Raw: 6e 73 3a 7b 61 70 70 65 6e 64 54 6f 3a 6e 75 6¢ 6¢ 2c 61 75 74 6f 46 6f 63 75 73 3a 66 61 6¢ 73 65 2¢ 64 65
6c 61 79 3a 33 30 30 2c 6d 69 6e 4c 65 6e 67 74 68 3a 31 2c 70 6f 73 69 74 69 6f 6e 3a 7b 6d 79 3a 22 6¢ 65 66 74 20 74
6f 70 22 2¢ 61 74 3a 22 6¢ 65 66 74 20 62 6f 74 74 6f 6d 22 2c 63 6f 6¢ 6¢ 69 73 69 6f 6 3a 22 6e 6f 6e 65 22 7d 2¢ 73 6f
75 72 63 65 3a 6e 75 6¢ 6¢ 2¢ 63 68 61 6e 67 65 3a 6e 75 6¢ 6¢ 2¢ 63 6¢ 6f 73 65 3a 6e 75 6¢ 6C 2C 66 6f 63 75 73 3a 6e
75 6¢ 6¢ 2 6f 70 65 6€ 3a 6e 75 6¢ 6¢ 2¢ 72 65 73 70 6f 6e 73 65 3a 6e 75 6¢ 6¢ 2¢ 73 65 61 72 63 68 3a 6e 75 6¢ 6¢ 2¢
73 65 6¢ 65 63 74 3a 6e 75 6¢ 6¢ 7d 2¢ 72 65 71 75 65 73 74 49 6e 64 65 78 3a 30 2c 70 65 6e 64 69 6e 67 3a 30 2c 5f 63
72 65 61 74 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76
Data Ascii: ns:{appendTo:null,autoFocus:false,delay:300,minLength:1,position:{my:"left top",at:"left bottom",collision:"
none"},source:null,change:null,close:null,focus:null,open:null,response:null,search:null,select:null},requestindex:0,pen
ding:0,_create:function()}{v

2022-01-14 13:04:53 UTC 1354 IN Data Raw: 74 65 2c 6f 6e 53 65 6¢ 65 63 74 2¢ 73 65 74 74 69 6e 67 73 2¢ 70 6f 73 29 7b 76 61 72 20 69 64 2c 62 72 6f
7773657257 69 64 74 68 2c 62 72 6f 77 73 65 72 48 65 69 67 68 74 2c 73 63 72 6f 6¢ 6¢ 58 2C 73 63 72 6f 6C 6C 59 2C
69 6e 73 74 3d 74 68 69 73 2e 5f 64 69 61 6¢ 6f 67 49 6e 73 74 3b 69 66 28 21 69 6e 73 74 29 7b 74 68 69 73 2e 75 75
69 64 2b 3d 31 3b 69 64 3d 22 64 70 22 2b 74 68 69 73 2e 75 75 69 64 3b 74 68 69 73 2e 5f 64 69 61 6¢ 6f 67 49 6e 70 75
74 3d 242822 3c 69 6e 707574207479 7065 3d 27 74 65 78 74 27 20 69 64 3d 27 22 2b 69 64 2b 22 27 20 73 74 79
6c 65 3d 27 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 2d 31 30 30 70 78 3b 20 77 69 64
74 68 3a 20 30 70 78 3b 27 2f 3e 22 29 3b 74 68 69 73 2e 5f 64
Data Ascii: te,onSelect,settings,pos){var id,browserWidth,browserHeight,scrollX,scrollY,inst=this._dialoglnst;if(linst){
this.uuid+=1;id="dp"+this.uuid;this._dialoginput=$("<input type="text' id=""+id+"" style="position: absolute; top: -100px;
width: Opx;'/>");this._d

2022-01-14 13:04:53 UTC 1370 IN Data Raw: 2c 5b 64 61 74 65 53 74 72 2c 69 6e 73 74 5d 29 3b 7d 65 6¢ 73 65 20 69 66 28 69 6e 73 74 2e 69 6e 70 75 74
29 7b 69 6e 73 74 2e 69 6e 70 75 74 2e 74 72 69 67 67 65 72 28 22 63 68 61 6e 67 65 22 29 3b 7d Oa 69 66 28 69 6e 73
74 2e 69 6e 6¢ 69 6e 65 29 7h 74 68 69 73 2e 5f 75 70 64 61 74 65 44 61 74 65 70 69 63 6b 65 72 28 69 6e 73 74 29 3b
7d 65 6¢ 73 65 7b 74 68 69 73 2e 5f 68 69 64 65 44 61 74 65 70 69 63 6b 65 72 28 29 3b 74 68 69 73 2e 5f 6¢ 61 73 74 49
6e 70 75 74 3d 69 6e 73 74 2e 69 6e 70 75 74 5b 30 5d 3b 69 66 28 74 79 70 65 6f 66 28 69 6e 73 74 2e 69 6e 70 75 74 5
b 30 5d 29 21 3d 3d 22 6f 62 6a 65 63 74 22 29 7b 69 6e 73 74 2e 69 6e 70 75 74 2e 74 72 69 67 67 65 72 28 22 66 6f 63
75732229 3b 7d Oa 74 68 69 73 2e 5f 6¢ 61 73 74 49 6e 70 75 74
Data Ascii: ,[dateStr,inst]);}else if(inst.input){inst.input.trigger(“"change”);}if(inst.inline){this._updateDatepicker(inst);}else
{this._hideDatepicker();this._lastinput=inst.input[0];if(typeof(inst.input[0])!=="object"){inst.input.trigger("focus");}this._last
Input

2022-01-14 13:04:53 UTC 1386 IN Data Raw: 68 3e 22 3b 7d 0a 63 61 6¢ 65 6e 64 65 72 2b 3d 74 68 65 61 64 2b 22 3c 2f 74 72 3e 3c 2f 74 68 65 61 64 3e
3c 74 62 6f 64 79 3e 22 3b 64 61 79 73 49 6e 4d 6f 6e 74 68 3d 74 68 69 73 2e 5f 67 65 74 44 61 79 73 49 6e 4d 6f 6e 74
682864 72 61 77 59 65 61 72 2c 64 72 61 77 4d 6f 6e 74 68 29 3b 69 66 28 64 72 61 77 59 65 61 72 3d 3d 3d 69 6e 73
74 2e 73 65 6¢ 65 63 74 65 64 59 65 61 72 26 26 64 72 61 77 4d 6f 6e 74 68 3d 3d 3d 69 6e 73 74 2e 73 65 6¢ 65 63 74
65 64 4d 6f 6e 74 68 29 7b 69 6e 73 74 2e 73 65 6¢ 65 63 74 65 64 44 61 79 3d 4d 61 74 68 2e 6d 69 6e 28 69 6e 73 74 2
e 73 65 6¢ 65 63 74 65 64 44 61 79 2c 64 61 79 73 49 6e 4d 6f 6e 74 68 29 3b 7d Oa 6¢ 65 61 64 44 61 79 73 3d 28 74 68
69 73 2e 5f 67 65 74 46 69 72 73 74 44 61 79 4f 66 4d 6f 6e 74 68
Data Ascii: h>";}calender+=thead+"</tr></thead><tbody>";daysInMonth=this._getDaysInMonth(drawYear,drawMonth);i
f(drawYear===inst.selectedYear&&drawMonth===inst.selectedMonth){inst.selectedDay=Math.min(inst.selectedDay,day
sinMonth);}leadDays=(this._getFirstDayOfMonth
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2022-01-14 13:04:53 UTC 1402 IN Data Raw: 76 65 6e 74 2c 7b 74 6f 6f 6¢c 74 69 70 3a 74 6f 6f 6¢ 74 69 70 7d 29 3b 69 66 28 21 74 6f 6f 6¢ 74 69 70 44 61
74 61 2e 68 69 64 69 6e 67 29 7b 74 6f 6f 6¢ 74 69 70 44 61 74 61 2e 63 6¢ 6f 73 69 6e 67 3d 66 61 6¢ 73 65 3b 7d 7d 2¢
5f 74 6f 6f 6¢ 74 69 70 3a 66 75 6e 63 74 69 6f 6 28 65 6¢ 65 6d 65 6e 74 29 7b 76 61 72 20 74 6f 6f 6¢ 74 69 70 3d 24
28 22 3c 64 69 76 3e 22 29 2e 61 74 74 72 28 22 72 6f 6¢ 65 22 2c 22 74 6f 6f 6¢ 74 69 70 22 29 2c 63 6f 6e 74 65 6e 74
3d 24 28 22 3¢ 64 69 76 3e 22 29 2e 61 70 70 65 6e 64 54 6f 28 74 6f 6f 6¢ 74 69 70 29 2¢c 69 64 3d 74 6f 6f 6¢ 74 69 70
2e 75 6e 69 71 75 65 49 64 28 29 2e 61 74 74 72 28 22 69 64 22 29 3b 74 68 69 73 2e 5f 61 64 64 43 6¢ 61 73 73 28 63
6f 6e 74 65 6e 74 2c 22 75 69 2d 74 6f 6f 6¢ 74 69 70 2d
Data Ascii: vent,{tooltip:tooltip});if(!tooltipData.hiding){tooltipData.closing=false;}},_tooltip:function(element){var tooltip=$("
<div>").attr("role","tooltip"),content=$("<div>").appendTo(tooltip),id=tooltip.uniqueld().attr("id");this._addClass(content,"ui-t
ooltip-

2022-01-14 13:04:53 UTC 1418 IN Data Raw: 6e 74 2e 61 63 74 69 76 65 45 6¢c 65 6d 65 6e 74 3b 69 66 28 65 6¢ 65 6d 65 6e 74 2e 70 61 72 65 6e 74 28 29
2e 69 73 28 22 2e 75 69 2d 65 66 66 65 63 74 73 2d 77 72 61 70 70 65 72 22 29 29 7b 65 6¢ 65 6d 65 6e 74 2e 70 61 72
65 6e 74 28 29 2e 72 65 70 6¢ 61 63 65 57 69 74 68 28 65 6¢ 65 6d 65 6e 74 29 3b 69 66 28 65 6¢ 65 6d 65 6€ 74 5b 30
5d 3d 3d 3d 61 63 74 69 76 65 7c 7c 24 2e 63 6f 6e 74 61 69 6e 73 28 65 6¢ 65 6d 65 6e 74 5b 30 5d 2c 61 63 74 69 76 6
52929 7b 24 28 61 63 74 69 76 65 29 2e 74 72 69 67 67 65 72 28 22 66 6f 63 75 73 22 29 3b 7d 7d 0a 72 65 74 75 72 6e
20 65 6¢ 65 6d 65 6e 74 3b 7d 7d 29 3b 7d 0a 24 2e 65 78 74 65 6e 64 28 24 2e 65 66 66 65 63 74 73 2c 7b 76 65 72 73
69 6f 6e 3a 22 31 2e 31 32 2e 31 22 2c 64 65 66 69 6e 65 3a 66 75 6e
Data Ascii: nt.activeElement;if(element.parent().is(".ui-effects-wrapper")){element.parent().replace With(element);if(ele
ment[0]===active||$.contains(element[0],active)){$(active).trigger("focus");}}return element;}});}$.extend($.effects,{ve
rsion:"1.12.1",define:fun

2022-01-14 13:04:53 UTC 1434 IN Data Raw: 64 69 76 3e 27 3b 73 2b 3d 27 3c 2f 64 69 76 3e 27 3b 7d 0a 65 6¢ 73 65 20 69 66 28 66 75 6¢ 6¢ 29 7b 73 3d
27 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 62 6¢ 6f 63 6b 55 49 20 27 2b 6f 70 74 73 2e 62 6¢ 6f 63 6b 4d 73 67 43 6C 61 73
73 2b 27 20 62 6¢ 6f 63 6b 50 61 67 65 22 20 73 74 79 6¢ 65 3d 22 7a 2d 69 6e 64 65 78 3a 27 2b 28 7a 2b 31 30 29 2b
27 3b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 3b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 22 3e 3c 2f 64 69 76 3e 27 3b 7d
0a 65 6¢ 73 65 7b 73 3d 27 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 62 6¢ 6f 63 6b 55 49 20 27 2b 6f 70 74 73 2e 62 6¢C 6f 63
6b 4d 73 67 43 6¢ 61 73 73 2b 27 20 62 6¢ 6f 63 6b 45 6C 65 6d 65 6 74 22 20 73 74 79 6¢ 65 3d 22 7a 2d 69 6e 64 65
78 3a 27 2b 28 7a 2b 31 30 29 2b 27 3b 64 69 73 70 6¢ 61 79 3a
Data Ascii: div>';s+='</div>"}else if(full){s='<div class="blockUI '+opts.blockMsgClass+' blockPage" style="z-index:'+(
z+10)+';display:none;position:fixed"></div>";}else{s='<div class="blockUI '+opts.blockMsgClass+' blockElement" style="z-
index:'+(z+10)+";display:

2022-01-14 13:04:53 UTC 1450 IN Data Raw: 65 6e 74 2c 70 6f 73 69 74 69 6f 6e 2c 74 6f 74 61 6¢ 2c 70 65 72 63 65 6e 74 29 3b 7d 2c 66 61 6¢ 73 65 29
3b 7d 0a 72 65 74 75 72 6e 20 78 68 72 3b 7d 3b 7d Oa 73 2e 64 61 74 61 3d 6e 75 6¢ 6¢ 3b 76 61 72 20 62 65 66 6f 72
65 53 65 6e 64 3d 73 2e 62 65 66 6f 72 65 53 65 6e 64 3b 73 2e 62 65 66 6f 72 65 53 65 6e 64 3d 66 75 6e 63 74 69 6f 6e
28 78 68 72 2c 6f 29 7b 69 66 28 6f 70 74 69 6f 6e 73 2e 66 6f 72 6d 44 61 74 61 29 7b 6f 2e 64 61 74 61 3d 6f 70 74 69 61
6e 73 2e 66 6f 72 6d 44 61 74 61 3b 7d Oa 65 6¢ 73 65 7b 6f 2e 64 61 74 61 3d 66 6f 72 6d 64 61 74 61 3b 7d Oa 69 66 28
62 65 66 6f 72 65 53 65 6e 64 29 7b 62 65 66 6f 72 65 53 65 6e 64 2e 63 61 6¢ 6¢ 28 74 68 69 73 2¢c 78 68 72 2c 6f 29 3b
7d 7d 3b 72 65 74 75 72 6e 20 24 2e 61 6a 61 78 28 73 29
Data Ascii: ent,position,total,percent);},false);}return xhr;};}s.data=null;var beforeSend=s.beforeSend;s.beforeSend=fun
ction(xhr,0){if(options.formData){o.data=options.formData;}else{o.data=formdata;}if(beforeSend){beforeSend.call(this,xhr
,0);}hireturn $.ajax(s)

2022-01-14 13:04:53 UTC 1466 IN Data Raw: 62 2c 31 2c 67 65 74 5f 66 72 61 67 6d 65 6e 74 29 3b 6a 71 5f 70 61 72 61 6d 2e 73 6f 72 74 65 64 3d 6a 71
5f 70 61 72 61 6d 5f 73 6f 72 74 65 64 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 74 72 61 64 69 74 69 6f 6e 61 6¢ 29 7b 76 61
722061 72 72 3d 5b 5d 2c 6f 62 6a 3d 7b 7d 3b 24 2e 65 61 63 68 28 6a 71 5f 70 61 72 61 6d 28 61 2c 74 72 61 64 69 74
69 6f 6e 61 6¢ 29 2e 73 70 6¢ 69 74 28 27 26 27 29 2c 66 75 6e 63 74 69 6f 6e 28 69 2¢ 76 29 7b 76 61 72 20 6b 65 79 3d
76 2e 72 65 70 6¢ 61 63 65 28 2f 28 3f 3a 25 35 42 7c 3d 29 2e 2a 24 2f 2¢ 27 27 29 2¢ 6b 65 79 5f 6f 62 6a 3d 6f 62 6a
5b 6b 65 79 5d 3b 69 66 28 21 6b 65 79 5f 6f 62 6a 29 7b 6b 65 79 5f 6f 62 6a 3d 6f 62 6a 5b 6b 65 79 5d 3d 5b 5d 3b 61
7272 2e 7075 73 68 28 6b 65 79 29 3b 7d Oa 6b 65 79 5f
Data Ascii: b,1,get_fragment);jq_param.sorted=jq_param_sorted=function(a,traditional){var arr=[],obj={};$.each(jq_param(
a,traditional).split('&'),function(i,v){var key=v.replace(/(?:%5B|=).*$/,") key_obj=obj[key];if('key_obj){key_obj=obj[key]=[];arr
-push(key);}key_

2022-01-14 13:04:53 UTC 1482 IN Data Raw: 7d Oa 74 68 69 73 2e 5f 74 72 69 67 67 65 72 28 22 72 65 76 65 72 74 22 2c 65 76 65 6e 74 2c 74 68 69 73 2e
5f 75 69 48 61 73 68 28 29 29 3b 7d 0a 24 28 22 2e 22 2b 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 68 6f 76 65 72 69 6e 67
43 6¢ 61 73 73 29 2e 6d 6f 75 73 65 6¢ 65 61 76 65 28 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 74 68 69 73 2e 6f 70 74
69 6f 6e 73 2e 68 6f 76 65 72 69 6e 67 43 6¢ 61 73 73 29 3b 74 68 69 73 2e 6d 6f 75 73 65 65 6 74 65 72 65 64 3d 66 61
6c 73 65 3b 69 66 28 74 68 69 73 2e 68 6 76 65 72 69 6e 67 29 7b 77 69 6e 64 6f 77 2e 63 6¢ 65 61 72 54 69 6d 65 6f 75
7428 74 68 69 73 2e 68 6f 76 65 72 69 6e 67 29 3b 7d Oa 74 68 69 73 2e 68 6f 76 65 72 69 6e 67 3d 6e 75 6¢ 6¢ 3b 74 68
69 73 2e 5f 72 65 6¢ 6f 63 61 74 65 5f 65 76 65 6€ 74 3d
Data Ascii: }this._trigger(“revert",event,this._uiHash());}$("."+this.options.hoveringClass).mouseleave().removeClass(th
is.options.hoveringClass);this.mouseentered=false;if(this.hovering){window.clearTimeout(this.hovering);}this.hovering=nu
ll;this._relocate_event=

2022-01-14 13:04:53 UTC 1498 IN Data Raw: 6f 75 6e 64 61 72 69 65 73 28 70 6f 70 70 65 72 2c 72 65 66 65 72 65 6e 63 65 2c 70 61 64 64 69 6e 67 2c 62
6f 75 6e 64 61 72 69 65 73 45 6¢ 65 6d 65 6€ 74 29 7b 76 61 72 20 66 69 78 65 64 50 6f 73 69 74 69 6f 6€ 3d 61 72 67 75
6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 3e 34 26 26 61 72 67 75 6d 65 6e 74 73 5b 34 5d 21 3d 3d 75 6e 64 65 66 69 6e 65
64 3f 61 72 67 75 6d 65 6 74 73 5b 34 5d 3a 66 61 6¢ 73 65 3b 76 61 72 20 62 6f 75 6e 64 61 72 69 65 73 3d 7b 74 6f 70
3a 30 2c 6¢ 65 66 74 3a 30 7d 3b 76 61 72 20 6f 66 66 73 65 74 50 61 72 65 6€ 74 3d 66 69 78 65 64 50 6f 73 69 74 69 6f
6e 3f 67 65 74 46 69 78 65 64 50 6f 73 69 74 69 6f 6e 4f 66 66 73 65 74 50 61 72 65 6e 74 28 70 6f 70 70 65 72 29 3a 66
69 6e 64 43 6f 6d 6d 6f 6e 4f 66 66 73 65 74 50 61 72 65 6e
Data Ascii: oundaries(popper,reference,padding,boundariesElement){var fixedPosition=arguments.length>4&&argume
nts[4]!'==undefined?arguments[4]:false;var boundaries={top:0,left:0};var offsetParent=fixedPosition?getFixedPositionOffse
tParent(popper):findCommonOffsetParen

2022-01-14 13:04:53 UTC 1514 IN Data Raw: 26 6f 76 65 72 66 6¢ 6f 77 73 42 6f 74 74 6f 6d 29 3b 69 66 28 6f 76 65 72 6¢ 61 70 73 52 65 66 7c 7c 6f 76 65
72 66 6¢ 6f 77 73 42 6f 75 6e 64 61 72 69 65 73 7c 7c 66 6¢ 69 70 70 65 64 56 61 72 69 61 74 69 6f 6e 29 7b 64 61 74 61
2e 66 6¢ 69 70 70 65 64 3d 74 72 75 65 3b 69 66 28 6f 76 65 72 6¢ 61 70 73 52 65 66 7c 7c 6f 76 65 72 66 6¢C 6f 77 73 42
6f 75 6e 64 61 72 69 65 73 29 7b 70 6¢ 61 63 65 6d 65 6€ 74 3d 66 6¢ 69 70 4f 72 64 65 72 5b 69 6e 64 65 78 2b 31 5d 3b
7d 0a 69 66 28 66 6¢ 69 70 70 65 64 56 61 72 69 61 74 69 6f 6e 29 7b 76 61 72 69 61 74 69 6f 6e 3d 67 65 74 4f 70 70 6f
7369 74 65 56 61 72 69 61 74 69 6f 6e 28 76 61 72 69 61 74 69 6f 6e 29 3b 7d 0a 64 61 74 61 2e 70 6¢ 61 63 65 6d 65
6e 74 3d 70 6¢ 61 63 65 6d 65 6e 74 2b 28 76 61 72 69 61
Data Ascii: &overflowsBottom);if(overlapsRef||overflowsBoundaries||flippedVariation){data.flipped=true;if(overlapsRef||o
verflowsBoundaries){placement=flipOrder[index+1];}if(flippedVariation){variation=getOppositeVariation(variation);}data.p
lacement=placement+(varia
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2022-01-14 13:04:53 UTC 1530 IN Data Raw: 28 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 65 28 55 74 69 6¢ 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75
6e 63 74 69 6f 6e 28 65 76 65 6e 74 29 7b 72 65 74 75 72 6e 20 5f 74 68 69 73 2e 5f 64 65 73 74 72 6f 79 45 6¢ 65 6d 65
6e 74 28 65 6¢ 65 6d 65 6e 74 2c 65 76 65 6e 74 29 3b 7d 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45
6e 64 28 74 72 61 6e 73 69 74 69 6f 6e 44 75 72 61 74 69 6f 6e 29 3b 7d 3b 5f 70 72 6f 74 6f 2e 5f 64 65 73 74 72 6f 79
45 6¢ 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 20 5f 64 65 73 74 72 6f 79 45 6¢ 65 6d 65 6e 74 28 65 6¢ 65 6d 65 62 74
29 7b 24 28 65 6¢ 65 6d 65 6e 74 29 2e 64 65 74 61 63 68 28 29 2e 74 72 69 67 67 65 72 28 45 76 65 6e 74 2e 43 4c 4Af
53 45 44 29 2e 72 65 6d 6f 76 65 28 29 3b 7d 3b 41 6¢ 65 72 74
Data Ascii: (element).one(Util. TRANSITION_END,function(event){return _this._destroyElement(element,event);}).e
mulateTransitionEnd(transitionDuration);};_proto._destroyElement=function _destroyElement(element){$(element).
detach().trigger(Event. CLOSED).remove();};Alert

2022-01-14 13:04:53 UTC 1546 IN Data Raw: 73 73 4e 61 6d 65 2e 41 43 54 49 56 45 29 3b 24 28 6e 65 78 74 45 6¢ 65 6d 65 6e 74 29 2e 61 64 64 43 6¢ 61
73732843 6¢ 61 73 73 4e 61 6d 65 2e 41 43 54 49 56 45 29 3b 74 68 69 73 2e 5f 69 73 53 6¢ 69 64 69 6e 67 3d 66 61
6¢ 73 65 3b 24 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 73 6¢ 69 64 45 76 65 6€ 74 29
3b 7d 0a 69 66 28 69 73 43 79 63 6¢ 69 6e 67 29 7b 74 68 69 73 2e 63 79 63 6¢ 65 28 29 3b 7d 7d 3b 43 61 72 6f 7573 6
5 6¢ 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 20 5f 6a 51 75 65 72 79 49 6e 74 65 7
266 61 63 65 28 63 6f 6e 66 69 67 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28
29 7b 76 61 72 20 64 61 74 61 3d 24 28 74 68 69 73 29 2e 64 61 74
Data Ascii: ssName.ACTIVE);$(nextElement).addClass(ClassName.ACTIVE);this._isSliding=false;$(this._element).tr
igger(slidEvent);}if(isCycling){this.cycle();}};Carousel._jQueryinterface=function _jQueryInterface(config){return this.
each(function(){var data=$(this).dat

2022-01-14 13:04:53 UTC 1562 IN Data Raw: 65 6¢ 61 74 65 64 54 61 72 67 65 74 29 3b 76 61 72 20 70 61 72 65 6e 74 3d 44 72 6f 70 64 6f 77 6e 2e 5f 67
6574 50 61 72 65 6e 74 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 3b 24 28 70 61 72
65 6e 74 29 2e 74 72 69 67 67 65 72 28 73 68 6f 77 45 76 65 6e 74 29 3b 69 66 28 73 68 6f 77 45 76 65 6e 74 2e 69 73
44 6566 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 72 65 74 75 72 6e 3b 7d Oa 24 28 74 68 69 73 2e 5f 6d 65
6e 7529 2e 74 6f 67 67 6¢ 65 43 6¢c 61 73 73 28 43 6¢ 61 73 73 4e 61 6d 65 2e 53 48 4f 57 29 3b 24 28 70 61 72 65 6e 74
29 2e 74 6f 67 67 6¢ 65 43 6¢ 61 73 73 28 43 6¢ 61 73 73 4e 61 6d 65 2e 53 48 4f 57 29 2e 74 72 69 67 67 65 72 28 24 2
e 45 76 65 6e 74 28 45 76 65 6e 74 2e 53 48 4f 57 4e 2c 72 65 6¢C
Data Ascii: elatedTarget);var parent=Dropdown._getParentFromElement(this._element);$(parent).trigger(showEvent
);if(showEvent.isDefaultPrevented()){return;}$(this._menu).toggleClass(ClassName.SHOW);$(parent).toggleClass(C
lassName.SHOW).trigger($.Event(Event. SHOWN,rel

2022-01-14 13:04:53 UTC 1578 IN Data Raw: 6¢ 6f 77 69 6e 67 26 26 21 69 73 4d 6f 64 61 6¢ 4f 76 65 72 66 6¢ 6f 77 69 6e 67 29 7b 74 68 69 73 2e 5f 65 6¢
65 6d 65 6e 74 2e 73 74 79 6¢ 65 2e 70 61 64 64 69 6e 67 52 69 67 68 74 3d 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72
57 69 64 74 68 2b 22 70 78 22 3b 7d 7d 3b 5f 70 72 6f 74 6f 2e 5f 72 65 73 65 74 41 64 6a 75 73 74 6d 65 6e 74 73 3d 66
75 6e 63 74 69 6f 6e 20 5f 72 65 73 65 74 41 64 6a 75 73 74 6d 65 6e 74 73 28 29 7b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e
74 2e 7374 79 6¢ 65 2e 70 61 64 64 69 6e 67 4c 65 66 74 3d 27 27 3b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 74
79 6¢ 65 2e 70 61 64 64 69 6e 67 52 69 67 68 74 3d 27 27 3b 7d 3b 5f 70 72 6f 74 6f 2e 5f 63 68 65 63 6b 53 63 72 6f 6¢
6c 62 61 72 3d 66 75 6e 63 74 69 6f 6e 20 5f 63 68 65 63
Data Ascii: lowing&&lisModalOverflowing){this._element.style.paddingRight=this._scrollbarWidth+"px";}};_proto._resetAdju
stments=function _resetAdjustments(){this._element.style.paddingLeft=";this._element.style.paddingRight=";};_proto._ch
eckScrollbar=function _chec

2022-01-14 13:04:53 UTC 1594 IN Data Raw: 6¢ 61 63 65 6d 65 6e 74 29 7b 72 65 74 75 72 6e 20 41 74 74 61 63 68 6d 65 6e 74 4d 61 70 5b 70 6c 61 63 65
6d 65 6e 74 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 5d 3b 7d 3b 5f 70 72 6f 74 6f 2e 5f 73 65 74 4c 69 73 74 65 6e 65
7273 3d 66 75 6e 63 74 69 6f 6e 20 5f 73 65 74 4¢c 69 73 74 65 6e 65 72 73 28 29 7h 76 61 72 20 5f 74 68 69 73 34 3d 74
6869 73 3b 76 61 72 20 74 72 69 67 67 65 72 73 3d 74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 72 69 67 67 65 72 2e 73 70
6cC 69 74 28 27 20 27 29 3b 74 72 69 67 67 65 72 73 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 72 69 67
67 65 72 29 7b 69 66 28 74 72 69 67 67 65 72 3d 3d 3d 27 63 6¢ 69 63 6b 27 29 7b 24 28 5f 74 68 69 73 34 2e 65 6¢ 65 6
d 65 6e 74 29 2e 6f 6e 28 5f 74 68 69 73 34 2e 63 6f 6e 73 74 72
Data Ascii: lacement){return AttachmentMap[placement.toUpperCase()];};_proto._setListeners=function _setListeners(){var
_this4=this;var triggers=this.config.trigger.split(' *);triggers.forEach(function(trigger){if(trigger==="click'){$(_this4.element)
.on(_this4.constr

2022-01-14 13:04:53 UTC 1610 IN Data Raw: 74 3d 74 68 69 73 2e 5f 61 63 74 69 76 65 54 61 72 67 65 74 21 3d 3d 74 68 69 73 2e 5f 74 61 72 67 65 74 73
5b 69 5d 26 26 73 63 72 6f 6¢ 6¢ 54 6f 70 3e 3d 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 5b 69 5d 26 26 28 74 79 70 65 6f
66 20 74 68 69 73 2e 5f 6 66 66 73 65 74 73 5b 69 2b 31 5d 3d 3d 3d 27 75 6e 64 65 66 69 6e 65 64 27 7c 7c 73 63 72 6f
6c 6¢ 54 6f 70 3c 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 5b 69 2b 31 5d 29 3b 69 66 28 69 73 41 63 74 69 76 65 54 61 72
67 65 74 29 7b 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 74 68 69 73 2e 5f 74 61 72 67 65 74 73 5b 69 5d 29 3b 7d
7d 7d 3b 5f 70 72 6f 74 6f 2e 5f 61 63 74 69 76 61 74 65 3d 66 75 6e 63 74 69 6f 6e 20 5f 61 63 74 69 76 61 74 65 28 74
61 7267 65 74 29 7b 74 68 69 73 2e 5f 61 63 74 69 76 65 54
Data Ascii: t=this._activeTarget!==this._targets[i]&&scrollTop>=this._offsets[i]&&(typeof this._offsets[i+1]==="undefine
d'[|scrollTop<this._offsets[i+1]);if(isActive Target){this._activate(this._targets]i]);}}};_proto._activate=function _activate(targ
et){this._activeT

2022-01-14 13:04:53 UTC 1626 IN Data Raw: 77 6e 27 2c 27 73 68 69 66 74 27 3a 31 36 2c 31 36 3a 27 73 68 69 66 74 27 2c 27 63 6f 6e 74 72 6f 6¢ 27 3a
3137 2c 31 37 3a 27 63 6f 6e 74 72 6f 6¢ 27 2c 27 73 70 61 63 65 27 3a 33 32 2¢ 33 32 3a 27 73 70 61 63 65 27 2¢ 27 74
27 3a 38 34 2c 38 34 3a 27 74 27 2c 27 64 65 6¢ 65 74 65 27 3a 34 36 2¢ 34 36 3a 27 64 65 6¢ 65 74 65 27 7d 2c 56 69
65 77 4d 6f 64 65 73 3d 5b 27 74 69 6d 65 73 27 2c 27 64 61 79 73 27 2c 27 6d 6f 6e 74 68 73 27 2c 27 79 65 61 72 73 27
2c 27 64 65 63 61 64 65 73 27 5d 2c 6b 65 79 53 74 61 74 65 3d 7b 7d 2c 6b 65 79 50 72 65 73 73 48 61 6€ 64 6C 65 64
3d 7b 7d 3b 76 61 72 20 4d 69 6e 56 69 65 77 4d 6f 64 65 4e 75 6d 62 65 72 3d 30 2c 44 65 66 61 75 6¢ 74 3d 7b 74 69 6
d 65 5a 6f 6e 65 3a 27 27 2c 66 6f 72 6d 61 74 3a 66 61 6¢ 73 65
Data Ascii: wn','shift':16,16:'shift','control':17,17:'control','space:32,32:'space’, t:84,84:'t','delete":46,46:'delete'}, ViewModes=
[times','days','months','years’,'decades'] keyState={} keyPressHandled={};var MinViewModeNumber=0,Default={timeZon
e:" format:false

2022-01-14 13:04:53 UTC 1642 IN Data Raw: 6e 20 6f 62 6a 65 63 74 27 29 3b 7d Oa 24 2e 65 78 74 65 6e 64 28 74 72 75 65 2c 74 68 69 73 2e 5f 6f 70 74
69 6f 6e 73 2c 6e 65 77 4f 70 74 69 6f 6e 73 29 3b 76 61 72 20 73 65 6¢ 66 3d 74 68 69 73 3b 24 2e 65 61 63 68 28 74 68
69 73 2e 5f 6f 70 74 69 6f 6e 73 2c 66 75 6e 63 74 69 6f 6e 28 6b 65 79 2c 76 61 6¢ 75 65 29 7b 69 66 28 73 65 6C 66 5b
6b 65 79 5d 21 3d 3d 75 6e 64 65 66 69 6e 65 64 29 7b 73 65 6¢ 66 5b 6b 65 79 5d 28 76 61 6¢ 75 65 29 3b 7d 7d 29 3b
7d 3b 44 61 74 65 54 69 6d 65 50 69 63 6b 65 72 2e 70 72 6f 74 6f 74 79 70 65 2e 64 61 74 65 3d 66 75 6e 63 74 69 6f 6
20 64 61 74 65 28 6e 65 77 44 61 74 65 2c 69 6e 64 65 78 29 7b 69 6e 64 65 78 3d 69 6e 64 65 78 7c 7c 30 3b 69 66 28
61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 3d 3d 3d 30 29
Data Ascii: n object’);}$.extend(true,this._options,newOptions);var self=this;$.each(this._options,function(key,value){i
f(self[key]!==undefined){self[key](value);}});};Date TimePicker.prototype.date=function date(newDate,index){index=index||
0;if(arguments.length===0)
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2022-01-14 13:04:54 UTC 1658 IN Data Raw: 74 65 3d 5f 61 6¢ 6¢ 6f 77 4d 75 6¢ 74 69 64 61 74 65 3b 7d 3b 44 61 74 65 54 69 6d 65 50 69 63 6b 65 72 2e
7072 6f 74 6f 74 79 70 65 2e 6d 75 6¢ 74 69 64 61 74 65 53 65 70 61 72 61 74 6f 72 3d 66 75 6€ 63 74 69 6f 6e 20 6d 75
6C 74 69 64 61 74 65 53 65 70 61 72 61 74 6f 72 28 5f 6d 75 6C 74 69 64 61 74 65 53 65 70 61 72 61 74 6f 72 29 7b 69 66
2861 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74 68 3d 3d 3d 30 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 6f 70 74 69
6f 6e 73 2e 6d 75 6¢ 74 69 64 61 74 65 53 65 70 61 72 61 74 6f 72 3b 7d 0a 69 66 28 74 79 70 65 6f 66 20 5f 6d 75 6¢ 74
69 64 61 74 65 53 65 70 61 72 61 74 6f 72 21 3d 3d 27 73 74 72 69 6e 67 27 7c 7c 5f 6d 75 6¢ 74 69 64 61 74 65 53 65 70
6172 61 74 6f 72 2e 6¢ 65 6e 67 74 68 3e 31 29 7b 74 68
Data Ascii: te=_allowMultidate;};Date TimePicker.prototype.multidate Separator=function multidateSeparator(_mult
idateSeparator){if(arguments.length===0){return this._options.multidateSeparator;}if(typeof _multidateSeparator!=="strin
g'||_multidateSeparator.length>1){th

2022-01-14 13:04:54 UTC 1674 IN Data Raw: 64 65 3d 66 61 6¢ 73 65 2c 6d 61 78 44 61 74 65 44 65 63 61 64 65 3d 66 61 6¢ 73 65 2¢ 65 6€ 64 44 65 63 61
64 6559 65 61 72 3d 76 6f 69 64 20 30 2c 68 74 6d 6¢ 3d 27 27 3b 64 65 63 61 64 65 73 56 69 65 77 48 65 61 64 65 72
2e 65 71 28 30 29 2e 66 69 6e 64 28 27 73 70 61 6e 27 29 2e 61 74 74 72 28 27 74 69 74 6¢ 65 27 2c 74 68 69 73 2e 5f 6f
70 74 69 6f 6e 73 2e 74 6f 6f 6¢ 74 69 70 73 2e 70 72 65 76 43 65 6e 74 75 72 79 29 3b 64 65 63 61 64 65 73 56 69 65 77
48 65 61 64 65 72 2e 65 71 28 32 29 2e 66 69 6e 64 28 27 73 70 61 6e 27 29 2e 61 74 74 72 28 27 74 69 74 6¢ 65 27 2¢
74 68 69 73 2e 5f 6f 70 74 69 6f 6e 73 2e 74 6f 6f 6¢ 74 69 70 73 2e 6e 65 78 74 43 65 6e 74 75 72 79 29 3b 64 65 63 61
64 65 73 56 69 65 77 2e 66 69 6e 64 28 27 2e 64 69 73 61 62 6C
Data Ascii: de=false,maxDateDecade=false,endDecadeYear=void 0,htm|=";decadesViewHeader.eq(0).find('span’).att
r(‘'title',this._options.tooltips.prevCentury);decadesViewHeader.eq(2).find('span’).attr('title',this._options.tooltips.nextCentury
);decadesView.find(".disabl

2022-01-14 13:04:54 UTC 1690 IN Data Raw: 6f 66 20 5f 77 69 64 67 65 74 50 6f 73 69 74 69 6f 6e 69 6e 67 2e 68 6f 72 69 7a 6f 6e 74 61 6¢ 21 3d 3d 27 73
7472 69 6e 67 27 29 7b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 77 69 64 67 65 74 50 6f 73 69 74
69 6f 6e 69 6e 67 28 29 20 68 6f 72 69 7a 6f 6e 74 61 6¢ 20 76 61 72 69 61 62 6¢ 65 20 6d 75 73 74 20 62 65 20 61 20 73
7472 69 6e 67 27 29 3b 7d Oa 5f 77 69 64 67 65 74 50 6f 73 69 74 69 6f 6e 69 6e 67 2e 68 6f 72 69 7a 6f 6e 74 61 6¢ 3d
5f 77 69 64 67 65 74 50 6f 73 69 74 69 6f 6e 69 6e 67 2e 68 6f 72 69 7a 6f 6e 74 61 6¢ 2e 74 6f 4c 6f 77 65 72 43 61 73 65
2829 3b 69 66 28 68 6f 72 69 7a 6f 6e 74 61 6¢ 4d 6f 64 65 73 2e 69 6e 64 65 78 4f 66 28 5f 77 69 64 67 65 74 50 6f 73
69 74 69 6f 6e 69 6e 67 2e 68 6f 72 69 7a 6f 6e 74
Data Ascii: of _widgetPositioning.horizontal!=="string’){throw new TypeError(‘widgetPositioning() horizontal variable must be
a string’);}_widgetPositioning.horizontal=_widgetPositioning.horizontal.toLowerCase();if(horizontalModes.indexOf(_
widgetPositioning.horizont

2022-01-14 13:04:54 UTC 1706 IN Data Raw: 7b 76 61 72 20 63 6f 75 6e 74 65 72 3d 31 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74
75 72 6e 20 63 6f 75 6e 74 65 72 2b 2b 3b 7d 3b 7d 28 29 29 3b 66 75 6e 63 74 69 6f 6e 20 72 65 69 6e 73 65 72 74 45
6c 65 6d 65 6e 74 28 65 6¢ 65 6d 65 6€ 74 29 7b 76 61 72 20 70 6¢ 61 63 65 68 6f 6C 64 65 72 3d 24 28 64 6f 63 75 6d 65
6e 74 2e 63 72 65 61 74 65 54 65 78 74 4e 6f 64 65 28 27 27 29 29 3b 65 6¢ 65 6d 65 6e 74 2e 62 65 66 6 72 65 28 70 6¢
61 63 65 68 6f 6¢ 64 65 72 29 3b 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 2e 62 65 66 6f 72 65 28 65 6¢ 65 6d 65 6 74 29 3b 70
6c 61 63 65 68 6f 6¢ 64 65 72 2e 72 65 6d 6f 76 65 28 29 3b 7d 0a 66 75 6e 63 74 69 6f 6e 20 73 74 72 69 70 44 69 61 63
72697469 63 732873747229 7hb 66 75 6e 63 74 69 6f 6e
Data Ascii: {var counter=1;return function(){return counter++;};}());function reinsertElement(element){var placeholder=$
(document.createTextNode("));element.before(placeholder);placeholder.before(element);placeholder.remove();}function str
ipDiacritics(str){function

2022-01-14 13:04:54 UTC 1722 IN Data Raw: 53 65 6¢ 65 63 74 32 3a 20 54 68 65 20 60 66 6f 72 6d 61 74 4e 6f 52 65 73 75 6¢ 74 73 60 20 6f 70 74 69 6f
6e 20 68 61 73 20 62 65 65 6e 20 72 65 6e 61 6d 65 64 20 74 6f 20 60 6¢ 61 6e 67 75 61 67 65 2e 6e 6f 52 65 73 75 6C 74
7360 20 69 6e 20 53 65 6¢ 65 63 74 32 20 34 2e 30 2e 30 2e 27 29 3b 7d 0a 69 66 28 6f 70 74 73 2e 66 6f 72 6d 61 74
53 6561 72 63 68 69 6e 67 21 3d 6e 75 6¢ 6¢ 29 7h 63 6f 6e 73 6f 6¢ 65 2e 77 61 72 6e 28 27 53 65 6¢ 65 63 74 32 3a 20
54 68 65 20 60 66 6f 72 6d 61 74 53 65 61 72 63 68 69 6 67 60 20 6f 70 74 69 6f 6e 20 68 61 73 20 62 65 65 6e 20 72 65
6e 61 6d 65 64 20 74 6f 20 60 6¢ 61 6e 67 75 61 67 65 2e 73 65 61 72 63 68 69 6e 67 60 20 69 6e 20 53 65 6¢ 65 63 74
3220 34 2e 30 2e 30 2e 27 29 3b 7d 0a 69 66 28 6f 70 74 73 2e
Data Ascii: Select2: The ‘formatNoResults™ option has been renamed to ‘language.noResults’ in Select2 4.0.0.");}if(opts.
formatSearching!=null){console.warn('Select2: The ‘formatSearching™ option has been renamed to ‘language.searching’ in
Select2 4.0.0.");}if(opts.

2022-01-14 13:04:54 UTC 1738 IN Data Raw: 66 28 65 6c 2e 6¢ 65 6e 67 74 68 3d 3d 30 29 7b 74 68 69 73 2e 72 65 6d 6f 76 65 48 69 67 68 6¢ 69 67 68 74
2829 3b 7d 7d 2c 6¢ 6f 61 64 4d 6f 72 65 49 66 4e 65 65 64 65 64 3a 66 75 6e 63 74 69 6f 6 28 29 7b 76 61 72 20 72 65
7375 6¢ 74 73 3d 74 68 69 73 2e 72 65 73 75 6¢ 74 73 2c 6d 6f 72 65 3d 72 65 73 75 6¢ 74 73 2e 66 69 6e 64 28 22 6¢ 69
2e 73 65 6¢ 65 63 74 32 2d 6d 6f 72 65 2d 72 65 73 75 6¢ 74 73 22 29 2¢ 62 65 6¢ 6f 77 2¢ 70 61 67 65 3d 74 68 69 73 2e
726573 75 6¢ 74 7350 61 67 65 2b 31 2c 73 65 6¢ 66 3d 74 68 69 73 2¢ 74 65 72 6d 3d 74 68 69 73 2e 73 65 61 72 63
68 2e 76 61 6¢ 28 29 2c 63 6f 6e 74 65 78 74 3d 74 68 69 73 2e 63 6f 6e 74 65 78 74 3b 69 66 28 6d 6f 72 65 2e 6¢ 65 6e
67 74 68 3d 3d 3d 30 29 72 65 74 75 72 6e 3b 62 65 6¢ 6f 77
Data Ascii: f(el.length==0){this.removeHighlight();}},loadMorelfNeeded:function(){var results=this.results,more=results.
find("li.select2-more-results"),below,page=this.resultsPage+1,self=this,term=this.search.val(),context=this.context;if(m
ore.length===0)return;below

2022-01-14 13:04:54 UTC 1754 IN Data Raw: 6¢ 69 67 68 74 61 62 6¢ 65 43 68 6f 69 63 65 73 28 29 2e 65 61 63 68 32 28 66 75 6e 63 74 69 6f 6e 28 69 2¢
65 6¢ 6d 29 7b 69 66 28 65 71 75 61 6¢ 28 73 65 6C 66 2e 69 64 28 65 6¢ 6d 2e 64 61 74 61 28 22 73 65 6C 65 63 74 32
2d 64 61 74 61 22 29 29 2c 73 65 6¢ 66 2e 6f 70 74 73 2e 65 6¢ 65 6d 65 6e 74 2e 76 61 6¢ 28 29 29 29 7b 73 65 6¢ 65
63 74 65 64 3d 69 3b 72 65 74 75 72 6e 20 66 61 6¢ 73 65 3b 7d 7d 29 3b 69 66 28 6e 6f 48 69 67 68 6¢ 69 67 68 74 55 7
06461 7465 21 3d 3d 66 61 6¢ 73 65 29 7b 69 66 28 69 6e 69 74 69 61 6¢ 3d 3d 3d 74 72 75 65 26 26 73 65 6¢ 65 63 74
65 64 3e 3d 30 29 7b 74 68 69 73 2e 68 69 67 68 6¢ 69 67 68 74 28 73 65 6C 65 63 74 65 64 29 3b 7d 65 6C 73 65 7h 74
68 69 73 2e 68 69 67 68 6¢ 69 67 68 74 28 30 29 3b 7d 7d 0a 69 66 28
Data Ascii: lightableChoices().each2(function(i,elm){if(equal(self.id(elm.data("select2-data")),self.opts.element.val()))
{selected=i;return false;}});if(noHighlightUpdate!==false){if(initial===true&&selected>=0){this.highlight(selected); }else{this.hi
ghlight(0);}}if(

2022-01-14 13:04:54 UTC 1770 IN Data Raw: 64 65 42 6f 72 64 65 72 50 61 64 64 69 6e 67 3d 67 65 74 53 69 64 65 42 6f 72 64 65 72 50 61 64 64 69 6e 67
2874 68 69 73 2e 73 65 61 72 63 68 29 3b 6d 69 6e 69 6d 75 6d 57 69 64 74 68 3d 6d 65 61 73 75 72 65 54 65 78 74 57
69 64 74 68 28 74 68 69 73 2e 73 65 61 72 63 68 29 2b 31 30 3b 6¢ 65 66 74 3d 74 68 69 73 2e 73 65 61 72 63 68 2e 6f
66 66 73 65 74 28 29 2e 6¢ 65 66 74 3b 6d 61 78 57 69 64 74 68 3d 74 68 69 73 2e 73 65 6¢ 65 63 74 69 6f 6e 2e 77 69 6
474 68 28 29 3b 63 6f 6e 74 61 69 6e 65 72 4¢c 65 66 74 3d 74 68 69 73 2e 73 65 6¢ 65 63 74 69 6f 6e 2e 6f 66 66 73 65
74 28 29 2e 6¢ 65 66 74 3b 73 65 61 72 63 68 57 69 64 74 68 3d 6d 61 78 57 69 64 74 68 2d 28 6¢ 65 66 74 2d 63 6f 6e
74 61 69 6e 65 72 4c 65 66 74 29 2d 73 69 64 65 42 6f 72 64 65 72 50
Data Ascii: deBorderPadding=getSideBorderPadding(this.search);minimumWidth=measureTextWidth(this.search)+10;le
ft=this.search.offset().left;maxWidth=this.selection.width();containerLeft=this.selection.offset().left;searchWidth=maxWidth-
(left-containerLeft)-sideBorderP

Copyright Joe Security LLC 2022 Page 58 of 85



kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:54 UTC 1786 IN Data Raw: 65 5d 3b 72 65 74 75 72 6e 20 74 68 69 73 3b 7d 7d 3b 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 45 3b 7d
29 2c 28 66 75 6e 63 74 69 6f 6e 28 6d 6f 64 75 6¢ 65 2¢ 65 78 70 6f 72 74 73 2¢ 5f 5f 77 65 62 70 61 63 6b 5f 72 65 71 75
69 72 65 5f 5f 29 7b 76 61 72 20 5f 5f 57 45 42 50 41 43 4b 5f 41 4d 44 5f 44 45 46 49 4e 45 5f 46 41 43 54 4f 52 59 5f 5f
2c 5f 5f 57 45 42 50 41 43 4b 5f 41 4d 44 5f 44 45 46 49 4e 45 5f 41 52 52 41 59 5f 5f 2¢ 5f 5f 57 45 42 50 41 43 4b 5f 41
4d 44 5f 44 45 46 49 4e 45 5f 52 45 53 55 4c 54 5f 5f 3b 28 66 75 6e 63 74 69 6f 6e 28 67 6¢ 6f 62 61 6¢ 2C 66 61 63 74 6f
727929 7b 69 66 28 74 72 75 65 29 7b 21 28 5f 5f 57 45 42 50 41 43 4b 5f 41 4d 44 5f 44 45 46 49 4e 45 5f 41 52 52 41
59 5f 5f 3d 5b 6d 6f 64 75 6¢ 65 2¢ 5f 5f 77
Data Ascii: e];return this;}};module.exports=E;}),(function(module,exports,__webpack_require__ )}{var _ WEBPACK_
AMD_DEFINE_FACTORY__,_ WEBPACK_AMD_DEFINE_ARRAY__,  WEBPACK_AMD_DEFINE_RESULT__;
(function(global,factory){if(true){!(_ WEBPACK_AMD_DEFINE_ARRAY__=[module,__ w

2022-01-14 13:04:54 UTC 1802 IN Data Raw: 56 65 63 74 6f 72 28 42 43 76 65 63 74 6f 72 2e 78 2b 43 44 76 65 63 74 6f 72 2e 78 2c 42 43 76 65 63 74 6f
722e 79 2b 43 44 76 65 63 74 6 72 2e 79 29 29 2e 72 65 76 65 72 73 65 28 29 2e 72 65 73 69 7a 65 54 6f 28 4d 61 74
68 2e 6d 61 78 28 6d 69 6e 6¢ 65 6e 66 72 61 63 74 69 6f 6e 2¢ 42 43 44 61 6e 67 6¢ 65 29 2a 6d 61 78 6¢C 65 6€ 29 3b
62 61 73 69 63 43 75 72 76 65 28 74 68 69 73 2e 63 61 6e 76 61 73 43 6f 6e 74 65 78 74 2c 42 70 6f 69 6e 74 2e 78 2c 42
70 6f 69 6e 74 2e 79 2¢ 43 70 6f 69 6e 74 2e 78 2c 43 70 6f 69 6e 74 2e 79 2c 42 70 6f 69 6e 74 2e 78 2b 42 43 50 31 76
65 63 74 6f 72 2e 78 2¢ 42 70 6f 69 6e 74 2e 79 2b 42 43 50 31 76 65 63 74 6f 72 2e 79 2c 43 70 6f 69 6e 74 2e 78 2b 43
4350 32 76 65 63 74 6f 72 2e 78 2c 43 70 6f 69 6e 74 2e 79 2b
Data Ascii: Vector(BCvector.x+CDvector.x,BCvector.y+CDvector.y)).reverse().resizeTo(Math.max(minlenfraction,BC
Dangle)*maxlen);basicCurve(this.canvasContext,Bpoint.x,Bpoint.y,Cpoint.x,Cpoint.y,Bpoint.x+BCP1vector.x,Bpoint
.y+BCP1vector.y,Cpoint.x+CCP2vector.x,Cpoint.y+

2022-01-14 13:04:54 UTC 1818 IN Data Raw: 66 75 6e 63 74 69 6f 6e 28 6d 65 73 73 61 67 65 29 7b 69 66 28 74 79 70 65 6f 66 28 77 69 6e 64 6f 77 29 21
3d 3d 27 75 6e 64 65 66 69 6e 65 64 27 26 26 77 69 6e 64 6f 77 2e 63 6f 6e 73 6f 6¢ 65 29 7b 77 69 6e 64 6f 77 2e 63 6f
6e 73 6f 6¢ 65 2e 77 61 72 6e 28 6d 65 73 73 61 67 65 29 3b 7d 7d 2c 74 72 69 6d 3a 66 75 6e 63 74 69 6f 6e 28 73 2c 6d
6f 64 65 29 7b 73 77 69 74 63 68 28 6d 6f 64 65 29 7b 63 61 73 65 22 6C 65 66 74 22 3a 72 65 74 75 72 6e 20 73 2e 72
65 70 6¢ 61 63 65 28 2f 5e 5¢ 73 2a 2f 2¢ 22 22 29 3b 63 61 73 6522 72 69 67 68 74 22 3a 72 65 74 75 72 6e 20 73 2e 72
65 70 6¢ 61 63 65 28 2f 5¢ 73 2a 24 2f 2¢ 22 22 29 3b 64 65 66 61 75 6¢ 74 3a 72 65 74 75 72 6e 20 73 2e 72 65 70 6¢ 61
63 65 28 2f 5e 5¢ 73 2a 7c¢ 5¢ 73 2a 24 2f 67 2¢c 22 22 29 3b
Data Ascii: function(message){if(typeof(window)!=="undefined'&&window.console){window.console.warn(message);}}
Jtrim:function(s,mode){switch(mode){case"left".return s.replace(/"\s*/,"");case"right":return s.replace(/\s*$/,"");default:return
s.replace(/N\s*|\s*$/g,"");

2022-01-14 13:04:54 UTC 1834 IN Data Raw: 7c 7c 76 61 6¢ 75 65 2e 72 65 70 6¢ 61 63 65 28 2f 5b 5e 61 2d 7a 41 2d 5a 30 2d 39 5d 2f 67 2c 27 5f 27 29
3b 74 68 69 73 2e 74 6f 70 28 22 63 6f 6e 74 65 78 74 2e 65 6e 67 69 6e 65 2e 74 6f 6f 6¢ 73 2e 66 6f 72 65 61 63 68 28
63 6f 6e 74 65 78 74 2c 20 22 2b 28 74 68 69 73 2e 66 6f 72 6d 61 74 5f 65 78 70 72 65 73 73 69 6f 6e 28 76 61 6C 75 65
2929 2b 22 2c 20 22 2b 28 74 68 69 73 2e 65 6e 67 69 6e 65 2e 74 6f 6f 6¢ 73 2e 6a 73 5f 65 73 63 61 70 65 28 61 73 29
29 2b 22 2¢ 20 64 69 63 74 2c 20 66 75 6e 63 74 69 6f 6e 28 63 6f 6e 74 65 78 74 2¢ 20 64 69 63 74 29 20 7b 22 29 3b 74
68 69 73 2e 62 6f 74 74 6f 6d 28 22 7d 29 3b 22 29 3b 74 68 69 73 2e 69 6e 64 65 6e 74 28 29 3b 7d 2c 63 6f 6d 70 69 6¢
65 5f 61 63 74 69 6f 6e 5f 63 61 6¢ 6¢ 3a 66 75 6e 63 74
Data Ascii: ||value.replace(/[*a-zA-Z0-9]/g,"_");this.top("context.engine.tools.foreach(context, “+(this.format_expressi
on(value))+", "+(this.engine.tools.js_escape(as))+", dict, function(context, dict) {");this.bottom("});");this.indent();},compile_
action_call:funct

2022-01-14 13:04:54 UTC 1850 IN Data Raw: 7d 29 3b 7d 0a 72 65 74 75 72 6e 7b 63 72 65 61 74 65 59 65 61 72 43 61 6¢ 65 6€ 64 61 72 56 69 65 77 2c 7d
3b 7d 29 3b 3b 0a Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 73 72 63 2f 6¢ 65 67 61 63 79 2f 6a 73 2f 6¢ 69 62 73 2f
6a 71 75 65 72 79 2e 6a 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73 73 65 74 73
5f 63 6f 6d 6d 6f 6e 5f 6¢ 61 7a 79 27 20 2a 2f Oa 6f 64 6f 6f 2e 64 65 66 69 6e 65 28 27 77 65 62 2e 6a 71 75 65 72 79 2e
65 78 74 65 6e 73 69 6f 6e 73 27 2c 66 75 6e 63 74 69 6f 6e 28 29 7h 27 75 73 65 20 73 74 72 69 63 74 27 3b 24 2e 65 78
74 65 6e 64 28 24 2e 65 78 70 72 5b 27 3a 27 5d 2c 7b 63 6f 6e 74 61 69 6e 73 4c 69 6b 65 3a 66 75 6e 63 74 69 6f 6e
28 65 6¢ 65 6d 65 6e 74 2c 69 6e 64 65 78 2¢ 6d 61 74 63
Data Ascii: });}return{createYearCalendarView,};});;/* /web/static/src/legacy/js/libs/jquery.js defined in bundle ‘web.a
ssets_common_lazy' */odoo.define(‘web.jquery.extensions',function(){'use strict’;$.extend($.expr[":],{containsLike:func
tion(element,index,matc

2022-01-14 13:04:54 UTC 1866 IN Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 63 6f 6e 66 69 67 3d 72 65 71 75 69 72 65 28 27 77 65 62
2e 63 6f 6e 66 69 67 27 29 3b 76 61 72 20 63 6f 6e 63 75 72 72 65 6e 63 79 3d 72 65 71 75 69 72 65 28 27 77 65 62 2e
63 6f 6e 63 75 72 72 65 6e 63 79 27 29 3b 76 61 72 20 63 6f 72 65 3d 72 65 71 75 69 72 65 28 27 77 65 62 2e 63 6f 72 65
27 29 3b 63 6f 6e 73 74 7b 4d 61 72 6b 75 70 7d 3d 72 65 71 75 69 72 65 28 27 77 65 62 2e 75 74 69 6¢ 73 27 29 3b 76
617220 74 69 6d 65 3d 72 65 71 75 69 72 65 28 27 77 65 62 2e 74 69 6d 65 27 29 3b 76 61 72 20 64 6f 77 6e 6¢ 6f 61 6
43d 7265717569 72 65 28 27 77 65 62 2e 64 6f 77 6e 6¢ 6f 61 64 27 29 3b 76 61 72 20 63 6f 6e 74 65 6e 74 64 69 73
70 6f 73 69 74 69 6f 6e 3d 72 65 71 75 69 72 65 28 27 77 65 62 2e
Data Ascii: “use strict";var config=require('web.config');var concurrency=require(‘web.concurrency’);var core=require('w
eb.core’);const{Markup}=require(‘web.utils’);var time=require(‘web.time');var download=require('web.download’);var conte
ntdisposition=require(‘web.

2022-01-14 13:04:54 UTC 1882 IN Data Raw: 7d 7d 7d 29 2c 72 65 6a 65 63 74 41 66 74 65 72 3a 66 75 6e 63 74 69 6f 6e 28 74 61 72 67 65 74 5f 64 65 66
2c 72 65 66 65 72 65 6e 63 65 5f 64 65 66 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 50 72 6f 6d 69 73 65 28 66 75 6e 63
74 69 6f 6e 28 72 65 73 6f 6¢ 76 65 2c 72 65 6a 65 63 74 29 7b 74 61 72 67 65 74 5f 64 65 66 2e 74 68 65 6e 28 72 65 73
6f 6¢ 76 65 29 2e 67 75 61 72 64 65 64 43 61 74 63 68 28 72 65 6a 65 63 74 29 3b 72 65 66 65 72 65 6e 63 65 5f 64 65
66 2e 74 68 65 6e 28 72 65 6a 65 63 74 29 2e 67 75 61 72 64 65 64 43 61 74 63 68 28 72 65 6a 65 63 74 29 3b 7d 29 3b
7d 7d 3b 7d 29 3b 3b 0a Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 73 72 63 2f 6¢ 65 67 61 63 79 2f 6a 73 2f 63 6f 72
65 2f 64 69 61 6¢ 6f 67 2e 6a 73 20 64 65 66 69 6e 65 64 20 69
Data Ascii: }}}),rejectAfter:function(target_def,reference_def){return new Promise(function(resolve,reject){target_def.t
hen(resolve).guardedCatch(reject);reference_def.then(reject).guardedCatch(reject);});}};});:/* /webl/static/src/legacyljs
[core/dialog.js defined i

2022-01-14 13:04:54 UTC 1898 IN Data Raw: 63 2e 63 61 6¢ 6¢ 62 61 63 6b 5f 61 72 67 73 29 3b 7d 7d 29 3b 63 6f 72 65 2e 62 75 73 2e 74 72 69 67 67 65
7228 27 44 4f 4d 5f 75 70 64 61 74 65 64 27 2c 63 6f 6e 74 65 6e 74 29 3b 7d 0a 76 61 72 20 64 6f 6d 3d 7b 44 45 42 4f
55 4e 43 45 3a 34 30 30 2c 61 70 70 65 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 24 74 61 72 67 65 74 2c 63 6f 6e 74 65 6e 74
2c 6f 70 74 69 6f 6e 73 29 7b 24 74 61 72 67 65 74 2e 61 70 70 65 6e 64 28 63 6f 6e 74 65 6e 74 29 3b 69 66 28 6f 70 74
69 6f 6e 73 26 26 6f 70 74 69 6f 6e 73 2e 69 6e 5f 44 4f 4d 29 7b 5f 6e 6f 74 69 66 79 28 63 6f 6e 74 65 6e 74 2c 6f 70 74
69 6f 6e 73 2e 63 61 6¢ 6¢ 62 61 63 6b 73 29 3b 7d 7d 2¢ 61 72 65 43 6f 6 6C 69 64 69 6e 67 28 65 6C 31 2C 65 6C 32 29
7b 63 6f 6e 73 74 20 65 6¢ 31 52 65 63 74 3d 65 6¢ 31
Data Ascii: c.callback_args);}});core.bus.trigger(DOM_updated',content);}var dom={DEBOUNCE:400,append:functio
n($target,content,options){$target.append(content);if(options&&options.in_DOM){_notify(content,options.callbacks);}},are
Colliding(el1,el2){const el1Rect=ell
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:54 UTC 1914 IN Data Raw: 4e 6f 64 65 2e 45 4c 45 4d 45 4e 54 5f 4e 4f 44 45 3a 76 61 72 20 61 74 74 72 2c 61 74 74 72 73 3d 5b 27 6¢C
61 62 65 6C 27 2¢ 27 74 69 74 6C 65 27 2¢ 27 61 6¢ 74 27 2¢ 27 70 6¢C 61 63 65 68 6f 6C 64 65 72 27 2¢ 27 61 72 69 61 2d
6¢ 61 62 65 6¢ 27 5d 3b 77 68 69 6¢ 65 28 28 61 74 74 72 3d 61 74 74 72 73 2e 70 6f 70 28 29 29 29 7b 69 66 28 74 68
69 73 2e 61 74 74 72 69 62 75 74 65 73 5b 61 74 74 72 5d 29 7b 74 68 69 73 2e 61 74 74 72 69 62 75 74 65 73 5b 61 74
74 72 5d 3d 5f 74 28 74 68 69 73 2e 61 74 74 72 69 62 75 74 65 73 5b 61 74 74 72 5d 29 3b 7d 7d 7d 7d 0a 72 65 74 75 7
2 6e 205157 65 62 3b 7d 29 3b 3b Oa 0a 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 73 72 63 2f 6¢ 65 67 61 63 79 2f 6a
73 2f 63 6f 72 65 2f 72 61 6d 5f 73 74 6f 72 61 67 65 2e 6a 73
Data Ascii: Node.ELEMENT_NODE:var attr,attrs=['label', title’,"alt’,'placeholder','aria-label'];while((attr=attrs.pop()) {if(this.
attributes[attr]){this.attributes[attr]=_t(this.attributes[attr]);}}}}return QWeb;});;/* /web/static/src/legacyl/js/core/ram_storage.js

2022-01-14 13:04:54 UTC 1930 IN Data Raw: 3d 65 2e 6f 72 69 67 69 6e 61 6¢ 45 76 65 6e 74 2e 6b 65 79 3b 76 61 72 20 6e 65 77 56 61 6¢ 75 65 3d 65 2e
6f 72 69 67 69 6e 61 6¢ 45 76 65 6e 74 2e 6e 65 77 56 61 6¢ 75 65 3b 74 72 79 7b 4a 53 4f 4e 2e 70 61 72 73 65 28 6e
65 77 56 61 6¢ 75 65 29 3b 69 66 28 73 65 73 73 69 6f 6e 53 74 6 72 61 67 65 2e 67 65 74 49 74 65 6d 28 6b 65 79 29 3d
3d 3d 6e 65 77 56 61 6¢ 75 65 29 7h 73 74 6f 72 61 67 65 2e 74 72 69 67 67 65 72 28 27 73 74 6f 72 61 67 65 27 2c 7b 6b
65 79 3a 6b 65 79 2c 6e 65 77 56 61 6¢ 75 65 3a 6e 65 77 56 61 6¢ 75 65 2¢ 7d 29 3b 7d 7d 63 61 74 63 68 28 65 72 72
6f 7229 7b 7d 7d 29 3b 72 65 74 75 72 6e 20 73 74 6f 72 61 67 65 3b 7d 29 28 29 3b 7d 63 61 74 63 68 28 65 78 63 65 7
0 74 69 6f 6e 29 7b 63 6f 6e 73 6f 6¢ 65 2e 77 61 72 6e 28 27 46
Data Ascii: =e.originalEvent.key;var newValue=e.originalEvent.newValue;try{JSON.parse(newValue);if(sessionStor
age.getltem(key)===newValue){storage.trigger('storage’,{key:key,newValue:newValue,});}}catch(error){}});return storage;})
();}catch(exception){console.warn('F

2022-01-14 13:04:54 UTC 1946 IN Data Raw: 6¢ 27 2c 27 5¢ 75 31 45 33 37 27 3a 27 6¢ 27 2¢ 27 5¢ 75 31 45 33 39 27 3a 27 6¢ 27 2¢ 27 5¢ 75 30 31 33 43
27 3a 27 6¢ 27 2¢ 27 5¢ 75 31 45 33 44 27 3a 27 6¢ 27 2¢ 27 5¢ 75 31 45 33 42 27 3a 27 6¢ 27 2¢ 27 5¢ 75 30 31 37 46
27 3a27 6¢ 27 2¢ 27 5¢ 75 30 31 34 32 27 3a 27 6¢ 27 2¢ 27 5¢ 75 30 31 39 41 27 3a 27 6¢ 27 2¢ 27 5¢ 75 30 32 36 42
27 3a 27 6¢ 27 2¢ 27 5¢ 75 32 43 36 31 27 3a 27 6¢ 27 2¢ 27 5¢ 75 41 37 34 39 27 3a 27 6¢ 27 2¢ 27 5¢ 7541 37 38 31 2
7 3a 27 6¢ 27 2¢ 27 5¢ 75 41 37 34 37 27 3a 27 6¢ 27 2¢ 27 5¢ 75 30 31 43 39 27 3a 27 6¢ 6a 27 2¢ 27 5¢ 75 30 30 36 44
27 3a 27 6d 27 2¢c 27 5¢ 75 32 34 44 43 27 3a 27 6d 27 2c 27 5¢ 75 46 46 34 44 27 3a 27 6d 27 2c 27 5¢ 75 31 45 33 46
27 3a 27 6d 27 2¢c 27 5¢ 75 31 45 34 31 27 3a 27 6d 27 2c 27 5¢ 75 31
Data Ascii: I','\u1E37"'I','\u1E39""I,"\u013C"'I',"\u1E3D" I, '\u1E3B" I '\u017F""I',\u0142"'','\u019A"I'"\u026B"I' \u2C61"
U \UA749 T \uAT81 T \WATAT T, \u01C 9", \u006D" 'm', \u24DC"'m’, \uFF4D"'m', \u1E3F":'m',\u1E41"'m’,'\ul

2022-01-14 13:04:54 UTC 1962 IN Data Raw: 65 73 74 72 6f 79 2e 63 61 6¢ 6¢ 28 74 68 69 73 29 3b 69 66 28 74 68 69 73 2e 24 65 6¢ 29 7b 74 68 69 73 2e
24 65 6¢ 2e 72 65 6d 6f 76 65 28 29 3b 7d 7d 2c 61 70 70 65 6e 64 54 6f 3a 66 75 6e 63 74 69 6f 6e 28 74 61 72 67 65 74
297b 76 61 72 20 73 65 6¢ 66 3d 74 68 69 73 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 77 69 64 67 65 74 52 65 6e 64
65 72 41 6e 64 49 6e 73 65 72 74 28 66 75 6e 63 74 69 6f 6e 28 74 29 7h 73 65 6¢ 66 2e 24 65 6¢ 2e 61 70 70 65 6e 64
54 6f 28 74 29 3b 7d 2c 74 61 72 67 65 74 29 3b 7d 2c 61 74 74 61 63 68 54 6f 3a 66 75 6e 63 74 69 6f 6e 28 74 61 72 67
657429 7b 76 61 72 20 73 65 6¢ 66 3d 74 68 69 73 3b 74 68 69 73 2e 73 65 74 45 6¢ 65 6d 65 6e 74 28 74 61 72 67 65 7
4 2e 24 65 6¢ 7c 7c 74 61 72 67 65 74 29 3b 72 65 74 75 72 6e 20
Data Ascii: estroy.call(this);if(this.$el){this.$el.remove();}},appendTo:function(target){var self=this;return this._wid
getRenderAndinsert(function(t){self.$el.appendTo(t);},target);},attachTo:function(target){var self=this;this.setElement(
target.$el||target);return

2022-01-14 13:04:54 UTC 1978 IN Data Raw: 6f 6e 74 3a 66 6f 6e 74 2c 74 65 78 74 3a 74 65 78 74 2¢c 74 79 70 65 3a 74 68 69 73 2e 73 69 67 6e 61 74 75
726554 79 70 65 2c 63 6f 6¢ 6f 72 3a 74 68 69 73 2e 66 6f 6e 74 43 6f 6¢ 6f 72 2¢ 7d 29 29 3b 24 73 76 67 2e 61 74 74
7228 7b 27 78 6d 6¢ 6e 73 27 3a 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 2c
27 78 6d 6¢ 6e 73 3a 78 6¢ 69 6e 6b 27 3a 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 6¢
69 6e 6b 22 2¢ 7d 29 3b 72 65 74 75 72 6e 22 64 61 74 61 3a 69 6d 61 67 65 2f 73 76 67 2b 78 6d 6C 2C 22 2b 65 6e 63 6f
64 65 55 52 49 28 24 73 76 67 5b 30 5d 2e 6f 75 74 65 72 48 54 4d 4c 29 3b 7d 2¢ 5f 70 72 69 6e 74 49 6d 61 67 65 3a
66 75 6e 63 74 69 6f 6e 28 69 6d 67 53 72 63 29 7b 76 61 72
Data Ascii: ont:font,text:text,type:this.signatureType,color:this.fontColor,}));$svg.attr({’xmIns":"http://www.w3.0rg/20
00/svg",'xmins:xlink":"http:/iwww.w3.0rg/1999/xlink" });return“data:image/svg+xml,"+encodeURI($svg[0].outerHTML);},_prin
timage:function(imgSrc){var

2022-01-14 13:04:54 UTC 1994 IN Data Raw: 74 65 72 2c 20 3e 20 2e 6f 5f 73 6¢ 69 64 65 72 5f 70 6f 69 6e 74 65 72 2¢ 20 3e 20 2e 6f 5f 70 69 63 6b 65 72
5f 70 6f 69 6e 74 65 72 27 29 2e 61 64 64 42 61 63 6b 28 27 2e 6f 5f 6f 70 61 63 69 74 79 5f 70 6f 69 6e 74 65 72 2c 20 2e
6f 5f 73 6¢ 69 64 65 72 5f 70 6f 69 6e 74 65 72 2c 20 2e 6f 5f 70 69 63 6b 65 72 5f 70 6f 69 6e 74 65 72 27 29 2e 66 6f 63
75732829 3b 69 66 28 65 76 2e 74 61 72 67 65 74 2e 64 61 74 61 73 65 74 2e 63 6f 6¢ 6f 72 4d 65 74 68 6f 64 3d 3d 3d
27 68 65 78 27 26 26 21 74 68 69 73 2e 73 65 6¢ 65 63 74 65 64 48 65 78 56 61 6¢ 75 65 29 7b 65 76 2e 74 61 72 67 65
74 2e 73 65 6¢ 65 63 74 28 29 3b 74 68 69 73 2e 73 65 6¢ 65 63 74 65 64 48 65 78 56 61 6¢ 75 65 3d 65 76 2e 74 61 72
67 65 74 2e 76 61 6¢ 75 65 3b 72 65 74 75 72 6€ 3b 7d
Data Ascii: ter, > .0_slider_pointer, > .o_picker_pointer').addBack('.0_opacity_pointer, .0_slider_pointer, .o_picker_po
inter’).focus();if(ev.target.dataset.colorMethod==="hex'&&!this.selectedHexValue){ev.target.select();this.selectedHexVal
ue=ev.target.value;return;}

2022-01-14 13:04:54 UTC 2010 IN Data Raw: 72 2c 24 61 6¢ 74 41 6e 63 68 6f 72 29 7b 74 68 69 73 2e 5f 73 65 74 75 70 41 6e 63 68 6f 72 28 24 61 6e 63
68 6f 72 2c 24 61 6¢ 74 41 6e 63 68 6f 72 29 3b 74 68 69 73 2e 69 73 5f 61 6e 63 68 6f 72 5f 66 69 78 65 64 5f 70 6f 73 69
74 69 6f 6e 3d 74 68 69 73 2e 24 61 6e 63 68 6f 72 2e 63 73 73 28 22 70 6f 73 69 74 69 6f 6e 22 29 3d 3d 3d 22 66 69 78
6564 22 3b 61 77 61 69 74 20 74 68 69 73 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 3b 69
66 28 74 68 69 73 2e 69 73 44 65 73 74 72 6f 79 65 64 28 29 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 50 72 6f 6d 69 73
65282829 3d3e 7b 7d 29 3b 7d 7d 2c 73 74 61 72 74 28 29 7b 74 68 69 73 2e 24 74 6f 6f 6¢ 74 69 70 5f 6f 76 65 72 6¢
6179 3d 74 68 69 73 2e 24 28 22 2e 6f 5f 74 6f 6f 6¢c 74
Data Ascii: r,$altAnchor){this._setupAnchor($anchor,$altAnchor);this.is_anchor_fixed_position=this.$anchor.css("position
"==="fixed";await this.append To(document.body);if(this.isDestroyed()){return new Promise(()=>{}):}},start(){this.$toolt
ip_overlay=this.$(".0_toolt

2022-01-14 13:04:54 UTC 2026 IN Data Raw: 72 6e 20 73 65 6¢ 66 2e 5f 77 61 69 74 42 65 66 6f 72 65 54 6f 75 72 53 74 61 72 74 28 29 2e 74 68 65 6e 28
66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 50 72 6f 6d 69 73 65 2e 61 6¢ 6¢ 28 5f 2e 6d 61 70 28 73 65 6¢C 66
2e 74 6f 7572 73 2¢ 66 75 6e 63 74 69 6f 6e 28 74 6f 75 72 2c 6e 61 6d 65 29 7b 72 65 74 75 72 6e 20 73 65 6¢ 66 2e 5f
726567 69 73 74 65 72 28 64 6f 5f 75 70 64 61 74 65 2 74 6f 75 72 2c 6e 61 6d 65 29 3b 7d 29 29 2e 74 68 65 6e 28 28
29 3d 3e 73 65 6¢ 66 2e 75 70 64 61 74 65 28 29 29 3b 7d 29 3b 7d 2c 5f 72 65 67 69 73 74 65 72 3a 66 75 6e 63 74 69 6f
6e 28 64 6f 5f 75 70 64 61 74 65 2c 74 6f 75 72 2c 6e 61 6d 65 29 7b 63 6f 6e 73 74 20 64 65 62 75 67 67 69 6e 67 54 6f
7572 3d 6¢ 6f 63 61 6¢ 5f 73 74 6f 72 61 67 65 2e 67 65
Data Ascii: rn self._waitBefore TourStart().then(function(){return Promise.all(_.map(self.tours,function(tour,name){return
self._register(do_update,tour,name);})).then(()=>self.update());});},_register:function(do_update,tour,name){const deb
uggingTour=local_storage.ge
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kBytes

Timestamp transferred Direction
2022-01-14 13:04:54 UTC 2042 IN
2022-01-14 13:04:54 UTC 2058 IN
2022-01-14 13:04:54 UTC 2074 IN
2022-01-14 13:04:54 UTC 2090 IN
2022-01-14 13:04:54 UTC 2106 IN
Session ID Source IP Source Port
16 192.168.2.5 49779
kBytes
Timestamp transferred Direction
2022-01-14 13:04:54 UTC 2115 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 73 2e 5f 67 65 74 48 65 6¢ 70 4d 65 73 73 61 67 65 28 27 6d 6f 62 69 6¢ 65 4b 61 6e 62 61 6e 53 65 61 72 63
68 4d 61 6e 79 32 58 27 2c 6d 6f 64 61 6¢ 54 69 74 6¢ 65 2C 76 61 6¢ 75 65 53 65 61 72 63 68 65 64 29 29 29 3b 7d 2¢ 7d
29 3b 7d 29 3b 3b 0a Oa 2f 2a 20 2f 77 65 62 5f 74 6f 75 72 2f 73 74 61 74 69 63 2f 73 72 63 2f 6a 73 2f 74 6f 75 72 5f 75
74 69 6¢ 73 2e 6a 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73 73 65 74 73 5f 63 6f
6d 6d 6f 6e 5f 6¢ 61 7a 79 27 20 2a 2f Oa 6f 64 6f 6f 2e 64 65 66 69 6e 65 28 27 77 65 62 5f 74 6f 75 72 2e 75 74 69 6¢ 73
27 2¢ 66 75 6e 63 74 69 6f 6e 28 72 65 71 75 69 72 65 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f
6e 20 67 65 74 5f 73 74 65 70 5f 6b 65 79 28 6e 61

Data Ascii: s._getHelpMessage('mobileKanbanSearchMany2X',modalTitle,valueSearched)));},});});;/* /web_tour/static/src/js
[tour_utils.js defined in bundle 'web.assets_common_lazy' */odoo.define('web_tour.utils',function(require){"use strict";
function get_step_key(na

Data Raw: 6e 74 54 79 70 65 5d 5b 72 65 73 49 44 5d 3b 69 66 28 21 65 64 69 74 69 6e 67 53 65 73 73 69 6f 6e 29 7b 65
64 69 74 69 6e 67 53 65 73 73 69 6f 6e 3d 74 68 69 73 2e 65 64 69 74 69 6e 67 53 65 73 73 69 6f 6e 73 5b 74 68 69 73
2e 637572 72 65 6e 74 54 79 70 65 5d 5b 72 65 73 49 44 5d 3d 74 68 69 73 2e 5f 62 75 69 6¢ 64 45 64 69 74 69 6e 67
53 65 73 73 69 6f 6e 28 72 65 73 49 44 29 3b 7d 0a 74 68 69 73 2e 61 63 65 45 64 69 74 6f 72 2e 73 65 74 53 65 73 73 6
9 6f 6e 28 65 64 69 74 69 6e 67 53 65 73 73 69 6f 6e 29 3b 69 66 28 74 68 69 73 2e 63 75 72 72 65 6e 74 54 79 70 65 3d
3d 3d 27 78 6d 6¢ 27 29 7b 74 68 69 73 2e 24 76 69 65 77 49 44 2e 74 65 78 74 28 5f 2e 7374 72 2e 7370 72 69 6e 74
66 28 5f 74 28 22 54 65 6d 70 6¢ 61 74 65 20 49 44 3a 20 25 73 22 29

Data Ascii: ntType][resID];if('editingSession){editingSession=this.editingSessions[this.currentType][resID]=this._buildE
ditingSession(reslID);}this.aceEditor.setSession(editingSession);if(this.currentType==="xml'){this.$viewID.text(_.str.spr
intf(_t("Template ID: %s")

Data Raw: 6¢ 75 65 29 3b 72 65 74 75 72 6e 20 76 61 6¢ 75 65 2e 72 65 70 6¢ 61 63 65 28 2f 22 2f 67 2c 22 27 22 29 3b
7d 0a 66 75 6e 63 74 69 6f 6e 20 5f 6e 6f 72 6d 61 6¢ 69 7a 65 43 6f 6¢ 6f 72 28 63 6f 6¢ 6f 72 29 7b 69 66 28 43 6f 6¢ 6f
7270 69 63 6b 65 72 57 69 64 67 65 74 2e 69 73 43 53 53 43 6f 6¢ 6f 72 28 63 6f 6¢ 6f 72 29 29 7b 72 65 74 75 72 6e 20
63 6f 6¢ 6f 72 3b 7d O0a 72 65 74 75 72 6e 20 5f 67 65 74 43 53 53 56 61 72 69 61 62 6¢ 65 56 61 6¢ 75 65 28 63 6f 6¢C 6f
7229 3b 7d 0a 66 75 6e 63 74 69 6f 6e 20 5f 67 65 74 42 67 49 6d 61 67 65 55 52 4c 28 65 6¢ 29 7b 63 6f 6e 73 74 20 70
6172 74 73 3d 5f 62 61 63 6b 67 72 6f 75 6e 64 49 6d 61 67 65 43 73 73 54 6f 50 61 72 74 73 28 24 28 65 6C 29 2e 63 73
73282762 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67

Data Ascii: lue);return value.replace(/'/g,"");}function _normalizeColor(color){if(ColorpickerWidget.isCSSColor(color))
{return color;}return _getCSSVariableValue(color);}function _getBgimageURL(el){const parts=_backgroundimageCss
ToParts($(el).css('background-imag

Data Raw: 65 3d 6e 6f 64 65 2e 63 68 69 6¢ 64 4e 6f 64 65 73 5b 6f 66 66 73 65 74 2d 31 5d 3b 6e 65 77 4e 6f 64 65 3d
67 65 74 4e 65 78 74 56 69 73 69 62 6¢ 65 4e 6f 64 65 28 6e 65 77 4e 6f 64 65 29 3b 69 66 28 21 6e 65 77 4e 6f 64 65 7C
7c 69 73 56 69 73 69 62 6¢ 65 45 6d 70 74 79 28 6e 65 77 4e 6f 64 65 29 29 62 72 65 61 6b 3b 6e 6f 64 65 3d 6e 65 77 4e
6f 64 65 3b 6 66 66 73 65 74 3d 6e 6f 64 65 53 69 7a 65 28 6e 6f 64 65 29 3b 7d 7d Oa 6¢ 65 74 20 64 69 64 4d 6f 76 65
3d 66 61 6¢ 73 65 3b 6¢ 65 74 20 72 65 76 65 72 73 65 64 3d 66 61 6¢ 73 65 3b 77 68 69 6C 65 28 21 69 73 56 69 73 69
62 6¢ 65 28 6e 6f 64 65 29 26 26 28 6e 6f 64 65 2e 70 72 65 76 69 6f 75 73 53 69 62 6¢ 69 6€ 67 7C 7c 28 21 72 65 76 65
72 73 65 64 26 26 6e 6f 64 65 2e 6e 65 78 74 53 69 62 6¢ 69

Data Ascii: e=node.childNodes|offset-1];newNode=getNextVisibleNode(newNode);if('newNode||isVisibleEmpty(newNod
e))break;node=newNode;offset=nodeSize(node);}}let didMove=false;let reversed=false;while(lisVisible(node)&&(no
de.previousSibling||(!reversed&&node.nextSibli

Data Raw: 79 70 65 32 27 5d 3b 66 6f 72 28 63 6f 6e 73 74 20 64 69 72 65 63 74 69 6f 6e 20 6f 66 20 4f 62 6a 65 63 74 2e
76 61 6¢ 75 65 73 28 44 49 52 45 43 54 49 4f 4e 53 29 29 7b 66 6f 72 28 63 6f 6e 73 74 20 63 54 79 70 65 31 20 6f 66 20
4f 62 6a 65 63 74 2e 76 61 6¢ 75 65 73 28 43 54 59 50 45 53 29 29 7b 66 6f 72 28 63 6f 6e 73 74 20 63 54 79 70 65 32 20
6f 66 20 4f 62 6a 65 63 74 2e 76 61 6¢ 75 65 73 28 43 54 59 50 45 53 29 29 7b 63 6f 6e 73 74 20 72 75 6¢ 65 3d 7b 64 69
72 65 63 74 69 6f 6e 3a 64 69 72 65 63 74 69 6f 6e 2¢ 63 54 79 70 65 31 3a 63 54 79 70 65 31 2c 63 54 79 70 65 32 3a 63
54 79 70 65 32 7d 3b 63 6f 6e 73 74 20 6d 61 74 63 68 65 64 52 75 6¢ 65 73 3d 5b 5d 3b 66 6f 72 28 63 6f 6e 73 74 20 65
6e 74 72 79 20 6f 66 20 70 72 69 6f 72 69 74 79 52 65

Data Ascii: ype2';for(const direction of Object.values(DIRECTIONS)){for(const cTypel of Object.values(CTYPES))
{for(const cType2 of Object.values(CTYPES)){const rule={direction:direction,cTypel:cTypel,cType2:cType2};const
matchedRules=[J;for(const entry of priorityRe

Destination IP  Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/assets/191-20376a7/1/web.assets_frontend_lazy.min.js HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
c70c765386b88733c7167f15ac2; tz=America/Los_Angeles
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:54 UTC 2116 IN HTTP/1.1 200 OK
Server: nginx
Date: Fri, 14 Jan 2022 13:04:54 GMT
Content-Type: application/javascript
Content-Length: 496391
Connection: close
X-Content-Type-Options: nosniff
Content-Security-Policy: default-src 'none’
ETag: dd433d36e6262c37929cef6768ed85ba6404041d
Cache-Control: max-age=31536000
Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:54 GMT; Max-
Age=7776000; HttpOnly; Path=/
X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin

2022-01-14 13:04:54 UTC 2116 IN Data Raw: Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 6¢ 69 62 2f 6¢ 75 78 6f 6e 2f 6¢ 75 78 6f 6e 2e 6a 73 20 64 65
66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73 73 65 74 73 5f 66 72 6f 6e 74 65 6e 64 5f 6¢ 61 7a
79 27 20 2a 2f 0a 76 61 72 20 6¢ 75 78 6f 6e 3d 28 66 75 6e 63 74 69 6f 6e 28 65 78 70 6f 72 74 73 29 7b 27 75 73 65 20
73 74 72 69 63 74 27 3b 66 75 6e 63 74 69 6f 6e 20 5f 64 65 66 69 6e 65 50 72 6f 70 65 72 74 69 65 73 28 74 61 72 67 65
74 2c 7072 6f 70 73 29 7b 66 6f 72 28 76 61 72 20 69 3d 30 3b 69 3¢ 70 72 6f 70 73 2e 6¢ 65 6e 67 74 68 3b 69 2b 2b 29
7b 76 61 72 20 64 65 73 63 72 69 70 74 6f 72 3d 70 72 6f 70 73 5b 69 5d 3b 64 65 73 63 72 69 70 74 6f 72 2e 65 6e 75 6d
65 72 61 62 6¢ 65 3d 64 65 73 63 72 69 70 74 6f 72 2e
Data Ascii: /* /web/static/lib/luxon/luxon.js defined in bundle 'web.assets_frontend_lazy' */var luxon=(function(exports){'use
strict';function _defineProperties(target,props){for(var i=0;i<props.length;i++){var descriptor=propsi];descriptor.enumera
ble=descriptor.

2022-01-14 13:04:54 UTC 2132 IN Data Raw: 3a 72 65 74 75 72 6e 22 4d 2f 64 2f 79 79 79 79 2c 20 68 3a 6d 6d 3a 73 73 20 61 22 3b 63 61 73 65 20 73 74
72 69 6e 67 69 66 79 28 44 41 54 45 54 49 4d 45 5f 4d 45 44 5f 57 49 54 48 5f 53 45 43 4f 4e 44 53 29 3a 72 65 74 75 72
6e 22 4c 4c 4c 20 64 2¢ 20 79 79 79 79 2¢ 20 68 3a 6d 6d 3a 73 73 20 61 22 3b 63 61 73 65 20 73 74 72 69 6e 67 69 66
79 28 44 41 54 45 54 49 4d 45 5f 4d 45 44 5f 57 49 54 48 5f 57 45 45 4b 44 41 59 29 3a 72 65 74 75 72 6e 22 45 45 45 2c
206420 4c 4c 4c 20 79 79 79 79 2c 20 68 3a 6d 6d 20 61 22 3b 63 61 73 65 20 73 74 72 69 6e 67 69 66 79 28 44 41 54
45 54 49 4d 45 5f 46 55 4c 4c 5f 57 49 54 48 5f 53 45 43 4f 4e 44 53 29 3a 72 65 74 75 72 6e 22 4c 4c 4c 4c 20 64 2¢ 20
797979 79 2c 20 68 3a 6d 6d 3a 73 73 20 61 22 3b 63 61 73 65
Data Ascii: :return“M/d/yyyy, h:mm:ss a";case stringify(DATETIME_MED_WITH_SECONDS):return“LLL d, yyyy, h:mm:ss
a";case stringify(DATETIME_MED_WITH_WEEKDAY):return"EEE, d LLL yyyy, h:mm a";case stringify(DATETIM
E_FULL_WITH_SECONDS):return“LLLL d, yyyy, h:mm:ss a";case

2022-01-14 13:04:54 UTC 2148 IN Data Raw: 5a 6f 6e 65 7c 7c 4c 6f 63 61 6¢ 5a 6f 6e 65 2e 69 6e 73 74 61 6e 63 65 3b 7d 7d 2c 7b 6b 65 79 3a 22 64 65
66 61 75 6¢ 74 4c 6f 63 61 6C 65 22 2C 67 65 74 32 66 75 6e 63 74 69 6f 6e 20 67 65 74 28 29 7b 72 65 74 75 72 6e 20 64
6566 61 75 6¢ 74 4c 6f 63 61 6¢ 65 3b 7d 2¢ 73 65 74 3a 66 75 6e 63 74 69 6f 6e 20 73 65 74 28 6¢ 6f 63 61 6C 65 29 7h
64 65 66 61 75 6¢ 74 4c 6f 63 61 6¢ 65 3d 6¢ 6f 63 61 6¢ 65 3b 7d 7d 2C 7b 6b 65 79 32 22 64 65 66 61 75 6C 74 4e 75 6d
62 65 72 69 6e 67 53 79 73 74 65 6d 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 20 67 65 74 28 29 7b 72 65 74 75 72 6e
20 64 65 66 61 75 6¢ 74 4e 75 6d 62 65 72 69 6e 67 53 79 73 74 65 6d 3b 7d 2c 73 65 74 3a 66 75 6e 63 74 69 6f 6e 20
73 65 74 28 6e 75 6d 62 65 72 69 6e 67 53 79 73 74 65 6d 29 7b
Data Ascii: Zone||LocalZone.instance;}},{key:"defaultLocale",get:function get(){return defaultLocale;},set:function set(locale)
{defaultLocale=locale;}},{key:"defaultNumberingSystem",get:function get(){return defaultNumberingSystem;},set:function
set(numberingSystem){

2022-01-14 13:04:54 UTC 2164 IN Data Raw: 28 5¢ 64 5¢ 64 29 3a 28 5¢ 64 5c 64 29 20 47 4d 54 24 2f 2¢ 72 66 63 38 35 30 3d 2f 5e 28 4d 6f 6e 64 61 79
7c 547565 7364 61 79 7c 57 65 64 73 64 61 79 7c 54 68 75 72 73 64 61 79 7c 46 72 69 64 61 79 7c 53 61 74 75 72 64
61 79 7c 53 75 6e 64 61 79 29 2c 20 28 5c 64 5¢ 64 29 2d 28 4a 61 6e 7c 46 65 62 7c 4d 61 72 7c 41 70 72 7c 4d 61 79
7c4a 75 6e 7c 4a 75 6¢ 7c 41 75 67 7c 53 65 70 7c 4f 63 74 7c 4e 6f 76 7c 44 65 63 29 2d 28 5¢ 64 5c 64 29 20 28 5¢ 64
5c 64 29 3a 28 5c 64 5c 64 29 3a 28 5¢ 64 5¢ 64 29 20 47 4d 54 24 2f 2c 61 73 63 69 69 3d 2f 5e 28 4d 6f 6e 7c 54 75 65
7¢ 57 65 64 7c 54 68 75 7c 46 72 69 7c 53 61 74 7¢ 53 75 6e 29 20 28 4a 61 6e 7c 46 65 62 7c 4d 61 72 7c 4170 72 7c 4
d 6179 7c 4a 75 6e 7c 4a 75 6¢ 7c 41 75 67 7c 53 65 70 7c 4f 63
Data Ascii: (\d\d):(\d\d) GMT$/,rfc850=/"(Monday|Tuesday|Wedsday|Thursday|Friday|Saturday|Sunday), (\d\d)-(Jan
|Feb|Mar|Apr|May|Jun|Jul|Aug|Sep|Oct|Nov|Dec)-(\d\d) (\d\d):(\d\d):(\d\d) GMT$/,ascii=/*(Mon|Tue|Wed|Thu|Fri|Sat|Sun) (J
an|Feb|Mar|Apr|May|Jun|Jul|Aug|Sep|Oc

2022-01-14 13:04:54 UTC 2180 IN Data Raw: 64 61 74 65 54 69 6d 65 29 7b 69 66 28 21 74 68 69 73 2e 69 73 56 61 6c 69 64 29 72 65 74 75 72 6e 20 66
61 6¢ 73 65 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 73 3e 64 61 74 65 54 69 6d 65 3b 7d 3b 5f 70 72 6f 74 6f 2e 69 73 42
65 66 6f 72 65 3d 66 75 6e 63 74 69 6f 6e 20 69 73 42 65 66 6f 72 65 28 64 61 74 65 54 69 6d 65 29 7h 69 66 28 21 74 68
69 73 2e 69 73 56 61 6¢ 69 64 29 72 65 74 75 72 6e 20 66 61 6¢ 73 65 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 3c 3d
64 61 74 65 54 69 6d 65 3b 7d 3b 5f 70 72 6f 74 6f 2e 63 6f 6e 74 61 69 6e 73 3d 66 75 6e 63 74 69 6f 6 20 63 6f 6 74
61 69 6e 73 28 64 61 74 65 54 69 6d 65 29 7b 69 66 28 21 74 68 69 73 2e 69 73 56 61 6¢ 69 64 29 72 65 74 75 72 6e 20
66 61 6¢ 73 65 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 73 3c 3d 64
Data Ascii: dateTime){if(!this.isValid)return false;return this.s>dateTime;};_proto.isBefore=function isBefore(date Time)
{if('this.isValid)return false;return this.e<=dateTime;};_proto.contains=function contains(dateTime){if(!this.isValid)return
false;return this.s<=d

2022-01-14 13:04:54 UTC 2196 IN Data Raw: 29 22 3b 7d 2c 22 22 29 3b 72 65 74 75 72 6e 5b 22 5e 22 2b 72 65 2b 22 24 22 2¢ 75 6e 69 74 73 5d 3b 7d Oa
66 75 6e 63 74 69 6f 6e 20 6d 61 74 63 68 28 69 6e 70 75 74 2¢c 72 65 67 65 78 2c 68 61 6€ 64 6¢ 65 72 73 29 7b 76 61
72 206d 61 74 63 68 65 73 3d 69 6e 70 75 74 2e 6d 61 74 63 68 28 72 65 67 65 78 29 3b 69 66 28 6d 61 74 63 68 65 73
29 7b 76 61 72 20 61 6¢ 6¢ 3d 7b 7d 3b 76 61 72 20 6d 61 74 63 68 49 6e 64 65 78 3d 31 3b 66 6f 72 28 76 61 72 20 69 2
069 6e 20 68 61 6e 64 6¢ 65 72 73 29 7b 69 66 28 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 68 61 6€ 64 6C 65 72 73
2c 6929 29 7b 76 61 72 20 68 3d 68 61 6e 64 6¢ 65 72 73 5b 69 5d 2¢ 67 72 6f 75 70 73 3d 68 2e 67 72 6f 75 70 73 3f 68
2e 67 72 6f 75 70 73 2b 31 3a 31 3b 69 66 28 21 68 2e 6¢ 69 74 65
Data Ascii: )";},"");return[*A"+re+"$" units];}function match(input,regex,handlers){var matches=input.match(regex);if(ma
tches){var all={};var matchindex=1;for(var i in handlers){if(hasOwnProperty(handlers,i)){var h=handlers[i],groups=h.groups?
h.groups+1:1;if('h.lite

2022-01-14 13:04:54 UTC 2212 IN Data Raw: 63 69 66 69 63 61 74 69 6f 6e 45 72 72 6f 72 28 22 43 61 6e 27 74 20 6d 69 78 20 77 65 65 6b 59 65 61 72 2f
77 65 65 6b 4e 75 6d 62 65 72 20 75 6e 69 74 73 20 77 69 74 68 20 79 65 61 72 2f 6d 6f 6e 74 68 2f 64 61 79 20 6f 72 20
6f 72 64 69 6e 61 6¢ 73 22 29 3b 7d Oa 69 66 28 63 6f 6e 74 61 69 6e 73 47 72 65 67 6f 72 4d 44 26 26 63 6f 6e 74 61 69
6e 73 4f 72 64 69 6e 61 6¢ 29 7b 74 68 72 6f 77 20 6e 65 77 20 43 6f 6e 66 6¢ 69 63 74 69 6e 67 53 70 65 63 69 66 69 63
61 74 69 6f 6e 45 72 72 6f 72 28 22 43 61 6e 27 74 20 6d 69 78 20 6f 72 64 69 6e 61 6¢ 20 64 61 74 65 73 20 77 69 74 68
20 6d 6f 6e 74 68 2f 64 61 79 22 29 3b 7d 0a 76 61 72 20 75 73 65 57 65 65 6b 44 61 74 61 3d 64 65 66 69 6e 69 74 65
57 65 65 6b 44 65 66 7c 7c 6e 6f 72 6d 61 6¢ 69 7a 65 64 2e
Data Ascii: cificationError("Can't mix weekYear/weekNumber units with year/month/day or ordinals");}if(contain
sGregorMD&&containsOrdinal){throw new ConflictingSpecificationError("Can't mix ordinal dates with month/day");}var
useWeekData=definiteWeekDef||normalized.
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:54 UTC 2228 IN Data Raw: 7d 7d 2c 7b 6b 65 79 3a 22 6f 66 66 73 65 74 4e 61 6d 65 4c 6f 6e 67 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f
6e 20 67 65 74 28 29 7b 69 66 28 74 68 69 73 2e 69 73 56 61 6¢ 69 64 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 7a 6f
6e 65 2e 6f 66 66 73 65 74 4e 61 6d 65 28 74 68 69 73 2e 74 73 2c 7b 66 6f 72 6d 61 74 3a 22 6¢ 6f 6e 67 22 2c 6¢ 6f 63
61 6¢ 65 3a 74 68 69 73 2e 6¢ 6f 63 61 6¢ 65 7d 29 3b 7d 65 6¢ 73 65 7h 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 7d 7d 7d 2¢
7b 6b 65 79 3a 22 69 73 4f 66 66 73 65 74 46 69 78 65 64 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 20 67 65 74 28 29
7b 72 65 74 75 72 6e 20 74 68 69 73 2e 69 73 56 61 6¢ 69 64 3f 74 68 69 73 2e 7a 6f 6e 65 2e 75 6e 69 76 65 72 73 61 6¢
3a 6e 75 6¢ 6¢ 3b 7d 7d 2c 7b 6b 65 79 3a 22 69 73 49 6e 44 53
Data Ascii: }},{key:"offsetNameLong",get:function get(){if(this.isValid){return this.zone.offsetName(this.ts,{format:"lo
ng",locale:this.locale});}else{return null;}}},{key:"isOffsetFixed",get:function get(){return this.isValid?this.zone.universal:nul
I;}}{key:"isInDS

2022-01-14 13:04:54 UTC 2244 IN Data Raw: 70 75 74 65 4e 65 77 52 6f 75 74 65 28 6e 65 77 48 61 73 68 2c 72 65 70 6¢ 61 63 65 2¢c 63 75 72 72 65 6e 74
29 3b 69 66 28 21 6e 65 77 52 6f 75 74 65 29 7b 72 65 74 75 72 6e 3b 7d 0a 63 6f 6e 73 74 20 75 72 6¢ 3d 62 72 6f 77 73
65 72 2e 6¢ 6f 63 61 74 69 6f 6e 2e 6f 72 69 67 69 6e 2b 72 6f 75 74 65 54 6f 55 72 6¢ 28 6e 65 77 52 6f 75 74 65 29 3b
69 66 28 6d 6f 64 65 3d 3d 3d 22 70 75 73 68 22 29 7b 62 72 6f 77 73 65 72 2e 68 69 73 74 6f 72 79 2e 70 75 73 68 53 74
6174 6528 7b 7d 2c 22 22 2¢ 75 72 6¢ 29 3b 7d 65 6¢ 73 65 7b 62 72 6f 77 73 65 72 2e 68 69 73 74 6f 72 79 2e 72 65 70
6¢ 61 63 65 53 74 61 74 65 28 7b 7d 2c 22 22 2¢ 75 72 6¢ 29 3b 7d 0a 63 75 72 72 65 6e 74 3d 67 65 74 52 6f 75 74 65
2862 72 6f 77 73 65 72 2e 6¢ 6f 63 61 74 69 6f 6e 29 3b 7d
Data Ascii: puteNewRoute(newHash,replace,current);if(InewRoute){return;}const url=browser.location.origin+rout
eToUrl(newRoute);if(mode==="push"){browser.history.pushState({},"",url);}else{browser.history.replaceState({},"",url);}c
urrent=getRoute(browser.location);}

2022-01-14 13:04:54 UTC 2260 IN Data Raw: 62 2f 63 6f 72 65 2f 64 65 62 75 67 2f 70 72 6f 66 69 6¢ 69 6e 67 2f 70 72 6f 66 69 6¢ 69 6e 67 5f 73 65 72 76
69 63 65 27 2c 61 73 79 6e 63 20 66 75 6e 63 74 69 6f 6e 28 72 65 71 75 69 72 65 29 7b 27 75 73 65 20 73 74 72 69 63
74 27 3b 6¢ 65 74 20 5f 5f 65 78 70 6f 72 74 73 3d 7b 7d 3b 63 6f 6e 73 74 7b 72 65 67 69 73 74 72 79 7d 3d 72 65 71 75
69 72 65 28 22 40 77 65 62 2f 63 6f 72 65 2f 72 65 67 69 73 74 72 79 22 29 3b 63 6f 6e 73 74 7b 50 72 6f 66 69 6¢ 69 6
67 49 74 65 6d 7d 3d 72 65 71 75 69 72 65 28 22 40 77 65 62 2f 63 6f 72 65 2f 64 65 62 75 67 2f 70 72 6f 66 69 6C 69 6e
67 2f 70 72 6f 66 69 6¢ 69 6e 67 5f 69 74 65 6d 22 29 3b 63 6f 6e 73 74 7b 73 65 73 73 69 6f 6e 7d 3d 72 65 71 75 69 72
65 28 22 40 77 65 62 2f 73 65 73 73 69 6f 6e 22 29 3b 63
Data Ascii: b/core/debug/profiling/profiling_service',async function(require){'use strict';let __exports={};const{regist
ry}=require("@web/core/registry");const{Profilingltem}=require("@web/core/debug/profiling/profiling_item");const{session
}=require("@web/session");c

2022-01-14 13:04:54 UTC 2276 IN Data Raw: 6b 73 7d 3d 6f 77 6¢ 3b 63 6f 6e 73 74 7b 75 73 65 43 6f 6d 70 6f 6e 65 6e 74 2c 75 73 65 52 65 66 7d 3d 68 6f
6f 6b 73 3b 63 6f 6e 73 74 20 41 43 54 49 56 45 5f 4d 45 4e 55 5f 45 4c 45 4d 45 4e 54 5f 43 4c 41 53 53 3d 22 66 6f 63
75 73 22 3b 63 6f 6e 73 74 20 4d 45 4e 55 5f 45 4c 45 4d 45 4e 54 53 5f 53 45 4c 45 43 54 4f 52 53 3d 5b 22 3a 73 63 6f
70 65 20 3e 20 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 22 2c 22 3a 73 63 6f 70 65 20 3e 20 2e 64 72 6f 70 64 6f 77 6e
22 5d 3b 63 6f 6e 73 74 20 4e 45 58 54 5f 41 43 54 49 56 45 5f 49 4e 44 45 58 5f 46 4e 53 3d 7b 46 49 52 53 54 3a 28 29
3d 3e 30 2c 4c 41 53 54 3a 28 6¢ 69 73 74 29 3d 3e 6¢ 69 73 74 2e 6¢ 65 6e 67 74 68 2d 31 2c 4e 45 58 54 3a 28 6¢ 69
7374 2c 7072 65 76 41 63 74 69 76 65 49 6e 64 65 78 29
Data Ascii: ks}=owl;const{useComponent,useRef}=hooks;const ACTIVE_MENU_ELEMENT_CLASS="focus";const M
ENU_ELEMENTS_SELECTORS=[":scope > .dropdown-item",":scope > .dropdown"];,const NEXT_ACTIVE_INDEX_FNS=
{FIRST:()=>0,LAST:(list)=>list.length-1,NEXT:(list,prevActivelndex)

2022-01-14 13:04:54 UTC 2292 IN Data Raw: 7b 72 65 74 75 72 6e 20 74 72 75 65 3b 7d Oa 63 6f 6e 6e 65 63 74 69 6f 6e 4c 6f 73 74 4e 6f 74 69 66 52 65
6d 6f 76 65 3d 65 6e 76 2e 73 65 72 76 69 63 65 73 2e 6e 6f 74 69 66 69 63 61 74 69 6f 6e 2e 61 64 64 28 65 6e 76 2e 5f
74 28 22 43 6f 6e 6e 65 63 74 69 6f 6e 20 6¢ 6f 73 74 2e 20 54 72 79 69 6e 67 20 74 6f 20 72 65 63 6f 6e 6e 65 63 74 2e
2e2e22292c7b 737469 63 6b 79 3a74 727565 7d 29 3b 6¢c 65 74 20 64 65 6¢ 61 79 3d 32 30 30 30 3b 62 72 6f 77
73 6572 2e 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 20 63 68 65 63 6b 43 6f 6€ 6e 65 63 74 69 6f 6e 28
29 7b 65 6e 76 2e 73 65 72 76 69 63 65 73 2e 72 70 63 28 22 2f 77 65 62 2f 77 65 62 63 6¢ 69 65 6 74 2f 76 65 72 73 69
6f 6e 5f 69 6e 66 6f 22 2¢ 7b 7d 29 2e 74 68 65 6e 28 66 75
Data Ascii: {return true;}connectionLostNotifRemove=env.services.notification.add(env._t(“Connection lost. Trying to rec
onnect...”), {sticky:true});let delay=2000;browser.setTimeout(function checkConnection(){env.services.rpc("/web/webclient
Iversion_info" {}).then(fu

2022-01-14 13:04:54 UTC 2308 IN Data Raw: 72 73 65 53 6d 61 72 74 44 61 74 65 49 6e 70 75 74 28 76 61 6¢ 75 65 29 29 3b 69 66 28 21 72 65 73 75 6¢ 74
29 7b 63 6f 6e 73 74 20 66 6d 74 3d 6f 70 74 69 6f 6e 73 2e 66 6f 72 6d 61 74 7c 7c 6¢ 6f 63 61 6¢ 69 7a 61 74 69 6f 6e 2e
64 61 74 65 54 69 6d 65 46 6f 72 6d 61 74 3b 63 6f 6 73 74 20 66 6d 74 57 6f 5a 65 72 6f 3d 73 74 72 69 70 41 6¢ 70 68
61 44 75 70 65 73 28 66 6d 74 29 3b 63 6f 6e 73 74 20 77 6f 53 65 70 73 3d 7b 76 61 6¢ 3a 76 61 6¢ 75 65 44 69 67 69 74
73 4f 6e 6¢ 79 2c 66 6d 74 3a 66 6d 74 2e 72 65 70 6¢ 61 63 65 28 6e 6f 6e 41 6¢ 70 68 61 52 65 67 65 78 2C 22 22 29 2e
73 6¢ 69 63 65 28 30 2¢ 76 61 6¢ 75 65 44 69 67 69 74 73 4f 6e 6¢ 79 2e 6¢ 65 6e 67 74 68 29 2¢ 7d 3b 72 65 73 75 6¢ 74
3d 63 6f 6e 73 74 72 61 69 6e 28 44 61 74 65 54 69 6d
Data Ascii: rseSmartDatelnput(value));if('result){const fmt=options.format]|localization.date TimeFormat;const fmtWoZero=
stripAlphaDupes(fmt);const woSeps={val:valueDigitsOnly,fmt:fmt.replace(nonAlphaRegex,").slice(0,valueDigitsOn
ly.length),};result=constrain(DateTim

2022-01-14 13:04:54 UTC 2324 IN Data Raw: 6e 6f 74 69 66 69 63 61 74 69 6f 6e 73 2f 6e 6f 74 69 66 69 63 61 74 69 6f 6e 27 2¢ 61 73 79 6e 63 20 66 75 6e
63 74 69 6f 6e 28 72 65 71 75 69 72 65 29 7b 27 75 73 65 20 73 74 72 69 63 74 27 3b 6¢ 65 74 20 5f 5f 65 78 70 6f 72 74
73 3d 7b 7d 3b 63 6f 6e 73 74 7b 43 6f 6d 70 6f 6 65 6e 74 2c 68 6f 6f 6b 73 7d 3d 6f 77 6c 3b 63 6f 6e 73 74 20 4e 6f 74
69 66 69 63 61 74 69 6f 6e 3d 5f 5f 65 78 70 6f 72 74 73 2e 4e 6f 74 69 66 69 63 61 74 69 6f 6e 3d 63 6¢ 61 73 73 20 4e 6f
74 69 66 69 63 61 74 69 6f 6e 20 65 78 74 65 6e 64 73 20 43 6f 6d 70 6f 6e 65 6e 74 7b 73 65 74 75 70 28 29 7b 69 66 28
74 68 69 73 2e 70 72 6f 70 73 2e 6f 6e 43 6¢ 6f 73 65 29 7h 68 6f 6f 6b 73 2e 6f 6e 57 69 6¢ 6¢ 55 6e 6d 6f 75 6e 74 28 28
29 3d 3e 74 68 69 73 2e 70 72 6f 70 73 2e 6f
Data Ascii: notifications/notification',async function(require){'use strict';let __exports={};const{Component,hooks}=owl;const
Notification=__exports.Notification=class Notification extends Component{setup(){if(this.props.onClose){hooks.onW
illUnmount(()=>this.props.o

2022-01-14 13:04:54 UTC 2340 IN Data Raw: 7d 29 3b 75 73 65 45 78 74 65 72 6e 61 6¢ 4c 69 73 74 65 6e 65 72 28 77 69 6e 64 6f 77 2c 22 72 65 73 69 7a
6522 2c 74 68 72 6f 74 74 6¢ 65 64 55 70 64 61 74 65 29 3b 6f 6e 57 69 6¢ 6¢ 55 6e 6d 6f 75 6e 74 28 74 68 72 6f 74 74
6¢C 65 64 55 70 64 61 74 65 2e 63 61 6e 63 65 6¢ 29 3b 7d 0a 72 65 74 75 72 6e 20 5f 5f 65 78 70 6f 72 74 73 3b 7d 29 3b
3b 0a Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 73 72 63 2f 63 6f 72 65 2f 70 79 5f 6a 73 2f 70 79 2e 6a 73 20 64 65
66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73 73 65 74 73 5f 66 72 6f 6e 74 65 6e 64 5f 6¢ 61 7a
79 27 20 2a 2f Oa 6f 64 6f 6f 2e 64 65 66 69 6e 65 28 27 40 77 65 62 2f 63 6f 72 65 2f 70 79 5f 6a 73 2f 70 79 27 2¢ 61 73
79 6e 63 20 66 75 6e 63 74 69 6f 6e 28 72 65 71 75
Data Ascii: });useExternalListener(window, resize" throttledUpdate);onWillUnmount(throttledUpdate.cancel);}return __expo
rts;});;/* lwebl/static/src/core/py_js/py.js defined in bundle 'web.assets_frontend_lazy' */odoo.define('@web/core/py_js/
py',async function(requ
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:54 UTC 2356 IN Data Raw: 72 69 67 68 74 49 6e 64 65 78 29 7b 72 65 74 75 72 6e 20 6¢ 65 66 74 3c 72 69 67 68 74 3b 7d 0a 72 65 74 75
72 6e 20 6¢ 65 66 74 49 6e 64 65 78 3c 72 69 67 68 74 49 6e 64 65 78 3b 7d 0a 66 75 6e 63 74 69 6f 6e 20 69 73 45 71
75 61 6¢ 28 6¢ 65 66 74 2 72 69 67 68 74 29 7b 69 66 28 74 79 70 65 6f 66 20 6¢ 65 66 74 21 3d 3d 74 79 70 65 6f 66 20
7269 67 68 74 29 7b 69 66 28 74 79 70 65 6f 66 20 6¢ 65 66 74 3d 3d 3d 22 62 6f 6f 6¢ 65 61 6e 22 26 26 74 79 70 65 6f
66 20 72 69 67 68 74 3d 3d 3d 22 6e 75 6d 62 65 72 22 29 7b 72 65 74 75 72 6e 20 72 69 67 68 74 3d 3d 3d 28 6¢ 65 66
74 3f 31 323029 3b 7d 0a 69 66 28 74 79 70 65 6f 66 20 6¢ 65 66 74 3d 3d 3d 22 6e 75 6d 62 65 72 22 26 26 74 79 70 6
5 6f 66 20 72 69 67 68 74 3d 3d 3d 22 62 6f 6f 6¢ 65 61 6e 22 29
Data Ascii: rightindex){return left<right;}return leftindex<rightindex;}function isEqual(left,right){if(typeof left!'==typeof right)
{if(typeof left==="boolean"&&typeof right==="number"){return right===(left?1:0);}if(typeof left==="number"&&typeof righ
t==="boolean")

2022-01-14 13:04:54 UTC 2372 IN Data Raw: 67 73 29 2e 6a 6f 69 6e 28 22 2¢ 20 22 29 3b 72 65 74 75 72 6e 60 24 7b 66 6f 72 6d 61 74 41 53 54 28 61 73
74 2e 66 6e 29 7d 28 24 7b 61 72 67 53 74 72 7d 29 60 3b 7d 7d O0a 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22
69 6e 76 61 6¢ 69 64 20 65 78 70 72 65 73 73 69 6f 6e 3a 20 22 2b 61 73 74 29 3b 7d Oa 63 6f 6e 73 74 20 50 59 5f 44 49
43 54 3d 5f 5f 65 78 70 6f 72 74 73 2e 50 59 5f 44 49 43 54 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 6e 75 6¢ 6¢ 29
3b 5f 5f 65 78 70 6f 72 74 73 2e 74 6f 50 79 44 69 63 74 3d 74 6f 50 79 44 69 63 74 3b 66 75 6e 63 74 69 6f 6e 20 74 6f 50
79 44 69 63 74 28 6f 62 6a 29 7b 63 6f 6e 73 74 20 72 65 73 75 6¢ 74 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65 28 50 59
5f 44 49 43 54 29 3b 72 65 74 75 72 6e 20 4f 62 6a 65 63
Data Ascii: gs).join(", *);return"${formatAST (ast.fn)}(${argStr})";}}throw new Error(“invalid expression: "+ast);}const
PY_DICT=__exports.PY_DICT=0bject.create(null);__exports.toPyDict=toPyDict;function toPyDict(obj){const result=
Object.create(PY_DICT);return Objec

2022-01-14 13:04:54 UTC 2388 IN Data Raw: 69 6f 6e 20 6d 65 6d 6f 69 7a 65 28 66 75 6e 63 29 7b 63 6f 6e 73 74 20 63 61 63 68 65 3d 6e 65 77 20 4d 61
70 28 29 3b 63 6f 6e 73 74 20 66 75 6e 63 4e 61 6d 65 3d 66 75 6e 63 2e 6e 61 6d 65 3f 66 75 6e 63 2e 6e 61 6d 65 2b
222028 6d 65 6d 6f 69 7a 65 64 29 22 3a 22 6d 65 6d 6f 69 7a 65 64 22 3b 72 65 74 75 72 6e 7h 5b 66 75 6e 63 4e 61
6d 65 5d 28 2e 2e 2e 61 72 67 73 29 7b 69 66 28 21 63 61 63 68 65 2e 68 61 73 28 61 72 67 73 5b 30 5d 29 29 7b 63 61
63 68 65 2e 73 65 74 28 61 72 67 73 5b 30 5d 2c 66 75 6e 63 28 2e 2e 2e 61 72 67 73 29 29 3b 7d Oa 72 65 74 75 72 6e
2063 61 63 68 65 2e 67 65 74 28 2e 2e 2e 61 72 67 73 29 3b 7d 2c 7d 5b 66 75 6e 63 4e 61 6d 65 5d 3b 7d Oa 72 65 74
75 72 6e 20 5f 5f 65 78 70 6f 72 74 73 3b 7d 29 3b 3b Oa Oa 2f 2a 20 2f
Data Ascii: ion memoize(func){const cache=new Map();const funcName=func.name?func.name+" (memoized)":"memoized
"return{[funcName](...args){if(!cache.has(args[0])){cache.set(args[0],func(...args));}return cache.get(...args);},}[fun
cName];}return __exports;});;/* /

2022-01-14 13:04:54 UTC 2404 IN Data Raw: 27 3a 27 57 27 2¢ 27 5¢ 75 30 31 37 34 27 3a 27 57 27 2¢ 27 5¢ 75 31 45 38 36 27 3a 27 57 27 2¢ 27 5¢ 75 31
45 38 34 27 3a 27 57 27 2¢ 27 5¢ 75 31 45 38 38 27 3a 27 57 27 2¢ 27 5¢ 75 32 43 37 32 27 3a 27 57 27 2¢ 27 5¢ 75 30
30 3538 27 3a 27 58 27 2¢ 27 5¢ 75 32 34 43 44 27 3a 27 58 27 2¢ 27 5¢ 75 46 46 33 38 27 3a 27 58 27 2¢ 27 5¢ 75 31
45 38 41 27 3a 27 58 27 2¢ 27 5¢ 75 31 45 38 43 27 3a 27 58 27 2¢ 27 5¢ 75 30 30 35 39 27 3a 27 59 27 2¢ 27 5¢ 75 32 3
4 43 45 27 3a 27 59 27 2¢ 27 5¢ 75 46 46 33 39 27 3a 27 59 27 2¢ 27 5¢ 75 31 45 46 32 27 3a 27 59 27 2¢ 27 5¢ 75 30 30
44 44 27 3a 27 59 27 2¢ 27 5¢ 75 30 31 37 36 27 3a 27 59 27 2¢ 27 5¢ 75 31 45 46 38 27 3a 27 59 27 2¢ 27 5¢ 75 30 32
333227 3a 2759 27 2¢ 27 5¢ 75 31 45 38 45 27 3a 27 59 27 2¢ 27 5¢
Data Ascii: 'W','\u0174"'W','\u1E86"'W', \u1E84"'W" \u1E88"'W", \u2C72"'W','\u0058":'X', \u24CD"'X", \UFF38":'X', \uLE8A'
X \ULESC': X', \u0059":"Y",\u24CE""Y" \uFF39":"Y", \u1EF2":"Y",\u0ODD":"Y",\u0176""Y", \u1EF8""Y","\u0232""Y",\Uu1E8E"."Y","\

2022-01-14 13:04:54 UTC 2420 IN Data Raw: 41 62 6f 72 74 65 64 45 72 72 6f 72 29 7b 72 65 6a 65 63 74 28 7b 6d 65 73 73 61 67 65 3a 72 65 61 73 6f 6e
2e 6d 65 73 73 61 67 65 2c 65 76 65 6€ 74 3a 24 2e 45 76 65 6e 74 28 22 61 62 6f 72 74 22 29 7d 29 3b 7d 65 6¢ 73 65
7b 72 65 6a 65 63 74 28 72 65 61 73 6f 6e 29 3b 7d 7d 29 3b 7d 29 3b 70 72 6f 6d 2e 61 62 6f 72 74 3d 72 65 6a 65 63 74
69 6f 6e 3b 72 65 74 75 72 6e 20 70 72 6f 6d 3b 7d 3b 66 75 6e 63 74 69 6f 6e 20 6d 61 70 53 74 6f 72 61 67 65 28 73 74
6f 72 61 67 65 29 7b 63 6f 6e 73 74 20 53 74 6f 72 61 67 65 53 65 72 76 69 63 65 3d 41 62 73 74 72 61 63 74 53 74 6f 72
61 67 65 53 65 72 76 69 63 65 2e 65 78 74 65 6e 64 28 7b 73 74 6f 72 61 67 65 7d 29 3b 72 65 74 75 72 6e 20 6e 65 77
2053 74 6f 72 61 67 65 53 65 72 76 69 63 65 28 29 3b 7d Oa 6¢
Data Ascii: AbortedError){reject({message:reason.message,event:$.Event("abort")});}else{reject(reason);}});});prom.abort
=rejection;return prom;};function mapStorage(storage){const StorageService=AbstractStorageService.extend({stor
age});return new StorageService();}l

2022-01-14 13:04:54 UTC 2436 IN Data Raw: 3b 6d 61 70 4c 65 67 61 63 79 45 6e 76 54 6f 57 6f 77 6c 45 6e 76 28 6¢ 65 67 61 63 79 45 6e 76 2c 77 6f 77
6c 45 6e 76 29 3b 63 6f 6e 73 74 20 61 64 61 70 74 65 72 3d 6e 65 77 20 43 6f 6d 70 6f 6e 65 6e 74 41 64 61 70 74 65 72
28 6e 75 6¢ 6¢ 2c 7b 43 6f 6d 70 6f 6€ 65 6 74 7d 29 3b 63 6f 6e 73 74 20 70 75 62 6¢ 69 63 52 6f 6f 74 3d 6e 65 77 20
52 6f 6f 74 57 69 64 67 65 74 28 61 64 61 70 74 65 72 29 3b 61 77 61 69 74 20 50 72 6f 6d 69 73 65 2e 61 6¢ 6¢ 28 5b 6d
6f 75 6e 74 28 4d 61 69 6e 43 6f 6d 70 6f 6e 65 6 74 73 43 6f 6e 74 61 69 6e 65 72 2¢ 7h 74 61 72 67 65 74 3a 64 6f 63
75 6d 65 6e 74 2e 62 6f 64 79 2c 65 6e 76 3a 77 6f 77 6¢ 45 6e 76 2c 7d 29 2c 70 75 62 6¢ 69 63 52 6f 6f 74 2e 61 74 74
61 63 68 54 6f 28 64 6f 63 75 6d 65 6€ 74 2e 62 6f 64 79
Data Ascii: ;mapLegacyEnvToWowlEnv(legacyEnv,wowlEnv);const adapter=new ComponentAdapter(null,{Compo
nent});const publicRoot=new RootWidget(adapter);await Promise.all([mount(MainComponentsContainer,{target:docum
ent.body,env:wowlEnv,}),publicRoot.attachTo(document.body

2022-01-14 13:04:54 UTC 2452 IN Data Raw: 74 69 6f 6e 28 29 7b 69 66 28 74 68 69 73 2e 5f 69 73 41 63 74 69 76 65 3d 3d 3d 6e 75 6¢ 6¢ 29 7b 74 68 69
73 2e 5f 68 65 61 72 74 62 65 61 74 3d 74 68 69 73 2e 5f 68 65 61 72 74 62 65 61 74 2e 62 69 6 64 28 74 68 69 73 29
3b 7d 0a 69 66 28 21 74 68 69 73 2e 5f 69 73 52 65 67 69 73 74 65 72 65 64 29 7b 74 68 69 73 2e 5f 69 73 52 65 67 69
737465 726564 3d 74727565 3b 76 61 72 20 70 65 65 72 73 3d 74 68 69 73 2e 5f 63 61 6¢ 6¢ 4c 6 63 61 6¢ 53 74 6f
72 61 67 65 28 27 67 65 74 49 74 65 6d 27 2c 27 70 65 65 72 73 27 2¢ 7b 7d 29 3b 70 65 65 72 73 5b 74 68 69 73 2e 5f 6
9 64 5d 3d 6e 65 77 20 44 61 74 65 28 29 2e 67 65 74 54 69 6d 65 28 29 3b 74 68 69 73 2e 5f 63 61 6¢ 6¢ 4c 6f 63 61 6C
53 74 6f 72 61 67 65 28 27 73 65 74 49 74 65 6d 27 2c 27 70 65 65
Data Ascii: tion(){if(this._isActive===null){this._heartbeat=this._heartbeat.bind(this);}if('this._isRegistered){this._isRegistere
d=true;var peers=this._callLocalStorage('getltem’,'peers' {});peerslthis._id]=new Date().getTime();this._callLocalStorag
e('setltem’,'pee

2022-01-14 13:04:54 UTC 2468 IN Data Raw: 70 6f 72 74 61 6¢ 5f 63 68 61 74 74 65 72 2e 78 6d 6¢ 27 5d 2c 65 76 65 6e 74 73 3a 7b 27 63 6¢ 69 63 6b 20
2e 6f 5f 70 6f 72 74 61 6¢ 5f 63 68 61 74 74 65 72 5f 70 61 67 65 72 5f 62 74 6e 27 3a 27 5f 6f 6e 43 6¢ 69 63 6b 50 61 67
65 72 27 2c 27 63 6¢ 69 63 6b 20 2e 6f 5f 70 6f 72 74 61 6¢ 5f 63 68 61 74 74 65 72 5f 6a 73 5f 69 73 5f 69 6e 74 65 72 6e
61 6¢ 27 3a 27 61 73 79 6e 63 20 5f 6f 6e 43 6¢ 69 63 6b 55 70 64 61 74 65 49 73 49 6e 74 65 72 6e 61 6¢ 27 2¢ 7d 2¢ 69
6e 69 74 3a 66 75 6e 63 74 69 6f 6e 28 70 61 72 65 6e 74 2c 6f 70 74 69 6f 6e 73 29 7b 76 61 72 20 73 65 6¢ 66 3d 74 68
69 73 3b 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3d 7b 7d 3b 74 68 69 73 2e 5f 73 75 70 65 72 2e 61 70 70 6¢ 79 28 74 68 69
73 2c 617267 75 6d 65 6e 74 73 29 3b 74 68 69 73
Data Ascii: portal_chatter.xml],events:{'click .o_portal_chatter_pager_btn":'_onClickPager','click .o_portal_chatter_js
_is_internal''async _onClickUpdatelsInternal',},init:function(parent,options){var self=this;this.options={};this._super
.apply(this,arguments);this
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:54 UTC 2484 IN Data Raw: 3d 74 68 69 73 3b 69 74 65 6d 73 2e 66 6f 72 45 61 63 68 28 69 74 65 6d 3d 3e 7b 69 66 28 69 74 65 6d 2e 73
657061 72 61 74 6f 72 29 7b 73 65 6¢ 66 2e 5f 72 65 6e 64 65 72 53 65 70 61 72 61 74 6f 72 28 75 6¢ 2c 69 74 65 6d 29
3b 7d 0a 65 6¢ 73 65 7b 73 65 6¢ 66 2e 5f 72 65 6e 64 65 72 49 74 65 6d 28 75 6¢ 2¢ 69 74 65 6d 29 3b 7d 7d 29 3b 7d
2c 5f 72 65 6e 64 65 72 53 65 70 61 72 61 74 6f 72 3a 66 75 6e 63 74 69 6f 6e 28 75 6¢ 2c 69 74 65 6d 29 7b 72 65 74 75
72 6e 20 24 28 22 3c 6¢ 69 20 63 6¢ 61 73 73 3d 27 75 69 2d 61 75 74 6f 63 6f 6d 70 6C 65 74 65 2d 63 61 74 65 67 6f 72
79 20 66 6f 6e 74 2d 77 65 69 67 68 74 2d 62 6f 6¢c 64 20 74 65 78 74 2d 63 61 70 69 74 61 6¢ 69 7a 65 20 70 2d 32 27 3e
22 29 2e 61 70 70 65 6e 64 28 60 3c 64 69 76 3e 24 7b 69 74
Data Ascii: =this;items.forEach(item=>{if(item.separator){self._renderSeparator(ul,item);}else{self._renderltem(ul,item)
:});}._renderSeparator:function(ul,item){return $("<li class='ui-autocomplete-category font-weight-bold text-capitalize p-
2'>").append( <div>${it

2022-01-14 13:04:54 UTC 2500 IN Data Raw: 61 74 65 53 63 72 6f 6¢ 6¢ 62 61 72 28 74 68 69 73 2e 65 6¢ 2c 74 68 69 73 2e 66 69 78 65 64 48 65 61 64 65
72 2c 66 61 6¢ 73 65 2¢ 27 72 69 67 68 74 27 29 3b 7d 2c 5f 61 64 61 70 74 54 6f 48 65 61 64 65 72 43 68 61 6e 67 65 3a
66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 75 70 64 61 74 65 4d 61 69 6e 50 61 64 64 69 6e 67 54 6f 70 28 29 3b
74 68 69 73 2e 65 6¢ 2e 63 6¢ 61 73 73 4¢ 69 73 74 2e 74 6f 67 67 6¢ 65 28 27 6f 5f 74 6f 70 5f 66 69 78 65 64 5f 65 6C 65
6d 65 6e 74 27 2c 74 68 69 73 2e 66 69 78 65 64 48 65 61 64 65 72 26 26 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 28 29 29
3b 66 6f 72 28 63 6f 6e 73 74 20 63 61 6¢ 6¢ 62 61 63 6b 20 6f 66 20 65 78 74 72 61 4d 65 6€ 75 55 70 64 61 74 65 43 61
6¢c 6¢ 62 61 63 6b 73 29 7b 63 61 6C 6C 62 61 63 6b 28
Data Ascii: ateScrollbar(this.el,this.fixedHeader false, 'right');},_adaptToHeaderChange:function(){this._updateMainPaddi
ngTop();this.el.classList.toggle(‘o_top_fixed_element'this.fixedHeader&&this._isShown());for(const callback of extraMen
uUpdateCallbacks){callback(

2022-01-14 13:04:54 UTC 2516 IN Data Raw: 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 64 65 66 3d 74 68 69 73 2e 5f 73 75 70 65 72 2e 61 70 70 6¢ 79
28746869 73 2c 61 72 67 75 6d 65 6e 74 73 29 3b 69 66 28 74 68 69 73 2e 24 74 61 72 67 65 74 2e 63 68 69 6¢ 64 72
65 6e 28 27 69 66 72 61 6d 65 27 29 2e 6¢ 65 6e 67 74 68 29 7b 72 65 74 75 72 6e 20 64 65 66 3b 7d Oa 74 68 69 73 2e
2474 61 72 67 65 74 2e 65 6d 70 74 79 28 29 3b 74 68 69 73 2e 24 74 61 72 67 65 74 2e 61 70 70 65 6e 64 28 27 3c 64
69 76 20 63 6¢ 61 73 73 3d 22 63 73 73 5f 65 64 69 74 61 62 6¢ 65 5f 6d 6f 64 65 5f 64 69 73 70 6C 61 79 22 3e 26 6e 62
7370 3b 3c 2f 64 69 76 3e 27 2b 27 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6d 65 64 69 61 5f 69 66 72 61 6d 65 5f 76 69 64
65 6f 5f 73 69 7a 65 22 3e 26 6e 62 73 70 3b 3c 2f 64 69 76 3e 27
Data Ascii: function(){var def=this._super.apply(this,arguments);if(this.$target.children(iframe’).length){return def;}this.$targ
et.empty();this.$target.append('<div class="css_editable_mode_display">&nbsp;</div>'+'<div class="media_iframe
_video_size">&nbsp;</div>'

2022-01-14 13:04:54 UTC 2532 IN Data Raw: 61 74 61 2e 61 63 74 69 6f 6e 4e 61 6d 65 2c 65 76 2e 64 61 74 61 2e 70 61 72 61 6d 73 29 3b 69 66 28 65 76
2e 64 61 74 61 2e 6f 6e 53 75 63 63 65 73 73 29 7h 64 65 66 2e 74 68 65 6e 28 65 76 2e 64 61 74 61 2e 6f 6e 53 75 63
63 65 73 73 29 3b 7d 0a 69 66 28 65 76 2e 64 61 74 61 2e 6f 6e 46 61 69 6¢ 75 72 65 29 7b 64 65 66 2e 67 75 61 72 64
65 64 43 61 74 63 68 28 65 76 2e 64 61 74 61 2e 6f 6e 46 61 69 6¢ 75 72 65 29 3b 7d 7d 2c 5f 6f 6e 45 64 69 74 4d 6f 64
65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 24 65 6¢ 2e 61 64 64 43 6¢ 61 73 73 28 27 65 64 69 74 69 6e 67 5
f 6d 6f 64 65 27 29 3b 74 68 69 73 2e 64 6f 5f 68 69 64 65 28 29 3b 7d 2c 5f 6f 6e 4d 65 6e 75 48 6f 76 65 72 65 64 3a 66
75 6e 63 74 69 6f 6e 28 65 76 29 7h 76 61 72 20 24 6f 70 65 6e
Data Ascii: ata.actionName,ev.data.params);if(ev.data.onSuccess){def.then(ev.data.onSuccess);}if(ev.data.onFailure){def.
guardedCatch(ev.data.onFailure);}},_onEditMode:function(){this.$el.addClass(‘editing_mode");this.do_hide();},_
onMenuHovered:function(ev){var $open

2022-01-14 13:04:54 UTC 2548 IN Data Raw: 73 2e 6f 70 74 69 6f 6e 73 2e 77 79 73 69 77 79 67 26 26 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 77 79 73 69
7779 67 2e 6f 64 6f 6f 45 64 69 74 6f 72 2e 6f 62 73 65 72 76 65 72 41 63 74 69 76 65 28 29 3b 72 65 74 75 72 6e 20 64
65 66 3b 7d 2c 64 65 73 74 72 6f 79 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 73 75 70 65 72 2e 61 70 70 6¢
7928746869 732c 617267 75 6d 65 6e 74 73 29 3b 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 77 79 73 69 77 79 67 26
26 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 77 79 73 69 77 79 67 2e 6f 64 6f 6f 45 64 69 74 6f 72 2e 6f 62 73 65 72 76 65 72
55 6e 61 63 74 69 76 65 28 29 3b 69 66 28 74 68 69 73 2e 24 69 66 72 61 6d 65 29 7b 74 68 69 73 2e 24 69 66 72 61 6d
65 2e 72 65 6d 6f 76 65 28 29 3b 7d 0a 74 68 69 73 2e 6f 70
Data Ascii: s.options.wysiwyg&&this.options.wysiwyg.odooEditor.observerActive();return def;},destroy:function(){this._su
per.apply(this,arguments);this.options.wysiwyg&&this.options.wysiwyg.odooEditor.observerUnactive();if(this. $iframe){this
.$iframe.remove();}this.op

2022-01-14 13:04:54 UTC 2564 IN Data Raw: 6d 65 6e 74 73 29 3b 7d 3b 72 65 74 75 72 6e 20 50 6f 70 75 70 57 69 64 67 65 74 3b 7d 29 3b 3b Oa Oa 2f 2a
20 2f 77 65 62 73 69 74 65 2f 73 74 61 74 69 63 2f 73 72 63 2f 73 6e 69 70 70 65 74 73 2f 73 5f 74 61 62 6¢ 65 5f 6f 66 5f
63 6f 6e 74 65 6e 74 2f 30 30 30 2e 6a 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73
73 65 74 73 5f 66 72 6f 6e 74 65 6e 64 5f 6¢ 61 7a 79 27 20 2a 2f Oa 6f 64 6f 6f 2e 64 65 66 69 6e 65 28 27 77 65 62 73
69 74 65 2e 73 5f 74 61 62 6¢ 65 5f 6f 66 5f 63 6f 6e 74 65 6e 74 27 2¢ 66 75 6e 63 74 69 6f 6e 28 72 65 71 75 69 72 65
29 7b 27 75 73 65 20 73 74 72 69 63 74 27 3b 63 6f 6e 73 74 20 70 75 62 6¢ 69 63 57 69 64 67 65 74 3d 72 65 71 75 69
7265 28 27 77 65 62 2e 70 75 62 6¢ 69 63 2e 77 69 64 67
Data Ascii: ments);};return PopupWidget;});;/* /website/static/src/snippets/s_table_of content/000.js defined in bundle
‘web.assets_frontend_lazy' */odoo.define(‘website.s_table_of_content',function(require){'use strict’;const publicWidget=
require('web.public.widg

2022-01-14 13:04:54 UTC 2580 IN Data Raw: 3d 27 27 3b 7d 7d 2c 5f 67 65 74 51 57 65 62 52 65 6e 64 65 72 4f 70 74 69 6f 6e 73 3a 66 75 6e 63 74 69 6f
6e 2829 7b 72 65 74 75 72 6e 7h 63 68 75 6e 6b 53 69 7a 65 3a 70 61 72 73 65 49 6e 74 28 63 6f 6e 66 69 67 2e 64 65
76 69 63 65 2e 69 73 4d 6f 62 69 6¢ 65 3f 74 68 69 73 2e 24 74 61 72 67 65 74 5b 30 5d 2e 64 61 74 61 73 65 74 2e 6e
75 6d 62 65 72 4f 66 45 6¢ 65 6d 65 6€ 74 73 53 6d 61 6C 6C 44 65 76 69 63 65 73 3a 74 68 69 73 2e 24 74 61 72 67 65 7
4 5b 30 5d 2e 64 61 74 61 73 65 74 2e 6e 75 6d 62 65 72 4f 66 45 6¢ 65 6d 65 6e 74 73 29 2c 64 61 74 61 3a 74 68 69 73
2e 64 61 74 61 2c 75 6e 69 71 75 65 49 64 3a 74 68 69 73 2e 75 6e 69 71 75 65 49 64 7d 3b 7d 2c 5f 72 65 6e 64 65 72
3a 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 74 68 69 73 2e 64 61 74
Data Ascii: =";}},_getQWebRenderOptions:function(){return{chunkSize:parselnt(config.device.isMobile?this.$target[0].dat
aset.numberOfElementsSmallDevices:this.$target[0].dataset.numberOfElements),data:this.data, uniqueld:this.uniqu
eld};},_render:function(){if(this.dat

2022-01-14 13:04:54 UTC 2596 IN Data Raw: 76 69 73 69 62 69 6¢ 69 74 79 46 75 6e 63 74 69 6f 6e 42 79 46 69 65 6¢ 64 45 6¢ 2e 65 6e 74 72 69 65 73 28
2929 7b 74 68 69 73 2e 5f 75 70 64 61 74 65 46 69 65 6¢ 64 56 69 73 69 62 69 6¢ 69 74 79 28 66 69 65 6C 64 45 6C 2C
76 69 73 69 62 69 6¢ 69 74 79 46 75 6e 63 74 69 6f 6e 28 29 29 3b 7d 7d 2¢ 5f 75 70 64 61 74 65 46 69 65 6¢ 64 56 69 73
69 62 69 6¢ 69 74 79 28 66 69 65 6¢ 64 45 6C 2C 68 61 76 65 54 6f 42 65 56 69 73 69 62 6C 65 29 7b 63 6f 6€ 73 74 20 66
69 65 6¢ 64 43 6f 6e 74 61 69 6e 65 72 45 6¢ 3d 66 69 65 6¢ 64 45 6¢ 2e 63 6¢ 6f 73 65 73 74 28 27 2e 73 5f 77 65 62 73
69 74 65 5f 66 6f 72 6d 5f 66 69 65 6¢ 64 27 29 3b 66 69 65 6¢ 64 43 6f 6e 74 61 69 6e 65 72 45 6¢ 2e 63 6¢ 61 73 73 4C
69 73 74 2e 74 6f 67 67 6¢ 65 28 27 64 2d 6e 6f 6e 65 27 2¢
Data Ascii: visibilityFunctionByFieldEl.entries()){this._updateFieldVisibility(fieldEl,visibilityFunction());}},_updateFieldVisibi
lity(fieldEl,haveToBeVisible){const fieldContainerEl=fieldEl.closest('.s_website_form_field");fieldContainerEl.classList
.toggle(‘'d-none’,
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Session ID Source IP

17 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:54 UTC 2601

2022-01-14 13:04:54 UTC 2602

2022-01-14 13:04:54 UTC 2603

Session ID Source IP

18 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:54 UTC 2602

2022-01-14 13:04:54 UTC 2602

2022-01-14 13:04:54 UTC 2603

2022-01-14 13:04:54 UTC 2603
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Source Port

49783

Direction

ouT

Source Port
49784

Direction
ouT

ouT

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /website/translations/63c39b9719623b23090242bff39258f3aa29fe2b HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

X-Requested-With: XMLHttpRequest

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
c70c765386b88733c7167f15ac2; tz=America/Los_Angeles

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:54 GMT
Content-Type: application/json
Content-Length: 268

Connection: close

Cache-Control: public, max-age=31536000
Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:54 GMT; Max-
Age=7776000; HttpOnly; Path=/
X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin

Data Raw: 7b 22 6¢ 61 6e 67 22 3a 20 6e 75 6¢ 6¢ 2c 20 22 6¢ 61 6e 67 5f 70 61 72 61 6d 65 74 65 72 73 22 3a 20 7b 22
6e 61 6d 65 22 3a 20 22 45 6e 67 6¢ 69 73 68 20 28 55 53 29 22 2c 20 22 64 69 72 65 63 74 69 6f 6e 22 3a 20 22 6¢ 74
7222 2c 20 22 64 61 74 65 5f 66 6f 72 6d 61 74 22 3a 20 22 25 6d 2f 25 64 2f 25 59 22 2¢ 20 22 74 69 6d 65 5f 66 6f 72
6d 61 74 22 3a 20 22 25 48 3a 25 4d 3a 25 53 22 2¢ 20 22 67 72 6f 75 70 69 6e 67 22 3a 20 22 5b 33 2¢ 30 5d 22 2c 20
22 64 65 63 69 6d 61 6¢ 5f 70 6f 69 6e 74 22 3a 20 22 2e 22 2c 20 22 74 68 6f 75 73 61 6e 64 73 5f 73 65 70 22 3a 20 22
2c 22 2¢ 20 22 77 65 65 6b 5f 73 74 61 72 74 22 3a 20 37 2c 20 22 63 6f 64 65 22 3a 20 22 65 6e 5f 55 53 22 7d 2¢ 20 22
6d 6f 64 75 6¢ 65 73 22 3a 20 7b 7d 2c 20 22 6d 75 6¢ 74 69 5f

Data Ascii: {"lang": null, "lang_parameters": {"name": "English (US)", "direction”: "Itr", "date_format": "%m/%d/%Y", "t
ime_format": "%H:%M:%S", "grouping”: "[3,0]", "decimal_point": ".", "thousands_sep™": ",", “week_start": 7, "code™: "en_U
S"}, "modules”: {}, "multi_

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /saas_worker/trial_info HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

Content-Length: 60

Accept: application/json, text/javascript, */*; qg=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: application/json

Origin: https://alliance-bokiau.odoo.com

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
c70c765386b88733c7167f15ac2; tz=America/Los_Angeles

Data Raw: 7b 22 6a 73 6f 6e 72 70 63 22 3a 22 32 2e 30 22 2c 22 6d 65 74 68 6f 64 22 3a 22 63 61 6¢ 6¢ 22 2c 22 70 61
7261 6d 73 22 3a 7b 7d 2c 22 69 64 22 3a 32 31 34 33 38 31 37 31 36 7d
Data Ascii: {"jsonrpc":"2.0","method":"call","params":{},"id":214381716}

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:54 GMT

Content-Type: application/json

Content-Length: 49

Connection: close

Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:54 GMT; Max-
Age=7776000; HttpOnly; Path=/

X-Content-Type-Options: nosniff

Referrer-Policy: strict-origin-when-cross-origin

Data Raw: 7b 22 6a 73 6f 6e 72 70 63 22 3a 20 22 32 2e 30 22 2c 20 22 69 64 22 3a 20 32 31 34 33 38 31 37 31 36 2c 20
22726573 756¢74223a207b7d7d
Data Ascii: {"jsonrpc": "2.0", "id": 214381716, "result": {}}
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Session ID Source IP

19 192.168.2.5
kBytes
Timestamp transferred

2022-01-14 13:04:54 UTC 2603

2022-01-14 13:04:54 UTC 2604

2022-01-14 13:04:54 UTC 2605

2022-01-14 13:04:54 UTC 2620

Session ID Source IP

2 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:52 UTC 1
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Source Port

49785

Direction

ouT

Source Port
49752

Direction
ouT

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/webclient/qweb/1642197894348?bundle=web.assets_frontend HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494f1aef3cc7al; session_id=83f496f5alaal
c70c765386b88733c7167f15ac2; tz=America/Los_Angeles

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:54 GMT
Content-Type: text/xml

Content-Length: 23470

Connection: close

Cache-Control: public, max-age=31536000
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST
Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:54 GMT; Max-
Age=7776000; HttpOnly; Path=/
X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin

Data Raw: 3c 74 65 6d 70 6¢ 61 74 65 73 3e 3c 74 20 74 2d 6e 61 6d 65 3d 22 77 65 62 2e 43 68 65 63 6b 42 6f 78 22 20
6f 77 6¢ 3d 22 31 22 3e 0a 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 20
63 75 73 74 6f 6d 2d 63 68 65 63 6b 62 6f 78 22 3e 0a 20 20 20 20 20 20 20 20 3c 69 6e 70 75 74 20 74 2d 61 74 74 2d
69 64 3d 22 70 72 6f 70 73 2e 69 64 20 6f 72 20 69 64 22 20 74 79 70 65 3d 22 63 68 65 63 6b 62 6f 78 22 20 63 6¢ 61 73
733d 22 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 22 20 74 2d 61 74 74 2d 64 69 73 61 62 6¢C 65 64 3d
227072 6f70 73 2e 64 69 73 61 62 6¢ 65 64 22 20 74 2d 61 74 74 2d 63 68 65 63 6b 65 64 3d 22 70 72 6f 70 73 2e 76 61
6¢C 75 65 22 2f 3e 0a 20 20 20 20 20 20 20 20 3c 6¢ 61 62 65

Data Ascii: <templates><t t-name="web.CheckBox" owl="1"> <div class="custom-control custom-checkbox"> <input
t-att-id="props.id or id" type="checkbox" class="custom-control-input" t-att-disabled="props.disabled" t-att-checked="pro
ps.value"/> <labe

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 3¢ 70 61 74 68 20 64 3d 22 4d 33 31 2c 30 20 43 32 38 2c¢ 30 20 32 36 2c
31203234 2¢ 3320433232 2c 35203231 2c 37 20 32 31 2¢ 31 30 20 4c 31 30 2¢ 31 30 20 43 38 2¢ 31 30 20 36 2¢
31312034 2c 3132204332 2c 31342031 2c 3136 20 31 2¢ 31 39 20 43 31 2¢ 32 31 20 31 2¢ 32 34 20 32 2¢ 32 36
2043 31 2¢ 32372031 2¢ 3239 20 31 2c 33 32 20 43 31 2¢ 33 34 20 31 2¢ 33 36 20 32 2c 3338 204331 2c 3430203
02c 34 32 20 31 2c 34 35 20 43 31 2c¢ 35 30 20 35 2¢ 35 33 20 31 30 2¢ 35 34 20 4c 32 35 2¢ 35 34 20 43 32 39 2¢ 35 34
20 33 33 2¢ 35 32 20 33 36 2¢ 34 39 20 43 33 39 2¢ 34 36 20 34 31 2c¢ 34 32 20 34 31 2¢ 33 38 20 4c 34 31 2¢ 31 30 20
43 34 31 2¢ 34 20 33 36 2c 33 2e 33 38 31 37 36 38 37 36 65 2d 31 36

Data Ascii: <path d="M31,0 C28,0 26,1 24,3 C22,5 21,7 21,10 10,10 C8,10 6,11 4,12 C2,14 1,16 1,19 C1,21 1,24
2,26 C1,27 1,29 1,32 C1,34 1,36 2,38 C1,40 0,42 1,45 C1,50 5,53 10,54 L25,54 C29,54 33,52 36,49 C39,46 41,42 41,38
L41,10 C41,4 36,3.38176876e-16

Destination IP  Destination Port Process
172.217.16.142 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
becmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

2022-01-14 13:.04:52 UTC 1

2022-01-14 13:04:52 UTC 2

2022-01-14 13:04:52 UTC 3

2022-01-14 13:04:52 UTC 3

Session ID Source IP

20 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:54 UTC 2604

2022-01-14 13:04:54 UTC 2628

2022-01-14 13:04:54 UTC 2628

Session ID Source IP

21 192.168.2.5

Copyright Joe Security LLC 2022

Direction

IN

Source Port
49787

Direction
ouT

Source Port

49788

Data

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘'report-sample’ 'nonce-7BHfldUfY SxPht+IVX1rLA' ‘'unsafe-inline' 'strict-dynamic' https:
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 14 Jan 2022 13:04:52 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5492

X-Daystart: 18292

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 35 31 66 0d Oa 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
7276 65 72 3d 22 70 72 6f 64 22 3e 3¢ 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 34 39 32
222065 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 31 38 32 39 32 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22 6e
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 51f<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response"” p
rotocol="2.0" server="prod"><daystart elapsed_days="5492" elapsed_seconds="18292"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""

Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22
2066 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31
37 3137 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61

Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56h8717175c536685c5450122b30789464ad82"
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP  Destination Port Process
34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/image/website/1/favicon?unique=589931b HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: alliance-bokiau.odoo.com

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:54 GMT

Content-Type: image/x-icon

Content-Length: 1150

Connection: close

X-Content-Type-Options: nosniff
Content-Security-Policy: default-src ‘none’

ETag: 2f7028932480cdch927f83b0165d577669e620fa
Cache-Control: max-age=31536000

Set-Cookie: session_id=2027422e4628852bea49bd3273ec58c33a6d14e6; Expires=Thu, 14-Apr-2022 13:04:54 GMT;
Max-Age=7776000; HttpOnly; Path=/
Access-Control-Allow-Credentials: true

Data Raw: 00 00 01 00 01 00 10 10 00 00 01 00 20 00 68 04 00 00 16 00 00 00 28 00 00 00 10 00 00 00 20 00 00 00 01
00 20 00 00 00 00 00 00 04 00 00 13 Ob 00 00 13 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 86 45 a0 00
8a 46 a2 00 89 46 al 10 89 46 a2 4e 89 46 a2 8c 89 46 a2 ab 89 46 a2 ab 89 46 a2 8b 89 46 a2 4b 89 46 a2 Oe 89 46 a2
00 88 45 a1 00 00 00 00 00 00 00 00 00 00 00 00 00 88 45 al 00 88 45 al 02 89 46 a2 45 89 46 a2 ba 89 46 a2 3 89 46
a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 f2 89 46 a2 b4 89 46 a2 3e 88 45 al 01 89 46 a1 00 00 00 00 00 89 46 a2
00 88 45 al 02 89 46 a2 62 89 46 a2 ea 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89 46 a2 ff 89
46 a2 ff 89 46 a2 e6 89 46 a2 58 85 43 9d 00 88 45 al 00 89

Data Ascii: h( EFFFNFFFFFKFFEEEFEFFFFFFFFF>EFFEFbFFFFFFFFFFFXCE

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2022-01-14 13:04:54 UTC 2604

2022-01-14 13:04:54 UTC 2629

2022-01-14 13:04:54 UTC 2630

2022-01-14 13:04:54 UTC 2645

Session ID Source IP

22 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:54 UTC 2648

2022-01-14 13:04:55 UTC 2648

2022-01-14 13:04:55 UTC 2649

Session ID Source IP

23 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49789

Direction

ouTt

Source Port

49790

Direction

Data

GET /web/image/website/1/logo/alliance-bokiau?unique=589931b HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: alliance-bokiau.odoo.com

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:54 GMT

Content-Type: image/png

Content-Length: 18150

Connection: close

X-Content-Type-Options: nosniff
Content-Security-Policy: default-src 'none’

ETag: afbc920099813caffc4d8e0b67204e4c9898b8eb
Cache-Control: max-age=31536000

Set-Cookie: session_id=8a00c18b9db8c359402f1c1f614dc6b3f05033f8; Expires=Thu, 14-Apr-2022 13:04:54 GMT; Max-
Age=7776000; HttpOnly; Path=/
Access-Control-Allow-Credentials: true

Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 f6 00 00 00 92 08 06 00 00 00 76 77 37 84 00 00 00
01 73 52 47 42 00 ae ce 1c €9 00 00 20 00 49 44 41 54 78 5e ed 5d 05 74 54 47 17 fe b2 bb d9 cd 6e dc 09 21 24 21 21
b8 3b 14 b7 e2 b4 b8 14 4a 91 a2 c5 dd 8b 53 1c da 52 83 52 5c 8b 53 dc dd 8a 6b 20 04 e2 ¢9 c6 65 fd 3f 77 56 b2 51 1e
21 40 d2 ff cd 39 1c 20 99 37 6f de 9d f9 €6 ea dc 6b al d3 e9 74 €0 1b 4f 01 9e 02 ff 29 Oa 58 f0 cO fe 4f ad 27 ff 31 3¢ 05
18 05 78 60 f3 1b 81 a7 c0 7f 90 02 3c b0 df 71 51 49 73 51 a5 a5 21 2e 24 02 91 0f 9f 23 21 24 02 42 al 10 02 81 00 16
02 Ob 58 58 58 0 02 80 d0 c9 01 22 27 5b 58 08 85 39 bf 41 07 28 43 23 a1 91 27 00 a4 11 69 75 ec 6f a6 1d b1 3f c8 f4
7f 7d 1f d3 ef a9 3f 35 e3 33 ec 79 fd ff d3 ff dO 3f

Data Ascii: PNGIHDRvW7SRGB IDATXtTGNI$!;ISRR\SK e2wVQI@9 70kt0)X0'1<x <qQIsQLSASBXXX"[XIA(CHiu0?}?
53y?

Data Raw: 94 57 9¢ 36 82 9d 9d 2d b3 b0 ca e5 72 66 8c a2 ca 8d e6 e2 fb ca b5 bf 31 8e 1d 11 9b 80 09 83 Oc a2 b8 59
9e 70 22 e3 81 ¢3 47 30 6e el 4a 88 25 62 fc 3c 6b 32 3e ab 57 27 03 75 ¢9 2f 7c e8 f8 29 cc 5e fe 23 f4 a2 78 0f b4 fd bc
65 9e 45 71 32 aa ed d9 7f 10 b3 56 fd 02 3b 5b 5b 2c 9d 32 06 9f d5 cd 8 ce a0 57 ¢1 58 fd ¢7 06 1c 39 77 19 55 cb 94
c4 d0 af 7b al 6e ad 9a 19 80 1d 97 9c c2 40 5d bd 7c 19 44 46 47 23 34 32 06 62 91 10 ed 9a 35 c2 90 7e 5f 31 d0 bd ad
7105 f6 db c6 el 7f ff 69 29 50 a8 80 dd 7b c8 48 b4 68 58 1f 45 5¢ 9d al d1 e9 10 1d 17 8f 26 5 ea 30 ab f5 d5 eb 37 60
6b 67 cb 36 3b 45 78 51 3d 6a 02 74 c3 fa f5 58 c2 7f 63 a3 2a 1d bf 6¢ d9 89 a0 90 70 Oc ea f6 05 fa f7 ee 9e 21 79 3f 89
fc 8b 96 ad c2 b6 7f 4e 32 b1 70 68 f7 2f d1 bf

Data Ascii: W6-rf1Yp"G0nJ%b<k2>W'u/|) xeEq2V;[[,2WX9wU{n@]| DFG#42b5~_1qi)P{HhXE\&07 kg6;ExQ=jtXc*Iply?
N2ph/

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/static/img/odoo_logo_tiny.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: alliance-bokiau.odoo.com

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:55 GMT
Content-Type: image/png

Content-Length: 1168

Last-Modified: Mon, 15 Nov 2021 12:58:37 GMT
Connection: close

ETag: "6192597d-490"

Expires: Sat, 15 Jan 2022 13:04:55 GMT
Cache-Control: max-age=86400

Vary: Origin

X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin
Accept-Ranges: bytes

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 3e 00 00 00 14 08 06 00 00 00 d5 f6 8e 14 00 00 04
57 49 44 41 54 78 01 ed 57 03 b0 2d 49 Oc bd 6b db 2e ac 6d db b6 2f d6 b6 71 e7 56 7d 3f db b6 6d bf b5 6d db b6 79 4e
d5 74 bd bc ec 68 ad 3f 55 a9 9e ee e4 4c fa 34 92 4c e8 af 7c f2 3 f3 57 ca ca ca ba 2f 3b 3b fb ed 9¢ 9c¢ 9c 7d 42 ff 97 07
64 4f 03 f1 9f 28 20 df fe 7f 22 7e ae 20 de 37 9f f8 3f e5 c9 3e 7b ee 6a 49 a7 5a fb 27 9d 1a 3f 81 6d 5a 74 c6 aa 41 bl 3f
fd f4 d3 82 20 b5 03 e4 84 dc dc dc 30 64 0Of bc af 16 94 78 49 49 c9 22 d0 ed 04 db 63 80 3d 22 2f 2f 6f 8b 5f 33 f7 c2 c2
c2 1518 3f 6¢ ff 07 42 d6 6 05 a5 84 67 ec 9c 1c b6 6e 4a 3e 35 fe 23 48 ff 64 84 7d 8e 53 af 20 72 c2 4b c2 61 02 a4 de
23 31 25 3f 40 5a 20 b9 9a b8 9c 30 c6

Data Ascii: PNGIHDR>WIDATXW-Ik.m/qV}?mmyNth?UL4L|W/;;}BdO( "~ 7?>{j1Z"?mZtA? 0dxII"c="//o_3?I1BgnJ>5#Hd}S
rKa#1%?@Z 0

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2022-01-14 13:04:55 UTC 2648

2022-01-14 13:04:55 UTC 2650

2022-01-14 13:04:55 UTC 2650

Session ID Source IP

24 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:55 UTC 2657

2022-01-14 13:04:55 UTC 2657

2022-01-14 13:04:55 UTC 2658

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49791

Direction
ouT

Data

GET /saas_trial/static/xml/trial.xml HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
c70c765386b88733c7167f15ac2; tz=America/Los_Angeles

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:55 GMT
Content-Type: text/xml

Content-Length: 6472

Last-Modified: Wed, 05 Jan 2022 10:56:51 GMT
Connection: close

ETag: "61d57973-1948"

Expires: Fri, 14 Jan 2022 14:04:55 GMT
Cache-Control: max-age=3600

Vary: Origin

X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin
Accept-Ranges: bytes

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 0a 3c 74 65 6d 70 6¢ 61 74 65 73 20 69 64 3d 22 74 65 6d 70 6¢ 61 74 65 22 20 78 6d 6¢ 3a 73 70 61 63 65 3d 22
707265 73 65 72 76 65 22 3e 0a 0a 3c 21 2d 2d 20 61 64 64 20 61 20 73 74 72 69 6e 67 20 77 69 74 68 20 61 20 62 61
72 20 6f 6e 20 74 6f 70 20 2d 2d 3e 0a 3¢ 21 2d 2d 20 3e 3d 20 39 2e 30 20 2d 2d 3e Oa 3c 74 20 74 2d 6e 61 6d 65 3d 2
2 57 65 62 43 6¢ 69 65 6e 74 2e 64 65 6d 6f 5f 73 75 62 73 63 72 69 62 65 5f 70 61 6e 65 6¢ 22 3e 0a 20 20 20 20 3c 64 6
976 20 63 6¢ 61 73 73 3d 22 64 65 6d 6f 5f 73 75 62 73 63 72 69 62 65 5f 70 61 6€ 65 6¢ 22 20 69 64 3d 22 61 6€ b€ 6f 7
5 6e 63 65 6d 65 6e 74 5f 62 61 72 5f 74 61 62 6¢ 65 22 3e 0a 20

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><templates id="template" xml:space="preserve">... add a string with
a bar on top -->... >= 9.0 --><t t-name="WebClient.demo_subscribe_panel"> <div class="demo_subscribe_panel" i
d="announcement_bar_table">

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /website/static/src/xml/website.xml HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
€70c765386b88733c7167f15ac2; tz=America/Los_Angeles

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:55 GMT
Content-Type: text/xml

Content-Length: 5164

Last-Modified: Mon, 15 Nov 2021 12:58:38 GMT
Connection: close

ETag: "6192597e-142c"

Expires: Fri, 14 Jan 2022 14:04:55 GMT
Cache-Control: max-age=3600

Vary: Origin

X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin
Accept-Ranges: bytes

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 0a 3c 74 65 6d 70 6¢ 61 74 65 73 20 69 64 3d 22 74 65 6d 70 6¢ 61 74 65 22 20 78 6d 6¢ 3a 73 70 61 63 65 3d 22
707265 73 65 72 76 65 22 3e 0a 20 20 20 20 3c 74 20 74 2d 6e 61 6d 65 3d 22 77 65 62 73 69 74 65 2e 70 72 6f 6d 70
74 22 3e 0a 20 20 20 20 20 20 20 20 3c 64 69 76 20 72 6f 6¢ 65 3d 22 64 69 61 6¢ 6f 67 22 20 63 6¢ 61 73 73 3d 22 6d 6f
64 61 6¢ 20 6f 5f 74 65 63 68 6e 69 63 61 6¢ 5f 6d 6f 64 61 6¢ 22 20 74 61 62 69 6€ 64 65 78 3d 22 2d 31 22 3e 0a 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6d 6 64 61 6¢ 2d 64 69 61 6¢C 6f 67 22 3e
0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><templates id="template" xml:space="preserve"> <t t-name=
"website.prompt"> <div role="dialog" class="modal o_technical_modal" tabindex="-1"> <div class="modal-
dialog"> <div
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Session ID Source IP

25 192.168.2.5
kBytes
Timestamp transferred

2022-01-14 13:05:01 UTC 2663

2022-01-14 13:05:01 UTC 2663

2022-01-14 13:05:01 UTC 2664

2022-01-14 13:05:01 UTC 2664

2022-01-14 13:05:01 UTC 2666

2022-01-14 13:05:01 UTC 2667

2022-01-14 13:05:01 UTC 2668

2022-01-14 13:05:01 UTC 2670

Copyright Joe Security LLC 2022

Source Port

49802

Direction

ouT

Destination IP Destination Port Process

142.250.181.225 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1WXrT6yizCMksBOOc_ggEOB6tx6HPRHe6q1GOE
e3_NcIbSiGG8kXeLMUYO0sAKVVC6ER89zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_gTL7NIQ/extension_8520
_615_0_5.crx HTTP/1.1

Host: clients2.googleusercontent.com

Connection: keep-alive

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdsGktRZ4qWdOT1BaWIw6RSNylhyigap277dmgjXocTdyf5e5x1UvM8ruesONswO
rRFo_PWI1j_YDbnheGXCodk

Date: Thu, 13 Jan 2022 17:50:07 GMT

ETag: 730d2491_a246e948_e80d9c94_d8b3f142_86eb8dd2

Expires: Fri, 13 Jan 2023 17:50:07 GMT

Last-Modified: Wed, 05 Aug 2020 01:15:29 GMT

Content-Type: application/x-chrome-extension

Accept-Ranges: bytes

X-Goog-Hash: crc32c=DxAZGA==

Content-Length: 768843

Server: UploadServer

Age: 69294

Cache-Control: public, max-age=31536000

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 43 72 32 34 03 00 00 00 18 04 00 00 12 ac 04 Oa a6 02 30 82 01 22 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 05
00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 8f fb bf 5¢c 37 63 94 3¢ b0 ee 01 ¢4 b5 a6 9a bl 9f 46 74 6f 16 38 a0 32 27
35dd f0 71 6b Oe dc 6 25 cb b2 ed ea fb 32 d5 af 1e 03 43 03 46 f0 a7 39 db 23 96 1d 65 e5 78 51 f0 84 b0 Oe 12 ac Oe 5b
dc c9 d6 4c 7c 00 d5 b8 1b 88 33 3e 2f da eb aa f7 1a 75 c2 ae 3a 54 de 37 8f 10 d2 28 e6 84 79 4d 15 b4 f3 bd 3f 56 d3
3c 3f 18 ab fc 2e 05 c0 1e 08 31 b6 61 dO fd 9f 4f 3f 64 0d 17 93 bc ad 41 c7 48 be 00 27 a8 4d 70 42 92 05 54 a6 6d b8
de 56 6e 20 49 70 ee 10 3e 6b d2 7c 31 bd 1b 6e a4 3c 46 62 9f 08 66 93 f9 2a 51 31 a8 db b5 9d b9 0f 73 e8 a0 09 32 01
€9 7b 2a 8a 36 a0 cf 17 b0 50 70 9d a2 f9 a4 6f 62 4d

Data Ascii: Cr240"0*H0\7c<Fto82'5qk%2CF9#exQ[L|3>/u:T7(yM?V<?.1a0?dAH'MpBTmVn Ip>k|1n<Fbf*Q1s2{*6PpobM

Data Raw: cd 4d 62 68 3d 9f 5b 4f 7d b2 2b 1b ae 55 af 4b 48 46 28 6e 33 e8 5¢ 22 d7 dd d8 2c 67 d7 63 Oe b5 8a 36 29
1310 28 dd 45 ed ff 00 55 db fa ff 23 92 69 ad 61 03 e7 3a 04 98 9f 4e 89 fd Oa 1d Oe 50 88 1b a9 78 ef 4f a0 90 ea 28 6d
433b 7c eb 3501 53 ac 7b 6d ea 61 45 78 8d bb 91 5b 7f 98 66 50 af 69 60 85 79 cc c2 35 b1 88 52 02 84 8b 90 76 7f 24
la cf 2e b4 00 bd 6¢ 2d 6d ee b5 02 03 01 00 01 12 80 01 9a a3 91 dc 6d 10 04 8c cf 6e 69 83 be 14 60 f5 b7 57 06 05 84
19 a6 52 d1 70 e4 62 bd 2b 89 10 ce 8a 2b b9 5¢ 6b b6 52 24 65 7e dd 8b 4a 5¢ 9d 26 63 25 a7 64 ae 9d cf 4d c4 e8 6a
a0 8b 56 bf 25 07 ad df 2b 31 46 b1 a4 03 be 44 03 85 83 96 58 5¢ 95 31 63 74 Ob 3c 94 86 b1 c4 02 1c 96 fa 45 06 42 df
2b c1 69 40 01 eb fe 38 f4 9c 5e 9b b9 c5 26 59 52 ca e6

Data Ascii: Mbh=[O}+UKHF(n3\",gc6)(EU#ia:NPxO(mC;|5S{maEX[fPi'y5RvS.I-mmni"WRpb++kR$e~J\&c%dMjV%+1F
DX\1ct<EB+@8"&YR

Data Raw: 7d 78 7e fb f1 fa df 70 f1 7f ee ae bf bc b8 bd bf bc fc b4 fe 04 8b 3b 2e cb cd aa 58 57 a2 6a 15 40 46 b0 99 55
06 9e 99 69 25 32 27 d9 60 40 Of c3 54 2a 57 €8 61 24 24 d0 59 30 1d a0 d3 c5 2c ef b6 1e 00 31 f7 64 d3 b3 96 91 0Of 99
4e 45 d3 31 4b 63 4d 47 0d f6 3b ea d5 06 08 c9 60 85 f7 ca 04 25 25 9f d1 eb e0 30 31 ee e2 c8 60 5c 26 20 9b 40 82 ca
bc 08 da b0 e5 57 6¢ ¢7 37 d9 13 d3 66 94 a2 02 c8 10 01 4a 8a 75 0a 02 4f 27 45 fc eb 39 a8 70 74 38 02 1d ce 67 3f 7e
9 7c 7f 53 7c fe f1 fa f2 f2 b6 bc fb 49 Oe 7e 16 5f 5f 17 57 1f ae ef ef be fd 2c bf 62 84 7f 9d 4c 4f 86 e3 d1 3f f2 €9 37 ac
64 e8 09 9b cl f6 4e c5 df d9 64 7c 3d 90 58 af d6 98 13 78 29 d7 57 e5 43 62 fe 97 8a 29 d1 c9 7a 84 dd 7d 2c 6f 7e 3f 71
df 50 bb ¢6 40 5 11 12 fc 4a 41 d6 77

Data Ascii: }x~p;. XWj@FUi%2" @T*Wa$$Y0,1dNELIKCMG; %%01\& @WI7fJuO'E9pt8g?~|S|I~__W,bLO?7dNd|=Xx)WCh
)z},0~?qP@JAW

Data Raw: 75 85 47 b6 62 5b 97 15 31 5f ec 34 e8 4b 82 df 3b dd f5 26 a3 7f 47 af 7c 4f 33 bc 69 98 32 ae b8 bf d7 fd c4 f6
6 dd cd f5 fd ea 73 79 fb f1 fa fa Oe db dc 56 69 d7 74 4c 2d f0 51 c0 2e ca 67 19 00 85 20 ac 64 d1 02 96 dd 08 6b 75 1c
99 59 5b 6d c2 d8 10 64 d5 21 60 db 48 3b c1 17 9b 72 85 d9 7a 55 d3 94 b3 da 5b 88 6f ed 83 75 3a 28 eb d8 8e 03 44
7d 1d 23 9d 94 a5 77 f7 49 08 6d 8¢ f6 c4 ac 17 7b 72 0d 3c 7d 7 9 9 f1 27 92 21 1e b7 99 d9 71 66 8c c6 2c 6e 57 e2
42 8c 11 02 34 a3 9¢c 07 7d 66 c2 48 76 bb 52 52 ce b1 d1 ad 03 52 6 f2 b8 bc 8f 6a 88 6d 14 4c 7f d8 fO 8d bb ba 11 3c ff
12 a7 07 13 Oc 5e ¢3 bf 50 cc a5 08 3d 9b a9 55 ce fa 74 f5 al 96 a3 d2 de Oc c5 64 d8 98 28 Oa a2 fb 4d 81 fe 42 95 98
ec c9 ee e4 85 b6 50 d2 fa 13 3b 6f 4d a9 8a 6b

Data Ascii: uGh[1_4K;&G|03i2syVitL-Q.g dkuY[md! H;rzU[ou:(D}wIm{r<}'!qf,nWB4}fHVRRRjmL<"P=Utd(MBP;oMk

Data Raw: 9e 47 db bf 69 Oa 4c a8 7a 35 e0 b4 32 78 98 5f fO cO fe bf 7b 6e 0d 7a 41 c1 15 1a 87 ac ed aa c2 65 ab 73 76
7b 28 59 ef 09 08 94 0f 15 ea ed f9 b8 9e b5 26 fe 56 14 e4 a7 82 b2 0f 86 9d 94 7e 3c 9c al Oa eb 03 a7 f1 38 22 a2 f5 35
€6 21 34 3d a9 cb cd 69 05 ec 3e 56 a7 al 33 el bd f6 0a a2 05 c2 86 ed a8 fd 8e 3b 8d 4f df ce 8d 00 86 c8 e0 4e 48 3d
79 a7 6 2c 3f 1a 0d 97 d3 c9 62 9e 4f 97 c3 a3 a3 d1 7c 34 19 Of 4f 97 87 93 b3 b3 7c 3c 9f ed aa 81 3b 9d 9f ca 59 1c 8d
26 cb bf 2f 86 a7 a3 f9 fb 5d 09 5¢ fd 4b 24 1c Oe c7 87 f9 e9 f2 d5 62 3e 9f 8¢ d3 39 a4 27 d9 53 09 93 f1 1c 16 00 b3 c8
67 d5 9a 76 85 70 7d f2 44 c8 d1 e8 68 39 9e cc 97 3 69 b2 Oc ae ¢5 92 8¢ 3f ce f3 a3 57 ¢3 ¢3 37 cb fc 6¢ 38 3a 5d 1e 8f
f2 d3 a3 5d 41 dc a9 d5 7e 41 ¢7 93 e9 d9

Data Ascii: GiLz52x_{nzAesv{(Y&V~<8"5!4=i>V3;0NH=y,?bO|40|<;Y&/]\K$b>9'Sgvp}Dh9i?W7I8:]]A~A

Data Raw: a4 f7 79 e7 fd f2 e6 66 f1 7a 09 df 77 5e 7d 62 85 5a d4 9f a2 f9 54 b6 f9 14 cd 27 df b9 fb b9 b7 c3 05 97 4e 1b
67 8511 d2 1a ed 04 a3 a8 08 €9 69 5 9a 3f ba f9 2¢c 9a 7f 84 69 fe 51 f5 a7 74 cd 15 db 5d 97 bc fb 2e 16 c9 00 bf 2¢c 7c
25 2¢ d7 f5 d0 aa 9b e9 c4 99 ff 51 0f 2d a7 21 2e Ob 74 ¢3 73 28 fd 02 79 Of 2d 4d 75 4b 53 12 11 6f be f3 cb 20 Oc 10 43
61 0d fO c6 24 77 cc 68 52 16 66 95 48 20 6e dO ac 11 97 fe a7 e7 cd 15 2f 16 el b9 f4 b3 2a 61 15 ec 61 01 13 5a 2e Oa
233935 ad 94 88 a2 e9 ae b4 b2 c2 42 e4 48 94 97 dd 77 65 fd 84 5a 08 ae 58 61 a5 e4 30 2d 93 9a 9c 30 f0 d6 ec a9 64
f5 a7 f6 02 27 38 34 68 80 ¢6 77 77 7b dd f4 41 19 bc 1c 88 55 fb 81 17 €8 ba 45 53 38 a4 7b 81 92 43 ca 20 96 dd 0d e5
76 03 a3 9a 39 a6 6a a9 73 66 85 75 da 6e 92

Data Ascii: yfzwNbZT'Ngi?,iQt].,|%,Q-!.ts(y-MuKSo Ca$whRfH n/*aaZ.#95BHweZXa0-0d'84hww{AUES8{C v9jsfun
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Session ID Source IP

3 192.168.2.5
kBytes
Timestamp transferred

2022-01-14 13:04:52 UTC 17

2022-01-14 13:04:52 UTC 18

2022-01-14 13:04:52 UTC 18

2022-01-14 13:04:52 UTC 34

2022-01-14 13:04:52 UTC 51

2022-01-14 13:04:52 UTC 67

2022-01-14 13:04:52 UTC 83

Session ID Source IP

4 192.168.2.5

Copyright Joe Security LLC 2022

Source Port

49755

Direction

ouT

Source Port

49759

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/static/lib/fontawesome/fonts/fontawesome-webfont.woff2?v=4.7.0 HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

Origin: https://alliance-bokiau.odoo.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494f1aef3cc7al; session_id=83f496f5alaal
€70c765386b88733c7167f15ac2

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:52 GMT
Content-Type: font/woff2

Content-Length: 77160

Last-Modified: Mon, 15 Nov 2021 12:58:37 GMT
Connection: close

ETag: "6192597d-12d68"

Expires: Sat, 15 Jan 2022 13:04:52 GMT
Cache-Control: max-age=86400
Access-Control-Allow-Origin: https://alliance-bokiau.odoo.com
Vary: Origin

X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin
Accept-Ranges: bytes

Data Raw: 77 4f 46 32 00 01 00 00 00 01 2d 68 00 0d 00 00 00 02 86 98 00 01 2d Oe 00 04 01 cb 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 3f 46 46 54 4d 1c 1a 20 06 60 00 85 72 11 08 Oa 89 99 28 87 b6 58 01 36 02 24 03
95 70 0b 96 10 00 04 20 05 89 06 07 b4 75 5b 52 09 72 47 61 f7 91 84 2a ba 0d 81 27 ed 3d eb 3a b5 1a 26 d3 cd 3d 72
b7 2a 0a 02 19 e5 1a f1 f6 5d 04 74 07 dc 45 aa 6e a3 b2 ff ff ff ff e4 a4 31 46 db Oe dc 40 e0 d5 f4 fb 7c ad 8a 14 08 66 93
6d 92 60 9b 24 d8 91 al 40 64 5b 42 51 11 24 28 5b 55 3¢ 2b 28 ad b8 40 50 d0 35 1e e4 60 81 b0 Oe da 3e f6 50 10 1la
3b e12891dl 31 b3 fd6cdbfe 68 d4 a8 a2 c2 29 9f dc 59 79 94 f2 4a 69 e9 eb 17 ad 85 ce 7c 25 db 81 b7 5e ac 14 47
82 a2 33 b8 12 6e 9e 95 e8 ba da 95 dc Oa c4 cd 90 44 8a 9e

Data Ascii: WOF2-h-?FFTM “r(X6$p u[RrGa*=:&=rtEn1F@|fm $@d[BQ$([U<+(@P5 >P;(1lh)YyJi|%"G3nD

Data Raw: bd 93 29 66 af 23 af 2a 09 a2 32 3c 02 fb Oe 68 fd cd 20 7 1f 7e 27 42 18 c2 77 ac Ob 92 0f ba 6d a2 48 2f e2
19 9¢ bd d3 ec b7 03 90 af el 77 71 4d b0 1d Of fO 14 c9 d8 f6 6f ee 67 Oc 13 10 1b 43 29 cc b5 36 37 db 23 e5 88 42 c6
53 90 f8 3e 5f 2d 15 5b cd ¢4 4c 7c 52 be 52 cf f1 90 cb d1 6¢ 14 51 83 7d ee 1c 5¢ 54 be 48 29 0a 9f 39 46 61 bl bb 22
5e e0 62 a6 41 3a 91 dd b3 51 34 b1 bb 27 20 ca 3d bd 73 4f 09 0f al 03 10 ¢3 f1 27 83 1b 19 40 02 2e 9a e8 d9 59 26 38
7a 0a 8a 2c 69 37 15 1a b2 b5 a3 ea fd 33 79 d8 c1 3b 8d 81 eb 55 7d 70 2f df 49 9f Oc 01 eb ff Ob 78 56 f9 78 d6 de 69 6¢
8 46 bd 5a c5 ea 66 9b ff cb f9 68 58 da 63 87 98 d4 ec 1e 2e 62 Oc e8 ea 42 2a ac 7c 26 bf e2 8f 7c 67 ab b7 65 2f ca 6b
c8 75 bb fe 76 5c 5f 48 87 b6 9e 9e 62 82 a0 Oc

Data Ascii: )f#*2<h ~BwmH/wqMogC)674BS>_-[L|RRIQ\TH)9Fa""bA:Q4' =sO'@.Y&8z,i73y;U}p/IxVxilFZthXc.bB*|&|ge/ku
V\_Hb

Data Raw: 6a a3 5a 25 3d 27 29 be 96 38 96 18 65 e6 88 14 c8 el 60 38 fc 54 ca el c7 ec 2a 8f 4d e7 38 f5 9b bb 2e ac
8087 bb 8d d6 77 b8 7e 0Of c9 e2 f5 5¢ 28 48 94 74 a4 76 Ob 72 ab 22 6a 44 6f bd 47 10 47 0d e6 98 69 03 fe b2 84 6¢ 03
48 65 8¢ 86 25 69 61 26 39 b3 64 89 b6 cf 1c 64 3e f3 fc Oe 2d 69 0d b7 6¢c 4d 12 ee be dc b0 d9 16 al 54 41 ef 94 24 b6
9c 56 48 47 7c e7 b3 ec 0a 88 17 24 c7 0f Ob Ob ea f9 3a 1d ¢7 12 31 52 Oc 15 73 5¢ f0 5a 20 14 24 91 50 6a d7 db 87 bd
8f 5d d9 8b c6 67 d8 38 60 e7 b0 86 20 16 fb 7a df 92 f2 a4 cb 56 d4 58 8f 19 15 a3 dd 95 78 ba 72 74 58 2f a0 41 d1 70
d7 32 b4 0f 08 5e 5b 31 7e 52 7b ef 08 eb 9a ac 97 19 b2 bc ¢9 87 a2 3a 6b Oe 43 11 55 12 27 35 6e 98 90 1c 25 al 27 d7
4358 02 50 30 36 47 83 db ae 91 fb 6¢ 5b €9 3¢ 96 1b 4e

Data Ascii: jZ%=")8e 8T*M8.w~\(Htvr"jDoGGilHe%ia&9dd>-IMTA$VHG|$:1Rs\Z $Pj]g8" zVXXrtX/Ap2/[1~R{:kC
U'5n%'CXPO6GI[<N

Data Raw: 86 a7 1e 10 c6 fd 28 89 1c 75 60 ee b3 1d a5 6d 67 4f 1b 2c 8b d3 89 86 02 68 7d 81 fb 92 de 79 a8 06 24 99
03 db 92 12 a4 24 Oc df 45 c6 fb 5b d3 €9 62 92 c7 e6 Oc b3 5¢ 1d da 8a c8 78 6¢ 7e 5b c5 fO be 00 d1 d3 6¢ 3a b2 Oe €9
88 bc f6 2¢ b5 12 b3 dd cd 67 03 9f 5¢ 6a 81 1b 11 ad 67 59 13 ea 09 8e 88 27 07 b4 1c e5 26 66 29 el 8b 47 4c 7c 9f c6
ad 2a el 87 1c 51 db dc 70 72 a5 a3 83 7e ee 1la 3b ce 5a fl b4 92 7f ¢3 49 5d ac dd 0d 21 3c f9 61 50 7f 42 b7 49 ee 3
0Oe 62 b8 43 55 78 dO 8f 1c Oe f6 fd 45 67 ff c6 43 7f ff 28 a6 3c 15 7f 67 b7 64 ef db d7 d0 a0 72 4d 7b 4c 57 d2 ae 47 07
68 12 37 fc 39 b3 57 f7 46 c9 9c 2¢ 73 52 06 85 cb df 95 7a 48 37 d2 7a cf 99 cc 46 72 63 48 4b fc ff f8 1a df 6f 19 53 ae
el e346613019c316ad 7ab2819568c7 43 aa

Data Ascii: (u'mgO,h}y$$E[b\xI~[I:,9\jgY'&f)GL[*Qpr~;ZI]!<aPBIbCUXEgC(<gdrM{LWGh79WF,sRzH7zFrcHKoSFa0zhC

Data Raw: 4e 65 0d 2f cb 8c 1a ed d4 8e d7 c5 aa 6a 6a d5 9a e3 77 fa b4 ad 3 65 f5 ¢5 37 72 7c d1 82 90 e0 84 94 e4 d6
94 94 d6 e4 e4 04 99 a8 e8 ae 9e ec dd 0d 83 41 ea 9a 5a cd 53 aa 43 72 0a d6 94 42 e3 49 9b b2 6e 74 87 da d6 7e b5
2d cd 23 5a e3 56 bb 7f bb da c8 76 fa d6 1d 1b 4c b2 ac 42 01 1b 72 f9 a7 22 39 ¢5 97 35 9e d8 c3 39 e0 1e 80 38 56 06
be ea b8 78 ac 07 68 ea 5f 64 5e cb 3a 93 7c 78 6d 57 01 28 9f b7 7e ab df Od fa 4d ea 79 81 2b a5 29 23 12 25 ca 82 b5
99 1f 75 fd aa 85 9d 82 7e de af be 16 fb 87 d1 89 8b 2a b7 f4 a4 b7 c5 4b 13 a3 94 58 8e 83 af ef 3c f8 cf d1 67 ab fb 37
00 7¢ 60 10 80 cd da d6 7a 12 b0 c6 48 30 95 1c b4 cf 69 6b 59 98 3d 32 c7 16 16 e4 el ef fb €5 6e 0d 5f fb d7 75 ff 58 bf
fe 47 57 56 d2 b9 8e 8e b3 81 59 5d 2f 4b 3c 4a ee

Data Ascii: Ne/jjwe7r|AZSCrBInt~-#ZVVvLBr'9598Vxh_d":[xmW(~My+)#%u~*KX<g7| zHOikY=2n_uXGWVY]/K<J

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:52 UTC 50 ouT GET /web/assets/185-0cacbc7/1/web.assets_common.min.css HTTP/1.1
Host: alliance-bokiau.odoo.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://alliance-bokiau.odoo.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
€70c765386b88733c7167f15ac2

2022-01-14 13:04:52 UTC 127 IN HTTP/1.1 200 OK
Server: nginx
Date: Fri, 14 Jan 2022 13:04:52 GMT
Content-Type: text/css
Content-Length: 169129
Connection: close
X-Content-Type-Options: nosniff
Content-Security-Policy: default-src 'none’
ETag: 3fbb1c9f60c20ca3ca5541f40eaf993de56dbf71
Cache-Control: max-age=31536000
Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:52 GMT; Max-
Age=7776000; HttpOnly; Path=/
X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin

2022-01-14 13:04:52 UTC 127 IN Data Raw: Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 6¢ 69 62 2f 62 6f 6f 74 73 74 72 61 70 2f 73 63 73 73 2f 5f 66 75
6e 63 74 69 6f 6e 73 2e 73 63 73 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73 73
65 74 73 5f 63 6f 6d 6d 6f 6 27 20 2a 2f 0a 20 0a Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 6¢ 69 62 2f 62 6f 6f 74
73747261 70 2f 73 63 73 73 2f 5f 6d 69 78 69 6e 73 2e 73 63 73 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢
65 20 27 77 65 62 2e 61 73 73 65 74 73 5f 63 6f 6d 6d 6f 6e 27 20 2a 2f 0a 20 Oa Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74
69 63 2f 73 72 63 2f 6¢ 65 67 61 63 79 2f 73 63 73 73 2f 62 73 5f 6d 69 78 69 6e 73 5f 6f 76 65 72 72 69 64 65 73 2e 73 63
73 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75
Data Ascii: /* /web/static/lib/bootstrap/scss/_functions.scss defined in bundle 'web.assets_common' */ /* /web/static/li
b/bootstrap/scss/_mixins.scss defined in bundle 'web.assets_common' */ /* /web/static/src/legacy/scss/bs_mixins_override
s.scss defined in bu

2022-01-14 13:04:52 UTC 143 IN Data Raw: 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 20 7a 2d 69 6e 64 65 78 3a 20 39 39 39 39 3b 20 6d 61
782d 77 69 64 74 68 3a 20 33 30 30 70 78 3b 7d 62 6f 64 79 20 2e 75 69 2d 74 6f 6f 6¢ 74 69 70 7b 62 6f 72 64 65 72 2d
7769 64 74 68 3a 20 32 70 78 3b 7d 2e 75 69 2d 77 69 64 67 65 74 7b 66 6f 6e 74 2d 66 61 6d 69 6¢c 79 3a 20 41 72 69
61 6¢ 2c 48 65 6¢ 76 65 74 69 63 61 2c 73 61 6e 73 2d 73 65 72 69 66 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 65 6d
3b 7d 2e 75 69 2d 77 69 64 67 65 74 20 2e 75 69 2d 77 69 64 67 65 74 7b 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 65 6d 3b 7
d 2e 7569 2d 77 69 64 67 65 74 20 69 6e 70 75 74 2c 20 2e 75 69 2d 77 69 64 67 65 74 20 73 65 6¢ 65 63 74 2c 20 2e 75
69 2d 77 69 64 67 65 74 20 74 65 78 74 61 72 65 61 2c 20 2e 75 69
Data Ascii: osition: absolute; z-index: 9999; max-width: 300px;}body .ui-tooltip{border-width: 2px;}.ui-widget{font-family:
Arial,Helvetica,sans-serif; font-size: 1em;}.ui-widget .ui-widget{font-size: 1em;}.ui-widget input, .ui-widget select, .ui-widget
textarea, .ui

2022-01-14 13:04:52 UTC 207 IN Data Raw: 69 67 68 74 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2e 33 65 6d 3b 7d 2e 66 61 2d 73 70 69 6e 7b 2d 77 65
62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 66 61 2d 73 70 69 6e 20 32 73 20 69 6e 66 69 6e 69 74 65 20 6¢ 69 6e
6561 72 3b 20 61 6e 69 6d 61 74 69 6f 6e 3a 20 66 61 2d 73 70 69 6e 20 32 73 20 69 6e 66 69 6e 69 74 65 20 6¢ 69 6e
6561 72 3b 7d 2e 66 61 2d 70 75 6¢ 73 65 7b 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 66 61 2d 73 70 6
9 6e 20 31 73 20 69 6e 66 69 6e 69 74 65 20 73 74 65 70 73 28 38 29 3b 20 61 6e 69 6d 61 74 69 6f 6e 3a 20 66 61 2d 73
70 69 6e 20 31 73 20 69 6e 66 69 6e 69 74 65 20 73 74 65 70 73 28 38 29 3b 7d 40 2d 77 65 62 6b 69 74 2d 6b 65 79 66
72 61 6d 65 73 20 66 61 2d 73 70 69 6e 7b 30 25 7b 2d 77 65 62 6b 69
Data Ascii: ight{margin-left: .3em;}.fa-spin{-webkit-animation: fa-spin 2s infinite linear; animation: fa-spin 2s infinite linear;
}.fa-pulse{-webkit-animation: fa-spin 1s infinite steps(8); animation: fa-spin 1s infinite steps(8);}@-webkit-keyframes fa-
spin{0%{-webki

2022-01-14 13:04:52 UTC 223 IN Data Raw: 65 6e 74 3a 20 22 5c 66 31 38 32 22 3b 7d 2e 66 61 2d 6d 61 6¢ 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e
74 3a 20 22 5c 66 31 38 33 22 3b 7d 2e 66 61 2d 67 69 74 74 69 70 3a 62 65 66 6f 72 65 2c 20 2e 66 61 2d 67 72 61 74
69 70 61 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6€ 74 3a 20 22 5¢ 66 31 38 34 22 3b 7d 2e 66 61 2d 73 75 6e 2d 6f 3a
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6€ 74 3a 20 22 5¢ 66 31 38 35 22 3b 7d 2e 66 61 2d 6d 6f 6f 6e 2d 6f 3a 62 65 66 6f
72 65 7b 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 38 36 22 3b 7d 2e 66 61 2d 61 72 63 68 69 76 65 3a 62 65 66 6f 72 65 7b
63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 38 37 22 3b 7d 2e 66 61 2d 62 75 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74
3a 2022 5c 66 31 38 38 22 3b 7d 2e 66 61 2d 76 6b 3a 62 65
Data Ascii: ent: "\f182";}.fa-male:before{content: "\f183";}.fa-gittip:before, .fa-gratipay:before{content: "\f184";}.fa-sun-o:bef
ore{content: "\f185";}.fa-moon-o:before{content: "\f186";}.fa-archive:before{content: "\f187";}.fa-bug:before{content: *
\f188";}.fa-vk:be

2022-01-14 13:04:52 UTC 239 IN Data Raw: 2¢ 20 65 6e 64 43 6f 6¢ 6f 72 73 74 72 3d 27 23 65 65 65 65 65 65 27 2¢ 20 47 72 61 64 69 65 6e 74 54 79 70
65 3d 30 29 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 20 6¢ 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74
28 74 6f 20 62 6f 74 74 6f 6d 2c 20 23 65 65 65 20 30 25 2c 20 23 66 66 66 20 39 30 25 29 3b 7d 2e 73 65 6¢ 65 63 74 32
2d 63 6f 6e 74 61 69 6e 65 72 2e 73 65 6¢ 65 63 74 32 2d 61 6¢ 6¢ 6f 77 63 6 65 61 72 20 2e 73 65 6¢C 65 63 74 32 2d 63
68 6f 69 63 65 20 2e 73 65 6¢ 65 63 74 32 2d 63 68 6f 73 65 6e 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 20 34 32 70 78
3b 7d 2e 73 65 6¢ 65 63 74 32 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 73 65 6¢ 65 63 74 32 2d 63 68 6f 69 63 65 20 3e 20 2e
73 65 6¢ 65 63 74 32 2d 63 68 6f 73 65 6e 7b 6d 61 72 67 69
Data Ascii: , endColorstr="#eeeeee’, GradientType=0); background-image: linear-gradient(to bottom, #eee 0%, #fff 90%);}.
select2-container.select2-allowclear .select2-choice .select2-chosen{margin-right: 42px;}.select2-container .select2-choice
> select2-chosen{margi
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kBytes

Timestamp transferred Direction
2022-01-14 13:04:52 UTC 287 IN
2022-01-14 13:04:52 UTC 367 IN
2022-01-14 13:04:52 UTC 399 IN
2022-01-14 13:04:52 UTC 415 IN
2022-01-14 13:04:52 UTC 431 IN
2022-01-14 13:04:52 UTC 447 IN
Session ID Source IP Source Port
5 192.168.2.5 49760
kBytes
Timestamp transferred Direction
2022-01-14 13:04:52 UTC 50 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 63 74 32 2d 64 72 6f 70 2d 61 62 6f 76 65 20 2e 73 65 6¢ 65 63 74 32 2d 63 68 6f 69 63 65 2c 20 2e 63 6f 6e
7472 6f 6¢c 2d 67 72 6f 75 70 2e 77 61 72 6e 69 6e 67 20 2e 73 65 6¢ 65 63 74 32 2d 64 72 6f 70 64 6f 77 6e 2d 6f 70 65
6e 2e 73 65 6¢ 65 63 74 32 2d 64 72 6f 70 2d 61 62 6f 76 65 20 2e 73 65 6¢ 65 63 74 32 2d 63 68 6f 69 63 65 73 2C 20 2e
63 6f 6e 74 72 6f 6¢ 2d 67 72 6f 75 70 2e 77 61 72 6e 69 6e 67 20 2e 73 65 6¢ 65 63 74 32 2d 63 6f 6e 74 61 69 6e 65 72
2d 6d 75 6¢ 74 69 2e 73 65 6¢ 65 63 74 32 2d 63 6f 6 74 61 69 6e 65 72 2d 61 63 74 69 76 65 20 2e 73 65 6¢ 65 63 74
32 2d 63 68 6f 69 63 65 73 7b 62 6f 72 64 65 72 3a 20 31 70 78 20 73 6f 6¢ 69 64 20 23 43 30 39 38 35 33 20 21 69 6d 70
6f 72 74 61 6e 74 3b 7d 2e 63 6f 6e 74 72 6f 6¢ 2d 67 72 6f

Data Ascii: ct2-drop-above .select2-choice, .control-group.warning .select2-dropdown-open.select2-drop-above .select2-ch
oices, .control-group.warning .select2-container-multi.select2-container-active .select2-choices{border: 1px solid #C09853
limportant;}.control-gro

Data Raw: 20 66 6f 72 6d 61 74 28 22 77 6f 66 66 32 22 29 2c 20 75 72 6¢ 28 22 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e
6f 64 6f 6f 63 64 6e 2e 63 6f 6d 2f 66 6f 6e 74 73 2f 6e 6f 74 6f 2f 4e 6f 74 6f 53 61 6e 73 41 72 61 62 69 63 2d 4c 69 67 49
74 61 2e 77 6f 66 66 22 29 20 66 6f 72 6d 61 74 28 22 77 6f 66 66 22 29 2c 20 75 72 6¢ 28 22 68 74 74 70 73 3a 2f 2f 66
6f 6e 74 73 2e 6f 64 6f 6f 63 64 6e 2e 63 6f 6d 2f 66 6f 6 74 73 2f 6e 6f 74 6f 2f 4e 6f 74 6f 53 61 6 73 41 72 61 62 69 63
2d 4c 69 67 49 74 61 2e 74 74 66 22 29 20 66 6f 72 6d 61 74 28 22 74 72 75 65 74 79 70 65 22 29 3b 20 66 6f 6e 74 2d 77
65 69 67 68 74 3a 20 33 30 30 3b 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 69 74 61 6¢ 69 63 3b 20 75 6e 69 63 6f 64 65 2d
72 61 6e 67 65 3a 20 55 2b 30 36 30 30 2d

Data Ascii: format("woff2"), url("https://fonts.odoocdn.com/fonts/noto/NotoSansArabic-Liglta.woff") format("woff"), url
("https://fonts.odoocdn.com/fonts/noto/NotoSansArabic-Liglta.ttf") format(“truetype"); font-weight: 300; font-style: italic;
unicode-range: U+0600-

Data Raw: 20 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 72 67 62 61 28 30 2¢ 20 30 2c 20
30 2c 20 30 2e 36 29 3b 20 63 6f 6¢ 6f 72 3a 20 23 46 46 46 46 46 46 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 72 65 6d
3b 20 66 6f 6e 74 2d 66 61 6d 69 6¢c 79 3a 20 73 61 6e 73 2d 73 65 72 69 66 3b 7d Oa Oa 2f 2a 20 2f 77 65 62 5f 65 6e 74
65727072 69 73 65 2f 73 74 61 74 69 63 2f 73 72 63 2f 6¢ 65 67 61 63 79 2f 73 63 73 73 2f 75 69 2e 73 63 73 73 20 64
65 66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73 73 65 74 73 5f 63 6f 6d 6d 6f 6 27 20 2a 2f Oa
20 2e 6f 5f 68 6f 6d 65 5f 6d 65 6e 75 5f 62 61 63 6b 67 72 6f 75 6e 64 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 20 75 72 6¢ 28
2f 77 65 62 5f 65 6e 74 65 72 70 72 69 73 65 2f 73 74

Data Ascii: 100%; background-color: rgba(0, 0, 0, 0.6); color: #FFFFFF; font-size: 1rem; font-family: sans-serif;}/* /w
eb_enterprise/static/src/legacy/scss/ui.scss defined in bundle ‘web.assets_common' */ .o_home_menu_background{
background: url(/web_enterprise/st

Data Raw: 6¢ 65 20 27 77 65 62 2e 61 73 73 65 74 73 5f 63 6f 6d 6d 6f 6e 27 20 2a 2f 0a 20 2e 73 72 2d 6f 6e 6¢ 79 2c 20
2e 62 6f 6f 74 73 74 72 61 70 2d 64 61 74 65 74 69 6d 65 70 69 63 6b 65 72 2d 77 69 64 67 65 74 20 2e 62 74 6e 5b 64
6174 61 2d 61 63 74 69 6f 6e 3d 22 69 6e 63 72 65 6d 65 6e 74 48 6f 75 72 73 22 5d 3a 3a 61 66 74 65 72 2c 20 2e 62 6f
6f 74 73 74 72 61 70 2d 64 61 74 65 74 69 6d 65 70 69 63 6b 65 72 2d 77 69 64 67 65 74 20 2e 62 74 6e 5b 64 61 74 61
2d 61 63 74 69 6f 6e 3d 22 69 6e 63 72 65 6d 65 6e 74 4d 69 6e 75 74 65 73 22 5d 3a 3a 61 66 74 65 72 2c 20 2e 62 6f 6f
747374726170 2d 64 61 74 65 74 69 6d 65 70 69 63 6b 65 72 2d 77 69 64 67 65 74 20 2e 62 74 6e 5b 64 61 74 61 2d
61 63 74 69 6f 6e 3d 22 64 65 63 72 65 6d 65 6e 74 48 6f 75 72

Data Ascii: le ‘web.assets_common' */ .sr-only, .bootstrap-datetimepicker-widget .btn[data-action="incrementHours"]::after,
.bootstrap-datetimepicker-widget .btn[data-action="incrementMinutes"]::after, .bootstrap-datetimepicker-widget .btn[data-
action="decrementHour

Data Raw: 72 5f 70 69 63 6b 65 72 20 75 6c 20 2e 6f 65 5f 6b 61 6e 62 61 6e 5f 63 6f 6¢ 6f 72 5f 38 3a 61 66 74 65 72 7b
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 34 37 35 35 37 37 3b 7d 2e 6f 5f 66 69 65 6¢ 64 5f 63 6f 6¢ 6f 72
5f 70 69 63 6b 65 72 20 75 6¢ 20 2e 6f 65 5f 6b 61 6e 62 61 6e 5f 63 6f 6¢ 6f 72 5f 39 7b 62 6f 72 64 65 72 2d 6¢ 65 66 74
2d 63 6f 6¢ 6f 72 3a 20 23 44 36 31 34 35 46 3b 7d 2e 6f 5f 66 69 65 6¢ 64 5f 63 6f 6¢ 6f 72 5f 70 69 63 6b 65 72 20 75 6C
20 2e 6f 65 5f 6b 61 6e 62 61 6e 5f 63 6f 6¢ 6f 72 5f 39 3a 61 66 74 65 72 7b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢C 6f
72 3a 20 23 44 36 31 34 35 46 3b 7d 2e 6f 5f 66 69 65 6¢ 64 5f 63 6f 6¢ 6f 72 5f 70 69 63 6b 65 72 20 75 6¢ 20 2€e 6f 65 5f
6b 61 6e 62 61 6e 5f 63 6f 6¢ 6f 72 5f

Data Ascii: r_picker ul .oe_kanban_color_8:after{background-color: #475577;}.0_field_color_picker ul .oe_kanban_color_9{
border-left-color: #D6145F;}.o_field_color_picker ul .oe_kanban_color_9:after{background-color: #D6145F;}.o_field_color_
picker ul .oe_kanban_color_

Data Raw: 65 62 66 6f 6e 74 2e 73 76 67 23 52 6f 62 6f 74 6f 22 29 20 66 6f 72 6d 61 74 28 22 73 76 67 22 29 3b 20 66 6f
6e 74 2d 77 65 69 67 68 74 3a 20 39 30 30 3b 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 69 74 61 6¢ 69 63 3b 7d 40 66 6f 6
74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 22 52 6f 62 6f 74 6f 2d 42 6¢ 61 63 6b 49 74 61 6C 69 63 22
3b 20 73 72 63 3a 20 75 72 6¢ 28 22 2f 77 65 62 5f 65 6€ 74 65 72 70 72 69 73 65 2f 73 74 61 74 69 63 2f 66 6f 6e 74 73
2f 2e 2f 52 6f 62 6f 74 6f 2f 52 6f 62 6f 74 6f 2d 42 6¢ 61 63 6b 49 74 61 6¢ 69 63 2d 77 65 62 66 6f 6€ 74 2€ 65 6f 74 22
29 3b 20 73 72 63 3a 20 75 72 6¢ 28 22 2f 77 65 62 5f 65 6e 74 65 72 70 72 69 73 65 2f 73 74 61 74 69 63 2f 66 6f 6e 74
73 2f 2e 2f 52 6f 62 6f 74 6f 2f 52 6f 62 6f 74 6f

Data Ascii: ebfont.svg#Roboto") format(“svg"); font-weight: 900; font-style: italic;}@font-face{font-family: “"Roboto-Bla
ckltalic"; src: url("/web_enterprise/static/fonts/./Roboto/Roboto-Blackitalic-webfont.eot"); src: url(*/web_enterprise/static/font
s/./Roboto/Roboto

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/assets/194-df48839/1/web.assets_frontend.min.css HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;0=0.1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
€70c765386b88733c7167f15ac2
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:52 UTC 95 IN HTTP/1.1 200 OK
Server: nginx
Date: Fri, 14 Jan 2022 13:04:52 GMT
Content-Type: text/css
Content-Length: 490043
Connection: close
X-Content-Type-Options: nosniff
Content-Security-Policy: default-src 'none’
ETag: a878b26c0ea7134f4c04a01999a872581517a74e
Cache-Control: max-age=31536000
Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:52 GMT; Max-
Age=7776000; HttpOnly; Path=/
X-Content-Type-Options: nosniff
Referrer-Policy: strict-origin-when-cross-origin

2022-01-14 13:04:52 UTC 95 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6¢c 28 22 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6¢ 65 61 70 69 73
2e 63 6f 6d 2f 63 73 73 3f 66 61 6d 69 6¢ 79 3d 52 6f 62 6f 74 6f 3a 33 30 30 2c 33 30 30 69 2¢ 34 30 30 2c 34 30 30 69 2¢
37 3030 2c 37 30 30 69 26 64 69 73 70 6¢ 61 79 3d 73 77 61 70 22 29 3b 0a 40 69 6d 70 6f 72 74 20 75 72 6¢ 28 22 68
74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f 63 73 73 3f 66 61 6d 69 6C 79 3d 53 6f
75 72 63 65 2b 53 61 6e 73 2b 50 72 6f 3a 33 30 30 2¢ 33 30 30 69 2c 34 30 30 2c 34 30 30 69 2c 37 30 30 2c¢ 37 30 30
69 26 64 69 73 70 6¢ 61 79 3d 73 77 61 70 22 29 3b Oa Oa 2f 2a 20 3c 69 6e 6¢ 69 6e 65 20 61 73 73 65 74 3e 20 64 65
66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65
Data Ascii: @import url("https://fonts.googleapis.com/css?family=Roboto:300,300i,400,400i,700,700i&display=swa
p");@import url("https://fonts.googleapis.com/css?family=Source+Sans+Pro:300,300i,400,400i,700,700i&display=swap");/*
<inline asset> defined in bundle ‘we

2022-01-14 13:04:52 UTC 111 IN Data Raw: 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73 73 65 74 73 5f 66 72 6f 6e 74 65 6e 64 27 20
2a 2f 0a 20 3a 72 6f 6f 74 7b 2d 2d 62 6¢ 75 65 3a 20 23 30 30 37 62 66 66 3b 20 2d 2d 69 6e 64 69 67 6f 3a 20 23 36 36
313066 32 3b 20 2d 2d 70 75 72 70 6¢ 65 3a 20 23 36 66 34 32 63 31 3b 20 2d 2d 70 69 6e 6b 3a 20 23 65 38 33 65 38
63 3b 20 2d 2d 72 65 64 3a 20 23 64 63 33 35 34 35 3b 20 2d 2d 6f 72 61 6e 67 65 3a 20 23 66 64 37 65 31 34 3b 20 2d
2d 79 65 6¢ 6¢ 6f 77 3a 20 23 66 66 63 31 30 37 3b 20 2d 2d 67 72 65 65 6e 3a 20 23 32 38 61 37 34 35 3b 20 2d 2d 74 6
561 6¢ 3a 20 23 32 30 63 39 39 37 3b 20 2d 2d 63 79 61 6e 3a 20 23 31 37 61 32 62 38 3b 20 2d 2d 77 68 69 74 65 3a
20 23 46 46 46 46 46 46 3b 20 2d 2d 67 72 61 79 3a 20 23 36 43 37 35
Data Ascii: ned in bundle ‘web.assets_frontend' */ :root{--blue: #007bff; --indigo: #6610f2; --purple: #6f42c1; --pink:
#e83e8c; --red: #dc3545; --orange: #fd7el4; --yellow: #{fc107; --green: #28a745; --teal: #20c997; --cyan: #17a2b8; --white:
#FFFFFF; --gray: #6C75

2022-01-14 13:04:52 UTC 159 IN Data Raw: 72 64 65 72 3a 20 30 3b 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 31 7b 6f 72 64 65 72 3a 20 31 3b 7d 2e 6f 72 64 65
72 2d 6¢ 67 2d 32 7b 6f 72 64 65 72 3a 20 32 3b 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 33 7b 6f 72 64 65 72 3a 20 33 3b 7d 2e
6f 72 64 65 72 2d 6¢c 67 2d 34 7b 6f 72 64 65 72 3a 20 34 3b 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 35 7b 6f 72 64 65 72 3a 20
353b 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 36 7b 6f 72 64 65 72 3a 20 36 3b 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 37 7b 6f 72 64
65 72 3a 20 37 3b 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 38 7b 6f 72 64 65 72 3a 20 38 3b 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 39
7b 6f 72 64 65 72 3a 20 39 3b 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 31 30 7b 6f 72 64 65 72 3a 20 31 30 3b 7d 2e 6f 72 64 65
72 2d 6¢ 67 2d 31 31 7b 6f 72 64 65 72 3a 20 31 31 3b 7d
Data Ascii: rder: 0;}.order-Ig-1{order: 1;}.order-Ig-2{order: 2;}.order-lg-3{order: 3;}.order-lg-4{order: 4;}.order-lg-5{order: 5;
}.order-lg-6{order: 6;}.order-lg-7{order: 7;}.order-lg-8{order: 8;}.order-Ig-9{order: 9;}.order-lg-10{order: 10;}.order-lg-11{order:
11}

2022-01-14 13:04:52 UTC 175 IN Data Raw: 64 3a 66 6f 63 75 73 2c 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2e 69 73 2d 69 6e 76 61 6¢ 69 64 3a 66 6f 63
75 73 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 64 63 33 35 34 35 3b 20 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20
3020 30 20 30 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 20 35 33 2¢ 20 36 39 2c 20 30 2e 32 35 29 3b 7d 2e 77 61
732d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 69 6e 76 61 6¢ 69 64 20 7e 20 2e 69 6e 76
61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2 20 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 62 74
72 6f 6¢ 3a 69 6e 76 61 6¢ 69 64 20 7e 20 2e 69 6e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70 2c 20 2e 66 6f 72 6d 2d 63 6f
6e 74 72 6f 6¢ 2e 69 73 2d 69 6e 76 61 6¢ 69 64 20 7e 20
Data Ascii: d:focus, .form-control.is-invalid:focus{border-color: #dc3545; box-shadow: 0 0 0 0.2rem rgha(220, 53, 69, 0.
25);}.was-validated .form-control:invalid ~ .invalid-feedback, .was-validated .form-control:invalid ~ .invalid-tooltip, .form-
control.is-invalid ~

2022-01-14 13:04:52 UTC 191 IN Data Raw: 72 3b 20 70 61 64 64 69 6e 67 3a 20 30 2e 33 37 35 72 65 6d 20 30 2e 37 35 72 65 6d 3b 20 6d 61 72 67 69
6e 2d 62 6f 74 74 6f 6d 3a 20 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 72 65 6d 3b 20 66 6f 6e 74 2d 77 65 69 67 68
74 3a20 34 30 30 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 20 31 2e 35 3b 20 63 6f 6¢ 6f 72 3a 20 23 34 39 35 30 35
37 3b 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 20 77 68 69 74 65 2d 73 70 61 63 65 3a 20 6e 6f 77 7
261703b 206261 636b67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 45 39 45 43 45 46 3b 20 62 6f 72 64 65 72 3a 20 3
17078 20 73 6f 6¢ 69 64 20 23 43 45 44 34 44 41 3b 20 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 20 30 2e 32 35 72 65
6d 3b 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 20 69
Data Ascii: r; padding: 0.375rem 0.75rem; margin-bottom: O; font-size: 1rem; font-weight: 400; line-height: 1.5; color:
#495057; text-align: center; white-space: nowrap; background-color: #£9ECEF; border: 1px solid #CED4DA,; border-radius:
0.25rem;}.input-group-text i

2022-01-14 13:04:52 UTC 255 IN Data Raw: 2d 77 65 62 6b 69 74 2d 66 6¢ 65 78 20 21 69 6d 70 6f 72 74 61 6e 74 3b 20 64 69 73 70 6¢ 61 79 3a 20 66 6¢
65 78 20 21 69 6d 70 6f 72 74 61 6e 74 3b 20 66 6¢ 65 78 2d 62 61 73 69 73 3a 20 61 75 74 6f 3b 7d 2e 6e 61 76 62 61
72 2d 65 78 70 61 6e 64 2d 73 6d 20 2e 6e 61 76 62 61 72 2d 74 6 67 67 6¢ 65 72 7b 64 69 73 70 6¢ 61 79 3a 20 6e 6f 6
65 3b 7d 7d 40 6d 65 64 69 61 20 28 6d 61 78 2d 77 69 64 74 68 3a 20 37 36 37 2e 39 38 70 78 29 7b 2e 6e 61 76 62 61
72 2d 65 78 70 61 6e 64 2d 6d 64 20 3e 20 2e 63 6f 6e 74 61 69 6e 65 72 2c 20 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 6
4 2d 6d 64 20 3e 20 2e 6f 5f 63 6f 6e 74 61 69 6e 65 72 5f 73 6d 61 6¢ 6¢ 2¢ 20 2e 6€ 61 76 62 61 72 2d 65 78 70 61 6€ 6
4 2d 6d 64 20 3e 20 2e 63 6f 6e 74 61 69 6e 65 72 2d 66 6¢ 75 69
Data Ascii: -webkit-flex limportant; display: flex limportant; flex-basis: auto;}.navbar-expand-sm .navbar-toggler{display:
none;}}@media (max-width: 767.98px){.navbar-expand-md > .container, .navbar-expand-md > .o_container_small,
.navbar-expand-md > .container-flui

2022-01-14 13:04:52 UTC 271 IN Data Raw: 69 6e 6b 7b 63 6f 6¢ 6f 72 3a 20 23 30 36 32 63 33 33 3b 7d 2e 61 6¢ 65 72 74 2d 77 61 72 6e 69 6e 67 7b 63
6f 6¢ 6f 72 3a 20 23 38 35 36 34 30 34 3b 20 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 33 63 64
3b 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 65 65 62 61 3b 7d 2e 61 6¢ 65 72 74 2d 77 61 72 6e 69 6e 67 20
6872 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 65 38 61 31 3b 7d 2e 61 6¢ 65 72 74 2d 77 61 72
6e 69 6e 67 20 2e 61 6¢ 65 72 74 2d 6¢ 69 6e 6b 7b 63 6f 6¢ 6f 72 3a 20 23 35 33 33 66 30 33 3b 7d 2e 61 6¢ 65 72 74 2d
64 61 6e 67 65 72 7b 63 6f 6¢ 6f 72 3a 20 23 37 32 31 63 32 34 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a
2023 66 38 64 37 64 61 3b 20 62 6f 72 64 65 72 2d 63 6f
Data Ascii: ink{color: #062c33;}.alert-warning{color: #856404; background-color: #fff3cd; border-color: #ffeeba;}.alert-
warning hr{border-top-color: #ffe8al;}.alert-warning .alert-link{color: #533f03;}.alert-danger{color: #721c24; background-
color: #f8d7da; border-co
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:52 UTC 303 IN Data Raw: 7b 62 6f 74 74 6f 6d 3a 20 30 3b 20 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 20 30 2e 35 72 65 6d 20 30 2e 35
72 65 6d 20 30 3b 20 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f 72 3220 72 67 62 61 28 30 2¢ 20 30 2c 20 30 2c 20 30
2e 323529 3b 7d 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 74 6f 70 20 3e 20 2e 61 72 72 6f 77 3a 3a 61 66 74 65 72 2c 20 2e
62 73 2d 70 6f 70 6f 76 65 72 2d 61 75 74 6f 5b 78 2d 70 6¢ 61 63 65 6d 65 6€ 74 5e 3d 22 74 6f 70 22 5d 20 3e 20 2e 61
7272 6f 77 3a 3a 61 66 74 65 72 7b 62 6f 74 74 6f 6d 3a 20 31 70 78 3b 20 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 20 30
2e 3572 65 6d 20 30 2e 35 72 65 6d 20 30 3b 20 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f 72 3a 20 23 46 46 46 46 46
46 3b 7d 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 72 69 67 68
Data Ascii: {bottom: 0; border-width: 0.5rem 0.5rem 0O; border-top-color: rgba(0, 0, 0, 0.25);}.bs-popover-top > .arrow::after,
.bs-popover-auto[x-placement"="top"] > .arrow::after{bottom: 1px; border-width: 0.5rem 0.5rem O; border-top-color:
#FFFFFF;}.bs-popover-righ

2022-01-14 13:04:52 UTC 319 IN Data Raw: 72 74 61 6e 74 3b 7d 2e 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e 74 2d 73 74 61 72 74 7b 61 6¢ 69 67 6e 2d 63 6f
6e 74 65 6e 74 3a 20 66 6¢ 65 78 2d 73 74 61 72 74 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 61 6¢ 69 67 6e 2d 63 6f 6e
74 65 6e 74 2d 65 6e 64 7b 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e 74 3a 20 66 6¢ 65 78 2d 65 6e 64 20 21 69 6d 70 6f 72 74
61 6e 74 3b 7d 2e 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e 74 2d 63 65 6e 74 65 72 7b 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e
74 3a20 63 65 6e 74 65 72 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e 74 2d 62 65 74
77 65 65 6e 7b 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e 74 3a 20 73 70 61 63 65 2d 62 65 74 77 65 65 6e 20 21 69 6d 70 6f
72 74 61 6e 74 3b 7d 2e 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e 74
Data Ascii: rtant;}.align-content-start{align-content: flex-start limportant;}.align-content-end{align-content: flex-end
limportant;}.align-content-center{align-content: center limportant;}.align-content-between{align-content: space-between
limportant;}.align-content

2022-01-14 13:04:52 UTC 335 IN Data Raw: 74 61 6e 74 3b 7d 2e 6d 72 2d 73 6d 2d 35 2c 20 2e 6d 78 2d 73 6d 2d 35 7b 6d 61 72 67 69 6e 2d 72 69 67 68
74 3a20 33 7265 6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 6d 62 2d 73 6d 2d 35 2¢ 20 2e 6d 79 2d 73 6d 2d 35 7b
6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 33 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 6d 6c 2d 73 6d 2d 35
2c 20 2e 6d 78 2d 73 6d 2d 35 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 33 72 65 6d 20 21 69 6d 70 6f 72 74 61 6e 74
3b 7d 2e 70 2d 73 6d 2d 30 7b 70 61 64 64 69 6e 67 3a 20 30 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 70 74 2d 73 6d 2
d 30 2c 20 2e 70 79 2d 73 6d 2d 30 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 20 30 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d
2e 70 72 2d 73 6d 2d 30 2c 20 2e 70 78 2d 73 6d 2d 30 7b 70 61 64
Data Ascii: tant;}.mr-sm-5, .mx-sm-5{margin-right: 3rem !important;}.mb-sm-5, .my-sm-5{margin-bottom: 3rem limportant;}.
ml-sm-5, .mx-sm-5{margin-left: 3rem !important;}.p-sm-0{padding: 0 limportant;}.pt-sm-0, .py-sm-0{padding-top: O !import
ant;}.pr-sm-0, .px-sm-0{pad

2022-01-14 13:04:52 UTC 351 IN Data Raw: 63 65 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 74 65 78 74 2d 6a 75 73 74 69 66 79 7b 74 65 78 74 2d 61 6C
69 67 6e 3a 20 6a 75 73 74 69 66 79 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 74 65 78 74 2d 77 72 61 70 7b 77 68 69
74 65 2d 73 70 61 63 65 3a 20 6e 6f 72 6d 61 6¢ 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 74 65 78 74 2d 6e 6f 77 72 61
70 2c 20 2e 6f 5f 70 6f 72 74 61 6¢ 5f 73 65 63 75 72 69 74 79 5f 62 6f 64 79 20 73 65 63 74 69 6f 6 20 6¢ 61 62 65 6C 2C
20 2e 6f 5f 70 6f 72 74 61 6¢ 5f 73 65 63 75 72 69 74 79 5f 62 6f 64 79 20 73 65 63 74 69 6f 6€ 20 62 75 74 74 6f 6 7h 77
68 69 74 65 2d 73 70 61 63 65 3a 20 6e 6f 77 72 61 70 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 2e 74 65 78 74 2d 74 72
75 6e 63 61 74 65 7b 6f 76 65 72 66 6¢ 6f 77 3a 20 68 69
Data Ascii: ce limportant;}.text-justify{text-align: justify limportant;}.text-wrap{white-space: normal limportant;}.text-nowrap,
.0_portal_security_body section label, .0_portal_security_body section button{white-space: nowrap limportant;}.text-trun
cate{overflow: hi

2022-01-14 13:04:52 UTC 383 IN Data Raw: 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 3a 66 6f 63 75 73 7b 62 6f
78 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 30 20 30 2e 32 72 65 6d 20 72 67 62 61 28 31 32 36 2c 20 31 31 30 2c 20 31
3232 2c 20 30 2e 35 29 3b 7d 2e 62 74 6e 2d 66 69 6¢ 6¢ 2d 73 75 63 63 65 73 73 2¢ 20 2e 62 74 6e 2d 73 75 63 63 65
73 73 7b 63 6f 6¢ 6f 72 3a 20 23 46 46 46 46 46 46 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 32 38
61 37 34 35 3b 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 32 38 61 37 34 35 3b 7d 2e 62 74 6e 2d 66 69 6¢ 6¢ 2d 73
75 63 63 65 73 73 3a 68 6f 76 65 72 2¢ 20 2e 62 74 6e 2d 73 75 63 63 65 73 73 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 20
23 46 46 46 46 46 46 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d
Data Ascii: ropdown-toggle.btn-secondary:focus{box-shadow: 0 0 0 0.2rem rgba(126, 110, 122, 0.5);}.btn-fill-success, .btn-
success{color: #FFFFFF; background-color: #28a745; border-color: #28a745;}.btn-fill-success:hover, .btn-success:hover{
color: #FFFFFF; background-

2022-01-14 13:04:52 UTC 453 IN Data Raw: 64 6f 77 3a 20 30 20 30 20 30 20 30 2e 32 72 65 6d 20 72 67 62 61 28 32 36 2c 20 32 36 2c 20 32 36 2c 20 30
2e 3529 3b 7d 2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6¢ 65 72 7b 70 61 64 64 69
6e 67 2d 6¢ 65 66 74 3a 20 30 3b 20 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 20 30 3b 7d 2e 6e 61 76 62 61 72 2d 6¢
69 67 68 74 20 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6¢ 65 72 7b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 20 30 3b 20 70 6
164 6469 6e 67 2d 72 69 67 68 74 3a 20 30 3b 7d 2e 6e 61 76 62 61 72 2d 6e 61 76 2e 6e 61 76 2d 70 69 6¢ 6¢ 73 20 2e
6e 61 76 2d 6¢ 69 6e 6b 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 20 31 72 65 6d 3b 20 70 61 64 64 69 6e 67 2d 6¢C
65 66 74 3a 20 31 72 65 6d 3b 7d 2e 63 61 72 6f 75 73 65 6¢ 2d 63 6f
Data Ascii: dow: 0 0 0 0.2rem rgha(26, 26, 26, 0.5);}.navbar-dark .navbar-toggler{padding-left: 0; padding-right: 0;}.navbar-
light .navbar-toggler{padding-left: O; padding-right: 0;}.navbar-nav.nav-pills .nav-link{padding-right: 1rem; padding-left: 1
rem;}.carousel-co

2022-01-14 13:04:52 UTC 469 IN Data Raw: 73 63 73 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73 73 65 74 73 5f 66
72 6f 6e 74 65 6e 64 27 20 2a 2f 0a 20 40 6d 65 64 69 61 20 28 6d 61 78 2d 77 69 64 74 68 3a 20 37 36 37 2e 39 38 70
78 29 7b 23 6f 65 5f 6d 61 69 6e 5f 6d 65 6e 75 5f 6e 61 76 62 61 72 2e 6f 5f 6d 61 69 6e 5f 6e 61 76 62 61 72 2c 20 23 6f
65 5f 6d 61 69 6e 5f 6d 65 6e 75 5f 6e 61 76 62 61 72 2e 6f 5f 6d 61 69 6e 5f 6e 61 76 62 61 72 20 2e 6f 5f 6d 65 6e 75 5f
73 65 63 74 69 6f 6e 73 20 6¢ 69 2c 20 23 6f 65 5f 6d 61 69 6e 5f 6d 65 6 75 5f 6 61 76 62 61 72 2e 6f 5f 6d 61 69 6€ 5f
6e 61 76 62 61 72 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 2e 73 68 6f 77 7b 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6f 63
6b 3b 7d 23 6f 65 5f 6d 61 69 6e 5f 6d 65 6e 75 5f
Data Ascii: scss defined in bundle 'web.assets_frontend' */ @media (max-width: 767.98px){#0e_main_menu_navbar.
0_main_navbar, #oe_main_menu_navbar.o_main_navbar .0o_menu_sections li, #0e_main_menu_navbar.o_main_navbar
.dropdown-menu.show{display: block;}#oe_main_menu_

2022-01-14 13:04:52 UTC 485 IN Data Raw: 65 77 2d 65 64 69 74 6f 72 20 2e 61 63 65 5f 67 75 74 74 65 72 20 2e 61 63 65 5f 67 75 74 74 65 72 2d 63 65
6¢ 6¢ 2e 6f 5f 65 72 72 6f 72 3a 3a 62 65 66 6f 72 65 7b 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f
70 3a 20 2d 31 30 30 76 68 3b 20 6¢ 65 66 74 3a 20 61 75 74 6f 3b 20 62 6f 74 74 6f 6d 3a 20 2d 31 30 30 76 68 3b 20 72
69 67 68 74 3a 20 30 3b 20 63 6f 6e 74 65 6e 74 3a 20 22 22 3b 20 7a 2d 69 6e 64 65 78 3a 20 31 30 30 30 3b 20 64 69
7370 6¢ 61 79 3a 20 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 20 64 69 73 70 6¢ 61 79 3a 20 2d 77 65 62 6b 69 74 2d 66 6C
65 78 3b 20 64 69 73 70 6¢ 61 79 3a 20 66 6¢ 65 78 3b 20 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 20 23 65 36
35 3836 63 3b 20 63 6f 6¢ 6f 72 3a 20 77 68 69 74 65 3b 20
Data Ascii: ew-editor .ace_gutter .ace_gutter-cell.o_error::before{position: absolute; top: -100vh; left: auto; bottom: -100vh;
right: 0; content: "; z-index: 1000; display: -webkit-box; display: -webkit-flex; display: flex; background-color: #e6586¢;
color: white;
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kBytes
Timestamp transferred Direction Data

2022-01-14 13:04:52 UTC 501 IN Data Raw: 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 32 38 37 32 37 35 3b 20 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 3a 20 23 32 35 36 39 36 63 3b 7d 2e 6f 5f 63 63 31 20 2e 62 74 6e 2d 66 69 6¢ 6¢ 2d 70 72 69 6d 61 72 79 3a 6e 6f
74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 6f 5f 77 79 73 69 77 79 67 5f 6¢ 6f 61 64 65 72 29 3a 6e 6f 74 28
2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2¢ 20 23 77 72 61 70 77 72 61 70 2e 6f 5f 68 65 61
64 65 72 5f 6f 76 65 72 6¢ 61 79 20 3e 20 68 65 61 64 65 72 3a 6e 6f 74 28 2e 6f 5f 68 65 61 64 65 72 5f 61 66 66 69 78
65 64 29 3a 6e 6f 74 28 2e 6f 5f 74 6f 70 5f 6d 65 6e 75 5f 63 6f 6¢ 6¢ 61 70 73 65 5f 73 68 6f 77 6e 29 20 3e 20 2e 6e 61
76 62 61 72 20 2e 62 74 6e 2d 66 69 6¢ 6¢ 2d 70 72
Data Ascii: background-color: #287275; border-color: #25696¢;}.0_cc1 .btn-fill-primary:not(:disabled):not(.0_wysiwyg_loa
der):not(.disabled):active:focus, #wrapwrap.o_header_overlay > header:not(.0_header_affixed):not(.o_top_menu_c
ollapse_shown) > .navbar .btn-fill-pr

2022-01-14 13:04:52 UTC 517 IN Data Raw: 2c¢ 20 2e 6e 61 76 62 61 72 2d 6¢ 69 67 68 74 20 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61
7279 3a 68 6f 76 65 72 2c 20 2e 6f 5f 63 6f 6¢ 6f 72 65 64 5f 6¢ 65 76 65 6¢ 20 2¢e 6f 5f 63 63 31 20 2e 62 74 6e 2d 6f 75
74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 20 23 46 46 46 46 46 46 3b 20 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 36 38 35 35 36 33 3b 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23
36 38 35 35 36 33 3b 7d 2e 6f 5f 63 63 31 20 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 66 6f
63 75732c 202377 72617077 72 61 70 2e 6f 5f 68 65 61 64 65 72 5f 6f 76 65 72 6¢ 61 79 20 3e 20 68 65 61 64 65 72
3a 6e 6f 74 28 2e 6f 5f 68 65 61 64 65 72 5f 61 66 66
Data Ascii: , .navbar-light .btn-outline-secondary:hover, .o_colored_level .0_ccl .btn-outline-secondary:hover{color: #F
FFFFF; background-color: #685563; border-color: #685563;}.0_ccl .btn-outline-secondary:focus, #wrapwrap.o_head
er_overlay > header:not(.o_header_aff

2022-01-14 13:04:52 UTC 533 IN Data Raw: 6f 5f 63 63 32 20 2e 62 74 6e 2d 66 69 6¢ 6¢ 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62
6c 65 64 29 3a 6e 6f 74 28 2e 6f 5f 77 79 73 69 77 79 67 5f 6¢ 6f 61 64 65 72 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65
6429 3a 61 63 74 69 76 65 2c 20 2e 6f 5f 63 6f 6¢ 6 72 65 64 5f 6¢ 65 76 65 6¢ 20 2e 6f 5f 63 63 32 20 2e 62 74 6e 2d 66
69 6¢ 6¢ 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 6f 5f 77 79 73 69
77 79 67 5f 6¢ 6f 61 64 65 72 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2c 20 2e 73 68 6f 77
20 3e 20 2e 6f 5f 63 6f 6¢ 6f 72 65 64 5f 6¢ 65 76 65 6¢ 20 2e 6f 5f 63 63 32 20 2e 62 74 6e 2d 66 69 6¢ 6¢ 2d 73 65 63 6f
6e 64 61 72 79 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f
Data Ascii: 0_cc2 .btn-fill-secondary:not(:disabled):not(.o_wysiwyg_loader):not(.disabled):active, .0_colored_level .0_cc2
.btn-fill-secondary:not(:disabled):not(.0_wysiwyg_loader):not(.disabled).active, .show > .o_colored_level .0_cc2 .btn-fill-
secondary.dropdown-to

2022-01-14 13:04:52 UTC 549 IN Data Raw: 61 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 7b 63 6f 6¢ 6f 72 3a 20 23 33 35 39 37 39 63 3b 7d 2e 6f 5f
63 63 33 20 61 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2e 61 63 74 69 76 65 2c 20 2e 6f 5f 63 6f 6¢ 6f 72 65 64
5f 6¢ 65 76 65 6¢ 20 2e 6f 5f 63 63 33 20 61 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2e 61 63 74 69 76 65 7b 62
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 33 35 39 37 39 63 3b 20 63 6f 6¢ 6f 72 3a 20 23 46 46 46 46 46 46
3b 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 33 35 39 37 39 63 3b 7d 2e 6f 5f 63 63 34 7b 62 61 63 6b 67 72 6f 75
6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 33 35 39 37 39 63 3b 20 63 6f 6¢ 6f 72 3a 20 23 46 46 46 46 46 46 3b 7d 2e 6f 5f 63 63
3420 2e 74 65 78 74 2d 6d 75 74 65 64 2c 20 2e 6f 5f
Data Ascii: a.list-group-item{color: #35979c;}.0_cc3 a.list-group-item.active, .o_colored_level .o_cc3 a.list-group-item
.active{background-color: #35979c; color: #FFFFFF; border-color: #35979c;}.0_cc4{background-color: #35979c; color:
#FFFFFF;}.0_cc4 .text-muted, .0_

2022-01-14 13:04:52 UTC 565 IN Data Raw: 6f 72 65 64 5f 6¢ 65 76 65 6¢ 20 2e 6f 5f 63 63 35 20 2e 62 74 6e 2d 66 69 6¢ 6¢ 2d 70 72 69 6d 61 72 79 2e
64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 30 20
302e 3272 65 6d 20 72 67 62 61 28 38 33 2¢ 20 31 36 36 2c 20 31 37 30 2c 20 30 2e 35 29 3b 7d 2e 6f 5f 63 63 35 20
2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 70 72 69 6d 61 72 79 2c 20 2e 6f 5f 66 6f 6f 74 65 72 20 2e 62 74 6e 2d 6f 75 74
6c 69 6e 65 2d 70 72 69 6d 61 72 79 2c 20 2e 6f 5f 63 6f 6¢ 6f 72 65 64 5f 6¢ 65 76 65 6¢ 20 2e 6f 5f 63 63 35 20 2e 62 74
6e 2d 6f 75 74 6¢ 69 6e 65 2d 70 72 69 6d 61 72 79 7b 63 6f 6¢ 6f 72 3a 20 23 33 35 39 37 39 63 3b 20 62 6f 72 64 65 72
2d 63 6f 6¢ 6f 72 3a 20 23 33 35 39 37 39 63 3b 7d 2e 6f
Data Ascii: ored_level .0_cc5 .btn-fill-primary.dropdown-toggle:focus{box-shadow: 0 0 0 0.2rem rgba(83, 166, 170, 0.5);}
.0_cc5 .btn-outline-primary, .o_footer .btn-outline-primary, .o_colored_level .o_cc5 .btn-outline-primary{color: #35979c;
border-color: #35979c;}.0

2022-01-14 13:04:52 UTC 581 IN Data Raw: 75 6e 64 2d 73 69 7a 65 3a 20 31 30 30 25 20 61 75 74 6f 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65
61 74 3a 20 6e 6f 2d 72 65 70 65 61 74 20 6e 6f 2d 72 65 70 65 61 74 3b 7d 2e 6f 5f 77 65 5f 73 68 61 70 65 2e 6f 5f 77
65 62 5f 65 64 69 74 6f 72 5f 41 69 72 79 5f 30 33 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 20 75 72 6¢ 28
22 2f 77 65 62 5f 65 64 69 74 6f 72 2f 73 68 61 70 65 2f 77 65 62 5f 65 64 69 74 6f 72 2f 41 69 72 79 2f 30 33 2e 73 76 67
3f 63 35 3d 25 32 33 33 38 33 45 34 35 22 29 3b 20 62 61 63 6b 67 72 6f 75 6€ 64 2d 70 6f 73 69 74 69 6f 6e 3a 20 74 6f
70 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 73 69 7a 65 3a 20 31 30 30 25 20 61 75 74 6f 3b 20 62 61 63 6b 67 72 6f 75 6€
64 2d 72 65 70 65 61 74 3a 20 6e 6f 2d 72 65 70 65 61
Data Ascii: und-size: 100% auto; background-repeat: no-repeat no-repeat;}.o_we_shape.o_web_editor_Airy_03{back
ground-image: url("/web_editor/shape/web_editor/Airy/03.svg?c5=%23383E45"); background-position: top; background-
size: 100% auto; background-repeat: no-repea

2022-01-14 13:04:52 UTC 597 IN Data Raw: 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 20 75 72 6¢ 28 22 2f 77 65 62 5f 65 64 69 74 6f 72 2f 73 68 61 70 65
2f 77 65 62 5f 65 64 69 74 6f 72 2f 4f 72 69 67 69 6e 73 2f 30 34 5f 30 30 31 2e 73 76 67 3f 63 33 3d 25 32 33 46 36 46 36
46 36 22 29 3b 20 62 61 63 6b 67 72 6f 75 6 64 2d 70 6f 73 69 74 69 6f 6€ 3a 20 74 6f 70 3b 20 62 61 63 6b 67 72 6f 75
6e 64 2d 73 69 7a 65 3a 20 31 30 30 25 20 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 20
6e 6f 2d 72 65 70 65 61 74 20 6e 6f 2d 72 65 70 65 61 74 3b 7d 2e 6f 5f 77 65 5f 73 68 61 70 65 2e 6f 5f 77 65 62 5f 65 64
69 74 6f 72 5f 4f 72 69 67 69 6e 73 5f 30 35 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 20 75 72 6¢ 28 22 2f
77 65 62 5f 65 64 69 74 6f 72 2f 73 68 61 70 65 2f
Data Ascii: kground-image: url("/web_editor/shape/web_editor/Origins/04_001.svg?c3=%23F6F6F6"); background-pos
ition: top; background-size: 100% 100%; background-repeat: no-repeat no-repeat;}.o_we_shape.o_web_editor_Origi
ns_05{background-image: url("/web_editor/shape/

2022-01-14 13:04:52 UTC 613 IN Data Raw: 62 5f 65 64 69 74 6f 72 2f 5a 69 67 73 2f 30 33 2e 73 76 67 3f 63 31 3d 25 32 33 33 35 39 37 39 63 22 29 3b
2062 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 20 74 6f 70 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 73 69
7a 65 3a 20 31 30 30 25 20 61 75 74 6f 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 20 6e 6f 2d 72 65 70
6561 74 20 72 65 70 65 61 74 3b 7d 2e 6f 5f 77 65 5f 73 68 61 70 65 2e 6f 5f 77 65 62 5f 65 64 69 74 6f 72 5f 5a 69 67 73
5f30 34 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 20 75 72 6¢ 28 22 2f 77 65 62 5f 65 64 69 74 6f 72 2f 73
68 61 70 65 2f 77 65 62 5f 65 64 69 74 6f 72 2f 5a 69 67 73 2f 30 34 2e 73 76 67 3f 63 31 3d 25 32 33 33 35 39 37 39 63
2229 3b 2062 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73
Data Ascii: b_editor/Zigs/03.svg?c1=%2335979c"); background-position: top; background-size: 100% auto; background-
repeat: no-repeat repeat;}.o_we_shape.o_web_editor_Zigs_04{background-image: url("/web_editor/shape/web_ed
itor/Zigs/04.svg?c1=%2335979c"); background-pos
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kBytes
transferred

Timestamp

2022-01-14 13:04:52 UTC 629

2022-01-14 13:04:52 UTC 645

2022-01-14 13:04:52 UTC 661

2022-01-14 13:04:52 UTC 677

2022-01-14 13:04:52 UTC 693

2022-01-14 13:04:52 UTC 709

2022-01-14 13:04:52 UTC 725

kBytes
transferred

Session ID Source IP
6 192.168.2.5
Timestamp

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49763

Direction

Data

Data Raw: 61 2d 35 78 2e 72 6f 75 6e 64 65 64 2d 65 6d 70 74 79 2d 63 69 72 63 6¢ 65 2c 20 2e 66 61 2e 72 6f 75 6e 64
65 64 2e 66 61 2d 35 78 2c 20 2e 66 61 2e 72 6f 75 6e 64 65 64 2d 30 2e 66 61 2d 35 78 2c 20 2e 66 61 2e 72 6f 75 6e 64
65 64 2d 6¢ 65 61 66 2e 66 61 2d 35 78 2c 20 2e 66 61 2e 69 6d 67 2d 74 68 75 6d 62 6e 61 69 6¢ 2e 66 61 2d 35 78 2¢
20 2e 66 61 2e 73 68 61 64 6f 77 2e 66 61 2d 35 78 7b 77 69 64 74 68 3a 20 38 72 65 6d 3b 20 68 65 69 67 68 74 3a 20
38 72 65 6d 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 20 38 72 65 6d 3b 7d 2e 66 61 2e 69 6d 67 2d 74 68 75 6d 62 6e
61 69 6¢ 7b 70 61 64 64 69 6e 67 3a 20 30 3b 7d 2e 66 61 2e 72 6f 75 6e 64 65 64 2d 6¢ 65 61 66 7b 62 6f 72 64 65 72 2d
74 6f 70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 20 33 72 65 6d 3b

Data Ascii: a-5x.rounded-empty-circle, .fa.rounded.fa-5x, .fa.rounded-0.fa-5x, .fa.rounded-leaf.fa-5x, .fa.img-thumbnail.fa-
5x, .fa.shadow.fa-5x{width: 8rem; height: 8rem; line-height: 8rem;}.fa.img-thumbnail{padding: 0;}.fa.rounded-leaf{border-
top-left-radius: 3rem;

Data Raw: 64 69 72 65 63 74 69 6f 6e 3a 20 6¢ 74 72 3b 7d 7d 68 65 61 64 65 72 20 6e 61 76 2e 6e 61 76 62 61 72 7b 62
6f 72 64 65 72 2d 72 61 64 69 75 73 3a 20 21 69 6d 70 6f 72 74 61 6e 74 3b 20 62 6f 78 2d 73 68 61 64 6f 77 3a 20 21 69
6d 70 6f 72 74 61 6e 74 3b 7d 2e 6f 5f 6d 65 67 61 5f 6d 65 6e 75 7b 77 69 64 74 68 3a 20 31 30 30 25 3b 20 70 61 64 64
69 6e 67 3a 20 30 3b 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 30 3b 20 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 20 30
3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6¢ 69 70 3a 20 75 6e 73 65 74 3b 7d 2e 6f 5f 6d 65 67 61 5f 6d 65 6e 75 20 2e
63 6f 6e 74 61 69 6e 65 72 2c 20 2e 6f 5f 6d 65 67 61 5f 6d 65 6e 75 20 2e 6f 5f 63 6f 6e 74 61 69 6e 65 72 5f 73 6d 61 6¢
6¢ 2c 20 2e 6f 5f 6d 65 67 61 5f 6d 65 6e 75 20 2e 63 6f

Data Ascii: direction: Itr;}}header nav.navbar{border-radius: limportant; box-shadow: !important;}.o_mega_menu{width: 10
0%; padding: 0; margin-top: 0; border-radius: 0; background-clip: unset;}.0o_mega_menu .container, .0o_mega_menu
.0_container_small, .o_mega_menu .co

Data Raw: 72 3b 7d 62 6f 64 79 2e 6f 5f 63 6f 6e 6e 65 63 74 65 64 5f 75 73 65 72 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a
2034 36 70 78 20 21 69 6d 70 6f 72 74 61 6e 74 3b 7d 62 6f 64 79 2e 6f 5f 63 6f 6e 6e 65 63 74 65 64 5f 75 73 65 72 2e
6f 5f 66 75 6¢ 6¢ 73 63 72 65 65 6€ 5f 74 72 61 6e 73 69 74 69 6f 6 7b 74 72 61 6e 73 69 74 69 6f 6 3a 20 70 61 64 64
69 6e 67 20 34 30 30 6d 73 20 65 61 73 65 20 30 73 3b 7d 62 6f 64 79 2e 6f 5f 63 6f 6e 6e 65 63 74 65 64 5f 75 73 65 72
2e 6f 5f 66 75 6¢ 6¢ 73 63 72 65 65 6e 5f 74 72 61 6e 73 69 74 69 6f 6e 20 23 6f 65 5f 6d 61 69 6e 5f 6d 65 6e 75 5f 6e 61
76 62 61 72 2¢ 20 62 6f 64 79 2e 6f 5f 63 6f 6e 6e 65 63 74 65 64 5f 75 73 65 72 2e 6f 5f 66 75 6¢ 6¢ 73 63 72 65 65 6e 5f
74 72 61 6e 73 69 74 69 6f 6e 20 23 77 65 62 5f

Data Ascii: r;}body.o_connected_user{padding-top: 46px limportant;}body.o_connected_user.o_fullscreen_transition{transit
ion: padding 400ms ease 0s;}body.o_connected_user.o_fullscreen_transition #oe_main_menu_navbar, body.o_connect
ed_user.o_fullscreen_transition #web_

Data Raw: 63 61 6¢ 5f 6d 6f 64 61 6¢ 20 2e 62 74 6e 3a 6e 6f 74 28 2e 6f 5f 62 74 6e 5f 70 72 65 76 69 65 77 29 2e 62 74
6e 2d 73 75 63 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 6f 5f 77 79 73 69 77 79 67 5f
6¢c 6f 61 64 65 72 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2¢ 20 62 6f 64 79 20 2e 6d 6f 64
61 6¢ 2e 6f 5f 74 65 63 68 6e 69 63 61 6¢ 5f 6d 6f 64 61 6¢ 20 2e 62 74 6e 3a 6e 6f 74 28 2e 6f 5f 62 74 6e 5f 70 72 65 76
69 65 77 29 2e 62 74 6e 2d 73 75 63 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 6f 5f 77
797369 77 79 67 5f 6¢ 6f 61 64 65 72 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2C 20 2e 73
68 6f 77 20 3e 20 62 6f 64 79 20 2e 6d 6f 64 61 6¢C

Data Ascii: cal_modal .btn:not(.o0_btn_preview).btn-success:not(:disabled):not(.o_wysiwyg_loader):not(.disabled):active,
body .modal.o_technical_modal .btn:not(.0_btn_preview).btn-success:not(:disabled):not(.o_wysiwyg_loader):not(.
disabled).active, .show > body .modal

Data Raw: 65 77 29 2e 62 74 6e 2d 6¢ 69 6e 6b 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 20 23 32 31 32 35 32 39 3b 20 62
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 65 63 65 63 65 63 3b 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20
23 65 36 65 36 65 36 3b 7d 2e 6f 5f 61 63 65 5f 76 69 65 77 5f 65 64 69 74 6f 72 20 2e 62 74 6e 3a 6e 6f 74 28 2e 6f 5f 62
74 6e 5f 70 72 65 76 69 65 77 29 2e 62 74 6e 2d 6¢ 69 6e 6b 3a 66 6f 63 75 73 2¢ 20 2e 6f 5f 61 63 65 5f 76 69 65 77 5f
65 64 69 74 6f 72 20 2e 62 74 6e 3a 6e 6f 74 28 2e 6f 5f 62 74 6e 5f 70 72 65 76 69 65 77 29 2e 62 74 6e 2d 6¢ 69 6e 6b
2e 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 30 20 30 2e 32 72 65 6d 20 72 67 62 61 28 32 32 32
2c 20323232 2c203232332c20302e35293b7d

Data Ascii: ew).btn-link:hover{color: #212529; background-color: #ececec; border-color: #e6e6e6;}.0_ace_view_editor .btn
:not(.o_btn_preview).btn-link:focus, .0_ace_view_editor .btn:not(.o_btn_preview).btn-link.focus{box-shadow: 0 0 0 0.2rem
rgha(222, 222, 223, 0.5);}

Data Raw: 2d 76 63 73 73 3d 22 30 30 31 22 5d 2e 6f 5f 73 6¢ 69 64 65 73 68 6f 77 20 75 6¢ 2e 63 61 72 6f 75 73 65 6¢
2d 69 6e 64 69 63 61 74 6f 72 73 20 3e 20 2a 3a 6e 6f 74 28 2e 61 63 74 69 76 65 29 7b 6f 70 61 63 69 74 79 3a 20 30 2e
383b 20 66 69 6¢ 74 65 72 3220 67 72 61 79 73 63 61 6¢ 65 28 31 29 3b 7d 2e 73 5f 69 6d 61 67 65 5f 67 61 6C 6C 65 72
795b 64 61 74 61 2d 76 63 73 73 3d 22 30 30 31 22 5d 2e 6f 5f 73 6¢ 69 64 65 73 68 6f 77 20 3e 20 2e 63 6f 6e 74 61 69
6e 65 72 2c 20 2e 73 5f 69 6d 61 67 65 5f 67 61 6¢ 6¢ 65 72 79 5b 64 61 74 61 2d 76 63 73 73 3d 22 30 30 31 22 5d 2e 6f
5f 73 6¢ 69 64 65 73 68 6f 77 20 3e 20 2e 63 6f 6e 74 61 69 6e 65 72 2d 66 6¢ 75 69 64 2¢ 20 2e 73 5f 69 6d 61 67 65 5f
67 61 6¢ 6C 65 72 79 5b 64 61 74 61 2d 76 63 73 73 3d 22

Data Ascii: -vcss="001"].0_slideshow ul.carousel-indicators > *:not(.active){opacity: 0.8; filter: grayscale(1);}.s_imag
e_gallery[data-vcss="001"].0_slideshow > .container, .s_image_gallery[data-vcss="001"].0_slideshow > .container-fluid, .
s_image_gallery[data-vcss="

Data Raw: 63 3b 7d 2e 73 5f 74 61 62 6¢ 65 5f 6f 66 5f 63 6f 6e 74 65 6e 74 3a 6e 6f 74 28 5b 64 61 74 61 2d 76 63 73 73
5d 29 20 2e 73 5f 74 61 62 6¢ 65 5f 6f 66 5f 63 6f 6e 74 65 6e 74 5f 6e 61 76 62 61 72 5f 77 72 61 70 2e 73 5f 74 61 62 6¢
65 5f 6f 66 5f 63 6f 6e 74 65 6e 74 5f 68 6f 72 69 7a 6f 6e 74 61 6¢ 5f 6e 61 76 62 61 72 7b 7a 2d 69 6e 64 65 78 3a 20 31
3b 20 70 61 64 64 69 6e 67 2d 74 6f 70 3a 20 30 2e 35 72 65 6d 3b 20 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 20 30
2e 35 72 65 6d 3b 20 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 32 72 65 6d 3b 7d 2e 73 5f 74 61 62 6¢ 65 5f 6 66 5f
63 6f 6e 74 65 6e 74 3a 6e 6f 74 28 5b 64 61 74 61 2d 76 63 73 73 5d 29 20 2e 73 5f 74 61 62 6¢ 65 5f 6f 66 5f 63 6f 6
74 65 6e 74 5f 6e 61 76 62 61 72 5f 77 72 61 70

Data Ascii: ¢;}.s_table_of_content:not([data-vcss]) .s_table_of content_navbar_wrap.s_table_of_content_horizon
tal_navbar{z-index: 1; padding-top: 0.5rem; padding-bottom: 0.5rem; margin-bottom: 2rem;}.s_table_of_content:not([data-
vcss)) .s_table_of_content_navbar_wrap

Destination IP Destination Port Process

34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2022-01-14 13:04:53 UTC 740

2022-01-14 13:04:53 UTC 741

2022-01-14 13:04:53 UTC 741

2022-01-14 13:04:53 UTC 757

Session ID Source IP

7 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:53 UTC 740

2022-01-14 13:04:53 UTC 767

Copyright Joe Security LLC 2022

Direction

ouT

Source Port
49765

Direction
ouT

Data

GET /web/assets/188-f875f43/1/web.assets_common_minimal.min.js HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
€70c765386b88733c7167f15ac2

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:53 GMT
Content-Type: application/javascript
Content-Length: 25980

Connection: close

X-Content-Type-Options: nosniff
Content-Security-Policy: default-src 'none’

ETag: 96e3cd5f5f6b69efce77c620ef150eflfcbea71f
Cache-Control: max-age=31536000

Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:53 GMT; Max-
Age=7776000; HttpOnly; Path=/
X-Content-Type-Options: nosniff

Referrer-Policy: strict-origin-when-cross-origin

Data Raw: Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 6¢ 69 62 2f 65 73 36 2d 70 72 6f 6d 69 73 65 2f 65 73 36 2d 70
72 6f 6d 69 73 65 2d 70 6f 6¢ 79 66 69 6¢ 6C 2e 6a 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65
62 2e 61 73 73 65 74 73 5f 63 6f 6d 6d 6f 6e 5f 6d 69 6e 69 6d 61 6¢ 27 20 2a 2f 0a 28 66 75 6e 63 74 69 6f 6e 28 67 6¢ 6f
62 61 6C 2c 66 61 63 74 6f 72 79 29 7b 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 3d 3d 3d 27 6f 62 6a 65 63 74 27 26 26
74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 21 3d 3d 27 75 6e 64 65 66 69 6e 65 64 27 3f 6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72
7473 3d 66 61 63 74 6f 72 79 28 29 3a 74 79 70 65 6f 66 20 64 65 66 69 6e 65 3d 3d 3d 27 66 75 6e 63 74 69 6f 6e 27 26
26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e

Data Ascii: /* /web/static/lib/es6-promise/es6-promise-polyfill.js defined in bundle ‘web.assets_common_minimal' */(func
tion(global,factory){typeof exports==='object'&&typeof module!=="undefined"?module.exports=factory():typeof define==="fu
nction'&&define.amd?defin

Data Raw: 79 5d 3b 7d 29 2e 66 69 6¢ 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 6a 6f 62 29 7b 72 65 74 75 72 6e 20 6a 6f
62 2e 6d 69 73 73 69 6e 67 3b 7d 29 3b 69 66 28 64 65 62 75 67 7c 7c 66 61 69 6¢ 65 64 2e 6¢ 65 6e 67 74 68 7¢c 7c 75
6e 6¢ 6f 61 64 65 64 2e 6¢ 65 6e 67 74 68 29 7b 76 61 72 20 6¢ 6f 67 3d 77 69 6e 64 6f 77 2e 63 6f 6e 73 6f 6¢ 65 5b 21
66 61 69 6¢ 65 64 2e 6¢ 65 6e 67 74 68 7c 7c 21 75 6e 6¢ 6f 61 64 65 64 2e 6¢ 65 6e 67 74 68 3f 22 69 6e 66 6f 22 3a 22
65 72 72 6f 72 22 5d 2e 62 69 6e 64 28 77 69 6e 64 6f 77 2e 63 6f 6e 73 6f 6¢ 65 29 3b 6¢ 6f 67 28 28 66 61 69 6C 65 64
2e 6¢ 65 6e 67 74 68 3f 22 65 72 72 6f 72 22 3a 75 6e 6¢ 6f 61 64 65 64 2e 6¢ 65 6e 67 74 68 3f 22 77 61 72 6e 69 6e 67
22 3a 22 69 6e 66 6f 22 29 2b 22 3a 20 53 6f 6d 65 20 6d 6f

Data Ascii: y];}).filter(function(job){return job.missing;});if(debug||failed.length||unloaded.length){var log=window.console[!fai
led.length||!unloaded.length?"info":"error"].bind(window.console);log((failed.length?"error":unloaded.length?"warning":"
info")+": Some mo

Destination IP  Destination Port Process
34.76.138.44 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /web/assets/189-83f6bc7/1/web.assets_frontend_minimal.min.js HTTP/1.1

Host: alliance-bokiau.odoo.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://alliance-bokiau.odoo.com/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: frontend_lang=en_US; visitor_uuid=ca5a0394263c4837b5494flaef3cc7al; session_id=83f496f5alaal
€70c765386b88733c7167f15ac2

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Jan 2022 13:04:53 GMT

Content-Type: application/javascript

Content-Length: 5069

Connection: close

X-Content-Type-Options: nosniff
Content-Security-Policy: default-src ‘'none’

ETag: cc334d81bae08adff264e0f7f5b7109d75243273
Cache-Control: max-age=31536000

Set-Cookie: session_id=83f496f5alaa0c70c765386b88733c7167f15ac2; Expires=Thu, 14-Apr-2022 13:04:53 GMT; Max-
Age=7776000; HttpOnly; Path=/
X-Content-Type-Options: nosniff

Referrer-Policy: strict-origin-when-cross-origin
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kBytes
Timestamp transferred

2022-01-14 13:04:53 UTC 767

Session ID Source IP

8 192.168.2.5
kBytes

Timestamp transferred

2022-01-14 13:04:53 UTC 772

2022-01-14 13:04:53 UTC 773

2022-01-14 13:04:53 UTC 774

2022-01-14 13:04:53 UTC 774

2022-01-14 13:04:53 UTC 775

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49762

Direction

ouT

Data

Data Raw: Oa 2f 2a 20 2f 77 65 62 2f 73 74 61 74 69 63 2f 73 72 63 2f 6¢ 65 67 61 63 79 2f 6a 73 2f 70 75 62 6¢ 69 63 2f
6c 61 7a 79 6¢ 6f 61 64 65 72 2e 6a 73 20 64 65 66 69 6e 65 64 20 69 6e 20 62 75 6e 64 6¢ 65 20 27 77 65 62 2e 61 73
73 65 74 73 5f 66 72 6f 6e 74 65 6e 64 5f 6d 69 6e 69 6d 61 6¢ 27 20 2a 2f Oa 6f 64 6f 6f 2e 64 65 66 69 6e 65 28 27 77
6562 2e 70 75 62 6¢ 69 63 2e 6¢ 61 7a 79 6¢ 6f 61 64 65 72 27 2¢ 66 75 6e 63 74 69 6f 6e 28 72 65 71 75 69 72 65 29 7b
2775736520 73747269 637427 3b 76 61 72 20 62 6¢ 6f 63 6b 45 76 65 6e 74 73 3d 5b 27 73 75 62 6d 69 74 27 2c
27 63 6¢ 69 63 6b 27 5d 3b 76 61 72 20 62 6¢ 6f 63 6b 46 75 6 63 74 69 6f 6 3d 66 75 6e 63 74 69 6f 6 28 65 76 29 7h
65 76 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 3b

Data Ascii: /* /web/static/src/legacy/js/public/lazyloader.js defined in bundle 'web.assets_frontend_minimal' */odoo.def
ine(‘web.public.lazyloader',function(require){'use strict’;var blockEvents=['submit','click’];var blockFunction=function(ev)
{ev.preventDefault();

Destination IP Destination Port Process

142.250.186.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /s/sourcesanspro/v18/6xK3dSBYKcSV-LCoeQqfX1RYO03qOK7l.woff2 HTTP/1.1

Host: fonts.gstatic.com

Connection: keep-alive

Origin: https://alliance-bokiau.odoo.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://fonts.googleapis.com/css?family=Source+Sans+Pro0:300,300i,400,400i,700,700i&display=swap
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Content-Security-Policy-Report-Only: require-trusted-types-for 'script’; report-uri https://csp.withgoogle.com/csp/apps-
themes

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="apps-themes"

Report-To: {"group”:"apps-themes"”,"max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-t
hemes"}]}

Timing-Allow-Origin: *

Content-Length: 13080

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Date: Wed, 12 Jan 2022 14:56:27 GMT

Expires: Thu, 12 Jan 2023 14:56:27 GMT

Cache-Control: public, max-age=31536000

Age: 166106

Last-Modified: Wed, 10 Nov 2021 18:10:26 GMT

Content-Type: font/woff2

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 77 4f 46 32 00 01 00 00 00 00 33 18 00 0d 00 00 00 00 76 08 00 00 32 cO 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 40 1b c2 3e 1c 86 72 06 60 00 85 0a Oa fd 10 €3 05 Ob 84 3a 00 01 36 02 24 03
88 70 04 20 05 84 66 07 8a 2c 1b da 65 15 b2 3 85 71 3b 10 b7 6d 29 d3 46 22 84 8d 03 43 6f 6¢ 6 44 4a ce 4c d9 ff of
92 1b 63 40 0d ba f5 b0 72 1c 95 0a 55 57 bb 45 90 ae 0a 19 11 09 22 ca fc da 85 ac 8e b7 9f 89 b8 43 69 98 9a 7c c2 2d
bf 85 52 5e b9 ca 0b b5 61 1e 7b 70 fd b3 11 6f 32 7b 28 c8 fe ef a9 67 60 db c8 9f e4 e4 85 ff ff df ef 7f 73 9f 73 45 df fb
66 86 4b a8 62 a3 33 08 4d b5 11 0a 19 12 89 44 b4 26 1a 25 14 b1 35 c4 cf €9 5f 92 87 06 09 16 92 90 38 44 54 81 04
4b 82 49 30 2d 10 a8 42 8d 8a 53 13 2a b0 ad 46 7d a3 ba

Data Ascii: WOF23v2@>r":6$p f.eq;m)F"ColnDILc@rUWE"Cil-R a{po2{(g sSEfKb3MD&%5_8DTKIO-BS*F}

Data Raw: 6d f1 e0 07 51 0d 5¢ 53 62 3f 37 96 9b 27 10 Oa 58 4f 89 d6 4e 98 22 ec 9f Ob 94 14 80 2e 89 8d 74 2e bc 1f 84
68 c5 7c f3 69 ed 52 4e 4b b2 93 03 29 5e 84 14 80 83 85 43 98 19 25 76 69 81 1f 9f 3b 6e bf e3 6f db 45 a2 42 01 fc 37
a0 00 c0 65 ff fb b5 3e 6d 9f 7f f7 Oe ec 86 6e cd b2 9b 10 4f 48 ff b7 e4 7e d5 b2 0f a2 ea 99 e Of {7 bf 7a €9 00 bd ed 10
75 b8 43 3¢ 7f 02 b3 3f 00 a0 12 ¢7 36 b5 13 e2 59 54 21 12 72 55 2a 8e 95 48 f9 b0 31 ab 45 5¢ ac 89 95 11 3e ff 37 b5
a4 33 ab 4b 62 df 75 b6 17 56 3b 40 c9 al c0 d2 00 ce Ob ac a3 f9 d2 a8 8c e5 be 3e 59 de bd 77 2b a7 b8 a4 68 ed 14 ed
3a c5 96 ae 58 4a ab 05 69 7d cd 97 7a a5 a3 94 Oe d0 26 2c ac a0 Oa 48 20 Oc e0 41 a0 d1 dO 04 Oa d8 1c 6a 83 9d 25
19 52 92 bf ¢7 bl 76 Oa e4 ac ef ef 7d 95 2b 61 94

Data Ascii: mQ\Sb?7'XON".t.h[iIRNK)*C%vi;noEB7e>mnOH~zuC<?6YT!rU*H1E\>73KbuV;@>Yw+h:XJi}z& H Aj%Rv}+a

Data Raw: a0 e9 b6 ce 34 f2 ab 17 5a 90 86 89 46 65 c1 04 13 e3 2f Ob b0 9a 06 08 ab dd al 52 c1 23 d7 05 54 22 Oa 34
2f 9f 7a fd a9 8f f5 74 6¢ 8c d6 8a fe 67 df 7c 1f a9 39 30 3d a6 18 d4 82 40 dd a2 59 7c 6d f4 6e 2f 81 e0 7a 02 Oe 5 aa 85
38 a6 f0 d4 8a 35 5¢ ba 60 fd 48 5f 9d d6 dd 02 54 Ob 01 dc ac 5¢ el b2 40 5c 49 37 3f 69 58 0d ca 46 53 Ob 5¢c 94 04 02
0f 1a4a 0c 05 7e 00 56 c8 a3 fc aa 81 19 f5 90 b9 ac b3 7c¢ 1d 1d 94 00 01 00 b9 70 30 28 09 20 04 04 28 34 34 51 e8 64
a2 39 b8 50 a5 f3 62 aa d2 48 a0 85 9f 42 a7 4e 3a 23 8d a2 37 df 02 46 83 06 99 6d b6 99 c5 56 5b 59 c1 c0 fd 09 0d dO
Oc 40 b8 9b 03 7e 8f 2e 8b d6 22 18 56 02 02 3a 24 06 04 40 64 2d ad 69 19 17 e0 61 Oc 2e d0 7c 7b a6 20 21 70 f0 42 11
8541 c3 36 b3 c4 03 66 33 63 05 09 98 3e 1f c8 1c

Data Ascii: 4ZFe/R#T"4/ztlg|90=@Y|mn/z85\"H_T\@\I7 2iXFS\J~V|p0( (44Qd9PbHBN:#7FmV[Y @~."V:$@d-ia.|{ \pBA6f3c>
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kBytes
transferred

Timestamp

2022-01-14 13:04:53 UTC 776

2022-01-14 13:04:53 UTC 778

2022-01-14 13:04:53 UTC 779

2022-01-14 13:04:53 UTC 780

2022-01-14 13:04:53 UTC 782

2022-01-14 13:04:53 UTC 783

2022-01-14 13:04:53 UTC 784

2022-01-14 13:04:53 UTC 785

kBytes
transferred

Session ID Source IP
9 192.168.2.5
Timestamp

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49773

Direction

Data

Data Raw: 10 a6 35 99 de a4 b7 92 50 53 fc d4 56 06 5¢ 75 fb 82 c¢3 62 bb 3e c7 ec 33 3a c7 d6 5e 5f 03 c5 65 ca 14 5d
bb aa 1d 35 cd d7 96 3c ¢7 30 9d 60 52 c9 04 ea 61 50 f4 bd 10 36 2a 2a 22 bd 0d fd 66 fa 9c 4b 54 3f 14 00 c0 02 38 92
5048 2a 74 fa 7f 71 17 1c 60 82 ae d7 01 27 d5 12 d3 ea 4f 40 00 45 8b 18 40 70 01 f5 92 49 11 10 14 23 2f e0 50 20 30
1094 338889 c1 8e d0 82 4a 0146 a9 17 12 3c 13 b8 79 82 2¢ 10 c4 0f b4 dO 42 9b f5 89 55 2e bc 81 cc 1b c1 17 10 5e
2a 11 Oc 20 b3 2f 27 de 38 41 2b 69 3a 77 7e 56 2e 88 23 9f 36 32 50 1f 73 7b c9 80 79 c2 ed 24 03 34 a0 9f 22 81 c2 c5
8a 47 94 84 69 80 30 31 de 11 04 89 90 40 90 03 98 e0 d1 e0 ad 42 08 al a2 24 a0 82 00 b7 d7 70 21 50 70 28 29 4c b0
48 6a 25 c3 4f 1b 10 8b 80 41 42 3f dd dc d2 04 Ob be 5d f9

Data Ascii: 5PSV\ub>3:"_e]5<0 RaP6**'fKT?8PH*tq'O@E@pl#/P 03JF<y,BU."* '8A+i:w~V.#62Ps{y$4"Gi01@B$
p!Pp()LHj%O0AB?]

Data Raw: a8 b0 ee b2 33 82 9f 26 f2 06 56 79 f2 15 08 dd bb 4c cc ef 66 2b d9 27 0a 82 5¢c ea 68 31 €9 2d e7 a5 0d 19 59
68 5d d5 7c 80 e3 5f a4 1f f1 fe 76 Ob c0 55 d5 24 10 dc ba 03 €5 00 b1 88 1c 77 16 5c¢ f3 fd 93 ac b2 dc 4c cb af 41 9d 66
1c 66 17 17 8d 35 64 69 01 61 a7 80 57 ce fc 7e 9b bd be 84 f1 a2 dc 1c 19 e5 e6 69 3f 88 bl al 8 bc 4c 5f 1e ca 89 63
03 al 07 14 b1 13 ca 0d 30 2b 3e e8 3d c8 f9 f3 ac 89 93 a2 25 e0 fe 37 fb de cf 8a 38 24 4a da 9e 3e ac 7e 2 {7 f0 38 b9
b1 22 c7 81 cf 7a bb be 94 5d e6 72 el 5c 9e cc 8e c4 32 b2 c7 96 28 46 93 fa Oe 99 22 7a 03 3 96 18 7a b0 d1 03 6d 6d
eb 21 a3 89 3b 64 51 d9 7c d3 ca b5 43 54 4c 39 98 70 9c 44 00 Oc c7 96 6a 3a a0 55 06 5 ad e4 4b 69 f2 24 83 4e 90 bb
cl3e 22 b5 7a ae 41 3d 7c 3d 49 b7 ca 20 47 a8

Data Ascii: 3&VyLf+\h1-Yh]|_vUSW\LAff5diaW~i?L_c0+>=%78%$J>~8"z]r\2(F"zzmm!;dQ|CTLIpDj:UKi$N>"zA=|=I G

Data Raw: d8 20 68 92 c3 7e 92 cb 37 63 d5 94 4b 35 99 56 80 a0 ae 10 05 6e df 0d 5a 79 32 8c 17 61 87 50 48 ed 17 34
ac 95 b1 93 ec 28 4e d2 80 d9 67 4e b2 94 {7 f9 6d 72 4e cd cd b0 ae 76 54 b2 e9 1a fc 30 5f 23 3b 14 d6 27 fe 4d b3 b0
74 9acl 6a 06 50 8¢ 44 0b 7e 5d a2 04 03 53 94 d7 96 92 18 51 09 15 76 3e 9b 48 cd 8d 6¢ 20 b4 d1 c8 c7 19 50 6e c6
c9 bl 5d 28 bd 3c 45 20 62 44 c3 48 c8 a5 b2 Oc 22 89 7a 66 6b 41 b5 d8 92 df fa af 56 95 66 b8 72 7f 35 bc 86 b2 ab 42
16 d6 4e 64 8e 95 a0 ee fe 9c ad bc aa 9d f1 3e e2 7 26 88 db f5 0a 54 €8 20 9b b5 80 54 cb 12 3b 69 22 8a 72 d9 al d6
€6 52 6e 94 3f 03 c5 €0 45 ab ce 79 60 46 b6 90 b7 ad d9 30 9e ae cb 42 6e 6d 69 31 de 92 42 7f 60 d8 ea eb ba 07 84 dd
a3 13 0f 61 29 f5 26 ef 7f 2d 53 Oc c9 8f 93 74 fc 68 99 74

Data Ascii: h~7cK5VnzZy2aPH4(NgNmrNvTO_#;'MtjPD~]SQv>HI Pn](<E bDH"zfkAVfr5SBNd>&T T;i"rRn?Ey FOBnmil
B'a)&-Stht

Data Raw: f5 bf d6 b2 e9 20 72 bf 7b 9b b6 28 6f ed el 86 e7 d0 2d e7 1f 39 6b f3 b6 1b f7 a7 17 95 6e 3d da ff 1d ba 3d 6f
67 c956 70 e8 c7 al b9 f9 de 5d ff 11 6d ef 20 88 62 fb c7 b3 2b f7 dO dc 1f 80 27 ce 8b 57 db fb 45 f9 f1 c5 Oe 70 00 a9
cb 4c 36 65 ce 6 2e 43 91 82 fa 99 ec 14 d2 c1 4f 71 e5 4c 75 7e 46 63 21 db 5a 87 48 c8 64 c5 99 68 e7 f9 53 46 44 94
69 04 ac 58 c0 44 52 93 c9 df 10 3e f3 31 7 df b0 dc b0 74 3a b3 d4 37 a9 d5 a3 ee 28 d1 d9 ac da f4 ea 82 4c 75 b9 8d f4
46 f0 f3 2b 07 51 48 63 8d 46 d3 9a €9 36 b6 d6 6b f4 42 2b 65 f2 42 f3 23 02 d7 ca a7 7b 95 1e 77 b5 85 ba c2 23 0f cb 20
83 8f 79 61 53 cf c8 Oc 75 5b 99 4e c1 be fd 19 el de eb 39 66 ad 45 ec 75 32 31 56 a3 c6 fc e3 d9 64 22 e3 65 92 5b 99
6b 2b 07 68 a4 a9 4e ab 6b cd c8 d4 b7 56

Data Ascii: r{(0-9kn==0gVp]m b+WEpL6e.COgLu~Fc!ZHdhSFDIXDR>1t:7(LuF+QHcF6kB+eB#{w# yaSu[N9fEu21Vvd"
e[k+hNkV

Data Raw: 3c 62 1b 7 cb 2c 6¢ f9 38 d3 3e e7 da el 99 b2 11 65 16 90 75 6a al fb 00 fO 7c 76 26 32 cb 2a 28 79 Oa 68 26
7c 30 70 6f 34 €9 lada 71 28 7c 82 3f 3c b1 8d 4b 70 13 52 35 b9 a0 6b €0 e4 80 9b f7 22 8c ae d4 5¢ 97 d8 17 7e 8b e6
dc 85 50 7f 32 09 fa f3 e3 aa b6 87 4c bl 4e ed bl f4 44 f0 50 75 8¢ c7 d3 ef 16 6¢ 1e 50 bb f4 d2 ff 9b 67 6d 5f ea 66 19
59 26 01 e5 42 82 cb 03 7c d0 a9 bc 58 31 2a fc fd a6 05 43 bl ac 15 46 78 9f 95 c7 24 bc 45 46 02 Ob 17 0d f6 c1 12 42
6e 9f 36 1b 39 84 13 94 a4 3f d8 72 4d 01 5f 94 25 e3 26 5a 16 a2 95 68 57 22 37 ¢9 66 65 f2 74 16 87 9a c3 b1 98 15 a9
6f 72 4b ae 5¢c €3 97 3d 4a 13 28 3b 2b d0 77 d7 c6 59 b0 ae c4 d1 a6 62 e6 b6 3d 8a 54 93 9c fa 6¢ d7 e7 bc 8a c4 84 6f
€0 53 5e d6 38 b8 7a 4d e3 da b2 d2 c6 b5 6b 56 37

Data Ascii: <b,I8>euj|v&2*(yh&|0po4q(|?<KpR5k"\~P2LNDPulPgm_fY&B|X1*CFX$EFBN69?rM_%&ZhW"7fetork\=J(;
+wYb=TloS"8zMkV7

Data Raw: 91 e5 1a 93 9¢ 3a 31 37 37 75 fc 18 87 cb d9 e5 28 €2 f6 05 4c ec 4a 76 17 8b dd 7c 61 9e 5e 2d f1 7a 79 42 f6
ea el 74 49 0f 4e 61 4e d5 98 8d 2e 39 f9 93 fb fa ce 73 e0 82 5e 92 2d 12 e7 a9 35 e2 5¢ 64 24 52 98 b9 1a 75 4d e0 92
b2 cd Oc 46 b2 40 a0 83 66 26 9b ad d1 81 e8 1f 24 e3 d6 49 17 f9 56 62 b4 3e 80 e7 e6 53 6d 2c 7b 35 8e 43 8d 8¢ 8a c7
83 aa 26 50 21 47 c8 2b ¢1 02 79 0a bf 3d 21 0d 1a 23 79 ed c9 72 c5 b4 c0 5a 28 f9 80 20 a8 d0 3c b5 a7 81 79 cb ca 57
65 15 af f2 57 99 fa fd ed Ob f5 de aa 79 ee 8c 05 15 b9 ba ce 42 0d 9f b9 ¢8 0a 9f f9 81 22 b1 26 5b 99 b8 2c 91 c5 ce e2
e2 26 1f 83 af 55 d0 8f 12 fc 5e f2 ff 98 45 a6 2c 7d d7 28 47 al 65 8¢ ac a2 52 35 2b cf 97 36 75 b2 23 9b 9f 85 8d ce 5¢
5f82 bl 21 e3 6e ce c6 af bc 72 21 96 31 89 98

Data Ascii: :177u(LJv|a®-zyBtINaN.9s"-5\d$RUMF @f&$IVb>Sm,{5C&P!G+y=!#yrZ( <yWeWyB"&[,&U"E, }(GeR5+6u#
\_Inrl1

Data Raw: 58 96 db 3a c3 fd 1a 14 74 Oc 83 f6 0d 5a f6 a8 6a 87 e5 ac 93 aa a9 08 02 Oe 63 42 de fd 6b 51 e8 86 €8 72 1c
df 25 ¢5 al de 1c 8b 46 17 45 55 60 df 16 a4 1e c2 7 3c bf 14 1d 33 57 d0 ce 94 99 78 1f eb ¢7 Oc 32 b5 b3 64 46 d0 93
a7 0a 55 81 54 cc 73 2c e6 05 06 3d b1l cf 41 69 2a 7a 5f 5¢c dc 3e 74 dc 54 d8 c8 e3 f6 2a a0 fa 44 dc de 55 dd c3 ea 86
9d 2 ¢6 5d e8 8d Ob 75 0f b9 f7 02 b6 78 27 87 bd 53 9c 23 d9 9c 9d b1 18 18 1e 0f 30 18 10 d6 15 06 f6 b2 7d 4c 96 8f cd
6a 65 31 5b 27 c6 3e c3 el 9e c5 a2 6f 86 5f 89 9b 20 e7 fe fO 7f af a0 63 e3 7e e5 14 c8 f0 66 46 29 89 e3 e5 1c e8 d5 cc
08 df ad Oa 20 4a ed cf da fe 23 86 77 7d 03 fe 04 71 52 ab 52 37 73 b3 34 ab 66 3d 37 12 54 6a 2e 97 02 a7 4f ad cf cc
cd 92 eb 29 74 fa 94 1e 33 37 4b ae 77 91 26 d2

Data Ascii: X:tZjcBKQr%FEU <3Wx2dFUTs,=Ai*z_\>tT*DU]ux'S#0}Ljel[>0_ c~fF) J#w}qRR7s4f=7Tj.O)t37Kw&

Data Raw: 16 fa 2¢ 33 1b aa 50 15 d4 b0 a9 Oa ce 40 08 89 84 e7 e5 d9 54 b0 e9 64 05 56 ee al 30 c8 b5 5b b6 8d 10 33
ef 84 65 9a 1b a0 a3 04 24 4b b5 d6 5b 22 d4 1b 45 14 31 be 9f 3a 9d f1 4a 88 55 8f 89 b2 56 7c 75 41 8¢ 23 24 d6 20 2d
8a 1d 93 16 b9 Oc 26 68 8e 6d 35 dd 07 cf 89 49 19 5e 30 71 99 61 1b ce 4d 43 d1 b9 60 be a4 34 21 ca 11 4e ac a0 80
14 32 17 6f ad ad 93 d3 f9 6d 86 12 6d 84 63 18 4c b5 f8 €0 €8 03 e2 c9 51 al 45 e2 ea d4 6a c0 3e 87 cf dc d9 10 bd 30
Oe 57 e1 47 39 ba 74 3a b0 a6 3c 04 a8 15 23 71 Oc 27 50 85 46 78 90 81 d1 38 8e 66 d4 62 1e 56 d1 9a 72 25 00 b8 08
02 fb 66 b6 cd 4c 61 aa 05 81 19 64 03 08 80 c4 Oc 10 97 99 48 01 3c 8f 7a bd 16 Oc 31 f8 b5 e0 22 52 59 0Ob c1 €5 ef 56
e8 fc 5a 01 2a 95 ac 15 88 4d aa 11 53 Oa 38 cb ff 2c 0f a3 26

Data Ascii: ,3P@TdVO[3e$K['E1:JUV|uA#S$ -&hm51r"0gaMC 4IN2ommcLQEj>0WGOt:<#q'PFx8fbVroefLadH<z1"RYVZ*MS
8,&

Destination IP Destination Port Process

142.250.186.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2022-01-14 13:04:53 UTC 786

2022-01-14 13:04:53 UTC 788

2022-01-14 13:04:53 UTC 789

2022-01-14 13:04:53 UTC 789

2022-01-14 13:04:53 UTC 791

2022-01-14 13:04:53 UTC 792

2022-01-14 13:04:53 UTC 793

Copyright Joe Security LLC 2022

Direction

ouT

Data

GET /s/sourcesanspro/v18/6xKydSBYKcSV-LCoeQqfX1RYOo3ig4vwixdu.woff2 HTTP/1.1

Host: fonts.gstatic.com

Connection: keep-alive

Origin: https://alliance-bokiau.odoo.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: font

Referer: https://fonts.googleapis.com/css?family=Source+Sans+Pro:300,300i,400,400i,700,700i&display=swap
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Accept-Ranges: bytes

Content-Type: font/woff2

Access-Control-Allow-Origin: *

Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="apps-themes"

Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-t
hemes"}]}

Timing-Allow-Origin: *

Content-Length: 13008

Date: Tue, 11 Jan 2022 14:06:47 GMT

Expires: Wed, 11 Jan 2023 14:06:47 GMT

Last-Modified: Wed, 10 Nov 2021 18:10:28 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 255486

Cache-Control: public, max-age=31536000

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Connection: close

Data Raw: 77 4f 46 32 00 01 00 00 00 00 32 d0 00 0d 00 00 00 00 75 dc 00 00 32 79 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 40 1b c2 3e 1c 86 72 06 60 00 85 Oa Oa fc 50 €3 Oe Ob 84 3a 00 01 36 02 24 03
887004 20 05 84 7c 07 8a 2c 1b f9 65 05 d3 cd 9d c8 ed 00 92 32 7d b6 1d 6c 1b f6 a0 3b b8 9f 9a 54 98 11 a9 38 2f 05
ff 1f 13 a8 c8 58 37 4f da fd 02 2a 3a 44 eb b8 8e 43 b4 91 a3 9c 1c 7d 77 4e 1d 45 14 2b 94 0d ba 4f f4 dc 2e b3 6¢ 58 b7
fb 79 e1 57 bl e8 28 74 7f 1a ea ed 62 2f 7b 9f ab 25 6e 47 24 9f fa aa 8b c0 b8 c5 8e 3a 33 2f Of df af f1 3b f7 ed fe dd 2f
6a 48 16 b1 50 c9 36 9d 4a 56 69 36 9d 90 f1 ee 96 f0 46 82 f7 03 bf cd 1e f0 5 00 15 11 29 c¢9 96 b2 10 85 b6 10 14 31
31 67 24 ba 89 3d d7 2e 6e 73 2e d4 55 5f 2c da db

Data Ascii: WOF22u2y@>r"P:6$p |,e2}I; T8/X70*:DCIWNE+O.IXyW(tb/{%nG$:3/;/jHP6JIVIiEF)11g$=.ns.U_,

Data Raw: 18 fa 5f 9d 56 5e a7 2e 23 Oe 63 37 de 00 78 ec 11 70 11 74 3e 39 28 2b 7e ce cf 37 29 ff 14 e6 1f 6¢ 7 c3 d9
6d 14 93 98 a0 a8 52 57 62 7b 05 fO 7f bd dd bb 2f f1 ee a4 fb 10 63 57 be 73 84 b6 55 05 al 12 Oe fb af 33 a5 8 4a 52 f2
ba 03 Oe 5b d3 ad 13 ad 77 2c 48 f2 0f 61 58 5a b6 57 79 2d 32 34 a0 00 c0 e5 ff d3 a9 ce 6a 78 7b 90 67 a2 35 29 d2 d4
69 b3 d7 76 35 30 9d 4e 94 b0 80 ff 49 fe {7 36 5f db 3d f3 e6 1a f8 8e 42 ad c2 d4 bf 50 e7 19 05 7b a4 52 5f 4f 1f ae 5e f6
cb 40 eb 35 d1 86 e5 84 4d da 95 1d 03 73 15 c2 0d 01 4c ef 32 48 5d 9a 86 da 70 d3 b8 2c c¢3 95 cb b4 45 fa 92 fc ff d6
fa 5¢c 4e 5 ef 65 56 39 51 89 1b 21 93 f8 18 13 21 a3 ba df ad a6 aa a9 81 86 4f dO b3 04 3d 3f 3c 1b 68 98 05 22 17 40 bb
ee cf 04 00 9c 49 1c b8 48 49 fe ff cf a9

Data Ascii: _ VA #c7xpt>9(+~7)ImRWb{/cWsU3JR[w,HaXZWy-24jx{g5)iv50NI6_=BP{R_O*@5MsL2H]p,E\NeV9Q!!0=2<
h"@IHI

Data Raw: b7 be b5 76 34 9f 6b 43 48 eb f0 84 b5 ac 70 51 f5 53 e6 13 48 f3 4b 0d e7 49 21 5b 32 db a8 6d 8d 20 7a le
60 9b 4e 37 74 43 64 80 a4 05 55 f0 5b 5e be f1 e5 9f c0 d6 bd d8 90 32 78 33 ef fd cd ed de c2 73 17 54 32 2e 4d 67 4e
3566 al 72 2¢ 7b 54 ¢8 16 cb 74 00 66 35 23 86 75 c2 30 7d a6 66 4d Of 8d 10 37 e5 a0 9d 19 e 9a c5 86 94 38 28 b2 15
21 6¢ €9 8c 27 6€ Ob 40 ab c6 92 €6 1e 69 99 6¢ 25 aa ba 3a fe b2 f0 9c c6 €6 60 3f 26 ac b9 20 21 08 79 7 09 5a 44 42
2168 41 98 30 01 ff d5 88 21 92 88 28 93 Ob 8f 9b 8f 44 83 76 09 3a 75 4b d6 ab 57 ba 01 83 32 8¢ 19 67 b6 7 d8 6a 1f
db 1c 88 b3 43 41 3b 85 02 9 8e 40 d9 31 81 e7 ec fd fe 0d 09 43 c7 c0 22 86 23 81 01 aa 68 05 02 10 32 21 1e 4b 71 bl
el c3 8b 84 0a 17 8f 29 02 1b 1e 05 86 2f dd 2e 43 Of 02

Data Ascii: vAKCHpQSHKI![2m z'N7tCdU[*2x3sT2.MgN5nr {Ttf5#u0}M78(In@il%: 2& lyZDBIhAO!(Dv:uKW2gjC
A@1C"#h2IKq)/.C

Data Raw: 60 44 d2 d2 1a c6 1b c9 e2 64 79 2d c2 c2 64 51 5 0d c2 62 c2 92 dc 08 61 €9 c0 68 b0 ac b2 3¢ cl 5a 94 63
78 9e 11 d2 2b 89 2f €2 4d 18 b5 12 ea e4 d5 bb 20 7b 02 c1 ad 27 84 Oc 22 5a 45 b2 1c 79 b8 f0 70 16 ba 21 50 2b d4 Oe
ce e5 da 1d 24 a0 90 10 b8 f2 36 85 5e 40 5a 44 b7 23 98 €0 4a €6 43 29 16 35 41 00 d9 83 25 20 52 90 09 ¢3 a2 7e a0
25 a8 90 48 9¢ 25 94 10 96 35 a7 81 72 0d 92 6¢ 40 b5 7 20 a8 40 2b 89 f4 €9 3a a2 ad 44 30 8e 20 15 8c 30 c2 58 58 8b
64 0a 64 80 c2 b3 43 37 88 be 31 Oe 14 d ec 64 2e fc 88 42 6d 52 8b a9 7 ¢5 72 c1 6¢ fe 74 70 c0 70 €9 5 71 40 72 ed
cd e5 00 19 e4 d7 2a 58 91 48 28 58 84 57 10 02 2f 76 d7 9e 49 00 3e 02 67 46 9f 81 Of 77 d6 00 23 42 8c 78 3¢ 08 48 c7
8d 16 8e 80 8e 1b a0 84 89 {6 21 39 f0 d9 06 b5 28 54 6¢ a2

Data Ascii: ‘Ddy-dQbah<Zcx+/M {"ZEyp!P+$6"@ZD#JC)5A% R~%H%S5M@ @+:D0 0XXddC71d.BmRrltppg@r*XH(XW/vI
>gFw#BX<HIO(TI

Data Raw: 96 93 96 89 1d 81 a3 f6 5d e4 f3 19 23 0a 98 00 8d 6b 62 6e 6e bc d7 af 22 €9 7f 60 99 cd 3f 04 da 41 c3 15 6e
34 a9 25 40 85 bc 7b fe d2 c1 9e 93 af 0d dc €9 0d 24 a7 ab 9b 66 85 cc €8 20 d1 el b3 5d ca a7 6¢ 26 fe 5d 96 8d 4e 12
3007 Oe f8 42 b9 el 7a a5 dd 1a 21 96 79 e2 c8 9d 37 dd e5 97 1c 2d ac 03 ee aa 2b 63 5a 7c 3c 35 86 9b 64 eb 8a 15

c6 81 11 7f 68 be 07 8e 15 62 ab 8d d5 a0 1e 38 05 42 8b Oa 3a 38 da 04 5¢ 32 6a 1b 85 eb €6 55 76 bc f0 27 69 90 9b

27 49 90 ef 39 el e4 €9 1f 4c bf fe 3c 6a 1d b3 7d 74 1d 3c 0d 4f 6a b1 06 48 b8 ef a6 b2 43 7d 17 5d ee 3a c4 83 86 87 1le
25 5e be e5 f8 3b 03 €3 41 15 25 1b af 81 86 81 ad e2 31 16 €3 b5 d9 b0 ae 1f Of 51 16 1e 83 58 e2 34 fe f9 00 35 bc 97
14 a5 41 47 26 97 03 f9 8e ee 38 87 27 23 2f 8f 26 85 4a

Data Ascii: J#kbnn""?An4%@{$f ]I&]NOBz!y7-+cZ|<5dhb8B:8\2jUV'i'9L<j}t<OjHC}]:%";A%1QX45AG&8#/&J
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kBytes

Timestamp transferred Direction
2022-01-14 13:04:53 UTC 795 IN
2022-01-14 13:04:53 UTC 796 IN
2022-01-14 13:04:53 UTC 797 IN
2022-01-14 13:04:53 UTC 798 IN
2022-01-14 13:04:53 UTC 800 IN
2022-01-14 13:04:53 UTC 801 IN

Code Manipulations

Statistics

Behavior

o)

Click to jump to process

System Behavior

Data

Data Raw: b6 dd 6a 11 8f 10 38 56 77 bd 47 b8 09 65 el 60 05 7f eb 04 f4 65 43 ff 02 77 ae 00 5f 20 21 23 05 a3 40 f6 61
a8 3e ea f0 44 9b 91 93 53 38 fb e7 bf 60 6b Ob 4a 93 43 aa fa 4f 51 ca 46 da e3 dO af 79 dc f1 eb 25 2¢ 4b 80 16 92 7b a9
e3 68 ad 39 fe 03 1b 1d 62 1e dc 65 cc 03 9f 70 9a 35 34 b4 91 69 a2 77 27 db 5b 4c 7f ce 19 61 d8 74 12 bf 39 51 75 f4
76 b0 44 78 02 cd c8 59 26 e6 35 91 dd 13 fa 03 01 62 ce 6f fc ee 17 11 2f 8a 17 ef ac 5f f0 00 ad ba 54 29 29 a3 12 1c 65
92 ab be 1a 57 16 da 74 c8 07 80 3d 99 ff a0 d3 8e d9 e7 45 f9 22 47 09 5a db e2 f8 94 b5 25 a6 23 f0 20 fa al 70 d9 b0
06 40 3c 5a 3a c4 1e b8 d4 d4 dc 53 ee 4f 66 77 57 e5 10 63 63 4f e3 21 fc c4 2d cc ca 6b 3b 1b 7a 5e b0 9e 9e d7 f3 7a
51 60 bc e4 76 0 f5 4f 9¢c 8b 25 b5 23 ¢5 43 6a

Data Ascii: j8VwGe eCw_ #@a>DS8 kJCOQFy%,K{h9bep54iw'[Lat9QuvDxY&5bo/_T))eWt=E"GZ%# p@<Z:SOfwWccO!-
k;z"zQ vO%#Cj

Data Raw: 3f 35 4c ac ab f4 7e 00 82 32 f6 91 90 al e3 c9 ff 18 7f 08 4e el ec 9e 62 93 7b 5e c9 ca 28 82 48 ca fe 43 af af
79 d2 ca 37 54 37 04 ba 18 fd 2b 91 c7 4e 5e 8 34 9a 93 57 92 17 7e 9c 49 bd 07 76 1c d7 ca b9 8a 4c 06 4f 8d ed cl1 e4
9e b7 31 78 ¢6 92 74 d5 54 57 51 5a 7f 55 46 49 9f 28 d1 el 5a 50 ac 18 b9 a8 99 01 54 9c a3 c3 68 ee f6 16 66 06 7b 8¢
76 95 93 79 c4 5e a5 e0 24 66 e4 5a cc 19 2e 35 f5 4b 55 6a b5 a7 88 Oe 2f a9 a2 63 f1 40 81 al bb 2a 5d 2f 9d be 30 24
77 7 d8 a9 fe e5 c¢8 5a 07 0f d5 47 ad a3 5e e4 ee 25 f1 13 ad 99 d9 2a 3b b0 70 99 d3 d2 2d 41 6f 81 35 d8 96 91 96 59
91 al 6a b5 c7 ea a9 d2 09 87 56 93 98 af 2e 2d ab 64 ae 4d 3d 2c ad 57 f0 aa a0 7c 86 35 60 41 e2 13 f9 45 1e 9d 8d 9d
f6 1b bd ed d3 71 7c fc 35 11 ab 2c 58 36 03 5e fe

Data Ascii: ?5L~2Nb{*(HCy7T7+N*4W~IVLO1xtTWQZUFI(ZPThf{vy"$fZ.5KUj/c@*]/0$WZG"%*;p-A05Y}V.-dM=,W|5"A
Eq|5,X6"

Data Raw: ad e4 47 30 1b a5 2f ¢7 9e 26 b1 cb 5¢c 49 b0 6a c6 ce 19 63 55 f0 f3 81 a2 13 16 7a 35 36 4e 39 96 de 3e 39
41 a2 11894 9d f4 ca38 90 75 73 38 5b 73 d1 0a f2 74 d2 ae 9d 21 73 e0 b9 fe 7c 98 Of 6¢ 1d e3 ea bf 63 d3 46 f8 19 e3
el c8 6¢ 4c 8f 8c 3a 8d 44 8 8d dO fe 7b 33 a7 99 €2 45 04 79 76 e2 9f a7 b0 98 22 1b dc 7c 4a 7c 7b 4c f0 1f 97 e2 a7 dO
c8 848 cc laad da a7 b5 3b 7d ff f3 48 76 76 82 cc €5 51 25 €5 14 79 ec 32 b1 f5 4b f2 07 56 63 ea 32 61 de a9 05 74

7d cOfb 7c 78 1e af b7 cf c7 5d 3d da cO 5b 2 b1 b0 52 2e 7d c3 6d b7 7d c2 99 0f al b8 c6 al 9d db b6 0d ed 68 4c bl e3
da 76 36 4c a3 75 93 2b 4b 4a c8 7e ed 44 9d 46 f1 eb 5f b3 94 ca 6e 70 6 2d ee ec f3 a7 66 c6 c7 b6 23 7d 7d 20 f4 e5
bb 86 86 1c cd ca 04 90 f2 1a 07 3c ee 9f 6b b5

Data Ascii: G0/&\ljcUz56N9>9A8us8[st!s|IcFIL:D{3Eyv"|J[{L;}HvwWQ%y2KVc2at}|x]=[R.}m}hLv6Lu+KJI~DF_np-f#}} <k

Data Raw: 2f 5e 90 12 98 0a 5d bc 8¢ 46 b3 25 d8 de 35 33 el 5e 52 72 99 2e b1 3c 2d 2d 44 5a 4f 4e 2e 5d 02 49 8d c9
e3753ab9 6¢c 32 e5 23 f0 cd a7 9c 2e e3 df e0 09 39 12 97 f1 07 a6 bl 3e 2e fa 26 Oe f7 2c 3a Oe ca 5b 6e 97 94 44 96
94 dc 9e 6b 68 17 4d 89 b3 20 64 8b 70 4a c0 50 5a 13 d1 85 a4 ec b0 27 ef 40 22 ba 6a 60 {7 ee dc 85 ca d6 4a e3 48 4d
8b 73 d7 dO c0 36 4b 45 fb a6 f2 €2 cd 2d Oe 49 a3 d5 9e cf 15 cb ff 08 a2 5d 36 01 3b 2d 2b df al 62 16 27 39 b2 a5 72
5afl 05 f4 77 7e e5 0f a4 22 1b ab 8d 9b 9f 9c 95 34 d8 97 3b c5 3c a0 ab a9 4d 59 e4 9b 92 3f 67 d8 e4 16 17 90 9f b3
3d df d6 90 8d c9 84 db 12 ca 82 27 6¢ d6 5e b2 85 65 83 €2 b8 e3 39 55 45 91 01 4f 95 9f b4 ¢3 17 bb a3 79 1d 2a f6 cO
07 7c 55 d5 e4 e3 45 b6 64 13 95 b8 d4 a6 87 6f 86 13 38

Data Ascii: /\[F%53"Rr.<--DZON.]Iu:[2#.9>.&,:[nDkhM dpJPZ'@"j’ JHMS6KE-1]6;-+b'9rZw~"4;<MY ?g="1"eQUEOy*|UEd08

Data Raw: d7 c2 39 Oe 3b 8c 79 2a 25 95 90 2a fc 8e cf ff 4e 68 51 68 4f 61 2f 62 b3 a2 07 a7 99 c5 6e 3e ce ee ef b4 7e
ad 7f 82 7e e8 38 c1 6e 62 bl 9a d8 d2 fc 01 1c e8 2d 56 a3 5¢c 61 4d b3 58 54 2a e4 f4 33 27 11 17 93 c9 8b 89 86 81 63
ba bb 4a e5 1d 9d 6 57 63 7e 23 ¢7 2c 24 91 16 c4 c4 2c b0 27 62 21 34 3c db b5 ed 70 5¢ f4 9d af 12 6a 8b e3 cd a5 05
1c 5d a3 fa a8 3d 5a 04 0d 00 6a 54 Oc 2c 86 50 2b 52 9f 1a 51 58 5a aa cd 13 3a ea 52 77 75 1f 05 94 48 84 {8 ba 32 52
6d 9e d5 51 97 e4 53 90 6a b3 03 3a ea 92 7c ae eb af 9a 76 95 17 43 ce 8b 8e ba d4 5d f2 a9 60 aa cd cf eb a8 4b f2 b9
d1 04 ca 50 f1 29 2d ee 47 07 9d 74 47 7 92 5f 25 dd 60 4e 94 1e 92 d0 41 27 f2 aa bd 54 8b 85 Oe 3a 91 d7 ad 8 ab 26
dd aa 17 43 06 45 07 9d 74 87 bc aa 9d 6a f1 84 Oe 3a

Data Ascii: 9;y*%*NhQhOa/bn>~~8nb-V\aMXT*3'cJWc~#,$,' bl4<p\j]=Z|T,P+RQXZ:RwuH2RmQS;j:|vC] KP)-GtG_%N
AT:&CEtj:

Data Raw: 14 49 be 6b a4 a3 87 9d fc ec 4d 98 €9 41 35 a7 0d 10 97 80 e4 06 a8 81 47 dc 29 46 35 d3 4c cc 96 al 2f 29
d5 72 5b 5b 2d aa ae 72 ac da 94 00 5a cb Oc 6b db 42 cc 66 a2 e0 2d 8d e5 4a f0 2d aa 51 8a 5a cc ¢5 ca e4 5b 20 5b 50
88 8f 31 89 6¢ 14 ¢3 0a 03 da b1 97 72 31 84 51 b5 ac 45 bd 9d 7a c7 49 e4 5b 1a b5 1c 5e 9d 50 28 3c b8 12 06 68 d4
08 0355 86 03 78 98 fc b0 8d 50 58 d1 6e 84 16 16 b2 8d 30 9c ee 6¢ 84 90 38 b9 51 88 7a a5 1b 61 09 e8 25 ea 04 e0
a0 6e 49 4e 65 90 50 18 54 a7 4b 4b 2f dd c1 2a 41 69 af d2 39 c6 35 49 e0 el e4 52 18 d2 93 f1 75 1a 14 aa d5 21 28 9f
db ef a4 64 d5 a9 5d bd 62 0d ba b2 49 d3 67 07 Oe 2d 15 75 79 41 2f 4d b3 4b 7 c9 38 48 6f 2a 8d a8 ea f5 ab a5 4a 13
50 ab 4d 83 b3 34 22 fd 9a cd 48 12 f1 92 24 06 52 43 fe e4 39

Data Ascii: IkKMASG)F5L/)r{[-rZkBf-J-QZ[ [P1Ir1QEzI["P(<hUxPXn0I8Qza%nINePTKK/*Ai95IRu!(d]blg-uyA/MK8
Ho*JPM4"H$RC9

Analysis Process: chrome.exe PID: 668 Parent PID: 4252
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14:04:47

14/01/2022

C:\Program Files\Google\Chrome\Application\chrome.exe
false

C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-
automation "https://alliance-bokiau.odoo.com/

0x7ff677c70000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 5724 Parent PID: 668

General

Start time: 14:04:49

Start date: 14/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1564,7280486331179565442,18425
855827197029187,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1936 /prefetch:8

0x7ff677¢70000

2150896 bytes
C139654B5C1438A95B8321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Analysis Process: chrome.exe PID: 7788 Parent PID: 668

General

Start time: 14:05:29

Start date: 14/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright Joe Security LLC 2022

false

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1564,7280486331179565442,184258558
27197029187,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=5956 /prefetch:8

0x7ff677c70000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
false

false

C, C++ or other language

low
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Code Analysis
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