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Windows Analysis Report RQ6mxb6ssDtBoLUIE.dlII
Overview

General Information Detection Signatures Classification

Sample RQ6mxb6ssDtBoLUIE.dII
Name: MALICIOUS

Analysis ID: 553238

Found malware configuration

Snort IDS alert for network traffic (e....

MDs: 2ca3b6aaf357e2a. Multi AV Scanner detection for subm...
SHA1:
e4cecff37fsadlc... Yara detected Emotet

SHA256: 221e0cc963f2a8d.

System process connects to networ
Tags: dil

Machine Learning detection for samp...
Infos: Qi Sy

Sigma detected: Suspicious Call by. ...

Most interesting Screenshot:
C2 URLs / IPs found in malware con...

g n
= L m Hides that the sample has been dow...
"
LI ] Score: 96 Uses 32bit: PE files:
] . )
. Range: 0-100 Queries the velumelinfermation
" Whitelisted: false
X Contains functionality te checkiifiaid:..
B Confidence: 100%
B
2

]
B
2
B
a

Process Tree

= System is w10x64

o [ loaddli32.exe (PID: 4356 cmdline: loaddll32.exe "C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII" MD5: 7DEB5DB86COAC789123DEC286286B938)
. cmd.exe (PID: 6880 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundlI32.exe (PID: 204 cmdline: rundll32.exe “"C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII",#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 6388 cmdline: C:\Windows\SysWOW64\rundlI32.exe "C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII", DlIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
o [ regsvr32.exe (PID: 6916 cmdline: regsvr32.exe /s C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dIl MD5: 426E7499F6A7346F0410DEAD0805586B)
. D rundll32.exe (PID: 6252 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII", DlIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 2268 cmdline: rundll32.exe C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dIl,DIIRegisterServer MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 7040 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\SysWOW64\Pecygnxduanun\bzajsqcyvrfnuga.wge”,rVofdtAplogtOl MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 5368 cmdline: C:\Windows\SysWOW&64\rundll32.exe "C:\Windows\System32\Pecygnxduanun\bzajsqcyvrfnuga.wge”,DIIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
e [ svchostexe (PID: 5392 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 5496 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e B svchostexe (PID: 5360 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 7044 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
= cleanup

Malware Configuration

Threatname: Emotet
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{

"C2 list": [
"45.138.98.34:80",
"69.16.218.101:8080",
"51.210.242.234:8080",
"185.148.168.220:8080",
"142.4.219.173:8080",
"54.38.242.185:443",
"191.252.103.16:80",
"104.131.62.48:8080",
"62.171.178.147:8080",
"217.182.143.207:443",
"168.197.250.14:80",
"37.44.244.177:8080",
"66.42.57.149:443",
"210.57.209.142:8080",
"159.69.237.188:443",
"116.124.128.206:8080",
"128.199.192.135:8080",
"195.154.146.35:443",
"185.148.168.15:8080",
"195.77.239.39:8080",
"207.148.81.119:8080",
"85.214.67.203:8080",
"190.90.233.66:443",
"78.46.73.125:443",
"78.47.204.80:443",
"37.59.209.141:8080",
"54.37.228.122:443"

1,

"Public Key": [

"RUNTMSAAAADOL xqDNhonUYwk8sqo7IWuUl LRdUTUBNACc6romsQoelYID7wIed4AheqYofpZFucPDXCZ0z91+ooUffqeol ZUO",
"RUNLMSAAAADYNZPXY4tQxd/N4Wn5sTYAnS5tUOxY20 1 1EL rI4MNhHN1640vSLasjYTHpFRBoG+0o84vtr7AJachCzOHjaAJFCW"

Yara Overview

Memory Dumps

Source

00000005.00000002.299809540.0000000005000000.00000
040.00000001.sdmp

00000002.00000002.291850550.00000000008A1000.00000
020.00000001.sdmp

00000005.00000002.299210410.0000000004E40000.00000
040.00000001.sdmp

00000005.00000002.297719098.0000000000E00000.00000
040.00000001.sdmp

00000005.00000002.298746738.0000000004C00000.00000
040.00000001.sdmp

Unpacked PEs

Source

7.2.rundlI32.exe.5310000.3.unpack
5.2.rundlI32.exe.4e40000.6.raw.unpack
5.2.rundlI32.exe.4d10000.5.unpack
4.2.rundll32.exe.4c50000.1.unpack

5.2.rundlI32.exe.4c00000.2.unpack

Sigma Overview

System Summary:

Copyright Joe Security LLC 2022

Rule

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

Click to see the 21 entries

Rule

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author
Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Author
Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 34 entries

Strings

Strings
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Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

]

Found malware configuration

Multi AV Scanner detection for submitted file

=

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

=

Yara detected Emotet

System Summary:

Hooking and other Techniques for Hiding and Protection:

]

HIPS | PFW | Operating System Protection Evasion:

‘ =

System process connects to network (likely due to code injection or exploit)

=

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control
Valid Native DLL Side-  Process Masquerading Input System Time Remote Input Exfiltration Over Other  Encrypted
Accounts AP Loading Injection capture [ Discovery Services capture [l Network Medium Channel
Default Scheduled Boot or DLL Side- Virtualization/Sandbox LSASS Query Registry Remote Archive Exfiltration Over Non-Standard
Accounts  Task/Job  Logon Loading Evasion Memory Desktop Collected  Bluetooth Port

Initialization Protocol Data

Scripts
Domain At (Linux) Logon Script Logon Script Process Security Security Software SMB/Windows Data from Automated Exfiltration Ingress Tool
Accounts (Windows) ~ (Windows) Injection Account  Discovery Admin Shares Network Transfer

Manager Shared
Drive
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Initial

Access Execution Persistence
Local At Logon Script
Accounts (Windows) (Mac)
Cloud Cron Network
Accounts Logon Script
Replication  Launchd Rc.common
Through
Removable
Media
External Scheduled Startup
Remote Task Items
Services
Drive-by Command Scheduled
Compromise and Task/Job
Scripting
Interpreter
Exploit PowerShell At (Linux)
Public-
Facing
Application
Supply AppleScript At
Chain (Windows)
Compromise

Behavior Graph

Screenshots
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Privilege
Escalation

Logon Script
(Mac)

Network Logon

Script

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

At (Windows)

Credential

Defense Evasion

Deobfuscate/Decode NTDS

Files or Information

Hidden Files and LSA

Directories S

Access

Discovery

Evasion

ecrets Discovery

Obfuscated Files or ~ Cached Remote System
Information Domain Discovery
Credentials
Regsvr32 DCSync File and Directory
Discovery
Rundll32 Proc System Information
Filesystem Discovery
DLL Side-Loading letc/passwd System Network
and Connections
letc/shadow Discovery
File Deletion Network Process Discovery
Sniffing
Behavior Graph

:
Sample:
Startdate:
Architecture

wases ¥

c

R

=

NN
c]

wazzes  A¥

553238
RQBMXb6SSDIBOLUIE dil
140112022

: WINDOWS
%

B:

started

-
H
g

[—
IC

l started

<]

<]
A undizzee

Virtualization/Sandbox

Application Window

-
g

c] W

Lateral
Movement
Distributed Input
Component Capture
Object Model
SSH Keylogging
VNC GUI Input
Capture
Windows Web
Remote Portal
Management Capture
Shared Credential
Webroot API
Hooking
Software Data
Deployment  Staged
Tools
Taint Shared Local Data
Content Staging

started

rundiz2.exe

e

&

Leg

U] |l

g

*n

2

a2
3

|}6

i
i
=

L@ 2 )

Collection Exfiltration

Scheduled Transfer

Data Transfer Size
Limits

Exfiltration Over C2
Channel

Exfiltration Over
Alternative Protocol

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Exfiltration Over

Command
and Control

Application
Layer
Protocol

Fallback
Channels

Multiband
Communication

Commonly
Used Port
Application

Layer Protocol

Web Protocols

File Transfer

Unencrypted/Obfuscated Protocols

Non-C2 Protocol

end:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic
Delphi
Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

TR EgA A

Recycle Bin  NYMMPC. CZQOKSDD... GRXZDKK.. SUAVTZKN.

o7 B Es: E

Acrobat  PIVFAGEAAV DUUDTUB... Excel 2016 Word 2016
Reader DC

2 B B

Microsoft PWCCAW... DUUDTUB.. KLIZUSIQE..
Edge

o mnE =&

Google  SOSJKEBWDT EEGWXUH... PIVFAGEAA.

Chrome
m
POF PDF

SUAVTZKNFL EEGWXUH.. PIVFAGEAA...

L |

CZOKSDD  WSHEJMDV  EEGWXUH...

EFOYFBOLXA ZGGKNSU EFOYFBOL.

RBEB

EWZCVGN  BJZFPPWA... EIVQSAQTA... SQSIKEBW...

REAB

LUDSFKJZG BNAGMGS.. EOWRVP.. SQSIKEBW...

nE B S

NVWZAP... BNAGMGS... GIGIVTFFY.. SUAVTZKN...

244 PM
171472022 El

L)
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

No Antivirus matches

URLs
Source Detection Scanner Label Link
http:ifhttps://iwww.disneyplus.com/legallyour-california-privacy-rights 0% URL Reputation safe
http:ifcrl.ver) 0% Avira URL Cloud safe
http:i/https://iwww.disneyplus.com/legal/privacy-policy 0% URL Reputation safe
hitp://https://www.tiktok.com/legal/report/feedback 0% URL Reputation safe
hitp://help.disneyplus.com. 0% URL Reputation safe

0% URL Reputation safe

hitp://https://disneyplus.com/legal.

Domains and IPs

Contacted Domains

No contacted domains info

Copyright Joe Security LLC 2022 Page 9 of 19


https://www.virustotal.com/gui/file/221e0cc963f2a8d6614db7a7556b1879a35d2626e776091dd1b82903cbd766da/detection/f-221e0cc963f2a8d6614db7a7556b1879a35d2626e776091dd1b82903cbd766da-1642167218

URLs from Memory and Binaries

Contacted IPs

P Domain Country Flag ASN ASN Name Malicious

Private

P
192.168.2.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 553238

Start date: 14.01.2022

Start time: 14:39:19

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 13m 29s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: RQ6mxb6ssDtBoLUIE.dII
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 28

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Copyright Joe Security LLC 2022 Page 10 of 19



Number of existing drivers analysed: 0

Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal96.troj.evad.winDLL@21/2@0/28
EGA Information: e Successful, ratio: 80%
HDC Information: e Successful, ratio: 27.9% (good quality ratio 26.8%)

e Quality average: 76.7%
e Quality standard deviation: 24.6%

HCA Information: ® Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .dll
e Override analysis time to 240s for rundlI32
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

14:41:08 API Interceptor 7x Sleep call for process: svchost.exe modified

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Created |/ dropped Files

Process: C:\Windows\SysWOW64\rundll32.exe
File Type: Microsoft Cabinet archive data, 61414 bytes, 1 file
Category: dropped

Copyright Joe Security LLC 2022 Page 11 of 19



C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0ODO0E0426DC8F8008506 E

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

61414
7.995245868798237

true

1536:EysguU6qmzixT64jY MZ8HbVPGfVDwm/XLZ9rP:wF6gmeo4eH1mOwmLvrP

ACAEDAG0C79C6BCAC925EEB3653F45E0
2AAAE490BCDACCC6172240FF1697753B37AC5578

6BOCECCF0103AFD89844761417C1D23ACC41F8AEBF3B7230765209B61EEES658

FEAAGE7ED7DDA1583739B3ES531AB5C562A222EEGECD042690AE7DCFF966717C6E968469A7797265A11F6E899479AEOF3031E8CF5BEBE1492D5205E9C5969090

false
MSCF.....cc..... et Lo W RSN; .authroot.stl..>.(.5..CK..8T....c_.d...AK...+.d.H..*i.RIJ.IQIR..$t)Kd.-[..T\{..ne......<.w.....A.B........ C..Wi......D....c.0D,L........ f
y....Rg...=. ,3.3.Z...~"ve<.TF.*. fzy.,..m@.0.0.m.3.1(.+.v#. .(.2...e.L.*y.V.... ~U...."<ke.....l.X:Dt..R<7.5\A7L0=..T.V...IDr..8<...1&...I-~..b.b." Af....E.._..

k3..B.".G..@D.....L.....

VL IELR.@.. gR#T...|HA...d.Qh.3.fCX...==#. M.|.~&...J9\..Ww....Tx.%....]..a4E
N<.d.O..dH@c1t...[w/...T....cYK.X>.0..Z.....0>..9.3.49X.%.b..5.YK.E.V.... [.3.._

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\rundll32.exe
data

modified

328

3.1145631655870156

false

6:kK/u7k8SN+SKkQIPIEGYRMY9z+4KIDA3RUeYIUmIUR/t:HO9KPIE99SNxAhUeYIUSA/t

417D9D28B336DECADBF22EFOE12303E6
6B259EAFABFIA4AD57A2ESECOBCD4E7B10335FC4

1F047E23BB6090ESCE79B798F17C66297B338F727926A03BA2E4E4AA38CO1FB2

D97C6C6E61B7B639B84CABED8596E929CE8355331A773E909C8AF431999D422D95B76EAEC515EAAFFC8A0A7A8409C4DBB687A665B98420A9940250BA10ABCF

tatic/trustedr/en/authro.o.ts.t.

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Copyright Joe Security LLC 2022

.............. g.\l..cco.&eeeeehittipei/ et ldl wiind.o.w.s.u.p.d.ate...c.om/ms.d.ow.n.l.o.a.d./.u.p.d.ate./.v.3./s
.c.a.b..".0.7.1.e1.5.c.5.d.c.4.d.7.1.:.0."...

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

7.087990100110714

e Win32 Dynamic Link Library (generic) (1002004/3)
95.65%

e Win32 EXE PECompact compressed (generic)
(41571/9) 3.97%

e Generic Win/DOS Executable (2004/3) 0.19%

e DOS Executable Generic (2002/1) 0.19%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

RQ6mxb6ssDtBoLUIE.dIl

417792
2ca3b6aaf357e2a3c771e4e4204193a5
edcccff37f58d1c6ce65117732¢c22875e435bf0

221e0cc963f2a8d6614db7a7556b1879a35d2626e77609
1dd1b82903chd766da

2469d8dbd5f3f6588¢67fa552ce1470b102fd88b4a7aaca
8082falbad93999dbc67153dd4737308ad105690e5f56b!
890a79397cf5ch7e84029e2a4b72feb910

6144:01ju3jPam65ucnNgDoDUhuGGwKveuK4VKYjHyC
AJOhrmBIDxgms9ujAJKedmL/:yMjcuDaUlmIStJorohvs
MjmKe

is program cannot be run in DOS mode....$.
WFLFLLLFLFLDL9.LFL9.LLFL9LLFL9LLFL9LLFL9
...F.Rich.F...
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Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address
text 0x1000

.rdata 0x29000

.data 0x32000

.rsrc 0x5d000

.reloc 0x61000

Resources

Imports

Exports

Version Infos

Possible Origin

Language of compilation system

Chinese

Copyright Joe Security LLC 2022

Virtual Size

0x27f5e

0x8410

0x2a9a0

0x3664

0x8284

Raw Size

0x28000

0x9000

0x27000

0x4000

0x9000

71b018ccc6577131

0x10017b85

text

false

0x10000000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

0x61E02B6B [Thu Jan 13 13:38:51 2022 UTC]

o~ O B O »

90add561a8bf6976696c056c199a41b8

Xored PE ZLIB Complexity
False 0.514996337891
False 0.308892144097
False 0.963572966747
False 0.274780273438
False 0.33251953125

File Type

data

data

data

data

data

Country where language is spoken

China

Entropy
6.66251942868

4.83086791882

7.93281036967

4.49622273105

3.82081999119

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Map
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Language of compilation system

English

Network Behavior

Snort IDS Alerts

Country where language is spoken

Source Dest

Timestamp Protocol SID Port Port
01/14/22- TCP 2404332 ET CNC Feodo Tracker Reported CnC Server TCP group 17 49753 80
14:40:32.256517

01/14/22- TCP 2404338 ET CNC Feodo Tracker Reported CnC Server TCP group 20 49754 8080
14:40:33.584607

Network Port Distribution

TCP Packets

Code Manipulations

Statistics

Behavior

g

System Behavior

Click to jump to process

Source IP  Dest IP

192.168.2.3 45.138.98.34

192.168.2.3 69.16.218.101

Analysis Process: loaddll32.exe PID: 4356 Parent PID: 808

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright Joe Security LLC 2022

14:40:13

14/01/2022
C:\Windows\System32\loadd|I32.exe

true

loaddlI32.exe "C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII"
0x13b0000

116736 bytes
7DEB5DB86COAC789123DEC286286B938
true

true

C, C++ or other language

moderate
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File Activities

Show Windows behavior

Analysis Process: cmd.exe PID: 6880 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14:40:13

14/01/2022

C:\Windows\SysWOWe64\cmd.exe

true

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII",#1
0xd80000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 6916 Parent PID: 4356

General

Start time: 14:40:14

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

regsvr32.exe /s C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII
0xc80000

20992 bytes

426E7499F6A7346F0410DEAD0805586B

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000002.291850550.00000000008A1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000002.291729039.0000000000780000.00000040.00000001.sdmp, Author:

Joe Security

Reputation: high

Analysis Process: rundll32.exe PID: 204 Parent PID: 6880
General
Start time: 14:40:14
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: rundll32.exe "C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII",#1
Imagebase: 0x1270000
File size: 61952 bytes
MDS5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges:

Has administrator privileges:

Copyright Joe Security LLC 2022

true

true
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Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.294644360.0000000001110000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.295542528.0000000004C51000.00000020.00000001.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 2268 Parent PID: 4356
General
Start time: 14:40:14
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: rundll32.exe C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dll,DIIRegisterServer
Imagebase: 0x1270000
File size: 61952 bytes
MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.299809540.0000000005000000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.299210410.0000000004E40000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.297719098.0000000000E00000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.298746738.0000000004C00000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.298845218.0000000004CE0000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.298795407.0000000004C31000.00000020.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.298902972.0000000004D11000.00000020.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.299405702.0000000004E71000.00000020.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.299584840.0000000004EA0000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.297974222.0000000001211000.00000020.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.299746454.0000000004ED1000.00000020.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.299970010.0000000005031000.00000020.00000001.sdmp, Author:
Joe Security
Reputation: high
File Activities Show Windows behavior
File Deleted
Analysis Process: rundll32.exe PID: 6252 Parent PID: 6916
General
Start time: 14:40:15

Copyright Joe Security LLC 2022 Page 16 of 19



Start date: 14/01/2022

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII",D
lIRegisterServer

Imagebase: 0x1270000

File size: 61952 bytes

MDS5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: rundll32.exe PID: 6388 Parent PID: 204

General
Start time: 14:40:15
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\RQ6mxb6ssDtBoLUIE.dII",D
lIRegisterServer
Imagebase: 0x1270000
File size: 61952 bytes
MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.297189836.0000000005310000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.297374152.0000000005471000.00000020.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.297325366.0000000005440000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.296807303.0000000003301000.00000020.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.296956252.00000000035F0000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.297422953.00000000054A1000.00000020.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.296758413.00000000032D0000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000007.00000002.297236568.0000000005341000.00000020.00000001.sdmp, Author:
Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 7040 Parent PID: 2268
General
Start time: 14:40:17
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Pecygnxduanun\bzajsqcyvrfn

uga.wge",rVofdtAplogtOl
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

0x1270000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000008.00000002.301069258.0000000003591000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000008.00000002.300853002.0000000003430000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 5368 Parent PID: 7040
General
Start time: 14:40:19
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Pecygnxduanun\bzajsgcyvrfn
uga.wge",DlIRegisterServer

0x1270000

61952 bytes
D7CA562BODB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 5392 Parent PID: 572

General

Start time: 14:40:26

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 5496 Parent PID: 572

General

Start time: 14:40:39

Start date: 14/01/2022

Copyright Joe Security LLC 2022
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

File Activities

Show Windows behavior

Analysis Process: svchost.exe PID: 5360 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

14:40:54

14/01/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 7044 Parent PID: 572

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2022

14:41:04

14/01/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff70d6e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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