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Windows Analysis Report T8778900.htm

Overview

General Information

Sample T8778900.htm
Name:

Analysis ID: 553251

MD5: 9ecd9d528b79dc..
SHAL: e54a3809d54b7c..
SHA256: cch208a61103€0..
Infos: Lo

Most interesting Screenshot:

Process Tree

= System is start

Detection

Score:

Range:

MALICIOUS

Whitelisted:

Confidence:

HTMLPhish
60

0-100
false

100%

Signatures

Yara detected HtmIPhish44
Multi AV Scanner detection for doma...

Phishing site detected (based onim.

Classification

. G chrome.exe (PID: 1152 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation --single-argument C:\Users\alfredo\Desktop\T8

778900.htm MD5: 74859601FBABEEA84B40D874CCB56CAB)

. G chrome.exe (PID: 7532 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1752,2046187624704850442,12645649154862179304,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2136 /prefetch:8 MD5:

74859601FB4ABEEA84B40D874CCB56CAB)

= cleanup

Yara Overview

Initial Sample

Source

T8778900.htm

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

@ AV Detection
@ Phishing

Copyright Joe Security LLC 2022

Rule

Description

JoeSecurity_HtmlPhish_44 Yara detected

HtmlIPhish_44

Author

Joe Security

Strings
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@ Compliance

@ Software Vulnerabilities
@ Networking

@ System Summary

g

Click to jump to signature section

AV Detection: | |
Multi AV Scanner detection for domain / URL

Phishing:

Yara detected HtmIPhish44

Mitre Att&ck Matrix

Command Remote
Initial Privilege Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impact
Valid Windows Path Process Masquerading os System Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modify
Accounts Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device System
Instrumentation Dumping  Discovery System Network Network Without Partition
Medium Communication Authorization
Default  Scheduled Boot or Extra Process LSASS Application Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Device
Accounts Task/Job Logon Window Injection Memory  Window  Desktop Removable Over Application Redirect Phone Wipe Data  Lockout
Initialization  Memory Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Injection Protocol Authorization
Domain At (Linux) Logon Script Logon Extra Window Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delete
Accounts (Windows)  Script Memory Account  Registry  Admin Shares Network Exfiltration Layer Track Device  Device Device
(Windows) Injection Manager Shared Protocol @4 Location Cloud Data
Drive Backups

Screenshots

Thumbnails
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C fM3K4hWOm3dI9Cy7TVPBQRXY X +
X @ File | Ci/Users/alfredo/Desktop/T8778900.htm?bbre=lyEkgpYFoQSmVBxjnthW#/qwQDSILbHKUpjZJGf-@&!HvpKIdfAShPjcQxWSt@&IKOSvldcgbMLY... & &

Chrome is being controlled by automated test soft Can't update Chrome

Chrome couldn't update to the latest version, so
w features and security

L Type here to search

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
No Antivirus matches

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Copyright Joe Security LLC 2022

Page 5 of 38



Source

valdia.quatiappcn.pw

URLs

No Antivirus matches

Domains and IPs

Contacted Domains

Name
stanappninaox.firebaseapp.com
iost.kogodemcnd.com
accounts.google.com
cdnjs.cloudflare.com
clients.l.google.com

unpkg.com

googlehosted.l.googleusercontent.com

valdia.quatiappcn.pw
clients2.googleusercontent.com
clients2.google.com
secure.aadcdn.microsoftonline-p.com

aadcdn.msauth.net

Contacted URLs

Name

file:///C:/Users/alfredo/Desktop/T8778900.htm?bbre=lyEkgpYFoQSmVBXxjnthW#/qwQDSIL
bHKUpjZIGf-@&!HvpKIdf45hPjcQxWSt@&!KOSvI4cgbML9q627jQkliGXAUsw@&-alex.
eichenmuller@erickson.com-ShZUbziuvILCoXGdnrm/igmSLyucMVHNWUpRe

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

Copyright Joe Security LLC 2022

P
199.36.158.100
104.21.90.39
142.250.184.205
104.16.18.94
142.250.185.238
104.16.125.175
142.250.186.33
104.21.53.100
unknown
unknown
unknown

unknown

Active
true

true

true

true

true

true

true

true
unknown
unknown
unknown

unknown

Malicious

true

Detection Scanner

6%

Virustotal

Malicious Antivirus Detection

false
false
false
false
false
false
false
true

false
false
false

false

® 6%, Virustotal, Browse

Antivirus Detection

Label

Link

Browse

Reputation
unknown
unknown
high

high

high

high

high
unknown
high

high
unknown

unknown

Reputation

low
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https://www.virustotal.com/gui/url/d98df0a23b56126336e5404dd51ed9f5710d4242a54df9100ffc7ffc613b2ef0/detection/u-d98df0a23b56126336e5404dd51ed9f5710d4242a54df9100ffc7ffc613b2ef0-1641835910
https://www.virustotal.com/gui/url/d98df0a23b56126336e5404dd51ed9f5710d4242a54df9100ffc7ffc613b2ef0/detection/u-d98df0a23b56126336e5404dd51ed9f5710d4242a54df9100ffc7ffc613b2ef0-1641835910

P Domain
142.250.184.195 unknown
34.104.35.123 unknown

Country Flag
United States =
United States =

ASN
15169
15169

ASN Name
GOOGLEUS
GOOGLEUS

Malicious
false

false

142.250.186.170 unknown United States £S5
104.89.34.102 unknown United States =
142.250.185.138 unknown United States =
142.250.185.238 clients.l.google.com United States =
104.16.125.175 unpkg.com United States =
199.36.158.100 stanappninaox.firebaseapp United States =
.com
13.107.213.45 unknown United States =
239.255.255.250 unknown Reserved [+
172.217.18.106 unknown United States =
169.254.68.153 unknown Reserved [+
142.250.184.205 accounts.google.com United States =
142.250.184.227 unknown United States =
104.21.90.39 iost.kogodemcnd.com United States =
172.217.18.99 unknown United States =
104.16.18.94 cdnjs.cloudflare.com United States =
142.250.186.33 googlehosted.l.googleuser United States =

content.com

Private

IP
192.168.2.1
192.168.2.3
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Number of analysed new started processes

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:
Number of injected processes analysed:
Technologies:

Analysis Mode:

Detection:

Classification:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2022

34.0.0 Boulder Opal

553251

14.01.2022

15:05:36

CloudBasic

false

light

T8778900.htm
defaultwindowsinteractivecookbook.jbs

10

o ©o o o

e EGA enabled
stream
MAL
mal60.phis.winHTM@30/212@12/207

e Adjust boot time
e Enable AMSI

e Found application associated with file extension: .htm

Show All

15169
16625
15169
15169
13335
15169

8068

unknown
15169
6966
15169
15169
13335
15169
13335
15169

GOOGLEUS
AKAMAI-ASUS
GOOGLEUS
GOOGLEUS
CLOUDFLARENETUS
GOOGLEUS

MICROSOFT-CORP-MSN-
AS-BLOCKUS

unknown

GOOGLEUS
USDOSUS
GOOGLEUS
GOOGLEUS
CLOUDFLARENETUS
GOOGLEUS
CLOUDFLARENETUS
GOOGLEUS

e Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, CompPkgSrv.exe, svchost.exe

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 2.21.142.245, 142.250.184.227, 34.104.35.123, 172.217.18.106
Excluded domains from analysis (whitelisted): e12564.dspb.akamaiedge.net, edgedl.me.gvtl.com, login.live.com, store-images.s-

microsoft.com, ajax.googleapis.com, store-images.s-microsoft.com-c.edgekey.net, clientservices.googleapis.com

e VT rate limit hit for: iost.kogodemcnd.com

Not all processes where analyzed, report is missing behavior information

false
false
false
false
false

false

false

false
false
false
false
false
false
false
false

false
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Created | dropped Files

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\1601437e-04f5-4aae-98ce-580c05fec6d3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

97528

3.759543826850569

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

Jovoel To.C\Puro.g.r.am. .File.s. .(x.8.6.).\M.i.cr.os.o.ft..O.n.e.D.riv.e\2.1..0.8.3..0.4.25..0.0.0.3\.am.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.L.6.4..d.Ll......puA...
c..\.pro.g.ram. files..(x.8.6.)\m.i.c.r.os.0.ft .o.ne.driv.el\21..0.8.3..0.4.25..0.0.0.3\am.d.6.4\....filesy.ncs.h.ell6.4..dll...M.icro.s.oft .O.neD..
iv.e."..M.i.cr.o.s.0ft .O.n.e.Driv.e..Shell Extens.io.n...21.0.8.3..04.25..0.0.03....T...C.\\P.oro.g.ram. .Files. .(x.8.6.)\M.i.cr.o.s.o.ft .O.n.e.D.r.i
v.e\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.ll.6.4...d.ll....M.i.cr.o.s.o.ft. .C.o.r.p.oratio.n..P8. ..C.:\Pro.g.ram. .Files\7.-Zip\7.-zi
p..d.ll...n\...%.p.ro.gramfiles.%\7.-zip\....7-zip..dll...7-Zip....7-Zip. .S.hell .Extens.ion....19..0.0.........P8...

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\1dcd4650-353b-417d-8d80-5acf242f8949.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

99125

6.035895990493281

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
"{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642201572769996e+12,"network":1.642169174e+12,"ticks":945685731.0,"uncertainty":3522488.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABBQ7WxpM2gT7fMNKY5IRXKAAAAAAIAAAAAABBMAAAAAQAAIAAAALDWDWOLRY qpONKiPSTXUN2QcOPsitadrda
cpo+ULE2PAAAAAABAAAAAAGAAIAAAAOIeKQBWHQSCgXv1OSNS2IIZGHfAdIRwvbkapN4/FWvwMAAAAPZz8I/w07KQb4Ut80ObsBGVgFwbuU88R362cCGZpNEtO
EILIDMaKWOAA4Y9ejBRTt5kEAAAADg8RklezfggGPgEaEMkhoGd9ghyBeyucXcRUPEI7mgYIxaDt8C5FJIrfkEhVSEOUcUMR2SCzqYellmLnfOIbhRQ"},"policy":{"las
t_statistics_update":"13286675170650146"},"profile":{"info_cache":{"Default":{"active_time":1642201571.519011,"avatar_icon":"chrom

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\35ba2819-6073-410d-9611-a8f8b83aa086.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

103598

6.066521238026928

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
"{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642201572769996e+12,"network":1.642169174e+12,"ticks":945685731.0,"uncertainty":3522488.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABBQ7WxpM2gT7fMNKY5IRXKAAAAAAIAAAAAABBMAAAAAQAAIAAAALDWDWOLRY qpONKiPSTXUN2QcOPsitadrda
cpo+ULE2PAAAAAABAAAAAAGAAIAAAAOIeKQBWHQSCgXv10SNS2IIZGHfAdIRwvbkapN4/FWvwWMAAAAPZz8I/w07KQb4Ut80ObsBGVgFwbuU88R362cCGZpNEtO
EILIDMaKWOA4Y9ejBRTi5kEAAAADg8RklezfggGPgEaEMkhoGd9ghyBeyucXcRUPEI7mgYIxaDt8C5FJIrjkEhV5EOUcUMR2SCzqYellmLnfOIbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13267638417251747"},"plugins":{"metadata":{"adobe-flash-player":{"displ
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\41420be4-dba6-4c32-822d-ae9e182c98f5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

modified

95480

3.7591308956319507

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

teveveee T.Co\Puro.g.ram. (File.s. .(x.8.6.)\.M.i.c.r.o.s.0.f.t. .O.n.e.D.r.i.v.e\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i...e.S.y.n.c.S.h.e.l.1.6.4...d.LI......puA...
c..\.pro.g.r.am. files..(x.8.6.)\m.i.c.r.os.0.ft .o.ne.d.riv.el\21..0.8.3..0.4.25..0.0.0.3\am.d.6.4\....filesy.ncs.hell64..dll...M.icro.s.oft .O.neD..

i.v.e."..M.icr.o.s.0ft .O.n.e.Driv.e..Shell Extens.ion...21.0.8.3..04.25..0.0.03....T...C.\\P.ro.gram. .Files. .(x.8.6.)\M.i.c.r.o.s.o.ft .O.n.e.D.r.i.
v.e\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.ll.6.4...d.ll....M.i.cr.o.s.o.ft. .C.o.r.p.oratio.n..P8. ..C.:\Pro.gram. .Files\7.-Zip\7.-zi
p..d.ll...n\...%.p.ro.gramfiles.%\7.-zip\....7.-zip..dll...7-Zip....7-Zip. .S.hell .Extens.ion....19..0.0.........P8...

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

40

3.254162526001658

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

SdPC.....cccoiueinne A>".M..,.,.-.

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\17d11526-1665-47c7-8587-2929b53¢c560c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

3343

4.945222848960228

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_alpns":[*h3-29"],"expiration":"13270230891381309","port":443,"protocol_str":"quic"},{"ad
vertised_alpns":["h3-Q050"],"expiration":"13270230891381310","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39697},"server":"https://www.google
apis.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230887958662","port":443,"protocol_str":"quic"},{"advertised_alpn
s":["h3-Q050"],"expiration":"13270230887958664","port":443,"protocol_st uic"}],"isolation":[],"network_stats":{"srtt":52163},"server":"https://clients2.googleusercont
"h3-29"],"expiration":"13270230886326794","port":443,"protocol_str":"quic"},{"advertised_alpns":

ent.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns

["h3-Q050"],"expiration":"13270230886326795","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://clients2.google.com"”,"supports_spdy

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\36c00ef8-d286-4eaa-bbdd-094adad0833f.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

C:\Program Files\Google\Chrome\Application\chrome.exe
very short file (no magic)

dropped

1

0.0

false

D41D8CD98F00B204E9800998ECF8427E

Copyright Joe Security LLC 2022 Page 9 of 38



C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\36c00ef8-d286-4eaa-bbdd-094adad0833f.tmp

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

DA39A3EE5E6B4B0OD3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\3ef17b58-fc85-4de4-9d41-5ba690f0d2c7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

876

5.571597284008252

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0OD3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"expect_ct":[],"sts":[{"expiry":1657981576.903173,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1642201576.903178},{"expiry":1654701301.094781,"host":"0J7rAWV0ouCFY J9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1623165301.094784} {"expiry":1654701298.912333,"host":"5EdU0B7YUY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM="
,"mode":"force-https","sts_include_subdomains":false,"sts_observed":1623165298.912336},{"expiry":1654701286.340989,"host":"8/RrMmQICD2Gsp14wUCE1P8r7B2
C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623165286.340993},{"expiry":1654701300.827908,"host":"+ccWXqgaoH
J9hfuXbleKV6FQUIBIyXAJ31BdgjNQJIpHs=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623165300.827911}],"version":2}

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\7396621b-a04c-4078-8ade-cc9al7941aed.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

15154

5.579691559481248

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286675170893768","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\99b96e55-4ef8-44ae-b461-570f21c7f676.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

15867

5.576771579374572

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\99b96e55-4ef8-44ae-b461-570f21c7f676.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286675170893768","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\ _metadata\com
puted_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

11336

6.0707244876366575

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"file_hashes":[{"block_hashes":["8D+nOE33nrpuAnTVcJlgMPWV079reBkp3Z22WTJi5B8="],"block_size":4096,"path":"_locales/nb/messages.json"},{"block_hashes":
["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKY THjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZrQKm4kDjUB7FokSJfjo/p
mvFowRVIaY=","LPxhhJiuUOIprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPiIMXEK]|iCPdtHE=","wifibc1QfMBN2jrtUtLgsCefvuceTpAa
tmLvull11RIA=","dHjWISIId}j7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FFFY9KJIFPKGNf
FUtdQIOsGwO5jUckiuwY 14=","gqid6l1+mk/6yWgUECRofI9IMipXgXh2JEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBMEGbOGjqBTP7CMjYqdHs=","yLPAqV4gqo
yS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAk011Jdn/UtbnAmg6TO=","+0oOc6ca+ChKUpTu+oa2ZRXRE+wG3QJmuYWEVYCs40NI=",
"3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5e ThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5n0I Tpw5IBHV
1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\9221.427.0.1_0\_metadat
alcomputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

26178

6.060546316291638

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUV2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpyOig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwChQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["fM6wUoU96QmdAMMJIghyPQdILYEQXE2cfpXivMNd/kSg=","GmZUfDhlvU+1
ByKQxZIcQZm+8bSFENyNk79q9fsZu3o0=","X0hU8nolnxRmTiwIKtHtUeSjEP4YaSRtnpXvJQrqg8l="],"block_size":4096,"path":"_locales/nb/messages.json"},{"bl
ock_hashes":["/0XLYLVR7GDillXEsql5000rLaHGVkQU9sW9wrxd/gs=","ugdSYfROJET/50plYWZUycWy9FcBX/jb/7/hmW5DVRO=","Z2vShQRg9avHHQWTKYjAyf
nNFNhHQ6Ce+0b00hRVOV2Q=","llh7yacAR7pQ0ZDpBU1ZzIKa+hURf3edJBILNvVUO6Ik=","5mpQSSRBXvVBCIO0QpFoDXFGOcDS5lua0glCy3D+t0UM=","EkWgzDTbh1zh
IDgz7APE/G19fsHNn/TJJuw3JbNsqGNCY=","Mb/n/cgw50ibXHgBfMwXremke8GY90oWJIPhuY1Y2CrpQ=","cb+9vKI/3iDYu97Gc5yEsInJ2QWd4dpd1E3pt/3yaqQ=","
17+40sjnss/mFRm6idVmIEZTI+kWrR1GSzedHRD8yZI=","fTKSj8L49JxIk/4helP5XYq

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Google Profile.icoEN (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel
dropped

181072

5.774426487043815

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS:
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Google Profile.icoEN (copy)

Malicious:
Reputation:

Preview:

false

low

H

%.~H.@@.... .(B.&n.."
*din9.E.k.RD....G.A..
........ [.TZ5B..@..T.....

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

1682

6.049175972536234

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

...com
USW......

shzubziuvilcoxgdnrm.
[ TR hes i

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

3488

4.951724311362297

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286675171561261","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom™":974,"left":10,"maximized":true, "right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
1":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2715},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13286675171551802"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"6ad82c37-5a15-49e1-8b53-c89db9e26f17"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidation":{"per_sender_topics_to_handler":{"1013309121859":{},"8181035976":{}}},"media":{"device_id_salt":"CE4BCBOFCFC40A43715
6BDO0E2189DD7","engagement":{"schema_version":4}},

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\PreferencesNT (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

3488

4.951935614334827

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\PreferencesNT (copy)

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286675171561261","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom™":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
1":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2715},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13286675171551802"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"6ad82c37-5a15-49e1-8b53-c89db9e26f17"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidation":{"per_sender_topics_to_handler":{"1013309121859":{},"8181035976":{}}},"media":{"device_id_salt":"CE4BCBOFCFC40A43715
6BDO0E2189DD7","engagement":{"schema_version":4}},

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Preferencesil (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

4074

5.00263432613306

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286675171561261","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom™:984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2715,"this_wee
k_services_downstream_foreground_kb":{"112189210":17,"115188287":47,"21145003":1051,"35565745":1,"5151071":2}},"default_apps_install_state":2,"domain_diversity"
{"last_reporting_timestamp":"13286675171551802"},"download":{"directory_upgrade":true},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome
_version":"92.0.4515.107"},"gaia_cookie":{"changed_time":1642201573.969651,"hash":"2jmj7I5rSw0yVb/VIWAYkK/YBwk=","last_list_accounts_data":"[\"gaia.l.a.n\",[]]"
}"gem":{"product_category_for

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

15867

5.576771579374572

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0OD3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286675170893768","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Secure PreferencesEN (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

15154

5.579691559481248

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Secure PreferencesEN (copy)

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286675170893768","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Storagelext\gfdkimpbcpahaombhbimeihdjnejgicl\def\7bfe3d94-ff2b-486a-a91c-4b25
8a5a796d.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 139

Entropy (8bit): 4.762700853527964

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHAL: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///8B":"AG"}}}

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\delGPUCacheldata_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false

Reputation: low

Preview:

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\000001.dbtmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false

Reputation: low

Preview:

MANIFEST-000001.

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\CURRENT (cop
y)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Storagel\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\CURRENT (cop

y)

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

16
3.2743974703476995

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

MANIFEST-000001.

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\MANIFEST-000

001
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
PGP\011Secret Key -

dropped

41

4.704993772857998

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

.].."....leveldb.BytewiseComparator......

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\aec99e3c-8989-49c4-9d46-c1910f5e40f7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

17957

5.564623705721415

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[[},"app_launcher_ordinal commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286675170893768","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\b824dca7-42ba-4a40-91bf-b18182cac7f2.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

6934

5.578389939176749

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\b824dca7-42ba-4a40-91bf-b18182cac7f2.tmp

Malicious:
Reputation:

Preview:

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286675171561261","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom™:984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2715,"this_wee
k_services_downstream_foreground_kb":{"112189210":17,"115188287":47,"21145003":1051,"35565745":1,"49601082":3,'5151071":2,"54845618":27,"60744935":248
1},"default_apps_install_state":2,"devtools":{"adb_key":"MIIEVAIBADANBgkghkiGOWOBAQEFAASCBKYwggSIAGEAACIBAQDKTOdZIV1BbT05eF5m+gQ2rxolFPCKheD
AD/OCGzeugMG5sNcj7iwvZgbbrdQMK1PIACOHLNpGgBDhlemSqgpQWCLavS2mICEqLzd4cJGEFLMgBbxgNFOhntRw+XOaLPmvJz8rrggCoaVq9prm4CLQ5u5
yUclalb2iTdqtF1Clwb1thBVIBVYPvtvUG1Tz9EAHVXfVQU6EHsyaMjbC2940qufKKNruOCER+VZVtsE57EdZBadThMjVvXastCd7N7QZ+NOFmX

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\c2cb5698-283b-439d-a1ff-642b95¢14339.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel
dropped

181072

5.774426487043815

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

............. Heoiiiies s Pl NN s (s 2hel 000 L% ~H.@@.. (BL&NL L
o XVW)HL> 2 LWV FLALALLL A WD) LV MLB..@.. We... [....z..."..J.....9...E..k...R.D.....G.. A....;
GQ.IW.;M..8K.@H..= et . IV.YKVLIT.BS.Y o (everemreres et [.TZ5B..@..T......
V..h).d.G<..F.@..3.A.Td. . w?.5..0..BLALD.Lg..RU......9..8...P...C...C..ILULM.5@.............. 6..C..@..T...EW..LX..=K..Ob..Me..5R.
AX Vo HT.UIV.FT.BQ.U...........

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\dalac554-cfc6-42a5-b7e1-365f9cdfdda5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

3488

4.951724311362297

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286675171561261","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom™":974,"left":10,"maximized":true,"right":1060,""top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
1":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2715},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13286675171551802"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"6ad82c37-5a15-49e1-8b53-c89db9e26f17"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidation":{"per_sender_topics_to_handler":{"1013309121859":{},"8181035976":{}}},"media":{"device_id_salt":"CE4BCBOFCFC40A43715
6BDO0E2189DD7","engagement":{"schema_version":4}},

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000006.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

16

3.2743974703476995

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000006.dbtmp

Preview:

MANIFEST-000006.

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENTMP (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

16

3.2743974703476995

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

MANIFEST-000006.

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\e39d7f51-cb6a-49c8-b1a3-2f2563e709b5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

21102

5.532859179886562

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286675170893768","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\e9b01f26-e07a-4490-b18c-25d17e572e2c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

3488

4.951935614334827

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0OD3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286675171561261","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom™":974,"left":10,"maximized":true, "right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
1":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2715},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13286675171551802"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"6ad82c37-5a15-49e1-8b53-c89db9e26f17"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidation":{"per_sender_topics_to_handler":{"1013309121859":{},"8181035976":{}}},"media":{"device_id_salt":"CE4BCBOFCFC40A43715
6BDO0E2189DD7","engagement":{"schema_version":4}},

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\f7794bd7-eb21-46b0-8dfb-cdf918cc355b.tmp

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\f7794bd7-eb21-46b0-8dfb-cdf918cc355b.tmp

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped
8348
5.602798201228626

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286675171561261","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom™:984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2715,"this_wee
k_services_downstream_foreground_kb"{"112189210":17,"115188287":47,"21145003":1051,"35565745":1,"49601082":3,'50464499":1,"5151071":2,"54845618":27"
60744935":248}},"default_apps_install_state":2,"devtools":{"adb_key":"MIIEVAIBADANBgkghkiGOWOBAQEFAASCBKYwggSIAGEAACIBAQDKTOdZIV1BbTO5eF5m+g
Q2rx01FPCKheDAD/OCGzeugMG5sNcj7iwvZgbbrdQMK1PIACOHLNpGgBDhlemSqgpQWCLavS2mICEqLzd4cJGEFLMgBbxgNFOhntRw+XOaLPmvJz8rrggCoa
Vq9prm4CLQ5u5yUclalb2iTdqtF1CIwb1thBVIBVYPvtvUG1TzOEAHVXVQUGBHsyaMjbC2940qufKKNruOCER+VZVtsE57EdZBa4 ThMjVvXast

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Default\f902def4-ale3-4f74-aab6-864a3b9404cd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
modified

4074

5.00263432613306

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0OD3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286675171561261","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom™:984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2715,"this_wee
k_services_downstream_foreground_kb":{"112189210":17,"115188287":47,"21145003":1051,"35565745":1,"5151071":2}},"default_apps_install_state":2,"domain_diversity"
{"last_reporting_timestamp":"13286675171551802"},"download":{"directory_upgrade":true},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome
_version":"92.0.4515.107"},"gaia_cookie":{"changed_time":1642201573.969651,"hash":"2jmj7I5rSw0yVb/VIWAYkK/YBwk=","last_list_accounts_data":"[\"gaia.l.a.n\",[]]"
}"gem":{"product_category_for

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User DatalLast Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

106

3.138546519832722

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

C..\.P.r.o.gram. .Files\G.o.0.gle\Chromel\Ap.p.licatio.nlchrom.e..ex.e.

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User DatalLast Version

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with no line terminators

dropped

13

2.873140679513133

false

D41D8CD98F00B204E9800998ECF8427E
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User DatalLast Version

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

92.0.4515.107

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User DatalLocal State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

103598

6.0665209908029505

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0OD3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
"{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642201572769996e+12,"network":1.642169174e+12,"ticks":945685731.0,"uncertainty":3522488.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABBQ7WxpM2gT7fMNKY5IRXKAAAAAAIAAAAAABBMAAAAAQAAIAAAALDWDWOLRYqpONKiPSTXUN2QcOPsitadrda
cpo+ULE2PAAAAAABAAAAAAGAAIAAAAOIeKQBWHQSCgXv1OSNS2IIZGHfAdIRwvbkapN4/FWvwWMAAAAPZz8I/w07KQb4Ut80ObsBGVgFwbuU88R362cCGZpNEtO
EILIDMaKWOAA4Y9ejBRTi5kEAAAADg8RklezfggGPgEaEMkhoGd9ghyBeyucXcRUPEI7mgYIxaDt8C5FJIrjkEhV5EOUcUMR2SCzqYellmLnfOIbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13267638417251747"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Module Info CacheMP (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

97528

3.759543826850569

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFAC8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

Joveee To.C\Purog.r.am. (File.s. .(x.8.6.).\M.i.cr.os.o.ft. .O.n.e.D.riv.e\2.1..0.8.3..0.4.25..0.0.0.3\.am.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.L.6.4..d.Ll.....puA...
c..\.pro.g.r.am. files. .(x.8.6.)\m.i.c.r.os.0.ft .o.ne.driv.el\21..0.8.3..0.4.25..0.0.0.3\am.d.6.4\....filesy.ncs.h.ell64..dll...M.icro.s.oft .O.neD..

i.v.e."..M.i.cr.o.s.0ft .O.n.e.Driv.e..Shell Extens.io.n...21.0.8.3..04.25..0.0.03...T..C.\\P.ro.gram. .File.s. .(x.8.6.)\.M.i.c.r.o.s.0o.f.t. .O.n.e.D.r.i.
v.e\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.ll.6.4...d.ll....M.i.cr.o.s.o.ft. .C.o.r.p.oratio.n..P8. ..C.:\Pro.gram. .Files\7.-Zip\7.-zi
p..d.ll....n\...%.p.ro.gramfiles.%\7.-zip\..7.-zip..dll...7-Zip....7-Zip. .S.hell .Extens.ion....19..0.0.........P8...

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Module Info Cacheli (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

95480

3.7591308956319507

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low
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C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\Module Info Cacheli (copy)

Preview:
teveveee T.Co\Puro.g.ram. (File.s. .(x.8.6.)\.M.i.c.r.o.s.0.f.t. .O.n.e.D.r.i.v.e\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i...e.S.y.n.c.S.h.e.l.1.6.4..d.LI......puA...
c..\.pro.g.ram. files. .(x.8.6.)\m.i.c.r.os.0.ft .o.ne.driv.el\21..0.8.3..0.4.25..0.0.0.3\am.d.6.4.\....filesy.ncs.hell64..dll...M.icro.s.oft .O.neD..
iv.e."..M.icr.o.s.0ft .O.n.e.Driv.e..Shell Extens.ion...21.0.8.3..04.25..0.0.03....T...C.\\P.ro.gram. .Files. .(x.8.6.)\M.i.cr.o.s.o.ft .O.n.e.D.r.i
v.e\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.ll.6.4...d.ll....M.i.cr.o.s.o.ft. .C.o.r.p.oratio.n..P8. ..C.:\Pro.gram. .Files\7.-Zip\7.-zi
p..d.ll....n\...%.p.ro.gramfiles.%\7.-zip\...7.-zip..dll...7-Zip....7-Zip. .S.hell Extens.ion....19..0.0.........P8...

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Data\b2142c16-5d9d-465b-a37b-547be89edadb.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 103598

Entropy (8bit): 6.0665215233412395

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
"{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642201572769996e+12,"network":1.642169174e+12,"ticks":945685731.0,"uncertainty":3522488.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABBQ7WxpM2gT7fMNKY5IRXKAAAAAAIAAAAAABBMAAAAAQAAIAAAALDWDWOLRY qpONKiPSTXUN2QcOPsitadrda
cpo+ULE2PAAAAAABAAAAAAGAAIAAAAOIeKQBWHQSCgXv1OSNS2IIZGHfAdIRwvbkapN4/FWvwMAAAAPZz8I/w07KQb4Ut80ObsBGVgFwbuU88R362cCGZpNEtO
EILIDMaKWOAA4Y9ejBRTi5kEAAAADg8RklezfggGPgEaEMkhoGd9ghyBeyucXcRUPEI7mgYIxaDt8C5FJIrjkEhV5EOUcUMR2SCzqYellmLnfOIbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13267638417251747"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\alfredo\AppDatalLocal\Google\Chrome\User Datal\eb434202-5e86-41b3-b12f-5bd92111f908.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 103598

Entropy (8bit): 6.0665209908029505

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHAL: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
"{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642201572769996e+12,"network":1.642169174e+12,"ticks":945685731.0,"uncertainty":3522488.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABBQ7WxpM2gT7fMNKY5IRXKAAAAAAIAAAAAABBMAAAAAQAAIAAAALDWDWOLRY qpONKiPSTXUN2QcOPsitadrda
cpo+ULE2PAAAAAABAAAAAAGAAIAAAAOIeKQBWHQSCgXv1OSNS2IIZGHfAdIRwvbkapN4/FWvwWMAAAAPZz8I/w07KQb4Ut80ObsBGVgFwbuU88R362cCGZpNEtO
EILIDMaKWOAA4Y9ejBRTt5kEAAAADg8RklezfggGPgEaEMkhoGd9ghyBeyucXcRUPEI7mgYIxaDt8C5FJIrjkEhV5EOUcUMR2SCzqYellmLnfOIbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13267638417251747"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\alfredo\AppDatalLocal\Temp\1821894b-7e2d-43c0-a362-613326735179.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 253200

Entropy (8bit): 5.212448021800968

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHAL: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false

Reputation: low
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C:\Users\alfredo\AppDatalLocal\Temp\1821894b-7e2d-43c0-a362-613326735179.tmp

Preview:

{"version":3,"sources":["webpack:///webpack/universalModuleDefinition","webpack:///axios.min.js","webpack:///webpack/bootstrap 6f5fdb0af744004f46bc","webpack://

[./index.js","webpack:///./lib/axios.js","webpack:///./lib/utils.js","webpack:///.I~/buffer/index.js","webpack:///./~/base64-js/index.js","webpack:///./~lieee754/index.js","webpack

:/ll.I~lisarray/index.js","webpack:///./lib/helpers/bind.js","webpack:///./lib/core/Axios.js","webpack:///./lib/defaults.js","webpack:///./lib/helpers/normalizeHeaderName.js","webp

ack://l./lib/adapters/xhr.js","webpack:///./lib/core/settle.js","webpack:///./lib/core/createError.js","webpack:///./lib/core/enhanceError.js","webpack:///./lib/helpers/buildURL.js

,"webpack:///./lib/helpers/parseHeaders.js","webpack:///./lib/helpers/isURLSameOrigin.js","webpack:///./lib/helpers/btoa.js","webpack:///./lib/helpers/cookies.js","webpa

ck:/ll.Nib/core/InterceptorManager.js","webpack:///./lib/core/dispatchRequest.js","webpack:///./lib/core/transformData.js","webpa

C:\Users\alfredo\AppDatalLocal\Temp\2d3fe476-e22e-40fa-af67-f05ch2984352.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 5168

Entropy (8bit):  7.956694278195136

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

Malicious: false

Reputation: low

Preview:
........... [ks.8..._........#..,.G..8.;.65;.%..&5%e...... )..d.._...%.....s....+..Uv}..]rq......IuK.).z2Jh..3.&..Uu...W...s.H. .MV.\U3Ef.\.|.. TU.9.z)l...u.+.g3U Zs.6d...JiJ.rU.IV.".'L|8.d..j.J..q
..... 0."..<,..n..~[E.dV.u.0.."...e.uyd?.?]~.2.....M.,.7...j.,.fz].. >+0.9z....<*(5.Jg_.Ap.U.i..........2.8....,.**[iQ..8......,A.DO/....2.~.N.~a.-.g.N~.....or . LmW.]:{... ...
[VKTu[wki.gK...;~.<..\.".3]..}V..)91.V.P="m?.....V.i...7..S.U.d..(.\....g....bU....}.......P9%.A..N..ckV..Qz..A....7.{pd.f.7... }60n.....7J;...Y..I5W...H.Z.. WKOVj+V.W.
zAm.....P.oYo..|......}.g.Ap...Z....1%CT|LN3..H J.%.k.(1)..."....q0.%.V.. d.MZ. ... Q...X..j.o.|.or.nVw._..9 ....... o..l..l.{..xU5.}.x...3.v
T%z.k..0.......... A SN ULLG g..r.?2.}7.=...c~.F.e.w.v$sC/.B.p.D~..J....... 7VI3w...s.-"..... ]+..KO.~...%.1..?2.&.0..\?.9..

C:\Users\alfredo\AppDatalLocal\Temp\5503765b-e9c7-49ac-aaf6-c9e75ad4aedc.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 101891

Entropy (8bit):  7.9971613680976565

Encrypted: true

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

Malicious: false

Reputation: low

Preview:
............ {.0.....&xqH . 2 9~P.{-Z .I8......"V.M'E.?bA...N8."8I.._...<
v&.pT{.L'Ne..#.S!].T.-+...15.j.U.8q....X..VPo.....F.0..A.~~.2.w.....eNJ..a).. ._N.v.<=e .Q..8k.....~.c.W...... ~..Q.yq.."9..z......S..b.E..L3|.9S.pa...a....5..J.\.2l..s..4..
..5.U..0..Q.K.0.=.......0...x}.4... Mie..C.3.... .......... WN........4Vs.B..N.bD...VK%...mb...{{....pd..7..G....}.J;".4,.......A.R|0d..)..M......;;.8.h.C.U..pkM..Z@.......r..U...H...],.-~p.
8....3...55.t../S{{ kB=f......ZR..L.$t..D%I..XB../.{rb..h8.! Z.0......{PUK%WV...RR.*...... | vW.[B..$..|&..eZEW.Z[&..d>.0.....@..t.2.0.12C.....Kk..0S.[.0.M...<.zG#*g.r....
L"0+.[.... Th.E...F..U..UO...G......... th+..&K.@.NAR]..+; . ML.X,..J |........ &y.N....J>.0.|W.+.S.0X.S.E..L...R....W.u.9.S.&".9..N/..

C:\Users\alfredo\AppDatalLocal\Temp\5beab8a3-aa96-4638-b25e-51248509c¢88b.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 28748

Entropy (8bit):  7.9918576871001425

Encrypted: true

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

Malicious: false

Reputation: low

Preview:

#0>. K.d.Kr.B.....PD.0*.1.;9. i~ ;.. j*O.IB.....2.. ] .
wh.e. HiF...?0z.?u(LO.R2.4.7..j .Q.....|.ODL.A.j.
1.F..8.....@1.9.c.aGC.R.&. j.Q-av?...[4.E..T8...u..+9.<.n.Qw.D..N..S..3.D.

%C.J.7.Y.5(.0Wq.ZI #"#..[K.GJ ..
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C:\Users\alfredo\AppDatalLocal\Temp\cf5961b2-96b8-4dfd-8d4f-1b42673f6664.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3
Category: dropped
Size (bytes): 248531
Entropy (8bit): 7.963657412635355
Encrypted: false
SSDEEP:
MDS5: D41D8CD98F00B204E9800998ECF8427E
SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709
SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false
Reputation: low
Preview:
Cr24......cc.... 0.."0..* H.oo O \7c.<........ Ft0.8.2'5..9k...%....2...C.F.9.#..e.xQ......[..L]..3>/.u:T.7..(yM...?V.<?.....1.a..0?d....A.H...\MpB..T.m..Vn Ip..>k.|1..n.

<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... bl.....(uN'z.....v.F.W.X4."*eu...b......... \.FL.b..I5...2.q....... L]....w[T0.6....E....1.%Z.vFm.9..5!,.~g5...;.t... ... +A....u...k...e.&
LLerfyu..%. f....... N.V...<+..L3B{.z.)y.n.).....,.b....5.08K%..0.9..D.S.F50..<(...>.. \f.X..l..2."l..w....7f[.~.c.4.E......0..0..* H.. 0.0 b dwWS.g&.JZzF_2..5..2.U,..
W.L1.2. R.#..W....cIKSW..$.J... +MLHZ.n U.N.|b ... { K@]6.LIP/...](A..... ) H QY MG ix. #E.Z$)..].2...0K. .15, Y. %.Ky....0...{+.~V.;.......Z....).(6..

@?v.;~.2..c..[0Y0..* H=..* H=.B..ccoeue.. r..2.+Y.l.k.bR.j5SI.8....... H"i.-.".Q{...FOD. .0...]l. A.L.+.=...kP.l.1..
C:\Users\alfredo\AppDatalLocal\Temp\d3576bdc-42ce-4d6e-9887-5c82eb28f121.tmp E
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3
Category: dropped
Size (bytes): 826470
Entropy (8bit):  7.993386298864445
Encrypted: true
SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E
SHA1L: DA39A3EES5E6B4B0D3255BFEF95601890AFD80709
SHA-256: E3B0C44298FC1C149AFBFAC8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS
Malicious: false
Reputation: low
Preview:
Cr24......c..... 0.."0..* H.oo O \7c.<....... Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>ui T 7. (yM.?2V.<?.. . la..07d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.

<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... bl.... (uN'z.....v.F.W.X4."-*eu...b. Lbe_otelg<id.

. Mo l.3.0. 0 4. & ] )b Ut_.......B.QX.C.._.
#K.0...(7...U.4Q.b"..

e XN 8B..n...}. Q.u;..>6...B.....a..Y. jlL<.b.m.@...y..&".7..+a%{". _.8Z. Ve 0..0..%H........... O Mbh=.[0}.+..U.KHF(n3.\"...,g.c.
..6)..(E..U..#ia...N...P.x.0..(mC;|.5.S{m.aEx...[..fP.i".y.5.R..v.$....I-m LAt @3.F.00 s W3-...S.G.L €8 P& i){G....6
FH. .2..+Y.l..k..bR.j5SI..8. M.\.3......20.7.

C:\Users\alfredo\AppDatalLocal\Temp\f3f234b2-9848-4634-9571-5b7e8adca82e.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 3110

Entropy (8bit):  7.933903341619943

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

Malicious: false

Reputation: low

Preview:

ko.7.... SNV L ZEN T %WW. S p8l....z.|a. . }#y. L.7Kr. T:"UE, .&i..Y.
..... UN..%...&.F..K19".Y:).L.L.WL.xXD>.P@ ...&'..j..)%.Q\..<..3n.<#....;.gd2.LZ...x.m&.e. &;.KX..."...
.L...}.SK...zi.nA{....n..0.0j..q...w...3.7.N..].>...zK..sr1#.d..Tk..ckB...<....j.a.M1oe.9.jlQ.y+...6. VX g....2>...2 . WV.v."..~.3*.4."8...hkT.H..9SOIF.%...;n.6.U....
il...2v.9/;....R..8.(..L.b....aY2ps% ."..x.V..Y[.h... ... U....p.".&Mm.....6..%pWE.......ok..<..5...j.1.*9..f.3...-..0.D;.....*S.td/........... A vy .WUf.g>.v2...0....0....Y%5;.5fn..
Lo p_.....B.V....... D.Y.l..qg3..smb.l.E...a. &w.-.5.>.M_...".0.kI<SH...95....V.\A$..}.8...# ...,..3W..k.\.xH.1).~Y.L1.0..\....k.....s..i+.....).0

h...B....gJ...%\.2.f1R.@3jHA. eHi&Q.."...g.__?'3"...@~X..a8...
R..1.#D.k...3.Bj3iT....* M.

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\bgimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 796

Entropy (8bit):  4.864931792423268
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dirl152 2122549551\CRX_INSTALL\ locales\bgimessages.json

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description": {..  "message": "....... .. ccceeuen . Chrome".. },.. "app_name":{.. "message":" AT Chrome".. },.. "craw_app_unavailable": {..
"MESSAGE": it et e e s ".. }.. "craw_connect_to_network™ {..  "message": "...., ... .. . . "iap_unavailabl .. "message":"....... ...
...................................... }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. "please_sign_in": {..  "message": "...., ...... .
Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\caimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

675

4.536753193530313

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{.. "app_description":{..  "message": "Sistema de pagaments de Chrome Web Store".. },.. "app_name":{.. "message": "Sistema de pagaments de Chrome Web
Store".. },.. "craw_app_unavailable": {..  "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. "craw_connect_to_network™ {..  "message": "C
onnecteu-vos a una xarxa.".. },.. “iap_unavailable": { "message": "La funci. Pagaments a I'aplicaci. no est. disponible actualment.”.. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\cs\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

641

4.698608127109193

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Platby Internetov.ho obchodu Chrome".. },.. "app_name":{..  "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable": {..  "message": "Aplikace v sou.asn. dob. nen. dostupn..".. },.. "craw_connect_to_network": {..  "message": "P.ipojte se pros.m k s.ti.".. },..
"iap_unavailable™: {..  "message": "Platby v aplikaci aktu.In. nejsou k dispozici.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed
M. }.. "please_sign_in":{.. = "message": "P.ihlaste se do Chromu.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\daimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

624

4.5289746475384565

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dirl152 2122549551\CRX_INSTALL\ locales\da\messages.json

Preview:
{.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name": {. = "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u
navailable": {..  "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. “craw_connect_to_network": {.. ~ "message": "Opret forbindelse til et netv.rk.".. },..
"jap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be comp
leted.".. },.. "please_sign_in":{.. "message": "Log ind p. Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\de\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name™ {..  "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },.. "craw_connect_to_network™ {.. = "message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. "iap_unavailable": {.. ~ "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. "“jwt_retrieve_failed": {..  "message": "The trans
action could not be completed.”.. },.. "please_sign_in": {..  "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\el\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description": {.. = "message": " Chrome Web Store".. },.. "app_name":{.. "message": " ... Chrome Web Store".. },.. "craw_app_unavail
able™ {..  "message":". ........ et },.. "craw_connect_to_network™ {..  "message": v} Miap_unavailable™: {.. "message'™:

}.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. "please_sign_in": {..

"message” ....Chrome.".. }.}.

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dirl152 2122549551\CRX_INSTALL\ locales\en\imessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. "craw_connect_to_network": {..  "message": "Please connect to a network.".. },.. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. =~ "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\es\messages.json
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\es\messages.json

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped
661
4.450938335136508

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™: {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™ {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network": {..  "message": "Con.ctate a
unared.".. },.. "“iap_unavailable":{..  "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. },.. "jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "Inicia sesi.n en Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\es_419\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

637

4.47253983486615

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name" {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™ {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network": {..  "message": "Con.ctate a
unared.".. },.. "“iap_unavailable":{.. "message": "En este momento, Pagos En-Apps no est. disponible.".. },.. "jwt_retrieve_failed": {.. = "message": "The tr
ansaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Accede a Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\et\imessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

595

4.467205425399467

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{.. "app_description": { "message": "Chrome'i veebipoe maksed".. },.. "app_name":{..  "message": "Chrome'i veebipoe maksed".. },.. "craw_app_unavail
able™ {..  "message": "Rakendus pole praegu saadaval.".. },. “"craw_connect_to_network" {.. = "message": "Looge .hendus v.rguga.".. },.. "iap_unavailable": {..
"message": "Rakendusesisesed maksed ei ole praegu saadaval.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in":{..  "message": "Logige Chrome'i sisse.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152_2122549551\CRX_INSTALL\_locales\filmessages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

647

4.595421267152647

false

D41D8CD98F00B204E9800998ECF8427E
DA39A3EESE6B4B0D3255BFEF95601890AFD80709
E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152_ 2122549551\CRX_INSTALL\_locales\filmessages.json

SHA-512:
Malicious:
Reputation:

Preview:

CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Chrome Web Storen maksut".. },.. "app_name": {..  "message": "Chrome Web Storen maksut".. },.. "craw_app_unavail
able™ {..  "message": "Sovellus ei ole t.Il. hetkell. k.ytett.viss..".. },.. "craw_connect_to_network": {.. ~ "message": "Muodosta verkkoyhteys.".. },.. "iap_unavai
lable™: {..  "message": "Sovelluksen sis.iset maksut eiv.t ole t.Il. hetkell. k.ytett.viss..".. },.. "jwt_retrieve_failed": {.. =~ "message": "The transaction could not be
completed.".. },.. "please_sign_in":{.. = "message": "Kirjaudu sis..n Chromeen.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ localesl\filmessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with CRLF line terminators

dropped

658

4.5231229502550745

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{.. "app_description":{..  "message": "Mga Pagbabayad sa Chrome Web Store".. },.. "app_name": {.  "message": "Mga Pagbabayad sa Chrome Web Store"..

},.. "craw_app_unavailable™: {..  "message": "Kasalukuyang hindi available ang app.".. },.. "craw_connect_to_network" {.. = "message": "Mangyaring kumonekta sa
isang network.".. },.. “iap_unavailable": {..  "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App.".. },.. "jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.".. },.. "please_sign_in": {..  "message": "Mangyaring mag-sign in sa Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\_locales\frimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

677

4.552569602149629

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFAC8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Paiements via le Chrome.Web.Store".. },.. "app_name":{.. "message": "Paiements via le Chrome.Web.Store".. },..
"craw_app_unavailable™: {..  "message": "Application indisponible pour le moment.".. },.. “craw_connect_to_network™ {..  "message": "Veuillez vous connecter . un
rseau.".. },.. "iap_unavailable™ {.. = "message": "Les paiements via |'application ne sont pas disponibles pour le moment.".. },.. "jwt_retrieve_failed" {..

"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Veuillez vous connecter . Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\hiimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

835

4.791154467711985

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS:

false

low

{.. "app_description":{..  "message": "Chrome ... ..... ...... ". }.. "app_name":{.. "message": "Chrome ... ..... ..... ".. },.. "craw_app_unavailable™: {..  "messa
},.. "craw_connect_to_network™ {..  "message": ". .. },.. “iap_unavailable": { "message": "..-
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "..... Chrome
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\hrimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

618

4.56999230891419

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFAC8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Pla.anja u web-trgovini Chrome".. },.. "app_name": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. "craw
_app_unavailable™: {..  "message": "Aplikacija trenuta.no nije dostupna.”.. },.. "craw_connect_to_network": {.. = "message": "Pove.ite se s mre.om.".. },..
"jap_unavailable": {..  "message": "Pla.anje u aplikaciji trenuta.no nije dostupno.”.. },.. “jwt_retrieve_failed": {.. = "message": "The transaction could not be comple
ted.".. },.. "please_sign_in":{..  "message": "Prijavite se na Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\huimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

683

4.675370843321512

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Chrome Internetes .ruh.z Fizet.si rendszere".. },.. "app_name": {.. "message": "Chrome Internetes .ruh.z Fizet.sir
endszere".. },.. "craw_app_unavailable": {.. = "message": "Az alkalmaz.s jelenleg nem .rhet. el.".. },.. “"craw_connect_to_network": {.. = "message": "K.rj.k, csatlako
zzon egy h.l.zathoz.".. },.. "iap_unavailable": {.. =~ "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el.".. },.. "jwt_retrieve_failed": {..  "message": "The
transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Jelentkezzen be a Chrome-ba.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\idimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with CRLF line terminators

dropped

604

4.465685261172395

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS:

false

low

{.. "app_description":{..  "message": "Pembayaran Chrome Webstore".. },.. "app_name":{.. = "message": "Pembayaran Chrome Webstore".. },.. "cr
aw_app_unavailable™: {..  "message": "Aplikasi tidak tersedia saat ini.".. },.. "craw_connect_to_network": {..  "message": "Sambungkan ke jaringan.".. },..
"jap_unavailable™: {..  "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia.".. },.. "“jwt_retrieve_failed": {..  "message": "The transaction could not be co
mpleted.".. },.. "please_sign_in":{.. = "message": "Harap masuk ke Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152_ 2122549551\CRX_INSTALL\_locales\itimessages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

603

4.479418964635223

false

D41D8CD98F00B204E9800998ECF8427E
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152_ 2122549551\CRX_INSTALL\_locales\itimessages.json

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Pagamenti Chrome Web Store".. },.. "app_name"™ {. "message": "Pagamenti Chrome Web Store".. },.. "craw_app_una
vailable™: {..  "message": "App al momento non disponibile.”.. },.. "craw_connect_to_network™ {..  "message": "Collegati a unarete.".. },.. "iap_unavailable": {..
"message": "La funzione Pagamenti In-App non . al momento disponibile.".. },.. “jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Accedi a Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\jaimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome ........ ".. }.. "app_name":{.. "message": "Chrome “craw_app_unavailable": {..  "message": "
e "craw_connect_to_network™ {..  "message" ".. },.. "iap_unavailable": {.. Y. jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Chrome

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dirl152 2122549551\CRX_INSTALL\ locales\ko\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome . ... ..".. }.. "app_name":{.. "message": "Chrome......".. },.. "craw_app_unavailable": {.  "message": "........
..... ".. },.. "craw_connect_to_network™ {..  "message": },.. iap_unavailable™: {..  "message":".............". }.. "“jwt_retrieve_failed": {.. "
message": "The transaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Chrome. ....... ROV %

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152_ 2122549551\CRX_INSTALL\_locales\itimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema".. },. "app_name": {.. "message": ".Chrome. internetin.s parduotuv.s
mok.jimo sistema".. },.. “craw_app_unavailable™: {.. = "message": "Programa .iuo metu negalima.".. },.. "craw_connect_to_network™ {..  "message": "Prisijunkite
prie tinklo.".. },.. “iap_unavailable": {..  "message": "Mok.jimai programoje .iuo metu negalimi.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could
not be completed.".. },.. "please_sign_in":{.. = "message": "Prisijunkite prie .Chrome..".. }..}..

Copyright Joe Security LLC 2022 Page 28 of 38



C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\lvimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

671

4.631774066483956

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFAC8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{.. = "message": "Chrome interneta veikala maks.jumu sistma".. },.. "app_name™: {..  "message": "Chrome interneta veikala maks.jumu s
istma".. },.. "craw_app_unavailable™ {..  "message": "Lietotne pagaid.m nav pieejama.".. },.. "craw_connect_to_network": {.. = "message": "L.dzu, izveidojiet
savienojumu ar t.klu.".. }.. "iap_unavailable": {..  "message": "Maks.jumi lietotn.s pa.laik nav pieejami.".. },.. "jwt_retrieve_failed": {.. = "message": "The transacti
on could not be completed.".. },.. "please_sign_in":{.. = "message": "L.dzu, pierakstieties p.rl.k. Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dirl152 2122549551\CRX_INSTALL\ locales\nbimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines

dropped

501

4.804937629013952

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{"craw_app_unavailable":{"message":"Appen er utilgjengelig for \u00f8yeblikket."},"craw_connect_to_network":{"message":"Du m\u00e5 koble til et nettverk."},"app_name":
{"message":"Chrome Nettmarked-betalinger"},"app_description":{"message":"Chrome Nettmarked-betalinger"},"iap_unavailable":{"message":"Betaling i app er ikke tilgje
ngelig for \u00f8yeblikket."},"please_sign_in":{"message":"Du m\u00e5 logge p\u00e5 Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be com
pleted."}}.

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\nl\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with CRLF line terminators

dropped

615

4.4715318546237315

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS:

false

low

{.. "app_description":{..  "message": "Betalingen via Chrome Web Store".. },.. "app_name":{..  "message": "Betalingen via Chrome Web Store".. },.. "cr
aw_app_unavailable™: {..  "message": "App momenteel niet beschikbaar.".. },.. "craw_connect_to_network™ {..  "message": "Maak verbinding met een netwerk."..
},.. "iap_unavailable™: {..  "message": "In-app-betalingen is momenteel niet beschikbaar.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Log in bij Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\pl\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.646901997539488

false

D41D8CD98F00B204E9800998ECF8427E
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\pl\messages.json

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

DA39A3EESE6B4B0D3255BFEF95601890AFD80709
E3B0C44298FC1C149AFBFAC8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "P.atno.ci w sklepie Chrome Web Store".. },.. "app_name":{..  "message": "P.atno.ci w sklepie Chrome Web Store".. },..
"craw_app_unavailable": {..  "message": "Aplikacja jest obecnie niedost.pna.".. },.. "craw_connect_to_network" {..  "message": "Po..cz si. z sieci..".. },..
"jap_unavailable": {..  "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be com
pleted.".. },.. "please_sign_in":{..  "message": "Zaloguj si. w Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152_2122549551\CRX_INSTALL\_locales\pt_ BRImessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.515158874306633

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Pagamentos da Chrome Web Store".. },.. "app_name": {..  "message": "Pagamentos da Chrome Web Store".. },.. "craw
_app_unavailable™: {..  "message": "Aplicativo indispon.vel no momento.".. },. "craw_connect_to_network": {..  "message": "Conecte-se a uma rede.".. },..
"jap_unavailable": {..  "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction
could not be completed.”.. },.. "please_sign_in":{..  "message": "Fa.a login no Google Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\_locales\pt_PT\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

622

4.526171498622949

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Pagamentos via Chrome Web Store".. },.. "app_name":{..  "message": "Pagamentos via Chrome Web Store".. },.. "cr
aw_app_unavailable™ {..  "message": "Aplica..o atualmente indispon.vel.".. },.. “craw_connect_to_network™ {.. = "message": "Ligue-se a umarede.".. },..
"jap_unavailable™: {..  "message": "Os Pagamentos na app est.o atualmente indispon.veis.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Inicie sess.o no Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\roimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

641

4.61125938671415

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\roimessages.json

Preview:
{.. "app_description":{.. ~ "message": "Pl..i prin Magazinul web Chrome".. },.. "app_name":{.. "message": "Pl..i prin Magazinul web Chrome".. },.. "cr
aw_app_unavailable™: {..  "message": ".n prezent, aplica.ia nu este disponibil..".. },.. "craw_connect to_network™ {..  "message": "Conecteaz.-te laore.ea.".. },..
"jap_unavailable™: {..  "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan.".. },.. "jwt_retrieve_failed": {. = "message": "The transaction could not be ¢
ompleted.".. },.. "please_sign_in":{..  "message": "Conecteaz.-te la Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\ruimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 744

Entropy (8bit): 4.918620852166656

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0OD3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description": {..  "message": "........ cccce worren. ET Chrome".. },.. "app_name":{.. "message": "...... ... .o CO Chrome".. },.. “"craw_app_u
navailable™: {..  "message": ".......... . },.. “craw_connect_to_network™ {..  "message": " oo b iap_unavailable™: {.. "message™: ... .
..................... ", }.. "jwt_retrieve_faile "message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "........ Chrome.".. }..
}.

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\skimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.640777810668463

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{..  "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable™: {..  "message": "Aplik.cia moment.Ine nie je dostupn..".. },.. "craw_connect_to_network™ {..  "message": "Pripojte sa k sieti.".. },..
"jap_unavailable": {..  "message": "Platby v aplik.cii moment.Ine nie s. k dispoz.cii.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be com
pleted.".. },.. "please_sign_in":{..  "message": "Prihl.ste sa do prehliada.a Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\sl\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 617

Entropy (8bit): 4.5101656584816885

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Pla.ila v spletni trgovini Chrome".. },.. "app_name": {..  "message": "Pla.ila v spletni trgovini Chrome".. },.. “craw_app
_unavailable™: {..  "message": "Aplikacija trenutno ni na voljo.".. },.. "craw_connect_to_network™ {..  "message": "Pove.ite se z omre.jem.".. },.. "iap_unavailable":
{..  "message": "Pla.ila v aplikacijah trenutno niso na voljo.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. "please_sig
n_in":{..  "message": "Prijavite se v Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\srimessages.json
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\srimessages.json

Category: dropped

Size (bytes): 743

Entropy (8bit): 4.913927107235852

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "....... . Chrome ...-.......... ". }.. "app_name":{.. "message": "....... . Chrome ...-......... ".. },.. “"craw_app_unavailable": {..
"message": " ".. },.. "craw_connect_to_network™ {..  "message": "....... .. ... ".. }.. “iap_unavailable": {.. = "message": "

"jwt_retrieve_failed": {.. ~ "message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "......... .. . Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\svimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 630

Entropy (8bit): 4.52964089437422

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Betalning via Chrome Web Store".. },.. "app_name": {..  "message": "Betalning via Chrome Web Store".. },.. "craw
_app_unavailable™: {..  "message": "Appen .r inte tillg.nglig f.r tillf.llet.".. },.. "craw_connect_to_network™ {..  "message": "Anslut till ett n.tverk.".. },.. "iap_unavai
lable™: {..  "message": "Betalning i appen .r inte tillg.ngligt f.r n.rvarande.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Logga in i Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\thimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 945

Entropy (8bit): 4.801079428724355

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "app_description":{.. = "message": " Chrome ......... ". }.. "app_name™: {.. "message": "............. Chrome },.. “craw_app_unavailable": {..
"message": " ".. },.. "craw_connect_to_network": {.. = "message":" },.. "iap_unavailable": {.. = "message": "

"jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. "please_sign_in": {..  "message": "..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\_locales\trimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 4.710869622361971

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\_locales\trimessages.json

SHA-512:
Malicious:
Reputation:

Preview:

CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Chrome Web Ma.azas. .demeleri".. },.. "app_name": {.  "message": "Chrome Web Ma.azas. .demeleri".. },.. "craw_a
pp_unavailable™: {..  "message": "Uygulama .u anda kullan.lam.yor.".. },.. "craw_connect_to_network™ {.. ~ "message": "L.tfen bir a.a ba.lan.n.".. },.. “iap_unavail
able™ {..  "message": "Uygulama ..i .demeler .u anda kullan.lamaz.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in":{..  "message": "L.tfen Chrome'da oturum a..n.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\ukimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

720

4.977397623063544

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

{.. "app_description":{..  "message": .. Chrome".. },.. "app_name":{.. "message": " .. Chrome".. },.. "craw_app_unavailable™ {..
},.. "craw_connect_to_network": {.. =~ "message": " },.. "iap_unavailable™: {.. = "message":

"jwt_retrieve_failed": {.. ~ "message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "........ . Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\viimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

695

4.855375139026009

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS:

false

low

{.. "app_description":{..  "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n".. },.. "app_name":{..  "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..
},.. "craw_app_unavailable™: {..  "message": ".ng d.ng hi.n kh.ng kh. d.ng.".. },.. "craw_connect_to_network™ {..  "message": "Vui l.ng k.t n.i v.im.ng.".. },..
"jap_unavailable™: {..  "message": "Thanh to.n trong .ng d.ng hi.n kh.ng kh. d.ng.".. },.. “jwt_retrieve_failed™: {..  "message": "The transaction could not be compl
eted.".. },.. "please_sign_in":{..  "message": "Vuil.ng ..ng nh.p v.o Chrome.".. }..}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\zh_CN\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

595

5.210259193489374

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{.. "app_description":{..  "message": "Chrome .........".. .. "app_name":{.. "message": "Chrome
M. },.. "craw_connect_to_network™: {.. = "message": },.. "iap_unavailable™: {.. = "message":
transaction could not be completed.".. "please_sign_in": {..  "message": "... Chrome.".. }.}..

"craw_app_unavailable": {..  "message": "........
}.. "jwt_retrieve_failed": {..  "message": "The

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\zh_TW\messages.json
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\ locales\zh_TW\messages.json

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

634

5.386215984611281

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app_description":{..  "message": "Chrome "app_name":{..  "message": "Chrome ... },.. "craw_app_unavailable™: {.. = "message": "..
},.. "craw_connect_to_network": {.. },.. "iap_unavailable": {.. = "message" }.. "jwt_retrieve_failed": {..  "message

" "The transaction could not be completed.".. },.. "please_sign_| |n" {..  "message":"... Chrome.".. }.}..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\images\icon_128.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced
dropped

4364

7.915848007375225

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

gF#..[HLL.8..'/k....,]a7TKm...E...Te..T.....J...p....%.(....+...3....eY.e..L.0..5..h4. . \.. {?...~u."0..
8 3. 3W~OJ..I...u6VC .U.0.+._=.c..9X.2..L..S@.L..m.0.>.C.. L|TF.p5..f4M.,.V....8..a.<..RP.@)E,..E"...h
J).7....h4.AE...,. .ii.Vj?2..=/.B.FKOP..@)=Rj..D".Y...2.B..x.}0...&J...2......f.0..e H....L.J)'l.R....B...........QJ;K..L...L.I".L~mhh.R.@).FFF

AM...6 ...... ].w.e.~1$.C.R....E(%e9.,...k.@...W8 ..0.@%.~.@.S..P.... Tp...."...?ME..c......s..."..S1...7.b..aNE. k...3
YyP}.Ch}....B.coo. IPE C<iTokenZi0 oG P..A=yJ.)h.@.9.-*.AU.4..FM....y%B]+ \.~.9.......=..r....E].o..F.P........ [T

..... [(......).d...a
LT m..._[[{w{{....

i.W38.+...BELL.].. {..
A Mx.hd.h

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\imageslicon_16.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe
PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
dropped

558

7.505638146035601

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFAC8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

PNG........ IHDR...coovrvinn a....IDAT8..MK.Q...... ..... F.QW....F...0.2.W..7~.....".Q..B]... .QS..M& w..b&.|"
.Ep]wFk.600.]0."Y..cT..Y.Th.'DF.d..s.Z..E..9.4._C.._..%..* ... 4l.Y. X .R..... .Wj+wO[.].._B.k.${.\.>.%..
e6X<..' (=} $f..5..P...k..."..8.5.<zgSm@.....).Y .. F.lLAS$...T?..m.8.... N...z....V.vd.h'

p..L2.D$.y ...y L\ Z16..0R].@&.U..G.gN).t.-V*.>(.N
.z .w.ALx0.2;..a...".p..S..&..uXS...<..6..[..zD.._.N+w.WbM7y
.C.2....H.;;]..C.M....9.b......IEND.B".

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\manifest.json

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with CRLF line terminators

dropped

1322

5.449026004350873

false

D41D8CD98F00B204E9800998ECF8427E
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 2122549551\CRX_INSTALL\manifest.json

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

DA39A3EESE6B4B0D3255BFEF95601890AFD80709
E3B0C44298FC1C149AFBFAC8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "app":{.. "background":{.. "scripts™: [ "craw_background.js"]..  }.. },.. "default_locale" "en",.. "description":"__MSG_APP_DESCRIPTION_ ",.. "d
isplay_in_launcher": false,.. "display_in_new_tab_page": false,.. "icons":{.. ~ "128": "images/icon_128.png",.. ~ "16":"images/icon_16.png".. }.. "key":

"MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCrKfMnLqViEyokd1wk57FxJtW2XXpGXzIHBzvIvQI/01UsuPOIV5/lj0wx7zJ/xcibUgDelxobvw9XD+zO1MdjMWugJd
FcKuSS4Sugkjebu+pMrTSGOSHq1bmBVhOkpToN8YoJs/P/yrRd7FEtAXTaFTGxQL4C385MeXSjaQfiRiQIDAQAB",.. "manifest_version™: 2,.. "minimum_chrome_ver
sion": "29",.. "name":"__MSG_APP_NAME__",.. "oauth2":{.. "auto_approve": true,..  "client_id": "203784468217.apps.googleusercontent.com”,..  "scopes": [
"https://www.googleapis.com/auth/sierra”, "https://www.googleapis.com/auth/sierrasandbox”, "https://www.googleapis.com/auth/chromewebstore", "https://www.goog
leapis.com/auth/chromewebstore.readonly” ].. },.

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152_32148019\CRX_INSTALL\_locales\lam\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

17307

5.461848619761356

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false

low

{.. "1018984561488520517":{..  "message": "...".. }.. "1213957982723875920": {..  "MESSAYE" "...... s srer wt ceerer ee e e 2 L "1282768764603190
75" {.. "message":"....".. },.. "1428448869078126731":{. "message™ ".......".. },.. "1522140683318860351": {.. "message" b
"1550904064710828958" {..  "message™ "....".. },.. "1636686747687494376" {.. "message" ".....".. },.. "1802762746589457177":{.. he
"1850397500312020388": {..  "message": ".$START_LINK$Google Home ....... $END_LINKS ... ...... Chromecast ..... ..... ? $START_SPANS$*$END_SPANS"
"placeholde

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\ar\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

16809

5.458298990148825

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS:

false

low

{.. "1018984561488520517":{..  "message": "...".. }.. "1213957982723875920": {..  "MESSAYE" ".. .. ccers crerirt err cret e e
"message”: "...... ....... " ). "1428448869078126731":{.. "message":"..... ..... ".. }.. "1522140683318860351": {..

"1550904064710828958": {..  "message":
}.. "1850397500312020388": {..  "message": ".
aceholders": {.. "END_LINK": {.. "content'

},.. "1636686747687494376" {.. "message": "...... ".. }.. "1802762746589457177" {.. "message™: "..... ...."..
.. Chromecast .. $START_LINKS..... Google Home$END_LINKS$. $START_SPANS$*$END_SPANS$",..  "pl
e "END_SPAN": {..

"$1".

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\bg\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

18086

5.408731329060678

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EESE6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0OFF8318D2877EEC2F63B931BD47417A81A538327AF927DAS

false
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C:\Users\alfredo\AppDatal\Local\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\bg\messages.json
Reputation: low

Preview:

{.. "1018984561488520517": {. }.. "1213957982723875920" {.. = "message": " RE ?".. }.. "12827687
6460319075" {..  "message .. "1428448869078126731": {..  "message": " },.. "1522140683318860351": {..  "message":
e e | e "1550904064710828958" {.. =~ "message": ... "1636686747687494376" {..  "message": " ".. }.. "18027627
46589457177 {.. " },.. "1850397500312020388": {..  "message": "...... .. cooerees Chromecast . $START_LINKS.. Google Hom
e$END_LINK$? $START_SPAN$*$SEND_SPANS$",.. "p

"message": '

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\bn\imessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 19695

Entropy (8bit): 5.315564774032776

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "......".. },.. "1213957982723875920":{.. "message":". h.. "128
276876460319075": {..  "message": "...... ........ ".. }.. "1428448869078126731":{.. "message":" M. ). "1522140683318860351": {..  "message™
e e e e e ".. }.. "1550904064710828958": {..  "message": WM} "1636686747687494376" {..  "message™: "....".. }.. "18027627

46589457177":{.. "

},.. "1850397500312020388™ {..  "message

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\caimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15504

Entropy (8bit): 5.242147131052711

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{.. "message": "Es congela".. },.. "1213957982723875920":{..  "message": "Quina de les opcions.seg.ents descriu millor la vostra
xarxa?".. },.. "128276876460319075" {..  "message": "Detecci. de dispositius".. },.. "1428448869078126731":{.. "message": "Flu.desa del v.deo".. },.. "1522
140683318860351": {..  "message": "S'ha produ.t un error en la connexi.. Torneu-ho a provar.”.. },.. "1550904064710828958": {..  "message": "Correcta".. },..
"1636686747687494376" {.. "message": "Perfecta".. },.. "1802762746589457177": {.. "message”: "Volum".. },. "1850397500312020388": {.. "message":
"Pots veure el Chromecast a I'SSTART_LINK$aplicaci. Google.Home$END_LINK$?$START_SPANS*$END_SPANS$",..  "placeholders™: {.. "END_LINK": {..
"content": "$1".. }- "END_SPAN": {.. "content": "$2".. }e. "START_LINK": {.. "

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15552

Entropy (8bit): 5.406413558584244

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0OD3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false

Reputation: low
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\cs\messages.json

Preview:

{.. "1018984561488520517": {..  "message": "Video zamrz.".. },.. "1213957982723875920":{..  "message": "Kter. popis nejl.pe vystihuje va.i s..?".. },..
"128276876460319075" {..  "message": "Zji..ov.n. za..zen.".. },.. "1428448869078126731":{. "message": "Plynulost videa".. },.. "1522140683318860351": {..
"message": "P.ipojen. se nezda.ilo. Zkuste to pros.m znovu.".. },.. "1550904064710828958":{.. = "message": "Plynul.".. },.. "1636686747687494376":{.. "m
essage": "Perfektn.".. },.. "1802762746589457177":{.. "message": "Hlasitost".. },.. "1850397500312020388":{..  "message": "Vid.te sv.j Chromecast v.$ST
ART_LINK$aplikaci Google Home $END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™: {.. "END_LINK™ {.. "content": "$1".. - "
END_SPAN": {.. “content": "$2".. }- "START_LINK": {.. "content™: "$3"..

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\daimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

15340

5.2479291792849105

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{.. "1018984561488520517":{..  "message": "Fryser".. },.. "1213957982723875920":{..  "message": "Hvilket af f.lIgende udsagn beskriver bedst dit netv.rk?"..
},.. "128276876460319075" {..  "message": "Enhedsregistrering".. },.. "1428448869078126731":{.. "message": "Videostabilitet".. },.. "152214068331
8860351":{..  "message": "Forbindelsen blev afbrudt. Pr.vigen.".. },.. "1550904064710828958":{..  "message": "Problemfri".. },.. "1636686747687494376" {..
"message": "Perfekt".. },.. "1802762746589457177":{.. "message": "Lydstyrke".. },.. "1850397500312020388": {.. "message": "Kan du se din Chromecast i $
START_LINK$ Google Home-appen$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK™ {.. “"content": "$1".. He-
"END_SPAN": {.. “content": "$2".. }- "START_LINK™" {.. "content": "$3".. }e. "STAR

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\deimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

15555

5.258022363187752

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low

{.. "1018984561488520517": {..  "message": "H.ngenbleiben".. },.. "1213957982723875920": {..  "message": "Welche dieser Aussagen beschreibt dein Netzwerk
am besten?".. },.. "128276876460319075" {.. "message": "Ger.teerkennung".. },.. "1428448869078126731":{.. = "message": "Videowiedergabequalit.t".. },..
"1522140683318860351": {..  "message": "Fehler beim Herstellen der Verbindung. Bitte versuche es noch einmal.”.. },.. "1550904064710828958" {..  "message":
"Strungsfrei”.. },.. "1636686747687494376": {..  "message": "Perfekt".. },. "1802762746589457177":{.. "message": "Lautst.rke".. },.. "18503975003
12020388" {..  "message": "Siehst du deinen Chromecast in der $START_LINK$Google Home App$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholde
rs": {.. "END_LINK": {.. "content": "$1".. e "END_SPAN": {.. “content”: "$2".. e "START_LINK™: {.

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\el\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

17941

5.465343004010711

false

D41D8CD98F00B204E9800998ECF8427E

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
false

low
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C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\el\messages.json

Preview:
{.. "1018984561488520517": {.. "message": "....... ".. }.. "1213957982723875920" {.. "MESSAQGE" "ttt e e e e e e .} "1282768
76460319075": {.. "message": ".....oooes e ". }.. "1428448869078126731" {.. "message": "......... oo ".. }.. "1522140683318860351" {.. "message": ".
. "1550904064710828958": {.. "message": },.. "1636686747687494376": {.. "message": " .. }.. "1802762746589457177": {..
N },.. "1850397500312020388": {..  "message <o v e .. Chromecast .... $START_LINKS........ Google Home$END_LINK$; $START_SPAN

$*$END_SPANS$",..  "placeholders": {.. "END_LINK™: {.. "conten

C:\Users\alfredo\AppDatalLocal\Temp\scoped_dir1152 32148019\CRX_INSTALL\ locales\en\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 14897

Entropy (8bit): 5.197356586852831

Encrypted: false

SSDEEP:

MDS5: D41D8CD98F00B204E9800998ECF8427E

SHA1L: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {.. "message": "Freezes".. },.. "1213957982723875920": {.. "message": "Which of the following best describes your network?"..
},.. "128276876460319075": {..  "message": "Device Discovery".. },.. "1428448869078126731" {. "message": "Video Smoothness".. },.. "1522140683318860
351":{..  "message": "Connection failed. Please try again.".. },.. "1550904064710828958": {.. "message": "Smooth".. },.. "1636686747687494376": {..
"message": "Perfect".. },.. "1802762746589457177":{.. "message": "Volume".. },. "1850397500312020388": {.. "message": "Are you able to see your Chrom
ecast in the $START_LINK$ Google Home app$END_LINK$? $START_SPANS$*$END_SPANS$",..  “placeholders": {.. "END_LINK™ {.. “content™: "$1"..

1. "END_SPAN": {.. "content": "$2".. L "START_LINK™: {.. “content": "$3".. e "START

Static File Info

General
File type: HTML document, ASCII text, with very long lines, with
CRLF line terminators
Entropy (8bit): 5.902626765837952
TrID: e HyperText Markup Language (15015/1) 20.56%
e HyperText Markup Language (12001/1) 16.44%
e HyperText Markup Language (12001/1) 16.44%
e HyperText Markup Language (11501/1) 15.75%
e HyperText Markup Language (11501/1) 15.75%
File name: T8778900.htm
File size: 10531
MD5: 9ecd9d528b79dc5f487fdla7da751141
SHA1L: e54a3809d54b7c8659db1686929e6179618aee95
SHA256: cch208a61103e03d568f30e89bel4ae742h9e3eld43febc
82d8ef5a30386deb7
SHA512: add06f83de531c24b4ab1f882a49bca34036435d3283501
b658a616fe616b0ccfe231c44da0ae8350519f261761afd
72d6c34d62ab7c1fd50c8aaa25ff2a8959
SSDEEP: 192:StrK56NulMYTK5+zmc6aakkKJIn03ehjQY4n80ilg8
mriIQNIMEG9VPUC1gMv7ia5mS:avNulMUuP3AyCTTt
8llcSV
File Content Preview: <IDOCTYPE html><html><head><meta http-equiv="Co
ntent-Type" content="text/html;charset=utf-8"><meta na
me="viewport" content="width=device-width initial-scale
=1 user-scalable=no maximum-scale=1" /><title>kfM5K
4hwOm3dJ9Cy7VPBQRXY</title><meta name="robots
"o
File Icon

Icon Hash: e8d6a08c8882c461
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