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Windows Analysis Report hPJnda9rBy.dll

Overview

General Information

Sample hPJndadrBy.dll
Name:

Analysis ID: 553354

MD5: 56c2941eb73eas5..
SHAL: 8d483f2069955ae..
SHA256: 7caa923401ec9a..

Tags:

Infos: @ 4t S BV

Most interesting Screenshot:

Process Tree

= System is w10x64

Detection

F MALICIOUS 1

Score:

Range:

Whitelisted:

Confidence:

92

0-100
false

100%

Signatures

Found malware configuration

Snort IDS alert for network traffic (e....
Multi AV Scanner detection for subm...
Yara detected Emotet

System process connects to networ
Sigma detected: Suspicious Call by. ...
C2 URLs / IPs found in malware con...
Hides that the sample has been dow...
Uses 32bit: PE files:

Queries the velumeiinfermation (nam...
©nE oIt MOre PreCESSES|crash

Contains functionality te checkiifiaid:..

Classification

o [ loaddli32.exe (PID: 6532 cmdline: loaddll32.exe "C:\Users\user\Desktop\hPJnda9rBy.dIl" MD5: 7DEB5DB86COAC789123DEC286286B938)

. cmd.exe (PID: 6540 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\hPJnda9rBy.dll",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

. D rundlI32.exe (PID: 6620 cmdline: rundll32.exe “"C:\Users\user\Desktop\hPJnda9rBy.dll",#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)

. D rundlI32.exe (PID: 6640 cmdline: C:\Windows\SysWOW64\rundll32.exe “C:\Users\user\Desktop\hPJnda9rBy.dll",DlIRegisterServer MD5:

D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 5792 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\SysWOW64\Knpngswfpazuozi\koewoajrwakr.ckb" kzIZNp MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 5604 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Windows\System32\Knpngswfpazuozi\koewoajrwakr.ckb",DIIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)

o B regsvr32.exe (PID: 6536 cmdline: regsvr32.exe /s C:\Users\user\Desktop\hPJnda9rBy.dIl MD5: 426E7499F6A7346F0410DEAD0805586B)
. D rundlI32.exe (PID: 6580 cmdline: C:\Windows\SysWOW64\rundll32.exe “C:\Users\user\Desktop\hPJnda9rBy.dll",DlIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)

. D rundll32.exe (PID: 6616 cmdline: rundll32.exe C:\Users\user\Desktop\hPJnda9rBy.dll,DIIRegisterServer MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)

. @ WerFault.exe (PID: 5588 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6532 -s 536 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

.

= cleanup

Malware Configuration

Threatname: Emotet

Copyright Joe Security LLC 2022

B svchostexe (PID: 6016 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

. @ WerFault.exe (PID: 4180 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 480 -p 6532 -ip 6532 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
o [E] svchostexe (PID: 7024 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [ svchostexe (PID: 5556 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

e [E svchostexe (PID: 4552 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
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{

"C2 list": [
"45.138.98.34:80",
"69.16.218.101:8080",
"51.210.242.234:8080",
"185.148.168.220:8080",
"142.4.219.173:8080",
"54.38.242.185:443",
"191.252.103.16:80",
"104.131.62.48:8080",
"62.171.178.147:8080",
"217.182.143.207:443",
"168.197.250.14:80",
"37.44.244.177:8080",
"66.42.57.149:443",
"210.57.209.142:8080",
"159.69.237.188:443",
"116.124.128.206:8080",
"128.199.192.135:8080",
"195.154.146.35:443",
"185.148.168.15:8080",
"195.77.239.39:8080",
"207.148.81.119:8080",
"85.214.67.203:8080",
"190.90.233.66:443",
"78.46.73.125:443",
"78.47.204.80:443",
"37.59.209.141:8080",
"54.37.228.122:443"

1,

"Public Key": [

"RUNLMSAAAADYNZPXY4tQxd/N4Wn5sTYAn5tUOX Y20 L1EL rI4MNhHNT1640vSLasjYTHpFRBoG+084vtr7AJachCzOHjaAJFCW",
"RUNTMSAAAADOL xqDNhonUYwk8sqo7IWuUl LRAUTUBNACc6romsQoelYID7wIed4AheqYofpZFucPDXCZ0z91+ooUffqeol ZUO"

Yara Overview

Memory Dumps

Source

00000002.00000002.669073242.0000000000E40000.00000
040.00000001.sdmp

00000006.00000002.685263921.0000000005281000.00000
020.00000001.sdmp

00000006.00000002.684322708.00000000031C0000.00000
040.00000001.sdmp

00000006.00000002.684701271.0000000004AC
1000.00000020.00000001.sdmp

0000000A.00000002.688210118.00000000037E
1000.00000020.00000001.sdmp

Unpacked PEs

Source

4.2.rundll32.exe.4430000.1.unpack
6.2.rundll32.exe.5610000.10.unpack
4.2.rundl32.exe.4b20000.6.raw.unpack
6.2.rundlI32.exe.50f0000.4.raw.unpack

6.2.rundlI32.exe.5250000.6.unpack

Sigma Overview

System Summary:

Copyright Joe Security LLC 2022

Rule

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

Click to see the 29 entries

Rule

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 46 entries

Strings

Strings
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Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

=

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

Yara detected Emotet

System Summary:

Hooking and other Techniques for Hiding and Protection:

‘5 =

HIPS | PFW | Operating System Protection Evasion:

‘Z{

System process connects to network (likely due to code injection or exploit)

=

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control
Valid Native DLL Side-  DLL Side- Deobfuscate/Decode  Input System Time Remote Archive Exfiltration Over Other  Ingress Tool
Accounts  API Loading Loading Files or Information [} Capture @ Discovery Services Collected  Network Medium Transfer [}
Data
Default Scheduled Boot or Process Obfuscated Files or LSASS File and Directory Remote Input Exfiltration Over Encrypted
Accounts  Task/Job  Logon Injection Information Memory  Discovery Desktop capture [ Bluetooth Channel
Initialization Protocol
Scripts
Domain At (Linux) Logon Script Logon Script DLL Side-Loading Security System Information SMB/Windows Data from Automated Exfiltration Non-Standard
Accounts (Windows)  (Windows) Account  Discovery Admin Shares Network Port
Manager Shared
Drive
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Initial Privilege
Access Execution Persistence Escalation
Local At Logon Script Logon Script
Accounts (Windows) (Mac) (Mac)
Cloud Cron Network Network Logon
Accounts Logon Script Script
Replication  Launchd Rc.common Rc.common
Through
Removable
Media
External Scheduled Startup Startup Items
Remote Task Items
Services
Drive-by Command Scheduled Scheduled
Compromise and Task/Job Task/Job
Scripting
Interpreter
Exploit PowerShell At (Linux) At (Linux)
Public-
Facing
Application
Supply AppleScript At At (Windows)
Chain (Windows)
Compromise

Behavior Graph

Credential Lateral
Defense Evasion Access Discovery Movement
File Deletion NTDS Query Registry Distributed
Component
Object Model
Masquerading LSA Security Software SSH
Secrets Discovery
Virtualization/Sandbox Cached Virtualization/Sandbox VNC
Evasion Domain Evasion
Credentials
Process DCSync Process Discovery Windows
Injection Remote
Management
Hidden Files and Proc Application Window  Shared
Directories Filesystem Discovery Webroot
Regsvr32 letc/passwd Remote System Software
and Discovery Deployment
letc/shadow Tools
Rundll32 Network Process Discovery Taint Shared
Sniffing Content

Behavior Graph
»: ssasa
sample:  hpandasrBy i
1012022
WiNDOWS.

%
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Screenshots
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Collection Exfiltration

Input
Capture

Keylogg

GUI Inpi
Capture

Web
Portal
Capture
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API

ing
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Hooking

Data
Staged

Local Data

Staging

svehostexe
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g
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i
=
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Command
and Control
Scheduled Transfer Application
Layer
Protocol
Data Transfer Size Fallback
Limits Channels
Exfiltration Over C2 Multiband

Channel Communication

Exfiltration Over Commonly
Alternative Protocol Used Port
Exfiltration Over Application

Symmetric Encrypted
Non-C2 Protocol

Layer Protocol

Exfiltration Over Web Protocols

Asymmetric Encrypted
Non-C2 Protocol

Exfiltration Over File Transfer
Unencrypted/Obfuscated Protocols
Non-C2 Protocol

end:
Process
Signature
Created File
DNS/IP Info
Is Dropped
Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic
Delphi
Java
.Net C# or VB.NET
C, C++ or other language
Is malicious

Internet
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

LNTQY SFPUSAFIOL

avm

SFPUSAFIOL IPKGELNTQY INB

H 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

hPJInda9rBy.dll 18% Virustotal Browse

Copyright Joe Security LLC 2022 Page 8 of 23


https://www.virustotal.com/gui/file/7caa923401ec9a16969f0b37225b77cd16c6923abff2eda76f1fa9a35bff2879/detection/f-7caa923401ec9a16969f0b37225b77cd16c6923abff2eda76f1fa9a35bff2879-1642182496

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:ihttps://iwww.disneyplus.com/legallyour-california-privacy-rights 0% URL Reputation safe
http:ifhttps://iwww.disneyplus.com/legal/privacy-policy 0% URL Reputation safe
http:ifhttps://iwww.tiktok.com/legal/report/feedback 0% URL Reputation safe
http:/fhelp.disneyplus.com. 0% URL Reputation safe
http:i/https://disneyplus.com/legal. 0% URL Reputation safe

Domains and IPs

Contacted Domains
No contacted domains info
URLs from Memory and Binaries
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Contacted IPs

P Domain Country Flag ASN ASN Name Malicious

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 553354

Start date: 14.01.2022

Start time: 19:06:09

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 12m 28s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: hPJnda9rBy.dll

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Run name: Run with higher sleep bypass
Number of analysed new started processes 26

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled

e HDC enabled

e AMSI enabled
Analysis Mode: default

Copyright Joe Security LLC 2022 Page 10 of 23



Analysis stop reason: Timeout

Detection: MAL

Classification: mal92.troj.evad.winDLL@26/10@0/27

EGA Information: e Successful, ratio: 100%

HDC Information: e Successful, ratio: 31.2% (good quality ratio 29.4%)

e Quality average: 73.3%
e Quality standard deviation: 26.2%
HCA Information: e Successful, ratio: 75%

e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Sleeps bigger than 120000ms are automatically reduced to 1000ms
e Found application associated with file extension: .dll

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created / dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddlI32.exe 12a180e49793e381a8b848106c2elcaa7a6ad277_ 7cac0383 14c522da

\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.7987614172976464

Encrypted: false

SSDEEP: 96:u1QlbnYyQy9haol7Jf0pXIQcQScé6mcEUcw3/s+a+z+HbHgVG4rmMoVazWbSmEBW:bpnCHsieryjPg/u7sOS2741tW
MD5: 3452383178B8E9731D4B47CF16AF82B2

SHAL: BA2776D43A0E43ABDA4D6EE121D46399DCF7321E9

Copyright Joe Security LLC 2022
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C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddlI32.exe 12a180e49793e381a8b848106c2elcaa7a6a4277_ 7cac0383 14c522da

\Report.wer
SHA-256:
SHA-512:

Malicious:

Preview:

D2876590F95C41B77C4B19110B7858365C60064AFEF29ACEABOEQ61BOAEF72AB

F3DFDD33F7EE34CCDDE3789EFD3B4125F7467B3C4B6816124C06AB354507EEF3CAED2B4B145ADE9523B9F54892252341016371B26B6760AFOCDCBE24E3D94C
F

false

.V.ersion=1..EventTyp.e=APPCRASH...EventTim.e=13.2.86.657.23526.34484...Rep.ortTy.p.e=2..C.o.ns.ent=1..Re.p.o.rtld
e.ntifier=4eb.955d.8.-58b.b.-4.16.e.-a.c2f-b3.afloc.lc.7.c3..lntegratorR.e.p.ortlden.tifier=£390.0.192.-1.eff-4.754.-8.c.ab.-c.2.
5.9.e.a.8.3.5.a.d.2....W.0.w.6.4.H.0.5.t.=.3.4.4.04....W.0w.6.4.G.u.e.s.t.=.3.3.2....N.s.Ap.p.N.am.e.=lo.a.d.d.l.l.3.2..exe...Ap.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.9.8.4.-
.0.0.0.1.-.0.0.1.h.-.9.3.7.6.-.0.7.8.9.7.1.0.9.d.8.0.1....T.a.r.g.e.t.A.p.p...d.=.W...0.0.0.0.d.a.3.9.a.3.e.e.5.e.6.b.4.b.0.d.3.2.5.5.b.f.€.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9.1.0.0.0.
0.d.a.3.9.a.3.e.e.5..6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9...[.o.a.d.d.l..3.2...e x.e....T.ar.g.e.t.App.p.V.er.=2.0.2.1././.1.2././.1.3.:.0.9.:.0. .6.1.0.L1
o.a.d.d.ll3.2..exe...B.0.0.tl.d.=.4.2.94.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1407.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4598

4.473730836395909

false
48:cviwSD8zsMJgtWI19gGrWSC8BiM8fm8M4J2+SZFV4u+q84pzEpKcQlcQw02d:ul TIKTnSNiIJQGuUxEpKkw02d
6EC3F7615A9B2340A0DBE60AD78034FD

204A33316668E5713FC64813677BF6F31CEDCF25
3C1AB615F3D7E94774559F09F874FA1D2C7D49EDD2CB77E1F3CD33D2191E726C

663858E67A14B4780142605D25E9F6C94A6A29C8F1A4CBBD8BED344FEED6AYFIB51CB5246F9D45EE182D559EAAB741B893514DFOESD135F779ACA4A54361ECC,
F

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" />.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1342277" />.. <arg nm="osinsty" val="1"/>.. <arg nm="jever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER688.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerfFault.exe

Mini DuMP crash report, 15 streams, Fri Jan 14 18:07:16 2022, 0x1205a4 type

dropped

44276

2.1348073657365143

false

384:96ZPBzvrug/jw/d5SNQ2TdcbuteSsL3B:HZPJvrug/MjSNH5chBB
CB8F9CA6D25A1D8041AB64B4B6827E44
D9CC65255E6DAB9596BC853DA3BCIE21537C6A55
FC884C3BOD7E05A1CAFESCA722B527E11CDEB8SE6B286F6990A95C1A3DE2BA2CC

69B1FC1A11EBE1DCE61A23A76D39D2F0ACA45D72245FF05860AB233FD6704C76DD688C8B378A939AAB058B75B836624985377B0B3DBE10D30471ECA43DAAT46,
E

false

B T...
W... .E.uro.p.e. Standard. .T.ime..
rs.4._releas.e..18.04.1.0.-.1.8.0.4.

W... .E.uro.p.e. .Daylight Time.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9F.tmp.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\System32\svchost.exe

data

dropped

13340

2.6947224408670674

false

96:9GiZYW/rn6rydY SW2AHQYEZRttkOiGPcIPFwrl+7nuawrwWMOIg13:9jZDUa32+juawrwWMZg13
267C2A648995A08199033ACD2E827D02

CEC51F446E55D6FF19E639EEA353128D067CF902
DB5531AE5EODO6AASEC259421B7414FCOAOABD7DCE135A0F43DF5C0O3FFD6ED74E

325A2BFD1CAAFA7ALFC582961C21991294D8098503DF55EEEA3A941AF6C7716A4E3FABECFOC5FEO5DD3801BCFC413468DCA47E85E322AD496FBFCAGB73EE3L
BO

false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER9F.tmp.txt

Preview:

B..T.imerRes.olution. ... ... .. .. ... . 1.5.6.2.5.0....B...P.@a.0.€.S..Z.6. . . 4.0.9.6.....B...N.L
m.b.er.O.f.P.hys.icalPages...........................1.04.83.15....B..Lowes.tPhysicalPageNumber ............................. 1.
....B..H.i.g.h.ess.tP.hys.icalP.ageNumber ......... ..1.3.1.0.7.1.9....B.. Allo.cationGranularity. ........... .. .. . oL
.6.5.5.3.6....B...M.i.n.im.um.U.s.erMo.deAddress............................655386...B.MaximumUs.erModeAddress.................
.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B..Ac.tiv.e.P.ro.ces.s.orsAffinityMask ......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE97.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8348

3.6982264435751433

false
192:Rrl7r3GLNIQD6VpZ6YrGLSUuMUgmfdSwGt+pBa89bgHASfWROHmM:RrIsNi86VpZ6YASUuUMUgmfdSwhqHTfZG
6B12BEOOF97C6C6DC508D125DB2F2217

91903EA164C37204BD5D0D297015903706C7B972
E252A6A3F117F52E8C8968D5D18DEBOE1751BB73C1AFFA29C4CD7FC67919E37B

3665EAE638F2E20EA879EDBB5E08D888F873983A954E288B7EF2E031B2613DE2CBD638A8C92C0A3041DF8D63312ADCF5D3CBBES9F7B05DD0500B428B4198C9
4

false

.<.?x.ml .v.ersio.n.="1.0" .enc.0.ding="UTF.-16."2>. .. <WERReportMetadata>....<O.SV.ers.io.nlnformation>....<W.ind.
o.w.s.N.T.V.e.rs.i.o.n.>.1.0..0.</W..nd.ows.N.T.V.ers.ion>.....<Bu.ild>17134</Build>.....<Pro.du.c.t>(0x3.0.)... .W.i.n.d.ow.s. .1.0. .P.r.o.
</P.roduct>....<E.dition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd64fre.rs4._releas.e.18.04.10.-.1.8.04.
<./.B.u.ild.S.tr.in.g.> .<Rewvision>1l</Reuvision>....<Flav.or>Multipro.cess.or Free</Flavor>....<Architecture>X6.4<l/.
Architecture>.....<LClD>10.33</LC.ID>...</0.SV.ersio.nlnformadtion>...<Proc.ess.lnformation>....<P.id>65232</P.
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WERF831.tmp.csv

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 56612

Entropy (8bit):  3.062685963408817

Encrypted: false

SSDEEP: 768:PJH+urfEor3DP9dw50ATiSHCQt5XRxz+kePONT6bUgm/ItfcRjLIXbZBe:PIH+urJr3aDP9dw50ATiIBXB7pbZBe

MD5: ACBC56ADOEE1F5DA79BCD72111A9DA70

SHA1L: 66466CF70A73CA41B4986A3F8D3DC08431130F83

SHA-256: 2F596476E16F989789A09DDIACD66AFFB5BCC7D0O500EAC32FB76061DFAC32710

SHA-512: C7BE202BF408E83A505013F48A146AB1A883B3395B6DEA921BCB1364E8133B488F2C52592AAD607A956E2C96E4AD05521D8C04AFD6566A717E65ED127DESDEE
F

Malicious: false

Preview:
l.m.a.g.e.N.am.e.,.U.niqu.eP.ro.ces.s.ld, Numb.erO.fThreads.,W.o.rkingS.etPrivatesS.ize.,HardFaultCount,Numb.erOfT.hrea.ds.H.
ig.hwatermark.,.CycleTime.,.CreateTime.,UserTime.,KernelTime.,Bas.eP.riority.,.PeakVirtualS.ize.,V.irtualS.ize.,P.ag.eF.
a.ultC.ou.nt, WorkingsSetSize.,.PeakW.orkingsS.etSize.,Qu.o.taP.eakP.agedP.o.0lUsage, QuotaP.agedP.o.o0lUsag.e.,QuotaP.e.
ak.N.o.n.P.a.ge.d.P.oolUs.age.,QuotaNonPagedP.oolUsage.,PagefileUsag.e.,PeakPagefileUsage.,PrivateP.ag.e.C.o.u.n.
t,.R.e.adO.p.eratio.ncC.o.unt, WriteO.perationcC.o.unt, Other0O.p.erationcC.ount, ReadTransferCo.unt, WriteTransfer.C.o.u.
n.t.,.O.therT.ransfer.C.o.u.nt, Han.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0ODOE0426DC8F8008506 E

Process: C:\Windows\SysWOW64\rundll32.exe

File Type: Microsoft Cabinet archive data, 61414 bytes, 1 file

Category: dropped

Size (bytes): 61414

Entropy (8bit): 7.995245868798237

Encrypted: true

SSDEEP: 1536:EysguU6qmzixT64jYMZ8HbVPGVDwm/XLZ9rP:wF6gmeod4eH1mOwmLvrP

MD5: ACAEDAG0C79C6BCAC925EEB3653F45E0

SHAL: 2AAAE490BCDACCC6172240FF1697753B37AC5578

SHA-256: 6BOCECCF0103AFD89844761417C1D23ACC41F8AEBF3B7230765209B61EEE5658

SHA-512: FEAAGE7ED7DDA1583739B3E531AB5C562A222EE6ECD042690AE7DCFF966717C6E968469A7797265A11F6E899479AE0F3031E8CF5BEBE1492D5205E9C5969090

Malicious: false

Preview:
MSCF............ e Lo W RSNj .authroot.stl..>.(.5..CK..8T....c_.d...AK...+.d.H..*i.RIJ.IQIR..$t)Kd.-[..T\{..ne.....<w....A.B........ c..wi.....D...c.OD,L........ f
y...Rg...=. i,3.3.Z...~e<..TF.*. fzy.,.m@.0.0.m3.1(.+.v#..(2...e.L.ry. V... ~U...."<ke.....].X:Dt..R<7.5\A7L0=..T.V...IDr..8<...r1&...I-~..b.b." Af....E.._..
r.>.;,.Hob..S....7.\R$."g..+..64..@nP....k3...B..G..@D....L....""..#0pW......... ..M. LR.@...gR#7...|.H#..d.Qh..3..fCX... ==#.. M. ~&.....J9.\..Ww..... Tx.%....]..a4E
Ot Arax O VL YLLT. U< _@...[(.....0..3.".LU...E0.GU.4KN....5...2....1.p..".. N<.d.O..dH@clt...[w/...T....cYK.X>.0..Z.....0>..9.3.#9X.%.b...5. YK.E.V....."./.3.._
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C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriICache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\rundll32.exe

data

modified

328

3.109960193012848

false
6:kKaa7k8SN+SkQIPIEGYRMY9z+4KIDA3RUeYIUMIUR/t:FOKPIE99SNXAhUeYIUSA/t
625BF18E5B8BIE78E27B0780DCA3407F
E52E613BD818E8738A1FD3DBEF57BFCD79FA4B33
C3FAAQOFF45581484CFF311A2FE3DC4769F7293COE91A3D7C4C5EA6DF54FB49DD

B83A962C56C509EBFEBSEOF7FA95CAA1C2C62716541FDF53FEA0636B99EFD26B96E693D3F8C5288F473D67B45FA29C9E9A849D1DCDE33C9317FC59FD49CEQ!
3

false

Prveer e TR Qe (et e g\ e h.ttp..//ctldl.window.s.up.date..com/ms.dow.n.lo.ad/up.datelv.3./.
s.tatic./trustedr/en/lauthro.ots.tl.cab.."0.7.1.e.15..5.d.c.4.d.7.1.:0."..

C:\Windows\appcompat\Programs\Amcache.hve

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

MS Windows registry file, NT/2000 or above

dropped

1572864

4.238304098816333

false
12288:aUrBOE+eqENLWmIrnBIM5IvryG6poXRRAPIHWtP10EPI5Ryi: 1rBOE+eqEngmirAqy
C9EA3986CA830B3C6AFC33A32700CC94
5FC76B86169087044D821F9D2D2B560EB763BF6F
88BE3C71D270A40635EEF002B95AC13932279D4EESE2D57D777D4AFFO7AD7BDC7

34178DFB928DF27D9C23BABF46EC174C485196EC6FB8B27E5047A9FC39A24624CBESCI0F8359F9ABSFACBAA3EE3A527D60BD1B5FOE06886C73FO00DC28D4A67
1

false

regfH...H..p\o. i s \Ap.p.Comp.at\Programs\Amcache.hve.d. ... .Ed. ... E..5. .  E’(MM.Q..

C:\Windows\appcompat\Programs\Amcache.hve.LOG1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerfFault.exe

MS Windows registry file, NT/2000 or above

dropped

16384

3.7217374537068912

false
384:3Yc5K5AcvAKgnVVeeDzecINKZGET8GRFwWTnl:0qKXg/eeDzeSNYjFGRFWT
FB018474B0OF148A8657862E304B867FD
AAD40FC1783378COFES589E275764C2E801D27E12
4CC49C665379690002A5DBA6405B943C590981AD13A436B2937143190792FC93

BOF88FD1BFO76EEA17FADBA4CB02B5A17A3B4971946173A7A1157A035CF25B2AF8CFCD61F8FB5F9920C9BE0770187BCDB957F6DEGF7F2E564B3A12FCCOCF31
11

false

regfG...G...p.\.p s i, \A.p.p.C.omp.at\Pro.grams\Am.cache.hve. 4. .. ... .Ed. ... .. .E..5. . E’(M‘".Q.,

...nk,...q @..
....... ZweovovvvcveenenROOLL L ROOE DK G e R DeviceCensus. e VKL

WritePermissionsCheck.

Static File Info

General
File type:

Entropy (8bit):

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

6.76756574902532
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General
TrID:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHAS512:
SSDEEP:

File Content Preview:

File Icon

5

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address

text 0x1000

.rdata 0x47000

.data 0x51000

.rsrc 0x89000

Copyright Joe Security LLC 2022

Virtual Size
0x45bb9

0x9c10

0x3735¢

0x3410

Raw Size

0x45c00

0x9e00

0x33800

0x3600

Xored PE

False

False

False

False

71b018ccc6577131

0x1002eaac
text
false
0x10000000

windows gui

e Win32 Dynamic Link Library (generic) (1002004/3)
98.32%

Windows Screen Saver (13104/52) 1.29%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

hPJnda9rBy.dll
588288

e o o o

56¢2941eb73ea59306cc9d2a6b15974c
8d483f2069955ae7a3f7e70e6dafa2641chf4a75

7caa923401ec9a16969f0b37225b77cd16c6923abff2eda
76f1fa9a35bff2879

cdd0692c8a2bf51e1c27085869067f886680a4d0ee6d72]
d9ed337ba90e185d7af8c11db718850bd17fa49dd1bb90:
e412h6b4214cad8f22a766254bfd43b540

6144:cNU5LWA22222GgngDrDRVYYIi/ci2tEGW780DQi
EjtvOSK5DKXOW14IkFXVFgY4E:x5w7YM/cYVV7E4Op
OJyvnHtytFyQ

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

0x61E03DES6 [Thu Jan 13 14:57:42 2022 UTC]

o o o o o u

7f57698bb210fa88a6b01blfeaf20957

ZLIB Complexity
0.379756804435

0.357372428797

0.741035535498

0.306640625

File Type

data

data

data

data

6.11335979295

4.34913645958

Entropy Characteristics

6.37093799262 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

5.22176472438 IMAGE_SCN_CNT_INITIALIZED_DA

TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
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Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

reloc  0x8d000 0x8c34 0x8e00 False 0.346308318662 data 4.00973830682 IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Resources

Imports

Exports

Possible Origin

Language of compilation system Country where language is spoken Map

Chinese China

English United States

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP  Dest IP
01/14/22- TCP 2404332 ET CNC Feodo Tracker Reported CnC Server TCP group 17 49775 80 192.168.2.5 45.138.98.34
18:51:09.071744

01/14/22- TCP 2404338 ET CNC Feodo Tracker Reported CnC Server TCP group 20 49776 8080 192.168.2.5 69.16.218.101

18:51:10.239050

Network Port Distribution

TCP Packets

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior
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Analysis Process: loaddll32.exe PID: 6532 Parent PID: 5356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

19:07:04

14/01/2022
C:\Windows\System32\loaddlI32.exe

true

loaddlI32.exe "C:\Users\user\Desktop\hPJnda9rBy.dll"
0x1350000

116736 bytes
7DEB5DB86COAC789123DEC286286B938
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.677964446.0000000000820000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.676011964.0000000000820000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000002.703048375.0000000000861000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.678063941.0000000000861000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000002.702950192.0000000000820000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.676117547.0000000000861000.00000020.00000001.sdmp, Author:

Joe Security
Reputation: moderate
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 6540 Parent PID: 6532
General
Start time: 19:07:04
Start date: 14/01/2022
Path: C:\Windows\SyswWOWe64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\hPJnda9rBy.dIl" #1
0x11d0000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 6536 Parent PID: 6532

General

Start time: 19:07:05

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit): true

Copyright Joe Security LLC 2022
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

regsvr32.exe /s C:\Users\user\Desktop\hPJnda9rBy.dIl
0xe80000

20992 bytes
426E7499F6A7346F0410DEAD0805586B

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000002.669073242.0000000000E40000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000002.00000002.669249846.0000000002F11000.00000020.00000001.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 6620 Parent PID: 6540
General
Start time: 19:07:05
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32.exe "C:\Users\user\Desktop\hPJnda9rBy.dll" #1
0x390000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.669823060.0000000004480000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.669847564.00000000044B1000.00000020.00000001.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 6616 Parent PID: 6532
General
Start time: 19:07:05
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2022

true

rundll32.exe C:\Users\user\Desktop\nPJnda9rBy.dll,DIIRegisterServer
0x390000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.719107308.0000000004941000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.719259656.0000000004B51000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.719178137.0000000004A71000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.719295807.0000000004B80000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.719142845.0000000004A40000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.719325918.0000000004BB1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.719229913.0000000004B20000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.718771472.00000000042E0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.719080684.0000000004910000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.718927690.0000000004431000.00000020.00000001.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 6580 Parent PID: 6536
General
Start time: 19:07:06
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\SyswWOWe64\rundll32.exe "C:\Users\user\Desktop\hPJnda9rBy.dIl",DIIRegis
terServer

0x390000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Reputation: high
Analysis Process: rundli32.exe PID: 6640 Parent PID: 6620
General
Start time: 19:07:06
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2022

true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\hPJnda9rBy.dll",DIIRegis
terServer

0x390000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.685263921.0000000005281000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.684322708.00000000031C0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.684701271.0000000004AC1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.685292012.00000000052B0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.685429920.0000000005641000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.685397124.0000000005610000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.685144979.0000000005121000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.685224843.0000000005250000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.685049749.0000000005001000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.685326019.00000000052E1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.684986586.0000000004FB0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.685112085.00000000050F0000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Deleted
Analysis Process: svchost.exe PID: 6016 Parent PID: 568
General
Start time: 19:07:09
Start date: 14/01/2022
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k WerSvcGroup
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: WerFault.exe PID: 4180 Parent PID: 6016

General

Start time: 19:07:10

Start date: 14/01/2022

Path: C:\Windows\SysWOWe64\WerFault.exe

Wow64 process (32bit): true

Copyright Joe Security LLC 2022
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\SysWOW64\WerFault.exe -pss -s 480 -p 6532 -ip 6532
0xfe0000

434592 bytes

9E2BBACAD48ECCA55C0230D63623661B

true

true

C, C++ or other language

Reputation: high
Analysis Process: rundll32.exe PID: 5792 Parent PID: 6640
General
Start time: 19:07:12
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Knpngswfpazuozi\
koewoajrwakr.ckb" ,kzIZNp

0x390000

61952 bytes
D7CA562BODB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000A.00000002.688210118.00000000037E1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000A.00000002.687920491.0000000003520000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: WerFault.exe PID: 5588 Parent PID: 6532
General
Start time: 19:07:12
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

File Created

File Deleted

File Written

Registry Activities

Key Created

Copyright Joe Security LLC 2022

true

C:\Windows\SysWOWe64\WerFault.exe -u -p 6532 -s 536
0xfe0000

434592 bytes
9E2BBACAD48ECCAS55C0230D63623661B

true

true

C, C++ or other language

Show Windows behavior

Show Windows behavior
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Key Value Created

Analysis Process: rundll32.exe PID: 5604 Parent PID: 5792

General
Start time: 19:07:14
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Knpngswfpazuozi\koewoajrwa
kr.ckb",DlIRegisterServer
Imagebase: 0x390000
File size: 61952 bytes
MDS5 hash: D7CA562BODB4F4DDOF03A89A1FDAD63D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: svchost.exe PID: 7024 Parent PID: 568

General
Start time: 19:07:28
Start date: 14/01/2022
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff6eb840000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: svchost.exe PID: 5556 Parent PID: 568

General
Start time: 19:07:50
Start date: 14/01/2022
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff6eb840000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior
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Analysis Process: svchost.exe PID: 4552 Parent PID: 568

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2022

19:08:02

14/01/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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